
ID: 339431
Cookbook: browseurl.jbs
Time: 02:19:11
Date: 14/01/2021
Version: 31.0.0 Red Diamond
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Analysis Report https://btuhasupanbos.org/r/iNedezf?membership-invoice=id79931…

Overview

General Information

Sample URL: https://btuhasupanbo
s.org/r/iNedezf?membershi
p-invoice=id79931

Analysis ID: 339431

Most interesting Screenshot:

Detection

Score: 1

Range: 0 - 100

Whitelisted: false

Confidence: 80%

Signatures

Found iframes

Found iframes

Found iframes

Found iframes

Found iframes

Found iframes

Found iframesFound iframes

Unusual large HTML page

Unusual large HTML page

Unusual large HTML page

Unusual large HTML page

Unusual large HTML page

Unusual large HTML page

Unusual large HTML pageUnusual large HTML page

Classification

Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Signature Overview

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

iexplore.exe (PID: 5336 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 5760 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:5336 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
cleanup

No configs have been found

No yara matches

Startup
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• Phishing

• Compliance

• Networking

• System Summary

Click to jump to signature section

There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

Mitre Att&ck Matrix

Initial Access Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and
Control

Network
Effects

Remote
Service
Effects

Drive-by
Compromise 1

Windows
Management
Instrumentation

Path
Interception

Process
Injection 1

Masquerading 1 OS
Credential
Dumping

File and
Directory
Discovery 1

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 2

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or
Logon
Initialization
Scripts

Process
Injection 1

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Non-
Application
Layer
Protocol 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon
Script
(Windows)

Obfuscated Files
or Information

Security
Account
Manager

Query
Registry

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Behavior Graph
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Behavior Graph

ID: 339431

URL: https://btuhasupanbos.org/r...

Startdate: 14/01/2021

Architecture: WINDOWS

Score: 1

iexplore.exe

6 65

        started       

iexplore.exe

13 486

        started       

btuhasupanbos.org

142.4.24.112, 443, 49704, 49705

UNIFIEDLAYER-AS-1US

United States

108.177.119.157, 443, 49781, 49782

GOOGLEUS

United States

10 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

https://btuhasupanbos.org/r/iNedezf?membership-invoice=id79931 0% Avira URL Cloud safe

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

www.google.co.uk 0% Virustotal Browse

about.google 0% Virustotal Browse

ogs.google.co.uk 0% Virustotal Browse

Source Detection Scanner Label Link

https://www.google.co.uk/intl/en/about/products?tab=wh 0% URL Reputation safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright null 2021 Page 7 of 58

https://www.virustotal.com/gui/url/4d48058d5bffaefa5134d9a540ffdcb1956ebadb780081500b29e800ee0a7a6d/detection/u-4d48058d5bffaefa5134d9a540ffdcb1956ebadb780081500b29e800ee0a7a6d-1610543875
https://www.virustotal.com/gui/url/95a66654e7323c05e0f876fb704a18393c1189e9b3a82df0d66698adcd2d2738/detection/u-95a66654e7323c05e0f876fb704a18393c1189e9b3a82df0d66698adcd2d2738-1609545911
https://www.virustotal.com/gui/url/1898fa32b427a64b1c49539673e60a79b5ff58d9aaaf5f956a7c35e9b20a039e/detection/u-1898fa32b427a64b1c49539673e60a79b5ff58d9aaaf5f956a7c35e9b20a039e-1603852261


https://www.google.co.uk/intl/en/about/products?tab=wh 0% URL Reputation safe

https://www.google.co.uk/intl/en/about/products?tab=wh 0% URL Reputation safe

https://ogs.google.co.uk/ 0% URL Reputation safe

https://ogs.google.co.uk/ 0% URL Reputation safe

https://ogs.google.co.uk/ 0% URL Reputation safe

https://adservice.google.co.uk/adsid/google/ui 0% URL Reputation safe

https://adservice.google.co.uk/adsid/google/ui 0% URL Reputation safe

https://adservice.google.co.uk/adsid/google/ui 0% URL Reputation safe

https://www.google.co.uk/intl/en/about/products?tab 0% URL Reputation safe

https://www.google.co.uk/intl/en/about/products?tab 0% URL Reputation safe

https://www.google.co.uk/intl/en/about/products?tab 0% URL Reputation safe

https://about.google/favicon.ico~ 0% URL Reputation safe

https://about.google/favicon.ico~ 0% URL Reputation safe

https://about.google/favicon.ico~ 0% URL Reputation safe

https://wellbeing.google 0% URL Reputation safe

https://wellbeing.google 0% URL Reputation safe

https://wellbeing.google 0% URL Reputation safe

https://gweb-nextregistration.appspot.com 0% Avira URL Cloud safe

https://www.google.co.uk/finance?tab 0% URL Reputation safe

https://www.google.co.uk/finance?tab 0% URL Reputation safe

https://www.google.co.uk/finance?tab 0% URL Reputation safe

https://www.editionsatplay.com 0% Avira URL Cloud safe

https://www.google.co.uk/favicon.ico 0% URL Reputation safe

https://www.google.co.uk/favicon.ico 0% URL Reputation safe

https://www.google.co.uk/favicon.ico 0% URL Reputation safe

https://www.googlw.google.co.uk/imghp?hl=en&tab=wi&ogbl#spf=1610619633725 0% Avira URL Cloud safe

https://3-dot-gweb-io2016-registration.appspot.com 0% Avira URL Cloud safe

https://maps.google.co.uk/maps?hl 0% URL Reputation safe

https://maps.google.co.uk/maps?hl 0% URL Reputation safe

https://maps.google.co.uk/maps?hl 0% URL Reputation safe

https://nik.googlegoro.com 0% Avira URL Cloud safe

https://arctic-ocean-116022.appspot.com 0% Avira URL Cloud safe

https://about.google/favicon.ico 0% URL Reputation safe

https://about.google/favicon.ico 0% URL Reputation safe

https://about.google/favicon.ico 0% URL Reputation safe

https://taylormarshall-dot-test-dot-402-bslatkin-staging.appspot.com 0% Avira URL Cloud safe

https://tv.google/ 0% Avira URL Cloud safe

https://about.google/intl/en/products?tab=wh 0% URL Reputation safe

https://about.google/intl/en/products?tab=wh 0% URL Reputation safe

https://about.google/intl/en/products?tab=wh 0% URL Reputation safe

https://defjam-staging.appspot.com 0% Avira URL Cloud safe

https://googlecommassage-hrd.appspot.com 0% Avira URL Cloud safe

https://www.google.co.uk 0% URL Reputation safe

https://www.google.co.uk 0% URL Reputation safe

https://www.google.co.uk 0% URL Reputation safe

https://about.google/?/#spf=1610619599014 0% Avira URL Cloud safe

https://about.google/intl/en/products/?tab=whbl#spf=1610619633725 0% Avira URL Cloud safe

https://ogs.google.co.uk/widget/callout?
prid=19014989&pgid=19011552&puid=b29a01365649289&cce=1&origi

0% Avira URL Cloud safe

https://website-dot-cl-syd-eap.appspot.com 0% Avira URL Cloud safe

https://ogs.google.co.uk/widget/app/so 0% URL Reputation safe

https://ogs.google.co.uk/widget/app/so 0% URL Reputation safe

https://ogs.google.co.uk/widget/app/so 0% URL Reputation safe

https://store.google.c 0% URL Reputation safe

https://store.google.c 0% URL Reputation safe

https://store.google.c 0% URL Reputation safe

Source Detection Scanner Label Link

Domains and IPs

Contacted Domains
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Name IP Active Malicious Antivirus Detection Reputation

pagead46.l.doubleclick.net 74.125.128.154 true false high

www.google.co.uk 108.177.127.94 true false 0%, Virustotal, Browse unknown

googlehosted.l.googleusercontent.com 108.177.126.132 true false high

btuhasupanbos.org 142.4.24.112 true false unknown

about.google 216.239.32.29 true false 0%, Virustotal, Browse unknown

googleads.g.doubleclick.net unknown unknown false high

ogs.google.co.uk unknown unknown false 0%, Virustotal, Browse unknown

lh3.googleusercontent.com unknown unknown false high

adservice.google.co.uk unknown unknown false unknown

Name Malicious Antivirus Detection Reputation

https://about.google/?fg=1&utm_source=google-
GB&utm_medium=referral&utm_campaign=hp-header

false unknown

https://sustainability.google/commitments-europe/?
utm_source=googlehpfooter&utm_medium=housepromos&utm_campaign=bottom-
footer&utm_content=

false unknown

Name Source Malicious Antivirus Detection Reputation

https://www.google.co.uk/intl/en/about/products?tab=wh B241XRCY.htm.2.dr, 67T9U10V.ht
m.2.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://lh3.googleusercontent.com/IZVIpBx9qmvXc5bYvE_nol
qxHoIlQXeLntULRPU5YIsD2M3jL3cInXYA91PqxQmU5B

products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/j6dR2TzNEFsE29xbb8COJt
2w3ivBNEcS447X5fyutHwuD--0L5Fp_qwrTmT7ApH_NS

products[1].htm1.2.dr false high

https://ogs.google.co.uk/ ~DF9ACF2F083DBDA998.TMP.1.dr, 
so[1].htm0.2.dr, callout[2].htm.2.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://adservice.google.co.uk/adsid/google/ui imghp[1].htm.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://www.google.co.uk/intl/en/about/products?tab so[1].htm0.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://about.google/favicon.ico~ imagestore.dat.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://lh3.googleusercontent.com/oTsTVqWan-
UskrnBTBexES9-
OwwuQnoV4EtEk3t1Ywt9SZJZp24pdRXbrp0YEalXW_

products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/Qvc6rWiGG_a6LNQ7Yx5v
Mmve_5ku8TG7z4vmWG7VBkbcOQfOSE2BS7eBcD1NUOW
Tsb

products[1].htm1.2.dr false high

https://massage-hrd-dev.googleplex.com m=b2,aist,ist,qst[1].js.2.dr false high

https://lh3.googleusercontent.com/9NuRdiRepVI3n1txfg7Ky2w
WzB3DvXkWABXeFMSn2tzDYYkv8T_RMA9R17fWi0ziUD

products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/AJL2tHF75z0uJsFroqze8E
1OZA6bysiaPcEpAv3XHPxURkfdfHQ1MCQmYEwhTJlT4_

products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/IFzg4PMVkpe2yyhZhN_xY
RjpLdCM9ZgAzHYMMOGb6ifLhdZDOtgO-J4NUtahscHnO2

products[1].htm1.2.dr false high

https://wellbeing.google MGRNZRLY.htm.2.dr, products[1]
.htm1.2.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://gweb-nextregistration.appspot.com m=b2,aist,ist,qst[1].js.2.dr false Avira URL Cloud: safe unknown

https://instagram.com/$1 main.min[1].js.2.dr false high

https://lh3.googleusercontent.com/Dp-
C1AHx0bV12kffEpqoB4o8VSn15mEtF1KZbtDHYk_ZCsbX3_
Y_b3LrBghluMnnPV

product_nav[1].js.2.dr false high

https://www.google.co.uk/finance?tab so[1].htm.2.dr, so[1].htm0.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://lh3.googleusercontent.com/I95wjYii8vhFSSx-
aSYdh2hPAMjgZkA9yjarSQoOd98COwOxkAVn_dulBcTcfbsa
7L

products[1].htm1.2.dr false high

Contacted URLs

URLs from Memory and Binaries
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https://www.virustotal.com/gui/url/4d48058d5bffaefa5134d9a540ffdcb1956ebadb780081500b29e800ee0a7a6d/detection/u-4d48058d5bffaefa5134d9a540ffdcb1956ebadb780081500b29e800ee0a7a6d-1610543875
https://www.virustotal.com/gui/url/95a66654e7323c05e0f876fb704a18393c1189e9b3a82df0d66698adcd2d2738/detection/u-95a66654e7323c05e0f876fb704a18393c1189e9b3a82df0d66698adcd2d2738-1609545911
https://www.virustotal.com/gui/url/1898fa32b427a64b1c49539673e60a79b5ff58d9aaaf5f956a7c35e9b20a039e/detection/u-1898fa32b427a64b1c49539673e60a79b5ff58d9aaaf5f956a7c35e9b20a039e-1603852261


https://home.ft.nest.com m=b2,aist,ist,qst[1].js.2.dr false high

https://lh3.googleusercontent.com/Vc5IMVbtKYyJMz02LfzlqzF
zMGtgiGgcIqNCw7TRPwz0uFVHl81Ee3ct4Se4hkZc3v

products[1].htm1.2.dr false high

https://google-pixel-slate.connect.studentbeans.com/ product_nav[1].js.2.dr false high

https://lh3.googleusercontent.com/JtYUq9HfkkOryxudgp34oqI
8qFu9a6mmL64OXjcDX7mfEwcX_pxmTdurvxssofY4sw

products[1].htm1.2.dr false high

https://twitter.com/hashtag/ main.min[1].js.2.dr false high

https://vector-customer.googleplex.com/ m=b2,aist,ist,qst[1].js.2.dr false high

https://lh3.googleusercontent.com/HsfEwlif7G4FHD20acH6DJ
cYMOd02PZfdtfF_OyxNyVwaRb1ZKZb5KzF6MkEW9FoEk

product_nav[1].js.2.dr false high

https://lh3.googleusercontent.com/nHCqY7n-
ixH5vGwRG7KKeJvcp7sgTZ6VnvjACYLOmUn8JFD5JYDrqD
2TbcZ32fDsiy

products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/33fCN1bFbB2G1iGDGzlBd
_BAWes-Nlv-Qt8ByRpEBU43Lu_mF6twx5kmmN4OE6Z_Gz

products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/8bC8ZC9RQ_cJj5lSa8LjCf
RClGeSyp4SkN72C0tMSUIqGPVjEpHeUDfAScLNKy82Mi

products[1].htm1.2.dr false high

scrollmagic.io ScrollMagic.min[1].js.2.dr false high

https://lh3.googleusercontent.com/u2XGSr0jis3w5sLeuh8UMq
GHgtdqPVPi77xYhPJdMO9C41wYUue3EKPJvwp-ovAlTz

products[1].htm1.2.dr false high

https://www.editionsatplay.com m=b2,aist,ist,qst[1].js.2.dr false Avira URL Cloud: safe unknown

https://lh3.googleusercontent.com/z3dgQsXgGqfadzIUmpGI_p
polUy7H6fgqIbtW_qzLXcBww0nOby8TEE3e_fW84Qa7z

products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/gi7EU_u6IiuIRSxunfy5LLqs
EJrC08L12aufZc3rP_w8hD8ouiVW89vfe7pTQrSsLX

products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/Y1i12gHz-
cP0Ir3LztFSUMijuVGSe9qetVu98aQNchjhxw9byxecnFAFfhx
GFyd79t

products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/uzkOxzfGFGjzRx0FK6B541
qcv469wNDTQf_TUu4oqH_oPUGJoajTkqHLJ9DD188Kmo

products[1].htm1.2.dr false high

https://stats.g.doubleclick.net/j/collect analytics[1].js.2.dr false high

https://lh3.googleusercontent.com/Jqo0sXz5HJpnbEwCf5qwc
WSbwXbKiivjx2e1WpRjAg3pAPaj2DiOHs42I1zwyhvtXd

products[1].htm1.2.dr false high

https://www.google.co.uk/favicon.ico imagestore.dat.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://lh3.googleusercontent.com/tC78k3bL_DjdIByD4HSnnbl
CZF0nlR599IWYDDghEJDn7dwg-tuOIXGVR1TwxePI06

products[1].htm1.2.dr false high

https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-alternative-to-
goog.p

index.min[1].js.2.dr, detect.min[1].js0.2.dr false high

https://lh3.googleusercontent.com/UqZcYFgfFclRU46MshhuC
QD79idBZ8hyIe5WkQ1VLzG47w-Mgu6yGriGkL_YiYF2qa

products[1].htm1.2.dr false high

https://www.google.org MGRNZRLY.htm.2.dr, products[1]
.htm1.2.dr

false high

https://lh3.googleusercontent.com/9ks6e2i7ubrVUEkBwpoJeX
TceixbWT3ppLdca04jQg6VPMqXiz6B8KEeczJhnRWmjR

products[1].htm1.2.dr false high

https://www.googlw.google.co.uk/imghp?
hl=en&tab=wi&ogbl#spf=1610619633725

{0BC6DB60-5652-11EB-90E4-ECF4B
B862DED}.dat.1.dr

false Avira URL Cloud: safe unknown

https://3-dot-gweb-io2016-registration.appspot.com m=b2,aist,ist,qst[1].js.2.dr false Avira URL Cloud: safe unknown

https://lh3.googleusercontent.com/TVNK8r0QEiNhXwfjVlziAqF
cBQPkuPHKyilz6atnzslwMho1no8n4EJV30tOT0T6y3

products[1].htm1.2.dr false high

agoogleaday.com/%23date%3D2012-01-04 B241XRCY.htm.2.dr, 67T9U10V.ht
m.2.dr

false high

https://vr.youtube.com/ products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/Iyn9yCCDxgHqvjX5jMZ_loo
un-kL0Sk60FraoMU5-JQG2WstyK6QNzj3JguQRbvQmW

products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/9CAaLlPoQ9YB_HQXK9B8
e80czwAhK22t_eA7pxvRHaydwo33SKlVtpccCwGWSj6gR7

products[1].htm1.2.dr false high

Name Source Malicious Antivirus Detection Reputation
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https://lh3.googleusercontent.com/m5HIvqrNJHr2w5VXuNapB
WKSx6YZTU7lIhffkIgDQU_VbpYAfkgXt2Un2ks_wzTn7v

products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/0Gv_C5T6me_K5BmEMj3p
boh6oRUSzCNVYfo3MvyrSGra7Gk72XDXn-PdU2XMNwWfqg

products[1].htm1.2.dr false high

https://maps.google.co.uk/maps?hl so[1].htm.2.dr, so[1].htm0.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://lh3.googleusercontent.com/PVDn9Oj6dMbqqydywzGuL
APkbLwDX3Uuv1t6K8MORXFuQAVBLPNAy_yaQBc7bE-qmL

products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/PP8KjNgc-
EqOm5a6yZ1w6mqbFzoyzLfCZcjhmRvWn6imgVjCiPj9j_MKz
6jJuggsro

products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/Z-
Rp52gzHad8aF9zLoyZ_DB2A2wQ6KQX-
8v52TxtABcje9ZUma5oOoXi7S1E8nqpa9

products[1].htm1.2.dr false high

https://nik.googlegoro.com m=b2,aist,ist,qst[1].js.2.dr false Avira URL Cloud: safe unknown

https://arctic-ocean-116022.appspot.com m=b2,aist,ist,qst[1].js.2.dr false Avira URL Cloud: safe unknown

https://www.blog.google/press/ MGRNZRLY.htm.2.dr, products[1]
.htm1.2.dr

false high

https://lh3.googleusercontent.com/wS72vstdNigZfIWHoQUkP8
Ir6-NqLg8jEYCYmhW6L1NuMvjQmtr72QSl6r-QXoL8AX

products[1].htm1.2.dr false high

https://about.google/favicon.ico imagestore.dat.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://lh3.googleusercontent.com/2qz9gwasYkOhPEumfqd3_
x8HiiRu6fIQR1d-1DRAV8qfkqmQx7Rygzohal7DXbB-ur

products[1].htm1.2.dr false high

https://www.waze.com/ products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/zGSQ3CkZCuntNXuuiLsvH
nljLEmpJD6MKKWjzuL20jMovKj8akWzk6gb0zmXZTMH6O

products[1].htm1.2.dr false high

https://taylormarshall-dot-test-dot-402-bslatkin-
staging.appspot.com

m=b2,aist,ist,qst[1].js.2.dr false Avira URL Cloud: safe unknown

https://tv.google/ products[1].htm1.2.dr false Avira URL Cloud: safe unknown

https://about.google/intl/en/products?tab=wh products[1].htm.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://lh3.googleusercontent.com/vNgpLTvnDUr6-
QM8s4OuuESGDXs_brbGoPR-
7vfwdxQI7M4MVFV0CC_Hil4qRDSp4P

products[1].htm1.2.dr false high

https://www.android.com/intl/en_us/ products[1].htm1.2.dr false high

https://www.youtube.com/yt/about/ products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/mK6uPlO8TKCVSU8TsniV
0pOUB0SSETbAPB_QUaaJ96qbBdZwaygmzf_bWRTIHmCN
Kg

products[1].htm1.2.dr false high

https://defjam-staging.appspot.com m=b2,aist,ist,qst[1].js.2.dr false Avira URL Cloud: safe unknown

https://googlecommassage-hrd.appspot.com m=b2,aist,ist,qst[1].js.2.dr false Avira URL Cloud: safe unknown

https://lh3.googleusercontent.com/BAwQk6jAMu2s_7Jh-
8-_CsvSwEAaeLsVhL8z82VOoEkoaujxll1kYL3Pz4jkYpLbRp

products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/6xlGJ-
dkwosfUisVYzRKNE1Wcr5QDDfRfZ4bXktF-
Nn0J0ucHd_JI1wjXTls7lt5mv

products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/wbRbWxRbQyojtDDUj_ITs
oMZNbSAnroic0AYABmbab8qE-sgODk26wLCYUcJrqW11-

products[1].htm1.2.dr false high

https://www.google.co.uk so[1].htm0.2.dr, callout[2].htm.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://abc.xyz/investor/ MGRNZRLY.htm.2.dr, products[1]
.htm1.2.dr

false high

https://lh3.googleusercontent.com/_RS8nTX8HLPW-
dDr374dEdQTaYn-7LI8HVVk0INaAmk7t8MYZKDssvGnep-
GwPR94L

products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/pMC_HgbmB-
tD7XJvVupR0svqK4FOYkGYeIfFkngdr6qnzkBPUZi5Kv39QG
Nt1Yp-Mc

MGRNZRLY.htm.2.dr false high

https://lh3.googleusercontent.com/ra4Ks1fsGsLSlzWoAU-
9Ls2V5vEFCsA9thbtIkCHNFYeLC-ver57N4-GCGFZ-GBGw6

products[1].htm1.2.dr false high

https://lh3.googleusercontent.com/ugGFl2fOLKTGgWbqmA3_
eOydX9idbCZPXaines359yapKz8c-fLJAtwHbViBAXDeNe

product_nav[1].js.2.dr false high

Name Source Malicious Antivirus Detection Reputation
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https://lh3.googleusercontent.com/Oe2QYUUWNPyW_D_Ll_d
usuUymZNPTkO1yxx1j_61Wkv9nllw8APPCZEXKL3nCdqQG
a

products[1].htm1.2.dr false high

https://about.google/?/#spf=1610619599014 {0BC6DB60-5652-11EB-90E4-ECF4B
B862DED}.dat.1.dr

false Avira URL Cloud: safe unknown

https://lh3.googleusercontent.com/tgO6Ew3YkxrCoGvyNpfAW
yPe9q_0Zg2WFM8uW5UKzFl6g0QP2EeVpvuOPwZ6_WLbL0

MGRNZRLY.htm.2.dr false high

https://about.google/intl/en/products/?
tab=whbl#spf=1610619633725

~DF9ACF2F083DBDA998.TMP.1.dr false Avira URL Cloud: safe unknown

https://ogs.google.co.uk/widget/callout?
prid=19014989&pgid=19011552&puid=b29a01365649289&cce
=1&origi

~DF9ACF2F083DBDA998.TMP.1.dr false Avira URL Cloud: safe unknown

https://website-dot-cl-syd-eap.appspot.com m=b2,aist,ist,qst[1].js.2.dr false Avira URL Cloud: safe unknown

https://lh3.googleusercontent.com/QCApHf5BOpvrWAy9bUS
GjE8SNIcWHZkY3rvo35SMCQrQA5cIvXy2HK1Rb5Ogo_htBD

products[1].htm1.2.dr false high

https://major.home.integration.nestlabs.com m=b2,aist,ist,qst[1].js.2.dr false high

https://ogs.google.co.uk/widget/app/so imghp[1].htm.2.dr, so[1].htm0.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://lh3.googleusercontent.com/Gv2bjAdDXiaD0ZvvA3ppm
C905aIYb4EAVLUkRbYSUvHWepf6G9G4-k_9fNVogA7bmc

products[1].htm1.2.dr false high

https://youtube-xsell-tool-stg.googleplex.com m=b2,aist,ist,qst[1].js.2.dr false high

https://vector-perf-customer.googleplex.com/ m=b2,aist,ist,qst[1].js.2.dr false high

https://lh3.googleusercontent.com/9KzeLgv6tmRuCgEuCmC_
zDFzq0vtx8Dir9n0lRvpC-zs5pFR_NzqCEUc3vS_cGAoqG

products[1].htm1.2.dr false high

https://store.google.c {0BC6DB60-5652-11EB-90E4-ECF4B
B862DED}.dat.1.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://developer.android.com/distribute/ products[1].htm1.2.dr false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

142.4.24.112 unknown United States 46606 UNIFIEDLAYER-AS-1US false

108.177.126.156 unknown United States 15169 GOOGLEUS false

108.177.126.132 unknown United States 15169 GOOGLEUS false

Contacted IPs

Public
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General Information

Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 339431

Start date: 14.01.2021

Start time: 02:19:11

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 24s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://btuhasupanbos.org/r/iNedezf?
membership-invoice=id79931

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 16

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean1.win@3/388@7/7

216.239.32.29 unknown United States 15169 GOOGLEUS false

108.177.119.157 unknown United States 15169 GOOGLEUS false

74.125.128.154 unknown United States 15169 GOOGLEUS false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

Private
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Cookbook Comments: Adjust boot time
Enable AMSI
Browsing link: https://about.google/?
fg=1&amp;utm_source=google-
GB&amp;utm_medium=referral
&amp;utm_campaign=hp-header
Browsing link: https://store.google.com/GB?
utm_source=hp_hea
der&amp;utm_medium=google_ooo&
amp;utm_campaign=GS100042&amp;hl=en-GB
Browsing link: https://mail.google.com/mail/?
tab=wm&amp;ogbl
Browsing link: https://www.google.co.uk/imghp?
hl=en&amp;tab=wi&amp;ogbl
Browsing link: https://www.goo
gle.co.uk/intl/en/about/products?tab=wh
Browsing link: https://account
s.google.com/ServiceLogin?hl=e
n&amp;passive=true&amp;continu
e=https://www.google.com/&amp;ec=GAZAAQ
Browsing link: https://www.google.com/#
Browsing link: https://www.google.com/url?
q=https://learndigital.withgoogle.com/digitalgar
age%3Futm_source%3DHPP%26utm_m
edium%3Downed%26utm_campaign%3
DQ1_2021_NewYear%26utm_content
%3DUK&amp;source=hpp&amp;id=19
022360&amp;ct=3&amp;usg=AFQjCN
G5FkNeVq1N7sFEfdMHq16SglBrbA&a
mp;sa=X&amp;ved=0ahUKEwi13Invo
JruAhXC2aQKHZSwDCYQ8IcBCBA
Browsing link: https://sustain
ability.google/commitments-europe/?
utm_source=googlehpfooter
&amp;utm_medium=housepromos&am
p;utm_campaign=bottom-footer&a
mp;utm_content=
Browsing link: https://policies.google.com/privacy?
hl=en-GB&amp;fg=1
Browsing link: https://policies.google.com/terms?
hl=en-GB&amp;fg=1
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Warnings:
Exclude process from analysis (whitelisted): 
taskhostw.exe, BackgroundTransferHost.exe, 
ielowutil.exe, backgroundTaskHost.exe, 
SgrmBroker.exe, svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted): 
13.88.21.125, 88.221.62.148, 108.177.119.105, 
108.177.119.106, 108.177.119.99, 
108.177.119.104, 108.177.119.147, 
108.177.119.103, 52.255.188.83, 108.177.127.94, 
108.177.126.138, 108.177.126.139, 
108.177.126.100, 108.177.126.113, 
108.177.126.102, 108.177.126.101, 
108.177.126.94, 108.177.119.100, 
108.177.119.101, 108.177.119.138, 
108.177.119.113, 108.177.119.139, 
108.177.119.102, 172.217.22.99, 74.125.143.102, 
74.125.143.138, 74.125.143.100, 74.125.143.101, 
74.125.143.113, 74.125.143.139, 108.177.126.95, 
108.177.127.95, 108.177.127.97, 108.177.127.139, 
108.177.127.113, 108.177.127.100, 
108.177.127.101, 108.177.127.102, 
108.177.127.138, 173.194.79.138, 173.194.79.102, 
173.194.79.113, 173.194.79.101, 173.194.79.100, 
173.194.79.139, 108.177.127.128, 
108.177.119.128, 108.177.126.128, 
173.194.69.128, 173.194.69.92, 51.104.139.180, 
152.199.19.161, 2.20.84.85, 108.177.126.18, 
108.177.126.17, 108.177.126.19, 108.177.126.83, 
173.194.69.84, 52.147.198.201, 104.42.151.234, 
2.20.142.210, 2.20.142.209, 92.122.213.247, 
92.122.213.194
Excluded domains from analysis (whitelisted): 
gstaticadssl.l.google.com, ssl.gstatic.com, 
consent.google.com, arc.msn.com.nsatc.net, 
storage.googleapis.com, fs-
wildcard.microsoft.com.edgekey.net, 
e11290.dspg.akamaiedge.net, 
audownload.windowsupdate.nsatc.net, 
www.google.com, watson.telemetry.microsoft.com, 
www.gstatic.com, au-bg-shim.trafficmanager.net, 
www.google-analytics.com, fonts.googleapis.com, 
fs.microsoft.com, plus.l.google.com, 
ajax.googleapis.com, www3.l.google.com, 
mannequin.storage.googleapis.com, 
blobcollector.events.data.trafficmanager.net, 
googlemail.l.google.com, cs9.wpc.v0cdn.net, 
scone-pa.clients6.google.com, 
au.download.windowsupdate.com.edgesuite.net, 
mail.google.com, ogs.google.com, 
adservice.google.com, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, arc.msn.com, 
iecvlist.microsoft.com, go.microsoft.com, 
www.googletagmanager.com, img-prod-cms-rt-
microsoft-com.akamaized.net, 
prod.fs.microsoft.com.akadns.net, www-google-
analytics.l.google.com, accounts.google.com, 
fonts.gstatic.com, ie9comview.vo.msecnd.net, 
www-googletagmanager.l.google.com, 
e1723.g.akamaiedge.net, 
ctldl.windowsupdate.com, a767.dscg3.akamai.net, 
store.google.com, payments.google.com, 
skypedataprdcoleus16.cloudapp.net, 
skypedataprdcoleus17.cloudapp.net, 
play.google.com, go.microsoft.com.edgekey.net, 
skypedataprdcolwus15.cloudapp.net, 
apis.google.com, 
skypedataprdcolwus16.cloudapp.net
Report size exceeded maximum capacity and may 
have missing network information.
Report size getting too big, too many NtCreateFile 
calls found.
Report size getting too big, too many 
NtDeviceIoControlFile calls found.
Report size getting too big, too many NtWriteFile 
calls found.

Show All

Simulations

Behavior and APIs
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No simulations

No context

No context

No context

No context

No context

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\5AYNX3PX\www.google[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5555

Entropy (8bit): 5.097388749691097

Encrypted: false

SSDEEP: 96:nQG55+w8PMS4PEd7Iy+w8PMS4PEd7Ivy+w8PMS4PEd7Iy+w8PMS4PEd7I8uH635W:uIqIg

MD5: CC66282C9A38FCEC36F949D3A7C14940

SHA1: 7598766C8F0F0B6F74BD4CC363CEBBCBA1C125F1

SHA-256: 95262E4E043043E387283E720783CDCDCD4AD5204C8CD839B598D8E92F1C48A4

SHA-512: E8ACB24E51982C42A6EA7DDB5B2666133EA29AA4D88EB958A8A87E1EE68DE4C83EA3362B256CAA85CED4B194FD0BCB26427B3BD9A54BB28B2CE02CD2EA54
948C

Malicious: false

Reputation: low

Preview:
<root></root><root></root><root></root><root></root><root></root><root></root><root><item name="__sak" value="1" ltime="3517306272" htime="30861918" /></root>
<root></root><root></root><root><item name="__sak" value="1" ltime="3518626272" htime="30861918" /></root><root></root><root><item name="__sak" value="1" 
ltime="3518706272" htime="30861918" /></root><root><item name="__sak" value="1" ltime="3518706272" htime="30861918" /></root><root></root><root><item 
name="sb_wiz.zpc." value="[[[&quot;brazilian coronavirus variant&quot;,0,[362,143],{&quot;zf&quot;:33,&quot;zl&quot;:8,&quot;zp&quot;:{&quot;gs_ss&quot;:&quot
;1&quot;}}],[&quot;fortnite beef boss remedy dummy&quot;,0,[362,143],{&quot;zf&quot;:33,&quot;zl&quot;:8,&quot;zp&quot;:{&quot;gs_ss&quot;:&quot;1&quot;}}],[&qu
ot;food parcels free school meals&quot;,0,[362,143],{&quot;zf&quot;:33,&quot;zl&quot;:8,&quot;zp&quot;:{&quot;gs_ss&quot;:&quot;1&quot;}}],[&quot;mental health act 
reform white paper&quot;,0,[362,143],{&quot;zf&quot;:33,

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\9PA2T1G6\www.google.co[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 645

Entropy (8bit): 4.836713728991589

Encrypted: false

SSDEEP: 12:JsrsrsrsrUua/6j2iWLrsrsrUua/6NiWLrsrsrsrU6FZf6C6IiWby+6ZjhiWLrUn:W000UJ6CiS00UJ6NiS000UKZ96Iik6/8

MD5: 0E2EF4FA9D06CDE615779FAD92117645

SHA1: 4E1E3346404179AAE8B024802AD4BB476C585CD8

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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SHA-256: 10AE327A785A095046E9B553C168D2A27CA4B078DBBF9F0B0F234B6ABD928D1E

SHA-512: E9D0D0774E204F03CFF807478C0CBB801419BB4AABD2571CAE4C25D48774F430C3BC2368B26C2CB8CA02A85F3C68703C941711549324EF3DC5AA3849D045B33B

Malicious: false

Reputation: low

Preview:
<root></root><root></root><root></root><root></root><root><item name="__sak" value="1" ltime="3854256272" htime="30861918" /></root><root></root><root></root>
<root><item name="__sak" value="1" ltime="3856376272" htime="30861918" /></root><root></root><root></root><root></root><root><item name="_c;;i" value="p
:*|l:9007199254740991_1" ltime="3859176272" htime="30861918" /><item name="epbar;;impc" value="p:m|l:0_1" ltime="3859216272" htime="30861918" /></root><root>
<item name="_c;;i" value="p:*|l:9007199254740991_1" ltime="3859176272" htime="30861918" /><item name="epbar;;impc" value="p:m|l:0_1" ltime="3859216272" h
time="30861918" /></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\9PA2T1G6\www.google.co[1].xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\EXA3GQ30\about[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 52

Entropy (8bit): 2.469670487371862

Encrypted: false

SSDEEP: 3:D90aK1r0aK1r0aK1r0aKb:JFK1rFK1rFK1rFKb

MD5: 770DA68A4DE2539B5002B44767396AF9

SHA1: E3A118B288CF426DE3027EFCE38AE7241560EC4C

SHA-256: 908FB85A6D01001B303E1030664D87BA5D193B56CA17FB2116D8696196D4DA4A

SHA-512: B4AA2726B958DDA17F5D1E5A2EB109825D9CDBDBA1E1CFDDBE55BA94D5B6ED5EE7DBB0F15538099C44F0CC80DB2AF445EA4F60D11FE767943FFF99AA495D8
922

Malicious: false

Reputation: low

Preview:
<root></root><root></root><root></root><root></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\GHWZTMUA\accounts.google[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 187

Entropy (8bit): 4.589982183575774

Encrypted: false

SSDEEP: 3:D90aK1ryRtFwsR0pqqUlB97WWGOqSR0wK1r0aK1ryRtFwsoIcDAqFf37WWzhOqSY:JFK1rUFWcqa/SLiWZ1rFK1rUFxmAq93n

MD5: A8CE4B878BB9053CB8671AC581ED1B2D

SHA1: 0443DC6B17CC320903B812D17A3FC54BDCAEA1DD

SHA-256: ECC055B0ADA252E2036E4BFBC169239320E3FE51A4DBDA48DB66217AA32303DD

SHA-512: D9BA41681549DEBA32B93E10AA482E3E19FCE21B6F2477A99DB38C51A7107D7AE3610BCEC5C23578000E4B20D01704A11CBEE50C227DACD23FEBE4650ABF98
CF

Malicious: false

Reputation: low

Preview:
<root></root><root><item name="__sak" value="1" ltime="3933176272" htime="30861918" /></root><root></root><root><item name="promo" value="{}" ltime="3
933216272" htime="30861918" /></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{0BC6DB5E-5652-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 30296

Entropy (8bit): 1.8619031585887167

Encrypted: false

SSDEEP: 96:rEZXZD2w9W57t5PUf5AH3BM5I/H5AV15xqf5RDHqxX:rEZXZD2w9WdtqfKRMAASf3DMX

MD5: 923BB4A631B694C7B5494377389F0C11

SHA1: 933385DB7A8DEDE2FE840D9A39E1AC5F3F0E029F

SHA-256: A4C9EE57FDFE83E7392F016537E91DC46AD4C922C1D47E88B384F70C722D8FC4

SHA-512: EB95ED5A17842C4DDAD73CBAFF228944D7CACCB21F80F182FD2BF1ACDFA4ECBEA2FDE79098187E64D74A6026413BDB41C9F4AF89DC65AF75E2DCBFD6F7B1
90CF

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

Copyright null 2021 Page 17 of 58



C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{0BC6DB60-5652-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 270296

Entropy (8bit): 2.9167651117902786

Encrypted: false

SSDEEP: 3072:r7Ch+CQbkvJrgrLhQ+x5QvXJI0HN8ofCC:pdzkIE5CC

MD5: 32DD18164256E29616B6C1DF72F37915

SHA1: 9494628028329A5C6493F76B2B9EA3D5EC7AE282

SHA-256: CA96C6FA0D3C973273BDCB11F1152D0B02F8F934ADAAD8CA2910833A4102B147

SHA-512: 478E51203D569A6DB015C69AB470C607A08B4C0FBE88873DDD47C9EDBDCBA1674C634D231D1BC9B8A8B5FDE223AA8775AC5EB9981FEF91CCD67868F5C6C562
2C

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{122E36D5-5652-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984

Entropy (8bit): 1.5665636253641415

Encrypted: false

SSDEEP: 48:IwAGcprdGwpa1vG4pQH9GrapbSNrGQpKsG7HpRf0sTGIpG:rkZHQ1h6HdBSNFAHTc4A

MD5: 3A96A758B9E1D241A43F22AF24F53FEE

SHA1: A0E841BF53C5233B69D15EEFC3F33E377A402240

SHA-256: 7AA3EF163861E3105CAB3B5DFB502A89A42FB4506ACEEA76ECF475FE095E6EE4

SHA-512: B5C3824C4B8652BAA8A23C3F2CD06D90C8299D5C4E5BCA5EE90A8C18FA951ECC9A165295AB03D7943416E21D8592FF311875CD1D182ECFD9BB14C36F1CBE07
6F

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\ynfz0jx\imagestore.dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 20575

Entropy (8bit): 4.757784449266742

Encrypted: false

SSDEEP: 192:YvI6t1PqWceBPGGI6tyqWceBPGBr9jLe4kU+NbZJE4I6tzyqWceBPG0:P6qW7Bu6zW7Borj+Nv06vW7B7

MD5: 92B706269C0B0C24CCE18C3C7C3ACF28

SHA1: 3C8D0FB7D21FE5B5CADAA365BA56ED5385B327BC

SHA-256: 7D2BD0E57C35FF2DCCEAF23BEC4E6F8B6BB184E7232823219F5C4FB055A27B53

SHA-512: 637FB31A8E5AEC7A47EC83BA65A83C951473DEB5235F91A587E35369F9A6F7CB1D716012EC290FF5DD7224C099D5F12DC6AD981CA7343034837A7BE31409363F

Malicious: false

Reputation: low

Preview:
".h.t.t.p.s.:././.w.w.w...g.o.o.g.l.e...c.o.m./.f.a.v.i.c.o.n...i.c.o.~............... .h.......(....... ..... ............................................0....................................................................................
...............................................v.].X.:.X.:.r.Y........................................q.X.S.4.S.4.S.4.S.4.S.4.S.4...X....................0........q.W.S.4.X.:.................J...A...g.........................K.H.V.
8..........................F..B.....................,.......................................B..............................................B..B..B..B..B...u..........................................B..B..B..B..B...{.................5.......k.........
..................................................7R..8F.................................................2........Vb..5C..;I..................R^.....................0................Xc..5C..5C..5C..5C..5C..5C..lv............................
..............]i..<J..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\14[1].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 19424

Entropy (8bit): 5.302324694151986

Encrypted: false
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SSDEEP: 384:bvovWs3heZeO555r5Eg7fMOUM+coEsxTwU0aUly6Sp+:bvov3W

MD5: EC43C9993B350BEA751F260E854F3F07

SHA1: 414DB820BC594B6FA47D2D7001E43753261BEE11

SHA-256: EE64585A4DFCFAAAC61D12B4E0CD5A0C4AE5E39FAD252C82D325062BFF8A30C0

SHA-512: 6AA9C054762982FDF584D7C4D594CB67B35364735A721FD2588E2A7CD67292F00F15488646049AEB71640EC45AC356C72FA186418E85C8881A9BD2F089288A32

Malicious: false

Reputation: low

IE Cache URL: https://www.google.com/doodles/history/1/14?cb=angular.callbacks._0

Preview:
/**/ angular.callbacks._0({"date": "2021-01-14", "hl": "en", "doodles": [{"name": "chava-floress-97th-birthday", "title": "Chava Flores\u2019s 97th Birthday", "url": "//w
ww.google.com/logos/doodles/2017/chava-floress-97th-birthday-5689740138381312-hp.jpg", "alternate_url": "https://lh3.googleusercontent.com/IeWMlZvosK4
HNgEUY2sSpN7D8WikuRuVi1Bjo1c-ZenMwf0OxzoJnEOV5JND4w2WKHxLs-4SyZXiUiHefZ2DOqmpWhIDCJgir9cwBans", "high_res_url": "//www.google.com/logos/dood
les/2017/chava-floress-97th-birthday-5689740138381312-hp2x.jpg", "high_res_width": 1000, "high_res_height": 400, "run_date_array": [2017, 1, 14], "translations": {"en": {
"query": null, "hover_text": null, "share_text": ""}, "es-419": {"query": "Chava Flores", "hover_text": "97\u00ba aniversario del nacimiento de Chava Flores", "share_text": 
"Chava Flores #GoogleDoodle"}, "es": {"query": null, "hover_text": null, "share_text": ""}}, "translated_blog_posts": {}, "query": "Chava Flores\u2019s 97th Birthday", 
"share_text": "Chava Flores\u

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\14[1].json

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\4UaGrENHsxJlGDuGo1OIlL3Owpg[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 26228, version 1.1

Category: downloaded

Size (bytes): 26228

Entropy (8bit): 7.98323449413518

Encrypted: false

SSDEEP: 768:DBOEuz6T0146JY/J6unqhOYK0GJenzOoyo6:DBHuea4j/vnqo304enzUo6

MD5: 6DD4AD69D53830BDF5232A13482BD50D

SHA1: 6FFF1079D7E5D02A2259CB5D7833E790239E01CF

SHA-256: 5CE48D9E9D748AD4686094D3CC33F5AE1E272A5B618F5C6D146C4D12EF02E4A6

SHA-512: FC91E8C4EAE384D38667E330C5A5E4BF82EBAC9A23AB88439D7C22CCDD125DE7F1371DD953F18DEE60EF68B680DF49A32F684157D90F20E1DAC3BFFC9DF841
18

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/googlesans/v27/4UaGrENHsxJlGDuGo1OIlL3Owpg.woff

Preview:
wOFF......ft.......`........................GDEF.......\.......RGPOS.......#..+..P.LGSUB................OS/2.......U...`h...cmap...........~n..cvt .......y........fpgm...$.......uo..gasp................glyf....
..=...m..N..head..Z....6...6..'.hhea..[.... ...$.0.6hmtx..[<.........})9loca..]....z.....&..maxp..`p... ... .>..name..`........r.i6Ppost..a<........O...prep..e....p..... ..x.U....Q.F..=#.`ZD.@@<..... 
 "...Zp....+.c.f...).>Z.bm.Om..?...\\.zi.f.^b...[y/.........x..Z.......%......033333333...e....r......U..u.r.....sV..Z..^..c..>v..p7.x...w.i...Y.....X...N<.k...0...kc];.u......4.j...@....y."......,....#.;......
....9...1....q..b..c...{....i2.H..g..:.....du.FX.].w3...{y...G....E.....~..RdX.|.\..U.^.x!....e.|.:.RX.Wxg.*...&.5....2n.Q...5.{..2....Ia.Vb%....:.Yn..QI.Z...x..Z.6..?........G..W.*^#.e..#|l2p.S+.?'.
<E..<....M.H..".>..d....>n%.(..."....<"........U/z.%..=...Le.cL3.4..4..znxgX!JD%.....s....&.a..z1._....O+..g.dm.?.9Vj.1...B...8..S........ ._.E.... .[#_..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\4UabrENHsxJlGDuGo1OIlLU94YtzCwA[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 26464, version 1.1

Category: downloaded

Size (bytes): 26464

Entropy (8bit): 7.981932066790926

Encrypted: false

SSDEEP: 768:OIYb4Auz6mM1gBEL1WuL1BU91c6HJ8Y4mAS:OI84AueNmwHpBU91qY4m7

MD5: 08F80DE0ACF68D82AABAB974A47D9E5F

SHA1: E6F1C0F5395A9C297AA162468961C1FAF0EC1ED9

SHA-256: 4070911A1BB9CC52C4E4CD5E85CA186DCDE89308A0517A8FAA4715C2E0A9D45E

SHA-512: 720DE47FDDA648AF7CE5F3F574EFA3322191C4D0001E31181739D65FFE0CCECED56635AF58E5E828072A17EEE1ED1E318AF467B8ED7F4185EE0F5155501CD8D
0

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/googlesans/v27/4UabrENHsxJlGDuGo1OIlLU94YtzCwA.woff

Preview:
wOFF......g`.......d........................GDEF.......q........GPOS.......$..+..K.MGSUB................OS/2.......U...`i`..cmap...........~n..cvt ................fpgm...T.......uo..gasp................glyf...(
..>W..mNU!.)head..[....6...6..'.hhea..[.... ...$...4hmtx..[..........1'jloca..^....~......t.maxp..a.... ... ....name..a4.......V..4.post..a.........O...prep..e........^....x.D...Q...3..I.=D.@@....@...
.."...}......`.%.....x.........umW...g.WwO.....J..^?.Jci^N{.Nr..Jw@.n(.....t4....i...x..Z...6.=r...............q`.>....m.....fy.g..y4N...tAg.."KWWW.j.....8...n.3..:..1....9.+.}...b]....0..6V..).G.r...
.....N...,R(.o.t.LU....;.{.l.y....i..w.{F..;p'.....,.........:3...|..,.`pGPAV.?....q!......=.(cn.'<......sK_...]..U.W.......b....E|.o..Jp.n.uX....*J.q'SFy...l..Cd..XZ..RP...#.w...C)..s../..D..1.G...Sx
...e.....x.o.mJ...~./L..r...Y..sD./.......>$R`..&.v......D..w.). .f.Y."<..V/.zQ{.8./...X*................B..Jp#%.7.e>+L.Q.1..hd..k._...f..u....+....Q...N..|....$Lv.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\4UabrENHsxJlGDuGo1OIlLU94YtzCwA[2].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 26464, version 1.1

Category: downloaded

Size (bytes): 26464

Entropy (8bit): 7.981932066790926

Encrypted: false
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SSDEEP: 768:OIYb4Auz6mM1gBEL1WuL1BU91c6HJ8Y4mAS:OI84AueNmwHpBU91qY4m7

MD5: 08F80DE0ACF68D82AABAB974A47D9E5F

SHA1: E6F1C0F5395A9C297AA162468961C1FAF0EC1ED9

SHA-256: 4070911A1BB9CC52C4E4CD5E85CA186DCDE89308A0517A8FAA4715C2E0A9D45E

SHA-512: 720DE47FDDA648AF7CE5F3F574EFA3322191C4D0001E31181739D65FFE0CCECED56635AF58E5E828072A17EEE1ED1E318AF467B8ED7F4185EE0F5155501CD8D
0

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/googlesans/v16/4UabrENHsxJlGDuGo1OIlLU94YtzCwA.woff

Preview:
wOFF......g`.......d........................GDEF.......q........GPOS.......$..+..K.MGSUB................OS/2.......U...`i`..cmap...........~n..cvt ................fpgm...T.......uo..gasp................glyf...(
..>W..mNU!.)head..[....6...6..'.hhea..[.... ...$...4hmtx..[..........1'jloca..^....~......t.maxp..a.... ... ....name..a4.......V..4.post..a.........O...prep..e........^....x.D...Q...3..I.=D.@@....@...
.."...}......`.%.....x.........umW...g.WwO.....J..^?.Jci^N{.Nr..Jw@.n(.....t4....i...x..Z...6.=r...............q`.>....m.....fy.g..y4N...tAg.."KWWW.j.....8...n.3..:..1....9.+.}...b]....0..6V..).G.r...
.....N...,R(.o.t.LU....;.{.l.y....i..w.{F..;p'.....,.........:3...|..,.`pGPAV.?....q!......=.(cn.'<......sK_...]..U.W.......b....E|.o..Jp.n.uX....*J.q'SFy...l..Cd..XZ..RP...#.w...C)..s../..D..1.G...Sx
...e.....x.o.mJ...~./L..r...Y..sD./.......>$R`..&.v......D..w.). .f.Y."<..V/.zQ{.8./...X*................B..Jp#%.7.e>+L.Q.1..hd..k._...f..u....+....Q...N..|....$Lv.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\4UabrENHsxJlGDuGo1OIlLU94YtzCwA[2].woff

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\4UabrENHsxJlGDuGo1OIlLV154tzCwA[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 26216, version 1.1

Category: downloaded

Size (bytes): 26216

Entropy (8bit): 7.981777815901356

Encrypted: false

SSDEEP: 384:Sg4TzCs2RY3zVuzsjaV8NN/gL7JWwOCYagoTqUE+KTiXxzOH50RrzhRgAkua:v4SNRYZuz6A8N1gL7JRgoT2+KIxOaJ0

MD5: D6CC7164BC67A74418DDC5334DB07720

SHA1: 7B92694ACF8EE4F16A745892F5475CC3D6AC9E97

SHA-256: 37F9CFD34965C916FDB5F549F2EE8FC56C20A0AAD2C281B799595396105C4316

SHA-512: B95636C8A21EE26370D70E81B8D7478BB3F15A905480CDAA2EBBC85C2376E402A3983BD843AE764BFACA64680B04816BEEB2C2351A4037EFB0E42A0FDA9A5A
60

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/googlesans/v16/4UabrENHsxJlGDuGo1OIlLV154tzCwA.woff

Preview:
wOFF......fh................................GDEF.......q........GPOS.......#..+..G.PGSUB................OS/2.......U...`j(..cmap...........~n..cvt ............(...fpgm...x.......uo..gasp...@............glyf...L
..=...k..N.dhead..Z`...6...6.x'.hhea..Z.... ...$....hmtx..Z...........&.loca..]H...~....:...maxp.._.... ... ....name.._........Z.L3.post..`.........O...prep..dX........t...x.E......E.}&$.......A.. ...
.,....`..}....q....+o...9 ....B.J..WS..w2.{...o.D~!X.D:..Muq...[1 ..[.I...]..#...2...x..Z..$..}....e...333333333.aA..2.8....N.l..h...W....s;.u@.........j`.......t.mwE.!g.|,..q.a.`.c.:.x..........J;V:.
...N>.].O......|..@..r..`..(`s.J.sq3..#(.x......w.n....Y......j.&c.f....,.Y......?....x?...~...........s..)#s.bn..v.....J.j.:..`.,.:.V8....V.....K..=aE..w3e...z..A|..2.K.BX.+.....#z.Q>.R.(...$..x..Z.F......
<^._.7..7......p!....dT.......I.BxxSk...|H$.6pM..<8.q'A....!..A..$.Ex.+.^\....q..0..h"..C........G...a..#*...#|.|W....k..K....Y....._v..N..5.Ju..f.XR..)....T..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\C4228CIP.js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 329290

Entropy (8bit): 5.697263541744442

Encrypted: false

SSDEEP: 3072:ts/pM1I8y6ps1JCu0XZLJI4m/eLlFyZaz21/JpMoLOSvWIyf/5MLkQt:tE1wJJI4VLTDC1/vM1Ri

MD5: 3AB15A80A71D6D055683D050F98D2DBB

SHA1: 8718361E26453E57CA8DC2899724AFE98F6C3B02

SHA-256: 8C1B1CCFFB0175C820944975D8E37A996BE084FB86B14FF507E75692331E3A8F

SHA-512: 89DE4871CC47341ED52B421168DD1A5D6CC03C739EA66BF619B9A97E48A405EBD98A9A39BDA301BAE7526B388EA5270921AC64DB076B1079D205BF194A32CCD
7

Malicious: false

Reputation: low

Preview:
this._gstore=this._gstore||{};(function(_){var window=this;.try{._.Iqa=function(a,b,c){return _.vk(document,arguments)};_.n("i50cKd");._.lI=function(a){_.H.call(this,a.ra
);this.h=!1;a=document.body;var b=_.Iqa("DIV");a.appendChild(b);b.addEventListener("click",(0,_.r)(this.hide,this),!1);this.j=b;this.l=a};_.v(_.lI,_.H);_.lI.Aa=_.H.Aa;_.l
I.ja=_.H.ja;_.lI.prototype.show=function(a){this.g&&this.g();this.g=a;_.wr(this.j,"backdrop-curtain");_.wr(this.l,"hide-scroll")};_.lI.prototype.hide=function(){this.h||(this.g&&(t
his.h=!0,this.g(),this.g=null,this.h=!1),_.yr(this.j,"backdrop-curtain"),_.yr(this.l,"hide-scroll"))};_.Os(_.Uw,_.lI);.._.p();..}catch(e){_._DumpException(e)}.try{._.n("IytKEc");._
.Bq(_.uw);.._.p();..}catch(e){_._DumpException(e)}.try{._.n("KtUhlb");.var X3=function(a){_.H.call(this,a.ra);this.g=new Set(window.enabledExperiments.split(","))};_.v(X3
,_.H);X3.Aa=_.H.Aa;X3.ja=function(){return{}};X3.prototype.isEnabled=function(a){return this.g.has(a)};_.Os(_.Iy,X3);.._.p();..}ca

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\MGRNZRLY.htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 85757

Entropy (8bit): 5.322209559803178

Encrypted: false

SSDEEP: 1536:aw00wGNcrQ6xep+/kj4KohOpqNOElv3cdZ4m5:aV0wGNcrQ6xeWcdZ4m5
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MD5: D7E79B44B38C39CE7B6C872C78300887

SHA1: 993C128B2F0E8A7149E55956FF5A4EE315E6A917

SHA-256: 1B74DD888842F697B2B2A8527AC44ED07E82B728389B4F87907B449563406E18

SHA-512: 92EB96998BD9B8488EB77403D96FB346453CA33F63ABABC63405577A8EAB911E8E27827519F2605EB84C21346AA294C90FB8677D21F7BB79D18B4E44A1EB8976

Malicious: false

Reputation: low

Preview:
<!DOCTYPE html>......<html lang="en" dir="ltr" class="google glue-flexbox spa"  locale="ALL_uk" user-region="europe" path="/">.  <head>..        <meta charset="utf-8">..        
<meta name="viewport" content="initial-scale=1, minimum-scale=1, width=device-width">..        <title>Google - About Google, Our Culture &amp; Company News</title>..        
<meta name="description" content="Stay up to date with Google company news and products. Discover stories about our culture, philosophy, and how Google technology 
is impacting others.">..        <link href="//fonts.googleapis.com/css?family=Roboto:100,300,400,500,700|Google+Sans:400,500,700,900|Google+Sans+Display:400,500" 
rel="stylesheet" nonce="-MvEsuXCQUeZbeXUe9vzmw">..        <link href="/assets/css/main.min.css?cache=0d4f6ba" rel="stylesheet" nonce="-MvEsuXCQUe
ZbeXUe9vzmw">...      <meta property="og:description" content="Stay up to date with Google company news and products. Discover stories about our culture, philosophy, 
and how Google

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\MGRNZRLY.htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\NewErrorPageTemplate[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 1612

Entropy (8bit): 4.869554560514657

Encrypted: false

SSDEEP: 24:5Y0bQ573pHpACtUZtJD0lFBopZleqw87xTe4D8FaFJ/Doz9AtjJgbCzg:5m73jcJqQep89TEw7Uxkk

MD5: DFEABDE84792228093A5A270352395B6

SHA1: E41258C9576721025926326F76063C2305586F76

SHA-256: 77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075

SHA-512: E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCA8E620807B707EC9BCBE36DCD7D639C55753DA0495BE85B4AE5FB6BFC52AB4B284F
D

Malicious: false

Reputation: low

Preview:
.body..{..    background-repeat: repeat-x;..    background-color: white;..    font-family: "Segoe UI", "verdana", "arial";..    margin: 0em;..    color: #1f1f1f;..}.....mainContent..{..    
margin-top:80px;..    width: 700px;..    margin-left: 120px;..    margin-right: 120px;..}.....title..{..    color: #54b0f7;..    font-size: 36px;..    font-weight: 300;..    line-height: 
40px;..    margin-bottom: 24px;..    font-family: "Segoe UI", "verdana";..    position: relative;..}.....errorExplanation..{..    color: #000000;..    font-size: 12pt;..    font-family: 
"Segoe UI", "verdana", "arial";..    text-decoration: none;..}.....taskSection..{..    margin-top: 20px;..    margin-bottom: 28px;..    position: relative; ..}.....tasks..{..    color: #00
0000;..    font-family: "Segoe UI", "verdana";..    font-weight:200;..    font-size: 12pt;..}....li..{..    margin-top: 8px;..}.....diagnoseButton..{..    outline: none;..    font-size: 9pt;
..}.....launchInternetOptionsButton..{..    outline: none;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\angular-animate.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 25717

Entropy (8bit): 5.320918639340662

Encrypted: false

SSDEEP: 384:P9CE/9AQJv+lD7P2p+DVmzQaPl2sP1kcFgfx++RMUhmde:P0G9AxDSp+DV6QatEcSfQkp0e

MD5: 0CA043310774B1827F4200CA79C4F8EE

SHA1: DBE5B9CE1F072D92EBDA8EF6236CC622D0014BB7

SHA-256: ABBB65A34625414A399BBE13D6533D6A3A694B9AD9A3E4B5D760B59F403EA4B6

SHA-512: 1EFD392CDA61D603D666E68A5997435E870CFF4E61761E66F4DF19DC694EDCCEA6AA697F8B9CAEA00F55929C28812456FB0FAA1BF14870236E44615929A815A4

Malicious: false

Reputation: low

IE Cache URL: https://ajax.googleapis.com/ajax/libs/angularjs/1.6.6/angular-animate.min.js

Preview:
/*. AngularJS v1.6.6. (c) 2010-2017 Google, Inc. http://angularjs.org. License: MIT.*/.(function(S,q){'use strict';function Ea(a,b,c){if(!a)throw Pa("areq",b||"?",c||"required");re
turn a}function Fa(a,b){if(!a&&!b)return"";if(!a)return b;if(!b)return a;V(a)&&(a=a.join(" "));V(b)&&(b=b.join(" "));return a+" "+b}function Qa(a){var b={};a&&(a.to||a.from)&&
(b.to=a.to,b.from=a.from);return b}function W(a,b,c){var d="";a=V(a)?a:a&&C(a)&&a.length?a.split(/\s+/):[];t(a,function(a,f){a&&0<a.length&&(d+=0<f?" ":"",d+=c?b+a:a
+b)});return d}function Ga(a){if(a instanceof A)switch(a.length){case 0:return a;.case 1:if(1===a[0].nodeType)return a;break;default:return A(ua(a))}if(1===a.nodeType)ret
urn A(a)}function ua(a){if(!a[0])return a;for(var b=0;b<a.length;b++){var c=a[b];if(1===c.nodeType)return c}}function Ra(a,b,c){t(b,function(b){a.addClass(b,c)})}function 
Sa(a,b,c){t(b,function(b){a.removeClass(b,c)})}function X(a){return function(b,c){c.addClass&&(Ra(a,b,c.addClass),c.addClass=null);c.remove

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\angular-sanitize.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 6601

Entropy (8bit): 5.380213686196279

Encrypted: false

SSDEEP: 96:+0HsQs2FGpyXvwavsVRIJhrpLo+IU/lYhu2GiMUey4M/evu02dgUc/sUX7JxDcn:+eIooaIIJhVo+Fihu71U3e0UTDcn

MD5: A2B8F13581F94AF095AEB8FC6E4D0C71
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SHA1: A3837341394EFAE84944E1BBCB8CA039FC999C0E

SHA-256: CDF24F810DAAD6C8133158E57D1FADC664F11090B5952F39DEB4800A990DF236

SHA-512: EA237B011116DC891ACC044FD720287786A3D8FD1886EBB5456B6999FBDD5A9F1A7400C31DF862DDBF33F242D8EA3CFCB43354C2D96C334B67B6167FD8843E40

Malicious: false

Reputation: low

IE Cache URL: https://ajax.googleapis.com/ajax/libs/angularjs/1.6.6/angular-sanitize.min.js

Preview:
/*. AngularJS v1.6.6. (c) 2010-2017 Google, Inc. http://angularjs.org. License: MIT.*/.(function(s,d){'use strict';function J(d){var k=[];w(k,B).chars(d);return k.join("")}var x=d.
$$minErr("$sanitize"),C,k,D,E,p,B,F,G,w;d.module("ngSanitize",[]).provider("$sanitize",function(){function g(a,e){var c={},b=a.split(","),f;for(f=0;f<b.length;f++)c[e?p(b[f]):b[f]]
=!0;return c}function K(a){for(var e={},c=0,b=a.length;c<b;c++){var f=a[c];e[f.name]=f.value}return e}function H(a){return a.replace(/&/g,"&amp;").replace(L,function(a){var 
c=a.charCodeAt(0);a=a.charCodeAt(1);return"&#"+(1024*(c-.55296)+(a-56320)+65536)+";"}).replace(M,function(a){return"&#"+a.charCodeAt(0)+";"}).replace(/</g,"&
lt;").replace(/>/g,"&gt;")}function I(a){for(;a;){if(a.nodeType===s.Node.ELEMENT_NODE)for(var e=a.attributes,c=0,b=e.length;c<b;c++){var f=e[c],h=f.name.toLower
Case();if("xmlns:ns1"===h||0===h.lastIndexOf("ns1:",0))a.removeAttributeNode(f),c--,b--}(e=a.firstChild)&&I(e);a=t("nextSibling",a)}}function t(a,e){v

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\angular-sanitize.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\angular-touch.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 4074

Entropy (8bit): 5.3403456496217965

Encrypted: false

SSDEEP: 96:+0CTi4CmLQWxr0aNuV44tErsL3KbGOXSCWKOKjinR:+rpCSQ+r0aNgF8bGOXXWKvmnR

MD5: 148C96151C2B1A02C71518FC0C5242EE

SHA1: 39714D8E24B2F5386A7D825ABEF92DF919F4F9B2

SHA-256: C305745B28600B85BE148A4F8E9BC2DAD57D86D36FFCD5A66F3951F252217EB1

SHA-512: 1EFF46EA2D0267AC9163C7973890310D25FEF83972633AC96CE2A19362EE55CB731B829605BC117F0EB97E8D7295F50BDF5228F3D7BCD31BE387E02499206976

Malicious: false

Reputation: low

IE Cache URL: https://ajax.googleapis.com/ajax/libs/angularjs/1.6.6/angular-touch.min.js

Preview:
/*. AngularJS v1.6.6. (c) 2010-2017 Google, Inc. http://angularjs.org. License: MIT.*/.(function(x,p){'use strict';function s(f,k){var e=!1,a=!1;this.ngClickOverrideEnabl
ed=function(b){return p.isDefined(b)?(b&&!a&&(a=!0,t.$$moduleName="ngTouch",k.directive("ngClick",t),f.decorator("ngClickDirective",["$delegate",function(a){if(e)a.shift(
);else for(var b=a.length-1;0<=b;){if("ngTouch"===a[b].$$moduleName){a.splice(b,1);break}b--}return a}])),e=b,this):e};this.$get=function(){return{ngClickOverrideEnabled:
function(){return e}}}}function v(f,k,e){n.directive(f,["$parse","$swipe",function(a,.b){return function(l,u,g){function h(c){if(!d)return!1;var a=Math.abs(c.y-d.y);c=(c.x-d.x)*k;r
eturn r&&75>a&&0<c&&30<c&&.3>a/c}var m=a(g[f]),d,r,c=["touch"];p.isDefined(g.ngSwipeDisableMouse)||c.push("mouse");b.bind(u,{start:function(c,a){d=c;r=!0},cance
l:function(c){r=!1},end:function(c,d){h(c)&&l.$apply(function(){u.triggerHandler(e);m(l,{$event:d})})}},c)}}])}var n=p.module("ngTouch",[]);n.info({an

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\arrow_forward_googblue_24dp[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 48 x 48, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 210

Entropy (8bit): 5.920447782733102

Encrypted: false

SSDEEP: 6:6v/lhPknlNgLUUUUUUUUUUDkhvL+vTFreSNp:6v/7+qNSeF

MD5: DE658190D67385A1A1ADDA2D5EAEE73A

SHA1: FAD08FD7AC762C13F892B32C71090E6392C9A059

SHA-256: CBEF65770A985C46D463308AE375713F582053102A60D139D079600B7D1A0E8C

SHA-512: 7B024B3D63E928993D85F209969DB61133B43CCA604B71E281A86922269F61A45BDFDF8D6809132C096925254B1A93CA37352EC0127D93550AB389B6CD099952

Malicious: false

Reputation: low

IE Cache URL: https://www.gstatic.com/images/icons/material/system/2x/arrow_forward_googblue_24dp.png

Preview:
.PNG........IHDR...0...0.....`......'PLTEB..B..B..B..B..B..B..B..B..B..B..B..B....F....tRNS....|9.:;.<yX......NIDATx...9..0.C......^$.-..H....#Y+.I%.E#.E............1...?.......<......4t..L.
......IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\background_gradient[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 100x100, segment length 16, baseline, precision 8, 1x800, frames 3

Category: downloaded

Size (bytes): 453

Entropy (8bit): 5.019973044227213

Encrypted: false

SSDEEP: 6:3llVuiPjlXJYhg5suRd8PImMo23C/kHrJ8yA/NIeYoWg78C/vTFvbKLAh3:V/XPYhiPRd8j7+9LoIrobtHTdbKi

MD5: 20F0110ED5E4E0D5384A496E4880139B

SHA1: 51F5FC61D8BF19100DF0F8AADAA57FCD9C086255

SHA-256: 1471693BE91E53C2640FE7BAEECBC624530B088444222D93F2815DFCE1865D5B

SHA-512: 5F52C117E346111D99D3B642926139178A80B9EC03147C00E27F07AAB47FE38E9319FE983444F3E0E36DEF1E86DD7C56C25E44B14EFDC3F13B45EDEDA064DB5
A
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Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/background_gradient.jpg

Preview:
......JFIF.....d.d......Ducky.......P......Adobe.d................................................................................................................................................. ...............W......................................
........................Qa.................................?......%.....x......s...Z.......j.T.wz.6...X.@... V.3tM...P@.u.%...m..D.25...T...F.........p......A..........BP..qD.(.........ntH.@......h?..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\background_gradient[1]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\callout[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 31238

Entropy (8bit): 5.748423096645995

Encrypted: false

SSDEEP: 768:PV/d9SvRuFlj0ZwDHwfknoVK5ivnKiCPY8CP5GqOQPFJ/N4K96iVXi:7b0ZwD9now5iHGqF1ZVXi

MD5: 3A2C00229FBADE01059CB27613E0BBEC

SHA1: 8275D53DAD852CE0799458CB2A0EF085A6308FD3

SHA-256: 1A7F6C5EFB1039A488FC807C867128020C2821300C3C0CD68231E0460971B567

SHA-512: CAF377D5A184CC014E1DE5FBA6E17B4A1155D599CEEF2D85CC9EFCDD783F8E55CDFCDD6F63AEC57D2DC473D44A0B41259FA56D5D9F54A362AE3739A67D7F7
7F2

Malicious: false

Reputation: low

Preview:
<!doctype html><html lang="en" dir="ltr"><head><base href="https://ogs.google.com/"><meta name="referrer" content="origin"><link rel="canonical" href="https://o
gs.google.com/widget/callout"><link rel="preconnect" href="https://www.gstatic.com"><link rel="preconnect" href="https://ssl.gstatic.com"><link rel="preconnect" href="htt
ps://apis.google.com"><link rel="prefetch" href="https://apis.google.com/js/api.js"><script data-id="_gd" nonce="z78AwDugPMpuGgZmEanUmQ">window.WIZ_gl
obal_data = {"DpimGf":false,"EP1ykd":["/_/*"],"FdrFJe":"2095958640394834694","Im6cmf":"/_/OneGoogleWidgetUi","LVIXXb":1,"LoQv7e":true,"MT7f9b":[],"NrSucd":false
,"OwAJ6e":false,"QrtxK":"","S06Grb":"","S1NZmd":false,"Yllh3e":"%.@.1610587202457991,173057349,1627794414]\n","ZwjLXe":1,"cfb2h":"boq_onegooglehttpser
ver_20210112.01_p0","eptZe":"/_/OneGoogleWidgetUi/","fPDxwd":[1763433,1772879,1782333,45695529],"gGcLoe":false,"ikfjnc":["https://www.google.com"],"nQyAE":
{"wcLcde":"false","tBSlob":"false"},"qwAQke":"OneGoogle

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\callout[2].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 31348

Entropy (8bit): 5.747709401694567

Encrypted: false

SSDEEP: 768:nY/d9SvRuel40ZwDaXwknoV27ivnKiCPY8CPSbbtQPFJ/N4u+53OXg:Mt0ZwDunos7iwbbM1OOXg

MD5: FF05903E789CB1CDF1A3764E7499D019

SHA1: C596B799651A09F3694CF7D74CC064F4ACD6339C

SHA-256: 8BC20D0E562DB972529BA4EB39B4915CF7633DB53A9F40F44F3EF3491440B26C

SHA-512: 3D9A9265D182E6ABE0E7423EDEC954BF58AF65B4FA51056BA371B389760D8D454D3B605EC1C883A9BBB9002FEE1E48E0A2E66474106AAA7A34A85E4967B446C
F

Malicious: false

Reputation: low

IE Cache URL: https://ogs.google.co.uk/widget/callout?
prid=19014989&pgid=19011552&puid=b29a01365649289&cce=1&origin=https%3A%2F%2Fwww.google.co.uk&cn=callout&pid=1&spid=2&hl=en

Preview:
<!doctype html><html lang="en" dir="ltr"><head><base href="https://ogs.google.co.uk/"><meta name="referrer" content="origin"><link rel="canonical" href="https:/
/ogs.google.co.uk/widget/callout"><link rel="preconnect" href="https://www.gstatic.com"><link rel="preconnect" href="https://ssl.gstatic.com"><link rel="preconnect" href=
"https://apis.google.com"><link rel="prefetch" href="https://apis.google.com/js/api.js"><script data-id="_gd" nonce="nqs1Rdjq7no19Jwsp+WSDg">window.WIZ_global_d
ata = {"DpimGf":false,"EP1ykd":["/_/*"],"FdrFJe":"1722934402073359208","Im6cmf":"/_/OneGoogleWidgetUi","LVIXXb":1,"LoQv7e":true,"MT7f9b":[],"NrSucd":false,"OwAJ
6e":false,"QrtxK":"","S06Grb":"","S1NZmd":false,"Yllh3e":"%.@.1610587236298978,178771137,2701758922]\n","ZwjLXe":2,"cfb2h":"boq_onegooglehttpserver_20
210112.01_p0","eptZe":"/_/OneGoogleWidgetUi/","fPDxwd":[1763433,1772879,1782333,45695529],"gGcLoe":false,"ikfjnc":["https://www.google.co.uk"],"nQyAE":
{"wcLcde":"false","tBSlob":"false"},"qwAQke":"One

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\cb=gapi[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 308000

Entropy (8bit): 5.528397091372971

Encrypted: false

SSDEEP: 6144:pKhyr6C6RlnOrE5zwkkaf5s6wCKeDHMDzb/PiBNO+:pyyrr+tOI1k7CDLQE

MD5: E41FC242EF1337574A488143FFDB86FB

SHA1: FCE52270E2E0785236E47256EB75CF8B964B4A57

SHA-256: 9C8218196A8B72663BD53CC1B1E0F31D27EF3FB2AA66993293EAD312A75ED303

SHA-512: 997C8AC2F7D1E4897DF462146C799C51BB65F12BA01FEC49AB91EA251FD5FFC53EA0B846DCA7025AA1D490A3B16DBEBA55ADCB96669704433D4E42620CB968
A1
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Malicious: false

Reputation: low

IE Cache URL: https://apis.google.com/_/scs/apps-
static/_/js/k=oz.gapi.en_US.SnHyU412DY0.O/m=client/rt=j/sv=1/d=1/ed=1/am=wQE/rs=AGLTcCObTkZu7kqIvAlB0bY4g3IzlKIb5g/cb=gapi.loaded_0

Preview:
/* JS */ gapi.loaded_0(function(_){var window=this;./*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var ia,ka,pa,ra,Ca,Ea,Ja,Sa;_.ba=f
unction(a){return function(){return _.aa[a].apply(this,arguments)}};_._DumpException=function(a){throw a;};_.aa=[];ia=function(a){var b=0;return function(){return b<a.len
gth?{done:!1,value:a[b++]}:{done:!0}}};ka="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)retu
rn a;a[b]=c.value;return a};.pa=function(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof 
global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("a");};ra=pa(this);Ca=function(a,b){if(b)a:{var c=ra;a=a.split(".");for(var d=0
;d<a.length-1;d++){var e=a[d];if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null!=b&&ka(c,a,{configurable:!0,writable:!0,value:b})}}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\cb=gapi[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\cb=gapi[2].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 64261

Entropy (8bit): 5.581297751696333

Encrypted: false

SSDEEP: 1536:ppzU98YyvVdPqEF9Mte5VbM/PjWIH+zjVxq5EWxa6+:pK2YyvVdHeezj3qT+

MD5: D5DA2165737F0377DE0321AC97C344ED

SHA1: FEAEF178316C60B5BC1DBC6E619D5A206DDD1475

SHA-256: 0E5C71E3F577C1D7C1A5CE571285364E2EA057BFE50930191ED123FABA589FEE

SHA-512: 1B4F27EAC9E68D0D55288B130C3FFA8E1AFF5DB0E00D4FF53D26A115B07B638BC116C297049E43FE795032B3C7D099D806BB3A3F065E4599CB58893ACF72A4A
2

Malicious: false

Reputation: low

IE Cache URL: https://apis.google.com/_/scs/apps-
static/_/js/k=oz.gapi.en_US.SnHyU412DY0.O/m=googleapis_proxy/rt=j/sv=1/d=1/ed=1/am=wQE/rs=AGLTcCObTkZu7kqIvAlB0bY4g3IzlKIb5g/cb=gapi.loaded_0

Preview:
/* JS */ gapi.loaded_0(function(_){var window=this;./*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var ia,ka,pa,ra,Ca,Ea,Ja,Sa;_.ba=f
unction(a){return function(){return _.aa[a].apply(this,arguments)}};_._DumpException=function(a){throw a;};_.aa=[];ia=function(a){var b=0;return function(){return b<a.len
gth?{done:!1,value:a[b++]}:{done:!0}}};ka="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)retu
rn a;a[b]=c.value;return a};.pa=function(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof 
global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("a");};ra=pa(this);Ca=function(a,b){if(b)a:{var c=ra;a=a.split(".");for(var d=0
;d<a.length-1;d++){var e=a[d];if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null!=b&&ka(c,a,{configurable:!0,writable:!0,value:b})}}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\cb_cbu_kickin[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 35463

Entropy (8bit): 4.517205154354304

Encrypted: false

SSDEEP: 768:0IEpw6i1Fj0od/2eBtMt7GuKGfUd1MiGTtjoSq:hEp9irjjH83iGBoSq

MD5: E1B00A1B7E79BDCB014F9E7882CFDBA1

SHA1: 1BD9415274E63ACE46B93E4110F52F71832F517B

SHA-256: 2E6E60371B7768E59507C0C41805E1D7DA1958FA6E2DF10370A403CD447C6E7C

SHA-512: 373DA7270D204C31C46024D497F2651265D323663E3B94FFBC8E960BECE93B8CF6FB6322A167BBCFBB85F56375F4FACFD8E5F35F8839CF9F789C4218429B15A7

Malicious: false

Reputation: low

IE Cache URL: https://www.gstatic.com/ac/cb/cb_cbu_kickin.svg

Preview:
<svg width="360" height="120" viewBox="0 0 360 120" fill="none" xmlns="http://www.w3.org/2000/svg">.<circle cx="67" cy="54" r="30" fill="white"/>.<path style="mix-
blend-mode:multiply" d="M64.3115 103.279H23V109.18H64.3115V103.279Z" fill="url(#paint0_linear)" fill-opacity="0.3"/>.<path style="mix-blend-mode:multiply" d=
"M180.755 113H154.497V119.302H180.755V113Z" fill="url(#paint1_linear)"/>.<path style="mix-blend-mode:multiply" d="M249.229 113.115H212.836V119.016H249
.229V113.115Z" fill="url(#paint2_linear)"/>.<path d="M67.8456 84.2698H65.5811V104.651H67.8456V84.2698Z" fill="#E8EAED"/>.<path d="M67.8456 11.8032H65.
5811V23.1261H67.8456V11.8032Z" fill="#E8EAED"/>.<mask id="mask0" mask-type="alpha" maskUnits="userSpaceOnUse" x="35" y="21" width="64" height="65">.<path 
d="M66.7132 85.402C84.2229 85.402 98.4173 71.2075 98.4173 53.6978C98.4173 36.1881 84.2229 21.9937 66.7132 21.9937C49.2035 21.9937 35.009 36.1881 35.009 
53.6978C35.009 71.2075 49.2035 85.402 66.7132 85.402Z" fill="white"/>.</ma

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\chat-icon[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 269

Entropy (8bit): 5.039829882424815

Encrypted: false

SSDEEP: 6:tI9mc4slzXdhC/O4uxopLURGDgoc6XzgQIVY6i6IYTEFdHJADxq9fSmK0C:t4BdU/Prpo0Eoc6jgQIq6iYTEFdHK+fC

MD5: 36B96EE9D2C32E785C3A0E4CB2EC6F1B

SHA1: 89AA8DA9F3DAE199EAA3EE940D29C22467491320
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SHA-256: A44B6DB7AC38530E211F7A58BC1532E2978F9267BE5C32BDA8A36B9F5D989878

SHA-512: 139FEF149B7A33A3F06A39A560CD3DA212343BA82F4D5DB231E109B35AB41CAA5873CA524C800FB2BFCF12711B501671AE2E3CDF57DB5BD68B754825AF22DB1
C

Malicious: false

Reputation: low

IE Cache URL: https://www.gstatic.com/store/images/chat/chat-icon.svg?cb=284858275

Preview:
<svg xmlns="http://www.w3.org/2000/svg" width="24" height="24" viewBox="0 0 24 24"><path d="M20 2H4c-1.1 0-1.99.9-1.99 2L2 22l4-4h14c1.1 0 2-.9 2-2V4c0-1.1-.9-2-
2-2zM6 9h12v2H6V9zm8 5H6v-2h8v2zm4-6H6V6h12v2z" fill="#1a73e8"/><path d="M0 0h24v24H0z" fill="none"/></svg>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\chat-icon[1].svg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\check_black_24dp[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 24 x 24, 8-bit gray+alpha, non-interlaced

Category: downloaded

Size (bytes): 128

Entropy (8bit): 5.9358359421205895

Encrypted: false

SSDEEP: 3:yionv//thPlT/Xti9kyUViilmtzG9agqtlsg1p:6v/lhPX2kP+ty/O2up

MD5: AE90CD36AD79C9F93FB53A960BC6D171

SHA1: 893F232DAF35C28F17D17822795F7E180B34FC11

SHA-256: EEA4C83B7BA7B9C7E2E0843E8D7F4593760CBC14281C9266632770111822B8F9

SHA-512: 4165C36E9F9BBB4487CDCFEE48FCBE738A0AF6DF928AC8ACBB69C4801E2F915A7CA97196B110FDF58B8BB78497F3D5D11A834AAAB6BE645E8DB24C66DA192
F53

Malicious: false

Reputation: low

IE Cache URL: https://www.gstatic.com/images/icons/material/system/1x/check_black_24dp.png

Preview:
.PNG........IHDR.............J~.s...GIDATx.c..F..i...04...?C..S...!...C...."HqL.XK$.r.Z....PN...r..`(.....-........IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\close[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 415

Entropy (8bit): 7.202140290145217

Encrypted: false

SSDEEP: 12:6v/7kO/t2jElnDFK9qUVuGsxtP9gyOshjp2/MD:aXIsWSOsb2q

MD5: 63A63167CBCDE98A11A58A67958EE234

SHA1: 56288683C78A419719FF99DB5F9C9D3B0C77657C

SHA-256: E61699F4419A9389BADD812C4899E15208217ACB9770B32E046BCDB236656D96

SHA-512: AFFC09F8B03E4F53617716207803FB30EB50800F9414BD26E78F739362C587D5D14E2F1DBEB7C692C715911596E4637FDB3049C3548904005A8772DD8CDB0510

Malicious: false

Reputation: low

IE Cache URL: https://about.google/assets/img/close.png?cache=5628868

Preview:
.PNG........IHDR...0...0.....W.......tEXtSoftware.Adobe ImageReadyq.e<...AIDATx.....0..+...<9B.&`.....L@...:....F{..E...BD.OZ81F..h4..q9qv...W._.i..H..._Y.........M.%....q.H4.:
[.5C(..7..z<G`.l+.........,.m...*.~.u..=..54.S.%..g. $..Y.%.h.l....."....<.I.3..[.x....#._<.....<T Q.....y.W a.d..U....*A...t.VJ.$.....b...OXI.........T.^J.j.KHPmx.......&...k........,"1.Z.....j
Q..h4..y.0..,...w......IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\css[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1535

Entropy (8bit): 5.216575502620903

Encrypted: false

SSDEEP: 24:G9X3OYsRqPv3OYXRDD7OYs/UrR/iOYP7NxV/iOYNNxBl/iOYsNxDv/iOYXNxd/iI:IOLRqP/OgRrOLOMOS7N2OWNsOLNtCOg3

MD5: C7C65789D4FA76EFA46B98F895DBA0D2

SHA1: F2C778BD6C15C2317F15D1EC66A42F01DC3C9059

SHA-256: AE554ABF96A20F868E21592CAC8C6BD3341242F08BCB015D48E9D96F9C46D659

SHA-512: 027A9705ED7AC98ED96D1DA3F0A6DC72F4F70CE8CDA5F3C8ECFD1B11ACDD75790299D0AB5534F909964ABA9E6168DB09A20749931F73FF57113E7393D78FDFF
D

Malicious: false

Reputation: low
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Preview:
/*. * See: https://fonts.google.com/license/googlerestricted. */.@font-face {.  font-family: 'Google Sans';.  font-style: normal;.  font-weight: 400;.  src: url(https://fonts.gstat
ic.com/s/googlesans/v27/4UaGrENHsxJlGDuGo1OIlL3Owpg.woff) format('woff');.}.@font-face {.  font-family: 'Google Sans';.  font-style: normal;.  font-weight: 500;.  src: ur
l(https://fonts.gstatic.com/s/googlesans/v27/4UabrENHsxJlGDuGo1OIlLU94YtzCwA.woff) format('woff');.}.@font-face {.  font-family: 'Product Sans';.  font-style: normal;.  f
ont-weight: 400;.  src: url(https://fonts.gstatic.com/s/productsans/v12/pxiDypQkot1TnFhsFMOfGShVF9eI.woff) format('woff');.}.@font-face {.  font-family: 'Roboto';.  font-
style: normal;.  font-weight: 100;.  src: url(https://fonts.gstatic.com/s/roboto/v20/KFOkCnqEu92Fr1MmgVxIIzQ.woff) format('woff');.}.@font-face {.  font-family: 'Roboto';.  
font-style: normal;.  font-weight: 300;.  src: url(https://fonts.gstatic.com/s/roboto/v20/KFOlCnqEu92Fr1MmSU5fBBc-.woff) format('woff');.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\css[1].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\detect.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 4129

Entropy (8bit): 5.62092436094876

Encrypted: false

SSDEEP: 48:jJZGb0GbYwgysygX2Izp8LrMJUcGFpiR4o7MoQHZ1ikaWBV7d+Bv6qV7en62HqAY:VNytgXJlMy2HvvaTkd4CR1CS7PHUZh

MD5: CCB12742B1B2797633560401906709C9

SHA1: C84F19A557D0047A1F12247B1B8C75989E186C91

SHA-256: CAFC0F343F8E5827C61F77143B8869EDAD3C1E23A4CE73746C924B2F8F57471D

SHA-512: 7991801B49C2002E2E633F2A615435F30ED04A3DA41430123E1BC4348327F81B815B0CC01D3EB4EC33E156DC8B2AD4F519F9B19BC0A1F4FAC7623A9056ED4EFF

Malicious: false

Reputation: low

IE Cache URL: https://about.google/assets/js/detect.min.js?cache=c84f19a

Preview:
(function(){var d=this;.function k(a){var b=typeof a;if("object"==b)if(a){if(a instanceof Array)return"array";if(a instanceof Object)return b;var c=Object.prototype.toString.call(a
);if("[object Window]"==c)return"object";if("[object Array]"==c||"number"==typeof a.length&&"undefined"!=typeof a.splice&&"undefined"!=typeof a.propertyIsEnumer
able&&!a.propertyIsEnumerable("splice"))return"array";if("[object Function]"==c||"undefined"!=typeof a.call&&"undefined"!=typeof a.propertyIsEnumerable&&!a.prop
ertyIsEnumerable("call"))return"function"}else return"null";else if("function"==.b&&"undefined"==typeof a.call)return"object";return b}var l="closure_uid_"+(1E9*Math.rand
om()>>>0),m=0;var n=String.prototype.trim?function(a){return a.trim()}:function(a){return/^[\s\xa0]*([\s\S]*?)[\s\xa0]*$/.exec(a)[1]};function p(a,b){return a<b?-1:a>b?1:
0};function q(a){var b=t,c=u;c=void 0===c?window:c;a=c.navigator.userAgent.match(a);return!a||a&&parseInt(a[1],10)>b}var v={m:"ie",j:"android",o:"ios"},w=/MSIE\

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\dnserror[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 2997

Entropy (8bit): 4.4885437940628465

Encrypted: false

SSDEEP: 48:u7u5V4VyhhV2lFUW29vj0RkpNc7KpAP8Rra:vIlJ6G7Ao8Ra

MD5: 2DC61EB461DA1436F5D22BCE51425660

SHA1: E1B79BCAB0F073868079D807FAEC669596DC46C1

SHA-256: ACDEB4966289B6CE46ECC879531F85E9C6F94B718AAB521D38E2E00F7F7F7993

SHA-512: A88BECB4FBDDC5AFC55E4DC0135AF714A3EEC4A63810AE5A989F2CECB824A686165D3CEDB8CBD8F35C7E5B9F4136C29DEA32736AABB451FE8088B978B493
AC6D

Malicious: false

Reputation: low

Preview:
.<!DOCTYPE HTML>..<html>..    <head>..        <link rel="stylesheet" type="text/css" href="NewErrorPageTemplate.css" >..        <meta http-equiv="Content-Type" 
content="text/html; charset=UTF-8">..        <title>Can&rsquo;t reach this page</title>..        <script src="errorPageStrings.js" language="javascript" type="text/javascript">..  
      </script>..        <script src="httpErrorPagesScripts.js" language="javascript" type="text/javascript">..        </script>..    </head>....    <body onLoad="getInfo(); initMo
reInfo('infoBlockID');">..        <div id="contentContainer" class="mainContent">..            <div id="mainTitle" class="title">Can&rsquo;t reach this page</div>..            <div 
class="taskSection" id="taskSection">..                <ul id="cantDisplayTasks" class="tasks">..                    <li id="task1-1">Make sure the web address <span id=
"webpage" class="webpageURL"></span>is correct</li>..                    <li id="task1-2">Search for this site on Bing</li>..   

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\done_googblue_24dp[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 309

Entropy (8bit): 7.011377752256453

Encrypted: false

SSDEEP: 6:6v/lhP8Q0QI01f1xNMz/3kclFIZ+lQghFIGJE8F/Hzgsyjp:6v/7k5KRdO/3kclFE0ka/csyN

MD5: 473D9633E09BCAAC33641DCFB1F94CBA

SHA1: EC5512B340D36931319A99DCD5905E671E898792

SHA-256: 9F936C7AB1C11FC5494DC04E0A59D5EA68EED9325D62A61EC0C459D27496F511

SHA-512: 63B43586639CDB3A8A09D94915BAB37B33076536956116D112FD5E2FA6084394539A36C18FC0B4BF47B430F4B404AE7E48433A57D6F6F1CB3A6BF10E1DAB6EF1

Malicious: false

Reputation: low

IE Cache URL: https://www.gstatic.com/images/icons/material/system/2x/done_googblue_24dp.png
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Preview:
.PNG........IHDR...0...0.....W.......IDATx....BQ......}.E.....s.$B..]u.....=FDfn...T.j.sO}......B.!....&..lZt......<I.......... .$....G...$...7...G.Y.4...........\.5c>l.......,...t..O.}:.....dy.TG((..
.......eD6...?B.d......_..P..2#..`..z#Z$m..:#.....xx..a.x..x.....bd.'.B.!...xC.c.;(....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\done_googblue_24dp[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\errorPageStrings[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 4720

Entropy (8bit): 5.164796203267696

Encrypted: false

SSDEEP: 96:z9UUiqRxqH211CUIRgRLnRynjZbRXkRPRk6C87Apsat/5/+mhPcF+5g+mOQb7A9o:JsUOG1yNlX6ZzWpHOWLia16Cb7bk

MD5: D65EC06F21C379C87040B83CC1ABAC6B

SHA1: 208D0A0BB775661758394BE7E4AFB18357E46C8B

SHA-256: A1270E90CEA31B46432EC44731BF4400D22B38EB2855326BF934FE8F1B169A4F

SHA-512: 8A166D26B49A5D95AEA49BC649E5EA58786A2191F4D2ADAC6F5FBB7523940CE4482D6A2502AA870A931224F215CB2010A8C9B99A2C1820150E4D365CAB28299E

Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/errorPageStrings.js

Preview:
.//Split out for localization...var L_GOBACK_TEXT = "Go back to the previous page.";..var L_REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More 
information";..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
";..var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.";....//used by invalidcert.js 
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\f[1].txt
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 488

Entropy (8bit): 5.089534964211433

Encrypted: false

SSDEEP: 12:IRzfbSOX34Uovmw/SOXaHSOXd3frMYSOXdFoj/SOXak4h4CdS5:IRqQI7vmDQayQd3fsQdFfQaNhVdG

MD5: 2A6A1BDE5B47AD66081C7BBCDAD98142

SHA1: 1688F34391027E4EA66E97EE20C94B33944223C2

SHA-256: 9712D6DFA8CAC010FD272022C326FF4FC5A2DCA9228A0A5D350ED311CDF2C8DD

SHA-512: 42AD2A479613B602695FBEC5A798A8EDA31A264F86D76E41BFB58A2710ECF6D99613E4A633C57E3547C7546C2BCE59ADA0454FC8673B02BAFCC332348A182145

Malicious: false

Reputation: low

IE Cache URL: https://www.google.com/complete/search?q&cp=0&client=psy-ab&xssi=t&gs_ri=gws-wiz&hl=en-GB&authuser=0&psi=bJz_X-
n9FpCasAetmq_IDQ.1610619649420&nolsbt=1&dpr=1

Preview:
)]}'.[[["brazilian coronavirus variant",0,[362,143],{"zf":33,"zl":8,"zp":{"gs_ss":"1"}}],["fortnite beef boss remedy dummy",0,[362,143],{"zf":33,"zl":8,"zp":{"gs_ss":"1"}}],["food 
parcels free school meals",0,[362,143],{"zf":33,"zl":8,"zp":{"gs_ss":"1"}}],["mental health act reform white paper",0,[362,143],{"zf":33,"zl":8,"zp":{"gs_ss":"1"}}],["gcses mini ex
ams",0,[362,143],{"zf":33,"zl":8,"zp":{"gs_ss":"1"}}]],{"ag":{"a":{"8":"TRENDING SEARCHES"}},"q":"i9Vanr5r8qYmZfiYbwVEvkjbG9g"}]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\gmail_2020q4_32dp[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 64 x 64, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 885

Entropy (8bit): 7.514391089546807

Encrypted: false

SSDEEP: 12:6v/75yAuLPnAGHqHV85xtV6guWvbZagCX48ZYiNa2T1bpp6oNFs+vM5v40GNSkc:Quy8b7NuWv6smTFFNFsYM+xu

MD5: CE23C4CB379C32AE54DF13CA22DE161C

SHA1: A8532339309E8572140F4CE343CAFF7B187029E6

SHA-256: 1F00BF732DFC5A8C7885885117D9C3A44F25EA1F31E92C52237C76D7BF908525

SHA-512: B7B6F454A0BCB56B9EED5982F3355F528CFFE63BED62D0D884DC3259DCBFDC706DD827ACFB0A64FDCD9F610965D30276CDEB5FCD5DFE2E5AD413D7B150EC
61DE

Malicious: false

Reputation: low

IE Cache URL: https://www.gstatic.com/images/branding/product/2x/gmail_2020q4_32dp.png
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Preview:
.PNG........IHDR...@...@......iq....<IDATx....#A....l[k....m.m.m......\.....M.U.e..y...........t..).K..'\.N....r)(.$ .0I..?Y...G..O>>.@.._..r#..G..'].m..5.Z.....aD...\..o..26.2..I.?.o..4.m..
9.....:\q.j...D.h.........Sf...O........L....P.M..~.....$^...IC...F~J...9.e.%1<.:Q'!.Br):|4}^.d....'\.......b...B..'.R../....9..@.....~..x..(M.CM-+...I......$p....$p..`{P....0...<k..v.(A..Q...j...Qw....$L.
<k.....k./u-lu.A+....j..K.....&a...\.].....5.e...1._..+.f..MBw.Y.X..C._]=.....{7\(.$..@.@.g..*.}S..wp....w. .$..@.@.g..*_a}9..t..2C%.M....uV>rM5......R..............@..+.....V.x.yf.N.R.
,.....)oU...;.:+..m.@...>.....,..I...6.p......l..PI.ozI._..W~2|x"T...[j1...'...*.2.-....I..<.)......+...I..+...I..'a.h..*.|..L.W.......]........h.........8......8...k;...5...0....]W3=.....;...D..q.r..{.....b.W.
....8....X.k.76......F............;....g.......IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\gmail_2020q4_32dp[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\googlelogo_color_92x36dp[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 92 x 36, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 2068

Entropy (8bit): 7.885816747456281

Encrypted: false

SSDEEP: 48:fQQ6ZPeytaZixPHobhZOPaPWddUVVWmMDPCaqJc:LEU0FKuagdsWmADR

MD5: 5FF3C6CD1CF3359C5AA5C82CD9DC9F13

SHA1: F80B17B4521125BC01D74823BD0C62F3C00FF70C

SHA-256: AC762DE135A15AAAA84D65F4725692CEEC69BFDA85BC84C19CC4C13278AF6C2B

SHA-512: F94DBFBD5D697E32E0E7EF4742A9BA49DCD595C125C55B997143873251428016644D63502CCDE252CC7DD0E997F8A0D740DACE1C83353DF00FB1DA749CB6036
0

Malicious: false

Reputation: low

IE Cache URL: https://www.gstatic.com/images/branding/googlelogo/1x/googlelogo_color_92x36dp.png

Preview:
.PNG........IHDR...\...$.......].....IDATx..Zkp.T.^l......`...8X.,..m..R.:..PP..5"... ..]Z.0"..bA...K~(ew[@..k.5.C|.jw.B....t..4..93w...I....;..........Y~.9...x......xQ..|.@.m=c...1.....HB@Q
S6Qj..r.wU..".....3;....+7...}...,Qj..l.|.....^v)..|6#..1C.Z....;78KT.J.d...Ee;..pNY.(+.....m.-....B@......N..Of..]..|...m?.?W.....o...h....*}.-<{..........p...yE)3YB.0jyW.c.n.@.K...}....z.p
wa.H..1....H.0qh..M.z......K.8.v.m..Mi.:g.6..a..3).*.N> M...Sy.a....:.T..J.55*......h.....wA....t.g'G<li...Uz.X..B.Y.&.....On.9K[.N...3..v.Z...U..G...9..y./..z....Y.<.e.G=...aN.....H..:..q..
.k..K..a.<w...R..N_..".F.@?..J_...ZR`.D.,.7......:..Y.rmQ}....sk.....g.......>m..Z.<.;..6F....g...=N..@..1......tn.m..6z.-.L.B..$F.J5......>..[......(..-.z.B.........G..I?...p.=.^.\(...#.w.-.... 7...`
.Ny.k4..@...iG...K.o*.;.......B...gu.m.j....F..Tj...3...~&...`>...e8..x...pnS..5.....VQ.@O...x...2.l.Z.4".u....u.y.,#.b..).c..G.... -q.(..J.O..h....8h.K..3.g.L{....J`..........

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\gtm[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 440802

Entropy (8bit): 5.262334241293558

Encrypted: false

SSDEEP: 6144:4CTF5h+MLgIHyn1z5YgIBhM9TiHxNY+p5dpF8L74djT23p9T/Dn+WQwO9d0FQxFk:VUmQEU/i4

MD5: 9CB359B202CAE212CBEDB8D18D0D3559

SHA1: B9C1337E890588725115F1F8684EC222CE4F3AA3

SHA-256: FE56FC5A9443148ECBA4C0FD2615B5DA81DDF389737BC36FFE17959BB4989699

SHA-512: AB31C1F047CBE879832A0E7AEE6F3C382798DC51D561AFAE220502E30BE48A6D4EEA8167B4B93752DB13E44F0993B63D73657E50CC0279C68D410FAC8662F1D
C

Malicious: false

Reputation: low

IE Cache URL: https://www.googletagmanager.com/gtm.js?id=GTM-MX89MJ

Preview:
.// Copyright 2012 Google Inc. All rights reserved..(function(){..var data = {."resource": {.  "version":"651",.  .  "macros":[{.      "function":"__e".    },{.      "function":"__v",.      
"vtp_name":"gtm.triggers",.      "vtp_dataLayerVersion":2,.      "vtp_setDefaultValue":true,.      "vtp_defaultValue":"".    },{.      "function":"__v",.      "vtp_dataLayerVersion
":2,.      "vtp_setDefaultValue":false,.      "vtp_name":"originalLocation".    },{.      "function":"__u",.      "vtp_stripWww":false,.      "vtp_component":"HOST",.      "vtp_cus
tomUrlSource":["macro",2],.      "vtp_enableMultiQueryKeys":false,.      "vtp_enableIgnoreEmptyQueryParam":false.    },{.      "function":"__u",.      "vtp_component":"PA
TH",.      "vtp_defaultPages":["list"],.      "vtp_customUrlSource":["macro",2],.      "vtp_enableMultiQueryKeys":false,.      "vtp_enableIgnoreEmptyQueryParam":false.    },{.     
 "function":"__remm",.      "vtp_setDefaultValue":true,.      "vtp_input":["macro",4],.      "vtp_fu

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\hammer.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 17340

Entropy (8bit): 5.303008957570859

Encrypted: false

SSDEEP: 384:eiTzlWjjq1ycX9E9dTbh6M0p9zpXl8gq8CUCUHD3RrU:hsjjq1ycX9E9dTFZSXl8gq8CUCUHLm

MD5: 0AF3D798B125AE31A8AC2AD96E9B6513

SHA1: BF7EC25C84965D3AFBC56855BC3D3BD579F5B8EC

SHA-256: E7F034BF8DBA4F24FEF0A207FAA9ED8A7EE75788F353D60C8AA05C010E1CECFF

SHA-512: 89879F56D94F99F7C12D7A309A1EDD6819FC5D3EC4D23FC7E8AB197C180246EB37EB66094277A12374F073B94B2310922FCED2617E792F465459C999419717E8

Malicious: false

Reputation: low

IE Cache URL: https://www.gstatic.com/external_hosted/hammerjs/v2_0_2/hammer.min.js
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Preview:
/**. * @license. * Hammer.JS - v2.0.2 - 2014-07-26. * http://hammerjs.github.io/. *. * Copyright (c) 2014 Jorik Tangelder <j.tangelder@gmail.com>;. * Licensed under the M
IT license */...!function(a,b,c,d){"use strict";function e(a,b,c){return setTimeout(k(a,c),b)}function f(a,b,c){return Array.isArray(a)?(g(a,c[b],c),!0):!1}function g(a,b,c){var e,
f;if(a)if(a.forEach)a.forEach(b,c);else if(a.length!==d)for(e=0,f=a.length;f>e;e++)b.call(c,a[e],e,a);else for(e in a)a.hasOwnProperty(e)&&b.call(c,a[e],e,a)}function h(a,b,c)
{for(var e=Object.keys(b),f=0,g=e.length;g>f;f++)(!c||c&&a[e[f]]===d)&&(a[e[f]]=b[e[f]]);return a}function i(a,b){return h(a,b,!0)}function j(a,b,c){var d,e=b.prototype;d=a.pr
ototype=Object.create(e),d.constructor=a,d._super=e,c&&h(d,c)}function k(a,b){return function(){return a.apply(b,arguments)}}function l(a,b){return typeof a==hb?a.apply(b
?b[0]||d:d,b):a}function m(a,b){return a===d?b:a}function n(a,b,c){g(r(b),function(b){a.addEventListener(b,c,!1)})}function o(a,b,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\hammer.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\icon[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 551

Entropy (8bit): 4.987919021796098

Encrypted: false

SSDEEP: 12:jFPrZO6ZRoT6pHAcW3a8ppzrZ6ZmOHc9n+5cMK00k14enEsTeq:5tOYsKC3xdYmOOk4TfenEsTL

MD5: C0CC395F458175B167EFFBF0A9B8D488

SHA1: 009B500D67D7AA5957F6385344332ED4F2B4AB56

SHA-256: 4949A2B116BEB10D68940F9E273071FF09F137AFFA350E73E56BDFCAF7929101

SHA-512: 2596D4CC89EF74E50D0B3AF20513AE3C5746E5D7DF5D7C65B3ABB86E75C9086C4AED8DE186122BCEA938E389BB572DA0FAFA36FFEABF2A4507A4429CB4C5F
482

Malicious: false

Reputation: low

IE Cache URL: https://fonts.googleapis.com/icon?family=Material+Icons+Extended

Preview:
@font-face {.  font-family: 'Material Icons Extended';.  font-style: normal;.  font-weight: 400;.  src: url(https://fonts.gstatic.com/s/materialiconsextended/v80/kJEjBvgX
7BgnkSrUwT8UnLVc38YydejYY-oE_LvP.woff) format('woff');.}...material-icons-extended {.  font-family: 'Material Icons Extended';.  font-weight: normal;.  font-style: normal
;.  font-size: 24px;.  line-height: 1;.  letter-spacing: normal;.  text-transform: none;.  display: inline-block;.  white-space: nowrap;.  word-wrap: normal;.  direction: ltr;.  font-
feature-settings: 'liga';.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\index.min[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 444794

Entropy (8bit): 5.05695210296345

Encrypted: false

SSDEEP: 1536:yLChIP6CeuE6oPzVWDi79QxQsQXF4Ry5AYHdc7A7LhLCp626ISkML:rIP6CeuER9QxQsQXFIAXhLCp626IS9L

MD5: 057063F2BAECA785CA85FF1B02F9E072

SHA1: 828B76DD08E9A95C3833F9E53AA044455F81FE47

SHA-256: 1A93D5781002833351EC7C56C4A6DE1F27B25A0DD58B9CF5EE89F619B28C35BC

SHA-512: 654FFCC915A73F8F13CF513F99D03E974CB3270CEC8E6F8ACEF3729581C6595BEFF8C7394971A80941AFE623D8FFA0F25FE3ECBAD0BEF75B659C46C7A53F495
4

Malicious: false

Reputation: low

IE Cache URL: https://about.google/assets-products/css/index.min.css?cache=828b76d

Preview:
.glue-grey-0{color:#fff}.glue-bg-grey-0{background-color:#fff}.glue-grey-50{color:#f8f9fa}.glue-bg-grey-50{background-color:#f8f9fa}.glue-grey-100{color:#f1f3f4}.glue-bg-
grey-100{background-color:#f1f3f4}.glue-grey-200{color:#e8eaed}.glue-bg-grey-200{background-color:#e8eaed}.glue-grey-300{color:#dadce0}.glue-bg-grey-300{backgro
und-color:#dadce0}.glue-grey-400{color:#bdc1c6}.glue-bg-grey-400{background-color:#bdc1c6}.glue-grey-500{color:#9aa0a6}.glue-bg-grey-500{background-color:#9aa0a
6}.glue-grey-600{color:#80868b}.glue-bg-grey-600{background-color:#80868b}.glue-grey-700{color:#5f6368}.glue-bg-grey-700{background-color:#5f6368}.glue-grey-800
{color:#3c4043}.glue-bg-grey-800{background-color:#3c4043}.glue-grey-900{color:#202124}.glue-bg-grey-900{background-color:#202124}.glue-blue-50{color:#e8f0fe}.g
lue-bg-blue-50{background-color:#e8f0fe}.glue-blue-100{color:#d2e3fc}.glue-bg-blue-100{background-color:#d2e3fc}.glue-blue-200{color:#aecbfa}.glue-bg-blue-200{b
ackground-color:#aecbfa}.glue-

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\index.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 311800

Entropy (8bit): 5.390680702711767

Encrypted: false

SSDEEP: 3072:LPId4UFXWA70xSnCR/8YM+K1qJirVG4L+pDR3/Jf1iVWPua3zeNyOSLjCE2:Li0xh5ZnK1qJirVG4SpDR3/JNigPuL

MD5: 7235E5B7258D08719D3B4E6B57B975BA

SHA1: FAE0F1B3A78261CFCB1C81D0288990CFB3236063

SHA-256: A8ADAA0E463862938CEBBD623916D08EC596327FB34A455B50C9364E064DB523

SHA-512: A40A5D95CA0C1940EFA5EAA4B4B7D2FB3226F257A3F19039A6600EEE9F938C958C7DF129D7A159078937F02752C2145BDE39CAB3923E43F099006E92F32182E0

Malicious: false

Reputation: low

IE Cache URL: https://www.google.com/gmail/about/static/js/index.min.js?cache=fae0f1b
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Preview:
(function(){var b=b||{};b.scope={};b.ASSUME_ES5=!1;b.ASSUME_NO_NATIVE_MAP=!1;b.ASSUME_NO_NATIVE_SET=!1;b.objectCreate=b.ASSUME_ES5||"functio
n"==typeof Object.create?Object.create:function(a){function c(){}c.prototype=a;return new c};b.underscoreProtoCanBeSet=function(){var a={a:!0},c={};try{return c
.__proto__=a,c.a}catch(d){}return!1};.b.setPrototypeOf="function"==typeof Object.setPrototypeOf?Object.setPrototypeOf:b.underscoreProtoCanBeSet()?function(a,c){
a.__proto__=c;if(a.__proto__!==c)throw new TypeError(a+" is not extensible");return a}:null;.b.inherits=function(a,c){a.prototype=b.objectCreate(c.prototype);a.prototype.
constructor=a;if(b.setPrototypeOf)(0,b.setPrototypeOf)(a,c);else for(var d in c)if("prototype"!=d)if(Object.defineProperties){var e=Object.getOwnPropertyDescriptor(c,d);e
&&Object.defineProperty(a,d,e)}else a[d]=c[d];a.superClass_=c.prototype};b.getGlobal=function(a){return"undefined"!=typeof window&&window===a?a:"undefined"!=typ
eof global&&null!=global?global:a};b.glo

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\index.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\index.min[2].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 60250

Entropy (8bit): 5.358469278766805

Encrypted: false

SSDEEP: 768:qjo93Wo3MVHHDHbsMdcjkgJi6hBcElRn3iV319rOAwhNUOHTz6fsIhGMQZGL8AV6:qjo9313MnjbFgs6rznAhOHTuETqL8AV6

MD5: 55E3C0B0855610AAAC6226691960C20E

SHA1: 627E25DD7A3569D2C8BFEAB1DDE5BEC6A0700E61

SHA-256: 4AEF8C21E815BC20B8145E3BC98848ACAFF49EA3D6692136F2EB05713849BC12

SHA-512: A5F48F421D5343FB432070802402FBFC642D5CCB8B9F2742511C529840E4498903AC9175F2769CB722B3D453149A4E03BED72164370385C053FBAA6D1ADA93C1

Malicious: false

Reputation: low

IE Cache URL: https://about.google/assets-products/js/index.min.js?cache=627e25d

Preview:
(function(){function aa(a){var b=0;return function(){return b<a.length?{done:!1,value:a[b++]}:{done:!0}}}function m(a){var b="undefined"!=typeof Symbol&&Symbol.
iterator&&a[Symbol.iterator];return b?b.call(a):{next:aa(a)}}function p(a){if(!(a instanceof Array)){a=m(a);for(var b,c=[];!(b=a.next()).done;)c.push(b.value);a=c}return a}var 
ba="function"==typeof Object.create?Object.create:function(a){function b(){}b.prototype=a;return new b},ca;.if("function"==typeof Object.setPrototypeOf)ca=Object.se
tPrototypeOf;else{var da;a:{var ea={Pa:!0},fa={};try{fa.__proto__=ea;da=fa.Pa;break a}catch(a){}da=!1}ca=da?function(a,b){a.__proto__=b;if(a.__proto__!==b)throw new 
TypeError(a+" is not extensible");return a}:null}var ha=ca;.function q(a,b){a.prototype=ba(b.prototype);a.prototype.constructor=a;if(ha)ha(a,b);else for(var c in b)if("prototy
pe"!=c)if(Object.defineProperties){var d=Object.getOwnPropertyDescriptor(b,c);d&&Object.defineProperty(a,c,d)}else a[c]=b[c];a.qb=b.prototype}var r="undefined"!

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\intro[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 259317

Entropy (8bit): 5.695963850690643

Encrypted: false

SSDEEP: 3072:HgL7OwAL3hX4jxtpBMQlJjPArs56kVBw5BYBcwS:HgLKLGjnMGJjPArs5l45BYBY

MD5: 77F04619E1BEB02D3EF18D03CFEC724E

SHA1: 31AEC64AD48648063745A7764B65A5AD6EA975BF

SHA-256: 30F8C9495617C51C0A648B644268584EA9CE15B4CC6F9C84BCC202CCB04C90D5

SHA-512: 4CF006E31D2DBAEB30504075C34A8DABF1B157DFBC307CD71D9E96488B6CB4602AEF293F79A1C95CC29AF153C192F84991A502C1E6625D67A8599894C3FE4213

Malicious: false

Reputation: low

Preview:
<!doctype html><html lang="en" dir="ltr"><head><base href="https://consent.google.com/"><meta name="referrer" content="origin"><link rel="canonical" href="https
://consent.google.com/intro/"><meta name="viewport" content="initial-scale=1,maximum-scale=1,user-scalable=no,width=device-width"><link rel="shortcut icon" href
="//www.google.com/favicon.ico"><script data-id="_gd" nonce="nZJq2wgxS8Q9NwV68tIYIA">window.WIZ_global_data = {"DndLYb":"","DpimGf":false,"EP1ykd":["/
_/*"],"FdrFJe":"-5293084588895985887","Im6cmf":"/_/ConsentUi","LVIXXb":1,"LoQv7e":true,"MT7f9b":[],"Mypbod":"https://www.googleapis.com/reauth","QrtxK":"","R6pI
ad":"%.@.]\n","S06Grb":"","S1NZmd":false,"Yllh3e":"%.@.1610587247988637,173050403,1644955541]\n","cfb2h":"boq_identityfrontenduiserver_20210110.19_p0"
,"eNnkwf":"1610587199","eptZe":"/_/ConsentUi/","fPDxwd":[1763433,1772879,1782333,45695529],"gGcLoe":false,"ikfjnc":["https://www.google.com"],"nQyAE":
{"vEMF5e":"false","EoymAc":"false","FbHgvb":"false","P1ceCf":"false","

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\jquery.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 86351

Entropy (8bit): 5.367752216095235

Encrypted: false

SSDEEP: 1536:3dhEyijTikEJqRdXXe9J578goJsWXdLVhNLKz4DTAjnWotoZqwsRmKKH7UggYiTv:2Qcd5hNLxTwn3t0iUHiTDU8Cu5

MD5: 05E51B1DB558320F1939F9789CCF5C8F

SHA1: C72C1735B4D903D90DD51225EBEFB8C74EBBC51F

SHA-256: 702B9E051E82B32038FFDB33A4F7EB5F7B38F4CF6F514E4182D8898F4EB0B7FB

SHA-512: AB3AD9A98FE431508461EBBF8029BC536F34D16CFEF8B4C62B8A62B56FE2B30A426E3C3186C994C2578BD585DA1C89A9B421C6D2F27053B2F2ED13B0DD9428C
3

Malicious: false

Reputation: low
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IE Cache URL: https://ajax.googleapis.com/ajax/libs/jquery/3.1.0/jquery.min.js

Preview:
/*! jQuery v3.1.0 | (c) jQuery Foundation | jquery.org/license */.!function(a,b){"use strict";"object"==typeof module&&"object"==typeof module.exports?module.exports=a.do
cument?b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:this,
function(a,b){"use strict";var c=[],d=a.document,e=Object.getPrototypeOf,f=c.slice,g=c.concat,h=c.push,i=c.indexOf,j={},k=j.toString,l=j.hasOwnProperty,m=l.toString,n=m.c
all(Object),o={};function p(a,b){b=b||d;var c=b.createElement("script");c.text=a,b.head.appendChild(c).parentNode.removeChild(c)}var q="3.1.0",r=function(a,b){return new 
r.fn.init(a,b)},s=/^[\s\uFEFF\xA0]+|[\s\uFEFF\xA0]+$/g,t=/^-ms-/,u=/-([a-z])/g,v=function(a,b){return b.toUpperCase()};r.fn=r.prototype={jquery:q,constructor:r,length:0,t
oArray:function(){return f.call(this)},get:function(a){return null!=a?a<0?this[a+this.length]:this[a]:f.call(this)},pushStack:function(a){var b=r.merge(this.con

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\jquery.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\keyboard_arrow_down_grey600_24dp[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 24 x 24, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 136

Entropy (8bit): 5.891115602983882

Encrypted: false

SSDEEP: 3:yionv//thPl5ljPGYkzwrMG3IFFS+cjNAJ9FztH1p:6v/lhPZu8t4mNSF3p

MD5: 0483242D867161F8DAA1F8CBE32B1267

SHA1: F6CF749FCC567374E66280B90D705F0CCEFF1793

SHA-256: EF999998474E3D93BAF7F91EA596A371457D05B9246382B631ECBFE1F1693AA8

SHA-512: B83DE162868C7A85CF793A14EA01197B72237B14B45E1BA537C7701B0DAE3E80C35360B32F426B7FE319E41DB83A7FE7BA1346341A2E4E3AC86DE039A8076C6
E

Malicious: false

Reputation: low

IE Cache URL: https://www.gstatic.com/images/icons/material/system/1x/keyboard_arrow_down_grey600_24dp.png

Preview:
.PNG........IHDR..............w=....OIDATx.c..F.(..%%%..!.qAii.. N...$.U3.D...a....9.$F.%.......Sn...'..T..t.G.(.....Z...Y.....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\m=GPhFgf[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: dropped

Size (bytes): 290

Entropy (8bit): 5.150821595628457

Encrypted: false

SSDEEP: 6:x4Lrev3RZR1xN/SqL6MvzehrEqJedgXXaINw6IpF:x4+f7LihqdICf

MD5: E7DD9686CA0D1991B8327611F9D1ACA8

SHA1: C0471336CE20B5FFFBD9307F57F056F48A469DB6

SHA-256: 5C78FA38A5BF512523CD39281F8E917358F5254E445C46EB8385D02450AF8B3C

SHA-512: 70B7EA7F7AD6D1906F63A98EC27A1F2A175720FFCFDA33820EF7425ACA2FCE055CFD93E0550D5E7BCAB663CFD9A9D2F043B2328B08279D874DCF96DA796D3C
48

Malicious: false

Reputation: low

Preview:
try{.s_f("GPhFgf");.var s_jEb=s_N("GPhFgf");.var s_kEb=function(a){s_h.call(this,a.Ka)};s_n(s_kEb,s_h);s_kEb.Ga=s_h.Ga;s_kEb.prototype.kpd=function(a){s_fEb(a)}
;s_O(s_kEb.prototype,"noGWuc",function(){return this.kpd});s_Q(s_jEb,s_kEb);..s_g();..}catch(e){_DumpException(e)}.// Google Inc..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\m=GxIAgd,NBZ7u,NpD4ec,OG6ZHd,T6sTsf,T7XTS,aa,abd,async,cvn5cb,
dv7Bfe,dvl,foot,ifl,kVbfxd,lu,m,mUpTid,mu,sb_wiz,sf,uiNkee,xz7cCd[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 183863

Entropy (8bit): 5.5192150433414575

Encrypted: false

SSDEEP: 3072:kpLxKHdyKK08VhTDqW099QW0s+LlvotVbOXrwzX/yjV0:kpLxSdS0qHqW099QW0PHjZ0

MD5: 226374F8C4121C556C6BF83D440E482B

SHA1: 8DEB3EEB9823A26F1998AE18B8DE1C375BBC375C

SHA-256: C726CBE9C2CCFE457786A44E5D4B43BFF6E3B4E2FD8C9B9E1B76FBB5E65F7CF9

SHA-512: 1694F9E81E66D67D1CDC57CBDF9F5F44740F481AADAAFAB1F7EE03EAF53EF42CB15E4A4BDC3E02E81663C936EDD9E1747C6E81282A4336BD9A6A6421DF29A8
AB

Malicious: false

Reputation: low
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Preview:
try{.s_f("NpD4ec");..s_g();..}catch(e){_DumpException(e)}.try{.s_f("ws9Tlc");..s_g();..}catch(e){_DumpException(e)}.try{.s_f("RL6dv");..s_g();..}catch(e){_DumpException(e
)}.try{.var s_jn=function(a){s_in=a;s_Ni(document.body,s_78a,!a)};s_f("sy6a");.var s_78a=s_J("MDuPYe");.var s_in=!1;..s_g();..}catch(e){_DumpException(e)}.try{.s_f("syor"
);.var s_98a=window.agsa_ext;..s_g();..}catch(e){_DumpException(e)}.try{.s_f("BYwJlf");..s_g();..}catch(e){_DumpException(e)}.try{.var s_$8a=function(a){for(var 
b=0,c=0;c<a.length;++c)b=31*b+a.charCodeAt(c)>>>0;return b};s_f("syfq");..s_g();..}catch(e){_DumpException(e)}.try{.s_f("syg0");.s_$b(s_Mj);..s_g();..}catch(e)
{_DumpException(e)}.try{.s_f("T7XTS");..s_g();..}catch(e){_DumpException(e)}.try{.s_f("sy61");.var s_hn=s_J("dBhwS"),s_28a=s_J("SJu0Rc"),s_38a=s_J("S5BwHc"),s_4
8a=s_J("jxvro");..s_g();..}catch(e){_DumpException(e)}.try{.s_f("syoo");.var s_a9a=function(a){s_y(this,a,0,-1,null,null)};s_p(s_a9a,s_i);s_=s_a9a.prototype;s_.hb="cV628"
;s_.ydb=fu

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\m=GxIAgd,NBZ7u,NpD4ec,OG6ZHd,T6sTsf,T7XTS,aa,abd,async,cvn5cb,
dv7Bfe,dvl,foot,ifl,kVbfxd,lu,m,mUpTid,mu,sb_wiz,sf,uiNkee,xz7cCd[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\m=b2,aist,ist,qst[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 447674

Entropy (8bit): 5.5547646195178695

Encrypted: false

SSDEEP: 3072:LyH0LplE7Ll8WyKeP++bBk/e/4TXZKFMDsWv2D/1DCYUaXFyeQ:Y2+vlIPXi/PTXQSDsB/1dJ1yeQ

MD5: 522BA40F61E06AD672F393151D7F90B5

SHA1: AE345D4D4DBBB41B8DB882D1C6F9EB208AFB65E1

SHA-256: 6E211ACA88B2225CA4C95E99384B1A31A3E7BA4B4396CDA24CA54268D8FC6C37

SHA-512: E650384C0B0D002731A823D49EB8ED5A564B92223560D7AEEE6353F0750F6A598BC6C43019DBB805B7B4A6EBDE10C4B69E39B86E6268F97D5610B3EB56F93BB
F

Malicious: false

Reputation: low

Preview:
"use strict";this._$P$i=this._$P$i||{};(function(_){var window=this;.try{.var aa,ba,ca,da,ea,fa,la;aa=function(a){var c=0;return function(){return c<a.length?{done:!1,val
ue:a[c++]}:{done:!0}}};ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,c,b){if(a==Array.prototype||a==Object.prototype)return a;a[c]=b.valu
e;return a};.ca=function(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof global&&gl
obal];for(var c=0;c<a.length;++c){var b=a[c];if(b&&b.Math==Math)return b}throw Error("a");};da=ca(this);ea=function(a,c){if(c)a:{var b=da;a=a.split(".");for(var d=0;d<a.l
ength-1;d++){var e=a[d];if(!(e in b))break a;b=b[e]}a=a[a.length-1];d=b[a];c=c(d);c!=d&&null!=c&&ba(b,a,{configurable:!0,writable:!0,value:c})}};.ea("Symbol",function(a){
if(a)return a;var c=function(e,h){this.g=e;ba(this,"description",{configurable:!0,writable:!0,value:h})};c.prototype.toString=function(){return this.g};var b=0,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\main.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 466894

Entropy (8bit): 5.54523114273318

Encrypted: false

SSDEEP: 12288:0hor63xNrp0kWXbXqdByOsKkNsY5XjnbuBrOySv6Xa2YjHI2Dg:0hor63xLBylKkNsY5znbuBrtSv6Xa2YA

MD5: 0FF4441EB105BAC1DCC73FD080DB4D0C

SHA1: 375E26D660676161FB6809134D6A43039154E29A

SHA-256: DB27F752B76A90AAB7BEC4B4EEE320EE6310DF9F10D0B79E7B088DC12B1E04C8

SHA-512: 279F42903C8517CFD53E47FFF3DE265B153D21E34385676EDA5B02DCB85CD87D275F035372202A92FDD000CC4C20BBB71D5F8E83BDCEA53623D158896C8486F9

Malicious: false

Reputation: low

IE Cache URL: https://about.google/assets/js/main.min.js?cache=375e26d

Preview:
(function(){var h,aa="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){a!=Array.prototype&&a!=Object.prototype&&(a[b]=c.value)},m
="undefined"!=typeof window&&window===this?this:"undefined"!=typeof global&&null!=global?global:this;function ba(){ba=function(){};m.Symbol||(m.Symbol=ca)}var c
a=function(){var a=0;return function(b){return"jscomp_symbol_"+(b||"")+a++}}();.function da(){ba();var a=m.Symbol.iterator;a||(a=m.Symbol.iterator=m.Symbol("iterator"));"
function"!=typeof Array.prototype[a]&&aa(Array.prototype,a,{configurable:!0,writable:!0,value:function(){return ea(this)}});da=function(){}}function ea(a){var b=0;return 
fa(function(){return b<a.length?{done:!1,value:a[b++]}:{done:!0}})}function fa(a){da();a={next:a};a[m.Symbol.iterator]=function(){return this};return a}function n(a){da();var 
b=a[Symbol.iterator];return b?b.call(a):ea(a)}.var ha="function"==typeof Object.create?Object.create:function(a){function b(){}b.prototype=a;return new b},ia;if("fun

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\menu[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 200

Entropy (8bit): 5.949275070710723

Encrypted: false

SSDEEP: 3:yionv//thPl5lGAg9RthwkBDsTBZtPdyk0lTpD8SvUWf+Gv1DA5s6t1Q/9J1lNmt:6v/lhP8FjnDspP/SvwsSpt1QXNm7Gop

MD5: B89018A9ABAD5E652C6563A79B8AAE8B

SHA1: 38C6AED7B680343CE4CB5219AA4477E626247765

SHA-256: 99CF21268D1BF62829F18FAD71CF7D17C8EAACC5B89889B98B11CD2950F3711C

SHA-512: E7ACFDFCF277DEE6BFAB177CEB4C52B49D607DC553C72E324BD52420E9C29AF4C1FBFD94E1627F6412A80C0A5CE23F0CAE006D35662D958860D36D9F4457BA
BF

Malicious: false
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Reputation: low

IE Cache URL: https://about.google/assets/img/menu.png?cache=38c6aed

Preview:
.PNG........IHDR...0...0.....W.......tEXtSoftware.Adobe ImageReadyq.e<...jIDATx...... ..@..t*H.........c$.{.cl.........9..2s.KRU...xs..._...`.)....M.......&..F.k..F........c.%.....e..nn....I
END.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\menu[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\mqn2.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 2488824

Entropy (8bit): 5.378928932399619

Encrypted: false

SSDEEP: 49152:51GAkI4JkeIROvkENdST61Izxi5z4azW3JhG7x6z6BLm7meTX8WwRbeF0kDC/fQR:Me2s

MD5: 5F1D075CA7063EC18176ABF7570BB13F

SHA1: 87ABCCE6953972D0159DDF423C266D0D3684A427

SHA-256: 3100276F9C4639C44330D80C21D602B158D7E431CE1775949DCE2A9C9B1042FA

SHA-512: 4BA90DDF2A70F4C1FFA5CBA737C1C33DCB876E171CD3EE1D5E189AC9576DDBE3D57C191F0AE36867B4DC562CEB0D5C57042798CE0F2B1A35C1D5A372575507
23

Malicious: false

Reputation: low

IE Cache URL: https://store.google.com/public/mqn2.min.js?fingerprint=c8154238b3dc467cc1d31db1c7501ed3cd8161fd2168a1a850f7d88406edc5ef

Preview:
!function(t){var e={};function n(r){if(e[r])return e[r].exports;var o=e[r]={i:r,l:!1,exports:{}};return t[r].call(o.exports,o,o.exports,n),o.l=!0,o.exports}n.m=t,n.c=e,n.d=function(t,e,r)
{n.o(t,e)||Object.defineProperty(t,e,{enumerable:!0,get:r})},n.r=function(t){"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(t,Symbol.toStringTag,
{value:"Module"}),Object.defineProperty(t,"__esModule",{value:!0})},n.t=function(t,e){if(1&e&&(t=n(t)),8&e)return t;if(4&e&&"object"==typeof t&&t&&t.__esModule)return 
t;var r=Object.create(null);if(n.r(r),Object.defineProperty(r,"default",{enumerable:!0,value:t}),2&e&&"string"!=typeof t)for(var o in t)n.d(r,o,function(e){return t[e]}.bind(null
,o));return r},n.n=function(t){var e=t&&t.__esModule?function(){return t.default}:function(){return t};return n.d(e,"a",e),e},n.o=function(t,e){return Object.prototype.ha
sOwnProperty.call(t,e)},n.p="",n(n.s=239)}([function(t,e,n){"use strict";Object.defineProperty(e,"__esModule",{value:!0});const r=

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\nav_logo242[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 167 x 410, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 16786

Entropy (8bit): 7.967081995695383

Encrypted: false

SSDEEP: 384:NxGd9uI4ZNKBnwlUHv+UEazMAA1Xaj1gRwz62R:NxGDyUndHzGAEugRiBR

MD5: FEE6BCB494AB0B0B26F6D27B1EB1E1BB

SHA1: 510C52D8B5367A4992C97D0F04D901FE2957087C

SHA-256: DB2DC0C2C1DE04D7225F5F9EEDC85F9DA9778805DED39C98B90A1FE211A5CE61

SHA-512: 208E7ECBBBE640963E22268500B244A8CDA0349C34049665B4B022B4F5BF8BE20F4F390A16D331C4F0C8716C44F352FF0EDF17C78EB310A7CA09AABB36797B09

Malicious: false

Reputation: low

IE Cache URL: https://www.google.co.uk/images/nav_logo242.png

Preview:
.PNG........IHDR.............j.S+..AYIDATx...p.h..O.....VH..@........S.....F....:.+....w....B......9.Z.....Mz....Z.G...H..@(y..1.!.U.......;.lD.S... mDRv.^.`.0..-...M.=7..O..hEd.^8..W3.s...g
,.b......|..Z..5..O.....QC.VD..E...6..R....&.z.l....FM.e......%?r...a......W.Uo....E8.....3..Y..2j..Y...E. ,.*E.GRos....-.$d.uf.Y....f.J...A.....T.........E..."E%..Bz.&.8..x.[.0..J.... Wj..Y..F...6...
_.'.TcjY....t...:@S...N.....Tc.Y..).6.<....q.R."...M..}..y.....z..a...|&aj.....*....l...h...h...L.m.h2...u.&e.!......P!J...>_KB..N.m..M......9.j...6xW.4.0/.4Y...;.\s:.<..f.M....-..Z&axzzM..P...
[o......F[..g..4.@.~@.`v.....C.l.3....*.QJA44w....7c.g...1...>.m.@.....t.hE...y.j\4...T-...h.(..F/...m...PN.BM..OY.E.m...,5....(7......"..i...pj?@..8..O.<...m.kK...x@.$.@+*L.a.j......x..g
......b.w\=....R`h..... ..Y?.m.wAA.Fz.r?'8./v=...Y...{.LO.X[.tm<ax...$n...0.!...*..V...G.................3v..7.3...Ey...v= ..y.....sc.5......4.p~&<.......n.6x....>....b.A.W.~^.8'

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\nav_logo299[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 167 x 410, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 7952

Entropy (8bit): 7.93179676106173

Encrypted: false

SSDEEP: 192:bQ8ePIaxbsTeABjAzGp1GiE7SVXto6QASgpmDK9a:bkPdsaABjAzc1GbOhhQASgpdI

MD5: D5EA698739C83D806F561C1E13D6C7D9

SHA1: D4AE66F91282E794A966559795C169977156ADF3

SHA-256: B27CD7827CD201E80B3DC43E789C284FC5F7C457678A3D6908C61C39A0CBE336

SHA-512: FEEC93D40AA4318EA41F5697D77F7223EC6EB831A547E9F35AC542B484607713964A36F42E5FC32F43B70FAEAD102EBB504AB0C67F5624C5440B5DC79F96DF05

Malicious: false

Reputation: low

IE Cache URL: https://www.google.com/images/nav_logo299.png

Copyright null 2021 Page 33 of 58



Preview:
.PNG........IHDR.............j.S+....IDATx...x.G..'.#....-.IQ...2333..!Tfff.C......$.........X.ko..=..s.k.....I..V....Nn..M...$w..$v.U%...N].H...CQ.zy.|....5.g@[.&.v.3...Hu.J@.......v.......
Bee........)>.@.3.U..B....F.].s.g.V .Ex.v..N.PQ.z.b......M.db0.....UT%~.....p.OE...`U....a%.;...zX..w,..0.#.|....*..o...5.o.w.*....t._.v..K...*...$......3G8..........N...A.b&..\z....g...x..L
p6.\.Y.^..-.#.\.&...&B.y+-!.........~@...vsl...t=...8....}.2...t.*B...<....;/..Pp..H`TK4p8i..G6E.,.$_./...JG....'..KFv4.r@.pU.Z...X);..f.Pm..@..E.?.B.7...5G...G.G5E.;5.)[.Hw@a.4.N.
h6a..d^......k.c..)..... .NS4....7.D..@.2..$:....._Z..;f6.. .. ...M..'../#..i.7J...a........./m....GS$...H..@.......hA.I...E.\$...].w.........i......."..".D....{............i..w.s....@..8!..9,...c...h..w.R@..ZP
a....3.f.q n..*.....(a .@....:<..H.H..t......Y.^..q......;..`...%...V...)Z.IS..:.M....H`..Bb'....~2... .@l.>.u..@,0........~.c.6..G..6G.....#...0.......F.~3.J7..P.!.........t v.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\nav_logo299[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\products[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 210295

Entropy (8bit): 5.242832244504177

Encrypted: false

SSDEEP: 1536:oSVaapsnsRY23+ya6AlVdXwc+gDhf1HOyQGB9GCX+5Cpv:oxuxAP1uyvG/5Cpv

MD5: FCCC6207D6B6A7874388C9E75C849CF9

SHA1: 986A91A32CEDFE18E225490F9B69FC2820ACD0C2

SHA-256: 3F0EA0CD235ED07E80BC5A6B31991D5C2AF9D87206D84AC1F097357774950316

SHA-512: 8C969F7481A9E110E0110D29952785757BDFA121E3CD9C96DD6C8C3779FF4355C9AC0DE45FC14C5DF497FDE0A32D1C6A18C1FCFABFBF705BAD2688E49FC4743
B

Malicious: false

Reputation: low

Preview:
..<!DOCTYPE html>...<html lang="en" dir="ltr" class="google glue-flexbox "  locale="root" user-region="" path="/products/">.  <head>.    <meta charset="utf-8">.    <meta 
content="initial-scale=1, minimum-scale=1, width=device-width" name="viewport">.    <title>Browse All of Google&#39;s Products &amp; Services - Google</title>.    
<meta name="description" content="Browse a list of Google products designed to help you work and play, stay organized, get answers, keep in touch, grow your business, 
and more.">..    <link rel="stylesheet" href="//fonts.googleapis.com/css?family=Roboto:100,300,400,500,700|Google+Sans:400,500|Product+Sans:400&amp;lang=en" non
ce="iTYIiitsc9CQNAIaUCtT7g">..    <link href="/assets-products/css/index.min.css?cache=828b76d" rel="stylesheet" nonce="iTYIiitsc9CQNAIaUCtT7g">..    <meta prop
erty="og:description" content="Browse a list of Google products designed to help you work and play, stay organized, get answers, keep in touch, grow your business, and 
more.">.    

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\pxiDypQkot1TnFhsFMOfGShVF9eI[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 40068, version 1.1

Category: downloaded

Size (bytes): 40068

Entropy (8bit): 7.986363416256898

Encrypted: false

SSDEEP: 768:SZjhV5AtCnIR51aT0aCfvoIypmLL5V+VQLwv0JR9D2juelmPrldaC+Qac7:S5r5KRnECf6aL5V+VQLtmk4QaC

MD5: 3ABA54A73723BD3E90CB74D603687CCD

SHA1: 2C3D597CD36CA5856587C8482557B07DD8633329

SHA-256: A94234B7387BC4E9FA7B73DEDD34E5CC1189A28D526F4DADDECD1C9AB7B86840

SHA-512: 78F4E6514CD81CECC898D151B31B691122715D0239A47AB5D53ACA4F45FC1707DDD8464543D523E355DC1C19FF257C14DF4490D0938518D02BA35AECD72482B6

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/productsans/v12/pxiDypQkot1TnFhsFMOfGShVF9eI.woff

Preview:
wOFF..............`.........................GPOS..........<.?..GSUB...........l..ROS/2.......V...`h...cmap...l...<....T.S$cvt .......g...l...wfpgm...........a.A..gasp...............!glyf......Wm......
.Nhdmx..i...(...O.....head...p...6...6..N{hhea....... ...$...Uhmtx.......x......+.loca...@...\...\y"..maxp....... ... .J..name...........,+.I.post............]/1.prep..............oNx.d..G.Q.....5.....n. 
....d..d..p..o.........Q.....o..y~.....<..0 ....h..'c..d8.;.N'.....@...._.........LC.@.v......:.<.....r~.c....i..&.C.!Gt.x.jF...r....K...R}H@G.la./i.#..C./Q....pl+..\..$..o.....Hm\.*.....Z..t.".S..-....p..W
\...*9..a|IH...9..c.s,.<88dI...%&GD.4..$D$D$.w;.=..%.4N6N].R...V>..O...0q.D$.Ow.HP....7!..v..7.%#.#...;...&?a.W..\oS....P..t+T..........+.K...,.V..h.D.'t......qW......,.e1.n.......
}.....G...q..b>.(........#.....#Z./?0~FZ.5...O.".d4.'..|.ki..G...G.......Sv.w.@.qs`G@K.&.G..yk.......z.2.zB3.g....Mo.......E9..2lq...~H.B\.H..8...&..../.4.k..*6..]R.;.X..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\response[1].bin
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: dropped

Size (bytes): 71

Entropy (8bit): 4.45110826127753

Encrypted: false

SSDEEP: 3:VOOLs6ciJJd8eJhTSdH:VOOLhfz8eJoN

MD5: C41D7BCA539C94C03A28119DF538FFCA

SHA1: C8A0B32BEA39D691601562864A21A2312BEB71E2

SHA-256: F06B6B89774FF8024E9324CE0F612744FD10556283C72C25233ED4CFAE78C639

SHA-512: 8D3ADCC670D12B43D37B78A1E96FFA594B22767CB2E0F74160A28303983B5D951283EB5651AA46E93CDC2DF395FF1240D0F89C442EF85DEEF34BE3F84EEF5951

Malicious: false

Reputation: low

Preview:
)]}'..[["f.mt"].,["di",9].,["af.httprm",10,"-6370687848044670185",48].]
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\rs=AA2YrTsyleS0jfuRNWcKgdQT7lT1LQ58nA[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 202411

Entropy (8bit): 5.534811863636492

Encrypted: false

SSDEEP: 3072:4lEMZMkQXlHO/caLGyBbXDseLfU6piB08+zJD1S1hEgvKRCw9jMmvkSDUAjN9:haLTLfU6x8+zJ5oPMp

MD5: 24C6323F61442A7C0EEFE50A0CA65EC8

SHA1: 670535F56F1DEA1BF0E2FEA282C9D4601EA8273A

SHA-256: BBFA8510AEEBE0FF75D849C12B034BA987CF54EF9591E3EE66DC2B064499A734

SHA-512: DB0E92793B5D8ACC50AEBC0BD5B4A531806530AA5D9939A35C87A61764BFBCCE2C49709DAE701C9A1BBC41C53CFC1B06816208E595C39500D36CB9490330156
8

Malicious: false

Reputation: low

Preview:
this.gbar_=this.gbar_||{};(function(_){var window=this;.try{.var CF=/^(?:(.*?)\.)?([a-zA-Z_$][\w$]*(?:\/.?<)?)?(\(.*\))?@(?::0|((?:http|https|file):\/\/[^\s)]+|javascript:.*))$/,DF
=/^\s{3,4}at(?: (?:(.*?)\.)?((?:new )?(?:[a-zA-Z_$][\w$]*|<anonymous>))(?: \[as ([a-zA-Z_$][\w$]*)\])?)? (?:\(unknown source\)|\(native\)|\((?:eval at )?((?:http|https|file):\/\/[^
\s)]+|javascript:.*)\)|((?:http|https|file):\/\/[^\s)]+|javascript:.*))$/,EF=function(a,b,c,d,e){this.o=a;this.name=b;this.j=c;this.B=d;this.A=e},FF=function(a){this.j=[];if(a.stack)
{a=a.stack.replace(/\s*$/,."").split("\n");for(var b=0;b<a.length;b++){var c,d=CF;if(c=a[b].match(DF))c=new EF(c[1]||"",c[2]||"",c[3]||"","",c[4]||c[5]||""),this.j.push(c);else i
f(c=a[b].match(d))c=new EF(c[1]||"",c[2]||"","",c[3]||"",c[4]||""),this.j.push(c)}}},GF=function(a){return _.gb(a.j,function(b){var c=[b.o?b.o+".":"",b.name?b.name:"anony
mous",b.B,b.j?" [as "+b.j+"]":""];if(b.A){c.push(" at ");b=b.A;var d="",e=b.match(/(.*?)(:\d+(:\d+)?)$/);e&&(b

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\so[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 46967

Entropy (8bit): 5.723029472450709

Encrypted: false

SSDEEP: 768:Bf/d9SvRuz3wM0WnZknoVQRlL4zIQPFJ/N4pdbgfq4/1hQIY:DAMWno+RJ4zz1edbgfq61hQIY

MD5: 622CE000C5203D58FB85E64C7AEAA86B

SHA1: 725711990FA2B3D9D08A96D9896D4BAFBFC68BB6

SHA-256: 2C894436729DECC7108DA849BB52BB4FCFB808FEBE00EC1CA882443B56142BA6

SHA-512: EFB40919A51BFF5E76A706094A2A168C298A5C0FA8441BA495CEA0B7025B94593B50589FC90D4A8064ADC2058EC02DC51AF1A4C4B84C68AD1C91ECAB7DDF9B
B2

Malicious: false

Reputation: low

IE Cache URL: https://ogs.google.co.uk/widget/app/so?origin=https%3A%2F%2Fwww.google.co.uk&cn=app&pid=1&spid=2&hl=en

Preview:
<!doctype html><html lang="en" dir="ltr"><head><base href="https://ogs.google.co.uk/"><meta name="referrer" content="origin"><link rel="canonical" href="https:/
/ogs.google.co.uk/widget/app/so"><link rel="preconnect" href="https://www.gstatic.com"><link rel="preconnect" href="https://ssl.gstatic.com"><link rel="preconnect" href="
https://apis.google.com"><link rel="prefetch" href="https://apis.google.com/js/api.js"><script data-id="_gd" nonce="79AlnbJagEGmz3pQ14c2sQ">window.WIZ_global_data 
= {"DpimGf":false,"EP1ykd":["/_/*"],"FdrFJe":"-6546337909031075787","Im6cmf":"/_/OneGoogleWidgetUi","LVIXXb":1,"LoQv7e":true,"MT7f9b":[],"NrSucd":false,"OwAJ
6e":false,"QrtxK":"","S06Grb":"","S1NZmd":false,"Yllh3e":"%.@.1610587236299881,151685522,3624153944]\n","ZwjLXe":2,"cfb2h":"boq_onegooglehttpserver_20
210112.01_p0","eptZe":"/_/OneGoogleWidgetUi/","fPDxwd":[1763433,1772879,1782333,45695529],"gGcLoe":false,"ikfjnc":["https://www.google.co.uk"],"nQyAE":
{"wcLcde":"false","tBSlob":"false"},"qwAQke":"One

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed06YKIGB3.png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 1932

Entropy (8bit): 7.861144909522838

Encrypted: false

SSDEEP: 48:DAS7vcxLsUW2nhj6yD0e9FxkdnqXaK2OHBOgz:nwnZD08FxkVqX2Ohx

MD5: D042538EC1F796FB984C2F0E81DE9F93

SHA1: 68BEF5E54174175A42A2911E54D143E41E03E43D

SHA-256: 4451B7B369776F109FFC02548CD94EDC8D2F702702966F9C803BDAB2268AC4F1

SHA-512: F6E37C072400C3500B17FC772649D2540929114FBD2A7747A5E0E9435D4A85B66A15D257D6DEC229FEF2942B163CCB3796B8D936370A3005EE673E0A5A3FEECC

Malicious: false

Reputation: low

IE Cache URL: https://lh3.googleusercontent.com/NPHcoakvnrr05qwxryq8qQ-PkSYZz8jO-
O3N6JncD9IfF_JVqncoV3q1ffuKN0G6GOxElA0h7H576HpSgKsIWjO4x6CKwdwWBy57Yg=h120

Preview:
.PNG........IHDR...x...x.............sBIT.....O....cPLTEGpL1p."e.1p.-m./o.'i.-m.2r.2q./o.1q..a..V.3r....4t.4u..f.-p.$n..k.......l...............F~..X..I]......tRNS..L..av...7!S..u....IDATh..
Z..:.....aJ.I@...r."M....f_L...LX]9.__..g..g..N..]..N2W...>........./...8.....+.....+.a_..o._~.....,rd..{..X...8..X.c.6W..^|....#....:J...s.....{...pA..n.0..{....:.\....^@d.....0.._...7L.....,.....zi...{"bi....
...X.....J.j.?!........p.r.f....g....T....3#..m!.t.?d./.b.k..&...._>....w..)....c*.fC.......H.W.x..._OB.J..;j..c...E.33p.\|.Y..V../c.Y...b]/.i.3.,t.uL..`9.c.Q.....;N....f.,.......~....Wy...\....ZK.K+#0..
[..Vb.....^...~L.....,.c...N.jM...z......y.8.p..e..9JOe......F..........^W........Oq......N.e..\...-."..h..[)...b.g9..m.*.M.."....X[d....M....6G./.......N..^....]..n#.grz..gj........$...F~....?...?...y.sZ.k9
Nn.MLS.9.oZ...Rfj.2HN.n+...Ak....6.^G..t....&g...^'40.q?0Y...\.i.....TC......#..&c.......%A....#.RN..dD...^.M[.R5.X+.t....2....jf.S..\.$.}g.+..
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed0FFAD203.png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 2542

Entropy (8bit): 7.906271789396581

Encrypted: false

SSDEEP: 48:pHOJGy1kr38QyY2Z3/9XHHme3Uwu3d8+9WumoPKg2QaX8pSFas0Ztlj4zg1HLC:MoFzryYS3/93Swmd8+9YoPrlZHkzB

MD5: DBD765668CD2D23FAA6E069ACF172F97

SHA1: 4EADC10E5502CEB3951D238165F41499BCC4B1E1

SHA-256: 3B69C91214537CA0CB64CD85C24C537A72DB80D5C0A0C43AC4D1E3AFE4293553

SHA-512: 50D399664E3B31DF4D7E35B02265A178A9D388DE10ABA3C004D834C08CCC5713AFCAB45C82D4AAF070D38D2AFE9C822C8481BA4AA607AC5EB5F3F1796C265C
76

Malicious: false

Reputation: low

IE Cache URL: https://lh3.googleusercontent.com/Q4UDu0hKQgAyUzO0RpJTpTKc2DyaZbU-K96JCJjqKd9_ABetMMpS6LxO6Y7Ypm2CVhCro4n4n9PTF97SlwrSjmJFaHdV-
_yDr8MpX1M=h120

Preview:
.PNG........IHDR...x...x.....9d6.....sBIT....|.d...._zTXtRaw profile type APP1.....JO.K-.LV((.O..I.R..c...K.K.D......04006..F@.9T(......Y......1....H...:.C2...:IDATx...}..U....sf....l[h.)..@
...$.......7..A ...Q .5....4...E.-..c.....h....hi..J.m.v.{_f.<...bt.;...'i.d....3g.tf..c.1..c.1..c.1..c.1..cL.H7*Q.6..Up.T.....A`.0...!...@........|.d{wj.(`.......s..........\.Z...(.q..>.....,.Q'...zj)~,..D.{.n
.|...;...u.8........(..XuRj\.L.......D...U.!. ...vv.....>......'..'..>..v.jy....D^..D.$...xEU...o.q).......H:...$E..dF...!...d.{.ZI...Y|..zZ)|.....S.;.........2.k..<..?...Kd.WKS.u../....M..l...}.......m54Q.....
Da.jT.#.ve.73..)....}..W.Y....kW_.J....p.d......% ....."U.$........*..V..E...m.(.....#.,.u..P..ey...^...n....]..dEG.Mb$^DX>......Q......X..u.y+.r..\...n......l....8.....7.z_..u..rC7*z|.......\2....n..
.+'.+...+.......OS../....h.s........zAv...S.V........6Uev...~.gv..?.u...X...KU..1k.;).Lf..$...0o.No..|...Y.3..%....<.9.......j.s.PA.N3....._..=

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed0HJH9AD4.png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 8080

Entropy (8bit): 7.942342290178111

Encrypted: false

SSDEEP: 192:fiIaNVQ6cexMJVnNHBbaMzZ/W9XIpx1XXdy:fiI6ZgRBbac/KA1XXdy

MD5: 612991520A7591E4DD07738D8D86B26E

SHA1: 3D6724D41F9A9C5ECD45420217968930CACEF4B6

SHA-256: 143C350B6D97E04A796B5C0356592AF804F549A10C67632A4A35406F78DB7F44

SHA-512: 4FDB776F8374429E43EF3436065D7E8C5D3D8F1BFD05B8584329290DE7886D0D6A0D014182BE57B289A11E8CF1EA45FBDA94D0F900BDB4B792DB1AD73213D9C
7

Malicious: false

Reputation: low

IE Cache URL: https://lh3.googleusercontent.com/hzvgfKA6vD6zG7BEkFYBynAz6J_l5mz8BdTD6I8KGhgpZ9UTrM26PZ569Ml1GhEpNtZ9hmiMEgdEM7UaEL-
FPTrSHJ_RvqyHiiB7VA=h120

Preview:
.PNG........IHDR...x...x.....9d6.....sBIT....|.d....GIDATx..}yp....n......./P.e.m.l....d.=I6..N.dwk..Tfj...S...dj..I65.d._.m...(.,.o.c..a.<$..x..%....}...a....AJ6~U(....}........k ...H ...H ...H ...H 
..n....`9...Pf.Z7.Q......`.`c.%....`...c........UU;^~..S+z............s.....@&.$.....p"...cL....1.....)........8....?t...K+rs....={..)..U.X..r.V.I.........:?..u....$I....=.n.T|*.v.\....!.Z...`5../...c.h_....@D/
....y....u..........."zL7....f.?\s..4...n...%5.D.r.777......j...i.B.<...h.<......Z.98....'9..mmm=..8. ...9.s~....Y.. ....Q..Y.!.2,..,V+...._P......HIM..j.,I..UU...091...q...bxh.....MMA.4(..UU."0.c....
$IPU..../.V..^xa..'4;nj..n..p8."...c_..J.A:..6........AYy9V.^..U.........y.y.f.10L.c........^..g......LLL`J'.. .s...B.......=.....xN.p...r...B41.!IR.l..!@D..l...AQq1...P.f....!I.4!@B.i..A ..D.........
.../]....&'&.....bP...!.'.s..={...Eid..)...cR4-.:a...(//GeU.n..6...@.e.g|^*.qV..+W...3.....^....J..}kDt..~..xZ.%.MEpSSS.$I_..e...h....EAAA..N'.k.`M]..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed0U24HJE9.png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 6545

Entropy (8bit): 7.937883464416881

Encrypted: false

SSDEEP: 96:1wutEJb7e93Rel1/MddMic2A3IPKbtf66AfVReHj/Hm1qgGWXVJ47:1LmbSBEnUdds74PEVbmTUG1dq

MD5: E01DA42899058F46B6F7C6F0CF807096

SHA1: 1C7DCD862D3DD4C41C3461C0BCE6BD279DC307CC

SHA-256: 656AF61BC2742141A51EF1DF49AA5979863EFC3F9594D9F2B58FCB73BD279FF2

SHA-512: A3E7E6D0894B867F222A17AAEDAD8996D0D08510115ECF33C4FD4D179C834D8756E766E4459AECDFE4B840C3B1DE6E05382E03329B60A40C5C33CA604D10F83
C

Malicious: false

Reputation: low

IE Cache URL:
https://lh3.googleusercontent.com/uzkOxzfGFGjzRx0FK6B541qcv469wNDTQf_TUu4oqH_oPUGJoajTkqHLJ9DD188Kmocg_DJg2OBf1FxyRc6MLK_gMFFRmm7n7XTreZ
U=h120
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Preview:
.PNG........IHDR...x...x.....9d6.....sBIT....|.d...._zTXtRaw profile type APP1.....JO.K-.LV((.O..I.R..c...K.K.D......04006..F@.9T(......Y......1....H...:.C2....IDATx..][...U.Nw.s....B.lv.
{I.H(.).)(..E...RP."..5.~p.Q./.XI...H..x..C..,(....!.g-.:...{.k{v<3.....P].U.U....].G......sNUW..t.I'.t.I'.t.I'.t.I'.t.I'.t.I'.t.O.Q+.P.f.>...%z..<....`.Zq.[...o~...O.?...4'.9.........Ain.9s.!..z}......i
..`.._.q.;M.=....n~.O.....S.?...cF...(....Td-.v.i..;..\.uPmP...........k.8../,~.....+.$...95=?<..ww.{.....)..0!Y9.....j..Av.u.]y...`.00...=...._../.o...<.~I.$.?..)..;y..3...!...`......,-...k.#..2I...i....'..o..
/...p..,....S..wr.u............B~3#..H...bM.P..di.{.......+.<....s....q..Fo..y.@.....9........b2.ks..'........g]....s?}j..'..e.1v/=....D.".s^D.ZhL.l...L.K....x..`...5.~.T..=9...9.S....D.0..s....b.J.@D
.F...H........`..wO..`.H`tg................P..~@B.0......_O{...P>W1.s....v...W.EWH.D..%d.>8.8 ..0.&m...._.\D..L..0...,.+.0nH.[...4...-....&._.%..g_........rl.[.'B.H.d.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed0U24HJE9.png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed3B0W0IFX.png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 3448

Entropy (8bit): 7.911188327415983

Encrypted: false

SSDEEP: 96:5QBBBBTyQe9abQODPsaDMv83KDxsVvBBBBm:KN7DMk3K6I

MD5: 925DF1B29C38B5327417ED3FC9D28488

SHA1: 0C349DD49EB2C70786FDDA11FE8F1CFD5E35A43E

SHA-256: 65F8A50960163124F243E279FB44156CBACABA779CC1AB7C9FD6FCE5383032E3

SHA-512: 0CEE255E9BA7EB1E8ECD3B8193F746647C43A23145879841A8A559E14F77D2B4C4B5F7955DB53E1955B0BF4E22242FB4C6FD1C0BC5CAB9EA342B85F9A0FEB07
1

Malicious: false

Reputation: low

IE Cache URL: https://lh3.googleusercontent.com/OSQqNbZm7pYKt3P0rSr0WN51Qh3NCo8BSJ37es08pTyoHjH9IMIEdw31GxuCp_qXFpqvJwXqeLRbZdrOvv-kFB-
rTaHHfQj0_fDE=h120

Preview:
.PNG........IHDR...x...x.....9d6.....sBIT....|.d...._zTXtRaw profile type APP1.....JO.K-.LV((.O..I.R..c...K.K.D......04006..F@.9T(......Y......1....H...:.C2....IDATx..{pT.}...w%..+
X....z`@v..@.8...$.8.m ..Ml2.K=.N&@.@....L..cO..L...t<.....C .D..T...q...7.!v.9....*.....B...ft...=.~....]...x<.....x<.....x<.....x<.....x<.....x<....`M....l......}......$A.4&7.C`>...S.`[O..
!q&......p..Y..[...d......O.4...@..:^.>n.X.V...B. .U....W...tw.:...]..NH...L.*$....Bc..`.H..t.(...."\Zf.w.3.(3.;E.T....t..`O.....#......f.X ......5Q....p ........=....b7.PM[O...M..B.B...2).e.....h...A
...".`.:...=..}.PM[O.z.....j67;..\.qi.B.8.....H..y.QB.pi. .9...5..........8.=...`.....{.K..y.3..f.3..A.@...9...............TS ...).o..+?./......(.U#..p.....ym..f....5h..;3..4m..Y......V=..b.i64..(..-..y5x..7...
...p..U....g.{5....g%.T.S...g.....n........v.c.....\.B...q..^....t.L.UU.].k7?.o......^...r...LY...]........hfX...E/.B.`....?1.;@...Jk.>......H.qw..a.F..Z..Ip:.r...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed4GNHJ2D8.png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 288 x 288, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 3645

Entropy (8bit): 7.75793461990339

Encrypted: false

SSDEEP: 96:wSzET1HChwqjw/2bV0bNvJ9tMHGpLT4vgEOXCPdgl70j7:wSzUCKZ2bVMNztTUgEOXCPip0j7

MD5: 7C775C4996CE260C6854BFB22C9730B8

SHA1: 63E4289BF449FA6AE475D5292FD15D7BDFEA05B2

SHA-256: 7BE36B84AF5D3B447EAE7CFBCE6A3CFF1D30112FA4CAB80F4F16AD76712C27E6

SHA-512: 6546730108153AD6A49EC5BD0D82A572728BE63171359097658D4BFE22E43B2B62B96C25A1A351079DAADF7A1240AD91D3A349A3584DFB76BE62F58138721385

Malicious: false

Reputation: low

IE Cache URL: https://lh3.googleusercontent.com/DaaQa-Y-b3_IAhu6SBFb2vRl8PFR5iuCLwLszc16_OTlLrEFvFF9P4CS0ui-414nG9016ul3dQD1R3mHtmMx4P1bIA-
zRXuPpFN4yw

Preview:
.PNG........IHDR... ... .............pHYs.................sRGB.........gAMA......a.....IDATx..._l..}...8q.4H.Um.S..v..0.4)Es'..Pu#...i.iTe..HT.E.2MS....he.:*.4..e.F..d..L.H.)....&m v......!!
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed4VMSL1U9.png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 6167

Entropy (8bit): 7.954139845533704

Encrypted: false

SSDEEP: 192:zYF+cuBOHxx6aQgPrQgmrnOhmONy9HZjc:2uBklQPgmOoOiHpc

MD5: 85DCBF75465F40AA1779881FE92891D8

SHA1: 73A91D140F6B21AC5FD43B62D4DDEA56431020EA

SHA-256: 8D8BF204A47DA9890728B3182BC4CF1E9904BD402668AAAFD486B7E7799FC368

SHA-512: 37F353D92B99CFD0F49484BDF453610B4D5FEF3D85C30F21F8D12FA2A547F9E08A24EF84A6CC47CA7377B8476EA683FCA6093FDD49B12B895978AE43FAFF2E67

Malicious: false

Reputation: low

IE Cache URL: https://lh3.googleusercontent.com/gRnEKp2-zZSQepcLE4cSa3IdUqkZBTlvmWnmaYdPh9ERKmjx02WLRWxJMALPOGIwQEl4FgQZcogJERKTDx1JrZLVbdg_---
gFavOqw=h120

Copyright null 2021 Page 37 of 58



Preview:
.PNG........IHDR...x...x.....9d6.....sBIT....|.d...._zTXtRaw profile type APP1.....JO.K-.LV((.O..I.R..c...K.K.D......04006..F@.9T(......Y......1....H...:.C2...cIDATx..y..U...S.=..g2Yf.B 
!. $.*...)... (...7.,n.EA..p....zE/.....B.Y.d.B..d.d..}....1.d2S.].]..y.iH.:u.W..g..S..L3...*..N#"..w.u@#P...dRT...#..0.<...(.....XD~....3&....3...`L..@.R.J'.,...."....8.X..(. .:.w..J..K.o......
.........$.l..VJ]]f[.^D.S".V.|...]^.."r..t.W.......]~.,"r....W#G.....]...".>..ZfQ..V.y_..l.,.....V........R.rd..#S...1'.r._bV...k.9%..".2cN.7#.(..+e.%.."r.......`.....E..$.....3.J|.S..~.L.N.h.y.1..4Sy
\)uz13(.."..8..y..lVJ--V.E.XD...b.....j+F.E.xZ.(...<-nA8......6.....a.......s........b...(?h.O.t...W.ji.`!....r]..v.."..sL`.y.x.S..%..../>Or.s... ....J...n.h..).i..B.1.G ......x.IxW.......$.uJ..H...E.
.G.H......5.....X.j.*..].J!2y..LY.59.s.T...B.;..'Qy..N^.VW...?)..(4.....o..+4.;.;..}......u....}....._'.....##}(MQq..T_.I..M.]G.\........XD..6........?..._oG...x+AM0=......
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed4W35904J.png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 2632

Entropy (8bit): 7.870433792269412

Encrypted: false

SSDEEP: 48:pHYJ3fy4X65wGx1Bfp9TPjpu5y06Nx/NLKmVRv5oscezU2uZrcGhxVyhwZ2dk4:Mfy4XB2fr79gyNx/1LJuaI2VGrVIwZ25

MD5: 62368AF0823BFAF46214193B58E192F8

SHA1: 51D7B982294278A877DCC57BE03D2C65663F394B

SHA-256: 2D87EEACB1BAC5F4CC6CDE8DF9B14A894674BECD38A47D2E4A8E964BF55FA992

SHA-512: E3471ADED3BCF020609C6DC7E5D80D24ACDC254EC6C5A9FD3792F3C3D88645CD2F132CE2E129AC68258BACED448977C15F7EE7280E0F15E9A03EDFEB236DF
6CD
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IE Cache URL:
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 5166

Entropy (8bit): 7.9339792219256795

Encrypted: false

SSDEEP: 96:jK2CQNYiwf3YBRJLnPreRyzJmMviXRlHyAZhPxpWPS3Nq+fNvgelT:G2xYiTTPyoz4Mv+jpxdNq+ZgelT

MD5: FA46AF2432EC105E583DF3698909C0E0

SHA1: 22C7C8C22021C19EA9826E4D94FA6A07DFD38859

SHA-256: 0EEB295D215A7C811D950E7F55CCD67C033DD1A022FBB985073BD16575B93495

SHA-512: 9069D6692880ED70B07B7057875CAEF90C3E984E951D72B62533E10847235ACF52D939F352FDD72CBDFDB0A7455BF9137D3D74F4F2737202294021F006C273F1
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IE Cache URL:
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 5809

Entropy (8bit): 7.952571543240469

Encrypted: false

SSDEEP: 96:Ibd9CUwbfK4vjAm5d8hjGFZHEonzz9VZImlrhOszBAR5yghxzQS2xI9pZnN:IbnEbfK4bACOjG3Eoz7ZImlgSBAR5Zx1

MD5: 086DE0AA78EE519FA667D3B7F6C7D8E5

SHA1: ED8669B55EC0FE797DF883561BAB89A6413BB15B

SHA-256: CB0559416BAABB67BD34C90E73C7FD8CEBEB3E41CB488C35E63BDC17583F93C3

SHA-512: 832E618CBA1237D476C7653E4ECA4B3598901931DB8050A92CB52EEFB503EDCFBC0DF1E1E6B0B72EBBD64258CA10489F15C659EAD7776DA66CDFEC1FD417D9
71
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 140 x 120, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 8778

Entropy (8bit): 7.942738473939737

Encrypted: false

SSDEEP: 192:LuGUDoPyYMC1jr+nnooooooooooooool2ibRSKuh0w9CWlcQCny39JXG98cJ2JhP:KGeo+C1unoooooooooooooolfbRSKuhx

MD5: 8ED0B782BA444B97EF8CCEDD43EE07CC

SHA1: B9BF460B09256B0D44CDDF7B9E7BFF8337588528

SHA-256: C70F9C6B0BF43CDABAE4E90F2301E09B75767FC6458A2C011703B8E152031B99

SHA-512: C33E14696E2AF25FB60C4D24516CD4CA603D9546BE6751567627A94293FD641C9C7F5E92B347A32F44D74D599B0D6F3F5EE910173A188C62BA4F15CA44788928
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 311

Entropy (8bit): 6.857968381463347

Encrypted: false

SSDEEP: 6:6v/lhP8FjnDspak6PWae+BXPXr7S6R4bZJyj+dHB/Fh8c/kaT+7+ummbp:6v/7kOkP39UC6FtFqcsacRmm1

MD5: 4CE9619B3F87507BBAC6E38AC6D0B76B

SHA1: 5604F79D6BD387A064847993828B56FE98417DFF

SHA-256: A959E554063938C7BB469D56923F802E0C1D8E6DDA1C2E8AB6DA04A99833E727

SHA-512: 95F8D455CC900E449E5858487D06754AA55BD416A4E797E502890A946EE9728F2C76C78589252602EF7F8E7B12726F61F53EE944B9B139DC869CDB884F15C9ED

Malicious: false

Reputation: low
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 6204

Entropy (8bit): 7.967752249066656

Encrypted: false

SSDEEP: 192:X79+ssXDNTkCqgz3RUogbJ81G4t/Np0e7npzLdN+:X7WNTHP3Roi7t/hnpvdN+

MD5: A2EB48EA45E1F651974302A149CCB977

SHA1: 228D0A750A2A2894B2DF13EF4345796CACEA81BE

SHA-256: 7897FE56F0DE033290605D6ACAE815F8EFB485011C7A9C02927C62256AD87D5C

SHA-512: 5348FBCD1B6BE75F03270CEEE00568B338FAF5E49689E1B44B32161E53D767DF181F187E990B88CA9D21C89AB042A7A43DBC83EFFEACCC25ECA8BF56D98B3D
01

Malicious: false
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 4182

Entropy (8bit): 7.933011545999401

Encrypted: false

SSDEEP: 96:+STVw+JAzwgXvWSkITq8SNJBZYOAyECzP1fNIfm2CTIFr2:+SDJAzwnFIkYETzt

MD5: 7B13529DA95781900736E925C1BA0B60

SHA1: A23914D7DBF36D933DB068A7ECD4041115FD595B

SHA-256: 766803090D1CFA29528E521984A8E22175F7E65AEFD55E5A1043126AA8C4FAFB

SHA-512: 7C9CDE70DD362E2165FD9259CA4FCCC5029DF41A7B654536BB03CED1B7AE286E4D39461DA37BE5F328815308B620E06CE7B3F1292BF15100063F3A18AC769AE
E
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zaapC=h120
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 5801

Entropy (8bit): 7.957556243069922

Encrypted: false

SSDEEP: 96:AAKD1reDM5vbtTDptuqYUEmx/bC2XG7peLgg9/qnvM7vD60Q2dhqPkNP:AFxSYpFVRlGiGMLgC/Sk7bRQ2WqP

MD5: 570F6138A87550C7841F47EF4621BC93

SHA1: F2E450FFFE3CEC0BF46FAF2CFAB1416B3BEC5F6D

SHA-256: 9C017009AF77D65BA9DC59012B78D0484EFBAF27320E471D5B3D570623E14DF1

SHA-512: EC8D95037A71D2D501F26B4911B1D41741304031A14E54C4C68EE74CD1D6A54FDAF0B086FB8E2360EC4E07C7854266F3D30C276CDEB0FC2F660E688B6F8640F9
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 128 x 128, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 3212

Entropy (8bit): 7.903559711445454

Encrypted: false

SSDEEP: 96:g165KmNJk+yzv9Q6aVDIhu1jF2mHIETcH:A6Um/UzvVaVD00jF2m/cH

MD5: 579D58CE3B333812D6C65F7126044383

SHA1: C40CC6E1353F600235DF03FC7535588D804A5357

SHA-256: D592669B454954D68EBB09C8D13AB5EB89E09B5C0957107CBB709BDF945DA06E

SHA-512: 03B006A160BA77FF16FE52BFAA85A3DF0E359E863A31ACD70650871F64ECE124F2272D43178340CBFEDC8B0B845B6629902E8C60896C18BB9932B81277FDEF5D
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 4758

Entropy (8bit): 7.940515160285904

Encrypted: false
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MD5: DC532557DB81144A3E80FDCA89C86CDA

SHA1: ADAD82AC6EB3A54E5322D3719920FA1BF8A96F45

SHA-256: 246F1BE094BA8E30BEE990705A245E2AA796E097A9B2465BA19074014FA82267

SHA-512: D7286C24207224AAECC164203E0ED32586B5EABFE306377FED7D5F26CDFB624BF33B3C97B442046597A9B57F6885A539D2F1A53843EE7DE8007A81DC43BF29E8
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 4959

Entropy (8bit): 7.933764002947936

Encrypted: false

SSDEEP: 96:fJt426iRuIukpRViZHGZKAhWRcnsuqmCqUdSbusFKrV8aIuODA+FBujaz:fX3zRuINpRwIZKAARuqBTdKus9u0Oaz

MD5: 6AF69B13BF4CFF6B0A49E4915B635143

SHA1: 8707A71A08C0C11EFF4568C43CEA5869D141E669

SHA-256: 19581E3A59A9A7C2C9F2EABD5AF8936A10E61E72FD7B33B4F5B19C638079F6C2

SHA-512: 787873BD51C0DEDFB89BB768D869DB04EB63A1AD23E90C591DD5FBABF2E94921F6C3C1FC9E6E2EB07C8D605232BD0C2DC4DFBE5D1F63B3E42D6BF3E603CD9
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 96 x 96, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 3298

Entropy (8bit): 7.837635427219808

Encrypted: false

SSDEEP: 48:z/6wRukLcSjhaaSH8sqPCteRUlrasN0zkKPygbCbtD5DU6l8y8ScNZoLf:zSKuXAt87qqAG0+KQv46l8y8Szb

MD5: 95E90137EF014A3A967C7048D25C811D

SHA1: 7401181842147E1C4A378643D41F8E0ECEB4FF68

SHA-256: 02D31F07AE7C51A2ADEB79578BD7609FF161C3B10900931CB2F1985CC9D6B555

SHA-512: 4697A889CFE845768C1943AD966B6D0EAD8AE59C23B0B49F525F651FACD48C76E8820721D2E3970BDA843B4D6CDC1DBED994FCD945D9509054D41FF8FBE897A
6
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 3588

Entropy (8bit): 7.932290879560458

Encrypted: false

SSDEEP: 96:w3tiIXYDXpItlBVi+zHzl5Ep1vLKl9X+9qVsHR:w3tboDpILeovOvLKlJcqsR

MD5: F294556B6D960CDFBA3558D4EAF52405

SHA1: 177BDEAF62611D07DB6CA2C28C44E2BD1F3FB468

SHA-256: 93A40904D7C19B777EE563FDA2BA1CD80DDA4F16BD47E473DC50A01DF203C5E8

SHA-512: 8DC0A91496AFB78FCF31C66B14465ACD3EA50057E38CA2D69B12B8A8747C79907AEF957BA0F654870C07A33AFCFD45EA3A9F0C77B65CCD74739C77DB50C52F
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 3718

Entropy (8bit): 7.902216357660839

Encrypted: false

SSDEEP: 96:wGzb7xCKbr6scdsIjTRrmKZXrzMozD2dbzu7F:wGDx3bGsI5rztZ5F

MD5: A8E2EDB8631D631A06402DED7293EC8A

SHA1: 386F953821B2AFB9F2416787E1ADC6EFDD32FF72

SHA-256: BDCDB5CC0786893E6C733196A05E39F25E8566E63A0F10BAFCD7986217373B2E

SHA-512: 698D51E5BBA3D2B97E0C787A21D9174AF7AE268608125B950AA31A07E883E9AC937FE6A41B3BBF8EAFE8D183B38602A5C44D8551B0C2A1E42E39322059D94F06
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 5362

Entropy (8bit): 7.945065053794107

Encrypted: false

SSDEEP: 96:rgJJa5NbN/IX0LnzLbtEhhEvHLh/aLLLnsuvpVqla4s8J31WjEW1FXtI:SJ+5/WynbWHEzh/arnVTqlaoJ31WQW1A

MD5: 2B2060656DDF991353ECE84E235CDB9F

SHA1: E5948825B1C468FC9EBB7192506D97B48029EF14

SHA-256: FDE9169DEA0430A2F69ACEE367A8578777BDBA1AFFD163C953C5A5B77F17D81F

SHA-512: 2E50B00C2D71B5FAB49D132901E72E7DE12935970F7A3A19A2777798D0E83A0D576EFDC6C23B78C000B466E0A3146031FA8D1B67F07607FF22DFEA4493E8D949
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced
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File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced
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Entropy (8bit): 7.949745173617256
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MD5: 67B80EBAA297FEF3D2CB43DD7CEA1F81

SHA1: 4FDE60A9319B11D69C2C01B93BEC88FDC823E878

SHA-256: 0F1A88E865679681654BC02B73E15116B2283265C32FA70FCE148093D46F8F7D
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SSDEEP: 96:qGTVfXQeZ6gRGf+MGi/k9GsSXMT9gpCYnSODgDmMtFI:q0igRGfb/EAKgpZkv6

MD5: 004C42038ED80491A9B4C6AFE5AA9AE6

SHA1: 45B94C648F20FF1E472A7D4ADF0568EE235C3702

SHA-256: E2C6D097905C8EB08C93F88B1DFA2FA8040ECCB1455A23E20055C8EA78457934
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 5573
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 6540

Entropy (8bit): 7.942168893905763
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MD5: 688701489CA19D17246D57259099FBF4

SHA1: C4D042C29E8488E979365854B392410D572E63D4

SHA-256: 715BC2B6BB65437D62A5B68192B10AF793F28B795B4CC86836D6A656E7405857
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 5999

Entropy (8bit): 7.961046691116789

Encrypted: false

SSDEEP: 96:oOw7cs1fnn+XHwl05q7pdTyoA/yEKwjXeReoMmGgvQBLSgsdrtcQYV0FC8l4txIZ:oJcOgLGhyoXEKwjEeoMmaLFsdrmrV0FV

MD5: A9A6DD2F9BD1B53B49D2B4EB7E46F998

SHA1: 71484C64A98AC7FB408BA6C007E78588E669EE64
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced
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File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 4969

Entropy (8bit): 7.942391106091995

Encrypted: false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed[10].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 120, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 10313

Entropy (8bit): 7.9718228419840305

Encrypted: false

SSDEEP: 192:TPZ7EKgySk/9jMKAFncUEG6jYuqYcywDtxM0qYQQYjew47m:jZ7EbySk/9ZUEfjYuGDtxM0lYCp7m
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MD5: 52E6CBEDA33D8EE6739744B8EDE5673C

SHA1: 4F0D29F9CF7A0C36C15D36154392D4C855114900

SHA-256: 314447262E1F51C91F49EA1D32A57F5CAA5E6476FAE400A8297B69EF28D4B498

SHA-512: BE38B30766ED51C44E4F6A76EB38363C50A98089B3043FF9DCAE28239D10CCD7E06F59338A2F7E7248A6CBA499C5A340EB502AE3E3AFF8F40775D56DA7C6E9F
E

Malicious: false

Reputation: low

IE Cache URL:
https://lh3.googleusercontent.com/7hNVq4eXYDqKikz_x6QUIN1x3ArrF3IzcaNWS6TQpna79BIWfNfnRviifT6hBugE7mYpKpiM7Ps7YN5XkGFmXaTyTKjiYsUoNquxGvQ=h
120
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed[10].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 600x495, frames 3

Category: downloaded

Size (bytes): 23382

Entropy (8bit): 7.690995099370002

Encrypted: false

SSDEEP: 384:4ritd3fRYpSRcIzCV+Imwt+29an2IddYXvd4FM7KJjk0ufGEnMtHeHnAOOOOOOO8:QEd3pYpCcAC0q82JvdLOk0wQeHnAOOO0

MD5: 328D503F1156F4306AF9016D29E7D55E

SHA1: 73DA599A09DEAD268B00FDC0C5530A1968203BFB

SHA-256: 6A2980AC8F45B51A3AF4C87C90C32B25F18B2A7386D37458E3007B1C24AD391E

SHA-512: BA47C683701D88A87E4A7E423E61C29BF01BED0D853A049C8133B9881295824A72F419FD8ACE5201AA300C8D1786D3F6B7CC149745C345CB3F8764583B53B35A

Malicious: false

Reputation: low

IE Cache URL: https://lh3.googleusercontent.com/op4ES5T_zkZXRFr1UYFUNUu5ZOQwjcHCHTO6SIm0gaTxar7EDaCiXCjFRKzA7xOVpXRio2VgifpPogJIRipbDx9u9cUs9Sxkr-
qLXhg=w600-l90-sg-rj-c0xffffff

Preview:
......JFIF........................................................................................................................................................X.."..........................................X..........................!...1AQRa."q...
....#2BS.....3Tb.....Urs..$4C.cd..D....%tu.....................................Q.........................!1Q...Aaq...."2.....R...#3BSr....CTUbst....45c.6D.................?................................................
..............................................................................................................................................................................................................................................................................
;Nk...7V..zQ..+..q.....`..Xz......4....#F.H.V.&..4....2e.\..............................................................................c... 46....M!ok.):...U+jJw._u:r...eT\..........m.4.Z3G._...|X.M|.1N..LhI..
k..*..^R..tM.<..V..Ub..Z..:sy.kO.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 512 x 150, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 19051

Entropy (8bit): 7.963005527430659

Encrypted: false

SSDEEP: 384:eVljhiyyO3/we3GbODXc+SwSpmD4AEstdoF2zIWKqALf5:eVljgyh/w3bOTtRSkD4m/dALf5

MD5: A42BC837D63B8DF78FCEE935FA218267

SHA1: CA1434826F2F43C8FAFF4FA796859545DC9C178C

SHA-256: 1B3C9B9F99BACD23093E249206A161261BADA3268955D7F023C8F2A240E2C60B

SHA-512: 01800984EEC6C33F0B06BE0FBF142D9A180AF3282E4EA0B255040A808D9D50ECAB349EE2F96B64E6FA4D87EC4463C419938E5AC6C2C6B36A5EAB4F3E173656E
0

Malicious: false

Reputation: low

IE Cache URL: https://lh3.googleusercontent.com/OBvpNtOKZRZjGFYGsmUrME8yMIjkk1BNQX89gt_lMN2afWCZDvE4SdZhPGXI72vDo-wWqML-
8NDy2vU2zY2c6oOktAXZbcwU9ByMBw
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed[2].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 600x495, frames 3

Category: downloaded

Size (bytes): 57131

Entropy (8bit): 7.951618723294327
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Encrypted: false

SSDEEP: 1536:wfpqptCNSzaOHklCjzRaOfC2+5zYXDnoC:kqptvaOEsgwv+5UDoC

MD5: 69BF0B41BE2D133EE1225CF48B283564

SHA1: 3B030054DF14A069BB99B3B309C3D56F80C3103F

SHA-256: DF0A31CD20FFD9A4E177BF969074A29FCF1A89D3DED95AA655125BE38DBEA747

SHA-512: B3181B63E4D1F8EBA3D984BF2DA7E2A30887485F5D9EA2CCEE83D950FAAD65D4A9B31A788CCBE1C93EEB5EB7898D5D0548C677404B1EBC4E0453F8F5A7CCD
C7D

Malicious: false

Reputation: low

IE Cache URL: https://lh3.googleusercontent.com/kUN-LG0uJ3F64aoCpXcTqAclhP4lte3u-jB0WGvMGk-
JVKSHLoCN4dMowKzsWMp4qAyui_ckL96YE6nPo_dDdVTTRrH9Zxkl0j14=w600-l90-sg-rj-c0xffffff
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed[2].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1144 x 724, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 67371

Entropy (8bit): 7.679263935940593

Encrypted: false

SSDEEP: 1536:5YztfLXUdqkGGiC6ErX11UxRagsbhPu6+pu:58sXGGia1uRkt3+A

MD5: 0F7C84859EFF7A225BC6E149D9839302

SHA1: E619E3C9638E4FA529C1025F785EC324FF9C455E

SHA-256: 74FB885F32AA8F8DB1270F3FB7673A74A7017DFDC106FDBD75E2A53A0705B532

SHA-512: EC17B8B7A03F52DE2DE30E2195F9484006832E7FDB0E1F83A31DB62E5C3F561FD5F9FDE690018319C195CBC114064A6A007CDC33D986C6FF73371B3CE0EA6BF
0

Malicious: false

Reputation: low

IE Cache URL: https://lh3.googleusercontent.com/SYHEOP7wvOPy--
CQysghxN0F12Y9aMNXFa2UPIZx2Yc2DNmZezZfNvTYFjjSkBhm2s6eBnWArebaexOIRiycFRYwE3njIPWuIHReyA=w0
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed[3].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 120x120, frames 3

Category: downloaded

Size (bytes): 2443

Entropy (8bit): 7.665691107743257

Encrypted: false

SSDEEP: 48:OYKhCxveazjpYe2I0ljxbRmiHnvxeZyATW3Q9S1ynX1fldygJ:OAN3We2I61bRvHcZyATW3Q8YX1tzJ

MD5: 20AE0C61C89D80CEBF87AD1BCC6CBE15

SHA1: 9D806CBE472733BF43E6B60706FC943B82B300DD

SHA-256: 6DEBCD57F8A64F7D2841288F7839579ED0101B8D05BA70621DE72F4FE3BA6923

SHA-512: 4E7AE428F6E3EFCEFEB7DD366005B2E6951C1CD033D9B9A6949C27ABD573471B0EFD1757863E289144DB319C94736CE3339BDCB9B06F89E9B879DC3FB32AAD
E0

Malicious: false

Reputation: low

IE Cache URL: https://lh3.googleusercontent.com/tUfd9tmqYw7QFa0Nnpde9SawF7tIAhwDw_ZM5YwuG0FmBTzjStOVQu1In41aEdg0FoXcXYEVk4L_FQDbPrXsJy-
sg1BMEkU14M89=h120
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed[3].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1422 x 936, 8-bit/color RGBA, non-interlaced

Category: downloaded
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Size (bytes): 65910

Entropy (8bit): 7.299923660171156

Encrypted: false

SSDEEP: 1536:LLGUjEwpPMiM47iMIwyN+YPPP9mIQGKFkvRLSD:LLRjEMPW47iLwyhPPP9mIQ29a

MD5: 23A5D0CF8AF8B87E1A46E64E82AEF230

SHA1: 8F10457D995F7EAE37D22E9035A7E5586E0994C2

SHA-256: DF623DF9A70CA0D5040EEFF52E2A8D16E8B148C83F9351FB79EF8E4AA86570A3

SHA-512: FB83FF45E3F1F9C652B46E7CB37CE76BC44F1CC2E682F847FFA3C6CAA64B8DF9DAD9615C3B6C2453CFF4761A15A8739A50B35B438007F2E9E82B90B31AE95FD
6

Malicious: false

Reputation: low

IE Cache URL:
https://lh3.googleusercontent.com/YyYaEKZ3ilu6LoMPn3qdN2lmr41cg5mydSJVJMqavw44ArkWJbKwYduSowo9Em8MzF38tW78LTYrzslan2dhGB_QtTIXvPrck8QTuJQ=
w0
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 128 x 128, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 8389

Entropy (8bit): 7.917300776772861

Encrypted: false

SSDEEP: 192:xIIHUCD4wavWUxq5qR2i2XT+RBSfzAeYw:n0wCq5qkxXbzjr

MD5: 939A093F38C31C1E1FADFD51983716BB

SHA1: 6BEB74F5A2876A89F9558ACCC15E48C7EF9BCB78

SHA-256: F86B21F4B4FC02920B856A75B701275EC57CE6A185848F468F40D23327B3D3C8

SHA-512: A241ED629788B1D2F2584C9A3842CEF529D03EE3801359D852D6CF619D7A0008F7259ADEA0FA2BFC4AF1120B8100D93309FFEDECEDEB7DA822C310C5FF073C3
0

Malicious: false

Reputation: low
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rvg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed[5].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 300 x 300, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 9237

Entropy (8bit): 7.829941711310366

Encrypted: false

SSDEEP: 192:cS8fkncbK6hrknQctB//pTZ6OQs34kKtAcLFXicsyeuRys6Mv:b8MncbKieZV8i4kfchqyDRiMv

MD5: D3D88D94BAADC80777159359C54F4DF7

SHA1: 22D34B1B34E71FC4D8C20C3DAB0B5B297B71F728

SHA-256: EE29EB7E0F7D1693557DFBEDE1FD48425A0F67166AD77EF8C04A0423AA9B0C0A

SHA-512: B2B94FEF052C2152D20FE5FE3C4AF3B115A8B66209D5467C19B7FD4704139D78ACFA14B709163E5E7FD2BF8A218258DF573E141FB8E717A0C9F4C74A007607C0

Malicious: false

Reputation: low

IE Cache URL:
https://lh3.googleusercontent.com/9NuRdiRepVI3n1txfg7Ky2wWzB3DvXkWABXeFMSn2tzDYYkv8T_RMA9R17fWi0ziUDIDTVJx0JruCzOev37c4dkK9Wrgkeyam3pM8lI

Preview:
.PNG........IHDR...,...,.....y}.u....pHYs................_iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adob
e:ns:meta/" x:xmptk="Adobe XMP Core 6.0-c002 79.164360, 2020/02/13-01:07:22        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#"> <rdf:Des
cription rdf:about="" xmlns:xmp="http://ns.adobe.com/xap/1.0/" xmlns:dc="http://purl.org/dc/elements/1.1/" xmlns:photoshop="http://ns.adobe.com/photoshop/1.0/" 
xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stEvt="http://ns.adobe.com/xap/1.0/sType/ResourceEvent#" xmp:CreatorTool="Adobe Photoshop 21.1 (Ma
cintosh)" xmp:CreateDate="2020-03-23T17:52:30-06:00" xmp:ModifyDate="2020-08-11T15:32:20-06:00" xmp:MetadataDate="2020-08-11T15:32:20-06:00" dc:format
="image/png" photoshop:ColorMode="3" photoshop:ICCProfile="sRGB IEC61966-2.1" xmpMM:InstanceID="xmp.iid:d52c695e-e9e1-4e62-95b3-6245b22b2a8a" 
xmpMM:DocumentID="adobe:docid:photoshop:9ccbb705-c4de-3842-b59c-2bf0f3926ff2
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Static File Info

No static file info

Network Port Distribution

Total Packets: 120

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed[6].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 128 x 128, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 3455

Entropy (8bit): 7.723315830615501

Encrypted: false

SSDEEP: 96:924aQnKiPOIJFNOQBr1RQpjugSt9cRWOBF:WkK8PJFJr1RQccRW2

MD5: 5499503313D1C9B3BA932AE65707365E

SHA1: 3F05538E4A24B2350FF5185E896C5D378FC11AF3

SHA-256: 0C7BD76817726621DBBC8E1E032C1159A6D1161AEB2D0D3F0FAAE7092063733E

SHA-512: C80586D8CB99CD654B9E31D53919FD9D0E8C9DA9D772D291B905471B22036435BCB30EB3E25AAEB8B4937986B7AF84F74FE683120D224887469B5D3DE3151885

Malicious: false

Reputation: low

IE Cache URL: https://lh3.googleusercontent.com/Q4UDu0hKQgAyUzO0RpJTpTKc2DyaZbU-K96JCJjqKd9_ABetMMpS6LxO6Y7Ypm2CVhCro4n4n9PTF97SlwrSjmJFaHdV-
_yDr8MpX1M

Preview:
.PNG........IHDR..............>a.....tEXtSoftware.Adobe ImageReadyq.e<...%iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> 
<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 6.0-c002 79.164460, 2020/05/12-16:04:17        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-
rdf-syntax-ns#"> <rdf:Description rdf:about="" xmlns:xmp="http://ns.adobe.com/xap/1.0/" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stRef="http://ns.ad
obe.com/xap/1.0/sType/ResourceRef#" xmp:CreatorTool="Adobe Photoshop 21.2 (Macintosh)" xmpMM:InstanceID="xmp.iid:4D93FB6F206D11EB9DACD75CA1E8539C" 
xmpMM:DocumentID="xmp.did:4D93FB70206D11EB9DACD75CA1E8539C"> <xmpMM:DerivedFrom stRef:instanceID="xmp.iid:4D93FB6D206D11EB9DACD75CA1E
8539C" stRef:documentID="xmp.did:4D93FB6E206D11EB9DACD75CA1E8539C"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>.%q,....IDATx..{.TW
.......n.u....R.....V..1U...k.k....MS....j..5.Hj...b4U.E.I.M..V..Z....e.d_....{...e.d.{...;.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\unnamed[7].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 58 x 58, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 18405

Entropy (8bit): 3.30307468404555

Encrypted: false

SSDEEP: 96:oFZ/I09Da01l+gmkyTt6Hk8nT7skEWRwxNXuBQ5uPqcVAG0PuwfTl:oFS0tKg9E05T4kt+puGuwfTl

MD5: 6E79FA388ECA6523260E1B19714CB06D

SHA1: 67F1D1C01DC339EA0C07D2299B5BD5BC1D62F4FE

SHA-256: F9991B7C4894AF087C50FDEF3F3BDDB0856197877DDA93840D0967C6895BD4B5

SHA-512: C227F81EB418CEB66D94E14CA6B44E1210A62DFF2FE5741E48922864C526805C9DE60ED68C81E3278007D4AD95F3EA349EBA969050A5511C991AEC75AFDFF689

Malicious: false

Reputation: low

IE Cache URL: https://lh3.googleusercontent.com/I95wjYii8vhFSSx-
aSYdh2hPAMjgZkA9yjarSQoOd98COwOxkAVn_dulBcTcfbsa7Limy6IKX6G95ep6OB6y2yMLMiX0YEqFx3KQHQ

Preview:
.PNG........IHDR...:...:......J(....pHYs...#...#.x.?v...OiCCPPhotoshop ICC profile..x.SgTS..=...BK...KoR.. RB....&*!..J.!...Q..EE..........Q,......!.........{.k.......>........H3Q5...B......
....@..$p....d!s.#...~<<+".....x.....M..0.....B.\.....t.8K....@z.B..@F....&S....`.cb..P-.`'........{..[.!..... .e.D.h;...V.E.X0..fK.9..-.0IWfH.............0Q..)..{.`.##x.....F.W<.+...*..x..<.$9E.[.-q.
WW..(.I.+.6a.a.@..y..2.4..............x.....6..._-..."bb....p@...t~..,/...;..m..%..h^..u..f..@.....W.p.~<<E.........J.B[a.W}.g._.W.l.~<.....$.2].G......L.....b..G.......".Ib.X*..Q.q.D...2.".
B.).%..d..,..>.5..j>.{.-.]c..K'.Xt......o..(...h...w..?.G.%..fI.q..^D$.T.?....D..*.A....,.........`6.B$..B.B.d..r`)..B(...*`/.@.4.Qh..p...U..=p..a...(....A...a!..b.X#......!.H...$ ..Q"K.5H1R.T 
UH..=r.9.\F..;..2....G1...Q=...C..7..F...dt1......r..=.6...h..>C.0....3.l0...B.8,..c."......V.....c.w...E..6.wB a.AHXLXN.H. .$4...7...Q.'"..K.&.....b21.XH,#..../.{.C.7$..C2'...I..T...F.nR
#.,..4H.#...dk..9.,

Network Behavior
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• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Jan 14, 2021 02:19:57.575794935 CET 49704 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:57.576967955 CET 49705 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:57.759399891 CET 443 49704 142.4.24.112 192.168.2.3

Jan 14, 2021 02:19:57.759572983 CET 443 49705 142.4.24.112 192.168.2.3

Jan 14, 2021 02:19:57.759582996 CET 49704 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:57.759711027 CET 49705 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:57.771475077 CET 49705 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:57.771670103 CET 49704 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:57.954446077 CET 443 49705 142.4.24.112 192.168.2.3

Jan 14, 2021 02:19:57.954484940 CET 443 49704 142.4.24.112 192.168.2.3

Jan 14, 2021 02:19:57.959240913 CET 443 49704 142.4.24.112 192.168.2.3

Jan 14, 2021 02:19:57.959294081 CET 443 49704 142.4.24.112 192.168.2.3

Jan 14, 2021 02:19:57.959413052 CET 443 49705 142.4.24.112 192.168.2.3

Jan 14, 2021 02:19:57.959453106 CET 443 49705 142.4.24.112 192.168.2.3

Jan 14, 2021 02:19:57.959461927 CET 49704 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:57.959490061 CET 443 49704 142.4.24.112 192.168.2.3

Jan 14, 2021 02:19:57.959492922 CET 49704 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:57.959517002 CET 443 49704 142.4.24.112 192.168.2.3

Jan 14, 2021 02:19:57.959523916 CET 49705 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:57.959553957 CET 443 49705 142.4.24.112 192.168.2.3

Jan 14, 2021 02:19:57.959590912 CET 443 49705 142.4.24.112 192.168.2.3

Jan 14, 2021 02:19:57.959604979 CET 49705 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:57.959620953 CET 49704 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:57.959719896 CET 49705 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:57.959736109 CET 49704 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:57.960632086 CET 443 49704 142.4.24.112 192.168.2.3

Jan 14, 2021 02:19:57.960716963 CET 443 49705 142.4.24.112 192.168.2.3

Jan 14, 2021 02:19:57.960803032 CET 49704 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:57.960863113 CET 49705 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:58.023650885 CET 49704 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:58.023757935 CET 49705 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:58.029239893 CET 49704 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:58.206957102 CET 443 49704 142.4.24.112 192.168.2.3

Jan 14, 2021 02:19:58.207005978 CET 443 49705 142.4.24.112 192.168.2.3

Jan 14, 2021 02:19:58.207324028 CET 49704 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:58.208690882 CET 49705 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:19:58.251301050 CET 443 49704 142.4.24.112 192.168.2.3

Jan 14, 2021 02:19:58.836666107 CET 443 49704 142.4.24.112 192.168.2.3

Jan 14, 2021 02:19:58.836756945 CET 49704 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:20:02.487687111 CET 49724 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.488871098 CET 49725 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.535684109 CET 443 49724 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.535774946 CET 49724 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.536685944 CET 49724 443 192.168.2.3 74.125.128.154

TCP Packets
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Jan 14, 2021 02:20:02.536765099 CET 443 49725 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.536869049 CET 49725 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.537400007 CET 49725 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.584511995 CET 443 49724 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.584842920 CET 443 49724 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.584884882 CET 443 49724 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.584918976 CET 49724 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.584919930 CET 443 49724 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.584968090 CET 49724 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.584984064 CET 49724 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.585262060 CET 443 49725 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.585530996 CET 443 49725 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.585573912 CET 443 49725 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.585603952 CET 49725 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.585609913 CET 443 49725 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.585637093 CET 49725 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.585654974 CET 49725 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.589463949 CET 49724 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.589909077 CET 49724 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.590173006 CET 49724 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.594913960 CET 49725 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.595231056 CET 49725 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.637763977 CET 443 49724 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.637801886 CET 443 49724 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.637831926 CET 443 49724 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.637837887 CET 49724 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.637864113 CET 49724 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.637898922 CET 49724 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.638621092 CET 49724 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.641045094 CET 443 49724 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.641074896 CET 443 49724 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.641098976 CET 443 49724 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.641118050 CET 49724 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.641145945 CET 49724 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.641151905 CET 49724 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.641530037 CET 49724 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.643052101 CET 443 49725 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.643155098 CET 443 49725 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.643192053 CET 49725 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.643239975 CET 49725 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.643512964 CET 443 49725 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.643578053 CET 49725 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.647676945 CET 49725 443 192.168.2.3 74.125.128.154

Jan 14, 2021 02:20:02.689300060 CET 443 49724 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:02.700170040 CET 443 49725 74.125.128.154 192.168.2.3

Jan 14, 2021 02:20:03.842207909 CET 443 49704 142.4.24.112 192.168.2.3

Jan 14, 2021 02:20:03.842308044 CET 443 49704 142.4.24.112 192.168.2.3

Jan 14, 2021 02:20:03.842339993 CET 49704 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:20:03.842416048 CET 49704 443 192.168.2.3 142.4.24.112

Jan 14, 2021 02:20:17.113596916 CET 49735 443 192.168.2.3 216.239.32.29

Jan 14, 2021 02:20:17.114167929 CET 49736 443 192.168.2.3 216.239.32.29

Jan 14, 2021 02:20:17.153906107 CET 443 49735 216.239.32.29 192.168.2.3

Jan 14, 2021 02:20:17.154011965 CET 49735 443 192.168.2.3 216.239.32.29

Jan 14, 2021 02:20:17.154150963 CET 443 49736 216.239.32.29 192.168.2.3

Jan 14, 2021 02:20:17.154246092 CET 49736 443 192.168.2.3 216.239.32.29

Jan 14, 2021 02:20:17.154752016 CET 49735 443 192.168.2.3 216.239.32.29

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Jan 14, 2021 02:19:51.982755899 CET 49199 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:19:52.038995981 CET 53 49199 8.8.8.8 192.168.2.3

Jan 14, 2021 02:19:53.226960897 CET 50620 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:19:53.275003910 CET 53 50620 8.8.8.8 192.168.2.3

UDP Packets
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Jan 14, 2021 02:19:56.356971025 CET 64938 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:19:56.414825916 CET 53 64938 8.8.8.8 192.168.2.3

Jan 14, 2021 02:19:57.368587017 CET 60152 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:19:57.566448927 CET 53 60152 8.8.8.8 192.168.2.3

Jan 14, 2021 02:19:58.845360994 CET 57544 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:19:58.937575102 CET 53 57544 8.8.8.8 192.168.2.3

Jan 14, 2021 02:19:59.140512943 CET 55984 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:19:59.191354990 CET 53 55984 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:00.110778093 CET 64185 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:00.131906033 CET 65110 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:00.169573069 CET 53 64185 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:00.188342094 CET 53 65110 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:00.559102058 CET 58361 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:00.607045889 CET 53 58361 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:01.181281090 CET 63492 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:01.240427017 CET 53 63492 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:01.241853952 CET 60831 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:01.301109076 CET 53 60831 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:01.318995953 CET 60100 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:01.378226995 CET 53 60100 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:01.481379032 CET 53195 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:01.529174089 CET 53 53195 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:02.425230980 CET 50141 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:02.484478951 CET 53 50141 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:02.517797947 CET 53023 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:02.581919909 CET 53 53023 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:02.704220057 CET 49563 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:02.752038002 CET 53 49563 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:03.916464090 CET 51352 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:03.964490891 CET 53 51352 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:07.594166040 CET 59349 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:07.645344973 CET 53 59349 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:08.743832111 CET 57084 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:08.791933060 CET 53 57084 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:10.004389048 CET 58823 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:10.052438021 CET 53 58823 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:11.311266899 CET 57568 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:11.367770910 CET 53 57568 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:13.810112000 CET 50540 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:13.860846043 CET 53 50540 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:13.863126993 CET 54366 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:13.911168098 CET 53 54366 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:17.055485010 CET 53034 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:17.111747026 CET 53 53034 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:17.279824018 CET 57762 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:17.286339998 CET 55435 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:17.335947990 CET 53 57762 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:17.342602968 CET 53 55435 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:18.044770956 CET 50713 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:18.095866919 CET 53 50713 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:18.945528030 CET 56132 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:19.004565001 CET 53 56132 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:19.356297016 CET 58987 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:19.412539005 CET 53 58987 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:19.834589958 CET 56579 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:19.893482924 CET 53 56579 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:21.556339025 CET 60633 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:21.620598078 CET 53 60633 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:22.546442986 CET 61292 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:22.611210108 CET 53 61292 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:22.826654911 CET 63619 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:22.891155005 CET 53 63619 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:25.620779991 CET 64938 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:25.678380966 CET 53 64938 8.8.8.8 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP
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Jan 14, 2021 02:20:26.246726990 CET 61946 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:26.297524929 CET 53 61946 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:26.342113018 CET 64910 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:26.392370939 CET 53 64910 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:27.051004887 CET 52123 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:27.101883888 CET 53 52123 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:27.483103037 CET 64910 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:27.531045914 CET 53 64910 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:28.056376934 CET 52123 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:28.107875109 CET 53 52123 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:29.078557014 CET 52123 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:29.129340887 CET 53 52123 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:29.171073914 CET 64910 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:29.218949080 CET 53 64910 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:29.747689009 CET 56130 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:29.810859919 CET 53 56130 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:29.881912947 CET 56338 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:29.938134909 CET 53 56338 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:30.091025114 CET 59420 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:30.136208057 CET 58784 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:30.149736881 CET 53 59420 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:30.192373991 CET 53 58784 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:31.121221066 CET 52123 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:31.136538029 CET 63978 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:31.173732042 CET 64910 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:31.177174091 CET 53 52123 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:31.184475899 CET 53 63978 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:33.792315006 CET 62938 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:33.851749897 CET 53 62938 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:34.015268087 CET 55708 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:34.079550028 CET 53 55708 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:35.120543003 CET 52123 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:35.172440052 CET 53 52123 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:35.237215996 CET 64910 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:35.285605907 CET 53 64910 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:35.344644070 CET 56803 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:35.393357992 CET 53 56803 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:36.047960043 CET 57145 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:36.125135899 CET 53 57145 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:36.441729069 CET 55359 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:36.492425919 CET 53 55359 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:36.954144001 CET 58306 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:37.010571957 CET 53 58306 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:37.251279116 CET 64124 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:37.255693913 CET 49361 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:37.313008070 CET 53 49361 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:37.317836046 CET 53 64124 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:38.713707924 CET 63150 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:38.772180080 CET 53 63150 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:41.220400095 CET 53279 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:41.281100035 CET 53 53279 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:41.416290998 CET 56881 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:41.474879980 CET 53 56881 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:42.369939089 CET 53642 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:42.417854071 CET 53 53642 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:58.878674030 CET 55667 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:58.939060926 CET 53 55667 8.8.8.8 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 14, 2021 02:19:57.368587017 CET 192.168.2.3 8.8.8.8 0x2594 Standard query 
(0)

btuhasupan
bos.org

A (IP address) IN (0x0001)

Jan 14, 2021 02:20:17.055485010 CET 192.168.2.3 8.8.8.8 0xc5b9 Standard query 
(0)

about.google A (IP address) IN (0x0001)

DNS Queries
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Jan 14, 2021 02:20:19.356297016 CET 192.168.2.3 8.8.8.8 0x27c7 Standard query 
(0)

lh3.google
usercontent.com

A (IP address) IN (0x0001)

Jan 14, 2021 02:20:34.015268087 CET 192.168.2.3 8.8.8.8 0xbdc3 Standard query 
(0)

www.google
.co.uk

A (IP address) IN (0x0001)

Jan 14, 2021 02:20:36.047960043 CET 192.168.2.3 8.8.8.8 0x56dc Standard query 
(0)

ogs.google.co.uk A (IP address) IN (0x0001)

Jan 14, 2021 02:20:36.954144001 CET 192.168.2.3 8.8.8.8 0xc1ca Standard query 
(0)

adservice.
google.co.uk

A (IP address) IN (0x0001)

Jan 14, 2021 02:20:37.251279116 CET 192.168.2.3 8.8.8.8 0x705f Standard query 
(0)

googleads.
g.doubleclick.net

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 14, 2021 
02:19:57.566448927 
CET

8.8.8.8 192.168.2.3 0x2594 No error (0) btuhasupan
bos.org

142.4.24.112 A (IP address) IN (0x0001)

Jan 14, 2021 
02:20:02.484478951 
CET

8.8.8.8 192.168.2.3 0xb9eb No error (0) pagead46.l
.doubleclick.net

74.125.128.154 A (IP address) IN (0x0001)

Jan 14, 2021 
02:20:02.484478951 
CET

8.8.8.8 192.168.2.3 0xb9eb No error (0) pagead46.l
.doubleclick.net

74.125.128.156 A (IP address) IN (0x0001)

Jan 14, 2021 
02:20:02.484478951 
CET

8.8.8.8 192.168.2.3 0xb9eb No error (0) pagead46.l
.doubleclick.net

74.125.128.155 A (IP address) IN (0x0001)

Jan 14, 2021 
02:20:02.484478951 
CET

8.8.8.8 192.168.2.3 0xb9eb No error (0) pagead46.l
.doubleclick.net

74.125.128.157 A (IP address) IN (0x0001)

Jan 14, 2021 
02:20:17.111747026 
CET

8.8.8.8 192.168.2.3 0xc5b9 No error (0) about.google 216.239.32.29 A (IP address) IN (0x0001)

Jan 14, 2021 
02:20:19.412539005 
CET

8.8.8.8 192.168.2.3 0x27c7 No error (0) lh3.google
usercontent.com

googlehosted.l.googleuse
rcontent.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:20:19.412539005 
CET

8.8.8.8 192.168.2.3 0x27c7 No error (0) googlehost
ed.l.googl
euserconte
nt.com

108.177.126.132 A (IP address) IN (0x0001)

Jan 14, 2021 
02:20:34.079550028 
CET

8.8.8.8 192.168.2.3 0xbdc3 No error (0) www.google
.co.uk

108.177.127.94 A (IP address) IN (0x0001)

Jan 14, 2021 
02:20:36.125135899 
CET

8.8.8.8 192.168.2.3 0x56dc No error (0) ogs.google
.co.uk

www3.l.google.com CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:20:37.010571957 
CET

8.8.8.8 192.168.2.3 0xc1ca No error (0) adservice.
google.co.uk

pagead46.l.doubleclick.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:20:37.010571957 
CET

8.8.8.8 192.168.2.3 0xc1ca No error (0) pagead46.l
.doubleclick.net

108.177.126.156 A (IP address) IN (0x0001)

Jan 14, 2021 
02:20:37.010571957 
CET

8.8.8.8 192.168.2.3 0xc1ca No error (0) pagead46.l
.doubleclick.net

108.177.126.155 A (IP address) IN (0x0001)

Jan 14, 2021 
02:20:37.010571957 
CET

8.8.8.8 192.168.2.3 0xc1ca No error (0) pagead46.l
.doubleclick.net

108.177.126.157 A (IP address) IN (0x0001)

Jan 14, 2021 
02:20:37.010571957 
CET

8.8.8.8 192.168.2.3 0xc1ca No error (0) pagead46.l
.doubleclick.net

108.177.126.154 A (IP address) IN (0x0001)

Jan 14, 2021 
02:20:37.317836046 
CET

8.8.8.8 192.168.2.3 0x705f No error (0) googleads.
g.doubleclick.net

pagead46.l.doubleclick.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:20:37.317836046 
CET

8.8.8.8 192.168.2.3 0x705f No error (0) pagead46.l
.doubleclick.net

108.177.119.157 A (IP address) IN (0x0001)

Jan 14, 2021 
02:20:37.317836046 
CET

8.8.8.8 192.168.2.3 0x705f No error (0) pagead46.l
.doubleclick.net

108.177.119.155 A (IP address) IN (0x0001)

Jan 14, 2021 
02:20:37.317836046 
CET

8.8.8.8 192.168.2.3 0x705f No error (0) pagead46.l
.doubleclick.net

108.177.119.156 A (IP address) IN (0x0001)

Jan 14, 2021 
02:20:37.317836046 
CET

8.8.8.8 192.168.2.3 0x705f No error (0) pagead46.l
.doubleclick.net

108.177.119.154 A (IP address) IN (0x0001)

DNS Answers

HTTPS Packets
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Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Jan 14, 2021 
02:19:57.960632086 
CET

142.4.24.112 443 192.168.2.3 49704 CN=btuhasupanbos.org 
CN="cPanel, Inc. Certification 
Authority", O="cPanel, Inc.", 
L=Houston, ST=TX, C=US 
CN=COMODO RSA 
Certification Authority, 
O=COMODO CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN="cPanel, Inc. 
Certification 
Authority", 
O="cPanel, Inc.", 
L=Houston, ST=TX, 
C=US 
CN=COMODO RSA 
Certification 
Authority, 
O=COMODO CA 
Limited, L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=AAA Certificate 
Services, 
O=Comodo CA 
Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Wed 
Jan 13 
01:00:00 
CET 
2021 
Mon 
May 18 
02:00:00 
CEST 
2015 
Thu Jan 
01 
01:00:00 
CET 
2004

Wed Apr 
14 
01:59:59 
CEST 
2021 
Sun May 
18 
01:59:59 
CEST 
2025 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN="cPanel, Inc. Certification 
Authority", O="cPanel, Inc.", 
L=Houston, ST=TX, C=US

CN=COMODO RSA 
Certification 
Authority, 
O=COMODO CA 
Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Mon 
May 18 
02:00:00 
CEST 
2015

Sun May 
18 
01:59:59 
CEST 
2025

CN=COMODO RSA 
Certification Authority, 
O=COMODO CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=AAA Certificate 
Services, 
O=Comodo CA 
Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Jan 14, 2021 
02:19:57.960716963 
CET

142.4.24.112 443 192.168.2.3 49705 CN=btuhasupanbos.org 
CN="cPanel, Inc. Certification 
Authority", O="cPanel, Inc.", 
L=Houston, ST=TX, C=US 
CN=COMODO RSA 
Certification Authority, 
O=COMODO CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN="cPanel, Inc. 
Certification 
Authority", 
O="cPanel, Inc.", 
L=Houston, ST=TX, 
C=US 
CN=COMODO RSA 
Certification 
Authority, 
O=COMODO CA 
Limited, L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=AAA Certificate 
Services, 
O=Comodo CA 
Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Wed 
Jan 13 
01:00:00 
CET 
2021 
Mon 
May 18 
02:00:00 
CEST 
2015 
Thu Jan 
01 
01:00:00 
CET 
2004

Wed Apr 
14 
01:59:59 
CEST 
2021 
Sun May 
18 
01:59:59 
CEST 
2025 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN="cPanel, Inc. Certification 
Authority", O="cPanel, Inc.", 
L=Houston, ST=TX, C=US

CN=COMODO RSA 
Certification 
Authority, 
O=COMODO CA 
Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Mon 
May 18 
02:00:00 
CEST 
2015

Sun May 
18 
01:59:59 
CEST 
2025

CN=COMODO RSA 
Certification Authority, 
O=COMODO CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=AAA Certificate 
Services, 
O=Comodo CA 
Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Jan 14, 2021 
02:20:02.584919930 
CET

74.125.128.154 443 192.168.2.3 49724 CN=*.google.com, O=Google 
LLC, L=Mountain View, 
ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign 
Root CA - R2

Tue Dec 
15 
15:42:53 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Mar 
09 
15:42:52 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign 
Root CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021
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Code Manipulations

Jan 14, 2021 
02:20:02.585609913 
CET

74.125.128.154 443 192.168.2.3 49725 CN=*.google.com, O=Google 
LLC, L=Mountain View, 
ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign 
Root CA - R2

Tue Dec 
15 
15:42:53 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Mar 
09 
15:42:52 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign 
Root CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Jan 14, 2021 
02:20:17.202049017 
CET

216.239.32.29 443 192.168.2.3 49735 CN=about.google, O=Google 
LLC, L=Mountain View, 
ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign 
Root CA - R2

Tue Dec 
15 
15:48:59 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Mar 
09 
15:48:58 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign 
Root CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Jan 14, 2021 
02:20:17.202450991 
CET

216.239.32.29 443 192.168.2.3 49736 CN=about.google, O=Google 
LLC, L=Mountain View, 
ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign 
Root CA - R2

Tue Dec 
15 
15:48:59 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Mar 
09 
15:48:58 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign 
Root CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Jan 14, 2021 
02:20:19.523652077 
CET

108.177.126.132 443 192.168.2.3 49748 CN=*.googleusercontent.com, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign 
Root CA - R2

Tue Dec 
15 
15:47:09 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Mar 
09 
15:47:08 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign 
Root CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Jan 14, 2021 
02:20:19.523832083 
CET

108.177.126.132 443 192.168.2.3 49747 CN=*.googleusercontent.com, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign 
Root CA - R2

Tue Dec 
15 
15:47:09 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Mar 
09 
15:47:08 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign 
Root CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Statistics

Behavior

• iexplore.exe

• iexplore.exe

Click to jump to process

System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 02:19:55

Start date: 14/01/2021

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff702c30000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Analysis Process: iexplore.exe PID: 5336 Parent PID: 792Analysis Process: iexplore.exe PID: 5336 Parent PID: 792

General

Copyright null 2021 Page 57 of 58



Disassembly

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 02:19:56

Start date: 14/01/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:5336 CREDAT:17410 
/prefetch:2

Imagebase: 0x11a0000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Analysis Process: iexplore.exe PID: 5760 Parent PID: 5336Analysis Process: iexplore.exe PID: 5760 Parent PID: 5336

General
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