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Analysis Report https://btuhasupanbos.org/r/iNedezf?m...

Overview

General Information Detection Signatures Classification

Sample URL: hitp://https://btuhasupanbo
s.org/rliNedezf?membershi
p-invoice=id79931

Analysis ID: 339431

Most interesting Screenshot:

Score: 1
Range: 0-100
Whitelisted:  false
Confidence:  80%

Startup

= System is w10x64
. @ iexplore.exe (PID: 5336 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 5760 cmdline: 'C:\Program Files (x86)\Internet ExploreIEXPLORE.EXE' SCODEF:5336 CREDAT:17410 /prefetch:2 MD5:

071277CC2E3DF41EEEA8013E2AB58D5A)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview
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@

There are no malicious signatures, click here to show all signatures.

Click to jump to signature section

Mitre Att&ck Matrix

Privilege  Defense
Initial Access Execution Persistence Escalation Evasion
Drive-by Windows Path Process Masquerading
Compromise Management  Interception Injection
Instrumentation
Default Scheduled Boot or Boot or Process
Accounts Task/Job Logon Logon Injection
Initialization  Initialization
Scripts Scripts
Domain At (Linux) Logon Script Logon Obfuscated Files
Accounts (Windows)  Script or Information
(Windows)

Behavior Graph

Copyright null 2021
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Exfiltration
Over
Bluetooth

Automated
Exfiltration

Command
and Network
Control Effects

Encrypted Eavesdrop on

Channel Insecure
Network
Communication

Non- Exploit SS7 to
Application Redirect Phone
Layer Calls/SMS
Protocol

Application Exploit SS7 to
Layer Track Device
Protocol @4 Location

Remote
Service
Effects

Remotely
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Legend:

Behavior Graph D Process
ID: 339431 Signature
URL: https://btuhasupanbos.org/r... Created File
Startdate: 14/01/2021 DNS/IP Info
Architecture: WINDOWS UNKNOUUN .I.& Is Dropped
Score: 1 ;
:g Is Windows Process
EE:' Number of created Registry Values

started
Number of created Files

Y

Visual Basic
@ iexplore.exe :g’ ‘%:ﬁf
111 Delphi
[ o

.Net C# or VB.NET
C, C++ or other language

Is malicious

D@ 2 i~

started

Internet

btuhasupanbos.org
&' 108.177.119.157, 443, 49781, 49782

GOOGLEUS 10 other IPs or domains
United States

142.4.24.112, 443, 49704, 49705
UNIFIEDLAYER-AS-1US
United States

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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- @ ¢ || Search..

G Google x |3

English Signin

9 ?
N2 | \‘\)

Before you continue

Google uses cookies and other data to deliver, maintain and improve our services and ads.
If you agree, we'll personalise the content and ads that you see, based on your activity on
Google services like Search, Maps and YouTube. We also have pariners that measure how
our services are used. Click 'See more’ to review your options, or visit g.co/privacyiools at
any time.

See more I agree

O Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner

hitp://https://btuhasupanbos.org/r/iNedezf?membership-invoice=id79931 0% Avira URL Cloud
Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner
www.google.co.uk 0% Virustotal
about.google 0% Virustotal
ogs.google.co.uk 0% Virustotal
URLs

Source Detection Scanner
hitp://https://www.google.co.uk/intl/en/about/products?tab=wh 0% URL Reputation

Copyright null 2021

Label

safe

Label

Label

safe

Link

Link
Browse
Browse

Browse

Link
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https://www.virustotal.com/gui/url/4d48058d5bffaefa5134d9a540ffdcb1956ebadb780081500b29e800ee0a7a6d/detection/u-4d48058d5bffaefa5134d9a540ffdcb1956ebadb780081500b29e800ee0a7a6d-1610543875
https://www.virustotal.com/gui/url/95a66654e7323c05e0f876fb704a18393c1189e9b3a82df0d66698adcd2d2738/detection/u-95a66654e7323c05e0f876fb704a18393c1189e9b3a82df0d66698adcd2d2738-1609545911
https://www.virustotal.com/gui/url/1898fa32b427a64b1c49539673e60a79b5ff58d9aaaf5f956a7c35e9b20a039e/detection/u-1898fa32b427a64b1c49539673e60a79b5ff58d9aaaf5f956a7c35e9b20a039e-1603852261

Source
hitp://https://www.google.co.uk/intl/en/about/products?tab=wh
hitp://https://www.google.co.uk/intl/en/about/products?tab=wh
hitp://https://ogs.google.co.uk/
hitp://https://ogs.google.co.uk/
hitp://https://ogs.google.co.uk/
hitp://https://adservice.google.co.uk/adsid/google/ui
hitp://https://adservice.google.co.uk/adsid/google/ui
hitp://https://adservice.google.co.uk/adsid/google/ui
hitp://https://www.google.co.uk/intl/en/about/products?tab
hitp://https://www.google.co.uk/intl/en/about/products?tab
hitp://https://www.google.co.uk/intl/en/about/products?tab
hitp://https://about.google/favicon.ico~
hitp://https://about.google/favicon.ico~
hitp://https://about.google/favicon.ico~
hitp://https://wellbeing.google
hitp://https://wellbeing.google
hitp://https://wellbeing.google
hitp://https://gweb-nextregistration.appspot.com
hitp://https://www.google.co.uk/finance?tab
hitp://https://www.google.co.uk/finance?tab
hitp://https://www.google.co.uk/finance?tab
hitp://https://www.editionsatplay.com
hitp://https://www.google.co.uk/favicon.ico
hitp://https://www.google.co.uk/favicon.ico

hitp://https://www.google.co.uk/favicon.ico

hitp://https://www.googlw.google.co.uk/imghp?hl=en&tab=wi&ogbl#spf=1610619633725

hitp://https://3-dot-gweb-i02016-registration.appspot.com
hitp://https://maps.google.co.uk/maps?hl
hitp://https://maps.google.co.uk/maps?hl
hitp://https://maps.google.co.uk/maps?hl
hitp://https://nik.googlegoro.com
hitp://https://arctic-ocean-116022.appspot.com
hitp://https://about.google/favicon.ico
hitp://https://about.google/favicon.ico
hitp://https://about.google/favicon.ico
hitp://https://taylormarshall-dot-test-dot-402-bslatkin-staging.appspot.com
hitp://https://tv.google/
hitp://https://about.google/intl/en/products?tab=wh
hitp://https://about.google/intl/en/products?tab=wh
hitp://https://about.google/intl/en/products?tab=wh
hitp://https://defjam-staging.appspot.com
hitp://https://googlecommassage-hrd.appspot.com
hitp://https://www.google.co.uk
hitp://https://www.google.co.uk
hitp://https://www.google.co.uk
hitp://https://about.google/?/#spf=1610619599014
hitp://https://about.google/intl/en/products/?tab=whbl#spf=1610619633725

hitp://https://ogs.google.co.uk/widget/callout?
prid=19014989&pgid=19011552&puid=b29a01365649289&cce=1&origi

hitp://https://website-dot-cl-syd-eap.appspot.com
hitp://https://ogs.google.co.uk/widget/app/so
hitp://https://ogs.google.co.uk/widget/app/so
hitp://https://ogs.google.co.uk/widget/app/so
hitp://https://store.google.c
hitp://https://store.google.c
hitp://https://store.google.c

Domains and IPs

Contacted Domains
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Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

0%
0%
0%
0%
0%
0%
0%

Scanner

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

Label Link
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe
safe

safe
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Malicious

Name P Active
pagead46.l.doubleclick.net 74.125.128.154 true
www.google.co.uk 108.177.127.94 true
googlehosted.l.googleusercontent.com 108.177.126.132 true
btuhasupanbos.org 142.4.24.112 true
about.google 216.239.32.29 true
googleads.g.doubleclick.net unknown unknown
ogs.google.co.uk unknown unknown
Ih3.googleusercontent.com unknown unknown
adservice.google.co.uk unknown unknown
Contacted URLs

Name

hitp://https://about.google/?fg=1&utm_source=google- false
GB&utm_medium=referral&utm_campaign=hp-header
hitp://https://sustainability.google/commitments-europe/? false

utm_source=googlehpfooter&utm_medium=housepromos&utm_campaign=bottom-

footer&utm_content=

URLs from Memory and Binaries

Name

hitp://https://www.google.co.uk/intl/en/about/products?tab=wh

http:/f
https://lh3.googleusercontent.com/IZVIpBx9gmvXc5bYVE_nol
gxHollQXeLntULRPU5YIsD2M3jL3cInXYA91PgxQmU5B
http:/f
https://lh3.googleusercontent.com/j6dR2TzNEFSE29xbb8COJt
2w3ivBNECcS447X5fyutHwuD--OL5Fp_qwrTmT7ApH_NS

hitp://https://ogs.google.co.uk/

hitp://https://adservice.google.co.uk/adsid/google/ui

hitp://https://www.google.co.uk/intl/en/about/products?tab

hitp://https://about.google/favicon.ico~

hitp://https://lh3.googleusercontent.com/oTsTVgWan-
UskrnBTBexES9-
OwwuQnOoVAELEK3t1YWtdSZIZp24pdRXbrpOYEalXW_

http:/f
https://lh3.googleusercontent.com/Qvc6rwiGG_a6LNQ7Yx5v
Mmve_5ku8TG7z4vmWG7VBkbcOQfOSE2BS7eBcDINUOW
Tsb

hitp://https://massage-hrd-dev.googleplex.com

http:/f
https://lh3.googleusercontent.com/9NuRdiRepVI3n1txfg7Ky2w
WzB3DVXKWABXeFMSn2tzDYYkv8T_RMA9R17fWi0ziUD
http:/f
https://lh3.googleusercontent.com/AJL2tHF75z0uJsFroqze8E
10ZA6bysiaPcEpAV3XHPXURKfdAfHQIMCQMYEWhTJIT4_
http:/f
https://Ih3.googleusercontent.com/IFzg4PMVkpe2yyhZhN_xY
RjpLdCM9ZgAzHYMMOGb6ifLhdZDOtgO-J4NUtahscHNO2

hitp://https://wellbeing.google

hitp://https://gweb-nextregistration.appspot.com
hitp://https://instagram.com/$1

hitp://https://lh3.googleusercontent.com/Dp-
C1AHXO0bV12kffEpqoB408VSn15mEtF1KZbtDHYk_ZCsbX3_
Y_b3LrBghluMnnPV

hitp://https://www.google.co.uk/finance?tab

hitp://https://lh3.googleusercontent.com/I95w;Yii8vhFSSx-
aSYdh2hPAMjgZkA9yjarSQo0d98COwOxkAVn_dulBcTcfbsa
7L
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Source

B241XRCY.htm.2.dr, 67T9U10V.ht

m.2.dr

products[1].htm1.2.dr

products[1].htm1.2.dr

~DF9ACF2F083DBDA998. TMP.1.dr,

s0[1].htm0.2.dr, callout[2].htm.2.dr

imghp[1].htm.2.dr

so[1].htm0.2.dr

imagestore.dat.2.dr

products[1].htm1.2.dr

products[1].htm1.2.dr

m=b2,aist,ist,qst[1].js.2.dr
products[1].htm1.2.dr

products[1].htm1.2.dr

products[1].htm1.2.dr

MGRNZRLY.htm.2.dr, products[1]

.htm1.2.dr

m=b2,aist,ist,qst[1].js.2.dr
main.min[1].js.2.dr

product_nav([1].js.2.dr

so[1].htm.2.dr, so[1].htm0.2.dr

products[1].htm1.2.dr

Malicious
false
false
false
false
false
false
false
false

false

Antivirus Detection

* 0%, Virustotal, Browse

* 0%, Virustotal, Browse

* 0%, Virustotal, Browse

Antivirus Detection

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
false

false

false

false

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

Reputation
high
unknown
high
unknown
unknown
high
unknown
high

unknown

Reputation

unknown

unknown

Reputation

unknown

high

high

unknown

unknown

unknown

unknown

high

high

high
high

high

high

unknown

unknown
high
high

unknown

high
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https://www.virustotal.com/gui/url/4d48058d5bffaefa5134d9a540ffdcb1956ebadb780081500b29e800ee0a7a6d/detection/u-4d48058d5bffaefa5134d9a540ffdcb1956ebadb780081500b29e800ee0a7a6d-1610543875
https://www.virustotal.com/gui/url/95a66654e7323c05e0f876fb704a18393c1189e9b3a82df0d66698adcd2d2738/detection/u-95a66654e7323c05e0f876fb704a18393c1189e9b3a82df0d66698adcd2d2738-1609545911
https://www.virustotal.com/gui/url/1898fa32b427a64b1c49539673e60a79b5ff58d9aaaf5f956a7c35e9b20a039e/detection/u-1898fa32b427a64b1c49539673e60a79b5ff58d9aaaf5f956a7c35e9b20a039e-1603852261

Name

hitp://https://home.ft.nest.com

http:/f

https://lh3.googleusercontent.com/Vc5IMVbtKYyIMz02L fzlgzF
zMGtgiGgclgNCw7TRPwzOuFVHI81Ee3ct4Se4hkZc3v

hitp://https://google-pixel-slate.connect.studentbeans.com/
http:/f

https://lh3.googleusercontent.com/JtY Uq9HfkkOryxudgp34oq|
8qFu9abmmL640XjcDX7mfEwcX_pxmTdurvxssofY4sw

hitp://https://twitter.com/hashtag/
hitp://https://vector-customer.googleplex.com/
http:/f

https://lh3.googleusercontent.com/HsfEwlif7G4FHD20acH6DJ
cYMOdO02PZfdtfF_OyxNyVwaRb1ZKZb5KzF6MKEW9FoEk

hitp://https://lh3.googleusercontent.com/nHCqY7n-
iXHSVGWRG7KKeJvcp7sgTZ6VnvjACYLOmMUN8JFD5JYDrgD
2Thcz32fDsiy

http:/f
https://lh3.googleusercontent.com/33fCN1bFbB2G1iGDGzIBd
_BAWes-NIv-Qt8ByRpEBU43Lu_mF6twx5kmmN4OE6Z_Gz
http:/f
https://lh3.googleusercontent.com/8bC8ZCIRQ_cJj5ISa8LjCf
RCIGeSyp4SkN72COtMSUIqGPVjEpHeUDfASCLNKy82Mi

hitp://scrolimagic.io

http:/f
https://lh3.googleusercontent.com/u2XGSr0jis3w5sLeuh8UMq
GHgtdgPVPi77xYhPJdMO9C41wYUue3EKPJIvwp-ovAITz

hitp://https://www.editionsatplay.com

http:/f
https://lh3.googleusercontent.com/z3dgQsXgGgfadzlUmpGI_p
polUy7H6fgqlbtW_qgzLXcBwwOnOby8TEE3e_fW84Qa7z
http:/f
https://lh3.googleusercontent.com/gi7EU_u6liulRSxunfy5LLgs
EJrC08L12aufZc3rP_w8hD80ouiVW89vfe7pTQrSsLX

hitp://https://lh3.googleusercontent.com/Y1il12gHz-
cPOIr3LztFSUMIijuVGSe9getVu98aQNchjhxw9byxecnFAFfhx
GFyd79t

http:/f
https://Ih3.googleusercontent.com/uzkOxzfGFGjzRxOFK6B541
qcv469wNDTQf_TUudoqH_oPUGJoajTkqHLI9DD188Kmo

hitp://https://stats.g.doubleclick.net/j/collect

http:/f
https://lh3.googleusercontent.com/Jqo0sXz5HJpnbEwC5qwc
WSbwXbKiivjx2e1WpRjAg3pAPaj2DiOHs4211zwyhvtXd

hitp://https://www.google.co.uk/favicon.ico

http:/f
https://lh3.googleusercontent.com/tC78k3bL_DjdIByD4HSnnbl
CZFOnIR599IWYDDghEJDn7dwg-tuOIXGVR1TwxeP106

hitp://https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-alternative-to-
goog.p

http:/f

https://lh3.googleusercontent.com/UgZcY FgfFcIRU46MshhuC
QD79idBZ8hyle5WkQ1VLzG47w-MgubyGriGKL_YiYF2ga

hitp://https://www.google.org

http:/f
https://lh3.googleusercontent.com/9ks6e2i7ubrVUEkBwpoJeX
TceixbWT3ppLdca04jQg6VPMgXiz6B8KEeczJhnRWmjR
hitp://https://www.googlw.google.co.uk/imghp?
hl=en&tab=wi&ogbl#spf=1610619633725
hitp://https://3-dot-gweb-i02016-registration.appspot.com
http:/f
https://lh3.googleusercontent.com/TVNK8rOQEiNhXwfjVIziAqF
cBQPkuPHKYyilz6atnzslwMho1no8n4EJV30tOTOT6y3

hitp://agoogleaday.com/%23date%3D2012-01-04

hitp://https://vr.youtube.com/

http:/f
https://lh3.googleusercontent.com/lyn9yCCDxgHqvjX5jMZ_loo
un-kLOSk60FraoMU5-JQG2WstyK6QNzj3JguQRbvQmW
http:/f
https://lh3.googleusercontent.com/9CAaLIPoQ9YB_HQXK9B8
e80czwAhK22t_eA7pxvRHaydwo33SKIVipccCwGWSj6gR7
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Source
m=b2,aist,ist,qst[1].js.2.dr
products[1].htm1.2.dr

product_nav[1].js.2.dr
products[1].htm1.2.dr

main.min[1].js.2.dr
m=b2,aist,ist,qst[1].js.2.dr
product_nav[1].js.2.dr

products[1].htm1.2.dr

products[1].htm1.2.dr

products[1].htm1.2.dr

ScrollMagic.min[1].js.2.dr
products[1].htm1.2.dr

m=b2,aist,ist,qst[1].js.2.dr
products[1].htm1.2.dr

products[1].htm1.2.dr

products[1].htm1.2.dr

products[1].htm1.2.dr

analytics[1].js.2.dr
products[1].htm1.2.dr

imagestore.dat.2.dr

products[1].htm1.2.dr

index.min[1].js.2.dr, detect.min[1].js0.2.dr

products[1].htm1.2.dr

MGRNZRLY.htm.2.dr, products[1]
.htm1.2.dr

products[1].htm1.2.dr

{0BC6DB60-5652-11EB-90E4-ECF4B
B862DED}.dat.1.dr

m=b2,aist,ist,qst[1].js.2.dr
products[1].htm1.2.dr

B241XRCY.htm.2.dr, 67T9U10V.ht
m.2.dr

products[1].htm1.2.dr
products[1].htm1.2.dr

products[1].htm1.2.dr

Malicious
false

false

false

false

false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

high
high

high
high

high
high
high

high

high

high

high
high

unknown

high

high

high

high

high
high

unknown

high

high

high

high

high

unknown

unknown

high

high

high

high

high
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Name

http:/f

https://lh3.googleusercontent.com/m5HIvgrNJHr2w5VXuNapB
WKSx6YZTU7IIhffkigDQU_VbpYAfkgXt2Un2ks_wzTn7v

http:/f

https://lh3.googleusercontent.com/0Gv_C5T6me_K5BmEM,;3p
boh60RUSzCNVYfo3MvyrSGra7Gk72XDXn-PdU2XMNwWfqg

hitp://https://maps.google.co.uk/maps?hl

http:/f

https://lh3.googleusercontent.com/PVDn90j6dMbqqydywzGulL
APKbLWDX3Uuv1t6K8MORXFUQAVBLPNAY_yaQBc7bE-gmL

hitp://https://lh3.googleusercontent.com/PP8KjNgc-
EqOmb5a6yZ1w6mabFzoyzLfCZcjhmRvWn6imgVjCiPj9j_MKz

6jJuggsro

hitp://https://lh3.googleusercontent.com/Z-
Rp52gzHad8aF9zLoyZ_DB2A2wQ6KQX-
8v52TxtABcje9ZUma5000Xi7S1E8ngpad

hitp://https://nik.googlegoro.com

hitp://https://arctic-ocean-116022.appspot.com
hitp://https://www.blog.google/press/

http:/f

https://Ih3.googleusercontent.com/wS72vstdNigZflWHoQUkP8
Ir6-NgLg8jEYCYmhW6L1NUMvjQmtr72QSI6r-QXoL8AX

hitp://https://about.google/favicon.ico

http:/f

https://lh3.googleusercontent.com/2qz9gwasYkOhPEumfqd3_
x8HiiRu6flQR1d-1DRAV8qfkgmQx7Rygzohal7DXbB-ur

hitp://https://www.waze.com/

http:/f

https://lh3.googleusercontent.com/zGSQ3CkZCuntNXuuiLsvH
nljLEmpJD6MKKWijzuL20jMovKj8akWzk6gb0zmXZTMHE0

hitp://https://taylormarshall-dot-test-dot-402-bslatkin-

staging.appspot.com

hitp://https://tv.google/

hitp://https://about.google/intl/en/products?tab=wh

hitp://https://lh3.googleusercontent.com/vNgpLTvnDUr6-

QM8s40uuESGDXs_brbGoPR-

7viwdxQI7M4MVFVOCC_Hil4gRDSp4P
hitp://https://www.android.com/intl/en_us/

hitp://https://www.youtube.com/yt/about/

http:/f

https://Ih3.googleusercontent.com/mK6uPIO8TKCVSU8TsniV
OpOUBOSSETbAPB_QUaaJl96qbBdzZwaygmzf bWRTIHMCN

Kg

hitp://https://defjam-staging.appspot.com
hitp://https://googlecommassage-hrd.appspot.com

hitp://https://lh3.googleusercontent.com/BAwWQk6jAMu2s_7Jh-
8-_CsvSwEAaelLsVhL8z82VOoEkoaujxll1kYL3Pz4jkYpLbRp

hitp://https://lh3.googleusercontent.com/6xIGJ-
dkwosfUisVYzRKNE1Wcr5QDDfRfZ4bXktF-

NNnO0JOucHd_JI1wjXTIs7It5mv
http:/f

https://lh3.googleusercontent.com/wbRbWxRbQyojtDDUj_ITs
0MZNbSAnNroicOAYABmbab8qE-sgODk26wLCYUcJrqw11-

hitp://https://www.google.co.uk

hitp://https://abc.xyz/investor/

hitp://https://lh3.googleusercontent.com/_RS8nTX8HLPW-
dDr374dEdQTaYn-7LIBHVVKOINaAMK7t8MYZKDssvGnep-

GwPR94L

hitp://https://lh3.googleusercontent.com/pMC_HgbmB-
tD7XJIvVupROsvqK4FOYkGYelfFkngdr6gnzkBPUZi5Kv39QG

Nt1Yp-Mc
http:/f

https://lh3.googleusercontent.com/ra4Ks1fsGsLSIzZWoAU-
9Ls2V5VEFCsA9thbtIkCHNFYeLC-ver57N4-GCGFZ-GBGw6

http:/f

https://lh3.googleusercontent.com/ugGFI2fOLKTGgWbgmA3_
eOydX9idbCZPXaines359yapKz8c-fLIAtwHbViBAXDeNe

Copyright null 2021

Source

products[1].htm1.2.dr

products[1].htm1.2.dr

so[1].htm.2.dr, so[1].htm0.2.dr

products[1].htm1.2.dr

products[1].htm1.2.dr

products[1].htm1.2.dr

m=b2,aist,ist,qst[1].js.2.dr
m=b2,aist,ist,qst[1].js.2.dr

MGRNZRLY.htm.2.dr, products[1]
.htm1.2.dr

products[1].htm1.2.dr

imagestore.dat.2.dr

products[1].htm1.2.dr

products[1].htm1.2.dr
products[1].htm1.2.dr

m=b2,aist,ist,qst[1].js.2.dr

products[1].htm1.2.dr
products[1].htm.2.dr

products[1].htm1.2.dr

products[1].htm1.2.dr
products[1].htm1.2.dr
products[1].htm1.2.dr

m=b2,aist,ist,qst[1].js.2.dr
m=b2,aist,ist,qst[1].js.2.dr
products[1].htm1.2.dr

products[1].htm1.2.dr

products[1].htm1.2.dr

s0[1].htm0.2.dr, callout[2].htm.2.dr

MGRNZRLY.htm.2.dr, products[1]
.htm1.2.dr

products[1].htm1.2.dr

MGRNZRLY .htm.2.dr

products[1].htm1.2.dr

product_nav([1].js.2.dr

Malicious

false

false

false

false

false

false

false
false

false

false

false

false

false

false

false

false

false

false

false
false

false

false
false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

3

3

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

3

3

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe
e Avira URL Cloud: safe

e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

Avira URL Cloud: safe
Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Reputation

high

high

unknown

high

high

high

unknown
unknown

high

high

unknown

high

high
high

unknown

unknown

unknown

high

high
high
high

unknown

unknown

high

high

high

unknown

high

high

high

high

high
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Name

hitp:iy

Source

products[1].htm1.2.dr

https://lh3.googleusercontent.com/Oe2QYUUWNPYW_D_LI_d
usuUymZNPTkO1lyxx1j_61WkvIonllw8APPCZEXKL3nCdqQG

a

hitp://https://about.google/?/#spf=1610619599014

hitp:iy

{0BC6DB60-5652-11EB-90E4-ECF4B
B862DED}.dat.1.dr

MGRNZRLY .htm.2.dr

https://lh3.googleusercontent.com/tgO6EwW3YkxrCoGvyNpfAW
yPe9q_0Zg2WFM8uW5UKzFI6g0QP2EeVpvuOPwZ6_WLbLO

hitp://https://about.google/intl/en/products/?

tab=whbl#spf=1610619633725

hitp://https://ogs.google.co.uk/widget/callout?

~DF9ACF2F083DBDA998. TMP.1.dr

~DF9ACF2F083DBDA998.TMP.1.dr

prid=19014989&pgid=19011552&puid=bh29a01365649289&cce

=1&origi

hitp://https://website-dot-cl-syd-eap.appspot.com

hitp:iy

m=b2,aist,ist,qst[1].js.2.dr
products[1].htm1.2.dr

https://lh3.googleusercontent.com/QCApHf5BOpvrWAYy9bUS
GJEBSNICWHZKY3rvo35SMCQrQA5clvXy2HK1Rb50go_htBD

hitp://https://major.home.integration.nestlabs.com

hitp://https://ogs.google.co.uk/widget/app/so

hitp:iy

m=b2,aist,ist,qst[1].js.2.dr
imghp[1].htm.2.dr, so[1].htm0.2.dr

products[1].htm1.2.dr

https://lh3.googleusercontent.com/Gv2bjAdDXiaD0ZvvA3ppm
C905alYb4EAVLUKRbYSUVHWepf6G9G4-k_9fNVogA7bme

hitp://https://lyoutube-xsell-tool-stg.googleplex.com

hitp://https://vector-perf-customer.googleplex.com/

hitp:iy

m=b2,aist,ist,qst[1].js.2.dr
m=b2,aist,ist,qst[1].js.2.dr
products[1].htm1.2.dr

https://Ih3.googleusercontent.com/9KzeLgv6tmRuCgEUCMC_

zDFzqOvitx8Dir9n0IRvpC-zs5pFR_NzqCEUc3vS_cGAoqG

hitp://https://store.google.c

hitp://https://developer.android.com/distribute/

Contacted IPs

] No. of IPs < 25%

B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%

Bl 75% < No. of IPs

Public

IP

142.4.24.112
108.177.126.156
108.177.126.132

Copyright null 2021

Domain
unknown
unknown

unknown

{0BC6DB60-5652-11EB-90E4-ECF4B
B862DED}.dat.1.dr

products[1].htm1.2.dr

Country Flag
United States =
United States =
United States =

Malicious

false

false

false

false

false

false

false

false

false

false

false
false

false

false

false

ASN

46606
15169
15169

Antivirus Detection

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

ASN Name

Reputation

high

unknown

high

unknown

unknown

unknown

high

high

unknown

high

high
high
high

unknown

high

UNIFIEDLAYER-AS-1US

GOOGLEUS
GOOGLEUS

Malicious
false
false

false
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P Domain
216.239.32.29 unknown
108.177.119.157 unknown
74.125.128.154 unknown
Private

IP

192.168.2.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:

Classification:

Copyright null 2021

Country

United States
United States
United States

Flag

I IR IR

ASN

15169
15169
15169

ASN Name Malicious
GOOGLEUS false
GOOGLEUS false
GOOGLEUS false

31.0.0 Red Diamond
339431

14.01.2021
02:19:11
CloudBasic

Oh 5m 24s

false

light

browseurl.jbs

hitp://https://btuhasupanbos.org/r/iNedezf?
membership-invoice=id79931

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

16

o O o o

e HCA enabled
e EGA enabled
e AMSI enabled

default

Timeout

CLEAN
cleanl.win@3/388@7/7
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Cookbook Comments: e Adjust boot time

e Enable AMSI

e Browsing link: https://about.google/?
fg=1&amp;utm_source=google-
GB&amp;utm_medium=referral
&amp;utm_campaign=hp-header

e Browsing link: https://store.google.com/GB?
utm_source=hp_hea
der&amp;utm_medium=google_000&
amp;utm_campaign=GS100042&amp;hl=en-GB

e Browsing link: https://mail.google.com/mail/?
tab=wm&amp;ogbl

e Browsing link: https://www.google.co.uk/imghp?
hl=en&amp;tab=wi&amp;ogbl

e Browsing link: https://www.goo
gle.co.uk/intl/en/about/products?tab=wh

e Browsing link: https://account
s.google.com/ServiceLogin?hl=e
n&amp;passive=true&amp;continu
e=https://www.google.com/&amp;ec=GAZAAQ

e Browsing link: https://www.google.com/#

e Browsing link: https://www.google.com/url?
g=https://learndigital.withgoogle.com/digitalgar
age%3Futm_source%3DHPP%26utm_m
edium%3Downed%26utm_campaign%3
DQ1_2021_NewYear%26utm_content
%3DUK&amp;source=hpp&amp;id=19
022360&amp;ct=3&amp;usg=AFQjCN
G5FkNeVq1N7sFEfdMHq16SgIBrbA&a
mp;sa=X&amp;ved=0ahUKEwil3Invo
JruAhXC2aQKHZSwDCYQ8IcBCBA

e Browsing link: https://sustain
ability.google/commitments-europe/?
utm_source=googlehpfooter
&amp;utm_medium=housepromos&am
p;utm_campaign=bottom-footer&a
mp;utm_content=

e Browsing link: https://policies.google.com/privacy?
hl=en-GB&amp;fg=1

e Browsing link: https://policies.google.com/terms?
hl=en-GB&amp;fg=1
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Warnings: Show All

e Exclude process from analysis (whitelisted):
taskhostw.exe, BackgroundTransferHost.exe,
ielowutil.exe, backgroundTaskHost.exe,
SgrmBroker.exe, svchost.exe

e TCP Packets have been reduced to 100

e Created / dropped Files have been reduced to 100

e Excluded IPs from analysis (whitelisted):
13.88.21.125, 88.221.62.148, 108.177.119.105,
108.177.119.106, 108.177.119.99,
108.177.119.104, 108.177.119.147,
108.177.119.103, 52.255.188.83, 108.177.127.94,
108.177.126.138, 108.177.126.139,
108.177.126.100, 108.177.126.113,
108.177.126.102, 108.177.126.101,
108.177.126.94, 108.177.119.100,
108.177.119.101, 108.177.119.138,
108.177.119.113, 108.177.119.139,
108.177.119.102, 172.217.22.99, 74.125.143.102,
74.125.143.138, 74.125.143.100, 74.125.143.101,
74.125.143.113, 74.125.143.139, 108.177.126.95,
108.177.127.95, 108.177.127.97, 108.177.127.139,
108.177.127.113, 108.177.127.100,
108.177.127.101, 108.177.127.102,
108.177.127.138, 173.194.79.138, 173.194.79.102,
173.194.79.113, 173.194.79.101, 173.194.79.100,
173.194.79.139, 108.177.127.128,
108.177.119.128, 108.177.126.128,
173.194.69.128, 173.194.69.92, 51.104.139.180,
152.199.19.161, 2.20.84.85, 108.177.126.18,
108.177.126.17, 108.177.126.19, 108.177.126.83,
173.194.69.84, 52.147.198.201, 104.42.151.234,
2.20.142.210, 2.20.142.209, 92.122.213.247,
92.122.213.194

e Excluded domains from analysis (whitelisted):
gstaticadssl.l.google.com, ssl.gstatic.com,
consent.google.com, arc.msn.com.nsatc.net,
storage.googleapis.com, fs-
wildcard.microsoft.com.edgekey.net,
e€11290.dspg.akamaiedge.net,
audownload.windowsupdate.nsatc.net,
www.google.com, watson.telemetry.microsoft.com,
www.gstatic.com, au-bg-shim.trafficmanager.net,
www.google-analytics.com, fonts.googleapis.com,
fs.microsoft.com, plus.l.google.com,
ajax.googleapis.com, www3.l.google.com,
mannequin.storage.googleapis.com,
blobcollector.events.data.trafficmanager.net,
googlemail.l.google.com, cs9.wpc.vOcdn.net,
scone-pa.clients6.google.com,
au.download.windowsupdate.com.edgesuite.net,
mail.google.com, ogs.google.com,
adservice.google.com, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, arc.msn.com,
iecvlist.microsoft.com, go.microsoft.com,
www.googletagmanager.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net, www-google-
analytics.l.google.com, accounts.google.com,
fonts.gstatic.com, ie9comview.vo.msecnd.net,
www-googletagmanager.l.google.com,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com, a767.dscg3.akamai.net,
store.google.com, payments.google.com,
skypedataprdcoleus16.cloudapp.net,
skypedataprdcoleus17.cloudapp.net,
play.google.com, go.microsoft.com.edgekey.net,
skypedataprdcolwus15.cloudapp.net,
apis.google.com,
skypedataprdcolwus16.cloudapp.net

e Report size exceeded maximum capacity and may
have missing network information.

e Report size getting too big, too many NtCreateFile
calls found.

e Report size getting too big, too many
NtDeviceloControlFile calls found.

e Report size getting too big, too many NtWriteFile
calls found.

Simulations

Behavior and APIs
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No simulations

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\5AYNX3PX\www.google[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

5555

5.097388749691097

false
96:nQG55+W8PMS4PEd7ly+w8PMS4PEd7Ivy+w8PMS4PEd71y+w8PMS4PEd7I8uH635W:ulglg
CC66282C9A38FCEC36F949D3A7C14940
7598766C8FOF0B6F74BD4CC363CEBBCBA1C125F1
95262E4E043043E387283E720783CDCDCD4AD5204C8CD839B598D8E92F1C48A4

E8BACB24E51982C42A6EA7DDB5B2666133EA29AA4D88EBY58A8A87EIEEG8DE4C83EA3362B256CAA85CED4B194FDOBCB26427B3BD9A54BB28B2CE02CD2EAS4
948C

false

low

<root></root><root></root><root></root><root></root><root></root><root></root><root><item name="__sak" value="1" ltime="3517306272" htime="30861918" /></root>
<root></root><root></root><root><item name="__sak" value="1" Itime="3518626272" htime="30861918" /></root><root></root><root><item name="__sak" value="1"
Itime="3518706272" htime="30861918" /></root><root><item name="__sak" value="1" [time="3518706272" htime="30861918" /></root><root></root><root><item
name="sb_wiz.zpc." value="[[[&quot;brazilian coronavirus variant&quot;,0,[362,143] {&quot;zf&quot;:33,&quot;zl&quot;:8,&quot;zp&quot;:{&quot;gs_ss&quot;:&quot
;1&quot;}}],[&quot;fortnite beef boss remedy dummy&quot;,0,[362,143],{&quot;zf&quot;:33,&quot;zl&quot;:8,&quot;zp&quot; {&quot;gs_ss&quot;:&quot;1&quot;}}],[&qu
ot;food parcels free school meals&quot;,0,[362,143],{&quot;zf&quot;:33,&quot;zl&quot;:8,&quot;zp&quot;:{&quot;gs_ss&quot;:&quot;1&quot;}}],[&quot;mental health act
reform white paper&quot;,0,[362,143] {&quot;zf&quot;:33,

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\DOMStore\9PA2T1G6\www.google.co[1].xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

645

4.836713728991589

false
12:JsrsrsrsrUua/6j2iWLrsrsrUua/6NiWLrsrsrsrU6FZf6C61iWby+6ZjhiWLrUn:W000UJBCiSO0UJENISO00UKZ961ik6/8
OE2EF4FA9D06CDE615779FAD92117645

4E1E3346404179AAE8B024802AD4BB476C585CD8
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\9PA2T1G6\www.google.co[1].xml

SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

10AE327A785A095046E9B553C168D2A27CA4B078DBBFIFOBOF234B6ABD928D1E
E9DODO0774E204F03CFF807478C0CBB801419BB4AABD2571CAE4C25D48774F430C3BC2368B26C2CB8CA02A85F3C68703C941711549324EF3DC5AA3849D045B3:
false

low

<root></root><root></root><root></root><root></root><root><item name="__sak" value="1" Itime="3854256272" htime="30861918" /></root><root></root><root></root>
<root><item name="__sak" value="1" ltime="3856376272" htime="30861918" /></root><root></root><root></root><root></root><root><item name="_c;;i" value="p
*|1:9007199254740991_1" ltime="3859176272" htime="30861918" /><item name="epbar;;impc" value="p:m|:0_1" [time="3859216272" htime="30861918" /></root><root>
<item name="_c;;i" value="p:*|1:9007199254740991_1" Itime="3859176272" htime="30861918" /><item name="epbar;;impc" value="p:m|:0_1" Itime="3859216272" h
time="30861918" /></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\EXA3GQ30\about[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

52

2.469670487371862

false

3:D90aK1r0aK1r0aK1r0aKb:JFK1rFK1rFK1rFKb
770DA68A4DE2539B5002B44767396AF9
E3A118B288CF426DE3027EFCE38AE7241560ECAC
908FB85A6D01001B303E1030664D87BA5D193B56CA17FB2116D8696196D4DA4A

B4AA2726B958DDA17F5D1E5A2EB109825D9CDBDBA1ELICFDDBES5BA94D5B6EDSEE7DBBOF15538099C44F0CC80DB2AF445EA4F60D11FE767943FFF99AA495D
922

false

low

<root></root><root></root><root></root><root></root>

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\DOMStore\GHWZTMUA\accounts.google[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

187

4.589982183575774

false
3:D90aK1ryRtFwsROpgqqUIB97WWGOgSROwK1r0aK1lryRtFwsolcDAQFf37WWzhOqSY:JFK1rUFWcqga/SLIWZ1rFK1rUFxmAg93n
ABCE4B878BB9053CB8671AC581ED1B2D

0443DC6B17CC320903B812D17A3FC54BDCAEALDD
ECCO055BOADA252E2036E4BFBC169239320E3FE51A4DBDA48DB66217AA32303DD

D9BA41681549DEBA32B93E10AA482E3E19FCE21B6F2477A99DB38C51A7107D7AE3610BCEC5C23578000E4B20D01704A11CBEES0C227DACD23FEBE4650ABF9¢
CF

false

low

<root></root><root><item name="__sak" value="1" ltime="3933176272" htime="30861918" /></root><root></root><root><item name="promo" value="{}" Itime="3
933216272" htime="30861918" /></root>

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{0BC6DB5E-5652-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

30296

1.8619031585887167

false

96:rEZXZD2wOWS57t5PUfSAH3BMS5I/H5AV15XqfSRDHOXX: rEZXZD2wOWdtqfKRMAASF3DMX
923BB4A631B694C7B5494377389F0C11
933385DB7A8DEDE2FE840D9A39E1AC5F3FOE029F
AACOEES7FDFE8B3E7392F016537E91DC46AD4C922C1D47E88B384F70C722D8FC4

EB95ED5A17842C4ADDAD73CBAFF228944D7CACCB21F80F182FD2BF1ACDFA4ECBEA2FDE79098187E64D74A6026413BDB41C9F4AF89DC65AF75E2DCBFD6F7B!
90CF

false

low
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{0BC6DB60-5652-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

270296

2.9167651117902786

false

3072:r7Ch+CQbkvJrgrLhQ+x5QvXJIOHN80ofCC:pdzkIESCC
32DD18164256E29616B6C1DF72F37915
9494628028329A5C6493F76B2BOEA3DSEC7AE282
CA96C6FA0D3C973273BDCB11F1152D0B02F8F934ADAADSCA2910833A4102B147

478E51203D569A6DB015C69AB470C607A08B4COFBE88873DDD47C9EDBDCBA1674C634D231D1BCI9B8A8SB5FDE223AA8775AC5EB9981FEF91CCD67868F5C6C5¢€
2C

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{122E36D5-5652-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

16984

1.5665636253641415

false
48:l\wAGcprdGwpalvG4pQHIGrapbSNrGQpKsG7HpRfOSTGIpG:rkZHQ1h6HABSNFAHTC4A
3A96A758BIE1D241A43F22AF24F53FEE
AOE841BF53C5233B69D15EEFC3F33E377A402240
7AA3EF163861E3105CAB3B5DFB502A89A42FB4506ACEEA76ECFA75FEO95EGEE4

B5C3824C4B8652BAA8A23C3F2CD06D90C8299D5CAESBCASEEQ0ABC18FA951ECCIA165295AB03D7943416E21D8592FF311875CD1D182ECFD9BB14C36F1CBEQ
6F

false

low

C:\Users\user\AppData\Local\Microsoft\Internet Exploreriimagestorelynfz0jx\imagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

20575

4.757784449266742

false
192:YvI6t1PqWceBPGGI6tyqWceBPGBrojLe4kU+NbZJE4I6tzyqWceBPGO0:P6qW7Bu6zW7Borj+NvO6vW7B7
92B706269C0B0C24CCE18C3C7C3ACF28

3C8D0OFB7D21FE5B5CADAA365BA56ED5385B327BC
7D2BDOE57C35FF2DCCEAF23BEC4E6F8B6BB184E7232823219F5C4FB055A27B53
637FB31A8ESAEC7A47ECB3BA65A83C951473DEB5235F91A587E35369F9A6F7CB1D716012EC290FF5DD7224C099D5F12DC6AD981CA7343034837A7BE31409363
false

low

"h.ttp.s..//w.w.w..g.0.0.g..e..c.om./fa.v.i.c.on..iCco~ ..o . h....... (e e e LTSRS P PSR UPTPRON
V]XXLrY. .0.X.5.4.5.4.54.S4.S4.S4. Xeeoevooreve 00 . QWS A X J..A.LQ... K.H.V.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\14[1].json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines, with no line terminators
downloaded

19424

5.302324694151986

false
Page 18 of 58



C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\14[1].json

SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

384:bvovWs3heZeO555r5Eg7fMOUM+coEsxTwU0aUly6Sp+:bvov3wW

EC43C9993B350BEA751F260E854F3F07

414DB820BC594B6FA47D2D7001E43753261BEE11

EE64585A4DFCFAAAC61D12B4EOCD5A0C4AESE39FAD252C82D325062BFF8A30C0
6AAI9C054762982FDF584D7C4D594CB67B35364735A721FD2588E2A7CD67292F00F15488646049AEB71640EC45AC356C72FA186418E85C8881A9BD2F089288A32
false

low

hitp://https://www.google.com/doodles/history/1/14?cb=angular.callbacks._0

/** angular.callbacks._0({"date": "2021-01-14", "hl": "en", "doodles": [{"name": "chava-floress-97th-birthday", "title": "Chava Flores\u2019s 97th Birthday", "url": "//w
ww.google.com/logos/doodles/2017/chava-floress-97th-birthday-5689740138381312-hp.jpg", "alternate_url": "https://Ih3.googleusercontent.com/leWMIZvosK4
HNgEUY2sSpN7D8WikuRuVilBjolc-ZenMwf0OxzoJnEOV5JIND4AwW2WKHxLs-4SyZXiUiHefZ2DOgmpWhIDCJgir9cwBans", "high_res_url": “//www.google.com/logos/dood
les/2017/chava-floress-97th-birthday-5689740138381312-hp2x.jpg", "high_res_width": 1000, "high_res_height": 400, "run_date_array": [2017, 1, 14], "“translations": {"en": {
"query": null, "hover_text": null, "share_text": "}, "es-419": {"query": "Chava Flores", "hover_text": "97\u00ba aniversario del nacimiento de Chava Flores", "share_text":
"Chava Flores #GoogleDoodle"}, "es": {"query": null, "hover_text": null, "share_text": "}}, "translated_blog_posts": {}, "query": "Chava Flores\u2019s 97th Birthday",
"share_text": "Chava Flores\u

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\4UaGrENHsxJIGDuGo10IIL30wpg[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 26228, version 1.1

downloaded

26228

7.98323449413518

false

768:DBOEUz6T0146JY/J6unghOYK0GJenzOoyo6:DBHuea4j/vngo304enzUo6
6DD4AD69D53830BDF5232A13482BD50D
6FFF1079D7E5D02A2259CB5D7833E790239E01CF
5CE48D9E9D748AD4686094D3CC33F5AE1E272A5B618F5C6D146C4D12EF02E4AG

FC91E8C4EAE384D38667E330C5A5E4BF82EBAC9A23AB88439D7C22CCDD125DE7F1371DD953F18DEEGOEF68B680DF49A32F684157D90F20E1DAC3BFFCIODF84
18

false

low

hitp://https://fonts.gstatic.com/s/googlesans/v27/4UaGrENHsxJIGDuGo10IIL30wpg.woff

.G.W. e #|12p.S+.2".

~.RAX|\.UAXL..e.].RX.WXg.*...&5...2n.Q..5.{.2....1a.Vb%.....Yn..QI.Z...X..Z.6..2

..9..1...q..b..c..{...i2.H..g.. .
U/z.%..=...Le.cL3.4..4.znxgXJD%.....s....&.a..z1._....0+..g.dm.?.9Vj.1...B..8..S........ _.E.... .[#_..

<E.<..MH.".>.d...>n%.(

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\4UabrENHsxJIGDuGo10IILU94YtzCwA[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 26464, version 1.1

downloaded

26464

7.981932066790926

false
768:01Yb4Auz6mM1gBELIWUL1BU91c6HIBYAMAS:OI84AueNmwHpBU91qY4m7
08F80DEOACF68D82AABABI74A47D9ESF
E6F1COF5395A9C297AA162468961C1FAFOEC1ED9
4070911A1BB9CC52C4E4CD5E85CA186DCDE89308A0517A8FAA4715C2EOAIDASE

720DE47FDDAG48AF7CESF3F574EFA3322191C4D0001E31181739D65FFEOCCECEDS6635AF58E5E828072A17EEEIED1E318AF467B8ED7F4185EE0F5155501CD8I
0

false
low

hitp://https://fonts.gstatic.com/s/googlesans/v27/4UabrENHsxJIGDuGo10IILU94YtzCwA.woff

....... U..ti.ecmap...o~NCVE e fpgmL LT U0..0@SP. e GY L
t.maxp..a.... ... ... name..a4....... V..4.post..a......... O...prep..e........ .x.D...Q..3...=D.@Q@....Q@...
g .>...m....fy.g..y4N...tAg.."KWWW|.....8..n.3..:...1....9.+.}...b]....0..6V..).G.r...
LSKLL UMW b....E|.0..dp.n.uX...*J.q'SFy...l..Cd.. XZ..RP...#.w...C)..s../..D..1.G...Sx
.BLIp#%.7.e>+L.Q.1..hd. k._..f.u.. . .Q..N..|....SLv.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\4UabrENHsxJIGDuGo10IILU94YtzCwA[2].woff

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):

Encrypted:
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 26464, version 1.1
downloaded

26464

7.981932066790926

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\4UabrENHsxJIGDuGo10IILU94YtzCwA[2].woff

SSDEEP: 768:01Yb4Auz6mM1gBELIWUL1BU91c6HIBYAMAS:OI84AueNmwHpBU91qY4m7

MDS5: 08F80DEOACF68D82AABABI74A47D9ESF

SHA1L: E6F1COF5395A9C297AA162468961C1FAFOEC1ED9

SHA-256: 4070911A1BB9CC52C4E4CD5E85CA186DCDE89308A0517A8FAA4715C2EOAIDASE

SHA-512: 720DE47FDDAG648AF7CE5F3F574EFA3322191C4D0001E31181739D65FFEOCCECED56635AF58E5E828072A17EEELIED1E318AF467B8ED7F4185EE0F5155501CD8I
0

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://fonts.gstatic.com/s/googlesans/v16/4UabrENHsxJIGDuGo10IILU94YtzCwA.woff

Preview:

....... U..0i.cmap...o™NCVE e fpgm..Teos.U0..9@SP. e GlYFL L

..name..a4....... V..4.post..a......... O...prep..e..... x.D...Q..3..1.=D.@@....@...

L% X, umW...g.WwO... g >..m. fy.g..y4N...tAg.."KWWWj.....8...n.3..:..1....9.+.}...b]....0..6V..).G.r...

..... N...,R(.0.t.LU....;.{Ly... |W{F..;p.....,.... 3...|..,. pGPAV.?....q!......:.(cn.'<. ..sK_...]..U.W.......b....E|.o..Jp.n.uX....*J.qSFy...I..Cd..XZ..RP...#.W...C)..s../..D..l.G...Sx
.x.0.mJ..~/L.r..Y.sD...... >$R..&V......D.w.). fY."<.V/.zQ{.8./..X* B..Jp#%.7.e>+L.Q.1..hd. k._..f.u...+....

.>W.mNUL)head..[....6...6.."hhea..[....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\4UabrENHsxJIGDuGo10IILV154tzCwA[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 26216, version 1.1

Category: downloaded

Size (bytes): 26216

Entropy (8bit): 7.981777815901356

Encrypted: false

SSDEEP: 384:Sg4TzCs2RY3zVuzsjaV8NN/gL7IWwOCYagoTqUE+KTiXxzOH50RrzhRgAkua:v4SNRYZuz6A8N1gL7JRgoT2+KIxOaJO

MDS5: D6CC7164BC67A74418DDC5334DB07720

SHA1L: 7B92694ACF8EE4F16A745892F5475CC3D6ACIE7

SHA-256: 37F9CFD34965C916FDB5F549F2EE8FC56C20A0AAD2C281B799595396105C4316

SHA-512: B95636C8A21EE26370D70E81B8D7478BB3F15A905480CDAA2EBBC85C2376E402A3983BD843AE764BFACAG4680B04816BEEB2C2351A4037EFBOE42A0FDAYASA
60

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://fonts.gstatic.com/s/googlesans/v16/4UabrENHsxJIGDuGo10IILV154tzCwA.woff

Preview:
WOFF.....fh.d GDEF....... (o JUU GPOS....... #..+..G.PGSUB Y glyf...L
...k..N.dhead..Z"...6...6.x".hhea..Z.... ... $...hmtx.Z........... &.loca..JH...~....i.. _ .

e w}enQeent0..9 LB WS W2 {...0.D~IX.D:..Muq...[1 ..[.Il...].#..2..x..Z..$..}....e...333333333.aA..2.8... NI h W .S; u@ ......... j‘ ....... t.mwE.lg.|,..q.a.".c..x NRVN
LWN>1.0.].@ . (8.0.803 (X wenLLY & Y L2 X~ s ) s by L V8L VLK maE L wBe. . 2 AL 2. K BX L #2.Q> R (LS. X ZF
A 7.7eplodT.... ] BXXSK...|H$.6pM..<8.q'A......A.$.EX.+.MN....q..0..h"..C.......G...a. #*. # | W...K.K....Y....._V.N..5.Ju.f.XR..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\C4228CIP.js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 329290

Entropy (8bit): 5.697263541744442

Encrypted: false

SSDEEP: 3072:ts/pM118y6ps1ICuU0XZLII4m/eLIFyZaz21/IJpMoLOSVWIYf/SMLKQt:tEIwIJI4VLTDCL/VM1RI

MDS5: 3AB15A80A71D6D055683D050F98D2DBB

SHA1L: 8718361E26453E57CA8DC2899724AFE98F6C3B02

SHA-256: 8C1B1CCFFB0175C820944975D8E37A996BE084FB86B14FF507E75692331E3A8F

SHA-512: 89DE4871CC47341ED52B421168DD1A5D6CC0O3C739EAG6BF619B9A97E48A405EBDIBA9A3IBDA301BAE7526B388EA5270921AC64DB076B1079D205BF194A32CC
7

Malicious: false

Reputation: low

Preview:
this._gstore=this._gstore||{};(function(_){var window=this;.try{._.lga=function(a,b,c){return _.vk(document,arguments)};_.n("i50cKd");._.lI=function(a){_.H.call(this,a.ra

);this.h=11;a=document.body;var b=_.Iga("DIV");a.appendChild(b);b.addEventListener("click",(0,_.r)(this.hide,this),!1);this.j=b;this.I=a};_.v(_.Il,_.H);_.ll.Aa=_.H.Aa;_.|
l.ja=_.H.ja;_.Il.prototype.show=function(a){this.g&&this.g();this.g=a;_.wr(this.j,"backdrop-curtain");_.wr(this.|,"hide-scroll")}; _.Il.prototype.hide=function(){this.h||(this.g&&(t
his.h=!0,this.g(),this.g=null,this.h=!1), _.yr(this.j,"backdrop-curtain”),_.yr(this.l,"hide-scroll"))};_.Os(_.Uw,_.lI);.._.p();..}catch(e){_._DumpException(e)}.try{._.n("IytKEc");._
.Bg(_.uw);.._.p();..}catch(e){_._ DumpException(e)}.try{._.n("KtUhlb");.var X3=function(a){_.H.call(this,a.ra);this.g=new Set(window.enabledExperiments.split(","))};_.v(X3
,_.H);X3.Aa=_.H.Aa;X3.ja=function(){return{}};X3.prototype.isEnabled=function(a){return this.g.has(a)};_.Os(_.ly,X3);.._.p();..Jca

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OW10PBUVIMGRNZRLY.htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 85757

Entropy (8bit): 5.322209559803178

Encrypted: false

SSDEEP: 1536:aw00wGNcrQ6xep+/kjaAKohOpgNOEIv3cdZ4m5:aVOWGNcrQ6xeWcdZ4m5
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OW10PBUVIMGRNZRLY.htm

MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

D7E79B44B38C39CE7B6C872C78300887

993C128B2F0EBA7149E55956FF5A4EE315E6A917

1B74DD888842F697B2B2A8527AC44EDO7E82B728389B4F87907B449563406E18
92EB96998BD9B8488EB77403D96FB346453CA33F63ABABC63405577A8EABI11EBE27827519F2605EB84C21346AA294C90FB8677D21F7BB79D18B4E44A1EB8I76
false

low

<IDOCTYPE html>......<html lang="en" dir="Itr" class="google glue-flexbox spa" locale="ALL_uk" user-region="europe" path="/">. <head>.. <meta charset="utf-8">..
<meta name="viewport" content="initial-scale=1, minimum-scale=1, width=device-width">.. <title>Google - About Google, Our Culture &amp; Company News</title>..
<meta name="description" content="Stay up to date with Google company news and products. Discover stories about our culture, philosophy, and how Google technology
is impacting others.">.. <link href="//fonts.googleapis.com/css?family=Roboto:100,300,400,500,700|Google+Sans:400,500,700,900|Google+Sans+Display:400,500"
rel="stylesheet" nonce="-MvEsuXCQUeZbeXUe9vzmw">.. <link href="/assets/css/main.min.css?cache=0d4f6ba" rel="stylesheet" nonce="-MvEsuXCQUe
ZbeXUe9vzmw">...  <meta property="og:description" content="Stay up to date with Google company news and products. Discover stories about our culture, philosophy,
and how Google

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\NewErrorPageTemplate[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

1612

4.869554560514657

false
24:5Y0bQ573pHpACtUZtIDOIFBopZleqw87xTe4D8FaFJ/Doz9AtjJghCzg:5m73jcIqQep89TEW7Uxkk
DFEABDE84792228093A5A270352395B6

E41258C9576721025926326F76063C2305586F76
77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075

E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCA8E620807B707EC9BCBE36DCD7D639C55753DA0495BESSB4AESFB6BFC52AB4B284F
D

false

low

.body.{.. background-repeat: repeat-x;.. background-color: white;.. font-family: "Segoe UI", "verdana", "arial";.. margin: Oem;.. color: #1f1fif;..}.....mainContent..{..
margin-top:80px;.. width: 700px;.. margin-left: 120px;.. margin-right: 120px;..}.....title.{.. ~ color: #54b0f7;.. font-size: 36px;.. font-weight: 300;.. line-height:
40px;.. margin-bottom: 24px;.. font-family: "Segoe UI", "verdana";.. position: relative; errorExplanation..{.. color: #000000;.. font-size: 12pt;.. font-family:
"Segoe UI", "verdana", "arial";.. text-decoration: none;..}.....taskSection..{.. margin-top: 20px;.. margin-bottom: 28px;.. position: relative; ..}.....tasks..{.. color: #00

0000;.. font-family: "Segoe UI", "verdana";.. font-weight:200;.. font-size: 12pt;..}....li..{.. margin-top: 8px;..}.....diagnoseButton..{.. outline: none;.. font-size: 9pt;
..}.....launchinternetOptionsButton..{.. outline: none;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\angular-animate.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

25717

5.320918639340662

false
384:P9CE/9AQJIv+ID7P2p+DVmzQaPI2sP1kcFgfx++RMUhmde:POG9AXDSp+DV6QatEcSfQkpOe
0CA043310774B1827F4200CA79CAF8EE
DBES5B9CE1F072D92EBDABEF6236CC622D0014BB7
ABBB65A34625414A399BBE13D6533D6A3A694BIADIA3E4AB5D760B59F403EA4B6
1EFD392CDA61D603D666E68A5997435E870CFF4E61761E66F4DF19DC694EDCCEABAAG697F8BICAEAO0F55929C28812456FBOFAALBF14870236E44615929A815A
false

low

hitp://https://ajax.googleapis.com/ajax/libs/angularjs/1.6.6/angular-animate.min.js

/*. AngularJS v1.6.6. (c) 2010-2017 Google, Inc. http://angularjs.org. License: MIT.*/.(function(S,q){'use strict’;function Ea(a,b,c){if(!a)throw Pa("areq",b||"?",c||"required");re
turn a}function Fa(a,b){if('a&&!b)return™;if(la)return b;if('b)return a;V(a)&&(a=a.join(" "));V(b)&&(b=b.join(" *));return a+" "+b}function Qa(a){var b={};a&&(a.to||a.from)&&
(b.to=a.to,b.from=a.from);return b}function W(a,b,c){var d="";a=V(a)?a:a&&C(a)&&a.length?a.split(\s+/):[];t(a,function(a,f){a&&0<a.length&&(d+=0<f?" ":"",d+=c?b+a:a
+b)});return d}function Ga(a){if(a instanceof A)switch(a.length){case O:return a;.case 1:if(1===a[0].nodeType)return a;break;default:return A(ua(a))}if(1===a.nodeType)ret
urn A(a)}unction ua(a){if('a[0])return a;for(var b=0;b<a.length;b++){var c=a[b];if(1===c.nodeType)return c}}function Ra(a,b,c){t(b,function(b){a.addClass(b,c)})}function
Sa(a,b,c){t(b,function(b){a.removeClass(b,c)})}function X(a){return function(b,c){c.addClass&&(Ra(a,b,c.addClass),c.addClass=null);c.remove

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\angular-sanitize.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

6601

5.380213686196279

false
96:+0HsQs2FGpyXvwavsVRIJhrpLo+IU/IYhu2GiMUey4M/evu02dgUc/sUX7JIxDcn:+elooallJhVo+Fihu71U3e0UTDcn
A2B8F13581F94AF095AEB8FC6E4DOCT71
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\angular-sanitize.min[1].js

SHA1L: A3837341394EFAEB84944E1BBCB8CA039FC999COE

SHA-256: CDF24F810DAAD6C8133158E57D1FADC664F11090B5952F39DEB4800A990DF236

SHA-512: EA237B011116DC891ACC044FD720287786A3D8FD1886EBB5456B6999FBDD5A9F1A7400C31DF862DDBF33F242D8EA3CFCB43354C2D96C334B67B6167FD8843E
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://ajax.googleapis.com/ajax/libs/angularjs/1.6.6/angular-sanitize.min.js

Preview:
/*. AngularJS v1.6.6. (c) 2010-2017 Google, Inc. http://angularjs.org. License: MIT.*/.(function(s,d){'use strict';function J(d){var k=[];w(k,B).chars(d);return k.join("")}var x=d.
$$minErr("$sanitize"),C k,D,E,p,B,F,G,w;d.module("ngSanitize",[]).provider("$sanitize",function(){function g(a,e){var c={},b=a.split(","),f;for(f=0;f<b.length;f++)c[e?p(b[f]):b[f]]
=10;return c}function K(a){for(var e={},c=0,b=a.length;c<b;c++){var f=a[c];e[f.name]=f.value}return e}function H(a){return a.replace(/&/g,"&amp;").replace(L,function(a){var
c=a.charCodeAt(0);a=a.charCodeAt(1);return"&#"+(1024*(c-.55296)+(a-56320)+65536)+";"}).replace(M,function(a){return"&#"+a.charCodeAt(0)+";"}).replace(/</g,"&
It;").replace(/>/g,"&gt;")Hunction I(a){for(;a;){if(a.nodeType===s.Node.ELEMENT_NODE)for(var e=a.attributes,c=0,b=e.length;c<b;c++){var f=e[c],h=f.name.toLower
Case();if("xmlIns:ns1"===h||0===h.lastindexOf("ns1:",0))a.removeAttributeNode(f),c--,b--}(e=a.firstChild)&&l(e);a=t("nextSibling",a)}}function t(a,e){v

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\angular-touch.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 4074

Entropy (8bit): 5.3403456496217965

Encrypted: false

SSDEEP: 96:+0CTi4CmLQWxrOaNuV44tErsL3KbGOXSCWKOKjinR:+rpCSQ+r0aNgF8bGOXXWKvmnR
MDS5: 148C96151C2B1A02C71518FCOC5242EE

SHA1L: 39714D8E24B2F5386A7D825ABEF92DF919F4F9B2

SHA-256: C305745B28600B85BE148A4F8E9BC2DAD57D86D36FFCD5A66F3951F252217EBL
SHA-512: 1EFF46EA2D0267AC9163C7973890310D25FEF83972633AC96CE2A19362EE55CB731B829605BC117FOEBI7E8D7295F50BDF5228F3D7BCD31BE387E02499206976
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://ajax.googleapis.com/ajax/libs/angularjs/1.6.6/angular-touch.min.js

Preview:
/*. AngularJS v1.6.6. (c) 2010-2017 Google, Inc. http://angularjs.org. License: MIT.*/.(function(x,p){'use strict’;function s(f,k){var e=!1,a=!1;this.ngClickOverrideEnabl
ed=function(b){return p.isDefined(b)?(b&&!a&&(a=!0,t.$$moduleName="ngTouch" k.directive("ngClick" t),f.decorator("ngClickDirective" ["$delegate" function(a){if(e)a.shift(
);else for(var b=a.length-1;0<=b;){if("ngTouch"===a[b].$$moduleName){a.splice(b,1);break}b--}return a}])),e=b,this):e};this.$get=function(){return{ngClickOverrideEnabled:
function(){return e}}}}function v(f k,e){n.directive(f,["$parse","$swipe" function(a,.b){return function(l,u,g){function h(c){if(!d)return!1;var a=Math.abs(c.y-d.y);c=(c.x-d.x)*k;r
eturn r&&75>a&&0<c&&30<c&&.3>a/clvar m=a(g[f]),d,r,c=["touch"];p.isDefined(g.ngSwipeDisableMouse)||c.push("mouse");b.bind(u,{start:function(c,a){d=c;r=

I:function(c){r='1},end:function(c,d){h(c)&&l.$apply(function(){u.triggerHandler(e);m(l,{$event:d})})}},c)}}])}var n=p.module("ngTouch",[]);n.info({an

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\arrow_forward_googblue_24dp[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 48 x 48, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 210

Entropy (8bit): 5.920447782733102

Encrypted: false

SSDEEP: 6:6v/IhPknINgLUUUUUUUUUUDKhvL+VTFreSNp:6v/7+qNSeF

MDS5: DE658190D67385A1A1ADDA2D5EAEE73A

SHAL: FADO8FD7AC762C13F892B32C71090E6392C9A059

SHA-256: CBEF65770A985C46D463308AE375713F582053102A60D139D079600B7D1A0ESC
SHA-512: 7B024B3D63E928993D85F209969DB61133B43CCA604B71E281A86922269F61A45BDFDF8D6809132C096925254B1A93CA37352EC0127D93550AB389B6CD099952
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gstatic.com/images/icons/material/system/2x/arrow_forward_googblue_24dp.png

Preview:
PNG........ IHDR...0...0.....".....'PLTEB..B..B..B..B..B..B..B..B..B..B..B..B....F....tRNS....|9.;;.<yX......NIDATX...9..0.C....."$.-..H...#Y+.1%.E#E........... 1.2 <...At.L.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\background_gradient[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 100x100, segment length 16, baseline, precision 8, 1x800, frames 3

Category: downloaded

Size (bytes): 453

Entropy (8bit): 5.019973044227213

Encrypted: false

SSDEEP: 6:3lIVUiPjIXJYhg5suRd8PImMMo23C/kHrJ8yA/NleYoWg78C/NTFvbKLAh3:V/XPYhiPRd8{7+9LolrobtHTdbKi

MDS5: 20F0110ED5E4E0D5384A496E4880139B

SHAL: 51F5FC61D8BF19100DFOF8AADAAS7FCDIC086255

SHA-256: 1471693BE91E53C2640FE7BAEECBC624530B088444222D93F2815DFCE1865D5B

SHA-512: 5F52C117E346111D99D3B642926139178A80B9EC03147C00E27F07AAB47FE38E9319FE983444F3EOE36DEF1E86DD7C56C25E44B14EFDC3F13B45EDEDAO64DBE
A
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\background_gradient[1]

Malicious:
Reputation:
|IE Cache URL:

Preview:

false
low

res://ieframe.dll/background_gradient.jpg

dd.....

j.Twz.6..X.@... V.3tM...P@.u.%...m..D.25..T...F.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\callout[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

31238

5.748423096645995

false
768:PV/d9SVRUFIj0ZwDHwfknoVK5ivnKiCPY8CP5GqOQPFJI/N4K96iVXi:7b0ZwD9now5iHGqF1ZVXi
3A2C00229FBADE01059CB27613E0BBEC

8275D53DAD852CE0799458CB2A0EF085A6308FD3
1A7F6C5EFB1039A488FC807C867128020C2821300C3COCD68231E0460971B567

CAF377D5A184CC0O14E1DESFBAGE17B4A1155D599CEEF2D85CCOEFCDD783F8ES5CDFCDD6EF63AECS57D2DC473D44A0B41259FA56D5D9F54A362AE3739A67D7F
7F2

false

low

<!doctype html><html lang="en" dir="ltr"><head><base href="https://ogs.google.com/"><meta name="referrer" content="origin"><link rel="canonical" href="https://o
gs.google.com/widget/callout"><link rel="preconnect" href="https://www.gstatic.com"><link rel="preconnect" href="https://ssl.gstatic.com"><link rel="preconnect" href="htt
ps://apis.google.com"><link rel="prefetch" href="https://apis.google.com/js/api.js"><script data-id="_gd" nonce="z78 AwDugPMpuGgZmEanUmQ">window.WIZ_gl
obal_data = {"DpimGf":false,"EP1ykd":["/_/*"],"FdrFJe":"2095958640394834694","Im6cmf":"/_/OneGoogleWidgetUi","LVIXXb":1,"LoQv7e":true,"MT7f9b":[],"NrSucd":false
,"OwAJ6e":false,"QrtxK":"™","S06Grb":"™","SINZmd"false,"Yllh3e":"%.@.1610587202457991,173057349,1627794414]\n","ZwjLXe":1,"cfb2h":"bog_onegooglehttpser
ver_20210112.01_p0","eptZe":"/_/OneGoogleWidgetUi/","fPDxwd":[1763433,1772879,1782333,45695529],"gGcLoe":false,"ikfinc":["https://www.google.com"],"nQyAE":
{"wcLcde":"false","tBSlob":"false"},"qwAQke":"OneGoogle

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\callout[2].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

downloaded

31348

5.747709401694567

false
768:nY/d9SvRuel40ZwDaXwknoV27ivnKiCPY8CPSbbtQPFJ/N4u+530Xg:Mt0ZwDunos7iwbbM100OXg
FF05903E789CB1CDF1A3764E7499D019

C596B799651A09F3694CF7D74CC064F4ACD6339C
8BC20D0E562DB972529BA4EB39B4915CF7633DB53A9F40F44F3EF3491440B26C

3D9A9265D182EGABEOE7423EDEC954BF58AF65B4FA51056BA371B389760D8D454D3B605EC1C883A9BBBI002FEE1E48E0A2EG6474106AAA7A34AB5E4967B446C
F

false
low

hitp://https://ogs.google.co.uk/widget/callout?
prid=19014989&pgid=19011552&puid=b29a01365649289&cce=1&origin=https%3A%2F%2Fwww.google.co.uk&cn=callout&pid=1&spid=2&hl=en

<!doctype html><html lang="en" dir="ltr"><head><base href="https://ogs.google.co.uk/"><meta name="referrer" content="origin"><link rel="canonical" href="https:/
/ogs.google.co.uk/widget/callout"><link rel="preconnect" href="https://www.gstatic.com"><link rel="preconnect" href="https://ssl.gstatic.com"><link rel="preconnect" href=
"https://apis.google.com"><link rel="prefetch" href="https://apis.google.com/js/api.js"><script data-id="_gd" nonce="ngs1Rdjq7no19Jwsp+WSDg">window.WIZ_global_d
ata = {"DpimGf":false,"EP1ykd":["/_/*"],"FdrFJe":"1722934402073359208","Im6cmf":"/_/OneGoogleWidgetUi","LVIXXb":1,"LoQv7e":true,"MT7f9b":[],"NrSucd":false,"OwAJ
6e":false,"QrtxK":"","S06Grb":"","SINZmd":false,"Yllh3e":"%.@.1610587236298978,178771137,2701758922]\n","ZwjLXe":2,"cfb2h":"bog_onegooglehttpserver_20
210112.01_p0","eptze":"/_/OneGoogleWidgetUi/","fPDxwd":[1763433,1772879,1782333,45695529],"gGcLoe":false,"ikfinc":["https://www.google.co.uk"],"nQyAE":
{"wcLcde":"false","tBSlob":"false"},"qwAQke":"One

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\cb=gapi[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

308000

5.528397091372971

false

6144:pKhyr6 C6RINOrE5zwkkaf5s6wCKeDHMDzb/PiBNO+:pyyrr+tO11k7CDLQE
E41FC242EF1337574A488143FFDB86FB
FCE52270E2E0785236E47256EB75CF8B964B4A57
9C8218196A8B72663BD53CC1B1EOF31D27EF3FB2AA66993293EAD312A75ED303
997C8AC2F7D1E4897DF462146C799C51BB65F12BA01FEC49AB91EA251FD5FFC53EA0B846DCA7025AA1D490A3B16DBEBAS5ADCB96669704433D4E42620CB96¢
Al
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\cb=gapi[1].js

Malicious:
Reputation:

|IE Cache URL:

Preview:

false
low

hitp://https://apis.google.com/_/scs/apps-
static/_/js/k=0z.gapi.en_US.SnHyU412DY0.0/m=client/rt=j/sv=1/d=1/ed=1/am=wQE/rs=AGLTcCObTkZu7kqlvAIBObY4g3IzIKIb5g/cb=gapi.loaded_0

/* JS */ gapi.loaded_0(function(_){var window=this;./*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var ia,ka,pa,ra,Ca,Ea,Ja,Sa;_.ba=f
unction(a){return function(){return _.aa[a].apply(this,arguments)}};_._DumpException=function(a){throw a;};_.aa=[];ia=function(a){var b=0;return function(){return b<a.len
gth?{done:!1,value:a[b++]}:{done:!0}}};ka="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)retu
rn a;a[b]=c.value;return a};.pa=function(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof
global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("a");};ra=pa(this);Ca=function(a,b){if(b)a:{var c=ra;a=a.split(".");for(var d=0
;d<a.length-1;d++){var e=a[d];if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null!'=b&&ka(c,a,{configurable:!0,writable:!0,value:b})}}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\cb=gapi[2].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

64261

5.581297751696333

false
1536:ppzU98YyvVdPqEFIMte5VbM/PjWIH+zjVxg5EWxa6+:pK2YyvVdHeezj3qT+
D5DA2165737F0377DE0321AC97C344ED
FEAEF178316C60B5BC1DBC6E619D5A206DDD1475
OE5C71E3F577C1D7C1A5CES71285364E2EA057BFES50930191ED123FABAS89FEE

1B4F27EAC9E68D0D55288B130C3FFASE1IAFF5DBOEOOD4FF53D26A115B07B638BC116C297049E43FE795032B3C7D099D806BB3A3F065E4599CB58893ACF72A44
2

false
low

hitp://https://apis.google.com/_/scs/apps-
static/_/js/k=0z.gapi.en_US.SnHyU412DY0.0/m=googleapis_proxy/rt=j/sv=1/d=1/ed=1/am=wQE/rs=AGLTcCObTkZu7kqlvAIBObY4g3IzIKIb5g/ch=gapi.loaded_0

/* JS */ gapi.loaded_0(function(_){var window=this;./*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var ia,ka,pa,ra,Ca,Ea,Ja,Sa;_.ba=f
unction(a){return function(){return _.aa[a].apply(this,arguments)}};_._DumpException=function(a){throw a;};_.aa=[];ia=function(a){var b=0;return function(){return b<a.len
gth?{done:!1,value:a[b++]}:{done:!0}}};ka="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)retu
rn a;a[b]=c.value;return a};.pa=function(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof
global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("a");};ra=pa(this);Ca=function(a,b){if(b)a:{var c=ra;a=a.split(".");for(var d=0
;d<a.length-1;d++){var e=a[d];if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null!'=b&&ka(c,a,{configurable:!0,writable:!0,value:b})}}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\cb_cbu_kickin[1].svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

35463

4.517205154354304

false

768:01Epw6i1Fj0od/2eBtMt7GuKGfUd1MiGTtjoSq:hEp9irjjH83iGB0oSq
E1B00A1B7E79BDCBO014F9E7882CFDBAL
1BD9415274E63ACE46B93E4110F52F71832F517B
2E6E60371B7768E59507C0C41805E1D7DA1958FAGE2DF10370A403CD447C6E7C
373DA7270D204C31C46024D497F2651265D323663E3B94FFBC8EI60BECE93B8CF6FB6322A167BBCFBB85F56375F4FACFD8ESF35F8839CFIF789C4218429B15A]
false

low

hitp://https://www.gstatic.com/ac/cb/cb_cbu_kickin.svg

<svg width="360" height="120" viewBox="0 0 360 120" fill="none" xmIns="http://www.w3.0rg/2000/svg">.<circle cx="67" cy="54" r="30" fill="white"/>.<path style="mix-
blend-mode:multiply" d="M64.3115 103.279H23V109.18H64.3115V103.279Z" fill="url(#paint0_linear)" fill-opacity="0.3"/>.<path style="mix-blend-mode:multiply" d=
"M180.755 113H154.497V119.302H180.755V113Z" fill="url(#paint1_linear)"/>.<path style="mix-blend-mode:multiply" d="M249.229 113.115H212.836V119.016H249
.229V113.115Z" fill="url(#paint2_linear)"/>.<path d="M67.8456 84.2698H65.5811V104.651H67.8456V84.2698Z" fill="#EBEAED"/>.<path d="M67.8456 11.8032H65.
5811V23.1261H67.8456V11.8032Z" fill="#E8EAED"/>.<mask id="mask0" mask-type="alpha" maskUnits="userSpaceOnUse" x="35" y="21" width="64" height="65">.<path
d="M66.7132 85.402C84.2229 85.402 98.4173 71.2075 98.4173 53.6978C98.4173 36.1881 84.2229 21.9937 66.7132 21.9937C49.2035 21.9937 35.009 36.1881 35.009
53.6978C35.009 71.2075 49.2035 85.402 66.7132 85.402Z" fill="white"/>.</ma

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\chat-icon[1].svg
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Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
SVG Scalable Vector Graphics image
downloaded
269
5.039829882424815
false
6:t19mc4slzXdhC/O4uxopLURGDgoc6XzgQIVY6i6lY TEFdHIADxq9fSmKOC:t4BdU/PrpoOEoc6jgQIg6iY TEFdHK+fC
36B96EE9D2C32E785C3A0E4CB2EC6F1B
89AA8DA9F3DAE199EAA3EE940D29C22467491320
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SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

A44B6DB7AC38530E211F7A58BC1532E2978F9267BESC32BDABA36BIF5D989878

139FEF149B7A33A3F06A39A560CD3DA212343BA82F4D5DB231E109B35AB41CAAS5873CA524C800FB2BFCF12711B501671AE2E3CDF57DB5BD68B754825AF22DB
C

false
low

hitp://https://www.gstatic.com/store/images/chat/chat-icon.svg?cb=284858275

<svg xmIns="http://www.w3.0rg/2000/svg" width="24" height="24" viewBox="0 0 24 24"><path d="M20 2H4c-1.1 0-1.99.9-1.99 2L.2 22|4-4h14c1.1 0 2-.9 2-2V4c0-1.1-.9-2-
2-2zM6 9h12v2H6V9zm8 5H6V-2h8v2zm4-6H6V6h12v2z" fill="#1a73e8"/><path d="M0 0h24v24H0z" fill="none"/></svg>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\check_black_24dp[1].png

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 24 x 24, 8-bit gray+alpha, non-interlaced

downloaded

128

5.9358359421205895

false

3:yionv//thPIT/Xti9kyUViilmtzG9agqtlsg1p:6v/IhPX2kP+ty/O2up
AE90CD36AD79CIF93FB53A960BC6D171
893F232DAF35C28F17D17822795F7E180B34FC11
EEA4C83B7BA7BIC7E2E0843E8D7F4593760CBC14281C9266632770111822B8F9

4165C36E9F9BBB4487CDCFEE48FCBE738A0AF6DF928AC8BACBB69C4801E2F915A7CA97196B110FDF58B8BB78497F3D5D11A834AAAB6BEGASESDB24C66DA192
F53

false
low

hitp://https://www.gstatic.com/images/icons/material/system/1x/check_black_24dp.png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\close[1].png

Process:

File Type:
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced

downloaded

415

7.202140290145217

false

12:6v/7kO/t2JEINDFK9qUVuGsxtP9gyOshjp2/MD:aXIsWSOsb2q
63A63167CBCDE98A11A58A67958EE234
56288683C78A419719FF99DB5FICID3BOC77657C
E61699F4419A9389BADD812C4899E15208217ACB9770B32E046BCDB236656D96
AFFCO09F8B03E4F53617716207803FB30EB50800F9414BD26E78F739362C587D5D14E2F1DBEB7C692C715911596E4637FDB3049C3548904005A8772DD8CDB0510
false

low

hitp://https://about.google/assets/img/close.png?cache=5628868

PNG........ IHDR...0...0.....W....... tEXtSoftware.Adobe ImageReadyq.e<...AIDATX.....0..+...<9B.&"....L@........F{..E...BD.OZ81F..h4..q9qv...W._.i.H..._Y......... M.%....q.H4.:
[.5C(..7..2<G  I+......... M. *~U..=.54.5.%..9. $..Y.%.h.l.."..<L3.[X..#_<..<T Q...yWad.U..*A.tV3$..b.OXl..... TALLKHPmMX......&.. K........ SLZ.
Q..h4.y.0..,..w.....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\css[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

dropped

1535

5.216575502620903

false
24:G9X30YsRgPv30OYXRDD70Ys/UrR/IOYP7NxV/IOYNNxBI/iOYsNxDV/iOYXNxd/il:l:OLRgP/OgRrOLOMOS7N20WNsOLNtCOg3
C7C65789D4FA76EFA46B98F895DBA0D2

F2C778BD6C15C2317F15D1EC66A42F01DC3C9059
AE554ABF96A20F868E21592CAC8C6BD3341242F08BCB015D48E9D96FIC46D659

027A9705ED7AC98ED96D1DA3F0AGDC72F4F70CESBCDASF3C8ECFD1B11ACDD75790299D0AB5534F909964ABA9EG168DB09A20749931F73FF57113E7393D78FDF
D

false

low
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Preview:

/*. * See: https://fonts.google.com/license/googlerestricted. */.@font-face {. font-family: '‘Google Sans';. font-style: normal;. font-weight: 400;. src: url(https://fonts.gstat
ic.com/s/googlesans/v27/4UaGrENHsxJIGDuGo10IIL30wpg.woff) format(‘woff');.}. @font-face {. font-family: '‘Google Sans';. font-style: normal;. font-weight: 500;. src: ur
I(https://fonts.gstatic.com/s/googlesans/v27/4UabrENHsxJIGDuG0101ILU94YtzCwA.woff) format(‘woff');.}.@font-face {. font-family: 'Product Sans';. font-style: normal;. f
ont-weight: 400;. src: url(https://fonts.gstatic.com/s/productsans/v12/pxiDypQkot1TnFhsFMOfGShVF9el.woff) format(‘woff');.}. @font-face {. font-family: 'Roboto’;. font-
style: normal;. font-weight: 100;. src: url(https://fonts.gstatic.com/s/roboto/v20/KFOkCngEu92FriMmgVxllzQ.woff) format(‘woff');.}.@font-face {. font-family: 'Roboto";.
font-style: normal;. font-weight: 300;. src: url(https://fonts.gstatic.com/s/roboto/v20/KFOICnhqEU92FriMmSU5fBBc-.woff) format(‘woff');.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\detect.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

4129

5.62092436094876

false
48:jJJZGb0GhYwgysygX2Izp8LrMJUcGFpiR407MoQHZ1likaWBV7d+Bv6qV7en62HgAY:VNytgXJIMy2HvvaTkd4CR1CS7PHUZh
CCB12742B1B2797633560401906709C9

C84F19A557D0047A1F12247B1B8C75989E186C91
CAFCOF343F8E5827C61F77143B8869EDAD3C1E23A4CE73746C924B2F8F57471D
7991801B49C2002E2E633F2A615435F30ED04A3DA41430123E1BC4348327F81B815B0CC01D3EB4EC33E156DC8B2AD4F519F9B19BCOALFAFACT7623A9056EDAEF
false

low

hitp://https://about.google/assets/js/detect.min.js?cache=c84f19a

(function(){var d=this;.function k(a){var b=typeof a;if("object"==b)if(a){if(a instanceof Array)return“array";if(a instanceof Object)return b;var c=Object.prototype.toString.call(a
);if("[object Window]"==c)return"object";if("[object Array]"==c||"number"==typeof a.length&&"undefined"!=typeof a.splice&&"undefined"!=typeof a.propertylsEnumer
able&&!a.propertylsEnumerable("splice"))return“array";if("[object Function]"==c||"undefined"!=typeof a.call&&"undefined"!=typeof a.propertylsEnumerable&&!a.prop
ertylsEnumerable(“call"))return"function”}else return"null";else if("function"==.b&&"undefined"==typeof a.call)return"object";return b}var I="closure_uid_"+(1E9*Math.rand
om()>>>0),m=0;var n=String.prototype.trim?function(a){return a.trim()}:function(a){return/*[\s\xa0]*([\s\S]*?)[\s\xa0]*$/.exec(a)[1]};function p(a,b){return a<b?-1:a>b?1:
0};function g(a){var b=t,c=u;c=void 0===c?window:c;a=c.navigator.userAgent.match(a);return!a||a&&parselnt(a[1],10)>b}var v={m:"ie" j:"android",0:"ios"},w=/MSIE\

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\dnserror[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

2997

4.4885437940628465

false

48:u7u5V4VyhhV2IFUW29vjORkpNc7KpAP8Rra:vIlJ6G7A08Ra
2DC61EB461DA1436F5D22BCE51425660
E1B79BCABOF073868079D807FAEC669596DC46C1
ACDEB4966289B6CE46ECC879531F85E9C6F94B718AAB521D38E2E00F7F7F7993

A88BECB4FBDDC5AFC55E4DC0135AF714A3EEC4A63810AES5A989F2CECB824A686165D3CEDBSCBD8F35C7ESBIF4136C29DEA32736AABB451FE8088B978B493
AC6D

false

low

<IDOCTYPE HTML>..<html>.. <head>.. <link rel="stylesheet" type="text/css" href="NewErrorPageTemplate.css" >.. <meta http-equiv="Content-Type"

content="text/html; charset=UTF-8">.. <title>Can&rsquo;t reach this page</title>.. <script src="errorPageStrings.js" language="javascript" type="text/javascript">..
</script>.. <script src="httpErrorPagesScripts.js" language="javascript" type="text/javascript">.. </script>.. </head>.... <body onLoad="getInfo(); initMo

relnfo('infoBlockID);">.. <div id="contentContainer" class="mainContent">.. <div id="mainTitle" class="title">Can&rsquo;t reach this page</div>.. <div

class="taskSection" id="taskSection">.. <ul id="cantDisplayTasks" class="tasks">.. <li id="task1-1">Make sure the web address <span id=

"webpage" class="webpageURL"></span>is correct</li>.. <li id="task1-2">Search for this site on Bing</li>..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\done_googblue_24dp[1].png
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Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced

downloaded

309

7.011377752256453

false
6:6v/IhP8QOQI01f1xNMz/3kclIFIZ+IQghFIGIE8F/Hzgsyjp:6v/7k5KRAO/3kclFEOka/csyN
473D9633E09BCAAC33641DCFB1F94CBA
EC5512B340D36931319A99DCD5905E671E898792
9F936C7AB1C11FC5494DCO4E0AS9D5EAGBEEDI325D62A61EC0C459D27496F511
63B43586639CDB3A8A09D94915BAB37B33076536956116D112FD5E2FAG6084394539A36C18FCOB4BF47B430F4B404AE7E48433A57D6F6F1CB3A6BF10E1IDABGEF]
false

low

hitp://https://www.gstatic.com/images/icons/material/system/2x/done_googblue_24dp.png
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Preview:

PNG.......IHDR...0...0....W.......IDATX....BQ.....}L.E.....s.$B..]u.....=FDfn...T,j.SO}.....B.\...&.|Zt ... .<l.......... . $..G..$..7..GNA..... \5C>I.......,..1.0}.....dy. TG((..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\errorPageStrings[1]

Process:

File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

downloaded

4720

5.164796203267696

false
96:z9UUigRxqH211CUIRgRLNRynNjZbRXkRPRK6C87Apsat/5/+mhPcF+5g+mOQb7A90:JsUOG1yNIX6ZzWpHOWLial6Cb7bk
D65EC06F21C379C87040B83CCLABACEB

208D0A0BB775661758394BE7E4AFB18357E46C8B
A1270E90CEA31B46432EC44731BF4400D22B38EB2855326BF934FE8F1B169A4F
8A166D26B49A5DI5AEA49BCE49ESEA58786A2191F4AD2ADACEF5FBB7523940CE4482D6A2502AA870A931224F215CB2010A8C9B99A2C1820150E4D365CAB28299
false

low

res://ieframe.dll/errorPageStrings.js

/ISplit out for localization...var L_GOBACK_TEXT = "Go back to the previous page.";..var L_ REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More
information”;..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
"..var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.";....//used by invalidcert.js
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\f[1].txt

Process:
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Size (bytes):
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Encrypted:
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SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

488

5.089534964211433

false

12:IRzfbSOX34Uovmw/SOXaHSOXd3frMY SOXdFoj/SOXak4h4CdS5:1RqQI7vmDQayQd3fsQdFfQaNhvdG
2A6A1BDE5B47AD66081C7BBCDAD98142

1688F34391027E4EA66E97EE20C94B33944223C2
9712D6DFA8CAC010FD272022C326FF4FC5A2DCA9228A0A5D350ED311CDF2C8DD
42AD2A479613B602695FBEC5A798A8EDA31A264F86D76E41BFB58A2710ECF6D99613E4A633C57E3547C7546C2BCES9ADA0454FC8673B02BAFCC332348A18214
false

low

hitp://https://www.google.com/complete/search?q&cp=0&client=psy-ab&xssi=t&gs_ri=gws-wiz&hl=en-GB&authuser=0&psi=bJz_X-
n9FpCasAetmq_IDQ.1610619649420&nolsbt=1&dpr=1

)I}-[[["brazilian coronavirus variant",0,[362,143] {"zf":33,"zI":8,"zp":{"gs_ss":"1"}}],["fortnite beef boss remedy dummy",0,[362,143],{"zf":33,"zI":8,"zp":{"gs_ss":"1"}}],["food
parcels free school meals",0,[362,143],{"zf":33,"zI":8,"zp"{"gs_ss":"1"}}],["mental health act reform white paper",0,[362,143] {"zf":33,"zI":8,"zp":{"gs_ss":"1"}}],["gcses mini ex
ams",0,[362,143] {"zf":33,"zI":8,"zp"{"gs_ss":"1"}]],{"ag":{"a":{"8":"TRENDING SEARCHES"}},"q":"i9Vanr5r8qYmzfiYbwVEvkjbG9g"}]

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\gmail_2020qg4_32dp[1].png
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SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 64 x 64, 8-bit/color RGBA, non-interlaced

downloaded

885

7.514391089546807

false
12:6v/75yAULPnAGHqHV85xtV6guWvbZagCX48ZYiNa2T1bpp6oNFs+vM5v40GNSke:Quy8b7NuWvesmTFFNFsYM+xu
CE23C4CB379C32AE54DF13CA22DE161C

AB532339309E8572140F4CE343CAFF7B187029E6
1FOOBF732DFC5A8C7885885117D9C3A44F25EALF31E92C52237C76D7BF908525

B7B6F454A0BCB56B9EED5982F3355F528 CFFE63BED62D0D884DC3259DCBFDC706DD827ACFBOAG4FDCDIF610965D30276CDEBSFCD5DFE2ES5AD413D7B150E(
61DE

false
low

hitp://https://www.gstatic.com/images/branding/product/2x/gmail_2020qg4_32dp.png
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Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\googlelogo_color_92x36dp[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 92 x 36, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 2068

Entropy (8bit): 7.885816747456281

Encrypted: false

SSDEEP: 48:fQQ6ZPeytaZixPHobhZOPaPWddUVVWmMDPCagJc:LEUOFKuagdsWmADR

MDS5: 5FF3C6CD1CF3359C5AA5C82CDIDCIF13

SHA1L: F80B17B4521125BC01D74823BDOC62F3CO0FF70C

SHA-256: AC762DE135A15AAAA84D65F4725692CEEC69BFDAB5BC84C19CC4C13278AF6C2B

SHA-512: F94DBFBD5D697E32EO0E7EF4742A9BA49DCD595C125C55B997143873251428016644D63502CCDE252CC7DDOE997F8A0D740DACE1C83353DF00FB1DA749CB603
0

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gstatic.com/images/branding/googlelogo/1x/googlelogo_color_92x36dp.png

Preview:
PNG........ IHDR...\..$......].....IDATX..Zkp.TN......"...8X.,.m..R.:..PP..5"... ..]Z.0"..bA.. K~(ew[@..k.5.C|.jw.B....t..4..93w...]l....;......... Y~.9..X.....XQ..|.@.m=c...1....HB@Q
S6Qj..rwu.."..... 7030, Q) )L 6#..1C 2. 78K T . Jd . Ee . pNY . (+....m.-....B@......N..Of..]..|.m?2.2W....o..h...*}-<{.......... p...yE)3YB.OjyW.c.n.@ .K...}....z.p
wa.H..1....H.0gh..M.z......K.8.v.m..Mi.:g.6..a..3).*.N> M...Sy.a. WA....t.g'G<li...Uz.X..B.Y .&.....On.9K[.N...3..v.Z...U..G..9..y./.z...Y <.e.G=..aN....H....q..
koKla<w. . .R.N_."F.@?.J_..ZR.D.,.7.......Y.rmQ}....sk.....g....... >m..Z.<.;..6F...0..=N..@..1....tn.m..62.-. L.B.$F.J5..... > [......(..-. 2B Gl p = AN (LWL 7000
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\gtm[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 440802

Entropy (8bit): 5.262334241293558

Encrypted: false

SSDEEP: 6144:4CTF5h+MLgIHyn1z5YgIBhMOTIHXNY+p5dpF8L74djT23p9T/Dn+WQwO9dOFQxFk:VUMQEU/i4

MDS5: 9CB359B202CAE212CBEDB8D18D0D3559

SHA1L: B9C1337E890588725115F1F8684EC222CE4F3AA3

SHA-256: FE56FC5A9443148ECBA4COFD2615B5DA81DDF389737BC36FFE17959BB4989699

SHA-512: AB31C1F047CBE879832A0E7AEE6F3C382798DC51D561AFAE220502E30BE48A6D4EEA8167B4B93752DB13E44F0993B63D73657E50CC0279C68D410FAC8662F1L
C

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.googletagmanager.com/gtm.js?id=GTM-MX89MJ

Preview:
Il Copyright 2012 Google Inc. All rights reserved..(function(){..var data = {."resource™: {. "version":"651",. . "macros™[{.  “function":"__e". }{  "function"™:"__v",.
"vtp_name":"gtm.triggers”,.  "vtp_dataLayerVersion":2,.  "vtp_setDefaultValue":true,.  "vtp_defaultvalue":"™. }{.  "function™:"__v",.  "vtp_datalLayerVersion
":2,.  "vtp_setDefaultValue":false,.  "vtp_name":"originalLocation". }{  "function":"__u",.  "vtp_stripWww"false,.  "vtp_component":"HOST",.  "vtp_cus
tomUrlSource™:["macro”,2],.  "vtp_enableMultiQueryKeys"false,.  "vtp_enablelgnoreEmptyQueryParam™false. }{  "function™"__u",.  "vtp_component":"PA
TH",.  "vtp_defaultPages":["list"],.  "vtp_customUrlSource™:['macro",2],.  "vtp_enableMultiQueryKeys":false,.  "vtp_enablelgnoreEmptyQueryParam™false. }{.
“function":"__remm",.  "vtp_setDefaultValue":true,.  "vtp_input":['macro",4],.  "vtp_fu

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\hammer.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 17340

Entropy (8bit):  5.303008957570859

Encrypted: false

SSDEEP: 384:eiTzIWjjglycX9E9dTbh6MOp9zpXI8gg8CUCUHD3RrU:hsjjqlycX9E9dTFZSXI8gg8CUCUHLmM

MD5: OAF3D798B125AE31A8AC2AD96E9B6513

SHA1L: BF7EC25C84965D3AFBC56855BC3D3BD579F5B8EC

SHA-256: E7F034BF8DBA4F24FEF0A207FAA9EDSATEE75788F353D60C8AA05CO10E1ICECFF

SHA-512: 89879F56D94F99F7C12D7A309A1EDD6819FC5D3EC4D23FC7E8AB197C180246EB37EB66094277A12374F073B94B2310922FCED2617E792F465459C999419717E8

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gstatic.com/external_hosted/hammerjs/v2_0_2/hammer.min.js
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\hammer.min[1].js

Preview:

[**.* @license. * Hammer.JS - v2.0.2 - 2014-07-26. * http://hammerjs.github.io/. *. * Copyright (c) 2014 Jorik Tangelder <j.tangelder@gmail.com>;. * Licensed under the M
IT license */...!'function(a,b,c,d){"use strict";function e(a,b,c){return setTimeout(k(a,c),b)}function f(a,b,c){return Array.isArray(a)?(g(a,c[b],c),!0):!1}function g(a,b,c){var e,
f;if(a)if(a.forEach)a.forEach(b,c);else if(a.length!==d)for(e=0,f=a.length;f>e;e++)b.call(c,a[e],e,a);else for(e in a)a.hasOwnProperty(e)&&b.call(c,ale],e,a)}function h(a,b,c)
{for(var e=Object.keys(b),f=0,g=e.length;g>f;f++)(!c||c&&ale[f]]===d)&&(ale[f]]=b[e[f]]);return a}function i(a,b){return h(a,b,!0)}function j(a,b,c){var d,e=b.prototype;d=a.pr
ototype=Object.create(e),d.constructor=a,d._super=e,c&&h(d,c)}unction k(a,b){return function(){return a.apply(b,arguments)}}function I(a,b){return typeof a==hb?a.apply(b
?b[0]|d:d,b):a}function m(a,b){return a===d?b:a}function n(a,b,c){g(r(b),function(b){a.addEventListener(b,c,!1)})}function o(a,b,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\icon[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

551

4.987919021796098

false
12:jFPrZO6ZRoT6pHACW3a8ppzrZ6ZmOHcIn+5cMK00k14enEsTeq:5t0YsKC3xdYmOOk4TfenESTL
COCC395F458175B167EFFBF0A9B8D488

009B500D67D7AA5957F6385344332ED4F2B4AB56
4949A2B116BEB10D68940F9E273071FF09F137AFFA350E73E56BDFCAF7929101

2596D4CC89EF74E50D0B3AF20513AE3C5746E5D7DF5D7C65B3ABB86E75C9086C4AEDSDE186122BCEA938E389BB572DA0FAFA3G6FFEABF2A4507A4429CB4C5F
482

false
low

hitp://https://fonts.googleapis.com/icon?family=Material+lcons+Extended

@font-face {. font-family: 'Material Icons Extended';. font-style: normal;. font-weight: 400;. src: url(https:/fonts.gstatic.com/s/materialiconsextended/v80/kJEjBvgX
7BgnkSruwT8UnNLVc38YydejYY-oE_LvP.woff) format(‘woff');.}...material-icons-extended {. font-family: ‘Material Icons Extended';. font-weight: normal;. font-style: normal
;. font-size: 24px;. line-height: 1;. letter-spacing: normal;. text-transform: none;. display: inline-block;. white-space: nowrap;. word-wrap: normal;. direction: ltr;. font-
feature-settings: 'liga’;.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\index.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

444794

5.05695210296345

false
1536:yLChIP6CeuE60PzVWDIi79QxQsQXFARY5AYHAC7A7LhLCp626ISKML:rIP6CeUERIQXQsQXFIAXhLCp626IS9L
057063F2BAECA785CA85FF1B02F9E072

828B76DDO8BEYAISC3B33FIES3AA044455F81FE4T
1A93D5781002833351EC7C56C4A6DE1F27B25A0DD58BICF5EE89F619B28C35BC

654FFCC915A73F8F13CF513F99D03E974CB3270CECBE6FBACEF3729581C6595BEFF8C7394971A80941AFE623D8FFAOF25FE3ECBADOBEF75B659C46C7A53F49!
4

false
low

hitp://https://about.google/assets-products/css/index.min.css?cache=828b76d

.glue-grey-0{color:#fff}.glue-bg-grey-0{background-color:#fff}.glue-grey-50{color:#f8f9fa}.glue-bg-grey-50{background-color:#f8f9fa}.glue-grey-100{color:#f1f3f4}.glue-bg-
grey-100{background-color:#f1f3f4}.glue-grey-200{color:#e8eaed}.glue-bg-grey-200{background-color:#e8eaed}.glue-grey-300{color:#dadce0}.glue-bg-grey-300{backgro
und-color:#dadce0}.glue-grey-400{color:#bdc1c6}.glue-bg-grey-400{background-color:#bdc1c6}.glue-grey-500{color:#9aala6}.glue-bg-grey-500{background-color:#9aala
6}.glue-grey-600{color:#80868b}.glue-bg-grey-600{background-color:#80868b}.glue-grey-700{color:#5f6368}.glue-bg-grey-700{background-color:#5f6368}.glue-grey-800
{color:#3c4043}.glue-bg-grey-800{background-color:#3c4043}.glue-grey-900{color:#202124}.glue-bg-grey-900{background-color:#202124}.glue-blue-50{color:#e8f0fe}.g
lue-bg-blue-50{background-color:#e8f0fe}.glue-blue-100{color:#d2e3fc}.glue-bg-blue-100{background-color:#d2e3fc}.glue-blue-200{color:#aecbfa}.glue-bg-blue-200{b
ackground-color:#aecbfa}.glue-

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\index.min[1].js

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):

Encrypted:

SSDEEP:

MD5:

SHA1L:

SHA-256:

SHA-512:

Malicious:

Reputation:

|IE Cache URL:
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

311800

5.390680702711767

false
3072:LPId4UFXWA70xSnCR/8YM+K1qJirVG4L+pDR3/Jf1iVWPua3zeNyOSLjCE2:Li0xh5ZnK1qJirVG4SpDR3/INigPulL
7235E5B7258D08719D3B4E6B57B975BA

FAEOF1B3A78261CFCB1C81D0288990CFB3236063
ABADAAOE463862938CEBBD623916D08EC596327FB34A455B50C9364E064DB523
A40A5D95CA0C1940EFASEAA4BAB7D2FB3226F257A3F19039A6600EEE9F938C958C7DF129D7A159078937F02752C2145BDE39CAB3923E43F099006E92F32182EC
false

low

hitp://https://www.google.com/gmail/about/static/js/index.min.js?cache=fae0f1b
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\index.min[1].js

Preview:
(function(){var b=b||{};b.scope={};bh.ASSUME_ES5=!1;b.ASSUME_NO_NATIVE_MAP=!1;b.ASSUME_NO_NATIVE_SET=!1;b.objectCreate=h.ASSUME_ES5||"functio
n"==typeof Object.create?Object.create:function(a){function c(){}c.prototype=a;return new c};b.underscoreProtoCanBeSet=function(){var a={a:!0},c={};try{return c
.__proto__=a,c.a}catch(d){}return!1};.b.setPrototype Of="function"==typeof Object.setPrototypeOf?Object.setPrototypeOf:b.underscoreProtoCanBeSet()?function(a,c){
a.__proto__=c;if(a.__proto__!==c)throw new TypeError(a+" is not extensible");return a}:null;.b.inherits=function(a,c){a. prototype=b.objectCreate(c.prototype);a.prototype.
constructor=a;if(b.setPrototypeOf)(0,b.setPrototypeOf)(a,c);else for(var d in c)if("prototype"!=d)if(Object.defineProperties){var e=Object.getOwnPropertyDescriptor(c,d);e
&&Object.defineProperty(a,d,e)}else a[d]=c[d];a.superClass_=c.prototype};b.getGlobal=function(a){return“undefined"!=typeof window&&window===a?a:"undefined"!=typ
eof global&&null'=global?global:a};b.glo

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\index.min[2].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 60250

Entropy (8bit): 5.358469278766805

Encrypted: false

SSDEEP: 768:0j0o93W03MVHHDHbsMdcjkgJi6hBcEIRN3iV319rOAWhNUOHTZz6fshGMQZGL8AV6:jo9313MnjbFgs6rznAhOHTUET(L8AV6E
MDS5: 55E3C0B0855610AAAC6226691960C20E

SHA1L: 627E25DD7A3569D2C8BFEAB1DDESBEC6A0700E61

SHA-256: 4AEF8C21E815BC20B8145E3BC98848ACAFF49EA3D6692136F2EB05713849BC12

SHA-512: A5F48F421D5343FB432070802402FBFC642D5CCB8BIF2742511C529840E4498903AC9175F2769CB722B3D453149A4E03BED72164370385C053FBAAGD1ADAI3CL
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://about.google/assets-products/js/index.min.js?cache=627e25d

Preview:
(function(){function aa(a){var b=0;return function(){return b<a.length?{done:!1 value:a[b++]}:{done:!0}}}function m(a){var b="undefined"!=typeof Symbol&&Symbol.
iterator&&a[Symbol.iterator];return b?b.call(a):{next:aa(a)}}function p(a){if(!(a instanceof Array)){a=m(a);for(var b,c=[];!(b=a.next()).done;)c.push(b.value);a=c}return a}var
ba="function"==typeof Object.create?Object.create:function(a){function b(){}b.prototype=a;return new b},ca;.if("function"==typeof Object.setPrototypeOf)ca=Object.se
tPrototypeOf;else{var da;a:{var ea={Pa:!0},fa={};try{fa.__proto__=ea;da=fa.Pa;break a}catch(a){}da=!1}ca=da?function(a,b){a.__proto__=b;if(a.__proto__!==b)throw new
TypeError(a+" is not extensible");return a}:nulljvar ha=ca;.function q(a,b){a.prototype=ba(b.prototype);a.prototype.constructor=a;if(ha)ha(a,b);else for(var c in b)if("prototy
pe"!=c)if(Object.defineProperties){var d=Object.getOwnPropertyDescriptor(b,c);d&&Object.defineProperty(a,c,d)}else a[c]=b[c];a.qb=b.prototype}var r="undefined"!

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\intro[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 259317

Entropy (8bit): 5.695963850690643

Encrypted: false

SSDEEP: 3072:HgL70OwWAL3hX4jxtpBMQIJjPArs56kVBwW5BYBcwS:HgLKLGjnMGJjPArs5145BYBY
MD5: 77F04619E1BEB02D3EF18D03CFEC724E

SHA1L: 31AEC64AD48648063745A7764B65A5AD6EA975BF

SHA-256: 30F8C9495617C51C0A648B644268584EAICE15B4CC6FIC84BCC202CCB04CI0D5
SHA-512: 4CFO006E31D2DBAEB30504075C34A8DABF1B157DFBC307CD71D9E96488B6CB4602AEF293F79A1C95CC29AF153C192F84991A502C1E6625D67A8599894C3FE42!
Malicious: false

Reputation: low

Preview:

<ldoctype html><html lang="en" dir="Itr"><head><base href="https://consent.google.com/"><meta name="referrer" content="origin"><link rel="canonical" href="https
:/lconsent.google.com/intro/*><meta name="viewport" content="initial-scale=1,maximum-scale=1,user-scalable=no,width=device-width"><link rel="shortcut icon" href
="/lwww.google.com/favicon.ico"><script data-id="_gd" nonce="nZJq2wgxS8QINwV6E8tl YIA">window.WIZ_global_data = {"DndLYb":"","DpimGf":false,"EP1ykd":["/
_*"],"FdrFJe":"-5293084588895985887","Im6cmf":"/_/ConsentUi","LVIXXb":1,"LoQv7e":true,"MT7f9b":[],"Mypbod":"https://www.googleapis.com/reauth”,"QrtxK":"","R6pl
ad":"%.@.]\n","S06Grb™:"™,"S1INZmd":false,"YIlh3e":"%.@.1610587247988637,173050403,1644955541]\n","cfb2h":"boq_identityfrontenduiserver_20210110.19_p0"
,"eNnkwf":"1610587199","eptZe":"/_/ConsentUi/","fPDxwd":[1763433,1772879,1782333,45695529],"gGcLoe":false,"ikfjnc":["https://www.google.com"],"nQyAE":
{"VEMF5e":"false","EoymAc":"false","FbHgvh":"false","P1ceCf":"false","

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\jquery.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 86351

Entropy (8bit): 5.367752216095235

Encrypted: false

SSDEEP: 1536:3dhEyijTIKEJgRdXXe9J578g0JsWXdLVhNLKz4DTAjnWotoZqwsRmKKH7UggYiTv:2Qcd5hNLxTwn3t0iUHITDU8Cu5

MD5: 05E51B1DB558320F1939F9789CCF5C8F

SHA1L: C72C1735B4D903D90DD51225EBEFB8C74EBBC51F

SHA-256: 702B9E051E82B32038FFDB33A4F7EB5F7B38F4CF6F514E4182D8898F4AEBOB7FB

SHA-512: AB3AD9A98FE431508461EBBF8029BC536F34D16CFEF8B4C62B8A62B56FE2B30A426E3C3186C994C2578BD585DA1C89A9B421C6D2F27053B2F2ED13B0DD9428
3

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\jquery.min[1].js
|IE Cache URL: hitp://https://ajax.googleapis.com/ajax/libs/jquery/3.1.0/jquery.min.js

Preview:
/*1'jQuery v3.1.0 | (c) jQuery Foundation | jquery.org/license */.!function(a,b){"use strict";"object"==typeof module&&"object"==typeof module.exports?module.exports=a.do
cument?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:this,
function(a,b){"use strict";var c=[],d=a.document,e=Object.getPrototypeOf,f=c.slice,g=c.concat,h=c.push,i=c.indexOf j={} k=j.toString,|=j.hasOwnProperty,m=I.toString,n=m.c
all(Object),o0={};function p(a,b){b=b||d;var c=b.createElement("script");c.text=a,b.head.appendChild(c).parentNode.removeChild(c)}var g="3.1.0",r=function(a,b){return new
r.fn.init(a,b)},s=/"[\sS\uFEFF\xAQ]+|\s\uFEFF\xAQ]+$/g,t=/"-ms-/,u=/-([a-z])/g,v=function(a,b){return b.toUpperCase()};r.fn=r.prototype={jquery:q,constructor:r,length:0,t
oArray:function(){return f.call(this)},get:function(a){return null'=a?a<07?this[a+this.length]:this[a]:f.call(this)},pushStack:function(a){var b=r.merge(this.con

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\keyboard_arrow_down_grey600_24dp[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 24 x 24, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 136

Entropy (8bit): 5.891115602983882

Encrypted: false

SSDEEP: 3:yionv//thPI5I[PGYkzwrMG3IFFS+cjNAJ9FztH1p:6v/IhPZu8t4mNSF3p

MDS5: 0483242D867161F8DAALF8CBE32B1267

SHA1L: F6CF749FCC567374E66280B90D705FOCCEFF1793

SHA-256: EF999998474E3D93BAF7F91EA596A371457D05B9246382B631ECBFE1F1693AA8

SHA-512: B83DE162868C7A85CF793A14EA01197B72237B14B45E1BA537C7701BODAE3E80C35360B32F426B7FE319E41DB83A7FE7BAL1346341A2E4E3AC86DE039A8076C6
E

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gstatic.com/images/icons/material/system/1x/keyboard_arrow_down_grey600_24dp.png

Preview:
PNG........ IHDR......o.o.d w=....0IDATx.c..F.(..%%%..!.gAii.. N...$.U3.D...a....9.$F.%....... Sn...T.t.G.(....Z...Y....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\m=GPhFgf[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: dropped

Size (bytes): 290

Entropy (8bit): 5.150821595628457

Encrypted: false

SSDEEP: 6:x4Lrev3RZR1xN/SqL6MvzehrEqJedgXXalNw6IpF:x4+f7LihqdICf

MDS5: E7DD9686CA0D1991B8327611F9D1ACA8

SHA1L: C0471336CE20B5FFFBD9307F57F056F48A469DB6

SHA-256: 5C78FA38A5BF512523CD39281F8E917358F5254E445C46EB8385D02450AF8B3C

SHA-512: 70B7EA7F7AD6D1906F63A98EC27A1F2A175720FFCFDA33820EF7425ACA2FCE055CFD93E0550D5E7BCAB663CFDIA9D2F043B2328B08279D874DCFI6DA796D3(
48

Malicious: false

Reputation: low

Preview:

try{.s_f("GPhFgf");.var s_jEb=s_N("GPhFgf");.var s_kEb=function(a){s_h.call(this,a.Ka)};s_n(s_kEb,s_h);s_kEb.Ga=s_h.Ga;s_kEb.prototype.kpd=function(a){s_fEb(a)}
;s_O(s_kEb.prototype,"noGWuc",function(){return this.kpd});s_Q(s_jEb,s_kEb);..s_g();..}catch(e){_DumpException(e)}.// Google Inc..

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUVI\m=GxIAgd,NBZ7u,NpD4ec,0G6ZHd,T6sTsf, T7XTS,aa,abd,async,cvn5ch,
dv7Bfe,dvl,foot,ifl,kVbfxd,lu,m,mUpTid,mu,sb_wiz,sf,uiNkee,xz7cCd[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 183863

Entropy (8bit): 5.5192150433414575

Encrypted: false

SSDEEP: 3072:kpLxKHdyKK08VhTDgWO099QWOs+LIvotVbOXrwzX/yjV0:kpLxSdS0gHqW099QWOPH;jZ0

MDS5: 226374F8C4121C556C6BF83D440E482B

SHAL: 8DEB3EEB9823A26F1998AE18B8DE1C375BBC375C

SHA-256: C726CBE9C2CCFE457786A44E5D4B43BFF6E3B4E2FD8CIBOE1B76FBB5EGSF7CF9

SHA-512: 1694F9E81E66D67D1CDC57CBDFIF5F44740F481AADAAFABLF7EEO3EAFS3EF42CB15E4A4BDC3E02E81663C936EDDIE1747C6E81282A4336BDIA6A6421DF29A
AB

Malicious: false

Reputation: low
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUVI\m=GxIAgd,NBZ7u,NpD4ec,0G6ZHd,T6sTsf, T7XTS,aa,abd,async,cvn5ch,
dv7Bfe,dvl,foot,ifl,kVbfxd,lu,m,mUpTid,mu,sb_wiz,sf,uiNkee,xz7cCd[1].js

Preview:

try{.s_f("NpD4ec");..s_g();..Jcatch(e){_DumpException(e)}.try{.s_f("ws9TIc");..s_g();..}catch(e){_DumpException(e)}.try{.s_f("RL6dV");..s_g();..}catch(e){_DumpException(e
)try{.var s_jn=function(a){s_in=a;s_Ni(document.body,s_78a,!a)};s_f("sy6a");.var s_78a=s_J("MDuPYe");.var s_in=!1;..s_g();..}catch(e){_DumpException(e)}.try{.s_f("syor"
);.var s_98a=window.agsa_ext;..s_g();..}catch(e){_DumpException(e)}.try{.s_f("BYwJIf");..s_g();..}catch(e){_DumpException(e)}.try{.var s_$8a=function(a){for(var
b=0,c=0;c<a.length;++c)b=31*b+a.charCodeAt(c)>>>0;return b};s_f("syfq");..s_g();..}catch(e){_DumpException(e)}.try{.s_f("syg0");.s_$b(s_Mj);..s_g();..}catch(e)
{_DumpException(e)}.try{.s_f("T7XTS");..s_g();..}catch(e){_DumpException(e)}.try{.s_f("sy61");.var s_hn=s_J("dBhwS"),s_28a=s_J("SJuORc"),s_38a=s_J("S5BwHc"),s_4
8a=s_J("jxvro");..s_g();..}catch(e){_DumpException(e)}.try{.s_f("syoo");.var s_a9a=function(a){s_y(this,a,0,-1,null,null)};s_p(s_a9a,s_i);s_=s_a9a.prototype;s_.hb="cVv628"
;s_.ydb=fu

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\m=b2,aist,ist,qst[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

dropped

447674

5.5547646195178695

false
3072:LyHOLpIE7LIBWyKeP++bBk/e/4TXZKFMDsWv2D/1DCYUaXFyeQ:Y2+vIIPXi/PTXQSDsB/1dJ1yeQ
522BA40F61E06AD672F393151D7F90B5

AE345D4D4DBBB41B8DB882D1C6FIEB208AFB65EL
6E211ACAB88B2225CA4C95E99384B1A31A3E7BA4B4396CDA24CA54268D8FC6C37

E650384C0B0D002731A823D49EBBED5A564B92223560D7AEEE6353F0750F6A598BC6C43019DBB805B7B4A6EBDE10C4B69E39B86E6268F97D5610B3EB56F93BB
F

false

low

"use strict";this._$P$i=this._$P$il|{};(function(_){var window=this;.try{.var aa,ba,ca,da,ea,fa,la;aa=function(a){var c=0;return function(){return c<a.length?{done:!1,val
ue:a[c++]}:{done:!0}}};ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,c,b){if(a==Array.prototype||a==Object. prototype)return a;a[c]=b.valu
e;return a};.ca=function(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object'==typeof global&&gl
obal];for(var c=0;c<a.length;++c){var b=a[c];if(b&&b.Math==Math)return b}throw Error("a");};da=ca(this);ea=function(a,c){if(c)a:{var b=da;a=a.split(".");for(var d=0;d<a.|
ength-1;d++){var e=a[d];if(!(e in b))break a;b=b[e]}a=a[a.length-1];d=b[a];c=c(d);c!=d&&null!=c&&ba(b,a,{configurable:!0,writable:!0,value:c})}};.ea("Symbol",function(a){
if(a)return a;var c=function(e,h){this.g=e;ba(this,"description" {configurable:!0,writable:!0,value:h})};c.prototype.toString=function(){return this.g};var b=0,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\main.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

466894

5.54523114273318

false
12288:0hor63xNrpOkWXbXqdByOsKkNsY5XjnbuBrOySv6Xa2YjHI2Dg:0hor63xLBylKkNsY5znbuBrtSv6Xa2YA
OFF4441EB105BAC1DCC73FD080DB4D0OC

375E26D660676161FB6809134D6A43039154E29A
DB27F752B76A90AAB7BEC4B4EEE320EE6310DF9F10D0B79E7B088DC12B1E04C8
279F42903C8517CFD53E47FFF3DE265B153D21E34385676EDAS5B02DCB85CD87D275F035372202A92FDD000CC4C20BBB71D5F8E83BDCEA53623D158896C8486F
false

low

hitp://https://about.google/assets/js/main.min.js?cache=375e26d

(function(){var h,aa="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){a!=Array.prototype&&a!=0Object.prototype&&(a[b]=c.value)},m
="undefined"!=typeof window&&window===this?this:"undefined"!=typeof global&&null'=global?global:this;function ba(){ba=function(){};m.Symbol||(m.Symbol=ca)}var c
a=function(){var a=0;return function(b){return“jscomp_symbol_"+(b||"")+a++}}();.function da(){ba();var a=m.Symbol.iterator;a||(a=m.Symbol.iterator=m.Symbol(“iterator"));"
function"!=typeof Array.prototype[a]&&aa(Array.prototype,a,{configurable:!0,writable:!0,value:function(){return ea(this)}});da=function(){}}function ea(a){var b=0;return
fa(function(){return b<a.length?{done:!1,value:a[b++]}:{done:!0}})}function fa(a){da();a={next:a};a[m.Symbol.iterator]=function(){return this};return a}function n(a){da();var
b=a[Symbol.iterator];return b?b.call(a):ea(a)}.var ha="function"==typeof Object.create?Object.create:function(a){function b(){}b.prototype=a;return new b},ia;if("fun

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\menu[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced

downloaded

200

5.949275070710723

false
3:yionv//thPI5IGAg9RthwkBDsTBZtPdykOITpD8SVUWf+Gv1DA5s6t1Q/9J1INmt:6v/IhP8FjnDspP/SvwsSpt1QXNm7Gop
B89018A9ABADSE6G52C6563A79BBAAESB

38C6AED7B680343CE4CB5219AA4477E626247765
99CF21268D1BF62829F18FAD71CF7D17C8EAACC5B89889B98B11CD2950F3711C

E7ACFDFCF277DEE6BFAB177CEB4C52B49D607DC553C72E324BD52420E9C29AFAC1FBFD94E1627F6412A80C0A5CE23FOCAEN06D35662D958860D36D9F4457B,
BF

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\menu[1].png

Reputation:
|IE Cache URL:

Preview:

low

hitp://https://about.google/assets/img/menu.png?cache=38c6aed

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\mgn2.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

2488824

5.378928932399619

false
49152:51GAkI4JIkelROVKENdST61Izxi5z4azW3JhG7x626BLM7meTX8WwRbeFOKDC/fQR:Me2s
5F1D075CA7063EC18176ABF7570BB13F
87ABCCE6953972D0159DDF423C266D0D3684A427
3100276F9C4639C44330D80C21D602B158D7E431CE1775949DCE2A9CIB1042FA

4BA90DDF2A70F4C1FFA5CBA737C1C33DCB876E171CD3EE1D5E189AC9576DDBE3D57C191F0AE36867B4DC562CEBOD5C57042798CEOF2B1A35C1D5A3725755(
23

false
low

hitp://https://store.google.com/public/mgn2.min.js?fingerprint=c8154238b3dc467cc1d31db1c7501ed3cd8161fd2168ala850f7d88406edc5ef

Ifunction(t){var e={};function n(r){if(e[r])return e[r].exports;var o=e[r]={i:r,l:!1,exports:{}};return t[r].call(o.exports,0,0.exports,n),o0.I=10,0.exportsin.m=t,n.c=e,n.d=function(t,e,r)
{n.o(t,e)||Object.defineProperty(t,e,{enumerable:!0,get:r})},n.r=function(t){"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(t,Symbol.toStringTag,
{value:"Module"}),Object.defineProperty(t,"__esModule",{value:!0})},n.t=function(t,e){if(1&e&&(t=n(t)),8&e)return t;if(4&e&&"object"==typeof t&&t&&t.__esModule)return
t;var r=Object.create(null);if(n.r(r),Object.defineProperty(r,"default",{enumerable:!0,value:t}),2&e&&"string"!=typeof t)for(var o in t)n.d(r,0,function(e){return t[e]}.bind(null
,0));return r},n.n=function(t){var e=t&&t.__esModule?function(){return t.default}:function(){return t};return n.d(e,"a",e),e},n.o=function(t,e){return Object.prototype.ha
sOwnProperty.call(t,e)},n.p="",n(n.s=239)}([function(t,e,n){"use strict";Object.defineProperty(e,"__esModule",{value:!0});const r=

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\nav_logo242[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 167 x 410, 8-bit/color RGBA, non-interlaced

downloaded

16786

7.967081995695383

false

384:NxGd9ul4ZNKBnwlUHv+UEazMAA1XajlgRwz62R:NxGDyUndHzGAEuUgRiBR
FEE6BCB494AB0B0B26F6D27B1EB1E1BB
510C52D8B5367A4992C97D0F04D901FE2957087C
DB2DCOC2C1DE04D7225F5F9EEDC85F9DA9778805DED39CI98B90A1FE211A5CE6L
208E7ECBBBE640963E22268500B244A8CDA0349C34049665B4B022B4F5BF8BE20F4F390A16D331C4F0C8716C44F352FFOEDF17C78EB310A7CA09AABB36797B0!
false

low

hitp://https://www.google.co.uk/images/nav_logo242.png

WFliAiweB 9.2 M2, Z.G.. H..@(y..1.!.U.......;.ID.S... mDRV.*.".0..-...M.=7..0..hEd."8..W3.s...g
e W.Uo....E8.....3..Y..2}..Y ..E. ,*E.GRoOs....-.$d.uf.Y...fJ...A..T. .E.."E%..Bz.&.8..x.[.0..J.... W]..Y..F...6...
Tc.Y.).6.<..q.R".M.}.y...z.a.[|&]j...*..L.h.h.Lmh2. u&e.!l.. . PJ.> KB.N.m.M....9,..6xW.4.0/.4Y..;\s:.<.fM....-.Z&axzzM..P...
..... C.1.3....%.QJA44w....7c.g..1..>m.@....thE...y. M.. T-..h.(.F..m..PN.BM..OY.E.m...,5...(7....."..i...pj?@..8..0.<..m.kK..x@.$.@+*L.a,j......X..g
...... bw\=...R"h..... .Y2.m.wAA.Fz.r?'8./v=..Y..{ LO.X[.tm<ax...$n...0.l..*..V...G.. 3v..7.3...Ey...v=..y.....sC.5.....4.p~&<......Nn.6X...>...b.AW.~"8

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\nav_logo299[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 167 x 410, 8-bit/color RGBA, non-interlaced

downloaded

7952

7.93179676106173

false
192:bQ8ePlaxbsTeABjAzGplGIE7SVXto6QASgpmDK9a:bkPdsaABjAzc1GbOhhQASgpd!
D5EA698739C83D806F561C1E13D6C7D9
D4AE66F91282E794A966559795C169977156ADF3
B27CD7827CD201E80B3DC43E789C284FC5F7C457678A3D6908C61C39A0CBE336
FEEC93D40AA4318EA41F5697D77F7223EC6EB831A547E9F35AC542B484607713964A36F42E5FC32F43B70FAEAD102EBB504AB0C67F5624C5440B5DC79F96DFO
false

low

hitp://https://www.google.com/images/nav_logo299.png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\nav_logo299[1].png

Preview:

h6a..d".....k.c..)..... .NS4...7.D.@.2.%....._Z..;f6.. .

a..3fgn.*...(a.@...<HH.t..YA".Q......%.V.)ZIS. M..H.Bb. .. .~2.. .@.>u.@,0.....~.c.6..G..6G....#.0..... F.~3J7.P.l.... tv.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\products[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 210295

Entropy (8bit):  5.242832244504177

Encrypted: false

SSDEEP: 1536:0SVaapsnsRY23+ya6AlVdXwc+gDhfIHOyQGBIGCX+5Cpv:oxuxAP1uyvG/5Cpv

MD5: FCCC6207D6B6A7874388C9E75C849CF9

SHA1L: 986A91A32CEDFE18E225490F9B69FC2820ACD0OC2

SHA-256: 3FOEAOCD235EDO7E80BC5A6B31991D5C2AF9D87206D84AC1F097357774950316

SHA-512: 8C969F7481A9E110E0110D29952785757BDFA121E3CD9C96DD6C8C3779FF4355C9ACODE45FC14C5DF497FDEOA32D1C6A18C1IFCFABFBF705BAD2688E49FC47:
B

Malicious: false

Reputation: low

Preview:

..<IDOCTYPE html>...<html lang="en" dir="ltr" class="google glue-flexbox " locale="root" user-region="" path="/products/">. <head>. <meta charset="utf-8">. <meta
content="initial-scale=1, minimum-scale=1, width=device-width" name="viewport">. <title>Browse All of Google&#39;s Products &amp; Services - Google</title>.

<meta name="description" content="Browse a list of Google products designed to help you work and play, stay organized, get answers, keep in touch, grow your business,
and more.">.. <link rel="stylesheet" href="//fonts.googleapis.com/css?family=Roboto:100,300,400,500,700|Google+Sans:400,500|Product+Sans:400&amp;lang=en" non
ce="iTYliitsc9CQNAIaUCtT7g">.. <link href="/assets-products/css/index.min.css?cache=828b76d" rel="stylesheet" nonce="iTYliitsc9CQNAIaUCtT7g">.. <meta prop
erty="og:description" content="Browse a list of Google products designed to help you work and play, stay organized, get answers, keep in touch, grow your business, and
more.">.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\pxiDypQkotl1TnFhsFMOfGShVF9el[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 40068, version 1.1

Category: downloaded

Size (bytes): 40068

Entropy (8bit): 7.986363416256898

Encrypted: false

SSDEEP: 768:SZjhV5AtCnIR51aT0aCfvolypmLL5V+VQLwWvOJRID2juelmPridaC+Qac7:S5r5KRnECf6aL5V+VQLtmk4QaC
MDS5: 3ABA54A73723BD3E90CB74D603687CCD

SHA1L: 2C3D597CD36CA5856587C8482557B07DD8633329

SHA-256: A94234B7387BC4E9FA7B73DEDD34E5CC1189A28D526FADADDECD1C9AB7B86840

SHA-512: 78F4E6514CD81CECC898D151B31B691122715D0239A47AB5D53ACA4F45FC1707DDD8464543D523E355DC1C19FF257C14DF4490D0938518D02BA35AECD 72482t
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://fonts.gstatic.com/s/productsans/v12/pxiDypQkot1 TnFhsFMOfGShVF9el.woff

Preview:
WOFF....
.Nhdmx.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\response[1].bin

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: dropped

Size (bytes): 71

Entropy (8bit): 4.45110826127753

Encrypted: false

SSDEEP: 3:VOOLs6¢iJId8eIhTSdH:VOOLhfz8eJoN

MDS5: C41D7BCA539C94C03A28119DF538FFCA

SHAL: CBAOB32BEA39D691601562864A21A2312BEB71E2

SHA-256: FO6B6B89774FF8024E9324CEOF612744FD10556283C72C25233ED4CFAE78C639
SHA-512: 8D3ADCC670D12B43D37B78A1E96FFA594B22767CB2EOF74160A28303983B5D951283EB5651AA46E93CDC2DF395FF1240D0F89C442EF85DEEF34BE3F84EEF59E
Malicious: false

Reputation: low

Preview:

MY [[f.mt].,["di", 9].,["af. httprm” 10,"-6370687848044670185",48] ]
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\rs=AA2YrTsyleSOjfuRNWcKgdQT7IT1LQ58nA[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

dropped

202411

5.534811863636492

false

3072:4IEMZMkQXIHO/caLGyBbXDseLfU6piB08+zJD1S1hEgvKRCwIjMmvkSDUAjN9:haL TLfU6x8+zJ50PMp
24C6323F61442A7COEEFE50A0CAB5ECS

670535F56F1DEA1BFOE2FEA282C9D4601EA8273A
BBFA8510AEEBEOFF75D849C12B034BA987CF54EF9591E3EE66DC2B064499A734

DBOE92793B5D8ACC50AEBCOBD5B4A531806530AA5D9939A35C87A61764BFBCCE2C49709DAE701C9A1BBC41C53CFC1B06816208E595C39500D36CB94903301¢
8

false

low

this.gbar_=this.gbar_||{};(function(_){var window=this;.try{.var CF=/"(?:(.*?)\.)?([a-zA-Z_$][\WW$]*(?:V.?<)?)?(\(.:*\))?@(?::0|((?:http|https|file):VV[\s)]+|javascript:.*))$/,DF
=IMs{3,4}at(?: (?:(.*?)\.)2((?:new )?(?:[a-zA-Z_$][\w$]*|<anonymous>))(?: \[as ([a-zA-Z_$][\w$]*)\])?)? (?:\(unknown source\)|\(native\)|\((?:eval at )?((?:http|https|file):VW/[*
\s)]+|javascript:.*)\)|((?:http|https|file):\W/[\s)]+|javascript:.*))$/,EF=function(a,b,c,d,e){this.o=a;this.name=b;this.j=c;this.B=d;this.A=e},FF=function(a){this.j=[];if(a.stack)
{a=a.stack.replace(\s*$/,."").split("\n");for(var b=0;b<a.length;b++){var c,d=CF;if(c=a[b].match(DF))c=new EF(c[1]||"",c[2]]|"",c[3]||""," c[4]||c[5]||""),this.j.push(c);else i
f(c=a[b].match(d))c=new EF(c[1]||"",c[2]||"","",c[3]]|"",c[4]||""),this.j.push(c)}}},GF=function(a){return _.gb(a.j,function(b){var c=[b.0?b.o+".":"",b.name?b.name:"anony
mous",b.B,b.j?" [as "+b.j+"]":"";if(b.A){c.push(" at ");b=b.A;var d="",e=b.match(/(.*?)(:\d+(:\d+)?)$/);e&&(b

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\so[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

downloaded

46967

5.723029472450709

false
768:Bf/d9SvRuz3wMOWnNZknoVQRIL4zIQPFJ/N4pdbgfq4/1hQlY:DAMWno+RJ4zz1ledbgfq61hQlY
622CE000C5203D58FB85E64C7AEAAB6B
725711990FA2B3D9D08A96D9I896DABAFBFC68BB6
2C894436729DECC7108DA849BB52BB4FCFB80SFEBEOOEC1CA882443B56142BA6

EFB40919A51BFF5E76A706094A2A168C298A5C0FA8441BA495CEAOB7025B94593B50589FC90D4A8064ADC2058EC02DC51AF1A4C4B84C68AD1CI1ECAB7DDFIE
B2

false
low

hitp://https://ogs.google.co.uk/widget/app/so?origin=https%3A%2F%2Fwww.google.co.uk&cn=app&pid=1&spid=2&hl=en
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Static File Info

No static file info

Network Behavior

Network Port Distribution

Total Packets: 120
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® 53 (DNS)
® 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 14, 2021 02:19:57.575794935 CET 49704 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:57.576967955 CET 49705 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:57.759399891 CET 443 49704 142.4.24.112 192.168.2.3
Jan 14, 2021 02:19:57.759572983 CET 443 49705 142.4.24.112 192.168.2.3
Jan 14, 2021 02:19:57.759582996 CET 49704 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:57.759711027 CET 49705 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:57.771475077 CET 49705 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:57.771670103 CET 49704 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:57.954446077 CET 443 49705 142.4.24.112 192.168.2.3
Jan 14, 2021 02:19:57.954484940 CET 443 49704 142.4.24.112 192.168.2.3
Jan 14, 2021 02:19:57.959240913 CET 443 49704 142.4.24.112 192.168.2.3
Jan 14, 2021 02:19:57.959294081 CET 443 49704 142.4.24.112 192.168.2.3
Jan 14, 2021 02:19:57.959413052 CET 443 49705 142.4.24.112 192.168.2.3
Jan 14, 2021 02:19:57.959453106 CET 443 49705 142.4.24.112 192.168.2.3
Jan 14, 2021 02:19:57.959461927 CET 49704 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:57.959490061 CET 443 49704 142.4.24.112 192.168.2.3
Jan 14, 2021 02:19:57.959492922 CET 49704 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:57.959517002 CET 443 49704 142.4.24.112 192.168.2.3
Jan 14, 2021 02:19:57.959523916 CET 49705 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:57.959553957 CET 443 49705 142.4.24.112 192.168.2.3
Jan 14, 2021 02:19:57.959590912 CET 443 49705 142.4.24.112 192.168.2.3
Jan 14, 2021 02:19:57.959604979 CET 49705 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:57.959620953 CET 49704 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:57.959719896 CET 49705 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:57.959736109 CET 49704 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:57.960632086 CET 443 49704 142.4.24.112 192.168.2.3
Jan 14, 2021 02:19:57.960716963 CET 443 49705 142.4.24.112 192.168.2.3
Jan 14, 2021 02:19:57.960803032 CET 49704 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:57.960863113 CET 49705 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:58.023650885 CET 49704 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:58.023757935 CET 49705 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:58.029239893 CET 49704 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:58.206957102 CET 443 49704 142.4.24.112 192.168.2.3
Jan 14, 2021 02:19:58.207005978 CET 443 49705 142.4.24.112 192.168.2.3
Jan 14, 2021 02:19:58.207324028 CET 49704 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:58.208690882 CET 49705 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:19:58.251301050 CET 443 49704 142.4.24.112 192.168.2.3
Jan 14, 2021 02:19:58.836666107 CET 443 49704 142.4.24.112 192.168.2.3
Jan 14, 2021 02:19:58.836756945 CET 49704 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:20:02.487687111 CET 49724 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.488871098 CET 49725 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.535684109 CET 443 49724 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.535774946 CET 49724 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.536685944 CET 49724 443 192.168.2.3 74.125.128.154
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 14, 2021 02:20:02.536765099 CET 443 49725 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.536869049 CET 49725 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.537400007 CET 49725 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.584511995 CET 443 49724 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.584842920 CET 443 49724 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.584884882 CET 443 49724 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.584918976 CET 49724 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.584919930 CET 443 49724 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.584968090 CET 49724 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.584984064 CET 49724 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.585262060 CET 443 49725 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.585530996 CET 443 49725 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.585573912 CET 443 49725 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.585603952 CET 49725 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.585609913 CET 443 49725 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.585637093 CET 49725 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.585654974 CET 49725 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.589463949 CET 49724 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.589909077 CET 49724 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.590173006 CET 49724 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.594913960 CET 49725 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.595231056 CET 49725 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.637763977 CET 443 49724 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.637801886 CET 443 49724 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.637831926 CET 443 49724 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.637837887 CET 49724 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.637864113 CET 49724 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.637898922 CET 49724 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.638621092 CET 49724 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.641045094 CET 443 49724 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.641074896 CET 443 49724 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.641098976 CET 443 49724 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.641118050 CET 49724 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.641145945 CET 49724 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.641151905 CET 49724 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.641530037 CET 49724 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.643052101 CET 443 49725 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.643155098 CET 443 49725 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.643192053 CET 49725 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.643239975 CET 49725 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.643512964 CET 443 49725 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.643578053 CET 49725 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.647676945 CET 49725 443 192.168.2.3 74.125.128.154
Jan 14, 2021 02:20:02.689300060 CET 443 49724 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:02.700170040 CET 443 49725 74.125.128.154 192.168.2.3
Jan 14, 2021 02:20:03.842207909 CET 443 49704 142.4.24.112 192.168.2.3
Jan 14, 2021 02:20:03.842308044 CET 443 49704 142.4.24.112 192.168.2.3
Jan 14, 2021 02:20:03.842339993 CET 49704 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:20:03.842416048 CET 49704 443 192.168.2.3 142.4.24.112
Jan 14, 2021 02:20:17.113596916 CET 49735 443 192.168.2.3 216.239.32.29
Jan 14, 2021 02:20:17.114167929 CET 49736 443 192.168.2.3 216.239.32.29
Jan 14, 2021 02:20:17.153906107 CET 443 49735 216.239.32.29 192.168.2.3
Jan 14, 2021 02:20:17.154011965 CET 49735 443 192.168.2.3 216.239.32.29
Jan 14, 2021 02:20:17.154150963 CET 443 49736 216.239.32.29 192.168.2.3
Jan 14, 2021 02:20:17.154246092 CET 49736 443 192.168.2.3 216.239.32.29
Jan 14, 2021 02:20:17.154752016 CET 49735 443 192.168.2.3 216.239.32.29

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jan 14, 2021 02:19:51.982755899 CET 49199 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:19:52.038995981 CET 53 49199 8.8.8.8 192.168.2.3
Jan 14, 2021 02:19:53.226960897 CET 50620 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:19:53.275003910 CET 53 50620 8.8.8.8 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 14, 2021 02:19:56.356971025 CET 64938 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:19:56.414825916 CET 53 64938 8.8.8.8 192.168.2.3
Jan 14, 2021 02:19:57.368587017 CET 60152 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:19:57.566448927 CET 53 60152 8.8.8.8 192.168.2.3
Jan 14, 2021 02:19:58.845360994 CET 57544 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:19:58.937575102 CET 53 57544 8.8.8.8 192.168.2.3
Jan 14, 2021 02:19:59.140512943 CET 55984 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:19:59.191354990 CET 53 55984 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:00.110778093 CET 64185 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:00.131906033 CET 65110 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:00.169573069 CET 53 64185 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:00.188342094 CET 53 65110 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:00.559102058 CET 58361 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:00.607045889 CET 53 58361 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:01.181281090 CET 63492 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:01.240427017 CET 53 63492 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:01.241853952 CET 60831 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:01.301109076 CET 53 60831 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:01.318995953 CET 60100 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:01.378226995 CET 53 60100 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:01.481379032 CET 53195 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:01.529174089 CET 53 53195 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:02.425230980 CET 50141 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:02.484478951 CET 53 50141 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:02.517797947 CET 53023 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:02.581919909 CET 53 53023 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:02.704220057 CET 49563 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:02.752038002 CET 53 49563 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:03.916464090 CET 51352 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:03.964490891 CET 53 51352 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:07.594166040 CET 59349 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:07.645344973 CET 53 59349 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:08.743832111 CET 57084 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:08.791933060 CET 53 57084 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:10.004389048 CET 58823 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:10.052438021 CET 53 58823 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:11.311266899 CET 57568 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:11.367770910 CET 53 57568 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:13.810112000 CET 50540 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:13.860846043 CET 53 50540 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:13.863126993 CET 54366 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:13.911168098 CET 53 54366 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:17.055485010 CET 53034 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:17.111747026 CET 53 53034 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:17.279824018 CET 57762 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:17.286339998 CET 55435 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:17.335947990 CET 53 57762 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:17.342602968 CET 53 55435 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:18.044770956 CET 50713 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:18.095866919 CET 53 50713 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:18.945528030 CET 56132 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:19.004565001 CET 53 56132 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:19.356297016 CET 58987 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:19.412539005 CET 53 58987 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:19.834589958 CET 56579 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:19.893482924 CET 53 56579 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:21.556339025 CET 60633 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:21.620598078 CET 53 60633 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:22.546442986 CET 61292 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:22.611210108 CET 53 61292 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:22.826654911 CET 63619 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:22.891155005 CET 53 63619 8.8.8.8 192.168.2.3
Jan 14, 2021 02:20:25.620779991 CET 64938 53 192.168.2.3 8.8.8.8
Jan 14, 2021 02:20:25.678380966 CET 53 64938 8.8.8.8 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 14, 2021 02:20:26.246726990 CET 61946 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:26.297524929 CET 53 61946 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:26.342113018 CET 64910 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:26.392370939 CET 53 64910 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:27.051004887 CET 52123 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:27.101883888 CET 53 52123 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:27.483103037 CET 64910 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:27.531045914 CET 53 64910 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:28.056376934 CET 52123 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:28.107875109 CET 53 52123 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:29.078557014 CET 52123 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:29.129340887 CET 53 52123 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:29.171073914 CET 64910 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:29.218949080 CET 53 64910 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:29.747689009 CET 56130 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:29.810859919 CET 53 56130 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:29.881912947 CET 56338 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:29.938134909 CET 53 56338 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:30.091025114 CET 59420 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:30.136208057 CET 58784 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:30.149736881 CET 53 59420 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:30.192373991 CET 53 58784 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:31.121221066 CET 52123 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:31.136538029 CET 63978 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:31.173732042 CET 64910 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:31.177174091 CET 53 52123 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:31.184475899 CET 53 63978 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:33.792315006 CET 62938 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:33.851749897 CET 53 62938 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:34.015268087 CET 55708 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:34.079550028 CET 53 55708 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:35.120543003 CET 52123 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:35.172440052 CET 53 52123 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:35.237215996 CET 64910 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:35.285605907 CET 53 64910 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:35.344644070 CET 56803 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:35.393357992 CET 53 56803 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:36.047960043 CET 57145 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:36.125135899 CET 53 57145 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:36.441729069 CET 55359 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:36.492425919 CET 53 55359 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:36.954144001 CET 58306 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:37.010571957 CET 53 58306 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:37.251279116 CET 64124 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:37.255693913 CET 49361 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:37.313008070 CET 53 49361 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:37.317836046 CET 53 64124 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:38.713707924 CET 63150 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:38.772180080 CET 53 63150 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:41.220400095 CET 53279 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:41.281100035 CET 53 53279 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:41.416290998 CET 56881 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:41.474879980 CET 53 56881 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:42.369939089 CET 53642 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:42.417854071 CET 53 53642 8.8.8.8 192.168.2.3

Jan 14, 2021 02:20:58.878674030 CET 55667 53 192.168.2.3 8.8.8.8

Jan 14, 2021 02:20:58.939060926 CET 53 55667 8.8.8.8 192.168.2.3

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 14, 2021 02:19:57.368587017 CET 192.168.2.3 8.8.8.8 0x2594 Standard query  btuhasupan A (IP address) IN (0x0001)
(0) bos.org

Jan 14, 2021 02:20:17.055485010 CET 192.168.2.3 8.8.8.8 0xc5h9 Standard query  about.google A (IP address) IN (0x0001)

(0)
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Timestamp

Jan 14, 2021 02:20:19.356297016 CET

Jan 14, 2021 02:20:34.015268087 CET

Jan 14, 2021 02:20:36.047960043 CET

Jan 14, 2021 02:20:36.954144001 CET

Jan 14, 2021 02:20:37.251279116 CET

DNS Answers

Timestamp Source IP

Jan 14, 2021 8.8.8.8
02:19:57.566448927
CET

Jan 14, 2021 8.8.8.8
02:20:02.484478951
CET

Jan 14, 2021 8.8.8.8
02:20:02.484478951
CET

Jan 14, 2021 8.8.8.8
02:20:02.484478951
CET

Jan 14, 2021 8.8.8.8
02:20:02.484478951
CET

Jan 14, 2021 8.8.8.8
02:20:17.111747026
CET

Jan 14, 2021 8.8.8.8
02:20:19.412539005
CET

Jan 14, 2021 8.8.8.8
02:20:19.412539005
CET

Jan 14, 2021 8.8.8.8
02:20:34.079550028
CET

Jan 14, 2021 8.8.8.8
02:20:36.125135899
CET

Jan 14, 2021 8.8.8.8
02:20:37.010571957
CET

Jan 14, 2021 8.8.8.8
02:20:37.010571957
CET

Jan 14, 2021 8.8.8.8
02:20:37.010571957
CET

Jan 14, 2021 8.8.8.8
02:20:37.010571957
CET

Jan 14, 2021 8.8.8.8
02:20:37.010571957
CET

Jan 14, 2021 8.8.8.8
02:20:37.317836046
CET

Jan 14, 2021 8.8.8.8
02:20:37.317836046
CET

Jan 14, 2021 8.8.8.8
02:20:37.317836046
CET

Jan 14, 2021 8.8.8.8
02:20:37.317836046
CET

Jan 14, 2021 8.8.8.8
02:20:37.317836046

CET

HTTPS Packets

Copyright null 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x2594

0xb9eb

0xb9eb

0xb9eb

0xb9eb

0xc5b9

0x27¢c7

0x27¢c7

Oxbdc3

0x56dc

Oxclca

Oxclca

Oxclca

Oxclca

Oxclca

0x705f

0x705f

0x705f

0x705f

0x705f

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID OP Code
0x27¢c7 Standard query
(0)
Oxbdc3 Standard query
(0)
0x56dc Standard query
(0)
Oxclca Standard query
(0)
0x705f Standard query
(0)
Name CName
btuhasupan
bos.org
pagead46.1

.doubleclick.net

pagead46.
.doubleclick.net

pagead46.
.doubleclick.net

pagead46.1
.doubleclick.net

about.google

Name Type
Ih3.google A (IP address)
usercontent.com

www.google A (IP address)
.co.uk

ogs.google.co.uk A (IP address)
adservice. A (IP address)
google.co.uk

googleads. A (IP address)

g.doubleclick.net

Address

142.4.24.112

74.125.128.154

74.125.128.156

74.125.128.155

74.125.128.157

216.239.32.29

Ih3.google googlehosted.l.googleuse
usercontent.com rcontent.com

googlehost
ed.l.googl!
euserconte
nt.com

www.google
.co.uk

ogs.google www3.l.google.com

.co.uk

108.177.126.132

108.177.127.94

adservice. pagead46.l.doubleclick.ne

google.co.uk t

pagead46.1
.doubleclick.net

pagead46.1
.doubleclick.net

pagead46.1
.doubleclick.net

pagead46.
.doubleclick.net

108.177.126.156

108.177.126.155

108.177.126.157

108.177.126.154

googleads. pagead46.l.doubleclick.ne

g.doubleclick.net t

pagead46.1
.doubleclick.net

pagead46.1
.doubleclick.net

pagead46.1
.doubleclick.net

pagead46.
.doubleclick.net

108.177.119.157

108.177.119.155

108.177.119.156

108.177.119.154

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Jan 14, 2021

02:19:57.960632086

CET

Jan 14, 2021

02:19:57.960716963

CET

Jan 14, 2021

02:20:02.584919930

CET

Copyright null 2021

Source

Source IP Port
142.4.24.112 443
142.4.24.112 443

74.125.128.154 443

Dest

Dest IP Port

192.168.2.3 49704

192.168.2.3 49705

192.168.2.3 49724

Subject

CN=btuhasupanbos.org
CN="cPanel, Inc. Certification
Authority", O="cPanel, Inc.",
L=Houston, ST=TX, C=US

CN=COMODO RSA
Certification Authority,

O=COMODO CA Limited,
L=Salford, ST=Greater

Manchester, C=GB

CN="cPanel, Inc. Certification
Authority", O="cPanel, Inc.",
L=Houston, ST=TX, C=US

CN=COMODO RSA
Certification Authority,

O=COMODO CA Limited,
L=Salford, ST=Greater

Manchester, C=GB

CN=btuhasupanbos.org
CN="cPanel, Inc. Certification
Authority", O="cPanel, Inc.",
L=Houston, ST=TX, C=US

CN=COMODO RSA
Certification Authority,

O=COMODO CA Limited,
L=Salford, ST=Greater

Manchester, C=GB

CN="cPanel, Inc. Certification
Authority", O="cPanel, Inc.",
L=Houston, ST=TX, C=US

CN=COMODO RSA
Certification Authority,

O=COMODO CA Limited,
L=Salford, ST=Greater

Manchester, C=GB

CN=*.google.com, O=Google
LLC, L=Mountain View,

ST=California, C=US

CN=GTS CA 101, O=Google

Trust Services, C=US

CN=GTS CA 101, O=Google

Trust Services, C=US

Issuer

CN="cPanel, Inc.
Certification
Authority",
O="cPanel, Inc.",
L=Houston, ST=TX,
C=USs
CN=COMODO RSA
Certification
Authority,
0O=COMODO CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB
CN=AAA Certificate
Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=COMODO RSA
Certification
Authority,
0O=COMODO CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=AAA Certificate
Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN="cPanel, Inc.
Certification
Authority",
O="cPanel, Inc.",
L=Houston, ST=TX,
C=USs
CN=COMODO RSA
Certification
Authority,
0O=COMODO CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB
CN=AAA Certificate
Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=COMODO RSA
Certification
Authority,
0O=COMODO CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=AAA Certificate
Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=GTS CA 101,
0O=Google Trust
Services, C=US
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign
Root CA - R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign
Root CA - R2

Not
Before

Wed
Jan 13
01:00:00
CET
2021
Mon
May 18
02:00:00
CEST
2015
Thu Jan
01
01:00:00
CET
2004

Mon
May 18
02:00:00
CEST
2015

Thu Jan
01
01:00:00
CET
2004

Wed
Jan 13
01:00:00
CET
2021
Mon
May 18
02:00:00
CEST
2015
Thu Jan
01
01:00:00
CET
2004

Mon
May 18
02:00:00
CEST
2015

Thu Jan
01
01:00:00
CET
2004

Tue Dec
15
15:42:53
CET
2020
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Not
After

Wed Apr
14
01:59:59
CEST
2021
Sun May
18
01:59:59
CEST
2025
Mon Jan
01
00:59:59
CET
2029

Sun May
18
01:59:59
CEST
2025

Mon Jan
01
00:59:59
CET
2029

Wed Apr
14
01:59:59
CEST
2021
Sun May
18
01:59:59
CEST
2025
Mon Jan
01
00:59:59
CET
2029

Sun May
18
01:59:59
CEST
2025

Mon Jan
01
00:59:59
CET
2029

Tue Mar
09
15:42:52
CET
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source
Timestamp Source IP Port

Jan 14, 2021 74.125.128.154 443
02:20:02.585609913
CET

Jan 14, 2021 216.239.32.29 443
02:20:17.202049017
CET

Jan 14, 2021 216.239.32.29 443
02:20:17.202450991
CET

Jan 14, 2021 108.177.126.132 443
02:20:19.523652077
CET

Jan 14, 2021 108.177.126.132 443
02:20:19.523832083
CET

Code Manipulations

Copyright null 2021

Dest
Dest IP Port

192.168.2.3 49725

192.168.2.3 49735

192.168.2.3 49736

192.168.2.3 49748

192.168.2.3 49747

Subject

CN=*.google.com, O=Google
LLC, L=Mountain View,
ST=California, C=US
CN=GTS CA 101, O=Google
Trust Services, C=US

CN=GTS CA 101, O=Google
Trust Services, C=US

CN=about.google, O=Google
LLC, L=Mountain View,
ST=California, C=US
CN=GTS CA 101, O=Google
Trust Services, C=US

CN=GTS CA 101, O=Google
Trust Services, C=US

CN=about.google, O=Google
LLC, L=Mountain View,
ST=California, C=US
CN=GTS CA 101, O=Google
Trust Services, C=US

CN=GTS CA 101, O=Google
Trust Services, C=US

CN=*.googleusercontent.com,
0O=Google LLC, L=Mountain
View, ST=California, C=US
CN=GTS CA 101, O=Google
Trust Services, C=US

CN=GTS CA 101, O=Google
Trust Services, C=US

CN=*.googleusercontent.com,
0O=Google LLC, L=Mountain
View, ST=California, C=US
CN=GTS CA 101, O=Google
Trust Services, C=US

CN=GTS CA 101, O=Google
Trust Services, C=US

Issuer

CN=GTS CA 101,
0O=Google Trust
Services, C=US
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign
Root CA - R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign
Root CA - R2

CN=GTS CA 101,
0O=Google Trust
Services, C=US
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign
Root CA - R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign
Root CA - R2

CN=GTS CA 101,
0O=Google Trust
Services, C=US
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign
Root CA - R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign
Root CA - R2

CN=GTS CA 101,
0O=Google Trust
Services, C=US
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign
Root CA - R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign
Root CA - R2

CN=GTS CA 101,
0O=Google Trust
Services, C=US
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign
Root CA - R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign
Root CA - R2

Not
Before

Tue Dec
15
15:42:53
CET
2020
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Tue Dec
15
15:48:59
CET
2020
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Tue Dec
15
15:48:59
CET
2020
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Tue Dec
15
15:47:09
CET
2020
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Tue Dec
15
15:47:09
CET
2020
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Not
After

Tue Mar
09
15:42:52
CET
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

Tue Mar
09
15:48:58
CET
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

Tue Mar
09
15:48:58
CET
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

Tue Mar
09
15:47:08
CET
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

Tue Mar
09
15:47:08
CET
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Statistics

Behavior

@ iexplore.exe
@ iexplore.exe

o)

Click to jump to process

System Behavior

Analysis Process: iexplore.exe PID: 5336 Parent PID: 792

General

Start time: 02:19:55

Start date: 14/01/2021

Path: C:\Program Files\internet exploreniexplore.exe
Wow64 process (32bit): false

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges: true
Has administrator privileges: true

Programmed in:

Reputation: low

File Activities

File Path Access
File Path Offset Length Value
File Path

Registry Activities

Key Path
Key Path Name Type Data
Key Path Name Type Old Data

Copyright null 2021

0x7ff702c30000
823560 bytes
6465CB92B25A7BC1DF8E01D8AC5E7596

Attributes

C, C++ or other language

Options

Ascii

Length

New Data

‘C:\Program Files\Internet Exploreniexplore.exe' -Embedding

Completion

Completion

Completion

Completion

Completion

Completion

Count

Count

Count

Count

Count

Count

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol
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Analysis Process: iexplore.exe PID: 5760 Parent PID: 5336

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path Access
File Path Offset Length Value
File Path

Registry Activities

Key Path

Key Path Name Type
Key Path Name Type Old Data
Disassembly

Copyright null 2021

02:19:56
14/01/2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

true

'‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:5336 CREDAT:17410

Iprefetch:2
0x11a0000
822536 bytes

071277CC2E3DF41EEEA8013E2AB58D5A

true
true

C, C++ or other language

low
Attributes Options
Ascii
Offset Length
Data
New Data

Completion

Completion

Completion

Completion

Completion

Completion

Count

Count

Count

Count

Count

Count

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol
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