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Analysis Report http://outlookplug.webstarts.com

Overview

General Information

Sample URL: outlookplug.webstart
s.com

Analysis ID: 339436

Most interesting Screenshot:

Detection

Score: 56

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for subAntivirus / Scanner detection for sub……

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Classification

Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Signature Overview

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

iexplore.exe (PID: 5468 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 4012 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:5468 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
cleanup

No configs have been found

No yara matches

Startup
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• AV Detection

• Compliance

• Networking

• System Summary

Click to jump to signature section

AV Detection:

Antivirus / Scanner detection for submitted sample

Antivirus detection for URL or domain

Mitre Att&ck Matrix
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Automated
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Behavior Graph

ID: 339436

URL: http://outlookplug.webstarts.com

Startdate: 14/01/2021

Architecture: WINDOWS

Score: 56

outlookplug.webstarts.com a23e8ffd6a08828ba.awsglobalaccelerator.com

Antivirus detection
for URL or domain

Antivirus / Scanner
detection for submitted

sample

iexplore.exe

5 52

        started       

iexplore.exe

9 152

        started       

f000.backblazeb2.com

104.153.233.177, 443, 49747, 49748

UNWIREDUS

United States

twitter.com

104.244.42.193, 443, 49772, 49773

TWITTERUS

United States

42 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

outlookplug.webstarts.com 0% Avira URL Cloud safe

outlookplug.webstarts.com 100% SlashNext Fake Login Page 
type: Phishing & 
Social Engineering

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

f000.backblazeb2.com 2% Virustotal Browse

gatorapi.com 0% Virustotal Browse

geolocation-db.com 0% Virustotal Browse

loc1.hitsprocessor.com 0% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

Copyright null 2021 Page 7 of 76

https://www.virustotal.com/gui/url/41920bd5516a665438a7e525ca28ce9bb75d80f6cb4d17a64d738d7defe276cb/detection/u-41920bd5516a665438a7e525ca28ce9bb75d80f6cb4d17a64d738d7defe276cb-1610560579
https://www.virustotal.com/gui/url/6363fc9c316e5dc9bfa777895f0be97a0ef1e8e0577cd2ace6d7a234240c7e71/detection/u-6363fc9c316e5dc9bfa777895f0be97a0ef1e8e0577cd2ace6d7a234240c7e71-1586535642
https://www.virustotal.com/gui/url/353622d362de6e1aa37172db013fc25126274265bce06a00f3e0f95ea603ebd1/detection/u-353622d362de6e1aa37172db013fc25126274265bce06a00f3e0f95ea603ebd1-1610543506
https://www.virustotal.com/gui/url/2d39726aede1d28babfc30db783b173829e026fd04007be776c39af2c883be93/detection/u-2d39726aede1d28babfc30db783b173829e026fd04007be776c39af2c883be93-1609276689


Source Detection Scanner Label Link

https://outlookplug.webstarts.com/ 100% SlashNext Fake Login Page 
type: Phishing & 
Social Engineering

https://f000.backblazeb2.com/file/rainfowl-sunburntness-11958196052/index.html 100% UrlScan phishing brand: 
microsoft

Browse

https://f000.backblazeb2.com/file/rainfowl-sunburntness-11958196052/index.html 100% SlashNext Fake Login Page 
type: Phishing & 
Social Engineering

https://www.internalfb.com/intern/invariant/ 0% URL Reputation safe

https://www.internalfb.com/intern/invariant/ 0% URL Reputation safe

https://www.internalfb.com/intern/invariant/ 0% URL Reputation safe

getbootstrap.com) 0% Avira URL Cloud safe

https://twitter.c 0% Avira URL Cloud safe

https://trasactionsmtp.com/email-list/favicons/of.ico 0% Avira URL Cloud safe

https://www.google.%/ads/ga-audiences? 0% URL Reputation safe

https://www.google.%/ads/ga-audiences? 0% URL Reputation safe

https://www.google.%/ads/ga-audiences? 0% URL Reputation safe

daneden.me/animate 0% URL Reputation safe

daneden.me/animate 0% URL Reputation safe

daneden.me/animate 0% URL Reputation safe

https://www.webstarts.ai 0% Avira URL Cloud safe

https://fburl.com/debugjs. 0% URL Reputation safe

https://fburl.com/debugjs. 0% URL Reputation safe

https://fburl.com/debugjs. 0% URL Reputation safe

Name IP Active Malicious Antivirus Detection Reputation

star-mini.c10r.facebook.com 31.13.92.36 true false high

twitter.com 104.244.42.193 true false high

pagead46.l.doubleclick.net 108.177.119.154 true false high

f000.backblazeb2.com 104.153.233.177 true false 2%, Virustotal, Browse unknown

gatorapi.com 52.25.41.2 true false 0%, Virustotal, Browse unknown

stats.l.doubleclick.net 108.177.126.156 true false high

instagram.com 54.145.10.249 true false high

dk64etyg7glz4.cloudfront.net 13.224.94.11 true false high

fbcdn.net 31.13.92.36 true false high

geolocation-db.com 46.101.248.169 true false 0%, Virustotal, Browse unknown

loc1.hitsprocessor.com 52.42.142.48 true false 0%, Virustotal, Browse unknown

stats.webstarts.com.re.getclicky.com 198.145.13.12 true false unknown

counter.hitslink.com 54.149.60.28 true false unknown

fbsbx.com 31.13.92.36 true false high

scontent.xx.fbcdn.net 31.13.92.14 true false high

s3-us-west-2-w.amazonaws.com 52.218.217.235 true false high

a23e8ffd6a08828ba.awsglobalaccelerator.com 13.248.166.219 true false unknown

cdnjs.cloudflare.com 104.16.19.94 true false high

www.google.co.uk 108.177.127.94 true false unknown

trasactionsmtp.com 172.67.202.97 true false unknown

facebook.com 31.13.92.36 true false high

z-p42-instagram.c10r.facebook.com 31.13.92.174 true false high

www.webstarts.com 76.223.7.137 true false high

cs510.wpc.edgecastcdn.net 152.199.21.141 true false high

m.facebook.com unknown unknown false high

abs.twimg.com unknown unknown false high

cdn.secure.website unknown unknown false high

outlookplug.webstarts.com unknown unknown false high

stats.g.doubleclick.net unknown unknown false high

code.jquery.com unknown unknown false high

www.youtube.com unknown unknown false high

URLs

Domains and IPs

Contacted Domains

Copyright null 2021 Page 8 of 76

https://urlscan.io/result/d993d067-46cb-4147-b8b9-f8fcb4da259c/
https://www.virustotal.com/gui/url/41920bd5516a665438a7e525ca28ce9bb75d80f6cb4d17a64d738d7defe276cb/detection/u-41920bd5516a665438a7e525ca28ce9bb75d80f6cb4d17a64d738d7defe276cb-1610560579
https://www.virustotal.com/gui/url/6363fc9c316e5dc9bfa777895f0be97a0ef1e8e0577cd2ace6d7a234240c7e71/detection/u-6363fc9c316e5dc9bfa777895f0be97a0ef1e8e0577cd2ace6d7a234240c7e71-1586535642
https://www.virustotal.com/gui/url/353622d362de6e1aa37172db013fc25126274265bce06a00f3e0f95ea603ebd1/detection/u-353622d362de6e1aa37172db013fc25126274265bce06a00f3e0f95ea603ebd1-1610543506
https://www.virustotal.com/gui/url/2d39726aede1d28babfc30db783b173829e026fd04007be776c39af2c883be93/detection/u-2d39726aede1d28babfc30db783b173829e026fd04007be776c39af2c883be93-1609276689


www.facebook.com unknown unknown false high

maxcdn.bootstrapcdn.com unknown unknown false high

files.secure.website unknown unknown false high

stats.webstarts.com unknown unknown false high

connect.facebook.net unknown unknown false high

static.doubleclick.net unknown unknown false high

static.xx.fbcdn.net unknown unknown false high

ws-customer-file-upload-
storage.s3.amazonaws.com

unknown unknown false high

a-200000005.gator.io unknown unknown false unknown

www.instagram.com unknown unknown false high

googleads.g.doubleclick.net unknown unknown false high

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

https://www.instagram.com/accounts/login/ false high

https://f000.backblazeb2.com/file/rainfowl-sunburntness-11958196052/index.html true 100%, UrlScan, Browse
SlashNext: Fake Login Page type: Phishing & 
Social Engineering

unknown

https://twitter.com/webstarts false high

https://www.webstarts.com/?lts=siteFooter false high

outlookplug.webstarts.com/ false high

Name Source Malicious Antivirus Detection Reputation

https://cdnjs.cloudflare.com/ajax/libs/selectize.js/0.12.4/js/stan
dalone/selectize.min.js

B1L3YS7R.htm.3.dr false high

https://static.webstarts.com/library/images/effects/liftedshadow
_m-hq.png);

site[1].css.3.dr false high

https://twitter.com/webstarts?lang=th webstarts[1].htm0.3.dr false high

https://cdn.secure.website/library/users/common.css QCK3OA84.htm.3.dr false high

https://cdn.secure.website/client-site-
resources/10623448/css/site.css?r=20210113224945

QCK3OA84.htm.3.dr false high

https://twitter.com/webstarts?lang=da webstarts[1].htm0.3.dr false high

https://twitter.com/webstarts?lang=tr webstarts[1].htm0.3.dr false high

https://designs.webstarts.com/preview/tn_ ui-common[1].js.3.dr false high

https://twitter.com/webstarts?lang=de webstarts[1].htm0.3.dr false high

https://twitter.com/webstarts?lang=sv webstarts[1].htm0.3.dr false high

https://www.webstarts.com/?lts=siteFootert ~DF8E43E400EB763730.TMP.2.dr false high

https://twitter.com/webstarts?lang=ta webstarts[1].htm0.3.dr false high

https://cdn.secure.website/library/slideout/slideout.js ui-common[1].js.3.dr false high

https://ton.twitter.com/responsive-web-
internal/sourcemaps/client-web-
legacy/sharedCore.aebd1355.js.

sharedCore.aebd1355[1].js.3.dr false high

https://twitter.com/webstarts?lang=cs webstarts[1].htm0.3.dr false high

https://www.internalfb.com/intern/invariant/ ckajo9HPAG9[1].js.3.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://twitter.com/webstarts?lang=uk webstarts[1].htm0.3.dr false high

https://cdn.secure.website/ ui-common[1].js.3.dr false high

https://www.webstarts.com/ B1L3YS7R.htm.3.dr false high

https://admin.youtube.com base[1].js.3.dr false high

https://www.youtube.com/embed/KfOK_iNDMk0?
wmode=transparent&theme=dark&controls=1&autohide=0&lo
op=0&

B1L3YS7R.htm.3.dr false high

https://twitter.com/webstarts?lang=ur webstarts[1].htm0.3.dr false high

https://cdn.secure.website/ws/1610576166/library/ripples.min.
css

B1L3YS7R.htm.3.dr false high

getbootstrap.com) bootstrap.min[1].css.3.dr, bootstrap.min
[1].js.3.dr

false Avira URL Cloud: safe low

https://static.xx.fbcdn.net/rsrc.php/v3/yp/l/0 webstarts[1].htm.3.dr false high

https://files.secure.website/wscfus/10030793/2399437/team-
w750-o.jpg

B1L3YS7R.htm.3.dr false high

Contacted URLs

URLs from Memory and Binaries

Copyright null 2021 Page 9 of 76

https://urlscan.io/result/d993d067-46cb-4147-b8b9-f8fcb4da259c/


https://files.secure.website/wscfus/10623448/28212628/remitt
ance-advice-w100-o.png

QCK3OA84.htm.3.dr false high

https://twitter.com/webstarts?lang=fil webstarts[1].htm0.3.dr false high

https://abs.twimg.com/responsive-web/client-web-
legacy/icon-ios.b1fc7275.png

webstarts[1].htm0.3.dr false high

https://files.secure.website/wscfus/10623448/28212628/remitt
ance-advice-w1000-o.png

QCK3OA84.htm.3.dr false high

https://static.xx.fbcdn.net/rsrc.php/v3/yO/l/0 webstarts[1].htm.3.dr false high

https://twitter.com/webstarts?lang=vi webstarts[1].htm0.3.dr false high

https://static.webstarts.com/library/images/effects/gradient-
shiny-hq.png);

site[1].css.3.dr false high

https://www.youtube.com/generate_204?cpn= base[1].js.3.dr false high

https://www.linkedin.com/company/webstarts B1L3YS7R.htm.3.dr false high

https://files.secure.website/wscfus/10030793/2399437/team-
w1500-o.jpg

B1L3YS7R.htm.3.dr false high

https://twitter.com/webstarts?lang=fa webstarts[1].htm0.3.dr false high

https://ws-customer-file-upload-
storage.s3.amazonaws.com/wscfus/10030793/variations/ec5a
b9d295891bd7

B1L3YS7R.htm.3.dr false high

https://twitter.com/webstarts?lang=en webstarts[1].htm0.3.dr false high

https://twitter.com/webstarts?lang=el webstarts[1].htm0.3.dr false high

https://twitter.com/webstarts?lang=es webstarts[1].htm0.3.dr false high

https://affiliate.webstarts.com/ B1L3YS7R.htm.3.dr false high

https://www.cloudflare.com/5xx-error-landing of[1].htm.3.dr false high

https://twitter.com/webstarts?lang=eu webstarts[1].htm0.3.dr false high

https://files.secure.website/wscfus/10030793/2509188/73x73-
w73-o.png

B1L3YS7R.htm.3.dr false high

https://twitter.com/webstarts?lang=ga webstarts[1].htm0.3.dr false high

https://stats.g.doubleclick.net/j/collect? ga[1].js.3.dr false high

https://files.secure.website/wscfus/10030793/2399437/team-
w300-o.jpg

B1L3YS7R.htm.3.dr false high

https://github.com/twbs/bootstrap/blob/master/LICENSE) bootstrap.min[1].css.3.dr false high

https://twitter.com/webstarts?lang=fi webstarts[1].htm0.3.dr false high

https://cdn.secure.website/client-site-
resources/10623448/css/index.css?r=20210113224946

QCK3OA84.htm.3.dr false high

https://abs.twimg.com/favicons/twitter.ico imagestore.dat.3.dr false high

https://www.webstarts.com?lts=siteFooter dynamicfooterscript[1].js.3.dr false high

https://static.xx.fbcdn.net/rsrc.php/v3/ya/r/O2aKM2iSbOw.png
imagestore.dat.3.dr false high

https://twitter.c {EF4FBDFA-5654-11EB-90E5-ECF4B
B570DC9}.dat.2.dr

false Avira URL Cloud: safe unknown

designer-platform.webstarts.com B1L3YS7R.htm.3.dr false high

https://twitter.com/webstarts?lang=fr webstarts[1].htm0.3.dr false high

https://cdn.secure.website/library/images/minimal-
webstarts-logo-w64.png

dynamicfooterscript[1].js.3.dr false high

https://www.webstarts.com/favicon.ico imagestore.dat.3.dr false high

https://www.instagram.com/accounts/login/-sunburntnes {EF4FBDFA-5654-11EB-90E5-ECF4B
B570DC9}.dat.2.dr

false high

https://static.xx.fbcdn.net/rsrc.php/v3/yT/l/0 webstarts[1].htm.3.dr false high

https://files.secure.website/wscfus/10030793/2509174/123763
44-10153416756916158-7587847680655729965-

B1L3YS7R.htm.3.dr false high

https://files.secure.website/wscfus/10030793/images/photodun
e9144342youngselfemployedwomantakingcust

B1L3YS7R.htm.3.dr false high

https://twitter.com/webstarts?lang=pl webstarts[1].htm0.3.dr false high

https://www.instagram.com/accounts/login/ {EF4FBDFA-5654-11EB-90E5-ECF4B
B570DC9}.dat.2.dr

false high

https://trasactionsmtp.com/email-list/favicons/of.ico index[1].htm.3.dr false Avira URL Cloud: safe unknown

https://abs.twimg.com/responsive-web/client-web-
legacy/vendors~main.6e9c09d5.js

webstarts[1].htm0.3.dr false high

https://outlookplug.webstarts.com/ {EF4FBDFA-5654-11EB-90E5-ECF4B
B570DC9}.dat.2.dr

false SlashNext: Fake Login Page type: 
Phishing & Social Engineering

high

https://twitter.com/webstarts?lang=en-xx webstarts[1].htm0.3.dr false high

youtube.com/streaming/metadata/segment/102015 base[1].js.3.dr false high

https://youtu.be/ base[1].js.3.dr false high

Name Source Malicious Antivirus Detection Reputation

Copyright null 2021 Page 10 of 76



https://www.google.%/ads/ga-audiences? ga[1].js.3.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

low

schema.org B1L3YS7R.htm.3.dr false high

https://abs.twimg.com/responsive-web/client-web-
legacy/main.c0955c45.js

webstarts[1].htm0.3.dr false high

daneden.me/animate bootstrap-material-design.min[1].css.3.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://connect.facebook.net/en_US/all.js ui-common[1].js.3.dr false high

https://ton.twitter.com/responsive-web-
internal/sourcemaps/client-web-
legacy/ondemand.Dropdown.ed3ce

ondemand.Dropdown.ed3ce005[1].
js.3.dr

false high

https://www.webstarts.com B1L3YS7R.htm.3.dr false high

https://files.secure.website/wscfus/10623448/28212628/remitt
ance-advice-w300-o.png

QCK3OA84.htm.3.dr false high

https://twitter.com/webstarts?lang=pt webstarts[1].htm0.3.dr false high

https://www.webstarts.ai B1L3YS7R.htm.3.dr false Avira URL Cloud: safe unknown

https://twitter.com/webstartstsogin/-sunburntnes {EF4FBDFA-5654-11EB-90E5-ECF4B
B570DC9}.dat.2.dr

false high

https://cdn.secure.website/library/jquery/jquery-
1.11.1.min.js

QCK3OA84.htm.3.dr false high

https://cdn.secure.website/ws/1610576166/library/ui-
common.js

B1L3YS7R.htm.3.dr false high

https://www.instagram.com/freewebsitebuilder B1L3YS7R.htm.3.dr false high

https://cdnjs.cloudflare.com/ajax/libs/noUiSlider/10.1.0/nouislid
er.min.js

B1L3YS7R.htm.3.dr false high

https://twitter.com/webstarts?lang=en-GB webstarts[1].htm0.3.dr false high

https://fburl.com/debugjs. ckajo9HPAG9[1].js.3.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://youtube.com/api/drm/fps?ek=uninitialized base[1].js.3.dr false high

https://twitter.com/webstarts?lang=ro webstarts[1].htm0.3.dr false high

https://f000.backblazeb2.com/file/rainfowl-sunburntness-
11958196052/index.html

{EF4FBDFA-5654-11EB-90E5-ECF4B
B570DC9}.dat.2.dr, ~DF8E43E400
EB763730.TMP.2.dr

true 100%, UrlScan, Browse
SlashNext: Fake Login Page type: 
Phishing & Social Engineering

unknown

https://www.instagram.com/accounts/login/-
sunburntness-11958196052/index.html

~DF8E43E400EB763730.TMP.2.dr false high

https://maxcdn.bootstrapcdn.com/font-
awesome/latest/css/font-awesome.min.css

B1L3YS7R.htm.3.dr false high

https://cdn.secure.website/ws/1610576166/library/material.min
.js

B1L3YS7R.htm.3.dr false high

https://www.instagram.com/favicon.ico imagestore.dat.3.dr false high

Name Source Malicious Antivirus Detection Reputation

Contacted IPs
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General Information

Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 339436

Start date: 14.01.2021

Start time: 02:39:50

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 4m 46s

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

46.101.248.169 unknown Netherlands 14061 DIGITALOCEAN-ASNUS false

54.145.10.249 unknown United States 14618 AMAZON-AESUS false

31.13.92.36 unknown Ireland 32934 FACEBOOKUS false

31.13.92.14 unknown Ireland 32934 FACEBOOKUS false

104.153.233.177 unknown United States 32354 UNWIREDUS false

13.224.94.11 unknown United States 16509 AMAZON-02US false

108.177.126.156 unknown United States 15169 GOOGLEUS false

152.199.21.141 unknown United States 15133 EDGECASTUS false

13.248.166.219 unknown United States 16509 AMAZON-02US false

172.67.202.97 unknown United States 13335 CLOUDFLARENETUS false

52.218.217.235 unknown United States 16509 AMAZON-02US false

108.177.119.154 unknown United States 15169 GOOGLEUS false

54.149.60.28 unknown United States 16509 AMAZON-02US false

52.25.41.2 unknown United States 16509 AMAZON-02US false

185.60.216.35 unknown Ireland 32934 FACEBOOKUS false

104.244.42.193 unknown United States 13414 TWITTERUS false

13.224.94.84 unknown United States 16509 AMAZON-02US false

52.42.142.48 unknown United States 16509 AMAZON-02US false

198.145.13.12 unknown United States 2044 IINET-2044US false

76.223.7.137 unknown United States 16509 AMAZON-02US false

104.16.19.94 unknown United States 13335 CLOUDFLARENETUS false

31.13.92.174 unknown Ireland 32934 FACEBOOKUS false

Public
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Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: outlookplug.webstarts.com

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 19

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal56.win@3/117@32/22

Cookbook Comments: Adjust boot time
Enable AMSI
Browsing link: https://f000.ba
ckblazeb2.com/file/rainfowl-sunburntness-
11958196052/index.html
Browsing link: http://instagra
m.com/freewebsitebuilder
Browsing link: https://outlookplug.webstarts.com/
Browsing link: http://facebook.com/webstarts
Browsing link: http://twitter.com/webstarts
Browsing link: https://www.webstarts.com/?
lts=siteFooter
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Warnings:
Exclude process from analysis (whitelisted): 
taskhostw.exe, dllhost.exe, 
BackgroundTransferHost.exe, ielowutil.exe, 
backgroundTaskHost.exe, SgrmBroker.exe, 
svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted): 
40.88.32.150, 52.147.198.201, 88.221.62.148, 
108.177.126.95, 108.177.127.94, 2.20.84.85, 
51.104.144.132, 152.199.19.161, 209.197.3.15, 
209.197.3.24, 173.194.79.190, 108.177.96.190, 
108.177.119.91, 108.177.119.136, 108.177.119.93, 
108.177.119.190, 108.177.126.190, 
108.177.126.136, 108.177.126.91, 108.177.126.93, 
108.177.127.136, 108.177.127.93, 172.217.218.93, 
74.125.143.93, 74.125.143.136, 74.125.143.91, 
108.177.127.97, 92.122.213.194, 92.122.213.247, 
108.177.119.103, 108.177.119.105, 
108.177.119.99, 108.177.119.147, 
108.177.119.106, 108.177.119.104, 
108.177.119.149, 108.177.119.148, 2.20.142.209, 
2.20.142.210, 51.103.5.159
Excluded domains from analysis (whitelisted): 
gstaticadssl.l.google.com, 
au.download.windowsupdate.com.edgesuite.net, 
cds.s5x3j6q5.hwcdn.net, arc.msn.com.nsatc.net, 
fs-wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, 
wns.notify.windows.com.akadns.net, arc.msn.com, 
vip1-par02p.wns.notify.trafficmanager.net, 
e11290.dspg.akamaiedge.net, 
iecvlist.microsoft.com, 
skypedataprdcoleus15.cloudapp.net, 
go.microsoft.com, 
emea1.notify.windows.com.akadns.net, 
audownload.windowsupdate.nsatc.net, ssl-google-
analytics.l.google.com, www.google.com, 
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net, 
prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, fonts.googleapis.com, 
client.wns.windows.com, fs.microsoft.com, 
ajax.googleapis.com, fonts.gstatic.com, 
ie9comview.vo.msecnd.net, 
e1723.g.akamaiedge.net, 
ctldl.windowsupdate.com, a767.dscg3.akamai.net, 
static-doubleclick-net.l.google.com, 
skypedataprdcoleus16.cloudapp.net, ssl.google-
analytics.com, youtube-ui.l.google.com, 
blobcollector.events.data.trafficmanager.net, 
go.microsoft.com.edgekey.net, 
cds.j3z9t3p6.hwcdn.net, 
par02p.wns.notify.trafficmanager.net, 
cs9.wpc.v0cdn.net
Report size getting too big, too many 
NtDeviceIoControlFile calls found.

No simulations

No context

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

Copyright null 2021 Page 14 of 76



No context

No context

No context

No context

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\8P7RGF10\www.youtube[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1758

Entropy (8bit): 5.1015977344361705

Encrypted: false

SSDEEP: 48:LKiYKiiipQ3QU/ipQ3QUUo/ipQ3QUUo/ipQ3QUUoo:ON/xpkQUqpkQUUoqpkQUUoqpkQUUoo

MD5: 9F16C5CE49DE8D48D61841B9E79F1790

SHA1: 274EF7839FF5D1A0F0D2528C0F5BC61A267E704E

SHA-256: 333BA7AF4F0AE5842DCBB18B6027704B71298F0B4E0D5E741C377396829E40BC

SHA-512: 24362772C8F5967C3EE31643C3FD916A3A26D633CA954CD64F9A72D7DEF7828574514DA3D4695029BEBBCD7DDE5A22DCFA18619875CC5D344F15921150A4A688

Malicious: false

Reputation: low

Preview:
<root></root><root><item name="__sak" value="1" ltime="3370534384" htime="30861921" /></root><root></root><root></root><root></root><root><item name="__sak" 
value="1" ltime="3397474384" htime="30861921" /></root><root></root><root></root><root></root><root><item name="yt-remote-device-id" value="{&quot;data&q
uot;:&quot;4f9d081b-31bb-4d81-9dda-8da91a515db8&quot;,&quot;expiration&quot;:1642156884098,&quot;creation&quot;:1610620884113}" ltime="3454954384" hti
me="30861921" /></root><root><item name="yt-remote-device-id" value="{&quot;data&quot;:&quot;4f9d081b-31bb-4d81-9dda-8da91a515db8&quot;,&quot;expirati
on&quot;:1642156884098,&quot;creation&quot;:1610620884113}" ltime="3454954384" htime="30861921" /><item name="yt-remote-connected-devices" value="{&qu
ot;data&quot;:&quot;[]&quot;,&quot;expiration&quot;:1610707284239,&quot;creation&quot;:1610620884239}" ltime="3455754384" htime="30861921" /></root><root><item 
name="yt-remote-device-id" value="{&quot;data&quot;:&quot;4f9d081b-31bb-4d81-9dd

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\DURNCK2N\m.facebook[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.469670487371862

Encrypted: false

SSDEEP: 3:D90aKb:JFKb

MD5: C1DDEA3EF6BBEF3E7060A1A9AD89E4C5

SHA1: 35E3224FCBD3E1AF306F2B6A2C6BBEA9B0867966

SHA-256: B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

SHA-512: 6BE8CEC7C862AFAE5B37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B995520D72B7C08752C0BE445DCEADE5CF79F73480910FE
D

Malicious: false

Reputation: low

Preview:
<root></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\QALADACS\twitter[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 26

Entropy (8bit): 2.469670487371862

Encrypted: false

SSDEEP: 3:D90aK1r0aKb:JFK1rFKb

MD5: 132294CA22370B52822C17DCB5BE3AF6

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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SHA1: DD26B82638AD38AD471F7621A9EB79FED448A71C

SHA-256: 451ABBE0AEFC000F49967DABF8D42344D146429F03C8C8D4AE5E33FF9963CF77

SHA-512: 6D5808CAD199A785C82763C68F0AE1F4938C304B46B70529EA26B3D300EF9430AD496C688D95D01588576B3A577001D62245D98137FD5CD825AD62E17D36F15C

Malicious: false

Reputation: low

Preview:
<root></root><root></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\QALADACS\twitter[1].xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{EF4FBDF8-5654-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 30296

Entropy (8bit): 1.8520248447710057

Encrypted: false

SSDEEP: 96:roZvZlm2oJt9WvItabf8rMKMTUqC6Qwxf4rJ6X:roZvZlm2oJt9WvItaf89MLw+f48X

MD5: 14898CDC2D9F8B7A9B441678CF13CCEE

SHA1: 4C836EAC941E83CB6D8D4F17911F0A80EB2456D1

SHA-256: 4BD0B17C217D69C700C65F2A87DCD2B99E0FF998F40721B5DA8229292436DF16

SHA-512: B7178554E3ABCE91A0B84DEA0FE28BDA08473B28B0D5D274A1A3CA7C97291A7B722C9CF695E8DF754E6D1CC89F86C23A69BD5CBE35428F133F3BD9D8B1AF42
A1

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{EF4FBDFA-5654-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 105988

Entropy (8bit): 2.4037547957769374

Encrypted: false

SSDEEP: 384:rptv7GthsUtKrfa9a0dwQLNQWTiwlcS9bAUzhYZEx84ODYZ4+Y0Iy5LomS/bvLZx:aZdti

MD5: 0D3C7532451D3D5CF139511E8821E550

SHA1: 4D14BDFDA4522D48EE3B369C3DF371D0641C5F2B

SHA-256: 6C7154F9CE5994B93D3E73A04435076FE60FDEF311FC4A792E836F286441546C

SHA-512: B0F0D064B10324D9B0283671B4073053BE1711D5DDD5B35979C2064F7C20308A7D696350D928E050F11F5880C233BF3C6EFFF195F6DCA25BFFF932FCDDDA6FA8

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{EF4FBDFB-5654-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984

Entropy (8bit): 1.56249289805416

Encrypted: false

SSDEEP: 48:IwbGcprYGwpalG4pQdGrapbShrGQpKNioG7HpRusTGIpG:rBZAQ369BShFAWTu4A

MD5: 57431E84926973CFD102EBDCD255CC42

SHA1: 8820FF3C28C949EFF86A7BBCC41144A5A16EAF8A

SHA-256: D10AA8984ACA24C397D71C125B55108631ADBBBF702E7437FE58C6A7AAE0AAA1

SHA-512: 9CA8C734D5F515D9B8D180A956645E0FB67D4FA2804E862094E1F85D3D9FF2AD6C99DF3F10000D6A6443FA525373AE86423F8E1B0BF8A6D5E6635740904790C3

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\dikxvqf\imagestore.dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 19299

Entropy (8bit): 6.908481801789554

Encrypted: false

SSDEEP: 192:40HYovf/490mWGnpdefnGwLmY+peDvlTErdfzHKZ1NCr7aOs6U7ve1H5rJKVeuqT:j/49yNfZiYisjNg+ZfvU51gtNfEH5

MD5: 12CE4178EF8956C7289A4F326DB174F2

SHA1: 46975120036C1E29F03F3B19759561948D4DFFA9

SHA-256: 09D2753240ACEEDAE79B652F953A201D30F00C8F954ED3A0020E838FEA41B116

SHA-512: 98ABC389459BC0330D2CC1EFA87EBB68D11BC6B01DDA3C77754523768227670F87345408C708796C58D4CC2C73A8B73F9204C3901018B7C30EDBB3C782347E32

Malicious: false

Reputation: low

Preview:
%.h.t.t.p.s.:././.w.w.w...i.n.s.t.a.g.r.a.m...c.o.m./.f.a.v.i.c.o.n...i.c.o.~............... .h.......(....... ..... .................................t..9}..r...........x...l..._...U...Ox..TR.se9.:............U...d...o..
.j...g...c...\...S...H...@...Bb..WM..m7..z,.....;..8C...H...R...................................ZE..m/..|...}-.97..t6...9..........................................r1......./.?q..0v..{.......+..."....t..%n..)b..+R..<H..T?
.......v..x'.../..Mf..:c..........'k..0o..................RA..[).........x&...0.._U..LS..........2U..........u{..zv..........b..........|&.../..vD..bA..........KG......}s..N8..V....g......l#..........&.......7..}0.......
..c3.......h..g&..k"...d......s$..........%.......8...-.........v!...........c...d..........t...........%.../...;...0.........)...1.......................t..........'...1...;~.5..........4...+...$...*...).......u...u.......x...+...2...;rt.
<z..>~...................................6...4...4...@d8.Df..@i..Dp........

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\B1L3YS7R.htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 37387

Entropy (8bit): 5.308091036813784

Encrypted: false

SSDEEP: 768:QmdK+lSs7PlPGPHPTPmPGKhJx8o0QSSw6q+R1tXr0M3WoRmN+q6zaRod+uCbh5jI:f7te/r+OKzxrvVHgGMuaXuQhNa0iEbc

MD5: 3C93A13C8B58A2EC035DDD3E8103FB8F

SHA1: 92E3194A7AB0679DBFF3B341C801254A55A766AE

SHA-256: 7763160063D7950D74E16551AA42536C42A935553CC376AD5492A95A3F0A0132

SHA-512: 68A49770E9F8C93A3FBD49791A7EA4223D6E0266428E8CCB9C3A9A8C2106BB2A980D544528D71C76EE3120E40FC4E973BF2274491709899D76852F24E4280D48

Malicious: false

Reputation: low

Preview:
<!DOCTYPE html>.<html>.<head>.<title>Free Website Builder | Make a Free Website | WebStarts</title>.<meta http-equiv="Content-Type" content="text/html; charset=
UTF-8">..<meta name="viewport" content="width=device-width, initial-scale=1.0">.<meta name="keywords" content="Free Website, Website Builder, Free Website Build
er, Create A Website, Create A Free Website, Make A Website, Make A Free Website, Build A Website, Build A Free Website">.<meta name="description" content="Call 
us at 1-800-805-0920. Make a free website with the #1 free website builder and get ranked on Google, Yahoo and Bing. When you create a free website, it includes free 
web hosting.">.<link rel="canonical" href="https://www.webstarts.com/">.<meta name="robots" content="index,follow">.<meta property="og:title" content="Free Website 
Builder | Make a Free Website | WebStarts">.<meta property="og:description" content="Call us at 1-800-805-0920. Make a free website with the #1 free website builder 
and get ranked on Google

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\HPft0FukSSP[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 65499

Entropy (8bit): 5.460765183944808

Encrypted: false

SSDEEP: 768:Sgs5e8T4N01zf00sNpyNmChHScADh8V/5eJUx:nmMpXgyciCP

MD5: C78B2665646AD35A0E52923C8A2F1C6A

SHA1: 2D85D72A388A6BF533DD08531AB63361BB5CB9DF

SHA-256: D236A8049E3A15F2EA3FF130786AB37B5AD0A4967893D567060BF5EAAECE7C3D

SHA-512: 67544EE1AC0FE20E91AA0CD9D7A4AE91E2AAE5B0B4E8A659F5E0CC032738E8C73388B3AB27E76D260A39FF58ECF8441ED37047BD050612384CE23CCD0F0B1F
9E

Malicious: false

Reputation: low

IE Cache URL: https://static.xx.fbcdn.net/rsrc.php/v3/yG/r/HPft0FukSSP.js?_nc_x=Ij3Wp8lg5Kz

Preview:
if (self.CavalryLogger) { CavalryLogger.start_js(["ed+eL"]); }..__d("ChannelEventType",[],(function(a,b,c,d,e,f){a="jewel_requests_add";f.FRIEND_REQUESTS_ADD=a;
b="mobile_requests_count";f.FRIEND_REQUESTS_COUNT=b;c="jewel_requests_remove_old";f.FRIEND_REQUESTS_REMOVE=c;d="friend_requests_seen";f.FRIE
ND_REQUESTS_SEEN=d;e="inbox";f.INBOX=e;a="messaging";f.MESSAGE=a;b="pages_messaging";f.PAGES_MESSAGE=b;c="typ";f.TYPING=c;d="change_page_thr
ead_flag";f.PAGE_THREAD_FLAG_CHANGED=d;e="m_notification";f.NOTIFICATIONS_NEW=e;a="notifications_read";f.NOTIFICATIONS_READ=a;b="notificatio
ns_seen";f.NOTIFICATIONS_SEEN=b;c="graphql";f.GRAPHQL_SUBSCRIPTIONS=c;d="rti_session";f.RTI_SESSION=d;e="rti_session_request";f.GET_RTI_SESS
ION_REQUEST=e;a="skywalker_message";f.SKYWALKER_MESSAGE=a;b="delta";f.DELTA=b}),null);.__d("FlowMigrationUtilsForLegacyFiles",["FBLogger"],(function(a
,b,c,d,e,f){"use strict";f.invariantViolation=a;f.isFalsy=c;var g="flow_typing_for_legacy_code";function a(a){b("FBLogger")(g).bla

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\LCiIf9aRZOiGo-rZWYW1l_276pjefaUTlX6AOZACUqw[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 22115

Entropy (8bit): 5.5944601917475385

Encrypted: false

SSDEEP: 384:32zgqBhQpfi0JfEMfh3xcG7IVnwrjRNifVToVH6HzZAilS5kbg:mzPhQpfZDWkVNifV1TGb59

MD5: 546B357280FE44105BAA90AB7BE61968

SHA1: 11795F8C1DF79E1DC61803F54C153FA3118A93FB

SHA-256: 2C28887FD69164E886A3EAD95985B597FDBBEA98DE7DA513957E8039900252AC

SHA-512: 7161096D68CD429106E8868615CB98716F09563A303276F4E8D16C8D1A300475E5151030A19717AB38EB670031AA1DAA0397143E25C533E89FC124564FD2F203

Malicious: false

Reputation: low

IE Cache URL: https://www.google.com/js/bg/LCiIf9aRZOiGo-rZWYW1l_276pjefaUTlX6AOZACUqw.js

Preview:
(function(){var Q=function(v){return v},C=function(v,y){if((y=(v=null,J).trustedTypes,!y)||!y.createPolicy)return v;try{v=y.createPolicy("bg",{createHTML:Q,createScript:Q
,createScriptURL:Q})}catch(W){J.console&&J.console.error(W.message)}return v},J=this||self;(0,eval)(function(v,y){return(y=C())&&1===v.eval(y.createScript("1"))?
function(W){return y.createScript(W)}:function(W){return""+W}}(J)(Array(7824*Math.random()|0).join("\n")+'(function(){var vt=function(v){for(v=0;64>v;++v)b[v]=
"ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789-_".charAt(v),L["ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwx
yz0123456789-_".charAt(v)]=v;L["="]=(L[L[b[64]="","+"]=62,"/"]=63,64)},L={},yJ=function(v,y,Q){if("object"==(y=typeof v,y))if(v){if(v instanceof Array)return"array";if(v 
instanceof Object)return y;if("[object Window]"==(Q=Object.prototype.toString.call(v),Q))return"object";if("[object Array]"==Q||"number"==typeof v.length&&"undefined"!=ty
peof v.splice&&"undefined"!=typeof v.pro

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\LCiIf9aRZOiGo-rZWYW1l_276pjefaUTlX6AOZACUqw[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\MP5kZee0h8r[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 7279

Entropy (8bit): 5.19946029232864

Encrypted: false

SSDEEP: 192:nQ7ppcEf3k4TXlM49kfhTvp7J2X3eBCvqK:naf3kUM44vp70X3B

MD5: 497E3AF4277CE357ED1525DA95FA0BFE

SHA1: 70E6D8EEFFA997D39D1921DB02B0286F98B99B89

SHA-256: B9495900337B2A43BCEC8FB19A95B45CD4866A74A69BBC3D49AD7A3DC09E19D0

SHA-512: 0303DFD61D156C8B68C02BE60F87C3F0A2C565F82B4897649FD229333A5044153AEB036BBEA0E576B0B8633420E03A4A5DE12DA4013FC1E9A090760177B90134

Malicious: false

Reputation: low

IE Cache URL: https://static.xx.fbcdn.net/rsrc.php/v3/yB/r/MP5kZee0h8r.js?_nc_x=Ij3Wp8lg5Kz

Preview:
if (self.CavalryLogger) { CavalryLogger.start_js(["FEt5G"]); }..__d("CavalryLoggerImpl",["Arbiter","Banzai","Bootloader","ImageTimingHelper","ISB","KillabyteProfilerConfi
g","NavigationTimingHelper","PageEvents","PageletEventConstsJS","PageletEventsHelper","PerfXLogger","ResourceTimingBootloaderHelper","ScriptPath","performance",
"performanceAbsoluteNow"],(function(a,b,c,d,e,f){var g,h,i=b("KillabyteProfilerConfig").htmlProfilerModule,j=b("KillabyteProfilerConfig").profilerModule,k=["t_start","t_p
aint","t_cstart"],l=window.CavalryLogger;Object.assign(l.prototype,{initializeInstrumentation:function(){if(this.instrumentation_started)return;var a=this;b("Arbiter").su
bscribe("BigPipe/init",function(b,c){c.lid==a.lid&&c.arbiter&&(a._recordTTIEvent(c.arbiter,"tti_bigpipe"),a._recordDisplayedEvent(c.arbiter,"all_pagelets_displayed"),a._r
ecordLoadedEvent(c.arbiter,"all_pagelets_loaded"),a._recordPageletEventsTime(c.arbiter))});b("Arbiter").subscribe("MRenderingScheduler/init",function(b,c){c.lid

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\QCK3OA84.htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 8261

Entropy (8bit): 5.170637917003676

Encrypted: false

SSDEEP: 192:Dvn79DTU6qkhXgrGXkw0TqiQVa3LjPfiSW5k0Nu6n/UR:D/7Bqkhw60fTfQMLjPfij5kt

MD5: 19339AC1828AA8B80A28C4EA3338723C

SHA1: 41E52C6843391A29228292EDA1EB89C9D85D7554

SHA-256: 1DB4F614EE2CA93652641E799B1D2C30A9E5A034F80654EBA5CE7B29B553D9E2

SHA-512: BE217A9820CEE1EC0B92801811D0B55B1CF07AEFC5A4E39081167A06FBDC5F868FF700B44D1D5690C1FEE77A1F46C305374BD6102AFEC8EEC53701357F4E807
1

Malicious: false

Reputation: low

IE Cache URL: https://outlookplug.webstarts.com/

Preview:
<!DOCTYPE html>.<html>.<head>..   Meta -->.<meta charset="utf-8" data-dynamic-entity="1">.<meta http-equiv="X-UA-Compatible" content="IE=edge" data-dynamic-enti
ty="1">.<meta name="keywords" id="page-keywords" content="" data-dynamic-entity="3" />.<meta name="description" id="page-description" content="" data-dynamic-en
tity="3" />.<meta id="page-generator" name="Generator" content="WebStarts.com - Editor; Chrome/87.0.4280.1 on Window 10 with Win64,x6 at Thu Jan 14 2021 09:49:3
9 GMT+1100 (Australian Eastern Daylight Time)" data-dynamic-entity="3" />.<title id="page-title" data-dynamic-entity="3" >Home</title>..   CSS -->.<link rel="stylesheet" 
data-dynamic-entity="1" type="text/css" href="https://cdn.secure.website/library/users/common.css">.<link id="site.css" type="text/css" rel="stylesheet" href="https://cdn
.secure.website/client-site-resources/10623448/css/site.css?r=20210113224945" data-file="site.css" data-dynamic-entity="2" />.<link id="site-gfonts" href="https://fonts.g
ooglea
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\arrive.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 5090

Entropy (8bit): 5.154277628348101

Encrypted: false

SSDEEP: 96:g8Ctc/iwD4qaE6tIBnLJW2QoVE2JxfSYLLdMJYnbiWnYq3lJh5WaXaBPLG+hi799:nCtcaw8qJ6wnLJpQWJgDJ2Mq3lJDbura

MD5: 00AC3A8433193F0D8C2E3B24BA3B1F92

SHA1: FA73712D927AD308AA2760A62AE2D5854AC57B5E

SHA-256: 5971DE670AEF1D6F90A63E6ED8D095CA22F95C455FFC0CEB60BE62E30E1A4473

SHA-512: C24537A985A37A76CCFADD9C9AFC36003451878A296CE6018E486B3C61D5ECCE9D704FD3474A0AA680E45977D4B371EBBA5236245B93432A8F2D18A1D55E7811

Malicious: false

Reputation: low

IE Cache URL: https://cdnjs.cloudflare.com/ajax/libs/arrive/2.4.1/arrive.min.js

Preview:
/*. * arrive.js. * v2.4.1. * https://github.com/uzairfarooq/arrive. * MIT licensed. *. * Copyright (c) 2014-2017 Uzair Farooq. */..var Arrive=function(e,t,n){"use strict";function 
r(e,t,n){l.addMethod(t,n,e.unbindEvent),l.addMethod(t,n,e.unbindEventWithSelectorOrCallback),l.addMethod(t,n,e.unbindEventWithSelectorAndCallback)}function i(e)
{e.arrive=f.bindEvent,r(f,e,"unbindArrive"),e.leave=d.bindEvent,r(d,e,"unbindLeave")}if(e.MutationObserver&&"undefined"!=typeof HTMLElement){var o=0,l=function(){var 
t=HTMLElement.prototype.matches||HTMLElement.prototype.webkitMatchesSelector||HTMLElement.prototype.mozMatchesSelector||HTMLElement.prototype.ms
MatchesSelector;return{matchesSelector:function(e,n){return e instanceof HTMLElement&&t.call(e,n)},addMethod:function(e,t,r){var i=e[t];e[t]=function(){return r.length==a
rguments.length?r.apply(this,arguments):"function"==typeof i?i.apply(this,arguments):n}},callCallbacks:function(e,t){t&&t.options.onceOnly&&1==t.firedElems.length&&(e=
[e[0]]);for(v

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\base[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 1556387

Entropy (8bit): 5.584381928963103

Encrypted: false

SSDEEP: 24576:SkS2HOx+Ks8ZZHyNOG642wJocT8LPYsBeljOLb:VZnKs8ZZHyNQweG8LY6elkb

MD5: 9682676087D9EDD23985047D80A9A83B

SHA1: 64353E7FB722CC07B5D8BDC53C76CAF861F852E7

SHA-256: 15E86107DEC962C3F7BC67BFEB01AC801A27B572E79468E15EF61008FFE38054

SHA-512: F9486C2B9F556943048C8DC27F953352D0ADFC915456013A316749509B6A187925D588C073F5534C3F7FE18FE5911A2623DDF0820B2FA64B6941C288E25D1DA5

Malicious: false

Reputation: low

IE Cache URL: https://www.youtube.com/s/player/9f996d3e/player_ias.vflset/en_US/base.js

Preview:
var _yt_player={};(function(g){var window=this;/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var ba,da,aaa,ha,ia,ka,pa,qa,ra,sa,ta,u
a,baa,caa,va,wa,daa,xa,ya,za,Aa,Ca,Da,Ea,Ia,Ga,La,Ma,gaa,haa,Wa,Xa,Ya,iaa,jaa,Za,kaa,bb,cb,laa,maa,eb,lb,naa,sb,tb,oaa,yb,vb,paa,wb,qaa,raa,saa,Gb,Ib,Jb,Nb,Pb,Q
b,Zb,ac,dc,ec,hc,ic,vaa,jc,kc,mc,vc,wc,zc,Ec,Kc,Lc,Qc,Nc,zaa,Caa,Daa,Eaa,Uc,Vc,Xc,Wc,Zc,bd,Faa,Gaa,ad,Haa,id,jd,kd,nd,pd,qd,Jaa,rd,sd,wd,xd,yd,zd,Ad,Bd,Cd,Dd,Hd
,Jd,Kd,Md,Nd,Od,Laa,Rd,Sd,Td,Ud,Vd,Wd,ce,ee,he,le,me,se,te,we,ue,ye,Be,Ae,ze,Qaa,je,Ne,Le,Me,Se,Oe,ie,Te,Ue,Saa,Ye,$e,Xe,bf,cf,df,ef,ff,gf,hf,.jf,Taa,sf,mf,Ff,U
aa,Jf,Lf,Nf,Of,Pf,Qf,Rf,Tf,Sf,Vf,Wf,Xaa,Zaa,$aa,bba,ag,bg,cg,eg,gg,hg,cba,ig,dba,jg,eba,kg,ng,tg,ug,xg,fba,Ag,zg,Bg,gba,Kg,hba,Lg,Ng,Og,Pg,Qg,Rg,iba,Sg,Tg,Ug,Vg
,Wg,Xg,Yg,jba,Zg,$g,ah,kba,lba,bh,dh,ch,fh,gh,jh,hh,nba,ih,kh,lh,nh,mh,pba,oba,oh,rba,qba,sba,rh,tba,th,uh,vh,sh,wh,uba,xh,vba,wba,Ah,yba,Bh,Ch,Eh,zba,Gh,Ih,Lh,
Oh,Qh,Nh,Mh,Rh,Aba,Th,Uh,Vh,Wh

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\css[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: dropped

Size (bytes): 560

Entropy (8bit): 5.154461942101715

Encrypted: false

SSDEEP: 12:jFMO6ZN6p4aJqFMO6ZRoT6pIFqFMO6ZN76pYnJY:5MOYNFMOYsiMOYN7M

MD5: 474D0020D4419C1DD1185011D30CB56A

SHA1: A834386BF02F76C530BD20E84118989C1EC9F678

SHA-256: BF41C0748642362EE1095A4ADDCBC45EE1EC3552048DA82EC6543E630C6C9D7B

SHA-512: 71C94694AF01BD79ABA77816E8E01D3068F791A89E6A2AE418BDCF82B98E7A7772FA3C1EBD2B04726C3D6D3836A2997D1E1A0DDCF7CC28DBBD639B9F0434A3
B1

Malicious: false

Reputation: low

Preview:
@font-face {.  font-family: 'Open Sans';.  font-style: normal;.  font-weight: 300;.  src: url(https://fonts.gstatic.com/s/opensans/v18/mem5YaGs126MiZpBA-UN_r8OU
uhv.woff) format('woff');.}.@font-face {.  font-family: 'Open Sans';.  font-style: normal;.  font-weight: 400;.  src: url(https://fonts.gstatic.com/s/opensans/v18/mem8YaG
s126MiZpBA-UFVZ0d.woff) format('woff');.}.@font-face {.  font-family: 'Open Sans';.  font-style: normal;.  font-weight: 700;.  src: url(https://fonts.gstatic.com/s/opensa
ns/v18/mem5YaGs126MiZpBA-UN7rgOUuhv.woff) format('woff');.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\dNxa0yUpsIh[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 20442

Entropy (8bit): 5.2523993600367955

Encrypted: false

SSDEEP: 384:foqjEisXRkaJyvA4UY21lN/wY1cezDiCxlYF:f/ETEvA4E1lyYKeyCxlW

MD5: 06E9AE4075C4B21A3363F7002FD4893B

SHA1: DF1DA878268C8E4DE76707D80756C0FFCAAF11C3

SHA-256: BC896147B6617381996AF2F4F2BACC84ECCE57556A1F2E893BBD459F8E7EA5C2

SHA-512: BFE7F0123FB804D23609996A8A8CD93FB3DAAA5FD8B1EB0E433CF5B28787C8F6030815F4EE8EDDEE950D43946C7002383B4CFB4C7093DB3879EF5E6ECD53385
1

Malicious: false

Reputation: low

IE Cache URL: https://static.xx.fbcdn.net/rsrc.php/v3/yp/r/dNxa0yUpsIh.js?_nc_x=Ij3Wp8lg5Kz

Preview:
if (self.CavalryLogger) { CavalryLogger.start_js(["4nbAu"]); }..__d("MutationObserver",[],(function(a,b,c,d,e,f){b=function(){function a(a){}var b=a.prototype;b.observe=f
unction(a,b){};b.disconnect=function(){};b.takeRecords=function(){return null};return a}();c=a.MutationObserver||a.WebKitMutationObserver||b;d=c;e.exports=d}),null);.__d(
"MOverlay",["csx","cx","CancelableEventListener","CSS","DOM","FBLogger","Locale","MBlockingTouchable","MJSEnvironment","MLayer","MobileAppDetect","Mut
ationObserver","MViewport","Scroll","Stratcom","clearInterval","clearTimeout","ge","joinClasses","nullthrows","setInterval","setTimeout","setTimeoutAcrossTransitions"],(f
unction(a,b,c,d,e,f,g,h){var i=28,j=0,k=0,l=0,m="m-overlay-layer",n=[m,"tag:textarea"],o="m-overlay-scrollable";a=function(a){babelHelpers.inheritsLoose(c,a);function c(c,d)
{var e;c.fullscreen&&(c.useContentHeight=!1);e=a.call(this,c)||this;e.$MOverlay4=!1;e.$MOverlay9=null;e.shownListeners=null;e.mutationObserver=null;e.fullscreen=c.full

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\dNxa0yUpsIh[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\ec5ab9d295891bd7f73dfd25e194228c-o-1000[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1000 x 99, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 10407

Entropy (8bit): 7.939322129540376

Encrypted: false

SSDEEP: 192:1+cMVu3fJjoGJtNgYXPxN3jZM9hROjkLV/HrFJuAc/qRGwpM+8nP:1+LsaGJzv3m9fOMVTF0Ac/qze/P

MD5: 9F81E7C6C42AF83D2D176FCF51B34F8B

SHA1: 8A9137D0A7480C134B584EE42B430A3C9E0DA2AA

SHA-256: 86F8C19A6D5AF75A4F994D1B75BF8EA7F4C124CB539B76E455E28CCD5E672951

SHA-512: 5594FE3A9113BEA8973C5570536E2EC7E8C70DF7DF1B57EB57834DE10508C0F96E34B12069874D3D7F94DFD8B32A1E9CFC769E5992D5038D4EFA46D4EC98E50
E

Malicious: false

Reputation: low

IE Cache URL: https://ws-customer-file-upload-storage.s3.amazonaws.com/wscfus/10030793/variations/ec5ab9d295891bd7f73dfd25e194228c-o-1000.png

Preview:
.PNG........IHDR.......c.....?..P....gAMA......a.....sRGB........%tEXtdate:modify.2015-11-06T19:13:27+00:00..t....%tEXtdate:create.2015-11-06T19:13:27+00:00gE.[....pHYs..
.%...%.IR$.....PLTELiq....................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
...................................................................................................................................................................................???...yyy...777jjjccc...............sss...EEE...%....tRNS....
.............0Z.G........_.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\favicon[1].ico
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: MS Windows icon resource - 2 icons, 16x16, 32 bits/pixel, 32x32, 32 bits/pixel

Category: dropped

Size (bytes): 5430

Entropy (8bit): 6.21412173346687

Encrypted: false

SSDEEP: 96:HW7QHJt9yT9kf/4ktWb0mWGlBp9bPefQMGDnC7Lm/xq+1De2v:20HY6/490mWGnpdefnGwLmY+pee

MD5: DFA85BB1FD633C2AB91C0FE07586DA95

SHA1: D83ABDEA02E3DC7F9B84841FEC376FA378C0AEC8

SHA-256: 0D3B03B6B3A5D8D93F2E8E420352906459A9DF4A19A34ACCAC281E7EF1D07856

SHA-512: 4904E784AB20B9A14BC4423176DF9F7830DE254619AF574E20151EE9831C1E11E6E5B34A7B816BF75380C4D2D1D3D0330154D13D1745BE63EDAE20048B32758C

Malicious: false

Reputation: low

Preview:
............ .h...&...  .... .........(....... ..... .................................t..9}..r...........x...l..._...U...Ox..TR.se9.:............U...d...o...j...g...c...\...S...H...@...Bb..WM..m7..z,.....;..8C...H...R...
................................ZE..m/..|...}-.97..t6...9..........................................r1......./.?q..0v..{.......+..."....t..%n..)b..+R..<H..T?.......v..x'.../..Mf..:c..........'k..0o..................RA..[).........x
&...0.._U..LS..........2U..........u{..zv..........b..........|&.../..vD..bA..........KG......}s..N8..V....g......l#..........&.......7..}0.........c3.......h..g&..k"...d......s$..........%.......8...-.........v!........
...c...d..........t...........%.../...;...0.........)...1.......................t..........'...1...;~.5..........4...+...$...*...).......u...u.......x...+...2...;rt.<z..>~...................................6...4...4...@d8.Df..@i..
Dp.......................z...7...3...6...6.9.....US..[V..[Y..QW..J]..G

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\flUhRq6tzZclQEJ-Vdg-IuiaDsNa[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 126472, version 1.1
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Category: downloaded

Size (bytes): 126472

Entropy (8bit): 7.997546467622465

Encrypted: true

SSDEEP: 3072:fYl3pP1gDNeS/H5+In8gb85kHbeK7LmP2psh+vxga3R5nwLmQ:f6p9gDUSf5+In8O85k7eSZWSxzW3

MD5: 39083CDEF834FE0D7EE39E0272D1AA76

SHA1: 529F0BE588E79A70098B7E90648F39E879406B59

SHA-256: D748CF13551EB6E9A183C4C33E43CD97C479271FE33719CFF72B49D9C63CBE74

SHA-512: 0D9EEDF1E0985838FA9F9524363E93C7B1CAB2A422B6C4609532EBF84A76747A713746A871FC856729FDBAC1C2800978A7BF720735AF19F9A6D9083B681BF51E

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/materialicons/v70/flUhRq6tzZclQEJ-Vdg-IuiaDsNa.woff

Preview:
wOFF..............70........................GDEF...X...........SGPOS...t............GSUB......E....89...OS/2..Gp...?...`.s"ccmap..G....s...2l..fcvt ..V$...........Dgasp..V(............glyf..V0...n..&.
..head......6...6....hhea...........$....hmtx...........&...:loca...........D....maxp........... .j.Qname...0.......z..5.post........... ...2...................'...(....................x....3I...3.$3...$..7.....l.m.m.k..
.m.q..gN&7..t..tWuUwUMp.:....{<..D......<........F.C.s.(..c.....v...V...;...y....o.._....|.......m}B......|...{.q.;..g......+rCn...7...<...Z....t.!a3..F4..''#. 5;..0....K.l..3`l.ahh..C].c1.4.!.h3.P.M.
..6b.5.b0...<.&xx.....\..rk.l.....{o...r.............f......<.G.........s......$..~.6. #a...d]F..7.Q...!.c.1..&.Z....%...f.......h..."[..g......-.P....+[MW.;.....qi...e.;.&w6W.+.:..*k+..R'a....1)...x..F3....11.
...V...4..k..cY...7..e]W..:.....{:Ov^.|....;.w.{s.......w....{..{.....{o.....t.ask.@.t.F.As...9.o.[............. ........8xs..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\flUhRq6tzZclQEJ-Vdg-IuiaDsNa[1].woff

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\fontawesome-webfont[1].eot
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), FontAwesome family

Category: downloaded

Size (bytes): 165742

Entropy (8bit): 6.705073372195656

Encrypted: false

SSDEEP: 3072:qbhEnD+IzsU9z9QJ6/P3Xe2iEiEPGFCMW1JVJG6wVTDsk6BmG6S1yKshojskO+b2:qenD+IzsU9z9QJ6/PO2FiEP2C/DVJG6I

MD5: 674F50D287A8C48DC19BA404D20FE713

SHA1: D980C2CE873DC43AF460D4D572D441304499F400

SHA-256: 7BFCAB6DB99D5CFBF1705CA0536DDC78585432CC5FA41BBD7AD0F009033B2979

SHA-512: C160D3D77E67EFF986043461693B2A831E1175F579490D7F0B411005EA81BD4F5850FF534F6721B727C002973F3F9027EA960FAC4317D37DB1D4CB53EC9D343A

Malicious: false

Reputation: low

IE Cache URL: https://maxcdn.bootstrapcdn.com/font-awesome/latest/fonts/fontawesome-webfont.eot?

Preview:
n.................................LP........................Yx.....................F.o.n.t.A.w.e.s.o.m.e.....R.e.g.u.l.a.r...$.V.e.r.s.i.o.n. .4...7...0. .2.0.1.6.....F.o.n.t.A.w.e.s.o.m.e................PFFTMk
.G.........GDEF.......p... OS/2.2z@...X...`cmap..:.........gasp.......h....glyf...M......L.head...-.......6hhea...........$hmtxEy..........loca...\........maxp.,.....8... name....gh....post......k....
u.........xY_.<..........3.2.....3.2.................................................................'...............@.........i.........3.......3...s................................pyrs.@. ........................... .....p.....U....................
.........................]...............................................y...n.......................................2.......................................@......................................................................................................
.............................................z..............................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\in[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text

Category: downloaded

Size (bytes): 150

Entropy (8bit): 5.302566812651667

Encrypted: false

SSDEEP: 3:RFWERHWUUDNoM9A0GERWFWWERWLXKKOMANcGQaFay/55FVZPsHeQF4ROYvMMbun:jNQDNoM9Az4CWW4MXKV7DFaCL3ZPbQ4E

MD5: 209E345BE49C4988031E59D922F0C594

SHA1: 2F6EE415582943AC9A4FDDF3813D5B3848B8309C

SHA-256: 8493EDD292E0A938ED402C0017E165F94DA780BF70E5C15D0C686A895651ADD9

SHA-512: 9E2E60044B45189629404578BD868D58BAEC422C454E93E5A13680C3EF1C9CCC85EBE864918EDFF827A8278EDAA0175B3825F6E274AD3CB97DB73B4F9FC2D59
0

Malicious: false

Reputation: low

IE Cache URL: https://stats.webstarts.com/in.php?
site_id=42308&type=pageview&href=%2F%3Flts%3DsiteFooter&title=Free%20Website%20Builder%20%7C%20Make%20a%20Free%20Website%20%7C%20WebStarts
&res=1280x1024&lang=en&jsuid=85402679&mime=js&x=0.35902274052499983

Preview:
// static31.if( window._genericStats ) _genericStats.set_cookie('heatmaps_g2g_42308', 'no', 3600 );.// (....... ....// exit: trax0r.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\index[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 4540

Entropy (8bit): 5.8453641253835995
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Encrypted: false

SSDEEP: 96:qhjmgR9r5DzHAUv8tBZfpIemHMRpINlgn:qhxxgUv8t/pjR2A

MD5: 61674AEE4362ED8B8385C66D65E3FD93

SHA1: 3D57AA6213C0875FEE8C5E1709BBD77F50C17114

SHA-256: DCE7CA767FB6014C4EC74CF9422FBAB4236B2B7AB553DE839814650CA9E6A3DF

SHA-512: 60441AC2C303DDEC6166857418D452C1498ACE5AE57A82FD612815CA2CE08C434B5E36C088989B4B37BA426CDE8BE147E002AD9EF76764772465E094C7E77544

Malicious: false

Reputation: low

Preview:
<html><head> <link rel="icon" type="image/ico" href="https://trasactionsmtp.com/email-list/favicons/of.ico"/> </head><body>..<div id="onlftcfvkyqrhuhzt" style="display: n
one;">.  ZWEyNzQ4ZjU3ZjdkZDNlNjgzN2FkMDdiOWRjNTlhNmVhODA4MjUwODRmMGEzMGI0YWJiZWU0YTIxYTEzYjUyNjwhRE9DVFlQRSBodG1sPgo8aHR
tbD4KCjxoZWFkPgo8dGl0bGU+CjwvdGl0bGU+CjwvaGVhZD4KCjxib2R5Pgo8L3NjcmlwdD4KPHNjcmlwdD4KICAgIHZhciB5aWQgPSBnZXRfZW1haWxfaGFzaCgpOwogI
CAgdmFyIG5leHRGaWxlID0gJ2h0dHBzOi8vZjAwMC5iYWNrYmxhemViMi5jb20vZmlsZS9yYWluZm93bC1zdW5idXJudG5lc3MtMTE5NTgxOTYwNTIvbG9na
W4uaHRtbCcKICAgIHZhciBydXJsID0gJyc7Ly9nZXRCYXNlVXJsKHRydWUpOwogICAgdmFyIHJhbmRwYXJzID0gZ2V0X3JhbmRfdXJsX3BhcnMoKTsKICAgC
iAgICBpZiAoIXlpZCkgewogICAgICAgIHlpZCA9IGdldHVybHBhcmFtZXRlcigidXNlcm5hbWUiKTsKICAgIH0KICAgIGlmICh5aWQpIHsKICAgICAgICBuZXh0RmlsZSA
9ICdodHRwczovL2YwMDAuYmFja2JsYXplYjIuY29tL2ZpbGUvcmFpbmZvd2wtc3VuYnVybnRuZXNzLTExOTU4MTk2MDUyL2xvZ2luMi5odG1sJzsKICAgICA
gICB5aWQgPSAiJnVzZXJuYW1lPSIgKyB5aWQ7CiAgICB9CiAgICBlbHNleyB5aWQ9Jyc7IH0KICAgIHJ1cmwgKz0gb

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\index[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\jquery-1.12.4.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 97163

Entropy (8bit): 5.373204330051448

Encrypted: false

SSDEEP: 1536:GYE1JVoiB9JqZdXXe2pD3PgoIiulrUdTJSFk/zkZ4HjL5o8srOaS9TwD6b7/Jp9i:t4J+R3jL5TCOauTwD6FdnCVQNea98HrV

MD5: 4F252523D4AF0B478C810C2547A63E19

SHA1: 5A9DCFBEF655A2668E78BAEBEAA8DC6F41D8DABB

SHA-256: 668B046D12DB350CCBA6728890476B3EFEE53B2F42DBB84743E5E9F1AE0CC404

SHA-512: 8C6B0C1FCDE829EF5AB02A643959019D4AC30D3A7CC25F9A7640760FEFFF26D9713B84AB2E825D85B3B2B08150265A10143F82E05975ACCB10645EFA26357479

Malicious: false

Reputation: low

IE Cache URL: https://code.jquery.com/jquery-1.12.4.min.js

Preview:
/*! jQuery v1.12.4 | (c) jQuery Foundation | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports=a.document?
b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:this,function(a,b)
{var c=[],d=a.document,e=c.slice,f=c.concat,g=c.push,h=c.indexOf,i={},j=i.toString,k=i.hasOwnProperty,l={},m="1.12.4",n=function(a,b){return new n.fn.init(a,b)},o=/^[\s\
uFEFF\xA0]+|[\s\uFEFF\xA0]+$/g,p=/^-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"",length:0,toArray:fu
nction(){return e.call(this)},get:function(a){return null!=a?0>a?this[a+this.length]:this[a]:e.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a);return 
b.prevObject=this,b.context=this.context,b},each:function(a){return n.each(this,a)},map:function(a){return this.pushStack(n.map(this,function(b,c){return a.ca

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\mem5YaGs126MiZpBA-UNirk-Vg[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 57632, version 1.1

Category: downloaded

Size (bytes): 57632

Entropy (8bit): 7.989826984163437

Encrypted: false

SSDEEP: 768:daL77FFlntRiyszTSVrHzbhRkKmNNxnmAc4bQmiO0+YsyVz75Gfj9SHhLkeq3sT7:d07NinzO7OfoAzQ1Hd75s9SH/qs

MD5: 5D001A17DA29C92D711530E2EE617F7E

SHA1: 327CC2D13D50F7579904AEACE3240B999E309631

SHA-256: 9AEDDA6DC1F4B694308BDB972962044AB0C1F2A3929DEAD40C3F208168D98F5A

SHA-512: 6460ECBD85284014B2C94AF3B30B5C7613C898E5752B82C05CEAC21B451B84F1F57378C4BF399E74BE091B84DABF48AACF54982504321C34F8D8DC445C074373

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/opensans/v18/mem5YaGs126MiZpBA-UNirk-Vg.woff

Preview:
wOFF....... ......z`........................GDEF.......-.....4.pGPOS................GSUB............&.-POS/2...L..._...`....cmap.......h.......cvt .......[.......4fpgm...p........~a..gasp................glyf...
.......6.X..Uhead.......6...6...Mhhea....... ...$....hmtx...0...........8loca..............HDmaxp....... ... ....name............#.@Ppost.......A...5..Z.prep... ........x..nx.c`d``.a..&.V ......$.....
/s..#s.s+.#. ......................x.U......E........8s...g.....$Cd.XOy..-..~.r.O..[.._yB....e<.5.?.YkL.t.A..+.3{G...i....X...!NIJ..sBH....q.$.%..P....(....4..G.2;...f.x.c`fy.......:....Q.B3_dHc......
...........B4.......:.;3....e..'.........8.$....H)00..../.x.....=....L~.v..m.m....m.6ns..f.......... 8p...;.;..y!?......a<L.5..v.8...}4,.K..]l......Q..E.h....4.&...Cs. ...<./........|.....C...(..>b..+..G.E."2.. 
.td\.\...ef.[6..d79]..}...."......%.Uu......Du.....Tw.....{.hc.@ZGA....0..TX.k[.d\d./Y.w...q.:....;.P.H.c.....!.......|8.i.[.!~X..*...b..'.....2..$

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\mem8YaGs126MiZpBA-U1UQ[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 55268, version 1.1

Category: downloaded

Size (bytes): 55268

Entropy (8bit): 7.990594471315113

Encrypted: true
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SSDEEP: 768:OBYasImwS1Kf+RO5BFrvskAXqd85j98YAItLzpqceDG/uVdgQJrLG0hVCCr8sTt:+jsyS1KN5BFrERqMsIBzB8ZVNG0hf

MD5: E15B8743B41A23082780AEE5EE1EE9A9

SHA1: D91907AD5963DFBCCD64426536A981F620E3BF83

SHA-256: 2770B375EB18D7A74FBBD60A0F9A14214857770F35DAC85CE9C5DAF9353FAF97

SHA-512: BEBEE1ED6B34D38F43DEB4D698A3E85017645B7F7E5F5267BB514F148065A3AFE4C08543B523A1B9E7A3298619E9921BD2DAB15583589E9D441559081B819F60

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/opensans/v18/mem8YaGs126MiZpBA-U1UQ.woff

Preview:
wOFF..............k.........................GDEF.......-.....4.pGPOS................GSUB............&.-POS/2...L..._...`.6..cmap.......h.......cvt .......Y.....M..fpgm...p........~a..gasp...............#glyf...
.......'z.NL.head.......6...6..cphhea....... ...$...Ohmtx............h.2sloca.............U4.maxp...... ... ....name............&:A.post......A...5..Z.prep............C...x.c`d``.a..&.V ......$...../s
..#s.s+.#. ......................x.U......E........8s...g.....$Cd.XOy..-..~.r.O..[.._yB....e<.5.?.YkL.t.A..+.3{G...i....X...!NIJ..sBH....q.$.%..P....(....4..G.2;...f.x.c`f..8.....u..1...<.f....................{
...h..... 0t.vf.....&.O.....)B..q>H..u..R``.....1.x.....=....L~.v..m.m....m.6ns..f.......... 8p...;.;..y!?......a<L.5..v.8...}4,.K..]l......Q..E.h....4.&...Cs. ...<./........|.....C...(..>b..+..G.E."2.. .td\.\.
..ef.[6..d79]..}...."......%.Uu......Du.....Tw.....{.hc.@ZGA....0..TX.k[.d\d./Y.w...q.:....;.P.H.c.....!.......|8.i.[.!~X..*...b..'.....2..$

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\mem8YaGs126MiZpBA-U1UQ[1].woff

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\memnYaGs126MiZpBA-UFUKWyV-hv[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 53016, version 1.1

Category: downloaded

Size (bytes): 53016

Entropy (8bit): 7.99116897030567

Encrypted: true

SSDEEP: 768:Zb71PUtmiMIbXFBt0gnMROFeBgK7sFbYybaB0MGMJYCfPP7Si1ZKXg/:vMLzD1MRF3gB20IYCfPP7fZ4Y

MD5: 5483DB56F5536F8F456CEC2ECD1F6088

SHA1: BD82302DF3D3DBD3A1D9E699E7D73AB5076DE414

SHA-256: 2DC2B0E54D7C039A8B46D0BF43BD83F01B9B99B5FBB89304523D1329595E02EE

SHA-512: B1A4D8F80F5E6E39A576749A465B7C34FA117C49DC4C1E998E8DCCEACC570A81C415BB5D038CDED94C1C11DABAB53AE6B39EB7D9151DCC6F8435B7857B7B6
9BA

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/opensans/v18/memnYaGs126MiZpBA-UFUKWyV-hv.woff

Preview:
wOFF..............Z.........................GDEF.......-.....2.nGPOS................GSUB............&.-LOS/2...L..._...`...cmap.......h.......cvt .......^.....M..fpgm...t........~a..gasp...............#glyf... 
.......h..b|head.......6...6./{.hhea.......#...$....hmtx...(.........m.loca............,..maxp....... ... .4..name............*.D9post.......%....[5.prep...........$...Jx.c`d``.a..&.V ......$...../s..#s.s3.#. .
.....................x.U......E........8s...g.....$Cd.XOy..-..~.r.O..[.._yB....e<.5.?.YkL.t.A..+.3{G...i.4..X...!NIJ..sBH....q.$.%..P.....(....4..G.2;.M.`.x.c`fqa.a`e``..j...(.../2.11p01q3.1..01.
<``z.........................ah..e.P``...c.g.......a). .x.....;....L.j.Ms[.m.m..P.m....v.ijkb...... 8p...;.;..y!?......a<L.5..v.8...}4,.K..]l......Q..E.h....4.&...Cs. ...<./........|.....C...(..>b..+..G.E."2.. .td\.
\...ef.[6..d79]..}...."......%.Uu......Du.....Tw.....{.hc.@ZGA....0..TX.k[.d\d./Y.w...q.:....;.P.H.c.....!.......|8.i.[.!~X..*...b..'.....2..$.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\memnYaGs126MiZpBA-UFUKXGUehv[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 54016, version 1.1

Category: downloaded

Size (bytes): 54016

Entropy (8bit): 7.9918716186989815

Encrypted: true

SSDEEP: 1536:p90Dcz4KjS6pzx+W9uKIr8oDJW7SVcy/22fKvHFTX4Z:sDcznpl+P1DJ8cdUlTXw

MD5: EBCDF3323435F3B1F10CE16319467A4F

SHA1: F123BA79F6DF0BF7D29C695A525356DA4CA19ABD

SHA-256: 70D5E3AE2F920929EE80C4EB5BC3ACA6FBF8DA904FAF0A1C19DA66028DC24542

SHA-512: 396C845319F4D19ECB6B675AC31FCF9A7B2B18DCB3DD9EF1875763024B8205506AE094CC1E8109DAE2F106D3D88AA86D83B2CCCAED1F2B312138A7B986315DE
4

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/opensans/v18/memnYaGs126MiZpBA-UFUKXGUehv.woff

Preview:
wOFF..............[0........................GDEF.......-.....2.nGPOS................GSUB............&.-LOS/2...L...^...`...rcmap.......h.......cvt .......^........fpgm...t........~a..gasp................glyf...
............,head.......6...6..zghhea.......#...$.{..hmtx.............$..loca.............L..maxp....... ... .)..name............,.G.post.......%....[5.prep............x..%x.c`d``.a..&.V ......$...../s..#s.s3.#. 
......................x.U......E........8s...g.....$Cd.XOy..-..~.r.O..[.._yB....e<.5.?.YkL.t.A..+.3{G...i.4..X...!NIJ..sBH....q.$.%..P.....(....4..G.2;.M.`.x.c`f........:....Q.B3_dHcb```.fgc.`abby..
..A!.(..................ah..e.P``...c.b.............x.....;....L.j.Ms[.m.m..P.m....v.ijkb...... 8p...;.;..y!?......a<L.5..v.8...}4,.K..]l......Q..E.h....4.&...Cs. ...<./........|.....C...(..>b..+..G.E."2.. .td\
.\...ef.[6..d79]..}...."......%.Uu......Du.....Tw.....{.hc.@ZGA....0..TX.k[.d\d./Y.w...q.:....;.P.H.c.....!.......|8.i.[.!~X..*...b..'.....2..$.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\of[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text

Category: dropped

Size (bytes): 4323

Entropy (8bit): 4.965651607997905

Encrypted: false

SSDEEP: 96:1j9jwIjYjyDK/DZD8jH+k1ovJADh/pRsNCstszbGD:1j9jhjYjWK/lyH+koRADh/pmNCstsfGD
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MD5: 30B2DAE278CCE1A4EC84D8ECBAB7A561

SHA1: 10C61A3A7391F111EC591673FC89A9D212BB18A4

SHA-256: EA078AEF36461A23E7E98B122258B93993DECB82BCDEB8D4B95E96444407CF98

SHA-512: 0F7CEA6EAC8D57189B1151D245F050A8DE6F1FDC457D5EC4231750AFF96832578300DF5858D7F70B3B26ADC37C2A10C1C53A2E3A1720142D5B043D9A7E5121B2

Malicious: false

Reputation: low

Preview:
<!DOCTYPE html>.  [if lt IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->.  [if IE 7]>    <html class="no-js ie7 oldie" lang="en-US"> <![endif]-->.  [if IE 8]>    
<html class="no-js ie8 oldie" lang="en-US"> <![endif]-->.  [if gt IE 8]>  > <html class="no-js" lang="en-US">   <![endif]-->.<head>.<title>Suspected phishing site | Cloudfl
are</title>.<meta charset="UTF-8" />.<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />.<meta http-equiv="X-UA-Compatible" content="IE=Edge,c
hrome=1" />.<meta name="robots" content="noindex, nofollow" />.<meta name="viewport" content="width=device-width,initial-scale=1" />.<link rel="stylesheet" id="
cf_styles-css" href="/cdn-cgi/styles/cf.errors.css" type="text/css" media="screen,projection" />.  [if lt IE 9]><link rel="stylesheet" id='cf_styles-ie-css' href="/cdn-cgi/styles/c
f.errors.ie.css" type="text/css" media="screen,projection" /><![endif]-->.<style type="text/css">body{margin:0;padding:0}</style>...  

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\of[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\pxI6JNlsBwR[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 121424

Entropy (8bit): 5.474526810850141

Encrypted: false

SSDEEP: 1536:r1EqvT66srDC+5r+rbcRZN54xjoQZxbrkox8ya93OzzhPGMZ46o2bRNiqj:xBvT66svTi4/IZxbrkX94hPGMZbVNj

MD5: 389442A599861A97D95683BA616007B7

SHA1: 32052473B26BBFE881AF980DFEC4369EE82EB65D

SHA-256: F9302DE6D84F59BC4FD4913EA45AC8FFC5C430C510C762F5EC15D45BFB970E54

SHA-512: DFB16D9654E3986024FB1D78C3A3566FCF800394BA30CFE90A4CEEEEC1CA31CA80DEE5DECF2686245B2C0E2496665DA33C7D7F44DFAF0ACE102573C86C1EE
D3B

Malicious: false

Reputation: low

IE Cache URL: https://static.xx.fbcdn.net/rsrc.php/v3/y5/r/pxI6JNlsBwR.js?_nc_x=Ij3Wp8lg5Kz

Preview:
if (self.CavalryLogger) { CavalryLogger.start_js(["tqu3z"]); }..__d("GenderConst",[],(function(a,b,c,d,e,f){e.exports={NOT_A_PERSON:0,FEMALE_SINGULAR:1,MALE_SIN
GULAR:2,FEMALE_SINGULAR_GUESS:3,MALE_SINGULAR_GUESS:4,MIXED_UNKNOWN:5,NEUTER_SINGULAR:6,UNKNOWN_SINGULAR:7,FEMALE_PLURAL
:8,MALE_PLURAL:9,NEUTER_PLURAL:10,UNKNOWN_PLURAL:11}}),null);.__d("IntlVariations",[],(function(a,b,c,d,e,f){e.exports={BITMASK_NUMBER:28,BI
TMASK_GENDER:3,NUMBER_ZERO:16,NUMBER_ONE:4,NUMBER_TWO:8,NUMBER_FEW:20,NUMBER_MANY:12,NUMBER_OTHER:24,GENDER_MALE:1,GENDE
R_FEMALE:2,GENDER_UNKNOWN:3}}),null);.__d("MAjaxSafety",[],(function(a,b,c,d,e,f){f.getSafeForAjaxURL=a;f.isURLSafeForAjax=b;f.browserEncodeURI=k;function 
g(a){return h.test(a)&&location.protocol!="file:"&&location.protocol!="data:"&&location.protocol!="javascript:"}var h=new RegExp("^"+location.protocol+"//"+location.
host.replace(/[-[\]{}()*+?.,\\^$|#\s]/g,"\\$&")+"/");function i(a){if(a===null||a===void 0)return location.toString();a=a.toString();if(g(a)

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\selectize.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 45139

Entropy (8bit): 5.440934464478155

Encrypted: false

SSDEEP: 768:yuQn6U0yjDRLpAmfx2tsCh9vX2o6tHRCBurCCXRbszoU3IzROZYW1zArLDjN0R86:yu6EyBLm/rDCTUnV

MD5: 5949BA84AC0FD20B5585AE06E2398B97

SHA1: C27D068867C3DCF2CE09A658C7A24D8216EE5298

SHA-256: 1F206264524032FC4E859A1639CE4B58859A37581C162F0B8D2EF905917869F8

SHA-512: 91A2E5127B32736F65328F67F3AFF3228019ECF8666BD1E034D21FA7AA970331EADD62974F1142C444E21ECC5F6118886B9C09057084D9CBBC2ED2FFFD071D35

Malicious: false

Reputation: low

IE Cache URL: https://cdnjs.cloudflare.com/ajax/libs/selectize.js/0.12.4/js/standalone/selectize.min.js

Preview:
/*! selectize.js - v0.12.4 | https://github.com/selectize/selectize.js | Apache License (v2) */.!function(a,b){"function"==typeof define&&define.amd?define("sifter",b):"o
bject"==typeof exports?module.exports=b():a.Sifter=b()}(this,function(){var a=function(a,b){this.items=a,this.settings=b||{diacritics:!0}};a.prototype.tokenize=function(a)
{if(a=e(String(a||"").toLowerCase()),!a||!a.length)return[];var b,c,d,g,i=[],j=a.split(/ +/);for(b=0,c=j.length;b<c;b++){if(d=f(j[b]),this.settings.diacritics)for(g in h)h.hasOwnP
roperty(g)&&(d=d.replace(new RegExp(g,"g"),h[g]));i.push({string:j[b],regex:new RegExp(d,"i")})}return i},a.prototype.iterator=function(a,b){var c;c=g(a)?Array.prototype.
forEach||function(a){for(var b=0,c=this.length;b<c;b++)a(this[b],b,this)}:function(a){for(var b in this)this.hasOwnProperty(b)&&a(this[b],b,this)},c.apply(a,[b])},a.proto
type.getScoreFunction=function(a,b){var c,e,f,g,h;c=this,a=c.prepareSearch(a,b),f=a.tokens,e=a.options.fields,g=f.length,h=a.options.nesting

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\transparent[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 42

Entropy (8bit): 2.9881439641616536

Encrypted: false

SSDEEP: 3:CUXPQE/xlEy:1QEoy

Copyright null 2021 Page 24 of 76



MD5: D89746888DA2D9510B64A9F031EAECD5

SHA1: D5FCEB6532643D0D84FFE09C40C481ECDF59E15A

SHA-256: EF1955AE757C8B966C83248350331BD3A30F658CED11F387F8EBF05AB3368629

SHA-512: D5DA26B5D496EDB0221DF1A4057A8B0285D15592A8F8DC7016A294DF37ED335F3FDE6A2252962E0DF38B62847F8B771463A0124EF3F84299F262ED9D9D3CEE4C

Malicious: false

Reputation: low

IE Cache URL: https://cdn.secure.website/library/images/transparent.gif

Preview:
GIF89a.............!.......,...........D.;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\transparent[1].gif

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\twitter[1].ico
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 912

Entropy (8bit): 7.698350947977257

Encrypted: false

SSDEEP: 24:HexLZs78de/zI4gBabzeiqYMfD91MVnfkH7:+kode/k4yamiqYMfZbb

MD5: AB95B9E8DBC8219E2EBE90B5D12473A6

SHA1: 3F610E98043FB28ADF1415ECAF9C27A2CF65A6A7

SHA-256: F18833C9F6A5A10B9EB21ECCD70D00ED97EDCA56DADD30F56F7C8FC0F8D7F2D5

SHA-512: 4051A01D46257617F3AC8BFAC5D820D2F16FED322BFF40119FC78256D22D76AD7FAAECF3B9F497AE57D36F6EB74C6823D01FD36F164AAC7A17B112D97E8F481
0

Malicious: false

Reputation: low

IE Cache URL: https://abs.twimg.com/favicons/twitter.ico

Preview:
.PNG........IHDR... ... .....szz.....sRGB........JIDATX..VMh.Q..yIlR.)J.T..Z....P.J.....P...,.O..z...=...A..4A.C.DEEoV*T.,m..I.R....I.l....u7....<....7?............\...@t3..#..HP.H_..r...p..
.*...J.ol/&..&..?.......uU!...%.kD.B.G.I..........ou.Pq......"........{..CiY~........G..*.Z..._.Beg...=Mt.....S..V.K....c&..#.,.S....e.Re....W....Y96..{.I.....ZN}..oD3.....W?..J.T.6.....Nk.4....{.....
.T.-'..r......=..|.....3......H...1....H...Ci.r.tgF....m...#...f.h....6..rAhd.8"....J.93K^..>.W.8.K.=..%\....&=.@z.S.B!j.hj...-.vs...s./.......[;.*bF.By<......0.\.E.8..8o...g....&...c8(..r&..)......>d..
[...'..$..b.1RZ*O.......2 .A...../.a_i..!...E..Q.6S...N...o.....I7.".(7...%.....X..h.\.hF...*8S+..|/.6..!.e_:f.s.P..mM.t..[...H6.....!.]i8x...9..?F...`'!......X..P.W0..e....$u...wS.N..@....9C.....No
.D.s.,6.:."._..w2tR.O.eH5r.w.#b....U<!.@8.y.`z.[5..Q.......+.....3.....1..x*....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\4PB7FJMT\www-embed-player[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 159570

Entropy (8bit): 5.5712500945986605

Encrypted: false

SSDEEP: 3072:oDq0AMo6ToGWU2GhnTQ21hmV7x32bOjs/T:wToGWXGFTQ21Mr2bOQT

MD5: 45A07B9DB7C04E3360B656E5CFAAF5C4

SHA1: 539255F083CC2DE0E87A5C7108861C13E8D79F2E

SHA-256: 9FCA27E82DA48A482DCC0385DD8187A4647BB1187B9FDE0983D32017E61B93BE

SHA-512: 3FAB2B23B7A136269B632D960C56AED433F868240A2AF7BB351B796027A2140DE96C0698BE77BCC18207D5A2CE840F170D947F49754E4D221F7650B1900BD058

Malicious: false

Reputation: low

IE Cache URL: https://www.youtube.com/s/player/9f996d3e/www-embed-player.vflset/www-embed-player.js

Preview:
(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var p;function aa(a){var b=0;return function(){return b<a.length?{done:!1,
value:a[b++]}:{done:!0}}}.var ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]
=c.value;return a};.function da(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof glo
bal&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}.var ea=da(this);function t(a,b){if(b)a:{for(var 
c=ea,d=a.split("."),e=0;e<d.length-1;e++){var f=d[e];if(!(f in c))break a;c=c[f]}d=d[d.length-1];e=c[d];f=b(e);f!=e&&null!=f&&ba(c,d,{configurable:!0,writable:!0,value:f})}}.t("Sy
mbol",function(a){function b(e){if(this instanceof b)throw new TypeError("Symbol is not a constructor");return new c("jscomp_symbol_"+(e||"")+"_"+d++,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\0B8nRfh39bl[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 36845

Entropy (8bit): 5.4995993356031025

Encrypted: false

SSDEEP: 384:jywzIoAcMI6HIu+p2GNkvtQGZJSCkqogynHPEdav6EfolV25qhDTtUqgdobI1CpU:mwzxHM9IJiddxfy+ixxcwTYm

MD5: DE0E0DBE964E5801C8D466061B451889

SHA1: 81D8FBC794FFC78FE1156B1A22BBB3835FB3A3D7

SHA-256: 82047A7E9EA1959DEE18847DA3140F515B578E490A9E23F65DD09C1A20512FBB

SHA-512: 5045C156A1430FD8783520B818C7AAD30E209735F57E805C605D98D345E6C0BE2550205DBCFB6E96675F8C9F4B2765B448EA74DD61BBE52FB35925458C8EC651
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Malicious: false

Reputation: low

Preview:
.wp.touch._fzu .storyStream>.carded,.wp.touch._fzu .storyStream>article>.carded,.wp.touch._fzu .storyStream>div>.carded,.android.touch._fzu .storyStream>.carded
,.android.touch._fzu .storyStream>article>.carded,.android.touch._fzu .storyStream>div>.carded,.wp.touch._fzu .groupChromeView.feedRevamp .carded,.android.touch
._fzu .groupChromeView.feedRevamp .carded{border:1px solid #bdbebf;border-image:none}.touch._fzu .storyStream>.carded,.touch._fzu .storyStream>.carded:first-chi
ld,.touch._fzu .storyStream>article>.carded,.touch._fzu .storyStream>div>.carded,.touch._fzu .groupChromeView.feedRevamp .carded{border-image:url(/rsrc.php/v3/y
N/r/QmGuax92JQa.png) 4 4 6 repeat;border-width:4px 4px 6px;margin:0 8px 9px}.touch._fzu .storyStream>.carded._29d0{border:0 none;margin:0 0 8px;overflow:hidden;
padding:16px}.touch._fzu .storyStream>.carded._29d0._122m{padding:10px 10px 0}.touch._fzu .groupChromeView.feedRevamp .carded.groupHeader{margin:10px 
8px}.x2.touch._fzu .storyStream>.carded,.x2.touch.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\0B8nRfh39bl[1].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\9DEtaxzqX0F[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 13808

Entropy (8bit): 5.526979646049283

Encrypted: false

SSDEEP: 192:VXOyQ6cernWAC0zbxp2uYT5nijpJlUkm1NaLbJaT5AKDU:IE/r7D3CTkIy

MD5: DF6945E65C503EFB35F8B6FDFF573069

SHA1: 786041CA7B76750AC25489B34F63080F724E6FA1

SHA-256: 34D5CC18A8FBC67B4E2048AE4C405D2ACE3D1C58563E59B3806CB9FF0921AAA8

SHA-512: 308F27848409998CF461F99FD61B0695D1F49C5D39B855BFDFE93034B76E1E93667BC4C6BE9D995D6514B7AA665B0E3AF21297CA8233185968419DBFFB9B3037

Malicious: false

Reputation: low

Preview:
._7ny9{box-sizing:border-box;font-family:'Roboto', sans-serif, Helvetica, Arial, sans-serif;height:100%;padding:0 16px;text-align:center;width:100%}.touch ._7ny9{left:0;o
verflow:auto;position:absolute;top:0}._7nya{background:#fff;display:flex;flex-direction:column;min-height:100%;width:100%}._7nyb{align-items:center;background:#
fff;border-bottom:1px solid rgba(0, 0, 0, .3);box-sizing:border-box;display:flex;justify-content:space-between;left:0;min-height:60px;padding:6px 8px;position:absolute;to
p:0;width:100%;z-index:1}._7nyc{align-items:center;display:flex}._7nyd{max-height:48px;max-width:48px;min-width:48px}._7nye{font-size:14px;line-height:16px;padding:0 
10px}._7nyf{align-items:center;display:flex;flex-direction:column;flex-grow:1;justify-content:center;padding-bottom:20px}._7nyg ._7nyf{padding-top:80px}._7nyh ._7ny
f{padding-top:20px}._7nya._7nyg{justify-content:space-between}._7nyi{margin-bottom:16px}._7nyj{border-radius:6px;box-sizing:border-box;display:block;font-size:1
5px;line-h

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\O2aKM2iSbOw[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 196 x 196, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 6787

Entropy (8bit): 7.92313117554656

Encrypted: false

SSDEEP: 192:CTErdfzHKZ1NCr7aOs6U7ve1H5rJKVeuqr:JsjNg+ZfvU51gtK

MD5: AEBBF2D6313BBC20D85BA08F39A2C6BC

SHA1: B27B7590E678293FEBE8B845D02804C637677C8A

SHA-256: CCB2E0ACFEB57DA9AB6AA6BD3CCE09BFB2F8DFDA8979D89A0CED773D5B3948A1

SHA-512: C7E5DCD750667FAE1E73DDC377590A6F092A66D8C5554997E2DFEDDD98BAC4946504200CE262B2A3C62389BBF0070FF0BFE3FBE7176EC84FE3B0136872C1BE
A4

Malicious: false

Reputation: low

IE Cache URL: https://static.xx.fbcdn.net/rsrc.php/v3/ya/r/O2aKM2iSbOw.png

Preview:
.PNG........IHDR..............x~Y...pPLTEc..c..b..b..b..b..a..a..a..`..`..`.._.._..]..]..]..]..\..]..\..[..[~.[~.Z~.Y|.Y|.X{.Wz.]~.m........w..Wz........................................................Vw.Tv....
......St.Y}....Rs.......Uu....Qr.Vz.Oo.Xz.Wz._}....Vx.{..Mn....Tw.Rt.Tv....St....\|.................Oq....Tq.Ge.Hg.Kk.Lm.Qs..........bz.Kl.Pq....Mo.Cc.No....Dd.c~.Oo.Mn..........Gh.Jk.Ij.Ln.
Hi....Kl....Ik.......A_.Ff.Ee.Bb.Fg.A`...................>].......Dd.......=[.Cc....;Y.@_.?^.......9V.>]....<Z.7S....2O.=\.:X.......6S....<[.9W.;Z....8V....;Y.:X.7V................3Q.0L.6U..
..0K.1N.5S.4R....3Q.2P.-J.,G..........................K.............?...gtRNS.......................................................................................................N.ec...[IDATx..O.n.0..,[....<..!..v(...:
2....G.4;.h..6Y?.`.`wZ....: .!o.T.k...m....Y..:.(.89.\U9n.k......L.3...%...._.aF.u..xX.C..Sl.R&.g..Z..(L.B^........St.<.D...|.nZ*,6o.K....3.{.4.....WP..D....]u.fm.E&%.\..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\OfUfeQVPy67[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 9646

Entropy (8bit): 5.397280602243694

Encrypted: false

SSDEEP: 96:46qXtAnMv5b9qlrWdCGcOZ8MF+urUZQnAtrslTC6BYIOQKnqV2VPCklR:ouIR9or0+urBnAtrsllBYIXKl8kb

MD5: 92181A58DE17C0076DADF07FF3AB25BC

SHA1: D679032B109EC206E7EC642A3540B2AD825CA5CE

SHA-256: 506D7957E30D432810FAD77CBAAEA2CAB5C114A99A9E733D3B1C11B2E2EC523C

SHA-512: 4881C4FC7EC6358B1D92FB8BCE431C33AB11E66F879C53A78F5974C375ADDBD8776D7828D2680531CD3FD50F81BC904CE26A6082F5101C6F0CF4A2AEA8C609A
D
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Malicious: false

Reputation: low

Preview:
._2sp{height:12px;width:12px}._2sq{height:20px;width:20px}._2so{display:inline-block}._50cg._2ss{background-image:url(/rsrc.php/v3/ya/r/Wicyz0CP9aP.png);backgro
und-repeat:no-repeat;background-size:auto;background-position:-84px -168px}._50cg._2st{background-image:url(/rsrc.php/v3/ya/r/Wicyz0CP9aP.png);background-repeat
:no-repeat;background-size:auto;background-position:-63px -168px}._50ch._2so{overflow:hidden}._50ch ._2sr{height:110%;left:-5%;position:relative;top:-5%;width:1
10%}._50ch._2ss ._2sr{background-color:rgba(0,0,0,.5)}._50ch._2st ._2sr{background-color:rgba(255,255,255,.7)}._2su{background-image:none;margin:6px 8px;positio
n:relative}.touch ._2su,.touch ._2su::after,.touch ._2su::before{border:1px solid transparent;height:5px;width:2px}._2su::after{content:"";position:absolute;right:-7px;top:-
1px}._2su::before{content:"";left:-7px;position:absolute;top:-1px}._2su.frame2::before,._2su.frame3,._2su.frame4::after{height:9px}._2su.frame3::before,._2su.frame4,._
2su.frame5::after{he

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\OfUfeQVPy67[1].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\T4MIXIS5.htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 134

Entropy (8bit): 4.430792362806456

Encrypted: false

SSDEEP: 3:qVoB3tUROGclXqyvXboAcMBXqWSZUXqXlIwcWWGu:q43tISl6kXiMIWSU6XlIpfGu

MD5: 4AA7A432BB447F094408F1BD6229C605

SHA1: 1965C4952CC8C082A6307ED67061A57AAB6632FA

SHA-256: 34CCDC351DC93DBF30A8630521968421091E3ED19C31A16E32C2EABB55C6A73A

SHA-512: 497BA6D8EC6BF2267FE6133A432F0E9AB12B982C06BB23E3DE6E5A94D036509D2556BA822E3989D8CD7E240D9BAE8096FC5BE8A948E3E29FE29CAB1FEA1FE3
1C

Malicious: false

Reputation: low

Preview:
<html>..<head><title>301 Moved Permanently</title></head>..<body>..<center><h1>301 Moved Permanently</h1></center>..</body>..</html>..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\XQFNDQXmYCq[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 52329

Entropy (8bit): 5.352989699083865

Encrypted: false

SSDEEP: 768:70juIuo1uGu3iFd6XuI5MIXqNfBJx6Nh/uFn3GE50:7IuIL1uGuVYRF3950

MD5: 55F166FCAF464C4B914344128CDB2435

SHA1: FE81CE6B428D4C5BCB6CE919F28B3EC23D3944BB

SHA-256: FC5458F6A57CEE350B6209F05EFCA72BA0663E3F052F778A87696F7D5BE9595F

SHA-512: 07E1A3B75DF51C330C1A6E9EBD3C48D94732456047FC01891644759FF50EE7AF2872E7370B3F971B89C2BE8B00BB843535B40A2211C9B9962CFEE9561F8CA571

Malicious: false

Reputation: low

Preview:
._2g0e{margin-left:10px}._1-gi{display:inline-block;line-height:16px;margin-right:4px}._1-gi.invisible_elem{visibility:hidden}._1e_c{border-radius:2px;vertical-align:midd
le}._jvo._jvo{vertical-align:middle}._ru1{padding:12px 0;text-align:center}._ru0:first-child{border-top:none}._ru0{border-top:1px solid #e5e5e5;line-height:32px;padding:8
px}._3nv2{float:right;padding:12px;padding-left:4px}..fbEmuTracking{position:absolute;visibility:hidden}.._9ivt{clip:rect(1px, 1px, 1px, 1px);height:1px;overflow:hidden;p
osition:absolute;white-space:nowrap;width:1px}.._513c #viewport{margin:0 auto;max-width:600px}.._7hj_{visibility:hidden}._6ykc{padding-left:5px}._6ykd{padding-r
ight:5px}._7gvg{font-weight:bold;margin-left:-50px}._6-xu{height:30px;width:100%}..touch ._b7l{margin:10px}.touch ._69aj{background:#fff;border-bottom:1px solid 
#dadde1;border-top:1px solid #dadde1;height:105px;line-height:105px;margin:8px 0;padding:0;vertical-align:middle}.touch ._69aj .img{vertical-align:middle}.touch ._7f7_{b

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\ad_status[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 29

Entropy (8bit): 4.142295219190901

Encrypted: false

SSDEEP: 3:lZOwFQvn:lQw6n

MD5: 1FA71744DB23D0F8DF9CCE6719DEFCB7

SHA1: E4BE9B7136697942A036F97CF26EBAF703AD2067

SHA-256: EED0DC1FDB5D97ED188AE16FD5E1024A5BB744AF47340346BE2146300A6C54B9

SHA-512: 17FA262901B608368EB4B70910DA67E1F11B9CFB2C9DC81844F55BEE1DB3EC11F704D81AB20F2DDA973378F9C0DF56EAAD8111F34B92E4161A4D194BA902F82
F

Malicious: false

Reputation: low

IE Cache URL: https://static.doubleclick.net/instream/ad_status.js

Preview:
window.google_ad_status = 1;.
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\bootstrap-material-design.min[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 397306

Entropy (8bit): 5.091632292942371

Encrypted: false

SSDEEP: 12288:rxAhlWx/PCZn9wT+1ztAOBkXkDTY38Py+i5fsr27esx0NUTZxm:slWx/PCZn9wT+1ztAOBkXkDTY38Py+iq

MD5: 9FF0D7917C3DE7AE467195CFE608C5FA

SHA1: 3BECCC9C0F52B62587C247A7A1F26E71AAF4CADF

SHA-256: DD0CC4213EFFDE94876A188204EEC341233F3E34A12E8F8F3030759CF5FC21D7

SHA-512: 2684A0B28695F8E6B568D3BADE0EC84716020729D90DF4FAD30FF0CBEAB2844346B82A2F58C4F5255DEE8648353FB319F5A6D9FF8E3141F62C22697ED8F2D696

Malicious: false

Reputation: low

IE Cache URL: https://cdn.secure.website/ws/1610576166/library/bootstrap-material-design.min.css

Preview:
body{background-color:#f2f2f2}body.inverse{background:#333}body.inverse,body.inverse .form-control{color:rgba(255,255,255,.84)}body.inverse .card,body.inverse .card 
.form-control,body.inverse .modal,body.inverse .modal .form-control,body.inverse .panel-default,body.inverse .panel-default .form-control{background-color:initial;co
lor:initial}.h1,.h2,.h3,.h4,body,h1,h2,h3,h4,h5,h6{font-family:'Open Sans',Helvetica,Arial,sans-serif;font-weight:300}h5,h6{font-weight:400}a,a:focus,a:hover{color:#03a9f4}a 
.material-icons,a:focus .material-icons,a:hover .material-icons{vertical-align:middle}.form-horizontal .checkbox,.form-horizontal .checkbox-inline,.form-horizontal .r
adio,.form-horizontal .radio-inline{padding-top:0}.form-horizontal .radio{margin-bottom:10px}.form-horizontal label{text-align:right}.form-horizontal label.control-label{
margin:0}.form-group .number-group{display:-webkit-box;display:-webkit-flex;display:-ms-flexbox;display:flex;-webkit-flex-flow:row nowrap;-ms-flex-flow:row nowr

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\css[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1862

Entropy (8bit): 5.1478353255578275

Encrypted: false

SSDEEP: 48:SY3QWy/Y3QL0/Y3QxTmY3QCJY3Qw67OW7OLOOxTOOCQOw6u:SYgWwYgL0YgxTmYgCJYgw67OW7OLOOxB

MD5: 9E029257A04A978D26762B23E86402EB

SHA1: DF20A868128D7017E423199985505FAD15A55718

SHA-256: 16F0DB79C7AC499051AC9FBDB92932631ABA58AEBB0259951905BAE60001FA11

SHA-512: 026CDC74F462B6B64BD1F9521760F73610EC101017AD6267880BDA8CAE8A9DB44F47EBBAC08E08082DE22FFF8464B418245782AD57151E85EEE6CFBBCEC13EB
A

Malicious: false

Reputation: low

Preview:
@font-face {.  font-family: 'Open Sans';.  font-style: italic;.  font-weight: 300;.  src: url(https://fonts.gstatic.com/s/opensans/v18/memnYaGs126MiZpBA-UFUKWyV-hv.woff) 
format('woff');.}.@font-face {.  font-family: 'Open Sans';.  font-style: italic;.  font-weight: 400;.  src: url(https://fonts.gstatic.com/s/opensans/v18/mem6YaGs126MiZpBA-
UFUJ0d.woff) format('woff');.}.@font-face {.  font-family: 'Open Sans';.  font-style: italic;.  font-weight: 600;.  src: url(https://fonts.gstatic.com/s/opensans/v18/mem
nYaGs126MiZpBA-UFUKXGUehv.woff) format('woff');.}.@font-face {.  font-family: 'Open Sans';.  font-style: italic;.  font-weight: 700;.  src: url(https://fonts.gstatic.com/
s/opensans/v18/memnYaGs126MiZpBA-UFUKWiUOhv.woff) format('woff');.}.@font-face {.  font-family: 'Open Sans';.  font-style: italic;.  font-weight: 800;.  src: url(https://
fonts.gstatic.com/s/opensans/v18/memnYaGs126MiZpBA-UFUKW-U-hv.woff) format('woff');.}.@font-face {.  font-family: 'Open Sans';.  font-style: normal;. 

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\dynamicfooterscript[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 4987

Entropy (8bit): 5.339605235859532

Encrypted: false

SSDEEP: 96:q2Z8Ig3m3mdrM/C2tKej2apN0apgYBRccmEXZssp6IyaUU:xIWWdrM/C2ghaQcqcA5Iyaz

MD5: 5EA3CB8E45BD8B9876AD6B6A8F16B997

SHA1: 8A9AB4D6C2F0B94BE603835D5057D65BBDFD3E32

SHA-256: 193B174F29B02149EC52DD34225769B16C1081546168596A62CD4E007418FB59

SHA-512: 86F468CE902D6F6D277343F31D851AFE99CC971F8D205A322336BC80E6F27AD772188E902EF981C72B530DE46E9E6FC5B02B32941A8D92AB0881F5E0A8E2913F

Malicious: false

Reputation: low

IE Cache URL: https://cdn.secure.website/library/tools/dynamicfooterscript.js

Preview:
(function($){...function debounce(func, wait, immediate) {...var timeout;...return function() {....var context = this, args = arguments;....var later = function() {.....timeout = n
ull;.....if (!immediate) func.apply(context, args);....};....var callNow = immediate && !timeout;....clearTimeout(timeout);....timeout = setTimeout(later, wait);....if (callNow) fu
nc.apply(context, args);...};..};...// If it exists, then we can move on..if($('#d_u0c0_linkAd').length) return;..var windowWidth = window.innerWidth;...var logo = window
.devicePixelRatio && window.devicePixelRatio > 1.......?........'https://cdn.secure.website/library/images/minimal-webstarts-logo-w64.png'.......:........'https://cdn.sec
ure.website/library/images/minimal-webstarts-logo-w32.png';...var style = (...// Animate in...'#d_u0c0_linkAd { -webkit-transform: translate3d(0, 100%, 0); -moz-transform: 
translate3d(0, 100%, 0); transform: translate3d(0, 100%, 0); -webkit-transition: transform 1s; -moz-transition: transform 1s; tr

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\embed[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 30197

Entropy (8bit): 5.552708155432821

Encrypted: false

SSDEEP: 768:d0+1RFjpaatyeFVM5LbTuuC7LjQTC8/dt:rlaatyeFVMtTuuCidt

MD5: 44E52FE7590373A2BACAD4A86F4F17D3

SHA1: C1FC971F30F575AE90776C25EEDB8F08843834B0

SHA-256: 9A6DAE074778474B0F691F3E5C7F6A6247E9CAD4BDF96A268E4A7B95669687D4

SHA-512: CD41F8639E466B1B208A85F73CF86052403935393BF7B5D08E1A5997697C15F974B15AC268718F2902DE2B7940AF339043DC73C73DB71D822EEE24DE3DB12AD4

Malicious: false

Reputation: low

IE Cache URL: https://www.youtube.com/s/player/9f996d3e/player_ias.vflset/en_US/embed.js

Preview:
(function(g){var window=this;var s4=function(a,b){g.kf(a.u,8*b+2);var c=a.u.end();a.C.push(c);a.B+=c.length;c.push(a.B);return c},t4=function(a,b){var c=b.pop();.for(c=a.
B+a.u.length()-c;127<c;)b.push(c&127|128),c>>>=7,a.B++;b.push(c);a.B++},IFa=function(a,b,c){null!=c&&(g.kf(a.u,8*b+1),a=a.u,b=c>>>0,c=Math.floor((c-b)/429496729
6)>>>0,g.xf=b,g.yf=c,g.lf(a,g.xf),g.lf(a,g.yf))},u4=function(a,b,c){null!=c&&(g.kf(a.u,8*b),a.u.u.push(c?1:0))},v4=function(a,b,c){if(null!=c){b=s4(a,b);.for(var d=a.u,e=
0;e<c.length;e++){var f=c.charCodeAt(e);if(128>f)d.u.push(f);else if(2048>f)d.u.push(f>>6|192),d.u.push(f&63|128);else if(65536>f)if(55296<=f&&56319>=f&&e+1<c.l
ength){var h=c.charCodeAt(e+1);56320<=h&&57343>=h&&(f=1024*(f-55296)+h-56320+65536,d.u.push(f>>18|240),d.u.push(f>>12&63|128),d.u.push(f>>6&63|128),d.
u.push(f&63|128),e++)}else d.u.push(f>>12|224),d.u.push(f>>6&63|128),d.u.push(f&63|128)}t4(a,b)}},w4=function(a,b,c,d){null!=c&&(b=s4(a,b),d(c,a),t4(a,b))},x4=f
unction(a,b,c,d){if(null!=.c)f

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\embed[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\en.e4e70a25[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 157229

Entropy (8bit): 5.162860354449383

Encrypted: false

SSDEEP: 1536:ldUGUa7Pdwne46EsoKlybgEG/xKkDCOb577KRWhMT6RLUfE0D77yQqq5ukB:QGNmnsdVlyxeJuOb8shMT3EYaQndB

MD5: 479A406D18BC99D002710153F1A71F1F

SHA1: 52D98AC60705AFD44CC55D0A9A463A4E06493840

SHA-256: CD22323AE50D6E471D63DBEADD9BB3B9904E5F68B7768076A270D9123FEA40D9

SHA-512: DE16692F8CCEEAE0EDDC22BBF274567EC35ADA9B0368F4EA9A953DC088B8A64F5F913A9519B5EF6C5DA2D80572A1BDA41237F5C3CD58BEEC8B92B6AF82FB
B2A8

Malicious: false

Reputation: low

IE Cache URL: https://abs.twimg.com/responsive-web/client-web-legacy/i18n/en.e4e70a25.js

Preview:
window.__SCRIPTS_LOADED__["vendors~main"]&&((window.webpackJsonp=window.webpackJsonp||[]).push([[94],{fRV1:function(e,t){var o;o=function(){return this}
();try{o=o||new Function("return this")()}catch(n){"object"==typeof window&&(o=window)}e.exports=o},oTxr:function(e,t,o){"use strict";var n=o("3XMw")._register("en",{get 
emoji(){return o.e(235).then(o.t.bind(null,"oFUs",7))}});function a(e,t,o){switch(n=e,a=!String(n).split(".")[1],1==n&&a?"one":"other"){case"one":return t;default:return o}var n,
a}function r(e,t){for(var o=0;o<t.length;o++){var n=t[o];n.enumerable=n.enumerable||!1,n.configurable=!0,"value"in n&&(n.writable=!0),Object.defineProperty(e,n.key,n)}}n(
"ed617674","360"),n("e23b20af","Cancel"),n("e9e2064c","Something went wrong, but don.t fret . it.s not your fault."),n("d7060c8f","Refresh"),n("a0493513","Retry"),n("a620
fcff","Loading image"),n("b4f19b96",(function(e){return e.listItem1+" and "+e.listItem2})),n("i0135403",(function(e){return e.listItem1+", "+e.listItem2})

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\ga[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 46274

Entropy (8bit): 5.48786904450865

Encrypted: false

SSDEEP: 768:aqNVrKn0VGhn+K7U1r2p/Y60fyy3/g3OMZht1z1prkfw1+9NZ5VA:RHrLVGhnpIwp/Y7cnz1RkLL5m

MD5: E9372F0EBBCF71F851E3D321EF2A8E5A

SHA1: 2C7D19D1AF7D97085C977D1B69DCB8B84483D87C

SHA-256: 1259EA99BD76596239BFD3102C679EB0A5052578DC526B0452F4D42F8BCDD45F

SHA-512: C3A1C74AC968FC2FA366D9C25442162773DB9AF1289ADFB165FC71E7750A7E62BD22F424F241730F3C2427AFFF8A540C214B3B97219A360A231D4875E6DDEE6F

Malicious: false

Reputation: low

IE Cache URL: https://ssl.google-analytics.com/ga.js

Preview:
(function(){var E;var g=window,n=document,p=function(a){var b=g._gaUserPrefs;if(b&&b.ioo&&b.ioo()||a&&!0===g["ga-disable-"+a])return!0;try{var c=g.external;if(c
&&c._gaUserPrefs&&"oo"==c._gaUserPrefs)return!0}catch(f){}a=[];b=n.cookie.split(";");c=/^\s*AMP_TOKEN=\s*(.*?)\s*$/;for(var d=0;d<b.length;d++){var e=b[d].match
(c);e&&a.push(e[1])}for(b=0;b<a.length;b++)if("$OPT_OUT"==decodeURIComponent(a[b]))return!0;return!1};var q=function(a){return encodeURIComponent?enco
deURIComponent(a).replace(/\(/g,"%28").replace(/\)/g,"%29"):a},r=/^(www\.)?google(\.com?)?(\.[a-z]{2})?$/,u=/(^|\.)doubleclick\.net$/i;function Aa(a,b){switch(b){case 0:r
eturn""+a;case 1:return 1*a;case 2:return!!a;case 3:return 1E3*a}return a}function Ba(a){return"function"==typeof a}function Ca(a){return void 0!=a&&-1<(a.constructor+"")
.indexOf("String")}function F(a,b){return void 0==a||"-"==a&&!b||""==a}function Da(a){if(!a||""==a)return"";for(;a&&-1<" \n\r\t".indexOf(a.charAt(0));)a=a.substring(1);for(;a&&-
1<" \n\r\t".i
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\main.c0955c45[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 1468620

Entropy (8bit): 5.367604718898575

Encrypted: false

SSDEEP: 24576:r2gXFUguw2sHV7ILrOFWywwj3cB2fj4lJp9zeeEDV20a6n2+a5NE8r:r2gXFUxw2gV7ILrOFWpwj3cB2fj4lJp/

MD5: DE5894E45F4BFFCD81B50A8C561A8201

SHA1: DF257CBD428536D87A9CC3CBF1AC3BEDA1DE4EC8

SHA-256: FB9FC7B10FCD6AE5BA0BE82573D04DA70D2C598263E66F1E5EF7B24A83246ACC

SHA-512: 6EB06CEADD4A49FBA772F5EAF85313C84D67BC7CB64721EE71CC55254C180FB614FBC17E9C4EBA87D8E6F2DF110A3C87628EEFFBE6DCD1B571186CB19CBD
DCEF

Malicious: false

Reputation: low

IE Cache URL: https://abs.twimg.com/responsive-web/client-web-legacy/main.c0955c45.js

Preview:
window.__SCRIPTS_LOADED__.i18n&&((window.webpackJsonp=window.webpackJsonp||[]).push([[159],{"+/5o":function(e,t,n){"use strict";n.d(t,"g",(function(){return r})
),n.d(t,"o",(function(){return o})),n.d(t,"i",(function(){return i})),n.d(t,"j",(function(){return a})),n.d(t,"p",(function(){return c})),n.d(t,"s",(function(){return s})),n.d(t,"r",(function()
{return u})),n.d(t,"m",(function(){return l})),n.d(t,"h",(function(){return d})),n.d(t,"q",(function(){return f})),n.d(t,"t",(function(){return p})),n.d(t,"k",(function(){return h})),n.d(t,"n",
(function(){return m})),n.d(t,"b",(function(){return v})),n.d(t,"l",(function(){return y})),n.d(t,"f",(function(){return b})),n.d(t,"e",(function(){return g})),n.d(t,"d",(function(){return 
O})),n.d(t,"c",(function(){return _})),n.d(t,"a",(function(){return w}));var r="detail-header",o="root-header",i="modal-header",a="tweet-user-name",c="tweet-user-screen-
name",s="tweet-timestamp",u="tweet-text",l="tweet-reply-context",d="tweet-education-header",f="t

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\mem5YaGs126MiZpBA-UN7rgOUuhv[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 18900, version 1.1

Category: downloaded

Size (bytes): 18900

Entropy (8bit): 7.96514104643824

Encrypted: false

SSDEEP: 384:nejx4dDcsFhu/3v79dEAUdH6XSw1fz9fKQm9LQNG/X1epB:ejadDrhYTf3Udaieza98Nbz

MD5: 1F85E92D8FF443980BC0F83AD7B23B60

SHA1: EE8642C4FAE325BB460EC29C0C2C9AD8A4C7817D

SHA-256: EA20E5DB3BA915C503173FAE268445FC2745FC9A5DCE2F58D47F5A355E1CDB18

SHA-512: F34099C30F35F782C8BB2B92D7F44549013D90E9EEDE13816D4C7380147D5B2C8373CC4D858CDF3248AAA8A73948350340EE57DAE9734038FC80615848C7133E

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/opensans/v18/mem5YaGs126MiZpBA-UN7rgOUuhv.woff

Preview:
wOFF......I.......p.........................GDEF................GPOS................GSUB.......X...t...OS/2.......^...`....cmap...`.........X..cvt .......].....-..fpgm...t........s.ugasp................glyf...$
..9...Y..(.head..A....6...6.%I.hhea..B,.......$.)..hmtx..BL..........O,loca..D`........9yfmaxp..F$... ... .q..name..FD........#.>.post..G4.......x.U..prep..H............k..............................
..........x...5.A......m."gW..`.L..&N".?.......IF....a.^...b1..................Uh."4...>..=x.c`f.g......:....Q.B3_dHc.........................@`......../..?....^...... 9.8.m@J....w..!..x.\.!..q......#aff...#1Q@
.'U..@5.".llt.Aa#.f|c.W.....'..X..!..C...ITPE.;..V.j......0. .L0E...Yd.mN....:.....F....GG.g.s,x.>0....v..I;o..<.$G9.\f2...e(}.IS2..uc]p.........M.x.c.a.g``..$KY...e@.,q@.j...o@<..O.H.t.....
............c .p@..........3lbd.....-.}.M...!...!....x.TGw.F........)..)7.W..`*.j.-...=*'_..sI...2...O>....[tt....TK]..|...G..............^.m..=..x.q...+./].p...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\mem5YaGs126MiZpBA-UN_r8-Vg[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 56908, version 1.1

Category: downloaded

Size (bytes): 56908

Entropy (8bit): 7.991581615148966

Encrypted: true

SSDEEP: 1536:HSLopJxDFRp4OG/9ANYK1m4VvnaOf6UViIgqwRq:yiJx5RpNG/9o1TVvadEgq8q

MD5: E079A1ADC52F1CF4C23D1902F422C573

SHA1: D6AA73A1ADACAED7B20B9A3A520750FA8A6E2CD4

SHA-256: C2201FBAA09ADB3DCDF1B31155859952E5C4BF21CE9B88AF6C02DBA7AA166F1C

SHA-512: 6567364050A5AE1D8FAC331A5F626397D8C55BBE05EEE390680741D3FB0D3571CC6520BB27D4EDEED2062230BAB3F70345AE2097B7E580FA993F3D0F998F9E11

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/opensans/v18/mem5YaGs126MiZpBA-UN_r8-Vg.woff

Preview:
wOFF.......L......}.........................GDEF.......-.....2.nGPOS................GSUB............&.-LOS/2...L...^...`...cmap.......h.......cvt .......]........fpgm...t........~a..gasp...............#glyf... 
...D..9.#.9.head...d...6...6..F.hhea...... ...$....hmtx......i......A.loca...(.........75.maxp....... ... .D..name............"c?Jpost.......*....[A.prep...4.......:..]x.c`d``.a..&.V ......$...../s..#s.s3.#. 
......................x.U......E........8s...g.....$Cd.XOy..-..~.r.O..[.._yB....e<.5.?.YkL.t.A..+.3{G...i.4..X...!NIJ..sBH....q.$.%..P.....(....4..G.2;.M.`.x.c`fig.a`e``..j...(.../2.1..`b.ffcfeabby....A
!...A................ah..e.P``...c.g.............x.....;....L.j.Ms[.m.m..P.m....v.ijkb...... 8p...;.;..y!?......a<L.5..v.8...}4,.K..]l......Q..E.h....4.&...Cs. ...<./........|.....C...(..>b..+..G.E."2.. .td\.\...ef.
[6..d79]..}...."......%.Uu......Du.....Tw.....{.hc.@ZGA....0..TX.k[.d\d./Y.w...q.:....;.P.H.c.....!.......|8.i.[.!~X..*...b..'.....2..$.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\mem5YaGs126MiZpBA-UN_r8OUuhv[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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File Type: Web Open Font Format, TrueType, length 18668, version 1.1

Category: downloaded

Size (bytes): 18668

Entropy (8bit): 7.969106009002288

Encrypted: false

SSDEEP: 384:Wv4QHZChiRh3lwLOf8cWN78NXpcr6gBUA9CD/q4cOPZmPO:WvwhNOkvvxC7qnc

MD5: A7622F60C56DDD5301549A786B54E6E6

SHA1: D55574524345932DB3968C675E1AEA08C68A456F

SHA-256: 6E8A28A0638C920E5B76177E5F03BA94FCDEDD3E3ECD347C333D82876B51C9C0

SHA-512: 1A842E5EDFFFFBAE353AD16545D9886E3E176755F22B86ECCC9B8B010FC79DB7194B7C5518CC190BF5B78B332C7D542B70A6A53B3BAF23366708DF348C2C2D4
9

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/opensans/v18/mem5YaGs126MiZpBA-UN_r8OUuhv.woff

Preview:
wOFF......H.......n0........................GDEF................GPOS................GSUB.......X...t...OS/2.......^...`}...cmap...`.........X..cvt .......]........fpgm...t........~a..gasp...............#glyf... 
..8...WP..M.head..@....6...6..F.hhea..A........$...chmtx..A8.........._{loca..CL........K.4&maxp..E.... ... ....name..E0........"c?Jpost..F........x.U..prep..G........:..]............................
............x...5.A......m."gW..`.L..&N".?.......IF....a.^...b1..................Uh."4...>..=x.c`fig.a`e``..j...(.../2.1..`b.ffcfeabbi``Pg``..b.. 0t.vfp`P...M...C.G/S....|...=.6 .....m/....x.\.!..q......#aff...
#1Q@.'U..@5.".llt.Aa#.f|c.W.....'..X..!..C...ITPE.;..V.j......0. .L0E...Yd.mN....:.....F....GG.g.s,x.>0....v..I;o..<.$G9.\f2...e(}.IS2..uc]p.........M.x.c.a.g.c..$K..$..`.g.e........ .......
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\mem5YaGs126MiZpBA-UN_r8OUuhv[1].woff

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\mem6YaGs126MiZpBA-UFUJ0d[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 53024, version 1.1

Category: downloaded

Size (bytes): 53024

Entropy (8bit): 7.990051770979325

Encrypted: true

SSDEEP: 768:Gux2rWJB3D3y+IuTACQStNt5POtRHNN6uef7VsLo2b6lM9cIHntyNrkk2KXgJ:GuxkWJ5I4Qi5wN6ueSZb+M9vHnqgd4u

MD5: 391454F0890B0E45BA599308488A341A

SHA1: 476CFF2C6EF75D055AE68138FA91692C2EE66EE8

SHA-256: AF93AD89786B91396680006C2D963DD47FFA07362C84F5D34D94638DB676E289

SHA-512: 5981D63BC9DEB7B42DEB05E1FA4C6ABBD0D2E1AA848BE29EC17D05BB8D36AB659FD34897DC4977DA4B9CA66893506EE509E5763FCB2AC2D03D18C4DBD5914
B93

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/opensans/v18/mem6YaGs126MiZpBA-UFUJ0d.woff

Preview:
wOFF....... ......Y.........................GDEF.......-.....2.nGPOS................GSUB............&.-LOS/2...L...^...`.E.=cmap.......h.......cvt .......W........fpgm...l........~a..gasp...............#glyf...
........./M+.head.......6...6..z.hhea...<...#...$. ..hmtx...`........]...loca...8.........dRWmaxp....... ... ....name............%`@.post.......%....[5.prep...0........T...x.c`d``.a..&.V ......$...../
s..#s.s3.#. ......................x.U......E........8s...g.....$Cd.XOy..-..~.r.O..[.._yB....e<.5.?.YkL.t.A..+.3{G...i.4..X...!NIJ..sBH....q.$.%..P.....(....4..G.2;.M.`.x.c`f.f......:....Q.B3_dHcb```.f
ccfeabby....A!.(..................ah..e.P``...c.`........Y....x.....;....L.j.Ms[.m.m..P.m....v.ijkb...... 8p...;.;..y!?......a<L.5..v.8...}4,.K..]l......Q..E.h....4.&...Cs. ...<./........|.....C...(..>b..+..G.E
."2.. .td\.\...ef.[6..d79]..}...."......%.Uu......Du.....Tw.....{.hc.@ZGA....0..TX.k[.d\d./Y.w...q.:....;.P.H.c.....!.......|8.i.[.!~X..*...b..'.....2..$.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\mem8YaGs126MiZpBA-UFVZ0d[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 18100, version 1.1

Category: downloaded

Size (bytes): 18100

Entropy (8bit): 7.962027637722169

Encrypted: false

SSDEEP: 384:aHQHZuiZQFFIimUy1oml4hN2Vmw1Qa57YC74ObDDj08X0UJQiXc:1ZQT0UySml4bEmAP5EC7PbDH4U1M

MD5: DE0869E324680C99EFA1250515B4B41C

SHA1: 8033A128504F11145EA791E481E3CF79DCD290E2

SHA-256: 81F0EC27796225EA29F9F1C7B74F083EDCD7BC97A09D5FC4E8D03C0134E62445

SHA-512: CD616DB99B91C6CBF427969F715197D54287BAFA60C3B58B93FF7837C21A6AAC1A984451AEEB9E07FD5B1B0EC465FE020ACBE1BFF8320E1628E970DDF37B0F
0E

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/opensans/v18/mem8YaGs126MiZpBA-UFVZ0d.woff

Preview:
wOFF......F.......i.........................GDEF................GPOS................GSUB.......X...t...OS/2.......^...`~]..cmap...`.........X..cvt .......Y.....M..fpgm...p........~a..gasp...............#glyf...
...6...S...]head..>....6...6..cphhea..>........$....hmtx..?...........[$loca..A4.........f..maxp..B.... ... ....name..C.........&:A.post..D........x.U..prep..E.........C.........................................
..x...5.A......m."gW..`.L..&N".?.......IF....a.^...b1..................Uh."4...>..=x.c`f..8.....u..1...<.f...................A......5....1...A.._6..".-..L.....Ar,......3..(....x.\.!..q......#aff...#1Q@.'U..@5."
.llt.Aa#.f|c.W.....'..X..!..C...ITPE.;..V.j......0. .L0E...Yd.mN....:.....F....GG.g.s,x.>0....v..I;o..<.$G9.\f2...e(}.IS2..uc]p.........M.x.c.a.g.c..$KY...e@.,.."..........?....%.g....Z.....
(".o..Y..Bu342.e......0..........M=.....x.uTGw.F........)..)7.W.$`*.....G.Kz.)e....t.|.1.7...s.g...3.7mgf..~{1...s.3.S...co..o.~.Zy.u...kW.\.t...N.KG.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\minimal-webstarts-logo-w32[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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File Type: PNG image data, 32 x 30, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 971

Entropy (8bit): 7.279215203424867

Encrypted: false

SSDEEP: 24:S0Tse3F1RcbIhnBw590FR8PKBfvk+odESKqXN5:RRPK5RYk+odEW3

MD5: AF85D6BF947A19DBDFAD6BF981D5C79E

SHA1: 532B6CA1CDED92580A07A78DAF420D076C97E206

SHA-256: 4A4D59CBFD2D82A56AC4AA47EFEFE6132DDF534D6BCC731299597F5F35C3574D

SHA-512: 73B94ADC20214D4CCBFF65719FED9BB2FE6DD80ABCAA4269DBC07D78A53C6BE197F9663960B8A94A1397ECE7215268A0559D28D9BE3479BCA3DC8AC8EE00B
241

Malicious: false

Reputation: low

IE Cache URL: https://cdn.secure.website/library/images/minimal-webstarts-logo-w32.png

Preview:
.PNG........IHDR... .........z......zPLTE.........@.@.........b.a........................................J.I0./...............................................................@.@&.&a.a..............N.M................{.z).
(....F.E...~.}.................................$.$%.%6.6...............(.(...u.uk.k............,.+G.F..d.c........................................i.hR.Q...........y.y].]%.$...+k.Y...[tRNS..............z^N..................
{rmcGC@?/.............................uXUK98521,&.....K+.....IDAT(.u..s.0..!.UV........0.n...%...}.;.y>......~.\pL..........m....{............<...][.......t..8.^_.2........N...O(0.+T.d...D..UK..c.q
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\minimal-webstarts-logo-w32[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\photodune12401033confidenthairdressersmilingatcameraatthehairsalonm-1[1]
.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1732x1155, frames 3

Category: downloaded

Size (bytes): 111117

Entropy (8bit): 7.952499773369604

Encrypted: false

SSDEEP: 3072:rPXk2cT6rnYxuVKD0/sMf+EyTEoQUFG7LC:rPXq62d0/sdFE372

MD5: E8EDD1EC865F5F71C159709557DA1E47

SHA1: E797537BE603D18CA4706BEA98685511741D2E90

SHA-256: FBFAEA1CC6C8623AA85E7582E786C982181AE5A552D79F275FE73198C6F1300D

SHA-512: 4C23CDD25307DAE6CAB85B08A59FA453784FF2AD301220D056100BA143BD1C9F9CF7EDE5C870E93983C2C1F57BDE3A9F8F6122C2AE34BBB8D766563EE8B752
A4

Malicious: false

Reputation: low

IE Cache URL: https://files.secure.website/wscfus/10030793/uploads/photodune12401033confidenthairdressersmilingatcameraatthehairsalonm-1.jpg

Preview:
......JFIF.............C...........................%!'&$!$#).;2),8,#$3F48=?BCB(1HMH@M;AB?...C...........?*$*??????????????????????????????????????????????????............
...............................................................................x...H........@..7...3R....3^.w....e.%. H.../-...!...s.\.h.l+[SD...AR.........y...`K....R.RWR.....Z../.9...tc.....)..e..nXS6._.....5.]>.....U.
k..>.A.t....T.....I.*.Z....h1..%.{J...,....!....k.....Z.Q.s...:.b@, .@,!.H........|...."...75.%..t...NP!.,...T.J.$@.....A.3R.s.M3^.]......I@H@.. K.e.!....Y......t.j...k....K......<2.c....k(V-..~...eE.
/..h...f.,p.+.X).M)D%9l...\j...G..!...]<.....m7.v.b..S+...EZZ.....j...bw....n.7.$.....Z.|.V..^{..zZ.X.....A.B. .BD.H....Z....y."Ss@....t..ND)*) ,..... j..6.....b...sRk...q.....E.!........B..'.xsW....\
U..(..A...K..F.h.....z..Y.......*..l..v.4..<L....g........`b.iR.1.E....d.>.......p......dVSnb.*g:U.V...:_T.WOAp.v.g._5.... .Z.|.V..^w..zS.V$.... ....B....[/_:.j8

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\photodune9144342youngselfemployedwomantakingcustomerordersbyph
onem-1[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1732x1155, frames 3

Category: downloaded

Size (bytes): 138237

Entropy (8bit): 7.951492552925554

Encrypted: false

SSDEEP: 3072:lUUuhdvaf1qScMsb6kMAaqnGXOnOq19VCrxlPPrG/8R7:lUUu7+tcMM6KbnGC19VCrPvR7

MD5: F61D8D181239F3890C4730A9CCB3B8C2

SHA1: E7FD614F08568B9ECC14CD02D8143A06F0F9A0AC

SHA-256: AD3E0C812EC6B65D791B159030D6812D2A3063F70283BD582E97B778DE024B26

SHA-512: 53FB541D9BAC06FAA1A802431A36847F6DCA55038F50FDE4D9AC685B3AF761A0593091F566AD71D36F01332886B89B23BD653F06D8195D2229A22ADD601E0152

Malicious: false

Reputation: low

IE Cache URL: https://files.secure.website/wscfus/10030793/uploads/photodune9144342youngselfemployedwomantakingcustomerordersbyphonem-1.jpg

Preview:
......JFIF.............C...........................%!'&$!$#).;2),8,#$3F48=?BCB(1HMH@M;AB?...C...........?*$*??????????????????????????????????????????????????............
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\ripples.min[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 999

Entropy (8bit): 4.846182013191288

Encrypted: false

SSDEEP: 12:NwQ9kGCuJyAQg1s+oBsWX624I4z4W4/NADtSvFzCFWPFvEvoXjIXfX0:3SuJ5s+oBm29UzmADAF2FyFvNl

MD5: E14BE73B91A1C251EC23B4483C83B31C

SHA1: 520851598500A7A62C4F20D0E1087D979F2D53F8

SHA-256: 6705AD824702C8944D3C7B178422FE8C980452B08ECCDE7B0CB632EC3D46F717

SHA-512: 2A74DB914C90BB13B3DF7D0B05B88DB1264C5DAB4E802D152048055BB93258436C4045F1C53125BD6E56ACB7FCD776F865F619D45C4C9E67BCBF01BF1C23530
B

Malicious: false

Reputation: low

IE Cache URL: https://cdn.secure.website/ws/1610576166/library/ripples.min.css

Preview:
.withripple{position:relative}.ripple-container{position:absolute;top:0;left:0;z-index:1;width:100%;height:100%;overflow:hidden;border-radius:inherit;pointer-events:none}
.ripple{position:absolute;width:20px;height:20px;margin-left:-10px;margin-top:-10px;border-radius:100%;background-color:#000;background-color:rgba(0,0,0,.05);-webkit-
transform:scale(1);-ms-transform:scale(1);-o-transform:scale(1);transform:scale(1);-webkit-transform-origin:50%;-ms-transform-origin:50%;-o-transform-origin:50%;tra
nsform-origin:50%;opacity:0;pointer-events:none}.ripple.ripple-on{-webkit-transition:opacity .15s ease-in 0s,-webkit-transform .5s cubic-bezier(.4,0,.2,1) .1s;-o-transiti
on:opacity .15s ease-in 0s,-o-transform .5s cubic-bezier(.4,0,.2,1) .1s;transition:opacity .15s ease-in 0s,transform .5s cubic-bezier(.4,0,.2,1) .1s;opacity:.1}.ripple.ripple-out{-
webkit-transition:opacity .1s linear 0s!important;-o-transition:opacity .1s linear 0s!important;transition:opacity .1s linear 0s!important;opacity:0}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\ripples.min[1].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\webstarts[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 143611

Entropy (8bit): 5.20340750281036

Encrypted: false

SSDEEP: 3072:JRHTL2I4gh7oSacG8L+ehGjR/eiQ212lnXwzAi29mxfJD788:JR3zh7oSacG8L+ehYR/eiQ21SXwYmFv

MD5: F87AC470274A17CF98BCFD26E69702CA

SHA1: 71FBC521CB5FE29C35218449F048AF81D82D9EFC

SHA-256: 86625F643DCB602BEB8E5D37EDA9D0ECEA8E7470E5562A97825DEB0BF5942D64

SHA-512: EFCD4BE5ACFAD4D8BCFE57CE1873E4FBC72C593886EE376C2A9259F46D3ADDE0B6B920561CB6E45CACBD1704598F2EBB90F473284035E0C801A3EFB0DDB87
A99

Malicious: false

Reputation: low

Preview:
<!DOCTYPE html><html><head><title>Content Not Found</title><meta name="viewport" content="user-scalable=no,initial-scale=1,maximum-scale=1" /><link href="https:
//static.xx.fbcdn.net/rsrc.php/v3/ya/r/O2aKM2iSbOw.png" rel="shortcut icon" sizes="196x196" /><meta name="referrer" content="default" id="meta_referrer" /><link 
type="text/css" rel="stylesheet" href="https://static.xx.fbcdn.net/rsrc.php/v3/yM/l/0,cross/OfUfeQVPy67.css?_nc_x=Ij3Wp8lg5Kz" data-bootloader-hash="tBA9D" /><link 
type="text/css" rel="stylesheet" href="https://static.xx.fbcdn.net/rsrc.php/v3/yO/l/0,cross/9DEtaxzqX0F.css?_nc_x=Ij3Wp8lg5Kz" data-bootloader-hash="Hr9Gj" /><link t
ype="text/css" rel="stylesheet" href="https://static.xx.fbcdn.net/rsrc.php/v3/yp/l/0,cross/0B8nRfh39bl.css?_nc_x=Ij3Wp8lg5Kz" data-bootloader-hash="+BP0M" /><link 
type="text/css" rel="stylesheet" href="https://static.xx.fbcdn.net/rsrc.php/v3/yq/l/0,cross/XQFNDQXmYCq.css?_nc_x=Ij3Wp8lg5Kz" data-bootloader-hash="wtGP/" />
<script id="u_0_8" nonce="KK5

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\workingatdesk-1[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1920x1280, frames 3

Category: downloaded

Size (bytes): 173438

Entropy (8bit): 7.9642151871671025

Encrypted: false

SSDEEP: 3072:rFcnQ6TQzjH+zdUsKnTb4uECtX96uy2CiZgPYnBQ6oq276U358n+TBLBhYqzTX5X:rWnQ6Kz+zeswp51CIBQHq2FJJJrYqMO

MD5: 868A07FA7713A0C85AE455AE3D916456

SHA1: 87F9C4243B649F225D04995BF696D9F515B1C21C

SHA-256: F7C9E5EF156416038AC1548674621C37BF26A4CD449EF3336C9567B985029A0E

SHA-512: 5958258BA55CB346B93B283CC021EC88F6D9E525F84F3BAE9D09663AF3AEE28367FC791CFBCAE26EF3D5C162E8C94AA200FBE5ABBDE6B1360645A13E619132
E1

Malicious: false

Reputation: low

IE Cache URL: https://files.secure.website/wscfus/10030793/uploads/workingatdesk-1.jpg

Preview:
......JFIF.............C...........................%!'&$!$#).;2),8,#$3F48=?BCB(1HMH@M;AB?...C...........?*$*??????????????????????????????????????????????????............
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%Q..c.q..sk1..N\D.U...]...bZtS[DF.v...:..w+LQ$..^..Q.qe..[%.z.7\_.;..:5.U.z.t.....s....y..|j.[.]..g_Lz.}.....`1.0..`..0.........B.......`........(B..P..#,@..e.N.V.$I....D.C..................PT@..!....
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\wse-ft[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 4229

Entropy (8bit): 4.898351958896017

Encrypted: false

SSDEEP: 48:9l+4f+4fdVuf8felf2RXBmP4rEznIUxazDVsIZYv5fK+B5N8NTQhZZwZ5f2+G1jm:SC+CdVkGw2+qjxTmxzjm

MD5: D45D74B50064378EF021DE6D6FB7F6DD

SHA1: FFB8B9533AC372FD6831B3357007AAAAE3FA2760

SHA-256: F524211CD7F2DC39C2D94D2AFC42E960AA6563F4E6A79975347CBBF5B156AAAD

SHA-512: 60CC63C3C3BE002B2A5077CC11488D761BDE7065346F3473F6B3C62B9B1708EFA1A14308816797D2B69F3C58A1701AF9CDE312F9C1E7B1881FE68A760B4A03CE

Malicious: false

Reputation: low

IE Cache URL: https://cdn.secure.website/ws/1610576166/library/wse-icons/css/wse-ft.css

Preview:
/* Generated by Glyphter (http://www.glyphter.com) on  Thu Nov 28 2019*/.@font-face {.    font-family: 'wse ft';.    src: url('/library/wse-icons/fonts/wse-ft.eot');.    src: url('
/library/wse-icons/fonts/wse-ft.eot?#iefix') format('embedded-opentype'),.         url('/library/wse-icons/fonts/wse-ft.woff') format('woff'),.         url('/library/wse-icons/font
s/wse-ft.ttf') format('truetype'),.         url('/library/wse-icons/fonts/wse-ft.svg#wse-ft') format('svg');.    font-weight: normal;.    font-style: normal;.}.[class*='wseft-']:before{..dis
play: inline-block;.   font-family: 'wse ft';.   font-style: normal;.   font-weight: normal;.   line-height: 1;.   -webkit-font-smoothing: antialiased;.   -moz-osx-font-smoothing: 
grayscale.}..wseft-page-settings:before{content:'\0041';}..wseft-save:before{content:'\0042';}..wseft-text:before{content:'\0043';}..wseft-image:before{content:'\0044';}..wseft-
gallery:before{content:'\0045';}..wseft-box:before{content:'\0046';}..wseft-divider:before{co

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\IxxDAbiZepi[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 5731

Entropy (8bit): 5.1263398049427416

Encrypted: false

SSDEEP: 96:w1JMgRcPl4aWkSlLC+HDqebXHmpYXgrLzGm7tEDJsumLf1z6NBUEE7mWThQS47/1:Megql7WLqebXHmmXgrLz97tED+umL9+B

MD5: 4DBF1775F352DEDF7CC02AB3C94C8AFA

SHA1: D870E68070F0D3220882C036E4AC8813DB7774BF

SHA-256: 6670252ED5C270D454ADCCBC194FCC084D1DDE11D20C2D65B56AD455E2C1B7BE

SHA-512: 82278F773154CEDE114BA720EDCA17B04ADD3099A988E25E289B15232AECD685297D80449BB7BB9EE5ED0B13877FAB369948BD162AD8C64882AA3911382A926
C

Malicious: false

Reputation: low

Preview:
.touch ._5m_x{height:0;position:absolute;width:100%;z-index:13}.touch ._3wo2 ._5m_x{z-index:25}._4sc_,._5m_v,._7teu{box-sizing:border-box;overflow:hidden;pointer-
events:none;position:absolute;width:100%;z-index:0}._5m_v{padding-bottom:28px}._7teu{align-content:center;display:flex;height:100vh;justify-content:center}._5
m_u{border-radius:3px;margin:auto 0;pointer-events:auto;position:relative;text-align:left}._7e0o ._5m_u{background:transparent;border-radius:2.7px;display:block;height:au
to !important;margin:0 auto 0 auto;width:83vw}._5m_w{background:rgba(0, 0, 0, .5);bottom:0;left:0;pointer-events:auto;position:fixed;top:-600px;width:100%;z-index:-2}._7e
0o ._5m_w{background:rgba(0, 0, 0, .6)}._7e0o ._5m_v{top:50vh;transform:translateY(-50%)}._5m_t>:first-child{border-top-left-radius:3px;border-top-right-radius:
3px}._5m_t>:last-child{border-bottom-left-radius:3px;border-bottom-right-radius:3px}._5m_s{background:#fff;border-radius:3px;bottom:0;left:0;position:absolute;right:0;top
:0;z-index

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\KFOjCnqEu92Fr1Mu51S7ACc6CsI[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 21564, version 1.1

Category: downloaded

Size (bytes): 21564

Entropy (8bit): 7.9688026243536

Encrypted: false

SSDEEP: 384:bc6bX9TFqgFUvxQi0W1jHYHwnSthN/yiJsMw52R5oBAvhPFx466gfwu5:bcCV4aUlxHSw8ZyixnFP3N6U5

MD5: FFCC050B2D92D4B14A4FCB527EE0BCC8

SHA1: DE3033F27DB6BBDA89A0E6F16EC51E8C877739AB

SHA-256: C8912EBD82B4DF2EB87E37B1F66432FA2186182E08BB8A533BA4C2DF6CE67FBA

SHA-512: 7D517BB33DE3D088B8EE4EC9250AB1645CF76B35B25F57C004BF82B5A9A30C15252C865765EFFD4679A68ACDF6EFB89E4B0319283914880935D8D1AC823FE652

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/roboto/v18/KFOjCnqEu92Fr1Mu51S7ACc6CsI.woff

Preview:
wOFF......T<................................GDEF.......G...d....GPOS................GSUB............7b..OS/2.......Q...`t.#ycmap...4.......L....cvt .......\...\1..Mfpgm...@...2......$.gasp...t........
....glyf......@...p.N..Hhdmx..M(...f........head..M....6...6...vhhea..M...."...$....hmtx..M....k......3.loca..PX........G.*"maxp..R4... ... ....name..RT........!.>gpost..S0....... .a.dprep..
SH.......X9..x...1..P......PB..U.=l.@..B)..w.......Y.e.u.m.C.s...x.h.~R....R.....2.x...pfK.G...1.c>..`9..m<+;..m.x...bg.M.T...O............l...XU.../{.[_..W....c.._..72.. ." z.+..F.......&.&
...`e..T].....K=..K2S....q..d...xf.$~i..$?.d..dU.....@R-/LMO-J6...[]..Z..O.C_."If..d....fS....$d.G>eL`....Tf1.......9.c>..`1.TR..x./d-........q.........7....{...v.....!.....1.QG=.4.D3-..F;=.
.1'.'q.rw...9..e!.....Q....f......qV.n.h.V.Z]..B..C.[B...V.......v...o.w.{...w..zRO.i=..._.....-.m....].=...[...(1.(.#.....O0/.0?..04rL.G.9.....i6..l..|.(o.....|$,..{|&|....YJ...x.e8B.#..t;R8.{+....\=.....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\KFOkCnqEu92Fr1Mu51xIIzQ[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Copyright null 2021 Page 34 of 76



File Type: Web Open Font Format, TrueType, length 21528, version 1.1

Category: downloaded

Size (bytes): 21528

Entropy (8bit): 7.973887568128485

Encrypted: false

SSDEEP: 384:uy/NCb8EbjU+Fos6gaUFZ3qR474EAqAG3w/Qpt/uxMsucMgwtDw031F:7/4zb7o6XqR4+3QptcuLg0w031F

MD5: 9680D5A0C32D2FD084E07BBC4C8B2923

SHA1: 8020B21E3DB55FF7A02100FAEBD92C2305E7156E

SHA-256: 2CFE69657C55133DAC6EA017B4452EFFF2131422ABD9E90500A072DF7CA5A9C8

SHA-512: E19A498866F69F3D8136A65A5AB4E92CC047170673ED00B506E325165A84216267B9FEF1E5CFD66458E85ED820C12E9C345CEC9BEE4DE48E1C2E2B1A784F179F

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/roboto/v18/KFOkCnqEu92Fr1Mu51xIIzQ.woff

Preview:
wOFF......T.................................GDEF.......G...d....GPOS...............hGSUB............7b..OS/2.......R...`tq#gcmap...........L....cvt .......R...R..-.fpgm.......4....s...gasp...<........
....glyf...H..@...o..Na.hdmx..M....g........head..Mp...6...6...ehhea..M...."...$...{hmtx..M....k.....1<.loca..P8........6...maxp..R.... ... ....name..R4..........:.post..S........ .a.dprep..
S$.......D..].x...1..P......PB..U.=l.@..B)..w.......Y.e.u.m.C.s...x.h.~R....R.....2.x.....[....#N..m.m.m.mfm....SP..NuM..9]..=.U..!...[........w...|......^p....H......;...)..........;..EoDo.
...E.E.D...`.0.GG.aA.H.V.Mx\xA....../..d3.Eb_.J...R.^v........\^ob.}.z..k.x).v$f$..O)+.2..*....y}6`C6b.6cs...l...........!.........<..|.|..|..|..|.|....o....I%.4.L.SI.&C.6..!`...{...c..\.J.(.2.C....V.
A..?.M<nG......v..m.;..R.C..aj.H...=..{.>.:.....}i_Y......:....o.&k..KY.2..6k....i]..{,.p}../.....VO3.o].fJ....R-TZ..;...RN..&V...C...3.?.......&..z.s&.D....r,.I...t.R..a$k..Mm..Y.U...+b.%kQ..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\KFOkCnqEu92Fr1Mu51xIIzQ[1].woff

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\KFOlCnqEu92Fr1MmEU9fBBc-[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 20012, version 1.1

Category: downloaded

Size (bytes): 20012

Entropy (8bit): 7.966842359681559

Encrypted: false

SSDEEP: 384:Yc6bX9TagDCXKqs4+W5XVgaflKHjsGdZtlh3K/qzWz/scZpuB:YcCVaeCaF4ea9KHYQZtlh3Kgy4B

MD5: DE8B7431B74642E830AF4D4F4B513EC9

SHA1: F549F1FE8A0B86EF3FBDCB8D508440AFF84C385C

SHA-256: 3BFE46BB1CA35B205306C5EC664E99E4A816F48A417B6B42E77A1F43F0BC4E7A

SHA-512: 57D3D4DE3816307ED954B796C13BFA34AF22A46A2FEA310DF90E966301350AE8ADAC62BCD2ABF7D7768E6BDCBB3DFC5069378A728436173D07ABFA483C1025
AC

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/roboto/v18/KFOlCnqEu92Fr1MmEU9fBBc-.woff

Preview:
wOFF......N,................................GDEF.......G...d....GPOS................GSUB............7b..OS/2.......R...`t.#.cmap...4.......L....cvt .......\...\1..Kfpgm...@...2......$.gasp...t............glyf..
....:...j.'..hdmx..G,...f........head..G....6...6...rhhea..G........$....hmtx..G....a......MOloca..JP........\v@zmaxp..L,... ... ....name..LL..........:.post..M(....... .m.dprep..M<.......S...)x...1..
P......PB..U.=l.@..B)..w.......Y.e.u.m.C.s...x.h.~R....R.....2.x...pfK.G...1.c>..`9..m<+;..m.x...bg.M.T...O............l...XU.../{.[_..W....c.._..72.. ." z.+..F.......&.&...`e..T].....K=..K2
S....q..d...xf.$~i..$?.d..dU.....@R-/LMO-J6...[]..Z..O.C_."If..d....fS....$d.G>eL`....Tf1.......9.c>..`1.TR..x./d-........q.........7....{...v.....!.....1.QG=.4.D3-..F;=..1'.'q.rw...9..e!.....Q....f..
....qV.n.h.V.Z]..B..C.[B...V.......v...o.w.{...w..zRO.i=..._.....-.m....].=...[...(1.(.#.....O0/.0?..04rL.G.9.....i6..l..|.(o.....|$,..{|&|....YJ...x.e8B.#..t;R8.{+....\=.....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\KFOmCnqEu92Fr1Mu4mxM[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 19824, version 1.1

Category: downloaded

Size (bytes): 19824

Entropy (8bit): 7.970306766642997

Encrypted: false

SSDEEP: 384:ozNCb8EbW9Wg166uwroOp/taiap3K6MC4fsPPuzt+7NCXzS65XZELt:K4zbWcDVwt230hfs+x+Bb65X2

MD5: BAFB105BAEB22D965C70FE52BA6B49D9

SHA1: 934014CC9BBE5883542BE756B3146C05844B254F

SHA-256: 1570F866BF6EAE82041E407280894A86AD2B8B275E01908AE156914DC693A4ED

SHA-512: 85A91773B0283E3B2400C773527542228478CC1B9E8AD8EA62435D705E98702A40BEDF26CB5B0900DD8FECC79F802B8C1839184E787D9416886DBC73DFF22A64

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/roboto/v18/KFOmCnqEu92Fr1Mu4mxM.woff

Preview:
wOFF......Mp.......P........................GDEF.......G...d....GPOS...............hGSUB............7b..OS/2.......R...`tq#.cmap...........L....cvt .......T...T+...fpgm.......5....w.`.gasp...@........
....glyf...L..:+..j.....hdmx..Fx...g........head..F....6...6.j.zhhea..G........$....hmtx..G8...]......Vlloca..I.........?.#.maxp..Kt... ... ....name..K........t.U9.post..Ld....... .m.dprep..Lx.......I
.f..x...1..P......PB..U.=l.@..B)..w.......Y.e.u.m.C.s...x.h.~R....R.....2.x.....[....#N..m.m.m.mfm....SP..NuM..9]..=.U..!...[........w...|......^p....H......;...)..........;..EoDo....E.E.D..
.`.0.GG.aA.H.V.Mx\xA....../..d3.Eb_.J...R.^v........\^ob.}.z..k.x).v$f$..O)+.2..*....y}6`C6b.6cs...l...........!.........<..|.|..|..|..|.|....o....I%.4.L.SI.&C.6..!`...{...c..\.J.(.2.C....V.A..?.M<nG.
.....v..m.;..R.C..aj.H...=..{.>.:.....}i_Y......:....o.&k..KY.2..6k....i]..{,.p}../.....VO3.o].fJ....R-TZ..;...RN..&V...C...3.?.......&..z.s&.D....r,.I...t.R..a$k..Mm..Y.U...+b.%kQ..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\QMKkyuXszIl[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Copyright null 2021 Page 35 of 76



Size (bytes): 56343

Entropy (8bit): 5.389228488023889

Encrypted: false

SSDEEP: 1536:HVRu1kHZ+F20cWLWKnzVa/JAFwOnmRrpXubH6:HGCHZW20cWLWKnzVaBAF/r6

MD5: C978775E90BBD6C4B164BD39EB4015FD

SHA1: 3EB91FD8193B60699E256783E20FD05197C691AB

SHA-256: 6A8EAE554ED29912E6DC64772605A8438E450424A1A92877CD12FBBEB0EAB029

SHA-512: 18C9CCC208239EF5CA8A50CCC398CBBF36820A4F1A3ED138FE90164E3684CC52BC751B03D8CA8C9562CF6CBDBB9534F2D8C1FED0233E856775B83CB76AE240
09

Malicious: false

Reputation: low

IE Cache URL: https://static.xx.fbcdn.net/rsrc.php/v3/yv/r/QMKkyuXszIl.js?_nc_x=Ij3Wp8lg5Kz

Preview:
if (self.CavalryLogger) { CavalryLogger.start_js(["KBWdC"]); }..__d("CookieConsentBlacklistedHrefs",[],(function(a,b,c,d,e,f){e.exports={hrefs:["/about/basics","/privacy/
explanation","/ads/settings","/help/111814505650678","/help/1561485474074139","/help/568137493302217","/help/769828729705201","/help/cookies","/policies/cookies
","/policy/cookies"]}}),null);.__d("FourOhFourJSTypedLogger",["Banzai","GeneratedLoggerUtils","nullthrows"],(function(a,b,c,d,e,f){"use strict";a=function(){function a(){
this.$1={}}var c=a.prototype;c.log=function(a){b("GeneratedLoggerUtils").log("logger:FourOhFourJSLoggerConfig",this.$1,b("Banzai").BASIC,a)};c.logVital=function(a)
{b("GeneratedLoggerUtils").log("logger:FourOhFourJSLoggerConfig",this.$1,b("Banzai").VITAL,a)};c.logImmediately=function(a){b("GeneratedLoggerUtils").log("lo
gger:FourOhFourJSLoggerConfig",this.$1,{signal:!0},a)};c.clear=function(){this.$1={};return this};c.getData=function(){return babelHelpers["extends"]({},this.$1)};c.updat
eData=func

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\QMKkyuXszIl[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\Wicyz0CP9aP[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 124 x 272, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 8712

Entropy (8bit): 7.953525725837559

Encrypted: false

SSDEEP: 192:jNV7G3c/bWHaaWG2P/gDYKj3/AZRXUUsGROysoUw:r7vjW63gDYi/WxrUw

MD5: 64B3B0EE16546F698F7AF34483E361C0

SHA1: B5BF81B1373A85623DF9F241753CB78431CBBA25

SHA-256: 0262E40317A04DE5A81746C7B90F022C746595BF0BC32418916C3A42647FED72

SHA-512: 436C6E5978F991DAFCBE828CDDCD296C910EC80C28201FFD8CB434E1B409A6E28B6808844577E5746B210D8BF8EA0839D57C8695BD83E7F988415D799F505E27

Malicious: false

Reputation: low

IE Cache URL: https://static.xx.fbcdn.net/rsrc.php/v3/ya/r/Wicyz0CP9aP.png

Preview:
.PNG........IHDR...|.........E.......PLTELiq....................................ago.............{..................?TYbTY`........................KOV....%>M.....4............5.....QV..KOV......OU`.........NRY..
.TX_..;.b..........bhu.........KOVX........cho....FFW.......f.....N.......L...O.........#}.`fqKOW.Pg..P.F`_fpr....M...MPV,.....l.........._..[...KOW`fqV....0KOW.P:.N:>...:P....k..u.X....._ep
V[k...^do..9.m..u.....2!....s.'...A9..d........KOV..\........a...D|.J..#v.....C[KOV...................g.P...Og............H......FY***HHH...l...@...4....8A.......X..KOV.B^...jq...b..j...XWW..].......X
..G..h.Zobix...........Q.w...V..Kp..P...^.gn}.......o..../...p..|..2K...^-...... ...Q&.\cr^...U...(..10C...p1....QQP....\......b....9.<...Z....pN.TU...6..^....vnR.=:?_MD@sI!.x#.r0....P....J.
.....tRNS................?.../.....-...H......1`.........o={sh.U.@..7.f}...MC.aO...%+)..T.S.............,........j.*O....Zb....Z.........v..b.............w..=x...g.........c.....IDATx^

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\bootstrap.min[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 121200

Entropy (8bit): 5.0982146191887106

Encrypted: false

SSDEEP: 768:Vy3Gxw/Vc/QWlJxtQOIuiHlq5mzI4X8OAduFKbv2ctg2Bd8JP7ecQVvH1FS:nw/a1fIuiHlq5mN8lDbNmPbh

MD5: EC3BB52A00E176A7181D454DFFAEA219

SHA1: 6527D8BF3E1E9368BAB8C7B60F56BC01FA3AFD68

SHA-256: F75E846CC83BD11432F4B1E21A45F31BC85283D11D372F7B19ACCD1BF6A2635C

SHA-512: E8C5DAF01EAE68ED7C1E277A6E544C7AD108A0FA877FB531D6D9F2210769B7DA88E4E002C7B0BE3B72154EBF7CBF01A795C8342CE2DAD368BD6351E956195F
8B

Malicious: false

Reputation: low

IE Cache URL: https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/css/bootstrap.min.css

Preview:
/*!. * Bootstrap v3.3.7 (http://getbootstrap.com). * Copyright 2011-2016 Twitter, Inc.. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE). *//*! 
normalize.css v3.0.3 | MIT License | github.com/necolas/normalize.css */html{font-family:sans-serif;-webkit-text-size-adjust:100%;-ms-text-size-adjust:100%}body{margin:
0}article,aside,details,figcaption,figure,footer,header,hgroup,main,menu,nav,section,summary{display:block}audio,canvas,progress,video{display:inline-block;vertical-align
:baseline}audio:not([controls]){display:none;height:0}[hidden],template{display:none}a{background-color:transparent}a:active,a:hover{outline:0}abbr[title]{border-bottom:1px 
dotted}b,strong{font-weight:700}dfn{font-style:italic}h1{margin:.67em 0;font-size:2em}mark{color:#000;background:#ff0}small{font-size:80%}sub,sup{position:relative;font-
size:75%;line-height:0;vertical-align:baseline}sup{top:-.5em}sub{bottom:-.25em}img{border:0}svg:not(:root){overflow:hidden}figure{margin:1em 40px}hr

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\bootstrap.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines
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Category: downloaded

Size (bytes): 36868

Entropy (8bit): 5.176279342143451

Encrypted: false

SSDEEP: 768:4UfYD27UwlNHMl9lqNuCPNjhqg8epm5CCJFXflA8Gf3ZTbQ:z/76whqKGvlm3ZXQ

MD5: C5B5B2FA19BD66FF23211D9F844E0131

SHA1: 791AA054A026BDDC0DE92BAD6CF7A1C6E73713D5

SHA-256: 2979F9A6E32FC42C3E7406339EE9FE76B31D1B52059776A02B4A7FA6A4FD280A

SHA-512: D9EF2AAB411371F5912381C9073422037528C8593AB5B3721BEA926880592F25BD5DFDEC5991CDFE5C5EF5F4E1D54E390E93DFD3BCA3F782AC5071D67B8624D4

Malicious: false

Reputation: low

IE Cache URL: https://maxcdn.bootstrapcdn.com/bootstrap/3.3.6/js/bootstrap.min.js

Preview:
/*!. * Bootstrap v3.3.6 (http://getbootstrap.com). * Copyright 2011-2015 Twitter, Inc.. * Licensed under the MIT license. */.if("undefined"==typeof jQuery)throw new Error
("Bootstrap's JavaScript requires jQuery");+function(a){"use strict";var b=a.fn.jquery.split(" ")[0].split(".");if(b[0]<2&&b[1]<9||1==b[0]&&9==b[1]&&b[2]<1||b[0]>2)throw new 
Error("Bootstrap's JavaScript requires jQuery version 1.9.1 or higher, but lower than version 3")}(jQuery),+function(a){"use strict";function b(){var a=document.creat
eElement("bootstrap"),b={WebkitTransition:"webkitTransitionEnd",MozTransition:"transitionend",OTransition:"oTransitionEnd otransitionend",transition:"transitionend"};for(
var c in b)if(void 0!==a.style[c])return{end:b[c]};return!1}a.fn.emulateTransitionEnd=function(b){var c=!1,d=this;a(this).one("bsTransitionEnd",function(){c=!0});var e=fu
nction(){c||a(d).trigger(a.support.transition.end)};return setTimeout(e,b),this},a(function(){a.support.transition=b(),a.support.transition&&(a.event.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\bootstrap.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\common[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 13173

Entropy (8bit): 5.0716903282109085

Encrypted: false

SSDEEP: 192:LnkAJFBiUz6m7I5p2QdoC77UvIqnhGixK4CbSuvD+ez:r5ni46m7I/2QehuL

MD5: D0D525C868C2AC1E3082B10C1C9D76CC

SHA1: 33FB7D3B048E2C393C0BB9197A9CFA3E7748A3FA

SHA-256: B198E39B394538253FB4C3886C25D414467DC6C971D1582DB8A3A6792AC16A55

SHA-512: D1E97E26A46C6243638F4B2A502F8F03B0331AAB9FF0572A882E0274A92F56ED2A3044AA4E33A9FB2D8191B7E31A877F3D49A3331E5F179D5428023EF8968F36

Malicious: false

Reputation: low

IE Cache URL: https://cdn.secure.website/library/users/common.css

Preview:
article,aside,details,figcaption,figure,footer,header,hgroup,nav,section,summary{display:block}audio,canvas,video{display:inline-block;*display:inline;*zoom:1}audio:not([
controls]){display:none;height:0}[hidden]{display:none}html{font-size:1em;-webkit-text-size-adjust:1em;-ms-text-size-adjust:1em}html,button,input,select,textarea{font-fam
ily:sans-serif}body{margin:0}a:focus{outline:thin dotted}a:hover,a:active{outline:0}h1{font-size:2em;margin:.67em 0}h2{font-size:1.5em;margin:.83em 0}h3{font-si
ze:1.17em;margin:1em 0}h4{font-size:1em;margin:1.33em 0}h5{font-size:.83em;margin:1.67em 0}h6{font-size:.75em;margin:2.33em 0}abbr[title]{border-bottom:1px dott
ed}b,strong{font-weight:700}blockquote{margin:1em 40px}dfn{font-style:italic}mark{background:#ff0;color:#000}p,pre{margin:1em 0}pre,code,kbd,samp{font-family:mo
nospace,serif;_font-family:'courier new',monospace;font-size:1em}pre{white-space:pre;white-space:pre-wrap;word-wrap:break-word}q{quotes:none}q:before,q:after{co
ntent:'';content:non

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\common[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 36446

Entropy (8bit): 5.2304508901925475

Encrypted: false

SSDEEP: 768:HbTqsL5HNYR0K5Y0++ajSHNxSY5xcJQgYOCOEZwum8EpIsOJKVqnZsa61SCqc1nJ:HbOsLpNYRJNMcNx1EJ55VcICCH6O

MD5: BA5367702397BC7D8639D8E83497911C

SHA1: 1DBE79FB269DDFE746D793327BDE70E28B143E25

SHA-256: E097D25EB30B793B38A5D4539DEDD410B114D1B49E66EFC25F057F599C3161EB

SHA-512: F6197772E86E7061D22804FEDF89FDF3AB5C310B0707D4664233B386DE142C3D1187D991AE0B7E6F31AB8728E5D27F19AD5AFDCE0DD8DBF5D34944A531F9F7B5

Malicious: false

Reputation: low

IE Cache URL: https://cdn.secure.website/library/users/common.js

Preview:
var _ws=function(t){function e(t,e,i){var n;return function(){var a=this,r=arguments;n?clearTimeout(n):i&&t.apply(a,r),n=setTimeout(function(){i||t.apply(a,r),n=null},e||
100)}}function i(t,e){return!(t.right<e.left||t.left>e.right)}function n(e){var i=e.data(),n={};return t.each(i,function(t,e){if(0===t.indexOf("prop")){"true"===e?e=!0:"false"===e&&
(e=!1);var i=t.replace("prop","");i=i.charAt(0).toLowerCase()+i.slice(1),"string"==typeof e&&"dynamic:"===e.substring(0,8)?n[i]=window._wsProps[e.split(":")[1]]||null:n[
i]=e}}),n}var a=function(){function i(e,i){var n=t('a[href="'+i+'"]',e).not(".active");n.length&&(e.find(".active").removeClass("active"),n.addClass("active").parent("li").addClass
("active"))}function n(t){t.find(".active").removeClass("active")}function a(i){this.element=t(i),this.slideNav=null,this.loading=!1;var n=this;s.events.on("resize",window,e(functi
on(){n.check()&&n.menuOverflowMoreTab(n.menuScrollbar)}))}return a.prototype={constructor:a,resetLinks:function(){this.c

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\fbds[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines
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Category: downloaded

Size (bytes): 3913

Entropy (8bit): 5.605652949591212

Encrypted: false

SSDEEP: 96:ty+5AQHAr8636UwRwyRXLItPqi9zSwOFa58qvTdeV/kby2E:luQHt63xawytLItSirTdeSbHE

MD5: 7DB76591EA89529BB06BA50810D05C65

SHA1: 85E4C4040EC0D29691A5B5D47F6B64CDA75254D8

SHA-256: 801108579DCD5234E594DFD81A96A9175638FF7EB5D681F63FED0A1026892EEB

SHA-512: B56C617232D9E3432895CE2D905A8CF3D3FD7F6DD09E6E35A373B6DEBBF148D1161B78F463FFDFAE62FC0F7F7197837FC20E0B24B13EE9BF28D5B6D3D88DE99
C

Malicious: false

Reputation: low

IE Cache URL: https://connect.facebook.net/en_US/fbds.js

Preview:
/*1610587321,,JIT Construction: v1003180565,en_US*/../**. * Copyright (c) 2017-present, Facebook, Inc. All rights reserved.. *. * You are hereby granted a non-exclusive, 
worldwide, royalty-free license to use,. * copy, modify, and distribute this software in source code or binary form for use. * in connection with the web services and APIs 
provided by Facebook.. *. * As with any software that integrates with the Facebook platform, your use of. * this software is subject to the Facebook Platform Policy. * 
[http://developers.facebook.com/policy/]. This copyright notice shall be. * included in all copies or substantial portions of the software.. *. * THE SOFTWARE IS 
PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR. * IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTAB
ILITY, FITNESS. * FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR. * COPYRIGHT HOLDERS BE LIABLE FOR 
ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER. * IN AN ACTION OF CO

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\fbds[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\font-awesome.min[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 31000

Entropy (8bit): 4.746143404849733

Encrypted: false

SSDEEP: 384:wHu5yWeTUKW+KlkJ5de2UYDyVfwYUas2l8yQ/8dwmaU8G:wwlr+Klk3Yi+fwYUf2l8yQ/e9vf

MD5: 269550530CC127B6AA5A35925A7DE6CE

SHA1: 512C7D79033E3028A9BE61B540CF1A6870C896F8

SHA-256: 799AEB25CC0373FDEE0E1B1DB7AD6C2F6A0E058DFADAA3379689F583213190BD

SHA-512: 49F4E24E55FA924FAA8AD7DEBE5FFB2E26D439E25696DF6B6F20E7F766B50EA58EC3DBD61B6305A1ACACD2C80E6E659ACCEE4140F885B9C9E71008E9001FB
F4B

Malicious: false

Reputation: low

IE Cache URL: https://maxcdn.bootstrapcdn.com/font-awesome/latest/css/font-awesome.min.css

Preview:
/*!. *  Font Awesome 4.7.0 by @davegandy - http://fontawesome.io - @fontawesome. *  License - http://fontawesome.io/license (Font: SIL OFL 1.1, CSS: MIT License). 
*/@font-face{font-family:'FontAwesome';src:url('../fonts/fontawesome-webfont.eot?v=4.7.0');src:url('../fonts/fontawesome-webfont.eot?#iefix&v=4.7.0') format('embedded-
opentype'),url('../fonts/fontawesome-webfont.woff2?v=4.7.0') format('woff2'),url('../fonts/fontawesome-webfont.woff?v=4.7.0') format('woff'),url('../fonts/fontawesome-web
font.ttf?v=4.7.0') format('truetype'),url('../fonts/fontawesome-webfont.svg?v=4.7.0#fontawesomeregular') format('svg');font-weight:normal;font-style:normal}.fa{display:inline-
block;font:normal normal normal 14px/1 FontAwesome;font-size:inherit;text-rendering:auto;-webkit-font-smoothing:antialiased;-moz-osx-font-smoothing:grayscale}.fa-lg{
font-size:1.33333333em;line-height:.75em;vertical-align:-15%}.fa-2x{font-size:2em}.fa-3x{font-size:3em}.fa-4x{font-size:4em}.fa-5x{font-size:5em}.fa-fw{width:1.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\hsts-pixel[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 2.7374910194847146

Encrypted: false

SSDEEP: 3:CU9yltxlHh/:m/

MD5: DF3E567D6F16D040326C7A0EA29A4F41

SHA1: EA7DF583983133B62712B5E73BFFBCD45CC53736

SHA-256: 548F2D6F4D0D820C6C5FFBEFFCBD7F0E73193E2932EEFE542ACCC84762DEEC87

SHA-512: B2CA25A3311DC42942E046EB1A27038B71D689925B7D6B3EBB4D7CD2C7B9A0C7DE3D10175790AC060DC3F8ACF3C1708C336626BE06879097F4D0ECAA7F56704
1

Malicious: false

Reputation: low

IE Cache URL: https://fbsbx.com/security/hsts-pixel.gif

Preview:
GIF89a.............!.......,...........D..;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\icon[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded
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Size (bytes): 504

Entropy (8bit): 4.866912275959367

Encrypted: false

SSDEEP: 12:jFP/sO6ZRoT6pHAcsg//s6ZmOHc9n+5cMK00k14enEsTeq:58OYsKIrYmOOk4TfenEsTL

MD5: E1B23EC8A5BFC1BBE032A0C281BD96DB

SHA1: 04116E0634FD7A7EB2C6E77E7079DE6B65859433

SHA-256: A43BB5ADF042771AA858A12472C0A8F92DB9AEB37C7CD66B4047F296D5FDB9DD

SHA-512: B6CEA9432A0EBF6761333BF0FF109BD54D190F5D3C4EF8520E09F290BE06CCD77EE476E411E726D30924C1DD8D217DEF131905C72E455C5A2BF786F1E277D1A
6

Malicious: false

Reputation: low

IE Cache URL: https://fonts.googleapis.com/icon?family=Material+Icons

Preview:
@font-face {.  font-family: 'Material Icons';.  font-style: normal;.  font-weight: 400;.  src: url(https://fonts.gstatic.com/s/materialicons/v70/flUhRq6tzZclQEJ-Vdg-IuiaD
sNa.woff) format('woff');.}...material-icons {.  font-family: 'Material Icons';.  font-weight: normal;.  font-style: normal;.  font-size: 24px;.  line-height: 1;.  letter-spacing: normal;.  
text-transform: none;.  display: inline-block;.  white-space: nowrap;.  word-wrap: normal;.  direction: ltr;.  font-feature-settings: 'liga';.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\icon[1].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\index-layout-desktop[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 557

Entropy (8bit): 5.015799803369801

Encrypted: false

SSDEEP: 12:UnAIuiwu5pGuFYk7E5L3WeacZNSEYcLC9Av:o/w7WE5LFOEYU7

MD5: 8FABBA603A26C7B93125CC727B0F6842

SHA1: BC1068C4C301F627612C9B2C8C8CA57E7FE3AE7B

SHA-256: 338C0EF6F5EF5102892CBA2EDC89911B75B658768563151CFDCE6BE83D8660B2

SHA-512: 802D713D241373924EDD5B445A3AF29C9F780F56E99F0AAD1921C01F40B267FC3D7A3A6B1789C638489155689059E77D1867C95B127FDE4C99708D9B91842136

Malicious: false

Reputation: low

IE Cache URL: https://cdn.secure.website/client-site-resources/10623448/css/index-layout-desktop.css?r=20210113224946

Preview:
/* Start Viewport desktop */..wse-men > nav { display:block; }..wse-men .menu-toggle { display:none; }.#body-content { height:650px; }.body { background-color:transparent
; background-repeat:repeat; background-size:auto; background-position:0 0; background-attachment:initial; background-image:none; -moz-background-size:auto; -webkit-
background-size:auto; }.#imageContainer_85 { top:10px; left:50px; width:600px; height:220px; z-index:105; }.#imageContainer_85 img { width:600px; height:136px; margin
-top:42px; margin-left:0px; }./* End Viewport desktop */.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\index[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 152

Entropy (8bit): 4.778679469545991

Encrypted: false

SSDEEP: 3:iKlaXDN5U6egeFFYTaoAGQJbM5xLAX2evk/I13yAdCijbCCMoKXol:GzabFiTadJIxXKk/IFTgijeJol

MD5: F32F109C84D124BE0A448952E589863F

SHA1: A54A094EA23D70FE6F14A23B44895FFDB150259C

SHA-256: 1FC109938714EC4864CD27907E86DCD39C33A04B85B956F318DE93C52C1A2911

SHA-512: 5851E96549F1B2306853DD79E9D7E9B66AE5B9B25A5A4B92FA27A00FBB08C65B33DE50F2AE13AA82F44980660116A0C09958125316DF3AE549FE5D2555F0DDB2

Malicious: false

Reputation: low

IE Cache URL: https://cdn.secure.website/client-site-resources/10623448/css/index.css?r=20210113224946

Preview:
#body-content { height:1656px; }.body {  }..wse-personalize#imageContainer_85 .wseA {  }..clr-brd-hextransparent { border-color:transparent!important; }

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\jsonp[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 153

Entropy (8bit): 4.726895922472223

Encrypted: false

SSDEEP: 3:FJqekawpyL4HvxJcoMR4LQHKjcKQU8wLgHJQCM22/X1Mv/H0SdYiR8ALn:FJeaaLHZSoMR4kqoK7zUpXM2o1q/UKVv

MD5: 61673860BC6783E512B6A3474D850E69

SHA1: 347EB09D1CAED27CFAB631FAC65C0FF19EDA036E

SHA-256: FE0B1F7A25C3108E6C4D8560C2D2D658362154A6D8C11B35DA005C165BD6E1A0
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SHA-512: AAA92A8F1917C05620285D66CA12F56256CFC07342C1254945F6B517E6F1A2A130AD349EED9F5CE784C32C65B90ACDCFD11111A134E96E94FCBF59172703B369

Malicious: false

Reputation: low

IE Cache URL: https://geolocation-db.com/jsonp/?callback=callback&_=1610620873869

Preview:
callback({"country_code":"IT","country_name":"Italy","city":null,"postal":null,"latitude":43.1479,"longitude":12.1097,"IPv4":"84.17.52.74","state":null})

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\jsonp[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\layout-desktop[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 1295

Entropy (8bit): 5.095514717703414

Encrypted: false

SSDEEP: 24:2R1E/w5XRDwtE5LnWXof+uv+nVasnSL+t8K9sFCKJ7:mIoRv5Ln2omG+nVasnSL+tF9stJ7

MD5: AAB4D34E3FEFA4B7304C46B78B68FBAD

SHA1: 901D92EDD57179B01786A9ADF6D03AB44D33BCFB

SHA-256: AB04234B4C66F784D4A8586AB5EED426F62EF8605BCFFB19EB006E05A4C17385

SHA-512: F26D39D81EF4881F6F1F85491FD00B57CDF7F8994BC53057F70C351A469642D1680D1B5373F55A991602174A4578CD1BE7685722D9F1A68CD6FC6863187D3EA9

Malicious: false

Reputation: low

IE Cache URL: https://cdn.secure.website/client-site-resources/10623448/css/layout-desktop.css?r=20210113224945

Preview:
/* Start Viewport desktop */..content-full > .content-inner > [objtype], .content-full > .content-inner > shared > [objtype] { min-width:980px; }..content-fixed > .content-inner { 
width:980px; }..hidden-desktop { display:none!important; }..wse-men > nav { display:block; }..wse-men .menu-toggle { display:none; }.#txtBox_63 { top:25px; left:1px; widt
h:502px; height:29px; z-index:101; }.header, header > #header-wrap { height:121px; }.header { margin-top:0px; margin-bottom:0px; }.footer, footer > #footer-wrap { height:
77px; }.footer { margin-top:0px; margin-bottom:0px; }.#body-content { min-height:350px; }.body { background-color:#ffffff; background-repeat:repeat; background-size:auto; 
background-position:0 0; background-attachment:initial; background-image:none; -moz-background-size:auto; -webkit-background-size:auto; }.#body-content, header, 
header > #header-wrap, footer, footer > #footer-wrap { min-width:980px; }.#ftr_socialBar_86 { top:20px; left:787px; width:193px; height:40px; z-inde

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\nouislider.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 21818

Entropy (8bit): 5.3581513727719825

Encrypted: false

SSDEEP: 384:kY2dN/323JDtwnx4rxds2KPYfwDzTIxXs7liDfqSYK4eR0vLLs5h1q5pbfhPNEsc:dttwn+ds2KP4wDzTIx87liDfqSYK4eRp

MD5: 56A5626548729B26638C2EAB99F31ED7

SHA1: 22B0862F7FAB255E1CA926FE638F8D6B02A6F478

SHA-256: 47DBA25E641E90D6FCAF7E76BB2B7D116DF245DDD564BDCDC94F0DD19E5F328D

SHA-512: 8F17F26D9909F797E6888A702E53775CD2E6663AE9717513165B22772552F86ED7B9A4C5507D7ADEAF52A7AA9203BE4FB6DDF34939EADBC8AC4FB07D12DFD18
A

Malicious: false

Reputation: low

IE Cache URL: https://cdnjs.cloudflare.com/ajax/libs/noUiSlider/10.1.0/nouislider.min.js

Preview:
/*! nouislider - 10.1.0 - 2017-07-28 13:09:54 */..!function(a){"function"==typeof define&&define.amd?define([],a):"object"==typeof exports?module.exports=a():wi
ndow.noUiSlider=a()}(function(){"use strict";function a(a){return"object"==typeof a&&"function"==typeof a.to&&"function"==typeof a.from}function b(a){a.parentEl
ement.removeChild(a)}function c(a){a.preventDefault()}function d(a){return a.filter(function(a){return!this[a]&&(this[a]=!0)},{})}function e(a,b){return Math.round(a/b)*b
}function f(a,b){var c=a.getBoundingClientRect(),d=a.ownerDocument,e=d.documentElement,f=o(d);return/webkit.*Chrome.*Mobile/i.test(navigator.userAgent)&&(f.x=0),b?
c.top+f.y-e.clientTop:c.left+f.x-e.clientLeft}function g(a){return"number"==typeof a&&!isNaN(a)&&isFinite(a)}function h(a,b,c){c>0&&(l(a,b),setTimeout(function(){m(a,b
)},c))}function i(a){return Math.max(Math.min(a,100),0)}function j(a){return Array.isArray(a)?a:[a]}function k(a){a=String(a);var b=a.split(".");return b.length>1?b[1].le
ngth:0}fun

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\polyfills.18e394f5[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 47894

Entropy (8bit): 5.272716742909565

Encrypted: false

SSDEEP: 768:dj1lQh/eA43auGkR+5sPLngJEG+A1KEQBfeVoVEsmiGrvp:DlQX++5k7gJ3b1tQBfeyVEyGjp

MD5: 4975C950DD6021273DFEF9F03D043473

SHA1: E175B9993BEE50ADB2DDB42624B1D63A11B1C07B

SHA-256: 619CFACCCE2B1EBFBBF1EAC7B9FC9BADFA59E9A6C3A3E0201AA1AEA3D49374E4

SHA-512: 73C4C1C47F434B43DA0AC17C9F882EAAC75C3267053BFAEF2026F87A99644F17BCB58400E79601F66B9C119A98059C073832337556B9073B80F13B55ACADCB09

Malicious: false

Reputation: low
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IE Cache URL: https://abs.twimg.com/responsive-web/client-web-legacy/polyfills.18e394f5.js

Preview:
window.__SCRIPTS_LOADED__.runtime&&((window.webpackJsonp=window.webpackJsonp||[]).push([[278],{"+kY7":function(t,e,n){var r=n("q9+l").f,o=n("8aeu"),i=
n("fVMg")("toStringTag");t.exports=function(t,e,n){t&&!o(t=n?t:t.prototype,i)&&r(t,i,{configurable:!0,value:e})}},"/4m8":function(t,e,n){"use strict";var r,o,i,c=n("DjlN"),u=n("WxK
w"),a=n("8aeu"),f=n("fVMg"),s=n("DpO5"),l=f("iterator"),p=!1;[].keys&&("next"in(i=[].keys())?(o=c(c(i)))!==Object.prototype&&(r=o):p=!0),null==r&&(r={}),s||a(r,l)||u(r,l,
(function(){return this})),t.exports={IteratorPrototype:r,BUGGY_SAFARI_ITERATORS:p}},"0FSu":function(t,e,n){var r=n("IRf+"),o=n("g6a+"),i=n("N9G2"),c=n("tJVe"),
u=n("aoZ+"),a=[].push,f=function(t){var e=1==t,n=2==t,f=3==t,s=4==t,l=6==t,p=5==t||l;return function(h,v,d,y){for(var g,m,b=i(h),w=o(b),x=r(v,d,3),O=c(w.length),_=0,j=y||
u,S=e?j(h,O):n?j(h,0):void 0;O>_;_++)if((p||_ in w)&&(m=x(g=w[_],_,b),t))if(e)S[_]=m;else if(m)switch(t){case 3:return!0;case 5:return g;case 6:return _;case 2:a.call(S,g

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\polyfills.18e394f5[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\public-icons.min[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 20852

Entropy (8bit): 4.667214151267122

Encrypted: false

SSDEEP: 384:/w5VDa2LkLyFlSAG0wi+C+983YOvJD2+cSQe4RVMPnZSorc:45VREYSAG0wi+C+989fNQjqncB

MD5: 530CB3B807E2265B2AFEC3D4E103E1FA

SHA1: 0F9350E94033AAF7FF5E89EC28027F9E189E7DDA

SHA-256: 456A41563D8330870841F3997D302EA781D346E9D99B18AE83B0EF51C6028CD6

SHA-512: 200B5D63383395AE667C13312E2B2E315B7DB6018910AD09CF83514002EEEB6363F7295D3A9B59F429BFE83925248C5E21F57E49E66459186A33AC159D8BF816

Malicious: false

Reputation: low

IE Cache URL: https://cdn.secure.website/library/users/fonts/public/css/public-icons.min.css

Preview:
@font-face{font-family:'public-icons';src:url(../font/public-icons.eot?47579491);src:url(../font/public-icons.eot?47579491#iefix) format("embedded-opentype"),url(../font/
public-icons.woff2?47579491) format("woff2"),url(../font/public-icons.woff?47579491) format("woff"),url(../font/public-icons.ttf?47579491) format("truetype"),url(../font/public-
icons.svg?47579491#public-icons) format("svg");font-weight:400;font-style:normal}.pi{display:inline-block;font:normal normal normal 14px/1 public-icons;font-size:i
nherit;text-rendering:auto;speak:none;speak:never;-webkit-font-smoothing:antialiased;-moz-osx-font-smoothing:grayscale;transform:translate(0,0)}.pi-emo-wink2:be
fore{content:'\e800'}.pi-emo-unhappy:before{content:'\e801'}.pi-emo-sleep:before{content:'\e802'}.pi-emo-thumbsup:before{content:'\e803'}.pi-emo-devil:before{content:'\e8
04'}.pi-emo-surprised:before{content:'\e805'}.pi-emo-tongue:before{content:'\e806'}.pi-emo-coffee:before{content:'\e807'}.pi-emo-sunglasses:before{content:'\e80

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\site[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 54391

Entropy (8bit): 5.106694787170149

Encrypted: false

SSDEEP: 1536:AJ/YZN0TVwZMadQRLyAuCXXhORce5gkvZV3jxR+:AJ/H

MD5: E8DFC07AC356CD81BE4458A44317E50D

SHA1: 66E48EDBF007A8D857FA09F9A426A3BB9952FE3C

SHA-256: F2D59F7E2ADA034E10AC94823480D6D91A94244F495596EDC3F590B69833B4E6

SHA-512: D97D060211455B477302FC627BEBF30D6F6468A64CF52EBD4E42AD66BDCBD76A48D75542B2A2FA44914315E30A4351D95C8851E5420C55DEF4EB260B65CC5B12

Malicious: false

Reputation: low

IE Cache URL: https://cdn.secure.website/client-site-resources/10623448/css/site.css?r=20210113224945

Preview:
header, header > #header-wrap { height:80px; }.footer, footer > #footer-wrap { height:120px; }.header { margin-top:0px; margin-bottom:0px; }.footer { margin-top:0px; marg
in-bottom:0px; }.#body-content { min-height:350px; }..clr-bkg-11, .clr-bkg-hvr-11:hover, .clr-bkg-hvr-11.hover, .clr-bkg-act-11:active, .clr-bkg-act-11.active, .clr-bkg-bef-
11:before, .clr-bkg-aft-11:after { background-color:#fffffe!important; }..clr-brd-11, .clr-brd-hvr-11:hover, .clr-brd-hvr-11.hover, .clr-brd-act-11:active, .clr-brd-act-11.active, .clr-
brd-bef-11:before, .clr-brd-aft-11:after { border-color:#fffffe!important; }..clr-txt-11, .clr-txt-hvr-11:hover, .clr-txt-hvr-11.hover, .clr-txt-act-11:active, .clr-txt-act-11.active, .clr-txt
-bef-11:before, .clr-txt-aft-11:after { color:#fffffe!important; }..clr-bkg-12, .clr-bkg-hvr-12:hover, .clr-bkg-hvr-12.hover, .clr-bkg-act-12:active, .clr-bkg-act-12.active, .clr-bkg-
bef-12:before, .clr-bkg-aft-12:after { background-color:#fffffe!important; }..clr-brd-12, .clr-br

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\tr[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 44

Entropy (8bit): 2.8317663774021287

Encrypted: false

SSDEEP: 3:CU9yltxlHhn:mn

MD5: B798F4CE7359FD815DF4BDF76503B295

SHA1: F8CC6ADDF1707AD236AD9970B0A48F9733D07DA5

SHA-256: 10D8D42D73A02DDB877101E72FBFA15A0EC820224D97CEDEE4CF92D571BE5CAA

SHA-512: 921944DC10FBFB6224D69F0B3AC050F4790310FD1BCAC3B87C96512AD5ED9A268824F3F5180563D372642071B4704C979D209BAF40BC0B1C9A714769ABA7DFC7

Malicious: false

Reputation: low
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IE Cache URL: https://www.facebook.com/tr/?
id=622644994477630&ev=PixelInitialized&dl=https%3A%2F%2Fwww.webstarts.com%2F%3Flts%3DsiteFooter&rl=&if=false&ts=1610620874186

Preview:
GIF89a.............!.......,...........D..;.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\tr[1].gif

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\vendors~main.6e9c09d5[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with LF, NEL line terminators

Category: downloaded

Size (bytes): 465003

Entropy (8bit): 5.449089057616493

Encrypted: false

SSDEEP: 6144:D6XHzclMwZ53pP3bMlLREHB8Lua4ZqTGy:D6X45fbMlLRJ5D

MD5: 4FE6643E6B7532E02619D21874B636F2

SHA1: 320AEB2E96D0CDD3053F856A57C21D1EBCBA5E27

SHA-256: E5D1C63E494CBFCC82AB6E39BAA9218C7A4431D5640FA846792C9A41FFB0379B

SHA-512: 431A5C47D795300A38C26E2871413F10C77414D587D2C03DF04CE368BC8A257B747A561BFF6126213F8931C4C10A506A3050664FC98E0819CA170291D14D39BD

Malicious: false

Reputation: low

IE Cache URL: https://abs.twimg.com/responsive-web/client-web-legacy/vendors~main.6e9c09d5.js

Preview:
window.__SCRIPTS_LOADED__.polyfills&&((window.webpackJsonp=window.webpackJsonp||[]).push([[2],{"+/1j":function(e,t,n){"use strict";var r=n("ERkP"),u=n("k/Ka"),o
=n("9MNk"),a=n("QAqE"),i=n("Nw+a"),c=n("Nfwf"),l=n("r3Qg"),s=n("CYzn"),f=n("vlSS"),d=n("zCvs"),p={accessibilityLabel:!0,accessibilityLiveRegion:!0,accessibility
Role:!0,accessibilityState:!0,accessibilityValue:!0,accessible:!0,children:!0,classList:!0,dir:!0,importantForAccessibility:!0,lang:!0,nativeID:!0,onBlur:!0,onClick:!0,on
ClickCapture:!0,onContextMenu:!0,onFocus:!0,onKeyDown:!0,onKeyUp:!0,onTouchCancel:!0,onTouchCancelCapture:!0,onTouchEnd:!0,onTouchEndCapture:!0,onTouc
hMove:!0,onTouchMoveCapture:!0,onTouchStart:!0,onTouchStartCapture:!0,pointerEvents:!0,ref:!0,style:!0,testID:!0,dataSet:!0,onMouseDown:!0,onMouseEnter:!0,onMou
seLeave:!0,onMouseMove:!0,onMouseOver:!0,onMouseOut:!0,onMouseUp:!0,onScroll:!0,onWheel:!0,href:!0,rel:!0,target:!0},h=Object(r.forwardRef)((function(e,t){var n
=e.dir,o=e.numberOfLines,f=e.onClick,h=e

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\webstarts[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 45142

Entropy (8bit): 5.357620928073044

Encrypted: false

SSDEEP: 768:qMc5OeVwZqsZOtyKrlbb8MVb1SyFmETNvBIe1zmRdEAwxVBl4DgXcmXN/u:qMc5OWL4mmETNvB5nvHBKBqN/u

MD5: A72F5DA50BA962458ECDDAE1B4366E30

SHA1: 96676F4CED92F9F39B5B0724BCE42AD1A21A1C19

SHA-256: E47525827CF7E53FD6DD9033E22B2C17A4F63CDF94BB4557C5613DD92C6647FD

SHA-512: 189D7C0219D54356BA5268B197298F4E7E022E4363B867F533AC700BEE223BA0159E48D4329A98F83C206BA7D677C34EC8404F7884CBE55DDB796FA7F6B77B27

Malicious: false

Reputation: low

Preview:
<!DOCTYPE html>.<html dir="ltr" lang="en">.<meta charset="utf-8" />.<meta name="viewport" content="width=device-width,initial-scale=1,maximum-scale=1,user-scala
ble=0,viewport-fit=cover" /><link rel="preconnect" href="//abs.twimg.com" /><link rel="dns-prefetch" href="//abs.twimg.com" /><link rel="preconnect" href="//api.twitter.c
om" /><link rel="dns-prefetch" href="//api.twitter.com" /><link rel="preconnect" href="//pbs.twimg.com" /><link rel="dns-prefetch" href="//pbs.twimg.com" /><link rel="pre
connect" href="//t.co" /><link rel="dns-prefetch" href="//t.co" /><link rel="preconnect" href="//video.twimg.com" /><link rel="dns-prefetch" href="//video.twimg.com" /><link 
rel="preload" as="script" crossorigin="anonymous" href="https://abs.twimg.com/responsive-web/client-web-legacy/polyfills.18e394f5.js" nonce="ZmQ0NmExNDctMjc
1NS00Y2Y2LWE1ZWQtODljNDRlNWZjNDhm" /><link rel="preload" as="script" crossorigin="anonymous" href="https://abs.twimg.com/responsive-web/client-web-leg
acy/vendors~main.6e9

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\ws-logo[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 304 x 70, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 1888

Entropy (8bit): 7.735299214952434

Encrypted: false

SSDEEP: 48:h9UGghnHBRPoJDsFCZDnC38oYcHCB/kqa:hQdnPBCZTC38oYcg/2

MD5: BF91A6305BC838CE37B881648ABF5032

SHA1: B8704551C9DC98FCB9C667A934EF6A1313C8950C

SHA-256: 590CD945174A86907FD5139528C9075748EDF8583AE8538771C112D13EAB3562

SHA-512: 9B8900736F799E4C83270209392D34C32838AC47CE2A3B7EAD2C4C3823592CB25D5E46CE52ED845158295C3B92D71C150A1D1A4C56AC41CAB6EB61FBEE239509

Malicious: false

Reputation: low

IE Cache URL: https://cdn.secure.website/ws/1610576166/img2/ws-logo.png
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Preview:
.PNG........IHDR...0...F.....|)8.....PLTE...222333333333333333333333333333222333222...//////222///.....................///..........................................///............///...////////////......333....
.....C.C-.,8.7#."O.Oh.h..\.[..u.u///.........................b.a2.2.......S.RJ.I).(y.y..T....5tRNS.w.f...D."3...U".,.w..f......E7.!..O.].f..D..W.E.....IDATx..k[.0..Oz.. nl.1.c..;....xCE.~.ob..f..t....
....9..{n..JJJJJJ.?.....Ngiv.......n..w..{P....Q0...%2..D.....g'.G.....5@&...E.!.]<.c.vb.O>~.....x|........Y..8...9.m...../..'...\.S...y..b.DO'M....:9....5.?......d.....L.....8.t~=.l.t_!X...c..).5..{.
.t#....X.............<._~......d.x....s0D.......n..X_..HD&..."X...s..eY0x..KC.....]NxT.....c5D.M&........0..K...'............{.`i.+.>..S-~1.m0.........FG..*.VA.Py,....K=L.KS*...A.;.[M...&hP.
....Jc.G}.-.MG...{...~...Z.......3.tv..p......:.2.s.X.|....s..t.pTA)...T....H.)...@.d.G.>.P>..|.9.........{?5..K.w.X.E........6.!........}.-...M.X..X.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\ws-logo[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\www-player[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 340137

Entropy (8bit): 5.238436471019425

Encrypted: false

SSDEEP: 1536:Kzu9IdYRdWDQI0irpHrpY/fn8MZv8M5q4ay95G0TwecZ/cSXklvNbOP58RrDJciU:Kzu99ydZEVllzgkU

MD5: DC1198FCC6F37D616D751C9869B8BD5E

SHA1: 8234FA215814C495A24FA255CA3069ACA9B0E9DC

SHA-256: FA2C61A732B46BD617B62F271611840449CFB9E49BA453A05981A9079E72A840

SHA-512: E888B7E64BE96BCD5ABC01F502973A06B3F2B48193BE1DF7A982A28771608F14E685652DF650A4E25C7A03258B66CD35FF8DDBA1314C5CD35B56032E906A7950

Malicious: false

Reputation: low

IE Cache URL: https://www.youtube.com/s/player/9f996d3e/www-player.css

Preview:
.html5-video-player{position:relative;width:100%;height:100%;overflow:hidden;z-index:0;outline:0;font-family:"YouTube Noto",Roboto,Arial,Helvetica,sans-serif;color:#eee;t
ext-align:left;direction:ltr;font-size:11px;line-height:1.3;-webkit-font-smoothing:antialiased;-webkit-tap-highlight-color:rgba(0,0,0,0);touch-action:manipulation;-ms-high-
contrast-adjust:none}.html5-video-player:not(.ytp-transparent),.html5-video-player.unstarted-mode,.html5-video-player.ad-showing,.html5-video-player.ended-mode,.html5-
video-player.ytp-fullscreen{background-color:#000}.ytp-big-mode{font-size:17px}.ytp-autohide{cursor:none}.html5-video-player a{color:inherit;text-decoration:none;-moz-
transition:color .1s cubic-bezier(0.0,0.0,0.2,1);-webkit-transition:color .1s cubic-bezier(0.0,0.0,0.2,1);transition:color .1s cubic-bezier(0.0,0.0,0.2,1);outline:0}.html5-video-
player a:hover{color:#fff;-moz-transition:color .1s cubic-bezier(0.4,0.0,1,1);-webkit-transition:color .1s cubic-bezier(0.4,0.0,1,1);transition:co

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\KfOK_iNDMk0[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 43946

Entropy (8bit): 5.917359706724228

Encrypted: false

SSDEEP: 768:u/R77R6oVfOWwNrFwRTtXium2XYTaLRIGqjPvJOZiJl9SO:cgYtXfBGuRBAMs2O

MD5: 3F6AD70C673A61948D435265F518D3B6

SHA1: 06C0F490FA4F9A088792BB0EADFC05B67FE15954

SHA-256: 1C916634120D88435B2D977B7F7D2CF82894EF718B0A3B6726AF631F3A966FB4

SHA-512: ECEF9D70984531024695EAD81FB6E61E61C6EF3E764A0EC228CB88371B00ECD1B16063D15AC5CB72E6735A35C687D0C6CBD95342C8E350137F9836C4AE1EEBE
3

Malicious: false

Reputation: low

IE Cache URL: https://www.youtube.com/embed/KfOK_iNDMk0?wmode=transparent&theme=dark&controls=1&autohide=0&loop=0&showinfo=0&rel=0&wmode=opaque

Preview:
<!DOCTYPE html>  <html lang="en" dir="ltr" data-cast-api-enabled="true">.<head><meta name="viewport" content="width=device-width, initial-scale=1"><style name="
www-roboto" >@font-face{font-family:'Roboto';font-style:normal;font-weight:500;src:url(//fonts.gstatic.com/s/roboto/v18/KFOlCnqEu92Fr1MmEU9fBBc-.woff)format('wo
ff');}@font-face{font-family:'Roboto';font-style:normal;font-weight:400;src:url(//fonts.gstatic.com/s/roboto/v18/KFOmCnqEu92Fr1Mu4mxM.woff)format('woff');}@font-
face{font-family:'Roboto';font-style:italic;font-weight:500;src:url(//fonts.gstatic.com/s/roboto/v18/KFOjCnqEu92Fr1Mu51S7ACc6CsI.woff)format('woff');}@font-face{font-fam
ily:'Roboto';font-style:italic;font-weight:400;src:url(//fonts.gstatic.com/s/roboto/v18/KFOkCnqEu92Fr1Mu51xIIzQ.woff)format('woff');}</style><script name="www-roboto" >if 
(document.fonts && document.fonts.load) {document.fonts.load("400 10pt Roboto", "");document.fonts.load("500 10pt Roboto", "");}</script>  <link rel="stylesheet" href="/
s/player/9

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\T0ALW3DI.htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 8261

Entropy (8bit): 5.170637917003676

Encrypted: false

SSDEEP: 192:Dvn79DTU6qkhXgrGXkw0TqiQVa3LjPfiSW5k0Nu6n/UR:D/7Bqkhw60fTfQMLjPfij5kt

MD5: 19339AC1828AA8B80A28C4EA3338723C

SHA1: 41E52C6843391A29228292EDA1EB89C9D85D7554

SHA-256: 1DB4F614EE2CA93652641E799B1D2C30A9E5A034F80654EBA5CE7B29B553D9E2

SHA-512: BE217A9820CEE1EC0B92801811D0B55B1CF07AEFC5A4E39081167A06FBDC5F868FF700B44D1D5690C1FEE77A1F46C305374BD6102AFEC8EEC53701357F4E807
1

Malicious: false

Reputation: low
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Preview:
<!DOCTYPE html>.<html>.<head>..   Meta -->.<meta charset="utf-8" data-dynamic-entity="1">.<meta http-equiv="X-UA-Compatible" content="IE=edge" data-dynamic-enti
ty="1">.<meta name="keywords" id="page-keywords" content="" data-dynamic-entity="3" />.<meta name="description" id="page-description" content="" data-dynamic-en
tity="3" />.<meta id="page-generator" name="Generator" content="WebStarts.com - Editor; Chrome/87.0.4280.1 on Window 10 with Win64,x6 at Thu Jan 14 2021 09:49:3
9 GMT+1100 (Australian Eastern Daylight Time)" data-dynamic-entity="3" />.<title id="page-title" data-dynamic-entity="3" >Home</title>..   CSS -->.<link rel="stylesheet" 
data-dynamic-entity="1" type="text/css" href="https://cdn.secure.website/library/users/common.css">.<link id="site.css" type="text/css" rel="stylesheet" href="https://cdn
.secure.website/client-site-resources/10623448/css/site.css?r=20210113224945" data-file="site.css" data-dynamic-entity="2" />.<link id="site-gfonts" href="https://fonts.g
ooglea

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\T0ALW3DI.htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\ckajo9HPAG9[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 236651

Entropy (8bit): 5.397863044099883

Encrypted: false

SSDEEP: 3072:N4EFRcsZR9hHPlNhNlRxdx3JVDCuvw4Im+gSUQBmAP2Tx2K48XpO3:uE4sUBmAPGx2Iq

MD5: 89BEE1FCD283A5C54AA3C1BEF808A1BF

SHA1: 3AA08289CB61526DB4B59F7657E26D51D40BED6F

SHA-256: 5737F39AE79712BADD38197513644C4C58E26D8C998433E69F6A1F7D2A099AED

SHA-512: 80B47B850FBBB7C8B85B04D19B1DA2A146281499F0797B12C7852703CA163294E235AC6974464918E434A95065A944AE4C20C3FDD4EA546C6C812D88A634602A

Malicious: false

Reputation: low

IE Cache URL: https://static.xx.fbcdn.net/rsrc.php/v3/yv/r/ckajo9HPAG9.js?_nc_x=Ij3Wp8lg5Kz

Preview:
if (self.CavalryLogger) { CavalryLogger.start_js(["JHj6H"]); }..self.__DEV__=self.__DEV__||0,self.emptyFunction=function(){};."use strict";.Array.from||(Array.from=functi
on(a){if(a==null)throw new TypeError("Object is null or undefined");var b=arguments[1],c=arguments[2],d=this,e=Object(a),f=typeof Symbol==="function"?typeof Sym
bol==="function"?Symbol.iterator:"@@iterator":"@@iterator",g=typeof b==="function",h=typeof e[f]==="function",i=0,j,k;if(h){j=typeof d==="function"?new d():[];var l=e[f](
),m;while(!(m=l.next()).done)k=m.value,g&&(k=b.call(c,k,i)),j[i]=k,i+=1;j.length=i;return j}var n=e.length;(isNaN(n)||n<0)&&(n=0);j=typeof d==="function"?new d(n):new Arr
ay(n);while(i<n)k=e[i],g&&(k=b.call(c,k,i)),j[i]=k,i+=1;j.length=i;return j});.Array.isArray||(Array.isArray=function(a){return Object.prototype.toString.call(a)=="[object Array]"});.
(function(){var a=Object.prototype.toString,b=Object("a"),c=b[0]!="a";function d(a){a=+a;a!==a?a=0:a!==0&&a!==1/0&&a!==-(1/0)&&(a=(a>0||-1)*Math.fl

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\favicon[1].ico
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: MS Windows icon resource - 2 icons, 16x16, 32 bits/pixel, 32x32, 32 bits/pixel

Category: downloaded

Size (bytes): 5430

Entropy (8bit): 4.450330236289496

Encrypted: false

SSDEEP: 48:PFt7XECzicyfCJrfXakvsBa0mBlP9+Frk+pnW8w/:NthdC0rfXak0Ba06lQFrEL

MD5: C366A6F350401F159E19F6E0D80F2279

SHA1: 9358072F795EB5D5E4AA2669D44067B8EB33C734

SHA-256: 185999103EB72791517428FE11C7D7A9F5FE2AFE6F0A1F2491E92E859BD6357A

SHA-512: 8ED08B5991D1B98DC29A3307E76FAED892789809558176CDDEB6D4F45635C06F969380043FB5E2AE7F924FAE5085ED48C07179E31D8C24367EF86CB6DEFA740A

Malicious: false

Reputation: low

IE Cache URL: https://www.webstarts.com/favicon.ico

Preview:
............ .h...&...  .... .........(....... ..... ............................................2...........................2......................................................................................................................................
.............................................................................2...........................................................2....................................................................................................................................
................................................................................................................................................................................................&.'.8.9.8.9.8.9.8.9.8.9.8.9.8.9.8.9.8.9.8.9.8.9.
8.9.&.'........2....g.g.g.h.g.h.g.h.g.h.g.h.g.h.g.h.g.h.g.h.g.h.g.g........2....?.@.Q.R...............................Q.R.?.@.............4.5.j.k.................................j.k.4.5........... .........`.`.7.8......

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\fetch-polyfill[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Pascal source, ASCII text, with very long lines

Category: downloaded

Size (bytes): 8543

Entropy (8bit): 5.238064281324506

Encrypted: false

SSDEEP: 192:oQHdiEslZc0rsNYNU5mSJHqI03aej6tZoaMLQO/x5/P80+HcW:ocHslLsP5muHqI0Jj6tZcUO/x5+V

MD5: 04E3CC8A9641B3F9F9C9370F4E9B5BDD

SHA1: 9602A891F583094BB04FD407B253ABCAFFB8C8D0

SHA-256: DE6C4FFA2BD9FD283610E28D0DB2EC48607AAB39D213A51AEF248673A0A7E980

SHA-512: 58942BCC0F39D620A475B65C1AEB4F18872F68F22C89DEC076906A0DB8BC2B7CCA9357710A7824A0FA7404FF73F41013AECA34609CAACD2187414F7BD0D490D6

Malicious: false

Reputation: low

IE Cache URL: https://www.youtube.com/yts/jsbin/fetch-polyfill-vfl6MZH8P/fetch-polyfill.js
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Preview:
/*.. Copyright (c) 2014-2016 GitHub, Inc... Permission is hereby granted, free of charge, to any person obtaining. a copy of this software and associated documentation fi
les (the. "Software"), to deal in the Software without restriction, including. without limitation the rights to use, copy, modify, merge, publish,. distribute, sublicense, and/or s
ell copies of the Software, and to. permit persons to whom the Software is furnished to do so, subject to. the following conditions:.. The above copyright notice and this 
permission notice shall be. included in all copies or substantial portions of the Software... THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY 
KIND,. EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF. MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND. 
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE. LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETH
ER IN AN ACTION. OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF 

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\fetch-polyfill[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\gXGblHShPYH[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 2491

Entropy (8bit): 5.174728531884515

Encrypted: false

SSDEEP: 48:5mzcceZCG6bxkCgY6tlGpTnwL07GbKga0ES0ED07hoFcfCntNGGbnFpE/AfB:kg7ZWdu9uFoF/dvE/Ap

MD5: 413C42EA30DE6E9286CE62FF2459924A

SHA1: CCF57EC389B1C8E0E285B720C742B7852C4FD00E

SHA-256: 8D4CD1D2E901CD958ED8E363A2D1B5DFDDB8792E6E05A292BC8AC33F3404E21C

SHA-512: 28517E87E85BF4F6064E26DBA08D5BBB287CC89E51434CE026CED89F3648CCB7E11F6F23C14756CD999D7C89EA614C144050B675C3339FAD197B24CCB9F40B29

Malicious: false

Reputation: low

IE Cache URL: https://static.xx.fbcdn.net/rsrc.php/v3/yd/r/gXGblHShPYH.js?_nc_x=Ij3Wp8lg5Kz

Preview:
if (self.CavalryLogger) { CavalryLogger.start_js(["fNtFl"]); }..__d("CookieConsentDialogFalcoEvent",["FalcoLoggerInternal","getFalcoLogPolicy_DO_NOT_USE"],(func
tion(a,b,c,d,e,f){"use strict";a=b("getFalcoLogPolicy_DO_NOT_USE")("1746397");c=b("FalcoLoggerInternal").create("cookie_consent_dialog",a);e.exports=c}),null);.
__d("WebCookieUseBlockingDialogController",["Arbiter","CookieConsentDialogFalcoEvent","CSS","DeferredCookie"],(function(a,b,c,d,e,f){"use strict";var g="blockin
g_cookie_banner";a={init:function(a,c,d,e,f,k,l,m){this.dialog=a;this.acceptButton=c;if(document.body&&b("CSS").hasClass(document.body,"hideBanner"))return;docu
ment.body&&b("CSS").addClass(document.body,"hasCookieBanner");h(c,a,!1,l,m);if(f!=null&&d!=null&&e!=null){h(f,d,!0,l,m,k);c=function(){j(a,!1),j(d,!0),b("Cookie
ConsentDialogFalcoEvent").log(function(){return{event:"click_manage_data",product:l,cookie_banner_type:g}})};i(e,c)}window.addEventListener?window.addEventListe
ner("load",function(){j(a,!0)}):document

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\gt6eFSovvve[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 144 x 142, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 13070

Entropy (8bit): 7.975435383172737

Encrypted: false

SSDEEP: 384:gvQDKiFGnlwpv2BVp30CE7r4FQXIL5trHk:UQDK7ncvXx78uCRk

MD5: 39088CA08799CDD442744415E2691B5E

SHA1: 04304A2AF3A25D9350C62EA18BA06B2016DA124C

SHA-256: 9D4C4A614CA3AFB350F20FF71E6CA91D9D75B1127DC54FEAB4BCA21C3D1522F0

SHA-512: 30F758DFAD1BFA43C57B356EDD96C8D9C5940D7CDFB258807EB10BC0A35720204F7AB06D89D9824F6A6A42EBCE35B8F2E5F88C8BB7FA61C71FBDEDC818307C
03

Malicious: false

Reputation: low

IE Cache URL: https://static.xx.fbcdn.net/rsrc.php/v3/y7/r/gt6eFSovvve.png

Preview:
.PNG........IHDR...............S....sRGB.........pHYs................YiTXtXML:com.adobe.xmp.....<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="XMP Core 5.4.0">.   <rdf:RDF 
xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#">.      <rdf:Description rdf:about="".            xmlns:tiff="http://ns.adobe.com/tiff/1.0/">.         <tiff:Orientation>1</t
iff:Orientation>.      </rdf:Description>.   </rdf:RDF>.</x:xmpmeta>.L.'Y..1NIDATx..].`T.>...'.}%..... !.J.......[..j........]_..V[...V..j.-V..B......d_&3.....w.....\.m..!s..n...9.?...'J.1(.
F+))q....88z.RZZj..+-..L.me"..{xG.....!4..-..2.n.....*...dt[..X...uu>.....qQ..a..7.I...0...N........M;[..2AJ9v...?..P@.. .4.jlPtz.mO.?qL..H.@h..w.$..IY...).;M!... k.E)VT5...;c.d.....#=:.....
...a.Z...F.A^..%. "F....7..2,..jZ)cE.:.$l.a..+...bQ...B..P...aUe .H.......ix...Da\.D..f\... .B.[..i.*.~[...zT!%..X...9m.Ju;.?...@ H^_...!fJ..F...@..SdD.......o.1.A4..d...-....Y.h....K.B. ...
.I...y/Q.e.{.U........Esw..[.g. ..P5+.Wd.A.%..kjKJVB.^;..I.!

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\jquery.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 95786

Entropy (8bit): 5.393689635062045

Encrypted: false

SSDEEP: 1536:/PEkjP+iADIOr/NEe876nmBu3HvF38sEeLHFoqqhJ7SerN5wVI+xcBmPv7E+nzm6:ENMyqhJvN32cBC7M6Whca98HrB

MD5: 8101D596B2B8FA35FE3A634EA342D7C3

SHA1: D6C1F41972DE07B09BFA63D2E50F9AB41EC372BD

SHA-256: 540BC6DEC1DD4B92EA4D3FB903F69EABF6D919AFD48F4E312B163C28CFF0F441

SHA-512: 9E1634EB02AB6ACDFD95BF6544EEFA278DFDEC21F55E94522DF2C949FB537A8DFEAB6BCFECF69E6C82C7F53A87F864699CE85F0068EE60C56655339927EEBC
DB

Malicious: false
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Reputation: low

IE Cache URL: https://ajax.googleapis.com/ajax/libs/jquery/1.11.1/jquery.min.js

Preview:
/*! jQuery v1.11.1 | (c) 2005, 2014 jQuery Foundation, Inc. | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports
=a.document?b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:
this,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={},l="1.11.1",m=function(a,b){return new m.fn.init(a,b)},n=/^
[\s\uFEFF\xA0]+|[\s\uFEFF\xA0]+$/g,o=/^-ms-/,p=/-([\da-z])/gi,q=function(a,b){return b.toUpperCase()};m.fn=m.prototype={jquery:l,constructor:m,selector:"",length:0,toArra
y:function(){return d.call(this)},get:function(a){return null!=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=m.merge(this.constructor(),a);return b.pr
evObject=this,b.context=this.context,b},each:function(a,b){return m.each(this,a,b)},map:function(a){return this.pushStack(m.map(this,function(b,c){ret

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\jquery.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\js[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 15735

Entropy (8bit): 5.201370139416507

Encrypted: false

SSDEEP: 192:S6GSFhLab9JyP43yoKgmE8sp691aGQNhxCWKjxmHfHGwrx4S/WSYWWXL:SA7LMDioKgmE8IBGQNUoHfbrx46YWWXL

MD5: 979DB6338C7F32506E4C3CC76EF6DD13

SHA1: E6662E223BEA09BF7A59B0D23BE9F87D1E50C2CD

SHA-256: C2FBF0F42445D7095177CDEDC104E2A3DAC0C9DE2DF8C4BDBAE1EA7C8A2079F9

SHA-512: 19885A7A893E28D576491C1A24C3410D7398D127CC612BDFD615C00FA1842969904469A72B29819063A4F19113A2C49531EB412B04932904BFB29B6C09538D2A

Malicious: false

Reputation: low

IE Cache URL: https://stats.webstarts.com/js

Preview:
var clicky_obj=clicky_obj||(function(){var instance=null;function _ins(){this.sitekeys=[];var _self=this,site_ids=[],pageviews_fired=[],monitors=0,setup=0,ossassets=0,oss
data=0;this.domain='//stats.webstarts.com';if(location.protocol==='https:'){this.domain='//stats.webstarts.com';}this.site_id_exists=function(site_id){for(var s in site_ids)if(site
_ids[s]==site_id)return true;return false;};this.sitekey=function(site_id,key_only){if(_self.sitekeys&&_self.sitekeys[site_id])return(key_only?'':'&sitekey=')+_self.sitekeys[site_i
d];return'';};this.init=function(site_id){if(_self.site_id_exists(site_id))return;site_ids.push(site_id);if(!setup){setup=1;setTimeout(_self.setup,200);}};this.setup=function(){if(
location.hash.match(/^#_heatmap/))_self.heatmap();if(!_self.get_cookie('_first_pageview')){_self.set_referrer();_self.set_cookie('_first_pageview',1,600);}setTimeout(_sel
f.advanced,1000);_self.start_monitors();if(!clicky_custom.pageview_disable){if(window.olark&&typeof(olark)=='function'){

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\jsonp[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 194

Entropy (8bit): 4.740984292214869

Encrypted: false

SSDEEP: 6:q43tISl6kXiWHiHuwWSU6XlI5LP47eIpfGu:TPdHiHZVvlI5r4NGu

MD5: EC0F2D6D8DA7997A10F72A2537729E59

SHA1: D6B8CA36F266D92775F5B757E65B8C10C747C30A

SHA-256: 95E1144AE5FABA1D6EA1AC58B29B1E8D0399125E4DBC6A17D50D0BF5CF3BDCF8

SHA-512: AC07FCC825E53146730E857A4187AE906AD1F9F3B0B149488377218328D1315096E6068181C76BC95219B7D9AE2B7E91BA4923EB502E684371E313BA952EDA8B

Malicious: false

Reputation: low

Preview:
<html>..<head><title>301 Moved Permanently</title></head>..<body bgcolor="white">..<center><h1>301 Moved Permanently</h1></center>..<hr><center>nginx/1.14.0 
(Ubuntu)</center>..</body>..</html>..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\material.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 5665

Entropy (8bit): 5.081349158912138

Encrypted: false

SSDEEP: 96:Fn2avicEJWevFxvAlvgovqwPHESn+lwPHZwPHawPnV8L81cYIZT2suUINSjm72kB:xfiTHvXvEvZvqUdmUZUaE8L8iZZTuUI9

MD5: 0D7DCCBAD69AA396F9E289725C7B841A

SHA1: 7E6D0FB1DD1A86584E5713D72F84F38ED1ACAD9C

SHA-256: 19291084D09DDD514D92B91481668C0F4755CF020767EE3D51969F97F6153D2B

SHA-512: 1FBC0471AEA31F4C96F73B4F58C2553BD88F9A50D74F4EC4E40AF9BBE126F96098BA2DFDB109BEA1826385DAB86DC84B83B2890EF2AE152592193666D496D2C
5

Malicious: false

Reputation: low

IE Cache URL: https://cdn.secure.website/ws/1610576166/library/material.min.js
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Static File Info

No static file info

Network Port Distribution

Preview:
!function(a){function b(a){return"undefined"==typeof a.which||"number"==typeof a.which&&a.which>0&&(!a.ctrlKey&&!a.metaKey&&!a.altKey&&8!=a.which&&9!=
a.which&&13!=a.which&&16!=a.which&&17!=a.which&&20!=a.which&&27!=a.which)}function c(b){var c=a(b);c.prop("disabled")||c.closest(".form-group").addClass("is-foc
used")}function d(a,b){var c;return c=a.hasClass("checkbox-inline")||a.hasClass("radio-inline")?a:a.closest(".checkbox").length?a.closest(".checkbox"):a.closest(".radio")
,c.toggleClass("disabled",b)}function e(b){var e=!1;(b.is(a.material.options.checkboxElements)||b.is(a.material.options.radioElements))&&(e=!0),b.closest("label").hover(f
unction(){var b=a(this).find("input"),f=b.prop("disabled");e&&d(a(this),f),f||c(b)},function(){f(a(this).find("input"))})}function f(b){a(b).closest(".form-group").removeClass("is-
focused")}a.expr[":"].notmdproc=function(b){return!a(b).data("mdproc")},a.material={options:{validate:!0,input:!0,ripples:!0,checkbox:!0,togglebutton:!0,radio:!0,arrive:!

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\material.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\mem5YaGs126MiZpBA-UN7rg-Vg[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 57908, version 1.1

Category: downloaded

Size (bytes): 57908

Entropy (8bit): 7.992166966459882

Encrypted: true

SSDEEP: 1536:+/eZ31XRU8f82L1ZEUtldBfStlk+1DrJsJf2ApWXLz:8eBp1ZHulkssJjWf

MD5: 213E8C892AA1AF1D690179B37B53E35A

SHA1: 53846F9B1CD04D28097BC7199FAF13CC0A76DEFF

SHA-256: 37D8BCED2C9CE5998A53E111927C75B7BFFB235EE5769DB693DDB9D80EB1B0E2

SHA-512: F1294B6AD9B2D2833F93050430EF2689BEC1CAC63F059067235FD7E0D35A0DBACB82F3E9948D99EB11CCF83F1B4F7626E2E976189C91A6D0F98D0CB5363390FC

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/opensans/v18/mem5YaGs126MiZpBA-UN7rg-Vg.woff

Preview:
wOFF.......4....... ........................GDEF.......-.....4.pGPOS................GSUB............&.-POS/2...L...`...`.m..cmap.......h.......cvt .......].....-..fpgm...t........s.ugasp................glyf...$
......B...Nhead...8...6...6.%I.hhea...p... ...$.)..hmtx............h..loca...$........i...maxp....... ... ....name............#.>.post.......A...5..Z.prep...L...........kx.c`d``.a..&.V ......$...../s..#s.s+.#. 
......................x.U......E........8s...g.....$Cd.XOy..-..~.r.O..[.._yB....e<.5.?.YkL.t.A..+.3{G...i....X...!NIJ..sBH....q.$.%..P....(....4..G.2;...f..............3.......3.....f..................@. [...(.
...1ASC. . ...........X ........^..... ..x.....=....L~.v..m.m....m.6ns..f.......... 8p...;.;..y!?......a<L.5..v.8...}4,.K..]l......Q..E.h....4.&...Cs. ...<./........|.....C...(..>b..+..G.E."2.. .td\.\...ef.[6..
d79]..}...."......%.Uu......Du.....Tw.....{.hc.@ZGA....0..TX.k[.d\d./Y.w...q.:....;.P.H.c.....!.......|8.i.[.!~X..*...b..'.....2..$

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\mem5YaGs126MiZpBA-UN8rs-Vg[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 57568, version 1.1

Category: downloaded

Size (bytes): 57568

Entropy (8bit): 7.9919183438702746

Encrypted: true

SSDEEP: 1536:YZALyQl7pc/IKIQ7CpLJQJbfj+sqwdlRFZW5:YA7pcAKIQEsbaEza

MD5: CA7FE2292B445913488520F6C2C52F10

SHA1: 263952312FAB1A4EFAFA2C3138D21EBFBEB864E6

SHA-256: EF94505EE60677B6D7943AA3885F4C3CB76D8E6E6AC410D5B9F9014A6DCB1401

SHA-512: 4011FFE667F54B271E91334871058D4191720229065B988A48652B4CD3EEA6B9CCE2AC9926111CA1985F3DE437F8F604C1B01054DA371664FC475465CC5ABBEA

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/opensans/v18/mem5YaGs126MiZpBA-UN8rs-Vg.woff

Preview:
wOFF..............~.........................GDEF.......-.....4.pGPOS................GSUB............&.-POS/2...L...^...`..vcmap.......h.......cvt .......g.....o.[fpgm...|........s.ugasp... ...........#glyf...0.
.....:X.i.head...D...6...6....hhea...|... ...$....hmtx...........5..7loca...........Bh.imaxp...x... ... .7..name...........%.@cpost......A...5..Z.prep...........1..Sx.c`d``.a..&.V ......$...../s..#s.s+.#. 
......................x.U......E........8s...g.....$Cd.XOy..-..~.r.O..[.._yB....e<.5.?.YkL.t.A..+.3{G...i....X...!NIJ..sBH....q.$.%..P....(....4..G.2;...f.x.c`f.cV``e``..j...(.../2.11s01qs.1s.01.
<``z................@.......0.p.2E(00....n.R....hx....x.....=....L~.v..m.m....m.6ns..f.......... 8p...;.;..y!?......a<L.5..v.8...}4,.K..]l......Q..E.h....4.&...Cs. ...<./........|.....C...(..>b..+..G.E."2.. .td
\.\...ef.[6..d79]..}...."......%.Uu......Du.....Tw.....{.hc.@ZGA....0..TX.k[.d\d./Y.w...q.:....;.P.H.c.....!.......|8.i.[.!~X..*...b..'.....2..$
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Total Packets: 111

• 53 (DNS)

• 443 (HTTPS)

• 80 (HTTP)

Timestamp Source Port Dest Port Source IP Dest IP

Jan 14, 2021 02:40:38.714071035 CET 49720 80 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:38.714607000 CET 49721 80 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:38.753988028 CET 80 49720 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:38.754148960 CET 49720 80 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:38.754427910 CET 80 49721 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:38.754503965 CET 49721 80 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:38.755440950 CET 49720 80 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:38.795197010 CET 80 49720 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:38.953511000 CET 80 49720 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:38.953717947 CET 49720 80 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:38.961329937 CET 49722 443 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:39.001305103 CET 443 49722 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:39.001491070 CET 49722 443 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:39.006705046 CET 49722 443 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:39.046685934 CET 443 49722 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:39.202320099 CET 443 49722 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:39.202358961 CET 443 49722 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:39.202378035 CET 443 49722 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:39.202399969 CET 443 49722 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:39.202474117 CET 49722 443 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:39.202527046 CET 49722 443 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:39.226916075 CET 443 49722 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:39.227000952 CET 49722 443 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:39.236895084 CET 49722 443 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:39.243522882 CET 49722 443 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:39.243576050 CET 49722 443 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:39.276895046 CET 443 49722 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:39.283627987 CET 443 49722 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:39.283653021 CET 443 49722 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:39.376921892 CET 443 49722 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:39.376955986 CET 443 49722 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:39.377079010 CET 49722 443 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:39.378550053 CET 49722 443 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:39.383626938 CET 443 49722 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:39.383817911 CET 49722 443 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:39.406845093 CET 443 49722 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:39.407052040 CET 49722 443 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:39.408320904 CET 443 49722 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:39.408360004 CET 443 49722 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:39.408823013 CET 49722 443 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:39.418822050 CET 443 49722 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:39.504520893 CET 49722 443 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:39.544780016 CET 443 49722 13.248.166.219 192.168.2.5

Jan 14, 2021 02:40:39.673654079 CET 443 49722 13.248.166.219 192.168.2.5
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Jan 14, 2021 02:40:39.673787117 CET 49722 443 192.168.2.5 13.248.166.219

Jan 14, 2021 02:40:39.790457964 CET 49725 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.793333054 CET 49726 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.794610023 CET 49727 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.795726061 CET 49728 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.796703100 CET 49729 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.797677040 CET 49730 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.835431099 CET 443 49725 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.835557938 CET 49725 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.838334084 CET 443 49726 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.838413000 CET 49726 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.838881016 CET 49726 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.839585066 CET 443 49727 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.839673042 CET 49727 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.840289116 CET 49727 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.840507030 CET 49725 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.840696096 CET 443 49728 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.840765953 CET 49728 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.841278076 CET 49728 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.841655970 CET 443 49729 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.841727972 CET 49729 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.842233896 CET 49729 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.842653036 CET 443 49730 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.842751026 CET 49730 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.843369007 CET 49730 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.884327888 CET 443 49726 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.885231018 CET 443 49727 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.886004925 CET 443 49725 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.886149883 CET 443 49727 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.886183023 CET 443 49727 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.886224985 CET 443 49727 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.886318922 CET 49727 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.886348963 CET 49727 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.886451960 CET 443 49728 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.886503935 CET 443 49726 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.886622906 CET 443 49726 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.886701107 CET 49726 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.886733055 CET 443 49726 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.886801958 CET 49726 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.887926102 CET 443 49729 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.888117075 CET 443 49727 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.888196945 CET 49727 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.888304949 CET 443 49730 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.888564110 CET 443 49725 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.888605118 CET 443 49725 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.888637066 CET 49725 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.888653040 CET 443 49725 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.888662100 CET 49725 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.888700962 CET 49725 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.888781071 CET 443 49730 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.888822079 CET 443 49730 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.888838053 CET 49730 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.888870001 CET 49730 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.888878107 CET 443 49730 13.224.94.11 192.168.2.5

Jan 14, 2021 02:40:39.888930082 CET 49730 443 192.168.2.5 13.224.94.11

Jan 14, 2021 02:40:39.888931990 CET 443 49728 13.224.94.11 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Jan 14, 2021 02:40:32.492244959 CET 56969 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:40:32.540384054 CET 53 56969 8.8.8.8 192.168.2.5

Jan 14, 2021 02:40:33.256300926 CET 55161 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:40:33.306840897 CET 53 55161 8.8.8.8 192.168.2.5
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Jan 14, 2021 02:40:34.190393925 CET 54757 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:40:34.238456964 CET 53 54757 8.8.8.8 192.168.2.5

Jan 14, 2021 02:40:35.221944094 CET 49992 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:40:35.272768021 CET 53 49992 8.8.8.8 192.168.2.5

Jan 14, 2021 02:40:37.453834057 CET 60075 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:40:37.514524937 CET 53 60075 8.8.8.8 192.168.2.5

Jan 14, 2021 02:40:38.644640923 CET 55016 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:40:38.705343962 CET 53 55016 8.8.8.8 192.168.2.5

Jan 14, 2021 02:40:39.470129967 CET 64345 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:40:39.474872112 CET 57128 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:40:39.530416012 CET 53 64345 8.8.8.8 192.168.2.5

Jan 14, 2021 02:40:39.539262056 CET 53 57128 8.8.8.8 192.168.2.5

Jan 14, 2021 02:40:39.800359964 CET 54791 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:40:39.878633022 CET 53 54791 8.8.8.8 192.168.2.5

Jan 14, 2021 02:40:40.306061029 CET 50463 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:40:40.374181986 CET 53 50463 8.8.8.8 192.168.2.5

Jan 14, 2021 02:40:40.426573038 CET 50394 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:40:40.445023060 CET 58530 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:40:40.491245031 CET 53 50394 8.8.8.8 192.168.2.5

Jan 14, 2021 02:40:40.505825996 CET 53 58530 8.8.8.8 192.168.2.5

Jan 14, 2021 02:40:58.141984940 CET 53813 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:40:58.201227903 CET 53 53813 8.8.8.8 192.168.2.5

Jan 14, 2021 02:40:58.243164062 CET 63732 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:40:58.331263065 CET 53 63732 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:02.419054031 CET 57344 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:02.478441000 CET 53 57344 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:03.519881964 CET 54450 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:03.590270042 CET 53 54450 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:04.271492958 CET 59261 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:04.290586948 CET 57151 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:04.322287083 CET 53 59261 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:04.338428020 CET 53 57151 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:05.067270994 CET 59413 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:05.125425100 CET 53 59413 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:07.635974884 CET 60516 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:07.692189932 CET 53 60516 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:08.214405060 CET 51649 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:08.270862103 CET 53 51649 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:08.430354118 CET 65086 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:08.490838051 CET 53 65086 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:08.642206907 CET 60516 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:08.670620918 CET 56432 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:08.698357105 CET 53 60516 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:08.728116035 CET 53 56432 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:08.968219042 CET 52929 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:09.026014090 CET 53 52929 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:09.060838938 CET 64317 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:09.118418932 CET 53 64317 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:09.204711914 CET 51649 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:09.252361059 CET 53 51649 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:09.314542055 CET 61004 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:09.372143030 CET 53 61004 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:09.676743031 CET 60516 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:09.724596024 CET 53 60516 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:10.327954054 CET 51649 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:10.375837088 CET 53 51649 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:10.434396982 CET 56895 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:10.482568979 CET 53 56895 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:10.945342064 CET 62372 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:11.003283024 CET 53 62372 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:11.770167112 CET 60516 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:11.826534033 CET 53 60516 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:12.346757889 CET 51649 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:12.394587040 CET 53 51649 8.8.8.8 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP
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Jan 14, 2021 02:41:13.797233105 CET 61515 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:13.808996916 CET 56675 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:13.837306023 CET 57172 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:13.853142977 CET 53 61515 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:13.859680891 CET 53 56675 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:13.885123014 CET 53 57172 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:13.917618990 CET 55267 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:13.947866917 CET 50969 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:13.975759983 CET 53 55267 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:14.020935059 CET 53 50969 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:14.529172897 CET 64362 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:14.550518036 CET 54766 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:14.554558992 CET 61446 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:14.558866024 CET 57515 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:14.593822956 CET 53 64362 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:14.611534119 CET 53 54766 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:14.611743927 CET 53 61446 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:14.623101950 CET 53 57515 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:14.717284918 CET 58199 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:14.773364067 CET 53 58199 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:14.802102089 CET 61573 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:14.842912912 CET 65221 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:14.853817940 CET 53 61573 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:14.901011944 CET 53 65221 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:14.993221998 CET 56562 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:15.059828997 CET 53 56562 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:15.242783070 CET 53591 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:15.301871061 CET 53 53591 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:15.520164013 CET 59688 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:15.587136984 CET 53 59688 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:15.779709101 CET 60516 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:15.836035013 CET 53 60516 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:16.357237101 CET 51649 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:16.413474083 CET 53 51649 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:16.456764936 CET 56032 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:16.478374004 CET 61150 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:16.518635035 CET 53 56032 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:16.531723976 CET 63458 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:16.599107027 CET 53 63458 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:16.613775969 CET 50422 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:16.649264097 CET 53 61150 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:16.678041935 CET 53 50422 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:21.884975910 CET 53247 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:21.920522928 CET 58544 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:21.945883036 CET 53 53247 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:21.968508005 CET 53 58544 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:22.040211916 CET 53814 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:22.098289967 CET 53 53814 8.8.8.8 192.168.2.5

Jan 14, 2021 02:41:31.437469959 CET 51305 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:32.456698895 CET 51305 53 192.168.2.5 8.8.8.8

Jan 14, 2021 02:41:32.517750025 CET 53 51305 8.8.8.8 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 14, 2021 02:40:38.644640923 CET 192.168.2.5 8.8.8.8 0xd64e Standard query 
(0)

outlookplu
g.webstarts.com

A (IP address) IN (0x0001)

Jan 14, 2021 02:40:39.470129967 CET 192.168.2.5 8.8.8.8 0xbba7 Standard query 
(0)

cdn.secure
.website

A (IP address) IN (0x0001)

Jan 14, 2021 02:40:40.426573038 CET 192.168.2.5 8.8.8.8 0x51ca Standard query 
(0)

files.secu
re.website

A (IP address) IN (0x0001)

Jan 14, 2021 02:40:40.445023060 CET 192.168.2.5 8.8.8.8 0xa189 Standard query 
(0)

www.websta
rts.com

A (IP address) IN (0x0001)

Jan 14, 2021 02:40:58.141984940 CET 192.168.2.5 8.8.8.8 0x674 Standard query 
(0)

outlookplu
g.webstarts.com

A (IP address) IN (0x0001)
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Jan 14, 2021 02:41:02.419054031 CET 192.168.2.5 8.8.8.8 0xa175 Standard query 
(0)

f000.backb
lazeb2.com

A (IP address) IN (0x0001)

Jan 14, 2021 02:41:03.519881964 CET 192.168.2.5 8.8.8.8 0x5e3 Standard query 
(0)

trasaction
smtp.com

A (IP address) IN (0x0001)

Jan 14, 2021 02:41:04.271492958 CET 192.168.2.5 8.8.8.8 0xe5c1 Standard query 
(0)

instagram.com A (IP address) IN (0x0001)

Jan 14, 2021 02:41:05.067270994 CET 192.168.2.5 8.8.8.8 0x309d Standard query 
(0)

www.instag
ram.com

A (IP address) IN (0x0001)

Jan 14, 2021 02:41:08.430354118 CET 192.168.2.5 8.8.8.8 0x9822 Standard query 
(0)

facebook.com A (IP address) IN (0x0001)

Jan 14, 2021 02:41:08.670620918 CET 192.168.2.5 8.8.8.8 0x7550 Standard query 
(0)

m.facebook.com A (IP address) IN (0x0001)

Jan 14, 2021 02:41:08.968219042 CET 192.168.2.5 8.8.8.8 0xb82e Standard query 
(0)

static.xx.
fbcdn.net

A (IP address) IN (0x0001)

Jan 14, 2021 02:41:09.060838938 CET 192.168.2.5 8.8.8.8 0x73e6 Standard query 
(0)

fbcdn.net A (IP address) IN (0x0001)

Jan 14, 2021 02:41:09.314542055 CET 192.168.2.5 8.8.8.8 0xda89 Standard query 
(0)

fbsbx.com A (IP address) IN (0x0001)

Jan 14, 2021 02:41:10.434396982 CET 192.168.2.5 8.8.8.8 0x165c Standard query 
(0)

twitter.com A (IP address) IN (0x0001)

Jan 14, 2021 02:41:10.945342064 CET 192.168.2.5 8.8.8.8 0x237c Standard query 
(0)

abs.twimg.com A (IP address) IN (0x0001)

Jan 14, 2021 02:41:13.797233105 CET 192.168.2.5 8.8.8.8 0xe67b Standard query 
(0)

maxcdn.boo
tstrapcdn.com

A (IP address) IN (0x0001)

Jan 14, 2021 02:41:13.808996916 CET 192.168.2.5 8.8.8.8 0xabf8 Standard query 
(0)

code.jquery.com A (IP address) IN (0x0001)

Jan 14, 2021 02:41:13.837306023 CET 192.168.2.5 8.8.8.8 0x9ce3 Standard query 
(0)

cdnjs.clou
dflare.com

A (IP address) IN (0x0001)

Jan 14, 2021 02:41:13.917618990 CET 192.168.2.5 8.8.8.8 0x33e7 Standard query 
(0)

ws-customer-file-
upload-storag
e.s3.amazo
naws.com

A (IP address) IN (0x0001)

Jan 14, 2021 02:41:13.947866917 CET 192.168.2.5 8.8.8.8 0x8249 Standard query 
(0)

stats.webs
tarts.com

A (IP address) IN (0x0001)

Jan 14, 2021 02:41:14.529172897 CET 192.168.2.5 8.8.8.8 0xe3b9 Standard query 
(0)

www.youtub
e.com

A (IP address) IN (0x0001)

Jan 14, 2021 02:41:14.550518036 CET 192.168.2.5 8.8.8.8 0x8610 Standard query 
(0)

counter.hi
tslink.com

A (IP address) IN (0x0001)

Jan 14, 2021 02:41:14.554558992 CET 192.168.2.5 8.8.8.8 0xc470 Standard query 
(0)

connect.fa
cebook.net

A (IP address) IN (0x0001)

Jan 14, 2021 02:41:14.717284918 CET 192.168.2.5 8.8.8.8 0xc3c1 Standard query 
(0)

geolocation-
db.com

A (IP address) IN (0x0001)

Jan 14, 2021 02:41:14.802102089 CET 192.168.2.5 8.8.8.8 0x90bb Standard query 
(0)

www.facebo
ok.com

A (IP address) IN (0x0001)

Jan 14, 2021 02:41:14.993221998 CET 192.168.2.5 8.8.8.8 0x29cb Standard query 
(0)

stats.g.do
ubleclick.net

A (IP address) IN (0x0001)

Jan 14, 2021 02:41:15.520164013 CET 192.168.2.5 8.8.8.8 0x2f63 Standard query 
(0)

www.google
.co.uk

A (IP address) IN (0x0001)

Jan 14, 2021 02:41:16.456764936 CET 192.168.2.5 8.8.8.8 0x245f Standard query 
(0)

loc1.hitsp
rocessor.com

A (IP address) IN (0x0001)

Jan 14, 2021 02:41:16.478374004 CET 192.168.2.5 8.8.8.8 0x90c3 Standard query 
(0)

a-20000000
5.gator.io

A (IP address) IN (0x0001)

Jan 14, 2021 02:41:16.531723976 CET 192.168.2.5 8.8.8.8 0xef7 Standard query 
(0)

googleads.
g.doubleclick.net

A (IP address) IN (0x0001)

Jan 14, 2021 02:41:16.613775969 CET 192.168.2.5 8.8.8.8 0xb514 Standard query 
(0)

static.dou
bleclick.net

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 14, 2021 
02:40:38.705343962 
CET

8.8.8.8 192.168.2.5 0xd64e No error (0) outlookplu
g.webstarts.com

a23e8ffd6a08828ba.awsgl
obalaccelerator.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:40:38.705343962 
CET

8.8.8.8 192.168.2.5 0xd64e No error (0) a23e8ffd6a
08828ba.aw
sglobalacc
elerator.com

13.248.166.219 A (IP address) IN (0x0001)

Jan 14, 2021 
02:40:38.705343962 
CET

8.8.8.8 192.168.2.5 0xd64e No error (0) a23e8ffd6a
08828ba.aw
sglobalacc
elerator.com

76.223.35.186 A (IP address) IN (0x0001)

Jan 14, 2021 
02:40:39.530416012 
CET

8.8.8.8 192.168.2.5 0xbba7 No error (0) cdn.secure
.website

dk64etyg7glz4.cloudfront.
net

CNAME 
(Canonical 
name)

IN (0x0001)
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Jan 14, 2021 
02:40:39.530416012 
CET

8.8.8.8 192.168.2.5 0xbba7 No error (0) dk64etyg7g
lz4.cloudf
ront.net

13.224.94.11 A (IP address) IN (0x0001)

Jan 14, 2021 
02:40:39.530416012 
CET

8.8.8.8 192.168.2.5 0xbba7 No error (0) dk64etyg7g
lz4.cloudf
ront.net

13.224.94.84 A (IP address) IN (0x0001)

Jan 14, 2021 
02:40:39.530416012 
CET

8.8.8.8 192.168.2.5 0xbba7 No error (0) dk64etyg7g
lz4.cloudf
ront.net

13.224.94.34 A (IP address) IN (0x0001)

Jan 14, 2021 
02:40:39.530416012 
CET

8.8.8.8 192.168.2.5 0xbba7 No error (0) dk64etyg7g
lz4.cloudf
ront.net

13.224.94.23 A (IP address) IN (0x0001)

Jan 14, 2021 
02:40:40.491245031 
CET

8.8.8.8 192.168.2.5 0x51ca No error (0) files.secu
re.website

dk64etyg7glz4.cloudfront.
net

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:40:40.491245031 
CET

8.8.8.8 192.168.2.5 0x51ca No error (0) dk64etyg7g
lz4.cloudf
ront.net

13.224.94.84 A (IP address) IN (0x0001)

Jan 14, 2021 
02:40:40.491245031 
CET

8.8.8.8 192.168.2.5 0x51ca No error (0) dk64etyg7g
lz4.cloudf
ront.net

13.224.94.11 A (IP address) IN (0x0001)

Jan 14, 2021 
02:40:40.491245031 
CET

8.8.8.8 192.168.2.5 0x51ca No error (0) dk64etyg7g
lz4.cloudf
ront.net

13.224.94.23 A (IP address) IN (0x0001)

Jan 14, 2021 
02:40:40.491245031 
CET

8.8.8.8 192.168.2.5 0x51ca No error (0) dk64etyg7g
lz4.cloudf
ront.net

13.224.94.34 A (IP address) IN (0x0001)

Jan 14, 2021 
02:40:40.505825996 
CET

8.8.8.8 192.168.2.5 0xa189 No error (0) www.websta
rts.com

76.223.7.137 A (IP address) IN (0x0001)

Jan 14, 2021 
02:40:40.505825996 
CET

8.8.8.8 192.168.2.5 0xa189 No error (0) www.websta
rts.com

13.248.135.239 A (IP address) IN (0x0001)

Jan 14, 2021 
02:40:58.201227903 
CET

8.8.8.8 192.168.2.5 0x674 No error (0) outlookplu
g.webstarts.com

a23e8ffd6a08828ba.awsgl
obalaccelerator.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:40:58.201227903 
CET

8.8.8.8 192.168.2.5 0x674 No error (0) a23e8ffd6a
08828ba.aw
sglobalacc
elerator.com

13.248.166.219 A (IP address) IN (0x0001)

Jan 14, 2021 
02:40:58.201227903 
CET

8.8.8.8 192.168.2.5 0x674 No error (0) a23e8ffd6a
08828ba.aw
sglobalacc
elerator.com

76.223.35.186 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:02.478441000 
CET

8.8.8.8 192.168.2.5 0xa175 No error (0) f000.backb
lazeb2.com

104.153.233.177 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:03.590270042 
CET

8.8.8.8 192.168.2.5 0x5e3 No error (0) trasaction
smtp.com

172.67.202.97 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:03.590270042 
CET

8.8.8.8 192.168.2.5 0x5e3 No error (0) trasaction
smtp.com

104.18.55.96 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:03.590270042 
CET

8.8.8.8 192.168.2.5 0x5e3 No error (0) trasaction
smtp.com

104.18.54.96 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:04.322287083 
CET

8.8.8.8 192.168.2.5 0xe5c1 No error (0) instagram.com 54.145.10.249 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:04.322287083 
CET

8.8.8.8 192.168.2.5 0xe5c1 No error (0) instagram.com 52.5.199.160 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:04.322287083 
CET

8.8.8.8 192.168.2.5 0xe5c1 No error (0) instagram.com 52.200.54.57 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:04.322287083 
CET

8.8.8.8 192.168.2.5 0xe5c1 No error (0) instagram.com 35.172.98.27 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:04.322287083 
CET

8.8.8.8 192.168.2.5 0xe5c1 No error (0) instagram.com 3.218.162.209 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:04.322287083 
CET

8.8.8.8 192.168.2.5 0xe5c1 No error (0) instagram.com 52.2.16.71 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:04.322287083 
CET

8.8.8.8 192.168.2.5 0xe5c1 No error (0) instagram.com 3.222.242.156 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Jan 14, 2021 
02:41:04.322287083 
CET

8.8.8.8 192.168.2.5 0xe5c1 No error (0) instagram.com 3.208.218.29 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:05.125425100 
CET

8.8.8.8 192.168.2.5 0x309d No error (0) www.instag
ram.com

z-p42-
instagram.c10r.facebook.
com

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:41:05.125425100 
CET

8.8.8.8 192.168.2.5 0x309d No error (0) z-p42-inst
agram.c10r
.facebook.com

31.13.92.174 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:08.490838051 
CET

8.8.8.8 192.168.2.5 0x9822 No error (0) facebook.com 31.13.92.36 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:08.728116035 
CET

8.8.8.8 192.168.2.5 0x7550 No error (0) m.facebook.com star-
mini.c10r.facebook.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:41:08.728116035 
CET

8.8.8.8 192.168.2.5 0x7550 No error (0) star-mini.
c10r.faceb
ook.com

31.13.92.36 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:09.026014090 
CET

8.8.8.8 192.168.2.5 0xb82e No error (0) static.xx.
fbcdn.net

scontent.xx.fbcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:41:09.026014090 
CET

8.8.8.8 192.168.2.5 0xb82e No error (0) scontent.x
x.fbcdn.net

31.13.92.14 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:09.118418932 
CET

8.8.8.8 192.168.2.5 0x73e6 No error (0) fbcdn.net 31.13.92.36 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:09.372143030 
CET

8.8.8.8 192.168.2.5 0xda89 No error (0) fbsbx.com 31.13.92.36 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:10.482568979 
CET

8.8.8.8 192.168.2.5 0x165c No error (0) twitter.com 104.244.42.193 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:10.482568979 
CET

8.8.8.8 192.168.2.5 0x165c No error (0) twitter.com 104.244.42.1 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:11.003283024 
CET

8.8.8.8 192.168.2.5 0x237c No error (0) abs.twimg.com cs510.wpc.edgecastcdn.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:41:11.003283024 
CET

8.8.8.8 192.168.2.5 0x237c No error (0) cs510.wpc.
edgecastcdn.net

152.199.21.141 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:13.853142977 
CET

8.8.8.8 192.168.2.5 0xe67b No error (0) maxcdn.boo
tstrapcdn.com

cds.j3z9t3p6.hwcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:41:13.859680891 
CET

8.8.8.8 192.168.2.5 0xabf8 No error (0) code.jquery.com cds.s5x3j6q5.hwcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:41:13.885123014 
CET

8.8.8.8 192.168.2.5 0x9ce3 No error (0) cdnjs.clou
dflare.com

104.16.19.94 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:13.885123014 
CET

8.8.8.8 192.168.2.5 0x9ce3 No error (0) cdnjs.clou
dflare.com

104.16.18.94 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:13.975759983 
CET

8.8.8.8 192.168.2.5 0x33e7 No error (0) ws-customer-
file-upload-
storag
e.s3.amazo
naws.com

s3-us-west-2-
w.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:41:13.975759983 
CET

8.8.8.8 192.168.2.5 0x33e7 No error (0) s3-us-west-2-
w.amazo
naws.com

52.218.217.235 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:14.020935059 
CET

8.8.8.8 192.168.2.5 0x8249 No error (0) stats.webs
tarts.com

stats.webstarts.com.re.ge
tclicky.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:41:14.020935059 
CET

8.8.8.8 192.168.2.5 0x8249 No error (0) stats.webs
tarts.com.
re.getclicky.com

198.145.13.12 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:14.020935059 
CET

8.8.8.8 192.168.2.5 0x8249 No error (0) stats.webs
tarts.com.
re.getclicky.com

198.145.13.11 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:14.020935059 
CET

8.8.8.8 192.168.2.5 0x8249 No error (0) stats.webs
tarts.com.
re.getclicky.com

198.145.13.14 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:14.020935059 
CET

8.8.8.8 192.168.2.5 0x8249 No error (0) stats.webs
tarts.com.
re.getclicky.com

198.145.13.13 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Jan 14, 2021 
02:41:14.593822956 
CET

8.8.8.8 192.168.2.5 0xe3b9 No error (0) www.youtub
e.com

youtube-ui.l.google.com CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:41:14.611534119 
CET

8.8.8.8 192.168.2.5 0x8610 No error (0) counter.hi
tslink.com

54.149.60.28 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:14.611743927 
CET

8.8.8.8 192.168.2.5 0xc470 No error (0) connect.fa
cebook.net

scontent.xx.fbcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:41:14.611743927 
CET

8.8.8.8 192.168.2.5 0xc470 No error (0) scontent.x
x.fbcdn.net

31.13.92.14 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:14.773364067 
CET

8.8.8.8 192.168.2.5 0xc3c1 No error (0) geolocation-
db.com

46.101.248.169 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:14.853817940 
CET

8.8.8.8 192.168.2.5 0x90bb No error (0) www.facebo
ok.com

star-
mini.c10r.facebook.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:41:14.853817940 
CET

8.8.8.8 192.168.2.5 0x90bb No error (0) star-mini.
c10r.faceb
ook.com

185.60.216.35 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:15.059828997 
CET

8.8.8.8 192.168.2.5 0x29cb No error (0) stats.g.do
ubleclick.net

stats.l.doubleclick.net CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:41:15.059828997 
CET

8.8.8.8 192.168.2.5 0x29cb No error (0) stats.l.do
ubleclick.net

108.177.126.156 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:15.059828997 
CET

8.8.8.8 192.168.2.5 0x29cb No error (0) stats.l.do
ubleclick.net

108.177.126.154 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:15.059828997 
CET

8.8.8.8 192.168.2.5 0x29cb No error (0) stats.l.do
ubleclick.net

108.177.126.155 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:15.059828997 
CET

8.8.8.8 192.168.2.5 0x29cb No error (0) stats.l.do
ubleclick.net

108.177.126.157 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:15.587136984 
CET

8.8.8.8 192.168.2.5 0x2f63 No error (0) www.google
.co.uk

108.177.127.94 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:16.518635035 
CET

8.8.8.8 192.168.2.5 0x245f No error (0) loc1.hitsp
rocessor.com

52.42.142.48 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:16.599107027 
CET

8.8.8.8 192.168.2.5 0xef7 No error (0) googleads.
g.doubleclick.net

pagead46.l.doubleclick.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:41:16.599107027 
CET

8.8.8.8 192.168.2.5 0xef7 No error (0) pagead46.l
.doubleclick.net

108.177.119.154 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:16.599107027 
CET

8.8.8.8 192.168.2.5 0xef7 No error (0) pagead46.l
.doubleclick.net

108.177.119.157 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:16.599107027 
CET

8.8.8.8 192.168.2.5 0xef7 No error (0) pagead46.l
.doubleclick.net

108.177.119.155 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:16.599107027 
CET

8.8.8.8 192.168.2.5 0xef7 No error (0) pagead46.l
.doubleclick.net

108.177.119.156 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:16.649264097 
CET

8.8.8.8 192.168.2.5 0x90c3 No error (0) a-20000000
5.gator.io

gatorapi.com CNAME 
(Canonical 
name)

IN (0x0001)

Jan 14, 2021 
02:41:16.649264097 
CET

8.8.8.8 192.168.2.5 0x90c3 No error (0) gatorapi.com 52.25.41.2 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:16.649264097 
CET

8.8.8.8 192.168.2.5 0x90c3 No error (0) gatorapi.com 44.235.135.21 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:16.649264097 
CET

8.8.8.8 192.168.2.5 0x90c3 No error (0) gatorapi.com 34.212.120.25 A (IP address) IN (0x0001)

Jan 14, 2021 
02:41:16.678041935 
CET

8.8.8.8 192.168.2.5 0xb514 No error (0) static.dou
bleclick.net

static-doubleclick-
net.l.google.com

CNAME 
(Canonical 
name)

IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

outlookplug.webstarts.com
instagram.com

HTTP Request Dependency Graph
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Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.5 49720 13.248.166.219 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2021 
02:40:38.755440950 CET

657 OUT GET / HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: outlookplug.webstarts.com
Connection: Keep-Alive

Jan 14, 2021 
02:40:38.953511000 CET

658 IN HTTP/1.1 301 Moved Permanently
Server: awselb/2.0
Date: Thu, 14 Jan 2021 01:40:38 GMT
Content-Type: text/html
Content-Length: 134
Connection: keep-alive
Location: https://outlookplug.webstarts.com:443/
Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 
6e 65 6e 74 6c 79 3c 2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 
68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6c 79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 
3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>301 Moved Permanently</title></head><body><center><h1>301 Moved Permanently</h1
></center></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.5 49751 54.145.10.249 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Jan 14, 2021 
02:41:04.451714993 CET

1719 OUT GET /freewebsitebuilder HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: instagram.com
Connection: Keep-Alive

Jan 14, 2021 
02:41:04.580686092 CET

1730 IN HTTP/1.1 301 Moved Permanently
Location: https://instagram.com/freewebsitebuilder
Content-Type: text/plain
Server: proxygen-bolt
Alt-Svc: h3-29=":443"; ma=3600,h3-27=":443"; ma=3600
Date: Thu, 14 Jan 2021 01:41:04 GMT
Connection: keep-alive
Content-Length: 0

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Jan 14, 2021 
02:40:39.202399969 
CET

13.248.166.219 443 192.168.2.5 49722 CN=www.webstarts.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Tue Oct 
06 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Fri Nov 
05 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

HTTP Packets

HTTPS Packets
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CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jan 14, 2021 
02:40:39.888117075 
CET

13.224.94.11 443 192.168.2.5 49727 CN=static.secure.website 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Thu Mar 
26 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Apr 
26 
14:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jan 14, 2021 
02:40:39.889672995 
CET

13.224.94.11 443 192.168.2.5 49726 CN=static.secure.website 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Thu Mar 
26 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Apr 
26 
14:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jan 14, 2021 
02:40:39.891752005 
CET

13.224.94.11 443 192.168.2.5 49730 CN=static.secure.website 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Thu Mar 
26 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Apr 
26 
14:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jan 14, 2021 
02:40:39.891861916 
CET

13.224.94.11 443 192.168.2.5 49728 CN=static.secure.website 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Thu Mar 
26 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Apr 
26 
14:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Jan 14, 2021 
02:40:39.891901970 
CET

13.224.94.11 443 192.168.2.5 49725 CN=static.secure.website 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Thu Mar 
26 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Apr 
26 
14:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jan 14, 2021 
02:40:39.893493891 
CET

13.224.94.11 443 192.168.2.5 49729 CN=static.secure.website 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Thu Mar 
26 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Apr 
26 
14:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Jan 14, 2021 
02:40:40.683568954 
CET

13.224.94.84 443 192.168.2.5 49739 CN=static.secure.website 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Thu Mar 
26 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Apr 
26 
14:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jan 14, 2021 
02:40:40.781712055 
CET

13.224.94.84 443 192.168.2.5 49740 CN=static.secure.website 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Thu Mar 
26 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Apr 
26 
14:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Timestamp Source IP
Source
Port Dest IP

Dest
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Not
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Not
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JA3 SSL Client
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Jan 14, 2021 
02:40:40.892143011 
CET

76.223.7.137 443 192.168.2.5 49742 CN=www.webstarts.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Tue Oct 
06 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Fri Nov 
05 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jan 14, 2021 
02:40:40.898348093 
CET

76.223.7.137 443 192.168.2.5 49741 CN=www.webstarts.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Tue Oct 
06 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Fri Nov 
05 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Timestamp Source IP
Source
Port Dest IP

Dest
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Not
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Jan 14, 2021 
02:40:58.446680069 
CET

13.248.166.219 443 192.168.2.5 49745 CN=www.webstarts.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Tue Oct 
06 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Fri Nov 
05 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-
65281,29-23-
24,0

37f463bf4616ecd445d4a1
937da06e19

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jan 14, 2021 
02:41:03.688086987 
CET

172.67.202.97 443 192.168.2.5 49749 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Sun Sep 
06 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Mon 
Sep 06 
14:00:00 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Jan 14, 2021 
02:41:03.688623905 
CET

172.67.202.97 443 192.168.2.5 49750 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Sun Sep 
06 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Mon 
Sep 06 
14:00:00 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Jan 14, 2021 
02:41:04.857580900 
CET

54.145.10.249 443 192.168.2.5 49755 CN=*.instagram.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Dec 
12 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Fri Mar 
12 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
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Not
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JA3 SSL Client
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Jan 14, 2021 
02:41:05.210457087 
CET

31.13.92.174 443 192.168.2.5 49757 CN=*.www.instagram.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
27 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Feb 
25 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jan 14, 2021 
02:41:05.218631983 
CET

31.13.92.174 443 192.168.2.5 49756 CN=*.www.instagram.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
27 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Feb 
25 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jan 14, 2021 
02:41:08.574704885 
CET

31.13.92.36 443 192.168.2.5 49758 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Dec 
22 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Mon Mar 
22 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jan 14, 2021 
02:41:08.577717066 
CET

31.13.92.36 443 192.168.2.5 49759 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Dec 
22 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Mon Mar 
22 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jan 14, 2021 
02:41:08.811567068 
CET

31.13.92.36 443 192.168.2.5 49761 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Dec 
22 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Mon Mar 
22 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
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JA3 SSL Client
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Jan 14, 2021 
02:41:08.811798096 
CET

31.13.92.36 443 192.168.2.5 49760 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Dec 
22 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Mon Mar 
22 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jan 14, 2021 
02:41:09.114968061 
CET

31.13.92.14 443 192.168.2.5 49763 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Dec 
22 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Mon Mar 
22 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jan 14, 2021 
02:41:09.115309954 
CET

31.13.92.14 443 192.168.2.5 49764 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Dec 
22 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Mon Mar 
22 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jan 14, 2021 
02:41:09.115433931 
CET

31.13.92.14 443 192.168.2.5 49767 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Dec 
22 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Mon Mar 
22 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jan 14, 2021 
02:41:09.115570068 
CET

31.13.92.14 443 192.168.2.5 49765 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Dec 
22 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Mon Mar 
22 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Timestamp Source IP
Source
Port Dest IP

Dest
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Not
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Not
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Jan 14, 2021 
02:41:09.116159916 
CET

31.13.92.14 443 192.168.2.5 49762 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Dec 
22 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Mon Mar 
22 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jan 14, 2021 
02:41:09.116271973 
CET

31.13.92.14 443 192.168.2.5 49766 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Dec 
22 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Mon Mar 
22 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jan 14, 2021 
02:41:09.206617117 
CET

31.13.92.36 443 192.168.2.5 49768 CN=fbcdn.net, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Dec 
10 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed 
Mar 10 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jan 14, 2021 
02:41:09.207030058 
CET

31.13.92.36 443 192.168.2.5 49769 CN=fbcdn.net, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Dec 
10 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed 
Mar 10 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jan 14, 2021 
02:41:09.460227966 
CET

31.13.92.36 443 192.168.2.5 49770 CN=fbcdn.net, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Dec 
10 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed 
Mar 10 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-159-158-
49188-49187-
49192-49191-
49162-49161-
49172-49171-
157-156-61-60-
53-47-10,0-10-
11-13-35-16-23-
24-65281,29-
23-24,0

3faf2df7ab96c36419c317
25cb1fa7d6

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Timestamp Source IP
Source
Port Dest IP

Dest
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Not
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Not
After
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Fingerprint JA3 SSL Client Digest
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Jan 14, 2021 
02:41:09.460860968 
CET

31.13.92.36 443 192.168.2.5 49771 CN=fbcdn.net, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Dec 
10 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed 
Mar 10 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-159-158-
49188-49187-
49192-49191-
49162-49161-
49172-49171-
157-156-61-60-
53-47-10,0-10-
11-13-35-16-23-
24-65281,29-
23-24,0

3faf2df7ab96c36419c317
25cb1fa7d6

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jan 14, 2021 
02:41:10.566684008 
CET

104.244.42.193 443 192.168.2.5 49772 CN=twitter.com, OU=fra2, 
O="Twitter, Inc.", L=San 
Francisco, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Mar 
05 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Mar 
02 
13:00:00 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jan 14, 2021 
02:41:10.566960096 
CET

104.244.42.193 443 192.168.2.5 49773 CN=twitter.com, OU=fra2, 
O="Twitter, Inc.", L=San 
Francisco, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Mar 
05 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue Mar 
02 
13:00:00 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jan 14, 2021 
02:41:11.305072069 
CET

152.199.21.141 443 192.168.2.5 49774 CN=*.twimg.com, 
O="Twitter, Inc.", L=San 
Francisco, ST=California, 
C=US CN=DigiCert TLS 
RSA SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Nov 
05 
01:00:00 
CET 
2020 
Thu Sep 
24 
02:00:00 
CEST 
2020

Wed 
Nov 10 
00:59:59 
CET 
2021 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

Jan 14, 2021 
02:41:11.308336973 
CET

152.199.21.141 443 192.168.2.5 49775 CN=*.twimg.com, 
O="Twitter, Inc.", L=San 
Francisco, ST=California, 
C=US CN=DigiCert TLS 
RSA SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Nov 
05 
01:00:00 
CET 
2020 
Thu Sep 
24 
02:00:00 
CEST 
2020

Wed 
Nov 10 
00:59:59 
CET 
2021 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030
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Jan 14, 2021 
02:41:11.342478991 
CET

152.199.21.141 443 192.168.2.5 49776 CN=*.twimg.com, 
O="Twitter, Inc.", L=San 
Francisco, ST=California, 
C=US CN=DigiCert TLS 
RSA SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Nov 
05 
01:00:00 
CET 
2020 
Thu Sep 
24 
02:00:00 
CEST 
2020

Wed 
Nov 10 
00:59:59 
CET 
2021 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

Jan 14, 2021 
02:41:11.344250917 
CET

152.199.21.141 443 192.168.2.5 49777 CN=*.twimg.com, 
O="Twitter, Inc.", L=San 
Francisco, ST=California, 
C=US CN=DigiCert TLS 
RSA SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Nov 
05 
01:00:00 
CET 
2020 
Thu Sep 
24 
02:00:00 
CEST 
2020

Wed 
Nov 10 
00:59:59 
CET 
2021 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

Jan 14, 2021 
02:41:14.001681089 
CET

104.16.19.94 443 192.168.2.5 49781 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Wed Oct 
21 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Thu Oct 
21 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Jan 14, 2021 
02:41:14.002449989 
CET

104.16.19.94 443 192.168.2.5 49782 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Wed Oct 
21 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Thu Oct 
21 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Jan 14, 2021 
02:41:14.003549099 
CET

104.16.19.94 443 192.168.2.5 49780 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Wed Oct 
21 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Thu Oct 
21 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025
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Jan 14, 2021 
02:41:14.394844055 
CET

198.145.13.12 443 192.168.2.5 49788 CN=win.staticstuff.net 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Wed 
Jan 06 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Mon Feb 
07 
00:59:59 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Jan 14, 2021 
02:41:14.396874905 
CET

198.145.13.12 443 192.168.2.5 49789 CN=win.staticstuff.net 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Wed 
Jan 06 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Mon Feb 
07 
00:59:59 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Jan 14, 2021 
02:41:14.403111935 
CET

52.218.217.235 443 192.168.2.5 49786 CN=*.s3.amazonaws.com, 
O="Amazon.com, Inc.", 
L=Seattle, ST=Washington, 
C=US CN=DigiCert 
Baltimore CA-2 G2, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Baltimore 
CA-2 G2, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Sat Nov 
09 
01:00:00 
CET 
2019 
Tue Dec 
08 
13:05:07 
CET 
2015

Fri Mar 
12 
13:00:00 
CET 
2021 
Sat May 
10 
14:00:00 
CEST 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c
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CN=DigiCert Baltimore CA-2 
G2, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Tue Dec 
08 
13:05:07 
CET 
2015

Sat May 
10 
14:00:00 
CEST 
2025

Jan 14, 2021 
02:41:14.408143997 
CET

52.218.217.235 443 192.168.2.5 49787 CN=*.s3.amazonaws.com, 
O="Amazon.com, Inc.", 
L=Seattle, ST=Washington, 
C=US CN=DigiCert 
Baltimore CA-2 G2, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Baltimore 
CA-2 G2, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Sat Nov 
09 
01:00:00 
CET 
2019 
Tue Dec 
08 
13:05:07 
CET 
2015

Fri Mar 
12 
13:00:00 
CET 
2021 
Sat May 
10 
14:00:00 
CEST 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert Baltimore CA-2 
G2, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Tue Dec 
08 
13:05:07 
CET 
2015

Sat May 
10 
14:00:00 
CEST 
2025

Jan 14, 2021 
02:41:14.717258930 
CET

31.13.92.14 443 192.168.2.5 49792 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Dec 
22 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Mon Mar 
22 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jan 14, 2021 
02:41:14.718059063 
CET

31.13.92.14 443 192.168.2.5 49796 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Dec 
22 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Mon Mar 
22 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jan 14, 2021 
02:41:14.861329079 
CET

46.101.248.169 443 192.168.2.5 49799 CN=geolocation-db.com 
CN=Let's Encrypt Authority 
X3, O=Let's Encrypt, C=US

CN=Let's Encrypt 
Authority X3, O=Let's 
Encrypt, C=US 
CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Thu Oct 
22 
10:48:25 
CEST 
2020 
Thu Mar 
17 
17:40:46 
CET 
2016

Wed 
Jan 20 
09:48:25 
CET 
2021 
Wed 
Mar 17 
17:40:46 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Let's Encrypt Authority 
X3, O=Let's Encrypt, C=US

CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Thu Mar 
17 
17:40:46 
CET 
2016

Wed 
Mar 17 
17:40:46 
CET 
2021

Jan 14, 2021 
02:41:14.863452911 
CET

46.101.248.169 443 192.168.2.5 49800 CN=geolocation-db.com 
CN=Let's Encrypt Authority 
X3, O=Let's Encrypt, C=US

CN=Let's Encrypt 
Authority X3, O=Let's 
Encrypt, C=US 
CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Thu Oct 
22 
10:48:25 
CEST 
2020 
Thu Mar 
17 
17:40:46 
CET 
2016

Wed 
Jan 20 
09:48:25 
CET 
2021 
Wed 
Mar 17 
17:40:46 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Let's Encrypt Authority 
X3, O=Let's Encrypt, C=US

CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Thu Mar 
17 
17:40:46 
CET 
2016

Wed 
Mar 17 
17:40:46 
CET 
2021
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Jan 14, 2021 
02:41:14.963565111 
CET

185.60.216.35 443 192.168.2.5 49801 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Dec 
22 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Mon Mar 
22 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jan 14, 2021 
02:41:14.979621887 
CET

185.60.216.35 443 192.168.2.5 49802 CN=*.facebook.com, 
O="Facebook, Inc.", 
L=Menlo Park, 
ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Dec 
22 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Mon Mar 
22 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jan 14, 2021 
02:41:15.069472075 
CET

54.149.60.28 443 192.168.2.5 49795 CN=*.hitslink.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Feb 19 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Fri Mar 
19 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034
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Jan 14, 2021 
02:41:15.071414948 
CET

54.149.60.28 443 192.168.2.5 49794 CN=*.hitslink.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Feb 19 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Fri Mar 
19 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jan 14, 2021 
02:41:15.072768927 
CET

54.149.60.28 443 192.168.2.5 49793 CN=*.hitslink.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Feb 19 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Fri Mar 
19 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034
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Jan 14, 2021 
02:41:15.160032034 
CET

108.177.126.156 443 192.168.2.5 49804 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Dec 
15 
15:42:47 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Mar 
09 
15:42:46 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Jan 14, 2021 
02:41:15.160181046 
CET

108.177.126.156 443 192.168.2.5 49805 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Dec 
15 
15:42:47 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Mar 
09 
15:42:46 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Jan 14, 2021 
02:41:16.701914072 
CET

108.177.119.154 443 192.168.2.5 49812 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Dec 
15 
15:42:47 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Mar 
09 
15:42:46 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Jan 14, 2021 
02:41:16.704190969 
CET

108.177.119.154 443 192.168.2.5 49813 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Dec 
15 
15:42:47 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Mar 
09 
15:42:46 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Jan 14, 2021 
02:41:16.934806108 
CET

52.42.142.48 443 192.168.2.5 49810 CN=*.hitsprocessor.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Feb 19 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Fri Mar 
19 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c
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CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jan 14, 2021 
02:41:16.937047005 
CET

52.42.142.48 443 192.168.2.5 49811 CN=*.hitsprocessor.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Feb 19 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Fri Mar 
19 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jan 14, 2021 
02:41:17.066787004 
CET

52.25.41.2 443 192.168.2.5 49814 CN=gatorapi.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Mon 
Nov 02 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Thu Dec 
02 
00:59:59 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Code Manipulations

Statistics

Behavior

• iexplore.exe

• iexplore.exe

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jan 14, 2021 
02:41:17.067863941 
CET

52.25.41.2 443 192.168.2.5 49815 CN=gatorapi.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Mon 
Nov 02 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Thu Dec 
02 
00:59:59 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Copyright null 2021 Page 74 of 76



Click to jump to process

System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 02:40:36

Start date: 14/01/2021

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff746420000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Analysis Process: iexplore.exe PID: 5468 Parent PID: 792Analysis Process: iexplore.exe PID: 5468 Parent PID: 792

General

Analysis Process: iexplore.exe PID: 4012 Parent PID: 5468Analysis Process: iexplore.exe PID: 4012 Parent PID: 5468
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Disassembly

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 02:40:37

Start date: 14/01/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:5468 CREDAT:17410 
/prefetch:2

Imagebase: 0xa0000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

General
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