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Analysis Report http://t.orders.destinationmaternity.com...

Overview

General Information Detection Signatures Classification

Sample URL: hitp://t.orders.destinationm
aternity.com/r/?id=h1fef42,
971b0f,971b16&p1=sv.j-ss MALICIOUS
Xyz?mpeLy=ZGVubmlzLm
hvd2FyZEBzY2h3YWIuY2

ot

Analysis ID: 339439

Most interesting Screenshot:

Score: 48

Range: 0-100

Whitelisted:  false
Confidence:  100%

Startup

= System is w10x64
. @ iexplore.exe (PID: 5520 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 5640 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5520 CREDAT:17410 /prefetch:2 MD5:

071277CC2E3DF41EEEA8013E2AB58D5A)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview
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@ AV Detection

® Compliance

@ Networking

@ System Summary

g

Click to jump to signature section

AV Detection: -i.

ivirus detection for URL or domain

Mitre Att&ck Matrix

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects Impar
Valid Windows Path Process Masquerading oS File and Remote Data from  Exfiltration Non- Eavesdrop on  Remotely Modif
Accounts Management  Interception Injection Credential Directory Services Local Over Other Application Insecure Track Device Syste
Instrumentation Dumping  Discovery System Network Layer Network Without Partiti
Medium Protocol Communication Authorization
Default  Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration Application Exploit SS7to Remotely Devic
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable Over Layer Redirect Phone Wipe Data  Lockc
Initialization  Initialization Discovery  Protocol Media Bluetooth Protocol Calls/SMS Without
Scripts Scripts Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security Query SMB/Windows Data from Automated Ingress Exploit SS7 to  Obtain Delet
Accounts (Windows)  Script or Information Account Registry Admin Shares Network Exfiltration Tool Track Device  Device Devic
(Windows) Manager Shared Transfer g Location Cloud Data
Drive Backups

Behavior Graph
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Behavior Graph

Legend:
ID: 339439 l:‘ Process
URL: http://t.orders.destination... SUSPICIOUS I:I Si
ignature
Startdate: 14/01/2021 CLEAN 9
Architecture:  WINDOWS —— l:‘ Created File
Score: 48 . DNS/IP Info
=
Fiy's Is Dropped
:g Is Windows Process

favicon.ico |:(

Number of created Registry Values

Number of created Files
started

B
o0

Visual Basic

g5
2z
oz

)

Delphi

i
i
=

Java
.Net C# or VB.NET
@ iexplore.exe gg C, C++ or other language

Is malicious

D@ 2 i~

Internet

started

SV.j-SS.XyZ & destinationmat-rt-prod3-ss|-280079234.us-west-2.elb.amazonaws.com C‘
192.236.249.58, 49703, 49704, 80 44.237.144.219, 49700, 49701, 80 AT CEa nEhE

HOSTWINDSUS AMAZON-02US
United States ES United States ES

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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L

& nttp://sv.j-ssayz/main, - & Search..

& Redirecting...

I'm not a robot
reCAPTCHA
Priasy - Terms

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

hitp://t.orders.destinationmaternity.com/r/?id=h1fef42,971b0f,971b16&p1=sv.j-ss.Xyz? 2% Virustotal Browse
mpeLy=ZGVubmlzLmhvd2FyZEBzY2h3YWIuY29t

hitp://t.orders.destinationmaternity.com/r/?id=h1fef42,971b0f,971b16&p1=sv.j-ss.Xyz? 0% Avira URL Cloud safe
mpeLy=ZGVubmlzLmhvd2FyZEBzY2h3YWIuY29t

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
SV.j-SS.XyZ 1% Virustotal Browse
URLs

Source Detection Scanner Label Link
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https://www.virustotal.com/gui/url/68014a2630e48cd03a64e8f1b029caea3d53fad857b58b60cd2f1b036531e9ae/detection/u-68014a2630e48cd03a64e8f1b029caea3d53fad857b58b60cd2f1b036531e9ae-1610589860
https://www.virustotal.com/gui/url/e6acdbb0f7e239b6f681c66b5dc96fa88b19513411b92e62fc14cc95042cbe5f/detection/u-e6acdbb0f7e239b6f681c66b5dc96fa88b19513411b92e62fc14cc95042cbe5f-1610574805

Source Detection Scanner Label Link

--

hitp://sv.j-ss.xyz/main/ 1% Virustotal Browse
hitp://sv.j-ss.xyz/main/Root 0% Avira URL Cloud safe
hitp:/fiwww.wikipedia.com/ 0% URL Reputation safe
hitp:/fiwww.wikipedia.com/ 0% URL Reputation safe
hitp:/fiwww.wikipedia.com/ 0% URL Reputation safe
hitp:/fiwww.wikipedia.com/ 0% URL Reputation safe
hitp://sv.j-ss.xyz/favicon.ico 0% Avira URL Cloud safe
hitp://sv.j-ss.xyz/main/R 0% Avira URL Cloud safe
hitp://sv.j-ss.xyz/?mpeLy=ZGVubmlzLmhvd2FyZEBzY2h3YWIuY29t 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
SV.j-SS.Xyz 192.236.249.58 true false e 1%, Virustotal, Browse unknown
destinationmat-rt-prod3-ss|-280079234.us-west- 44.237.144.219 true false high
2.elb.amazonaws.com

stackpath.bootstrapcdn.com unknown unknown false high
favicon.ico unknown unknown false unknown
t.orders.destinationmaternity.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

hitp://t.orders.destinationmaternity.com/r/?id=h1fef42,971b0f,971b16&p1=sv.j-ss.Xyz? false high
mpeLy=ZGVubmlzLmhvd2FyZEBzY2h3YWIuY29t

hitp://sv.j-ss.xyz/favicon.ico false e Avira URL Cloud: safe unknown

hitp://sv.j-ss.xyz/?mpeLy=ZGVubmlzLmhvd2FyZEBzY2h3YWIuY29t false e Avira URL Cloud: safe unknown

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp://www.apache.org/licenses/LICENSE-2.0 KFOICngEU92FriMmYUtfBBc9[1].tt false high
f.2.dr, KFOMCngqEuU92FriMu4mxP[1
].ttf.2.dr, KFOICngEU92FriMmEU

9fBBCcI[1].ttf.2.dr

hitp:/fiwww.nytimes.com/ msapplication.xml3.1.dr false high
hitp:// main[1].htm.2.dr false high
https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/css/bootstr
ap.min.css
hitp:/fwww.youtube.com/ msapplication.xml7.1.dr false high
hitp://https://github.com/twbs/bootstrap/blob/master/LICENSE) bootstrap.min[1].css.2.dr false high
hitp:/fiwww.wikipedia.com/ msapplication.xml6.1.dr false e URL Reputation: safe unknown

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe
hitp:/fwww.amazon.com/ msapplication.xml.1.dr false high
hitp:/fiwww.live.com/ msapplication.xml2.1.dr false high
hitp://https://getbootstrap.com/) bootstrap.min[1].css.2.dr false high
hitp:/fiwww.reddit.com/ msapplication.xml4.1.dr false high
hitp:/fiwww.twitter.com/ msapplication.xml5.1.dr false high

nipUsvissxyzimaiR - -DFAGAFFFSCGACCSIDTMPLdr  wue  « AViaURLCloudisale  umkiown
Contacted IPs
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https://www.virustotal.com/gui/url/71c6c708df0558366d0a4afe52065d32f2f5c9d5eefbbd75dcd84ec3615fe472/detection/u-71c6c708df0558366d0a4afe52065d32f2f5c9d5eefbbd75dcd84ec3615fe472-1610562503
https://www.virustotal.com/gui/url/e6acdbb0f7e239b6f681c66b5dc96fa88b19513411b92e62fc14cc95042cbe5f/detection/u-e6acdbb0f7e239b6f681c66b5dc96fa88b19513411b92e62fc14cc95042cbe5f-1610574805
https://www.virustotal.com/gui/url/71c6c708df0558366d0a4afe52065d32f2f5c9d5eefbbd75dcd84ec3615fe472/detection/u-71c6c708df0558366d0a4afe52065d32f2f5c9d5eefbbd75dcd84ec3615fe472-1610562503
https://www.virustotal.com/gui/url/71c6c708df0558366d0a4afe52065d32f2f5c9d5eefbbd75dcd84ec3615fe472/detection/u-71c6c708df0558366d0a4afe52065d32f2f5c9d5eefbbd75dcd84ec3615fe472-1610562503

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

P Domain Country Flag ASN ASN Name Malicious
44.237.144.219 unknown United States = 16509 AMAZON-02US false
192.236.249.58 unknown United States = 54290 HOSTWINDSUS false

General Information

Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 339439

Start date: 14.01.2021

Start time: 03:16:26

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 2m 54s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: hitp://t.orders.destinationmaternity.com/r/?id=h1fef42,9

71b0f,971b16&p1=sv.j-ss.xyz?mpeLy=Z2GVubmlzLmhv
d2FyZEBzY2h3YWIuY29t

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

Number of analysed new started processes analysed: 17

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal48.win@3/30@4/2
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Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Copyright null 2021

e Adjust boot time
e Enable AMSI

Show All
e Exclude process from analysis (whitelisted):

taskhostw.exe, BackgroundTransferHost.exe,
ielowutil.exe, backgroundTaskHost.exe,
SgrmBroker.exe, svchost.exe

Excluded IPs from analysis (whitelisted):
104.42.151.234, 88.221.62.148, 209.197.3.15,
108.177.119.103, 108.177.119.105,
108.177.119.147, 108.177.119.106,
108.177.119.99, 108.177.119.104, 108.177.126.94,
108.177.127.94, 13.88.21.125, 51.104.139.180,
52.255.188.83, 92.122.213.194, 92.122.213.247,
152.199.19.161, 2.20.84.85, 67.27.234.126,
67.27.157.126, 8.253.95.120, 67.27.158.254,
8.248.113.254

Excluded domains from analysis (whitelisted):
gstaticadssl.l.google.com, arc.msn.com.nsatc.net,
al449.dscg2.akamai.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, arc.msn.com,
e11290.dspg.akamaiedge.net,
iecvlist.microsoft.com, go.microsoft.com,
audownload.windowsupdate.nsatc.net,
www.google.com, watson.telemetry.microsoft.com,
www.gstatic.com, img-prod-cms-rt-microsoft-
com.akamaized.net,
auto.au.download.windowsupdate.com.c.footprint.n
et, prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, fs.microsoft.com,
fonts.gstatic.com, ie9comview.vo.msecnd.net,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com,
skypedataprdcoleus17.cloudapp.net,
blobcollector.events.data.trafficmanager.net,
go.microsoft.com.edgekey.net,
cds.j3z9t3p6.hwedn.net,
skypedataprdcolwus16.cloudapp.net,
skypedataprdcolwus15.cloudapp.net,
cs9.wpc.vOcdn.net

Report size getting too big, too many
NtDeviceloControlFile calls found.
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Dropped Files

No context

Created | dropped Files

C:\Users\user\AppData\Local\Microsoft\internet Explorer\DOMStore\KPPQH58V\www.google[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

112

4.942318905346695

false
3:D90aK1ryRtFwsW+pEeAqOB6wSXBI3VTWIR6IAgSRhHwb0aKb:JFK1rUFy+pEeAqOB6wWSV8ILHUkb
B4B23BD79C3D779AB12DDCC348E4D66B

DC64415A03574D1F9C9308A68F71CD42CD361CD5
74472648A87CC0332DF3611FD004DB6413B0B14C181BFD4B55670353B315B4D2

DFE1148CBACCCA701463E25848381B126B0887C2E360DCD278CE9F6AC1DB72DE36E65577EC7199DCCD6575E1941755B52FB9C32B88B0A4487996F3BC6DB14¢
0

false

low

<root></root><root><item name="rc::a" value="MTI3dDBvdnBjenF6Mw==" ltime="3506317904" htime="30861926" /></root>

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{0C87431D-565A-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

30296

1.8586781605903067

false
96:1iZJZLs2LSR/9WLS4cUtLS4c3PfLS4c3hqFMLS4cGOhrLS4cGDhrLS4cGDmMhPILK:rZJIZg21/9WvtkfOFMGpef5cX
4A6A58BDOFFE834BF1E1F5D6CFC78830

75BBDAD477F938FD380B0A049D28BCB45A803DF4
B75C1E67D68CF6048AAC4AT18E7735C4536711D0C3AES8B8783270DB3D64F548D

D30DE6585E258050CD11D29E5009DF619E49BBOBEE875E029C1DAB8D7791658814D84F85EBCI0D40A9768613BFDBBC863ACEEG733DA4690D4F136CB02F7303!
C

false

low

.R.0.0.t. .[E.n.tr.

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{0C87431F-565A-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

31602

2.3818513471284564

false
192:rbZwQ06Dku/Fjh20/kWUMH/Y sVIF55)551554aT Y 51Fu/8zsA/AXARSA:rtIflu/hQOrBH/d39Ld3TYLF88VIWC
550AF79819AEFEOF373E80865A9662D1

E64639FC7D934CA12DBEOE248002C412D6DCFB09
29722445B4281BD7BDBB869264D75521E751D7BFBE3EE3C14DF530EF6ED32742

560347ADA2CDOCFD08BB5E1EB020E786EBB81A57D73DF0C4901C620E4CA98563836DE78E6914B1A6DE93CCA3AF379C54F5DC24943C8F8BCCFC3A8C6928D1/
11

false

low
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{0C874320-565A-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

16984

1.5637355568325266

false
48:1wtGepreGwpaNG4pQ2mGrapbSV/rGQpKnG7HpRC/sTGIpG:rzZUQv620BSV/FAGTC/4A
5C333EAFF129A60992C2F2F37E5912AE
00353593E5FD392B5F0C086852B9D06846CEE85C
FF6F3715751BI9F068CAA34660468416355E23499869258408F62A81FD38794A1

9026EEF69DE8946CF61C4A7AC433BD9283FD482D7C08CDD361463FE3991033BEF952C983A620E66AFCOD5AA4EC16D34057ADD9165BE2241A0A07FIDCFB7DF!
6

false

low

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.06507761473671

false

12: TMHdNMNXOEhnWiml002EtM3MHANMNXOEhnWimI000bVbKEtMb:2d6NXxOESZHKdENXOESZ76b
A916DD4B09732F8AE49963A4CEAFF29E

1BF594EAF8B87A85FC79517016DOFOBECD1AECO7
2215613E252A3918A7F4D9875F991C6BD6888F900BBOEA36CD48B324C94354EC
48D8E547F52CB8EOF0143A7EA4239C76D2101A1623957963B116724FADE92AE3D485F9FA32COCFA4F79EBEA951E470651778AF37C1C798CD857DEDSBI844ACKF
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xe2e703fb,0x01d6ea66</date><
accdate>0xe2e703fb,0x01d6eab6</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xe2e703fb,0x01d6ea66</date><accdate>0
xe2e703fb,0x01d6ea66</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.090141853445937

false
12:TMHdNMNxe2kLglgtnWiml002EtM3MHdNMNxe2kLglgtnWiml000bkak6EtMb:2d6NxrwSZHKd6NxrwSZ7Aa7h
F6ED0158DA909D6DAAOE18FC004C4ABC

E843688AEDIB7E1A7E2AC8BADB57DB67793093C6
C210816B155E66B1213D000A1217CC113808CAAL11A4043CDB391A261B3FD298F
9C3BDABEB2811D88DC4FF074EB0243696A3B53EB0OB1D509C82056E998D820F42E65945411D7297C693C7B98E25795602DAD8I3A5BAASFA400A7F8B3E857F3319¢
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xe2dfdd87,0x01d6ea66</date><a
ccdate>0xe2dfdd87,0x01d6ea66</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xe2dfdd87,0x01d6ea66</date><a
ccdate>0xe2dfdd87,0x01d6ea66</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:
Copyright null 2021

C:\Program Files\internet exploreniexplore.exe
XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
dropped
662
5.084488094519302
false
Page 12 of 26



C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-21706820\msapplication.xml

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

12: TMHANMNxvLhnWimI002EtM3MHANMNxvLhnWimI000bmZEtMb:2d6NxvNSZHKd6NXVNSZ7mb
7C35B5C285A7AF7A083625D13323E0DA

4E5FD6102280B1CFA74FFAFB35B1149F7DES519A
0011FBAB9395927824E96D9BAAESS5AF93D124433EC386FC50655AC31FFA24E59

368CB2769A2C83131E0EFA256DAB3A419583EC338B9E8947BBA048B5D65BA91A453890233D03A3698A6980CFCB4DE12FB6DAFDDF8D57F7D9E328F5D34E0135¢
E

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xe2e703fb,0x01d6ea66</date>
<accdate>0xe2e703fb,0x01d6eab6</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xe2e703fb,0x01d6eab6</date><accda
te>0xe2e703fb,0x01d6eab6</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

647

5.075712633923527

false

12: TMHANMNXIEHKnWimI002EtM3MHdNMNxIEHknWimI000bd5EtMb:2d6NXHHKSZHKdB6NXHHKSZ7Jjb
7C90EAFD6498570A8DCDF190A1814571

95DFE66167C3473A981C237423B1D44A4AABC324
1D86EB4DF39717F37B58D6CAC3AD311404B3109F092B3E429BA3DEB37A3F4EDB
2B5C5900305201932960343F89B877AB18D618FCE25253E8E120A8B512F06AAD0285ECA1BF408BB3237E217997E73F68EA30647AC4C197596477DF85F8998629
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xe2e4ala4,0x01d6ea66</date><acc
date>0xe2edala4,0x01d6ea66</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xe2e4ala4,0x01d6eab6</date><accdate>0xe2eda
1la4,0x01d6ea66</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.096178114285584

false

12: TMHANMNxhGwhnWimI002EtM3MHANMNxhGwhnWiml000b8K075EtMb:2d6NxQ0SZHKA6NxQ0oSZ7YKajb
C3AC1A66C1FFB5CDA344CE0D9354B373

8D943E672209B5CCCF816CA22CAD8F3A37B124F9
33950630F24E63B3DDE10F689CA2100104C19EDACEF085229E8E7D24418CD7F8

865CA44D7D544A0C7A2A51F481563A83F21F4DBF4AABCBCBOEGSE2C6032A9124B2E497077952AAAF54AB5596FASBADEA2FF120461E5E499E59E712DF1DA7C6E77(
0

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xe2e703fb,0x01d6ea66</date><
accdate>0xe2e703fb,0x01d6eab6</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xe2e703fb,0x01d6ea66</date><accdate>0
xe2e703fb,0x01d6ea66</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.063440353346694

false

12: TMHdNMNXONEHKnWimI002EtM3MHANMNXONEHKNWiImIO0ObxEtMb: 2d6NXOEHKSZHKd6NXOEHKSZ7nb
ADF4895B9EEBFF04657F78F307C0C493

EF7EB98E5AADF830541879500FA963D1A0ES7222
4DFO3CAE1F96E0F889EC83AED911AD5A2D25C04FE1485349422CA97707E7A709
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C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

SHA-512:

Malicious:
Reputation:

Preview:

BO9BAESF4878CE2C684E5FC04D7D285FOCECD85312CFC5787EABD54D14C0AABB9B44DD433B4F5A9BB3780E3675D127CACDE70473FBC4AD4AGE7E181A95F57!
6F2

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xe2e4ala4,0x01d6eab6</date><a
ccdate>0xe2edala4,0x01d6ea66</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xe2e4ala4,0x01d6ea66</date><accdate>0xe
2edalas,0x01d6ea66</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.100849060274878

false

12: TMHANMNXXEHKnWimI002EtM3MHANMNXxXEHKnWimI000b6Kg5EtMb:2d6NxiHkSZHKd6NxiHKkSZ70b
4EA956E6F065C86ABA9C12E3730184B9

3CE194C76538FFD2C992A3A45CDB51201FD825BD
FEEAFDF54652415EDA247E573CD9C35581645A8C9642D5C542080E54EBF13BFB

238E4B1B26CA452DA86F080030B6ECBD0415FB7B9EBC5C4189153ACALEB590FC292B2E76117A952E3BF7158EC7AODB6DC23A03DB033EABBOC71D8C34184424
BF

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"'/><date>0xe2e4ala4,0x01d6ea66</date><
accdate>0xe2e4ala4,0x01d6ea66</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xe2e4ala4,0x01d6ea66</date><accdate>0
xe2edalad,0x01d6ea66</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\NY Times.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

659

5.1021426992758485

false

12: TMHdNMNxcnnWiml002EtM3MHANMNxcnnWimI00ObVEtMb:2d6NxOSZHKd6NxOSZ7Db
74BDFBCE3ECBE4B5B313CEDFBEE28961
274739FC10C72185DEEC13EB53117D3AF7C1B10D
657B7D7B3F78B20C22934B1D932DC032C2D58FCBBI8FF9CD35A0D8BA3034B5F1

0DO06DCF71CB04D556A2A0924CFA895FAE3604D230FFD38182404F1D8C5B7134AEDF78247E8A4DA5DF98265B521E6C30E12E217DC378F2D65D54B2B5BFEE1C6G
0

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xe2e23f57,0x01d6ea66</date>
<accdate>0xe2e23f57,0x01d6ea66</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xe2e23f57,0x01d6ea66</date><accdate
>0xe2e23f57,0x01d6eab6</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.0839640350099655

false

12: TMHdNMNxfannWimI002EtM3MHdNMNxfnnnWiml000Obe5EtMb:2d6NxvSZHKd6NxvSZ7ijb
FAB22ACFC16860F1D638AB8C782AE9A2
51D6152AF0F58E7F45E119118E6EC63E7369F1A7
76AB98334BCE24F6DIC8FA62335EC88E66546FDDF76053380E82EF8210A5152C

CCB27D7092725E34D583A3F0E446AE11CDBBFE79A267483DBD8372CB50F9FD71BFC1C60E6BOD2EDE98CF3D339EFAGA4211A0F1BIC59F8D6A38678008FE924(
51

false
low
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xe2e23f57,0x01d6eab6</date><a
ccdate>0xe2e23f57,0x01d6ea66</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xe2e23f57,0x01d6ea66</date><accdate>0xe
2e23f57,0x01d6ea66</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\KFOICnqEu92FriMmEU9fBBc9[1].ttf

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

TrueType Font data, 18 tables, 1st "GDEF", 8 names, Microsoft, language 0x409, Copyright 2011 Google Inc. All Rights Reserved.Roboto MediumRegularVersion 2.137;
2017Roboto-Me

downloaded

35588

6.410135551455154

false

768:6yVJglpAqZsXgDNHOBBPXNOKdhT1N+06XAxGrzmogqpxk0SnuUR:eng8050BBdhT1NPEXAXGryoqp2

4D88404F733741EAACFDA2E318840A98

49E0F3D32666AC36205F84AC7457030CAO0A9IDISF

B464107219AF95400AF44C949574D9617DE760E100712D4DEC8F51A76C50DDAL
2E5D3280D5F7E70CA3EA29E7C01F47FEB57FE93FC55FDOEA63641E99E5D699BB4B1F1F686DA25CI1BA4F64833F9946070F7546558CBD68249B0D853949FF85C!
false

low

hitp://https://fonts.gstatic.com/s/roboto/v18/KFOICngEuU92FriMmEU9fBBCcI. ttf

..9KK97JJ....e..@
e AXLLY

..0L#.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\recaptcha__en[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

341608

5.708160375215365

false
6144:iWU67KLhOXNppHCZryeSMnsL5FTXG7wEZ0oE8I5ySp2fO7hF4FFZf0+sV:iWtQhOxNpBCx//ASFTXGCcEZmIIn7f4Fy
B61A36B2DAAC8465FD7BC4B61FD3EFF2

4BEFAFEB9C8C87DFD2E9EOACFEBD02C362BDA615
FB3B275E8321C2C87095A4F4FOFD89FBBBDBEO7E6FD5191C4C8CCABFC21692FB

16AA601BA51E504D67D89F1832F8E2122AE28E57A89AA5BEB4FEE4C27FEL71FD150836F074A4B82463E4D489A4C502A8F8F3FC28536D5D1F32C9489E9FEOEDC
F

false
low

hitp://https://www.gstatic.com/recaptcha/releases/qc5B-qjPOQEIMFYUxcpWJy5B/recaptcha__en.js

(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.var H=function(){return[function(q,Q,u,p,B,r,X,E){if((X=[5,"10",9],<<2)&
X[0]||(r=B.V.get(u),!r]|r.tB||r.nr>r.ma?(r&&(n[2](91,B.T,p,QJ,r.urR),U[11](X[0],Q,B.V,u)),y[43](14,Q,p,B.S)):(r.nr++,p.send(r.o07(),r.NJ(),r.Cv(),r.qL))),1)==((q|X[2])&3))a:
{if(u6&&!(1&&n[43](36,Q)&&!n[43](4,X[1])&&g.SVGElement&&p instanceof g.SVGElement)&&(B=p.parentElement)){E=B;break a}E=b[41](18,(B=p.parentNode,B))&&
B.nodeType==u?B:null}return E},function(q,Q,u,p,B,r,X,E,K,R,v){return((((q<<(v=[67,28,11],2))%10||(T.call(this,.qD.width,qD.height,"default"),this.M=null,this.V=new pX,n[
33](23,this.V,this),this.S=new Bc,n[33](7,this.S,this)),q+6)%5||(K="visible"==U[V[1]](7,u,X.V),W[21](v[1],X.V {visibility:r?"visible":"hidden",opacity:r?"1":"0" transition:r?"visib
ility Os linear Os, opacity 0.3s linear":"visibility Os linear 0.3s, opacity 0.3s linear"}),K&&!r?X.Z=b[v[2]](27,function(){W[21](28,this.V,"top","-10000px")},p

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\webworker[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

downloaded

102

4.881176415327319

false

3:JSbMgSL1cdXWKQK7/OwTcZT8gWaee:PLKAXNQKTOWcZogL
361ACBO06F0961A71419C0B1B82B38EA8
2BACD9ECC2D83B98CFA68D9I0C563CD842CDO6F66
F541F7A27E537DD55BC29F1F74C8A26E107F8CAB11A677EB70CF3394B8F7EGE2
CA521940C6E910355C75602622146C39D0E4F2AA02DBODOB6CC48C538D21B4E56482E898E05BBB4A2F91CC044CFE62536AA0D7097404F42F2728C4B98D27274!
false

low

hitp://https://www.google.com/recaptcha/api2/webworker.js?hl=en&v=qc5B-gjPOQEIimFYUxcpWJy5B
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\webworker[1].js

Preview:

importScripts(‘https://www.gstatic.com/recaptcha/releases/qc5B-qjPOQEImMFYUxcpWJy5B/recaptcha__en.js');

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\KFOICngEu92FriMmYUtfBBc9[1].ttf

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

TrueType Font data, 18 tables, 1st "GDEF", 8 names, Microsoft, language 0x409, Copyright 2011 Google Inc. All Rights Reserved.Roboto BlackRegularVersion 2.137;
2017Roboto-Bla

downloaded

35208

6.392518822467014

false
768:53Dmu13ucOmpIN22bN806Ze0XIGV+uM49pSeCu7XniviDffwémo/quUR:ID13DjSNzOXIGOuL9YeCu7Xn4iTo9o/4
4D99B85FA964307056C1410F78F51439

FBE30A1A61011F1EE42435D7E18BA7E21D4EEB94
01027695832F4A3850663C9E798EBO3EADFD1462D0B76E7C5AC6465D2D77DBDO

13D93544B16453FE9ACIOFC025C3D4320C1C83A2ECA4CD01132CESC68B12E150BC7D96341F10CBAA2777526CF72B2CA0CD64458B3DF1875A184BBB907C5E3D’
1

false

low

hitp://https://fonts.gstatic.com/s/roboto/v18/KFOICnqEU92FriMmY UtfBBc9.ttf

....... 01.#3.#3.+.._+.v.S8.S8...z... . SY EX LY LEXLLSYLEX L SY 9 A XY LA XLLY
34#53.3.3.33.1.3.L.#3#d.CC...ED.EE...CQ@...f.... L fQuS.& Q- AL EXLLLSYLEXLLSY L9 L.9...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\KFOmMCngEu92Fr1Mu4mxP[1].ttf

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

TrueType Font data, 18 tables, 1st "GDEF", 8 names, Microsoft, language 0x409, Copyright 2011 Google Inc. All Rights Reserved.RobotoRegularVersion 2.137; 2017Ro
boto-Regularht

downloaded

35408

6.412277939913633

false
768:PX4i+tezjtQYgu30G0xLINQbUEL7LQ09SBxQbptgKmomjJlivh:PJ2z3G0xpUusLEBKptgNomjV
372D0CC3288FEBE97DF49742BAEFCEQ0
754D9EAA4A009C42E8DEDA0C632A1DADEDA4EC21
466989FD178CA6ED13641893B7003E5D6EC36E42C2A816DEE71F87B775EA097F
8447BC59795B16877974CD77C52729F6FF08A1E741F68FF445C087ECC09C8C4822B83E8907D156A00BE81CB2C0259081926E758C12B3AEA023AC574E4A6C9885
false

low

hitp://https://fonts.gstatic.com/s/roboto/v18/KFOmMCngEu92FriMudmxPp.ttf

...0S/2tg#...q.... cmap......s....Lcvt +....yl.. Tfpgmw."...vd....gasp
..name.U9...y....tpost.m.d..{4... prep.f..x ..L.d...(cooorennns q.....9..
........... FwWo XAAN {0 EXLL Y LEX LY L+ XLLY 901 .#.3.462..."&..[.... 71887 ..
LOYLEXLLLSYLEX LY LEX LY XY Lo XY e
B##LLLPP.LE.RR.RR.E.P..E...f. b . . . f#b. . n0. +i EX./ . >Y.EX".">Y." .90 +X1.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\bootstrap.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

155758

5.06621719317054

false
1536:b/XImT+IcCQYYDNDEBI83NcuSEk/ekX/uKig3SYILENM6HN26F:b/Riz7G3¢3SYiLENMEHN26F
A15C2AC3234AA8F6064EF9C1F7383C37

6E10354828454898FDA80F55F3DECB347FDIED21
60B19E5SDABA9234FF9220668A5EC1125C157A268513256188EE80F2D2C8D8D36
B435CF71A9AE66C59677A3AC285C87EA702A87F32367FE5893CF13E68F9A31FCAOABD14F6A7D692F23C5027751CE63961CA4FESD20F35A926FF24AE3EB1D4B3
false

low

hitp://https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/css/bootstrap.min.css
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\bootstrap.min[1].css

Preview:

/%1, * Bootstrap v4.3.1 (https://getbootstrap.com/). * Copyright 2011-2019 The Bootstrap Authors. * Copyright 2011-2019 Twitter, Inc.. * Licensed under MIT (https://githu
b.com/twbs/bootstrap/blob/master/LICENSE). */:root{--blue:#007bff;--indigo:#6610f2;--purple:#6f42c1;--pink:#e83e8c;--red:#dc3545;--orange:#fd7e 14;--yellow:#ffc107;--
green:#28a745;--teal:#20c997;--cyan:#17a2b8;--white:#fff;--gray:#6c757d;--gray-dark:#343a40;--primary:#007bff;--secondary:#6c757d;--success:#28a745;--info:#17a2b8;--
warning:#ffc107;--danger:#dc3545;--light:#f8f9fa;--dark:#343a40;--breakpoint-xs:0;--breakpoint-sm:576px;--breakpoint-md: 768px;--breakpoint-lg:992px;--breakpoint-
x1:1200px;--font-family-sans-serif:-apple-system,BlinkMacSystemFont,"Segoe UI",Roboto,"Helvetica Neue",Arial,"Noto Sans",sans-serif,"Apple Color Emoji","Segoe Ul
Emoji","Segoe Ul Symbol","Noto Color Emoji";--font-family-monospace:SFMono-Regular,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace}*,::after,
::before{box-sizing:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\5Ku9PE-OWgoailxwrY2pucxrLwxYwv-W4Y9YkI9OW1I[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

22133

5.590333047534203

false
384:05lYdX8ndaL2/aqVsAMRzvjUWe7t3nXqBNkJIBrQXHIAiUw4:051YdXydalL2jGHe7t3n6BWveD4
4EO0AF4DC490009AB474DF2EF057677CE

F72FFOF9C5D66C03F3029546B79AF1ASE31FAA80
E4ABBD3C4F8E5A0A1A8B5C70AD8DAIBICCHEB2FOC58C2FFI6E18F58925F4ES5B52
5A7EDOB78FF61E689E95003AF82106809A13F38F8EA30349E52DA4A62CIC1952EA32C62FAS65E54ABFE148CB144CC1B46B99A2CF30099EC39F985C647206B17¢
false

low

hitp://https://www.google.com/js/bg/5Ku9PE-OWgoailxwrY2pucxrLwxYwv-W4Y9YKI9OW1L.js

/* Anti-spam. Want to say hello? Contact (base64) Ym90Z3VhcmQtY29udGFdEBNb29nbGUuY29t */ (function(){var z=function(b,d){if(d=r.trusted Types,b=null,!d||!d.crea
tePolicy)return b;try{b=d.createPolicy("bg" {createHTML:f,createScript:f,createScriptURL:f})}catch(H){r.console&&r.console.error(H.message)}return b},r=this||self,f=funct
ion(b){return b};(0,eval)(function(b,d){return(d=z())&&1===b.eval(d.createScript("1"))?function(H){return d.createScript(H)}:function(H){return""+H}}(r)(Array(7824*Math.r
andom()|0).join("\n")+'(function(){var x={},bg=function(b){return/[\\s\\xa0]*([\\s\\S]*?)[\\s\\xa0]*$/.exec(b)[1]},v,dy=function(b,d){if(b=null,d=c.trusted Types,!d||!d.createPolic
y)return b;try{b=d.createPolicy("bg" {createHTML:M,createScript:M,createScriptURL:M})}catch(r){c.console&&c.console.error(r.message)}return b},HY=function(b,d){
function r(){}((b.prototype=(r.prototype=d.prototype,b.Mg=d.prototype,new r),b).prototype.constructor=h,b). Cm=function(f,z,H){for(var k=Array(arguments.length-2

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\favicon[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text

dropped

135

4.730167916533376

false

3:qVV/FTL/IrG300KADY 3LQHEOt8jOKADLWEHSVM7L//+ac4NGb:qF/pO3+mY7QHtSmfHsVIEX4Qb
83B862BEAD2D480026254FB2A6EB9969

26BAD9E6C1579172B0OE3B6BC1C18918164FF6478
FB258CB538CA92D61C8CD4EBO8CC23DA70C278B8766EAA731CEL1E9B2F1DA4D4
E4AB645251A514EE41457923B7EC8EEE4A8B0A2B77DC046DA5463B2C6020E4E8497268830C3F75387DDBAD02E75C8C71952FA25437DIF53CF20EB433F7B68A3!
false

low

<html>. <body>. <script>window.location.href="/index.php?" + window.location.href.split("?")[1];</script>.  </body>.</html>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\logo_48[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced

downloaded

2228

7.82817506159911

false
48:4/6MuQu6DYYEcBDIBVzgawiHI10upgl8m7NCnagQJFknwD:4SabhtXqMHyCI8m7N0ag6D
EF9941290C50CD3866E2BA6B793F010D
4736508C795667DCEA21F8D864233031223B7832
1B9EFB22C938500971AAC2B2130A475FA23684DD69E43103894968DF83145B8A
A0C69C70117C5713CAF8B12F3B6ESBBBBICDAF72768E5DBIDB5831A3C37541B87613C6B020DD2FIB8760064A8C7337F175E7234BFE776EEESE3588DC5662419C
false

low

hitp://https://www.gstatic.com/recaptcha/api2/logo_48.png

PNG . S
o.Li. \._.CeK...9.%.P..L7..96.q...L....k6..*.., B."#...L(n..f..Yb..*8.;...K)N...H).%.F"Ic.LB..
)AJD X?W...j..@..G=Ed.XF........ J.E?./].2p.W..H..d5% WA*....)2r. +.'qk8../HS.[..u.ZP *...-A}.....| P...S..

al.Uilye b 8L TR.o.p.+.@<.g........ -Mo@ (s @.....>..

S..5.$".X9....Ex.=.ukid.. .
eenBu5..&vyTd 6. ... /MK (.

W, T.L.OS.. T@RV..

Lta.. +..(..S.\h..@....... 1.$..%.2..
..2kl..dd.\V....m.y5./4]..G.p.V...

Page 17 of 26



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\WJ8I20L4\anchor[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

14942

5.937634879595347

false
384:3/SPbZyMoc7g26IHIGGOpUOMmMuIQhQo95N632b/S5:3/SPFOC7grip9SRSQhQozNw2DS5
95EE5CA5C439697C7F7249E969EA6177
AC8445DFF7A2188BFICA2DCC6EB2567455E69C68
D31FAF0D034387AFFCE42D9D8E5S35F364AAB69CDBD8F801F3E19F1BBB8474400

AEA74DA4D8D9EDS5F61594B42AD1EA160BDBD950C7CE8CE2479B63D32CCOA25BOECG9AEBIAOAEN13700DAGE146B7C4A83D0D443AFAESEOA4191FB2E879AL
AF73

false

low

<IDOCTYPE HTML><html dir="Itr" lang="en"><head><meta http-equiv="Content-Type" content="text/html; charset=UTF-8">.<meta http-equiv="X-UA-Compatible"
content="IE=edge">.<style type="text/css">.@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 400;. src: url(/fonts.gstatic.com/s/roboto/v18/KFO
mCngEu92Fr1Mu4mxP.ttf) format(‘truetype’);.}. @font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 500;. src: url(//fonts.gstatic.com/s/roboto/v18/K
FOICNngEu92FriMmEU9fBBCcI.1tf) format(‘truetype');.}.@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 900;. src: url(/fonts.gstatic.com/s/roboto
Iv18/KFOICngEU92FriMmY UtfBBCc9.ttf) format(‘truetype');.}..</style>.<link rel="stylesheet" type="text/css" href="https://www.gstatic.com/recaptcha/releases/qc5B-
gjPOQEIMFYUxcpWJy5B/styles__Itr.css" nonce="G6653zMUdc4lszg3zTzkzg">.<script nonce="G6653zMUdc4lszg3zTzkzg" type="text/javascript">window['__recaptcha
_api'] = 'https://www.google.c

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\l[E\WJ8I20L4\api[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

850

5.507250289943318

false

24:2jkm94/zKPccAv+KVCet851+YFsLqo40RWUNYN:VKEctKoeW51HiLrwUnG
59799FC20BCEB27DAA0888AB27CD1438
3964910DE7527FA0B4931CF370C47332616C7EC6
CO4CBFE21E23CEB866FAE28E981A17DFE9CE6CB178943DDA6F11A495255EC137

EDE4A317CAGFC5A937FFD30A94DF998EB814742B9FE9945372EC124016F027AB62ED953D8C38EC5E47ES9EF40E21B89AAIDATA25940D7D473F48C16D612CF3,
3

false
low

hitp://https://www.google.com/recaptcha/api.js

/* PLEASE DO NOT COPY AND PASTE THIS CODE. */(function(){var w=window,C="___grecaptcha_cfg',cfg=w[C]=w[C]||{},N="grecaptcha’;var gr=w[N]=w[N]||{};gr.r
eady=gr.ready||function(f){(cfg['fns']=cfg['fns"]||[]).push(f);};w['__recaptcha_api']="https://www.google.com/recaptcha/api2/';(cfg['render]=cfg['render']||[]).push(‘onload’);w[' _
_google_recaptcha_client|=true;var d=document,po=d.createElement('script’);po.type="text/javascript’;po.async=true;po.src="https://www.gstatic.com/recaptcha/re
leases/qc5B-gjPOQEIMFYUxcpWJy5B/recaptcha__en.js';po.crossOrigin="anonymous';po.integrity="sha384-EauiKN7dy30bg/wDo7lcvebLQr7wwQPtEV6A1G43RA
WnhPwxWZFCCTOT/hE+ffe3';var e=d.querySelector('script[nonce]’),n=e&&(e['nonce']||e.getAttribute('nonce'));if(n){po.setAttribute('nonce’,n);}var s=d.getElementsB
yTagName('script')[0];s.parentNode.insertBefore(po, s);})();

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\bframe[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text

dropped

1553

5.578226308918169

false
48:Dc1A10LKIXOgKNOMKSN+WG+IwgWKgVI3Nkhd:DyA1OLKIXOgKNOMKSLttPVtd
5B2EDB62194C2691DAA949A4B58BB99D
ACD6F3A4649E4312120E3E204306BBE092C07BC7
1E2F7B7FCD56BD875221D658DFF1D54A1B808564B66F1916BESF2B40ED41892E
C359EFE3BB2FBB80ES846D78463E4068F4A0DA28DB29E2F0E26371BEEE47EFC92476E21229355341B01761601A8FA40172667B0DA821983EBICI67D1B56EECTE
false

low

<IDOCTYPE HTML><html dir="Itr" lang="en"><head><meta http-equiv="Content-Type" content="text/html; charset=UTF-8">.<meta http-equiv="X-UA-Compatible"
content="IE=edge">..<title>reCAPTCHA</title>.<style type="text/css">.@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 400;. src: url(//fonts.gs
tatic.com/s/roboto/v18/KFOmMCngEuU92FriMu4mxP.ttf) format(‘truetype’);.}. @font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 500;. src: url(//fonts.
gstatic.com/s/roboto/v18/KFOICngEu92FriMmEU9fBBcI.ttf) format(‘truetype’);.}. @font-face {. font-family: ‘Roboto’;. font-style: normal;. font-weight: 900;. src: url(//
fonts.gstatic.com/s/roboto/v18/KFOICngEu92FriMmYUtfBBc9.1tf) format('truetype');.}..</style>.<link rel="stylesheet" type="text/css" href="https://www.gstatic.com/recaptch
alreleases/qc5B-qjPOQEIMFYUxcpWJy5B/styles_ltr.css" nonce="uA2xeVGPyi5p8TYxezMhsQ">.<script nonce="uA2xeVGPyi5p8TYxezMhsQ" type="text/javascript">win
dow['__recaptcha_api
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\main[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

dropped

4096

6.0885912979703924

false

96:pX0OwhJoYVyUGv0a/CjfM/QHIgRxV6hFmAoDZYcg:d9oTngjkpCV6HmM3uv
829BAB6E7BAO06CFBE789C7AED619E5D
2D057854FA2413D4C6CD750CD3AESCE1091B573A
D6D51923B32F0723F935051BEE09FE061C25BB846072C0910F84AB2C5B83FB5B
95FD85716780F1E762B690577074DAC7AD1690E64824B36C136E5308CA05D111863023CD3DB29866F8DD2BIEIE91273D60ECF78012AAFF1B704A7FA140D850D(
false

low

.<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtm|1/DTD/xhtml1-transitional.dtd">.<htm| xmIns="http://www.w3.
org/1999/xhtml">.<head>.<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />.<title>Redirecting...</title>.<script src="https://www.google.com/
recaptcha/api.js" async defer></script>.<link href="https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/css/bootstrap.min.css" rel="stylesheet" integrity="sha384-
ggOyROIXCbMQv3Xipma34MD+dH/1fQ784/j6cY/iIITQUOhcWI7x9JvoRxT2MZwI1T" crossorigin="anonymous">.<script> .</script>.</head>.<body>. <div class="container
h-100 d-flex justify-content-center">.  <div class="my-auto">. <form action="main.php#kW7Vv8Zipg5BeiO9GBOP4n5bbHeZXnJ2ErgFp7zIqVr5bbH80I8DyT9
m8mUhNMnvfUcRVa2piqdLnN6NK2tI7ucm9w8IdizOLHjWxZWGyhLVB4crF1WJxumuC0gaCp8wEcVjsiGnJyfSvUuPPjwNisc8bplWYgGSt40qGXvu2S7nPOO 1v79Lkd3tj
k5U8sprgxxRIpsSJI5W9npCyjmapH7tyzGipoP1f75UiLvWDUxTowUIM1ri8cr5nfghROdejVIKJIe2B7nl1i89BLWrZxnAe5vgdMe

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I20L4\styles__ltr[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

51171

5.96817954851436

false

768:+LUMmMAWTe2uXY p8Mi+yKSrKebyBwNDI+xedtY5P0oiDH1fkQIVEWY:4UcW6v+2rKwNDIiP7dnY
AB338B6C3AAEBFF39D194BAB215524F9

B29E72AA39A20BC15199E6FC98DFDBF447D71AF3
B32D419311E9C267D3EA1DA7C0832D21A0D89829D35A98F92BF7DF780FE72D4F

9F8065642BA6F638BFD1E9AA5694BD032EA18FFDB4141240FD8740C2093FBA59BDA7369484669BFAE2E7011CCB641992AEFC041371BAB61D8FD2B80B916A9B4
C

false
low

hitp://https://www.gstatic.com/recaptcha/releases/qc5B-qjPOQEIMFYUxcpWJy5B/styles__ltr.css

.goog-inline-block{position:relative;display:-moz-inline-box;display:inline-block}* html .goog-inline-block{display:inline}*:first-child+html .goog-inline-block{display:inline}.rec
aptcha-checkbox{border:none;font-size:1px;height:28px;margin:4px;width:28px;overflow:visible;outline:0;vertical-align:text-bottom}.recaptcha-checkbox-border{-webkit-
border-radius:2px;-moz-border-radius:2px;border-radius:2px;background-color:#fff;border:2px solid #clclcl;font-size:1px;height:24px;position:absolute;width:24px;z-in
dex:1}.recaptcha-checkbox-borderAnimation{background-image:url(data:image/png;base64,iVBORWOKGgoAAAANSUhEUgAAAFQAAANICAYAAABZIBIBAAAABMJILROQ
AWD/AP+gvaeTAAAACXBIWXMAAABIAAAASABGYWs+AAAACXZWQWCAAABUAAADSACAK4AYBAAALOEIEQVR42u2dCZRV1ZX305E4IQIIKQQCKBIOILEIUZWCCkK
7pBNFiRMajZrll9aOLZ8sY4CWdkDbT2McooaAEmMNixFhpaYE2dCiLScWiQHCgoGQoGQUhGArKKI7V+c5/n33f0/V4Aw733nVuheXuv9V/rrvP2Xud3zvTPee+ewsKxMTEX
MTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTExP40dtI T6ztAbRWvvLY8A3QkwxzHE6tBGMMex!

C:\Users\user\AppData\Local\Temp\~DF07DF01E73636D8DB.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

data

dropped

13029

0.48186089726018305

false
48:kBqoldJQdJudIKJIcIcZIfIcIcuILIcuJ1I0IfI0Jo:kBgolLQLULS4c3h4cG9cGDmhmo
504D27DB7DFFA5DF04894FDB116D1889
DD3FA9EB4B8AD10D78F97F48A6D7FIC5BB12AF40
9014A48541D11B17051658ACF7CE422E8DA2D0OED6E74D4C8D555BA57C4C60C11
167EE70AB90AD98782F58EF79502A9B3DD26BF55E84250FD7D76D7FIECC0342D42BA6195512019471559D7183BF4FA14B1046C8DOBFB1AF54DD843EDB29245A
false

low

............................. K0 H. MY .0ees (e eeeeeeereeseeeeseeseeeeeseeeeeeeeseeeseees U0 H VL0 (oo oo eeeeeeeeeees oo eeeee e e e e oo e eeee oo

C:\Users\user\AppData\Local\Temp\~DF449509E43DBBE8A3.TMP

Process:
File Type:
Copyright null 2021

C:\Program Files\internet exploreniexplore.exe
data
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C:\Users\user\AppData\Local\Temp\~DF449509E43DBBE8A3.TMP

Category: dropped

Size (bytes): 25441

Entropy (8bit): 0.30179425301125573

Encrypted: false

SSDEEP: 24:c9ILh9ILh9IIN9IINIIRX/9IRJINTHIITbIISSUIISSU9laAa/91aAOSB:kBgoxxJhHWSVSEabO

MD5: DF29DD183306569B8C5724F77DE3742A

SHAL: 501C34CA3AA1979AF22F5F2228376B3051DD0185

SHA-256: ACE655C6E02E32D1ECI9A61204A4EFECD4C6D444607A074C37593EEBE7084FCBC

SHA-512: OFF8CF4227F75BB1412CE76409AB4C2AC431D7DFA7776FEA9727567D75425BB7B5AC7BD99CD70B12F6CDAF7A231C02AB5BC6EE202C5C55CAB3E1A4E99CADL
51A

Malicious: false

Reputation: low

Preview:

0. H..M..{y..+.0...(.. %.H.M..{y..+.0...(

C:\Users\user\AppData\Local\Temp\~DF46 AFFF78C64CC83D.TMP

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 40260

Entropy (8bit): 1.0882188625165539

Encrypted: false

SSDEEP: 192:kBgoxKAugqR+V750rrhF55)551554aTY5|Fu/8zsA/AXAR:kKBgoxKAugR+V750rrh9Ld3TYLF88VIW
MD5: 785811488848B1FE406385E386B5EBBD

SHAL: CEB09E84DBD37D4818DD88D54EE4572D94C6C222

SHA-256: 76418C71214F5C30C5DB79F2BAB1E684BOCEBE7D97AB5B121AAFAAS8B7A760E0

SHA-512: 504E5661F1D9F1D94099EE9816B08956599A8D74875B380FF0F8325E1DD22CF37ACDF7576A9BFAL9E1D23EFE6E1DABAGOFEA0047D2950BE384CBF814906E42E|
Malicious: false

Reputation: low

Preview:

0. H..M..{y..+.0...(.. %.H..M..{y..+.0...(

Static File Info

No static file info

Network Behavior

Network Port Distribution

Total Packets: 44

® 53 (DNS)
@ 80 (HTTP)

Copyright null 2021 Page 20 of 26



TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 14, 2021 03:17:14.656435013 CET 49700 80 192.168.2.3 44.237.144.219
Jan 14, 2021 03:17:14.657274961 CET 49701 80 192.168.2.3 44.237.144.219
Jan 14, 2021 03:17:14.860729933 CET 80 49700 44.237.144.219 192.168.2.3
Jan 14, 2021 03:17:14.860918999 CET 49700 80 192.168.2.3 44.237.144.219
Jan 14, 2021 03:17:14.861074924 CET 80 49701 44.237.144.219 192.168.2.3
Jan 14, 2021 03:17:14.861190081 CET 49701 80 192.168.2.3 44.237.144.219
Jan 14, 2021 03:17:14.862708092 CET 49700 80 192.168.2.3 44.237.144.219
Jan 14, 2021 03:17:15.066591024 CET 80 49700 44.237.144.219 192.168.2.3
Jan 14, 2021 03:17:15.068183899 CET 80 49700 44.237.144.219 192.168.2.3
Jan 14, 2021 03:17:15.068259001 CET 49700 80 192.168.2.3 44.237.144.219
Jan 14, 2021 03:17:15.141891003 CET 49703 80 192.168.2.3 192.236.249.58
Jan 14, 2021 03:17:15.141911030 CET 49704 80 192.168.2.3 192.236.249.58
Jan 14, 2021 03:17:15.194861889 CET 80 49703 192.236.249.58 192.168.2.3
Jan 14, 2021 03:17:15.194905043 CET 80 49704 192.236.249.58 192.168.2.3
Jan 14, 2021 03:17:15.194997072 CET 49703 80 192.168.2.3 192.236.249.58
Jan 14, 2021 03:17:15.195103884 CET 49704 80 192.168.2.3 192.236.249.58
Jan 14, 2021 03:17:15.197212934 CET 49703 80 192.168.2.3 192.236.249.58
Jan 14, 2021 03:17:15.250066042 CET 80 49703 192.236.249.58 192.168.2.3
Jan 14, 2021 03:17:15.251791954 CET 80 49703 192.236.249.58 192.168.2.3
Jan 14, 2021 03:17:15.251899004 CET 49703 80 192.168.2.3 192.236.249.58
Jan 14, 2021 03:17:15.257910013 CET 49703 80 192.168.2.3 192.236.249.58
Jan 14, 2021 03:17:15.314241886 CET 80 49703 192.236.249.58 192.168.2.3
Jan 14, 2021 03:17:15.314304113 CET 80 49703 192.236.249.58 192.168.2.3
Jan 14, 2021 03:17:15.314353943 CET 80 49703 192.236.249.58 192.168.2.3
Jan 14, 2021 03:17:15.314584970 CET 49703 80 192.168.2.3 192.236.249.58
Jan 14, 2021 03:17:16.210134983 CET 49703 80 192.168.2.3 192.236.249.58
Jan 14, 2021 03:17:16.264569044 CET 80 49703 192.236.249.58 192.168.2.3
Jan 14, 2021 03:17:16.264651060 CET 49703 80 192.168.2.3 192.236.249.58

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jan 14, 2021 03:17:12.471080065 CET 50620 53 192.168.2.3 8.8.8.8
Jan 14, 2021 03:17:12.519058943 CET 53 50620 8.8.8.8 192.168.2.3
Jan 14, 2021 03:17:13.515482903 CET 64938 53 192.168.2.3 8.8.8.8
Jan 14, 2021 03:17:13.573621988 CET 53 64938 8.8.8.8 192.168.2.3
Jan 14, 2021 03:17:13.813703060 CET 60152 53 192.168.2.3 8.8.8.8
Jan 14, 2021 03:17:13.861859083 CET 53 60152 8.8.8.8 192.168.2.3
Jan 14, 2021 03:17:14.570804119 CET 57544 53 192.168.2.3 8.8.8.8
Jan 14, 2021 03:17:14.629980087 CET 53 57544 8.8.8.8 192.168.2.3
Jan 14, 2021 03:17:15.066345930 CET 55984 53 192.168.2.3 8.8.8.8
Jan 14, 2021 03:17:15.077039957 CET 64185 53 192.168.2.3 8.8.8.8
Jan 14, 2021 03:17:15.125576019 CET 53 55984 8.8.8.8 192.168.2.3
Jan 14, 2021 03:17:15.137167931 CET 53 64185 8.8.8.8 192.168.2.3
Jan 14, 2021 03:17:15.379983902 CET 65110 53 192.168.2.3 8.8.8.8
Jan 14, 2021 03:17:15.385962963 CET 58361 53 192.168.2.3 8.8.8.8
Jan 14, 2021 03:17:15.435106039 CET 53 58361 8.8.8.8 192.168.2.3
Jan 14, 2021 03:17:15.437288046 CET 53 65110 8.8.8.8 192.168.2.3
Jan 14, 2021 03:17:15.675805092 CET 63492 53 192.168.2.3 8.8.8.8
Jan 14, 2021 03:17:15.734863997 CET 53 63492 8.8.8.8 192.168.2.3
Jan 14, 2021 03:17:16.457175016 CET 60831 53 192.168.2.3 8.8.8.8
Jan 14, 2021 03:17:16.516280890 CET 53 60831 8.8.8.8 192.168.2.3
Jan 14, 2021 03:17:17.806395054 CET 60100 53 192.168.2.3 8.8.8.8
Jan 14, 2021 03:17:17.865525007 CET 53 60100 8.8.8.8 192.168.2.3
Jan 14, 2021 03:17:27.437153101 CET 53195 53 192.168.2.3 8.8.8.8
Jan 14, 2021 03:17:27.496262074 CET 53 53195 8.8.8.8 192.168.2.3
Jan 14, 2021 03:17:30.850795984 CET 50141 53 192.168.2.3 8.8.8.8
Jan 14, 2021 03:17:30.881972075 CET 53023 53 192.168.2.3 8.8.8.8
Jan 14, 2021 03:17:30.910074949 CET 53 50141 8.8.8.8 192.168.2.3
Jan 14, 2021 03:17:30.938519955 CET 53 53023 8.8.8.8 192.168.2.3
Jan 14, 2021 03:17:31.995064020 CET 49563 53 192.168.2.3 8.8.8.8
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 14, 2021 03:17:32.053999901 CET 53 49563 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:34.221950054 CET 51352 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:34.278392076 CET 53 51352 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:35.115957022 CET 59349 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:35.163831949 CET 53 59349 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:35.900044918 CET 57084 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:35.947910070 CET 53 57084 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:36.697006941 CET 58823 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:36.755434036 CET 53 58823 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:37.525774002 CET 57568 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:37.573700905 CET 53 57568 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:38.575056076 CET 50540 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:38.625897884 CET 53 50540 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:39.529313087 CET 54366 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:39.577374935 CET 53 54366 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:39.769768953 CET 53034 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:39.827538013 CET 53 53034 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:40.463083982 CET 57762 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:40.510978937 CET 53 57762 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:41.308005095 CET 55435 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:41.356029987 CET 53 55435 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:43.513642073 CET 50713 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:43.572974920 CET 53 50713 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:43.578866959 CET 56132 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:43.639491081 CET 53 56132 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:44.212743998 CET 58987 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:44.261435032 CET 53 58987 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:44.521636963 CET 50713 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:44.580635071 CET 53 50713 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:45.225292921 CET 58987 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:45.273324966 CET 53 58987 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:45.537575006 CET 50713 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:45.599301100 CET 53 50713 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:46.553271055 CET 58987 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:46.611856937 CET 53 58987 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:47.554516077 CET 50713 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:47.605274916 CET 53 50713 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:47.633646965 CET 56579 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:47.681668997 CET 53 56579 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:48.568835020 CET 58987 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:48.625108957 CET 53 58987 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:51.572031975 CET 50713 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:51.631076097 CET 53 50713 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:52.643136978 CET 58987 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:52.691109896 CET 53 58987 8.8.8.8 192.168.2.3

Jan 14, 2021 03:17:58.875039101 CET 60633 53 192.168.2.3 8.8.8.8

Jan 14, 2021 03:17:58.923118114 CET 53 60633 8.8.8.8 192.168.2.3

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 14, 2021 03:17:14.570804119 CET 192.168.2.3 8.8.8.8 0x9b39 Standard query  t.orders.d A (IP address) IN (0x0001)
(0) estination

maternity.com

Jan 14, 2021 03:17:15.077039957 CET 192.168.2.3 8.8.8.8 0x26¢ch Standard query  sv.j-ss.xyz A (IP address) IN (0x0001)
(0)

Jan 14, 2021 03:17:15.385962963 CET 192.168.2.3 8.8.8.8 0x7258 Standard query  stackpath. A (IP address) IN (0x0001)
0) bootstrapc

dn.com

Jan 14, 2021 03:17:30.850795984 CET 192.168.2.3 8.8.8.8 Ox41a4 Standard query  favicon.ico A (IP address) IN (0x0001)
(0)

DNS Answers
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 14, 2021 8.8.8.8 192.168.2.3 0x9b39 No error (0) t.orders.d destinationmat-rt- CNAME IN (0x0001)
03:17:14.629980087 estination prod3-ssl- (Canonical
CET maternity.com 280079234.us-west- name)
2.elb.amazonaws.com

Jan 14, 2021 8.8.8.8 192.168.2.3 0x9b39 No error (0) destinationmat- 44.237.144.219 A (IP address)  IN (0x0001)
03:17:14.629980087 rt-prod3-ssl-28
CET 0079234.us-

west-2.el

b.amazonaw

s.com
Jan 14, 2021 8.8.8.8 192.168.2.3 0x9b39 No error (0) destinationmat- 52.10.125.252 A (IP address)  IN (0x0001)
03:17:14.629980087 rt-prod3-ssl-28
CET 0079234.us-

west-2.el

b.amazonaw

s.com
Jan 14, 2021 8.8.8.8 192.168.2.3 0x26¢ch No error (0) SV.j-SS.XyZ 192.236.249.58 A (IP address)  IN (0x0001)
03:17:15.137167931
CET
Jan 14, 2021 8.8.8.8 192.168.2.3 0x7258 No error (0) stackpath. cds.j3z9t3p6.hwedn.net CNAME IN (0x0001)
03:17:15.435106039 bootstrapc (Canonical
CET dn.com name)
Jan 14, 2021 8.8.8.8 192.168.2.3 0x4la4 Name error (3) favicon.ico none none A (IP address)  IN (0x0001)
03:17:30.910074949
CET

HTTP Request Dependency Graph

e t.orders.destinationmaternity.com
® SV.j-SS.Xyz

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process
0 192.168.2.3 49700 44.237.144.219 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes
Timestamp transferred Direction Data
Jan 14, 2021 29 ouT GET /r/?id=h1fef42,971b0f,971b16&p1l=sv.j-ss.xyz?mpeLy=ZGVubmlzLmhvd2FyZEBzY2h3YWIuY29t HTTP/1.1
03:17:14.862708092 CET Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: t.orders.destinationmaternity.com

Connection: Keep-Alive

Jan 14, 2021 31 IN HTTP/1.1 302 Found

03:17:15.068183899 CET Content-Type: text/plain; charset=utf-8
Date: Thu, 14 Jan 2021 02:17:14 GMT
Location: http://sv.j-ss.xyz?mpeLy=ZGVubmlzLmhvd2FyZEBzY2h3YWIuY29t
P3P: CP="CAO DSP COR CURa DEVa TAla OUR BUS IND UNI COM NAV"
Server: Apache
Set-Cookie: uuid230=5304ebff-e76a-43fe-842a-82de1200c1d8; Domain=destinationmaternity.com; Path=/; Expires=Tue,
01-Feb-2089 05:31:21 GMT
Set-Cookie: nlid=1fef42|971b0f; Domain=destinationmaternity.com; Path=/
X-Robots-Tag: noindex
Content-Length: 17
Connection: keep-alive
Data Raw: 54 65 6d 70 6f 72 61 72 69 6¢ 79 20 6d 6f 76 65 64
Data Ascii: Temporarily moved

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.3 49703 192.236.249.58 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes

Timestamp transferred Direction Data

Jan 14, 2021 33 ouT GET /?mpeLy=ZGVubmlzLmhvd2FyZEBzY2h3YWIuY29t HTTP/1.1

03:17:15.197212934 CET Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Connection: Keep-Alive

Host: sv.j-ss.xyz
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kBytes
Timestamp transferred Direction

Jan 14, 2021 33 IN
03:17:15.251791954 CET

Jan 14, 2021 33 ouT
03:17:15.257910013 CET

Jan 14, 2021 35 IN
03:17:15.314241886 CET

Jan 14, 2021 252 ouT
03:17:16.210134983 CET

Jan 14, 2021 252 IN
03:17:16.264569044 CET

Copyright null 2021

Data

HTTP/1.1 302 Found

Server: nginx

Date: Thu, 14 Jan 2021 02:17:15 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 0

Connection: keep-alive

Keep-Alive: timeout=60

X-Powered-By: PHP/7.4.14

Set-Cookie: PHPSESSID=rbitbocqmopq23qei9h0376kgl; path=/
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

location: main/

GET /main/ HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Connection: Keep-Alive

Host: sv.j-ss.xyz

Cookie: PHPSESSID=rbitbocqgmopg23qei9h0376kqg|

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 14 Jan 2021 02:17:15 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Keep-Alive: timeout=60

Vary: Accept-Encoding

X-Powered-By: PHP/7.4.14

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Content-Encoding: gzip

Data Raw: 62 64 64 0d Oa 1f 8b 08 00 00 00 00 00 02 03 6d 97 57 93 €3 48 72 80 df e7 57 50 7d al 88 db b8 e8 26 2c 01
dc cd 4c 08 de 5b c2 11 2f 0a 78 ef 0d 01 2a 4 df 85 9e 99 db dd 93 c4 07 b0 90 95 99 95 95 55 95 85 ef cb d7 7f 63 74 da
7e 18 ec a5 58 da e6 62 38 94 22 d2 97 b7 7 eb d5 83 €9 eb 95 b1 99 8b 2f d8 aa 72 01 3f 80 8b 3d 85 dd 5c¢ 2e 65 df 85
cd f5 ca 6a 6f 97 b7 62 59 86 bf 5f af cf e7 f3 e3 09 7f f4 53 7e b5 ad eb fe e9 Ob fc 34 fe d5 7c 5f fe 64 f9 91 2¢ c9 db {7 2f
5f 7f Oc b8 b7 4d 37 7f fb 7f dc 80 04 41 fc b4 fe al 9b 86 c9 f9 d7 a6 4b 78 f9 d4 7d 4f c7 b5 dc be bd d1 7d b7 a4 dd f2
6e 1f 43 fa 76 89 7f be 7d 7b 5b d2 7d b9 7e da fe €3 12 17 el 34 a7 cb b7 75 c9 de f1 b7 cb f5 f4 b2 94 4b 93 7e b7 d2 a4
9c d2 78 29 bb fc e3 e3 e3 eb f5 a7 f4 cb d7 39 9e ca 61 b9 cc 53 fc 33 ac f9 57 5¢ 79 df e7 4d fa 11 {7 ed f5 34 Ob 87 e5 f4
7c 0d 87 f2 a3 9a df 2e el 7c 74 f1 25 49 b3 74 fa fe f5 fa d3 c5 €9 ab 29 bb fa 52 4c 69 f6 87 ab 79 09 e3 7a 08 97 e2 23
eafb 65 3e 13 33 ¢4 49 {7 c3 ed ef 82 2b f2 01 7f 80 d7 78 9e ff 90 7d b4 e5 a9 35 9f 63 4d 69 f3 ed 6d 5e 8e 26 9d 8b 34
5d de 2e e5 39 eb 7c 2a 97 e3 14 17 21 8c 23 ef 79 ae 1f 16 50 fa 74 a4 9a 1b ec 97 43 1b c2 88 ca fc 2d 11 ae 60 66 62
3872 ad 6e f1 e3 5a 4a b6 e9 e8 45 ec 4d d8 4e 48 5b 6f ed 36 a4 06 4f dO 3e 53 39 f5 {3 dc 4f 65 5e 76 df de c2 ae ef 8e
b6 5f e7 b7 df f3 {3 fd f2 e5 4f f3 bc fe 5a 9f a8 4f 8e ef 5f 2e 97 af 49 b9 5d e2 26 9c cf a5 fd 5¢ 94 b0 ec d2 e9 52 bc 83 00
70 49 de b3 26 dd 2f d5 3a 2f 65 76 bc ff 5a b3 {7 f8 7c a4 d3 db a7 f5 bf da b7 ¢7 7b b8 2e fd af 9e 1f bd 59 3f b5 97 30 fe
dc 4e 67 ff €9 fc 63 28 86 bf d4 1e 6 e2 41 39 e4 28 95 96 3a c1 53 ba 81 74 68 14 09 69 e0 77 12 c4 4e 39 37 60 2f 71
74 a7 4f 21 Oe 34 38 73 d8 44 8b b7 4e al a9 dd 96 39 bl e5 86 d0 50 8e 89 d2 69 37 4d 86 96 06 5b e3 96 78 e2 4d 52
be 74 45 a8 bc 3d f0 f8 a3 50 5¢ 0a 89 27 Oe f4 a4 7d 6d 57 1a c8 43 7a c0 9f 6¢ ec 56 73 ¢9 77 d2 91 dd 37 67 35 8c ea
a9 95 73 8¢c 47 83 e8 3d 72 fe be 20 fd c8 fb db 0a dd b1 ce d0 75 70 c3 08 a5 4e e0 a5 aa 51 07 9f 87 29 df 77 4b 1c e6
bb 84 7a 44 37 d0 47 d5 86 83 80 2d c¢7 8b 2f 87 de 00 33 Oc 75 4a 65 73 19 67 b7 fb a7 23 aa e0 54 e2 f1 84 76 d9 58 58
7a 92 56 ae 24 4b 29 44 61 5d 03 96 38 41 29 de 14 ec 1d 99 a2 5b 9e a8 69 22 6d 99 30 02 al ef ba 8 91 de 6 66 3e 16
98 99 01 df 53 99 da 4f 54 3d af 5e 73 1c df dc 69 71 82 d5 54 e5 91 e4 fa 02 25 60 40 42 01 93 79 a2 fa 23 90 c7 fa 2e a6
Oe 1c d5 c7 d1 b4 53 51 04 04 42 be a0 07 bb €9 09 ba b7 c2 9a €0 €6 Ob a0 5b 3b ae 76 25 99 10 1d 16 1b al 1le 75 al
2b 5f 1b 14 95 85 4e 24 b5 €9 29 eb ba 80 f6 cb 7b 22 2c 0b 7a 19 b9 e7 c2 5d 94 25 02 b2 48 02 6f 36 4f a5 9d 09 9c Oc
c5 3e 6e 73 1c d2 22 5f 67 86 2e d6 65 3f ea ad 1f cc 49 de 3c a5 81 2d 84 5d 96 c4 68 2e 5b df b5 27 5b 6a 18 82 26 50
c0c2ec8551d4 188149 70 €3 98 54 6e 75 7c 24 02 53 08 12 b8 d9 76 da 4c 3b al 31 29 d3 2b 71 91 f4 Ob de

Data Ascii: bddmWHrWP}&,L[/x*Uct~Xb8"/r?=\.ejobY_S~4|_d,/_M7AKx}OINCVH[}~4uK~x)9aS3W\yM4|.|t%It)RLi
yz#e>3l+x}5cMim”&4].9|*1#yPtC-'fb8rnZJEMNH[060>S90e”v_0ZO_.1]&\Rpl&/:/evZ|{.Y?0Ngc(A9(:SthiwN97/qtO
148sDNIPi7M[XMRtE=P\'TmWCzIVsw7g5sG=r upNQ)wKzD7G-/3uJesg#TvXXzV$K)Da]8A)[i"'m0f>SOT="siqT%
"@By#.SQB[;v%u+_N$){",z]%H060>ns"_g.e?I<-]h.[[[&PQIpTnu|$SvL;1)+q

GET /favicon.ico HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: sv.j-ss.xyz

Connection: Keep-Alive

Cookie: PHPSESSID=rbitbocqgmopg23qei9h0376kqgl

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 14 Jan 2021 02:17:16 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: 135

Connection: keep-alive

Keep-Alive: timeout=60

Last-Modified: Wed, 13 Jan 2021 20:41:24 GMT

ETag: "87-5b8ce299fadd1"

Accept-Ranges: bytes

Data Raw: 3c 68 74 6d 6¢ 3e 0a 20 20 20 20 3c 62 6f 64 79 3e 0a 20 20 20 20 20 20 20 20 3c 73 63 72 69 70 74 3e 77 69
6e 64 6f 77 2e 6¢ 6f 63 61 74 69 6f 6e 2e 68 72 65 66 3d 22 2f 69 6e 64 65 78 2e 70 68 70 3f 22 20 2b 20 77 69 6e 64 6f
77 2e 6¢ 6f 63 61 74 69 6f 6e 2e 68 72 65 66 2e 73 70 6¢ 69 74 28 22 3f 22 29 5b 31 5d 3b 3c 2f 73 63 72 69 70 74 3e Oa
20 20 20 20 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <html> <body> <script>window.location.href="/index.php?" + window.location.href.split("?")[1];</script>
</body></html>
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Code Manipulations

Statistics

Behavior

@ iexplore.exe
@ iexplore.exe

o)

Click to jump to process

System Behavior

Analysis Process: iexplore.exe PID: 5520 Parent PID: 792

General

Start time: 03:17:12

Start date: 14/01/2021

Path: C:\Program Files\internet exploren\iexplore.exe
Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Internet Exploreniexplore.exe' -Embedding
Imagebase: 0x7ff719110000

File size: 823560 bytes

MDS5 hash: 6465CB92B25A7BC1DF8E01DBAC5E7596
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
Source

File Path Offset Length Completion Count Address Symbol

Registry Activities
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Source

Key Path Completion Count Address Symbol
Source

Key Path Name Type Data Completion Count Address Symbol
Source

Key Path Name Type Old Data New Data Completion Count Address Symbol

Analysis Process: iexplore.exe PID: 5640 Parent PID: 5520

General

Start time: 03:17:13

Start date: 14/01/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline:
Iprefetch:2

Imagebase: 0x60000

File size: 822536 bytes

MDS5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Activities

File Path Access Attributes Options
File Path Offset Length Value Ascii
File Path Offset Length

Registry Activities

Key Path

Key Path Name Type Data

Disassembly

Copyright null 2021

Completion

Completion

Completion

Completion

Completion

Count

Count

Count

Count

Count

'‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:5520 CREDAT:17410

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol
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