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Analysis Report PO 2010029_pdf Quotation from Alibab...
Overview

General Information Detection

Sample PO 2010029_pdf
Name: Quotation from Alibaba MALICIOUS
Ale.exe

Analysis ID: 341324

Classification

Antivirus detection for dropped file
Detected HawkEye Rat

Found malware configuration

MDs: 134bfaddd2a72c5.

SHAL: 83407c5d075674.. Icon mismatch, binary includes anic...
SHA256: 76db811bca515b.. Malicious sample detected (through ...
Tags: exe Multi AV Scanner detection for dropp...

Most interesting Screenshot:

Multi AV Scanner detection for subm...

Yara detected HawkEye Keylogger

& HaWkEye Yara detected MailPassView
2 MailPassView
B 00 .NET source code contains potentia...
]
B Range: 0-100 .NET source code references suspic...
B Whitelisted: false

) Allocates memory. in foreign process...
B Confidence: 100%
2

Changes the view of files in windows...

2
«Q
>
2
(=
=
®
(7]

Startup

= System is w10x64

. _.ﬂ PO 2010029 pdf Quotation from Alibaba Ale.exe (PID: 6184 cmdline: ‘C:\Users\user\Desktop\PO 2010029_pdf Quotation from Alibaba Ale.exe' MD5:
134BF4DDD2A72C5C396647F7037AF0EL)
. cmd.exe (PID: 1904 cmdline: 'C:\Windows\System32\cmd.exe' /c schtasks /Create /TN file /XML 'C:\Users\user\AppData\Local\Temp\c7156b3839fe4b43a6263c28516d097¢c
xml' MD5: F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 6116 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e W schtasks.exe (PID: 1836 cmdline: schtasks /Create /TN file /XML 'C:\Users\user\AppData\Local\Temp\c7156b3839fe4b43a6263c28516d097c.xml' MD5:
15FF7D8324231381BAD48A052F85DF04)
e [ dw20.exe (PID: 4856 cmdline: dw20.exe -x -s 2532 MD5: 8D10DA8SA3E11747E51F23C882C22BBC3)
. % vbc.exe (PID: 5896 cmdline: C:\Windows\Microsoft. NET\Framework\v2.0.50727\vbc.exe /stext 'C:\Users\user\AppData\Local\Temp\holdermail.txt' MD5:
C63ED21D5706A527419C9FBD730FFB2E)
. vbc.exe (PID: 5556 cmdline: C:\Windows\Microsoft. NET\Framework\v2.0.50727\vbc.exe /stext 'C:\Users\user\AppData\Local\Temp\holderwb.txt' MD5:
C63ED21D5706A527419C9FBD730FFB2E)
. _‘ﬁ WindowsUpdate.exe (PID: 6748 cmdline: 'C:\Users\user\AppData\Roaming\WindowsUpdate.exe' MD5: 134BF4ADDD2A72C5C396647F7037AF0EL)
e 1 WindowsUpdate.exe (PID: 6204 cmdline: 'C:\Users\user\AppData\Roaming\WindowsUpdate.exe' MD5: 134BF4DDD2A72C5C396647F7037AF0EL)
= cleanup

Malware Configuration

Threatname: HawkEye

"Modules": [
"WebBrowserPassView"

1,

"Version": ""

Yara Overview

Memory Dumps
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Source

00000009.00000002.710741179.000000001AB7
0000.00000004.00000001.sdmp

Rule
RAT_HawkEye

Description

Detects HawkEye
RAT

Author

Kevin Breen
<kevin@techanarchy.net

Strings

0x8cce3:$key: HawkEyeKeylogger
0x8ef67:$salt: 099u787978786

> 0x8d346:$stringl: HawkEye_Keylogger
0x8e199:$stringl: HawkEye_Keylogger
0x8eec7:$stringl: HawkEye_Keylogger
0x8d72f:$string2: holdermail.txt
0x8d74f:$string2: holdermail.txt
0x8d671:$string3: wallet.dat
0x8d689:$string3: wallet.dat
0x8d69f:$string3: wallet.dat
0x8ea8b:$string4: Keylog Records
0x8eda3:$string4: Keylog Records
0x8efbf:$string5:  do not script -->
0x8ccch:$string6: \pidloc.txt
0x8cd59:$string7: BSPLIT
0x8cd69:$string7: BSPLIT

® © @ ¢ o © 0 o 0o o 0 o 0o o o o

00000009.00000002.710741179.000000001AB7 JoeSecurity_MailPassVie
0000.00000004.00000001.sdmp w

Yara detected
MailPassView

Joe Security

00000009.00000002.710741179.000000001AB7
0000.00000004.00000001.sdmp

Yara detected
HawkEye Keylogger

JoeSecurity_HawkEye Joe Security

00000009.00000002.710741179.000000001AB7
0000.00000004.00000001.sdmp

Yara detected
WebBrowserPassView
password recovery
tool

JoeSecurity_WebBrowser
PassView

Joe Security

00000009.00000002.710741179.000000001AB7
0000.00000004.00000001.sdmp

JPCERT/CC Incident
Response Group

Hawkeye detect HawkEye in

memory

0x8d39e:$hawkstrl: HawkEye Keylogger
0x8eldf:$hawkstrl: HawkEye Keylogger
0x8e50e:$hawkstrl: HawkEye Keylogger
0x8e669:$hawkstrl: HawkEye Keylogger
0x8e7cc:$hawkstrl: HawkEye Keylogger
0x8ea63:$hawkstrl: HawkEye Keylogger
0x8cf2c:$hawkstr2: Dear HawkEye Customers!
0x8e561:$hawkstr2: Dear HawkEye Customers!
0x8e6b8:$hawkstr2: Dear HawkEye Customers!
0x8e81f:$hawkstr2: Dear HawkEye Customers!
0x8d04d:$hawkstr3: HawkEye Logger Details:

® e © ¢ o6 @ o o 0 o o

Click to see the 96 entries

Unpacked PEs

Source Rule Author

0.2.PO 2010029_pdf Quotation from Alibaba Ale.
exe.1b540000.4.raw.unpack

Description Strings

Kevin Breen
<kevin@techanarchy.net
>

RAT_HawkEye Detects HawkEye

RAT

0x8cce3:$key: HawkEyeKeylogger
0x8ef67:$salt: 099u787978786
0x8d346:$stringl: HawkEye_Keylogger
0x8e199:$stringl: HawkEye_Keylogger
0x8eec7:$stringl: HawkEye_Keylogger
0x8d72f:$string2: holdermail.txt
0x8d74f:$string2: holdermail.txt
0x8d671:$string3: wallet.dat
0x8d689:$string3: wallet.dat
0x8d69f:$string3: wallet.dat
0x8ea8b:$string4: Keylog Records
0x8eda3:$string4: Keylog Records
0x8efbf:$string5:  do not script -->
0x8ccch:$string6: \pidloc.txt
0x8cd59:$string7: BSPLIT
0x8cd69:$string7: BSPLIT

© © © ¢ o 0o © 0o © o 0 o 0 0 o o

0.2.PO 2010029_pdf Quotation from Alibaba Ale. JoeSecurity_MailPassVie
exe.1b540000.4.raw.unpack w

0.2.PO 2010029_pdf Quotation from Alibaba Ale.
exe.1b540000.4.raw.unpack

0.2.PO 2010029_pdf

Yara detected
MailPassView

Joe Security

Yara detected
HawkEye Keylogger

JoeSecurity_HawkEye Joe Security

Quotation from Alibaba Ale. JoeSecurity_WebBrowser Yara detected Joe Security

exe.1b540000.4.raw.unpack PassView WebBrowserPassView
password recovery
tool
0.2.PO 2010029_pdf Quotation from Alibaba Ale. Hawkeye detect HawkEye in JPCERT/CC Incident 0x8d39e:$hawkstrl: HawkEye Keylogger

exe.1b540000.4.raw.unpack memory Response Group 0x8eldf:$hawkstrl: HawkEye Keylogger
0x8e50e:$hawkstrl: HawkEye Keylogger
0x8e669:$hawkstrl: HawkEye Keylogger
0x8e7cc:$hawkstrl: HawkEye Keylogger
0x8ea63:$hawkstrl: HawkEye Keylogger
0x8cf2c:$hawkstr2: Dear HawkEye Customers!
0x8e561:$hawkstr2: Dear HawkEye Customers!
0x8e6b8:$hawkstr2: Dear HawkEye Customers!
0x8e81f:$hawkstr2: Dear HawkEye Customers!

0x8d04d:$hawkstr3: HawkEye Logger Details:

e o o o o 0o 0o o o o o

Click to see the 110 entries
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Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection

® Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

@ Boot Survival

@ Hooking and other Techniques for Hiding and Protection
® Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Lowering of HIPS / PFW / Operating System Security Settings
@ Stealing of Sensitive Information

@ Remote Access Functionality

@

Click to jump to signature section

AV Detection:

Antivirus detection for dropped file
Found malware configuration
Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Compliance:

t

Uses 32bit PE files
Uses new MSVCR Dlls
Contains modern PE file flags such as dynamic base (ASLR) or NX

Binary contains paths to debug symbols

:

Networking:

]‘

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected HawkEye Keylogger

=

System Summary:

Malicious sample detected (through community Yara rule)
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Data Obfuscation:

‘]

Boot Survival:

=

]‘

Hooking and other Techniques for Hiding and Protection:

Icon mismatch, binary includes an icon from a different legit application in order to fool users

HIPS | PFW | Operating System Protection Evasion:

Stealing of Sensitive Information:

Yara detected HawkEye Keylogger

Yara detected MailPassView

Remote Access Functionality:

Detected HawkEye Rat

Yara detected HawkEye Keylogger

Mitre Att&ck Matrix

Privilege Credential Lateral

Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration
Replication Windows DLL Side- DLL Side- Disable or Modify OS Credential System Time Replication Archive Exfiltration Over Other
Through Management Loading Loading Tools Dumping Discovery Through Collected Network Medium
Removable  Instrumentation Removable Data
Media Media
Default Native API Application  Application Deobfuscate/Decode  Input Peripheral Device Remote Data from Exfiltration Over
Accounts Shimming §§ Shimming Files or Capture Discovery Desktop Local Bluetooth

Information Protocol System
Domain Shared Modules Scheduled  Process Obfuscated Files or  Credentials in  Account Discovery SMB/Windows Email Automated Exfiltration
Accounts Task/Job Injection Information Registry Admin Shares Collection
Local Scheduled Registry Run Scheduled Software Credentials In File and Directory Distributed Input Scheduled Transfer
Accounts Task/Job Keys / Task/Job Packing Files Discovery Component  Capture

Startup Object Model

Folder
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Privilege Credential Lateral

Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration
Cloud Cron Network Registry Run DLL Side-Loading LSA Secrets  System Information SSH Clipboard Data Transfer Size
Accounts Logon Script Keys / Startup Discovery a Data Limits

Folder
Replication Launchd Rc.common Rc.common Masquerading Cached Query Registry VNC GUI Input Exfiltration Over C2
Through Domain Capture Channel
Removable Credentials
Media
External Scheduled Task Startup Startup Items Virtualization/Sandbox DCSync Security Software Windows Web Portal Exfiltration Over
Remote Items Evasion Discovery a Remote Capture Alternative Protocol
Services Management
Drive-by Command and Scheduled  Scheduled Process Proc Virtualization/Sandbox Shared Credential Exfiltration Over
Compromise  Scripting Interpreter ~ Task/Job Task/Job Injection Filesystem Evasion Webroot API Hooking  Symmetric Encrypted

Non-C2 Protocol

Exploit Public- PowerShell At (Linux) At (Linux) Hidden Files and letc/passwd  Process Discovery Software Data Staged  Exfiltration Over
Facing Directories and Deployment Asymmetric Encrypted
Application letc/shadow Tools Non-C2 Protocol
Supply Chain  AppleScript At At (Windows) Invalid Code Network System Owner/User  Taint Shared Local Data Exfiltration Over
Compromise (Windows) Signature Sniffing Discovery Content Staging Unencrypted/Obfuscatec
Non-C2 Protocol

Compromise  Windows Command  Cron Cron Right-to-Left Override Input Capture Remote System Replication Remote Data Exfiltration Over
Software Shell Discovery Through Staging Physical Medium
Dependencies Removable
and Media
Development
Tools
Compromise  Unix Shell Launchd Launchd Rename System Keylogging System Network Component Screen Exfiltration over USB
Software Utilities Configuration Object Model Capture
Supply Chain Discovery and

Distributed

COM

Behavior Graph

Hide Legend

Legend:

l:‘ Process
. Signature

. Created File
Il onsieinfo

ﬂ Is Dropped
o H Is Windows Process

=
e Y

ww EE S Number of created Registry Values

Number of created Files

!
[ ]
Y

weom. Visual Basic
T TR ape— // wsuAL
711 Delphi
Java

s o o

.Net C# or VB.NET

C, C++ or other language
Is malicious
Internet

a

@
®
-

E‘;@ 0@ 2 (]

e
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

F-l O Type here to search 4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
PO 2010029 _pdf Quotation from Alibaba Ale.exe 39% ReversingLabs Win32.Backdoor.NanoBot
PO 2010029 _pdf Quotation from Alibaba Ale.exe 100% Joe Sandbox ML

Dropped Files
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Source

Detection

Scanner

Label

Unpacked PE Files

Source

Scanner

Link Download

Domains

No Antivirus matches

URLs

Source
hitp://www.carterandcone.comsig
hitp://www.jiyu-kobo.co.jp/.KL
hitp://www.jiyu-kobo.co.jp/yk?

hitp://www.founder.com.cn/cn/bThe
hitp://www.founder.com.cn/cn/bThe

hitp://www.founder.com.cn/cn/bThe

hitp://foo.com/fooT
hitp://www.jiyu-kobo.co.jp/el-g
hitp://www.tiro.com
hitp://www.tiro.com
hitp://www.tiro.com
hitp://www.carterandcone.com6
hitp://www.goodfont.co.kr
hitp://www.goodfont.co.kr
hitp://www.goodfont.co.kr
hitp://www.carterandcone.com
hitp://www.carterandcone.com

hitp://www.carterandcone.com

Copyright null 2021

Detection

Scanner

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

Label Link
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe
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Source Detection Scanner Label Link

hitp://iwww.sajatypeworks.com 0% URL Reputation safe
hitp://iwww.sajatypeworks.com 0% URL Reputation safe
hitp://iwww.sajatypeworks.com 0% URL Reputation safe
hitp:/fiwww.typography.netD 0% URL Reputation safe
hitp:/fiwww.typography.netD 0% URL Reputation safe
hitp:/fiwww.typography.netD 0% URL Reputation safe
hitp:/f\www.founder.com.cn/cn/cThe 0% URL Reputation safe
hitp:/f\www.founder.com.cn/cn/cThe 0% URL Reputation safe
hitp:/f\www.founder.com.cn/cn/cThe 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/jp/.kL 0% Avira URL Cloud safe
hitp://iwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
hitp://iwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
hitp://iwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
hitp://fontfabrik.com 0% URL Reputation safe
hitp://fontfabrik.com 0% URL Reputation safe
hitp://fontfabrik.com 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/%k 0% Avira URL Cloud safe
hitp:/fiwww.jiyu-kobo.co.jp/jp/%k 0% Avira URL Cloud safe
hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://\www.fontbureau.comgrito 0% URL Reputation safe
hitp://\www.fontbureau.comgrito 0% URL Reputation safe
hitp://\www.fontbureau.comgrito 0% URL Reputation safe
hitp://www.ascendercorp.com/typedesigners.html 0% URL Reputation safe
hitp://www.ascendercorp.com/typedesigners.html 0% URL Reputation safe
hitp://iwww.ascendercorp.com/typedesigners.html 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/pk 0% Avira URL Cloud safe
hitp:/f/www.sandoll.co.kr 0% URL Reputation safe
hitp:/f/www.sandoll.co.kr 0% URL Reputation safe
hitp:/f/www.sandoll.co.kr 0% URL Reputation safe
hitp:/f/www.urwpp.deDPlease 0% URL Reputation safe
hitp:/f/www.urwpp.deDPlease 0% URL Reputation safe
hitp:/f/www.urwpp.deDPlease 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp:/fiwww.sakkal.com 0% URL Reputation safe
hitp:/fiwww.sakkal.com 0% URL Reputation safe
hitp:/fiwww.sakkal.com 0% URL Reputation safe
hitp://crt.sectigo.com/SectigpRSADomainValidationSecureServerCA.crt0# 0% URL Reputation safe
hitp://crt.sectigo.com/SectigpRSADomainValidationSecureServerCA.crt0# 0% URL Reputation safe
hitp://crt.sectigo.com/SectigpRSADomainValidationSecureServerCA.crt0# 0% URL Reputation safe
hitp:/fwww.jiyu-kobo.co.jp/fk 0% Avira URL Cloud safe
hitp://https://sectigo.com/CPS0O 0% URL Reputation safe
hitp://https://sectigo.com/CPS0O 0% URL Reputation safe
hitp://https://sectigo.com/CPS0O 0% URL Reputation safe
hitp://www.agfamonotype. 0% URL Reputation safe
hitp://www.agfamonotype. 0% URL Reputation safe
hitp://www.agfamonotype. 0% URL Reputation safe
hitp://ocsp.sectigo.com03 0% Avira URL Cloud safe
hitp:/fiwww.jiyu-kobo.co.jp/ok 0% Avira URL Cloud safe
hitp:/fiwww.jiyu-kobo.co.jp/jp/ 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/jp/ 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/jp/ 0% URL Reputation safe
hitp://www.carterandcone.coml 0% URL Reputation safe
hitp://www.carterandcone.coml 0% URL Reputation safe
hitp://www.carterandcone.coml 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/jp/yk? 0% Avira URL Cloud safe
hitp:/fiwww.fontbureau.comiond 0% Avira URL Cloud safe
hitp:/ferl.m 0% URL Reputation safe
hitp:/ferl.m 0% URL Reputation safe
hitp:/ferl.m 0% URL Reputation safe
hitp://www.founder.com.cn/cn 0% URL Reputation safe
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Source Detection Scanner Label Link

hitp://www.founder.com.cn/cn 0% URL Reputation safe
hitp://www.founder.com.cn/cn 0% URL Reputation safe
hitp://www.monotype. 0% URL Reputation safe
hitp://www.monotype. 0% URL Reputation safe
hitp://www.monotype. 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
hitp:/fiwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
hitp://www.carterandcone.comce 0% Avira URL Cloud safe
hitp:/fiwww.jiyu-kobo.co.jp/Y0/pk 0% Avira URL Cloud safe
hitp:/fiwww.jiyu-kobo.co.jp/Y0/8k~ 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
outback.websitewelcome.com 192.185.81.127 true false high
whatismyipaddress.com 104.16.155.36 true false high

S53TisOinaddtapa wkiown uknown  me  unkiown
Contacted URLs

Name Malicious Antivirus Detection Reputation

hitp://iwhatismyipaddress.com/ false high

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp://www.carterandcone.comsig PO 2010029_pdf Quotation from false e Avira URL Cloud: safe unknown
Alibaba Ale.exe, 00000000.00000003.6
65025745.000000001DF0D000.0000
0004.00000001.sdmp

hitp:/fiwww.jiyu-kobo.co.jp/.kL PO 2010029_pdf Quotation from false e Avira URL Cloud: safe unknown
Alibaba Ale.exe, 00000000.00000003.6
65220746.000000001DF05000.0000
0004.00000001.sdmp

hitp:/fiwww.fontbureau.com/designersG PO 2010029_pdf Quotation from false high
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000
0002.00000001.sdmp

hitp:/fiwww.jiyu-kobo.co.jp/yk? PO 2010029_pdf Quotation from false e Avira URL Cloud: safe unknown
Alibaba Ale.exe, 00000000.00000003.6
65148269.000000001DF05000.0000
0004.00000001.sdmp

hitp:/f\www.fontbureau.com/designers/? PO 2010029_pdf Quotation from false high
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000
0002.00000001.sdmp

hitp:/f\www.founder.com.cn/cn/bThe PO 2010029_pdf Quotation from false e URL Reputation: safe unknown
Alibaba Ale.exe, 00000000.00000002.7 e URL Reputation: safe
59636394.000000001E130000.0000 e URL Reputation: safe
0002.00000001.sdmp

Avira URL Cloud: safe unknown

hitp://foo.com/fooT WindowsUpdate.exe, 00000009.00 false
000002.711861825.000000001B201
000.00000004.00000001.sdmp, Wi
ndowsUpdate.exe, 0000000E.0000
0002.727436272.000000001BB0100
0.00000004.00000001.sdmp

hitp:/f\www.fontbureau.com/designers? PO 2010029_pdf Quotation from false high
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000
0002.00000001.sdmp

Avira URL Cloud: safe unknown

hitp:/f‘www.jiyu-kobo.co.jp/el-g PO 2010029_pdf Quotation from false
Alibaba Ale.exe, 00000000.00000003.6
65824786.000000001DF09000.0000
0004.00000001.sdmp

hitp:/fwww.tiro.com PO 2010029_pdf Quotation from false e URL Reputation: safe unknown
Alibaba Ale.exe, 00000000.00000002.7 e URL Reputation: safe
59636394.000000001E130000.0000 e URL Reputation: safe
0002.00000001.sdmp
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Name

hitp://\www.carterandcone.comé

hitp://www.fontbureau.com/designers

hitp://iwww.goodfont.co.kr

hitp://www.carterandcone.com

hitp://iwww.sajatypeworks.com

hitp:/fiwww.typography.netD

hitp://www.founder.com.cn/cn/cThe

hitp:/fiwww.jiyu-kobo.co.jp/jp/.kL

hitp://iwww.galapagosdesign.com/staff/dennis.htm

hitp://fontfabrik.com

hitp:/fiwww.jiyu-kobo.co.jp/%k

hitp:/fiwww.jiyu-kobo.co.jp/jp/%k

hitp://iwhatismyipaddress.com/-

hitp://\www.galapagosdesign.com/DPlease

hitp:/f\www.fontbureau.comgrito

hitp://www.ascendercorp.com/typedesigners.html

hitp://https://login.yahoo.com/config/login

hitp:/fiwww.fonts.com

hitp:/fiwww.jiyu-kobo.co.jp/pk

Copyright null 2021

Source

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000003.6
65025745.000000001DF0D000.0000
0004.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000
0002.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000
0002.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000003.6
65025745.000000001DFOD000.0000
0004.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000
0002.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000
0002.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000
0002.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000003.6
65824786.000000001DF09000.0000
0004.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000
0002.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000
0002.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000003.6
65148269.000000001DF05000.0000
0004.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000003.6
65220746.000000001DF05000.0000
0004.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
56675173.000000001C7C1000.0000
0004.00000001.sdmp, WindowsUpd
ate.exe, 00000009.00000002.710
741179.000000001AB70000.000000
04.00000001.sdmp, WindowsUpdat
e.exe, 0000000E.00000002.72298
5777.0000000000400000.00000040
.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000
0002.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
59400107.000000001DF00000.0000
0004.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000003.6
65880005.000000001DF18000.0000
0004.00000001.sdmp

WindowsUpdate.exe

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000
0002.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000003.6
65824786.000000001DF09000.0000
0004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

Reputation

unknown

high

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown

unknown

high
high

unknown
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Name

hitp:/f/www.sandoll.co.kr

hitp:/f‘www.urwpp.deDPlease

hitp://iwww.nirsoft.net/

hitp://www.zhongyicts.com.cn

hitp:/fiwww.sakkal.com

http:/f

crt.sectigo.com/SectigpRSADomainValidationSecureServerCA

.crt0#

hitp://www.apache.org/licenses/LICENSE-2.0

hitp:/f\www.fontbureau.com

hitp:/fwww.jiyu-kobo.co.jp/fk

hitp://https://sectigo.com/CPS0O

hitp://www.agfamonotype.

hitp://ocsp.sectigo.com03

hitp:/fiwww.jiyu-kobo.co.jp/ok

hitp:/fiwww.jiyu-kobo.co.jp/jp/

hitp://www.carterandcone.coml

hitp:/fiwww.jiyu-kobo.co.jp/jp/yk?

hitp://iwww.fontbureau.com/designers/cabarga.htmIN

hitp://iwww.fontbureau.comiond

hitp:/ferl.m

Copyright null 2021

Source

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000

0002.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000

0002.00000001.sdmp

WindowsUpdate.exe, 0000000E.00
000002.722985777.0000000000400

000.00000040.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000

0002.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000

0002.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
60610314.000000001F6D1000.0000

0004.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000

0002.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000003.6
66711909.000000001DFOD000.0000

0004.00000001.sdmp

PO 2010029 _pdf Quotation from
Alibaba Ale.exe, 00000000.00000003.6
65824786.000000001DF09000.0000

0004.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
60610314.000000001F6D1000.0000

0004.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000003.6
69445042.000000001DF35000.0000
0004.00000001.sdmp, PO 2010029_pdf

Quotation from Alibaba Ale.exe,
00000000.00000003.665824786.0

00000001DF09000.00000004.00000

001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
60610314.000000001F6D1000.0000

0004.00000001.sdmp

PO 2010029 _pdf Quotation from
Alibaba Ale.exe, 00000000.00000003.6
65824786.000000001DF09000.0000

0004.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000003.6
65824786.000000001DF09000.0000

0004.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000

0002.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000003.6
65333527.000000001DF08000.0000

0004.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000

0002.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000003.6
67302759.000000001DFOD000.0000

0004.00000001.sdmp

PO 2010029_pdf Quotation from
Alibaba Ale.exe, 00000000.00000002.7
60610314.000000001F6D1000.0000

0004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

.

Antivirus Detection

URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

.

URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

.

.

.

URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

.

.

Avira URL Cloud: safe

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

.

.

.

.

URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

Reputation

unknown

unknown

high

unknown

unknown

unknown

high

high

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown
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Name Source Malicious Antivirus Detection Reputation

hitp://www.founder.com.cn/cn PO 2010029_pdf Quotation from false e URL Reputation: safe unknown
Alibaba Ale.exe, 00000000.00000002.7 e URL Reputation: safe
59636394.000000001E130000.0000 e URL Reputation: safe

0002.00000001.sdmp, PO 2010029_pdf
Quotation from Alibaba Ale.exe,
00000000.00000003.663981836.0
00000001DF15000.00000004.00000
001.sdmp

hitp://iwww.fontbureau.com/designers/frere-user.html PO 2010029_pdf Quotation from false high
Alibaba Ale.exe, 00000000.00000003.6
67302759.000000001DFOD000.0000
0004.00000001.sdmp, PO 2010029_pdf
Quotation from Alibaba Ale.exe,
00000000.00000002.759636394.0
00000001E130000.00000002.00000

001.sdmp

hitp://www.monotype. PO 2010029_pdf Quotation from false e URL Reputation: safe unknown
Alibaba Ale.exe, 00000000.00000003.6 e URL Reputation: safe
68830663.000000001DF35000.0000 e URL Reputation: safe
0004.00000001.sdmp

hitp:/fiwww.jiyu-kobo.co.jp/ PO 2010029_pdf Quotation from false e URL Reputation: safe unknown
Alibaba Ale.exe, 00000000.00000003.6 e URL Reputation: safe
65824786.000000001DF09000.0000 e URL Reputation: safe

0004.00000001.sdmp

hitp:/f\www.fontbureau.com/designers8 PO 2010029_pdf Quotation from false high
Alibaba Ale.exe, 00000000.00000002.7
59636394.000000001E130000.0000
0002.00000001.sdmp

hitp://www.carterandcone.comce PO 2010029_pdf Quotation from false e Avira URL Cloud: safe unknown
Alibaba Ale.exe, 00000000.00000003.6
65025745.000000001DFOD000.0000
0004.00000001.sdmp

hitp:/fiwww.jiyu-kobo.co.jp/Y0/pk PO 2010029_pdf Quotation from false e Avira URL Cloud: safe unknown
Alibaba Ale.exe, 00000000.00000003.6
65220746.000000001DF05000.0000
0004.00000001.sdmp

hitp:/fiwww.jiyu-kobo.co.jp/Y0/8k~ PO 2010029 _pdf Quotation from false e Avira URL Cloud: safe unknown
Alibaba Ale.exe, 00000000.00000003.6
65824786.000000001DF09000.0000
0004.00000001.sdmp

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public
P Domain Country Flag ASN ASN Name Malicious

Copyright null 2021 Page 15 of 42



P Domain
192.185.81.127 unknown
104.16.155.36 unknown

Private

IP
192.168.2.1
127.0.0.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Copyright null 2021

Country
United States
United States

ASN
46606
13335

ASN Name Malicious
UNIFIEDLAYER-AS-1US false
CLOUDFLARENETUS false

31.0.0 Red Diamond

341324

19.01.2021

08:44:05

CloudBasic

Oh 13m 17s

false

light

PO 2010029_pdf Quotation from Alibaba Ale.exe
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

25
0
0
0
0

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal100.phis.troj.spyw.evad.WinEXE@14/11@3/4
Failed

e Successful, ratio: 15.3% (good quality ratio 14.4%)
e Quality average: 78.4%
e Quality standard deviation: 28.6%

e Successful, ratio: 96%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

e Found application associated with file extension:
.exe
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Warnings:

Simulations

Behavior and APIs

Time
08:45:06
08:45:10

08:45:19

08:45:41

Joe Sandbox View | Context

IPs

Match
104.16.155.36

Copyright null 2021

Type
API Interceptor
Autostart

Autostart

API Interceptor

Associated Sample Name / URL

Description

36x Sleep call for process: PO 2010029_pdf

Show All
e Exclude process from analysis (whitelisted):

BackgroundTransferHost.exe,
backgroundTaskHost.exe, svchost.exe,
wuapihost.exe

Excluded IPs from analysis (whitelisted):
40.88.32.150, 13.64.90.137, 51.104.144.132,
168.61.161.212, 92.122.213.247, 92.122.213.194,
2.20.142.210, 2.20.142.209, 52.254.96.93,
20.54.26.129, 52.147.198.201

Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
skypedataprdcolwus17.cloudapp.net,
arc.msn.com.nsatc.net, db3p-ris-pf-prod-
atm.trafficmanager.net,
displaycatalog.md.mp.microsoft.com.akadns.net,
ris-prod.trafficmanager.net,
skypedataprdcolcus17.cloudapp.net,
ctldl.windowsupdate.com,
bn2eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, a767.dscg3.akamai.net,
al449.dscg2.akamai.net, arc.msn.com,
ris.api.iris.microsoft.com,
skypedataprdcoleus16.cloudapp.net,
skypedataprdcoleus15.cloudapp.net,
blobcollector.events.data.trafficmanager.net,
audownload.windowsupdate.nsatc.net,
displaycatalog.mp.microsoft.com,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net, au-bg-
shim.trafficmanager.net

Report creation exceeded maximum time and may
have missing disassembly code information.
Report size exceeded maximum capacity and may
have missing behavior information.

Report size exceeded maximum capacity and may
have missing disassembly code.

Report size getting too big, too many
NtAllocateVirtualMemory calls found.

Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many
NtDeviceloControlFile calls found.

Report size getting too big, too many
NtOpenKeyEx calls found.

Report size getting too big, too many
NtProtectVirtualMemory calls found.

Report size getting too big, too many
NtQueryValueKey calls found.

Quotation from Alibaba Ale.exe modified

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run Windows Update C:\Users\user\AppData\Roaming

\WindowsUpdate.exe

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run Windows Update C:\Users\user\AppData\Roami

ng\WindowsUpdate.exe

1x Sleep call for process: dw20.exe modified

SHA 256

Link Context

Browse e whatismyi
paddress.com/
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https://view.joesandbox.com/analysis/255214/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255214/html/none?idtype=webid

Match

Domains

Match

whatismyipaddress.com

ASN

Match
CLOUDFLARENETUS

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
htt Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

Detection
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Link
Browse
Browse

Browse

Context

whatismyi
paddress.com/
whatismyi
paddress.com/
whatismyi
paddress.com/
whatismyi
paddress.com/
whatismyi
paddress.com/
whatismyi
paddress.com/
whatismyi
paddress.com/
whatismyi
paddress.com/
whatismyi
paddress.com/
whatismyi
paddress.com/
whatismyi
paddress.com/
whatismyi
paddress.com/
whatismyi
paddress.com/
whatismyi
paddress.com/
whatismyi
paddress.com/
whatismyi
paddress.com/
whatismyi
paddress.com/
whatismyi
paddress.com/
whatismyi
paddress.com/

Context

104.16.155.36
104.16.154.36
104.16.155.36
66.171.248.178
104.16.155.36
104.16.154.36
104.16.154.36
104.16.155.36
66.171.248.178
66.171.248.178
66.171.248.178
66.171.248.178
66.171.248.178
104.16.154.36
104.16.155.36
104.16.155.36
104.16.155.36
104.16.154.36
104.16.154.36

104.16.154.36

Context

104.21.89.194
172.67.170.231
23.227.38.74
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https://view.joesandbox.com/analysis/254184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254184/html/none?idtype=webid
https://view.joesandbox.com/analysis/239507/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239507/html/none?idtype=webid
https://view.joesandbox.com/analysis/239010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239010/html/none?idtype=webid
https://view.joesandbox.com/analysis/238117/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238117/html/none?idtype=webid
https://view.joesandbox.com/analysis/238039/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238039/html/none?idtype=webid
https://view.joesandbox.com/analysis/236339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236339/html/none?idtype=webid
https://view.joesandbox.com/analysis/236233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236233/html/none?idtype=webid
https://view.joesandbox.com/analysis/236204/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236204/html/none?idtype=webid
https://view.joesandbox.com/analysis/235832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235832/html/none?idtype=webid
https://view.joesandbox.com/analysis/235790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235790/html/none?idtype=webid
https://view.joesandbox.com/analysis/235666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235666/html/none?idtype=webid
https://view.joesandbox.com/analysis/235355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235355/html/none?idtype=webid
https://view.joesandbox.com/analysis/235326/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235326/html/none?idtype=webid
https://view.joesandbox.com/analysis/235321/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235321/html/none?idtype=webid
https://view.joesandbox.com/analysis/235160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235160/html/none?idtype=webid
https://view.joesandbox.com/analysis/235032/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235032/html/none?idtype=webid
https://view.joesandbox.com/analysis/234751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234751/html/none?idtype=webid
https://view.joesandbox.com/analysis/234433/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234433/html/none?idtype=webid
https://view.joesandbox.com/analysis/234369/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234369/html/none?idtype=webid
https://view.joesandbox.com/analysis/255214/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255214/html/none?idtype=webid
https://view.joesandbox.com/analysis/254901/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254901/html/none?idtype=webid
https://view.joesandbox.com/analysis/254184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254184/html/none?idtype=webid
https://view.joesandbox.com/analysis/245578/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245578/html/none?idtype=webid
https://view.joesandbox.com/analysis/239507/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239507/html/none?idtype=webid
https://view.joesandbox.com/analysis/239010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239010/html/none?idtype=webid
https://view.joesandbox.com/analysis/238117/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238117/html/none?idtype=webid
https://view.joesandbox.com/analysis/238039/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238039/html/none?idtype=webid
https://view.joesandbox.com/analysis/237385/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237385/html/none?idtype=webid
https://view.joesandbox.com/analysis/237384/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237384/html/none?idtype=webid
https://view.joesandbox.com/analysis/237380/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237380/html/none?idtype=webid
https://view.joesandbox.com/analysis/237378/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237378/html/none?idtype=webid
https://view.joesandbox.com/analysis/237364/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237364/html/none?idtype=webid
https://view.joesandbox.com/analysis/236464/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236464/html/none?idtype=webid
https://view.joesandbox.com/analysis/236339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236339/html/none?idtype=webid
https://view.joesandbox.com/analysis/236233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236233/html/none?idtype=webid
https://view.joesandbox.com/analysis/236204/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236204/html/none?idtype=webid
https://view.joesandbox.com/analysis/236195/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236195/html/none?idtype=webid
https://view.joesandbox.com/analysis/236035/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236035/html/none?idtype=webid
https://view.joesandbox.com/analysis/236011/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236011/html/none?idtype=webid
https://view.joesandbox.com/analysis/256161/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256161/html/none?idtype=webid
https://view.joesandbox.com/analysis/256160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256160/html/none?idtype=webid
https://view.joesandbox.com/analysis/256153/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256153/html/none?idtype=webid

Match

UNIFIEDLAYER-AS-1US

JA3 Fingerprints

No context

Dropped Files

No context

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

>
I
@
o
o,
2
®
o
[
o
3
=2
o
2
o
3
o
(=
A
[

Created / dropped Files

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious

malicious

malicious
malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse

Browse

Browse
Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Context

66.235.200.5
104.21.64.146
172.67.160.246
172.67.160.246
104.21.72.98
104.21.19.200
104.21.19.200
172.67.177.177
104.21.19.200
104.21.19.200
23.227.38.74
172.67.188.154
172.67.154.246

162.159.13
5.233

162.159.13
3.233

162.159.13
3.233

172.67.188.154

108.167.14
3.113

108.179.230.69
192.185.4.24
162.241.60.214

108.167.14
0.161

162.241.21
7.138

192.185.35.70
192.185.34.202
192.185.5.166

192.185.16
3.193

50.87.193.205
192.185.35.243

162.214.10
3.133

162.214.10
3.133

74.220.199.6

50.116.93.238
50.87.153.159
50.87.153.159
50.87.196.173
192.185.0.218

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_I3UYUDMLOPVYGRAZ_ff5d37c08782585231182226e219del1bf556ec8 00000
000_12aalaeb\Report.wer

C:\Windows\Microsoft.NET\Framework\v2.0.50727\dw20.exe

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Copyright null 2021

Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped
18526
3.7595009509515065
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https://view.joesandbox.com/analysis/256152/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256152/html/none?idtype=webid
https://view.joesandbox.com/analysis/256147/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256147/html/none?idtype=webid
https://view.joesandbox.com/analysis/256142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256142/html/none?idtype=webid
https://view.joesandbox.com/analysis/256140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256140/html/none?idtype=webid
https://view.joesandbox.com/analysis/256134/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256134/html/none?idtype=webid
https://view.joesandbox.com/analysis/256120/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256120/html/none?idtype=webid
https://view.joesandbox.com/analysis/256118/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256118/html/none?idtype=webid
https://view.joesandbox.com/analysis/256113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256113/html/none?idtype=webid
https://view.joesandbox.com/analysis/256108/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256108/html/none?idtype=webid
https://view.joesandbox.com/analysis/256098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256098/html/none?idtype=webid
https://view.joesandbox.com/analysis/256096/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256096/html/none?idtype=webid
https://view.joesandbox.com/analysis/256092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256092/html/none?idtype=webid
https://view.joesandbox.com/analysis/256089/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256089/html/none?idtype=webid
https://view.joesandbox.com/analysis/256086/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256086/html/none?idtype=webid
https://view.joesandbox.com/analysis/256064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256064/html/none?idtype=webid
https://view.joesandbox.com/analysis/256063/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256063/html/none?idtype=webid
https://view.joesandbox.com/analysis/256058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256058/html/none?idtype=webid
https://view.joesandbox.com/analysis/256165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256165/html/none?idtype=webid
https://view.joesandbox.com/analysis/256164/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256164/html/none?idtype=webid
https://view.joesandbox.com/analysis/256153/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256153/html/none?idtype=webid
https://view.joesandbox.com/analysis/256149/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256149/html/none?idtype=webid
https://view.joesandbox.com/analysis/256143/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256143/html/none?idtype=webid
https://view.joesandbox.com/analysis/256142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256142/html/none?idtype=webid
https://view.joesandbox.com/analysis/256040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256040/html/none?idtype=webid
https://view.joesandbox.com/analysis/256036/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256036/html/none?idtype=webid
https://view.joesandbox.com/analysis/256003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256003/html/none?idtype=webid
https://view.joesandbox.com/analysis/255823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255823/html/none?idtype=webid
https://view.joesandbox.com/analysis/255756/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255756/html/none?idtype=webid
https://view.joesandbox.com/analysis/255563/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255563/html/none?idtype=webid
https://view.joesandbox.com/analysis/255558/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255558/html/none?idtype=webid
https://view.joesandbox.com/analysis/255554/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255554/html/none?idtype=webid
https://view.joesandbox.com/analysis/255496/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255496/html/none?idtype=webid
https://view.joesandbox.com/analysis/255474/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255474/html/none?idtype=webid
https://view.joesandbox.com/analysis/255461/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255461/html/none?idtype=webid
https://view.joesandbox.com/analysis/255457/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255457/html/none?idtype=webid
https://view.joesandbox.com/analysis/255381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255381/html/none?idtype=webid
https://view.joesandbox.com/analysis/255379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255379/html/none?idtype=webid

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_I3UYUDMLOPVYGRAZ _ff5d37c08782585231182226e219delbf556ec8 00000
000_12aalaeb\Report.wer

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

192:+U+vhLWMBVmMO3jjy3qhb91t4No8XN1Dzv2HKOK+Z5INKU/u7s5S2741t0bj:+hLNVjADfv1eKU/u7s5X41tU

E0234DDB8DCD0049C26D45270E302670

8B38E799954AB55705B1CI9FA05224A68462D1484

E38FEDC1A75B6FE1189FA7A986D9D349202208C8AE591BD99C8DFD279095FD34
82FBAF04F07502D9967F7C3E049E0FD4D3B4476CF5B383BC2F5A5468522C4A5583F5E65757DIFAD230A0CCB71E822E040A8A0194BBC454F81DF2236601DD21D
false

low

.Version=1..Ev.e.ntTy.p.e=CLR.20.r3...Ev.entTim.e=13.2555159.0.7.1.9.8.6.3.1.9....R.e.p.o.r.t.T.y.p.e.=.2....C.ons.e.nt=1...Up.loadT.im.
e.=.1.3.2555.1.5.9.0.8.7.455.2.3.2.....R.e.p.ortS.tatu.s.=9.6...Rep.ortldentifier=c.l.6.aab.b.3.-0.0.7.b.-4.2.6.4.-a.d.e.3.-.0.a.8.d.f.0.d.d.4.b.4f. . W.
o.w.6.4.H.0.5.t.=.3.4.4.04....W.0.w.6.4.G.u.e.s.t.=.3.3.2.....A.p.p.S.e.s.s.i.0.n.G.u.i.d.=.0.0.0.0.1.8.2.8.-.0.0.0.1.-.0.0.1.b.-.c.f.4.4.-5.0.f.c.3.6.e.e.d.6.0.1.....T.a.r.g.e.t A.p.p.l.
d.=.W.:.0.0.0.6.e.c.5.e.b.d.5.8.d.1.9.3.3.b.€.2.9.b.8.8.7.2.0.2.0.b.9..¢.0.5.8.0.0.0.0.1.f.£.£.1.0.0.0.0.8.3.4.0.7.c.5.d.0.7.5.e.7.a2.8.6.6.4.b.d.5.0.b.1.c.f.e.6.d.8.2..b.9.3.6.3.
4.2.e.!P.0..2.0.1.0.0.29._.p.df.....Qu.otatio.n. . .from. Alib.ab.a. Ale..exe...T.arg.etAp.pV.er=20.21//0.1//18..2.0..16..53.1.0..P.0..2.0.1.0.0.
2.9._.pdf. ....Qu.otatio.n.. from.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9679.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\Microsoft. NET\Framework\v2.0.50727\dw20.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

7790

3.7103725108859273

false
192:Rrl7r3GLNINCG6fnanWojq6YrVSUyFxDWgmfZ4X1Sb+plnbpE1lfpNjm:RrIsNiR6au6YJISUyFkgmfGX1S+nbpufm
4663DEC090868E16DA7F5BCA796CIES6

CCD5A6093B43EBECDBBE73CA9846324728F1060F
161D1F741C110B43374FE458DC88E13DBC776FBF264B8119304EEA6D3A7F364C

C67FF00C65C6F75B3A5122DC111FOD7BDD4385EE2970F0624A89B0F5042D91017EFB41BD2111896DCDAF82F1390ADCDD4AOFA7589ED47B46A35B2E8FD7C147
D

false

low

.<?x.m.l .wv.ers.io.nz="1..0." enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.nlnformation>....<W.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./W.i.n.d.ow.s.N.T.V.e.rs.i.o.n>.......<B.wu.ild>17.1.34</Bu.ild>.....<Pro.du.c.t>(0x3.0).;. . Win.d.ow.s. .1.0. .P.r.o.
</.Prod.u.ct>.....<Ed.ition>Profess.ional</Ed.ition>....<B.uildString>17134.1.amd6.4fre.rs4._re.leas.e..18.04.1.0.-18.0.4.
<./.B.u.ild.S.tr.in.g> .<.R.ewis.ion>1l</Rewvision>....<Flavor>Multipro.cess.or. Free</Flav.or>....<Architecture>X6.4.</
Ar.ch.itecture>.....<LCl1D.>1.0.3.3</LC.lD>....</0.SV.ers.io.n.lnformatio.n>...<Pro.c.ess.lnformation>....<P.id>6.18.4.</P..
d>.....

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9745.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\Microsoft. NET\Framework\v2.0.50727\dw20.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4727

4.524625212788249

false

48:cviwSD8zs3JgtWI9gPkWSC8Bla8fm8M4JFKgxFt+q8v7pxz6z4d:ul TfZtP9SNmvJIFKCK9J04d
09230AF117101F309F1D2A9272EC4DD6
49371E06E109D22646A4A01042B3A6151AE2642E

B88430E87A0873ED3F7677059408 CE9AFOB3543E3186BCIDOE61FESA64841C04

5BD3418B89D7F41D7D39DBA4AD76F6B5440A04C8E8CAEFF30695A76007DC4694222B7303DADD1E2B679F3BD3D5A63CE703C80ECDF4ESFOBC7D2F2159020CAI
D6

false

low

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>.. <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
/>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" [>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
/>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="823255" />.. <arg nm="osinsty" val="1" />.. <arg nm="iever" val="11.1.17134.0-1
1.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2021

C:\Users\user\AppData\Roaming\WindowsUpdate.exe
ASCII text, with CRLF line terminators

dropped

916

5.282390836641403

false

Page 20 of 42



SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

24:MLF20NaL3z2p29hJ5g522rW2xAi3AP26K95rKo02+g2+:MwLLD2Y9h3go2rxxAcAOB0x+g2+
5AD8BE7ABEADADACA4CEO6FF693476581A
81E42A97BBE3D7DE8B1E8B54C2B03C48594D761E
BAA1A28262BA27D51C3A1FA7FB0811AD1128297ABB2EDCCC785DC52667D2A6FD

7793E78E84AD36CE65B5B1C015364E340FB9110FAF199BC0234108CEIBCBIAEDACBD25C6A012AC99740E08BEASESC373A88E553E47016304DBAEGAEEABSSEE
FF

true

moderate, very likely benign file

1,"fusion”,"GAC",0..3,"C:\Windows\assembly\Nativelmages_v2.0.50727_32\System\1ffc437de59fb69ba2b865ffdc9I8ffd1\System.ni.dll",0..3,"C:\Windows\assembly
\Nativelmages_v2.0.50727_32\Microsoft.VisualBas#\cd7c74fce2a0eab72cd25cbe4bb61614\Microsoft.VisualBasic.ni.dll*,0..3,"C:\Windows\assembly\NativeImages
_v2.0.50727_32\System.Drawing\54d944b3ca0eal188d700fbd8089726b\System.Drawing.ni.dll",0..3,"C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Wind
ows.Forms\bd8d59c984c9f5f2695f64341115cdf0\System.Windows.Forms.ni.dll",0..3,"C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Runtime.Remo#\3577
4dc3cd31b4550ab06c3354cf4ba5\System.Runtime.Remoting.ni.dll*,0..3,"C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Configuration\de460308a2909923
7864d2ec2328fc958\System.Configuration.ni.dll”,0..3,"C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.XmI\527c933194f3a99a816d83c619a3eld3\System
Xml.ni.dll",0..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\PO 2010029_pdf Quotation from Alibaba Ale.exe

XML 1.0 document, ASCII text

dropped

1287

5.212090243419571

false
24:2do4+S8TcqdQrsgFwvplrovigU30DOilQRvh7hwZgvw43aVdQfL3Thn:c+XBQYplrovi330DOiLdKZgfo6L3/
1F2AB60BB7267870886B92CD09BDD40F

B1FEB45A9F57DA9201C09C6BDF68A85F6B3B357C
954E70C360613EE7521DC580232C08E22897A247FOEE9D8F1F137D5D44DEDAD6
0C09CC3F8AA004537497320CBCEE4843141955268A797114E668FBB329AD332CAD378C0422048DEB3676CCA04FE4D475644DDB58F0C7193E84C4ADI866EF38E
true

low

<?xml version="1.0" encoding="UTF-16"?>.<Task version = "1.2" xmIns="http://schemas.microsoft.com/windows/2004/02/mit/task">.<RegistrationInfo>.<Date>2015-09-27
T14:27:44.8929027</Date > .<Author>992547\user</Author>.</RegistrationInfo>.<Triggers>.<LogonTrigger>.<Enabled>true</Enabled>.<Userld>992547\user</Userld>.
</LogonTrigger>.<RegistrationTrigger>.<Enabled>false</Enabled>.</RegistrationTrigger>.</Triggers>.<Principals>.<Principal id="Author">.<Userld>992547\user<
/Userld>.<LogonType>InteractiveToken</LogonType>.<RunLevel>LeastPrivilege</RunLevel>.</Principal>.</Principals>.<Settings>.<MultipleInstancesPolicy>St
opExisting</MultiplelnstancesPolicy>.<AllowHard Terminate>false</AllowHard Terminate>.<StartWhenAvailable>true</StartWhenAvailable>.<RunOnly|fNetworkAva
ilable>false</RunOnlylfNetworkAvailable>.<ldleSettings>.<StopOnldleEnd>true</StopOnldleEnd>.<RestartOnldle>false</RestartOnldle>.</IdleSettings>.<Allo
wStartOnDemand>true</AllowStartOnDemand>.<Enabled>true</Enabled>.<Hidden>fals

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

C:\Users\user\Desktop\PO 2010029_pdf Quotation from Alibaba Ale.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

1086474

7.578465944506682

false

24576:S8WA4T17vgKzzHA3VITMrxwpO7GAal8Xj:SU7JAIITUme
61854EA00B96528123E9A176BC0377BF
211FAFOD06BC47276DB738914C4D9B03DB1CAOF5
28615FFA1BD821066848828F83A436587BD4FF8DA5F206B1EFAB09988FDA27C7
9211791D4911B6619AE2EE69904013902E38E35A6852FDE1D667CD4D941228A289C3AD25A556B4CC78E7CCC65725E9972E8F5682504D9DACB4EA4C579173281F
true

e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 39%

low

C:\Users\user\AppData\Local\Temp\holderwb.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Copyright null 2021

C:\Windows\Microsoft.NET\Framework\v2.0.50727\vbc.exe
Little-endian UTF-16 Unicode text, with no line terminators
dropped

2

1.0
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C:\Users\user\AppData\Local\Temp\holderwb.txt

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

false

3:Qn:Qn

F3B25701FE362EC84616A93A45CE9998
D62636D8CAEC13F04E28442A0A6FA1AFEB024BBB
B3D510EF04275CABE698E5B3CBBOECE3949EF9252F0CDC839E9EE347409A2209

98C5F56F3DE340690C139E58EB7DAC111979F0D4DFFE9C4B24FF849510F4B6FFA9FD608COA3DEIAC3CIFD2190FOEFAF715309061490F9755A9BFDF1C54CAQOD!
4

false

high, very likely benign file

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Preview:

C:\Users\user\Desktop\PO 2010029_pdf Quotation from Alibaba Ale.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

1086464

7.578501414918202

false

24576:S8WA4T17vgKzzHA3VITMrxwpO7GAal8XjX:SU7JAIITUMe]
134BF4DDD2A72C5C396647F7037AF0EL
83407C5D075E7A8664BD50B1CFE6D82EB936342E
76DB811BCA515B8C2F782394E24B4BBCE6269211F6E8971B4897BDFFD554303B

E010172192C7A0EE2DB793B01D0C90644DFOAEDAG6A475598B42C6CESABC67195C3A807D529CFAG755905FA1ADCB25FC2EB80B4FCC7DAB0OD42380B81D5726C
12

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 39%

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\PO 2010029_pdf Quotation from Alibaba Ale.exe

ASCII text, with CRLF line terminators

modified

26

3.95006375643621

false

3:ggPYVIrPYV

187F488E27DB4AF347237FE461A079AD

6693BA299EC1881249D59262276A0D2CB21F8E64

255A65D30841AB4082BD9DOEEA79D49C5EE88F56136157D8D6156AEF11C12309
89879F237COC051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD64

true

[ZoneTransfer]....Zoneld=0

C:\Users\user\AppData\Roaming\pid.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

Copyright null 2021

C:\Users\user\Desktop\PO 2010029_pdf Quotation from Alibaba Ale.exe

ASCII text, with no line terminators

dropped

4

2.0

false

3:wRn:wR

08425B881BCDE94A383CD258CEA331BE
035190E86082BBA15DAF822EA166639C626F9578
CB89351F5FEE4406D095BB248EDAF8A2C01BD57BC6CBADCF45EA28EB2B4EF1AS1

8ACA3AF257A30AB72FFFD2FCE1CDAA55B64951E8DF1054BD21A2126FE22D61D073424A6A1F672B56AC2FBEEFBEBIF362EE2DF747A19C1E9BE7488B283CBB1
FA2
false

6184
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C:\Users\luser\AppData\Roaming\pidloc.txt

Process: C:\Users\user\Desktop\PO 2010029 pdf Quotation from Alibaba Ale.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 72

Entropy (8bit): 4.726683293133492

Encrypted: false

SSDEEP: 3:0Nt+WFfW1qOL/kiRMQFLTzxI0C:oNwvgOLHXLvxIOC

MDS5: 82A4BD3798C0A5581741E25F32F233E7

SHA1L: 73554D6548669CE4F8594A02863C6F4C36607D3B

SHA-256: 095CB76FECF1095B4D4AB724BOE29039E00BAB388CCCA9899D0AB559C7167718
SHA-512: D578CB85F5DDB495AD0E420E8038E376F696E7556B731479284852549FA1987E8BBFO6E10BBCF96C1733FE9E3F2C7C1E179473074B9A91E10FO0BE04B8BOEB7F6
Malicious: false

Preview:

C:\Users\user\Desktop\PO 2010029_pdf

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

A

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:
DLL Characteristics:
Time Stamp:

TLS Callbacks:

CLR (.Net) Version:
OS Version Major:

OS Version Minor:

Copyright null 2021

Quotation from Alibaba Ale.exe

6eecccccd6d2f2f2

0x401308
text
false
0x400000

windows gui

PE32 executable (GUI) Intel 80386, for MS Windows
7.578501414918202

e Win32 Executable (generic) a (10002005/4)
99.96%

Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

PO 2010029_pdf Quotation from Alibaba Ale.exe

.

.

.

1086464
134bf4ddd2a72c5c396647f7037af0el