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Analysis Report BsYHxeX70k.dll

Overview
General Information Detection Classification
Sample BsYHxeX70k.dll
Name: MALICIOUS Multi AV Scanner detection for subm...
Analysis ID: 344139 Yara detected Emotet
MDS: 0125320a954399.. Machine Learning detection for samp...
SHA1L:
37afd8711306977.. Checksiifitheicurrent process is bein...
SHA256: d8a15d14d7bdc4..

Contains functionality te/get notified:..

Tags:

Most interesting Screenshot:

Contains functionality te read the PEB
Contains functionality to;shutdown|// ...
Contains functionality to/simulate m...

Detected potentiallcryptojfunction

w
«Q
>
2
(=
=
®
(7]

Score: 60 Manitors certainiregistry keys /valu...
Range: 0-100
©ne. 6l MOre Precesses|crash
Whitelisted: false
) BE file/contains|strange resources
Confidence: 100%

Startup

= System is w10x64

o B loaddli32.exe (PID: 6404 cmdline: loaddll32.exe 'C:\Users\user\Desktop\BsYHxeX7OKk.dIlI' MD5: 2D39D4DFDE8F7151723794029AB8A034)
. Q’ WerFault.exe (PID: 6528 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 6404 -s 240 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
. Q’ WerFault.exe (PID: 6680 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 6404 -s 444 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
. Q’ WerFault.exe (PID: 7016 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 6404 -s 472 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000001.00000002.282474266.0000000000850000.00000 JoeSecurity Emotet  Yara detected Joe Security
040.00000001.sdmp Emotet
00000001.00000002.282217417.0000000000710000.00000 JoeSecurity Emotet  Yara detected Joe Security
040.00020000.sdmp Emotet
00000001.00000002.282441133.0000000000820000.00000 JoeSecurity_ Emotet  Yara detected Joe Security
040.00000001.sdmp Emotet

Unpacked PEs

Source Rule Description Author Strings
1.2.loaddll32.exe.710000.0.raw.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet
1.2.loaddll32.exe.850000.1.raw.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet
1.2.loaddll32.exe.850000.1.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet
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Source Rule Description Author Strings

1.2.loaddlI32.exe.710000.0.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection

® Compliance

@ Spreading

@ Networking

@ E-Banking Fraud

@ System Summary

@ Data Obfuscation

@ Hooking and other Techniques for Hiding and Protection
® Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Stealing of Sensitive Information

@ Click to jump to signature section

AV Detection:

=

Multi AV Scanner detection for submitted file

Compliance: | ! |

Binary contains paths to debug symbols

=

E-Banking Fraud:

Yara detected Emotet

]‘

Stealing of Sensitive Information:

Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Windows Path Process Virtualization/Sandbox OS Query Registry Remote Archive Exfiltration Encrypted Eavesdrop on
Accounts  Management  Interception Injection Evasion Credential Services Collected  Over Other Channel Insecure
Instrumentation Dumping Data Network Network
Medium Communication
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Initial Privilege Credential Lateral Command Network

Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Default Scheduled Boot or Boot or Disable or Modify LSASS Security Software Remote Data from  Exfiltration Junk Data Exploit SS7 to
Accounts  Task/Job Logon Logon Tools Memory Discovery Desktop Removable Over Redirect Phone
Initialization  Initialization Protocol Media Bluetooth Calls/SMS
Scripts Scripts
Domain At (Linux) Logon Script Logon Process Injection Security Virtualization/Sandbox SMB/Windows Data from Automated Steganography Exploit SS7 to
Accounts (Windows)  Script Account Evasion Admin Shares Network Exfiltration Track Device
(Windows) Manager Shared Location
Drive
Local At (Windows)  Logon Script Logon Obfuscated Files or NTDS Peripheral Device Distributed Input Scheduled  Protocol SIM Card
Accounts (Mac) Script Information Discovery Component Capture Transfer Impersonation  Swap
(Mac) Object Model
Cloud Cron Network Network Software Packing LSA System Information SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Logon Secrets Discovery Transfer Channels Device
Script Size Limits Communication
Replication Launchd Rc.common Rc.common Steganography Cached Remote System VNC GUI Input  Exfiltration Multiband Jamming or
Through Domain Discovery Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media

Behavior Graph

Legend
l:‘ Process
l:‘ Signature
Behavior Graph D Created File
ID: 344139 Il onsieinfo
Sample: BsYHxeX70k.dll T £, Is Dropped
Startdate: 26/01/2021 CLEAN A% Is Windows Process

Architecture: )
WINDOWS UNKNDWN Ias Number of created Registry Values
Score: 60 11
. Number of created Files
9 visual Basic
ERZIC
711 Delphi
Machine Learning detection —
for sample started é, Java
/W NetC#or VB.NET
G C, C++ or other language
9  loaddli32.exe a2 &) s malicious
m Internet
-
m h:
started started started
WerFault.exe ..'. WerFault.exe :-. WerFault.exe :-.

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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DXE

Excel 2016

|

Waord 2016

F-l O Tyoe here to search 4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
BsYHxeX70k.dll 14% Virustotal Browse
BsYHxeX70k.dll 57% ReversingLabs Win32.Trojan.EmotetCrypt
BsYHxeX70k.dll 100% Joe Sandbox ML

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download

1.2.loaddll32.exe.710000.0.unpack 100% Avira HEUR/AGEN.1110387 Download File
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https://www.virustotal.com/gui/file/d8a15d14d7bdc4d2e1d948e20cf2835b452f46b2c0860ccd8147ee8d8a43adec/detection/f-d8a15d14d7bdc4d2e1d948e20cf2835b452f46b2c0860ccd8147ee8d8a43adec-1611582964

Domains

No Antivirus matches

URLs

Source
hitp://crl.microsoftmT9

hitp://crl.microsoftmT

Domains and IPs

Contacted Domains

No contacted domains info

URLs from Memory and Binaries

Name

hitp://crl.microsoftmT9

hitp://crl.microsoftmT

Contacted IPs

No contacted IP infos

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

Copyright null 2021

Detection

0%

0%
Source Malicious
WerFault.exe, 00000007.0000000 false
3.252976080.00000000047C7000.0
0000004.00000001.sdmp
WerFault.exe, 00000007.0000000 false

3.252976080.00000000047C7000.0
0000004.00000001.sdmp

Scanner Label Link
Avira URL Cloud safe
Avira URL Cloud safe

Antivirus Detection Reputation
e Avira URL Cloud: safe unknown
e Avira URL Cloud: safe unknown

31.0.0 Emerald
344139
26.01.2021
07:15:18
CloudBasic

Oh 7m 41s

false

light
BsYHxeX70k.dll
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

33

o ©o o o

e HCA enabled

e EGA enabled

e HDC enabled

e AMSI enabled

default

Timeout

MAL
mal60.troj.winDLL@4/12@0/0

Failed
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HDC Information: e Successful, ratio: 0.4% (good quality ratio 0.4%)
e Quality average: 93.9%
e Quality standard deviation: 3.4%

HCA Information: Failed
Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension:
il
Warnings: Show All

e Exclude process from analysis (whitelisted):
MpCmdRun.exe, audiodg.exe,
BackgroundTransferHost.exe, WerFault.exe,
wermgr.exe, WMIADAP.exe,
backgroundTaskHost.exe, SgrmBroker.exe,
conhost.exe, svchost.exe, wuapihost.exe

e Excluded IPs from analysis (whitelisted):
92.122.145.220, 13.64.90.137, 104.43.193.48,
92.122.144.200, 51.11.168.160, 95.101.22.224,
95.101.22.216, 51.103.5.186, 52.155.217.156,
20.54.26.129

e Excluded domains from analysis (whitelisted):
arc.msn.com.nsatc.net, store-images.s-
microsoft.com-c.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net,
wns.notify.windows.com.akadns.net, arc.msn.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, e12564.dspb.akamaiedge.net,
emeal.notify.windows.com.akadns.net,
displaycatalog.mp.microsoft.com,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net, displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
skypedataprdcolwus17.cloudapp.net,
client.wns.windows.com, fs.microsoft.com,
displaycatalog.md.mp.microsoft.com.akadns.net,
ris-prod.trafficmanager.net,
e1723.g.akamaiedge.net,
skypedataprdcolcus15.cloudapp.net,
ris.api.iris.microsoft.com, store-images.s-
microsoft.com,
blobcollector.events.data.trafficmanager.net,
par02p.wns.notify.trafficmanager.net

Simulations

Behavior and APIs

Time Type Description

07:16:20 API Interceptor 2x Sleep call for process: WerFault.exe modified

Joe Sandbox View | Context
IPs
No context

Domains

No context

ASN

No context

JA3 Fingerprints

Copyright null 2021 Page 9 of 93



No context

Dropped Files

No context

Created |/ dropped Files

C:\ProgramData\Microsoft\Windows\WER\ReportArchive\AppCrash_loaddll32.exe_7225963344ab2d4b76a392ee69fe603ad8f2abb_b4806494 1a50c15

d\Report.wer
Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

10134

3.7646610495056536

false
96:RYNj4CWO0yTVy9hTot7IngpXIQcQac6pcEccw3d5+a+z+HbHgEVGArmMKazWbSmvFp:gjXUsHOtGtjpDH/u7s+S2741tWu
C422BA0ASA2F8EBBDEB5CAF2B27F9744

3BF55DF103B0A07C910E7212E996086058E92EE2
76F9281E1BBF7371B963688062377A17A0FF6COEA433DA31BAF23F7607B0FD15
A2CF62D79BE241ED893FC1D22D92A5584BB816D248509E744D6B853D6BC3F610290BEB393E370DA1008D9B711A11E2192F932F6A64E8AD36C30FAL1C5AD2678F
false

low

.Version=1..EventTyp.e=APP.CRASH...EventTim.e=13.256.14.7.7.7.47.257.1.1.0...Rep.ortTy.p.e=2..C.ons.ent=1..UploadT.i.
m.e.=.1.3.25.6.1.4.7.7.7.7.9.7.5.7.1.1.2....R.e.p.ortS.tatu.s.=.2.6.8.4.354.56....R.e.p.ortldentifier=259d6.eaf-71e6.-4a29.-8.e.a8.-2021le.c.2.
5.3.e.2.e...lntegratorR.ep.ortldentifier=.6.7.c.d.e.3.2.-23.05.-4.d.7.d.-8.73.3.-4fe.3.3.0.1.4.0.1.3.e....W.0.w.6.4.H.0.5.t.=.3.4.4.0.4....W.0.w.6.4.G.
u.e.s.t=3.3.2...Ns.Ap.p.N.am.e.=lo.ad.dll3.2.ex.e...Ap.p.S.es.s.io.nG.u.id=0.0.0.0.1.9.0.4.-.0.0.0.1.-.0.0.1.6.-f.6.d.a.-.b.d.2.a.f.6.£.3.d.6.0.1....T.a.r.g.e.t.A.
p.p.l.d.=.W.:.0.0.0.0.d.a.3.9.a.3.e.e.5.€.6.b.4.b.0.d.3.2.5.5.b.f.e.f.9.5.6.0.1.8.9.0.a.f.d.8.0.7.0.9..0.0.0.0.d.a.3.9.a.3.e.e.5.€.6.b.4.b.0.d.3.2.5.5.b.f.e.£.9.5.6.0.1.8.9.0.a.f.
d.8.0.7.0.9.l.l.o.a.d.d.l.I.3.2...ex.e....T.ar.g.et.Ap.

C:\ProgramData\Microsoft\Windows\WER\ReportArchive\AppCrash_loaddll32.exe_c5a25cdcc8f97dcd0e408681553972f33acea b4806494 1b20ef63\

Report.wer
Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

10088

3.7615576725876148

false
96:0x36PIcpj4aCWOyEmay9hT97efvpXIQcQPcbbcEycw37+a+z+HbHgEVG4rmMKazWG:E36SdXU/oHhfoXjpDH/u7sZS2741tWo
7C12BFABOF59B52846C04CA731DB267F

35D9E460CADC4404C6869BD59529D76B7D65F552
1B1AAD60F962C1D569BFCE727AC594D027798D06BA38326D51FCFB41E7FCC265
82B663750666DF8D20A7902E743E6304D570E6B48817CAD93D6E2A8750DC97081C2D1C21F59B2BAD1A5D546F56E60611207C4BAD7213C53875AB55179985120F
false

low

.Version=1..EventTyp.e=APP.CRASH...EventTim.e=13.256.14.7.7.8.6.0.0.6.9.545...Re.p.ortTy.p.e=2..C.ons.ent=1..UploadT.i.
m.e.=.1.3.2.5.6.1.4.7.7.9.0.25.6.9.4.44...Rep.ortStatu.s.=26.84.35456...Rep.ortldentifier=e9.1dfac.c.-13.ca-4.del-b4l17.-5eb.2.d.c5.
f.0.1.5.e....l.n.te.g.rato.r.Repo.rtldentifier=7d.6.2.6.9.f0.-55.2¢e.-437.3.-.a7.1f-75.e.6.de.a3.0.0.6.2...W.0w.6.4.H.0.5.t.=.3.4.4.04...W.0w.6.4.G.
u.e.s.t=3.3.2...Ns.Ap.p.N.am.e.=lo.addll3.2.exe...Ap.p.S.es.s.io.nG.u.id=0.0.0.0.1.9.04.-.0.0.0.1.-.0.0.1.6.-f.6.d.a.-.b.d.2.a.f.6.f£.3.d.6.0.1....T.a.r.g.e.t. A.
p.p.l.d.=.W.:.0.0.0.0.d.a.3.9.a.3.e.e.5.€.6.b.4.b.0.d.3.2.5.5.b.f.e.f.9.5.6.0.1.8.9.0.a.f.d.8.0.7.0.9..0.0.0.0.d.a.3.9.a.3.e.e.5.€.6.b.4.b.0.d.3.2.5.5.b.f.e.£.9.5.6.0.1.8.9.0.a.f.
d.8.0.7.0.9.l.l.o.a.d.d.l..3.2...ex.e....T.ar.g.e.t.Ap.

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_loaddll32.exe_a074f448eb416fc5ae408d6a8da6168cd6117a23 b4806494 19c8a097

\Report.wer
Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

Copyright null 2021

C:\Windows\SysWOW64\WerFault.exe

Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

9694

3.759141443436875

false
96:ACjACWO0yxy9hT97WzSZpXIQcQacbpcEccw35+a+z+HbHgEVG4rmMKazWhSmvFVh/:XXU8HOtGtjpDy/u7s+S274ltbY
COCO05C8B451A7A3E6C0931043ACAES2B

BBD9E48041A8C762CA2F04063102F83C6C58E2EC
124FCECEDO0D204475F000701E1B296B48038426D5A1C0480FEEB189B8E19D338
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C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_loaddll32.exe_a074f448eb416fc5ae408d6a8da6168cd6117a23 b4806494 19c8a097

\Report.wer
SHA-512:

Malicious:
Reputation:

Preview:

5573A6CB152E6CCBE99D757B9019DD96FB534B8268E279C366226410F10477BC29BDF75F62A1040B5A824A1DF8FC2A1DB78D55E1BFOB6D81E669DBCA3CAF00
2

false

low

.V.ersion=1..Eve.ntTyp.e=BEX..EventTime=13256.147.7.6.9.2257.1509...Rep.ortTy.p.e=2..C.onsent=1..Rep.ortlden.tif.
i.er=.9.2.cf76.d.6.-.c.8.0.b.-.4.1.6.4.-9.c.c.3.-.9.0.4.ff.e.5.d.8.£7.0....L.nte.g.rator.R.e.po.rtlden.tifier=ddal7bfd-a0.6.1.-4.cc8.-9.5.e.d.-.c.0.6.6.4.0.8.
c.6.afc...Wow.6.4H.0.s.t=3.4.4.04...W.0ow.6.4.G.u.es.t=332..Ns.Ap.pNam.e=lo.addll32.exe..Ap.p.S.e.s.s.io.nG.u.id=0.0.0.0.1.9.0.4.-.0.0.0.1.-
.0.0.1.6.-f.6.d.a.-.b.d.2.af.6.f.3.d.6.0.1....T.a.r.g.e.t Ap.p..d=W...0.0.0.0.d.a.3.9.a.3.e.e.5.e.6.b.4.b.0.d.3.2.5.5.b.f.e.f.9.5.6.0.1.8.9.0.a.f.d.8.0.7.0.9...0.0.0.0.d.a.3.9.
a.3.e.e.5..6.h.4.b.0.d.3.2.5.5.b.f.e.f.9.5.6.0.1.8.9.0.a.f.d.8.0.7.0.9...l.o.a.d.d.l...3.2...e.x.e....T.ar.g.e.tAp.p.V.er=2.0.2.0././.1.1.//3.0.:.1.2.:.1.5.:.2.1.1.0...l.o.a.d.d.|.
1.3.2..ex.e...B.0.0.t.1.d.=.4.2.9.4.9.6.7.2.9.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9730.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 15 streams, Tue Jan 26 15:16:09 2021, 0x1205a4 type
dropped

41828

2.038826544545495

false
192:wO0RghZKselJ94Q2S1uBIWrE91VNybNDXnpon/J/j:tRWZ5elJGQ2ScSWwPybN8Fj
13F7C11E69DA9921F0651BDEF07D381B
E0892C6958FECCD7EEAF5387B7B8A4B841454185
7A7A6DB3E948ADCFAEA494D9CEB767647D5BF746395B61BEBAC7B129117D7552
297C0760F2705149595CB09F3170DBIDA313C8CBCE833C7C2C2C89519DC48427385BE4D7D6EFC4B69B4D15AD41FE11A0C01AB9260AC4175770E2243C40DA62|

false

low

GenuinelntelWw........... T 52 ceveveeienenOicc Poacciifice. Sitand.ard. .T.i.m.e.
.1.7.1.34..1..x8.6.fre..rs4._releas.e..18.04.10.-18.04

.................................................................................................. d.0.9.€.0.1.€...1.3.8.6.,.1.0...0... 1. 7. 1.3 4. Lo

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8348

3.6920162098436102

false
192:Rrl7r3GLNi4DY6Qu2v6YIlvSU8aigmfiSWCpN489bsn41fQkm:RrisNiD6Z2v6YgSU8aigmfiS9snifi
B087A84A63DCF6F547DED7B76CEA8618
OFE760CDCO04A8A14D83F93FEC8BEOCB32B1A4415
8EC704446CE8495B41A93C89D8CEECFCIBBA969B6CO1F3A19773B86A1DA5CD63

923B0462F9B50227320B7885D51437D4265C1F3A1A51256DCDF6BE16704DAA01EB039D193DFASDA95E1606BD43D6AECCD2360DB4C88CB818B522D8BAB53E78
E

false

low

.<?x.m.l wvers.ionz="1.0" enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.nlnformation>....<W..nd.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./W.i.n.d.ow.s.N.T.V.e.rs.i.o.n>.......<B.wu.ild.>17.1.34</Bu.ild>.....<P.ro.du.c.t>(0x3.0).;. . W.in.d.ow.s. .1.0. .P.r.o.
</.Prod.u.ct>.....<Ed.ition>Profess.ional</Ed.ition>....<B.uildString>17134.1.amd6.4fre.rs4._re.leas.e..18.04.1.0.-.18.0.4.
<./.B.u.ild.S.trin.g.> .<R.ew..s.ion>1l</Reuv.ision>. <.F.lav.or>M.u.ltip.r.o.cees.s.or. F.ree</F.lav.o.r>. <.Ar.c.hitecture>X6.4.</
Ar.chitecture>.....<LClD.>1.0.3.3</LC.lD>....</0.SV.ers.io.n.lnformatio.n>...<Pro.cess.lnformation>....<P.id>6.4.0.4.</P..
d>.....

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9DDA.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Copyright null 2021

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4658

4.429769617248258

false
48:cviwSD8zsxRJIgtWI9r2yWSC8B548fm8M4JONgFa2+q8vYNQxKcQlcQwv+ld:ul TIXESSN/1JjKLxKkwv+Id
15F23103DA45B2E2067424F685EEAC3B

OAOECF39D509F43B7A4DDA03CC795ED7FDD98F35
E7395CD429268F456A2870CFAA16863EEE1BE912FCFB1C984E05C37814307726

0A25EAA7333E6DB9589FB4BA33CD61043AB5ECCOC0821F0681419D5561AFED3CCC99B61E04083688758C89137E26FE1A82D45EBF2A7BA78B3458EF2CACID38
E
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C:\ProgramData\Microsoft\Windows\WER\Temp\WER9DDA.tmp.xml

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>.. <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
I>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..
<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
I>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="833786" />.. <arg nm="osinsty" val="1" />.. <arg nm="iever" val="11.1.17134.0-1
1.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\ProgramData\Microsoft\Windows\WER\Temp\WERACAC.tmp.dmp

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 15 streams, Tue Jan 26 15:16:15 2021, 0x1205a4 type
Category: dropped

Size (bytes): 41588

Entropy (8bit): 1.9841631652526566

Encrypted: false

SSDEEP: 192:eTJIghZKs+lJV4QLduBIWrNkSIyPOR57uClbfyS:1JWZ5+1JeQLESWR1lycmS
MDS5: 765F4C728B13DB1896B73E947B12A075

SHA1L: 3A442390A85D48F3C59F11EC23CD50616DF903EE

SHA-256: 90713247A4E4F0607D07381F754AE6FD3ABA76219BB96F45E4DSEEC59D43FFOF
SHA-512: CC29B2948E90E7B937D9D3440C2D8C1E60365397E1AD1500116E4171F26485C11D364EE26B04B140A880073C7171910DA4CIC3F53F87A58C1B6EE64BB226F312
Malicious: false

Reputation: low

Preview:

.Pa.c.ific. .Standard. .T.i.me.

C:\ProgramData\Microsoft\Windows\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 8324

Entropy (8bit): 3.6961754756167085

Encrypted: false

SSDEEP: 192:Rrl7r3GLNi4Dc67k2v6Y16SUgaRyegmf4SWCpr789bRnYsfzbm:RrIsNi36Y2v6Y1SUgawegmf4SiRnLfu

MDS5: 62A4C5380C0701B801FB197677E5ABAC

SHA1L: 4D292495B0B5F91FE005AE50849CAFABA41DBBA3

SHA-256: 75913919B52F091A4CE08D29F16A405613FC5E3D46BB781B98C4444AD14D4A5D

SHA-512: 3969A874806BBEE5S5F225514FA20B83BD0A33D7B78CBDBC6B5FF79DF564D3D1937EB3203607CCCEFB696C8AA6F4AF4715ACDD7FB32701BBEA2008A0ES35D9F
F7

Malicious: false

Reputation: low

Preview:
.<?x.m.l wvers.ionz="1.0" enc.o.ding="UTF.-16."2?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.n.lnformation>....<W..nd.

o.w.s.N.T.V.e.r.s.i.0.n.>.1.0...0.<./W.i.n.d.ow.s.N.T.V.e.rs.i.o.n>.......<B.wu.ild>17.1.34</Bu.ild>.....<Pro.du.c.t>(0x3.0).;. . W.in.d.ow.s. .1.0. .P.r.o.
<./.P.ro.d.u.c.t> <.E.d.i.ti.o.n.>.P.ro.f.e.s.s.i.0.n.al</E.d. Gild.S.tring.>17.134.1.amd.6.4fre.rs4._re.leas.e..1804.1.0.-18.0.4.

</.B.uild.S.tring>.....<R.ewv.is.ion>1l</R.ewv.is.ion>.....<Flav.o.r>Multipro.c.ess.or. Free</Flav.o.r>....<Architecture>X6.4.</.
Architecture>.....<LClD.>1.0.3.3.</LC.lD>....</l0.SV.ers.io.n.lnformatio.n>...<Pro.c.ess.lnformation>....<P.i.d>6.4.0.4.</P..
d>......

C:\ProgramData\Microsoft\Windows\WER\Temp\WERB133.tmp.xml

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4597

Entropy (8bit): 4.472832368306633

Encrypted: false

SSDEEP: 48:cviwSD8zsxRJgtWI9r2yWSC8BCa8fm8M4J06ZFD+q8bDRxKcQlcQwv+kd:ulTIXESSNkJ1IXGRxKkwv+kd

MD5: BC1B5B1EEC72DA00CD5949DC7F3BA676

SHAL: E12EC1F3D79B613019F10A0045D0438CCO0E1BCC

SHA-256: 1B18F4B5F4C9BFEBA22BADFOE6151A5E12F659825AD8D70BD4E646BB80C1EGF6

SHA-512: CEE37113BD761A498FAF3E4EC6967A6254E339AE4FB5657EC08E286BD46DDA4ECAADIFE01C3B775B7C6AF0724369330DB21AD1EFODBIFAC0828C24E80BD402¢
71

Malicious: false

Reputation: low
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C:\ProgramData\Microsoft\Windows\WER\Temp\WERB133.tmp.xml

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
I>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..
<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
I>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="833786" />.. <arg nm="osinsty" val="1" />.. <arg nm="iever" val="11.1.17134.0-1
1.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\ProgramData\Microsoft\Windows\WER\Temp\WERDS8BE.tmp.dmp

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 15 streams, Tue Jan 26 15:16:26 2021, 0x1205a4 type

Category: dropped

Size (bytes): 38012

Entropy (8bit): 1.9487981955990552

Encrypted: false

SSDEEP: 192:TINhZKs+1In4QjeuBIWrR79BK7EljefEgd:JNhZ5+1J4QjISWVIBLEY

MDS5: 0B9AD215C68D0C2D8D4ECF2D37D404FA

SHA1L: E59D52ABA900ABB633313B1C1069C44EA413D5CD

SHA-256: A2359A269A277B7COCIF22E3B87C282F06660E5CD25522CC1B0261CE1010DF7F

SHA-512: 381A837F6896D77F9666D088D5126163C908D6289AF713FD96472AF7DFFDDDFB5AC17C971D5840CBIAEE8928ED6A3418D0AA6D6BB1581F94F1343ABA2CFI0BE
D

Malicious: false

Reputation: low

Preview:

......... B. i n ceveeeveenOivccce Paaciilfiie. (Sitand.ard. .T.iim.e.
ieePiaccific. .D.ay.lig.ht. Timee... e 1.7.1.3.4...1..x.8.6 fre..r.s.4._releas.e.1.804.1.0.-.1.8.04...

..d.b.g.cor.e..i386.,.1.0..0..17.1.34..1.

C:\ProgramData\Microsoft\Windows\WER\Temp\WERDDO04.tmp.WERInternalMetadata.xml

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 8284

Entropy (8bit): 3.6935941200272753

Encrypted: false

SSDEEP: 192:Rrl7r3GLNi4DK6ON2v6YIBSUqWJIGgmfVSNCpDI89bgnYsfT6jAm:RrIsNiz6U2v6Y OSUgRgmfVSognLfex
MDS5: D3EF14C680659FAFE7857906EA45F07E

SHAL: 8E38362D0022974C6FID4DE01928B9860149F470

SHA-256: 1CCOD42DE82F5B2CD5BF2DAEE353CC4C7D04908884ABAFB8B78401015163A0FA

SHA-512: 18C25D8A622E514729EBCBIBCAB71D67B40557689605E49746F35A412D04FE4B75C9E16C613D3BBCF4A502C444C142360DADEC758B703F01EB53FAF1E896834
Malicious: false

Reputation: low

Preview:

.<?x.m.l .wv.ers.ionz="1.0" enc.o.ding="UTF.-16."2?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.n.lnformation>....<W..nd.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./W.i.n.d.o.w.s.N.T.V.e.r.s.i.o.n.> <.B.u.ild>1.7.134.</B.u.ild>.....<P.ro.du.ct>(0x3.0.)... .W.i.n.d.ow.s. .1.0. .P.r.o.
</.Prod.u.ct>.....<Ed.ition>Profess.ional</Ed.ition>....<BuildString>17134.1.amd6.4fre.rs4._re.leas.e..18.04.10.-18.0.4.
<./.B.u.ild.S.tr.in.g.> .<.R.ewis.ion>1l</Rewvision>....<Flavo.r>Multipro.cess.or Free</Flav.or>....<Architecture>X6.4.</
Ar.ch.itecture>.....<LClD.>1.0.3.3</LC.lD>...</0.SV.ers.io.n.lnformatio.n>...<Pro.cess.lnformation>....<P.id>6.4.0.4.</P.i
d>......

C:\ProgramData\Microsoft\Windows\WER\Temp\WERDF96.tmp.xml

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4557

Entropy (8bit): 4.4437911607407345

Encrypted: false

SSDEEP: 48:cviwSD8zsxKJgtWI9r2yWSC8Bk8fm8M4JORjFa5+q8p8nxKcQlcQwv+kd:ul TF+ESSNnJI1bxKkwv+kd
MD5: 0299DEE8AB3686E56106BD95512135EE

SHAL: 99340B2A5043DCC5BC2953D621AA2A1193B649CF

SHA-256: 085A99D7E2E96BA20FDC7A439CD870BE4B5DBEBE288B8A411BIFIE2EDBC3D448

SHA-512: 913A7E69FF027B2EOFAB468B3ACI9D02D316184596845B6B30B581F13B3E11F2D4BFD47D98E73795F3F13222B104D61C496788CA99B032B6E2AE44A06B48A75D4
Malicious: false

Reputation: low
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C:\ProgramData\Microsoft\Windows\WER\Temp\WERDF96.tmp.xml

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>.. <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
/>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..
<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0"/>.. <arg nm="arch" val="9" />.. <arg nm="Icid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
/>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="833787" />.. <arg nm="osinsty" val="1" />.. <arg nm="iever" val="11.1.17134.0-1
1.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..
Static File Info
General
File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows
Entropy (8bit): 6.906327751615201
TrID: e Win32 Dynamic Link Library (generic) (1002004/3)
97.97%
e Win32 Executable Delphi generic (14689/80) 1.44%
e Win16/32 Executable Delphi generic (2074/23)
0.20%
e Generic Win/DOS Executable (2004/3) 0.20%
e DOS Executable Generic (2002/1) 0.20%
File name: BsYHxeX70k.dll
File size: 628736
MD5: 0125320a954399ad7b275b67b97a273f
SHA1L: 37afd871f306977f49c56400183ef5a80d8748f1
SHA256: d8al5d14d7bdc4d2e1d948e20cf2835b452f46b2c0860cc
d8147ee8dB8a43adec
SHA512: bc4b30147d97520ff627cf8e843ffe3619ae7423felda7f3e
6b21a0452728c1ba944d5ach53c65ea07372db22f9fac5c
850683a5e385335ad08f28c6d20e6951
SSDEEP: 12288:SYzchQVZnkmt/70MWugxPJZFpfOclpHBbdJrs2
xnd:d4KV5Hpt8bZHLXCA
File Content Preview:
File Icon
F__ -~
Icon Hash: b99988fcd4f66e0f
Static PE Info
General
Entrypoint: 0x463ebc
Entrypoint Section: CODE
Digitally signed: false
Imagebase: 0x400000
Subsystem: windows gui

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Copyright null 2021

LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, BYTES_REVERSED_LO,
EXECUTABLE_IMAGE, DLL, LINE_NUMS_STRIPPED, BYTES_REVERSED_HI

O0x2A425E19 [Fri Jun 19 22:22:17 1992 UTC]

o & O b O »

7ed08afc6b0c9da85427ealb02blel45
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Instruction

push ebp

mov ebp, esp

add esp, FFFFFFC4h
mov eax, 00463C14h

call 00007FCAB4E9DD45h
mov dword ptr [0046666Ch], 00463928h

mov eax, 00000001h

call 00007FCAB4EFB23Dh
call 00007FCAB4E9BIFCh

lea eax, dword ptr [eax+00h]

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

Copyright null 2021
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Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size
CODE 0x1000 0x62ee8
DATA 0x64000 Oxl4cc

BSS 0x66000 Oxcdl

.idata 0x67000 0x22ec
.reloc 0x6a000 Ox6ed4
.rsrc 0x71000 0x2ba00
Resources

Copyright null 2021

Raw Size

0x63000

0x1600

0x0

0x2400

0x7000

0x2ba00

Virtual Address

0x0
0x67000
0x71000
0x0
0x0
0x6a000
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0

Xored PE

False

False

False

False

False

False

ZLIB Complexity
0.52030806108

0.433948863636

0.359809027778

0.624232700893

0.685765132521

Virtual Size
0x0
0x22ec
0x2ba00
0x0

0x0
Ox6ed4
0x0

0x0

0x0

0x0

0x0

0x0

0x0

0x0

0x0

0x0

File Type Entropy

data 6.5550941356

data 4.11607326462

empty 0.0

data 4.92726416893

data 6.67422538704

data 6.85431640563

Is in Section

.idata

.rsrc

.reloc

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_SHARED,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_SHARED,
IMAGE_SCN_MEM_READ
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Name

FF
RT_CURSOR
RT_CURSOR
RT_CURSOR
RT_CURSOR
RT_CURSOR
RT_CURSOR
RT_CURSOR
RT_BITMAP
RT_BITMAP
RT_BITMAP
RT_BITMAP
RT_BITMAP
RT_BITMAP
RT_BITMAP
RT_BITMAP
RT_BITMAP
RT_BITMAP
RT_BITMAP
RT_ICON

RT_DIALOG
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_RCDATA
RT_RCDATA
RT_RCDATA
RT_GROUP_CURSOR

RT_GROUP_CURSOR

RT_GROUP_CURSOR

RT_GROUP_CURSOR

RT_GROUP_CURSOR

RT_GROUP_CURSOR

RT_GROUP_CURSOR

RT_GROUP_ICON

Imports

DLL
kernel32.dll

user32.dll

Copyright null 2021

RVA
0x71b2c
0x97738
0x9786¢
0x979a0
0x97ad4
0x97c08
0x97d3c
0x97e70
0x97fad
0x98174
0x98358
0x98528
0x986f8
0x988c8
0x98a98
0x98c68
0x98e38
0x99008
0x991d8
0x992c0

0x995a8
0x995fc

0x99a00
0x99bcc
0x99d54
0x99f04

Ox9allc
0x9a208
0x9a42c
0x9a768
0x9ab3c
0x9aee0
0x9b2c8
0x9b3bc
0x9b480
0x9b740
0x9bbb8
0x9bf64

0x9c238
0x9c248
0x9c5a0
0x9c83c

0x9c850

0x9c864

0x9c878

0x9c88c

0x9c8a0

0x9c8b4

0x9c8c8

Size
0x25c09
0x134
0x134
0x134
0x134
0x134
0x134
0x134
0x1do
Oxled
0x1do
0x1do
0x1do
0x1do
0x1do
0x1do
0x1do
0x1do
Oxe8
0x2e8

0x52
0x404
Oxlcc
0x188
0x1b0
0x218
Oxec
0x224
0x33c
0x3d4
0x3a4
0x3e8
0xf4
Oxc4
0x2c0
0x478
0x3ac
0x2d4
0x10
0x358
0x29¢c
0x14

0x14

0x14

0x14

0x14

0x14

0x14

0x14

Import

Type
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
GLS_BINARY_LSB_FIRST

dBase IV DBT of @.DBF, block length 512, next
free block index 40, next free block 49, next used
block 48059

data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
Delphi compiled form 'TForm1'

Lotus unknown worksheet or configuration, revision
Ox1

Lotus unknown worksheet or configuration, revision
Ox1

Lotus unknown worksheet or configuration, revision
Ox1

Lotus unknown worksheet or configuration, revision
Ox1

Lotus unknown worksheet or configuration, revision
Ox1

Lotus unknown worksheet or configuration, revision
Ox1

Lotus unknown worksheet or configuration, revision
Ox1

data

Language

English

Russian

Russian

Country

United States

Russia

Russia

DeleteCriticalSection, LeaveCriticalSection, EnterCriticalSection, InitializeCriticalSection, VirtualFree, VirtualAlloc, LocalFree,
LocalAlloc, GetVersion, GetCurrentThreadld, InterlockedDecrement, InterlockedIncrement, VirtualQuery, WideCharToMultiByte,
MultiByteToWideChar, IstrlenA, IstrcpynA, LoadLibraryExA, GetThreadlLocale, GetStartupInfoA, GetProcAddress,
GetModuleHandleA, GetModuleFileNameA, GetLocalelnfoA, GetCommandLineA, FreeLibrary, FindFirstFileA, FindClose,

ExitProcess, WriteFile, UnhandledExceptionFilter, RtlUnwind, RaiseException, GetStdHandle

GetKeyboardType, LoadStringA, MessageBoxA, CharNextA
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DLL

advapi32.dll
oleaut32.dll
kernel32.dll
advapi32.dll
kernel32.dll

version.dll

gdiz2.dll

user32.dll

kernel32.dll
oleaut32.dll

ole32.dll
oleaut32.dll
comctl32.dll

user32.dll

Possible Origin

Language of compilation system

English

Russian

Copyright null 2021

Import

RegQueryValueExA, RegOpenKeyExA, RegCloseKey
SysFreeString, SysReAllocStringLen, SysAllocStringLen
TlsSetValue, TIsGetValue, TIsFree, TIsAlloc, LocalFree, LocalAlloc
RegQueryValueExA, RegOpenKeyExA, RegCloseKey

IstrcpyA, WriteFile, WinExec, WaitForSingleObject, VirtualQuery, VirtualAlloc, Sleep, SizeofResource, SetThreadLocale,
SetFilePointer, SetEvent, SetErrorMode, SetEndOfFile, ResetEvent, ReadFile, MultiByteTowWideChar, MulDiv, LockResource,
LoadResource, LoadLibraryA, LeaveCriticalSection, InitializeCriticalSection, GlobalUnlock, GlobalReAlloc, GlobalHandle,
GlobalLock, GlobalFree, GlobalFindAtomA, GlobalDeleteAtom, GlobalAlloc, GlobalAddAtomA, GetVersionExA, GetVersion,
GetTickCount, GetThreadLocale, GetSysteminfo, GetStringTypeExA, GetStdHandle, GetProcAddress, GetModuleHandleA,
GetModuleFileNameA, GetLocalelnfoA, GetLocalTime, GetLastError, GetFullPathNameA, GetDiskFreeSpaceA,
GetDateFormatA, GetCurrentThreadld, GetCurrentProcessld, GetCPInfo, GetACP, FreeResource, InterlockedExchange,
FreeLibrary, FormatMessageA, FindResourceA, ExitProcess, EnumCalendarinfoA, EnterCriticalSection, DeleteCriticalSection,
CreateThread, CreateFileA, CreateEventA, CompareStringA, CloseHandle

VerQueryValueA, GetFileVersionInfoSizeA, GetFileVersionInfoA

UnrealizeObject, StretchBlt, SetWindowOrgEx, SetViewportOrgEx, SetTextColor, SetStretchBltMode, SetROP2, SetPixel,
SetDIBColorTable, SetBrushOrgEx, SetBkMode, SetBkColor, SelectPalette, SelectObject, SaveDC, RestoreDC, RectVisible,
RealizePalette, PatBIt, MoveToEXx, MaskBlIt, LineTo, IntersectClipRect, GetWindowOrgEXx, GetTextMetricsA,
GetTextExtentPoint32A, GetSystemPaletteEntries, GetStockObject, GetPixel, GetPaletteEntries, GetObjectA,
GetEnhMetaFileA, GetDeviceCaps, GetDIBits, GetDIBColorTable, GetDCOrgEx, GetCurrentPositionEx, GetClipBox,
GetBrushOrgEx, GetBitmapBits, ExcludeClipRect, DeleteObject, DeleteDC, CreateSolidBrush, CreatePenlIndirect,
CreatePalette, CreateHalftonePalette, CreateFontindirectA, CreateDIBitmap, CreateDIBSection, CreateCompatibleDC,
CreateCompatibleBitmap, CreateBrushindirect, CreateBitmap, BitBlt

CreateWindowExA, WindowFromPoint, WinHelpA, WaitMessage, UpdateWindow, UnregisterClassA, UnhookWindowsHookEx,
TranslateM ge, TranslateMDISysAccel, TrackPopupMenu, SystemParametersinfoA, ShowWindow, ShowScrollBar,
ShowOwnedPopups, ShowCursor, SetWindowsHookExA, SetWindowPos, SetWindowPlacement, SetWindowLongA, SetTimer,
SetScrollRange, SetScrollPos, SetScrollinfo, SetRect, SetPropA, SetParent, SetMenultemInfoA, SetMenu,
SetForegroundWindow, SetFocus, SetCursor, SetClassLongA, SetCapture, SetActiveWindow, SendMessageA, ScrollWindow,
ScreenToClient, RemovePropA, RemoveMenu, ReleaseDC, ReleaseCapture, RegisterWindowMessageA,
RegisterClipboardFormatA, RegisterClassA, RedrawWindow, PtinRect, PostQuitMessage, PostMessageA, PeekMessageA,
OffsetRect, OemToCharA, MessageBoxA, MapWindowPoints, MapVirtualKeyA, LoadStringA, LoadKeyboardLayoutA,
LoadlconA, LoadCursorA, LoadBitmapA, KillTimer, IsZoomed, IsWindowVisible, IswindowEnabled, IsWindow, IsRectEmpty,
Islconic, IsDialogMessageA, IsChild, InvalidateRect, IntersectRect, InsertMenultemA, InsertMenuA, InflateRect,
GetWindowThreadProcessld, GetWindowTextA, GetWindowRect, GetWindowPlacement, GetWindowLongA, GetWindowDC,
GetTopWindow, GetSystemMetrics, GetSystemMenu, GetSysColorBrush, GetSysColor, GetSubMenu, GetScrollRange,
GetScrollPos, GetScrollinfo, GetPropA, GetParent, GetWindow, GetMenuStringA, GetMenuState, GetMenultemInfoA,
GetMenultemID, GetMenultemCount, GetMenu, GetLastActivePopup, GetKeyboardState, GetKeyboardLayoutList,
GetKeyboardLayout, GetKeyState, GetKeyNameTextA, GetlconInfo, GetForegroundWindow, GetFocus, GetDesktopWindow,
GetDCEX, GetDC, GetCursorPos, GetCursor, GetClientRect, GetClassNameA, GetClassInfoA, GetCapture, GetActiveWindow,
FrameRect, FindWindowA, FillRect, EqualRect, EnumWindows, EnumThreadWindows, EndPaint, EnableWindow,
EnableScrollBar, EnableMenultem, DrawTextA, DrawMenuBar, DrawlconEx, Drawlcon, DrawFrameControl, DrawEdge,
DispatchMessageA, DestroyWindow, DestroyMenu, Destroylcon, DestroyCursor, DeleteMenu, DefWindowProcA,
DefMDIChildProcA, DefFrameProcA, CreatePopupMenu, CreateMenu, Createlcon, ClientToScreen, CheckMenultem,
CharUpperW, CallwindowProcA, CallNextHookEx, BeginPaint, CharNextA, CharLowerA, CharUpperBuffA, CharUpperA,
CharToOemA, AdjustWindowRectEx, ActivateKeyboardLayout

Sleep

SafeArrayPtrOfindex, SafeArrayPutElement, SafeArrayGetElement, SafeArrayUnaccessData, SafeArrayAccessData,
SafeArrayGetUBound, SafeArrayGetLBound, SafeArrayCreate, VariantChangeType, VariantCopylInd, VariantCopy,
VariantClear, Variantlnit

CoCreatelnstance, CoUninitialize, Colnitialize
CreateErrorinfo, GetErrorinfo, SetErrorinfo, SysFreeString

ImagelList_SetlconSize, ImageList_GetlconSize, ImageList_Write, ImageList_Read, ImageList_GetDraglmage,
ImageList_DragShowNolock, ImageList_SetDragCursorlmage, ImageList_DragMove, ImageList_DragLeave,
ImageList_DragEnter, ImageList_EndDrag, ImageList_BeginDrag, ImageList_Remove, ImageList_DrawEx, ImageList_Draw,
ImageList_GetBkColor, ImageList_SetBkColor, ImageList_Replacelcon, ImageList_Add, ImageList_GetimageCount,
ImageList_Destroy, ImageList_Create

DdeCmpStringHandles, DdeFreeStringHandle, DdeQueryStringA, DdeCreateStringHandleA, DdeGetLastError,
DdeFreeDataHandle, DdeUnaccessData, DdeAccessData, DdeCreateDataHandle, DdeClientTransaction, DdeNameService,
DdePostAdvise, DdeSetUserHandle, DdeQueryConvinfo, DdeDisconnect, DdeConnect, DdeUninitialize, DdelnitializeA

Country where language is spoken Map

United States

Russia
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Network Behavior

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jan 26, 2021 07:16:01.119040012 CET 61733 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:01.178134918 CET 53 61733 8.8.8.8 192.168.2.5
Jan 26, 2021 07:16:01.209001064 CET 65447 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:01.256872892 CET 53 65447 8.8.8.8 192.168.2.5
Jan 26, 2021 07:16:02.487807035 CET 52441 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:02.546792030 CET 53 52441 8.8.8.8 192.168.2.5
Jan 26, 2021 07:16:03.683407068 CET 62176 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:03.739995003 CET 53 62176 8.8.8.8 192.168.2.5
Jan 26, 2021 07:16:05.011957884 CET 59596 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:05.059942961 CET 53 59596 8.8.8.8 192.168.2.5
Jan 26, 2021 07:16:05.960835934 CET 65296 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:06.011603117 CET 53 65296 8.8.8.8 192.168.2.5
Jan 26, 2021 07:16:07.402606964 CET 63183 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:07.450618029 CET 53 63183 8.8.8.8 192.168.2.5
Jan 26, 2021 07:16:08.767453909 CET 60151 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:08.826179981 CET 53 60151 8.8.8.8 192.168.2.5
Jan 26, 2021 07:16:10.116492033 CET 56969 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:10.164515972 CET 53 56969 8.8.8.8 192.168.2.5
Jan 26, 2021 07:16:13.290750980 CET 55161 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:13.341430902 CET 53 55161 8.8.8.8 192.168.2.5
Jan 26, 2021 07:16:18.910341024 CET 54757 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:18.958494902 CET 53 54757 8.8.8.8 192.168.2.5
Jan 26, 2021 07:16:27.058024883 CET 49992 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:27.119025946 CET 53 49992 8.8.8.8 192.168.2.5
Jan 26, 2021 07:16:31.141572952 CET 60075 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:31.192306995 CET 53 60075 8.8.8.8 192.168.2.5
Jan 26, 2021 07:16:34.584722042 CET 55016 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:34.632829905 CET 53 55016 8.8.8.8 192.168.2.5
Jan 26, 2021 07:16:42.898499012 CET 64345 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:42.954871893 CET 53 64345 8.8.8.8 192.168.2.5
Jan 26, 2021 07:16:50.643254042 CET 57128 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:50.691179037 CET 53 57128 8.8.8.8 192.168.2.5
Jan 26, 2021 07:16:56.036890030 CET 54791 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:56.092883110 CET 53 54791 8.8.8.8 192.168.2.5
Jan 26, 2021 07:16:56.728971958 CET 50463 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:56.788089037 CET 53 50463 8.8.8.8 192.168.2.5
Jan 26, 2021 07:16:57.551562071 CET 50394 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:57.608000994 CET 53 50394 8.8.8.8 192.168.2.5
Jan 26, 2021 07:16:58.070348024 CET 58530 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:16:58.121098995 CET 53 58530 8.8.8.8 192.168.2.5
Jan 26, 2021 07:17:00.018488884 CET 53813 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:17:00.077462912 CET 53 53813 8.8.8.8 192.168.2.5
Jan 26, 2021 07:17:00.651200056 CET 63732 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:17:00.707487106 CET 53 63732 8.8.8.8 192.168.2.5
Jan 26, 2021 07:17:01.280186892 CET 57344 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:17:01.330993891 CET 53 57344 8.8.8.8 192.168.2.5
Jan 26, 2021 07:17:01.361679077 CET 54450 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:17:01.425633907 CET 53 54450 8.8.8.8 192.168.2.5
Jan 26, 2021 07:17:02.171823025 CET 59261 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:17:02.230834007 CET 53 59261 8.8.8.8 192.168.2.5
Jan 26, 2021 07:17:02.438508034 CET 57151 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:17:02.494695902 CET 53 57151 8.8.8.8 192.168.2.5
Jan 26, 2021 07:17:05.021364927 CET 59413 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:17:05.077379942 CET 53 59413 8.8.8.8 192.168.2.5
Jan 26, 2021 07:17:05.499620914 CET 60516 53 192.168.2.5 8.8.8.8
Jan 26, 2021 07:17:05.555548906 CET 53 60516 8.8.8.8 192.168.2.5
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Code Manipulations

Statistics

Behavior

@

System Behavior

Click to jump to process

@ loaddII32.exe
® WerFault.exe
@ WerFault.exe
@ WerFault.exe

Analysis Process: loaddll32.exe PID: 6404 Parent PID: 5700

General

Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

07:16:05

26/01/2021

C:\Windows\System32\loaddlI32.exe

true

loaddlI32.exe 'C:\Users\user\Desktop\BsYHxeX70k.dll'
0x1050000

120832 bytes
2D39D4DFDEBF7151723794029AB8A034

true

true

Borland Delphi

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000001.00000002.282474266.0000000000850000.00000040.00000001.sdmp, Author:

Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000001.00000002.282217417.0000000000710000.00000040.00020000.sdmp, Author:

Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000001.00000002.282441133.0000000000820000.00000040.00000001.sdmp, Author:

Joe Security
Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol

Analysis Process: WerFault.exe PID: 6528 Parent PID: 6404

Copyright null 2021
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path
C:\Users\user\AppData\Local\DBG

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9730.tmp

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9730.tmp.dmp

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9ABC.tmp

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9ABC.tmp.WERInt
ernalMetadata.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9DDA.tmp

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9DDA..tmp.xml

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_lo
addl32.exe_a074f448eb416fc5ae408d6a8da6168cd6117a23_b480649
4_19c8a097

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_lo
addl32.exe_a074f448eb416fc5ae408d6a8da6168cd6117a23_b480649
4_19c8a097\Report.wer

File Deleted

File Path
C:\ProgramData\Microsoft\Windows\WER\Temp\WER9730.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WER9ABC.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WER9DDA.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WER9730.tmp.dmp

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WER9DDA.tmp.xml
C:\ProgramData\Microsoft\Windows\WER\Temp\WER9DD8.tmp.csv
C:\ProgramData\Microsoft\Windows\WER\Temp\WER9FFB.tmp.txt

File Written

Copyright null 2021

07:16:07

26/01/2021

C:\Windows\SysWOW64\WerFault.exe

true

C:\Windows\SysWOW64\WerFault.exe -u -p 6404 -s 240
0x240000

434592 bytes
9E2BBACAD48ECCA55C0230D63623661B

true

true

C, C++ or other language

high
Access Attributes Options Completion
read data or list device directory file | object name collision
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
read attributes | device synchronous io  success or wait
synchronize | non alert | non
generic read directory file
read attributes | device synchronous io  success or wait
synchronize | non alert | non
generic read | directory file
generic write
read attributes | device synchronous io  success or wait
synchronize | non alert | non
generic read directory file
read attributes | device synchronous io  success or wait
synchronize | non alert | non
generic read | directory file
generic write
read attributes | device synchronous io  success or wait
synchronize | non alert | non
generic read directory file
read attributes | device synchronous io  success or wait
synchronize | non alert | non
generic read | directory file
generic write
read data or list device directory file | success or wait
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
read attributes | device synchronous io  success or wait

synchronize |
generic write

non alert | non
directory file

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Count

Count

P R R R R R R R

Source
Address

6DF61717

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

Source
Address

6DF5497A
6DF5497A
6DF5497A
6DF5497A
6DF5497A
6DF5497A
6DF5497A
6DF5497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Symbol

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9730.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9730.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9730.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9730.tmp.dmp

Copyright null 2021

Offset Length

unknown 32

unknown 6

unknown 1420

unknown 716

Value

4d 44 4d 50 93 a7 ee
a0 0f 00 00 00 20 00
00 00 00 00 00 00 39
321060 a4 05 12 00
00 00 00 00

00 00 00 00 00 00

00 00 06 00 07 55 04
01 0a 00 00 00 00 00
00 00 ee 42 00 00 02
00 00 00 b8 15 00 00
00 01 00 00 47 65 6e
75 69 6e 65 49 6e 74
65 6¢ 57 06 05 00 ff fb
8b 1f 00 00 00 00 54
05 00 00 7 03 00 00
04 190000353210
60 00 00 00 00 00 00
00 00 93 08 00 00 93
08 00 00 93 08 00 00
01 00 00 00 01 00 00
00 00 30 00 00 0d 00
00 00 00 00 00 00 01
00 00 00 e0 01 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
20 00 53 00 74 00 61
00 6e 00 64 00 61 00
72 00 64 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Ob 00 00 00
01 00 02 00 00 00 00
00 00 00 00 00 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
20 00 44 006100 79
00 6¢ 00 69 00 67 00
68 00 74 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00

7f 00 01 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aaaaaaaaaaaa
aaaaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 6c ef 56 00 00
00 00 00 00 00 00 00
fb 75 00 00 1c 23 00
00 00 00 00 00 00 00
000091 82 71 00 23
00 00 00 46 02 01 00
34 ef 56 00 2b 00 00
00 aa aa aa aa aa aa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
aaaaaa

Ascii

MDMP........ ....... 92. ...
..... Uioreee B
..GenuinelntelWw........... T...

52"
P.a.c.ific..Stan.d.a.rd.
Timee .
coeeeeeenPaacciifliic.
.D.a.y.li.g.ht. .T.
im.e......

LtV

Completion

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

1

1

1

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9730.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9730.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9730.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 168

unknown 20

unknown 1176

08 19 00 00 00 00 00
00 09 04 00 c0 08 00
00 00 c4 e3 56 00 00
00 00 00 91 82 71 00
00 00 00 00 01 00 00
00 00 00 00 00 15 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 cc
02 00 00 f0 18 00 00

10 00 00 00 00 90 39
00 00 00 00 00 98 04
00 00 24 25 00 00

0000 00 04 ff ff ff ff 0O ...

000501 a0 7b ad 77

48 178700000000 {w...

00 00 00 87 00 a0 79
ad 77 00 00 00 00 00
00 00 00 00 00 00 00
00 10 ea 74 00 00 00
00 00 00 00 00 00 00
41 00 00 00 00 00 f8

7b ad 77 ff 07 01 00

00 00 0000000011
7f 00 00 00 00 30 07

11 7f00 00 21 7 28

02 22 7f 50 06 23 7f

04 00 00 00 00 00 00
00 00 00 00 00 00 80
9b 07 6d e8 ff ff 00 00
10 00 00 20 00 00 00
00 01 00 00 10 00 00
04 00 00 00 10 00 00
00 60 66 ad 77 00 00
00 00 00 00 00 00 00
00 00 0050 53 ad 77
0a 00 00 00 00 00 00
00 ee 42 00 00 02 00
00 00 03 00 00 00 06
00 00 00 00 00 00 00
03 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00

...... 9........$%..

W,

(G

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

16

15

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9730.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9730.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9730.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9730.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9730.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 256

unknown 4

unknown 716

unknown 48

unknown 4

24405251 e872f9
00 00 c7 44 24 38 b7
fc 00 00 8d 7c 24 3c
33083 c410ab 33
f6 ab ab c7 44 24 10
2699 00 00 cl 6¢ 24
1009 c1 64 24 10 10
81742410 7c 47 41
df 8174 24 10 12 34
0d df c7 44 24 14 ab
5b 00 00 c1 6¢ 24 14
06 c1 64 24 14 05 81
74 24 14 1b 6c 00 00
c7 44 24 40 €3 21 00
00 c1 64 24 40 03 81
44 24 40 b4 19 ff ff 81
4c¢ 24 40 75 c0 62 af
81 74 24 40 fd e8 62
af 8b 45 3c 8b 7c 24
40 89 44 24 24 8b 5¢
28 7803 dd 8b 43 1c
8b 4b 20 03 c5 89 44
242003 cd8b 4324
03¢5 89 4c 24 18 89
44 24 1c eb 24 8b 04
b9 8b 54 24 14 03 c5
8b 4c 24 10 50 e8 c9
340000 35 04 34 01
5f59 3b 44 24 3c 74
Oc 8b 4c 24 18 47 3b
7b 18 72 d7 eb 2c 8b
44 24 1c 8b 74 24 20
0f b7 04 78 8b 34 86
0353bf372178b
44 24 24 8b 44 28 7c
03 ¢3 3b f0 73 09 8b
GEJES

03 00 00 00

3f 00 01 00 00 00 00

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 aa aa aa aa 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa 00 00 00 00 00 e2
56 00 bc 9a a2 77 23
00 00 00 16 02 00 00
c0 el 56 00 2b 00 00
00 aa aa aa aa aa aa
aa aa aaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aa aaaaaa
aaaaaa

1c 19 00 00 01 00 00
00 20 00 00 00 00 00
00 00 00 20 3a 00 00
00 00 00 e0 f9 b6 00
00 00 00 00 20 06 00
00 00 78 00 00 cc 02
00 00 54 21 00 00

1b 00 00 00

Ascii

Completion

$@RQ.r...D$8.....|$<3.....3 success or wait

.D$.&...1$...d$..15.|GA..1$
.4..D$..[..I$...d$...1$...
.D$@....d$@..D$@.... L$

@u.b.
1$@..b..E<.|$@.D$$.\
(x...C.K ...D$

...C$...L.$..D$..$...T$
....L$.P..4.5.4._Y;D$<t..L$
.Gi{.r..,.D$..t$ ..x.4...;.r.D
$$.D(]..;.S....

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

8

8

1

27

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9730.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9730.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9730.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9730.tmp.dmp

Copyright null 2021

Offset Length

unknown 32

unknown 120

unknown 34

unknown 668

Value

1a 00 00 00 6¢ 00 6f
00 61 00 64 00 64 00
6¢ 00 6¢ 00 33 00 32
00 2e 00 65 00 78 00
65 00 00 00

00 00 d5 74 00 00 00
000040 14 00 48 78
14 00 ad 9a 07 f5 b6
18 00 00 bd 04 ef fe
00 00 01 00 00 00 0a
00 01 00 ee 42 00 00
0a 00 01 00 ee 42 3f
00 00 00 00 00 00 00
04 00 04 00 02 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 22
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 40 41 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Oc 00 00 00
18 00 00 00 01 00 00
00

1c 00 00 00 42 00 73
00 59 00 48 00 78 00
65 00 58 00 37 00 4f
00 6b 00 2e 00 64 00
6¢ 00 6¢ 00 00 00

00 00 71 00 00 00 00
00 00 d0 09 00 00 00
00 00 19 5e 42 2a ce
18 00 00 01 00 Of 00
5a 62 02 00 00 10 00
00 fb fe 0f 00 01 00 00
00 ff ff 13 00 00 00 01
00 00 00 01 00 00 00
00 00 ff ff fe 7f 00 00
00 00 Of 00 00 00 00
00 00 00 04 00 00 00
00 40 8b 02 00 00 00
00 00 50 b2 02 00 00
00 00 9b 40 01 00 00
01 00 00 00 00 00 00
ff ff ff ff 00 00 00 00 18
53 03 00 00 00 00 00
1d 53 03 00 00 00 00
00 00 00 00 00 00 00
00 00 03 5b 18 00 00
00 00 00 3d a4 07 00
00 00 00 00 40 ff 1f 00
00 00 00 00 87 b5 07
00 00 00 00 00 4a cb
81 4f 00 00 00 00 62
al bc 14 00 00 00 00
a8 25 5a Oc 00 00 00
00 €9 19 c6 00 00 00
00 00 24 8b 00 00 cf
8d 00 00 f6 02 04 00
20 04 08 00 3d a4 07
00 fb 7e 15 00 87 b5
07 00 c0 2f 1c 00 b4
1a 01 00 fO Oa Od 00
00 00 00 00 e2 73 Oe
00 19 36 04

Ascii

...l.o.a.d.d.ll.3.2...ex.e..

....B.s.Y.Hx.e.X.7.0.k...d.l.
..

Completion

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

27

1

1

1

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9730.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9730.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset
unknown 6844

unknown 120

unknown 2

unknown 78

unknown 4

unknown 38

unknown 4

unknown 2

Length Value

08 00 00 00 46 00 69
00 6¢ 00 65 00 00 00
08 00 00 00 46 00 69
00 6¢ 00 65 00 00 00
08 00 00 00 46 00 69
00 6¢ 00 65 00 00 00
08 00 00 00 46 00 69
00 6¢ 00 65 00 00 00
0a 00 00 00 45 00 76
00 65 00 6e 00 74 00
00 00 00 00 00 00 06
00 00 00 08 00 00 00
01 00 00 00 00 00 00
00 28 00 00 00 57 00
61 00 69 00 74 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 50 00

61 00 63 00 6b 00 65
00 74 00 00 00 18 00
00 00 49 00 6f 00 43

00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 00 00

1e 00 00 00 54 00 70
00 57 00 6f 00 72 00
6b 00 65 00 72 00 46
00 61 00 63 00 74 00
6f 00 72 00 79 00 00
00 Oe 00 00 00 49 00
52 00 54 00 69 00 6d
00 65 00 72 00 00 00
28 00 00 00 57 00 61
00 69 00 74 00 43 00
6f 00 6d 00 70 00 6¢

00 65 00 74 00 69 00
6f 00 6e

03 00 00 00 94 00 00
00 08 07 00 00 04 00
00 00 68 Ob 00 00 a8
07 00 00 Oe 00 00 00
24000000 10 13 00
00 05 00 00 00 04 01
00 00 20 24 00 00 06
00 00 00 a8 00 00 00
60 06 00 00 07 00 00
00 38 00 00 00 d4 00
00 00 Of 00 00 00 54
05 00 00 Oc 01 00 00
0c 00 00 00 90 11 00
00 1c 92 00 00 15 00
00 00 ec 01 00 00 34
13 00 00 16 00 00 00
98 00 00 00 20 15 00
00

ff fe

3c 00 3f 00 78 00 6d

00 6¢ 00 20 00 76 00
6500 72 00 73 00 69
00 6f 00 6e 00 3d 00

22003100 2e 00 30
00 22 00 20 00 65 00
6e 00 63 00 6f 00 64
00 69 00 6e 00 67 00
3d 00 22 00 55 00 54
00 46 00 2d 00 31 00
36 00 22 00 3f 00 3e

00

0d 00 0a 00

3c 00 57 00 45 00 52
00 52 00 65 00 70 00
6f 00 72 00 74 00 4d
00 65 00 74 00 61 00
64 00 61 00 74 00 61
00 3e 00

0d 00 0a 00

09 00

Ascii
...File....File...
.File....File
E.v.e.n.t. .
(...W.a.i.t.C.o.m.p.l.e.t.i.
o.n.P.acke.t....l.o.C.o.
m.p.l.e.ti.o.n.....T.p.W.o.
rkerF.a.c.tory....lL
R.T.i.m.e.r...(..W.a.i.t.C.o.
m.p.l.e.ti.o.n

<.?2.x.m.l. .v.e.r.s.i.o.n.
1..0.". .e.n.c.0.d.i.n.g.=.".
UT.F.-16."2>.

<W.E.R.R.e.p.o.r.t.M.e.t.a.
data>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

1

1

Source
Symbol

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 44

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 40

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 62

unknown 4

unknown 2

Length Value

3c 00 4f 00 53 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 69 00 6e
00 64 00 6f 00 77 00
73 00 4e 00 54 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 3e
00 31 00 30 00 2e 00
30 00 3c 00 2f 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 4e
00 54 00 56 00 65 00
72 00 73 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 42 00 75 00 69
00 6¢ 00 64 00 3e 00
31003700 310033
00 34 00 3c 00 2f 00
4200 75 00 69 00 6¢
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 64 00 75 00 63 00
74 00 3e 00 28 00 30
00 78 00 33 00 30 00
29 00 3a 00 20 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 20
00 31 00 30 00 20 00
50 00 72 00 6f 00 3¢
00 2f 00 50 00 72 00
6f 00 64 00 75 00 63
00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 64 00 69
00 74 00 69 00 6f 00
6e 00 3e 00 50 00 72
00 6f 00 66 00 65 00
7300 73 00 69 00 6f
00 6e 00 61 00 6¢ 00
3c 00 2f 00 45 00 64
00 69 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

Ascii Completion Count
<.0.S.V.ers.i.o.nlnfo.r. success or wait 1
m.a.t.i.o.n.>.
success or wait 1
success or wait 2
<W.i.n.d.o.w.s.N.T.V.e.r.s. success or wait 1
i.0.n.>.1.0...0.
<./W.i.n.d.o.w.
s.N.T.V.e.r.s.i.o.n.>.
success or wait 1
success or wait 2
<.B.u.i.l.d.>.1.7.1.3.4.<./.B. success or wait 1
wild.>.
success or wait 1
success or wait 2
<.P.r.o.d.u.c.t.>.(.0.x.3.0.). success or wait 1
. .W.in.d.o.w.s. .1.0. .P.r.
0.<./P.ro.d.u.c.t>.
success or wait 1
success or wait 2
<.E.d..tio.n>P.r.o.fes. success orwait 1
s..o.n.al.</E.d.itio.n.>.
success or wait 1
success or wait 2

Source
Address

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 134

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

44

72

4

2

64

34

46

3c 0042 00 75 00 69
00 6¢ 00 64 00 53 00
7400 72 00 69 00 6e
00 67 00 3e 00 31 00
37 0031003300 34
00 2e 00 31 00 2e 00
61 00 6d 00 64 00 36
00 34 00 66 00 72 00
65 00 2e 00 72 00 73
00 34 00 5f 00 72 00
65 00 6¢ 00 65 00 61
00 73 00 65 00 2e 00
31 00 38 00 30 00 34
00 31 00 30 00 2d 00
31 00 38 00 30 00 34
00 3c 00 2f 00 42 00
7500 69 00 6¢ 00 64
0053 00 74 00 72 00
69 00 6e 00 67 00 3e
00

0d 00 0a 00

09 00

3c 00 52 00 65 00 76
00 69 00 73 00 69 00
6f 00 6e 00 3e 00 31
00 3c 00 2f 00 52 00
65 00 76 00 69 00 73
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00 4d 00 75 00 6¢
00 74 00 69 00 70 00
72 00 6f 00 63 00 65
00 73 00 73 00 6f 00
72002000 46 00 72
00 65 00 65 00 3c 00
2f 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00

0d 00 0a 00

09 00

3c 0041 00 72 00 63
00 68 00 69 00 74 00
65 00 63 00 74 00 75
00 72 00 65 00 3e 00
58 00 36 00 34 00 3c
00 2f 00 41 00 72 00
63 00 68 00 69 00 74
00 65 00 63 00 74 00
7500 72 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 4c 00 43 00 49
00 44 00 3e 00 31 00
30 00 33 00 33 00 3¢
00 2f 00 4c 00 43 00
49 00 44 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 4f 00 53
00 56 00 65 00 72 00
73 00 69 00 6f 00 6e
00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00
6e 00 3e 00

Ascii
<.B.u.ild.S.trin.g.>.1.7.
1.34..1.am.d.6.4fre..
rs.4._rele.as.e..1.8.0.
4.1.0.-.1.8.0.4.<./.B.u.i.lL.d.
S.trin.g.>.

<.R.e.w.is.ion>1l</R.e.

v.i.s.i.o.n>.

<.F.la.v.o.r.>.M.u.l.tip.r.
o.c.e.s.s.o.r. .F.re.e.</F.
l.a.v.o.r>.

<Ar.c.hite.cture>X.
6.4.</Ar.c.hite.ctu.r.
e.>.

<.L.C.1.D.>.1.0.3.3.
<./.L.C.L.D.>.

<./.0.S.V.errs..o.n.l.nfo.
rm.a.ti.o.n.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

2

1

Source
Symbol

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c 005000 72006f <.P.r.o.c.e.s.s.lnform.a. success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 0063 0065007300 t.i.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>.6.4.0.4.<./.P.i.d.>. success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 3e 00 36 00 34 00

30 00 34 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 72 3c0049006d 0061 <..m.a.g.e.N.a.m.e.>.l.o.a. success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 0067 006500 4e 00 d.d.ll.3.2...e.x.e.

61 00 6d 00 6500 3e <./lm.a.g.e.N.a.m.e.>.
00 6¢ 00 6f 00 61 00
64 00 64 00 6¢ 00 6¢
00 33 00 32 00 2e 00
65 00 78 00 65 00 3c
00 2f 00 49 00 6d 00
61 00 67 00 65 00 4e
00 61 00 6d 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 90 3c0043006d0064 <.C.m.d.L.i.n.e.S.i.g.n.atu success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 4c 00 69 00 6e 00 .r.e.>.0.0.0.0.0.0.0.0.

65 005300690067 <./.C.m.
006e 0061007400 d.L.i.ne.S.ig.nature.>.
7500 72 00 65 00 3e

00 30 00 30 00 30 00

30 00 30 00 30 00 30

00 30 00 3c 00 2f 00

43 00 6d 00 64 00 4c

00 69 00 6e 00 65 00

53 00 69 00 67 00 6e

00 61 00 74 00 75 00

72 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 42 3c005500700074 <.U.p.tim.e.>.4.3.6.5. success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 0069 006d 006500 <./ U.p.tim.e>.

3e 00 34 00 33 00 36
00 35 00 3c 00 2f 00
5500 70 00 74 00 69
00 6d 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 82 3c 0057 006f0077 <.W.o.w.6.4. success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00360034002000 .g.u.e.s.t.=."3.3.2.".

67 007500650073 .h.0.s.t="344.04">1.
0074003d002200 <./W.0.w.6.4.>.

33 003300320022

00 20 00 68 00 6f 00

7300 74 00 3d 00 22

00 33 00 34 00 34 00

30 00 34 00 22 00 3e

00 31 00 3c 00 2f 00

57 00 6f 00 77 00 36

00 34 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 86

unknown 4

unknown 2

unknown 70

unknown 4

unknown 2

unknown 74

unknown 4

unknown 2

Value

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 36
00 30 00 3500 35 00
39 00 33 00 36 00 30
00 3c 00 2f 00 50 00
65 00 61 00 6b 00 56
00 69 00 72 00 74 00
7500 61 00 6¢ 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3¢ 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 36 00
300035003500 31
00 31 00 36 00 38 00
3c 00 2f 00 56 00 69
00 72 00 74 00 75 00
61 00 6¢ 00 53 00 69
00 7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00 32 00 31
00 34 00 39 00 3c 00
2f 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00

0d 00 0a 00

09 00

Ascii

<.l.p.t.E.n.a.b.l.e.d.>.0.</.
l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.ce.s.s.V.m.Ln.fo.r.
m.a.t.i.o.n.>.

<.P.eak.V.irtualS.iz.
e.>.6.0.5.5.9.3.6.0.
<./.P.e.a.
k.\VirtualS.iz.e>.

<.V.irtu.alS..z.e>.6.0.
5.5.1.1.6.8.<./V.i.rtu.a.l.
S.i.z.e>.

<.P.a.g.e.Fa.u.ltC.o.u.n.t.

>.2.1.4.9.
<./.P.a.g.e.F.a.u.l.
t.C.o.u.n.t.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol
2 6DF5497A unknown
1 6DF5497A unknown
1 6DF5497A unknown
2 6DF5497A unknown
1 6DF5497A unknown
1 6DF5497A unknown
& 6DF5497A unknown
1 6DF5497A unknown
1 6DF5497A unknown
& 6DF5497A unknown
1 6DF5497A unknown
1 6DF5497A unknown
& 6DF5497A unknown
1 6DF5497A unknown
1 6DF5497A unknown
& 6DF5497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 96 3c 005000650061 <.P.e.a.kW.o.rk.in.g.S.e.t success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 6b 00 57 00 600 .S.i.z.e.>.7.8.9.2.9.9.2.

7200 6b 00 69 00 6e <./.P.
0067 0053006500 e.a.kW.o.rk.i.n.g.S.e.t.S.i
7400530069007a z.e.>.
00 65 00 3e 00 37 00

3800 39 00 32 00 39

00 39 00 32 00 3c 00

2f 00 50 00 65 00 61

00 6b 00 57 00 6f 00

72 00 6b 00 69 00 6e

00 67 00 53 00 65 00

7400 53 00 69 00 7a

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 80 3c0057006f0072 <.W.o.rk.in.g.S.etS.i.z.e. success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 6b 00 69 00 6e 00 >.7.8.9.2.9.9.2.

67 005300650074 <./W.o0.rk.i.
00530069007a00 n.g.S.e.tS.ize>.
65 00 3e 00 37 00 38

00 39 00 32 00 39 00

39 00 32 00 3c 00 2f

00 57 00 6f 00 72 00

6b 00 69 00 6e 00 67

00 53 00 65 00 74 00

53 00 69 00 7a 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 114 3c00510075006f <.Q.u.o.ta.P.eak.P.a.g.e. success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 0074 0061005000 d.

650061 006b0050 P.o.0lUs.a.ge>1.125.
00610067 006500 0.4.

64 00 50 00 6f 00 6f <./.Q.u.0.t.a.P.e.ak.P.ag.
00 6c 0055007300 e.d.P.o.o.l.lUs.ag.e.>.

61 00 67 00 65 00 3e

00 31 00 31 00 32 00

3500 30 00 34 00 3c

00 2f 00 51 00 75 00

6f 00 74 00 61 00 50

00 65 00 61 00 6b 00

50 00 61 00 67 00 65

00 64 00 50 00 6f 00

6f 00 6¢ 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 98 3c00510075006f <.Q.u.o.ta.P.a.g.e.d.P.o.0. success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00740061005000 lU.s.a.g.e>1.12238.0.

6100 67 00 650064 <./.Q.
00 50 00 6f 00 6f 00 6¢ u.o.t.a.P.a.g.e.d.P.o.0.l.U.s
00550073006100 .a.g.e.>.
67 00 65 00 3e 00 31

00 31 00 32 00 32 00

38 00 30 00 3c 00 2f

00 51 00 75 00 6f 00

7400 61 00 50 00 61

00 67 00 65 00 64 00

50 00 6f 00 6f 00 6¢

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 124 3c00510075006f <.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00740061005000 a.

6500 61 00 6b 00 4e g.e.d.P.o.0.l.U.s.a.g.e.>.2.
00 6f 00 6e 0050 00  5.3.4.4.

610067 00 6500 64 <./.Q.u.0.t.a.P.e.ak.N.

00 50 00 6f 00 6f00  o.n.P.a.g.e.d.P.o.0.l.U.s.a.
6c 005500730061 g.e>.

00 67 00 65 00 3e 00

3200 3500330034

00 34 00 3c 00 2f 00

51 00 75 00 6f 00 74

00 61 00 50 00 65 00

61 00 6b 00 4e 00 6f

00 6e 00 50 00 61 00

67 00 65 00 64 00 50

00 6f 00 6f 00 6¢ 00

5500 73 00 61 00 67

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 108 3c00510075006f <.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00740061004e00 P.

6f 00 6e 0050 00 61  0.0.l.U.s.a.g.e.>.2.5.0.7.2.
0067 00 65006400 <.

50 00 6f 00 6f 00 6c  /.Q.u.o.t.a.N.o.n.P.a.g.e.d.
00550073006100 P.o.0.lUs.ag.e>.

67 00 65 00 3e 00 32

00 35 00 30 00 37 00

32 00 3c 00 2f 00 51

00 75 00 6f 00 74 00

61 00 4e 00 6f 00 6e

00 50 00 61 00 67 00

65 00 64 00 50 00 6f

00 6f 00 6¢ 00 55 00

7300 61 00 67 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 76 3c 005000610067 <.P.ag.e.fileU.s.ag.e> successorwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00650066 006900 2.1.9.9.5.5.2.</P.a.g.e.f.i.

6c 006500550073 leU.s.a.g.e>.
00 61 00 67 00 65 00

3e 00 32 00 31 00 39

00 39 00 35 00 35 00

32 00 3c 00 2f 00 50

00 61 00 67 00 65 00

66 00 69 00 6¢ 00 65

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 92 3c 005000650061 <.P.e.ak.P.ag.ef.ile.U.s. success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 6b 0050006100 a.g.e.>.220.7.7.4.4.

67 00 6500 66 0069 <./.P.e.

00 6c 00 65005500 ak.P.a.g.e.fileU.s.ag.e.
73 006100670065 >.

00 3e 00 32 00 32 00

3000 37 00 37 00 34

00 34 00 3c 00 2f 00

50 00 65 00 61 00 6b

00 50 00 61 00 67 00

65 00 66 00 69 00 6¢

00 65 00 55 00 73 00

61 00 67 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DF5497A unknown

ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 72 3c005000720069 <.Private.U.s.ag.e.>2. success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00760061007400 1.9.9.55.2.</P.r.iv.ate.

65005500730061 U.s.a.g.e.>.
00 67 00 65 00 3e 00
3200310039 0039
00 3500 3500 32 00
3c 00 2f 00 50 00 72
00 69 00 76 00 61 00

74 00 65 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.r.o.ce.s.s.\V.m.l.n.f.o. success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 30 3c005000610072 <.P.ar.e.n.tP.r.o.c.e.s.s.> success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 65 00 6e 00 74 00

50 00 72 00 6f 00 63
00 65 00 73 00 73 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c 0050007200 6f <.P.r.o.c.e.s.s.l.nfo.rm.a. success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 0063 0065007300 t.i.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>3.4.7.2.</.P.i.d.> success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 3e 00 33 00 34 00

37 00 32 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 70 3c0049006d 0061 <..m.a.g.e.N.a.m.e.>.e.x.p success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 67 006500 4e 00 .l.or.e.r..ex.e.

61 00 6d 00 65 00 3e <./.lm.a.g.e.N.am.e.>.
00 65 00 78 00 70 00

6¢ 00 6f 00 72 00 65

00 72 00 2e 00 65 00

78 00 65 00 3c 00 2f

00 49 00 6d 00 61 00

67 00 65 00 4e 00 61

00 6d 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 90 3c0043006d0064 <.C.m.d.L.i.n.e.S..g.n.a.tu success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 4c 00 69 00 6e 00 .r.e.>.8.0.0.0.4.0.0.5.

65 005300690067 <./.C.m.
00 6e 0061007400 d.L.i.ne.S.ig.nature.>.
7500 72 00 65 00 3e

00 38 00 30 00 30 00

30 00 34 00 30 00 30

00 35 00 3c 00 2f 00

43 00 6d 00 64 00 4c

00 69 00 6e 00 65 00

53 00 69 00 67 00 6e

00 61 00 74 00 75 00

72 00 65 00 3e 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 4

unknown 2

unknown 48

unknown 4

unknown 2

unknown 78

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 90

unknown 4

unknown 2

Length Value

0d 00 0a 00

09 00

3c 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 34 00 37 00 35
00 36 00 35 00 34 00
3500 3c 00 2f 00 55
00 70 00 74 00 69 00
6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
30 00 22 00 20 00 68
00 6f 00 73 00 74 00
3d 00 22 00 33 00 34
00 34 00 30 00 34 00
2200 3e 003000 3c
00 2f 00 57 00 6f 00
7700 36 00 34 00 3e
00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 34
00 32 00 39 00 34 00
39 00 36 00 37 00 32
00 39 00 35 00 3c 00
2f 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii

<.U.p.tim.e>.4.7.5.6.5.4.
5.</.U.p.ti.m.e.>.

<W.o.w.6.4.
.g.u.e.s.t.=".0."
.h.0.s.t.=.".3.4.4.0.4.">.0.
<./W.o.w.6.4.>.

<.l.p.t.E.n.a.b.l.e.d.>.0.</.
l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.ce.s.s.V.m.Ln.fo.r.
m.a.t.i.o.n.>.

<.P.eak.V.irtualS.z.
e.>.4.2.9.4.9.6.7.2.9.5.
<./.P.
eak.\VirtualS.ize>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

4

1

1

5

Source

Address Symbol

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 74

unknown 4

unknown 2

unknown 76

unknown 4

unknown 2

unknown 100

unknown 4

unknown 2

unknown 84

unknown 4

unknown 2

unknown 114

Value

3¢ 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 34 00
320039 00 3400 39
00 36 00 37 00 32 00
39 00 35 00 3c 00 2f
00 56 00 69 00 72 00
7400 7500 61 00 6¢
00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00 34 00 32
00 39 00 37 00 39 00
3c 00 2f 00 50 00 61
00 67 00 65 00 46 00
61 00 75 00 6¢ 00 74
00 43 00 6f 00 75 00
6e 00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 57 00 6f 00

72 00 6b 00 69 00 6e
00 67 00 53 00 65 00
74 0053 0069 00 7a
00 65 00 3e 00 31 00
30 00 32 00 32 00 34
00 38 00 34 00 34 00
38 00 3c 00 2f 00 50

00 65 00 61 00 6b 00
57 00 6f 00 72 00 6b

00 69 00 6e 00 67 00
53 00 65 00 74 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 72
00 6b 00 69 00 6e 00
67 00 53 00 65 00 74
00 53 00 69 00 7a 00
65 00 3e 00 31 00 30
00 31 00 39 00 34 00
3100 3200 34 00 38
00 3c 00 2f 00 57 00
6f 00 72 00 6b 00 69
00 6e 00 67 00 53 00
65 00 74 00 53 00 69
00 7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 50
00 61 00 67 00 65 00
64 00 50 00 6f 00 6f
00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e
00 39 00 35 00 37 00
310035003200 3c
00 2f 00 51 00 75 00
6f 00 74 00 61 00 50
00 65 00 61 00 6b 00
50 00 61 00 67 00 65
00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73
00 61 00 67 00 65 00
3e 00

Ascii

<VirtualS.iz.e>4.2.
9.4.9.6.7.2.9.5.<./.V.irtu.

alS.iz.e>.

Completion

success or wait

success or wait

success or wait

<.P.a.g.e.F.a.u.l.t.C.o.u.n.t. success or wait

>.4.2.9.7.9.
<./.P.a.g.e.F.a.u.
L.t.C.o.u.n.t.>.

success or wait

success or wait

<.P.e.a.k.W.o.rk.i.n.g.S.e.t success or wait

.S.i.z.e>.1.0.2.2.4.8.4.4.8.

<.

/.P.e.a.k.W.o.rk.i.n.g.S.e.t.

S.i.z.e>.

success or wait

success or wait

<W.o.rk.i.n.g.S.e.t.S.i.z.e. success or wait

>.1.0.1.9.4.1.2.4.8.
<./.W.o.r.
ki.n.g.S.etS.i.z.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.e.a.k.P.a.g.e. success or wait

d.

P.o.0.lUs.a.g.e.>.9.5.7.1.

B2

<./.Q.u.o.t.a.P.e.ak.P.a.g.

e.d.P.o.0o.l.Us.a.g.e>.

Count Address

1

Source
Symbol

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 4

unknown 2

unknown 98

unknown 4

unknown 2

unknown 124

unknown 4

unknown 2

unknown 108

unknown 4

unknown 2

unknown 78

unknown 4

unknown 2

Value

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 39
00 31 00 36 00 35 00
3100 32 00 3c 00 2f
00 51 00 75 00 6f 00
74 00 61 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
37 00 3100380030
00 38 00 3c 00 2f 00
51 00 75 00 6f 00 74
00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f
00 6e 00 50 00 61 00
67 00 65 00 64 00 50
00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 36
00 38 00 36 00 34 00
38 00 3c 00 2f 00 51
00 75 00 6f 00 74 00
61 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 00 61 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

3¢ 0050 00 61 00 67
00 65 00 66 00 69 00
6¢ 00 65 00 55 00 73
00 61 00 67 00 65 00
3e 00 33 00 34 00 34
00 31 00 30 00 34 00
39 00 36 00 3c 00 2f
00 50 00 61 00 67 00
65 00 66 00 69 00 6¢
00 65 00 55 00 73 00
61 00 67 00 65 00 3e
00

0d 00 0a 00

09 00

Ascii Completion

success or wait

success or wait

<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait
lUs.a.g.e>9.1.6.5.1.2.

<./.Q.

u.o.t.a.P.a.g.e.d.P.o.0.l.U.s

.a.g.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait
a.

g.e.d.P.o.0l.Us.a.g.e>.7.

1.8.0.8.

<./.Q.u.o.t.a.P.e.a.k.N.
o.n.P.a.g.e.d.P.o.0.l.U.s.a.

g.e>.

success or wait

success or wait

<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait
P.

0.0..U.s.a.g.e.>.6.8.6.4.8.

<.

/.Q.u.o.t.a.N.o.n.P.a.g.e.d.
P.o.0.l.Uss.a.g.e.>.

success or wait

success or wait

<.P.a.g.efileU.s.a.g.e.> success or wait
3.4.4.1.0.4.9.6.

<./.P.a.g.ef.

ile.Us.a.g.e>.

success or wait

success or wait

Count Address

1

5

1

1

5

1

1

5

1

Source
Symbol
6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

Page 36 of 93



Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 94 3c 005000650061 <.P.e.ak.P.a.g.ef.ile.U.s. success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 6b 0050 00 61 00 a.g.e.>.3.6.6.9.6.0.6.4.

67 00 6500 66 0069 <./.P.
00 6c 00 65005500 e.a.k.P.a.g.efileU.s.ag.
73 006100670065 e.>.
00 3e 00 33 00 36 00

36 00 39 00 36 00 30

00 36 00 34 00 3c 00

2f 00 50 00 65 00 61

00 6b 00 50 00 61 00

67 00 65 00 66 00 69

00 6¢ 00 65 00 55 00

7300 61 00 67 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 74 3c005000720069 <.P.rivate.U.s.a.g.e.>3. success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00760061007400 4.4.1.04.9.6.</P.r.iv.a.t.

65005500730061 e.Us.a.g.e.>.
00 67 00 65 00 3e 00
33 0034 00340031
00 30 00 34 00 39 00
36 00 3c 00 2f 00 50
00 72 00 69 00 76 00

61 00 74 00 65 00 55

00 73 00 61 00 67 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.ro.ce.s.s.V.m.l.n.f.o. success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./P..o.ce.s.s.lnfo.rm. success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 6f00 63006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 32 3c002f00500061 <./P.are.ntP.ro.c.e.s.s. success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 72 00 65 00 6e 00 >.

7400 50 00 72 00 6f
00 63 00 65 00 73 00

7300 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P.r.o.c.e.s.s.l.nfo.rm. success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 6f00 63 006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c 0050007200 6f <.P.r.o.b.le.m.S.i.g.n.a.t.u. success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 62 00 6c 00 6500 r.e.s.>.

6d 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73
00 3e 00
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 52 3c 004500760065 <.E.v.en.tT.y.p.e>B.EX. success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 006e 0074005400 <./E.v.en.tT.y.p.e>.

79 00 70 00 65 00 3e
00 42 00 45 00 58 00
3c 00 2f 00 45 00 76

00 65 00 6e 00 74 00
54 00 79 00 70 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 9 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 18 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 76 3c005000610072 <.P.ar.am.e.te.r.0.>l.o.a. success orwait 9 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 0061 006d 006500 d.d.ll3.2..ex.e<./P.a.r.

74006500720030 am.e.t.e.r.0.>.
00 3e 00 6¢ 00 6f 00

61 00 64 00 64 00 6C

00 6¢ 00 33 00 32 00

2e 00 65 00 78 00 65

00 3c 00 2f 00 50 00

61 00 72 00 61 00 6d

00 65 00 74 00 65 00

72 00 30 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c002f00500072 <./P.rob.lem.sS.g.n.at successorwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 6f 00 62 00 6c 00  u.r.e.s.>.

65 00 6d 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c00440079006e <.D.y.n.a.m.i.c.S.i.g.n.a.t.u. success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 0061 006d 006900 r.e.ss.>.

63 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 6 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 12 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 96 3c005000610072 <.P.aram.e.te.r.1.>1.0.. success orwait 6 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 0061 006d 006500 0..1.7.1.3.4...2...0...0...2.

74006500720031 5.6..4.8.</P.aram.e.te.
003e 0031003000 r.1.>.
2e 00 30 00 2e 00 31

00 37 00 31 00 33 00

34 00 2e 00 32 00 2e

00 30 00 2e 00 30 00

2e 00 32 00 35 00 36

00 2e 00 34 00 38 00

3c 00 2f 00 50 00 61

00 72 00 61 00 6d 00

65 00 74 00 65 00 72

00 31 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c002f00440079 <./.D.y.n.am..c.S.i.g.n.at. success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 6e 00 61 00 6d 00 u.r.e.s.>.

69 00 63 00 53 00 69

00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 38

unknown 4

unknown 2

unknown 94

unknown 4

unknown 2

unknown 106

unknown 4

unknown 2

unknown 96

unknown 4

unknown 2

Length Value

3¢ 0053007900 73
00 74 00 65 00 6d 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

3c 00 4d 00 49 00 44
00 3e 00 41 00 32 00
4100 42 00 35 00 32
00 36 00 41 00 2d 00
44 00 33 00 38 00 44
00 2d 00 34 00 46 00
430039 00 2d 00 38
00 42 00 41 00 30 00
2d 00 45 00 33 00 34
00 42 00 38 00 44 00
36 00 33 00 35 00 34
00 45 00 38 00 3c 00
2f 00 4d 00 49 00 44
00 3e 00

0d 00 0a 00

09 00

3¢ 0053007900 73
00 74 00 65 00 6d 00
4d 00 61 00 6e 00 75
00 66 00 61 00 63 00
74007500 72 00 65
00 72 00 3e 00 72 00
78 00 64 00 70 00 75
00 73 00 2c 00 20 00
49 00 6e 00 63 00 2e
00 3c 00 2f 00 53 00
79 00 73 00 74 00 65
00 6d 00 4d 00 61 00
6e 00 75 00 66 00 61
00 63 00 74 00 75 00
72006500 7200 3e
00

0d 00 0a 00

09 00

3¢ 0053 007900 73
00 74 00 65 00 6d 00
50 00 72 00 6f 00 64
00 75 00 63 00 74 00
4e 00 61 00 6d 00 65
00 3e 00 72 00 78 00
64 00 70 00 75 00 73
00 37 00 2c 00 31 00
3c 00 2f 00 53 00 79
00 73 00 74 00 65 00
6d 00 50 00 72 00 6f
00 64 00 75 00 63 00
7400 4e 00 61 00 6d
00 65 00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
<.S.y.s.te.m.l.n.f.o.rm.a.t. success or wait 1 6DF5497A unknown
i.o.n.>.
success or wait 1 6DF5497A unknown
success or wait 2 6DF5497A unknown
<.M.l.D.>.A.2.A.B.5.2.6.A.- success or wait 1 6DF5497A unknown
.D.3.8.D.-4.F.C9.-
.8.B.A.0.-.E.
3.4.B.8.D.6.3.5.4.E.8.
<./.M.l.D.>.
success or wait 1 6DF5497A unknown
success or wait 2 6DF5497A unknown
<.S.y.s.te.m.M.a.n.u.f.a.c.t success or wait 1 6DF5497A unknown

.ur.e.r>rx.d.p.u.s.,. .l.n.
c..<./.S.y.s.te.m.M.a.n.u.f.
ac.ture.r>.

success or wait 1 6DF5497A unknown
success or wait 2 6DF5497A unknown
<.S.y.s.te.m.P.r.o.d.u.c.t.N success or wait 1 6DF5497A unknown
.a.m.e>.rx.d.p.us.7.,.1.
<.
S.y.s.t.e.m.P.r.o.d.u.c.t.N.a
.m.e.>.
success or wait 1 6DF5497A unknown
success or wait 2 6DF5497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 120 3c 0042004900 4f <.B..O.S.V.e.r.s.i.o.n.>.V. success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00530056 006500 M

7200730069 006f W.7.1..0.0.V...1.3.9.8.9.4.
00 6e 00 3e 00 56 00 5.

4d 005700370031 4..B.6.4..1.9.0.6.1.9.0.5.3
002e 0030003000 .8.

56 00 2e 00 31 00 33 <./.B..O.S.V.e.r.s.i.o.n.>.
00 39 00 38 00 39 00

34 00 3500 34 00 2e

00 42 00 36 00 34 00

2e 00 31 00 39 00 30

00 36 00 31 00 39 00

30 00 3500 33 00 38

00 3c 00 2f 00 42 00

49 00 4f 00 53 00 56

00 65 00 72 00 73 00

69 00 6f 00 6e 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 82 3c004f00530049 <.0.S.l.ns.tallD.ate.> success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 006e 0073007400 1.5.5.2.1.5.7.9.4.5.

6100 6¢ 00 6¢c 0044 <./.0.S.L
00610074006500 n.s.tallD.ate>.
3e 00 31 00 3500 35

00 32 00 31 003500

37 00 39 00 34 00 35

00 3c 00 2f 00 4f 00

53 00 49 00 6e 00 73

00 74 00 61 00 6¢ 00

6¢ 00 44 00 61 00 74

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 102 3c004f00530049 <.0.S.l.n.s.tallT.im.e>. success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 006e 0073007400 2.0.1.9.-.0.6.-.2.7.T.1.4..4.

6100 6¢c006¢c0054 9..2.1.Z</0.S.l.ns.ta.l
00 69 00 6d 00 6500 I.T.i.m.e.>.
3e 00 32 00 30 00 31

00 39 00 2d 00 30 00

36 00 2d 00 32 00 37

00 54 00 31 00 34 00

3a 00 34 00 39 00 3a

00 32 00 31 00 5a 00

3c 00 2f 00 4f 00 53

00 49 00 6e 00 73 00

7400 61 00 6¢ 00 6¢

00 54 00 69 00 6d 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 68 3c00540069006d <.T..me.Z.o.n.e.B.i.as.> success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 65 00 5a 00 6f 00  0.8.:.0.0.

6e 006500420069 <. .T..m.e.Z.o.n.e.B.
00610073003e00 ias.>.

30 00 38 00 3a 00 30

00 30 00 3c 00 2f 00

54 00 69 00 6d 00 65

00 5a 00 6f 00 6e 00

65 00 42 00 69 00 61

00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c002f00530079 <./S..s.tem.lnfo.rm.a. success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00730074006500 t.i.o.n.>.

6d 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

34

96

36

24

46

26

100

3c 00 53 00 65 00 63
00 75 00 72 00 65 00
42 00 6f 00 6f 00 74
00 53 00 74 00 61 00
74 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 45 00 46
00 49 00 53 00 65 00
63 00 75 00 72 00 65
00 42 00 6f 00 6f 00
74 00 45 00 6e 00 61
00 62 00 6¢ 00 65 00
64 00 3e 00 30 00 3c
00 2f 00 55 00 45 00
46 00 49 00 53 00 65
00 63 00 7500 72 00
65 00 42 00 6f 00 6f
00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 53 00 65

00 63 00 75 00 72 00
65 00 42 00 6f 00 6f

00 74 00 53 00 74 00
61 00 74 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 49 00 6e 00 74
00 65 00 67 00 72 00
61 00 74 00 6f 00 72
00 3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 67 00 73 00 3e 00
30 00 30 00 30 00 30
00 30 00 30 00 30 00
46 00 3c 00 2f 00 46
00 6¢ 00 61 00 67 00
73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 49 00 6e
00 74 00 65 00 67 00
7200 61 00 74 00 6f
00 72 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 54 00 69 00 6d
00 65 00 6¢ 00 69 00
6e 00 65 00 73 00 20
00 42 00 61 00 73 00
65 00 54 00 69 00 6d
00 65 00 3d 00 22 00
32 003000320031
00 2d 00 30 00 31 00
2d 00 32 00 36 00 54
00 31 00 35 00 3a 00
31 00 36 00 3a 00 31
00 30 00 5a 00 22 00
3e 00

Ascii

<.S.e.c.ure.B.o.0.t.S.ta.t.
e.>.

<U.E.F.l.S.e.cure.B.o.0.t
.E.n.a.b.l.e.d.>.0.
</.U.E.F.L
S.e.c.ur.e.B.o.o.t.E.n.ab.l
e.d.>.

<./.S.e.c.ur.e.B.o.o.t.Sta.
te>.

<.l.nte.g.rato.r>.

<.F.l.a.g.s.>.0.0.0.0.0.0.0.F
.<..Fla.g.s.>.

<./.l.nte.g.rato.r>.

<.P.ro.c.e.s.s.T.i.m.e.li.n.
es.
.B.a.s.e.T.im.e.=.".2.0.
2.1.-.0.1.-.2.6.T.1.5.:.1.6...
1.0.2.">.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 262 3c 005000 72006f <.P.r.o.c.e.s.s..As.ld.=" success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00630065007300 3.3.6."..P.I.D.=.".6.4.0.4.".

73002000410073 .U.p.tim.eM.S.=.".2.6.0.9.
00490064003d00 " .T..m.e.S..n.c.e.Cr.e.a.
22003300330036 ti.0.n.M.S.=.".2.6.0.9.". .S.
00220020005000 u.s.p.e.nd.e.dM.S "
490044 003d 0022 .H.a.n.g.C.o.u.nt=
00360034003000 .G.h.os.t.C.o.un.t=."0.".
34002200200055 .C.ras.hed.="

00 70 00 74 00 69 00

6d 00 65 00 4d 00 53

00 3d 00 22 00 32 00

36 00 30 00 39 00 22

00 20 00 54 00 69 00

6d 00 65 00 53 00 69

00 6e 00 63 00 65 00

4300 72 00 65 00 61

00 74 00 69 00 6f 00

6e 00 4d 00 53 00 3d

00 22 00 32 00 36 00

30 00 39 00 22 00 20

0053 00 75 00 73 00

70 00 65 00 6e 00 64

00 65 00 64 00 4d 00

53 00 3d 00 22 00 30

00 22 00 20 00 48 00

61 00 6e 00 67 00 43

00 6f 00 75 00 6e 00

74 00 3d 00 22 00 30

00 22 00 20 00 47 00

68 00 6f 00 73 00 74

00 43 00 6f 00 75 00

6e 00 74 00 3d 00 22

00 30 00 22 00 20 00

4300 72 00 61 00 73

00 68 00 65 00 64 00

3d 00 22
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 20 3c 00200500072 <..P.r.o.ce.s.s.>. success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 6f 00 63 00 65 00

7300 73 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 38 3c002f00500072 <./.P..o.c.es.s.T.i.me.li. success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 00 600 63006500 n.e.s.>.

7300 73 00 54 00 69

00 6d 00 65 00 6¢ 00
69 00 6e 00 65 00 73

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 38 3c005200650070 <.R.e.p.o.rtl.nform.at success orwait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml 006f00 72007400 i.o.n.>.

49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown

ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9ABC.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
98

4

2

98

40

40

Value

3c 00 47 00 75 00 69
00 64 00 3e 00 39 00
32 00 63 00 66 00 37
00 36 00 64 00 36 00
2d 00 63 00 38 00 30
00 62 00 2d 00 34 00
3100 36 00 34 00 2d
00 39 00 63 00 63 00
3300 2d 00 39 00 30
00 34 00 66 00 66 00
65 00 35 00 64 00 38
00 66 00 37 00 30 00
3c 00 2f 00 47 00 75
00 69 00 64 00 3e 00

0d 00 0a 00

09 00

3c 0043 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00
32 003000320031
00 2d 00 30 00 31 00
2d 00 32 00 36 00 54
00 31 00 3500 3a 00
3100 36 00 3a 00 31
00 30 00 5a 00 3c 00
2f 00 43 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 52 00 65
00 70 00 6f 00 72 00
74 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

3c 00 2f 00 57 00 45
00 52 00 52 00 65 00
7000 6f 00 72 00 74
00 4d 00 65 00 74 00
61 00 64 00 61 00 74
00 61 00 3e 00

Source

Ascii Completion Count Address Symbol
<.G.u.i.d.>.9.2.c.£.7.6.d.6.-. success or wait 1 6DF5497A unknown
c.8.0.b.-.4.1.6.4.-.9.c.c.3.-.
9.0.4.ffe.5.d.8.£.7.0.<./.G.
ui.d.>.
success or wait 1 6DF5497A unknown
success or wait 2 6DF5497A unknown
<.C.re.a.ti.o.n.T..m.e>.2. success or wait 1 6DF5497A unknown
0.2.1.-.0.1.-.2.6.T.1.5.:.1.6.
11.0.Z</Cure.atio.n.T.
i.m.e.>.
success or wait 1 6DF5497A unknown
success or wait 1 6DF5497A unknown
<./.R.e.p.or.tlnfo.rm.a. success or wait 1 6DF5497A unknown
tio.n.>.
success or wait 1 6DF5497A unknown
<./W.E.R.R.e.p.o.r.tt M.e.t. success or wait 1 6DF5497A unknown
a.d.ata.>.
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4658 3c3f786d 6c 2076 <?xml version="1.0" success or wait 1 6DF5497A unknown
ws\WER\Temp\WER9DDA.tmp.xml 6572 73 69 6f 6e 3d  encoding="UTF-8"
22 312e 30222065 standalone="yes"?>..<req
6e 63 6f 64 69 6e 67 ver="2">.. <tlm>.. <src>
3d 22 5554 46 2d 38 <desc>..
22207374616e 64 <mach>.. <0s>..
61 6¢c 6f 6e 653d 22  <arg nm="vermaj" val="10"
796573223f3e0d />. <arg
0a3c7265712076 nm="vermin"val="0"/>..
6572 3d 223222 3e <arg nm="verbld" val="
0d 0a 20 20 3c 74 6¢
6d 3e 0d 0a 20 20 20
20 3c 7372 63 3e 0Od
Oa 20 20 20 20 20 20
3c 64 65 73 63 3e 0d
Oa 20 20 20 20 20 20
20 20 3c 6d 61 63 68
3e 0d 0a 20 20 20 20
20202020 20 20 3c
6f 73 3e 0d 0a 20 20
2020 20 20 20 20 20
202020 3c 617267
20 6e 6d 3d 22 76 65
72 6d 61 6a 22 20 76
61 6¢ 3d 22 31 30 22
20 2f 3e 0d 0a 20 20
2020 20 20 20 20 20
202020 3c 617267
20 6e 6d 3d 22 76 65
72 6d 69 6e 22 20 76
61 6¢ 3d 22 30 22 20
2f 3e 0d 0a 20 20 20
2020 20 20 20 20 20
2020 3c 61 72 67 20
6e 6d 3d 22 76 65 72
62 6c 64 22 20 76 61
6c 3d 22
C:\ProgramData\Microsoft\Windo unknown 2 ff fe success or wait 1 6DF5497A unknown
ws\WER\ReportQueue\AppCrash_lo
addll32.exe_a074f448eb416fc5ae
408d6a8da6168cd6117a23 b4806494 19c8a097\Report.wer
C:\ProgramData\Microsoft\Windo unknown 22 56 00 6500720073 V.er.s.i.o.n.=1.... success or wait 151 6DF5497A unknown
ws\WER\ReportQueue\AppCrash_lo 00 69 00 6f 00 6e 00
addll32.exe_a074f448eb416fc5ae 3d 00 31 00 0d 00 Oa
408d6a8da6168cd6117a23 b4806494 19c8a097\Report.wer 00
C:\ProgramData\Microsoft\Windo unknown 48 4d 00 6500 740061 M.e.t.a.d.a.t.a.H.a.s.h.=.- success or wait 1 6DF5497A unknown
ws\WER\ReportQueue\AppCrash_lo 0064 0061007400 .2.0.0.8.1.8.9.3.45.
addll32.exe_a074f448eb416fc5ae 61 00 48 00 61 00 73
408d6a8da6168cd6117a23 b4806494 19c8a097\Report.wer 00 68 00 3d 00 2d 00
32 00 30 00 30 00 38
00 31 00 38 00 39 00
33 00 34 00 3500
Registry Activities
Key Created
Source
Key Path Completion Count Address Symbol
\REGISTRY\A\{c3135ed7-ca7b-689f-752c-1fddbd364810}\Root\InventoryApplicationFile\PermissionsCheckTestKey success or wait 1 6DF736BF unknown
HKEY_LOCAL_MACHINE\Software\WOW6432Node\Microsoft\Windows\Windows Error Reporting\Debug success or wait 1 6DF71FB2 RegCreateKeyExW
Key Value Created
Source
Key Path Name Type Data Completion Count Address Symbol
HKEY_LOCAL_MACHINE\SOFTWARE\WO ExceptionRecord binary 09 04 00 CO 08 00 00 00 C4 E3 56 success or wait 1 6DF71FE8 RegSetValueExW
W6432Node\Microsoft\Windows\Windows Error 0091 82 71 00 01 00 00 00 15 00
Reporting\Debug 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00
Analysis Process: WerFault.exe PID: 6680 Parent PID: 6404
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path
C:\Users\user\AppData\Local\DBG

C:\ProgramData\Microsoft\Windows\WER\Temp\WERACAC.tmp

C:\ProgramData\Microsoft\Windows\WER\Temp\WERACAC.tmp.dmp

C:\ProgramData\Microsoft\Windows\WER\Temp\WERAF9B.tmp

C:\ProgramData\Microsoft\Windows\WER\Temp\WERAF9B.tmp.WERInt
ernalMetadata.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WERB133.tmp

C:\ProgramData\Microsoft\Windows\WER\Temp\WERB133.tmp.xml

C:\ProgramData\Microsoft\Windows\WER\ReportArchive\AppCrash_
loaddll32.exe_7225963344ab2d4b76a392ee69fe603ad8f2abb_b48064
94_1a50c15d

C:\ProgramData\Microsoft\Windows\WER\ReportArchive\AppCrash_
loaddll32.exe_7225963344ab2d4b76a392ee69fe603ad8f2abb_b48064
94 _1a50c15d\Report.wer

File Deleted

File Path
C:\ProgramData\Microsoft\Windows\WER\Temp\WERACAC.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WERAF9B.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WERB133.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WERACAC.tmp.dmp

Access

read data or
directory |
synchronize

read attributes |

synchronize
generic read

read attributes |

synchronize
generic read

07:16:13

26/01/2021
C:\Windows\SysWOW64\WerFault.exe

true

C:\Windows\SysWOW64\WerFault.exe -u -p 6404 -s 444
0x240000

434592 bytes
9E2BBACAD48ECCA55C0230D63623661B
true

true

C, C++ or other language

high

Attributes Options Completion

list device directory file |
synchronous io
non alert | open
for backup ident
| open reparse

point

object name collision

device synchronous io  success or wait
| non alert | non

directory file

device synchronous io  success or wait
| non alert | non

| directory file

generic write

read attributes |

synchronize
generic read

read attributes |

synchronize
generic read

device synchronous io  success or wait
| non alert | non

directory file

device synchronous io  success or wait
| non alert | non

| directory file

generic write

read attributes |

synchronize
generic read

read attributes |

synchronize
generic read

device synchronous io  success or wait
| non alert | non

directory file

device synchronous io  success or wait
| non alert | non

| directory file

generic write

read data or
directory |
synchronize

read attributes |

synchronize

generic write

C:\ProgramData\Microsoft\Windows\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WERB133.tmp.xml
C:\ProgramData\Microsoft\Windows\WER\Temp\WERB133.tmp.csv
C:\ProgramData\Microsoft\Windows\WER\Temp\WERB385.tmp.txt

File Written

Copyright null 2021

list device directory file | success or wait

synchronous io
non alert | open
for backup ident
| open reparse
point

device synchronous io  success or wait

| non alert | non
directory file

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Count

Count

[ N = T = T = S =S S

Source
Address

6DF61717

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

Source
Address

6DF5497A
6DF5497A
6DF5497A
6DF54BEF
6DF54BEF
6DF54BEF
6DF54BEF
6DF54BEF

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Symbol

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERACAC.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERACAC.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERACAC.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERACAC.tmp.dmp

Copyright null 2021

Offset Length

unknown 32

unknown 6

unknown 1420

unknown 716

Value

4d 44 4d 50 93 a7 ee
a0 0f 00 00 00 20 00
00 00 00 00 00 00 3f
321060 a4 05 12 00
00 00 00 00

00 00 00 00 00 00

00 00 06 00 07 55 04
01 0a 00 00 00 00 00
00 00 ee 42 00 00 02
00 00 00 b8 15 00 00
00 01 00 00 47 65 6e
75 69 6e 65 49 6e 74
65 6¢ 57 06 05 00 ff fb
8b 1f 00 00 00 00 54
05 00 00 7 03 00 00
04 190000353210
60 00 00 00 00 00 00
00 00 93 08 00 00 93
08 00 00 93 08 00 00
01 00 00 00 01 00 00
00 00 30 00 00 0d 00
00 00 00 00 00 00 01
00 00 00 e0 01 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
20 00 53 00 74 00 61
00 6e 00 64 00 61 00
7200 64 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Ob 00 00 00
01 00 02 00 00 00 00
00 00 00 00 00 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
20 00 44 006100 79
00 6¢ 00 69 00 67 00
68 00 74 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00

7f 00 01 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aaaaaaaaaaaa
aaaaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aaaaaaaaaaaa
aaaaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 6c ef 56 00 00
00 00 00 00 00 00 00
fb 75 00 00 1c 23 00
00 00 00 00 00 00 00
000091 82 71 00 23
00 00 00 46 02 01 00
34 ef 56 00 2b 00 00
00 aa aa aa aa aa aa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aa aaaaaa
aaaaaa

Ascii

MDMP........ ....... 22 .
..... Uioreee B
..GenuinelntelW.

52"
P.a.c.ific..Stan.d.a.rd.
Taimee .

coeeeeeenPaacciifliic.
.D.a.y.lig.ht. .T.

im.e......

LtV

Completion

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

1

1

1

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERACAC.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERACAC.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERACAC.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 168

unknown 20

unknown 1176

08 19 00 00 00 00 00
00 a5 01 00 c0 01 00
00 00 00 00 00 00 00
00 00 00 4a 0c 00 00
00 00 00 00 01 00 00
00 00 00 00 00 03 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 cc
02 00 00 f0 18 00 00

0d 00 00 00 00 90 39
00 00 00 00 00 98 04
00 00 f4 24 00 00

0000 00 04 ff ff ff ff 0O ...

000501 a0 7b ad 77

4817 8700000000 {w...

00 00 00 87 00 a0 79
ad 77 00 00 00 00 00
00 00 00 00 00 00 00
00 10 ea 74 00 00 00
00 00 00 00 00 00 00
41 00 00 00 00 00 f8

7b ad 77 ff 07 01 00

00 00 00 00000011
700 00 00 00 30 07

11 7f00 00 21 7 28

02 22 7f 50 06 23 7f

04 00 00 00 00 00 00
00 00 00 00 00 00 80
9b 07 6d e8 ff ff 00 00
10 00 00 20 00 00 00
00 01 00 00 10 00 00
04 00 00 00 10 00 00
00 60 66 ad 77 00 00
00 00 00 00 00 00 00
00 00 0050 53 ad 77
0a 00 00 00 00 00 00
00 ee 42 00 00 02 00
00 00 03 00 00 00 06
00 00 00 00 00 00 00
03 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00

W,

(G

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

13

12

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERACAC.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERACAC.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERACAC.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERACAC.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERACAC.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 1976

unknown 4

unknown 716

unknown 48

unknown 4

bc bl a2 77 d6 c9 a0
77 c8 0000 00 aa aa
aa aa 10 00 00 00 dc
8 a6 00 a8 f9 a6 00
aa aa aa aa 40 c7 a0
7740 c7 a0 77 aa aa
aa aa 00 fO 39 00 00
f0 39 00 00 00 00 00
c8 00 00 00 aa aa aa
aa c8 00 00 00 aa aa
aa aa 00 fO 39 00 00
00 00 00 00 00 00 00
00 00 00 00 aa aa aa
aa aa aa aa aa 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 aa aa aa aa 00
00 00 00 00 00 00 00
aa aa aa aa d8 7e 88
00 00 00 00 00 00 00
00 00 88 80 87 00 00
90 39 00 10 00 00 00
aa aa aa aa 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 aa
aa aa aa 00 00 00 00
aa aa aa aaaaaaaa
aa ac fa b6 00 54 92
39 00 b4 fa b6 00 f8
84 87 00 00 00 00 00
aa aaaaaaaaaaaa
aa 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

03 00 00 00

3f 00 01 00 00 00 00

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aa aaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 aa aa aa aa 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa 00 00 00 00 b8 el
56 00 bc 9a a2 77 23
00 00 00 06 02 00 00
78 e1 56 00 2b 00 00
00 aa aa aa aa aa aa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aaaaaa

1c 19 00 00 01 00 00
00 20 00 00 00 00 00
00 00 00 20 3a 00 00
00 00 00 e0 f9 b6 00
00 00 00 00 20 06 00
00 18 78 00 00 cc 02
00 00 54 21 00 00

1b 00 00 00

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

8

8

1

27

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERACAC.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERACAC.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERACAC.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERACAC.tmp.dmp

Copyright null 2021

Offset Length

unknown 32

unknown 120

unknown 34

unknown 668

Value

1a 00 00 00 6¢ 00 6f
00 61 00 64 00 64 00
6¢ 00 6¢ 00 33 00 32
00 2e 00 65 00 78 00
65 00 00 00

00 00 d5 74 00 00 00
000040 14 00 48 78
14 00 ad 9a 07 f5 b6
18 00 00 bd 04 ef fe
00 00 01 00 00 00 0a
00 01 00 ee 42 00 00
0a 00 01 00 ee 42 3f
00 00 00 00 00 00 00
04 00 04 00 02 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 22
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 40 41 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Oc 00 00 00
18 00 00 00 01 00 00
00

1c 00 00 00 42 00 73
00 59 00 48 00 78 00
65 00 58 00 37 00 4f
00 6b 00 2e 00 64 00
6¢ 00 6¢ 00 00 00

00 00 71 00 00 00 00
00 00 d0 09 00 00 00
00 00 19 5e 42 2a ce
18 00 00 01 00 Of 00
5a 62 02 00 00 10 00
00 fb fe 0f 00 01 00 00

00 ff ff 13 00 00 00 01 k..

00 00 00 01 00 00 00
00 00 ff ff fe 7f 00 00
00 00 Of 00 00 00 00
00 00 00 04 00 00 00
00 90 20 02 00 00 00
00 00 50 b2 02 00 00
00 00 aa 44 01 00 00
01 00 00 00 00 00 00
ff ff ff ff 00 00 00 00 76
ec 00 00 00 00 00 00
50 58 03 00 00 00 00
00 1b 65 02 00 00 00
00 00 d2 1f Oc 00 00
00 00 00 6e df 13 00
00 00 00 00 40 ff 1f 00
00 00 00 00 49 ed 13
00 00 00 00 00 dc c9
a0 4f 00 00 00 00 ch
6b 13 15 00 00 00 00
b3 5f b8 Oc 00 00 00
00 68 d1 d9 00 00 00
00 00 5f 93 00 00 2e
a5 00 00 d9 43 04 00
a3 cc 00 00 6e df 13
00 d1 af 17 00 49 ed
1300 95 37 2a 00 ec
1le 01 00 3b €0 0d 00
0000 00 00 77 c2 1b
00 d9 3e 04

...l.o.a.d.d.ll.3.2...ex.e..

....B.s.Y.Hx.e.X.7.0.k...d.l.

Source
Count Address Symbol

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERACAC.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERACAC.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset
unknown 6844

unknown 120

unknown 2

unknown 78

unknown 4

unknown 38

unknown 4

unknown 2

Length Value

08 00 00 00 46 00 69
00 6¢ 00 65 00 00 00
08 00 00 00 46 00 69
00 6¢ 00 65 00 00 00
08 00 00 00 46 00 69
00 6¢ 00 65 00 00 00
08 00 00 00 46 00 69
00 6¢ 00 65 00 00 00
0a 00 00 00 45 00 76
00 65 00 6e 00 74 00
00 00 00 00 00 00 06
00 00 00 08 00 00 00
01 00 00 00 00 00 00
00 28 00 00 00 57 00
61 00 69 00 74 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 50 00

61 00 63 00 6b 00 65
00 74 00 00 00 18 00
00 00 49 00 6f 00 43

00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 00 00

1e 00 00 00 54 00 70
00 57 00 6f 00 72 00
6b 00 65 00 72 00 46
00 61 00 63 00 74 00
6f 00 72 00 79 00 00
00 Oe 00 00 00 49 00
52 00 54 00 69 00 6d
00 65 00 72 00 00 00
28 00 00 00 57 00 61
00 69 00 74 00 43 00
6f 00 6d 00 70 00 6¢

00 65 00 74 00 69 00
6f 00 6e

03 00 00 00 94 00 00
00 08 07 00 00 04 00
00 00 68 Ob 00 00 a8
07 00 00 Oe 00 00 00
24000000 10 13 00
00 05 00 00 00 d4 00
00 00 20 24 00 00 06
00 00 00 a8 00 00 00
60 06 00 00 07 00 00
00 38 00 00 00 d4 00
00 00 Of 00 00 00 54
05 00 00 Oc 01 00 00
0c 00 00 00 90 11 00
00 2¢ 91 00 00 15 00
00 00 ec 01 00 00 34
13 00 00 16 00 00 00
98 00 00 00 20 15 00
00

ff fe

3c 00 3f 00 78 00 6d

00 6¢ 00 20 00 76 00
6500 72 00 73 00 69
00 6f 00 6e 00 3d 00

22003100 2e 00 30
00 22 00 20 00 65 00
6e 00 63 00 6f 00 64
00 69 00 6e 00 67 00
3d 00 22 00 55 00 54
00 46 00 2d 00 31 00
36 00 22 00 3f 00 3e

00

0d 00 0a 00

3c 00 57 00 45 00 52
00 52 00 65 00 70 00
6f 00 72 00 74 00 4d
00 65 00 74 00 61 00
64 00 61 00 74 00 61
00 3e 00

0d 00 0a 00

09 00

Ascii
...File....File...
.File....File
E.v.e.n.t. .
(...W.a.i.t.C.o.m.p.l.e.t.i.
o.n.P.acke.t....l.o.C.o.
m.p.l.e.ti.o.n.....T.p.W.o.
rkerF.a.c.tory....lL
R.T.i.m.e.r...(..W.a.i.t.C.o.
m.p.l.e.ti.o.n

<.?2.x.m.l. .v.e.r.s.i.o.n.
1..0.". .e.n.c.0.d.i.n.g.=.".
UT.F.-16."2>.

<W.E.R.R.e.p.o.r.t.M.e.t.a.
data>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

1

1

Source
Symbol

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 44

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 40

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 62

unknown 4

unknown 2

Length Value

3c 00 4f 00 53 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 69 00 6e
00 64 00 6f 00 77 00
73 00 4e 00 54 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 3e
00 31 00 30 00 2e 00
30 00 3c 00 2f 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 4e
00 54 00 56 00 65 00
72 00 73 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 0042 00 75 00 69
00 6¢ 00 64 00 3e 00
31003700 310033
00 34 00 3c 00 2f 00
4200 75 00 69 00 6¢
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 64 00 75 00 63 00
74 00 3e 00 28 00 30
00 78 00 33 00 30 00
29 00 3a 00 20 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 20
00 31 00 30 00 20 00
50 00 72 00 6f 00 3¢
00 2f 00 50 00 72 00
6f 00 64 00 75 00 63
00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 64 00 69
00 74 00 69 00 6f 00
6e 00 3e 00 50 00 72
00 6f 00 66 00 65 00
7300 73 00 69 00 6f
00 6e 00 61 00 6¢ 00
3c 00 2f 00 45 00 64
00 69 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

Ascii Completion Count
<.0.S.V.ers.i.o.nlnfo.r. success or wait 1
m.a.t.i.o.n.>.
success or wait 1
success or wait 2
<W.i.n.d.o.w.s.N.T.V.e.r.s. success or wait 1
i.0.n.>.1.0...0.
<./W.i.n.d.o.w.
s.N.T.V.e.r.s.i.o.n.>.
success or wait 1
success or wait 2
<.B.u.i.l.d.>.1.7.1.3.4.<./.B. success or wait 1
wild.>.
success or wait 1
success or wait 2
<.P.r.o.d.u.c.t.>.(.0.x.3.0.). success or wait 1
. .W.in.d.o.w.s. .1.0. .P.r.
0.<./P.ro.d.u.c.t>.
success or wait 1
success or wait 2
<.E.d.tio.n>P.r.o.fes. success orwait 1
s..o.n.al.</E.d.itio.n.>.
success or wait 1
success or wait 2

Source
Address

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 134

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

44

72

4

2

64

34

46

3c 0042 00 75 00 69
00 6¢ 00 64 00 53 00
7400 72 00 69 00 6e
00 67 00 3e 00 31 00
37 0031003300 34
00 2e 00 31 00 2e 00
61 00 6d 00 64 00 36
00 34 00 66 00 72 00
65 00 2e 00 72 00 73
00 34 00 5f 00 72 00
65 00 6¢ 00 65 00 61
00 73 00 65 00 2e 00
31 00 38 00 30 00 34
00 31 00 30 00 2d 00
31 00 38 00 30 00 34
00 3c 00 2f 00 42 00
7500 69 00 6¢ 00 64
0053 00 74 00 72 00
69 00 6e 00 67 00 3e
00

0d 00 0a 00

09 00

3c 00 52 00 65 00 76
00 69 00 73 00 69 00
6f 00 6e 00 3e 00 31
00 3c 00 2f 00 52 00
65 00 76 00 69 00 73
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00 4d 00 75 00 6¢
00 74 00 69 00 70 00
72 00 6f 00 63 00 65
00 73 00 73 00 6f 00
72002000 46 00 72
00 65 00 65 00 3c 00
2f 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00

0d 00 0a 00

09 00

3c 0041 00 72 00 63
00 68 00 69 00 74 00
65 00 63 00 74 00 75
00 72 00 65 00 3e 00
58 00 36 00 34 00 3c
00 2f 00 41 00 72 00
63 00 68 00 69 00 74
00 65 00 63 00 74 00
7500 72 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 4c 00 43 00 49
00 44 00 3e 00 31 00
30 00 33 00 33 00 3c
00 2f 00 4c 00 43 00
49 00 44 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 4f 00 53
00 56 00 65 00 72 00
7300 69 00 6f 00 6e
00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00
6e 00 3e 00

Ascii
<.B.u.ild.S.trin.g.>.1.7.
1.34..1.am.d.6.4fre..
rs.4._rele.as.e..1.8.0.
4.1.0.-.1.8.0.4.<./.B.u.i.l.d.
S.trin.g.>.

<.R.e.w.is.ion>1l</R.e.

v.i.s.i.o.n>.

<.F.lLav.o.r>.M.u.l.tip.r.
o.c.e.s.s.o.r. .F.re.e.</F.
l.a.v.o.r>.

<Ar.c.hite.cture>X.
6.4.</Ar.c.hite.c.tu.r.
e.>.

<.L.C.1.D.>.1.0.3.3.
<./.L.C..D.>.

<./.0.S.V.errs..o.n.l.nfo.
rm.a.ti.o.n.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

2

1

Source
Symbol

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c 005000 72006f <.P.r.o.c.e.s.s.lnfo.rm.a. success orwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 0063 0065007300 t.i.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>6.4.0.4.<./.P.i.d.>. success orwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 3e 00 36 00 34 00

30 00 34 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 72 3c0049006d 0061 <..m.a.g.e.N.a.m.e.>.l.o.a. success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 0067 006500 4e 00 d.d.ll.3.2...e.x.e.

61 00 6d 00 6500 3e <./lm.a.g.e.N.a.m.e.>.
00 6¢ 00 6f 00 61 00
64 00 64 00 6¢ 00 6¢
00 33 00 32 00 2e 00
65 00 78 00 65 00 3c
00 2f 00 49 00 6d 00
61 00 67 00 65 00 4e
00 61 00 6d 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 90 3c0043006d0064 <.C.m.d.L.i.n.e.S.i.g.n.a.tu success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 4c 00 69 00 6e 00 .r.e.>.0.0.0.0.0.0.0.0.

65 005300690067 <./.C.m.
006e 0061007400 d.L.i.ne.S.ig.nature.>.
7500 72 00 65 00 3e

00 30 00 30 00 30 00

30 00 30 00 30 00 30

00 30 00 3c 00 2f 00

43 00 6d 00 64 00 4c

00 69 00 6e 00 65 00

53 00 69 00 67 00 6e

00 61 00 74 00 75 00

72 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 42 3c005500700074 <.U.p.ti.m.e.>.9.6.7.8. success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 0069 006d 006500 <./ U.p.tim.e>.

3e 00 39 00 36 00 37
00 38 00 3c 00 2f 00
5500 70 00 74 00 69
00 6d 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 82 3c 0057 006f0077 <.W.o.w.6.4. success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00360034002000 .g.u.e.s.t.=."3.3.2.".

67 007500650073 .h.0.s.t="344.04">1.
0074003d002200 <./W.0.w.6.4.>.

33 003300320022

00 20 00 68 00 6f 00

7300 74 00 3d 00 22

00 33 00 34 00 34 00

30 00 34 00 22 00 3e

00 31 00 3c 00 2f 00

57 00 6f 00 77 00 36

00 34 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 86

unknown 4

unknown 2

unknown 70

unknown 4

unknown 2

unknown 74

unknown 4

unknown 2

Value

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 36
00 30 00 3500 35 00
39 00 33 00 36 00 30
00 3c 00 2f 00 50 00
65 00 61 00 6b 00 56
00 69 00 72 00 74 00
7500 61 00 6¢ 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3¢ 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 36 00
300035003500 31
00 31 00 36 00 38 00
3c 00 2f 00 56 00 69
00 72 00 74 00 75 00
61 00 6¢ 00 53 00 69
00 7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00 32 00 31
00 35 00 34 00 3c 00
2f 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00

0d 00 0a 00

09 00

Ascii

<.l.p.t.E.n.a.b.l.e.d.>.0.</.
l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.ce.s.s.V.m.Ln.fo.r.
m.a.t.i.o.n.>.

<.P.eak.V.irtualS.iz.
e.>.6.0.5.5.9.3.6.0.
<./P.ea.
k.\VirtualS.iz.e>.

<.V.irtu.alS..z.e>.6.0.
5.5.1.1.6.8.<./V.i.rtu.a.l.
S.i.z.e>.

<.P.a.g.e.Fa.u.ltC.o.u.n.t.

>.2.15.4.
<./.P.a.g.e.F.a.u.l.
t.C.o.u.n.t.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol
2 6DF5497A unknown
1 6DF5497A unknown
1 6DF5497A unknown
2 6DF5497A unknown
1 6DF5497A unknown
1 6DF5497A unknown
& 6DF5497A unknown
1 6DF5497A unknown
1 6DF5497A unknown
& 6DF5497A unknown
1 6DF5497A unknown
1 6DF5497A unknown
& 6DF5497A unknown
1 6DF5497A unknown
1 6DF5497A unknown
& 6DF5497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 96 3c 005000650061 <.P.e.a.kW.o.rk.in.g.S.e.t success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 6b 00 57 00 600 .S.i.z.e.>.7.9.0.9.3.7.6.

7200 6b 00 69 00 6e <./.P.
0067 0053006500 e.a.kW.o.rk.i.n.g.S.e.t.S.i
7400530069007a z.e.>.
00 65 00 3e 00 37 00

39 00 30 00 39 00 33

00 37 00 36 00 3c 00

2f 00 50 00 65 00 61

00 6b 00 57 00 6f 00

72 00 6b 00 69 00 6e

00 67 00 53 00 65 00

7400 53 00 69 00 7a

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 80 3c0057006f0072 <.W.o.rk.in.g.S.etS.i.z.e. success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 6b 00 69 00 6e 00 >.7.9.0.1.1.8.4.

67 005300650074 <./W.o0.rk.i.
00530069007a00 n.g.S.e.tS.ize>.
65 00 3e 00 37 00 39

00 30 00 31 00 31 00

38 00 34 00 3c 00 2f

00 57 00 6f 00 72 00

6b 00 69 00 6e 00 67

00 53 00 65 00 74 00

53 00 69 00 7a 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 114 3c00510075006f <.Q.u.o.ta.P.eak.P.a.g.e. success orwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 0074 0061005000 d.

650061 006b0050 P.o.0lUs.a.ge>1.125.
00610067 006500 0.4.

64 00 50 00 6f 00 6f <./.Q.u.0.t.a.P.e.ak.P.ag.
00 6c 0055007300 e.d.P.o.o.l.lUs.ag.e.>.

61 00 67 00 65 00 3e

00 31 00 31 00 32 00

3500 30 00 34 00 3c

00 2f 00 51 00 75 00

6f 00 74 00 61 00 50

00 65 00 61 00 6b 00

50 00 61 00 67 00 65

00 64 00 50 00 6f 00

6f 00 6¢ 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 98 3c00510075006f <.Q.u.o.ta.P.a.g.e.d.P.o.0. success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00740061005000 lU.s.a.g.e>1.12238.0.

6100 67 00 650064 <./.Q.
00 50 00 6f 00 6f 00 6¢ u.o.t.a.P.a.g.e.d.P.o.0.l.U.s
00550073006100 .a.g.e.>.
67 00 65 00 3e 00 31

00 31 00 32 00 32 00

38 00 30 00 3c 00 2f

00 51 00 75 00 6f 00

7400 61 00 50 00 61

00 67 00 65 00 64 00

50 00 6f 00 6f 00 6¢

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait g 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 124 3c00510075006f <.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00740061005000 a.

6500 61 00 6b 00 4e g.e.d.P.o.0.l.U.s.a.g.e.>.2.
00 6f 00 6e 0050 00  7.4.2.4.

610067 00 6500 64 <./.Q.u.0.t.a.P.e.ak.N.

00 50 00 6f 00 6f00  o.n.P.a.g.e.d.P.o.0.l.U.s.a.
6c 005500730061 g.e>.

00 67 00 65 00 3e 00

3200 37 00 34 00 32

00 34 00 3c 00 2f 00

51 00 75 00 6f 00 74

00 61 00 50 00 65 00

61 00 6b 00 4e 00 6f

00 6e 00 50 00 61 00

67 00 65 00 64 00 50

00 6f 00 6f 00 6¢ 00

5500 73 00 61 00 67

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 108 3c00510075006f <.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00740061004e00 P.

6f 00 6e 0050 00 61 0.0.l.U.s.a.g.e.>.2.7.1.5.2.
00 67 00 65 00 6400 <.

50 00 6f 00 6f 00 6c  /.Q.u.o.t.a.N.o.n.P.a.g.e.d.
00550073006100 P.o.0.lUs.ag.e>.

67 00 65 00 3e 00 32

00 37 00 31 00 35 00

3200 3c 00 2f 00 51

00 75 00 6f 00 74 00

61 00 4e 00 6f 00 6e

00 50 00 61 00 67 00

65 00 64 00 50 00 6f

00 6f 00 6¢ 00 55 00

7300 61 00 67 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 76 3c 005000610067 <.P.ag.e.fileU.s.ag.e> successorwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00650066 006900 2.1.9.9.5.5.2.</P.a.g.e.f.i.

6c 006500550073 leU.s.a.g.e>.
00 61 00 67 00 65 00

3e 00 32 00 31 00 39

00 39 00 35 00 35 00

32 00 3c 00 2f 00 50

00 61 00 67 00 65 00

66 00 69 00 6¢ 00 65

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait g 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 92 3c 005000650061 <.P.e.ak.P.ag.ef.ile.U.s. success orwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 6b 0050006100 a.g.e.>.220.7.7.4.4.

67 00 6500 66 0069 <./.P.e.

00 6c 00 65005500 ak.P.a.g.e.file.U.s.ag.e.
73 006100670065 >.

00 3e 00 32 00 32 00

3000 37 00 37 00 34

00 34 00 3c 00 2f 00

50 00 65 00 61 00 6b

00 50 00 61 00 67 00

65 00 66 00 69 00 6¢

00 65 00 55 00 73 00

61 00 67 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DF5497A unknown

ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 72 3c005000720069 <.Private.U.s.ag.e.>2. success orwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00760061007400 1.9.9.55.2.</P.r.iv.ate.

65005500730061 U.s.a.g.e.>.
00 67 00 65 00 3e 00
3200310039 0039
00 3500 3500 32 00
3c 00 2f 00 50 00 72
00 69 00 76 00 61 00

74 00 65 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.r.o.ce.s.s.\V.m.l.n.f.o. success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 30 3c005000610072 <.P.ar.e.n.tP.r.o.c.e.s.s.> success orwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 65 00 6e 00 74 00

50 00 72 00 6f 00 63
00 65 00 73 00 73 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c 0050007200 6f <.P.r.o.c.e.s.s.l.nfo.rm.a. success orwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 0063 0065007300 t.i.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>3.4.7.2.</.P.i.d.>. success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 3e 00 33 00 34 00

37 00 32 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 70 3c0049006d 0061 <..m.a.g.e.N.a.m.e.>.e.x.p success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 0067 006500 4e 00 .lor.e.r..ex.e.

61 00 6d 00 6500 3e <./l.m.a.g.e.N.am.e.>.
00 65 00 78 00 70 00

6¢ 00 6f 00 72 00 65

00 72 00 2e 00 65 00

78 00 65 00 3c 00 2f

00 49 00 6d 00 61 00

67 00 65 00 4e 00 61

00 6d 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 90 3c0043006d0064 <.C.m.d.L.i.n.e.S..g.n.a.tu success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 4c 00 69 00 6e 00 .r.e.>.8.0.0.0.4.0.0.5.

650053 00690067 <./.C.m.
006e 0061007400 d.L.i.ne.S.ig.nature.>.
7500 72 00 65 00 3e

00 38 00 30 00 30 00

30 00 34 00 30 00 30

00 35 00 3c 00 2f 00

43 00 6d 00 64 00 4c

00 69 00 6e 00 65 00

53 00 69 00 67 00 6e

00 61 00 74 00 75 00

72 00 65 00 3e 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 4

unknown 2

unknown 48

unknown 4

unknown 2

unknown 78

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 90

unknown 4

unknown 2

Length Value

0d 00 0a 00

09 00

3c 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 34 00 37 00 36
00 31 00 38 00 35 00
38 00 3c 00 2f 00 55
00 70 00 74 00 69 00
6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
30 00 22 00 20 00 68
00 6f 00 73 00 74 00
3d 00 22 00 33 00 34
00 34 00 30 00 34 00
2200 3e 00 30 00 3c
00 2f 00 57 00 6f 00
7700 36 00 34 00 3e
00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 34
00 32 00 39 00 34 00
39 00 36 00 37 00 32
00 39 00 35 00 3c 00
2f 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii

<.U.p.tim.e>.4.7.6.1.8.5.
8.<./U.p.ti.m.e.>.

<W.o.w.6.4.
.g.u.e.s.t.=".0."
.h.0.s.t.=.".3.4.4.0.4.">.0.
<./W.o.w.6.4.>.

<.l.p.t.E.n.ab.l.e.d.>.0.</.
l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.ce.s.s.V.m.Ln.fo.r.
m.a.t.i.o.n.>.

<.P.eak.V.irtualS.z.
e.>.4.2.9.4.9.6.7.2.9.5.
<./.P.
eak.\VirtualS.ize>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

4

1

1

5

Source

Address Symbol

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 74

unknown 4

unknown 2

unknown 76

unknown 4

unknown 2

unknown 100

unknown 4

unknown 2

unknown 84

unknown 4

unknown 2

unknown 114

Value

3¢ 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 34 00
320039 00 3400 39
00 36 00 37 00 32 00
39 00 35 00 3c 00 2f
00 56 00 69 00 72 00
7400 7500 61 00 6¢
00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00 34 00 33
00 33 00 33 00 34 00
3c 00 2f 00 50 00 61
00 67 00 65 00 46 00
61 00 75 00 6¢ 00 74
00 43 00 6f 00 75 00
6e 00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 57 00 6f 00

72 00 6b 00 69 00 6e
00 67 00 53 00 65 00
74 0053 0069 00 7a
00 65 00 3e 00 31 00
30 00 32 00 32 00 34
00 38 00 34 00 34 00
38 00 3c 00 2f 00 50

00 65 00 61 00 6b 00
57 00 6f 00 72 00 6b

00 69 00 6e 00 67 00
53 00 65 00 74 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 72
00 6b 00 69 00 6e 00
67 00 53 00 65 00 74
00 53 00 69 00 7a 00
65 00 3e 00 31 00 30
00 31 00 38 00 38 00
33 00 39 00 30 00 34
00 3c 00 2f 00 57 00
6f 00 72 00 6b 00 69
00 6e 00 67 00 53 00
65 00 74 00 53 00 69
00 7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 50
00 61 00 67 00 65 00
64 00 50 00 6f 00 6f
00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e
00 39 00 35 00 37 00
310035003200 3c
00 2f 00 51 00 75 00
6f 00 74 00 61 00 50
00 65 00 61 00 6b 00
50 00 61 00 67 00 65
00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73
00 61 00 67 00 65 00
3e 00

Ascii

<VirtualS.iz.e>4.2.
9.4.9.6.7.2.9.5.<./.V.irtu.

alS.ize>.

Completion

success or wait

success or wait

success or wait

<.P.a.g.e.F.a.u.l.t.C.o.u.n.t. success or wait

>.4.3.3.3.4.
<./.P.a.g.e.F.a.u.
L.t.C.o.u.n.t.>.

success or wait

success or wait

<.P.e.a.k.W.o.rk.i.n.g.S.e.t success or wait

.S.i.z.e>.1.0.2.2.4.8.4.4.8.

<.

/.P.e.a.k.W.o.rk.i.n.g.S.e.t.

S.i.z.e>.

success or wait

success or wait

<W.o.rk..n.g.S.e.t.S.i.z.e. success or wait

>.1.0.1.8.8.3.9.0.4.
<./.W.o.r.
ki.n.g.S.etS.i.z.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.e.a.k.P.a.g.e. success or wait

d.

P.o.0.lUs.a.g.e.>.9.5.7.1.

B2

<./.Q.u.o.t.a.P.e.a.k.P.a.g.

e.d.P.o.0o.l.Us.a.g.e>.

Count Address

1

Source
Symbol

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 4

unknown 2

unknown 98

unknown 4

unknown 2

unknown 124

unknown 4

unknown 2

unknown 108

unknown 4

unknown 2

unknown 78

unknown 4

unknown 2

Value

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 39
00 31 00 37 00 32 00
30 00 30 00 3c 00 2f
00 51 00 75 00 6f 00
74 00 61 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
37 00 3100380030
00 38 00 3c 00 2f 00
51 00 75 00 6f 00 74
00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f
00 6e 00 50 00 61 00
67 00 65 00 64 00 50
00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 36
00 38 00 33 00 37 00
36 00 3c 00 2f 00 51
00 75 00 6f 00 74 00
61 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 00 61 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

3c 0050 00 61 00 67
00 65 00 66 00 69 00
6¢ 00 65 00 55 00 73
00 61 00 67 00 65 00
3e 00 33 00 34 00 32
00 34 00 36 00 36 00
3500 36 00 3c 00 2f
00 50 00 61 00 67 00
65 00 66 00 69 00 6¢
00 65 00 55 00 73 00
61 00 67 00 65 00 3e
00

0d 00 0a 00

09 00

Ascii Completion

success or wait

success or wait

<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait
lL.U.s.a.g.e.>.9.1.7.2.0.0.

<./.Q.

u.o.t.a.P.a.g.e.d.P.o.0.l.U.s

.a.g.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait
a.

g.e.d.P.o.0l.Us.a.g.e>.7.

1.8.0.8.

<./.Q.u.o.t.a.P.e.a.k.N.
o.n.P.a.g.e.d.P.o.0.l.U.s.a.

g.e>.

success or wait

success or wait

<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait
P.

0.0.l.U.s.a.g.e.>.6.8.3.7.6.

<.

/.Q.u.o.t.a.N.o.n.P.a.g.e.d.
P.o.0.l.Us.a.g.e.>.

success or wait

success or wait

<.P.a.g.efileU.s.a.g.e.> success or wait
3.4.2.4.6.6.5.6.

<./.P.a.g.ef.

ile.Us.a.g.e>.

success or wait

success or wait

Count Address

1

5

1

1

5

1

1

5

1

Source
Symbol
6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 94 3c 005000650061 <.P.e.ak.P.ag.efile.U.s. success orwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 6b 0050 00 61 00 a.g.e.>.3.6.6.9.6.0.6.4.

67 00 6500 66 0069 <./.P.
00 6c 00 65005500 e.a.k.P.a.g.efileU.s.ag.
73 006100670065 e.>.
00 3e 00 33 00 36 00

36 00 39 00 36 00 30

00 36 00 34 00 3c 00

2f 00 50 00 65 00 61

00 6b 00 50 00 61 00

67 00 65 00 66 00 69

00 6¢ 00 65 00 55 00

7300 61 00 67 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 74 3c005000720069 <.P.rivate.U.s.a.g.e.>3. success orwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00760061 007400 4.2.4.6.6.5.6.</P.riv.a.t.

65005500730061 e.Us.a.g.e.>.
00 67 00 65 00 3e 00
33 0034 00 3200 34
00 36 00 36 00 35 00
36 00 3c 00 2f 00 50
00 72 00 69 00 76 00

61 00 74 00 65 00 55

00 73 00 61 00 67 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.ro.ce.s.s.\V.m.l.n.f.o. success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./P..o.ce.s.s.lnfo.rm. success orwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 6f00 63006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 32 3c002f00500061 <./P.are.ntP.ro.c.e.s.s. success orwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 72 00 65 00 6e 00 >.

7400 50 00 72 00 6f
00 63 00 65 00 73 00

7300 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P.r.o.c.e.s.s.l.nfo.rm. success orwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 6f00 63 006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c 0050007200 6f <.P.r.o.b.le.m.S.i.g.n.a.t.u. success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 62 00 6c 00 6500 r.e.s.>.

6d 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73
00 3e 00
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 62 3c 004500760065 <.E.v.en.tT.y.p.e>AP.P. success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 006e 0074005400 C.RAS.H.

7900700065003e <./Ev.e.ntTy.p.e>.
00 41 00 50 00 50 00

430052 00 41 00 53

00 48 00 3c 00 2f 00

45 00 76 00 65 00 6e

00 74 00 54 00 79 00

70 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 8 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 16 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 76 3c005000610072 <.P.ar.am.e.te.r.0.>l.o.a. success orwait 8 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 0061 006d 006500 d.d.ll3.2..ex.e<./P.ar.

74006500720030 am.e.te.r.0.>.
00 3e 00 6¢ 00 6f 00

61 00 64 00 64 00 6C

00 6¢ 00 33 00 32 00

2e 00 65 00 78 00 65

00 3c 00 2f 00 50 00

61 00 72 00 61 00 6d

00 65 00 74 00 65 00

72 00 30 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c002f00500072 <./.P.rob.lem.sS.g.n.at successorwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 6f 00 62 00 6c 00  u.r.e.s.>.

65 00 6d 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c00440079006e <.D.y.n.a.m.i.c.S.i.g.n.a.t.u. success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 0061 006d 006900 r.e.s.>.

63 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 6 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 12 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 96 3c005000610072 <.P.aram.e.te.r.1.>1.0.. success orwait 6 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 0061 006d 006500 0..1.7.1.3.4...2...0...0...2.

74006500720031 5.6..4.8.</P.aram.e.te.
003e 0031003000 r.1.>.
2e 00 30 00 2e 00 31

00 37 00 31 00 33 00

34 00 2e 00 32 00 2e

00 30 00 2e 00 30 00

2e 00 32 00 35 00 36

00 2e 00 34 00 38 00

3c 00 2f 00 50 00 61

00 72 00 61 00 6d 00

65 00 74 00 65 00 72

00 31 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c002f00440079 <./.D.y.n.am..c.S.i.g.n.at. success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 6e 00 61 00 6d 00 u.r.e.s.>.

69 00 63 00 53 00 69

00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 38

unknown 4

unknown 2

unknown 94

unknown 4

unknown 2

unknown 106

unknown 4

unknown 2

unknown 96

unknown 4

unknown 2

Length Value

3¢ 0053007900 73
00 74 00 65 00 6d 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

3c 00 4d 00 49 00 44
00 3e 00 41 00 32 00
4100 42 00 3500 32
00 36 00 41 00 2d 00
44 00 33 00 38 00 44
00 2d 00 34 00 46 00
430039 00 2d 00 38
00 42 00 41 00 30 00
2d 00 45 00 33 00 34
00 42 00 38 00 44 00
36 00 33 00 35 00 34
00 45 00 38 00 3c 00
2f 00 4d 00 49 00 44
00 3e 00

0d 00 0a 00

09 00

3¢ 0053 007900 73
00 74 00 65 00 6d 00
4d 00 61 00 6e 00 75
00 66 00 61 00 63 00
74007500 72 00 65
00 72 00 3e 00 72 00
78 00 64 00 70 00 75
00 73 00 2c 00 20 00
49 00 6e 00 63 00 2e
00 3c 00 2f 00 53 00
79 00 73 00 74 00 65
00 6d 00 4d 00 61 00
6e 00 75 00 66 00 61
00 63 00 74 00 75 00
72006500 72 00 3e
00

0d 00 0a 00

09 00

3¢ 0053 007900 73
00 74 00 65 00 6d 00
50 00 72 00 6f 00 64
00 75 00 63 00 74 00
4e 00 61 00 6d 00 65
00 3e 00 72 00 78 00
64 00 70 00 75 00 73
00 37 00 2¢c 00 31 00
3c 00 2f 00 53 00 79
00 73 00 74 00 65 00
6d 00 50 00 72 00 6f
00 64 00 75 00 63 00
7400 4e 00 61 00 6d
00 65 00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
<.S.y.s.te.m.l.n.f.o.rm.a.t. success or wait 1 6DF5497A unknown
i.o.n.>.
success or wait 1 6DF5497A unknown
success or wait 2 6DF5497A unknown
<.M.l.D.>.A.2.A.B.5.2.6.A.- success or wait 1 6DF5497A unknown
.D.3.8.D.-4.F.C9.-
.8.B.A.0.-.E.
3.4.B.8.D.6.3.5.4.E.8.
<./.M.I.D.>.
success or wait 1 6DF5497A unknown
success or wait 2 6DF5497A unknown
<.S.y.s.te.m.M.a.n.u.f.a.c.t success or wait 1 6DF5497A unknown

.ur.er>rx.d.p.us.,. .l.n.
c..<./.S.y.s.te.m.M.a.n.u.f.
ac.ture.r>.

success or wait 1 6DF5497A unknown
success or wait 2 6DF5497A unknown
<.S.y.s.te.m.P.r.o.d.u.c.t.N success or wait 1 6DF5497A unknown
.a.m.e>.rx.d.p.us.7.,.1.
<.
S.y.s.t.e.m.P.r.o.d.u.c.tN.a
.m.e.>.
success or wait 1 6DF5497A unknown
success or wait 2 6DF5497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 120 3c 0042004900 4f <.B..O.S.V.er.s.i.o.n.>.V. success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00530056 006500 M

7200730069 006f W.7.1..0.0.V...1.3.9.8.9.4.
00 6e 00 3e 00 56 00 5.

4d 005700370031 4..B.6.4..1.9.0.6.1.9.0.5.3
002e 0030003000 .8.

56 00 2e 00 31 00 33 <./.B..O.S.V.e.r.s.i.o.n.>.
00 39 00 38 00 39 00

34 00 3500 34 00 2e

00 42 00 36 00 34 00

2e 00 31 00 39 00 30

00 36 00 31 00 39 00

30 00 3500 33 00 38

00 3c 00 2f 00 42 00

49 00 4f 00 53 00 56

00 65 00 72 00 73 00

69 00 6f 00 6e 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 82 3c004f00530049 <.0.S.l.ns.tallD.ate.> success orwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 006e 0073007400 1.5.5.2.1.5.7.9.45.

6100 6¢ 00 6¢c 0044 <./.0.S.l
00610074006500 n.s.tallD.ate>.
3e 00 31 00 3500 35

00 32 00 31 003500

37 00 39 00 34 00 35

00 3c 00 2f 00 4f 00

53 00 49 00 6e 00 73

00 74 00 61 00 6¢ 00

6¢ 00 44 00 61 00 74

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 102 3c004f00530049 <.0.S.l.n.s.tallT.im.e>. success orwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 006e 0073007400 2.0.1.9.-.0.6.-.2.7.T.1.4.:.4.

6100 6¢c 006¢c0054 9..2.1.Z</0.S.lns.tal
00 69 00 6d 00 6500 I.T.i.m.e.>.
3e 00 32 00 30 00 31

00 39 00 2d 00 30 00

36 00 2d 00 32 00 37

00 54 00 31 00 34 00

3a 00 34 00 39 00 3a

00 32 00 31 00 5a 00

3c 00 2f 00 4f 00 53

00 49 00 6e 00 73 00

74 00 61 00 6¢ 00 6¢C

00 54 00 69 00 6d 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 68 3c00540069006d <.T..me.Z.o.n.e.B.i.as.> success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 65 00 5a 00 6f 00  0.8.:.0.0.

6e 006500420069 <. .T..m.e.Z.o.n.e.B.
00610073003e00 ias.>.

30 00 38 00 3a 00 30

00 30 00 3c 00 2f 00

54 00 69 00 6d 00 65

00 5a 00 6f 00 6e 00

65 00 42 00 69 00 61

00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c002f00530079 <./S.y.s.tem.lnfo.rm.a. success orwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00730074006500 t.i.o.n.>.

6d 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

34

96

36

24

46

26

100

3c 00 53 00 65 00 63
00 75 00 72 00 65 00
42 00 6f 00 6f 00 74
00 53 00 74 00 61 00
74 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 45 00 46
00 49 00 53 00 65 00
63 00 75 00 72 00 65
00 42 00 6f 00 6f 00
74 00 45 00 6e 00 61
00 62 00 6¢ 00 65 00
64 00 3e 00 30 00 3c
00 2f 00 55 00 45 00
46 00 49 00 53 00 65
00 63 00 75 00 72 00
65 00 42 00 6f 00 6f
00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 53 00 65

00 63 00 75 00 72 00
65 00 42 00 6f 00 6f

00 74 00 53 00 74 00
61 00 74 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 49 00 6e 00 74
00 65 00 67 00 72 00
61 00 74 00 6f 00 72
00 3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 67 00 73 00 3e 00
30 00 30 00 30 00 30
00 30 00 30 00 30 00
30 00 3c 00 2f 00 46
00 6¢ 00 61 00 67 00
73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 49 00 6e
00 74 00 65 00 67 00
7200 61 00 74 00 6f
00 72 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 54 00 69 00 6d
00 65 00 6¢ 00 69 00
6e 00 65 00 73 00 20
00 42 00 61 00 73 00
65 00 54 00 69 00 6d
00 65 00 3d 00 22 00
32 003000320031
00 2d 00 30 00 31 00
2d 00 32 00 36 00 54
00 31 00 35 00 3a 00
31 00 36 00 3a 00 31
00 35 00 5a 00 22 00
3e 00

Ascii

<.S.e.c.ure.B.o.0.t.S.ta.t.
e.>.

<U.E.F.l.S.e.cure.B.o.0.t
.E.n.a.b.l.e.d.>.0.
</.U.E.F.L
S.e.c.ur.e.B.o.o.t.E.n.ab.l
e.d.>.

<./.S.e.c.ur.e.B.o.o.t.Sta.
te.>.

<.l.nte.g.r.ato.r>.

<.F.l.a.g.s.>.0.0.0.0.0.0.0.0
.<..Flag.s.>.

</lnte.g.rato.r>.

<.P.ro.c.e.s.s.T.i.m.e.li.n.
es.
.B.a.s.e.T.im.e.=.".2.0.
2.1.-.0.1.-.2.6.T.1.5.:.1.6...
15.2.">.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

6DF5497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Page 65 of 93



Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 262 3c 005000 72006f <.P.r.o.c.e.s.s..As.ld.=" success orwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00630065007300 3.3.6."..P.I.D.=.".6.4.0.4.".

73002000410073 .U.p.tim.e.M.S.=.".6.6.0.9.
00490064003d00 " .T..m.e.S..n.c.e.Cre.a.
22003300330036 ti.0.n.M.S.=.".6.6.0.9.". .S.
00220020005000 u.s.p.e.nd.e.dM.S "
490044 003d 0022 .H.a.n.g.C.o.u.nt=
00360034003000 .G.h.os.t.C.o.unt="0."
34002200200055 .C.ras.hed.="

00 70 00 74 00 69 00

6d 00 65 00 4d 00 53

00 3d 00 22 00 36 00

36 00 30 00 39 00 22

00 20 00 54 00 69 00

6d 00 65 00 53 00 69

00 6e 00 63 00 65 00

4300 72 00 65 00 61

00 74 00 69 00 6f 00

6e 00 4d 00 53 00 3d

00 22 00 36 00 36 00

30 00 39 00 22 00 20

0053 00 75 00 73 00

70 00 65 00 6e 00 64

00 65 00 64 00 4d 00

53 00 3d 00 22 00 30

00 22 00 20 00 48 00

61 00 6e 00 67 00 43

00 6f 00 75 00 6e 00

74 00 3d 00 22 00 30

00 22 00 20 00 47 00

68 00 6f 00 73 00 74

00 43 00 6f 00 75 00

6e 00 74 00 3d 00 22

00 30 00 22 00 20 00

430072 00 61 00 73

00 68 00 65 00 64 00

3d 00 22
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 20 3c 00200500072 <..P.r.o.c.e.s.s.>. success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 6f 00 63 00 65 00

7300 73 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 38 3c002f00500072 <./.P..o.c.es.s.T.i.me.li. success orwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 00 600 63006500 n.e.s.>.

7300 73 00 54 00 69

00 6d 00 65 00 6¢ 00
69 00 6e 00 65 00 73

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 38 3c005200650070 <.R.e.p.o.rtl.nform.at success orwait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml 006f00 72007400 i.o.n.>.

49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DF5497A unknown
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DF5497A unknown

ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAF9B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
98

4

2

98

40

40

Value

3c 00 47 00 75 00 69
00 64 00 3e 00 32 00
3500 39 00 64 00 36
00 65 00 61 00 66 00
2d 00 37 00 31 00 65
00 36 00 2d 00 34 00
61 00 32 00 39 00 2d
00 38 00 65 00 61 00
3800 2d 00 32 00 30
00 32 00 31 00 65 00
63 00 32 00 35 00 33
00 65 00 32 00 65 00
3c 00 2f 00 47 00 75
00 69 00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 43 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00
32 003000320031
00 2d 00 30 00 31 00
2d 00 32 00 36 00 54
00 31 00 3500 3a 00
3100 36 00 3a 00 31
00 35 00 5a 00 3c 00
2f 00 43 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 52 00 65
00 70 00 6f 00 72 00
74 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

3c 00 2f 00 57 00 45
00 52 00 52 00 65 00
7000 6f 00 72 00 74
00 4d 00 65 00 74 00
61 00 64 00 61 00 74
00 61 00 3e 00

Ascii Completion

<.G.u.i.d.>.2.5.9.d.6.e.a.f.-. success or wait
7.1.e.6.-4.a.2.9.-.8.e.a.8.-.
2.0.2.1e.c.2.53e.2.e.

<./.G.u.i.d.>.

success or wait

success or wait

<.C.re.a.ti.o.n.T..m.e.>.2. success or wait
0.2.1.-.0.1.-.2.6.T.1.5.:.1.6.
115.Z</Creatio.n.T.

i.m.e.>.

success or wait

success or wait

<./.R.e.p.or.tlnfo.rm.a. success or wait
tio.n.>.

success or wait

<./W.E.R.R.e.p.o.r.tt M.e.t. success or wait
a.d.ata.>.

Source

Count Address Symbol

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown

6DF5497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB133.tmp.xml

C:\ProgramData\Microsoft\Windo
ws\WER\ReportArchive\AppCrash_
loaddlI32.exe_7225963344ab2d4b
76a392ee69fe603ad8f2abb_b4806494 1a50c15d\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportArchive\AppCrash_
loaddlI32.exe_7225963344ab2d4b
76a392ee69fe603ad8f2abb_b4806494 1a50c15d\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportArchive\AppCrash_
loaddlI32.exe_7225963344ab2d4b
76a392ee69fe603ad8f2abb_b4806494 1a50c15d\Report.wer

File Path

Registry Activities

Key Created

Key Path

Offset

unknown 4597

unknown 2

unknown 22

unknown 48

Length Value

3c 3f 78 6d 6¢ 20 76

65 72 73 69 6f 6e 3d

22 31 2e 30 22 20 65
6e 63 6f 64 69 6e 67

3d 22 55 54 46 2d 38
222073 74 61 6e 64
61 6¢ 6f 6e 65 3d 22

79 65 73 22 3f 3e 0d

0a 3c 72 6571 20 76
6572 3d 22 32 22 3e
0d 0a 20 20 3c 74 6¢
6d 3e 0d Oa 20 20 20
203c 737263 3e 0d
0a 20 20 20 20 20 20
3c 64 65 73 63 3e 0d
0a 20 20 20 20 20 20
20 20 3c 6d 61 63 68
3e 0d 0a 20 20 20 20
202020 20 20 20 3c
6f 73 3e 0d 0a 20 20
2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 61 6a 22 20 76
61 6¢ 3d 22 31 30 22
20 2f 3e 0d 0Oa 20 20
2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 69 6e 22 20 76
61 6¢ 3d 22 30 22 20
2f 3e 0d Oa 20 20 20
2020 20 20 20 20 20
2020 3c 6172 67 20
6e 6d 3d 22 76 65 72
62 6¢ 64 22 20 76 61
6c 3d 22

ff fe

56 00 6500 72 00 73
00 69 00 6f 00 6e 00
3d 00 31 00 0d 00 Oa
00

4d 00 65 00 74 00 61
00 64 00 61 00 74 00
61 00 48 00 61 00 73
00 68 00 3d 00 2d 00
3100 38 00 34 00 34
00 38 00 34 00 37 00
3100 3500 34 00

Ascii

<?xml version="1.0"

encoding="UTF-8"

standalone="yes"?>..<req

ver="2">. <tlm>.. <src>
<desc>..

<mach>.. <0s>..

<arg nm="vermaj" val="10"

/>.. <arg
nm="vermin" val="0" />..
<arg nm="verbld" val="

V.ers.i.o.n=1...

M.e.ta.d.ata.H.as.h.=.-
.1.8.4.4.8.4.7.154.

\REGISTRY\A\{505b24ca-9a58-aba3-cdce-e230061e0c5c}\Root\InventoryApplicationFile\PermissionsCheckTestKey

Key Path

Key Value Modified

Key Path Name Type

HKEY_LOCAL_MACHINE\SOFT ExceptionRecord binary
WARE\WO

W6432Node\Microsoft\Windows\

Windows Error Reporting\Debug

Copyright null 2021

Name

Source

Completion Count Address Symbol
success or wait 1 6DF5497A unknown
success or wait 1 6DF5497A unknown

success or wait 157 6DF5497A unknown

success or wait 1 6DF5497A unknown

Source
Offset Length Completion Count Address Symbol
Source
Completion Count Address Symbol
success or wait 1 6DF736BF unknown
Source
Type Data Completion Count Address Symbol
Source
Old Data New Data Completion Count Address Symbol
09 04 00 CO 08 00 00 00 C4 A5 01 00 CO 01 00 00 00 00 success or wait 1 6DF71FE8 RegSetValueEXW
E356 00 91 82 71 00 01 00 00 00 00 4A 0C 00 00 01 00
00 00 15 00 00 00 00 00 00 00 00 03 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Analysis Process: WerFault.exe PID: 7016 Parent PID: 6404

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

07:16:24

26/01/2021

C:\Windows\SysWOW64\WerFault.exe

true

C:\Windows\SysWOW64\WerFault.exe -u -p 6404 -s 472
0x240000

434592 bytes
9E2BBACAD48ECCA55C0230D63623661B

true

true

C, C++ or other language

Reputation: high
File Activities
File Created
File Path Access Attributes Options Completion
C:\Users\user\AppData\Local\DBG read data or list device directory file | object name collision
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDS8BE.tmp read attributes | device synchronous io  success or wait
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDS8BE.tmp.dmp read attributes | device synchronous io  success or wait
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDDO04.tmp read attributes | device synchronous io  success or wait
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDDO04.tmp.WERInt read attributes | device synchronous io  success or wait
ernalMetadata.xml synchronize | non alert | non

generic read | directory file
generic write

C:\ProgramData\Microsoft\Windows\WER\Temp\WERDF96.tmp

read attributes | device synchronous io  success or wait

synchronize | non alert | non

generic read

directory file

C:\ProgramData\Microsoft\Windows\WER\Temp\WERDF96.tmp.xml read attributes | device synchronous io  success or wait
synchronize | non alert | non
generic read | directory file

generic write

C:\ProgramData\Microsoft\Windows\WER\ReportArchive\AppCrash_ read data or list device directory file | success or wait

loaddll32.exe_c5a25cdcc8f97dcd0e408681553972f33acea_b4806494 1b20ef63 directory |
synchronize

synchronous io
non alert | open
for backup ident
| open reparse

point
C:\ProgramData\Microsoft\Windows\WER\ReportArchive\AppCrash_ read attributes | device synchronous io  success or wait
loaddlI32.exe_c5a25cdcc8f97dcd0e408681553972f33acea_b4806494 synchronize | non alert | non
_1b20ef63\Report.wer generic write directory file

File Deleted

File Path

C:\ProgramData\Microsoft\Windows\WER\Temp\WERDS8BE.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDDO04.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDF96.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDS8BE.tmp.dmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDDO04.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDF96.tmp.xml

Copyright null 2021

Completion

success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Count

1

Count

P R R R R R

Source
Address

6FE81717

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

Source
Address

6FE7497A
6FE7497A
6FE7497A
6FE74BEF
6FE74BEF
6FE74BEF

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Symbol

unknown
unknown
unknown
unknown
unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windows\WER\Temp\WERDFA7.tmp.csv

C:\ProgramData\Microsoft\Windows\WER\Temp\WERE267.tmp.txt

File Written

File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDS8BE.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDS8BE.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDSBE.tmp.dmp

Copyright null 2021

Offset Length

unknown 32

unknown 6

unknown 1420

Value

4d 44 4d 50 93 a7 ee
a0 0f 00 00 00 20 00
00 00 00 00 00 00 4a
321060 a4 05 12 00
00 00 00 00

00 00 00 00 00 00

00 00 06 00 07 55 04
01 0a 00 00 00 00 00
00 00 ee 42 00 00 02
00 00 00 b8 15 00 00
00 01 00 00 47 65 6e
75 69 6e 65 49 6e 74
65 6¢ 57 06 05 00 ff fb
8b 1f 00 00 00 00 54
05 00 00 7 03 00 00
04 190000353210
60 00 00 00 00 00 00
00 00 93 08 00 00 93
08 00 00 93 08 00 00
01 00 00 00 01 00 00
00 00 30 00 00 0d 00
00 00 00 00 00 00 01
00 00 00 e0 01 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
2000 53 00 74 00 61
00 6e 00 64 00 61 00
7200 64 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Ob 00 00 00
01 00 02 00 00 00 00
00 00 00 00 00 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
2000 44 006100 79
00 6¢ 00 69 00 67 00
68 00 74 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00

Source

Completion Count Address Symbol

success or wait 1 6FE74BEF unknown

success or wait 1 6FE74BEF unknown

Source

Ascii Completion Count Address Symbol
MDMP........ ....... J2. success or wait 1 6FE7497A unknown
...... success or wait 1 6FE7497A unknown
success or wait 1 6FE7497A unknown

..GenuinelntelW.
52"
0 .
P.a.c.ific..Stan.d.ard.
Timee
...Pac.fic.
.D.a.y.li.g.ht. .T.
im.e......
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDSBE.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDSBE.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDS8BE.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 716

unknown 168

unknown 20

3f 00 01 00 00 00 00

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aa aaaaaaaaaa
aaaaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 6c ef 56 00 00

00 00 00 00 00 00 00
fb 75 00 00 1c 23 00

00 00 00 00 00 00 00
000091 82 71 00 23
00 00 00 46 02 01 00
34 ef 56 00 2b 00 00

00 aa aa aa aa aa aa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aaaaaa

08 19 00 00 00 00 00
00 05 00 00 c0 08 00
00 00 00 00 00 00 00
00 00 00 91 82 71 00
00 00 00 00 02 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 3¢
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 cc
02 00 00 f0 18 00 00

0d 00 00 00 00 90 39
00 00 00 00 00 98 04
00 00 f4 24 00 00

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

1

13

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDSBE.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDSBE.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDS8BE.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 1176

unknown 256

unknown 4

Source

Ascii Completion Count Address Symbol
00 00 00 04 ff ff ff ff 00 ............. {wH........... y success or wait 12 6FE7497A unknown
000501a0 7bad 77 .w.
4817 8700000000 {w.
0000008700a079 (.".P

ad 77 00 00 00 00 00
00 00 00 00 00 00 00
00 10 ea 74 00 00 00
00 00 00 00 00 00 00
41 00 00 00 00 00 f8

7b ad 77 ff 07 01 00

00 000000000011
700 00 00 00 30 07

11 7f00 00 21 7 28

02 22 7f 50 06 23 7f

04 00 00 00 00 00 00
00 00 00 00 00 00 80
9b 07 6d e8 ff ff 00 00
10 00 00 20 00 00 00
00 01 00 00 10 00 00
04 00 00 00 10 00 00
00 60 66 ad 77 00 00
00 00 00 00 00 00 00
00 00 0050 53 ad 77
0a 00 00 00 00 00 00
00 ee 42 00 00 02 00
00 00 03 00 00 00 06
00 00 00 00 00 00 00
03 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00

24405251 e872f9
00 00 c7 44 24 38 b7
fc 00 00 8d 7c 24 3c
33c083c410ab 33
f6 ab ab c7 44 24 10
2699 00 00 cl 6¢ 24
1009 c1 64 24 10 10
81742410 7c 47 41
df 8174 24 10 12 34
0d df c7 44 24 14 ab
5b 00 00 c1 6¢ 24 14
06 c1 64 24 14 05 81
74 24 14 1b 6c 00 00
C7 44 24 40 €3 21 00
00 c1 64 24 40 03 81
44 24 40 b4 19 ff ff 81
4c 24 40 75 c0 62 af
81 74 24 40 fd e8 62
af 8b 45 3c 8b 7c 24
40 89 44 24 24 8b 5¢
28 78 03 dd 8b 43 1c
8b 4b 20 03 c5 89 44
242003 cd8b 4324
03¢5 89 4c 24 18 89
44 24 1c eb 24 8b 04
b9 8b 54 24 14 03 c5
8b 4c 24 10 50 e8 c9
34 0000 35 04 34 01
5f59 3b 44 24 3c 74
Oc 8b 4c 24 18 47 3b
7b 18 72 d7 eb 2c 8b
44 24 1c 8b 74 24 20
0f b7 04 78 8b 34 86
0353bf372178b
44 24 24 8b 44 28 7c
03 ¢3 3b f0 73 09 8b
GEJES

03 00 00 00

$@RQ.r....D$8.....|$<3.....3 success or wait 1 6FE7497A unknown
.D$.&...1$...d$...t$.|GA..t$

.A4..D$..[..1$...d$...t$..I.

.D$@.!...d$@..D$@.....L$

@u.b.
1$@..b..E<.|$@.D$$.\
(x...C.K ...D$

...C$...L.$..D$..$...T$
....L$.P..4.5.4._Y;D$<t..L$
.Gi{.r..,.D$..t$ ..x.4...;.r.D
$$.D(]..;.S....

success or wait & 6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDSBE.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDSBE.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDS8BE.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDSBE.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDS8BE.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDS8BE.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 716

unknown 48

unknown 4

unknown 32

unknown 120

unknown 34

3f 00 01 00 00 00 00

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aa aaaaaaaaaa
aaaaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aa aaaaaa
aa aa aa aa aaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 6c ef 56 00 00

00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa 00 00 00 00 00 00
000091 82 71 00 23
00 00 00 46 02 01 00
34 ef 56 00 2b 00 00

00 aa aa aa aa aa aa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aa aaaaaa
aaaaaa

1c 19 00 00 01 00 00
00 20 00 00 00 00 00
00 00 00 20 3a 00 00
00 00 00 e0 f9 b6 00
00 00 00 00 20 06 00
00 5c 6a 00 00 cc 02
00 00 54 21 00 00

1b 00 00 00

1a 00 00 00 6c 00 6f
00 61 00 64 00 64 00
6¢ 00 6¢ 00 33 00 32
00 2e 00 65 00 78 00
65 00 00 00

00 00 d5 74 00 00 00
000040 14 00 48 78
14 00 ad 9a 07 f5 b6
18 00 00 bd 04 ef fe
00 00 01 00 00 00 0a
00 01 00 ee 42 00 00
0a 00 01 00 ee 42 3f
00 00 00 00 00 00 00
04 00 04 00 02 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 22
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 40 41 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Oc 00 00 00
18 00 00 00 01 00 00
00

1c 00 00 00 42 00 73
00 59 00 48 00 78 00
65 00 58 00 37 00 4f
00 6b 00 2e 00 64 00
6¢ 00 6¢ 00 00 00

...l.o.a.d.d.ll.3.2...ex.e..

....B.s.Y.Hx.e.X.7.0.k...d.I.
..

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

8

27

27

1

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDSBE.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDSBE.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 668

unknown 6784

00 00 71 00 00 00 00
00 00 d0 09 00 00 00
00 00 19 5e 42 2a ce
18 00 00 01 00 Of 00
5a 62 02 00 00 10 00
00 fb fe 0f 00 01 00 00
00 ff ff 13 00 00 00 01
00 00 00 01 00 00 00
00 00 ff ff fe 7f 00 00
00 00 0f 00 00 00 00
00 00 00 04 00 00 00
00 30 09 02 00 00 00
00 00 50 b2 02 00 00
00 00 3e 4d 01 00 00
01 00 00 00 00 00 00
ff ff ff ff 00 00 00 00 ae
fe 00 00 00 00 00 00
50 58 03 00 00 00 00
00 1c 6f 02 00 00 00
00 00 b3 1b Oc 00 00
00 00 00 8d e3 13 00
00 00 00 00 40 ff 1f 00
00 00 00 00 e6 08 14
00 00 00 00 00 c0 d5
f4 51 00 00 00 00 ce
75 3¢ 16 00 00 00 00
dc 87 17 0d 00 00 00
00 2d b0 e8 00 00 00
00 00 18 99 00 00 df
bb 00 00 11 7b 04 00
cach 0100 8de313
00 d1 af 17 00 e6 08
14 00 16 83 2f 00 f9
2301 00 f1 45 0f 00
00 00 00 00 37 dO 1f
00 d6 59 04

08 00 00 00 46 00 69
00 6¢ 00 65 00 00 00
08 00 00 00 46 00 69
00 6¢ 00 65 00 00 00
08 00 00 00 46 00 69
00 6¢ 00 65 00 00 00
08 00 00 00 46 00 69
00 6¢ 00 65 00 00 00
0a 00 00 00 45 00 76
00 65 00 6e 00 74 00
00 00 00 00 00 00 06
00 00 00 08 00 00 00
01 00 00 00 00 00 00
00 28 00 00 00 57 00
61 00 69 00 74 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 50 00

61 00 63 00 6b 00 65
00 74 00 00 00 18 00
00 00 49 00 6f 00 43

00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 00 00

1e 00 00 00 54 00 70
00 57 00 6f 00 72 00
6b 00 65 00 72 00 46
00 61 00 63 00 74 00
6f 00 72 00 79 00 00
00 Oe 00 00 00 49 00
52 00 54 00 69 00 6d
00 65 00 72 00 00 00
28 00 00 00 57 00 61
00 69 00 74 00 43 00
6f 00 6d 00 70 00 6¢

00 65 00 74 00 69 00
6f 00 6e

e AB*.......Zb

u<..

Lo
Ee Y.

...File....File...
.File....File
E.v.en.t
(...W.a.i.t.C.o.m.p.l.e.t.i.
o.n.P.acke.t....l.o.C.o.
m.p.l.e.ti.o.n.....T.p.W.o.
rk.er.F.a.c.to.ry. .
R.T.i.m.e.r...(..W.a.i.t.C.o.
m.p.l.e.ti.o.n

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

6FE7497A unknown

6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDSBE.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 120

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

2

78

44

40

03 00 00 00 94 00 00
00 08 07 00 00 04 00
00 00 68 Ob 00 00 a8
07 00 00 Oe 00 00 00
24000000 10 13 00
00 05 00 00 00 d4 00
00 00 20 24 00 00 06
00 00 00 a8 00 00 00
60 06 00 00 07 00 00
00 38 00 00 00 d4 00
00 00 Of 00 00 00 54
05 00 00 Oc 01 00 00
0c 00 00 00 68 11 00
00 5¢ 83 00 00 15 00
00 00 ec 01 00 00 34
13 00 00 16 00 00 00
98 00 00 00 20 15 00
00

ff fe

3c 00 3f 00 78 00 6d

00 6¢ 00 20 00 76 00
6500 72 00 73 00 69
00 6f 00 6e 00 3d 00

2200 3100 2e 00 30
00 22 00 20 00 65 00
6e 00 63 00 6f 00 64
00 69 00 6e 00 67 00
3d 00 22 00 55 00 54
00 46 00 2d 00 31 00
36 00 22 00 3f 00 3e

00

0d 00 0a 00

3c 00 57 00 45 00 52
00 52 00 65 00 70 00
6f 00 72 00 74 00 4d
00 65 00 74 00 61 00
64 00 61 00 74 00 61
00 3e 00

0d 00 0a 00

09 00

3c 00 4f 00 53 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 69 00 6e
00 64 00 6f 00 77 00
73 00 4e 00 54 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 3e
00 31 00 30 00 2e 00
30 00 3c 00 2f 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 4e
00 54 00 56 00 65 00
72 00 73 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 0042 00 75 00 69
00 6¢ 00 64 00 3e 00
31003700 310033
00 34 00 3c 00 2f 00
4200 75 00 69 00 6¢
00 64 00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address
................ h.....$. success or wait 1 6FE7497A
eNbeorcoesed o e

success or wait 1 6FE7497A
<.?x.m.l. .v.ers.i.o.n.=". success or wait 1 6FE7497A
1..0.". .e.n.c.0.d.i.n.g.=.".
U.T.F.-1.6.".2.>.

success or wait 1 6FE7497A
<W.E.R.R.e.p.o.r.t.M.e.t.a. success or wait 1 6FE7497A
data>.

success or wait 1 6FE7497A

success or wait 1 6FE7497A
<.0.S.V.ers.i.o.nlnfo.r. success or wait 1 6FE7497A
m.a.t.i.o.n.>.

success or wait 1 6FE7497A

success or wait 2 6FE7497A
<W.i.n.d.o.w.s.N.T.V.e.r.s. success or wait 1 6FE7497A
i.0.n.>.1.0...0.
<./W.i.n.d.o.w.
s.N.T.V.e.r.s.i.o.n.>.

success or wait 1 6FE7497A

success or wait 2 6FE7497A
<.B.u.i.l.d.>.1.7.1.3.4.<./.B. success or wait 1 6FE7497A
wild.>.

success or wait 1 6FE7497A

success or wait 2 6FE7497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
82

4

2

62

4

2

134

44

4

2

Value

3c 00 50 00 72 00 6f
00 64 00 75 00 63 00
74 00 3e 00 28 00 30
00 78 00 33 00 30 00
29 00 3a 00 20 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 20
00 31 00 30 00 20 00
50 00 72 00 6f 00 3¢
00 2f 00 50 00 72 00
6f 00 64 00 75 00 63
00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 64 00 69
00 74 00 69 00 6f 00
6e 00 3e 00 50 00 72
00 6f 00 66 00 65 00
7300 73 00 69 00 6f
00 6e 00 61 00 6¢ 00
3c 00 2f 00 45 00 64
00 69 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 0042 00 75 00 69
00 6¢ 00 64 00 53 00
7400 72 00 69 00 6e
00 67 00 3e 00 31 00
37 0031003300 34
00 2e 00 31 00 2e 00
61 00 6d 00 64 00 36
00 34 00 66 00 72 00
65 00 2e 00 72 00 73
00 34 00 5f 00 72 00
65 00 6¢ 00 65 00 61
00 73 00 65 00 2e 00
31 00 38 00 30 00 34
00 31 00 30 00 2d 00
3100 38 00 30 00 34
00 3c 00 2f 00 42 00
7500 69 00 6¢ 00 64
0053 00 74 00 72 00
69 00 6e 00 67 00 3e
00

0d 00 0a 00

09 00

3c 00 52 00 65 00 76
00 69 00 73 00 69 00
6f 00 6e 00 3e 00 31
00 3c 00 2f 00 52 00
65 00 76 00 69 00 73
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00 4d 00 75 00 6¢
00 74 00 69 00 70 00
72 00 6f 00 63 00 65
00 73 00 73 00 6f 00
72002000 46 00 72
00 65 00 65 00 3c 00
2f 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00

0d 00 0a 00

09 00

Ascii
<.P.r.o.d.u.c.t.>.(.0.x.3.0.).

.. .W.i.n.d.o.w.s. .1.0. .P.r.
o0.<./P.ro.d.u.c.t>.

<.E.d.iti.o.n.>.P.ro.fe.s.
s..o.n.al.</E.d.i.tio.n.>.

<.B.u.ild.S.trin.g.>.1.7.
1.34..1.am.d.6.4fre..
rs.4._rele.as.e..1.8.0.
4.1.0.-.1.8.0.4.<./.B.u.i.lL.d.
S.trin.g.>.

<.R.e.w.is.ion>1l</R.e.

v.i.s.i.o.n>.

<.F.lLav.o.r.>.M.u.l.tip.r.
o.c.e.s.s.o.r. .F.re.e</F.
l.a.v.o.r>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

2

Source
Symbol

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

Page 76 of 93



Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 64 3c004100720063 <.Ar.c.h.ite.cture>X. successorwait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml 0068 0069007400 6.4.<./Ar.ch.ite.ctu.r.

65006300740075 e.>.
00 72 00 65 00 3e 00
58 00 36 00 34 00 3¢
00 2f 00 41 00 72 00
63 00 68 00 69 00 74
00 65 00 63 00 74 00
7500 72 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 34 3c004c 00430049 <.L.C..D.>.1.0.3.3. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00440032 003100 <./L.C..D.>.

30 00 33 00 33 00 3c
00 2f 00 4c 00 43 00
49 00 44 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 46 3c 00 2f 00 4f 00 53 <./.0.S.V.ers..o.n.l.nfo. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 0056 0065007200 r.m.a.t.i.o.n.>.

7300 69 00 6f 00 6e
00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c 0050007200 6f <.P.r.o.c.e.s.s.l.nfo.rm.a. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 0063 0065007300 ti.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>.6.4.0.4.<./.P.i.d.>. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00 3e 00 36 00 34 00

30 00 34 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 72 3c0049006d 0061 <..m.a.g.e.N.a.m.e.>.l.o.a. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 0067 0065 004e 00 d.d.ll.3.2...e.x.e.

61 00 6d 00 6500 3e <./.lm.a.g.e.N.a.m.e.>.
00 6¢ 00 6f 00 61 00
64 00 64 00 6¢ 00 6¢
00 33 00 32 00 2e 00
65 00 78 00 65 00 3¢
00 2f 00 49 00 6d 00
61 00 67 00 65 00 4e
00 61 00 6d 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 90 3c0043006d0064 <.C.m.d.L.i.n.e.S..g.n.a.t.u success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00 4c 00 69 00 6e 00 .r.e.>.0.0.0.0.0.0.0.0.

65 005300690067 <./.C.m.
006e 0061007400 d.L.i.n.e.S.ig.nature.>.
7500 72 00 65 00 3e

00 30 00 30 00 30 00

30 00 30 00 30 00 30

00 30 00 3c 00 2f 00

43 00 6d 00 64 00 4c

00 69 00 6e 00 65 00

53 00 69 00 67 00 6e

00 61 00 74 00 75 00

72 00 65 00 3e 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 86

unknown 4

unknown 2

unknown 70

Length Value

0d 00 0a 00

09 00

3¢ 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 32 00 31 00 32
00 38 00 37 00 3c 00
2f 0055 00 70 00 74
00 69 00 6d 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
33 003300320022
00 20 00 68 00 6f 00
7300 74 00 3d 00 22
00 33 00 34 00 34 00
30 00 34 00 22 00 3e
00 31 00 3c 00 2f 00
57 00 6f 00 77 00 36
00 34 00 3e 00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 36
00 30 00 3500 35 00
39 00 33 00 36 00 30
00 3c 00 2f 00 50 00
65 00 61 00 6b 00 56
00 69 00 72 00 74 00
7500 61 00 6¢ 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3¢ 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 36 00
30 00 3500 34 00 37
00 30 00 37 00 32 00
3c 00 2f 00 56 00 69
00 72 00 74 00 75 00
61 00 6¢ 00 53 00 69
00 7a 00 65 00 3e 00

Ascii

<.U.p.tim.e>.21.28.7.
<./U.p.tim.e.>.

.h.0.s.t.=.".3.4.4.0.4.">.1.

<./W.o.w.6.4.>.

<..p.t.E.n.a.b.l.e.d.>.0.</.

l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.ce.s.s.V.m.Ln.fo.r.

m.a.t.i.o.n.>.

<.P.eak.V.irtualS.z.

e.>.6.0.5.5.9.3.6.0.
<./.P.e.a.
k.\VirtualS.iz.e>.

<.V.rtu.alsS..z.e>.6.0.
5.4.7.0.7.2.</V..rtua.l.

S.i.z.e>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

2

1

1

8

1

Source

Address Symbol

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 74 3c 005000610067 <.P.a.g.e.F.au.ltC.o.un.t. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml 00650046 006100 >.2.1.5.7.

7500 6¢ 00 7400 43 <. .P.a.g.e.F.a.u.l.
00 6f 00 75 00 6e 00  t.C.o.u.n.t.>.
7400 3e 00 32 00 31

00 35 00 37 00 3c 00

2f 00 50 00 61 00 67

00 65 00 46 00 61 00

75 00 6¢ 00 74 00 43

00 6f 00 75 00 6e 00

7400 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 B6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 96 3c 005000650061 <.P.e.a.kW.o.rk.in.g.S.e.t success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml 00 6b 00 57 00 600 .S.i.z.e.>.7.9.0.9.3.7.6.

7200 6b 00 69 00 6e <./.P.
0067 0053006500 e.a.kW.o.rk.i.n.g.S.e.t.S.i
7400530069007a z.e.>.
00 65 00 3e 00 37 00

39 00 30 00 39 00 33

00 37 00 36 00 3c 00

2f 00 50 00 65 00 61

00 6b 00 57 00 6f 00

72 00 6b 00 69 00 6e

00 67 00 53 00 65 00

7400 53 00 69 00 7a

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 80 3c0057006f0072 <.W.o.rk.in.g.S.etS.i.z.e. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00 6b 00 69 00 6e 00 >.7.9.0.5.2.8.0.

67 005300650074 <./W.o0.rk.i.
00530069007a00 n.g.S.e.tS.ize>.
65 00 3e 00 37 00 39

00 30 00 35 00 32 00

38 00 30 00 3c 00 2f

00 57 00 6f 00 72 00

6b 00 69 00 6e 00 67

00 53 00 65 00 74 00

53 00 69 00 7a 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 114 3c00510075006f <.Q.u.o.ta.P.eak.P.a.g.e. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 0074 0061005000 d.

650061 006b0050 P.o.0lUs.a.ge>1.125.
0061 00 67 006500 0.4.

64 0050 00 6f 00 6f <..Q.u.0.t.a.P.e.ak.P.ag.
006c 0055007300 e.d.P.o.o.l.lUs.ag.e.>.

61 00 67 00 65 00 3e

00 31 00 31 00 32 00

3500 30 00 34 00 3c

00 2f 00 51 00 75 00

6f 00 74 00 61 00 50

00 65 00 61 00 6b 00

50 00 61 00 67 00 65

00 64 00 50 00 6f 00

6f 00 6¢ 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6FE7497A unknown

ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 98

unknown 4

unknown 2

unknown 124

unknown 4

unknown 2

unknown 108

unknown 4

unknown 2

unknown 76

unknown 4

unknown 2

Value

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 31
00 31 00 32 00 32 00
37 00 32 00 3c 00 2f
00 51 00 75 00 6f 00
7400 61 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
320039003200 30
00 30 00 3c 00 2f 00
51 00 75 00 6f 00 74
00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f
00 6e 00 50 00 61 00
67 00 65 00 64 00 50
00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 32
00 39 00 30 00 36 00
34 00 3¢ 00 2f 00 51
00 75 00 6f 00 74 00
61 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 00 61 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

3¢ 0050 00 61 00 67
00 65 00 66 00 69 00
6¢ 00 65 00 55 00 73
00 61 00 67 00 65 00
3e 00 32 00 31 00 39
00 39 00 3500 35 00
32 00 3c 00 2f 00 50
00 61 00 67 00 65 00
66 00 69 00 6¢ 00 65
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii Completion
<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait 1
lUs.age>11227.2.
<./.Q.
u.o.t.a.P.a.g.e.d.P.o.0.l.U.s
.a.g.e>.
success or wait 1
success or wait &
<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait 1
a.
g.e.d.P.o.0.l.Us.a.g.e>.2.
9.2.0.0.
<./.Q.u.o.t.a.P.e.a.k.N.
o.n.P.a.g.e.d.P.o.0.l.U.s.a.
g.e>.
success or wait 1
success or wait &
<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1
P.
0.0..U.s.a.g.e.>.2.9.0.6.4.
<.
/.Q.u.o.t.a.N.o.n.P.a.g.e.d.
P.o.0.l.Us.a.g.e.>.
success or wait 1
success or wait &
<.P.a.g.efileU.s.a.g.e.> success or wait 1
2.1.9.955.2.</.P.a.g.e.f.i
l.e.U.s.a.g.e>.
success or wait 1
success or wait &

Count Address

Source
Symbol

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 92 3c 005000650061 <.P.e.ak.P.ag.efileU.s. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml 00 6b 0050006100 a.g.e.>220.7.7.4.4.

67 00 6500 66 0069 <./.P.e.

00 6c 00 65005500 ak.P.a.g.efile.U.s.ag.e.
73 006100670065 >.

00 3e 00 32 00 32 00

3000 37 00 37 00 34

00 34 00 3c 00 2f 00

50 00 65 00 61 00 6b

00 50 00 61 00 67 00

65 00 66 00 69 00 6¢

00 65 00 55 00 73 00

61 00 67 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 72 3c005000720069 <.P.rivate.U.s.a.g.e.>2. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00760061007400 1.9.9.55.2</P.r.iv.ate.

65005500730061 U.s.a.g.e.>.
00 67 00 65 00 3e 00
3200310039 0039
00 35 00 3500 32 00
3c 00 2f 00 50 00 72
00 69 00 76 00 61 00

74 00 65 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.r.o.ce.s.s.\V.m.l.n.f.o. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 30 3c005000610072 <.P.ar.e.ntP.r.o.c.e.s.s.> success orwait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00 65 00 6e 00 74 00

50 00 72 00 6f 00 63
00 65 00 73 00 73 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c 0050007200 6f <.P.r.o.c.e.s.s.lnform.a. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 0063 0065007300 t.i.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>3.4.7.2.</.P.i.d.> success orwait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00 3e 00 33 00 34 00

37 00 32 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6FE7497A unknown

ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 70 3c0049006d 0061 <..m.a.g.e.N.a.m.e.>.e.x.p success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00 67 00 6500 4e 00 .lo.r.er...e.x.e.

6100 6d 00 6500 3e <./.lm.a.g.e.N.am.e>.
00 65 00 78 00 70 00

6¢ 00 6f 00 72 00 65

00 72 00 2e 00 65 00

78 00 65 00 3c 00 2f

00 49 00 6d 00 61 00

67 00 65 00 4e 00 61

00 6d 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 90 3c0043006d0064 <.C.m.d.L.i.n.e.S..g.n.a.tu success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00 4c 00 69 00 6e 00 .r.e.>.8.0.0.0.4.0.0.5.

65 005300690067 <./.C.m.
006e 0061007400 d.L.i.ne.S.ig.nature.>.
7500 72 00 65 00 3e

00 38 00 30 00 30 00

30 00 34 00 30 00 30

00 35 00 3c 00 2f 00

43 00 6d 00 64 00 4c

00 69 00 6e 00 65 00

53 00 69 00 67 00 6e

00 61 00 74 00 75 00

72 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 48 3c005500700074 <.U.p.tim.e>.4.7.7.3.4.6. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml 0069 006d 006500 7.<./U.p.tim.e.>.

3e 00 34 00 37 00 37
00 33 00 34 00 36 00
37 00 3c 00 2f 00 55
00 70 00 74 00 69 00
6d 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 78 3c 0057 006f0077 <.W.o.w.6.4. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00360034002000 .g.u.e.s.t.=.".0."

67 007500650073 .h.0.s.t=."3.4.4.0.4.">.0.
0074003d002200 <./W.0.w.6.4.>.

30 00 22 00 20 00 68

00 6f 00 73 00 74 00

3d 00 22 00 33 00 34

00 34 00 30 00 34 00

2200 3e 0030 00 3c

00 2f 00 57 00 6f 00

7700 36 00 34 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 52 3c004900700074 <.l.p.t.E.n.a.b.l.e.d.>.0.<./. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 004500 6e 0061 00 l.p.t.E.n.a.b.l.e.d.>.

62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 44 3c 0050007200 6f <.P.r.o.c.e.s.s.V.m.l.n.f.o.r. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 0063 0065007300 m.a.t.i.o.n.>.

7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6FE7497A unknown

ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 90

unknown 4

unknown 2

unknown 74

unknown 4

unknown 2

unknown 76

unknown 4

unknown 2

unknown 100

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

Value

3c 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 34
00 32 00 39 00 34 00
39 00 36 00 37 00 32
00 39 00 35 00 3c 00
2f 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 34 00
320039 00 34 00 39
00 36 00 37 00 32 00
39 00 35 00 3c 00 2f
00 56 00 69 00 72 00
7400 75 00 61 00 6¢
00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00 34 00 33
00 33 00 33 00 34 00
3c 00 2f 00 50 00 61
00 67 00 65 00 46 00
61 00 75 00 6¢ 00 74
00 43 00 6f 00 75 00
6e 00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 57 00 6f 00

72 00 6b 00 69 00 6e
00 67 00 53 00 65 00
74 0053 0069 00 7a
00 65 00 3e 00 31 00
30 00 32 00 32 00 34
00 38 00 34 00 34 00
38 00 3c 00 2f 00 50

00 65 00 61 00 6b 00
57 00 6f 00 72 00 6b

00 69 00 6e 00 67 00
53 00 65 00 74 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 72
00 6b 00 69 00 6e 00
67 00 53 00 65 00 74
00 53 00 69 00 7a 00
65 00 3e 00 39 00 36
00 35 00 32 00 36 00
33 00 33 00 36 00 3c
00 2f 00 57 00 6f 00
72 00 6b 00 69 00 6e
00 67 00 53 00 65 00
74 00 53 00 69 00 7a
00 65 00 3e 00

0d 00 0a 00

09 00

Ascii Completion

<.P.eak.\V.irtualS.iz success orwait
e.>.4.2.9.4.9.6.7.2.9.5.
<./.P.

eak.\VirtualS.ize>.

success or wait

success or wait

<.VirtualS.iz.e>4.2. success orwait

9.4.9.6.7.2.9.5.<./.V.irtu.
alS.iz.e>.

success or wait

success or wait

<.P.a.g.e.F.a.u.l.t.C.0.u.n.t. success or wait
>.4.3.3.3.4.

<./.P.a.g.e.F.a.u.

L.t.C.o.u.n.t.>.

success or wait

success or wait

<.P.e.a.k.W.o.rk.i.n.g.S.e.t success or wait
.S.i.z.e>.1.0.2.2.4.8.4.4.8.

<.

/.P.e.a.k.W.o.rk.i.n.g.S.e.t.

S.i.z.e>.

success or wait

success or wait

<.W.o.rk.i.n.g.S.e.t.S.i.z.e. success or wait
>.9.6.5.2.6.3.3.6.

<./.W.o.rk.

i.n.g.S.e.t.S.i.z.e>.

success or wait

success or wait

Count Address

1

Source
Symbol

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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File Path Offset

C:\ProgramData\Microsoft\Windo unknown 114

ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 98
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 124

ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 108

ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

Copyright null 2021

Length Value

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 50
00 61 00 67 00 65 00
64 00 50 00 6f 00 6f
00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e
00 39 00 35 00 37 00
310035003200 3c
00 2f 00 51 00 75 00
6f 00 74 00 61 00 50
00 65 00 61 00 6b 00
50 00 61 00 67 00 65
00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73
00 61 00 67 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 39
00 31 00 31 00 39 00
38 00 34 00 3c 00 2f
00 51 00 75 00 6f 00
7400 61 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
37 00 31003800 30
00 38 00 3c 00 2f 00
51 00 75 00 6f 00 74
00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f
00 6e 00 50 00 61 00
67 00 65 00 64 00 50
00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 36
00 37 00 35 00 36 00
30 00 3c 00 2f 00 51
00 75 00 6f 00 74 00
61 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 00 61 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

Ascii Completion
<.Q.u.o.t.a.P.e.a.k.P.a.g.e. success or wait 1
d.
P.o.0.lUs.a.g.e.>.9.5.7.1.
5.2.
<./.Q.u.o.t.a.P.e.ak.P.a.g.
e.d.P.o.0o.l.Us.a.g.e>.
success or wait 1
success or wait 5
<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait 1
lUs.a.g.e>9.1.1.984.
<./.Q.
u.o.t.a.P.a.g.e.d.P.o.0.l.U.s
.a.g.e>.
success or wait 1
success or wait 5
<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait 1
a.
g.e.d.P.o.0.l.Us.a.g.e>.7.
1.8.0.8.
<./.Q.u.o.t.a.P.e.a.k.N.
o.n.P.a.g.e.d.P.o.0.l.U.s.a.
g.e>.
success or wait 1
success or wait 5
<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1
P.
0.0..U.s.a.g.e.>.6.7.5.6.0.
<.
/.Q.u.o.t.a.N.o.n.P.a.g.e.d.
P.o.0.l.Uss.a.g.e.>.
success or wait 1
success or wait 5

Count Address

Source
Symbol

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 78 3c 005000610067 <.P.ag.e.fileU.s.ag.e> successorwait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00 65 0066 0069 00 2.8.6.6.7.9.0.4.

6c 006500550073 <./P.a.g.e.f
00610067 006500 ileUs.ag.e>.
3e 00 32 00 38 00 36

00 36 00 37 00 39 00

30 00 34 00 3c 00 2f

00 50 00 61 00 67 00

65 00 66 00 69 00 6¢

00 65 00 55 00 73 00

61 00 67 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 94 3c 005000650061 <.P.e.ak.P.ag.ef.ile.U.s. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00 6b 0050 00 61 00 a.g.e.>.3.6.6.9.6.0.6.4.

67 00 6500 66 0069 <./.P.
00 6c 00 65005500 e.a.k.P.a.g.efile.U.s.ag.
73 006100670065 e.>.
00 3e 00 33 00 36 00

36 00 39 00 36 00 30

00 36 00 34 00 3c 00

2f 00 50 00 65 00 61

00 6b 00 50 00 61 00

67 00 65 00 66 00 69

00 6¢ 00 65 00 55 00

7300 61 00 67 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 B6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 74 3c005000720069 <.P.rivate.U.s.a.g.e.>2. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 0076 0061007400 8.6.6.7.9.0.4.</P.riv.a.t.

65005500730061 e.Us.a.g.e>.
00 67 00 65 00 3e 00
32 00 38 00 36 00 36
00 37 00 39 00 30 00
34 00 3c 00 2f 00 50
00 72 00 69 00 76 00

61 00 74 00 65 00 55

00 73 00 61 00 67 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.r.o.c.e.s.s.\V.m.l.n.fo. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P..o.c.e.s.s.l.nfo.rm. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00 6f00 63006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 32 3c002f00500061 <./P.are.ntP.ro.c.e.s.s. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00 72 00 65 00 6e 00 >.

7400 50 00 72 00 6f
00 63 00 65 00 73 00

7300 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6FE7497A unknown

ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
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File Path Offset
C:\ProgramData\Microsoft\Windo unknown 42
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 38
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 62
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 76
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 38
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

Copyright null 2021

Length Value

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 62 00 6¢ 00 65 00
6d 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73
00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 76 00 65
00 6e 00 74 00 54 00
79 00 70 00 65 00 3e
00 41 00 50 00 50 00
43 005200410053
00 48 00 3c 00 2f 00
45 00 76 00 65 00 6e
00 74 00 54 00 79 00
70 00 65 00 3e 00

0d 00 0a 00

09 00

3¢ 0050 00 61 00 72
00 61 00 6d 00 65 00
7400 6500 72 00 30
00 3e 00 6¢ 00 6f 00
61 00 64 00 64 00 6¢
00 6¢ 00 33 00 32 00
2e 00 65 00 78 00 65
00 3c 00 2f 00 50 00
61 00 72 00 61 00 6d
00 65 00 74 00 65 00
7200 30 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 62 00 6¢ 00
65 00 6d 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 44 00 79 00 6e
00 61 00 6d 00 69 00
63 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73
00 3e 00

0d 00 0a 00

09 00

Ascii

<./.P.ro.c.e.s.s.l.n.f.o.rm.

a.ti.o.n.>.

<.P.ro.b.l.,e.m.S.i.g.n.a.tu.

TE-52

<.E.v.e.ntT.y.p.e>A.P.P.

C.R.AAS.H.
</E.v.entT.y.p.e>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

<.P.aram.e.t.e.r.0.>.l.o.a. success or wait

d.d.ll.3.2..ex.e</P.ar.

am.e.t.e.r.0.>.

<./.P.r.o.b..e.m.S.i.g.n.a.t.

UNEEISE=,

<.D.y.n.a.m.i.c.S.i.g.n.a.t.u.

TE-52

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

8

16

8

12

Source

Address Symbol

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 96

unknown 4

unknown 2

unknown 40

unknown 4

unknown 2

unknown 38

unknown 4

unknown 2

unknown 94

unknown 4

unknown 2

unknown 106

unknown 4

unknown 2

Length Value

3c 0050 00 61 00 72
00 61 00 6d 00 65 00
7400 6500 72 00 31
00 3e 00 31 00 30 00
2e 00 30 00 2e 00 31
00 37 00 31 0033 00
34 00 2e 00 32 00 2e
00 30 00 2e 00 30 00
2e 00 32 00 35 00 36
00 2e 00 34 00 38 00
3c 00 2f 00 50 00 61
00 72 00 61 00 6d 00
65 00 74 00 65 00 72
00 31 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 44 00 79
00 6e 00 61 00 6d 00
69 00 63 00 53 00 69
00 67 00 6e 00 61 00
74 00 7500 72 00 65
00 73 00 3e 00

0d 00 0a 00

09 00

3¢ 0053 00790073
00 74 00 65 00 6d 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

3c 00 4d 00 49 00 44
00 3e 00 41 00 32 00
4100 42 00 35 00 32
00 36 00 41 00 2d 00
4400 33 00 38 00 44
00 2d 00 34 00 46 00
430039 00 2d 00 38
00 42 00 41 00 30 00
2d 00 45 00 33 00 34
00 42 00 38 00 44 00
36 00 33 00 35 00 34
00 45 00 38 00 3c 00
2f 00 4d 00 49 00 44
00 3e 00

0d 00 0a 00

09 00

3c 0053 007900 73
00 74 00 65 00 6d 00
4d 00 61 00 6e 00 75
00 66 00 61 00 63 00
74007500 72 00 65
00 72 00 3e 00 72 00
78 00 64 00 70 00 75
00 73 00 2c 00 20 00
49 00 6e 00 63 00 2e
00 3c 00 2f 00 53 00
79 00 73 00 74 00 65
00 6d 00 4d 00 61 00
6e 00 75 00 66 00 61
00 63 00 74 00 75 00
72006500 7200 3e
00

0d 00 0a 00

09 00

Ascii
<.P.aram.e.terl>10..
0..1.7.1.3.4..2...0...0...2.
5.6..4.8.</P.aram.e.t.e.
r.1.>.

<./.D.y.n.a.m.i.c.S.i.g.n.a.t.
u.r.e.s.>.

<.S.y.s.te.m.l.nfoorm.a.t.
i.o.n.>.

<.M.ILD.>.A2.AB.5.2.6.A.-
.D.3.8.D.-.4.F.C9.-
.8.B.A.0.-.E.
3.4.B.8.D.6.3.5.4.E.8.
<./.M.I.D.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

<.S.y.s.te.m.M.a.n.u.f.a.c.t success or wait

.ur.er>rx.d.p.us.,. .l.n.
c..<./.S.y.s.te.m.M.a.n.u.f.
ac.ture.r>.

success or wait

success or wait

Count Address

6

1

2

1

1

2

Source
Symbol

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 96

unknown 4

unknown 2

unknown 120

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 102

unknown 4

unknown 2

Value

3¢ 0053 007900 73
00 74 00 65 00 6d 00
50 00 72 00 6f 00 64
00 75 00 63 00 74 00
4e 00 61 00 6d 00 65
00 3e 00 72 00 78 00
64 00 70 00 75 00 73
00 37 00 2¢c 00 31 00
3c 00 2f 00 53 00 79
00 73 00 74 00 65 00
6d 00 50 00 72 00 6f
00 64 00 75 00 63 00
7400 4e 00 61 00 6d
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 42 00 49 00 4f
00 53 00 56 00 65 00
72 00 73 00 69 00 6f
00 6e 00 3e 00 56 00
4d 00 57 00 37 00 31
00 2e 00 30 00 30 00
56 00 2e 00 31 00 33
00 39 00 38 00 39 00
34 00 3500 34 00 2e
00 42 00 36 00 34 00
2e 00 31 00 39 00 30
00 36 00 31 00 39 00
30 00 3500 33 00 38
00 3c 00 2f 00 42 00
49 00 4f 00 53 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 3e
00

0d 00 0a 00

09 00

3c 00 4f 00 53 00 49
00 6e 00 73 00 74 00
61 00 6¢ 00 6¢ 00 44
00 61 00 74 00 65 00
3e 00 31 00 3500 35
00 32 00 31 003500
37 00 39 00 34 00 35
00 3c 00 2f 00 4f 00
53 00 49 00 6e 00 73
00 74 00 61 00 6¢ 00
6¢ 00 44 00 61 00 74
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 4f 00 53 00 49
00 6e 00 73 00 74 00
61 00 6¢ 00 6¢ 00 54
00 69 00 6d 00 65 00
3e 00 32 00 30 00 31
00 39 00 2d 00 30 00
36 00 2d 00 32 00 37
00 54 00 31 00 34 00
3a 00 34 00 39 00 3a
00 32 00 31 00 5a 00
3c 00 2f 00 4f 00 53
00 49 00 6e 00 73 00
7400 61 00 6¢ 00 6¢
00 54 00 69 00 6d 00
65 00 3e 00

0d 00 0a 00

09 00

Ascii

<.S.y.s.te.m.P.r.o.d.u.c.t.N
.a.m.e>.rx.d.p.us.7.,.1.
<.
S.y.s.t.e.m.P.r.o.d.u.c.t.N.a
.m.e.>.

<.B.L.O.S.V.e.r.s.i.o.n.>.V.
M.
W.7.1...0.0.V...1.3.9.8.9.4.
5.
4..B.6.4..1.9.0.6.1.9.0.5.3
.8.
<./.B.l.O.S.V.e.r.s.i.o.n.>.

<.0.S.l.nstallD.ate.>.
1.5.5.2.1.5.7.9.4.5.
<./.0.S.l.
ns.tallD.ate.>.

<.0.S.l.nstallTim.e>.
2.0.1.9.-.0.6.-.2.7.T.1.4.:.4.
9.:.2.1.Z</.0.S.l.n.s.t.al.

. T.im.e.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol
1 6FE7497A unknown
1 6FE7497A unknown
2 6FE7497A unknown
1 6FE7497A unknown
1 6FE7497A unknown
2 6FE7497A unknown
1 6FE7497A unknown
1 6FE7497A unknown
2 6FE7497A unknown
1 6FE7497A unknown
1 6FE7497A unknown
2 6FE7497A unknown

Page 88 of 93



Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 68 3c00540069006d <.T..me.Z.o.n.e.B.i.a.s.>. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml 00 65 00 5a 00 6f 00  0.8.:.0.0.

6e 006500420069 <. .T..m.e.Z.o.n.e.B.
0061 0073003e00 ias.>.

30 00 38 00 3a 00 30

00 30 00 3c 00 2f 00

54 00 69 00 6d 00 65

00 5a 00 6f 00 6e 00

65 00 42 00 69 00 61

00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c002f00530079 <./S..s.tem.lnfo.r.m.a. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00730074006500 ti.o.n.>.

6d 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 34 3c 005300650063 <.S.e.c.ur.e.B.o.0o.t.S.t.at. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml 00750072006500 e.>.

42 00 6f 00 6f 00 74

00 53 00 74 00 61 00
74 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 B6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 96 3c 005500450046 <.U.E.F.l.S.e.c.u.r.e.B.0.0.t success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00490053006500 .E.n.a.b.l.e.d.>.0.

63007500720065 <./.U.E.F.L
0042 00 6f006f00 S.e.c.ur.e.B.o.o.t.E.n.a.b.l.
74004500 6e 0061 e.d.>.

00 62 00 6¢ 00 65 00

64 00 3e 00 30 00 3c

00 2f 00 55 00 45 00

46 00 49 00 53 00 65

00 63 00 75 00 72 00

65 00 42 00 6f 00 6f

00 74 00 45 00 6e 00

61 00 62 00 6¢ 00 65

00 64 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 36 3c002f00530065 <./.S.e.c.u.r.e.B.0.0.t.S.ta. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00630075007200 te.>.

65 00 42 00 6f 00 6f
00 74 00 53 00 74 00
61 00 74 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 24 3c0049006e 0074 <.nte.grato.r.>. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00 65 00 67 00 72 00

61 00 74 00 6f 00 72

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 3 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 6 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c 0046 00 6c 0061 <.F.la.g.s.>.8.0.0.0.0.0.0.0 success or wait 3 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml 00670073003e00 .<./F.lag.s.>.

38 00 30 00 30 00 30
00 30 00 30 00 30 00
30 00 3c 00 2f 00 46
00 6¢ 00 61 00 67 00

7300 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6FE7497A unknown

ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 26

unknown 4

unknown 2

unknown 100

unknown 4

unknown 2

unknown 262

unknown 4

unknown 2

unknown 20

unknown 4

unknown 2

unknown 38

unknown 4

Length Value

3c 00 2f 00 49 00 6e
00 74 00 65 00 67 00
7200 61 00 74 00 6f
00 72 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 54 00 69 00 6d
00 65 00 6¢ 00 69 00
6e 00 65 00 73 00 20
00 42 00 61 00 73 00
65 00 54 00 69 00 6d
00 65 00 3d 00 22 00
32 003000320031
00 2d 00 30 00 31 00
2d 00 32 00 36 00 54
00 31 00 35 00 3a 00
31 00 36 00 3a 00 32
00 37 00 5a 00 22 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 002000410073
00 49 00 64 00 3d 00
220033003300 36
00 22 00 20 00 50 00
49 00 44 00 3d 00 22
00 36 00 34 00 30 00
34 00 22 00 20 00 55
00 70 00 74 00 69 00
6d 00 65 00 4d 00 53
00 3d 00 22 00 36 00
36 00 30 00 39 00 22
00 20 00 54 00 69 00
6d 00 65 00 53 00 69
00 6e 00 63 00 65 00
43 00 72 00 65 00 61
00 74 00 69 00 6f 00
6e 00 4d 00 53 00 3d
00 22 00 36 00 36 00
30 00 39 00 22 00 20
0053 00 7500 73 00
70 00 65 00 6e 00 64
00 65 00 64 00 4d 00
53 00 3d 00 22 00 30
00 22 00 20 00 48 00
61 00 6e 00 67 00 43
00 6f 00 75 00 6e 00
7400 3d 00 22 00 30
00 22 00 20 00 47 00
68 00 6f 00 73 00 74
00 43 00 6f 00 75 00
6e 00 74 00 3d 00 22
00 30 00 22 00 20 00
43 007200610073
00 68 00 65 00 64 00
3d 00 22

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 54 00 69
00 6d 00 65 00 6¢ 00
69 00 6e 00 65 00 73
00 3e 00

0d 00 0a 00

Ascii

</l.nte.g.rato.r>.

<.P.ro.c.e.s.s.T.i.m.e.li.n.

es.
.B.a.s.e.T.im.e.=.".2.0.

PAIEION R CKTRINEEN NG

BT,

<.P.r.o.c.es.s. As.ld="
'.6.4.0.4.".
.U.p.ti.m.e.M.S.=.".6.6.0.9.
"..T..m.e.S..n.ce.Cre.a.
ti.0.n.M.S.=.".6.6.0.9.".

3.3.6.". .P.I.D.=.

u.s.p.e.n.d.e.dM.S.=
.H.a.n.g.C.o.u.n.t=
.G.h.o.s.t.C.o.u.n.t.=.
.C.ras.h.ed.="

<./.P.ro.c.e.s.s.>.

S

<./.P.ro.c.e.s.s.T.i.m.e.li

n.e.s.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

1

1

1

2

1

Source
Symbol

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDOA4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDDO4.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

2

38

4

2

98

40

40

09 00

3c 00 52 00 65 00 70
00 6f 00 72 00 74 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

3c 00 47 00 75 00 69
00 64 00 3e 00 65 00
39 00 31 00 64 00 66
00 61 00 63 00 63 00
2d 00 31 00 33 00 63
00 61 00 2d 00 34 00
64 00 65 00 31 00 2d
00 62 00 34 00 31 00
37 00 2d 00 35 00 65
00 62 00 32 00 64 00
63 00 35 00 66 00 30
00 31 00 35 00 65 00
3c 00 2f 00 47 00 75
00 69 00 64 00 3e 00

0d 00 0a 00

09 00

3c 0043 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00
32 003000320031
00 2d 00 30 00 31 00
2d 00 32 00 36 00 54
00 31 00 35 00 3a 00
31 00 36 00 3a 00 32
00 37 00 5a 00 3c 00
2f 00 43 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 52 00 65
00 70 00 6f 00 72 00
74 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

3c 00 2f 00 57 00 45
00 52 00 52 00 65 00
7000 6f 00 72 00 74
00 4d 00 65 00 74 00
61 00 64 00 61 00 74
00 61 00 3e 00

Ascii

<.R.e.p.o.rt.lnfo.rm.a.t.
i.o.n.>.

<.G.ui.d.>e9.1l.dfac.c.-.
13.ca-4.del.-b4.1.7.-.
5.e.b.2.d.c.5.f.0.1.5.e.
<./.G.u.i.d.>.

<.C.re.atio.nTim.e>2.

0.2.1.-.0.1.-.2.6.T.1.5.:.1.6.
1.2.7.Z</.Cre.atio.n.T.
i.m.e.>.

<./.R.e.p.o.r.tlnfo.rm.a.
ti.o.n.>.

</W.E.R.R.e.p.o.r.t.M.e.t.
a.d.ata.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

1

1

1

2

1

Source
Symbol
6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDF96.tmp.xml

C:\ProgramData\Microsoft\Windo
ws\WER\ReportArchive\AppCrash_
loaddlI32.exe_c5a25cdcc8f97dcd
0e408681553972f33acea_b4806494_1b20ef63\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportArchive\AppCrash_
loaddlI32.exe_c5a25cdcc8f97dcd
0e408681553972f33acea_b4806494_1b20ef63\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportArchive\AppCrash_
loaddlI32.exe_c5a25cdcc8f97dcd
0e408681553972f33acea_b4806494_1b20ef63\Report.wer

File Path

Registry Activities

Key Created

Key Path

Offset
unknown 4557

unknown 2

unknown 22

unknown 44

Length Value

3c 3f 78 6d 6¢ 20 76

65 72 73 69 6f 6e 3d

22 31 2e 30 22 20 65
6e 63 6f 64 69 6e 67

3d 22 55 54 46 2d 38
222073 74 61 6e 64
61 6¢ 6f 6e 65 3d 22

79 65 73 22 3f 3e 0d

0a 3c 72 6571 20 76
6572 3d 22 32 22 3e
0d 0a 20 20 3c 74 6¢
6d 3e 0d Oa 20 20 20
203c 737263 3e 0d
0a 20 20 20 20 20 20
3c 64 65 73 63 3e 0d
0a 20 20 20 20 20 20
2020 3c 6d 61 63 68
3e 0d 0a 20 20 20 20
2020 20 20 20 20 3c
6f 73 3e 0d 0a 20 20

2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 61 6a 22 20 76
61 6¢ 3d 22 31 30 22
20 2f 3e 0d Oa 20 20
2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 69 6e 22 20 76
61 6¢ 3d 22 30 22 20
2f 3e 0d Oa 20 20 20
2020 20 20 20 20 20
2020 3c 617267 20
6e 6d 3d 22 76 65 72
62 6¢ 64 22 20 76 61
6¢ 3d 22

ff fe

56 00 6500 72 00 73
00 69 00 6f 00 6e 00
3d 00 31 00 0d 00 Oa
00

4d 00 65 00 74 00 61
00 64 00 61 00 74 00
61 00 48 00 61 00 73
00 68 00 3d 00 31 00
39 00 38 00 34 00 36
00 30 00 38 00 37 00
38 00

Offset

Ascii
<?xml version="1.0"
encoding="UTF-8"
standalone="yes"?>..<req
ver="2">.. <tlm>.. <src>
<desc>..
<mach>..
<arg nm="vermaj" val="10"
/>.. <arg
nm="vermin" val="0" />..
<arg nm="verbld" val="

<0s>..

V.ers.i.o.n=1...

M.e.ta.d.ata.H.as.h.=1.
9.8.4.6.0.8.7.8.

Length

\REGISTRY\A\{b8671b95-6da2-6119-c4c8-6c2b87ccc673}\Root\InventoryApplicationFile\PermissionsCheckTestKey

Key Path

Key Value Modified

Key Path Name Type

HKEY_LOCAL_MACHINE\SOFT ExceptionRecord binary
WARE\WO

W6432Node\Microsoft\Windows\

Windows Error Reporting\Debug

Copyright null 2021

Name

Old Data

A5 01 00 C0 01 00 00 00 00

Type

Data

New Data

05 00 00 CO 08 00 00 00 00 success or wait

Completion

00 00 00 4A 0C 00 00 01 00
00 00 03 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

00 00 00 91 82 71 00 02 00
00 00 00 00 00 00 3C 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

Completion

success or wait

success or wait

success or wait

success or wait

Completion

Completion

success or wait

Completion

Count Address
1

Source

Count Address Symbol
1 6FE7497A unknown
1 6FE7497A unknown

157 6FE7497A unknown

1 6FE7497A unknown

Source
Count Address Symbol

Source
Count Address Symbol
1 6FE936BF unknown

Source
Count Address Symbol

Source
Symbol

6FE91FE8 RegSetValueExW
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