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Analysis Report http://Ibkbizwwqfqstgcsbkbizwwqfqgstgc...

Overview
General Information Detection Classification
Sample URL:  hitp://bkbizwwgfgstgcsbkbi

2wwafgstges. Iksftr.com/ela MALICIOUS Antivirus / Scanner detection for sub...

m9hbm5hLmthaWo0ta2Vyd . . .

GhAaWeuY26t Antivirus detection for URL or domain

Analysis ID: 344868 Phishing site detected (based on fav...

Most interesting Screenshot: Yara detected HtmlPhish_10

Phishing site detected (based oniim...

Phishing site detected (based on log...

HiMLL body: contains low/number: ofi ...

HTML titledoesinot match/ URLE

w
«Q
>
2
(=
=
®
(7]

== H
HTMLPhish Invalid Ti&E link found
Score: 80
Range: 0-100
Whitelisted: false
Confidence: 100%

Startup

= System is w10x64

. G chrome.exe (PID: 5752 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized 'http://bkbizwwqfgstgcsbkbizwwaqfgstgcs.lk8ftr.com/e/amSh
bm5hLmthaw0ta2VydGhAaWcuY29t' MD5: C139654B5C1438A95B321BB01AD63EF6)
. G chrome.exe (PID: 464 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1532,15419587561947641969,2247414398812328316,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1724
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview
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@ AV Detection

@ Phishing

@ Compliance

@

AV Detection:

Click to jump to signature section

Antivirus | Scanner detection for submitted sample

Antivirus detection for URL or domain

Phishing:

Phishing site detected (based on favicon image match)

Yara detected HtmlIPhish_10

@ Networking
@ System Summary

Compliance:

Creates a directory in C:\Program Files

Uses secure TLS version for HTTPS connections

Mitre Att&ck Matrix

Initial Privilege  Defense Credential Lateral
Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection
Valid Windows Path Process Masquerading os System Remote Data from
Accounts Management  Interception Injection Credential Service Services Local
Instrumentation Dumping  Discovery System
Default  Scheduled Boot or Boot or Process LSASS Application  Remote Data from
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable
Initialization  Initialization Discovery Protocol Media
Scripts Scripts
Domain At (Linux) Logon Script Logon Obfuscated Files Security =~ Query SMB/Windows Data from
Accounts (Windows)  Script or Information Account  Registry Admin Shares Network
(Windows) Manager Shared
Drive
Local At (Windows)  Logon Script Logon Binary Padding NTDS System Distributed Input
Accounts (Mac) Script Network Component  Capture
(Mac) Configuration Object Model
Discovery

Behavior Graph
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Behavior Graph Legend
ID: 344868 l:‘ Process
URL: http://bkbizwwafgstgesbkbiz... SUSPICIOUS )
Startdate: 27/01/2021 CLean l:‘ Signature
Architecture:  WINDOWS T l:‘ Created File
Score: 80
Il onsieinfo
Fys Is Dropped
A |s Windows Process

mydocushare.docushareportal657.xyz

Number of created Registry Values

started
Number of created Files

B
o0

Visual Basic

g5
2z
oz

)

Delphi

i
i
=

Java
.Net C# or VB.NET

C, C++ or other language

14 [ 384

D@ 2 i~

Is malicious
Internet
192.168.2.1 239.255.255.250
unknown unknown started

unknown Reserved

chrome.exe

crt.sectigo.com C‘ bkbizwwafgstgesbkbizwwafgstges.Ik8ftr.com C‘

91.199.212.52, 49735, 80 40.76.49.205, 49724, 49725, 80 5 other IPs or d
SECTIGOGB MICROSOFT-CORP-MSN-AS-BLOCKUS
United Kingdom B United States EE

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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coun x  + -

@ mydocushare.docushareportal657.xyz/0365/home?MTYxMTcOMTeyMTedMml 1 OWNM1YjgzM2ZhNDhjMWYAY] AMGRhYZk4Ym EWZWEAMmUSN2ISMGQzNDMw... Yr &% @

B® Microsoft

< joanna.kaim-kerth@ig.com

Enter password [

Because you're accessing sensitive info, you need
to verify your password...

Forgot my password

Temsofuse  Privacy & cookies

11:02 AM
O Type here to search 0 A ) 32772021

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
hitp://bkbizwwafgstgcsbkbizwwafgstges. k8ftr.com/e/am9hbm5hLmthaW0ta2VydGhAawcuY 29t 1% Virustotal Browse
hitp://bkbizwwafgstgcsbkbizwwafgstges. k8ftr.com/e/am9hbm5hLmthaW0ta2VydGhAawcuY 29t 0% Avira URL Cloud safe
hitp:/'bkbizwwafgstgesbkbizwwafgstges. k8ftr.com/e/am9hbm5hLmthaWota2VydGhAaWcuY 29t 100% SlashNext Fake Login Page

type: Phishing &
Social Engineering

hitp:/'bkbizwwafgstgesbkbizwwafgstges. k8ftr.com/e/am9hbm5hLmthaWota2VydGhAaWcuY 29t 100% UrlScan phishing brand: Browse
onedrive microsoft

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
mydocushare.docushareportal657.xyz 0% Virustotal Browse
crt.sectigo.com 1% Virustotal Browse
zerossl.crt.sectigo.com 0% Virustotal Browse
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https://www.virustotal.com/gui/url/e1be28a28707074b2665734d9665eb46dd661957a4648c461651c7e3f0e305a3/detection/u-e1be28a28707074b2665734d9665eb46dd661957a4648c461651c7e3f0e305a3-1611739052
https://urlscan.io/result/4bb1ed78-966e-4139-b530-0174aef68357/
https://www.virustotal.com/gui/url/3463bffe722ad8c8919e83005dda354b2326122626fa77438d2d06283123131e/detection/u-3463bffe722ad8c8919e83005dda354b2326122626fa77438d2d06283123131e-1611144075
https://www.virustotal.com/gui/url/b95ec9f68ca9ea5b864a76eb9ce1bfeebfdf5d065c0f511f89e3d664a521096e/detection/u-b95ec9f68ca9ea5b864a76eb9ce1bfeebfdf5d065c0f511f89e3d664a521096e-1611709078
https://www.virustotal.com/gui/url/b74e0574df82e0d07400a5b65c7ce0338c708867ed492c1457885f0ddd8ce54a/detection/u-b74e0574df82e0d07400a5b65c7ce0338c708867ed492c1457885f0ddd8ce54a-1606913800

URLs

Source

hitp/;

hitp://https://dns.google

hitp://https://dns.google

hitp://https://dns.google

hitp://https://dns.google

hitp://bkbizwwafgstgcsbkbizwwafgstges.k8ftr.com
hitp://https://mydocushare.docushareportal657.xyz/O365/home?
MTYXMTcOMTcyMTc4MmI1OWM1YjgzM2ZhNDhjMWY4Yjl4AMGR
hitp://https://mydocushare.docushareportal657.xyz/O365/?joanna.kaim-kerth
hitp://bkbizwwafgstgcsbkbizwwafgstges.lk8ftr.com/e/am9hbm5hLmthaW0ta2VydGhAawcuY29t23S
hitp://https://mydocushare.docushareportal657.xyz/O365/proceed?email=joanna.kaim-kerth
hitp://https://mydocushare.docushareportal657.xyz/O365/lib/img/favicon.ico
hitp:/izerossl.crt.sectigo.com/ZeroSSLRSADomainSecureSiteCA.crt
hitp://bkbizwwafgstgcsbkbizwwafgstges.lk8ftr.com/e/am9hbm5hLmthaWota2VydGhAaWcuY29tS
Domains and IPs

Contacted Domains

Name IP Active
bkbizwwaqfgstgesbkbizwwqfgstges.lk8ftr.com 40.76.49.205 true
mydocushare.docushareportal657.xyz 52.188.166.242 true
crt.sectigo.com 91.199.212.52 true
googlehosted.l.googleusercontent.com 172.217.22.225 true
clients2.googleusercontent.com unknown unknown
zerossl.crt.sectigo.com unknown unknown
Contacted URLs

Name Malicious

Detection

0%
0%
0%
0%
0%
0%

0%
0%
0%
0%
0%
0%

Malicious
false
false
false
false
false

false

Scanner

URL Reputation safe

URL Reputation safe

URL Reputation safe

URL Reputation safe

Avira URL Cloud safe

Avira URL Cloud safe

Avira URL Cloud safe

Avira URL Cloud safe

Avira URL Cloud safe

Avira URL Cloud safe

Avira URL Cloud safe

Avira URL Cloud safe

Antivirus Detection

e 0%, Virustotal, Browse

e 1%, Virustotal, Browse

e 0%, Virustotal, Browse

Antivirus Detection

Label

Link

Reputation
unknown
unknown
unknown
high

high

unknown

Reputation

hitp:/izerossl.crt.sectigo.com/ZeroSSLRSADomainSecureSiteCA.crt false

URLs from Memory and Binaries

Name

hitp://https://dns.google

hitp://bkbizwwafgstgcsbkbizwwafgstges.k8ftr.com

http://
https://mydocushare.docushareportal657.xyz/O365/home?
MTYXMTcOMTcyMTc4MmI1OWM1YjgzM2ZhNDhjMWY4Yjl4
MGR

hitp://https://mydocushare.docushareportal657.xyz/O365/?
joanna.kaim-kerth

Copyright null 2021

Source

71a93ce5-c5db-43e1-9b45-27c90a

52ea2b.tmp.1.dr, 5920a891-a4d7-4969-
ac23-7026941eaf9f.tmp.1.dr, 4d17712d-
dBaa-4elc-accd-8¢3693b5068c.tmp.1.dr

Current Session.0.dr

Current Session.0.dr, Favicons.0.dr, His
tory.0.dr

Favicons.0.dr, History.0.dr

e Avira URL Cloud: safe

Malicious

false

false

false

false

Antivirus Detection

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe
Avira URL Cloud: safe

Avira URL Cloud: safe

unknown

Reputation

unknown

unknown

unknown

unknown
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https://urlscan.io/result/1e8d8d81-d56d-48ba-b56d-3d2859c8b9e7/
https://www.virustotal.com/gui/url/3463bffe722ad8c8919e83005dda354b2326122626fa77438d2d06283123131e/detection/u-3463bffe722ad8c8919e83005dda354b2326122626fa77438d2d06283123131e-1611144075
https://www.virustotal.com/gui/url/b95ec9f68ca9ea5b864a76eb9ce1bfeebfdf5d065c0f511f89e3d664a521096e/detection/u-b95ec9f68ca9ea5b864a76eb9ce1bfeebfdf5d065c0f511f89e3d664a521096e-1611709078
https://www.virustotal.com/gui/url/b74e0574df82e0d07400a5b65c7ce0338c708867ed492c1457885f0ddd8ce54a/detection/u-b74e0574df82e0d07400a5b65c7ce0338c708867ed492c1457885f0ddd8ce54a-1606913800
https://urlscan.io/result/1e8d8d81-d56d-48ba-b56d-3d2859c8b9e7/

Name

hitp:/y]

Source

History Provider Cache.0.dr

bkbizwwafgstgcsbkbizwwafgstges.k8ftr.com/e/am9hbm5hLmt
hawota2VydGhAawcuY29t23S

hitp://https://clients2.googleusercontent.com

hitp:iy

4d17712d-dBaa-4elc-accd-8c3693

b5068c.tmp.1.dr

Favicons.0.dr, History.0.dr

https://mydocushare.docushareportal657.xyz/O365/proceed?

email=joanna.kaim-kerth

hitp:iy

Favicons.0.dr

https://mydocushare.docushareportal657.xyz/O365/lib/img/favi

con.ico

hitp://https://feedback.googleusercontent.com

hitp:/y]

manifest.json0.0.dr

History.0.dr

bkbizwwafgstgesbkbizwwafgstges.k8ftr.com/e/am9hbm5hLmt

haWota2VydGhAaWcuY29tS

Contacted IPs

»
l..

] No. of IPs < 25%

B 25% < No. of IPs < 50%

B 50% < No. of IPs < 75%

Bl 75% < No. of IPs
Public
P Domain
172.217.22.225 unknown
91.199.212.52 unknown
239.255.255.250 unknown
40.76.49.205 unknown
52.188.166.242 unknown

Private

IP
192.168.2.1
127.0.0.1

General Information

Copyright null 2021

Country

United States
United Kingdom
Reserved

United States

United States

Flag

=

I E

I

Malicious

true

false

false

false

false

true

Antivirus Detection Reputation
e Avira URL Cloud: safe unknown
high
e Avira URL Cloud: safe unknown
e Avira URL Cloud: safe unknown
high
e Avira URL Cloud: safe unknown
ASN ASN Name Malicious
15169 GOOGLEUS false
48447 SECTIGOGB false
unknown unknown false
8075 MICROSOFT-CORP-MSN- false
AS-BLOCKUS
8075 MICROSOFT-CORP-MSN- false
AS-BLOCKUS
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Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Simulations
Copyright null 2021

31.0.0 Emerald
344868
27.01.2021
11:01:06
CloudBasic

0Oh 3m 20s
false

light
browseurl.jbs

hitp://bkbizwwafgstgcsbkbizwwafgstges. k8ftr.com/e/am
9hbm5hLmthaW0ta2VydGhAaWcuY 29t

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

14

o O o o

e HCA enabled
e EGA enabled
* AMSI enabled

default

Timeout

MAL
mal80.phis.win@29/164@5/7

e Adjust boot time
e Enable AMSI

Show All

e Exclude process from analysis (whitelisted):
taskhostw.exe, BackgroundTransferHost.exe,
backgroundTaskHost.exe, SgrmBroker.exe,
svchost.exe

e TCP Packets have been reduced to 100

e Created / dropped Files have been reduced to 100

e Excluded IPs from analysis (whitelisted):
104.42.151.234, 104.43.139.144, 216.58.207.174,
172.217.23.35, 172.217.23.78, 172.217.20.237,
173.194.187.70, 173.194.187.106, 52.255.188.83,
172.217.23.74, 172.217.23.10, 172.217.23.42,
172.217.22.234, 216.58.207.170, 172.217.20.234,
23.210.248.85, 51.132.208.181, 67.27.159.254,
67.26.83.254, 67.27.157.126, 8.241.122.254,
67.27.158.126

e Excluded domains from analysis (whitelisted):
arc.msn.com.nsatc.net, r1---sn-4g5e6nsk.gvtl.com,
clientservices.googleapis.com, r5---sn-
4g5e6nsr.gvtl.com, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, arc.msn.com, clients2.google.com,
redirector.gvtl.com,
audownload.windowsupdate.nsatc.net,
watson.telemetry.microsoft.com,
auto.au.download.windowsupdate.com.c.footprint.n
et, prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, fs.microsoft.com,
accounts.google.com, content-
autofill.googleapis.com, r1.sn-4g5e6nsk.gvtl.com,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com,
skypedataprdcolcus16.cloudapp.net,
www.googleapis.com,
skypedataprdcoleus17.cloudapp.net,
blobcollector.events.data.trafficmanager.net,
clients.l.google.com, r5.sn-4g5e6nsr.gvtl.com,
skypedataprdcolwus16.cloudapp.net

e Report size getting too big, too many NtCreateFile
calls found.

e Report size getting too big, too many NtOpenFile
calls found.

e Report size getting too big, too many
NtQueryVolumelnformationFile calls found.

e Report size getting too big, too many
NtWriteVirtualMemory calls found.
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Behavior and APIs

Time Type Description

11:02:00 API Interceptor 1x Sleep call for process: chrome.exe modified

Joe Sandbox View | Context
IPs
No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4IJBPKh+FBIESBw4p6:NfOCzvRKhGvw]

MD5: AT78AD14E77147E7DE3647E61964C0335

SHA1L: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92DOESI3FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7ESE10648EA8321
01

Malicious: false

Reputation: low

Preview:

BDic.... ....6..."..Z..49....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\10BDC45B4A27319429BBC4F08A4E8A10

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 1753

Entropy (8bit):  7.54155945514523
Copyright null 2021 Page 10 of 47



C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\10BDC45B4A27319429BBC4F08A4E8A10

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

48:m4gXYiteL8BOwtUJIgVXpxidsVQmjPOZphFRI12:StO+0mrZn/T5R+

58AA23107C8D5AEDEABDOD5E32578592

C81A8BD1FICF6D84C525F378CA1D3F8C30770E34

21ACC1DBD6944F9AC18C782CB5C328D6C2821C6B63731FA3B8987F5625DESAOD
ED89CA15A1A6150246A3A92EEF6E1E962928BCB2E70FA802513581076C907F276CA0639E700FB4BA7E20F2276A0184D8C19168CIE466CCDASFE2500D16B8C43!

false

low

0..0.0ceene U 0. *H....... 0..1.0...U....US1.0...U....New Jersey1.0...U....Jersey City1.0...U....The USERTRUST Network1.0,..U...%USERTrust RSA Certification Author
ity0...200130000000Z..300129235959Z0K1.0...U....AT1.0...U....ZeroSSL1*0(..U...!ZeroSSL RSA Domain Secure Site CA0.."0...* H............. O is~.1#m..T....~].R|?

1.1Y8g~KV.u..7.5Zd..L..$..m...Mf.....1t..C..q...L8)} *.cccoooo..... 8..N.h.kw.@... =$._.d..Y.B.OPR..Z/<.... .. T.C....qH{@.5.....A...F.|2E...E.e.Pt....Vu.J.j.u..5./]..
\W..%5- V. xS a3 e CusL. 7t > D Bt Y b . -5E*...X....B.y9.$....g......|.OXR..WOaU.".8y..B...-...jG.

iV'4%:KI1.J.V.i.-0....."m.Z.We..%9J.~h.i.H.@.. #....Ui.(KBU........... 10..q0...U#.0...8y.Z+J.T.....£.0..U......xh..h=r_>..0..U......... 000000 0..U.%..0. 4. +
..0".U. .0.0...+.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\10BDC45B4A27319429BBC4F08A4E8A10

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

274

3.0967437244190994

false
3:KKFKIZIN/NILFIXIE/IYoTZELDCcgEIXIije9DZIOJESY0l2luN7MS1g15lquGlb:kKKyY4qMUJKFgJESY 7EyUWOJ9jn/
6677654241D55C7AD6A02F5FF8257302

454CF3DD973E8ACF5B7D9938C21F34BC762EE232
D3E506C02ABDE6C155E27CC699121B00308F3BAAB11E129BAD4F2EBIF30A8D6B
E7BCA81056F170D35DD40E41AED4A2046C1D211177013CE59BE41F91DE981C81AE08923B672F7A7877693A5BBF781674432AE9B2E22317B85C8265FBEDA7D71!

false

...http./lzeross.l.crt.sectig.o..c.om/Zero.S.S.LRSAD.oma.inS.e.cu.r.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\6974601f-1ef4-4c82-b000-f276cacc3c43.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

163493

6.081306729007913

false
3072:7EBu2w0rBIQ96umxmsP6titYVj4Un8FcbhXaflBOu1GOJmMAS3iuRx:IV1IAumJe8UqgaqfllUOoSiuRx
D8B035E4073537B42F127E7EFBE35502

FBDFAF6293C1F52B6266EB896AEB53FA25451B72
6CDCDC48CC20D6088E8135546CE6F029AA2F7711D0B2FB7286BB5E1C027C0386

4806E275DC9C18DSECOD9BA174E788E10AS09EC11AFC440D94C8DB48510CASABCEFD837D19A45DF0126DF777A534D54C9F04002310A5C0881FF54FE1ES5A45F
B

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.611774117874456e+12,"network":1.61174172e+12,"ticks":98904365.0,"uncertainty":4831919.0}},"os_crypt":{"encrypted_key":"RFBB
UEKBAAAAOIlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVdUYrYiwg8iJkppNr2
ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAgjLGLdOS7IkRG21YVX0ojnHhsRhNbP8/D1zs78 mXMAAAABO450d5v4BxiFP4bdRY JiDXNn4W2fxY qQj2xfYeAnS1vCL4IXAsdfl
jw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_manager":{"os_p
assword_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"displa

C:\Users\user\AppData\Local\Google\Chrome\User Data\7f45b162-b131-484a-bc0f-70074afcfcc7.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

163493

6.081307111526059

false
3072:GEBu2w0rBIQ96umxmsP6tttYVj4Un8FchXaflBOuLGOJmMASIiuRx:9V1IAumJe8UgaqgfllUOoSiuRx
5DA1C1AEBOBD2FC20493366F3963AF99

0AC83F811F0D2C267BB7E41A2399C6FDC57269A1
BD3857BABD17F613FF6BFA64938E3B82D973576552AF6B4A72ABF927687CE387
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\7f45b162-b131-484a-bc0f-70074afcfcc7.tmp

SHA-512:
Malicious:
Reputation:

Preview:

0A30910704657D75B9D27D3F51D681B96CF97394E8936A80B5ECI202A0F3778693A98D266C5A6C8B00D7A91AB1283550385D572A1AA8F692D8F75EEC677E2A0C
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.611774117874456e+12,"network":1.61174172e+12,"ticks":98904365.0,"uncertainty":4831919.0}},"os_crypt":{"encrypted_key":"RFBB
UEKBAAAAOIlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVdUYrYiwg8iJkppNr2
ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAGjLGLdOS7IkRG21YVXojnHhsRhNbP8/D1zs78 mXMAAAABO450d5v4BxiFP4bdRY JiDXNn4W2fxY qQj2xfYeAnS1vCL4IXAsdfl
jw4oXIE4R7I0AAAABIt36FqChftM9Ib7EtaPWI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_manager":{"os_p
assword_blank":true,"os_password_last_changed":"13245951016775315"},"plugins":{"metadata":{"adobe-flash-player":{"displa

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

120

3.254162526001658

false

3:FkXftOXE1G1mstftOXE1G1mstftOXE1n:+ftIELGImkfIEIG1mkitIE1n
E9224A19341F2979669144B01332DF59
F7F760C7104457DF463306A7F7BAE0142EFCEBSB
47DD519C226D23F203ACAEOEC44DF9BB6208828E24F726E1602EA52F63C3E2BE
4184302DEB5009D767FECFC150F580DD57D5CF9CF3BFEB7E52C9F3340E5E6499251B9FODFF37F0454411FED9046880E0A9204312D021294256372C916B8155AC

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\0f290be4-ch6e-4cc9-8582-321788e92cd7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:LiL

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8C727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDDSCAE7CEO3BBF1E94E93613A00F2¢
F21

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\1a523365-b044-44ca-8325-21d5072656¢f.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

modified

22614

5.53601623729171

false
384:iDot6LILAXf1kXqKf/pUZNCgVLH2HfDNrUXHGNTY ufi49: ALIFfLkXgKf/pUZNCgVLH2HfLrUIGtnf
ABC864580EE917B038C134A6125EF62F

055B7D5E65A9AEEFE9FAA7171BE9ID2405A6EDIFA
4BC454EDC2E27B0E9693B21D4972E24E2C89CB43600C7247B6D36424CF78BOFC
AB84D02665891149E7F469018E9D5A3A4C9444CF61F8AELIE93FAALFASEB4BDE233B833D9547615E3A11E6E11B46C59007B00264ABAABF180E259CC5714EE7D5!
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13256247714768912","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\lad3a9d3-b54a-4fe4-alla-dd26144d8360.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1038

5.559932495202013

false
24:YI6HOUhVsTG1KUerkg/HeUeXby2qUeXvnd7wU9JRUenHQ:YI6UUhVseKUewqgPeUer2Uefn9wU9vUew
AA1F3066D11175447367E62FF3B36CCD

C2B746B8596C66A05586916FD67C718B61E35BA0
3B54E4CF03DCCCBOCFE5628101EAODIFOC12BBE200F07A73FF709BFE9A3B37BE
FAE35854F22EAB1C1FC34D52BF40577B3F60D1A2B1CF3C28822EA32C0A8CIC447044E7858DDA20357BB0520CBE78E132C14E7C536FF6F366523333FA69FFDF1
false

low

{"expect_ct":[],"sts":[{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEY Plv4=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1601478077.350503},{"expiry":1633014077.22511,"host":"nAuqgRA4EWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"force-https","sts_inc
lude_subdomains":false,"sts_observed":1601478077.225114} {"expiry":1633014092.4175,"host":"0J7rAWVO0ouCFY J9XrkDiKnAO1SshXJmLJE1SS3V8kDM=","mo
de":"force-https","sts_include_subdomains":false,"sts_observed":1601478092.417504},{"expiry":1633014091.91938,"host":"5EdU0B7YUY9zZV+2DkgVXgho8WUvp+D+
6KpeUOhNQIM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601478091.919383} {"expiry":1643310119.655767,"host":"8/RrMmQICD2Gsp
14wUCE1P8r7B2C5+yE0+g79IPyRsc=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1611774119.65577},{"expiry":1633014077.462534,"host
""+ccWXgaoHJ9hfuXbleKVEFQUrBlyXAJ31BdgjNQJpHs=","mode":"force-https","sts_include_subdomains":false,"sts_obse

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\2ef254dd-bbd0-4703-9172-fb11790ea0f0.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22613

5.535842786341347

false
384:iDot6LILAXf1kXqKf/pUZNCgVLH2HfDNrUXHGQNTYuyi4R:ALIFf1IkXgKf/pUZNCgVLH2HfLIUIGQnU
77C378CE8CCF8A727A4375E7A5477CCO

68323530993ED452384709FFC1BB5B947E634000
D490FC9946443B6F0965B2E2BA32AB8921B7151F87989E8A23BACB13AB0303A5
E2F67D8EEF0351010B68C43095E2F60FAD83065689CFC69A234C91BDEF7A2ACEF120703274401872BAF682A2D97DEF6F03657DC39DB03C4A8DD7E7909AABESF
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13256247714768912","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\4801c30c-0ade-4686-a8d2-9cd9a564b936.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5280

5.009847268361959

false

96:nVaFgX4pcV/ok0OJCAGRWL84/k51dbOTQVuwn:nVaadpcM41YRK5X
9F300CC77C7B74B2FC48C56D07784BAE
2952ACF8FAF1DB76EB44C72E0744D8526B816DA6
350588F0262258B3DD4F2833433657B5B905B5355778F7603AEE9D0O324E78A6F

AADGES388AE70CALE1F6EEB8BC3D7F31B261CB20CB28CEF462861742F46555427CEC8EE2B4C7CA975B187EO00DE34C91B49C967537D3C33B291BCEF23BEGC3
F7

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13256247715018140","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group 'should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1
0,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install':21843,"data_reduction":{"daily_original_length":[*0","0","0"
'o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0’ ","0","0","0", o","0","0","0","0","0","0","0","0","0","0","
,"0","0","0","0","7355378"],"daily_received_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\4d17712d-d8aa-4elc-accd-8c3693b5068c.tmp

Process:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\4d17712d-d8aa-4elc-accd-8c3693b5068c.tmp

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

ASCII text, with very long lines, with no line terminators

dropped

4219

4.871684703914691

false
48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqgnsllzMHpDCLsWJIMHLSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
EDC4A4E22003A711AEF67FAED28DB603

977E551B9ED5F60D018C030BOB4AA2E33B954556
DD2C9F43F622F801FCC213CDESE3E90EF1D0D26665AE675449A94CEC7EB1D453
84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD160:
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"serve ttps://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions"[],"expiration":"1324854350

1454994" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com”,"supports_spdy":true},

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\603a971c-cha7-4424-86e0-a9f2fceal95e.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5877

5.204891201212644

false

96:nVaF7M4HUsg4cV/ok0OJCAGRWL84/k51dbOTQVuwn:nVaO40s5cM41YRK5X
3C4EB7EF303BA862D407BEBA79E838DB
647862DFEFF014EACCA4FBOECBB70B2C78943341
409E3C1C86A4E3AA4DBEB1EOCO7D615BF26CIF38B674D69BESDF6F408B157B3E

290BAA120561FABE26FB5F34B14395C5EF98EB71C305CBB07FFD2E3BD7F79A2F27558F2EDSE33667FF2DB521D6C102344BF69AFE813EE7A7BAC266F3AB588D!
5

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13256247715018140","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1
0,"work_area_bottom":984,"work_area_|left":0.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.170739094803277

false
6:mBhCDi+q2PWXp+N23iKKAKIRXXTZIFUtp+hGHZmwP+hcUHVKwOWXp+N23iKKdK9l:OAG+va5Kk7XT2FUtp+cH/P+LV5f5Kk73
4FDD29A21EF9FB72BBF3CA6774DDD36C

4603E3A7C7AEC7A836C6E7EDSE115BF1B4141CFE
8A26ABA93FA15574BBDC5830B2B947A51CDFBA7FCDB38FIE06F5F64CA87699DD

BBC026B9D3E70CD8B0656BAEABC2133BA5212AAB78B4AF38C7D58F43791A8ABFBEEDSEAG23122EAF3134452CED87F44854B7A9D1D2E0A2B27EFDG6CA21FBA
2260

false

low

2021/01/27-11:02:12.081 1b9c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
01/27-11:02:12.082 1b9c Recovering log #3.2021/01/27-11:02:12.083 1b9c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

318

5.16459912724566
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Encrypted: false

SSDEEP: 6:mBhSM3FN+q2PWXp+N23iKKdKyDZIFUtp+hS2gZmwP+hSmVkwOWXp+N23iKKdKyJd:OEM33+va5Kk02FUtp+E2q/P+EmV5f5K1

MDS5: 35C13041CEF46041CC268128DC3D93C8

SHA1L: 24C9BCF5FE299E45559A865982BAFCA53573FA0B

SHA-256: B5454378ECCBA1E209C2202E0BC5CB889F725D36E1E53634D7D6EB34862538C3

SHA-512: EC660CDOCAAFEE66F953A5B02BAD43D7CB0C6C14DA5D4085DCF61C5231DAD7CA20074511BFOBCD60EY46D68146785356B88A4B54FE391784E310873EE115E¢
1

Malicious: false

Reputation: low

Preview:

2021/01/27-11:02:12.076 1b9c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/01/27-11
:02:12.077 1b9c Recovering log #3.2021/01/27-11:02:12.078 1b9c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: modified

Size (bytes): 12288

Entropy (8bit): 1.1531069239325096

Encrypted: false

SSDEEP: 24:TLygJLbXaFpEO5bNmMISHNO6UWHETz3BUOC+gAZOZD/FxbP:TekLLOpEO5J/Kn7Uh3xdVNOZbbP

MDS5: 622994682A631B746C62B5DD2DAA9SEA

SHAL: 880512767EE04F5719C8B93C8DCOF4D304572175

SHA-256: CE56AF09057F58B23F6933ACDCDAOFDA3C5FDAG9A594DA53C1E7D5E82AD5520F

SHA-512: 48DEC01A2E77C13581A0DA233E3BEGAESBEA2BCDBFEAC94ACACIF826D7A15032B6C8880BF44F45BEBOFBDEBB5E784818500885C16A09F5B8292A6721593B8B7
DA

Malicious: false

Reputation: low

Preview:

SQLite format 3.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 12836

Entropy (8bit): 0.9671341119983462

Encrypted: false

SSDEEP: 24:rrcLgAZOZD/1gLbILbXaFpEO5bNmMISHNOBUWF8:rr8NOZ1g5LLOpEO5J/Kn7Uu8
MDS5: F562B1D75008C22CA33CC10A3EAB35DD

SHA1L: F1C8302066787F0FA44B28AE646048B2D6F3D6FB

SHA-256: E5DBBFEB2135F42BCA59646ABF149DE04A132813729D03E6A57AABDF4121D524
SHA-512: 088639E94223BE471C68A47F759EA2FF828BF34F716A2556A94CE74B07117076FEA34BB30COE87484C6D1260B96ECDAE4D237328B31B59486C146549100F32D9
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2681

Entropy (8bit): 4.147297053320382

Encrypted: false

SSDEEP: 48:345+maxigHa/JBz6y36hHikBi3BV2IY40JulDbpAxey3yq+k849y6V:3458HgLpYHjsx84I TyXuy6V

MDS5: 9F68858A80D74613E1A99FA942D229B7

SHA1L: 42886341AC6AC431C5F77D2711F09767EB610B30

SHA-256: 247E4ACCB6A79AC55B814965B1FE9269C76CD887832F371ABF2D43D8F8D8A1828C

SHA-512: 756DB6FB1B6430F287C361A41CFBBEB4659ACAEF033737F231E806D8D8756102EEDCOCF7570F9308D3BE41122DFAB45E9EA82D837EFAA97C4562B99BEGIDES
B2
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Session

Malicious: false
Reputation: low
Preview:
SNSS. it e Loy $...b37ede36_819e_4167_85f1_d62bbb415cch..........oceeveeee. Koottt

5..0.
k8ftr.com/e/am9hbm5hLmthaw0ta2VydGhAaWcuY29t
..http.//lbkbizww.g.fg.s.tg.cs.bkb.izww.g.fqg.s.tg.c.s.
L8 0. £ TP TSP U PR UPTURSPPUPTURIOTOIR: S...http://bkbizwwqfq

&..{524A03AB-861D-4591-9B4E-BDDBIFIDA25A}.....c.uiiuieiiiiiaiieieeiieie e S...http://bkbizwwqfgstgcsbkbizwwgfgstgcs.|
JSPRURURPRN h....... R U U SUO PRSP [o TRUUO« 1001 =IO h....
k.8.f.tr..c.om./.e/am.9.h.b.m5hLmthaWw.0ta2V.y.dGhAaW.cu.Y.29.t

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 8
Entropy (8bit): 1.8112781244591325
Encrypted: false
SSDEEP: 3:3Dtn:3h
MDS5: 0686D6159557E1162D04C44240103333
SHA1L: 053E9DB58E20A67D1E158E407094359BF61D0639
SHA-256: 3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
SHA-512: 884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171ADIC14ED56359A4508B4DES8E794550599AAA261120976C
Malicious: false
Reputation: low
Preview:
SNSS....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 164

Entropy (8bit): 4.391736045892206

Encrypted: false

SSDEEP: 3:FQxIXayz/t2HmwgOEOZL7A04uhFKEURLKYC5Ei5+Gg:qT5z/t2qoEwhXeLKB

MD5: 0A906A9A542CDFO8FF50DAAF1D1ES96E

SHA1L: B97D6274196F40874A368C265799F5FA78C52893

SHA-256: EB9CABBF5FDA1AD535300B0110EAA4068A083248BA928A631C9278545935426D

SHA-512: 8795E905B711ADE6B1C4B402D50AF491B64D157AA738669482DDBFC30E857DF970BFFB774A925F3F4A0802BD27AFAF939CE140894FF09B67FBICOBB83ED4491
A

Malicious: false

Reputation: low

Preview:
f5.. i.wd. ....Sgdaefkejpgkiemlaofpalmlakkmbijdnl.declarative_rules.declarativeContent.onPageChanged.[]..F..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 317

Entropy (8bit): 5.212218308646966

Encrypted: false

SSDEEP: 6:mCryq2PWXp+N23iKKdK8aPrqlFUtpAAAz1ZmwPAAAIRkWOWXp+N23iKKdK8amLJ: TWva5KkL3FUtplAz1/PIAZ5f5KkQJ

MDS5: 470BBFAFE3582F3B283E4AF949933F19

SHA1L: 95715B38E7986652D3478AD4A6A56015A5CE4419

SHA-256: 2DE5CC5F1BEO6EC273DF1F2332BB522004D55059E146CD61133C3F469E912C27

SHA-512: B7018F4A17301991C8EAA5D72A53AEC516C8C59B69679DFDC4ADAB27BFFC230914B7C4B735F9B1D50670578292A9C767EE4989BE3A01IAELCAF2CB6F629D928¢
A

Malicious: false

Reputation: low

Preview:

2021/01/27-11:01:55.058 €94 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/01/27-11
:01:55.060 e94 Recovering log #3.2021/01/27-11:01:55.060 €94 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/000003.
log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

570

1.8784775129881184

false
6:qTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCT:qWWWWWWWWWWWWWWWWWWWWWWWWWWWWW
D4BAOAEOBBOBIFAFF3DA6F35FDBC3C8A

FB3E9DEC7F35A9B1D94E54A5659DDODE484055E7

99DEF1B557F19F04C1AFFC6F247D0451F33FC10EC42E73792223C3215AC98BE6

86FD07C34B9ABD4C52BA19EAE291936F92BC6D38A75C021EDC1DEDBC15617669876180CD99F959C62476D82EC6BBIFSFE4C6CB4D82CB037EFB76D99A4D3D¢
51

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

317

5.237114757327194

false
6:m4M2PWXp+N23iKKAK8NIFUtpOFHZmwPOFVKkwOWXp+N23iKKdK8+eLJ:RMva5KkpFUtpO5/POT5f5Kkagd
B3D266F04857FEA16A72DEFFOE441DC4

B3C045D980F4D73EB207867676DF202A6466B8ED
21D871305D9A180A758130314CACA1178C2702464A0E03EC67466061A316E708
19B8CBE48C9700F4397D5913A8619753C0C14130C6CCFI3A33C51B2545851B5D89845B1D85FEB5E920F4277919265DAD376B33A29C203C7ASE442A7FBDDEOAE!
false

low

2021/01/27-11:01:57.085 864 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/01/27-11
:01:57.086 864 Recovering log #3.2021/01/27-11:01:57.086 864 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/000003.
log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmiedal\1.0.0.5_1\ metadata\comput
ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

17938

6.061511031838911

false
384:ah1Z97TC4hNLFKkQF/4H/v03c93yaM5ZAVGnLMeP3rrBsuzfccHyfXRHOMVEPT:ahlvS2Fk500NM5Zg+YePRgpXRHLVA
58E0F46E53B12F255C9DCFD2FC198362

24E3904DEDO013ED70FFC033CFA4855FBB6C41C19
F82EEF4F80D86F5DEFOF40F91FFB6453E1706CASFD8A7172EDB19C4B17E2F330

1AC83CDFF124E4C0281FBBFCOA919AA177F1524AB85434D82E5A87DDDF7CAC26A761C5E6249566626054C62D6BOF46A51AAC1FGEG4C260F50832AE1DSFOA49]
C

false

low

{"file_hashes":[{"block_hashes":["vyABSKulssLnoQtj8Nqw6CjEthL33alh0QYBLzRg9+E=","DGWrOFQ2mF53Fk3FM5jLCV5sKg1DgRTF750mXhpKaoM=","f8vmSL13IL5/
SEk/UB02z9BTElau+kMnftvxebWILfQ=","g6BagkGM3fYVfhX6pedv+WIhrxb6KJIyrlH8KEd3iQc=","6GdjKPovCi9TAL74Kj/R6GzGC1RVSWChOIMtrG41EIU=","vttVTO0k782
96FZBpoJgEIMMZmATBpKLrC5wréRiPIg=","5dwwmOMAg6GXh2x6hn99MsZgiXJCxgTnwFdiMmcl2/0=","IQFxytI8i5cYLgNLbSnc45XXd/[EluKwO1nAvNh5/WE=","
qETF6aAO0XwVcduPggf/FGrY8I2ALwdIswKxFIWG2JpQ=","+fjs95t/ESSgtcK9SzZ0IcY/aemUr2l/yY107esfjbk=","H+rdm51ql4G0z8YtAibc3/AGYVPKIqT14BbGvmM4/y4=",
"Qz4vtomAqVrAeKlcJ/zbVisyDpFiY +F7tP/FTdoAKwU=","k110zqa69IMO5T4RH/NnBdkCVX91/98Gd7K2dnRuyFyg=","+QrRx4Pz8wbz4efoch1Q2aAQDZbvOr64NMy
j9z0gaaE=","6qg/tcYekY7TN66ZdPx4ALLcteRLQJIqFyOwgclqL6fFU=","djipPPtOAFsToDpKDbadLJLGQIiCzTkN2gsRbzvKijBo=","uHEM1DVxHADroGNWHjmdfpdN
UgtHXDQO0zfTmdqtJgYo=","1C2E0Gz2nqKFG3ghcQEVYiTYI4rTYNnrpsHQY9J7Bfl=","swYZ8T85/4tzx26dfCORKxMiHwnjgJoxtnOMb8Ndcjl=","AuXwavx8SOtkg
FhnRInM4rolw243Ryh2ktLOQZRDLOE=","0G0S5XUkjBtAHtsOX+uQt5MTsf

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\_metadatalc
omputed_hashes.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

23474

6.059847580419268

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\_metadatalc
omputed_hashes.json

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

384:7dNc1NC6IcafusK4H1IGRINKIKIALQWdynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSKIhEw6M1tf7SNyb

6AE2135EA4583C2F06CDEBEA4AE7OFA4L

DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2

03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903
B5945E67D9F73DD1982D687E5C6D9IB5D6B3886C8050363A259755C76ACOF93651F3425FA7C21AA6A13977AC1C8C9322F998F131648CB8909096058D4F0D23312
false

low

{"file_hashes":[{"block_hashes":['DOZdV3jFvk12AM2INDYK03KZrIVRprmJ+sVGWkqqE4Q=","rVEIW3Hu3T52SzDDUqGT5YiJTBGUV2h3pNuBKFIhZ1U=","X/
3fg4KZxgQ1jBr5QGqOF5InflgE27UErd88mrxTexs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1gAKYsX8=","EChCwChQHbHQ70DdGT2qNyiRJ0yck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6 DAtEmUCS5IPFd+EgcbnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVQ
RpMhsNVRkQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDI/WoC1luokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVYmg8pnmACF+2PP4Y=","p/mvIm2wucCl
32Rx3it654MIjKAsMe3S9IDEabc1A8ME=","{8BmPrTh500sBTj2Fer78JE6xG6+kR64Cvu2SWa8d3j/k=","ngSRpGQ3USU2bZIsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","VtBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrfWTUKOPkcsbot7NJ4SCOwWVRV/dVVMuUHALE|8=","20C4HcCuXu3VjFfewnKlznt9u
gqQNaebcuWpm/mwj69U=","aMUIpuFgPMiieSaWhlktCK62v2P30ZQAWupWsYzCnvk=","L

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Favicons

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

16384

1.810032082410456

false
48:yBmw6fUXcWL3BV21Y4XQuURyYDtj|190R4dGncW/3BV21Y4w7+pl:yBCMDx84XQKyh090B3x84w7+pl
BO1EDB223F72B9FCCE9A5F8B53CAE802

2A197F82430C6B8D4A523DE5S1102658CB74544DD
4DA553A493F3CCB467F0A1B93600A9EBACDC8BDDOD7D250E4FDAOB56AEB3B72D
1349EB781DE3C0B3066375AE082748E4D109096C48468A1D8E16FB8C32DC5DBD79F2EDCDASE741A9463574CBEC5524F604AE9162821FF30981FAC0181593E23
false

low

SQLite FOrmat 3......@ .oveeeeeeeeee e Coveed (o R Lo T T TSROSO S TP PRSPPI

....................................................................................................................................................................... s...;+...indexfavicon_bitmaps_icon_idfavico

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Favicons-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

16972

0.7748039149858267

false

24:v8yyLiXxh0GY/ILrWR1PmMCx9fZjsBX+T6Uwf3n:v8ydBmw6fUQ3n
23F1E034AFF720E5E78E52D2E21854E7
40409202CC14BAC752A8C8E04F656F1A8589A3D6
FBFOB5E6A90DB1C3EAE130ECC1EID6C083FA2F669DEE93BC38A58F00FD018A3D

8238656C3FE6298CCBEEDB380423ED69E0056B5366D87A5883DB02779F73F03AC4F2E6E2E772DA527EE64D8D302FB634328E1C1F61E84FDC8CEAEDG5A398E4!
4

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

19

1.8784775129881184

false

3:FQxIX:qT

0407B455F23E3655661BA46A574CFCA4
855CB7CC8EAC30458B4207614D046CBO9EE3A591
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

SHA-256: AB5C71347D95F319781DF230012713C7819AC0D69373E8C9A7302CAE3F9A04B7
SHA-512: 3020F7C87DC5201589FA43E03B1591EDSBEB64523B37EB3736557F3AB7D654980FB42284115A69D91DE44204CEFAB751B60466COEF677608467DE43D41BFB939
Malicious: false
Reputation: low
Preview:
FB

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.209567102133011

Encrypted: false

SSDEEP: 6:mBhQy3+q2PWXp+N23iKKdK25+Xgx8chl+IFUtp+hQsZmwP+hQXVkwOWXp+N23iKG:Or+vas5KKTXfchI3FUtp+5/P+CV5{5KkI
MDS5: 7FBOD9E5S2295F26BE482377A45126DDC

SHA1L: AB53EBC4315E1885CD6D0F246BOEA4B26719D706

SHA-256: 386009E30E75784COADB3D39C1A94F82FA2D58D16ACEAAF7D423DEF805217A78

SHA-512: BC38FF39B52924A1FFB6712B12F34FDAFC45576E8CBASF28EBCC536974796EFDCCF181FBI9F727848460E9F9C29C4C0701E3929766379586F4E296D621522D390
Malicious: false

Reputation: low

Preview:

2021/01/27-11:02:12.050 1b9c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/01/27-11:02:12.052 1h9c Recovering log #3.2021/01/27-11:02:12.053 1b9c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 358

Entropy (8bit): 5.212142831896276

Encrypted: false

SSDEEP: 6:mBhsi+q2PWXp+N23iKKdK25+XuolFUtp+h2ZZmwP+h2NVkwOWXp+N23iKKdK25+Z:0d+va5KkTXYFUtp+g/P+QV5f5KkTXHJ
MDS5: 65EFACE4B837AE44DCA7D6F43888C947

SHA1L: E4DEB3A2F8E2D75F1F8F74AC63A830EB6COBD25C

SHA-256: 6111477CA7F73688AB811FE878ECF1D10155521F05FEF6223EE21A4A6645AE8B

SHA-512: B62537E218A306ABIDDE6GOOE815D1237B932090E9476B09E29240A9276CB94183E1E54D7B1E1896A0C8BBA226BD56078DA8F839D58C6F2910CD0O6F71AA861048
Malicious: false

Reputation: low

Preview:

2021/01/27-11:02:12.045 1b9c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/01/27-11:02:12.046 1b9c Recovering log #3.2021/01/27-11:02:12.046 1b9c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 330

Entropy (8bit): 5.1906803283778995

Encrypted: false

SSDEEP: 6:m6ADM+q2PWXp+N23iKKdKWT5g11dglFUtpHzAgZmwPHzADMVkwOWXp+N23iKKdKn:zcM+va5Kkg5gSRFUtpHzJ/PHzcMV5f5N

MDS5: 5D5753C5E97CB179610290E56F916257

SHA1L: CF7D6E1A925DBAEB9BA33716A410C5C3EAT98E25

SHA-256: 14AD0527F7697D3264B4BE6A2015B7932D2FBF01C043A719FFDC2C85E024E683

SHA-512: EB599F3422187C84A486D437F10EDBAAB3BOBOE208C9496C97A0C646C441E044FE50AADBADDF1DAES7C3570BEC3C391D27502C008B34F0E782AF3AE3A3B44E
7C

Malicious: false

Reputation: low

Preview:

2021/01/27-11:02:11.508 178c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Defaul\GCM Store\Encryption/MANIFEST-000001.2021/01
/27-11:02:11.733 178c Recovering log #3.2021/01/27-11:02:11.733 178c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: SQLite 3.x database, last written using SQLite version 3032001
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

dropped

32768

0.6434024967377274

false

48:TIcWR2zf3BV21Y4MOyog+9RpO3BV2IY4KcWoY 78:torx84pNRI70x84K/78
B4E25B61406C2BD26EBF6CEFB24511DE
A0844B6DE9ESE188EE4A39481C899594C3B29330
19E8E1CBB086B0862446CFCEEEOA7711A1913E962541980C6517414E4FFF99A4

80E7E948EA211864B78DA405D956B255E6DCC16313BDF4D5FECOC1F7C5109A5F88D58484B71516C6AE8A19A5216E51FSC6E4EC11ACBES21ED4F623D62DA723
1

false

low

SQLite format 3.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2902

6.162225623774973

false

48:h188z8CYC87mk2tUY Iv70LVMQZwW3KBIOHOIgcWhI63BV2IY4sIfP1k90icD:hL83mJIUdwLVMQZw3KLHOdJ/x84sgP90B
8B1DA4F28896569750036C74C38CDD83

3872B19FDB99F9E6D97980595EBFB6C11251872C
83649AD64DC1B29B5FFI0950E6E74438E62A2D24FD16402C9B12616D809020B4

5890B9BDOFE304AAG35228A98A87ECCF3E8C4E69831D418E9A20821AA1A41BEOBSDEDEGCB861252DC41EF6714904EFFAGA8741EBD2B3BD56B3763C5B66B883
E9

false

low

................ ac...cou..nt..com..docushareportal657..https..ig..i..n..joanna..kaim..kerth..mydocushare..0365..s.ig..n..to..xyz..y..ou..r..email..proceed. am9hbm5himtha
wOta2vydghaawcuy?29t..data..home.nmtyxmtcOmtcymtc4mmilowmlyjgzm2zhndhjmwyd4yjidmgrhyzk4ymewzwe4mmu5n2iSmggzndmwndixnjdimzm5mzkwzdczm
mmwzdbiyzkymg.nmtyxmtcOmtcymwexzte4ogy1ztfintaOzjvin2nkmdrhnzdhodlhmwy1nzrkzde3oge5o0guyzgzhmtflmdgzztjjymfimzyzmjm3njnhotc5ma..bkbizwwgfgstg
csbkbizwwqfgstgces..e..http..Ik8ftr*. docushareportal6é
57......e.....emalil ..
mmu5n2i5mggzndmwndixnjdimzm5mzkwzdczmmmuwzdbiyzkymg...r.nmtyxmtcOmtcymwexzte4ogyl1ztfintaOzjvin2nkmdrhnzdhodlhmwy1nzrkzde3oge5oguyzgzhmtfimdgz
ztjjymfjmzyzmjm3njnhotc5ma......mydocushare...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

33356

0.04761656801783401

false
3:d3lu/fllpNIIGHIUNIIZtFIGHIttFIIPMRgSWbNFI/I/4ItNINIOIZTPIG: djk6 Ag9bNFIWCj/IKnwKI3n
7F99274944AD9EDOF5403620F807F427
91A73C8426E35D03A008ED4419606E2C90D7CD30
5FDB225B1DD177DDDBB5AC10C620C738A49B0267C27A584A6C10BD2D5B071E7B
0BD368B2F4EE416A01888A85C55C575D601CC4EDDD575DB5F09E35A7F60C3C67B5DA1926331219694B012B73310C09A13C2E1D6272656F4AAFAEOAC58A41665
false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

2955

5.457843963459808

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

48:1ZxGS11a7tMz8dbOWNWbQSefgGONrSOU9RdIN91s:IbPa7tMAdbOWNWbQ5fgGOrS0Obs
42702D68629959033A1FFD4BB42D29CE
F9812EF32CE4403EBBCOAEB539003032734EF817
0A0233FF45858F5F162401EA9FDEOAB4926BD5CCF5CFD27906CC6091A08DF9BC

608B0B48BB893DE878410A888B7345E155CDOC16E06ABIDFA45567AEEC19317AFECE28610F62048E1765EC11A85C86A19519C20F716E5DD15E51B8ED7EB7B4F
F

false

low

1> X 8META:chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm............ Y_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.HangoutS
inkDiscoveryService;.{"cache"{"sinks":{},"g":{},"h":null},"manualHangouts":{}}.a_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.ldGenerator.cast.
RequestldGenerator..560277000.H_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.LogManager...['[2021-01-27 11:02:13.01][INFO][mr.Init] MR
instance ID: 8d8df070-b879-46d1-99c1-e0f0581a7a35\n","[2021-01-27 11:02:13.01][INFO][mr.Init] Native Cast MRP is disabled.\n","[2021-01-27 11:02:13.01][INFO][m
r.Init] Native Mirroring Service is enabled.\n","[2021-01-27 11:02:13.01][INFO][mr.PersistentDataManager] removeTemporary_: 163 chars used\n","[2021-01-27 11:02
:13.01][INFO][mr.PersistentDataManager] initialize: 163 chars used, 67 other chars\n","[2021-01-27 11:02:13.02][INFO][mr.CastProvider] Query enabled: true\n","[2021-
01-27 11:02:13.02][INFO][mr.CloudProvider]

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storagel\leveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

329

5.247302305395246

false
6:mjOq2PWXp+N23iKKdK8a2jMGIFUtpRHZZmwPTTPkwOWXp+N23iKKdK8a2jMmLJ:xva5Kk8EFUtp7/PTT5f5Kk8bJ
5209249BCFFA9DBI9D0OF2C08615054755

9748517F0D78DCEF7620AA4D32A059804A067CD0O
2F9BCC7AB776B1F2712E5EAA3C3B106181D6BDF604C68938EF8F537F91FA593B
F198C972B0B5D56DCE77FAFABD7DA894F3869A95557A4B39770B96FOE6A35E96B6100F433BOE3105B01A766CB552D40D222CCBD116692039F0384709EA58483C
false

low

2021/01/27-11:01:54.892 864 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/01/27-
11:01:54.895 864 Recovering log #3.2021/01/27-11:01:54.897 864 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\lev
eldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.160457238881649

false
6:m1Vg2PWXp+N23iKKdKgXz4rRIFUtpXgZmwPXIkwOWXp+N23iKKdKgXz4q8LJ:WVva5KkgXiuFUtpXg/PXI5f5KkgX2J
A322FCCD8DE6A681589B7BB755722AD1

735F34ABB0783A4A0CCABCEAC73095EC19F551CB
AB4298634A51EB4EF7A127C9DF6B4F005C3547F48CA2518D78AEF79D0321431D

512D1CFDAD8863D58DE5S5C4543323BA205AF014ADAF83D6E7F45B92D640C958FD8ASAA49F2B88C87F4624FBB3E9DS5C07BD203B5BIFFC12459FBD4952FEO53F
1

false

low

2021/01/27-11:01:55.078 12e0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/
01/27-11:01:55.079 12e0 Recovering log #3.2021/01/27-11:01:55.079 12e0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Noti
fications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

114

1.9837406708828553

false

1B4FA89099996 CE3C9E5A0A9768230E8
9026E1E0906E3B3FEOE414EE814CC5A042807A04
537818AAFD0902A8B2D58B483674391E33E762B5E1E8CD226D873098CCE9C8F9
4279C9380ACC5AB329EC6BCDALOCCF0A7437CEF63845B63E741CE517042CFEB3340D2D362DD6BIE039BF55E61F484CCF72B8FD8477D1D0292E0B879CB9494€
B
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log

Malicious: false
Reputation: low
Preview:
&f v &f v &f v &f i &f i &f v

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 317

Entropy (8bit): 5.167060282654658

Encrypted: false

SSDEEP: 6:MRjyq2PWXp+N23iKKdKrQMxIFUtpWv1ZmwPWE1RkwOWXp+N23iKKdKrQMFLJ:GOva5KkCFUtpWv1/PWED55KktJ
MDS5: 8696B3955CF67DBI9F6237755DE43EFC4

SHA1L: 913DD5A6BDDDF082EAC5680852E8C4D6A78BE034

SHA-256: E2187F325B721BBCFOCB856F51F89BFAC1C1451409D0F79333B82716E3DE99E6

SHA-512: 967958A36BEBOF5B1CC794290FB2397DBC9A4389196696BCAEF865F2532F5A2B8A4222C3EEE6C0D735286B934644F3713B803A633574715764734E3BA3A45952
Malicious: false

Reputation: low

Preview:

2021/01/27-11:01:54.991 e94 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/01/27-11
:01:54.993 e94 Recovering log #3.2021/01/27-11:01:54.994 €94 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Stora
ge/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 345

Entropy (8bit): 5.186369638881622

Encrypted: false

SSDEEP: 6:mffQL+q2PWXp+N23iKKdK7Uh2ghZIFUtpYEG1ZmwPYnoXAQLVkwOWXp+N23iKKdb:6va5KklIhHh2FUtpl1/P9XD5f5KkIhHLJI

MDS5: BE9043342EECE6C069719014D41B7174

SHA1L: DI9D8FB421DAF6319AAE48BFCDED2528362046E8D

SHA-256: F45009F4309D2C757722A05CC55988CBEBEC22045403AEDEO9AEBBAEAEA980D7

SHA-512: E4831EC19FA044F9FEA87B81CC654AC06FA758DDAA76913BB01ESSBAE2ACF516EABAAOCEN442B3DB29F21207F9BE136503746E7B7CA992D93E7AESAG6612FA
DE

Malicious: false

Reputation: low

Preview:

2021/01/27-11:01:54.762 6¢8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-000001
.2021/01/27-11:01:54.770 6c8 Recovering log #3.2021/01/27-11:01:54.771 6c8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Char
acteristics Database/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\5920a891-a4d7-4969-ac23-7026941
eaf9f.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQIsDHF4xj70PpgQESDHF4R8HLI2AVQBR70S7PMVKJIW1K3Ky:YHO8sdBsB6MASBdLIlyH7E4f3K33y
MDS5: C401B619D9DSEOADABC25A47EE49CFBA

SHA1L: C9D3B816DD3FBCDI8EICOA32CEC7B501EFCOBBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESEDBE6DAB3CB82F

SHA-512: BC12F16CB95CBOAD708C6BBDO05SEF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862
Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"}{"adve

rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAGICA+P////8B":"AG"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

296

0.19535324365485862

false

3:8E:8

C4DFOFB10C4332150B2C336396CE1B66

780A76E101DE3DE2E68D23E64AB1A44DA7AT73207

18FAB4D13CDA7E1DEE12DC091019A110A7304B6A65FCOALF3E6173046BA38EF6
51F0B463E97063A2357285D684FF159FDF6099E57C46F13C83E9D3F09D7A7CF03C1BA684BCCF36232FC50834F95953C3C68675C7B05ABAF84DEF1C566A5F3F5E

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storagel\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storagelleveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

427

5.234895576651389

false
6:myyq2PWXp+N23iKKdKusNpV/2jMGIFUtpulZmwP4RkwOWXp+N23iKKdKusNpV/23:Uva5KkFFUtpul/PA5f5KkOJ
AAB18C761D52DCC1379F5FO06EBDES38E

ODEB57EA2D7D6D8C1E75570F4F9A2BBC7D50A4E8
F99DAG06EE4E8FF774E167C47DCAF496F059928A94040DF9339B289DCAE19472

CB9CES50B008875F2801BD78163CB0D960D607FE944C96A56FBEES149FA71B79FCOEE19ADA4D270C6656CBFCDAF20256F0C52C6F66FD34364EB3B5DCF06742BL
E4

false

low

2021/01/27-11:01:55.030 €94 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Local Storage\leveldb/MANIFEST-000001.2021/01/27-11:01:55.031 €94 Recovering log #3.2021/01/27-11:01:55.031 €94 Reusing old log C:\Users\user\AppD
ata\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

429

5.288653907561449

false
6:mKjyq2PWXp+N23iKKdKusNpgz4rRIFUtpUc/1ZmwPbS1RkwOWXp+N23iKKdKusN9:gva5KkmiuFUtpUc/1/POD5f5Kkm2J
468633F13E4735C44BD9B6F4C311B8D3

B5F67D3282C10AF21D95ED5EBC75A44DC65D52C1
937CEB131E945B2C0D3669EB2F1F65F91FDFBB28A1F1ADABS575B431F66B8B66

917C6DBD9EAOFA878395314A52E90CAODCA9523CA4DAGIEA703CI6FFAS8F5ADC7319BC14E3C0194BBAAOBEF02964830E14E06D949CE2428AFE9OA30ECI8EE(
10

false

low

2021/01/27-11:01:55.081 €94 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Platform Notifications/MANIFEST-000001.2021/01/27-11:01:55.083 €94 Recovering log #3.2021/01/27-11:01:55.084 €94 Reusing old log C:\Users\user\AppData\Local
\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiSession Storage\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

19

1.9837406708828553

false

3:51:51

E556F26DF3E95C19DBAECA8F5DF0C341
247A89F0557FC3666B5173833DB198B188F3AA2E
BOA7B19404285905663876774A2176939A6ED75EF3904E44283A125824BDOBF3
055BC4AB12FEEDF3245EAAF0A0109036909C44E3B69916F8A01E6C8459785317FE75CA6B28F8B339316FC2310D3E5392CD15DBDBOF84016667F304D377444E2E

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiSession Storage\000003.log
Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defl\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 415

Entropy (8bit): 5.2498548076038

Encrypted: false

SSDEEP: 6:mg+1g2PWXp+N23iKKdKusNpZQMxIFUtp5IZmwP5QkwOWXp+N23iKKdKusNpZQMFd:klvaSKkMFUtpG/P65f5KKTJ
MDS5: 45C8436D4921B3D94A0F879E559C1424

SHA1L: BC43D5B713DDAE98BA18D7557F0364B7770C6EBD

SHA-256: 18F15F1698E61B01DF10B9A1254B977A44CA056376BF7052D0E6A388BFB52150

SHA-512: 4A0F8DF5727ACD3A479F29C375BD93CE3A481C2DEC10F9F6A2ECFFA70E249915C2FDF69261D375B09298D8DF083A18DBB13C897E9C65E1F385C7120C932E80
Malicious: false

Reputation: low

Preview:

2021/01/27-11:02:11.229 864 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Session Storage/MANIFEST-000001.2021/01/27-11:02:11.230 864 Recovering log #3.2021/01/27-11:02:11.230 864 Reusing old log C:\Users\user\AppData\Lo
cal\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\71a93ce5-c5db-43e1-9b45-
27c90a52ea2b.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBdLIlyH7E4f3K33y:Y XsdvjX6gjXdL3yH7n/iy

MDS5: FAFEFEEEC722772F9DCOFCE1B52D79B5

SHA1L: 00OEECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0
SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6ABFE6D049CB6D32F2B091153E8148A1B5857BD7AF13492071BE
Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}{"adve
rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P///[8B":"AG"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 296

Entropy (8bit): 0.19535324365485862

Encrypted: false

SSDEEP: 3:8E:8

MDS5: C4DFOFB10C4332150B2C336396CE1B66

SHA1L: 780A76E101DE3DE2E68D23E64AB1A44DA7AT73207

SHA-256: 18FAB4D13CDA7E1DEE12DC091019A110A7304B6A65FCOALF3E6173046BA38EF6
SHA-512: 51F0B463E97063A2357285D684FF159FDF6099E57C46F13C83E9D3F09D7A7CF03C1BA684BCCF36232FC50834F95953C3C68675C7B05ABAF84DEF1C566A5F3F5E
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defiLocal Storage\leveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit):  5.1047640813978425
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defiLocal Storage\leveldb\LOG

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

12:ZVva5KkkGHArBFUtp1Sg/P1SI5f5KkkGHAryJ:Z5a5KkkGgPgiDSf5KkkGga

958535600210B4335F59496719F7A52F

3FB171E5FED2C486879FDF8C0700C755789703E3

8FB4A4E1F2BF306D4F2EBBF59A58CE4E6C7794364BB3304F96EADIC25C8EO0LIAF
5DAAO3AE7B2C4D5B9D61D7A0423E66154871383AECF209E8BB1EDISEB12F2695EA815D0BD8FB1EFDF35E083104831B97A65E751225AC23B9E2E41068429062B
false

low

2021/01/27-11:02:11.616 12e0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Local Storage\leveldb/MANIFEST-000001.2021/01/27-11:02:11.617 12e0 Recovering log #3.2021/01/27-11:02:11.617 12e0 Reusing old log C:\Users\usen\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\defi\Local Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiPlatform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

432

5.18525524163612

false

12:iva5KkkGHArqiuFUtpd+/PP5f5KkkGHArq2J:0a5KkkGgCg4af5KkkGg7
D4E34E24330CCD566DC58809CB544A60
E5A40A0D149136974320C9392408FC286B0499A6
FESE6D64795C11217BOAC63C7E699AF40AF5C33B164A9143BA739A6F9D73997B

3FB7B8B6DE843D29152DEADS94EC711680EADSE7C14DA89A0BC7418932738D58D2E4A191DFD7C331F58709AE7D1D61FA481E5992C3443B7B8C44CAC558543E
4

false

low

2021/01/27-11:02:11.676 1778 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2021/01/27-11:02:11.677 1778 Recovering log #3.2021/01/27-11:02:11.678 1778 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

19

1.9837406708828553

false

3:51:51

E556F26DF3E95C19DBAECA8F5DF0C341
247A89F0557FC3666B5173833DB198B188F3AA2E
BOA7B19404285905663876774A2176939A6ED75EF3904E44283A125824BDOBF3
055BC4AB12FEEDF3245EAAF0A0109036909C44E3B69916F8A01E6C8459785317FE75CA6B28F8B339316FC2310D3E5392CD15DBDBOF84016667F304D377444E2E

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

418

5.14624571216414

false

12:hVva5KkkGHArAFUtprFtg/PritI5Sf5SKkkGHArfJ: 7a5KkkGgkgnGAf5KkkGgV
164D6FB7558FF9119B3B2F319DCF3DCC
68D067127556F5A7699DF24285E3FFBFAC7D7803
5FE921E59BA9A69242278B0382EF6352359FADC2491390B10C12EA7E993E9E06

BO1D51EEC8A7F55A7DD5925E7CBC58C24F5DE1F3AOFE1IBESF158F26B51DABF43F1F8AE700376E79D27E787226BDF515F7C71C38109F2BOF883C3ABSEBC1694
4

false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\LOG

Preview:

2021/01/27-11:02:27.009 16d4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2021/01/27-11:02:27.010 16d4 Recovering log #3.2021/01/27-11:02:27.010 16d4 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

38

1.9837406708828553

false

3:sgGg:st

45A8ECA4E5C4A6B1395080C1B728B6C9
8A97BBOE599775D9A10COFC53C4EDB29AA4CEBAE
DB320AB28DFF27CDAOA7F87B82F2F8E61B3178A6DE8503753D76F1172D32E08E

8EE91A3A1E77459273553F6A776C423A8EE95DBODCFA897771814B7AD13FD84F06BB2B859F22B6DDA384B39EAA91F1819F170BABEDG6DA16BDBCF5BCBO6CF2!
24

LFe Fo

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

324

5.216304836685733

false

6:mfL+q2PWXp+N23iKKdKpIFUtpYIQ5ZmwP YtNVKkwOWXp+N23iKKdKa/WLJ:Hva5KkmFUtpek/PS5f5KkauJd
2CD0818D4A608EC1DID6A7A25A473CTE

ACO0509E4EB3231F1892DCEE1C236408A5E2416B9
25723AFBFFC84DEE3B580F3CECDE255CC4C7B08E2B6B443F9E4984FDB54B762F

A2ADAOFDA1B6431DE78BFB568DD732C08F4FDD4EC3A750615B34810BF53858B1A4957BBEAD95A402A2B4E01A2DDBE98145E5A8AEA7520C9FB24EA72E9A629
13A

false

low

2021/01/27-11:01:54.770 1778 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/01/27-
11:01:54.773 1778 Recovering log #3.2021/01/27-11:01:54.774 1778 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/
000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

402

5.326831027186087

false

12:0nVva5KkkOrsFUtp+ug/P+VI5f5KkkOrzJ:05a5Kk+g4CIf5Kkn
B2E5BD09E513D1617B52E7ACA6414E93
8E0178F558A7TECABA3404BD7AACOF77AB7EA7FEG
886FA7DA8C8F30F315DDD0O6EC1F7129C9E17AEBDE711CDAABDCDD1E91176F653

8411215581CC2D35108E4BBEDB51049ED75C3BB5C9FA973A88C5FABAABA4218445C83EAABECS5ACO8ACT73B4C19491F8E15C3636FE1781B891ADESB490085A62
E

false

low

2021/01/27-11:02:12.994 16d4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmb
meomcjbeemfm/MANIFEST-000001.2021/01/27-11:02:12.995 16d4 Recovering log #3.2021/01/27-11:02:12.996 16d4 Reusing old log C:\Users\user\AppData\Local\G
oogle\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Visited Links

Process:
File Type:
Category:
Size (bytes):

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

48
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Visited Links

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

4.605388542207535

false

3:DObIOIdFDBOZbX:DObUIdFDBOZbX

8264FFDDC9E008AA08F440F5B780A995
6FB31093DE358AD9FCFAFB7B14DCD57DF71F85E3
9836FBCB92A32E18FB3C05FB5359DDEE9F0096688AD13CB969FF70DC637E9F5E

BBFA2A9068FC0771F799ECF284D3AAESEC2EA97309EO0DOFODIOB8B155DEA7C420D5D2F811C92D250BCB6C73E58F2CC3BC1FF7489911F17B305C08046E2DE19/
83

0 nt>l

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Rv:1gIFJ

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABD9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0!
89

false

low

MANIFEST-000004.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

139

4.4204023051400565

false
3:tUKTACURAAEAGZmwv3VACTIuSs0V8sVACTIuSsOWGv:mbcURAWAgGZmwPWcJuSsOVvWeJuSsO0tvy
B00019599DAC691D25E3BFB5C145D85E

892811DED301A6FFC703D9B535601802F9EE1CA4
AB808D865486304E260D2AB91D4A10FA61D7E52FC004410C165F2EEOFB3473C02
4902B77E2ED78CA7787CDABIDA32071C2D769764AA152E1FC33C533FC56D6D2B45639E8E326A5C1A466F3F64B56E1AD10909B1D5DEOSEA4E1DOE336598326C]
false

low

2021/01/27-11:02:07.914 178c Recovering log #3.2021/01/27-11:02:07.961 178c Delete type=0 #3.2021/01/27-11:02:07.961 178c Delete type=3 #2.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\MANIFEST-000004

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

MPEG-4 LOAS

dropped

50

5.028758439731456

false

3:Ukk/vxQRDKIVmt+8jzn:007t8n

031D6D1E28FE41A9BDCBD8A21DA92DF1
38CEE81CB035A60A23D6E045E5D72116F2A58683
B51BC53F3C43A5B800A723623C4E56A836367D6E2787C57D71184DF5D24151DA

E994CD3A8EE3E3CF6304C33DF5B7D6CC8207E0C08D568925AFA9D46D42F6F1A5BDD7261FOFD1FCDFADF1A173EFAE1S59EE1IDES125E54EFEE488A1220CE8SAF
04

false

low

Vi leveldb.BytewiseComparator.. #...........
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\fob9ae81-c85c-4916-8e56-5dc5afc3e42f.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16763

5.578114711794002

false

384:iDot/LILdXfLkXgKf/pUZNCgVLH2HfDNrUUuZi4LU: 1LIFf1kXqKf/pUZNCgVLH2HfLrUvZi/
F36B93A1359B0EB265FD1A4DAA718303
3BEFEE5SEADCB001ED32BB24E69FF6DDEBB6FFA27
5F40A436C60ACF13BD8BEEO8DB208CC5591EDB7C04A14D2046D4503F1846E3F9
99064D3B30D6FE281C1091E50118D352421231DCA48E89A04B2307E346B1F6CADCA38CBB4527482C2CBB36729CD8C1F48376C60CE76352B9C18971D1887E810,
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13256247714768912","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

338

5.146206988153457

false
6:mBgVq2PWXp+N23iKKdKfrzAdIFUtp+ZgZmwP+ZIkwOWXp+N23iKKdKfrzILJ:OgVva5Kk9FUtp+Zg/P+ZI5f5Kk2J
FBABA2E88B99CEF24E181052B482761E

4FE85EFB9B2DA72D23CFA58CEOA890D7261849B1
911464154D2480A68B84F967CAD11AA4DOASDCFEC0337E290E662A65A177865B
86874700758FD2087EE129AD8902588DD59B16813D8E1E3EC8E9073339260EFO01EFCOEFCB733E217DE609FB18959ADCOADA274DE918C16C834783B1A5ED377F
false

low

2021/01/27-11:02:12.180 16d4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata/MANIFEST-000001.202
1/01/27-11:02:12.181 16d4 Recovering log #3.2021/01/27-11:02:12.181 16d4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_prot
o_db\metadata/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User DatalLast Browser

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

106

3.138546519832722

false

3:tblolIrI51dQxI7aXVdJiG6RORIALtbdIrnQxZaHIGiOR6!
DE9EFOC5BCCO012A3A1131988DEE272D8
FA9CCBDC969AC9E1474FCE773234B28D50951CD8
3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

CEA946EBEADFEGBEGSE33EDFF6C68953A84EC2E2410884E12F406CAC1EGC8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3DICDF1A827AB6FF5605DA3691
724

false

low

C..\.P.r.o.gram. .Filess\G.o.0.gle\Chromel\Ap.p.licatio.n\chrom.e..ex.e.

C:\Users\luser\AppData\Local\Google\Chrome\User DatalLast Version

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with no line terminators
dropped
13
2.8150724101159437
false
3:Yx7:4
C422F72BA41F662A919EDOB70E5C3289
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C:\Users\luser\AppData\Local\Google\Chrome\User DatalLast Version

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632

02E71EB4C587FEB7EEO0CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59
86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC4!
false

low

85.0.4183.121

C:\Users\luser\AppData\Local\Google\Chrome\User Data\b4fcaf44-6683-4ee3-a654-1f81e2525e5a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

163493

6.08130710906914

false
3072:7ZBf2w0rBIQ96umxmsP6tttYVj4Un8FcbXaflBOU1GOJImA3iuRx:dgllAumJe8UgaqfllUO0SiuRx
333E17FB526BBFCEFB72984163E290D1

EE62DAA26CD24A9FE4863B810DB699603D911E72
641735AA271612DA72D33D8CDE77EDC268D66327A364D59E0D94FDD56E461D70
94AF264F82AD079BEB77407DF5DE880DA1E10D212C3088623FB680912675C82BB01306545656E9D7CADBAA2C6A4DF105688A14BE131F32B677C439987820EBAT
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.611774117874456e+12,"network":1.61174172e+12,"ticks":98904365.0,"uncertainty":4831919.0}},"os_crypt":{"encrypted_key":"RFBB
UEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWK1t94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVdUYrYiwg8iJkppNr2
ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAgjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78 mXMAAAABO450d5v4BxiFP4bdRY JiDXNn4W2fxY qQj2xfYeAnS1vCL4IXAsdfl
jw4oXIE4R7I0AAAABIt36FqChftM9Ib7EtaPwI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_manager":{"os_p
assword_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"displa

C:\Users\luser\AppData\Local\Google\Chrome\User Data\d1b9b9b1-bc9b-4e8e-8adb-ffafof413a3e.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92724

3.7514853105932104

false
384:DvCBF7kKXHgNMNVrmvZD3a9vWH3uGGJIre3dVxanb3ar4VmQLOTddtKObTINY11Mn:aepF+7CqceHFXH4/rKbKFbxIX
9E3C30C6985E6264B93D7E3386AFDB2C

79F72C25DD10212A60C32A1C7ECIBE1682F32365
A157F6DBAE4BBF387386543AF216F77AD0820D0E6F64DC1424243D3AEB726FF9

1AE7A492AE849A19D2DFD07589743811A38D6426D4A3E3E4C692D9EBF98235AES5B74BDE160EC31ABDA634D3FB87BCFAB7B6A0103D4ES1BFDO6FB22E52770A/
CF

false

low

....g.r.o.ov.eex..dll..Micro.s.oft .Offic.e..2.0.1.6..*..M.i.cr.o.s.0.f.t. .O.n.e.D.riv.e. for. .B.us.in.ess. .Exte.nsions...16..0.47.11.1.0

.C..\\P.R.O.G.RA~1\M.I.C.R.O.S.~.1\0ffic.e.l.6\G.RO.O.V.EEX.D.L.L...Micro.s.o.ft .C.or.p.ora.tio.n../8D..C.:\P.ro.g.ram. .F.iles\C.0o
.m.m.o.n. .F.ile.s\M..cr.o.s.oft .S.h.ared\O.F.FICE.16\ms.0shext.dl.@...U/..%.comm.o.n.p.ro.g.ramfiles.%.\micro.s.o.ft .share.d\o.f
fic.e.l6.\...ms.oshext.dll..M.icros.oft O.ffice.)..Micros.o.ft Office. .Shell Extens.ion. Handlers....16..0..4.26.6..1.0.0.1....D..C
.\.P.ro.g.ram.

C:\Users\user\AppData\Local\Temp\0da42cc6-128b-4ba3-9ele-04c3e2e639d8.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:L:L

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8C727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDDSCAE7CEO3BBF1E94E93613A00F2¢
F21

false

low
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C:\Users\user\AppData\Local\Temp\0da42cc6-128b-4ba3-9ele-04c3e2e639d8.tmp

Preview:

C:\Users\user\AppData\Local\Temp\59e48edb-4a38-4908-bb87-233755¢51147.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 300953

Entropy (8bit):  7.973503294353402

Encrypted: false

SSDEEP: 6144:0sb1v/4nxPbgqBbWbFsw+wh3bC5NFv++S/hup0XcaxInJ9:71/4nxPZbOFsw+y3d+S6WnX

MD5: 1FEBEOAEB768437A23CEEAE6053E5822

SHA1L: 5529A275644B729009E22035F6125879450F4ABB

SHA-256: 25A2F515CEC98CF2ACF11B34C59723D76820A4B5734E223D7EBEAS5E5A851468

SHA-512: 45C8EEC35301495EBI9DCE36B32F1CA2E9A7B167CAB52D3E026E2617134067C38CCE1463DEC18C1657A6984FBB8F342336E29E8BF6280C0533CB67CA5681232C

Malicious: false

Reputation: low

Preview:
Cr24......c..... 0.."0..* H.oo O \7c.<....... Fto.8.2'5..9k...%....2...C.F.9.#4..e.xQ....... [..L]..3>u T 7. (yM.L?2V.<?. . la..07d.....A.H...MpB..T.m..Vn Ip..>k.|1..n.
<Fb..f.*Q1.....5..2.{*6....Pp....0bM..1......b1......(UN'Z.....V.F.W.X4."*eu...b.............. L.18.Y.~.%...~._.....O\.p,..eY.0=.l.+.S0ZA7...:.G..VZ<..d...MN.....T.{1\.T..P,

E.gUW.-s7:T.C_...(i..IlU.).M=yF<..".....F..@)..IK.. b.4.0.mC"...N.*@OtT...".&|.8.M .0..0..%H 0......).".b. S\
C1k.$W..$.J...+#MLHZ.n U.DN.|b.l...{ K@]6.LIP/... ](A........... e..;.<LQO{ ...=m.V.#...aNL......%...p.@.4....Q.Fw...dUoCq....R
"ct.).s#.(/.D..C..4..RKEW....[0Y0..* H.=...* H.=... B.............. r..2.4Y.1.k.bRj5SI.8....H.-.".Q.{..HOF.l..L.\j.1.d....==V....-

C:\Users\luser\AppData\Local\Temp\7d28b7c8-f361-4c2a-88be-b95ba2757ac5.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:LiL

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1L: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F28
F21

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Temp\ef369371-97ee-430a-90eb-cbal28e4b063.tmp E

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 768843

Entropy (8bit):  7.992932603402907

Encrypted: true

SSDEEP: 12288:cK2ED9wWjXNC1Gse83ru82/u0eKhgxuPFrDXgtbhPz54Pm1D0fBmfH1sBrJ9mTiDga:cK2ED9148seur0/uZKCuPNbgtbz6mlob

MD5: A11D5CAF6BF849AEB84B0C95B1C3B7CF

SHA1L: 27F410CCBD75852C01C7464A1FD7EF8C29BE3916

SHA-256: DOE62ACE64AFC334330A7AC3A2CC657914FEB321F1F89AEE11D2A6D0OE7D81C31

SHA-512: 086C124DE3A01BE467647F3BCB4EA05105F690AB45417A0E3D38935ABA9E2381DF59AF98D0OFFF7823CEFD5390B48807352E135AC70977AED7B413A8CC48FB59

Malicious: false

Reputation: low

Preview:
Cr24......c..... 0.."0..* Huo O \7c.<....... Fto.8.2'5..9k...%....2...C.F.9.#4..e.xQ....... [..L]..3>ui T 7. (yM.?2V.<?...1a..07d.....A.H...MpB..T.m..Vn Ip..>k.|1..n.

<Fb..f.*Q1.....s..2..{*6....Pp....obM..1....... bl...... (uN'z.....v.FW.X4."*eu...b....

L6W..>Nuw9..R{c...Ng.H.K_.AL...'v.k+..2.5.>v.....;.._~...tp...x.q.V...7.m.0.~ {".0/q."..BK..4./
? [ ..n.n.lpr.Q.. <...a.Y..fei .0..0..*H............0.......Mbh=.[O}.+..U
KHF(n3.\"...,g.c...6)..(.E..U..#i.a..;..N....P..x.0...(mC;|.5.S.{m.aEx...[..fP.i".y..5.R...v.$.....]-m .meni LWL Rpb L+ K R$e~.0N.&C%.d. . M. ). V. %...+1F
LoD X\let<......EB+i@...8.M...&YR...l.0...,...[0Y0..* H=..* H=..B..ccooc..... r..2.+Y.l.k.bRj5SI.8....... H".-..".Q{...FOD. D.".N@.(..GK....m...A.0.."

C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\59e48edh-4a38-4908-bb87-233755c51147.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 300953
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C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\59e48edh-4a38-4908-bb87-233755c51147.tmp
Entropy (8bit):  7.973503294353402

Encrypted: false

SSDEEP: 6144:0sb1v/4nxPbgqBbWbFsw+wh3bC5NFv++S/hup0XcaxInJ9:71/4nxPZbOFsw+y3d+S6WnX

MDS5: 1FEBEOAEB768437A23CEEAE6053E5822

SHA1L: 5529A275644B729009E22035F6125879450F4ABB

SHA-256: 25A2F515CEC98CF2ACF11B34C59723D76820A4B5734E223D7EBEAS5E5A851468

SHA-512: 45C8EEC35301495EBIDCE36B32F1CA2E9A7B167CAB52D3E026E2617134067C38CCE1463DEC18C1657A6984FBB8F342336E29E8BF6280C0533CB67CA5681232C

Malicious: false

Reputation: low

Preview:
Cr24......c..... 0.."0.. % H.o O \7c.<........ Fto.8.2'5..k...%....2...C.F.9.#4..e.xQ....... [..L]..3>ui T 7. (yM.?2V.<?. . la..07d.....A.H..."MpB..T.m..Vn Ip..>k.|1..n.
<Fb..f.*Q1 bl (uNzeL v FW. X4, Feu...b.

LE.gUwW.-s7:T.c_...(.i..IU.).M=yF<.."......F.
..... c1k.$W..$.J...+MLHZ.n"U.)N.|b.L... {K@]6.LIP/...](A...........e.;
ct.).s#.(/.D..C..4. . RKEW...[0Y0.. * H.=.. * H.=...B...c.......... r..2.+Y.l. k.bRj5SI.8.....H"i.-...Q.{ .. HOF.L.L.\j.1d..

C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\bg\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 886

Entropy (8bit): 4.799570700992651

Encrypted: false

SSDEEP: 12:1HEIMLKSIWZGGMLKSIwWZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJO30yIDEK:1HE7n4gn8WYpYrbhz8ZpotHOPjsrdaD

MDS5: O0F604F138A921EE7270C45E520621C30

SHA1L: E2BA940AF44609BEAC49B603EB1C379E43F4AAEB

SHA-256: A149D52858570C9544E33B183915556230B7F66CF4ABAD4DDB00B1409476FBEL

SHA-512: D87C8C7D0C998B37E34B7E4E6F5212FF4A0588C15F1273A55CD36B4A6FB13B7FDAE4F3B23EA469E7ACAF22B8BF53EB67476D897B96CASC15C113EC078071A6
D

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "...... ... ccceere. . Chrome".. },.. "app_name":{..  "message": " e Chrome".. },.. "craw_app_unavailable": {..
"MESSAGE": it et e e s ".. }.. "craw_connect_to_network™ {..  "message": "...., ... .. . },.. "iap_unavailable™ {..  "message": ".......... ...
...................................... }.o Ujwt_retrieve_failed": {..  "MeSSage": ..ot it ke et ey e e e e b Uplease_sign_in™: {. "message":
...... . Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\caimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 705

Entropy (8bit): 4.576619033098666

Encrypted: false

SSDEEP: 12:1HEJOgbbGGOgbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb030yFJKt0i2V2Te:1HE5baib6WYpm31Lt0Z8Zp8pxOaKtwVI

MDS5: DDD77BA67108D8D88D66E35AA72A8048

SHA1L: F9C217728E756728B788C969F5101484D0557065

SHA-256: 3DB4D2B1586C020EC679C09148DB226DBB23857D326BECBB6CC48976036C391F

SHA-512: 6CA88083CECF6166503A1441BE8BB726CFO8DEABCFD61F1E81A970FE623284039FBIA530990E8E2008A4B1128399022AFE4F517E85CC7B069B670F5BA659F4F6

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Sistema de pagaments de Chrome Web Store".. },.. "app_name":{.. "message": "Sistema de pagaments de Chrome Web
Store".. },.. "craw_app_unavailable": {..  "message": "Ara mateix aquesta aplicaci. no est. disponible.".. },.. "craw_connect_to_network™ {..  "message": "C
onnecteu-vos a una xarxa.".. },.. "iap_unavailable™: {..  "message": "La funci. Pagaments a |'aplicaci. no est. disponible actualment.”.. },.. "jwt_retrieve_failed": {..
"message": "No s'ha pogut completar la transacci.. Torneu-ho a provar m.s tard.".. },.. "please_sign_in": {..  "message": "Inicieu la sessi. a Chrome.".. }..}..

C:\Users\luser\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\cs\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 663

Entropy (8bit): 4.771803710371731

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU340Bh+dgN/O8ZpU34j05U030yN+/sFfmSYWc: 1IHEI4G8WY pdt8Zpg5TOTOFfMR
MDS5: B587AF92ECD087AAE3EF210364960844

SHAL: AD78B31888863D3FOECOD8CDCA316EDEIEBD7543

SHA-256: 9796A230BA459EF31E3D102B02575B73D6F1C812BF11F4D1E55B17C17891D2C5
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C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\cs\messages.json

SHA-512: D2771ABB1174C3B6AF70BA1640837DE1B28137319307841B12A7D03C0OA605AAECFC93069026A3906B289BAE12D33F4457FB54D7D27ABC5DC674C5C4AC1EIFT7CI
1

Malicious: false

Reputation: low

Preview:
{.. "app_description":{.. =~ "message": "Platby Internetov.ho obchodu Chrome".. },.. "app_name":{.. = "message": "Platby Internetov.ho obchodu Chrome".. },..
"craw_app_unavailable™: {..  "message": "Aplikace v sou.asn. dob. nen. dostupn. },.. "craw_connect_to_network™ {..  "message": "P.ipojte se pros.m k s.ti.".. },..
"iap_unavailable™: { "message": "Platby v aplikaci aktu.In. nejsou k dispozici.".. },.. "jwt_retrieve_failed": {..  "message": "Transakci nebylo mo.n. dokon.it. Zkuste
to znovu pozd.ji.".. },.. "please_sign_in":{..  "message": "P.ihlaste se do Chromu.".. }.}..

C:\Users\luser\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\da\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 642

Entropy (8bit):  4.533570611298554

Encrypted: false

SSDEEP: 12:1HEJIMKKFZGGJIMKKFZ+WYpU340Hu+dgxICZ08ZpU34J4Wu030yNz31m8thYzD:1HErMKfgMKVWYpM6IL8ZpDNOOQ84D

MD5: 639CEF5231701AE13F81DBB67730BB95

SHA1L: E249FEOC70B0F85B033730719B6D1B30F0B04431

SHA-256: 6C71F9D37006245D0E2E956D6D2C1815FFEB43236DD3D427A02F8DD348AC93C5

SHA-512: D040D25ADD9666050544F9173EF61E044F7EBBAEBC528FC4077880734141205AAE60566668E6854D0B9C8D59924E22D1665D2C93085ED7F7E1F4ADA91B951F09E

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Betalinger i Chrome Webshop".. },.. "app_name™ {.  "message": "Betalinger i Chrome Webshop".. },.. "craw_app_u
navailable": {..  "message": "Appen er ikke tilg.ngelig i .jeblikket.".. },.. “"craw_connect_to_network": {.. =~ "message": "Opret forbindelse til et netv.rk.".. },..
"jap_unavailable™: {..  "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket.".. },.. "jwt_retrieve_failed": {..  "message": "Transaktionen kunne ikke gennemf.res.
Pr.vigen senere.".. },.. "please_sign_in":{..  "message": "Log ind p. Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\de\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 701

Entropy (8bit):  4.598783840405771

Encrypted: false

SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgIMICTO8ZpU34p6FK6030y91Lj8SYJI6K: 1HEZWWYp3Bewv8Zp7k4OALIhj

MD5: 6E1B49ABCOAASC1E2764E48EB1EA256A

SHA1L: 604E76C89D4763C002C51908CEFE8SC11AF7CBBES

SHA-256: B692DB1A249223E62E62DE9725334039419B5942AF715669F0FOF4BDEDACS5733

SHA-512: EE527D48178D09D66120C0D1EA2584A7397404109A074AC09487D6AEB507A593193B31D3197C2418A162BB3E7DCC46FA5844D4951BB09650FC2A4AA10EAB811(

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Chrome Web Store-Zahlungen".. },.. "app_name"™ {..  "message": "Chrome Web Store-Zahlungen".. },.. "craw_app_una
vailable™: {..  "message": "Die App ist momentan nicht verf.gbar.".. },.. "craw_connect_to_network™ {.. = "message": "Bitte stellen Sie eine Verbindung zu einem
Netzwerk her.".. },.. "iap_unavailable": {.. ~ "message": "In-App-Zahlungen sind momentan nicht m.glich.".. },.. "jwt_retrieve_failed": {..  "message": "Die Trans
aktion konnte nicht abgeschlossen werden. Bitte versuchen Sie es sp.ter erneut.”.. },.. "please_sign_in":{.. = "message": "Bitte melden Sie sich in Chrome an.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\el\lmessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 875

Entropy (8bit):  4.920210350678433

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWIOBINZXD:WguYpCZnpEZb6fD

MD5: 41BBODB6EC99E4664C6E2247EC704151

SHA1L: BF2268F9A77218384F1F73951F98829296318452

SHA-256: 90FC75C419D7359C2241F54562177252655526F3074E7E419E36F5C473843842

SHA-512: 738F7C254825E0D00D4BDF909FA6957D5A6027BCBCDF76F1385210FA5F908C2C94C038B6DF4309C68774C96B84447079AAF514F46519E60876BE4A8FAABCIEG(

Malicious: false

Reputation: low

Preview:

{.. "app_description": {

able™ {..  "message":

"message": Chrome Web Store".. },.. "app_name™: {.. "message":

".. },.. "craw_connect_to_network": {.. = "message":

"jwt_retrieve_failed": {..  "message":

. Chrome Web Store".. },.. “"craw_app_unavail
.M.} Uiap_unavailable™: {.. = "message":
}.. "please_sign_in": {..
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C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\en\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with CRLF line terminators

dropped

617

4.481995064086158

false

12:1HEJ6GG6+WYpU340uFpR+dgGfFZO8ZpU34aEGFpRO30yZnLAOtICSHTYdD: 1HEVSWYpVp0JS8Zp5KpaOGAOthFD
64CBD0878A320F70E8F9DC2AD540C8DE

E95BC23E053C078BA4C269B2F75C22159450C2F2
E99F26D0540E2C71802716B24668D9B4611E9BC429CD681606963E095D18EDFD

10BAF5423314EF0352FD56D3649CF73713BESDSEESA2E21E7E02AAA4GEEQ2635A1EEF87DC62D3E999A1B3704720C51D3281FB28CB9523395EB5A21C4AB3C6D(
A

false

low

{.. "app_description":{..  "message": "Chrome Web Store Payments".. },.. "app_name": {.. "message": "Chrome Web Store Payments".. },.. "craw_app_unava
ilable™: {..  "message": "App currently unavailable.".. },.. "craw_connect_to_network": {..  "message": "Please connect to a network.".. },.. "iap_unavailable": {..
"message": "In-App Payments is currently unavailable.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed. Please try again later."..
},.. "please_sign_in":{..  "message": "Please sign into Chrome.".. }..}..

C:\Users\luser\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\en_GB\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with CRLF line terminators

dropped

617

4.481995064086158

false

12:1HEJ6GG6+WYpU340uFpR+dgGfFZO8ZpU34aEGFpRO30yZnLAOtICSHTYdD: 1HEVSWYpVp0JS8Zp5KpaOGAOthFD
64CBD0878A320F70E8F9DC2AD540C8DE

E95BC23E053C078BA4C269B2F75C22159450C2F2
E99F26D0540E2C71802716B24668D9B4611E9BC429CD681606963E095D18EDFD

10BAF5423314EF0352FD56D3649CF73713BESDSEESA2E21E7E02AAA4GEEQ2635A1EEF87DC62D3E999A1B3704720C51D3281FB28CB9523395EB5A21C4AB3C6D(
A

false

low

{.. "app_description": { "message": "Chrome Web Store Payments".. },.. "app_name":{..  "message": "Chrome Web Store Payments".. },.. "craw_app_unava
ilable™: {..  "message": "App currently unavailable.".. },.. "craw_connect_to_network": {.. = "message": "Please connect to a network.".. },.. "iap_unavailable": {..
"message": "In-App Payments is currently unavailable.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed. Please try again later."..
},.. "please_sign_in":{..  "message": "Please sign into Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\es\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

696

4.469493700399435

false
12:1HEJHIbGGHIb+WYpU34ubdDH+dgxbFxTO8ZpU34IPbdIVo030yFJhwtOLLY6xjD:1HEvaC6WY pcDeEFxq8ZpNI50OahwtyD
B4B479436878DA0B032F1B656B310637

F525EDB5B376CE665280DB32EFE3684CE6DC10DC
3B3DEB56AD7A5F85ED5AB944172B715A5F5F49E3C5A0F7915DB879BFBACCFEEOD

56C5CCA31DFF155E608723EFEBE01B421DFA3AB43EDFB586778BD76C6EB1AAF57CF904BDEOEAOFB5E912CCB445788136DE319653A882DC2E844046847D201E
oD

false

low

{.. "app_description":{..  "message": "Sistema de pagos de Chrome Web Store".. },.. "app_name": {.. "message": "Sistema de pagos de Chrome Web Store"..
},.. "craw_app_unavailable™ {..  "message": "Esta aplicaci.n no est. disponible en este momento.".. },.. "craw_connect_to_network": {..  "message": "Con.ctate a
unared.".. },.. "“iap_unavailable":{..  "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento.".. },.. "jwt_retrieve_failed": {.. = "message":
"No se ha podido completar la transacci.n. Vuelve a intentarlo m.s tarde.".. },.. "please_sign_in": {..  "message": "Inicia sesi.n en Chrome.".. }..}..

C:\Users\luser\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\es_419\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:
Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators
dropped
667
4.49547663693789
false
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C:\Users\luser\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\es_419\messages.json

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

12:1HEJHIbGGHIb+WYpU34ubdDH+dgxbFxTO8ZpU34GLO030yFJ2tOLLYIJD:1HEvaC6WY pcDeEFxq8Zp4LI0a2t4D
807730218B74CA040AD8SDDO1E5B2E0ODS

ADA0042296C448DCD5C2B22F520C9304526FE9AD
2823F6DDBF6905D9F4459091A85073644E64B5F7AAAA7TFC435495C50DC5ECEGS

S5ED86C91A0A435417CBOEDF984AA4DF2177BE37C27D0C805147CEB11ABF75C642416443DB88049A538F63BED9CCCBA95973DAC795498A1A7E022DD6EED36204
2

false

low

{.. "app_description":{..  "message": "Sistema de pagos de Chrome Web Store".. },.. "app_name™: {.. "message": "Sistema de pagos de Chrome Web Store"..
},.. "craw_app_unavailable™ {..  "message": "Esta aplicaci.n no est. disponible en este momento.".. },.. "craw_connect_to_network": {..  "message": "Con.ctate a
unared.".. },.. "“iap_unavailable":{..  "message": "En este momento, Pagos En-Apps no est. disponible.".. },.. "jwt_retrieve_failed": {.. = "message": "No se pudo
completar la transacci.n. Vuelve a intentarlo m.s tarde.".. },.. "please_sign_in":{..  "message": "Accede a Chrome.".. }..}..

C:\Users\luser\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\et\imessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

609

4.483029436148137

false
12:1HEJfPGGGfPG+WYpU34Ze7z+dgrw908ZpU34ZwZz030yQQUelYgoLIR:IHEdvgIWYpTeObk8ZpT/O3QULLIR
B5DF9CEAOA2FEAE9816F8D41470D744E

65C86CD677A68FF7E11A789EABO78FBI32A9E157
AD75B59775C8F6688FFA9F0453868999996E04BIEE9645721765D1C731D04578
10C30393C29829FFC535559C57B31EBDCC370ABB5C2ED2A6F04E9CC5590FB8587DAB330E4E9367F3E762314EFE913802B98821136D17E9BIA437B56885F259F¢

false

low

{.. "app_description":{..  "message": "Chrome'i veebipoe maksed".. },.. "app_name":{.. "message": "Chrome'i veebipoe maksed".. },.. "craw_app_unavail
able™ {..  "message": "Rakendus pole praegu saadaval.".. },. “"craw_connect_to_network" {.. = "message": "Looge .hendus v.rguga.".. },.. "iap_unavailable": {..
"message": "Rakendusesisesed maksed ei ole praegu saadaval.".. },.. "“jwt_retrieve_failed": {.. = "message": "Tehingut ei saa |.pule viia. Proovige hiliem uuesti.".. },..
"please_sign_in": {..  "message": "Logige Chrome'i sisse.".. }..}..

C:\Users\luser\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\fiimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

673

4.6221501785662396

false

12:1HEJRuzGGRuz+WYpU34ujSBu+dgY08ZpU34J+Bu030y0EyOxAxWeY5HN: IHEFcWYpPNa8ZpD+FO4zxAWHN
50EF678CECF0C82675B9DF64CC3CF72E

FID9A994530C86C1A99B6D104E86666ABS6ADADA
7F5B921E0D0OB01D8D3287D3293729BFFFO07ABC7DBCB1227134823A404DF29E83
62A96C70F496CEAOFFO765E4ED7E014F1A2C7B394F7438C887C094C62885F5B9CD2822B0A9BB83C45471076 CASCF47954C0D5C46D4B45AA7AD5910D57CD2AF
false

low

{.. "app_description": { "message": "Chrome Web Storen maksut".. },.. "app_name": {.  "message": "Chrome Web Storen maksut".. },.. "craw_app_unavail
able™ {..  "message": "Sovellus ei ole t.Il. hetkell. k.ytett.viss..".. },.. "craw_connect_to_network": {..  "message": "Muodosta verkkoyhteys.".. },.. "iap_unavai
lable™: {..  "message": "Sovelluksen sis.iset maksut eiv.t ole t.Il. hetkell. k.ytett.viss..".. },.. “jwt_retrieve_failed": {.. = "message": "Tapahtumaa ei voi suorittaa
loppuun. Yrit. my.hemmin uudelleen.".. },.. "please_sign_in":{..  "message": "Kirjaudu sis..n Chromeen.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\filmessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with CRLF line terminators

dropped

692

4.519947404204655

false
12:1HEJADIbGGADIb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjze TO30ytnmHQNJIVYHfI: IHEYah6WYp7TUSoxOS8Zp7TOSO4WXX2w
0CABEE1D816E684D781E7DF18C18455D

F711596B4049CBAA99296AD3755CCCOE79D47051
CA9739F4FAB8514C8669AE6221842B1F5D148BD80492888CECBA7410CB32225A8

3BE7CA9E781E0DOBF17F3E894FD75CF7FCCCBOBEEBYAOFC7C17D3F5BC142B662ACFDC7254AA75D2AF9933D0FB70057297E29E8A5815F29469906F9DC8F339(
2E

false
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C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\filmessages.json

Reputation: low

Preview:
{.. "app_description":{..  "message": "Mga Pagbabayad sa Chrome Web Store".. },.. "app_name": {. "message": "Mga Pagbabayad sa Chrome Web Store"..
},.. "craw_app_unavailable™: {.. = "message": "Kasalukuyang hindi available ang app.".. },.. "craw_connect_to_network" {.. = "message": "Mangyaring kumonekta sa
isang network.".. },.. “iap_unavailable": {..  "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App.".. },.. "jwt_retrieve_failed": {.. = "message":
"Hindi makumpleto ang transaksyon. Pakisubukang muli sa ibang pagkakataon.".. },.. "please_sign_in":{..  "message": "Mangyaring mag-sign in sa Chrome.".. }.}..

C:\Users\luser\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\frimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 708

Entropy (8bit): 4.573921094123133

Encrypted: false

SSDEEP: 12:1HEJALfInbGGALf/nb+WYpU340wdgbyb+dgdQjO8ZpU34ITQpGnbyb030ynha3Gg:1HE4HNalHNEWYpNdgpY8ZpSTQwnBOshi

MDS5: BE3C2C2BF4551641D84A60ECIF1E6ELS

SHA1L: AABOCB8097A5B35FA40F2B137E1889677CB105B40

SHA-256: DDDDAAY9AB3C34BF2874CBBE0214351C15E2620C0DC3863B2B79C4ACFIC2A4637

SHA-512: 4F263F78B61075525FA94493FB5C6297A53395F61E630E2DE81F14393BD2D5B3E687F35BF321C1009C0AF9A230A0C49D188F68AATF2E4AF61F3358596A86A6C2D

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Paiements via le Chrome.Web.Store".. },.. "app_name":{.. "message": "Paiements via le Chrome.Web.Store".. },..
"craw_app_unavailable™: {..  "message": "Application indisponible pour le moment.".. },.. “craw_connect_to_network™ {..  "message": "Veuillez vous connecter . un
rseau.".. },.. "iap_unavailable™ {.. = "message": "Les paiements via |'application ne sont pas disponibles pour le moment.".. },.. "jwt_retrieve_failed" {..
"message": "Impossible de finaliser la transaction. Veuillez r.essayer plus tard.".. },.. "please_sign_in":{..  "message": "Veuillez vous connecter . Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\hiimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 955

Entropy (8bit):  4.664681647654927

Encrypted: false

SSDEEP: 24:1HES07J0JWYp9vnCSVLP8Zp6CsOjSvzdimLzSLm:Wh7qgYplCMLUph1jSv3mLzSLm

MD5: 8CFF82EB516A180F2BFA22DA0B18D9E7

SHA1L: 87053836FFDB4103302D17D221BC76C8DB842A28

SHA-256: EA0020B530B3E047559248C076B54E90EFEF6A233DA130D5F43445C25BCB2008

SHA-512: DEADC807AE4F254A4A73D31A12C2BC274D0E2E25413A36DCEF565B155BA72037BD3A14B5067A8B0325A86CB126C3B223A7DDFC66D5981CB48F1975E962AFBE
E6

Malicious: false

Reputation: low

Preview:

"app_description": {..  "message": "Chrome },.. "app_name": {..  "message": "Chrome ... .... “craw_app_unavailable™: {..  "messa
},.. “craw_connect_to_network™ {.. = "message": },.. "iap_unavailable™: {..  "message": ".-.. ... ...
"MESSAQE" "ot i it e e et et et e e e e e . "please_sign_in™: {..  "message™: "..... Chrome ... .........".. }L.}.

C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\hrimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 633

Entropy (8bit):  4.602004893403632

Encrypted: false

SSDEEP: 12:1HEJGiimxmbZGGGiimxmbZ+WYpU340BOEuhoplO+dgcapZ08ZpU34GiiZrMrQphc:1HE4HATHB8WY pNjTta28ZpQVLPOSOvV3XD

MD5: S5A777479C6072C009FF6EEEDD167B205

SHA1L: D4B509E3ADO7A7EABEB32E7EF06166D5A60D4B54

SHA-256: 1650A45BF772FA06F99EB68015FD356B8BCC1DD4AEEOA4213C626BA2216D9D43

SHA-512: 8E13AD3DF747E6F082D813E4BC5321F1AB1A6D8C203EBOEOAOLIEF8B5B496DE74F5FCAE956239C85A18DD26399847177325FAADD84C60AC507818E9F26BBB53!
D

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Pla.anja u web-trgovini Chrome".. },.. "app_name": {..  "message": "Pla.anja u web-trgovini Chrome".. },.. "craw
_app_unavailable™: {..  "message": "Aplikacija trenuta.no nije dostupna.”.. },.. “"craw_connect_to_network": {.. = "message": "Pove.ite se s mre.om.".. },..
"jap_unavailable": {..  "message": "Pla.anje u aplikaciji trenuta.no nije dostupno.”.. },.. “jwt_retrieve_failed": {.. = "message": "Transakcija nije dovr.ena. Poku.ajte
ponovo kasnije.".. },.. "please_sign_in":{..  "message": "Prijavite se na Chrome.".. }.}..
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C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\huimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 710

Entropy (8bit): 4.727128297637916

Encrypted: false

SSDEEP: 12:1HEJVJIGGVJIi+WYpU34Hpo90+dgMmfgijO8ZpU34Hu090030yeFRLpzSO0suYBIAd: 1IHEVrk5WYpQzTUg/8ZpwoXODpFGIAd

MD5: C3AD6A15FC6370A3D3E18A313AB22237

SHAL: E1FB9248DA5E0607882DBCC1819DE5B67F8614F5

SHA-256: F895E3D151B52E817531C21F877689109B92EC2DA5FOF1A677CC8219A6315373

SHA-512: F3DEDD20971FCAC9FED5C403E6452C0562148BFD08F81128161F83459A2686127590E997B584F89FA250666CIA82EB3F0C561DA0CCFA1444DC1796DA4404AA0!

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Chrome Internetes .ruh.z Fizet.si rendszere".. },.. "app_name": {.. "message": "Chrome Internetes .ruh.z Fizet.sir
endszere".. },.. "craw_app_unavailable": {.. = "message": "Az alkalmaz.s jelenleg nem .rhet. el.".. },.. “"craw_connect_to_network": {.. = "message": "K.rj.k, csatlako
zzon egy h.l.zathoz.".. },.. "iap_unavailable™: {.. = "message": "Az alkalmaz.son bel.li fizet.s jelenleg nem .rhet. el.".. },.. "“jwt_retrieve_failed": {..  "message": "A
tranzakci.t nem siker.It befejezni. Pr.b.lja .jra k.s.bb.".. },.. "please_sign_in":{..  "message": "Jelentkezzen be a Chrome-ba.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\idimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 617

Entropy (8bit): 4.445455113766944

Encrypted: false

SSDEEP: 12:1HEJs25bGGs25b+WYpU340RBHAeSI+dgkmO8ZpU34s22C/SzFAs030yN4KolFYjt:IHEBaABWY paHFH8ZptOYODhuD

MDS5: 8B27EB3CA394C9D73B58C33910881F01

SHA1L: 007F3DFA6CACB4D96D5C057930A8D45241F9908F

SHA-256: EE050F8DE5SEC6F49D4B8ESCE1A432BDE43B4EAFA0963C045D8A097AB622DI6ES

SHA-512: EF1ACFADA29E971E6468804D63AE490C7046B20B946B39F572BC1FF5BAB480C93F97C85E5DC3484ECIAOC3A4CA35FBBF3C217102A9EA269B7AE353C17C5CFF
BA

Malicious: false

Reputation: low

Preview:
{.. "app_description": {..  "message": "Pembayaran Chrome Webstore".. }.. "app_name": {.  "message": "Pembayaran Chrome Webstore".. },. "cr
aw_app_unavailable™: {..  "message": "Aplikasi tidak tersedia saat ini.".. },.. "craw_connect_to_network": {.. = "message": "Sambungkan ke jaringan.".. },..
"iap_unavailable": {..  "message": "Pembayaran Dalam Aplikasi saat ini tidak tersedia.".. },.. "jwt_retrieve_failed™: {.. = "message": "Transaksi tidak dapat diselesai
kan. Coba lagi nanti.".. },.. "please_sign_in":{..  "message": "Harap masuk ke Chrome.".. }..}..

C:\Users\luser\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\itimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 622

Entropy (8bit): 4.505455493845955

Encrypted: false

SSDEEP: 12:1HEJsqd/bGGsqd/b+WYpU340cX4+dgUviO8ZpU34vq7030ynjbeQfL6CYsD:1HEXd/aKd/6WY pZrv58ZpskOsjhDD

MDS5: DCA488BB7ACBBDCOFF63246899F85933

SHA1L: 9408CEF9B8C2EB24E66700E7CD6405A232803EDE

SHA-256: 43267C5F695BCD2A31360D6B03699EFD27D9F53215479042642F42F8612EB7BB

SHA-512: 484793E3F366EBBCC59625BDA5SBEAF4B4AOFB58E9CAEBI700BC5A7B74F7ED13B51E72AF46ACD609C137AF84E776FEC3ECFIB256C58F7B5731C8871D3DCD0A
CDB

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Pagamenti Chrome Web Store".. },.. "app_name"™ {. "message": "Pagamenti Chrome Web Store".. },.. "craw_app_una
vailable™: {..  "message": "App al momento non disponibile.”.. },.. "craw_connect_to_network™ {..  "message": "Collegati a unarete.".. },.. "iap_unavailable: {..
"message": "La funzione Pagamenti In-App non . al momento disponibile.”.. },.. "jwt_retrieve_failed": {..  "message": "Impossibile completare la transazione. Riprova
pi. tardi.".. },.. "please_sign_in": {..  "message": "Accedia Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\jaimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 778

Entropy (8bit): 5.228857160227492
Encrypted: false
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C:\Users\luser\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\jaimessages.json

SSDEEP: 12:1HEJO7uGGO7u+WYpU34DB+dgnsVztO8ZpU34MwiB030ypv/Ik589dwttYmSH: IHEcnDNWY p1kxU8Zp2wiqOolk589QnSH
MDS5: 5FB01096BE49765965AE2148455ADD74
SHA1L: BA73186A0A0D81A20D2830432DEDA52A0527C9A1
SHA-256: C6BE17C57BB3500A02F98F8A218B120F63D4F29BAE2A960210DC14656D37CBE3
SHA-512: 4A365178D73EA46CIFC6E7A28D1EF13FD89F8E42239231D9DDFE9BF2CA68713C015FCAC76AE25A6497D9287EF693E4A317596AF5A4063B863828F0C13BD1504:
Malicious: false
Reputation: low
Preview:
{.. "app_description":{..  "message": "Chrome .... "app_name": {.. "message": "Chrome "craw_app_unavailable™: {..  "message":

". }.. jwt_retrieve_failed": {..

},.. "craw_connect_to_network™ {..  "message" ".. },.. "iap_unavailable": {.. = "messag
},.. "please_sign_in":{..  "message": "Chrome ............ RO

C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\ko\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 669

Entropy (8bit): 5.2871011966880666

Encrypted: false

SSDEEP: 12:1HEJ1IGG1+WYpU34K3aT+dgh8dOHTO8ZpU34KaNkaT030yhMcg/QeHTY/YeHx:1HEajWYpc3aSI0Hg8Zpc6kasOeMcgleY

MDS5: 087B93BE3016C3C7CBB1753C38E337EF

SHA1L: 01F9EABICBE614DDACS5AE7CAEB564E4803586753

SHA-256: F49A563FD4545BE61DBB720325E4DF86E2C6674F9EBC53C24E190F291E44E364

SHA-512: 4B9301150BD8601D1D70DD6F4403762D7D7D538DD97E088B73A5281820D017987F8607385DFD1D14DF49E68F99F399B1A700D39BFB71CBFA1265E1033F84F752

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Chrome . ... ..".. }.. "app_name":{.. "message": "Chrome......".. },.. "craw_app_unavailable": {.  "message":"........
..... ".. },.. "craw_connect_to_network™ {..  "message": },.. iap_unavailable"™: {..  "message":".............". }.. "“jwt_retrieve_failed": {.. "
message": "... ... coes eee ool 1o "please_sign_in™: {..  "message": "Chrome. ....... SO

C:\Users\luser\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\ltimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 686

Entropy (8bit): 4.727132438660756

Encrypted: false

SSDEEP: 12:1HEJpgHNKkGGpgHNk+WYpU346M+dgV608ZpU34WzSWz030yFMm/FYx:1IHELqHtKqHPWYpM3A8ZpwGzOCu

MDS5: FC774504DD2DCE69B8DD55AFC0O2AF58D

SHA1L: 1D31DC3F3DA200AC24026B2F542BB30B52CE6B16

SHA-256: 6F976F9ED367A7B85CE9B1DEOCB3B228E9E983E3FBBA4D3CD35A59BCAS8EDBBC

SHA-512: 8A832DFCB0326D731FDC7D0D33F59724239A1BAB6E9780C8032925E411C184062F71710D217B9FAFA079D5247BED051897EBA12AE2A7AEE148C903B445D736D

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": ".Chrome. internetin.s parduotuv.s mok.jimo sistema".. },. "app_name": {.. "message": ".Chrome. internetin.s parduotuv.s
mok.jimo sistema".. },.. “craw_app_unavailable™: {.. = "message": "Programa .iuo metu negalima.".. },.. "craw_connect_to_network™ {..  "message": "Prisijunkite
prie tinklo.".. },.. “iap_unavailable": "message": "Mok.jimai programoje .iuo metu negalimi.".. },.. "jwt_retrieve_failed": {.. = "message": "Nepavyko u.baigti
operacijos. V.liau bandykite dar kart..".. },.. "please_sign_in": {..  "message": "Prisijunkite prie .Chrome..".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\lvimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 699

Entropy (8bit): 4.685697694118083

Encrypted: false

SSDEEP: 12:1HEJFhVbGGFhVb+WYpU34wDoz+dgGedBO8ZpU34wF030yNrEuljYGYID:1HENQKKWY p2Doy/em8Zp2WOZulBYID

MDS5: 4FDBF2298A69836E8F76B3374E20DDA7

SHA1L: 445DFC32C1D748D3B100D1211D2A2ABCD26C5834

SHA-256: 5E3FEFF17B28742EE0D5882D94C7A31D13CDB1D9C1524FE69F045AB109B2A173

SHA-512: 5058F9AE32F655DE90BB4FEAIFA2D75494D3E11E7AB6EAS4AF6A78D8AF12CC386B1CC789DBIC1308C716DFBBCC04697676D57CBC5922125532E0555D765E7AL
7

Malicious: false

Reputation: low
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C:\Users\luser\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\lvimessages.json

Preview:

{.. "app_description":{..  "message": "Chrome interneta veikala maks.jumu sistma".. },.. "app_name™: {..  "message": "Chrome interneta veikala maks.jumu s
istma".. },.. "craw_app_unavailable™ {..  "message": "Lietotne pagaid.m nav pieejama.".. },.. "craw_connect_to_network": {.. = "message": "L.dzu, izveidojiet
savienojumu ar t.klu.".. },.. "iap_unavailable": {..  "message": "Maks.jumi lietotn.s pa.laik nav pieejami.".. },.. "jwt_retrieve_failed": {.. = "message": "Transakciju n

evar.ja pabeigt. L.dzu, v.L.Lk m..iniet v.Ireiz.".. },.. "please_sign_in":{.. = "message": "L.dzu, pierakstieties p.rl.k. Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\nbimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

644

4.587522520391651

false
12:1HEJhiOGGhiO+WYpU340HSN+dgFjdGFZ08ZpU34JgdN030yN3L8AebYiD:1HEDIHIitWYpCYJ8ZpD1OcL8TD
8DF502C935CB5F2C61F7B9EFD6426CF5

31D25CF9B1DC6CDBA07203C107AA1233987D6FFF
AB56E763119222142A2A69B694238E7C2069F03D909623B7DA25BEAB87494A8A
3E3F4C956863355282B2C6F31419950A325490027FC839D3881897B7B102DE35953DDD33F417AD8BD89544801A1B378D436C871A592F428DE236BA9B682F5B5B

false

low

{.. "app_description":{..  "message": "Chrome Nettmarked-betalinger".. },.. "app_name" {.  "message": "Chrome Nettmarked-betalinger".. },.. “craw_app
_unavailable™: {..  "message": "Appen er utilgjengelig for .yeblikket.".. },.. "craw_connect_to_network": {.. = "message": "Du m. koble til et nettverk.".. },.. “iap
_unavailable™: {..  "message": "Betaling i app er ikke tilgjengelig for .yeblikket.".. },.. "jwt_retrieve_failed": {.. = "message": "Transaksjonen kunne ikke fullf.res. Pr.v p.
nytt senere.".. },.. "please_sign_in":{..  "message": "Du m. logge p. Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\nl\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with CRLF line terminators

dropped

642

4.477340419637416

false
12:1HEJIQGKbGGIQGKb+WYpU340QKJIT+dgiXUmvFZO8ZpU34g7JT030yjnpSglzYMD:1HErxkagxk6 WY ptndX18ZpTOQ7D
F7739EB95F617BFC907FD1D245B49329

D7E6850E8EE0743726BBICBFEOCDC68F2272D188
D614E1F67703BC80BODBEB0896C87E31466E3E3E668A41364EEA7478A8049CB2
F3E5386F3A70FEBES5FFACD64F4A6B988FIB3890A6155EBAFCCBO9DE128A538DCC1083A3B3CD83977A87B7C20CBCFDA15E072591631784196B004C189172318B

false

low

{.. "app_description":{..  "message": "Betalingen via Chrome Web Store".. },.. "app_name":{..  "message": "Betalingen via Chrome Web Store".. },.. "cr
aw_app_unavailable™: {..  "message": "App momenteel niet beschikbaar.".. },.. "craw_connect_to_network™ {..  "message": "Maak verbinding met een netwerk."..
},.. "iap_unavailable™: {..  "message": "In-app-betalingen is momenteel niet beschikbaar.".. },.. "jwt_retrieve_failed": {.. = "message": "De transactie kan niet worden
voltooid. Probeer het later opnieuw.".. },.. "please_sign_in": {..  "message": "Log in bij Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\pl\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

666

4.731175547924324

false

12:1HEJbiVbGGhiVb+WYpU340BHIBi9+dgQUg608ZpU34bdbfilu030yFLQzINNUOYk: 1HE5iVauiVEWYplAYr8ZpxFiaOEt50D
B0329570F687126C3D9D26FD4279A107

DCF852F8E558C9445AE3598B814226D8C756932B
9A50EB2C558B250F198F3D1EED232056D3BF8C4463DCEFF37D99579381C84118

CFB4ECOE5FFD21EC85F7EB47F9B2D394C7C7F59B7BA425B8BOFC8C38D9B844AFA12E3003FED3AS88BF694547B4316A891FA26C5EB75CBD473FBES7759F37B¢
ED

false

low

{.. "app_description":{..  "message": "P.atno.ci w sklepie Chrome Web Store".. },.. "app_name":{..  "message": "P.atno.ci w sklepie Chrome Web Store".. },..
"craw_app_unavailable": {..  "message": "Aplikacja jest obecnie niedost.pna.".. },.. "craw_connect_to_network™ {..  "message": "Po..cz si. z sieci..".. },..
"jap_unavailable": {..  "message": "P.atno.ci w ramach aplikacji s. teraz niedost.pne.".. },.. "“jwt_retrieve_failed": {.. = "message": "Nie uda.o si. zrealizowa. transakcji.
Spr.buj ponownie p..niej.".. },.. "please_sign_in":{.. = "message": "Zaloguj si. w Chrome.".. }..}..

C:\Users\luser\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\pt_ BR\messages.json

Process:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\luser\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\pt_ BR\messages.json

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

UTF-8 Unicode text, with CRLF line terminators

dropped

667

4.5430939640446315

false
12:1HEJsc/bGGsc/b+WYpU340Lw+dgn/KzO8ZpU34FjIBMWGRO030yFK46XEN6IKYNX:1HED/a8/6WYp4mZ8Zp7cKIOZ46U6IptD
F39681D5543FB19D168EEBES9277C73B

B279538A6B837A0930CD4CD86200792B58E10454
619631AA6317854DF7FE928288E3A13B2AEAEFAB2F2B46F019F68856E1B02B1E

E4F93BC1FEC189B3CFC7BC9B68DD2E4CBF54495D98C58053FCBCCD31CB6951AA4D5C008B9044EF98CD5040518918A810ED22D200FA267D1AB34564DA021B3
3C

false

low

{.. "app_description":{..  "message": "Pagamentos da Chrome Web Store".. },.. "app_name": {..  "message": "Pagamentos da Chrome Web Store".. },.. "craw
_app_unavailable™: {..  "message": "Aplicativo indispon.vel no momento.".. },. "craw_connect_to_network": {..  "message": "Conecte-se a umarede.".. },..
"jap_unavailable": {..  "message": "No momento, os Pagamentos no aplicativo n.o est.o dispon.veis.".. },.. "jwt_retrieve_failed": {.. = "message": "N.o foi poss.vel
concluir a transa..o. Tente novamente mais tarde.".. },.. "please_sign_in":{.. = "message": "Fa.a login no Google Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\pt_PT\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

661

4.57627334449273

false
12:1HEJSZUKbGGSsZUkb+WYpU340AE+dgqxKzO8ZpU34rEpBPPO030yFK46XENn6IKYLD: IHEmUka5Uk6WY pFvdxZ8ZpSTPPIOZ461
EFCAC911642CA7FAF70B8807891387D4

9F603B7AE7A06D83540B4C6B2EF5955C8ECB7C26
0327B23F28CEC110209093E1305FF1EFE550C04AE977C31A3E1D5AFB2098BD7F

72F337AE3BBB1B53C75CB0BD10A2322DF520A9F02E69B641EC6DB50907EFD89BE16576D3FA891BB1C100195522C19C1DB947C7ABB1B2974B2759D52E36E895(
1

false

low

{.. "app_description":{..  "message": "Pagamentos via Chrome Web Store".. },.. "app_name":{..  "message": "Pagamentos via Chrome Web Store".. },.. "cr
aw_app_unavailable™: {..  "message": "Aplica..o atualmente indispon.vel.".. },.. “craw_connect_to_network™ {..  "message": "Ligue-se a umarede.".. },..
"jap_unavailable™: {..  "message": "Os Pagamentos na Aplica..o est.o atualmente indispon.veis.".. },.. "jwt_retrieve_failed": {..  "message": "N.o foi poss.vel concluir
atransa..o. Tente novamente mais tarde.".. },.. "please_sign_in":{..  "message": "Inicie sess.o no Chrome.".. }..}..

C:\Users\luser\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\roimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

668

4.650567255288544

false
12:1HEJQIrIZGGqIrdZ+WYpU344HIx2Z+dgrVPIZO8ZpU34qT7hI30030y/r6rjISZR:IHEC4D8WY pKow8WV68ZpKhoOWrér8CY
AC696B33EC1AFDAE3A4A3E2029E92CCB

2B1D6F49C25A082C876E98C71DFI6CAF4D1A1681
E7829B9A2FC8F518340A97A09C537608DBO05SEB265B670581682728E0FBODA4L
AACCFF6C003083889C3305C4A3E466E76D242746543367E5555A694A6921C93017494BF55E8D09BB693A6EB540E8B12A1773E8ASEB6A3COFFDI7188BB712B4A7

false

low

{.. "app_description":{.. ~ "message": "Pl..i prin Magazinul web Chrome".. },.. "app_name":{.. "message": "Pl..i prin Magazinul web Chrome".. },.. "cr
aw_app_unavailable™: {..  "message": ".n prezent, aplica.ia nu este disponibil..".. },.. "craw_connect to_network™ {.. = "message": "Conecteaz.-te laore.ea.".. },..
"jap_unavailable™: {..  "message": "Pl..ile .n aplica.ie nu sunt disponibile momentan.".. },.. "jwt_retrieve_failed": {.. = "message": "Tranzac.ia nu s-a putut finaliza.
.ncearc. din nou mai t.rziu.".. },.. "please_sign_in":{.. = "message": "Conecteaz.-te la Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\ruimessages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

783

4.868660175371157

false

24:1HEI0JHZMg4uOJIHZMg8WY pdWJ/Y GHG8ZptNWgOIF5x07ZqD:WIT7uTgYp6hvptNe85e7UD
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C:\Users\luser\AppData\Local\Temp\scoped_dir5752_1870413338\CRX_INSTALL\ locales\ruimessages.json

MDS5: 7A151C71B963B0547E30005DF632B5A2

SHA1L: AB9D0OB08786AF05AEAE7DAD971934B82C21D38D5

SHA-256: 6FE9E5A1B0C425766582273747F85911C40D8EE125CD609209BA1E3C706EFGES

SHA-512: 37699BF04408A5EC4FED3321188B6FECC04D1D713305DABE1BES826D131DA180D1B92C138428BA2411E551B01F75B3A4C2597BB83DB4C59782C169642A5BE6F1

Malicious: false

Reputation: low

Preview:
{.. "app_description": {..  "message": "........ cccce sorreu. SO Chrome".. },.. "app_name":{.. "message": "...... ... .coe. CO Chrome".. },.. “"craw_app_u
navailable": {.. ~ "message™": " },.. “craw_connect_to_network™ {..  "message": "............ .... },.. 'iap_unavailable™: {..  "message": "....... .....

}.. “jwt_retrieve_faile "message": ".. }.. "please_sign_in": {..  "message": "....... . Chrome.".. }.}..

Static File Info
No static file info
Network Behavior
Network Port Distribution

Total Packets: 77

® 53 (DNS)

® 443 (HTTPS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Jan 27, 2021 11:01:59.930124044 CET 49724 80 192.168.2.3 40.76.49.205
Jan 27, 2021 11:01:59.930840015 CET 49725 80 192.168.2.3 40.76.49.205
Jan 27, 2021 11:02:00.055089951 CET 80 49724 40.76.49.205 192.168.2.3
Jan 27, 2021 11:02:00.055182934 CET 49724 80 192.168.2.3 40.76.49.205
Jan 27, 2021 11:02:00.055452108 CET 49724 80 192.168.2.3 40.76.49.205
Jan 27, 2021 11:02:00.055514097 CET 80 49725 40.76.49.205 192.168.2.3
Jan 27, 2021 11:02:00.055608034 CET 49725 80 192.168.2.3 40.76.49.205
Jan 27, 2021 11:02:00.233864069 CET 80 49724 40.76.49.205 192.168.2.3
Jan 27, 2021 11:02:00.426493883 CET 80 49724 40.76.49.205 192.168.2.3
Jan 27, 2021 11:02:00.468161106 CET 49724 80 192.168.2.3 40.76.49.205
Jan 27, 2021 11:02:00.580089092 CET 49733 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:00.580580950 CET 49734 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:00.706485987 CET 443 49733 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:00.706594944 CET 49733 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:00.706736088 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:00.706785917 CET 49733 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:00.706830978 CET 49734 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:00.706975937 CET 49734 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:00.831967115 CET 443 49733 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:00.832015991 CET 443 49733 52.188.166.242 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 27, 2021 11:02:00.832081079 CET 49733 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:00.832225084 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:00.832259893 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:00.832387924 CET 49734 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:00.986680984 CET 49735 80 192.168.2.3 91.199.212.52
Jan 27, 2021 11:02:01.046876907 CET 80 49735 91.199.212.52 192.168.2.3
Jan 27, 2021 11:02:01.046987057 CET 49735 80 192.168.2.3 91.199.212.52
Jan 27, 2021 11:02:01.047938108 CET 49735 80 192.168.2.3 91.199.212.52
Jan 27, 2021 11:02:01.108164072 CET 80 49735 91.199.212.52 192.168.2.3
Jan 27, 2021 11:02:01.108222961 CET 80 49735 91.199.212.52 192.168.2.3
Jan 27, 2021 11:02:01.108258963 CET 80 49735 91.199.212.52 192.168.2.3
Jan 27, 2021 11:02:01.108421087 CET 49735 80 192.168.2.3 91.199.212.52
Jan 27, 2021 11:02:01.186446905 CET 49734 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:01.186968088 CET 49733 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:01.187180042 CET 49734 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:01.314080000 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:01.314116955 CET 443 49733 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:01.314146042 CET 443 49733 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:01.314172029 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:01.314273119 CET 49733 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:01.314380884 CET 49734 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:01.365077972 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:01.851849079 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:01.857069969 CET 49734 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:02.042488098 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.420418978 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.423475027 CET 49734 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.610234022 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.619668007 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.619695902 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.619716883 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.619739056 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.619827032 CET 49734 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.619884014 CET 49734 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.717464924 CET 49734 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.717806101 CET 49733 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.718765974 CET 49743 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.719501972 CET 49744 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.720633030 CET 49745 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.721461058 CET 49746 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.734030962 CET 80 49735 91.199.212.52 192.168.2.3
Jan 27, 2021 11:02:03.734119892 CET 49735 80 192.168.2.3 91.199.212.52
Jan 27, 2021 11:02:03.736008883 CET 49735 80 192.168.2.3 91.199.212.52
Jan 27, 2021 11:02:03.796300888 CET 80 49735 91.199.212.52 192.168.2.3
Jan 27, 2021 11:02:03.844399929 CET 443 49743 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.844549894 CET 49743 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.844682932 CET 443 49744 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.844775915 CET 49744 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.844929934 CET 49743 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.845098019 CET 49744 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.846617937 CET 443 49745 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.846698999 CET 49745 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.847327948 CET 49745 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.847754955 CET 443 49746 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.847826958 CET 49746 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.848056078 CET 49746 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.848076105 CET 443 49733 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.848093987 CET 443 49733 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.848157883 CET 49733 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.849642992 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.849669933 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.849695921 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.849716902 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.849737883 CET 443 49734 52.188.166.242 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 27, 2021 11:02:03.849764109 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.849786043 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.849807024 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.849831104 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.849833012 CET 49734 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.849852085 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.849873066 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.849874973 CET 49734 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.849881887 CET 49734 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.849885941 CET 49734 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.849895000 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.849912882 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.849915981 CET 49734 443 192.168.2.3 52.188.166.242
Jan 27, 2021 11:02:03.849939108 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.849961042 CET 443 49734 52.188.166.242 192.168.2.3
Jan 27, 2021 11:02:03.849976063 CET 49734 443 192.168.2.3 52.188.166.242

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jan 27,2021 11:01:50.840328932 CET 60831 53 192.168.2.3 8.8.8.8
Jan 27,2021 11:01:50.893268108 CET 53 60831 8.8.8.8 192.168.2.3
Jan 27,2021 11:01:52.403717995 CET 60100 53 192.168.2.3 8.8.8.8
Jan 27,2021 11:01:52.454443932 CET 53 60100 8.8.8.8 192.168.2.3
Jan 27,2021 11:01:53.445796967 CET 53195 53 192.168.2.3 8.8.8.8
Jan 27,2021 11:01:53.494249105 CET 53 53195 8.8.8.8 192.168.2.3
Jan 27,2021 11:01:56.147114992 CET 50141 53 192.168.2.3 8.8.8.8
Jan 27,2021 11:01:56.200053930 CET 53 50141 8.8.8.8 192.168.2.3
Jan 27,2021 11:01:57.729832888 CET 57568 53 192.168.2.3 8.8.8.8
Jan 27,2021 11:01:57.779095888 CET 53 57568 8.8.8.8 192.168.2.3
Jan 27,2021 11:01:58.662338018 CET 50540 53 192.168.2.3 8.8.8.8
Jan 27,2021 11:01:58.713258982 CET 53 50540 8.8.8.8 192.168.2.3
Jan 27,2021 11:01:59.852078915 CET 55435 53 192.168.2.3 8.8.8.8
Jan 27, 2021 11:01:59.852992058 CET 50713 53 192.168.2.3 8.8.8.8
Jan 27,2021 11:01:59.854695082 CET 56132 53 192.168.2.3 8.8.8.8
Jan 27,2021 11:01:59.858181953 CET 58987 53 192.168.2.3 8.8.8.8
Jan 27,2021 11:01:59.863797903 CET 56579 53 192.168.2.3 8.8.8.8
Jan 27,2021 11:01:59.865586042 CET 60633 53 192.168.2.3 8.8.8.8
Jan 27,2021 11:01:59.917294025 CET 53 60633 8.8.8.8 192.168.2.3
Jan 27,2021 11:01:59.922698975 CET 53 55435 8.8.8.8 192.168.2.3
Jan 27,2021 11:01:59.925090075 CET 53 50713 8.8.8.8 192.168.2.3
Jan 27,2021 11:01:59.926542997 CET 53 56579 8.8.8.8 192.168.2.3
Jan 27,2021 11:01:59.926574945 CET 53 58987 8.8.8.8 192.168.2.3
Jan 27,2021 11:01:59.938957930 CET 53 56132 8.8.8.8 192.168.2.3
Jan 27,2021 11:02:00.273794889 CET 61292 53 192.168.2.3 8.8.8.8
Jan 27,2021 11:02:00.326251030 CET 53 61292 8.8.8.8 192.168.2.3
Jan 27, 2021 11:02:00.492366076 CET 63619 53 192.168.2.3 8.8.8.8
Jan 27,2021 11:02:00.513531923 CET 64938 53 192.168.2.3 8.8.8.8
Jan 27, 2021 11:02:00.556478024 CET 53 63619 8.8.8.8 192.168.2.3
Jan 27, 2021 11:02:00.578030109 CET 53 64938 8.8.8.8 192.168.2.3
Jan 27,2021 11:02:00.919447899 CET 61946 53 192.168.2.3 8.8.8.8
Jan 27, 2021 11:02:00.980880022 CET 53 61946 8.8.8.8 192.168.2.3
Jan 27,2021 11:02:01.226584911 CET 64910 53 192.168.2.3 8.8.8.8
Jan 27,2021 11:02:01.289071083 CET 53 64910 8.8.8.8 192.168.2.3
Jan 27,2021 11:02:02.115696907 CET 52123 53 192.168.2.3 8.8.8.8
Jan 27,2021 11:02:02.177409887 CET 53 52123 8.8.8.8 192.168.2.3
Jan 27,2021 11:02:03.412729979 CET 58784 53 192.168.2.3 8.8.8.8
Jan 27, 2021 11:02:03.463485956 CET 53 58784 8.8.8.8 192.168.2.3
Jan 27,2021 11:02:03.795404911 CET 63978 53 192.168.2.3 8.8.8.8
Jan 27,2021 11:02:03.863229990 CET 53 63978 8.8.8.8 192.168.2.3
Jan 27,2021 11:02:04.976211071 CET 62938 53 192.168.2.3 8.8.8.8
Jan 27, 2021 11:02:05.039833069 CET 53 62938 8.8.8.8 192.168.2.3
Jan 27,2021 11:02:05.519339085 CET 55708 53 192.168.2.3 8.8.8.8
Jan 27, 2021 11:02:05.581937075 CET 53 55708 8.8.8.8 192.168.2.3
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Timestamp

Jan 27,2021 11:02:08.806193113 CET
Jan 27,2021 11:02:08.875327110 CET
Jan 27,2021 11:02:13.473110914 CET
Jan 27,2021 11:02:13.542752981 CET
Jan 27,2021 11:02:23.019772053 CET
Jan 27,2021 11:02:23.078474998 CET
Jan 27,2021 11:02:26.715765953 CET
Jan 27,2021 11:02:26.765803099 CET
Jan 27,2021 11:02:39.941783905 CET
Jan 27, 2021 11:02:39.993582964 CET

DNS Queries

Timestamp

Jan 27, 2021 11:01:59.852078915 CET

Jan 27, 2021 11:02:00.513531923 CET

Jan 27, 2021 11:02:00.919447899 CET

Jan 27, 2021 11:02:05.519339085 CET

Jan 27, 2021 11:02:08.806193113 CET

DNS Answers

Timestamp Source IP

Jan 27, 2021
11:01:59.922698975
CET

8.8.8.8

Jan 27, 2021
11:02:00.578030109
CET

8.8.8.8

Jan 27, 2021
11:02:00.980880022
CET

8.8.8.8

Jan 27, 2021
11:02:00.980880022
CET

8.8.8.8

Jan 27, 2021
11:02:05.581937075
CET

8.8.8.8

Jan 27, 2021
11:02:08.875327110
CET

8.8.8.8

Jan 27, 2021
11:02:08.875327110
CET

8.8.8.8

Dest IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

HTTP Request Dependency Graph

e bkbizwwqfgstgcsbkbizwwqfgstges.lk8ftr.com

e zerossl.crt.sectigo.com

HTTP Packets

Session ID Source IP

0 192.168.2.3

Copyright null 2021

Source Port

49724

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x6321

0ox7fd

Ox4bca

Ox4bca

Oxaebb

0x99dd

0x99dd

Destination IP

Source Port
58306
53
64124
53
49361
53
63150
53
53279
53

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

40.76.49.205 80

Dest Port Source IP
53 192.168.2.3
58306 8.8.8.8
53 192.168.2.3
64124 8.8.8.8
53 192.168.2.3
49361 8.8.8.8
53 192.168.2.3
63150 8.8.8.8
53 192.168.2.3
53279 8.8.8.8
Trans ID OP Code
0x6321 Standard query
(0)
Ox7fd Standard query
(0)
Ox4bca Standard query
(0)
Oxaebb Standard query
(0)
0x99dd Standard query
(0)
Name CName
bkbizwwqfq
stgcsbkbiz
wwqfgstges
.Ik8ftr.com
mydocushar
e.docushar

eportal657.xyz

zerossl.cr
t.sectigo.com

crt.sectigo.com

crt.sectigo.com

mydocushar
e.docushar
eportal657.xyz

clients2.g
oogleuserc
ontent.com

rcontent.com

googlehost
ed.l.googl
euserconte
nt.com

Destination Port Process

Name

bkbizwwqfq
stgcsbkbiz
wwqfgstges
.Ik8ftr.com
mydocushar
e.docushar
eportal657.xyz

zerossl.cr
t.sectigo.com

mydocushar
e.docushar
eportal657.xyz

clients2.g
oogleuserc
ontent.com

Address
40.76.49.205

52.188.166.242

91.199.212.52

52.188.166.242

googlehosted.l.googleuse

172.217.22.225

Dest IP
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

C:\Program Files\Google\Chrome\Application\chrome.exe

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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kBytes

Timestamp transferred Direction

Jan 27,2021 108 ouT

11:02:00.055452108 CET

Jan 27, 2021 191 IN

11:02:00.426493883 CET

Session ID Source IP Source Port

1 192.168.2.3 49735
kBytes

Timestamp transferred Direction

Jan 27, 2021 993 ouT

11:02:01.047938108 CET

Jan 27, 2021 994 IN

11:02:01.108222961 CET

HTTPS Packets

Copyright null 2021

Data

GET /e/lam9hbm5hLmthaW0ta2VydGhAaWcuY29t HTTP/1.1

Host: bkbizwwgfgstgcsbkbizwwgfgstgcs.lk8ftr.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Date: Wed, 27 Jan 2021 10:02:00 GMT

Server: Apache/2.4.46 (Win64) OpenSSL/1.1.1h PHP/8.0.1

X-Powered-By: PHP/8.0.1

Content-Length: 139

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

Data Raw: 3¢ 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 77 69 6e 64 6f
77 2e 6¢ 6f 63 61 74 69 6f 6e 2e 68 72 65 66 20 3d 20 22 68 74 74 70 73 3a 2f 2f 6d 79 64 6f 63 75 73 68 61 72 65 2e 64
6f 63 75 73 68 61 72 65 70 6f 72 74 61 6¢ 36 35 37 2e 78 79 7a 2f 4f 33 36 35 2f 3f 6a 6f 61 6e 6e 61 2e 6b 61 69 6d 2d 6b
65 72 74 68 40 69 67 2e 63 6f 6d 22 3c 2f 73 63 72 69 70 74 3e Oa

Data Ascii: <script type="text/javascript">window.location.href = "https://mydocushare.docushareportal657.xyz/0365/?joan
na.kaim-kerth@ig.com"</script>

Destination IP Destination Port Process

91.199.212.52 80 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /ZeroSSLRSADomainSecureSiteCA.crt HTTP/1.1
Connection: Keep-Alive

Accept: */*

User-Agent: Microsoft-CryptoAP1/10.0

Host: zerossl.crt.sectigo.com

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 27 Jan 2021 10:02:01 GMT

Content-Type: application/pkix-cert

Content-Length: 1753

Connection: keep-alive

Last-Modified: Thu, 30 Jan 2020 00:00:00 GMT

ETag: "5e321c80-6d9"

X-CCACDN-Mirror-ID: sscrl2

Cache-Control: max-age=14400, s-maxage=3600

X-CCACDN-Proxy-ID: mcdpinlb6

X-Frame-Options: SAMEORIGIN

Accept-Ranges: bytes

Data Raw: 30 82 06 d5 30 82 04 bd a0 03 02 01 02 02 10 6¢ 55 ab db d0 07 92 ¢7 9d 07 Oc d8 11 9e d6 bf 30 0d 06 09 2a
86 48 86 7 0d 01 01 Oc 05 00 30 81 88 31 Ob 30 09 06 03 55 04 06 13 02 55 53 31 13 30 11 06 03 55 04 08 13 Oa 4e 65
77 204a 65 72 73 65 79 31 14 30 12 06 03 55 04 07 13 Ob 4a 65 72 73 65 79 20 43 69 74 79 31 1e 30 1c 06 03 55 04 Oa
13 15 54 68 65 20 55 53 45 52 54 52 55 53 54 20 4e 65 74 77 6f 72 6b 31 2e 30 2c 06 03 55 04 03 13 25 55 53 455254 7
2757374205253 41204365 7274696669 63 61 74 69 6f 6e 20 41 75 74 68 6f 72 69 74 79 30 1e 17 0d 32 30 30 31
33 303030303030 305a 17 0d 33 30 30 31 32 39 32 33 35 39 35 39 5a 30 4b 31 Ob 30 09 06 03 55 04 06 13 02 41 54
31 10 30 Oe 06 03 55 04 0a 13 07 5a 65 72 6f 53 53 4c 31 2a 30 28 06 03 55 04 03 13 21 5a 65 72 6f 53 53 4¢ 20 52 53 41
20 44 6f 6d 61 69 6e 20 53 65 63 75 72 65 20 53 69 74 65 20 43 41 30 82 02 22 30 0d 06 09 2a 86 48 86 {7 0d 01 01 01
05 00 03 82 02 0f 00 30 82 02 0a 02 82 02 01 00 86 69 73 7e a3 b5 31 d8 23 el 6d dd a4 13 d3 54 15 f5 02 eb dc 03 21 b5
7e 5d 1d 52 7c 3f 31 eb 9e 09 6¢ d1 59 38 5e 67 7e 4b 56 8f 75 90 b2 37 Oc 35 5a 64 a5 be 4c 10 2c 24 18 c4 6d 89 8c cl
c592 4d 66 02 83 9d f7 e1 21 74 f9 cb 43 02 c1 71 bl 7f ab 4c 38 7d 91 2a c6 ff 89 a9 €8 e4 al b9 b2 da 10 85 09 89 9a
38 b7 ce 7 4e e4 9d d1 68 f9 0d 6b 77 Oe da 40 1b c4 {7 e6 5f ef fb 1a cd f2 e6 fc 3d 24 a8 5f 95 64 83 0f a3 59 fe 0a 42 d3
6f 50 52 c3 ab c9 85 5a 15 27 3c be a3 1c 00 03 5e 9b ec €2 54 cd 63 03 ad c¢7 dc 90 b5 ba 71 c1 2b 7b 40 96 35 8 80 ab
99 12 41 e8 1b 8a 46 df e3 7c 32 45 f4 9b 1c 45 05 65 1c 8¢ 50 74 a0 09 97 ba 1a 56 75 €0 Oe 4a ad 93 6a 9d 75 dd e4 08
35 dd ef 88 2f f3 5d ¢6 7 5¢ fb 0a 3b 06 ¢8 9f 77 a0 92 25 35 2d d4 80 56 c3 €9 5e 78 24 c8 19 de b4 a6 a2 d6 1b cf df 28
67 15 fb 30 a6 ed Oa 6d 5a 27 fa be 85 3b f6 60 ad 72 33 1a e7 7d c8 9e 2a 63 98 05 b1 43 86 75 b9 3b a4 4c 03 bd 37 74
12 bd da 3e 97 44 dd 84 b6 d2 e4 42 eb a3 66 Oc be 8d 74 4a b5 a5 8c 22 59 0d 91 62 66 3a 21 e6 12 b4 27 80 7b ed 88 d
908 72 32 6e 9a ad 5d 74 55 f8 89 a4 c8 e3 46 ba ce Ob ¢8 06 dc 45 78 3b 36 45 7 1a 1f bd de af b7 2d 35 45 2a 81 04 f9
ac 58 09 84 c9 85 c7 be ab 42 00 79 39 95 24 al d6 f9 93 67 bl ec ff 86 bb 82 7c €9 b4 b5 e7 4f 78 52 e6 1c 57 4f 61 55
€9 27 99 38 79 13 1f 42 04 a8 a9 2d 2d 96 db 02 81 6a 47 fe 69 56 27 34 25 3a 4b 49 c0 4a ab 76 c6 b6 69 18 2d 6f ee fe
8386 e7 a9 ch 22 6d 9f 7a 92 57 63 8 06 25 39 4a a9 7e 68 04 69 c1 48 9b 40 c1 a6 e3 88 23 c8 dO ea Oe 55 69 f9 28 4b
4255 07 7 1f 02 03 01 00 01 a3 82 01 75 30 82 01 71 30 1f 06 03 55 1d 23 04 18 30 16 80 14 53 79 bf 5a aa 2b 4a cf 54
80 e1 d8 9b c0 9d f2 b2 03 66 cb 30 1d 06 03 55 1d Oe 04 16 04 14 c8 d9 78 68 a2 d9 19 68 d5 3d 72 de 5f 0a 3e dc b5 86
86 a6 30 Oe 06 03 55 1d Of 01 01 ff 04 04 03 02 01 86 30 12 06 03 55 1d 13 01 01 ff 04 08 30 06 01 01 ff 02 01 00 30 1d
06 03 55 1d 25 04 16 30

Data Ascii: 00lU0*HO10UUS10UNew Jerseyl0UJersey Cityl0UThe USERTRUST Network1.0,U%USERTrust RSA Cert
ification Authority0200130000000Z300129235959Z0K10UAT10UZeroSSL1*0(U!ZeroSSL RSA Domain Secure Site
CA0"0*HOis~1#mT!~]R|?11Y8"g~KVu75ZdL, $mMf!ItCqL8}*8Nhkw@_=$_dYBoPRZ'<"Tcq+{@5AF|2EEePtVulju5/]\;w%5-V
x$(g0mZ'; r3}cCu;L7t>DBftJ"Ybf:I'{r2ntUFEX;6E-5E*XBy9$g| OXRWOaU'8yB--jGiV'4%:K1Jvi-0"mzWc%9J~hiH@
#Ui(KBUUOgOU#0SyZ+JTfOUxhh=r_>0U0U00U%0
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Source Dest
Timestamp Source IP Port Dest IP Port  Subject
Jan 27, 2021 52.188.166.242 443 192.168.2.3 49754 CN=*.docushareportal657.xyz
11:02:05.844063044
CET
Jan 27, 2021 52.188.166.242 443 192.168.2.3 49755 CN=*.docushareportal657.xyz
11:02:05.916349888
CET

Code Manipulations

Statistics

Behavior

@ chrome.exe
@ chrome.exe

Click to jump to process

System Behavior

Issuer

CN=ZeroSSL RSA
Domain Secure Site
CA, O=ZeroSSL,
C=AT

CN=ZeroSSL RSA
Domain Secure Site
CA, O=ZeroSSL,
C=AT

Not
Before

Wed

Jan 20
01:00:00
CET
2021

Wed

Jan 20
01:00:00
CET
2021

Not
After

Wed Apr
21
01:59:59
CEST
2021

Wed Apr
21
01:59:59
CEST
2021

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
23-65281,29-23-
24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
23-65281,29-23-
24,0

JA3 SSL Client Digest

37f463bf4616ecd445d4al
937da06e19

37f463bf4616ecd445d4al
937da06e19

Analysis Process: chrome.exe PID: 5752 Parent PID: 4852

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

Copyright null 2021

11:01:53

27/01/2021

C:\Program Files\Google\Chrome\Application\chrome.exe

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized 'http://bkbizww
gfgstgcsbkbizwwgfgstges.lk8ftr.com/e/am9hbm5hLmthaW0ta2VydGhAaWcuY29t'

0x7ff77b960000

2150896 bytes
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MD5 hash:
Has elevated privileges:
Has administrator privileges:

Programmed in:

C139654B5C1438A95B321BB01AD63EF6
true
true

C, C++ or other language

Reputation: low
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: chrome.exe PID: 464 Parent PID: 5752
General
Start time: 11:01:55
Start date: 27/01/2021
Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

File Path

Registry Activities

Key Path

Key Path

Disassembly

Copyright null 2021

Access

Offset Length Value

Name Type

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1532,15419587561947641969,2247
414398812328316,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1724 /prefetch:8

0x7ff77b960000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low
Source
Attributes Options Completion Count Address Symbol
Source
Ascii Completion Count Address Symbol
Source
Completion Count Address Symbol
Source
Data Completion Count Address Symbol
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