
ID: 344910
Cookbook: browseurl.jbs
Time: 12:51:55
Date: 27/01/2021
Version: 31.0.0 Emerald
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Analysis Report https://doc.clickup.com/d/h/3mvw2-12/0597f10d0eed223…

Overview

General Information

Sample URL: https://doc.clickup.co
m/d/h/3mvw2-12/0597f10d
0eed223

Analysis ID: 344910

Most interesting Screenshot:

Detection

HTMLPhisherHTMLPhisher

Score: 56

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected HtmlPhish_10

Yara detected HtmlPhish_10

Yara detected HtmlPhish_10

Yara detected HtmlPhish_10

Yara detected HtmlPhish_10

Yara detected HtmlPhish_10

Yara detected HtmlPhish_10Yara detected HtmlPhish_10

Yara detected HtmlPhish_7

Yara detected HtmlPhish_7

Yara detected HtmlPhish_7

Yara detected HtmlPhish_7

Yara detected HtmlPhish_7

Yara detected HtmlPhish_7

Yara detected HtmlPhish_7Yara detected HtmlPhish_7

Found iframes

Found iframes

Found iframes

Found iframes

Found iframes

Found iframes

Found iframesFound iframes

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of HTML body contains low number of ……

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URLHTML title does not match URL

Classification

Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Signature Overview

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 5564 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized 'https://doc.clickup.com/d/h/3mvw2-12/0597f10d0eed223' MD5: 

C139654B5C1438A95B321BB01AD63EF6)
chrome.exe (PID: 4780 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1568,4811973966889954334,4610786027509800165,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1684 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

cleanup

No configs have been found

No yara matches

Startup
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• Phishing

• Compliance

• Networking

• System Summary

Click to jump to signature section

Phishing:

Yara detected HtmlPhish_10

Yara detected HtmlPhish_7

Compliance:

Uses secure TLS version for HTTPS connections

Mitre Att&ck Matrix

Initial Access Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and
Control

Network
Effects

Remote
Service
Effects Impact

Drive-by
Compromise 1

Windows
Management
Instrumentation

Path
Interception

Process
Injection 1

Masquerading 1 OS
Credential
Dumping

System
Service
Discovery

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 2

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or
Logon
Initialization
Scripts

Process
Injection 1

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Non-
Application
Layer
Protocol 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Device
Lockout

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon
Script
(Windows)

Obfuscated Files
or Information

Security
Account
Manager

Query
Registry

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Behavior Graph
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Behavior Graph
ID: 344910

URL: https://doc.clickup.com/d/h...

Startdate: 27/01/2021

Architecture: WINDOWS

Score: 56

x.clearbit.com t3829634.p.clickup-attachments.com 14 other IPs or domains

Yara detected HtmlPhish_10 Yara detected HtmlPhish_7

chrome.exe

16 501

        started       

192.168.2.1

unknown

unknown

192.168.2.4, 443, 49743, 49744

unknown

unknown

239.255.255.250

unknown

Reserved

chrome.exe

166

        started       

halfbakedfullyraw.com

162.241.149.46, 443, 49781, 49782

UNIFIEDLAYER-AS-1US

United States

s.twitter.com

104.244.42.131

TWITTERUS

United States

106 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

https://doc.clickup.com/d/h/3mvw2-12/0597f10d0eed223 0% Avira URL Cloud safe

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

obs.cheqzone.com 0% Virustotal Browse

platform.twitter.map.fastly.net 0% Virustotal Browse

pixel2.cheqzone.com 0% Virustotal Browse

client.mutinycdn.com 0% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright null 2021 Page 7 of 66

https://www.virustotal.com/gui/url/a78445196448b003e7c9147e10d980644e0fff8c810d5675e9f7463b9a62deb5/detection/u-a78445196448b003e7c9147e10d980644e0fff8c810d5675e9f7463b9a62deb5-1611674329
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Source Detection Scanner Label Link

https://www.hotjarconsent.com/sv.html 0% URL Reputation safe

https://www.hotjarconsent.com/sv.html 0% URL Reputation safe

https://www.hotjarconsent.com/sv.html 0% URL Reputation safe

https://halfbakedfullyraw.com/ 0% Avira URL Cloud safe

https://clickup.comh 0% Avira URL Cloud safe

https://js.hs-banner.com/6613321.js 0% Avira URL Cloud safe

https://client.mutinycdn.com/mutiny-client/4.1.0.5.js 0% Avira URL Cloud safe

https://www.hotjarconsent.com/pl.html 0% URL Reputation safe

https://www.hotjarconsent.com/pl.html 0% URL Reputation safe

https://www.hotjarconsent.com/pl.html 0% URL Reputation safe

https://www.hotjarconsent.com/fr.html 0% URL Reputation safe

https://www.hotjarconsent.com/fr.html 0% URL Reputation safe

https://www.hotjarconsent.com/fr.html 0% URL Reputation safe

https://x.clearbitjs.com/v1/pk_77a36b09108b9b80c547cddad434b648/clearbit.min.jsaD 0% Avira URL Cloud safe

https://halfbakedfullyraw.com/008765 0% Avira URL Cloud safe

https://js.hs-analytics.net/analytics/1611748200000/6613321.jsaD 0% Avira URL Cloud safe

https://js.hs-analytics.net/analytics/1611748200000/6613321.js 0% Avira URL Cloud safe

https://www.hotjarconsent.com/el.html 0% URL Reputation safe

https://www.hotjarconsent.com/el.html 0% URL Reputation safe

https://www.hotjarconsent.com/el.html 0% URL Reputation safe

https://www.hotjarconsent.com/zh.html 0% URL Reputation safe

https://www.hotjarconsent.com/zh.html 0% URL Reputation safe

https://www.hotjarconsent.com/zh.html 0% URL Reputation safe

https://halfbakedfullyraw.com/008765/Share 0% Avira URL Cloud safe

https://www.googleoptimize.com/optimize.js?id=GTM-PBLF7VJ 0% Avira URL Cloud safe

https://www.hotjarconsent.com/fi.html 0% URL Reputation safe

https://www.hotjarconsent.com/fi.html 0% URL Reputation safe

https://www.hotjarconsent.com/fi.html 0% URL Reputation safe

https://www.hotjarconsent.com/sq.html 0% URL Reputation safe

https://www.hotjarconsent.com/sq.html 0% URL Reputation safe

https://www.hotjarconsent.com/sq.html 0% URL Reputation safe

https://www.hotjarconsent.com/it.html 0% URL Reputation safe

https://www.hotjarconsent.com/it.html 0% URL Reputation safe

https://www.hotjarconsent.com/it.html 0% URL Reputation safe

https://js.hscollectedforms.net/collectedforms.js 0% URL Reputation safe

https://js.hscollectedforms.net/collectedforms.js 0% URL Reputation safe

https://js.hscollectedforms.net/collectedforms.js 0% URL Reputation safe

https://www.hotjarconsent.com 0% URL Reputation safe

https://www.hotjarconsent.com 0% URL Reputation safe

https://www.hotjarconsent.com 0% URL Reputation safe

https://cdn.pdst.fm/ping.min.jsaD 0% Avira URL Cloud safe

https://client-registry.mutinycdn.com/personalize/client/e970333877260fa7.js 0% Avira URL Cloud safe

https://www.hotjarconsent.com/pt_br.html 0% URL Reputation safe

https://www.hotjarconsent.com/pt_br.html 0% URL Reputation safe

https://www.hotjarconsent.com/pt_br.html 0% URL Reputation safe

https://ob.cheqzone.com/clicktrue_invocation.js?id=3839 0% Avira URL Cloud safe

https://obs.cheqzone.com/ct?
id=3839&url=https%3A%2F%2Fclickup.com%2F%3Futm_source%3Dclickup%26utm_me

0% Avira URL Cloud safe

https://acsbapp.com/apps/app/dist/js/app.js 0% Avira URL Cloud safe

https://www.googleoptimize.com/optimize.js?id=GTM-PBLF7VJaD 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

forms.hubspot.com 104.19.155.83 true false high

clickup.com 13.226.169.5 true false high

d10w4ikcrdu13z.cloudfront.net 99.86.154.88 true false high

obs.cheqzone.com 54.83.110.109 true false 0%, Virustotal, Browse unknown

platform.twitter.map.fastly.net 199.232.136.157 true false 0%, Virustotal, Browse unknown

pixel2.cheqzone.com 3.222.168.114 true false 0%, Virustotal, Browse unknown

Domains and IPs

Contacted Domains

Copyright null 2021 Page 8 of 66

https://www.virustotal.com/gui/url/a78445196448b003e7c9147e10d980644e0fff8c810d5675e9f7463b9a62deb5/detection/u-a78445196448b003e7c9147e10d980644e0fff8c810d5675e9f7463b9a62deb5-1611674329
https://www.virustotal.com/gui/url/9a167d72e50776ef513a6383b2b16e1785d577ab8f16917555ee0e8ab2e7e062/detection/u-9a167d72e50776ef513a6383b2b16e1785d577ab8f16917555ee0e8ab2e7e062-1607837090
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client.mutinycdn.com 143.204.11.35 true false 0%, Virustotal, Browse unknown

t.co 104.244.42.197 true false high

track.hubspot.com 104.19.155.83 true false high

pagead.l.doubleclick.net 216.58.207.130 true false high

cdnjs.cloudflare.com 104.16.19.94 true false high

js.hs-scripts.com 104.17.211.204 true false high

dx.steelhousemedia.com 44.236.162.197 true false high

tracking.g2crowd.com 104.18.27.190 true false high

match-1943069928.eu-west-1.elb.amazonaws.com 63.32.128.23 true false high

comparative-sunflower-
xuq2ccs5ytd0rn9rne4rbjac.herokudns.com

35.171.215.128 true false unknown

q.quora.com 3.217.219.88 true false high

quora.map.fastly.net 151.101.1.2 true false unknown

static-cdn.hotjar.com 99.86.154.114 true false high

d2ycxbs0cq3yaz.cloudfront.net 143.204.11.37 true false high

js.intercomcdn.com 13.226.169.110 true false high

js.hs-banner.com 104.18.21.191 true false unknown

star-mini.c10r.facebook.com 31.13.92.36 true false high

pxtm.steelhousemedia.com 54.244.159.189 true false high

stats.l.doubleclick.net 108.177.15.157 true false high

s.twitter.com 104.244.42.131 true false high

ww.steelhousemedia.com 44.238.130.186 true false high

monetization-framework.bsa.netdna-cdn.com 108.161.189.78 true false high

edge.fullstory.com 35.201.112.186 true false high

api-iam.intercom.io 75.2.88.188 true false high

www.googleoptimize.com 172.217.22.238 true false unknown

insight-566961044.eu-west-1.elb.amazonaws.com 18.200.151.216 true false high

pop-tln1-alpha.mix.linkedin.com 185.63.144.5 true false high

clockify.me 13.226.169.17 true false high

in-live.live.eks.hotjar.com 63.33.16.37 true false high

reddit.map.fastly.net 151.101.1.140 true false unknown

www.google.co.uk 172.217.22.227 true false unknown

acsbapp.com 167.172.136.187 true false unknown

atlas.c10r.facebook.com 31.13.92.2 true false high

calendly.com 104.20.248.116 true false high

cheqzone2.b-cdn.net 89.187.165.193 true false high

googlehosted.l.googleusercontent.com 172.217.22.225 true false high

d5txjkmyderx.cloudfront.net 13.226.169.90 true false high

forms.hsforms.com 104.16.88.5 true false unknown

vc-live-cf.hotjar.io 143.204.11.127 true false unknown

t3829634.p.clickup-attachments.com 13.226.169.37 true false unknown

global-v2.clearbit.com 18.134.247.58 true false high

elb046299-1187644484.us-east-
1.elb.amazonaws.com

54.243.135.228 true false high

js.hs-analytics.net 104.17.69.176 true false unknown

api.exchangeratesapi.io 104.26.8.91 true false unknown

x.clearbit.com 18.134.247.58 true false high

us-central1-adaptive-growth.cloudfunctions.net 216.239.36.54 true false unknown

scontent.xx.fbcdn.net 31.13.92.14 true false high

script.hotjar.com 143.204.11.79 true false high

cdn.pdst.fm 35.244.142.80 true false unknown

nexus-websocket-a.intercom.io 35.174.127.31 true false high

pagead46.l.doubleclick.net 216.58.207.162 true false high

widget.intercom.io 143.204.11.24 true false high

halfbakedfullyraw.com 162.241.149.46 true false unknown

fullstory.com 34.107.252.72 true false high

api.clickup.com 52.29.203.165 true false high

d279x8308vq8mj.cloudfront.net 143.204.11.4 true false high

vars.hotjar.com 99.86.154.112 true false high

rs.fullstory.com 35.186.194.58 true false high

api.getdrip.com 143.204.11.107 true false high

app.clickup.com 3.64.93.63 true false high

dlx6k0k2hv67n.cloudfront.net 143.204.11.86 true false high

js.hscollectedforms.net 104.17.127.171 true false unknown

alb.reddit.com unknown unknown false high

Name IP Active Malicious Antivirus Detection Reputation
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static.ads-twitter.com unknown unknown false unknown

ka-f.fontawesome.com unknown unknown false high

app-cdn.clickup.com unknown unknown false high

stats.g.doubleclick.net unknown unknown false high

clients2.googleusercontent.com unknown unknown false high

static.hotjar.com unknown unknown false high

ob.cheqzone.com unknown unknown false unknown

px.steelhousemedia.com unknown unknown false high

match.adsrvr.org unknown unknown false high

www.redditstatic.com unknown unknown false high

cx.atdmt.com unknown unknown false high

kit.fontawesome.com unknown unknown false high

maxcdn.bootstrapcdn.com unknown unknown false high

doc.clickup.com unknown unknown false high

connect.facebook.net unknown unknown false high

px.ads.linkedin.com unknown unknown false high

cdn.acsbapp.com unknown unknown false unknown

googleads.g.doubleclick.net unknown unknown false high

a.quora.com unknown unknown false high

in.hotjar.com unknown unknown false high

tag.getdrip.com unknown unknown false high

x.clearbitjs.com unknown unknown false unknown

cdn.firstpromoter.com unknown unknown false high

vc.hotjar.io unknown unknown false unknown

insight.adsrvr.org unknown unknown false high

code.jquery.com unknown unknown false high

scripts.attributionapp.com unknown unknown false high

track.attributionapp.com unknown unknown false high

www.facebook.com unknown unknown false high

client-registry.mutinycdn.com unknown unknown false unknown

analytics.twitter.com unknown unknown false high

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

https://doc.clickup.com/d/h/3mvw2-12/0597f10d0eed223 false high

https://clickup.com/?utm_source=clickup&utm_medium=doc&utm_campaign=3829634 false high

https://halfbakedfullyraw.com/008765/ true unknown

Name Source Malicious Antivirus Detection Reputation

https://clickup.com/&ClickUp Current Session.0.dr false high

https://clickup.com/?
utm_source=clickup&utm_medium=doc&utm_campaign=3829
634ClickUp

History-journal.0.dr false high

https://www.hotjarconsent.com/sv.html 7ca44ec4c17e927d_0.0.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://halfbakedfullyraw.com/ 24fafd51079bbb3b_0.0.dr, d6daf
d8264f25355_0.0.dr

false Avira URL Cloud: safe unknown

https://clickup.com/9u; 701263a561b04671_0.0.dr false high

https://code.jquery.com/jquery-3.2.1.slim.min.js 0e1f5cd1d6768d12_0.0.dr false high

https://www.redditstatic.com/ads/pixel.js 6adef240ed764464_0.0.dr false high

https://doc.clickup.com/6.18ba0fb19a6e18244344.js 93a4db5584b46e1b_0.0.dr false high

https://clickup.comh Current Session.0.dr false Avira URL Cloud: safe unknown

https://clickup.com/landing/favicons/favicon-32x32.pngB Favicons.0.dr false high

https://connect.facebook.net/signals/config/124630241461844
?v=2.9.33&r=stableaD

e3de57aee137b0b4_0.0.dr false high

https://px.ads.linkedin.com/collect? ecba0530bad5195f_0.0.dr false high

https://q.quora.com/_/ad/ 4d623bcd069ac743_0.0.dr false high

https://js.intercomcdn.com/vendor-
modern.6d7548da.jsaD

6130565f5baae344_0.0.dr false high

https://cdn.firstpromoter.com/fprom.jsaD d9133d4093e7cc49_0.0.dr false high

https://clickup.com/landing/js/typed.min.jsaD 73b471123e2428a3_0.0.dr false high

Contacted URLs

URLs from Memory and Binaries
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https://clickup.com/qj be4f8f8a4aeaa100_0.0.dr false high

https://scripts.attributionapp.com/attribution.js 4071488f0118ba2c_0.0.dr, b38db
ba92105f899_0.0.dr

false high

https://clickup.com/landing/js/app.min.9f94e822.jsaD 9eb37a5044649688_0.0.dr false high

https://js.hs-banner.com/6613321.js ab1ff0972b4447a6_0.0.dr false Avira URL Cloud: safe unknown

https://github.com/clearbit/clearbit.js-core#readme 1fd74ff4792d9ad0_0.0.dr false high

https://kit.fontawesome.com/585b051251.js d6dafd8264f25355_0.0.dr false high

https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.
min.js

537d8e6ab25886f1_0.0.dr false high

https://t.firstpromoter.com/track/signup d9133d4093e7cc49_0.0.dr false high

https://github.com/clearbit/analytics.js#readme 1fd74ff4792d9ad0_0.0.dr false high

https://client.mutinycdn.com/mutiny-client/4.1.0.5.js 988773b6653f061e_0.0.dr false Avira URL Cloud: safe unknown

https://www.hotjarconsent.com/pl.html 7ca44ec4c17e927d_0.0.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://www.hotjarconsent.com/fr.html 7ca44ec4c17e927d_0.0.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://clickup.com Current Session.0.dr false high

https://x.clearbitjs.com/v1/pk_77a36b09108b9b80c547cddad4
34b648/clearbit.min.jsaD

1fd74ff4792d9ad0_0.0.dr false Avira URL Cloud: safe unknown

https://doc.clickup.com/8.03927f0ed323cf207ccd.js ca198fd2bb19a4a7_0.0.dr false high

https://halfbakedfullyraw.com/008765 Current Session.0.dr false Avira URL Cloud: safe unknown

https://js.hs-
analytics.net/analytics/1611748200000/6613321.jsaD

0f8c842ef4dba11f_0.0.dr false Avira URL Cloud: safe unknown

https://clickup.com/ 000003.log0.0.dr false high

https://js.hs-
analytics.net/analytics/1611748200000/6613321.js

0f8c842ef4dba11f_0.0.dr false Avira URL Cloud: safe unknown

https://doc.clickup.com/d/h/3mvw2-
12/0597f10d0eed2232

History Provider Cache.0.dr false high

https://js.intercomcdn.com/app-modern.15187be7.js cf4112744a0a3423_0.0.dr false high

https://connect.facebook.net/ 38125c6750952209_0.0.dr false high

https://clickup.com/?
utm_source=clickup&utm_medium=doc&utm_campaign=3829
6342(ClickUp

History Provider Cache.0.dr false high

https://identify.hotjar.com 7ca44ec4c17e927d_0.0.dr false high

https://www.hotjarconsent.com/el.html 7ca44ec4c17e927d_0.0.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://a.nel.cloudflare.com/report?
s=JOMOUR%2FtjY%2BG3tPkTMVgxweFp1irlkFG3npRp%2F
U3%2F3%2FlWXLhv0Sl

Reporting and NEL.1.dr false high

https://a.nel.cloudflare.com/report?
s=glQy%2BtYIQ1L9Nmyiw%2B57IaKbsGmHdF%2B2Xj6JB0K
wqwQ%2FoypWEhpl%2

Reporting and NEL.1.dr false high

https://www.linkedin.com/company/12949663 Current Session.0.dr false high

https://dx.steelhousemedia.com/spx?
dxver=4.0.0&shaid=31571&tdr=&plh=https%3A%2F%2Fclicku
p.com%2F&cb=

b165a609053573c9_0.0.dr false high

https://clickup.com/press/100-million-series-b%Why Current Session.0.dr false high

https://clickup.com/ClickUp History.0.dr false high

https://www.hotjar.com/feedback-polls?
utm_source=client&utm_medium=poll&utm_campaign=insight
s

7ca44ec4c17e927d_0.0.dr false high

https://clickup.com/press/100-million-series-b Current Session.0.dr false high

https://feedback.googleusercontent.com manifest.json0.0.dr false high

https://www.hotjarconsent.com/zh.html 7ca44ec4c17e927d_0.0.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://clickup.com/2u 717520bca44e5e70_0.0.dr false high

https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/617640813/?random=1611748413384&cv=

a603dee9fb72c493_0.0.dr false high

https://doc.clickup.com/4.e40d7ae814d864b65435.js 946c5d6abac88c3a_0.0.dr false high

https://halfbakedfullyraw.com/008765/Share History-journal.0.dr false Avira URL Cloud: safe unknown

https://js.intercomcdn.com/frame-modern.27712fd7.js 611d59153847d729_0.0.dr false high

https://www.googleoptimize.com/optimize.js?id=GTM-
PBLF7VJ

4e268f2ebf5198c2_0.0.dr false Avira URL Cloud: safe unknown

https://www.hotjarconsent.com/fi.html 7ca44ec4c17e927d_0.0.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Name Source Malicious Antivirus Detection Reputation
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https://cdn.firstpromoter.com/fprom.js d9133d4093e7cc49_0.0.dr false high

https://edge.fullstory.com/s/fs.js a81f1b4d5a99dd1d_0.0.dr false high

https://doc.clickup.com/2.efca9fe3a3bdac0fbb2b.js cacbb577cdb5474c_0.0.dr false high

https://clickup.com/?
utm_source=clickup&utm_medium=doc&utm_campaign=3829
634&ClickUp

Current Session.0.dr false high

https://doc.clickup.com/runtime.500d98cd106c671df4ea.js
e60d21e48f3ffff6_0.0.dr false high

https://doc.clickup.com/5.23359d2babd93c6f6cb9.js 8255c9f77da2b346_0.0.dr false high

https://clickup.com/-q6 4e268f2ebf5198c2_0.0.dr false high

https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/617640813/?random=1611748405320&cv=

5b49a62a034a63d9_0.0.dr false high

https://t.firstpromoter.com/track/new d9133d4093e7cc49_0.0.dr false high

https://www.hotjarconsent.com/sq.html 7ca44ec4c17e927d_0.0.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

schema.org Current Session.0.dr, e3de57ae
e137b0b4_0.0.dr

false high

https://www.hotjarconsent.com/it.html 7ca44ec4c17e927d_0.0.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://js.hscollectedforms.net/collectedforms.js 0cf69c09debb1d32_0.0.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://clickup.com/UZ 7ca5ba6998f1f7ef_0.0.dr false high

https://a.nel.cloudflare.com/report?
s=1W%2F2t0TGhv2tVO2SXbBoliQgprw%2BfKyP%2Fu%2FK
uVbXY7elHmYPkj%2B3

Reporting and NEL.1.dr false high

https://www.hotjarconsent.com 7ca44ec4c17e927d_0.0.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://clickup.com/54 9ddde39b85651e12_0.0.dr false high

https://cdn.pdst.fm/ping.min.jsaD d6a93f49c5fe3a17_0.0.dr false Avira URL Cloud: safe unknown

https://client-
registry.mutinycdn.com/personalize/client/e970333877260fa7.j
s

8fbb15542bd0b54d_0.0.dr false Avira URL Cloud: safe unknown

https://doc.clickup.com/main.368c32a46466b04cc16d.js 7ca5ba6998f1f7ef_0.0.dr false high

https://clickup.com/Ul 1408a718ac481827_0.0.dr false high

https://clickup.com/YhA ecba0530bad5195f_0.0.dr false high

https://www.hotjarconsent.com/pt_br.html 7ca44ec4c17e927d_0.0.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://snap.licdn.com/li.lms-analytics/insight.min.jsaD ecba0530bad5195f_0.0.dr false high

https://ob.cheqzone.com/clicktrue_invocation.js?id=3839 6adef240ed764464_0.0.dr, 1dfeb
e463549e1f9_0.0.dr, 9d719dba5c
2fa8a5_0.0.dr

false Avira URL Cloud: safe unknown

https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/617640813/?random=1611748415973&cv=

55c0c7b9933a59e7_0.0.dr false high

https://clickup.com/F? e60d21e48f3ffff6_0.0.dr false high

https://code.jquery.com/jquery-3.1.1.min.js d68c54beef7bb8f7_0.0.dr false high

https://obs.cheqzone.com/ct?
id=3839&url=https%3A%2F%2Fclickup.com%2F%3Futm_sou
rce%3Dclickup%26utm_me

717520bca44e5e70_0.0.dr false Avira URL Cloud: safe unknown

https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/617640813/?random=1611748406325&cv=

e567488d3c96f8d8_0.0.dr false high

https://doc.clickup.com/26.28f0b989892671b7dd1a.js 21e2684aceaeb541_0.0.dr false high

https://js.intercomcdn.com/ 611d59153847d729_0.0.dr false high

https://clickup.com/blog/get-last-posts-for-remote.php 9eb37a5044649688_0.0.dr false high

https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/617640813/?random=1611748387384&cv=

944a3e48a81e981e_0.0.dr false high

https://static.hotjar.com/c/hotjar-779854.js?sv=6 bceb1bf92d92d13e_0.0.dr false high

https://acsbapp.com/apps/app/dist/js/app.js 76094a390b8abd4a_0.0.dr false Avira URL Cloud: safe unknown

https://www.googleoptimize.com/optimize.js?id=GTM-
PBLF7VJaD

0e184c012e0b5160_0.0.dr false Avira URL Cloud: safe unknown

https://tag.getdrip.com/4818331.js be4f8f8a4aeaa100_0.0.dr false high

https://developer.mozilla.org/en-
US/docs/DOM/MutationObserver

7ca44ec4c17e927d_0.0.dr false high

Name Source Malicious Antivirus Detection Reputation

Contacted IPs
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

13.226.169.90 unknown United States 16509 AMAZON-02US false

104.19.155.83 unknown United States 13335 CLOUDFLARENETUS false

34.107.252.72 unknown United States 15169 GOOGLEUS false

108.177.15.157 unknown United States 15169 GOOGLEUS false

35.186.194.58 unknown United States 15169 GOOGLEUS false

31.13.92.36 unknown Ireland 32934 FACEBOOKUS false

54.83.110.109 unknown United States 14618 AMAZON-AESUS false

35.174.127.31 unknown United States 14618 AMAZON-AESUS false

104.17.127.171 unknown United States 13335 CLOUDFLARENETUS false

151.101.1.2 unknown United States 54113 FASTLYUS false

143.204.11.24 unknown United States 16509 AMAZON-02US false

104.18.21.191 unknown United States 13335 CLOUDFLARENETUS false

167.172.136.187 unknown United States 14061 DIGITALOCEAN-ASNUS false

143.204.11.107 unknown United States 16509 AMAZON-02US false

172.217.22.238 unknown United States 15169 GOOGLEUS false

3.222.168.114 unknown United States 14618 AMAZON-AESUS false

35.171.215.128 unknown United States 14618 AMAZON-AESUS false

18.134.247.58 unknown United States 16509 AMAZON-02US false

104.17.211.204 unknown United States 13335 CLOUDFLARENETUS false

185.63.144.5 unknown United States 14413 LINKEDINUS false

44.238.130.186 unknown United States 16509 AMAZON-02US false

104.244.42.131 unknown United States 13414 TWITTERUS false

54.244.159.189 unknown United States 16509 AMAZON-02US false

13.226.169.17 unknown United States 16509 AMAZON-02US false

143.204.11.37 unknown United States 16509 AMAZON-02US false

216.58.207.162 unknown United States 15169 GOOGLEUS false

239.255.255.250 unknown Reserved unknown unknown false

143.204.11.79 unknown United States 16509 AMAZON-02US false

143.204.11.35 unknown United States 16509 AMAZON-02US false

31.13.92.2 unknown Ireland 32934 FACEBOOKUS false

89.187.165.193 unknown Czech Republic 60068 CDN77GB false

216.239.36.54 unknown United States 15169 GOOGLEUS false

104.16.88.5 unknown United States 13335 CLOUDFLARENETUS false

172.217.22.227 unknown United States 15169 GOOGLEUS false

143.204.11.4 unknown United States 16509 AMAZON-02US false

Public
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General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 344910

Start date: 27.01.2021

Start time: 12:51:55

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 52s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://doc.clickup.com/d/h/3mvw2-
12/0597f10d0eed223

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 12

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

13.226.169.110 unknown United States 16509 AMAZON-02US false

13.226.169.5 unknown United States 16509 AMAZON-02US false

172.217.22.225 unknown United States 15169 GOOGLEUS false

31.13.92.14 unknown Ireland 32934 FACEBOOKUS false

108.161.189.78 unknown United States 33438 HIGHWINDS2US false

3.217.219.88 unknown United States 14618 AMAZON-AESUS false

44.236.162.197 unknown United States 16509 AMAZON-02US false

216.58.207.130 unknown United States 15169 GOOGLEUS false

3.64.93.63 unknown United States 16509 AMAZON-02US false

162.241.149.46 unknown United States 46606 UNIFIEDLAYER-AS-1US false

143.204.11.86 unknown United States 16509 AMAZON-02US false

104.26.8.91 unknown United States 13335 CLOUDFLARENETUS false

99.86.154.88 unknown United States 16509 AMAZON-02US false

143.204.11.127 unknown United States 16509 AMAZON-02US false

99.86.154.114 unknown United States 16509 AMAZON-02US false

54.243.135.228 unknown United States 14618 AMAZON-AESUS false

104.244.42.197 unknown United States 13414 TWITTERUS false

151.101.1.140 unknown United States 54113 FASTLYUS false

99.86.154.112 unknown United States 16509 AMAZON-02US false

35.201.112.186 unknown United States 15169 GOOGLEUS false

104.20.248.116 unknown United States 13335 CLOUDFLARENETUS false

104.17.69.176 unknown United States 13335 CLOUDFLARENETUS false

13.226.169.37 unknown United States 16509 AMAZON-02US false

63.32.128.23 unknown United States 16509 AMAZON-02US false

75.2.88.188 unknown United States 16509 AMAZON-02US false

35.244.142.80 unknown United States 15169 GOOGLEUS false

52.29.203.165 unknown United States 16509 AMAZON-02US false

18.200.151.216 unknown United States 16509 AMAZON-02US false

104.16.19.94 unknown United States 13335 CLOUDFLARENETUS false

104.18.27.190 unknown United States 13335 CLOUDFLARENETUS false

199.232.136.157 unknown United States 54113 FASTLYUS false

63.33.16.37 unknown United States 16509 AMAZON-02US false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

192.168.2.4

127.0.0.1

Private
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Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal56.phis.win@36/292@85/70

Cookbook Comments: Adjust boot time
Enable AMSI
Browse: https://halfbakedfullyraw.com/008765
Browse: https://clickup.com/?u
tm_source=clickup&amp;utm_medi
um=doc&amp;utm_campaign=3829634
Browse: https://clickup.com/press/100-million-
series-b
Browse: https://clickup.com/
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Warnings:
Exclude process from analysis (whitelisted): 
BackgroundTransferHost.exe, RuntimeBroker.exe, 
backgroundTaskHost.exe, svchost.exe, 
wuapihost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted): 
13.88.21.125, 40.88.32.150, 168.61.161.212, 
172.217.20.237, 172.217.23.78, 172.217.23.35, 
216.58.207.174, 142.250.186.40, 173.194.187.106, 
67.27.157.254, 8.241.123.254, 67.26.75.254, 
8.248.133.254, 8.248.117.254, 216.58.207.142, 
172.217.23.36, 209.197.3.24, 209.197.3.15, 
172.217.22.234, 104.18.23.52, 104.18.22.52, 
172.217.23.74, 172.217.22.3, 172.64.203.28, 
172.64.202.28, 172.217.20.234, 151.101.2.217, 
151.101.66.217, 151.101.130.217, 
151.101.194.217, 23.210.249.242, 204.79.197.200, 
13.107.21.200, 204.13.202.71, 216.58.207.138, 
216.58.207.170, 172.217.23.10, 172.217.23.42, 
172.217.22.202, 40.126.31.4, 40.126.31.135, 
40.126.31.137, 20.190.159.136, 20.190.159.134, 
40.126.31.139, 40.126.31.141, 20.190.159.132, 
51.104.144.132, 172.217.23.67, 173.194.188.134, 
95.101.22.216, 95.101.22.224, 52.155.217.156, 
20.54.26.129, 173.194.164.103
Excluded domains from analysis (whitelisted): 
gstaticadssl.l.google.com, cds.s5x3j6q5.hwcdn.net, 
arc.msn.com.nsatc.net, ka-
f.fontawesome.com.cdn.cloudflare.net, 
www.tm.lg.prod.aadmsa.akadns.net, 
clientservices.googleapis.com, 
skypedataprdcoleus15.cloudapp.net, 
clients2.google.com, login.live.com, 
audownload.windowsupdate.nsatc.net, 
update.googleapis.com, www.google.com, 
watson.telemetry.microsoft.com, www.gstatic.com, 
r1---sn-4g5e6ney.gvt1.com, au-bg-
shim.trafficmanager.net, c3.shared.global.fastly.net,
www.google-analytics.com, fonts.googleapis.com, 
r1---sn-4g5ednsz.gvt1.com, content-
autofill.googleapis.com, ajax.googleapis.com, dual-
a-0001.a-msedge.net, 
displaycatalog.md.mp.microsoft.com.akadns.net, 
ris-prod.trafficmanager.net, ssl.trustwave.com, 
skypedataprdcolcus17.cloudapp.net, 
www.tm.a.prd.aadg.akadns.net, 
www.googleapis.com, ris.api.iris.microsoft.com, 
blobcollector.events.data.trafficmanager.net, 
clients.l.google.com, r1.sn-4g5e6ney.gvt1.com, 
r1.sn-4g5ednsz.gvt1.com, 
www.googleadservices.com, r5---sn-
4g5e6nsr.gvt1.com, a1449.dscg2.akamai.net, 
arc.msn.com, e9706.dscg.akamaiedge.net, 
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, redirector.gvt1.com, 
www.googletagmanager.com, bat.bing.com, 
displaycatalog.mp.microsoft.com, 
auto.au.download.windowsupdate.com.c.footprint.n
et, img-prod-cms-rt-microsoft-com.akamaized.net, 
kit.fontawesome.com.cdn.cloudflare.net, 
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net, 
accounts.google.com, www-google-
analytics.l.google.com, fonts.gstatic.com, www-
googletagmanager.l.google.com, 
ctldl.windowsupdate.com, 
login.msa.msidentity.com, bat-bing-com.a-0001.a-
msedge.net, wildcard.licdn.com.edgekey.net, 
cds.j3z9t3p6.hwcdn.net, r5.sn-4g5e6nsr.gvt1.com, 
skypedataprdcolwus15.cloudapp.net
Report size exceeded maximum capacity and may 
have missing network information.
Report size getting too big, too many NtCreateFile 
calls found.
Report size getting too big, too many NtOpenFile 
calls found.
Report size getting too big, too many 
NtQueryVolumeInformationFile calls found.
Report size getting too big, too many NtWriteFile 
calls found.
Report size getting too big, too many 
NtWriteVirtualMemory calls found.

Show All
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Time Type Description

12:52:52 API Interceptor 2x Sleep call for process: chrome.exe modified

No context

No context

No context

No context

No context

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\4CA77D36767B6202D4786BF3D1EC5242
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1912

Entropy (8bit): 7.3478006141797225

Encrypted: false

SSDEEP: 24:t9vguPvg+7QqUESjQLscZ3Oywr9ICRo9vguPvg+7QqUESjQLscZ3Oywr9ICRk:/jPVQ842hV1i9IGkjPVQ842hV1i9IGk

MD5: A4EECCAEF5148699F70ACB88F752247D

SHA1: 2A27D8A3FE60977EB4A68420378602F05BB8D4AC

SHA-256: 7C6C8AC621EDD346C6077ACD9904FECD2A992FFCF177330027966C8194401420

SHA-512: BD9639FE6C833C343DBEF5CD46C48022A915F3CF51BA46E032044DC24426AF9866AF11295EFCDE23421273C79F75E4BF7D980C8F56285185C9C2FCF37DE8745B

Malicious: false

Reputation: low

Preview:
0...0.............\....B...'.Y.0...*.H........0H1.0...U....US1 0...U....SecureTrust Corporation1.0...U....SecureTrust CA0...061107193118Z..291231194055Z0H1.0...U....US1 0
...U....SecureTrust Corporation1.0...U....SecureTrust CA0.."0...*.H.............0..................O...x.X.A...@$.9.3f..b\...$[a....A..n......H......A>...).......m.g.W.........f%H...].....O.
F..\..^..m.....o1BlR>h...4...V.&....o.....d.KD.....c.f.v.q..6.hzw..../.z.r..k.....Y?.r.D$..s...W/B&..t..R.K.S|G.6..f....4W.f....pT...(.Y...........0..0...+.....7.......C.A0...U........0...U.......0...
.0...U......B2......]Kz...L@.ZC.04..U...-0+0).'.%.#http://crl.securetrust.com/STCA.crl0...+.....7.......0...*.H.............0.OJ.X:Rr[...e...Q;w...\.Ee{..[.pP.....I.A..s.~.#!....`.Zr.......z
o]......iB..q..&....j.q....|!T+.X..W).....&.......i.....+.64{$.xL....&..dR6_`g...t..g#.......0.7~..2.-.D00l....4...@.K.fF.T..2.c&0k...G...b...g.x)c.o....L...7...(K..,.h....10...0.............\....B...
'.Y.0...*.H......

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BD0D0E0426DC8F8008506

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Microsoft Cabinet archive data, 59134 bytes, 1 file

Category: dropped

Size (bytes): 59134

Entropy (8bit): 7.995450161616763

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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Encrypted: true

SSDEEP: 1536:R695NkJMM0/7laXXHAQHQaYfwlmz8efIqigYDff:RN7MlanAQwEIztTk

MD5: E92176B0889CC1BB97114BEB2F3C1728

SHA1: AD1459D390EC23AB1C3DA73FF2FBEC7FA3A7F443

SHA-256: 58A4F38BA43F115BA3F465C311EAAF67F43D92E580F7F153DE3AB605FC9900F3

SHA-512: CD2267BA2F08D2F87538F5B4F8D3032638542AC3476863A35F0DF491EB3A84458CE36C06E8C1BD84219F5297B6F386748E817945A406082FA8E77244EC229D8F

Malicious: false

Reputation: low

Preview:
MSCF............,...................I........T.........R.. .authroot.stl.ym&7.5..CK..8T....c_.d...:.(.....].M$[v.4.).E.$7*I.....e..Y..Rq...3.n..u..............|..=H....&..1.1..f.L..>e.6....F8.X.b.1$,.a...n-
......D..a....[.....i,+.+..<.b._#...G..U.....n..21*pa..>.32..Y..j...;Ay........n/R... ._.+..<...Am.t.<. ..V..y`.yO..e@../...<#..#......dju*..B......8..H'..lr.....l.I6/..d.].xIX<...&U...GD..Mn.y&.
[<(tk.....%B.b;./..`.#h....C.P...B..8d.F...D.k........... 0..w...@(.. @K....?.)ce........\.\......l......Q.Qd..+...@.X..##3..M.d..n6.....p1..)...x0V...ZK.{...{.=#h.v.).....b...*..[...L..*c..a..,...E5
X..i.d..w.....#o*+.........X.P...k...V.$...X.r.e....9E.x..=\...Km.......B...Ep...xl@@c1.....p?...d.{EYN.K.X>D3..Z..q.] .Mq.........L.n}........+/l\.cDB0.'.Y...r.[.........vM...o.=....zK..r..
l..>B....U..3....Z...ZjS...wZ.M...IW;..e.L...zC.wBtQ..&.Z.Fv+..G9.8..!..\T:K`......m.........9T.u..3h.....{...d[...@...Q.?..p.e.t[.%7..........^.....s.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BD0D0E0426DC8F8008506

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\4CA77D36767B6202D4786BF3D1EC5242
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 480

Entropy (8bit): 2.9725730682226117

Encrypted: false

SSDEEP: 6:kKtjoCzx3N2veVtcE+IIndbKtjoCzx3N2veVtcE+IIndO:VZLFZIndKZLFZIndO

MD5: 9AC7BB2B4236582B88A2E154EFA07E52

SHA1: 9E5DC7A16113A320699C7DF9D20B0F96AA792593

SHA-256: 75D1A560B891332309388EF100255AE6B727617B0446293CA35ADD04BFCACDAF

SHA-512: 38A1D67D0D34BCA4404D35CBFF83DD6FB6EA780D6330B40973D8EB19222ECE4A4FBC0EC1ED6F007145D9ADF10493E18ED4D6F0F485D40EDC0E445FFB339EB4
A1

Malicious: false

Reputation: low

Preview:
p...... ....T...%b......(....................................................... ........B.........(...............h.t.t.p.:././.s.s.l...t.r.u.s.t.w.a.v.e...c.o.m./.i.s.s.u.e.r.s./.S.T.C.A...c.r.t...".3.b.c.-.5.b.3.f.f.3
.1.8.e.6.0.4.0."...p...... ....T...%b......(....................................................... ........B.........(...............h.t.t.p.:././.s.s.l...t.r.u.s.t.w.a.v.e...c.o.m./.i.s.s.u.e.r.s./.S.T.C.A...c.r.t...".3.b.c.-
.5.b.3.f.f.3.1.8.e.6.0.4.0."...

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 328

Entropy (8bit): 3.0824531991978708

Encrypted: false

SSDEEP: 6:kKuCbqoN+SkQlPlEGYRMY9z+4KlDA3RUeKlF+adAlf:mT3kPlE99SNxAhUeo+aKt

MD5: DCB3AB23197C9926F60F397F693EFB09

SHA1: CFF86C928115C65CD29D4E385BE424F0DE545CBC

SHA-256: 400782B62C5A39FEF3F13E0C96BBD4C763AC0FA27855D08817921BFAEF5E0850

SHA-512: BFE912DC48232195E3EF51E4C4B89182970C12706950FE355DE5612D7623FC17EBE180FD328FFF13579F955A1A451B317788B8CE17C98B107DE2BFCD8284B4E8

Malicious: false

Reputation: low

Preview:
p...... ...............(....................................................... ..................&...............h.t.t.p.:././.c.t.l.d.l...w.i.n.d.o.w.s.u.p.d.a.t.e...c.o.m./.m.s.d.o.w.n.l.o.a.d./.u.p.d.a.t.e./.v.3./.s.t.a.t.i.c.
/.t.r.u.s.t.e.d.r./.e.n./.a.u.t.h.r.o.o.t.s.t.l...c.a.b...".0.e.b.b.a.e.1.d.7.e.a.d.6.1.:.0."...

C:\Users\user\AppData\Local\Google\Chrome\User Data\70e5a7f8-7ace-49df-81c3-dc642e06d59e.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 97400

Entropy (8bit): 3.7518414644368248

Encrypted: false

SSDEEP: 384:AfqZ9j8SIwcPPV4+lkNtrevx73SlXOHfmGOxrcfFHyxCPD/SrAtmYsGcb11lyODp:uOOZVeaMycengHfPIfrKzK9T5FC

MD5: A41BB6B6F98CC8357544D5EB8C1C0F8F

SHA1: 46CDD246DCFD2494AF1AB21127A4361797446CB9

SHA-256: E34A6A40C67C2082145CFB1B5B51E3781F32739B70B55D7EFF1A1971BB4E5143

SHA-512: 864182531A99A4410C2C6AF6B3A3087BBF05A1FE6A66945D884A992B5D71272C490522AABFF422FF15A07D38BE617E16ADDFDD75F71EBC2A786E22741329DBAE

Malicious: false

Reputation: low
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Preview:
t|..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e.1.6.\....
...g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0.0.0.....*
...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n..../8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o.m.m.o.n. 
.F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f.f.i.c.e.1.6.\......
.m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C.:.\.P.r.o
.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\70e5a7f8-7ace-49df-81c3-dc642e06d59e.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\7fcbe25d-7c63-4fbb-bcbc-6a779cbfb4a9.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 163630

Entropy (8bit): 6.081661211220583

Encrypted: false

SSDEEP: 3072:/P92w0rBlQ96umxmsP6tttYVj4Un7FcbXafIB0u1GOJmA3iuR2:nA1lAumJe8U5aqfIlUOoSiuR2

MD5: 22C23586739B811DBA975E15291311C4

SHA1: FCE8D504E5DB2CDF127A118D56DE7AF89E5DD1CC

SHA-256: C90FD08906B5A4522D463A226F7399A511F64DC5D0E1518F346F209E73BCDE86

SHA-512: DD2F04F92BAD42286C791E1C06BD4E598CA831E2F5289F90324DC098D88414C0AD969869FB88730AA0087533DABF8DD2468DBA50C9BDF4948E6A8D0FA31C4E6
D

Malicious: false

Reputation: low

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.611748369563277e+12,"network":1.611748371e+12,"ticks":306984320.0,"uncertainty":4707998.0}},"os_crypt":{"encrypted_key":
"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABaHlwIoHYlQKZwuwW8V0yxAAAAAAIAAAAAABBmAAAAAQAAIAAAAOT4j8Zm9U1zXX6oEUpPqIYBIjSlOiL
GeiMKiIFJZDroAAAAAA6AAAAAAgAAIAAAAFW1OavBhyV7qwszPZbindD+KU2Osh5O7HSmDPpFnuCDMAAAAGEkmqbufgFUSmOzx4cW7Aup7spqps4DvqbPrwR
gUGqSpRZvQkbO+yVH56WF9zMTt0AAAAAyRwtYxjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qrad7I3MeL4iNGDFgqRlhWgsb/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 120

Entropy (8bit): 3.3041625260016576

Encrypted: false

SSDEEP: 3:FkXwgs0oRL6twgs0oRL6twgs0oRLn:+taRL+taRL+taRLn

MD5: E6C1693D9F0F6B6E878D098FBFD4C92A

SHA1: D9D2708143B4A3BA5D14DFED59DCB6B88DF172D9

SHA-256: E9DA6B8F6549D084D8740EB4C25755989B057EBF4F36B5E526F34DFFAB7500CF

SHA-512: 19B28BFE66708B294AB033C2F87D219E1C29D4F9363AC92E89B9406F6E2ACB13AD5DF73DD7E163D1ADEC0AF89C42DA112AE153EB23378EC29302F91192B7C5A
9

Malicious: false

Reputation: low

Preview:
sdPC.....................UO..E.D.Q.o....sdPC.....................UO..E.D.Q.o....sdPC.....................UO..E.D.Q.o....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\0eb3f8e3-30d8-44a7-b797-3642d9b95e92.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4711

Entropy (8bit): 5.591975701815992

Encrypted: false

SSDEEP: 96:V7UoTKUoQJU9WU9SWeUohieUoyUNZUoxUUiU9KUo1mUogzoUocUUoYUoYKU9CcUk:V7UoTKUoeU9WU9SWeUoPUoVZUoxUUiUp

MD5: 61D1FD579361075BF3E9797DD9E550C2

SHA1: E66649B9504E4CCD9DCD5E5CBF4210B39B75F615

SHA-256: 2B1FCA80F1B314216F322BE9FC34D3A1F30F3C806EA2F9AD339CBA31F3803475

SHA-512: B51228E20BD5902899E688F839A805CB004E9AD904DF486958B24C1816095E196AEEEC302E03A22B217C94E4E52EE9352479F01F2A4D9976FD090523873FE1DE

Malicious: false

Reputation: low
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Preview:
{"expect_ct":[],"sts":[{"expiry":1643284472.892548,"host":"B33dNWuWc3elp/rqxbaViYp8VufHqjSms9l6Z0xI7lk=","mode":"force-https","sts_include_subdomains":true,"sts
_observed":1611748472.892552},{"expiry":1643284414.405392,"host":"DZojSgKWXqymKhdrkb0V9PlsJoovVUGWsPWVArl/V48=","mode":"force-https","sts_include_subd
omains":true,"sts_observed":1611748414.405395},{"expiry":1627528409.581543,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https",
"sts_include_subdomains":false,"sts_observed":1611748409.581547},{"expiry":1643284415.1932,"host":"K3wA0vSiWGfORMgxvNmP2zylcmDMsG1B1uS7fKBX/
Z0=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1611748415.193203},{"expiry":1622634873.925085,"host":"LAZkYS46RVRcFiZAzmUJrz6
TJHBd4nwE6VxPWfPLYHs=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1611748473.92509},{"expiry":1643284466.15334,"host":"M4bfUnCm
QAi4PNb3B8aI/2+SVJhHKsMfMMT7fzi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts_observ

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\0eb3f8e3-30d8-44a7-b797-3642d9b95e92.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\128f7ff9-51ce-4360-b9d9-48eafca27ae7.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4715

Entropy (8bit): 5.5891996949400795

Encrypted: false

SSDEEP: 96:D7UoVKUoQJU9WU9YeUo4ieUojNZUok7UUiU9KUo1KUosoUocxUoUAUoYKU9CcUoe:D7UoVKUoeU9WU9YeUogUo5ZUomUUiU9Q

MD5: B71D5F72851B6311F4E8CE214C8BE61C

SHA1: 32F9CA93A39754512FC5BB5D3CCB531F312AEF7E

SHA-256: E0CD513C522187E378C19E6B54D5225C42CE73CD89182584823E96C548F5D91A

SHA-512: 79AC3FBE89E77911F427E7BF6697DED4CF85B62F37059882391D1CFA202003B086E0AF3F912C90742DE970983ACFDAF6AC42679FEE7EA6EC856CD504D42E1B73

Malicious: false

Reputation: low

Preview:
{"expect_ct":[],"sts":[{"expiry":1643284417.924772,"host":"B33dNWuWc3elp/rqxbaViYp8VufHqjSms9l6Z0xI7lk=","mode":"force-https","sts_include_subdomains":true,"sts
_observed":1611748417.924777},{"expiry":1643284414.405392,"host":"DZojSgKWXqymKhdrkb0V9PlsJoovVUGWsPWVArl/V48=","mode":"force-https","sts_include_subd
omains":true,"sts_observed":1611748414.405395},{"expiry":1627528409.581543,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https",
"sts_include_subdomains":false,"sts_observed":1611748409.581547},{"expiry":1643284415.1932,"host":"K3wA0vSiWGfORMgxvNmP2zylcmDMsG1B1uS7fKBX/
Z0=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1611748415.193203},{"expiry":1622634803.507935,"host":"LAZkYS46RVRcFiZAzmUJrz6
TJHBd4nwE6VxPWfPLYHs=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1611748403.50794},{"expiry":1643284419.224389,"host":"M4bfUnC
mQAi4PNb3B8aI/2+SVJhHKsMfMMT7fzi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts_obser

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1b21eb97-7844-42f6-8dc4-d97a97a7694b.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4713

Entropy (8bit): 5.590207114744094

Encrypted: false

SSDEEP: 96:V7UoTKUoQJU9WU9SWeUohieUoyBNZUod6UUiU9KUo1sUo+oUocU3Uo8UoYKU9CcK:V7UoTKUoeU9WU9SWeUoPUoWZUod6UUi1

MD5: 06240CEF3BD7299C8CFB8254E7829B5A

SHA1: C853E59116B05E4875CCC69EBDE56857C3D7E445

SHA-256: 313A250FB8D88893BF594469E728593989EF25D3F87F0C9CAC70814B6FFFF3DF

SHA-512: 52D8D20B6BBF56EE9743E10F4CAEE018CE35A8A33BBEA548575BED2FF17928EE4167E6A4D5EB6DE9D6A02708B4C2720AE80FC97723636192014ACA93D8109C8
1

Malicious: false

Reputation: low

Preview:
{"expect_ct":[],"sts":[{"expiry":1643284472.892548,"host":"B33dNWuWc3elp/rqxbaViYp8VufHqjSms9l6Z0xI7lk=","mode":"force-https","sts_include_subdomains":true,"sts
_observed":1611748472.892552},{"expiry":1643284414.405392,"host":"DZojSgKWXqymKhdrkb0V9PlsJoovVUGWsPWVArl/V48=","mode":"force-https","sts_include_subd
omains":true,"sts_observed":1611748414.405395},{"expiry":1627528409.581543,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https",
"sts_include_subdomains":false,"sts_observed":1611748409.581547},{"expiry":1643284415.1932,"host":"K3wA0vSiWGfORMgxvNmP2zylcmDMsG1B1uS7fKBX/
Z0=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1611748415.193203},{"expiry":1622634873.925085,"host":"LAZkYS46RVRcFiZAzmUJrz6
TJHBd4nwE6VxPWfPLYHs=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1611748473.92509},{"expiry":1643284466.15334,"host":"M4bfUnCm
QAi4PNb3B8aI/2+SVJhHKsMfMMT7fzi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts_observ

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\33fa161f-8b8b-4e85-a3df-fcc4fdbd15b2.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4713

Entropy (8bit): 5.590475089548364

Encrypted: false

SSDEEP: 96:V7UoTKUoQJU9WU9SWeUohieUoyfdNZUoxUUiU9KUo1sUo+oUocU3Uo8UoYKU9CcK:V7UoTKUoeU9WU9SWeUoPUoiZUoxUUiUi

MD5: D29BE8A686EAB7953601620EA704C468

SHA1: CDE46F75D1158DCFE19B69F3F043903B7758AC4A

SHA-256: 869AA2836933F263EB913F9A54CEB0870E1DEF2C0AFF4101A057391D338AF8CE

SHA-512: F8BCB43832A062B56F1329733918C17B434A5AA0216C999B3AACB99C5757618F98F269ED71A2FBCA66F3707140880C24CFDD1F7A7739FBE331D4F03152C4392A

Malicious: false

Reputation: low
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Preview:
{"expect_ct":[],"sts":[{"expiry":1643284472.892548,"host":"B33dNWuWc3elp/rqxbaViYp8VufHqjSms9l6Z0xI7lk=","mode":"force-https","sts_include_subdomains":true,"sts
_observed":1611748472.892552},{"expiry":1643284414.405392,"host":"DZojSgKWXqymKhdrkb0V9PlsJoovVUGWsPWVArl/V48=","mode":"force-https","sts_include_subd
omains":true,"sts_observed":1611748414.405395},{"expiry":1627528409.581543,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https",
"sts_include_subdomains":false,"sts_observed":1611748409.581547},{"expiry":1643284415.1932,"host":"K3wA0vSiWGfORMgxvNmP2zylcmDMsG1B1uS7fKBX/
Z0=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1611748415.193203},{"expiry":1622634873.925085,"host":"LAZkYS46RVRcFiZAzmUJrz6
TJHBd4nwE6VxPWfPLYHs=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1611748473.92509},{"expiry":1643284466.15334,"host":"M4bfUnCm
QAi4PNb3B8aI/2+SVJhHKsMfMMT7fzi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts_observ

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\33fa161f-8b8b-4e85-a3df-fcc4fdbd15b2.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\36cf7c09-a5e1-4aec-a99b-1dbadeea1c0d.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 8938

Entropy (8bit): 4.810474460139775

Encrypted: false

SSDEEP: 192:JzMKDHGXO90IOvnAx5CGC6NaZUb8z+8fpIj165hM2v6JFv6rGG6QIx68ZtJYp+Yj:JoK7GXO90IOvnAx5CGC6NaZUb8z+8fpP

MD5: 0C6C6C0486226EE3210D0E2EED3F7752

SHA1: 6BF103BD8AC1B369876FD8C1FA0432EECCB01C83

SHA-256: 4D82361EF7FB177E1C30D45457A5C5AA6B9E68CF0F4AF310C3628E53931CB65B

SHA-512: 3BF969137A641E62E4E8BE137941EAD8D84E92759B4367EFC7ED9E8A97FD7754839B1DCC4E60D9BAF5FC50F979DE754A6CA9445275078E944E55D51E7C073D3
B

Malicious: false

Reputation: low

Preview:
{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"isolation":[],"server":"https://redirector.gvt1.com","supports_sp
dy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":
"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.gstatic.com
","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13258813971286871","port":443,"protocol_str":"quic"}],"isolation":[],"server":"h
ttps://accounts.google.com","supports_spdy":true},{"isolation":[],"server":"https://doc.clickup.com","supports_spdy":true},{"isolation":[],"server":"https://t3829634.p.clickup-
attachments.com","supports_spdy":true},{"isolation":[],"server":"https://app-cdn.clickup.com","supports_spdy":true},{"isolat

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3d8c0a9e-683b-4434-b434-98c427fa7a80.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2044

Entropy (8bit): 5.594954050152683

Encrypted: false

SSDEEP: 48:YeVwU9TeUo/r+ieUoW6UUhxeU9M/oUocrUoCdKU9sqPeUekUexBwU9X/UeP:4U9TeUoD+ieUoLUUiU9aoUocrUoCdKUR

MD5: 66C367D10217CEC7647CD0814E2B49C3

SHA1: 7B9D45DC208D520352EC3203EF2910BF98778A1D

SHA-256: A4823FDF1FF9A3F04B2B5A99307EE1AF69D0E022C6EEB0CD5B51450FF35F2A0D

SHA-512: BEB8AAEBE4EF8E9725EA1D89D87EB0B65F49809886A2D1E39B3193194CFC29DD7D75E44C8275F63F5D84954DACD8F913186BA39AE542CB78C2A67B9876BCC9
17

Malicious: false

Reputation: low

Preview:
{"expect_ct":[],"sts":[{"expiry":1627528409.581543,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1611748409.581547},{"expiry":1622634803.507935,"host":"LAZkYS46RVRcFiZAzmUJrz6TJHBd4nwE6VxPWfPLYHs=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1611748403.50794},{"expiry":1643284371.894738,"host":"M4bfUnCmQAi4PNb3B8aI/2+SVJhHKsMfMMT7fzi6ij4=","mode":"for
ce-https","sts_include_subdomains":true,"sts_observed":1611748371.894743},{"expiry":1632986995.029294,"host":"OuKlWsMW1dkkbI1X/oi6o0Y95ZNSWnSoeaIXAEYP
lv4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1601450995.029298},{"expiry":1643284409.300754,"host":"PmHKo9+NfFu9AjQSxw3MoTt
fuXIu9G3fM8KGQt4xie4=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1611748409.300759},{"expiry":1627516404.291128,"host":"UDjGJ
ndGVqgg3BowfS8jfsQuAhj6k4rmKzYJoI3cvaE=","mode":"force-https","sts_include_subdomains":true,"sts_obs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\77301442-7b9c-4a9b-95b4-8a25e6639de9.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5919

Entropy (8bit): 5.179386026813541

Encrypted: false

SSDEEP: 96:n0jG4R3hmIVG5k0JCKL82k6ORkF1tbOTlVuHn:n064l0I8h4KPk6OkF1

MD5: 4122F1A70ED5075D5290BCC5B8308349

SHA1: 86949DD6F3586D27D7522C1C8C0AE179F9210B37

SHA-256: B7531DB6BDBACB82C0061D2B731B31BAEE37655B9CEDC2C631055109BBD2CDE4

SHA-512: 39A299CE28EBAC576EB56569BE58F145489F77141BF06C71A42FB0AEA4D799AA3F73B8417240011409DB3784354D47D801AC1E40EEE952B488BF364081967139

Malicious: false

Reputation: low
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Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13256221966838615","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
l_tabs":false},"browser":{"has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left
":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"d
ata_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_received_length":["0","0","0","0","0","0","0","0","0","0","0","0"

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\77301442-7b9c-4a9b-95b4-8a25e6639de9.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\821bbb2b-6bef-4e0e-8b44-25f7a7e42c72.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3473

Entropy (8bit): 4.884843136744451

Encrypted: false

SSDEEP: 96:6FGX0G70GhIGpyGzRDYLiEHYDBKGzUGaCGjHGESHG/OG6mhM:6Fe0i0sIIyGzRDYLiEHYDBKSUpCQHrSP

MD5: 494384A177157C36E9017D1FFB39F0BF

SHA1: CE5D9754A70CD84CEE77C9180DB92C69715BE105

SHA-256: 07CF0A5189FAD30A4AA721F4F6DA1B15100991115833EACFA1E2DC84A1B54337

SHA-512: BFB80EEC0C0B5D9E487047703BE49826321A4D249422E0C81E978E6C8A310F41C7B4B8F849229BA87484FDF4831DD6A98FF994D0FDA5CE3D341CE615C15F2F1C

Malicious: false

Reputation: low

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607497410","port":443,"protocol_str":"quic"}],"isolation":
[],"network_stats":{"srtt":27387},"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324851660
7334226","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":34287},"server":"https://ssl.gstatic.com","supports_spdy":true},{"alternative_service":[{"adverti
sed_versions":[],"expiration":"13248516607463627","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31787},"server":"https://fonts.gstatic.com","s
upports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607318875","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{
"srtt":23359},"server":"https://apis.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9042944b-8823-4e3f-b04e-52b5e09fc991.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 16763

Entropy (8bit): 5.5770746639193485

Encrypted: false

SSDEEP: 384:DBftULlPBXJ51kXqKf/pUZNCgVLH2HfD1rUsOUe4z:MLltJ51kXqKf/pUZNCgVLH2HfBrUZUeI

MD5: 1ED9009C30F4D40E8A2B6AECAE87ACEE

SHA1: 26C447CDDBBDF71039EAD862AA9A4668CF94C2B7

SHA-256: 813836E185F20C0AA27A273D82A47F9AF2093116B3B1C2A8F8EEC2B62981D6A8

SHA-512: 863991ABD29B42242699B649E10DF4EE87C47D447D84A3BD2B8CD9128E2167755CA3675FF63FEA69F6C7844FCE1914B0BA1127347CF9795C6AA7F5B315CAAA36

Malicious: false

Reputation: low

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13256221966608982","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 334

Entropy (8bit): 5.206350120491291

Encrypted: false

SSDEEP: 6:mxsL+q2Pwkn23iKKdK9RXXTZIFUtpWNZmwPW+kHNVkwOwkn23iKKdK9RXX5LJ:yvYf5Kk7XT2FUtp+/Ps5Jf5Kk7XVJ

MD5: A371C4A5B362E8F5BABDC7391A6883D0

SHA1: 13B3219A8A3BD5819945590F1A3B74DE25E57158

SHA-256: 0A9A3E69ADD68848BFA7753627FFBE7B67B09E6B74621D45AE24F2267A0F5E55

SHA-512: B3E48D3D5B0D237DD261327A657CE4A418189D35D0D1C9A728CED37EC5CA5662C2824F7941881695AE37A597D6F96AE36EF6E658E899F9BF30BDDEB5D997A5A
7

Malicious: false

Reputation: low
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Preview:
2021/01/27-12:53:11.481 1ed8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
01/27-12:53:11.482 1ed8 Recovering log #3.2021/01/27-12:53:11.484 1ed8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 318

Entropy (8bit): 5.215085580995181

Encrypted: false

SSDEEP: 6:mxTN+q2Pwkn23iKKdKyDZIFUtpWGk5ZmwPW7VFNVkwOwkn23iKKdKyJLJ:jvYf5Kk02FUtpM/PiF5Jf5KkWJ

MD5: 4F06184C51C56D98E2158DF9BFB02367

SHA1: A6BD6C008D5AFC8F19D37ACB6B64924E76C7C876

SHA-256: 1FEE654E116B14BA3BD4E6BC0C434D237FAFFA1638DCDB677D0084B063A4E584

SHA-512: E89EE8421558F6A5C9C545F6ADA6158AB860A15E3B733B9982DF5E2D1FB9C95AEA2293B7C7740599CFE478D48E2EAB76E506A60777122B50ACB5F556AD1E778
9

Malicious: false

Reputation: low

Preview:
2021/01/27-12:53:11.446 1ed8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/01/27-12
:53:11.448 1ed8 Recovering log #3.2021/01/27-12:53:11.464 1ed8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\084f43d4509148f6_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 66816

Entropy (8bit): 6.072894958110421

Encrypted: false

SSDEEP: 1536:qqvtQaAmyhBeOVmeUJh8utqDQyzNme9nV:MaAmyhBd+QutqhNme9nV

MD5: 3B68145E3FA261EFD784966ABF94912A

SHA1: EB8645295D40705A2FDC25023C3650CE3C235E76

SHA-256: 2E5DC93906DC9925F3A3FCBBC9A16B32A75F2B02B0D2A63B3D3656B4E95FE766

SHA-512: 58BF631A36C66FD64DBF3635224E905BFD2A83D217BC2C9CC0A11A737B4974E52EAD997EBCB938B7B2CB2C1E80555ED1AF6CCCC3F01D29F62205C2432514621
0

Malicious: false

Reputation: low

Preview:
0\r..m......@...........34C90D795D666ACBFDE981F00FAEC32278956BCEB54FC1086EF5AC07F279A49F..............'......O............................l...................l...............................
.................................(S.D..`B.....L`.....(S.a..`|.....L`b....}.Rc............T.....Qb.H. ....l.....Qb.7[.....q.....Qb..cA....r.....Qbr......t.....R....Qb^..Z....v.....Qb.D......w.....Qb........x.....Qb.`.-...
.y.....Qb..u....z.....Qb6k=2....A.....Qbz..l....D.....Qb2.......C.....Qb>.@.....B.....Qb...C....E.....Qb..J.....F.....Qb2(......H.....Qbj......G.....QbF..w....I.....Qb.D.....J.....Qb&.......K.....Qb..
......L.....Qb..}[....N.....Qb~]\.....O.....QbJ.B.....P.....Qb./c.....M.....Qb".Q.....ca....Qbn..{....da....QbRf./....Q.....Qb.s......S.....Qbf..v....R.....Qb..=.....fa....Qb.......U.....Qb.......ea..
..Qb..x.....T.....Qb..q....V.....Qb..B....W.....Qb.=......Z.....Qb........Y.....Qb........X.....Qbj.+.....aa....Qb.{.....ba........................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\09ad979d86b9a715_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 66440

Entropy (8bit): 5.63545182769305

Encrypted: false

SSDEEP: 1536:RxM2LJt5lyxMgqzWuzOltXDesmkeeJKNqeqC:RZLnryygqzWuktXZmkejqeL

MD5: 7633D15B8EC0154B3A0EBF53CE46212C

SHA1: 5CA7E4742D035DFA3BF6D867737583A7102528B0

SHA-256: 5E4FCD1BAE765ABA499F1B6D815F849B77D026587B141C3A33003183A23C700C

SHA-512: 9F4B846D78CA9FC7FEAE6D1C6513CCFF540FAE2F923F5DE4B099007DD45AFEA72389255FCE28468D9F6C47FEE504031F14F367D44EFEA1DC71BF500D1C6C220
1

Malicious: false

Reputation: low

Preview:
0\r..m......@.....u.....F4BF4308C4A743BD971637CF3B1405ECB1CE1F83DC5BD004AFB000525C92E83F..............'.)P....O....P......'................................h........................
....................................................(S.0..`......L`.....(S......`.<.......L`P......M.Rc..................Qb........data..Qb..>.....ba....Qb.O......da....Qb..M.....ea....Qbj(U.....na....Qb.&.....
qa....Qb.<......ta....Qb..c....ua....Qb...j....sa....Qb:0U;....ra....Qb........va......Qbf......ya....Qbb..5....za....Qb.'......Aa.........Qb:..`....Ca....Qb~......Da....QbB..Y....Ea....Qb^.......Fa..
..QbZL,q....Ga....Qb*.`.....Ja....Qb......Ka....Qb.......La....Qb".rK....Na....Qb./......Ta....Qbj......Ua....Qb.h.....Va....Qb./gQ....Ia....Qb&mgi....Xa....Qb........Ya....Qb.Q4.....bb....Q
bB.......cb....Qb2..c....db....Qb.......eb....Qbj.,.....gb....QbrH.....hb....QbZ.......ib....Qb........kb....Qbr7......m.....Qb........lb....Qb.`<.....Jb....Qb........Kb....Qb......Lb....Qb~.u.....Mb.
...Qb.
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0cf69c09debb1d32_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 621

Entropy (8bit): 5.384612815893524

Encrypted: false

SSDEEP: 12:SzQYZwY4jXLIOUB10zQYZwY4fLIOUq0zQYZwY4ELIOU/llT:SEnRj7lg10EnRDll0EnRQlUlT

MD5: A8FCEF4F7B90F05FC0F5D3901556F430

SHA1: D257DDB99EB051B8B192FAB5BEE82A3AE8619E7E

SHA-256: 1589F372662C0F8CE49864D6D4BB04F0D4BCE7682C83AE6FCFE9725101DE3AE8

SHA-512: CE70A9630BBC2EA831B626C9A31D970CEDBCD00001A441DEEFF8EEB77C5A8D8AC03D72E333EFFCB931E57FC7AD0685D291ECF7842D0C15CFAD670D94B2DA
7062

Malicious: false

Reputation: low

Preview:
0\r..m......K.....0....._keyhttps://js.hscollectedforms.net/collectedforms.js .https://clickup.com/..b.v./.............x........CK6i/m....d....u.P|IY.j...}...(.A..Eo.......!6..........A..Eo...........
.......0\r..m......K.....0....._keyhttps://js.hscollectedforms.net/collectedforms.js .https://clickup.com/.i=.v./.............;.......CK6i/m....d....u.P|IY.j...}...(.A..Eo.......b...........A..Eo.....
.............0\r..m......K.....0....._keyhttps://js.hscollectedforms.net/collectedforms.js .https://clickup.com/o...v./.............-Z.......CK6i/m....d....u.P|IY.j...}...(.A..Eo...................A..
Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0e184c012e0b5160_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 89808

Entropy (8bit): 5.8061500463725935

Encrypted: false

SSDEEP: 1536:UTZOvF6Xopin1PFshmjj6TtXZKk5rpc2g7qeqr:UjY21P2hmj+TtXMk5rM7qec

MD5: 11C2BE9824B04F3B6D3F2AE7331E6B14

SHA1: 7EDD0FDCD241049B3C47F84AACFC52DFACB1DC9C

SHA-256: F8A6B7565E81AB3803F19D2A88341D20A76939DA6721B60D58D36B1445FDE80D

SHA-512: FF41A96065349323AA56227F95E6E4A9F356D235CFF767310A212777BFD32D8D39AFB4E67D5256FE34C62479C73430BF7B2D88F1EFE130F1A183D3607D93DA32

Malicious: false

Reputation: low

Preview:
0\r..m......@....\.$....82290B29C08F89FABF9FD9C0305B6D46E54B2DC4AEE77EBEB9028F873141DF88..............'.`P....O ....]..@&.................................@...............
@...............x....................................................................(S.0..`......L`.....(S......`.<.......L`P......M.Rc..................Qb........data..Qb..>.....ba....Qb.O......da....Qb..M.....ea....Qb
j(U.....na....Qb.&.....qa....Qb.<......ta....Qb..c....ua....Qb...j....sa....Qb:0U;....ra....Qb........va......Qbf......ya....Qbb..5....za....Qb.'......Aa.........Qb:..`....Ca....Qb~......Da....QbB..Y.
...Ea....Qb^.......Fa....QbZL,q....Ga....Qb*.`.....Ja....Qb......Ka....Qb.......La....Qb".rK....Na....Qb./......Ta....Qbj......Ua....Qb.h.....Va....Qb./gQ....Ia....Qb&mgi....Xa....Qb........
Ya....Qb.Q4.....bb....QbB.......cb....Qb2..c....db....Qb.......eb....Qbj.,.....gb....QbrH.....hb....QbZ.......ib....Qb........kb....Qbr7......m.....Qb........lb....Qb.`<.....Jb....Qb........Kb....Qb..
....L

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0e1f5cd1d6768d12_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 216

Entropy (8bit): 5.59652015770016

Encrypted: false

SSDEEP: 6:mLsYerCUYu940B/gZN/yKnNOigXM4rzwJhK6t:E2OUYuB0N/ypXM4Hwp

MD5: 570E84B68AC4110502D4DE3E04F6E3F1

SHA1: 2271CABAAF3C737C36184C2031352BF63DD9FCAF

SHA-256: 0CF09727B8C9A224EBCF7A9E670B34820EADC80834BBE5DF166D76F41FF7BD06

SHA-512: E3728FCA7D2BBFF0A54551422911C85F3135AEFA4AD07A57C69367765B3654D02B3ABBFED8877294B71FF781F9FB77CBC2F0BB1C486F5CF27C5DD4113332B994

Malicious: false

Reputation: low

Preview:
0\r..m......T......U...._keyhttps://code.jquery.com/jquery-3.2.1.slim.min.js .https://halfbakedfullyraw.com/*..v./.............<........DrE.V.I..=rJ.U.q.....E....w]X.A..Eo......l............
A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0f8c842ef4dba11f_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 58624

Entropy (8bit): 5.5705513469421115

Encrypted: false

SSDEEP: 768:6Y2d2AsCczH5EphCaXaOQA/1fn/tuRxLVJ5CfSC+0yUY48+jbcMF30Cx5F:6xc8hCaXansfnEVJ7C9yUY4dcmxr
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MD5: 4380EAB7CA351BA9C77D2E769B13D728

SHA1: E3D1970C438916C14E381B42231B38089E8EE952

SHA-256: CA2E31A8CCFBDBF541F947215FC0034B8C02FE9F2D3795733AD85CC9C66AA328

SHA-512: EEEAC9584DF1B296783C4F830FCA4041574A57E81D101E50241BB8FE2702A382E4DCE44817EE8B4397ABDD21537EDADC4E36421B1D317A15EE2759BF4EC62FF
B

Malicious: false

Reputation: low

Preview:
0\r..m......X...uG.x...._keyhttps://js.hs-analytics.net/analytics/1611748200000/6613321.js .https://clickup.com/U?b.v./.............\.............8...!...E....}()...xC.d~[.A..Eo........9G...
......A..Eo................................'.......O....@...+X..............<........................................................................................(S.....`.....@L`......L`......Qb...M...._hsq..Qb......._paq..1...
q...Qb........push.....`......M`......Qd.g|.....setPortalId.`.......`......M`......Qe2..L....trackPageView......`......M`......Qd.&......setLegacy...H...`......M`......QeFHP.....addCookieDom
ain...QeF8.......hs-sites.com......`......M`.........$Qg.........hubspotpagebuilder.com....`......M`.......Qd........hubspot.com...`......M`.......Qd........hsforms.com...`......M`.......Qd.
a......clickup.com...`......M`..... Qf.sv.....embedHubSpotScript...0Qj.D..$...https://js.hs-scripts.com/6613321.js..Qe.O......hs-script-loader.(S......`.6.......L`.....8Rc..................Q
b.^.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0f8c842ef4dba11f_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1408a718ac481827_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 5798

Entropy (8bit): 5.543056459922949

Encrypted: false

SSDEEP: 96:TaWix2Nhqya21x6TPI1awmlmxBnflkn1zil/CFeU/0Mrz:Cx2eyDCA1rmlmxBnNkcFCFeMF3

MD5: 02EA3BE86EA8829C86E1BF0691A20D8C

SHA1: DE416C2F2CC35C68DFA8BEE6D51BA559BDAFAD35

SHA-256: E5CAFA4DFDB69090D2C24E563B253812E1835B4FE455DE6B67626813C7F00CBF

SHA-512: 82449FDF35042A7AADD7630858E1553C2999378919EB902474119510B22C502C87F6A5D042C53FA667342213727D93C24AD542444E38B8B47CB9FCB5FD4514F7

Malicious: false

Reputation: low

Preview:
0\r..m......N....q......_keyhttps://m.servedby-buysellads.com/monetization.it.js .https://clickup.com/Ul^.v./.......................dG.+.X).Zp8.....z...Q.3.Z....A..Eo......bz...........A..Eo
................................'..7....O....0...<9U......................................(S.....`.....9.L`......L`......Qb........_bsa..Qc..Z}...._bsa_go.....ar.........QbN#......initC..Qbj.4.....srv.C..QdjXr0
....frequencyCapC. Qf.......appendQueryString...C..Qd.>......clearQueue..C..Qb.i......linkC..Qc..W.....pixel...C..Qdj.......findInQueue.C..Qb...M....dropC..Qc..GQ....call
backC..Qb..l6....hideC..Qb.Q0.....showC..Qc..m.....close...C..QcZ.......hasClassC..Qc..h.....addClassC..Qd..eP....removeClass.C..Qe.......removeElement...C..Qd2.......emp
tyElementC..QcZ..4....reload..C..Qc.......isHex...C..QcB.,.....isMobileC..Qc6=JI....extend..C..Qc.Vv.....isset...C..Qc^r......exists..C..Qd..&....objExists...C..Qcv.......getAttr.C
..Qd........getURLVar...C..Qd...4....htmlEncode..C.(S.......Pd........_bs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\168576d96898c7db_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 587

Entropy (8bit): 5.816324395524879

Encrypted: false

SSDEEP: 12:PwE31zIAtqI5o5ux2pHgyyN3CMxGoqMGxa1DEChK7WFXYX1:PwElz9MI5IuyAyyNSCqza1DECh4uq1

MD5: 4803701C7FBC133122509ADE4B3BCDF8

SHA1: 480FB9A03A4E3D6AD0E627E4B979A7EB9813AF57

SHA-256: D097488349C40126C8FF68F68B53B071EB9C3B2E0A14CF926D90C44782D75CD5

SHA-512: 8DA9FD2FD8331E53B8BA784518B63CE5DFD3B0420315F16A109448FED12E35300906F4422E7B752D8A09C799BECA3B61205637529F05B1805BCD97D2BC18CD90

Malicious: false

Reputation: low

Preview:
0\r..m..........e......_keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/617640813/?random=1611748413378&cv=9&fst=1611748413378&num
=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=60&u_java=false&u_nplug=1&u_nmime=2&gtm
=2wg1d0&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fclickup.com%2F&tiba=ClickUp%E2%84%A2%20%7C%20One%20app%20to%20replace%20them%20all&hn
=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/I..v./..............[......l..z.*.@A}.%.... ...H...W3}..P.A..Eo........N.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1dfebe463549e1f9_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 345

Entropy (8bit): 5.900708110114547

Encrypted: false

SSDEEP: 6:molYmymJMBKTXK3FMHgXd99M1k4LnK6tc9MGgvHA7dxhSd99M1k4Ra:gKTXKF3VOPTGgQSVOja

MD5: 01B71A09FE4AFB7A4F23F13AF850A146

SHA1: BCCD4263D91D4F4C632768F44C6346EE29BB3AF9

SHA-256: 0D863EC4FEB05A7990C414433DF5008AB3BC81548CB58693182AFB7741889276
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SHA-512: 844B3A90BE9BCA20DAB343D0E9E8C96C32E3B54919805B305701443051ED4EBA9297A89AEE9EAF357E02CF8D9C91ED1C3EB6A14215106DA906A22BEB156FAC
5C

Malicious: false

Reputation: low

Preview:
0\r..m......Q..........._keyhttps://ob.cheqzone.com/clicktrue_invocation.js?id=3839 .https://clickup.com/..^.v./....................nNF..d....A...c.}=.............A..Eo.......q./.........A..
Eo....................^.v./.@...B9E52663C34D168A28FC06F562795DED6A529EF668B67EC26362472E58B42D04nNF..d....A...c.}=.............A..Eo......!..L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1dfebe463549e1f9_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1fd74ff4792d9ad0_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 188336

Entropy (8bit): 5.901192188470928

Encrypted: false

SSDEEP: 3072:JbY+4FF6O5S65thBGkFyi76aW1DUHW/LfVoxiNPX:JbOPfF5GaWRU2DJX

MD5: 56B36DCB632F37D729BAB27AC77D9CAF

SHA1: 8DC756249906B664696DF089135B233E7EAA2358

SHA-256: B92CE765E3A8924B53C190E693A91B5CC8810FD0EED0FE16EFD0F0FABF43D6A0

SHA-512: 07872247B3B5E8929794075866A9809B945EC1BFEA8CE77E80D0073AFDBED5E0D996CAC76CD65B8491A6E49A9E3351EA62D03B39B949A6038BE0713F75776072

Malicious: false

Reputation: low

Preview:
0\r..m......@....%3....A97921B41B99E424431AA4A957EB6EC1A73FDCEF7D949CCFDDDFEE7C1410DDE9..............'.......O<........D.............0.......@............................
.......x...<........................................................................................... ...........................................................(................................(S....`x....<L`......L`......Qd...d....clearbitsq....Q
b...X....args..Qc^$......method....Q.@f.......window....Q.@.......clearbit..a..(S.H.`F.....L`......Q...Qb.".N....self......K`....Dl.................s......&......s......&.\..-.........(Rc................I`....D
ab...:.......c..........p... ..@.-....\P.a.....O...https://x.clearbitjs.com/v1/pk_77a36b09108b9b80c547cddad434b648/clearbit.min.js.a........D`....D`F...D`............`....&...&....&.(S...A..
.`6........L`.....0Rc..................Q.@~./....define..`....I`....DaN....)...(S.0.`......L`.....4Rc.................Qb".'.....e...`....I`....Da.............(S.t.`......L`..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\21e2684aceaeb541_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 208

Entropy (8bit): 5.531546569558027

Encrypted: false

SSDEEP: 3:m+lbje//6OA8RzYKceMGOQVLBw9OUHSBnSnRP9LQTo/lHCYjlFq6fd3GxdoDvg4X:m8j+6EYKZw9OUViUgmakwMvA07DK6t

MD5: DBA2DE4589405AF1C807A3F1069FA8A8

SHA1: AD1AD155AD5C4CA52A161C2DB24A4F1E0EBDDDC6

SHA-256: 802AE39BF171B69D96771F7787FF7D97EAC1CC6328F0ADDA1CDA80741B384D0C

SHA-512: 3465C314E812204A0FC107BA8678894069704441321E7370DBBB92D29E18A0239FED810FE5041BC0B042D142CE1D46C548843C753FA6054AFD245F134A253326

Malicious: false

Reputation: low

Preview:
0\r..m......L...w..|...._keyhttps://doc.clickup.com/26.28f0b989892671b7dd1a.js .https://clickup.com/....v./.............=........A....{7s.N.9.d..O`Y.(.\A...%..A..Eo....... ...........A..Eo..
................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\24fafd51079bbb3b_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 241

Entropy (8bit): 5.5735447180778035

Encrypted: false

SSDEEP: 6:mSlXYET08NaYWbVOqZQu9408rl/gS/u7KtN64zAnK6t:fg8NaY8ZQu8xQmN6lp

MD5: E3BDEC28E4C18ECCB259424056BAF487

SHA1: 1072D3DF07F92CCF65358B8E629C2343761802FE

SHA-256: BAFDD1B2DFE6DB84C8E9363BE83FF00F2F9386FA5363061FBFDE91FC094337DD

SHA-512: 535D2011CB54154DACA1AE2031F14440CEBD992999489E49951980FFC3D5BA0E7C899921EC28B9D62C58351921D9DC4FFF8F391B0D2E5CF8464AE2FD1CE1BF06

Malicious: false

Reputation: low

Preview:
0\r..m......m..........._keyhttps://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/popper.min.js .https://halfbakedfullyraw.com/*..v./....................v2g0Q4}..1E..P....`...K...-....
A..Eo........%.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\293e5233d64a0a25_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data
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Category: dropped

Size (bytes): 336

Entropy (8bit): 5.836243935798779

Encrypted: false

SSDEEP: 6:mulXYAWQf257U8Ugclll18xbYK6tyU97kjjyXV9wxsSscr8xbRa:tHe54JxB+fqWspla

MD5: 1D7EC6FF540369CD0EA2C3A372C3EC84

SHA1: 289A9B53559C7830FB38889DB13845A1809F81E2

SHA-256: B8EBE088737D193B6BCE041C2E4A05E452220976688CCDDBD6D6467FBECE330B

SHA-512: 7B0ED24062FF15EE0AE6AD42C00516EECC370B4B4D913ED5BCA4B996511D3FAC2A785669BCE2E5224E5A2668EC8EEEA4858B5AD986C4CC8162E6FAF2F8A84
593

Malicious: false

Reputation: low

Preview:
0\r..m......H...e......._keyhttps://connect.facebook.net/en_US/fbevents.js .https://clickup.com/..?.v./.....................T.y.*.E....H.........E....J.5..A..Eo......5..2.........A..Eo................
....?.v./.P...8741522EF7A824B78BC9294B3F7DB7DFE002E702F433A7DFA937DE82EF86CB57T.y.*.E....H.........E....J.5..A..Eo.........L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\293e5233d64a0a25_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\302386b6e7db3ed0_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 344

Entropy (8bit): 6.028861979098595

Encrypted: false

SSDEEP: 6:mdl/VYGLSmXZCLRQIDfMFgnI6Tx4l57bb/v+lbK6tEZTnR2c7vWShCU8DI2vx4ld:E/11eflel5Hz+lNCnt7vVwU8EOel5H

MD5: 43A9D90639F8E4FA3562DA6DCB87F490

SHA1: 76BDD51BF096D0F1E1B4574AF324C44CB31A843C

SHA-256: 7A3B70BE190FFA7FB04A32894B1B0AD93A31697AB09EAEC0749BC45304DF0D38

SHA-512: 0713E022EEC129E46A9BF2269371399A2FB682EEE5CB56184436510F376A6C0E905C903F8BEEF18122DA238C962D16DD78A9D7771F725A8BC56B86585C4DA891

Malicious: false

Reputation: low

Preview:
0\r..m......P...C..R...._keyhttps://www.googletagmanager.com/gtm.js?id=GTM-W9LSCFD .https://clickup.com/6.<.v./.............~..........b?..>...:e+.....-.M..*.+qr..&.A..Eo..........
.........A..Eo..................6.<.v./.....4671E1CADDB5D867BA993B0B373B11B337C392B2881196DEBBFC6B9FB0D90E53...b?..>...:e+.....-.M..*.+qr..&.A..Eo........L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\38125c6750952209_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 131832

Entropy (8bit): 5.7272259517621

Encrypted: false

SSDEEP: 1536:NPBL3s0SwnseI2Ia0XsoaS39rX2ICiVYOsJSYFoxSJJ/McpzL3r53dgo:DLwetIa08TStlCiVYOsJNFtXJz1

MD5: B0AC6F1922B4B85B98F1668EAE9CBDA1

SHA1: 930706865D5A6DAB01F1BD34FC41A710B298FEEE

SHA-256: 5A9972D0493DD65493AD4552C025AAD8C0A95A0436A705B184D9960A39D89735

SHA-512: EB14A0B867A84CFB63F139096A0036766EE61D47BBD32F98A3BE73D9E5CA3500A40155439AF3A07258C2A5A440E4BA0B0DD9A7FB92669146CDB2C06E74B02592

Malicious: false

Reputation: low

Preview:
0\r..m......@...d..)....8741522EF7A824B78BC9294B3F7DB7DFE002E702F433A7DFA937DE82EF86CB57..............'..l....O+...x....Z.G.........................................................
............................................................................................................................(S....`.....XL`(.....Qb.E.....fbq...Qc..n"....2.9.33....Qc>.}....version...Qc..3E....stable....Qe..j...._r
eleaseSegment......`......M`......Qe........global_config.....Qe./......pendingConfigs...(S.P.`\.....L`.....PRc$.................Qb^k.u....d.....Qbv.".....c......O....M...Qb".'.....e...d....$.......$.
......I`....Da.....6......a..........Q.@:.._....exports....a.............(S....`.......L`@....tRc6................Qb>7......f..........Qb.,.U....h......S...Qbj......j.....Qb.k.u....k.....Qb........l.....Qbr7...
...m.....Qb..L-....n...h....................................I`....Da|....6.......(S.P..`X.....L`........HQp...,9...this hasn't been initialised - super() hasn't been called..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\38bfa236c9f77d70_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 587

Entropy (8bit): 5.794614083635869

Encrypted: false

SSDEEP: 12:/gE3Ymw53ux2pHgyyN3CMxGoqMGxa1DEChbYAWm:/gEImw53uyAyyNSCqza1DEChbPWm

MD5: 968A690FF090B550661F863562E84801

SHA1: 9DFBC732E010F52C810D217F95EFDF096869F190

SHA-256: 8AFCEDCC86F0D298F6E114F0DCD79138D7709E3BD78656BC201D679407BBE2FB

SHA-512: D278CB4B3F7F22B6F5F668C9E880909E4FF98D7AF16B86DD09D22A58425E71BA3D5695FB9908F980533A8B44C16085FD25C96E357825E261820F55667B64DB14
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Malicious: false

Reputation: low

Preview:
0\r..m............`/...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/867030291/?random=1611748413382&cv=9&fst=1611748413382&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=60&u_java=false&u_nplug=1&u_nmime=2&gt
m=2wg1d0&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fclickup.com%2F&tiba=ClickUp%E2%84%A2%20%7C%20One%20app%20to%20replace%20them%20all&h
n=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/....v./..............[..........6 ;..T=..Wz1.Y>....yxF.xT.A..Eo......V.L%.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\38bfa236c9f77d70_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4071488f0118ba2c_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 339

Entropy (8bit): 5.910185709129211

Encrypted: false

SSDEEP: 6:mklPYM++E/yJ4XUg8ll+vVMnLBbK6t+eTkP2gtQSVMn:1+zNkOVo/3keuHV

MD5: D4E607053556A28233A5722A506D2553

SHA1: 204D2DA0004C8D69F2A75103DA003258A12FD4CB

SHA-256: D6531B0F19A382DF9BA4DFB4FC0609109B181C51D4CFE1EC8DF7EC047CCDB3FB

SHA-512: 6DF1C27F189C59C46C2BC81129365D8C770DC0760E0656201B0C28914CD7F20976EC8378E8308CBF8121D19238E0B76FBB151345DF7F8FC6E0F1C670B62F2322

Malicious: false

Reputation: low

Preview:
0\r..m......K...H.3I...._keyhttps://scripts.attributionapp.com/attribution.js .https://clickup.com/s.;.v./.............m.......)M..D=.^.;.v.W....O....U......A..Eo...................A..Eo..............
....s.;.v./.....E64A4000BAA7253757D44039DAFE12EF1BE4B260228308F4F286F1C4947B15FF)M..D=.^.;.v.W....O....U......A..Eo......e.TyL.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4303153a6c225d91_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 582

Entropy (8bit): 5.4539077842348656

Encrypted: false

SSDEEP: 6:mEYNGcVUXW3nVMlHgdlODUOQifK6tWEYNGcVUXW3nV9lg414ODUOQibKDK6tWEYr:GDF1AEIwDF97yOEAK1wDFUyOEdlN

MD5: 83C4D2B4FB63BDD863AA40A8DCA6B05A

SHA1: 496F0171312978F52A6C24258250AAD5331E069B

SHA-256: 3A39FBAE992F002E4023F6D6BFB83743A91033CC5ABC27DD5F021F5BA3B958C2

SHA-512: B2BC299B2721073FE395F6575FBE3DA572C36E9BCCA011B978E51391D0FD6DF9E577677F8BD57EBA088378713D1B217C2F5CF417E43254DF4471F5376624ED18

Malicious: false

Reputation: low

Preview:
0\r..m......>..........._keyhttps://js.hs-scripts.com/6613321.js .https://clickup.com/.ZB.v./.........................b..z.t)..Tbno.v.........M...A..Eo......N............A..Eo..................0\r..m.
.....>..........._keyhttps://js.hs-scripts.com/6613321.js .https://clickup.com/..).v./.............w9..........b..z.t)..Tbno.v.........M...A..Eo......tBkl.........A..Eo..................0\r..m......>...........
_keyhttps://js.hs-scripts.com/6613321.js .https://clickup.com/<>..v./..............W..........b..z.t)..Tbno.v.........M...A..Eo.......h.d.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4589da573ea5c1c6_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 597

Entropy (8bit): 5.457978402872621

Encrypted: false

SSDEEP: 12:APTp7VXX7sICPTp7V2sLCPTp7VrZsQZp:ARVH7LCRV2wCRV9nZp

MD5: 5D0F17DE1C70AE3A2BF6D681B94F6977

SHA1: BE757F36FB8FA9BA8B0A66858D5AD85920AA380D

SHA-256: 0019FF6A4FB85595978EB78FC6D09D70CBABA73B179AD68B4226896FD38524C1

SHA-512: 64E5DE10F60061D4B9173678188AB9704905B0D6F553A32316C97D7EC8FCE1EA2FC60710A2B9A454BDA0633DB3AE6F9B34DC4AA8790998B5F918B9812EA4C3B
B

Malicious: false

Reputation: low

Preview:
0\r..m......C...c.E....._keyhttps://www.redditstatic.com/ads/pixel.js .https://clickup.com/pU^.v./.............1.......X.!..lf.k..*+|..T.;h.'..S..C..A..Eo.......Y...........A..Eo..................0\r.
.m......C...c.E....._keyhttps://www.redditstatic.com/ads/pixel.js .https://clickup.com/.2<.v./..............;......X.!..lf.k..*+|..T.;h.'..S..C..A..Eo......M...........A..Eo..................0\r..m...
...C...c.E....._keyhttps://www.redditstatic.com/ads/pixel.js .https://clickup.com/.#..v./.............]Z......X.!..lf.k..*+|..T.;h.'..S..C..A..Eo.........<.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4ce716308d48a465_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data
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Category: dropped

Size (bytes): 689

Entropy (8bit): 5.774223155483047

Encrypted: false

SSDEEP: 12:FE31zIAb5Noux2pHgyyN3CMxgb3DPdXSNL8mXMGxa1DEChrl45LASjm:FElz9b5WuyAyyNSfD4Vza1DEChrq51S

MD5: 4E7C600FA868C866E73A38FA21D899AA

SHA1: 4FF9E16C9AD37DE4F96025E088C3E2C2F9C8C73F

SHA-256: D8A448E5B4CABA8BFDDC6A73163E6C924DC05BE7861F837D5BFE3627819427C9

SHA-512: AC613B577635D6D04EE5721D1B6AE42DCBFB76FD5D1A6A8A542AE3ADA3BEA4D05BC59A398BCD34EC8DFF07079B9D319E3FC91C3DF3FF305FF41E0B6E2A4B
BDDC

Malicious: false

Reputation: low

Preview:
0\r..m......-.........._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/617640813/?random=1611748387376&cv=9&fst=1611748387376&num
=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=60&u_java=false&u_nplug=1&u_n
mime=2&gtm=2oa1d0&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fclickup.com%2F%3Futm_source%3Dclickup%26utm_medium
%3Ddoc%26utm_campaign%3D3829634&tiba=ClickUp%E2%84%A2%20%7C%20One%20app%20to%20replace%20them%20all&hn=www.googleadservices.com&as
ync=1&rfmt=3&fmt=4 .https://clickup.com/.tl.v./.............s.......G.MR....u.i....qK.&..<v...^...A..Eo.......PL=.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4ce716308d48a465_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4d623bcd069ac743_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 39832

Entropy (8bit): 5.739454753366478

Encrypted: false

SSDEEP: 768:mr88PnyYV+QhceGUmPulzRDRok5clg31Q+2:88bYk7ULlzRDuk5cg31Q+2

MD5: 30BFF575A3E85EB2BE0F71C9EECF7F45

SHA1: F71BE72435F42A9CC1FA687FCCE3DFFE03F3324F

SHA-256: 5FA6729FBEED4EAA3ADA5D817DCE9836CBC10E0C3070E99D39DC28B8C5DD3926

SHA-512: 6FC1E03064232EA22E754B64455EAD933597F26F6B66570A3F041777259730E8CC32B581028B047E4126D6838B7D6C0C64548BD23E1AF2099CAB4FAD514B1014

Malicious: false

Reputation: low

Preview:
0\r..m......8.....)...._keyhttps://a.quora.com/qevents.js .https://clickup.com/..@.v./.....................F..V=..p...#...N......og...b..r.A..Eo..................A..Eo................................'.......O..
.........#.............................................................................(S.<..`4.....L`.....(S...`......L`......Q.@:.._....exports...Q.@...<....module....Q.@~./....define....QbzL+.....amd...Q.@J.
......qevents...K`....D}.................s......s......&.\..&.-...%..H...s......&.(........&.|.&.^.....&...s......&.\..&.-...%...\..&.-...%......(Rc................I`....Da......... ..f..........`...p...0..........@.-...
.,P..........https://a.quora.com/qevents.js..a........D`....D`B...D`..........`p...&...&....&.(S...`.....pL`4....(S...`.....@L`.....@Rc..................Qb.?j.....t.....Qb".'.....e.....Qb..6.....r...b$.........
..I`..... Qf.&......./shared/Class.js...a.........(S...`......L`......!..$..a...........S.C..Qb........l...H....a...........Qb..%.....call...#..K

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4e268f2ebf5198c2_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 347

Entropy (8bit): 5.935446989641926

Encrypted: false

SSDEEP: 6:msPMYGLfjsVgWPWRb6D1ugLzb5WJaIlt04E95hK6tLocsG2EGbnRJb5WJaIlt044:BeDSjoQZFoJESRJo

MD5: 1AFAFB624B8836688385F65755A4D4FE

SHA1: 5EB34BA0FCDB4D95AE071907721196E51AC3D661

SHA-256: C8D3903352F4581FF31CB2B25A03BBD0B74C289DF6D127262421316B3C7C4B29

SHA-512: 4D32D3E31CFB8606786D90DD7D624091B006A7DCF0788A2157154E633DB73E4A179559D19DCA182D5D523F2FFA35F90180520A481A5E6BD357658E4BCD4C0FE7

Malicious: false

Reputation: low

Preview:
0\r..m......S....Vc"...._keyhttps://www.googleoptimize.com/optimize.js?id=GTM-PBLF7VJ .https://clickup.com/-q6.v./.......................`....>.z....?T.j.s......d9 ...A..Eo.........}........
.A..Eo..................-q6.v./.(^..82290B29C08F89FABF9FD9C0305B6D46E54B2DC4AEE77EBEB9028F873141DF88..`....>.z....?T.j.s......d9 ...A..Eo.......4b.L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\537d8e6ab25886f1_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 235

Entropy (8bit): 5.494991911862126

Encrypted: false

SSDEEP: 6:mHIgY68E9xEEUgLErQu9405/gch/oqWwbmlhK6t:wIcYgbu5PJ7Il7

MD5: 694C036E33B77F282CA2DAAF2CBD051D

SHA1: E4DAC2FEFD782AA4E1DC7D67E757DBD7EE81C88F
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SHA-256: E1A8E0A29BF7A507DC15FE2B819BDE49028EA8567CB1CC76C253C4B9D7D4A196

SHA-512: 6C29EDDDE11E2A9233E9DD04EF89170F503678751D738903146C358614552FAAB545B387285A0428B8D5E179909CEFE889896834B6448651D10FDBBEE6ECBBC3

Malicious: false

Reputation: low

Preview:
0\r..m......g...w7......_keyhttps://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.min.js .https://halfbakedfullyraw.com/.$.v./......................+..d...7....hDR&.#.jK....
.b...A..Eo..................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\537d8e6ab25886f1_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\55c0c7b9933a59e7_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 655

Entropy (8bit): 5.84836442162331

Encrypted: false

SSDEEP: 12:IE31zIAlK5eDoux2pHgyyN3CMxgb3onJm2s3dGMVChJgA5UrOAp:IElz9lK57uyAyyNSfCeGuCh6A5UrOAp

MD5: 4B5F0F7222B6D60C104879B2603FB1FE

SHA1: 2F2778D152CFBBD30C20A680FBB4C481A7ECAE0A

SHA-256: C7ED7EB13EB15859E7D0CAB26F90D08E84277426659F07B2AF1D0F697EDD2058

SHA-512: 267774FD9F6AA8CD6A96B1F87A7C39DB0A7BD9C2BC77412964DC606A1AD4CED47C4BFE6DC04B2F8AE9B4C6708E74DB5CCE9560DA9FBED90698D3E70C632DA
89B

Malicious: false

Reputation: low

Preview:
0\r..m............Kb...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/617640813/?random=1611748415973&cv=9&fst=1611748415973&nu
m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=60&u_java=false&u_nplug=1&u_
nmime=2&gtm=2oa1d0&sendb=1&ig=1&data=event%3Doptimize.callback&frm=0&url=https%3A%2F%2Fclickup.com%2Fpress%2F100-million-series-b&tiba=Why%2
0We%20Raised%20Our%20Series%20B%20%7C%20ClickUp%E2%84%A2&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/...v./..............
{......-._)..s.[.w...c.N`.hD..i.J!f.A..Eo.......6M..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5b49a62a034a63d9_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 614

Entropy (8bit): 5.812011779385496

Encrypted: false

SSDEEP: 12:PgE31zIAtP58ux2pHgyyN3CMxGm2s3dGMVChMk/j:PgElz9l58uyAyyNSTeGuChMKj

MD5: 5AB7D7F615AB81525DB08CD971B93D82

SHA1: DB10602DB9EC1E04026DFAF74AC877982887837D

SHA-256: A99251A17D797F66D0CA16F77A70B1CD9409729D12CDED09A6A10A4CAD356BA8

SHA-512: 887BB0C80C4F20C52D5C87A023DADE3FFD9DB0973A64A79CC8F15DC133CD17F1D4A262E8B988816CAA88DBF47CF76364D52D6D582DF080D485BBCDDFABA2F
5BA

Malicious: false

Reputation: low

Preview:
0\r..m..........f.X....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/617640813/?random=1611748405320&cv=9&fst=1611748405320&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=60&u_java=false&u_nplug=1&u_nmime=2&gt
m=2wg1d0&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fclickup.com%2Fpress%2F100-million-series-b&tiba=Why%20We%20Raised%20Our%20Series%20B
%20%7C%20ClickUp%E2%84%A2&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/..C.v./..............<....... 'oy.BH...n.9..Lo*0.Cj3.0....,.A..E
o.......p*..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5d7bfa14a045306a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 594

Entropy (8bit): 5.850495501365954

Encrypted: false

SSDEEP: 12:rOWbtnAvzIABI5WgWux2pHgyyN3CMxgb3cLSm232Chf8:rOkSvz9BI5guyAyyNSfDmCh0

MD5: 3F3CCDB233B2F3A41484F8861175B113

SHA1: 19462B10D2E2486A651D723D1101362FBDFCE9D0

SHA-256: 744A1A02C944F7CE6D6B76247EF5EC9D486833610884C0FBD1786AE047193188

SHA-512: 5FD2B36CC2C11C9EFDB10C5178F24D7876B29A6389F2E0649AD1304203F5736C1CC58964BC3DB48EF2CACF83F0C60543459CFECE26A8396B83814FF904EC8A11

Malicious: false

Reputation: low
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Preview:
0\r..m............xd...._keyhttps://www.googleadservices.com/pagead/conversion/617640813/?random=1611748406328&cv=9&fst=1611748406328&num=1&label=2fF3
CPOynuUBEO3mwaYC&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=60&u_java=false
&u_nplug=1&u_nmime=2&gtm=2oa1d0&sendb=1&ig=1&data=event%3Dconversion&frm=1&url=https%3A%2F%2Fclickup.com%2Fpress%2F100-million-series-b&hn=w
ww.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/..Q.v./..............?.......<......'c./+e.`.,:B.{.>......-(.A..Eo.......+T..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5d7bfa14a045306a_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\611d59153847d729_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 20365

Entropy (8bit): 5.659461852220351

Encrypted: false

SSDEEP: 192:BQU0bFod/YW0QqRZLti67hb+ixF6LZUCTblYRZsda0CwfqutAvMfDSG6fk5F5bEP:eFo/H4RiKjQJYRZiCsqutVuGjdEpF

MD5: DE2C9E9EF61AC63903268BC4D43A7AE9

SHA1: 4C41B2AE84B96B65A58242AF9AC387C812CD2BBD

SHA-256: A3A8A27B1F08A1045FCE84D25E6B382A4D03636F0B7136B50D842EC65A572AEB

SHA-512: 82ADB2DE2E59F327B99F58FBC79452B6B0D2298C4F6C78EFA77BBE4AA5F5E67071F7B92D65F945452210C107D4993DDB22B02A079C82AAD0FF76AB9D10EC025
6

Malicious: false

Reputation: low

Preview:
0\r..m......M...Eo4F...._keyhttps://js.intercomcdn.com/frame-modern.27712fd7.js .https://clickup.com/l...v./..........................2.:.z...,7ul...O.&/....5...A..Eo......8...........A..Eo.
...............................'.l.....O.....N....i.................$...........................................(S.}...`.......L`.....(S.A..`8.....L`<....`Rc,.................Qb".'.....e.....Qb..L-....n.....Qb..6.....r......S...Qb
.%.R....o.....Qb.......s.....Qb^k.u....d...f$...........................I`....Da.........(S.....Ia....(.....Qb.?j.....t......%.@.-....@P......3...https://js.intercomcdn.com/frame-modern.27712fd7.js.a.
.......D`....D`....D`........$...`....&...&..q.&...(&...(S....`,.....L`.....M...QcJvk.....splice.....'..K`....D...P..............&...&.(...i......&.%.*..&..&...&.(...i...'%.*..&..&...&.%.*..h..Q...&.%
.L.&..+.%..8..&.(...&.%.v.&.M.&...&.Z.......&...&..*..&.-...]...&.%.L.&....%...,Rc..................&`....Dad..........%. ..f.........@..."................1)d................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6123c1a9cb1378a2_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 94200

Entropy (8bit): 5.772000336777337

Encrypted: false

SSDEEP: 1536:xpMx0NRtMxFM5kAWj5bl6zecHjGQkyPBsPtWtxbZ4qma5rNugb89G1qvSP0:UutmLA0l4JkgBs0HbZ4ba5kgV1qD

MD5: 9A03F3C19E8F63E366AB0CAE58854200

SHA1: D505B891CCEA4F1C94CB36FAA9D77CEA71E74757

SHA-256: 4AE0D8B57F91E49B9CC24BA04CE71B2880B2F3636AB00250D20DA2EB6AD6E445

SHA-512: E9DDC7AC03988A7E2C2CFC4AB23BC485B06E497C6D920A083DDE65151F9C8D9EBC8BB2DC1B230D4366866E35603F97DD735ACFA4E175531EB253FDCC265B35
2D

Malicious: false

Reputation: low

Preview:
0\r..m......@....F......924CF7285E0943485A8E3DB6F571E017A9471D93E60000713FC4F61299C3DAC3..............'.JN....O ....n.......................!.......................................
............................................................................(S.H..`L.....L`.....(S.p.`......L`.....0Rc...................O.`....I`....Da....*.....Q.@...R....module....Q.@.7}(....exports...Qc.#.....documen
t.(S........5.a...............a..............a...............a............a...........Pc.........exportsa........I.....@.-....LP.!.....@...https://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquery.min.jsa......
..D`....D`....D`..........`z...&...&..!.&....&.(S....!..`.C.....q.L`.......Rc@..................M.....Qb".`~....d.....Qb..:F....e.....Qb:.{.....f..........QbV.......h......S...Qb...$....j.....QbR|......k.....Qb
...F....l.....Qb..:}....n.....Qb.*.Q....o.....QbV.g.....p.....Qb.F......q.....Qb".L.....r.....QbRa.l....s.....R....QbV.d.....v.....Qb........w.....Qb.-+.....x.....Qb......y....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6130565f5baae344_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 225488

Entropy (8bit): 5.535872009634665

Encrypted: false

SSDEEP: 3072:gFeAIaYhgaxuYUvI4QIctIlGM9Uc2CFHy4jkgVH8W+YEsRe8Axi7:gFOab1YoIrIctIv9JFtZNMVxxi7

MD5: 8EB4BCCE063176CAE48D3677F8BF1208

SHA1: 01AA8C66DF968BCC5D6F8E60774683DCF56AF503

SHA-256: C5AFFF12D7170A3970A3DAC9070BFD43F002A7BC9DD2D903AD59220B707B210D

SHA-512: 1C9A24CFDC077A7737BA03A89AF3803E87642846A89D558878B3BD0FB149B86C1DB9DF9A765B98FF121E936D9FFAD11EE3E7EA3C7EEB9014C7C434EA3326E30
E

Malicious: false

Reputation: low

Preview:
0\r..m......@...s.......689F7ECAF0EAA9EA2EE33D25BE4D54D2C930E78C4CCD83081C9F494F359CC81B..............'.......O@....o.....m............(...H... ..........................
.`.......................................H...........................................h....q..............................x............................................................................................(S...I...`L".......L`n.....Q.@f.....
..window....Q.P...u....webpackJsonp..Qb........push.....`......L`.......`......Ma....^...`.......`.....u.L`6...E`.....E`.....E`.....E`.....Ea.........Eb.............E`.....E`.....Ea.........Eb.............E`...
..Ec................E`.....Ea........E`.....Ek.................................................E`.....E`.....En............................................................E`.....E`.....Er...............................................................
.............E`.....Eb.............E`.....E`.....Ek................................................E.!.................
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\627196f8b965d3d5_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1269

Entropy (8bit): 5.315283713319212

Encrypted: false

SSDEEP: 24:5aOdIimJza1DHPZFGOen44cmPXVza1FGmPXfCXk3LKjYXPkYX7XZv+iYX2kYXnv7:E+Z87447wFfqkbakPkk7XZvJk2kkvkBm

MD5: FC9D6BEB2900AF99398C4C59AA884E19

SHA1: F53B717B05057E6048FA20628C12D6C22DB3E025

SHA-256: E560D01A62223D2688A70F359C01CEF4CB33BC2C7676E08865009D708221B6B2

SHA-512: B87D18763603ACE614BEF82B0C83B592DF30221DF5F3C7F3E9F0F2A77F4B9022FDCED3CE0EF4CE64D1CC5350E8D2C2F17B61B2AA2D88E9AA15BDAF884A28F7
8E

Malicious: false

Reputation: low

Preview:
0\r..m......q.....Fi...._keyhttps://px.steelhousemedia.com/st?ga_tracking_id=UA-87708648-1&ga_client_id=777220280.1611748373&shpt=ClickUp%E2%84%A2%20%
7C%20One%20app%20to%20replace%20them%20all&ga_info=%7B%22status%22%3A%22OK%22%2C%22ga_tracking_id%22%3A%22UA-87708648-1%
22%2C%22ga_client_id%22%3A%22777220280.1611748373%22%2C%22shpt%22%3A%22ClickUp%E2%84%A2%20%7C%20One%20app%20to%20replace
%20them%20all%22%2C%22dcm_cid%22%3A%22777220280.1611748373%22%2C%22dcm_gid%22%3A%2228417363.1611748373%22%2C%22execution
_workflow%22%3A%7B%22iteration%22%3A3%2C%22getTrackingIdByGA%22%3A%22FAILED%22%2C%22getTrackingIdByOther1%22%3A%22FAILED
%22%2C%22getTrackingIdByOther2%22%3A%22OK%22%2C%22getClientIdByGA%22%3A%22OK%22%2C%22getClientIdByTracker%22%3A%22FAILED
%22%2C%22getClientIdByGAData%22%3A%22FAILED%22%2C%22getClientIdByCookie%22%3A%22FAILED%22%2C%22shpt%22%3A%22OK%22%2C%22d
cm_gid%22%3A%22OK%22%7D%2C%22message%22%3A%7B%7D%7D&dcm_cid=777220280.1611748373&dcm_gid=28417363.1611748373&dxver=4.0.0
&shaid=315

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\66319bd02f399847_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 340

Entropy (8bit): 5.821779973238091

Encrypted: false

SSDEEP: 6:maVYMK1ME/JubWVvegyg8G36wk4zJhK6twhRkrkqLjSeICC8G36wk4:hFREhuYvdX36wkG7+herhSeI936wk

MD5: 671354B4C92D0F2C4D0950D2FA504927

SHA1: 3EC7B241DE89CFC9672E80917C85A2545D6EC4BD

SHA-256: 5330C5582138ED61FF1B2661B692CE531E1E72B83B709DFB794E3D9605C5A949

SHA-512: 20147815DA8A62F24D4C76364DAB144E327BF5EFED343CDDF707D9BE740673B3BB953241270167BADACA2A1967FD7D385823106E330FF401EE9BB09C807336E4

Malicious: false

Reputation: low

Preview:
0\r..m......L....Z/...._keyhttps://clickup.com/landing/js/app.min.9f94e822.js .https://clickup.com/.C:.v./.............`.......z$g)....F}T.#...j...9..../..+..A..Eo.......51..........A..Eo.............
......C:.v./.....7692F74F34E5B5741435758D30676F1AE1AAF8F8F77366583F93D815B16E9145z$g)....F}T.#...j...9..../..+..A..Eo........U6L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\668970570f5e454b_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 38957

Entropy (8bit): 6.271202105054249

Encrypted: false

SSDEEP: 768:Av/TvYdvenOmCJZGs29UGGEzQW+oIJiIq/:AvDYJmCnGs29UGwW+oI/k

MD5: F035FD244ADDFC86B367D128EBE85330

SHA1: D1FDC73AD6E9537D793E6164BC6D9B7DA72639F7

SHA-256: B4EB45FF45229191CF5E0D8336FC1335602CBCCE80786FF8789E0B3BE5B900A7

SHA-512: 08570E309C2E0AEEBD16F4276D31153B6CFFF3F123B969EFD2B6FBCFFD1845382F719DEF235DCFCC7F208B0099FFA23B0A867F1964FFDA33E4472DE607F59893

Malicious: false

Reputation: low

Preview:
0\r..m......5......0...._keyhttps://bat.bing.com/bat.js .https://clickup.com/._.v./......................j.5)6..0-ka...f.....']..r.'4..A..Eo......P...........A..Eo................................'..m....O......
...w.........................................................<....................(S.0..`......L`......L`.....(S.%..`.......L`|....<Rc..................Qb6..~....o.....Qb.l......n...b$.............Qb...F....UET.`....Da....$....(S.
4.`......L`.....M...K`....Dg..............%...(...&..j.......,Rc...............I`.......5.a..........q ...a.............Qd.:......stringExistsaT...............b.........@...@.-....(P..........https://bat.bing.com/bat.js.
a........D`....D`....D`.........`r...&...&....&... &.(S....`.....8L`......QcBH......document..QbV..o....body..Qd.h......readyState....Qd.G4N....interactive...Qc:..l....complete..Qcz.hA....lo
aded....Qe~......documentLoaded....Qe..+....eventPushQueue...M...Qc.)*....._push.....Q.P.......setTimeout...(S.....Ia........I......a$d.....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6adef240ed764464_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 127416
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Entropy (8bit): 5.758749436057038

Encrypted: false

SSDEEP: 3072:XPEUeljvjL8g6s4zx162sN00xRB97V1IIVqy:X8ljU1zx16Xbf1IEqy

MD5: E77302C24EB88E4BA524896005952C7A

SHA1: DB9BEB0DADFAD1B36DA0A857C4108811E456D0F6

SHA-256: BBFF11D4208011BD9CA1336F872D19164981926BB12FC237ED02EC9609E3283E

SHA-512: 3678CE35DED77CF105AD7388CC9DDB16F66C53C8DE1E38B6E72090D2B3EF90AE0E91D62A1840B41CD0AD5E93A825DA9E7C8A78DEDBD1564C73ED6789992089
35

Malicious: false

Reputation: low

Preview:
0\r..m......@....B.^....4671E1CADDB5D867BA993B0B373B11B337C392B2881196DEBBFC6B9FB0D90E53..............'.U$....O+...8....y. ................$+..$...............\..........
.................................................x...............................x...........................l...,....................(S.0..`......L`.....(S...%+.`.U.....%.L`.........Rc....................Qb........data..Qb..M....
.ea....QbR{.E....fa....Qb..v.....ha....Qbj(U.....na....Qbf.......pa....Qb..c....ua....Qb.jM....xa....Qb.<......ta....Qb...j....sa....Qbf......ya....Qb.'......Aa....QbF.......Ba....Qb:..`....
Ca....QbB..Y....Ea....Qb^.......Fa....Qb.k.u....k.....QbZL,q....Ga....Qb./gQ....Ia....Qb*.`.....Ja....Qb......Ka....Qb.......La....QbZ.......Ma....Qb".rK....Na....Qb&.......q.....Qb...{....O
a....Qb6Vw.....Pa....Qb...1....B.....QbB}......Qa....Qb.s.e....Sa....Qbj......Ua....Qb.h.....Va....Qb........Wa....Qb........Ya....Qb2..c....db....Qb.......eb....Qb.......fb....Qb./......Ta.
...Qbj.,.....gb....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6adef240ed764464_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6b7041e75632b87a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 554

Entropy (8bit): 5.817594622555152

Encrypted: false

SSDEEP: 12:GE31zIAnx5YSoux2pHgyyN3CMxgb3DwvChEuR2E7:GElz9x50uyAyyNSfDsChTsE7

MD5: F624FAAEB5B11F02DA93CA40EDADFABC

SHA1: 0AF35A15AFA516A44BFA7F478B0A677571DD6712

SHA-256: B4FAB8BBFA3461F88829AD86FE4409CC74AC82F212017E90B9DA513CC0675D34

SHA-512: C1FDD8CB4813E4BB207508A831E9E0D99B633FCDE89A270118FD2C8F8E3C2ABFFB7292B580BCE31AE5E21DA87DE0F1C6F2D01A7FF195A1030A984B7766AC43
91

Malicious: false

Reputation: low

Preview:
0\r..m................._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/617640813/?random=1611748422819&cv=9&fst=1611748422819&num=1&bg=ffff
ff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=60&u_java=false&u_nplug=1&u_nmime=2&gtm
=2oa1d0&sendb=1&ig=1&data=event%3Dgtag.config&frm=1&url=https%3A%2F%2Fclickup.com%2F&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https
://clickup.com/h.N.v./............................F.O....................A..Eo......9.5..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6bd05a5ae216da2c_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 129144

Entropy (8bit): 5.960835521278515

Encrypted: false

SSDEEP: 3072:NOHRrcK6E6LbFGnZUfa5x3iuMsRZusbr/7:MxrcBzRf8Ss6sX/7

MD5: C3D73B3AFC6CD578ED8E678A70C5729D

SHA1: 2E9E6CE60F9A16C397BE56EFE24A69B654D84C7B

SHA-256: 152CE22762C8B662A4D892208DF90D79F97023DDB1821C6157568B32A929D38D

SHA-512: B1859ACD6A0A338305F63766E8937CF8DBD4454671A9599301F0083E05C4DF9879137F120125EA27A258D770E806D6CBE08AA08FCE2DFBF61FB6F2A43D89E4F7

Malicious: false

Reputation: low

Preview:
0\r..m......@...<..^....ED729B4B0668A4472FD1F4FD263490A44E4EDCE02057F144CC1364F87C9B71EC..............'.R.....O).......`...........................4................................
...................x...........................L.......................,............................................(S.0..`......L`.....(S......`.].......L`.......5.Rc....................Qb........data..Qb.{.....ba....Qbn..{....da....Qb....
...ea....QbZ.......na....Qbj1-9....qa....Qb*..q....ta....Qb.:.....ua....Qb........sa....Qb.sW`....ra....Qb.c".....va....Qb.!......ya....Qb. 6.....za....Qbr.FZ....Aa.........Qb...i....Ca....Q
b~v.8....Da....Qb.......Ea....Qb...Z....Fa....Qb...J....Ga....QbB.......Ja....Qb.......Ka....QbZ..&....La....Qb.,......Na....Qb.U.....Sa....Qb..7q....Ta....Qbf.......Ua....QbR.9.....Va....Qb
r:......Ia....Qb*F......Xa....Qb......Ya....QbB..T....bb....Qb&..G....cb....QbV5~O....db....Qb:y......eb....Qb..2....fb....Qb*.......gb....Qbz.W.....hb....Qb^2.....ib....Qb.L.....kb....Qb.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6d788a89a852eb39_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 79232

Entropy (8bit): 5.759847411833385

Encrypted: false

SSDEEP: 1536:etTHV2ugnjd2xBFJC5pe4GRffDovz+vdnbvGjnTtcFn4h:edHVTUjd2C5pwRfL9BDGjnRcFn4h

MD5: FF15E4CE557E860DFCF79EFF75F712F1
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SHA1: E837BBF536568BE166B95E68BD6BE3E08E6C909A

SHA-256: 7DCE6AB2AD26A6A0DC70AE2FE4E2ED60212D9A69379C30BAD40381E09FF324DF

SHA-512: 2CC4D5A7B80162D9B4491B89F72623443B64F022634177A0B8440988BBCC9FEE74B0BBC9440001ED7E692E31D1517594B4D9B6BBCCED310B4617BB4B0F86C34B

Malicious: false

Reputation: low

Preview:
0\r..m......@...D.~.....5555932041468458234CBBDCBA29B53A77E56AE3A4681B4DBB43F24CEA647D99..............'.i.....O....@4.............................4.................................
..........................,................................(S.0..`......L`.....(S......`.].......L`.......5.Rc....................QbZ.......data..Qb........ba....Qb.s.j....da....QbJ.g.....ea....Qb&.n.....na....Qb.4.H....
qa....Qb........ta....Qbf@1.....ua....QbJn......sa....Qb*..`....ra....Qb...#....va....Qbf......ya....Qb"Uw.....za....Qb..j....Aa.........Qb........Ca....Qb...]....Da....Qb:J.J....Ea....Qb.'k:....Fa...
.Qb..).....Ga....QbN..f....Ja....QbN.......Ka....Qb.z".....La....Qb...h....Na....QbZ.j8....Sa....Qb.0%....Ta....Qb..g.....Ua....Qb...a....Va....Qb...M....Ia....Qbz=......Xa....Qb:..X....Ya..
..QbN.oD....bb....Qb.......cb....Qb........db....Qb...!....eb....Qb~.......fb....Qb.D._....gb....Qb..U.....hb....Qb".....ib....Qb.!.1....kb....Qb~.......m.....Qb&......lb....QbF#......Jb....
Qb..b.....K

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6d788a89a852eb39_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6e733b26e3dc258f_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 628

Entropy (8bit): 5.792411017784181

Encrypted: false

SSDEEP: 12:WE31zIAgI5Doux2pHgyyN3CMxgb3onJoqMGxa1DEChxceM7:WElz9gI5EuyAyyNSfDqza1DEChaew

MD5: D72A2DB111875DDC953964373072BE1F

SHA1: 13B591834B667F25149C7D781885C9CF0C5AE387

SHA-256: 915575CEEA4FB82BCBDB96A3E1DD56D90ADEA85DF692F155B2693B8AE1A451B2

SHA-512: F60B2A45A092C4A8E273BD22F740DAC0A6939FEB26067267A3CE9F9E39AA158975541AD3462A18A4E5D2053289560EE73796CFA55824821527CD62F3AA261A6D

Malicious: false

Reputation: low

Preview:
0\r..m.................._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/617640813/?random=1611748419138&cv=9&fst=1611748419138&nu
m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=60&u_java=false&u_nplug=1&u_
nmime=2&gtm=2oa1d0&sendb=1&ig=1&data=event%3Doptimize.callback&frm=0&url=https%3A%2F%2Fclickup.com%2F&tiba=ClickUp%E2%84%A2%20%7C%
20One%20app%20to%20replace%20them%20all&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/k...v./.............{...........m...%......D.h..b.
\...+...A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\701263a561b04671_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 14928

Entropy (8bit): 5.354793537470702

Encrypted: false

SSDEEP: 192:boL3Pg5j/MNHE6cQD9P5kUicEz6UJZDSbhTsLMZ5WyzuXWTIPrD8S0ftWqAGMMDF:80UKWhWcbcZuTsLMZLIPf8S7FyF

MD5: 7E63F3F263F6568CBD6419E68977B482

SHA1: 2DA75D926F9E571487120709715CE8300ECBB31D

SHA-256: F35EE25780EBDAA95550883198A11C639D22F006E9E1E9339FD47A03AF031315

SHA-512: F92221F861B18E4327D274F39E74099420E20DAFB34C900D1706C6C3F5FD3D3EF7FF9C8A5C451E3210BE9719A37344B2E4DFEA6B2BAE4C2241558756BD7F0488

Malicious: false

Reputation: low

Preview:
0\r..m......H....:;(...._keyhttps://calendly.com/assets/external/widget.js .https://clickup.com/9u;.v./.............l.......e..L9E..}.8.....>.W.Z.`.5;v.Y{..A..Eo......A............A..Eo...............
.................'.Xd....O.....8...7...............................................(S.....`.....PL`$....(S.4.`$.....L`......Q.@.y.....Calendly..Qcf......_util.....K`....Dg..............~-...(...&.~-......,Rd.............
.......I`....Da............b.......... ..@.-....<P..........https://calendly.com/assets/external/widget.js..a........D`....D`L...D`..........`....&...&....&.(S....`.....PL`$....PRc$.................Qc
..GQ....callback..Q.@2.D.....ready.....Qc~.I.....detach....QdN..C....completed.....QbVy\,....top.d$...................I`.......5.a...............a..............a..............Pd.........domReady...a..
..T....(S.........a....G..........q.d.....................(S.......ad...3......d......................Qc&.k}....document..Qd.s......readyState....Qc..L.....complete..Qe..ry....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\717520bca44e5e70_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 4084

Entropy (8bit): 5.800846477809094

Encrypted: false

SSDEEP: 96:y9AtaMwAf2+c3z9AtlLsLCSxa4CZ5xaFPjUf:y9mPe+C5qlA2SU3fx84f

MD5: 1AD67BC2E36F8FB39B5B53862E059C01

SHA1: AF0774FEA18D625964295E2CC548FDD78A615128

SHA-256: D87AAAEB650AD289073B175AC95746E4D8C62B11879A74708AAEB2BBA08706BA

SHA-512: B70F2641B9A18F281DCFEE0EE9D1F435B27127F92A77597F0A3C6D823460CF5B5E6E62928D67CC0CC1B4472A8E9DC7BF93C4BD17BF48AF7DFD20D0B817D6999
6

Malicious: false
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Reputation: low

Preview:
0\r..m......p....v......_keyhttps://obs.cheqzone.com/ct?id=3839&url=https%3A%2F%2Fclickup.com%2F%3Futm_source%3Dclickup%26utm_medium%3Ddoc%2
6utm_campaign%3D3829634&sf=0&tpi=&ch=&tsf=0&tsfmi=&tsfu=&cb=1611748388635&hl=1&op=0&ag=3098761112&rand=545087875585000228280060181
900697082620202507781161720860269818516&fs=1280x913&fst=1280x913&np=win32&nv=google%20inc.&ref=&ss=1280x1024&nc=0&at=&di=W1siZWYiL
Dk2NzBdLFsiY2IiLCIwLDAsMCwwLDI4LDAsMCwxLDMsMjUsMCwxLDAsNCwwLDAsMCwwLDAsMCwxLDAsMCwwLDAsMCwwLDAsMCwxLDAsMCwwLDA
sMCwwLDAsMCwxLDAsMCwwLDAsMCwwLDEsMCwwLDEsMCwwLDAsNCwxLDAsMCwwLDAsMCwwLDAsMyw1LDAsMCwwIl0sWy0xLCItIl0sWy0yLCIyMCx2MElrMkt
2VmZBaG1JM1dHS2lzVVFUbzhhYUdHdlVUeE9OK2hrVGpZbkdpaTJXb0lsSzFLalJHTVVTQlFzZ1JRU0JwU3hzblpsenpsdi82emt6WjNkWVFmMzhsMnV2bVo
wdDdKIl0sWy0zLCJbXCJpbnRlcm5hbC1uYWNsLXBsdWdpblwiXSJdLFstNCwiLSJdLFstNSwiLSJdLFstNiwie1wid1wiOltcImRhdGFMYXllclwiLFwibG9hZENTU1wiL
FwibXV0aW55V3BKc29ucFwiLFwic2V0SW1tZWRpYXRlXCIsXCJjbGVhckltbWVkaWF0ZVwiLFwiMmYxYWNjNmMzYTYwNmIwODJlNWVlZjVlNTQ0MTRmZmJcI

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\717520bca44e5e70_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\71d60bb0bfb5747b_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 168

Entropy (8bit): 5.089705890155036

Encrypted: false

SSDEEP: 3:aToF/lHCLfW68E/t8nqZMmUll/llgToF/lHC/aW68E/t8nqZMmiIv:YogLfW68adZn8tuogyW68adZn

MD5: 44788014AD824383E70B5DD7B2F040B8

SHA1: 947AA99345180F2047283361CD0DF31EF7939AC5

SHA-256: 184480519A969491C076E9B411F94C13D3C8EB1D26667AF7C58F8961EBF3DB90

SHA-512: B426DA03FA24CBFB7D2280557ADC627582120FE4B1BB0FC86741EB2B34D294116E0B3A9EA03319C5B387773D2D7BC5CAA00B5CE8F98EF9CBD7D88756A84E2E
F1

Malicious: false

Reputation: low

Preview:
...v./..............@......5.V3}.d...|._;5..x2X...1..Br_+.P.A..Eo....................v./..............~......5.V3}.d...|._;5..x2X...1..Br_+.P.A..Eo.........G........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7389db41340fd656_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 299

Entropy (8bit): 5.583512545307222

Encrypted: false

SSDEEP: 6:msN/nYOXdTKKW+yBdVeg8l/8OcZF91nDhK6tugFOcZF91npw:BJ/XwKW+o7Gl/8PF9B7BPF9H

MD5: 0C4B2FF79668C3A13C1B37B490D67508

SHA1: B4233512CA2788BB247DADA4916F94DAA9C834A4

SHA-256: 42754DD37FF842A485629975EF55857C96617C8360E3471804D361989E6891BC

SHA-512: 98EC0261823ED5CC5069B565B3672C80937333DA0C901A90B4DE7C0EC687217BF5E3486808D5546865A9551A37E971DDEA8210E9048E018316A57C02A97625AC

Malicious: false

Reputation: low

Preview:
0\r..m......S.........._keyhttps://js.intercomcdn.com/vendors~app-modern.cc91af8a.js .https://clickup.com/....v./..............t.......C....X..7..H7,.H.V.6........u.A..Eo......l..U.........A
..Eo......................v./..............|.......C....X..7..H7,.H.V.6........u.A..Eo........L.........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\73b471123e2428a3_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 11781

Entropy (8bit): 5.519562466866379

Encrypted: false

SSDEEP: 192:dgvTsHI4K/oIytzQTjhkGUg0IEc/+hTonjJR+A9BiUk/IHLSVgz/H6r1H:yBj1yqq/iB/+hTMjtLFruOSr1H

MD5: 5781E417ABD294D076E723C0475C0826

SHA1: 1ABBF2651713B37F57BAECCB8024CC0701C9EACE

SHA-256: 9EBE0A980EEA2315468747A9D1E2965F62C2FEA5210D579A3750E45F0A210858

SHA-512: F9C2D5060873E214AEED8A026EAD72A51A17DD4EAFA8FE350331E150541D2292AC94E055E8B78F30BCB229F8F28CE587227AB5ECDF4D2F23E6659BD3E0DAC6
2E

Malicious: false

Reputation: low

Preview:
0\r..m......E.....A....._keyhttps://clickup.com/landing/js/typed.min.js .https://clickup.com/..:.v./.............h........^!.j|.^0.8...Q..O.....qhF....^..A..Eo..................A..Eo..................
..............'..-....O.....,..ta.0........................$....................(S.<..`2.....L`.....(S...`......L`......Q.@v.0.....exports...Q.@..=.....module....Q.@~H.w....define....Qb..\....amd...Q.@j^......T
yped.....K`....D}.................s......s......&.\..&.-...%..H...s......&.(........&.|.&.^.....&...s......&.\..&.-...%...\..&.-...%......(Rc................I`....Da......... ..f..........`...p...0..........@.-....8P....
..+...https://clickup.com/landing/js/typed.min.js.a........D`....D`B...D`.....-....`....&...&....&.(S.d.`..... L`.....(S.`.`x.... L`.....@Rc..................Qb>e.....t.....Qb~R......e.....QbR5......s
...b$...........I`....DaP........(S...`......L`......!..$..a............a..........Qb..n.....id..C..Qc...b....loaded..H......Qb.v0.....call......K`....D}8............
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\73e415926c5158bd_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 594

Entropy (8bit): 5.869649382126669

Encrypted: false

SSDEEP: 12:XtnAKmEP5x/ux2pHgyyN3CMxgb3cLSm232Ch21OXGpM:XSKm+5ZuyAyyNSfDmChT

MD5: 0146DAE07364B44218D2482C17A39ADA

SHA1: C45D5036BBF002C537E59F927C278D5D7A75211C

SHA-256: 7BF70F76CF7D50335F9471ECAA5FA535A1F00BAFECE70BEFB19E7D330FDE5B7D

SHA-512: 36E1FD4ED51958EE5D488C7B6F8ADDAD7844E179F8B630612928F1EBD4D65A7C0E4DD6FA8A56E9B11349C3FB1344315ACF53F1518FE16D456901E5C08E9E8C3
D

Malicious: false

Reputation: low

Preview:
0\r..m...........H.3...._keyhttps://www.googleadservices.com/pagead/conversion/867030291/?random=1611748406320&cv=9&fst=1611748406320&num=1&label=sFHS
CLa0k-UBEJOqt50D&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=60&u_java=false
&u_nplug=1&u_nmime=2&gtm=2oa1d0&sendb=1&ig=1&data=event%3Dconversion&frm=1&url=https%3A%2F%2Fclickup.com%2Fpress%2F100-million-series-b&hn=w
ww.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/P.Q.v./..............>.........'N.>8.E......4.?c.1..?.j.$...A..Eo.......0...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\76094a390b8abd4a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 369

Entropy (8bit): 5.511988311955651

Encrypted: false

SSDEEP: 6:m1PYMHE/dKmu4CUgDFjbe/o2ln6ZK6tlg3ttljjbe/o2lnxl/LgKFjbe/o2ln:eE/3/ClbewVT6Pbewwl/nZbew

MD5: 01C0E9F2B7CECED096A9EB4B34CFB46F

SHA1: FA57D1BA06F1EF7EA18DEAE890F29B37A70A6281

SHA-256: 298BADD0F5BFC335448D8B057B9A0C8272691F3A7DE75409BC403B0A0205E30F

SHA-512: 4F0664B16BDE4C89166977F64C97EFC0B0E409E57CCAB7891B95825296F927BF441CAA927BAEBCBC0A87B25C55DDBEECADDCABA8A5B2FA2A21264F4390E76
FFB

Malicious: false

Reputation: low

Preview:
0\r..m......E.....D....._keyhttps://acsbapp.com/apps/app/dist/js/app.js .https://clickup.com/..[.v./.............V...........a.{.4.{x.W.R.w...z-.GH....A..Eo.......M7F.........A..Eo..........
..........[.v./.............;..........a.{.4.{x.W.R.w...z-.GH....A..Eo.......8.I..........[.v./.............Y..........a.{.4.{x.W.R.w...z-.GH....A..Eo.......1.^........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\768dfbcab22401cc_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 390

Entropy (8bit): 5.990830635151365

Encrypted: false

SSDEEP: 12:dNpQSySMmvDPw1UYGXTbDJ7KxAFnhQXTb:TsLm7Pw1+XP179FhQXP

MD5: 6679BA70B096FBB0533F5A33B9C7FD37

SHA1: 3A9DAEA7450A212E0FCF43837491FB9D849B3C7C

SHA-256: 3A91E2B9C773C5FBCE9E798C5593728F6A54EBA9E7ADFDC79F86BC15BA261C07

SHA-512: 853BB5E558CDBE5B9BD29C1D3EB3CECFD17C39EA2F286CC9CBE48734FF79B2062DB5185D2AF19736422E4251FA55A109F19E152E2FFDB38C4B46D9260E774B
6D

Malicious: false

Reputation: low

Preview:
0\r..m......~..........._keyhttps://www.google-analytics.com/gtm/js?id=GTM-PBLF7VJ&t=gtag_UA_87708648_1&cid=777220280.1611748373 .https://clickup.com/P.e.v./...
..........p........R.J.A...it|.;-+..xDnv*2|....-2.A..Eo........w..........A..Eo..................P.e.v./.....F4BF4308C4A743BD971637CF3B1405ECB1CE1F83DC5BD004AFB000525C92E
83F.R.J.A...it|.;-+..xDnv*2|....-2.A..Eo.......lY.L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7a8af5c83590f909_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 79232

Entropy (8bit): 5.759347293045988

Encrypted: false

SSDEEP: 1536:2tTHV2zgnbT2Zm6USA98qiLnurzzrIEvWjGSTtcFn42:2dHVOUbTpfn9ALnu7E6WjGSRcFn42

MD5: 2141D93BE1EE0E3B8DE85B91E1516974
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SHA1: 8CC33EE5160E58C9380C2671E839646D1A1870DC

SHA-256: 6D224F1C9BA182C560D97A57035961182562E3602E8BC0F3F66CE4E0D4ADDB0C

SHA-512: C5B3524A8FE722A578C18A6EF1C67B3166BBF805032E08F13A59DBDEEE1CABF1739A9CE2140511F95BD475123D5D678403B4B35A8067382E4A14F4F2F84EC5F1

Malicious: false

Reputation: low

Preview:
0\r..m......@...V($\....FB32CA558F8712267C5C1284BC9F685BC2B6A7209925D4906D5FF6075A8408EB..............'.h.....O....@4....3R........................4................................
...........................,................................(S.0..`......L`.....(S......`.].......L`.......5.Rc....................QbZ.......data..Qb........ba....Qb.s.j....da....QbJ.g.....ea....Qb&.n.....na....Qb.4.H...
.qa....Qb........ta....Qbf@1.....ua....QbJn......sa....Qb*..`....ra....Qb...#....va....Qbf......ya....Qb"Uw.....za....Qb..j....Aa.........Qb........Ca....Qb...]....Da....Qb:J.J....Ea....Qb.'k:....Fa..
..Qb..).....Ga....QbN..f....Ja....QbN.......Ka....Qb.z".....La....Qb...h....Na....QbZ.j8....Sa....Qb.0%....Ta....Qb..g.....Ua....Qb...a....Va....Qb...M....Ia....Qbz=......Xa....Qb:..X....Ya.
...QbN.oD....bb....Qb.......cb....Qb........db....Qb...!....eb....Qb~.......fb....Qb.D._....gb....Qb..U.....hb....Qb".....ib....Qb.!.1....kb....Qb~.......m.....Qb&......lb....QbF#......Jb...
.Qb..b.....K

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7a8af5c83590f909_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7ca44ec4c17e927d_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 320840

Entropy (8bit): 6.071310145536716

Encrypted: false

SSDEEP: 3072:bJB/kXeLAVYXftx3FkUDtWZWRYE2aUxg9eMs6+0EsvgsUkLcm2A4jjCvT2DiA+qS:bX/kXe8QFAWRFNZwmpH01+JUC+1Ym2D

MD5: 03AC16593B2CCBFBAF11F8F5B7EECF31

SHA1: 3C6E2324F2FB11CD20B916F05032904E3DB78F45

SHA-256: ACAFCAD1048D16AB79888EA3664B8E42006F977DCC22A2E6AEA68C578C924480

SHA-512: 5DE3F21146D675D2119D4FD4EC263A52FDE09ADB0640745962E4ED033624A26E49CE8BF34B017F4EC4E7A703BDCD88D4D67E4EA2C9B0D24742579FBA010F3D6
8

Malicious: false

Reputation: low

Preview:
0\r..m......@....G.t....5BDDBFFA3366DA9DB38807DAFCC4FE8485245F1BBFCAADFF7C295C61A1CCB4E1..............'..b....Oa..........................h...............h...............
....................................................................................................T.......................................................................,...............p.......8...........0...................................................
................................L........................................................(S.....`.......L`|....(S...`.....LL`"....@Rc..................Qb".'.....e.....Qb.?j.....t.....Qb..L-....n...b$...........I`....Da.... ....(S.
..`......L`......Q.@:.._....exports..$..a...........S.C..Qb........l...H..A....a...........Qb..%.....call..!...K`....D}8...............&.%.*......&.%.*..&.(......&.}...&.%./...%.0...'....&.%.*..&.(...&.(...&.(.
..&...&.'..W.....-...(........,Rc...................`....Da@...8.....A.....e......... P.........@....@.-....HP.......9...https:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7ca5ba6998f1f7ef_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 210

Entropy (8bit): 5.596162484952514

Encrypted: false

SSDEEP: 3:m+leBl/a8RzYKceMGOQVLTfEFUT9PCvDP9LWu9+H/lHCHjcRDVnSj81pHk5mGSlH:mblPYKNCDwy+HgHjcRDYo1pE4PK6t

MD5: 78AC007DE20790A3E083AA4FFF434262

SHA1: E23B6D785BD63D0C62BD304185F04A567A822823

SHA-256: FF2A4A2166AEB7478130181EDA0C87A38F4687D05F7C5B844F1EE55DAE9FF863

SHA-512: A09C768157A64134A31E38D19701D8FDA097C666302D439699E8B7350D4D6CCABD73F624378CFA2BF94ACAC1A0393DB4DE6FB8048D8C7C3BB53324E5737692CF

Malicious: false

Reputation: low

Preview:
0\r..m......N...)......._keyhttps://doc.clickup.com/main.368c32a46466b04cc16d.js .https://clickup.com/UZ..v./....................34.x.<.5Z.2..P......N...!.......A..Eo...................A..Eo
..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\809ce1c203166b55_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 3565

Entropy (8bit): 5.771274083637954

Encrypted: false

SSDEEP: 48:SDaSw8/tSGk2+c3zyQBJn2RODd3ubwR6zMS3xq+CF9XsLQA+8kYtgJ:S/wkSf2+c3z9PpdekYdgRpsj+p+

MD5: 66F695E1BF6678A1865C1F25BEFDD309

SHA1: F84FA371A5F85284E11488D7C623F19F0DD8EF63

SHA-256: 64B80C1E5FC947471FC5DCA8F2015F5B8D1939E7C2A9FD71722BD9A2312E9471

SHA-512: AF7561CEC2A04AD185D978CBF2A38250D5DC7E8BB367E9F7A6EFFB006E86C60AE6E56D230A1E354581F56EBF669B5881D1A1CDB8FE3C44A8B1B23D9FB17D40
DC

Malicious: false

Reputation: low
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Preview:
0\r..m......i....U.C...._keyhttps://obs.cheqzone.com/ct?id=3839&url=https%3A%2F%2Fclickup.com%2F&sf=0&tpi=&ch=&tsf=0&tsfmi=&tsfu=&cb=1611748414117&hl=
1&op=0&ag=3098761112&rand=232622519619912625768252655286517257910696122271151899929600521517&fs=1280x913&fst=1280x913&np=win32&nv=
google%20inc.&ref=&ss=1280x1024&nc=0&at=&di=W1siZWYiLDQ4NDNdLFsiY2IiLCIwLDAsMCwwLDIsMCwwLDEsMCwzLDAsMCwwLDEsMCwwLDAsMCww
LDAsMCwwLDAsMCwwLDAsMCwwLDAsMCwwLDAsMCwwLDAsMCwwLDAsMSwwLDAsMCwwLDAsMCwwLDAsMCwxLDAsMCwwLDQsMCwwLDAsMCwwLDAsMC
wwLDEsMCwwLDAsMCJdLFstMSwiLSJdLFstMiwiOSx2MElrMkt2VmZBaG1JM1dHS2lzVVFUbzhhYUdHdlVUeE9OK2hrVGpZbkdpaTJXb0lsSzFLalJHTVVTQl
FzZ1JRU0JwU3hzblpsenpsdi82emt6WjNkWVFmMzhsMnV2bVowdDdKIl0sWy0zLCJbXCJpbnRlcm5hbC1uYWNsLXBsdWdpblwiXSJdLFstNCwiLSJdLFstNSwiLSJdLFst
Niwie1wid1wiOltcImRhdGFMYXllclwiLFwibG9hZENTU1wiLFwibXV0aW55V3BKc29ucFwiLFwic2V0SW1tZWRpYXRlXCIsXCJjbGVhckltbWVkaWF0ZVwiLFwiMmYxYW
NjNmMzYTYwNmIwODJlNWVlZjVlNTQ0MTRmZmJcIixcIm11dGlueUVkaXRvclwiLFwiSlNPTjNcIixcIl9faW5pdGlhbGl6ZU11dGlueVwiLFwi

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\809ce1c203166b55_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8255c9f77da2b346_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 207

Entropy (8bit): 5.531880875847579

Encrypted: false

SSDEEP: 3:m+ljwLA8RzYKceMGOQVLsGWJhkKBrG/RP9LMn/lHCq/f39rQd1ejwhygK5mpUrlB:mhYKkGWJj4VIg+rTdP4p6K6t

MD5: 71458C23B087390F63A24D0A3A451EB6

SHA1: EE1A04E2BDE6D15D5A36C44EC9ED4BFD6860DDFF

SHA-256: 9211E6C2BA9D4661A0C2721ABA3485C3765820BABB438D3CFFEC34B3C877D8FB

SHA-512: 182551937239D6BF23B8F6104F06242A499FBFDF9FD903810F187B3FFBB705DD6524026B5F29C04DF4DA1ACD7E53C2D282CEE582EA9D8516AC44CF004CD7CDE5

Malicious: false

Reputation: low

Preview:
0\r..m......K....H|....._keyhttps://doc.clickup.com/5.23359d2babd93c6f6cb9.js .https://clickup.com/....v./.......................gC....4..b..8..#aT+Yu.,....1.A..Eo.......uhc.........A..Eo...
...............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\86f3493414ae88e3_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 585

Entropy (8bit): 5.462332878232476

Encrypted: false

SSDEEP: 12:FdD+OVy7vTjdD+OVM4EXm7UTjdD+OV6f7K/T:vpVG5pVM4A5pV6W

MD5: FF6D1F217F411B5EEFD55EE3D0B4847B

SHA1: 71E32637600ECACD93549544EE70F9DAA6F9DF7E

SHA-256: 325EF612F6B023CA0E9A374CCAAB1C41423B70D60C03B9CFAD429950E447784C

SHA-512: AA7DEF5F6FA89197B6887DF55A6F7F4DC7E76D6AD6CE851ADFCFA2E92AF20FCF1E992180FB5EDE13212CEF132380C407D85A3155D4C9A152A22DD619BD611F
F1

Malicious: false

Reputation: low

Preview:
0\r..m......?....;......_keyhttps://static.ads-twitter.com/uwt.js .https://clickup.com/.=N.v./....................,.~...".W.W.!.........>.......'|.A..Eo.......W]..........A..Eo..................0\r..m......?...
.;......_keyhttps://static.ads-twitter.com/uwt.js .https://clickup.com/..5.v./.............|:......,.~...".W.W.!.........>.......'|.A..Eo......A...........A..Eo..................0\r..m......?....;......_keyhttp
s://static.ads-twitter.com/uwt.js .https://clickup.com/7e..v./.............5Y......,.~...".W.W.!.........>.......'|.A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\895128178abda46b_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 215

Entropy (8bit): 5.5625884274352355

Encrypted: false

SSDEEP: 6:msz3nYK+oLT/c0Vdc9FgX/lcfXq5gg+uxK6t:Bz3woLbc0Vdc9+tcf6nr

MD5: 749D65D49C9037D9AF52374408983480

SHA1: C277AEA984C63387142B97149F66358316750774

SHA-256: 99D029DE9426D04CF0DA3F8D857D6D95151EE83708C3FE0BE3D1B83E5C8121A3

SHA-512: DCA7F6EAA39F91EEEC9CDFE358F0A537BE2F67106FEE358B395B1683A5C8F8BF8140A89A4225B2FCE2BA35752A29E55C82109394DE571AD1A1AAE18BF1F59C
5C

Malicious: false

Reputation: low

Preview:
0\r..m......S...#......_keyhttps://doc.clickup.com/polyfills.649d059c9540e78201bd.js .https://clickup.com/.Y..v./......................{s.L.....@.Y....DDl......A..Eo...................A..Eo.
.................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8da8b50a1d82b9e9_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type: data

Category: dropped

Size (bytes): 313

Entropy (8bit): 5.732451069481069

Encrypted: false

SSDEEP: 6:mtYxYmXHUj8TKU6t3z+fHzAXMYVFlgmEJMpovMWrqDK6t:6w5P6Zm2LFtCUWq

MD5: AD2E1D4B9CE7B9FF03CCD8BC13F655C4

SHA1: 73E1BDB7DF03B8D625D8E930F0D305AF11371263

SHA-256: F30DB7D3BFC5358399C7F5F7859DBB3BB9D52ED3F6D86D92D6F5CE0F71A16F4E

SHA-512: FB524968793B4E0E313EF16E5AF274C910F5C96C7949308C614A1417C4ED48759942F92F755BFAF0E598FB63F434BEA752C4DA47683F624DE6A0AE398CA6CAAF

Malicious: false

Reputation: low

Preview:
0\r..m.............]...._keyhttps://dx.steelhousemedia.com/spx?dxver=4.0.0&shaid=31571&tdr=&plh=https%3A%2F%2Fclickup.com%2Fpress%2F100-million-series-
b&cb=33877693703112376term=value .https://clickup.com/.\?.v./.............<........wi.d.e.eSL.i7ra.0~......).f...A..Eo.......I[..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8da8b50a1d82b9e9_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8fbb15542bd0b54d_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 702

Entropy (8bit): 5.6527049946450685

Encrypted: false

SSDEEP: 12:bk22shROehu/7hk22shROFrttrhk22shROOKvRStdur:bk22/eWhk22/FrXrhk22/OF6

MD5: 8DE669F6E5077B2145571708AB19D1C4

SHA1: D78F84803211CCDCC73704C227A95D1C1114BBF5

SHA-256: FB01296FEDD4DD0BC4B9C25B12D7DDB9D4EBD3C260CB3AA8FC472CAA91DD5672

SHA-512: F95906C417E4B527F33139B03BCCAE11A1A1B6A53EDDF42F0D29F98D1E1C95E5C59508C7CED4BA29B2ABD898BE011B79529360E1628793F3A33F28D68B613AB
C

Malicious: false

Reputation: low

Preview:
0\r..m......f....)......_keyhttps://client-registry.mutinycdn.com/personalize/client/e970333877260fa7.js .https://clickup.com/-.5.v./......................`.,...-F.Sy..C].Z.t...c..D..A..Eo..
......\..........A..Eo..................0\r..m......f....)......_keyhttps://client-registry.mutinycdn.com/personalize/client/e970333877260fa7.js .https://clickup.com/.y$.v./..............4........`.,.
..-F.Sy..C].Z.t...c..D..A..Eo...................A..Eo..................0\r..m......f....)......_keyhttps://client-registry.mutinycdn.com/personalize/client/e970333877260fa7.js .https://click
up.com/..~.v./..............K........`.,...-F.Sy..C].Z.t...c..D..A..Eo.......,_..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8fd5d1efccaacc9f_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2233

Entropy (8bit): 5.602595392793139

Encrypted: false

SSDEEP: 48:0/OWIo5nHz4QaLXGEPEtZwYcJQoEms6vywTgRQgBFS:0xIo5nT4QabGEPc+0GywYvY

MD5: 4EBC5F1DBC863A98BAD91B6F49B97CC1

SHA1: 6A641632D26510BCF05CAC05BE2A2AFE79246123

SHA-256: 9D45F94CC8250CFB51DD29E238F8AC76C31FBA83ABE2EE740B4D99936E2E01FE

SHA-512: 0DF71ADC3AF0D53F9DD649A2052EA1A85300257132F7786546933317C96FEE7629D829544CBCB9F72437A84A8D7A4FF26C5809BC8407544882067CEDFA9D31B0

Malicious: false

Reputation: low

Preview:
0\r..m......I..........._keyhttps://clickup.com/landing/js/cssrelpreload.js .https://clickup.com/.4.v./.............O.......(..U...#.<.I..n.......C...DL....A..Eo......j.Y..........A..Eo...............
....4.v./...................'.(.....O....h.....M~.............................(S.@..`<.....L`.....(S.)..`.....PL`$....@Rc..................Qb.r.y....w.....Qbr.t.....rp....Qb.c......run.b$...........I`....DaV.........Q.@&
a+f....loadCSS..(S.......Pd........w.loadCSS...a]...a...I..q..@.-....<P....../...https://clickup.com/landing/js/cssrelpreload.js.a........D`....D`....D`.....4...`....&...&....&....&.(S.|.`.....,L`....
.4Rc.................Qb..$....ret.`....I`....Da(...&......Qc&.k}....document..Qe..y.....createElement.....Qb.i......link..QcN+......relList...Qc6.Y.....supports..Q.@........preload.. Rc....J
.............Qb".'.....e...`.........(S.(..`....]..K`....Dd.....................,Rc...............I`....Da....$...........d........@..@..........Kd .......<...........Dy0.............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9229dca696207896_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 335

Entropy (8bit): 5.886958080563346

Encrypted: false

SSDEEP: 6:mw4YGL+MIwJJy3ogHfH/SD/q3K6t2RQFf/V4pTUsrhu/SD/gt:dwIwvyjqQkRQYpYtqE

MD5: C0A9079283A016485830CD4C205FE57C

SHA1: EDDA4AADF4F835DEB3FA8658EB64DE5C262B06A6
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SHA-256: E21246106E0FF8CAC8FAD4B248C43F53FEC6B94F5C1C88E0D49FB951813EB389

SHA-512: 46A59B25FEE21EA53B6F32D96CD8771435ECD27ED531EDE552236D0CC32EB26A172547BFF9F616464497C63B21E93B50F8FBAB35996C15D88E3D5706CC785937

Malicious: false

Reputation: low

Preview:
0\r..m......G...O......_keyhttps://www.google-analytics.com/analytics.js .https://clickup.com/.A..v./............."..........g...3..$<-,.s...].....KU...D.A..Eo......n;..........A..Eo..................
.A..v./.X...34C90D795D666ACBFDE981F00FAEC32278956BCEB54FC1086EF5AC07F279A49F...g...3..$<-,.s...].....KU...D.A..Eo......&o.qL.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9229dca696207896_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\93a4db5584b46e1b_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 207

Entropy (8bit): 5.568238134371756

Encrypted: false

SSDEEP: 3:m+lj808RzYKceMGOQVLn0c6z3WLWRP9LCZ/lHCkHKL7X1nB4/h3JoyRmAc5vpK5M:mrVYKP0ca34ZgknJoyA3nK6t

MD5: EB6D7C2938F79E5B4E9D2853222D0CDB

SHA1: 8199C781D2F58312EE3B6DFC4B633DC50D131217

SHA-256: 4FAEDAB2092ACE5771CD3517E01D78831646696EDA92DE3FF0E5C616A4F81EFD

SHA-512: 2105789DFD4E7687EB5515BEBDF8D307253B78D348F268107E6BA9333B2E5ED2B913C5535BD70043F8077A39BC0EB9B47A77BB5C6F3788CE15A558058943B7A4

Malicious: false

Reputation: low

Preview:
0\r..m......K...JN......_keyhttps://doc.clickup.com/6.18ba0fb19a6e18244344.js .https://clickup.com/.&..v./.............O.........&.o..*..^.)...U...]Uo.Rd=.)..A..Eo........6u.........A..Eo...
...............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\944a3e48a81e981e_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 654

Entropy (8bit): 5.788438327108959

Encrypted: false

SSDEEP: 12:4E31zIAC5Zux2pHgyyN3CMxGdXSNL8mXMGxa1DECh7/v/G1mMN:4Elz9C5ZuyAyyNSeVza1DEChT3imMN

MD5: 66B352E12CE5750C546835EFA18489EE

SHA1: 2A2827152CE95826AC55FCC32A491AB5CF381060

SHA-256: 4A34E4E3928AF464BE0DCA3C0159D2A72CFAC5AE79C2CAFFB58D76AEAEF7C8E1

SHA-512: D2E0029EC21150569D7ECB5643014CAFE0D9121594E39A1B329B7BBE8262FA64E11CA6B6D002970876F0974576CFF232C446EE18262B21AC16BB618F476075B0

Malicious: false

Reputation: low

Preview:
0\r..m.................._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/617640813/?random=1611748387384&cv=9&fst=1611748387384&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=60&u_java=false&u_nplug=1&u_nmime=2&gt
m=2wg1d0&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fclickup.com%2F%3Futm_source%3Dclickup%26utm_medium%3Ddoc%26utm_campaign%3D3829634&ti
ba=ClickUp%E2%84%A2%20%7C%20One%20app%20to%20replace%20them%20all&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/.sl.
v./.............q..........>.c`xf.(.%^r..........}j......A..Eo..................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\946c5d6abac88c3a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 207

Entropy (8bit): 5.494434740946551

Encrypted: false

SSDEEP: 3:m+ljXXlA8RzYKceMGOQVLYk4DRP9LXu/lHCxxoq4uWRjQmYCNd5EGH5mIpK5kt:mqnYKgk4Zkg4q4DxXH4CK6t

MD5: E2C2374E8615B5D8C86802FF40D01C2F

SHA1: 7D461C2E7BA78617F8BC62F462DD46C7601200D2

SHA-256: 6AF626B39C97B3FC933E3DCD3643239F9688E732F31D506B692F205144310402

SHA-512: 122289738B196364DCD9696B9DCC6ADD27BB624F26BE00E6C3CFB1650CFB0A7582EE453A25B9580B470AD8A914FA720E4EEDF6593263722D33D9DDAAA5C71E0
1

Malicious: false

Reputation: low

Preview:
0\r..m......K....S......_keyhttps://doc.clickup.com/4.e40d7ae814d864b65435.js .https://clickup.com/.]..v./.............z.........W.j....e..d..C.t....qx}q8.d..A..Eo........Y..........A..Eo...
...............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\988773b6653f061e_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type: data

Category: dropped

Size (bytes): 12607

Entropy (8bit): 5.433336224265483

Encrypted: false

SSDEEP: 192:eS9gfZCKTtSp5G4Ser4EpV8m/4n5smH7ALHj8:p9gfwMtS3yer4UPc38LHo

MD5: 084519DC46EAA1A8CEC0F65BBEEEDE72

SHA1: 5EEE7933ABF23B4A59D646121A34F153739CBACA

SHA-256: 7218A9ECB1900EA7F0C7AE0AED63ABD6D3D2E3735556C94AFF8DD659D90C82AE

SHA-512: 81B633F25FD6E02D7FA2D51D429CBA555A8BD08CA759460CC4DF68D5047E2738F14485033B8B716DAB8100F6D12C06298D9E460C2926BC7E1C4941AB14C49E31

Malicious: false

Reputation: low

Preview:
0\r..m......O...\.{....._keyhttps://client.mutinycdn.com/mutiny-client/4.1.0.5.js .https://clickup.com/.5c.v./.............Q........M..%...A....$e@...Q.[w(A.u.Q...A..Eo......}.EP.........A..
Eo................................'..+....O...../...K7............\................................(S....`.....(L`......Q.@f.......window....Q.`J..@....mutinyWpJsonp.....Qb........push.....`......L`.......`......Ma......
..`.....(..b............C`....C`....C`.....(S...`.....(L`.....XRc(.................Qb..6.....r.....Qb.%.R....o......S....M...Qbv.".....c.....R..e..........................Qb........70..`......Pc........push.70.a.........
(S.....Ia....D.......d..............@.*......d..............@.......q......@.-....DP.......5...https://client.mutinycdn.com/mutiny-client/4.1.0.5.js...a........D`....D`....D`..........`....&...&....&.
(S.....Iam...y...I.....d........@...........&.(S...Ia........I..d........@...........&..A..D&.(S.....IaN...........d..............@.......R.......d........@...........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\988773b6653f061e_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9ba200febd98f37d_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1454

Entropy (8bit): 5.363837427598778

Encrypted: false

SSDEEP: 24:WaOdIimJza1DHPZFGOen44cmPXVza1FGmPXfCXk3LKQWYXPkYX7XZv+iYX2kYXnO:X+Z87447wFfqkb8kPkk7XZvJk2kkvkB9

MD5: 76E97F90B00E65E4E73B57EB330CAAC6

SHA1: 69D055079841199AF9B967A2B49D4F7638F24EFE

SHA-256: 1AB829A53034745C8EE2C4CA743DFB5E5B3EB6C5BDF4D9C8EDB7918572D267B6

SHA-512: 92CBFE82FE7DC45708724EACDB1BE6E1A88B451D58503005232D5FB3DBB11A91E22BDD3A9157EEC25FA277A058C1198C9D547DB1259E8DADCB5C50831CEA74
07

Malicious: false

Reputation: low

Preview:
0\r..m......*....$&M...._keyhttps://px.steelhousemedia.com/st?ga_tracking_id=UA-87708648-1&ga_client_id=777220280.1611748373&shpt=ClickUp%E2%84%A2%20%
7C%20One%20app%20to%20replace%20them%20all&ga_info=%7B%22status%22%3A%22OK%22%2C%22ga_tracking_id%22%3A%22UA-87708648-1%
22%2C%22ga_client_id%22%3A%22777220280.1611748373%22%2C%22shpt%22%3A%22ClickUp%E2%84%A2%20%7C%20One%20app%20to%20replace
%20them%20all%22%2C%22dcm_cid%22%3A%22777220280.1611748373%22%2C%22dcm_gid%22%3A%2228417363.1611748373%22%2C%22execution
_workflow%22%3A%7B%22iteration%22%3A5%2C%22getTrackingIdByGA%22%3A%22FAILED%22%2C%22getTrackingIdByOther1%22%3A%22FAILED
%22%2C%22getTrackingIdByOther2%22%3A%22OK%22%2C%22getClientIdByGA%22%3A%22OK%22%2C%22getClientIdByTracker%22%3A%22FAILED
%22%2C%22getClientIdByGAData%22%3A%22FAILED%22%2C%22getClientIdByCookie%22%3A%22FAILED%22%2C%22shpt%22%3A%22OK%22%2C%22d
cm_gid%22%3A%22OK%22%7D%2C%22message%22%3A%7B%7D%7D&dcm_cid=777220280.1611748373&dcm_gid=28417363.1611748373&dxver=4.0.0
&shaid=315

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9d719dba5c2fa8a5_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 100584

Entropy (8bit): 5.860878836400667

Encrypted: false

SSDEEP: 1536:E6W5U077YfJW9fqGPzmZuYc31tJbBAPOg+CCW+/p+QyVIo1M:ET5v7YfoDSsbxBK0KQy+oS

MD5: 012D0DBEB1425AA01605841733DDCBD5

SHA1: AE19F60A035CCDD75500F4850DEF5711A9993BF5

SHA-256: 566E41DC61504DE994890C6A6747DFD999D45A2051F19004B5D8AC4EC5B51FB9

SHA-512: 7E63AE9C7CCB5173A1C64E749746943B2469837E760704852A3A7AFF9446F46428755976398F9088F488D9B02E2EE32AD5A1BB3DC4A772D55FD9F329965D3785

Malicious: false

Reputation: low

Preview:
0\r..m......@.../.kc....B9E52663C34D168A28FC06F562795DED6A529EF668B67EC26362472E58B42D04..............'.......O".........#.............@...........................|................
....................................................................................(S....`.....8L`.....(S...`.....LL`"....@Rc..................Qb..6.....r.....Qb.?j.....t.....Qb..L-....n...b$...........I`....Da.........(S...`....
..L`......Q.@:.._....exports..$..a...........S.C..Qb........l...H.......a...........Qb..%.....call......K`.....4KkT............. ... .........\. .....0.K.........}8...............&.%.*......&.%.*..&.(......&.}...&.%./...
%.0...'....&.%.*..&.(...&.(...&.(...&...&.'..W.....-...(........,Rc.................!.`....Da@...8...........e......... P.........@....@.-....DP.......7...https://ob.cheqzone.com/clicktrue_invocation.js?
id=3839.a........D`....D`v...D`..........`....&...&..A.&..a.&.(S.......Pb........n.d.a........I...A.d....................&.(S.....Pb........n.r.a........I.....d.....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9ddde39b85651e12_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped
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Size (bytes): 208

Entropy (8bit): 5.59052448527509

Encrypted: false

SSDEEP: 6:mmayEYKKZBaCd+ME5Hgzm/6IdggrXpZK6t:0AZ0CDE5GlhgjR

MD5: ECE60FA192D337B0C892B12F297933F5

SHA1: 227AD0D9A66AE39F1A95D877E0D40624B9FE72DD

SHA-256: C0A576A78A7CAF65A9F5ABE527D7822317CB98222D3C6B26194CCB1089933B9C

SHA-512: 00DD6C9995B67088BA22805FF242F41143FB4C857ED9F16F1BECDBFE6EFE056EDA2D7CE178C010F0B978D871DA258E72D52B13B9F1EB714E9B97DCCF483A74
E3

Malicious: false

Reputation: low

Preview:
0\r..m......L...-......._keyhttps://doc.clickup.com/14.19c3bc663b1a8f2a2460.js .https://clickup.com/54..v./.....................`Z.Q...@....(.Q...6,..$.Y$.t.A..Eo.......VMw.........A..Eo....
..............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9ddde39b85651e12_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9eb37a5044649688_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 262992

Entropy (8bit): 6.140350596273018

Encrypted: false

SSDEEP: 6144:GrTW4gDhgDpgG/mqGh2ff/mJy/z1fPMKKn4g:453SqE2uy/z1fPMKKn4g

MD5: B3705AC4034C816DFDE82ADB53CAEE4A

SHA1: 1821E1E640B0A49775959A8275C7F0A759428D8F

SHA-256: FD2CDFCE787925FE840ECE88FC2747EE4062534BF653A7946C19EEFE56EB083B

SHA-512: 4D567F013D25A0A1787A3C30DDE141E2CCE033A693BE7B2A98DF325A9D866DA807FFE4C5FCDA0083E4B62A9C9E835D5A5323004221D260A390AEBC495F7E63E
8

Malicious: false

Reputation: low

Preview:
0\r..m......@...M.......7692F74F34E5B5741435758D30676F1AE1AAF8F8F77366583F93D815B16E9145..............'..:....OO...@..................(...@0..........(...@%..............
L...T...............4...................................................................................................................................8...........................l...................................H...........................................
.................(S...A0..`<`.....m.L`2......L`......Qc.......planType.]...Qdb.......stored_promo..Qd..J'....translations..Qd:..o....form_label....Qdb......country_code..Qe...D....country_cu
rrency..Qe..5i....currency_rate........Qe..{A....COUNTRY_CODES....(S.....IaXv...v....Qe........removeHashtags..E.@.-....@P......2...https://clickup.com/landing/js/app.min
.9f94e822.js..a........D`....D`<...D`............`....&...&...(S.p.`......L`.....0Rc..................Qb.?j.....t...`....I`....Da..........Q.@...<....module....Q.@:.._....exports...Qc&.k}....document.
(S....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a0836518de30683a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 369

Entropy (8bit): 5.853458271101527

Encrypted: false

SSDEEP: 6:mFOY+pegkz7K9MyhHgf0c0/1GqYnNK6txkvjGUXMl95VMUGh29a0/1GqY:2Xg4Kyyh+0cE8Ln3krk9vMUGQ9aE8

MD5: 9EB347242D6EF320543D89F9C0C66D76

SHA1: 5A13065FEB80E76A088934C43C4A63ED1C37F1D5

SHA-256: E37A49269646E5D57743B08F9B8B3B29A35A6009835B941369945ADF9B7B5430

SHA-512: 47CD4D790B925B668C23387C16EDD49C04C27FA4E417AE33FAFE725357663352B3C9B7D9AAA4374EA45370F0E1179C9D1795EBBDF92576A08C074C10CF31036B

Malicious: false

Reputation: low

Preview:
0\r..m......i..../.g...._keyhttps://x.clearbitjs.com/v1/pk_77a36b09108b9b80c547cddad434b648/clearbit.min.js .https://clickup.com/W.F.v./.............T............u.W.I.........Fl..
.JJ..y...A..Eo.......4...........A..Eo..................W.F.v./.....A97921B41B99E424431AA4A957EB6EC1A73FDCEF7D949CCFDDDFEE7C1410DDE9.....u.W.I.........Fl...JJ..
y...A..Eo......a..L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a603dee9fb72c493_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 622

Entropy (8bit): 5.785134814635381

Encrypted: false

SSDEEP: 12:T/2E31zIAS5ROoux2pHgyyN3CMxgb3DPoqMGxa1DEChjeXXbRT:L2Elz9S5RXuyAyyNSfDQqza1DEChw9T

MD5: 793ECE5938D947A0AF72192A448B487E

SHA1: A3A07D435CF3F36F57D278971B4E2CEC4C603A34

SHA-256: F830AC520611367967770796D86F6CD204A26A144FA3DDED1E13A8DFAAA4821C
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SHA-512: AF8259DECA8E8ACF629A9DA9F0557967F2BA58B2095A5F271766F76CF9B949E9B7419747BCC9A725FBCE72B9A048EF8A0A55573EDBB2F9A91C467838551A41D
D

Malicious: false

Reputation: low

Preview:
0\r..m...........z0....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/617640813/?random=1611748413384&cv=9&fst=1611748413384&nu
m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=60&u_java=false&u_nplug=1&u_
nmime=2&gtm=2oa1d0&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fclickup.com%2F&tiba=ClickUp%E2%84%A2%20%7C%20One%
20app%20to%20replace%20them%20all&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/0...v./..............[........B....(... .]i..O....pi!\..z?..A..Eo.
.................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a603dee9fb72c493_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a81f1b4d5a99dd1d_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 360

Entropy (8bit): 5.389104733417207

Encrypted: false

SSDEEP: 6:mGYHWd+LMqFbgzGCIST41nlbK6tygK/AIST40EggXCIST4X:rQ4qVjNq/5EYn

MD5: 2FE1414DA3FBDE7BE0EA5065A7CC0128

SHA1: E7992FA21DE48F2FF0E6943008CA77454FD5E3C2

SHA-256: D2DF9E69A39BD9742FC850B73FA1BF6179F60EE01A797A5B9BDC3242D77BBCD7

SHA-512: 4F7EEE585E7BC877409AC38DD0F4FC1E2DDC23A774AE4CEF8E2B3A497EAE6A43572387FC9D20A521A265112A9F4F3F4AE325208233B6AF56BA54C34A7626848
9

Malicious: false

Reputation: low

Preview:
0\r..m......<...|......_keyhttps://edge.fullstory.com/s/fs.js .https://clickup.com/O.Q.v./......................>..Lwc.....J..?..7....D...7....A..Eo......@............A..Eo..................O.Q.v./...
...........:........>..Lwc.....J..?..7....D...7....A..Eo.......K.^........O.Q.v./............./Y........>..Lwc.....J..?..7....D...7....A..Eo......IR.<........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ab1ff0972b4447a6_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 47413

Entropy (8bit): 6.1460539754796235

Encrypted: false

SSDEEP: 384:bHC59gVt7GGBrMdt1iAL56sPjpqeZ+saiE5dreaFPz1hb6DXTVL/QaAVsQq6nmyl:e+7KTigfOvnykMWMdGRIKRnHwC

MD5: 774D45D1F105D6C2416D7EB237494E78

SHA1: 72BA24785F3949A806DCFC2AD23909675708B97F

SHA-256: 2D4316AEB8C6EED08C4346C60B3495D308FB093A7737BB15A357990433DAE68A

SHA-512: B01F7B0618DA18549EA0463D8BE983460E5B71F3D97C827014EF2464B13CFAB7D5329D1B36F1B7370930EBB1EC807D88B1006CC9C494B8187D869EFFC569028C

Malicious: false

Reputation: low

Preview:
0\r..m......=.....(_...._keyhttps://js.hs-banner.com/6613321.js .https://clickup.com/.Fc.v./.............{................-u7....>....Y..W$F...v@.A..Eo......q............A..Eo.........................
.......'.......O.........{#u....................X...$........0..........................H................(S.....`.....HL` .....L`......Qb.M#....._hsp..Q.@f.......window....A...Qb........push.....`......L`......Qe..H....s
etCookiePolicy....`......L`.....|..a:.........QcFf......domain..F..Qbn......path.0Qj.5..!.../hubspot-analytics-default-policy.....Qc6.......label...F..Qc..].....enabled.H..Qe...`....privacyP
olicy...`..... Qf.k......privacyHideDecline..H..Qe.f.?....privacyDefault..G. Qf.......privacyPolicyWording...Q.a.......This website stores cookies on your computer. These cookies 
are used to collect information about how you interact with our website and allow us to remember you. We use this information in order to improve and customize your 
browsing experience and for analytics an

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b165a609053573c9_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 285

Entropy (8bit): 5.735650325443607

Encrypted: false

SSDEEP: 6:mFXYmXHUj8TKU6t3zagAdQ1Iw7FgoVAjbWaFzK4EK6t:oX5P6ZegJL7+/xFW

MD5: 3AF3A3120F276161CD4C4A9C73089FE9

SHA1: EEADCC5563BE324720B43F10511AC3C8F01173F5

SHA-256: 2DB49888382ECB46098FBBF6D03060E6B9076707BCBB9560AC7472C7B6BCABC4

SHA-512: 66A5E9C1149B559E48BE1B74F88E05315F56DED4018392FF1ACE64B765BD15C7B3B3EFB6D14156CBBF299EF04DEF9B13F341C7ED38042D4B1B8155E26C00EBE
C

Malicious: false

Reputation: low
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Preview:
0\r..m...........H......_keyhttps://dx.steelhousemedia.com/spx?dxver=4.0.0&shaid=31571&tdr=&plh=https%3A%2F%2Fclickup.com%2F&cb=66375159509832570term=value 
.https://clickup.com/^...v./.............Y......F.[.1m.{M......p.F..pA73.5.+.....A..Eo.......T...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b165a609053573c9_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b38dbba92105f899_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 129616

Entropy (8bit): 5.681337817128405

Encrypted: false

SSDEEP: 1536:gl7kjMYZq1PkhcgULcDEWFF+rHxlhqY6h76bXe4QsuCPfcUZCte8YGhztgvYUOKY:gl7wMGq15AYWm4RDYucyl5R6KRCE

MD5: 0DF278E3D7C070754564E767A9A053B6

SHA1: 3F371F70978DFF71669BAA908A3FF5929E472224

SHA-256: 58C26BD6C045F1FFF01A91963224CEA3F3B7BD1723C7F1AFEAE00033FCF03C6A

SHA-512: 43632A9B8ECAFB496FAB86F4AE5ACB82CB2F399040CE6A0375D27CBFF65CEF4387AC7B12E0C4AADBF4E9CCFCE7186DF17B67B7F53F0A232338ED3B690B347
3BB

Malicious: false

Reputation: low

Preview:
0\r..m......@.....aW....E64A4000BAA7253757D44039DAFE12EF1BE4B260228308F4F286F1C4947B15FF..............'.R+....O*........8;..........................................................
...............................................................................t....................................(S.....`.........L`.....(S...`.....,L`.....4Rc..................Qb.?j.....t...a$.......I`....Da....T.....Q.@:.._....exports.
..Q.@...<....module.......Q.@~./....define....QbzL+.....amd...Qb..%.....cmd..(S.....Ia........I.....@.-....@P......1...https://scripts.attributionapp.com/attribution.js...a........D`....D`D.
..D`..........`....&...&..A.&..a.&.(S......`B....$L`.....PRc$.................Qb..6.....r.....Qb..L-....n.....Qb".'.....e.....Qb.%.R....o......S.d$.......$...............`....Daj........(S.x.`......L`............ 
QfN.G.....cannot find module "..2L...K`....Dx................&.%.*......&.%.*..&.(......&.%.*......&...&.^........&...&.%.4..&...4..&.%.e.........,Rc...................`....D

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b3e44fe26f2a278f_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 364

Entropy (8bit): 5.977777039141596

Encrypted: false

SSDEEP: 6:moVYSHT8NWQAlKPUQyPu940IY8l/gzU4dKhVBehK6tS+4TmjZUuBHKhjl:j7z8NWQCUU1u0lJ4WB2oTU+uBHW

MD5: A824DFB99161D16F2745F8D7F5A301D8

SHA1: 6061ED0D922A019BA2E0C232F50D4A28B4BF016D

SHA-256: 099DD0CEB663728221DA3B70619CF89A778C51404AAE03387A4310541E8F2B8B

SHA-512: 4AC295D89EFDE328953326610DCE463F48CC4DA7F835A3028E3BBAFFB64CCD711B0CE3ABBA5C033DB301C9143B5610CDD3EBB039FA8C0693AB53C4F0F1EF7
F9A

Malicious: false

Reputation: low

Preview:
0\r..m......d...6x._...._keyhttps://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquery.min.js .https://halfbakedfullyraw.com/...v./.....................e.g..@..xiI.^.-.s.............A..Eo....
..K..3.........A..Eo.....................v./.Po..924CF7285E0943485A8E3DB6F571E017A9471D93E60000713FC4F61299C3DAC3.e.g..@..xiI.^.-.s.............A..Eo.......#..L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b6315e921d3e8c1e_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 566

Entropy (8bit): 5.842856201471174

Encrypted: false

SSDEEP: 12:BamtnAvzIAn35YygWux2pHgyyN3CMxgb3cLSvChyka3z:7Svz935luyAyyNSfNCh/aj

MD5: 2C5C29BEB88DCFE7C38115480C64D666

SHA1: EB6960F2AA3C330AF48312103B30BB6EAD7C2A5B

SHA-256: E453D0D1D70BE25A99C9B6072A024D96FFEE9EA07B308179AAA28F2399A82C77

SHA-512: CEE38E4831DC1C6738DB8AC6F1CFF190E7A49DEC718156E4634D485E47D02DB76B6691F022AD69D53786A52257D40A05F2A87972DC338DA53EB9969D7ABBD30
4

Malicious: false

Reputation: low

Preview:
0\r..m................._keyhttps://www.googleadservices.com/pagead/conversion/617640813/?random=1611748422822&cv=9&fst=1611748422822&num=1&label=2fF3C
POynuUBEO3mwaYC&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=60&u_java=false&
u_nplug=1&u_nmime=2&gtm=2oa1d0&sendb=1&ig=1&data=event%3Dconversion&frm=1&url=https%3A%2F%2Fclickup.com%2F&hn=www.googleadservices
.com&async=1&rfmt=3&fmt=4 .https://clickup.com/..M.v./.............r.......toM..z....!-......}..z.4!B....A..Eo......4Q...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ba7aae7b16600420_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data
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Category: dropped

Size (bytes): 1168

Entropy (8bit): 5.4193653767922205

Encrypted: false

SSDEEP: 24:oHaOdIims6GpZFGOen44cmPXTGvGmPXfCXk3LKV3YXPkYX7XZvBf9m+6gbtbSkEI:diZ874478Ffqkb23kPkk7XZvBfXbtt

MD5: 29D8D7E4A79421CDA0A58A9154FF58EE

SHA1: 5BBCE546E8C2E6624B5BDD2ACC5DF3FAD02911D6

SHA-256: 50D40FF43BE616B7EA2A57B8563D8098971CCD0A25ED193A7BBF95B7F50EDDD4

SHA-512: 27E122DC575AEB82AD7CBA01745EB49F7114D40EEE7A9C4500AE6825CCF579DBFE2805344C71E5723ACF3C567249A0CDF6205F2DC44792448233514A718D1BB8

Malicious: false

Reputation: low

Preview:
0\r..m.............~...._keyhttps://px.steelhousemedia.com/st?ga_tracking_id=UA-87708648-1&ga_client_id=777220280.1611748373&shpt=Why%20We%20Raised%20
Our%20Series%20B%20%7C%20ClickUp%E2%84%A2&ga_info=%7B%22status%22%3A%22OK%22%2C%22ga_tracking_id%22%3A%22UA-87708648-1%2
2%2C%22ga_client_id%22%3A%22777220280.1611748373%22%2C%22shpt%22%3A%22Why%20We%20Raised%20Our%20Series%20B%20%7C%20Click
Up%E2%84%A2%22%2C%22dcm_cid%22%3A%22777220280.1611748373%22%2C%22dcm_gid%22%3A%2228417363.1611748373%22%2C%22execution_w
orkflow%22%3A%7B%22iteration%22%3A1%2C%22getTrackingIdByGA%22%3A%22FAILED%22%2C%22getTrackingIdByOther1%22%3A%22FAILED%2
2%2C%22getTrackingIdByOther2%22%3A%22OK%22%2C%22getClientIdByGA%22%3A%22OK%22%2C%22shpt%22%3A%22OK%22%2C%22dcm_gid%22%3A
%22OK%22%7D%7D&dcm_cid=777220280.1611748373&dcm_gid=28417363.1611748373&dxver=4.0.0&shaid=31571&plh=https%3A%2F%2Fclickup.com%2Fpr
ess%2F100-million-series-b&cb=33877693703112376term%3Dvalue&shadditional=googletagmanager%3Dtrue%2C%2Chttps%3A%2F%2Fclic

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ba7aae7b16600420_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bceb1bf92d92d13e_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 621

Entropy (8bit): 5.428758384345799

Encrypted: false

SSDEEP: 6:mTnYk+z6pFDRugTS6S14IZK6tWTnYk+z6pFDAfoguq6S14PibK6tWTnYk+z6pFDN:G+obS6S1Hs+oAfZ6S1Vs+oCo8l66S1d

MD5: 07F7BD7C39D48A33058A06D086E681BD

SHA1: D5600ADD30342EECA6DA8B9F83016E1E53FC314E

SHA-256: F015B233261C4B7D5846A373897F701D54BC099226B6C51D368036F4A8977106

SHA-512: 478958436642D45CB10EE423C1CC92BF4FCAE7C51D151C249F4126AC0933C18504B91CBC81A575573848A0106FB1ED33E7B066249C63B18DB564D98D5D56F289

Malicious: false

Reputation: low

Preview:
0\r..m......K....d......_keyhttps://static.hotjar.com/c/hotjar-779854.js?sv=6 .https://clickup.com/..A.v./.............o........-t.S......+[..../..j......w.'.'.A..Eo.......Zn.........A..Eo............
......0\r..m......K....d......_keyhttps://static.hotjar.com/c/hotjar-779854.js?sv=6 .https://clickup.com/..).v./.............Q9.......-t.S......+[..../..j......w.'.'.A..Eo......1.-..........A..Eo.....
.............0\r..m......K....d......_keyhttps://static.hotjar.com/c/hotjar-779854.js?sv=6 .https://clickup.com/.i..v./..............W.......-t.S......+[..../..j......w.'.'.A..Eo.........*.........A..Eo........
..........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\be2d99002a93a98a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 41973

Entropy (8bit): 6.1223305877561405

Encrypted: false

SSDEEP: 384:Q+CoeqDyQmWaf10s++SUUWsIjgjx+49jev2gfJtNiBfV0V50OKlf7M1yh50di4ka:jBtTmX1t++g9+meuAgfV0HzKd/0YrG

MD5: A3A28A1C4FCBDF7299AF54539954786E

SHA1: E696702BB69DD6DC0550E3CFA41997B45FA584A5

SHA-256: 6751B82D83EB3D77D7EC7AFF578E784EDC4D9860A5E256EF8EFA5F39FDD64BEC

SHA-512: F94CCA98B104FD4031074CAA65A1C03C630D93154F01593100E89119EF6655BEE705DF86370AC74CCF70D16208F3A29811BDBA7D3719B24B2832DC608605945A

Malicious: false

Reputation: low

Preview:
0\r..m......U..........._keyhttps://www.googleadservices.com/pagead/conversion_async.js .https://clickup.com/..^.v./.....................~^.xY_..{....a2.9V;...K.H......A..Eo.......
C.o.........A..Eo................................'..y....O....P....UC..............................................................................(S.<..`2.....L`.....(S....`4......L``......RcZ...........$.....Qbj.+.....aa....Qb.H. 
....l.....Qb".Q.....ca....Qbn..{....da....Qb>r.5....p.....Qbr......t.....R....Qb.......ea....Qb..=.....fa....Qb........x.....Qb.h......ha....Qb........ia....Qbj1-9....qa....Qb.sW`....ra....Qb*..q...
.ta....Qb6k=2....A.....Qb>.@.....B.....Qb2.......C.....Qbf......wa....Qbjh.^....xa....Qb.!......ya....Qb. 6.....za....Qbr.FZ....Aa....Qb6.=.....Ba....Qb...i....Ca....Qbz..l....D.....Qb...C..
..E.....Qb~v.8....Da....Qb.......Ea....Qb..J.....F.....Qb...Z....Fa....Qb...J....Ga....Qbr:......Ia....QbB.......Ja....Qb..#u....Ha......Qb.Vp.....$a....QbB..T....bb....Qb&..G....cb....QbV5~
O..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\be4f8f8a4aeaa100_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 576

Entropy (8bit): 5.48827112627094
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Encrypted: false

SSDEEP: 12:EllltIX10WVoGm8cullltIX10WV8mUullltIX10WVVmO1:kbWV1mPebWV8mUebWVVmO1

MD5: C35B4F354C2411B7676369CAA1B42E1B

SHA1: 27ABCF75A3845C7F91F519FFC0BDD192BE4D65CC

SHA-256: 331B7577665BD43DA2A3F6B17C7E68C55ECD09B601B2B41D0E401F3ACED789C5

SHA-512: BF5BB51A5E9D1A8FC72144482C3C9505EFCBBCC95C54BC2CD6DDB970B30824EE41DCA4AE49B7E02E5B6DBE0E90A892D9A313FE39608ECE88C269E747370A2
C99

Malicious: false

Reputation: low

Preview:
0\r..m......<...0.g....._keyhttps://tag.getdrip.com/4818331.js .https://clickup.com/..?.v./......................).,(....a.......s.5.m..Y.q...A..Eo..................A..Eo..................0\r..m......
<...0.g....._keyhttps://tag.getdrip.com/4818331.js .https://clickup.com/..).v./.............s9........).,(....a.......s.5.m..Y.q...A..Eo..................A..Eo..................0\r..m......<...0.g....
._keyhttps://tag.getdrip.com/4818331.js .https://clickup.com/qj..v./..............W........).,(....a.......s.5.m..Y.q...A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\be4f8f8a4aeaa100_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c2829b54881167c2_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 363

Entropy (8bit): 6.037842806329652

Encrypted: false

SSDEEP: 6:mjVYGLSmXZCkMTwpCGNFV3Fu9ugvfdqAoq4CK6tsKzUX3/f7p2kAAoq4:2HMMpDVuZPoqr5IfIKoq

MD5: 2E7B4B379881029716F14012C31F2A67

SHA1: A36E4B97886302881CDFEDCB4C99B67C64DB4165

SHA-256: A8AD0C83BD7414976E9784E5203D212BD0B5FC3F8A98F635FE348057DCCDD8D5

SHA-512: 1B9FA91F52180E9C6874F222A3CDA99C324E2EA24C1C09C201B3F184FB00DD4C6F184961C5E3A09D2326682FA1B58F73CD518795D87F36A30A39CBA48BD17FC9

Malicious: false

Reputation: low

Preview:
0\r..m......c.....I....._keyhttps://www.googletagmanager.com/gtag/js?id=AW-617640813&l=dataLayer&cx=c .https://clickup.com/..O.v./.............z........z....J....<Y...O...^.i...My.
.A..Eo......U@...........A..Eo....................O.v./..4..FB32CA558F8712267C5C1284BC9F685BC2B6A7209925D4906D5FF6075A8408EB.z....J....<Y...O...^.i...My..A..Eo.
......R.\L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c6cbabc4e5255ab6_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 654

Entropy (8bit): 5.784288669466167

Encrypted: false

SSDEEP: 12:gE3Ymv5eux2pHgyyN3CMxGdXSNL8mXMGxa1DEChkJg3qh1:gEImv5euyAyyNSeVza1DEChJ3E

MD5: B844DADE6ABBBFB4AAC422D038677340

SHA1: 976490CEF1E62C667041CCB11A205A3B58B7E9EA

SHA-256: B204ACF335529353BA88D1C71D280D681B6691BDBB1402E94CEDD233909CB4E1

SHA-512: 72FF369BB2A648447743A23B6FC499A4E8035683107F3F98CAFE9E65ADEC28AE6FD0239A74A54E7E414B7EE362B5AD2DECD8D5122CE3BECA835E241710116B4
9

Malicious: false

Reputation: low

Preview:
0\r..m..........6..J...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/867030291/?random=1611748387383&cv=9&fst=1611748387383&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=60&u_java=false&u_nplug=1&u_nmime=2&gt
m=2wg1d0&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fclickup.com%2F%3Futm_source%3Dclickup%26utm_medium%3Ddoc%26utm_campaign%3D3829634&ti
ba=ClickUp%E2%84%A2%20%7C%20One%20app%20to%20replace%20them%20all&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/.tl.
v./.............t.......R....!T...N.C....,p=.5b.+....A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c7e51e69f8aa63e4_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 614

Entropy (8bit): 5.849951743864322

Encrypted: false

SSDEEP: 12:N+E3YmP5wYUPux2pHgyyN3CMxGm2s3dGMVChh6r4z4:N+EImP5wNuyAyyNSTeGuCh/4

MD5: 47E39FCEAB2C634E5B9E5DB1AC4E3E5C

SHA1: 9A3FF8B56F175F235AA56AA30162C243978C4BA3

SHA-256: D48B82BBB611947C95F16489589B863809503A06B822C06EF0D706F7C3407D7C

SHA-512: D2125F564C264274B8611D61A48E53A8D06EC0DB296D283D9B5991EBFA73EC13F2F45CACD393B7B66D4198E6245CB5E77C3918C9BD8EE923F7D150A31433F741

Malicious: false
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Reputation: low

Preview:
0\r..m..........C....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/867030291/?random=1611748405317&cv=9&fst=1611748405317&num=
1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=60&u_java=false&u_nplug=1&u_nmime=2&gtm=
2wg1d0&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fclickup.com%2Fpress%2F100-million-series-b&tiba=Why%20We%20Raised%20Our%20Series%20B%2
0%7C%20ClickUp%E2%84%A2&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/.:B.v./..............<........_ .....V.-N..RH....z...t...D..A..Eo......4..j.
........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c7e51e69f8aa63e4_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c9efce64661bb50a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 554

Entropy (8bit): 5.821595243496826

Encrypted: false

SSDEEP: 12:6gE3YmnLO5Yumoux2pHgyyN3CMxgb3DwvChat4p8:6gEImLO59/uyAyyNSfDsChat4C

MD5: 1A8BA37A9E49BFDA27FC878FD746DF51

SHA1: DE345E1275053CFB60367E970A96C4231B4638EA

SHA-256: F76C0DF59143BCC2DF64C39B5D19F0F788D4BC300C64EB9733D9622B2C0AE256

SHA-512: A9E7CE984EA6DD0031BFB667F3A514E0FCE72EAABD9D17C77474DA031172728706ACA7C4ADA8FAC2D5B5944A917CC4F2079B3D4F15D72EA87416DA141F099D
DB

Malicious: false

Reputation: low

Preview:
0\r..m................_keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/867030291/?random=1611748422825&cv=9&fst=1611748422825&num=
1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=60&u_java=false&u_nplug=1&u_nm
ime=2&gtm=2oa1d0&sendb=1&ig=1&data=event%3Dgtag.config&frm=1&url=https%3A%2F%2Fclickup.com%2F&hn=www.googleadservices.com&async=1&rfmt=3&fmt
=4 .https://clickup.com/N.O.v./.............+...........x.u.z..$Aj.....Uo.!.......A..Eo.......(L..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ca198fd2bb19a4a7_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 207

Entropy (8bit): 5.455193421833439

Encrypted: false

SSDEEP: 6:meEYK9XFyF1MMeoFgWeV069GoJG4K4ZlZK6t:wpM0VGoJL9lT

MD5: 683D8ED7CA7AEB8564BFA7A422CDC094

SHA1: DFEE67D3EBE4939A1E9A79E608383E241500C224

SHA-256: 1DB618C1BC119A2BACC371EFBC47569C83D366287B7C55659FE0A6A57F0C0096

SHA-512: B8A6635CE7D515FC693D0176A38355CA4C681AC03CA77475D88C560AF31CC717F2EA3C7AD67C5F9ABB8CC1C028DC333FA286012267BD9297C5FD506CB044159
0

Malicious: false

Reputation: low

Preview:
0\r..m......K.....^....._keyhttps://doc.clickup.com/8.03927f0ed323cf207ccd.js .https://clickup.com/D..v./.....................09..{j.....%k.0.S'.....yB..t..A..Eo........b..........A..Eo...............
...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\cacbb577cdb5474c_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 207

Entropy (8bit): 5.506059726243973

Encrypted: false

SSDEEP: 3:m+ljg18RzYKceMGOQVLz1/hRXoDP9LLoF/lHCtQK2AOxN+N/yp4mal/l/pK5kt:mcYKJXYCgt17Oxkypru/bK6t

MD5: E92870D79FC7F3B9E33AC5EF0ADCAC4A

SHA1: D37BFFEBE718A4885207C0CCF1F521AD5C396C6D

SHA-256: 464BF36F64DAAA380F7CFC90D050D9122DE0C9C3CC7F5BBDDCFB6AAAFF64676E

SHA-512: 76A595BCE67875626E2771DBE02D3BF4ADD9EF0490F5396018EC18C98A09AF593239FE54B62540F3864715A627619D38DEF56EE8DF18ECE0D47FF41AD4C85AC5

Malicious: false

Reputation: low

Preview:
0\r..m......K..........._keyhttps://doc.clickup.com/2.efca9fe3a3bdac0fbb2b.js .https://clickup.com/~...v./...................e.y..Y.Y`..k.*.?.(.G.>k.c.Bz6.A..Eo........~.........A..Eo.......
...........
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Static File Info

No static file info

Network Behavior

Timestamp Source Port Dest Port Source IP Dest IP

Jan 27, 2021 12:52:51.042943954 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.043803930 CET 49744 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.086571932 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.086736917 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.087897062 CET 443 49744 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.088006020 CET 49744 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.088074923 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.088303089 CET 49744 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.131627083 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.132339001 CET 443 49744 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.135704994 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.135746002 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.135780096 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.135926962 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.136739969 CET 443 49744 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.136779070 CET 443 49744 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.136817932 CET 443 49744 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.136881113 CET 49744 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.139245033 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.139275074 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.139349937 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.139906883 CET 443 49744 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.139978886 CET 49744 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.139981985 CET 443 49744 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.179658890 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.180608988 CET 49744 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.322659016 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.323285103 CET 49744 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.323338985 CET 49744 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.323394060 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.324436903 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.366246939 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.366410017 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.366556883 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.366945028 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.366987944 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.367326021 CET 443 49744 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.367384911 CET 443 49744 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.367619038 CET 443 49744 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.367707968 CET 49744 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.368089914 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.407639980 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.410201073 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.557214022 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.557251930 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.557292938 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.557322025 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.597837925 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.616338968 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.616803885 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.617315054 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.617427111 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.660078049 CET 443 49743 143.204.11.86 192.168.2.4

TCP Packets
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Jan 27, 2021 12:52:51.660386086 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.660900116 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.661910057 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.662559986 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.662605047 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.662759066 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.663194895 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.663234949 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.663362026 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.664410114 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.664452076 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.664525986 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.665646076 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.665688992 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.665754080 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.666871071 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.666909933 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.666979074 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.668154001 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.668200016 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.668268919 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.669354916 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.669436932 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.669502974 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.670568943 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.670612097 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.670675993 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.671772003 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.671811104 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.671875000 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.673005104 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.673046112 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.673144102 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.674246073 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.674285889 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.674344063 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.675481081 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.675519943 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.675600052 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.676775932 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.676817894 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.676886082 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.677908897 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.677949905 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.678009033 CET 49743 443 192.168.2.4 143.204.11.86

Jan 27, 2021 12:52:51.679133892 CET 443 49743 143.204.11.86 192.168.2.4

Jan 27, 2021 12:52:51.679183006 CET 443 49743 143.204.11.86 192.168.2.4

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 27, 2021 12:52:50.977178097 CET 192.168.2.4 8.8.8.8 0x2960 Standard query 
(0)

doc.clickup.com A (IP address) IN (0x0001)

Jan 27, 2021 12:52:51.618479013 CET 192.168.2.4 8.8.8.8 0x9d9b Standard query 
(0)

scripts.at
tributionapp.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:52:52.170547009 CET 192.168.2.4 8.8.8.8 0x33a5 Standard query 
(0)

app.clickup.com A (IP address) IN (0x0001)

Jan 27, 2021 12:52:52.969964027 CET 192.168.2.4 8.8.8.8 0x8cf3 Standard query 
(0)

t3829634.p
.clickup-a
ttachments.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:52:53.231923103 CET 192.168.2.4 8.8.8.8 0x4cfb Standard query 
(0)

stats.g.do
ubleclick.net

A (IP address) IN (0x0001)

Jan 27, 2021 12:52:53.636601925 CET 192.168.2.4 8.8.8.8 0x34ff Standard query 
(0)

app-cdn.cl
ickup.com

A (IP address) IN (0x0001)

DNS Queries
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Jan 27, 2021 12:52:53.729474068 CET 192.168.2.4 8.8.8.8 0x5d49 Standard query 
(0)

www.google
.co.uk

A (IP address) IN (0x0001)

Jan 27, 2021 12:52:55.492649078 CET 192.168.2.4 8.8.8.8 0xba42 Standard query 
(0)

app-cdn.cl
ickup.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:52:55.616893053 CET 192.168.2.4 8.8.8.8 0x7acc Standard query 
(0)

t3829634.p
.clickup-a
ttachments.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:52:55.631561041 CET 192.168.2.4 8.8.8.8 0x3463 Standard query 
(0)

doc.clickup.com A (IP address) IN (0x0001)

Jan 27, 2021 12:52:58.418121099 CET 192.168.2.4 8.8.8.8 0x4e0 Standard query 
(0)

halfbakedf
ullyraw.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:52:59.215430975 CET 192.168.2.4 8.8.8.8 0xf952 Standard query 
(0)

code.jquery.com A (IP address) IN (0x0001)

Jan 27, 2021 12:52:59.215903044 CET 192.168.2.4 8.8.8.8 0xf0fb Standard query 
(0)

maxcdn.boo
tstrapcdn.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:52:59.273814917 CET 192.168.2.4 8.8.8.8 0x9464 Standard query 
(0)

kit.fontaw
esome.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:52:59.563930035 CET 192.168.2.4 8.8.8.8 0x95df Standard query 
(0)

ka-f.fonta
wesome.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:52:59.566015959 CET 192.168.2.4 8.8.8.8 0x9c8d Standard query 
(0)

cdnjs.clou
dflare.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:01.712038994 CET 192.168.2.4 8.8.8.8 0x1ca Standard query 
(0)

halfbakedf
ullyraw.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:03.393946886 CET 192.168.2.4 8.8.8.8 0x2e10 Standard query 
(0)

clickup.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:04.013226986 CET 192.168.2.4 8.8.8.8 0x3c25 Standard query 
(0)

calendly.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:04.015279055 CET 192.168.2.4 8.8.8.8 0xbc6b Standard query 
(0)

client-reg
istry.muti
nycdn.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:04.017395020 CET 192.168.2.4 8.8.8.8 0x7d34 Standard query 
(0)

www.google
optimize.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:04.450951099 CET 192.168.2.4 8.8.8.8 0x2ea7 Standard query 
(0)

user-data.
mutinycdn.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:04.562891006 CET 192.168.2.4 8.8.8.8 0x756d Standard query 
(0)

clockify.me A (IP address) IN (0x0001)

Jan 27, 2021 12:53:04.577977896 CET 192.168.2.4 8.8.8.8 0x6f9c Standard query 
(0)

static.hotjar.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:04.579477072 CET 192.168.2.4 8.8.8.8 0x17f Standard query 
(0)

connect.fa
cebook.net

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:04.581192017 CET 192.168.2.4 8.8.8.8 0x9e33 Standard query 
(0)

tag.getdrip.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:04.582887888 CET 192.168.2.4 8.8.8.8 0x80e5 Standard query 
(0)

a.quora.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:04.583126068 CET 192.168.2.4 8.8.8.8 0x7c1b Standard query 
(0)

js.hs-scripts.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:04.685147047 CET 192.168.2.4 8.8.8.8 0x1cb1 Standard query 
(0)

snap.licdn.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:04.686722040 CET 192.168.2.4 8.8.8.8 0xcd5a Standard query 
(0)

cdn.firstp
romoter.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:04.689920902 CET 192.168.2.4 8.8.8.8 0xd52d Standard query 
(0)

tracking.g
2crowd.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:04.691875935 CET 192.168.2.4 8.8.8.8 0xb4e0 Standard query 
(0)

x.clearbitjs.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:05.004220009 CET 192.168.2.4 8.8.8.8 0xe9a9 Standard query 
(0)

fullstory.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:05.615421057 CET 192.168.2.4 8.8.8.8 0x673b Standard query 
(0)

api.clickup.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:05.650909901 CET 192.168.2.4 8.8.8.8 0xd64f Standard query 
(0)

static.ads-
twitter.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:05.651673079 CET 192.168.2.4 8.8.8.8 0xc8fd Standard query 
(0)

acsbapp.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:05.652299881 CET 192.168.2.4 8.8.8.8 0x3578 Standard query 
(0)

dx.steelho
usemedia.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:05.855499029 CET 192.168.2.4 8.8.8.8 0x6733 Standard query 
(0)

edge.fulls
tory.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:06.414889097 CET 192.168.2.4 8.8.8.8 0xa059 Standard query 
(0)

track.attr
ibutionapp.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:06.496822119 CET 192.168.2.4 8.8.8.8 0x2004 Standard query 
(0)

api.getdrip.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:06.517229080 CET 192.168.2.4 8.8.8.8 0x51f0 Standard query 
(0)

q.quora.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:06.640333891 CET 192.168.2.4 8.8.8.8 0x9a5b Standard query 
(0)

api.exchan
geratesapi.io

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
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Jan 27, 2021 12:53:06.668984890 CET 192.168.2.4 8.8.8.8 0x98c6 Standard query 
(0)

script.hotjar.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:06.707942009 CET 192.168.2.4 8.8.8.8 0x157 Standard query 
(0)

www.reddit
static.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:06.712248087 CET 192.168.2.4 8.8.8.8 0x3488 Standard query 
(0)

ob.cheqzone.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:06.714991093 CET 192.168.2.4 8.8.8.8 0xa27d Standard query 
(0)

m.servedby-
buysellads.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:06.734380007 CET 192.168.2.4 8.8.8.8 0xef00 Standard query 
(0)

cdn.pdst.fm A (IP address) IN (0x0001)

Jan 27, 2021 12:53:06.920069933 CET 192.168.2.4 8.8.8.8 0x33c2 Standard query 
(0)

x.clearbit.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:06.941946030 CET 192.168.2.4 8.8.8.8 0x43b9 Standard query 
(0)

js.hs-anal
ytics.net

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:06.942270994 CET 192.168.2.4 8.8.8.8 0x29c4 Standard query 
(0)

px.ads.lin
kedin.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:06.965636969 CET 192.168.2.4 8.8.8.8 0xc09c Standard query 
(0)

js.hs-banner.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:06.967160940 CET 192.168.2.4 8.8.8.8 0xa05c Standard query 
(0)

js.hscolle
ctedforms.net

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:06.980423927 CET 192.168.2.4 8.8.8.8 0x5a6b Standard query 
(0)

vars.hotjar.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:07.008618116 CET 192.168.2.4 8.8.8.8 0x17ee Standard query 
(0)

client.mut
inycdn.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:07.232373953 CET 192.168.2.4 8.8.8.8 0x126a Standard query 
(0)

rs.fullstory.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:07.267110109 CET 192.168.2.4 8.8.8.8 0x848d Standard query 
(0)

www.facebo
ok.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:07.277220011 CET 192.168.2.4 8.8.8.8 0x5224 Standard query 
(0)

t.co A (IP address) IN (0x0001)

Jan 27, 2021 12:53:07.379934072 CET 192.168.2.4 8.8.8.8 0xfe00 Standard query 
(0)

alb.reddit.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:07.580869913 CET 192.168.2.4 8.8.8.8 0x4b42 Standard query 
(0)

googleads.
g.doubleclick.net

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:07.631356955 CET 192.168.2.4 8.8.8.8 0x9d1a Standard query 
(0)

api-v2.mut
inyhq.io

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:07.660742044 CET 192.168.2.4 8.8.8.8 0x445 Standard query 
(0)

us-central1-
adaptive-
growth.cl
oudfunctions.net

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:08.044251919 CET 192.168.2.4 8.8.8.8 0xadf5 Standard query 
(0)

forms.hubs
pot.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:08.048182011 CET 192.168.2.4 8.8.8.8 0x96f0 Standard query 
(0)

in.hotjar.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:08.049897909 CET 192.168.2.4 8.8.8.8 0x27ee Standard query 
(0)

vc.hotjar.io A (IP address) IN (0x0001)

Jan 27, 2021 12:53:08.516566038 CET 192.168.2.4 8.8.8.8 0x1c8 Standard query 
(0)

px.steelho
usemedia.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:08.754456043 CET 192.168.2.4 8.8.8.8 0x59c8 Standard query 
(0)

obs.cheqzo
ne.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:08.767714024 CET 192.168.2.4 8.8.8.8 0x70ad Standard query 
(0)

forms.hsfo
rms.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:08.901017904 CET 192.168.2.4 8.8.8.8 0x7c6 Standard query 
(0)

clients2.g
oogleuserc
ontent.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:09.387618065 CET 192.168.2.4 8.8.8.8 0xfa65 Standard query 
(0)

pixel2.che
qzone.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:09.586847067 CET 192.168.2.4 8.8.8.8 0xec43 Standard query 
(0)

cx.atdmt.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:10.030709982 CET 192.168.2.4 8.8.8.8 0xc8d0 Standard query 
(0)

ww.steelho
usemedia.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:11.558650017 CET 192.168.2.4 8.8.8.8 0xd22d Standard query 
(0)

insight.adsrvr.org A (IP address) IN (0x0001)

Jan 27, 2021 12:53:11.558701038 CET 192.168.2.4 8.8.8.8 0x9f99 Standard query 
(0)

match.adsrvr.org A (IP address) IN (0x0001)

Jan 27, 2021 12:53:12.952497959 CET 192.168.2.4 8.8.8.8 0x2254 Standard query 
(0)

cdn.acsbapp.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:13.251643896 CET 192.168.2.4 8.8.8.8 0xbd8a Standard query 
(0)

widget.int
ercom.io

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:13.269023895 CET 192.168.2.4 8.8.8.8 0x16aa Standard query 
(0)

analytics.
twitter.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:13.308774948 CET 192.168.2.4 8.8.8.8 0xa124 Standard query 
(0)

track.hubs
pot.com

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:13.564106941 CET 192.168.2.4 8.8.8.8 0x92fa Standard query 
(0)

js.interco
mcdn.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
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Jan 27, 2021 12:53:15.628462076 CET 192.168.2.4 8.8.8.8 0xc255 Standard query 
(0)

api-iam.in
tercom.io

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:17.448712111 CET 192.168.2.4 8.8.8.8 0x1b04 Standard query 
(0)

nexus-webs
ocket-a.in
tercom.io

A (IP address) IN (0x0001)

Jan 27, 2021 12:53:17.762401104 CET 192.168.2.4 8.8.8.8 0x3419 Standard query 
(0)

clickup.com A (IP address) IN (0x0001)

Jan 27, 2021 12:53:21.771071911 CET 192.168.2.4 8.8.8.8 0xd052 Standard query 
(0)

clockify.me A (IP address) IN (0x0001)

Jan 27, 2021 12:53:23.272912979 CET 192.168.2.4 8.8.8.8 0xd500 Standard query 
(0)

match.adsrvr.org A (IP address) IN (0x0001)

Jan 27, 2021 12:53:23.281239033 CET 192.168.2.4 8.8.8.8 0xba7a Standard query 
(0)

insight.adsrvr.org A (IP address) IN (0x0001)

Jan 27, 2021 12:53:23.997684002 CET 192.168.2.4 8.8.8.8 0x260c Standard query 
(0)

px.steelho
usemedia.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 27, 2021 
12:52:51.041731119 
CET

8.8.8.8 192.168.2.4 0x2960 No error (0) doc.clickup.com dlx6k0k2hv67n.cloudfront
.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:52:51.041731119 
CET

8.8.8.8 192.168.2.4 0x2960 No error (0) dlx6k0k2hv
67n.cloudf
ront.net

143.204.11.86 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:51.041731119 
CET

8.8.8.8 192.168.2.4 0x2960 No error (0) dlx6k0k2hv
67n.cloudf
ront.net

143.204.11.4 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:51.041731119 
CET

8.8.8.8 192.168.2.4 0x2960 No error (0) dlx6k0k2hv
67n.cloudf
ront.net

143.204.11.64 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:51.041731119 
CET

8.8.8.8 192.168.2.4 0x2960 No error (0) dlx6k0k2hv
67n.cloudf
ront.net

143.204.11.61 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:51.679939985 
CET

8.8.8.8 192.168.2.4 0x9d9b No error (0) scripts.at
tributionapp.com

d279x8308vq8mj.cloudfro
nt.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:52:51.679939985 
CET

8.8.8.8 192.168.2.4 0x9d9b No error (0) d279x8308v
q8mj.cloud
front.net

143.204.11.4 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:51.679939985 
CET

8.8.8.8 192.168.2.4 0x9d9b No error (0) d279x8308v
q8mj.cloud
front.net

143.204.11.129 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:51.679939985 
CET

8.8.8.8 192.168.2.4 0x9d9b No error (0) d279x8308v
q8mj.cloud
front.net

143.204.11.82 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:51.679939985 
CET

8.8.8.8 192.168.2.4 0x9d9b No error (0) d279x8308v
q8mj.cloud
front.net

143.204.11.29 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:52.233793974 
CET

8.8.8.8 192.168.2.4 0x33a5 No error (0) app.clickup.com 3.64.93.63 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:52.233793974 
CET

8.8.8.8 192.168.2.4 0x33a5 No error (0) app.clickup.com 3.121.27.103 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:52.233793974 
CET

8.8.8.8 192.168.2.4 0x33a5 No error (0) app.clickup.com 18.192.250.123 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:53.029078007 
CET

8.8.8.8 192.168.2.4 0x8cf3 No error (0) t3829634.p
.clickup-a
ttachments.com

13.226.169.37 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:53.029078007 
CET

8.8.8.8 192.168.2.4 0x8cf3 No error (0) t3829634.p
.clickup-a
ttachments.com

13.226.169.39 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:53.029078007 
CET

8.8.8.8 192.168.2.4 0x8cf3 No error (0) t3829634.p
.clickup-a
ttachments.com

13.226.169.73 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:53.029078007 
CET

8.8.8.8 192.168.2.4 0x8cf3 No error (0) t3829634.p
.clickup-a
ttachments.com

13.226.169.34 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:53.296667099 
CET

8.8.8.8 192.168.2.4 0x4cfb No error (0) stats.g.do
ubleclick.net

stats.l.doubleclick.net CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:52:53.296667099 
CET

8.8.8.8 192.168.2.4 0x4cfb No error (0) stats.l.do
ubleclick.net

108.177.15.157 A (IP address) IN (0x0001)
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Jan 27, 2021 
12:52:53.296667099 
CET

8.8.8.8 192.168.2.4 0x4cfb No error (0) stats.l.do
ubleclick.net

108.177.15.154 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:53.296667099 
CET

8.8.8.8 192.168.2.4 0x4cfb No error (0) stats.l.do
ubleclick.net

108.177.15.155 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:53.296667099 
CET

8.8.8.8 192.168.2.4 0x4cfb No error (0) stats.l.do
ubleclick.net

108.177.15.156 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:53.719170094 
CET

8.8.8.8 192.168.2.4 0x34ff No error (0) app-cdn.cl
ickup.com

d5txjkmyderx.cloudfront.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:52:53.719170094 
CET

8.8.8.8 192.168.2.4 0x34ff No error (0) d5txjkmyde
rx.cloudfront.net

13.226.169.90 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:53.719170094 
CET

8.8.8.8 192.168.2.4 0x34ff No error (0) d5txjkmyde
rx.cloudfront.net

13.226.169.25 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:53.719170094 
CET

8.8.8.8 192.168.2.4 0x34ff No error (0) d5txjkmyde
rx.cloudfront.net

13.226.169.8 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:53.719170094 
CET

8.8.8.8 192.168.2.4 0x34ff No error (0) d5txjkmyde
rx.cloudfront.net

13.226.169.49 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:53.789278030 
CET

8.8.8.8 192.168.2.4 0x5d49 No error (0) www.google
.co.uk

172.217.22.227 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:55.561970949 
CET

8.8.8.8 192.168.2.4 0xba42 No error (0) app-cdn.cl
ickup.com

d5txjkmyderx.cloudfront.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:52:55.561970949 
CET

8.8.8.8 192.168.2.4 0xba42 No error (0) d5txjkmyde
rx.cloudfront.net

13.226.169.8 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:55.561970949 
CET

8.8.8.8 192.168.2.4 0xba42 No error (0) d5txjkmyde
rx.cloudfront.net

13.226.169.49 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:55.561970949 
CET

8.8.8.8 192.168.2.4 0xba42 No error (0) d5txjkmyde
rx.cloudfront.net

13.226.169.25 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:55.561970949 
CET

8.8.8.8 192.168.2.4 0xba42 No error (0) d5txjkmyde
rx.cloudfront.net

13.226.169.90 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:55.675606012 
CET

8.8.8.8 192.168.2.4 0x7acc No error (0) t3829634.p
.clickup-a
ttachments.com

13.226.169.73 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:55.675606012 
CET

8.8.8.8 192.168.2.4 0x7acc No error (0) t3829634.p
.clickup-a
ttachments.com

13.226.169.39 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:55.675606012 
CET

8.8.8.8 192.168.2.4 0x7acc No error (0) t3829634.p
.clickup-a
ttachments.com

13.226.169.37 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:55.675606012 
CET

8.8.8.8 192.168.2.4 0x7acc No error (0) t3829634.p
.clickup-a
ttachments.com

13.226.169.34 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:55.695856094 
CET

8.8.8.8 192.168.2.4 0x3463 No error (0) doc.clickup.com dlx6k0k2hv67n.cloudfront
.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:52:55.695856094 
CET

8.8.8.8 192.168.2.4 0x3463 No error (0) dlx6k0k2hv
67n.cloudf
ront.net

143.204.11.61 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:55.695856094 
CET

8.8.8.8 192.168.2.4 0x3463 No error (0) dlx6k0k2hv
67n.cloudf
ront.net

143.204.11.4 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:55.695856094 
CET

8.8.8.8 192.168.2.4 0x3463 No error (0) dlx6k0k2hv
67n.cloudf
ront.net

143.204.11.64 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:55.695856094 
CET

8.8.8.8 192.168.2.4 0x3463 No error (0) dlx6k0k2hv
67n.cloudf
ront.net

143.204.11.86 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:58.479700089 
CET

8.8.8.8 192.168.2.4 0x4e0 No error (0) halfbakedf
ullyraw.com

162.241.149.46 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:59.264966965 
CET

8.8.8.8 192.168.2.4 0xf952 No error (0) code.jquery.com cds.s5x3j6q5.hwcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:52:59.265440941 
CET

8.8.8.8 192.168.2.4 0xf0fb No error (0) maxcdn.boo
tstrapcdn.com

cds.j3z9t3p6.hwcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Copyright null 2021 Page 53 of 66



Jan 27, 2021 
12:52:59.321794033 
CET

8.8.8.8 192.168.2.4 0x9464 No error (0) kit.fontaw
esome.com

kit.fontawesome.com.cdn.
cloudflare.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:52:59.613878965 
CET

8.8.8.8 192.168.2.4 0x9c8d No error (0) cdnjs.clou
dflare.com

104.16.19.94 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:59.613878965 
CET

8.8.8.8 192.168.2.4 0x9c8d No error (0) cdnjs.clou
dflare.com

104.16.18.94 A (IP address) IN (0x0001)

Jan 27, 2021 
12:52:59.614852905 
CET

8.8.8.8 192.168.2.4 0x95df No error (0) ka-f.fonta
wesome.com

ka-
f.fontawesome.com.cdn.cl
oudflare.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:01.768147945 
CET

8.8.8.8 192.168.2.4 0x1ca No error (0) halfbakedf
ullyraw.com

162.241.149.46 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:03.454679012 
CET

8.8.8.8 192.168.2.4 0x2e10 No error (0) clickup.com 13.226.169.5 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:03.454679012 
CET

8.8.8.8 192.168.2.4 0x2e10 No error (0) clickup.com 13.226.169.70 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:03.454679012 
CET

8.8.8.8 192.168.2.4 0x2e10 No error (0) clickup.com 13.226.169.105 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:03.454679012 
CET

8.8.8.8 192.168.2.4 0x2e10 No error (0) clickup.com 13.226.169.32 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.069242954 
CET

8.8.8.8 192.168.2.4 0x3c25 No error (0) calendly.com 104.20.248.116 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.069242954 
CET

8.8.8.8 192.168.2.4 0x3c25 No error (0) calendly.com 104.20.247.116 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.074563980 
CET

8.8.8.8 192.168.2.4 0xbc6b No error (0) client-reg
istry.muti
nycdn.com

c3.shared.global.fastly.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:04.081537008 
CET

8.8.8.8 192.168.2.4 0x7d34 No error (0) www.google
optimize.com

172.217.22.238 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.511424065 
CET

8.8.8.8 192.168.2.4 0x2ea7 No error (0) user-data.
mutinycdn.com

c3.shared.global.fastly.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:04.624747992 
CET

8.8.8.8 192.168.2.4 0x756d No error (0) clockify.me 13.226.169.17 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.624747992 
CET

8.8.8.8 192.168.2.4 0x756d No error (0) clockify.me 13.226.169.99 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.624747992 
CET

8.8.8.8 192.168.2.4 0x756d No error (0) clockify.me 13.226.169.6 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.624747992 
CET

8.8.8.8 192.168.2.4 0x756d No error (0) clockify.me 13.226.169.65 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.633613110 
CET

8.8.8.8 192.168.2.4 0x7c1b No error (0) js.hs-scripts.com 104.17.211.204 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.633613110 
CET

8.8.8.8 192.168.2.4 0x7c1b No error (0) js.hs-scripts.com 104.17.213.204 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.633613110 
CET

8.8.8.8 192.168.2.4 0x7c1b No error (0) js.hs-scripts.com 104.17.214.204 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.633613110 
CET

8.8.8.8 192.168.2.4 0x7c1b No error (0) js.hs-scripts.com 104.17.212.204 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.633613110 
CET

8.8.8.8 192.168.2.4 0x7c1b No error (0) js.hs-scripts.com 104.17.210.204 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.642446995 
CET

8.8.8.8 192.168.2.4 0x80e5 No error (0) a.quora.com quora.map.fastly.net CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:04.642446995 
CET

8.8.8.8 192.168.2.4 0x80e5 No error (0) quora.map.
fastly.net

151.101.1.2 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.642446995 
CET

8.8.8.8 192.168.2.4 0x80e5 No error (0) quora.map.
fastly.net

151.101.65.2 A (IP address) IN (0x0001)
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Jan 27, 2021 
12:53:04.642446995 
CET

8.8.8.8 192.168.2.4 0x80e5 No error (0) quora.map.
fastly.net

151.101.129.2 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.642446995 
CET

8.8.8.8 192.168.2.4 0x80e5 No error (0) quora.map.
fastly.net

151.101.193.2 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.643069983 
CET

8.8.8.8 192.168.2.4 0x17f No error (0) connect.fa
cebook.net

scontent.xx.fbcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:04.643069983 
CET

8.8.8.8 192.168.2.4 0x17f No error (0) scontent.x
x.fbcdn.net

31.13.92.14 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.645081997 
CET

8.8.8.8 192.168.2.4 0x9e33 No error (0) tag.getdrip.com d10w4ikcrdu13z.cloudfron
t.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:04.645081997 
CET

8.8.8.8 192.168.2.4 0x9e33 No error (0) d10w4ikcrd
u13z.cloud
front.net

99.86.154.88 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.645081997 
CET

8.8.8.8 192.168.2.4 0x9e33 No error (0) d10w4ikcrd
u13z.cloud
front.net

99.86.154.38 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.645081997 
CET

8.8.8.8 192.168.2.4 0x9e33 No error (0) d10w4ikcrd
u13z.cloud
front.net

99.86.154.106 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.645081997 
CET

8.8.8.8 192.168.2.4 0x9e33 No error (0) d10w4ikcrd
u13z.cloud
front.net

99.86.154.115 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.663867950 
CET

8.8.8.8 192.168.2.4 0x6f9c No error (0) static.hotjar.com static-cdn.hotjar.com CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:04.663867950 
CET

8.8.8.8 192.168.2.4 0x6f9c No error (0) static-cdn
.hotjar.com

99.86.154.114 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.663867950 
CET

8.8.8.8 192.168.2.4 0x6f9c No error (0) static-cdn
.hotjar.com

99.86.154.85 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.663867950 
CET

8.8.8.8 192.168.2.4 0x6f9c No error (0) static-cdn
.hotjar.com

99.86.154.93 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.663867950 
CET

8.8.8.8 192.168.2.4 0x6f9c No error (0) static-cdn
.hotjar.com

99.86.154.28 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.745521069 
CET

8.8.8.8 192.168.2.4 0xcd5a No error (0) cdn.firstp
romoter.com

d2ycxbs0cq3yaz.cloudfro
nt.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:04.745521069 
CET

8.8.8.8 192.168.2.4 0xcd5a No error (0) d2ycxbs0cq
3yaz.cloud
front.net

143.204.11.37 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.745521069 
CET

8.8.8.8 192.168.2.4 0xcd5a No error (0) d2ycxbs0cq
3yaz.cloud
front.net

143.204.11.106 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.745521069 
CET

8.8.8.8 192.168.2.4 0xcd5a No error (0) d2ycxbs0cq
3yaz.cloud
front.net

143.204.11.14 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.745521069 
CET

8.8.8.8 192.168.2.4 0xcd5a No error (0) d2ycxbs0cq
3yaz.cloud
front.net

143.204.11.129 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.745848894 
CET

8.8.8.8 192.168.2.4 0x1cb1 No error (0) snap.licdn.com wildcard.licdn.com.edgek
ey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:04.746282101 
CET

8.8.8.8 192.168.2.4 0xd52d No error (0) tracking.g
2crowd.com

104.18.27.190 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.746282101 
CET

8.8.8.8 192.168.2.4 0xd52d No error (0) tracking.g
2crowd.com

104.18.26.190 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.758444071 
CET

8.8.8.8 192.168.2.4 0xb4e0 No error (0) x.clearbitjs.com global-v2.clearbit.com CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:04.758444071 
CET

8.8.8.8 192.168.2.4 0xb4e0 No error (0) global-v2.
clearbit.com

18.134.247.58 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:04.758444071 
CET

8.8.8.8 192.168.2.4 0xb4e0 No error (0) global-v2.
clearbit.com

18.130.42.32 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:05.063518047 
CET

8.8.8.8 192.168.2.4 0xe9a9 No error (0) fullstory.com 34.107.252.72 A (IP address) IN (0x0001)
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Jan 27, 2021 
12:53:05.674556017 
CET

8.8.8.8 192.168.2.4 0x673b No error (0) api.clickup.com 52.29.203.165 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:05.674556017 
CET

8.8.8.8 192.168.2.4 0x673b No error (0) api.clickup.com 18.159.162.220 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:05.674556017 
CET

8.8.8.8 192.168.2.4 0x673b No error (0) api.clickup.com 52.58.150.147 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:05.700237989 
CET

8.8.8.8 192.168.2.4 0x3578 No error (0) dx.steelho
usemedia.com

44.236.162.197 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:05.705528975 
CET

8.8.8.8 192.168.2.4 0xc8fd No error (0) acsbapp.com 167.172.136.187 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:05.705528975 
CET

8.8.8.8 192.168.2.4 0xc8fd No error (0) acsbapp.com 208.68.39.149 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:05.705528975 
CET

8.8.8.8 192.168.2.4 0xc8fd No error (0) acsbapp.com 161.35.15.77 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:05.711304903 
CET

8.8.8.8 192.168.2.4 0xd64f No error (0) static.ads-
twitter.com

platform.twitter.map.fastly
.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:05.711304903 
CET

8.8.8.8 192.168.2.4 0xd64f No error (0) platform.t
witter.map
.fastly.net

199.232.136.157 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:05.909281015 
CET

8.8.8.8 192.168.2.4 0x6733 No error (0) edge.fulls
tory.com

35.201.112.186 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.475745916 
CET

8.8.8.8 192.168.2.4 0xa059 No error (0) track.attr
ibutionapp.com

nara-9228.herokussl.com CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:06.475745916 
CET

8.8.8.8 192.168.2.4 0xa059 No error (0) nara-9228.
herokussl.com

elb046299-
1187644484.us-east-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:06.475745916 
CET

8.8.8.8 192.168.2.4 0xa059 No error (0) elb046299-
1187644484.us-
east-1
.elb.amazo
naws.com

54.243.135.228 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.475745916 
CET

8.8.8.8 192.168.2.4 0xa059 No error (0) elb046299-
1187644484.us-
east-1
.elb.amazo
naws.com

54.225.178.50 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.475745916 
CET

8.8.8.8 192.168.2.4 0xa059 No error (0) elb046299-
1187644484.us-
east-1
.elb.amazo
naws.com

54.225.168.201 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.560627937 
CET

8.8.8.8 192.168.2.4 0x2004 No error (0) api.getdrip.com 143.204.11.107 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.560627937 
CET

8.8.8.8 192.168.2.4 0x2004 No error (0) api.getdrip.com 143.204.11.54 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.560627937 
CET

8.8.8.8 192.168.2.4 0x2004 No error (0) api.getdrip.com 143.204.11.94 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.560627937 
CET

8.8.8.8 192.168.2.4 0x2004 No error (0) api.getdrip.com 143.204.11.34 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.571177006 
CET

8.8.8.8 192.168.2.4 0x51f0 No error (0) q.quora.com 3.217.219.88 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.571177006 
CET

8.8.8.8 192.168.2.4 0x51f0 No error (0) q.quora.com 3.225.115.141 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.571177006 
CET

8.8.8.8 192.168.2.4 0x51f0 No error (0) q.quora.com 3.214.152.179 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.571177006 
CET

8.8.8.8 192.168.2.4 0x51f0 No error (0) q.quora.com 3.227.227.165 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.571177006 
CET

8.8.8.8 192.168.2.4 0x51f0 No error (0) q.quora.com 50.17.2.180 A (IP address) IN (0x0001)
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Jan 27, 2021 
12:53:06.571177006 
CET

8.8.8.8 192.168.2.4 0x51f0 No error (0) q.quora.com 3.230.50.184 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.571177006 
CET

8.8.8.8 192.168.2.4 0x51f0 No error (0) q.quora.com 3.213.100.238 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.691768885 
CET

8.8.8.8 192.168.2.4 0x9a5b No error (0) api.exchan
geratesapi.io

104.26.8.91 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.691768885 
CET

8.8.8.8 192.168.2.4 0x9a5b No error (0) api.exchan
geratesapi.io

104.26.9.91 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.691768885 
CET

8.8.8.8 192.168.2.4 0x9a5b No error (0) api.exchan
geratesapi.io

172.67.74.213 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.730767965 
CET

8.8.8.8 192.168.2.4 0x98c6 No error (0) script.hotjar.com 143.204.11.79 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.730767965 
CET

8.8.8.8 192.168.2.4 0x98c6 No error (0) script.hotjar.com 143.204.11.27 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.730767965 
CET

8.8.8.8 192.168.2.4 0x98c6 No error (0) script.hotjar.com 143.204.11.43 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.730767965 
CET

8.8.8.8 192.168.2.4 0x98c6 No error (0) script.hotjar.com 143.204.11.83 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.744095087 
CET

8.8.8.8 192.168.2.4 0x19ae No error (0) pagead.l.d
oubleclick.net

216.58.207.130 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.768171072 
CET

8.8.8.8 192.168.2.4 0x157 No error (0) www.reddit
static.com

reddit.map.fastly.net CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:06.768171072 
CET

8.8.8.8 192.168.2.4 0x157 No error (0) reddit.map
.fastly.net

151.101.1.140 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.768171072 
CET

8.8.8.8 192.168.2.4 0x157 No error (0) reddit.map
.fastly.net

151.101.65.140 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.768171072 
CET

8.8.8.8 192.168.2.4 0x157 No error (0) reddit.map
.fastly.net

151.101.129.140 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.768171072 
CET

8.8.8.8 192.168.2.4 0x157 No error (0) reddit.map
.fastly.net

151.101.193.140 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.771330118 
CET

8.8.8.8 192.168.2.4 0xa27d No error (0) m.servedby-
buysellads.com

monetization-
framework.bsa.netdna-
cdn.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:06.771330118 
CET

8.8.8.8 192.168.2.4 0xa27d No error (0) monetization-
framewo
rk.bsa.netdna-
cdn.com

108.161.189.78 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.773175955 
CET

8.8.8.8 192.168.2.4 0x3488 No error (0) ob.cheqzon
e.com

cheqzone2.b-cdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:06.773175955 
CET

8.8.8.8 192.168.2.4 0x3488 No error (0) cheqzone2.b-
cdn.net

89.187.165.193 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.791723967 
CET

8.8.8.8 192.168.2.4 0xef00 No error (0) cdn.pdst.fm 35.244.142.80 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.981755018 
CET

8.8.8.8 192.168.2.4 0x33c2 No error (0) x.clearbit.com 18.134.247.58 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.981755018 
CET

8.8.8.8 192.168.2.4 0x33c2 No error (0) x.clearbit.com 18.130.42.32 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.990046024 
CET

8.8.8.8 192.168.2.4 0x43b9 No error (0) js.hs-anal
ytics.net

104.17.69.176 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.990046024 
CET

8.8.8.8 192.168.2.4 0x43b9 No error (0) js.hs-anal
ytics.net

104.17.68.176 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.990046024 
CET

8.8.8.8 192.168.2.4 0x43b9 No error (0) js.hs-anal
ytics.net

104.17.71.176 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.990046024 
CET

8.8.8.8 192.168.2.4 0x43b9 No error (0) js.hs-anal
ytics.net

104.17.70.176 A (IP address) IN (0x0001)
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Jan 27, 2021 
12:53:06.990046024 
CET

8.8.8.8 192.168.2.4 0x43b9 No error (0) js.hs-anal
ytics.net

104.17.67.176 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:06.990159035 
CET

8.8.8.8 192.168.2.4 0x29c4 No error (0) px.ads.lin
kedin.com

mix.linkedin.com CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:06.990159035 
CET

8.8.8.8 192.168.2.4 0x29c4 No error (0) mix.linkedin.com pop-tln1-
alpha.mix.linkedin.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:06.990159035 
CET

8.8.8.8 192.168.2.4 0x29c4 No error (0) pop-tln1-a
lpha.mix.l
inkedin.com

185.63.144.5 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.022356033 
CET

8.8.8.8 192.168.2.4 0xc09c No error (0) js.hs-bann
er.com

104.18.21.191 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.022356033 
CET

8.8.8.8 192.168.2.4 0xc09c No error (0) js.hs-bann
er.com

104.18.20.191 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.023421049 
CET

8.8.8.8 192.168.2.4 0xa05c No error (0) js.hscolle
ctedforms.net

104.17.127.171 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.023421049 
CET

8.8.8.8 192.168.2.4 0xa05c No error (0) js.hscolle
ctedforms.net

104.17.131.171 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.023421049 
CET

8.8.8.8 192.168.2.4 0xa05c No error (0) js.hscolle
ctedforms.net

104.17.130.171 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.023421049 
CET

8.8.8.8 192.168.2.4 0xa05c No error (0) js.hscolle
ctedforms.net

104.17.129.171 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.023421049 
CET

8.8.8.8 192.168.2.4 0xa05c No error (0) js.hscolle
ctedforms.net

104.17.128.171 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.039449930 
CET

8.8.8.8 192.168.2.4 0x5a6b No error (0) vars.hotjar.com 99.86.154.112 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.039449930 
CET

8.8.8.8 192.168.2.4 0x5a6b No error (0) vars.hotjar.com 99.86.154.65 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.039449930 
CET

8.8.8.8 192.168.2.4 0x5a6b No error (0) vars.hotjar.com 99.86.154.113 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.039449930 
CET

8.8.8.8 192.168.2.4 0x5a6b No error (0) vars.hotjar.com 99.86.154.125 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.067795992 
CET

8.8.8.8 192.168.2.4 0x17ee No error (0) client.mut
inycdn.com

143.204.11.35 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.067795992 
CET

8.8.8.8 192.168.2.4 0x17ee No error (0) client.mut
inycdn.com

143.204.11.106 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.067795992 
CET

8.8.8.8 192.168.2.4 0x17ee No error (0) client.mut
inycdn.com

143.204.11.122 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.067795992 
CET

8.8.8.8 192.168.2.4 0x17ee No error (0) client.mut
inycdn.com

143.204.11.33 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.291721106 
CET

8.8.8.8 192.168.2.4 0x126a No error (0) rs.fullstory.com 35.186.194.58 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.327828884 
CET

8.8.8.8 192.168.2.4 0x848d No error (0) www.facebo
ok.com

star-
mini.c10r.facebook.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:07.327828884 
CET

8.8.8.8 192.168.2.4 0x848d No error (0) star-mini.
c10r.faceb
ook.com

31.13.92.36 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.327864885 
CET

8.8.8.8 192.168.2.4 0x5224 No error (0) t.co 104.244.42.197 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.327864885 
CET

8.8.8.8 192.168.2.4 0x5224 No error (0) t.co 104.244.42.133 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.327864885 
CET

8.8.8.8 192.168.2.4 0x5224 No error (0) t.co 104.244.42.5 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.327864885 
CET

8.8.8.8 192.168.2.4 0x5224 No error (0) t.co 104.244.42.69 A (IP address) IN (0x0001)
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Jan 27, 2021 
12:53:07.437772989 
CET

8.8.8.8 192.168.2.4 0xfe00 No error (0) alb.reddit.com reddit.map.fastly.net CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:07.437772989 
CET

8.8.8.8 192.168.2.4 0xfe00 No error (0) reddit.map
.fastly.net

151.101.1.140 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.437772989 
CET

8.8.8.8 192.168.2.4 0xfe00 No error (0) reddit.map
.fastly.net

151.101.65.140 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.437772989 
CET

8.8.8.8 192.168.2.4 0xfe00 No error (0) reddit.map
.fastly.net

151.101.129.140 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.437772989 
CET

8.8.8.8 192.168.2.4 0xfe00 No error (0) reddit.map
.fastly.net

151.101.193.140 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.639391899 
CET

8.8.8.8 192.168.2.4 0x4b42 No error (0) googleads.
g.doubleclick.net

pagead46.l.doubleclick.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:07.639391899 
CET

8.8.8.8 192.168.2.4 0x4b42 No error (0) pagead46.l
.doubleclick.net

216.58.207.162 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.696705103 
CET

8.8.8.8 192.168.2.4 0x9d1a No error (0) api-v2.mut
inyhq.io

comparative-sunflower-
xuq2ccs5ytd0rn9rne4rbja
c.herokudns.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:07.696705103 
CET

8.8.8.8 192.168.2.4 0x9d1a No error (0) comparative-
sunflower-
xuq2ccs5
ytd0rn9rne
4rbjac.her
okudns.com

35.171.215.128 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.696705103 
CET

8.8.8.8 192.168.2.4 0x9d1a No error (0) comparative-
sunflower-
xuq2ccs5
ytd0rn9rne
4rbjac.her
okudns.com

52.21.175.83 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.696705103 
CET

8.8.8.8 192.168.2.4 0x9d1a No error (0) comparative-
sunflower-
xuq2ccs5
ytd0rn9rne
4rbjac.her
okudns.com

34.196.37.54 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.696705103 
CET

8.8.8.8 192.168.2.4 0x9d1a No error (0) comparative-
sunflower-
xuq2ccs5
ytd0rn9rne
4rbjac.her
okudns.com

3.217.26.81 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.696705103 
CET

8.8.8.8 192.168.2.4 0x9d1a No error (0) comparative-
sunflower-
xuq2ccs5
ytd0rn9rne
4rbjac.her
okudns.com

52.20.36.26 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.696705103 
CET

8.8.8.8 192.168.2.4 0x9d1a No error (0) comparative-
sunflower-
xuq2ccs5
ytd0rn9rne
4rbjac.her
okudns.com

54.145.36.98 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.696705103 
CET

8.8.8.8 192.168.2.4 0x9d1a No error (0) comparative-
sunflower-
xuq2ccs5
ytd0rn9rne
4rbjac.her
okudns.com

3.224.49.7 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.696705103 
CET

8.8.8.8 192.168.2.4 0x9d1a No error (0) comparative-
sunflower-
xuq2ccs5
ytd0rn9rne
4rbjac.her
okudns.com

52.5.208.118 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:07.727812052 
CET

8.8.8.8 192.168.2.4 0x445 No error (0) us-central1-
adaptive-
growth.cl
oudfunctions.net

216.239.36.54 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.092289925 
CET

8.8.8.8 192.168.2.4 0xadf5 No error (0) forms.hubs
pot.com

104.19.155.83 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.092289925 
CET

8.8.8.8 192.168.2.4 0xadf5 No error (0) forms.hubs
pot.com

104.19.154.83 A (IP address) IN (0x0001)
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Jan 27, 2021 
12:53:08.095958948 
CET

8.8.8.8 192.168.2.4 0x96f0 No error (0) in.hotjar.com in-live.live.eks.hotjar.com CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:08.095958948 
CET

8.8.8.8 192.168.2.4 0x96f0 No error (0) in-live.li
ve.eks.hot
jar.com

63.33.16.37 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.095958948 
CET

8.8.8.8 192.168.2.4 0x96f0 No error (0) in-live.li
ve.eks.hot
jar.com

52.19.70.84 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.095958948 
CET

8.8.8.8 192.168.2.4 0x96f0 No error (0) in-live.li
ve.eks.hot
jar.com

52.51.23.49 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.095958948 
CET

8.8.8.8 192.168.2.4 0x96f0 No error (0) in-live.li
ve.eks.hot
jar.com

52.18.148.102 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.095958948 
CET

8.8.8.8 192.168.2.4 0x96f0 No error (0) in-live.li
ve.eks.hot
jar.com

34.252.74.75 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.095958948 
CET

8.8.8.8 192.168.2.4 0x96f0 No error (0) in-live.li
ve.eks.hot
jar.com

54.171.249.106 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.095958948 
CET

8.8.8.8 192.168.2.4 0x96f0 No error (0) in-live.li
ve.eks.hot
jar.com

52.208.57.208 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.095958948 
CET

8.8.8.8 192.168.2.4 0x96f0 No error (0) in-live.li
ve.eks.hot
jar.com

18.203.1.140 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.111404896 
CET

8.8.8.8 192.168.2.4 0x27ee No error (0) vc.hotjar.io vc-live-cf.hotjar.io CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:08.111404896 
CET

8.8.8.8 192.168.2.4 0x27ee No error (0) vc-live-cf
.hotjar.io

143.204.11.127 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.111404896 
CET

8.8.8.8 192.168.2.4 0x27ee No error (0) vc-live-cf
.hotjar.io

143.204.11.123 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.111404896 
CET

8.8.8.8 192.168.2.4 0x27ee No error (0) vc-live-cf
.hotjar.io

143.204.11.87 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.111404896 
CET

8.8.8.8 192.168.2.4 0x27ee No error (0) vc-live-cf
.hotjar.io

143.204.11.54 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.573250055 
CET

8.8.8.8 192.168.2.4 0x1c8 No error (0) px.steelho
usemedia.com

pxtm.steelhousemedia.co
m

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:08.573250055 
CET

8.8.8.8 192.168.2.4 0x1c8 No error (0) pxtm.steel
housemedia
.com

54.244.159.189 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.802350044 
CET

8.8.8.8 192.168.2.4 0x59c8 No error (0) obs.cheqzo
ne.com

54.83.110.109 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.802350044 
CET

8.8.8.8 192.168.2.4 0x59c8 No error (0) obs.cheqzo
ne.com

35.172.245.152 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.802350044 
CET

8.8.8.8 192.168.2.4 0x59c8 No error (0) obs.cheqzo
ne.com

50.16.211.97 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.802350044 
CET

8.8.8.8 192.168.2.4 0x59c8 No error (0) obs.cheqzo
ne.com

52.45.196.192 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.802350044 
CET

8.8.8.8 192.168.2.4 0x59c8 No error (0) obs.cheqzo
ne.com

3.227.190.204 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.802350044 
CET

8.8.8.8 192.168.2.4 0x59c8 No error (0) obs.cheqzo
ne.com

34.199.234.25 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.827234983 
CET

8.8.8.8 192.168.2.4 0x70ad No error (0) forms.hsfo
rms.com

104.16.88.5 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.827234983 
CET

8.8.8.8 192.168.2.4 0x70ad No error (0) forms.hsfo
rms.com

104.16.87.5 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.827234983 
CET

8.8.8.8 192.168.2.4 0x70ad No error (0) forms.hsfo
rms.com

104.16.86.5 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.827234983 
CET

8.8.8.8 192.168.2.4 0x70ad No error (0) forms.hsfo
rms.com

104.16.89.5 A (IP address) IN (0x0001)
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Jan 27, 2021 
12:53:08.827234983 
CET

8.8.8.8 192.168.2.4 0x70ad No error (0) forms.hsfo
rms.com

104.16.85.5 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:08.965156078 
CET

8.8.8.8 192.168.2.4 0x7c6 No error (0) clients2.g
oogleuserc
ontent.com

googlehosted.l.googleuse
rcontent.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:08.965156078 
CET

8.8.8.8 192.168.2.4 0x7c6 No error (0) googlehost
ed.l.googl
euserconte
nt.com

172.217.22.225 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:09.448329926 
CET

8.8.8.8 192.168.2.4 0xfa65 No error (0) pixel2.che
qzone.com

3.222.168.114 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:09.448329926 
CET

8.8.8.8 192.168.2.4 0xfa65 No error (0) pixel2.che
qzone.com

52.22.143.94 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:09.448329926 
CET

8.8.8.8 192.168.2.4 0xfa65 No error (0) pixel2.che
qzone.com

52.20.231.122 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:09.448329926 
CET

8.8.8.8 192.168.2.4 0xfa65 No error (0) pixel2.che
qzone.com

35.153.6.179 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:09.648899078 
CET

8.8.8.8 192.168.2.4 0xec43 No error (0) cx.atdmt.com atlas.c10r.facebook.com CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:09.648899078 
CET

8.8.8.8 192.168.2.4 0xec43 No error (0) atlas.c10r
.facebook.com

31.13.92.2 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:10.091867924 
CET

8.8.8.8 192.168.2.4 0xc8d0 No error (0) ww.steelho
usemedia.com

44.238.130.186 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:11.608458042 
CET

8.8.8.8 192.168.2.4 0x9f99 No error (0) match.adsrvr.org match-1943069928.eu-
west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:11.608458042 
CET

8.8.8.8 192.168.2.4 0x9f99 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

63.32.128.23 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:11.608458042 
CET

8.8.8.8 192.168.2.4 0x9f99 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

52.210.149.10 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:11.608458042 
CET

8.8.8.8 192.168.2.4 0x9f99 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

54.228.114.223 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:11.608458042 
CET

8.8.8.8 192.168.2.4 0x9f99 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

54.74.225.211 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:11.608458042 
CET

8.8.8.8 192.168.2.4 0x9f99 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

54.216.123.169 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:11.608458042 
CET

8.8.8.8 192.168.2.4 0x9f99 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

54.154.164.132 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:11.608458042 
CET

8.8.8.8 192.168.2.4 0x9f99 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

54.228.21.183 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:11.608458042 
CET

8.8.8.8 192.168.2.4 0x9f99 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

18.203.78.129 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:11.611129999 
CET

8.8.8.8 192.168.2.4 0xd22d No error (0) insight.ad
srvr.org

insight-566961044.eu-
west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)
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Jan 27, 2021 
12:53:11.611129999 
CET

8.8.8.8 192.168.2.4 0xd22d No error (0) insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

18.200.151.216 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:11.611129999 
CET

8.8.8.8 192.168.2.4 0xd22d No error (0) insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

18.202.193.52 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:11.611129999 
CET

8.8.8.8 192.168.2.4 0xd22d No error (0) insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

54.77.184.190 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:11.611129999 
CET

8.8.8.8 192.168.2.4 0xd22d No error (0) insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

52.51.124.53 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:11.611129999 
CET

8.8.8.8 192.168.2.4 0xd22d No error (0) insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

52.208.188.183 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:11.611129999 
CET

8.8.8.8 192.168.2.4 0xd22d No error (0) insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

52.50.124.20 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:11.611129999 
CET

8.8.8.8 192.168.2.4 0xd22d No error (0) insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

52.49.200.205 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:11.611129999 
CET

8.8.8.8 192.168.2.4 0xd22d No error (0) insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

34.251.61.210 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:13.005686045 
CET

8.8.8.8 192.168.2.4 0x2254 No error (0) cdn.acsbap
p.com

acsbapp.com CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:13.005686045 
CET

8.8.8.8 192.168.2.4 0x2254 No error (0) acsbapp.com 167.172.136.187 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:13.005686045 
CET

8.8.8.8 192.168.2.4 0x2254 No error (0) acsbapp.com 208.68.39.149 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:13.005686045 
CET

8.8.8.8 192.168.2.4 0x2254 No error (0) acsbapp.com 161.35.15.77 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:13.316565037 
CET

8.8.8.8 192.168.2.4 0xbd8a No error (0) widget.int
ercom.io

143.204.11.24 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:13.316565037 
CET

8.8.8.8 192.168.2.4 0xbd8a No error (0) widget.int
ercom.io

143.204.11.38 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:13.316565037 
CET

8.8.8.8 192.168.2.4 0xbd8a No error (0) widget.int
ercom.io

143.204.11.45 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:13.316565037 
CET

8.8.8.8 192.168.2.4 0xbd8a No error (0) widget.int
ercom.io

143.204.11.125 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:13.319612026 
CET

8.8.8.8 192.168.2.4 0x16aa No error (0) analytics.
twitter.com

ads.twitter.com CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:13.319612026 
CET

8.8.8.8 192.168.2.4 0x16aa No error (0) ads.twitter.com s.twitter.com CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:13.319612026 
CET

8.8.8.8 192.168.2.4 0x16aa No error (0) s.twitter.com 104.244.42.131 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:13.319612026 
CET

8.8.8.8 192.168.2.4 0x16aa No error (0) s.twitter.com 104.244.42.195 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:13.319612026 
CET

8.8.8.8 192.168.2.4 0x16aa No error (0) s.twitter.com 104.244.42.3 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Jan 27, 2021 
12:53:13.319612026 
CET

8.8.8.8 192.168.2.4 0x16aa No error (0) s.twitter.com 104.244.42.67 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:13.356522083 
CET

8.8.8.8 192.168.2.4 0xa124 No error (0) track.hubs
pot.com

104.19.155.83 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:13.356522083 
CET

8.8.8.8 192.168.2.4 0xa124 No error (0) track.hubs
pot.com

104.19.154.83 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:13.624641895 
CET

8.8.8.8 192.168.2.4 0x92fa No error (0) js.interco
mcdn.com

13.226.169.110 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:13.624641895 
CET

8.8.8.8 192.168.2.4 0x92fa No error (0) js.interco
mcdn.com

13.226.169.83 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:13.624641895 
CET

8.8.8.8 192.168.2.4 0x92fa No error (0) js.interco
mcdn.com

13.226.169.100 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:13.624641895 
CET

8.8.8.8 192.168.2.4 0x92fa No error (0) js.interco
mcdn.com

13.226.169.81 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:15.679097891 
CET

8.8.8.8 192.168.2.4 0xc255 No error (0) api-iam.in
tercom.io

75.2.88.188 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:15.679097891 
CET

8.8.8.8 192.168.2.4 0xc255 No error (0) api-iam.in
tercom.io

99.83.219.81 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:17.499341965 
CET

8.8.8.8 192.168.2.4 0x1b04 No error (0) nexus-webs
ocket-a.in
tercom.io

35.174.127.31 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:17.499341965 
CET

8.8.8.8 192.168.2.4 0x1b04 No error (0) nexus-webs
ocket-a.in
tercom.io

34.237.73.95 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:17.499341965 
CET

8.8.8.8 192.168.2.4 0x1b04 No error (0) nexus-webs
ocket-a.in
tercom.io

35.170.0.145 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:17.824275970 
CET

8.8.8.8 192.168.2.4 0x3419 No error (0) clickup.com 13.226.169.105 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:17.824275970 
CET

8.8.8.8 192.168.2.4 0x3419 No error (0) clickup.com 13.226.169.70 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:17.824275970 
CET

8.8.8.8 192.168.2.4 0x3419 No error (0) clickup.com 13.226.169.32 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:17.824275970 
CET

8.8.8.8 192.168.2.4 0x3419 No error (0) clickup.com 13.226.169.5 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:21.829638004 
CET

8.8.8.8 192.168.2.4 0xd052 No error (0) clockify.me 13.226.169.17 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:21.829638004 
CET

8.8.8.8 192.168.2.4 0xd052 No error (0) clockify.me 13.226.169.99 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:21.829638004 
CET

8.8.8.8 192.168.2.4 0xd052 No error (0) clockify.me 13.226.169.6 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:21.829638004 
CET

8.8.8.8 192.168.2.4 0xd052 No error (0) clockify.me 13.226.169.65 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:23.323651075 
CET

8.8.8.8 192.168.2.4 0xd500 No error (0) match.adsrvr.org match-1943069928.eu-
west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:23.323651075 
CET

8.8.8.8 192.168.2.4 0xd500 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

63.32.128.23 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:23.323651075 
CET

8.8.8.8 192.168.2.4 0xd500 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

52.210.149.10 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:23.323651075 
CET

8.8.8.8 192.168.2.4 0xd500 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

54.228.114.223 A (IP address) IN (0x0001)
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Jan 27, 2021 
12:53:23.323651075 
CET

8.8.8.8 192.168.2.4 0xd500 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

54.74.225.211 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:23.323651075 
CET

8.8.8.8 192.168.2.4 0xd500 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

54.216.123.169 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:23.323651075 
CET

8.8.8.8 192.168.2.4 0xd500 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

54.154.164.132 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:23.323651075 
CET

8.8.8.8 192.168.2.4 0xd500 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

54.228.21.183 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:23.323651075 
CET

8.8.8.8 192.168.2.4 0xd500 No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

18.203.78.129 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:23.329061031 
CET

8.8.8.8 192.168.2.4 0xba7a No error (0) insight.ad
srvr.org

insight-566961044.eu-
west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:23.329061031 
CET

8.8.8.8 192.168.2.4 0xba7a No error (0) insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

52.208.188.183 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:23.329061031 
CET

8.8.8.8 192.168.2.4 0xba7a No error (0) insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

52.51.124.53 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:23.329061031 
CET

8.8.8.8 192.168.2.4 0xba7a No error (0) insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

18.200.151.216 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:23.329061031 
CET

8.8.8.8 192.168.2.4 0xba7a No error (0) insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

52.50.124.20 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:23.329061031 
CET

8.8.8.8 192.168.2.4 0xba7a No error (0) insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

34.251.61.210 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:23.329061031 
CET

8.8.8.8 192.168.2.4 0xba7a No error (0) insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

52.49.200.205 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:23.329061031 
CET

8.8.8.8 192.168.2.4 0xba7a No error (0) insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

18.202.193.52 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:23.329061031 
CET

8.8.8.8 192.168.2.4 0xba7a No error (0) insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

54.77.184.190 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:24.053833008 
CET

8.8.8.8 192.168.2.4 0x260c No error (0) px.steelho
usemedia.com

pxtm.steelhousemedia.co
m

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
12:53:24.053833008 
CET

8.8.8.8 192.168.2.4 0x260c No error (0) pxtm.steel
housemedia
.com

54.245.46.233 A (IP address) IN (0x0001)

Jan 27, 2021 
12:53:44.177927971 
CET

8.8.8.8 192.168.2.4 0x7c25 No error (0) prda.aadg.
msidentity.com

www.tm.a.prd.aadg.akadn
s.net

CNAME 
(Canonical 
name)

IN (0x0001)
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Code Manipulations

Statistics

Behavior

• chrome.exe

• chrome.exe

Click to jump to process

System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 12:52:45

Start date: 27/01/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized  'https://doc.cl
ickup.com/d/h/3mvw2-12/0597f10d0eed223'

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Analysis Process: chrome.exe PID: 5564 Parent PID: 1004Analysis Process: chrome.exe PID: 5564 Parent PID: 1004

General
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Disassembly

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Softwa
re\Google\Update\ClientState\
{8A69D345-D564-463c-AFF1-
A69D9E530F96}

dr unicode 0 1 success or wait 1 7FF609CBFC4B RegSetValueExW

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 12:52:47

Start date: 27/01/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1568,4811973966889954334,46107
86027509800165,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1684 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Key Value ModifiedKey Value Modified

Analysis Process: chrome.exe PID: 4780 Parent PID: 5564Analysis Process: chrome.exe PID: 4780 Parent PID: 5564

General
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