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Analysis Report https://astreconseil-my.sharepoint.com...
Overview

General Information Detection Signatures Classification

Sample URL: https://astreconseil-my.sha
repoint.com/:b:/g/personal/ MALICIOUS
eric_vervoitte_astre-...ons
eil_com/EY-UoX04lstLtJja
coZjaf8Bpv4roz2yVBXk3f7
d6BbINA?e=4%3atnzcNm

&at=9

Yara detected HtmlIPhish_10

Phishing site detected (based oniim...
Phishing site detected (based on log...
HiMLL boedy: centains low/number: ofi ...

Analysis ID: 344948 HMML title!does not match URLE

Most interesting Screenshot:

Submitbutten containsijavascript call

HTMLPhish
: Score: 56
Range: 0-100
Whitelisted: false
- Confidence: 100%

Startup

= System is w10x64
. @ iexplore.exe (PID: 3900 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 1764 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:3900 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 6732 cmdline: 'C:\Program Files (x86)\Internet ExploreIEXPLORE.EXE' SCODEF:3900 CREDAT:17418 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
e [ dilhost.exe (PID: 5608 cmdline: C:\Windows\system32\DIIHost.exe /Processid:{49F171DD-B51A-40D3-9A6C-52D674CC729D} MD5: 2528137C6745CAEADD87817A1909677E)
e [ explorer.exe (PID: 3472 cmdline: MD5: AD5296B280E8F522A8A897C96BABOE1D)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Dropped Files

Source Rule Description Author Strings
C:\Users\user\AppData\Local\Microsoft\Windows\INet JoeSecurity_HtmlIPhish_10 Yara detected Joe Security
Cache\lE\B87Z87FM\EY-UoX04IstLtJjacoZjaf8Bpv4roz2y HtmlIPhish_10

VBXk3f7d6BbINA[1].htm

Sigma Overview

No Sigma rule has matched
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Signature Overview

@

Click to jump to signature section

Phishing:

Yara detected HtmlIPhish_10

@ Phishing

® Compliance

@ Networking

@ System Summary

@ Malware Analysis System Evasion

@ HIPS / PFW / Operating System Protection Evasion

Compliance:

Uses new MSVCR DlIs
Uses secure TLS version for HTTPS connections

Binary contains paths to debug symbols

Mitre Att&ck Matrix

Initial Privilege  Defense Credential
Access Execution Persistence Escalation Evasion Access
Valid Scripting Path Process Masquerading oS
Accounts Interception  Injection Credential
Dumping
Default  Scheduled Boot or Boot or Process LSASS
Accounts Task/Job  Logon Logon Injection Memory
Initialization  Initialization
Scripts Scripts
Domain At (Linux)  Logon Script Logon Scripting Security
Accounts (Windows)  Script Account
(Windows) Manager

Behavior Graph

Copyright null 2021

Lateral
Discovery Movement Collection
Security Remote Data from
Software Services Local
Discovery System
Process Remote Data from
Discovery Desktop Removable
Protocol Media
File and SMB/Windows Data from
Directory Admin Shares Network
Discovery Shared
Drive

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Command
and
Control

Network
Effects

Encrypted
Channel

Eavesdrop on
Insecure
Network
Communication

Non-
Application
Layer
Protocol

Exploit SS7 to
Redirect Phone
Calls/SMS

Application Exploit SS7 to
Layer Track Device
Protocol @& Location

Remote
Service
Effects Impact
Remotely Modify
Track Device System
Without Partition
Authorization
Remotely Device
Wipe Data  Lockout
Without
Authorization
Obtain Delete
Device Device
Cloud Data
Backups
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Behavior Graph
ID: 344948
URL: htips://astreconseil-my.sha. SUSPICIOUS
Startdate: 27/01/2021 cLEAN

Architecture:  WINDOWS T Onrnown |

Score: 56

astreconseil. sharepointcom 4 astreconseil-my.sharepointcom . 4 2 oth or dom:
2 25
T Phishing sie detected
(based on image similarity) (o “‘,:‘m')‘m“""

T mnEDEC]

started started

) ES WP

i
i
=

Frry
re é 2
- =

Statics-weus.onestore.ms .:'4 started s

@ iexplore.exe

biob.bl6prdstr14a.stor

spoprod-a.akamaihd.net |":¢ astreconseil sharepoint.com .‘_'4 dropped 23915274 B

MICROSOFT-COI

EY-UoX04lstLtJjaco...Xk37d6BbINA[L].htm, HTML @

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious
Internet
:’ | ewlorerexe }.U
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B https://astreconseil-my.sharepoint.com:b:/g/personal/eric_vervoitte_astre-conseil_com/EY-UoX0distLthjacoZjaf8Bpvdroz2yVBXK3T7 = @ € | | Search...

3 Sharing Link Validation [T

OneDrive

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

B Microsoft

Verify Your Identity

You've received a secure link to:

w4 ASTREpdf

To open this secure link, we'll need you to ente:
the email that this item was shared to.

Enter email ©

Next

By clicking Mext you allow ULYSSE NETWORK ASTRE to
use your email address in accordance wiith their privacy
statement. ULYSSE NETWORK ASTRE has not provided
links to their terms for you to review.

© 2017 Microsoft  Privacy & Cookies

Source Detection
hitp://https://astreconseil-my.sharepoint.com/:b:/g/personal/eric_vervoitte_astre-conseil_com/EY- 0%
UoX04lstLtJjacozZjaf8Bpvaroz2yVBXk3f7d6BbINA?e=4%3atnzcNm&at=9

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection
cs1227.wpc.alphacdn.net 0%
logincdn.msauth.net 0%
URLs

Source Detection
hitp://www.mercadolivre.com.br/ 0%
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Scanner

Avira URL Cloud

Scanner
Virustotal

Virustotal

Scanner

URL Reputation

Label

safe

Label

Label

safe

Link

Link
Browse

Browse

Link
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https://www.virustotal.com/gui/url/e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072/detection/u-e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072-1602120053
https://www.virustotal.com/gui/url/dd1facbf2f92f8d400463e7c524034462e1e13664c644c3961d9c5ed4f0d867a/detection/u-dd1facbf2f92f8d400463e7c524034462e1e13664c644c3961d9c5ed4f0d867a-1611543606

Source

hitp://www.mercadolivre.com.br/
hitp://www.mercadolivre.com.br/
hitp://www.mercadolivre.com.br/
hitp://www.merlin.com.pl/favicon.ico
hitp://www.merlin.com.pl/favicon.ico
hitp://www.merlin.com.pl/favicon.ico
hitp://www.merlin.com.pl/favicon.ico
hitp://www.dailymail.co.uk/
hitp://www.dailymail.co.uk/
hitp://www.dailymail.co.uk/
hitp:/fiwww.dailymail.co.uk/
hitp://https://assets.onestore.ms
hitp://https://assets.onestore.ms
hitp://https://assets.onestore.ms
hitp://https://assets.onestore.ms
hitp://www.galapagosdesign.com/DPlease
hitp://www.galapagosdesign.com/DPlease
hitp://\www.galapagosdesign.com/DPlease
hitp://\www.galapagosdesign.com/DPlease
hitp://busca.igbusca.com.br//app/static/images/favicon.ico
hitp://busca.igbusca.com.br//app/static/images/favicon.ico
hitp://busca.igbusca.com.br//app/static/images/favicon.ico
hitp://busca.igbusca.com.br//app/static/images/favicon.ico
hitp:/fiwww.etmall.com.tw/favicon.ico
hitp:/fiwww.etmall.com.tw/favicon.ico
hitp:/fiwww.etmall.com.tw/favicon.ico
hitp:/fiwww.etmall.com.tw/favicon.ico
hitp://it.search.dada.net/favicon.ico
hitp://it.search.dada.net/favicon.ico
hitp://it.search.dada.net/favicon.ico
hitp://it.search.dada.net/favicon.ico
hitp://search.hanafos.com/favicon.ico
hitp://search.hanafos.com/favicon.ico
hitp://search.hanafos.com/favicon.ico
hitp://search.hanafos.com/favicon.ico
hitp://cgi.search.biglobe.ne.jp/favicon.ico
hitp://search.msn.co.jp/results.aspx?q=
hitp://search.msn.co.jp/results.aspx?q=
hitp://search.msn.co.jp/results.aspx?q=
hitp://buscar.ozu.es/
hitp://search.auction.co.kr/
hitp://search.auction.co.kr/
hitp://search.auction.co.kr/
hitp://www.pchome.com.tw/favicon.ico
hitp://www.pchome.com.tw/favicon.ico
hitp://www.pchome.com.tw/favicon.ico
hitp://browse.guardian.co.uk/favicon.ico
hitp://browse.guardian.co.uk/favicon.ico
hitp://browse.guardian.co.uk/favicon.ico
hitp://https://astreconseil-my.sharepoint.com/_layS
hitp://google.pchome.com.tw/
hitp://google.pchome.com.tw/
hitp://google.pchome.com.tw/
hitp://iwww.ozu.es/favicon.ico
hitp://search.yahoo.co.jp/favicon.ico
hitp://search.yahoo.co.jp/favicon.ico
hitp://search.yahoo.co.jp/favicon.ico
hitp://iwww.gmarket.co.kr/
hitp://iwww.gmarket.co.kr/
hitp://iwww.gmarket.co.kr/
hitp://www.founder.com.cn/cn/bThe
hitp://www.founder.com.cn/cn/bThe
hitp://www.founder.com.cn/cn/bThe

hitp://search.orange.co.uk/favicon.ico
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Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Scanner

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

Label Link
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe
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Source Detection Scanner Label Link

hitp://search.orange.co.uk/favicon.ico 0% URL Reputation safe
hitp://search.orange.co.uk/favicon.ico 0% URL Reputation safe
hitp:/fiwww.iask.com/ 0% URL Reputation safe
hitp:/fiwww.iask.com/ 0% URL Reputation safe
hitp:/fiwww.iask.com/ 0% URL Reputation safe
hitp://service2.bfast.com/ 0% URL Reputation safe
hitp://service2.bfast.com/ 0% URL Reputation safe
hitp://service2.bfast.com/ 0% URL Reputation safe
hitp://www.news.com.au/favicon.ico 0% URL Reputation safe
hitp://www.news.com.au/favicon.ico 0% URL Reputation safe
hitp://www.news.com.au/favicon.ico 0% URL Reputation safe
hitp:/fiwww.kkbox.com.tw/ 0% URL Reputation safe
hitp:/fiwww.kkbox.com.tw/ 0% URL Reputation safe
hitp:/fiwww.kkbox.com.tw/ 0% URL Reputation safe
hitp://search.goo.ne.jp/favicon.ico 0% URL Reputation safe
hitp://search.goo.ne.jp/favicon.ico 0% URL Reputation safe
hitp://search.goo.ne.jp/favicon.ico 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/ 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/ 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/ 0% URL Reputation safe
hitp:/fwww.amazon.co.uk/ 0% URL Reputation safe
hitp:/fwww.amazon.co.uk/ 0% URL Reputation safe
hitp:/fwww.amazon.co.uk/ 0% URL Reputation safe
hitp://www.ashargalawsat.com/favicon.ico 0% URL Reputation safe
hitp://www.ashargalawsat.com/favicon.ico 0% URL Reputation safe
hitp://www.ashargalawsat.com/favicon.ico 0% URL Reputation safe
hitp://https://mem.gfx.ms 0% URL Reputation safe
hitp://https://mem.gfx.ms 0% URL Reputation safe
hitp://https://mem.gfx.ms 0% URL Reputation safe
hitp://search.ipop.co.kr/ 0% URL Reputation safe
hitp://search.ipop.co.kr/ 0% URL Reputation safe
hitp://search.ipop.co.kr/ 0% URL Reputation safe
hitp://www.auction.co.kr/auction.ico 0% URL Reputation safe
hitp://www.auction.co.kr/auction.ico 0% URL Reputation safe
hitp://www.auction.co.kr/auction.ico 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
microsoftwindows.112.207.net 15.237.136.106 true false high
blob.bl6prdstrl4a.store.core.windows.net 52.239.152.74 true false high
cs1227.wpc.alphacdn.net 192.229.221.185 true false e 0%, Virustotal, Browse unknown
aka.ms 23.211.149.25 true false high
astreconseil-my.sharepoint.com unknown unknown false unknown
logincdn.msauth.net unknown unknown false e 0%, Virustotal, Browse unknown
assets.adobedtm.com unknown unknown false high
statics-eas.onestore.ms unknown unknown false unknown
assets.onestore.ms unknown unknown false unknown
ajax.aspnetcdn.com unknown unknown false high
mem.gfx.ms unknown unknown false unknown
statics-neu.onestore.ms unknown unknown false unknown
statics-wcus.onestore.ms unknown unknown false unknown
statics-eus.onestore.ms unknown unknown false unknown
amp.azure.net unknown unknown false high
spoprod-a.akamaihd.net unknown unknown false high
offertooldataprod.blob.core.windows.net unknown unknown false high

URLs from Memory and Binaries
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https://www.virustotal.com/gui/url/e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072/detection/u-e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072-1602120053
https://www.virustotal.com/gui/url/dd1facbf2f92f8d400463e7c524034462e1e13664c644c3961d9c5ed4f0d867a/detection/u-dd1facbf2f92f8d400463e7c524034462e1e13664c644c3961d9c5ed4f0d867a-1611543606

Name

hitp://search.chol.com/favicon.ico

hitp://www.mercadolivre.com.br/

hitp://www.merlin.com.pl/favicon.ico

hitp://www.dailymail.co.uk/

hitp://https://assets.onestore.ms

http:/f
https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c
2e7f5h6000/RC5a76fh711f8f47b581632aa500f1bc3

hitp://iwww.asp.net/ajaxlibrary/CDN.ashx.

hitp://\www.fontbureau.com/designers

http:/f
https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/4d
35cae9a362/RC95d5954deda24aa780e2bd87a6eabf8

hitp://fr.search.yahoo.com/

hitp://in.search.yahoo.com/

hitp://img.shopzilla.com/shopzilla/shopzilla.ico

hitp://\www.galapagosdesign.com/DPlease

hitp://msk.afisha.ru/

hitp:/fiwww.reddit.com/

hitp://busca.igbusca.com.br//app/static/images/favicon.ico

hitp:/fiwww.ya.com/favicon.ico

Copyright null 2021

Source

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

RE4MAC1[1].htm0.16.dr

RC5a76fb711f8f47b581632aa500f1
bc39-source.min[1].js.16.dr

privacy-report[1].htm.16.dr

explorer.exe, 00000006.0000000
0.294066094.000000000BC36000.0
0000002.00000001.sdmp

RC95d5954deda24aa780e2bd87a6ea
bf8f-source.min[1].js.16.dr

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

explorer.exe, 00000006.0000000
0.294066094.000000000BC36000.0
0000002.00000001.sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

msapplication.xml4.1.dr

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

e o o o e o o o e o o o

o o o o

e o o o

e o o o

Antivirus Detection

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

Reputation

high

unknown

unknown

unknown

unknown

high

high
high

high

high

high

high

unknown

high

high

unknown

high
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Name

hitp:/fiwww.etmall.com.tw/favicon.ico

hitp://it.search.dada.net/favicon.ico

hitp://search.hanafos.com/favicon.ico

hitp://https://www.skype.com/en/

hitp://cgi.search.biglobe.ne.jp/favicon.ico

hitp://search.msn.co.jp/results.aspx?q=

hitp://buscar.ozu.es/

hitp://www.microsofttranslator.com/BVPrev.aspx?

ref=IE8Activity

hitp:/fiwww.ask.com/

hitp:/fiwww.google.it/

hitp://search.auction.co.kr/

hitp:/fwww.amazon.de/

hitp://sads.myspace.com/

hitp://www.pchome.com.tw/favicon.ico

hitp://browse.guardian.co.uk/favicon.ico
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Source

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

microsoft-office[1].htm.16.dr, sale[1].h
tm.16.dr

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

explorer.exe, 00000006.0000000
0.283921586.00000000071D3000.0
0000002.00000001.sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e o o o e o o o e o o o

3

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe

3

3

.

.

.

URL Reputation: safe
Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Reputation

unknown

unknown

unknown

high

unknown

unknown

unknown

high

high

high

unknown

high

high

unknown

unknown
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Name

hitp://https://astreconseil-my.sharepoint.com/_layS

hitp://google.pchome.com.tw/

hitp://list.taobao.com/browse/search_visual.htm?n=15&q=

hitp://www.rambler.ru/favicon.ico

hitp://uk.search.yahoo.com/

hitp:/fiwww.ozu.es/favicon.ico

hitp://search.sify.com/

hitp://openimage.interpark.com/interpark.ico

hitp://search.yahoo.co.jp/favicon.ico

hitp://iwww.gmarket.co.kr/

hitp://\www.founder.com.cn/cn/bThe

hitp://search.nifty.com/

hitp://https://support.office.com/en-us/article/accounts-in-
office-628ea040-f265-49de-b986-be09c3ebf8a9

hitp://www.google.si/

hitp://https://www.xbox.com/oductsd

Copyright null 2021

Source

iexplore.exe, 00000001.0000000
2.506019252.0000024A44FBA000.0
0000004.00000001.sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

explorer.exe, 00000006.0000000
0.294066094.000000000BC36000.0
0000002.00000001.sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

microsoft-office[1].htm.16.dr

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000

2.513968334.0000024A467A8000.0
0000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e URL Reputation:
e URL Reputation:
e URL Reputation:

e Avira URL Cloud: safe

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

Reputation

unknown

unknown

high

high

high

unknown

high

high

unknown

unknown

unknown

high

high

high

high
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Name Source Malicious Antivirus Detection Reputation

hitp://www.soso.com/ iexplore.exe, 00000001.0000000 false high
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.

sdmp
hitp://https://support.office.com/en-us/article/OneDrive-Help-  sale[1].htm.16.dr false high
5943c2b9-fafc-4ch4-95c0-9cc73fcabb30
hitp://busca.orange.es/ iexplore.exe, 00000001.0000000 false high

2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

hitp://cnweb.search.live.com/results.aspx?q= iexplore.exe, 00000001.0000000 false high
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

hitp:/fiwww.twitter.com/ iexplore.exe, 00000001.0000000 false high
2.513815099.0000024A4675A000.0
0000004.00000001.sdmp

hitp://auto.search.msn.com/response.asp?MT= iexplore.exe, 00000001.0000000 false high
2.503749188.0000024A449D0000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000002.517917880.00000
000070E0000.00000002.00000001.
sdmp

hitp:/fiwww.target.com/ iexplore.exe, 00000001.0000000 false high
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

hitp://https://www.xbox.com/& iexplore.exe, 00000001.0000000 false high
2.501515602.0000024A445C0000.0
0000004.00000001.sdmp

hitp://https://www.xbox.com/favicon.ico iexplore.exe, 00000001.0000000 false high
2.506375952.0000024A45118000.0
0000004.00000001.sdmp

hitp://search.orange.co.uk/favicon.ico iexplore.exe, 00000001.0000000 false e URL Reputation: safe unknown
2.504575644.0000024A44AC3000.0 e URL Reputation: safe
0000002.00000001.sdmp, explorer.exe, e URL Reputation: safe

00000006.00000000.283921586.00000
000071D3000.00000002.00000001.

sdmp

hitp:/fiwww.iask.com/ iexplore.exe, 00000001.0000000 false e URL Reputation: safe unknown
2.504575644.0000024A44AC3000.0 e URL Reputation: safe
0000002.00000001.sdmp, explorer.exe, e URL Reputation: safe

00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

hitp://search.centrum.cz/favicon.ico iexplore.exe, 00000001.0000000 false high
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.

sdmp

hitp://service2.bfast.com/ iexplore.exe, 00000001.0000000 false e URL Reputation: safe unknown
2.504575644.0000024A44AC3000.0 e URL Reputation: safe
0000002.00000001.sdmp, explorer.exe, e URL Reputation: safe

00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

hitp://ariadna.elmundo.es/ iexplore.exe, 00000001.0000000 false high
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.

sdmp

hitp://www.news.com.au/favicon.ico iexplore.exe, 00000001.0000000 false e URL Reputation: safe unknown
2.504575644.0000024A44AC3000.0 e URL Reputation: safe
0000002.00000001.sdmp, explorer.exe, e URL Reputation: safe

00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

hitp:/fiwww.cdiscount.com/ iexplore.exe, 00000001.0000000 false high
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp
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Name Source Malicious Antivirus Detection Reputation

hitp:/fiwww.tiscali.it/favicon.ico iexplore.exe, 00000001.0000000 false high
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

hitp://it.search.yahoo.com/ iexplore.exe, 00000001.0000000 false high
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

hitp://www.ceneo.pl/favicon.ico iexplore.exe, 00000001.0000000 false high
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

hitp:/fiwww.servicios.clarin.com/ iexplore.exe, 00000001.0000000 false high
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

hitp://search.daum.net/favicon.ico iexplore.exe, 00000001.0000000 false high
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.

sdmp

hitp:/fiwww.kkbox.com.tw/ iexplore.exe, 00000001.0000000 false e URL Reputation: safe unknown
2.504575644.0000024A44AC3000.0 e URL Reputation: safe
0000002.00000001.sdmp, explorer.exe, e URL Reputation: safe

00000006.00000000.283921586.00000
000071D3000.00000002.00000001.

sdmp

hitp://search.goo.ne.jp/favicon.ico iexplore.exe, 00000001.0000000 false e URL Reputation: safe unknown
2.504575644.0000024A44AC3000.0 e URL Reputation: safe
0000002.00000001.sdmp, explorer.exe, e URL Reputation: safe

00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

hitp://search.msn.com/results.aspx?q= explorer.exe, 00000006.0000000 false high
0.283921586.00000000071D3000.0
0000002.00000001.sdmp

hitp://list.taobao.com/ iexplore.exe, 00000001.0000000 false high
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

hitp:/fiwww.nytimes.com/ iexplore.exe, 00000001.0000000 false high
2.513815099.0000024A4675A000.0
0000004.00000001.sdmp

hitp://www.taobao.com/favicon.ico iexplore.exe, 00000001.0000000 false high
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.

sdmp

hitp:/fiwww.etmall.com.tw/ iexplore.exe, 00000001.0000000 false e URL Reputation: safe unknown
2.504575644.0000024A44AC3000.0 e URL Reputation: safe
0000002.00000001.sdmp, explorer.exe, e URL Reputation: safe

00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

hitp://ie.search.yahoo.com/os?command= iexplore.exe, 00000001.0000000 false high
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

hitp:/f\www.cnet.com/favicon.ico iexplore.exe, 00000001.0000000 false high
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp
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Name

hitp://www.linternaute.com/favicon.ico

hitp://https://www.xbox.com/v

hitp:/fwww.amazon.co.uk/

hitp://www.cdiscount.com/favicon.ico

hitp://www.ashargalawsat.com/favicon.ico

hitp://iwww.google.fr/

hitp://search.gismeteo.ru/

hitp:/fiwww.rtl.de/

hitp://https://mem.gfx.ms

hitp://https://spoprod-a.akamaihd.net/files/odsp-common-
library-prod_2019-02-15_20190219.002/require.js

hitp:/fiwww.soso.com/favicon.ico

hitp://www.univision.com/favicon.ico

hitp://https://www.xbox.com/h

hitp://search.ipop.co.kr/

hitp://www.auction.co.kr/auction.ico

hitp://iwww.orange.fr/

Copyright null 2021

Source

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.506391287.0000024A45120000.0
0000004.00000001.sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

RE4MAC1[1].htm0.16.dr

EY-UoXO04lIstLtJjacoZjaf8Bpv4roz
2yVBXk3f7d6BbINA[1].htm.2.dr

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.500581437.0000024A42C48000.0
0000004.00000020.sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

Malicious Antivirus Detection
false
false
false e URL Reputation:

e URL Reputation:
e URL Reputation:

false

false e URL Reputation:
e URL Reputation:
e URL Reputation:

false

false

false

false e URL Reputation:
e URL Reputation:
e URL Reputation:

false

false

false

false

false e URL Reputation:
e URL Reputation:
e URL Reputation:

false e URL Reputation:
e URL Reputation:
e URL Reputation:

false

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

Reputation

high

high

unknown

high

unknown

high

high

high

unknown

high

high

high

high

unknown

unknown

high
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Name

hitp://https://account.micros

hitp://https://onedrive.live.com/about/en-us/

hitp://video.globo.com/favicon.ico

hitp://iwww.google.co.uk/

hitp://https://privacy.moft.com/en-
us/privacystatementductsRoot

hitp://www.founder.com.cn/cn

hitp://https://schema.org/ItemList

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Source

{2CACDFBE-60EF-11EB-90E5-ECF4B
B570DC9}.dat.1.dr

microsoft-office[1].htm.16.dr, sale[1].h
tm.16.dr

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

iexplore.exe, 00000001.0000000
2.504575644.0000024A44AC3000.0
0000002.00000001.sdmp, explorer.exe,
00000006.00000000.283921586.00000
000071D3000.00000002.00000001.
sdmp

{2CACDFBE-60EF-11EB-90E5-ECF4B
B570DC9}.dat.1.dr

explorer.exe, 00000006.0000000
0.294066094.000000000BC36000.0
0000002.00000001.sdmp

sale[1].htm.16.dr

Public

1P Domain
52.239.152.74 unknown
192.229.221.185 unknown
23.211.149.25 unknown

Private

IP
192.168.2.1

Copyright null 2021

Country Flag
United States =
United States =
United States =

Malicious

false

false

false

false

false

false

false

ASN

8075

15133
16625

Antivirus Detection

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

ASN Name

Reputation

unknown

high

high

unknown

unknown

unknown

high

Malicious

MICROSOFT-CORP-MSN-  false

AS-BLOCKUS
EDGECASTUS
AKAMAI-ASUS

false

false
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General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HCA Information:

Cookbook Comments:

Warnings:

Copyright null 2021

31.0.0 Emerald
344948
27.01.2021
14:28:27
CloudBasic

Oh 8m 52s
false

light
browseurl.jbs

hitp://https://astreconseil-my.sharepoint.com/:b:/g/perso
nal/eric_vervoitte_astre-conseil_com/EY-UoX04IstLtJja
coZjaf8Bpv4roz2yVBXk3f7d6BbINA?e=4%3atnzcNm&a
t=9

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

26

O O O

e HCA enabled
e EGA enabled
e AMSI enabled

default

Timeout

MAL
mal56.phis.win@6/337@20/4
Failed

e Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

e Browsing link: https://go.microsoft.com/fwlink/?
linkid=845480

e Browsing link: https://go.microsoft.com/fwlink/p/?
linkid=2126808

e Browsing link: https://go.microsoft.com/fwlink/p/?
linkid=2126809

e Browsing link: https://go.microsoft.com/fwlink/p/?
linkid=2126907

e Browsing link: https://go.microsoft.com/fwlink/p/?
linkid=2126908

e Browsing link: https://go.microsoft.com/fwlink/p/?
linkid=2126810

e Browsing link: https://www.microsoft.com/microsoft-
365

e Browsing link: https://www.microsoft.com/en-
us/microsoft-365/microsoft-office

e Browsing link: https://www.microsoft.com/en-
us/windows/

e Browsing link: https://www.microsoft.com/en-
us/surface

e Browsing link: https://www.xbox.com/

e Browsing link: https://www.microsoft.com/en-
us/store/b/sale?icid=gm_nav_LO_salepage

Show All

e Exclude process from analysis (whitelisted):
MpCmdRun.exe, audiodg.exe, dllhost.exe,
BackgroundTransferHost.exe, ielowutil.exe,
backgroundTaskHost.exe, SgrmBroker.exe,
conhost.exe, svchost.exe, wuapihost.exe

e TCP Packets have been reduced to 100

e Created / dropped Files have been reduced to 100

e Excluded IPs from analysis (whitelisted):
104.42.151.234, 104.108.39.131, 13.107.136.9,
23.55.110.171, 23.55.110.135, 23.55.110.159,
23.55.110.140, 95.101.22.193, 95.101.22.208,
23.210.248.85,51.11.168.160, 152.199.19.161,
95.101.22.224, 95.101.22.216, 23.211.5.92,
152.199.19.160, 95.101.22.235, 95.101.22.202,
23.210.249.93, 104.108.38.107, 93.184.221.240,
51.103.5.159, 23.201.255.153, 40.126.31.4,
40.126.31.135, 20.190.159.134, 40.126.31.139,
40.126.31.141, 40.126.31.1, 20.190.159.138,
40.126.31.6, 95.101.22.201, 95.101.22.219,
95.101.22.226, 104.103.108.120, 13.107.246.13,
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23.50.99.143, 65.55.44.109, 95.101.22.233,
95.101.185.38, 23.205.179.153, 52.155.217.156,
20.54.26.129

Excluded domains from analysis (whitelisted):
assets.onestore.ms.edgekey.net, cn-
assets.adobedtm.com.edgekey.net, i.s-
microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net,
wns.notify.windows.com.akadns.net, vipl-
par02p.wns.notify.trafficmanager.net, star-azurefd-
prod.trafficmanager.net, au-bg-
shim.trafficmanager.net,
modern.akamai.odsp.cdn.office.net,
account.microsoft.com.edgekey.net,
global.vortex.data.trafficmanager.net, ris-
prod.trafficmanager.net, compass-
ssl.microsoft.com,
lgincdnvzeuno.ec.azureedge.net,
assets.onestore.ms.akadns.net,
statics.onestore.ms.edgekey.net, c-
s.cms.ms.akadns.net,
modern.akamai.odsp.cdn.office.net-
c.edgesuite.net.globalredir.akadns.net,
ris.api.iris.microsoft.com,
Igincdn.trafficmanager.net,
cdn.account.microsoft.com.akadns.net,
al531.g2.akamai.net, spoprod-
a.akamaihd.net.edgesuite.net, c.s-microsoft.com-
c.edgekey.net, compass-
ssl.microsoft.com.edgekey.net, 187189-
ipv4.farm.dprodmgd104.aa-rt.sharepoint.com.spo-
0004.spo-msedge.net, spo-0004.spo-msedge.net,
cs9.wpc.vOcdn.net, a1985.g2.akamai.net,
€9412.b.akamaiedge.net, compass-
ssl.microsoft.com.nsatc.net, i.s-microsoft.com,
statica.akamai.odsp.cdn.office.net,
iecvlist.microsoft.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, go.microsoft.com, prod-video-cms-rt-
microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net, wu.wpc.apr-
52dd2.edgecastdns.net, 160cl.wpc.azureedge.net,
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
ie9comview.vo.msecnd.net, cs22.wpc.vOcdn.net,
wu.ec.azureedge.net, mem.gfx.ms.edgekey.net,
login.msa.msidentity.com, c.s-microsoft.com,
e7808.dscg.akamaiedge.net,
go.microsoft.com.edgekey.net,
al1963.g2.akamai.net, az725175.vo.msecnd.net,
e13678.dspb.akamaiedge.net,
query.prod.cms.rt.microsoft.com,
wcpstatic.microsoft.com, mwf-
service.akamaized.net, arc.msn.com.nsatc.net,
e13678.dsch.akamaiedge.net,
www.tm.lg.prod.aadmsa.akadns.net,
a1902.dscd.akamai.net,
e11290.dspg.akamaiedge.net, www.microsoft.com-
c-3.edgekey.net,
query.prod.cms.rt.microsoft.com.edgekey.net,
login.live.com,
audownload.windowsupdate.nsatc.net, hlb.apr-
52dd2-0.edgecastdns.net,
e11070.b.akamaiedge.net,
watson.telemetry.microsoft.com,
al778.g2.akamai.net,
e10583.dspg.akamaiedge.net, fs.microsoft.com,
al1835.g2.akamai.net,
displaycatalog.md.mp.microsoft.com.akadns.net,
statica.akamai.odsp.cdn.office.net-c.edgesuite.net,
statics-marketingsites-wcus-ms-
com.akamaized.net,
www.tm.a.prd.aadg.akadns.net,
modern.akamai.odsp.cdn.office.net-
c.edgesuite.net,
web.vortex.data.trafficmanager.net,
e10583.g.akamaiedge.net, t-0003.t-msedge.net,
e55.dspb.akamaiedge.net,
blobcollector.events.data.trafficmanager.net,
privacy.microsoft.com.edgekey.net,
par02p.wns.notify.trafficmanager.net,
e©2699.dspg.akamaiedge.net,
account.microsoft.com, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, arc.msn.com,
wu.azureedge.net, 187189-
ipv4e.farm.dprodmgd104.sharepointonline.com.aka
dns.net, www.microsoft.com-c-
3.edgekey.net.globalredir.akadns.net,
mscomajax.vo.msecnd.net,
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emeal.notify.windows.com.akadns.net,
csll.wpc.vOcdn.net,
displaycatalog.mp.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net, statics-
marketingsites-neu-ms-com.akamaized.net,
client.wns.windows.com,
statica.akamai.odsp.cdn.office.net-
c.edgesuite.net.globalredir.akadns.net,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com, Edge-Prod-FRAr3.ctrl.t-
0003.t-msedge.net, web.vortex.data.microsoft.com,
lgincdnvzeuno.azureedge.net,
privacy.microsoft.com,
e13678.dscg.akamaiedge.net,
skypedataprdcolwus16.cloudapp.net,
www.microsoft.com, al813.dscd.akamai.net

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size getting too big, too many NtCreateFile
calls found.

e Report size getting too big, too many
NtDeviceloControlFile calls found.

e Report size getting too big, too many
NtReadVirtualMemory calls found.

Simulations

Behavior and APIs

Time Type Description

14:29:37 API Interceptor 1x Sleep call for process: dllhost.exe modified

Joe Sandbox View | Context
IPs
No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{182829FE-60EF-11EB-90E5-ECF4BB570DC9}.dat

Process: C:\Program Files\internet exploren\iexplore.exe
File Type: Microsoft Word Document

Category: dropped

Size (bytes): 63720
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{182829FE-60EF-11EB-90E5-ECF4BB570DC9}.dat

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

2.139100348556174

false

192:raZJZL2COW3tgfFFMuuwYfBMry7eW8uZAlxr3Q1yNg:rGFCCUdO8uvm8yh8uz4V3gl

331FODB6F2FA000FF895F97A8D4B90D2

8EF0A758ED3BE2CF3F92ABBD34F738D8AC144171

05BE801DDSEC6C403EC13EF31AF44E0B6FD378AC48F4DE2E4B8B2D4B23AF031A
162E06F90BD516E4B43E862BDE10DOE162CF70E94144A6DF4413A223DFBBDF535283403DFAC6B000248024F87448E82915DCOFIF48AA22C98B9283E5B7CES8C!

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{18282A00-60EF-11EB-90E5-ECF4BB570DC9}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

30860

2.3118756145392645

false
192:r1Z0Qs6GkfFj92EKWUMPYF19FrVDFoKHJzIbMac+CoA80A:rIR3HfhOWBPQ1ZDnOF8r
B56B533EE57AC24E68231A3F04324A58
D2E8793D7AFE519899374245E47C095B5F8E2721
291E90BCFE12BF51652E5E05D70AF0A4E1DAF3BALEDAEOA94948C2C68E59B286

DD1ADAD2C643EFE580253F034F42A0817E07EBCEC8D62C03FFEBOEB9321F2A5CC991922D4B206F246B4875A76DCEC2BOAAEL6AE02B3D24A6179F7143E9E0B!
A9

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{18282A01-60EF-11EB-90E5-ECF4BB570DC9}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

Microsoft Word Document

dropped

19032

1.5844447386882885

false
48:1wiGcprLGwpaaG4pQ+GrapbS1rGQpKdG7HpR6EsSTGIpX2IGApm:rWZFQa6wBS1FA8T64FEg
84FB7F17B9EC3A1FB6559B9B70BCF04B
5E72859B452A62B4960AEFE6DD5ABDI1EEAF24D8
3FA4EF7F87BF84BE605F0E2482244DC7321E89D8ACBEC734E63BDF5C4F8D4D57
30E3CCB84803E468661DC59F7F6FF7417DA4CCID5CB22083130EFBOODOALIA2FD144DA066B85F992B2CD38471872A5FB2149138FD65E7651031C99541361D3FC5]

false

low

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{2CACDFBE-60EF-11EB-90E5-ECF4BB570DC9}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

215956

2.594964139098898

false
1536:Ai/S0V/6/zyLkICgORNk/egORNk/wOwlYy7FoU:Ai/S0V/6GkICpRnk/epRnk/wOwKyFoU
28CA94E28056F83A9F61E6EBDEB61587
DF34744DD913F17656CC1BD811FC5EB4E47D954E
101DA3683A3AA3CF5219CF5B3ABCD3F6B2812DF9119F46FD20DC716E0CF0483F
DF04936C00C5F1874260C7EE612786757CB740FB350F7549EF4EDE675321BC6C2F932BC8D786BBEEDB1AO6BAES987698860FC3C58E8E6D532D4A64A4331BB76
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{2CACDFBE-60EF-11EB-90E5-ECF4BB570DC9}.dat

Malicious:
Reputation:

Preview:

false

low

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{46A211B1-60EF-11EB-90E5-ECF4BB570DC9}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

16984

1.5659048741380033

false
48:lwajGeprmGwpajjG4pQrGrapbSerGQpKQG7HpRHSTGIpG:ryZ+QJ6fBSeFArTH4A
694D653B002AF72D7A129C3AC0D12564
06BE5D19D7DD80D849D23418FB19CE3BOFEAGDDF
28B975034B74501BB270AE9FDB7D5B6FEEB0110B35E562221E771AF7DB275C90
0C846AC24A78516545D87CE72C39345751595951449590AF4322D5FCC160FBESF853996B8E255EA3289711CB81621A6E21CES6F168763792AA166DE104A460D5
false

low

.R.0.0t. .[E.n.tr.

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

657

5.055980947272258

false

12: TMHANMNXOEGJKtnWimI002EtM3MHANMNXOEGJWnWimI0O0ONVbKEtMb:2d6NxOBCSZHKd6NXxOBWSZ7Qb
4F43DBB98DEECCD966C44E4F372306E7

5F49E800C4EE6CAOB53BB095CD7F81C3207D748E
4F81F3CDE679CB61E0024BD445E56E2356267CAOEDE2B9819C58A5CB578F7AB5S
E83FB46C048059AB1D126DD7A5AF306B6A4043A055F2A012028F46F3A2384F0793902F2B600672C72CCEBC7E413A58DED212636FFD23E01060244918427AA1CF
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xeec97dde,0x01d6f4fb</date><accdate>0x
eec97dde,0x01d6f4fb</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml ver
sion="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xeec97dde,0x01d6f4fb</date><accdate>0
xeecbe035,0x01d6f4fb</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Copyright null 2021

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

654

5.101984682414396

false

12: TMHdNMNxe2k/Wz8nWimI002EtM3MHANMNxe2k/WM8nWimI00ONkak6EtMb:2d6Nxr7gSZHKdBNxr7M8SZ72a7h
B32F6430105060F0C41B91F18B6173F2

7A71D9D19C76A1FE3A57F34F8FOE6055DFDA6F1E
599F7A4A472AB4A04DCE5SC463F8DC171A2B11B25D5210AB823BB167BC37DC8D5

874232311E81BBD6FFD6BCEEGF03AA2E124CF134FCFFEFEG346EAAGB3978FA619A0292EAE3B75B675BF10085D5C763AB204DEC2AFE145DC77144926A360FDF
5F

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xee950a1f,0x01d6f4fb</date><a
ccdate>0xee950alf,0x01d6f4fb</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xee950a1f,0x01d6f4fb</date><accdate>0xe
e€976c84,0x01d6f4fb</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Amazon.url"/></tile>
</msapplication></browserconfig>..
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C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

663

5.0656568716276205

false

12: TMHANMNxvLAWNWimI002EtM3MHANMNxvLAWNWimI00ONmMZEtMb:2d6NxvEWSZHKdENXVEWSZ7Ub
4C574E3874B93A85C621E1DCA2A01AF3

DAFE38DF626CCEABOC97BA34FB1006590DE96434
7B07167CB62E51EEE3208C11F2D5FE09DD483BA0877E1F380F79BCD5D95C35FD

246824127EAB588CFEAC87B47B3COAO6AEODBGCFF7CAC7DDDOECE08053D025809CC98CF56F98701287BC8F450C42F34A313CB42EBC5BFBE13C5D0C94CEEF
CAA

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xeeche035,0x01d6f4fb</date>
<accdate>0xeeche035,0x01d6f4fb</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xeecbe035,0x01d6f4fb</date><accda
te>0xeecbe035,0x01d6f4fb</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

648

5.099922462116803

false

12: TMHdNMNxiOonWimI002EtM3MHANMNxiOonWimI00ONd5EtMb: 2d6NxNoSZHKdENXNoSZ7njb
7D0613052472D673F6448BD817B6AC25

C8E49777FC5EDDEFF8151A7248FA08274929971E
5F9007243D58FCBA35406C0183F045FD82B69A0DE20E2A398B59C847107A929F
14871DB040E38CE010BB0AA621B7E7D6A0338C6514F0152684D99C3A8536F71A8932DDAAIDEIB5BAFES0125C62F6254A12F8F482758EF6CB964B02C5BD7468C:!
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xeec4h939,0x01d6f4fb</date><acc
date>0xeec4h939,0x01d6f4fb</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xeec4b939,0x01d6f4fb</date><accdate>0xeecdb
939,0x01d6f4fb</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile></msappl
ication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

657

5.093660116782597

false

12: TMHANMNxhGwtInWiml002EtM3MHANMNxhGwtInWimI00ON8KO75EtMb:2d6NXQEISZHKA6NXQE9SZ7uKajb
C626ACC3FA9EBF535C39FBCOEB3AF61D

6610680E2A19F9AD87A9B20C286B80BIF8DI358B
447A4D075C89BA6002FAC585FD2BFB074495B8788COFEE2EF7B01F95BF82039E

E58A073C4E4B1F17E2044B3A06A8DF797328B6E2EF021F1FOESE021BFCA9CBBB6E0230D9C82ED27FOFCEB6B42E3701E8D800944EB27653B05A9C8097205B910
5

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xeece428c,0x01d6f4fb</date><
accdate>0xeece428c,0x01d6f4fb</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xeece428c,0x01d6f4fb</date><accdate>0
xeece428c,0x01d6f4fb</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/></tile
></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:
Size (bytes):

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
dropped

654
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C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

5.051924951604631

false

12: TMHANMNXOnGJIKtnWimI002EtM3MHANMNX0NGJKtnWimI0O0OONXEtMb:2d6NXxOECSZHKA6NXOECSZ7Vh
EF0A12500B77772D7F28B5084D4C8F86

4E67EB70CA516D459F22CA98A02B6FD7AA2CT751F
81F992981E3F7C3256AC607F592A2C95375B62EFE9ID7156C62E1854A44DE098F

A1063D295681C28BBCA31EF6D9C49BB02D5C286D6C84CE81A674CD4F82B509DDBAD37605A6350863650ACAEFODDEDBC53F794D0390D9FC4A4A111D63DFAQ(
CE1l

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/'/><date>0xeec97dde,0x01d6f4fb</date><a
ccdate>0xeec97dde,0x01d6f4fb</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xeec97dde,0x01d6f4fb</date><accdate>0xe
ec97dde,0x01d6f4fb</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile></
msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

657

5.102331213266196

false

12: TMHANMNxXRZnWimI002EtM3MHANMNXXRZnWimI00ON6Kg5EtMb:2d6NxfZSZHKABNXfZSZ7ub
6DDE347E3E8ABAF1749F1E7A87C2380D

OFDAECAEA1A4F309B8350DEF4B2B506BB2893025
C7E46E299F52F4F1ADDD050A2D36574AD620C84C284F85D9A264C62D11A61F81
D11C94EBBOD6A3DB3B941226A82AF6142B67C83411A3C8FAC375654A970B6708E17C3C12006D37A54EF9BD439AA96423ED250ED71B6223376DF23274198F0147
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xeec71b8b,0x01d6f4fb</date><
accdate>0xeec71b8b,0x01d6f4fb</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xeec71b8b,0x01d6f4fb</date><accdate>0
xeec71b8b,0x01d6f4fb</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NY Times.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

660

5.051145722334555

false

12: TMHdNMNxcOanWiml002EtM3MHANMNxc0anWimI00ONVEtMb:2d6NxBaSZHKd6NxBaSZ71b
OEE4E147894ACBD266DBA9FB81913287

59BFFFD615E070C1483BAFF043BC41DEFC248F12
5BF6B0C1332CA85D428D80E8982DABESAAFAFBIFE13FAADEE1588B21313808C1
D18D3B65C0268A4B0274058A07D6BF6D7E81D7B14CCB829B9274E99AC8BA1329294DB316CE7205BB206A96C74767903531D32571481834F9332AA5A5A747FF85
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xee99ceee,0x01d6f4fb</date>
<accdate>0xee99ceee,0x01d6f4fb</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xee99ceee,0x01d6f4fb</date><accdate
>0xee99ceee,0x01d6f4fb</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

654

5.084908966494597

false

12: TMHANMNxfnIXNHnWimI002EtM3MHANMNxfnJXNHNWimI00ONe5EtMb:2d6NxB5SZHKd6NXB5SZ7Ejb
E113A28AC3532FA258F3CE69562EF2A1

BBEFOA7979F7F718AA02BI9CFE127DC6F798E6GEBG
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

45FBB9AOA3EAD40D8094D799D4A6528DBA3BFB1D7D61BADSDAF9325E2BD63406

8EBBAFD97A720F8CECA4BEA8D81B29390B90BE7CD42537AD9F2F3560BC678A644E600A27A808D8F9924AB23C5AD77D092B8002ESC2EDBD5D4D0888CE436564F
oc

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xee9c3145,0x01d6f4fb</date><a
ccdate>0xee9c3145,0x01d6f4fb</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xee9c3145,0x01d6f4fb</date><accdate>0xe
e9c3145,0x01d6f4fb</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Exploreriimagestore\dikxvqflimagestore.dat

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 53748

Entropy (8bit):  3.0430484747031867

Encrypted: false

SSDEEP: 48:bACa5AHa5AHa5AGgyyyyyyyyyyyyyBa5A0Aa5A9QQQQQGaA6n6a6i6tgyyyyyyy0:iQQQQQYQQQQQ0QQQQQ9

MD5: 384F1F15EB7D7145243A5B7BB0B992A5

SHA1L: D5478178DD388B34315154844F70506C3B683460

SHA-256: 928A4E95E6DFBD0832E64139A8CB99EA4171E9C8F5795F91FB29F5921C0116BA

SHA-512: 949A52F2AD5DF8CC3ECA00B4B69CC70B31358B09FA99C304F51C658596617864B718FB36CFOCF7A711C5894826905C29684880B375E3CBASDE1BASF35A2A406|

Malicious: false

Reputation: low

Preview:
(-h.ttp.s..//w.w.w..m.ic.r.o.ss.o.ft..com./fav.ic.o.n..ic.o0.?.v.2.~(
' ...333333333333333333333333333333"" .333333333333333333333333333333' ..33333333333333333
3333333333333" 333333333333333333333333333333" 333333333333333333333333333333
...33333333333333333333333333333: e ..333333333333333333333333333333" mmmn———=;mn— 9, —  333333333333333333333333333
333" " ...333333333333333333333333333333" ...333333333333333333333333333333 ...33333
3333333333333333333333333"mmmmmmmmmummnmnnt. | 333333333333333333333333333333 it

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panel08_MultiFeature Hearing[1].jpg E

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1083x609, frames 3

Category: downloaded

Size (bytes): 168196

Entropy (8bit):  7.992622010379714

Encrypted: true

SSDEEP: 3072:k8C8BgZf7TgiyR/HTYbGSpfeSswai+q6YGgDU+DhUO7c9ZYRJIrj3hIPMqaieq:k8 TBgZTSNHkbhswGq6C60azZYRI71eq

MD5: 1877519B228F5986C62ABICF3AF546E0

SHA1L: B609321D765DF970FC90BBB550F6F864EB21E498

SHA-256: DCF12AC0779E78ED3122BE79ED3D2516FB5FA4D3344FB116751DFD32B353215E

SHA-512: 603CF9E6FA4092C73D64CC3D59C2987046387291EBEDE2BAAG9A0561A64B53917DD1A5FB28949DCC9A59632007B8454E8B3AA53901C33FDIEB6DAESA3DFEL6:

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c.s-microsoft.com/en-us/CMSImages/1083_Panel08_MultiFeature_Hearing.jpg?version=cf4ddf72-d8bb-cb63-ba28-75b78829f1ef

Preview:

...... BN T T T T TP - B OO PP PUPTPRUPTPTPPRPPOOO~ SN A =1 Y2 TP C Y2 A
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y...e3..CT.X..W...6.R2..1.SJE.-I...Ju.)g.S f....a......s...S... ...L.&yC..../[*.Q.7..j.41....S.R.A]tY..| .v9/..a}V.b.....0.L.V|..O../[...KL..~.UL.=P.M57PK[0:.nj..].<.]..V.;.a.K...H4....
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panel08_MultiFeature_Learning[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1083x609, frames 3
downloaded

109655

7.981060947881193

false

1536:7WJI/fTuiOIC75cL7nXYVjWilp105405RiPOnLNLs+ou4nA3p1p9hEENInzzNyUq: 7+Ap+054SwPSL9sJu4nA3plp9TtNyTZ
E408A41D916B5852E7COF69E98DDF2BE

9089AFFE45C9C359E61F2C178DA0D3AF4704E88B
F2BC868AB50093DB4E5F17A2691CBCDAE779D47A7FB81674230DA70A21B02D7D
57FACEOD80DDF374BF1F937EDD315B7265DF9292083357AF8F2EED12F6E7EFESE4CBC57732F107668FDF8740C43406513427EE1C682874A0E66DFOABB6FBIE2

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panel08_MultiFeature_Learning[1].jpg

Reputation:
|IE Cache URL:

Preview:

low

hitp://https://c.s-microsoft.com/en-us/CMSImages/1083_Panel08_MultiFeature_Learning.jpg?version=e677eled-830e-f88a-633c-dc048f3ec5bf

............................... A LUelel i AS(QIMH.
.h..1$..@..E..A\..%M.,.Q]Cpp._?D.z+.Q.0..0.y...".9. V.M.h....e.T.6;Z."....m..l.bc...&.4..@j...)..!8%.
LAJISINL_2.2.%.9{.S...0....d.7T"?X........S.{SKC.TM..g_WF.W.z......4..C...
X.Zz.&L.CA.}........ —/...c.q.k QT7E CCSZ.$.1$.(.12S.\.....)..&K.pl. A b, +.jO.~ L MQW.G( L~ e 8. kZ
<€?.P.20..}=.3E.620.6_-.0.2"..... g..\....m ..... 51..KZ......h..Z.D .D..F..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panel08_MultiFeature_Mobility[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1083x609, frames 3
downloaded

124609

7.984861343519558

false

3072:XJzUyEhXXbcQUEKEWTLNGrc1wbUDI/POIjWDXQUWbeTi5nz:XJzhEZbDd0Okc1ps38jutWbeTihz
779FFDBE0434CE42273C8C5807A7BECO

19A07B1E5B79085D2EF7A9FD71CABBSEFESDBSCY
E06838AEB7EC1445331BA4782615E85A6FAF116D715908D5E45F09465086FF66
6A3F2EC2AE1341CF6B0235D1E723CCA795E913A7B762E82F36F88A8440DBCBBYE37BEE0C04402372CFD7E1107F869FB8003683325092F68B85A285B8081F0B5L
false

low

hitp://https://c.s-microsoft.com/en-us/CMSImages/1083_Panel08_MultiFeature_Mobility.jpg?version=cOecdb42-f74b-56ec-d258-d462bd483d36

...... JFIFaZEh ~KQ%.z).k...C...1.03333
333337....... T8..nY..2..N[/..gLV.35.....fk3Y...f.Y..5..N..e1X..I. ffffj...\s..d.Ral..A...../.fk333Y...fk5....f.3Z.fk5I T..Lv.(..j...Q.....5.&J....
...uxuW.Pc.S.....Klc.. V3332 ....... f.z..@ W...5.c5. 5.#{fy.J7..3%<.C....... W. }<331.!....ﬁ‘ffffﬁfff3332 LQ.zH 5. .

2y AP APV ]>P...9.N.R..@...S]V.333333y............ =t.wP. X< LzK- WL ke
BN ALKz, T va..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panel08_MultiFeature_Neurodiversity[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1083x609, frames 3
downloaded

182272

7.976051301297215

false

3072:ttfC2ZL6JIHIbDC+dpQoHRNW5eUITtFIKUYmVefmwhqUjD3LOPD:/fPZLMHIPVdpJHR6e3PkUxEe+qWDIPD
2CB81F3882ABA9ABA1092BC6A63ADB1A

39FFOD2AED9EE5SBC2C09B048BCF27732D81FA8D9
7FFD74BE52D35F8517E9FA91D10E51728602947AFCD48C51A12EDD72E8D5B547
1A6511E62697793AF200027615CE7EBC21924D107911EDBD3B61123C58E6082317C842C8864230ADF772F9696064A02C605476DA37104089FFE12789C26FE96F
false

low

hitp://https://c.s-microsoft.com/en-us/CMSImages/1083_Panel08_MultiFeature_Neurodiversity.jpg?version=e062b307-0a98-61bc-3662-5d94c74c1206

y#.Ya..&0a.....Q. *1...

<H..W.$.|.Sf@.y..j.R.V..l..m:.". B..*J...Et.. . . .}.D.. X).%HRP...0.g.>.mt...0..6.>u:..x.n0..../G...H.H...0Q.0.".Y{1@...
.DC.E~.UN..@....B.u.W.. LUea ....... h.d ..... W ..D~ xlb > K Y2mT..."|..DH zT VBV ..Vi.{.9.Q.\P.Seb...S....n..Il....m.Ea6\.Y..y.."...L.....D.B.b..E{..0*.*.U-U..
........ W..\&. +.....&...0.0..+.e....Y.mg.bDmH..K&V. .h. h[*.LV.T.*M..Qj...%H..yJMz.ak....}..Kb..!1$3.......9>.....Z.Y[...99.._TW.E.V.zk....(..V.>H*eR..$.hB.d.HJ... .->..p...
"YMX...4..c.Im.5."...Y.#..YZ.xz=c.g..Z.IYH.,6.{">T. k.J... X!*.EU.....Hx}....."Qil.(I<.... #W.rE.......6..p.4Ru...xn,,V.Uz.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panel10_4Up_ldeas[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 235x132, frames 3
downloaded

14633

7.9485691474413285

false

384:fCyweljdVPTaApS6A6KKI+aW7fKoE6rzDotxclF:5RzTkKl4wgfocL

9BE428D12EOE1A7F5B670FDDE090612D

66AA123BD5F4AB6A48898C2E6DAL1995F79E19A2D
66CE9A7AFA936A27ELEC5F7FD671E6DAFBBB64FE1429161EADA7061331249F31
5ABBEFDE09A30B15986AA91946918727484DC5C45F0535AE49B121FEB731E94640C07FF41619664858471183DA177F2E0D81C3DC07273C568BDD647D6826B128
false

low

hitp://https://c.s-microsoft.com/en-us/CMSImages/1083_Panell0_4Up_ldeas.jpg?version=8107cc45-077b-4a36-76d1-00ae1d4209d2
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panel10_4Up_ldeas[1].jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panel10_4Up_Protect[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 235x132, frames 3

Category: downloaded

Size (bytes): 15837

Entropy (8bit): 7.9357087463661315

Encrypted: false

SSDEEP: 384:fqF4KOBPKIVknOziVkPAFJLc5b3kHMnoNCgXqg8y2o0lPsUtnBCXqU:SFwBONnOziaPAFwb3MMoNC2g8fo91q6U

MDS5: 5B157CEF5EDC9660AA9C32B197BBB7EQ

SHA1L: 4997E5DF31393B8B51E4DDE98880487D1A6C8DC1

SHA-256: 54B5E1BOD3D3F69FE23469402D76DCCEBO7D66F8C9811C57E3005B86527BADOE

SHA-512: A280FABE338A33905BB2E1DE34D7476B759D01D899045D96BEE196E255A7C7D46FB75282D5C8D581412DEC946BDD4CB642F08DFDI0D233F53DED7B19A3E220
2

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c.s-microsoft.com/en-us/CMSImages/1083_Panel10_4Up_Protect.jpg?version=00ee237e-fOcf-fb78-4c35-7ed9400cc04b

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panel10_4Up_Time[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 235x132, frames 3
Category: downloaded

Size (bytes): 12990

Entropy (8bit): 7.939612140302511

Encrypted: false

SSDEEP: 192:fy3nesOyiWEFkyDreEu5idISE7wNIIPo7aNAgmWeNKQCzZTCmUc1F+ZJbHC9xd9B8:f+EJJIkyFEdb8IPrNpeYpZ1DkZImXZi
MDS5: E3DFF6F7E49867952458AF3690891798

SHA1L: 5B3F0A35BA3924F96ED571E6598C04DC51E51414

SHA-256: 50C1CD6C3446048D768E80997B81BA71D1F2B9D19300821CEOB1B7C386CF360E

SHA-512: AC2756D4CC99044379D0E6893785203F9593D1312932BF44E6A93B513AE38E4477546AABC2106AC8DF80699D604FDEGFCB7D44D9096AD806F7B3FIFF52689A64
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c.s-microsoft.com/en-us/CMSImages/1083_Panel10_4Up_Time.jpg?version=20219¢65-4229-2056-9e51-b25b7b7df4b2

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panel10_4Up_Together[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 235x132, frames 3
Category: downloaded

Size (bytes): 11406

Entropy (8bit): 7.946571294862503

Encrypted: false

SSDEEP: 192:fAtesEzDRe0e0gHINwWkWapEQTu4fZ6jAKeRONe4fGals8ikzeX1mt4rf:fFDLeOiwkW2u4fZaAKyb4fGaiVeell4L

MDS5: 1CF9FF792BBB064DCC9A160DC886051E

SHA1L: 8E292109D2DF6A86DABBA5784E1E1509B460E76D

SHA-256: C078F5C83554F42D5FD8D7171D6EOD6A71DDBBD5F842B7DA52A9C2E011ADA2EF

SHA-512: 1DASEC7F5B55E0D38220D429ACED875DF22183C20BAD4018CB75ED484DB8B20F8A06796250F46E56C8C0693AB051001350751F8BSFDEEDO16E2991D3829AA5F
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c.s-microsoft.com/en-us/CMSImages/1083_Panel10_4Up_Together.jpg?version=4d2381el-cla2-f667-eff0-3a0ff3fc2600
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panel10_4Up_Together[1].jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panelll_HighlightFeature_Apps[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1083x609, frames 3

Category: downloaded

Size (bytes): 118461

Entropy (8bit): 7.965254809704489

Encrypted: false

SSDEEP: 3072:93/9hmGnv9EN9gSey3AocdmsDKoWNRINWU7hlwtv1:Y/t3Sey3AocdmsDKoWDnwtl

MDS5: FB0AB6A3D0ODE2935B444337A78867B40

SHA1L: D45E74B07B86692652BD465A849FA4A4BI7B49AE

SHA-256: 95EEFD96EB652B5D5F09E56DFOF4D83F8CDIB2EAAAE2792A92COACEOBE36146A

SHA-512: 4B436BF9791745FE0B6227ED640D0FC9002D9389C1507AED3A9D11AE2A7A228D91FAACEF4558E392921AC11D1B4C717C46ED5A55BBF4ADODDA9OF2D5A11C5]
A5

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c.s-microsoft.com/en-us/CMSImages/1083_Panelll_HighlightFeature_Apps.jpg?version=4a5681a4-ceb8-7a0e-89d3-cf0aee685122

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panel13_2Up_Pro[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 494x278, frames 3

Category: downloaded

Size (bytes): 38605

Entropy (8bit): 7.98190244701047

Encrypted: false

SSDEEP: 768:dxMQ8yVWBoP3XhtdmOhA8eYXRNBOUQ1XuTIvdQY3xR0o9:rMQnVWBWXVm8U5CW2Y3m

MDS5: D9809D83657B6EB4E6C7C57DC49C58A9

SHA1L: 12F9742B37C01AFF73CCOD0365AF695EA2391E03

SHA-256: FOEA18D47A069C318175C5914520227B36FD3A1DA7857DAE94CBE3008C19F99C

SHA-512: E401C5F3B8E7066C63583BD4BFED912ABAC43862BCOB3FCA56755B3E0C9683A750885166331DBAA4CT72BF39B757D28A682A9A595E8970CD6B1C607CID222FAl
5

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c.s-microsoft.com/en-us/CMSImages/1083_Panell13_2Up_Pro.jpg?version=846c282c-e61b-1660-6231-f045de3efdb4

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panel13_2Up_home[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 494x278, frames 3

Category: downloaded

Size (bytes): 49954

Entropy (8bit): 7.984603554530586

Encrypted: false

SSDEEP: 1536:yg3anxyXONSIlzwOxGxwTuzw/YMIGIB0ESD:mYHINwOXGxtzMYhGUOESD

MDS5: 6F473E942CFCOF770C2CE6D22B92D6C5

SHA1L: 93D9DD1A2D88374477CC18F5A70AAF3CC1F7B086

SHA-256: 07FF3D2FCBBOF7DF9CBAD5FEDC5886BD103CC881CEFF479BF7DE39CF8D31E91A

SHA-512: FE2976A2789E921A61DA800521A5FF301CC9B27110COAC1A92EF39A89685AA157CFA336ABEDE10D7EDDB5COEBF82919407346387670A643AA3E6BODCD7D219!
4

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c.s-microsoft.com/en-us/CMSImages/1083_Panell13_2Up_home.jpg?version=402e3849-72f8-ce84-c458-e4237dac71laa
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panel13_2Up_home[1].jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panell5_Mosaic_Item1_Gray[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=0], baseline, precision 8, 1083x400, frames 3

downloaded

20032

7.502955298274388

false
384:wIDY+ngX4zrTh52TyqydrTDZnaygTjwpykpw4blytWOUcqP2:wJRnhsygsjZnayEkp7bUtWOUcqP2
60B33E181A383283E6E96A9F40BF4045

7BF1BE1FE9AE44A1F94BFF9DA0C53D75715328C6
AD6C804544415CFE232BC74D83F39989F4D2D4EB187A6ACB07FD6ECDE2493A33
11EAA578B152228D4C2611106F8D34CD59556C0614DDED6418EFC8714AC39C88A7EDDDAG61DC751ADF5FA979F4D30B8353540992960249AA9E927F8E94452C0L
false

low

hitp://https://c.s-microsoft.com/en-us/CMSImages/1083_Panell5_Mosaic_ltem1_Gray.jpg?version=38f7b9fc-53ec-4997-cd72-7fedd363404d

...... Exif..II*.................Ducky.......K......http://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 5.6-c148 79.164036, 2019/08/13-01:06:57 "> <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmlIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmIns:xmp="http://ns.adobe.com/xap/1.0/"
xmpMM:DocumentID="xmp.did:E848B4315CB911EA88EEDBD181122FD0" xmpMM:InstancelD="xmp.iid:E848B4305CB911EA88EEDBD181122FD0" xmp:CreatorToo
|I="Adobe Photoshop 2020 Macintosh"> <xmpMM:DerivedFrom stRef:instancelD="8F6BI98E30D2E75BCEAE1C4EA6B2EEB5C" stRef:documentID="8F6BI98E30D2E75B
CEAE1C4EA6B2EEB5C"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>.... Ad0DE.0...........ccoiiiiiiiiiii e

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panell5_Mosaic_Item2_Nocamera[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 542x400, frames 3
downloaded

30919

7.954402391877308

false

768:gsgdbRBQEbYYA2dywOyLLnvR38w+VSbm2pRwfn8awr2:g9FvQEbYYAvelLLJsLSAN8aj
EA6D26EF76C43EOE8765BF883564ACBB

7282DCB1FA4E9A45E3D92A9DD4BFA402BODOES31
679CFCO0789EA0674002B3BAC1EDE7520E0A756B33187456F50207D4F44B43B09
D45B31964251B2BFCD740D24E3A3B3202128248AD48CA0F0435315A73FBC155932398176D2E460E64008C77060FF7A4309943401E52CA3B35DFDBDB657BBCDOC
false

low

hitp://https://c.s-microsoft.com/en-us/CMSImages/1083_Panell5_Mosaic_ltem2_Nocamera.jpg?version=54716647-eadb-d215-11b6-adfd27375b54
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panell5_Mosaic_Iltem3_Pen[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 542x400, frames 3
downloaded

38323

7.946783423203652

false

768:8+YJ7M4IBm0zAWxb7asSZbuEdNZ10YgSnhYPODXLADzLNnZrAAI+dIVF:alMp6+ZZbusZ1WPODXL+zLnZrAkQID
AB30AF5B34DC045823336439F57A5BDB

FD33215E86D0B2ED32CE565AA1C3DF109B243A93
88DC7852D0D04B0B50C75776D3467028637D47C6D1D3E1961CES5A2AB56FECOD5S

BE671F53EA853BE3B11CCAFCE276371928879E97110C4CAB786442CA19D6BAEB528BBC7ED619B9F59B3A0D5392B555EFEBASBB22E942E388362BC6A5FD5156
11

false
low

hitp://https://c.s-microsoft.com/en-us/CMSImages/1083_Panell5_Mosaic_ltem3_Pen.jpg?version=9f1f76fd-32d3-1aa3-4eec-e1fdab956923
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panell5_Mosaic_Iltem3_Pen[1].jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panell5_Mosaic_Iltem4_Key[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 542x400, frames 3
Category: downloaded

Size (bytes): 32390

Entropy (8bit): 7.962376262587795

Encrypted: false

SSDEEP: 768:BlvLs1yU28KxNBdFs/g4ZYZVrmwKiZOe+d1/:yeyUhK77FsooYrtK3e8/

MDS5: 6B4059FADCOA315A85CC23CIC4E22C35

SHA1L: 373B35359E265D70F277C73BB51ED2A11F6AF74F

SHA-256: 676B72418905F920FA07A00D4AE96539396C52D61137A7B3BD506429CA79CC5A

SHA-512: 44D42215B506476822F3B653E3084C87743C116D211586DCA18AEB3FDI3ECA4ACDEDB210E73DD649B6209AF8EF67CFOC4A2CA193B89D66D200D517A0FD33191
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c.s-microsoft.com/en-us/CMSImages/1083_Panell5_Mosaic_ltem4_Key.jpg?version=271e8d93-8c40-1812-9247-efla3ecd6392

Preview:

.%.m...N...$0.u..N....or.w.z.Q#..2..UUJv......(. FA.
eq..T.@..\J..$..0.%.x....222".....|.YX.G.@....9.0"X(...,6.Y..URRi%V....
m.m.6.]...d...l..c..V.OEx......oK.%U..G....s.1INj..m.i...Jol. .W..K|.Rf..b.3Ey
JALk..g..ru.2..{......N#0I0.&k.1>3..t....h..Fjjn..F3#p.qg..g-...n.cz]..?..m.(<..c.'M...;.q..=#....c.SCkf ...q.*.n..:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panel15_Mosaic_Iltem5_Stand[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 542x400, frames 3
Category: downloaded

Size (bytes): 16475

Entropy (8bit): 7.814365220066478

Encrypted: false

SSDEEP: 384:fbZaAbOyUMZ95IQRVAfobZCXLd/ZIFNHNY 9tFiINeFwsQqH9:DZgySQjBShANadtFilNe+sQw

MDS5: A2AA2B4620EC4C797042811C008D3B89

SHA1L: B23CE846CC395867F219C33C42A094197816B9A6

SHA-256: FBCE541750335AE8C5BB4839F2D7EBCFC7B5224E0CE01B97C17EE89E6ACBBC80

SHA-512: 34B8032574C430C5639BAB431DABBDEAD67819666728173787D4BBD3DFE6CIA48EE6F21172EDAC5D0C7B46455BE6954A82E9BFC996126922DC2854129D3741C
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c.s-microsoft.com/en-us/CMSImages/1083_Panell5_Mosaic_ltem5_Stand.jpg?version=00530597-9619-2575-35f4-6d87092a5ab8

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panel24_3Up_Footer_Surface[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 321x180, frames 3

Category: downloaded

Size (bytes): 18894

Entropy (8bit): 7.974846897993118

Encrypted: false

SSDEEP: 384:fS+FzrzE1nFNwigLKvTDce4ltWSDgbesh9eEPAQIt214ttB5IVVbMObW/318:LEXFNQgAe4II9CsOPAHX6Z2

MDS5: D34A4DBBA6BC6C261819816DDIFOE6BS

SHA1L: EB4B0CB144768071E72DDADCAFA2E567F28ADC02

SHA-256: 43D1D7F12F25D15182097B756EB63C9452B338387907C4D18BE6CF158E8EF8F9

SHA-512: 1E1303A8B8BABBIF46CDAO9IBA3CF2A8A116EA297EEDSCOAEF3399387F406D7A041830D216300BBB43980AEB96C5B13EE6C6A087EDADB123A11CE61B3FCEOC
011

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c.s-microsoft.com/en-us/CMSImages/1083_Panel24_3Up_Footer_Surface.jpg?version=d7a44b09-8bdf-5e60-ad90-b6765c8eb98d
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1083_Panel24_3Up_Footer_Surface[1].jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\1x1clear[1].gif

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

downloaded

43

3.122191481864228

false

3:CUTxIs/1h/:7IU/

F8614595FBA50D96389708A4135776E4
D456164972B508172CEE9D1CC06D1EA35CA15C21
7122DE322879A654121EA250AEAC94BD9993F914909F786C98988ADBD0A25D5D
299A7712B27C726C681E42A8246F8116205133DBE15D549F8419049DF3FCFDAB143E9A29212A2615F73E31A1EF34D1F6CEOECO93ECEADO37083FA40A075819D2
false

low

hitp://https://www.microsoft.com/onerfstatics/marketingsites-eus-prod/_h/9bel51e5/coreui.statics/images/1x1clear.gif

GIF89a............. | I R D..;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\4b8d9e30-e1b0-4027-80e8-74da19dd38b3[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 539 x 300, 8-bit/color RGBA, non-interlaced

downloaded

11870

7.880799221591595

false
192:+cuRyUFYbH2tRJ2CaMEuUkCP9097V+w5MBZ+7SHDbVJLvrLmzMa3eMV5laVegZIA:WHFY SaukLN5MBzLSBVAeOS
3D4354495BC140D6D707CF5CFD67561A

3D2E725340F89DE95BCABD32FE922316C8CFAFOF
E2BA75CD68317EC896F72B2EE95515FADA7E72C1F6D88BAFICDE6BAC2ES5A25D848

ABAC6D99A8367E3BEAB36ES362B3E7E6CA3657AD11282FBCF7E3DA76C4B20F716AC8D5C5C64CB93A7CEOE2AF11ACIFS5CB6AEBAG3AG40CEIBEAEB735E9CAL
8370

false

low

hitp://https://compass-ssl.microsoft.com/assets/4b/8d/4b8d9e30-e1b0-4027-80e8-74da19dd38b3.png?n=539x300.png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\7a-3277aa[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

391702

5.301222915385823

false

6144:PfwtwmyU4srxCqFOp03Mw1+/cg3poEjOJ2MVu4glCCkt:nawmxxn9170K
2B9B98B4C4EACE960676E5F3A042219A
35F4856D3B43C248A18064ADEASFB19F48B29082
089BE350965C32C2639962A686609655DD1666899825DCC7DCADSBEEF7232DE3
A2380773233BAEB51959370D72F807637C406C08B035325C0COC27EFF75946AB66870DD863DE35B2A498D62393EF4A27FIF73FOA0C88E17B59905E3DDBD6E3AD/
false

low

hitp://https://www.microsoft.com/onerfstatics/marketingsites-eus-prod/MICROSOFT-365/_scrf/js/themes=default/9e-6ade99/ff-dc7b13/2b-b6ab60/8a-91655a/28-8f59e1/71-
4da314/58-f3fc85/d6-6e76d0/e6-9d6ac7/1a-3fe6fe/a3-affled/cd-8ce651/f5-7e27a5/7a-3277aa?ver=2.0
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\7a-3277aa[1].js

Preview:

define("notificationBanner",["jgReady!"],function(n){"use strict";function i(){var o=document.querySelector(t.id),f,i,s,e;if(o)for(f=0.querySelectorAll(t.clsMessage),u(),i=0;i<f.le
ngth;i++)if(s=f[i].getAttribute("data-sel"),e=document.querySelector(s),e){var h=f[i].getAttribute("data-pos"),c=n(f[i]).clone(),I=c[0];r(e, h,)}}function r(i,r,u){try{switch(r){ca
se"replace":n(i).html(u);break;case"replaceText":n(i).text(n(u).text().trim());break;case"prepend":n(i).prepend(u);break;case"append":n(i).append(u);break;case"before":i.
parentNode.insertBefore(u,i);break;case"after":default:i.parentNode.insertBefore(u,i.nextSibling)}i.classList.add(t.clsPosElement.substring(1));u.removeAttribute("data-po
s");u.removeAttribute("data-sel");u.classList.add(t.clsActiveMessage.substring(1))}catch(f){}}function u(){for(var i=document.querySelectorAll(t.clsActiveMessage),n=0;n<i
.length;n++)i[n].remove()}function f(){i();document.addEventListener("moduleRefreshed" i)}var t={id:"#ownb-wrapper",clsMessage:".o

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\8acd8711-c2d1-4191-85b6-2b5e4f72eb46[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 1084 x 430, 8-bit/color RGBA, non-interlaced

downloaded

21175

7.740368044038505

false
384:1YLCHSucVelVbolmskPSTmSSxrSfvWrpFB5VBFO55yJV290ZpwuQvOwmBD:VHSle3msriHAWB5FO5kD40ZpfQ8w2D
AC9B5E71BCC47734CD2EAABB269F861A

C2452667C954A650681250F2A201F5537CA78350
06599E4104D577AF5F90B77714264A92D15A47735490E386EA6068BOE077545A
0D18FCAB86AB14DB4C90F952C33EB9I37E305E879495820FDB027C371D22E18ED65CI55C2BE25BD182D3934FDF5C7829216301651121DF2718C13875C242FDE84(
false

low

hitp://https://compass-ssl.microsoft.com/assets/8a/cd/8acd8711-c2d1-4191-85b6-2b5e4f72eb46.png?n=1084x430.png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\4PB7FJMT\94-3cd1e0[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

68489

5.371151075731659

false

1536:7tV81ICDVRgJhAIUInggDRQ7wYv6uxhBANIu:7v81+einqgD8Q
5D7F2F04176CC5D3CAE1BCDB15EED40C
86E9C4DF0796E3A8146B751D3BB168860F838A82
BABE97146AADB62C442E7BES58A72479B4F1760F76D45B7027C8347F00964662A
EA448E9DF2780A804F1FA86AD667C6CAD6D112F7448C84A0B86DC2917390014C2367B3E057DEEA112B8C99607985DE99CD9561193B389B3DE4F02D7C76331F0
false

low

hitp://https://www.microsoft.com/onerfstatics/marketingsites-eus-prod/MICROSOFT-365/_scrf/js/themes=default/9e-bcc229/94-3cd1e0?ver=2.0

var awa,behaviorKey;define("jsliConfig",["rawJslIConfig"],function(n){n.cookiesToCollect=["_mkto_trk"];var t=window._pageBITags.pageTags;return n.ix={a:t.userCo
nsent||!1,g:t.userConsent||!1},n});awa=awal|{};awa.isInitialized=!1;awa.verbosityLevels={NONE:0,ERROR:1,WARNING:2,INFORMATION:3};awa.behavior={UNDEFIN
ED:0,NAVIGATIONBACK:1,NAVIGATION:2,NAVIGATIONFORWARD:3,APPLY:4,REMOVE:5,SORT:6,EXPAND:7,REDUCE:8,CONTEXTMENU:9,TAB:10,CO
PY:11,EXPERIMENTATION:12,PRINT:13,SHOW:14,HIDE:15,MAXIMIZE:16,MINIMIZE:17,BACKBUTTON:18,STARTPROCESS:20,PROCESSCHECKPOINT:21,COMPL
ETEPROCESS:22,SCENARIOCANCEL:23,DOWNLOADCOMMIT:40,DOWNLOAD:41,SEARCHAUTOCOMPLETE:60,SEARCH:61,SEARCHINITIATE:62, TEXTBOXI
NPUT:63,PURCHASE:80,ADDTOCART:81,VIEWCART:82,ADDWISHLIST:83,FINDSTORE:84,CHECKOUT:85,REMOVEFROMCART:86,PURCHASECOMPLETE:
87,VIEWCHECKOUTPAGE:88,VIEWCARTPAGE:89,VIEWPDP:90,UPDATEITEMQUANTITY:91,INTENTTOBUY:92,PUSHTOINSTALL:93,SIGNIN:100,SIGNO
UT:101,SOCIALSHARE:120,SOCIALLIKE:121,SOCIALREPLY:122,CALL:123,EMAIL:124,COMMUNI

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\ActiveOffers[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

5797

5.518431035581433

false
96:NQO4uvCfGz3nl1/v6VivP/uz39/H/gDv5rgQ8wIE/A3vIrMz3j4id8bvFruz3gQa:yO4urjqViVMHIDGMRTnuF+PH
7FD23D336212C7532E3CA21ECF74E9B1

3DD3073BBB46D36A748EF76333323B1412BEE35C
026490C4A1AC54066B08D5B7948B4F36BOAB7EOEECCB238A662A9465576476EC

FEA2C6A6A886716350FB08387229E305A9F9826E49C81F401A98CEF9B3FF23F7DF953E5744DA5C52C2A5BB9CEAAG0848FOAO9ADDAF7EABGBSEF2823F51D9F8¢
7

false

low
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\ActiveOffers[1].json

|IE Cache URL:

Preview:

hitp://https://offertooldataprod.blob.core.windows.net/windowsoffers/Active Offers.json

[{"Offer|D":697885830,"GlobalOfferID":null,"BackgroundColor":null,"Locale":"EN-US","Status":"Active","Approved":true,"StartDate":"2019-11-18","StartTime":"06:00

" "EndDate":"2026-01-01","EndTime":"07:59","Text":"Shop Windows 10 PCs on sale.","CTAText":"SAVE NOW >","CTALink":"https://www.microsoft.com/en-us/sto
re/b/shop-all-pcs?IsDeal=true","AriaLabel":"Shop Windows 10 PCs on sale at Microsoft Store","CreatedDate":"2019-11-17T22:16:27.0674569","LastUpdatedBy":"Therese
Frare (TEN GUN DESIGN INC)","CreatedByEmail":"v-jand@microsoft.com","LastUpdatedByEmail":"v-tfrare @microsoft.com","ApprovedBy":"v-tfrare @microsoft.co
m","Pages":["/lte-tablets-laptops-and-pcs","/compare-windows-10-home-vs-pro","/comprehensive-security”,"/default.aspx","/view-all-devices","/compare-devices","/
windows-laptops”,"/gaming-pcs","/desktops-and-all-in-ones","/2-in-1s","/windows-7-end-of-life-support-information”,"/features","/windows-10-apps","/laptops-for-college-st
udents","/4k-laptops","/computers","/continuum","/

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\LinkedIn-high-contrast[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 21 x 20, 8-bit/color RGBA, non-interlaced

downloaded

293

6.890428931870759

false
6:6v/IhPdznHI9ScEqKKtXZicsLkaXYP3Qzd/LBZCU9H8BoHvtup:6v/7VTsS1qK2Q7kaoP3QpT6qcG+
3D16E95F5E48FOFC8133ACIB26379E59

DI9BDE9YAE2C6ECCB471A0B670BEAOE39E942B300F
361B6014458BO0BBOEECA24FACBC59F4DD365E7A6813855EA159B7B596AF9CT772
D1BA60C18071B240A373AFCID3B920A5E6EC640FD24531EAC40ED00116F41D6BDB6CAFAG49B4BD616C17376880EE609403BD3F3522ADD952722A157141010F8
false

low

hitp://https://www.microsoft.com/onerfstatics/marketingsites-eus-prod/_h/e9682e51/office.testdrive/images/social/LinkedIn-high-contrast.png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\MS-Execs-2015-07-Nadella-Satya-24-2[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 799 x 532, 8-bit/color RGBA, non-interlaced

downloaded

364559

7.985439976531035

false
6144:6/nuJ2eZXp80jVeEdITIsGHNjh99kV++ztjkoeBextFvOUcVgE0996/1/:suJZZXSK3ImwNBa++zXvx/GgNZ/
6B79DCA87C4B7796A73A6BBC5D9583AE

82E4133376B208DB5F7F7029B63E9CBDAESAEOF9
7E453099D8FD62936873D71F8B755FB4F930007B8050DE2950C7EAB700620C86

ABFC03300DBFFCEOE14DCOEAF9DDAE75120B3235334B7A9F1FDOFCCO7EOADC8F5178C3984231D8481C4BC6B5A759E429581B723BD70920A6D25C8834BD55B(
D

false
low

hitp://https://c.s-microsoft.com/en-us/CMSImages/MS-Execs-2015-07-Nadella-Satya-24-2.png?version=1df74ca3-80d7-9ffe-593c-05292a3f8f87
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ceenZee 3o (WBNLLL).GI L H Nt #.4.kL.QXLL %...2.Q... = F MUY @MmL KR TLS.j.QumV. L iGun.- 8KAR =& .<.q. 3L LD sX...... (X..h..-
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\MWFMDL 2[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 11480, version 0.0

downloaded

11480

7.941998534530738

false
192:QNhlpX236n8/cliy01vRGeJsqVZIZmKgiiwEkyaGG1QfPujdI5vOQtAOcAue2HCZ:QnjX23W8UcvRaqVZdgiiyRQf2+5v9Q0q
5ED659CF5FC777935283BBC8AE7CC19A

A0490A2C4ADDD69A146A3B86C56722F89904B2F6
31B8037945123706CB78D80D4D762695DF8C0755E9F7412E9961953B375708AE

FCCBE358427808D44F5CDFCF1B0C5521C793716051A3777AAFDE84288FF531F3E68FBC2C2341BBFA7B495A31628EAB221A1F2BD3B0D2CC9DD7C1D3508FDE4)
2F

false
low

hitp://https://assets.onestore.ms/cdnfiles/external/mwf/long/v1/v1.23.1/fonts/MWFMDL2.woff
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\MWFMDL2[1].woff

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIJMT\Manage_Privacy_settings_32x32[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 604

Entropy (8bit): 7.536558126606159

Encrypted: false

SSDEEP: 12:6v/79GBUJHKED72vr7ExfgmQ2060Xnzf9/GJAS3Iz:yHku72vrgxfqfBro/GJAY Iz

MDS5: C382E6FAD96CIEBIE6795F3451FDODIA

SHA1L: OE96CD85D7AE71F252FBA327708BD7CA41E4621D

SHA-256: 3AC82CCBBF89BF84554E890BB73A523B1D31060D6DCD12A266C1691FD6BCAFBA

SHA-512: 394CE57DCD63009DA046F602047A39867E0BC6D750A538DEBC2623E564A4EFD87597CA91321AA9A0A3CC5C073462FEDD54AES542CD8D5EO3E6A4ACD292CC5F
A7

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c.s-microsoft.com/en-us/CMSImages/Manage_Privacy_settings_32x32.png?version=3fbd39e2-6e0b-de4b-17bb-2367d41e5f5f

Preview:

.{..b...C.U.kofl...h. k. .W.|W.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RC05ac5f311ffd4e5c9ad450f46819401c-source.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 2300

Entropy (8bit): 5.350462195334623

Encrypted: false

SSDEEP: 48:Dj/pt/Buj/Enc/+kInITzR2rXBtY Xc/CflWNQORRVGBfleSkbJ:fxBBOACAUI9KPB

MDS5: 378A6736F14D4A24DE590C9D6B645464

SHA1L: 03DBA0C72B9670029D60C39B766880EB14D203D0

SHA-256: 148879A33D2B4E34844ACA7F0085D4778F1B7F27D5E55641573FF329DB57AC09

SHA-512: 3ECB21AADD825D8C5AA4398648A331AADCFB8785290A50185EC661030DCD81483BF6B13FES54D8CAS0EALBEDF072669431D75FADA1619CB7AD49D99494E00A(
22

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5h6000/RC0O5ac5f311ffd4e5¢9ad450f46819401c-source.min.js

Preview:
/I For license information, see "https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RC0O5ac5f311ffd4e5c9ad450f46819401c-source.js .._satellite._
registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5h6000/RC0O5ac5f311ffd4e5c9ad450f46819401c-source.min.js', "null'=window.wd
gtagging&&null'=window.wdgtagging.jsli&&function(a,c,e){0<e(\"#primaryArea[data-m]\").length?(e(document).on(\"mousedown\" \"#WF-Modal a[href], #WF-Modal button
\" function(){try{var a=e(this),t=a.parents(\"#WF-Modal\"),d=a.parents(\"#WF-Modal-1\");c.checkFixDataM(a),c.checkFixDataM(d),c.checkFixDataM(t);var 0=JSON.pars
e(a.attr(\"data-m\")),i=JSON.parse(t.attr(\"data-m\")),n=JSON.parse(d.attr(\"data-m\"));0.aN=\"body\",a.is(\"button\")&&a.hasClass(\"glyph-cancel\") ?0.id=\"WF-Modal-close-
icon\":0.id=a.attr(\"id\"),i.cN=\"mainContent\",i.id=t.attr(\"id\"),n.cN=\"modal\",n.id=d.attr(\"id\"),a.attr(\"data-m\",JSON.stringify(0)) t.attr(\"data-m\",JSON.stringify(i)) d.
attr({\"data-m\":JSO

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIJMT\RC278c787435b94d148603e89a80d2b336-source.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 1136

Entropy (8bit): 5.39283846255147

Encrypted: false

SSDEEP: 24:DQNSct/BUQNUbEIAh33YxsA9fi5a+1QPRuJjeRxa3wuKIPn/:DQ5t/BuQUg6gfWavOdr

MDS5: 53ED4D809072EAC7D0265019902A5E1D

SHA1L: 9DDAEC7D3DB7F37E60F0C46D8EAD91021F864275

SHA-256: 6D8D4A421820371C89F1D2022ED079904B54BB2BAC56CC8DB37A7C6E630169A4

SHA-512: 26E60854FDB2BAG58FE752F26EB4722EFD8B1ADE938348A09C5EBC7D46BFBA27857D19C738766D86A10EBCA431754FA45B1ASEEO0B928FC55394FEBA9IDO204E6!
3

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5h6000/RC278c787435b94d148603e89a80d2b336-source.min.js
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RC278c787435b94d148603e89a80d2b336-source.min[1].js

Preview:

/I For license information, see "https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RC278c787435b94d148603e89a80d2b336-source. s .._sa
tellite.__registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RC278¢c787435b94d148603e89a80d2b336-source.min.js', "null!
==window.wdgtagging&&null'==window.wdgtagging.jsli&&function(t,n,i,s){n.loadJSLL=function(){var a,e,g={appld:\"surface\",version:\"4\",coreData:{env:t.getData(\
"env\"),market:t.getData(\"langLoc\"),pageName:t.getData(\"gpn\"),pageType:t.getData(\"pageType\")}};(\"undefined\"!=typeof isUserSignedIn&&\"1\"===isUserSigned
In||s(\".msame_TxtTrunc.msame_Drop_active_name\").length)&&(g.isLoggedIn=!0),location.pathname.match(/\Vsurface\Vbusiness(|\V.*)$/gi)&&(g.appld=\"surfaceforb
usiness\"),g.prePageView=(a=t,e=i,function(){e.setMetaTag(\"awa-env\",a.getData(\"env\")),e.setMetaTag(\"awa-market\",a.getData(\"langLoc\")),e.setMetaTag(\"awa-
pageName\",a.getData(\"gpn\")),e.setMetaTag(\"awa-pageType\

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RC2c82363df66d4caeadff9a77d1ccc036-source.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

30613

5.1883225153338595

false
384:708iTXKnthtO4kDgJGBZ7Xvamnt7sobXoxsOmpVkKnW3:BiTXKnthtO4bl/3nt7N6s1linu
E6F20C1735E6F788D77048EEB90B4EGB
3242D2652B73B23CE68AFALFA89A6C16CCB9572C
E89FCA9EBE899650DE256FAE95200A721E102DAD53CE22269DBF49A368F6855D

OE5A8ABFCBAE330CE04712B59CAG59B2B1A234937FF21A1721A2655CFC4B9652F254297CFE4E281135973F07F5813D76D1E2C40ECFDD0O9A2B51C8DEFCESGES!
0

false
low

hitp://https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/4d35cae9a362/RC2c82363df66d4caeadff9a77d1lccc036-source.min.js

/I For license information, see “https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/4d35cae9a362/RC2c82363df66d4caeadff9a77d1lcccO36-source.js .._satellite._
registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/4d35cae9a362/RC2c82363df66d4caeadff9a77d1lccc036-source.min.js', "null!'=window.wd
gtagging&&null'=window.wdgtagging.jsll&&function(t,a,d,s){window.location.hostname;var i,n,e=window.location.pathname;d.tagMSStore Behavior=function(){return\"PA
RTNERREFERRAL\"},d.isMicrosoftStore=function(t){return t.attr(\"href\"). match(/microsoftstore/i)||t.attr(\"href\"). match(/microsoft\\.com/i)&&t.attr(\"href\").match(/\Vstore/i)},d
.tagChooseContentType=function(t){return 0<t.find(\"img\").length||0<t.find(\"picture\").length?\"image\":r(t,\"class\",\"glyph-play\")&&(t.find(\"span\").length<=0||r(t.find(\"spa
n\"),\"class\",\"screen-reader\"))?\"button\":r(t,\"class\",\"mscom-popup-close|m-back-to-top|video_pp_button\")?\"button\":t.is(\"button\")?\"button\":\"text\"};var r=fu

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIJMT\RC4531a4e4108f48ab95bfce9b9140bf03-source.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

589

5.295669701260794

false
12:jvgefCGjReDLLct/BefCGjReDLiLgU985SDgiKoufoAVNUwuGn/:DxSLct/BuxSpU985SZugM6éwuGn/
435F1BCC63B9605F4D66B8831370235B

9798D45B0C6665A4C83469A92937056077D8777C
640602F2CA90ED6A50518C563D89B10C1464B3CBF2E13461C2D8C84CBE16837A

0CC4C5D9B1B08B26E6GEF2A85BC6BE15D667F0E02DF07F0B29481D3055733F759F233C0033B16BC1CA42DAB847A7355CBE9A841ECIEBDE6GDE738BD30477F17L
5A

false
low

hitp://https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5h6000/RC4531a4e4108f48ab95bfce9b9140bf03-source.min.js

/I For license information, see “https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5h6000/RC4531a4e4108f48ab95bfce9b9140bf03-source.js .._satellite._
registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5h6000/RC4531a4e4108f48abh95bfce9b9140bf03-source.min.js', "null!'=window.wd
gtagging&&null'=window.wdgtagging.comscore&&function(g,n){var i=function(){n.init(\"//www.microsoft.com/library/svy/min/\")};g.category_all_status||g.category.analytics.s
tatus?i():g.category.analytics.queue.push(i)}(window.wdgtagging,window.wdgtagging.comscore,window.jQuery);");

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\4PB7FIMT\RC4552f1fbf4374dc3b64139dd4e13d49e-source.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

9218

5.255375991407009

false
192:61BI2s0Laz+Rk1cL3KWTR4hutuBbbx7UliYOpaWO0ol/bjFsWOqgfu:61b3uY0xL3Km9OUBbbxYIL5;W1IM
769E1F8B7748691CE5F5542224C05CC5

1FD6F231B8B016C53613B8BF01B613EA84CB1DB2
D5EABFB341350673CAAC38E69A8412DBB38EE83D6591D976E9718F43622C9EA9

4A2826B303CFDA4DD242D7BD2BC4317E2EF4988713AFEO5F14B4C00B3329428959A17FEQF037BF21BACFC1BD2054F00B5DB4DD01CDC2642CF39F2C12D59431
2

false

low
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\4PB7FIMT\RC4552f1fbf4374dc3b64139dd4e13d49e-source.min[1].js

|IE Cache URL:

Preview:

hitp://https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/4d35cae9a362/RC4552f1fhf4374dc3b64139dd4el3d49e-source.min.js

/I For license information, see “https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/4d35cae9a362/RC4A552f1fbf4374dc3b64139dd4e13d49e-source.js .._satellite._
registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/4d35cae9a362/RC4552f1fbf4374dc3b64139dd4e13d49e-source.min.js', "null!=window.wd
gtagging&&null'=window.wdgtagging.jsll&&(window.wdgtagging.jsll.vt=window.wdgtagging.jsll.vt||{},function(t,e,o0,a,c){var n,d;a.codeVersion=\"2017sep09v1\",a.che
ckpointCntnr=function(t,e,n){try{this.cpPercent=t, this.textValue=e,this.parentCntnr=n,this.hasFired=!1,\"start\" this.textValue?this.behaviorVal=\"VIDEOSTART\":\"finish
\"===this.textValue?this.behaviorVal=\"VIDEOCOMPLETE\":\"continue\"===this.textValue?this.behaviorVal=\"VIDEOCONTINUE\":\"pause\"===this.textValue?this.behavior
Val=\"VIDEOPAUSE\":this.behaviorVal=\"VIDEOCHECKPOINT\"}catch(i){o.debugLog(\"Error in the vt.checkpointCntnr function. Inside video tracking script. Error: \"+
i)}},a.checkpointCntnr.prototype.fireEve

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIJMT\RC54b490a964b8430a93c0adbea8ec38f8-source.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

19733

5.158347957838604

false
192:/BHZj7BdmvowenfVbvnG/pyDzK3bzDRD4jxjT2HNCEDS5jwquHtqg+1Ht8tR+OeBtU:/XmvxB/hY 1 T2HNCW9duHW8HwWY BiYhf7U
AADOD02D591C1C21A503EF5C05BB3175

6F0932D7E172FA1556317A32522FDBABD16E68B1
160DCC441C59A9EB134FEFB3DEBFBOB07B428BF2E85722ED6CD10BI6A772DAAE

2216EC53CA52C98758C8CD585F51BDE8B3C82C36844F3F77D0E22846BCDAFASEB7E4AG4FCO089CEBSD75A6E7CC4113A41C2FF385761C42AFC75EDA7B96BF22!
20

false
low

hitp://https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5h6000/RC54b490a964b8430a93c0adbealec38f8-source.min.js

/I For license information, see "https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RC54b490a964b8430a93c0adbea8ec38f8-source.js .._sa
tellite.__registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RC54b490a964b8430a93c0a4bea8ec38f8-source.min.js', "null!
=window.wdgtagging&&null'=window.wdgtagging.jsll&&function(t,o0,s){window.location.hostname;var i,r,n,c=window.location.pathname;o.tagMSStore Behavior=function(){
return\"PARTNERREFERRAL\"},0.isMicrosoftStore=function(t){return t.attr(\"href\"). match(/microsoftstore/i)||t.attr(\"href\"). match(/microsoft\\.com/i)&&(t.attr(\"href\").
match(/\Vstoref/i)||t.attr(\"href\").match(A\Vp\V/i))},0.tagChooseContentType=function(t){return 0<t.find(\"img\").length||0<t.find(\"picture\").length?\"image\":e(t,\"class\",\"glyph-
play\")&&(t.find(\"span\").length<=0||e(t.find(\"span\"),\"class\",\"screen-reader\"))?\"button\":e(t,\"class\",\"mscom-popup-close|m-back-to-top|video_pp_button|ps-lightbox-
close\")?\

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RC579ee48d9ed04155b8299e869aflac51-source.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

1004

5.334515520911754

false
24:DYtczect/BuYtczoU9ISmxFACthKbehluJ4jLRLVWAEwWuUKIPN/:D0cz9t/BuOczoKTjf2exLEr
B85CA3DB045824E1E228DB127106AA30
D3B99BB6EA7D23950249C57C4F63497366FBE84D
0B32EA4EO0DO76E6A5F2317ACB7693230B5C8FCO9E6CACE992AECD7943B6AFA42
D972FF232FB7840BFD8EC1A39DE30C09B5E727C5FCDF2795188E00F38B76F62E699B28E4710BBD04E55D7CBFID32AFCOC1F535B72894434BD32D7936A3D336F
false

low

hitp://https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/4d35cae9a362/RC579ee48d9ed04155b8299e869aflac51-source.min.js

/I For license information, see "https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/4d35cae9a362/RC579ee48d9ed04155b8299e869aflac51-source.js .._sa
tellite.__registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/4d35cae9a362/RC579ee48d9ed04155b8299e869aflac51-source.min.js', "null!
=window.wdgtagging&&null'=window.wdgtagging.jsli&&function(a,e,g,t){var n,i,w={appld:\"Windows\",version:\"4\",coreData:{env:a.getData(\"env\"), market:a.getData
(\"langLoc\"),pageName:a.getData(\"gpn\"),pageType:a.getData(\"pageType\")}};(\"undefined\"!=typeof isUserSignedin&&\"1\"===isUserSignedIn||t(\".msame_TxtTrunc.
msame_Drop_active_name\").length)&&(w.isLoggedIn=!0),w.prePageView=(n=a,i=g,function(){i.setMetaTag(\"awa-env\",n.getData(\"env\")),i.setMetaTag(\"awa-market\",
n.getData(\"langLoc\")),i.setMetaTag(\"awa-pageName\",n.getData(\"gpn\")),i.setMetaTag(\"awa-pageType\",n.getData(\"pageType\"))}),e.load(w)}(window.wdgtagging,
window.wdgtagging.jsll,window.wdgtagging.util, window.jQuery)

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RC5a76fb711f8f47b581632aa500f1bc39-source.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

651

5.444952634184916

false

12:jvgefCGpK1ct/BefCGpKgLgU9bZ6QY XLiYreTC5pd5D70PPdwukan/:DO1ct/BuOXU9I6QY 7iYnN5v03dwuPn/
D86708508A70D8862213EAE3D4E316F1

7C7DC4A4652CBF0882666AB945BI9F7806CD3A7CA
48D458A0DD831B7048F19B758A494932B2A77994E6C27C31F1622C61B744616D
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RC5a76fb711f8f47b581632aa500f1bc39-source.min[1].js

SHA-512: 7E55E8CEBEE4658AE8BCCD54DE1FABF8FAG63CES9449D2380ECB733F2E51723378820FF573DC4C2ACD5C5834B51EC88F243F7A1EADAS3166745BA47E86F1FFE
6B

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RC5a76fb711f8f47b581632aa500f1bc39-source.min.js

Preview:
/I For license information, see "https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5h6000/RC5a76fb711f8f47b581632aa500f1bc39-source.js .._satellite._
registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5h6000/RC5a76fb711f8f47b581632aa500f1bc39-source.min.js’, "null!=window.wd
gtagging&&null'=window.wdgtagging.jsll&&function(i,g,t){t(document).on(\"'mousedown\" \"lifid*=wf_e50] a\",function(){try{var i=t(this).parents(\"[id*="wf_e50"\").attr(\"
id\");t(this).attr(\"data-bi-id\",i)}catch(n){g.debugLog(\"Error Machine Learning experiment tagging: \"+n)}})}(window.wdgtagging,window.wdgtagging.util, window.jQuery);");

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RC66fad9a29d7e4adabc78c265ab6c03bb-source.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 7861

Entropy (8bit): 5.501135136477714

Encrypted: false

SSDEEP: 192:eBO5cGfTLI4kgiLHITrwcA50300Ucp3z45N330GZTm2/1zL4vY CIWGTRAhc:ek5RXI4kgiLHITrwcA5030Fcp3z45N3e

MDS5: F30B1C9E36A7516018CFB5879A8D24AD

SHA1L: 10FC919805CEC4AEOB56E8C10A17266E5EA8496E

SHA-256: 51AF97AA26DD1FF2F6CD43B0908C802EB8B5264460A07B8EBC24D71A39055219

SHA-512: 5386098AAB91773B9C8B9068D6B96480130FB0814AC74E2287BA9AIBDA7BBACE25473E4E22E6CI80A09A9ECDA5A3FE69A9COED6E0D839F37A25514AA778AED3A
CF

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/4d35cae9a362/RC66fad9a29d7edadabc78c265ab6c03bb-source.min.js

Preview:
/I For license information, see “https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/4d35cae9a362/RC66fad9a29d7e4adabc78c265ab6c03bb-source s .._sa
tellite.__registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/4d35cae9a362/RC66fad9a29d7edadabc78c265ab6c03bb-source.min.js', "null!
=window.wdgtagging&&null'=window.wdgtagging.jsli&&function(e,a,s,0){var i,n,l,c,m,t=location.pathname,d={main_sel:\"MAIN\",zone_id:\"a3\",sec_custom_sel:\"#static-
bannen\",grp_custom_sel:\"[data-grid='container'],.wdg-m-prefooter,DIV[data-vg], SECTION[data-vg],#static-banner>DIV #edge-latest,#edge-old,#non-edge #device-
header-Laptops,.iconimagesheading,[id]\",pnl_custom_sel:\"#Horizontal-acc,.m-product-placement-item,DIV[data-vg], SECTION[data-vg],#hero #security-hero-banner,#d
evice-subheader-Laptops,.iconimagesheading,[id]\",subpnl_custom_sel:\".svgimg,.m-content-placement,.m-product-placement-item,.divfilter_result_container #test-|
aptops,[id],#test-twoin1,[data-vg],.m-product-placement-item

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RC683368007e154c38814065ef2499a0b8-source.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 4632

Entropy (8bit): 5.574127733300036

Encrypted: false

SSDEEP: 96:StBB3Ir6/NkJOmZsyuKk/AU3k02pl8k2ak: StBhirykgmilP/2pl8k2ak

MD5: 57FB7E20262B97CEED55FACC812CEA8B

SHA1L: 053E304351BEC92F26145F655D15A6F0BF64B765

SHA-256: CE6C77E2323854CC131F63FD10BEO6D6ABECES48B35CBF39B483D63A171371A7
SHA-512: 18A27E790C7B27BC8CCCEB2F453E109B2D3FE4919481A97E71816581C00EOBBC50162916D52F634BA122061ECEB916F02796E32735D74AB2F6F2C4D7FB851FE!
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5hb6000/RC683368007e154c38814065ef2499a0b8-source.min.js

Preview:
/I For license information, see "https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RC683368007e154c38814065ef2499a0b8-source. s .._sa
tellite.__registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RC683368007e154c38814065ef2499a0b8-source.min.js', "null!
=window.wdgtagging&&null'=window.wdgtagging.google&&function(n,o,c){var a=function(){var a=[\"devices/compare devices\",\"devices/surface pro 4/overview\",\"dev
ices/surface book/overview\"\"devices/surface pro/overview\"],e=[\"us\" \"gb\" \"au\",\"ca\" \"fr\",\"jp\",\"it\" \"de\" \"nl\"\"nz\" \"ch\" \"es\"],r=n.getData(\"langLoc\"),t=n.
getData(\"gpn\");-1<e.indexOf(r)&&-1<a.indexOf(t)&&o.track(968413686,null,!0),t. match(/devices\Vsurface (laptop|pro|pro 4)\Voverview/i)&&r.match(/US|DE|FR|IT|
NL|CH|ES|CA|JP|NZ|GB|AU/i)&&c(\"a[productbuyxmlid]\").on(\"mousedown\",function(){o.track(855686259,\"yulrCK-DnnAQ8_iCmAM\",!11)}),/A\Ven\\-gb\Vsurface\Vdevice
s\Vsurface\\-laptop\V/?$/i.test(locatio

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\RC6be9b9327bb449c3a91ca999c97630be-source.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 1434

Entropy (8bit): 5.224634804876712

Encrypted: false

SSDEEP: 24:Dkct/BuyU9Y ENWeW3vwW3P049KbOMRAZ7ir2LLf7UX97inAUIsotawuQPn/:Dzt/BuyBeWnW/04mkLfoAT2gU
MD5: 8F52275EA6B1B5BA6DDAS5D1A299A38A

SHA1L: 9F7E35FCI9D7BB84510D8493186A56FD4AE73C204
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RC6be9b9327bb449c3a91ca999c97630be-source.min[1].js

SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

3323580DB0567761FDE38DFDIA56BD7FB75FE6E9E3B48014089FEFFA7C322C0A
1B28C2F9348FB6ABOE3A7ES0049573C674A0E2AC87826C62FE3670836DAAD8B0A921922E49A9A0672954327DB818ABF895358BBAEEB510B869E193E900761FD5
false

low

hitp://https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5hb6000/RCEbe9Ib9327bb449c3a91ca999c97630be-source.min.js

/I For license information, see "https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RC6be9b9327bb449c3a91ca999c97630be-source.js™.._sa
tellite.__registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RCEbe9b9327bb449c3a91ca999c97630be-source.min.js', "null!
=window.wdgtagging&&null'=window.wdgtagging.linkedin&&function(t,n,0){var s=function(){n.init(\"7850\")};try{if(t.siteConsentLoopCountLinkedIn=0,\"undefined\"==typeof
window.mscc&&\"undefined\"==typeof window.siteConsent)s();else if(\"undefined\"!=typeof window.mscc&&\"undefined\"==typeof window.siteConsent)if(\"function\"==type
of window.mscc.hasConsent&&window.mscc.hasConsent())s();else var d=setInterval(function(){if(o.checkSiteConsentObject()){clearInterval(d);var n=!1,e=!1,i=!1;n=w
indow.siteConsent.getConsentFor(\"Analytics\"),e=window.site Consent.getConsentFor(\"Advertising\"),i=window.siteConsent.getConsentFor(\"SocialMedia\"),e &&n&&i&&
s()}else 500<t.siteConsentLoopCountLinkedIn&&clear

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIJMT\RC82d1a8b936874d0baddf4c5dc20c7a6e-source.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

809

5.289506804023068

false
12:jvgefCGExct/BefCGEELgU9bZ2fA2PQDNrOh3QDNL3S65eqGf0ooKoAV8wub+dm0:Dyxct/BuybU9IMvh3WXGnwM8BwuKIP2T
1587A48AE24D362AD1F08A7956B9DA89

ABB4FF1E2FF37EB9BC713883776E47C666F45521
05A4ED78719E933B8C185872146C8706CE34027F7C504A384DDC6947A747877B
DOD10AE388A3C275736834BOB6F73EE44F67C12380AF0278A716E6FFOCAALFCF7AED204C1490078B9886EC24F3C1F109B568765E13411A6B38F1892F9834F320
false

low

hitp://https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5h6000/RC82d1a8b936874d0baddf4c5dc20c7a6e-source.min.js

/I For license information, see "https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RC82d1a8b936874d0baddf4c5dc20c7abe-source.js .._sa
tellite.__registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RC82d1a8b936874d0baddf4c5dc20c7abe-source.min.js', "null!
=window.wdgtagging&&null'=window.wdgtagging.jsli&&function(t,a,g,n,i){t.category&&t.category.status?g.setMetaTag(\"awa-ver\",\"ccStatus:\"+t.category.status):n(
document).on(\"categoryStatusSet\",function(){g.setMetaTag(\"awa-ver\",\"ccStatus:\"+t.category.status)});var w=function(){i.init(\"3j9k5qxs6h\")};t.category_all_status||
t.category.analytics.status?w():t.category.analytics.queue.push(w)}(window.wdgtagging,window.wdgtagging.jsll,window.wdgtagging.util, window.jQuery,window.wdgtagg
ing.clarityTag);");

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIJMT\RCa6da6c2ddf044453bdb4d0b0dafda95b-source.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

4711

5.323996220465203

false
48:Dft/BuuyvxiEggDGY|E+zJ/Yilk8EE7meDj6+tiM70RN2vnVIapFWPbOQNhgRJINT:zBBMVnNNQIIOWmAeOxoFFHFNL2F+L2FC
AB3AE4CC243162810CD8AB6IBAEA1B6C

2DC956F0FB2A375C9389F51D39C9DCI0B21AD6FO0
2EAC1258AA3094D9A403933FB00159C910F02A56DC185EBF7874B1288ED234EE
4E7BAQ0752744B97E92C4B95B7A2AE16262A7D6451503F631DEFB5C4C39E6A304362638D65A3480769DCB19AB5273B5C0D809AA37770BE46A67D0465E21F82936
false

low

hitp://https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5h6000/RCabdabe2ddf044453bdb4d0bOdafdad5b-source.min.js

/I For license information, see "https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RCabdabe2ddf044453bdb4d0b0dafdad5b-source.js'.._satellite._
registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5h6000/RCabdabe2ddf044453bdb4d0b0dafda95b-source.min.js', "null!=window.wd
gtagging&&null'=window.wdgtagging.jsli&&function(e,a,t){var i,s,r,c,n,d=location.pathname,o=\"MAIN\";d.match(/\Vsurface\Vbusiness\\/extended-service-warranty/i)?
0=\"MAIN>DIV.cfb\":d.match(/\Vsurface\\Vdevices\\/surface\\-pro\\/overview/i)?0=\"MAIN>DIV.surfacecom\":d.match(/\Vsurface\Vdevices\V/surface\\-pro\\/tech\\-specs/i)?
0=\"MAIN>DIV.surfacecom\":d.match(/\Vsurface\Vdevices\Vsurface\\-pro\Vfor\\-business/i)?0=\"MAIN>DIV.pmp-devices\":d.match(/\Vsurface\Vaccessories\Vsurface-dial/i)?
0=\"MAIN>DIV#surface-accessories-dial\":d.match(/\Vsurface\Vaccessories\\/?/i)?0=\"MAIN>DIV#surfaceAllAccessories_Browse\":d.match(/\Vsurface\\/devices\Vhelp\\-me\
\-choosel/i)?0=\"MAIN

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RCa7a16d61c0134716b6c5d59808f9fd26-source.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

2964

5.300364220667782

false
48:DgTwxt/BugTwegU+XwgDz1bw6ajXXmvDTjurwRVG1zGJ:swxBBpwLZvaXwHYK
188275E8376ABDB2EE8113FFE6622FD6
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RCa7a16d61c0134716b6c5d59808f9fd26-source.min[1].js

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

E9A064900BD4EB45CF95EDF33C7B9542B2CEBDO5S

C2CEB605E4A7842D6492E60089AA01E8280EEF87CD6FCFB8F76ABC0121278C89
3115A8E5DD98BOBEOA9A0453965F60B74B248C0C8C461A7342BF3FCODA4BD6A8B1A057954B865A27A3A82753E9914D5E5BF34DD764E08D05SE060575C9A2250C2!
false

low

hitp://https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5h6000/RCa7al6d61c0134716b6c5d59808f9fd26-source.min.js

/I For license information, see “https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RCa7al6d61c0134716b6c5d59808f9fd26-source.js .._satellite._
registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RCa7al6d61c0134716b6c5d59808f9fd26-source.min.js', "null'=window.wd
gtagging&&null'=window.wdgtagging.jsll&&function(t,c,n){n(\".surface-clearfilters button\").on(\"mousedown\",function(){n(this).attr(\"data-bi-bhvr\",\"REMOVE\")}),n(\".c-
checkbox input\").not(\".surface-hmc-ans-block INPUT\").each(function(){try{e=jQuery(this);var t=n(this).next(\"SPAN\").text();e.attr(\"data-bi-name\",c.tlcStr(t));var e
=n(this),a=n(this).is(\":checked\")?\"APPLY\":\"REMOVE\";n(this).is(\":checkbox\")&&(a=n(this).is(\":checked\")?\"REMOVE\":\"APPLY\"),e.attr(\"data-bi-type\",\"option\"),
n(this).attr(\"data-bi-bhvr\",a)}catch(i){c.debugLog(\"Error tagging name for Checkboxes section. Error: \"+i)}}),n(document).on(\"mouseenter\",\".c-choice-summary button

\" functio

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RCh0e7b7b9bdd945458fd1380859b0de3b-source.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

811

5.458385081818432

false

24:D0snGLct/Bu0snGpUeX5FYkY5vrXDNIoCVO0ovwHN/:DVNt/BuV4rSncév8
86E7B968995D6C0777C797E373B2291F
346F2A4AD34BOCC5FD8A614820D093F950BFFC6B
25155C814EB64F783A2C881EB4F6B86E4863BA5DI019AE30030195BD573EFC02

5B09DDB74631CDDOEEDEB2EB51D31A84C74DC5E287F910D7F3BDFDE94D36327026FE76370EDCOBAADGEY31A2943AE6ACE3ES6A2DC8DAES206E6E823F50291
B50

false
low

hitp://https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RChb0e7b7b9bdd945458fd1380859b0de3b-source.min.js

/I For license information, see "https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RChb0e7b7b9bdd945458fd1380859b0de3b-source.js™.._sa
tellite.__registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RCb0e7b7b9bdd945458fd1380859b0de3b-source.min.js', "null!
=window.wdgtagging&&function(a,t){var n=function()}{\"buy\"===a.getData(\"gpn\")&&\"us\"===a.getData(\"loc\")&&(t(\"#buy-walmart-button-buyonline\").on(\"mousedo
wn\",function(){var t=\"//beacon.walmart.com/vm/ttap.gif?id=10695169&site=Surface_WhereToBuy_BuyOnlineBtn\";a.util.requestimage(t),a.addTagExecuted(\"iSpot\",\"
Conversion\")}),a.addTagInfo(\"iSpot\",\"2018june11-v1\"))};a.category_all_status||a.category.advertising.status?n():a.category.advertising.queue.push(n)}(windo
w.wdgtagging,window.jQuery);");

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RCb36993ed0cd440348a1b4711c13dbc8e-source.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

2940

5.37444840160441

false

48:DMmt/BuMTmTcmF8j4cELInwnBoSi3JcNecmF6RFufWIW/04AvDR/Y GH:LBBSIaQJc98RqWIW//EZ
618F8A0ABE9666CB333B424B05345C54

BE3AOED71BA2379B9255C354E9BCB9Y0939F62F07
FODB88784A96A0E218B2459D19DDAC536F417238855770FDD09A70D8BC962497
7CD384EC28661A19B8336707E09A375428106D5C146D70B2EA21A62933C785966463F03D7EB21BAIEE81CA32E05E8E7190BCACIA29F62ADC8BFOCE352A23764
false

low

hitp://https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5h6000/RChb36993ed0cd440348alb4a711c13dbc8e-source.min.js

/I For license information, see “https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RCh36993ed0cd440348alb4711c13dbc8e-source.js™.._sa
tellite.__registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RCb36993ed0cd440348alb4711c13dbc8e-source.min.js', "null!
=window.wdgtagging&&null!l=window.wdgtagging.facebook&&function(n,c,d,l){var e=function(){function e(t){var e=c.getProductinfo(t),n={content_name:r.content_name|
\"\",content_id:e.id||t.attr(\"data-bi-prodid\")||t.attr(\"data-bi-product\")|\"\",content_type:\"product\",lang_locale:r.lang_locale||\"\",partner:e.retailer||t.attr(\"data-bi-prtnm\"),ct
a:e.ctal|jQuery.trim(t.text())||t.attr(\"data-bi-name\")||\"\"};d.trackEvent(\"trackSingle\",d.globalpixelld,\"Add ToCart\",n)}jQuery(\"meta[name="MscomContentLocale']\").
attr(\"content\");d.globalpixelld=\"1770559986549030\",d.init(d.globalpixelld);var r={content_name:n.getData(\"gpn\")||\"\",market_name:n.getData(\"loc\")|[\"\",]lang_loca
le:n.getDa

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RCh5228c09c2badcd3b98fc201fa2703d4-source.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines

downloaded

6398

5.34104064882113

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RCh5228c09c2ba4cd3b98fc201fa2703d4-source.min[1].js

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

192:7BHXDCoj4dQNZnoYrzUdqTn5+UjpENcgcmjJEjekTE: 79dkQNZnhrzUdqd+UjpENcgcCEjekTE
F6DED2108374A8F4F779BESEAADD8054

E2COF6C93A28492D6E255C5244E139E21777FCC9
EBC706FD4A7342919155B6991F068008A6758715505BB6B8B2965D50A5686341

FCA3C9CD702E452585C1CD21584AD237EF2543A83DB54EGEC549DCAC1816D38D9EG262B576F38A65BDADOBFB808FDDC8549C037AF31006AF97DOFACO76B34
6

false
low

hitp://https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5hb6000/RCh5228c09c2badcd3b98fc201fa2703d4-source.min.js

/I For license information, see "https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RCh5228c09c2badcd3b98fc201fa2703d4-source.js .._satellite._
registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RCh5228c09c2badcd3b98fc201fa2703d4-source.min.js', “location.pathna
me.match(/\Vsurface\\V/devices\\Vhelp-me-choose\V/?/gi)&&null!==window.wdgtagging&&null'==window.wdgtagging.jsll&&(window.wdgtagging.data=window.wdgta
gging.datal|{},function(t,e,a,i,w){jQuery(\"META[name="awa-pageType|\").length<1&&i.setMetaTag(\"awa-pageType\" \"HMC-page\"),(a=a||{}).sdata=a.sdata||{};var C
=a.sdata;C.pageName=t.getData(\"gpn\"),C.scnName=\"hmc\",C.started=!1,C.qOrder=C.qOrder|[{divQuestionFirst:\"1\",divQuestion2:\"2\",divQuestion3:\"3\",divQuesti
on4:\"4\",divQuestion5:\"5\",divQuestion6:\"6\",divQuestion7:\"7\"},C.questions={};var N=C.questions;w(\".questions-panel .surface-hmc-ga-block-item\").each(function(){var
t=\"g\"+C.qOrder[w(this).attr(\"id\")];N[t]=\"\"

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\RChc709073dce74912819599f48060dd84-source.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

1671

5.381146830623411

false

48:Drt/Bu6zddy7ThS1N1IMnv3H/EPNN8zLWA:fBBddc7ThSm3HXx|
DCF07AADBO011483A677EFDODB4813619
1D316149F77F27EB82CDCD640ECE3BEACBDB11A6
9043BF641C2CC5F9752758BASEEEIF7E066F622677BA808B7AA6720B6F6AA973
A750AA351DD7156F12D40C53C00A60404290035201F4384AC2D68B42BE7B08AE620D681A39D8F523E0CBI875ACCADS5EA74B811AFD0O683059AEA129918B1486!
false

low

hitp://https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5hb6000/RChc709073dce74912819599f48060dd84-source.min.js

/I For license information, see "https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RCbc709073dce74912819599f48060dd84-source. s .._sa
tellite.__registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RChc709073dce74912819599f48060dd84-source.min.js', "null!
=window.wdgtagging&&null'=window.wdgtagging.dcm&&function(a,t,n,g){var e=function(){try{var a=window.location.pathname;t.genericSrc=\"8400690\",t.genericType=\"
surf\",t.catPurchaseNow=\"pchn_std\",window.location.pathname.match(/\\Ven-us\Vsurface\\/devices\Vsurface-duo\\/?$/i)&&(g(document).on(\"mousedown\",\"a[data-js-
dialog-show="buy-flow-dialog\",function(){try{t.trackEvent(t.genericSrc,t.genericType,t.catPurchaseNow,null,this);var a=\"https://secure.adnxs.com/px?id=1268102&t=2\
";wdgtagging.util.requestimage(a),wdgtagging.addTagExecuted(\"Xandr\",\"Conversion\")}catch(e){n.debugLog(\"Error setting surface-duo dem\"+e)}}),wdgtagging.add
Taglnfo(\"Xandr\" \"2020August-v1\"))}catch(e){n.d

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RChec07f7149ab4e7d832205be01626a5d-source.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

8725

5.280670616210868

false
192:0BCXIXE6GJIbIHvAOcL0z8bvXIWNigJgRCQISbZwZmN:oMMGBIH10c4zWJIW4qJgRCQISbZGmN
2FE10059AAD4EBCA58BC16087EB7CBE9

2F212BC27AF4C55105EDFB4EGAOFA3AF2140E7EC
BA6914B2A0582672246E83D945FFAFSDF2EE951BF465AA74AAF692FA1584BFBA
AB7E4B1E31248A54EBODC4828E27D9E6475F72DF2CCID5SEEAEC371599F4A4184CB517017788BB38E12FD908188B5A8E99FCCE0413EF95C80717828297A5A916
false

low

hitp://https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/4d35cae9a362/RChec07f7149ab4e7d832205be01626a5d-source.min.js

/I For license information, see "https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/4d35cae9a362/RChec07f7149ab4e7d832205be01626a5d-source.js .._sa
tellite.__registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/4d35cae9a362/RChec07f7149ab4e7d832205be01626a5d-source.min.js', “locat
ion.pathname.match(/A\Vwindows\Vhelp-me-choose\V?/gi)&&null'==window.wdgtagging&&null'==window.wdgtagging.jsll&&(window.wdgtagging.data=window.wdgta
gging.datal|{},function(l,t,a,e,y){jQuery(\"META[name="awa-pageType'|\").length<1&&e.setMetaTag(\"awa-pageType\" \"HMC-page\"),(a=a||{}).sdata=a.sdatal|{};var k
=a.sdata;k.attachedCompleteProcess=!1,k.started=!1,\"en-us\"==window.wdgtagging.getData(\"langLoc\") ?k.qOrder=k.qOrder||[{usage:\"1\",screensize:\"2\",brands:\"3
\"}:k.qOrder=k.qOrder|[{usage:\"1\",performance:\"2\",ports:\"3\",screensize:\"4\",brands:\"5\", priority:\"6\"} k.questions={};var T=k.questions;y(\".questions-panel fiel
dset\").each(function(){var t=\"g\"+k.qOrder[y(this).attr(\"

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FIJMT\RCc0230152987c4e73b3230be623bd92e6-source.min[1].js
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Preview:

5.317872332594182

false
12:jvgefCGpBdct/BefCGpBILgU9GXuAwiKolzoAVvwuk32an/:DLzct/BuLhU9GXuAjyMvwuGZn/
98C7F2394DAE4E5A7D85D43EE7CC4A9C
E515A462CFA1C5D2E060138427CC89DF70C29767
9EAC5E1E1A607D4BF105D2A8A39E9105F66FC409D4DF80732D3F3B5CAEC7BFCF

3F6CCE76A5CEFFC6CB2B138D681437E6D1BD68AD03275886572610CDCD53805062A3A7FD58AAE90871BE408C46E6E986F2C65B150E080D56BCO5FAE0076DCE
D
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hitp://https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5h6000/RCc0230152987c4e73b3230be623bd92e6-source.min.js

/I For license information, see "https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RCc0230152987c4e73b3230be623bd92e6-source.js.._sa
tellite.__registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RCc0230152987c4e73b3230be623bd92e6-source.min.js', "null!
=window.wdgtagging&&null'=window.wdgtagging.clicktale&&function(g,a,i){var n=function(){i.init(\"755cc4ab-c4bf-46d8-a608-d3c5d66fabac.js\")};g.category_all_stat
us||g.category.analytics.status?n():g.category.analytics.queue.push(n)}(window.wdgtagging, window.wdgtagging.util, window.wdgtagging.clicktale,window.jQuery);");

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RCc603b998e8c64e55b78656817f793285-source.min[1].js
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C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

3099

5.265050962252644

false

96:mYBBpU4sGPHC8Df/gdzG9gs2CilYWq/s9FPsYID:tBs4NvCqfYdimyqEvsk
EB9ACT757474454421AF771EESF11CA9F
9BA21E1E9F09B47E2FD6FDIE3AAC293BF6EAIELA
CFBD211D6FA17BE841AF4F9273C24163D9E734D9FF6B71EEDA32B3018EDGE12F
5C343F284004230B0E69969221595731E0F96A5151E61BC7EF4452FEE777719A72F7F3792F06E7CB0481369BABB99723BDF41E437B79D0F1A72870B8DE809329
false
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hitp://https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5h6000/RCc603b998e8c64e55b78656817f793285-source.min.js

/I For license information, see "https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RCc603b998e8c64e55b78656817f793285-source.js .._sa
tellite.__registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RCc603b998e8c64e55h78656817f793285-source.min.js', "null!
==window.wdgtagging&&null'==window.wdgtagging.jsli&&function(d,a,e,i){var n=!1,r=setInterval(function(){var a=i(document).find(\"#csInv\");if(0<a.length&&i(a).is(\":visib
le\")&&0!=i(a).css(\"opacity\")){clearInterval(r),n=!0;var t={actionType:\"O\",behavior:awa.behavior. SURVEYINITIATE,uri:location.href,pageName:d.getData(\"gpn\"
),contentTags:{contentName:\"comscore-survey-overlay\",areaName:\"body\"}};awa.ct.captureContentPageAction(t)}},1e3);setTimeout(function(){n||clearinterval(r)},
6e4),0<i(\"#primaryArea[data-m]\").length?(i(document).on(\"mouseover\",\"#csInv\",function(){var a=this;e.checkFixDataM(a);var t=JSON.parse(i(a).attr(\"data-m\"));t.cN=\
"comscore-survey-overlay\",t.aN=\"body\"

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RCce79330d434c45ca8ea9effba974a13d-source.min[1].js
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Category:
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Encrypted:
SSDEEP:
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SHA-256:
SHA-512:
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Reputation:
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Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

5249

5.235798684835214

false

96:FBBWaSi77a29c9pg029Y8WNUQEImDaimItA:FBUaSi77e69Y8WIMDDA
8A588C09ACESFOEAFB764E8D14603AA8
034BE54830659582E777F758470C833E352DF246
66BC635DCB82CE1EBA11C279633E020DBC6A519E30B036F313B427BB9D88D7534
E09B53BC51120B1B659F38004D1F89D220BAF31036BF1038EFB79098FCA3E98B60A689C2188A083258CE3B37F9882071B78FF44395C5DAA3B8DBF5C7E4CALCA!
false
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hitp://https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5hb6000/RCce79330d434c45ca8eadeffba974al3d-source.min.js

/I For license information, see "https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RCce79330d434c45ca8eadeffbad74al3d-source.js .._satellite._
registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5h6000/RCce79330d434c45ca8eaeffbad74al3d-source.min.js', "null'=window.wd
gtagging&&null'=window.wdgtagging.jsll&&function(c,g){c.lineage={main_sel:\"MAIN\",zone_id:\"a3\",sec_custom_sel:\"\",grp_custom_sel:\"\",pnl_custom_sel:\"\",su
bpnl_custom_sel:\"\",exclude_sec_sel:\"\"},g.getLineageName=function(e,a){return e.attr(\"data-lineage-name\")||e.attr(\"data-productid\")||e.attr(\"data-vg\") |e.attr(\"id\")||a},
g.setLineageSection=function(e,a,t){var i=\"r\"+t+a;e.attr(\"data-bi-id\",i) e.attr(\"data-bi-name\") ||e.attr(\"data-bi-name\"e.attr(\"data-productid\")| [e.attr(\"data-vg\")||e.at
tr(\"id\"));var n=\"DIV[data-grid*=col-12],DIV[data-grid*=col-10], SECTION[data-grid*=col-12], SECTION[data-grid*=col-10], SECTION[data-bi-area=body]\"+c.lineage.g
rp_custom_
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MDS5:

SHA1L:
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SHA-512:
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|IE Cache URL:

Preview:

5.226663008202804

false

192:xBjsDMQCvC7mIImRvul9KFd4nRYw85gIFn3K6dNOiX+3x+0S+y+p6:xiMjllmgZRINOwW

FBABFFFCA4F689153B93732BD93A672E

3D332611C3EFC051CF8B23A1D33C4A0CF2A21550

29694E6491E31EAE4CB4C8A73EAECBBD248A2F90FE24CCF164407EB1887A5818
EF3F7B054052B3D165D0F695C62D3477FEF7333006E2C39BOFE87CICE9874B0076DD50997BDE1A7EF62AEC0437EEFD5004273787091036BD1C3173044E51A9D(
false
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hitp://https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/4d35cae9a362/RCdA898c8a8376b41f88f24c93b8645f178-source.min.js

/I For license information, see “https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/4d35cae9a362/RCdA898c8a8376h41f88f24c93b8645f178-source. s .._satellite.
registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/e6b4ca74378c/4d35cae9a362/RCd898c8a8376b41f88f24c93b8645f178-source.min.js', "null!=window.wd
gtagging&&null'=window.wdgtagging.jsll&&function(e,r,u){r.lineage={main_sel:\"MAIN\",zone_id:\"a3\",sec_custom_sel:\"\",grp_custom_sel:\"\",pnl_custom_sel:\
subpnl_custom_sel:\"\",exclude_sec_sel:\"\",after_sec_tag:!1,after_grp_tag:!1,after_pnl_tag:!1,after_subpnl_tag:!1},u.isDebug=!1,r.lineageSetupCounter=1,\"1\"
=u.readCookie(\"debug\")?u.isDebug=u.readCookie(\"debug\"):-1<location.search.indexOf(\"debug=1\")&&(u.isDebug=!0),u.lineageDebug=function(e){u.isDebu
g&&console.log(e)},u.lineageDebug(\"JSLL Core Lineage Start\"),u.getLineageName=function(e,a){return e.attr(\"data-lineage-name\")||e.attr(\"data-productid\")||e.attr(\"d
ata-sku\")||e.attr(\"data-bigid\")||e.attr(\"data-

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIJMT\RCe37a65e1116b45deb0955342783465c4-source.min[1].js
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Reputation:
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Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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922

5.385014372984507

false
24:DTNTWFct/BUTNTWHU9c1INEHEwedy0j9iZWCwuNn/:DXt/Bu2vGmWDj9WWCv
AT72AEC1582C8755823067DD69EC3DF54
1340FF5168229B6A8C352388C21E682B667C9D30
020453A18FE0A74C9DABDFAO5E7A5125085062542B6CA44D580F96B543B9EDDO

DA49B0751D827F2E563FE45C8117E410908BD8CDF755D6640EE3CF190DF1B5BD530EE03E208260DE102AD54EAS511A64092B85D28490508 CEFBDA468C514EADI
B

false
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hitp://https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5h6000/RCe37a65e1116b45deb0955342783465c4-source.min.js

/I For license information, see "https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RCe37a65e1116b45deb0955342783465¢c4-source. s .._sa
tellite.__registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RCe37a65e1116b45deb0955342783465c4-source.min.js', "null!
=window.wdgtagging&&null'=window.wdgtagging.dcm&&function(t,i,e){var a=function(){window.location.pathname.match(/\Ven-us\Vsurface\V?$/i)&&e(document).on(\"c
lick\"\".m-hero a[href*=help-me-choose], .surface-link-nav a, .surface-highlightFeature a\",function(){try{if(e(this).attr(\"href\")&&!e(this).attr(\"href\").match(A\V(store|p|b)\V/i))
{var t={u65:e(this).attr(\"data-bi-id\")};i.trackEvent(i.genericSrc,i.genericType,i.catPurchaseNowt,this)}}catch(a){}})};t.category_all_status||t.category.advertising.status?
a():t.category.advertising.queue.push(a)}(window.wdgtagging,window.wdgtagging.dcm,window.jQuery);");
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Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

1014

5.564561314862206

false
24:Dect/BuoU9AUXnV/DIfnIVI+NOVi3rRIpehvGnfMvwuAwn/:D9t/BuoyeOvi3nhvGnfMvX
F87382CC44375AE5C89C67BBOE42D7B0
9673B096A3161EF2777F156077BE749C1EDD857D
FCAADC362F0AA9BA4BDFA402A13BEEB85DD1B924D2FB0A81BC6CC198E2CED5SB5

2BB21433E7B709FA56123F5BCE20E12F682CCC47C599F0DB0869F1D9C482347605F0144F1CE24A4AB28C947FB464079E9DB6E3C3AECAD6GESG7E4ELIFS8FAEELTL
3

false
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hitp://https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5h6000/RCea5ad6baf7a84455b0447fa19709190d-source.min.js

/I For license information, see "https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RCea5ad6baf7a84455b0447fa19709190d-source.js .._sa
tellite.__registerScript(‘https://assets.adobedtm.com/5ef092d1efb5/4c272e8cc694/4c2e7f5b6000/RCea5ad6baf7a84455b0447fa19709190d-source.min.js', "null!
=window.wdgtagging&&null'=window.wdgtagging.bing&&function(t,0,g){var n=function(){var n=[\"nomepage\",\"devices/surface 3\",\"devices/surface pro 4\"\"devices
Isurface book\"],e=[\"en-us\",\"en-gb\"\"en-au\"] i=t.getData(\"langLoc\"),a=t.getData(\"gpn\");i.match(/US|DE|FR|IT|NL|CH|ES|CA|JP|NZ|GB|AU/i)?(0.init(\"4000034\"),a.ma
tch(/devices\Vsurface (laptop|pro|pro 4)\Voverview/i)&&g(\"a[productbuyxmlid]\").on(\"'mousedown\",function(){window.uetg=window.uetq||[], window.uetq.push({ea:
\"BuyNowUET\"})})):-1<e.indexOf(i)&&-1<n.indexOf(a)&&o.init(\"4000034\")};t.category_all_status||t.category.analytics.status?n():t.category.analytics.queue.push(n)}(windo
w.wdgtagging,window.wdgtagging.bing,wind
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Size (bytes):
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SHA-256:
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|IE Cache URL:

Preview:

downloaded

68355

5.424520659702435

false
1536:EHMIRPJ9Zm4nzKF5ZH/KhoLGYhz3jEj9TNfHX7EmI9oNBiBbX:EIRDLUOY4G
DB98B1DE73E2EBC6E4BBD476EA757217
EF5535338573CE9EDODC467A33AC3F7F0969118C
2DCB185AEF53769613D48B8A75DD1867534D39371AA1FA0A8BDI0F86D21DF9075
C1256DBD5472EFBC638872C076BFA0691A17E95E508365978BF149C35E328099E602DF866200BF6EEB881EESF250C708A6BC832BA549058D836267EF3CB5F898
false
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hitp://https://www.microsoft.com/en-us/videoplayer/embed/RE4MAc1?pid=player-containerl-
oneplayer&jsapi=true&postJsliIMsg=true&autoplay=false&mute=false&loop=false&market=en-us&useAdaptive=false&playFullScreen=false

...... <IDOCTYPE html>..<html lang="en-us" dir="Itr">..<head data-info="{&quot;v&quot;:&quot;1.0.7662.39393&quot;,&quot;a&quot;:&quot;241a06ae-c7ed-492e-a05e-8c3
749bdcfac&quot;,&quot;cn&quot;:&quot;OneDeployContainer&quot;,&quot;az&quot;:&quot;{did:92e7dc58ca2143cfb2c818b04 7cc5cdl, rid: OneDeployContainer, sn:
marketingsites-prod-odeastus, dt: 2018-05-03T20:14:23.4188992Z, bt: 2020-12-24T05:53:06.0000000Z}&quot;,&quot;ddpi&quot;:&quot; 1&quot;,&quot;dpio&quot;:&quot;&
quot;,&quot;dpi&quot;:&quot; 1&quot;,&quot;dg&quot;:&quot;uplevel.web.pc.ie&quot;,&quot;th&quot;:&quot;default&quot;,&quot;m&quot;:&quot;en-us&quot;,&quot;|&quot
;:&quot;en-us&quot;,&quot;mu&quot;:&quot;en-us&quot;,&quot;rp&quot;:&quot;/en-us/videoplayer/embed/RE4MAc1&quot;,&quot;f&quot;:null,&quot;bh&quot;:{}}">..

<meta charset="UTF-8"/>.... <meta http-equiv="x-ua-compatible" content="ie=edge" />.. <meta name="viewport" content="width=device-width, initial-scale=1" />..
<title></title>..
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Preview:
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PNG image data, 646 x 606, 8-bit/color RGBA, non-interlaced

downloaded

10268

7.705440464889742

false

192:PpMrugE/+881BB5zpvqWICrXHd1nbAavMOw3t:2M+88gYanA8MOs
D6F3749E348C369FA1BB840C1311759A
96C8CBB69CC329DDF91796579C9CBF4C11A25804
5A81F94F15384B49AF177C759B3589AD926056DA18AFDFF554E95631E187D022

3CDFD1C7838763E3AD6B389A327COE36E6A4935C8824206F7117C308E157FC58B1C2D0396A438836079E89E3C5FBEA7BECA4F469CASFC89E7CB2F8710AFC86B/
D

false
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C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG-XR

downloaded

4221

7.635694914645506

false
96:WB0e7X6IW2JUSh5EWB641BaqTLIOVWJItuKTScW1QGDbsR8YWP:GT7IWT4EKFaqTJ+W/uK/SDIRQ
A092F1A7D488A5DCA1ABD948FAFOEALB

4185AC7794B8D9087691930F4956882809FD3FFD
253994E97BBDD16192D73203D945BE422E6490A8045F23958EFB1BFB1500C300

F7CBECBC77F86D58FC1FB41ABE0054011DD175FCAB11DCFB7ABD8CD4C84DD4EB5A309B53533629754EA235D6ADAES4A404BD68A2E65663981F84EE76DACA
E20

false
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|IE Cache URL:

Preview:

JPEG-XR

downloaded

3694

7.568615107457185

false
48:4DukQ/duqujzZIVI9NVEpbevjUHdIXcoAsEpjimyMolkU9888t2mT/yj9eiH2eib:1kQgqSZaJINVEpbflcoEZjk1t890R
06F41F58B608ABC336EA6725BB5A72A1

E06FF2396F54B8B1E78B1428DC7A3579E918CAOB
BB636300FC72A5553C4AA1D0162C93DD8125ED933C3589C13FF3F9787FD51F3C
A4D431C1B3595A22A0313537876923E9DBOC8CAB40F36653ABDAA55832E007114B9376E9A7A742079F03F357FBIC1A4509862946D7FB247D01EB747EBB284DAF
false

low

hitp://https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4qAnQ?ver=674e&q=90&h=75&w=75&b=%23FFFFFFFF&aim=true
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RE4qRrT[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 39 x 40, 8-bit colormap, non-interlaced

downloaded

1134

7.232907213818812

false
24:mboJOgsUVnfWyu8blB2V5Y0oRoUI2Y8mmOQ5DxYHyn:mbGsafWCRMV5AUr5DXY Sn
FOD952243299C2BBDB34EEF50C8CBE45
DOC00882F1EBCDA9COEAA476BCE32EA219E67B67
7345CBD9E10C058E55D4E615A23150EEBE65D42A1E91FBF6BFO2EBDGEOEGAFA2

13E071336465CC985CA97EC01863BA6D55E395253D1D7FD53A138BFODACOEFD7A9ECF448AAAODE7C24E7FC69A986EFFADDELE7643177D164693DEA9912202¢
1

false
low

hitp://https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4qRrT?ver=cee0&q=90&h=40&b=%23FFFFFFFF&aim=true
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RE4qv5D[1].wdp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG-XR

downloaded

3406

7.626668354164244

false
96:9HOW/6MIbvFrPPWIg5toMVVd588jl2+2UeBrM9C2:9Hp/dIBPPdWeMVv588dUYrK
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12AD4EB69427F34AE4AFA7F8D482D6C5147D89BF682FDAECIAFA7FDEBAGGAFESD

EOF425CE705A77CB1BAGED423B45485578A1BFF5BOAEGEO3D09D384D03FAG0EB10CDC566F0B54FEB4645FFC81C7E286EB192C7DB800F093B263087D05CE00L
B

false
low

hitp://https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4qv5D ?ver=6b44&q=90&h=75&w=75&b=%23FFFFFFFF&aim=true
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RE4qxNL[1].wdp

Process:

File Type:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG-XR
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RE4qxNL[1].wdp

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

downloaded

4530

7.608595222873403

false
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14128258D2E675D37E2CDFDC7FA7EC807106C763
58BEF6A43AATFABBF28971D35B4027020D96FE4075BEB05879B5FE1773287C50
8B20597690FF55FB8D90C11F9229D7B29B6F3237B9873F4E9AE24CAB37E3C72F2959E6E38E78E164D3D4194538B9817171EAA2073E09E8693D40A8E6CB62F74E
false

low

hitp://https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4qxNL?ver=dbaa&q=90&h=75&w=75&b=%23FFFFFFFF&aim=true

1 B 0 NKL WV | ST Ko $.B........ BB D SRR WMPHOTO..F.q.J.J0...,.XZb...@.....@.|....... . I T..t0... &
cG.D...n.....ng.u$.Be"x...*.."...&Y. k......*.5.C..d. KT.

....SQR..PO...G../.F.X.T.'bju.G..8"
d.;..8.?HxQUe...L.H..U..%.X..1.V.-Hp.Wm

9.K.j?:t.P..H..Q.p .
......... R.;.9+...0....]..%...#."*..8..c.X..8..

...dZc..l.Rh..L
*G.8....6....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RE4r1E5[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 44 x 40, 8-bit colormap, non-interlaced

downloaded

865

6.845429592734823

false

24:sFxDigtGnt5gsKPq1XAEJIx5aXsuS3Y1Y8g2wo4:0Pt5Ph1QCnaXsuj2wd
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38

false
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hitp://https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4r1E5?ver=326d&q=90&h=40&b=%23FFFFFFFF&aim=true
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\RE4tWNO[1].jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=12, height=730, bps=158, PhotometricIntepretation=RGB, orientation=upper-left, width=1300], baseline, precision 8, 1300x730, f
rames 3

downloaded

398309

7.892288915000026

false

6144:7EFjUIpvcdPWMeHE+qFFLV001E14IGSxV+EmUmaFORjTocLce TzeuFEOOLXVH:7EXViMxZ01E14IGSmEmMUmsmAocCDSH
C8856BB199A5F55FDF8B988B3A25B507

46406EDB6248CE93F3771AF1D019C69F5E5BDEA3

00ED24A1E4E60F4E4FA388035AAC5E8B07DCDB6A697754F39378D9BC9BB9818B
31D603AAF02D67D5EA689E29F042A08DB811979BC1D2FF1B5469351E54B285314CC224DBA2DC5844CC176A1ACCFA22F36308DE4B6199DF98833378D2F76D424
false

low

hitp://https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4tWNO?ver=466b

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\ScriptResource[1].js

Process:
File Type:
Category:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
UTF-8 Unicode (with BOM) text, with CRLF line terminators

downloaded
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\ScriptResource[1].js

Size (bytes): 26954

Entropy (8bit): 4.516288580103467

Encrypted: false

SSDEEP: 384:EMgviMjM4if38GmhXeC1QRwweTKkBE9wbOY4Jf/JhRZ5h+73hNVt80oC4veONLYVi:ZLEiJSdo11vIYHgb5KIo8v

MDS5: 3DBD97A205B8CE59D755AB94F8C42964

SHAL: B0520226342BBA131160A510BA3B57A1E8B7B80C

SHA-256: 36F7B9FE80A026A5D933855DE494AC6B7A4D01A93C26CEBA8737EEDOCT79367F4

SHA-512: 82BE6F1015CC346811EB736BD78F4949C855E49F8B4CC8493B22AE0F8D329EFA34205599E1138E57D33302B8A7B76F085DED053530B0F79D0DC71E257C99D80L
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://astreconseil-my.sharepoint.com/ScriptResource.axd?
d=gemjosSKVA45CyEjDwlljo08Csno0IOMEI5aL 1JBMAyvzUcq68BwwuZw9qPdLgKiWJEKSCKSda55rgQYYQAQRjPOVUO04NaahUs2PSY4xD-
VANMxZAB00E18P0XK9sQ_gzWP3nNbg9_M7ISb4nY mpCvDwQ04qBn9dID3TRSrov81&t=ffffffffb5e9ddf6

Preview:
.var Page_ValidationVer = "125";..var Page_lIsValid = true;..var Page_BlockSubmit = false;..var Page_InvalidControlToBeFocused = null;..var Page_TextTypes = /(t
ext|password|file|search|tel|urllemail|number|range|color|datetime|date|month|week|time|datetime-local)$/i;..function ValidatorUpdateDisplay(val) {.. if (typeof(val.display)
=="string") {.. if (val.display == "None") {.. return;.. 1. if (val.display == "Dynamic") {.. val.style.display = val.isvalid ? "none" : "inline";..
return;.. }.. }.. if ((navigator.userAgent.indexOf("Mac") > -1) &&.. (navigator.userAgent.indexOf("MSIE") > -1)) {.. val.style.display = "inline";.. }.. va
|.style.visibility = val.isvalid ? "hidden" : "visible";..}..function ValidatorUpdatelsValid() {.. Page_lIsValid = AllValidatorsValid(Page_Validators);..}..function AllValidators
Valid(validators) {.. if ((typeof(validators) != "undefined") && (validators != null)

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\Twitter[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 20 x 20, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 369

Entropy (8bit): 7.156142843233795

Encrypted: false

SSDEEP: 6:6v/IhPUFR/VE7UZNnVcNbYP9RgPCLzLMAhd8UBVTyyuhowJctlvKnghQigbWFkqCF:6v/7i/XgNbYPuPCUUju+wytlvKnghdgB

MDS5: 93CA1AB0FFCE09717DFFCE31F46C6AD3

SHA1L: 39E9F6103A283006234A4FBB63616298C4F99574

SHA-256: 02AC1C1A2BF961E85B8D3B4038DC18D781C3162C441871114001D3E2A357D565

SHA-512: B10A7C31FD53570A852C19509DCIE977F74B0516399E32FA48D6818EFB51DC6EF2EDC61C55BEAC70870C05FEE719CEA707ABFE82F6E49BCDCB44C54CF2AFF
83

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.microsoft.com/onerfstatics/marketingsites-eus-prod/_h/10609c90/office.testdrive/images/social/ Twitter.png

Preview:
.SRGB

A
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\WebResource[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF line terminators

Category: downloaded

Size (bytes): 23063

Entropy (8bit): 4.7535440881548165

Encrypted: false

SSDEEP: 384:GvUzYI+Vidg1V5itlLONhA6W+KV8i/4CYZzLKLADrLUOITXZTAzIzZrwDITWMCIQip9:bkON69KCIQq8hDRIHp2tWU25Zt/gREVG
MDS5: 90EA7274F19755002360945D54C2A0D7

SHA1L: 647B5D8BF7D119A2C97895363A07A0C6EB8CD284

SHA-256: 40732E9DCFA704CF615E4691BB07AECFD1CC5E063220A46E4A7FF6560C77F5DB

SHA-512: 7474667800FF52A0031029CC338F81E1586F237EB07A49183008C8EC44A8F67B37E5E896573F089A50283DF96A1C8F185E53D667741331B647894532669E2C07
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://astreconseil-my.sharepoint.com/WebResource.axd?
d=cGS36qDUI9PTMCVBkwPeXwQzkaldMVVuUoczluVVuVb3SqYIBecIN_k8WMO9t2_7Ma3kKInLh_lArtJHi8NrwulXMelSkCbkiUrbJGn7QDPI1&t=637321665772739184

Preview:

function WebForm_PostBackOptions(eventTarget, eventArgument, validation, validationGroup, actionUrl, trackFocus, clientSubmit) {.. this.eventTarget = eventTarget;..
this.eventArgument = eventArgument;.. this.validation = validation;.. this.validationGroup = validationGroup;.. this.actionUrl = actionUrl;.. this.trackFocus = trackFo

cus;.. this.clientSubmit = clientSubmit;..}..function WebForm_DoPostBackWithOptions(options) {.. var validationResult = true;.. if (options.validation) {.. if (type
of(Page_ClientValidate) == ‘function’) {.. validationResult = Page_ClientValidate(options.validationGroup);.. }.. }.. if (validationResult) {.. if ((typeof(opt
ions.actionUrl) != "undefined") && (options.actionUrl != null) && (options.actionUrl.length > 0)) {.. theForm.action = options.actionUrl;.. }. if (options
.trackFocus) {.. var lastFocus = theForm.elements["__LASTFOCUS"];.. if ((typeo

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIJMT\amx.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines
Category: downloaded
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FIJMT\amx.min[1].js

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

4212

5.070551142589893

false

96:1J79/3MIPKeZJ/isPtYodc+c+cQcYLHjWHXFrri:iJ9/3jPbtR11/Tylm

2712DD465DC49486E0DIE34CEDDF922F

85DD1B118C946D8934B5755593DEF3AA7CCC1147

B51B71CD1157AD7895177C07B006CB93F95CE755838286D2A7F725330B3E2467
E66CC46726E486912DAA5BE3EDBFD52B9E72679CBA29D1DAC0858C6784F456CAB516FFA192315E65577A426DC13F82C887EF5877A396E9B87E6A6B479F97F01
false

low

hitp://https://account.microsoft.com/dist/oneui.razor/public/scripts/amx.min.js?v=B51B71CD1157AD7895177C07B006 CB93F95CE 755838286 D2A7F725330B3E2467

;.var __extends=this&&this.__extends||function(){var a=function(b,c){return a=Object.setPrototypeOf||{__proto__:[J}instanceof Array&&function(a,b){a.__proto__=b}||functi
on(a,b){for(var c in b)b.hasOwnProperty(c)&&(a[c]=b[c])},a(b,c)};return function(b,c){function d(){this.constructor=b}a(b,c),b.prototype=c===null?Object.create(c):(d.prot
otype=c.prototype,new d)}}(),Amx;(function(a){var b;(function(a){function g(){new b}var b=function(){function a(a){this.$stepElements=a,this.stepMap={},this.$stepElements
=this.$stepElements||$(".m-wizard-step"),this.init()}return a.prototype.init=function(){this.initSteps()},a.prototype.initSteps=function(){var a=this;this.$stepElements.m
ap(function(b,f){var g=$(f),h;g.hasClass("linking-step")?h=new d(a,$(f)):g.hasClass("automatic-step")?h=new e(a,$(f)):h=new c(a,$(f)),a.stepMaplf.id]=h,h.isActive&&(a._ac
tiveStep=h)})},Object.defineProperty(a.prototype,“activeStep" {get:function(){return this._activeStep},set:function(a){if(this._activeStep===a)return;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FJMT\favicon[1].ico

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows icon resource - 6 icons, 128x128, 16 colors, 72x72, 16 colors
downloaded

17174

2.9129715116732746

false
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false

low
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\fb-083993[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

168646

5.044051581582224

false
3072:0zCPZKTP3bDLHOtfRqQOxtL{j4ZDSIpTt813viY8R1j35Ap7LQZLPPIJH7PAbOCXR:cIZAXLkeedh
ODCFF2779D4542C11AD9C9C19DF8328D

D7EFAEBE66FA6B4C335826BFD8C56C6F142E4254
440D8292ABDF80DD6EBAIDIFAEAB3367CE57BD1A1A8D153EDC358DB5F97EFF35

CC747AA36ADEE4CBA4236F01820CE9661214C649DCF23227D7CF9187E24F2D15DBA43E9B706B30DC3D55060E08601575EAB0256306AEA28F3544BAD4BC33E9!
3

false
low

hitp://https://www.microsoft.com/onerfstatics/marketingsites-neu-prod/west-european/shell/_scrf/css/themes=default.device=uplevel_web_pc/77-544ced/4f-ddf677/30-
261f7a/59-e7f1bf/61-241d9a/c0-c303e2/94-a42dab6/fb-0839937?ver=2.0

@charset "UTF-8";./*! | Copyright 2017 Microsoft Corporation | This software is based on or incorporates material from the files listed below (collectively, "Third Party
Code"). Microsoft is not the original author of the Third Party Code. The original copyright notice and the license under which Microsoft received Third Party Code are set
forth below together with the full text of such license. Such notices and license are provided solely for your information. Microsoft, not the third party, licenses this Third P
arty Code to you under the terms in which you received the Microsoft software or the services, unless Microsoft clearly states that such Microsoft terms do NOT apply for
a particular Third Party Code. Unless applicable law gives you more rights, Microsoft reserves all other rights not expressly granted under such agreement(s), whether by
implication, estoppel or otherwise.*/./*! normalize.css v3.0.3 | MIT License | github.com/necolas/normalize.css */.body{margin:0}.context-uh

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\fb-083993[2].css

Process:

File Type:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\fb-083993[2].css

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Preview:

downloaded

271017

5.07491137154648

false

3072:wYzddg8HPbn/hL4fbv3DIF+EkyfJYBF0AJL55gGHjkzmfe TSNbORfJ4J0ZRV8+ua:aLkeedsZKRFW
3253F0FC85559A569C244AB3C2417F0D

F55A9D2285EBBFDD8D3E764BA60A691BC4636803
E6A267D58677AF66926C5E557249DC41999E8A04857D4C9667B7F6C97D722B5B

C8F25654A10ECAF1FDOABADAD4ASAG6315A09B6A4A8A2FCED894BF29C538D35EBF86C5CF452A64EE4EABBA36FAG3E434D3B2B32229DF05A378EAGA2DDF7ES
9209

false
low

hitp://https://www.microsoft.com/onerfstatics/marketingsites-eus-prod/west-european/MICROSOFT-365/_scrf/css/themes=default.device=uplevel_web_pc_ie/94-
a42dab/13-c4efac/ad-54c9f4/94-28a114/e0-650066/98-bd0547/96-b2fd92/c0-cch385/21-fb90c2/f8-d7792d/fb-f97¢c3b/bf-60f63e/81-8ca29e/c0-379397/fd-9178b9/fb-
083993?ver=2.0

@charset "UTF-8";.x-hidden-none-mobile-vp{display:none !important}@media screen and (-ms-high-contrast:active){.c-uhfh button,.c-uhfh .glyph-shopping-cart,.c-me
.msame_Header{border:none !important}.c-logo{margin-right:1px;border:none limportant;outline:none !limportant}.c-logo.c-cat-logo:focus>span:before,.c-logo.c-cat-
logo:hover>span:before{background:WindowText}.c-uhf-nav-link{border:none !limportant}.c-uhf-nav-link:hover{text-decoration:underline limportant}search{backgrou
nd:Window;color:WindowText}#search span{vertical-align:top}.c-uhfh.c-sgl-stck .c-uhf-menu button:focus,.c-uhfh.c-sgl-stck .c-uhf-menu a:focus,.c-uhfh.c-sgl-stck .c-uhf-na
v-link:focus,.c-uhfh.c-sgl-stck .c-logo.c-sgl-stk-uhfLogo:focus,.c-uhfh.c-sgl-stck .c-logo.c-cat-logo:focus,.c-uhfh.c-sgl-stck .c-search #search:focus,.c-uhfh.c-sgl-stck .glyph-
shopping-cart:focus,.c-uhfh.c-sgl-stck .glyph-global-nav-button:focus,.c-uhfh.c-sgl-stck .glyph-shopping-bag:focus{outline:2px solid WindowText limportant}.c-uhfh.c-sgl-
stck

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\fb-083993[3].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

252412

5.07700925626263

false

3072:wYzddg8HPbn/hL4fbv3DIF+EkyfJY6F0AJL55gGHjkzmfe TSNbORfJ4J0ZRV8+u/:aLkeedsZKRF7
D501867BCD1D7FDDA7511E8E10C5290A

366C2D87BFE84652B224BA6B67A992FEFADI7E40
8A8548D1A26CCB889A741F11E32A5656F0EOFA33626212947857BE7E44028CF3
F744F62436854837C6E330E84B4F25A141EA42A2C1639C77FFEEOF3BBE7B89484B060DC2B0149725DE7BC8C7935F9B2B36482E7D494A7FF8DB3A636CIDAFF26¢
false

low

hitp://https://www.microsoft.com/onerfstatics/marketingsites-eus-prod/west-european/MICROSOFT-365/_scrf/css/themes=default.device=uplevel_web_pc_ie/94-
a42dab/13-c4efac/ad-54c9f4/94-28a114/e0-650066/98-bd0547/96-b2fd92/b5-285959/a6-41cce0/21-7d6¢87/c7-542157/c3-953460/c0-cch385/fb-f97¢c3b/bf-60f63e/81-
8ca29e/c0-379397/fd-9178b9/fb-083993?ver=2.0

@charset "UTF-8";.x-hidden-none-mobile-vp{display:none !important}@media screen and (-ms-high-contrast:active){.c-uhfh button,.c-uhfh .glyph-shopping-cart,.c-me
.msame_Header{border:none !important}.c-logo{margin-right:1px;border:none limportant;outline:none !limportant}.c-logo.c-cat-logo:focus>span:before,.c-logo.c-cat-
logo:hover>span:before{background:WindowText}.c-uhf-nav-link{border:none !limportant}.c-uhf-nav-link:hover{text-decoration:underline limportant}search{backgrou
nd:Window;color:WindowText}#search span{vertical-align:top}.c-uhfh.c-sgl-stck .c-uhf-menu button:focus,.c-uhfh.c-sgl-stck .c-uhf-menu a:focus,.c-uhfh.c-sgl-stck .c-uhf-na
v-link:focus,.c-uhfh.c-sgl-stck .c-logo.c-sgl-stk-uhfLogo:focus,.c-uhfh.c-sgl-stck .c-logo.c-cat-logo:focus,.c-uhfh.c-sgl-stck .c-search #search:focus,.c-uhfh.c-sgl-stck .glyph-
shopping-cart:focus,.c-uhfh.c-sgl-stck .glyph-global-nav-button:focus,.c-uhfh.c-sgl-stck .glyph-shopping-bag:focus{outline:2px solid WindowText limportant}.c-uhfh.c-sgl-
stck

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\icons[1].eot

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), icons family

downloaded

4388

5.568378803379191

false

96:2WZx42qAC0ApC6do8MPOGINAMER38GTDfO/fv:1x42qAHA06VMPiIEMCTY
77E1987DF3A0274C5A51E3C55CEE7C98
9BOFE96AF141AB09183F386F65BC627B8C396460
EF04649D4D068673CFOFA47EF4C45C8BE291E703F4EC5FCOES07F17839120AA2
B1EOCFB515FF2298799BA54574899D27B1FC043F66CC4E9591C504F88273B98697BI9ED25955DB84986B39EDIF51864611833DC88064B14C29ADC020FBFEE295
false

low

hitp://https://assets.onestore.ms/cdnfiles/external/oneui/oneuil.16.2/dist/fonts/icons/icons.eot?

dhead.
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\jquery-1.11.2.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

95931

5.394232486761965

false
1536:5P1vk7i6GUHdXXeyQazBu+4HhiO2AEeLNFoqghJ7SerN5sVI6xcBgPv7E+nzms9d:A4Ud4ghJvNPqcB47MfWWca98HrB
5790EAD7AD3BA27397AEDFA3D263B867

8130544C215FE5D1EC081D83461BF4A711E74882
2ECD295D295BEC062CEDEBE177E54B9D6B19FC0A841DC5C178C654C9CCFF09CO

781ACEDC99DE4CE8D53D9B43A158C645EAB1B23DFDFD6B57B3C442B11ACC4A344E0D5B0067D4B78BB173ABBDED75FB91C410F2B5A58F71D438AA6266D048|
98A

false
low

hitp://https://ajax.aspnetcdn.com/ajax/jQuery/jquery-1.11.2.min.js

/*1'jQuery v1.11.2 | (c) 2005, 2014 jQuery Foundation, Inc. | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports
=a.document?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:
this,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={},1="1.11.2", m=function(a,b){return new m.fn.init(a,b)},n=/*
[\s\uFEFF\xAO]+|\s\uFEFF\xA0]+$/g,0=/"-ms-/,p=/-([\da-z])/gi,g=function(a,b){return b.toUpperCase()};m.fn=m.prototype={jquery:l,constructor:m,selector:"" length:0,toArra
y:function(){return d.call(this)},get:function(a){return null'=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=m.merge(this.constructor(),a);return b.pr
evObject=this,b.context=this.context,b},each:function(a,b){return m.each(this,a,b)},map:function(a){return this.pushStack(m.map(this,function(b,c){ret

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\launch-ENbb9d0de7cc374dc99259df2c4b823cef.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

143990

5.143224409890041

false
3072:8uxwHsup2LWDCYNMXCHwjUW+6r1GPG4xArt8S6WTsht:8uxhuiwDCYNWCHI6r1GPG4xy8S6V
A5C1DB13224C212F8820F28F5A57CB54

C02B2762891E342AACA3ACEAED3137C29E3B05CA
9A31A5EE3DCC1AC2E3303A66E2D99C4FA83D62DCAIEEQO9C2C7ECL7EI72F07854
5A8C5F005E4893EAFA1B67B5145B9F94D9924D370E50A41E985AB802FAEBIC75380CC65F3BFAB5A639E95EC884536E44C053E7A420906420E28A2CEC4C85AE9
false

low

hitp://https://assets.adobedtm.com/launch-ENbb9d0de7cc374dc99259df2c4b823cef.min.js

/I For license information, see “https://assets.adobedtm.com/launch-ENbb9d0de7cc374dc99259df2c4b823cef.js ..window._satellite=window._satellite||{},window._sate
llite.container={buildInfo:{minified:!0,buildDate:"2021-01-22T05:44:45Z" ,environment:"production”,turbineBuildDate:"2020-08-10T20:14:17Z" turbineVersion:"27.0.0

"}, dataElements:{MSCC_Consent:{defaultValue:"';modulePath:"core/src/lib/dataElements/customCode.js",settings:{source:function(){return!("undefined"!=typeof wind
ow.mscc&&"function"==typeof window.mscc.hasConsent&&!'window.mscc.hasConsent())}}},"Windows - All Pages":{defaultValue:"',;modulePath:"core/src/lib/data
Elements/customCode.js",settings:{source:function(){return!!location.pathname.match(/\\windows\/?/gi)}}},"JSLL RedTiger":{defaultValue:"",modulePath:"core/src/|
ib/dataElements/customCode.js",settings:{source:function(){return 0<$("#primaryArea[data-m]").length}}},SiteConsent_Advertising:{defaultValue:"',modulePath:"cor
e/src/lib/dataElements/customCode.js",settings:{so

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIJMT\meBoot.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF, LF line terminators

downloaded

154427

5.55030568871564

false

3072:9xTI1rl11dz269QXU9IVFRYb6fGPOwWeLS1SP:3cVWE6KbX9FLS1SP
C57C07C4674AE6F46031D21047D05989
A95BFD98F4698ED582A16395AC1FFD45961FDOEL
DE6214A5477F1EE5BB72E015094923CAD51ED057A379BCEB817D82A9A1B0498D
6ADBFB036C73F903DFA5F5C45B1B64B16E8791A57C23601A574B9CF804A452D03AFB446F8130A8F596382194FDFC1D752CA0821C35FE934BA1A31285F0865129
false

low

hitp://https://mem.gfx.ms/scripts/me/MeControl/10.20321.2/de-DE/meBoot.min.js

MeControlDefine("meBoot",["exports","@mecontrol/web-inline"],function(t,A){"use strict";var s=function(){},i={},u=[],p=[];function w(t,e){var n,r,0,i,a=p;for(i=arguments.
length;2<i--;)u.push(arguments]i]);for(e&&null!=e.children&&(u.length||u.push(e.children),delete e.children);u.length;)if((r=u.pop())&&void 0!==r.pop)for(i=r.length;i--;)
u.push(rfi]);else"boolean"==typeof r&&(r=null),(o="function"!=typeof t)&&(null==r?r="":"number"==typeof r2r=String(r):"string"!=typeof r&&(0=!1)),0&&n?ala.length-1]+=r:a=
==p?a=[r]:a.push(r),n=o;var c=new s;return c.nodeName=t,c.children=a,c.attributes=null==e?void 0:e,c.key=null==e?void 0:e.key,c}function T(t,e){for(var n in e)t[n]=e[n];r
eturn t}function d(t,e){t&&("function"==typeof t?t(e):t.current=e)}var e="function"==typeof Promise?Promise.resolve().then.bind(Promise.resolve()):setTimeout;var |=/acit|
ex(?:s|g|n|p|$)|rphlows|mnc|ntw|ine[ch]|zoo|*ord/i,n=[];function a(t){!t._dirty&&(t._dirty=10)&&1==n.push(t)&&e(r)}unction r(){for(var t;t=n.pop();)t
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIJMT\meCore.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF, LF line terminators

downloaded

101866

5.2509724222666865

false
3072:17uoUCePnnineqFpJrljsV72IzTPH/cTOhz/Eo70YNOG:2WleMXLz/Eo70YnOG
F3C5F58A5A3EE49C326755652A396448
63F37B3BD5C33C935C4E10FC3CO0FF75175D6FC5
C965F854E2429F283AC9CA2F8F7641B10E6F43F7EF1FOAD6482F1F7B6B5A21F6
5FA3F186DCF7838F54C46FE519298292170DC388325B1A972F5C24EE3FF94E5D6F10C7A883A743599043E01EDSE6FOF6D458384A5061554A25830FD5A2B0B7DC
false

low

hitp://https://mem.gfx.ms/scripts/me/MeControl/10.20321.2/en-US/meCore.min.js

MeControlDefine("meCore",["exports","@mecontrol/web-inline","@mecontrol/web-boot"],function(t,f,h){"use strict";var r=function(t,e){return(r=Object.setPrototypeOf||{__pro
to__:[J}instanceof Array&&function(t,e){t.__proto__=e}||function(t,e){for(var n in e)e.hasOwnProperty(n)&&(t[n]=e[n])})(t,e)};function e(t,e){function n(){this.constructo
r=t}r(t,e),t.prototype=null===e?Object.create(e):(n.prototype=e.prototype,new n)}var d=function(){return(d=0Object.assign||function(t){for(var e,n=1,r=arguments.length;n<r
;n++)for(var o in e=arguments[n])Object.prototype.hasOwnProperty.call(e,0)&&(t[o]=e[o]);return t}).apply(this,arguments)},s=function(){},i={},u=[],I=[];function v(t,e){var
n,r,0,i,a=l;for(i=arguments.length;2<i--;)u.push(argumentsi]);for(e&&null'=e.children&&(u.length||u.push(e.children),delete e.children);u.length;)if((r=u.pop())&&void
0!==r.pop)for(i=r.length;i--;)u.push(r[i]);else"boolean"==typeof r&&(r=null),(o="function"!=typeof t)&&(null==r?r="":"number"==typeof r2r=String(r):"s

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\microsoft-365[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

dropped

166960

5.331107598375916

false
1536:8sHMIRIAFAJ9Zm4nzKF5ZHNKh1LGYhz3jEj9TNfHX7EmI90/ULRP1UbmHyZUQIiF6:8sIRIdELU/YOULRP1UbqQT
060FF05301B94B855360076ACCA4AAFL

5C2753B7A3C58E1823E663B3986EE69D2C981B05
CAE6A9F5E9C61D066F3773BC8BOCF42FB28595BCBCF608B373171F666CD2558D
3F7A883F5806813A2622432A7FB3153ACFE162CBE228432C7362F680D78C650CF7866A131C56A24A6D0125BCD522767017674293BF3A9C3E4F6C037EF5CIA626
false

low

...... <IDOCTYPE html>..<html lang="de-ch" dir="Itr">..<head data-info="{&quot;v&quot;:&quot;1.0.7662.39393&quot;,&quot;a&quot;:&quot;9e8edac5-7da6-4080-8c5c-445
9c1934855&quot;,&quot;cn&quot;:&quot;OneDeployContainer&quot;,&quot;az&quot;:&quot;{did:92e7dc58ca2143cfb2c818b047cc5cdl, rid: OneDeployContainer, sn:
marketingsites-prod-odeastus, dt: 2018-05-03T20:14:23.4188992Z, bt: 2020-12-24T05:53:06.0000000Z}&quot;,&quot;ddpi&quot;:&quot; 1&quot;,&quot;dpio&quot;:&quot;&
quot;,&quot;dpi&quot;:&quot; 1&quot;,&quot;dg&quot;:&quot;uplevel.web.pc.ie&quot;,&quot;th&quot;:&quot;default&quot;,&quot;m&quot;:&quot;de-ch&quot;,&quot;l&quot
;:&quot;de-ch&quot;,&quot;mu&quot;:&quot;de-ch&quot;,&quot;rp&quot;:&quot;/de-ch/microsoft-365&quot; ,&quot;f&quot;:null,&quot;bh&quot;:{}}">.. <meta char
set="UTF-8"/>.... <meta http-equiv="x-ua-compatible" content="ie=edge" />.. <meta name="viewport" content="width=device-width, initial-scale=1"/>.. ~ <title>Micr
0soft&#160;365 mit Office-Apps | Microso

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\mwfmdI2-v3.54[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 26288, version 0.0

downloaded

26288

7.984195877171481

false

768:56JqQaQphRbTHIKNF52/02h5KpJW3pPOA8Y9g/:gdTTH5XKpIWdH1W/
D0263DCO3BE4C393A90BDA733C57D6DB
8A032B6DEAB53A33234C735133B48518F8643B92
22B4DF5C33045B645CAFA45B04685F4752E471A2E933BFF5BF14324D87DEEEL2
9511BEF269AE0797ADDF4CD6F2FEC4ADOC4A4E06B3ESBF6138C7678A203022AC4818C7D446D154594504C947DA3061030E82472D2708149C0709B1A070FDDOE
false

low

hitp://https://www.microsoft.com/mwf/_h/v3.54/mwf.app/fonts/mwfmdI2-v3.54.woff

.Chhea..]........ $$...hmtx..]......... ye'loca..® e JJoname....8..]..Rpost..f........ .Q.wprep..f$........ X..x.c.Pf.........
V...)00...-Wx...S....... _.m.m.m.m.m;e..y. ..<p..a.0t.&...a.pa.0B.1..F...Q.ha.0OF .3.....q.xa.0A.0L.&...l.da.OE.2L....i.ta.0C.1. f...Y.la.0G.3.....y.|a..@XO0,.....E.ba.DX2,....e
ora.BX1.V...Uja..FX3....u.za..A.0l.6..M.fa.E.2l...m.va..C.1..v...].na..G.3..... }.~a.p@80......C.a..pD82.....c.q..pB81..N...S.i..pF83.....s.y..pA.0\.....K.e..pE.2\... k.u..pC.1..n...[.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\override[1].css

Process:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\override[1].css

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

ASCII text, with very long lines, with CRLF line terminators

downloaded

1531

4.797455242405607

false

24:UdfOF+MOu2U0gD3426 TKgR2Yyk9696 TkMY qdfskeEkeGk/ksuF9gaSm9qgags:Ud8FYqT|j36 TKgR2Yyk9696 TkMY OOkeEW
A570448F8E33150F5737B9A57B6D889A

860949A95B7598B394AA255FE06F530C3DA24E4E
0BD288D5397A69EAD391875B422BF2CBDCC4F795D64AA2F780AFF45768D78248
217F971A8012DEBFE170B4A20821A52FA198447FA582B82CF221F4D73E902C7E3AA1022CB0B209B6679C2EAEOF10469A149F510A6C2132C987F46214B1E2BBBC
false

low

hitp://https://statics-marketingsites-neu-ms-com.akamaized.net/statics/override.css?c=7

a.c-call-to-action:hover, button.c-call-to-action:hover{box-shadow:none!important}a.c-call-to-action:hover span, button.c-call-to-action:hover span{left:0!important}...c-call-
to-action:not(.glyph-play):after { right: Olimportant;} a.c-call-to-action:focus,button.c-call-to-action:focus{box-shadow:none!important}a.c-call-to-action:focus span,button.c-
call-to-action:focus span{left:0limportant;box-shadow:nonelimportant}...theme-dark .c-me .msame_Header_name {color: #{2f2f2;}...pmg-page-wrapper .uhf div, .pmg-page-
wrapper .uhf button, .pmg-page-wrapper .uhf a, .pmg-page-wrapper .uhf span, .pmg-page-wrapper .uhf p, .pmg-page-wrapper .uhf input {font-family: Segoe UlI,
SegoeUl,Helvetica Neue,Helvetica,Arial,sans-serif limportant;}..@media (min-width: 540px) {.pmg-page-wrapper .uhf .c-uhfh-alert span, .pmg-page-wrapper .uhf #uhf-g-
nav span, .pmg-page-wrapper .uhf .c-uhfh-actions span, .pmg-page-wrapper .uhf li, .pmg-page-wrapper .uhf button, .pmg-page-wrapper .uhf a, .pmg-page-wrapper .uhf
#meC

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\privacy-in-our-products[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators
dropped

69644

5.216106671382398

false

768:vgBSExN6uayK TFKSsKQgGsckLKkEuFEoW1G9ottlliGicPRuDdueyaaFpdaHgGQKX:vgBSEX6HyfQJ
BFBBFA9AG6D4595ED591A5C252EA2B7D

E38C0ABD13B2346B29CCDIEBE48C5EAFC3597977
3D6D3BYA01814AE459B14032FA7568F908F26D1CBCDBE3CF1D8F4961D83AF12B

9DA87A5F21264E364A73C873B09367C35C2779FF66025660CC5B37B92BI9CA7506 CAEEEF951D3FEDCOCB768FD71848AC40CDCC72F98B99B16D5EE7CCO01FESE
4

false

low

.<IDOCTYPE html ><html xmIns:mscom="http://schemas.microsoft.com/CMSvNext" xmIns:md="http://schemas.microsoft.com/mscom-data" lang="en-us" xmIns="http
J/lwww.w3.0rg/1999/xhtml"><head><meta http-equiv="X-UA-Compatible" content="IE=edge" /><meta charset="utf-8" /><meta name="viewport" content="width=device-
width, initial-scale=1.0" /><link rel="shortcut icon" href="//www.microsoft.com/favicon.ico?v2" /><script type="text/javascript" src="https://ajax.aspnetcdn.com/ajax/jQuery/jq
uery-1.11.2.min.js">.. /I Third party scripts and code linked to or referenced from this website are licensed to you by the parties that own such code, not by Microsoft.
See ASP.NET Ajax CDN Terms of Use - http://www.asp.net/ajaxlibrary/CDN.ashx... </script><script type="text/javascript" language="javascript">/*<|[CDATA[*/if($(d
ocument).bind("mobileinit”,function(){$.mobile.autolnitializePage=!1}),navigator.userAgent.match(/IEMobile\/10\.0/)){var msViewportStyle=document.createElement(
"style");msViewpor

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\privacystatement[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators
dropped

661944

4.859021027733612

false

12288:Vw8+jftCrg88DH+ezw8+jftCrg88DH+eh:/rg88DH+exrg88DH+eh
E4851F291C3D049024D70D3D227BDE30
6079CD15F613898E3E9COEAF1AOB3305E5FD5BD6
E77C9BACI9DFA63939A09C5BE4F64F6A2D77624C3E488D30C8DC890A59F70A769
5E402CD361A63F7D9C5B1D7B5B0A4F853A5E41FD4F48BC820581ECF5D710450C2819C43A8AF659AE058539A132C215D62D301D7719103F37B98EAS552F8BE04:
false

low

.<IDOCTYPE html ><html xmIns:mscom="http://schemas.microsoft.com/CMSvNext" xmIns:md="http://schemas.microsoft.com/mscom-data" lang="en-us" xmIns="http
J/lwww.w3.0rg/1999/xhtml"><head><meta http-equiv="X-UA-Compatible" content="IE=edge" /><meta charset="utf-8" /><meta name="viewport" content="width=device-
width, initial-scale=1.0" /><link rel="shortcut icon" href="https://www.microsoft.com/favicon.ico?v2" /><script type="text/javascript" src="https://ajax.aspnetcdn.com/ajax/jQu
ery/jquery-1.11.2.min.js">.....// Third party scripts and code linked to or referenced from this website are licensed to you by the parties that own such code, not by Microsoft.
See ASP.NET Ajax CDN Terms of Use - http://www.asp.net/ajaxlibrary/CDN.ashx... ~</script><script type="text/javascript" language="javascript">/*<!|[CDATA[*/if($(
document).bind("mobileinit”,function(){$.mobile.autolnitializePage=!1}),navigator.userAgent.match(/IEMobile\/10\.0/)){var msViewportStyle=document.createElement
("style");msViewpo

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\site-oneui[1].css

Process:
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\site-oneui[1].css

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

137818

5.087444856846427

false
3072:SG9qB4aAGXHsUOY4wQwWKKK7yJySmR4fLq8yP31q8yUiPAnIKADjpF19MB1d119j:SG9qB4aAjctG
669678E6AC2155217851E98F7B7CE340

5E7B4FA7AD507D187038EF8831552E492F8985F0
2D4E0D620D6B4AB4856C1BCC26F84C961E303B5D09C7D17A1F64E484BD5DC6D9

C753E7B8EAAF85CECAEFSFED6A34E6212B826DD786E960E625AED378E73EB3BAA71D94C5A42EBF632D4C45631860E90436E8430B8D3B7041AC78BF5FD5F0D
D3

false
low

hitp://https://account.microsoft.com/bundles/styles/site-oneui?v=ipZMQXQkGBI2C5JdE2fQoxDEKmOF5EIUaBma6j-F_IM1

ol,u{padding:0;margin:0;list-style:none}.hidden{display:none}@-webkit-viewport{width:device-width;}@-moz-viewport{width:device-width;}@-ms-viewport{width:device-
width;}@-o-viewport{width:device-width;}@viewport{width:device-width;}.progress{background-image:none!important}@font-face{font-family:"Dev Center MDL2 Assets
";src:url("/Resources/Fonts/DevCMDL2.1.43.eot");src:local("Dev Center MDL2 Assets"),url("/Resources/Fonts/DevCMDL2.1.43.eot?#iefix") format("embedded-opentype")
,url("/Resources/Fonts/DevCMDL2.1.43.woff") format("woff"),url("/Resources/Fonts/DevCMDL2.1.43.1tf") format(“truetype"),url("/Resources/Fonts/DevCMDL2.1.43.svg#
Dev Center MDL2 Assets") format("svg")}.win-icon-Info:before{content:"."}.win-icon-Cancel:before{content:"."}.win-icon-Warning::before{content:"."}.win-icon-Che
ckMark::before{content:"."}.win-icon-TaskStateCircleFull::before{content:"."}.win-icon-TaskStateComplete::before{content:"."}.win-icon-TaskStateNotStarted::before{content
."}@media(max-

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\social[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

523708

4.992715775106631

false

3072:GAWMeEZACGwzyP5kTP3bl0tfY qQOxtLfj4ZDa813giY8R1j35Ap7zzN1n1IKfNKM:CEZACNhm]
28B37F91E678D2CB681DE15D2D956DD3
C1C11B332C1C06A5B432B09BOSFESE1IDCAD387F8
F37B9615308CB394DEOFAFC5931E3A49C6D8E317C4AE9863F021C6EFF6F4F942

390D6EDC2D8CDDDFA9B5A07F4BE8S8D1D6B806AC373C704DB5A360A87ESCF3D08BIE3BAB31744C240B1043A778F02BFA4EBCB37FB7466BEG4DEB3FF79F8952L
97D

false
low

hitp://https://www.microsoft.com/mwf/css/MWF_20201028_28422223/west-
european/default/alert/ambientvideo/autosuggest/button/calltoaction/dialog/divider/feature/glyph/heading/hero/heroitem/hyperlinkgroup/image/imageintro/list/logo/mosaic/m
osaicplacement/multislidecarousel/pagebehaviors/rating/skiptomain/social?apiVersion=1.0&include_base=true

@charset "UTF-8";./*1 1.57.0 | Copyright 2017 Microsoft Corporation | This software is based on or incorporates material from the files listed below (collectively, "Third
Party Code"). Microsoft is not the original author of the Third Party Code. The original copyright notice and the license under which Microsoft received Third Party Code are
set forth below together with the full text of such license. Such notices and license are provided solely for your information. Microsoft, not the third party, licenses this Third
Party Code to you under the terms in which you received the Microsoft software or the services, unless Microsoft clearly states that such Microsoft terms do NOT apply for
a particular Third Party Code. Unless applicable law gives you more rights, Microsoft reserves all other rights not expressly granted under such agreement(s), whether by
implication, estoppel or otherwise.*/./*! normalize.css v3.0.3 | MIT License | github.com/necolas/normalize.css */.html{font-family:sa

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\social[2].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

465373

5.015480107121932

false

3072:GAWMeEZACGszyP5kTP3bl0tfY qQOxtLfj4ZDa813giY8R1j35Ap7zzN1n1IKfNKL:CEZACVWHj
3EB0908AE0C097357DE76F75F751B9AC

AE67BAAD03731D13A353E4D1DCBAE25B255C95F4
9EF31CF05A72EFCE450893B2D2B368BI9E5C6910FAEFOCA81ABC3FCB7EFC395F5
BO72ACEAF58F7884057FE17909EE945F5F8F74B12C3748474FD5888D504DA70FF37FA2C1CFEFFBEBCFB4111233768B25BC4D29303C94CFOC6A9C6D609FA377C
false

low

hitp://https://www.microsoft.com/mwf/css/MWF_20201028_28422223/west-
european/default/actiontoggle/alert/ambientvideo/areaheading/autosuggest/button/contentplacement/contentplacementitem/dialog/divider/drawer/glyph/heading/hero/heroit
em/hyperlinkgroup/image/imageintro/list/mosaicplacement/multislidecarousel/pagebehaviors/productplacement/rating/skiptomain/social?
apiVersion=1.0&include_base=true
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\social[2].css

Preview:

@charset "UTF-8";./*1 1.57.0 | Copyright 2017 Microsoft Corporation | This software is based on or incorporates material from the files listed below (collectively, "Third
Party Code"). Microsoft is not the original author of the Third Party Code. The original copyright notice and the license under which Microsoft received Third Party Code are
set forth below together with the full text of such license. Such notices and license are provided solely for your information. Microsoft, not the third party, licenses this Third
Party Code to you under the terms in which you received the Microsoft software or the services, unless Microsoft clearly states that such Microsoft terms do NOT apply for
a particular Third Party Code. Unless applicable law gives you more rights, Microsoft reserves all other rights not expressly granted under such agreement(s), whether by
implication, estoppel or otherwise.*/./*! normalize.css v3.0.3 | MIT License | github.com/necolas/normalize.css */.html{font-family:sa

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\4PB7FJMT\wcp-consent[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

255440

6.051861579501256

false
6144:PlgagvUl0iDsW9Whsredo7N;jlZjlZPOaNWgF9Dyjzh:PlgaHI0ilUedo7NjlZjlZP0o74t
38B769522DDOE4C2998C9034A54E174E
D95EF070878D50342B045DCFIABD3FFACCAOAAF3
208EDBED32B2ADAC9446DF83CAA4A093A261492BA6B8B3BCFE6A75EFB8B70294

FOA10A4C1CA4BAC8A2DBD41F80BBE1F83D767A4D289B149E1A7B6E7FADBA41236C5FF244350B04E2EF485FDF6EB774B9565A858331389CA3CB474172465EB3E
F

false
low

hitp://https://wcpstatic.microsoft.com/mscc/lib/v2/wep-consent.js

var WepConsent=function(e){var a={};function i(n){if(a[n])return a[n].exports;var o=a[n]={i:n,l:!1,exports:{}};return e[n].call(o.exports,o0,0.exports,i),0.I=!0,0.exports}return i.m
=e,i.c=a,i.d=function(e,a,n){i.o(e,a)||Object.defineProperty(e,a,{enumerable:!0,get:n})},i.r=function(e){"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.
defineProperty(e,Symbol.toStringTag,{value:"Module"}),Object.defineProperty(e,"__esModule" {value:!0})},i.t=function(e,a){if(1&a&&(e=i(e)),8&a)return e;if(4&a&&
"object"==typeof e&&e&&e.__esModule)return e;var n=0Object.create(null);if(i.r(n),Object.defineProperty(n,"default",{enumerable:!0,value:e}),2&a&&"string"!=typeof e)for(va
r o in e)i.d(n,o,function(a){return e[a]}.bind(null,0));return n},i.n=function(e){var a=e&&e.__esModule?function(){return e.default}:function(){return e};return i.d(a,"a",a),a},i.o
=function(e,a){return Object.prototype.hasOwnProperty.call(e,a)},i.p="",i(i.s=1)}([function(e,a,i)}{window,e.exports=function(e){var a={};function i(n)

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\1920_Panel01_FullbleedHero_Color_NoHoliday[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=0], baseline, precision 8, 1920x720, frames 3

downloaded

353530

7.783946249623923

false

6144:7qWyulAKCPaMKSJGu1+vOwsundICWkfiODt1/VTNcEVaPKn/o4nEUGe5s37J2Nif: WWQTCVKSd40wnndICWgDtvTNPVjn/o4w
CABA7DAC766C0A5AD38C46FF8F2C3444

OBDFCBDFA478F7097B1E9E81D9510F65291CC7D1
38D88C7D8C5A6542B5339B5406291EA41BI8BE3C9275EDF073DAE42F8FC4699AB

63AD76ED1CB2C8917A1F1CD7EB55FFE244A3F4A0B90DCD282D6F1CC43DF416A49AD4909DB335ABC48517A85C54507FOFAAF6866FF5475B7737FA5B545407C7
6

false
low

hitp://https://c.s-microsoft.com/en-us/CMSImages/1920_Panel01_FullbleedHero_Color_NoHoliday.jpg?version=b17ef87f-952e-4b86-8225-21b9fa2afd86

..Ducky....... d......http://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmins:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 6.0-c002 79.164488, 2020/07/10-22:06:53 "> <rdf:RDF xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmlIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmIns:xmp="http://ns.adobe.com/xap/1.0/"
xmpMM:OriginalDocumentID="xmp.did:1eb7c927-81b7-45d1-9a90-02fa594a17{7" xmpMM:Document|D="xmp.did:A5B88124484411EBA5C99508164EB24A" xm
pMM:InstancelD="xmp.iid:42C66332482211EBA5C99508164EB24A" xmp:CreatorTool="Adobe Photoshop CC 2019 (Macintosh)"> <xmpMM:DerivedFrom stRef:in
stancelD="xmp.iid:f2390647-5660-4ae8-bdf4-9251dc62cbee" stRef:documentlD="adobe:docid:photoshop:333c7d74-31b2-bb45-8c74-9e8aa7e8a8h9"/> </rdf:Description>
</rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>....Adobe.d.................cccccee.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\1920_Panel10_4Up_Protect[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 358x201, frames 3
downloaded

29147

7.961451918944927

false
384:fnD50XW1Fc6TiXDSEenJQUApAAEKFizUBFJIV6x+ii6ypj3v+sLP2sTUbHOxUos4U:OonjXDSfF4c7IBFixypjosQbHOSQHWSo
0B2DA7A96DC4CC1893336F3D6DICOF87

ABB5F097A6DAA9344761E57EFC48F74F69E03B5A
336E770A9E30DFD7ABEAAFC8A2BACC166E85EBAGFOBC17FB9SA6EC8BD1ACIFBB

C38BD88D2302D28FFD502F84E1CFF4DB94D1320A6199561C9C28465D9A545B91A7AEAELIES01931DFBF6CFOE46C1CF16B5354ED75FAGBEA94F25FCE34D60FAS
3

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\1920_Panel10_4Up_Protect[1].jpg
Reputation: low

|IE Cache URL: hitp://https://c.s-microsoft.com/en-us/CMSImages/1920_Panell0_4Up_Protect.jpg?version=74ddf6ec-e0f2-b1c0-68de-ae8073b23695

Preview:
...... JFIF. cniemVOXLB P <0
~L$en. .zGO..p. {.0.... X..ubM..FOW..1.z.$........ j_r..m.o..xL.B...2.4.tmR.mH.e".'9.n.......
r=.g.V.pH"8.P........ W...VV(.....i.f.>C..z.G5sE.aNd.O1.|.n.ca..7....w.low.."5R0.UW.)....Yh.Rp.G..m =.g<.~{B>...._...%..Rn.r.q...su...... y..gPF/.-
5..F20.}1B..{.Q..RZEW .. W.....))...&U.xm.W..IE..' *Em.;+.=,.00.Q.0.W2)g...2. Yy r.Ug. . D-~y....nW.v.-..ru6..4...k..RmJ.+..eZ3E. MEmt..1...9..,.z..F.k....b.
J.su[3...32.. H..o.. %.V3US[9..v.|.lj.......2..5%.%(......u...| .[IW..M.).m.....F<IK.Y..=*iMH..7..L....... 1Z...

Static File Info

No static file info

Network Behavior

Network Port Distribution

Total Packets: 108

® 53 (DNS)
@ 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 27, 2021 14:30:12.840985060 CET 49784 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:12.841195107 CET 49785 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:12.880836010 CET 443 49784 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:12.880856991 CET 443 49785 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:12.880908012 CET 49784 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:12.880958080 CET 49785 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:12.899146080 CET 49785 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:12.899307013 CET 49784 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:12.938949108 CET 443 49785 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:12.938977003 CET 443 49784 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:12.940046072 CET 443 49784 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:12.940079927 CET 443 49784 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:12.940095901 CET 443 49784 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:12.940108061 CET 443 49784 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:12.940125942 CET 443 49785 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:12.940125942 CET 49784 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:12.940145969 CET 443 49785 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:12.940155983 CET 443 49784 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:12.940166950 CET 443 49785 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:12.940176010 CET 443 49785 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:12.940179110 CET 49784 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:12.940242052 CET 49785 443 192.168.2.5 192.229.221.185
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Jan 27, 2021 14:30:12.940289021 CET 49784 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:12.970999956 CET 49784 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:12.971113920 CET 49785 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:12.971546888 CET 49784 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:12.971611023 CET 49785 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:12.971733093 CET 49784 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:13.021493912 CET 443 49784 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:13.021519899 CET 443 49784 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:13.021534920 CET 443 49785 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:13.021545887 CET 443 49785 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:13.021557093 CET 443 49784 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:13.021570921 CET 443 49785 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:13.021584988 CET 443 49784 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:13.021594048 CET 49784 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:13.021601915 CET 443 49784 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:13.021617889 CET 443 49784 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:13.021635056 CET 443 49784 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:13.021647930 CET 443 49784 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:13.021650076 CET 49785 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:13.021665096 CET 49784 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:13.021725893 CET 49784 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:13.022422075 CET 49785 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:13.022440910 CET 49785 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:13.022519112 CET 49784 443 192.168.2.5 192.229.221.185
Jan 27, 2021 14:30:13.103949070 CET 443 49785 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:13.104600906 CET 443 49784 192.229.221.185 192.168.2.5

Jan 27, 2021 14:30:13.815438032 CET 49790 443 192.168.2.5 23.211.149.25
Jan 27, 2021 14:30:13.815475941 CET 49789 443 192.168.2.5 23.211.149.25
Jan 27, 2021 14:30:13.858509064 CET 443 49790 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.858740091 CET 443 49789 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.858858109 CET 49790 443 192.168.2.5 23.211.149.25
Jan 27, 2021 14:30:13.859621048 CET 49789 443 192.168.2.5 23.211.149.25
Jan 27, 2021 14:30:13.859646082 CET 49789 443 192.168.2.5 23.211.149.25
Jan 27, 2021 14:30:13.859757900 CET 49790 443 192.168.2.5 23.211.149.25
Jan 27, 2021 14:30:13.902820110 CET 443 49790 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.902842999 CET 443 49789 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.905944109 CET 443 49790 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.905976057 CET 443 49790 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.906004906 CET 443 49790 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.906023026 CET 443 49790 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.906054974 CET 49790 443 192.168.2.5 23.211.149.25
Jan 27, 2021 14:30:13.906081915 CET 49790 443 192.168.2.5 23.211.149.25
Jan 27, 2021 14:30:13.907244921 CET 443 49789 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.907282114 CET 443 49789 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.907311916 CET 443 49789 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.907325029 CET 443 49789 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.907435894 CET 49789 443 192.168.2.5 23.211.149.25
Jan 27, 2021 14:30:13.907457113 CET 49789 443 192.168.2.5 23.211.149.25
Jan 27, 2021 14:30:13.949281931 CET 443 49790 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.949372053 CET 49790 443 192.168.2.5 23.211.149.25
Jan 27, 2021 14:30:13.950436115 CET 443 49789 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.950509071 CET 49789 443 192.168.2.5 23.211.149.25
Jan 27, 2021 14:30:13.953723907 CET 49789 443 192.168.2.5 23.211.149.25
Jan 27, 2021 14:30:13.953948975 CET 49790 443 192.168.2.5 23.211.149.25
Jan 27, 2021 14:30:13.954195023 CET 49789 443 192.168.2.5 23.211.149.25
Jan 27, 2021 14:30:13.996948004 CET 443 49789 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.996957064 CET 443 49790 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.997159958 CET 443 49789 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.997241020 CET 443 49790 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.997337103 CET 49789 443 192.168.2.5 23.211.149.25
Jan 27, 2021 14:30:13.997415066 CET 443 49789 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.997488976 CET 49790 443 192.168.2.5 23.211.149.25
Jan 27, 2021 14:30:13.998164892 CET 443 49789 23.211.149.25 192.168.2.5

Jan 27, 2021 14:30:13.998224974 CET 49789 443 192.168.2.5 23.211.149.25
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Jan 27, 2021 14:30:33.904694080 CET 443 49790 23.211.149.25 192.168.2.5
Jan 27, 2021 14:30:33.904721022 CET 443 49790 23.211.149.25 192.168.2.5
Jan 27, 2021 14:30:33.904860973 CET 49790 443 192.168.2.5 23.211.149.25
Jan 27, 2021 14:30:33.904902935 CET 49790 443 192.168.2.5 23.211.149.25
Jan 27, 2021 14:30:33.941982985 CET 49803 443 192.168.2.5 52.239.152.74
Jan 27, 2021 14:30:33.942886114 CET 49804 443 192.168.2.5 52.239.152.74
Jan 27, 2021 14:30:34.066790104 CET 443 49803 52.239.152.74 192.168.2.5
Jan 27, 2021 14:30:34.066895008 CET 49803 443 192.168.2.5 52.239.152.74
Jan 27, 2021 14:30:34.067852020 CET 443 49804 52.239.152.74 192.168.2.5
Jan 27, 2021 14:30:34.067985058 CET 49804 443 192.168.2.5 52.239.152.74
Jan 27, 2021 14:30:34.074465990 CET 49804 443 192.168.2.5 52.239.152.74
Jan 27, 2021 14:30:34.074486971 CET 49803 443 192.168.2.5 52.239.152.74
Jan 27, 2021 14:30:34.200563908 CET 443 49804 52.239.152.74 192.168.2.5
Jan 27, 2021 14:30:34.200582981 CET 443 49804 52.239.152.74 192.168.2.5

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jan 27, 2021 14:29:15.049542904 CET 63183 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:15.097630978 CET 53 63183 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:16.475359917 CET 60151 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:16.527573109 CET 53 60151 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:17.761657000 CET 56969 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:17.809514999 CET 53 56969 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:19.822621107 CET 55161 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:19.883419037 CET 53 55161 8.8.8.8 192.168.2.5
Jan 27,2021 14:29:21.113914967 CET 54757 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:21.316052914 CET 53 54757 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:21.950834036 CET 49992 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:22.012154102 CET 53 49992 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:22.449604034 CET 60075 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:22.511982918 CET 53 60075 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:23.554946899 CET 55016 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:23.612984896 CET 53 55016 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:34.415445089 CET 64345 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:34.475220919 CET 53 64345 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:37.378835917 CET 57128 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:37.530618906 CET 53 57128 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:41.526952028 CET 54791 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:41.574884892 CET 53 54791 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:49.815859079 CET 50463 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:49.868866920 CET 53 50463 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:50.012876987 CET 50394 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:50.072751999 CET 53 50394 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:50.544326067 CET 58530 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:50.596951962 CET 53 58530 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:50.809463978 CET 50463 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:50.860142946 CET 53 50463 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:51.556924105 CET 58530 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:51.607647896 CET 53 58530 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:51.822891951 CET 50463 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:51.875725985 CET 53 50463 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:52.653316021 CET 58530 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:52.704108953 CET 53 58530 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:53.838795900 CET 50463 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:53.889682055 CET 53 50463 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:54.678894997 CET 58530 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:54.729640961 CET 53 58530 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:54.938860893 CET 53813 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:55.000025034 CET 53 53813 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:55.364854097 CET 63732 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:55.422877073 CET 53 63732 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:56.135270119 CET 57344 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:56.137526989 CET 54450 53 192.168.2.5 8.8.8.8

Copyright null 2021 Page 55 of 63



Timestamp Source Port Dest Port Source IP Dest IP

Jan 27, 2021 14:29:56.166474104 CET 59261 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:56.194169998 CET 57151 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:56.194571018 CET 53 57344 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:56.195620060 CET 53 54450 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:56.213486910 CET 59413 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:56.226788998 CET 53 59261 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:56.234397888 CET 60516 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:56.256659031 CET 53 57151 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:56.272910118 CET 53 59413 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:56.292725086 CET 53 60516 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:57.851902008 CET 50463 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:57.902534008 CET 53 50463 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:58.070031881 CET 51649 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:58.127823114 CET 53 51649 8.8.8.8 192.168.2.5
Jan 27, 2021 14:29:58.670994997 CET 58530 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:29:58.724430084 CET 53 58530 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:00.068305969 CET 65086 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:01.061779022 CET 65086 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:01.120532990 CET 53 65086 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:02.644345999 CET 56432 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:02.700743914 CET 53 56432 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:03.135122061 CET 52929 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:03.194462061 CET 53 52929 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:05.124552011 CET 64317 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:05.182696104 CET 53 64317 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:05.578425884 CET 61004 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:05.634919882 CET 53 61004 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:06.701292038 CET 56895 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:06.705560923 CET 62372 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:06.740369081 CET 61515 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:06.740839958 CET 56675 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:06.743257046 CET 57172 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:06.761097908 CET 53 56895 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:06.763169050 CET 53 62372 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:06.798314095 CET 53 61515 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:06.801959038 CET 53 56675 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:06.802172899 CET 53 57172 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:11.880516052 CET 55267 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:11.956789970 CET 53 55267 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:12.765572071 CET 50969 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:12.838023901 CET 53 50969 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:13.180222988 CET 64362 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:13.240400076 CET 53 64362 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:13.754662037 CET 54766 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:13.806495905 CET 53 54766 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:24.371804953 CET 61446 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:24.412910938 CET 57515 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:24.434869051 CET 53 61446 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:24.460681915 CET 53 57515 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:24.855078936 CET 58199 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:24.925473928 CET 53 58199 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:25.423136950 CET 57515 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:25.471020937 CET 53 57515 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:26.509165049 CET 57515 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:26.556914091 CET 53 57515 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:28.689281940 CET 57515 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:28.738965988 CET 53 57515 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:32.687859058 CET 57515 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:32.737761974 CET 53 57515 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:32.982956886 CET 65221 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:32.989451885 CET 61573 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:33.004017115 CET 56562 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:33.042383909 CET 53 65221 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:33.050880909 CET 53 61573 8.8.8.8 192.168.2.5
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Jan 27, 2021 14:30:33.063886881 CET 53 56562 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:33.888721943 CET 53591 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:33.940371037 CET 53 53591 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:40.959579945 CET 59688 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:41.019012928 CET 53 59688 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:41.594988108 CET 56032 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:41.647629023 CET 53 56032 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:42.172945976 CET 61150 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:42.231436014 CET 53 61150 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:42.337111950 CET 63458 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:42.396497965 CET 53 63458 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:42.949150085 CET 50422 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:42.998764992 CET 53 50422 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:47.778367996 CET 53247 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:47.778727055 CET 58544 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:47.834815979 CET 53 58544 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:47.839618921 CET 53 53247 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:47.890530109 CET 53814 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:47.893874884 CET 51305 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:47.902004004 CET 53670 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:47.950251102 CET 53 53814 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:47.956424952 CET 53 51305 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:47.971548080 CET 53 53670 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:48.002834082 CET 55160 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:48.062041998 CET 53 55160 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:48.811831951 CET 61414 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:48.872761965 CET 53 61414 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:49.570558071 CET 63847 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:49.623191118 CET 53 63847 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:52.712097883 CET 61523 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:52.768408060 CET 53 61523 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:53.695415020 CET 50551 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:53.753346920 CET 53 50551 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:53.925542116 CET 62847 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:53.994703054 CET 53 62847 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:54.312289000 CET 57712 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:54.360224009 CET 53 57712 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:56.626147032 CET 61064 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:56.643151045 CET 61891 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:56.647707939 CET 61585 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:56.685612917 CET 53 61064 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:56.704035044 CET 53 61585 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:56.704437017 CET 53 61891 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:56.705040932 CET 65163 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:56.710258961 CET 58969 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:56.711647034 CET 53977 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:56.714612961 CET 57147 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:56.751363993 CET 52381 53 192.168.2.5 8.8.8.8
Jan 27, 2021 14:30:56.764190912 CET 53 65163 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:56.768110037 CET 53 58969 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:56.772579908 CET 53 53977 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:56.776341915 CET 53 57147 8.8.8.8 192.168.2.5
Jan 27, 2021 14:30:56.810473919 CET 53 52381 8.8.8.8 192.168.2.5
DNS Queries
Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Jan 27, 2021 14:29:21.113914967 CET 192.168.2.5 8.8.8.8 Oxddc3 Standard query  astreconseil- A (IP address) IN (0x0001)
(0) my.shar
epoint.com
Jan 27, 2021 14:29:23.554946899 CET 192.168.2.5 8.8.8.8 Oxach8 Standard query  spoprod-a. A (IP address) IN (0x0001)
(0) akamaihd.net
Jan 27, 2021 14:29:37.378835917 CET 192.168.2.5 8.8.8.8 0x2982 Standard query  astreconseil- A (IP address) IN (0x0001)
(0) my.shar
epoint.com
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Timestamp

Jan 27, 2021 14:29:56.135270119 CET

Jan 27, 2021 14:29:56.213486910 CET

Jan 27, 2021 14:30:06.743257046 CET

Jan 27, 2021 14:30:12.765572071 CET

Jan 27, 2021 14:30:13.754662037 CET

Jan 27, 2021 14:30:24.855078936 CET

Jan 27, 2021 14:30:32.989451885 CET

Jan 27, 2021 14:30:33.888721943 CET

Jan 27, 2021 14:30:47.778367996 CET

Jan 27, 2021 14:30:47.890530109 CET

Jan 27, 2021 14:30:47.902004004 CET

Jan 27, 2021 14:30:56.626147032 CET

Jan 27, 2021 14:30:56.647707939 CET

Jan 27, 2021 14:30:56.710258961 CET

Jan 27, 2021 14:30:56.711647034 CET

Jan 27, 2021 14:30:56.714612961 CET

Jan 27, 2021 14:30:56.751363993 CET

DNS Answers

Timestamp Source IP

Jan 27, 2021
14:29:21.316052914
CET

8.8.8.8

Jan 27, 2021
14:29:21.316052914
CET

8.8.8.8

Jan 27, 2021
14:29:21.316052914
CET

8.8.8.8

Jan 27, 2021
14:29:21.316052914
CET

8.8.8.8

Jan 27, 2021
14:29:23.612984896
CET

8.8.8.8

Jan 27, 2021
14:29:37.530618906
CET

8.8.8.8

Jan 27, 2021 8.8.8.8
14:29:37.530618906

CET

Jan 27, 2021
14:29:37.530618906
CET

8.8.8.8

Jan 27, 2021
14:29:37.530618906
CET

8.8.8.8

Copyright null 2021

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Source IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

0Oxddc3

Oxddc3

Oxddc3

Oxddc3

Oxach8

0x2982

0x2982

0x2982

0x2982

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0x430e

0xf9be

0xc94a

0xfc08

0xbe76

OxdaOc

0x4b08

Oxe5a5

Oxffle

0x86¢3

0x5dbe

0x2408

Oxc2el

Oxe2a2

Ox1blc

0x8a05

0x8287

Name

astreconseil-
my.shar
epoint.com

astreconse
il.sharepo
int.com

329-ipvde.
clump.dpro
dmgd104.aa-
rt.sharep
oint.com

187189-ipv
4e.farm.dp
rodmgd104.aa-
rt.shar
epoint.com

spoprod-a.
akamaihd.net

astreconseil-
my.shar
epoint.com

astreconse
il.sharepo
int.com

329-ipvde.
clump.dpro
dmgd104.aa-
rt.sharep
oint.com

187189-ipv
4e.farm.dp
rodmgd104.aa-
rt.shar
epoint.com

OP Code Name

Standard query  ajax.aspne
0) tcdn.com
Standard query  assets.one
0) store.ms
Standard query  mem.gfx.ms
(0)

Standard query  logincdn.m
0) sauth.net
Standard query  aka.ms

(0)
Standard query
(0)

amp.azure.net

Standard query  assets.ado

(0) bedtm.com

Standard query  offertoold

(0) ataprod.bl
ob.core.wi
ndows.net

Standard query  assets.one

0) store.ms

Standard query  mem.gfx.ms

(0)

Standard query  microsoftw

(0) indows.112
.207.net

Standard query  assets.one

0) store.ms

Standard query  mem.gfx.ms

(0)

Standard query  statics-wc

(0) us.onestore.ms

Standard query  statics-eu

0) s.onestore.ms

Standard query  statics-ea

(0) s.onestore.ms

Standard query  statics-ne

0) u.onestore.ms

CName Address

astreconseil.sharepoint.c
om

329-
ipv4e.clump.dprodmgd10
4.aa-rt.sharepoint.com

187189-
ipvde.farm.dprodmgd104.
aa-rt.sharepoint.com

187189-
ipv4e.farm.dprodmgd104.
sharepointonline.com.aka
dns.net

spoprod-
a.akamaihd.net.edgesuite
.net

astreconseil.sharepoint.c
om

329-
ipv4e.clump.dprodmgd10
4.aa-rt.sharepoint.com

187189-
ipv4e.farm.dprodmgd104.
aa-rt.sharepoint.com

187189-
ipv4e.farm.dprodmgd104.
sharepointonline.com.aka
dns.net

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME

(Canonical
name)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Jan 27, 2021
14:29:56.194571018
CET

Jan 27, 2021
14:29:56.272910118
CET

Jan 27, 2021
14:30:05.634919882
CET

Jan 27, 2021
14:30:06.801959038
CET

Jan 27, 2021
14:30:06.802172899
CET

Jan 27, 2021
14:30:12.838023901
CET

Jan 27, 2021
14:30:12.838023901
CET

Jan 27, 2021
14:30:13.806495905
CET

Jan 27, 2021
14:30:24.925473928
CET

Jan 27, 2021
14:30:33.050880909
CET

Jan 27, 2021
14:30:33.940371037
CET

Jan 27, 2021
14:30:33.940371037
CET

Jan 27, 2021
14:30:47.839618921
CET

Jan 27, 2021
14:30:47.950251102
CET

Jan 27, 2021
14:30:47.971548080
CET

Jan 27, 2021
14:30:47.971548080
CET

Jan 27, 2021
14:30:47.971548080
CET

Jan 27, 2021
14:30:56.685612917
CET

Jan 27, 2021
14:30:56.704035044
CET

Jan 27, 2021
14:30:56.768110037
CET

Jan 27, 2021
14:30:56.772579908
CET

Jan 27, 2021
14:30:56.776341915
CET

Jan 27, 2021
14:30:56.810473919
CET

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

HTTPS Packets

Copyright null 2021

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

0x430e

0xf9be

0x63b2

0x1b91

Oxc94a

0xfc08

0xfc08

0xbe76

OxdaOc

0x4b08

Oxe5a5

Oxe5a5

Oxffle

0x86¢3

0x5dbe

0x5dbe

0x5dbe

0x2408

Oxc2el

Oxe2a2

Oxlblc

0x8a05

0x8287

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

ajax.aspne
tcdn.com

assets.one
store.ms

prda.aadg.
msidentity.com

consentdel
iveryfd.az
urefd.net

mem.gfx.ms

logincdn.m
sauth.net

cs1227.wpc
.alphacdn.net

aka.ms

amp.azure.net

assets.ado
bedtm.com

offertoold

ataprod.bl
ob.core.wi
ndows.net

blob.bl6pr
dstrlda.st
ore.core.w
indows.net

assets.one
store.ms

mem.gfx.ms

microsoftw
indows.112
.207.net

microsoftw
indows.112
.207.net

microsoftw
indows.112
.207.net

assets.one
store.ms

mem.gfx.ms

statics-wc
us.onestore.ms

statics-eu
s.onestore.ms

statics-ea
s.onestore.ms

statics-ne
u.onestore.ms

CName

mscomajax.vo.msecnd.ne
t

assets.onestore.ms.akad
ns.net

www.tm.a.prd.aadg.akadn
s.net

star-azurefd-
prod.trafficmanager.net

cdn.account.microsoft.co
m.akadns.net

Igincdn.trafficmanager.net

160c1.wpc.azureedge.net

cn-
assets.adobedtm.com.ed
gekey.net

blob.bl6prdstrl4a.store.co
re.windows.net

assets.onestore.ms.akad
ns.net

cdn.account.microsoft.co
m.akadns.net

assets.onestore.ms.akad
ns.net

cdn.account.microsoft.co
m.akadns.net

statics.onestore.ms.edge
key.net

statics.onestore.ms.edge
key.net

statics.onestore.ms.edge
key.net

statics.onestore.ms.edge
key.net

Address

192.229.221.185

23.211.149.25

52.239.152.74

15.237.136.106

15.237.76.117

35.181.18.61

Type
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Source
Timestamp Source IP Port

Jan 27, 2021 192.229.221.185 443
14:30:12.940108061
CET

Jan 27, 2021 192.229.221.185 443
14:30:12.940176010
CET

Jan 27, 2021 23.211.149.25 443
14:30:13.906004906
CET

Jan 27, 2021 23.211.149.25 443
14:30:13.907311916
CET

Copyright null 2021

Dest
Dest IP Port

192.168.2.5 49784

192.168.2.5 49785

192.168.2.5 49790

192.168.2.5 49789

Subject

CN=identitycdn.msauth.net,
O=Microsoft Corporation,
L=Redmond,
ST=Washington, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=US CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert Global Root
CA, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=identitycdn.msauth.net,
O=Microsoft Corporation,
L=Redmond,
ST=Washington, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=US CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert Global Root
CA, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=go.microsoft.com,
OU=Microsoft Corporation,
O=Microsoft Corporation,
L=Redmond, ST=WA, C=US
CN=Microsoft IT TLS CA 5,
OU=Microsoft IT,
O=Microsoft Corporation,
L=Redmond,
ST=Washington, C=US

CN=Microsoft IT TLS CA 5,
OU=Microsoft IT,
O=Microsoft Corporation,
L=Redmond,
ST=Washington, C=US

CN=go.microsoft.com,
OU=Microsoft Corporation,
O=Microsoft Corporation,
L=Redmond, ST=WA, C=US
CN=Microsoft IT TLS CA 5,
OU=Microsoft IT,
O=Microsoft Corporation,
L=Redmond,
ST=Washington, C=US

CN=Microsoft IT TLS CA 5,
OU=Microsoft IT,
O=Microsoft Corporation,
L=Redmond,
ST=Washington, C=US

Issuer

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=Microsoft IT TLS
CA 5, OU=Microsoft IT,
O=Microsoft
Corporation,
L=Redmond,
ST=Washington, C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Microsoft IT TLS
CA 5, OU=Microsoft IT,
O=Microsoft
Corporation,
L=Redmond,
ST=Washington, C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Mon Jul
20
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013 Fri
Nov 10
01:00:00
CET
2006

Fri Mar
08
13:00:00
CET
2013

Fri Nov
10
01:00:00
CET
2006

Mon Jul
20
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013 Fri
Nov 10
01:00:00
CET
2006

Fri Mar
08
13:00:00
CET
2013

Fri Nov
10
01:00:00
CET
2006

Fri Sep
06
21:37:21
CEST
2019 Fri
May 20
14:53:03
CEST
2016

Fri May
20
14:53:03
CEST
2016

Fri Sep
06
21:37:21
CEST
2019 Fri
May 20
14:53:03
CEST
2016

Fri May
20
14:53:03
CEST
2016

Not
After

Tue Jul
20
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023
Mon
Nov 10
01:00:00
CET
2031

Wed
Mar 08
13:00:00
CET
2023

Mon
Nov 10
01:00:00
CET
2031

Tue Jul
20
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023
Mon
Nov 10
01:00:00
CET
2031

Wed
Mar 08
13:00:00
CET
2023

Mon
Nov 10
01:00:00
CET
2031

Mon
Sep 06
21:37:21
CEST
2021
Mon
May 20
14:53:03
CEST
2024

Mon
May 20
14:53:03
CEST
2024

Mon
Sep 06
21:37:21
CEST
2021
Mon
May 20
14:53:03
CEST
2024

Mon
May 20
14:53:03
CEST
2024

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Code Manipulations

Statistics

Behavior
@ iexplore.exe
@ iexplore.exe
@ dllhost.exe
@ explorer.exe
@ iexplore.exe

Click to jump to process

System Behavior

Analysis Process: iexplore.exe PID: 3900 Parent PID: 792

General

Start time: 14:29:19

Start date: 27/01/2021

Path: C:\Program Files\internet exploren\iexplore.exe
Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Internet Exploreniexplore.exe' -Embedding
Imagebase: 0x7ff62ef20000

File size: 823560 bytes

MDS5 hash: 6465CB92B25A7BC1DF8E01DBAC5E7596
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
Source

File Path Offset Length Completion Count Address Symbol

Registry Activities

Source

Key Path Completion Count Address Symbol
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Source

Key Path Name Type Data Completion Count Address Symbol
Source

Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 1764 Parent PID: 3900

General

Start time: 14:29:19

Start date: 27/01/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

‘C:\Program Files (x86)\Internet Explorel\IEXPLORE.EXE' SCODEF:3900 CREDAT:17410
Iprefetch:2

0x20000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Reputation: low
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Data Completion Count Address Symbol
Analysis Process: dllhost.exe PID: 5608 Parent PID: 792
General
Start time: 14:29:37
Start date: 27/01/2021
Path: C:\Windows\System32\dllhost.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

Copyright null 2021

false

C:\Windows\system32\DIIHost.exe /Processid:{49F171DD-B51A-40D3-9A6C-52D674CC729D
}

0x7ff75f870000

20888 bytes

2528137C6745C4EADD87817A1909677E

true

true

C, C++ or other language

low

Source

Offset Length Completion Count Address Symbol
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Analysis Process: explorer.exe PID: 3472 Parent PID: 5608

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

14:29:38
27/01/2021
C:\Windows\explorer.exe

false

0x7ff693d90000

3933184 bytes
AD5296B280E8F522A8A897C96BABOELD
true

true

C, C++ or other language

Reputation: low
Analysis Process: iexplore.exe PID: 6732 Parent PID: 3900
General
Start time: 14:29:53
Start date: 27/01/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path Access
File Path Offset Length Value
File Path

Disassembly

Code Analysis

Copyright null 2021

true

'C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:3900 CREDAT:17418
Iprefetch:2

0x20000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

low

Source

Attributes Options Completion Count Address Symbol
Source

Ascii Completion Count Address Symbol
Source

Offset Length Completion Count Address Symbol

Page 63 of 63



	Table of Contents
	Analysis Report https://astreconseil-my.sharepoint.com/:b:/g/personal/eric_vervoitte_astre-conseil_com/EY-UoX04IstLtJjacoZjaf8Bpv4roz2yVBXk3f7d6BblNA?e=4%3atnzcNm&at=9
	Overview
	General Information
	Detection
	Signatures
	Classification

	Startup
	Malware Configuration
	Yara Overview
	Dropped Files

	Sigma Overview
	Signature Overview
	Phishing:
	Compliance:

	Mitre Att&ck Matrix
	Behavior Graph
	Screenshots
	Thumbnails

	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Unpacked PE Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	URLs from Memory and Binaries
	Contacted IPs
	Public
	Private

	General Information
	Simulations
	Behavior and APIs

	Joe Sandbox View / Context
	IPs
	Domains
	ASN
	JA3 Fingerprints
	Dropped Files

	Created / dropped Files
	Static File Info
	No static file info

	Network Behavior
	Network Port Distribution
	TCP Packets
	UDP Packets
	DNS Queries
	DNS Answers
	HTTPS Packets

	Code Manipulations
	Statistics
	Behavior

	System Behavior
	Analysis Process: iexplore.exe PID: 3900 Parent PID: 792
	General
	File Activities
	Registry Activities

	Analysis Process: iexplore.exe PID: 1764 Parent PID: 3900
	General
	File Activities
	Registry Activities

	Analysis Process: dllhost.exe PID: 5608 Parent PID: 792
	General
	File Activities

	Analysis Process: explorer.exe PID: 3472 Parent PID: 5608
	General

	Analysis Process: iexplore.exe PID: 6732 Parent PID: 3900
	General
	File Activities


	Disassembly
	Code Analysis



