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Sample Name: ID4380.htm
Cookbook:
defaultwindowshtmlcookbook.jbs
Time: 19:46:36

Date: 27/01/2021

Version: 31.0.0 Emerald



Table of Contents
Analysis Report ID4380.htm

Overview
General Information
Detection
Signatures
Classification

Startup
Malware Configuration
Yara Overview
Initial Sample
Sigma Overview
Signature Overview
Phishing:
Compliance:
Mitre Att&ck Matrix
Behavior Graph
Screenshots
Thumbnails

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs

Domains and IPs
Contacted Domains
URLs from Memory and Binaries
Contacted IPs
Public
Private

General Information

Simulations
Behavior and APIs
Joe Sandbox View / Context
IPs
Domains
ASN
JA3 Fingerprints
Dropped Files
Created / dropped Files
Static File Info
General
Network Behavior
Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
Code Manipulations

Statistics
Behavior
System Behavior

Table of Contents

Analysis Process: chrome.exe PID: 5216 Parent PID: 2052

General
Copyright null 2021

O OO XN~N~N~N~N~Nooom o™ BDMrBANMNDMLMEAEMDDDN

P pppppRPRpR
Dot w NN R P

ol TGN
OZBREETGE G

al
o

50

51

51
51
Page 2 of 52



File Activities 51

Registry Activities 51
Analysis Process: chrome.exe PID: 2168 Parent PID: 5216 51
General 51

File Activities 52
Disassembly 52

Copyright null 2021 Page 3 of 52



Analysis Report ID4380.htm
Overview

General Information Detection Signatures Classification

Sample 1D4380.htm
Name: MALICIOUS

Analysis ID: 345173

Yara detected HtmlIPhish_35

|IP'addressiseeniiniconnection withio:.:

II

MDS: 09856d61h88443..
SHAL: 099¢3616cfb85bf..
SHAZ256: 586258231081al..

Most interesting Screenshot:

HTMLPhish
48

Score:

Range: 0-100
Whitelisted: false
Confidence: 100%

Startup

= System is w10x64

. G chrome.exe (PID: 5216 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized 'C:\Users\user\Desktop\ID4380.htm' MD5:
C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 2168 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1504,3014448195932754039,17643246837121573947,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1900
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source Rule Description Author Strings
1D4380.htm JoeSecurity_HtmlIPhish_35 Yara detected Joe Security
HtmlIPhish_35

Sigma Overview

No Sigma rule has matched

Signature Overview
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Phishing:

Click to jump to signature section

@ Phishing

® Compliance

@ Networking

@ System Summary

Yara detected HtmlIPhish_35

Compliance:

Creates a directory in C:\Program Files

Mitre Att&ck Matrix

Initial
Access Execution

Credential
Access

Defense
Evasion

Privilege
Persistence Escalation

Valid Windows Path Process Masquerading oS
Accounts Management  Interception Injection Credential
Instrumentation Dumping
Default  Scheduled Boot or Boot or Process LSASS
Accounts Task/Job Logon Logon Injection Memory
Initialization  Initialization
Scripts Scripts

Domain
Accounts

At (Linux)

Obfuscated Files Security
or Information Account
Manager

Logon Script Logon
(Windows)  Script
(Windows)

Behavior Graph
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Lateral
Discovery Movement

System Remote
Service Services
Discovery

Application Remote
Window Desktop
Discovery Protocol

Query
Registry

SMB/Windows
Admin Shares

Collection

Data from
Local
System

Data from
Removable
Media

Data from
Network
Shared
Drive

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

O

Command Remote
and Network Service
Control Effects Effects Impact
Encrypted Eavesdrop on Remotely Modify
Channel Insecure Track Device System
Network Without Partitior
Communication Authorization
Non- Exploit SS7 to  Remotely Device
Application Redirect Phone Wipe Data  Lockout
Layer Calls/SMS Without
Protocol Authorization
Application Exploit SS7to  Obtain Delete
Layer Track Device  Device Device
Protocol @4 Location Cloud Data
Backups
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Screenshots

Thumbnails

Behavior Graph

ID: 345173
Sample: 1D4380.htm
Startdate: 27/01/2021
Architecture:  WINDOWS
Score: 48

192.168.2.1
unknown
unknown

googlehosted.l.googleusercontent.com c‘.

172.217.22.225, 443, 49745

GOOGLEUS
United States ES

SUSPICIOUS

CLEAN

UNKNDWN

started

239.255.255.250
unknown started
Reserved

chrome.exe .'-..

miacndapmamaslpot.firebaseapp.com c‘
151.101.1.195, 443, 49735
FASTLYUS

United States ES

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Legend:

l:‘ Process

Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

« .+ W00

Number of created Files

B
o0

Visual Basic

g5
2z
oz

)

Delphi

i
i
=

Java
.Net C# or VB.NET
C, C++ or other language

Is malicious

D@ 2 i~

Internet

7 other IPs or domains

Number of created Registry Values
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C @ File | Cy/Usershardz/Desktop/ID4380.htm Pbbre=1611805649533#/BcXTOXnapb4KXHeslrDYSvxwggFilCajbggobZH-&lifelvOqzLnEHITbPis@IBEXQBRgdVOOx... ¥ B &

B2 Microsoft
Sign in
Enter a valid email address,

same mple.com

No account? Create one!

Turn on Windows Firewall

F-l O Type here to search 4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

1D4380.htm 4% Virustotal Browse

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
miacndapmamaslpot.firebaseapp.com 0% Virustotal Browse
nodes.smsmail.net 0% Virustotal Browse
secure.aadcdn.microsoftonline-p.com 0% Virustotal Browse
aadcdn.msauth.net 0% Virustotal Browse
URLs
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https://www.virustotal.com/gui/file/586258231081a1dbe0f78e8e2c3a93c144524a3c36038aa4ac202af9fc1ad848/detection/f-586258231081a1dbe0f78e8e2c3a93c144524a3c36038aa4ac202af9fc1ad848-1611772080
https://www.virustotal.com/gui/url/c21ef4c9c383c9a931f9a85f43eb302afafc25a58ac8d5829c67d85870cfd321/detection/u-c21ef4c9c383c9a931f9a85f43eb302afafc25a58ac8d5829c67d85870cfd321-1611699400
https://www.virustotal.com/gui/url/51574bcdb14fe8d49414d2e2788c4c516fc8469d3df7cca732df61f4d54bf2c7/detection/u-51574bcdb14fe8d49414d2e2788c4c516fc8469d3df7cca732df61f4d54bf2c7-1607788755
https://www.virustotal.com/gui/url/0bb7bbbad33bf87bf8ca6dd9b59baccb7fe7871feb0441c2bd4d286442af0b12/detection/u-0bb7bbbad33bf87bf8ca6dd9b59baccb7fe7871feb0441c2bd4d286442af0b12-1611716431
https://www.virustotal.com/gui/url/e46de8db32611c8dc55a5af5584c80c4333d101964c81667f18d569fc441a41b/detection/u-e46de8db32611c8dc55a5af5584c80c4333d101964c81667f18d569fc441a41b-1611771545

Source Detection Scanner Label Link

hitp://https://miacndapmamaslpot.firebaseapp.com 0% Avira URL Cloud safe
hitp://https://dns.google 0% URL Reputation safe
hitp://https://dns.google 0% URL Reputation safe
hitp://https://dns.google 0% URL Reputation safe
hitp://https://secure.aadcdn.microsoftonline-p.com/ests/2.1.6669.4/content/images/favicon_a.ico 0% Avira URL Cloud safe
hitp://https://nodes.smsmail.net 0% Avira URL Cloud safe
hitp://https://aadcdn.msauth.net 0% URL Reputation safe
hitp://https://aadcdn.msauth.net 0% URL Reputation safe
hitp://https://aadcdn.msauth.net 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
miacndapmamaslpot.firebaseapp.com 151.101.1.195 true false e 0%, Virustotal, Browse unknown
cdnjs.cloudflare.com 104.16.19.94 true false high
nodes.smsmail.net 104.21.19.54 true false e 0%, Virustotal, Browse unknown
unpkg.com 104.16.126.175 true false high
googlehosted.l.googleusercontent.com 172.217.22.225 true false high
clients2.googleusercontent.com unknown unknown false high
secure.aadcdn.microsoftonline-p.com unknown unknown false e 0%, Virustotal, Browse unknown
aadcdn.msauth.net unknown unknown false e 0%, Virustotal, Browse unknown

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp://https://miacndapmamaslpot.firebaseapp.com db7326a8-6520-4510-92f3-aa0b85 false e Avira URL Cloud: safe unknown
2234ac.tmp.1.dr

hitp://https://dns.google db7326a8-6520-4510-92f3-aa0b85 false e URL Reputation: safe unknown
2234ac.tmp.1.dr, 48dfa693-926f-4504- e URL Reputation: safe

b052-779723bf4120.tmp.1.dr, 1d56be80- e URL Reputation: safe
3d24-48ce-b8a7-529d0e360ccl

.tmp.1.dr, 029fb286-178e-44a5-h977-

daa51b47cc67.tmp.1.dr

hitp://https://a.nel.cloudflare.com/report? Reporting and NEL.1.dr false high
s=VW8OgCrZ0OcKxXrFOvWmxTVIRDMW6EK9RYVSr15Qxoex8
OWLVMtBNfO%2FJgKXx

hitp://https://a.nel.cloudflare.com/report? Reporting and NEL.1.dr false high
s=1QkNzY75Rr39mhzYb9VWmcDkFOp8S3ILgnbYjQnL9%2B

XjZbXU15guDtWTcXk%

hitp://https://cdnjs.cloudflare.com db7326a8-6520-4510-92f3-aa0b85 false high

2234ac.tmp.1.dr

hitp://https://clients2.googleusercontent.com db7326a8-6520-4510-92f3-aa0b85 false high
2234ac.tmp.1.dr, 1d56be80-3d24-48ce-
b8a7-529d0e360ccl.tmp.1.dr

hitp://https://secure.aadcdn.microsoftonline- Favicons.0.dr false e Avira URL Cloud: safe unknown

p.com/ests/2.1.6669.4/content/images/favicon_a.ico

hitp://https://nodes.smsmail.net db7326a8-6520-4510-92f3-aa0b85 false e Avira URL Cloud: safe unknown
2234ac.tmp.1.dr

hitp://https://aadcdn.msauth.net db7326a8-6520-4510-92f3-aa0b85 false e URL Reputation: safe unknown
2234ac.tmp.1.dr e URL Reputation: safe

.

URL Reputation: safe

hitp://https://unpkg.com db7326a8-6520-4510-92f3-aa0b85 false high
2234ac.tmp.1.dr

hitp://https://feedback.googleusercontent.com manifest.json0.0.dr false high

Contacted IPs
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https://www.virustotal.com/gui/url/c21ef4c9c383c9a931f9a85f43eb302afafc25a58ac8d5829c67d85870cfd321/detection/u-c21ef4c9c383c9a931f9a85f43eb302afafc25a58ac8d5829c67d85870cfd321-1611699400
https://www.virustotal.com/gui/url/51574bcdb14fe8d49414d2e2788c4c516fc8469d3df7cca732df61f4d54bf2c7/detection/u-51574bcdb14fe8d49414d2e2788c4c516fc8469d3df7cca732df61f4d54bf2c7-1607788755
https://www.virustotal.com/gui/url/0bb7bbbad33bf87bf8ca6dd9b59baccb7fe7871feb0441c2bd4d286442af0b12/detection/u-0bb7bbbad33bf87bf8ca6dd9b59baccb7fe7871feb0441c2bd4d286442af0b12-1611716431
https://www.virustotal.com/gui/url/e46de8db32611c8dc55a5af5584c80c4333d101964c81667f18d569fc441a41b/detection/u-e46de8db32611c8dc55a5af5584c80c4333d101964c81667f18d569fc441a41b-1611771545

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

P Domain Country Flag ASN ASN Name Malicious

172.217.22.225 unknown United States = 15169 GOOGLEUS false

151.101.1.195 unknown United States = 54113 FASTLYUS false

239.255.255.250 unknown Reserved unknown unknown false

104.21.19.54 unknown United States = 13335 CLOUDFLARENETUS false

104.16.126.175 unknown United States = 13335 CLOUDFLARENETUS false

104.16.19.94 unknown United States = 13335 CLOUDFLARENETUS false

Private

IP

192.168.2.1

127.0.0.1

General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 345173

Start date: 27.01.2021

Start time: 19:46:36

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 5m 43s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 1D4380.htm

Cookbook file name: defaultwindowshtmlcookbook.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

Number of analysed new started processes analysed: 25

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Copyright null 2021 Page 9 of 52



Number of existing drivers analysed: 0

Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal48.phis.winHTM@39/233@7/8
Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension:
.htm

Copyright null 2021 Page 10 of 52



Warnings:

Simulations

Behavior and APIs
No simulations

Copyright null 2021

Show All
e Exclude process from analysis (whitelisted):

taskhostw.exe, MpCmdRun.exe, audiodg.exe,
BackgroundTransferHost.exe, WMIADAP.exe,
backgroundTaskHost.exe, SgrmBroker.exe,
conhost.exe, svchost.exe, UsoClient.exe,
wuapihost.exe

TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted):
104.43.139.144, 172.217.20.237, 216.58.207.174,
172.217.23.78, 173.194.187.70, 173.194.187.106,
172.217.23.35, 216.58.207.170, 13.107.246.13,
104.108.36.62, 172.217.20.234, 172.217.23.10,
172.217.23.42, 172.217.22.202, 172.217.22.234,
216.58.207.138, 51.11.168.160, 23.210.248.85,
23.55.110.35, 23.55.110.38, 51.103.5.186,
95.101.22.134, 95.101.22.125, 172.217.23.67,
52.155.217.156, 74.125.13.198, 172.217.22.195,
173.194.151.103, 20.54.26.129, 51.104.139.180,
173.194.164.103, 173.194.182.198,
173.194.188.134

Excluded domains from analysis (whitelisted):
arc.msn.com.nsatc.net, r1---sn-4g5e6nsk.gvtl.com,
clientservices.googleapis.com, fs-
wildcard.microsoft.com.edgekey.net,
wns.notify.windows.com.akadns.net,
clients2.google.com,
audownload.windowsupdate.nsatc.net,
update.googleapis.com, rl1.sn-hOjeln7l.gvtl.com,
watson.telemetry.microsoft.com, www.gstatic.com,
rl---sn-4g5e6ney.gvtl.com, au-bg-
shim.trafficmanager.net, r1---sn-
4g5ednsz.gvtl.com, fs.microsoft.com, r1---sn-
4g5e6nss.gvtl.com, ajax.googleapis.com,
aadcdnoriginwus2.azureedge.net,
secure.aadcdn.microsoftonline-p.com.edgekey.net,
rl---sn-hOjeln7l.gvtl.com,
displaycatalog.md.mp.microsoft.com.akadns.net,
ris-prod.trafficmanager.net,
skypedataprdcolcus16.cloudapp.net,
www.googleapis.com, ris.api.iris.microsoft.com, t-
0003.t-msedge.net, r1---sn-4g5e6ne6.gvtl.com,
blobcollector.events.data.trafficmanager.net,
aadcdnoriginwus2.afd.azureedge.net,
clients.l.google.com, rl.sn-4g5e6ney.gvtl.com,
par02p.wns.notify.trafficmanager.net,
au.download.windowsupdate.com.edgesuite.net,
rl.sn-4g5ednsz.gvtl.com, rl.sn-
4g5e6nss.gvtl.com, r5---sn-4g5e6nsr.gvtl.com, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, arc.msn.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, redirector.gvtl.com,
emeal.notify.windows.com.akadns.net, rl.sn-
4g5e6ne6.gvtl.com, e13761.dscg.akamaiedge.net,
displaycatalog.mp.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net, displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
client.wns.windows.com, accounts.google.com,
rl.sn-4g5e6nsk.gvtl.com,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com, Edge-Prod-FRAr3.ctrl.t-
0003.t-msedge.net, a767.dscg3.akamai.net, star-
azureedge-prod.trafficmanager.net, r5.sn-
4g5e6nsr.gvtl.com, vip2-
par02p.wns.notify.trafficmanager.net

Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many NtOpenFile
calls found.

Report size getting too big, too many
NtQueryVolumelnformationFile calls found.

Report size getting too big, too many
NtWriteVirtualMemory calls found.

Page 11 of 52



Joe Sandbox View | Context

IPs

Match

172.217.22.225

151.101.1.195

Copyright null 2021

Associated Sample Name / URL SHA 256
hitp:/, Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

1.bp.blog
spot.com/-
twébdJ2wju
E/U2FhguGf
VOI/AAAAAA
AAApY/eoNi
qBbrlyl/s1
600/essay.png

4.bp.blog
spot.com/_
QXfrrjigyn4
4/Siuczvog
mnl/AAAAAA
AABe8/d9ui
CWfhoj8/w72-
h72-p-k-no-
nu/hare.jpg

www.fsjdc
.com/x2ee/?
iBZLH8e=/
LfDIPUOWZn
yidNro0j70
T8JUoHePLB
2D+vct3YQB
9mB3g5S0iE
8mJIFwWRkJZf
lgbRhoGi7R
zLw==& RA8
9r=ZL3D3PvXurq

dropb-cfe
b2.web.app
Iwhite.exe

dropb-cfe
b2.web.app
Iwhite.exe

WWW.cvsca
repasscard
.com/gwg/

www.fired
oom.com/sbmh/?
EjRhOd
=C5hy1K50A
HBPrT8N397
N//2qVHn6Y
wjigpXcmeW
EXRbnBwwwM
soNEjPCOjf
DrGfyrTiG&
Bn=8pt0_Nex

www.fired
oom.com/sbmh/?
Yn=ybl
HmldXUn88uU
r&jfIT64=C
5hy1K50AHB
PrT8N397N/
/2qVHN6Ywj
igpXcmeWEX
RbnBwwwMso
NEjPCOg/57
X/Kx0DB

www.fired
oom.com/sbmh/?
0Tx43p
=zbDHwWIRpX
FN&DV8X=C5
hy1K50AHBP
rT8N397N//
2qVHN6Ywiji
gpXcmeWEXR
bnBwwwMsoN
EjPCOjfDIG
fyrTiG
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https://view.joesandbox.com/analysis/143585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/143585/html/none?idtype=webid
https://view.joesandbox.com/analysis/138041/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/138041/html/none?idtype=webid
https://view.joesandbox.com/analysis/254374/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254374/html/none?idtype=webid
https://view.joesandbox.com/analysis/246023/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246023/html/none?idtype=webid
https://view.joesandbox.com/analysis/246019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246019/html/none?idtype=webid
https://view.joesandbox.com/analysis/245541/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245541/html/none?idtype=webid
https://view.joesandbox.com/analysis/244316/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244316/html/none?idtype=webid
https://view.joesandbox.com/analysis/240420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240420/html/none?idtype=webid
https://view.joesandbox.com/analysis/239764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239764/html/none?idtype=webid

Match

Domains

Match

unpkg.com

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

hitp/;

Get hash

Get hash

=

Get hash

=

Get hash

EY

Get hash
Get hash

=

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse

Browse

Context

e www.errat

icer.com/bw82/?
J2Jxb
NH=6VRuuED
vqC5+aa5DV
mVINCXZAyo
yPzPxPo5XF
du9xcvmHzB
mwHK9JJEOE
4eNhISLE1w
3&BXEpz=22
Jd8XTPeT

e www.errat

icer.com/bw82/?
ET8T=
6VRuuEDvqC
5+aa5DVmVI
NCXZAyoyPz
PxPo5XFdu9
xcvmHzBmwH
K9JJEOE4eN
hISLEIw3&U
RiP=qFQxpr
Rp5PPPOfyp

e www.errat

icer.com/bw82/?
8p=6v
RuuEDvqC5+
aa5DVmVINC
XZAyoyPzPx
Po5XFdu9xc
vmHzBmwHK9
JIEOE7ykil
uzNWFhOm7G
jw==&Bh=H0
GxrDp

e www.errat

icer.com/bw82/?
Ezrtr
2gh=6vVRuuE
DvqC5+aa5D
VmVINCXZAy
oyPzPxPo5X
Fdu9xcvmHz
BmwHK9JJEO
E7ykiluzNW
FhOm7Gjw==
&QL3=0jgPsv

e roundcube

mailagentu
pdate.web.app/

® auto78438

7873287587
92947.web.app/

e salary-bo

nus.web.app/

e www.letsd

indin.com/mnf3/?
9rTpeFt0=G6fRy
fWpfdem3a5
PxYoprh6KP
SSsHaeEr4x
3W3Pvzp31V
Brhmksxwal
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https://view.joesandbox.com/analysis/231239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231239/html/none?idtype=webid
https://view.joesandbox.com/analysis/230503/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230503/html/none?idtype=webid
https://view.joesandbox.com/analysis/229789/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229789/html/none?idtype=webid
https://view.joesandbox.com/analysis/229777/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229777/html/none?idtype=webid
https://view.joesandbox.com/analysis/226405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/226405/html/none?idtype=webid
https://view.joesandbox.com/analysis/223123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223123/html/none?idtype=webid
https://view.joesandbox.com/analysis/213922/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/213922/html/none?idtype=webid
https://view.joesandbox.com/analysis/166788/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/166788/html/none?idtype=webid
https://view.joesandbox.com/analysis/163984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/163984/html/none?idtype=webid
https://view.joesandbox.com/analysis/92372/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/92372/html/none?idtype=webid
https://view.joesandbox.com/analysis/75836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/75836/html/none?idtype=webid
https://view.joesandbox.com/analysis/257190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257190/html/none?idtype=webid
https://view.joesandbox.com/analysis/256585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256585/html/none?idtype=webid
https://view.joesandbox.com/analysis/256520/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256520/html/none?idtype=webid
https://view.joesandbox.com/analysis/256515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256515/html/none?idtype=webid
https://view.joesandbox.com/analysis/254714/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254714/html/none?idtype=webid
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https://view.joesandbox.com/analysis/254413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254413/html/none?idtype=webid
https://view.joesandbox.com/analysis/254284/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254284/html/none?idtype=webid
https://view.joesandbox.com/analysis/252949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252949/html/none?idtype=webid
https://view.joesandbox.com/analysis/252700/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252700/html/none?idtype=webid
https://view.joesandbox.com/analysis/252684/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252684/html/none?idtype=webid
https://view.joesandbox.com/analysis/252598/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252598/html/none?idtype=webid
https://view.joesandbox.com/analysis/252217/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252217/html/none?idtype=webid
https://view.joesandbox.com/analysis/250022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250022/html/none?idtype=webid
https://view.joesandbox.com/analysis/250014/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250014/html/none?idtype=webid
https://view.joesandbox.com/analysis/249711/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249711/html/none?idtype=webid
https://view.joesandbox.com/analysis/249692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249692/html/none?idtype=webid
https://view.joesandbox.com/analysis/249308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249308/html/none?idtype=webid
https://view.joesandbox.com/analysis/248747/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248747/html/none?idtype=webid
https://view.joesandbox.com/analysis/248432/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248432/html/none?idtype=webid
https://view.joesandbox.com/analysis/248336/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248336/html/none?idtype=webid
https://view.joesandbox.com/analysis/258813/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258813/html/none?idtype=webid
https://view.joesandbox.com/analysis/258516/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258516/html/none?idtype=webid
https://view.joesandbox.com/analysis/258514/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258514/html/none?idtype=webid
https://view.joesandbox.com/analysis/258370/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258370/html/none?idtype=webid
https://view.joesandbox.com/analysis/258055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258055/html/none?idtype=webid
https://view.joesandbox.com/analysis/258015/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258015/html/none?idtype=webid
https://view.joesandbox.com/analysis/258009/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258009/html/none?idtype=webid
https://view.joesandbox.com/analysis/257826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257826/html/none?idtype=webid
https://view.joesandbox.com/analysis/257582/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257582/html/none?idtype=webid
https://view.joesandbox.com/analysis/257190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257190/html/none?idtype=webid
https://view.joesandbox.com/analysis/256826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256826/html/none?idtype=webid
https://view.joesandbox.com/analysis/256585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256585/html/none?idtype=webid
https://view.joesandbox.com/analysis/256520/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256520/html/none?idtype=webid
https://view.joesandbox.com/analysis/256515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256515/html/none?idtype=webid
https://view.joesandbox.com/analysis/256496/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256496/html/none?idtype=webid
https://view.joesandbox.com/analysis/256463/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256463/html/none?idtype=webid
https://view.joesandbox.com/analysis/255461/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255461/html/none?idtype=webid
https://view.joesandbox.com/analysis/255457/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255457/html/none?idtype=webid
https://view.joesandbox.com/analysis/255271/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255271/html/none?idtype=webid
https://view.joesandbox.com/analysis/255268/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255268/html/none?idtype=webid
https://view.joesandbox.com/analysis/258794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258794/html/none?idtype=webid
https://view.joesandbox.com/analysis/258674/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258674/html/none?idtype=webid
https://view.joesandbox.com/analysis/257937/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257937/html/none?idtype=webid
https://view.joesandbox.com/analysis/257839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257839/html/none?idtype=webid
https://view.joesandbox.com/analysis/257518/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257518/html/none?idtype=webid
https://view.joesandbox.com/analysis/257465/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257465/html/none?idtype=webid
https://view.joesandbox.com/analysis/257149/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257149/html/none?idtype=webid
https://view.joesandbox.com/analysis/257089/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257089/html/none?idtype=webid
https://view.joesandbox.com/analysis/257055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257055/html/none?idtype=webid
https://view.joesandbox.com/analysis/256808/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256808/html/none?idtype=webid
https://view.joesandbox.com/analysis/256520/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256520/html/none?idtype=webid
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https://view.joesandbox.com/analysis/256515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256515/html/none?idtype=webid
https://view.joesandbox.com/analysis/256493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256493/html/none?idtype=webid
https://view.joesandbox.com/analysis/256492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256492/html/none?idtype=webid
https://view.joesandbox.com/analysis/256463/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256463/html/none?idtype=webid
https://view.joesandbox.com/analysis/256326/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256326/html/none?idtype=webid
https://view.joesandbox.com/analysis/255483/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255483/html/none?idtype=webid
https://view.joesandbox.com/analysis/255136/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255136/html/none?idtype=webid
https://view.joesandbox.com/analysis/254835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254835/html/none?idtype=webid
https://view.joesandbox.com/analysis/254751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254751/html/none?idtype=webid
https://view.joesandbox.com/analysis/256520/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256520/html/none?idtype=webid
https://view.joesandbox.com/analysis/256515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256515/html/none?idtype=webid
https://view.joesandbox.com/analysis/256520/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256520/html/none?idtype=webid
https://view.joesandbox.com/analysis/256515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256515/html/none?idtype=webid
https://view.joesandbox.com/analysis/258841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258841/html/none?idtype=webid
https://view.joesandbox.com/analysis/258836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258836/html/none?idtype=webid
https://view.joesandbox.com/analysis/258826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258826/html/none?idtype=webid
https://view.joesandbox.com/analysis/258813/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258813/html/none?idtype=webid
https://view.joesandbox.com/analysis/258687/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258687/html/none?idtype=webid
https://view.joesandbox.com/analysis/258674/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258674/html/none?idtype=webid
https://view.joesandbox.com/analysis/258671/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258671/html/none?idtype=webid
https://view.joesandbox.com/analysis/258654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258654/html/none?idtype=webid
https://view.joesandbox.com/analysis/258646/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258646/html/none?idtype=webid
https://view.joesandbox.com/analysis/258634/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258634/html/none?idtype=webid
https://view.joesandbox.com/analysis/258633/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258633/html/none?idtype=webid
https://view.joesandbox.com/analysis/258610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258610/html/none?idtype=webid
https://view.joesandbox.com/analysis/258606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258606/html/none?idtype=webid
https://view.joesandbox.com/analysis/258605/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258605/html/none?idtype=webid
https://view.joesandbox.com/analysis/258590/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258590/html/none?idtype=webid
https://view.joesandbox.com/analysis/258589/html/none?idtype=webid#static
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https://view.joesandbox.com/analysis/258587/html/none?idtype=webid#static
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https://view.joesandbox.com/analysis/258585/html/none?idtype=webid
https://view.joesandbox.com/analysis/258572/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258572/html/none?idtype=webid
https://view.joesandbox.com/analysis/258839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258839/html/none?idtype=webid
https://view.joesandbox.com/analysis/258837/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258837/html/none?idtype=webid
https://view.joesandbox.com/analysis/258835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258835/html/none?idtype=webid
https://view.joesandbox.com/analysis/258801/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258801/html/none?idtype=webid
https://view.joesandbox.com/analysis/258777/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258777/html/none?idtype=webid
https://view.joesandbox.com/analysis/258769/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258769/html/none?idtype=webid
https://view.joesandbox.com/analysis/258768/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258768/html/none?idtype=webid
https://view.joesandbox.com/analysis/258766/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258766/html/none?idtype=webid
https://view.joesandbox.com/analysis/258765/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258765/html/none?idtype=webid
https://view.joesandbox.com/analysis/258764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258764/html/none?idtype=webid
https://view.joesandbox.com/analysis/258761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258761/html/none?idtype=webid
https://view.joesandbox.com/analysis/258759/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258759/html/none?idtype=webid
https://view.joesandbox.com/analysis/258751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258751/html/none?idtype=webid
https://view.joesandbox.com/analysis/258750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258750/html/none?idtype=webid
https://view.joesandbox.com/analysis/258749/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258749/html/none?idtype=webid
https://view.joesandbox.com/analysis/258748/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258748/html/none?idtype=webid
https://view.joesandbox.com/analysis/258747/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258747/html/none?idtype=webid
https://view.joesandbox.com/analysis/258746/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258746/html/none?idtype=webid
https://view.joesandbox.com/analysis/258745/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258745/html/none?idtype=webid
https://view.joesandbox.com/analysis/258744/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258744/html/none?idtype=webid
https://view.joesandbox.com/analysis/258794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258794/html/none?idtype=webid

Match

CLOUDFLARENETUS

JA3 Fingerprints
No context

Dropped Files

No context

SHA 256
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

>
I
@
o
o,
2
®
o
[
o
3
=2
o
2
o
3
o
(=
A
[

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTYGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvwJ
MD5: A78AD14E77147E7DE3647E61964C0335

SHAL: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

Copyright null 2021

Detection
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

35.198.73.208
35.198.73.208
34.102.136.180

108.177.11
9.109

172.217.22.225
34.102.136.180
34.102.136.180

108.177.11
9.109

34.102.136.180
8.8.8.8
34.102.136.180
172.217.20.238
172.217.23.14
34.102.136.180
34.102.136.180
216.58.207.179
34.102.136.180
34.102.136.180
35.228.108.144
104.21.19.200
172.67.188.154
104.21.19.200
104.16.19.94
172.67.156.114
172.67.133.221
104.21.85.23
172.67.169.213
104.21.19.200
172.67.169.213
172.67.169.213
104.21.47.75
172.67.169.213
172.67.169.213
104.21.27.240
172.67.169.213
104.21.27.240
172.67.169.213
172.67.198.109
172.67.200.147
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https://view.joesandbox.com/analysis/258787/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258787/html/none?idtype=webid
https://view.joesandbox.com/analysis/258786/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258786/html/none?idtype=webid
https://view.joesandbox.com/analysis/258758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258758/html/none?idtype=webid
https://view.joesandbox.com/analysis/258735/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258735/html/none?idtype=webid
https://view.joesandbox.com/analysis/258674/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258674/html/none?idtype=webid
https://view.joesandbox.com/analysis/258635/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258635/html/none?idtype=webid
https://view.joesandbox.com/analysis/258617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258617/html/none?idtype=webid
https://view.joesandbox.com/analysis/258613/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258613/html/none?idtype=webid
https://view.joesandbox.com/analysis/258611/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258611/html/none?idtype=webid
https://view.joesandbox.com/analysis/258584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258584/html/none?idtype=webid
https://view.joesandbox.com/analysis/258574/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258574/html/none?idtype=webid
https://view.joesandbox.com/analysis/258499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258499/html/none?idtype=webid
https://view.joesandbox.com/analysis/258496/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258496/html/none?idtype=webid
https://view.joesandbox.com/analysis/258478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258478/html/none?idtype=webid
https://view.joesandbox.com/analysis/258460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258460/html/none?idtype=webid
https://view.joesandbox.com/analysis/258428/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258428/html/none?idtype=webid
https://view.joesandbox.com/analysis/258421/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258421/html/none?idtype=webid
https://view.joesandbox.com/analysis/258419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258419/html/none?idtype=webid
https://view.joesandbox.com/analysis/258410/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258410/html/none?idtype=webid
https://view.joesandbox.com/analysis/258841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258841/html/none?idtype=webid
https://view.joesandbox.com/analysis/258836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258836/html/none?idtype=webid
https://view.joesandbox.com/analysis/258826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258826/html/none?idtype=webid
https://view.joesandbox.com/analysis/258813/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258813/html/none?idtype=webid
https://view.joesandbox.com/analysis/258687/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258687/html/none?idtype=webid
https://view.joesandbox.com/analysis/258674/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258674/html/none?idtype=webid
https://view.joesandbox.com/analysis/258671/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258671/html/none?idtype=webid
https://view.joesandbox.com/analysis/258654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258654/html/none?idtype=webid
https://view.joesandbox.com/analysis/258646/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258646/html/none?idtype=webid
https://view.joesandbox.com/analysis/258634/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258634/html/none?idtype=webid
https://view.joesandbox.com/analysis/258633/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258633/html/none?idtype=webid
https://view.joesandbox.com/analysis/258610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258610/html/none?idtype=webid
https://view.joesandbox.com/analysis/258606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258606/html/none?idtype=webid
https://view.joesandbox.com/analysis/258605/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258605/html/none?idtype=webid
https://view.joesandbox.com/analysis/258590/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258590/html/none?idtype=webid
https://view.joesandbox.com/analysis/258589/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258589/html/none?idtype=webid
https://view.joesandbox.com/analysis/258587/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258587/html/none?idtype=webid
https://view.joesandbox.com/analysis/258586/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258586/html/none?idtype=webid
https://view.joesandbox.com/analysis/258585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258585/html/none?idtype=webid
https://view.joesandbox.com/analysis/258572/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258572/html/none?idtype=webid

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92DOESI3FA

DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7TESE10648EA8321
01

false

moderate, very likely benign file

BDic.... ....6..."..Z..49....6.2...{/...3...5.... AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY .AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\39631c89-e300-4172-9fca-99cd5c36456a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

155189

6.0522475432252065

false
3072:x8kRDb0ISBYPycFIs4+w6EoFchXaflBOULGOJMASIiuRX:x8101S8Gs7tvaqfllUO0SiuRX
184EC87B087D31CB093B3936026D5CC2
3CD27F8AC1DF9668DDA3D460789EFA8898149526
E4FE0508F565633C70FDD5A0EBFEE7152162AB79A53BBCF7E004F2152B9BD961
6C378C19D84AA31F0590160DA7F24004159C6988A8D045DE1811E55583D0921786C21E1FEF7EBAACFE2A7622C3AF0A1EF2953634415F39D529720D7B84C79011E
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.611805651225903e+12,"network":1.611773252e+12,"ticks":101240739.0,"uncertainty":4481293.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdRY JjDXn4W2fxYqQj2xfYeAnS
1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245951016289563"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\5a273428-5000-4eb9-9839-983b61482ec4.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

155085

6.051930170265883

false
3072:J8kRDbOISBYPycFIs4+w6EoFchXaflBOULGOJmMAS3iuRX:J810IS8Gs7tvaqfllUO0SiuRX
CC2D7DB3D2C65B203D7543F21FB3FE92
83223250708663997612F953EBEBE412801F4D27
119FA678D3DB521A7B8032F4C64F9795E5D99BF2AD2122C8FA15878CASAOFAF0

DB755B5737971B019CBF388F7E94D3481FBBC6BDA7AB279D4C6EBOECF776F83BDBE316C62EEAFFC5D6DB14E5225E35486EF7C10873A705533C13043762C49C
3

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.611805651225903e+12,"network":1.611773252e+12,"ticks":101240739.0,"uncertainty":4481293.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWtxhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdRY JjDXn4W2fxYqQj2xfYeAnS
1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245951016289563"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\654976bb-0b13-49c8-8ce8-22acc6lab2af.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.752120516279205

false
384:df6pNTMijs/fVIuLON9rOvBL3CVn+Hv2GeBrMvVNxy/TvCrwdmIDsLIFVCOT7FNy:9uu5Ve TKC8enNvfofrK DKtjpFi
5A85195DC203BED732055B3E04210567
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\654976bb-0b13-49c8-8ce8-22acc6lab2af.tmp

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

O0BAA766D73C2F8868B587634F2462770B7D7A7CA
4F0D4076C92D4A7DB006F3EOAO85EF8D2DA2835A35E8457EA994369DD6ABBBDA
2008C96732DE66B1902CD81AC06F21F877C1754879F0FFBDB7034F3B81F6A5DE4682E1961E5EBA4AD60366AD3AB65B007DFF80BOD763F25A9FCD0838AB82969

false

low

[ FRTRR *...C.\P.R.O.G.RA~1\MIC.R.O.S.~.1\.0.ffic.e.l1.6\G.R.O.0.V.EEEX..D.LL.P..[)..%.p.ro.gram.files.%.\m..c.r.o.s.o.ft. .offic.eloffice
.1.6.\....gro.ov.eex.dll..Micros.oft .Office. .2.0.1.6..*.Micr.o.s.o.ft .O.n.eD.r.iv.e. .for. .B.us.ines.s. .Exte.ns.io.ns...16..0..47.11..1.0

.0.0....*...C..\P.R.0O.G.RA.~1\M.IC.R.O.S.~1\.0.fficel6\GRO.O.V.EEX..D.LL...Micros.o.ft .Corp.ora.tio.n.../8.D..C.:\P.ro.g.ram. .Files\C.0o
.m.m.o.n. .F.iles\M..c.r.o.s.0ft .S.hared\O.F.FICE.16\ms.0shext.dl.@...U/..%.comm.o.n.p.ro.g.ramfiles.%.\micro.s.o.ft .share.d\o.f
fic.e.l6. .m.s.o.s.h.ext..dll..M.icro.s.o.ft .Offic.e.)..Micros.oft .Office..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1...D...C
\.P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\7b2fc8c6-94e7-44bf-81cf-ec1140a62cdb.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92724

3.751532520194543

false
384:zf6pNTMif/lo10N9rOvBL3CVn+Hv2GeBrMvVNxy/TvCrwdmIDsLIFVCOT7FNw19UG:Su5VeTKC8enNvfofrKDKtjpFO
FOE2872A1210AB836CCA79A1ACB453B0

A5709D630A53856F5CFIF2898DDB187E3D35C79E
6FEB5FOF0F1549E8D6F160D966F02FF6377B2EES7DCD5D119FF26793546765C8

223109334F0C419AF466C284BEA6D133E9F04D34F1DE4EED71E08463D335F27C49D829BBAC52B1952D32A524A3C9D3751CC3748DA8D1A4BBOCIAD3FD2C32FE
3

false

low

...C..\.P.R.0.G.RA~1\M.I.LC.R.0.S.~.1\.0Offic.el6\GRO.O.V.EEX..DLL.PL...%.p.r.o.gram.files.%.\m.ic.ro.s.o.ft .officeloffic.e

.1.6. .g.r.o.o.v.eex.dll..Micros.oft .Office..20.1.6..*.Micr.os.o.ft .O.neD.r.ive. for. .B.us.ines.s. Exte.ns.ions...16..0..47.11.10
.0.0....*...C.\.P.R.O.G.RA.~1\M.IC.R.O.S.~1\.0.fficel6\GRO.O.V.EEX..D.LL...Micros.o.ft .Cor.p.ora.tio.n.../8.D..C.:\P.ro.g.ram. .F.iles\C.0
.m.m.o.n. .F.iles\M..cr.o.s.oft .S.hared\O.F.FICE.16\ms.0shext.dl.@...U/..%.comm.o.n.p.ro.g.ramfiles.%.\micro.s.o.ft .share.d\o.f
fic.e.l6.\...ms.oshext.dll..M.icros.oft O.ffice.)..Micros.o.ft Offic.e..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1....D..C
\.P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\9ebdce66-0fd6-47a7-a049-dd21ecelba90.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

154991

6.05164018001793

false
3072:t8kRDb0ISBYPycFls4+w6EoFchXaflBOu1GOIMASiuRX:t810I1S8Gs7tvaqfllUO0SiuRX
6DCE7E034DA85B315118E436E2A1ECFC
79EAO0CDDEG413EDE279DC7451D20F5FC09668F9
3B9BBC644D8BBF5FIEF8B2132395E8DF286A972AA2144B5FE448E77F038FIDC7

3A0BCECDF9CD75C7F8AASE7FA27963FB59681CFAC831D6600A19A9393961B08DOEDF147AFEGB8FDOESB0295F5987F22B7059845DDA34DABE7DABY3C561C67¢
3D

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.611805651225903e+12,"network":1.611773252e+12,"ticks":101240739.0,"uncertainty":4481293.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWtxhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdRY JjDXn4W2fxYqQj2xfYeAnS
1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245951016289563"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

120

3.254162526001658

false
3:FkXftOXE1G1mstftOXE1G1mstftOXE1n:+ftIELGImkfIEIG1mkitIELn
E9224A19341F2979669144B01332DF59
F7F760C7104457DF463306A7F7BAE0142EFCEBSB
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

SHA-256: 47DD519C226D23F203ACAEOEC44DF9BB6208828E24F726E1602EA52F63C3E2BE
SHA-512: 4184302DEB5009D767FECFC150F580DD57D5CFICF3BFEB7E52C9F3340E5E6499251B9FODFF37F0454411FED9046880E0A9204312D021294256372C916B8155AC
Malicious: false
Reputation: moderate, very likely benign file
Preview:
SAPC....coovciiie S}.....M..2.1.%sdPC........cocoue S}.....M..2.1.%sdPC.........c.coouen s}...M..2.1.%

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\1d56be80-3d24-48ce-b8a7-529d0e360ccl.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4219

Entropy (8bit): 4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqnsllizMHpDCLsSWJIMHLSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
MD5: EDC4A4E22003A711AEF67FAED28DB603

SHAL: 977E551B9ED5F60D018C030BOB4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDESE3E90EF1D0D26665AE675449A94CEC7EB1D453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD160:
Malicious: false

Reputation: moderate, very likely benign file

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994" "port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\lda3ac15-65e2-44bc-aae7-24037d7b5877.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1709

Entropy (8bit): 5.572387852829112

Encrypted: false

SSDEEP: 48:YLVwU9V6UUhWUo08UoFmseKUewgPeUer2UefMwU9oNwU9ojxUenw:/U98UUoU08UoU3KUGPeU9UEXU90ouU90E
MD5: 3043C7597EA8DF3E1E9FE4D489A8B600

SHA1L: EB680FE0573A52859CF4570AC4D701E5BFAFA62F

SHA-256: B1E98F4D0OD8D31E6A51E04EBDOESB3BC8CCF6BE49456E87A61CBD6CED64ES7ES

SHA-512: C1FD787031D6AF48D9691EF398E7B0D51FD38576838A3980CB325D5FE7EC6BO6ESE401087AC6274F915F2323681B772BESB399FD3E135FA7C56A07FAFCEDF34(
Malicious: false

Reputation: low

Preview:

{"expect_ct":[],"sts":[{"expiry":1627585654.712309,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1611805654.712314},{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y 95ZNSWnSoeal XAEYPIv4=","mode":"force-https","sts_i
nclude_subdomains:true,"sts_observed":1601478077.350503},{"expiry":1643341656.719342,"host":"VPmzqbDVkuO8opw7k4VAgApbEStXPXE3j5vzfoygodw=",

"mode":"force-https","sts_include_subdomains":true,"sts_observed":1611805656.719348},{"expiry":1643341654.572801,"host":"e3SziuwfuO2UvuBno+gkR10bHAzZm
SUoJhrc7dbP1Uo=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1611805654.572806},{"expiry":1633014077.22511,"host":"nAuqgR4IEW1i7
SOdT3UHPI6rmzU/Dealm38P2020kgA=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601478077.225114},{"expiry":1633014092.4175,"host
":"0J7rAWVO00ouCFYJ9XrkDiKnAO1SshXJmLJE1SS3V8kDM=","mode":"force-https","sts_include_subdomains":false,"sts_obse

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\23e3e224-aac1-411a-98e4-062616380648.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22614

Entropy (8bit): 5.535699763500133

Encrypted: false

SSDEEP: 384:22UtgLle YXC1kXgKf/pUZNCgVLH2HD+rUfHGwnTBaGdS4U:8LItC1kXgKf/pUZNCgVLH2HfKrUPGwNnC
MDS5: 23D56798931513C669D2C79156C4D257

SHAL: CCCD5A67FD2F10A304B3E82DC5029EF67E2C2B60

SHA-256: D3397C9D2B9I5AAE95C57EE31058A04CBF99440779EC1A4126DF1888DA2F12DB9

SHA-512: F6A2C11F3B98BFFOF0615DB8484555F369CB31F4DF4434228573905010219284C5EDDA819305D55BB4F0517971CEE3EDALA047CBF4E22D2AB6F5CF3FFE628B9(
Malicious: false

Reputation: low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\23e3e224-aac1-411a-98e4-062616380648.tmp

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13256279248309102","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\3fc6bb5f-53fc-4553-8414-f818f7e4cbel.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19198

5.570510285178726

false
384:Z2UtRLIeYXC1kXqKf/ipUZNCgVLH2HfD+rUrHGtaxqdS4E:ILItC1kXqKf/pUZNCgVLH2HfKrU7GAqU
49AEBDBA900CF16886760A7EE04D4542

17A418CCCBFE1C19C59432D702C699129DBFF635
720AD24C2DA273A63478D2E3A14C229259917707FFEAD4043A020636AA5F0991
2B79BF28EE0F24D26B2D67025C771182E202F71EA34094B46F827023EFD823900418B4A04627BEE198F3A65E45B87CB88CD18963E6DF58554B0476F2FD66FDAB
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13256279248309102","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5ca3884b-2278-47dc-be3d-fa8694aa3871.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4772

4.9488720220427584

false
48:Yc80UKkPkIWHjKyUcPgAZRgTIYqlQuoTwOptGMH3CH3G/s8C1Nfct/9BhUJo3Khmx:nDRFSu4pcVUSok0JCKL8VhOTQVuwn
65730F5BF8409ACC901824D3E9BBI362

B4239DD02F5094612493FC07AEB16357F0E020D6
1CDE75B21FD920EOEB6440F5F54618835DF761200594592DC45AC22BA18C5A35
52383F066C8CF62A8FDOC494DA4A6AE43CIE27B63A900E73522ACEB884F523A1EB856F7B1E6415F90424CF1D4F0F43933442054B0A43ABIFE1I10AEAFB1799DDI
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13256279248522241" "alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group™":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1
0,"work_area_bottom":984,"work_area_|left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install':21843,"data_reduction":{"daily_original_length":[*0","0","0"
"0" "o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0 "0","0" o","0","0","0","0","0","0","0","0","0","0","
'daily_received_length™["0","0","0","0","0","0", ,"o","0","0","0","0","0","0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\5df007a5-d406-4c2c-b2f2-68f0233a09b5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5368

5.16624226920749

false

48:Yc80UkPkIwHjKyUctgAZRgh4HheN4lY qlQuoTwOptGMH3CH3G/s8C1Nfct/9BhUy:nDRFcu4hohBcVUSok0JCKL8VbOTQVuwn
6D60C6EEC8FB742702BODD6AG0FDFOD3

C2B07E370D4C13CF9195843CE113DEFB85320151
7062E4DC8EB42DB5A977F090AD89EID69475EBSDE1CE761FASCEA3696C2095FE
1A436E5104ACBDB612B77112B66A66E9326FA508D4D20649A630B592E9DBDES714CABO8E9228618E33E23322522F5C4D74F7E6F671B9A6530F22C7880DFF129F
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\5df007a5-d406-4c2c-b2f2-68f0233a09b5.tmp

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13256279248522241" "alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1

0,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install*:21843,"data_reduction
"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0" 0","0","0
"7355378"],"daily_received_length™["0","0","0","0","0","0","0","0"," 0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\853d3cb3-1ala-40fe-a253-b33822e79c4c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5368

5.16624226920749

false

48:Yc80UkPkIwHjKyUctgAZRgh4HheN4lY qlQuoTwOptGMH3CH3G/s8C1Nfct/9BhUy:nDRFcu4hohBcVUSok0JCKL8VbOTQVuwn
6D60C6EEC8FB742702BODD6AG0FDFOD3

C2B07E370D4C13CF9195843CE113DEFB85320151
7062E4DC8EB42DB5A977F090AD89EID69475EBSDE1CE761FASCEA3696C2095FE
1A436E5104ACBDB612B77112B66A66E9326FA508D4D20649A630B592E9DBDES714CABO8E9228618E33E23322522F5C4D74F7E6F671B9A6530F22C7880DFF129F

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13256279248522241" "alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom

e_page":true,"navi_onboard_group’ should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1
0,"work_area_bottom":984,"work_area_|left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0"
"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0 ","0","0" 0","0" '0","0","0","0","0","0","0","0","
,"7355378"],"daily_received_length™["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.252369200000472

false
6:MPXM+q2PWXp+N23iKKdKIRXXTZIFUtpe7ZmwPeXLIMVKkwOWXp+N23iKKAKIRXX5d:5+va5Kk7XT2FUtp6/PKVV5f5KK7XVJ
03C980C468386A09700CC48365599E03

E7E661C8D161EBAD8A3BBDD6140DC63406D83C4E
07B50B800AA23F9FD5CBIF16A0BOEE3EBD276160723CDFDAECOC6DA9B8BI5B080
7351CCA10A2877F54F8F2FA91CC46F0AC3BIEB577DD4934F426CA05B667FCD2CC570446AE26594DEB35AA744A9A604D5C647B7E81C15CA141FEC91411E3F03I

false

2021/01/27-19:47:36.949 laac Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
01/27-19:47:36.979 laac Recovering log #3.2021/01/27-19:47:36.980 laac Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

318

5.246655355667976

false
6:MPZM+q2PWXp+N23iKKdKyDZIFUtpe3zZmwPeDMVkwOWXp+N23iKKdKyJLJ:b+va5Kk02FUtpu/PVV5f5KkWJ
1049948300C8C6BCAAEB28AA7CI55F08

FBA49E6B37FFOE2CE62394E98D4F1822B39B6377
9AD48D92847C7E214F9B09FB56AAE7D788F61D1D941FF88EB6A73F042AFDC5D3
049DB0C5C46B84857116D12935BA5E3B3FA20063CDBAB4B722FD4B6894CC672C1B35141037162045C8AA13DBD7DB28B549A5410CDD79141F886AED991479188

false

2021/01/27-19:47:36.943 laac Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/01/27-19
:47:36.944 laac Recovering log #3.2021/01/27-19:47:36.945 laac Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process:

File Type:

Category:

Size (bytes):
Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
SQLite 3.x database, last written using SQLite version 3032001
dropped
8192
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies
Entropy (8bit):  1.3510310734779263

Encrypted: false

SSDEEP: 24:TLygJLbXaFpEO5bNmMISHN06UWI6XgAZOZD/i: TekLLOpEO5J/Kn7UL6XNOZi

MD5: 195F9F540391B8CCI3843149F6FE7433

SHA1L: E2A336DAD81A8F26D70FF6EE981DA959CE64D90F

SHA-256: AFD157966E74B364A73C9CF2D5F5C3057C6788C66F68FAD736F7E527A4C0CB29

SHA-512: 94FCE3F87E3DBOC6DBCFAID18DEDF36F2E362933EF1360FAD8639378CF2E8B2DD2ACAA2BCES49EOEA7COD795EB44F354396DB389CACF60D267F5D31FE4324
3EA

Malicious: false

Preview:
SQLite fOrmat 3......@ .ovveeieeieiiee s Covoen Lo T T TSSO TSRO R PP PRPP

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8732

Entropy (8bit): 1.3123720868542095

Encrypted: false

SSDEEP: 24:YcLgAZOZD/cqLbILbXaFpEO5bNmMISHNO6UWS9:YBNOZcq5LLOpEO5I/Kn7Uvt9
MDS5: A778D4ABE99AB22EC8938788E562AFFDD

SHA1L: 48E15EA971E20E09031BFCA0482FF1020714B6EF

SHA-256: FFCA359D505226A407B9BA76605CEEEEF88800C98FBE944C762C0A2EF6CDCE3D
SHA-512: 1825CE09067FB59925388F9A7BDIAC2BAAS664COEEA42F90E973975E082B4020624279EF31D84F611A1DA0DBI232E769F35CF4B732A3B9FBC42C4151D05BAB0!
Malicious: false

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 3593
Entropy (8bit): 4.133162778911566
Encrypted: false
SSDEEP: 48:343x017jXE4MTyD+8QJRB7H7UmBIWU3gILt+cq54FUO897zAVE+L:34f9WD+8QJs932p+z4idq80
MDS5: AC8AB16CD76A022BF5330BBC3864C60C
SHA1L: 51E17D3F9698B56228884CC5F68302B5C4206816
SHA-256: 6BF1CCBD71C78E4CE9263151D0E8B5E9551D05678BC6971ACD591B7EB24EE3AE
SHA-512: 9C6E32FC1D2542317D75183302798C69D545382DA30F294F49DB3EEFA480543C44E6D7C2F7E6CI1FI5A5ES7B2673B24C9EDOBBAEO71FF45202D17C201A4A0631
Malicious: false
Preview:
SNSS. it e Loy $...5a8c47a5_a981_4fb5_84a5_1f8f45764bhdc...................... BW i

...... 5..0.
=1611805649533....D...@.

&..{524A03AB-861D-4591-9B4E-BDD69FID425A}. ..<..file://IC:/Users/user/Desktop/ID4380.htm?bbre

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 8
Entropy (8bit): 1.8112781244591325
Encrypted: false
SSDEEP: 3:3Dtn:3h
MDS5: 0686D6159557E1162D04C44240103333
SHAL: 053E9DB58E20A67D1E158E407094359BF61D0639
SHA-256: 3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
SHA-512: 884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DES8E794550599AAA261120976C
Malicious: false
Preview:
SNSS....

Copyright null 2021 Page 22 of 52



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

183

4.267376444120917

false
3:FQxIXayz/t2HmwgOEOZL7A04uhFKEURLKYC5Ei5+GgGg:qT5z/t2qoEwhXeLKBt
7FAOF874EABF1EED31988230680AD210
E71B360F1E8D5C278A051AD03DFB9027ACCF38C3
09E15F8939364145E710C314EBD93FD19BF60C2B6B20BF8023315D617B6B141B
AF4C2E595AA0B1FD96474A0E73530B38BESF2906B10BE1DEFC0A9221129A3E5BB8D0816777550863AD426C5C836ECALFOC384986C2A1108E2E4CA20EF10A782

false

£5.. i.wd.

....Sgdaefkejpgkiemlaofpalmlakkmbijdnl.declarative_rules.declarativeContent.onPageChanged.[]..F..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.258063754615692

false
6:mP/ItVzIL+q2PWXp+N23iKKdK8aPrglFUtpe/hW1KWZmwPe/hWjLVkwOWXp+N23Q:CYVR+va5KkL3FUtpyhW1KW/PyhW3V5fA
2BEEEFBAD6COF8B464057FAA62FD1D65

BB161E500097F149C5C32333A425B9A323F3FFFA
A4350B8FA4F28267206161F3506125CE3D0719A16449A420DF484BBC57C8FBDD

4B57D5AF0131DA616AE95A4678DC885E396606144A18BODCC7DEAB8937174006B1BDBB820F8BB1920833EEC7826CABOAEN71D42222384DBB8EF4A9437A70D54
8

false

2021/01/27-19:47:28.529 103c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/01/27-1
9:47:28.530 103c Recovering log #3.2021/01/27-19:47:28.530 103c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

627

1.8784775129881184

false

12:qWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWW:
9D7435EA49A80FDD66E4915F513017F9
469F6C6E4B19B85CC1BE497812B2F20864F4FF2C
409D4C47E940688527D730B996E8991E010988C7671565467EDEID640D0947F3

0561CD632D4219AEF4686DE40EC092921384CA89755D354801E0EAEC8645A8630A180807AF518AC8FCFO1F71EB3D10FAA9CELIEG2C7A7226A274975BDCB7EEB¢
C

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.275587289121638

false
6:mPrVIL+g2PWXp+N23iKKdK8NIFUtpeaKWZmwPeMLVkwOWXp+N23iKKdK8+eLJ:UVN+va5KkpFUtpfKW/PhV5f5KkqgJd
031053516E8EBI82F99EBDFA9F0436EA

1D8D6DD170262AAC03B601F5B99190B4F3D3F215
ECDEA3DO08A01EC45175855109A6723CB6B2DDB021EOD3A9A8846B5EA145CD521
AL7EA69A42E4B7A7DOC684200FELFD1020E2EACC4658DB6708041ACBD563E8118AE647975CFFDOEF954A222DD968137E664172F641F7BFIF095F9A83D525576(

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Preview:
2021/01/27-19:47:30.684 103c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/01/27-1
9:47:30.685 103c Recovering log #3.2021/01/27-19:47:30.685 103c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
State/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmiedal\1.0.0.5_1\ metadata\comput
ed_hashes.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17938

Entropy (8bit): 6.061511031838911

Encrypted: false

SSDEEP: 384:ah1z97TC4hNLFKkQF/4H/v03c93yaM5ZAVGnLMeP3rrBsuzfccHyfXRHOMVEPT:ahlvS2Fk500NM5Zg+YePRgpXRHLVA

MD5: 58E0F46E53B12F255C9DCFD2FC198362

SHA1L: 24E3904DEDO013ED70FFC033CFA4855FBB6C41C19

SHA-256: F82EEF4F80D86F5DEFOF40F91FFB6453E1706CASFD8A7172EDB19C4B17E2F330

SHA-512: 1AC83CDFF124E4C0281FBBFC0A919AAL177F1524AB85434D82E5A87DDDF7CAC26A761C5E6249566626054C62D6BOF46A51AACLFE6E64C260F50832AE1D5F0A49I
C

Malicious: false

Preview:

{"file_hashes":[{"block_hashes":["vyABSKulssLnoQtj8Nqw6CjEthL33alh0QYBLzRg9+E=","DGWrOFQ2mF53Fk3FM5jLCV5sKg1DgRTF750mXhpKaoM=","f8vmSL13IL5/
SEk/UB02z9BTElau+kMnftvxebWILfQ=","g6BagkGM3fYVfhX6pedv+WIhrxb6KJIyrlH8KEd3iQc=","6GdjKPovCi9TAL74Kj/R6GzGC1RVsSWChOIMtrG41EIU=","vttVTO0k782
96FZBpoJgEIMMZmATBpKLrC5wréRiPIg=","5dwwmOMAg6GXh2x6hn99MsZgiXJCxgTnwFdiMmcl2/0=","IQFxytI8i5cYLgNLbSnc45XXd/[EluKwO1nAvNh5/WE=","
gETF6aAOXwVcduPggf/FGrY8I2ALwdIswKxFIWG2JpQ=","+fjs95t/ESSgtcK9SzZ0lIcY/aemUr2l/yY107esfjbk=","H+rdm51ql4G0z8YtAibc3/AGYVPKIqT14BbGvmM4/y4=",
"Qz4vtomAqVrAeKlcl/zbVisyDpFiY +F7tP/FTdoAKwU=","k110zqa69IMO5T4RH/NnBdkCVX91/98Gd7K2dnRuyFyg=","+QrRx4Pz8wbz4efdch1Q2aAQDZbvOr64NMy
j9z0gaaE=","6qg/tcYekY7TN66ZdPx4ALLcteRLQJIqFyOwgclqL6fFU=","djipPPtOAFsToDpKDbadLJLGQIiCzTkN2gsRbzvKijBo=","uHEM1DVxHADroGNWHjmdfpdN
UgtHXDQO0zfTmdqtJgYo=","1C2E0Gz2ngKFG3ghcQEVYiTYI4rTYNnrpsHQY9J7Bfl=","swYZ8T85/4tzx26dfCORKxMiHwnjgJoxtnOMb8Ndcjl=","AuXwavx8SOtkg
FhnRInM4rolw243Ryh2ktLOQZRDLOE=","0G0S5XUkjBtAHtsOX+uQt5MTsf

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmiedal\1.0.0.5_2\ metadata\comput
ed_hashes.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17938

Entropy (8bit): 6.061511031838911

Encrypted: false

SSDEEP: 384:ah1Z97TC4hNLFKkQF/4H/v03c93yaM5ZAVGnLMeP3rrBsuzfccHyfXRHOMVEPT:ahlvS2Fk500NM5Zg+YePRgpXRHLVA

MD5: 58E0F46E53B12F255C9DCFD2FC198362

SHA1L: 24E3904DEDO013ED70FFC033CFA4855FBB6C41C19

SHA-256: F82EEF4F80D86F5DEFOF40F91FFB6453E1706CASFD8A7172EDB19C4B17E2F330

SHA-512: 1ACB3CDFF124E4C0281FBBFC0A919AA177F1524AB85434D82E5A87DDDF7CAC26A761C5E6249566626054C62D6BOF46A51AACLFE6E64C260F50832AE1D5F0A49I
C

Malicious: false

Preview:

{"file_hashes":[{"block_hashes":["vyABSKulssLnoQtj8Nqw6CjEthL33alh0QYBLzRg9+E=","DGWrOFQ2mF53Fk3FM5jLCV5sKg1DgRTF750mXhpKaoM=","f8vmSL13IL5/
SEk/UB02z9BTElau+kMnftvxebWILfQ=","g6BagkGM3fYVfhX6pedv+WIhrxb6KJIyrlH8KEdf3iQc=","6 GdjKPovCi9TAL74Kj/R6GzGC1RVSWChOIMtrG41EIU=","vttVTO0k782
96FZBpoJgEIMMZmATBpKLrC5wréRiPIg=","5dwwmOMAg6GXh2x6hn99MsZgiXJCxgTnwFdiMmcl2/0=","IQFxytI8i5cYLgNLbSnc45XXd/[EluKwO1nAvNh5/WE=","
gETF6aAO0XwVcduPggf/FGrY8I2ALwdIswKxFIWG2JpQ=","+js95t/ESSgtcK9SzZO0IcY/aemUr2l/yY107esfjbk=","H+rdm51ql4G0z8YtAibc3/AGYVPKIgT14BbGvmM4/y4=",
"Qz4vtomAqVrAeKlcl/zbVisyDpFiY +F7tP/FTdoAKwU=","k110zqa69IMO5T4RH/NnBdkCVX91/98Gd7K2dnRuyFyg=","+QrRx4Pz8wbz4efdch1Q2aAQDZbvOr64NMy
j9z0gaaE=","6qg/tcYekY7TN66ZdPx4ALLcteRLQJIqFyOwgclgL6fFU=","djipPPtOAFsToDpKDbadLJLGQIiCzTkN2gsRbzvKijBo=","uHEM1DVXxHADroGNWHjmdfpdN
UgtHXDQO0zfTmdqtJgYo=","1C2E0Gz2nqKFG3ghcQEVYiTYI4rTYNnrpsHQY9J7Bfl=","swYZ8T85/4tzx26dfCORKxMiHwnjgJoxtnOMb8Ndcjl=","AuXwavx8SOtkg
FhnRInM4rolw243Ryh2ktLOQZRDLOE=","0G0S5XUkjBtAHtsOX+uQt5MTsf

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\_metadatalc
omputed_hashes.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 23474

Entropy (8bit): 6.059847580419268

Encrypted: false

SSDEEP: 384:7dNc1NC6IcafusK4H1IGRINKIKIALQWdynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSKIhEw6M1tf7SNyb
MDS5: 6AE2135EA4583C2F06CDEBEA4AETOFAL

SHA1L: DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2

SHA-256: 03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903

SHA-512: B5945E67D9F73DD1982D687E5C6D9B5D6B3886C8050363A259755C76ACOF93651F3425FA7C21AA6A13977AC1C8C9322F998F131648CB8909096058D4F0D23312
Malicious: false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\_metadatalc
omputed_hashes.json

Preview:

{"file_hashes":[{"block_hashes":['DOZdV3jFvk12AM2INDYK03KZrIVRprmJ+sVGWkqqE4Q=","rVEIW3Hu3T52SzDDUqGT5YiJTBGUV2h3pNuBKFIhZ1U=","X/
3fg4KZxgQ1jBr5QGqOF5InflgE27UErd88mrxTexs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1gAKYsX8=","EChCwChQHbHQ70DdGT2qNyiRJ0yck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6 DAtEmUCS5IPFd+EgcbnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVQ
RpMhsNVRkQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDI/WoC1luokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVmg8pnmACF+2PP4Y=","p/mvIm2wucCl
32Rx3it654MIjKAsMe3S9IDEabc1A8ME=","{8BmPrTh500sBTj2Fer78JE6xG6+kR64Cvu2SWa8d3j/k=","ngSRpGQ3USU2bZIsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","VtBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUKOPkcsbot7NJ4SCOwWVRV/dVVMuHALE|8=","20C4HcCuXu3VjFfwnKlzntu
gqQNaebcuWpm/mwj69U=","aMUIpuFgPMiieSaWhlktCK62v2P30ZQAWupWsYzCnvk=","L

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Favicons

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

16384

1.807609660559822

false

48:yBmw6fUbyD+8S8sIxtjl90R4mG7yD+8LLmsIXd:yBCfD+8S8slj090xD+8L6sIXd
021E61BDBFFF21B927C1A86A79BA71EE
FOB4BCOFBCEE378D90C83BC767BB3DA485A127D7
5AC0B54586D3C89DD89660335D078D58BF5DBCBODIDFBBB25F367E3A6D7B65FC

9D920266456E167A10EBC47B4B319DA4BBA1COAOFA7BAE2B06B48D3B58EGF65C1B68D6892C1C49DD7CF886EEC065D9849BCE79655BFAEGAE7ABY96156DCAF9!
35

false

SQLite FOrmat 3......@ wovveeeeeieieeee s Coveed (o R Lo T O PPOTUSUP PP PPIPON

s...;+...indexfavicon_bitmaps_icon_idfavico

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Favicons-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

16972

0.7774498587493992

false

24:+cce5u7BoU2yLiXxh0GY/ILrWR1PmMCx9fZjsBX+T6UwY 3n:KjadBmw6fU/3n
EB16046BEBB487F986B530B205855A5D
3E71DF2E4810BE06A7B73EF657AAD89D750280B4
438DF9BE5SBFABCCD249D646A48FEE771FB70E82D40BC53F680643D94DB27B430

4148F960D574045CC7E469D15743BC5D65C2B3EA8390E2FA40DBDC56E784BESDCFE130C550AFB200079BDBFA4CA40C8A93A59D293100D0EEO8A35DD7F6C24+
4

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

19

1.8784775129881184

false

3:FQxIX:qT

0407B455F23E3655661BA46A574CFCA4
855CB7CC8EAC30458B4207614D046CBO9EE3A591
AB5C71347D95F319781DF230012713C7819AC0D69373E8C9A7302CAE3F9A04B7
3020F7C87DC5201589FA43E03B1591EDSBEB64523B37EB3736557F3AB7D654980FB42284115A69D91DE44204CEFAB751B60466COEF677608467DE43D41BFB939

false

F5

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process:

File Type:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

dropped

372

5.273538577922803

false
6:MPAFAM+q2PWXp+N23iKKdK25+Xgx8chl+IFUtpe5FUOXZmwPehMVkwOWXp+N23ib:fji+va5KkTXfchI3FUtpmFUOX/PjV5f5G
69DA7DF2980D6EDA961A7510CD8F43BC

E4B54AB23343CBF6B70E410CE9AC50A884F62C2A
CDF4F85D030A390A902D683CC96DDDFA30376AE7DF9818C6D42FD92F0678C415

CE81FDDDCC3E5624BAC6C9A670F87B30A1BOES8BF4746A83708ADB47768885F8D47A1CC2CC6270CD44DF3A9838659EFE87A42C58BFOEEB331A41C91664FB4t
E2

false

2021/01/27-19:47:36.891 laac Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/01/27-19:47:36.906 laac Recovering log #3.2021/01/27-19:47:36.907 laac Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

358

5.254111404349072

false
6:mPBM+q2PWXp+N23iKKdK25+XuolFUtpeQQZmwPeFiMVkwOWXp+N23iKKdK25+Xu6:v+va5KKTXYFUtpLQ/PAV55KKTXHJ
AF7B422872252CDF9437BBAFCBC4A995

064C7FE6A7D4C220D2D719C446D4BDD6A1FFB525
BC1ACB14B820DDC79C62C80071BB17867EEEOFDADC47463C7CBO4EDAES8SABEGE
7C9DA6097D39B81745C7B5B66507B557E50A47D624A276F2F8457917894A0F51BE800741D34D84BFFBF2015032F42789351F3C1A81E95837D356A9919EDDFADC

false

2021/01/27-19:47:36.828 laac Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/01/27-19:47:36.829 laac Recovering log #3.2021/01/27-19:47:36.869 laac Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

330

5.261838232317268

false
6:mPdM+q2PWXp+N23iKKdKWT5g1ldqIFUtpeKXZmwPe3UTMVkwOWXp+N23iKKdKWTk:D+va5Kkg5gSRFUtpL/PaUAV5f5Kkg59Z
638A82EDAIC34ADC1253045150347243

177022A4D5307B955B205008E4BB5E10AB7F7247
FO55AB86F73D26D611E13C6B55070F8F29D47C283A2AC3C25BBB47135EBE085D

859DCD1129BDA50A7D7AED3FB81F5D910D3676513BFEE839ACE2EFD779B4A5A92DFAD77D6DEA45595D5B46A784938A33580858 AFOEO80DDBOCCDOSACGAEOD/
7BA

false

2021/01/27-19:47:36.060 laac Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Defaul\GCM Store\Encryption/MANIFEST-000001.2021/01
/27-19:47:36.068 laac Recovering log #3.2021/01/27-19:47:36.069 laac Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

296

0.45488079341118026

false

3:8EfI9hol:8gOlI

F6203802DED2C9702E5F51A1B69DFFOL
FFB1550B64F6AAE36B72A5B894E1CC8BI245AF40
5BOEDE7CFF7B306C4DA5D22858D6367BB431AFF664338E8626C31E752A604A0C
DE14F68316701E26B4F89FE87D65FB61C2A5B1D53AF893C783ABFF1E474B63D378320A83DD8B2A2594846A3A6AA8BBE89940603768C19BDF7F337792DFDBE71!

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GPUCache\data_1

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 32768

Entropy (8bit): 0.6203292570305754

Encrypted: false

SSDEEP: 24:TLxxZfyyDTdNNC8HALGWRFjbDhZfmbDAJuZDbIZf4blI0BBpRINyhftZfyyDTdNp: TUyD+8yDcDCgielBpRGkyD+8LLD

MD5: 3532FD34E7F1A15B078B9B82C1CDA38B

SHAL: 5A13F3940A420EBE7191231F47EBF65404E299FD

SHA-256: ED6081D2AAE4D1C70DBAA856D393D2A11A940754DFAFA8CBIED5S767286D101C4

SHA-512: D6606C563625EA99BD730E5539F131D414A18D1495F50EE9EBC7A4AC5BDA2D64D0B1FEA511940F8E18686287652D2DDD56DDFOFCDI3C36AB024E53FF561908,
2

Malicious: false

Preview:
SQLite format 3...... @ e ettt e et e e et ehee e teeette ettt ettt aatee ettt ettt asee ettt eaaeeeaeeeteeteeaaeeasteeateeateeanreearreareen

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1223

Entropy (8bit): 5.881468239221713

Encrypted: false

SSDEEP: 24:YkBna8sRGQE3frrm2irA6s616/sgz+2b0rlY ZfRbHZfrb5hZchi4F9y0x:YkBawrmpAp6gB5KidWa
MD5: CD247A8EFD446C3E6C0023702E69F6EO

SHA1L: 24096980765F18ADC88EF329B73BC2FF92EDD718

SHA-256: 33F46941EBB627115C7F4C03CF3A3BD8D75A88BDD1CDD2CCAF3AB583252EADE7
SHA-512: 5EC89044E60DF73927CD9339B1CD553380D10BEE291C8529154D6CE149C83C55336C73693F6B86C8C84742D07D3675D39D292E7A9C7FOF7B7D2013DA6DD469€
Malicious: false

Preview:

...B. . *>file:///C:/Users/user/Desktop/ID4380.htm?bbre=1611805649533#/2+Loading ....
*<file:///C:/Users/user/Desktop/ID4380.htm?bbre=16118056495332+Loading .... -XBrf

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History-journal

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 42076

Entropy (8bit): 0.11656199446418389

Encrypted: false

SSDEEP: 12:LwCuqLBj/D77M3I/4AnMWQAILOBQZ8fOyn:yqLBD77M3GbNOTfLn

MDS5: 1EE5EBFF8087ED05562E212029219B73

SHA1L: 45989E4C3010FE288A8ED083337583C4CD50DDB8

SHA-256: D46DFCD5A614FB2941A78CA5A8D3E126550C134C9B6EF36D71EF3104FBAF197E

SHA-512: 84D0457FBD2A752026BE7E74943B33ABFEFF602384DCC0522C1526F6C38CBD0OD640DA982D3B71290C6DE024157478DDA7304B82D17D45EA43A1CB61CF34CB2
4

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 3313
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

5.540223829184991

false
48:0DPp/mmllif5XwZwGdDa74MoD8dbAWkKOjbQSefgGBNrSOUIRdIN94:01932Ha74MoQdbAWKOjbQ5fgG7rSOW
B49868FB9D098206280EC9645B2BESD7

13946BF484B23F2A292005F546190AA41E917011
180870540CA7FADO0B6C8AO0BI2166E4212E65E4EAA263D7D27A87A566ED2A2F1

82CA0345D1DB20A21625153FED455BF53BF15DF268A4DEGFB7F3D4C1670F229A5265F65F5EB993DC515BCE9E44C6BA43F754D5D81F3DC937BEBF7F892D7FAA
7

false

E9.._.* METAfile:/I............... _file:/l..browserkeyN.{"browser":{"detect_browser":"","detect_browser_detail":"","detect_btan":""}}.._file://..userkey...{'user":{"k
eepLoginLongtime™:0,"AuthNBR":false,"AuthKeyNBR":false,"tk_nbr_uc_frv":"","br_nbrcheck":"","br_utcheck":"" "testlist":[]}}.!_file://.._canWriteToLocalStorage.._file://..n
brteststA4..../............ 8META:chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm............. Y_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.

HangoutSinkDiscoveryService;.{"cache":{"sinks":{},"g":{},"h":null},"manualHangouts":{}}.a_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjpbeemfm..mr.temp.ldGenerat
or.cast.RequestldGenerator..645356000.H_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.LogManager...["[2021-01-27 19:47:38.57][INFO][mr.Init]
MR instance ID: 710fdcb9-c7f9-4a9c-8d28-b6f007347690\n","[2021-01-27 19:47:38.57][INFO][mr.Init] Native Cast MRP is disabled.\n","[2021-01-27 19:47:38.57][INFO][mr.
Init] Na

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storagelleveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

332

5.2224217430927276

false
6:mP/+Wuyyq2PWXp+N23iKKdK8a2jMGIFUtpe/+jUk1ZmwPe/+QaMjRkwOWXp+N23c:C+Wuyyva5Kk8EFUtpy+ijf/Py+IjR5f5i
D35226175EBB4A52F91CC662ED2A7737

DC7FCC9475B2A3B483FF888B6F7679B4379CB5B5
DB43FDD148D2AEBBE684D9927AB4EA3970F5CB16B95C34603C89D5D94DADAFB6

8BADEF89B736AA588FB1A6B877940F4EBB7BB0862DD520E7DB5A6CDDFD3D8C36B60D88386B0720D62141FD09DD68BOD3D6E7AEIAS80BFF010B3755F89F4A8¢
91

false

2021/01/27-19:47:28.363 1010 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/0
1/27-19:47:28.364 1010 Recovering log #3.2021/01/27-19:47:28.365 1010 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.294803403229483

false
6:mP/0JO+q2PWXp+N23iKKdKgXz4rRIFUtpe/OzDZmwPe/OHUzVkwOWXp+N23iKKdA:COJ/va5KkgXiuFUtpyO//PyO0Z5f5Kkt
OE4COF04BCE4173630E9CE9B28A3CFF3

ECOBDBFE47D7BE7A7CB1076C48CA5B0351C6D1CB
7BD66A19D64ECEFE1BAD3552D9EEEA01D09C87FBODCF1FOD2CF44D7F580C2264

6CA548F28E0B47614F08455563E130B9DAC345C7F3BEC4CE4A017CBD125D6B82753D762A83EBDD6AF83A6752C196EDDOBC8DEGBE285FB070B43501DB6A160Z
E

false

2021/01/27-19:47:28.546 1608 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/
01/27-19:47:28.547 1608 Recovering log #3.2021/01/27-19:47:28.548 1608 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Noti
fications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

28672

1.0741916837767933

false
48:TUlopK2rINVriGImm8pF82phrINVrdHX/cjrJN2yJ1n4n1GmhGU4vQKO03fBuJAbl:wIEIWQF8mpcSEEKQPEIL9
1196562A41F5678CC39FDF76E9748067

50453B2799F4B8360733797A4FB767B2F100ACF1
8AB270036484021C6CDI91E4E931D57EAA11CB72E2D7BE9930F1977D7123DDC46

684B5225C92A35659BDICCAF783FEA7B978E376BF1D2BFE94975CBEA49A29EBD4B2CC72CCFAOFEC9889F04F89B379E6C8EGASF7EE17288EC98F26DOEAES39E
6C1
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL

Malicious:

Preview:

false

SQLite format 3.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

29252

0.6287240511176662

false
48:1Z22gklopK2rIJNVriGImm8pF82phrINVrdHX/cjrJN2yJ1n4n1GmhGUG64:i0hIEIwQF8mpcSq
2D13E2BE979B97CC741986ED97FD818C
23BC644AAEBB05A76F2DFC065D1A8B7C75B5CEAS
0B4D6D2C79CC51BB850F39362777E5872F97658DDDC56E9368E65B515BB8E4ADE
CF66A53BDABAECC76A7A4C28F84F516B5210F79CDFABBE9F949EBBF0764CD6A8D44817454AE46563E17424732F04471484B50D0FFAGBE15B5E6238426C3F897,

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

265

4.320418106765339

false

6:5lk/lllaHzZvtjAJef3ul LKAILKAITKAILKAIL:5IMIY Z1tjAJKmKAVKAVKAVKAV
7DC2D992419965B0F707DBC365FFDED4
ED44C6F41E446204F4F1A92BB75C7DBF5CF0545D
98BA7114E861BFD29A6DDEYAC3D1578E60A447A948D3FE6D1F8CAEESB1IBE7BBO
948B5A0407E79AAB0C2F51FCD8529D487BFFB23B7E678D2071868E9936D929358F91C833FDC7A7ABA8D38695D01E1436E796F788655F7125786D73A53B09DF96

false

....map-0-ReadyFlle.{.}...map-0-nbrtestst. .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.2237428708669285

false
6:mP/K+g2PWXp+N23iKKdKrQMxIFUtpe/YwZmwPe/bVkwOWXp+N23iKKdKrQMFLJ:Crva5KkCFUtpyYw/PyB5f5KktJ
C8FB74A7FFAB9604B60B4657D80EA191

AB020A6D57FDOED2AAB4F439CA439BB1D6F53B1A
1BF84F8EBAA51087234D3824FA272A43500D4CB3CFFIDABD61DD7B6F254AF4D2
AFCCA2ACEDO038F0AB797CDF5E1548EEE31505236A114B8DF8469201140766788813C105EDO9CI2E169423FDC234A96F8C80342F5C1EFFC174E01E9BBC1CF55¢8

false

2021/01/27-19:47:28.468 1608 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/01/27-1
9:47:28.469 1608 Recovering log #3.2021/01/27-19:47:28.470 1608 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

348

5.163400579676575

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

6:mP/1GMM+q2PWXp+N23iKKdK7Uh2ghZIFUtpe/0Y XZmwPe/PGMMVkwOWXp+N23iKm:C1GN+va5KkiIhHh2FUtpyxX/Py+NV5f5m
3E78149D150997D0F8BD61187A71D586

OEF81DC5BD8D7C3157D590A5B9E739B0OE17B96E9
31367B898C1748A7DADB33D0ODF736433305A3E32B7A6A9613A7CE9735A3DC169

41CEBC1C14CC806034BCE6A3DASBESCDD3309EDFB710D8ACF7A458065D80C362E1ASFEF84C305C86A59A2AEEO0D057A350B60C40929CEGBADA7F1DFBF6CBQ
ACF9

false

2021/01/27-19:47:28.291 121c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/01/27-19:47:28.292 121c Recovering log #3.2021/01/27-19:47:28.293 121c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\48dfa693-926f-4504-b052-779723b

f4120.tmp
Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

420

4.985305467053914

false
6:YHpoNXR8+eq7JdV5qQIsDHF4xj70PpgQESDHF4R8HLI2AVQBR70S7PMVKJIW1K3Ky:YHO8sdBsB6MASBdLIlyH7E4f3K33y
C401B619D9DBEOADABC25A47EE49CFBA

C9D3B816DD3FBCDI8EICOA32CEC7B501EFCOBBDA
8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESBEDBE6DAB3CB82F
BC12F16CB95CBOAD708C6BBDO05SEF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862

false

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"AG"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

296

0.19535324365485862

false

3:8E:8

C4DFOFB10C4332150B2C336396CE1B66
780A76E101DE3DE2E68D23E64AB1A44DA7AT73207
18FAB4D13CDA7E1DEE12DC091019A110A7304B6A65FCOALF3E6173046BA38EFG
51F0B463E97063A2357285D684FF159FDF6099E57C46F13C83E9D3F09D7A7CF03C1BA684BCCF36232FC50834F95953C3C68675C7B05AB4AF84DEF1C566A5F3F5E

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storagelleveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

430

5.303060733179088

false
6:mP/G+q2PWXp+N23iKKdKusNpV/2jMGIFUtpe/KMDZmwPe/KInVkwOWXp+N23iKKZ:CHva5KkFFUtpyKMD/PyKH5f5KkOJ
086766C8956CD51C26D85E0E66A89B76

B2EEE98BED5D12FA73661DFD983A4CD1C0OBDODD2
29E9844B70A12C2CA8604732B25CEE4111B773CC6ACBOAF3FDO4EB363190DAAL

OD9E011E4AE8DD333FB5FB466ED922B6BF8DF3587AC8263E30FD741D77AD6ECC7B8DCEY0AB465F1E7FCB578F0D99508317D18FO06EDCC12E132A7C31DAAS84
FO

false

2021/01/27-19:47:28.499 1608 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2021/01/27-19:47:28.500 1608 Recovering log #3.2021/01/27-19:47:28.501 1608 Reusing old log C:\Users\usen\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

432

5.327830968237057

false

12:CO0H+va5KkmiuFUtpyOPKW/PyiV5f5Kkm2J:fDa5KkSghPIf5Kkr
1B04C8300135EF22375E2A9987704285
A71A1217580A43E0440FF64CF015AF4A9BBIEC3A
ECB8B324EF5CB65B946B4D88BC376ADIE94EESBBIB3B913BE73ECO9DD4AFF677D
0012625E8E9047EDC655ECDBD3157D296566079E260649180017DA43A07CASD7592F74ADB4754BAC681BE07742947780C2DBEBBF64883F069322A17938456332

false

2021/01/27-19:47:28.548 103c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Platform Notifications/MANIFEST-000001.2021/01/27-19:47:28.549 103c Recovering log #3.2021/01/27-19:47:28.550 103c Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiSession Storage\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

19

1.9837406708828553

false

3:51:51

E556F26DF3E95C19DBAECA8F5DF0C341
247A89F0557FC3666B5173833DB198B188F3AA2E
BOA7B19404285905663876774A2176939A6ED75EF3904E44283A125824BDOBF3
055BC4AB12FEEDF3245EAAF0A0109036909C44E3B69916F8A01E6C8459785317FE75CA6B28F8B339316FC2310D3E5392CD15DBDBOF84016667F304D377444E2E

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defl\Session Storage\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

418

5.296936458957273

false
6:MP5SSUGH39+2PWXp+N23iKKdKusNpZQMxIFUtpe5SHUKNJIZmwPe5ScvOVkwOWXJ:tzGovaSKkMFUtp9HDX/P9c75f5KKTJ
FBC51FACB9CED4AADD4456BE7DCF3966

332A796EAE5B42F2BFE521822DDCC61867E301FC
8281163E1C74CB66327B636B4D76F3A4EA081D14441F13248083D6A6F328795B

540EBA836ED362B7CC34D4F9F9DDF31AC381C2E5C48237D918BBB33888B63C14DBF6402CBEBB8BB5E657D1C5905937E5DBFFACG7F8ES5F8D97C6B2D669355!
E2

false

2021/01/27-19:47:44.727 13d8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Session Storage/MANIFEST-000001.2021/01/27-19:47:44.728 13d8 Recovering log #3.2021/01/27-19:47:44.729 13d8 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\029fb286-178e-44a5-b977-

daa51b47cc67.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit):  4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBALJIlyH7E4f3K33y:Y XsdvjX6gjXdL3yH7n/iy

MD5: FAFEFEEEC722772F9DCOFCE1B52D79B5

SHA1L: OOEECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0
SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6GD049CB6D32F2B091153E8148A1B5857BD7AF13492071BE
Malicious: false

Copyright null 2021
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\029fb286-178e-44a5-b977-
daa51b47cc67.tmp

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}{"adve

rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAGICA+P///[8B":"AG"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 592

Entropy (8bit): 0.19535324365485862

Encrypted: false

SSDEEP: 3:8E8E:8N

MD5: B505641E5E90B7CF4BC869DD1B4BE451

SHA1L: OEC7B13DCO043E054AB48B8F45FE49EF1209C01AA

SHA-256: 2755F85F14CF33404CEEBF053D0CB79DC3B98D643A51075737E6ASBE154FE1D9

SHA-512: 610AF095630C93B0586F4DICABAFA75454C472C557D4FDBCOD5C1851F9AABF8653079A7ADE4659ABADDEDC2E02E58AD13C7244CD004B0AASA462307F293F83
3

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defiLocal Storage\leveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit): 5.2646936120855665

Encrypted: false

SSDEEP: 12:3Kva5KkkGHArBFUtppH/Pr5f5KkkGHAryJ:Aa5KkkGgPgtfsKkkGga

MDS5: 9E388392322BBCE1ADCO1E09BC26756C

SHA1L: 84EFE5209FD9D44EA01E762F7250A01BF2DC3FF3

SHA-256: 31EA2F4A6B0B440BCA219FCF3F55123BBAF64A469D69A1857B59A2543CEOB71A
SHA-512: 1A664C136E5D5D89EC14EDA3BCODDAF341246709CA9606A1070A7C98883025FED3BB830E3BA930896822170189F12580C89E696433ECA345CFE0057971D9ADS!
Malicious: false

Preview:

2021/01/27-19:47:36.384 1608 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Local Storage\leveldb/MANIFEST-000001.2021/01/27-19:47:36.391 1608 Recovering log #3.2021/01/27-19:47:36.395 1608 Reusing old log C:\Users\usen\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiPlatform Notifications\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 429

Entropy (8bit): 5.229688091450901

Encrypted: false

SSDEEP: 12:lg3+va5KkkGHArqiuFUtpxs/P3V5f5KkkGHArq2J:Xa5KkkGgCg7afsKkkGg7

MDS5: 2458289E5B26AFBDDF4C6CE727BCC978

SHA1L: B921A31BF3D3C09CCOC4C20CD1D8112B24A0C695

SHA-256: 41725F4408D04CE47A0067759DF72300EA1E8DD6CC2A5A45BBOAE12C9021B9CC
SHA-512: 261553BA0668613D5B3A125E21319F787B79231409D6E9EFB72F95B1FB7DC850F9726 AA6ACDDECBA8571851B39100DA37743A02726A13CACCC8CA488DC3331L
Malicious: false

Preview:

2021/01/27-19:47:36.400 dOc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\
def\Platform Notifications/MANIFEST-000001.2021/01/27-19:47:36.404 dOc Recovering log #3.2021/01/27-19:47:36.405 dOc Reusing old log C:\Users\user\AppData\Local
\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit): 1.9837406708828553
Encrypted: false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defiSession Storage\000003.log
SSDEEP: 3:5lj1:5ljl

MDS5: E9C694B34731BF91073CF432768A9C44
SHA1L: 861F5A99AD9EF017106CA6826EFE42413CDAL1AQOE
SHA-256: 01C766E2C0228436212045FA98D970A0AD1F1F73ABAAGA26E97C6639A4950D85
SHA-512: 2A359571C4326559459C881CBA4FFAFAIF312F6A7C2955B120B907430B700EA6FD42A48FBB3CCIF0CA2950D114DF036D1BB3B0618D137A36EBAAAL7092FESFO!
Malicious: false
Preview:
&f v &f v

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit): 5.242563868248969

Encrypted: false

SSDEEP: 12:Qva5KkkGHArAFUtpm/PG+5f5KkkGHArfJ:ia5KkkGgkgvofSKkkGgV

MD5: 43BFD73C4418ADA0CDEEB3117CF9A9C3

SHAL: F42F5CB9ECD722D10BBDA8717C2B88BECBAB6A1B4

SHA-256: DEAB1E2A84B021CB65A75A85D490119A66B88921AB4D691ADE4D3A838A2DB216

SHA-512: 12F4658D23FE12B6CC65F37A68D8498573BDC38A1D4A3C2E8B4870E0DCC782DE355DB54C745F97576A0FD6DA2A1CA7C7DF3032D651BDO0ECI3F398A2146B9¢
1

Malicious: false

Preview:

2021/01/27-19:47:51.804 1608 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2021/01/27-19:47:51.805 1608 Recovering log #3.2021/01/27-19:47:51.806 1608 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit): 1.9837406708828553

Encrypted: false

SSDEEP: 3:sgGg:st

MDS5: 45A8ECA4E5C4A6B1395080C1B728B6C9

SHA1L: 8A97BBOE599775D9A10COFC53C4EDB29AA4CEBAE

SHA-256: DB320AB28DFF27CDAOA7F87B82F2F8E61B3178A6DE8503753D76F1172D32E08E

SHA-512: 8EE91A3A1E77459273553F6A776C423A8EE95DBIDCFAB97771814B7AD13FD84F06BB2B859F22B6DDA384B39EAA91F1819F170BABED6DA16BDBCF5BCBO6CF2!
24

Malicious: false

Preview:
F Foriiees

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 324

Entropy (8bit): 5.237415186441372

Encrypted: false

SSDEEP: 6:mP/QM+g2PWXp+N23iKKdKplFUtpe/6UuXtZZmwPe/6cPMVkwOWXp+N23iKKdKa/o:CZ+va5KkmFUtpy6IXtZ/Py6JV5f5KkaQ
MD5: 13640C403BC7C47DCA5D2014FEFEG6DA

SHAL: AFEOE159E9ECD3EABGEE1E3BD5DA3A188857C8CB

SHA-256: D9915EF8D494BCBBD1CB748EB3D0315EBCCE4FD744F54AD7198FEE7B11B000A7

SHA-512: 74C03FB56A665779EA051135ECBBE31447144335F37550A9975BBF9DOE18F7ECBDOE7D28CEE421E4D4794364F673480600D5A819DEAOF12465EA9ECE81920EB/
Malicious: false

Preview:

2021/01/27-19:47:28.317 121c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/01/27-
19:47:28.321 121c Recovering log #3.2021/01/27-19:47:28.329 121c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/
000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text
Category: dropped
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG
Size (bytes): 402
Entropy (8bit):  5.401439434108915

Encrypted: false

SSDEEP: 6:mPn9+q2PWXp+N23iKKdKks8Y5JKKhdIFUtpeBKIZmwPeBXF5H39VkwOWXp+N23iC:Vvas5KkkOrsFUtp3/PaHz5f5KkkOrzJd

MDS5: FD8B9BD708918066518ACFB529C5AB99

SHAL: EB61B3B639D012E55F7A402C92556B21ED340B59

SHA-256: C9ECODE75E70BF04CDBDE1C20BBA80D06DF5EEAF026A5127C4702044C6D2DD49

SHA-512: F78CB721A0C9F64F1C42FC85974FAD81AFE670E48431DC92438153238A1D773CC3CB279833A508F14A4B543398B5294070236D3BB2145D8906653F4693B31654
Malicious: false

Preview:

2021/01/27-19:47:38.559 13d8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmb
meomcjbeemfm/MANIFEST-000001.2021/01/27-19:47:38.561 13d8 Recovering log #3.2021/01/27-19:47:38.562 13d8 Reusing old log C:\Users\user\AppData\Local\G
oogle\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Visited Links

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 48

Entropy (8bit): 4.647055208874201

Encrypted: false

SSDEEP: 3:93ZtxallzJ/03fuv:93Txuovg

MDS5: 6BAC7162A83B81A4FDBE9BE984D2FFA9

SHA1L: E7B9E79EB7890CFC3E1DED43FESAC192EB39AF32

SHA-256: 80E95196ABDE64C6218D1652F59984F9B5A9D453BCAB2A70BF339D9CB53493FF

SHA-512: 83CCCEC438771ACB1DDD9447EA7B86A2DAE1AB381651677D09A8BCDCS5ECA5E4A1717305027CB443950EE7755CEB4124022AE30FCF136A91480FE41DD36D92¢
BF

Malicious: false

Preview:
Y ANLMD6.T . <z

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\_crx_nmmhkkegccagdldgiimedpiccmgmieda\49771840-21ff-4832-8c4b-
a81d2169028a.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 13 icons, 8x8, 32 bits/pixel, 10x10, 32 bits/pixel

Category: dropped

Size (bytes): 175509

Entropy (8bit): 5.489440694064333

Encrypted: false

SSDEEP: 1536:rKbsLAR2A4VBQV1111111111111Nr366R6faFR+up0y0y2im10sFcgYzQNLIX:rKbsLAR2fe/FZntrsIfX
MD5: 33EABC19FDF40F3D36B6870EF5861957

SHA1L: CF3EF59C3940B58C314E9F6A1616751553F2D9A2

SHA-256: 647D07F37554672865902B2CEE80864B5A5283C372C7263BB1497D5582054E57

SHA-512: 47CFEDB1FDBC9BC09905C70F69A5114C64A8FC791BCA480D24972275276F00CEB230C579B4217337F9C69ECB2AB3221A3B549F06E8074D76BCE2F31773FB69F
Malicious: false

Preview:

=H..,A.J.;
7.4#.:3,"3,1<.&1.. NPLYt.F.K.%.....L..C.....1.
................................ ggitllkv.......ocoeeiiviineieehhgssss~.......YY\eYYe........

p}nnp}
.Q.....1..x...tqpyxuux...0D..DP
e MNNZXXX @

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Web Applications\_crx_nmmhkkegccagdidgiimedpiccmgmiedal\Chrome Web Store
Payments.ico.md5

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 16

Entropy (8bit): 4.0

Encrypted: false

SSDEEP: 3:SeFcn:Sec

MDS5: 61B979ECA159ECACICT7F8F1D6FD43E9ID

SHA1L: 0373696351FC2172E811DA8393DEC84036FA34A0

SHA-256: ABO5EOA6FF7E8FFF89F924B279D93AFC72ACCE817C4D250C60BB8059CC534303

SHA-512: C95825DA33CBDDFA627D9FF9A5B8371BC5F4E643A09573B6E1E839A83B619F53D878C344030B9701DCBC24D4CECCC016CF4D298D10EESC37D1B5FEC1A5168
B6

Malicious: false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Web Applications\_crx_nmmhkkegccagdidgiimedpiccmgmiedal\Chrome Web Store
Payments.ico.md5

Preview:

F....r.(R.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\a2e71e33-a612-46ea-a458-931f3bff73de.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22613

5.535734616530891

false
384:22UtgLleYXC1kXgKf/pUZNCgVLH2HD+rUfHGTnTBajdS4N:8LItC1kXqKf/pUZNCgVLH2HfKIUPGTNQ
312F5FE9ED9D445E59D68840CC3643F0

C1F8AD4B19FD1FD2F4577F1E2A7E81A7TDAF58F2D
EFECD57383C4DF657F909DCD775920CA54043E67FC17FA22A8DF49EAG6B7F58E

3F1F609E19FAF4EC82EDC2FOCDB85C8EDAAFFDC48ACFB07A3D343B9F5D2577A3D60A03A4803EF4F02785050A90778161AEA022A84AES546B98523CD48A31092!
9

false

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13256279248309102","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wRG6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\c6d06dd7-1647-4703-916b-05db089a2ace.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:L:L

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8CT727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDDSCAE7CEO3BBF1E94E93613A00F2¢
F21

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Rv:1gIFJ

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCE0O8B
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABD9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0!
89

false

MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

139

4.653676757250244

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

3:tUKbMfWU2dESZZmwv3dMfWQjmV8sdMfWQjmWGv:mP9ovZmwPe5KVve5Ktv
9CFCBO03C2CDE64647EAD2FA2C5134CAQ
112A96247057B6A7577C2E69E2183E6348E1F670
FAF7DD708F7C3F9D4ADAF27FBF59D8C4B1CFB739B743440D00DD8C451966D22D

17470E400FE4033E31415B26B9582ADAC8F168298BCAEFDOB76B4D89C369C437C06BDBDEGC4437910EDG6FF251A4EECB2A4FD8B34ACF7100854189ADBIOF606C
1

false

2021/01/27-19:47:35.607 laac Recovering log #3.2021/01/27-19:47:35.649 laac Delete type=0 #3.2021/01/27-19:47:35.649 laac Delete type=3 #2.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\MANIFEST-000004

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

MPEG-4 LOAS

dropped

50

5.028758439731456

false

3:Ukk/VvxQRDKIVmt+8jzn:007t8n

031D6D1E28FE41A9BDCBD8A21DA92DF1
38CEE81CB035A60A23D6E045E5D72116F2A58683
B51BC53F3C43A5B800A723623C4E56A836367D6E2787C57D71184DF5D24151DA

E994CD3A8EE3E3CF6304C33DF5B7D6CC8207E0C08D568925AFA9D46D42F6F1A5BDD7261FOFD1FCDFADF1A173EFAE159EE1IDES125E54EFEE488A1220CE8S5AF
04

false

Voo leveldb.BytewiseComparator.. #...........

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\db6a75f1-40ef-47b9-aa79-cd833f68218a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

24073

5.533514200227994

false
384:22UtgLleYXC1kXgKf/pUZNCgVLH2HfD+rUaHGXHGenTBaMdS4s:8LItC1kXqKf/pUZNCgVLH2HfKrUqG3Gr
D5B815187CA3EADGEFE2CA416D347CF5

F40991B6FCE416E77FF64361FB37C504698AF9CO
E672C4AF48A6A1C2D06A1DEIC6085477F023369ECI801EDA9240BB033DBD2ES9
12C6C15EE68D3CE8672868F5123FE13611E60342737D053737848FBA26EEC19D196C103329BCCDD265D2F99D668FFAB65DAF8119D1CE46882BE9213C1B254AD

false

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13256279248309102","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\db7326a8-6520-4510-92f3-aa0b852234ac.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

2655

4.876730946556595

false
48:Y2TntwCXGDHzMzsDzRLsFTsGogspX8qO6Ms8yveNsV3zsgMHXYhbD:JTnOCXGDHzMugqwBXrO6g+eOjGlhH
5B956F99B4E52D52CE94EB27108F7EA4

CE2AFDBE16C91303EEFB11AEB7DC5454A1BF54DE
7F8A8DB2CBD22511625E289A2348F665CF4FEO6EBFOAC4FD79A05575B5D8FB35
5F8FA9F887526E325FF461236C28A97A8FAD97909098CD708A9F56DC83B7A12ED477DC5C33F63884B280F8D9BC9649863800406EF6CEB3567F1A06FC5CE8338A

false

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true} {"isolation":[],"server":"https://www.google.com","s

upports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":

[1,"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.c
m","supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"isolation":[],"server":"https://nodes.smsmail.net","supports_spdy":true},{
"alternative_service":[{"advertised_versions":[50],"expiration":"13258871251212488","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.co

m","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13258871251228638","port":443,"protocol
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\ee445f44-00dd-4d1a-830b-fce2ddel7a19.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5394

5.168862591127933

false

96:nDRFVu4hohBcVUS0k0JCKL8/DgbOTQVuwn:nDR24KhBcON4KgO
1E128AABAB5D1E652F36914BAC961B21
1DC127598B0A13B74A45336A284EDB86D82628A1
F56465E70D2C016D5F110DA80E65D2398D5B9F094B34D6818973946471C310D7

C94F79CD81F204FDA4BDAOD5B29BDAGF85F004490430A3E692E0497BCF28D3CAF91CBESDGEA902DE8A33F43958B5C351C302D29EA372B12B5D1DB2A0EDY963!
B9

false

{"account_id_migration_state":2,"account_tracker_service_last_update":"13256279248522241" "alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":

{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1
0,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0"
"0","0","0","0' "o","0","0","0","0","0","0","0","0","0","0","0","0","0' "0","0" o","0","0","0","0","0","0","0","0","0","0","
0","0","0","7355378"],"daily_received_length™["0","0","0","0","0' ,"o","0","0","0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

338

5.247483415982857

false
6:mPa+q2PWXp+N23iKKdKfrzAdIFUtpe15ZmwPe1tVkwOWXp+N23iKKdKfrzILJ:Sva5Kk9FUtpu5/PuT5f5Kk2J
3B98D7CC2B4932D6097A482228C97BEL

FA6061AB5488DBA2FBB77062C2E9491A985241F3
486D84BF6A615F0913E960A533BD18181538CA69B80562D965B12D60F7C48516

A1167EE23D1C55D3CAFE45A953FAE4AEEEBDBACG3A305B9F08C75B2B16BFF04E37EAF2FC02F69160740770A018BDDD5863A0C87C81812796B7845F0678B9031
2

false

2021/01/27-19:47:38.214 1608 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata/MANIFEST-000001.202
1/01/27-19:47:38.217 1608 Recovering log #3.2021/01/27-19:47:38.217 1608 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_prot
o_db\metadata/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User DatalLast Browser

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

106

3.138546519832722

false

3:tblolIrI51dQxI7aXVdJiG6RORIALtbdIrQxZaHIGiOR6!
DE9EFOC5BCCO012A3A1131988DEE272D8
FA9CCBDC969AC9E1474FCE773234B28D50951CD8
3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

CEA946EBEADFEGBEGSE33EDFF6C68953A84EC2E2410884E12F406CAC1EGC8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3DICDF1A827AB6FF5605DA3691
724

false

C..\.P.r.o.gr.a.m. .Filess\G.o.0.gle\Chromel\Ap.p.licatio.n\chrom.e..ex.e.

C:\Users\luser\AppData\Local\Google\Chrome\User DatalLast Version

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

13

2.8150724101159437

false

3:Yx7:4

C422F72BA41F662A919EDOB70E5C3289
AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632
02E71EB4C587FEB7EEO0CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59
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C:\Users\luser\AppData\Local\Google\Chrome\User DatalLast Version

SHA-512:
Malicious:

Preview:

86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DCA4|

false

85.0.4183.121

C:\Users\user\AppData\Local\Google\Chrome\User Data\ShaderCache\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

296

0.45488079341118026

false

3:8EfIZ99u:8w9u

F04113D0OBODFA080C46867756342BDA3
3F2EE13357DFD8D894E2BBFB04331E5FFB1F6267
460BE57550B8361B7F1718C2173A1603C67663DC041CD8500BEDC81AESDBOE7B
74455BA1EBCBE76AF407F75E71CD98BA24033C04F3CD8055BA651EE84A643F90ACEF5DDIALIF1ICEIC11035EF10076197A5C602B7543030676F655DF71949A279E

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Subresource Filter\Indexed Rules\27\9.18.0\Indexing in Progress

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

empty

dropped

0

0.0

false

3

D41D8CD98F00B204E9800998ECF8427E
DA39A3EE5E6B4B0D3255BFEF95601890AFD80709
E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2BOFF8318D2877EEC2F63B931BD47417A81A538327AF927DA:

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Subresource Filter\Indexed Rules\27\scoped_dir5216_1502180960\Ruleset Data

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

235624

4.967847153665615

false

3072:EtVAWVaR1c58AVLz5L TmUbHgrzpxmHBoET2N42ag5tETVoQ6MGNr9/ipKiao5u9V:WL8IVZT2+85tThEKI
4AFEOBFD28E65161E164F53178A96836

498E6448FAC9E2901F65124C8A3D79077B5256BF
3F8EA1BE3A593F8309C89B6A59249EFF593EF90911FED8205D9C964594BC112B

1FD7BC2FC2114A9D1CA79CFD730D19BEF72159D54DBF962D6E3BFDB39F7F2E13833B236C6C9BBASCIAABD7822820E42D28C9E7310F98CD74C2F371C75D1CF
75

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\d3236fd2-59cf-4e3c-9662-807081e36f4f.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

154991

6.05164018001793

false
3072:t8kRDb0ISBYPycFIs4+w6EoFchXaflBOU1GOIMAZiuRX:t810I1S8Gs7tvaqfllUO0SiuRX
6DCE7E034DA85B315118E436E2A1ECFC
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\d3236fd2-59cf-4e3c-9662-807081e36f4f.tmp

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

79EAO00CDDEG413EDE279DC7451D20F5FC09668F9
3B9B8C644D8BBF5FOEF8B2132395E8DF286A972AA2144B5FE448E77F038FIDC7

3A0BCECDF9CD75C7F8AASE7FA27963FB59681CFAC831D6600A19A9393961B08DOEDF147AFEGB8FDOESB0295F5987F22B7059845DDA34DABE7DABY3C561C67¢
3D

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.611805651225903e+12,"network":1.611773252e+12,"ticks":101240739.0,"uncertainty":4481293.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWtxhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdRY JjDXn4W2fxYqQj2xfYeAnS
1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245951016289563"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\d7b90¢c53-c9b5-4d0d-bf67-52718dc53869.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

155189

6.0522475432252065

false
3072:x8kRDb0ISBYPycFIs4+w6EoFchXaflBOULGOJmMASIiuRX:x8101S8Gs7tvaqfllUO0SiuRX
184EC87B087D31CB093B3936026D5CC2
3CD27F8AC1DF9668DDA3D460789EFA8898149526
E4FE0508F565633C70FDD5A0EBFEE7152162AB79A53BBCF7E004F2152B9BD961
6C378C19D84AA31F0590160DA7F24004159C6988A8D045DE1811E55583D921786C21E1FEF7EBAACFE2A7622C3AF0A1EF2953634415F39D529720D7B84C79011E

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.611805651225903e+12,"network":1.611773252e+12,"ticks":101240739.0,"uncertainty":4481293.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWtxhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdRY JjDXn4W2fxYqQj2xfYeAnS
1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245951016289563"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\d92610ba-41d8-4e8c-8d36-3a3d687e3eal.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

163463

6.082290232736345

false
3072:0VvBkRDbOISBYPycFIs4+w6EoFchXaflBOULGOJmMAS3iuRX:Qv8I10IS8Gs7tvaqfllUO0SiuRX
D91C7D00AEBE44FFB30464478DC1CB6A
3A65C624AAB0EBE7959AAF21C12C314CDC79C571
FB8240EFC5485113D19357023CAD47DA613A8DDE3A8FBIFC21B9B73463D7D9B3

6C58FD71E0681CA7A7778DE6A43DBB70D91C6CD4A283D948B6E7BCC4AFAB28D0D0307E98582380AFE7FCB1A34C3B6C84816C4F46691D1DB135F3ECFFFBACE
AF

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.611805651225903e+12,"network":1.611773252e+12,"ticks":101240739.0,"uncertainty":4481293.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWtxhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdRY JjDXn4W2fxY qQj2xfYeAnS
1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\dcbd6191-17b4-433b-977b-72904celf9ac.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

155085

6.051930170265883

false
3072:J8kRDb0ISBYPycFIs4+w6EoFchXaflBOU1GOJmMAS3iuRX:J810IS8Gs7tvaqfllUO0SiuRX
CC2D7DB3D2C65B203D7543F21FB3FE92
83223250708663997612F953EBEBE412801F4D27
119FA678D3DB521A7B8032F4C64F9795E5D99BF2AD2122C8FA15878CASAOFAF0
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\dcbd6191-17b4-433b-977b-72904celf9ac.tmp

SHA-512:

Malicious:

Preview:

DB755B5737971B019CBF388F7E94D3481FBBC6BDA7AB279D4C6EBOECF776F83BDBE316C62EEAFFC5D6DB14E5225E35486EF7C10873A705533C13043762C49C
3

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.611805651225903e+12,"network":1.611773252e+12,"ticks":101240739.0,"uncertainty":4481293.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWtxhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdRY JjDXn4W2fxY qQj2xfYeAnS
1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245951016289563"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\e51a915c-9471-4f27-85a2-64fed10f53ef.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

163463

6.082289319783923

false
3072:04Q8kRDb0ISBYPycFIs4+w6EoFchXaflBOULGOIMA3iuRX:tQ8I0IS8Gs7tvaqfllUO0SiuRX
5360B92439CED168B13F80DDAF56F2BE
04B06688E6EF8DCDES37BC712018802F7B34949E
FO72FA41821669F4372D88E5915DE411DE2CE7E720E206371060AFOE48E9AQ9E

588305CEBD27A6B5AA7D4F6B10EBCC49F7B99A6463B7789CCEE4D4A02D9454147743B61CD2BB2ESEC61532EC5C9COEE22636AA2B9A04D5011918022DADBCB
25

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.611805651225903e+12,"network":1.611773252e+12,"ticks":101240739.0,"uncertainty":4481293.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWtxhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdRY JjDXn4W2fxYqQj2xfYeAnS
1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Datale766af71-ed0c-4544-bbb4-7e93439bf7e5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

163463

6.082290442873002

false
3072:0RA8KRDbOISBYPycFIs4+w6EoFchXaflBOuLGOJmMA3iuRX:0A8101S8Gs7tvaqfllUO0SiuRX
1D390C8FCDB41100BF3B6A4CB16F5595
2FCB3B0A87963F00A671C33B5E7CDABBDED03357
OCFO6CFC5E8F91FE1D37BFD4468728BECB0O7EF65E51C75F5AC78561FCEO2FB6B

2C9F29548CD3B5EA4E2AD2871DDDD317AEEA9061A7B2EC34121EBEB60D30BACS5FC63415ABA5DEGB4090F4BDDB188D03600690B10B779A7F3FC471E5A86797.
E6

false

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.611805651225903e+12,"network":1.611773252e+12,"ticks":101240739.0,"uncertainty":4481293.0}},"os_crypt"{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWtxhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdRY JjDXn4W2fxYqQj2xfYeAnS
1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\e8f6b7a8-6121-4105-85d8-45b8eac88391.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

95428

3.7521419303352332

false
384:Nf6pNTMijs/fVIuLON9rOvBL3CVn+Hv2GeBrMvVNxy/TvCrwdmI8WsLIFVCOT7Fu:Nuu5VeTMC8enNvfofrK DKtjpFU
49FFC06C44D0BF1FF10A98FC3109FC70

DAC7F6E7368C42FFF984645C89118E4B576A44D0
7EC4D2FBA2B071CEEF65B1E8A9560252C16DB54962A3B18D2C5939EC1E47CB76
52B1123E59881212AA1F1E33E2E704E80C70F714D1305E4675874301FDB31A77A0CF0D480707DAF4ABE637CCA0682AFFB82DCF339857A437595E3E8861B83D1C

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\e8f6b7a8-6121-4105-85d8-45b8eac88391.tmp

Preview:
L ST *...C.\.P.R.0O.G.RA~1\MIC.R.O.S.~.1\.0.ffic.e.l.6.\G.R.O.0.V.EEX..D.LL.P..[)..%.p.r.og.ram/files%.\m.i.c.r.o.s.oft. .offic.el\officel6.\..
..g.ro.o.v.eex..dll..Micro.s.oft .Offic.e..2.0.1.6..*..M.i.c.r.o0.s.0.ft. .O.n.e.D.riv.e. for. Bus.iness. Exte.ns.ions...16..0..4.711.10.0.0...*
P.R.O.G.RA~1\M.I.C.R.O.S.~1\0.ffic.e.l1.6\G.RO.0.V.EEX.D.L.L...Micro.s.o.ft .Coorp.oratio.n../8D..C..\P.ro.g.ram. .F.iles\C.o.mm.o.n
.F.ile.s\M..cr.os.oft .S.hared\O.FF.ICE.16\ms.os.hext.dll.@...U..%.c.omm.o.n.p.r.o.gram.files.%.\m.icro.s.o.ft shared\officel6\...
.m.s.0.s.h.ext..dll..M.icro.s.o.ft Offic.e.)..Micro.s.oft .Office..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1...D..C..\.P.ro
.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\e95cc890-0493-4922-8747-d4e923db214c.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 163463

Entropy (8bit): 6.082290395971981

Encrypted: false

SSDEEP: 3072:U4Q8kRDbOISBYPycFIs4+w6EoFchXaflBOULGOJMA3iuRX:nQ810IS8Gs7tvaqfllUO0SiuRX
MDS5: 3EB4AD2E3F2ED94BA6F4081C35F01843

SHA1L: 5E301A39AB120F0D75D40955105E40040888BDD4

SHA-256: B447A36E9549FCE7B3DD135EEAC2FA6902A951E9C885F2C10B09F46332DD021A
SHA-512: E57100BC3D380DDEA1D8FF1F859846C063C976073276243CE3FAEC77514807A80F770900B8BC32ACD3700368BF96DA0482F3E844A7D102296927603F67B21717
Malicious: false

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.611805651225903e+12,"network":1.611773252e+12,"ticks":101240739.0,"uncertainty":4481293.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWtxhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdRY JjDXn4W2fxYqQj2xfYeAnS
1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245951016289563"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Temp\5216_1502325624\manifest.fingerprint

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.928261499316817

Encrypted: false

SSDEEP: 3:STDLGsWXEVBcVdBiTDt3zLsW:SPLGLErcVdBiDtf3

MDS5: COOBCE97F21B1AD61EB9B8CD0O01795EE

SHA1L: 8E0392FF3DB267D847711C3F4E0D7468060E1535

SHA-256: 59F06F04230E32E8BC839F45B984D31D611930427B631C963D09E7064A602363

SHA-512: 9930E44A6ECC62505DBADCEEDSE05645909FF09816FB12AAC0414E6D2830AC09758366C3B7D4EDD7839C87EB16DFA4C66D8981AE6237D408B37135C3506F4C
2

Malicious: false

Preview:

1.6f6bc93dcd62dc251850d2ff458fda96083ceb7fbe8eeb11248b8485ef2aea23

C:\Users\user\AppData\Local\Temp\5216_2980606\manifest.fingerprint

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.914285309904654

Encrypted: false

SSDEEP: 3:SWuUJmHIgdGc1DVdCHDb87TkcRx:SWhJImHILHsXkcRx

MDS5: DA2751277B14FF42373DF15E27B9CE19

SHA1L: 20823DAF8755A7DAB983726C460DA55C634BFA49

SHA-256: 63B01D3AC2258EC441F20182A4C3FCBESF47E09C14D4A511CB83EB447C7FOEDA
SHA-512: 0D99F79F4D6D3DF2C177CC3F4CE84CD76489C0A652C9455FA5322793F25C3B2910F7537851086AF6775B944F72E487893665C26EBD26F65C4BBE712803BEF818
Malicious: false

Preview:

1.3c7a41cee94e225a40d1158c97cf08f3039bfcOb1c9102745eca434c6f6994db

C:\Users\user\AppData\Local\Temp\5216_518535266\manifest.fingerprint

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with no line terminators

Category: modified

Size (bytes): 66

Entropy (8bit):  3.866533712632772
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C:\Users\luser\AppData\Local\Temp\5216_518535266\manifest.fingerprint

Encrypted: false
SSDEEP: 3:SpUCQEd2dq8ebEJW2GnnHR:SXQ5Y88EJeR
MD5: 423CB83A2A3B602B0AA82B51B3DA2869
SHA1L: 58BC924AF90A89CE87807919F228FE6C915AD854
SHA-256: 0047059C732D70AF8C2F407089237F745838A0FE4F75710ABF1E669B81243E9C
SHA-512: F80E9B5D544894A667F74CFD0A4D784311299DB080CA6793AABD93B95CF1E2870F74AD38A6386D862580220047F828457240577335C565B7F38B0C6677811660
Malicious: false
Preview:
1.ffd1d2d75a8183b0a1081bd03a7celd140fded7a9fb52cf3ae864cd4d408cebd
C:\Users\user\AppData\Local\Temp\6769b3d1-a356-492c-975b-dfb28feda020.tmp E
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: Google Chrome extension, version 3
Category: dropped
Size (bytes): 768843
Entropy (8bit):  7.992932603402907
Encrypted: true
SSDEEP: 12288:cK2ED9wWjXNC1Gse83ru82/u0eKhgxuPFrDXgthPz54Pm1D0fBmfH1sBri9mTiDga:cK2ED9148seur0/uZKCuPNbgtbz6m1lob
MD5: A11D5CAF6BF849AEB84B0C95B1C3B7CF
SHA1L: 27F410CCBD75852C01C7464A1FD7EF8C29BE3916
SHA-256: DOE62ACE64AFC334330A7AC3A2CC657914FEB321F1F89AEE11D2A6D0OE7D81C31
SHA-512: 086C124DE3A01BE467647F3BCB4EA05105F690AB45417A0E3D38935ABA9E2381DF59AF98DOFFF7823CEFD5390B48807352E135AC70977AED7B413A8CC48FB59
Malicious: false
Preview:
Cr24......c..... 0.."0..* H.oo O \7c.<....... Fto.8.2'5..9k...%....2...C.F.9.#4..e.xQ....... [..L]..3>ui T 7. (yM.?2V.<?.. . 1a..07d.....A.H..."MpB..T.m..Vn Ip..>k.|1..n.
<Fb..f.*Q1.....s..2..{*6....Pp....obM..1....... bl.... (uN'zo. v FW.X4."*eu..b........ 6W..>Nuw9..R{c...Ng.H.K.AL....'v.k+..2.5.>Vv.....;.._~....tp....x.q.V...7.m.0.~.{".0/q."..BK..4./

...mae...0....... DU...n..n.;.lpr..Q....:
.KHF(n3.\"...,g.c...6)..(.E..U..#i.a..;..N....P..x.0...(mC;|.5.S.{m.aEx...[..fP.i".y..5.R...v.$.....]-m .meni LWL Rpb L+ K RSe~.0N.&C%.d. ML) V. %...+1F
LoD X\let<.....EB+.i@...8.M..&YR...l.0...,....[0Y0..* H=..* H=..B..ccooc..... r..2.+Y.l.k.bRj5SI.8...... H".-..".Q.{...FOD. D.".N@.(..GK....m...A.0.."

<Y €00 F Ho 0......Mbh=.[O}.+..U

C:\Users\user\AppData\Local\Temp\b8d073ee-4f8d-4db1-b8d9-eb04b0fed1b0.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

Google Chrome extension, version 3

dropped

300953

7.973503294353402

false
6144:0sb1v/4nxPbgqBbWbFsw+wh3bC5NFv++S/hup0XcaxInJ9:71/4nxPZbOFsw+y3d+S6WnX
1FEBEOAEB768437A23CEEAE6053E5822
5529A275644B729009E22035F6125879450F4ABB
25A2F515CEC98CF2ACF11B34C59723D76820A4B5734E223D7EBEAS5E5A851468
45C8EEC35301495EBIDCE36B32F1CA2E9A7B167CAB52D3E026E2617134067C38CCE1463DEC18C1657A6984FBB8F342336E29E8BF6280C0533CB67CA5681232C

false

Cr24......cc.... 0.."0..* H.oo O \7c.<....... Fto.8.2'5..9k...%....2...C.F.9.#4..e.xQ....... [..L]..3>ui T 7. (yM.?2V.<?.. . la..07d.....A.H...MpB..T.m..Vn Ip..>k.|1..n.
<Fb..f.*Ql.....s..2.{*.6....Pp....obM..1....... bl.... (uN'zo W WFW.X4"*eu b L.18..Y.~.%...~._.....O\.p,...eY.0=..+.S0ZA7....t.G...VZ<..d...MN....... T.{1\T..P,
..... 0..0.. 5 H.cooeeenn0) L DASUA

2.U,. W.L1.2..R.#. . W....cIk.$W..$.J....+MLHZ.n"U.)N.|b.L... L K@]6.LIP/....](A........... e..;.<LQO{"...=m.V.#...a.NL.....%...p.@.4....Q.Fw...dUoCq....R

.l.NrD...e.2.u...5..... 1.nZu.E. . LXR.j..E.gUW.-s7:T.c_...(.i..IU.).M=yF<."....F..@)..IK.. b.4.0.mC"..N.*@OtT...".&|.8.M;..

$.

C:\Users\user\AppData\Local\Temp\c10c471c-5147-4€97-9199-bbc831511d31.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:L:L

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8C727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDDSCAE7CEO3BBF1E94E93613A00F28
F21

false
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C:\Users\user\AppData\Local\Temp\df766ec6-7fb1-469e-a2fc-6eefe1fa8989.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:L:L

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8C727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDDSCAE7CEO3BBF1E94E93613A00F2¢
F21

false

C:\Users\user\AppData\Local\Temp\e5f7a061-8c56-4cla-bb3b-38354f0f11ff.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:L:L

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8CT727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDDSCAE7CEO3BBF1E94E93613A00F28
F21

false

C:\Users\user\AppData\Local\Templed1c3b82-bd56-4e87-988a-bd40ch764229.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

Google Chrome extension, version 3

dropped

300953

7.973503294353402

false
6144:0sb1v/4nxPbgqBbWbFsw+wh3bC5NFv++S/hup0XcaxInJ9:71/4nxPZbOFsw+y3d+S6WnX
1FEBEOAEB768437A23CEEAE6053E5822
5529A275644B729009E22035F6125879450F4ABB
25A2F515CEC98CF2ACF11B34C59723D76820A4B5734E223D7EBEAS5E5A851468
45C8EEC35301495EBIDCE36B32F1CA2E9A7B167CAB52D3E026E2617134067C38CCE1463DEC18C1657A6984FBB8F342336E29E8BF6280C0533CB67CA5681232C

false

Cr24......c..... 0.."0.. % H.oo O \7c.<........ Fto.8.2'5..9k...%....2...C.F.9.#4..e.xQ....... [..L]..3>ui T 7. (yM.?2V.<?. . la..07d.....A.H...MpB..T.m..Vn Ip..>k.|1..n.
<Fb..f.*Ql.....s..2.{*.6....Pp....obM..1....... bl..... (uN'zo W WFW.X4"*eu b L.18..Y.~.%...~._.....O\.p,...eY.0=..+.S0ZA7...:.t.G...VZ<..d...MN....... T.{1\T..P,
.l.NrD...e.2.u...5.....1.nZu.E..LXR.j..E.gUW.-s7:T.c_...(.i..IU.).M=yF<..".....F..@)..IK.. b.4.0.mC"..N.*@OtT...".&|.8.M;........... 0..0..5H...ooool 0. ).brsw\

2.U, W.L1.2. R.#..W....cIKSW. $.J...+MLHz.n U.ON.|b.L... { K@]6.LIP/...](A........... e...<LQO{"...=
."ct.).s#.(.D..C..4..RKFW...[0Y0.. *H.=...*H.=...B 1 2.4Y K BR5SI.8 ... H-L Q..

%...p.@.4....Q.Fw...dUoCq....R

C:\Users\user\AppData\Local\Temp\scoped_dir5216_1444961248\CRX_INSTALL\ locales\bg\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

886

4.799570700992651

false
12:1HEIMLKSIWZGGMLKSIwWZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJO30yIDEK:1HE7n4gn8WYpYrbhz8ZpotHOPjsrdaD
O0F604F138A921EE7270C45E520621C30

E2BA940AF44609BEAC49B603EB1C379E43F4AAEB
A149D52858570C9544E33B183915556230B7F66CF4ABAD4DDB00B1409476FBEL

D87C8C7D0C998B37E34B7E4E6F5212FFAA0588C15F1273A55CD36B4A6FB13B7FDAEAF3B23EA469E7ACAF22B8BF53EB67476D897B96CASC15C113EC078071A6
D

false

Page 43 of 52



C:\Users\user\AppData\Local\Temp\scoped_dir5216_1444961248\CRX_INSTALL\ locales\bg\messages.json

Preview:
{.. "app_description":{..  "message": "...... ... ccoeueu . Chrome".. },.. "app_name":{.. "message": ".......... ... Chrome".. },.. "craw_app_unavailable": {..
"message": " ".. },.. "craw_connect_to_network": {. "message": ". },.. "iap_unavailable™: {..  "message": "
"jwt_retrieve_failed": {..  "message": ".. }.. "please_sign_in":{..  "message

...... . Chrome.

31

C:\Users\luser\AppData\Local\Temp\scoped_dir5216_1444961248\CRX_INSTALL\ locales\caimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 705

Entropy (8bit): 4.576619033098666

Encrypted: false

SSDEEP: 12:1HEJOgbbGGOgbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb030yFJKtOi2V2Te:1HE5baib6WYpm31Lt0Z8Zp8pxOaKtwVI

MD5: DDD77BA67108D8D88D66E35AA72A8048

SHA1L: F9C217728E756728B788C969F5101484D0557065

SHA-256: 3DB4D2B1586C020EC679C09148DB226DBB23857D326BECBB6CC48976036C391F

SHA-512: 6CA88083CECF6166503A1441BE8BB726CFO8DEABCFD61F1E81A970FE623284039FBIA530990E8E2008A4B1128399022AFE4F517E85CC7B069B670F5BA659F4F6

Malicious: false

Preview:
{.. "app_description":{..  "message": "Sistema de pagaments de Chrome Web Store".. },.. "app_name":{.. "message": "Sistema de pagaments de Chrome Web
Store".. },.. "craw_app_unavailable": {..  "message": "Ara mateix aquesta aplicaci. no est. disponible.".. },.. "craw_connect_to_network™ {..  "message": "C
onnecteu-vos a una xarxa.".. },.. "iap_unavailable™: {..  "message": "La funci. Pagaments a |'aplicaci. no est. disponible actualment.”.. },.. "jwt_retrieve_failed": {..
"message": "No s'ha pogut completar la transacci.. Torneu-ho a provar m.s tard.".. },.. "please_sign_in": {..  "message": "Inicieu la sessi. a Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5216_1444961248\CRX_INSTALL\ locales\cs\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 663

Entropy (8bit):  4.771803710371731

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU340Bh+dgN/O8ZpU34j05U030yN+/sFfmSYWc:1HEI4G8WY pdt8Zpg5TOTOFfMR

MD5: B587AF92ECD087AAE3EF210364960844

SHA1L: AD78B31888863D3FOECOD8CDCA316EDESEBD7543

SHA-256: 9796A230BA459EF31E3D102B02575B73D6F1C812BF11F4D1E55B17C17891D2C5

SHA-512: D2771ABB1174C3B6AF70BA1640837DE1B28137319307841B12A7D03C0A605AAECFC93069026A3906B289BAE12D33F4457FB54D7D27ABC5DC674C5C4C1EIFT7CI
1

Malicious: false

Preview:
{.. "app_description":{.. =~ "message": "Platby Internetov.ho obchodu Chrome".. },. "app_name":{..  "message": "Platby Internetov.ho obchodu Chrome".. },..
"craw_app_unavailable™: {..  "message": "Aplikace v sou.asn. dob. nen. dostupn..".. "craw_connect_to_network": {..  "message": "P.ipojte se pros.m k s.ti.".. },..
"iap_unavailable™: {..  "message": "Platby v aplikaci aktu.In. nejsou k dispozici.".. },.. "jwt_retrieve_failed": {.. = "message": "Transakci nebylo mo.n. dokon.it. Zkuste
to znovu pozd.ji.".. },.. "please_sign_in":{..  "message": "P.ihlaste se do Chromu.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir5216_1444961248\CRX_INSTALL\ locales\da\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 642

Entropy (8bit):  4.533570611298554

Encrypted: false

SSDEEP: 12:1HEJIMKKFZGGJIMKKFZ+WYpU340Hu+dgxICZ08ZpU34J4Wu030yNz31m8thYzD:1HErMKfgMKVWYpM6IL8ZpDNOOQ84D

MD5: 639CEF5231701AE13F81DBB67730BB95

SHA1L: E249FEOC70B0F85B033730719B6D1B30F0B04431

SHA-256: 6C71F9D37006245D0E2E956D6D2C1815FFEB43236DD3D427A02F8DD348AC93C5

SHA-512: D040D25ADD9666050544F9173EF61E044F7EBBAEBC528FC4077880734141205AAE60566668E6854D0B9C8D59924E22D1665D2C93085ED7F7E1F4ADA91B951F09E

Malicious: false

Preview:
{.. "app_description":{..  "message": "Betalinger i Chrome Webshop".. },.. "app_name": {.  "message": "Betalinger i Chrome Webshop".. },.. "craw_app_u
navailable": {..  "message": "Appen er ikke tilg.ngelig i .jeblikket.".. },.. “craw_connect_to_network": {.. =~ "message": "Opret forbindelse til et netv.rk.".. },..
"jap_unavailable™: {..  "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket.".. },.. "jwt_retrieve_failed": {..  "message": "Transaktionen kunne ikke gennemf.res.
Pr.vigen senere.".. },.. "please_sign_in":{..  "message": "Log ind p. Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir5216_1444961248\CRX_INSTALL\ locales\de\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 701
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C:\Users\luser\AppData\Local\Temp\scoped_dir5216_1444961248\CRX_INSTALL\ locales\de\messages.json

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

4.598783840405771

false

12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgIMICTO8ZpU34p6FKE030y91Lj8SYI6K: IHEZWWY p3Bewv8Zp7k4OALIhj

6E1B49ABCOAASC1E2764E48EBLEA256A

604E76C89D4763C002C51908CEFE8SC11AF7CBBES

B692DB1A249223E62E62DE9725334039419B5942AF715669F0F0F4BDEDAC5733
EE527D48178D09D66120C0D1EA2584A7397404109A074AC09487D6AE8507A593193B31D3197C2418A162BB3E7DCC46FA5844D4951BB09650FC2A4AA10EAB8B11(

false

{.. "app_description":{..  "message": "Chrome Web Store-Zahlungen".. },.. "app_name"™ {..  "message": "Chrome Web Store-Zahlungen".. },.. "craw_app_una
vailable™: {..  "message": "Die App ist momentan nicht verf.gbar.".. },.. "craw_connect_to_network™ {.. = "message": "Bitte stellen Sie eine Verbindung zu einem
Netzwerk her.".. },.. "iap_unavailable": {.. ~ "message": "In-App-Zahlungen sind momentan nicht m.glich.".. },.. "jwt_retrieve_failed": {..  "message": "Die Trans
aktion konnte nicht abgeschlossen werden. Bitte versuchen Sie es sp.ter erneut.".. },.. "please_sign_in":{.. =~ "message": "Bitte melden Sie sich in Chrome an.".. }..}..

C:\Users\luser\AppData\Local\Temp\scoped_dir5216_1444961248\CRX_INSTALL\ locales\el\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped
Size (bytes): 875
Entropy (8bit):  4.920210350678433
Encrypted: false
SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWIOBINZXD:WguYpCZnpEZb6fD
MD5: 41BBODB6EC99E4664C6E2247EC704151
SHA1L: BF2268F9A77218384F1F73951F98829296318452
SHA-256: 90FC75C419D7359C2241F54562177252655526F3074E7E419E36F5C473843842
SHA-512: 738F7C254825E0D00D4BDF909FA6957D5A6027BCBCDF76F1385210FA5F908C2C94C038B6DF4309C68774C96B84447079AAF514F46519E60876BE4A8FAABCIEG(
Malicious: false
Preview:
{.. "app_description":{.. = "message": "...... ... Chrome Web Store".. },.. "app_name":{.. "message": "....... ... Chrome Web Store".. },.. “craw_app_unavail
able™ {..  "message": " ".. },.. "craw_connect_to_network": {.. = "message": },.. "iap_unavailable™: {.. = "message":
"jwt_retrieve_failed": {..  "message": "... ... ... ciiiis e }... "please_sign_in": {..
"message”: "....ooooe e Chrome.".. }.}..
Static File Info
General
File type: HTML document, UTF-8 Unicode text, with very long
lines, with no line terminators
Entropy (8bit): 5.993525367498149
TrID: e HyperText Markup Language (15015/1) 20.56%
e HyperText Markup Language (12001/1) 16.44%
e HyperText Markup Language (12001/1) 16.44%
e HyperText Markup Language (11501/1) 15.75%
e HyperText Markup Language (11501/1) 15.75%
File name: 1D4380.htm
File size: 5695
MD5: 09856d61b88443692497e1d9d564c43e
SHA1L: 099c3616¢fh85bf601875d70f468bccec6d3354d
SHA256: 586258231081aldbe0f78e8e2c3a93c144524a3c36038a
adac202af9fc1ad848
SHA512: 0db764318445f4f3906604c9a4c44c83e5afa7180f7ceclf
a4282fd1028e8c26803de2c33a63d4b202310c085610ab
e08b2c51036db691fch6e814fe5109fafa
SSDEEP: 96:kjtJA3emV6tS/PDfvMUVAEDVIgxXTiiu7EcbLIVPg2eZ
LAUu2XU1/A2aVxAK:At7It8fvMgbFxjiiu7Euhg8u+6/XUP
File Content Preview: <IDOCTYPE html><html><head><script>console.log(wi

ndow.location.href);if(window.location.href.indexOf("bbr
e=")==-1)window.location.href = document.location.path
name+"?bbre="+Date.now();</script><meta http-equiv=
"Content-Type" content="text/html;charset=utf

Network Behavior

Network Port Distribution

Copyright null 2021
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Total Packets: 104

® 53 (DNS)
® 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 27, 2021 19:47:30.704135895 CET 49726 443 192.168.2.3 104.21.19.54
Jan 27, 2021 19:47:30.750730038 CET 443 49726 104.21.19.54 192.168.2.3
Jan 27, 2021 19:47:30.750843048 CET 49726 443 192.168.2.3 104.21.19.54
Jan 27, 2021 19:47:30.751241922 CET 49726 443 192.168.2.3 104.21.19.54
Jan 27, 2021 19:47:30.799369097 CET 443 49726 104.21.19.54 192.168.2.3
Jan 27, 2021 19:47:30.804251909 CET 443 49726 104.21.19.54 192.168.2.3
Jan 27, 2021 19:47:30.804290056 CET 443 49726 104.21.19.54 192.168.2.3
Jan 27, 2021 19:47:30.804430962 CET 49726 443 192.168.2.3 104.21.19.54
Jan 27, 2021 19:47:31.026489973 CET 49726 443 192.168.2.3 104.21.19.54
Jan 27, 2021 19:47:31.026989937 CET 49726 443 192.168.2.3 104.21.19.54
Jan 27, 2021 19:47:31.027334929 CET 49726 443 192.168.2.3 104.21.19.54
Jan 27, 2021 19:47:31.072557926 CET 443 49726 104.21.19.54 192.168.2.3
Jan 27, 2021 19:47:31.072817087 CET 443 49726 104.21.19.54 192.168.2.3
Jan 27, 2021 19:47:31.072832108 CET 443 49726 104.21.19.54 192.168.2.3
Jan 27, 2021 19:47:31.073185921 CET 443 49726 104.21.19.54 192.168.2.3
Jan 27, 2021 19:47:31.073200941 CET 443 49726 104.21.19.54 192.168.2.3
Jan 27, 2021 19:47:31.073283911 CET 49726 443 192.168.2.3 104.21.19.54
Jan 27, 2021 19:47:31.113061905 CET 49726 443 192.168.2.3 104.21.19.54
Jan 27, 2021 19:47:31.121236086 CET 443 49726 104.21.19.54 192.168.2.3
Jan 27, 2021 19:47:31.611469030 CET 443 49726 104.21.19.54 192.168.2.3
Jan 27, 2021 19:47:31.611515045 CET 443 49726 104.21.19.54 192.168.2.3
Jan 27,2021 19:47:31.611576080 CET 49726 443 192.168.2.3 104.21.19.54
Jan 27,2021 19:47:31.611591101 CET 443 49726 104.21.19.54 192.168.2.3
Jan 27, 2021 19:47:31.611655951 CET 443 49726 104.21.19.54 192.168.2.3
Jan 27,2021 19:47:31.611697912 CET 443 49726 104.21.19.54 192.168.2.3
Jan 27,2021 19:47:31.611706018 CET 49726 443 192.168.2.3 104.21.19.54
Jan 27, 2021 19:47:31.651104927 CET 49726 443 192.168.2.3 104.21.19.54
Jan 27, 2021 19:47:31.735025883 CET 49735 443 192.168.2.3 151.101.1.195
Jan 27,2021 19:47:31.777481079 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:31.777633905 CET 49735 443 192.168.2.3 151.101.1.195
Jan 27, 2021 19:47:31.777869940 CET 49735 443 192.168.2.3 151.101.1.195
Jan 27, 2021 19:47:31.820586920 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:31.822350979 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:31.822395086 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:31.822429895 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:31.822515011 CET 49735 443 192.168.2.3 151.101.1.195
Jan 27, 2021 19:47:31.841474056 CET 49735 443 192.168.2.3 151.101.1.195
Jan 27, 2021 19:47:31.841722965 CET 49735 443 192.168.2.3 151.101.1.195
Jan 27, 2021 19:47:31.841861010 CET 49735 443 192.168.2.3 151.101.1.195
Jan 27, 2021 19:47:31.884404898 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:31.884448051 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:31.884820938 CET 49735 443 192.168.2.3 151.101.1.195
Jan 27, 2021 19:47:31.926687956 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:31.929738998 CET 443 49735 151.101.1.195 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 27, 2021 19:47:32.204210043 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:32.240184069 CET 49735 443 192.168.2.3 151.101.1.195
Jan 27, 2021 19:47:32.282668114 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:32.647625923 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:32.647679090 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:32.647717953 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:32.647746086 CET 49735 443 192.168.2.3 151.101.1.195
Jan 27, 2021 19:47:32.647754908 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:32.647794008 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:32.647804022 CET 49735 443 192.168.2.3 151.101.1.195
Jan 27, 2021 19:47:32.647830009 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:32.647871971 CET 49735 443 192.168.2.3 151.101.1.195
Jan 27, 2021 19:47:32.647876978 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:32.647918940 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:32.647963047 CET 49735 443 192.168.2.3 151.101.1.195
Jan 27, 2021 19:47:32.649466038 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:32.649504900 CET 443 49735 151.101.1.195 192.168.2.3
Jan 27, 2021 19:47:32.649559021 CET 49735 443 192.168.2.3 151.101.1.195
Jan 27, 2021 19:47:32.738045931 CET 49741 443 192.168.2.3 104.16.126.175
Jan 27, 2021 19:47:32.778060913 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.778178930 CET 49741 443 192.168.2.3 104.16.126.175
Jan 27, 2021 19:47:32.778757095 CET 49741 443 192.168.2.3 104.16.126.175
Jan 27, 2021 19:47:32.818814039 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.822490931 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.822544098 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.822626114 CET 49741 443 192.168.2.3 104.16.126.175
Jan 27, 2021 19:47:32.834543943 CET 49741 443 192.168.2.3 104.16.126.175
Jan 27, 2021 19:47:32.834692955 CET 49741 443 192.168.2.3 104.16.126.175
Jan 27, 2021 19:47:32.834813118 CET 49741 443 192.168.2.3 104.16.126.175
Jan 27, 2021 19:47:32.874907970 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.874948025 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.874974012 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.875610113 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.875880957 CET 49741 443 192.168.2.3 104.16.126.175
Jan 27, 2021 19:47:32.898128986 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.898173094 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.898209095 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.898216009 CET 49741 443 192.168.2.3 104.16.126.175
Jan 27, 2021 19:47:32.898241997 CET 49741 443 192.168.2.3 104.16.126.175
Jan 27, 2021 19:47:32.898246050 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.898263931 CET 49741 443 192.168.2.3 104.16.126.175
Jan 27, 2021 19:47:32.898273945 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.898305893 CET 49741 443 192.168.2.3 104.16.126.175
Jan 27, 2021 19:47:32.898310900 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.898349047 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.898369074 CET 49741 443 192.168.2.3 104.16.126.175
Jan 27, 2021 19:47:32.898386002 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.898407936 CET 49741 443 192.168.2.3 104.16.126.175
Jan 27, 2021 19:47:32.898428917 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.898469925 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.898487091 CET 49741 443 192.168.2.3 104.16.126.175
Jan 27, 2021 19:47:32.898507118 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.898525000 CET 49741 443 192.168.2.3 104.16.126.175
Jan 27, 2021 19:47:32.898535967 CET 443 49741 104.16.126.175 192.168.2.3
Jan 27, 2021 19:47:32.898562908 CET 49741 443 192.168.2.3 104.16.126.175
Jan 27, 2021 19:47:32.898581028 CET 49741 443 192.168.2.3 104.16.126.175

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jan 27, 2021 19:47:21.976315975 CET 60831 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:22.028677940 CET 53 60831 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:22.939910889 CET 60100 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:22.990775108 CET 53 60100 8.8.8.8 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 27, 2021 19:47:23.948967934 CET 53195 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:23.996879101 CET 53 53195 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:25.050247908 CET 50141 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:25.111639023 CET 53 50141 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:26.115879059 CET 53023 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:26.166889906 CET 53 53023 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:27.256735086 CET 49563 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:27.306660891 CET 53 49563 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:28.878331900 CET 51352 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:28.926213026 CET 53 51352 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:30.524794102 CET 58823 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:30.575351954 CET 53 58823 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:30.623920918 CET 57568 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:30.624138117 CET 50540 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:30.628294945 CET 54366 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:30.628612041 CET 53034 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:30.689516068 CET 53 50540 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:30.693150997 CET 53 54366 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:30.693430901 CET 53 57568 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:30.705569029 CET 53 53034 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:31.115874052 CET 57762 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:31.181266069 CET 53 57762 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:31.307795048 CET 55435 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:31.379225016 CET 53 55435 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:31.490367889 CET 56132 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:31.543423891 CET 53 56132 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:31.663701057 CET 58987 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:31.728101969 CET 53 58987 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:32.435656071 CET 56579 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:32.442946911 CET 60633 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:32.499241114 CET 53 60633 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:32.513282061 CET 53 56579 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:32.687589884 CET 61292 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:32.735769987 CET 53 61292 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:33.438821077 CET 63619 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:33.486563921 CET 53 63619 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:33.595076084 CET 64938 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:33.643166065 CET 53 64938 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:33.869086981 CET 61946 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:33.928261042 CET 53 61946 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:35.585814953 CET 56338 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:35.650738001 CET 53 56338 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:36.144079924 CET 59420 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:36.202025890 CET 53 59420 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:36.756105900 CET 58784 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:36.814399004 CET 53 58784 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:38.190459013 CET 63978 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:38.248106956 CET 53 63978 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:51.665954113 CET 57145 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:51.713953018 CET 53 57145 8.8.8.8 192.168.2.3
Jan 27, 2021 19:47:53.522362947 CET 55359 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:54.527858973 CET 55359 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:55.550522089 CET 55359 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:47:55.611095905 CET 53 55359 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:10.672348022 CET 58306 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:10.730530024 CET 53 58306 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:11.786562920 CET 64124 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:11.836229086 CET 53 64124 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:19.791271925 CET 49361 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:19.852200031 CET 53 49361 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:28.457508087 CET 63150 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:28.524290085 CET 53 63150 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:28.562215090 CET 56881 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:28.622013092 CET 53 56881 8.8.8.8 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 27, 2021 19:48:28.994220972 CET 53642 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:29.050826073 CET 53 53642 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:29.199470997 CET 55667 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:29.203681946 CET 54833 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:29.260183096 CET 53 54833 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:29.266525984 CET 53 55667 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:29.400106907 CET 62476 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:29.437880039 CET 49705 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:29.460211992 CET 53 62476 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:29.494297981 CET 53 49705 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:29.527295113 CET 61477 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:29.595665932 CET 53 61477 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:29.841162920 CET 61633 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:29.899817944 CET 53 61633 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:30.350339890 CET 55949 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:30.410562992 CET 53 55949 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:31.153475046 CET 57601 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:31.205676079 CET 53 57601 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:31.932194948 CET 49342 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:31.985415936 CET 53 49342 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:33.056596041 CET 56253 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:33.118138075 CET 53 56253 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:33.784943104 CET 49667 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:33.856787920 CET 53 49667 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:33.877764940 CET 55439 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:33.939102888 CET 53 55439 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:34.793088913 CET 57069 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:34.854268074 CET 53 57069 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:35.277106047 CET 57659 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:35.333488941 CET 53 57659 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:51.996031046 CET 54717 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:52.069792986 CET 53 54717 8.8.8.8 192.168.2.3
Jan 27, 2021 19:48:55.319896936 CET 63975 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:48:55.367944002 CET 53 63975 8.8.8.8 192.168.2.3
Jan 27, 2021 19:49:16.210984945 CET 56639 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:49:16.263638973 CET 53 56639 8.8.8.8 192.168.2.3
Jan 27, 2021 19:49:26.334052086 CET 51856 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:49:26.398202896 CET 53 51856 8.8.8.8 192.168.2.3
Jan 27, 2021 19:49:26.824150085 CET 56546 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:49:26.891480923 CET 53 56546 8.8.8.8 192.168.2.3
Jan 27, 2021 19:49:30.351928949 CET 62152 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:49:30.413022041 CET 53 62152 8.8.8.8 192.168.2.3
Jan 27, 2021 19:50:03.488518953 CET 53470 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:50:03.555599928 CET 53 53470 8.8.8.8 192.168.2.3
Jan 27, 2021 19:50:03.680880070 CET 56446 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:50:03.737467051 CET 53 56446 8.8.8.8 192.168.2.3
Jan 27, 2021 19:50:07.555345058 CET 59631 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:50:07.619725943 CET 53 59631 8.8.8.8 192.168.2.3
Jan 27, 2021 19:50:07.755954981 CET 55515 53 192.168.2.3 8.8.8.8
Jan 27, 2021 19:50:07.812408924 CET 53 55515 8.8.8.8 192.168.2.3
DNS Queries
Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Jan 27, 2021 19:47:30.623920918 CET 192.168.2.3 8.8.8.8 0x6319 Standard query  nodes.smsm A (IP address) IN (0x0001)
0) ail.net
Jan 27, 2021 19:47:31.663701057 CET 192.168.2.3 8.8.8.8 Ox5e2e Standard query  miacndapma A (IP address) IN (0x0001)
(0) maslpot.fi
rebaseapp.com
Jan 27, 2021 19:47:32.687589884 CET 192.168.2.3 8.8.8.8 0xa561 Standard query  unpkg.com A (IP address) IN (0x0001)
(0)
Jan 27, 2021 19:47:33.595076084 CET 192.168.2.3 8.8.8.8 0x9cff Standard query  cdnjs.clou A (IP address) IN (0x0001)
0) dflare.com
Jan 27, 2021 19:47:35.585814953 CET 192.168.2.3 8.8.8.8 Oxbeca Standard query  clients2.g A (IP address) IN (0x0001)
0) oogleuserc
ontent.com
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Timestamp

Jan 27, 2021 19:47:36.144079924 CET

Jan 27, 2021 19:47:36.756105900 CET

DNS Answers

Timestamp

Jan 27, 2021
19:47:30.693430901
CET

Jan 27, 2021
19:47:30.693430901
CET

Jan 27, 2021
19:47:31.728101969
CET

Jan 27, 2021
19:47:31.728101969
CET

Jan 27, 2021
19:47:32.735769987
CET

Jan 27, 2021
19:47:32.735769987
CET

Jan 27, 2021
19:47:32.735769987
CET

Jan 27, 2021
19:47:32.735769987
CET

Jan 27, 2021
19:47:32.735769987
CET

Jan 27, 2021
19:47:33.643166065
CET

Jan 27, 2021
19:47:33.643166065
CET

Jan 27, 2021
19:47:35.650738001
CET

Jan 27, 2021
19:47:35.650738001
CET

Jan 27, 2021
19:47:36.202025890
CET

Jan 27, 2021
19:47:36.814399004
CET

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Code Manipulations

Statistics

Behavior

Copyright null 2021

Source IP

192.168.2.3

192.168.2.3

Trans ID

0x6319

0x6319

Ox5e2e

0x5e2e

0xa561

0xa561

0xa561

0xa561

0xa561

0x9cff

0x9cff

Oxbeca

Oxbeca

Oxd464

0xc22b

Dest IP
8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

Oxd464

0xc22b

Name

nodes.smsm
ail.net

nodes.smsm
ail.net

miacndapma
maslpot.fi
rebaseapp.com

miacndapma
maslpot.fi
rebaseapp.com

unpkg.com

unpkg.com

unpkg.com

unpkg.com

unpkg.com

cdnjs.clou
dflare.com

cdnjs.clou
dflare.com

clients2.g
oogleuserc
ontent.com

googlehost
ed.l.googl!
euserconte
nt.com

aadcdn.msa
uth.net

secure.aad
cdn.micros
oftonline-p.com

OP Code Name

Standard query  aadcdn.msa
0) uth.net

Standard query  secure.aad
0) cdn.micros
oftonline-p.com

CName

googlehosted.l.googleuse
rcontent.com

aadcdnoriginwus2.azuree
dge.net

secure.aadcdn.microsofto
nline-p.com.edgekey.net

Address
104.21.19.54

172.67.185.66

151.101.1.195

151.101.65.195

104.16.126.175

104.16.125.175

104.16.123.175

104.16.124.175

104.16.122.175

104.16.19.94

104.16.18.94

172.217.22.225

Type
A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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@ chrome.exe
@ chrome.exe

Click to jump to process

System Behavior

Analysis Process: chrome.exe PID: 5216 Parent PID: 2052

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path Access

File Path Offset Length Value

Registry Activities

Key Path
Key Path Name Type
Key Path Name Type Old Data

19:47:27

27/01/2021

C:\Program Files\Google\Chrome\Application\chrome.exe
false

'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized 'C:\Users\user\
Desktop\ID4380.htm'

0x7ff77b960000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

moderate

Source

Attributes Options Completion Count Address Symbol
Source

Ascii Completion Count Address Symbol
Source

Completion Count Address Symbol
Source

Data Completion Count Address Symbol
Source

New Data Completion Count Address Symbol

Analysis Process: chrome.exe PID: 2168 Parent PID: 5216

General

Copyright null 2021

Page 51 of 52



Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:
MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Reputation:

File Activities

File Path

File Path

Disassembly

Copyright null 2021

19:47:28

27/01/2021

C:\Program Files\Google\Chrome\Application\chrome.exe
false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1504,3014448195932754039,17643
246837121573947,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1900 /prefetch:8

0x7ff77b960000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

moderate
Source
Access Attributes Options Completion Count Address Symbol
Source
Offset Length Value Ascii Completion Count Address Symbol
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