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Analysis Report TRA-St-0015-001.xIsx

Overview

General Information

Sample TRA-St-0015-001.xIsx
Name:

Analysis ID: 345208

MD5: 63c2af36e2ec6b0.
SHAL: d1d834ca00c053..
SHA256: 129cd5alfcabd3f..

Tags: VelvetSweatshop

Most interesting Screenshot:

EEToeler=

Startup

= System is w7x64

. EXCEL.EXE (PID: 1100 cmdline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)

Detection

FormBook
Score: 100
Range: 0-100
Whitelisted: false
Confidence: 100%

MALICIOUS

| B

w
«Q
>
2
(=
=
®
(7]

Malicious sample detected (through ...
Multi AV Scanner detection for subm...
Sigma detected: Droppers Exploiting...
Sigma detected: File Dropped By EQ...
Sigma detected: Scheduled temp file...
Yara detected AntiVM_3

Yara detected FormBook

Drops PE files to the user root direc...
Machine Learning detection for dropp...
Office equation editor drops PE file
Office equation editor: starts process...

Sigma detected: Executables Starte...

Classification

. ﬁ EQNEDT32.EXE (PID: 2556 cmdline: 'C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding MD5:
AB87236E214F6D42A65F5DEDAC816AECS)

e B vbc.exe (PID: 2720 cmdline: 'C:\Users\Public\vbc.exe' MD5: C7B2BOFA4A71FE33536148C2584DA7DB)

e (B schtasks.exe (PID: 2920 cmdline: 'C:\Windows\System32\schtasks.exe' /Create /TN 'Updates\XaHKwnPuj' /XML 'C:\Users\usen\AppData\Local\Temp\tmp2222.tmp' MD5:

.

.

97EOEC3D6D99E8SCC2B17EF2D3760E8FC)

BEBEED

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Memory Dumps

Source

00000004.00000002.2169610523.0000000012381000.0000 JoeSecurity_FormBook  Yara detected

0004.00000001.sdmp

Copyright null 2021

Rule

vbc.exe (PID: 2928 cmdline: C:\Users\Public\vbc.exe MD5: C7B2BOFA4A71FE33536148C2584DA7DB)
vbc.exe (PID: 2476 cmdline: C:\Users\Public\vbc.exe MD5: C7B2BOFA4A71FE33536148C2584DA7DB)
vbc.exe (PID: 2472 cmdline: C:\Users\Public\vbc.exe MD5: C7B2BOFA4A71FE33536148C2584DA7DB)
vbc.exe (PID: 2456 cmdline: C:\Users\Public\vbc.exe MD5: C7B2BOFA4A71FE33536148C2584DA7DB)
vbc.exe (PID: 2884 cmdline: C:\Users\Public\vbc.exe MD5: C7B2BOFA4A71FE33536148C2584DA7DB)

Description Author

Joe Security
FormBook

Strings
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Source Rule Description Author
00000004.00000002.2169610523.0000000012381000.0000 Formbook_1 autogenerated rule Felix Bilstein -
0004.00000001.sdmp brought to you by  yara-signator at
yara-signator cocacoding dot
com
00000004.00000002.2169610523.0000000012381000.0000 Formbook detect Formbook in JPCERT/CC
0004.00000001.sdmp memory Incident Response
Group
00000004.00000002.2169219241.00000000023 JoeSecurity_AntiVM_3  Yara detected Joe Security
DE000.00000004.00000001.sdmp AntiVM_3
Process Memory Space: vbc.exe PID: 2720 JoeSecurity_AntiVM_3  Yara detected Joe Security
AntiVM_3

Sigma Overview

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882
Sigma detected: File Dropped By EQNEDT32EXE

Sigma detected: Scheduled temp file as task from temp location

Strings

e o o o

e o o o o o

0x2c6660:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
Ox2c68da:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x2d23fd:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 2
57494

Ox2dlee9:$sequence_2: 3B 4F 14 739585 C9 74 91
0x2d24ff:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x2d2677:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x2c72f2:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 0
2 83 E3 OF C1 EA 06

0x2d1164:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F
8

Ox2c7feb:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x2d809f:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x2d90a2:$sequence_9: 56 68 03 01 00 00 8D 85 95 F
E FF FF 6A 00

0x2d5181:$sqlite3step: 68 34 1C 7B E1
0x2d5294:$sqlite3step: 68 34 1C 7B E1
0x2d51b0:$sqlite3text: 68 38 2A 90 C5
0x2d52d5:$sqlite3text: 68 38 2A 90 C5
0x2d51c3:$sqlite3blob: 68 53 D8 7F 8C
0x2d52eb:$sqlite3blob: 68 53 D8 7F 8C

Signature Overview

@ AV Detection

@ Exploits

@ Compliance

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

® System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior
@ Boot Survival

® Malware Analysis System Evasion

@ Anti Debugging

@ Stealing of Sensitive Information
® Remote Access Functionality

@ Click to jump to signature section

AV Detection:

Multi AV Scanner detection for submitted file

Yara detected FormBook

@ Hooking and other Techniques for Hiding and Protection

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection

Copyright null 2021

Page 5 of 28



Exploits:

Compliance:

Uses new MSVCR DlIs

Uses secure TLS version for HTTPS connections

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Boot Survival:

]

]

Malware Analysis System Evasion:

Yara detected AntiVM_3

Stealing of Sensitive Information:

]

Yara detected FormBook

Remote Access Functionality:

=

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network

Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects

Valid Command and Scheduled Process Masquerading oS Query Registry Remote Archive Exfiltration Encrypted Eavesdrop

Accounts  Scripting Task/Job Injection Credential Services Collected  Over Other Channel Insecure

Interpreter Dumping Data Network Network

Medium Communici

Default Scheduled Boot or Scheduled Virtualization/Sandbox LSASS Security Software Remote Data from  Exfiltration Ingress Tool Exploit SS7

Accounts  Task/Job Logon Task/Job Evasion Memory  Discovery Desktop Removable Over Transfer Redirect Pt

Initialization Protocol Media Bluetooth Calls/SMS
Scripts
Domain Exploitation for Logon Script Logon Script  Disable or Modify Security Virtualization/Sandbox SMB/Windows Data from Automated Non- Exploit SS7
Accounts  Client (Windows)  (Windows) Tools Account Evasion Admin Shares Network Exfiltration Application Track Devit
Execution Manager Shared Layer Location
Drive Protocol
Local At (Windows)  Logon Script Logon Script  Process Injection NTDS Process Discovery Distributed Input Scheduled Application SIM Card
Accounts (Mac) (Mac) Component  Capture Transfer Layer Swap
Object Model Protocol

Cloud Cron Network Network Obfuscated Files or LSA Remote System SSH Keylogging Data Fallback Manipulate

Accounts Logon Script Logon Script  Information Secrets Discovery Transfer Channels Device
Size Limits Communici
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Initial Privilege Credential Lateral Command Network

Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Replication Launchd Rc.common Rc.common  Software Packing Cached File and Directory VNC GUI Input  Exfiltration  Multiband Jamming o
Through Domain Discovery Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media
External Scheduled Task Startup Startup Items Compile After Delivery DCSync System Information ~ Windows Web Portal Exfiltration Commonly Rogue Wi-i
Remote Items Discovery Remote Capture Over Used Port Access Poi
Services Management Alternative

Protocol

Behavior Graph

Hide Legend

Behavior Graph
1D: 345208 Legend
Sample: TRA-St-0015-001.xIsx _
Startdate: 27101/2021 l:‘ Process
Architecture: WINDOWS H
Score: 100 . Signature
. Created File
- - - - - - . DNSIIP Info
ﬂ Is Dropped
A% Is Windows Process
EQNEDTR2EXE g 03 exceexe 4
aen )
Number of created Registry Values
3 gistry
16 i0e a7 17 .
G N Gl B . Number of created Files
29 visual Basic
ERZIC
. -
dropped dropped dro 111 DEIphI
Java

.Net C# or VB.NET
started - C, C++ or other language
Is malicious

Internet

<
n
C_
o
@

dropped dropped

_

started

schasksexe 28 Vbe.exe s Vbe.exe )
@ G G =

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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TRA-5t-0015-001 - Microsoft Excel - TRA-5t-0015-001
Home | Insert  Pagelayout  Formulas  Data  Review  View
¥ cut
53 Copy ~
# Format Painter
Clipboard

Calibri

B S U

ﬂ"l @] Fin -

Format
S 2 Clear ~
Editing

E!n Microsof.t'
3 Office

This document is ‘
3. Once you have
—a protected Enable Content |

W ¥ M| Sheet2 Sheet3 ~#J

Ready |

|[ED D 100% =

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
TRA-St-0015-001.xIsx
TRA-St-0015-001.xIsx

Dropped Files

Source
C:\Users\Public\vbc.exe

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1
P\kinsvc[1].exe

C:\Users\user\AppData\Roaming\XaHKwnPuj.exe
Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Copyright null 2021

Detection
32%
23%

Detection
100%
100%

100%

8:35 PM
12200 | |

< R

Scanner Label Link
Virustotal Browse
ReversingLabs Document-

Office.Trojan.Heuristic

Scanner Label Link
Joe Sandbox ML
Joe Sandbox ML

Joe Sandbox ML
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https://www.virustotal.com/gui/file/129cd5a1fca6d3febd900de6cbecb9e30e22a19d7b2aeda41ee3c1eac54981ba/detection/f-129cd5a1fca6d3febd900de6cbecb9e30e22a19d7b2aeda41ee3c1eac54981ba-1611775444

Source Detection Scanner Label Link

hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

spicesherbs.in 162.241.148.128 true false unknown

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation
hitp:/fiwww.%s.comPA vbc.exe, 00000004.00000002.217 false ¢ URL Reputation: safe low
0919142.000000001BA40000.00000 e URL Reputation: safe
002.00000001.sdmp e URL Reputation: safe

e URL Reputation: safe

hitp:// vbc.exe, 00000004.00000002.217 false high
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous 0919142.000000001BA40000.00000
002.00000001.sdmp

hitp://iwww.day.com/dam/1.0 BADF7393.emf.0.dr false high
hitp://schemas.xmlsoap.org/ws/2005/05/identity/claims/name  vbc.exe, 00000004.00000002.216 false high
9176262.0000000002371000.00000
004.00000001.sdmp

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public
P Domain Country Flag ASN ASN Name Malicious
162.241.148.128 unknown United States S 46606 UNIFIEDLAYER-AS-1US false
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General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

31.0.0 Emerald

345208

27.01.2021

20:33:47

CloudBasic

Oh 8m 25s

false

light

TRA-St-0015-001.xlsx
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

12
0
0
0
0

e HCA enabled
o EGA enabled
e HDC enabled
* AMSI enabled

default

Timeout

MAL
mal100.troj.expl.evad.winXLSX@16/14@2/1
Failed

e Successful, ratio: 5.7% (good quality ratio 3.3%)
e Quality average: 34.8%
e Quality standard deviation: 33.3%

e Successful, ratio: 97%
* Number of executed functions: 0
« Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

Found application associated with file extension:
Xlsx

Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

.

e o o o

Show All

e Exclude process from analysis (whitelisted):
dllhost.exe, conhost.exe

e TCP Packets have been reduced to 100

e Excluded IPs from analysis (whitelisted):
192.35.177.64, 72.247.178.11, 72.247.178.49

e Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
audownload.windowsupdate.nsatc.net,
apps.digsigtrust.com, ctldl.windowsupdate.com,
a767.dscg3.akamai.net, apps.identrust.com, au-bg-
shim.trafficmanager.net

e Report size getting too big, too many
NtOpenKeyEx calls found.

* Report size getting too big, too many
NtQueryValueKey calls found.

Warnings:

Simulations

Behavior and APIs

Time Type

20:35:06 API Interceptor
20:35:11 API Interceptor
20:35:13 API Interceptor

Copyright null 2021

Description
60x Sleep call for process: EQNEDT32.EXE modified
48x Sleep call for process: vbc.exe modified

1x Sleep call for process: schtasks.exe modified
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Joe Sandbox View | Context

IPs

Match
162.241.148.128

Domains

No context

ASN

Match
UNIFIEDLAYER-AS-1US

JA3 Fingerprints

Match
7dcce5b76c8b17472d024758970a406b

Copyright null 2021

Associated Sample Name /| URL

Associated Sample Name /| URL

Associated Sample Name /| URL

SHA 256
Get hash

SHA 256
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

Detection

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Link

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

cassiagum
refined.co
mijsffile/
TH98/86HTe
.exe

Context

192.254.18
6.135

192.185.131.49
192.185.52.115
192.185.35.76
50.87.169.249
70.40.220.182

162.241.22
4.176

162.241.21
7.108

192.185.52.115
162.214.76.195
162.241.60.214
74.220.199.9

198.57.200.100

192.185.21
7.211

162.241.25
3.129

192.232.21
6.109

192.185.11
2211

192.185.21
7.211

192.232.25
0.227

192.185.52.115

Context

162.241.14
8.128

162.241.14
8.128

162.241.14
8.128

162.241.14
8.128

162.241.14
8.128

162.241.14
8.128

162.241.14
8.128
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https://view.joesandbox.com/analysis/163211/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/163211/html/none?idtype=webid
https://view.joesandbox.com/analysis/258758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258758/html/none?idtype=webid
https://view.joesandbox.com/analysis/258696/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258696/html/none?idtype=webid
https://view.joesandbox.com/analysis/258687/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258687/html/none?idtype=webid
https://view.joesandbox.com/analysis/258617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258617/html/none?idtype=webid
https://view.joesandbox.com/analysis/258610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258610/html/none?idtype=webid
https://view.joesandbox.com/analysis/258574/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258574/html/none?idtype=webid
https://view.joesandbox.com/analysis/258498/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258498/html/none?idtype=webid
https://view.joesandbox.com/analysis/258419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258419/html/none?idtype=webid
https://view.joesandbox.com/analysis/258337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258337/html/none?idtype=webid
https://view.joesandbox.com/analysis/258322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258322/html/none?idtype=webid
https://view.joesandbox.com/analysis/258107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258107/html/none?idtype=webid
https://view.joesandbox.com/analysis/258082/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258082/html/none?idtype=webid
https://view.joesandbox.com/analysis/258022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258022/html/none?idtype=webid
https://view.joesandbox.com/analysis/257975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257975/html/none?idtype=webid
https://view.joesandbox.com/analysis/257929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257929/html/none?idtype=webid
https://view.joesandbox.com/analysis/257906/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257906/html/none?idtype=webid
https://view.joesandbox.com/analysis/257884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257884/html/none?idtype=webid
https://view.joesandbox.com/analysis/257876/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257876/html/none?idtype=webid
https://view.joesandbox.com/analysis/257858/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257858/html/none?idtype=webid
https://view.joesandbox.com/analysis/257835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257835/html/none?idtype=webid
https://view.joesandbox.com/analysis/258852/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258852/html/none?idtype=webid
https://view.joesandbox.com/analysis/258827/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258827/html/none?idtype=webid
https://view.joesandbox.com/analysis/258802/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258802/html/none?idtype=webid
https://view.joesandbox.com/analysis/258752/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258752/html/none?idtype=webid
https://view.joesandbox.com/analysis/258727/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258727/html/none?idtype=webid
https://view.joesandbox.com/analysis/258696/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258696/html/none?idtype=webid
https://view.joesandbox.com/analysis/258673/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258673/html/none?idtype=webid

Match

Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 162.241.14
8.128

Get hash malicious Browse e 162.241.14
8.128

Get hash malicious Browse e 162.241.14
8.128

Get hash malicious Browse e 162.241.14
8.128

Get hash malicious Browse e 162.241.14
8.128

Get hash malicious Browse e 162.241.14
8.128

Get hash malicious Browse e 162.241.14
8.128

Get hash malicious Browse e 162.241.14
8.128

Get hash malicious Browse e 162.241.14
8.128

Get hash malicious Browse e 162.241.14
8.128

Get hash malicious Browse e 162.241.14
8.128

Get hash malicious Browse e 162.241.14
8.128

Get hash malicious Browse e 162.241.14
8.128

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
Microsoft Cabinet archive data, 59134 bytes, 1 file

dropped

59134

7.995450161616763

true

1536:R695NkIMMO/7IaXXHAQHQaY fwimz8eflgigY Dff: RN7MlanAQWEIzt Tk
E92176B0889CC1BB97114BEB2F3C1728
AD1459D390EC23AB1C3DA73FF2FBEC7FA3ATF443
58A4F38BA43F115BA3F465C311EAAF67F43D92E580F7F153DE3ABG05FC9900F3
CD2267BA2F08D2F87538F5B4F8D3032638542AC3476863A35F0ODF491EB3A84458CE36C06E8C1BD84219F5297B6F386748E817945A406082FA8E77244EC229D8F
false

moderate, very likely benign file

....R.. .authroot.stl.ym&7.5..CK..8T....c_.d.....(.....]. M$[v.4.).E.$7*.....e..Y..Rq...3.n..u.... =H....&.1.1.fL..>e.6...F8.X.b.1$,.a...n-
.....D.a. ++.<b._#.G.U...n.21%pa..>.32..Y.j...;Ay.. +.<.Am.t<..V.y.y0.e@../.<#. #....dju*.B....8. .H.Ir 16/..d.].xIX<...&U...GD..Mn.y&.
[<(tk....%B.b;./.." #h....C.P...B..8d.F...D k........... 0.W...@(.. @K....2.)ce.......\\.....L......Q.Qd..+...@.X. ##3..M.d..n6.....p1..).. XOV..ZK {.. { =#h.v.)....b..*[..L.*c.a..,...ES
Xoidow... #o*+. .. X Pk V.S Xre  9Ex. =\ Km....... B..Ep..xl@@cl.....p?7..d {EYN.K.X>D3..Z..q.] .Mq......... L.n} +/\.cDBO."Y...r[.......vM...0.=....zK....
I.>B...U..3...Z..Z]S..wZ.M...IW;..e.L..zC.WwBtQ..&Z.Fv+..G9.8..L. \T:K".....m.......9T.u..3h...{.d[..@...Q.2..p.et[.%7.... ..s.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\EOF5C59F9FA661F6F4C50B87FEF3A15A

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Copyright null 2021

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

data

dropped

893

7.366016576663508

false
24:hBntmDVKUQQDVKUr7C5fpgp8gPvXHmMXvponXux:3ntmD5QQD5XC5RqHHXmXvp++x
D4AE187B4574036C2D76B6DF8ABC1A30
BO6F409FA14BAB33CBAF4A37811B8740B624D9E5S
A2CE3AOFA7D2A833D1801E01EC48E35B70D84F3467CCIF8FAB370386E13879C7
1F44A360E8BBBADA22BC5BFE001F1BABB4E72005A46BC2A94C33C4BD149FF256 CCE6F35D65CA4F7FC2A5B9E15494155449830D2809C8CF218D0BI196ECE46B
C
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https://view.joesandbox.com/analysis/258667/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258667/html/none?idtype=webid
https://view.joesandbox.com/analysis/258627/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258627/html/none?idtype=webid
https://view.joesandbox.com/analysis/258610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258610/html/none?idtype=webid
https://view.joesandbox.com/analysis/258585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258585/html/none?idtype=webid
https://view.joesandbox.com/analysis/258527/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258527/html/none?idtype=webid
https://view.joesandbox.com/analysis/258524/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258524/html/none?idtype=webid
https://view.joesandbox.com/analysis/258522/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258522/html/none?idtype=webid
https://view.joesandbox.com/analysis/258521/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258521/html/none?idtype=webid
https://view.joesandbox.com/analysis/258520/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258520/html/none?idtype=webid
https://view.joesandbox.com/analysis/258517/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258517/html/none?idtype=webid
https://view.joesandbox.com/analysis/258514/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258514/html/none?idtype=webid
https://view.joesandbox.com/analysis/258433/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258433/html/none?idtype=webid
https://view.joesandbox.com/analysis/258390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258390/html/none?idtype=webid

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\EOF5C59F9FA661F6F4C50B87FEF3A15A

Malicious:
Reputation:

Preview:

false

high, very likely benign file

0.y.*H......... jO.f..1.0. *H.e NO..J0..2....... D......09..@kO0...* H........ 0?1%0"..U....Digital Signature Trust Co.1.0...U....DST Root CA X30...0009302112197..210930
1401157071%0"..U....Digital Signature Trust Co0.1.0...U....DST Root CA X30.."0...*.H............. O P.W.be.....kO0.[..}@.....3vI*.?Il.N.>H.e..le*2. . .w.{...5z.2.~
.0...*8.y.1.P..e.Qc..a.Ka.Rk..K.(H.....>.... [*...p...%.tr.{j.4.0..h {T...Z..=d %.......n.> \ . <i.*)W.=.....B0@O...U... 0...0..U......
00U, {,9...K.u..."...0..%. L7 2K L YD > Kt
X..gvgx...V..9%$1...Z0G..P....... dc'........ }...=2.e. | [Wv..(9..e..w,j.w......)...55.1.

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

data

dropped

328

3.0765536003145497

false
6:kKekHbgoN+SkQIPIEGYRMY9z+4KIDA3RUeKIF+adAlf:mku3kPIE99SNxAhUeo+aKt
DA24412AA96F1A51D7A1C7FOE63901F0
13B1483CE43D630CCA5F460AB270DA7F764512D9
613A697AB25376DAA6A23A4F82928456CF95820090B32CB17BAA6CI8179DECSE
8F8F20E9A916384433A6A439A08286AA0F09DOEDF3542CC56DD0B27D75358EA45D43EC7E213588DEB5760F8CFAFCBFDI3C62988096C5A25DCAE73D849DB1E3

&. http./letldl.wind.ow.s.u.p.d.ate..com/m.s.dow.n.lo.ad/u.p.date./v.3.ls
.0.e.b.b.ae.l.d.7.e.a.d.6.1.:.0."...

p..
tatic/trustedr/en/authro.o.ts.t

c.a.b.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriICache\MetaData\EOF5C59F9FA661F6F4C50B87FEF3A15A

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

data

dropped

252

3.0042074090694686

false
3:KkFKINOKmEVFIIXIE/QhzIIPIzZRkwWBARLNDU+ZMIKIBkvclcMIVHDIBLUAY pFit: kKsmERIIBAIdQZV7eAYLit
DDABBE33A50FC45ACBADDE1E16982CF8

BD92ABAEDC28D46640624F4410CDCE3872D4277A
B4E9CBCAA6B854ADD8D0OA0038237F380E2419948DDOC4BF8CAESFI376AEFEF17
C71DBD91B99A57B771DF7387961752CC8CCC267AF405FE6B295B8834D54DC6A53D6344DD472D56736E152F0634C66F01EF33FA848867D79D62694207EE8035D:

false

low

Peeees e @ (e e Ui [ TR }...hittp..//ap.p.s..identrus.t..com./ro.0.ts./ds.tro.0.tc.ax3..p.7.c."3.7.d.-.59.e.7.6
.b.3.c.6.4.b.c.0."...

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Antivirus:
Reputation:
|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
downloaded
508928
7.7654598154070165
false
12288:S1LhRC+HyykFZ/6/dn3Vsy167F8E6tLVYM89GrxD4G:S1/3SXFZ/ad3VRQ8LtraGdp
C7B2BOFA4A71FE33536148C2584DA7DB
D449E0DC0D24447634C61987CF0907FB72CF93A4
DB8923F36B12AC2D21DE6B241E3AC228170456F7DB87DC38552E89F9A4E8903A
EA5BC49B81DCIFC57A47BC4384C1A56C6157D02ACIF53655DA65A96138D5CFA1244B82562D4B7844E89762154CC1C14896CDEB945F832A9436516F96DFC5639
true

e Antivirus: Joe Sandbox ML, Detection: 100%

low

hitp://https://spicesherbs.in/herbs/kinsvc/kinsvc.exe

text... .rsre..”

LH. pewe (N0 (%
(&....%.s". . et X0~ 0 A0~ O LR O ~..00. +. & (150, <. ~
(2.....,lr...p....(3...04...s5....
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C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MS0O\284D8619.jpeg

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: gd-jpeg v1.0 (using 3G JPEG v80), quality = 90", baseline, precision 8, 700x990, frames 3

Category: dropped

Size (bytes): 48770

Entropy (8bit): 7.801842363879827

Encrypted: false

SSDEEP: 768:uLgWImQ6AMqTeyjskbJeYnriZvApugsiKi7iszQ2rvBZzmFz3/soBqzhsglgDQPT:uLgY4MqTeywVYr+0ughDTzQ27A3UXsgf
MDS5: AATA56E6A97FFA9390DA10A2ECOC5805

SHA1L: 200A6D7ED9F485DD5A7B9D79B596DE3ECEBD834A

SHA-256: 56B1EDECC9A282A9FAAFD95D4D9844608B1AESCCC8731F34F8B30B3825734974

SHA-512: A532FE4AC52FED46919003A96B882AE6F7C70A3197AA57BD1E6GE917F766729F7C9C1261C36F082FBE891852D083EDB2B5A34B0A325B7C1D96D6ES8BOBED6CS7¢E
Malicious: false

Reputation: moderate, very likely benign file

Preview:

%8&()*456789:CDEFGHIISTUVWXY Zcdefghijstuvwxyz..
...... !1..AQ aq. 0"2..B... #3R.br..$4.%.... &()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz
..P.EP.G|(...(..Q@.%-..(.....P.QKE.%......... R.@.E-...(.......P.QKE.Z(...QE.......... h...(...QE.&(.KE.jZ(...QE

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\BADF7393.emf

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: Windows Enhanced Metafile (EMF) image data version 0x10000

Category: dropped

Size (bytes): 653280

Entropy (8bit): 2.898645806967479

Encrypted: false

SSDEEP: 3072:S34UL0tS6WB0JOgFVY5QCARI/McGAATIKRLFdtSyUu50yknG/gc+x:84UcLe0JOgQQZR8MDIATCR3tS+jqcC

MDS5: 02BE9DEC93BBAE0645D69572E9563911

SHAL: DDBA1220AA092E00FFAB90155D796D735E93E627

SHA-256: A9955A402E6FCOBBE4CA2D34DA0BADA39DC9239F3FIFEBF4A71BAGA9EC230B40

SHA-512: A9963FAD341517EE356156 EFAEEC4C3100A3682E8D293A530BBOEF1601D5FB5500593BA9EA29898B72B04B565F3A6EC7FFAD973DBBD070B60239859D2E15C9C
9

Malicious: false

Reputation: low

Preview:

X X..F .\ .P.EMF+'@.
L.@."Ca.libri...
...C.alib.r.
.@.E.@QT....

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\CEC07078.jpeg

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: gd-jpeg v1.0 (using 3G JPEG v80), quality = 90", baseline, precision 8, 700x990, frames 3

Category: dropped

Size (bytes): 48770

Entropy (8bit): 7.801842363879827

Encrypted: false

SSDEEP: 768:uLgWImQ6AMqTeyjskbJeYnriZvApugsiKi7iszQ2rvBZzmFz3/soBqzhsglgDQPT:uLgY4MqTeywVYr+0ughDTzQ27A3UXsgf
MD5: AATA56E6A97FFA9390DA10A2ECOC5805

SHA1L: 200A6D7ED9F485DD5A7B9D79B596DE3ECEBD834A

SHA-256: 56B1EDECC9A282A9FAAFD95D4D9844608B1AESCCC8731F34F8B30B3825734974

SHA-512: A532FE4AC52FED46919003A96B882AE6F7C70A3197AA57BD1E6GE917F766729F7C9C1261C36F082FBE891852D083EDB2B5A34B0A325B7C1D96D6ES8BOBED6CS7¢E
Malicious: false

Preview:

%8&()*456789:CDEFGHIISTUVWXY Zcdefghijstuvwxyz..
...... !1..AQ aq. 0"2..B... #3R.br..$4.%.... &'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz

(.. P.EP.G|(......Q@.%-...(.......P.QKE %......... 1 R.@.E-..(.....P.QKE.|Z(...QE.......... h...(...QE.&(KE.jZ(...QE
QE &(.KE.jZ(...QE.......... h...(...QE.&(KE.j ... (...(...(....W...3Fh....E ...... AW, N E) (. 2) (. Z)(
C:\Users\user\AppData\Local\Temp\CabA5C2.tmp E
Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
File Type: Microsoft Cabinet archive data, 59134 bytes, 1 file
Category: dropped
Size (bytes): 59134

Entropy (8bit):  7.995450161616763
Encrypted: true
Copyright null 2021 Page 14 of 28



SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

1536:R695NkIMMO/7IaXXHAQHQaY fwimz8eflqigY Dff: RN7MlanAQWEIzt Tk

E92176B0889CC1BB97114BEB2F3C1728

AD1459D390EC23AB1C3DA73FF2FBEC7FA3A7F443

58A4F38BA43F115BA3F465C311EAAFG67F43D92E580F7F153DE3ABG05FC9900F3
CD2267BA2F08D2F87538F5B4F8D3032638542AC3476863A35F0DF491EB3A84458CE36C06E8C1BD84219F5297B6F386748E817945A406082FA8E77244EC229D8F

false

....R.. .authroot.stl.ym&7.5..CK..8T....c_.d.....(.....]. M$[v.4.).E.$7*.....e..Y..Rq...3.n..u.... |.=H....&.1.1.f.L.>e.6...F8.X.b.1$,.a...n-

.....D.a. t+4.<b._#.G.U...n.21*pa..>.32..Y.j. Ay....... nR.. _+.<.Am.t<..V.y.y0.e@./..<#. #...dju*.B....8. . H.Ir..LI6/.d].xIX<..&U..GD..Mn.y&.
[<(tk.....%B.b;./.." #h....C.P..B..8d.F..D k........... 0.w..@(.. @K...?.)ce......\\.....L....Q.Qd..+..@ X..##3..M.d..n6.....p1..).. XOV..ZK {.. { =#h.v.)...b..*.[..L.*c..a..,...E5
Xoidow... #o*+. .. X Pk V.S Xre 9Ex. =\ Km....... B..Ep..xl@@cl.....p?7..d {EYN.K.X>D3..Z..q.] .Mq......... L.n}....... +/\.cDBO."Y...r [........vM...0.=....zK....
I.>B...U..3...Z..Z|S..WZ.M...IW;..e.L..zZC.WBtQ..&Z.Fv+..G9.8..l. \T:K .....m......... 9T.u..3h...{.d[..@..Q.72..p.et[.%7.......... A...S.

C:\Users\user\AppData\Local\Temp\TarA5C3.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE

data

dropped

152788

6.316654432555028

false
1536:WIA6c7RbAh/E9nF2hspNuc8odv+1//FnzAYtYyjCQxSMnlI3xIUwg:WAmMF3pNuc7v+IiCQSMnnSx
64FEDADE4387A8B92C120B21EC61E394

15A2673209A41CCA2BC3ADE90537FE676010A962
BB899286BE1709A14630DC5ED80B588FDD872DB361678D3105BOACEOD1EA6745
655458CB108034E46BCE5C4A68977DCBF77E20F4985DC46F127ECBDE09D6364FE308F3D70295BA305667A027AD12C952B7A32391EFE4BD5400AF2F4D0D83087

false

0.T..*H......T.0.T....1.0...H.e.....0.D..+....7.....D.0.D.0..4...7.c........ R19%..210115004237Z0...+......0..D.0..*....."..@.,..0..0.r1...0...+.....7..~1.....D...0...+....7..i1...0
el 7<00 AL Tl L @NLL %=, 08 4701 @V % 5.S.Y.00. L 70bT LA S U XLLELWLL L -@w0Z..+.....7...1L.JM.i.c.r.o.s.0.f.t. .R.0.0.t. .C.e.rtifi.c.a.
te. Authority..0., . .......[/l.ulv.%1.0.+..7.h1...6.M..0...+.. . 7.~1. ... 0..+..7..1.0.+... 0.+..7..1.0.V......b0$..+....7...1..>)....5,.=$.~R."..00.

Al T70b1 X[ 38X 7.2..Gy.eS.0D. +.....7...16.4V e.r.i.S.i.g.n. .T.im.e. .S.tam.p.i.n.g. .CA..0.....4. .R..27.. .. 1.0..+....
701l AL [LI@08. L7 L W RN 00, 4L 70T L@ Gld.mL S XL J0B+.. 7. 14.2M.i.c.r.0.5.0.f.1. .R.0.0.t. .A.u.th.0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\Public\vbc.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

1621

5.1546643449463865

false

24:2dH4+SEqCZ7CINMFi/fIMhEMjnGpwjplgUYODOLDIRJIh7h8gKBxtn:cbhZ7CINQi/rydbz913YODOLNdg3R

2F157857CAC56F3C7E44E7262FD6EAAD

022DCAA46EEEFD345D9BD8DF1870FDOC916E828B

92991267A638A487B7117A3EBC7F732AD8C253A77149680D45E1289C5144AAD0O
C603FF5AA514DD00881C8CEE9AABATA369342844638138F9338900192E9D3ABBA2958E478E95BA7CD21E70F6F7223E4F128629F5212FFE1A43D35171F39E8784

true

<?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">.. <RegistrationInfo>.. <Date>2014-
10-25T14:27:44.8929027</Date>.. <Author>user-PCluser</Author>.. </Registrationinfo>.. <Triggers>.. <LogonTrigger>..  <Enabled>true</Enabled>..
<Userld>user-PCluser</Userld>.. ~</LogonTrigger>.. <RegistrationTrigger>..  <Enabled>false</Enabled>.. </RegistrationTrigger>.. </Triggers>.. <Principals>..
<Principal id="Author">..  <Userld>user-PC\user</Userld>..  <LogonType>InteractiveToken</LogonType>.. = <RunLevel>LeastPrivilege</RunLevel>.. </Princi
pal>.. </Principals>.. <Settings>.. <MultiplelnstancesPolicy>StopExisting</MultiplelnstancesPolicy>.. <DisallowStartlfOnBatteries>false</DisallowStartlfOnBatterie
s>.. <StoplfGoingOnBatteries>true</StoplfGoingOnBatteries>.. <AllowHardTerminate>false</AllowHardTerminate>.. ~<StartWhenAvailable>true</StartWhenAvaila
ble>

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Copyright null 2021

C:\Users\Public\vbc.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

508928

7.7654598154070165

false
12288:S1LhRC+HyykFZ/6/dn3Vsy167F8E6tLVM89GIkD4G:S1/3SXFZ/ad3VRQ8LraGdp
C7B2BOFA4A71FE33536148C2584DA7DB
D449E0DC0D24447634C61987CF0907FB72CF93A4
DB8923F36B12AC2D21DE6B241E3AC228170456F7DB87DC38552E89F9A4E8903A
EA5BC49B81DCIFC57A47BC4384C1A56C6157D02ACIF53655DA65A96138D5CFA1244B82562D4B7844E89762154CC1C14896CDEB945F832A9436516F96DFC5639
true

e Antivirus: Joe Sandbox ML, Detection: 100%
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Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

330

1.4377382811115937

false

3:vZ/IFFDIwW2fj/FFDIw2fV:vBFFGaFFGS

96114D75E30EBD26B572C1FC83D1D02E
A44EEBDASEB09862AC46346227F06F8CFAF19407
0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EB8BAC6113DC7D69C06ADAA83FAFOF021AD7C8D30600AA8168348BDOFAS
0

true

JAlbuso oo

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Antivirus:

Preview:

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

modified

508928

7.7654598154070165

false

12288:S1LhRC+HyykFZ/6/dn3Vsy167F8E6tLVM89GIkD4G:S1/3SXFZ/ad3VRQ8LraGdp

C7B2BOFA4A71FE33536148C2584DA7DB

D449E0DC0D24447634C61987CF0907FB72CF93A4

DB8923F36B12AC2D21DE6B241E3AC228170456F7DB87DC38552E89F9A4E8903A
EA5BC49B81DCIFC57A47BC4384C1A56C6157D02ACIF53655DA65A96138D5CFA1244B82562D4B7844E89762154CC1C14896CDEB945F832A9436516F96DFC5639

true

e Antivirus: Joe Sandbox ML, Detection: 100%

(S . .
000+ & (L kL0 <

Static File Info

General
File type:

Entropy (8bit):

TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

Copyright null 2021

CDFV2 Encrypted
7.9944183504926105

e Generic OLE2 / Multistream Compound File
(8008/1) 100.00%

TRA-St-0015-001.xIsx

907776

63c2af36e2ec6b0c464889473bal9048
d1d834ca00c0538a448e64e10231a5¢78c09838d

129cd5alfca6d3febd900de6ecbech9e30e22a19d7b2aede
4lee3cleac54981ba

557108c60fedb061cded9fblblc82bcde5ef6dd338476d9
0e134d52a6c05832b03028e537139b61f371a8b4ae05d4
7d3f09ac23a213b9ch3e19e826a6b3fc38e

24576:yG4DPNX84Ad4lsmboKda75Cy6pRxLUpvEFwnN:
yG8PZ84pyZh0yiCsFA
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File Icon

Icon Hash: ede2aaBaadb4bcb4

Static OLE Info

General
Document Type: OLE
Number of OLE Files: 1

OLE File "TRA-St-0015-001.xIsx"

Indicators

Has Summary Info: False
Application Name: unknown
Encrypted Document: True
Contains Word Document Stream: False
Contains Workbook/Book Stream: False
Contains PowerPoint Document Stream: False
Contains Visio Document Stream: False

Contains ObjectPool Stream:
Flash Objects Count:

Contains VBA Macros: False

Streams

Stream Path: \x6DataSpaces/DataSpacelnfo/StrongEncryptionDataSpace, File Type: data, Stream Size: 64

General

Stream Path: \x6DataSpaces/DataSpacelnfo/StrongEncryptionDataSpace

File Type: data

Stream Size: 64

Entropy: 2.73637206947

Base64 Encoded: False

Data ASCIl: 2...S.t.r.o.n.g.E.n.c.r.y.p.t.i.o.n.T.r.a.n.s.f.o.r.m...

Data Raw: 08 00 00 00 01 00 00 00 32 00 00 00 53 00 74 00 72 00 6f 00 6e 00 67 00 45 00 6e 00 63 00
7200 79 00 70 00 74 00 69 00 6f 00 6e 00 54 00 72 00 61 00 6e 00 73 00 66 00 6f 00 72 00
6d 00 00 00

Stream Path: \x6DataSpaces/DataSpaceMap, File Type: data, Stream Size: 112

General

Stream Path: \x6DataSpaces/DataSpaceMap

File Type: data

Stream Size: 112

Entropy: 2.7597816111

Base64 Encoded: False

Data ASCIl: ho oo o ...E.n.c.r.y.p.t.e.d.P.a.c.k.a.g.e.2...S.t.r.c
.n.g.E.n.c.r.y.p.t.i.o.n.D.a.t.a.S.p.a.c.e...

Data Raw: 08 00 00 00 01 00 00 00 68 00 00 00 01 00 00 00 00 00 00 00 20 00 00 00 45 00 6e 00 63 00

7200 79 00 70 00 74 00 65 00 64 00 50 00 61 00 63 00 6b 00 61 00 67 00 65 00 32 00 00 00
5300 74 00 72 00 6f 00 6e 00 67 00 45 00 6e 00 63 00 72 00 79 00 70 00 74 00 69 00 6f 00
6e 00 44 00 61 00 74 00 61 00 53 00 70 00 61 00 63 00 65 00 00 00

Stream Path: \x6DataSpaces/Transforminfo/StrongEncryptionTransform/\x6Primary, File Type: data, Stream Size:

200

General

Stream Path: \x6DataSpaces/TransformInfo/StrongEncryptionTransform/\x6Primary

File Type: data

Stream Size: 200

Entropy: 3.13335930328

Base64 Encoded: False

Data ASCII: X L...{.F.F.9.A.3.F.0.3.-.5.6.E.F.-.4.6.1.3.-.B.D.D.5.-
5.A.4.1.C.1.D.0.7.2.4.6.}.N...M.i.c.r.o.s.o.f.t...C.o.n.t.a.i.n

e.r...E.n.c.r.y.p.t.i,o.n.T.r.a.n.s.f.o.r.m......... ... ...
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General

Data Raw:

Stream Path: \x6DataSpaces/Version, File Type: data, Stream Size: 76

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: EncryptedPackage, File Type: data, Stream Size: 896520

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Encryptioninfo, File Type: data, Stream Size: 224

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Network Behavior

Network Port Distribution

Total Packets: 50

® 53 (DNS)

Copyright null 2021

58 00 00 00 01 00 00 00 4c 00 00 00 7b 00 46 00 46 00 39 00 41 00 33 00 46 00 30 00 33 00
2d 00 35 00 36 00 45 00 46 00 2d 00 34 00 36 00 31 00 33 00 2d 00 42 00 44 00 44 00 35 00
2d 00 35 00 41 00 34 00 31 00 43 00 31 00 44 00 30 00 37 00 32 00 34 00 36 00 7d 00 4e 00
00 00 4d 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 2e 00 43 00 6f 00 6e 00 74 00 61
00 69 00 6e 00 65 00

\x6DataSpaces/Version
data

76

2.79079600998

False

<...M.i.c.r.o.s.o.f.t...C.o.n.t.a.i.n.e.r...D.a.t.a.S.p.a.c.e.s.

3c 00 00 00 4d 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 2e 00 43 00 6f 00 6e 00 74
00 61 00 69 00 6e 00 65 00 72 00 2e 00 44 00 61 00 74 00 61 00 53 00 70 00 61 00 63 00 65
00 73 00 01 00 00 00 01 00 00 00 01 00 00 00

EncryptedPackage
data

896520
7.99976973003

True

3 ad 0d 00 00 00 00 00 f0O 1d 2b 6f dO 5d dO 0d f9 40 84 af d3 80 20 67 73 4a f2 ad 6a c5 a0
cd c9 5e 36 8d f6 be cO bc 03 fO0 e8 18 05 41 3e bb 27 da f3 eb 77 bc 70 ca 56 3d 2c 3b 4a dc
5f 42 65 46 b4 a2 0f 92 ba d3 05 04 Ob 18 88 d8 80 el 02 d5 af Ob 46 07 ec 5a 05 04 Ob 18 88
d8 80 el 02 d5 af Ob 46 07 ec 5a 05 04 Ob 18 88 d8 80 el 02 d5 af Ob 46 07 ec 5a 05 04 Ob
1888 d8 80 el

Encryptioninfo

data

224

4.55845197116

False

R $... o M.i.c.r.o.s.o.f.t. .E.n.h.,
.n.c.e.d. .R.S.A. .a.n.d. . A.E.S. .C.r.y.p.t.o.g.r.a.p.h.i.c.
P.r.o.v.i.d.e.r........ [qg.n$...>..0..... G..[...n%C..h&.......... >,
1{sSJ."...... K/ #M... ..

04 00 02 00 24 00 00 00 8c 00 00 00 24 00 00 00 00 00 00 00 Oe 66 00 00 04 80 00 00 80 00
00 00 18 00 00 00 00 00 00 00 00 00 00 00 4d 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00
74 00 20 00 45 00 6e 00 68 00 61 00 6e 00 63 00 65 00 64 00 20 00 52 00 53 00 41 00 20 00
61 00 6e 00 64 00 20 00 41 00 45 00 53 00 20 00 43 00 72 00 79 00 70 00 74 00 6f 00 67 00
72006100 70 00 68 00
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@ 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 27, 2021 20:35:07.590151072 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:07.748012066 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:07.748229027 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:07.757462025 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:07.915226936 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:07.921597958 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:07.921638966 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:07.921669960 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:07.921843052 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:07.967900038 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:08.129703045 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:08.129851103 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.671431065 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.834105968 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.834187984 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.834243059 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.834299088 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.834338903 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.834352970 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.834389925 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.834424019 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.834462881 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.834484100 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.834501028 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.834537983 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.834567070 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.834592104 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.834647894 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.834705114 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.834719896 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.834908962 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.836659908 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.994482040 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.994538069 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.994570971 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.994600058 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.994640112 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.994677067 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.994714975 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.994751930 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.994790077 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.994796991 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.994831085 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.994837046 CET 443 49165 162.241.148.128 192.168.2.22
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 27, 2021 20:35:09.994867086 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.994879961 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.994899035 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.994913101 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.994927883 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.994945049 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.994977951 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.994988918 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.995068073 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.995132923 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.995172977 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.995274067 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.995351076 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.995373011 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.995441914 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.995445967 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.995482922 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.995507956 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.995521069 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:09.995533943 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:09.995563984 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:10.001457930 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:10.153412104 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:10.153491020 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:10.153531075 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:10.153568029 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:10.153606892 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:10.153614044 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:10.153634071 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:10.153656960 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:10.153666019 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:10.153709888 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:10.153717041 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:10.153757095 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:10.153793097 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:10.153795004 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:10.153820992 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:10.153834105 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:10.153846025 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:10.153871059 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:10.153908968 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:10.153934002 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:10.153949022 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:10.153960943 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:10.153990030 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:10.153995991 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:10.154040098 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:10.154056072 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:10.154078007 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:10.154088974 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:10.154115915 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:10.154134035 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:10.154155016 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:10.154192924 CET 443 49165 162.241.148.128 192.168.2.22
Jan 27, 2021 20:35:10.154217005 CET 49165 443 192.168.2.22 162.241.148.128
Jan 27, 2021 20:35:10.154231071 CET 443 49165 162.241.148.128 192.168.2.22

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jan 27, 2021 20:35:07.327306032 CET 52197 53 192.168.2.22 8.8.8.8
Jan 27, 2021 20:35:07.516894102 CET 53 52197 8.8.8.8 192.168.2.22
Jan 27, 2021 20:35:07.517139912 CET 52197 53 192.168.2.22 8.8.8.8
Jan 27, 2021 20:35:07.573364019 CET 53 52197 8.8.8.8 192.168.2.22
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Timestamp

Jan 27, 2021 20:35:08.400657892 CET
Jan 27, 2021 20:35:08.448559046 CET
Jan 27, 2021 20:35:08.454209089 CET
Jan 27, 2021 20:35:08.502331018 CET
Jan 27, 2021 20:35:08.989140034 CET
Jan 27, 2021 20:35:09.045689106 CET
Jan 27, 2021 20:35:09.051862001 CET
Jan 27, 2021 20:35:09.110131025 CET

DNS Queries

Timestamp

Jan 27, 2021 20:35:07.327306032 CET

Jan 27, 2021 20:35:07.517139912 CET

DNS Answers
Timestamp Source IP Dest IP
Jan 27, 2021 8.8.8.8 192.168.2.22
20:35:07.516894102
CET
Jan 27, 2021 8.8.8.8 192.168.2.22
20:35:07.573364019
CET
HTTPS Packets

Source
Timestamp Source IP Port
Jan 27, 2021 162.241.148.128 443
20:35:07.921669960
CET

Code Manipulations

Statistics

Behavior

Copyright null 2021

Dest IP

Source Port

53099
53
52838
53
61200
53
49548
53
Source IP Dest IP
192.168.2.22 8.8.8.8
192.168.2.22 8.8.8.8
Trans ID Reply Code
0x1168 No error (0)
0x1168 No error (0)
Dest
Port  Subject

192.168.2.22 49165 CN=webmail.spicesherbs.in
CN=R3, O=Let's Encrypt,

C=USs CN=DST Root 14:59:03
CA X3, O=Digital CET
Signature Trust 2020
Co. Wed Oct
07
21:21:40
CEST
2020
CN=R3, O=Let's Encrypt, CN=DST Root Wed Oct
C=USs CA X3, O=Digital 07
Signature Trust  21:21:40
Co. CEST
2020
@ EXCEL.EXE
® EQNEDT32.EXE
@ vbc.exe
@ schtasks.exe
@ vbc.exe
@ vbc.exe
® vhc.exe
@ vbc.exe
vbc.exe

Dest Port
53

53099

53

52838

53

61200

53

49548

Trans ID

0x1168

0x1168

Name

spicesherbs.in

spicesherbs.in

Issuer

CN=R3, O=Let's
Encrypt, C=US 20

Source IP
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8

OP Code

Standard query
(0)
Standard query
(0)

CName

Not
Before

Sun Dec

Dest IP
8.8.8.8

192.168.2.22

8.8.8.8

192.168.2.22

8.8.8.8

192.168.2.22

8.8.8.8

192.168.2.22

Name Type

spicesherbs.in

spicesherbs.in

Address Type

162.241.148.128 A (IP address)

162.241.148.128 A (IP address)

Not JA3 SSL Client
After Fingerprint

Sat Mar 771,49192-49191-
20 49172-49171-159-
14:59:03 158-57-51-157-
CET 156-61-60-53-47-
2021 49196-49195-
Wed 49188-49187-
Sep29 49162-49161-106-
21:21:40 64-56-50-10-19,0-
CEST  10-11-13-23-
2021 65281,23-24,0
Wed

Sep 29

21:21:40

CEST

2021

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

JA3 SSL Client Digest

7dcce5b76c8b17472d024
758970a406b
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@

System Behavior

Click to jump to process

Analysis Process

: EXCEL.EXE PID: 1100 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Reputation:

20:34:46
27/01/2021

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

false

‘C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding

0x13fba0000

27641504 bytes

5FBOAOF93382ECD19F5F499A5CAA59F0

true

true

C, C++ or other language

high

File Activities

File Path

Old File Path

File Written

File Path

C:\Users\user\Desktop\~$TRA-St-0015-001.xIsx

Copyright null 2021

Access Attributes
New File Path
Offset Length Value Ascii
unknown 55 05416¢62757320 .user

20202020 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20

Options Completion

Completion

Completion

success or wait

Source
Count Address Symbol

Source
Count Address Symbol

Source
Count Address Symbol
1 13FDEF526 WriteFile
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File Path Offset Length Value Ascii Completion

C:\Users\user\Desktop\~$TRA-St-0015-001.xIsx unknown 110 050041006c0062 .Albus............ success or wait
00750073002000 ...t
20002000200020 ...
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00

C:\Users\user\Desktop\~$TRA-St-0015-001.xIsx unknown 55 05416¢62757320 .user success or wait

20 20 20 20 20 20 20
20 20 20 20 20 20 20
20 20 20 20 20 20 20
20 20 20 20 20 20 20
20 20 20 20 20 20 20
20 20 20 20 20 20 20
20 20 20 20 20 20

C:\Users\user\Desktop\~$TRA-St-0015-001.xIsx unknown 110 050041006c0062 .Albus............ success or wait
00 75 00 73 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00

File Path Offset Length Completion

Registry Activities

Key Created

Key Path Completion
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems success or wait

Key Value Created

Key Path Name Type Data Completion

HKEY_CURRENT_USER\Software\Mic 7c6 binary 37 63 36 00 4C 04 00 00 02 00 00 00 success or wait
rosoft\Office\14.0\Excel\Resiliency\Startupltems 00 00 00 00 56 00 00 00 01 00 00 00

2A 00 00 00 20 00 00 00 74 00 72 00

61 00 2D 00 73 00 74 00 2D 00 30 00

30 00 31 00 35 00 2D 00 6F 00 30 00

31 00 2E 00 78 00 6C 00 73 00 78 00

00 00 74 00 72 00 61 00 2D 00 73 00

74 00 2D 00 30 00 30 00 31 00 35 00

2D 00 6F 00 30 00 31 00 00 00

Key Path Name Type Old Data New Data Completion

Source

Count Address Symbol

1

1

1

13FDEF591 WriteFile

13FDEF526 WriteFile

13FDEF591 WriteFile

Source

Count Address Symbol

Source
Count Address Symbol

7FEEAC59ACO unknown

Source
Count Address Symbol

7FEEAC59ACO unknown

Source

Count Address Symbol

Analysis Process: EQNEDT32.EXE PID: 2556 Parent PID: 584

General
Start time: 20:35:06
Start date: 27/01/2021

Copyright null 2021
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Path: C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE
Wow64 process (32bit): true

Commandline: ‘C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE' -Embedding

Imagebase: 0x400000

File size: 543304 bytes

MD5 hash: A87236E214F6D42A65F5DEDAC816AECS
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Key Created
Source
Key Path Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\Equation Editor success or wait 1 41369F RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\Equation Editor\3.0 success or wait 1 41369F RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\Equation Editor\3.0\Options success or wait 1 41369F RegCreateKeyExA
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: vbc.exe PID: 2720 Parent PID: 2556
General
Start time: 20:35:10
Start date: 27/01/2021
Path: C:\Users\Public\vbc.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

false

‘C:\Users\Public\vbc.exe’

0xbf0000

508928 bytes
C7B2BOFA4A71FE33536148C2584DA7DB
true

true

Net C# or VB.NET

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000004.00000002.2169610523.0000000012381000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000004.00000002.2169610523.0000000012381000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000002.2169610523.0000000012381000.00000004.00000001.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000004.00000002.2169219241.00000000023DE000.00000004.00000001.sdmp,
Author: Joe Security

Reputation: low
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File Activities

File Created

File Path
C:\Users\user\AppData\Roaming\XaHKwnPuj.exe

C:\Users\user\AppData\Local\Temp\tmp2222.tmp

File Deleted

File Path
C:\Users\user\AppData\Local\Temp\tmp2222.tmp

File Written

File Path
C:\Users\user\AppData\Roaming\XaHKwnPuj.exe

Copyright null 2021

Offset
0

Source
Access Attributes Options Completion Count Address Symbol
read data or list device | sparse sequential only | success or wait 1 7FEEQ997835A CopyFileW
directory | read file non directory
attributes | file
delete | syn
chronize |
generic write
read attributes | device | sparse synchronousio success or wait 1 7FEE92A06C8 GetTempFileNameW
synchronize |  file non alert | non
generic read directory file
Source
Completion Count Address Symbol
success or wait 1 7TFEE92A0850 DeleteFileW
Source

Length Value Ascii Completion Count Address Symbol
65536 4d 5a 9000 03 0000 MZ.... success or wait 8 7FEEQ997835A CopyFilewW

00 04 00 00 00 ff ff
00 00 b8 00 00 00 0O ... L.IThis program
00 00 00 40 00 00 00 cannot be run in DOS

00 00 00 00 00 00 00 mode....

00 000000000000 $.......PE..L...=."

00 00 00 00 00 00 00 "..
00 00 00 00 00 00 QO ...
00 00 00 00 80 00 QO ...
00 Oe 1fba0e 00 b4 ...............
09 cd 21 b8 01 4c cd
21546869 73 20 70

72 6f 67 72 61 6d 20

63 61 6e 6e 6f 74 20

62 65 20 72 75 6e 20

69 6e 20 44 4f 53 20

6d 6f 64 65 2e 0d 0d

0a 24 00 00 00 00 00

00 00 50 45 00 00 4c

01 03 00 a4 3d 11 60

00 00 00 00 00 00 00

00 €0 00 22 00 Ob 01

50 00 00 b8 07 00 00

0a 00 00 00 00 00 00

a2 d6 07 00 00 20 00

00 00 e0 07 00 00 00

40 00 00 20 00 00 00

02 00 00 04 00 00 00

00 00 00 00 04 00 00

00 00 00 00 00 00 20

08 00 00 02 00 00 00

00 00 00 02 00 40 85

00 00 10 00 00 10 00

00 00 00 10 00 00 10

00 00 00 00 00 00 10

00 00 00 00 00 00 00

00 00 00
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File Path

C:\Users\user\AppData\Local\Temp\tmp2222.tmp

Offset Length Value

unknown 1621

3c 3f 78 6d 6¢ 20 76
65 72 73 69 6f 6e 3d
22 31 2e 30 22 20 65
6e 63 6f 64 69 6e 67
3d 22 55 54 46 2d 31
36 22 3f 3e 0d Oa 3c
54 61 73 6b 20 76 65
72 73 69 6f 6e 3d 22
312e 32222078 6d
6¢c 6e 73 3d 22 68 74
7470 3a 2f 2f 73 63
68 65 6d 61 73 2e 6d
69 63 72 6f 73 6f 66
74 2e 63 6f 6d 2f 77
69 6e 64 6f 77 73 2f
32303034 2f3032
2f 6d 69 74 2f 74 61
73 6b 22 3e 0d 0a 20
20 3¢ 526567 69 73
7472 61 74 69 6f 6e
49 6e 66 6f 3e 0d Oa
20202020 3c 44 61
74 65 3e 3230 31 34
2d 3130 2d 32 3554
3134 3a32373a34
34 2e 38 39 32 39 30
32373c2f446174
65 3e 0d 0a 20 20 20
20 3c 41 75 74 68 6f
72 3e 41 4c 425553
2d 50 43 5¢ 41 6¢ 62
75733c2f417574
68 6f 72 3e 0d Oa 20
20 3c 2f 52 65 67 69
73747261 74 69 6f
6e 49 6e 66 6f 3e 0d
0a 20 20

Ascii

<?xml version="1.0"
encoding="UTF-16"?>..
<Task version="1.2"
xmlns="http://schemas.mic
roso
ft.com/windows/2004/02/m
it/task">..
<RegistrationInfo>..
<Date>2014-10-
25T14:27:44.892
9027</Date>..
<Author>user-
PC\user</Author>..
</Registrationinfo>..

Completion

success or wait

Count

1

Source

Address Symbol

7FEE929A5B4 WriteFile

File Read
Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 7FEEA30AEED unknown
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 7FEEA30AEED unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_64\mscorlib\f890 unknown 176 success or wait 1 7FEEA39F29F ReadFile
61884b75dab0e3967d7221e5290d\mscorlib.ni.dll.aux
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 7FEEA30BA45 ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.vV99 unknown 1708 success or wait 1 7FEEA39F29F ReadFile
21e851#\85a40a6654f0aac2a2c52d1deb4d3f17\Microsoft.VisualBasic.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_64\System\60b775 unknown 620 success or wait 1 7FEEA39F29F ReadFile
85c8aa9cfd1b30a64092c81041\System.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Core\d unknown 900 success or wait 1 7FEEA39F29F ReadFile
1da4b8a843ec63bb8be25f8202bedc1\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Window unknown 1720 success or wait 1 7FEEA39F29F ReadFile
s.Forms\37004ddc6f466d807c52ca3b7f9f9827\System.Windows.Forms.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Drawin unknown 584 success or wait 1 7FEEA39F29F ReadFile
0g\43de4al77616225e9b6262468e1c3b53\System.Drawing.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Runt73 unknown 1276 success or wait 1 7FEEA39F29F ReadFile
alfc9d#\51c132146f0baa62b3cclcc827581d0f\System.Runtime.Remoting.ni.dll.aux

Analysis Process: schtasks.exe PID: 2920 Parent PID: 2720
General
Start time: 20:35:13
Start date: 27/01/2021
Path: C:\Windows\System32\schtasks.exe

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Copyright null 2021

false

'C:\Windows\System32\schtasks.exe' /Create /TN 'Updates\XaHKwnPuj' /XML 'C:\User
s\user\AppData\Local\Temp\tmp2222.tmp'

0xffa90000

285696 bytes
97EOEC3D6D99E8CC2B17EF2D3760E8FC

true
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Has administrator privileges:

Programmed in:

true

C, C++ or other language

Reputation: moderate
File Activities
File Read
Source
File Path Offset Length Completion Count Address  Symbol
C:\Users\user\AppData\Local\Temp\tmp2222.tmp unknown 2 success or wait 1 FFA9DBSE ReadFile
C:\Users\user\AppData\Local\Temp\tmp2222.tmp unknown 1622 success or wait 1 FFA9DC8C ReadFile
Analysis Process: vhc.exe PID: 2928 Parent PID: 2720
General
Start time: 20:35:13
Start date: 27/01/2021
Path: C:\Users\Public\vbc.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Users\Public\vbc.exe

0xbf0000

508928 bytes
C7B2BOFA4A71FE33536148C2584DA7DB
true

true

C, C++ or other language

Reputation: low
Analysis Process: vhc.exe PID: 2476 Parent PID: 2720
General
Start time: 20:35:14
Start date: 27/01/2021
Path: C:\Users\Public\vbc.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Users\Public\vbc.exe

0xbf0000

508928 bytes
C7B2BOFA4A71FE33536148C2584DA7DB
true

true

C, C++ or other language

Reputation: low
Analysis Process: vhc.exe PID: 2472 Parent PID: 2720
General
Start time: 20:35:14
Start date: 27/01/2021
Path: C:\Users\Public\vbc.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

Copyright null 2021

false
C:\Users\Public\vbc.exe
0xbf0000

508928 bytes
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MD5 hash:
Has elevated privileges:
Has administrator privileges:

Programmed in:

C7B2BOFA4A71FE33536148C2584DA7DB
true
true

C, C++ or other language

Reputation: low
Analysis Process: vhc.exe PID: 2456 Parent PID: 2720
General
Start time: 20:35:15
Start date: 27/01/2021
Path: C:\Users\Public\vbc.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Users\Public\vbc.exe

0xbf0000

508928 bytes
C7B2BOFA4A71FE33536148C2584DA7DB
true

true

C, C++ or other language

Reputation: low
Analysis Process: vhc.exe PID: 2884 Parent PID: 2720
General
Start time: 20:35:15
Start date: 27/01/2021
Path: C:\Users\Public\vbc.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Disassembly

Code Analysis

Copyright null 2021

false

C:\Users\Public\vbc.exe

0xbf0000

508928 bytes
C7B2BOFA4A71FE33536148C2584DA7DB
true

true

C, C++ or other language

low
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