
ID: 345209
Cookbook: browseurl.jbs
Time: 20:36:12
Date: 27/01/2021
Version: 31.0.0 Emerald
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Analysis Report https://mobile1austin.com/Title-docs/RD-FITT…

Overview

General Information

Sample URL: https://mobile1austin
.com/Title-docs/RD-FITT

Analysis ID: 345209

Most interesting Screenshot:

Detection

HTMLPhisherHTMLPhisher

Score: 68

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for subAntivirus / Scanner detection for sub……

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Yara detected HtmlPhish_10

Yara detected HtmlPhish_10

Yara detected HtmlPhish_10

Yara detected HtmlPhish_10

Yara detected HtmlPhish_10

Yara detected HtmlPhish_10

Yara detected HtmlPhish_10Yara detected HtmlPhish_10

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on logPhishing site detected (based on log……

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of HTML body contains low number of ……

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URLHTML title does not match URL

Invalid T&C link found

Invalid T&C link found

Invalid T&C link found

Invalid T&C link found

Invalid T&C link found

Invalid T&C link found

Invalid T&C link foundInvalid T&C link found

Classification

Malware Configuration

Sigma Overview

No Sigma rule has matched

Signature Overview

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

iexplore.exe (PID: 2324 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 5888 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:2324 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
cleanup

No configs have been found

Source Rule Description Author Strings

C:\Users\user\AppData\Local\Microsoft\Windows\INet
Cache\IE\0MX4YUS9\RD-FITT[1].htm

JoeSecurity_HtmlPhish_10 Yara detected 
HtmlPhish_10

Joe Security

Startup

Yara Overview

Dropped Files
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• AV Detection

• Phishing

• Compliance

• Networking

• System Summary

Click to jump to signature section

AV Detection:

Antivirus / Scanner detection for submitted sample

Antivirus detection for URL or domain

Phishing:

Yara detected HtmlPhish_10

Phishing site detected (based on logo template match)

Compliance:

Uses new MSVCR Dlls

Uses secure TLS version for HTTPS connections

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation

Defense
Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and
Control

Network
Effects

Remote
Service
Effects Impact

Valid
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Windows
Management
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Path
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Process
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Masquerading 1 OS
Credential
Dumping

File and
Directory
Discovery 1

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 2

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or
Logon
Initialization
Scripts

Process
Injection 1

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Non-
Application
Layer
Protocol 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Device
Lockout

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon
Script
(Windows)

Obfuscated Files
or Information

Security
Account
Manager

Query
Registry

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Behavior Graph
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Behavior Graph

ID: 345209

URL: https://mobile1austin.com/T...

Startdate: 27/01/2021

Architecture: WINDOWS

Score: 68

mobile1austin.com

Antivirus detection
for URL or domain

Antivirus / Scanner
detection for submitted

sample
Yara detected HtmlPhish_10

Phishing site detected
(based on logo template

match)

iexplore.exe

1 52

        started       

microsoftwindows.112.2o7.net mem.gfx.ms assets.onestore.ms

iexplore.exe

2 106

        started       

mobile1austin.com

162.241.70.248, 443, 49714, 49715

OIS1US

United States

liveperson.map.fastly.net

151.101.1.192, 443, 49752, 49753

FASTLYUS

United States

12 other IPs or domains

C:\Users\user\AppData\...\RD-FITT[1].htm, HTML

dropped

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

https://mobile1austin.com/Title-docs/RD-FITT 2% Virustotal Browse

https://mobile1austin.com/Title-docs/RD-FITT 0% Avira URL Cloud safe

https://mobile1austin.com/Title-docs/RD-FITT 100% SlashNext Fake Login Page 
type: Phishing & 
Social Engineering

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

cs1227.wpc.alphacdn.net 0% Virustotal Browse

liveperson.map.fastly.net 0% Virustotal Browse

mobile1austin.com 0% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

Copyright null 2021 Page 7 of 48

https://www.virustotal.com/gui/url/d02e6840c13b58e9beb53cfb4e2f1a806a37a52d5946ea0a389913e1c9cefba9/detection/u-d02e6840c13b58e9beb53cfb4e2f1a806a37a52d5946ea0a389913e1c9cefba9-1611775122
https://www.virustotal.com/gui/url/e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072/detection/u-e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072-1602120053
https://www.virustotal.com/gui/url/853e3a779850705756e8dddc9669a5b18e71083184d321e76b3b6cea5d97a3f5/detection/u-853e3a779850705756e8dddc9669a5b18e71083184d321e76b3b6cea5d97a3f5-1585787940
https://www.virustotal.com/gui/url/e95f2d24053befb84d2d7599849a67c6492f253af74e932b1d55aa4926dc5ca9/detection/u-e95f2d24053befb84d2d7599849a67c6492f253af74e932b1d55aa4926dc5ca9-1560957468


Source Detection Scanner Label Link

https://mobile1austin.com/Title-docs/RD-FITT/ 100% SlashNext Fake Login Page 
type: Phishing & 
Social Engineering

https://assets.onestore.ms 0% URL Reputation safe

https://assets.onestore.ms 0% URL Reputation safe

https://assets.onestore.ms 0% URL Reputation safe

https://www.youradchoices.ca/fr 0% URL Reputation safe

https://www.youradchoices.ca/fr 0% URL Reputation safe

https://www.youradchoices.ca/fr 0% URL Reputation safe

https://www.microsoftstore.com.cn/hardware/accessories/xbox 0% Avira URL Cloud safe

https://mem.gfx.ms/meversion?partner=MSHomePage&market=de-ch&uhf=1 0% URL Reputation safe

https://mem.gfx.ms/meversion?partner=MSHomePage&market=de-ch&uhf=1 0% URL Reputation safe

https://mem.gfx.ms/meversion?partner=MSHomePage&market=de-ch&uhf=1 0% URL Reputation safe

https://www.microsoftstore.com.cn/xbox 0% Avira URL Cloud safe

https://privacy.micros 0% URL Reputation safe

https://privacy.micros 0% URL Reputation safe

https://privacy.micros 0% URL Reputation safe

https://www.microsoftstore.com.cn/hardware/surface 0% Avira URL Cloud safe

https://www.youradchoices.ca 0% URL Reputation safe

https://www.youradchoices.ca 0% URL Reputation safe

https://www.youradchoices.ca 0% URL Reputation safe

https://www.microsoftstore.com.cn/checkout 0% URL Reputation safe

https://www.microsoftstore.com.cn/checkout 0% URL Reputation safe

https://www.microsoftstore.com.cn/checkout 0% URL Reputation safe

https://www.microsoftstore.com.cn/cart 0% URL Reputation safe

https://www.microsoftstore.com.cn/cart 0% URL Reputation safe

https://www.microsoftstore.com.cn/cart 0% URL Reputation safe

https://www.microsoftstore.com.cn/hardware/xbox 0% Avira URL Cloud safe

https://www.microsoftstore.com.cn/surface 0% Avira URL Cloud safe

https://mobile1austin.com/Title-Root 0% Avira URL Cloud safe

https://www.microsoftstore.com.cn/software/microsoft-365 0% Avira URL Cloud safe

https://mem.gfx.ms 0% URL Reputation safe

https://mem.gfx.ms 0% URL Reputation safe

https://mem.gfx.ms 0% URL Reputation safe

https://release.moscnuat.com 0% URL Reputation safe

https://release.moscnuat.com 0% URL Reputation safe

https://release.moscnuat.com 0% URL Reputation safe

fontello.comiconsRegulariconsiconsVersion 0% URL Reputation safe

fontello.comiconsRegulariconsiconsVersion 0% URL Reputation safe

fontello.comiconsRegulariconsiconsVersion 0% URL Reputation safe

https://getbootstrap.com) 0% Avira URL Cloud safe

https://www.microsoft. 0% URL Reputation safe

https://www.microsoft. 0% URL Reputation safe

https://www.microsoft. 0% URL Reputation safe

https://www.microsoftstore.com.cn/hardware/accessories/surface 0% Avira URL Cloud safe

https://mobile1austin.com/Title-docs/RD-FITT/Root 0% Avira URL Cloud safe

https://www.microsoftstore.com.cn/microsoft-365/microsoft-365 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

microsoftwindows.112.2o7.net 15.237.76.117 true false high

cdnjs.cloudflare.com 104.16.18.94 true false high

cs1227.wpc.alphacdn.net 192.229.221.185 true false 0%, Virustotal, Browse unknown

liveperson.map.fastly.net 151.101.1.192 true false 0%, Virustotal, Browse unknown

mobile1austin.com 162.241.70.248 true false 0%, Virustotal, Browse unknown

stackpath.bootstrapcdn.com unknown unknown false high

logincdn.msauth.net unknown unknown false unknown

URLs

Domains and IPs

Contacted Domains

Copyright null 2021 Page 8 of 48

https://www.virustotal.com/gui/url/e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072/detection/u-e07863bd42cf248ee6c691a2a0bddc0fe6f3c99848c84447ad878d9a5a2aa072-1602120053
https://www.virustotal.com/gui/url/853e3a779850705756e8dddc9669a5b18e71083184d321e76b3b6cea5d97a3f5/detection/u-853e3a779850705756e8dddc9669a5b18e71083184d321e76b3b6cea5d97a3f5-1585787940
https://www.virustotal.com/gui/url/e95f2d24053befb84d2d7599849a67c6492f253af74e932b1d55aa4926dc5ca9/detection/u-e95f2d24053befb84d2d7599849a67c6492f253af74e932b1d55aa4926dc5ca9-1560957468


code.jquery.com unknown unknown false high

publisher.liveperson.net unknown unknown false high

maxcdn.bootstrapcdn.com unknown unknown false high

assets.onestore.ms unknown unknown false unknown

ajax.aspnetcdn.com unknown unknown false high

mem.gfx.ms unknown unknown false unknown

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

https://mobile1austin.com/Title-docs/RD-FITT/ true SlashNext: Fake Login Page type: Phishing & 
Social Engineering

unknown

Name Source Malicious Antivirus Detection Reputation

https://outlook.live.com/owa/ de-ch[1].htm.2.dr false high

https://signin.kissmetrics.com/privacy/#controls privacystatement[1].htm.2.dr false high

https://www.onenote.com/?omkt=de-CH de-ch[1].htm.2.dr false high

https://login.skype.com/login privacystatement[1].htm.2.dr false high

https://www.acuityads.com/opt-out/ privacystatement[1].htm.2.dr false high

https://code.jquery.com/jquery-3.2.1.slim.min.js RD-FITT[1].htm0.2.dr false high

https://www.optimizely.com/legal/opt-out/ privacystatement[1].htm.2.dr false high

https://products.office.com/de-ch/academic/compare-
office-365-education-plans

de-ch[1].htm.2.dr false high

https://assets.onestore.ms de-ch[1].htm.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://www.youradchoices.ca/fr privacystatement[1].htm.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://www.skype.com/de/ de-ch[1].htm.2.dr false high

www.asp.net/ajaxlibrary/CDN.ashx. privacystatement[1].htm.2.dr false high

https://www.microsoftstore.com.cn/hardware/accessories/xbox
iframe[1].htm.2.dr false Avira URL Cloud: safe unknown

https://publisher.liveperson.net/iframe-le-
tag/iframe.html?lpsite=60270350&lpsection=store-sales

de-ch[1].htm.2.dr false high

https://mem.gfx.ms/meversion?
partner=MSHomePage&market=de-ch&uhf=1

de-ch[1].htm.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://va.idp.liveperson.net iframe[1].htm.2.dr false high

https://www.privacyshield.gov/welcome privacystatement[1].htm.2.dr false high

https://github.com/twbs/bootstrap/graphs/contributors) bootstrap.min[1].js.2.dr false high

https://ondemand.webtrends.com/support/optout.asp privacystatement[1].htm.2.dr false high

https://www.microsoftstore.com.cn/xbox iframe[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.appsflyer.com/optout privacystatement[1].htm.2.dr false high

https://privacy.micros {78D3FB75-6122-11EB-90E6-ECF4B
B82F7E0}.dat.1.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://www.appnexus.com/ privacystatement[1].htm.2.dr false high

https://www.instagram.com/microsoftch/ de-ch[1].htm.2.dr false high

https://www.microsoftstore.com.cn/hardware/surface iframe[1].htm.2.dr false Avira URL Cloud: safe unknown

https://publisher.liveperson.net/iframe-le-
tag/iframe.html?lpsite=60270350&lpsection=store-sales-de-

{78D3FB75-6122-11EB-90E6-ECF4B
B82F7E0}.dat.1.dr

false high

https://publisher.liveperson.net de-ch[1].htm.2.dr false high

opensource.org/licenses/MIT). popper.min[1].js.2.dr false high

https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.
min.js

RD-FITT[1].htm0.2.dr false high

https://www.youradchoices.ca privacystatement[1].htm.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://priv-
policy.imrworldwide.com/priv/browser/us/en/optout.html

privacystatement[1].htm.2.dr false high

github.com/requirejs/almond/LICENSE 50-f1e180[1].js.2.dr false high

https://www.youronlinechoices.com/ privacystatement[1].htm.2.dr false high

https://www.here.com/) privacystatement[1].htm.2.dr false high

Contacted URLs

URLs from Memory and Binaries
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https://www.microsoftstore.com.cn/checkout iframe[1].htm.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.apache.org/licenses/LICENSE-2.0 social[1].js.2.dr false high

https://www.aboutads.info/ privacystatement[1].htm.2.dr false high

https://www.adjust.com/opt-out/ privacystatement[1].htm.2.dr false high

https://microsoftwindows.112.2o7.net de-ch[1].htm.2.dr false high

https://onedrive.live.com/about/de-ch/ de-ch[1].htm.2.dr false high

https://www.xbox.com/managedatacollection privacystatement[1].htm.2.dr false high

https://www.xbox.com/legal/codeofconduct privacystatement[1].htm.2.dr false high

github.com/requirejs/requirejs/LICENSE de-ch[1].htm.2.dr false high

https://lpcdn.lpsnmedia.net iframe[1].htm.2.dr false high

https://va.msg.liveperson.net iframe[1].htm.2.dr false high

https://www.microsoftstore.com.cn/cart iframe[1].htm.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://www.microsoftstore.com.cn/hardware/xbox iframe[1].htm.2.dr false Avira URL Cloud: safe unknown

https://developer.yahoo.com/flurry/end-user-opt-out/ privacystatement[1].htm.2.dr false high

fontello.com icons[1].eot.2.dr false high

https://www.microsoftstore.com.cn/surface iframe[1].htm.2.dr false Avira URL Cloud: safe unknown

https://aka.ms/kinectprivacy/ privacystatement[1].htm.2.dr false high

https://www.youtube.com/user/MicrosoftCH de-ch[1].htm.2.dr false high

https://mobile1austin.com/Title-Root {78D3FB75-6122-11EB-90E6-ECF4B
B82F7E0}.dat.1.dr

false Avira URL Cloud: safe unknown

https://stackpath.bootstrapcdn.com/bootstrap/4.1.3/js/bootstra
p.min.js

RD-FITT[1].htm0.2.dr false high

https://www.xbox.com privacystatement[1].htm.2.dr false high

https://ec.europa.eu/info/law/law-topic/data-
protection/data-transfers-outside-eu/adequacy-protectio

privacystatement[1].htm.2.dr false high

https://www.microsoftstore.com.cn/software/microsoft-
365

iframe[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.clicktale.net/disable.html privacystatement[1].htm.2.dr false high

https://getbootstrap.com/) bootstrap.min[1].js0.2.dr false high

https://mem.gfx.ms de-ch[1].htm.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://release.moscnuat.com iframe[1].htm.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

github.com/requirejs/domReady de-ch[1].htm.2.dr false high

https://schema.org/ItemList de-ch[1].htm.2.dr false high

https://lpcdn.lpsnmedia.net/le_unified_window/9.12.0.19-
release_4769/resources/loader_on_warmGray5_7

iframe[1].htm.2.dr false high

https://twitter.com/microsoft_ch de-ch[1].htm.2.dr false high

https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/pop
per.min.js

RD-FITT[1].htm0.2.dr false high

fontello.comiconsRegulariconsiconsVersion icons[1].eot.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://getbootstrap.com) bootstrap.min[1].js.2.dr false Avira URL Cloud: safe low

https://support.xbox.com/help/family-online-
safety/online-safety/manage-online-safety-and-privacy-se

privacystatement[1].htm.2.dr false high

https://www.macromedia.com/support/documentation/en/flash
player/help/settings_manager.html

privacystatement[1].htm.2.dr false high

https://www.microsoft. {78D3FB75-6122-11EB-90E6-ECF4B
B82F7E0}.dat.1.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://www.linkedin.com/company/1035 de-ch[1].htm.2.dr false high

https://www.microsoftstore.com.cn/hardware/accessories/surfa
ce

iframe[1].htm.2.dr false Avira URL Cloud: safe unknown

https://github.com/twbs/bootstrap/blob/master/LICENSE) bootstrap.min[1].js.2.dr false high

https://www.xbox.com/ de-ch[1].htm.2.dr false high

github.com/aFarkas/lazysizes de-ch[1].htm.2.dr false high

https://mobile1austin.com/Title-docs/RD-FITT/ {78D3FB75-6122-11EB-90E6-ECF4B
B82F7E0}.dat.1.dr

true SlashNext: Fake Login Page type: 
Phishing & Social Engineering

unknown

https://github.com/h5bp/html5-
boilerplate/blob/master/src/css/main.css

app[1].css.2.dr false high

https://logo.clearbit.com/ RD-FITT[1].htm0.2.dr false high

Name Source Malicious Antivirus Detection Reputation
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General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 345209

Start date: 27.01.2021

Start time: 20:36:12

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 4m 38s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://mobile1austin.com/Title-docs/RD-FITT

https://www.linkedin.com/legal/privacy-policy privacystatement[1].htm.2.dr false high

schema.org/Organization de-ch[1].htm.2.dr false high

https://mobile1austin.com/Title-docs/RD-FITT/Root {78D3FB75-6122-11EB-90E6-ECF4B
B82F7E0}.dat.1.dr

true Avira URL Cloud: safe unknown

https://channel9.msdn.com/ de-ch[1].htm.2.dr false high

https://aka.ms/DPA privacystatement[1].htm.2.dr false high

https://support.xbox.com/help/friends-social-
activity/community/use-safety-settings

privacystatement[1].htm.2.dr false high

https://www.xbox.com/Legal/ThirdPartyDataSharing privacystatement[1].htm.2.dr false high

https://www.microsoftstore.com.cn/microsoft-
365/microsoft-365

iframe[1].htm.2.dr false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

162.241.70.248 unknown United States 26337 OIS1US false

151.101.1.192 unknown United States 54113 FASTLYUS false

192.229.221.185 unknown United States 15133 EDGECASTUS false

104.16.18.94 unknown United States 13335 CLOUDFLARENETUS false

Contacted IPs

Public
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Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 11

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal68.phis.win@3/75@14/4

Cookbook Comments: Adjust boot time
Enable AMSI
Browsing link: http://www.microsoft.com/
Browsing link: https://www.microsoft.com/privacy
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Warnings:
Exclude process from analysis (whitelisted): 
ielowutil.exe, backgroundTaskHost.exe, 
SgrmBroker.exe, svchost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (whitelisted): 
13.88.21.125, 52.147.198.201, 104.108.39.131, 
209.197.3.24, 209.197.3.15, 216.58.207.138, 
23.210.248.85, 104.84.57.181, 104.108.38.107, 
23.50.99.143, 65.55.44.109, 13.107.246.13, 
95.101.22.125, 95.101.22.134, 152.199.19.160, 
23.210.249.93, 20.190.159.134, 40.126.31.1, 
20.190.159.132, 20.190.159.138, 40.126.31.8, 
40.126.31.143, 40.126.31.4, 20.190.159.136, 
95.101.22.124, 95.101.22.87, 152.199.19.161, 
51.11.168.160
Excluded domains from analysis (whitelisted): 
cds.s5x3j6q5.hwcdn.net, 
assets.onestore.ms.edgekey.net, 
arc.msn.com.nsatc.net, 
e13678.dscb.akamaiedge.net, 
publisher.livepersonk.akadns.net, i.s-
microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net, 
e11290.dspg.akamaiedge.net, www.microsoft.com-
c-3.edgekey.net, star-azurefd-
prod.trafficmanager.net, login.live.com, 
watson.telemetry.microsoft.com, 
a1778.g2.akamai.net, 
e10583.dspg.akamaiedge.net, fs.microsoft.com, 
ajax.googleapis.com, 
global.vortex.data.trafficmanager.net, 
lgincdnvzeuno.ec.azureedge.net, 
www.tm.a.prd.aadg.akadns.net, statics-
marketingsites-wcus-ms-com.akamaized.net, 
assets.onestore.ms.akadns.net, 
web.vortex.data.trafficmanager.net, c-
s.cms.ms.akadns.net, e55.dspb.akamaiedge.net, t-
0003.t-msedge.net, lgincdn.trafficmanager.net, 
cdn.account.microsoft.com.akadns.net, 
blobcollector.events.data.trafficmanager.net, c.s-
microsoft.com-c.edgekey.net, 
privacy.microsoft.com.edgekey.net, 
www.tm.lg.prod.aadmsa.trafficmanager.net, 
cs9.wpc.v0cdn.net, i.s-microsoft.com, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, arc.msn.com, 
www.microsoft.com-c-
3.edgekey.net.globalredir.akadns.net, 
iecvlist.microsoft.com, go.microsoft.com, 
mscomajax.vo.msecnd.net, img-prod-cms-rt-
microsoft-com.akamaized.net, 
prod.fs.microsoft.com.akadns.net, 
cs22.wpc.v0cdn.net, ie9comview.vo.msecnd.net, 
mem.gfx.ms.edgekey.net, 
e1723.g.akamaiedge.net, Edge-Prod-FRAr3.ctrl.t-
0003.t-msedge.net, login.msa.msidentity.com, 
web.vortex.data.microsoft.com, 
lgincdnvzeuno.azureedge.net, 
skypedataprdcoleus16.cloudapp.net, c.s-
microsoft.com, privacy.microsoft.com, 
go.microsoft.com.edgekey.net, 
cds.j3z9t3p6.hwcdn.net, 
e13678.dscg.akamaiedge.net, 
az725175.vo.msecnd.net, 
skypedataprdcolwus15.cloudapp.net, 
www.microsoft.com, e13678.dspb.akamaiedge.net, 
wcpstatic.microsoft.com
Report size getting too big, too many 
NtDeviceIoControlFile calls found.

No simulations

Show All

Simulations

Behavior and APIs
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No context

No context

No context

No context

No context

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{78D3FB73-6122-11EB-90E6-ECF4BB82F7E0}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 30296

Entropy (8bit): 1.8567141564667469

Encrypted: false

SSDEEP: 192:rqZgZ92L9W8Xt8gif8KD9zM8sVB8TPD8Bsf8UDgjX:rWw0LU898t838W8/8k8N

MD5: 25E3A834103AD4B24A71B3BC418968E2

SHA1: 4CB0840006C0E1B1ABC9F30159BD384082ABBC53

SHA-256: 6CF4FF71BB85BC430E6AE63168312EADCBDB6B6064953D6CE6227FC10199CA90

SHA-512: 72120B688F3ACC5D4F987EF41BBC590C73FAA820AF6C369B5D68E888F52168E0CD91F5E9A17617E1D71B79D0EEC6389BF9D3EA12588CD841898CA0B6608D90D
B

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{78D3FB75-6122-11EB-90E6-ECF4BB82F7E0}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 58588

Entropy (8bit): 2.2792621462579463

Encrypted: false

SSDEEP: 192:rLZUQY6mkPFjB2kkWQM/YTGYx0NYnyvozPGcjfeYIWsGh0zmlkZHVHj/NjbmX:rddjnPhwQl/WDxMagQ/DjsA0zdlVH79m

MD5: C26A7295D8F5669AEB351EEF52208F33

SHA1: 9D66097A9768552CFF5B55CE3F9546254E8F4FD5

SHA-256: D83B5F4848E8AA4934298FC5BCC6F8154F0C1CD8E37B288FFF30FC7EF99DFAD1

SHA-512: EF9BFC6B8B00EF9F3F0A3DA4CDFB7199795ED1E7B678A6F1AC0C4CBCB50799FD3B90363B1D31D66AC9E220C98EE5C745BFF5483C5FA878224C8FA9412D2156
68

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{8025F276-6122-11EB-90E6-ECF4BB82F7E0}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984

Entropy (8bit): 1.5663916200864247

Encrypted: false

SSDEEP: 48:IwUGcprxGwpa8G4pQQGrapbSGrGQpKTG7HpRzsTGIpG:rIZrQc6uBSGFAiTz4A

MD5: EE159EBC16727735C66B8C6E999B72F5

SHA1: 21D09B07E69F25014375AD57076AFC24E5711879

SHA-256: EAF90D7A93C227B797A70955EDF7B052CA141E9BF1564293E8E5EDCF9685CECE

SHA-512: 7444F0AA63EDB6EC7CA8FAB6CE4C11EEFC98D41604DB1E203CF9479DA2FF3B1520923572FC04020E3D700AF0E00F5F6CA263907B670A65031D781F0E2E0A5808

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\po60zt0\imagestore.dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 35824

Entropy (8bit): 3.0416452668349114

Encrypted: false

SSDEEP: 48:b+iK5+bK5+bK5+GgyyyyyyyyyyyyytK5+0oK5+9QQQQQ2K5AhAQAQAGgyyyyyyyg:GQQQQQcQQQQQp

MD5: 31A6CD4F76E8D060057817794F13A388

SHA1: 867DFB70F84B5BC7A615DEBD0BBCB957AD37AB59

SHA-256: 74CE69C861074DC130863FC256BBE1AD8041F799D4CFD1639029FB9E026625B2

SHA-512: A6D54400538173923BF4338EEEB247BC194F6844898621FCC7B48B231A46BC25F7123BB95EA86E7075435B157D3F7F5E2B4C58A37129A8457A4CC6D81A5557B2

Malicious: false

Reputation: low

Preview:
(.h.t.t.p.s.:././.c...s.-.m.i.c.r.o.s.o.f.t...c.o.m./.f.a.v.i.c.o.n...i.c.o.?.v.2.~(................h(......(....................(....................................."P.........................................."""""""""""""""""""
""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...33333333333333333
3333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" 
...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333
333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...33333
3333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333""""""""""""""""""""

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\50-f1e180[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 133618

Entropy (8bit): 5.224613249025047

Encrypted: false

SSDEEP: 3072:1f/HuFVppxvIeJ0i9d1EwgXA9JKi5DCE5n:1f/Hu/FIeRxn

MD5: 0405301724624162B6706F1AB465531F

SHA1: 1C034383716BCE493E28BFFF0DD2C27F049CC558

SHA-256: A5DD3C05EFED81BBF60B618C070A7746F030147590EE0EDD74459AC4E53955FD

SHA-512: 9D81E61D3B0AED73F7A64D0344E432AEAAAB057655CFEB040348FA876693E618A434D63727F1E4AA1118276740C7102FD412637B46752665B78EB3C81A53915A

Malicious: false

Reputation: low

IE Cache URL: https://www.microsoft.com/onerfstatics/marketingsites-wcus-prod/shell/_scrf/js/themes=default/54-af9f9f/c0-247156/de-099401/e1-a50eee/e7-954872/d8-97d509/f0-
251fe2/46-be1318/77-04a268/11-240c7b/63-077520/a4-34de62/bb-d7480b/db-bc0148/dc-7e9864/6d-c07ea1/29-1ec5a9/23-c64e70/cd-23d3b0/6d-1e7ed0/b7-cadaa7/c4-
898cf2/ca-40b7b0/4e-ee3a55/3e-f5c39b/c3-6454d7/f9-7592d3/92-10345d/79-499886/7e-cda2d3/b2-7087f0/e5-08f1c0/e0-3c9860/91-97a04f/1f-100dea/33-abe4df/50-
f1e180?ver=2.0&iife=1

Preview:
(function(){/**. * @license almond 0.3.3 Copyright jQuery Foundation and other contributors.. * Released under MIT license, http://github.com/requirejs/almond/LICENSE. */
.var requirejs,require,define,__extends;(function(n){function r(n,t){return w.call(n,t)}function s(n,t){var o,s,f,e,h,p,c,b,r,l,w,k,u=t&&t.split("/"),a=i.map,y=a&&a["*"]||{};if(n){
for(n=n.split("/"),h=n.length-1,i.nodeIdCompat&&v.test(n[h])&&(n[h]=n[h].replace(v,"")),n[0].charAt(0)==="."&&u&&(k=u.slice(0,u.length-1),n=k.concat(n)),r=0;r<n.length;r+
+)if(w=n[r],w===".")n.splice(r,1),r-=1;else if(w==="..")if(r===0||r===1&&n[2]===".."||n[r-1]==="..")continue;else r>0&&(n.splice(r-1,2),r-=2);n=n.join("/")}if((u||y)&&a){
for(o=n.split("/"),r=o.length;r>0;r-=1){if(s=o.slice(0,r).join("/"),u)for(l=u.length;l>0;l-=1)if(f=a[u.slice(0,l).join("/")],f&&(f=f[s],f)){e=f;p=r;break}if(e)break;!c&&y&&y[s]&&(c
=y[s],b=r)}!e&&c&&(e=c,p=b);e&&(o.splice(0,p,e),n=o.join("/"))}return n}function y(t,i){return function(){var r=b.call(arguments,0

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\65-478888[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with very long lines
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Category: downloaded

Size (bytes): 97321

Entropy (8bit): 5.072689835047251

Encrypted: false

SSDEEP: 1536:Q2zddgKHPbn/hLOfbv3DlFeEqyf5Y6FtgAJL55OGHlkzmnez1ZluUbMpmiRhJYJV:Q2zddgKHPbn/hLOfbv3DlFeEqyf5Y6Fu

MD5: 57DF07F6176F5DF41FC8EC71B55BC776

SHA1: 1F2D17DE22D74A20A67B49A28AA8439686E9CD72

SHA-256: D43E94C786AEC9880B919691032B16F344B6A7C37454D0ABCEABCE973718F751

SHA-512: 640A4203A781DCB910956D4964E601E6F8198D85D76D5BA4FBDC160ABE86B239AF504AACDFA6B4DAB55E6C745D90B4D0A241D754D2554A3229171E073CD442D
4

Malicious: false

Reputation: low

IE Cache URL: https://www.microsoft.com/onerfstatics/marketingsites-neu-prod/west-european/mscomhp/_scrf/css/themes=default.device=uplevel_web_pc_ie/94-a42da6/57-
7b1339/37-e29aca/21-7d6c87/5a-e79275/fb-083993/65-478888?ver=2.0

Preview:
..x-hidden-none-mobile-vp{display:none !important}@media screen and (-ms-high-contrast: active){.c-uhfh button,.c-uhfh .glyph-shopping-cart,.c-me .msame_Header{
border:none !important}.c-logo{margin-right:1px;border:none !important;outline:none !important}.c-logo.c-cat-logo:focus>span:before,.c-logo.c-cat-logo:hover>spa
n:before{background:WindowText}.c-uhf-nav-link{border:none !important}.c-uhf-nav-link:hover{text-decoration:underline !important}#search{background:Window;color
:WindowText}#search span{vertical-align:top}.c-uhfh.c-sgl-stck .c-uhf-menu button:focus,.c-uhfh.c-sgl-stck .c-uhf-menu a:focus,.c-uhfh.c-sgl-stck .c-uhf-nav-link:focus,.c-
uhfh.c-sgl-stck .c-logo.c-sgl-stk-uhfLogo:focus,.c-uhfh.c-sgl-stck .c-logo.c-cat-logo:focus,.c-uhfh.c-sgl-stck .c-search #search:focus,.c-uhfh.c-sgl-stck .glyph-shopping-
cart:focus,.c-uhfh.c-sgl-stck .glyph-global-nav-button:focus,.c-uhfh.c-sgl-stck .glyph-shopping-bag:focus{outline:2px solid WindowText !important}.c-uhfh.c-sgl-stck .c-uhfh-
acti

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\65-478888[1].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\RD-FITT[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with CRLF line terminators

Category: downloaded

Size (bytes): 38201

Entropy (8bit): 4.6232391605549505

Encrypted: false

SSDEEP: 384:jqC7s/aeVr5QEbH9oe19NK9IRKnQGgUqrAz/h61xPQXgeMCb7Ydw9Rfs7cNtdE8j:jqC7sywLlo4D20m0w

MD5: F0F1832A9321415DB1F2DC16DD4CB5D3

SHA1: AF07C2383A936B50C100821D65C0516828A90CA9

SHA-256: 51FF335FB2B4C323202F223114B189A527A728A040EE764D0532731BE6F9E02F

SHA-512: 9F0170E75CD6543786AECC286FAF4F8CF70CE600245714D65BE93ECE3C41C987E7A2597A4A69DDF37FE7DD8B1C600B6ED4A51CA691891DEEB7366FACED1764
F4

Malicious: true

Yara Hits: Rule: JoeSecurity_HtmlPhish_10, Description: Yara detected HtmlPhish_10, Source: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\RD-
FITT[1].htm, Author: Joe Security

Reputation: low

IE Cache URL: https://mobile1austin.com/Title-docs/RD-FITT/

Preview:
<!DOCTYPE html>..<html>....<head>..    <meta http-equiv="Content-Type" content="text/html; charset=UTF-8">..    <title>Office365 Portal</title>..    <meta name=
"viewport" content="width=device-width, initial-scale=1.0">..    <link href="css/okta-sign-in.min.css" type="text/css" rel="stylesheet">..    <style type="text/css">..    
.cc_css_reboot {..        -webkit-text-size-adjust: 100%;..        -ms-text-size-adjust: 100%;..        -ms-overflow-style: scrollbar;..        -webkit-tap-highlight-color: transparent;..  
      margin: 0;..        font-family: -apple-system, BlinkMacSystemFont, "Segoe UI", Roboto, "Helvetica Neue", Arial, sans-serif, "Apple Color Emoji", "Segoe UI Emoji", 
"Segoe UI Symbol";..        font-size: 1rem;..        font-weight: 400;..        line-height: 1.5;..        color: #212529;..        text-align: left;..        background-color: #fff..    }....    
.cc_css_reboot *,..    .cc_css_reboot *::before,..    .cc_css_reboot *::after {..        box-sizing: border-box..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\RE1Mu3b[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 216 x 46, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 4054

Entropy (8bit): 7.797012573497454

Encrypted: false

SSDEEP: 48:zICvnyRHJ3BRZPcSPQ72N2xoiR4fTJX/rj4sFNMkk5/p1k2lPUmbm39o4aL7V9XH:10nvE724xoiRQJPrjpLKSFl9oX31Z1d

MD5: 9F14C20150A003D7CE4DE57C298F0FBA

SHA1: DAA53CF17CC45878A1B153F3C3BF47DC9669D78F

SHA-256: 112FEC798B78AA02E102A724B5CB1990C0F909BC1D8B7B1FA256EAB41BBC0960

SHA-512: D4F6E49C854E15FE48D6A1F1A03FDA93218AB8FCDB2C443668E7DF478830831ACC2B41DAEFC25ED38FCC8D96C4401377374FED35C36A5017A11E63C8DAE5C4
87

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE1Mu3b?ver=5c31
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Preview:
.PNG........IHDR.............J.......tEXtSoftware.Adobe ImageReadyq.e<...(iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpme
ta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c132 79.159284, 2016/04/19-13:13:40        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-
ns#"> <rdf:Description rdf:about="" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmlns:xmp="http
://ns.adobe.com/xap/1.0/" xmpMM:DocumentID="xmp.did:A00BC639840A11E68CBEB97C2156C7FD" xmpMM:InstanceID="xmp.iid:A00BC638840A11E68C
BEB97C2156C7FD" xmp:CreatorTool="Adobe Photoshop CC 2015.5 (Windows)"> <xmpMM:DerivedFrom stRef:instanceID="xmp.iid:A2C931A470A111E6AEDFA145
78553B7B" stRef:documentID="xmp.did:A2C931A570A111E6AEDFA14578553B7B"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>.......DIDATx..\
..UU.>.7..3....h.L..& j2...h.@..".........`U.......R"..Dq.&.BJR 1.4`$.200...l........wg.y.[k/

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\RE1Mu3b[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\RE4D5uF[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1259 x 472, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 118309

Entropy (8bit): 7.969314831602448

Encrypted: false

SSDEEP: 3072:EqH/7TBk6/7mKVddroba3ngx5+6e39MzPeeS:tzT3m+d0dZetqmh

MD5: 3C93A21A96A2A24783961F77BE4A63BF

SHA1: F63ECF9A1E07915F4E9B0CFB29DF471638B0B8C3

SHA-256: CFA3D5552942FE80D5AD5A729ACACC313A083EEAF815E637661A445D145A1B49

SHA-512: 63FA81E7A15ECA516388D44E853D3A8F6A2EA4098DDCB45E9E2EA09B97EF667AD2402DBB2C6464968363CEC94FFAC826B49A8AFCAB86BA0282702B5F99B9AF
3B

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4D5uF?
ver=204a&q=0&m=8&h=472&w=1259&b=%23FFFFFFFF&l=f&x=0&y=204&s=2120&d=795&aim=true

Preview:
.PNG........IHDR..............Jl.....sRGB.........gAMA......a.....pHYs..........o.d....IDATx^....e.u...z.^....t.@..9. H..=..`Ic[...%9H.e.#...(.m..dj..ER.V ....-Q.)$.$2..s..^.0.....=.. !.@...
.......so....go9|...f.1..c.1..c.y...]c.1..c.1..c...:c.1..c.1..c6...1..c.1..c..$X.3..c.1..c.1f.`...c.1..c.1.M..:c.1..c.1..c6...1..c.1..c..$X.3..c.1..c.1f.`...c.1..c.1.M..:c.1..c.1..c6...1..c.1..c..$X.3
..c.1..c.1f.`...c.1..c.1.M..:c.1..c.1..c6...1..c.1..c..$X.3..c.1..c.1f.`...c.1..c.1.M..:c.1..c.1..c6...1..c.1..c..$X.3..c.1..c.1f.`...c.1..c.1.M..:c.1..c.1..c6...1..c.1..c..$X.3..c.1..c.1f.`...c.1..c.
1.M..:c.1..c.1..c6...1..c.1..c..$X.3..c.1..c.1f.`...c.1..c.1.M..:c.1..c.1..c6...1..c.1..c..$X.3..c.1..c.1f.`...c.1..c.1.M..:c.1..c.1..c6...1..c.1..c..$X.3..c.1..c.1f.`...c.1..c.1.M..:c.1..c.
1..c6...1..c.1..c..$X.3..c.1..c.1f.`...c.1..c.1.M..:c.1..c.1..c6...1..c.1..c..$X.3..c.1..c.1f.`...c.1..c.1.M..:c.1..c.1..c6...1..c.1..c..$X.3..c.1..c.1f.`...c.1..c.1.M..:c.1..c.1..c6...1..c

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\RE4DRie[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1259 x 472, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 277144

Entropy (8bit): 7.982509692680286

Encrypted: false

SSDEEP: 6144:FoEUxdsSZjJmkW56vwynyup2RrK3Z0WjggJNERI19SW:I7jjYZ564U3grKZ0WjgQR1P

MD5: 58135C6FDFD079ED2BE729D4BF943B86

SHA1: A0678A36EB16EFC56AD03B2FF12464EEBC5B8CB0

SHA-256: F543C6CC2E453F353271F88323750E721C347AF3EEE77766C0929D3DFAF7F6C1

SHA-512: F574997ABD555A27F857389CE71B4F9B5A08A059CB8EB38D0D714783FE9B004FA2F51D08DE29D91DD0B478054AA1257FA1A024A5C461983EE849850A0B605B4E

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4DRie?
ver=f61d&q=0&m=8&h=472&w=1259&b=%23FFFFFFFF&l=f&x=0&y=0&s=1898&d=712&aim=true

Preview:
.PNG........IHDR..............Jl.....sRGB.........gAMA......a.....pHYs..........o.d....IDATx^...|dIv.~.-.....Wuuw..vcz.p..f$J...|..(....4\..I..R.V..J.(q%r...Z.8.....=3.].B......{......@.Lwu.
.W]..'"ND\...a.KKK](..(..(..(..(..z.....EQ.EQ.EQ.EQ.Ey.Q.NQ.EQ.EQ.EQ.EQn.T.S.EQ.EQ.EQ.EQ......EQ.EQ.EQ.EQ..6A.:EQ.EQ.EQ.EQ.E.MP.NQ.EQ.EQ.EQ.EQn.T.S.EQ
.EQ.EQ.EQ......EQ.EQ.EQ.EQ..6A.:EQ.EQ.EQ.EQ.E.MP.NQ.EQ.EQ.EQ.EQn.T.S.EQ.EQ.EQ.EQ......EQ.EQ.EQ.EQ..6A.:EQ.EQ.EQ.EQ...nw.u+.W.ku.C?.@ ..)....
..y..EQ.EQ.EQ.EQns....~l...-....Tx....u..(..(..(..|.@a....................k..S.EQ.EQ.EQ....~...........T....V.s..m.rS.u..(..(..(....".0...^..w?..m..U=..P.NQ.EQ.EQ.EQ....E.......+L.8.......|.
........=..n.+.........)7....EQ.EQ.EQ.E.-..O.._:/.~i....O?;.eq..~;..6(..a.a...-....l.r.X.(..(..(..(.k..~.]~.....n6.-g....4{w.....[....B.qE...=,.L.l[.?N.~T.S.EQ.EQ.EQ....s^o\..F.M7...........
.=.VQ.EQ.EQ.EQ...z....$..b.....A...._./.../.F.........oP.4XEQ.EQ.EQ.EQ....cn. .g..^K_v.V.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\RE4E4rT[1].wdp
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG-XR

Category: downloaded

Size (bytes): 10831

Entropy (8bit): 7.897145995618663

Encrypted: false

SSDEEP: 192:dKntEP5WRVAbmE4+dH6kEFyhBa47iBB2MWNc680w9RupTDKtHE:dQmhQV8J4a5EcqqqGF8FRIWtHE

MD5: C187019502841D667C6C3A356D0AA091

SHA1: 366CDBF1257918F5CDF788B833E5C8E5823A4D8D

SHA-256: CF9CF4143831E71657CECA0C2866BA58B2612CA344E30E2C15158937F18AACDD

SHA-512: 4266E15D1785A23EFAF3238F316986EFE80FA6EFE86D0C61550200E1296A28B9E79F1A2362E8EA83245EF553D7DEBDBFB10F45B0B6EE0239641C3D0C4EE41D08

Malicious: false
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Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4E4rT?
ver=2072&q=90&m=6&h=201&w=358&b=%23FFFFFFFF&l=f&o=t&aim=true

Preview:
II.. ...$..o.N.K..=wv.............................................f.......................$..B........$..B.....................)......WMPHOTO..F.q.e..0...LJJT...`.....".Q(........ .........j0].....5...Q.@.l..B...~&.L9.NO
F.).m..OG......d|......... ..w.c....y.>.C...@.....f..$.zdm.....D88.JI..,.F=..|t....-..-:} .).....P.Y..W.@3..b....y....$.....'..\..r..c..D.@.=RQC......P~..a...sOZ<.0F........y.Y.x."...7@..].b
*..3&....3.]...b.OI9.i4.L.F.6.!:..t.P...H}....Yf.....H.......q.....y..K....=..Q...*.2.6.`....&v.......=.R.&..)..."wV.P....T..'.D.`...-.L.% ...Eg@.M!..a.T.7.i=.a.q...I...A.DR....Zw..i)......R..,..&M...
.....yj.\0.S...'..K..Z.+I,..Eq.JYD.FZ..$.I..d..x...eH......^.f...rJ.C$w...`....Z..z........ .C....B.....c.$..d...s..+..:.aY.&.L....K..0..h`@.V..n....(.*@mzK.^9H..\(..(.c...:B...q0m(.....!.|P....`x..1.-
.y`.bF......>;D8.4~..a.a..........E.).n...J.Q...J..9.".,Z..N......0...-h....8..;..Q#y.......4..R2..........B.....,E.V.G...9..w|\..U.)(.P..S.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\RE4E4rT[1].wdp

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\RE4pndL[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 40 x 40, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1093

Entropy (8bit): 7.746658713530522

Encrypted: false

SSDEEP: 24:pMgiCBITQBLZ02PHSeJN3Z+BKkrT3miwuU9ML8b9:p77d0cHSeJNZszT3mzuUq8R

MD5: 207E963B5CC48A36CE47FD9AD2E8F702

SHA1: EE6EE0FB1EA66B60E6C58DF10799C0066CC121EB

SHA-256: 816CE5B6288F867E1ED48FD06CCF82E016392B1D3684CDD79924963BA44AF4D7

SHA-512: 234575043369F5A8A98B565104332B30AF3E774D6F4D78A3E0D24C96443ACBB1D848E72F6FEC9C4DF172B0A54BDD4937F55676350CC52395350C49F15CF2B472

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4pndL?
ver=5217&q=90&m=6&h=40&w=40&b=%23FFFFFFFF&l=f&o=t&aim=true

Preview:
.PNG........IHDR...(...(........m....gAMA......a.....pHYs..........o.d....sRGB.........IDATXG.M..G...uv.GW..5.....$xP.Uw.^.\<...C .I.. ..<x.+(...._.=K.*Btf...ww.g..{....w.h.6..Cu=.
T.S.~.7k.1..c.1.....e....59...n-..v..Zr.C..\+..v.,d.T.9..YJM).B .h.~.....g....X..F.t.`...z...Y....kv...)..-.....hk..e..hc....(..........M.3E.Q..0r...R...Ya(....1^...._..r.../.<.S..qbki.-...?....U...:.
.F.....r.@{...J...c...Zh....y<.<M...\...Yb.6.b.)....sL.U..P.....6B.).1D0....m.E,\2.R..n'.H.&...$GY*A .F..Q.W0DPV..E.N.Q........O0HP.._..{..WLy.}............?....a.x...f.$..\&$...8....yW. .}.
T....z..]..x...<.........<Mz.......8.'...FU..o.;kW*..R.l.W@..T....M9`...w..Br......r...=b.)....&..zxA.....j..."..N n..._H.}3x....9.xM..;bT0..o%..^m1.R.T.q%..*...Im......g].o ...~B..... ....x
^......B.x;......%.B.. 4.f...n..M\....B....,......C7....s.Z......"..\XN).X.G?...<....Z.....%?B.7..o..m.i~...n.....L.*H.1....S.3..%6..s...i2.A~`.("J..O...S..n.CD..#3..0,u3..8...9........N!$..$.l

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\RE4sQDc[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 40 x 40, 2-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 165

Entropy (8bit): 5.492665229262909

Encrypted: false

SSDEEP: 3:yionv//thPlVXnblpNgpBhV0iMVEeo+kMlsLtsUAaHdaRr3dO0isBAZTp:6v/lhPDCdV0TeksRnA0dUtO01+Tp

MD5: C231EEECF067EE5A3618D41231BD3325

SHA1: 603AF1376472F99F6FD825D44B1935B1F6A6F52F

SHA-256: D391C896A10E9D884A3C4F20E6ED82787A4B43236DEAD74D8CF323AD8BC4CB43

SHA-512: 46C8D355890A4FB41D19D973AC856EFAC28ABA66F7F92FEE6B6D6297FA8931CF66BB2DF912A973CD27302D99F6E3031F53B7DBE17741DFC665DEFCB1419F20C
5

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4sQDc?
ver=30c2&q=90&m=6&h=40&w=40&b=%23FFFFFFFF&l=f&o=t&aim=true

Preview:
.PNG........IHDR...(...(......P.....PLTE....................tRNS...9.......orNT..w.....sRGB........+IDAT..c`.......E.H|..L.....U ...?....{Iab.....0.......IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\de-ch[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: dropped

Size (bytes): 179837

Entropy (8bit): 5.396999198309128

Encrypted: false

SSDEEP: 1536:qHmIRZJ9Zm4nzKF5ZHiKh1LGYhz3jEj9TNfHx7EmI9oNAKB7YaddeFXfjOa2l9xr:qlR9LUSY7w7YaddeFPjOa2l9UOt

MD5: 6A89C73F3A1615721261CEF83A9C9AA6

SHA1: D7673571C9F590AC610CC8B5CB1A85032B727365

SHA-256: 64DA6F7D93850B3E18A95326FAAF44A228045C8D0EAEB59E479F0E8003515983

SHA-512: E82709281CD4AA5AF8E6435DCC42CD465490591A3797F0B39F8EB5FABAC07265755B0D2C05DFC0A8496436720685E3C41D6E7DF5CD94D12FAF474D50874FCB68

Malicious: false

Reputation: low
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Preview:
......<!DOCTYPE html>..<html lang="de-ch" dir="ltr">..<head data-info="{&quot;v&quot;:&quot;1.0.7662.39393&quot;,&quot;a&quot;:&quot;571b5893-a936-4bac-ab61-8a4
752891975&quot;,&quot;cn&quot;:&quot;OneDeployContainer&quot;,&quot;az&quot;:&quot;{did:92e7dc58ca2143cfb2c818b047cc5cd1, rid: OneDeployContainer, sn: 
marketingsites-prod-odnortheurope, dt: 2018-05-03T20:14:23.4188992Z, bt: 2020-12-24T05:53:06.0000000Z}&quot;,&quot;ddpi&quot;:&quot;1&quot;,&quot;dpio&quot;:&q
uot;&quot;,&quot;dpi&quot;:&quot;1&quot;,&quot;dg&quot;:&quot;uplevel.web.pc.ie&quot;,&quot;th&quot;:&quot;default&quot;,&quot;m&quot;:&quot;de-ch&quot;,&quot;l
&quot;:&quot;de-ch&quot;,&quot;mu&quot;:&quot;de-ch&quot;,&quot;rp&quot;:&quot;/de-ch/&quot;,&quot;f&quot;:null,&quot;bh&quot;:{}}">..        <meta charset="UTF-8" 
/>....    <meta http-equiv="x-ua-compatible" content="ie=edge" />..    <meta name="viewport" content="width=device-width, initial-scale=1" />..    <title>Microsoft . Offizielle 
Homepage</title>..    ..   

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\de-ch[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\jquery-3.3.1.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 86929

Entropy (8bit): 5.289492706499139

Encrypted: false

SSDEEP: 1536:aLiBdiaWLOczCmZx6+VWuGzQNOzdn6x2RZd9SEnk9HB96c9Yo/NWLbVj3kC6ta:+kn6x2xe9NK6nC6E

MD5: 378087A64E1394FC51F300BB9C11878C

SHA1: 0C3192B500A4FD550E483CF77A49806A5872185B

SHA-256: 4FE68FA216176E6D1F4580E924BAFECC9F519984ECC06B1A840A08B0D88C95DE

SHA-512: 9A2C70516EA0C8C37C7F072F214DE0AFD5DDEB643C6B5D3FA8ADE3EF8D2CE40BDF8B1B1194BAD296E9075562701EE7DAE48B18144B1CD2D735328BE5A3ACC
BE6

Malicious: false

Reputation: low

IE Cache URL: https://www.microsoft.com/onerfstatics/marketingsites-neu-prod/_h/46c44584/coreui.statics/externalscripts/jquery/jquery-3.3.1.min.js

Preview:
/*! jQuery v3.3.1 | (c) JS Foundation and other contributors | jquery.org/license */..!function(e,t){"use strict";"object"==typeof module&&"object"==typeof module.exports?
module.exports=e.document?t(e,!0):function(e){if(!e.document)throw new Error("jQuery requires a window with a document");return t(e)}:t(e)}("undefined"!=typeof window?
window:this,function(e,t){"use strict";var n=[],r=e.document,i=Object.getPrototypeOf,o=n.slice,a=n.concat,s=n.push,u=n.indexOf,l={},c=l.toString,f=l.hasOwnPropert
y,p=f.toString,d=p.call(Object),h={},g=function e(t){return"function"==typeof t&&"number"!=typeof t.nodeType},y=function e(t){return null!=t&&t===t.window},v={type:!0,src
:!0,noModule:!0};function m(e,t,n){var i,o=(t=t||r).createElement("script");if(o.text=e,n)for(i in v)n[i]&&(o[i]=n[i]);t.head.appendChild(o).parentNode.removeChild(o)}function 
x(e){return null==e?e+"":"object"==typeof e||"function"==typeof e?l[c.call(e)]||"object":typeof e}var b="3.3.1",w=function(e,t){return new w.fn.init(e,t)}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\latest[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 35900, version 0.0

Category: downloaded

Size (bytes): 35900

Entropy (8bit): 7.989413276112553

Encrypted: false

SSDEEP: 768:d1DM2UJJ9OKKukRdfijklR4f0Ki9NkmeWkujUkTl68TEG4sI:LD7RKKukRdfukKiDq3ITEl

MD5: 70C1D43A35B7A48D088D830EA07FCF77

SHA1: 025E0E281139C70C5538E09BFA7927141AF0CC0B

SHA-256: 942E5DD201200674506B0DF50C1AFEF021FFF6D5BD7BB7F600DED8617DBCB386

SHA-512: E40B2CEAA1F672891BFF21F7C22A8B473DCF998FDC0A74B3DD1999190BA281C330C871D4BC82F89561E2AD7D97FE3169F33748AD368184BD1B4850941822D921

Malicious: false

Reputation: low

IE Cache URL: https://i.s-microsoft.com/fonts/segoe-ui/west-european/semibold/latest.woff

Preview:
wOFF.......<................................OS/2...D...W...`K..rcmap..............<.cvt .......y....c.e0fpgm...,.......5.KV.gasp................glyf......sH.......$head...0...6...6....hhea...h...!...$...Jhmtx..
..............loca...L.........z.@maxp...H... ... .N.?name...h........!MG$post...X....... .Q.wprep...l........[...x.c`fie.``e.`..j...(.../2.1.q.2q.3..!.s...2........+(.)..X/..d..X.......ca`.......1..e
.x.e.}L.U..?.."e.\4.4..(8_R.#....MM.Z[[.%*....(& .Q...:G.ZF..2..{....i^n.ee..Vx...1...=...vv>....D........:..'...t.z......k....MP...S..|-.RU.VuNog..3.)r.;+.:.C.s.........w....'h.M..e.k2M..e.
C.nz...n...Mq{.i.`w....g..8......}..!..Gir5HC5B#.H..I=..U.rU.xR;..t.-....MO.j.7&.3..n.I.<.u...x......_&V..$..b3...o.....l...b...M...]..^=xv.^.7(....z...e..tT.&.1.:R..E.K....k!..UY.4......P}.
:8g..m?.......JT.;.....5....T.oS...z....&t[..M.y..~x..b.&...........d..J.d..j.u.f^.8.U.V..OZ....)N..3..z...|>.4.s..|.U.h....=fq.:..+.f6..+.P...1.bJ.1.R.1.....E,.g.y.%,......eTY./.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\meBoot.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 154427

Entropy (8bit): 5.55030568871564

Encrypted: false

SSDEEP: 3072:9xTI1rl1dz269QXU9vfRYb6fGP9weLS1SP:3cVw6Kbx9FLS1SP

MD5: C57C07C4674AE6F46031D21047D05989

SHA1: A95BFD98F4698ED582A16395AC1FFD45961FD0E1

SHA-256: DE6214A5477F1EE5BB72E015094923CAD51ED057A379BCEB817D82A9A1B0498D

SHA-512: 6ADBFB036C73F903DFA5F5C45B1B64B16E8791A57C23601A574B9CF804A452D03AFB446F8130A8F596382194FDFC1D752CA0821C35FE934BA1A31285F0865129

Malicious: false

Reputation: low

IE Cache URL: https://mem.gfx.ms/scripts/me/MeControl/10.20321.2/de-DE/meBoot.min.js
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Preview:
MeControlDefine("meBoot",["exports","@mecontrol/web-inline"],function(t,A){"use strict";var s=function(){},i={},u=[],p=[];function w(t,e){var n,r,o,i,a=p;for(i=arguments.
length;2<i--;)u.push(arguments[i]);for(e&&null!=e.children&&(u.length||u.push(e.children),delete e.children);u.length;)if((r=u.pop())&&void 0!==r.pop)for(i=r.length;i--;)
u.push(r[i]);else"boolean"==typeof r&&(r=null),(o="function"!=typeof t)&&(null==r?r="":"number"==typeof r?r=String(r):"string"!=typeof r&&(o=!1)),o&&n?a[a.length-1]+=r:a=
==p?a=[r]:a.push(r),n=o;var c=new s;return c.nodeName=t,c.children=a,c.attributes=null==e?void 0:e,c.key=null==e?void 0:e.key,c}function T(t,e){for(var n in e)t[n]=e[n];r
eturn t}function d(t,e){t&&("function"==typeof t?t(e):t.current=e)}var e="function"==typeof Promise?Promise.resolve().then.bind(Promise.resolve()):setTimeout;var l=/acit|
ex(?:s|g|n|p|$)|rph|ows|mnc|ntw|ine[ch]|zoo|^ord/i,n=[];function a(t){!t._dirty&&(t._dirty=!0)&&1==n.push(t)&&e(r)}function r(){for(var t;t=n.pop();)t

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\meBoot.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\print-icon[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 173

Entropy (8bit): 5.970149697517944

Encrypted: false

SSDEEP: 3:yionv//thPl9vtt+NTl0qRthwkBDsTBZtqmA73Fs+rQx33npdtnoypZh9Dicl2up:6v/lhPmNp0WnDspBAzqPnpdiyTh9Fp

MD5: 023F5AC6E0114AF1F781BE5D3C956385

SHA1: C166284B8541F1DE32DC5C4DEC635C296BF85C98

SHA-256: 75D637BF6B6DFF2525095D0BE7E0C90F012BB118C2EF19099AFDCBC630ADFC79

SHA-512: DAFA49056E3D3014DB392410685CC05773C09938E2E700657727928EDCFF8EA2D7C769D377539C52DA70321B94F4E8F045F565EC51BC2B701D95BB3213CC2203

Malicious: false

Reputation: low

IE Cache URL: https://c.s-microsoft.com/en-us/CMSImages/print-icon.png?version=60ebb5de-511c-db20-3795-563c739c5e12

Preview:
.PNG........IHDR...............h6....tEXtSoftware.Adobe ImageReadyq.e<...OIDATx.b...?..0222`..jX..a5...D0.50.......k......:...X=....'..(..I.....K........ .........IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\social[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 405050

Entropy (8bit): 5.009061808550039

Encrypted: false

SSDEEP: 3072:GAwmeEZACGwzyP5kTP3bI0tfYqQ0xtLfj4ZDa813giY8R1j35Ap7zzN1n1JKfNkW:CEZACgj

MD5: 12388E77823064F20C2AC22E7BD5A6CB

SHA1: 9E000D34F5140CB3B2B6AE471C7B7FA6CDD11520

SHA-256: 78E235423A915B16AF695D8B0D6EF7F994779EC33DC4452C79DB7A48DCE45FAB

SHA-512: F248B25390386DABC541EF85383204875C2AFAF21DE3A466A9710F076FEB6B7BB0E1EA26161FFB803C8056DA03C90C85676963AB197A35CC20F789029ED41323

Malicious: false

Reputation: low

IE Cache URL: https://www.microsoft.com/mwf/css/MWF_20201028_28422223/west-
european/default/alert/autosuggest/contentplacement/contentplacementitem/flipper/flyout/glyph/heading/hero/heroitem/hyperlinkgroup/image/list/pagebehaviors/singleslide
carousel/skiptomain/social?apiVersion=1.0&include_base=true

Preview:
@charset "UTF-8";./*! 1.57.0 | Copyright 2017 Microsoft Corporation | This software is based on or incorporates material from the files listed below (collectively, "Third 
Party Code"). Microsoft is not the original author of the Third Party Code. The original copyright notice and the license under which Microsoft received Third Party Code are 
set forth below together with the full text of such license. Such notices and license are provided solely for your information. Microsoft, not the third party, licenses this Third 
Party Code to you under the terms in which you received the Microsoft software or the services, unless Microsoft clearly states that such Microsoft terms do NOT apply for 
a particular Third Party Code. Unless applicable law gives you more rights, Microsoft reserves all other rights not expressly granted under such agreement(s), whether by 
implication, estoppel or otherwise.*/./*! normalize.css v3.0.3 | MIT License | github.com/necolas/normalize.css */.html{font-family:sa

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\youtube[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 332

Entropy (8bit): 6.98162511423406

Encrypted: false

SSDEEP: 6:6v/lhP1RnDspLyshlqTlgvEfC3u58MjCN88S2pFpWtPOgGctgT2n6SsMAPvZUVp:6v/79GlyAlqiEfC3kjSfFEPOot8A6lPs

MD5: B9A1E843699FA17513F807BC78F774FB

SHA1: 599E12FCB9C0843C72832DB6CD2A441797C79568

SHA-256: A7A52942C5CCB21D55B9FDBB5BA8261544C8AA5E2AA0D71B4E20126728E29EF1

SHA-512: 5D2BF0941EFD83725ACF76374FB6763FE08EDF924D11D8903A6077EC930E52747962A676FE766ACD07523765434E67751A0B2DBFDE1B05D545D79E064A1F8649

Malicious: false

Reputation: low

IE Cache URL: https://www.microsoft.com/onerfstatics/marketingsites-neu-prod/_h/c79952ca/coreui.statics/images/social/youtube.png

Preview:
.PNG........IHDR... ... ............tEXtSoftware.Adobe ImageReadyq.e<....IDATx.b|...@K..@c0j......L!..?..hf.u...{..%K.n.&.\.&......*/e..!9(DD....?...."..)..L...0IIQ....I.....6.}p..
ZSG.5.%S`".Z.}...?.0..-.XC.....jjBfF#."i)`^a..#''.5S.h,..{./....F.dJ|. ..%......, ).cM..,....C..n.D.5@..5...'..v....0.....S.+T......IEND.B`.

Copyright null 2021 Page 20 of 48



C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\MeControl_cfDm2fEwfL1YuSiw8j6tzA2[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 17157

Entropy (8bit): 5.4560379970825466

Encrypted: false

SSDEEP: 384:OScKbPpOCKKMaqMQY1R/WtAPw1kfbx49oVI5WNfQzuGflKRg+AV:OScxCNa/APe8m9DKTGflKRwV

MD5: 71F0E6D9F1307CBD58B928B0F23EADCC

SHA1: 4F10CFAE22759568DA215A0F0F069874B017AC8B

SHA-256: 3F025F8DD48DBF86B53A7E515E41BD04EFB86F33A21C516F4143A45889B238A4

SHA-512: C0F80EA8477A005BA65100770A051CCA98A5933A711A107E722FDEBFB1E1B05B8E417FE9A07FB6B48138A2B7695F681C069C6C6F8399874B385CFE92172170EB

Malicious: false

Reputation: low

IE Cache URL: https://logincdn.msauth.net/16.000/content/js/MeControl_cfDm2fEwfL1YuSiw8j6tzA2.js

Preview:
function _iY(a){return a?true:a==0||a==false||a==""}function _Du(a,b){return _iY(a)?a:b}function _Bd(a){return a instanceof Array}function _BD(a){return "function"._g2(ty
peof a,true)}function _E(a){return typeof a=="string"}function _BE(a){return _iY(a)&&_E(a)&&a!=""}function strOrDefault(a,b){return _BE(a)?a:b}function _A1(a){if(!_E(a))r
eturn "";if(a.lastIndexOf(".")<0)return "";return a.toLowerCase().substr(a.lastIndexOf(".")+1,a.length)}function _A0(a){return document.getElementById(a)}var $J={_dW:fals
e,_b:function(c,a){var d=null;if("img"._g2(c)&&_iY(a)){var g=_A1(a.src);if("png"._g2(g,true)&&!$F._mK())c="span"}var b=d;if("input"._g2(c,true)&&_iY(a)&&(a.name||a.type))
{if(!$aE._i._g2(a.type)){var f=document.createElement("div");f.innerHTML='<input type="'+(a.type?a.type:"")+'" name="'+(a.name?a.name:"")+'" />';b=f.firstChild}else try{var 
e="<"+c;if(a.type)e+=' type="'+a.type+'"';if(a.name)e+=' name="'+a.name+'"';e+=">";b=document.createElement(e)}catch(h){b=d}if(_iY(b)){a.type=d;a.n

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\RE3NYMe[1].wdp
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG-XR

Category: downloaded

Size (bytes): 7955

Entropy (8bit): 7.746006253616511

Encrypted: false

SSDEEP: 192:QdBDzi0Dd9A8zfbYDAVhLjHYBZcbI1gSgu5q:A9X7lbQAfP4N1PPU

MD5: 713C25642CAFFFDBC30913C53C0F1D42

SHA1: D25270CD23C890C43F769D77B6348386F5123EB5

SHA-256: DF8E91823AFE4A7374748ED3FB99E79EF2A164FBBFE1FBC12912594AB9219BB6

SHA-512: 3DDC69790FF06F8BFFED48F693F5FBBC57C515CFD53BFC2E43C10156157B4C3C5F2CF870D92900AE33EEBAE465280034D77672448D3996D85DF2017AD911D742

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE3NYMe?
ver=7b0e&q=90&m=6&h=157&w=279&b=%23FFFFFFFF&l=f&o=t&aim=true

Preview:
II.. ...$..o.N.K..=wv.....................................................................$..B........$..B............................WMPHOTO..E.q....0....l<>F.............a.........0..`...".D..q..[T.s....%...h..).z....K
m.Ust..8.,.B._'..H.y........X....m..b.....6...&.*.k...H.'lnP@,..6`.U.*...v.R.*...5H.+...v-..]..H8..-%.......B.%M.y.....t%'..Q'.iz..6$......=(.2z.......P..o.4J..<..08`A.Oa.9,..x.*HRR.0C.n..io
%L%..3,.@3$9$a.( .BK^h................0...............-...4P.$p.y~.C..8L...d;.|..........Mr.@..Y.6.UE...2<....0.._....4....!........Z..|...h..W.. 1.h.#.c..{..l$.L.....[.f..0M.jK.ju3.p....r..M...U72..O
jZ..D.l.W....|.v.A.p_........ .E..C(|[y.... B...`.%....%....\bHM.z<-.0Hh.. .eK...Q..@..Pxv..~....(.A^..YF.#zn.4..y...Z.&B.R...m...............H:*......\_..v.4.....A....v.A..g.E.3..UR...[..yJ-
.VMm%..+4./.&j........^....V..(..f.D`j}.L."9O.I<.....|..6...,.D...".....:Y.K...7...}............7.P.}.g.{.A..@..v.o .E..o..G<0..|.8+..?.0..a.#D.....:S.y.....7ma.cu.>G.....c

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\RE4DfTp[1].wdp
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG-XR

Category: downloaded

Size (bytes): 20726

Entropy (8bit): 7.84239539092337

Encrypted: false

SSDEEP: 384:luuUksiuTna/BsOCb9R67RmQigGAbzcTREwaS/6sIfEODKmCY9athXiv0:l/UnTSsDRI0Kpbzcee6/fzuG9amv

MD5: 899C8BDFD5B2D8D861B82C56832275C1

SHA1: 3C7E244BA799E6641E386D1E81945B5AAC8314D8

SHA-256: 7C977F00B6ECB3902DB67F20F04DBA9D978A68160622EE00221D99844C8984FD

SHA-512: 48223DE737F3A65BEECA36BF6A56223CDB768EE5095C8AD76B1CF8B94AB780AFB7CF6EE1D6B0D6F98200E1531B895583C04B0CDA3FD7FD1D268E0079C379558
D

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4DfTp?
ver=8993&q=90&m=6&h=201&w=358&b=%23FFFFFFFF&l=f&o=t&x=991&y=506&aim=true

Preview:
II.. ...$..o.N.K..=wv.............................................f.......................$..B........$..B....................pP......WMPHOTO..E.q.e..0...,8:B.. ........G............ @...@.. !UUV.77~.J.....z..m.T 
F.....l..l.G.u...Va....,..s.t.+_.........@f7..B....l#D X......VIA......8(.*.'.....*.T.,.H..<.....S.T$.EB%`Pd.(.+.........'.....`.^.u].....W..zm......g@.+.AI+.].7%N.......@}.....`.B.....y&s......Q~{
..$.6+.KetG.....7.i,.@YP9.pk)oIp......4dC.!...M..K.Q.5J.F.V..+.....<B.AB....[W......).z....(....VV<B.93..H....y........'. v!Q.....~.O*.$8.d..N.x3.#..%..%i..Bl...Tk...?......m9Q/A..a.#j`.1..]
..gl."..S*.p..@+V.....'..tf+%...L.L^.|..}..T...."...J.)..+..@..F....0}U..tU.C.)@F...c.O\..k._...\Y$/....n....?..B,....X. "...7.......Ny..L.@v.`.....J..t8(O.72...>...8..&.'..&..E..G.....d..7O
.)G..."P.Q-?..tI.....|..PSt.>..}g.6.V/p.D.y.....9..V$g`....%V0.p\........!.....................8......C.....A..a.0c.f...#..A.|_.%...T!...(a..F... ...!....=...|.........

Copyright null 2021 Page 21 of 48



C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\RE4pkvE[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 40 x 40, 8-bit gray+alpha, non-interlaced

Category: downloaded

Size (bytes): 247

Entropy (8bit): 6.338905999061877

Encrypted: false

SSDEEP: 6:6v/lhPnMtksR+g5gmlUkBNdMSwul9Kx+2lPpgt+SgU2KmiZUup:6v/7Pq+g5gSUkBDkSox+2VPSgU0iqc

MD5: F855792BD5B8D24E932D25F20D748485

SHA1: EAAAA94DF42272C945C2330A2A205446F7F71740

SHA-256: 19EA1ED1BC38169EFE6E32AED430D45A2FDACF49A2D6A7DCA1B5F5CD75F83CF1

SHA-512: D9DAD59EF5FEDE9DD0337A47610018AB6E4A9D3B1E80FC4FF9E6CC660D0B7420A866BB7740AAC759C2632264AD705DB9B0F798209077BA1475D4A5DA5713BD7
F

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4pkvE?ver=d8fc&q=90&m=6&h=40&w=40&b=%23FFFFFFFF&l=f&o=t&aim=true

Preview:
.PNG........IHDR...(...(.....&.p.....orNT..w.....sRGB.........IDATH.c`.t@...!...a=.~......4..h.~..@#P!...hD..#.4.bD?.3 ...1X.t`...1...=.....D7...a ~.....8j.P1../T..f.AZ...p4..8j..0..#.....jK
...b6tA..j..Yjbk=R` ...~...1.w....N.aG.@.z....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\RE4pxBu[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 40 x 40, 8-bit gray+alpha, non-interlaced

Category: downloaded

Size (bytes): 605

Entropy (8bit): 7.5199699153609325

Encrypted: false

SSDEEP: 12:6v/7PqXuMxRUHNV7ROerL/EmNsgF8wUy+cghBZ+QXe0q1cg+SR:+RM7cbUen/d8BZxcKg1R

MD5: 2DCF76D4D92B70117E41CC5BE6B686A0

SHA1: C18F5F4CF898EA6394098EE5C7DFB501E6385DEA

SHA-256: 148606900BB9E626F0C3EB03C5E258E219B5E32BACE51C574169A9A123D64189

SHA-512: F03609219E9B2AF5F584D6D25E1EC6E053F43DDB26E037AC2491AF305AB6ECFDDEA610DEAC852728DA1918844C1AA030733B14EA62A9092EC2A95F9CB86104A
B

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4pxBu?
ver=eae5&q=90&m=6&h=40&w=40&b=%23FFFFFFFF&l=f&o=t&aim=true

Preview:
.PNG........IHDR...(...(.....&.p.....orNT..w.....sRGB.........IDATH.V].. ...D0...@.#...D ...@."........^x.x.qwf........a.q`.?..........l...Gxh..{.......`,.l...E2..B,.......SF.c|T0.x.5c..."..[A..l.....
2.^_...jz.>.....<..m...|A.8..H._f..;[....I..CN...$d...n..J...pGFfST..|..4...5..9...?Q#2..f".W;... ........a.^.[2i..4..c... >."$....i.g.).+V.....d.x...h.I|ta3...\...R..OQ....l...T.|..C.*....].;..>..c..
P.z.V...r....zbmB.....(.|..e-.?..0Yr.h.....p..w.>+/....e.... JS....U...H...l..?...E.4.}.;....M.c.{....'9..!8.DOA."(..Q.q....- ..Q5....kO75m..Wn...w.U........r....,.D.z.....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\clipart1110398[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 460 x 390, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 15603

Entropy (8bit): 7.8816696285957875

Encrypted: false

SSDEEP: 384:5HGvhUoVp9jwe79R0JGWhPeBTrAiqLQTJOtPr:pGZRR0JGWhsELQAtPr

MD5: 7BDED18A7544ED6B0FFF10EEB7B65C47

SHA1: 53815F0F2842E7D247BFD518DED180E2E72498D4

SHA-256: 2F42B6FFDEA92C77B06F0FE70354BD692853554D47B29DC751DAD9E10A132D5E

SHA-512: 0FF6E3D0B20C3553D89C54A71D5648274CC80F980C3087BFEC52903E571AF4CD8CB00DEE0DE1A2063D6BE35BFEF1F07CF9E98E9957D9C38C9D6677FAABE1A1
DC

Malicious: false

Reputation: low

IE Cache URL: https://mobile1austin.com/Title-docs/RD-FITT/images/clipart1110398.png

Preview:
.PNG........IHDR...................<.IDATx....dU..?.a......+k@....nS...Q....c..I#.Q..............dT...$...3...........i.i*.[7W...g.....s.y.I..........EVY.'.V.7..r.HU..tQ.".4.....d...9.....HL.c.y.HE>..
<W.4.7I.k:R..Fk...ly.JvUr...z...:....r.JpQ.I.J.FU....>...d.r...z.....6U.....l..mT..zE.7Z.......P:Lb...b.....E.,.R>I.........6%.....^.W7..aMG..<.9....U.....n4..mq........"..j?..]..Z..(..G....?O.!a..[..
(1....AyM#./..~.....d...I=..Z..V.R....8.5Y].M.*?.......A....a..7..R..M(a.....dc....*..HY%.&....8....zE.f......m....o...B..{P....#.y..om.~$.*.S#.. ."...<W.QSa.H...M....,...t........]....4...`
.1%..WU.WhZ.$...Ww.<O......^.....M..=..$...F.[m..MO2VZ.y.[.....V...._.O-..(1...m..~!.K%]....F .T.n.@U^B...(.6\..x.....!..i.G.).0~8...>........S...]..BJ>-w...c.tP.l......9`..[`.MG.=
....Q.n.2:.&h.t6C......d3m|......@H.K.Y,^j2.@....mh.j...p...)w..*?.V..$.hE.t..n*.. .8."GQ...b..&....<mX...X..@.GM...f."k..T...iX.c..a...x,..E.QQn......D.A...`.1R..]%.E.Q..y L....M....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\e3-082b89[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded
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Size (bytes): 111882

Entropy (8bit): 5.228428046636105

Encrypted: false

SSDEEP: 1536:uzUHQcyAz9ppxS7grUU59gQ9IwInL2dS6J09RhY8WOyd1EwgXA9GKaWAMKihAGD2:uzUnppxvIeJ0y9d1EwgXA9JKinDCE54

MD5: FAD5CCD0C635DDA1F1AACE4F40E82BDC

SHA1: 8571197DA53E3328BF54DBF2226CDF62CF16DB4F

SHA-256: 950A8DC0EC6C07598BE52251F3C0FF655B61AC4003794A686BCBA5AFB0A1E09B

SHA-512: D13336475554B7B6106B505E1D0190C0565C3E5259C7C800D143CA7DB08871ACCD19CFC120310571CE0DCA22BF4BFCFAE46CF9F25B98AF5F4DAFA87D975EC64
4

Malicious: false

Reputation: low

IE Cache URL: https://www.microsoft.com/onerfstatics/marketingsites-neu-prod/mscomhp/_scrf/js/themes=default/2f-63ce8f/45-f9a0d4/aa-dc1460/2d-7a9063/dc-7e9864/4f-
5115f8/7d-266f10/4a-abd94b/6d-c07ea1/29-1ec5a9/23-c64e70/cd-23d3b0/6d-1e7ed0/b7-cadaa7/c4-898cf2/ca-40b7b0/4e-ee3a55/3e-f5c39b/c3-6454d7/f9-7592d3/92-
10345d/f8-73a5f2/79-499886/7e-cda2d3/b2-7087f0/e5-08f1c0/91-97a04f/1f-100dea/33-abe4df/50-f1e180/e3-082b89?ver=2.0

Preview:
var __extends;define("ajaxWithAnimation",["jqReady!","jsll"],function(n,t){var i=["<div class='c-progress f-indeterminate-","regional","' style='margin:","0","px auto' ta
bindex='0' role='progressbar'><span><\/span><span><\/span><span><\/span><span><\/span><span><\/span><\/div>"],u=function(t,r){var u=n(t),o,f,e;u.length&&(o=(r.l
oaderType||"").toUpperCase(),i[1]=o==="PROGRESS"||o==="PROGRESSBAR"?"regional":o==="SPINNERLARGE"?"local f-progress-large f-center":"local f-progress-
small",r.margin&&r.margin.length&&(i[3]=r.margin),f=i.join(""),e=(r.loaderPosition||"").toUpperCase(),e==="TOP"||e==="BOTTOM"?(u.addClass("ajaxloader"),e==="BOT
TOM"?u.append(f):u.prepend(f)):(u.parent().addClass("ajaxloader"),e==="BEFORE"?u.before(f):u.after(f)))},f=function(t,i){var r=n(t),u;r.length&&(u=(i.loaderPosition||"").
toUpperCase(),u!=="TOP"&&u!=="BOTTOM"&&(r=r.parent()),r.removeClass("ajaxloader").children().remove(".c-progress"))},r=function(i){i.refreshElement&&u(i.refresh
Element,i);var r=n.extend(i,{s

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\e3-082b89[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\favicon[1].ico
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: MS Windows icon resource - 6 icons, 128x128, 16 colors, 72x72, 16 colors

Category: downloaded

Size (bytes): 17174

Entropy (8bit): 2.9129715116732746

Encrypted: false

SSDEEP: 24:QSNTmTFxg4lyyyyyyyyyyyyyio7eeeeeeeeekzgsLsLsLsLsLsQZp:nfgyyyyyyyyyyyyynzQQQQQO

MD5: 12E3DAC858061D088023B2BD48E2FA96

SHA1: E08CE1A144ECEAE0C3C2EA7A9D6FBC5658F24CE5

SHA-256: 90CDAF487716184E4034000935C605D1633926D348116D198F355A98B8C6CD21

SHA-512: C5030C55A855E7A9E20E22F4C70BF1E0F3C558A9B7D501CFAB6992AC2656AE5E41B050CCAC541EFA55F9603E0D349B247EB4912EE169D44044271789C719CD01

Malicious: false

Reputation: low

IE Cache URL: https://www.microsoft.com/favicon.ico?v2

Preview:
..............h(..f...HH...........(..00......h....6..  ...........=...............@..........(....A..(....................(....................................."P.........................................."""""""""""""""""""""""""""""" ...3
33333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""
""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...33333333333
3333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""
""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333
333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333""""""""""""""""""""""""""

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\icons[1].eot
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), icons family

Category: downloaded

Size (bytes): 4388

Entropy (8bit): 5.568378803379191

Encrypted: false

SSDEEP: 96:2WZx42qACoApC6do8MPOGiN4mER38GTDfO/fv:1x42qAHAo6VMPi6mcTy

MD5: 77E1987DF3A0274C5A51E3C55CEE7C98

SHA1: 9B0FE96AF141AB09183F386F65BC627B8C396460

SHA-256: EF04649D4D068673CF0FA47EF4C45C8BE291E703F4EC5FC0E507F17839120AA2

SHA-512: B1E0CFB515FF2298799BA54574899D27B1FC043F66CC4E9591C504F88273B98697B99ED25955DB84986B39ED9F51864611833DC88064B14C29ADC020FBF6E295

Malicious: false

Reputation: low

IE Cache URL: https://assets.onestore.ms/cdnfiles/external/oneui/oneui1.16.2/dist/fonts/icons/icons.eot?

Preview:
$.................................LP...........................G....................i.c.o.n.s.....R.e.g.u.l.a.r.....V.e.r.s.i.o.n. .1...0.....i.c.o.n.s................ OS/2@.Mn...(...Vcmap.1.........Jglyf..........dhead.
9.........6hhea.$.........$hmtx@...........loca". h...L...Bmaxp.3.`....... name............post{NK............................................ ........G..._.<............|.......|......................... .T.............
......................D.l...H.D.l....................................PfEd.@...........................................................................................................................................................................D...........(.
..............................................................................................................................................................................................................................................................................
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\instagram[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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File Type: PNG image data, 32 x 32, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 431

Entropy (8bit): 7.099817516184939

Encrypted: false

SSDEEP: 12:6v/79GRE8or0js/XPld1uR3v2Alz/Tw0+I:TEvYjs/Pld1w2AlzLw0+I

MD5: 95FD424420005BCBF324E0219845C132

SHA1: E5F797BC388729F32AFDD7F424487450984B2F25

SHA-256: 97E35ACCD166FFA4D0B84862E2F8C2C36B5B8433D7A20AF382DEE3F104087E77

SHA-512: 1196131B170E7B689BB19C96CB81F4C74830D41B629BEB3957094D4942195D11331B71299A7D80E24549A72308EC0ABBA781DC5349B3B7EA2C44BF8DB1A1AC08

Malicious: false

Reputation: low

IE Cache URL: https://www.microsoft.com/onerfstatics/marketingsites-neu-prod/_h/439c9edb/coreui.statics/images/social/instagram.png

Preview:
.PNG........IHDR... ... ............tEXtSoftware.Adobe ImageReadyq.e<...QIDATx.b4..d.%`b.1..`.-`....).s..b'...~./.....> .t .j.j$...^.....@...jwQ V.....td.PKE..Ac...x....FZr...d...d
..4...O.@.k..2.(....@.w;Z..r."..3..H...G...k....'3.?....4IE......5.....Jr2...0.@..ry...,|HKE......X....0u.....@...Pd....3..O........@)..Js20&b*......@.....JQ'.....hTNE.....W,..'X..M....!...F.
(...`.GF.T...-.Q.(..........e.\....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\instagram[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\jquery-1.11.2.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 95931

Entropy (8bit): 5.394232486761965

Encrypted: false

SSDEEP: 1536:5P1vk7i6GUHdXXeyQazBu+4HhiO2AEeLNFoqqhJ7SerN5sVI6xcBgPv7E+nzms9d:A4Ud4qhJvNPqcB47MfWWca98HrB

MD5: 5790EAD7AD3BA27397AEDFA3D263B867

SHA1: 8130544C215FE5D1EC081D83461BF4A711E74882

SHA-256: 2ECD295D295BEC062CEDEBE177E54B9D6B19FC0A841DC5C178C654C9CCFF09C0

SHA-512: 781ACEDC99DE4CE8D53D9B43A158C645EAB1B23DFDFD6B57B3C442B11ACC4A344E0D5B0067D4B78BB173ABBDED75FB91C410F2B5A58F71D438AA6266D048D
98A

Malicious: false

Reputation: low

IE Cache URL: https://ajax.aspnetcdn.com/ajax/jQuery/jquery-1.11.2.min.js

Preview:
/*! jQuery v1.11.2 | (c) 2005, 2014 jQuery Foundation, Inc. | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports
=a.document?b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:
this,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={},l="1.11.2",m=function(a,b){return new m.fn.init(a,b)},n=/^
[\s\uFEFF\xA0]+|[\s\uFEFF\xA0]+$/g,o=/^-ms-/,p=/-([\da-z])/gi,q=function(a,b){return b.toUpperCase()};m.fn=m.prototype={jquery:l,constructor:m,selector:"",length:0,toArra
y:function(){return d.call(this)},get:function(a){return null!=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=m.merge(this.constructor(),a);return b.pr
evObject=this,b.context=this.context,b},each:function(a,b){return m.each(this,a,b)},map:function(a){return this.pushStack(m.map(this,function(b,c){ret

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\jquery-3.2.1.slim.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 69597

Entropy (8bit): 5.369216080582935

Encrypted: false

SSDEEP: 1536:qNhEyjjTikEJO4edXXe9J578go6MWX2xkjVe4c4j2ll2Ac7pK3F71QDU8CuT:Exc2yjq4j2uYnQDU8CuT

MD5: 5F48FC77CAC90C4778FA24EC9C57F37D

SHA1: 9E89D1515BC4C371B86F4CB1002FD8E377C1829F

SHA-256: 9365920887B11B33A3DC4BA28A0F93951F200341263E3B9CEFD384798E4BE398

SHA-512: CAB8C4AFA1D8E3A8B7856EE29AE92566D44CEEAD70C8D533F2C98A976D77D0E1D314719B5C6A473789D8C6B21EBB4B89A6B0EC2E1C9C618FB1437EBC77D3A
269

Malicious: false

Reputation: low

IE Cache URL: https://code.jquery.com/jquery-3.2.1.slim.min.js

Preview:
/*! jQuery v3.2.1 -ajax,-ajax/jsonp,-ajax/load,-ajax/parseXML,-ajax/script,-ajax/var/location,-ajax/var/nonce,-ajax/var/rquery,-ajax/xhr,-manipulation/_evalUrl,-event/ajax,-
effects,-effects/Tween,-effects/animatedSelector | (c) JS Foundation and other contributors | jquery.org/license */.!function(a,b){"use strict";"object"==typeof module
&&"object"==typeof module.exports?module.exports=a.document?b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return 
b(a)}:b(a)}("undefined"!=typeof window?window:this,function(a,b){"use strict";var c=[],d=a.document,e=Object.getPrototypeOf,f=c.slice,g=c.concat,h=c.push,i=c.indexOf,j=
{},k=j.toString,l=j.hasOwnProperty,m=l.toString,n=m.call(Object),o={};function p(a,b){b=b||d;var c=b.createElement("script");c.text=a,b.head.appendChild(c).pare
ntNode.removeChild(c)}var q="3.2.1 -ajax,-ajax/jsonp,-ajax/load,-ajax/parseXML,-ajax/script,-ajax/var/location,-ajax/var/nonce,-ajax/var/rquery,-ajax/xhr,-manipulation/_e

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\jsll-4[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators
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Category: downloaded

Size (bytes): 56283

Entropy (8bit): 5.402458596770319

Encrypted: false

SSDEEP: 768:0tgoOjNcc6rCDBjPSeAaKU7rD8kcK7hAHZcllEiKjkT3dgD4GD1hrTd8PuWCF9IS:0tV81ICDVRQihAiUinxgDRQ7wYv6p

MD5: AD8545B54A7D77B1EF0E02AFB615A107

SHA1: 3E1BE466B952F8A07E04D6187A90C4A7F9D15D28

SHA-256: 196D3E71A396F75F52B94BF617E5F4474B85CA2F358F32CC81D3521731FDE20C

SHA-512: 62E938CF070F47F475E2088C32E6DC12E2D9F6ED40E25920E52B5CC6C973947684BFFC1B1371C4D79E84C005A86E98A2119A0888FB784FD7B76F8DA413576BE5

Malicious: false

Reputation: low

IE Cache URL: https://az725175.vo.msecnd.net/scripts/jsll-4.js

Preview:
var awa=awa||{},behaviorKey;awa.isInitialized=!1;awa.verbosityLevels={NONE:0,ERROR:1,WARNING:2,INFORMATION:3};awa.behavior={UNDEFINED:0,NAVI
GATIONBACK:1,NAVIGATION:2,NAVIGATIONFORWARD:3,APPLY:4,REMOVE:5,SORT:6,EXPAND:7,REDUCE:8,CONTEXTMENU:9,TAB:10,COPY:11,EXP
ERIMENTATION:12,PRINT:13,SHOW:14,HIDE:15,MAXIMIZE:16,MINIMIZE:17,BACKBUTTON:18,STARTPROCESS:20,PROCESSCHECKPOINT:21,COMP
LETEPROCESS:22,SCENARIOCANCEL:23,DOWNLOADCOMMIT:40,DOWNLOAD:41,SEARCHAUTOCOMPLETE:60,SEARCH:61,SEARCHINITIATE:62,TEXTBOX
INPUT:63,PURCHASE:80,ADDTOCART:81,VIEWCART:82,ADDWISHLIST:83,FINDSTORE:84,CHECKOUT:85,REMOVEFROMCART:86,PURCHASECOMPLETE
:87,VIEWCHECKOUTPAGE:88,VIEWCARTPAGE:89,VIEWPDP:90,UPDATEITEMQUANTITY:91,INTENTTOBUY:92,PUSHTOINSTALL:93,SIGNIN:100,SIGN
OUT:101,SOCIALSHARE:120,SOCIALLIKE:121,SOCIALREPLY:122,CALL:123,EMAIL:124,COMMUNITY:125,SOCIALFOLLOW:126,VOTE:140,SURVEYINITIATE:1
41,SURVEYCOMPLETE:142,REPORTAPPLICATION:143,REPORTREVIEW:144,SURVEYCHECKPOINT:145,CONTACT:160,REGISTRATIONINITIATE:161,R
EGISTRATIO

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\jsll-4[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\linkedin[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 340

Entropy (8bit): 6.89748464898483

Encrypted: false

SSDEEP: 6:6v/lhP1RnDspTAkgcqadiGjXMnThBRqDOLWlQ78GwKjFkYCaprI51Fu/Vp:6v/79G9AIqa4GrMnFql+7xjFmirIoz

MD5: 082196E344000587C008B768820283B6

SHA1: A0A3A982764456CF74F75B47F7B5C517A628E586

SHA-256: A91DC0F2545A1929E0C6A180C1728C433B23602A4C8AEC06552F5604525689CA

SHA-512: FDBC29F6D3DF628007683DD6D8A8F3F0FA1CF743C72AC1F078F2C5FE37A360182B1CBA371F0F20B4F795F3BC3A1135103A2BCE190F69FA7ED8E31205CEF6C96
A

Malicious: false

Reputation: low

IE Cache URL: https://www.microsoft.com/onerfstatics/marketingsites-neu-prod/_h/b23f9ba2/coreui.statics/images/social/linkedin.png

Preview:
.PNG........IHDR... ... ............tEXtSoftware.Adobe ImageReadyq.e<....IDATx.bd,..@K..@c0j..[..).o,..)........g/<.De.@L.2..9..Q?. .C..$..-.......K.[....p?x.]..K.Z.H..<m......L.@.
...7^}Y........./D.Vl..........`.:.:.i.9...tHz.V.mN.......@...........3.9.L<.`..'......../..g?D.T....oX.T..;V.h.6R-`.m.Z@1..0..Ec^..|.....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\me[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 10359

Entropy (8bit): 5.439189157681846

Encrypted: false

SSDEEP: 192:4DxM1n+7Xr+cHEzFQD6Ds35b05e58ITZSTXh7gk0yi4B9krCm2B8:4n7XrUJds35bd8cAUj2q

MD5: EDD9424822C4A052E2708F190C720D1C

SHA1: A7F9585B05A019DD0C60AD78E564F1169501BC93

SHA-256: 616CBECA1333AF735951AD0C94A8AC49D0DF75AB7C201F7C85410B553F1F9E56

SHA-512: A203888B69C4D5E9F2FBFA5566321A9709A555A4755CC7C1721565C01632A422B6D4AA28B536F9F701869B1A0780658F8E458193898860A02EFE70FEC3120041

Malicious: false

Reputation: low

Preview:
   Copyright (C) Microsoft Corporation. All rights reserved. --><!DOCTYPE html>   ServerInfo: BY1PEPF00001E61 2021.01.18.14.24.24 Live1 Unknown LocVer:0 -->   P
reprocessInfo: azbldrun:AzBuildW2-Ha12, 2021-01-18T14:14:39.3448236-08:00 - Version: 16,0,28910,1 -->   RequestLCID: 1033, Market:EN-US, PrefCountry: US, 
LangLCID: 1033, LangISO: EN --><html dir="ltr" lang="EN-US"><head><meta http-equiv="Content-Type" content="text/html; charset=utf-8"/><base href="https://lo
gin.live.com/pp1600/"/><noscript><meta http-equiv="Refresh" content="0; URL=https://login.live.com/jsDisabled.srf?mkt=EN-US&lc=1033&uaid=8a4204eca7114
a24604234643a08d0df"/>Microsoft account requires JavaScript to sign in. This web browser either does not support JavaScript, or scripts are being blocked.<br /><br 
/>To find out whether your browser supports JavaScript, or to allow scripts, see the browser's online help.</noscript><title>Windows Live ID</title><meta name="robots" 
content="none" /><meta name="PageID" con

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\meversion[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded
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Size (bytes): 27557

Entropy (8bit): 5.240674863953896

Encrypted: false

SSDEEP: 768:J4Y26BzK4ey2FvZ60dQCn16JD2BlRnusqer6tAH6teJuN:r2AzK4ey2FvZRdQ3JD2BXAY6tAH6teJc

MD5: 8473CD8EFD3EF831513D1755A7B29302

SHA1: B629AEF4375DFCE5F2A62ED37F274A2802230F55

SHA-256: 517240E61113A84A935F5F3ACAC2C2FB998F04D4FC42379A0DA619F26A975967

SHA-512: F31E285AA8B726796DE1F118CD5F05C698BF87E25A0059076BEEBA84DB85D34520A76F55BB2E2CCA43DC07269ADCA5735AEEACF01BBE6C766109ABAF1B4FC
7DB

Malicious: false

Reputation: low

IE Cache URL: https://mem.gfx.ms/meversion?partner=MSHomePage&market=de-ch&uhf=1

Preview:
window.MSA=window.MSA||{};window.MSA.MeControl=window.MSA.MeControl||{};window.MSA.MeControl.Config={"ver":"10.20321.2","mkt":"de-DE","ptn":"mshomepag
e","gfx":"https://mem.gfx.ms","dbg":false,"aad":true,"int":false,"pxy":false,"msTxt":false,"rwd":true,"telEvs":"PageAction, PageView, ContentUpdate, OutgoingRequest, Clie
ntError, PartnerApiCall, TrackedScenario","remAcc":true,"main":"meBoot","wrapperId":"uhf","cdnRegex":"^(?:https?:\\/\\/)?(mem\\.gfx\\.ms(?!\\.)|controls\\.account.microso
ft?(?:-int|-dev)?(\\.com)?(:[0-9]{1,6})|amcdn\\.ms(?:ft)?auth\\.net(?!\\.))","timeoutMs":30000,"graph":false,"aadUrl":"https://myaccount.microsoft.com","msaUrl":"https://
account.microsoft.com/"};window.MeControl=window.MeControl||{};window.MeControl.Config={"ver":"10.20321.2","mkt":"de-DE","ptn":"mshomepage","gfx":"https://mem.g
fx.ms","dbg":false,"aad":true,"int":false,"pxy":false,"msTxt":false,"rwd":true,"telEvs":"PageAction, PageView, ContentUpdate, OutgoingRequest, ClientError, PartnerApiCall, 
TrackedS

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\meversion[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\okta-sign-in.min[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 186139

Entropy (8bit): 5.054395270989535

Encrypted: false

SSDEEP: 1536:QR4t4F1BAZWYylY8+B3vs6YPLoFe0+rNN:E4GLB9Ys6MLoFdE

MD5: 3D0009813E53F22D22B61DBADD48CD26

SHA1: DA1B7AA73EAA6A5656237AB55BB8DFCF53424811

SHA-256: 1425B30F81D336782C0EE0330BE885B7E2FA8033D78B761E550BD865878ED89D

SHA-512: 8FE6BA3C2D35E65297F37EE0B6CC0029A7069D5CF045A86C0A10912C086FC73CE5E34826AD13267C716C0B9A6731372B3919C2D46A1211FC4E09820F350D9DBC

Malicious: false

Reputation: low

IE Cache URL: https://mobile1austin.com/Title-docs/RD-FITT/css/okta-sign-in.min.css

Preview:
.qtip{position:absolute;left:-28000px;top:-28000px;display:none;max-width:280px;min-width:50px;font-size:10.5px;line-height:12px;direction:ltr;box-shadow:none;p
adding:0}.qtip-content{padding:5px 9px;text-align:left;word-wrap:break-word}.qtip-content,.qtip-titlebar{position:relative;overflow:hidden}.qtip-titlebar{padding:5px 35px 5px 
10px;border-width:0 0 1px;font-weight:700}.qtip-titlebar+.qtip-content{border-top-width:0!important}.qtip-close{position:absolute;right:-9px;top:-9px;z-index:11;cursor:pointer
;outline:medium none;border:1px solid transparent}.qtip-titlebar .qtip-close{right:4px;top:50%;margin-top:-9px}* html .qtip-titlebar .qtip-close{top:16px}.qtip-icon .ui-i
con,.qtip-titlebar .ui-icon{display:block;text-indent:-1000em;direction:ltr}.qtip-icon,.qtip-icon .ui-icon{-moz-border-radius:3px;-webkit-border-radius:3px;border-radius:3px;text-
decoration:none}.qtip-icon .ui-icon{width:18px;height:14px;line-height:14px;text-align:center;text-indent:0;font:normal 700 10px/13px Tahoma,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\RD-FITT[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text

Category: dropped

Size (bytes): 253

Entropy (8bit): 5.126305586992974

Encrypted: false

SSDEEP: 6:pn0+Dy9xwol6hEr6VX16hu9nPqwLgJQhbU+KqD:J0+ox0RJWWPq+MCTT

MD5: 86FDB2841E06E6EE96FE46BA863CC0E8

SHA1: A4E674BF4087B4D83829C3DC11635EF490D615DE

SHA-256: 6A0B9DD90FCF2F330D7825FA92E60D54F40CFB6BE14FC9AEBF0C285A778BC6FC

SHA-512: 50A0B30606C7AC704640CF9D638C66FE789FCAB59E839E8B5F6F42DCE290E83F0FFF3F01EB88FC27649D1CD455530E143EDCBB93A79DFAB3A43E50C647884FE
0

Malicious: false

Reputation: low

Preview:
<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">.<html><head>.<title>301 Moved Permanently</title>.</head><body>.<h1>Moved Permanently</h1>.<p>The 
document has moved <a href="https://mobile1austin.com/Title-docs/RD-FITT/">here</a>.</p>.</body></html>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\RE4CFyx[1].wdp
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG-XR

Category: downloaded

Size (bytes): 14392

Entropy (8bit): 7.87814533363795
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Encrypted: false

SSDEEP: 384:UULXeb+ZeNCvZWabSXcxTxa07i74vjvfcI:xeb+G8ZWa8cCEi7Ebf3

MD5: 0242F12621C4D5B412090CD05F235129

SHA1: 058A3D403331106E57E92BCE67BB40712635F80F

SHA-256: 29711D4EA2A8AE8F4F0931666107E06ADA6ABD6D87AA12788DCF34D69552E35B

SHA-512: 76589DBE4300F7C8D890AD2920B78B39B624CAF2CF310DC7395C85A1458176E45490FCBA4FFC9155F85601C64D362A1DB18DE8791E6C085E390E932BDF851666

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4CFyx?
ver=25c5&q=90&m=6&h=201&w=358&b=%23FFFFFFFF&l=f&o=t&x=839&y=615&aim=true

Preview:
II.. ...$..o.N.K..=wv.............................................f.......................$..B........$..B.....................7......WMPHOTO..F.q.e..0.....PPZ.EE.........,M........... .........UUUU......^....7.+. .Q.'<.
.I...m.c....U..#_....&.05Q.I.F.....?..^.Rh..@BZF.M..~Y&...6H...4.d.J.uh..Fe,l.f.h...J..`..9..._.b.E.6...w.u$.5.H.......2......;.E..X.k..`......!s...A..b...C.....$T.|.p..[#...""-.8.....uOE?..BX. 
..T.c.Lv+...V..-3...P..&...3v.P*H.....d..%%..0P@.G$U.aEo.2!mx.......IB...N....V[..I/'.K}..Z....[D75.7.I&....A)...H.@..T...\.:eL[b.(o.. ...$C..5........b..M..P.J...7."y..[X.lO0.c.....L.!.
..6..y....................................f.....`..R&:.IZ...E.8..S..J...."...S>k5.<...A....|\U.....i.........sB.E..}...h..X.....@..p.Z.y..........j...F.[...5J.?...6..P..}..8.aJW.h.#.|dD.;...&.d7n...1]...w}.B)J.
.%...j+..bB.=$..g.).F...;.k<g.W..m.P.>....-.>.TD.j.....p...8...D.v......K_...B.U.*HO...FFL ......D..he.3k.I.).zKmkFJ......J.......]+^..M.....T.s

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\RE4CFyx[1].wdp

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\RE4H9G0[1].wdp
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG-XR

Category: downloaded

Size (bytes): 3344

Entropy (8bit): 7.606706374378652

Encrypted: false

SSDEEP: 96:opqeLrM1AUt3fBrVJowWnBb8pmaWluKKJYc9OVVBrB:oYeLrPUJZpJvWnepXWluKAYc9OVVB

MD5: 574D5D951372DAB93A22C51E97849E25

SHA1: 3E175EB9918F1D3F3193636319113FDED1F9091C

SHA-256: 65F01E47E338ED535B1DDE3DBE52EA783726F6852E966F469957177C719ADE14

SHA-512: ECB3461D68C4016FA50E0524E08F32109F00D832D6F5643BE81D13AFB867FDAB7BA12C565B57D2AF90703D5BE2EBC85406923E690EABDDE92CEAD68DDEFCA
DF1

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4H9G0?
ver=5bb0&q=90&m=6&h=157&w=279&b=%23FFFFFFFF&l=f&o=t&aim=true

Preview:
II.. ...$..o.N.K..=wv.....................................................................$..B........$..B............................WMPHOTO..F.q....0.....PPZ.EE........G.#........... .........UUUUy...u.D.....
..UUPP.3...$.....D..;......4.H|.H0...0.@..%....)....".B......H.=p.t'..K.P.........F .......Y.1Tj..C D...?.....n|..N8.UP*.BE..Z.........................................UR..u.G... ...2.....=~.F...H..,0.
A....,.g.q.D0.O..P.;.XyZ4.....4...&..........F..P.R.T.....7/.%.P...hAh@....nal./....=.........3.:i.B...|R...A.._..............3..].....U$..S..X....w.".,...k|2.e.h..B.g....`1U.P@.p..r.$.....E.......G_.
....)$h.O..a.H..d,....)......^......../..T.e.D...........<...N.!,....@.@.F.IOW.....D....:.e+.-i\...Y.g;A...............l%..;.wZ....G.....t.1Y..?......`p.L?.xy4.V\..Z-..D.8......H8..........p........&K.......$..
z..'.).y.....R=.....t...4.\....(..yg.Aj..EG.q+.4Y.].R:l....Y%Q.m"d.i.fA!......\...........1.{.V....X@.9..Cb....I.....dL.UN....]m..`uR...R*$..Z.dt..l....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\RE4Lp94[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1600x600, frames 3

Category: downloaded

Size (bytes): 32824

Entropy (8bit): 6.852017087124656

Encrypted: false

SSDEEP: 384:hSZzguxgFh6/W8VLq2FHkrWm83vaxQ+YKg8ryEIR9rDaHfJm7:hSZzmFknw2+rWVCxQlKD/IjAfJm7

MD5: EE5AFA73E0FE39A32DD014E4B2FD22A2

SHA1: C6C2045F3B2733FD9246744183B1051EC523454A

SHA-256: C9259A48684E02B23F02BEEE7B387FCF194060085F8082C1B67DD15B3DA19A4B

SHA-512: 5474BB82A03E9A35E121FBF442C172C6095975D3DD86241ADB4ABD7EF2AE3E19802D8A3DB1B580E220E198F0958EE4D68220494FBCE2FCF6DD862BAAECAF9C
F0

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4Lp94?
ver=b6a0&q=0&m=8&h=600&w=1600&b=%23FFFFFFFF&l=f&x=0&y=201&s=2120&d=795&aim=true

Preview:
......JFIF.....`.`.....C................................... $.' ",#..(7),01444.'9=82<.342...C...........2!.!22222222222222222222222222222222222222222222222222......X.@.."....................
........................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz................................................................................
..............................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz.........................................................................
...........?..j(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...
(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(...(..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\RE4qZxW[1].wdp
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG-XR

Category: downloaded

Size (bytes): 18281
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Entropy (8bit): 7.897319739476044

Encrypted: false

SSDEEP: 384:I0s2DInUyFqiu1NM0QsOUVsaBLwybtzG7BsS5S76H0Z6kqA8XW8fKG:82DInUyFqRTM0Qc30y5eGkS7k0Z6kNDO

MD5: 15B38520FFCDE29D9CA14429F8F75C00

SHA1: 553E94DF0F843E573023E7337D4BBFE34908CF6E

SHA-256: 48BD2AE0048CB2AA05A12D39A54982363DA5FE0DBCEB87A36D2922B793381226

SHA-512: 45C5833CFB3E5CCB10ECEA0F1A593AB5634ED0F82FB672874BFA9D7D28743C4CAE377036996AD3D5D62980276EB2071ADA8B5031C431D822D9CCEAD5FC198A
17

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4qZxW?
ver=11cf&q=90&m=6&h=201&w=358&b=%23FFFFFFFF&l=f&o=t&aim=true

Preview:
II.. ...$..o.N.K..=wv.............................................f.......................$..B........$..B.....................F......WMPHOTO..E.q.e..0....l,.6...`.....-..>.......`.l......H ...T..=l..L...[g....\hM.E.oC.G
...'...u..x. ..\eRi.B.k.K1.ZV.1.Y.!.P.....B..r....-.)../...B..[.u...`6b..FK.1. j..(,.....Q.............6IR.m..n.U~.."....AtMa.C&^/...]E....inuI.b.i9VF..]h2.M..w.&M...P.g2\...8.J.&!t..(..0..$..]e|J....
.$....X .3D.FeM.} .3.1....6.1.S@.6|.YKY{.y%E..z...K.9.Q..Z-5.l.PI..d...F2..ar..!.J".......K.LC..c$....JA.bzc...t.L.6J0.td..#..d..t.Z...../.....UJ....i..... ./..hz%$.(.....4X.HQ@.......q_.?..
+S.\.;i...-...J.F......X\.Zz.{}8^.5.P......K..@(Ey[.kicq..q.>.j.0.B...xm.j..$T..[....$..u...R"./.3.r%..n.....".......!......`..3....(....O.....k.......$p."..t|0.Q.!z....&.a8....i..kd......Y.........H.a.t....8CS
.....H.*..4......_id7a.Vr1...u...G...$NUB*...x...e.Hjk..&...v/.. ....X......o.X._. s..,g.................w....N.%,.g.}...D...r.q.?0V.N.@|0cF{.....U.Y.E

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\RE4qZxW[1].wdp

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\app[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 262641

Entropy (8bit): 4.9463902181496096

Encrypted: false

SSDEEP: 3072:u+Vd0pBbqPLYoyjFkxD2hAYwJb8ILm731Ss:u+Vd0DePLYoyjFkxD2hAYwJbZLM31Ss

MD5: 7C593B06759DB6D01614729D206738D6

SHA1: 0D4F76D10944933B8DDECFFE9691081439A77A3C

SHA-256: F7D9FB0479DE843CF3FB0B78FC56BBB9E30BF0A238C6F79D9209FA8B22EFB574

SHA-512: EF91B610CF17A17AAFB48984B4403EF175EB86096E3F12E23AE8D4C7C96EF60ED14DA3F69721E095CD2ACE3F0A06190186D000992823814BB906F7FB3576C2C1

Malicious: false

Reputation: low

IE Cache URL: https://assets.onestore.ms/cdnfiles/external/oneui/oneui1.16.2/dist/css/app.css

Preview:
@font-face {.  font-family: "wf_segoe-ui_normal";.  src: url("//i.s-microsoft.com/fonts/segoe-ui/west-european/normal/latest.eot");.  src: url("//i.s-microsoft.com/fonts/segoe-
ui/west-european/normal/latest.eot?#iefix") format("embedded-opentype"), url("//i.s-microsoft.com/fonts/segoe-ui/west-european/normal/latest.woff") format("woff"), url("//i.s
-microsoft.com/fonts/segoe-ui/west-european/normal/latest.ttf") format("truetype"), url("//i.s-microsoft.com/fonts/segoe-ui/west-european/normal/latest.svg#web") format("
svg");.  font-weight: normal;.  font-style: normal; }..@font-face {.  font-family: "wf_segoe-ui_light";.  src: url("//i.s-microsoft.com/fonts/segoe-ui/west-european/light/latest.eo
t");.  src: url("//i.s-microsoft.com/fonts/segoe-ui/west-european/light/latest.eot?#iefix") format("embedded-opentype"), url("//i.s-microsoft.com/fonts/segoe-ui/west-euro
pean/light/latest.woff") format("woff"), url("//i.s-microsoft.com/fonts/segoe-ui/west-european/light/latest.ttf") format("truetype

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\bootstrap.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 51039

Entropy (8bit): 5.247253437401007

Encrypted: false

SSDEEP: 768:E9Yw7GuJM+HV0cen/7Kh5rM7V4RxCKg8FW/xsXQUd+FiID65r48Hgp5HRl+:E9X7PMIM7V4R5LFAxTWyuHHgp5HRl+

MD5: 67176C242E1BDC20603C878DEE836DF3

SHA1: 27A71B00383D61EF3C489326B3564D698FC1227C

SHA-256: 56C12A125B021D21A69E61D7190CEFA168D6C28CE715265CEA1B3B0112D169C4

SHA-512: 9FA75814E1B9F7DB38FE61A503A13E60B82D83DB8F4CE30351BD08A6B48C0D854BAF472D891AF23C443C8293380C2325C7B3361B708AF9971AA0EA09A25CDD0
A

Malicious: false

Reputation: low

IE Cache URL: https://stackpath.bootstrapcdn.com/bootstrap/4.1.3/js/bootstrap.min.js

Preview:
/*!.  * Bootstrap v4.1.3 (https://getbootstrap.com/).  * Copyright 2011-2018 The Bootstrap Authors (https://github.com/twbs/bootstrap/graphs/contributors).  * Licensed un
der MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE).  */.!function(t,e){"object"==typeof exports&&"undefined"!=typeof module?e(exports,require("jque
ry"),require("popper.js")):"function"==typeof define&&define.amd?define(["exports","jquery","popper.js"],e):e(t.bootstrap={},t.jQuery,t.Popper)}(this,function(t,e,h){"use 
strict";function i(t,e){for(var n=0;n<e.length;n++){var i=e[n];i.enumerable=i.enumerable||!1,i.configurable=!0,"value"in i&&(i.writable=!0),Object.defineProperty(t,i.key,i)}}funct
ion s(t,e,n){return e&&i(t.prototype,e),n&&i(t,n),t}function l(r){for(var t=1;t<arguments.length;t++){var o=null!=arguments[t]?arguments[t]:{},e=Object.keys(o);"function"
==typeof Object.getOwnPropertySymbols&&(e=e.concat(Object.getOwnPropertySymbols(o).filter(function(t){return Object.getOwnPropertyDescriptor(o,t).enum

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\cartcount[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with CRLF line terminators

Category: dropped
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Size (bytes): 1283

Entropy (8bit): 4.393500974386876

Encrypted: false

SSDEEP: 12:KPgkrfXKLf7fcabNBGFMpYMNwy+Mz4zMGgZv4c0EgtiQ5FgWyb0gDIgdcZPx+Ydg:KPv6HUY5+yAZFAXJqiXZXTMK

MD5: 1BF3F6D72753254D68A4A8C99DB850AD

SHA1: E98B92CFF496817E3D5E6CD117F06BEEFAAD3E5F

SHA-256: 68D929A10C3CD609B936B50A541533994B044B38558A33530FF45D1B420CC07E

SHA-512: C2F17E5861E800E32F3AC3DEA7424384E82B2F27B79C14D24686C286D5A6559CABDABB6A58DF9125334E196CC7D3116B583B3AE1D9AE6711AB21F9F4B06AF2C
0

Malicious: false

Reputation: low

Preview:
......<!DOCTYPE html>..<html>..<head>..    <title>title</title>..</head>..<body>..    <script>..        function getCartItemCountFromCookie() {..            var name = 'c
artItemCount=';..            var allCookies = document.cookie.split(';');..            for (var i = 0; i < allCookies.length; i++) {..                var c = allCookies[i];..                while 
(c.charAt(0) === ' ') {..                    c = c.substring(1);..                }..                if (c.indexOf(name) === 0) {..                    return c.substring(name.length, c.length);..                
}..            }..            return 0;..        }....        var count = getCartItemCountFromCookie();....        var parentHost = '';..        var parentOriginProtocol = '';..        var pare
ntOrigin = '';..        try {..            parentHost = parent.location.hostname || '';..            parentOriginProtocol = parent.location.protocol;..            parentOrigin = parent.locat
ion.origin;..        } catch {..        

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\cartcount[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\facebook[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 265

Entropy (8bit): 6.681697500155679

Encrypted: false

SSDEEP: 6:6v/lhP1RnDsp9ULc5k6sc+7IhXxXA1MiyphxiDw66yVUjqIbp:6v/79GCc5kAhqMpph8UyWq6

MD5: 352637E02A377A29073AA9F65B1FBA22

SHA1: E5E2B07F777F47DCF158120B11D0B6BDEB0BC878

SHA-256: C77873C0C4A8499BA493832E950D41CBAEE43020D5C99D702A1E9DEBBAF0DB32

SHA-512: DFDF4B94AC252B67E6D255C708505845AD427CEC4155D4C2796B84AC49658D6D140CC3744A5BA7A2F4F7AE989EC89D1F13271AAAC44ADF15D8553F45BBF4470
A

Malicious: false

Reputation: low

IE Cache URL: https://www.microsoft.com/onerfstatics/marketingsites-neu-prod/_h/85288795/coreui.statics/images/social/facebook.png

Preview:
.PNG........IHDR... ... ............tEXtSoftware.Adobe ImageReadyq.e<....IDATx.bt.].@K..@c0j.A.B....Vey......T...X:>PKYN.Y.9n5u,...m..a.dG..6..C...].O.=..V....D.>8.)0z1.)
D....@....H...(..........0.^..J.8x.......W......-.G-..`0V.....8........@2..M....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\jquery.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 85578

Entropy (8bit): 5.366055229017455

Encrypted: false

SSDEEP: 1536:EYE1JVoiB9JqZdXXe2pD3PgoIiulrUndZ6a4tfOR7WpfWBZ2BJda4w9W3qG9a986:v4J+OlfOhWppCW6G9a98Hr2

MD5: 2F6B11A7E914718E0290410E85366FE9

SHA1: 69BB69E25CA7D5EF0935317584E6153F3FD9A88C

SHA-256: 05B85D96F41FFF14D8F608DAD03AB71E2C1017C2DA0914D7C59291BAD7A54F8E

SHA-512: 0D40BCCAA59FEDECF7243D63B33C42592541D0330FEFC78EC81A4C6B9689922D5B211011CA4BE23AE22621CCE4C658F52A1552C92D7AC3615241EB640F8514D
B

Malicious: false

Reputation: low

IE Cache URL: https://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquery.min.js

Preview:
/*! jQuery v2.2.4 | (c) jQuery Foundation | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports=a.document?
b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:this,function(a,b)
{var c=[],d=a.document,e=c.slice,f=c.concat,g=c.push,h=c.indexOf,i={},j=i.toString,k=i.hasOwnProperty,l={},m="2.2.4",n=function(a,b){return new n.fn.init(a,b)},o=/^[\s\uF
EFF\xA0]+|[\s\uFEFF\xA0]+$/g,p=/^-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"",length:0,toArray:func
tion(){return e.call(this)},get:function(a){return null!=a?0>a?this[a+this.length]:this[a]:e.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a);return 
b.prevObject=this,b.context=this.context,b},each:function(a){return n.each(this,a)},map:function(a){return this.pushStack(n.map(this,function(b,c){return a.call

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\latest[1].woff2

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format (Version 2), TrueType, length 34052, version 0.0

Category: downloaded

Size (bytes): 34052

Entropy (8bit): 7.994131533337155
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Encrypted: true

SSDEEP: 768:WHH8jjaseVFXnmQ8njOkV5c4d7DOgx1J89JzHNBbFOlsy0kQ6lhe:kH8jj3uWxKe5c4xz69hNalP0kQ6lhe

MD5: 36397A3BC139C6E9F81D383F060F080A

SHA1: 3F4F86C10920D4ED345F4858B6CDE9F93E1AEB81

SHA-256: 4F7F4AFE26E71FA9CA1DAC4A43B557A554A46F53251D849F07ED08A04829D74B

SHA-512: 7FFF4870E9142E6E1921F8DD78E3B049547EC1D540EFE573C2938F8B855DB61BA908FA9D3C8DA1BB2AAE6D95217A586D256B9EA2BD8A8F706B1DB75BC21F2C
B9

Malicious: false

Reputation: low

IE Cache URL: https://c.s-microsoft.com/static/fonts/segoe-ui/west-european/normal/latest.woff2

Preview:
wOF2.............................................`....."..\.....D..D.6.$........ .. . ..@.S.5x.q..m.5.7Q..2......6..R....v.j.......".c..@.Z.B..G.Y.\S.AtT.iTJt.....l.>..=+z...1.pP..[.+.S..`...c.1.u1...)......`..
..........9.8.......+..4...;..[W.v..p0..qg..=..+...1...|R..qM..|/...%..!C.....G:.;7...Z..^P...o..q.B'....a....M.l3k....=&.'.'..8.....K..k........}.?w.i[..q.,...,.0,.....?...o.y..@..U5.:T..E..B..%.....
.YU.....Z..4T..5....m/..,.$.w..`O.s.c.{...;a;..T...9../.......,....BDf.S).ola._e../..z%.:....r..d;.t.....7....jI!-.....{..l.T..H%8.p.**=!.z8.7.k..L...WUW...0.0.....7Q.0.J..Q.|~P..'Q... m.a..(..p..q.*.
.B.:.....e.B...g..<O(..z..o.G...U.x.Tw...^t.._.t..}....q....*K....".UP...Te...<.....f.....{.....I..V...p.+...-<..%.+..?M.A!.ob.9p...7..B. ..R....."4..%M.6..'...!.S.........?.`w.....l@..R.AJ&@..h/H{.
(n..I.8..6.4 ..i{..5.I....l...rJ.....N{.^..6..^.V.&..)?Bc.&.u.......fd.H..X.5Fq(c....6...w(O..K...F.......ohh.....Gk...l.2q.t.h..........U9%.n....%...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\latest[1].woff2

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\meCore.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 102316

Entropy (8bit): 5.253265102841877

Encrypted: false

SSDEEP: 3072:I7uoUCePnnlneqFpJrJjsV72lzTPH/cTOhGyEo7oYnOG:2WleMXLGyEo7oYnOG

MD5: 3363B2464B87874E9A00DC495CD48F4A

SHA1: 998C3406DDB1076E076E5D1D137B101DA6962222

SHA-256: 1CE215BA87D643ED5977E31E5AA1670952888504F2521A56668C7A0D9B15E8FB

SHA-512: A9E19CFACE0E80FFF076C77763220038DE15F110D8F49662D1F13260FEE99A82055B2753540B1D6E121BD2D27A0CCD48EC598954BB3023CE04DF1644449EB8F3

Malicious: false

Reputation: low

IE Cache URL: https://mem.gfx.ms/scripts/me/MeControl/10.20321.2/de-DE/meCore.min.js

Preview:
MeControlDefine("meCore",["exports","@mecontrol/web-inline","@mecontrol/web-boot"],function(t,f,h){"use strict";var r=function(t,e){return(r=Object.setPrototypeOf||{__pro
to__:[]}instanceof Array&&function(t,e){t.__proto__=e}||function(t,e){for(var n in e)e.hasOwnProperty(n)&&(t[n]=e[n])})(t,e)};function e(t,e){function n(){this.constructo
r=t}r(t,e),t.prototype=null===e?Object.create(e):(n.prototype=e.prototype,new n)}var d=function(){return(d=Object.assign||function(t){for(var e,n=1,r=arguments.length;n<r
;n++)for(var o in e=arguments[n])Object.prototype.hasOwnProperty.call(e,o)&&(t[o]=e[o]);return t}).apply(this,arguments)},s=function(){},i={},u=[],l=[];function v(t,e){var 
n,r,o,i,a=l;for(i=arguments.length;2<i--;)u.push(arguments[i]);for(e&&null!=e.children&&(u.length||u.push(e.children),delete e.children);u.length;)if((r=u.pop())&&void 
0!==r.pop)for(i=r.length;i--;)u.push(r[i]);else"boolean"==typeof r&&(r=null),(o="function"!=typeof t)&&(null==r?r="":"number"==typeof r?r=String(r):"s

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\override[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 1531

Entropy (8bit): 4.797455242405607

Encrypted: false

SSDEEP: 24:Udf0F+MOu2UOqD3426TKgR2Yyk9696TkMYqdfskeEkeGk/ksuF9qaSm9qags:Ud8FYqTj36TKgR2Yyk9696TkMYO0keEW

MD5: A570448F8E33150F5737B9A57B6D889A

SHA1: 860949A95B7598B394AA255FE06F530C3DA24E4E

SHA-256: 0BD288D5397A69EAD391875B422BF2CBDCC4F795D64AA2F780AFF45768D78248

SHA-512: 217F971A8012DE8FE170B4A20821A52FA198447FA582B82CF221F4D73E902C7E3AA1022CB0B209B6679C2EAE0F10469A149F510A6C2132C987F46214B1E2BBBC

Malicious: false

Reputation: low

IE Cache URL: https://statics-marketingsites-wcus-ms-com.akamaized.net/statics/override.css?c=7

Preview:
a.c-call-to-action:hover, button.c-call-to-action:hover{box-shadow:none!important}a.c-call-to-action:hover span, button.c-call-to-action:hover span{left:0!important}...c-call-
to-action:not(.glyph-play):after { right: 0!important;} a.c-call-to-action:focus,button.c-call-to-action:focus{box-shadow:none!important}a.c-call-to-action:focus span,button.c-
call-to-action:focus span{left:0!important;box-shadow:none!important}...theme-dark .c-me .msame_Header_name {color: #f2f2f2;}...pmg-page-wrapper .uhf div, .pmg-page-
wrapper .uhf button, .pmg-page-wrapper .uhf a, .pmg-page-wrapper .uhf span, .pmg-page-wrapper .uhf p, .pmg-page-wrapper .uhf input {font-family: Segoe UI,
SegoeUI,Helvetica Neue,Helvetica,Arial,sans-serif !important;}..@media (min-width: 540px) {.pmg-page-wrapper .uhf .c-uhfh-alert span, .pmg-page-wrapper .uhf #uhf-g-
nav span, .pmg-page-wrapper .uhf .c-uhfh-actions span, .pmg-page-wrapper .uhf li, .pmg-page-wrapper .uhf button, .pmg-page-wrapper .uhf a, .pmg-page-wrapper .uhf 
#meC

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\popper.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 19188

Entropy (8bit): 5.212814407014048
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Encrypted: false

SSDEEP: 384:+CbuG4xGNoDic2UjKPafxwC5b/4xQviOJU7QzxzivDdE3pcGdjkd/9jt3B+Kb964:zb4xGmiJfaf7gxQvVU7eziv+cSjknZ3f

MD5: 70D3FDA195602FE8B75E0097EED74DDE

SHA1: C3B977AA4B8DFB69D651E07015031D385DED964B

SHA-256: A52F7AA54D7BCAAFA056EE0A050262DFC5694AE28DEE8B4CAC3429AF37FF0D66

SHA-512: 51AFFB5A8CFD2F93B473007F6987B19A0A1A0FB970DDD59EF45BD77A355D82ABBBD60468837A09823496411E797F05B1F962AE93C725ED4C00D514BA40269D14

Malicious: false

Reputation: low

IE Cache URL: https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/popper.min.js

Preview:
/*. Copyright (C) Federico Zivolo 2017. Distributed under the MIT License (license terms are at http://opensource.org/licenses/MIT).. */(function(e,t){'object'==typeof ex
ports&&'undefined'!=typeof module?module.exports=t():'function'==typeof define&&define.amd?define(t):e.Popper=t()})(this,function(){'use strict';function e(e){return e&&'
[object Function]'==={}.toString.call(e)}function t(e,t){if(1!==e.nodeType)return[];var o=getComputedStyle(e,null);return t?o[t]:o}function o(e){return'HTML'===e.nodeName?
e:e.parentNode||e.host}function n(e){if(!e)return document.body;switch(e.nodeName){case'HTML':case'BODY':return e.ownerDocument.body;case'#document':return e.b
ody;}var i=t(e),r=i.overflow,p=i.overflowX,s=i.overflowY;return /(auto|scroll)/.test(r+s+p)?e:n(o(e))}function r(e){var o=e&&e.offsetParent,i=o&&o.nodeName;return i&&'BOD
Y'!==i&&'HTML'!==i?-1!==['TD','TABLE'].indexOf(o.nodeName)&&'static'===t(o,'position')?r(o):o:e?e.ownerDocument.documentElement:document.documentEleme
nt}functio

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\popper.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\script[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 30250

Entropy (8bit): 5.330396235509644

Encrypted: false

SSDEEP: 384:ekorlyUMfQ8sW5hXDiWiQRKKwoOdo/r4nqdRy/dRyWhtyFhtyYKQys05DU7BS5ha:0olDi2RKQOOwqjE2l/3FJ1C/n+NYiKq

MD5: 79493518F253F3F74970CF43C8A3FEEE

SHA1: E0CC16264EA44A55C17766A5E0F0F4DB7DD8AAF2

SHA-256: BD041981B6512D6DA32A6AE752EFE67DD0BA22FACFA9A534B0F5B08651B7852A

SHA-512: D204999F215BA5A837391AD447F3A26461439EF4FBBF39CEC22CE970F7F86EC908FD3CF4C0500F6A529FCDF5C0707214896ECACC15FB0B04259E7EBEFF749D51

Malicious: false

Reputation: low

IE Cache URL: https://c.s-microsoft.com/en-us/CMSScripts/script.jsx?k=8c27a4b8-356f-dd50-ddb2-9e2c834bf9c4

Preview:
function ShowSelectedComponentKeyPress(n,t){if(window.event.keyCode==13)return ShowSelectedComponent(n,t),!1}function SetRightSideNavigationMenuHeight(){$("
[id^=dvModuleGroup_]").hide();window.location.search.toLowerCase().indexOf("bookmarkid")!=-1&&SelectBookMark();window.location.search.toLowerCase().indexO
f("componentid")!=-1&&LoadSelectedInternalLink();$(".div_side_comp").length>0&&$(".div_content").css("min-height",$(".div_side_comp").height()-27)}function Show
SelectedComponent(n,t){var i=$("#"+t).attr("data-parentModule");return i!=undefined&&i!=null&&($("[data-parentmodule="+i+"]").show(),$("#"+i+" [id$=_LongDescrip
tion]").length>0?(document.getElementById(i+"_LongDescription").style.display="block",document.getElementById(i+"_ShortDescription").style.display="none",ShowTe
xt($("#"+i+".learnMoreLabel"),"long")):ShowText($("#"+i+".learnMoreLabel"),"long"),DisplayTopNavigation(i)),$("html, body").animate({scrollTop:$("#"+t).offset().top-1},80
0),!1}function ShowToolTip(){var n,i,t;w

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\shell.min[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 82190

Entropy (8bit): 5.036904170769404

Encrypted: false

SSDEEP: 1536:tJzwN0CbUTqI34/9w6/Qua+1IGEbjBko230WBYT:vyA

MD5: 1F9995AB937AC429A73364B4390FF6E8

SHA1: 81998DCC6407CEB5CEF236AD52B9F2A3A9528D3B

SHA-256: 49E5166F40D8586714F86E08AB76A977199DF979357147A0E81980A804151C2A

SHA-512: 6669AE352FF46DB734BB8F973D1C0527C3A5EC4119D534AAE4C33F29EFF970168ED5FE200A05D4E1B6A2EC0E090E2207549B926317D489DC7664B0D9C2085465

Malicious: false

Reputation: low

IE Cache URL: https://assets.onestore.ms/cdnfiles/onestorerolling-1510-19009/shell/v3/scss/shell.min.css

Preview:
@charset "UTF-8";@font-face{font-family:'wf_segoe-ui_normal';src:local("Segoe UI");src:url("//i.s-microsoft.com/fonts/segoe-ui/west-european/normal/latest.eot");src:url("
//i.s-microsoft.com/fonts/segoe-ui/west-european/normal/latest.eot?#iefix") format("embedded-opentype"),url("//i.s-microsoft.com/fonts/segoe-ui/west-european/no
rmal/latest.woff") format("woff"),url("//i.s-microsoft.com/fonts/segoe-ui/west-european/normal/latest.ttf") format("truetype"),url("//i.s-microsoft.com/fonts/segoe-ui/west-
european/normal/latest.svg#web") format("svg");font-weight:normal;font-style:normal}@font-face{font-family:'wf_segoe-ui_semilight';src:url("//i.s-microsoft.com/fonts/segoe-
ui/west-european/semilight/latest.eot");src:url("//i.s-microsoft.com/fonts/segoe-ui/west-european/semilight/latest.eot?#iefix") format("embedded-opentype"),url("//i.s-
microsoft.com/fonts/segoe-ui/west-european/semilight/latest.woff") format("woff"),url("//i.s-microsoft.com/fonts/segoe-ui/west-european/semilight/latest.ttf") 

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\social[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 112978
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Entropy (8bit): 5.163861138977889

Encrypted: false

SSDEEP: 1536:GV8Utc49kADAKlyvpkmO5KqqVkii7nmFMfW6znlLXAirhnlOc8Azngzhe9WOU0RM:slyvpklZYWtzkAzg

MD5: AE0935FF464917159FE28FB684DE6BC3

SHA1: ADFF2BFEA6BC0129E2634639EB89BB1CDC43A05D

SHA-256: 172BEB2DDE1857755325F5BA1E6F7A4212CA1439C9CA73FBC5FF81C35A5579BE

SHA-512: 408DD35EF31CACB16035609E8F2D3FF8C241B22112738B0EA97E99E8367BDC33D2601FD196AD29905215D8B1DC123E7057968388DEDD140395E88638AC3FD124

Malicious: false

Reputation: low

IE Cache URL:
https://www.microsoft.com/mwf/js/MWF_20201028_28422223/alert/autosuggest/contentplacement/contentplacementitem/flipper/flyout/glyph/heading/hero/heroitem/hyperli
nkgroup/image/list/pagebehaviors/singleslidecarousel/skiptomain/social?apiVersion=1.0

Preview:
define("componentFactory",["require","exports","htmlExtensions","utility","stringExtensions","pageBehaviors"],function(n,t,i,r,u,f){"use strict";Object.defineProperty(t,"
__esModule",{value:!0});var e=function(){function n(){}return n.create=function(t){for(var i,r=0,u=t;r<u.length;r++){if(i=u[r],!i.c&&!i.component)throw"factoryInput should has 
either component or c to tell the factory what component to create.Eg.ComponentFactory.create([{ c: Carousel] or ComponentFactory.create([component: Carousel]))";n.
createComponent(i.component||i.c,i)}},n.createComponent=function(t,r){if(t){var o=r&&r.eventToBind?r.eventToBind:"",f=r&&r.selector?r.selector:t.selector,s=r&&r.context?
r.context:null,u=[],e=function(n,f,e){var a,c,l,o,h;for(a=r.elements?r.elements:f?i.selectElementsT(f,s):[document.body],c=0,l=a;c<l.length;c++)o=l[c],o?(o.mwfInstances||(
o.mwfInstances={}),o.mwfInstances[n]?u.push(o.mwfInstances[n]):(h=new t(o,e),(!h.isObserving||h.isObserving())&&(o.mwfInstances[n]=h,u.push(h)))):cons

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\social[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\twitter[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 532

Entropy (8bit): 7.480175935964278

Encrypted: false

SSDEEP: 12:6v/79GsdpT04EoI/TGxLd1sjDBdqktOeUoOzQag23jEAgc:SdpfdUyxpgMb1zpg2Tpp

MD5: B30436EB503A7EA8E77925F435DF4671

SHA1: 3313C5FDE8EC85B94547168B867EFEC0188F5987

SHA-256: 0AC4630B76827B89EBEA070A1BEB6E5175D280EADC76B67FA886CF6068368CA3

SHA-512: CE6B7F9D8860E146CD41802FBD30AE99F205D145CCA4BBECBAB446851165BEE8316FEAABD83826FB31CA97652E911BE4815ED542F33B5BFEAABDCF71BCEF
CDC8

Malicious: false

Reputation: low

IE Cache URL: https://www.microsoft.com/onerfstatics/marketingsites-neu-prod/_h/93690392/coreui.statics/images/social/twitter.png

Preview:
.PNG........IHDR... ... ............tEXtSoftware.Adobe ImageReadyq.e<....IDATx..V=O.P......u`.A.q...eU......YW..q.UYHD.M.A.]:Xc4..X<.1....&..Ci.;..s.T./?bQF".q....@..G.O.
.r^....q.j...4F.C.....ik........".....r>.V..^}.H.u....g2...\t7....p.5.C...?..8.......IW...j.x._Ay-S)....bi...B..c.Yk@.........$.......$.@.F....X...B#...*9U.y.to%.m.u.2....Kp.;....b....N..@y..MkL.Fg.-
%.~.....Cq.#W4J0.xP..R.+1..kdPm.kw...n.+B..d..J!.p....5..T..84..$..3..O5...m.SHmz..\.ULX._.q....r...f.....h8..g.4...0..|.o$..&....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\1x1clear[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.122191481864228

Encrypted: false

SSDEEP: 3:CUTxls/1h/:7lU/

MD5: F8614595FBA50D96389708A4135776E4

SHA1: D456164972B508172CEE9D1CC06D1EA35CA15C21

SHA-256: 7122DE322879A654121EA250AEAC94BD9993F914909F786C98988ADBD0A25D5D

SHA-512: 299A7712B27C726C681E42A8246F8116205133DBE15D549F8419049DF3FCFDAB143E9A29212A2615F73E31A1EF34D1F6CE0EC093ECEAD037083FA40A075819D2

Malicious: false

Reputation: low

IE Cache URL: https://www.microsoft.com/onerfstatics/marketingsites-neu-prod/_h/9be151e5/coreui.statics/images/1x1clear.gif

Preview:
GIF89a.............!.......,...........D..;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\94-3cd1e0[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 68375

Entropy (8bit): 5.370837839922446

Encrypted: false

SSDEEP: 1536:gtV81ICDVRgJhAiUinqgDRQ7wYv6uxhBANIu:gv81+einqgD8Q

MD5: 53475B50CF354A3E5CCBB0740A2AE553
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SHA1: 9166969D9B0D89321B6BD0A754E3DEE54C2B7B11

SHA-256: EEA90E1F236FD6CED5D08C19B424BC7D36A1679C3B87B71C560365AED4888FF3

SHA-512: D53A98168F82CFDCC02CEF55D73EE40D4F1D32EDB8AC85256182D88F3609FEEAB7A5186B4527BC7B5AA77CB06930E324C8A56CB49F3CC71E1A02D5B53943963
7

Malicious: false

Reputation: low

IE Cache URL: https://www.microsoft.com/onerfstatics/marketingsites-neu-prod/mscomhp/_scrf/js/themes=default/78-6f121b/94-3cd1e0?ver=2.0

Preview:
var awa,behaviorKey;define("jsllConfig",["rawJsllConfig"],function(n){return n});awa=awa||{};awa.isInitialized=!1;awa.verbosityLevels={NONE:0,ERROR:1,WARNING:2,
INFORMATION:3};awa.behavior={UNDEFINED:0,NAVIGATIONBACK:1,NAVIGATION:2,NAVIGATIONFORWARD:3,APPLY:4,REMOVE:5,SORT:6,EXPAND:7,REDUCE
:8,CONTEXTMENU:9,TAB:10,COPY:11,EXPERIMENTATION:12,PRINT:13,SHOW:14,HIDE:15,MAXIMIZE:16,MINIMIZE:17,BACKBUTTON:18,STARTPROCESS:20,
PROCESSCHECKPOINT:21,COMPLETEPROCESS:22,SCENARIOCANCEL:23,DOWNLOADCOMMIT:40,DOWNLOAD:41,SEARCHAUTOCOMPLETE:60,SEARCH:61,
SEARCHINITIATE:62,TEXTBOXINPUT:63,PURCHASE:80,ADDTOCART:81,VIEWCART:82,ADDWISHLIST:83,FINDSTORE:84,CHECKOUT:85,REMOVEFRO
MCART:86,PURCHASECOMPLETE:87,VIEWCHECKOUTPAGE:88,VIEWCARTPAGE:89,VIEWPDP:90,UPDATEITEMQUANTITY:91,INTENTTOBUY:92,PUSHTOI
NSTALL:93,SIGNIN:100,SIGNOUT:101,SOCIALSHARE:120,SOCIALLIKE:121,SOCIALREPLY:122,CALL:123,EMAIL:124,COMMUNITY:125,SOCIALFOLLOW:126,
VOTE:140,SURVEYINITIATE:141,SURVEYCOMPLETE:142,REPORTAPPLICATION:143,REPORTREVIEW:144,SURV

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\94-3cd1e0[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\RE4qP8j[1].wdp
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG-XR

Category: downloaded

Size (bytes): 3031

Entropy (8bit): 7.734026399021616

Encrypted: false

SSDEEP: 48:uIATT3gYXQG111ADTOaBjANkRH5ym22xRXXMvw7/4KqM5gbbhNyC37Ye:K3PgO1AXZlEaEs/XMvw7/LgbVwC3Ue

MD5: A8B886059B45FDB344C3147F266FAD33

SHA1: CBFE6C1AC4C5C30B20D8E4B6A82FE91267582467

SHA-256: 6BAD3577C407852BFCEF0678F4C46D89851FA3D2DDAD9147BEE6FE8DC1DC1E70

SHA-512: CECE398510C2B8B708C69999D8779B7ADE5142822E0EA3E79EF4B57264DFA044FAC1A0AB0070BDD711C5244FF4A54341F40F4CC6181726F45174B2A488AB93BD

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4qP8j?
ver=9637&q=90&m=6&h=157&w=279&b=%23FFFFFFFF&l=f&o=t&aim=true

Preview:
II.. ...$..o.N.K..=wv.....................................................................$..B........$..B....................Q.......WMPHOTO..F.q....0...LJJT...`...............@.... .........UUUU.....V^\...Y...U..x.H...
.....U..N../.....V.o. A......k@K...e.....<B[.+)..}G.x.Z.'UV.BbP........3...'2$.Z....L".A.... ..D*V.hBA./:Z.J!@...."X;.........a.1..F.#...-$.%....*b.37.....................................or....UK....6
8.3..Xh.4M.......N...FZ#..G..6.!...6.Q}.mKxRAr..........O..BN. .&t...@..@$$..A.[V.(..3....nMzQ......U.-.A..`.F.....:.4,-...'w.|... ...8...F..~.Z...]..iDO.f ........M..u-)Q.=&"lj..V..RF.8. %.
....%J....5-#R..\".......2U....!9...6.p.".aL .b4.U.'.HU.....5.'.r....^..A.,...=......m{+....?..',"......s.av..@.z.....iT..k...._A.,.&F..*..|.#.Y[.......Av.di.Z.YB...........,.&%/y*>"....y<.Q.{...i?.d.
..0.)c.."...IC..2..Q.....a..\.-9'V `+z;a.`.?k.1...$.dEQ...-Q'....%S...:."..`.....ra. 8...I! "?....[E...`.b.-.S..|.AlO.Fo.MyS0.I.._zd........b=..C.D6..r(i-.H.?.F...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\RE4rriw[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 40 x 40, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 546

Entropy (8bit): 6.67436138738567

Encrypted: false

SSDEEP: 12:6v/7cIaddcY0rdwfbgihih12ovMSvA1jsKi3Xr+gijQ5Wk7R:rIadeHrdAbghr2p49+gEQ5WkF

MD5: 303D29F63674D6C75DE78CCE52660968

SHA1: 37753DAA92E464CE71C6EBA767B77DA227600C2C

SHA-256: 0850AA4CB7CF87C5059C0F503CFED9DABEDECF303C62B3827B70C63B82FA54AA

SHA-512: 264FFD8FE525CC96B9DB58CEFEBB6836C2A1B38EF9736C29844CDF3E10A5BAB282A13CCCC9C16D2DE9BA2EB25F1338315DA1CA95BEC6939425344BE8A4402
CB1

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4rriw?ver=b2d5&q=90&m=6&h=40&w=40&b=%23FFFFFFFF&l=f&o=t&aim=true

Preview:
.PNG........IHDR...(...(...... H_....PLTE........................................................................................................................................................*....1tRNS.r......0a`:h.......@..P...
<.;..>..+ .!..b(...V......orNT..w.....sRGB.........IDAT8......0....;FQP..*...?gl$.%da..V..]0.9!.....Kw.R.%)..TXAU.UT4.&.....E......lY.h.g.67H.....:.2..>..N.s...<.:\ B.ok.`v.w.G...3
cn.....Oaj........u......}..5.1...h!.......z9.3..........;....f.......+T...s.....~.3.;...cf........;..;4.Un......IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\RE4rzE2[1].wdp
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG-XR

Category: downloaded

Size (bytes): 6601

Entropy (8bit): 7.862940098960931

Encrypted: false

SSDEEP: 192:pD6H/CPYGTuUDy0/5PxOo/UHCydjiYvyQXI7:cHads0NxOo/UBDM

MD5: 2E99B40E743C03BB53058FAAE85C2C25
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SHA1: F5A47BF738EF8B55DB3D5785434A353F609CE227

SHA-256: BE8E025E8533CC93DC46DF63CA0A39A366922C9B3A35CDA9F24FD77DC7823D52

SHA-512: 4EAE5A3085AFBF64A58DBD134FA5E4BF2877433C51B03E7091B4DC5AD564070BA1682584B327259055CBB29C294DCE221242749FCC1FDE281DC73E06191493E3

Malicious: false

Reputation: low

IE Cache URL: https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE4rzE2?
ver=aa0b&q=90&m=6&h=157&w=279&b=%23FFFFFFFF&l=f&o=t&aim=true

Preview:
II.. ...$..o.N.K..=wv.....................................................................$..B........$..B....................C.......WMPHOTO..E.q....0....l,.6...`.....g.........@.......A... E....U./.sBF......Q.d.DV..L..
.W.40.7...E.%.A.,.`.z.v[5"..Hl.../".......u)U.....&.P.j.4.6Z+..7z ..l.......mq...#i.4..N.4.......k.@A..a......A..5...B.. .!.^...@x....@'..a....1D....Y......0.#. ...H.7...am>U0..... .. ..\...2....d ..L
..H..X......Aj*.a %.4...).&V..3D...E.......[P.......0.R....FoK.....I..n...$.....#=."ei.3.L>v.....-.................................(.y.'..z.*g.2".?.......h....!...h.G.I....`..H..5...<t.-e....E.:.&R.b..SC.6._...
.....@,=.Zh"..n [.....!....O.WJ.=03.D....N..5.C_hS.Xd......@....}0..1I.R.an.... v...j....0..Z*.0)b...~0....S.)A.'.7E9.E._3...G(..FA.WD...n.......x..7fNmy.NLV'!}I*..o!..R.'.^M..&8E.
?..6w..&\"..r,z..m..J........LK........g..XW....I..../.c..(...n..[..B.4/[.5....(./..".&9J..Y....'n."......*.a........J~UD...Q.RGS..1*.`...T......0....9c........5.,.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\RE4rzE2[1].wdp

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\a4-539297[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 4455

Entropy (8bit): 5.112562468544386

Encrypted: false

SSDEEP: 96:vLyjQDkP7UnGGmabvws8hhuZAFguM86xmfkbXH/0RKZy:TyjQwjeGGmabvSPuWFguMWfkbv0RKZy

MD5: DF1BDEC92A67C0C3554ADB2946ECF076

SHA1: 8BF9741EDAC3B1DB9816B6D6346DA8ED85C1FF99

SHA-256: B11A0898FF527D53E543AD37065CDE4315C5DBBEC3FF7FF3ED1BE31EA4828978

SHA-512: 21E0D6C51906782ADF74BB4C2E0DD19E1B4A33B6593B399F3278F6B54E63F9D0182B67485DC0CB16ACFADBE13F6482CEFB9BA449B7C6AF7F7AED9D3FCE7524
3C

Malicious: false

Reputation: low

IE Cache URL: https://www.microsoft.com/onerfstatics/marketingsites-neu-prod/mscomhp/_scrf/js/themes=default/b7-5b4bf5/a4-539297?ver=2.0

Preview:
require(["jqReady!"],function(n){function a(n,t,i){i.setAttribute(o,"false");y();n.contentWindow.postMessage({action:"open"},t);e||(e=document.getElementById(w));e.style.
display="none";e.getAttribute(o).toLowerCase()==="false"&&e.setAttribute(o,"true")}function b(){var n,r;t||(t=document.getElementById(u));i||(i=t.getAttribute(f));t||(t=d
ocument.getElementById(u));i||(i=t.getAttribute(f));n="";window._pageBITags&&window._pageBITags.pageTags&&(n=window._pageBITags.pageTags.pageName);r=t
.getAttribute("data-lpcurl");t.contentWindow.postMessage({lppagename:n},i);t.contentWindow.postMessage({lpcurl:r},i)}function v(n){t||(t=document.getElementById(u));i||(i
=t.getAttribute(f));t.contentWindow.postMessage({invite:n},i)}function y(){t||(t=document.getElementById(u));i||(i=t.getAttribute(f));var n=t.getAttribute("data-chatTopic");c||
(c=t.getAttribute("data-isOfficeCommercial").toLowerCase()==="true"?"Office365":n?n:"Store");t.contentWindow.postMessage({action:"parentsize",Width:window.innerWidt

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\bootstrap.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 48944

Entropy (8bit): 5.272507874206726

Encrypted: false

SSDEEP: 768:9VG5R15WbHVKZrycEHSYro34CrSLB6WU/6DqBf4l1B:9VIRuo53XiwWTvl1B

MD5: 14D449EB8876FA55E1EF3C2CC52B0C17

SHA1: A9545831803B1359CFEED47E3B4D6BAE68E40E99

SHA-256: E7ED36CEEE5450B4243BBC35188AFABDFB4280C7C57597001DE0ED167299B01B

SHA-512: 00D9069B9BD29AD0DAA0503F341D67549CCE28E888E1AFFD1A2A45B64A4C1BC460D81CFC4751857F991F2F4FB3D2572FD97FCA651BA0C2B0255530209B182F22

Malicious: false

Reputation: low

IE Cache URL: https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.min.js

Preview:
/*!.  * Bootstrap v4.0.0 (https://getbootstrap.com).  * Copyright 2011-2018 The Bootstrap Authors (https://github.com/twbs/bootstrap/graphs/contributors).  * Licensed under 
MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE).  */.!function(t,e){"object"==typeof exports&&"undefined"!=typeof module?e(exports,require("jquery"),requir
e("popper.js")):"function"==typeof define&&define.amd?define(["exports","jquery","popper.js"],e):e(t.bootstrap={},t.jQuery,t.Popper)}(this,function(t,e,n){"use strict";function 
i(t,e){for(var n=0;n<e.length;n++){var i=e[n];i.enumerable=i.enumerable||!1,i.configurable=!0,"value"in i&&(i.writable=!0),Object.defineProperty(t,i.key,i)}}function s(t,e,n)
{return e&&i(t.prototype,e),n&&i(t,n),t}function r(){return(r=Object.assign||function(t){for(var e=1;e<arguments.length;e++){var n=arguments[e];for(var i in n)Object.pro
totype.hasOwnProperty.call(n,i)&&(t[i]=n[i])}return t}).apply(this,arguments)}e=e&&e.hasOwnProperty("default")?e.default:e,n=n&&n.hasOwnProp

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\favicon[1].ico
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: MS Windows icon resource - 6 icons, 128x128, 16 colors, 72x72, 16 colors

Category: downloaded

Size (bytes): 17174

Entropy (8bit): 2.9129715116732746

Encrypted: false

SSDEEP: 24:QSNTmTFxg4lyyyyyyyyyyyyyio7eeeeeeeeekzgsLsLsLsLsLsQZp:nfgyyyyyyyyyyyyynzQQQQQO

MD5: 12E3DAC858061D088023B2BD48E2FA96
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SHA1: E08CE1A144ECEAE0C3C2EA7A9D6FBC5658F24CE5

SHA-256: 90CDAF487716184E4034000935C605D1633926D348116D198F355A98B8C6CD21

SHA-512: C5030C55A855E7A9E20E22F4C70BF1E0F3C558A9B7D501CFAB6992AC2656AE5E41B050CCAC541EFA55F9603E0D349B247EB4912EE169D44044271789C719CD01

Malicious: false

Reputation: low

IE Cache URL: https://c.s-microsoft.com/favicon.ico?v2

Preview:
..............h(..f...HH...........(..00......h....6..  ...........=...............@..........(....A..(....................(....................................."P.........................................."""""""""""""""""""""""""""""" ...3
33333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""
""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...33333333333
3333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""
""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333
333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333""""""""""""""""""""""""""

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\favicon[1].ico

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\fb-083993[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 168646

Entropy (8bit): 5.044051581582224

Encrypted: false

SSDEEP: 3072:OzCPZkTP3bDLH0tfRqQ0xtLfj4ZDSIpTt813viY8R1j35Ap7LQZLPPJH7PAbOCxR:clZAXLkeedh

MD5: 0DCFF2779D4542C11AD9C9C19DF8328D

SHA1: D7EFAE8E66FA6B4C335826BFD8C56C6F142E4254

SHA-256: 440D8292ABDF80DD6E8A9D9FAEA83367CE57BD1A1A8D153EDC358DB5F97EFF35

SHA-512: CC747AA36ADEE4CBA4236F01820CE9661214C649DCF23227D7CF9187E24F2D15DBA43E9B706B30DC3D55060E08601575EAB0256306AEA28F3544BAD4BC33E95
3

Malicious: false

Reputation: low

IE Cache URL: https://www.microsoft.com/onerfstatics/marketingsites-wcus-prod/west-european/shell/_scrf/css/themes=default.device=uplevel_web_pc/77-544ced/4f-ddf677/30-
261f7a/59-e7f1bf/61-241d9a/c0-c303e2/94-a42da6/fb-083993?ver=2.0

Preview:
@charset "UTF-8";./*!  | Copyright 2017 Microsoft Corporation | This software is based on or incorporates material from the files listed below (collectively, "Third Party 
Code"). Microsoft is not the original author of the Third Party Code. The original copyright notice and the license under which Microsoft received Third Party Code are set 
forth below together with the full text of such license. Such notices and license are provided solely for your information. Microsoft, not the third party, licenses this Third P
arty Code to you under the terms in which you received the Microsoft software or the services, unless Microsoft clearly states that such Microsoft terms do NOT apply for 
a particular Third Party Code. Unless applicable law gives you more rights, Microsoft reserves all other rights not expressly granted under such agreement(s), whether by 
implication, estoppel or otherwise.*/./*! normalize.css v3.0.3 | MIT License | github.com/necolas/normalize.css */.body{margin:0}.context-uh

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\iframe[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 48069

Entropy (8bit): 5.123259693687262

Encrypted: false

SSDEEP: 384:s5C3pnw6f+Mhe7R0iiPjREJErlwZmh3pCLOl5lSFu2I2mhCr1p1Uo:hPf+OgR0FRGEriZmlsLmYgkmQ1p1Uo

MD5: 39B646F2E3E3FE0EE0083188872C06A2

SHA1: 4B69648CA7FBF7B91FDEAC88685FC4CF61E78E97

SHA-256: 77E058B387AF17B355C5CA28F106F297D2EB599FEA230822982B6858C4D77C5B

SHA-512: 6FF1BBEB8F86A3476D65140A3A029AB8C0697D2A91998C66B988C0E576B30E4FAF6815E135FD97A70EBA4775B8493324A16494659AF0C52F7A8B712D3EB7F2DE

Malicious: false

Reputation: low

Preview:
<!DOCTYPE html>.<html lang='en'>.<head>..<title>iFrame Cart Page</title>..<meta charset='utf-8'>..<meta http-equiv='X-UA-Compatible' content='IE=edge,chrome=1'>..
<meta name="format-detection" content="telephone=no"/>....<meta name='viewport' content='width=device-width,initial-scale=1.0,minimum-scale=1.0, maximum-scale
=1.0, user-scalable=no'/>...<style>...body {....background-image:url('https://lpcdn.lpsnmedia.net/le_unified_window/9.12.0.19-release_4769/resources/loader_on_w
armGray5_75.gif');....background-repeat: no-repeat;....background-attachment: fixed;....background-position: center;...}....@font-face {....font-family: "Segoe UI";....src: 
url("https://c.s-microsoft.com/static/fonts/segoe-ui/west-european/normal/latest.woff2") format('woff');...}......* {....font-family: "Segoe UI", Arial, sans-serif !important;..
.}....body #lpChat .lp_dialog_container .lp_buttons_area .lp_confirm_button {....color: #000 !important;...}.....lp-iframe-window, .lp_desktop #lpChat > .lp_maximized {..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\latest[1].eot
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Segoe UI family

Category: downloaded

Size (bytes): 35047

Entropy (8bit): 7.975792390307888

Encrypted: false

SSDEEP: 768:I6ibzTDpOGuAJ63YB9eSzDtQEspfAzyNyuBmOfAJYCM:/iPMYJ4GEAZoTyglcM

MD5: CAD76E4816AF6890C9BFD02A6D1EA899
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SHA1: 9EDC91541C31034FCE0D83AABBAAD4C314CD3D33

SHA-256: D5794223D1A062E5DBE6C34C1994C8CE3792B24AFD5218D0644CB1F53DA4BE58

SHA-512: 24983A5856C2B4D8CBE2A4BD233A93B266A03D4218942E1D1733B33B65AB7A504AF0AC31DE2F1E69F6FF8CCD7A169CD4555539D34FFF8DE4CB8C98DB2DB2C8
63

Malicious: false

Reputation: low

IE Cache URL: https://i.s-microsoft.com/fonts/segoe-ui/west-european/normal/latest.eot?

Preview:
...=.............................LP#...B.............. ............................S.e.g.o.e. .U.I.....R.e.g.u.l.a.r.....V.e.r.s.i.o.n. .5...3.2.....S.e.g.o.e. .U.I..........RV.z..;~......U.D.-..iu...N4P\..GLFM
.Y.?.;..-...~~....Ox.M..".$.._..........g..sC*2..4W.....9AGc.[a..*.rCl,..@..U_..L...e..Ru.J.-.f..3........S`.A........K<;...n.Y...rIi......([...W...5k..........^K.G...U.@....2H..B.)N0w.....C..9.......
....#.l2,4..6y.3$b....K.wx...l.$E..?3.8.c...,x..t.wa.O....4.c...!..+.<EM...2T.>\..]4.A.H.;..G......W.:.?...Z".....e....8....84.L,.)0..y.Xdd.Pa.@.&.o(.I.q.yF...[.y.m(D...(....T......,A.;q....
.w.$..C..a.. .Y.O?{..0...'1.;C.,.......W..Q-..'.5tD@9..U...E4e.&_...S.Y...\)b.s.rIR.....%..R..KU O..{.0(......^Q\^!.et...Kf%..K...}.1...S.{........3p..]...|Y...w..|JeS$..k.....>(8 .ZlV..N.).
c...Z.K.\..q.....'S.j...........9...._..E.#s*'#......[......DJ^.L7../1...+U.qG........-..MM..q....L..c...^...:e....<h...:..`.jz..fb.Ha.....k.....e\)g..\."..M

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\latest[1].eot

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\latest[2].eot
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Segoe UI Light family

Category: downloaded

Size (bytes): 28315

Entropy (8bit): 7.9724193003797

Encrypted: false

SSDEEP: 384:+R0Z7+bHAtrQ1yBFbgqLct7rJhhPLLkHsrvSzaJu4mI3n5o+MmKCxDg6iT7jdVye:+uNUAtE3phPLLFTiMu+pxCjHyGEQ9zL

MD5: 17DFE73CB9C64527F7248B0A24DB317D

SHA1: 345198B9239FCDAF038FB2D3A919E4724037DBAA

SHA-256: AD75FB92B2EBCE6C37640F03E1AB96A752F388BCE60C877ADE4780B13839E8C4

SHA-512: 421B56D93E9BD5E4B4449DD0FCDEE8D531087FD484C91530AAF0A67EDEA33D5AC2F14A7F4966C528C0F130F17F26629FCAB9F8AB47E950CEB5B9F1A827EA07
28

Malicious: false

Reputation: low

IE Cache URL: https://i.s-microsoft.com/fonts/segoe-ui/west-european/light/latest.eot?

Preview:
.n...m............................LP#...B.............. ............................S.e.g.o.e. .U.I. .L.i.g.h.t.....R.e.g.u.l.a.r.....V.e.r.s.i.o.n. .5...3.2.....S.e.g.o.e. .U.I. .L.i.g.h.t..........K..e..66......U.D.-..
iu...4P\..GLFM..C?.;..-...~|...P..\.(..)RI.....>.>..CE..SsV.jPR...H.......].R..&.n.hT.......x.....q .......wA[....F.........c.".......Zed..>.?...`..3...B..W....R....F.j....v..'?.5.k^........+..a...)..
_].x.#QSi.....|<t....k.;..Hv1.G...L$.9....5.t.:...V.Y.......|.@....B.....P`..2.Z.0....2`.FR.MF8.x....GP0..$:.....PYm.22..."S."1.*j[=.=.mR.*.......j....&.4...k..].1@..y$......"y..C..g7..k.B*.
..V..F\...G.m.jK ...O....b.Qlo...!.N.V....t.[..p.N..~@1d...YX.."....R_i.4.$j.P..U....u9...<..6..4%........9`.....S...N.Y..L..B$2\.E.vhe...n..h..5..Z..K?.H..S...2..=R..x.....EX.2......$."....
It8..z.+.h ..$.2*T....}Z../....p..b0ae.qq.(-v1..E.!.l".a..p.).;..8t..7..^..W...4A.D\eOb$......b.NI.Pe.#$.O38....,....g..&|...B{...].....9..u.8..~Y...3.X..ff.,.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\latest[3].eot
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Segoe UI Semibold family

Category: downloaded

Size (bytes): 30643

Entropy (8bit): 7.976822258863597

Encrypted: false

SSDEEP: 768:UOtV1asJ9G0dAdnVrKX/HkVJRPvkgxYZ4Zoe:bLasJ9G0u0fk/RnkgxGof

MD5: E812BA8B7E2A657F2B70CFACE93C7682

SHA1: 2F02CDDBB483F9B11BBBE74C3CA917A4C345FBAD

SHA-256: 3330C1DEAC468874238DD0C6BF902179A8731EDA8A208C7D01DAC0AB1EAE1BC9

SHA-512: 354B2DB12BC1D67F26F94352B0B663DAD64C46C107454FC19CFEA01C54BB09340BC26C06DE1B96FF826F5287CE246A6317722BAE41B72B63BA86FDAF844BA94
E

Malicious: false

Reputation: low

IE Cache URL: https://i.s-microsoft.com/fonts/segoe-ui/west-european/semibold/latest.eot?

Preview:
.w...v......................X.....LP#...B.............. ..........................".S.e.g.o.e. .U.I. .S.e.m.i.b.o.l.d.....R.e.g.u.l.a.r.....V.e.r.s.i.o.n. .5...3.2...".S.e.g.o.e. .U.I. .S.e.m.i.b.o.l.d........H
.P..lb.7^......U.D.-..iu...:4P\..GLFM.Y.#?.;..-...~}_).z{.rmD.1".$.....{.t.....=...!cK...%.~.....g........j.9S....6. ..n..V.]pz...e.....#X...=,.p.F..6&.VR...k$~J..n....7.......K.8..T.....x..J......#.J
.XaQ.Q%_{3..xr.... 0Dm...k..Ep..........>..?Pk!KB..C...Q.q..1=6<,.S.F.&B..J.....ya2b."S.......6.2.......H......*..09A...Tb/.&.d..#.E.:.E.(..I5.M..444d.1........K..l...l.O..VBb...:..:b..Mh.'=
4.d/..o.k.mMm........bx..!..S.@E.....>@:..k.JCas..7."..uG3hR.h..w..8W>.4.........pX....J..a....}.Y......(>H^=.`=.mg*.!.....w'...J.<.ob..3A .../.....5%.'....XS0a......I.Ia....a...=..g..........
{V1+.."_)7$2 O..!bb.=..|.s.1..2qm..#.O......+E(I..1....EgQ.....E)R.m.?.8.q...J.G.@!f..n.F.r#..(..2p.?.9.8..?.d]..s..0.9.f..A...r.iq....x.g.aO....S.....R0i..BT.yl.".<k...:&Ja.\.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\mwfmdl2-v3.54[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 26288, version 0.0

Category: downloaded

Size (bytes): 26288

Entropy (8bit): 7.984195877171481

Encrypted: false

SSDEEP: 768:56JqQaQphRbTHiKNF5z/02h5KpJW3pPOA8Y9g/:gdTTH5XKpJWdH1W/

MD5: D0263DC03BE4C393A90BDA733C57D6DB

Copyright null 2021 Page 36 of 48



SHA1: 8A032B6DEAB53A33234C735133B48518F8643B92

SHA-256: 22B4DF5C33045B645CAFA45B04685F4752E471A2E933BFF5BF14324D87DEEE12

SHA-512: 9511BEF269AE0797ADDF4CD6F2FEC4AD0C4A4E06B3E5BF6138C7678A203022AC4818C7D446D154594504C947DA3061030E82472D2708149C0709B1A070FDD0E3

Malicious: false

Reputation: low

IE Cache URL: https://www.microsoft.com/mwf/_h/v3.54/mwf.app/fonts/mwfmdl2-v3.54.woff

Preview:
wOFF......f........D........................OS/2...X...H...`JM.FVDMX.............^.qcmap.............*.9cvt ...4... ...*....fpgm...T.......Y...gasp...D............glyf...P..U5.......head..]....2...6..
.Chhea..]........$$...hmtx..]..........ye'loca..^............Gmaxp..`.... ... ./..name..`....8....]..Rpost..f........ .Q.wprep..f$........x...x.c`.Pf......:....Q.B3_dHc..`e.bdb... .`@..`......./9.|...
V...)00...-.Wx...S......._..m.m.m.m.m;e..y.~.......<p..a.0t.&...a.pa.0B.1..F...Q.ha.0F.3.....q.xa.0A.0L.&...I.da.0E.2L....i.ta.0C.1..f...Y.la.0G.3.....y.|a..@X0,.....E.ba.DX2,....e
.ra..BX1..V...U.ja..FX3.....u.za..A.0l.6...M.fa.E.2l....m.va..C.1..v...].na..G.3......}.~a.p@80......C.a..pD82.....c.q..pB81..N...S.i..pF83.....s.y..pA.0\.....K.e..pE.2\....k.u..pC.1..n...[.
m..pG.3......{.}...@x0<.....G.c...Dx2<....g.s...Bx1..^...W.k...Fx3.....w.{...A.0|.>...O.g...E.2|....o.w...C.1..~..._.o..08........?..0$........x...mL.U.............9.x.`[...&BF@X...V.h.Z..h.
.....`n....[..U

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\mwfmdl2-v3.54[1].woff

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\privacystatement[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 330972

Entropy (8bit): 4.859021027733612

Encrypted: false

SSDEEP: 3072:V4698Dd87wNHDmdS9v+6WjUiPryCGZN9ruekUIx4z7ZV/BdQZyNdkugyZCqTDHwu:Vw87yjftCrYNb8yQZyZCSDH+ekA

MD5: A930B53C03035A4B41DC0BAE8039B5D3

SHA1: 4FA5B375992D87D321B96B1461279815CCB9E186

SHA-256: A71F210275A8A0E3012EB327C5E5DA7D542590C07DB9277A3A77FDAB8E37CF1C

SHA-512: 955F599A0A94846085C43E83C143358ED5B1873AD295509954AFF30FA0422BDC6D79A9572AA4412574AEC69FEBB933FFDDD74E783113F53B32C3A5648428C558

Malicious: false

Reputation: low

Preview:
.<!DOCTYPE html ><html xmlns:mscom="http://schemas.microsoft.com/CMSvNext" xmlns:md="http://schemas.microsoft.com/mscom-data" lang="en-us" xmlns="http
://www.w3.org/1999/xhtml"><head><meta http-equiv="X-UA-Compatible" content="IE=edge" /><meta charset="utf-8" /><meta name="viewport" content="width=device-
width, initial-scale=1.0" /><link rel="shortcut icon" href="https://www.microsoft.com/favicon.ico?v2" /><script type="text/javascript" src="https://ajax.aspnetcdn.com/ajax/jQu
ery/jquery-1.11.2.min.js">.....// Third party scripts and code linked to or referenced from this website are licensed to you by the parties that own such code, not by Microsoft. 
See ASP.NET Ajax CDN Terms of Use - http://www.asp.net/ajaxlibrary/CDN.ashx...    </script><script type="text/javascript" language="javascript">/*<![CDATA[*/if($(
document).bind("mobileinit",function(){$.mobile.autoInitializePage=!1}),navigator.userAgent.match(/IEMobile\/10\.0/)){var msViewportStyle=document.createElement
("style");msViewpo

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\style[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 836

Entropy (8bit): 4.940950417710206

Encrypted: false

SSDEEP: 24:Cn5ZoK2kNMCJZ4ZVaeao1DphsILHJNM2WXgEXgf0Xgm:u5dxJZ4+BWIIPLQ73/

MD5: 2AC383F4677A1036C8EA4289F99A31E3

SHA1: E65967B9273029CDDD5A5F8DF9E61DACF89CF11C

SHA-256: 2206A95E6BAC7C185CC54638EBF0B0089CBC27FF729B45AC63C968CFE4991AA4

SHA-512: 9E61D4E2B42A1BC776C5649ECD2E32A1CE1ACEDA929E8C013D20BE95D12B7B56864FD588D6117E6410988331F85E21815E2E135030F49BEA2A244F872570DBE3

Malicious: false

Reputation: low

IE Cache URL: https://c.s-microsoft.com/en-us/CMSStyles/style.csx?k=4627136a-bd68-db6e-30c9-37cf96c98eee

Preview:
body .grid,.body-open .grid,.grid h3,.grid .h3,.grid .header-small,.grid strong,.grid .body-tight-2,.grid h1,.grid .h1,.grid .header-large,.grid .caption{font-family:"Segoe UI"}.gr
id{max-width:1600px !important}.c-uhfh-actions,.c-uhfh-gcontainer-st .all-ms-nav,.glyph-global-nav-button{display:none !important}.shell-header-wrapper,.shell-footer-wrap
per,.shell-category-nav,.shell-notification .shell-notification-grid-row{max-width:1180px !important}.PsTitle{font-family:Segoe UI,sans-serif;margin-right:.3em !important;font-
size:2em;display:inline-block;vertical-align:top;margin-left:-.02em}.childModule{margin-left:8% !important}.CollectingYourInfoRightNav{display:none}html[dir=rtl] .m-r-
md{margin-right:0;margin-left:10px}html[dir=rtl] .m-l-md{margin-left:0;margin-right:10px}html[dir=rtl] .m-r-bl{margin-right:0;margin-left:40px}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\wcp-consent[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 255440

Entropy (8bit): 6.051861579501256

Encrypted: false

SSDEEP: 6144:PIgagvUI0iDsW9Whsredo7NjIZjIZP0aNWgF9Dyjzh:PIgaHI0iIUedo7NjIZjIZP0o74t

MD5: 38B769522DD0E4C2998C9034A54E174E

SHA1: D95EF070878D50342B045DCF9ABD3FF4CCA0AAF3
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SHA-256: 208EDBED32B2ADAC9446DF83CAA4A093A261492BA6B8B3BCFE6A75EFB8B70294

SHA-512: F0A10A4C1CA4BAC8A2DBD41F80BBE1F83D767A4D289B149E1A7B6E7F4DBA41236C5FF244350B04E2EF485FDF6EB774B9565A858331389CA3CB474172465EB3E
F

Malicious: false

Reputation: low

IE Cache URL: https://wcpstatic.microsoft.com/mscc/lib/v2/wcp-consent.js

Preview:
var WcpConsent=function(e){var a={};function i(n){if(a[n])return a[n].exports;var o=a[n]={i:n,l:!1,exports:{}};return e[n].call(o.exports,o,o.exports,i),o.l=!0,o.exports}return i.m
=e,i.c=a,i.d=function(e,a,n){i.o(e,a)||Object.defineProperty(e,a,{enumerable:!0,get:n})},i.r=function(e){"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.
defineProperty(e,Symbol.toStringTag,{value:"Module"}),Object.defineProperty(e,"__esModule",{value:!0})},i.t=function(e,a){if(1&a&&(e=i(e)),8&a)return e;if(4&a&&
"object"==typeof e&&e&&e.__esModule)return e;var n=Object.create(null);if(i.r(n),Object.defineProperty(n,"default",{enumerable:!0,value:e}),2&a&&"string"!=typeof e)for(va
r o in e)i.d(n,o,function(a){return e[a]}.bind(null,o));return n},i.n=function(e){var a=e&&e.__esModule?function(){return e.default}:function(){return e};return i.d(a,"a",a),a},i.o
=function(e,a){return Object.prototype.hasOwnProperty.call(e,a)},i.p="",i(i.s=1)}([function(e,a,i){window,e.exports=function(e){var a={};function i(n)

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\wcp-consent[1].js

C:\Users\user\AppData\Local\Temp\~DF17965F7F81DA087C.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 13029

Entropy (8bit): 0.48340741921729335

Encrypted: false

SSDEEP: 12:c9lCg5/9lCgeK9l26an9l26an9l8fR/9l8fR/9lTqcfbW3z59:c9lLh9lLh9lIn9lIn9lo/9lo/9lWT3t9

MD5: 98B6E4EBFC9600CE98B38F83D716F2B8

SHA1: 07EC581AD462997BDF3DE983234A2251931AEED9

SHA-256: 25580683FCF36F95D9FD24F5B44C50B869C1FE58BCF8FFF02968902105E25673

SHA-512: 64E3C67D43074FD4CA6E9A43BDF8E2A016170590BCFA43452BE0A01424E192ABA5560445601DABB64D1331779784CFD8A584CF1AE744FE968B7B55DF5194E09B

Malicious: false

Reputation: low

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DF6BD5A81276D497A5.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: modified

Size (bytes): 57609

Entropy (8bit): 0.9746671495972078

Encrypted: false

SSDEEP: 96:kBqoxKAuvScS+OIir4/sHKBDsaZ7DeBDsaZ7DWSgGjYc+x0E4WLWNYK1ST6PMUl:kBqoxKAuqR+OIir4/xGmNc+x0qOU

MD5: 01654F6FA4009AEF96F0BEC231A4F462

SHA1: 5925C1F3F3FC7C93EB7C69178B399FD81549D79D

SHA-256: D2FEE92C064121DD1AA0FE57F37D21692E9A523502C07310376FC352C7D68B13

SHA-512: FA01FF0EB2E1CAE516D950FC61B9F38579B42BBA97D819A24AC4DCA47A9DE82F979275CEFE096AEEB697A80D0E51C557A819222A0B4444A8EC3C57568901481
9

Malicious: false

Reputation: low

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DFF7B174168F5A2A9B.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 25441

Entropy (8bit): 0.27918767598683664

Encrypted: false

SSDEEP: 24:c9lLh9lLh9lIn9lIn9lRx/9lRJ9lTb9lTb9lSSU9lSSU9laAa/9laA:kBqoxxJhHWSVSEab

MD5: AB889A32AB9ACD33E816C2422337C69A

SHA1: 1190C6B34DED2D295827C2A88310D10A8B90B59B

SHA-256: 4D6EC54B8D244E63B0F04FBE2B97402A3DF722560AD12F218665BA440F4CEFDA

SHA-512: BD250855747BB4CEC61814D0E44F810156D390E3E9F120A12935EFDF80ACA33C4777AD66257CCA4E4003FEF0741692894980B9298F01C4CDD2D8A9C7BB522FB6

Malicious: false

Reputation: low
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Static File Info

No static file info

Network Port Distribution

Total Packets: 101

• 53 (DNS)

• 443 (HTTPS)

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DFF7B174168F5A2A9B.TMP

Network Behavior

Timestamp Source Port Dest Port Source IP Dest IP

Jan 27, 2021 20:37:07.548747063 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:07.548748016 CET 49714 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:07.707129955 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:07.707163095 CET 443 49714 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:07.707299948 CET 49714 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:07.707304001 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:07.715424061 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:07.715820074 CET 49714 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:07.875866890 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:07.876072884 CET 443 49714 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:07.876157999 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:07.876176119 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:07.876198053 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:07.876211882 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:07.876270056 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:07.876307964 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:07.876550913 CET 443 49714 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:07.876590014 CET 443 49714 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:07.876636028 CET 443 49714 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:07.876638889 CET 49714 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:07.876657009 CET 443 49714 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:07.876662970 CET 49714 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:07.876713991 CET 49714 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:07.876723051 CET 49714 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:07.877609968 CET 443 49714 162.241.70.248 192.168.2.7

TCP Packets
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Jan 27, 2021 20:37:07.877831936 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:07.877860069 CET 49714 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:07.877892971 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:07.960213900 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:07.973457098 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:07.974400997 CET 49714 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.118746996 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.118915081 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.132473946 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.132647991 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.133362055 CET 443 49714 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.133588076 CET 49714 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.137548923 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.297019005 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.297055006 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.297068119 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.297080994 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.297097921 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.297115088 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.297131062 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.297147036 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.297164917 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.297184944 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.297205925 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.297278881 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.457973957 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.457995892 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.458014965 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.458034992 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.458053112 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.458055973 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.458070993 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.458087921 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.458110094 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.458112001 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.458131075 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.458142042 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.458148956 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.458170891 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.458184958 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.458201885 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.458206892 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.458220959 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.458237886 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.458245039 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.458260059 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.458278894 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.458281040 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.458297968 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.458316088 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.458321095 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.458333969 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.458365917 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.458400011 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.733782053 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.734719038 CET 49714 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.849442005 CET 49719 443 192.168.2.7 104.16.18.94

Jan 27, 2021 20:37:08.850629091 CET 49720 443 192.168.2.7 104.16.18.94

Jan 27, 2021 20:37:08.890227079 CET 443 49719 104.16.18.94 192.168.2.7

Jan 27, 2021 20:37:08.890332937 CET 49719 443 192.168.2.7 104.16.18.94

Jan 27, 2021 20:37:08.890443087 CET 443 49720 104.16.18.94 192.168.2.7

Jan 27, 2021 20:37:08.890511990 CET 49720 443 192.168.2.7 104.16.18.94

Jan 27, 2021 20:37:08.892292976 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.892318010 CET 443 49715 162.241.70.248 192.168.2.7

Timestamp Source Port Dest Port Source IP Dest IP
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Jan 27, 2021 20:37:08.892333984 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.892354012 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.892369986 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.892375946 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.892391920 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.892430067 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.892456055 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.892462015 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.892479897 CET 443 49715 162.241.70.248 192.168.2.7

Jan 27, 2021 20:37:08.892493963 CET 49715 443 192.168.2.7 162.241.70.248

Jan 27, 2021 20:37:08.892503023 CET 443 49715 162.241.70.248 192.168.2.7

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Jan 27, 2021 20:37:01.096317053 CET 58717 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:01.155385971 CET 53 58717 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:02.369142056 CET 59762 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:02.418921947 CET 53 59762 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:03.583868980 CET 54329 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:03.631702900 CET 53 54329 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:04.574481964 CET 58052 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:04.622287035 CET 53 58052 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:05.525697947 CET 54008 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:05.573642969 CET 53 54008 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:05.888963938 CET 59451 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:05.947031975 CET 53 59451 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:07.476556063 CET 52914 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:07.536128044 CET 53 52914 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:07.579744101 CET 64569 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:07.632464886 CET 53 64569 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:08.769886017 CET 52816 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:08.799556017 CET 50781 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:08.817838907 CET 53 52816 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:08.828946114 CET 54230 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:08.838959932 CET 54911 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:08.847424984 CET 53 50781 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:08.865098953 CET 49958 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:08.876672983 CET 53 54230 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:08.898169994 CET 53 54911 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:08.912827015 CET 53 49958 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:10.838308096 CET 50860 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:11.828344107 CET 50860 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:11.884684086 CET 53 50860 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:13.583632946 CET 50452 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:13.634346962 CET 53 50452 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:14.652297020 CET 59730 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:14.713814020 CET 53 59730 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:16.826387882 CET 59310 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:16.874579906 CET 53 59310 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:18.346540928 CET 51919 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:18.408250093 CET 53 51919 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:19.160660028 CET 64296 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:19.222851038 CET 53 64296 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:19.639661074 CET 56680 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:19.687503099 CET 53 56680 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:24.588963985 CET 58820 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:24.655627966 CET 53 58820 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:24.770148039 CET 60983 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:24.818923950 CET 53 60983 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:26.788211107 CET 49247 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:26.846353054 CET 53 49247 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:27.152338982 CET 52286 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:27.155019999 CET 56064 53 192.168.2.7 8.8.8.8

UDP Packets
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Jan 27, 2021 20:37:27.155427933 CET 63744 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:27.157254934 CET 61457 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:27.164175034 CET 58367 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:27.171355009 CET 60599 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:27.210534096 CET 59571 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:27.211751938 CET 53 52286 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:27.213136911 CET 53 63744 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:27.221976042 CET 53 56064 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:27.227906942 CET 53 60599 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:27.228744030 CET 53 58367 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:27.240144968 CET 53 61457 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:27.268937111 CET 53 59571 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:28.843053102 CET 52689 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:28.902719975 CET 53 52689 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:28.918422937 CET 50290 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:28.977487087 CET 53 50290 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:29.170691013 CET 60427 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:29.229302883 CET 53 60427 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:29.269984961 CET 56209 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:29.329282999 CET 53 56209 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:29.544560909 CET 59582 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:29.602169037 CET 53 59582 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:30.042171955 CET 60949 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:30.100378036 CET 53 60949 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:30.487890005 CET 58542 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:30.553567886 CET 53 58542 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:31.036770105 CET 59179 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:31.094988108 CET 53 59179 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:31.582520962 CET 60927 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:31.644839048 CET 53 60927 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:32.204094887 CET 57854 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:32.254888058 CET 53 57854 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:32.938004017 CET 62026 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:32.997742891 CET 53 62026 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:33.053991079 CET 59453 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:33.079185009 CET 62468 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:33.111351013 CET 53 59453 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:33.136965036 CET 53 62468 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:33.609555960 CET 52563 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:33.669708967 CET 53 52563 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:35.887557983 CET 54721 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:35.935327053 CET 53 54721 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:36.221633911 CET 62826 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:36.272320032 CET 53 62826 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:36.829709053 CET 62046 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:36.878937960 CET 53 62046 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:36.897061110 CET 54721 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:36.946567059 CET 53 54721 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:37.835309982 CET 62046 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:37.884676933 CET 53 62046 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:37.897135019 CET 54721 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:37.947017908 CET 53 54721 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:38.850263119 CET 62046 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:38.898190022 CET 53 62046 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:39.917876005 CET 54721 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:39.974107981 CET 53 54721 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:40.388245106 CET 51223 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:40.436136007 CET 53 51223 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:40.979813099 CET 62046 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:41.027712107 CET 53 62046 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:43.928719997 CET 54721 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:43.976680040 CET 53 54721 8.8.8.8 192.168.2.7

Jan 27, 2021 20:37:44.489408016 CET 63908 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:44.545711994 CET 53 63908 8.8.8.8 192.168.2.7

Timestamp Source Port Dest Port Source IP Dest IP
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Jan 27, 2021 20:37:44.991296053 CET 62046 53 192.168.2.7 8.8.8.8

Jan 27, 2021 20:37:45.039381027 CET 53 62046 8.8.8.8 192.168.2.7

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 27, 2021 20:37:07.476556063 CET 192.168.2.7 8.8.8.8 0x6cd2 Standard query 
(0)

mobile1aus
tin.com

A (IP address) IN (0x0001)

Jan 27, 2021 20:37:08.769886017 CET 192.168.2.7 8.8.8.8 0xca37 Standard query 
(0)

code.jquery.com A (IP address) IN (0x0001)

Jan 27, 2021 20:37:08.799556017 CET 192.168.2.7 8.8.8.8 0x7129 Standard query 
(0)

cdnjs.clou
dflare.com

A (IP address) IN (0x0001)

Jan 27, 2021 20:37:08.828946114 CET 192.168.2.7 8.8.8.8 0x164b Standard query 
(0)

maxcdn.boo
tstrapcdn.com

A (IP address) IN (0x0001)

Jan 27, 2021 20:37:08.865098953 CET 192.168.2.7 8.8.8.8 0xe099 Standard query 
(0)

stackpath.
bootstrapc
dn.com

A (IP address) IN (0x0001)

Jan 27, 2021 20:37:24.588963985 CET 192.168.2.7 8.8.8.8 0x939f Standard query 
(0)

mobile1aus
tin.com

A (IP address) IN (0x0001)

Jan 27, 2021 20:37:27.152338982 CET 192.168.2.7 8.8.8.8 0xc766 Standard query 
(0)

assets.one
store.ms

A (IP address) IN (0x0001)

Jan 27, 2021 20:37:27.155427933 CET 192.168.2.7 8.8.8.8 0xa9d7 Standard query 
(0)

mem.gfx.ms A (IP address) IN (0x0001)

Jan 27, 2021 20:37:27.164175034 CET 192.168.2.7 8.8.8.8 0x1d62 Standard query 
(0)

microsoftw
indows.112
.2o7.net

A (IP address) IN (0x0001)

Jan 27, 2021 20:37:27.210534096 CET 192.168.2.7 8.8.8.8 0x2c69 Standard query 
(0)

mem.gfx.ms A (IP address) IN (0x0001)

Jan 27, 2021 20:37:28.918422937 CET 192.168.2.7 8.8.8.8 0xc945 Standard query 
(0)

publisher.
liveperson.net

A (IP address) IN (0x0001)

Jan 27, 2021 20:37:30.487890005 CET 192.168.2.7 8.8.8.8 0xe633 Standard query 
(0)

logincdn.m
sauth.net

A (IP address) IN (0x0001)

Jan 27, 2021 20:37:32.938004017 CET 192.168.2.7 8.8.8.8 0x1905 Standard query 
(0)

ajax.aspne
tcdn.com

A (IP address) IN (0x0001)

Jan 27, 2021 20:37:33.079185009 CET 192.168.2.7 8.8.8.8 0xc532 Standard query 
(0)

assets.one
store.ms

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 27, 2021 
20:37:07.536128044 
CET

8.8.8.8 192.168.2.7 0x6cd2 No error (0) mobile1aus
tin.com

162.241.70.248 A (IP address) IN (0x0001)

Jan 27, 2021 
20:37:08.817838907 
CET

8.8.8.8 192.168.2.7 0xca37 No error (0) code.jquery.com cds.s5x3j6q5.hwcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
20:37:08.847424984 
CET

8.8.8.8 192.168.2.7 0x7129 No error (0) cdnjs.clou
dflare.com

104.16.18.94 A (IP address) IN (0x0001)

Jan 27, 2021 
20:37:08.847424984 
CET

8.8.8.8 192.168.2.7 0x7129 No error (0) cdnjs.clou
dflare.com

104.16.19.94 A (IP address) IN (0x0001)

Jan 27, 2021 
20:37:08.876672983 
CET

8.8.8.8 192.168.2.7 0x164b No error (0) maxcdn.boo
tstrapcdn.com

cds.j3z9t3p6.hwcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
20:37:08.912827015 
CET

8.8.8.8 192.168.2.7 0xe099 No error (0) stackpath.
bootstrapc
dn.com

cds.j3z9t3p6.hwcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
20:37:24.655627966 
CET

8.8.8.8 192.168.2.7 0x939f No error (0) mobile1aus
tin.com

162.241.70.248 A (IP address) IN (0x0001)

Jan 27, 2021 
20:37:27.211751938 
CET

8.8.8.8 192.168.2.7 0xc766 No error (0) assets.one
store.ms

assets.onestore.ms.akad
ns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
20:37:27.213136911 
CET

8.8.8.8 192.168.2.7 0xa9d7 No error (0) mem.gfx.ms cdn.account.microsoft.co
m.akadns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
20:37:27.227906942 
CET

8.8.8.8 192.168.2.7 0xea22 No error (0) consentdel
iveryfd.az
urefd.net

star-azurefd-
prod.trafficmanager.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
20:37:27.228744030 
CET

8.8.8.8 192.168.2.7 0x1d62 No error (0) microsoftw
indows.112
.2o7.net

15.237.76.117 A (IP address) IN (0x0001)

DNS Queries

DNS Answers
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Jan 27, 2021 
20:37:27.228744030 
CET

8.8.8.8 192.168.2.7 0x1d62 No error (0) microsoftw
indows.112
.2o7.net

35.181.18.61 A (IP address) IN (0x0001)

Jan 27, 2021 
20:37:27.228744030 
CET

8.8.8.8 192.168.2.7 0x1d62 No error (0) microsoftw
indows.112
.2o7.net

15.237.136.106 A (IP address) IN (0x0001)

Jan 27, 2021 
20:37:27.268937111 
CET

8.8.8.8 192.168.2.7 0x2c69 No error (0) mem.gfx.ms cdn.account.microsoft.co
m.akadns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
20:37:28.977487087 
CET

8.8.8.8 192.168.2.7 0xc945 No error (0) publisher.
liveperson.net

publisher.livepersonk.aka
dns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
20:37:28.977487087 
CET

8.8.8.8 192.168.2.7 0xc945 No error (0) liveperson
.map.fastly.net

151.101.1.192 A (IP address) IN (0x0001)

Jan 27, 2021 
20:37:28.977487087 
CET

8.8.8.8 192.168.2.7 0xc945 No error (0) liveperson
.map.fastly.net

151.101.65.192 A (IP address) IN (0x0001)

Jan 27, 2021 
20:37:28.977487087 
CET

8.8.8.8 192.168.2.7 0xc945 No error (0) liveperson
.map.fastly.net

151.101.129.192 A (IP address) IN (0x0001)

Jan 27, 2021 
20:37:28.977487087 
CET

8.8.8.8 192.168.2.7 0xc945 No error (0) liveperson
.map.fastly.net

151.101.193.192 A (IP address) IN (0x0001)

Jan 27, 2021 
20:37:30.100378036 
CET

8.8.8.8 192.168.2.7 0x1252 No error (0) prda.aadg.
msidentity.com

www.tm.a.prd.aadg.akadn
s.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
20:37:30.553567886 
CET

8.8.8.8 192.168.2.7 0xe633 No error (0) logincdn.m
sauth.net

lgincdn.trafficmanager.net CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
20:37:30.553567886 
CET

8.8.8.8 192.168.2.7 0xe633 No error (0) cs1227.wpc
.alphacdn.net

192.229.221.185 A (IP address) IN (0x0001)

Jan 27, 2021 
20:37:32.997742891 
CET

8.8.8.8 192.168.2.7 0x1905 No error (0) ajax.aspne
tcdn.com

mscomajax.vo.msecnd.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Jan 27, 2021 
20:37:33.136965036 
CET

8.8.8.8 192.168.2.7 0xc532 No error (0) assets.one
store.ms

assets.onestore.ms.akad
ns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Jan 27, 2021 
20:37:07.877609968 
CET

162.241.70.248 443 192.168.2.7 49714 CN=mobile1austin.com 
CN="cPanel, Inc. 
Certification Authority", 
O="cPanel, Inc.", 
L=Houston, ST=TX, C=US 
CN=COMODO RSA 
Certification Authority, 
O=COMODO CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN="cPanel, Inc. 
Certification Authority", 
O="cPanel, Inc.", 
L=Houston, ST=TX, 
C=US CN=COMODO 
RSA Certification 
Authority, O=COMODO 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Mon Jan 
25 
01:00:00 
CET 
2021 
Mon 
May 18 
02:00:00 
CEST 
2015 
Thu Jan 
01 
01:00:00 
CET 
2004

Mon Apr 
26 
01:59:59 
CEST 
2021 
Sun May 
18 
01:59:59 
CEST 
2025 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN="cPanel, Inc. 
Certification Authority", 
O="cPanel, Inc.", 
L=Houston, ST=TX, C=US

CN=COMODO RSA 
Certification Authority, 
O=COMODO CA 
Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Mon 
May 18 
02:00:00 
CEST 
2015

Sun May 
18 
01:59:59 
CEST 
2025

CN=COMODO RSA 
Certification Authority, 
O=COMODO CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

HTTPS Packets
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Jan 27, 2021 
20:37:07.877831936 
CET

162.241.70.248 443 192.168.2.7 49715 CN=mobile1austin.com 
CN="cPanel, Inc. 
Certification Authority", 
O="cPanel, Inc.", 
L=Houston, ST=TX, C=US 
CN=COMODO RSA 
Certification Authority, 
O=COMODO CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN="cPanel, Inc. 
Certification Authority", 
O="cPanel, Inc.", 
L=Houston, ST=TX, 
C=US CN=COMODO 
RSA Certification 
Authority, O=COMODO 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Mon Jan 
25 
01:00:00 
CET 
2021 
Mon 
May 18 
02:00:00 
CEST 
2015 
Thu Jan 
01 
01:00:00 
CET 
2004

Mon Apr 
26 
01:59:59 
CEST 
2021 
Sun May 
18 
01:59:59 
CEST 
2025 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN="cPanel, Inc. 
Certification Authority", 
O="cPanel, Inc.", 
L=Houston, ST=TX, C=US

CN=COMODO RSA 
Certification Authority, 
O=COMODO CA 
Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Mon 
May 18 
02:00:00 
CEST 
2015

Sun May 
18 
01:59:59 
CEST 
2025

CN=COMODO RSA 
Certification Authority, 
O=COMODO CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Jan 27, 2021 
20:37:08.943916082 
CET

104.16.18.94 443 192.168.2.7 49719 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Wed Oct 
21 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Thu Oct 
21 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Jan 27, 2021 
20:37:09.031419039 
CET

104.16.18.94 443 192.168.2.7 49720 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Wed Oct 
21 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Thu Oct 
21 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Jan 27, 2021 
20:37:24.983561039 
CET

162.241.70.248 443 192.168.2.7 49738 CN=mobile1austin.com 
CN="cPanel, Inc. 
Certification Authority", 
O="cPanel, Inc.", 
L=Houston, ST=TX, C=US 
CN=COMODO RSA 
Certification Authority, 
O=COMODO CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN="cPanel, Inc. 
Certification Authority", 
O="cPanel, Inc.", 
L=Houston, ST=TX, 
C=US CN=COMODO 
RSA Certification 
Authority, O=COMODO 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Mon Jan 
25 
01:00:00 
CET 
2021 
Mon 
May 18 
02:00:00 
CEST 
2015 
Thu Jan 
01 
01:00:00 
CET 
2004

Mon Apr 
26 
01:59:59 
CEST 
2021 
Sun May 
18 
01:59:59 
CEST 
2025 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-
65281,29-23-
24,0

37f463bf4616ecd445d4a1
937da06e19

CN="cPanel, Inc. 
Certification Authority", 
O="cPanel, Inc.", 
L=Houston, ST=TX, C=US

CN=COMODO RSA 
Certification Authority, 
O=COMODO CA 
Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Mon 
May 18 
02:00:00 
CEST 
2015

Sun May 
18 
01:59:59 
CEST 
2025

CN=COMODO RSA 
Certification Authority, 
O=COMODO CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Jan 27, 2021 
20:37:29.080748081 
CET

151.101.1.192 443 192.168.2.7 49752 CN=liveperson.net, 
O="LivePerson, Inc.", L=New 
York, ST=New York, C=US 
CN=GlobalSign CloudSSL 
CA - SHA256 - G3, 
O=GlobalSign nv-sa, C=BE

CN=GlobalSign 
CloudSSL CA - 
SHA256 - G3, 
O=GlobalSign nv-sa, 
C=BE CN=GlobalSign 
Root CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Fri Mar 
27 
04:17:26 
CET 
2020 
Wed 
Aug 19 
02:00:00 
CEST 
2015

Sun Mar 
28 
05:17:26 
CEST 
2021 
Tue Aug 
19 
02:00:00 
CEST 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GlobalSign CloudSSL 
CA - SHA256 - G3, 
O=GlobalSign nv-sa, C=BE

CN=GlobalSign Root 
CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Wed 
Aug 19 
02:00:00 
CEST 
2015

Tue Aug 
19 
02:00:00 
CEST 
2025

Jan 27, 2021 
20:37:29.082995892 
CET

151.101.1.192 443 192.168.2.7 49753 CN=liveperson.net, 
O="LivePerson, Inc.", L=New 
York, ST=New York, C=US 
CN=GlobalSign CloudSSL 
CA - SHA256 - G3, 
O=GlobalSign nv-sa, C=BE

CN=GlobalSign 
CloudSSL CA - 
SHA256 - G3, 
O=GlobalSign nv-sa, 
C=BE CN=GlobalSign 
Root CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Fri Mar 
27 
04:17:26 
CET 
2020 
Wed 
Aug 19 
02:00:00 
CEST 
2015

Sun Mar 
28 
05:17:26 
CEST 
2021 
Tue Aug 
19 
02:00:00 
CEST 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GlobalSign CloudSSL 
CA - SHA256 - G3, 
O=GlobalSign nv-sa, C=BE

CN=GlobalSign Root 
CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Wed 
Aug 19 
02:00:00 
CEST 
2015

Tue Aug 
19 
02:00:00 
CEST 
2025

Jan 27, 2021 
20:37:30.655908108 
CET

192.229.221.185 443 192.168.2.7 49764 CN=identitycdn.msauth.net, 
O=Microsoft Corporation, 
L=Redmond, 
ST=Washington, C=US 
CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon Jul 
20 
02:00:00 
CEST 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Tue Jul 
20 
14:00:00 
CEST 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Jan 27, 2021 
20:37:30.658193111 
CET

192.229.221.185 443 192.168.2.7 49763 CN=identitycdn.msauth.net, 
O=Microsoft Corporation, 
L=Redmond, 
ST=Washington, C=US 
CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon Jul 
20 
02:00:00 
CEST 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Tue Jul 
20 
14:00:00 
CEST 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Code Manipulations

Statistics

Behavior

• iexplore.exe

• iexplore.exe

Click to jump to process

System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 20:37:05

Start date: 27/01/2021

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff7c38d0000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Analysis Process: iexplore.exe PID: 2324 Parent PID: 792Analysis Process: iexplore.exe PID: 2324 Parent PID: 792

General
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Disassembly

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 20:37:06

Start date: 27/01/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:2324 CREDAT:17410 
/prefetch:2

Imagebase: 0x1320000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Analysis Process: iexplore.exe PID: 5888 Parent PID: 2324Analysis Process: iexplore.exe PID: 5888 Parent PID: 2324

General
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