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Analysis Report Comuinicado-Covid19-Min-Saude-CGC...

Overview
General Information Detection Signatures Classification
Sample Comuinicado-Covid19- ) ]
Name: Min-Saude-CGC-29-01- Benign windows process drops PE f...
21-136.vbs Multi AV Scanner detection for subm...
Analysis ID: 348031 MALICIOUS
.
MDS: a7eaefeac82a762.

. VBScript performs obfuscated calls ...
SHAL: 97298233161626..
SHA256: 7f3cd558f1963d4.. Detected VMProtect packer
Most interesting Screenshot: Potential evasive VBS script found (...

Potential malicious VBS script found...
Windows Shell Script Host drops VB...
Abnermal high' CPU Usage

Contains capabilitiesito; detect virtua...

Score: 88

Range: 0-100 Creates alstart menu entry/ (Start Me...
Whitelisted: false Drops|PE files

Confidence: 100%

Startup

= System is w10x64

. i; wscript.exe (PID: 4664 cmdline: C:\Windows\System32\wscript.exe 'C:\Users\user\Desktop\Comuinicado-Covid19-Min-Saude-CGC-29-01-21-136.vbs' MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection
@ Networking
@ System Summary
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@ Data Obfuscation

@ Persistence and Installation Behavior

@ Boot Survival

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

® HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@

AV Detection:

Click to jump to signature section

=

Multi AV Scanner detection for submitted file

Networking:

‘]

System Summary:

= ‘]

Data Obfuscation:

VBScript performs obfuscated calls to suspicious functions

]‘

Persistence and Installation Behavior:

]‘

Malware Analysis System Evasion:

]‘

HIPS | PFW | Operating System Protection Evasion:

Benign windows process drops PE files

System process connects to network (likely due to code injection or exploit)

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Scripting Startup Startup Masquerading oS Query Registry Remote Data from  Exfiltration Data Eavesdrop ol
Accounts Items Items Credential Services Local Over Other Obfuscation Insecure
Dumping System Network Network
Medium Communicat
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Initial Privilege Credential Lateral Command Network

Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Default Exploitation for Registry Process Virtualization/Sandbox LSASS Security Software Remote Data from  Exfiltration Junk Data Exploit SS7 t
Accounts  Client Run Keys / Injection Evasion Memory Discovery Desktop Removable Over Redirect Pho
Execution Startup Protocol Media Bluetooth Calls/SMS
Folder
Domain PowerSheII Logon Script Registry Process Injection Security Virtualization/Sandbox SMB/Windows Data from Automated Steganography Exploit SS7 t
Accounts (Windows)  Run Keys / Account Evasion Admin Shares Network Exfiltration Track Device
Startup Manager Shared Location
Folder Drive
Local At (Windows) Logon Script Logon Scripting NTDS Remote System Distributed Input Scheduled Protocol SIM Card
Accounts (Mac) Script Discovery Component  Capture Transfer Impersonation  Swap
(Mac) Object Model
Cloud Cron Network Network Obfuscated Filesor ~ LSA File and Directory SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Logon Information Secrets Discovery Transfer Channels Device
Script Size Limits Communicat
Replication Launchd Rc.common Rc.common Steganography Cached System Information ~ VNC GUI Input  Exfiltration  Multiband Jamming or
Through Domain Discovery Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media

Behavior Graph

Hide Legend

Legend:

l:‘ Process

. Signature

. Created File

Il onsieinfo

ﬂ Is Dropped

Behavior Graph

o: sanost A% Is Windows Process
Sample: ‘Comuinicado-Covid19-Min-Sau... atn )
Startdate: 0310212021 ==+ Number of created Registry Values
Architecture:  WINDOWS mm=
s s i Number of created Files

29 visual Basic

ERZIC

. .

Java

% wscriptexe
[CREE K

.Net C# or VB.NET
C, C++ or other language
Is malicious

Internet

L@ 2 )

dropped dropped dropped dropped

e

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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No bigger version
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No bigger version

No bigger version

No bigger version

a2

No bigger version

No bigger version

No bigger version

sne
saa

No bigger version

No bigger version

No bigger version

No bigger version
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F-l O Tyoe here to search 4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Comuinicado-Covid19-Min-Saude-CGC-29-01-21-136.vbs 25% Virustotal Browse

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

No Antivirus matches
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https://www.virustotal.com/gui/file/7f3cd558f1963d4edf18c46b39a45ffc3d83257bd82ecf80e87e10c4cb1efba1/detection/f-7f3cd558f1963d4edf18c46b39a45ffc3d83257bd82ecf80e87e10c4cb1efba1-1612365243

Domains and IPs

Contacted Domains

No contacted domains info

Contacted IPs

»
l..
] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs
Public
P Domain Country Flag ASN ASN Name Malicious
8.8.8.8 unknown United States = 15169 GOOGLEUS false
172.217.23.16 unknown United States = 15169 GOOGLEUS true

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:

Number of existing drivers analysed:

Copyright null 2021

31.0.0 Emerald
348031
03.02.2021
16:13:42
CloudBasic

Oh 16m 35s
false

light

Comuinicado-Covid19-Min-Saude-CGC-29-01-21-
136.vbs

default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

40
0
0
0
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Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time Type
16:15:14 Autostart

Joe Sandbox View | Context

IPs

Match Associated Sample Name /| URL
8.8.8.8

Copyright null 2021

SHA 256
Get hash

Get hash

Get hash

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

default

Timeout

MAL

mal88.evad.winVBS@1/6 @0/2

Failed

Failed

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension:
.vbs

Show All

Detection

malicious

malicious

malicious

Max analysis timeout: 720s exceeded, the analysis
took too long

Exclude process from analysis (whitelisted):
taskhostw.exe, MpCmdRun.exe,
RuntimeBroker.exe, backgroundTaskHost.exe,
UsoClient.exe, audiodg.exe,
BackgroundTransferHost.exe, rundll32.exe,
WMIADAP.exe, MusNotifylcon.exe,
SgrmBroker.exe, conhost.exe, WmiPrvSE.exe,
svchost.exe, wuapihost.exe

Report size getting too big, too many
NtAllocateVirtualMemory calls found.

Report size getting too big, too many
NtOpenKeyEx calls found.

Report size getting too big, too many
NtProtectVirtualMemory calls found.

Report size getting too big, too many
NtQueryValueKey calls found.

Run: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\xsjfpdeuwh .Ink

Link Context

Browse e 8.8.8.8/S
IVMWAIEW62C9c

Browse e 8.8.8.8/C
TM5wttwLFc
LdHfVk

Browse e www.zulin
fang.mobi/fu/?
id=i07
vHMaOsvfKf
XE6I3aRHA3
IctcdYaT9x
0iZT9MHOOR
hMFPgh9mSE
tNU17XFCBg
MQA4XWErQD
1zZTwB-AplygzQ..
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https://view.joesandbox.com/analysis/122590/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/122590/html/none?idtype=webid
https://view.joesandbox.com/analysis/122589/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/122589/html/none?idtype=webid
https://view.joesandbox.com/analysis/98010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/98010/html/none?idtype=webid

Match

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.taste
ofunexpect
ed.com/tf/?
id=y6Irbp
vfhkYfQXXy
qC8dooAvir
v2e2apV7ig
F70LYGyF40
Cwvwj5JxRVB
dRghvKGGuc
_KsFbnbwPC
ODef

www.serik
atsaudagar
nusantara.
com/ed/?id
=klz40nF7t
HMqdvlcSep
eHoY02Vsws
5yCI7zf8DN
1pvMb9hdHF
pZX44eSyhz
XC7ubicfll
yYYsvfyléwe

www.epcke
dnilm.info/fu/?
id=i07vHMaOsvfK
fXxE613aRHA
BlctcdYaT9
X0iZT9MHOo
RhMFPghomS
EtNU17XFCB
gMQA4XWErQ
DIzTwB-Apl
y9zQ..
www.watch
summer.com/tr/?
id=oq
CXvglUiCxP
Ftn1J0rb33
g5mpSH48vd
1XRAfBxi4M
gNDwsdTt0od
cXb5dgzj2v
PAuld1RDre
AIRWWLP9Xo
t16w..&sql=1

wetr34.si
tesled.com
/wind.jpg

naturofin
d.org/p66/
JIKIHgft

www.phutu
ngototp.com/ho/?
id=y3T6nEBcied
L7htO4xn1Z
YijVAW7sJX
LjwubagvJu
tMFV{7aOWP
Sa_BI5i178
f_EjROvybr
Sr7PC3267X
bUsBg..

www.quyua
r.com/dr/?
id=gCqdDQs
h4d7ynFKS;j
09V1Y12J91
NTUfM9LddD
KzxEGHO7R4
0gEQ3AGAU2
DRYiF_Nduo
4Rd-EW24x-
038a0ud_g..

my.intern
aldating.r
u/js/boxun4.bin

my.intern
aldating.r
u/js/boxun4.bin

my.intern
aldating.r
u/js/boxun4.bin
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https://view.joesandbox.com/analysis/97988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97988/html/none?idtype=webid
https://view.joesandbox.com/analysis/97967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97967/html/none?idtype=webid
https://view.joesandbox.com/analysis/97950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97950/html/none?idtype=webid
https://view.joesandbox.com/analysis/97907/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97907/html/none?idtype=webid
https://view.joesandbox.com/analysis/97870/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97870/html/none?idtype=webid
https://view.joesandbox.com/analysis/97746/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97746/html/none?idtype=webid
https://view.joesandbox.com/analysis/97732/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97732/html/none?idtype=webid
https://view.joesandbox.com/analysis/97641/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97641/html/none?idtype=webid
https://view.joesandbox.com/analysis/97615/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97615/html/none?idtype=webid
https://view.joesandbox.com/analysis/97603/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97603/html/none?idtype=webid
https://view.joesandbox.com/analysis/97583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97583/html/none?idtype=webid

Match

Domains

No context

ASN

Match
GOOGLEUS

GOOGLEUS
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

>
[
(73
=]
8,
2
(13
(=%
[72]
i
3
S
()
P4
QD
3
o
[
A
r

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

my.intern
aldating.r
u/js/boxun4.bin

my.intern
aldating.r
u/js/boxun4.bin

my.intern
aldating.r
u/js/boxun4.bin

my.intern
aldating.r
u/js/boxun4.bin

my.intern
aldating.r
u/js/boxun4.bin

my.intern
aldating.r
u/js/boxun4.bin

Context

e 34.102.136.180
e 216.58.207.179
e 34.102.136.180
e 34.102.136.180
e 172.217.23.34
e 34.102.136.180
e 34.102.136.180
e 34.91.83.82

e 172.217.22.226
e 88838

e 172.217.20.227
e 34.102.136.180
e 34.102.136.180
e 34.102.136.180
e 34.102.136.180
e 34.98.99.30

e 172.217.22.206
e 172.217.22.206

e 34.102.136.180
e 172.217.231

e 34.102.136.180
e 216.58.207.179
e 34.102.136.180
e 34.102.136.180
e 172.217.23.34
e 34.102.136.180
e 34.102.136.180
e 34.91.83.82

e 172.217.22.226
e 838838

e 172.217.20.227
e 34.102.136.180
e 34.102.136.180
e 34.102.136.180
e 34.102.136.180
e 34.98.99.30

e 172.217.22.206
e 172.217.22.206
e 34.102.136.180
e 172.217.231
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https://view.joesandbox.com/analysis/97570/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97570/html/none?idtype=webid
https://view.joesandbox.com/analysis/97565/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97565/html/none?idtype=webid
https://view.joesandbox.com/analysis/97562/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97562/html/none?idtype=webid
https://view.joesandbox.com/analysis/97561/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97561/html/none?idtype=webid
https://view.joesandbox.com/analysis/97558/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97558/html/none?idtype=webid
https://view.joesandbox.com/analysis/97557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97557/html/none?idtype=webid
https://view.joesandbox.com/analysis/260894/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260894/html/none?idtype=webid
https://view.joesandbox.com/analysis/260884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260884/html/none?idtype=webid
https://view.joesandbox.com/analysis/260870/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260870/html/none?idtype=webid
https://view.joesandbox.com/analysis/260853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260853/html/none?idtype=webid
https://view.joesandbox.com/analysis/260848/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260848/html/none?idtype=webid
https://view.joesandbox.com/analysis/260847/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260847/html/none?idtype=webid
https://view.joesandbox.com/analysis/260831/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260831/html/none?idtype=webid
https://view.joesandbox.com/analysis/260829/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260829/html/none?idtype=webid
https://view.joesandbox.com/analysis/260828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260828/html/none?idtype=webid
https://view.joesandbox.com/analysis/260795/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260795/html/none?idtype=webid
https://view.joesandbox.com/analysis/260754/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260754/html/none?idtype=webid
https://view.joesandbox.com/analysis/260748/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260748/html/none?idtype=webid
https://view.joesandbox.com/analysis/260739/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260739/html/none?idtype=webid
https://view.joesandbox.com/analysis/260735/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260735/html/none?idtype=webid
https://view.joesandbox.com/analysis/260719/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260719/html/none?idtype=webid
https://view.joesandbox.com/analysis/260670/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260670/html/none?idtype=webid
https://view.joesandbox.com/analysis/260663/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260663/html/none?idtype=webid
https://view.joesandbox.com/analysis/260661/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260661/html/none?idtype=webid
https://view.joesandbox.com/analysis/260632/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260632/html/none?idtype=webid
https://view.joesandbox.com/analysis/260572/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260572/html/none?idtype=webid
https://view.joesandbox.com/analysis/260894/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260894/html/none?idtype=webid
https://view.joesandbox.com/analysis/260884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260884/html/none?idtype=webid
https://view.joesandbox.com/analysis/260870/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260870/html/none?idtype=webid
https://view.joesandbox.com/analysis/260853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260853/html/none?idtype=webid
https://view.joesandbox.com/analysis/260848/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260848/html/none?idtype=webid
https://view.joesandbox.com/analysis/260847/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260847/html/none?idtype=webid
https://view.joesandbox.com/analysis/260831/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260831/html/none?idtype=webid
https://view.joesandbox.com/analysis/260829/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260829/html/none?idtype=webid
https://view.joesandbox.com/analysis/260828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260828/html/none?idtype=webid
https://view.joesandbox.com/analysis/260795/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260795/html/none?idtype=webid
https://view.joesandbox.com/analysis/260754/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260754/html/none?idtype=webid
https://view.joesandbox.com/analysis/260748/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260748/html/none?idtype=webid
https://view.joesandbox.com/analysis/260739/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260739/html/none?idtype=webid
https://view.joesandbox.com/analysis/260735/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260735/html/none?idtype=webid
https://view.joesandbox.com/analysis/260719/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260719/html/none?idtype=webid
https://view.joesandbox.com/analysis/260670/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260670/html/none?idtype=webid
https://view.joesandbox.com/analysis/260663/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260663/html/none?idtype=webid
https://view.joesandbox.com/analysis/260661/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260661/html/none?idtype=webid
https://view.joesandbox.com/analysis/260632/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260632/html/none?idtype=webid
https://view.joesandbox.com/analysis/260572/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260572/html/none?idtype=webid

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\P-4-17[1].dlI

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\wscript.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

151412224

7.823842292259337

false

3145728:7Z278cykc8WACIpylZU98DtGSKeUlicJA:7rykc+clpyIxDtGat
63FF05C279EDE90B6A7A09DA944B7003
62E4CB3BF6EE51CB6746BB717E04F60A1E3125D4
6A3A36AF2FB89D913230D0F58BD4C7E6DCIAF5C25A3280B6CA2B920EBA3954A2

D6B1B6F9ACFA3786EA2D5FEF43233548B34CACFA35202EBCEEFFAEIEAO9FESB347B437BFB22CECE155637FB84CFDGEDFDB3372C0CD586B5434263BA5A6664
530

false

low

@...vmpl..?F...A.

Ho, “..reloc.]....G...No........ @..@.rsrc...8."...G.

C:\Windows\System32\wscript.exe

Zip archive data, at least v2.0 to extract

dropped

5604547

7.9999658588506986

true
98304:d9S705s0m5QhjG5QpiuPreyil8zRvE5hrlobzUh+AjLI9vekpRqgr2n:DR5s0maltbrml4agzw+Ajk9vezrK
F6F9C197DE97000E33113089993889A8

9EF214E6077BAF24057AE37DC971C4D80DB983C4
88643A7FC5653791841207C713EA290A1D0A0264B37A7D3B031815E52211BB09

B9584A343544ADC8A4707DE198FE3FE83AESC7C9B52C73743EACBEE2F867E4A716EBB89135B2E7E9C46506DD9EEF1A2B1BFOECDSEDB1C1F5B4DD5F2C97DD
3C5E

false

low

PK.. BR.HLULY W< ...BL0.J~.8.4.ZH. "gF...(.&. . A5 H#QIKK.9...P...9.MQ...~.>.2..98.q......0.....y.gA.(W.....>.I"p.. 1. Ts..h..w..%...
<.0Q=.y._..04x.....1.z.i'Z0.{..>).Yla....."...c...d...$7L#w....8.p#Zz.h.M..F.c.r.+.p..:.l.CC..L...C.v.#.......Ad/N.*h."..0..9.bO[T..Ou..l.S..Q..{..-*n...Jo.R...U..........
.C?..E.P.x*R_9C.\...pYy{w..Y..UL.z.M.J8..[W>N./=a.FP.N.K.,.?}..bs.....S,."..%.....0?+..9.d.....(A-l....8[..0..x.=..5..&....0 ...(...%.R$.....Xq..0.L.w..q....
7= ])s.g7 . fl ). CLCB..~.P..|.D..g%.}.G.~. L. {y.3.T."B.M.... ..ZE."Yj........ Yoo ELQLSLE_.
YV..bS..Q.j.i.4"w..Q..7.Q.q\. }......<4.P.6#M*.3....J.C.2.[}.N.K.,.v.|...b.. . J* WH.E....R.@..sh>S...w*#3.Y.<..].

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

Copyright null 2021

C:\Windows\System32\wscript.exe

Zip archive data, at least v2.0 to extract

dropped

5604547

7.9999658588506986

true
98304:d9S705s0m5QhjG5QpiuPreyil8zRvE5hrlobzUh+AjLI9vekpRqgr2n:DR5s0maltbrml4agzw+Ajk9vezrK
F6F9C197DE97000E33113089993889A8

9EF214E6077BAF24057AE37DC971C4D80DB983C4
88643A7FC5653791841207C713EA290A1D0A0264B37A7D3B031815E52211BB09
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SHA-512:

Malicious:
Reputation:

Preview:

B9584A343544ADC8A4707DE198FE3FE83AESC7C9B52C73743EACBEE2F867E4A716EBB89135B2E7E9C46506DDOEEF1A2B1BFOECDSEDB1C1F5B4DD5F2C97DD
3C5E

true

low

PK.lBRUALULY <) M BL0L D~ 84 2. H gF L (& A5 #QJKKL9. L PLLLL9.MQ...~.>.2..98.q......0. ... y.gA.(W....>I"p..1.Ts..h..w..%...
<.0Q=.y._..04x....1.z.i'Z0.{...>).Yla....."...c...d...$7L#w....8.p#Zz.h.M..F.c.r.+.p..:.l.CC..L...C.v.#.......Ad/N.*h."...0...9.bO[T..Ou..l.S..Q..{..-*n...Jo.R...U..........
.C?..E.P.x*R_9C.\...pYy{w..Y..UL.z.M.J8..[W>N./=a.FP.N.K.,.?}..bs.....S,."..%.....0?+..9.d.....(A-l....8[..0..x.=..5..&....0 ...(...%.R$.....Xq..0.L.w..q....
Tijlim L)) s g7 f .E.Q.$LE_.
YV..bS..Q.j.i.4" w..Q..7.Q.q\. }......<4.P.6#M*.3....J.C.2.[}.N.K.,.v.|....b.. . J[* W%.E....R.@..sh>S...w*#3.Y.<..].

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\wscript.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

151412224

7.823842292259337

false

3145728:7Z278cykc8WACIpylZU98DtGSKeUlicJA:7rykc+clpyIxDtGat
63FF05C279EDE90B6A7A09DA944B7003
62E4CB3BF6EE51CB6746BB717E04F60A1E3125D4
6A3A36AF2FB89D913230D0F58BD4C7E6DCIAF5C25A3280B6CA2B920EBA3954A2

D6B1B6F9ACFA3786EA2D5FEF43233548B34CACFA35202EBCEEFFAEIEAO9FESB347B437BFB22CECE155637FB84CFDGEDFDB3372C0CD586B5434263BA5A6664
530

.idata...4...."

@..@.vmp0...+Q... ( @...vmpl..?F...A.

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\wscript.exe

MS Windows shortcut, Item id list present, Has Relative path, Has Working directory, Has command line arguments, ctime=Sun Dec 31 23:06:32 1600, mtime=Sun Dec 31
23:06:32 1600, atime=Sun Dec 31 23:06:32 1600, length=0, window=hide

dropped

1098

3.523918548380025

false

12:8QI0nm/3BVSXzt1WI/W+TWI13gMJIsW+CRAbjMQ3qMJIvVGUHvku9lpoliNL4t2Y S:8q/BuUl++fCl1tyjCyjMQtnBOMI57aB

31AFED11275408F1624DAD76322C3B74

B76FA61D3D7BD1750BF2734456AC9B9745502A3B

583C71233DFAE3B6EECD318AB9B7C1BD6B04C22D0B8B7DIB7A1E208360E40607
86BA41058D8DBE62051CF4B90E912A1FB28EABEE9364D17C038C0B246C0383A2C407AF1ADEB6407493A9E49D707B159E70AF39F24F0DB843088498A27B30DC1
true

low

L. . i +00./CH\ LWind.ows....Z1.......... system32
.B f.2.........rundli32.exe..J.. ceenrundllL3.2. e x €. | VO N WP VO VA AW
nd.ows.\system3.2\run.dll3.2..exeW.C.:\Users\hardz\App.D.ata\R.oam.ing\M.ic.r.osoft\Windows\S.tart Me.nul\P.ro.g.ram.
s\S.tartup\xs,jfp.deuwhe..C:\Us.ers\hardz\Ap.p.D.ata\R.0.am.in.g\7.6.9.41.8.355.2.2.6.5.1.\.uw.n.x.h.e.e.p.q.i.p.u.t.v.s.u.t3.2.8.5.4.6.7.9.2.2.
6.8.6...d.1I. . m.J.8.L.f.9.v.0.G.Z.n.p.t. O.V.N.b.2.I.......%............... WNLINDLLQue 1SPS.XF.L8C....&m.q...........[..S.-.1.- 5.

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Windows\System32\wscript.exe

ASCII text, with CRLF line terminators

dropped

304

5.279184931159565

false
6:jIGANghNGXIkKnFkjqvAATbKZkXOyMz6gCggPsjIRXvexOvXKgli8Ny:8GdohNGYkKnFPVAOKZy8MHsjJRvyOdB
A1000881510D29420706AEFDB24B4757

OFA2A4C6B638DEGB03EF07E0071C8DB33BB7176B
3B7054F735A4D2B12D0D3759512AF9A642DADC093F21BD839723552552259E48

5B4368F69DD98AFA246EE7DE10A179612C7BFBODCCESB51EA3656CEE48257FB369BE2AEOFA2FC648E05412BF6F7AA9424D13E16CB15E7F6BAF04C905B28309
25

true
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Reputation:

Preview:

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:

File size:
MDS5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

5

Icon Hash:

Network Behavior

No network behavior found

Code Manipulations

Statistics

System Behavior

e8d69ece869a9ec4

Set MHSXIMOJBNEVEHMHPM = CreateObject("WScript.Shell")..WScript.Sleep(300000)..Set OpSysSet = GetObject("winmgmts:{authenticationlevel=Pkt," _..& "(Sh
utdown)}").ExecQuery("select * from Win32_OperatingSystem where "_..& "Primary=true")..for each OpSys in OpSysSet..retVal = OpSys.Win32Shutdown(6)..next..

UTF-8 Unicode text, with CRLF line terminators
5.746162880651666
e Visual Basic Script (13500/0) 100.00%

Comuinicado-Covid19-Min-Saude-CGC-29-01-21-
136.vbs

337047
a7eaefeac82a762678b254c38f72a5a0
972982331616263fch28fab209b150c6365068d7

7f3cd558f1963d4edf18c46b39a45ffc3d83257bd82ecf80
eB87el0c4cblefbal

2d4e53406a62ae3726574e0e25d04bbca09e2b192ff079¢
eadl4ca6e8b4ed217d115ff07d578296e4422bde14f6a83
81ff2fe28597e50887b80f1f1bdc231603

6144:1J+RJI+sJ++J+JJ+Y I+ZuJ+2J+UiJ+0J+UJ++J+4]
+AJ+2J+dJ+SJI+BJI+rJ+SJ+Dg:1JAIRIBIIIIOUINIBII/
JIIJIFIFIm+

W
.XHCGENTY.
HZ...r.9k.....

Analysis Process: wscript.exe PID: 4664 Parent PID: 3388

General

Start time:

Copyright null 2021

16:14:27
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Start date: 03/02/2021

Path: C:\Windows\System32\wscript.exe
Wow64 process (32bit): false
Commandline: C:\Windows\System32\wscript.exe 'C:\Users\user\Desktop\Comuinicado-Covid19-Min-Saude-

CGC-29-01-21-136.vbs'

Imagebase: 0x7ff6c72a0000

File size: 163840 bytes

MD5 hash: 9A68ADD12EB50DDE7586782C3EBIFFIC
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Roaming\uwqybkimrhw.vbs read attributes | device synchronous io  success or wait 1 7FFB522B1571 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Roaming\76941835522651 read data or list device directory file |  success or wait 1 7TFFB522C74FE CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Roaming\uwqybkimrhw.vbs unknown 56 53 65 74 20 4d 48 53 Set success or wait 8 7FFB522BE70B WriteFile
58 49 4d 4f 4a 42 4e  MHSXIMOJBNEVEHMHP
45 56 45 48 4d 48 50 M = CreateObject("Wscr
4d 20 3d 20 43 72 65 ipt.Shell")..
61 74 65 4f 62 6a 65
63 74 28 22 57 53 63
7269 70 74 2e 53 68
65 6¢ 6¢ 22 29 0d Oa
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Roaming\uwqybkimrhw.vbs unknown 128 success or wait 3 7FFB522B17B5 ReadFile
C:\Users\user\AppData\Roaming\uwqybkimrhw.vbs unknown 128 end of file 1 7FFB522B17B5 ReadFile
Disassembly
Code Analysis

Copyright null 2021 Page 16 of 16
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