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Analysis Report http:/ltest-for-coronavirus.service.gov.uk

Overview

General Information

Sample URL: htitp:/itest-for-coronavirus.s
ervice.gov.uk

Analysis ID: 348814

Most interesting Screenshot:

0 o

Cookies on GOV.UK

Startup

= System is w10x64

. @ iexplore.exe (PID: 5188 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8ACS5E7596)
. @ iexplore.exe (PID: 5832 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5188 CREDAT:17410 /prefetch:2 MD5:

Detection

Score:

Range:

Whitelisted:

Confidence:

071277CC2E3DFA1EEEA8013E2AB58D5A)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview

Copyright null 2021
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@ Phishing

® Compliance

@ Networking

@ System Summary

There are no malicious signatures, click here to show all signatures.

Click to jump to signature section

Compliance:

Uses new MSVCR DlIs

Uses secure TLS version for HTTPS connections

Mitre Att&ck Matrix

Initial Privilege  Defense Credential Lateral
Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection
Valid Windows Path Process Masquerading oS File and Remote Data from
Accounts Management  Interception Injection Credential Directory Services Local
Instrumentation Dumping Discovery System
Default  Scheduled Boot or Boot or Process LSASS Application  Remote Data from
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable
Initialization Initialization Discovery Protocol Media
Scripts Scripts
Domain At (Linux) Logon Script Logon Obfuscated Files Security Query SMB/Windows Data from
Accounts (Windows)  Script or Information Account Registry Admin Shares Network
(Windows) Manager Shared
Drive
Local At (Windows)  Logon Script Logon Binary Padding NTDS System Distributed Input
Accounts (Mac) Script Network Component Capture
(Mac) Configuration Object Model
Discovery

Behavior Graph

Copyright null 2021
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Behavior Graph l:‘ Erocens
10: 348814 mauicious [ signature
URL: http://test-for-coronavirus... SUSPICIOUS l:‘ Created File
Startdate: 04/02/2021
Architecture:  WINDOWS ST . DNS/IP Info
Score: 0 .I.& Is Dropped
A% Is Windows Process

ks Number of created Registry Values

www.gov.uk |:( www-gov-uk.map.fastly.net Q

www-cdn.production.govuk.service.gov.uk |:Q ste . NTeED 6 eresies] FiEs
ﬁ Visual Basic

111 Delphi

AL
&, Java
/.@\ iexplore.exe =’

_ .Net C# or VB.NET

C, C++ or other language
: . 2
H

Is malicious

Internet

@ iexplore.exe :g
] R

www-gov-uk.map.fastly.net . test-for-coronavirus.service.gov.uk &.‘

151.101.0.144, 443, 49726, 49727 13.225.78.60, 443, 49722, 49723 2 other IPs or domains
FASTLYUS AMAZON-02US +
United States United States

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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e https://www.gov.ul/help/ cookies - @ ¢ Search.

[ Cookies on GOV.UK [T

GOV.UK Search on GOV.UK

3
- Coronavirus (COVID-19) | National lockdown: stay at home

- Brexit | Check what you need to do

Cookies on GOV.UK

Cookies are files saved on your phone, tablet or computer when you visit a
website.

We use cookies to store information about how you use the GOV.UK website,
such as the pages you visit.

Cookie settings

We use 4 types of cookie. You can choose which cookies you're happy for us
to use.

Cookies that measure website use

We use Google Analytics to measure how you use the website so we can
improve it based on user needs. We do not allow Google to use or share the
data about how you use this site.

Google Analytics sets cookies that store anonymised information about:

* how you got to the site

» the pages you visit on GOV.UK and government digital services, and how
long you spend on each page

= what you click on while you're visiting the site

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
hitp://test-for-coronavirus.service.gov.uk 0% Virustotal Browse
hitp://test-for-coronavirus.service.gov.uk 0% Avira URL Cloud safe

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
test-for-coronavirus.service.gov.uk 0% Virustotal Browse
www-gov-uk.map.fastly.net 0% Virustotal Browse
www.gov.uk 0% Virustotal Browse
URLs
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https://www.virustotal.com/gui/url/ae59804838a3117f5783da055264eeecf6c20b328380749aae0b9f414aab252b/detection/u-ae59804838a3117f5783da055264eeecf6c20b328380749aae0b9f414aab252b-1609962004
https://www.virustotal.com/gui/url/ae59804838a3117f5783da055264eeecf6c20b328380749aae0b9f414aab252b/detection/u-ae59804838a3117f5783da055264eeecf6c20b328380749aae0b9f414aab252b-1609962004
https://www.virustotal.com/gui/url/51c0651807dc265b6ec0cb2ef1e7c6f44134c3ab0368d549531a27fb460f0fae/detection/u-51c0651807dc265b6ec0cb2ef1e7c6f44134c3ab0368d549531a27fb460f0fae-1583606540
https://www.virustotal.com/gui/url/462b03744165eb9d1aa51867a5acb5e127946f227e12a05e7a308898b07f1e92/detection/u-462b03744165eb9d1aa51867a5acb5e127946f227e12a05e7a308898b07f1e92-1612184112

Source Detection Scanner Label Link

hitp://https://www.gov.uk/assets/static/gov.uk_logotype_crown_invert_trans- 0% Avira URL Cloud safe
203e1db49d3eff430d7dc450ce723c10

hitp://https://www.gov.uk%2Ftransition/&subject=UK 0% Avira URL Cloud safe
hitp://https://www.nhs.uk/conditions/coronavirus-covid-19/self-isolation-and-treatment/when-to-self- 0% Avira URL Cloud safe
isolate

hitp://https://serapi-prd-gov-1-sp.test-for-coronavirus.service.gov.uk 0% Avira URL Cloud safe
hitp://https://www.gov.uk/assets/static/fonts/v1-458f8ea81c-light- 0% Avira URL Cloud safe
048b93884a1b51d20f2a3140541d450ch6b82c6c2

hitp://https://www.gov.uk/assets/static/fonts- 0% Avira URL Cloud safe
c57ab80a95f2b1764162611b3c98a4c098b356f8e30bafle50cd63edead64

hitp://https://www.gov.uk/coronavirus-taxon 0% Avira URL Cloud safe
hitp://https://www.gov.uk/get-coronavirus-testf#get-a-free-test-online 0% Avira URL Cloud safe
hitp://https://www.citizensadvice.org.uk/work/coronavirus-if-youre-worried-about-working?priority- 0% Avira URL Cloud safe
taxon=774

hitp://https://www.gov.uk/apply-coronavirus-test 0% Avira URL Cloud safe
http:/f 0% Avira URL Cloud safe
https://www.gov.uk/coronaviruscontentbcObOe2f6e25d3660a96ccOcca7993e6f32e98785f205fc40907.ico
hitp://https://www.gov.uk/assets/static/govuk-template-ie8- 0% Avira URL Cloud safe
e4fffla2ce0e93e66e96db6eedae992a3859b1e608aad6bd

hitp://https://www.nationalarchives.gov.uk/doc/open-government-licence/version/3/ 0% Avira URL Cloud safe
hitp://test-for-coronavirus.service.gov.uk/ 0% Avira URL Cloud safe
hitp://https://www.gov.uk/assets/static/fonts/v1-f38ad40456-light- 0% Avira URL Cloud safe
b98fe790388f58c950f2bed1ca8ad02fal68d6eff

hitp://https://www.gov.uk/assets/static/fonts/v1-62cc6f0a28-tabular-light- 0% Avira URL Cloud safe
b36c2402a99df8f8195129efa8edbdbec

hitp://https://www.gov.uk/get-coronavirus-test#getting-a-test-for-someone-else 0% Avira URL Cloud safe
hitp://https://open;jsf.org/ 0% URL Reputation safe
hitp://https://open;jsf.org/ 0% URL Reputation safe
hitp://https://open;jsf.org/ 0% URL Reputation safe
hitp://https://www.gov.uk/get-coronavirus-testzGet 0% Avira URL Cloud safe
hitp://https://www.gov.uk/browse/citizenshipbBrowse: 0% Avira URL Cloud safe
hitp://https://sdsapi-prd-gov-1-sp.test-for-coronavirus.service.gov.uk 0% Avira URL Cloud safe
hitp://https://test-for-coronavirus.service.gov.uk/register-home-test 0% Avira URL Cloud safe
hitp://https://www.gov.uk/assets/government-frontend/govuk_publishing_components/govuk-logo- 0% Avira URL Cloud safe
€5962881254c9ad

hitp://https://www.gov.uk/assets/static/surveys- 0% Avira URL Cloud safe
b5737b46c55d5682514456al1bfOcea2075accf1fb9a09c790d988346bda

hitp://https://www.gov.uk/government/organisations/government-digital-service 0% Avira URL Cloud safe
hitp://https://www.gov.uunknown 0% Avira URL Cloud safe
hitp://https://www.nidirect.gov.uk/campaigns/coronavirus-covid-19 0% Avira URL Cloud safe
hitp://https://www.gov.uk/help/cookiesus-test.uk/ 0% Avira URL Cloud safe
hitp://https://www.gov.uk/assets/static/apple-touch-icon- 0% Avira URL Cloud safe
a318f305290c523aed80082456175b46c95350c0eeac93f42e

hitp://https://test-for-coronavirus.service.gov.uk/ 0% Avira URL Cloud safe
hitp://https://www.gov.uk/browse/citizenshiprentingl 0% Avira URL Cloud safe
hitp://https://www.gov.uk/assets/static’header-footer-only- 0% Avira URL Cloud safe
f3cadf5744a1346a673f6e1f6e4718387458bf7290b2f8e8
hitp://https://phw.nhs.wales/topics/immunisation-and-vaccines/covid-19-vaccination-information/?priority- 0% Avira URL Cloud safe
ta

hitp://https://www.gov.uk/browse/births-deaths-marriagesfBrowse: 0% Avira URL Cloud safe
hitp://https://www.gov.uk/assets/static/opengraph-image- 0% Avira URL Cloud safe

alf7d89ffd0782738blaeb0da37842d8bd0addbd724b8e58c3e

hitp://https://www.gov.uk/assets/government-frontend/govuk_publishing_components/govuk-schema- 0% Avira URL Cloud safe
placeholder-1

hitp://https://www.gov.uk/assets/static/favicon- 0% Avira URL Cloud safe
8d811b8c3badbcObOe2f6e25d3660a96ccOcca7993e6f32e98785f205fc

hitp://https://www.nhs.uk/conditions/coronavirus-covid-19/ 0% Avira URL Cloud safe

hitp://https://www.gov.uk/assets/government-frontend/govuk_publishing_components/govuk-schema- 0% Avira URL Cloud safe
placeholder-4

hitp://https://www.gov.uk/coronavirusjCoronavirus 0% Avira URL Cloud safe
hitp://https://www.nhs.uk/ 0% Avira URL Cloud safe
hitp://https://www.gov.uk/assets/static/fonts/v1-357fdfbcc3-tabular-bold- 0% Avira URL Cloud safe
Ocff7dfafbfd65a765046861e6967892b2

hitp://https://www.gov.uk/browse/childcare-parentingges 0% Avira URL Cloud safe
hitp://https://www.smartsurvey.co.uk/ 0% Avira URL Cloud safe
hitp://https://www.nidirect.gov.uk/articles/coronavirus-covid-19-regulations-guidance-what-restrictions- 0% Avira URL Cloud safe
mea

hitp://https://organisation-number-lookup.test-for-coronavirus.service.gov.uk/ 0% Avira URL Cloud safe
hitp://https://www.gov.uk/getavirus.service.gov.uk/-coronavirus-test.uk/Root 0% Avira URL Cloud safe
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Source Detection Scanner Label Link

hitp://https://www.gov.uk/assets/static/apple-touch-icon-152x152- 0% Avira URL Cloud safe
02457fcdcee8d309276305af2233d41bfb8fd055e8

hitp://https://www.gov.uk/assets/static/ie- 0% Avira URL Cloud safe
a4524544a53d57a7e259b4bb966h9c32557¢98c920b77€52d09304642b68401a

hitp://https://www.gov.uk/assets/static/fonts/v1-2c037cf7el-light- 0% Avira URL Cloud safe
1lalbd902f82aaab4185bc1995206ccdead57a5b0a
hitp://https://www.nhs.uk/conditions/coronavirus-covid-19/testing-and-tracing/nhs-test-and-trace-if-youre- 0% Avira URL Cloud safe
c

hitp://https://www.gov.uk/government/publications/coronavirus-outbreak-fags-what-you-can-and-cant- 0% Avira URL Cloud safe
do/corona

hitp://https://www.gov.uk/assets/static/fonts/v1-tb2676462a-bold- 0% Avira URL Cloud safe
a49a59a7c9fc3873b9b864f9185ba79d7848db4bde

hitp://https://www.gov.uk/coronavirus-taxon/testing 0% Avira URL Cloud safe
hitp://https://tdsapi-prd-gov-1-sp.test-for-coronavirus.service.gov.uk 0% Avira URL Cloud safe
hitp://https://www.gov.uk/coronavirus-taxon/rules-and-restrictions 0% Avira URL Cloud safe
hitp://https://www.gov.uk/browse/benefits2Browse: 0% Avira URL Cloud safe
hitp://https://www.nationalarchives.gov.uk/information-management/re-using-public-sector- 0% Avira URL Cloud safe

information/uk-gov

hitp://https://www.gov.uk/report-covid19-result 0% Avira URL Cloud safe
hitp://https://www.gov.uk/check-school-closure 0% Avira URL Cloud safe
hitp://https://test-for-coronavirus.service.gov.uk/register 0% Avira URL Cloud safe
hitp://https://www.gov.uk/browse/businessths-marriagesf 0% Avira URL Cloud safe
hitp://https://www.gov.uk/assets/static/fonts/v1-851b10ccdd-tabular-light- 0% Avira URL Cloud safe
5f44884b5bbefe279fb3529a09941c7cl

hitp://https://www.gov.uk/help/cookie-detailsPDetails 0% Avira URL Cloud safe
hitp://https://settings.login.nhs.uk/ 0% Avira URL Cloud safe
hitp://https://auth.login.nhs.uk/authorize 0% Avira URL Cloud safe
hitp://https://www.gov.uk/get-coronavirus-test#get-help-applying 0% Avira URL Cloud safe
hitp://https://www.gov.uk/assets/collections/nhs-logo- 0% Avira URL Cloud safe

56b9384aa9a842b9de96d72c468fbbdbld6al455124cf382f7524

hitp://https://www.gov.uk/get-coronavirus-test#stay-at-home-if-you-have-symptoms 0% Avira URL Cloud safe
hitp://https://www.gov.uk/assets/static/fonts/v1-498ea8ffe2-tabular-light- 0% Avira URL Cloud safe
c45387d8b19c716ac713adceddbbfaafc

hitp://https://www.gov.uk/get-coronavirus-test#what-the-test-involves 0% Avira URL Cloud safe
hitp:/fiwww.wikipedia.com/ 0% URL Reputation safe
hitp:/fiwww.wikipedia.com/ 0% URL Reputation safe
hitp:/fiwww.wikipedia.com/ 0% URL Reputation safe
hitp://https://ads-prd-gov-1-sp.test-for-coronavirus.service.gov.uk 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
test-for-coronavirus.service.gov.uk 13.225.78.60 true false e 0%, Virustotal, Browse unknown
www-gov-uk.map.fastly.net 151.101.0.144 true false e 0%, Virustotal, Browse unknown
www.gov.uk unknown unknown false e 0%, Virustotal, Browse unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation
hitp://test-for-coronavirus.service.gov.uk/ false e Avira URL Cloud: safe unknown
hitp://https://www.gov.uk/browse/births-deaths-marriages false unknown
hitp://https://www.gov.uk/browse/citizenship false unknown
hitp://https://www.gov.uk/browse/business false unknown
hitp://https://www.gov.uk/browse/childcare-parenting false unknown
hitp://https://www.gov.uk/help/cookies false unknown
hitp://https://www.gov.uk/browse/benefits false unknown

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp:// cookies[1].htm.2.dr false e Avira URL Cloud: safe unknown
https://www.gov.uk/assets/static/gov.uk_logotype_crown_inver
t_trans-203e1db49d3eff430d7dc450ce723c10
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https://www.virustotal.com/gui/url/ae59804838a3117f5783da055264eeecf6c20b328380749aae0b9f414aab252b/detection/u-ae59804838a3117f5783da055264eeecf6c20b328380749aae0b9f414aab252b-1609962004
https://www.virustotal.com/gui/url/51c0651807dc265b6ec0cb2ef1e7c6f44134c3ab0368d549531a27fb460f0fae/detection/u-51c0651807dc265b6ec0cb2ef1e7c6f44134c3ab0368d549531a27fb460f0fae-1583606540
https://www.virustotal.com/gui/url/462b03744165eb9d1aa51867a5acb5e127946f227e12a05e7a308898b07f1e92/detection/u-462b03744165eb9d1aa51867a5acb5e127946f227e12a05e7a308898b07f1e92-1612184112

Name
hitp://https://www.gov.uk%2Ftransition/&subject=UK

hitp://https://www.nhs.uk/conditions/coronavirus-covid-19/self-
isolation-and-treatment/when-to-self-isolate

hitp://https://serapi-prd-gov-1-sp.test-for-
coronavirus.service.gov.uk

hitp://https://gov.wales/covid-19-alert-levels?priority-
taxon=774cee22-d896-44c1-a611-e3109cce8eae

hitp://https://www.gov.uk/assets/static/fonts/v1-458f8ea8lc-
light-048b93884a1b51d20f2a3140541d450ch6b82c6c2

hitp://https://www.publichealth.hscni.net/covid-19-
coronavirus/northern-ireland-covid-19-vaccination-progra

hitp://https://www.youtube.com/watch?v=AesZZsO9mm4
hitp://https://lyoutu.be/zCqo7MhQT6EU

hitp://https://www.gov.uk/assets/static/fonts-
c57ab80a95f2b1764162611b3c98a4c098b356f8e30bafle50cd
63edead64

hitp://https://www.gov.uk/coronavirus-taxon

hitp://https://www.gov.uk/get-coronavirus-testt#get-a-free-test-
online

hitp://https://www.citizensadvice.org.uk/work/coronavirus-if-
youre-worried-about-working?priority-taxon=774

hitp://https://www.gov.uk/apply-coronavirus-test

http:/f
https://www.gov.uk/coronaviruscontentbcObOe2f6e25d3660a9
6cc0cca7993e6f32e98785f205fc40907.ico

hitp://https://www.gov.uk/assets/static/govuk-template-ie8-
e4fffla2ce0e93e66e96db6eedae992a3859b1e608aad6bd

http:/f
https://nhsdigital.eu.qualtrics.com/jfe/form/SV_9nIBZPMIvhP4
WSX

hitp://https://www.nationalarchives.gov.uk/doc/open-
government-licence/version/3/

http:/f
https://nhsdigital.eu.qualtrics.com/jfe/form/SV_3aatOcpPDmep
4pL?Q_PopulateResponse=

hitp://https://stats.g.doubleclick.net/j/collect

hitp://https://www.gov.uk/assets/static/fonts/v1-f38ad40456-
light-b98fe790388f58c950f2bed1ca8ad02fal68d6eff

hitp://https://www.gov.uk/assets/static/fonts/v1-62cc6f0a28-
tabular-light-b36c2402a99df8f8195129efa8edbd6ec

hitp://https://www.gov.uk/get-coronavirus-test#getting-a-test-
for-someone-else

hitp:/fiwww.reddit.com/

hitp://https://open;jsf.org/

hitp://https://www.gov.uk/get-coronavirus-testzGet

hitp://https://www.gov.uk/browse/citizenshipbBrowse:

hitp://https://sdsapi-prd-gov-1-sp.test-for-
coronavirus.service.gov.uk
hitp://https://test-for-coronavirus.service.gov.uk/register-home-
test

hitp://https://www.gov.uk/assets/government-
frontend/govuk_publishing_components/govuk-logo-
€5962881254c9ad

hitp://https://www.gov.uk/assets/static/surveys-
b5737b46c55d5682514456albfocea2075accf1fb9a09c790d98
8346bda

http:/f
https://www.gov.uk/government/organisations/government-
digital-service

hitp://https://schema.org

hitp://https://www.gov.uunknown

hitp://https://www.nidirect.gov.uk/campaigns/coronavirus-
covid-19

hitp:/funderscorejs.org/LICENSE

hitp://https://www.nhsinform.scot/healthy-
living/immunisation/vaccines/coronavirus-covid-19-vaccine?
priorit

hitp://https://www.gov.uk/help/cookiesus-test.uk/
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Source
transition[1].htm.2.dr

get-coronavirus-test[1].htm.2.dr

chunk-vendors.33f4ad10[1].js.2.dr

coronavirus[1].htm.2.dr

fonts-c57ab80a95f2b1764162611b
3c98a4c098b356f8e30bafle50cd63
edea464c01[1].css.2.dr

coronavirus[1].htm.2.dr

transition[1].htm.2.dr
app.fécc719e[1].js.2.dr
cookies[1].htm.2.dr

get-coronavirus-test[1].htm.2.dr

get-coronavirus-test[1].htm.2.dr

coronavirus[1].htm.2.dr

coronavirus[1].htm.2.dr

~DFAF42DC3D297B44A5.TMP.1.dr

cookies[1].htm.2.dr

app.fécc719e[1].js.2.dr

cookies[1].htm.2.dr

app.fécc719e[1].js.2.dr

analytics[1].js.2.dr

fonts-c57ab80a95f2b1764162611b
3c98a4c098b356f8e30bafle50cd63
edea464c01[1].css.2.dr

fonts-c57ab80a95f2b1764162611b
3c98a4c098b356f8e30bafle50cd63
edea464c01[1].css.2.dr

get-coronavirus-test[1].htm.2.dr
msapplication.xml4.1.dr

chunk-vendors.33f4ad10[1].js.2.dr

{71C4B54C-6705-11EB-90EB-ECF4B
BEA1588}.dat.1.dr

~DFAF42DC3D297B44A5.TMP.1.dr
chunk-vendors.33f4ad10[1].js.2.dr

app.fécc719e[1].js.2.dr

cookie-details[1].htm.2.dr

cookies[1].htm.2.dr

cookies[1].htm.2.dr, cookie-details[1].h
tm.2.dr

coronavirus[1].htm.2.dr

{71C4B54C-6705-11EB-90EB-ECF4B
BEA1588}.dat.1.dr

coronavirus[1].htm.2.dr
chunk-vendors.33f4ad10[1].js.2.dr

coronavirus[1].htm.2.dr

~DFAF42DC3D297B44A5.TMP.1.dr

Malicious

false

false

false

false

false

false

false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

.

.

.

.

L

Antivirus Detection
Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

URL Reputation:
URL Reputation:
URL Reputation:

Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe
safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

Reputation
low

unknown

unknown

high

unknown

high
high

high

unknown

unknown

unknown

unknown

unknown

unknown

unknown

high

unknown

high

high

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

high
unknown
unknown
high

high

unknown
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Name

hitp://https://www.gov.uk/assets/static/apple-touch-icon-
a318f305290c523aed80082456175b46c95350c0eeac93f42e

hitp://https://test-for-coronavirus.service.gov.uk/
hitp://https://www.gov.uk/browse/citizenshiprentingl

hitp://https://www.gov.uk/assets/static’header-footer-only-
f3cadf5744a1346a673f6e1f6e4718387458bf7290b2f8e8

hitp://https://www.gov.uk/browse/births-deaths-marriages

hitp://https://phw.nhs.wales/topics/immunisation-and-
vaccines/covid-19-vaccination-information/?priority-ta

hitp://https://www.gov.uk/browse/births-deaths-
marriagesfBrowse:

hitp://https://www.gov.uk/assets/static/opengraph-image-
al1f7d89ffd0782738blaeb0da37842d8bd0addbd724b8e58c3e

hitp://https://www.gov.uk/assets/government-
frontend/govuk_publishing_components/govuk-schema-
placeholder-1

hitp://https://www.gov.uk/assets/static/favicon-

8d811b8c3badbcObOe2f6e25d3660a96ccOcca7993e6f32e9878

5f205fc

hitp://https://www.nhs.uk/conditions/coronavirus-covid-19/

hitp://https://www.gov.uk/assets/government-
frontend/govuk_publishing_components/govuk-schema-
placeholder-4

hitp://https://www.gov.uk/coronavirusjCoronavirus
hitp://https://www.nhs.uk/
hitp://https://npms.io/search?g=ponyfill.

hitp://https://www.gov.uk/assets/static/fonts/v1-357fdfbcc3-
tabular-bold-Ocff7dfafbfd65a765046861e6967892b2

hitp://https://www.youtube.com/user/Number10gov/videos
hitp://https://www.gov.uk/browse/childcare-parentingges
hitp://www.amazon.com/
hitp://https://www.smartsurvey.co.uk/

hitp://https://www.nidirect.gov.uk/articles/coronavirus-covid-
19-regulations-guidance-what-restrictions-mea

hitp:/fiwww.twitter.com/

hitp://https://organisation-number-lookup.test-for-
coronavirus.service.gov.uk/

hitp://https://www.gov.uk/getavirus.service.gov.uk/-
coronavirus-test.uk/Root

hitp://https://www.gov.uk/assets/static/apple-touch-icon-
152x152-02457fcdcee8d309276305af2233d4 1bfh8fd055e8

hitp://schema.org

hitp://https://www.gov.uk/assets/static/ie-

a4524544a53d57a7e259b4bb966b9c32557¢98¢920b77e52d09

304642b68401a

hitp://https://www.gov.uk/assets/static/fonts/v1-2c037cf7el-
light-1albd902f82aaab4185bc1995206ccdead57a5b0a

hitp://https://www.nhs.uk/conditions/coronavirus-covid-
19/testing-and-tracing/nhs-test-and-trace-if-youre-c

hitp://https://www.gov.scot/coronavirus-covid-19/

http:/f
https://www.gov.uk/government/publications/coronavirus-
outbreak-fags-what-you-can-and-cant-do/corona

hitp://https://www.gov.uk/assets/static/fonts/v1-th2676462a-
bold-a49a59a7¢c9fc3873b9b864f9185ba79d7848db4bde

hitp://https://www.gov.uk/coronavirus-taxon/testing

hitp://https://tdsapi-prd-gov-1-sp.test-for-
coronavirus.service.gov.uk

hitp://https://www.gov.uk/coronavirus-taxon/rules-and-
restrictions

hitp:/f/www.nytimes.com/
hitp://https://www.gov.uk/browse/benefits2Browse:

hitp://https://www.nationalarchives.gov.uk/information-
management/re-using-public-sector-information/uk-gov

hitp://https://www.gov.uk/report-covid19-result
hitp://https://www.gov.uk/check-school-closure

hitp://https://test-for-coronavirus.service.gov.uk/register

Copyright null 2021

Source

cookies[1].htm.2.dr

~DFAF42DC3D297B44A5.TMP.1.dr
~DFAF42DC3D297B44A5.TMP.1.dr
cookies[1].htm.2.dr

~DFAF42DC3D297B44A5.TMP.1.dr,
births-deaths-marriages[1].htm.2.dr

coronavirus[1].htm.2.dr

~DFAF42DC3D297B44A5.TMP.1.dr

cookies[1].htm.2.dr

cookie-details[1].htm.2.dr

imagestore.dat.2.dr

get-coronavirus-test[1].htm.2.dr, corona
virus[1].htm.2.dr

cookie-details[1].htm.2.dr

~DFAF42DC3D297B44A5.TMP.1.dr
coronavirus[1].htm.2.dr
chunk-vendors.33f4ad10[1].js.2.dr

fonts-c57ab80a95f2b1764162611b
3c98a4c098b356f8e30bafle50cd63
edea464c01[1].css.2.dr

coronavirus[1].htm.2.dr
~DFAF42DC3D297B44A5.TMP.1.dr
msapplication.xml.1.dr
cookie-details[1].htm.2.dr

coronavirus[1].htm.2.dr

msapplication.xml5.1.dr

app.fécc719e[1].js.2.dr

{71C4B54C-6705-11EB-90EB-ECF4B
BEA1588}.dat.1.dr

cookies[1].htm.2.dr

childcare-parenting[1].htm.2.dr, get-cor
onavirus-test[1].htm.2.dr

cookies[1].htm.2.dr

fonts-c57ab80a95f2b1764162611b
3c98a4c098b356f8e30bafle50cd63
edea464c01[1].css.2.dr

app.fécc719e[1].js.2.dr

coronavirus[1].htm.2.dr

coronavirus[1].htm.2.dr

fonts-c57ab80a95f2b1764162611b
3c98a4c098b356f8e30bafle50cd63
edea464c01[1].css.2.dr

get-coronavirus-test[1].htm.2.dr

chunk-vendors.33f4ad10[1].js.2.dr

coronavirus[1].htm.2.dr

msapplication.xml3.1.dr
~DFAF42DC3D297B44A5.TMP.1.dr
cookies[1].htm.2.dr

app.fécc719e[1].js.2.dr
coronavirus[1].htm.2.dr

app.fécc719e[1].js.2.dr

Malicious

false

false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
false
false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
false

false

false
false

false

Antivirus Detection

e Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:
Avira URL Cloud:

safe

safe
safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe
safe

safe

Reputation

unknown

unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
unknown
high

unknown

high
unknown
high
unknown

unknown

high

unknown

unknown

unknown

high

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown

unknown

high
unknown

unknown

unknown
unknown

unknown
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Name

hitp://https://www.gov.uk/browse/businessths-marriagesf

hitp://https://www.gov.uk/help/cookies

hitp://https://www.gov.uk/assets/static/fonts/v1-851b10ccdd-
tabular-light-5f44884b5bbefe279fb3529a09941c7cl

hitp://https://lyoutu.be/eYETUcSFXmw
hitp://https://www.gov.uk/help/cookie-detailsPDetails

hitp://https://settings.login.nhs.uk/

hitp://https://auth.login.nhs.uk/authorize

hitp://https://www.gov.uk/get-coronavirus-test#get-help-

applying

hitp://https://www.gov.uk/assets/collections/nhs-logo-
56b9384aa9a842b9de96d72c468fbbdbld6al455124cf382f752

4

Source
~DFAF42DC3D297B44A5.TMP.1.dr
~DFAF42DC3D297B44A5.TMP.1.dr

fonts-c57ab80a95f2b1764162611b
3c98a4c098b356f8e30bafle50cd63
edea464c01[1].css.2.dr

app.fécc719e[1].js.2.dr
~DFAF42DC3D297B44A5.TMP.1.dr
chunk-vendors.33f4ad10[1].js.2.dr
chunk-vendors.33f4ad10[1].js.2.dr

get-coronavirus-test[1].htm.2.dr

coronavirus[1].htm.2.dr

hitp://https://www.gov.uk/get-coronavirus-test#stay-at-home-if- get-coronavirus-test[1].htm.2.dr

you-have-symptoms

hitp://https://www.gov.uk/assets/static/fonts/v1-498ea8ffe2-
tabular-light-c45387d8b19c716ac713adceddbbfaafc

hitp://https://www.gov.uk/get-coronavirus-test#what-the-test-

involves

hitp:/fiwww.wikipedia.com/

hitp://https://ads-prd-gov-1-sp.test-for-

coronavirus.service.gov.uk

Contacted IPs

»
...
] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs
Public
IP Domain
151.101.0.144 unknown
13.225.78.60 unknown

General Information

Copyright null 2021

fonts-c57ab80a95f2b1764162611b
3c98a4c098b356f8e30bafle50cd63
edea464c01[1].css.2.dr

get-coronavirus-test[1].htm.2.dr

msapplication.xml6.1.dr

chunk-vendors.33f4ad10[1].js.2.dr

Country Flag
United States =
United States =

Malicious
false
false

false

false
false
false
false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe
e Avira URL Cloud: safe
e Avira URL Cloud: safe
e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

ASN ASN Name
54113 FASTLYUS
16509 AMAZON-02US

Reputation
unknown
unknown

unknown

high

unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Malicious
false

false
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Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 348814

Start date: 04.02.2021

Start time: 17:23:38

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 4m 27s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: hitp://test-for-coronavirus.service.gov.uk

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

Number of analysed new started processes analysed: 4

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean0.win@3/84@3/2

Cookbook Comments: e Adjust boot time
e Enable AMSI

3

Browsing link: https://www.gov

.uk/help/cookies#content

Browsing link: https://www.gov.uk/help/cookies

Browsing link: https://www.gov.uk/

Browsing link: https://www.gov.uk/coronavirus

Browsing link: https://www.gov.uk/transition

Browsing link: https://www.gov.uk/help/cookie-

details

Browsing link: https://www.gov.uk/browse/benefits

e Browsing link: https://www.gov.uk/browse/births-
deaths-marriages

e Browsing link: https://www.gov.uk/browse/business

e Browsing link: https://www.gov
.uk/browse/childcare-parenting

e Browsing link: https://www.gov

.uk/browse/citizenship

e o o o o

3

Warnings: Show All

e Exclude process from analysis (whitelisted):
taskhostw.exe, ielowutil.exe

e TCP Packets have been reduced to 100

e Excluded IPs from analysis (whitelisted):
168.61.161.212, 13.88.21.125, 88.221.62.148,
172.217.23.46, 152.199.19.161, 2.20.142.210,
2.20.142.209

e Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
www-google-analytics.l.google.com,
ie9comview.vo.msecnd.net,
skypedataprdcolcus17.cloudapp.net,
ctldl.windowsupdate.com, a767.dscg3.akamai.net,
e11290.dspg.akamaiedge.net,
iecvlist. microsoft.com, go.microsoft.com,
blobcollector.events.data.trafficmanager.net,
go.microsoft.com.edgekey.net,
audownload.windowsupdate.nsatc.net,
watson.telemetry.microsoft.com,
skypedataprdcolwus15.cloudapp.net, au-bg-
shim.trafficmanager.net, www.google-
analytics.com, cs9.wpc.vOcdn.net

Simulations

Behavior and APIs

No simulations

Copyright null 2021 Page 13 of 50



Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{71C4B54A-6705-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

30296

1.8479537129707035

false

192:r2ZtZR2n9W8Lfifl7FzMKNBnHDIsf571jX:ryDgnUI4F0jxu
00045990DAD6633180B9E1112A1D2795
8D946FFD094B7E9CABFD2953C283C23F8A0EBASE
7160570BOF577E1EF858610A9241E8F958033072F92C08FEA9CE6BE31281081C

69CF1BF02068472C3C35436802449D3DEC0OB0892E9739AES8EE49B5E9CE4CC8769F2274355A6A077FE2523D84E2DFB9AY02A6BA58A09D8DCBOBE7A93EBSCAF9
7

false

low

.R.0.0.t. .[E.n.tr.

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{71C4B54C-6705-11EB-90EB-ECF4ABBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

182738

2.502282898157289

false

768:7j5ChDbJx0SxXYC6Y4sOcmMGbx7yYNSQIbp:7FajGemDLSQIbp
2FOE71F851FC1CC463C4F25B77267CD9
605C21F210EA46266DFFEO9EFB4B21AD20B9193A
23304F0FA4D596ADF2BA25ABES6E 1E50FB8BICAC448DCFD2E3CBE30A915FBIAO

520B34AF33122A23A6D4058D1B6C9CD1D1BE746BAD7FCFDA44A4675B315AFC0051C3A42BA11088CF32B1F4F382F91D45844F3B68717A4A1DBF000622EC22D54
C

false

low
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{71C4B54C-6705-11EB-90EB-ECF4ABBEA1588}.dat

Preview:

.R.0.0.t. .[E.n.tr.

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{71C4B54D-6705-11EB-90EB-ECF4ABBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

16984

1.5637537697781616

false
48:lw6Gcpr3GwpaoG4pQ8GrapbS5rGQpKfG7HpRVSTGIpG:r+ZhQ466BS5FAUTVAA
BB4CAEC1F8BF1B3E1D3BFEB44ABOF8CO
F59818767B4AFBE1878177AD973E90646BD382DF
2B966AFIC56455C84AA634E6D99DD1CA7AB7BDEB1E68A920AA021A49B68A5C1D
ED5A7510965491954B4501A1E0BDF3D9FD7D1323292AF7C48F2197D3B9884827D63AE163862B6A9337AA68D4778D94FACD4126A07CF1DD2B433724B32135E7D:

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.131834458904829

false

12: TMHdNMNXOEM616cnWimI002EtM3MHANMNXOEM616cnWiml000Y GVbhKEtMb:2d6NXOWECSZHKA6NXOWECSZ7YLb
C3558B398ADF238459A5159534BCOE32

85948D247350E6211E2A3DD6A47D9FD592888E28
83E85AB50DC79391E9DE31AB635061FB3EODBD79BFB8D9154A42F7ED024711C1

Al11E151B1BF20ABDFCAF994D14EE374634FCOE8CF8B55A668B41F7EB6CCC4799D238B72AF472C4D05SAA30E3B211194B4675B8D77C27AE576CD3523061BF46B
3

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x419e5667,0x01d6fb12</date><
accdate>0x419e5667,0x01d6fb12</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x419e5667,0x01d6fb12</date><accdate>0
x419e5667,0x01d6fb12</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.160213770325517

false

12: TMHdNMNxe2k7nWimI002EtM3MHANMNxe2k7nWimI000Y Gkak6EtMb:2d6Nxr+SZHKdBNxr+SZ7Yza7b
9AF7BFE8C8F437F9EBI6C729898E1B7A

FE20F841218CCF2CE5F39B0CD800827F4834DDAB
72FDEE251297DFADOE5SA5549AAD568E4B2AD2F0B8784353D3008C82D81085918

C863EC1F47CFF1ECA3B2868D5E7F5EAEGE2ES5610E082ADB8B5966D5667F74D4192DD487C0E847676D2156B5DEBD337A5C35FAD8BBOFF87C5011F61CC245588
C

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/'/><date>0x41736bf9,0x01d6fb12</date><a
ccdate>0x41736bf9,0x01d6fb12</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x41736bf9,0x01d6fb12</date><a
ccdate>0x41736bf9,0x01d6fb12</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..
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C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

662

5.1518124455970105

false

12: TMHdNMNxvLM616cnWimlI002EtM3MHANMNxvLM616cnWimI000YGmZEtMb:2d6NXVNECSZHKABNXVNECSZ7Yjb
126C38401F03099D2CC2938D7C516168

359291697E76EBD491CFB9192D850887089A71E7
D8EF379ED91CB0B80879828465260446392009F83BCD578324F2A6C235988BC4

EC9CE282CDC39D41A76139BDFD963F61B5451DC11ED5E1B59A010E91A1B3D64ES05216C83CCD1F6DEECT6061A800E4873A98E924DCDBICSDAABF3EB63D10(
F4

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x419e5667,0x01d6fb12</date>
<accdate>0x419e5667,0x01d6fb12</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x419e5667,0x01d6fb12</date><accda
te>0x419e5667,0x01d6fb12</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

647

5.133938643549611

false

12: TMHdNMNXxi05gnWimI002EtM3MHdNMNXxi05gnWimI000Y Gd5EtMb:2d6NxsSZHKA6NxsSZ7YEjb
7CDF4D953611976337C69354ADA4D5A1

A7BE605835F1155036BA887AC2AE01C6280DCAB7
EOCF820EE594DD33D852760EB32397C87A4285870A77B8B4BE22E80447C9B8BD

0D088C6864785174DSCDADCB48E369CE1AFOAAD3GEBF7BEF72D8E3B07FI9C52AC5B03581F8A1EOCA70241C4CC183D86A1673054BF86COC2ECC268F3C5F31AF
14

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x419991a2,0x01d6fb12</date><acc
date>0x419991a2,0x01d6fb12</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x419991a2,0x01d6fb12</date><accdate>0x41999
1a2,0x01d6fb1l2</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.121800343996001

false

12: TMHANMNXhGwWwWEN6+nWimI002EtM3MHANMNXhGWwWEN6+nWimI000Y G8KO75EtMb: 2d6NXQWM+SZHKdBNXQWM+SZ7YrKajb
41F1FCBF6F3D72F04C75DEO8CC8DAES9

37B2A63930841B609449E92F1752D2BB22E851A4
A3DCB1346FDE52ABFD093E416D6271613937ADCC28E761010EEE11B08C43CC30

B58B67F5F2020647628E9B5C80BA7B85EA2ABOE347AF8D58C2155C73D542FCFCF302D7A88D35CF3DF930B2A093B8CF8B940C0746C7BB4E440D0323E0E781BF1
5

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x41a0b8a2,0x01d6fb12</date><
accdate>0x41a0b8a2,0x01d6fb12</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x41a0b8a2,0x01d6fb12</date><accdate>0
x41a0b8a2,0x01d6fb12</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe
XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
dropped
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C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

653

5.112660676135579

false

12: TMHdNMNXONENWUKNwU1nWimI002EtM3MHANMNXONENWUKNwU1nWimI00OY GXEtMb:2d6NXOENWONw+SZHKA6NXOENWONw+SZ9
7549A26B63DE0489BCFOB6B55D369E33

AB3DE6455176 CBE9DB48C5C3DFAAB4EA3F68BF33

9993BIFID5CF54697A95397E2B2B40DCAC3FIE6E0909E4E33F04319FEBOD1978
97409095AB8532A13DFC50F5E6004C4233103227423F805C668057D02C6F5319CC87EE86DAEC3ALEEEB2C971636EDF068DB1063F32F7BA4EAIF478A1972EDBS!
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x419bf410,0x01d6fb12</date><a
ccdate>0x419bf410,0x01d6fb12</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x419bf410,0x01d6fb12</date><accdate>0x4
19bf410,0x01d6fb12</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile></
msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.15777512495312

false

12: TMHdNMNxx05gnWimI002EtM3MHANMNxx05gnWiml000Y G6Kq5EtMb:2d6NxtSZHKdENxXtSZ7Yhb
8EA9E3ACC55203BC5234C2A6C506E4EC

9EACACABC76EAADC86ECB5517B42E300AE0531D2
8BABBE4AB6F6FI5E990C0DB369448A39E55BE9EO0FA7BD8F619FF22FBOESDC46
46FFB36ABBAEA0158278C3B8941DBE61BI0FEGE296C746816244A89DD84E09408COCO5CDBF8F9A7FFA24F28CF82BAF798F174D58F18BCBIB617920837459694¢
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x419991a2,0x01d6fb12</date><
accdate>0x419991a2,0x01d6fb12</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x419991a2,0x01d6fb12</date><accdate>0
x419991a2,0x01d6fb12</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NY Times.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

659

5.127908082840484

false

12: TMHdNMNxcLnWimI002EtM3MHANMNXcLnWimI000Y GVEtMb:2d6Nx+SZHKd6Nx+SZ7Ykb
9FE6004F2185ABFA2075A7FABADI72CC
39A2D3A2D43DA5BA34153136D4D2224E1794EEFB
FE2BDOCA877C7BC8B94A50FB1CO0EAOC8D027E76267FBE3C1B0168BB84A7B111

0C39F053AF646AC88BB8D15C7DFB399DFA538D25F47E308967COD8A9E483385D4D5F131F71B6FO0EEC980B19CBCCDDBACY952390E40F70001DES56B2C193CDF!
B

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x41841c90,0x01d6fb12</date>
<accdate>0x41841c90,0x01d6fb12</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x41841c90,0x01d6fb12</date><accdate
>0x41841c90,0x01d6fb12</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.113408004377333

false

12: TMHANMNXxfnLnWimI002EtM3MHANMNXfnLnWimI000Y Ge5EtMb:2d6NxzSZHKd6NxzSZ7YLjb
22E4D2A898EC355350E30760B15F8B29
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

DA40200C3B0851D7DDCF31E75A9FA9BF22B98517

F656040789732581655B3A22210D6AE47A50CD8580A10286A14BBOFA0962B16B
B54DEE715C2791BF2B2210C5000B296EDOOFC2DOFF8C5EB50D6D1FDF72452F8ABFBCOD12A679109E1FC8ADFB5D529519F8F89768538010C060D3F60885213D3
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x41841c90,0x01d6fb12</date><a
ccdate>0x41841c90,0x01d6fb12</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x41841c90,0x01d6fb12</date><accdate>0x4
1841c90,0x01d6fb12</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorerlimagestore\gee00Opriimagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

12040

4.999862122295024

false
96:4ktU1JkcKhaoOtBRQmk8Fis8KnJhebftkojFxzDwYKTWJ+LbVNHzF1gUzQ88pn8r:btU2Khot0Jps8ZdyLrHzrgsS8ynCaOL/
B8EDF20CB1D97DE3DF1375E3337045BC

4B6DD94DE1781030351EA37E7F125EFC6C21378C
16A12C58E9F624C4BCD12FCC71312791C85C34002A5C65741B23D4BOCE7B42A9

FAB33CE5FA9277776E7BFA79B61C553496E613BBF61FDE865C5EOD3EEDCE2140AE28248D660C5A6A6A78D432A537EA9EEBAA788DFASBECD77BA22EESAEG103
061

false

low

P.h.tt.ps..//tes.t-for.-.c.0oro.nauv.irus..s.erv.ic.e..g.o.v..uk/de.7.ab.c5226.9.2520.3.a.c.l0b.0.as4a94.af9.49.ico>. ...l s
tsv.feh. XWZ.JIL.<;?..-1. #....

a.9.4.af9.4.9. .@.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\EHM9IL5G.htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with CRLF line terminators

dropped

183

4.588847634298986

false
3:qVoB3tUROGcIXgyvXboAc9FKEIHIHby4AqWSZUXgXIIVLMEUJA/CqwcWWGu:g43tISIBkXiIWHIHUWWS UG XII5KktpfGu
E4E384D6672787C1BB2A9B500114F1F5

CF909E7937CD3F312C434367B732A53D7A6CBF14
80785F5520097DDE3B28C617171415CD690CBF1E0353A5F3E348C83A4656EAOF
BD99B87EEF90595068F7DBB5944DAD8137D8B601F3C5A2DB2CBFB5DFDD526F80E03DED110003E77893570A72C3629CC244F965105AA53EB2CEA2395755A180(
false

low

<html>..<head><title>301 Moved Permanently</titte></head>..<body bgcolor="white">..<center><h1>301 Moved Permanently</h1></center>..<hr><center>CloudF
ront</center>..</body>..</html>..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\action-link-arrow--simple-light-404cfd5992e74d48ac785545369ce0368ef54590
a692afa37b1b50035b13a0e8[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

431

5.0247503550683925

false

12:trNb7uvfM65wmmZnrGULv6cIvgTmZb8uufM65jR70G6S50GUA89:txb 7uHMMwprGKR{8ukMMxBvBUA89
96A1454B060490A6AA15B94F34996860

6381D73A3FBBABABES5AB540F040C916DBDD8911
404CFD5992E74D48AC785545369CE0368EF54590A692AFA37B1B50035B13A0E8
161C3D8712B85DEA2A63BB01051AD53A6A311460ED40E3B115092C86A8BD470F6978CCF5AD6772142F9784E322B75A670209DB29A26A0D186EC1978B2561E098
false

low

hitp://https://www.gov.uk/assets/collections/govuk_publishing_components/action-link-arrow--simple-light-
404cfd5992e74d48ac785545369ce0368ef54590a692afa37b1b50035b13a0e8.svg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\action-link-arrow--simple-light-404cfd5992e74d48ac785545369ce0368ef54590
a692afa37b1b50035b13a0e8[1].svg

Preview:

<svg width="23" height="23" viewBox="0 0 23 23" fill="none" xmIns="http://www.w3.0rg/2000/svg">. <path fill-rule="evenodd" clip-rule="evenodd" d="M14.9429 11.7
9491.10.4402 7.292221.11.7327 5.99967L.17.528 11.7949L.11.7327 17.5902L.10.4402 16.2976L.14.9429 11.7949Z" fill="#ffffff"/>. <path fill-rule="evenodd" clip-rule="eve
nodd" d="M3.95631 10.881L15.4414 10.881L.15.4414 12.709L.3.95631 12.709L.3.95631 10.881Z" fill="#ffffff"/>.</svg>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\application-4f43482b9f6ae15fcc694aeleed5151184ae405b9f28396599
81cf24a440ff81[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with very long lines

downloaded

285979

5.148744544589327

false
6144:730M53WHCrn3KzbC5nInsGfxoBEtWK++9+J+M+M+Di3boUDPYWwYFYnYhYyYrYxc:730M5UCrn3KZbC5nInsGfxoBEtWK++9p
FFEEF8186C439080B1EC2D9A12D2B52C

AE7B9656A4BB02E04613A79C4BE9CC89EBEF3D67
4F43482BIF6AE15FCC694AE1EED5151184AE405B9F2839659981CF24A440FF81
8FA156B722A5AA6603E6ECD5EEE6490C82017549830AED83CDD0OD7821767646AAEC867B3387256FF7A5137EED41B24E46D3D50A1FD368BF4198D4F28C9C2361
false

low

hitp://https://www.gov.uk/assets/collections/application-4f43482b9f6ae 15fcc694aeleed5151184ae405b9f2839659981cf24a440ff81.css

..gem-c-translation-nav__link,.gem-c-subscription-links__item,.gem-c-step-nav-related__link,.gem-c-share-links__link,.gem-c-related-navigation__section-link,.gem-c-
pagination__link,.gem-c-notice__title a,.gem-c-image-card__list .gem-c-image-card__list-item-link,.gem-c-image-card__title-link,.gem-c-contextual-sidebar__brexit-cta
.gem-c-contextual-sidebar__brexit-text,.govuk-link{font-family:"nta",arial,sans-serif;-webkit-font-smoothing:antialiased;-moz-osx-font-smoothing:grayscale}@media print{.g
em-c-translation-nav__link,.gem-c-subscription-links__item,.gem-c-step-nav-related__link,.gem-c-share-links__link,.gem-c-related-navigation__section-link,.gem-c-
pagination__link,.gem-c-notice__title a,.gem-c-image-card__list .gem-c-image-card__list-item-link,.gem-c-image-card__title-link,.gem-c-contextual-sidebar__brexit-cta .ge
m-c-contextual-sidebar__brexit-text,.govuk-link{font-family:sans-serif}}.gem-c-translation-nav__link:focus,.gem-c-subscription-links__item:focus,.gem-c-step-nav-related

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\application-770051122f7036d2e18191b049a9a550df0aec8ed74b4daddl
e5dfabf87aleef[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with very long lines

downloaded

254750

5.147325083382084

false

1536:R8xj1GseS4ADWRwbKzNU2YzJjOXQHXNGNnVoB30J:WxjU53WRwW350A30J
54037EE5FA45D3D7BD3556E843073F15
87CBODFE033DD1356D8D8A5A85F3BC85BESB24FA
770051122F7036D2E18191B049A9A550DF0AEC8ED74B4DADD1ESDFABF87ALEEF

ECF7B92AE157B47E2235F34AB300CFB22F74FACB2AB9553DE27BD8FB8F66FD47F2AAEE899B05A0E59641BFE2B6D0119D66C813918AA73DF33C3CB119512CB2
65

false
low

hitp://https://www.gov.uk/assets/government-frontend/application-770051122f7036d2e18191b049a9a550df0aec8ed74b4daddle5dfabf87aleef.css

..app-c-brexit-notice__link,.gem-c-translation-nav__link,.gem-c-subscription-links__item,.gem-c-step-nav-related__link,.gem-c-share-links__link,.gem-c-related-navigation_
_section-link,.gem-c-pagination__link,.gem-c-notice__title a,.gem-c-contextual-sidebar__brexit-cta .gem-c-contextual-sidebar__brexit-text,.govuk-link{font-family:"nta",ar
ial,sans-serif;-webkit-font-smoothing:antialiased;-moz-osx-font-smoothing:grayscale}@media print{.app-c-brexit-notice__link,.gem-c-translation-nav__link,.gem-c-subscripti
on-links__item,.gem-c-step-nav-related__link,.gem-c-share-links__link,.gem-c-related-navigation__section-link,.gem-c-pagination__link,.gem-c-notice__title a,.gem-c-
contextual-sidebar__brexit-cta .gem-c-contextual-sidebar__brexit-text,.govuk-link{font-family:sans-serif}}.app-c-brexit-notice__link:focus,.gem-c-translation-nav__lin
k:focus,.gem-c-subscription-links__item:focus,.gem-c-step-nav-related__link:focus,.gem-c-share-links__link:focus,.gem-c-related-navigation__section-link:focus

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\application-fdd87be62b9f4ff1d54836999198a70a4315c6e5bdc9c95cec

3a6f9cbl4bcac2[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 121640

Entropy (8bit):  5.256945869323351

Encrypted: false

SSDEEP: 1536:uc401pViEJiYe7GAN1INN19UQeaN1U8qge7IvLOkzsvP4:uMpVM7GAnnnbean2e0v4keQ
MD5: 93D3880913D9D1944D8954B6E6OFEBF9

SHA1: BOD97E4BBC5DBDDE80229E48EBF50E06BCD48A46

SHA-256: FDD87BE62B9F4FF1D54836999198A70A4315C6ES5BDCICI5CEC3A6FICB14BCAC2
SHA-512: 4688E194DDF733F65599A98B907F02B4543E25BE6AFAG65BOE31D41687FD566B705DCDD3C7FB648C5560B910A4A4EE1D726B578621FD5581DDE20C7F99C91ATE

Copyright null 2021
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\application-fdd87be62b9f4ff1d54836999198a70a4315c6e5bdc9c95cec
3a6f9cbl4bcac2[1].js

Malicious: false
Reputation: low
|IE Cache URL: hitp://https://www.gov.uk/assets/frontend/application-fdd87be62b9f4ff1d54836999198a70a4315c6e5bdcIc95cec3a6f9chlabeac2.js

Preview:
this.Element&&function(t){t. matches=t.matches||t.matchesSelector||t.webkitMatchesSelector| [t. nsMatchesSelector||function(t){for(var e=this,n=(e.parentNode||e.do
cument).querySelectorAll(t),0=-1;n[++0]&&n[0]!=e;);return!!n[o]}}(Element.prototype),this. Element&&function(t){t.closest=t.closest||function(t){for(var e=this;e.matches&&
le.matches(t);)e=e.parentNode;return e.matches?e:null}}(Element.prototype),Array.prototype.indexOf||(Array.prototype.indexOf=function(t,e){for(var n=e||0,0=this.length;n<
o;n++)if(this[n]===t)return n;return-1}),function(t){"use strict";var s=t. GOVUK]|{};s.Modules=s.Modules||{},s.Modules.AutoTrackEvent=function(){this.start=function(t){var e=
{noninteraction:1},n=t.data("track-category"),o=t.data("track-action"),i=t.data("track-label"),r=t.data("track-value");"string"==typeof i&&(e.label=i),(r||0===r)&&(e.value=r),s.
analytics&&s.analytics.trackEvent&&s.analytics.trackEvent(n,o,e)}},t. GOVUK=s}(window),function(){"use strict";window.GOVUK=window.GOVUK||{};var i={ess

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\bold-affa96571d-v2-5a2a925237869837d1afdd0a70ffded0717296d2d25
885865d19c0da7f3ece5d[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 40816, version 1.0

Category: downloaded

Size (bytes): 40816

Entropy (8bit): 7.987002925295704

Encrypted: false

SSDEEP: 768:80LaHYRjQaPgHAKWMASsfiDBOaxhPB4ozsJoDyuZNcDntXo5kiU:8POSASfioAGEDyuZNQntX2U

MDS5: AFFA96571D94A9AB7D95B0850B26EDDE

SHA1L: 1117D82D9030E93F62E8C70B525097C1B1801138

SHA-256: 5A2A925237869837D1AFDDOA70FFDED0717296D2D25885865D19C0DA7F3ECESD

SHA-512: CC43082269124A7B8B78371F3F57BAFBIF8AB4B7861B8BF40605D8A0B40C66663A09B796AB9231E4FFFF6760C3BA53F15CB28F13BACFCAEI9ACBALABI43DF5E
2

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gov.uk/assets/frontend/bold-affa96571d-v2-5a2a925237869837d1afdd0a70ffded0717296d2d25885865d19c0da7f3ece5d.woff

Preview:

X LX.00. X Fo~
MLPV/L.LDY.Q..h...Q6s..._.Vo..ac..U........ .Jy.Z...R..0.9..3.....2...C.6.NI&#.PE.@V..9.0..0...
/5.5 . AW.s{nr....Ww\.V+/.f..n#.5X.zl...0.../N"..u.6...M...uT..?...R.7Tug.OM.

..c...DdD..$".Q.>.E....B.1"*....B.D...... 0.."$.M...k.}{>..9.s...L..
2.n..;G. [t..wFmA. k+..r.g... ..mn...c\.9.. s.i.... . L{.Pc..Y. {.\"_

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\citizenship[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 37802

Entropy (8bit): 5.0096946591507105

Encrypted: false

SSDEEP: 384:xLF5N1xhbXaupV2P1eaOmhDb9leFDUpUWzr1tDgdPvPvGd6D8gO6WFPOICdOqtAv:p7Db3VtaRr1tEGAj10qt+WGd
MDS5: EBCD1947D77A32767D57F5C2D8F4FA0L

SHA1L: AC8CDICBFBA4B8DDED44CD471A33B0874097A624

SHA-256: 7CAFC26F32DEC61FDBA5F07D41F495082C1C7DCF5F0E45BCA19CBA93490E37A8

SHA-512: 38A5B6CFCE74738E6636E7E2930C362498EA5688D91E0DD1992920B2B28B1EAD524734B28719C29F5B43E31E94DA84840E7D32680214858B07D64FCE28E87228
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gov.uk/browse/citizenship

Preview:
<IDOCTYPE html>. [if It IE 9]><html class="lte-ie8" lang="en"><![endif]--> [if gt IE 8]> ><html lang="en">. <![endif]-->. <head>.<meta http-equiv="Content-Type" cont
ent="text/html; charset=utf-8">.<meta name="Cookieless-Variant" content="B" data-module="track-variant">.<meta name="govuk:ab-test" content="CookielessAATest:B"
data-analytics-dimension="49" data-allowed-variants="A,B,Z">.<meta name="govuk:content-id" content="764a2ce0-eae5-414a-a4a9-2217507165fb">.<meta name
="govuk:schema-name" content="mainstream_browse_page">.<meta name="govuk:publishing-application" content="collections-publisher">.<meta name="govuk:format"
content="mainstream_browse_page">.<meta hame="govuk:navigation-page-type" content="First Level Browse">.<meta nhame="description" content="Voting, community
participation, life in the UK, international projects">.<meta name="csrf-token" content="sPCDUPmMPrC59j6vIxgxbEYWPrTnc5dVvUu+PSb2ZhKMJOfiDh6WuaRDeX6Q
5gINcXxVWckev/dM6p+2mWTBnmA==">.<meta name="csrf-par

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\collect[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 35

Entropy (8bit): 2.9889227488523016

Encrypted: false

SSDEEP: 3:CUdrliHh/:HJ/

MD5: 28D6814F309EA289F847C69CF91194C6

SHA1L: OF4E929DD5BB2564F7AB9C76338E04E292A42ACE
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\collect[1].gif

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

8337212354871836E6763A41E615916C89BAC5B3F1FOADFG60BA43C7C806E1015

1D68B92E8D822FE82DC7563EDD7B37F3418A02A89F1A9F0454CCA664C2FC2565235E0D85540FF9BEOB20175BE3F5B7B4EAE1175067465D5CCA13486AABA4CS582
C

false

low

GIF89a............. e D..;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\cookies[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines

downloaded

36709

4.966992796466722

false

384:xKSN1xhbXaur5X2YV2P1eaOmhDo4JP+W1BDwpkVjWzrlRDg7zvPvid6D8I26 QFP+:0SDbt5tVtaa3korlRqGAvjOqt+WGo
FA8C9F4AEF02DA04C2D43AAE744C38D5

6AAAFDA909C7BD63AE9AC02763C5C73100E3CCI6
EF82F333714ADA2F5DD2D5034E8F601D1CFE5052476B16ECBAGF7A5A3D25B0B0

82DAC09A4E6GDB75CC67879737E6C54CFA1B9ABF5192D13FB6B7A4D5443226C95A2504BA462B44E2CDABD45BE3F87485B8818B62D767FDCB5F95025A1D8104B
8

false
low

hitp://https://www.gov.uk/help/cookies

<IDOCTYPE html>. [if It IE 9]><html class="lte-ie8" lang="en"><![endif]--> [if gt IE 8]> ><html lang="en">. <![endif]-->. <head>.<meta http-equiv="Content-Type" cont
ent="text/html; charset=utf-8">.<meta name="Cookieless-Variant" content="B" data-module="track-variant">.<meta name="govuk:ab-test" content="CookielessAATest:B"
data-analytics-dimension="49" data-allowed-variants="A,B,Z">.<meta name="govuk:content-id" content="220f39ad-d4ad-4b0c-9d40-6c417a1341c0">.<meta hame
="govuk:schema-name" content="special_route">.<meta name="govuk:publishing-application" content="frontend">.<meta name="govuk:format" content="special_route">.
<meta charset="utf-8">.  <title>Cookies on GOV.UK</title>..  [if gt IE 8]> ><link rel="stylesheet" media="screen" href="https://www.gov.uk/assets/static/govuk-t
emplate-3e3f4al3laca72f9b2e458dfd318f65420aef6ada35539243aac38ebbbbccb4f.css">. <![endif]-->. [if IE 8]><link rel="stylesheet" media="screen" href="https:
Ilwww.gov.uk/a

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\get-coronavirus-test[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines

downloaded

52384

5.075326764209535

false
768:pDb1VtaZz4b0L53r1dsCAb1O0qt+WG7UBGxm:pDb1LbOIrldsnb1Oqt+PIBGO
B8D46BF43EDF5E6EF310EC2404464860
45616227533121201C029908E720AD8DDE784FD6
2E06DB642E777F0996446AA2C235CB1817774E30F73E91ABFB51C4E9B527B474

74460032ACF98FFEO4E1E9A1670A0FOD5CEC635D9CBCD2AE468AA1DF1CAEB8C329EABECBCY943E3873B11867BB69FE3B7D90D7D004BE3DFE7BC24F80327B0¢
A85

false
low

hitp://https://www.gov.uk/get-coronavirus-test

<IDOCTYPE html>. [if It IE 9]><html class="lte-ie8" lang="en"><![endif]--> [if gt IE 8]> ><html lang="en">. <![endif]-->. <head>.<meta http-equiv="Content-Type" cont
ent="text/html; charset=utf-8">.<meta property="og:description" content="Choose a drive-through or walk-through test centre for a quick test, or order a home test kit..">.
<meta property="og:title" content="Get a free NHS test to check if you have coronavirus">.<meta property="og:url" content="https://www.gov.uk/get-coronavirus-test">.
<meta property="0g:type" content="article">.<meta property="og:site_name" content="GOV.UK">.<meta name="twitter:card" content="summary">.<meta name="Cooki
eless-Variant" content="B" data-module="track-variant">.<meta name="govuk:ab-test" content="CookielessAATest:B" data-analytics-dimension="49" data-allowed-varia
nts="A,B,Z">.<meta name="description" content="Choose a drive-through or walk-through test centre for a quick test, or order a home test kit..">.<meta name="gov
uk:taxon

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\light-f591b13f7d-v2-091aa3008e57dfeea899e33243c1d4ea95bab658f1
€c2191679193bcbfac0b7b[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
Web Open Font Format, TrueType, length 43425, version 1.2
downloaded
43425
7.989601336086822
false
768:VdmGpPErEPKbpDyqLmOFmW4xKpnLIimsr4jHPuwuVgpiU:VdmGpPE+MNiOFmW4xscNjv3uvVduU
F591B13F7DAAD512CFODFAODDCB2960E
3DDAA91B2256C7AAB9786D3E2B4C97ABEDC91930
091AA3008E57DFEEA899E33243C1D4EA95BAB658F1CC2191679193BCBFACOB7B
Page 21 of 50



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\light-f591b13f7d-v2-091aa3008e57dfeea899e33243c1d4ea95bab658f1
€c2191679193bcbfac0b7b[1].woff

SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

F284851390E80E6429A15D0C40E0D008642027BDDFBC1F2C5E585FC281228669A5D470206BEC34280DD8F7C4770D705D5BC40F7B140CA6107DCD19FA3ACEC4,
false
low

hitp://https://www.gov.uk/assets/government-frontend/light-f591b13f7d-v2-091aa3008e57dfeea899e33243c1d4ead5bab658f1cc2191679193bcbfacOb7b.woff

L[fi0S/2....... X..."..M.cmap..%....U...F....gasp
<name..v........ n... post..X........."Y.hprep..*D........
€ 1Cn X.._h.W....
..<.d.C..%.D.(.<9..].7PR..#h3B..tp...<.Z.p.*...s.K. ..d..9.dx..S..1eJHq
LGl XY LY KL <]B2WAL.L..c0.5..6.\. Ly V.A<L. V. XmIL.M#VG...

).PD..)U$.]p%D%+Y."Q]......#..2PJ.Q...DB(](..c.
1.u.C.MH\..s.s.fio.k.U.z.1./.9vS/. <.....t.{8..".T.;.Cr.C..Z.8¢csO...L.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\light-f591b13f7d-v2-091aa3008e57dfeea899e33243c1d4ea95bab658f1
€c2191679193bcbfac0b7b[2].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 43425, version 1.2

downloaded

43425

7.989601336086822

false
768:VdmGpPErEPKbpDyqLmOFmW4xKpnLIimsr4jHPuwuVgpiU:VdmGpPE+MNiOFmW4xscNjv3uVduU
F591B13F7DAAD512CFODFAODDCB2960E

3DDAA91B2256C7AABI786D3E2B4C97ABEDC91930
091AA3008E57DFEEA899E33243C1D4EA95BAB658F1CC2191679193BCBFACOB7B
F284851390E80E6429A15D0C40E0D008642027BDDFBC1F2C5E585FC281228669A5D470206BEC34280DD8F7C4770D705D5BC40F7B140CA6107DCD19FA3ACEC4,
false

low

hitp://https://www.gov.uk/assets/frontend/light-f591b13f7d-v2-091aa3008e57dfeea899e33243c1d4ead5bab658f1cc2191679193bchfacOb7b.woff

..GPOS.....#..D....GSUB
$. . Whmtx...T..
. W....69.0.E..{.u...x.c'd”|.x.
).PD..)U$.]p%D%+Y."Q|.....#..2PJ.Q...DB(](..C..}..@D..)8.....~F .}3..
1..u.C.MH\..s.s.fio.k.U.z.1./.9vS/. <.....t.{8..".T.;.Cr.C..Z.8¢sO...L....

Y.hprep..*D........
. joo(f2.be o0, GHOL L e, X.._h.W....
.../.<.d.C..%.D.(.<9..].7PR. #h3B..tp...<.Z.p.*...s.K......r.d..9.dx..S..1eJHq...
c0.5..6.\..y..V.A<}L.V.XmI.M#VG...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\light-f591b13f7d-v2.f591b13f[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 43425, version 1.2

downloaded

43425

7.989601336086822

false
768:VdmGpPErEPKbpDyqLmOFmMW4xKpnLIimsr4jHPuwuVgpiU:VdmGpPE+MNiOFmW4xscNjv3uvVdU
F591B13F7DAAD512CFODFAODDCB2960E

3DDAA91B2256C7AABI786D3E2B4C97ABEDC91930
091AA3008E57DFEEA899E33243C1D4EA95BAB658F1CC2191679193BCBFACOB7B
F284851390E80E6429A15D0C40E0D008642027BDDFBC1F2C5E585FC281228669A5D470206BEC34280DD8F7C4770D705D5BC40F7B140CA6107DCD19FA3ACEC4,
false

low

hitp://https://test-for-coronavirus.service.gov.uk/fonts/light-f591b13f7d-v2.f591b13f.woff

R loca..*L.......... 8.maxp........... ... <pame..v........ n... post..x. .
. .x.cd L WLL59.0.E.. {.u...x.c’d"|.x. 8..Ex.c’a)c.a’e’a.. ..0,.f..G#.0.. .c....lc.
).PD..)U$.]p%D%+Y."Q|......#..2PJ.Q...DB(](..c..}..@D..)8.....~F }3.. ...].<.d.C..%.D.(.<9..].7PR..#h3B..tp...<.Z.p.*...s.K......r..d..9.dx..S..1eJHq .
1.u.C.MH\..s.s.fio.k.U.z.1./.9vS/..<.....t.{8..".T.;.Cr.C..Z.8¢csO...L.........G...FX..Y ........ LY KL <]b2WAL...c0.5..6.\..y..V.A<}L. V. XmL.M#VG.....,..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\nhs-logo-56b9384aa9a842b9de96d72c468fbbdb1d6al1455124cf382f7524
66d9dcee087[1].svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

553

4.702799739049013

false
12:t41lICaflcIBuf30kZpGzruA8IIDIWxp/38hH1kiBabVi2cUBM:t41GfaEkeGzrl8SDL/MDkrAUBM
97529391ECB3C119860COFDCF7E541CB
90C7895A6B54AC24265686E41E6F10DF5D1ECBAL
56B9384AA9A842BI9DEI6D72C468FBBDB1D6A1455124CF382F752466D9DCEE087
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\nhs-logo-56b9384aa9a842b9de96d72c468fbbdb1d6al1455124cf382f7524
66d9dcee087[1].svg

SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

18CC945795E1710DF2EF8A3AC275518769AF614CAOF575E1958CDEOLF659B0169FA04A96A66F94DIA4EF36358933704CAEL15695185BCBCA2A4A3C084B6EEDSSI
false
low

hitp://https://www.gov.uk/assets/collections/nhs-logo-56b9384aa9a842b9de96d72c468fbbdb1d6al455124cf382f752466d9dcee087.svg

<svg xmins="http://www.w3.0rg/2000/svg" viewBox="0 0 69.2 28">. <desc>NHS</desc>. <defs/>. <path fill="#005eb8" d="MO0 0h69.2v28H0z"/>. <path fill="#fff" d="M6.8
2.7h7.514.6 15.6h.113.1-15.6h5.7L.23 25.2h-7.4L10.8 9.6h-.1L7.6 25.2H2L6.8 2.7zm23.2 0h6l-1.7 8.6h7.111.8-8.6h6I-4.7 22.5h-612-9.6h-7.2I-2 9.6h-6L.30 2.7zm35.1 5.1c-1.
6-.7-3.3-1.1-5-1-2.4 0-4.3.3-4.32.203.28.828.88.9 0 6.2-5.8 7.9-11 7.9-2.4-.1-4.7-.4-7-1.2L.48 20c1.7.9 3.6 1.3 5.5 1.354.8-.4 4.8-2.7c0-3.6-8.8-2.3-8.8-8.6 0-5.8 5.1-
7.6 10-7.6 2.3-.1 4.7.2 6.9 1I-1.3 4.42"/>.</svg>.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\print-87286b175ef4a7b195cf3798d8c97cdc8a3efefd09eecc15c0675f86
27aab2ff[1].css

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

15712

5.075888849308546

false
192:/TtCHyGCpmk7nx0jJ3kEmve77xH2z0/r9dIx+L3DOOxK/f20uHythScH8VAcGHOH:LOOEmvgQiV3Cy
53118A0F6410FC1D9FODD803AAEF2341

08A20099374A076A4ACB3819C09A711F98808209
87286B175EF4A7B195CF3798D8C97CDCBA3EFEFDO9EECC15C0675F8627AAB2FF

FD643926F098DA5309271B1FE5B85BE42DA3843BC4127F7EAE110D55164E6DAFAC32CBIDAESFB249E6F248E879DCCEDOB37336D8AF7CBA91F938DFDAE9EAF!
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false
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hitp://https://www.gov.uk/assets/collections/print-87286b175ef4a7b195cf3798d8c97cdcB8a3efefd09eecc15c0675f8627aab2ff.css

.govuk-accordion{margin-bottom:20px}@media (min-width: 40.0625em){.govuk-accordion{margin-bottom:30px}}.govuk-accordion__section{padding-top:15px}.govuk-
accordion__section-header{padding-top:15px;padding-bottom:15px}.govuk-accordion__section-heading{font-family:"GDS Transport",arial,sans-serif;-webkit-font-sm
oothing:antialiased;-moz-osx-font-smoothing:grayscale;font-weight:400;font-size: 18px;font-size:1.125rem;line-height:1.1111111111;margin-top:0;margin-bottom:0}/*!
Copyright (c) 2011 by Margaret Calvert & Henrik Kubel. All rights reserved. The font has been customised for exclusive use on gov.uk. This cut is not commercially avail
able. */@font-face{font-family:"GDS Transport";font-style:normal;font-weight:normal;src:url(/assets/collections/light-94a07e06al-v2-eedfb3c2f7945caebd0b15522b59
d6c7f01bel7fecd6102fd76452ad4042f7b0.woff2) format("woff2"),url(/assets/collections/light-f591b13f7d-v2-091aa3008e57dfeea899e33243c1d4ea95bab658flcc21
91679193bchfacOb7b.woff) format("woff");font-displ

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\search-button-ca89b2a79f944909ceb7370d3f0b78811d32h96e883348fc
d8886f63dd619585[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 105 x 70, 8-bit colormap, non-interlaced

downloaded

540

7.083355343699964

false
12:6v/7y0aJMBAQ39g0t8qQwWuijk3glgHgr+natr4CTK2:vpMBAQrt8Nwlo3glgKr+nalR
3FACD83F86A29947ADIE45C2F7AT7924
1BBE2499F71D809CCCE802FBC65B69657876AAB1
CAB89B2A79F944909CEB7370D3F0B78811D32B96E883348FCD8886F63DD619585

AEAO0416A3E2C39A634B12B5C749C4CF618D64BE1B5413FEG6DF4291F62B981A5B3D46ADC5D3C44BF58F2E8DA2944DFBE07005B704C48D7A9157350E7672AEBA
9

false
low

hitp://https://www.gov.uk/assets/static/govuk_publishing_components/search-button-ca89b2a79f944909ceb7370d3f0b78811d32b96e883348fcd8886f63dd619585.png

LA~R._.elY...%-il.(h)g.*e...
.Nt75A:.0."..s6.A...-RM.+.[kw>...R-@!b..l... T.r...L...%.T)..1.#%...".@.....E...R.5..&.J...dU")7. ..M.....-.. KN./.S.H.=.2.2..O.W...(..s8x"..*]..gJE..2.....UB..l.v.Q.,
...... j..RWK.(:>.DO.VI..(#.:+.].0Y$B.%{"C.......p..M.PS..V. .ILHS(+..~.$.@S$......%-IIKZ.~....n..+.....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\search-button-ca89b2a79f944909ceb7370d3f0b78811d32h96e883348fc
d8886f63dd619585[2].png

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):

Encrypted:

SSDEEP:

MD5:

SHA1L:
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
PNG image data, 105 x 70, 8-bit colormap, non-interlaced
downloaded
540
7.083355343699964
false
12:6v/7y0aJMBAQ39g0t8qQwWuijk3glgHgr+natr4CTK2:vpMBAQrt8Nwlo3glgKr+nalR
3FACD83F86A29947ADIE4A5C2F7A77924
1BBE2499F71D809CCCE802FBC65B69657876AAB1
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\search-button-ca89b2a79f944909ceb7370d3f0b78811d32hb96e883348fc
d8886f63dd619585[2].png

SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

CA89B2A79F944909CEB7370D3F0B78811D32B96E883348FCD8886F63DD619585

AEA0416A3E2C39A634B12B5C749C4CF618D64BE1B5413FEG6DF4291F62B981A5B3D46ADC5D3C44BF58F2E8DA2944DFBE07005B704C48D7A9157350E7672AEBA
9

false
low

hitp://https://www.gov.uk/assets/static/search-button-ca89b2a79f944909ceb7370d3f0b78811d32b96e883348fcd8886f63dd619585.png

vnd. 3PLTE... LIRNS .P..0p"..@...W.e....IDATX".... ..Q..R..n..4
Nt75A..J."S6.A...-RM.A.[kw>.. .R-@!b..l....T.r...L..%.T)..1.4%..". @.....E..R.5..&.J...dU")7. ..M.....-..KN./.S.H.=.2.2. .O.W...
...... j.. RWK.(.>.DO.VI.(#.:+].0Y$B.%{"C.......p..M.PS..V..lLHS(+..~.$.@S$.....%-IIKZ.~...n.+....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\transition-2021-header-background-897cf522ad2d5dfbdd3d6364e6f6
02e55798923ca7311f721d275dcd0499f22¢e[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 2560x1920, frames 3
downloaded

151198

7.950341604773541

false

3072:43d1KilmXRTxTWkKd+/vgeQQFq2KIgKTf7gQLjNdHffwm3A7By:ceiluRt/I2KIgKX3DnRv
06BFAOEF5781CACD575E272D9DA5B092

B81D65DED6236D1AC5D6D13CCA44DFF4F789FB7B
897CF522AD2D5DFBDD3D6364E6F602E55798923CA7311F721D275DCD0499F22E

90AF9B895CC1B2FDAC142974D0528519CF2CE493E24D987D46AF66D4C52733CADFA1BD962E853BEF7629246DBD8C045CBC66E2579F2100BESAD1IDBD7CB7D/
4D

false
low

hitp://https://www.gov.uk/assets/collections/transition-2021-header-background-897cf522ad2d5dfbdd3d6364e6f602e55798923ca7311f721d275dcd0499f22e.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\app.b210efc9[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

111445

5.308428790048825

false

1536:KSJInJVJIBpZg79WMBACTzI7dr6qYIubkeQvVuP:LZwkOfzdMbkeQOP
7992E9599B9A7428238C49B38537BCB8
352E318B8FIB1CBCA779913D6D3A2AD9403CD431
86792C4160727147BBEE0235C2913FCDBODFA07C84365276128786D5CDD02A25
B2947432E13775C097BB39C6913163FB65ECAAEO3BEA3FB5C254EE6D3A3A7315FA78629F5DDEC81D822A8FE2C24D2A6D97A22F981116377859087A9A57603051
false

low

hitp://https://test-for-coronavirus.service.gov.uk/css/app.b210efc9.css

.pass[data-v-4eb2274e]{text-align:center}.pass__qrcode[data-v-4eb2274e]{margin:24px auto}.govuk-radios__divider[data-v-7af3e24c){width:100%;text-align:left}.aut
ocomplete__iosposinset{position:absolute;border:0;clip:rect(0 0 0 0);height:1px;margin-bottom:-1px;margin-right:-1px;overflow:hidden;padding:0;white-space:nowra
p;width:1px}.autocomplete__wrapper[data-v-5a137df5]{position:relative}.autocomplete__hint[data-v-5a137df5],.autocomplete__input[data-v-5a137df5]{-webkit-appeara
nce:none;border:2px solid #0b0cOc;border-radius:0;box-sizing:border-box;-moz-box-sizing:border-box;-webkit-box-sizing:border-box;margin-bottom:0;width:100%}.aut
ocomplete__input[data-v-5a137df5]{background-color:transparent;position:relative}.autocomplete__input--error[data-v-5a137df5]:not(.autocomplete__input--focused)
{border-color:#d4351c;-webkit-box-shadow:inset 0 0 0 2px #d4351c;box-shadow:inset 0 0 0 2px #d4351c}.autocomplete__input--default[data-v-5a137df5]{padding:5px}.
autocomplete__input--focused[data-v-5a13

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\application-09c2711b945df4f236974198f4f548b96c1e36db334900cadd

c2454ee0dd0b0e[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 97357

Entropy (8bit):  5.26423447182041

Encrypted: false

SSDEEP: 1536:uc401zViEJiYe7nB19UQsB1N8jB1U8xsND:uMzVM7nDbsDejDQD
MD5: 7F3F2115DE6F32880003310E3D234B78

Copyright null 2021
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\application-09c2711b945df4f236974198f4f548b96c1e36db334900cadd
c2454ee0dd0b0e[1].js

SHAL:
SHA-256:
SHA-512:

Malicious:
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|IE Cache URL:

Preview:

3D5A082C0A950D87F8E9E806A4816DDDC39CA906
09C2711B945DF4F236974198F4F548B96C1E36DB334900CADDC2454EEO0DDOBOE

7349E81EA2CFF7CA6011759A676115BAD50263E7606EFBFB22CEB072D27F96A00ADOCAD1F2E9AB0E01903883A2D5514A56309136F0BD2ASBEEBE731D5985BD(
8

false
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hitp://https://www.gov.uk/assets/government-frontend/application-09c2711b945df4f236974198f4f548b96c1e36db334900caddc2454ee0ddObOe. js

this.Element&&function(t){t. matches=t.matches||t.matchesSelector||t.webkitMatchesSelector| [t. nsMatchesSelector||function(t){for(var e=this,n=(e.parentNode||e.do
cument).querySelectorAll(t),0=-1;n[++0]&&n[0]!=e;);return!In[o]}}(Element.prototype),this. Element&&function(t){t.closest=t.closest||function(t){for(var e=this;e.matches&&
le.matches(t);)e=e.parentNode;return e.matches?e:null}}(Element.prototype),Array.prototype.indexOf||(Array.prototype.indexOf=function(t,e){for(var n=e||0,0=this.length;n<
o;n++)if(this[n]===t)return n;return-1}),function(t){"use strict";var s=t. GOVUK]|{};s.Modules=s.Modules||{},s.Modules.AutoTrackEvent=function(){this.start=function(t){var e=
{noninteraction:1},n=t.data("track-category"),o=t.data("track-action"),i=t.data("track-label"),r=t.data("track-value");"string"==typeof i&&(e.label=i),(r||0===r)&&(e.value=r),s.
analytics&&s.analytics.trackEvent&&s.analytics.trackEvent(n,o,e)}},t. GOVUK=s}(window),function(){"use strict";window.GOVUK=window.GOVUK||{};var i={ess

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\business[1].htm

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines

downloaded

45220

4.99379579588758

false
384:xIN1xhbXauXV2P1leaOmhDbJAWAHelyFcTg2hLLKM8W83VFUDu6ILMD4pUWzrlLDz:PDbVVtaKVCrrlLcmAL1Oqt+WGd
92DF39D322A305F782BE1C680C29F1BB

DC1A3812046CB0686727539AD1E9E3DISFDAB829
OF575DF7127AC29A319B1AF5DA969D7BBE2A38011C8D56C6EASCF2BD410740F8

BB4E2CDDFEC9AE29F7639CDA11E238500C67701B587ED7F8E56C23ED326E9F06C924EBOSEA97776B1B67FAF38902265A5B7E7A6BB4562558C19013350EA2ECE
C

false
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hitp://https://www.gov.uk/browse/business

<IDOCTYPE html>. [if It IE 9]><html class="lte-ie8" lang="en"><![endif]--> [if gt IE 8]> ><html lang="en">. <![endif]-->. <head>.<meta http-equiv="Content-Type" cont
ent="text/html; charset=utf-8">.<meta name="Cookieless-Variant" content="B" data-module="track-variant">.<meta name="govuk:ab-test" content="CookielessAATest:B"
data-analytics-dimension="49" data-allowed-variants="A,B,Z">.<meta name="govuk:content-id" content="2e47e500-8d91-4747-b6d8-cf6524d570f1">.<meta hame
="govuk:schema-name" content="mainstream_browse_page">.<meta name="govuk:publishing-application" content="collections-publisher">.<meta name="govuk:format"
content="mainstream_browse_page">.<meta hame="govuk:navigation-page-type" content="First Level Browse">.<meta name="description" content="Information about
starting up and running a business in the UK, including help if you're self employed or a sole trader.">.<meta name="csrf-token" content="Xc10ECI0/YZ6UBmcAN1s
IEBDKXzIMGJEtXByXMqlvZ9wamMig3thlUVeQBI23Q

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\chunk-vendors.33f4ad10[1].js

Process:

File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with LF, NEL line terminators

downloaded

1788873

5.898475489909004

false
12288:10AZIfGo9pHAtIk4ARr8NmtjiGhjCZEmZDpQE4bYiLTwxkSnk9RhQbIgEEPYaoo4k:QAZqGojlx6zsZgTwx0R4iLJIsdvpnh
C86FC37D3734653B5A9BB749A5F41E88

528066152992D1AC5E3FA45DF9AG64D5B39B6249A
C3A519EBE4A5B43C808634EB863EBBE34CFCEFB7F3CEF040743E93671B02DB27
2A68ED5A39C8F39413E7627A3DCC5364CB691BC0442C8001F7979651ACD72EA82681C88ESEESF7605B3742EBF2D285B089496754973861D929FAA18255DD111A
false

low

hitp://https://test-for-coronavirus.service.gov.uk/js/chunk-vendors.33f4ad10.js

(window["webpackJsonp"]=window["webpackJsonp"]||[]).push([["chunk-vendors"],{"00b4":function(e,t,n){"use strict";n("aclf");var r=n("23e7"),0=n("861d"),i=function(){var e=
11,t=/[ac]/;return t.exec=function(){return e=!0,/./.exec.apply(this,arguments)},!0===t.test("abc")&&e}(),a=/./.test;r({target:"RegExp",proto:!0,forced:!i} {test:function(e){if("fu
nction"!==typeof this.exec)return a.call(this,e);var t=this.exec(e);if(null'==t&&!o(t))throw new Error("RegExp exec method returned something other than an Object or null
");return!!t}})},"00ee":function(e,t,n){var r=n("b622"),0=r("toStringTag"),i={};i[0]="z",e.exports="[object z]"===String(i)},"00fd":function(e,t,n){var r=n("9e69"),0=Object.prototy
pe,i=0.hasOwnProperty,a=0.toString,s=r?r.toStringTag:void O;function u(e){var t=i.call(e,s),n=e[s];try{e[s]=void O;var r=!0}catch(u){}var o=a.call(e);return r&&(t?e[s]=n:delete
e[s]),o}e.exports=u},"010e":function(e,t,n){(function(e,t){t(n("c1df"))})(0,(function(e){"use strict";.//' moment.js locale

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\90261KNJ\core-layout-5c9e91cledfd49978562c26e27d70735f37888ac7de5254946
6b18d1672c7733[1].css

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines
downloaded
62361
5.10639837127047
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\core-layout-5c9e91cledfd49978562c26e27d70735f37888ac7de5254946
6b18d1672c7733[1].css

Encrypted: false

SSDEEP: 768:+6NMS90wOQdMSYhQPjDoJGmxWpJ8R3UxkzCqUgKO49NTQu+E5IfpODXPQwtz1VUw:+6LIWwBINW

MD5: FA4345259C5CA565CF7C57D321193145

SHAL: D48ED4CC4FE69DE5SCDD358CB56711E3C10BC96D2

SHA-256: 5C9E91C1EDFD49978562C26E27D70735F37888AC7DES2549466B18D1672C7733

SHA-512: B353061C48131133FAF8A170980DBC8DC2EFB1DC6BBEFC648B275A75C249416370F015873D04EC96CDBA46C64EFD314CD1B843D34387C2189FE59CFI7AESCE
A

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gov.uk/assets/static/core-layout-5c9e91cledfd49978562c26e27d70735f37888ac7de52549466b18d1672c7733.css

Preview:
.js-enabled .gem-c-cookie-banner{display:none}.gem-c-cookie-banner{font-family:"nta",arial,sans-serif;-webkit-font-smoothing:antialiased;-moz-osx-font-smoothing
:grayscale;font-weight:400;font-size: 14px;line-height:1.1428571429;padding:10px 0;background-color:#f3f2f1}@media print{.gem-c-cookie-banner{font-family:sans-se
rifff@media (min-width: 40.0625em){.gem-c-cookie-banner{font-size:16px;line-height:1.25}}@media print{.gem-c-cookie-banner{font-size:14pt;line-height:1.2}}.gem-c-
cookie-banner--services{display:none}.gem-c-cookie-banner__message{display:inline-block;padding-bottom:10px;font-family:"nta",arial,sans-serif;-webkit-font-sm
oothing:antialiased;-moz-osx-font-smoothing:grayscale;font-weight:400;font-size: 14px;line-height:1.1428571429}@media print{.gem-c-cookie-banner__message{font-fa
mily:sans-serif}}@media (min-width: 40.0625em){.gem-c-cookie-banner__message{font-size:16px;line-height:1.25}}@media print{.gem-c-cookie-banner__message{font-si
ze:14pt;line-height:1.2}}@media (min-wid

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\covid-19-promo-stay-home-5f631a879aa33chd5d583aef098037076e279
ba4c929b4fd4833072229b78129[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 600 x 400, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 5736

Entropy (8bit): 7.833994781635246

Encrypted: false

SSDEEP: 96:G08d20rC10ur7xUiPyqgWvD6dkovuC3v81baXyo0JvyeF5r96i6:geOurdUhWvDMkovobaXTOJKTH
MDS5: 42E728D757A1D4930486B8E7F5E2E2F6

SHA1L: 73B2DB8FAC07BF98605AFDAFB4CD6E7F61A3BODD

SHA-256: 5F631A879AA33CBD5D583AEF098037076E279BA4C929B4FD4833072229B78129

SHA-512: AAC93177E4D48D57135D36E4F9ACO5BE7CC023A805C93B061BB5F20237228C61922CBALCCB3FESC176BF025F943B82D219D4C8D47A302671420C2B28A05F2EE
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gov.uk/assets/frontend/homepage/covid-19-promo-stay-home-5f631a879aa33cbd5d583aef098037076e279badc929b4fd4833072229b78129.png

Preview:
PNG..

. K. X"A\...,."X.S..2..LAK"'R...=t1.U> .
..G.VQ&..d.V.1%..P.."N).q.A....Q)..Z.....KZ"_W.Y..,_;.[EUsX,..JE a......u..S/?..n5..[t5).I<.c.X. ...
AMLULX A+ InG.mW.LF6..1....1%,....'5.eX.l....,.L....]Y......|....d..b.S:.>" ..U%GH..3.s..U.
.LUE.?6<...X.7X.X.Q.b.. .U .R.@yV... m..".5.FWNy...C.;\r...0<A..#n...P..~..i)...y.8-.e.gHJ....VX]<........ X....Rf.T.U<eq

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\90261KNJ\global-bar-init-8937018756a61669aeb0eb79274b88cfdch3ef4b32093b7a72b00776
d61b1135[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 5500

Entropy (8bit): 5.338424218351102

Encrypted: false

SSDEEP: 96:aMS17651BMoeEXMRSISZIGEK5G02164tqMpT8g: TDmuoVyuOmp

MDS5: FEF33F2F8D3B5DC61B66F602D0995A14

SHA1L: ED3FEDBEAF7D8840031CCAFC935C029250456390

SHA-256: 8937018756A61669AEBOEB79274B88CFDCB3EF4B32093B7A72B00776D61B1135

SHA-512: 5ACB8CE7A9F2CB424FCBB1416E34D12FA8F5B25A64FD182B6C426919FC8B173D303F812C44DB5ABB8D25682FA80F77B0334079A7027D2B37C32329FE0SE2EC!
4

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gov.uk/assets/static/global-bar-init-8937018756a61669aeb0eb79274b88cfdch3ef4b32093b7a72b00776d61b1135.js

Preview:
function parseCookie(e){var 0=JSON.parse(e);return"object"I=typeof 0&&(0=JSON.parse(0)),o}!function(){"use strict";window.GOVUK=window.GOVUK]||{};var t={essentia
1:10,settings:!1,usage:!1,campaigns:!1},a={cookies_policy:"essential",seen_cookie_message:"essential",cookie_preferences_set:"essential",cookies_preferences_set
"essential","_email-alert-frontend_session":"essential",licensing_session:"essential”,govuk_contact_referrer:"essential”,multivariatetest_cohort_coronavirus_extremely_vu
Inerable_rate_limit:"essential”,dgu_beta_banner_dismissed:"settings",global_bar_seen:"settings",govuk_browser_upgrade_dismisssed:"settings",govuk_not_first_visi
t:"settings",analytics_next_page_call:"usage”,_ga:"usage",_gid:"usage”,_gat:"usage","JS-Detection":"usage", TLSversion:"usage"};window.GOVUK.cookie=function(e,o,n)
{return void 0!==07?!1===0||null===0?window.GOVUK_.setCookie(e," {days:-1}):(void 0===n&&(n={days:30}),window.GOVUK.setCookie(e,0,n)):window.GOVUK.ge
tCookie(e)},window.GOVUK _.setDefaultConse
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\gov.uk_logotype_crown_invert_trans-203e1db49d3eff430d7dc450ce7
23¢1002542feld2bce661b6d8571f14c1043c[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 72 x 64, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 1049

Entropy (8bit): 7.692615349855654

Encrypted: false

SSDEEP: 24:Ev3pXvHH8bu/iTurAPBYkyZY6hR+MasWJqMy:EtPcbu/wkO+RY6BhRBMJIgH

MDS5: B67C8964CDDFF14C05D04DBOAFA4855F

SHA1L: 61D80D9443BC10FDA38FODFCCBD0961AF3047E66

SHA-256: 203E1DB49D3EFF430D7DC450CE723C1002542FE1D2BCE661B6D8571F14C1043C

SHA-512: 5253B3ECFE13EF5DB5CEO0E806D422F59B33D5BCB285724261C1F9715ECF4F439653E8DA89F1ESC14685DC73B6C81F848EEDA92CE7DD49C8ACIBCCA014A3B
EO

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gov.uk/assets/static/gov.uk_logotype_crown_invert_trans-203e1db49d3eff430d7dc450ce723c1002542feld2bce661b6d8571f14c1043c.png

Preview:

...... @@@............ tRNS................%..b..._IDATX.W..0..-
bt Xl N, _ LTLFUALN32.cx bl LY L HL

. nf.8.. A@ 5{\/....I..FK W. v(Ff< k Ofeis g..We m...C..k....7Zm Im.. R .c.7.l. %S)....X.....D/‘!Q.S\...(.../.J./‘....H..cz.....U.l..A..... z.*T.cl.9.K6
R =S. .&~r.N..S:.tA. f.<.>6..M.h..#..3S..h.kINT*W57....U....y {=..4.8B.@....9>b1.Z..mJJ. .|..%...y. MM*]_dt._.E.|.S>Mi....... +..BB...3...3P.h.\v.M...;.+b..V....Ce..(l.
.0!@..R.!Im.0.z.M...nE~..,j...J.r.C.Z])f.V..a.]. #V.4Bi.... XI(NS.E...<'Z7...c.Q.0m".n.e..e.@))....2.[.a.S:f...{XkB0.5. ......+..q?.R....Q..u.e...7@...p.....). #Ho..{.. .

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\header-footer-only-f3ca9f5744a1346a673f6e1f6e4718387458bf7290b2f8e80be70
0fdlefle786[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 69609

Entropy (8bit): 5.265236187592381

Encrypted: false

SSDEEP: 1536:4b82SqVA90DWIs81t2HDPrbO3+QsSaY8ZNP:4b8FqVA90DwWmM81t2HDPrC3+8aY8T
MD5: 8B4COCEC1C09B33F2EA7ACBFB19F716F

SHA1L: E9E18E5971B6D1AF74712EBF46CAEED2783871F9

SHA-256: F3CA9F5744A1346A673F6E1F6E4718387458BF7290B2F8ES0BE700FD1EF1E786
SHA-512: 903254BC2124A9823CB563E986910194669CB661DB1180F3679BD503CCAA7691127BBFC48992623A2D7132CFC3A4A27FA534BCADF4C00390C6D8EAESS5CAD72A
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gov.uk/assets/static’header-footer-only-f3ca9f5744a1346a673f6e1f6e4718387458bf7290b2f8e80be700fd1ef1e786.js

Preview:
function parseCookie(e){var t=JSON.parse(e);return"object"!=typeof t&&(t=JSON.parse(t)),t}function(e){var I="ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijkimn
opgrstuvwxyz0123456789+/=",d=function(e){e=e.replace(/\x0d\x0a/g,"\n");for(var t="",n=0;n<e.length;n++){var i=e.charCodeAt(n);i<128?t+=String.fromCharCode(i):(1
27<i&&i<2048?t+=String.fromCharCode(i>>6|192):(t+=String.fromCharCode(i>>12|224),t+=String.fromCharCode(i>>6&63|128)),t+=String.fromCharCode(63&i|128)
)}return t},u=function(e){for(var t="",n=0,i=c1=c2=0;n<e.length;)(i=e.charCodeAt(n))<128?(t+=String.fromCharCode(i),n++):191<i&&i<224?(c2=e.charCodeAt(n+1) t+=S
tring.fromCharCode((31&i)<<6|63&c2),n+=2):(c2=e.charCodeAt(n+1),c3=e.charCodeAt(n+2),t+=String.fromCharCode((15&i)<<12|(63&c2)<<6|63&c3),n+=3);return
t};e.extend({base64Encode:function(e){var t,n,i,0,a,r,s,c="",u=0;for(e=d(e);u<e.length;)o=(t=e.charCodeAt(u++))>>2,a=(3&t)<<4|(n=e.charCodeAt(u++))>>4,r=(15&n)<<2|
(i=e.charCodeAt(u++))>>6,5=63&i,isNaN(n)?r=s=64:isNaN(i)&&(s=64),c=

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\jquery-1.12.4-c731¢c20e2995c576b0509d3bd776f7ab64a66b95363a3b5f
ae9864299ee594ed[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 97830

Entropy (8bit): 5.2664056215049735

Encrypted: false

SSDEEP: 1536:tdEjMeKcsiCKewTHQ/jf6ZxzsVuWiam2TAZ9P+tTFIbUFMkBthIVxV8Z4bpvvwaH:tg9QJagiie/f8Z49vx1z1

MD5: 310C748E2013720C61973AF9E134B239

SHAL: 12937459D8BDB4544853B8AE48D2C9DBF27A03C0

SHA-256: C731C20E2995C576B0509D3BD776F7AB64A66B95363A3B5FAE9864299EE594ED

SHA-512: CF45BF2AC4D7099DCA4CE5C8989D52F9FDEE32CAB7323CCEE6BBEB2AOFES22426D0471EF5A6366AD387BFI91A764E0568C688F4F9BADF5D7886FF8886D92B!
cC

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gov.uk/assets/static/libs/jquery/jquery-1.12.4-c731c20e2995c576b0509d3bd776f7ab64a66b95363a3b5fae9864299ee594ed.js
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\jquery-1.12.4-c731¢c20e2995c576b0509d3bd776f7ab64a66b95363a3b5f
ae9864299ee594ed[1].js

Preview:

Ifunction(e,t){"object"==typeof module&&"object"==typeof module.exports?module.exports=e.document?t(e,!0):function(e){if('e.document)throw new Error("jQuery requires
a window with a document”);return t(e)}:t(e)}("undefined"!=typeof window?window:this,function(C,e){function s(e){var t=!le&&"length"in e&&e.length,n=pe.type(e);retu
rn"function"!==n&&!pe.isWindow(e)&&("array"===n||0===t||"number"==typeof t&&0<t&&t-1 in e)}function t(e,n,r){if(pe.isFunction(n))return pe.grep(e,function(e,t){return!!n.
call(e,t,e)!==r});if(n.nodeType)return pe.grep(e,function(e){return e===n!==r});if("string"==typeof n){if(Ce.test(n))return pe.filter(n,e,r);n=pe filter(n,e)}return pe.grep(e,funct
ion(e){return-1<pe.inArray(e,n)!==r})}unction n(e,t){for(;(e=e[t])&&1!==e.nodeType;);return e}function c(e){var n={};return pe.each(e.match(je)||[],function(e,t){n[t]=!0
}.n}function i(){re.addEventListener?(re.removeEventListener("DOMContentLoaded",0),C.removeEventListener("load",0)):(re.detachEvent("onreadystatechan

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\nhs-app--480w-0289cc69abh921551cf45466e1d55843784f93082f5f5484c
34a8721e86f2d4f3[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 480x322, frames 3
downloaded

31443

7.972978405308459

false

768:dPIE57cWu8A02VwaqsbN3Ns0A4Eaq3/iEqcCalPhQXGx:51E57cl2wa/NNsI6zExJ8Wx
7D81C0D58459146BCA448CC7408DE390

FD7D2E862EA306DBF54B05E1C79F8CBB1C426500
0289CC69AB921551CF45466E1D55843784F93082F5F5484C34A8721E86F2D4F3

604024735828DF8E155940EA9DCAFA5A8COD5BC1621D5321AB4F58814F1AC281BCEO68FE77604CB361C2E29EC32DDCA7CA4D0OBB21FE8FF677CO5ECC829C60i
CE

false
low

hitp://https://www.gov.uk/assets/frontend/homepage/nhs-app--480w-0289cc69ab921551cf45466e1d55843784f930825f5484c34a8721e86f2d4f3.jpg
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.%J.n.0..V....el.$.xNn...6..3.zz....D g.X....E{....1...&...a"..5....A2. T.Vjr+.K$.x?}.v....U 5j.mV.GV
LAL2.Gll>lgh 2~ Nk Ly kB AW b L2 [¢]

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\print-c01e429d41f73399d834c2cd00c8ce3304065c2ddea267f84e2e2fcl
ce033990[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

7749

5.047687967091753

false

192:8XrRTtX3dIx+L3DOOXK/f2MwOUuDHythScH8VAcGHO 1dfSdfY dfBdfh6rw4uQ5WA4A:gF1z36LyZ6tZi
2792427A7A85FE22C14BE3D127C9DB63

A98FDE83AE7CAO0ASAD18C438F4AE70158B2AB88
C01E429D41F73399D834C2CD00C8CE3304065C2DDEA267F84E2E2FC1CE033990
21889A815AFFOD7107AE2ABE25681669E8BCC998099E60C2555C8F426C2ACIE267ED8822DF70F6B8534D116CDB15073D7A62738B40207F229194148C942B0OE96
false

low

hitp://https://www.gov.uk/assets/government-frontend/print-c01e429d41f73399d834c2cd00c8ce3304065c2ddea267f84e2e2fc1ce033990.css

.gem-c-attachment__ thumbnail-image{display:none}.gem-c-back-link{display:none}.gem-c-button{font-family:"GDS Transport",arial,sans-serif;-webkit-font-smoothing:
antialiased;-moz-osx-font-smoothing:grayscale;font-weight:400;font-size:12px;font-size:.75rem;line-height: 1.25;display:inline-block;padding:5px;border:solid 1px #0b0cOc;c
olor:#0b0cOc;text-decoration:none}/*! Copyright (c) 2011 by Margaret Calvert & Henrik Kubel. All rights reserved. The font has been customised for exclusive use on gov.uk
. This cut is not commercially available. */@font-face{font-family:"GDS Transport";font-style:normal;font-weight:normal;src:url(/assets/government-frontend/light-94a07e06
al-v2-eedfb3c2f7945caebd0b15522b59d6c7f01bel7fecd6102fd76452ad4042f7b0.woff2) format("woff2"),url(/assets/government-frontend/light-f591b13f7d-v2-091a
a3008e57dfeea899e33243c1ld4ea95bab658f1cc2191679193bcbfacOb7b.woff) format("woff");font-display:fallback}@font-face{font-family:"GDS Transport";font-st
yle:normal;font-weight:bold;sr

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\surveys-b5737b46c55d5682514456albf0cea2075accflfb9a09c790d9883

46bdadba95[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 14540

Entropy (8bit):  5.275061979649383

Encrypted: false

SSDEEP: 384:MM6twtkEivPv3hulgk9reoluQxDZeZNFid30S:MMiofflfdLZnS
MD5: 28CF3B818917EFA39EE612AE18BES957

SHA1L: F1F4D350DA3EF88FFAD5079274D4CAB688E663D9

SHA-256: B5737B46C55D5682514456A1BFOCEA2075ACCF1FB9A09C790D988346BDADBAYSS

Copyright null 2021

Page 28 of 50



C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\surveys-b5737b46c55d5682514456albf0cea2075accflfb9a09c790d9883

46bdadba95[1].js

SHA-512: DA6BE17F46984985EA128BOEFO09CEAA9534CA018FCAEIFIBAFA24197AABOBFBF60EC9047B809A2D3D01997CC1A93376F690247E29E2565B2FE6E9DC31AEB7
EB

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gov.uk/assets/static/surveys-b5737b46c55d5682514456albfOcea2075accf1fb9a09c790d988346bdadba9s.js

Preview:

Ifunction(){"use strict";window.GOVUK=window.GOVUK||{};var i={essential:!0,settings:!1,usage:!1,campaigns:!1},0={cookies_policy:"essential",seen_cookie_message:
"essential",cookie_preferences_set:"essential",cookies_preferences_set:"essential","_email-alert-frontend_session":"essential" licensing_session:"essential",govuk_contact
_referrer:"essential”,multivariatetest_cohort_coronavirus_extremely_vulnerable_rate_limit:"essential",dgu_beta_banner_dismissed:"settings",global_bar_seen:"sett
ings",govuk_browser_upgrade_dismisssed:"settings",govuk_not_first_visit:"settings",analytics_next_page_call:"usage”,_ga:"usage",_gid:"usage",_gat:"usage","JS-De
tection":"usage”, TLSversion:"usage"};window.GOVUK.cookie=function(e,n,r){return void 0!==n?!1===n||null===n?window.GOVUK _.setCookie(e," {days:-1}):(void 0===r&&
(r={days:30}),window.GOVUK.setCookie(e,n,r)):window.GOVUK.getCookie(e)},window.GOVUK.setDefaultConsentCookie=function(}{window.GOVUK.setConsentCookie(
i)},window.GOVUK.approveAllCookie Types=f

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\take-action-amber-ed37d78dd940d181c13d2689c7cal6a10891d89e5d27
8eef21e0e0001fb5a477[1].svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

233

5.058258124740444

false

6:tnrgsWwumc4sIWQ1SBK5VVieXIdkucCkAHw6+n:trgsWwubSIn4pkAHFw
F5A7290BAB7ADCB44698E51F8C7E6D0L
361DC4A9C2A566CF42F06297DF59E3771513360D
ED37D78DD940D181C13D2689C7CA16A10891D89ESD278EEF21EOE0001FB5A477
5DOF4C7875F57FCBD59CE31C9A98AC37727F608B53144F97216D36F33C69EC4476E159976B34267966CBFBB70BOEOD24D7B37C218D3CBF8555360F2E1F2C4D0
false

low

hitp://https://www.gov.uk/assets/collections/take-action-amber-ed37d78dd940d181c13d2689c7cal6a10891d89e5d278eef21e0e0001fb5a477.svg

<svg width="35" height="35" viewBox="0 0 35 35" fill="none" xmIns="http://www.w3.0rg/2000/svg">.<circle cx="17.5" cy="17.5" r="17.5" fill="#FF5800"/>.<path d="M28.5
10L13.6739 24L6.5 17.2258" stroke="white" stroke-width="3"/>.</svg>.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\take-action-red-5117cea61725753ad21e17234e1d12f5605c1ab8dfleab
37bd7d557d200a5006[1].svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

237

5.051880864080255

false

6:tnrgsWwumc4sIWQ1SBK2vEXIHpPLrwlkAHwW6+n:trgsWwubSIb4HprgkAHFw
1DD220D448FF150C2E3F7286138BA61D
66812F2CBCC51970B6B7378DB50244083DE86D63
5117CEA61725753AD21E17234E1D12F5605C1AB8DF1EAB37BD7D557D200A5006
28F663166ED1771FB8B755399C9884E9B7368E200FC244D58EFIB50DDF35FCID03BB9127FD083F01418D308CA308AE79971B2A96B962FDA74314E23E45807102
false

low

hitp://https://www.gov.uk/assets/collections/take-action-red-5117cea61725753ad21e17234e1d12f5605c1ab8dfleab37bd7d557d200a5006.svg

<svg width="35" height="35" viewBox="0 0 35 35" fill="none" xmIns="http://www.w3.0rg/2000/svg">.<circle cx="17.5" cy="17.5" r="17.5" fill="#FF003B"/>.<path d="M28.5
10.5L13.6739 24.5L6.5 17.7258" stroke="white" stroke-width="3"/>.</svg>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\transition[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\CS61XJW6\application-61879034ce7a0faaef322b8f1c486203d3e4db4114fe3af087

8643f5443ec8a9[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 236741

Entropy (8bit):  5.1708516059355665

Encrypted: false

SSDEEP: 1536:yaxjUGLbAM/eWRwmzNUKYkUOmewVwI4K03CVWFY 2zN:xxj3fK WRwXYmewVwI4K03CoY2zN

MD5: EA2BBC165765E5D8C0D2BD02F3F9D5A5

SHA1L: COA7ABOB921E2DAF474AACT62F59ACD4E336C2E3

SHA-256: 61879034CE7AOFAAEF322B8F1C486203D3E4DB4114FE3AF0878643F5443EC8A9

SHA-512: 48A2CEBD1496E1C4232EC1D8A235E7D6D68BAEGGAEF08704BE1C470640210C18FC9426A52FDC3867DE368AB27B025D404CC1B5A766663A6A6AAA2CEBI958BF
BO

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gov.uk/assets/frontend/application-61879034ce7a0faaef322b8f1c486203d3e4db4114fe3af0878643f5443ec8a9.css

Preview:

.gem-c-subscription-links__item,.gem-c-step-nav-related__link,.gem-c-related-navigation__section-link,.gem-c-contextual-sidebar__brexit-cta .gem-c-contextual-si
debar__brexit-text,.govuk-link{font-family:"nta",arial,sans-serif;-webkit-font-smoothing:antialiased;-moz-osx-font-smoothing:grayscale}@media print{.gem-c-subscription-li
nks__item,.gem-c-step-nav-related__link,.gem-c-related-navigation__section-link,.gem-c-contextual-sidebar__brexit-cta .gem-c-contextual-sidebar__brexit-text,.govuk-
link{font-family:sans-serif}}.gem-c-subscription-links__item:focus,.gem-c-step-nav-related__link:focus,#global-header .gem-c-search__input.gem-c-subscription-links__i
tem[type="search"]:focus,#global-header .gem-c-search__input.gem-c-step-nav-related__link[type="search"]:focus,.gem-c-related-navigation__section-link:focus,#global-
header .gem-c-related-navigation__section-link.gem-c-search__input[type="search"]:focus,.gem-c-contextual-sidebar__brexit-cta .gem-c-contextual-sidebar__brexit-text:
focus,.gem

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS6IXJW6\benefits[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines

downloaded

39995

5.011937800153046

false
384:xZN1xhbXauxV2P1eaOmhDbFHNGpBh6d5Q+SGH2B6V2pUWzrltDgdVvPvId6D81z/:HDbTVtal 7uK5r1tAOAP1Oqt+WGd
066DBBCFA316B73157BEF346C0C75B57
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1:1.1428571429}@media print{h3{font-family:sans-serif}}@media (min-width: 40.0625em){h3{font-size:16px;line-height:1.25}}@media print{h3{font-size:14pt;line-hei
ght:1.2}}h4{font-family:"nta",arial,sans-serif;-webkit-font-smoothing:antialiased;-moz-osx-font-smoothing:grayscale;font-weight: 700;font-size:12px;line-height:1.25}@media

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\l[E\CS61XJW6\coronavirus[1].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines

downloaded

110977

5.100812393586688

false

3072:w7Vh7zIUlbnwSJrinkTX3t+PYh2DF5XeMdja: Yh7zIUtnwSJrinkTX3trhOF5XeMZa
C854FBF38B03A4B79734EDOF26929F72
1A9E126F53A3D6F5A14847BIC69A9EBBDAAALD24
E194DDECD3A515749039868F1111EEA51D5E17385E9308187DE641A7D3A69C0OB
AT46FA9811F8D931D6490EBO0A7AGEASF257F6DC672E8C02A80E69527E0F503676B077268D8D7EEF38256E02820D796BA0BEF4F527EB169B54FCB8348C27F79C
false

low

hitp://https://www.gov.uk/coronavirus

<IDOCTYPE html>. [if It IE 9]><html class="lte-ie8" lang="en"><![endif]--> [if gt IE 8]> ><html lang="en">. <![endif]-->. <head>.<meta http-equiv="Content-Type" cont
ent="text/html; charset=utf-8">.<meta property="og:image" content="https://www.gov.uk/assets/collections/stay-at-home-social-share-b88ff9b9ed377a3204bd07cfc8386
d62db732601cbcc3ddbade77579f66f15ae.png">.<meta property="og:description" content="Find information on coronavirus, including guidance, support, announcements
and statistics.">.<meta property="og:title" content="Coronavirus (COVID-19): guidance and support">.<meta property="og:url" content="https://www.gov.uk/coronavirus">.
<meta property="og:site_name" content="GOV.UK">.<meta property="og:type" content="website">.<meta name="Cookieless-Variant" content="B" data-module="track-
variant">.<meta name="govuk:ab-test" content="CookielessAATest:B" data-analytics-dimension="49" data-allowed-variants="A,B,Z">.<meta name="govuk:taxon-slugs" co
ntent="rules-and-restr

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\CS61XJW6\de7abc5226925203ac10b0ad4a94af949[1].ico

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows icon resource - 3 icons, 16x16, 4 bits/pixel, 32x32, 8 bits/pixel
downloaded

6318

4.49536052182057

false

96:6tUKcKhaoOtBRQmk8Fis8KeebftkojFxzDwYk:6tU5Khot0Jps84d
DE7ABC5226925203AC10B0A4A94AF949
F56CDBB947DAE5SEF70F410639C06C034BC2DB511
6921A31B023A41929073393BDAD00077436C3835994079BCD2E437261875B2FC

AB7701CEE73A0BFACDCC12FC3F9FADFFF19489AF98737A1A772A90BE2D6BBF2F07BA9BB6F5A4CE7B4A52BEE91C4962829A7350246E59BEB4CIAS59CB58A223
c8sD

false
low

hitp://https://test-for-coronavirus.service.gov.uk/de7abc5226925203ac10b0a4a94af949.ico

tsv.feh.XWZ.JIL.<;?..-1. .#.

.............................................. {zz.zyy xww.www.vuu.sss.srr.rrr.rgg.onn.nmm.mil.kkk.jii.hhh.hgg.gff.fff.fee.dcc.baa.a™."__._ .J]l.\.[ZZXWW.WVV.VUU.UTT.RQQ.POO.PN

N.ONN.NNN.LLL.KKK.KJJ.JJJ.IHH.GFF.FEE.EEE.EDD.DDD.DCC.CB

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachell[E\CS61XJW6\favicon-8d811b8c3badbc0b0e2f6e25d3660a96cc0cca7993e6f32e98785f
205fc40907[1].ico

Process:
File Type:
Category:
Size (bytes):

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows icon resource - 2 icons, 16x16, 16 colors, 4 bits/pixel, 32x32, 32 bits/pixel
dropped

4598
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachell[E\CS6IXJW6\favicon-8d811b8c3badbc0b0e2f6e25d3660a96ccO0cca7993e6f32e98785f
205fc40907[1].ico

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

4.801306796439084

false

48:WiV1T4pNHrnFjhgUzjE8Sp3DNN6dV6ENn6YnVkX5YV5GXtAFcf4Y8+sKumaRxB8x4:HyNHzF1gUzQ88pn8I/n45YxUptagK

F76D9BE9FD953A7D98B393747B7B1457

64CBF9D9A7828AADCFC3409D11F344B4DB0OE1D45

8D811B8C3BADBCOBOE2F6E25D3660A96CCOCCA7993E6F32E98785F205FC40907
14B9ASE75C1769EA13A46707F3D7231D9FD1F8B1756E8F087B2351587DA0B3F83F9A945E533299C81CF8966D34AA42A09AA49B1C1ED385A2CIEBB857C858C2F¢

false

low

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\light-f591b13f7d-v2-091aa3008e57dfeea899e33243c1d4ea95bab658f1
€c2191679193bcbfac0b7b[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 43425, version 1.2

downloaded

43425

7.989601336086822

false
768:VdmGpPErEPKbpDyqLmOFmW4xKpnLIimsr4jHPuwuVgpiU:VdmGpPE+MNiOFmW4xscNjv3uVduU
F591B13F7DAAD512CFODFAODDCB2960E

3DDAA91B2256C7AABI786D3E2B4C97ABEDC91930
091AA3008E57DFEEA899E33243C1D4EA95BAB658F1CC2191679193BCBFACOB7B
F284851390E80E6429A15D0C40E0D008642027BDDFBC1F2C5E585FC281228669A5D470206BEC34280DD8F7C4770D705D5BC40F7B140CA6107DCD19FA3ACEC4,
false

low

hitp://https://www.gov.uk/assets/collections/light-f591b13f7d-v2-091aa3008e57dfeea899e33243c1d4ead5bab658f1cc2191679193bcbfacOb7b.woff

LS Whmtx... T,
W....69.0.E..{.u...x.c’d”|.x.
).PD..)U$.]p%D%+Y."Q|.....#..2PJ.Q...DB(](..C..}..@D..)8.....~F .}3..
1..u.C.MH\..s.s.fio.k.U.z.1./.9vS/. <.....t.{8..".T.;.Cr.C..Z.8¢csO...L.

loca..*L.......... 8.Maxp.....cce. . <name..v........ n... post..X......... Y.hprep..*D........ h... _
..8..Ex.ca)c.a’ea.j...(....2.b.......... yon0,.f..G#.0....., {..C Ll X.._hW...._.F.(..D.Z..]]
...]..<.d.C..%.D.(.<9..].7PR. #h3B..tp...<.Z.p.*...s.K......r.d..9.dx..S..1eJHq...
LGl FXUY LY K- <]b.?2WALL.L..c0.5..6.\.y. . V. A<}V . XmI.M#VG..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\print-201d42d936c6b04f842cfb5c884991d16baeccdfe7cc9724bcb0b1b6
3229e154[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

6755

5.096721790641607

false

192:XrRTbxDIx+L3DOOXK/f2LHythScH8VAcGHO1dfSdfY dfBdfh6rw4uQ5W406D+HZP:bFdd3sc
58669A0154372E576115CA861B5E473B
D7BOCO0D6CDEOAF7B67EB645FBAC01B7FD2D5107
201D42D936C6B04F842CFB5C884991D16BAECCDFE7CC9724BCB0B1B63229E154
680268CEB8C4797F64C31928B920CCE235F3550B1B8F517D927411882994B6BD1FF8B156CDD0923C0D9529842657F00780E33D0714A84F8C2EBB3036840DC1D71
false

low

hitp://https://www.gov.uk/assets/frontend/print-201d42d936c6b04f842cfh5c884991d16baeccdfe7cc9724bch0b1b63229e154.css

.gem-c-back-link{display:none}.gem-c-button{font-family:"GDS Transport",arial,sans-serif;-webkit-font-smoothing:antialiased;-moz-osx-font-smoothing:grayscale;font-
weight:400;font-size:12px;font-size:. 75rem;line-height:1.25;display:inline-block;padding:5px;border:solid 1px #0b0cOc;color:#0b0cOc;text-decoration:none}/*! Copyright (c)
2011 by Margaret Calvert & Henrik Kubel. All rights reserved. The font has been customised for exclusive use on gov.uk. This cut is not commercially available. */@font-
face{font-family:"GDS Transport";font-style:normal;font-weight:normal;src:url(/assets/frontend/light-94a07e06al-v2-eedfb3c2f7945caebd0b15522b59d6c7f01bel7fecd
6102fd76452ad4042f7b0.woff2) format("woff2"),url(/assets/frontend/light-f591b13f7d-v2-091aa3008e57dfeea899e33243c1d4ea95bab658f1cc2191679193bcbfacOb7b
.woff) format("woff");font-display:fallback}@font-face{font-family:"GDS Transport";font-style:normal;font-weight:bold;src:url(/assets/frontend/bold-b542beb274-v2-06eba01b
1af0f4014b484c711771

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\CS61XJW6\take-action-green-201c5dfb37cd72eb3603blafe36c913fecfdad6ech62
21f1ed8c59708bc103e0[1].svg

Process:

File Type:

Category:

Size (bytes):
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
SVG Scalable Vector Graphics image
downloaded
233
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\CS61XJW6\take-action-green-201c5dfb37cd72eb3603blafe36c913fecfdad6ech62
21f1ed8c59708bc103e0[1].svg

Entropy (8bit):  5.076016068277426

Encrypted: false

SSDEEP: 6:tnrgsWwumc4sIWQ1SBKntXIdkucCkAHw6+n:trgsWwubSIt4pkAHFw

MD5: 272A055BE693E6B09B99C6C73D0B32B3

SHAL: 881D0CCBABA6B4BE1DSE338DB140FF798EEF0073

SHA-256: 201C5DFB37CD72EB3603B1AFE36C913FECFDA46ECB6221F1ED8C59708BC103E0

SHA-512: 618BI9EA66A71A49C5C1D7B6278E7D6BE064A6F05043A4DECC7C971E484B338EBB60FFD30D4020EECCAOF32E188397DC7739A34C790570EDD93A161FC22699E
5

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gov.uk/assets/collections/take-action-green-201c5dfb37cd72eb3603blafe36c913fecfdad6ech6221f1ed8c59708bc103e0.svy

Preview:
<svg width="35" height="35" viewBox="0 0 35 35" fill="none" xmIns="http://www.w3.0rg/2000/svg">.<circle cx="17.5" cy="17.5" r="17.5" fill="#0EBA72"/>.<path d="M28.5
10L13.6739 24L6.5 17.2258" stroke="white" stroke-width="3"/>.</svg>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\v1-2c037cf7el-light-1albd902f82aaab4185bc1995206ccdead57a5b0ad
c91ff8403468fe7047c1b4[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), NTA family

Category: downloaded

Size (bytes): 91936

Entropy (8bit): 7.974799362035419

Encrypted: false

SSDEEP: 1536:1kXXOCVn2+jcfbAOFzrf2NhOPTh2W7jSiTIU1V+TFusvjWw1Jd4wViObQVk1lul:ajcDrFzrfu092WfSv+kEj+JWxVo9

MDS5: 2C037CF7E1D0990C066AADEDFICCACT6

SHA1L: 68880D19B20AE5A949A5196014F09909EAG073A4

SHA-256: 1A1BD902F82AAAB4185BC1995206 CCDEAD57A5BOADCIO1FF8403468FE7047C1B4

SHA-512: E6DDE050DB7E6B5875F812EA648DEAOBIBD19B3F1E52E30200AEBEACC27BFABO6FC6C2311908869148C65BD5AFC3D8C2FCI1BF5DC32987CD78B30DF716678
1c

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gov.uk/assets/static/fonts/v1-2c037cf7el-light-1albd902f82aaab4185bc1995206ccdead57a5b0adc91f8403468fe7047c1b4.eot?

Preview:

i NCTAALLLLIG MLV er S 0N, .1...0.0.2.....N.T.A. .L.i.g.h.t.....BSGP......ccceueeee D.[.~C.[.....c.q.i9..C
j...[FA9GSp..@.....z....0.*+.e.. {ITg....... "Im.fz.3,. F. . XL7...y.l..@6k#|.[.QG...SQ..<n..X....u:..r0%.... #B....fa.~.j.
.ZC..L.73K>.4.0X.}....*¢’S.".&V".M..hC......-&..I...U ]..$B;..;>....&.......@....@.HC..#Nc...ez....~C..e.d.X.EjY.C..8 xC.2h..
w0 76'.D...L....EE..@..P.-.n..ORN..V.L.E..U.=..b.-.x.J....R.%.0." #....1..@1L...1.... k.C....k:4IsIL... F}K.IS.qR.(....Q.:.~ )Fs.*....~6..6 ../ W.\. ... (covvnee
IxChe £.7%.%)(..u.p3.P+.0.~) | F....0..G..=.0.B..D.<HY.....jx..).z.8..\V.|&j#.4....|....... NYKO..BOTp...9*r.2...h.....p....Q....DDPF.+....).....A...U.".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachell[E\CS6I1XJW6\v1-fb2676462a-bold-a49a59a7c9fc3873b9b864f9185ba79d7848db4b4e0
f248ce87a819ee48fff93[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), NTA family

Category: downloaded

Size (bytes): 72382

Entropy (8bit): 7.975227647984602

Encrypted: false

SSDEEP: 1536:6eHQxyrGY5MO0fLezw8BsXkCiGLs3BBTfwewKAnsu:7QxyyYqVCiG43BlfwewKAnsu

MD5: FB2676462AF7535AE6B867CE7279CD52

SHAL: BF93BD778644E77A87E42D9688EF104FD690A223

SHA-256: A49A59A7CIFC3873B9B864F9185BA79D7848DBABAEOF248CE87A819EE48FFF93

SHA-512: 937CA3F18EFB57E64BD6422BD3B1814D26D0D7E7FEFO4E1E8746D2C06113CB77B251777BBB21BCC3C42BAFFF70299C7AC319945A318C8C28B3B86B822BB60D
A

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gov.uk/assets/static/fonts/v1-fb2676462a-bold-a49a59a7c9fc3873b9b864f9185ba79d7848db4b4e0f248ce87a819ee48fff93.e0t?

Preview:
.................................. LP..[.Puiiicts @ v NN T.AALLBLO.Ld....... V. €I S.10.0. .1...0.0.0.....N.T.A. .B.0.L.d.....BSGP.................6(.S..V..PB....c.0.i9..C.L..
OH)@w...Hwxd...i...u...2....Ve...zlk f....D..Wa4.q.."..#..%"n.6..n.1.}..b$... LGz AN L) H LR K04P3LY P 4....%G....... AM.IzX...z.=..
F..d"Cs~.IA*PX.....V..3"PB!1S...V......V.~10.0.5;.......q.y|..N*...L..@O...N.......,..O5tV..ZN-F..d.t....l.6IF.X..aC...J3[7...D.RHP.h...F..E..$.2.I-$..~..=.u...(b...]. #...#B.....
W~ UYL FLSWASLY LI HS YT v.8L(9....@. .. 6*.#..jB.0.L....0.-" T.N...156M.M.~B......E.DEPF....+:HI.....E...hc.O3M.(............. e/..Gxl{.(2Ki...d.O....5...e..

LAj8|..PDe.X....FG..... .2 4#. A0 y.g..d..Tn..

.36.910......5.1.....1.0=.A=...+..V..[.k..dd..['0.m.0]=A.0.*w...e.1.V. A... 2X&.a$/Q... K...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\XL83A0L9.htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCI!I text, with very long lines, with no line terminators
Category: downloaded

Size (bytes): 931
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\XL83A0L9.htm

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

5.028251875627646

false
24:h01kOZX1CvokoRF090mOIpFRGkUST7AYAVLsVI:aX1wokoRFO90onRRGKGTEY+
B18CA7605FC6D8FB34290D987D84525F
0A7CBC1AEFBD79628AE54BB58018677B722E9DBD
061CBC573BC2572D02561F07B54F99F2852BC3F371128D30047CA9B7F9B2C5D5

90097C9B1497058692F7FA8D81FC8D916D836C86591E3DEBE1FDEFF6099729FBC33DBBFF191A1DBDOCAC31CAEAAG004FCC56A8BIFDI1A3BIAF20C2977157F:
cB

false
low

hitp://https://test-for-coronavirus.service.gov.uk/

<IDOCTYPE html><html lang="en" class="govuk-template"><head><meta charset="utf-8"><meta http-equiv="X-UA-Compatible" content="IE=edge"><meta name="vie
wport" content="width=device-width,initial-scale=1"><title>Book a drive-through test</title><link href="/css/barcode-scanner.d6f80d93.css" rel="prefetch"><link href="/css
Iltracking-reference-scanner.0154b2ba.css" rel="prefetch"><link href="/js/barcode-scanner.5874a103.js" rel="prefetch"><link href="/js/tracking-reference-scanner.
21153941.js" rel="prefetch"><link href="/css/app.b210efc9.css" rel="preload" as="style"><link href="/js/app.f6cc719e.js" rel="preload" as="script"><link href="/js/chunk-v
endors.33f4ad10.js" rel="preload" as="script"><link href="/css/app.b210efc9.css" rel="stylesheet"></head><body class="govuk-template__body js-enabled"><div id="
app"></div><script src="/js/chunk-vendors.33f4ad10.js"></script><script src="/js/app.fécc719e.js"></script></body></html>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\action-link-arrow--dark-369062711cc40dfad1a70748d783b77cb2a3a7
c410e2a8aaf361b21003a685dc[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

487

5.022606011861398

false
12:trNb7uObcviufM65wmmZnrGULv6cIvgTmZbEuUfM65jR70G6S50GUAD:txb7uqcvikMMwprGKRfEKMMxBVBUAD
3D614BCAFFF49B2EF005A2F382590F74

BOCF6893EB6E48F7A25D674D9D73250FFBIC6957
369062711CC40DFAD1A70748D783B77CB2A3A7C410E2ABAAF361B21003A685DC

20C4AF40277B86C8CBF1F2FDA8B03FDALC615EABAGC8C64125049FE94AB6C5A74D158C86D05F8C6C5194E9C1A1D8DSDF72FA34FF7F8A2ABAGGEBS5C639CD0OAE
B8

false
low

hitp://https://www.gov.uk/assets/collections/govuk_publishing_components/action-link-arrow--dark-
369062711cc40dfad1a70748d783b77ch2a3a7c410e2a8aaf361b21003a685dc.svg

<svg width="23" height="23" viewBox="0 0 23 23" fill="none" xmIns="http://www.w3.0rg/2000/svg">. <circle cx="11.5" cy="11.5" r="11.5" fill="#272828"/>. <path fill-rule=
"evenodd" clip-rule="evenodd" d="M14.9429 11.79491.10.4402 7.292221.11.7327 5.99967L.17.528 11.7949L.11.7327 17.5902L.10.4402 16.29761.14.9429 11.7949Z" fil
|="#fff500"/>. <path fill-rule="evenodd" clip-rule="evenodd" d="M3.95631 10.881L15.4414 10.881L15.4414 12.709L.3.95631 12.709L.3.95631 10.881Z" fill="#fff500"/>.
</svg>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\action-link-arrow--simple-light-404cfd5992e74d48ac785545369ce0368ef54590
a692afa37b1b50035b13a0e8[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

431

5.0247503550683925

false

12:trNb7uvfM65wmmZnrGULv6cIvgTmZb8uufM65jR70G6S50GUA89:txb 7uHMMwprGKRf8ukMMxBvBUA89
96A1454B060490A6AA15B94F34996860

6381D73A3FBBABABES5AB540F040C916DBDD8911
404CFD5992E74D48AC785545369CE0368EF54590A692AFA37B1B50035B13A0E8
161C3D8712B85DEA2A63BB01051AD53A6A311460ED40E3B115092C86A8BD470F6978CCF5AD6772142F9784E322B75A670209DB29A26A0D186EC1978B2561E098
false

low

hitp://https://www.gov.uk/assets/static/govuk_publishing_components/action-link-arrow--simple-light-
404cfd5992e74d48ac785545369ce0368ef54590a692afa37b1b50035b13a0e8.svg

<svg width="23" height="23" viewBox="0 0 23 23" fill="none" xmIns="http://www.w3.0rg/2000/svg">. <path fill-rule="evenodd" clip-rule="evenodd" d="M14.9429 11.7
9491.10.4402 7.292221.11.7327 5.99967L.17.528 11.7949L.11.7327 17.5902L.10.4402 16.2976L.14.9429 11.7949Z" fill="#ffffff"/>. <path fill-rule="evenodd" clip-rule="eve
nodd" d="M3.95631 10.881L15.4414 10.881L.15.4414 12.709L.3.95631 12.709L.3.95631 10.881Z" fill="#ffffff"/>.</svg>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\action-link-arrow--transparent-bec06cc283979226b8f511bb8ab9f76acba7ef249
6¢cfd75f9feeecc7dc33cdb3[1].svg

Process:

File Type:

Category:
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
SVG Scalable Vector Graphics image

downloaded
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\action-link-arrow--transparent-bec06cc283979226b8f511bb8ab9f76acba7ef249
6¢cfd75f9feeecc7dc33cdb3[1].svg

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

333

4.6896013337911375

false

6:tnrWnnumc4sim+BM9+w1WhvkQckncQoQ1LrugFVUZRhFVHTM7d:trOnulaM9+7hvkQckz1L6qFSTFi7d

34C748A52B1DFFAFBFE603FE240B9BD1

F8FE2F2BB9E52C74C13C4546D107ADC048A56A28

BEC06CC283979226B8F511BB8ABIF76ACBA7EF2496CFD75F9FEEECC7DC33CDB3
3C230DF9257043B1802B226A90CEB090268F71006007BFB8F346C7A35028B6C6796B59A0F63B7A67EC1CBBD3B070D7795A3890D32BD51F879CB19320B1CCC81¢
false

low

hitp://https://www.gov.uk/assets/collections/govuk_publishing_components/action-link-arrow--transparent-
bec06cc283979226b8f511bb8ab9f76acha7ef2496¢fd75f9feeecc7dc33cdb3.svg

<svg width="39" height="39" fill="none" xmIns="http://www.w3.0rg/2000/svg"><path d="M17.01 6.818I-2.828 2.828 7.853 7.854-22 .066L0 21.5h22.035I-7.853 7.854 2.828
2.828L.29.69 19.5zM39 19.5C39 30.27 30.27 39 19.5 39 9.373 39 1.05 31.28.092 21.405A19.737 19.737 0 010 19.5C0 8.73 8.73 0 19.5 0S39 8.73 39 19.5z" fill="#fff500"/>
</svg>.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\application-52ff18f344c18eb902c183228cb909a4b6d12f8515ceec0726

0d629b04658a22[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 114969

Entropy (8bit): 5.25518657546817

Encrypted: false

SSDEEP: 1536:cPc401TVIEJIKsSNYG7Mg19UQsc8Jg1lNeQw7xZsqF:cPMTVFaB7MubsVuFQxJ

MDS5: 3312D472A3DA491BD791F43A6545E482

SHA1L: B8F789DE2645EB84C421E8274F5AE1BE87A4D9B6

SHA-256: 52FF18F344C18EB902C183228CB909A4B6D12F8515CEEC07260D629B04658A22

SHA-512: 8BFC745D4662D18783FB3602A6D2F8D7A0D81F84A5494B239EDFF8E39DDB65A2A4F78D2FDEB0A06B4439BD237663E55C6BCI523E7ECI947CFOD3C823F85E59]
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gov.uk/assets/collections/application-52ff18f344c18eb902¢183228ch909a4b6d12{8515ceec07260d629b04658a22.js
Preview:

Ifunction(t,e){"object"==typeof exports&&"undefined"!=typeof module?e():"function"==typeof define&&define.amd?define("GOVUKFrontend",e):e()}(0,function(){"use strict";
(function(){var a,c,l,u;"defineProperty"in Object&&function(){try{var t={};return Object.defineProperty(t,"test" {value:42}),!0}catch(e){return!1}}()||(a=Object.defineProper
ty,c=Object.prototype.hasOwnProperty("__defineGetter__"),I="Getters & setters cannot be defined on this javascript engine",u="A property cannot both have accessors
and be writable or have a value",Object.defineProperty=function d(t,e,n){if(a&&(t===window||t===document||t===Element.prototype||t instanceof Element))return a(t,e,n)
;if(null===t||!(t instanceof Object||"object"==typeof t))throw new TypeError("Object.defineProperty called on non-object");if(!(n instanceof Object))throw new TypeError("
Property description must be an object");var o=String(e),i="value"in n||"writable"in n,r="get"in n&&typeof n.get,s="set"in n&&typeof n.set;if(r){if("function"!=

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\births-deaths-marriages[1].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines

downloaded

39041

5.002713279067462

false
384:xsN1xhbXauNV2P1leaOmhDb4p+vV9DgpUWzr1JDgZzvPvWd6D8LRE6WFP0ICdOqtAv:CDbbVtaErlJ8SArlOqt+WGd
71AFABC8B92A5493BF56300332D4FC09

0174F7FE41BBD4B6DE7F2E786F5ECAF829E1B92A
6838ABFF076C6A28A7D6F0768AF93E029BODBF3EB18BDC829E830AA45DC60244
1E43E1AD6BE4F788F4949360DA3631F106F543490FA59CC5A82B566B68039A691D840D822A849D81917107E6C9022C67DC542292312D37C57DEE6924DEC64375
false

low

hitp://https://www.gov.uk/browse/births-deaths-marriages

<IDOCTYPE html>. [if It IE 9]><html class="lte-ie8" lang="en"><![endif]--> [if gt IE 8]> ><html lang="en">. <![endif]-->. <head>.<meta http-equiv="Content-Type" cont
ent="text/html; charset=utf-8">.<meta name="Cookieless-Variant" content="B" data-module="track-variant">.<meta name="govuk:ab-test" content="CookielessAATest:B"
data-analytics-dimension="49" data-allowed-variants="A,B,Z">.<meta name="govuk:content-id" content="f5fe5c9e-e5f1-4b76-9b07-a0af649c440c">.<meta hame
="govuk:schema-name" content="mainstream_browse_page">.<meta name="govuk:publishing-application" content="collections-publisher">.<meta name="govuk:format"
content="mainstream_browse_page">.<meta hame="govuk:navigation-page-type" content="First Level Browse">.<meta nhame="description" content="Parenting, civil
partnerships, divorce and lasting power of attorney">.<meta name="csrf-token" content="TJO9dGBAEpYdOk8PE/PrvthorOwOWO8UWDupDZSnExijGb2jrNJOJRHJO2RUi+
b04AYKucmmH4Y3X8z/chNHeA==">.<meta name="csrf-param"

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\bold-affa96571d-v2-5a2a925237869837d1afdd0a70ffded0717296d2d25
885865d19c0da7f3ece5d[1].woff

Process:
File Type:
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 40816, version 1.0
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\bold-affa96571d-v2-5a2a925237869837d1afdd0a70ffded0717296d2d25
885865d19c0da7f3ece5d[1].woff

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

downloaded

40816

7.987002925295704

false
768:80LaHYRjQaPgHAKWMASsfiDBOaxhPB4ozsJoDyuZNcDntXo5kiU:8POSASfioAGEDyuZNQntX2U
AFFA96571D94A9AB7D95B0850B26EDDE

1117D82D9030E93F62E8C70B525097C1B1801138
5A2A925237869837D1AFDDOA70FFDED0717296D2D25885865D19C0DA7F3ECESD

CC43082269124A7B8B78371F3F57BAFBOF8AB4B7861B8BF40605D8A0B40C66663A09B796AB9231E4FFFF6760C3BA53F15CB28F13BACFCAE99ACBA1AB943DF5E
2

false
low

hitp://https://www.gov.uk/assets/government-frontend/bold-affa96571d-v2-5a2a925237869837d1afdd0a70ffded0717296d2d25885865d19c0da7f3ece5d.woff

GPOS.......... -.d..GSuB
T..R...qlhead....... 6...6....hhea.. $....hmtx.. X.......... 7loca..*4. .
...... Joiviiinxcd LWy pa.. LexetdUx6.5.x.c’a.g...........Q.B3_d..t........X.00.. X.....F.
..c..DdD..$".Q.>.E...B.1"*....B.D..../"0.."$. M...k.}.{>..9.s..L..

\

4..08/2....... Y....@Qqcmap..%....\...L...qgasp.
o NAmMe.W........ n....post..y. a..prep..*,.....h. e
{1 S.PX$.H)0p...9....x.]H.Q.....Tb.6....&6D;j...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\bold-affa96571d-v2.affa9657[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 40816, version 1.0

downloaded

40816

7.987002925295704

false
768:80LaHYRjQaPgHAKWMASsfiDBOaxhPB4ozsJoDyuZNcDntXo5kiU:8POSASfioAG6DyuZNQntX2U
AFFA96571D94A9AB7D95B0850B26EDDE

1117D82D9030E93F62E8C70B525097C1B1801138
5A2A925237869837D1AFDDOA70FFDED0717296D2D25885865D19C0DA7F3ECESD

CC43082269124A7B8B78371F3F57BAFBOF8AB4B7861B8BF40605D8A0B40C66663A09B796AB9231E4FFFF6760C3BA53F15CB28F13BACFCAE99AC8A1AB943DF5E
2

false
low

hitp://https://test-for-coronavirus.service.gov.uk/fonts/bold-affa96571d-v2.affa9657.woff

GPOS.......... -.d..GSUB
T..R...qlhead....... 6...6....hhea.. $...hmb.. X 7loca..*4. . e
...... Joiviiiinxcd LWy pa.. exetdUxe6.5.x.c’ag.........Q.B3_d..t........ X.00.. X .. Fo o~ LS. PXSLLH)0p.L9. . X JH.Q..... TD.6.....&6D...
..c..DdD..$".Q.>.E....B.1"*.....B.D...../"0.."$. M...k.}.{>..9.s...L.. y..Z...R..0..9...3......z...C.6.N!&#..PE.@V..9.0..g...
2.n..;G. [t..wFmA. k+..r.g... ..mn...c\.9.. s.i... . L{.Pc..Y. . {.\" .. [s.5.AW.s.{nr... . Ww\.V+/f...n#.5X.zl...0.../N".u.6...M...uT..?...R.7Tug.OM.

\

...L...qgasp.
o NAme.W........ n....post..y. .a..prep..*,.....h.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\cookie-details[1].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines

downloaded

64825

5.0715792070990515

false
768:NDbhVtaeYWJIXHiKriX0GAf1Oqt+WGxV7NbL/se8+:NDbh1Vr1X0bf1Oqt+P9r
7695300BDF2ABF9F940CDF9695424A14
436C4AC140209C4CO3E76BDFF9289842335ECB08
9078FE80F510B33CAA865697341FFFEF8F75E9B1F03C17E80C906F48AD34D6FF
59C6C06854A968A463250F8874A83B2E9DDB3EAOSCB7EF658362BFD22902491206068AF257A45785D4802AEB995A4402BDEEF32548FB154E3919561FAE72AB5F
false

low

hitp://https://www.gov.uk/help/cookie-details

<IDOCTYPE html>. [if It IE 9]><html class="lte-ie8" lang="en"><![endif]--> [if gt IE 8]> ><html lang="en">. <![endif]-->. <head>.<meta http-equiv="Content-Type" cont
ent="text/html; charset=utf-8">.<meta property="og:description" content="GOV.UK uses cookies to collect anonymised information about how users browse the site">.
<meta property="og:title" content="Details about cookies on GOV.UK">.<meta property="og:url" content="https://www.gov.uk/help/cookie-details">.<meta property="
og:type" content="article">.<meta property="og:site_name" content="GOV.UK">.<meta name="robots" content="noindex">.<meta name="twitter:card" content="
summary">.<meta name="Cookieless-Variant" content="B" data-module="track-variant'>.<meta name="govuk:ab-test" content="CookielessAATest:B" data-analytics-
dimension="49" data-allowed-variants="A,B,Z">.<meta name="description" content="GOV.UK uses cookies to collect anonymised information about how users browse the
site">.<meta name="govuk:analytics:or
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\fonts-c57ab80a95f2b1764162611b3c98a4c098b356f8e30bafle50cd63ed
ead64c01[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

3081

5.226033681998451

false
96:FtTGh4hzNHeLwiCB2tNHOjkmdNH+BYDdA7NHsVjr:DTGibHpi62/HOjkmPH+SDAASHEr
1132E82A091D569EE31E7E45C3C7DB7F
8CE67C469B3F45002ADD3592340568EBSEA1DO6B
C57AB80A95F2B1764162611B3C98A4C098B356F8E30BAF1ES0CD63EDEA464C01

24FD205E23E2A8A93892B55F7C9359C200130E33FCF91804F3D884C5F3ACBD86012FEDBC699183672701EBFO3C4BCOA78E2ADFAA4276B990B5C615C47A8FD2E
E

false
low

hitp://https://www.gov.uk/assets/static/fonts-c57ab80a95f2b1764162611b3c98a4c098b356f8e30bafle50cd63edead64c0l.css

/%! Copyright (c) 2011 by Margaret Calvert & Henrik Kubel. All rights reserved. The font has been customised for exclusive use on gov.uk. This cut is not commercially ava
ilable. */@font-face{font-family:'nta’;src:url("https://www.gov.uk/assets/static/fonts/v1-2c037cf7el-light-1albd902f82aaab4185bc1995206ccdead57a5b0adc91f840346
8fe7047clb4.eot");src:url("https://www.gov.uk/assets/static/fonts/v1-2c037cf7el-light-1albd902f82aaab4185bc1995206ccdead57a5b0adc91f8403468fe7047c1b4.eot?
#iefix") format("embedded-opentype”),url("https://www.gov.uk/assets/static/fonts/v1-f38ad40456-light-b98fe790388f58c950f2bed1ca8ad02fal68d6effa7aae7ch7fee8
1e51183f46.woff2") format("woff2"),url("https://www.gov.uk/assets/static/fonts/v1-458f8ea81c-light-048b93884a1b51d20f2a3140541d450ch6b82c6c2cf69128eal
d09fdd9699f30.woff") format("woff");font-weight:normal;font-style:normal;font-display:fallback}@font-face{font-family:'nta';src:url("https://www.gov.uk/assets/static/fonts/v1-
fb2676462a-bold-a49a59a7c9fc3873b9b

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\govuk-crest-bb9e22aff7881b895c2ceb41d9340804451c474h883f09felb
4026e76456f44b[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 125 x 102, 8-bit colormap, non-interlaced

downloaded

3584

7.9024732991837725

false
96:R/2H+EXSvh8hr/cLa0zSs7K1GCRkj2monjSP87Btiv/d+BmFOL:EHgh8azdO1GCiWjsYiHdpOL
BCD5768BD7721641EE71BA103BB38900
42A8D445A3446DEE17CC6684EA055703E490BF5E
BB9E22AFF7881B895C2CEB41D9340804451C474B883F09FE1B4026E76456F44B

867D29EDEE10328D2B9E24BF3D8F2ABBEB7E8B7555A6AF17121A482E9627B57B9FB4F2AD67DE7E7DOEF2A1DFEA10A896661FB3A17E9A10FBOOACIAC20B8CL
B3B

false
low

hitp://https://www.gov.uk/assets/static/images/govuk-crest-bb9e22aff7881b895c2ceb41d9340804451c474b883f09fe1b4026e76456f44b.png

PNG........ IHDR...}...f......0n0O...3PLTEnwznwznwznwznwznwznwznwznwznwznwznwznwznwznwz...nwz).a.....tRNSP.p. . @0....... j.. K. IIDATXM..n.<.FU....... @..;Ny.....
C.ZALLT . _.9LF._aF....y.|c./.;a...lg. & f{).@....2.Yy....pNF..2.T.*$..FQ..qcC...
LfUYEL<ZML6BVK.UHM.LLLKLL.QP.BK AL {3). > {aN..0..°q.=LI7.w[. Q. W;7.L. . RBW......D...=0).0 )9 YL R33BL
..... Ir6.3...k...s..6..k.....% QYL Zal AL uG ke eldpl#E. . LA.nXd.Q@BY{.....=.4'\.....4....812.;>.0.. j+c..2...H..G.w.Z.J.dd../. c.B*.[.I$4.S.............<....OXa
XL>(2#".2y.X.7....K YAAMAW....2.P....<.(D#..HY...E..0l9{Z.~|./$.._.7...#... .AU....5k+..-.b.?... ..8]. .I=.rmmR.>!18Q.-v.\.w.".09.....s"....1.9

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\govuk-template-3e3f4al3laca72f9b2e458dfd318f65420aef6ada355392
43aac38ebbbbcc64f[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

14658

5.000891887418713

false

192:hCYS9Q70ont+m60OXrT9pgrnVYHgHYW6ERoYuYUYoYVzYLpFIYKYLWPH:hMQy7BaY 9R4f9f
FE4B2968B96499B45E003CD31546BD5A
DAC675C3E260D3420A4A55284AD21E5691F55D69
3E3F4A131ACA72F9B2E458DFD318F65420AEF6ADA35539243AAC38EBBBBCC64F

DBDACD526BFEFCDEA3BEE1CBCD160EBCADBB99F6ED73ABEE366EE03CB1149BD7080708F56C18F271B7C0D2A065CCBBD72923D69F970F4C58FD438138885¢
S5DAF

false
low

hitp://https://www.gov.uk/assets/static/govuk-template-3e3f4al3laca72f9b2e458dfd318f65420aef6adal35539243aac38ebbbbcc64f.css
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\govuk-template-3e3f4al3laca72f9b2e458dfd318f65420aef6ada355392
43aac38ebbbbcc64f[1].css

Preview:
#global-header .header-wrapper:after,#global-header .header-wrapper .header-global:after,#global-header .header-wrapper .header-global .header-logo:after,#global-
header .header-proposition #proposition-link:after,#global-header .header-proposition #proposition-links:after #footer .footer-meta:after{content:"";display:block;clear
:both}#global-header-bar #global-cookie-message p,#footer .footer-wrapper{max-width:960px;margin:0 15px}@media (min-width: 641px){#global-header-bar,#global-coo
kie-message p,#footer .footer-wrapper{margin:0 30px}}@media (min-width: 1020px){#global-header-bar #global-cookie-message p,#footer .footer-wrapper{margin:0 aut
o}}Mglobal-header .header-wrapper:after,#global-header .header-wrapper .header-global:after,#global-header .header-wrapper .header-global .header-logo:after #global-
header .header-proposition #proposition-link:after,#global-header .header-proposition #proposition-links:after #footer .footer-meta:after{content:"";display:block;cl
ear:both}@-ms-viewpo

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\govuk-template-print-1076519521c2fffbbf75ab3b0d3b32ee2d96ac7e9
778flcdfacl771eefdlalcO[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 1070

Entropy (8bit): 5.039718079600993

Encrypted: false

SSDEEP: 12:e/TKVec+sKVZjNVORACrP8QtUmM2r23AoQno2pAdhJRTHTmMEjFUEPpVM1dVgpzT/a:hVeceV6PRf2efMExcaFi
MDS5: 8A0295C5255E60C631E401124C89FO0F7

SHA1L: D4CCO5AFB6A1F303A3C335145B7672E2CE2F3C38

SHA-256: 1076519521C2FFFBBF75AB3BOD3B32EE2D96AC7E9778F1CDFAC1771EEFD1A1CO

SHA-512: D52A0BE1C3B662057EF08FOD49F0795FF50A169A7751244B6COC6BDF66B1244708BD58F3AFFF2EC3E77B776DEF3AC75F88829D909C8D49EF229F84BEA3CF3F4
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gov.uk/assets/static/govuk-template-print-1076519521c2fffbbf75ab3b0d3b32ee2d96ac7e9778f1lcdfacl771eefdlalcO.css

Preview:
html{font-size:62.5%}*{background:transparent;color:black;text-shadow:none;filter:none;-ms-filter:none}body{font-family:sans-serif;font-weight:400;text-transform:none;fon
t-size:11pt;line-height:1.42857;margin:0;padding:0;width:100%}a,a:visited{word-wrap:break-word}a[href*="/"]:after,a[href"="http://"]:after,a[href*="https://"]:after{content:" ("
attr(href) ")";font-size:90%}a[href ="javascript:"]:after,a[hrefA="#"]:after{content:""}img{max-width:100% !important}select{background:white}#global-header{margin:3px 0 1e
m}#global-header #logo{font-family:sans-serif;font-weight:700;text-transform:none;font-size:18pt;line-height:1.04167;font-size:28pt;text-rendering:optimizeLegibility}#glo
bal-header #logo img{width:45px;height:40px;position:relative;top:-3px;vertical-align:bottom}#global-header .content{margin:0 !limportant}#global-header a,#global-header a
:visited{text-decoration:none}#global-header a:after{content:""}#global-header img{border:0;vertical-align:middle}body footer,.visuallyhidde

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\open-government-licence-claedc8257961b938b4c7a21a2b0db3f2716dd
9ef782cea73110dc69107c9042[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 41 x 17, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 761

Entropy (8bit): 7.489364736228464

Encrypted: false

SSDEEP: 12:6v/7xs/6TI4S4wqlVZDHgmg374gomx3VmtypKI5yy36UnQ/iY MxQVYCWGuUBNnwbA:0s/6uEqDZrgL7jx8 AQNfYuhcW+c8GQ

MDS5: B506AE6B6AC1305CFBB6502E9E14D912

SHA1L: 402B5E6316000BDAD290ACA5F41258EAC40EAELF

SHA-256: C1AEDC8257961B938B4C7A21A2B0DB3F2716DD9EF782CEA73110DC69107C9042

SHA-512: OCF9C64AE5A8B8DDOC1B94953FE905BEE2F591274157B42B4273AE3DB7BEALC7C757D7A5E03C6EF701BE1ASA1334F82EAG833E3855B98D737C67A6A0384A3F61L
8

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gov.uk/assets/static/images/open-government-licence-claedc8257961b938b4c7a21a2b0db3f2716dd9ef782cea73110dc69107c9042.png

Preview:

..... A Rf, LDl......@g..6Kj ..H.V.7.€0"..\0B8.....RENn.|.Zd...wK..HM.=..k...V%p..."5......i2....G.>".\9IU..")..\2....
R#A+.).7.37. # . d.vww. M. .v.uOW...K'=.n.P..E-(n.BA.{T)...c...5z.....N.{\.O..5..n.I'. @LX....?.@.8}RM;

"p9.+.|.R5{.S)...E..j.....@.h......... N...gqw..A.1.../n.(
.IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\search-button-ca89b2a79f944909ceb7370d3f0b78811d32b96e883348fc
d8886f63dd619585[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 105 x 70, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 540

Entropy (8bit): 7.083355343699964

Encrypted: false

SSDEEP: 12:6v/7y0aJMBAQ39g0t8qQwWuijk3glgHqgr+natr4CTK2:vpMBAQqrt8Nwlo3glgKr+nalR

MDS5: 3FACD83F86A29947ADIE45C2F7AT7924

SHA1L: 1BBE2499F71D809CCCE802FBC65B69657876AAB1

SHA-256: CAB89B2A79F944909CEB7370D3F0B78811D32B96E883348FCD8886F63DD619585

SHA-512: AEA0416A3E2C39A634B12B5C749C4CF618D64BE1B5413FE6DF4291F62B981A5B3D46ADC5D3C44BF58F2E8DA2944DFBE07005B704C48D7A9157350E7672AEBA
9
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\search-button-ca89b2a79f944909ceb7370d3f0b78811d32b96e883348fc
d8886f63dd619585[1].png

Malicious:
Reputation:
|IE Cache URL:

Preview:

false
low

hitp://https://www.gov.uk/assets/frontend/govuk_publishing_components/search-button-ca89b2a79f944909ceb7370d3f0b78811d32b96e883348fcd8886f63dd619585.png

Nt75A..J."S6.A...-RM.+.[kw>... .R-@!b......T.r..L...%.T)..14%...
RWK.(.>.DO.VI..(#.:+.].0Y$B.%{"C

.@....E..R5..&J..dU")7. . M....-.. KN./.S.H.=.2.2..0.W...(..s8x".].. gJE..2......UB.I.V.Q..L.A@...... P
P.M.PS..V.ILHS(+..~.$.@S$.....%-IIKZ.~...n..+....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\transition-period-66a6f30ec259bbe404b654f89b5fa78e5d4823dbfc64
ab475a39ebe40da75e20[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 600 x 400, 8-bit colormap, non-interlaced

downloaded

5299

7.876956524280981

false
96:GfOGTVIN0BAIOR(hkwZKbJIZZFCdZIKmLovN53q2unWFRTkySv3S4yQMV:NGTVINPZkr1XFCdLcvNkv2kySviv
C17D5D0B58E305C94860FC6195C96BOE

78446B737875CFCC11DD6A9978FA9ID2F06983B13
66A6F30EC259BBE404B654F89B5FA78E5D4823DBFC64AB475A39EBE40DA75E20

22AFE11F9CF3C7DDB58E490304B8EAGBE7298D7424B33040B7B5DASES89DFABD173592D7553F41F523AF13353727F96ED39EDF49AB4373E2A3F2E6FDBASD3EF!
B

false
low

hitp://https://www.gov.uk/assets/frontend/homepage/transition-period-66a6f30ec259bbe404b654f89b5fa78e5d4823dbfc64ab4 75a39ebe40da75e20.png

.PNG

PLTE..H....r- X...;....0_VNv. e Tm L (MFL>.0L VY F.{b.f].2..,...QP.Ep,......).>..S......0.A.m..go.C..
<n..G.5%.b.....@V$6....B;..1(.. .{.J.3b.g_x2..H; . GU.B e O0pepd..ed. 2. NIDATX..;N.@...Az..l.*]Zr*..C...@.H." $.... 6W.&..
.............................. n... o~ &E.[..S.9kUt...6..D...1......8...s.Z{m.U. k..C..[Z.mI{H,0...Y....0.S..*....V'. . #.i.3]."..p.L.N.=}...".C..aEeU<@...EEQ..1...t......
6.0.U.t..DIb.)W. ff. .. .Ib.#. #X.>.}.$.rf.}.SZ.&....H.x.hkxs.**....._ JyW..Jk.8.....].9.b..[Mb.... ...+.g".7...2,X.5.....7.%.X.,.%...R..JIb.+.Ex.[.{ V<..e.$.'Cd
TIM~2K..&(.ie Ve }KEO /N._.r]r. 7jX,i5.bly. A0t X

C:\Users\user\AppData\Local\Temp\~DF54BDCO0B4AB2DE106.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

data

dropped

25441

0.27918767598683664

false
24:c9ILh9ILh9IINIINSIRX/9IRJIOITHIIThIISSUIISSUIlaAa/9laA:kBgoxxJhHWSVSEab
ABB89A32ABIACD33E816C2422337C69A
1190C6B34DED2D295827C2A88310D10A8B90B59B
4D6EC54B8D244E63B0F04FBE2B97402A3DF722560AD12F218665BA440F4ACEFDA
BD250855747BB4CEC61814D0E44F810156D390E3E9F120A12935EFDF80ACA33C4777AD66257CCA4E4003FEF0741692894980B9298F01C4CDD2D8A9C7BB522FB
false

low

............................. 0 H. MY .0ees (e eeeeeeeereeseeeeseeseeeeeseeseeeeeeseeessees 0 VL0 (oo oo eeeeee e e oo e e e e e e oo e e e

C:\Users\user\AppData\Local\Temp\~DFAF42DC3D297B44A5.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

data

dropped

158517

1.8091117972108908

false
384:kBgoxKAugR+MgwRahTDBTG/xAtJCBrOKGNY6HneDZhkRiqYndNizeaOazBzUracx:AO7Z1SonaZTx0SxXY/8BGbxpVFYuYCA
2D9F56D8F281B5B5A3D45FED6D9026C0O

E59F43BD923DA73DBFA3875D9D801FC3D62CECBF
6694A3669E50FC3431BBA5F932580AEF414E1B5F3B70041753E2EEE188C7B445

BDDODF1B25A57F89FA385E3901F2221B73438132CD9DD0OAF22CDA15BA533E5E96766960BBA6A0325359F197AESF67A4BC81EIEESD275DF43B358AA005EE3C2L
1

false
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C:\Users\user\AppData\Local\Temp\~DFAF42DC3D297B44A5.TMP

Reputation:

Preview:

low

0. H..M.{y..+.0...(. 296 H..M.{y..+.0..(

C:\Users\luser\AppData\Local\Temp\~DFF1BBD90A9C4D4EBC.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

data

dropped

13029

0.47759188993657714

false
12:¢c9ICg5/91CgeK9I26an9126an9I8fRWAF9IBfRW39ITqWRJIVi7hyVwi8wVV7n7hp:cOILh9ILhIIIN9IIN9IoE9IoU9IWAKS
67A52C4A7CAB2BIB4F2FE755286BBDCC

29D7EF6691B26FE4A4E4956D70D38BB3BC360A81
896939E09351B2542D1745AFD94CA48528C216F7B59293BAA8CID9992DF696ED

A1AC3FC943A9E51EA7294C5DBC2BB8F82913371BE2C9FBO6BOEB1EG64A4D12E5D3F2AFFEED74A2EF22B3570B79FF63E451585B56F5297563A77DCD38F5FE82E
D5

false

low

0. H..M.{y..+.0...(.. 296 H..M.{y..+.0..(

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\P8615XZXMDLUFB2S3TKL.temp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

data

dropped

5149

3.1796031697389404

false
48:8ddiePZIFC9GrloPAsASF1diePZIFh683GrloPAczKdiePZIFX9GrioPAV1H:85PZj9SVAI6PZg3SVAVPZ09SVAT
1777F6A038D0A2697953973A4C5A9EDC

B8C72A72BA44EF51F2936AED2F273842BDEFDCB1
B1E3FODB7EE2D1DAE9131CD45A8B45C6BB365CAF97C4DB196958260BF7C0ODC68
9136DFI9F940EA9CAE137BOBA20C88003E2496AF1556C128D42E65D3EB8353C1A05C1ES5E8B2D613A316BES0B3F215002DC4E23CE025807D8FF12279459DE430¢
false

low

. L=4.2.c. .P.O. . ....>Q.;.PROGRA~1. t.....L.>Qs<...E.... Ja

....Pro.gram. .Files..@.s.h.ell3.2.d.ll,.-21781..11...LJ.INTERN~1.T. i.n.te.r.ne.t .exp.lorer...f2...L9 iexplore.exe.J
...... LJDR......R........ Xevoeeeexplioresexe M e .CRW.LL.C:\Program Files\internet explorer\iexplore.exe....-.p.r.i.v.a.t.e...C..\W.i.n.d.o.w.s.\.S
.Y.S.T.EM.3.2\LEF.RAM.E..dll.....%SystemRoot%\SYSTEM32\IEFRAME.dI....
................................................................................................. %.S.y.s.t.e.m.R.0.0.t.%.\.S.Y.S.T.E.M.3.2.\.

Static File Info

No static file info

Network Behavior

Network Port Distribution
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Total Packets: 78

® 53 (DNS)

© 443 (HTTPS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Feb 4, 2021 17:24:26.822930098 CET 49722 80 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:26.823803902 CET 49723 80 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:26.861849070 CET 80 49722 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:26.862009048 CET 49722 80 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:26.862194061 CET 80 49723 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:26.862276077 CET 49723 80 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:26.863384008 CET 49722 80 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:26.901320934 CET 80 49722 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:26.903372049 CET 80 49722 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:26.903465033 CET 49722 80 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:26.921291113 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:26.959379911 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:26.959552050 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:26.965430021 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.003305912 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.006160975 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.006217957 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.006254911 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.006479025 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.009526968 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.009639025 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.057020903 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.063402891 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.063549995 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.095299006 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.095592022 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.095626116 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.095737934 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.095793009 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.097872019 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.101293087 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.101322889 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.101635933 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.101805925 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.106826067 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.106857061 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.106910944 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.106987953 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.107050896 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.135786057 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.169019938 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.169444084 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.169989109 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.209336042 CET 443 49724 13.225.78.60 192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 4, 2021 17:24:27.209847927 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.210352898 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.212445021 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.212482929 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.212605953 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.212658882 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.212924957 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.212966919 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.212999105 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.213020086 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.214014053 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.214055061 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.214097023 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.214121103 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.215089083 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.215130091 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.215168953 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.215193987 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.216142893 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.216185093 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.216228962 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.216254950 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.217247009 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.217288017 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.217324972 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.217345953 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.218272924 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.218312025 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.218348026 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.218369007 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.219351053 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.219391108 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.219448090 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.219472885 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.220496893 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.220541000 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.220586061 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.220607042 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.221479893 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.221537113 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.221577883 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.221604109 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.222582102 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.222623110 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.222671032 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.222692013 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.223643064 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.223680973 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.223723888 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.223747015 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.224674940 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.224724054 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.224761963 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.224781990 CET 49724 443 192.168.2.4 13.225.78.60
Feb 4, 2021 17:24:27.225763083 CET 443 49724 13.225.78.60 192.168.2.4
Feb 4, 2021 17:24:27.225806952 CET 443 49724 13.225.78.60 192.168.2.4

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Feb 4, 2021 17:24:23.200925112 CET 50579 53 192.168.2.4 8.8.8.8
Feb 4, 2021 17:24:23.249125004 CET 53 50579 8.8.8.8 192.168.2.4
Feb 4, 2021 17:24:24.201700926 CET 51703 53 192.168.2.4 8.8.8.8
Feb 4, 2021 17:24:24.247400045 CET 53 51703 8.8.8.8 192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 4, 2021 17:24:25.344470024 CET 65248 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:25.393228054 CET 53 65248 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:25.741163969 CET 53723 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:25.798378944 CET 53 53723 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:26.746309996 CET 64646 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:26.811799049 CET 53 64646 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:26.962502956 CET 65298 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:27.008198023 CET 53 65298 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:28.434597015 CET 59123 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:28.488902092 CET 53 59123 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:29.837359905 CET 54531 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:29.896300077 CET 53 54531 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:29.982374907 CET 49714 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:30.038068056 CET 53 49714 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:30.948313951 CET 58028 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:30.994803905 CET 53 58028 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:31.914438963 CET 53097 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:31.962903976 CET 53 53097 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:33.200732946 CET 49257 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:33.249315977 CET 53 49257 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:34.358690977 CET 62389 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:34.413914919 CET 53 62389 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:35.339337111 CET 49910 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:35.396356106 CET 53 49910 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:36.294775963 CET 55854 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:36.343797922 CET 53 55854 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:37.525841951 CET 64549 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:37.574532986 CET 53 64549 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:38.656003952 CET 63153 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:38.705893040 CET 53 63153 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:43.047065973 CET 52991 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:43.102057934 CET 53 52991 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:55.735924006 CET 53700 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:55.793786049 CET 53 53700 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:56.400711060 CET 51726 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:56.456497908 CET 53 51726 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:56.743025064 CET 53700 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:56.791840076 CET 53 53700 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:57.420701027 CET 51726 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:57.477466106 CET 53 51726 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:58.223735094 CET 53700 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:58.280776978 CET 53 53700 8.8.8.8 192.168.2.4

Feb 4, 2021 17:24:58.434736967 CET 51726 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:24:58.482753992 CET 53 51726 8.8.8.8 192.168.2.4

Feb 4, 2021 17:25:00.289921999 CET 53700 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:25:00.338682890 CET 53 53700 8.8.8.8 192.168.2.4

Feb 4, 2021 17:25:00.444437981 CET 51726 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:25:00.490407944 CET 53 51726 8.8.8.8 192.168.2.4

Feb 4, 2021 17:25:04.288887978 CET 53700 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:25:04.346168041 CET 53 53700 8.8.8.8 192.168.2.4

Feb 4, 2021 17:25:04.445014954 CET 51726 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:25:04.501730919 CET 53 51726 8.8.8.8 192.168.2.4

Feb 4, 2021 17:25:10.552567959 CET 56794 53 192.168.2.4 8.8.8.8

Feb 4, 2021 17:25:10.608552933 CET 53 56794 8.8.8.8 192.168.2.4

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Feb 4, 2021 17:24:26.746309996 CET 192.168.2.4 8.8.8.8 Ox1l4ee Standard query  test-for-c A (IP address) IN (0x0001)
(0) oronavirus

.service.gov.uk

Feb 4, 2021 17:24:28.434597015 CET 192.168.2.4 8.8.8.8 0x2900 Standard query  www.gov.uk A (IP address) IN (0x0001)
(0)

Feb 4, 2021 17:24:43.047065973 CET 192.168.2.4 8.8.8.8 Oxec4b Standard query  www.gov.uk A (IP address) IN (0x0001)
(0)

Copyright null 2021 Page 45 of 50



DNS Answers

Timestamp Source IP Dest IP

Feb 4, 2021 8.8.8.8 192.168.2.4
17:24:26.811799049
CET

Feb 4, 2021 8.8.8.8 192.168.2.4
17:24:26.811799049
CET

Feb 4, 2021 8.8.8.8 192.168.2.4
17:24:26.811799049
CET

Feb 4, 2021 8.8.8.8 192.168.2.4
17:24:26.811799049
CET

Feb 4, 2021 8.8.8.8 192.168.2.4
17:24:28.488902092
CET

Feb 4, 2021 8.8.8.8 192.168.2.4
17:24:28.488902092
CET

Feb 4, 2021 8.8.8.8 192.168.2.4
17:24:28.488902092
CET

Feb 4, 2021 8.8.8.8 192.168.2.4
17:24:28.488902092
CET

Feb 4, 2021 8.8.8.8 192.168.2.4
17:24:28.488902092
CET

Feb 4, 2021 8.8.8.8 192.168.2.4
17:24:28.488902092
CET

Feb 4, 2021 8.8.8.8 192.168.2.4
17:24:43.102057934
CET

Feb 4, 2021 8.8.8.8 192.168.2.4
17:24:43.102057934
CET

Feb 4, 2021 8.8.8.8 192.168.2.4
17:24:43.102057934
CET

Feb 4, 2021 8.8.8.8 192.168.2.4
17:24:43.102057934
CET

Feb 4, 2021 8.8.8.8 192.168.2.4
17:24:43.102057934
CET

Feb 4, 2021 8.8.8.8 192.168.2.4
17:24:43.102057934
CET

HTTP Request Dependency Graph

e test-for-coronavirus.service.gov.uk

HTTP Packets

Trans ID

Ox1l4ee

Ox1l4ee

Ox1l4ee

Ox1l4ee

0x2900

0x2900

0x2900

0x2900

0x2900

0x2900

Oxecdb

Oxec4db

Oxecdb

Oxecdb

Oxec4db

Oxecdb

Session ID Source IP Source Port

0 192.168.2.4 49722

kBytes

Timestamp transferred Direction

Feb 4, 2021 38 ouT

17:24:26.863384008 CET
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Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

test-for-c
oronavirus
.service.gov.uk

test-for-c
oronavirus
.service.gov.uk

test-for-c
oronavirus
.service.gov.uk

test-for-c
oronavirus
.service.gov.uk

www.gov.uk

www-cdn.pr
oduction.g
ovuk.servi
ce.gov.uk

WwWw-gov-uk
.map.fastly.net

WwWw-gov-uk
.map.fastly.net

WwWw-gov-uk
.map.fastly.net

WwWw-gov-uk
.map.fastly.net

Www.gov.uk

www-cdn.pr
oduction.g
ovuk.servi
ce.gov.uk

WwWw-gov-uk
.map.fastly.net

WwWw-gov-uk
.map.fastly.net

WwWw-gov-uk
.map.fastly.net

WWw-gov-uk
.map.fastly.net

CName

WWW-
cdn.production.govuk.ser
vice.gov.uk

WWW-gOV-
uk.map.fastly.net

WWW-
cdn.production.govuk.ser
vice.gov.uk

WWW-gOV-
uk.map.fastly.net

Destination IP Destination Port Process

13.225.78.60 80

Data
GET /HTTP/1.1

Address
13.225.78.60

13.225.78.62

13.225.78.16

13.225.78.63

151.101.0.144

151.101.64.144

151.101.128.144

151.101.192.144

151.101.0.144

151.101.64.144

151.101.128.144

151.101.192.144

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME

(Canonical

name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Accept: text/html, application/xhtml+xml, image/jxr, */*
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: test-for-coronavirus.service.gov.uk
Connection: Keep-Alive

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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kBytes

Timestamp transferred Direction Data
Feb 4, 2021 38 IN HTTP/1.1 301 Moved Permanently
17:24:26.903372049 CET Server: CloudFront

Date: Thu, 04 Feb 2021 16:24:26 GMT

Content-Type: text/html

Content-Length: 183

Connection: keep-alive

Location: https://test-for-coronavirus.service.gov.uk/

X-Cache: Redirect from cloudfront

Via: 1.1 7158aa4ac648947d564b98d9769b5b2b.cloudfront.net (CloudFront)

X-Amz-Cf-Pop: FRA2-C2

X-Amz-Cf-Id: x4WwX9ju_gLyuAgKgeCgOMDra62wNTiappCE03C3zwtmTncheUuv0g==

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61
6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 20 62 67 63 6f 6¢ 6f 72 3d 22 77 68
69 74 65 22 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢
79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 43 6¢ 6f 75 64 46 72 6f 6e 74 3¢
2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6c 3e 0d Oa

Data Ascii: <html><head><title>301 Moved Permanently</title></head><body bgcolor="white"><center><h1>301 Moved
Permanently</h1></center><hr><center>CloudFront</center></body></html>

HTTPS Packets

Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Feb 4, 2021 13.225.78.60 443 192.168.2.4 49724 CN=*.test-for- CN=Amazon, Fri Apr  Mon 771,49196-49195- 9e10692f1b7f78228b2d4e
17:24:27.009526968 coronavirus.service.gov.uk OU=Server CA1B, 03 May 03  49200-49199- 424db3a98c
CET CN=Amazon, OU=Server CA O=Amazon, C=US 02:00:00 14:00:00 49188-49187-

1B, O=Amazon, C=US CN=Amazon Root CEST CEST 49192-49191-

CN=Amazon Root CA 1, CA 1, O=Amazon, 2020 2021 49162-49161-

O=Amazon, C=US C=US CN=Starfield Thu Oct Sun Oct 49172-49171-157-

CN=Starfield Services Root Services Root 22 19 156-61-60-53-47-

Certificate Authority - G2, Certificate Authority - 02:00:00 02:00:00 10,0-10-11-13-35-

O="Starfield Technologies, G2, O="Starfield CEST CEST 16-23-24-

Inc.", L=Scottsdale, Technologies, Inc.", 2015 2025 65281,29-23-24,0

ST=Arizona, C=US L=Scottsdale, Mon Thu Dec

ST=Arizona, C=US May 25 31
OuU=Starfield Class 2 14:00:00 02:00:00

Certification CEST CET
Authority, 2015 2037
O="Starfield Wed Wed
Technologies, Inc.", Sep 02 Jun 28
C=USs 02:00:00 19:39:16
CEST CEST
2009 2034
CN=Amazon, OU=Server CA CN=Amazon Root Thu Oct  Sun Oct
1B, O=Amazon, C=US CA 1, O=Amazon, 22 19
C=USs 02:00:00 02:00:00
CEST CEST
2015 2025
CN=Amazon Root CA 1, CN=Starfield Mon Thu Dec
O=Amazon, C=US Services Root May 25 31
Certificate Authority - 14:00:00 02:00:00
G2, O="Starfield CEST CET

Technologies, Inc.", 2015 2037
L=Scottsdale,
ST=Arizona, C=US

CN=Starfield Services Root OuU=starfield Class 2 Wed Wed

Certificate Authority - G2, Certification Sep 02 Jun28

O="Starfield Technologies, Authority, 02:00:00 19:39:16

Inc.", L=Scottsdale, O="Starfield CEST CEST

ST=Arizona, C=US Technologies, Inc.", 2009 2034

C=US

Feb 4, 2021 151.101.0.144 443 192.168.2.4 49727 CN=www.gov.uk, CN=GlobalSign RSA Fri Oct Wed 771,49196-49195- 9e10692f1b7f78228b2d4e
17:24:28.819541931 O=Government Digital OV SSL CA 2018, 23 Nov 24 49200-49199- 424db3a98c
CET Service, OU=Government O=GlobalSign nv-sa, 18:31:03 17:31:03 49188-49187-

Digital Service, L=London, C=BE CEST CET 49192-49191-

ST=Greater London, C=GB CN=GlobalSign, 2020 2021 49162-49161-

CN=GlobalSign RSA OV SSL  O=GlobalSign, Wed Tue Nov 49172-49171-157-

CA 2018, O=GlobalSign nv-sa, OU=GlobalSign Root Nov21 21 156-61-60-53-47-

C=BE CA-R3 01:00:00 01:00:00 10,0-10-11-13-35-

CET CET 16-23-24-
2018 2028 65281,29-23-24,0

CN=GlobalSign RSA OV SSL  CN=GlobalSign, Wed Tue Nov
CA 2018, O=GlobalSign nv-sa, O=GlobalSign, Nov 21 21
C=BE OU=GlobalSign Root 01:00:00 01:00:00
CA-R3 CET CET
2018 2028
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Source Dest Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Feb 4, 2021 151.101.0.144 443 192.168.2.4 49726 CN=www.gov.uk, CN=GlobalSign RSA Fri Oct Wed 771,49196-49195- 9e10692f1b7f78228b2d4e
17:24:28.824357033 O=Government Digital OV SSL CA 2018, 23 Nov 24 49200-49199- 424db3a98c
CET Service, OU=Government O=GlobalSign nv-sa, 18:31:03 17:31:03 49188-49187-
Digital Service, L=London, C=BE CEST CET 49192-49191-
ST=Greater London, C=GB CN=GlobalSign, 2020 2021 49162-49161-
CN=GlobalSign RSA OV SSL  O=GlobalSign, Wed Tue Nov 49172-49171-157-
CA 2018, O=GlobalSign nv-sa, OU=GlobalSign Root Nov21 21 156-61-60-53-47-
C=BE CA-R3 01:00:00 01:00:00 10,0-10-11-13-35-
CET CET 16-23-24-
2018 2028 65281,29-23-24,0
CN=GlobalSign RSA OV SSL  CN=GlobalSign, Wed Tue Nov
CA 2018, O=GlobalSign nv-sa, O=GlobalSign, Nov 21 21
C=BE OU=GlobalSign Root 01:00:00 01:00:00
CA-R3 CET CET
2018 2028
Feb 4, 2021 151.101.0.144 443 192.168.2.4 49739 CN=www.gov.uk, CN=GlobalSign RSA Fri Oct Wed 771,49196-49195- 37f463bf4616ecd445d4al
17:24:43.191191912 O=Government Digital OV SSL CA 2018, 23 Nov 24  49200-49199- 937da06e19
CET Service, OU=Government O=GlobalSign nv-sa, 18:31:03 17:31:03 49188-49187-
Digital Service, L=London, C=BE CEST CET 49192-49191-
ST=Greater London, C=GB CN=GlobalSign, 2020 2021 49162-49161-
CN=GlobalSign RSA OV SSL  O=GlobalSign, Wed Tue Nov 49172-49171-157-
CA 2018, O=GlobalSign nv-sa, OU=GlobalSign Root Nov21 21 156-61-60-53-47-
C=BE CA-R3 01:00:00 01:00:00 10,0-10-11-13-35-
CET CET 23-65281,29-23-
2018 2028 24,0
CN=GlobalSign RSA OV SSL  CN=GlobalSign, Wed Tue Nov
CA 2018, O=GlobalSign nv-sa, O=GlobalSign, Nov 21 21
C=BE OU=GlobalSign Root 01:00:00 01:00:00
CA-R3 CET CET
2018 2028
Code Manipulations
Statistics
Behavior
@ iexplore.exe
@ iexplore.exe
\=f' Click to jump to process
System Behavior
Analysis Process: iexplore.exe PID: 5188 Parent PID: 800
General
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

17:24:25

04/02/2021

C:\Program Files\internet exploreniexplore.exe

false

‘C:\Program Files\Internet Exploreniexplore.exe' -Embedding
0x7ff78b6b0000

823560 bytes

6465CB92B25A7BC1DF8E01D8AC5E7596

true

true

C, C++ or other language

Reputation: low
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 5832 Parent PID: 5188
General
Start time: 17:24:25
Start date: 04/02/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

File Path

File Path

Registry Activities

Key Path
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Access

Offset Length Value

Name Type

true

'C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:5188 CREDAT:17410
Iprefetch:2

0x1190000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

low

Source

Attributes Options Completion Count Address Symbol
Source

Ascii Completion Count Address Symbol
Source

Offset Length Completion Count Address Symbol
Source

Data Completion Count Address Symbol
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Disassembly
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