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Analysis Report document-1019153116.xls

Overview

General Information

Sample document-1019153116.xls
Name:

Analysis ID: 355906

MDS: 948a7b1bc28afh2.

SHAL: 81858737a636673.
SHAZ256: 4e657cfccfld18b..

Tags:

Most interesting Screenshot:

AL ]

Startup

= System is w7x64

Detection

F MALICIOUS ]

Hidden Mac
Score: 76
Range: 0-100
Whitelisted: false
Confidence: 100%

Multi AV Scanner detection

Classification

for subm...

Office document tries to convince Vvi...

Document exploit detected (UrlDown...

Document exploit detected (process...
Found Excel 4.0 Macro with suspicio...
Sigma detected: Microsoft Office Pr...

Yara detected/hidden Macro 4.0/in E...
Document containsiembedded VBA ...

Potential documentexploitdetected...

Potential documentexploitdetected...

Potential documentexploitdetected...

Yara signature match

w
«Q
>
2
(=
=
®
(7]

. EXCEL.EXE (PID: 2268 cmdline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
. D rundll32.exe (PID: 2028 cmdline: rundll32 ..\iopjvdf.vock,DIIRegisterServer MD5: DD81D91FF3B0763C392422865C9AC12E)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source

document-1019153116.xls

document-1019153116.xls

document-1019153116.xls

Sigma Overview

Copyright null 2021

Rule

SUSP_EnableContent_Stri
ng_Gen

SUSP_ExceldMacro_Auto
Open

JoeSecurity_HiddenMacro

Description Author

Detects suspicious Florian Roth
string that asks to

enable active

content in Office

Doc

Detects Excel4 John Lambert

macro use with @JohnLaTwC
auto open / close
Yara detected Joe Security

hidden Macro 4.0
in Excel

Strings

e o o o

0x11c58:$el: Enable Editing
0Ox11ccd:$e2: Enable Content

0x0:$header_docf: DO CF 11 EO

Ox13ea2:$sl: Excel

Ox14efd:$s1: Excel

0x36b7:$Auto_Open: 18 00 17 00 20 00 00 01 07 00 O
0 00 00 00 00 00 00 00 00 01 3A
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System Summary: | |

Signature Overview

@ AV Detection

® Compliance

@ Software Vulnerabilities

@ Networking

@ System Summary

@ Hooking and other Techniques for Hiding and Protection
@ HIPS / PFW / Operating System Protection Evasion

@

AV Detection:

Click to jump to signature section

=

Multi AV Scanner detection for submitted file

Compliance:

Y

Uses new MSVCR DlIs

Software Vulnerabilities:

System Summary:

Office document tries to convince victim to disable security protection (e.g. to e le ActiveX or Macros)

HIPS | PFW | Operating System Protection Evasion:

Mitre Att&ck Matrix

=

Remote
Initial Privilege  Defense Credential Lateral Command Network Service
Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration and Control Effects Effects In
Valid Scripting Path Process Masquerading os File and Remote Data from  Exfiltration Encrypted Eavesdrop on  Remotely M
Accounts Interception Injection Credential Directory Services Local Over Other Channel Insecure Track Device S
Dumping  Discovery System Network Network Without Pi
Medium Communication Authorization

Copyright null 2021 Page 5 of 34



Initial
Access Execution

Default
Accounts Client

Execution

Domain
Accounts

At (Linux)

Local
Accounts

At (Windows)

Cloud
Accounts

Cron

Behavior Graph

— =

E EXCEL EXE

Screenshots

Thumbnails

Exploitation for

Privilege
Escalation
Boot or
Logon
Initialization
Scripts

Logon
Script
(Windows)

Logon
Script
(Mac)

Network
Logon
Script

Defense Credential Lateral
Evasion Access Discovery  Movement
Disable or Modify LSASS System Remote
Tools Memory Information  Desktop
Discovery Protocol
Rundll32 Security Query SMB/Windows
Account Registry Admin Shares
Manager
Process NTDS System Distributed
Injection Network Component
Configuration Object Model
Discovery
Scripting LSA Remote SSH
Secrets System
Discovery
Behavior Graph
ID: 355906
Sample: document-1019153116.xIs
Startdate: 22/02/2021
Architecture: WINDOWS

Score:

76

marknadsundersokning.nu

Collection Exfiltration

Data from

Removable

Media

Data from
Network
Shared
Drive

Input
Capture

Keylogging

;

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Data
Transfer
Size Limits

Y

-

ey
el
w

195.74.38.127, 443, 49167, 49168

NET-BINERO-STHLM1SE

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

=

Remote

Command Network Service
and Control Effects Effects In
Non- Exploit SS7 to  Remotely D
Application Redirect Phone Wipe Data  Lc
Layer Calls/SMS Without
Protocol Authorization
Application Exploit SS7 to  Obtain D
Layer Track Device  Device D
Protocol Location Cloud Di
Backups
Protocol SIM Card Ci
Impersonation Swap Bi
Fr
Fallback Manipulate M
Channels Device A
Communication Ri
or
Hide Legend
Legend:
l:‘ Process
. Signature
. Created File
Il onsieinfo
ﬂ Is Dropped
H Is Windows Process

*
*n

Number of created Registry Values

Number of created Files

5 B

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

0@ 2 )

started

&’ rundli32.exe H
@
S e
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document-1019153116 [Compatibility Made] - Microsoft Excel - document-1019153116 [Compatibility Mode]
Home | Insert  Pagelayout  Formulas  Data  Review  View
¥ cut
53 Copy ~
# Format Painter
Clipboard ] Font

B L Ui~ EMerge &Center - § v % v | %8 % | Conditional Format Cell
Formatting - as Table - Styles -

Alignment Humber Styles

Calibri 1o AW 2 S5 Wrap Text General T ijj ﬁjﬁ Q jm :1“ ;—I

Insert Delete Format

Cells

o B8
2@ o @ =

X AutoSum * }’}Y \?&

@] Fin -

<2 Clear  Filter~ Select~

Sort & Find &

Editing

E205 2

B A~
A D -

THIS DOCUMENT IS ENCRYPTED BY
DOCUSIGN® PROTECT SERVICE

PERFORM THE FOLLOWING STEPS TO PERFORM DECRYPTION

If this document was downloaded from Email, please click "Enable Editing"
from the yellow bar above

EOnce You have Enable Editing, please click "Enable Content"
from the yellow bar above

WHY | CANNOT OPEN THIS DOCUMENT?

mYou are using iOS or Android, please use Desktop PC

mYou are trying to view this document using Online Viewer

W <+ M| DocuSign ~Doc2 - 7
Ready |

|[EO@m 100% =

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection

document-1019153116.xls 21%

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains
Source Detection
marknadsundersokning.nu 0%

Copyright null 2021

Scanner

ReversingLabs

Scanner

Virustotal

Label Link

Document-
Word.Backdoor.Quakbot

Label Link

Browse
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https://www.virustotal.com/gui/url/76bbdd3761aabc6101a8e164fdf08d496397e4c005235ea0ac98729a700f7069/detection/u-76bbdd3761aabc6101a8e164fdf08d496397e4c005235ea0ac98729a700f7069-1554899610

URLs

Source

hitp://iwww.icra.org/vocabulary/.

hitp://iwww.icra.org/vocabulary/.

hitp://iwww.icra.org/vocabulary/.

hitp://iwww.icra.org/vocabulary/.
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true

hitp://https://marknadsundersokning.nu/ds/1902.gif

Domains and IPs

Contacted Domains

Name P Active

marknadsundersokning.nu 195.74.38.127 true

URLs from Memory and Binaries

Name Source

hitp://services.msn.com/svcs/oe/certpage.asp? rundlI32.exe, 00000003.0000000

name=%s&email=%s&&Check 2.2099351808.0000000001E27000.

00000002.00000001.sdmp
hitp:/f/www.windows.com/pctv. rundll32.exe, 00000003.0000000

2.2099153587.0000000001C40000.

00000002.00000001.sdmp
hitp://investor.msn.com rundll32.exe, 00000003.0000000

2.2099153587.0000000001C40000.

00000002.00000001.sdmp

hitp://www.msnbc.com/news/ticker.txt rundll32.exe, 00000003.0000000

2.2099153587.0000000001C40000.

00000002.00000001.sdmp
hitp://iwww.icra.org/vocabulary/. rundlI32.exe, 00000003.0000000

2.2099351808.0000000001E27000.

00000002.00000001.sdmp

hitp://iwindowsmedia.com/redir/services.asp? rundll32.exe, 00000003.0000000

WMPFriendly=true 2.2099351808.0000000001E27000.

00000002.00000001.sdmp

hitp:/fiwww.hotmail.com/oe rundll32.exe, 00000003.0000000

2.2099153587.0000000001C40000.

00000002.00000001.sdmp
hitp://https://marknadsundersokning.nu/ds/1902.gif document-1019153116.xls
hitp://investor.msn.com/ rundll32.exe, 00000003.0000000

2.2099153587.0000000001C40000.

00000002.00000001.sdmp

Contacted IPs

Copyright null 2021

Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%

Malicious

false

Malicious

false

false

false

false

false

false

false

false

false

Scanner

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Antivirus Detection

e 0%, Virustotal, Browse

Antivirus Detection

e o o o

e o o o

Label
safe
safe
safe
safe
safe
safe
safe
safe

safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

e Avira URL Cloud: safe

Link

Reputation

unknown

Reputation

high

high

high

high

unknown

unknown

high

unknown

high
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https://www.virustotal.com/gui/url/76bbdd3761aabc6101a8e164fdf08d496397e4c005235ea0ac98729a700f7069/detection/u-76bbdd3761aabc6101a8e164fdf08d496397e4c005235ea0ac98729a700f7069-1554899610

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public
P Domain Country Flag ASN ASN Name Malicious
195.74.38.127 unknown Sweden H-] 35041 NET-BINERO-STHLM1SE false

General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 355906

Start date: 22.02.2021

Start time: 09:07:46

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 4m 42s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: document-1019153116.xls
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,

Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

Number of analysed new started processes analysed: 6
Number of new started drivers analysed:
Number of existing processes analysed:

Number of existing drivers analysed:

o O o o

Number of injected processes analysed:

Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal76.expl.evad.winXLS@3/5@1/1
EGA Information: Failed

HDC Information: Failed

Copyright null 2021 Page 9 of 34



HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

Match
195.74.38.127

Domains

Match

marknadsundersokning.nu

ASN

Match
NET-BINERO-STHLM1SE

JA3 Fingerprints

No context

Dropped Files

Copyright null 2021

Associated Sample Name /| URL SHA 256
Get hash
Get hash

Get hash

Associated Sample Name /| URL SHA 256

Get hash

Get hash

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

hitp/;

Get hash

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension:
Xls

Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog

Click Ok

Attach to Office via COM

Scroll down

Close Viewer

Show All

Detection
malicious
malicious

malicious

Detection
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

Exclude process from analysis (whitelisted):
dllhost.exe, svchost.exe

Link Context

Browse

Browse

Browse

Link Context

Browse e 195.74.38.127
Browse e 195.74.38.127
Link Context

Browse e 195.74.38.127
Browse e 195.74.38.127
Browse e 195.74.38.63
Browse e 195.74.38.62
Browse e 195.74.38.62
Browse e 195.74.38.62
Browse e 195.74.38.62
Browse e 195.74.38.93
Browse e 195.74.38.93
Browse e 195.74.38.93
Browse e 195.74.38.63
Browse e 195.74.38.63
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https://view.joesandbox.com/analysis/266311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266311/html/none?idtype=webid
https://view.joesandbox.com/analysis/266308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266308/html/none?idtype=webid
https://view.joesandbox.com/analysis/164869/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/164869/html/none?idtype=webid
https://view.joesandbox.com/analysis/266311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266311/html/none?idtype=webid
https://view.joesandbox.com/analysis/266308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266308/html/none?idtype=webid
https://view.joesandbox.com/analysis/266311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266311/html/none?idtype=webid
https://view.joesandbox.com/analysis/266308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266308/html/none?idtype=webid
https://view.joesandbox.com/analysis/257171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257171/html/none?idtype=webid
https://view.joesandbox.com/analysis/255766/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255766/html/none?idtype=webid
https://view.joesandbox.com/analysis/248977/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248977/html/none?idtype=webid
https://view.joesandbox.com/analysis/218314/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218314/html/none?idtype=webid
https://view.joesandbox.com/analysis/216008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/216008/html/none?idtype=webid
https://view.joesandbox.com/analysis/204338/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204338/html/none?idtype=webid
https://view.joesandbox.com/analysis/203996/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203996/html/none?idtype=webid
https://view.joesandbox.com/analysis/203741/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203741/html/none?idtype=webid
https://view.joesandbox.com/analysis/177108/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/177108/html/none?idtype=webid
https://view.joesandbox.com/analysis/176978/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/176978/html/none?idtype=webid

No context

Created | dropped Files

C:\Users\user\AppData\Local\Temp\7FDE0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

data

dropped

64361

7.684495659223058

false

1536:cnOWhVYfJctSVxFbp9OfifeAftApi2S2IP1Y S:cnOWhgESVxFVOfifFfWplVIP1n
0C9FEAB962FEF69F82CBF6D43D385D72
F5C8EB4A6428250723B78ABEOAD4E485D5CB9A3F
F9517887432082174F7A7829347015A17D8BB71C7478DC1A582ABC6A41DEOBOA

03DD6DS5E1E99CA7D4C001626340E70BAB78DFC97ADF1BF15C40110775C635E161783FC72D490811F06CA2D770437B80C9B5FDCCB2CC394E9AD03781198B5DC
D

false

low

.U.no0...72....C..I12.&.an0.....#z".G5#D.... J.e...XI8%.w.- .Z|.4....[.s..*+...|" .. Ztlg.\z...;e.....x0.......V]...R-.6..u~...n.1BOZ.D...S{ j.Zi....Kf
s Apil VP~ Km.O>....$...5$...0....8.4@kB.g.G...y. X.....n.$.x.G.=..3.63...,.I..! /..0..L.5.gN.#.R.E.u..xvg7.

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Mon Feb 22
16:08:42 2021, atime=Mon Feb 22 16:08:42 2021, length=8192, window=hide

dropped

867

4.488795912986052

false

12:85QXXEcLgXg/XAICPCHaX2B8GB/wUOXX+WnicvbOnbDtZ3YilIMMEpXRIJKRICTAK:858XV/XTmM6GGJYelbDv3gsArNru/

B416ED716D7E12B6B0552A760914215B

A18D44980D4B643E9C63A9DABOOECC701ACE7DA3

7C66EE00CC6C3D064644589E387F927968475FF2C65AA842B53F085BF52AAB50
37115F9FA4D98642419E87B31051894E2337439735B13208F5189A525EDAEOC478A99B32C6FE085097C56623C13F790539784A6E5B1342275A2E59365B6398DF

false

low

| EETTTOPRRN | ST 7G..WXE_=..WXE_=.... oo i...P.O. i 400, /C: N t1.....QK.X. Users. ......QK.X* ..o 6...Us.ers..@.s.h.ell3.2.d.ll,
.-2.1.8.1.3....L.1.....Q.y..user.8.....QK.X.Q.y*...&=....U .Alb.uus....z.1....VR...Desktop.d.....QK.XVR..*..._=.... ....D.eskto.p.@.s.hell3.2.dll,.-2.
1.7.6.9 i 820 Ci\Users\. . # ...\\841675\Users.user\Desktop.......\..... \olL\Desktop i LB AG 1SPS.XF.L
8C...&m.m..........~...5.-.1.-.5.-.2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6............ ... X......841675.......... D_..3N..W..0r.[*...... }EKD_....3N..

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\document-1019153116.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

Copyright null 2021

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:17 2020, mtime=Mon Feb 22 16:08:42 2021,
atime=Mon Feb 22 16:08:42 2021, length=91136, window=hide

dropped

2118

4.503765643439255

false
48:8zr/XTFGg3Bh5BEsAQh2zr/XTFGq3Bh5BEsAQ/:8zr/XJGgxNEvQh2zr/XJGgxNEvQ/
E0AA4165386E623CEBO69A0D7BAG499C
0C3B1760457822F8276FFE703E03ADOA8BOF7815
39E0BC22279877DF21EDCC70BC5B676510717D5BE71D8A55290465892DE331BD

53643399F3E62D44AB2B1E3359CC968253BE87CB7EF7F5BES18206B4325963A846A91C7A6CDE219E9C442219F3DAB732B47BC15D92BD7C2C725CE3AFG5C5ABI
3

false

low
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C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\document-1019153116.LNK

Preview:
| EETTTOPRRN Fo.... g+ . WXE_ = X_Q =l P.O. 0. #00.../C:\ o t1.....QK.X..Users. .......QK. X .o, 6....Us.ers..@.s.hell32.d.ll
,-.2.1.8.1.3.....L.1.....Q.y..user.8......QK.X.Q.y*...&=....U Alb.us....z.1.....Q.y..Desktop.d.....QK.X.Q.y*..._= ....D.esskto.p..@.s.h.ell3.2..d.ll
.1.7.6.9....x.2..d..VR.. . DOCUME~1.XLS..\ Q.y.Qy*..8 .d.o.c.um.e.nt-1.0.1.9.153.1.1.6..xls.
\\841675\Users.user\Desktop\document-1019153116.xls....... \. \...\..\.D.esskto.p\d.o.c.um.e.nt-10.1.9153.1.16..xls.
.L8c...&mm...........-...S.-.1.-5.-.2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6.............” ... X.......841675.......... .

1SPS.XF

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 110

Entropy (8bit): 4.657921932424814

Encrypted: false

SSDEEP: 3:0yBVomMY9LRgpFoZELRgpFomMY9LRqpFov:dj6 YOLQpFSELQpF6YILQpFy
MD5: AD54D28BC72BB3AEOB8D6F3A02779930

SHAL: 1B7BCAABEOAAIC6816C87632204CECDBD5606B6B

SHA-256: FBOFF89328C6F3B88606C388F987C095307B800A0FF7B19ECDEGA4E315F56208
SHA-512: 184158C298210DA588B8FAEFS8ABB3BAB6937A7AB48902453373A2A02990B0F02E1BB1B556253151042ACB7D8A58E96813441BE65BF38D96664A69892F626D9A7
Malicious: false

Reputation: low

Preview:

Desktop.LNK=0..[xIs]..document-1019153116.LNK=0..document-1019153116.LNK=0..[xIs]..document-1019153116.LNK=0..

C:\Users\user\Desktop\50EE0000

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: Applesoft BASIC program data, first line number 16
Category: dropped
Size (bytes): 124228
Entropy (8bit):  4.293071155115131
Encrypted: false
SSDEEP: 3072:uKcKoSsxzNDZLDZjIbR86808KL5L+FxEtjPOtioViDGUU1gfDlaGGx+cL2QnAFVO:pcKoSsxzNDZLDZjIbR86808KL5L+FXEh
MD5: ABG6EE87A875CC6F92D281823CD4DFB93
SHA1L: 563F9324E226B66488AFEA36343037C0E2C8041B
SHA-256: 191D1662946EA2EBES4A2BAEB8570C010419278BEBE617C4F13E6146A269C094
SHA-512: 61A4AD6D235E1BC933D1528B52DEA9913B2E7F72623FB4ABE443ECADSES618DCCBAL1655BA08DFSEF99BD8BFE30DD0259AEFOCB7C68258C96D388E5C48955E
E24
Malicious: false
Reputation: low
Preview:
B....@. et =...0.9J.8...... X.@....
.Calib.ril. .Calibril.. .Calibril..
C.alib.ril. ...Calib.ril. ..Calibril
ceeeCaambirial...<.....Calibril.........Calibril.........Calibril...4..
Static File Info
General
File type: Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1251, Name of
Creating Application: Microsoft Excel, Create T
ime/Date: Sat Sep 16 01:00:00 2006, Last Saved Tim
e/Date: Fri Feb 19 09:21:15 2021, Security: O
Entropy (8bit): 3.440161290247343
TrID: e Microsoft Excel sheet (30009/1) 78.94%
e Generic OLE2 / Multistream Compound File
(8008/1) 21.06%
File name: document-1019153116.xIs
File size: 91136
MD5: 948a7b1bc28afb293a7f3fe933e11b83
SHA1L: 8f858737a636e731b1b1220fd80d3234052fdf98
SHA256: 4e657cfccfld18b8166a8adb446bf8cf82e4ad20c178689
c3ch872calb059092
SHA512: ceel6e7286ac47086a5432b7866d6295e2baa7f081784c

b8149379d327d884eaf7b434bc8d2dd6c4dOeaafd178ebi
fch88ed9f5a49300f00fedc8989898df622
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General

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "document-1019153116.xls"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Summary

Code Page:

Author:

Last Saved By:
Create Time:

Last Saved Time:
Creating Application:

Security:

Document Summary
Document Code Page:
Thumbnail Scaling Desired:
Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Copyright null 2021

edeea286adb4bcb4

OLE

True
Microsoft Excel
False
False
True
False

False

True

1251

2006-09-16 00:00:00
2021-02-19 09:21:15

Microsoft Excel

0

1251
False
False
False
False

917504

\x5DocumentSummarylnformation

data
4096
0.318330155209

False

1536:fEcK0Ssxz1PDZLDZjIbR86808KIVH347uDphYHc
eXVhca+fMHLtyeGxcl809pTIQ:fEcKoSsxzNDZLDZjlbR
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General

Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5
cd d5 9c¢ 2e 1b 10 93 97 08 00 2b 2c¢ f9 ae 30 00 00 00 e0 00 00 00 08 00 00 00 01 00 00 00
4800 00 00 17 00 00 00 50 00 00 00 Ob 00 00 00 58 00 00 00 10 00 00 00 60 00 00 00 13 00
00 00 68 00 00 00 16 00 00 00 70 00 00 00 Od 00 00 00 78 00 00 00 Oc 00 00 00 9f 00 00 00
02 00 00 00 e3 04 00 00

Stream Path: \xX5Summarylnformation, File Type: data, Stream Size: 4096

General

Stream Path: \x5Summaryinformation

File Type: data

Stream Size: 4096

Entropy: 0.257042036969

Base64 Encoded: False

Data ASCII: e Oh..... +' .0 @....... H

T R X e e e e

...Microsoft Excel.@..... | . # @ WP .

Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f

f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 98 00 00 00 07 00 00 00 01 00 00 00 40
00 00 00 04 00 00 00 48 00 00 00 08 00 00 00 54 00 00 00 12 00 00 00 60 00 00 00 Oc 00 00
00 78 00 00 00 0d 00 00 00 84 00 00 00 13 00 00 00 90 00 00 00 02 00 00 00 e3 04 00 00 1e
00 00 00 04 00 00 00

Stream Path: Workbook, File Type: Applesoft BASIC program data, first line number 16, Stream Size: 80660

General
Stream Path: Workbook
File Type: Applesoft BASIC program data, first line number 16
Stream Size: 80660
Entropy: 3.64568130994
Base64 Encoded: True
Data ASCII:
= i..9J
Data Raw: 09 08 10 00 00 06 05 00 67 32 cd 07 c9 80 01 00 06 06 00 00 el 00 02 00 b0 04 c1 00 02 00

00 00 e2 00 00 00 5¢ 00 70 00 02 00 00 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 20 20 20 20

Macro 4.0 Code

s SREPLACE(DOC2!AL21,7,7,D0C2IAM14)", ..., "=SREPLACE(DOC2!AL25,7,7,""™)" ,,,,111,,,=DEfOre.2.6.28.Sheetl AF 14(), ,,,,, =" & & & &' & " & &"" " &g
&""&"""&FORMULA(DOC2!AL27&™'2 " AD15)" "=""" & " & ™ & & " & & & & & & & FORMULA(Doc2! AM27,AE15)","=FORMULA(Doc2!AK22&Doc2! AK23&D0oc2!AK24&Doc2! AK25
&Doc2!AK26&D0c2!AK27,AF15)",,,,,,,,,,,rundll32

S DIR",,,.,.,..,,,=AE14(),=before.2.6.28.sheet!AJ11(),=AG24(),,,,,,,,=before.2.6.28.sheet! AK28(),,,,111111r smnnns “CALL(AF15,before.2.6.28.sheet!AJ12&before.2.6.28.sheet!AJ
BAG25E"A™, ™ JIC" & BB, 0, DOC2IAATOD, ™ GGG G G GGG G G g g g g D021 AM16,0) =AN16(),,,,,1,,,"=REPLACE(DOC2!AM11,6,1,D0c21AM12)", 111151111
REPLACE(D0c2!AL20,6,1,before.2.6.28.5heet! AL12)",,.,,111000,=AK22()1010000msssssssssssssnnss =& &G &, & &EXEC(before.2.6.28.sheet!AD15&Doc2!AM16&before.2.6

28.sheet! AE15&AG24)",,,,11111000 =HALT (s

Network Behavior

Network Port Distribution

Total Packets: 15

® 53 (DNS)
® 443 (HTTPS)
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TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Feb 22, 2021 09:08:42.939394951 CET 49167 443 192.168.2.22 195.74.38.127
Feb 22, 2021 09:08:43.007725954 CET 443 49167 195.74.38.127 192.168.2.22
Feb 22, 2021 09:08:43.007853031 CET 49167 443 192.168.2.22 195.74.38.127
Feb 22, 2021 09:08:43.025496960 CET 49167 443 192.168.2.22 195.74.38.127
Feb 22, 2021 09:08:43.092170954 CET 443 49167 195.74.38.127 192.168.2.22
Feb 22, 2021 09:08:43.092192888 CET 443 49167 195.74.38.127 192.168.2.22
Feb 22, 2021 09:08:43.092308998 CET 49167 443 192.168.2.22 195.74.38.127
Feb 22, 2021 09:08:43.093262911 CET 49167 443 192.168.2.22 195.74.38.127
Feb 22, 2021 09:08:43.094603062 CET 49168 443 192.168.2.22 195.74.38.127
Feb 22, 2021 09:08:43.159329891 CET 443 49167 195.74.38.127 192.168.2.22
Feb 22, 2021 09:08:43.160475969 CET 443 49168 195.74.38.127 192.168.2.22
Feb 22, 2021 09:08:43.160562038 CET 49168 443 192.168.2.22 195.74.38.127
Feb 22, 2021 09:08:43.165435076 CET 49168 443 192.168.2.22 195.74.38.127
Feb 22, 2021 09:08:43.229302883 CET 443 49168 195.74.38.127 192.168.2.22
Feb 22, 2021 09:08:43.229334116 CET 443 49168 195.74.38.127 192.168.2.22
Feb 22, 2021 09:08:43.229525089 CET 49168 443 192.168.2.22 195.74.38.127
Feb 22, 2021 09:08:43.230047941 CET 49168 443 192.168.2.22 195.74.38.127
Feb 22, 2021 09:08:43.231520891 CET 49169 443 192.168.2.22 195.74.38.127
Feb 22, 2021 09:08:43.298122883 CET 443 49168 195.74.38.127 192.168.2.22
Feb 22, 2021 09:08:43.299741030 CET 443 49169 195.74.38.127 192.168.2.22
Feb 22, 2021 09:08:43.299828053 CET 49169 443 192.168.2.22 195.74.38.127
Feb 22, 2021 09:08:43.300626993 CET 49169 443 192.168.2.22 195.74.38.127
Feb 22, 2021 09:08:43.368030071 CET 443 49169 195.74.38.127 192.168.2.22
Feb 22, 2021 09:08:43.368251085 CET 49169 443 192.168.2.22 195.74.38.127

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Feb 22, 2021 09:08:42.839735985 CET 52197 53 192.168.2.22 8.8.8.8

Feb 22, 2021 09:08:42.927159071 CET 53 52197 8.8.8.8 192.168.2.22

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Feb 22, 2021 09:08:42.839735985 CET 192.168.2.22 8.8.8.8 0xbf29 Standard query  marknadsun A (IP address) IN (0x0001)
(0) dersokning.nu

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Feb 22, 2021 8.8.8.8 192.168.2.22 0xbf29 No error (0) marknadsun 195.74.38.127 A (IP address) IN (0x0001)

09:08:42.927159071 dersokning.nu

CET
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Code Manipulations

Statistics

Behavior

@ EXCEL.EXE
@ rundll32.exe

System Behavior

Click to jump to process

Analysis Process: EXCEL.EXE PID: 2268 Parent PID: 584

General

Start time: 09:08:40

Start date: 22/02/2021

Path: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding
Imagebase: 0x13f0a0000

File size: 27641504 bytes

MDS5 hash: 5FBOAOF93382ECD19F5F499A5CAAS9F0

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\DE9C.tmp read attributes | device synchronous io  success or wait 1 13F3EEC83 GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\7FDE0O000 read attributes | device synchronous io  success or wait 1 TFEEAA29ACO unknown
synchronize | non alert | non
generic read | directory file |
generic write open no recall
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File Path

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet

Files

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\History

C:\Users\user\AppData\Local\Temp\621E.tmp

File Deleted

File Path

C:\Users\user\AppData\Local\Temp\DE9C.tmp
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\image002.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\image007.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm~
C:\Users\user\AppData\Local\Temp\imgs.rcv
C:\Users\user\AppData\Local\Temp\imgs.ht~
C:\Users\user\AppData\Local\Temp\621E.tmp

File Moved

Copyright null 2021

Access Attributes

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read attributes | device
synchronize |
generic read

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

Completion Count
object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

success or wait 1

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Source
Address

13FDC828C

13FDC828C

13FDC828C

13FDC828C

13FDC828C

13FDC828C

13FDC828C

13FDC828C

13FDC828C

13F3EEC83

Symbol
URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

GetTempFileNameW

Source
Count Address Symbol

P PR R R R R R R R R

13F65B818 DeleteFileW
TFEEAA29ACO unknown
TFEEAA29ACO unknown
TFEEAA29ACO unknown
TFEEAA29ACO unknown
TFEEAA29ACO unknown
TFEEAA29ACO unknown
TFEEAA29ACO unknown
TFEEAA29ACO unknown
TFEEAA29ACO unknown
13F65B818 DeleteFileW
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Old File Path
C:\Users\user\AppData\Local\Temp\7FDE000O
C:\Users\user\Desktop\50EE0000
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htm
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htm
C:\Users\user\AppData\Local\Temp\imgs_files\image002.png
C:\Users\user\AppData\Local\Temp\imgs_files\image007.png
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.htm
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xml
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs_
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\image008.pn__
C:\Users\user\AppData\Local\Temp\imgs_files\image009.pn_
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht_

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm__

File Written

New File Path
C:\Users\user\AppData\Local\Temp\xIsm.sheet.csv
C:\Users\user\Desktop\document-1019153116.xls.
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image002.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image007.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist. xm~s~
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\image008.pngss
C:\Users\user\AppData\Local\Temp\imgs_files\image009.pngss
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.htmss

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xmlss

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Count

P PR R R R R R R R R R R R R P

Source
Address

TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO

Source

Symbol

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\7FDE000O 569 454 c455¢c96edb3010 .U.n.0...7......C..I12.& success or wait 31 7FEEAA29ACO unknown
bd 17 e8 3f 08 bc 16 ..an.0.........#.2."...G...5.

129d 1c 8a a2 b0 9c #D J..e...X.18%.w..-

43 9al1ledb 0049 3f .Z|.4....
8026 c7 12 61 6e e0 .Zt./g.\z...:e......
3089 fdf71dd28a O V]...R-.6..u~..n.'B
9a 18 8e 1523 06 7a 0Z.D...S{j.Zi...Kf..... Y..
fl22 eaad 144713 ..c....|C3..D..B.c..._..7..
ab8d35d52344d4 ..A.p.i.VP..

de b5 ec a2 99 bl Oa

9c f4 4a bb ae 65 7f

ee 7f d6 df 58 85 49

3825 8c 77 d0 b2 2d

20 bb 5a 7c fe 34 bf

df 06 cO 8a dO Oe 5b

d6 a7 14 be 73 8e b2

07 2b b0 f1 01 1c ad

ac 7c b4 22 d1 df d8

f1 20 e4 5a 74 c0 2f

67 b3 af 5¢ 7a 97 c0

a5 3a 65 Oe b6 98 ff

80 95 78 30 a9 ba d9

d0 e5 9d 93 e0 3a 56

5d ef ee cb 52 2d d3

36 €33 75 7e 10 bl

d4 6e 0Of 21 42 30 5a

8a 44 d1f8a3537b

b6 6a bf 5a 69 09 ca

cb 07 4b 66 1a Oc 11

84 c2 1e 2059 d3 84

a8 c9 63 bc 83 94 a8

0a7c433382cld3

44 87 1le 1a 42 16 63

d8 eb 80 5f a8 ac 37

14 f2 caeb le 5e a6

1a 70 bf 69 03 a3 56

50 dd 8a

C:\Users\user\AppData\Local\Temp\7FDE000O 1023 2 03 00 success or wait 20 7FEEAA29ACO unknown
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File Path

C:\Users\user\AppData\Local\Temp\7FDE000O

C:\Users\user\AppData\Local\Temp\7FDE0000

Copyright null 2021

Offset
0

55330

Length Value

569

1028

Ascii

504b 03 04 14 00 06 PK.......... 1.%b..cne
00 08 00 00 00 21 00 [Content_Types].xml ...

d7256218c80100 (
00 0f 07 00 00 13 00
08 02 5b 43 6f 6e 74
65 6e 74 5f 54 79 70

65 73 5d 2e 78 6d 6¢C .
20a2040228a000 ...

02 00 00 00 00 0000 .
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

89 50 4e 47 0d Oa 1a

REIN| G S— [ 21[5) R ——
0a 00 00 00 0d 49 48 R9....sRGB......... pRIME
4452000000 1e 00 .t.fx...IDATHK.YL.Q

0000 1e 08 0200 00 VI.P. .qC.(....(."-...q.....%

00b4 5239150000 1..q./F.Q.L\./4.KIX.Q...EE..

0001 735247 4200 (
aece 1ce9 000000 .

09704859730000 EE.s.hS}...%"Xs....s..R

..\Vi;.z..h..7.0.
J|s..k.3.Mm].J|.3.

1274000012 7401 b...9....jw...0

de 66 1f 78 00 00 03
a9 49 44 41 54 48 4b
ad 96 59 4c 1351 14
86 e7 de 99 2e d2 56
6c 11 50 08 20 08 71
4394288988 1297
2889 22 c6 2d ca 8b
89 71 89 f2 a2 0f c6
25 31 c6 a8 71 89 2f
46 03 51 1f 4c 5¢ a2
2f 34 b8 4b 6¢ 58 12
51 a3 889545 4591
b6 28 a0 20 d8 da 56
da 69 3b f7 7a c6 16
dc 68 a7 08 37 3 30
b9 99 f3 cd b9 e7 fc
e7 dc 83 28 a5 Oc c3
7c 73 f2 b7 6b da 4a
f4 4d 6d 5d 2e 4a 7c
b0 33 e4 85 d8 8 b1
ca 1ld ab d3 57 e6 26
45 45 8e 02 73 04 68
5387 7d db c9 9a b7
9d 02 25 5e 78 60 73
¢8 dc 9f 06 08 73 08
cb 52 62 d0 85 bd 39
9392 b4 c8 6a 77 e7
ef 2e 6f

Completion

success or wait

success or wait

Source

Count Address Symbol

22

2

TFEEAA29ACO unknown

TFEEAA29ACO unknown
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File Path

C:\Users\user\AppData\Local\Temp\7FDE0000

C:\Users\user\Desktop\50EE0000

Copyright null 2021

Offset Length Value

62793 1568

unknown 16384

13 00 00 00 00 00 00
00 00 00 00 00 00 00

00 00 00 00 5b 43 6f kbook.xml.relsPK..-

6e 74 65 6e 74 5f 54

Ascii

IsPK

.............. *..XI/_rels/wor

79 70 65 73 5d 2e 78 xl/workbook.xml

6d 6¢ 50 4b 01 02 2d
00 14 00 06 00 08 00
00 00 21 00 b5 55 30
235 00 00 00 4c 02
00 00 Ob 00 00 00 00
00 00 00 00 00 00 00
00 00 01 04 00 00 5f
72 65 6¢ 73 2f 2e 72
65 6¢ 73 50 4b 01 02
2d 00 14 00 06 00 08
00 00 00 21 00 4d e5
28 7537 01 00 00 58
04 00 00 1a 00 00 00
00 00 00 00 00 00 00
00 00 00 27 07 00 00
78 6¢ 2f 5f 72 65 6¢
73 2f 77 6f 72 6b 62
6f 6f 6b 2e 78 6d 6¢
2e 72 65 6¢ 73 50 4b
01 02 2d 00 14 00 06
00 08 00 00 00 21 00
08 16 ef b5 b1 01 00
00 f9 02 00 00 Of 00
00 00 00 00 00 00 00
00 00 00 00 00 9e 09
00 00 78 6¢ 2f 77 6f
72 6b 62 6f 6f 6b 2e
78 6d 6¢

09 08 10 00 00 06 05
00 67 32 cd 07 c9 80
01 00 06 06 00 00 el
00 02 00 b0 04 c1 00

02 00 00 00 e2 00 00 .
00 5¢ 00 70 00 02 00 .

0020 2020202020 ...

2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 2020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 42 00
02 00 b0 04 61 01 02
00 00 00 c0 01 00 00
3d 01 06 00 06 00 04
00 07 00 9c 00 02 00
11 00 19 00 02 00 00
00 12 00 02 00 00 00
13 00 02 00 00 00 af
01 02 00 00 00 bc 01
02 00 00 00 3d 00 12
00 f0 00 69 00 d5 39
4a 1f 38 00 02 00 00
00 01 00 58 02 40 00
02 00 00 00 8d 00 02
00 00 00 22 00 02 00
00 00 Oe

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

TFEEAA29ACO unknown

TFEEAA29ACO unknown

Page 20 of 34



File Path

C:\Users\user\Desktop\50EE0000

C:\Users\user\Desktop\50EE0000

Copyright null 2021

Offset Length Value

unknown 16384 00 00 00 00 01 Of 00
08 021000 16 00 00 .,..
002d 002c 010000 .,..

unknown 8483

00 00 00 01 0f 00 08

021000 17 0000 00 .

2d 00 2c 01 00 00 00
00 00 01 Of 00 08 02
10 00 18 00 00 00 2d
00 2¢ 01 00 00 00 00
00 01 0f 00 08 02 10
00 19 00 00 00 2d 00
2c 01 00 00 00 00 00
01 0f 00 08 02 10 00
1a 00 00 00 2d 00 2c
01 00 00 00 00 00 01
0f 00 08 02 10 00 1b
00 00 00 2d 00 2c 01
00 00 00 00 00 01 of
00 08 02 10 00 1c 00
00 00 2d 00 2c 01 00
00 00 00 00 01 0f 00
08 02 10 00 1d 00 00
00 2d 00 2c 01 00 00
00 00 00 01 0f 00 08
02 10 00 1e 00 00 00
2d 00 2c 01 00 00 00
00 00 01 Of 00 08 02
10 00 1f 00 00 00 2d
00 2¢ 01 00 00 00 00
00 01 0f 00 be 00 60
00 00 00 00 00 41 00
41 004100410041
0041 0041004100
410041004100 41
0041 004100 41 00
41 004100410041
00 41 00

0041 004100 41 00
4100 16 00 be 00 34
00 b1 01 00 00 41 00
410041004100 41
0041 004100 41 00
41004100410041
0041 004100 41 00
410041004100 41
0041 0041004100
4100 16 00 be 00 34
00 b2 01 00 00 41 00
41004100410041
0041 0041004100
41 004100410041
0041 004100 41 00
41 004100410041
0041 004100 41 00
4100 16 00 be 00 34
00 b3 01 00 00 41 00
41004100 410041
0041 004100 41 00
41004100410041
0041 0041004100
41 004100410041
0041 004100 41 00
4100 16 00 be 00 34
00 b4 01 00 00 41 00
410041004100 41
0041 0041004100
410041004100 41
0041 00 41 00 41 00
41004100410041
0041 0041004100
41 00 16 00 be 00 34
00 b5 01 00 00 41 00
41 004100410041
00 41 00

AAAAAAAAAAA
AAAAAAAAA

AAAALLALLAAAAA
A
AAAAAAAAAAAA.
AAA
AALLALLAAAAAAA
A
AAAAAAAAAAAA.
AAA

Al L AAAAAAAAA
A
AAAAAAAAAAAA.
(e,

AL AAAAAAAAAA
AA
AAAAAAAAAAA...
4...AAAAAA.

Completion

success or wait

success or wait

Source

Count Address Symbol

8

1

TFEEAA29ACO unknown

TFEEAA29ACO unknown
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File Path

C:\Users\user\Desktop\50EE0000

C:\Users\user\Desktop\50EE0000

Copyright null 2021

Offset Length Value

unknown 16384

unknown 14917

09 08 10 00 00 06 05
00 67 32 cd 07 c9 80
01 00 06 06 00 00 el
00 02 00 b0 04 c1 00

TN s J

02 000000€20000 ...

00 5¢ 00 70 00 02 00 .

0020 2020202020 ...

2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 42 00
02 00 b0 04 61 01 02
00 00 00 c0 01 00 00
3d 01 06 00 06 00 04
00 07 00 9c 00 02 00
11 00 19 00 02 00 00
00 12 00 02 00 00 00
13 00 02 00 00 00 af
01 02 00 00 00 bc 01
02 00 00 00 3d 00 12
00 f0 00 69 00 d5 39
4a 1f 38 00 02 00 00
00 01 00 58 02 40 00
02 00 00 00 8d 00 02
00 00 00 22 00 02 00
00 00 Oe

0041 004100 41 00
4100 16 00 be 00 34
00 b1 01 00 00 41 00
410041004100 41
0041 004100 41 00
41004100410041
0041 004100 41 00
410041004100 41
0041 0041004100
4100 16 00 be 00 34
00 b2 01 00 00 41 00
41 004100410041
0041 0041004100
41 004100410041
0041 004100 41 00
41 004100410041
0041 004100 41 00
4100 16 00 be 00 34
00 b3 01 00 00 41 00
41004100 410041
0041 004100 41 00
41004100410041
0041 0041004100
41 004100410041
0041 004100 41 00
4100 16 00 be 00 34
00 b4 01 00 00 41 00
410041004100 41
0041 0041004100
410041004100 41
0041 00 41 00 41 00
41 004100410041
0041 0041004100
41 00 16 00 be 00 34
00 b5 01 00 00 41 00
41 004100410041
00 41 00

AAAALLALLAAAAA
A
AAAAAAAAAAAA.
AAA
AALLALLAAAAAAA
A
AAAAAAAAAAAA.
AAA

Al L AAAAAAAAA
A
AAAAAAAAAAAA.
(e,

AL AAAAAAAAAA
AA
AAAAAAAAAAA...
4...AAAAAA.

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

TFEEAA29ACO unknown

TFEEAA29ACO unknown
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File Path

C:\Users\user\Desktop\50EE0000

C:\Users\user\Desktop\50EE0000

Copyright null 2021

Offset Length Value

unknown 16384

unknown 200

09 08 10 00 00 06 05

006732cd07c980 ... \.p....

01 00 06 06 00 00 el
00 02 00 b0 04 c1 00

02 000000€20000 ...

00 5¢ 00 70 00 02 00 .

0020 2020202020 ...

2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 42 00
02 00 b0 04 61 01 02
00 00 00 c0 01 00 00
3d 01 06 00 06 00 04
00 07 00 9c 00 02 00
11 00 19 00 02 00 00
00 12 00 02 00 00 00
13 00 02 00 00 00 af
01 02 00 00 00 bc 01
02 00 00 00 3d 00 12
00 f0 00 69 00 d5 39
4a 1f 38 00 02 00 00
00 01 00 58 02 40 00
02 00 00 00 8d 00 02
00 00 00 22 00 02 00
00 00 Oe

fe ff 00 00 06 01 02

00 00 00 00000000 ...

00 00 00 00 00 00 00

00 00 0001000000 ..x.

e0 85 9f f2 f9 4f 68
10 ab 91 08 00 2b 27
b3 d9 30 00 00 00 98
00 00 00 07 00 00 00
01 00 00 00 40 00 00
00 04 00 00 00 48 00
00 00 08 00 00 00 54
00 00 00 12 00 00 00
60 00 00 00 Oc 00 00
00 78 00 00 00 0d 00
00 00 84 00 00 00 13
00 00 00 90 00 00 00
02 00 00 00 e4 04 00
00 1e 00 00 00 04 00
00 0000000000 1e
00 00 00 04 00 00 00
00 00 00 00 1e 00 00
00 10 00 00 00 4d 69
63 72 6f 73 6f 66 74
20 45 78 63 65 6¢ 00
4000000000c0 7c
0d 23 d9 c6 01 40 00
00 00 00 49 de 5e 3d
09 d7 01 03 00 00 00
00 00 00 00

@....l.

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

TFEEAA29ACO unknown

TFEEAA29ACO unknown
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File Path

C:\Users\user\Desktop\50EE0000

C:\Users\user\Desktop\50EE0000

Copyright null 2021

Offset Length Value

unknown 276

unknown 1536

fe ff 00 00 06 01 02

00 000000000000 ...

00 00 00 00 00 00 00

00 00 00 01000000 ..

02d5cdd59c2e1b ...

1093 97 08 00 2b 2¢
f9 ae 30 00 00 00 e4
00 00 00 08 00 00 00
01 00 00 00 48 00 00
00 17 00 00 00 50 00
00 00 Ob 00 00 00 58
00 00 00 10 00 00 00
60 00 00 00 13 00 00
00 68 00 00 00 16 00
00 00 70 00 00 00 Od
00 00 00 78 00 00 00
Oc 00 00 00 9f 00 00
00 02 00 00 00 e4 04
00 00 03 00 00 00 00
00 Oe 00 Ob 00 00 00
00 00 00 00 Ob 00 00
00 00 00 00 00 Ob 00
00 00 00 00 00 00 Ob
00 00 00 00 00 00 00
1e 10 00 00 03 00 00
00 09 00 00 00 44 6f
63 75 53 69 67 6e 00
05 00 00 00 44 6f 63
3200 05 00 00 00 44
6f 63 31 00 Oc 10 00
00 04 00 00 00 1e 00
00 00 Ob 00 00 00 57
6f 72 6b 73 68 65 65
7473 00 03 00 00 00
02 00 00 00 1e 00 00
001100000045 78
63 65 6¢

01 000000020000 ...

00 03 0000000400 ...
00 000500000006 ...

00 00 00 07 00 00 00 .

08 00 00 00 09 00 00 ...!

00 0a 00 00 00 Ob 00

00000c0000000d ..../..0..1..2..3...4..5.
ROIOOIOUICEIOGIO D10 RN NS B RS-

0f 00 00 00 10 00 00
0011 00 00 00 12 00
00 00 13 00 00 00 14
00 00 00 15 00 00 00
16 00 00 00 17 00 00
00 18 00 00 00 19 00
00 00 1a 00 00 00 1b
00 00 00 1c 00 00 00
1d 00 00 00 1e 00 00
00 1f 00 00 00 20 00
00 00 21 00 00 00 22
00 00 00 23 00 00 00
2400 00 00 25 00 00
00 26 00 00 00 27 00
00 00 28 00 00 00 29
00 00 00 2a 00 00 00
2b 00 00 00 2c 00 00
00 2d 00 00 00 2e 00
00 00 2f 00 00 00 30
00 00 00 31 00 00 00
3200 00 00 33 00 00
00 34 00 00 00 35 00
00 00 36 00 00 00 37
00 00 00 38 00 00 00
39 00 00 00 3a 00 00
00 3b 00 00 00 3c 00
00 00 3d 00 00 00 3e
00 00 00 3f 00 00 00
40 00 00

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

TFEEAA29ACO unknown

TFEEAA29ACO unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\Desktop\50EE0000 unknown 512 docflle0alblla .....ccoooemns > success or wait 1 TFEEAA29ACO unknown
€1 00 00 00 00 00 00 ....

00 00 00 00 00 00 00 ...

00 00003e 000300 ...
fe ff 09 00 06 00 00
00 00 00 00 00 00 00 ...

00 00 02 00 00 00 b0 .
00 00 00 00 00 00 0O ...
00 10 00 00 fe ff ff ff .....ccceceee.
00 00 00 00 fe ff ff ff
00 00 00 00 ae 00 00
00 af 00 00 00 ff ff ff
ff ff ff ff f ff ff f ff ff ff
ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff ff ff ff f ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff f ff ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff f ff ff f ff ff ff
ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff ff ff ff f ff ff
ff ff ff ff ff ff ff ff f ff ff
ff ff ff
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\Desktop\50EE0000 unknown 16384 success or wait 1 7FEEAA29ACO unknown
C:\Users\user\Desktop\50EE0000 unknown 16384 success or wait 1 7FEEAA29ACO unknown
C:\Users\user\Desktop\50EE0000 unknown 16384 success or wait 1 7FEEAA29ACO unknown
Registry Activities
Key Created
Source
Key Path Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options success or wait 1 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency success or wait 4 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery success or wait 4 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDEBB success or wait 1 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDFF3 success or wait 1 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EEOBE success or wait 1 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems success or wait 1 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F6326 success or wait 1 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency success or wait 1 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery success or wait 1 7FEEAA29ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F6519 success or wait 1 7FEEAA29ACO unknown
Key Value Created
Source
Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Iltem 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk
top\0887538035.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk
top\8416751812.xIsx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk
top\3580751004.xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7606393495.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4458179343.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

7TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EDEBB binary 04 00 00 00 DC 08 00 00 39 00 00 00 43 success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EDEBB 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 32 00 2E 00 36 00 2E 00 32 00
38 00 2E 00 73 00 68 00 65 00 65 00 74
00 2E 00 63 00 73 00 76 00 00 00 00 00
220000 00 43 00 3A 00 5C 00 55 00 73
00 65 00 72 00 73 00 5C 00 41 00 6C 00
62 00 7500 73 00 5C 00 41 00 70 00 70
00 44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00 65
00 6D 00 70 00 5C 00 01 00 00 00 01 00
00 00 36 37 FO 5A 3D 09 D7 01 BB DE
OE 00 BB DE OE 00 00 00 00 00 B8 02
00 00 OA 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00

HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 TFEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\0887538035.xIsx
HKEY_CURRENT_USER\Software\Mic Item 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 TFEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\8416751812.xIsx
HKEY_CURRENT_USER\Software\Mic Item 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 TFEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\3580751004.xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Iltem 11

Iltem 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7606393495.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4458179343.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

7TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\EDFF3

Copyright null 2021

Name

EDFF3

Type

binary

Data

04 00 00 00 DC 08 00 00 30 00 00 00 43 success or wait

00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 78 00 6C 00 73 00 6D 00 2E 00 73
00 68 00 65 00 65 00 74 00 2E 00 63 00
73 00 76 00 00 00 00 00 22 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 01 00 00 00 01 00 00 00 14 OC 30
5F 3D 09 D7 01 F3 DF OE 00 F3 DF OE
00 00 00 00 00 B8 02 00 00 66 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00

Completion

Source

Count Address Symbol

1

TFEEAA29ACO unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EEOBE binary 04 00 00 00 DC 08 00 00 2E 00 00 00 43 success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EEOBE 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 44 00 65 00 73 00 6B 00 74 00
6F 00 70 00 5C 00 64 00 6F 00 63 00 75
00 6D 00 65 00 6E 00 74 00 2D 00 31 00
30 00 31 0039 00 31 00 35 00 33 0031
00 31 00 36 00 2E 00 78 00 6C 00 73 00
00 00 00 00 17 00 00 00 43 00 3A 00 5C
00 55 00 73 00 65 00 72 00 73 00 5C 00
41 00 6C 00 62 00 75 00 73 00 5C 00 44
00 65 00 73 00 6B 00 74 00 6F 00 70 00
5C 00 01 00 00 00 01 00 00 00 58 5F 51
5F 3D 09 D7 01 BE EO OE 00 BE EO OE
00 00 00 00 00 B8 02 00 00 6E 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00
HKEY_CURRENT_USER\Software\Mic iy0 binary 69 79 30 00 DC 08 00 00 02 00 00 00 00 success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Resiliency\Startupltems 00 00 00 64 00 00 00 01 00 00 00 30 00

00 00 28 00 00 00 64 00 6F 00 63 00 75
00 6D 00 65 00 6E 00 74 00 2D 00 31 00
30 00 31 00 39 00 31 00 35 00 33 00 31
00 31 00 36 00 2E 00 78 00 6C 00 73 00
00 00 64 00 6F 00 63 00 75 00 6D 00 65
00 6E 00 74 00 2D 00 31 00 30 00 31 00
39 00 31 00 350033 00 31 00 31 00 36
00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic F6326 binary 04 00 00 00 DC 08 00 00 2A 00 00 00 43 success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\F6326 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 82 45
2473 3D 09 D7 01 26 63 OF 00 26 63 OF
00 00 00 00 00 B8 02 00 00 56 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Iltem 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\0887538035.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\8416751812.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\3580751004.xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Iltem 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7606393495.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4458179343.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

7TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path Name Type

HKEY_CURRENT_USER\Software\Mic F6519 binary
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\F6519

Data

04 00 00 00 DC 08 00 00 2A 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 82 45
2473 3D 09 D7 01 19 65 OF 00 19 65 OF
00 00 00 00 00 B8 02 00 00 56 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
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00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
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00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00

Completion

success or wait

Source

Count Address Symbol

1

TFEEAA29ACO unknown

Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2028 Parent PID: 2268
General
Start time: 09:08:43
Start date: 22/02/2021
Path: C:\Windows\System32\rundll32.exe
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Wow64 process (32bit): false

Commandline: rundll32 .\iopjvdf.vock,DIIRegisterServer
Imagebase: 0xff4b0000

File size: 45568 bytes

MDS5 hash: DD81D91FF3B0763C392422865C9AC12E
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

Source
File Path Offset Length Completion Count Address Symbol

Disassembly

Code Analysis
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