
ID: 356169
Cookbook: browseurl.jbs
Time: 17:44:19
Date: 22/02/2021
Version: 31.0.0 Emerald
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Analysis Report https://www.evernote.com/shard/s595/sh/b91d9696-d04c-42d9-aac2-403f317dbf26/5c12ac24b795a9cb44df2e7a0e541ee4…

Overview

General Information

Sample URL: https://www.evernote
.com/shard/s595/sh/b91d9
696-d04c-42d9-aac2-403f3
17dbf26/5c12ac24b795a9c
b44df2e7a0e541ee4

Analysis ID: 356169

Most interesting Screenshot:

Detection

HTMLPhisherHTMLPhisher

Score: 68

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for subAntivirus / Scanner detection for sub……

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Yara detected HtmlPhish_20

Yara detected HtmlPhish_20

Yara detected HtmlPhish_20

Yara detected HtmlPhish_20

Yara detected HtmlPhish_20

Yara detected HtmlPhish_20

Yara detected HtmlPhish_20Yara detected HtmlPhish_20

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on logPhishing site detected (based on log……

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of HTML body contains low number of ……

Suspicious form URL found

Suspicious form URL found

Suspicious form URL found

Suspicious form URL found

Suspicious form URL found

Suspicious form URL found

Suspicious form URL foundSuspicious form URL found

Classification

Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Signature Overview

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 5668 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized 'https://www.evernote.com/shard/s595/sh/b91d9696-d04c-42d9-aac2-

403f317dbf26/5c12ac24b795a9cb44df2e7a0e541ee4' MD5: C139654B5C1438A95B321BB01AD63EF6)
chrome.exe (PID: 5624 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1540,16948765496604090743,7477657816965738739,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1700 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

cleanup

No configs have been found

No yara matches

Startup
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• AV Detection

• Phishing

• Compliance

• Networking

• System Summary

Click to jump to signature section

AV Detection:

Antivirus / Scanner detection for submitted sample

Antivirus detection for URL or domain

Phishing:

Yara detected HtmlPhish_20

Phishing site detected (based on logo template match)

Compliance:

Creates a directory in C:\Program Files

Uses secure TLS version for HTTPS connections

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation

Defense
Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and
Control

Network
Effects

Remote
Service
Effects Impact

Valid
Accounts

Windows
Management
Instrumentation

Path
Interception

Process
Injection 1

Masquerading 3 OS
Credential
Dumping

System
Service
Discovery

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 2

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or
Logon
Initialization
Scripts

Process
Injection 1

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Non-
Application
Layer
Protocol 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Device
Lockout

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon
Script
(Windows)

Obfuscated Files
or Information 1

Security
Account
Manager

Query
Registry

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Behavior Graph
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Behavior Graph

ID: 356169

URL: https://www.evernote.com/sh...

Startdate: 22/02/2021

Architecture: WINDOWS

Score: 68

secure.quantserve.com pages-wildcard.weebly.com 5 other IPs or domains

Antivirus detection
for URL or domain

Antivirus / Scanner
detection for submitted

sample
Yara detected HtmlPhish_20

Phishing site detected
(based on logo template

match)

chrome.exe

14 497

        started       

192.168.2.1

unknown

unknown

239.255.255.250

unknown

Reserved

chrome.exe

134

        started       

pages-wildcard.weebly.com

199.34.228.53, 443, 49747, 49748

WEEBLYUS

United States

s.twitter.com

104.244.42.3, 443, 49807, 49931

TWITTERUS

United States

37 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

https://www.evernote.com/shard/s595/sh/b91d9696-d04c-42d9-aac2-
403f317dbf26/5c12ac24b795a9cb44df2e7a0e541ee4

0% Virustotal Browse

https://www.evernote.com/shard/s595/sh/b91d9696-d04c-42d9-aac2-
403f317dbf26/5c12ac24b795a9cb44df2e7a0e541ee4

0% Avira URL Cloud safe

https://www.evernote.com/shard/s595/sh/b91d9696-d04c-42d9-aac2-
403f317dbf26/5c12ac24b795a9cb44df2e7a0e541ee4

100% SlashNext Fake Login Page 
type: Phishing & 
Social Engineering

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

weebly.map.fastly.net 0% Virustotal Browse

www.google.co.uk 0% Virustotal Browse

rules.quantcount.com 0% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

Copyright null 2021 Page 7 of 53

https://www.virustotal.com/gui/url/d22c2d4c89e0f1b190c2142767b37e0fc27c54b52c7f5b431374bc2f482d1a00/detection/u-d22c2d4c89e0f1b190c2142767b37e0fc27c54b52c7f5b431374bc2f482d1a00-1614011910
https://www.virustotal.com/gui/url/142a0e98ccdb8f64388a667b1096a3d67ff104e18514958760aff905857d6be8/detection/u-142a0e98ccdb8f64388a667b1096a3d67ff104e18514958760aff905857d6be8-1608934812
https://www.virustotal.com/gui/url/4d48058d5bffaefa5134d9a540ffdcb1956ebadb780081500b29e800ee0a7a6d/detection/u-4d48058d5bffaefa5134d9a540ffdcb1956ebadb780081500b29e800ee0a7a6d-1614009698
https://www.virustotal.com/gui/url/d21aefa9504ff2cccecf076fc80701f2e754b35ca092fe536339424529d052a6/detection/u-d21aefa9504ff2cccecf076fc80701f2e754b35ca092fe536339424529d052a6-1613746664


Source Detection Scanner Label Link

https://www.evernote.com/shard/s595/client/snv?noteGuid=b91d9696-d04c-42d9-aac2-
403f317dbf26¬eKey=5c12ac24b795a9cb44df2e7a0e541ee4&sn=https%3A%2F%2Fwww.evernote.com
%2Fshard%2Fs595%2Fsh%2Fb91d9696-d04c-42d9-aac2-
403f317dbf26%2F5c12ac24b795a9cb44df2e7a0e541ee4&title=%252B1630-373-
7027%2Bleft%2Byou%2Ba%2Bmissed%2Bcall%2Bfrom%2BMike%2BVan%2BDril

100% SlashNext Fake Login Page 
type: Phishing & 
Social Engineering

https://www.hotjarconsent.com/sv.html 0% URL Reputation safe

https://www.hotjarconsent.com/sv.html 0% URL Reputation safe

https://www.hotjarconsent.com/sv.html 0% URL Reputation safe

https://www.hotjarconsent.com/sv.html 0% URL Reputation safe

https://evernote.com_oeu1614044736016r0.2561784427478866$$10831113667$$layer_map 0% Avira URL Cloud safe

https://evernote.com_pending_events 0% Avira URL Cloud safe

https://evernote.com_oeu1614044736016r0.2561784427478866$$10831113667$$variation_map 0% Avira URL Cloud safe

https://www.hotjarconsent.com/pl.html 0% URL Reputation safe

https://www.hotjarconsent.com/pl.html 0% URL Reputation safe

https://www.hotjarconsent.com/pl.html 0% URL Reputation safe

https://www.hotjarconsent.com/fr.html 0% URL Reputation safe

https://www.hotjarconsent.com/fr.html 0% URL Reputation safe

https://www.hotjarconsent.com/fr.html 0% URL Reputation safe

https://www.hotjarconsent.com/el.html 0% URL Reputation safe

https://www.hotjarconsent.com/el.html 0% URL Reputation safe

https://www.hotjarconsent.com/el.html 0% URL Reputation safe

https://www.hotjarconsent.com/zh.html 0% URL Reputation safe

https://www.hotjarconsent.com/zh.html 0% URL Reputation safe

https://www.hotjarconsent.com/zh.html 0% URL Reputation safe

https://www.hotjarconsent.com/fi.html 0% URL Reputation safe

https://www.hotjarconsent.com/fi.html 0% URL Reputation safe

https://www.hotjarconsent.com/fi.html 0% URL Reputation safe

https://evernote.com_oeu1614044736016r0.2561784427478866$$10831113667$$tracker_optimizely
0% Avira URL Cloud safe

https://evernote.com_oeu1614044736016r0.2561784427478866$$10831113667$$visitor_profile 0% Avira URL Cloud safe

https://surveystats.hotjar.io/hit 0% Avira URL Cloud safe

https://www.hotjarconsent.com/sq.html 0% URL Reputation safe

https://www.hotjarconsent.com/sq.html 0% URL Reputation safe

https://www.hotjarconsent.com/sq.html 0% URL Reputation safe

https://www.hotjarconsent.com/it.html 0% URL Reputation safe

https://www.hotjarconsent.com/it.html 0% URL Reputation safe

https://www.hotjarconsent.com/it.html 0% URL Reputation safe

https://www.hotjarconsent.com 0% URL Reputation safe

https://www.hotjarconsent.com 0% URL Reputation safe

https://www.hotjarconsent.com 0% URL Reputation safe

https://www.hotjarconsent.com/pt_br.html 0% URL Reputation safe

https://www.hotjarconsent.com/pt_br.html 0% URL Reputation safe

https://www.hotjarconsent.com/pt_br.html 0% URL Reputation safe

Name IP Active Malicious Antivirus Detection Reputation

star-mini.c10r.facebook.com 31.13.92.36 true false high

pagead46.l.doubleclick.net 172.217.16.130 true false high

evernote.com 35.190.29.187 true false high

d2fashanjl7d9f.cloudfront.net 13.226.162.93 true false high

stats.l.doubleclick.net 64.233.167.155 true false high

s.twitter.com 104.244.42.3 true false high

global.px.quantserve.com 91.228.74.189 true false high

p13nlog-1106815646.us-east-
1.elb.amazonaws.com

35.169.132.251 true false high

weebly.map.fastly.net 151.101.1.46 true false 0%, Virustotal, Browse unknown

www.evernote.com 34.107.165.220 true false high

vars.hotjar.com 99.86.159.126 true false high

URLs

Domains and IPs

Contacted Domains
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https://www.virustotal.com/gui/url/142a0e98ccdb8f64388a667b1096a3d67ff104e18514958760aff905857d6be8/detection/u-142a0e98ccdb8f64388a667b1096a3d67ff104e18514958760aff905857d6be8-1608934812


pages-wildcard.weebly.com 199.34.228.53 true false high

scontent.xx.fbcdn.net 31.13.92.14 true false high

script.hotjar.com 143.204.2.84 true false high

pagead.l.doubleclick.net 142.250.186.162 true false high

dashboard.svc.www.evernote.com 35.190.3.250 true false high

www.google.co.uk 142.250.186.35 true false 0%, Virustotal, Browse unknown

googlehosted.l.googleusercontent.com 142.250.186.33 true false high

static-cdn.hotjar.com 99.86.159.75 true false high

youronlinechoices.eu 35.158.107.63 true false high

logx.optimizely.com unknown unknown false high

www.facebook.com unknown unknown false high

content.evernote.com unknown unknown false high

cdn2.editmysite.com unknown unknown false high

a10732733166.cdn.optimizely.com unknown unknown false high

office365microsoftlogin.weebly.com unknown unknown false high

secure.quantserve.com unknown unknown false high

pixel.quantserve.com unknown unknown false high

connect.facebook.net unknown unknown false high

rules.quantcount.com unknown unknown false 0%, Virustotal, Browse unknown

stats.g.doubleclick.net unknown unknown false high

clients2.googleusercontent.com unknown unknown false high

analytics.twitter.com unknown unknown false high

cdn.optimizely.com unknown unknown false high

www.youronlinechoices.eu unknown unknown false high

googleads.g.doubleclick.net unknown unknown false high

static.hotjar.com unknown unknown false high

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

https://evernote.com/privacy/ false high

https://www.evernote.com/shard/s595/client/snv?noteGuid=b91d9696-d04c-42d9-aac2-
403f317dbf26¬eKey=5c12ac24b795a9cb44df2e7a0e541ee4&sn=https%3A%2F%2Fwww.ever
note.com%2Fshard%2Fs595%2Fsh%2Fb91d9696-d04c-42d9-aac2-
403f317dbf26%2F5c12ac24b795a9cb44df2e7a0e541ee4&title=%252B1630-373-
7027%2Bleft%2Byou%2Ba%2Bmissed%2Bcall%2Bfrom%2BMike%2BVan%2BDril

false SlashNext: Fake Login Page type: Phishing & 
Social Engineering

high

https://evernote.com/features/webclipper false high

https://evernote.com/legal/terms-of-service false high

https://evernote.com/ false high

https://evernote.com/features/notes-app false high

https://dashboard.svc.www.evernote.com/app/nv/ false high

https://office365microsoftlogin.weebly.com/ false high

Name Source Malicious Antivirus Detection Reputation

https://evernote.com/js/vendors.a9a1fd52267e34ba2d22.jsaD
597a313d0a21f4f6_0.1.dr false high

https://www.hotjarconsent.com/sv.html a99290c87fe5010f_0.1.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/984368495/?random=1614044757737&cv=

ba5ddc20b7748c8d_0.1.dr false high

https://cdn2.editmysite.com/js/lang/en/stl.js?
buildTime=1613524086&

1e86b7fa04131db8_0.1.dr, bce11
561f2598066_0.1.dr

false high

https://evernote.com_oeu1614044736016r0.256178442747886
6$$10831113667$$layer_map

000003.log3.1.dr false Avira URL Cloud: safe low

https://www.evernote.com 000003.log3.1.dr false high

https://connect.facebook.net/signals/config/891802871018262
?v=2.9.33&r=stable

c7283c7b015094ed_0.1.dr false high

https://evernote.com/features/webclipper Current Session.1.dr false high

https://evernote.com/js/homepage-refresh-
2020.cdbb300a0f16d30f0175.js

2165e2def390e585_0.1.dr false high

https://evernote.com/8Best Current Session.1.dr false high

https://evernote.com/#7 151684b7e77589b9_0.1.dr false high

Contacted URLs

URLs from Memory and Binaries
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https://www.virustotal.com/gui/url/4d48058d5bffaefa5134d9a540ffdcb1956ebadb780081500b29e800ee0a7a6d/detection/u-4d48058d5bffaefa5134d9a540ffdcb1956ebadb780081500b29e800ee0a7a6d-1614009698
https://www.virustotal.com/gui/url/d21aefa9504ff2cccecf076fc80701f2e754b35ca092fe536339424529d052a6/detection/u-d21aefa9504ff2cccecf076fc80701f2e754b35ca092fe536339424529d052a6-1613746664


https://evernote.com/j c7283c7b015094ed_0.1.dr false high

https://evernote.com/js/vendors.a9a1fd52267e34ba2d22.js
5998dd32816f7ad2_0.1.dr false high

https://evernote.com/c 252d794805ca6117_0.1.dr false high

https://cdn2.editmysite.com/js/lang/en/stl.js?
buildTime=1613524086&aD

bce11561f2598066_0.1.dr false high

https://evernote.com/w 758377246be36174_0.1.dr false high

https://evernote.com_pending_events 000003.log3.1.dr false Avira URL Cloud: safe low

https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/975811088/?random=1614044732738&cv=

296f00565bc963a6_0.1.dr false high

https://evernote.com/privacy/cookies Current Session.1.dr false high

https://evernote.com/z 1612b62d01057b63_0.1.dr false high

https://evernote.com/t 758377246be36174_0.1.dr false high

https://evernote.com/q 0975bddc074f57c1_0.1.dr false high

https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/984368495/?random=1614044766206&cv=

2a729790c8f1bd0b_0.1.dr false high

https://evernote.com_oeu1614044736016r0.256178442747886
6$$10831113667$$variation_map

000003.log3.1.dr false Avira URL Cloud: safe low

https://evernote.com/features/notes-app Current Session.1.dr false high

https://www.hotjarconsent.com/pl.html a99290c87fe5010f_0.1.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://cdn.optimizely.com/js/10831113667.js 252d794805ca6117_0.1.dr false high

https://www.hotjarconsent.com/fr.html a99290c87fe5010f_0.1.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://evernote.com/#b 0975bddc074f57c1_0.1.dr false high

https://evernote.com/5s9 758377246be36174_0.1.dr false high

https://office365microsoftlogin.weebly.com/ Favicons.1.dr, Network Action Predictor-
journal.1.dr, Current Session.1.dr, 0000
03.log0.1.dr

false high

https://office365microsoftlogin.weebly.com/files/templateArtifa
cts.js?1613993205

98a4d40d758e6fc1_0.1.dr false high

https://office365microsoftlogin.weebly.com/ajax/apps/formSub
mitAjax.php

Current Session.1.dr false high

https://youronlinechoices.eu/ ef6c920662221cc8_0.1.dr false high

https://evernote.com/why-evernoteFocus History.1.dr false high

https://secure.quantserve.com/quant.jsaD cdcc69ea20fbcaa3_0.1.dr false high

https://office365microsoftlogin.weebly.com 000003.log3.1.dr false high

https://www.yinxiang.com/?referer=en e3101327c9f33192_0.1.dr false high

https://dashboard.svc.www.evernote.com/ Network Action Predictor-journal.1.dr false high

https://identify.hotjar.com a99290c87fe5010f_0.1.dr false high

https://www.hotjarconsent.com/el.html a99290c87fe5010f_0.1.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://evernote.com/features/webclipperWeb History.1.dr false high

https://stage-www.yinxiang.com/?referer=en e3101327c9f33192_0.1.dr false high

https://www.hotjar.com/feedback-polls?
utm_source=client&utm_medium=poll&utm_campaign=insight
s

a99290c87fe5010f_0.1.dr false high

https://a10732733166.cdn.optimizely.com/ 000003.log0.1.dr false high

https://office365microsoftlogin.weebly.com/gdpr/gdprscript.js?
buildTime=1613524086&hasRemindMe=true&

f5bf27361285931b_0.1.dr false high

https://weebly.com/ f5bf27361285931b_0.1.dr, 53b0f
f8e7a0fe4ef_0.1.dr

false high

https://evernote.com/js/privacy.575937cbb0f6cedfc08c.js d77b8fb57306a18b_0.1.dr false high

https://dashboard.svc.www.evernote.com/app/nv/en.9677374f
5226e3503d72.js

e7741d47a1883d4f_0.1.dr false high

https://evernote.com/privacy/cookiesCookie History.1.dr false high

https://feedback.googleusercontent.com manifest.json0.1.dr false high

https://www.hotjarconsent.com/zh.html a99290c87fe5010f_0.1.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://evernote.com/favicon.ico: Favicons.1.dr false high

https://weebly.com/G 9bc6f2ebc0217660_0.1.dr false high

Name Source Malicious Antivirus Detection Reputation
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https://connect.facebook.net/signals/config/100741036260553
4?v=2.9.33&r=stable

0975bddc074f57c1_0.1.dr false high

https://www.hotjarconsent.com/fi.html a99290c87fe5010f_0.1.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://evernote.com/js/privacy-
detail.088ada0b0ef2b31b72f9.js

1612b62d01057b63_0.1.dr false high

https://evernote.com/pE 24b02991d02afc49_0.1.dr false high

https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/781428326/?random=1614044774378&cv=

162fde7c79a881f4_0.1.dr false high

https://evernote.com_oeu1614044736016r0.256178442747886
6$$10831113667$$tracker_optimizely

000003.log3.1.dr false Avira URL Cloud: safe low

https://www.youronlinechoices.eu/wp-
content/plugins/optout/js/optout_testpage.js

3a6866528061df31_0.1.dr false high

https://evernote.com/tos/ Favicons.1.dr false high

https://evernote.com_oeu1614044736016r0.256178442747886
6$$10831113667$$visitor_profile

000003.log3.1.dr false Avira URL Cloud: safe low

https://surveystats.hotjar.io/hit a99290c87fe5010f_0.1.dr false Avira URL Cloud: safe unknown

https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/984368495/?random=1614044743308&cv=

f620174c7c4ae271_0.1.dr false high

https://evernote.com/features/notes-appEvernote History.1.dr false high

https://www.hotjarconsent.com/sq.html a99290c87fe5010f_0.1.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/781428326/?random=1614044738279&cv=

143cf43e21bd5e8c_0.1.dr false high

https://evernote.com/js/features2020.ed41e1c0b02db85fa5a1.j
s

1a8a1b98f4c762b9_0.1.dr false high

https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/781428326/?random=1614044762134&cv=

60f06f972295786f_0.1.dr false high

https://www.hotjarconsent.com/it.html a99290c87fe5010f_0.1.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/984368495/?random=1614044732722&cv=

a5bf1908950f670b_0.1.dr false high

https://dashboard.svc.www.evernote.com/app/nv/icons-
1ec2b385e995168bc5bb4934b116d4a6/favicon.ico

Favicons.1.dr false high

https://www.hotjarconsent.com a99290c87fe5010f_0.1.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/781428326/?random=1614044766200&cv=

8ae3279c1c9aa41f_0.1.dr false high

https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/781428326/?random=1614044743303&cv=

a11ac5cf9ac5242c_0.1.dr false high

https://www.evernote.com/shard/s595/client/snv?
noteGuid=b91d9696-d04c-42d9-aac2-403f317dbf26¬eKey

History.1.dr, History Provider Cache.1.d
r, Favicons-journal.1.dr, Current Sessio
n.1.dr

false high

https://script.hotjar.com/modules.f56917110d6a0ab1d784.jsa
D

a99290c87fe5010f_0.1.dr false high

https://evernote.com/legal/terms-of-service Current Session.1.dr false high

https://a10732733166.cdn.optimizely.com/client_storage/a107
32733166.html

Current Session.1.dr false high

https://evernote.com/js/legal-
detail.1bc6156146307b06910c.js

40550c603d6681ec_0.1.dr false high

https://googleads.g.doubleclick.net/pagead/viewthroughconver
sion/984368495/?random=1614044774370&cv=

151684b7e77589b9_0.1.dr false high

https://www.hotjarconsent.com/pt_br.html a99290c87fe5010f_0.1.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://logx.optimizely.com/v1/events 000003.log3.1.dr false high

https://dashboard.svc.www.evernote.com/app/nv/ce/ce-
2285e650ae.js

0b49a560886c1370_0.1.dr false high

Name Source Malicious Antivirus Detection Reputation
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https://evernote.com/K 40550c603d6681ec_0.1.dr false high

https://evernote.com/L 0975bddc074f57c1_0.1.dr false high

https://evernote.com/1% 252d794805ca6117_0.1.dr false high

https://cdn2.editmysite.com/js/site/footerSignup.js?
buildTime=1613524086

dd817c03f5d0eaef_0.1.dr false high

https://evernote.com/= a443d39d1fae8570_0.1.dr false high

https://cdn2.editmysite.com/js/site/main-customer-
accounts-site.js?buildTime=1613524086

43e644de4aa0cd7a_0.1.dr false high

https://evernote.com/C e19ab5391128b780_0.1.dr false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

64.233.167.155 unknown United States 15169 GOOGLEUS false

91.228.74.189 unknown United Kingdom 27281 QUANTCASTUS false

31.13.92.14 unknown Ireland 32934 FACEBOOKUS false

31.13.92.36 unknown Ireland 32934 FACEBOOKUS false

34.107.165.220 unknown United States 15169 GOOGLEUS false

35.169.132.251 unknown United States 14618 AMAZON-AESUS false

143.204.2.84 unknown United States 16509 AMAZON-02US false

199.34.228.53 unknown United States 27647 WEEBLYUS false

35.190.3.250 unknown United States 15169 GOOGLEUS false

35.190.29.187 unknown United States 15169 GOOGLEUS false

99.86.159.75 unknown United States 16509 AMAZON-02US false

142.250.186.33 unknown United States 15169 GOOGLEUS false

142.250.186.35 unknown United States 15169 GOOGLEUS false

91.228.74.134 unknown United Kingdom 27281 QUANTCASTUS false

142.250.186.162 unknown United States 15169 GOOGLEUS false

151.101.1.46 unknown United States 54113 FASTLYUS false

104.244.42.3 unknown United States 13414 TWITTERUS false

13.226.162.93 unknown United States 16509 AMAZON-02US false

239.255.255.250 unknown Reserved unknown unknown false

35.158.107.63 unknown United States 16509 AMAZON-02US false

99.86.159.126 unknown United States 16509 AMAZON-02US false

172.217.16.130 unknown United States 15169 GOOGLEUS false

Contacted IPs

Public
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General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 356169

Start date: 22.02.2021

Start time: 17:44:19

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 56s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://www.evernote.com/shard/s595/sh/b91d96
96-d04c-42d9-aac2-403f317dbf26/5c12ac24b795a9cb4
4df2e7a0e541ee4

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 22

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal68.phis.win@45/254@27/24

Cookbook Comments: Adjust boot time
Enable AMSI
Browse: https://office365micro
softlogin.weebly.com/
Browse: https://evernote.com/
Browse: https://evernote.com/tos/
Browse: https://evernote.com/privacy/
Browse: https://dashboard.svc.
www.evernote.com/app/nv/
Browse: https://www.youronlinechoices.eu/
Browse: https://evernote.com/privacy/cookies
Browse: https://evernote.com/
Browse: https://evernote.com/why-evernote
Browse: https://evernote.com/features/notes-app
Browse: https://evernote.com/features/webclipper

Warnings:

IP

192.168.2.1

127.0.0.1

Exclude process from analysis (whitelisted): 
taskhostw.exe, MpCmdRun.exe, 
BackgroundTransferHost.exe, 
backgroundTaskHost.exe, SgrmBroker.exe, 
conhost.exe, svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted): 
52.255.188.83, 23.54.113.53, 13.64.90.137, 
104.42.151.234, 172.217.23.109, 142.250.185.206, 
142.250.186.174, 74.125.173.135, 74.125.110.104, 
142.250.186.110, 142.250.185.99, 
142.250.185.164, 142.250.185.202, 
216.58.212.138, 142.250.186.131, 
142.250.185.104, 142.250.185.227, 
172.217.16.138, 142.250.185.138, 
142.250.185.170, 142.250.185.234, 
216.58.212.170, 142.250.186.42, 142.250.186.106, 
142.250.186.138, 142.250.186.170, 
172.217.18.106, 172.217.23.106, 142.250.185.74, 
168.61.161.212, 23.211.5.34, 142.250.186.104, 

Private

Show All
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204.79.197.200, 13.107.21.200, 13.107.42.23, 
13.107.5.88, 2.19.78.85, 23.210.248.85, 
93.184.220.29, 51.103.5.186, 51.104.139.180, 
8.241.122.126, 8.241.121.254, 8.248.145.254, 
67.26.73.254, 8.248.115.254, 142.250.185.195, 
173.194.188.167, 20.54.26.129, 92.122.213.247, 
92.122.213.194, 51.103.5.159, 51.11.168.160
Excluded domains from analysis (whitelisted): 
gstaticadssl.l.google.com, cs9.wac.phicdn.net, 
arc.msn.com.nsatc.net, r2.sn-4g5ednsy.gvt1.com, 
clientservices.googleapis.com, fs-
wildcard.microsoft.com.edgekey.net, vip1-
par02p.wns.notify.trafficmanager.net, 
clients2.google.com, ocsp.digicert.com, 
audownload.windowsupdate.nsatc.net, 
update.googleapis.com, www.google.com, ssl-
google-analytics.l.google.com, 
watson.telemetry.microsoft.com, www.gstatic.com, 
au-bg-shim.trafficmanager.net, www.google-
analytics.com, fonts.googleapis.com, afdo-tas-
offload.trafficmanager.net, fs.microsoft.com, r2.sn-
4g5edns6.gvt1.com, content-
autofill.googleapis.com, ajax.googleapis.com, dual-
a-0001.a-msedge.net, ris-prod.trafficmanager.net, 
skypedataprdcolcus17.cloudapp.net, 
e4343.x.akamaiedge.net, www.googleapis.com, 
ris.api.iris.microsoft.com, r3---sn-
4g5ednsr.gvt1.com, store-images.s-microsoft.com, 
blobcollector.events.data.trafficmanager.net, r2---
sn-4g5ednsy.gvt1.com, clients.l.google.com, 
www.googleadservices.com, ocos-office365-
s2s.msedge.net, client-office365-tas.msedge.net, 
config.edge.skype.com.trafficmanager.net, store-
images.s-microsoft.com-c.edgekey.net, e-0009.e-
msedge.net, r3.sn-4g5ednsr.gvt1.com, config-
edge-skype.l-0014.l-msedge.net, l-
0014.config.skype.com, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, 
e5048.dsca.akamaiedge.net, arc.msn.com, r2---sn-
4g5edns6.gvt1.com, e12564.dspb.akamaiedge.net, 
wns.notify.trafficmanager.net, redirector.gvt1.com, 
www.googletagmanager.com, bat.bing.com, 
auto.au.download.windowsupdate.com.c.footprint.n
et, img-prod-cms-rt-microsoft-com.akamaized.net, 
prod.fs.microsoft.com.akadns.net, 
config.edge.skype.com, 
skypedataprdcolwus17.cloudapp.net, 
client.wns.windows.com, accounts.google.com, 
www-google-analytics.l.google.com, 
fonts.gstatic.com, www-
googletagmanager.l.google.com, 
e1723.g.akamaiedge.net, 
ctldl.windowsupdate.com, 
wildcard.cdn.optimizely.com.edgekey.net, 
ssl.google-analytics.com, ocos-office365-s2s-
msedge-net.e-0009.e-msedge.net, 
skypedataprdcoleus17.cloudapp.net, bat-bing-
com.a-0001.a-msedge.net, l-0014.l-msedge.net, 
cdn.o6.edgekey.net, 
skypedataprdcolwus16.cloudapp.net, vip2-
par02p.wns.notify.trafficmanager.net
Report size exceeded maximum capacity and may 
have missing network information.
Report size getting too big, too many NtCreateFile 
calls found.
Report size getting too big, too many NtOpenFile 
calls found.
Report size getting too big, too many 
NtQueryVolumeInformationFile calls found.
Report size getting too big, too many NtWriteFile 
calls found.
Report size getting too big, too many 
NtWriteVirtualMemory calls found.

No simulations

Simulations

Behavior and APIs
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No context

No context

No context

No context

No context

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBlESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0E893FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDE0DFBB19CB31C506F7DE97AF67C2F244F7E7E8E10648EA83211
01

Malicious: false

Reputation: low

Preview:
BDic.... ....6...."..Z..4g....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF 
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF 
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF 
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF I.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF 
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF 
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppData\Local\Google\Chrome\User Data\04ded23a-7c6c-4e2f-8aaf-e4f22008280b.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 164487

Entropy (8bit): 6.081861286739736

Encrypted: false

SSDEEP: 3072:zuFdEP+QNr5b1lIs97de22yfMzjFcbXafIB0u1GOJmA3iuRt:SdQth1v/F2yEdaqfIlUOoSiuRt

MD5: 4F8952F187AFA657A62E2FAE301FD51D

SHA1: 21601964B9EBBD90D1F0FEFDC9925A240CEBC002

SHA-256: 5AA0529D74BA7ED9B1F3E4114B9E4DF9F2DC7F99901EF6F30B86F5F5615FEA04

SHA-512: 614311DA79E49B621859B5C0D95B61FC94CACD3C0BB60A61EA2D28E5C0D362BD3A035D65D3F329E57055400603F04E1389D830D36E75E770E187510B50623D46

Malicious: false

Reputation: low

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.614044707335894e+12,"network":1.614012309e+12,"ticks":94341930.0,"uncertainty":4486218.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYiwg8iJkppNr
2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQj2xfYeAnS1
vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016530843"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\user\AppData\Local\Google\Chrome\User Data\04ded23a-7c6c-4e2f-8aaf-e4f22008280b.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\2b77f8b8-f5dc-4e9d-aaa3-a3df1441e554.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SysEx File -

Category: dropped

Size (bytes): 94708

Entropy (8bit): 3.73918931405309

Encrypted: false

SSDEEP: 384:lz56eAXxkP4mVvB+xNirHvWu3NmcFHwpGpgr7oGYx1M8oPrn6m7YLYSi+hOsAiN6:xCil5aMp98eT8mYYvjW6KcOWp2

MD5: FC9E0AAD7B503E923F4C5291DDDB8945

SHA1: 48DDF4E0E4D8CD5AD66DB65893D198002913E10C

SHA-256: 6659B26B2D5EE4883FB4442865E5740C56555A544B566229A42F19EB824CFA28

SHA-512: 7E2932C4F6121D0AE7574342B581A10C7FB3B88E7FA559F2362BE05A1B21AE8C8E8C2DF2573C4CD1DC54E871C741CAA7DA845E14F314C97463B328000C199444

Malicious: false

Reputation: low

Preview:
.q..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...i28.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\37865d9f-8336-4170-84e6-e935acc33992.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 156001

Entropy (8bit): 6.051049654631857

Encrypted: false

SSDEEP: 3072:+mdEP+QNr5b1lIs97de22yfMzjFcbXafIB0u1GOJmA3iuRt:+qQth1v/F2yEdaqfIlUOoSiuRt

MD5: C06793E344D05C00F3C2EBD201927C52

SHA1: 85963BFAF8A5154DC9A8C21F28A6F95268F7F7FD

SHA-256: 6844A384A07778B1286AB1796B3FDA32E29A8FE3E3EA605DBF17C0913716B41F

SHA-512: 43ED5529382B33E65E1D7217389F1BD87B20569688DA7295C4D1F52BEDDF19809401061627DE8EC602511D86DAF3EA8A0E9DA43C2C29AC56B87D95F0084680F3

Malicious: false

Reputation: low

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.614044707335894e+12,"network":1.614012309e+12,"ticks":94341930.0,"uncertainty":4486218.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYiwg8iJkppNr
2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQj2xfYeAnS1
vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016530843"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\user\AppData\Local\Google\Chrome\User Data\51c03c2b-06ca-4381-b82d-40ca15b05a52.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 156001

Entropy (8bit): 6.051049654631857

Encrypted: false

SSDEEP: 3072:+mdEP+QNr5b1lIs97de22yfMzjFcbXafIB0u1GOJmA3iuRt:+qQth1v/F2yEdaqfIlUOoSiuRt

MD5: C06793E344D05C00F3C2EBD201927C52

SHA1: 85963BFAF8A5154DC9A8C21F28A6F95268F7F7FD

SHA-256: 6844A384A07778B1286AB1796B3FDA32E29A8FE3E3EA605DBF17C0913716B41F

SHA-512: 43ED5529382B33E65E1D7217389F1BD87B20569688DA7295C4D1F52BEDDF19809401061627DE8EC602511D86DAF3EA8A0E9DA43C2C29AC56B87D95F0084680F3

Malicious: false

Reputation: low
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Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.614044707335894e+12,"network":1.614012309e+12,"ticks":94341930.0,"uncertainty":4486218.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYiwg8iJkppNr
2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQj2xfYeAnS1
vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016530843"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\user\AppData\Local\Google\Chrome\User Data\51c03c2b-06ca-4381-b82d-40ca15b05a52.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\558aba35-40e8-4efd-91c7-0c9b4ebf5fc2.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 164486

Entropy (8bit): 6.0818607240557165

Encrypted: false

SSDEEP: 3072:nexdEP+QNr5b1lIs97de22yfMzjFcbXafIB0u1GOJmA3iuRt:ehQth1v/F2yEdaqfIlUOoSiuRt

MD5: E8486E6D1F86EE007C8EA067264A01D8

SHA1: B4068AFC35FD214FA57FCBA5388A69074E234DF3

SHA-256: 22F48D144B640EFAC3EEF066999A30B5AAC85C5A0B3AE759ED8B37A468CF924D

SHA-512: 8746F0893F949CCB2ACAD2C4A2D530DA6F7DEF3272548F036BC9B1045284C9FB2CA12FF7A4A0103F19BFBEEDCD3BA3CC6F0F376782E1AC306EF99B77A67FDD
64

Malicious: false

Reputation: low

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.614044707335894e+12,"network":1.614012309e+12,"ticks":94341930.0,"uncertainty":4486218.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYiwg8iJkppNr
2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQj2xfYeAnS1
vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\user\AppData\Local\Google\Chrome\User Data\8316f33f-2b44-4b5e-ac74-25f807fd56e9.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 92724

Entropy (8bit): 3.738920839388795

Encrypted: false

SSDEEP: 384:Lz56eAXxY43+xNirHvWu3NmcFHwpGpgr7oGYx1M8oPrn6m7YLYSi+hOsAiNP1yrp:Dil5aMp98eT8mYYvjW6KcOWpi

MD5: 0B9B9C0A5BBD96A1E725ECA0D1A764D3

SHA1: C58E83141E0CB82F2288D14021593CEC08219846

SHA-256: EB781AB09049B99F23472F6C6FF7957AC25E829A7276A2ABDD315B4C4EB42987

SHA-512: 45C874D92C5EBAE5A36EBE1A9A997E94EC5AC018428ECCFCAD191D9DC1311FAA3F1FFBB8C53899FAC254DE8E7445B413E9253E1572532BCC2242272B3C3077
2A

Malicious: false

Reputation: low

Preview:
0j..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...i28.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\871bbe16-de71-4563-910b-759a851bf41d.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95428

Entropy (8bit): 3.73887075625601

Encrypted: false

SSDEEP: 384:Vz56eAXxkP4mVvB+xNirHvWu3NmcFHwpGpgr7oGYx1M8oPrn6m7PJLYSi+hOsAiM:BCil5aM498eT8mYYvjW6KcOWpC

MD5: 8D18C29A41D9C627A6F5F1BD25F69977

SHA1: 8C87172551DD9E6C45F8A6C98628ED56151BD315

SHA-256: 14D7B1A0B8D2DB342F0B705DEC5DEA581B87E33C407A1A714A6168549FF99F64

SHA-512: D797257CCD61EE58C13D38270102B7EA48E43F71CC4C49FA6FA1EB94178748109ED2CE636F2C054DC06C4435BF2C1273C25423108635E49BD127FDE883377736

Malicious: false

Reputation: low
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Preview:
.t..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e.1.6.\....
...g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0.0.0.....*
...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...i28.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o.m.m.o.n. 
.F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f.f.i.c.e.1.6.\......
.m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C.:.\.P.r.o
.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\871bbe16-de71-4563-910b-759a851bf41d.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\9b710306-ff39-49d0-95f3-4a7b739430b8.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 164486

Entropy (8bit): 6.081860765636694

Encrypted: false

SSDEEP: 3072:nSadEP+QNr5b1lIs97de22yfMzjFcbXafIB0u1GOJmA3iuRt:SmQth1v/F2yEdaqfIlUOoSiuRt

MD5: B56214370CA2647B5CB0549A40A1655C

SHA1: DD44036614088953A334B7581D2692B9CB75A897

SHA-256: A4AAACFEF6F56FD401A72F0DA7DF5730EEDDC7BC78F0F9CE6DA7D2592C7B84A0

SHA-512: 57F49D348647799E6B32D53FABC586D046C1E1753003B2E5524BE80362F2898875D850EE497B8E41E938FA341E88CF45876605F573A786C81F2F88779532703A

Malicious: false

Reputation: low

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.614044707335894e+12,"network":1.614012309e+12,"ticks":94341930.0,"uncertainty":4486218.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYiwg8iJkppNr
2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQj2xfYeAnS1
vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 120

Entropy (8bit): 3.254162526001658

Encrypted: false

SSDEEP: 3:FkXft0xE1G1mstft0xE1G1mstft0xE1n:+ftIE1G1mkftIE1G1mkftIE1n

MD5: E9224A19341F2979669144B01332DF59

SHA1: F7F760C7104457DF463306A7F7BAE0142EFCEB5B

SHA-256: 47DD519C226D23F203ACAE0EC44DF9BB6208828E24F726E1602EA52F63C3E2BE

SHA-512: 4184302DEB5009D767FECFC150F580DD57D5CF9CF3BFEB7E52C9F3340E5E6499251B9F0DFF37F0454411FED9046880E0A9204312D021294256372C916B8155AC

Malicious: false

Reputation: low

Preview:
sdPC....................s}.....M..2.!..%sdPC....................s}.....M..2.!..%sdPC....................s}.....M..2.!..%

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\027daf01-70a0-44ef-b70c-279ff0ea8870.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5705

Entropy (8bit): 5.192107519447557

Encrypted: false

SSDEEP: 96:nrD/y46oxuAcVmok0JCKL8UkJ1YbOTQVuwn:nrm46ovcX4KPkJc

MD5: 1BF589FB6613CBE854235B1D004F16D9

SHA1: C838D94DA6327E265FCF6F5B6815D9FBCF046553

SHA-256: 179405C164CBFF9842A90DCADF24A651437B546B44CEB332DD738068214EDBAB

SHA-512: 9101FBC45048C896F7EBA3B437BB569B3B119E76374E5A563FCF0C33D37B8461D5DE891D5E63149E1D49BCD4FF75334180CEBA8F385930D3EBD453F3AC4977A7

Malicious: false

Reputation: low

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13258518304721216","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1
0,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\06f48db6-8e8b-4760-bbc7-e7e55d63521f.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3218

Entropy (8bit): 5.595182342458003

Encrypted: false

SSDEEP: 96:YaUieUDieUMBUUm4gUhUhUCUMUrB2KUbiU7PeUFeUsUEcUujgUiUPUZLUg:HUieUNUgUUm4gUhUhUCUMUd2KUbiU7WH

MD5: C11FFABAE627053372E4DE0135C62C89

SHA1: ADAEC12EEDBD06EE9750A352978694872244C18C

SHA-256: BA5A12DB3AF957CF09BAC85820AFBDDA8AE36D131D67F1AC1E9A95D0F4109B26

SHA-512: C5281635CD8A3E651336A156D3283F480CCF0ECD6CE56AB03B246D3BADA256453ED8D2D597B63E5B25483D779B9D02C08ECD95C495ABBEE10FDD31381B95A7
84

Malicious: false

Reputation: low

Preview:
{"expect_ct":[],"sts":[{"expiry":1629812765.965407,"host":"KsY39UabDtUv4zGbHAtS9q9tROEgYb1r7r4Qiq9guNE=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1614044765.965411},{"expiry":1624931132.727059,"host":"LAZkYS46RVRcFiZAzmUJrz6TJHBd4nwE6VxPWfPLYHs=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1614044732.727063},{"expiry":1645580765.560951,"host":"M4bfUnCmQAi4PNb3B8aI/2+SVJhHKsMfMMT7fzi6ij4=","mode":"fo
rce-https","sts_include_subdomains":true,"sts_observed":1614044765.560955},{"expiry":1633014077.350499,"host":"OuKlWsMW1dkkbI1X/oi6o0Y95ZNSWnSoeaIXAEY
Plv4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1645580709.852137,"host":"QaCHCTDuR+ZNSIrBPD3enF
rjIQZsko18N6JipvjSERg=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1614044709.852141},{"expiry":1645580766.503833,"host":"TZmu
jbl93Yt3JI8wZ4X/zjkA0WFNGNW44A+o7h4YyHw=","mode":"force-https","sts_include_subdomains":true,"sts_ob

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\0a1d70e8-b7dd-482a-aad2-39858cb5f581.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22614

Entropy (8bit): 5.5353449736382805

Encrypted: false

SSDEEP: 384:tKGteLl4hX01kXqKf/pUZNCgVLH2HfDBrUdHGxnThnK6bFE4F:4LlE01kXqKf/pUZNCgVLH2HfNrUBGxnF

MD5: 4E92AB1311ECF45651C769AF296C9C32

SHA1: FDBE5D7208F67754C39C240E94C8636A5DE08F35

SHA-256: 0A79922DFDD3D7D89668D971439F4358FFE2C3163912337B999CBD4E4497A45E

SHA-512: D9E16432109B23C20A1AB92A7E3612AF4D28C2C7C0F901FB4ECEA2848AC6C438EC9049526320EE74632BDA0354D7BFD9EBB2796EB9D9565FA92CDAA1FB6B31
8B

Malicious: false

Reputation: low

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13258518304522647","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2673184f-7139-4a92-a742-2cb0ad8abaab.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5034

Entropy (8bit): 4.974087479550206

Encrypted: false

SSDEEP: 48:YcJUkPklwHjR92cBqA8RqTlYqlQuoTw0WHH3CH3G/s8C1Nfct/9BhUJo3KhmeSno:nr1oX4pcV6ok0JCKL8UkJ1CbOTQVuwn

MD5: EE3FC8FE45645C9499F05DA650F62AA9

SHA1: 4E01AA6836A3FF3A00FAC178FFB00899B3EF9A96

SHA-256: 9C697E1CE40B41AD610619F4EDBB90B9C43F51C5C2F3402A83D2D6A42792D2CA

SHA-512: A9AE739D8278C9A2729384133271C3E069D4ABFEE66EE8C6AD77DD85F3D9DEF977BC01D606AB7537C7CBCC7248353C745E36F0C5FE873829FB27561BFC9495D
D

Malicious: false

Reputation: low

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13258518304721216","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1
0,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2c8d7dca-1f58-4d0c-be55-71c31a63133d.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2213

Entropy (8bit): 5.592425034064756

Encrypted: false

SSDEEP: 48:Y7eUTy6UUhRW4gU7UCUe2KUbRvwUoIqPeUer8eUsUefTwUk2UejG5sgLUl:AeUTXUUm4gU7UCUe2KUbyUoXPeUFeUs1

MD5: A0FABA35E2DD17E49774CBC375120A88

SHA1: BD82539523775A37E1ADC3C20FF8DDE8F06EB998

SHA-256: CA38134D5F9D33F501797DBED30B6361D7FE8B1609AAD05E7782F0EF784C05A4

SHA-512: DF8D425371C0B39B42A179F24020EB365DAE624EBD3D435E01A6BC6E027E6ACF4926C9D298C95505D99EE8F2E65B8E1E0F620FD604DEFF010E1276A2D00A175
6

Malicious: false

Reputation: low

Preview:
{"expect_ct":[],"sts":[{"expiry":1624931108.994682,"host":"LAZkYS46RVRcFiZAzmUJrz6TJHBd4nwE6VxPWfPLYHs=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1614044708.994686},{"expiry":1633014077.350499,"host":"OuKlWsMW1dkkbI1X/oi6o0Y95ZNSWnSoeaIXAEYPlv4=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1645580709.852137,"host":"QaCHCTDuR+ZNSIrBPD3enFrjIQZsko18N6JipvjSERg=","mode":"for
ce-https","sts_include_subdomains":false,"sts_observed":1614044709.852141},{"expiry":1645580710.185393,"host":"cNpHJEcHl3r9khoJlRl4nixYoEhDMbCbkTl9WeN
5kAs=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1614044710.185399},{"expiry":1624931108.659768,"host":"fJjUrPqhktMfiTHJX3Q0p
Ji/P12Q72DBgzzJqjlNC4o=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1614044708.659773},{"expiry":1645580721.411751,"host":"nAuq
gR4iEWti7SOdT3UHPl6rmZU/DeaIm38P2O2OkgA=","mode":"force-https","sts_include_subdomains":false,"sts_o

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\323aa542-18b9-4a3c-89a1-7d07ce597840.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 16763

Entropy (8bit): 5.5780807433584805

Encrypted: false

SSDEEP: 384:tKGtPLl4hX01kXqKf/pUZNCgVLH2HfDBrUznK6mE4Z:JLlE01kXqKf/pUZNCgVLH2HfNrUzGEu

MD5: 5448CFFE456CB317FB40EC0B1740B8BE

SHA1: C3F0098FF093F895936AB4D38B073F5E9B8000C4

SHA-256: 25A2DA95E171E6ABBF0C604F6200CC5CEF21740C5EA88CFD2B287A724E0DCB19

SHA-512: B7097D0B9F8586BEE45506D425141BD359F0031BCCB5AA32FB4F71B5193BA5EC6AD3B3619FDEAECF2E745194C5DAE4169C4CFCD519B9A9A83E3D571B1A2B89
3F

Malicious: false

Reputation: low

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13258518304522647","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\35d4ffcb-ff28-4784-9a91-d10da3451c1e.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5678

Entropy (8bit): 5.189083804532581

Encrypted: false

SSDEEP: 96:nrh/y46oxuAcVook0JCKL8UkJ1CbOTQVuwn:nrc46ovcl4KPkJa

MD5: FACEB330AC929C81316DC0EFEF73C119

SHA1: 3DC207F70D203A820AB5C9E1781BD0CD02FA2236

SHA-256: E7BACF703262AFAF342F43B2EBE4B33020095A5C784B49174E45D573DAF4099C

SHA-512: 4FAC3666C0C285B6F5936ADF1D7F4700798E137091521BE3E619A760E817795F7167955B9D352FAE097B35954660CC6EA449EF541C00200F60FB69727C937257

Malicious: false

Reputation: low

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13258518304721216","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1
0,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6163933d-e59d-42d3-86b7-3fce09d8cfdc.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F25
F21

Malicious: false

Reputation: low

Preview:
.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6163933d-e59d-42d3-86b7-3fce09d8cfdc.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\62f16acd-1d8c-4269-8dc3-6e3c79335b88.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5678

Entropy (8bit): 5.1890839250178455

Encrypted: false

SSDEEP: 96:nrD/y46oxuAcVWok0JCKL8UkJ1CbOTQVuwn:nru46ovcT4KPkJa

MD5: 34EA918E0661BC80D30569409BE173B4

SHA1: 2D89E8254C9315A85966C1549813568F44CCB644

SHA-256: 0012559A40AA573EA2EFF0B34E9C5A4FCFF3BBED22FA0FCF66667CDEDC996B36

SHA-512: D82DFA0CB6DD2D94A15C97BA13820369A6D24BFDBC8D0A572F4AB5CFE52A91FDA87B1553569F9139981D86FE198AEE76CF4A00C015C492B70DEB4EBDBDAA7
056

Malicious: false

Reputation: low

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13258518304721216","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1
0,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\72abaee4-7c9b-4af5-9b56-9c4e9d113e5a.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5678

Entropy (8bit): 5.188896900358614

Encrypted: false

SSDEEP: 96:nrU/y46oxuAcVqok0JCKL8UkJ1CbOTQVuwn:nrl46ovcn4KPkJa

MD5: 28BA58639C6C5461E8075F8816E4C9F4

SHA1: ACDD6F077377E7769E845B915AFD139EEC82C471

SHA-256: 563BFEA7214334954C7424020F83F3FB4980C839D8B0F587DDAECE03C3D08F8E

SHA-512: D66A4D74373F3043A0E46EDAC92E01E9DCA8906162C4E472670C9810FD113B85EBEA3AB0487DE0048023397A5F29AAC342DEDCC65944D200FC21A40A678DA31
C

Malicious: false

Reputation: low

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13258518304721216","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1
0,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\73892199-4600-4f1b-939e-bc6ab115de00.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4219

Entropy (8bit): 4.871684703914691
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Encrypted: false

SSDEEP: 48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqnsllzMHpDCLsWJMHLsNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH

MD5: EDC4A4E22003A711AEF67FAED28DB603

SHA1: 977E551B9ED5F60D018C030B0B4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDE8E3E90EF1D0D26665AE675449A94CEC7EB1D453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD1602

Malicious: false

Reputation: low

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\73892199-4600-4f1b-939e-bc6ab115de00.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 334

Entropy (8bit): 5.199217796221634

Encrypted: false

SSDEEP: 6:m3zjWADM+q2PWXp+N23iKKdK9RXXTZIFUtpGs/AgZmwPGsX/NADMVkwOWXp+N23/:rADM+va5Kk7XT2FUtpVAg/PlNADMV5fv

MD5: 09F5BEAA59B9ED48220F819349FEDFF2

SHA1: 1E53927BE1B2CBD596B7C141FFA2E4F1BE12496C

SHA-256: ED774619426DB474F6769B573882B8B9A5D5836097B6FBCB4DC05AF40FD50D13

SHA-512: E9A8B85EA5BA43E95E0CAA585811BBF09974F71B9A012ADA00035F7C34797E5D01A3ACEEC1AFA58B4FEAA1594F53493D0183DBA5CDEAF228940254A86B78CD
7C

Malicious: false

Reputation: low

Preview:
2021/02/22-17:45:22.213 1a8c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
02/22-17:45:22.501 1a8c Recovering log #3.2021/02/22-17:45:22.503 1a8c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 318

Entropy (8bit): 5.245094522104226

Encrypted: false

SSDEEP: 6:m3hWADM+q2PWXp+N23iKKdKyDZIFUtpGgWAgZmwPGxKADMVkwOWXp+N23iKKdKyX:pADM+va5Kk02FUtp4Ag/PaKADMV5f5K1

MD5: 14CADA2737C2C81E5ECEE9F467DB6B9F

SHA1: E65B08C54D9F3B34B6080D17B1C17D48E00D5ACF

SHA-256: 596798957FD3AD54CCDAD4E48D66AA5091976CFA60331FAFEFF6F1108A890D5B

SHA-512: 9DD020897D1D6053ABA7AE23F122B6CD286E17D35376E2613D7320F409FF91ABB339B5285946B8354BCD20BF81CBCDF6270852512CF424DE409ECE0DAF506DF6

Malicious: false

Reputation: low

Preview:
2021/02/22-17:45:21.986 1a8c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/02/22-17
:45:21.996 1a8c Recovering log #3.2021/02/22-17:45:22.035 1a8c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\00473751859ace99_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 603

Entropy (8bit): 5.808705913170761

Encrypted: false

SSDEEP: 12:unE3WAdqI25ux2pHgyyyJ3CMxauh0BGQahCELrIYMf:UE/cIeuyAyyASa0gQQCELrXMf

MD5: 4003E64ADE359573D91CA52C56EA360A

SHA1: C4ED7A918975825AB8A1820E4CDB037D6614460A

SHA-256: E02CEB755E7B81AFE467E35A9B3F81D7E9D7A7D31B597368DD8D0206CE1F5036

SHA-512: 0FAB4212B8961ED0112F893AEA3683D2843AC38D879C342E40E3B2B16E2850541A693211012F856B44551F97BDE4BA5F2AB9B1A4A77838B7BABEE6A831939B5F

Malicious: false
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Reputation: low

Preview:
0\r..m.........."......._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/984368495/?random=1614044762128&cv=9&fst=1614044762128&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2F&tiba=Best%20Note%20Taking%20App%20-%20Organize%20Your%20Notes%20wi
th%20Evernote&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/.F=]../.............G.......nN..c.z..@.M.{j)..xWM.2........A..Eo......$..*.........A.
.Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\00473751859ace99_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0975bddc074f57c1_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1896

Entropy (8bit): 5.668525607512943

Encrypted: false

SSDEEP: 24:/fCLIN5fCLG55fCLgbr5fCLGE5fCLn/g5fCLEbT5fCL/5fCLFI:ycNAkA0brASEAbIAY/ADA5I

MD5: E7B765FC077CFB5CF7DEB29FB2DEF892

SHA1: 5671C1696811C40AAA45B0C5DF863A0E3C37EA69

SHA-256: 1413617D3A9E549E43EAE62514775D388AAB84C93F887DE165177E520B86FD66

SHA-512: 3528F89771871779DE41DECA48BBF59D80BA5D7DE6D20CEB3116FF27A93A6ABE582F842E1D877AA931A6D5A7B789DA14A85198F44F15F94AFBC749C563C8B56
8

Malicious: false

Reputation: low

Preview:
0\r..m......i...D..H...._keyhttps://connect.facebook.net/signals/config/1007410362605534?v=2.9.33&r=stable .https://evernote.com/%.w[../.....................R..#|._[.o....OjDg#....
.k...n.A..Eo.........}.........A..Eo..................0\r..m......i...D..H...._keyhttps://connect.facebook.net/signals/config/1007410362605534?v=2.9.33&r=stable .https://evernote.c
om/._.[../.............].......R..#|._[.o....OjDg#.....k...n.A..Eo........-~.........A..Eo..................0\r..m......i...D..H...._keyhttps://connect.facebook.net/signals/config/1007410362
605534?v=2.9.33&r=stable .https://evernote.com/q@.\../....................R..#|._[.o....OjDg#.....k...n.A..Eo......[C...........A..Eo..................0\r..m......i...D..H...._keyhttps://con
nect.facebook.net/signals/config/1007410362605534?v=2.9.33&r=stable .https://evernote.com/...\../.............A6......R..#|._[.o....OjDg#.....k...n.A..Eo........+..........A..Eo...
...............0\r..m......i...D..H...._keyhttps://connect.facebook

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0b49a560886c1370_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 224

Entropy (8bit): 5.466180404134036

Encrypted: false

SSDEEP: 6:m5YEAtfmQy+DuIR+LegmltfKG1IkH4dK6t:0z0uIR+LItfMkHI

MD5: 51249574DC13F6DEF84DE341CDF89360

SHA1: 8F951999C52FAD4AF6E66C6215E2C946B271A9F1

SHA-256: B05A1B45921057315BADCA149A06066DBFE764ED22B190E28673AA1A8D604C0E

SHA-512: 3E63AD687C48F9B942F4BAE96D429E02EE2DE1EB74E6623D4834F97B8F135C881B9B81158B977E492FC3437CF14F7AF9EE950423E7A50D67AACC804C6B27C37
D

Malicious: false

Reputation: low

Preview:
0\r..m......\...F..i...._keyhttps://dashboard.svc.www.evernote.com/app/nv/ce/ce-2285e650ae.js .https://evernote.com/.n.Z../.............vx......`...0.3PJ.)....Y.Z.....~.(.[....A..E
o..................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\10e6128476bd8058_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 590

Entropy (8bit): 5.812936708307359

Encrypted: false

SSDEEP: 12:VE35VKtSUcDIgfux2pHgyyyJ3CMxauEXhCELDW1T0BT:VELKcDIYuyAyyASHCELa1gJ

MD5: AA4D939F747F8CA183B203342BFA2C5D

SHA1: 30D2D5580BC59C2777DA4F6ADF6C8B23CDDAC3CB

SHA-256: 68B38105D30CC3D704445A8E18255158BD0C77B322A9C75A72EECC0774B4DD05

SHA-512: 298D66E2DFF7C5ECC9F3577C783CB470EE7AF5F98D47A282B59EFE0165A58564D074E12BDB01E4F33268A43EF7628AE5737900069E20B49A1E02A64A57DB66D5

Malicious: false

Reputation: low

Preview:
0\r..m...........V.]...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/975811088/?random=1614044738288&cv=9&fst=1614044738288&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2Flegal%2Fterms-of-service&tiba=Terms%20of%20Service%20%7C%20Evernote
&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/...[../.............G..........g.<.`V.u...jW....+;^p.1.\....A..Eo.......{...........A..Eo..................
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\143cf43e21bd5e8c_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 590

Entropy (8bit): 5.8124268622790165

Encrypted: false

SSDEEP: 12:/E3qtlgvdNux2pHgyyyJ3CMxauEXhCELM8z6J:/E6jIdNuyAyyASHCELM8z6J

MD5: 58101B4C1952CAB9C3EA5039C972795D

SHA1: 0B2197F8465C30C1698D0FF151F9068AA3B54596

SHA-256: 5FDA6ECD35194CB8B773042F8F34FCDEE56C84C1CA4CE7AEDF051B1163190504

SHA-512: C1DE22013DB483308264E4CC772060D29A3A64F88C8D25BCF7625C0099F497A82B94352A092F9BBAED0204CD9AA29E14661F369D61CC95F5645BF95EBD56BA1B

Malicious: false

Reputation: low

Preview:
0\r..m..........J."0...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/781428326/?random=1614044738279&cv=9&fst=1614044738279&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2Flegal%2Fterms-of-service&tiba=Terms%20of%20Service%20%7C%20Evernote
&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/...[../.............D.........U......q.,...-9....^ ...g.({..A..Eo......QE...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\14b83777c6a6f772_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 631

Entropy (8bit): 5.776957757654378

Encrypted: false

SSDEEP: 12:oiE35VKeSUPux2pHgyyyJ3CMxau9cdDVK9CELfoH+:3ELKeSUPuyAyyASyc0CEL2+

MD5: DA3D1F97CB95129784EF45017E10381D

SHA1: 3B9AF957760972DF84C99E6BEB2F36249591C88C

SHA-256: B856F6001097607DC173CEE5E35D7004DAB8447E6A8F608C878062139AE8F5C5

SHA-512: 2E01843ECF7ECC5D9BE24FF4D28F83FCBBDEB84E92B2AC9E16F94BA980A1FF0AB22A2B6E3889DDA0A674AA406D7627B6FF9D3A1DEAA31A3CE22952829216A
367

Malicious: false

Reputation: low

Preview:
0\r..m..........z......_keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/975811088/?random=1614044770665&cv=9&fst=1614044770665&num
=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&g
tm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2Ffeatures%2Fnotes-app&tiba=Evernote%20Online%20Notepad%20-%20Take%20n
otes%20here.%20Sync%20them%20everywhere.&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/ ].]../.............zi...........0....g`...~.I..
.....k.7.A..Eo......u..h.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\151684b7e77589b9_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 650

Entropy (8bit): 5.756989894077823

Encrypted: false

SSDEEP: 12:2gE3WADEux2pHgyyyJ3CMxau9OXRX+zNjyCELpr7:2gE/DEuyAyyASyOhXoNjyCELpr7

MD5: 8CB0D32FC8AFF1CE7AE648D28794496F

SHA1: A79A2D59FC38A7F355F7067CF7EB2E8B3E898C86

SHA-256: 386C8021A4C2CFCB5C0FF962654400D863708265AAAC32FDC7C5D778FBB0CF0F

SHA-512: F2C529539874E78E7DEB65AB4145729B2F5945FE5D283CDD2D1FAE9F552F836EF07872C13056501B5493FAB4176D24F877CCD4559A1B0AB5CCC80CBBB4E3580F

Malicious: false

Reputation: low

Preview:
0\r..m............;....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/984368495/?random=1614044774370&cv=9&fst=1614044774370&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2Ffeatures%2Fwebclipper&tiba=Web%20Clipper%20-%20Annotate%2C%20save%2
0%26%20search%20screenshots%20and%20clips%20from%20the%20web&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/#7.]../...........
..nw......%....t......N!.0V(I.)j.........A..Eo......H-JY.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1612b62d01057b63_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 221

Entropy (8bit): 5.540781661831969

Encrypted: false
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SSDEEP: 6:maBpXYZLjgzPFLGKFgYntobwsBzKPybK6t:2LjmdLdhtGXBNN

MD5: BC19403AC760B25C68117CE65FCDA8DA

SHA1: E3430395090A629E83F0FC5899BCB53192444D74

SHA-256: 420E4CD785955A5D86B56A660A1565A3B7C32B265995D4E808964C8563455528

SHA-512: C530AF20999E04952B850968F5D2DBE1758491FEC2B016BE06A072D02CB37D75659BE4AC7A6C23F13AD5501BB10A4542B10E31DB932AAFB9A0D83C69DFCE450
6

Malicious: false

Reputation: low

Preview:
0\r..m......Y..........._keyhttps://evernote.com/js/privacy-detail.088ada0b0ef2b31b72f9.js .https://evernote.com/z..\../.............4.........J8....3re~...&V.2X..o+..s..q.A..Eo........'....
......A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1612b62d01057b63_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\162fde7c79a881f4_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 650

Entropy (8bit): 5.74434298332121

Encrypted: false

SSDEEP: 12:JE3qOIMux2pHgyyyJ3CMxau9OXRX+zNjyCELtyuh:JE6OIMuyAyyASyOhXoNjyCELkA

MD5: 023EBDED2ADEEA33BA4A9918FCCCE287

SHA1: F3FC92EF75CA2B01A3102B24C75F1544DE5629B3

SHA-256: 7EBCB0B449DC4BE612E7F7362CEFBF15103E19BDA7A29C8580440439CA912DBA

SHA-512: 7FB14D8D5A5E6BC767B21F0D6E1FD8C3AF87B86DDED96D3BD238F179A9C812C61BD40C3FE81742C802C25F98B8A1A320B401AE432E0BCFABAB606D9075B3B
A75

Malicious: false

Reputation: low

Preview:
0\r..m..........'......._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/781428326/?random=1614044774378&cv=9&fst=1614044774378&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2Ffeatures%2Fwebclipper&tiba=Web%20Clipper%20-%20Annotate%2C%20save%2
0%26%20search%20screenshots%20and%20clips%20from%20the%20web&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/NC.]../...........
..uw.......+2>c...,B.....H..+......YkA.x.A..Eo.......8...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1a8a1b98f4c762b9_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 219

Entropy (8bit): 5.487954864299677

Encrypted: false

SSDEEP: 3:m+lPQ1j6v8RzYZLbLKU9CAWFeDRUSFVRGLbLK0KlH/lHCRRtl0dxnPMrndokRmVM:mKEYZLr1nYLqFgRREXn0xwOhK6t

MD5: 59D421AF43C3C7F64C680F476DC2A064

SHA1: 942CA79794AE005982A021F831E57E984EAED635

SHA-256: B444B3CA7F2FDD58747C41E000336AE4523E2D0183839573FAC13961EDABC294

SHA-512: CD174A42B8D05FDD2FF8CC92D5DA3F32F3ED7605CEA1A8B03F5EF549D90346E868E83AFD45D5928CA8AB84E7F6F23D566BB17DCA7CBB356D8FB16435D0B7B
FA0

Malicious: false

Reputation: low

Preview:
0\r..m......W...y......_keyhttps://evernote.com/js/features2020.ed41e1c0b02db85fa5a1.js .https://evernote.com/A.]../..............d.......8h....S..ZU.d.i..8.k...%}b._...A..Eo......
:G...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1e86b7fa04131db8_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 356

Entropy (8bit): 5.963374208376589

Encrypted: false

SSDEEP: 6:mgqEYE1Yhx3UUXx0epFgTLgg7qsRGYjVK6tcpilYMrka18lQ2Lgg7qsRGY:dmUUukguB8ygYMrx8lpkguB

MD5: 9F344E1671DA6C1120FEE1DD45882802

SHA1: F7820828599E1E0821EA8FC5E4B9DC7783E52583

SHA-256: 4B8668EA99B956C566E2C15AF05066EFC1FC37C1B594C0EC0AD2E24CAD9BB954

SHA-512: F9A318B71B3F580A61DDA75183399FC14C419A9E8B6FC4C337A79F06DE11AFEFFB314E6FC3B73030146BEEFA57DBED48B7FBE671E625CBEA2DF779F324CDB4
83

Malicious: false

Reputation: low
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Preview:
0\r..m......\...cr.6...._keyhttps://cdn2.editmysite.com/js/lang/en/stl.js?buildTime=1613524086& .https://weebly.com/...Z../.....................X.....U.....M....S....[D..@.A..Eo........I....
.....A..Eo.....................Z../.....7B2DA7320A7AAA30D586BEAECC11B660F04315AF5B5A32C5FB3E56A40F921B55.X.....U.....M....S....[D..@.A..Eo......5...L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1e86b7fa04131db8_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2165e2def390e585_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 360

Entropy (8bit): 5.802711219589253

Encrypted: false

SSDEEP: 6:mhllVYZLgIFDXA17kCLaWHgft2Pyd/zK45FK6tEWAlRFRjpjS3mG4Tyd/zK4n/:O/ILgtoCLaWy2PydLBVkFFt/GcydL

MD5: 4347D410298ADED8B2F3A3ABCA9D200F

SHA1: 04E148555597E294914D5D023C1D521714C9EA6F

SHA-256: 48CA193F8C8D3E0D2CA5B5499797A3E85BB984BD6BEACABDEF2A7A0AF8A4EBED

SHA-512: 919EF84E14A5F90442D58D577EB0120ED987882345A1034C55413F27C02E99F5F3DC517F8E487433269CE8B0225139F5A3EA3D4B75E423004D68D871D31C8EED

Malicious: false

Reputation: low

Preview:
0\r..m......`...%..K...._keyhttps://evernote.com/js/homepage-refresh-2020.cdbb300a0f16d30f0175.js .https://evernote.com/Xn_[../......................2/....*..K..+h...e.".{.W.?..A..
Eo.......L...........A..Eo..................Xn_[../.hA..F93EBCCB9D7E253F3203939D14FA30636CA83BF736A25EFC365B6A50367B5673..2/....*..K..+h...e.".{.W.?..A..Eo......?../L....
...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\24b02991d02afc49_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1696

Entropy (8bit): 5.595984817409146

Encrypted: false

SSDEEP: 24:VLIpNLLDpQLLIiXj+pDLLmp1LLapBLLipiTLLh0p/LLBcpO:Vs3LnCL8Mj+pLajLmHLmETLO1LFck

MD5: 5E8222B3006C2B70E2D28727C0FB8224

SHA1: 32620874B56ECDF17D69250827B4558635F5ABA3

SHA-256: 193D47509747D385733694CA096BD7C9A6BAF7C96FFBC235B4615D6F0135A717

SHA-512: 5D9B3C873D8CEB4A944549BF4F9F9EAA3B49B41422DA6D915DCCFA42DF819937DCB4DEE95010937750CFE0F2C8AEA3D6DBA4BAC95853CCD3580DA060327BE
5EF

Malicious: false

Reputation: low

Preview:
0\r..m......P....LSr...._keyhttps://rules.quantcount.com/rules-p-gapWjDVPppng3.js .https://evernote.com/pE|[../....................w...5e.Xt@O..HKJAD......9...|.A..Eo......3u8.....
.....A..Eo..................0\r..m......P....LSr...._keyhttps://rules.quantcount.com/rules-p-gapWjDVPppng3.js .https://evernote.com/..[../.....................w...5e.Xt@O..HKJAD...
...9...|.A..Eo.......5...........A..Eo..................0\r..m......P....LSr...._keyhttps://rules.quantcount.com/rules-p-gapWjDVPppng3.js .https://evernote.com/...\../.............8.......w.
..5e.Xt@O..HKJAD......9...|.A..Eo......B...........A..Eo..................0\r..m......P....LSr...._keyhttps://rules.quantcount.com/rules-p-gapWjDVPppng3.js .https://evernote.com/.`
.\../..............5......w...5e.Xt@O..HKJAD......9...|.A..Eo.......RG..........A..Eo..................0\r..m......P....LSr...._keyhttps://rules.quantcount.com/rules-p-gapWjDVPppng3.js .http
s://evernote.com/._:]../..............F......w...5e.Xt@O..HKJA

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\252d794805ca6117_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1624

Entropy (8bit): 5.58287892356308

Encrypted: false

SSDEEP: 48:7KbvfRKbvoNRKbvYRKbvDRKbvo1RKbvrRKbvIRKbv2:7UJUoDU4UNUEUVUIU

MD5: C3845BACA3FCB333E1723FD348C8EFBE

SHA1: 38EC7417262EA3B7FFAFEE359090E9667F808B53

SHA-256: E88AABFC0BFDDFCE808F61E9243A24884EABB871EAF4901C5221BBAA0953D6C4

SHA-512: DF5743FC03E83CDE8B4707F7971B2A6B113387C0893937130AB0D8EB3B39E049E3C297C015F36B8ADFF021AA0FFDBABFA0BA2BFD5DB3693A065DE367352B64A
5

Malicious: false

Reputation: low

Preview:
0\r..m......G.........._keyhttps://cdn.optimizely.com/js/10831113667.js .https://evernote.com/..Z[../........................ ....J../.....F...>?...@..A..Eo........i..........A..Eo..................0\
r..m......G.........._keyhttps://cdn.optimizely.com/js/10831113667.js .https://evernote.com/.S.[../.............&.......... ....J../.....F...>?...@..A..Eo.......6..........A..Eo..................0\r..
m......G.........._keyhttps://cdn.optimizely.com/js/10831113667.js .https://evernote.com/1%.[../............._.......... ....J../.....F...>?...@..A..Eo......<............A..Eo..................0\r..m.
.....G.........._keyhttps://cdn.optimizely.com/js/10831113667.js .https://evernote.com/...\../.............03......... ....J../.....F...>?...@..A..Eo........3..........A..Eo..................0\r..m...
...G.........._keyhttps://cdn.optimizely.com/js/10831113667.js .https://evernote.com/Lp*]../.............NC......... ....J../.....F...>?...@..A..Eo......>5.z.........A..Eo...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\296f00565bc963a6_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type: data

Category: dropped

Size (bytes): 603

Entropy (8bit): 5.810524448214008

Encrypted: false

SSDEEP: 12:BE35VKMISux2pHgyyyJ3CMxauh0BGQahCELLsjk3jTSz2:BELKMISuyAyyASa0gQQCELGk6z2

MD5: A8D8EB58E894C4877A0DCA8DC1C42239

SHA1: C7BE0BDE2FCA186408B456F9213357F43229B776

SHA-256: 832AF86204A59929FC00FED8C19041E7FB3A2CA6944091CBF84361A401319E6E

SHA-512: 478338CB19873653D01C0CAA5B73CBD7553CE420BE6E89D5BA8F561DA9CA2A8C31FFE31F617B082492C6C762238D35C2841DAD8AC8F3A18919643ED339F36450

Malicious: false

Reputation: low

Preview:
0\r..m...........&......_keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/975811088/?random=1614044732738&cv=9&fst=1614044732738&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2F&tiba=Best%20Note%20Taking%20App%20-%20Organize%20Your%20Notes%20wi
th%20Evernote&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/.|[../......................|R.....D...._....h..8....+....A..Eo...................A..Eo........
..........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\296f00565bc963a6_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2a4a86ac228dc88a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 219

Entropy (8bit): 5.53919724977475

Encrypted: false

SSDEEP: 6:mIlPYZLWeMB1wTbVSJLaugciFOyTprgtbK6t:kLEnJLRiFOy+tN

MD5: E7F71F9B1FCE6FE5AA9C53A04D55D70B

SHA1: 6AC288B861B856C336F2358F7F58AFFE2D4BEAD8

SHA-256: 153D365CDE882083685245B744FCBD49E8DC2686EA8B1DFFBE2F8F6C67A67F98

SHA-512: 6D60978CD1D5EFC99E2477098A7E33713858337A71C2A28A92D8B076C0A223071B129F103ED238EC8CF3769ADA4F164EABD7A636309689C9571F3DAB017108B3

Malicious: false

Reputation: low

Preview:
0\r..m......W....JZ....._keyhttps://evernote.com/js/why-evernote.2a21acf402243672707f.js .https://evernote.com/.Kj]../.............@U.......h.$+,.Tj.u!..b......';.....(m.6.A..Eo...
.....d.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2a729790c8f1bd0b_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 603

Entropy (8bit): 5.751332390973769

Encrypted: false

SSDEEP: 12:CdE3WAYSOux2pHgyyyJ3CMxaurwojGEhCELDnPZC:CdE/YZuyAyyAS1oDCELDnRC

MD5: B90585986DEE0EB9343FDF9785A2B072

SHA1: EB798B7A112EFF3821F5238C4CABBCF21C1DFB23

SHA-256: 8FF34A878A3850EB6E64E6EE5F5EE71D50DFE5DC42D9166598138F9CB15FFB57

SHA-512: 374CB8774BAD898B7698C28661D7914E173CAA2D4B689751AF6E4A6C9AECB7A8575306E692258BD5BD32477207BD5F2D3E4B927A836DA695403D23DB31B5421C

Malicious: false

Reputation: low

Preview:
0\r..m..........N{Q#...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/984368495/?random=1614044766206&cv=9&fst=1614044766206&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2Fwhy-evernote&tiba=Focus%20on%20what%20matters%20most%20to%20you%20%
7C%20Evernote&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/.,y]../.............1W...... dE...Q).....d.n..rE.zw...I..1..A..Eo...... .0..........A
..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2a952e16ed79776b_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 603

Entropy (8bit): 5.745479779987864

Encrypted: false

SSDEEP: 12:qNYE35VK5tIux2pHgyyyJ3CMxaurwojGEhCELolNB8gC:q2ELK5tIuyAyyAS1oDCELo7B8gC

MD5: 2EC20F18BC05D503D6CC6E08709ED160

SHA1: 2C4904A7403120805CC1CAB8022ECB6A54A9CBA2
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SHA-256: 6A2187F1CC12BC51FA490A940E051F08529F1C9CD5B27453A29F27F80C46C351

SHA-512: 19D620F116B96A5B0DB589B8B85BAF12DFB9BF8C3620C291F35CDDD482DA1CC1A0846C65D91636AF486D535EECFB0F7B198C84993E7300D8720EFD35AB546F4
A

Malicious: false

Reputation: low

Preview:
0\r..m..........f(......_keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/975811088/?random=1614044766209&cv=9&fst=1614044766209&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2Fwhy-evernote&tiba=Focus%20on%20what%20matters%20most%20to%20you%20%
7C%20Evernote&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/.;y]../.............?W......./H..zQ).^j...o.[6........VTG..A..Eo......%..h.........A.
.Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2a952e16ed79776b_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2d3b34dafdfa3a16_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 195

Entropy (8bit): 5.4270592240492075

Encrypted: false

SSDEEP: 6:mvYzUMOiuVNMA5gUkt/I9gKB4YYvnK6t:BVsFFktwN4YCp

MD5: F0EB640370416E7F16400306311A3947

SHA1: C38119C9CDA3339E9DA7A4F92199D37FADBB30DC

SHA-256: D5F41181DADF824902D5D18B6841523B85943DFAA5C94671B5BDD71731627B9B

SHA-512: BB65E38DFAEDFFA01647757DF3F5D57776E8F024AB12480A10F01BA98F11D0A9C8FAF8A2E56E964EC6DE2D7B3DC28A5A177993FA18C24B75DD3A1FEB182E06
BF

Malicious: false

Reputation: low

Preview:
0\r..m......?.........._keyhttps://ssl.google-analytics.com/ga.js .https://weebly.com/d#.Z../........................j\......|Q..r..`>P.?r...D..A.A..Eo.......V..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2faf1108cfa99c5a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 590

Entropy (8bit): 5.829683578925834

Encrypted: false

SSDEEP: 12:ZE3WAtuPgUux2pHgyyyJ3CMxauEXhCELY1r1cldp:ZE/UPjuyAyyASHCELpX

MD5: A38B4D1F2167208F8EE063B8E3AF2370

SHA1: 50E619A21547F3929785D8D33F0F4F2378E50BAF

SHA-256: E0CEBE6061C29DCC9F6F846BB7B50B7ED274FFD6F28F3B909CE564A364273CEF

SHA-512: 79A9CB5101547C00681D07A07ED475712D69F5A0DF2483CE9D519053B846E32582BCAF8DC44DDC06891D74867FC87A6B4032E63AACC788C899F6EB11EE30DA70

Malicious: false

Reputation: low

Preview:
0\r..m...........a......_keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/984368495/?random=1614044738283&cv=9&fst=1614044738283&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2Flegal%2Fterms-of-service&tiba=Terms%20of%20Service%20%7C%20Evernote
&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/.s.[../......................$k.....k]....OB...FM..V:....A..Eo......S(...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\378c026fa472ddf2_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 603

Entropy (8bit): 5.784223072442051

Encrypted: false

SSDEEP: 12:IoE3qlEXux2pHgyyyJ3CMxauh0BGQahCEL5E+Gxpp:IoE6lEXuyAyyASa0gQQCELpGxr

MD5: 137E4B2464265699EA3F5AC6B6A2E9C5

SHA1: 695667E6FB5F0D89C9679D5545BC1CDEDF3108BC

SHA-256: 429512CB6AD32002FFE1FD598A02AFA39C6FFC194F63A793C323F11E8CB4B6CF

SHA-512: 12D90CE799943A5959A2EEE38DBBADCE2692007C5B19B26619435023D08C8253E7570631F7514FF20CE9BAC612048E57629AE8669E05130EDED43676BD5D14F9

Malicious: false

Reputation: low
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Preview:
0\r..m...........H1....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/781428326/?random=1614044732740&cv=9&fst=1614044732740&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2F&tiba=Best%20Note%20Taking%20App%20-%20Organize%20Your%20Notes%20wi
th%20Evernote&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/..|[../......................\Z..&`....ob1Z...ETh..q...z;.*.A..Eo.......k-..........A..Eo......
............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\378c026fa472ddf2_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\38480b16bce1e580_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 215

Entropy (8bit): 5.525668112717488

Encrypted: false

SSDEEP: 6:msIXYZLgaBGHXWSnYLuKtgzkG+4tbbK6t:BISLgKA+LuFn+sB

MD5: B64E611D187B17916B6316EB31BAA94E

SHA1: 23EC90C5B1545766D6383F374D175917D9891996

SHA-256: 28AA58FA4015E4FF9B05FF4432531E4362814F5734F3C9FFEE5A27B33B890550

SHA-512: 6428CFA396C6DEAE073F25A895D1150A01D737555E30AEA79F3AD981F5300F6EB71DAF35D877E4D3E276B2C93CAA74F7528FE4A5E42CA9558AA88EB986B6220
3

Malicious: false

Reputation: low

Preview:
0\r..m......S...).J...._keyhttps://evernote.com/js/features.b2d17c19dcf548705a23.js .https://evernote.com/C..]../.............!u.......{E.&FA.\.DG5.ZfTA.ul}.e'...6....A..Eo..................
.A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3a6866528061df31_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 247

Entropy (8bit): 5.345501343715174

Encrypted: false

SSDEEP: 6:mp0PYGLUACLNGOfAscPk+AuauLNGKgIpb+QmVDK6t:dIozNka5om1M

MD5: 18E2AB24C09B56AAAEE82AA208A5DC6F

SHA1: F0CBFA902443F594F82707B1E2BDC2CE8D376BEC

SHA-256: 721DFB38E2557918D9DAE304C5F51882FA68426ADEF9CBF10F5C303F38D854EA

SHA-512: 8854ED74B117C66C60821C24DAEAD253FC6F93A1F5BDC62D03289798806DF805707ECE28EEB7D000DB0B057FDEFE28A8ECEF2CC60C3EE9B0F61D6F6F5A2F77
BE

Malicious: false

Reputation: low

Preview:
0\r..m......s...MV$....._keyhttps://www.youronlinechoices.eu/wp-content/plugins/optout/js/optout_testpage.js .https://youronlinechoices.eu/.].\../....................F..W.....O...q
hg....W.aC..50...z.A..Eo......me...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\40550c603d6681ec_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 219

Entropy (8bit): 5.551024146878783

Encrypted: false

SSDEEP: 6:m8nYZLmCEJ3zZNU/YLVSvtgBoXKsqKH8lYjK6t:RiLKNFLxoXKsV

MD5: 5DF1A99D6F001236700A044A580BF268

SHA1: 99C35132B0D616B2A77D057B3CE77088F1128A73

SHA-256: C1B9208274C8CDC75D7AD8E40FBFA223D72439FDBE7CF911ED8944C942A5F287

SHA-512: 3273A8A4D57ABBEC40E70E5978AB0AE88B3B20F3CF837231BA84B2182DDB1C9868A34E04BFB6C016063C9E05FD97FE3C9D16E061861A93490423A7AA63AEB2B
3

Malicious: false

Reputation: low

Preview:
0\r..m......W...0-.i...._keyhttps://evernote.com/js/legal-detail.1bc6156146307b06910c.js .https://evernote.com/K..[../........................L.>m....6..LJ.o ...<...m.d.A..Eo........2.......
...A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\43e644de4aa0cd7a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped
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Size (bytes): 244

Entropy (8bit): 5.653706228944858

Encrypted: false

SSDEEP: 6:m8afYEf8t9j9WV7Z3UUXxQIgWgVmeNRKkgr/nK6t:rarfqj9alUUqKkgN

MD5: 8AC05AE9FA23CA3ADD1C487F1A1096DE

SHA1: E5F8223D5F36C064023E98A6CF520C06EA8004AE

SHA-256: D74162C65BA927C956DEADC55E2051E6D9ADCD868CE4187B2102658F085909E1

SHA-512: ABEEE97B1B38461CDE0BF81FB8B450AE7B7A125F203B39ED43EF794E693A610724CA9EE8DE94351A233A393496F4DEB7B1C0B4C4C335F692BF20D1D5862EFD
3E

Malicious: false

Reputation: low

Preview:
0\r..m......p...k]2....._keyhttps://cdn2.editmysite.com/js/site/main-customer-accounts-site.js?buildTime=1613524086 .https://weebly.com/v..Z../.....................;..Q....r...i...
P..~.n........A..Eo.......)...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\43e644de4aa0cd7a_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\46eedc6020a1c54b_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 232

Entropy (8bit): 5.508737798964425

Encrypted: false

SSDEEP: 6:mhYiQGAJZRSAyZZvIUQNLMRi+HgD8moSqafSn56K6t:9GcRSnbvIUNQ+zmoz4S5M

MD5: 3B83D4AD1EEFA93E6B2F43E4DEEF0436

SHA1: AF4261E3E3900C5125F4FAB7F513B33F861F8AFC

SHA-256: 67C142BB3CDFF1A040263B305547019F4EBD34A1A40076A598D00FEC3617AB5E

SHA-512: A024F4DA0622908A51F8C1FB647D6026962072062064ECE0E4C199D67901C56545043276E84072E84045E7C9BA7B7730FBA7C6F1598D68302787B5E149648FC3

Malicious: false

Reputation: low

Preview:
0\r..m......d...h2,....._keyhttps://office365microsoftlogin.weebly.com/files/theme/custom.js?1556830342 .https://weebly.com/...Z../.............v........<..Z.b.....tK8w......wx....
..A..Eo.......o...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\53b0ff8e7a0fe4ef_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 221

Entropy (8bit): 5.595605385724669

Encrypted: false

SSDEEP: 6:ma56w/VYEf9H33UUXxQg9ugSBqevwk6P4vbK6t:lf9HnUUt90nsa

MD5: 38EBAA90241EC12DCEC459C7D5DEC642

SHA1: 6EE456FC9471EA56E4C50A402C151156D82DDEB5

SHA-256: 335AE3978BDD293644142CB00A964BF80BC389B0423A7572C5A550B1BB5DC544

SHA-512: E637A0B5A528FA786C7B181FB25112DA735BC50BE8255EA31FB99E1B4A5F52400827026FFC6408CB6DF27337AA82AB2F9FB2BBC9F21A43A3EC2879577AC38DE
6

Malicious: false

Reputation: low

Preview:
0\r..m......Y...2L......_keyhttps://cdn2.editmysite.com/js/site/main.js?buildTime=1613524086 .https://weebly.com/{..Z../......................\i..Q.-5.?\m.5..5.P...q..].FY..A..Eo.......!....
.......A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\597a313d0a21f4f6_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 248328

Entropy (8bit): 5.766935375400509

Encrypted: false

SSDEEP: 3072:v7awmbLy0DiIAgvKufZFAD3z/auBjtArz6314D1i2DU3j2mSF:v7aw6y0DjDv7AD3z/1BKm4D1943KmSF

MD5: AB6B72EA208D3740787DBF3C5AA289A5

SHA1: B0CC6D9C167256988FCEECC68775319E7D499B43

SHA-256: A0C8114793F3055596A5B5202D9F6A119F0C020A564C669DB1C0EB95396DDA38

SHA-512: 360DC3F42D99CB772880F1E98BE847A368445FF5AAE4158F9020FA748D01C9847E254323AEA4A248CB0D397589820EBBFB53669E7DEFA53D87F95EC7C3005450

Malicious: false

Reputation: low
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Preview:
0\r..m......@...."......EDB3D981E7E528C885DC2B242B16577F912FB464179A6530EDED8807DF592317..............'.A.....OO.........|.............(....................$.......................
...........................................................................................d.......(...........................................................................................................................p...................8...p....................
(S.......`v........L`<....(S...`.....LL`"....@Rc..................Qb...5....t.....QbR..h....e.....Qb...\....n...b$...........I`....Da.... ....(S...`......L`......QcV.......exports..$..a...........S.C..Qb..ti....l
...H..q....a...........Qb...~....call..Q...K`....D}8...............&.%.*......&.%.*..&.(......&.}...&.%./...%.0...'....&.%.*..&.(...&.(...&.(...&...&.'..W.....-...(........,Rc...................`....Da@...8....
.q.....e......... P.........@....@.-....DP.......7...https://evernote.com/js/vendors.a9a1fd52267e34ba2d22.js.a........D`....D`..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\597a313d0a21f4f6_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5998dd32816f7ad2_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 346

Entropy (8bit): 5.826812190167059

Encrypted: false

SSDEEP: 6:mBYZLSglHfCFqLxLHgAt+L44IJ8B7YnK6t/imFKQGY44IJ8B7bO:NLSglHfCYLx/rHAmO

MD5: 8BEAA4BB04B024110AEC9C1507512869

SHA1: 87F294036BCDC76F3011C0A945ED32F92D2493BA

SHA-256: 1C6795617C55B1BB98DE0C76AAB138FFDA5009BD1FE4D8325B8BDE72EB6A37C6

SHA-512: 819960F1D8DE1E8D9CA2CDA2152F4ECC8A29F9B88A2D5E51B8421F726C87B7B92C3A5B7E20D12EBABCED2D2587AAD9E428021B0D295BD544F821E01C642C68
91

Malicious: false

Reputation: low

Preview:
0\r..m......R... ..c...._keyhttps://evernote.com/js/vendors.a9a1fd52267e34ba2d22.js .https://evernote.com/|t][../.............R.........HY...!..t.[..>...6....=.>..A..Eo.......jH .........A..
Eo..................|t][../.`...EDB3D981E7E528C885DC2B242B16577F912FB464179A6530EDED8807DF592317..HY...!..t.[..>...6....=.>..A..Eo......sw..L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\60f06f972295786f_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 603

Entropy (8bit): 5.789541411385076

Encrypted: false

SSDEEP: 12:+nE3q8lux2pHgyyyJ3CMxauh0BGQahCELMlgJNr:IE68luyAyyASa0gQQCELtNr

MD5: 71F7F65D24D1AF8447EC2F1EC54C943B

SHA1: 3CFCC51AF6578918C06D3D314F5AE5D7DB9A8766

SHA-256: 554B332A90B96D096BA629F9F4205D45013C25763FCF92EEB9B061445ADB3C19

SHA-512: 746392ED008E2D9DF609E315C53586BF4F3CB2686ACE0C850B150183F7F95F534F1BE7F50C022132137221313D46ADAC342C5A0F9D77295E6C596DD102D5E072

Malicious: false

Reputation: low

Preview:
0\r..m..........rqz....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/781428326/?random=1614044762134&cv=9&fst=1614044762134&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2F&tiba=Best%20Note%20Taking%20App%20-%20Organize%20Your%20Notes%20wi
th%20Evernote&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/..<]../.............G......MR.7.M.g.?.....eK...f..b.O.."h.A..Eo..................A..E
o..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\66a3fd6086b5a401_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1704

Entropy (8bit): 5.694871201590641

Encrypted: false

SSDEEP: 24:uLGP4L3ey4LDXD4L3o/4LBqB4Lom4LDAI4LYP0:uSP47ey43XD4ro/4VqB4Um44I4EP0

MD5: 7EB082BD5083858497DDB15CAB13C19D

SHA1: FA6C41CC1198D798B935381AA193595CC2F9E2C4

SHA-256: 0E26D389BAFF50FE3A445676451292BA0A263D95A844FF7B992568416C8B4436

SHA-512: 2532A4F2964066F4E2DAD0DC2FA5B41B511BE1F6CF2932A4A62F6F6E07CDF44669D47AF9289A3577CA66470C0890F020DEB37D16D05204EA19B78F4FC3135968

Malicious: false

Reputation: low

Preview:
0\r..m......Q....#._...._keyhttps://www.googletagmanager.com/gtm.js?id=GTM-MP67N8C .https://evernote.com/Alp[../............./.........\.t..C...4.P......Q.....8-.A..Eo.......[.....
......A..Eo..................0\r..m......Q....#._...._keyhttps://www.googletagmanager.com/gtm.js?id=GTM-MP67N8C .https://evernote.com/.4.[../.............L.........\.t..C...4.P....
..Q.....8-.A..Eo........&..........A..Eo..................0\r..m......Q....#._...._keyhttps://www.googletagmanager.com/gtm.js?id=GTM-MP67N8C .https://evernote.com/...\../....................
..\.t..C...4.P......Q.....8-.A..Eo........I..........A..Eo..................0\r..m......Q....#._...._keyhttps://www.googletagmanager.com/gtm.js?id=GTM-MP67N8C .https://evernote.com
/I4.\../..............4........\.t..C...4.P......Q.....8-.A..Eo...................A..Eo..................0\r..m......Q....#._...._keyhttps://www.googletagmanager.com/gtm.js?id=GTM-MP67N8C .h
ttps://evernote.com/'.-]../..............F........\.t..C...4.
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6710c8dd7787f8e8_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 241

Entropy (8bit): 5.5660660717422665

Encrypted: false

SSDEEP: 6:mJYEAtfmQy+DuS1xc2CLPFgJm+HSk+XhEhK6t:gz0uz2CLPam+3+XC

MD5: CFE8C2570FC1DD90C00C6461E96F0DFC

SHA1: 99B836FA7A6F2ACADB5868DB160B8CB560660806

SHA-256: 87D0973A1446BEDAEA78B70F9E47DD86B5E3F23117420D48684CD9C69CE0364D

SHA-512: 75D5EDB69CF8FA3372BCDFF23F41FD7AFA938AAE09475805C858E20CA26165DCCB06941F6EBD2B884B482B61934668A957C94FEF8B772402CEA39FA03B756322

Malicious: false

Reputation: low

Preview:
0\r..m......m...BOTZ...._keyhttps://dashboard.svc.www.evernote.com/app/nv/vendors~main.f4e1a51e4825d39e90a9.js .https://evernote.com/...Y../.............,t........o.0.;...7..-
.Tb.A....W....6.A..Eo.......=.W.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\74311c0e3e66331c_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 221

Entropy (8bit): 5.544092973668436

Encrypted: false

SSDEEP: 6:ma9PYSHT8NWQA2AKWNpFgNpAk/905K6t:BNz8NWQuypk

MD5: ECF6C51298AC6C37FE2E75CF21A21D28

SHA1: A6FF581448410487A00004199DC1DB889CF29C10

SHA-256: 74352CC36A556C93039C2C7C4E0EEAB46BF8DCF485584503D1AB08ABE0591D70

SHA-512: 1E1416E079DADD72BC4F0723F643899283C08ABBFB968F799874B3129629655812732ADB82A0A700E7A8D3B55464D56D6C3ED27CD04F061B532EEB69F0C7280E

Malicious: false

Reputation: low

Preview:
0\r..m......Y.....Z%...._keyhttps://ajax.googleapis.com/ajax/libs/jquery/1.8.3/jquery.min.js .https://weebly.com/...Z../....................P/G.KO..nHB...5..D\Y.. ..R.....A..Eo......J..|....
.....A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\758377246be36174_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1640

Entropy (8bit): 5.45376981257649

Encrypted: false

SSDEEP: 48:LWKldVWKlOVWKl8VWKlhVWKlqVWKlKVWKlyRVWKlK:LWKTWKYWKWWKPWK8WKcWKAWK

MD5: 950FA9B0E25D0D6C28427C519CDA688A

SHA1: 883AF5E02AAD24A8A44071F9A4A68D397B001EB3

SHA-256: 3A43E151048858FABA11A8B4C5DDBD9753D174F09552AD6D64D7EDAFBC5CD4FB

SHA-512: 0D84074AF4DFBBCE27D8BA205A4049D78BE77898AC4E3ECA1BD8DD03A1DB74C654CE0BAD377CE8824988EE82E6B0F5B5EA56886B534F1DA2342C4C36DCB79
932

Malicious: false

Reputation: low

Preview:
0\r..m......I...,?....._keyhttps://connect.facebook.net/en_US/fbevents.js .https://evernote.com/.,v[../.............j........2c......q....s.;...P&..._(...A..Eo......'.w..........A..Eo.................
.0\r..m......I...,?....._keyhttps://connect.facebook.net/en_US/fbevents.js .https://evernote.com/w..[../.....................2c......q....s.;...P&..._(...A..Eo...... .-(.........A..Eo.................
.0\r..m......I...,?....._keyhttps://connect.facebook.net/en_US/fbevents.js .https://evernote.com/...\../.............&........2c......q....s.;...P&..._(...A..Eo........R..........A..Eo................
..0\r..m......I...,?....._keyhttps://connect.facebook.net/en_US/fbevents.js .https://evernote.com/...\../.............5.......2c......q....s.;...P&..._(...A..Eo........)..........A..Eo................
..0\r..m......I...,?....._keyhttps://connect.facebook.net/en_US/fbevents.js .https://evernote.com/5s9]../..............F.......2c......q....s.;...P&..._(...A..Eo.......#........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\77d5e1bac43e0376_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 583

Entropy (8bit): 5.807822842290661

Encrypted: false

SSDEEP: 12:Y4jE35VKg6INux2pHgyyyJ3CMxauU7JPrhCELysA:PjELKgjNuyAyyASF7zCELyz

MD5: 48DFF6D54CC45EB9DF730856177799D1

SHA1: 2D32215262A4C87076F5296626C59A0CE6BF4938
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SHA-256: AB7E60233D2EB5331BE6A30667AA68969143CE2C3F06F66DE31717059D099488

SHA-512: A6B58A7DF75A1BBDD7EE8A661A452A0710F22203316C12FED20236E41A683B476451106848AE9D0F5C981A588C0E62AA00A9C509F189C3449B63E730F29343EB

Malicious: false

Reputation: low

Preview:
0\r..m................._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/975811088/?random=1614044743311&cv=9&fst=1614044743311&num
=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&g
tm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2Fprivacy%2F&tiba=Evernote%20Privacy%20Center%20%7C%20Evernote&hn=www.
googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/.@.\../....................6@&.^..f.J....#....u.X.bu..'...A..Eo..................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\77d5e1bac43e0376_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7c1dbc8619d19e0a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1664

Entropy (8bit): 5.589849424337216

Encrypted: false

SSDEEP: 48:jrPsSlr/wlrVwblrgAlrW0SkTlraElrtslrqVE:jr06r/QrGprgArPSYra0rtsrqV

MD5: 5EA252FF59216D5BA5EE2DED736E65AD

SHA1: C609FAD58E03FF4AFF6C216DBBC4E9D2D0A6D088

SHA-256: F5DED478395BDBB4A43DF46D2EAE8A285F48F1F68C0B83A8AB95DAE50E0FBA68

SHA-512: 93D37ABF6A9F7876033F8548623EEB147BEA55DC2455F7329799B971239BD78B7233BC298F0910C331EA27BC8C4CA247DE2FDBD80F0C544FF275CC3462D4AE39

Malicious: false

Reputation: low

Preview:
0\r..m......L.....b....._keyhttps://static.hotjar.com/c/hotjar-605273.js?sv=6 .https://evernote.com/._w[../....................... N.b.M....r..SlV....0qU=.....A..Eo......4............A..Eo............
......0\r..m......L.....b....._keyhttps://static.hotjar.com/c/hotjar-605273.js?sv=6 .https://evernote.com/sI.[../........................ N.b.M....r..SlV....0qU=.....A..Eo......v............A..Eo.....
.............0\r..m......L.....b....._keyhttps://static.hotjar.com/c/hotjar-605273.js?sv=6 .https://evernote.com/...\../.............+.......... N.b.M....r..SlV....0qU=.....A..Eo.......C..........A..E
o..................0\r..m......L.....b....._keyhttps://static.hotjar.com/c/hotjar-605273.js?sv=6 .https://evernote.com/.A.\../..............5......... N.b.M....r..SlV....0qU=.....A..Eo................
...A..Eo..................0\r..m......L.....b....._keyhttps://static.hotjar.com/c/hotjar-605273.js?sv=6 .https://evernote.com/..9]../..............F......... N.b.M....r..SlV....0qU=.....A..Eo..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7d025005377e9f42_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 207

Entropy (8bit): 5.437317075989622

Encrypted: false

SSDEEP: 3:m+ljPa8RzYEwg8zLrKWL8mTXLuFvDaLd6mt/lHCssPcTC1/P5JkP5mPFVlXpK5kt:mmYEyL8eLuF+6igssPl1/P5Jk4PbK6t

MD5: 2156E6F4DD7C929FB198452E8B83DB0B

SHA1: 82DA72532BEAB0D6D450E01E8376572E36AE4A13

SHA-256: 415987C42EE25BD96B4E03F813BFA387DEF3BBB476FA284B907A59356153B0DB

SHA-512: 2D690AABDC181920A1559BB5BC970019E57E25B0BB782F76004E6B39582A62A3D0DCEB77AF4AD554BB486D09FE548EDBB279561C84618CB67257DBBBB4EB25
EE

Malicious: false

Reputation: low

Preview:
0\r..m......K..........._keyhttps://cdn2.editmysite.com/js/wsnbn/snowday262.js .https://weebly.com/f3.Z../.............G..........WH...c'.o...N....*...p....`T.A..Eo.......f`..........A..Eo..
................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7d236927cf3d6c7f_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 230

Entropy (8bit): 5.5854161949508505

Encrypted: false

SSDEEP: 6:mBnYGLUACLNGftU9NSauLNGohHgBVF5cfhg6AuyhK6t:+IoftU+5ooqVF5cM

MD5: 17AB0C653862F014B942903F738C05F7

SHA1: 45A1F9C985A358EE3D62E7610A5D365FC69E1308

SHA-256: 39ED66CE40FB558647F9A2E2C440ABD03F8DC89761A84AB6333525C11A223E55

SHA-512: F7D7C0B088BD60028081CEBEE6C05CBFB34D86BDB3AF9643EA3C46D761C113D41C885DAF75A858253BD9A5F395EA591F06085DCD5D85786F13E94DF5C119545
B

Malicious: false

Reputation: low

Preview:
0\r..m......b.....g....._keyhttps://www.youronlinechoices.eu/javascript/jquery-1.7.1.min.js .https://youronlinechoices.eu/D..\../....................;x!.....GL...-}.|....'.....[U..A..Eo.....
..............A..Eo..................
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7ee77a05eee15d31_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 624

Entropy (8bit): 5.469305628894442

Encrypted: false

SSDEEP: 6:mqBgEYGL+MHMBYLVgKxdNXuiZK6tWqBgEYGL+MHMBYLQblHgwgdNXuJnK6tWqBgK:dHMGLVXHMGLmlDpXHMGLeC

MD5: 3E61D525F78DD20D338EBA981A6F431A

SHA1: A989888BA7955CC0429CA5E0CC046866152FD491

SHA-256: 712F5D4A9A011D63BB628D7B2306B424B4C1224BE8F9201A6933F5D0953AC50B

SHA-512: 63E805C441084FC2C809D83F32F5FCCC9F42458EA624374A1FE0DC1A1D09FA5E7552765AF72D36D51153A0FC717E1B806D59A09CF6247E016809E10CBD7B25AC

Malicious: false

Reputation: low

Preview:
0\r..m......L....eMT...._keyhttps://www.google-analytics.com/plugins/ua/ec.js .https://evernote.com/Y.t[../.....................P.].MK..N..A.-1K..#?D/.X.D.. .A..Eo......@Y.........
..A..Eo..................0\r..m......L....eMT...._keyhttps://www.google-analytics.com/plugins/ua/ec.js .https://evernote.com/..]../.............h......P.].MK..N..A.-1K..#?D/.X.D.. .A..Eo....
...!&..........A..Eo..................0\r..m......L....eMT...._keyhttps://www.google-analytics.com/plugins/ua/ec.js .https://evernote.com/Y..]../..............v......P.].MK..N..A.-1K..#?D/.X
.D.. .A..Eo.........>.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8ae3279c1c9aa41f_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 603

Entropy (8bit): 5.783036900172346

Encrypted: false

SSDEEP: 12:aMjE3q6d7nux2pHgyyyJ3CMxaurwojGEhCELTEKm+hr:aiE66d7nuyAyyAS1oDCELlr

MD5: B2083E26CEC0FC56B79B764973D6EB0D

SHA1: 717E8BD672D6EA725F3C91AE9D9FD59E8A93B624

SHA-256: 41798675F1C36CD1423B9C627394723ADC56E8052400EE7A3438D3066362E50A

SHA-512: 542AC11990884E103C294EBFD6FB169D53A9BCD98BFDA91DCCE209B258D8B8BADCCA22AC893F92A29E86BEB94D682C24BD64CCD2B557B4E0147F462118DDF
0E0

Malicious: false

Reputation: low

Preview:
0\r..m.................._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/781428326/?random=1614044766200&cv=9&fst=1614044766200&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2Fwhy-evernote&tiba=Focus%20on%20what%20matters%20most%20to%20you%20%
7C%20Evernote&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/. {]../.............W.........D.......c...C.JhM...bN..+...A..Eo........r..........A..Eo........
..........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8b1a08f77aad3420_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 603

Entropy (8bit): 5.820596300607505

Encrypted: false

SSDEEP: 12:MlgE35VKnIpux2pHgyyyJ3CMxauh0BGQahCELcW2Ed7:hELKnIpuyAyyASa0gQQCELpJl

MD5: 15C11D99874A52BB91B268EBB96583D8

SHA1: 708411D992091E0E9D423C924354B7E03ED446D1

SHA-256: 85771B9AE9A70956715986BB1D34A632F288AB38803AD24DDBC511D6306DC482

SHA-512: 0AD6DEFF1BE93E6BF4133FA487246F21E84643479A8981FD5BE83C99AA5B046831C3EB89F7B5E38370521D8DCB255837896713A29127647BE710E6AD7640A24E

Malicious: false

Reputation: low

Preview:
0\r..m............D....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/975811088/?random=1614044762138&cv=9&fst=1614044762138&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2F&tiba=Best%20Note%20Taking%20App%20-%20Organize%20Your%20Notes%20wi
th%20Evernote&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/.q;]../.............PG..........w..y?0g.M.R.........M{...A..Eo......&.i#.........A..E
o..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\96ef818923c2e92f_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 631

Entropy (8bit): 5.745904597962374

Encrypted: false
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SSDEEP: 12:o5E3qfxPQuIux2pHgyyyJ3CMxau9cdDVK9CELeIUaU/pl4:0E6fxPQDuyAyyASyc0CELe7aU/H4

MD5: 3C4FD839DF1D57AD1B3A95410A973C02

SHA1: 5A8BEAA944A9211878E7BEF0DA2807639FC6C1AF

SHA-256: D24DEAF720E0E1F9F44D9D9A72E6234586863BA841DFCF022F00B3578708A077

SHA-512: 8C85E607CC50D6F669C3A9297B11B239B3321CE33E2DF8AB54161899A830A5CF519AD5E331B500F9C161F739B0CB67837206B14C4ACBCC50F809A4A51C751B69

Malicious: false

Reputation: low

Preview:
0\r..m..........q#i....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/781428326/?random=1614044770729&cv=9&fst=1614044770729&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2Ffeatures%2Fnotes-app&tiba=Evernote%20Online%20Notepad%20-%20Take%20
notes%20here.%20Sync%20them%20everywhere.&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/..]../.............i.......e:.?.\.."...N..J5.&.
....U.Fb,...A..Eo......v...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\96ef818923c2e92f_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\978ea4c37094d70e_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 650

Entropy (8bit): 5.7598051753974735

Encrypted: false

SSDEEP: 12:9HZE35VKPfIux2pHgyyyJ3CMxau9OXRX+zNjyCELo/n0gxyL/N:9HZELKPfIuyAyyASyOhXoNjyCELo/nnI

MD5: 716BBA530A8BF9E98273EFB938D31159

SHA1: 0775D35F3B855E534385FA768FECE2FBCD48FB45

SHA-256: 62A9923527DBFC8881D298698CB844C23F05B305F74F58C6099A21E18B1A0DC5

SHA-512: C3543B06740497341A66F4B5E65744FCFD346F441A5E8B4EB3CB27F6297F9DDDEF36F6A2F3EE89CCB2B30C43CC87A34F182F8D1392D8BF6E3E9C87C99E59D16
8

Malicious: false

Reputation: low

Preview:
0\r..m............K....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/975811088/?random=1614044774381&cv=9&fst=1614044774381&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2Ffeatures%2Fwebclipper&tiba=Web%20Clipper%20-%20Annotate%2C%20save%2
0%26%20search%20screenshots%20and%20clips%20from%20the%20web&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/...]../...........
...w......C..+.`}.v....V.|&.t....._B..c...A..Eo.................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\98a4d40d758e6fc1_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 237

Entropy (8bit): 5.523022126686228

Encrypted: false

SSDEEP: 6:mPltXYiQGAJZRSAyZCXIwoVNc4Hgtm6Y9hV//hK6t:CltiGcRSngXIZJ6Qn//7

MD5: FC5E109D949171C1BE77E89E57E53C6F

SHA1: 8943B4812E83118008D838A9D457C1F944CE4C48

SHA-256: C9035732F28D1E6B8385308587E12514A357C33C5824FFC20795FE341CB00502

SHA-512: 4C2E3F641C8CCE366B146DEB1543EC36BEFE12963BBEED4CC60EDD8F5EAA924D3EE80658A96802A8CF27560098EEFC5EEEA5A64CD99BE174EFEC983931182
E23

Malicious: false

Reputation: low

Preview:
0\r..m......i......}...._keyhttps://office365microsoftlogin.weebly.com/files/templateArtifacts.js?1613993205 .https://weebly.com/..Z../.....................u......2.x..1".3...W......]x.mq.A.
.Eo.........m.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9bc6f2ebc0217660_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 233

Entropy (8bit): 5.621927872716079

Encrypted: false

SSDEEP: 6:mmIPYiQGAJZRSAyZZvjxWSLALHgDN0pNsvmHGH4nhK6t:IKGcRSnbvjxb7+HD

MD5: 0F8028D73B6557EEE9778CF1918052BF

SHA1: 8A59CD5E80064A8C2C5554A0CC0BB2FE2BC79F91

SHA-256: C5C2AD011399FBC6EA32A791EBD9B88D1532016864C6A1E9BE2365A3007EC667

SHA-512: 8260E8F7919EE80BFF85B2FA3066580A3880A23F62914790AD6097F8261E0D4A9DEA873C659F34C204D68537D3A1F40FCFCE74DB5CFBFAEE04EFEE789BA4058A

Malicious: false
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Reputation: low

Preview:
0\r..m......e...D......._keyhttps://office365microsoftlogin.weebly.com/files/theme/plugins.js?1556830342 .https://weebly.com/G..Z../.............v..........].GV.f2.p)~..d-t..LH..;{
k.".A..Eo......_<.K.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9bc6f2ebc0217660_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a11ac5cf9ac5242c_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 583

Entropy (8bit): 5.7626762426390465

Encrypted: false

SSDEEP: 12:YXE3q229yux2pHgyyyJ3CMxauU7JPrhCELRsoR/T:WE670uyAyyASF7zCELRL/T

MD5: 5347DF837205FDF29A82104B23DFD641

SHA1: 7565573503CA11D4F1B46C699AA75F282B391D5D

SHA-256: C424FD7AD5FE072B9A4B87202B0397AE773F58A69D37E78E3C1E2C24BBBE8D10

SHA-512: 25DC1E1AD4B0F08951545FB0024AD6B10843E9B47A2CE903C7722249A7C71B137940DCDA11DDF01AAF52D3FFFD69A3A366E95BB402390CE13F88AB92983D60E
C

Malicious: false

Reputation: low

Preview:
0\r..m...........k....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/781428326/?random=1614044743303&cv=9&fst=1614044743303&num
=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&g
tm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2Fprivacy%2F&tiba=Evernote%20Privacy%20Center%20%7C%20Evernote&hn=www.
googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/.+.\../.....................O.F.S.M3.Q.%.p..7.,..k4s1.Uj[.L.A..Eo.......+...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a443d39d1fae8570_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1836

Entropy (8bit): 5.576723560392335

Encrypted: false

SSDEEP: 48:ELb42paLbqaLbLaLbuaLbSaLb7GaLbpaLbI5aLbLp:ELbKLblLb+LbpLbdLb7xLbYLb3LbL

MD5: 6C3AD4602DBA2ABABA2CBD241B465089

SHA1: 66433B5B04456274BB40C78A908144BE1899926E

SHA-256: 488851A66C15B6755C015F82898AE3C649342CD96EB008722C89A31009BF7714

SHA-512: 5D31062C8FFC765DF12BB860E61E50DDC69B812D8FDF55AD82C7C25510C5DA6B924EE8018D3C41FA331D59D4933E772DB072347BDE2B7447ADB8CF382C1CCF6
E

Malicious: false

Reputation: low

Preview:
0\r..m......H...{......_keyhttps://www.google-analytics.com/analytics.js .https://evernote.com/2..Z../..............v......6.f 1.^._h.*..fN...4@(.Lk.8.@.A..Eo......8............A..Eo........
..........0\r..m......H...{......_keyhttps://www.google-analytics.com/analytics.js .https://evernote.com/..s[../....................6.f 1.^._h.*..fN...4@(.Lk.8.@.A..Eo........u..........A..E
o..................0\r..m......H...{......_keyhttps://www.google-analytics.com/analytics.js .https://evernote.com/=..[../.....................6.f 1.^._h.*..fN...4@(.Lk.8.@.A..Eo.............
......A..Eo..................0\r..m......H...{......_keyhttps://www.google-analytics.com/analytics.js .https://evernote.com/...\../.....................6.f 1.^._h.*..fN...4@(.Lk.8.@.A..Eo.............
.....A..Eo..................0\r..m......H...{......_keyhttps://www.google-analytics.com/analytics.js .https://evernote.com/C..\../.............5......6.f 1.^._h.*..fN...4@(.Lk.8.@.A..Eo.....
.K.l..........A..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a5bf1908950f670b_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 603

Entropy (8bit): 5.812979688714604

Encrypted: false

SSDEEP: 12:K+E3WAMPbux2pHgyyyJ3CMxauh0BGQahCELDUG/NOHkd:K+E/WbuyAyyASa0gQQCELgG0Hkd

MD5: A4AC2F31F74922D89239CC7B4FDF12A2

SHA1: E64E5EAECB563ADA2898EDF079677EBB10D5ACA1

SHA-256: FA51B345D9857F975B76EF0FDF1D8949A44C75C244FB8FDF853E204AA8B07BEA

SHA-512: B6E4F1DB271D5C59D555E1D898BD39A29DBC249BDA4F68FC8F4BF7E25D9211265F439C49F0C0EF72DEDE3DFB6B8765E23613052BB16038C4F090C2EE1C3DD97
5

Malicious: false

Reputation: low

Preview:
0\r..m.................._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/984368495/?random=1614044732722&cv=9&fst=1614044732722&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2F&tiba=Best%20Note%20Taking%20App%20-%20Organize%20Your%20Notes%20wi
th%20Evernote&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/..|[../.....................!#....I'!Yg8...."...5...Il..b..A..Eo.........P.........A..Eo.......
...........
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a99290c87fe5010f_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 324480

Entropy (8bit): 6.068328549043942

Encrypted: false

SSDEEP: 3072:GeWvvpNrC9VY+f/RGE3lXs0lOSqQuU4JOQ6XqfkeMTqcBAPDRi0yP9DFq1LF+fI0:GHn8/R9JQI0XrD9cBq1IfR

MD5: 5E587D017E032C62B65A182A7CFF6ED7

SHA1: 64F6ABFFF72CEA96C8276C34D31F5910838AE173

SHA-256: B059680597A7F6A5349FF4D5B970FA696316645A852F22DB66577CE5C52A536C

SHA-512: 7FCE2AAE2BF14747AEFBBE1F1E6133566AB7C73D41941DAA94BB82521F16A195B7F1EB3D67379A0CCE0FADA874B5B2E486B75A11CE918FF0ABEB132D928312
56

Malicious: false

Reputation: low

Preview:
0\r..m......@...;..q....16AEE86E34E287165AD8E10AFB019CC0BA78FA1EF69C2055A7E823AC07732C18..............'.`j....Ob...(.....3q.........................................................
.......................................................................................................................................l...x.......|.......|.......................H...D.......................................d...........d........................
...........................................\...................p................(S.-...`.......L`.....(S...`.....LL`"....@Rc..................QbR..h....e.....Qb...5....t.....Qb...\....n...b$...........I`....Da.... ....(S...`......
L`......QcV.......exports..$..a...........S.C..Qb..ti....l...H.......a...........Qb...~....call......K`....D}8...............&.%.*......&.%.*..&.(......&.}...&.%./...%.0...'....&.%.*..&.(...&.(...&.(...&...&.'.
.W.....-...(........,Rc.................a.`....Da@...8...........e......... P.........@....@.-....HP.......9...https:/

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ba5ddc20b7748c8d_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 583

Entropy (8bit): 5.795413601273289

Encrypted: false

SSDEEP: 12:YQE3WATDUPux2pHgyyyJ3CMxauUUya0KhCELCd4Bjp:VE/TDIuyAyyASFUyGCELC8p

MD5: EF41FC3C8741777CB9082BB900FE1B2A

SHA1: D612CF508DD69430F778BEE14A6432C3D9C6F7E6

SHA-256: 132BD63106A0E3991B6FC71BFEA60CEBE5116D528DA4481C5EA45E6CFF4B7A8F

SHA-512: 570AC63282E11133DF82CFF092E40432C59D18BAA272DA7B6D38020824D7A1E85A17A4D524D7887ADC08766B8446A6527507BC1BDEBB4A3F8BA99ACE251B20B
C

Malicious: false

Reputation: low

Preview:
0\r..m...........^....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/984368495/?random=1614044757737&cv=9&fst=1614044757737&num
=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&g
tm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2Fprivacy%2Fcookies&tiba=Cookie%20Information%20%7C%20Evernote&hn=www.
googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/...\../..............6......1....^i.w.b.j]......y..c&:}.v..A..Eo.......r...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bbd1e9ef85f0ea52_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 233

Entropy (8bit): 5.539828861911147

Encrypted: false

SSDEEP: 6:mmfnYEAtfmQy+DuIMsg4AIrPRLbstgIEmNwyAHllZK6t:Xz0u2ZPRL8EmN4

MD5: 6DDF56699C5F0390D58EB4A43EE5D50B

SHA1: 92E3C656EAFDFF7FD1415E5024459D82A609347A

SHA-256: 7A1FE2235F255CAF07BD65BA19E98F6E79FE99BB4A7CC285A0C0F13115411D82

SHA-512: 7601110F2FDDB7BB9783CF6F472EF86EDBD3B9A44124596C0CFEA57B428469ACD02BAB4392808DEE3A738515DBD5DF4455A385C005B7A2CE8C59ACFBDE13ED
E3

Malicious: false

Reputation: low

Preview:
0\r..m......e..._.`8...._keyhttps://dashboard.svc.www.evernote.com/app/nv/main.9b81edb692cbef98e58b.js .https://evernote.com/...Y../..............t.......K...UD.=?...`.....5.0.Ne.*
'...A..Eo......1T,..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bce11561f2598066_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 317360

Entropy (8bit): 3.564332327421166

Encrypted: false
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SSDEEP: 3072:DW4ZK3Kwx1wiYZbwemiCSCHNNkvjbt6mj47UhRcBMVVISZ5w:LKhwJbxT4/

MD5: 413B4DF6785E371202900AC64DE39EE2

SHA1: 64FD5525D788CE1FB36E1FDE68DC7A32D0F3C415

SHA-256: C4CF7AE2E1C9B04EBC0C36F1B202719719817D756933B8D014BADB3B574E30D2

SHA-512: 547AE0487AE8CB034CBFF5D869E74E34F95EA95AECF8ED253045EF8E30CD79FB648C54B08BC74DBD583A8725A5A9A6058ACC0398C47A363207A21E8A86D9C8
E0

Malicious: false

Reputation: low

Preview:
0\r..m......@....X U....7B2DA7320A7AAA30D586BEAECC11B660F04315AF5B5A32C5FB3E56A40F921B55..............'.".....O..........e..............................(S....`.....<L`...
...Qc..a....window....Q.@..yf....Weebly....QbV......_W...(S........5.a...............a............ Qf.o......getSiteLanguageURL..aR.......IE.@.-....PP.1.....C...https://cdn2.editmysite.com/j
s/lang/en/stl.js?buildTime=1613524086&.a........D`....D`....D`.........`....&...&..1.&.(S.....Pc........_W.tli..a........IE..1.d....................&.(S.H..`H.....L`.....0Rc..................Qb6......
tls.`....I`....Da..... ...(S..`N....<L`.....4Rc.................QbR4......s...`d.....Qb&..>....f...`.......5.a...............a.............Pd........ftl._W.stl.fa4.........A.........Qc._].....slice.....QbfO......call.M..
.Qc.V{,....split.....Qb.2.'....{{....Qb........}}.........Qcnr.L....replace...Qeb.......^\\s*(.+?)\\s*$...Qb.......$1....K`....D...H..................%....&.....&...*......&....&.(...&.(...&.(...&...&.Z.....&..&.
(

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bce11561f2598066_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c7283c7b015094ed_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1888

Entropy (8bit): 5.712687191903489

Encrypted: false

SSDEEP: 24:ICL2k/rOCLgIukxOCLUTkwOCLKkGOCL0km81OCLkGkBOCLokkGOCLUk2:lr7rF7E7q7w817wN76G7U

MD5: 3EA9A776B7ECCD0430C4FD76863E5BD2

SHA1: 0297A08AA33D0D7472F24AB5346EDC137D98B39A

SHA-256: E371716D684B6903ECF701CAD68945A29155455C365CE22EB2474822FA94CFBA

SHA-512: 3BEBB1045235C17286EEEC8DD9F46028BD9EA965E3F530E187EAFEF3EB71878B8DAA66D09B898B22BE24765C1D60CE00E4D079FF01938D2A318053FC17C42DC
0

Malicious: false

Reputation: low

Preview:
0\r..m......h...yL......_keyhttps://connect.facebook.net/signals/config/891802871018262?v=2.9.33&r=stable .https://evernote.com/A.y[../.............o...........+Y...s.]...a;Mw.F.4F
.0..=.A..Eo.......|2}.........A..Eo..................0\r..m......h...yL......_keyhttps://connect.facebook.net/signals/config/891802871018262?v=2.9.33&r=stable .https://evernote.com/j..
[../........................+Y...s.]...a;Mw.F.4F.0..=.A..Eo......}..r.........A..Eo..................0\r..m......h...yL......_keyhttps://connect.facebook.net/signals/config/891802871018262?
v=2.9.33&r=stable .https://evernote.com/...\../.........................+Y...s.]...a;Mw.F.4F.0..=.A..Eo......dK...........A..Eo..................0\r..m......h...yL......_keyhttps://connect.facebook
.net/signals/config/891802871018262?v=2.9.33&r=stable .https://evernote.com/.e.\../.............6..........+Y...s.]...a;Mw.F.4F.0..=.A..Eo........B.........A..Eo..................0\r..m.....
.h...yL......_keyhttps://connect.facebook.net

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\cdcc69ea20fbcaa3_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 27361

Entropy (8bit): 5.618777443610096

Encrypted: false

SSDEEP: 768:XmdRLskQfpS6ovjyPi/Tzta7/bIIh0DHRR7Dv:XARLlQxSbjXoDbIcAHRxz

MD5: 1CBFC3488F169387C73EE2ABE37C36E0

SHA1: 71A5189DB2E071D116E776E67FB46BAB69B90E42

SHA-256: 806EFA10BAD479890FD320D9155FBF9F767BB0DDAD224DF2CAB3CCE4C2DAA607

SHA-512: C35076D62EDBC25716D0D23FCBCC58D7DD4C13948CBD0B280B7ABA02B3BE8B309D5F2F5DDB2ED7A198C8A13A8295C3D03D505F1C2A8FEAC189FC9FE9A7816
A29

Malicious: false

Reputation: low

Preview:
0\r..m......A.........._keyhttps://secure.quantserve.com/quant.js .https://evernote.com/.;w[../....................y.S..Chz.2.'u....\F........B....A..Eo......k..Z.........A..Eo........................
........'.E]....O....`i..Z.[..............................................................(S.8..`&.....L`.....(S....`.......L`......RcF.................Qc:.hj....window.........$Qg...(....RequireDependencyError
....Qb:.2G....amd...QdV-|.....definitions...Qc&R1.....array.....QdZ.y"....available.....Qb...G....map...Qc..c.....forEach...Qc^].N....reduce....Qc~$Yd....indexOf....md.......................
................................I`....Dap...x....(S.....Ia`................@.-....4P......&...https://secure.quantserve.com/quant.js..a........D`....D`D...D`.....M....`....&...&....&....&.(S....`......L`.....M.
..Qe..3.....hasOwnProperty....Qe...f....No module named . Qf...... has been defined........K`....D.!.0.............%.s...'..|.&.|.&..&.(...i...N%.*..&...&.(...&.Y..... ..&...&.%.4..&..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d77b8fb57306a18b_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 214

Entropy (8bit): 5.493014299847006

Encrypted: false

SSDEEP: 6:mO0XYZLGZ10NYLCgL7tlDilW+/L9bK6t:ZtLG0CLVDsb

MD5: FA8197C927B2B057D66420BD04B8C4FC
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SHA1: 914116D08EBCF5E36E6DC61B87BCDFF013A482D6

SHA-256: A765B33AFCF5D7F72600B22F1DCF05F58A4131B683189F5E59D7A247FF62BCFB

SHA-512: E9CA2B872070E0A425D1131C4E0C702E6EF5350541EECF34A694080512A2AE247A576DF803C8E588F0B3B7C8BE7105644654D51503D29C4161D6728DD8F856DB

Malicious: false

Reputation: low

Preview:
0\r..m......R...../....._keyhttps://evernote.com/js/privacy.575937cbb0f6cedfc08c.js .https://evernote.com/.[.[../......................?.t..IP^.G........K.s.)...3..A..Eo......W.k..........A.
.Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d77b8fb57306a18b_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d7a1c792f43e596d_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 348

Entropy (8bit): 5.872220081183095

Encrypted: false

SSDEEP: 6:mZYMHAJn5VMkdLLCNCtgBwk0zqvBJllrmK6t4gLzhdSysULvBJllrbvw:wO5VMELCNjvBJlls2MldCeBJll3w

MD5: C66716449EC4E4E6B10F6DB5C752278E

SHA1: AC6EE10EDCF6CA33D0E9EC97DC361359F8D42BF4

SHA-256: A638AAA2369ACA3AE5536050B4B793AA3CADE7C0622A64AF8330BD509158AAE2

SHA-512: A14CBA33B74B504A262D7BE1FF9334632A845AE95B63C540080EE2EB48FE5B884031C786DA98C721CE23885C1127391CC77767B01B3DE67B087CDB7151413891

Malicious: false

Reputation: low

Preview:
0\r..m......T...m......._keyhttps://script.hotjar.com/modules.f56917110d6a0ab1d784.js .https://evernote.com/#.|[../.............$.......V...2.....'.,...n...U.....vv..v..A..Eo........z.......
..A..Eo..................#.|[../.....16AEE86E34E287165AD8E10AFB019CC0BA78FA1EF69C2055A7E823AC07732C18V...2.....'.,...n...U.....vv..v..A..Eo.........L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\dd817c03f5d0eaef_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 229

Entropy (8bit): 5.685160925441947

Encrypted: false

SSDEEP: 6:mNmYEH3UUXxQw9KFgmll/6joFLrohK6t:6qXUUD9Kxt6j0Ls7

MD5: 0BD5999F32C464770845B2005229EB15

SHA1: AEDFD1D9E527F94147045BAD23F9A54CD9A85202

SHA-256: 0B8931B7FD7636785C69BB038F366CC7B9B9329EC3D608A8030DBFAF16C0004B

SHA-512: CE19C00658137DAF94F4B3CB8B3177F7EBF4BBA5EE8D3037C97462BDC6C68BC890C2631ADFE4E8804CEC5D09EADB6A26F758D67FD6266BB2AB96786E5E95C
F3E

Malicious: false

Reputation: low

Preview:
0\r..m......a..........._keyhttps://cdn2.editmysite.com/js/site/footerSignup.js?buildTime=1613524086 .https://weebly.com/...Z../.......................!.x].........4...;....m.@..A..Eo.......
..=.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e13ff206ff0ee9a9_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 583

Entropy (8bit): 5.784442085471445

Encrypted: false

SSDEEP: 12:YOE3qjyIIux2pHgyyyJ3CMxauUUya0KhCELQ+vJqNA6x:XE6GIIuyAyyASFUyGCELQ6gA2

MD5: 8FCFFE3985FDC003DB046B6C0B68EC1B

SHA1: B2617EA7565C390F9984E3F85918C0AB5CA98914

SHA-256: AF4E11FC0F47ACE18BE93ADCF72D4807BCDC75C8AC0DEABD54430B04EED7FCE8

SHA-512: 008D21D27462A81D3CD8C3B9046E53AC24E8E05F11BB3A89DB83567284947473A70A40B86415E9314E8813095BE929CF9D627A8910EF0D37265F01CE381E976E

Malicious: false

Reputation: low

Preview:
0\r..m..........n.;....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/781428326/?random=1614044757728&cv=9&fst=1614044757728&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2Fprivacy%2Fcookies&tiba=Cookie%20Information%20%7C%20Evernote&hn=www
.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/...\../..............5.......3`..Y.M...tBz`.....:e...1..2./..A..Eo......HhZo.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e19ab5391128b780_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type: data

Category: dropped

Size (bytes): 335856

Entropy (8bit): 6.123938056909356

Encrypted: false

SSDEEP: 6144:fPHX93TiX9KzLINX92TbxX9couwX9ppqiX9p27X9Fbv7cX9A:fP3tTKgzLI5cTbNaouMBqKX27LbTYy

MD5: 1DFB8C200152C43A28DF03785312492D

SHA1: B26D84C6F52AE6DDCCF7B8E4945C6C42ED91E9F5

SHA-256: 82CAC4CB41FC9BBBCFF0E6232B04EBE0E28281CF16A49A80A7BFAD9D877D1202

SHA-512: 028461F5A793F130135AC93CB97A3F9B1C58C66324FDFB66296683C493DD22084FCE4E9D0A5F2C4815411E236CBA3709AADDA598779C2DF4B95239CE9135E66A

Malicious: false

Reputation: low

Preview:
0\r..m......V....u......_keyhttps://www.googleadservices.com/pagead/conversion_async.js .https://evernote.com/.Ow[../......................,jB...&].1...N..h...\M..CX&.{..A..Eo.....
..I.l.........A..Eo................................'./{....O....0...v?.U.............................................................................(S.<..`2.....L`.....(S....`X......L`f......Rcf...........*.....Qb.......aa....QbF..U....l..
...Qb.edh....ca....Qbv.......da....Qb.D<p....p.....QbV.......t.....R....Qb.5v0....ea....Qb.x.S....fa....Qb..*.....x.....Qb..T.....ha....Qb........ia....Qbb..N....qa....QbV.......ra....Qb.e......ta....
Qb.]......A.....Qb...5....B.....Qb.......C.....Qb...+....wa....Qbvq......xa....QbF..;....ya....Qb........za....Qb"`......Aa....Qb...f....Ba....Qb.n......Ca....Qb.D......D.....Qbz.Wx....Da...
.Qb6.......Ea....QbF{t.....Fa....QbF;.k....E.....Qb^.B.....Ga......Qb..?m....Ha....Qb..j.....Ja....Qb...*....$a....Qb...B....Ia....Qb^.'.....ab....Qbb.9.....cb....Qb.P._....db....Qb..3..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e19ab5391128b780_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e3101327c9f33192_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 147984

Entropy (8bit): 5.931458600240324

Encrypted: false

SSDEEP: 3072:P5qF9kd1YiB9eZpDio+AGcf2r7Uf1yQAD3z/2n:PAo1Yi+TD5+AGxIHAD3z/q

MD5: FD88C464B5DA2127D2F0499A63DD2EDF

SHA1: 4E16EB48E2510657CDC8F781663CBEA326931805

SHA-256: C925DDD9D7ACDBC574ACDA765282C6D073B37F3E95D216A47AD91107A54F028C

SHA-512: 13DBC5C0EA33B24060E78DCAF95C18B0101AEDE86B6B8C83FFF57F68CBF5BB3A14FA5D57BC44F8F832292FFF5CCBBFAF3BAAF3668682A2BEA5B1FA42D9464
04F

Malicious: false

Reputation: low

Preview:
0\r..m......@....N......F93EBCCB9D7E253F3203939D14FA30636CA83BF736A25EFC365B6A50367B5673..............'.9Y....O1...x@....59............x............................................
$..............................X.......L.......................4....................................................................................(S.U...``....XL`(....(S...`.....LL`"....@Rc..................Qb........e.....Qb.M.....t.....
Qb^.D....n...b$...........I`....Da.... ....(S...`......L`......QcR.@.....exports..$..a...........S.C..Qb.W.....l...H.......a...........Qbr......call......K`....D}8...............&.%.*......&.%.*..&.(......&.}..
.&.%./...%.0...'....&.%.*..&.(...&.(...&.(...&...&.'..W.....-...(........,Rc.................A.`....Da@...8...........e......... P.........@....@.-....TP.A.....E...https://evernote.com/js/homepage-ref
resh-2020.cdbb300a0f16d30f0175.js...a........D`....D`....D`............`....&...&..Q.&....&.(S.X..`l.....L`......QbjU......o.......e.....a...........G...C...K`....D

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e7741d47a1883d4f_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 231

Entropy (8bit): 5.566627842403298

Encrypted: false

SSDEEP: 6:mWhuYEAtfmQy+DudJYLiGgBBl/GXVa4K4gK6t:h+z0uduLiTBcXVa4O

MD5: 38D233751BACCA2573F43DA638DB1351

SHA1: E4BDB90D805ADD0A155A4531AC05FF3E87B3DA13

SHA-256: 91E5E00F8F76EA79BCAB63E2C5902729671DA360DE90900C1C9A45E70F94AC87

SHA-512: 4702DC252967B38034144DA9EE51E8FD4F8B22DF0D358F55662A74FE973FCEF4BB8AC861EAA76E5A7DDF2BB64D7BF692F7C2BDECEB103D560C6F2791F0BB6A
26

Malicious: false

Reputation: low

Preview:
0\r..m......c.........._keyhttps://dashboard.svc.www.evernote.com/app/nv/en.9677374f5226e3503d72.js .https://evernote.com/.M.Z../..............u......8.g.KY..2...#........ ......PC
T.A..Eo........M..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e94c10b920133cab_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 241

Entropy (8bit): 5.569342892631636

Encrypted: false

SSDEEP: 6:miLYGLKdXNQKjQw/gJwPg8lm3xPqzrQK6t:TOhNQKjQKgOYGG

Copyright null 2021 Page 40 of 53



MD5: B6538D9BA378E339ADABC896268159C9

SHA1: EEF6D76F84CC9527994F820658DD772CB48DAF30

SHA-256: A2ED45075FCE59BE5482251CED1506D98F146672714CC2C085178BD6BA6BB7B5

SHA-512: 49384BE1CF76EAFA27E6673659CC7EC69215B59B15E4B67D560CA6367D8C3FCB12DE3DA12ADE11B17596E7AC098B10D2EB9F337E6C554ACC091E497283C6B22
8

Malicious: false

Reputation: low

Preview:
0\r..m......m.....r....._keyhttps://www.gstatic.com/recaptcha/releases/pRiAUlKgZOMcFLsfzZTeGtOA/recaptcha__en.js .https://weebly.com/.Z.Z../.......................S.{....V...5.....
.J...Rs...r.A..Eo.......1..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e94c10b920133cab_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ef6c920662221cc8_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 224

Entropy (8bit): 5.446259136243171

Encrypted: false

SSDEEP: 6:my8OEYGLUACLNGftW/N0SauLNG6ZFgLFLRCyLXTdJhK6t:3B+IoftKN0S5o2oLLf7

MD5: 215F2442D8F6DCF8D978220F5563D4F3

SHA1: 4E138697846237A924B9C6C119284DC425B96CB6

SHA-256: 6C2E0531E0A1D65744219705FD212067667F6D1B08E12A630756131115E98B95

SHA-512: 6832F30E011788B47EA8B8002181BBB8208E7D38472F15B82941A6B2EA2FB7D18EAC82A69730301895ED7961062267020DFA2BA8A40F2E63E7513AFCBD8B7E50

Malicious: false

Reputation: low

Preview:
0\r..m......\..........._keyhttps://www.youronlinechoices.eu/javascript/hashslider.js .https://youronlinechoices.eu/.\.\../....................=....R..b.).5G..DP.t.PW[.e>.....A..Eo.......kW.
........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f137fb8ca2b4d972_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 583

Entropy (8bit): 5.79433606782418

Encrypted: false

SSDEEP: 12:YJE35VKrO/ux2pHgyyyJ3CMxauUUya0KhCELULzYSFc1:IELKrO/uyAyyASFUyGCELULzYE4

MD5: 573618DD00D8ECB18C2E310E2AA87052

SHA1: 1ACC6933AC75482F83DFF87A05D91DABAB823B91

SHA-256: CAFE3C7628A69685B22BC768BD088A80C2F9B6F50DA151D89AFA6EE877CCD687

SHA-512: 3C66EE1F235F3AF0751724F9040CBB37AB4FF39AD98725E86F7320727D56A9AE74CCA9380575DEE40C148EB87AECC1DE507670CBC5450F21FE14B08E5EB53BF
0

Malicious: false

Reputation: low

Preview:
0\r..m...........h....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/975811088/?random=1614044757734&cv=9&fst=1614044757734&num
=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&g
tm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2Fprivacy%2Fcookies&tiba=Cookie%20Information%20%7C%20Evernote&hn=www.
googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/...\../..............6..........VNA/...q}i..w;*......l......A..Eo......j/}B.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f2bbe5cea512785e_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1488

Entropy (8bit): 5.483714175617467

Encrypted: false

SSDEEP: 24:OhYL0W8nYhYLKW8YYhYL5W8EYhYLtH4W8CYhYLyW8XuYhYLVoW8cYhYLTW8XHYhw:NuX7XmXZfXVXXXDX/

MD5: 88B602B36314C0B41427BC7489C858FF

SHA1: BD17F3D057799B8B0CE7479D16B881F9E3A57F6D

SHA-256: A6D8E85BCB51CD213D427018228FDACD019E6E4432695A24CD1CA237953C30F0

SHA-512: B7D18485ADD264094A838BB46EF22E93CA836BCEE34386130EC0E5B384367C0AC4C81A9843DCC1787E6C1D764CDC19958FD3F3B2788842EF86473E0906C776C3

Malicious: false

Reputation: low

Copyright null 2021 Page 41 of 53



Preview:
0\r..m......6....S.-...._keyhttps://bat.bing.com/bat.js .https://evernote.com/.9v[../.............J........x8...B)... .3.,.L..&E..U._.i...A..Eo.........&.........A..Eo..................0\r..m......6....S.-
...._keyhttps://bat.bing.com/bat.js .https://evernote.com/.Z.[../......................x8...B)... .3.,.L..&E..U._.i...A..Eo.........!.........A..Eo..................0\r..m......6....S.-...._keyhttps://bat.
bing.com/bat.js .https://evernote.com/...\../............./........x8...B)... .3.,.L..&E..U._.i...A..Eo.................A..Eo..................0\r..m......6....S.-...._keyhttps://bat.bing.com/bat.js .
https://evernote.com/...\../..............5.......x8...B)... .3.,.L..&E..U._.i...A..Eo..................A..Eo..................0\r..m......6....S.-...._keyhttps://bat.bing.com/bat.js .https://evernote
.com/1.9]../..............F.......x8...B)... .3.,.L..&E..U._.i...A..Eo......@.(..........A..Eo..................0\r..m......6....S.-...._keyhttps://bat.bing.com/bat.js .https://evern

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f2bbe5cea512785e_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f5bf27361285931b_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270

Entropy (8bit): 5.717374749757373

Encrypted: false

SSDEEP: 6:m8qPYiQGAJZRSAyZSp9BXIp33UUXx6dfr0g+iWgYkltzXzNYfYcbHgrAK6t:NGcRSn09B4nUUOT0Qikjip7d

MD5: C5DEFC291D752E4D4B33B24C0F613485

SHA1: BD68EAEE35A713D90B5B4459F23816E058CE7FBF

SHA-256: 787757B10F773BCF4116CD7D126EB2B1A6E473C5F3CF0211ABF107862F93C347

SHA-512: 13A4AC8181599A4B65B9C0C55EDCBD5880ED394BFFB08D598584C38554D2CC5901B9F372E294CE90177EF2EA0BDA28C411D9788B4DEE869AC5B74015925CA18
D

Malicious: false

Reputation: low

Preview:
0\r..m.............}...._keyhttps://office365microsoftlogin.weebly.com/gdpr/gdprscript.js?buildTime=1613524086&hasRemindMe=true&stealth=false .https://weebly.com/...Z../.
.....................3....5e"..A[.+G..z.......l6&.*.A..Eo........b.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f620174c7c4ae271_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 597

Entropy (8bit): 5.813555104470552

Encrypted: false

SSDEEP: 12:WoE3WA2BII9BDux2peyyyJ3CMxauU7JPrhCELKdYZ6Sego07:hE/1I/uyeyyASF7zCELOYrT7

MD5: A31E2ABDA00FEF1511FB192D20884BD6

SHA1: 825D330B35EBF11C6D5D3322423B790556B0D214

SHA-256: 408680C367E454722C001595D4431ECF22986416E75B4197BAC84BD96980FCE5

SHA-512: 768F4DF447AB2EA4015773E52261FDE864EFCE1609293D169686991053DD2DB6DB454FC410D956D451ECF17736F6F40C312CF78A377FD4FA7783E1D890015F5F

Malicious: false

Reputation: low

Preview:
0\r..m..........d0.p...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/984368495/?random=1614044743308&cv=9&fst=1614044743308&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&eid=592230570&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplu
g=1&u_nmime=2&gtm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2Fprivacy%2F&tiba=Evernote%20Privacy%20Center%20%7C%20E
vernote&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/.G.\../.............+.......p.{.?..p...X..'.......i..#H..@.A..Eo........d..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ff40512757403033_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 631

Entropy (8bit): 5.7786718027663495

Encrypted: false

SSDEEP: 12:oxE3WA6zux2pHgyyyJ3CMxau9cdDVK9CELaW7UJC1:oE/6zuyAyyASyc0CELvUJC1

MD5: 14A4DC540D50158899C0D4030A7318FB

SHA1: CF9F19587639417DC8DAC0E99BC82A19A3AA9845

SHA-256: 8256354133C7E85F9FBB8C1B9859BCF4D94B575BE57A7303ED192CD5C1AB1E4B

SHA-512: 4E35F2F143A7A087D5C6FE8822645400093F8E2EA4105C0E7CA1F6A3F8DE4E5F92CFA7BFF549138A1563E32DA74DD1698B67C617992BC59441B95DF10E31EFF6

Malicious: false

Reputation: low

Preview:
0\r..m..........a.Pz...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/984368495/?random=1614044770661&cv=9&fst=1614044770661&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-480&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg2a1&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fevernote.com%2Ffeatures%2Fnotes-app&tiba=Evernote%20Online%20Notepad%20-%20Take%20
notes%20here.%20Sync%20them%20everywhere.&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://evernote.com/..]../.............i......wx........O..!vV.....
..9..:.>2...A..Eo.......o.{.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\index-dir\temp-index
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type: data

Category: dropped

Size (bytes): 1896

Entropy (8bit): 5.495418948806449

Encrypted: false

SSDEEP: 24:3qEucYnvQhKjN7NuBQ/mIidjMPo4pzm3h+2YBE10XQWXyE:3qJDnYhmN7NOQ/9iojmnYBEWXQWX

MD5: 5B5048F7B7E19ADB06CCAC64854BE8ED

SHA1: B7995B323181B45728BCBB4007350CC0B0F12DE2

SHA-256: 2C35F846C8B9591183D79BFD8911BC6EC51701489133901766DD3B7B8264C8F2

SHA-512: 013BCBBB259FD109D90ABC274843015B664BF8D4E16588428797B53D1CED43E666E87A704B20757E7141BD37CEEE1814406FFCC789D1F25CDD840FF5EB9860F9

Malicious: false

Reputation: low

Preview:
`...n\.Ooy retne....M....................y|./..%.]../...........u....%.]../..........P.{<(.%.]../...........p....%.]../.........1]...z.~.%.]../..........WO..u..%.]../.........I.*.).$.%.]../.........p.....C..%.]../.......
..^x.....%.]../................|.%.]../...........(.9...%.]../.........ta.k$w.u.%.]../.............`..f.%.]../..............H8.%.]../..........a..Hy-%@..]../........./..#....^.]../.........30@W'Q@..^.]../..........b.....
.@.]../..............'..t]../.........kwy....*..t]../..............r*..t]../..........."..J*@.d]../............Q7G...7]../.........ox.".o.`..7]../......... 4.z......7]../..........1..'...@.']../..C........t. .].@..\../............
...?.@..\../.........c{..-...@..\../.........1.a.Rfh:...\../.......... j..^=...\../..........."b..l...\../..........l=.'i#}...\../.........q.J|L. ....\../.........v.>...w...\../.........,$........\../.........r...w7...^.]../.........r....7.
@..\../............s..{...\../.........Z....../...[../.........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\index-dir\temp-index

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 36864

Entropy (8bit): 3.8565143459789284

Encrypted: false

SSDEEP: 768:sBinkejiexJNB1cxJ11WJVBIZSdnIdWpXJS:sBUkExrB1cvWHBIZS1lpXU

MD5: A9D28E97883CD01670818FC3146A6049

SHA1: 8BEFFCDAF5CF44B1B854251E0473B5E32D53EBBA

SHA-256: 219FED65D6E20098E8CEF4607DB4065EB17F893401C35A7A0CE3406B03034AC4

SHA-512: B515472BE1DA1A2EBF5EB1978C59C02255504734410EFFC3562705D54972548ADF2FE602551EE698728F93D77BCB6732B40BF333EEB804D4BF2BE83688D0D895

Malicious: false

Reputation: low

Preview:
SQLite format 3......@  ..........................................................................C....... ..g... .8......................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 38508

Entropy (8bit): 2.9329231666265083

Encrypted: false

SSDEEP: 384:16WRexJVPBinfceHDPtvLB1ncxXHJDPwM1WJEn:7exJZBinkejNB1cxJH1WJO

MD5: 0FA88D8719493FC4967E46697A04CFFE

SHA1: 360D48E8E7CD32454B32B6B83E3A285EDB1350E9

SHA-256: 7416D4ECC9D072AC19D025EA5E6C5B290F5E415CB65A592589ED4D3F618C0CB0

SHA-512: 20CC5FD839111E2768E7610A6CAAFCBD716257A65547EAE2E846E00987EF6B7DFD2B1ABF1B70E535D530F164BC649619E6BC8CACE8CDD4F2A5DE33B80E16B0
A6

Malicious: false

Reputation: low

Preview:
...............7..............................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Session
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 39635

Entropy (8bit): 3.9574046768840403

Encrypted: false

SSDEEP: 384:ZEzfbNHzfbsWNUyW3wTn129Bu9PRUsfO2UARgENBIl5XBIi:kfxfICnOwTM2PRUsfO2UNENBIl5XBIi
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MD5: D5C53CA9FDF99B950C8A2A0075B3A4D4

SHA1: EB962A0862C97DB3C02B52AA3150ACBA6A4ED4FD

SHA-256: D7217E5CB569D983B30EA7EC522D9560C54A22702A74D83A83CB1202E65EB476

SHA-512: C7B8A373904CF1793D10844C45EEDE273E962B2BA84556D4DD7C69BDA370BE9C6440A568FAE7CC54F58FC9FCFE0CF2A02C7DD761F303DC126BB87EA3B2A62B
C0

Malicious: false

Reputation: low

Preview:
SNSS....................................................!.............................................1..,.......$...adb6ab2c_fd2c_4eca_ad12_69a5126849cd........................v....................................................
.............................5..0.......&...{524A03AB-861D-4591-9B4E-BDD69F9D425A}.......................................................Z...https://www.evernote.com/shard/s595/client/snv?no
teGuid=b91d9696-d04c-42d9-aac2-403f317dbf26&noteKey=5c12ac24b795a9cb44df2e7a0e541ee4&sn=https%3A%2F%2Fwww.evernote.com%2Fshard%2Fs
595%2Fsh%2Fb91d9696-d04c-42d9-aac2-403f317dbf26%2F5c12ac24b795a9cb44df2e7a0e541ee4&title=%252B1630-373-7027%2Bleft%2Byou%2Ba%2Bmis
sed%2Bcall%2Bfrom%2BMike%2BVan%2BDril..8...+.1.6.3.0.-.3.7.3.-.7.0.2.7. .l.e.f.t. .y.o.u. .a. .m.i.s.s.e.d. .c.a.l.l. .f.r.o.m. .M.i.k.e. .V.a.n. .D.r.i.l....................................
.............h.......`............... ...............(............... .......Y.s.....Z.s.....`.......x............................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Session

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Tabs
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8

Entropy (8bit): 1.8112781244591325

Encrypted: false

SSDEEP: 3:3Dtn:3h

MD5: 0686D6159557E1162D04C44240103333

SHA1: 053E9DB58E20A67D1E158E407094359BF61D0639

SHA-256: 3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB

SHA-512: 884C0D3594390E2FC0AEAB05460F0783815170C4B57DB749B8AD9CD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DE58E794550599AAA261120976C

Malicious: false

Reputation: low

Preview:
SNSS....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 164

Entropy (8bit): 4.391736045892206

Encrypted: false

SSDEEP: 3:FQxlXayz/t2Hmwg0EOZL7Ao4uhFkEuRLKyC5Ei5+Gg:qT5z/t2qoEwhXeLKB

MD5: 0A906A9A542CDF08FF50DAAF1D1E596E

SHA1: B97D6274196F40874A368C265799F5FA78C52893

SHA-256: EB9CABBF5FDA1AD535300B0110EAA4068A083248BA928A631C9278545935426D

SHA-512: 8795E905B711ADE6B1C4B402D50AF491B64D157AA738669482DDBFC30E857DF970BFFB774A925F3F4A0802BD27AFAF939CE140894FF09B67FB9C0BB83ED4491
A

Malicious: false

Reputation: low

Preview:
.f.5................i.Wd...............Sgdaefkejpgkiemlaofpalmlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F..................F................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit): 5.23170545653637

Encrypted: false

SSDEEP: 6:m1aN4q2PWXp+N23iKKdK8aPrqIFUtpE3JZmwPEW73DkwOWXp+N23iKKdK8amLJ:UaN4va5KkL3FUtpE3J/PEW73D5f5KkQJ

MD5: 502F1649BE3A233EDE9FDF283B7766AF

SHA1: 9C94ED9E123267476F6721FD25D0FD050C06BDE3

SHA-256: 46D84C97FB1EC404F1863005F6592C997E89173BDF3EDBF653D451636246CB80

SHA-512: D125ECF152A36C1B951EBDFCFF9B98FD6A98BBCFFF35B0FB8387536434E36831A34C5B73AD174EC4BBA5579DAB325A17E90721FF07510962AC7C576B471F84C
4

Malicious: false

Reputation: low
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Static File Info

No static file info

Preview:
2021/02/22-17:45:04.766 1760 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/02/22-1
7:45:04.767 1760 Recovering log #3.2021/02/22-17:45:04.768 1760 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
Rules/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 570

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 6:qTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCT:qWWWWWWWWWWWWWWWWWWWWWWWWWWWWW

MD5: D4BA0AE0BB0B9FAFF3DA6F35FDBC3C8A

SHA1: FB3E9DEC7F35A9B1D94E54A5659DD0DE484055E7

SHA-256: 99DEF1B557F19F04C1AFFC6F247D0451F33FC10EC42E73792223C3215AC98BE6

SHA-512: 86FD07C34B9ABD4C52BA19EAE291936F92BC6D38A75C021EDC1DEDBC15617669876180CD99F959C62476D82EC6BB9F5FE4C6CB4D82CB037EFB76D99A4D3D9C
51

Malicious: false

Reputation: low

Preview:
.f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.
5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5..
..............f.5................f.5................f.5...............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 317

Entropy (8bit): 5.242206196895444

Encrypted: false

SSDEEP: 6:m1tFN+q2PWXp+N23iKKdK8NIFUtpECeQXWZmwPECeQiVkwOWXp+N23iKKdK8+eLJ:UtFN+va5KkpFUtpECPXW/PECPiV5f5Kb

MD5: A074A18E54A24062767CC1FFBEF16403

SHA1: 5977F1A6B35E935DE70545B86431E5F0F799FCCC

SHA-256: B2EA52785B04585F71B1BF7E882F8622F283D08703E94C4D707F99985AA88B75

SHA-512: 9B75A551DD5FF9DA20F432C816825A7AD26B05E21C3D9A84C0D8DC0E265BC8255C6A3D39CD84215BED42487A74A2A70A473A4C82EF0FC3163E52267D2DA8C62
5

Malicious: false

Reputation: low

Preview:
2021/02/22-17:45:06.739 c5c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/02/22-17
:45:06.740 c5c Recovering log #3.2021/02/22-17:45:06.740 c5c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/000003.
log .

Network Behavior

Timestamp Source Port Dest Port Source IP Dest IP

Feb 22, 2021 17:45:06.989940882 CET 49707 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:06.991327047 CET 49709 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.031178951 CET 443 49707 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.031311035 CET 49707 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.032843113 CET 49707 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.033196926 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.033304930 CET 49709 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.033570051 CET 49709 443 192.168.2.3 34.107.165.220

TCP Packets
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Feb 22, 2021 17:45:07.073945999 CET 443 49707 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.074377060 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.075336933 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.075378895 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.075411081 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.075472116 CET 49709 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.075848103 CET 443 49707 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.075891972 CET 443 49707 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.075922966 CET 443 49707 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.075977087 CET 49707 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.203922033 CET 49709 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.203994989 CET 49707 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.344201088 CET 49709 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.345140934 CET 49707 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.359469891 CET 49707 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.360780954 CET 49709 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.361664057 CET 49709 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.387564898 CET 443 49707 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.387614012 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.387644053 CET 49707 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.389080048 CET 49709 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.401890993 CET 443 49707 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.402013063 CET 49707 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.402978897 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.409198046 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.430012941 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.505327940 CET 49709 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.552119017 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.552469015 CET 49709 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.560836077 CET 49709 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.595096111 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.603187084 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.759000063 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.759052038 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.759124994 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.759124994 CET 49709 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.759166956 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.759213924 CET 49709 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.774970055 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.775705099 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.775736094 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.775759935 CET 49709 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.777616978 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.777687073 CET 49709 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.779432058 CET 49709 443 192.168.2.3 34.107.165.220

Feb 22, 2021 17:45:07.820312023 CET 443 49709 34.107.165.220 192.168.2.3

Feb 22, 2021 17:45:07.890521049 CET 49716 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:07.890768051 CET 49717 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:07.890997887 CET 49718 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:07.932626009 CET 443 49716 35.190.3.250 192.168.2.3

Feb 22, 2021 17:45:07.932698965 CET 49716 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:07.932895899 CET 49716 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:07.932898045 CET 443 49718 35.190.3.250 192.168.2.3

Feb 22, 2021 17:45:07.932970047 CET 49718 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:07.933053970 CET 443 49717 35.190.3.250 192.168.2.3

Feb 22, 2021 17:45:07.933111906 CET 49718 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:07.933190107 CET 49717 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:07.933270931 CET 49717 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:07.974797964 CET 443 49716 35.190.3.250 192.168.2.3

Feb 22, 2021 17:45:07.975075006 CET 443 49718 35.190.3.250 192.168.2.3

Feb 22, 2021 17:45:07.975315094 CET 443 49717 35.190.3.250 192.168.2.3

Feb 22, 2021 17:45:07.975975037 CET 443 49716 35.190.3.250 192.168.2.3

Feb 22, 2021 17:45:07.976011992 CET 443 49716 35.190.3.250 192.168.2.3

Feb 22, 2021 17:45:07.976042986 CET 443 49716 35.190.3.250 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP
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Feb 22, 2021 17:45:07.976064920 CET 443 49716 35.190.3.250 192.168.2.3

Feb 22, 2021 17:45:07.976061106 CET 49716 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:07.976110935 CET 49716 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:07.976365089 CET 443 49718 35.190.3.250 192.168.2.3

Feb 22, 2021 17:45:07.976394892 CET 443 49718 35.190.3.250 192.168.2.3

Feb 22, 2021 17:45:07.976423025 CET 443 49718 35.190.3.250 192.168.2.3

Feb 22, 2021 17:45:07.976438999 CET 49718 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:07.976444006 CET 443 49718 35.190.3.250 192.168.2.3

Feb 22, 2021 17:45:07.976494074 CET 49718 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:07.977144957 CET 443 49717 35.190.3.250 192.168.2.3

Feb 22, 2021 17:45:07.977176905 CET 443 49717 35.190.3.250 192.168.2.3

Feb 22, 2021 17:45:07.977206945 CET 443 49717 35.190.3.250 192.168.2.3

Feb 22, 2021 17:45:07.977227926 CET 443 49717 35.190.3.250 192.168.2.3

Feb 22, 2021 17:45:07.977248907 CET 49717 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:07.977272987 CET 49717 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:08.019546986 CET 49718 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:08.020479918 CET 49716 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:08.021157026 CET 49717 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:08.021291018 CET 49716 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:08.021372080 CET 49717 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:08.021429062 CET 49718 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:08.021625042 CET 49718 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:08.021666050 CET 49718 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:08.021692038 CET 49718 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:08.060795069 CET 443 49718 35.190.3.250 192.168.2.3

Feb 22, 2021 17:45:08.061266899 CET 49718 443 192.168.2.3 35.190.3.250

Feb 22, 2021 17:45:08.061903000 CET 443 49716 35.190.3.250 192.168.2.3

Feb 22, 2021 17:45:08.061955929 CET 443 49718 35.190.3.250 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Feb 22, 2021 17:45:06.933696985 CET 192.168.2.3 8.8.8.8 0xed46 Standard query 
(0)

www.everno
te.com

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:07.830303907 CET 192.168.2.3 8.8.8.8 0x2d19 Standard query 
(0)

dashboard.
svc.www.ev
ernote.com

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:08.867100000 CET 192.168.2.3 8.8.8.8 0xfc8d Standard query 
(0)

stats.g.do
ubleclick.net

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:09.104322910 CET 192.168.2.3 8.8.8.8 0xa180 Standard query 
(0)

www.google
.co.uk

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:09.959913015 CET 192.168.2.3 8.8.8.8 0x3261 Standard query 
(0)

content.ev
ernote.com

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:11.574630976 CET 192.168.2.3 8.8.8.8 0x9f4e Standard query 
(0)

dashboard.
svc.www.ev
ernote.com

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:16.222100019 CET 192.168.2.3 8.8.8.8 0x86bc Standard query 
(0)

office365m
icrosoftlo
gin.weebly.com

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:17.273564100 CET 192.168.2.3 8.8.8.8 0x86bc Standard query 
(0)

office365m
icrosoftlo
gin.weebly.com

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:17.588973045 CET 192.168.2.3 8.8.8.8 0x7e29 Standard query 
(0)

clients2.g
oogleuserc
ontent.com

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:21.219716072 CET 192.168.2.3 8.8.8.8 0x97ac Standard query 
(0)

cdn2.editm
ysite.com

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:24.432728052 CET 192.168.2.3 8.8.8.8 0x7829 Standard query 
(0)

office365m
icrosoftlo
gin.weebly.com

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:29.882571936 CET 192.168.2.3 8.8.8.8 0x1aa4 Standard query 
(0)

evernote.com A (IP address) IN (0x0001)

Feb 22, 2021 17:45:30.639508963 CET 192.168.2.3 8.8.8.8 0x6227 Standard query 
(0)

cdn.optimi
zely.com

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:32.490617037 CET 192.168.2.3 8.8.8.8 0xe031 Standard query 
(0)

secure.qua
ntserve.com

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:32.491547108 CET 192.168.2.3 8.8.8.8 0x34b1 Standard query 
(0)

static.hotjar.com A (IP address) IN (0x0001)

Feb 22, 2021 17:45:32.491695881 CET 192.168.2.3 8.8.8.8 0x5f7c Standard query 
(0)

connect.fa
cebook.net

A (IP address) IN (0x0001)
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Feb 22, 2021 17:45:32.500832081 CET 192.168.2.3 8.8.8.8 0x35f9 Standard query 
(0)

www.facebo
ok.com

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:32.561722994 CET 192.168.2.3 8.8.8.8 0x408 Standard query 
(0)

analytics.
twitter.com

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:32.803045988 CET 192.168.2.3 8.8.8.8 0xeb84 Standard query 
(0)

rules.quan
tcount.com

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:32.803668022 CET 192.168.2.3 8.8.8.8 0x951e Standard query 
(0)

script.hotjar.com A (IP address) IN (0x0001)

Feb 22, 2021 17:45:32.840228081 CET 192.168.2.3 8.8.8.8 0xe62e Standard query 
(0)

googleads.
g.doubleclick.net

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:32.882225990 CET 192.168.2.3 8.8.8.8 0x60f3 Standard query 
(0)

vars.hotjar.com A (IP address) IN (0x0001)

Feb 22, 2021 17:45:32.964391947 CET 192.168.2.3 8.8.8.8 0xb434 Standard query 
(0)

evernote.com A (IP address) IN (0x0001)

Feb 22, 2021 17:45:33.106888056 CET 192.168.2.3 8.8.8.8 0x6ece Standard query 
(0)

pixel.quan
tserve.com

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:37.266403913 CET 192.168.2.3 8.8.8.8 0x4016 Standard query 
(0)

a107327331
66.cdn.opt
imizely.com

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:37.718091965 CET 192.168.2.3 8.8.8.8 0xeed7 Standard query 
(0)

logx.optim
izely.com

A (IP address) IN (0x0001)

Feb 22, 2021 17:45:50.550488949 CET 192.168.2.3 8.8.8.8 0x4c4b Standard query 
(0)

www.youron
linechoices.eu

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Feb 22, 2021 
17:45:06.982441902 
CET

8.8.8.8 192.168.2.3 0xed46 No error (0) www.everno
te.com

34.107.165.220 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:07.889440060 
CET

8.8.8.8 192.168.2.3 0x2d19 No error (0) dashboard.
svc.www.ev
ernote.com

35.190.3.250 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:08.915648937 
CET

8.8.8.8 192.168.2.3 0xfc8d No error (0) stats.g.do
ubleclick.net

stats.l.doubleclick.net CNAME 
(Canonical 
name)

IN (0x0001)

Feb 22, 2021 
17:45:08.915648937 
CET

8.8.8.8 192.168.2.3 0xfc8d No error (0) stats.l.do
ubleclick.net

64.233.167.155 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:08.915648937 
CET

8.8.8.8 192.168.2.3 0xfc8d No error (0) stats.l.do
ubleclick.net

64.233.167.156 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:08.915648937 
CET

8.8.8.8 192.168.2.3 0xfc8d No error (0) stats.l.do
ubleclick.net

64.233.167.157 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:08.915648937 
CET

8.8.8.8 192.168.2.3 0xfc8d No error (0) stats.l.do
ubleclick.net

64.233.167.154 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:09.172472000 
CET

8.8.8.8 192.168.2.3 0xa180 No error (0) www.google
.co.uk

142.250.186.35 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:10.022964954 
CET

8.8.8.8 192.168.2.3 0x3261 No error (0) content.ev
ernote.com

www.evernote.com CNAME 
(Canonical 
name)

IN (0x0001)

Feb 22, 2021 
17:45:10.022964954 
CET

8.8.8.8 192.168.2.3 0x3261 No error (0) www.everno
te.com

34.107.165.220 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:11.637868881 
CET

8.8.8.8 192.168.2.3 0x9f4e No error (0) dashboard.
svc.www.ev
ernote.com

35.190.3.250 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:17.335748911 
CET

8.8.8.8 192.168.2.3 0x86bc No error (0) office365m
icrosoftlo
gin.weebly.com

pages-
wildcard.weebly.com

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 22, 2021 
17:45:17.335748911 
CET

8.8.8.8 192.168.2.3 0x86bc No error (0) pages-wild
card.weebl
y.com

199.34.228.53 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:17.335748911 
CET

8.8.8.8 192.168.2.3 0x86bc No error (0) pages-wild
card.weebl
y.com

199.34.228.54 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:17.646050930 
CET

8.8.8.8 192.168.2.3 0x7e29 No error (0) clients2.g
oogleuserc
ontent.com

googlehosted.l.googleuse
rcontent.com

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 22, 2021 
17:45:17.646050930 
CET

8.8.8.8 192.168.2.3 0x7e29 No error (0) googlehost
ed.l.googl
euserconte
nt.com

142.250.186.33 A (IP address) IN (0x0001)
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Feb 22, 2021 
17:45:21.270545959 
CET

8.8.8.8 192.168.2.3 0x97ac No error (0) cdn2.editm
ysite.com

weebly.map.fastly.net CNAME 
(Canonical 
name)

IN (0x0001)

Feb 22, 2021 
17:45:21.270545959 
CET

8.8.8.8 192.168.2.3 0x97ac No error (0) weebly.map
.fastly.net

151.101.1.46 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:21.270545959 
CET

8.8.8.8 192.168.2.3 0x97ac No error (0) weebly.map
.fastly.net

151.101.65.46 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:21.270545959 
CET

8.8.8.8 192.168.2.3 0x97ac No error (0) weebly.map
.fastly.net

151.101.129.46 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:21.270545959 
CET

8.8.8.8 192.168.2.3 0x97ac No error (0) weebly.map
.fastly.net

151.101.193.46 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:24.494414091 
CET

8.8.8.8 192.168.2.3 0x7829 No error (0) office365m
icrosoftlo
gin.weebly.com

pages-
wildcard.weebly.com

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 22, 2021 
17:45:24.494414091 
CET

8.8.8.8 192.168.2.3 0x7829 No error (0) pages-wild
card.weebl
y.com

199.34.228.53 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:24.494414091 
CET

8.8.8.8 192.168.2.3 0x7829 No error (0) pages-wild
card.weebl
y.com

199.34.228.54 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:29.942234993 
CET

8.8.8.8 192.168.2.3 0x1aa4 No error (0) evernote.com 35.190.29.187 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:30.702338934 
CET

8.8.8.8 192.168.2.3 0x6227 No error (0) cdn.optimi
zely.com

cdn.o6.edgekey.net CNAME 
(Canonical 
name)

IN (0x0001)

Feb 22, 2021 
17:45:32.549710989 
CET

8.8.8.8 192.168.2.3 0xe031 No error (0) secure.qua
ntserve.com

2kpixel.quantserve.com CNAME 
(Canonical 
name)

IN (0x0001)

Feb 22, 2021 
17:45:32.549710989 
CET

8.8.8.8 192.168.2.3 0xe031 No error (0) 2kpixel.qu
antserve.com

global.px.quantserve.com CNAME 
(Canonical 
name)

IN (0x0001)

Feb 22, 2021 
17:45:32.549710989 
CET

8.8.8.8 192.168.2.3 0xe031 No error (0) global.px.
quantserve.com

91.228.74.189 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.549710989 
CET

8.8.8.8 192.168.2.3 0xe031 No error (0) global.px.
quantserve.com

91.228.74.133 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.549710989 
CET

8.8.8.8 192.168.2.3 0xe031 No error (0) global.px.
quantserve.com

91.228.74.198 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.549710989 
CET

8.8.8.8 192.168.2.3 0xe031 No error (0) global.px.
quantserve.com

91.228.74.134 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.549710989 
CET

8.8.8.8 192.168.2.3 0xe031 No error (0) global.px.
quantserve.com

91.228.74.226 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.550808907 
CET

8.8.8.8 192.168.2.3 0x34b1 No error (0) static.hotjar.com static-cdn.hotjar.com CNAME 
(Canonical 
name)

IN (0x0001)

Feb 22, 2021 
17:45:32.550808907 
CET

8.8.8.8 192.168.2.3 0x34b1 No error (0) static-cdn
.hotjar.com

99.86.159.75 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.550808907 
CET

8.8.8.8 192.168.2.3 0x34b1 No error (0) static-cdn
.hotjar.com

99.86.159.55 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.550808907 
CET

8.8.8.8 192.168.2.3 0x34b1 No error (0) static-cdn
.hotjar.com

99.86.159.29 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.550808907 
CET

8.8.8.8 192.168.2.3 0x34b1 No error (0) static-cdn
.hotjar.com

99.86.159.57 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.555335045 
CET

8.8.8.8 192.168.2.3 0x5f7c No error (0) connect.fa
cebook.net

scontent.xx.fbcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Feb 22, 2021 
17:45:32.555335045 
CET

8.8.8.8 192.168.2.3 0x5f7c No error (0) scontent.x
x.fbcdn.net

31.13.92.14 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.557077885 
CET

8.8.8.8 192.168.2.3 0xd3a3 No error (0) pagead.l.d
oubleclick.net

142.250.186.162 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.562485933 
CET

8.8.8.8 192.168.2.3 0x35f9 No error (0) www.facebo
ok.com

star-
mini.c10r.facebook.com

CNAME 
(Canonical 
name)

IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Feb 22, 2021 
17:45:32.562485933 
CET

8.8.8.8 192.168.2.3 0x35f9 No error (0) star-mini.
c10r.faceb
ook.com

31.13.92.36 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.611783028 
CET

8.8.8.8 192.168.2.3 0x408 No error (0) analytics.
twitter.com

ads.twitter.com CNAME 
(Canonical 
name)

IN (0x0001)

Feb 22, 2021 
17:45:32.611783028 
CET

8.8.8.8 192.168.2.3 0x408 No error (0) ads.twitter.com s.twitter.com CNAME 
(Canonical 
name)

IN (0x0001)

Feb 22, 2021 
17:45:32.611783028 
CET

8.8.8.8 192.168.2.3 0x408 No error (0) s.twitter.com 104.244.42.3 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.611783028 
CET

8.8.8.8 192.168.2.3 0x408 No error (0) s.twitter.com 104.244.42.67 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.611783028 
CET

8.8.8.8 192.168.2.3 0x408 No error (0) s.twitter.com 104.244.42.131 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.611783028 
CET

8.8.8.8 192.168.2.3 0x408 No error (0) s.twitter.com 104.244.42.195 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.865959883 
CET

8.8.8.8 192.168.2.3 0xeb84 No error (0) rules.quan
tcount.com

d2fashanjl7d9f.cloudfront.
net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 22, 2021 
17:45:32.865959883 
CET

8.8.8.8 192.168.2.3 0xeb84 No error (0) d2fashanjl
7d9f.cloud
front.net

13.226.162.93 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.865959883 
CET

8.8.8.8 192.168.2.3 0xeb84 No error (0) d2fashanjl
7d9f.cloud
front.net

13.226.162.67 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.865959883 
CET

8.8.8.8 192.168.2.3 0xeb84 No error (0) d2fashanjl
7d9f.cloud
front.net

13.226.162.106 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.865959883 
CET

8.8.8.8 192.168.2.3 0xeb84 No error (0) d2fashanjl
7d9f.cloud
front.net

13.226.162.57 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.872843027 
CET

8.8.8.8 192.168.2.3 0x951e No error (0) script.hotjar.com 143.204.2.84 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.872843027 
CET

8.8.8.8 192.168.2.3 0x951e No error (0) script.hotjar.com 143.204.2.53 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.872843027 
CET

8.8.8.8 192.168.2.3 0x951e No error (0) script.hotjar.com 143.204.2.16 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.872843027 
CET

8.8.8.8 192.168.2.3 0x951e No error (0) script.hotjar.com 143.204.2.64 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.907099009 
CET

8.8.8.8 192.168.2.3 0xe62e No error (0) googleads.
g.doubleclick.net

pagead46.l.doubleclick.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 22, 2021 
17:45:32.907099009 
CET

8.8.8.8 192.168.2.3 0xe62e No error (0) pagead46.l
.doubleclick.net

172.217.16.130 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.942508936 
CET

8.8.8.8 192.168.2.3 0x60f3 No error (0) vars.hotjar.com 99.86.159.126 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.942508936 
CET

8.8.8.8 192.168.2.3 0x60f3 No error (0) vars.hotjar.com 99.86.159.8 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.942508936 
CET

8.8.8.8 192.168.2.3 0x60f3 No error (0) vars.hotjar.com 99.86.159.88 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:32.942508936 
CET

8.8.8.8 192.168.2.3 0x60f3 No error (0) vars.hotjar.com 99.86.159.101 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:33.015803099 
CET

8.8.8.8 192.168.2.3 0xb434 No error (0) evernote.com 35.190.29.187 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:33.176384926 
CET

8.8.8.8 192.168.2.3 0x6ece No error (0) pixel.quan
tserve.com

global.px.quantserve.com CNAME 
(Canonical 
name)

IN (0x0001)

Feb 22, 2021 
17:45:33.176384926 
CET

8.8.8.8 192.168.2.3 0x6ece No error (0) global.px.
quantserve.com

91.228.74.134 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:33.176384926 
CET

8.8.8.8 192.168.2.3 0x6ece No error (0) global.px.
quantserve.com

91.228.74.133 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Code Manipulations

Statistics

Behavior

Feb 22, 2021 
17:45:33.176384926 
CET

8.8.8.8 192.168.2.3 0x6ece No error (0) global.px.
quantserve.com

91.228.74.226 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:33.176384926 
CET

8.8.8.8 192.168.2.3 0x6ece No error (0) global.px.
quantserve.com

91.228.74.198 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:33.176384926 
CET

8.8.8.8 192.168.2.3 0x6ece No error (0) global.px.
quantserve.com

91.228.74.189 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:37.347198963 
CET

8.8.8.8 192.168.2.3 0x4016 No error (0) a107327331
66.cdn.opt
imizely.com

wildcard.cdn.optimizely.c
om.edgekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 22, 2021 
17:45:37.766794920 
CET

8.8.8.8 192.168.2.3 0xeed7 No error (0) logx.optim
izely.com

p13nlog-1106815646.us-
east-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 22, 2021 
17:45:37.766794920 
CET

8.8.8.8 192.168.2.3 0xeed7 No error (0) p13nlog-11
06815646.us-
east-1.e
lb.amazona
ws.com

35.169.132.251 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:37.766794920 
CET

8.8.8.8 192.168.2.3 0xeed7 No error (0) p13nlog-11
06815646.us-
east-1.e
lb.amazona
ws.com

3.227.224.215 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:37.766794920 
CET

8.8.8.8 192.168.2.3 0xeed7 No error (0) p13nlog-11
06815646.us-
east-1.e
lb.amazona
ws.com

34.195.83.236 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:37.766794920 
CET

8.8.8.8 192.168.2.3 0xeed7 No error (0) p13nlog-11
06815646.us-
east-1.e
lb.amazona
ws.com

52.72.151.29 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:37.766794920 
CET

8.8.8.8 192.168.2.3 0xeed7 No error (0) p13nlog-11
06815646.us-
east-1.e
lb.amazona
ws.com

3.218.11.80 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:37.766794920 
CET

8.8.8.8 192.168.2.3 0xeed7 No error (0) p13nlog-11
06815646.us-
east-1.e
lb.amazona
ws.com

3.217.22.85 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:37.766794920 
CET

8.8.8.8 192.168.2.3 0xeed7 No error (0) p13nlog-11
06815646.us-
east-1.e
lb.amazona
ws.com

35.171.135.116 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:37.766794920 
CET

8.8.8.8 192.168.2.3 0xeed7 No error (0) p13nlog-11
06815646.us-
east-1.e
lb.amazona
ws.com

52.70.29.70 A (IP address) IN (0x0001)

Feb 22, 2021 
17:45:50.609611034 
CET

8.8.8.8 192.168.2.3 0x4c4b No error (0) www.youron
linechoices.eu

youronlinechoices.eu CNAME 
(Canonical 
name)

IN (0x0001)

Feb 22, 2021 
17:45:50.609611034 
CET

8.8.8.8 192.168.2.3 0x4c4b No error (0) youronline
choices.eu

35.158.107.63 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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• chrome.exe

• chrome.exe

Click to jump to process

System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 17:45:03

Start date: 22/02/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized  'https://www.ev
ernote.com/shard/s595/sh/b91d9696-d04c-42d9-aac2-403f317dbf26/5c12ac24b795a9cb44
df2e7a0e541ee4'

Imagebase: 0x7ff77b960000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Analysis Process: chrome.exe PID: 5668 Parent PID: 2160Analysis Process: chrome.exe PID: 5668 Parent PID: 2160

General

Analysis Process: chrome.exe PID: 5624 Parent PID: 5668Analysis Process: chrome.exe PID: 5624 Parent PID: 5668

General
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Disassembly

File ActivitiesFile Activities

Start time: 17:45:04

Start date: 22/02/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1540,16948765496604090743,7477
657816965738739,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1700 /prefetch:8

Imagebase: 0x7ff77b960000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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