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Analysis Report https://lermansenter.unicornplatform.c...
Overview

General Information Detection Signatures Classification

Sample URL: htitp://https://lermansenter.
unicornplatform.com/ MALICIOUS Antivirus detection for URL or. domain

Analysis ID: 356308 Phishing site detected (based on sh...

Yara detected HtmlPhish_7

Phishing site detected (based oniim...

Most interesting Screenshot:

IERMANSENTER RFP
#44720-BID 2021

SuperLawyers ks FEBA HTMLPhish
Score: 68
Range: 0-100
Whitelisted: false
Confidence: 100%

Startup

= System is w10x64

. @ iexplore.exe (PID: 3484 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8ACS5E7596)
. @ iexplore.exe (PID: 3292 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:3484 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Dropped Files

Source Rule Description Author Strings
C:\Users\user\AppData\Local\Microsoft\Windows\INet JoeSecurity_HtmlPhish_7 Yara detected Joe Security
Cache\lE\WJ8I20L4\IERMANSENTER[1].htm HtmlIPhish_7

Sigma Overview

No Sigma rule has matched

Signature Overview
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@ AV Detection

@ Phishing

@ Compliance

@ Networking

@ System Summary

@

AV Detection: | |

Antivirus detection for URL or domain

Click to jump to signature section

Phishing:

Phishing site detected (based on shot template match)

Yara detected HtmlIPhish_7

Compliance:

Uses new MSVCR DlIs

Uses secure TLS version for HTTPS connections

Mitre Att&ck Matrix

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects Impar
Valid Windows Path Process Masquerading oS File and Remote Data from Exfiltration Encrypted Eavesdrop on Remotely Modif
Accounts Management  Interception Injection Credential Directory Services Local Over Other Channel Insecure Track Device Syste
Instrumentation Dumping  Discovery System Network Network Without Partiti
Medium Communication Authorization
Default  Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration Non- Exploit SS7 to  Remotely Devic
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data  Lockc
Initialization Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security Query SMB/Windows Data from Automated Application Exploit SS7to Obtain Delet
Accounts (Windows)  Script or Information Account Registry Admin Shares Network Exfiltration Layer Track Device  Device Devic
(Windows) Manager Shared Protocol @4 Location Cloud Data
Drive Backups

Behavior Graph
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ID:

URL:
Startdate:
Architecture:
Score:

Behavior Graph
356308 oUs
hitps://lermansenter.unicor... SUSPICIOUS
2210212021 cLEAN
WINDOWS GRRROT
68

Screenshots

Thumbnails

ucarecdn.com

32.238.98, 443, 497

0-AS15US

United States EX

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet
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1Ps or domains dropped

cal pDatal... TER[L] htm, HTMLEY

Page 6 of 70



(® https://lermansenter.unicornplatform.com, - @ ¢ Search.

(& Home Page | lermansenter

suet B POST COVID-19 BUSINESS PROPOSAL REQUEST. RFP #44720-BID 2021

IERMANSENTER RFP

Lerman Senter | Communications Law Attorneys

#44720-BID 2021 B

breadband, utlit

W tak

ticular emphass

onqualicy, ereativicy,
regulatory agencies. Our

NOTE: Review pages 3 & 7 carefully below and give us

€.  and

to deliver prompt ized attention to our dlients.

your insight and take in the project / Coran Steve used e

Microsoft Sharepoint to share attachment securely ©

developing creative business strategles and solutlans.

Broadcast and Media Broadband, Spectrum, Utilities, and Communications Infrastructure

Review Document

| Click Here To Leave A Message For The Sender

place to store, :rgal“h.sh;'aarc

Best Lawyers

~ BEST
Super Lawyers _ Lawiiis

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection
hitp://https://lermansenter.unicornplatform.com/ 0%
hitp://https://lermansenter.unicornplatform.com/ 0%

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection
www.lermansenter.com 0%
dualstack.com.imgix.map.fastly.net 0%
URLs

Source Detection

Copyright null 2021

Intallectual Property Privacy, Data Security, and E-Commeree m

Scanner
Virustotal

Avira URL Cloud

Scanner
Virustotal

Virustotal

Scanner

services. products, and technologles, and assist them in

Label

safe

Label

Label

Link

Browse

Link
Browse

Browse

Link
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https://www.virustotal.com/gui/url/bc719f219d1aee9191e7c55ed33126def79c33636e6d11a0190f190b0fbeef7f/detection/u-bc719f219d1aee9191e7c55ed33126def79c33636e6d11a0190f190b0fbeef7f-1614024270
https://www.virustotal.com/gui/url/bbdea759524307ce6f627da5690c810a1fc911940a737fcfe266a4027efa7d5e/detection/u-bbdea759524307ce6f627da5690c810a1fc911940a737fcfe266a4027efa7d5e-1559650537
https://www.virustotal.com/gui/url/92310a5b0a1e69b004fb487b95d1d1b57190f92a8bf1e41a0b41f77ae2fce9a4/detection/u-92310a5b0a1e69b004fb487b95d1d1b57190f92a8bf1e41a0b41f77ae2fce9a4-1612126212

Source

hitp://https://www.lermansenter.com/practice-areas/satellite/

hitp://https://www.lermansenter.com/wp-content/uploads/sites/27/2018/07/int_random08_1x.jpg
hitp://https://lermansenter.unicornplatform.com/OHomicornplatform-policy/Root
hitp://https://www.lermansenter.com/?p=6
hitp://https://www.lermansenter.com/wp-content/uploads/sites/27/2018/10/int_practice_areas_3x.jpg

hitp://https://www.lermansenter.com/wp-content/themes/themodernfirm-framework/assets/js/core.js?
ver=5.5.3

hitp://https://lermansenter.unicornplatform.com/OHome
hitp://https://www.lermansenter.com/wp-admin/admin-ajax.php
hitp://https://www.lermansenter.com/wp-content/uploads/sites/27/2018/07/logo_fcba_1x.png
hitp://https://lermansenter.unicornplatform.com/0Homm.com/sts/unicorn-platform-v3-ST
hitp://https://www.lermansenter.com/practice-areas/broadcast-and-media/
hitp://https://www.lermansenter.com/wp-content/themes/themodernfirm-framework/assets/css/print.css
hitp://https://www.lermansenter.com/wp-content/uploads/sites/27/misc-images/492.png&size=340x240
hitp://https://www.lermansenter.com/wp-content/uploads/sites/27/2018/07/favicon.ico
hitp://https://www.lermansenter.com/wp-content/uploads/sites/27/2018/07/int_random08_3x.jpg

hitp://https://www.lermansenter.com/wp-content/plugins/gravityforms/js/placeholders.jquery.min.js?
ver=2.4.2

hitp://https://lermansenter.unicornplatform.com/OHomt.com/posts/unicorn-platform-v3-ST
hitp://https://www.lermansenter.com/disclaimer/4Disclaimer

hitp://https://www.lermansenter.com/wp-content/uploads/sites/27/2020/10/LS-LOGO-Tag-Color-
430px.png

hitp://https://app.unicornplatform.com/static/img/logos/unicorn-platform-logo.svg
hitp://https://lermansenter.unicornplatform.com/OHom/
hitp://https://www.lermansenter.com/wp-includes/js/jquery/ui/position.min.js?ver=1.11.4
hitp://https://deerfieldwi.buzz/[IERMANSENTER//

hitp://https://www.lermansenter.com/wp-content/themes/themodernfirm-framework/assets/js/modern-
slider-init.

hitp://https://www.lermansenter.com/wp-content/uploads/sites/27/2018/07/logo_superlawyers_2x.png
hitp://https://lermansenter.unicornplatform.comRoot
hitp://https://www.lermansenter.com/privacy-policy/#webpage
hitp://https://www.lermansenter.com/wp-content/uploads/sites/27/misc-images/492.png&size=
hitp://https://lermansenter.unicornplatform.com/0HomRoot
hitp://https://www.lermansenter.com/wp-json/wp/v2/pages/6
hitp://https://lermansenter.unicornplatform.com/OHomnicornplatform.com/Root
hitp://https://www.lermansenter.com/wp-includes/wlwmanifest.xml
hitp://https://www.lermansenter.com/wp-content/plugins/gravityforms/js/gravityforms.min.js?ver=2.4.22
hitp://https://www.lermansenter.com/wp-content/plugins/gravityforms/css/browsers.min.css?ver=2.4.22
hitp://https://www.lermansenter.com/wp-content/uploads/sites/27/2018/07/logo_superlawyers_1x.png

hitp://https://www.lermansenter.com/wp-content/themes/themodernfirm-
framework/assets/js/jquery.flexslider-m

hitp://https://www.lermansenter.com/wp-content/plugins/tinymce-formats/editor-styles.css?ver=5.5.3
hitp://https://lermansenter.unicornplatform.com/Root
hitp://https://lermansenter.unicornplatform.com/OHomer.com/disclaimer/Root
hitp://https://www.lermansenter.com/disclaimer/#webpage
hitp://https://www.lermansenter.com/xmirpc.php?rsd

hitp://https://www.lermansenter.com/#website
hitp://https://www.lermansenter.com/wp-content/uploads/sites/27/2018/07/int_random08_2x.jpg
hitp://https://getbootstrap.com)

hitp://https://www.lermansenter.com/wp-content/plugins/gravityforms/js/jquery.json.min.js?ver=2.4.22

Domains and IPs

Contacted Domains

Name P Active
twitter.com 104.244.42.129 true
dvzvtsvyecfyp.cloudfront.net 13.224.89.165 true
monosnap.com 146.185.130.157 true
stats.l.doubleclick.net 74.125.140.154 true

Copyright null 2021

Detection

0%
0%
0%
0%
0%
0%

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

0%
0%
0%

0%
0%
0%
0%
0%

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

0%
0%
0%
0%
0%
0%
0%
0%
0%

Malicious
false
false
false

false

Scanner

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Antivirus Detection

Label

Link

safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe
safe

safe

safe
safe
safe
safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe
safe
safe
safe

safe

Reputation
high
high
high
high
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Malicious

Name IP Active
fontawesome-cdn.fonticons.netdna-cdn.com 23.111.9.35 true
www.producthunt.com 104.18.230.83 true
d2yyd1h5u9mauk.cloudfront.net 13.224.89.24 true
d3dehtdmp2rwew.cloudfront.net 13.224.89.68 true
ucarecdn.com 23.32.238.98 true
cs4l.wac.edgecastcdn.net 93.184.220.66 true
tpop-api.twitter.com 104.244.42.2 true
deerfieldwi.buzz 104.21.52.20 true
d296je7bbdd650.cloudfront.net 13.224.100.80 true
cdnjs.cloudflare.com 104.16.18.94 true
www.lermansenter.com 67.225.242.222 true
cs672.wac.edgecastcdn.net 192.229.233.50 true
api.segment.io 52.88.208.102 true
dualstack.com.imgix.map.fastly.net 151.101.114.208 true
polar-brachiosaurus- 52.6.97.115 true
18ho2xxo8hkgqye22x4ciff7.herokudns.com

cs510.wpc.edgecastcdn.net 152.199.21.141 true
lermansenter.unicornplatform.com unknown unknown
abs.twimg.com unknown unknown
app.unicornplatform.com unknown unknown
pbs.twimg.com unknown unknown
api.twitter.com unknown unknown
ph-static.imgix.net unknown unknown
stats.g.doubleclick.net unknown unknown
use.fontawesome.com unknown unknown
cdn.segment.com unknown unknown
code.jquery.com unknown unknown
platform.twitter.com unknown unknown
cdn.onenote.net unknown unknown
api.monosnap.com unknown unknown
Contacted URLs

Name

hitp://https://www.producthunt.com/posts/unicorn-platform-v3-0 false

hitp/;

Malicious

false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

false
false
false
false
false
false
false
false
false
false
false
false
false

false

Antivirus Detection

e 0%, Virustotal, Browse

e 0%, Virustotal, Browse

Antivirus Detection

Reputation
high
high
high
high
high
high
high
unknown
high

high
unknown
high

high
unknown

unknown

high
unknown
high
unknown
high
high
high
high
high
high
high
high
unknown

high

Reputation

high

URLs from Memory and Binaries

Name

hitp://https://www.producthunt.com/posts/unicorn-platform-v3-
0

hitp://https://www.lermansenter.com/practice-areas/satellite/

hitp://https://www.lermansenter.com/wp-
content/uploads/sites/27/2018/07/int_random08_1x.jpg

hitp://https://ucarecdn.com/e0d8afc0-9bec-4213-9512-
b5d1fif4lefa/

hitp://https://ph-files.imgix.net/b085131a-8e8b-438e-b648-
603eccfa9ela.jpeg?auto=format

hitp:/
https://lermansenter.unicornplatform.com/OHomicornplatform-
policy/Root

hitp://https://www.lermansenter.com/?p=6

hitp://https://ucarecdn.com/8a62037b-020b-424d-86ef-
ba535f42d15a/favicon_icon0.png

hitp://https://www.notion.so/Product-Changelog-
568b4245b18542dd95a95370c0623ba9

hitp://https://www.lermansenter.com/wp-
content/uploads/sites/27/2018/10/int_practice_areas_3Xx.jpg

hitp://https://fontawesome.com

hitp://https://twitter.com/unicornplatform-
policy/defghijkimnopgrstuvwxyz

hitp:/
https://monosnap.com/image/O3bNCmX6Z78016KdITmfvh56
PAdqqd

hitp://https://github.com/twbs/bootstrap/graphs/contributors)

Copyright null 2021

Source

unicorn-platform-v3-0[1].htm.2.dr, ~DF6F

8FE2252B3B826A.TMP.1.dr
privacy-policy[1].htm.2.dr
privacy-policy[1].htm.2.dr

QQTZ8ZTAhtm.2.dr

unicorn-platform-v3-0[1].htm.2.dr

{9D51973E-759C-11EB-90E4-ECF4B
B862DED}.dat.1.dr

disclaimer{1].htm.2.dr
QQTZ8ZTA.htm.2.dr, ~DF6F8FE225
2B3B826A.TMP.1.dr
unicorn-platform-v3-0[1].htm.2.dr

disclaimer{1].htm.2.dr

all[1].css.2.dr
~DF6F8FE2252B3B826A.TMP.1.dr

unicorn-platform-v3-0[1].htm.2.dr

bootstrap.min[1].js.2.dr

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

: safe

safe

safe

safe

safe

Reputation

high

unknown

unknown

high

high

unknown

unknown

high

high

unknown

high
high

high

high
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https://www.virustotal.com/gui/url/bbdea759524307ce6f627da5690c810a1fc911940a737fcfe266a4027efa7d5e/detection/u-bbdea759524307ce6f627da5690c810a1fc911940a737fcfe266a4027efa7d5e-1559650537
https://www.virustotal.com/gui/url/92310a5b0a1e69b004fb487b95d1d1b57190f92a8bf1e41a0b41f77ae2fce9a4/detection/u-92310a5b0a1e69b004fb487b95d1d1b57190f92a8bf1e41a0b41f77ae2fce9a4-1612126212

Name
hitp://https://www.woocommerce.com/flexslider/

hitp://https://www.lermansenter.com/wp-
content/themes/themodernfirm-framework/assets/js/core.js?
ver=5.5.3

hitp://https://lermansenter.unicornplatform.com/OHome

hitp://https://abs.twimg.com/responsive-web/client-web-
legacy/main.189b0285.js

hitp://https://stats.g.doubleclick.net/j/collect
hitp://https://www.lermansenter.com/wp-admin/admin-
ajax.php

hitp://https://www.lermansenter.com/wp-

content/uploads/sites/27/2018/07/logo_fcha_1x.png

hitp://https://ton.twitter.com/responsive-web-
internal/sourcemaps/client-web-
legacy/bundle.NetworkInstrumen

hitp://https://ph-avatars.imgix.net/1658582/original?
auto=format

hitp://https://ton.twitter.com/responsive-web-
internal/sourcemaps/client-web-
legacy/ondemand.Dropdown.c3a8c

http:/f
https://lermansenter.unicornplatform.com/OHomm.com/sts/uni
corn-platform-v3-ST

hitp://https://ph-static.imgix.net/ph-ios-icon.png?
auto=format&auto=compress

hitp://https://www.lermansenter.com/practice-areas/broadcast-
and-media/

hitp://https://www.lermansenter.com/wp-
content/themes/themodernfirm-framework/assets/css/print.css

hitp://https://www.lermansenter.com/wp-
content/uploads/sites/27/misc-images/492.png&size=340x240

hitp://https://www.lermansenter.com/wp-
content/uploads/sites/27/2018/07/favicon.ico

hitp://https://www.lermansenter.com/wp-
content/uploads/sites/27/2018/07/int_random08_3x.jpg

hitp://api.jqueryui.com/category/ui-core/

hitp://https://www.lermansenter.com/wp-
content/plugins/gravityforms/js/placeholders.jquery.min.js?
ver=2.4.2

hitp://https://twitter.com/unicornplatform

http:/f
https://dvzvtsvyecfyp.cloudfront.net/static/css/main.9f9fa0f6b6
43.css

http:/f
https://lermansenter.unicornplatform.com/OHomt.com/posts/un
icorn-platform-v3-ST

hitp://https://schema.org

hitp://https://www.lermansenter.com/disclaimer/4Disclaimer

hitp://https://www.lermansenter.com/wp-
content/uploads/sites/27/2020/10/LS-LOGO-Tag-Color-
430px.png

hitp://https://app.unicornplatform.com/static/img/logos/unicorn-
platform-logo.svg

hitp://https://lermansenter.unicornplatform.com/OHom/

hitp://https://www.lermansenter.com/wp-
includes/js/jquery/ui/position.min.js?ver=1.11.4

hitp://https://ph-files.imgix.net/b085131a-8e8b-438e-b648-
603eccfa9ela.jpeg?auto=format&auto=compress&codec

hitp://https://ph-static.imgix.net//favicon.ico?
auto=format&auto=compress

hitp://https://github.com/twbs/bootstrap/blob/master/LICENSE)

hitp://https://abs.twimg.com/favicons/twitter.ico

Source
flexslider[1].css.2.dr

privacy-policy[1].htm.2.dr

{9D51973E-759C-11EB-90E4-ECF4B
B862DED}.dat.1.dr

unicornplatform[1].htm.2.dr
analytics[1].js.2.dr
7e6d7e6e2eb7ad6dac5899b07allc6
c5f9c2aa05([1].js.2.dr

privacy-policy[1].htm.2.dr

bundle.NetworkInstrument.e27a6
a75[1].js.2.dr

unicorn-platform-v3-0[1].htm.2.dr

ondemand.Dropdown.c3a8c6a5[1].js.2.dr

{9D51973E-759C-11EB-90E4-ECF4B
B862DED}.dat.1.dr

unicorn-platform-v3-0[1].htm.2.dr

privacy-policy[1].htm.2.dr

privacy-policy[1].htm.2.dr

privacy-policy[1].htm.2.dr

privacy-policy[1].htm.2.dr, imagestore.d
at.2.dr, ~DF6F8FE2252B3B826A.T
MP.1.dr

privacy-policy[1].htm.2.dr

core.min[1].js.2.dr

privacy-policy[1].htm.2.dr

unicorn-platform-v3-0[1].htm.2.dr
QQTZ8ZTA.htm.2.dr

{9D51973E-759C-11EB-90E4-ECF4B
B862DED}.dat.1.dr

privacy-policy[1].htm.2.dr, disclaimer[1
].htm.2.dr

{9D51973E-759C-11EB-90E4-ECF4B
B862DED}.dat.1.dr

privacy-policy[1].htm.2.dr
QQTZ8ZTA.htm.2.dr
{9D51973E-759C-11EB-90E4-ECF4B
B862DED}.dat.1.dr
privacy-policy[1].htm.2.dr
unicorn-platform-v3-0[1].htm.2.dr
unicorn-platform-v3-0[1].htm.2.dr
bootstrap.min[1].js.2.dr, bootstrap.min[

1].css.2.dr

imagestore.dat.2.dr

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

.

Antivirus Detection

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

Reputation

high

unknown

unknown

high

high

unknown

unknown

high

high

high

unknown

high

unknown

unknown

unknown

unknown

unknown
high

unknown

high
high

unknown

high

unknown

unknown

unknown

unknown

unknown

high

high

high

high

R N e I (T

e Avira URL Cloud: safe

hitp://https://www.lermansenter.com/wp-
content/themes/themodernfirm-framework/assets/js/modern-
slider-init.

hitp://https://www.lermansenter.com/wp-
content/uploads/sites/27/2018/07/logo_superlawyers_2x.png

Copyright null 2021

privacy-policy[1].htm.2.dr, disclaimer[1
].htm.2.dr

privacy-policy[1].htm.2.dr

false

false

e Avira URL Cloud: safe

unknown

unknown
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Name

hitp://https://lermansenter.unicornplatform.comRoot

hitp://schema.org/BreadcrumbList
hitp://https://www.lermansenter.com/privacy-policy/#webpage

hitp://https://www.lermansenter.com/wp-
content/uploads/sites/27/misc-images/492.png&size=

hitp://https://lermansenter.unicornplatform.com/0HomRoot

hitp://https://www.lermansenter.com/wp-json/wp/v2/pages/6
hitp://https://lyoast.com/wordpress/plugins/seo/
hitp://schema.org/PostalAddress

http:/f
https://www.indiehackers.com/karthik_2206/post/4b6a8aa93b

http:/f
https://twitter.com/alexanderisora/status/12912974497310679
04

http:/f
https://lermansenter.unicornplatform.com/OHomnicornplatform.
com/Root

hitp://https://www.lermansenter.com/wp-
includes/wlwmanifest.xml

hitp://https://ton.twitter.com/responsive-web-
internal/sourcemaps/client-web-legacy/en.089031c5.js.map

hitp://https://www.lermansenter.com/wp-
content/plugins/gravityforms/js/gravityforms.min.js?ver=2.4.22

http:/f
https://dvzvtsvyecfyp.cloudfront.net/static/img/icons/social/whit
e/product-hunt.svg

hitp://https://www.lermansenter.com/wp-
content/plugins/gravityforms/css/browsers.min.css?ver=2.4.22

hitp://https://fontawesome.com/license/free

hitp://https://www.lermansenter.com/wp-
content/uploads/sites/27/2018/07/logo_superlawyers_1x.png

hitp://schema.org

hitp://https://abs.twimg.com/responsive-web/client-web-
legacy/vendors~main.b8f98575.js

hitp://https://code.jquery.com/jquery-3.1.1.slim.min.js
hitp://https://platform.twitter.com/widgets.js

hitp://https://www.lermansenter.com/privacy-policy/

hitp://https://ph-files.imgix.net/86fac5e1-1619-4098-bb25-
6419ec168977.jpeg?auto=format

hitp://https://via.placeholder.com/150X150?text=Image
hitp://https://www.producthunt.com/

hitp://https://www.lermansenter.com/wp-
content/themes/themodernfirm-
framework/assets/js/jquery.flexslider-m

Source

{9D51973E-759C-11EB-90E4-ECF4B
B862DED}.dat.1.dr

privacy-policy[1].htm.2.dr
privacy-policy[1].htm.2.dr
privacy-policy[1].htm.2.dr

{9D51973E-759C-11EB-90E4-ECF4B
B862DED}.dat.1.dr

disclaimer{1].htm.2.dr
privacy-policy[1].htm.2.dr
privacy-policy[1].htm.2.dr
unicorn-platform-v3-0[1].htm.2.dr

unicorn-platform-v3-0[1].htm.2.dr

{9D51973E-759C-11EB-90E4-ECF4B
B862DED}.dat.1.dr

privacy-policy[1].htm.2.dr

en.089031c5[1].js.2.dr

privacy-policy[1].htm.2.dr

QQTZ8ZTAhtm.2.dr

privacy-policy[1].htm.2.dr

all[1].css.2.dr
privacy-policy[1].htm.2.dr

unicorn-platform-v3-0[1].htm.2.dr

unicornplatform[1].htm.2.dr

IERMANSENTER([1].htm.2.dr
privacy-policy[1].htm.2.dr

privacy-policy[1].htm.2.dr, ~D
F6F8FE2252B3B826A. TMP.1.dr

unicorn-platform-v3-0[1].htm.2.dr

core[1].js.2.dr
unicorn-platform-v3-0[1].htm.2.dr
privacy-policy[1].htm.2.dr

Malicious

false

false
false

false

false

false
false
false

false

false

false

false

false

false

false

false

false

false

false

false

false
false

false

false

false
false

false

Antivirus Detection

e Avira URL Cloud:

e Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

Reputation

unknown

high
unknown

unknown
unknown
unknown
high
high

high

high

unknown

unknown

high

unknown

high

unknown

high

unknown

high
high

high
high

unknown
high
high

high

unknown

hitp://https://profiles.superlawyers.com/washington-
dc/washington/lawfirm/lerman-senter-plic/5945echb-4d2a-

hitp://https://abs.twimg.com/responsive-web/client-web-
legacy/polyfills.e0f21315.js

hitp://https://www.lermansenter.com/wp-
content/plugins/tinymce-formats/editor-styles.css?ver=5.5.3

hitp://https://www.producthunt.com/posts/unicorn-platform-v3-
O#comment-1108448

hitp://https://bestlawfirms.usnews.com/profile/lerman-senter-
plic/overview/46985

hitp://https://lermansenter.unicornplatform.com/Root

hitp://https://ph-files.imgix.net/5bfe9bda-8216-4e93-a8da-
cf41b8aea2d4.jpeg?auto=format&auto=compress&codec

hitp://https://ph-files.imgix.net/9b545e31-493c-4827-9616-
c7e3b85f8020.jpeg?auto=format&fit=crop&fr
hitp://https://ph-files.imgix.net/86fac5e1-1619-4098-bb25-
6419ec168977.jpeg?auto=format&auto=compress&codec
hitp://https://lermansenter.unicornplatform.com/
hitp://https://www.producthunt.com/posts/unicorn-platform-v3-
O#comment-1108444

http:/f
https://lermansenter.unicornplatform.com/OHomer.com/disclai
mer/Root

Copyright null 2021

privacy-policy[1].htm.2.dr

unicornplatform[1].htm.2.dr

privacy-policy[1].htm.2.dr

unicorn-platform-v3-0[1].htm.2.dr

privacy-policy[1].htm.2.dr

{9D51973E-759C-11EB-90E4-ECF4B

B862DED}.dat.1.dr

unicorn-platform-v3-0[1].htm.2.dr

unicorn-platform-v3-0[1].htm.2.dr

unicorn-platform-v3-0[1].htm.2.dr

~DF6F8FE2252B3B826A. TMP.1.dr

unicorn-platform-v3-0[1].htm.2.dr

{9D51973E-759C-11EB-90E4-ECF4B
B862DED}.dat.1.dr

false

false

false

false

false

false

false

false

false

false

false

false

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

safe

safe

safe

high

high

unknown

high

high

unknown

high

high

high

unknown

high

unknown
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Name
hitp://https://www.lermansenter.com/disclaimer/#webpage

hitp://https://www.lermansenter.com/xmirpc.php?rsd

hitp://https://twitter.com/tos
hitp://https://www.lermansenter.com/#website

hitp://https://www.lermansenter.com/wp-
content/uploads/sites/27/2018/07/int_random08_2x.jpg

Source
disclaimer[1].htm.2.dr

privacy-policy[1].htm.2.dr, disclaimer[1
].htm.2.dr

unicornplatform[1].htm.2.dr
disclaimer[1].htm.2.dr

privacy-policy[1].htm.2.dr

hitp:iy

IERMANSENTER([1].htm.2.dr

https://cdnjs.cloudflare.com/ajax/libs/tether/1.4.0/js/tether.min.j

S

hitp://https://getbootstrap.com)

hitp://https://www.lermansenter.com/wp-

bootstrap.min[1].js.2.dr, bootstrap.min[

1].css.2.dr

privacy-policy[1].htm.2.dr

content/plugins/gravityforms/js/jquery.json.min.js?ver=2.4.22

Contacted IPs

»
.

] No. of IPs < 25%

B 25% < No. of IPs < 50%

B 50% < No. of IPs < 75%

Bl 75% <No. of IPs
Public
P Domain
23.111.9.35 unknown
104.244.42.129 unknown
13.224.89.24 unknown
13.224.89.68 unknown
67.225.242.222 unknown
93.184.220.66 unknown
52.6.97.115 unknown
104.18.230.83 unknown
152.199.21.141 unknown
104.16.18.94 unknown
146.185.130.157 unknown
13.224.100.80 unknown
13.224.89.165 unknown
54.85.41.146 unknown
104.244.42.2 unknown
151.101.114.208 unknown
192.229.233.50 unknown
23.32.238.98 unknown
74.125.140.154 unknown

Copyright null 2021

Country
United States
United States
United States
United States
United States
European Union
United States
United States
United States
United States
Netherlands
United States
United States
United States
United States
United States
United States
United States
United States

Flag

S
S
S
S
S
S
S
S
S
-
S
S
S
S
S
S
S
S

Malicious

false

false

false
false

false

false

false

false

ASN

33438
13414
16509
16509
32244
15133
14618
13335
15133
13335
14061
16509
16509
14618
13414
54113
15133
2828

15169

Antivirus Detection
Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:
Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Reputation
safe unknown
safe unknown

high
safe unknown
safe unknown

high
safe low
safe unknown

¥
4

ASN Name Malicious
HIGHWINDS2US false
TWITTERUS false
AMAZON-02US false
AMAZON-02US false
LIQUIDWEBUS false
EDGECASTUS false
AMAZON-AESUS false
CLOUDFLARENETUS false
EDGECASTUS false
CLOUDFLARENETUS false
DIGITALOCEAN-ASNUS false
AMAZON-02US false
AMAZON-02US false
AMAZON-AESUS false
TWITTERUS false
FASTLYUS false
EDGECASTUS false
XO-AS15US false
GOOGLEUS false
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P Domain Country Flag ASN ASN Name Malicious
52.88.208.102 unknown United States = 16509 AMAZON-02US false
104.21.52.20 unknown United States = 13335 CLOUDFLARENETUS false

General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 356308

Start date: 22.02.2021

Start time: 22:01:07

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 5m 46s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: hitp://https://lermansenter.unicornplatform.com/

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

Number of analysed new started processes analysed: 29

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e AMSI enabled

Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal68.phis.win@3/187@25/21
Cookbook Comments: e Adjust boot time
e Enable AMSI

e Browsing link: https://lermans
enter.unicornplatform.com/

e Browsing link: https://deerfie
Idwi.buzz/IERMANSENTER/

e Browsing link: https://www.ler
mansenter.com/disclaimer/

e Browsing link: https://www.ler
mansenter.com/privacy-policy/

e Browsing link: https://twitter.com/unicornplatform

e Browsing link: https://www.pro
ducthunt.com/posts/unicorn-platform-v3-0/

e Browsing link: https://unicornplatform.com/
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Warnings:

Simulations

Behavior and APIs

Copyright null 2021

Show All
e Exclude process from analysis (whitelisted):

taskhostw.exe, MpCmdRun.exe, dllhost.exe,
RuntimeBroker.exe, wermgr.exe,
backgroundTaskHost.exe, UsoClient.exe,
BackgroundTransferHost.exe, ielowutil.exe,
HxTsr.exe, SgrmBroker.exe, conhost.exe,
svchost.exe

TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted):
40.88.32.150, 52.147.198.201, 104.43.193.48,
104.108.39.131, 13.64.90.137, 142.250.185.202,
142.250.186.35, 168.61.161.212, 209.197.3.24,
152.199.19.161, 142.250.185.164,
142.250.185.142, 142.250.185.195, 184.30.24.56,
104.22.32.150, 172.67.10.192, 104.22.33.150,
104.108.60.202, 84.53.167.113, 2.20.142.210,
2.20.142.209, 40.126.31.135, 20.190.159.136,
40.126.31.8, 40.126.31.137, 40.126.31.141,
20.190.159.138, 40.126.31.143, 40.126.31.4,
93.184.220.29, 204.79.197.200, 13.107.21.200,
51.104.144.132, 23.210.249.50, 184.30.21.144,
51.104.139.180

Excluded domains from analysis (whitelisted):
gstaticadssl.l.google.com, cds.s5x3j6q5.hwcdn.net,
cs9.wac.phicdn.net, arc.msn.com.nsatc.net,
www.tm.lg.prod.aadmsa.akadns.net, fs-
wildcard.microsoft.com.edgekey.net,
cdn.onenote.net.edgekey.net,
www.tm.a.prd.aadg.trafficmanager.net,
e11290.dspg.akamaiedge.net,
skypedataprdcoleus15.cloudapp.net,
ocsp.digicert.com,
wildcard.weather.microsoft.com.edgekey.net,
login.live.com,
audownload.windowsupdate.nsatc.net, www-bing-
com.dual-a-0001.a-msedge.net, www.google.com,
watson.telemetry.microsoft.com, www.gstatic.com,
au-bg-shim.trafficmanager.net, www.google-
analytics.com, www.bing.com,
fonts.googleapis.com, fs.microsoft.com, dual-a-
0001.a-msedge.net,
skypedataprdcolcus17.cloudapp.net,
storeedgefd.dsx.mp.microsoft.com.edgekey.net,
skypedataprdcolcus15.cloudapp.net,
dub2.current.a.prd.aadg.trafficmanager.net, store-
images.s-microsoft.com,
blobcollector.events.data.trafficmanager.net,
e1553.dspg.akamaiedge.net, wac.apr-
8315.edgecastdns.net, cs9.wpc.vOcdn.net,
storeedgefd.dsx.mp.microsoft.com.edgekey.net.glo
balredir.akadns.net, cs2-wac.apr-
8315.edgecastdns.net,
au.download.windowsupdate.com.edgesuite.net,
store-images.s-microsoft.com-c.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, e15275.g.akamaiedge.net, arc.msn.com,
storeedgefd.xbetservices.akadns.net,
iecvlist.microsoft.com,
e12564.dspb.akamaiedge.net, go.microsoft.com,
api.monosnap.com.cdn.cloudflare.net,
prod.fs.microsoft.com.akadns.net,
storeedgefd.dsx.mp.microsoft.com,
skypedataprdcolwus17.cloudapp.net, www-google-
analytics.l.google.com, fonts.gstatic.com,
ie9comview.vo.msecnd.net, tile-
service.weather.microsoft.com,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com, a767.dscg3.akamai.net,
login.msa.msidentity.com,
skypedataprdcoleus16.cloudapp.net, a-0001.a-
afdentry.net.trafficmanager.net,
go.microsoft.com.edgekey.net,
e16646.dscg.akamaiedge.net

Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many
NtDeviceloControlFile calls found.
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No simulations

Joe Sandbox View | Context
IPs
No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\KIFNX9F0\www.producthunt[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2322

Entropy (8bit): 4.893542597977439

Encrypted: false

SSDEEP: 48:LJyvCSvCIvCIVCIevCIVCIYK1vCIYK12vCIyK12p1vCOyK12pllvCIyK12pllIX1:tyNGGGeGGX1GX12GX12p1GX12plIGX1Q

MDS5: 9A2B5DB959F1F9DE13522246449FD168

SHA1L: 575B53B2A997ADA0B08889CD1129A0D305118E2D

SHA-256: 2D322B62699F847161E7620F94987DBAD64EBESCC88FD0709C85F9BCD2EB6A2C

SHA-512: 92ECCO0C5743B41370B0D04253DA931EF2919838E764763E5A03263725A73CC8ALE497FE4C218D3B8BAABBBA4AADA21082A8FOE3BF50D25C4BAFAB8FAA3ACECA
1

Malicious: false

Reputation: low

Preview:

<root></root><root><item name="2f865f9f-a4be-4014-9b61-cf2dd88873al" value="test_value" ltime="2052408016" htime="30869929" /></root><root><item name=
"debug" value="undefined" ltime="2052408016" htime="30869929" /></root><root><item name="debug" value="undefined" Itime="2052568016" htime="30869929" />
</root><root><item name="debug" value="undefined" ltime="2052568016" htime="30869929" /></root><root><item name="debug" value="undefined" ltime="2052568016"
htime="30869929" /><item name="__storejs__" value="&quot;__storejs__&quot;" ltime="2052568016" htime="30869929" /></root><root><item name="debug" value
="undefined" Itime="2052568016" htime="30869929" /></root><root><item name="debug" value="undefined" Itime="2052568016" htime="30869929" /><item name=
"ajs_user_id" value="null" ltime="2052878016" htime="30869929" /></root><root><item name="debug" value="undefined" Itime="2052568016" htime="30869929" /><item
name="ajs_user_id" value="null" ltime="2052878016" htime="30869929" /><item name=

C:\Users\user\AppData\Local\Microsoft\internet Explorer\DOMStore\N11PIN96\lermansenter.unicornplatform[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.469670487371862

Encrypted: false

SSDEEP: 3:D90aKh:JFKb

MD5: C1DDEA3EF6BBEF3E7060A1A9AD89E4CS

SHAL: 35E3224FCBD3E1AF306F2B6A2C6BBEAIB0O867966
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C:\Users\user\AppData\Local\Microsoft\internet Explorer\DOMStore\N11PIN96\lermansenter.unicornplatform[1].xml

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

6BESCEC7C862AFAESB37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B995520D72B7C08752C0BE445DCEADESCF79F73480910FE
D

false

low

<root></root>

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\UJHBLZT6\www.google[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

112

4.955138022160801

false
3:D90aK1ryRtFwsW+pEeAqSj40AqYHzz9la+xNzAgSRI2FKoaKb:JFK1rUFy+pEeAqBNj9buniKwb
02C74D1CF5E419D0AFD72050A965DE61
EA4BD5B645C54E8D312ABC90794BF7717750811A
F461CC9BEA66DBAEOD59CFCFF55D1A9BBDF7D77E5D08F91BOACOF04FBD1D4286

AE466CE660A691C496E7BEF856135E3C5FBBAB6923E081DD757517D5625A096663C8898199B2CBDB6C88CCI0AFD4F1IBE071DAC94C7DIDF4AD71CD8884A89571
9

false

low

<root></root><root><item name="rc::a" value="MTNINmwyaWQzaDJ4OA=="ltime="1924438016" htime="30869929" /></root>

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\YCLOVPL7\twitter[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

118

4.268890953362034

false
3:D90aK1ryRtFwsDAqvI9XaVONzAqSRI2FKoaK1r0aK1r0aKh:JFK1rUFvAgyXeOuniKwlrFK1rFKb
2DBCBEF39E5351CC6255B16A9153812B
A96EE55B08E3ESAC5F11AC8D078AB12ED26EF6AF
420C3BA1691322321ED10181D0D44770EF7B2368FABDC12F37DA5853F31BED2A

019B188A112E5754BBC221EBF9DD384D190B95FDF8F881ED93B3FD493BDCCAYAS8F5BE2156EF0B8499B2794CD409494F7CE6GF70A95B91003D506784DCB42C9(
F

false

low

<root></root><root><item name="test" value="a" Itime="2011638016" htime="30869929" /></root><root></root><root></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{9D51973C-759C-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

Microsoft Word Document

dropped

30296

1.8531100602765258

false
48:lwvGcpraGwpLkG/ap83GlpchcGvnZpvhYoGoPgp9hnGo4lpmh/GW5f9hNGWjfvhO:rlZCZm2pWhFthifhwIMhJh7hgfhSsX
AD64C05367286D51B8B7E59DA7FI6C35

2E8F3E9767BCDE4BD52D0F96EE58570A9BC559A6
8DD24EF5DDFE987A031E0D35813BEB58F65C56893FFFB7B8DDESB14D5F13F665
9478159292EEE3C319BE06F10528F2C182EF270EE49654B03EECI139E921A8E7275434295FE3F5279DB0459CF38B241AF4B937E808CEFEF81E5A5B611F5059C5

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{9D51973E-759C-11EB-90E4-ECF4BB862DED}.dat

Process:

File Type:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document
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C:\Users\user\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{9D51973E-759C-11EB-90E4-ECF4BB862DED}.dat

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

133738

2.6317321680956876

false

768:dGnb/Cf2CBgYRyC39ujtyh16+CGf14ISHH:dGnb/CNBgYRyC+tf

FAD1A9B9679D2E2DB82148AE384CAFDD

3E9B6C76DDAESSADE9C2049069FB0084B0178B3A

FF288086EAC5C949FA9909BFDF28EBF193DB419D11390F663D06A84FE5165B92
99255EA6C7AE982D6EA3E288A83807C9E3494CE7702F452181D38DF2151F81EC7FDB89812ADA0E7B7DABB2B40402BOFA4E18BB6205AC13B92955E00E5150865,

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{9D51973F-759C-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

16984

1.5626136645378863

false
48:lwvGcprSGwpaV/G4pQ3NGraphSoGQpKyG7HpRZTGIpG:rlZaQD69BSQAdTIA
ECCEF07351FCD091774A067430002AD3
767C56B580B486A1DE1AEB8BEOOFIA43B64D9737
52E9A0686508FEF67CB7970FF305D3282C5BF3287D967D434CF68BO0ESE2F59B
5A4C1D36F9C79B021ADB221E40A06ABD6387FCF8CF37E8951E14DC84C4F5D9181E8B010431BA237535984B2FF3E467691AEE15655319A2BAB047965316D871AC

false

low

C:\Users\user\AppData\Local\Microsoft\internet Exploreriimagestorelynfz0jx\imagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

12605

5.845723455789905

false
192:ELGoFcs1/flkCOzNtpaALScUQgE6tSaiYKwn+HvI+Y7YoGKqYEVW:ELNFJ/UiNtpaALDGjaio+8SfEc
1604B27433CC12993B48A6CCBESB779C

5D17FA2BOE21B015E789454F495996357EEDDF05
1B91942294F7A9B4588ACES0E5A887C17740D8AA46362CDA0382169CA87C5BCH

6D16506BAD1D6EFE7224E8A25958CB5B3F17905745D59A321FAE71F2C7EF7C8E292D9DE6GB6093CD82B63D1B8DEBDS512E247D26515ECO04EA9D5A4814BF1B892
6

false

low

K.h.tt.p.s..// u.c.are.c.d.n..c.0m./8.a.6.2.0.3.7.b.-.0.2.0.b.-.4.2.4.d.-8.6.e.f.-b.a5.3.5f4.2.d.1.5.a./fa.v.i.c.o.n._.i.c.0.n.0..p.n.g.#..PNG....... IHDR...X...X.....9d6..
.IDATX..].A.swm...D..E.A#.0.....i.v<..sZ.F V[.RQ.X..&tTCc..2(L.TL. . X$.v.. ~.ove 2wl B )= j.6.8"'we.h. 2f. V. H..-?h...3.Q..mh%./..r.Dz...

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 398 x 116, 8-bit/color RGBA, non-interlaced

downloaded

30240

7.977609713935091

false
768:TgXbiKLWOZTPdESNIuQWkk1IJEQ5uRRNfPwfhlAp:2bdU0Zrd/uhDOjnXwfhmp
59962CA4CAFFD9062723C30D0F9B8C81
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SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

1CB2158EA8E4F848787C618F59BD1C8F4ABEDASB
140A44AA1FFCAFA87F09960A1DFA129CAE9DCDD8A3345763F760A3621AADCOB3

8CA960E89E0063BF3821C1FF786EA409DE1E77596A2FCD7960CC230505160FA4EA2EBOBFOEA89DC22C224F3EOOEF72EDFF105883FAC2EC19965F9B2418D0EE!
8

false
low

hitp://https://ucarecdn.com/e0d8afc0-9bec-4213-9512-b5d1f1f41lefa/

PNG........ IHDR....... t......2....diCCPICC Profile..H... X.W...72IX...{... #.A@. *.$
LL.B..itX.@&......3.d*.C6....VQ..W.8[...6.\....i|.<..v.g..r...B..=#.1_9..i* g8 Y. Z.. ...DULLT..W...57
p..%.""v.b.".s.|Zb......... Voo ALQ.%.q.UL).b46.M. . 7TdH#WE.....|. . 4....yd. NV....+.KXQZ...'CK......@Nn.19)C~D...C..E.....4E.NWV
LA pAB Y%L ... . AK3..@.r..iI5C3. #RXM....H"........b..0.\.@.z.X=#.<\.b@...T.....B.... ........ @M.V......$F...H.3n..X,....q..h7....:
\.o}e[5..9..05..Q.)(e.%....L].].a/.~ . M...U...| >..;.a..%..;...cg..X.'a.f.<vD..{ z.. d3.\q.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\00a288d86759dfc76ed68529556d6882bbd900bd-9fddcc52db5bd9d283a5[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

65086

5.500979541009083

false
1536:50MQ58uSJKjgHji3alJLB1rrWPIU/NUYVBKrfZ:5M58uSJKjgDiKIIBM+vUYVBKfZ
2CAAEA74CD69C49946A04DCC411C8E99
6FDB3BE748ADBD9461780297F5FE842E10DF4171
C5F90DBA079FE9255CB95BC91375A2F3131D3863025878571877FE3BFBDE9B13
22A4446382FB2D0D26F98B80B9728C10C007D72199EC74714C870E083EO00EAEB23202FF194B8BA42666852322DACAD9020A15A43D64A39B176D57E7FBC6B240C
false

low

hitp://https://www.producthunt.com/_next/static/chunks/00a288d86759dfc76ed68529556d6882bbd900bd-9fddcc52db5bd9d283a5.js

(self.webpackChunk_N_E=self.webpackChunk_N_E||[]).push([[8693],{56713:function(e,n,t){"use strict";var i=t(67294);function a(){return(a=Object.assign||function(e)
{for(var n=1;n<arguments.length;n++){var t=arguments|n];for(var i in t)Object.prototype.hasOwnProperty.call(t,i)&&(e[i]=t[i]) }return e}).apply(this,arguments)}var r=i.c
reateElement("path” {d:"M27.74 29.1041-7.279 8.116a1.128 1.128 0 000 1.475.87.87 0 001.325 017.94-8.854a1.128 1.128 0 000-1.474L.21.6 19.306a.87.87 0 00-1.324-.0
01 1.128 1.128 0 00-.001 1.47517.466 8.324z" fill:"#999"});n.Z=function(e){return i.createElement("svg",a({width:50,height:58,viewBox:"0 0 50 58", xmIns:"http://www.w3.0rg
/2000/svg"},e),n}},27721:function(e,n,t){"use strict";var i=t(67294);function a(){return(a=Object.assign||function(e){for(var n=1;n<arguments.length;n++){var t=arguments
[n];for(var i in t)Object.prototype.hasOwnProperty.call(t,i)&&(e[i]=t[i])}return e}).apply(this,arguments)}var r=i.createElement("g" {fill:"#999"},i.createElement("path",

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\20ae5b4c4ed25e715c0470ae863d537ba5b9db04-c4fch4aac643a12396a2[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

17502

5.3890544912233445

false
384:75LQNBQHSIWPE7xrwd7+JoXwwWPE7xrXhZZ+WMBIKEGGNWBS9AMIGOKY5dsAesZ9A:NLQLQHscd60X8r+WMw2W8IjIGLQHLvo
14D5807BF0B5780688CD1A90C8C072DB

0BD1DF4F2338AEAE1F81BAAC66CB299B89BE31D9
1A38302437D33B52715COEBFA86FD888C525ACB852E3016BF376114BOSEDAAD7
999BOBD1FF4D41D5D4899443AE2F196A0C10A4E89C6602D51286229EAO0FA761119E5CEBEA19F156AAAA2983BC070A095BA62DCB818B21419FFE29E7D0B32545
false

low

hitp://https://www.producthunt.com/_next/static/chunks/20ae5b4c4ed25e715c0470ae863d537ba5b9db04-c4fch4aac643a12396a2.js

(self.webpackChunk_N_E=self.webpackChunk_N_E||[]).push([[4824],{90224:function(e,t,n){"use strict";var a=n(67294);function i(){return(i=Object.assign||function(e)
{for(var t=1;t<arguments.length;t++){var n=arguments|t];for(var a in n)Object.prototype.hasOwnProperty.call(n,a)&&(e[a]=n[a])}return e}).apply(this,arguments)}var r=a.c
reateElement("defs",null,a.createElement(“filter" {x:"-50%",y:"-50%",width:"200%",height:"200%" filterUnits:"objectBoundingBox",id:"RemoveCircle_svg__a"},a.crea
teElement("feOffset" {in:"SourceAlpha" result:"shadowOffsetOuterl"}),a.createElement("feGaussianBlur" {stdDeviation:.5,in:"shadowOffsetOuterl" result:"shadowBlu
rOuterl"}),a.createElement("feColorMatrix",{values:"'0 000000000000 0 0 0 0 0 0.200000003 0",in:"shadowBlurOuter1"})),a.createElement("path”,{d:"M8.03
6.84L5.65 4.46a.841.841 0 10-1.19 1.1912.38 2.38-2.38 2.38a.841.841 0 101.19 1.1912.38-2.379 2.38 2.38a.841.841 0 101.19-1.191.9.223 8.0312.38-2.381a.841.841 0 10-
1.19-1.19L.8.03 6.84z",id:"R

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\492[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
PNG image data, 340 x 240, 8-bit colormap, non-interlaced
downloaded
32154
7.975581763411832
false
768:CikpbAB4PWKQAQ3hY It+4yzw2elFN1INWLRtttk TOK9TrryH:qVO4PCAQ3H7QeOzmcTO+r4
FB3150A963527427201B39082A112FD2
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\492[1].png

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

AB55496A9D9A8511B22A7DDC882146F7A65B76CE

EF9D791F42281C8F7D41653023AB60603B2B902D41C2923903C281A3038A5AA2
637365BB7B5C385514FCC5B28D4169A005BEAG6F954260F5D75562D35894C84C43F8F1E80F9ADEF56B02B58E3B019FCFFCCAG5514959E44382FF9E27A98EEOCE
false

low

hitp://https://www.lermansenter.com/wp-content/uploads/sites/27/misc-images/492.png&size=340x240

PNG........ IHDR...T......... h.l....PLTE.|.@ @@GJIMKLIMQLKPWWTLTUTRUXVZUTX"\Z] bdc[eeefjeklklpkggrwfuuxzx|v{{{8x.,.)9.74.SJ.GL.TT.R|.{a."0.my.."..E..P..Y .a..t.
.2(.<3.6*.>4.C:.C9.\[.MC.VM.ZQ.c[.;/.C5.G:.K=.P>.\T.ZO.]JU.aW.bW.nf.un.aa.K@.RF.AS.nd.yh..t..y.. .<.G.z.e.k.m.v.].s.y.

..%,..B.F.9B....;.[.Z{.s.>.L..*..9...k...JW...0".(r.T~5.N...m.m{..pd G{].

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\54dcf31016681f319cch0effde838c8fff1744a1-20975688fab68afd1075[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

53925

5.565818597311357

false

768:ZXH7dX2XNL+VNIWesblejROT3YCZYEeY 6ibl2XzXe1k4O7fIn3H/t75CWfraahKK:Zbd849RsdvYu2u3+YLCQ+95A8M
21F3CD1CB5889CFC571A4C2B83A61595

A51FD983D7033D4F3A183995C6602D4480245654
DC726DF1FA18A9FD407E9F6207413178038EDB8B5A13F94D05B7559C23C4A46F

DCAB520B8ADB7A99C49961BD280B5EE6A9D436778C13A91B796684847E5FBB92D550195ABADCCOAABFB70EG99ED46016B3CICACELGEF3A8B292913720E18F1
DO

false
low

hitp://https://www.producthunt.com/_next/static/chunks/54dcf31016681f319cchOeffde838c8fff1744a1-20975688fab68afd1075.js

(self.webpackChunk_N_E=self.webpackChunk_N_E||[]).push([[5171,944],{59778:function(e,t,n){"use strict";var r=n(67294);function a(){return(a=Object.assign||function(e)
{for(var t=1;t<arguments.length;t++){var n=arguments|t];for(var r in n)Object.prototype.hasOwnProperty.call(n,r)&&(e[r]=n[r])}return e}).apply(this,arguments)}var |=r.createE
lement("path”,{d:"M13.8 3.904V2I5 3.691v1.455I|-5 3.702V8.93413.493-2.325.496-.166v-.058I-.496-.1961.13.8 3.904zM7.917 12.44H6.415.492-12H13.41-5.483 12zM2.475
6.238I-.531.176v.0591.531.185 3.494 2.227v1.963I-5.1-3.702V5.691L5.969 2v1.963L2.475 6.238z" fillRule:"evenodd"});t.Z=function(e){return r.createElement("svg",a({
width:19,height:13,viewBox:"0 0 19 13",xmIns:"http://www.w3.0rg/2000/svg"},e),|)}},82824:function(e,t,n){"use strict";var r=n(67294);function a(){return(a=Object.assign||
function(e){for(var t=1;t<arguments.length;t++){var n=argumentst];for(var r in n)Object.prototype.hasOwnProperty.call(n,r)&&(e[r]=n[r])}return e}).apply(this,arguments)}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\7316404130b43f9af75522e773cb714535e2b0ac-319669c92899bfabfd1f[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

5702

5.277721583324509

false
96:jHOtDzAj0GvvazR4NJIRSfGVaeZOTnmHiSh2q9E/ggyHp:03nRMKGmacuEogyJ
DF17BCA4AABE90CDFA92E39CB83F8BB2
0C5A7AE943427AD9AF1DCE4D636A444CA06C97D7
1346B2DC32AB948535930F231668D5E3D4E886A2ADBD57FA197F9007CE64A152

CCE2640235992FA8CC420932FEOF1042BDDD373BFA59F8BB505603DA65629DFB82EAAAD18CAF3ES831171BECA79BB478DF5DB025E2310016B6AEA77583D191F
5

false
low

hitp://https://www.producthunt.com/_next/static/chunks/7316404130b43f9af75522e773ch714535e2b0ac-319669c92899bfabfd1f.js

(self.webpackChunk_N_E=self.webpackChunk_N_E||[]).push([[2176],{88668:function(t,r,n){var e=n(83369),0=n(90619),u=n(72385);function i(t){var r=-1,n=null==t?0:t.
length;for(this.__data__=new e;++r<n;)this.add(t[r])}i.prototype.add=i.prototype.push=o,i.prototype.has=u,t.exports=i},82908:function(t){t.exports=function(t,r){for(var n=-
1,e=null==t?0:t.length;++n<e;)if(r(t[n],n,t))return!O;return!1}},13:function(t){t.exports=function(t,r){return null!=t&&r in Object(t)}},90939:function(t,r,n){var e=n(2492),0=n(3
7005);t.exports=function t(r,n,u,i,f){return r===n||(null==r||null==n]||!o(r)&&!o(n)?r'==r&&n!==n:e(r,n,u,i,t,f))}},2492:function(t,r,n){var e=n(46384),0=n(67114),u=n(1835
1),i=n(16096),f=n(64160),c=n(1469),a=n(44144),5=n(36719),v="[object Arguments]",|="[object Array]",p="[object Object]",b=0bject.prototype.hasOwnProperty;t.expor
ts=function(t,r,n,h,_,d){var g=c(t),x=c(r),y=g?l:f(t),j=x?1:f(r),w=(y=y==v?p:y)==p,0=(j=j==v?p:j)==p,k=y==j;if(k&&a(t)){if('a(r))return!1;g=10,w=!1}if (k&&!w)ret

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\879435ffbe74d98c8a5e7e2b7e1453611b77chcd-ebddcc3d6d962867e8ba[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines, with no line terminators
downloaded
9847
5.33266221335788
false
192:zyityEBwyG22wUb7GCVHCEkwpHWIkiSyEmwyG22wUb7BCVHCEkgZGucwKBfjTdJU:z/wy2SVcVwIBwWYy2NVAGucwKZTf/lveS|
8B6812B71D114E32087D9CE52FA99543
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\879435ffbe74d98c8a5e7e2b7e1453611b77chcd-ebddcc3d6d962867e8ba[1].js

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

E451BBC1FBC7100C51BB7D7D78B22880E6B94368
2FE5BBF29D673572447CD0A097D49F2DE1DD5B61FBDD974AEC3466BF2C246549

5A8CODEO05799CA3AEBD865C2C8E5158B74011A3D6DA746502EEAG5E57004CD1FABDAS4DBAFS5FCB32BDFB937189EC980779A84704C4FES5B69083109CBC508F)
A9

false
low

hitp://https://www.producthunt.com/_next/static/chunks/879435ffbe74d98c8a5e7e2b7e1453611b77cbcd-ebddcc3d6d962867e8ba.js

(self.webpackChunk_N_E=self.webpackChunk_N_E||[]).push([[1274],{74922:function(e){var n={kind:"Document”,definitions:[{kind:"OperationDefinition",operation:"mut
ation",name:{kind:"Name",value:"FollowTopic"},variableDefinitions:[{kind:"VariableDefinition"variable:{kind:"Variable",name:{kind:"Name",value:"input"}},type:{kind:"NonN
ullType" type:{kind:"NamedType",name:{kind:"Name",value:"FollowTopiclnput"}}},directives:[]}],directives:[],selectionSet:{kind:"SelectionSet",selections:[{kind:"Field",alias:
{kind:"Name",value:"response"},name:{kind:"Name",value:"followTopic"},arguments:[{kind:"Argument",name:{kind:"Name",value:"input"},value:{kind:"Variable",name:{kind:"
Name",value:"input"}}}],directives:[],selectionSet:{kind:"SelectionSet",selections:[{kind:"Field",name:{kind:"Name",value:"node"},arguments:[],directives:[],selectionSet:
{kind:"SelectionSet",selections:[{kind:"Field",name:{kind:"Name",value:"id"},arguments:[],directives:[]},{kind:"Field",name:{kind:"Name",value:"followersCount"}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\882¢1961928b181a903ddace877eeb5ah7592a80-e6c67a3ed8a3e3755051[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

89426

5.359233270273345

false

1536:xBcOF02NRtD+iMhcglJSNOC8BjMuX8f0e4V:TNzD+5J1I5C8BjMuX8f09V
1FD4D02A02C2486B1A3C7758BCA94961
7302D502036B4A62BB2D274DC29785ABA65B69A4
46EB6502692DA1ACD13EA98EFE45EES5F027529519208F1F117F82A0E10997349
9DAA6883387EA8635F667300F3D010474F18767FC377965FA677FB52393CB38172FB03361460E63984D0909DF41F94EC044C03197FFEC07A10ESABFE025B6534
false

low

hitp://https://www.producthunt.com/_next/static/chunks/882c1961928b181a903ddace877eeb5ab7592a80-e6c67a3ed8al3e3755051. js

(self.webpackChunk_N_E=self.webpackChunk_N_E||[]).push([[6746],{46922:function(e,t,n){"use strict";var a=n(67294);function i(){return(i=Object.assign||function(e)
{for(var t=1;t<arguments.length;t++){var n=arguments|t];for(var a in n)Object.prototype.hasOwnProperty.call(n,a)&&(e[a]=n[a])}return e}).apply(this,arguments)}var s=a.c
reateElement("path”,{d:"M0 0h24v24H0z" fill:"none"}),r=a.createElement("path",{d:"M10 20h4V4h-4v16zm-6 Oh4v-8H4v8zM16 9v11h4V9h-4z"});t.Z=function(e){return a.c
reateElement("svg",i({xmins:"http://www.w3.0rg/2000/svg",viewBox:"0 0 24 24"}e),s,r)}},64152:function(e,t,n){"use strict";var a=n(67294);function i(){return(i=Object.ass
ign||function(e){for(var t=1;t<arguments.length;t++){var n=arguments[t];for(var a in n)Object.prototype.hasOwnProperty.call(n,a)&&(e[a]=n[a])}return e}).apply(this,argume
nts)}var s=a.createElement("path" {d:"M4.178 10.33L.308 6.51a1.028 1.028 0 01.135-1.578¢.424-.304 1.02-.216 1.39.15L4.18 7.4¢.23.224.603.224.83 016.283-6.195¢.37-
.366.965

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\9e8hb673f282980636019d919040934d9ea7a060c-3e1f3a3bb0a5541f390d[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

71563

5.331826413229353

false

1536:ZpIndJHDBF5/fvP6CDfS3zLIcxtR9yMIJR:fF5//13zLIcxtzyMIJR
45CE6E95399979F8C2568ABB04D99810
72165C7509AAD8DBF381D72DCED509BOCA51E25D
1BD2280D81F21378C423AB3B533CCOF285C1223173E9CE5S2519070723FC974C0
2438C59D909ED7676E816A7532FA9A63DFB794C8D3DEEC60E940D88336BAA5BID184329A5E49D8597C349124D52872E51C028EB4182EED4EB2A9D07B49C578¢
false

low

hitp://https://www.producthunt.com/_next/static/chunks/9e8b673f28a980636019d919040934d9ea7a060c-3e1f3a3bb0a5541f390d.js

(self.webpackChunk_N_E=self.webpackChunk_N_E||[]).push([[427],{69387:function(e,n,t){"use strict";var i=t(67294);function a(){return(a=Object.assign||function(e){for(var
n=1;n<arguments.length;n++){var t=arguments[n];for(var i in t)Object.prototype.hasOwnProperty.call(t,i)&&(e[i]=t[i]) }return e}).apply(this,arguments)}var o=i.createElemen
t("g" {fill:"#F95353"},i.createElement("path” {d:"M11 20.975¢-5.5 0-9.975-4.475-9.975-9.975S5.5 1.025 11 1.025 20.975 5.5 20.975 11 16.5 20.975 11 20.975zM11 1.52c-
5.228 0-9.48 4.252-9.48 9.48 0 5.228 4.252 9.48 9.48 9.48 5.228 0 9.48-4.252 9.48-9.48 0-5.228-4.252-9.48-9.48-9.482" stroke:"#F95353"}) i.createElement("path” {d:"M4
.317 9.97a.339.339 0 01-.164-.044.32.32 0 01-.108-.436¢.534-.9 1.505-1.5 2.435-1.48a.319.319 0 01.312.322.318.318 0 01-.317.312h-.03¢c-.697 0-1.44.465-1.85 1.168
a.335.335 0 01-.278.158zm13.366 0a.315.315 0 01-.272-.153c-.416-.703-1.159-1.168-1.857-1.168h-.03a.315.315 0 01-.316-.312.316.316 0 01.312-.322¢.916-.02 1.9.58
2.4351.48

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\S6uSw4BMUTPHh6UVSwiPHw[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 28052, version 1.1
downloaded

28052

7.983868615364949

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\S6uSw4BMUTPHh6UVSwiPHw[1].woff

SSDEEP: 384:n2zorz2U1leBym14fE/b3/DcgriaY WTS1XrXUI44Eap54pSptB1Xg7a+:2krz22eYmAE/trmY+C14Eekexea+

MD5: 874BBE7BC7E8D1507B50F56BC6CIB536

SHA1L: B7AC18BD6D3ACECDFA5931FA4A59C005ADB02F38

SHA-256: 9F5A6FB49257579436C7BD8D42FA5D052336132B6F9F8972A7CICO0DI3ED18B4

SHA-512: C8771C91135DD24E6345DAF39728DC4986FAEDED05161CF4428360D538C3E7984FBBF416FA7B8B6F3956AEBF10817C604231EAA37EE3174B82B7BD16E52368D
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://fonts.gstatic.com/s/lato/v17/S6u9w4BMUTPHh6UVSwiPHw.woff

Preview:

V[.....b.head..f(.
..6...6...Ghhea. Soohmtxfo v..BWloca..h......... %..1maxp..j\... ... ...name..j|...1....8.P.post. k........ EW...prep..mH...K..K..x.L..$Q.EO....m.m.. k.....1.a..g....... p..2j..
LP7.A-ZX..RH%.U..pkI3[df...90.f.1%W. X..w...jod.=.Buf#|_.|....... W= e Ut Twehe by T =bl LN LAdTEL,..&4.9.iC[:.Nt.+..N.Zz..../...0.3
G...C#HVv.2..>.. hiY..Q...JD:K-&j,...Y... ...E.SQY.-a).a........

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\S6uyw4BMUTPHjx4wWA[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 28660, version 1.1

Category: downloaded

Size (bytes): 28660

Entropy (8bit): 7.986798426962959

Encrypted: false

SSDEEP: 768:Rr8uuUMtVCqVsUnrZAT9vaxw9pid5vSVe+Dfpy:R9uZVIVnndAJvaCGPvwDhy
MDS5: BBEE546ACD6CCOC49F42AD3D48EF244F

SHA1L: 7D8BFF4143A36AA9CC1C2801F60FAOE99969E3F6

SHA-256: 04050BAE4CC3B9CCD20D3C7F57F5B1BA249D4A54D6EFF75A1E4DF504362E8C00
SHA-512: 700D04F4CAF24A20919C2136DD3700BBE07F509F5BD0045084063B78EA8B6FD72BFEAGBBF2A94A5865A75CD6C7197DAB500B809122AA5A3910F46E1D9816D00
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://fonts.gstatic.com/s/lato/v17/S6uyw4BMUTPHjx4wWA.woff

Preview:
WOFF......0..c... L GPOS...l....... z...GSUB...<..S...p...|OS/2....... Z...'y$aycmap............... CVt ... Xt fpgm............ rZr@gasp...$............ glyf...0.YY..H@
...head..h....6...6...#hhea..h........ $..whmtx..h........ v}i.O7loca. j............ 9maxp..l.... ... ... name..l....8.....TApost..n........ EW..xprep..o....K..K...x.T..l Q.EO...m.m.m;X...FI..?
us..p.$z3.....G.fN..."Yv...p.a.N.*"b.3..]p.."..I,.5..]=.%U..D..)v?.xXw...;.w>....mt?...+.....].G.>]:(JO.+.J.R.=k....@9.+.......((UP.k.bZ..B..a....U....6\..Q.10....H"..../.....1.
Le. . .HFL.Lf. 1Oy, KY.rV..b7{..p..,.8..r.+.>x#..%x][..|.. {XC.hySQy....p...n)..h.M.(..H)"..)..j...L.gqw..R").E..8..1*.X..7...\..9(q(.
B2.PIK)....#HI(X.. {....7.9.\s....7dL...K.>.0H.LY.v.U.Xg...m.-..a.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Yq6V-LyURyLy-aKCpB5j[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 16728, version 1.1

Category: downloaded

Size (bytes): 16728

Entropy (8bit): 7.968320481481999

Encrypted: false

SSDEEP: 384:AGjUYeXM1kewbIWM2SOsTinZII7yGihX809erBKKP8L:AGjUYeXq+IWJISOP5UXferwL
MDS5: E5931C849701BEBFAOBC92B9A600496D

SHA1L: E2A2CA73926791838F8F94CD23FC070D11A442B3

SHA-256: 6933BFBACD61C421BD717FAC090CF21FD208EE04F40E2417368527DD4184093E
SHA-512: EF685650CDF440F4622E165C9924857076E65D977A0AC5424C2C637B5163C8C8343C2ACA9B7BI646C619FDA9321D010D3CBEBADFDIALE3EIC53B0331A39BBA(
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://fonts.gstatic.com/s/rufina/v8/Yq6V-LyURyLy-aKCpB5j.woff

Preview:
T..e#t.cmap...
.).Hprep..AP h.

....glyf..h.)g..L....head..:....3...6...
. . X.$.3'XQ.....,.m.m...KmsM..Y...D.>
.C.yOW.,jv. " W..n[...... G..U..g-..Yg.v.{}c.c.... NpW.".s"...7.[..x.~1.....2.d. (AL)g.Nf..df.yf..b"Mth.&..N........ (I<..L(H.
S....8%(1)JS....<..DU.Q...>.hH#.....iIC[...t..=M.....d.....F2..a,....&2..,0%.9.ANQ. \.&......|...-."h..e=..eQ.m.U....Y..m.V....L'L.v.;.6.....0.2"n...s.}...RT.....(.;..bZ5.Y..V....=..8

\7\7.%Q.saoW.*.M.6..RL....... E}..4.U~.%H#E..d. . X-.FW.AR.X...p.J.Y...&V...b........ w.jY....s..b.fP=0..27.Wq:.e-C..&.....].~%0..] oo b.jjj..b>~..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\Y q6W-LyURyLy-aKKHztwu8ZZ[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 16752, version 1.1

Category: downloaded

Size (bytes): 16752

Entropy (8bit): 7.968658749511062

Encrypted: false

SSDEEP: 384:1tEBnyrgP/K+83bpKRuxGgBmKbu5PmMJntVP9:cFK7dKRuMggKiFwtVV
MDS5: E0B26737F52888C1E86B5BBA2A03445C

SHAL: 84905DB93EDE44133D0FCE303BF009AE6CFFOEEE
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\Y q6W-LyURyLy-aKKHztwu8ZZ[1].woff

SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

29F54C70A7912A7D338D87A37E7EF88215B412BA8B633B0621BABESF40AFF223

51FBDOA9BGABFEE7D90AB1B4CCB8BF70F20C7314181A10227195D3166C5AE2C901B818B6D07D8CCCE2BOBFI000C38DCA589648AF5A22A35C6D49BB94ECT722
29

false

low

hitp://https://fonts.gstatic.com/s/rufina/v8/Yq6W-LyURyLy-aKKHztwu8ZZ.woff

... DvLUOS/2.
*.E.post..@,..

..glyf......(...Lf}..hhead..:....3...6.
XD LA m.m.vP..6(...j..v..e

...dx;..../....Q.q.0Z.m..G{c..
m./.y W xAULALWLLLLY e+ XT

A>..ZnS\...@..6.2.0.."....
(....i(bd......%;.@"....N..P...K..66J.
.@..;b.l...]1.bb.+. Ax...C<...r.8.L.x....[[I<.V....... | AP g..3L.HS..ch/...?.

WX+ S X WG, g ]lfd LY 7eb b X.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\[slug]-2a40fdd6372763fd8fa8[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

68627

5.357725867970287

false
768:rgFG+8qlywGJjjm/MaHCZk013vDr1fZ2ImNVz41alVPgKmgk5WOvV614629KOGBPT:skPwGfvDrXX6VPad4629RGUzlk
9793FCD57097E3DA426979D60357474C

553B46243A6EF90857CDEA1513E49D562ACC5692
441CB0900D9885F0B38B05B0CC3918BD730CFCC9274ABA7A90ECFD760C76DB5E

F60D543B03CB16ACF49C20680C00BBF17C5843DBB11E942973300BF73D3389A4103C01E97DE26A1479DDDF84D389BE423ABD0311BADAOB7A4BAE2DO9ES71E7
2

false
low

hitp://https://www.producthunt.com/_next/static/chunks/pages/posts/%5Bslug%5D-2a40fdd6372763fd8fa8.js

_N_E=(self.webpackChunk_N_E=self.webpackChunk_N_E||[]).push([[7922,7683],{53290:function(e,t,n){"use strict";var i=n(67294);function r(){return(r=Object.assign|
|function(e){for(var t=1;t<arguments.length;t++){var n=arguments[t];for(var i in n)Object.prototype.hasOwnProperty.call(n,i)&&(e[i]=n[i])}return e}).apply(this,arguments)}var
a=i.createElement("path”,{d:"M8.362 0C3.751 0 0 3.75 0 8.362c0 4.61 3.75 8.362 8.362 8.362 4.61 0 8.362-3.752 8.362-8.362C16.724 3.751 12.972 0 8.362 0zm1.02
12.967c0 .238-.103.454-.305.641-.2.185-.467.279-.795.279-.337 0-.615-.093-.826-.277-.215-.187-.325-.404-.325-.643v-.41c0-.24.11-.456.325-.644.21-.183.489-.276.826-
.276.328 0 .595.094.795.279.202.187.305.403.305.64v.411zm2.265-6.158a2.502 2.502 0 01-.502.678 4.335 4.335 0 01-.642.5 5.83 5.83 0 00-.611.448 2.3 2.3 0 00-
.457.513¢-.114.178-.172.4-.172.661v.258c0 .172-.084.351-.25.535a.915.915 0 01-.667.2961-.056.001c-.279 0-.505-.08-.674-.237-.18-.169-.272-.359-.272-.564 0-.48.067-
.888.198-1.215a3.24 3.24

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\ac15660afee3e2c7fa06[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

19087

5.258365097564133

false
384:BWGONL8+ZRb4SOmMGaOXtdCOAH|ItFTfTINFTTwP6z0:cGwL8+ZRTOO00j1frlUPSo
E75971620774C748501CCB87B376078E
AAB6BID907A5A7D6EDCC41701D34C4B7C7E3ASC2D
8E1ECF387559D7E431B8533EF2EA395400DFB75D3C23A584FE3F7105017234E4

DD187E2EE7062BEEDE29DFOC7ED079C41DC857F147514B63DF208FBOE4E155569F3C4A955385458E8C38CE833BF72523CCA6C27026AB9851AC47B1C6EB28D5S
F

false
low

hitp://https://www.producthunt.com/_next/static/css/ac15660afee3e2c7fa06.css

.popover_popover__-LLFT{padding:0 20px 20px}.popover_popoverHeader__3GS_G,.popover_slimPopoverHeader__25yMu{border-bottom:1px solid #e8e8e8;text-align
:center}.popover_popoverHeader__3GS_G{display:flex;flex-flow:column nowrap;height:90px;justify-content:center;margin:0 0 20px}.popover_popoverHeader__3GS_G>*
{line-height:20px}.popover_slimPopoverHeader__25yMu{line-height:40px}.styles_inputGroup__pPBJe{margin-bottom:20px}.styles_inputGroup__pPBJe label{display
:block;font-weight:400!important}.styles_inputGroup__pPBJe label:only-child{font-weight:600}.styles_inputGroup__pPBJe label:not(:only-child):not(:last-child){margin-botto
m:10px}.styles_inputGroup__pPBJe input{margin:0 10px 0 O;width:auto}.styles_statusSubmitted__ 1M4Nt,.styles_statusSubmitting__3eb_7{color:#6f6f6f;margin-left:20p
x}.styles_statusWithErrors__ SF8I2{color:#ff8484;margin-left:20px}.styles_errorMessage__3a9dp{color:#ff8484}.styles_errorBox__2TW1lu{border-radius:3px;border:1px
solid #ff8484;color:#ff8484;margin-bottom:20px;pad

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\anchor[1].htm

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):

Encrypted:

SSDEEP:
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
HTML document, ASCII text, with very long lines
dropped
14528
5.945013781742797
false
192:FAKIVKfK1563mTC6B2D21nx+46NBE06iEycW3c4bQ/elImReEEKgaDLAt3FF7cINg:3/S1CFRggEliEwyelmRQvea/x/pzpOXf
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\anchor[1].htm

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

5ADOF476A6F1C4B912866FE7C603E496

9270BF877A11E1508B26AA7ES06DAA6BACBEDCEE

606COCBA2F25A5E367A99863DB71F964681CD543A85AFDEB3702B2EEF29BA1C9
0AB524B4849E58918BF63901B08B12CA52CB008F44A0096E7D2A0F229A292E3F5FE29CA3B86689DIC3ECE24F753A82633D21ED1767658A7C8D50CC82E37577F1
false

low

<IDOCTYPE HTML><html dir="Itr" lang="en"><head><meta http-equiv="Content-Type" content="text/html; charset=UTF-8">.<meta http-equiv="X-UA-Compatible"
content="IE=edge">.<style type="text/css">.@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 400;. src: url(/fonts.gstatic.com/s/roboto/v18/KFO
mCngEu92Fr1Mu4mxP.ttf) format(‘truetype’);.}. @font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 500;. src: url(/fonts.gstatic.com/s/roboto/v18/K
FOICNngEu92FriMmEU9fBBCcI.1tf) format(‘truetype');.}.@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 900;. src: url(/fonts.gstatic.com/s/roboto
Iv18/KFOICngEU92FriMmY UtfBBc9.ttf) format(‘truetype');.}..</style>.<link rel="stylesheet" type="text/css" href="https://www.gstatic.com/recaptcha/releases/pRiAU
IKgZOMCcFLsfzZTeGtOA/styles__ltr.css" nonce="DeMIMFC/fuosEaqEQtZF0g">.<script nonce="DeMIMFC/fuosEaqEQtZFO0g" type="text/javascript'>window['__recaptcha
_api'] = 'https://www.google.c

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\api[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

852

5.472165102921414

false
24:2jkm94/zKPccAjZy+KVCetjQl1skQcSsLgo40RWUNYN:VKEcixKoe41skQcTLrwUnG
35000CEABB01F2959FA408916681DAD7
D090387CD193A4F78759C94D5280108887BE5857
FDEO6F152E9231D3319414A1F9945B0OAEF3E24C95E703DCBOBB6F053C43A4C21

B1E1971629DSADECFDFDA39F1BF63438410E0B9370E845B233AF899CF36C0BC6512DA330088CA89B2343639AFBC11B4ESAE1517EEFF85D5D24404C1513B009E
F

false
low

hitp://https://www.google.com/recaptcha/api.js?hl=en&render=explicit&ver=5.5.3

/* PLEASE DO NOT COPY AND PASTE THIS CODE. */(function(){var w=window,C="___grecaptcha_cfg',cfg=w[C]=w[C]||{},N="grecaptcha’;var gr=w[N]=w[N]||{};gr.r
eady=gr.ready||function(f){(cfg['fns']=cfg['fns"]||[]).push(f);};w['__recaptcha_api']="https://www.google.com/recaptcha/api2/';(cfg[render]=cfg[render]||[]).push(‘explicit’);w[
'__google_recaptcha_client']=true;var d=document,po=d.createElement('script’);po.type="text/javascript’;po.async=true;po.src="https://www.gstatic.com/recaptcha/
releases/pRiAUIKgZOMcFLsfzZTeGtOA/recaptcha__en.js';po.crossOrigin="anonymous';po.integrity="sha384-8 1AvY0eDOWRfrSCrRsFkP0Or0iO305hOgAY Emixw/
wrZown4qSgSmwPEXEBsQcT7t';var e=d.querySelector('script[nonce]’),n=e&&(e['nonce’||e.getAttribute('nonce"));if(n){po.setAttribute('nonce’,n);}var s=d.getElement
sByTagName('script)[0];s.parentNode.insertBefore(po, s);})();

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\bframe[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text

dropped

1553

5.576184173368441

false
24:D0OksPKGAY/IOYsFYXMJIO/IOYXFYx1S/iOYrFYXAQNPGtQujgvPCtQOCONSAL3z:Dc1ALOLKIXOgKNOMKSN+nwpVX4Q
6491E2E3324846F7CD0O6AF86E86D24DD

9E7125494181D074D799485D813544A32B5E3CE6
782EA1530F9D203B901065A93A711694CFIA4393EDOE28AFAAEG777DD26C8ED4

505E3596A644E19912B506CE5BB42A76C73C2E2C8356751B4076FDIC5F7AAABD5C92FEGC0O3B9975815C97366F3B20CE4D21E994FD2D204FC3CD62F47CF5FEAE
C

false

low

<IDOCTYPE HTML><html dir="Itr" lang="en"><head><meta http-equiv="Content-Type" content="text/html; charset=UTF-8">.<meta http-equiv="X-UA-Compatible"
content="IE=edge">..<title>reCAPTCHA</title>.<style type="text/css">.@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 400;. src: url(//fonts.gs
tatic.com/s/roboto/v18/KFOmMCngEuU92FriMu4mxP.ttf) format(‘truetype’);.}. @font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 500;. src: url(//fonts.
gstatic.com/s/roboto/v18/KFOICngEUu92FriMmEU9fBBcI.ttf) format(‘truetype’);.}. @font-face {. font-family: ‘Roboto’;. font-style: normal;. font-weight: 900;. src: url(//
fonts.gstatic.com/s/roboto/v18/KFOICngEU92FriMmY UtfBBc9.1tf) format('truetype');.}..</style>.<link rel="stylesheet" type="text/css" href="https://www.gstatic.com/recaptch
alreleases/pRIAUIKgZOMcFLsfzZTeGtOA/styles__ltr.css" nonce="9a+gUNzAdDHGc3cayJd3Ug">.<script nonce="9a+gUNzAdDHGc3cayJd3Ug" type="text/javas
cript">window['__recaptcha_api

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\c016ec268eadbd198173bdaab49a709fe01a87b4-03353249800fe4e5913d[1].js

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):

Encrypted:

SSDEEP:
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines, with no line terminators
downloaded
8783
5.209744170826998
false
192:7/U8vXU83YLkDxBCzi2KpYnCdFBwnCd3Cka8lygzMrd1meSBKHY:pU8vXU83YLea7CYCLGCdCka8lygMrbmH
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\c016ec268eadbd198173bdaab49a709fe01a87b4-03353249800fe4e5913d[1].js

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

E91BF6A6C9F05A1E57182730223B1B71
4BCE77FOE12BD4CDO3AAFA17AEACO1E259C3A50A
C6A753961712E0D7B1A9F6B5B6A299A63EDS573DDF254A837C7CAB22450BBES61

5EC25562D2281950A17BB81CF6E22C2888283FBD121C7C74B21A2A879CF8A084215A98BDC554BDFEBDACSAE3AL9ABOEY565637FB019BAD37AC1112A80D083B
C

false
low

hitp://https://www.producthunt.com/_next/static/chunks/c016ec268eadbd198173bdaab49a709fe01a87b4-03353249800fe4e5913d.js

(self.webpackChunk_N_E=self.webpackChunk_N_E|[|[]).push([[7574],{50172:function(e,t,r){"use strict";r.d(t,{BX:function(){return P},CG:function(){return S}});var n=r(61085)
,0=r(70655),a=r(67294),i=r(8679),s=r.n(i),p=r(65422),c=function(e,t){return(c=Object.setPrototypeOf||{__proto__:[]}instanceof Array&&function(e,t){e.__proto__=t}||functio
n(e,t){for(var r in t)t.hasOwnProperty(r)&&(e[r]=t[r])})(e,t)};var u=r(34155),f="Invariant Violation",|=Object.setPrototypeOf,y=void 0===I?function(e,t){return e.__proto__
_=t,e}:l,d=function(e){function t(r){void 0===r&&(r=f);var n=e.call(this,"number"===typeof r?f+": "+r+" (see https://github.com/apollographgl/invariant-packages)":r)||thi
s;return n.framesToPop=1,n.name=f,y(n,t.prototype),n}return function(e,t){function r(){this.constructor=e}c(e,t),e.prototype=null===t?Object.create(t):(r.prototype=t.prot
otype,new r)}(t,e),t}(Error);function m(e,t){if('e)throw new d(t)}function v(e){return function(){return console[e].apply(console,arguments)}}!functio

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\config-2021-02-22-21[1].json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

539883

5.268236234814779

false
1536:uW6m71+Ls16BLIEOgvyG8EcLzbHjAjcEBPhV+Dc/h1WV/w+WgEmfH10CaXm+augl:uY71VaSCaz7riJVWxnm/oy7j0
E5DFB3D5313A85FA04E23B7BF1CC2208

13AA4355C730AFAF16F03706C65E0C53FC71F4F6
CB6D55F391758D38AB51D8F054ADFCD4176FEBA2216278EFB64E3BE134CEF84E
C64A6859C76644C4B667607AC6C2B748689314C99BCLABE2CFFAE723F2801B50FOEED77C88F924491FB868D91E88969171174031C858AE3A9D56A8EDOBI5354E
false

low

hitp://https://pbs.twimg.com/hashflag/config-2021-02-22-21.json

[{"campaignName":"CentenarioClub_DeportivoAlaves_2021","hashtag":"100A\u00flosGloriosos","assetUrl":"https:VVabs.twimg.com\/hashflags\/CentenarioClub_Deportiv
oAlaves_2021VCentenarioClub_DeportivoAlaves_2021.png","startingTimestampMs™":"1610953200000","endingTimestampMs":"1616253900000"},{"campaignName":"LCS
_Jan_2021_100T","hashtag":"100T","assetUrl":"https:\/Vabs.twimg.comVVhashflagsVLCS_Jan_2021_100TVLCS_Jan_2021_100T.png","startingTimestampMs":"1611
532800000","endingTimestampMs":"1641020400000"},{"campaignName":"LCS_Jan_2021_100T","hashtag":"100Thieves","assetUrl":"https:\/\Vabs.twimg.comVhashfl
agsVLCS_Jan_2021_100TVLCS_Jan_2021_100T.png","startingTimestampMs":"1611532800000","endingTimestampMs":"1641020400000"} {"campaignName":"L
CS_Jan_2021_100T","hashtag":"100Win","assetUrl":"https:V\/abs.twimg.com\/hashflagsVLCS_Jan_2021_100TVLCS_Jan_2021_100T.png","startingTimestampMs":"
1611532800000","endingTimestampMs":"1641020400000"},{"campaignName":"OrangeTheWorld_2020","hashtag":

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\e4fc9354e263404af2a8[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

2455

5.05870277221571

false

48:ax7ZSmDaP0/tpxoUi+rft9ZeTLOR/ZeJm:ax4m2MxoC5jeOMJIm
1721EE2ACOCEOD5BBDES8443320F011A
49B1AD636B9E72F854FE6693CB13A7B71903D0OEQ
439CCF96A74880BEFCOBF2599746D231E8CCB2F642A2AF80F08AC2CE9D735E93
OFB40F0F67899E4031E00BCFCOF58E73089AE03A4A640D610DD4C51D5B167270FC7FA9B79702FB529CFD0468029AB0158713BFDC55136AA7AA444B5E8194AF1E
false

low

hitp://https://www.producthunt.com/_next/static/css/e4fc9354e263404af2a8.css

/*Inormalize.css v3.0.3 | MIT License | github.com/necolas/normalize.css*/html{font-family:sans-serif;-ms-text-size-adjust:100%;-webkit-text-size-adjust: 100%}article,asid
e,details,figcaption,figure,footer,header,hgroup,main,menu,nav,section,summary{display:block}audio,canvas,progress,video{display:inline-block;vertical-align:baseline}audi
o:not([controls]){display:none;height:0}[hidden],template{display:none}a{background-color:transparent}a:active,a:hover{outline:0}abbrftitle[{border-bottom:1px dotted}b,st
rong{font-weight:700}dfn{font-style:italicth1{font-size:2em;margin:.67em 0}mark{background:#ff0;color:#000}small{font-size:80%}sub,sup{font-size:75%;line-height
:0;position:relative;vertical-align:baseline}sup{top:-.5em}sub{bottom:-.25em}img{border:0}svg:not(:root){overflow:hidden}figure{margin: 1em 40px}hr{box-sizing:content-box;
height:0}pre{overflow:auto}code,kbd,pre,samp{font-family:monospace,monospace;font-size:lem}button,input,optgroup,select,textarea{color:inherit;font:inherit;marg

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\editor-content[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text

downloaded

2267

4.269511895955193

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\editor-content[1].css

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

48:9mOAr1jCRXzVFPYynA9mM900B9d9049L k9L Ue9LkIK93979ux7969m9b919mOIMWIK:9mOA+BFPynOUOUUJI3
8EDAD1F6234D328E19B79B3956685B83

B98C7A8FFAABE77DBDOB7746608FE81AS50FCO8AA
539F3C0E364422D35AFADA23921F4E85625266C2B3529FAC995COFBI3ES51889

74AF59EFCFAT755EE0607F9AG5AF631BFESCOA9DCF5AD69916166E934F3DDDAE3C326A1D76747EF3ASFA3D1B991F0D262155B988EAACFIC1519FD2B2DDDC4A9
83

false
low

hitp://https://www.lermansenter.com/wp-content/themes/mod-express-103/lermansenter/assets/css/editor-content.css

I* *..Editor Content Styles..
—————————————— ..These will only style content from a wordpress editor box. This isolates..their styles so they don't cascasde to other structural page elements....All styles in this s
tylesheet should target the .editor-content class in some way..*/. ../* *.Header1 & 2. *

*/. [* . .H1's should only be used in the home page content editor.. .All other pages have their h1's generated for them. . .If you think you
have to put an h1l style in here,. .you most likely shouldn't be putting an h1 in the WP editor in the first place... .H1 and H2 styles get placed in structure.css!. */..editor-
content hl {..margin-bottom: 25px;.}...editor-content h2 {..margin-bottom: 15px;.}..../* *..Header 3. * ====

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\en.089031c5[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

168787

5.158582460857807

false

3072:Q617xn4HUQXIakxjwg4bILhMTmIKZY2dT:E+HUWbY;f
5F4C475214A0651239B3400B55690C70
C6580EAC13AEE87F43263D5499F6C304C8A82FFB
6095DDDFDBOE3E476368D19ADB758F8E42C73868469BE297EFB270863F43A863

0684FEDF99E887717A3BBBDDE1E158CD4705EDF3CBD8E137BAF3B22B07AC3908F5D00347DDCF1FB6894E2B3BF1C7C6271DE6AB87FEDOE4F428B19BF5A12CE
F62

false
low

hitp://https://abs.twimg.com/responsive-web/client-web-legacy/i18n/en.089031c5.js

window.__ SCRIPTS_LOADED__ ["vendors~main"]&&((window.webpackJsonp=window.webpackJsonpl|[]).push([[101] {fRV1:function(e,t){var o;o=function(){return this}
();try{o=o||new Function("return this")()}catch(n){"object"==typeof window&&(o=window)}e.exports=o0},0Txr:function(e,t,0){"use strict";var n=o("3XMw")._register("en",{get
emoji(){return 0.e(242).then(o.t.bind(null,"oFUs",7))}});function a(e,t,0){switch(n=e,a=!String(n).split(".")[1],1==n&&a?"one":"other"){case"one":return t;default:return o}var n
,ain("ed617674","360"),n("e23b20af","Cancel"),n("a620fcff","Loading image"),n("e9e2064c","Something went wrong, but don.t fret . it.s not your fault."),n("d7060c8f","Refr
esh"),n("a0493513","Retry"),n("b4f19b96",(function(e){return e.listtem1+" and "+e.listitem2})),n("i0135403",(function(e){return e.listitem1+", "+e.listltem2})),n("f1574a4a",
(function(e){return e.listitem1+", and "+e.listltem?2})),n("b74bf8b7","Image"),n("a7cd5cf4","Video"),n("df8cd2af",(function(e){return"Slide "+e.current

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\favicon[1].ico

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows icon resource - 2 icons, 16x16, 32 bits/pixel, 32x32, 32 bits/pixel
downloaded

5430

1.8530723684243893

false

24:EkqVux68H0iY GPkruGOrdyR+cwNDkwg1V6d388nGvOMSbXf:QcHPA1bOG2MST
EBA564927BE7E89DA9B1D4001C82D676
4B49ED51B045688B679D30683597F981DAC6EIDC
5F05F6E7ADEDFAF4A1C8A5C275E3D5B7BF614E085F70D8D6668B6CF3F6409772

C2030D4CBE4E46A77FOD3D93A5F067F6326FDF6A585E442C0ADD3A882899478163BD8138F26FAB5ACC88B25C494E06FCOA1D8B0B64348A398BFDE3C3BOED20
4

false

low

hitp://https://www.lermansenter.com/wp-content/uploads/sites/27/2018/07/favicon.ico

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\favicon[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
PNG image data, 32 x 32, 8-bit colormap, non-interlaced
downloaded

498

7.012907764939841
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\favicon[1].png

Encrypted: false

SSDEEP: 12:6v/7salLlgO4nHQ5M7iqzjnBQZGKh7zyVcEciSvle0Z37:hZh6w0igPBQOKh6iniKeY

MDS5: C96C6018707099BD5FFC0OB522235DD2F

SHAL: AOE51AF36A9D0488D22E1691CFC171AA9DI4AELL

SHA-256: 0274B1A706396EF2AE3F4AADO1BEID6FOF32CCF30246F4847E20EA96AEL110C12

SHA-512: 35926724DF961198739BA32114699463EE258A9582E45013875E38F8628B0B702369A8C61AEAESB97CDAACE65E06C8BA302E701AD20D595893EDFAE41C2C17C6
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://ph-static.imgix.net//favicon.ico?auto=format&auto=compress

Preview:

E...t{...0-..ya.B $..R.d..T<ec'
.8..(.)....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\footer_bg_1x[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: "Compressed by jpeg-recompress", progressive, precision 8, 1400x675, frames 3

Category: downloaded

Size (bytes): 31730

Entropy (8bit): 7.931238492541401

Encrypted: false

SSDEEP: 768:3TX8Z0I0r1luTDzDqyZivNKLUxLQHNjzaPWQYROOVZZ:r8ZX05IEz/4vsWLQHXaTm0azZZ
MDS5: 9A1F278DBBOA786A05E0ECB5D2E3D64E

SHA1L: DB57C41E898A1CBC4ED635590B09594D69080B8F

SHA-256: E7D87994789562BC696CB116ACA7ACA0336204185FF56FA28C72BAF5BCBE3598
SHA-512: A33E8E9972671F547A8A28EDD79A8D293A18FAF2387B4E2B610B98DA3914864CAE32406D87CC956E4ABE1A63ABDDDD111668907DF8934B0E5S97352553340864¢
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.lermansenter.com/wp-content/themes/mod-express-103/lermansenter/assets/images/footer_bg_1x.jpg

Preview:
Compressed by jpeg-recompress..............cccee.. $....$6"("("60:/,/:0VD<<DVATOTAYIY....ovevririreans $.....$6"(""("60:/,/:0VD<<DVATOTdylly.........
1$.R.R.1$.L.3*feJ..ICn....N..t.N.7M..m...... i.0..@!.......... JRI%)$....*T...R.IJHt.N..UN.S.n..N...6.
Im.663....kX....B..B..$$..1J1%)$.1).*eB...*T....n.S.T.N...N.6..Im.6.............. @.1.1$%...1$.1)%L.S33*%L.)%M.t..7UU....uM.:t.t..Im..6....0..@.B. B..!...!$...1$.1%)L..3.ffT.R...t.N...S.T..:
t.6.m....... 4.....@. @...BBBHI%)$.I"l)R.S3333*eJ...N.S.t.S.uN..N.m....... 0.....$.C%.B..$$..JRI"P.1$.Q......S(n.;uN..U:..N..S.t..m..6.. . @.""$....HR$.JR...1333*eL..u
T.UU:...US.uN..6.cccc...... D.RI.$.1)g3333.332.P.T..UU[uUUZ2....1...1." . @.!B..$$..H..HI$.JT.. 2.
N..S..t...UYZ7UUN.7M..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\httpErrorPagesScripts[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 12105

Entropy (8bit): 5.451485481468043

Encrypted: false

SSDEEP: 192:x20iniOciwd1BtvjrG8tAGGGVWnvyJVUrUiki3ayimi5ezL CvJG 1gwm3z:xPini/i+1Btvjy815ZVUwiki3ayimi5f
MD5: 9234071287E637F85D721463C488704C

SHA1L: CCAO09B1EOFBA38BA29D3972ED8DCECEFDEF8C152

SHA-256: 65CC039890C7CEB927CE40F6F199D74E49B8058C3F8AGE22E8F916ADI0EAB649

SHA-512: 87D691987E7A2F69AD8605F35F94241AB7E68AD4F55AD384F1FOD40DC59FFD1432C758123661EE39443D624C881B01DCD228A67AFB8700FESE66FC794A6C038¢
Malicious: false

Reputation: low

|IE Cache URL: res://ieframe.dll/httpErrorPagesScripts.js

Preview:
...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp("*(http(s?)|ftp[file)://", "i");..return regEx.exec(urlStr);..}..function clickRefresh(). {..var location
= window.location.href;..var poundindex = location.indexOf('#);..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.su
bstring(poundindex+1)))..{..window.location.replace(location.substring(poundindex+1));..}..}..function navCancellnit()..{..var location = window.location.href;..var pound
Index = location.indexOf('#');..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundindex+1)))..{..var
bElement = document.createElement("A");..bElement.innerText = L_ REFRESH_TEXT;..bElement.href = 'javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\jquery-3.1.1.slim.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 69309

Entropy (8bit): 5.3700159283175415

Encrypted: false

SSDEEP: 1536:dNhEyjjTikEJO4edXXe9J578go6MWXqcVhzLyB4Lw13sh2bTQKmPNsvDU8Cur:Dxcq0hzLZwpsYblyvDU8Cur
MDS5: 550DDFE84A114F79A767C087DF97F3BC
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\jquery-3.1.1.slim.min[1].js

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

310BD0C04196573315C2E8446776685AC2961724
FD222B36ABFC87A406283B8DA0B180E22ADEB7E9327AC0A41C6CD5514574B217

B6A9146FFE380A32C89D48BAF900DDS5SE346B0D603BSAFCFADO70970E56BDC744E8A8B053C2EF8A3107F4A3C2BDD11EE470E05557F542FFEDESFF54468EE186
C4

false
low

hitp://https://code.jquery.com/jquery-3.1.1.slim.min.js

/*! jQuery v3.1.1 -ajax,-ajax/jsonp,-ajax/load,-ajax/parseXML,-ajax/script,-ajax/var/location,-ajax/var/nonce,-ajax/var/rquery,-ajax/xhr,-manipulation/_evalUrl,-event/ajax,-
effects,-effects/animatedSelector,-effects/Tween,-deprecated | (c) jQuery Foundation | jquery.org/license */.!function(a,b){"use strict";"object"==typeof module&&"obje
ct"==typeof module.exports?module.exports=a.document?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}
:b(a)}("undefined"!=typeof window?window:this,function(a,b){"use strict";var c=[],d=a.document,e=Object.getPrototypeOf,f=c.slice,g=c.concat,h=c.push,i=c.indexOf,j={} k=j.
toString,I=j.hasOwnProperty,m=1.toString,n=m.call(Object),0={};function p(a,b){b=b||d;var c=b.createElement("script");c.text=a,b.head.appendChild(c).parentNode.
removeChild(c)}var q="3.1.1 -ajax,-ajax/jsonp,-ajax/load,-ajax/parse XML,-ajax/script,-ajax/var/location,-ajax/var/nonce,-ajax/var/rquery,-ajax/xhr,-manipulation/_evalUrl,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\mail[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 100 x 87, 8-bit colormap, non-interlaced

downloaded

1106

7.176105528957688

false

24:rTtaBegujKwSx2UKzpZtPcCdBR1uj7cxRgnwFT2C4z2MINVM2NOY Vrng:rTtWSwxKzpZvoExQwFJIfKiyOYVLg
D9F81CF593394338BD133AA77BOECBAF

24AB26A812E74CBB08BB17E495F8852A3DF5A038
2EBC65A696544B8D69ADESF136250A9548D4BADF1B9ADA59E63FF68E7A985C69

28370A1CE7F1F3CA386187DF2FBADAE154E151DES794913FDODAE42B26545BE39E9AGE2C855F4EB3D267210768FF7AE7D15268C3BEDAS3D88FE9AA878ECF06
5

false
low

hitp://https://deerfieldwi.buzz/IERMANSENTER/images/mail.png

.PNG......IHDR...d..W........e....PLTE..

WY AtRNS.9......J...
M.E3..A;P.sf2 .b..,..2/Sd$..[.>@c...Jo:DF...<..h6N.c..
cl<orFLbE.F.$.m;.%h;v.IPC.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\main.189b0285[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

1644428

5.3757882108306445

false
49152:YNSWwWOEQgyXx/ArQ/I9x4nxpLfzmKyeSS0ZFMfjuT+R0dPeEERkoLgJNUMCavAn+:sw19yXx/yQ/IH4nHz8eSSO0ZFdT+R0dGG
8D2D15052400C5A3DEOECBAEC31ACL1C

6ED1BA16E9B31AE3359B54907052E8930A06A05C
4C047FD9EAB821A1C050FAE1936617A226E75DD019AE9E1DF546DIFOEA704D0A
2B539D6286C49F729CAB99FF10804BA81718236F136233B553312EC5B321FFC6FE8212F8710F3B5F652CD029C1242A4A7BCD70733370A9151C096222A4A0C5DA
false

low

hitp://https://abs.twimg.com/responsive-web/client-web-legacy/main.189b0285.js

window.__ SCRIPTS_LOADED__.i18n&&((window.webpackJsonp=window.webpackJsonp]|[]).push([[166],{"+/50":function(e,t,n){"use strict";n.d(t,"f",(function(){return r})
),n.d(t,"j",(function(){return o})),n.d(t,"h",(function(){return i})),n.d(t,"g", (function(){return a})),n.d(t,"c",(function(){return c})),n.d(t,"i",(function(){return s})),n.d(t,"e",(function()
{return u})),n.d(t,"d",(function(){return 1})),n.d(t,"b",(function(){return d})),n.d(t,"a",(function(){return f}));n("yH/f");var r="detail-header",0="root-header",i="modal-heade
r',a="tweet-education-header",c="tweet-card-label",s="quote-tweet-label",u="conversation-control-description",|="card-media-label",d="card-detail-label",f=Object.freeze({
conversationControlLabelDomld:"conversation-control-label",conversationLevelDomld:"conversation-level-label",nameDomld:"tweet-user-name",promotedlabel DomId:"twe
et-promoted-label”,replyContextDomld:"tweet-reply-context",richContentDomld:"tweet-rich-content-label",screenNameDomld:"tweet-user-screen-na

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\mem5YaGs126MiZpBA-UN_r80Uuhv[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
Web Open Font Format, TrueType, length 18668, version 1.1
downloaded
18668
7.969106009002288
false
384:Wv4QHZChiRh3IwLOf8cWN78NXpcr6gBUA9CD/q4cOPZmPO:WvwhNOkvvxC7gnc
A7622F60C56DDD5301549A786B54EGE6G
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\mem5YaGs126MiZpBA-UN_r80Uuhv[1].woff
SHAL: D55574524345932DB3968C675E1AEAO8C68A456F

SHA-256: 6EB8A28A0638C920E5B76177E5F03BA94FCDEDD3E3ECD347C333D82876B51C9C0

SHA-512: 1A842E5EDFFFFBAE353AD16545D9886E3E176755F22B86ECCCIB8BO10FC79DB7194B7C5518CC190BF5B78B332C7D542B70A6A53B3BAF23366708DF348C2C2D
9

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://fonts.gstatic.com/s/opensans/v18/mem5YaGs126MiZpBA-UN_r80Uuhv.woff

Preview:

Hglyf...

..8...WP..M.head..@....6...6..F.hhea..A.
............ X..5.A ..M. "gW...L.&N"2.......
#1Q@.'U..@5." llt. Aa#.flc.W.
R.g....2... X

_{loca..CL.. .
.Uh."4..>.=x.c'fig.a’e.j...(.../[2.1.. b.ffcfeabb| "Pg’..b.. Ot.vfp'P..M...C.G/S....|..=.6 .. x\l.qg.....#aff...
S XULCLLITPE,;. V,j......0. .LOE...Yd.mN....: ....F....GG.g.s,x.>0....v..I,o..<.$G9.\f2...e(}.ISZ..uc]p ......... M.x.c.a.g.c. $K..$.. 0.8
L0#.A@X..0..... Xx.UTGW.F........ ).)7T.W.$*....G.Kz.)e...1|.1.7...5.9...3.7mgf..~{1...5.3.S...c0..0.~.Zy.u.. KW.\.t...N

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUVimemnYaGs126MiZpBA-UFUKWiUNhriqU[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 17452, version 1.1

Category: downloaded

Size (bytes): 17452

Entropy (8bit): 7.960788191365059

Encrypted: false

SSDEEP: 384:gVRT8VGShcBuPgTnSzgEUY86rgt710WmLonjMKsZMQAZ:s3ShcBuASzgEuYPNNONDRQAZ

MDS5: BF72679CA22E53320BEAEA090E8BBO7D

SHA1L: F3BAA33E986EC10D6F0C8211A826242441D52CC7

SHA-256: 1E742589D91A4B7E3888284A43A73675F312D3D6C4E78B3B76EBC36292646100

SHA-512: F8FFC70E2E187EFBC785A52959BB26F605FEFB904D27B73EA4E1012DCC35569A78144751F761AA30D7B4ABOES951B91322EA322BAF792C18E359C2ED79BBAFE
E

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://fonts.gstatic.com/s/opensans/v18/memnYaGs126MiZpBA-UFUKWiUNhriqU.woff

Preview:

X.5A..... m"gW Lan?
U.@5." ItAa#flcW..... X..l.C..ITPE.;..\V,j......0. .LOE...Yd.mN....
........ %..=.d.....#.6.6.L@6.3.e...1 . # XTGWF....).)7.W. *

....b.. Ot.vfPdP..M...C.G/S....|.K..6 ....t....x.\. ..
F....GGgsx>O....v..I 0..<.$G9.\f2...e(}.1S2..uclp......... M.x.c.a.g.c..$KY.. e@ RO Xererna 3.
.5L.2..0> [t TK]..[..G.oes Am.=.x.qg...+/].p

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\office[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 512 x 512, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 6290

Entropy (8bit): 7.704429943211795

Encrypted: false

SSDEEP: 192:5PesVaBqtC11xXiQU2SrRIPDD+2p4SWnR3m4UMWX: Zwyi3iQZSrRBDHmfHUMe
MDS5: 1AC039422D7C9CEE436B2CAE5C00BD8C

SHA1L: 60D9BIAGE2DF337578C35472344F1387775046D8

SHA-256: 1500514ADF9E666A3D20530815DF881BC94812C6906A53BD4C216D051D18C372
SHA-512: 03B225379AD1B46E3AF9AA3218812AED61D70431B17D75842E3CD426DBD960E940FB8C127F8DIDF7251039034A43848CE3EB612ED7BI8DIAGI050AF7CE7BOD7
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://deerfieldwi.buzz/IERMANSENTER/images/office.png

Preview:
PNG........ IHDR.............. $. L PLTE...) ) 5 5 () () ) e )b (bbb (L 5 < 08 2Q. 5 2..0....8....9..7.
6...@.2..1.5.F..P.B.8.........M..€5.0...q.\*.4..1.....c.X%.T .3..,........j..X..y.].oC.a0...[..+.. i -‘

.CVPA-.. \ffsH..7z=. DATX...i..A...gfr. ksm...e2..$fF...[RH.$. [9.UTa..

.q.v....5..0.00 b niw] Mur$niL L KL Z&R.LL LQu

n.DQ...:.0...%..)..7.v..@5\....n=.y.pU.....UIY.x..* H.{ X%.Uc..> X......>..KX...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\polyfills.e0f21315[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 47894

Entropy (8bit): 5.2726232267245114

Encrypted: false

SSDEEP: 768:Wj1lQh/eA43auGkR+5sPLngJEG+A1KEQBfeVoVEsmiGrvj:4lQX++5k7gJ3b1tQBfeyVEYGjj
MDS5: E7EA25FODAFOEF5E7B3824934ECE29C6

SHAL: BBAE5B43C07AESE9448E8BC3FAD5A46125674F2F

Copyright null 2021 Page 28 of 70



C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\polyfills.e0f21315[1].js

SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

8ADFAB5AF67234E573274D779BB57F0419EDB350893048AEA7D615D914775D3E

129B11CAE7EE3E66BCE7DC845DB385EF7FA64499DCEE39EAFEOFF55F9663CEEDCC962EC808B4C8168FAFBE7FCOD22C25E9081E68194654710CC9A53548A69
5B

false
low

hitp://https://abs.twimg.com/responsive-web/client-web-legacy/polyfills.e0f21315.js

window.__ SCRIPTS_LOADED__.runtime&&((window.webpackJsonp=window.webpackJsonp||[]).push([[284] {"+kY7":function(t,e,n){var r=n("q9+I").fo=n("8aeu"),i=
n("fVMg")("toStringTag");t.exports=function(t,e,n){t&&!o(t=n?t:t.prototype,i)&&r(t,i,{configurable:!0,value:e})}},"/4m8":function(t,e,n){"use strict";var r,0,i,c=n("DjIN"),u=n("WxK
w"),a=n("8aeu"),f=n("fVMg"),s=n("DpO5"),I=f("iterator"),p=!1;[].keys&&("next"in(i=[].keys()) ?(o=c(c(i)))!==Object.prototype&&(r=0):p='0),null==r&&(r=4),s||a(r,)||u(r,I,
(function(){return this})),t.exports={IteratorPrototype:r,BUGGY_SAFARI_ITERATORS:p}},"OFSu":function(t,e,n){var r=n("IRf+"),0=n("g6a+"),i=n("N9G2"),c=n("tVve"),
u=n("aoZ+"),a=[].push,f=function(t){var e=1==t,n=2==t,f=3==t,s=4==t,I=6==t,p=5==t||l;return function(h,v,d,y){for(var g,m,b=i(h),w=0(b),x=r(v,d,3),0=c(w.length),_=0,j=y||
u,S=e?j(h,0):n?j(h,0):void 0;0>_;_++)if((p||_ in w)&&m=x(g=w[_],_,b).1))if(e)S[_]=m;else if(m)switch(t){case 3:return!0;case 5:return g;case 6:return _;case 2:a.call(S,g

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\posts[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

7287

4.7611540763751385

false

192:+70F+1/Lp/36BjVcN1LyuzyfW+H50Q7yLe:9FGOOeD7H5HyLe
FF5EF5E692CC678D61FBEF0584AD2AED
9DF6337FF1AE78B51505DC016787D439C02D0159
20B2F3046F8EB091751BF3560BB65C174D7C2C1624498EE9DEBA759E414AA3B6

8D31319C601FA4FFDD478A80DABDC51C2E58F08F88D94432CDDC92321C5476C22E2E31FAD6F1F24CD4DDF62DC603ACFF8BC855D81203A10ADFC7ASABISAA
A50

false
low

hitp://https://www.lermansenter.com/wp-content/themes/mod-express-103/lermansenter/assets/css/posts.css

I* *, Post Styles.
--------- . These are the styles which build all the various post types and their templates..*/..tmf-post.large:not(.attorney) img.primary {.  float: right;. margin-right: 0;.

margin-left: 15px;.}...tmf-post.small img.thumbnail {{ max-width: 100px;. margin-right: 10px;. margin-bottom: 10px;.}...tmf-post.medium img.thumbnail {. max-width:
250px;. margin-right: 15px;. margin-bottom: 15px;. margin-top: 7px;.}...tmf-post.medium img.thumbnail.mobile {. margin-top: 7px;.}...tmf-post img.primary {.  float:

left;, margin-top: 5px;. max-width: 250px;. margin-right: 15px;. margin-bottom: 15px;.}...children .tmf-post.medium img.thumbnail {. max-width: 150pXx;.}.../*---------
Practice Area--------- */..tmf-post.practice-area.home.tmf-button {.  display: inline-block;. padd

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OW10PBUV\print[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

226

2.942742766939962

false

3:UNMqVv/FFCIIRYKpCARgLrjcaBFuCzby:UNMU/FFLIRYKpCAKrYKFuCze
2D4A598D3FD1E3ESE0ALCFOA147DA3ES
C0661F9572FA48ABD149B61C3C85B8EBF617D1E2
07E9777A3E71D44DDC3D8492A6B2BES55BCE14C1F75216FF1967D32BBC4710F8
5F7622102095F011E16692D075ED6904AA2FF69ESFA9D670D39974C2E5B6881826B8COBCO6A66F6836B5DFC6B474FFFB292FF457D62569B7B8FF03B8795780A0
false

low

hitp://https://www.lermansenter.com/wp-content/themes/mod-express-103/lermansenter/assets/css/print.css

I* *..Print Styles.
--..These styles get applied to all printed pages..*/

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\recaptcha__en[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

339126

5.705697222848228

false

6144:smj7rmP02XLUksxARSVk6hx90TIWZRY p+sPZWbuDWQN/Ua3ixYmfZvICVzW9Zc5W:HrmP0O2XLU/ARSVk6hx90TIFCuDWQk7JIm
ABAC353046036B1494BA5BDBA7DACO8F

AF41D85B491EC0B12D234C9A7D5060220DD69C6C
B89C4ADDD9525E5ECF970750E2F2477A9354A59467997C8AA2D79ADC55594E 1F
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\recaptcha__en[1].js

SHA-512: 8C0642BOB3AFB3EOFAC110A4AA43C1463E8BC7133EC854D1747DDB8A37AD2BBFBOF532382CF7E9706D45B6640A93FA7DC8D5B72AFC8456D6D3ESE4SFFEFAT
22

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.gstatic.com/recaptcha/releases/pRIAUIKgZOMcFLsfzZTeGtOA/recaptcha__en.js

Preview:
(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.var D=function(){return[function(C,L,m,G,I,J,h,M){if(!((h=[41,16,27],1==(C-
7&13))&&mp.call(this,"string"===typeof L?L:"Type the text",m),(C-4)%8))R[h[0]](12,null,this,L,"bgdata",-1);return((C-1)%210||(R[h[2]](10,null,G,J),l.length>m&&(G.0o=L,G.S.
set(z[49](h[1],G,J),k[30](h[0],m,])),G.M=G.M+l.length)),(C|1)%13)||(G=m.match(LD),GF&&["http","https","ws","wss","ftp"].indexOf(G[1])>=L&&GF(m),M=G),M},function
(C,L,m,G,1,.3,h,M,a,P,S,r,W,Z){if(!((C-((Z=[14,20,0],C-3)%3||(I=["stack",0,!0],!||(I={}),[[O[Z[1]](1,.L,I[Z[2]],G)]=J[2], M=G[J[Z[2]]]||L,(h=G.Ju)&&![O[Z[1]](22,L,J[Z[2]],h)] &&
(M+="\nCaused by: ",h.stack&&h.stack.indexOf(h.toString())==J[1]||(M+="string"===typeof h?h:h.message+m),M+=D[1](3,","\n",h,1)),W=M),8))%7))if(a=J.Y.S[String(G)]){f
or(a=(P=L,a.concat()),h=Z[2];h<a.length;++h)(M=a[h])&&!M.UN&&M.capture==1&&(S=M. listener,r=M.Nn||M.src,M.us&&z[30](Z[0],Z[2],J.Y ,M),P=!1!==S.call(r,m)
&&P);W=P&&

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\screen-shot-2021-02-22-at-10.47.31-am[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 910 x 258, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 64628

Entropy (8bit): 7.976617390598106

Encrypted: false

SSDEEP: 1536:HWnFdJW+AVeOZvrudVd6elQMIoF+HzZ/ilpUpS9P5M1kKGGvUc/izZ8:HGIW+GeWa9V3VIQBUKb1xqzS

MDS5: 49587209BC9B03DD7771BEC1809D243A

SHA1L: 6CCB37A426B6B1C46BFFE6126DAF99A80E1DD647

SHA-256: 189D32F094EBBD3D4A19263A51177FF421AC4E03CC9209855F01A453A05AC918

SHA-512: 0E22682159D37D4E0B96B9941D54D36C417260D5C9982F5CAE223D07BA0E492BF067A687E765A5F49ACOBD8FB128DCA4DA1797578A5CCACIC1BB7BDB22222E
3

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://ucarecdn.com/b4ffflbc-8240-48fd-8a92-42353f40ab5a/screen-shot-2021-02-22-at-10.47.31-am.png

Preview:
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LWR@,L. K. . A#C.e |.)....”k0......SL.(1..rQ....at1..}.0....RA.WM.K..QJ.V..~.G. z.=..G.v.H...Z.8,_..b..Z...e.Qj.tX2....P..-..Y....
{Vimep.8aaee L.Q.m..2.k. . U.#. . 2{w.s".7.= . d;.pLI[L} h YO tn{2D. >ta..~.\Zp...2...%

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\structural[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 24519

Entropy (8bit): 4.9518184733149635

Encrypted: false

SSDEEP: 384:j8XzRHwep113783anwjXsIARh+36F+F2btxtxDVN2ALITOKN6XXJA5:YXGe5F+F2n7iYTAS

MDS5: 07F22DEAAD1E2BC386A834BF56A7685E

SHA1L: 750CFC4AEA26EAA591AE15C44EBAC2708B87886D

SHA-256: 044DE5DC90A0A818A632FD3C81D563C6C470C3D07F6A47003B4DE912322E643F

SHA-512: D605E5D9BB5790786CESFE25346798DBF094B218BC2DADDEG54E4680C0CB626517960C385E8EC2039102DFB121012DB712C86B3ABF69CACFF362B8126E324E4
E

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.lermansenter.com/wp-content/themes/mod-express-103/lermansenter/assets/css/structural.css

Preview:
I* *, Structural Styles.
————————————————— . These are the styles which build the main site layout. (headers, footers, body, etc.)... If you are attempting to add styling for any elements
placed inside of a . Wordpress Editor, use 'editor-content.css' stylesheet..*/..body {. background: #f8f8f8;. color: #000000;. font-family: "Lato",sans-serif;. ~ font-
size: 18px;. font-weight: 400;.}..a{. color: #4d80a7;. text-decoration: underline;.}...azhover {. text-decoration: none;.}.../*

== . Header 1. * */.h1,.h1#page-title,..editor-content h1 {. font-family: 'Rufina’, serif;. font-size:
32px;. line-height: 1.1em;. font-weight: 700;. color: #4d80a7;. margin-bottom: 15pXx;.}.../*

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\style.min[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 53907

Entropy (8bit): 4.940786840491388

Encrypted: false

SSDEEP: 384:F5Tku7HBZDO/KRUEgXMXRLrO+AwIVHI+vg7LKclyyNSX2GVX5Ttfr:0RXMXRLrO+AwlxI+vg7LKNcF5Bfr
MDS5: 2E7E1D1C1D4D446A1B6B63295757D859
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\style.min[1].css

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

27A1D9DCBDC4AFF486016B5C9F3ECEGADOC028C1
8C626F0F9B5C109539B256B73E72C02B300A184F46B4535C2EB86599215C78AF

7526BOADCE5SC1751D3ES55BA5077C4BB5F334FAE6A73CB519E2BE07AAGO02ED25C307A8462AF380DA0550F56AE29C871A663FI9A01E523462DFBOA378E8F26888A
3

false
low

hitp://https://www.lermansenter.com/wp-includes/css/dist/block-library/style.min.css?ver=5.5.3

:root{--wp-admin-theme-color:#007cba;--wp-admin-theme-color-darker-10:#006bal;--wp-admin-theme-color-darker-20:#005a87 }#start-resizable-editor-section{display:n
one}.wp-block-audio figcaption{margin-top:.5em;margin-bottom:1em}.wp-block-audio audio{width:100%;min-width:300px}.wp-block-button__link{color:#fff;background-c
olor:#32373c;border:none;border-radius:28px;box-shadow:none;cursor:pointer;display:inline-block;font-size:18px;padding:12px 24px;text-align:center;text-decorati
on:none;overflow-wrap:break-word}.wp-block-button__link:active,.wp-block-button__link:focus,.wp-block-button__link:hover,.wp-block-button__link:visited{color:#fff}.wp-blo
ck-button__link.aligncenter{text-align:center}.wp-block-button__link.alignright{text-align:right}.wp-block-button.is-style-squared,.wp-block-button__link.wp-block-button.is-
style-squared{border-radius:0}.wp-block-button.no-border-radius,.wp-block-button__link.no-border-radius{border-radius:0!important}.is-style-outline .wp-block-button__|
ink,.wp-bl

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\styles__Itr[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

51178

5.968129596292632

false

768:+LUMmMAWTe2uXY p8Mi+yKSrKebyBwxDl+xedtY5PoiDH1fkQIVEWY:4UcW6v+2rkKwxDIiP7dnY
E548DCOAEF0A21A2DF5B964EF93118AA

983091AEC1E7BFEB79F768E4B997C43B55EDE14A
6B0OBEA3A348838BC942AD470A757575975BD09459B63C1872C6E1129A6CA1939

17A4ECOCB167C2C7653ABEF6384C68BE2BCEEEGFB657D3A27132B3508F28087AEEB8072409DB95F6D4BE7BFE1F54A51D6EBO73AESD902DA90ADASECDET72F2
9FC

false
low

hitp://https://www.gstatic.com/recaptcha/releases/pRIAUIKgZOMcFLsfzZTeGtOA/styles__Itr.css

.goog-inline-block{position:relative;display:-moz-inline-box;display:inline-block}* html .goog-inline-block{display:inline}*:first-child+html .goog-inline-block{display:inline}.rec
aptcha-checkbox{border:none;font-size:1px;height:28px;margin:4px;width:28px;overflow:visible;outline:0;vertical-align:text-bottom}.recaptcha-checkbox-border{-webkit-
border-radius:2px;-moz-border-radius:2px;border-radius:2px;background-color:#fff;border:2px solid #clclcl;font-size:1px;height:24px;position:absolute;width:24px;z-in
dex:1}.recaptcha-checkbox-borderAnimation{background-image:url(data:image/png;base64,iVBORWOKGgoAAAANSUhEUgAAAFQAAANICAYAAABZIBIBAAAABMILROQ
AWD/AP+gvaeTAAAACXBIWXMAAABIAAAASABGYWs+AAAACXZWQWCAAABUAAADSACAKAYBAAALOEIEQVR42u2dCZRV1ZX305E4IQIIKQQCKBIOILEIUZWCCkK
7pBNFiRMajZrll9aOLZ8sY4CWdkDbT2McooaAEmMNixFhpaYE2dCiLScWiQHCgoGQoGQUhGArKKI7V+c5/n33f0/V4Aw733nVuheXuv9V/rrvP2Xud3zvTPee+ewsKxMTEX
MTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXP40dtI T6z2tAbRWvvLY8A3QkwxzH6tBGMMex!

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\tether.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

24989

5.18502272346698

false
768:1Jc67wdFbgDo6h+T7zMczQvoK/ww8I31g9CZQ5nAgM:zn74bsopz+AK/WMS5ASF
ECDFD3DC464CEDA5F483BB5C96A6E3D2
CBDDO0A2B2DD7A9CFC5DB3F33E34323AFA0CA55A3
80BD626EB6D57112072A508EE4E5CE3C2FES673FEO0A5D029810033B24AAA5E9F

1EC6758BDBE5A34D656DA7BE28897FFFA28FC6438EEB148F2363DE7EC6620BC2E6496F4A0D63182BD8E136A13D5EC6E31B2AE740067AB121EFB67475DAC24F
8C

false
low

hitp://https://cdnjs.cloudflare.com/ajax/libs/tether/1.4.0/js/tether.min.js

Ifunction(t,e){"function"==typeof define&&define.amd?define(e):"object"'==typeof exports?module.exports=e(require,exports,module):t. Tether=e()}(this,function(t,e,0){"use s
trict";function i(t,e){if(!(t instanceof e))throw new TypeError("Cannot call a class as a function")}function n(t){var e=t.getBoundingClientRect(),0={};for(var i in e)o[i]=el[i;if(
t.ownerDocument!==document){var r=t.ownerDocument.defaultView.frameElement;if(r){var s=n(r);0.top+=s.top,0.bottom+=s.top,o0.left+=s.left,0.right+=s.left}}return
o}function r(t){var e=getComputedStyle(t)||{} o=e.position,i=[];if("fixed"===0)return[t];for(var n=t;(n=n.parentNode)&&n&&1===n.nodeType;){var r=void O;try{r=ge
tComputedStyle(n)}catch(s){}if("undefined"==typeof r||null===r)return i.push(n),i;var a=r,f=a.overflow,|=a.overflowX,h=a.overflowY/(auto|scroll)/.test(f+h+)&&("absolute

"I==0||["relative","absolute","fixed"].indexOf(r.position)>=0)&&i.push(n)}return i.push(t.ownerDocument.body),t.ownerDocument!==document&&i.push(t.ownerDocument

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\unicornplatform[1].htm

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
HTML document, UTF-8 Unicode text, with very long lines
dropped

46811

5.354661875528299
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\unicornplatform[1].htm

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

false
768:0Mqlt9whr7ydDrUJ3XQxvEtAOWNSODpldoecVjDJgjEo1/QjzoTc5dzOeVwZgsZX:oMqlt9whr7ydDrUJ3XQxvEtAOWNSODpJ
B38548CED22B665CBC901E1CODF9A30E

F878A26F3566CBA62AC5F349190466E18320ED3F
01D96EB7FD24BB7BEAE7328AC55D3DD2A1766BC068AB26892B8F35CE447AF79D

873848A925ECAABAA9C7BD1E92E8E841215DA0042FE990798AF1CEAFOB3DBB3C737AAA45D91515C7B67494B2A1658719558AD243CDD0B4CB81EB8SES98C8DD!
OE

false

low

<IDOCTYPE html>.<html dir="Itr" lang="en">.<meta charset="utf-8" />.<meta name="viewport" content="width=device-width,initial-scale=1,maximum-scale=1,user-scala
ble=0,viewport-fit=cover" /><link rel="preconnect" href="//abs.twimg.com" /><link rel="dns-prefetch" href="//abs.twimg.com" /><link rel="preconnect" href="//api.twitter.c
om" /><link rel="dns-prefetch" href="//api.twitter.com" /><link rel="preconnect" href="//pbs.twimg.com" /><link rel="dns-prefetch" href="//pbs.twimg.com" /><link rel="pre
connect" href="//t.co" /><link rel="dns-prefetch" href="//t.co" /><link rel="preconnect" href="//video.twimg.com" /><link rel="dns-prefetch" href="//video.twimg.com" /><link
rel="preload" as="script" crossorigin="anonymous" href="https://abs.twimg.com/responsive-web/client-web-legacy/polyfills.e0f21315.js" nonce="N2U4YzE3NTItNWQ
OMSO00YjhiLThhZTQtZGEzYjY0YjU4NzUw" /><link rel="preload" as="script" crossorigin="anonymous" href="https://abs.twimg.com/responsive-web/client-web-leg
acy/vendors~main.b8f

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\vendors~main.b8f98575[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with LF, NEL line terminators

downloaded

470330

5.447012092002687

false

6144:icXHKcIMUVRX3pP3bMILDEN7NOKp7IC9R3GVv:icXh5fbMILDjte
B676FA9086C8C187313B3EF2D42B5F38
7FBOBC5E7B1E9C60AEF48E6EOEAB234A0C6A1D8F
5573F3437B76C1B2C6C2D6D9069ABF594153CABEC2C61A1CABC56C1EEE35FEGB
97D130318A1E394AECAA055D407052D0F98012D40949C173EBIBF85FBF2727E9DB62065A9791CF1131C8266C8A7575709F640CA767EBCE14F7ED14578D01EC9¢
false

low

hitp://https://abs.twimg.com/responsive-web/client-web-legacy/vendors~main.b8f98575.js

window.__ SCRIPTS_LOADED__.polyfills&&((window.webpackJsonp=window.webpackJsonpl|[]).push([[2] {"+/1j":function(e,t,n){"use strict";var r=n("ERkP"),u=n("k/Ka"),0
=n("9IMNKk"),a=n("QAqE"),i=n("Nw+a"),c=n("Nfwf"),I=n("r3Qg"),s=n("CYzn"),f=n("vISS"),d=n("zCvs"),p={accessibilityLabel:!0,accessibilityLiveRegion:!0,accessibility
Role:!0,accessibilityState:!0,accessibilityValue:!0,accessible:!0,children:!0,classList:!0,dir:!0,importantForAccessibility:!0,lang:!0,nativelD:!0,0nBlur:!0,onClick:!0,0n
ClickCapture:!0,onContextMenu:!0,onFocus:!0,onKeyDown:!0,0nKeyUp:!0,onTouchCancel:!0,onTouchCancelCapture:!0,onTouchEnd:!0,onTouchEndCapture:!0,onTouc
hMove:!0,onTouchMoveCapture:!0,onTouchStart:!0,onTouchStartCapture:!0,pointerEvents:!0,ref:!0,style:!0,testID:!0,dataSet:!0,onMouseDown:!0,onMouseEnter:!0,onMou
seLeave:!0,onMouseMove:!0,onMouseOver:!0,onMouseOut:!0,onMouseUp:!0,onScroll:!0,onWheel:!0,href:!0,rel:!0,target:!0},h=0bject(r.forwardRef)((function(e,t){var n
=e.dir,o=e.numberOfLines,f=e.onClick,h=e

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\webworker[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

102

4.807367283974484

false

3:JSbM@SL1cdXWKQK|jJyw/GxWaee:PLKdXNQKjQw/gL
78A0C2789264CC5E661FB564BC8AOE90
3FFB896E116D321E36803C9C44151C18AE332E6AC
81FA50822806B58C63D123C956B740C92033836E2477E82237F9CICAOFABC3A0

48FD209505661378BA3A3E35096EO0E64FFF94EF2A919D01ES5AD7E29D6032053DDAF7EFCC3EC612AAGEGF7BEE7FC348D968068C6C513C219B028CAOECEA45E72
8

false

low

importScripts(‘https://www.gstatic.com/recaptcha/releases/pRiAUIKgZOMcFLsfzZTeGtOA/recaptcha__en.js');

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\ymShncKxcVKMUbVEfxBzFx_fnJgJ_g9XmtwVFNDJBLQ[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

21063

5.608845239743014

false
384:CokgghcyaY/nbRDASHA+OIIDN6GXLGXSylpY9IXMAL2CcUC:C5rhEY/nbRDCA+OIIDNIEVQ98RH
D068F27E2B823DF025CD55EC32F50593
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\ymShncKxcVKMUbVEfxBzFx_fnJgJ_g9XmtwVFNDJBLQ[1].js

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

8E6A4B173F44C479C5C385A0D23EF5E38AC94791
CA64A19DC2B171528C51B5447F1073171FDF9C9809FEOF579ADC1514D0C904B4

6F64FAAD65A0B95572EBICI3A4A3A5ACT7FID7519706BBA2ACB47ADC333654EE9BAABFDCD8DFCF6B246F0C54024482A7EBDF5F1809C83878588534938C90795!
A

false
low

hitp://https://www.google.com/js/bg/lymShncKxcVKMUbVEfxBzFx_fnJgJ_g9XmtwVFNDJBLQ.js

/* Anti-spam. Want to say hello? Contact (base64) Ym90Z3VhcmQtY29udGFdEBNnb29nbGUuY 29t */ (function(){var M=function(K){return K},A=function(K,N){if((N=(K=null,
B).trustedTypes,!N)||!N.createPolicy)return K;try{K=N.createPolicy("bg",{createHTML:M,createScript:M,createScriptURL:M})}catch(U){B.console&&B.console.error(U.m
essage)}return K},B=this||self;(0,eval)(function(K,N){return(N=A())&&1===K.eval(N.createScript("1"))?function(U){return N.createScript(U)}:function(U){return™'+U}}(B)(Arr
ay(7824*Math.random()|0).join("\n")+'(function(){var K$=function(){},e=function(K,N){return(N=typeof K,"object"==N)&&null!=K]|"function"==N},P={},NK=function(K,N)
{function M(){}K.X=(M.prototype=N.prototype,N.prototype),K.prototype=new M,K.prototype.constructor=K,K.zB=function(B,n,U){for(var A=Array(arguments.length-2),
Y=2;Y<arguments.length;Y++)A[Y-2]=arguments[Y];return N.prototype[n].apply(B,A)}},MK=function(K,N){if(!(N=(K=E.trusted Types,null),K)||!K.createPolicy)return N;t
ry{N=K.createPolicy("bg" {crea

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\0fe75f56819734a3c065c58f6c20a17f5062130b-25dch20020379d8807d5[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

49907

5.300755025766019

false
768:zVFPgascR8Tayu3WUi35by1zkB65ckWisjQsLU9s3GrCx5ggTmhpgT9IL:XFMEWPXJisbNxZTmhpgT9Q
F7678645F5005AD880B7D6A6B8DDID3D

068585220C1B1CB04CAB7891094C6762DF5CC201
39E00975212C636CEEF54E1B6AC9088FBCB43CB6766EE842CF60452AE53C9569
FD274C4DA9CO5E573E89DB5B688A74B385A67FE663062218DE05117D86E0B3632A7D0729703A12314B2C2C1E21455B49C081924B3F5387C813665A2AC046C214
false

low

hitp://https://www.producthunt.com/_next/static/chunks/Ofe75f56819734a3c065c58f6c20a17f5062130b-25dch20020379d8807d5.js

(self.webpackChunk_N_E=self.webpackChunk_N_E]|[]).push([[8823],{9361:function(e,t,n){"use strict";n.d(t,{ZP:function(){return S}});var i,r=n(67294),0=n(73935),a=/"-?
\d*\.2\d+(px|%)$/;function s(e,t){return Array.isArray(e)&&Array.isArray(t)&&e.length===t.length?e.some((function(n,i){return s(efi],t[i])})):e!==t}var I=(i=Object.prototype).
hasOwnProperty,c=i.toString;function d(e){return e&&l.call(e,"ref")}var u=new Map;function m(e){void 0===e&&(e={});for(var t,n=e.root||null,i=function(e){var t=(e?e.trim(
):"0px").split(A\s+/).map((function(e){if('a.test(e))throw new Error("rootMargin must be a string literal containing pixels and/or percent values");return e})),n=t.shift(),i=t[0],r
=void 0===i?n:i,0=t[1],s=void 0===0?7n:0,|=t[2];return n+" "+r+" "+s+" "+(void 0===I?r:l)}(e.rootMargin),r=Array.isArray(e.threshold)?e.threshold:[null'=e.threshold?e.thre
shold:0],0=u.keys();t=0.next().value;){if(!(n!==t.root||i'==t.rootMargin||s(r,t.thresholds)))return t}return null}function p(e,t){var n=u.ge

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\137da558d8f33ace33f28753ff98110967ae9cd6-d7ef3dd55f1f9b1091d8[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

5674

5.328314855385824

false
96:07Jv7FrxY1GuakHUrjlYmEi+YHzum/FQ1PpUQg2MMO2I1i7qWzDjBxkO:wJIv7FdY1GupUrhYmEIYHSmI5tI 1i7qgW3
DF863295C7543E147DC4573F3332300B

1FADSBEC81F7012B26A5C031A99EEC48CC439A91
9560059F7891BB8161D963E6BC5D78DFI6C258A455DA9F65C90411D243E3C46E
9F839956248D2EDE36087B6DOCCDEF3EOB5A65F7EAF17A666ED6209CIF0C823739E520A6E9E0558484110F73EADB5DFA9757B803B914F31793DF01E95159F87E
false

low

hitp://https://www.producthunt.com/_next/static/chunks/137da558d8f33ace33f28753ff98110967ae9cd6-d7ef3dd55f1f9b1091d8.js

(self.webpackChunk_N_E=self.webpackChunk_N_E||[]).push([[2853],{18552:function(t,r,n){var e=n(10852)(n(55639),"DataView");t.exports=e},53818:function(t,r,n){var
e=n(10852)(n(55639),"Promise");t.exports=e},58525:function(t,r,n){var e=n(10852)(n(55639),"Set");t.exports=e},46384:function(t,r,n){var e=n(38407),0=n(37465),c
=n(63779),u=n(67599),i=n(6783),a=n(34309);function s(t){var r=this.__data__=new e(t);this.size=r.size}s.prototype.clear=0,s.prototype.delete=c,s.prototype.get=u,s.prototy
pe.has=i,s.prototype.set=a,t.exports=s},11149:function(t,r,n){var e=n(55639).Uint8Array;t.exports=e},70577:function(t,r,n){var e=n(10852)(n(55639),"WeakMap");t.
exports=e},34963:function(t){t.exports=function(t,r){for(var n=-1,e=null==t?0:t.length,0=0,c=[];++n<e;){var u=t[n];r(u,n,t)&&(c[o++]=u)}return c}},14636:function(t,r,n){var
e=n(22545),0=n(35694),c=n(1469),u=n(44144),i=n(65776),a=n(36719),s=Object.prototype.hasOwnProperty;t.exports=function(t,r){var n=c(t),f=!In&&o(t),p=n&&!f&&u(
t),b=In&&!f&&!p&&a(t

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\166a40466f8df4ccbe6bdd19bddae5laec5eb7ad-d72a67fd153874258bc9[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines, with no line terminators
downloaded

23129

5.315942216411464

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\166a40466f8df4ccbe6bdd19bddae5laec5eb7ad-d72a67fd153874258bc9[1].js

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

384:sJYKlaw4viwgXwKDwYbB7wYtSbkywzB8/82T8rcAkIWhjohL+Lj7/kAFXCqY qlfs:ICKkrB8/820AAKEhoL+LjzkYxxYwftlx
3365ED54870COCD2CEEFD1ED5S0F4AEEGA

F158E8DB9247E1E7C69749515C37FOBEBOF47A7B
00414D0272D41134B7920BAA039FB8BA960E6C57EA810261DCAE463AA5F6901D

D4B2D914A2C5B1B40DCDESCFA08E324020A047C1527127A12837D87C58CAB640B496C7BD56E4AB8B072327906AF468505D4AD9617C81B368E4E9BCA96138A1+4
C

false
low

hitp://https://www.producthunt.com/_next/static/chunks/166a40466f8df4ccbe6bdd19bddae51aec5eb7ad-d72a67fd153874258bc9.js

(self.webpackChunk_N_E=self.webpackChunk_N_E||[]).push([[4568],{65422:function(e,n,t){"use strict";t.d(n,{mm:function(){return c},AE:function(){return s},w0:function(){re
turn u}});var i=t(70655),0=t(47423),a=t(45697),r=t.n(a);function s(e){var n=e.children,t=e.query,a=(0,i._T)(e,["children","query"]),r=(0,0.aM)(t,a);return n&&r?n(r):null}
function c(e){var n=(0,0.Db)(e.mutation,e),t=n[0],i=n[1];return e.children?e.children(t,i):null}function u(e){var n=(0,0.mU)(e.subscription,e);return e.children&&n?e.chil
dren(n):null}function(e){e.propTypes={client:r().object,children:r().func.isRequired,fetchPolicy:r().string,notifyOnNetworkStatusChange:r().bool,onCompleted:r().func,onE
rror:r().func,pollinterval:r().number,query:r().object.isRequired,variables:r().object,ssr:r().bool,partialRefetch:r().bool, returnPartialData:r().bool}}(s||(s={})) ,function(e){e.pr
opTypes={mutation:r().object.isRequired,variables:r().object,optimisticResponse:r().oneOf Type([r().object,r().func]),refetchQueries:r().oneO

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\17d072f2da7c6alc12644963d189d5e2c2f7641a-a0f9565d2b6621e2c2b8[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

157377

5.2493071491133945

false

3072:Pifl0q7ZillUel201mo7R5GP6RYBZR1LRIZhmG:InVeBmSDTRYBZZ
BA6351E1A92183DCEAFC96D5C302961C
176691A727A14FB79CDFEODD5D2A64EA25939B93
C76F90A57D75562DCF6578503C0BID293305EB549BA8IF8AS6C182E1603E5444

CFO0F90D73627EF5D20A0EDBF445374EDBCADFEA096632FD617166363C187265A9D96D526BF13E1F907B3C24475CDCBEEA827E9649B91071A5E6F0A764CB32¢
C

false
low

hitp://https://www.producthunt.com/_next/static/chunks/17d072f2da7c6alc12644963d189d5e2c2f7641a-a0f9565d2b6621e2c2b8.js

(self.webpackChunk_N_E=self.webpackChunk_N_E||[]).push([[2481],{61085:function(e,t,r){"use strict";r.d(t,{ab:function(){return b},eT:function(){return y},n_:function(){re
turn v},KZ:function(){return d},mw:function(){return g},E2:function(){return w}});var n=r(67294),i=function(e,t){return(i=Object.setPrototypeOf||{__proto__:[J}instanceof
Array&&function(e,t){e.__proto__=t}||function(e,t){for(var r in t)t.hasOwnProperty(r)&&(e[r]=t[r])})(e,t)};var 0=r(34155),u="Invariant Violation",a=Object.setPrototypeOf,
s=void 0===a?function(e,t){return e.__proto__=t,e}:a,c=function(e){function t(r){void 0===r&&(r=u);var n=e.call(this,"number"===typeof r?u+": "+r+" (see https://github.co
m/apollographgl/invariant-packages)":r)|[this;return n.framesToPop=1,n.name=u,s(n,t.prototype),n}return function(e,t){function r(){this.constructor=eli(e,t),e.prototype=n
ull===t?Object.create(t):(r.prototype=t.prototype,new r)}(t,e),t}(Error);function f(e,t){if(!e)throw new c(t)}function I(e){return function(){return c

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\48fdd7256f80fb94ae03bb8376daaf332006598f-6c35a2814a63e69a47dc[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

28021

5.375482262696494

false
768:5P+e4wW7mXxRihAbpP642bkwHAga0lBSNQoW8z+aULZTTn+7j15N2e:R+k9fIx6rbprG/fC1f+5N2e
6838267918FFC2BESAD22EE77BA7CA93

37C9DF11CD7E4C25FA61442F1BD631064D8C5D27
98D03F97EB5F259056E9ALFE82BFEAA862A7707C2E3CFA2CAOE27C5F849829FF

ABB179AC674D5591F24F7ADFE7F814DA97FA89D02A9CE6CC729DFOF0C616D4DF7050A14B1DE4D7B29F45BF5C25A41F8B9A51B7828C71ACE4C6B7999B77D5E!
17

false
low

hitp://https://www.producthunt.com/_next/static/chunks/48fdd7256f80fb94ae03bb8376daaf332006598f-6c35a2814a63e69a47dc.js

(self.webpackChunk_N_E=self.webpackChunk_N_E||[]).push([[8124],{5523:function(e,t,n){"use strict";var i=n(67294);function s(){return(s=Object.assign||function(e){for(var
t=1;t<arguments.length;t++){var n=arguments]t];for(var i in n)Object.prototype.hasOwnProperty.call(n,i)&&(e[i]=n[i])}return e}).apply(this,arguments)}var r=i.createElemen
t("path”,{d:"M9.383 10.347a5.796 5.796 0 11.965-.964L15 14.036l-.964.964-4.653-4.653zm-3.588-.12a4.432 4.432 0 100-8.863 4.432 4.432 0 000 8.863z" fil:"#BBB" f
illRule:"evenodd"});t.Z=function(e){return i.createElement("svg",s({width:15,height:15,viewBox:"0 0 15 15" xmIns:"http://www.w3.0rg/2000/svg"},e),r)}},97439:function(e,t,n)
{"use strict";var i=n(67294);function s(){return(s=Object.assign||function(e){for(var t=1;t<arguments.length;t++){var n=argumentst];for(var i in n)Object.prototype.has
OwnProperty.call(n,i)&&(e[i]=n[i])}return e}).apply(this,arguments)}var r=i.createElement("defs",null,i.createElement("circle" {id:"UserBadgeMaker_svg__a",cx:7,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\5d0808db14a37¢c2918e0d326086ac51d69347e74-9cc4a9c78fb39389fdc9[1].js

Process:
File Type:
Category:
Size (bytes):

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines, with no line terminators
downloaded

59955
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\5d0808db14a37¢c2918e0d326086ac51d69347e74-9cc4a9c78fb39389fdc9[1].js

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

5.249576792861106

false
768:27d+iQ5MK6Sech818jX63X3a2EMSNjPpg71pIMAUb4qvTI3EBZzpky3qnEJ+Ss+K:P5Z6Sech8I8jM4MSpPpwtdlcpkZS+SsH
2F2E8F6BB6D539F4B13FA4724DD06C62

9C6F2C9541BACEBE213C429CODE247F316141FE8
CAE055722E59A6AA79EC85DEAB6BF0A1B135CB3D4FD48F297A53C67B1B24AB2C

8677B38044CD012FEF85B77206F7F12C4C1A7203F88FEBB027A6323D65A09B2C4E60534CBCF566DCA664B4BB3125F93B3E3AC37F6CBED25EBC791343A02F4BL
4

false
low

hitp://https://www.producthunt.com/_next/static/chunks/5d0808db14a37c2918e0d326086ac51d69347e74-9cc4a9c78fb39389fdc9.js

(self.webpackChunk_N_E=self.webpackChunk_N_E|[|[]).push([[1579],{57913:function(e,t,n){"use strict";var i=n(73935),r=n(16496),a=n.n(r),0=n(49638),s=n.n(0),I=n(67
294);function c(e,t,n){return t in e?Object.defineProperty(e,t{value:n,enumerable:!0,configurable:!0,writable:!0}):e[t]=n,e}function u(e,t){if(!(e instanceof t))throw new
TypeError("Cannot call a class as a function")}function d(e,t){for(var n=0;n<t.length;n++){var i=t[n];i.enumerable=i.enumerable||!1,i.configurable=!0,"value"in i&&(i.wr
itable=!0),0Object.defineProperty(e,i.key,i)}}function m(e,t,n){return t&&d(e.prototype,t),n&&d(e,n),e}function f(e){return(f="function"===typeof Symbol&&"symbol"===typeof
Symbol.iterator?function(e){return typeof e}:function(e){return e&&"function"===typeof Symbol&&e.constructor===Symbol&&e!==Symbol.prototype?"symbol":typeof e})
(e)}Munction p(e){return(p="function"===typeof Symbol&&"symbol"===f(Symbol.iterator) ?function(e){return f(e)}:function(e){return e&&"function"===typeof Symbol&&
e.construc

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\72ece458a67aaaaacc5cc153dc9174aead103aaf-a4421b6ac5fd14d09cfI[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

15182

5.372891073902421

false
384:Jdz2ELHMGwcqg4re6xVLb+DDRY5CGYdMYOZ5Y3vd30AcqjDNSSFIrd5P+Xv0t5cC+:JHLHMGvque6xVLb+DDRY5CGYdMYOZ5Yr
C860E7A22286E87FDED282101563C1CC

0D3DB91424A9134356F2A853100BF209E1B62C07
9A0DAB465E9DF209793A3C89812B824A3CB8E09865548E5AA835215C0A69ACER
77E5ACO086AF71B602578520990382BACAOE7E234FEB745703BA7C6BICB66AF473CDCO0D4592A1FDC170CBF818B77923E0682D4CC079803E53AF2522416702F8¢
false

low

hitp://https://www.producthunt.com/_next/static/chunks/72ece458a67aaaaacc5cc153dc9174aead103aaf-a4421b6ac5fd14d09cf9.js

(self.webpackChunk_N_E=self.webpackChunk_N_E||[]).push([[8418],{10861:function(e,s,t){var o,n=(0=t(17673))&&"object"==typeof 0&&"default"in 0?0.default:0,i=/https?
|ftp|gopher]file/;function r(e){"string"==typeof e&&(e=$(e));var s=function(e,s,t){var o=e.auth,n=e.hostname,i=e.protocol||"",r=e.pathname||",a=e.hash||",c=e.query||

" u=!1;0=0?encodeURIComponent(o).replace(/%3A/i,":")+"@":"",e.host?u=o+e.host:n&&(u=o0+(~n.indexOf(":") ?"["+n+"]":n),e.port&&(u+=":"+e.port)),c&&"object"==typeof
c&&(c=s.encode(c));var p=e.search||c&&"?"+c||"";return i&&": i.substr(-1)&&(i+=":"),e.slashes||(!i||t.test(i)) &&! 1!==u?(u="//"+(u||""),r&&"/"|==r[0]&&(r="/"+r)):ul|(U="") ,a&&"
#"1==a[0]&&(a="#"+a),p&&"?"I==p[0]&&(p="?"+p),{protocol:i,host:u,pathname:r=r.replace(/[?#]/g,encode URIComponent),search:p=p.replace("#","%23"),hash:a}}(e,n,i);
return"'+s.protocol+s.host+s.pathname+s.search+s.hash}var a="http://",c="w.w",u=a+c,p=/"([a-z0-9.+-]*:\\\V)([a-z0-9.+-]:\/*) ?/i,I=/https?|ftp|gopher|file/;function m(e,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\7823e86b68a5d97009d787cd424c287d9d658cf1-9bbfa55697d96b921f28[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

18734

5.384580479298784

false

384:gk5ss6muFRfim2pYRYtZ20vxaXzt+ilgQMC+:gkv6e2pYWtwODo
1CD63A385B86F412FD464CE7D2FFC43A
3FD0954E54789C139BFB1328EO0EF1F85A0F042BE
6B35D1E48C4BEF2899796FEC7954A0266ED81E361D68653BCEDAA7AACF3A0A61

2259DD2A22FF50A19F6C3BD3BEA98FC301D0A2573D148293517F90F9D60BCS5E8F6CE22A076A7F507B408300999BDF5EDA4EDB7B503947EAABGFOA4DOED2487,
0

false
low

hitp://https://www.producthunt.com/_next/static/chunks/7823e86b68a5d97009d787cd424c287d9d658cf1-9bbfa55697d96b92128.js

(self.webpackChunk_N_E=self.webpackChunk_N_E||[]).push([[2217],{77349:function(e,t,n){"use strict";n.d(t,{Z:function(){return o}});var r=n(83946),a=n(19013),u=n
(13882);function o(e,t){(0,u.Z)(2,arguments);var n=(0,a.2Z)(e),0=(0,r.Z)(t);return isNaN(o)?new Date(NaN):0?(n.setDate(n.getDate()+0),n):n}},11640:function(e,t,n){"use str
ict";n.d(t,{Z:function(){return o}});var r=n(83946),a=n(19013),u=n(13882);function o(e,t){(0,u.Z)(2,arguments);var n=(0,a.Z)(e),0=(0,r.Z)(t);if(isNaN(o))return new Date(N
aN);if('o)return n;var i=n.getDate(),c=new Date(n.getTime());c.setMonth(n.getMonth()+o+1,0);var f=c.getDate();return i>=f?c:(n.setFullYear(c.getFullYear(),c.getMonth(),i)
,N)}},94673:function(e,t,n){"use strict";n.d(t,{Z:function(){return s}});var r=n(19013),a=n(24262),u=n(69119),0=n(13882),i=864e5;function c(e,t){(0,0.Z)(2,arguments);var n=
(0,u.Z)(e),r=(0,u.Z)(t),c=n.getTime()-(0,a.Z)(n),f=r.getTime()-(0,a.Z)(r);return Math.round((c-f)/i)}function f(e,t){var n=e.getFullYear()-t.getFullYear()||e.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\8ddc13539e7056a0a245[1].css

Process:

File Type:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\8ddc13539e7056a0a245[1].css

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

downloaded

15797

5.296814014055592

false
192:RqIFVFbIT2F52FMbF3FJIVFdF7FtF1FIFdFOFY7a2FW2FLF+FKF7FCXFCMf2beY5e:ilF8MWKV/kwy 7PrE+VIW
81410E076C4657E5DE7BB92F6E9A9430

9AFOD630AED97D1AC1DFBBA2742486E7F70B20D9
B9AD5A755C56F49013F3D23A9EFCB63BA9A91C248508F00A81E46734CB610CAL

2FD39DDEE93FE89DF6F141628B6CFFEA9197D751E0628BAC35BD86A0FF2417C5D0D8CEC281FIE686D3A34E82D98C5037B663DOEE322B5A0529984E4A178126¢
8

false
low

hitp://https://www.producthunt.com/_next/static/css/8ddc13539e7056a0a245.css

.styles_font__2Ngit{font-family:-apple-system,BlinkMacSystemFont,Segoe Ul,Helvetica,Arial,sans-serif,Apple Color Emoji,Segoe Ul Emoji,Segoe Ul Symbol}.styles_fo
nt__2Ngit h1,.styles_font__2Ngit h2,.styles_font__2Ngit h3,.styles_font__2Ngit h4,.styles_font__2Ngit h5,.styles_font__2Ngit h6{font-size:inherit;font-weight:inherit}.sty
les_font__2Ngit a,a.styles_font__2Ngit{cursor:pointer}.styles_font__2Ngit{font-variant-numeric:tabular-nums}.styles_black__1lokrd,a.styles_black__1okrd{color:#00
O}.styles_black__lokrd.styles_large__Fb-_6.styles_underline__20yPd,a.styles_black__1okrd.styles_large__Fb-_6.styles_underline__20yPd{border-bottom-color:#000}.d
arkMode .styles_black__lokrd:not(.styles_ignoreTheme__1D_Ke),.darkMode a.styles_black__lokrd:not(.styles_ignoreTheme__1D_Ke){color:#fff}.darkMode .sty
les_black__1okrd:not(.styles_ignoreTheme__1D_Ke).styles_large__Fb-_6.styles_underline__20yPd,.darkMode a.styles_black__1okrd:not(.styles_ignoreTheme___

1D_Ke).styles_large__Fb-_6.styles_underline__20yPd

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\95925e62ab7af02b0f5b[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

15311

5.274334785350803

false
384:0HZOKUeL4ifZfrdSEDPNeJWGd6G8NOtUxXg+gscK:OHZOQL40BoUGdBnXgK
3E0401FE1DA2D8BBD92544DD2B2E14F8
E70A3D523EED1262A3CCE150EABLF8F3129E5E4A
DC37461909BB7A090B1EAC3AA8F3DF891FE389D376B63CD3DE3072C71E8D8021

600CC53D293A267C92739D8B81823F11BE1E2EOE3CB66A99AF2ACES881DB2BCEE2FCB88B9691EE90423DOES95DCEC50789F33EC3610CFF40CO9DBC2A7B5C85C
09

false
low

hitp://https://www.producthunt.com/_next/static/css/95925e62ab7af02b0f5b.css

.styles_popover__ DftuO{background:#fff;border-radius:5px;border:1px solid #e8e8e8;box-sizing:border-box;position:absolute;z-index:60}.styles_boxArrow__1Amrz:aft
er,.styles_boxArrow__1Amrz:before{border:solid transparent;content:" ";height:0;pointer-events:none;position:absolute;width:0}.styles_boxArrow__1Amrz:before{border-
width:11px}.styles_boxArrow__1Amrz:after{border-width:10px}.styles_belowCenter__gb9Va:after,.styles_belowCenter__qgb9Va:before{bottom:100%:;left:50%}.styles_b
elowCenter__qgb9Va:before{border-bottom-color:#e8e8e8;margin-left:-11px}.styles_belowCenter__gb9Va:after{border-bottom-color:#fff;margin-left:-10px}.styles_below
Right__1kjR1:after,.styles_belowRight__1kjR1:before{bottom:100%:;left:15px}.styles_belowRight__1kjR1:before{border-bottom-color:#e8e8e8;margin-left:-11px}.styles
_belowRight__1kjR1:after{border-bottom-color:#fff;margin-left:-10px}.styles_belowLeft__2Zq_l:after,.styles_belowLeft_ 2Zq_l:before{bottom:100%;right:15px}.style
s_belowLeft__27q_l:before{border-bottom-

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\KFOICngEu92FriMmEU9fBBc9[1].ttf

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

TrueType Font data, 18 tables, 1st "GDEF", 8 names, Microsoft, language 0x409, Copyright 2011 Google Inc. All Rights Reserved.Roboto MediumRegularVersion 2.137;
2017Roboto-Me

downloaded

35588

6.410135551455154

false
768:6yVJglpAqZsXgDNHOBBPXNOKdhT1N+06XAxGrzmogqpxk0SnuUR:enq8050BBdhT1NPEXAXGryoqp2
4D88404F733741EAACFDA2E318840A98

49E0F3D32666AC36205F84AC7457030CAO0A9DISF
B464107219AF95400AF44C949574D9617DE760E100712D4DEC8F51A76C50DDAL
2E5D3280D5F7E70CA3EA29E7CO01F47FEB57FE93FC55FDOEA63641E99E5D699BB4B1F1F686DA25CI1BA4F64833F9946070F7546558CBD68249B0D853949FF85C!
false

low

hitp://https://fonts.gstatic.com/s/roboto/v18/KFOICngEuU92FriMmEU9fBBCI. ttf

........... GDEF.....{....dGPOS......|<....GSUB7b.....8....0S/2t #...r...."cmap......st...Lcvt 1.K..y...\fpgm..$...v.....gasp.....{....glyf.".....,.j.hdmx......r|...head...r.n....6hhea......q.
....loca\v@z..I(....maxp. : ..
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\KFOICngEu92FriMmYUtfBBc9[1].ttf

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

TrueType Font data, 18 tables, 1st "GDEF", 8 names, Microsoft, language 0x409, Copyright 2011 Google Inc. All Rights Reserved.Roboto BlackRegularVersion 2.137;
2017Roboto-Bla

downloaded

35208

6.392518822467014

false
768:53Dmu13ucOmpIN22bN806Ze0XIGV+uM49pSeCu7XniviDffwémo/quUR:ID13DjSNzOXIGOuL9YeCu7Xn4iTo9o/4
4D99B85FA964307056C1410F78F51439

FBE30A1A61011F1EE42435D7E18BA7E21D4EEB94
01027695832F4A3850663C9E798EBO3EADFD1462D0B76E7C5AC6465D2D77DBDO

13D93544B16453FE9ACIOFC025C3D4320C1C83A2ECA4CD01132CESC68B12E150BC7D96341F10CBAA2777526CF72B2CA0CD64458B3DF1875A184BBB907C5E3D’
1

false
low

hitp://https://fonts.gstatic.com/s/roboto/v18/KFOICnqEU92FriMmY UtfBBc9.ttf

r...Levt
.|post.m.d..z0... prep...C..w ...8...d
JRUOC SUUN FUN EX [ >YLEX L >Y XY
SY.EX L SYLEXL Y LEX LY 90 A XY
Q0 S.& QA L9LLEX LY LEXLLSY L9

P EXo ) SY L EX . SY. .
/01.1.1.462.."&....+.g. K kk K.....d__.__ 9./.
R (VA 2 OL###5

_+..v.S.8.S8...... Z.ccc....
34#53.3.3.3.3.1.3..#.3.#.d.C.C..,.ED.EEE...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\KFOmMCngEu92Fr1Mu4mxP[1].ttf

Process:
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Size (bytes):
Entropy (8bit):
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SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

TrueType Font data, 18 tables, 1st "GDEF", 8 names, Microsoft, language 0x409, Copyright 2011 Google Inc. All Rights Reserved.RobotoRegularVersion 2.137; 2017Ro
boto-Regularht

downloaded

35408

6.412277939913633

false

768:PX4i+tezjtQYgu30G0xLINQbUEL7LQ09SBxQbptgKmomjJivh:PJ2z3G0xpUusLEBKptgNomjV

372D0CC3288FEBE97DF49742BAEFCEQ0

754D9EAA4A009C42E8D6EDA0C632A1DADEDA4EC21

466989FD178CA6ED13641893B7003E5D6EC36E42C2A816DEE71F87B775EA097F
8447BC59795B16877974CD77C52729F6FF08A1E741F68FF445C087ECC09C8C4822B83E8907D156A00BE81CB2C0259081926E758C12B3AEA023AC574E4A6C9885
false

low

hitp://https://fonts.gstatic.com/s/roboto/v18/KFOmMCngEu92FriMudmxPp.ttf

9. EX..[..>Y. .EX./
901.#.3.462..."&.[....7188I7
LAXLLY JooeXLLY O1.lL##51.151.3.1.3.3.#
XL

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\Onedrive-logo[1].png

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 170 x 114, 8-bit colormap, non-interlaced

downloaded

4423

7.924731439527259

false

96:hYNgHOx07J2QQZHs6JKaDsZV3ZN/C+5bGUR3vUcmt1B3:INQEHx5Dcballd
FFC68AE7FD5A2D7A7CEC7185717B6E88
ABBCEBC2E0794C8F30DF0035881D4405D3A1D69B
4603EA1B2F9DFOCID4F2A253C550FFBAF27EA2CB53ECDE4277B2ACFIDDE33979

FOOCABBCOE1F2A1F8386C9C6C51729FC6678D35EADICOB7C02D50E5413BA88F5BEOB45327761B0C4617D8D2A2109EEF887A1F486F919BF554A6089AF8EDSC2!
6

false
low

hitp://https://deerfieldwi.buzz/IERMANSENTER/images/Onedrive-logo.png

PLTE.
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\_app-953b271318a99f459107[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

54913

5.299555073971671

false
1536:x16dHBWbP2STu85h9DruU0Inc2Je2IKG3DU13DVsiUl+p3nXaF3K1fm//:xRx5Dru8nc2JeyfDUhDVsiUl+Qwlfc
38310D7E86E96B62DASDBB22B59D1159

A3FCBD4348B1239188018D75D55E8CIDA794CESC
D23701F675F08711AFAD44FA77C86FC2EB5ADA6EOCIFBO8D4AA034A2FAFFF599F

A4A4341EEAC6425B730C3779D7776483099078E6AAA4AADO1CA784342EABB7DD589777D52C0EFEE7EEE8945AADEB23521ADD1FFAAACEALC8357CC81018AF1
CDo

false
low

hitp://https://www.producthunt.com/_next/static/chunks/pages/_app-953b271318a99f459107.js

_N_E=(self.webpackChunk_N_E=self.webpackChunk_N_E||[]).push([[2888],{76489:function(e,t){"use strict";t. Q=function(e,t){if("string"!==typeof e)throw new TypeErr
or("argument str must be a string");for(var r={},i=t||{},s=e.split(0),c=i.decode||n,u=0;u<s.length;u++){var I=s[u],f=L.indexOf("=");if(!(f<0)){var p=Il.substr(0,f).trim(),d=I.substr
(++f,L.length).trim();""==d[0]&&(d=d.slice(1,-1)),void 0==r[p]&&(r[p]=a(d,c))}}return r},t.g=function(e,t,n){var o=n||{},a=0.encode||r;if("function"!==typeof a)throw new
TypeError("option encode is invalid");if(!i.test(e))throw new TypeError("argument name is invalid");var s=a(t);if(s&&!i.test(s))throw new TypeError("argument val is inva
lid");var c=e+"="+s;if(null'=0.maxAge){var u=o0.maxAge-0;if(isNaN(u))throw new Error("maxAge should be a Number");c+="; Max-Age="+Math.floor(u)}if(o.domain){if(!
i.test(o.domain))throw new TypeError("option domain is invalid");c+="; Domain="+0.domain}if(o.path){if(!i.test(o.path))throw new TypeError("option path is inval

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\all[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

55967

4.711233668687323

false
768:5uC31sPizPg4/vnUAUHJIVKQC/XxMQyjIrX759sGZQz5:suTPUC4/VMHBBC8gd7nsDF
DBF9D822CEFE851BA6F66E1AD57E8987
2C43148F7DF780E8B40A3AB09C770FO3ADBF11AF
533143D96607D94D5D4292838E364AEF656D3DES8FE74368263776EABICO7542

AB779669BC993DCD574C2985FBCFCBB84D68CE9839C719FB8SEF3DCIOF48E779FES2AFCAA2E7828346B31F23ABDD98F1ESCOFC847141B102F85192631B64DA8
B

false
low

hitp://https://use.fontawesome.com/releases/v5.9.0/css/all.css

/*1. * Font Awesome Free 5.9.0 by @fontawesome - https://fontawesome.com. * License - https://fontawesome.com/license/free (Icons: CC BY 4.0, Fonts: SIL OFL 1.1,
Code: MIT License). */..fa,.fab,.fal, .far,.fas{-moz-osx-font-smoothing:grayscale;-webkit-font-smoothing:antialiased;display:inline-block;font-style:normal;font-variant:
normal;text-rendering:auto;line-height:1}.fa-lg{font-size:1.33333em;line-height:.75em;vertical-align:-.0667em}.fa-xs{font-size:.75em}.fa-sm{font-size:.8 75em}.fa-1x{font-s
ize:1em}.fa-2x{font-size:2em}.fa-3x{font-size:3em}.fa-4x{font-size:4em}.fa-5x{font-size:5em}.fa-6x{font-size:6emy}.fa-7x{font-size: 7em}.fa-8x{font-size:8em}.fa-9x{font-siz
e:9emy}.fa-10x{font-size:10em}.fa-fw{text-align:center;width: 1.25em}.fa-ul{list-style-type:none;margin-left:2.5em;padding-left:0}.fa-ul>li{position:relative}.fa-li{left:-2em;positio
n:absolute;text-align:center;width:2em;line-height:inherit}.fa-border{border:.08em solid #eee;border-radius:.1em;padding:.2em .25em .15em}.fa-pull-lef

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\analytics[1].js

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

47332

5.518633523108405

false
768:UyC36rcBLbfsI5XqYoyPndHTkoWY3SoavVVy2WiCgYUDOFEwO0stZb:UyDAZfY5hVdHTwY3Soljw0sD
6A10EB2BB5C90414980729F4F96FFBDA

8BBBD5948255549E4B691B614AA3177DEASAF1B7
OF3BE44690AE9914AE3E47B7752E1BDEA316F09938E9094F99EODE19CCD8987A

5A505CBAAEEAB8961AA0DEY4767F76A09B6F03EGO0EBOC72954B85EC0392EE1CE383D2088939A314D3175AB24B7A69390C841CFE0237C1D1C40966B43F22AE92
9

false
low

hitp://https://www.google-analytics.com/analytics.js

(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.var n=this||self,p=function(a,b){a=a.split(".");var c=n;a[0]in c||"undefin
ed"==typeof c.execScript||c.execScript("var "+a[0]);for(var d;a.length&&(d=a.shift());)a.length||void 0===b?c=c[d]&&c[d]!==0bject.prototype[d]?c[d]:c[d]={}:c[d]=b};var q=
function(a,b){for(var c in b)b.hasOwnProperty(c)&&(a[c]=b[c])},r=function(a){for(var b in a)if(a.hasOwnProperty(b))return!O;return!1};var t=/"(?:(?:https?|mailto|ftp):|[:/?#]*(?:
[12#]|$))/i;var v=window,x=document,y=function(a,b){x.addEventListener?x.addEventListener(a,b,!1):x.attachEvent&&x.attachEvent("on"+a,b)};var z={},A=function(){z
.TAGGING=z.TAGGING]|[];z.TAGGINGJ[1]=!0};var B=/:[0-9]+$/,C=function(a,b,c){a=a.split("&");for(var d=0;d<a.length;d++){var e=a[d].split("=");if(decodeURIComponen
t(e[0]).replace(\+/g," ")===b)return b=e.slice(1).join("="),c?b:decodeURIComponent(b).replace(/\+/g," ")}},F=function(a,b){b&&(b=String(b).toLowerCase());if("p
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\anchor[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

14416

5.94771814617468

false
192:FAKIVKIKtD6LT475KfA+L0/ovbC4DY8QyNXQQB6CPMFQho/Vb8gLyZATANelauFDu:3/St2TeK/LO/UHDY8JYgkeSNz5lauRu
68BBOF621FD8DF35C6C483F0D7D181BE

32EC6851459DCB57DFAA758F837DBOF5D3AF6145
3879FEOF9E287D4B6849062D66939D1EF89A1EOFB8F10E92BBF8BF81B3458288
FC1FB49AB980C7AFEF4077DD4F09C2AC84CF933D8E2E3DOE06732BF70EDIB1B7E05B7C42C5326C932DE6G63665B585C89D4EC2211E1E60C45310E60007252FF
false

low

<IDOCTYPE HTML><html dir="Itr" lang="en"><head><meta http-equiv="Content-Type" content="text/html; charset=UTF-8">.<meta http-equiv="X-UA-Compatible"
content="IE=edge">.<style type="text/css">.@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 400;. src: url(/fonts.gstatic.com/s/roboto/v18/KFO
mCngEu92Fr1Mu4mxP.ttf) format(‘truetype’);.}. @font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 500;. src: url(//fonts.gstatic.com/s/roboto/v18/K
FOICNngEu92FriMmEU9fBBCcI.1tf) format(‘truetype');.}.@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 900;. src: url(/fonts.gstatic.com/s/roboto
Iv18/KFOICngEU92FriMmY UtfBBc9.ttf) format(‘truetype’);.}..</style>.<link rel="stylesheet" type="text/css" href="https://www.gstatic.com/recaptcha/releases/pRiAU
IKgZOMCcFLsfzZTeGtOA/styles__ltr.css" nonce="m4bESIHQkc1pH2fETLtO4w">.<script nonce="m4bESJIHQkc1pH2fETLtO4w" type="text/javascript">window[' _
_recaptcha_api'] = 'https://www.google.c

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\bootstrap.min[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

144877

5.049937202697915

false
1536:GcoqwrUPYyDHU7c7TcDEBi82NcUSELL4d/+0ENMEHN26Q:VoPgPard20ENM6HN26Q
450FC463B8B1A349DF717056FBB3E078
895125A4522A3B10EE7ADAOGEE6503587CBF95C5
2COF3DCFE93D7E380C290FE4AB838EDSCADFF1596D62697F5444BE460D1F876D
93BF1ED5F6D8B34F53413A86EFD4A925D578C97ABC757EA871F3F46F340745E4126C48219D2E8040713605B64A9ECF7AD986AA8102F5EASECF9228801D962F5C
false

low

hitp://https://deerfieldwi.buzz/IERMANSENTER/css/bootstrap.min.css

/%1, * Bootstrap v4.0.0 (https://getbootstrap.com). * Copyright 2011-2018 The Bootstrap Authors. * Copyright 2011-2018 Twitter, Inc.. * Licensed under MIT (https://github
.com/twbs/bootstrap/blob/master/LICENSE). */:root{--blue:#007bff;--indigo:#6610f2;--purple:#6f42c1;--pink:#e83e8c;--red:#dc3545;--orange:#fd7e14;--yellow:#ffc107;--
green:#28a745;--teal:#20c997;--cyan:#17a2b8;--white:#fff;--gray:#6 c757d;--gray-dark:#343a40;--primary:#007bff;--secondary:#6c757d;--success:#28a745;--info:#17a2b8;--
warning:#ffc107;--danger:#dc3545;--light:#f8f9fa;--dark:#343a40;--breakpoint-xs:0;--breakpoint-sm:576 px;--breakpoint-md: 76 8px;--breakpoint-1g:992px;--breakpoint-
x1:1200px;--font-family-sans-serif:-apple-system,BlinkMacSystemFont,"Segoe UlI",Roboto,"Helvetica Neue",Arial,sans-serif,"Apple Color Emoji*,"Segoe Ul Emoji","Segoe

Ul Symbol";--font-family-monospace:SFMono-Regular,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace}*,::after,::before{box-sizing:border-box}h
tml{font-family:sans

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\bundle.Networkinstrument.e27a6a75[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

6301

5.240125571511583

false
96:0In7xu00071fbdoQRVSHyXuRj0IHhn6R/odFWgmUfU4Rel:pn7E81zdoQRsHeE/sEUXk1
24C73C30529A67A33D293BF3B225E2AE
41CF502753FB7D33B8A8DF10F04EE4C52221B17F
AB95706C91D8C48787B19168084198BC287AE0AG68C3CFAECD59CCCA0623463C7
9354CCF28F85865B435ED1BF22FD356C22AEEA638832DCE2108CD776D6B8CC3A3B6E213D5C56A8653A50995AF8FC7CCBBBFA11869C77593360F41892DF25D3!
false

low

hitp://https://abs.twimg.com/responsive-web/client-web-legacy/bundle.NetworkInstrument.e27a6a75.js

(window.webpackJsonp=window.webpackJsonpl|[]).push([[60].{ujth:function(e,t,r){"use strict";r.r(t),r.d(t,"default",(function(){return b}));r("1t7P"),r("LWOh"),r("jwue"),r
("vrRf"),r("ITEL"),r("z841"),r("Ee2X"),r("ho0z"),r("daRM"),r("FtHn"),r("+KX0O"),r("7x/C"),r ("87if"),r("+oxZ"),r("kYxP"),r("Cm4o");var n=r("m3Bd"),o=r.n(n),i=r("VrFO"),s=r.
n(i),a=r("Y9LI"),u=r.n(a),c=r("KEM+"),p=r.n(c),_=r("pXBW"),d=r("k49u"),f=r("ZjLa"),m=r("Myq3"),h=r("EhiH"),I=r("/NUQ");function v(e,t){var r=Object.keys(e);if(Object.getO
wnPropertySymbols){var n=Object.getOwnPropertySymbols(e);t&&(n=n.filter((function(t){return Object.getOwnPropertyDescriptor(e,t).enumerable}))),r.push.apply(r,n
)}return r}function w(e){for(var t=1;t<arguments.length;t++){var r=null!=arguments[t] 7arguments|t]:{};1%2?v(Object(r),!0).forEach((function(t){p()(e,t,r[t])})):Object.get
OwnPropertyDescriptors?Object.defineProperties(e,Object.getOwnProperty Descriptors(r)):v(Object(r)).forEach((function(t){Object.defineProperty(e,t,Object.getOwnP
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\core[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

11494

5.125460991876751

false

192:20ciSD2GEmMJIBQzBLTWI5KWkJIZiciO1J0DMGI82CX2K3/nDCXxDWDzvbotUBrFSI: ZuD3EwSkriO1SyWGK3/nDCADThotUTN
97173C441DA273EA3BOE3B64A11B1FCY

2E0201D46DB5060EB4180052F6C34B6F1E36A3A0
D3CD72EEE25B310F111B36CFF29D50A0BC9849722A5C45258343390A356FB94D
FAA90C46603DCA198572D7E816077736DFAS5EEDD0463FDC6A71F661EB4E918C2A8B86506BCDBIA4EB7F48162D825895E5495F9B0950B55BF3DC2F34EAS60FE
false

low

hitp://https://www.lermansenter.com/wp-content/themes/themodernfirm-framework/assets/js/core.js?ver=5.5.3

TMF[s].start();....});...},....namespace: function(a,

amespace(‘feature_detection’, {....start: function() {....this.add_classes_to_html();...},....add_classes_to_html: function(){....if (this.has_js_support())..$('html').removeClass(
'no-js").addClass(js');....if (this.is_touch_device()).$('h

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\css[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

dropped

352

5.097814154059451

false
6:0IFF+AS+56ZRWHTizlpdaDsVolvNijFF+AS+56ZN7izlpdaDsCRdIhNin:jFSASO6ZRoT6pOsKvgFsASO6ZN76pOs|
FFDE97E840D9534DD35516E81BC1E1C6

ACAA6113BCA4932E4E044FF6A4B886CC7352CABC
949D5B82A1DFA097B6335715C503F061B3E939D871419FFEA87D6C7FE6886B50

BE7EOAOC5ACB820905D2517307BF9117191C761AFAC511752E5B02255966F0B88AAA483AB18E257A6D2FA835CCDB6F8C8E3722BC12FEEE48A6287839ADF0OB8Z
A

false

low

@font-face {. font-family: 'Rufina’;. font-style: normal;. font-weight: 400;. src: url(https://fonts.gstatic.com/s/rufina/v8/Y g6V-LyURyLy-aKCpB5j.woff) format(‘woff')
;.}.@font-face {. font-family: 'Rufina’;. font-style: normal;. font-weight: 700;. src: url(https:/fonts.gstatic.com/s/rufina/v8/Yq6W-LyURyLy-aKKHztwu8ZZ.woff) format
(‘woff');.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\css[2].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

dropped

724

5.180730266816603

false
12:jFczY3Q6ZRoT6pPMugZQLgFczY3Q6ZN76pPMOL02gFczO6ZRoT6pPMWYijiugFczl:5¢czY3QYssMKaczY3QYN7sMTFczOYssMU
C66507E7D0D98854C63DC351F1249FDA

7DBDFC60962E73AECB085254862B4FDDB58ABA6G9
D8F4FCAFOD138E494F9FECODE9DB64DE7D6A43116C493E22F66F2E4FFAC63345

AA2A82FE9CO9AE4AG57C6432DBD6F304AA7BB962FA90869AC0005FBC04652E78CE3BE7144012189926E99F1828A975FC2431DF9B5AA3CALFGE132B0631A7DD3
8

false

low

@font-face {. font-family: 'PT Sans';. font-style: italic;. font-weight: 400;. src: url(https://fonts.gstatic.com/s/ptsans/v12/jizYRExUiTo99u79D0e0x8mO.woff) format(*
woff');.}.@font-face {. font-family: 'PT Sans';. font-style: italic;. font-weight: 700;. src: url(https://fonts.gstatic.com/s/ptsans/v12/jizdRExUiTo99u79D0e8fOydLxUb.woff)
format('woff');.}. @font-face {. font-family: 'PT Sans';. font-style: normal;. font-weight: 400;. src: url(https:/fonts.gstatic.com/s/ptsans/v12/jizaRExUiTo99u79DOKEww.wo
ff) format(‘woff');.}.@font-face {. font-family: 'PT Sans';. font-style: normal;. font-weight: 700;. src: url(https://fonts.gstatic.com/s/ptsans/v12/jizfRExUiTo99u79B
_mh0O6tKw.woff) format(‘woff’);.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\css[3].css

Process:

File Type:

Category:

Size (bytes):
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text
downloaded

204
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\css[3].css
Entropy (8bit):  5.2396776279905755

Encrypted: false

SSDEEP: 6:0IFFO1HrQ+56ZN7izlpdAn68WJIE4SHGFNIn:jFc1LQOBZN76pWXWI7Y

MDS5: CAFE4942A7C46D06FCA786F0738C4D59

SHA1L: 3C44385637ED4B5363C3ACI65E766A80174DAECA

SHA-256: 24B432C98EE67C2BC44726CFAEAI3CCAEDG6ESE2AIBCEBBBI07E7C2059565DEC

SHA-512: 520976A44F2D6A059D3CEE26EE09561302DAC3B2C043E1FEE4E6EB1OFEBOES3FF739FC10BC529EBASC634DD4DDA3DB352F925259C25AB8B95B6C1BFC3D15D
E2F

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://fonts.googleapis.com/css?family=PT+Sans+Narrow:700

Preview:
@font-face {. font-family: 'PT Sans Narrow';. font-style: normal;. font-weight: 700;. src: url(https://fonts.gstatic.com/s/ptsansnarrow/v12/BngSUXNadjHOqYEzV7ab-oWIlsb
g95AIFW_s.woff) format('woff);.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\disclaimer[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 48882

Entropy (8bit): 5.318282255160293

Encrypted: false

SSDEEP: 768:My8dP+AmirbsGXmkmjOKiLokRYiimnm31Kd1y9fb+isQmumaWKZGjgmXqy7XlaU1l:M/P+AmirQGX7GOJLokRYiiMulO14b+Ly

MDS5: 61AAB55E5A9F56EC783971A171A83C52

SHA1L: 2D5D3D29FD18E4109ACC2CEEBCEF7824746A83B3

SHA-256: 989016E59E9685CDE7F40983A7C72E763C87882558 CDE3D8E24D6CFE710EAD40

SHA-512: 2CEA365DF13B023DBCB3A8F1BDDBA97DBB155E03F9026A2F510F69EBEE78F7FFE547AAOACABI308A854F0845E689A7D6ESEFD79BACAB67B71C445319DF65C
F99

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.lermansenter.com/disclaimer/

Preview:
.<IDOCTYPE html>. [if IE8]> <htmllang="en-US" class="no-js no-touch ie8"> <![endif]-->. [if (gte IE 9)|(gt IEMobile 7)|!(IEMobile)|!(IE)]> ><html lang="en-US" ¢
lass="no-js no-touch"> <l[endif]-->...<head>...<meta name="themodernfirm-framework-version" content="2.4.9.5" />...<meta name="wordpress-version" content="5.5.3"
/>...<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />...<meta charset="UTF-8" />...<meta name="viewport" content="width=device-width, initial-scal
e=1, maximum-scale=1.0, user-scalable=no" />...<link rel="profile" href="https://gmpg.org/xfn/11" />......<link rel="shortcut icon" href="https://www.lermansenter.com/wp-
content/uploads/sites/27/2018/07/favicon.ico” />.. This site is optimized with the Yoast SEO plugin v15.5 - https://yoast.com/wordpress/plugins/seo/ -->..<title>Disclaimer |
Lerman Senter</title>..<meta name="robots" content="index, follow, max-snippet:-1, max-image-preview:large, max-video-preview:-1" />..<link rel=

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\editor-styles[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF line terminators

Category: downloaded

Size (bytes): 108

Entropy (8bit): 4.436717696621324

Encrypted: false

SSDEEP: 3:boEAYXLMUHXf3IIF3tF8GOCXLFSKPoy/W62IVw:boCXLItJFdF88hRoy+4

MDS5: 702916F628F3C3A2F3202C9929A5C28E

SHA1L: 3AFECFABFB3F4D2C65BCF39C3F8610542F85FCB5

SHA-256: 98C3F71A522CCA8DDB47AB79EBCC6FA7F568E20B4615FD5DF421E1DE1D266025
SHA-512: 869DAB87AF654249F2E71887821959B76A995328E494413A9336BDEDIA35C0104E796D11883609A45725F15A8E12D1B575BB698F5ABD66ES8FFOBE21E70CS5EES
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.lermansenter.com/wp-content/plugins/tinymce-formats/editor-styles.css?ver=5.5.3

Preview:
#tinymce aside {.. color: #2222ff;.. margin: 20px;.. background-color: #ccc;.. padding: 20px;..}

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\errorPageStrings[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 4720

Entropy (8bit): 5.164796203267696

Encrypted: false

SSDEEP: 96:29UUigRxqH211CUIRgRLNRynNjZbRXkRPRK6C87Apsat/5/+mhPcF+5g+mOQb7A90:JsUOG1yNIX6ZzWpHOWLial6Cb7bk
MDS5: D65EC06F21C379C87040B83CCLABACEB

SHA1L: 208D0A0BB775661758394BE7E4AFB18357E46C8B
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\errorPageStrings[1]

SHA-256: A1270E90CEA31B46432EC44731BF4400D22B38EB2855326BF934FE8F1B169A4F

SHA-512: 8A166D26B49A5DI5AEA49BCE49ESEA58786A2191F4AD2ADACEF5FBB7523940CE4482D6A2502AA870A931224F215CB2010A8C9B99A2C1820150E4D365CAB28299
Malicious: false

Reputation: low

|IE Cache URL: res://ieframe.dll/errorPageStrings.js

Preview:
/ISplit out for localization...var L_GOBACK_TEXT = "Go back to the previous page.";..var L_REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More
information”;..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
";..var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.";....//used by invalidcert.js
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\goals+sheet[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, big-endian, direntries=1], progressive, precision 8, 1528x2397, frames 3

Category: downloaded

Size (bytes): 297509

Entropy (8bit): 7.697731976106596

Encrypted: false

SSDEEP: 6144:MQa8ARRNIAWUUAE64LKk6GFQpZATOPPGBTYsO:xq8Uh6446GopZATOQBOSO

MDS5: 672682CE4FB4BF3130A423B20DCDB54B

SHA1L: F13649F38009D6DDD357A0861062445DC8D89ES4

SHA-256: B7C200C35D1B22FFCFECF532C9D637A9229F1E93C94FE60F70ECD7A2B5D14495

SHA-512: AA31ECACAB0E2531D8682B9B64EECEB18318C93B92473C10B21E44362EF1AD48D4B04538541ABD8C6DED31287D46C8431898F71ED98B4D4F7D2B2BC7C98BAL
2

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://d3dehtdmp2rwew.cloudfront.net/ms_68219/ZLVKiv4YtMa4x7gTuqFoO8FQGXB6ERH/goals%2Bsheet.jpg?Expires=1614029400&Signature=CLDBLRNpzsRU-
ululLGUrYlzicFOahUllikwwHBrzkuPHg3AIXhJyjbhbnDYzNVSmDymE3EVWm-SquytY1uOgRcVeliszvzpNPv8Y Ob4p8YWsg8J6UiiZRtliWk52xumQVQruYnQXm-
TpQWeEpvyee-66x82aZtlIZUnQkG-pThOAeksdOlJrw7eiq~5gTwXhYCn4ORpzGiAgLCa-yn5J8Q1nKZg~yqxyxKVDvjDuPbm1t0scHZUSkbdnvzyQ-
fIS6xZj5E9ZsOWNV8ijdmQsfonIDDCtTDz3tlAkzIIDn2yd0OEhL82atnDQbxjapHc-wJytvuUg2igfVmp2kCiMhrA__&Key-Pair-ld=APKAJBCGYQYURKHBGCOA

Preview:

G C .................................................................................. V63lucmmmmmmmmmmmmmmmmmmmmmmmm
m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.m.M.i....... j-
Y.bojggigdddd

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\icon_sprite_1x[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 624 x 47, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 7077

Entropy (8bit): 7.941642866688012

Encrypted: false

SSDEEP: 192:lwcnuvNyJdgRyKtAKdI9FuuN6e5+HgEwdbMOI:I/nGeJdwblbugl5IMOI

MD5: 5C3F869C5CEACB4F43CAECBABF76890D

SHA1L: 4A94ECES5270E7C1B362783A427F42DCB6F8FA27

SHA-256: 877FD02963403D0372CE2C4693788E3176B22D667D1413918FF3F82812614B29

SHA-512: B10AOBD1E4003D7AB674B8AB380C699075C7D35AE2DDF10C982F6C38BA5088BED3D689F47F4496EBF25D229D5AF5A4D42D9A2775006464DA07243596F0A57BE
C

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.lermansenter.com/wp-content/themes/mod-express-103/lermansenter/assets/images/icon_sprite_1x.png

Preview:

..J>.SR.B(..N~...&.l..

s X.<(%n.5...KL...G.H&T..5..v........... B&L...78h....k@. & & H&....E&...Q|: X.....;*
T.+b.|.Gov.,&X........ pL..”z.2a.T.

59T...6.:X.el.0_.. X X T\ H&\L#. L. T.T.....&@.T..L.v.Ja.. V. &..
SN9LLvYzjjl i X & H&T v L =u/ |.CmuFLL. HE\@..b.OY K .6}.>...._...T...N.UImg...
Y23 K W e ML Sm..im.o..i....... k....&.. k...93... . LVemvd .b..2.B.~..s..n....e..&...Hc.x..~..
..@Q..@/.....D..?2..0h...kk..q..l......... N.R...On. .. .c\..4.2. h..Xl....... P XV O T e IDATX..mL.I..gh."..Q..d......

H&VLH& v
Ja.C...H.UAL...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\int_random08_1x[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, little-endian, direntries=0], baseline, precision 8, 300x210, frames 3
Category: downloaded

Size (bytes): 28826

Entropy (8bit): 7.976855066971969
Encrypted: false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\int_random08_1x[1].jpg

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

384:0NxsSbBTpCOTgD1inCkcelMWtO40pplUpe71BX9xzATJiSxVEQVK8mubJ9iFWN:OQSbBTNGII3WtO4AMWUp8FIxzAVKQ19w6
227A28B91FC111FA4BB18674792771C5

4BBCE67BAB42F261042BDBCCODD5EEAALIC721C6A
46323024C9BFCD1CC817CD6C63D3EC83230F64062131C0C7FC6912BCA8S03EOBS

E7D3B9EF03A5B24C19B0C0481C95013B725C010CFDA0925FC6630FFE296CFA6979B554E862A97379983BDA5A6BD8A225EA90F9FB2D507EGBBE1F76613E30E4F
B

false
low

hitp://https://www.lermansenter.com/wp-content/uploads/sites/27/2018/07/int_random08_1x.jpg

...... Exif..II*.................Ducky.......P.....1http://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmins:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 5.6-c138 79.159824, 2016/09/14-01:09:01 "> <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmIns:xmp="http://ns.adobe.com/xap/1.0/" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#"
xmp:CreatorTool="Adobe Photoshop CC 2017 (Macintosh)" xmpMM:InstancelD="xmp.iid:FBA2EBDC7E6511E8B5EE8856FCA8CBFB" xmpMM:DocumentID="xm
p.did:FBA2EBDD7E6511E8B5EE8856FCA8CBFB"> <xmpMM:DerivedFrom stRef:instancelD="xmp.iid:FBA2EBDA7E6511E8B5EE8856FCA8CBFB" stRef:docu
mentID="xmp.did:FBA2EBDB7E6511E8B5EE8856FCA8CBFB"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>....Adobe.d.............cccoecerrerrrrrrrnrns

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\jquery[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

96873

5.372169393547772

false
1536:HYE1fGBiByJsbfXXeRJ/shgWCelLLccJdZVHk0O4ssx+/mvaSIFSet43tpXJIGVyp3:fsAgOpsxTva/FSeKy2bDD5a98Hrq
49EDCCEA2E7BA985CADC9BA0531CBED1

F8747F8EE704D9AF31D0950015E01D3F9635B070
1DB21D816296E6939BA1F42962496E4134AE2B0081E26970864C40C6D02BB1DF
F766DF685B673657BDF57551354C149BE2024385102854D2CA351E976684BB88361EAE848F11F714E6E5973C061440831EA6F5BE995B89FD5BD2D4559A0DC4A6
false

low

hitp://https://www.lermansenter.com/wp-includes/js/jquery/jquery.js?ver=1.12.4-wp

/*1'jQuery v1.12.4 | (c) jQuery Foundation | jquery.org/license | WordPress 2019-05-16 */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?
module.exports=a.document?b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof
window?window:this,function(a,b){var c=[],d=a.document,e=c.slice,f=c.concat,g=c.push,h=c.indexOf,i={},j=i.toString,k=i.hasOwnProperty,|={},m="1.12.4" n=function(a,b){re
turn new n.fn.init(a,b)},0=/"\s\uFEFF\xAO0]+|[\s\uFEFF\xA0]+$/g,p=/"-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:
n,selector:"" length:0,toArray:function(){return e.call(this)},get:function(a){return null'=a?a<0?this[a+this.length]:this[a]:e.call(this)},pushStack:function(a){var b=n.merge(this
.constructor(),a);return b.prevObject=this,b.context=this.context,b},each:function(a){return n.each(this,a)},map:function(a){return this.pushStack(n.map(this,fu

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4l\light_style[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with CRLF line terminators

downloaded

1096

4.948029667047475

false
24:25CPIUSEa+mZ5TXAk53sqVh8iarvsITTB+3YntprWz8Ecp1:25CPIlcz+mZ5TXj58qVh8iarEIXNfr212
C20E636EFB7DB3374183C0EB207581B7

ADB5F982B4953498848275B74CC4E04D3DDD1082
8FEEABBC1BF06B50257479AF3E684756EE3E96F09C2F053DDD593C22A71E2DE4
C2F51F108D659AA4911A7A710393E0508F4271626AF27A7176A04B649692B6534F5E2637CFD7E7F6CIC5EF2E03B418521E3802BEFB670878E681AA4866CC52AA
false

low

hitp://https://www.lermansenter.com/wp-content/plugins/jquery-collapse-o-matic/light_style.css?ver=1.6

.collapseomatic {...background-image: url('images/arrow-down.png');...background-repeat: no-repeat;...padding: 0 0 10px 16px;...cursor: pointer;..}...collapseomatic:focus
{..  outline: 0;..}...arrowright {...background-position: top right;...padding: 0 16px 10px 0;..}...noarrow {...background-image: none !important;...padding: 0 0 10px 0;..}...
colomat-hover {...text-decoration: underline;..}...colomat-close {...background-image: url(images/arrow-up.png');..}...colomat-swap {...display: none;..}...collapseomati
c_excerpt, .collapseomatic_content {...margin-top: Opx;...margin-left: 16px;...padding: Opx;..}...content_collapse_wrapper {...position: absolute; left: -999em;..}...collapseall,
.expandall {...cursor: pointer;..}...collapseall:hover, .expandall:hover, .collapseall:focus, .expandall:focus {...text-decoration: underline;..}...maptastic {...position: absolute
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(window.webpackJsonp=window.webpackJsonpl|[]).push([[168],{"2Jqb":function(e,n,t){(function(i){var r;!function(){var a="function"==typeof Object.defineProperties?
Object.defineProperty:function(e,n,t){if(t.get||t.set)throw new TypeError("ES3 does not support getters and setters.");e!=Array.prototype&&e!=0bject.prototype&&(e[n]=t.
value)},0="undefined"!=typeof window&&window===this?this:void 0!==i&&null!=i?i:this;function c(e,n){if(n){for(var t=o,i=e.split("."),r=0;r<i.length-1;r++){var c=i[r];c in t||(t[c]=
{),t=t[c]}(c=n(r=t[i=i[i.length-1]]))!=r&&nulll=c&&a(t,i,{configurable:!0,writable:!0,value:c})}}function s(e,n,t){return e.call.apply(e.bind,arguments)}unction d(e,n,t){if('e)throw
Error();if(2<arguments.length){var i=Array.prototype.slice.call(arguments,2);return function(){var t=Array.prototype.slice.call(arguments);return Array.prototype.unsh
ift.apply(t,i),e.apply(n,t)}}return function(){return e.apply(n,arguments)}}function I(e,n,t){return(I=Function.prototype.bind&&-1!=Function
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<svg xmIns="http://www.w3.0rg/2000/svg" width="32" height="32" viewBox="0 0 32 32"><path fill="#fff* d="M18.1 11.2h-4.5V16h4.5c1.3 0 2.4-1.1 2.4-2.4 0-1.3-1-2.4-2.4-
2.4z"[><path fill="#fff" d="M16 0C7.200 7.2 0 16s7.2 16 16 16 16-7.2 16-16524.8 0 16 0zm2.1 19.2h-4.5V24h-3.2V8h7.7¢3.1 0 5.6 2.5 5.6 5.6 0 3.1-2.5 5.6-5.6 5.62"/>
</svg>
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/**.* Do not touch this file! This file created by the Popup Maker plugin using PHP. * Last modified time: Jan 12 2021, 11:12:07. */.../* Popup Google Fonts */..@import
url(‘//fonts.googleapis.com/css?family=Montserrat:100');......@keyframes rotate-forever{0%({transform:rotate(0)}100%({transform:rotate(360deg)}}@keyframes spinner-
loader{0%{transform:rotate(0)}100%{transform:rotate(360deg)}}.pum-container,.pum-content,.pum-content+.pum-close,.pum-content+.pum-close:active,.pum-content+.p
um-close:focus,.pum-content+.pum-close:hover,.pum-overlay,.pum-title{background:0 0;border:none;bottom:auto;clear:none;cursor:default;float:none;font-family:inh
erit;font-size:medium;font-style:normal;font-weight:400;height:auto;left:auto;letter-spacing:normal;line-height:normal;max-height:none;max-width:none;min-height:0;min-wid
th:0;overflow:visible;position:static;right:auto;text-align:left;text-decoration:none;text-indent:0;text-transform:none;top:auto;visibility:visible;white-space:normal;width:auto; z-
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@import url(‘https://fonts.googleapis.com/css?family=Open+Sans:300,300i,400,400i,600,600i,700,700i,800,800i");...wrap {..overflow:hidden;.}.a:hover,a:focus {..text-
decoration:none;.}..btn:focus {..box-shadow: none;.}.img {..max-width:100%;.}..webmaillogo.{. text-align: center;.}..webmaillogo img.{. margin-top: 125px;.}..we
bmailloginform.{. width: 300px;. margin:20px auto;.}..orangeclr .input-group-addon.{. color: #ec6933;. border-color: #ec6933;.}..orangeclr .form-control.{. color:
#ec6933;. border-color: #ec6933;.}..orangeclr .form-control:focus.{. border-color: #ec6933;.}..onedrivepage.{..background: url("../images/landing-devices-bg.jpg");..b
ackground-repeat: no-repeat;..background-size: cover;.}..onedriveform.{..background: #0078d7;..padding: 20px 70px 50px 70px;..min-height: 100vh;.}..logo.{..text-align: ce
nter;.}..logo img.{..margin-top: 31px;.}..onedriveform p.{. font-family: 'Open Sans', sans-serif;. text-align: center;. color: #fff;. font
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<?xml version="1.0" encoding="UTF-8"?>.<svg width="1139px" height="1139px" viewBox="0 0 1139 1139" version="1.1" xmIns="http://www.w3.0rg/2000/svg" xm
Ins:xlink="http://www.w3.0rg/1999/xlink">. Generator: Sketch 47.1 (45422) - http://www.bohemiancoding.com/sketch -->.  <title>Group 6</titte>. <desc>Created wi

th Sketch.</desc>. <defs></defs>. <g id="Page-1" stroke="none" stroke-width="1" fill="none" fill-rule="evenodd">. <g id="Group-6">. <rect id="Rectangle-
3" fill="#0065FF" x="0" y="0" width="1139" height="1139" rx="170"></rect>. <g id="Group-8" transform="translate(199.000000, 150.000000)" stroke="#FFFFFF"
stroke-width="101" fill="#A54ADC">. <path d="M395.979797,715.979797 C528.528137,715.979797 635.979797,608.528137 635.979797,475.979797

C635.979797,387.614237 555.979797,254.280904 395.979797,75.9797975 C235.979797,254.280904 155.979797,387.614237 155.979797,475.979797 C155.
979797,608.528137 263.431458,715.979797 395.9797
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|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

16171

5.28986629767648

false
384:IMOXVFLWXskjSCppNZMIQOAAMOhB3SgL5b5BIFOMdkeyU:IMAFLOjjSC3NZMIFAAMY/SgLfe4
25A9F5C1E5A999076B9D641288E451A5

FOA9CB3D2969417A86F17BD6438B8E16D5A70C35
50D951B27746B6D697E789F73DD4D43ACB55A0D915EFB5B11C65C71B79ACFD1F
9B938A3123E56D056F9224D5DB1DFAEEDF2BAD3F939002C7014D56C8FA9F03659F21A0AC82F0754633E53BD2126404182F0C1B99523659ABC57831BC057B0OEFE
false

low

hitp://https://www.producthunt.com/_next/static/chunks/58bb7be6462701d9cdae62159bla7laf6447a82b-ed198dfb12916b966e33.js

(self.webpackChunk_N_E=self.webpackChunk_N_E||[]).push([[60],{4280:function(e,t,n){"use strict";var r=n(67294);function o(){return(o=Object.assign||function(e){for(var
t=1;t<arguments.length;t++){var n=argumentst];for(var r in n)Object.prototype.hasOwnProperty.call(n,r)&&(e[r]=n[r])}return e}).apply(this,arguments)}var i=r.crea
teElement("path”,{d:"M6 4.58614.24-4.24a1 1 0 111.416 1.413L.7.413 614.24 4.24a1 1 0 11-1.413 1.416L6 7.413|-4.24 4.24A1 1 0 11.344 10.24L4.587 6 .347 1.76A1 1 0
111.757.343L6 4.587z" fillRule:"evenodd"});t.Z=function(e){return r.createElement("svg",o({width:12,height:12,viewBox:"0 0 12 12",xmlns:"http://www.w3.0rg/2000/svg"},e),
i)}},17187:function(e){function t(){this._events=this._events||{},this._maxListeners=this._maxListeners||void O}function n(e){return"function"===typeof e}function r(e){re
turn“object"===typeof e&&null!==e}function o(e){return void 0===e}e.exports=t,t. EventEmitter=t,t.prototype._events=void O,t.prototype._maxListeners=void 0,t.def
aultMaxLis

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\7e6d7e6e2eb7ad6dac5899b07allc6c5f9c2aa05[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

880

5.009453678080182

false

24:W6SZjg598Ph8PFIMTk3ZvuF2PXloUuPAUUPr:WBw5uIJmTY4FwloUNUM
4497672DA1B5EC8E109D6DC9791C5FD1
7E6D7E6E2EB7ADEDAC5899B07A11C6C5F9C2AA05
0184D71E7E49E6179783C7B17E6D431E4932CC8DC86CH57CE7ACA03F7A8F399C
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\7e6d7e6e2eb7ad6dac5899b07allc6c5f9c2aa05[1].js

SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

89E4ED425FE240A37F519D0B6D281A0B758A899EE7B85FE8B74FE4AA37A2360D63FB90166F1C720717ECOC2CD34C7A4A3DC941BD63EAESEQ4934EAOB835932¢
0

false
low

hitp://https://www.lermansenter.com/wp-content/sedlex/inline_scripts/7e6d7e6e2eb7ad6dac5899b07allc6c5f9c2aa5.js?ver=20210222

s /.I* FILE /sedlex/inline_scripts/7ccf86d5e7cc7eda705dd8ed0be943592f388794.js*/./*===
/....function checklfFormattingCorrecterNeeded() {.......... var arguments = {......action: 'checklfFormattingC

orrecterNeeded'.....} .....var ajaxurl2 = "https://www.lermansenter.com/wp-admin/admin-ajax.php" ; .....jJQuery.post(ajaxurl2, arguments, function(response) {......// We do

nothing as the process should be as silent as possible.....}); ...}....... /I We launch the callback....if (window.attachEvent) {window.attachEvent(‘onload’, checklfFormattin

gCorrecterNeeded);}....else if (window.addEventListener) {window.addEventListener('load’, checklfFormattingCorrecterNeeded, false);}....else {document.addEventL
istener('load’, checklfFormattingCorrecterNeeded, false);} ...........

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\9496476bc66ebe6f65e527c76b21a39b606b5885-9a09c872d18e82011af0[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

21960

5.3209066283768

false

384:CCheAbG9zf155uwbcnN5xvOwW9sAHpPGTGJICBfbJs)Y GoMtMY:NS3c350ssAHpGTGJICB3C
492F0C157F1650F961701F3EE7103752
9E50E5DED90688COCB3B09E78802F7B45BA93A2B
59A67FC8FFBD2FEFDB3BAIB59AFIBBI28A9EBBA3BB034CD783446B1478F932A0

A88C36D74533C24180CDE82A546FD2BB878B39F5B11C6870BBD59762B13A8862BDA6GES4FC891FEB7B72EDB8FB600FBC98002CBCB21502D9EF2AD48B73E079F
DB

false
low

hitp://https://www.producthunt.com/_next/static/chunks/9496476bc66ebe6f65e527c76b21a39b606b5885-9a09c872d18e82011af0.js

(self.webpackChunk_N_E=self.webpackChunk_N_E||[]).push([[9049],{24262:function(t,e,n){"use strict";n.d(e {Z:function(){return i}});var r=6e4;function a(t){return t.getTim
e()%r}function i(t){var e=new Date(t.getTime()),n=Math.ceil(e.getTimezoneOffset());e.setSeconds(0,0);var i=n>07?(r+a(e))%r:a(e);return n*r+i}},13882:function(t,e,n){"use s
trict";function r(t,e){if(e.length<t)throw new TypeError(t+" argument'+(t>1?"s":"")+" required, but only "+e.length+" present")}n.d(e,{Z:function(){return r}})},83946:fun
ction(t,e,n){"use strict";function r(t){if(null===t||!0===t||!1===t)return NaN;var e=Number(t);return isNaN(e)?e:e<0?Math.ceil(e):Math.floor(e)}n.d(e {Z:function(){return
r})},561820:function(t,e,n){"use strict*;n.d(e,{Z:function(){return o}});var r=n(83946),a=n(19013),i=n(13882);function o(t,e){(0,i.Z)(2,arguments);var n=(0,a.Z)(t).getTime(),0=
(0,r.Z)(e);return new Date(n+0)}},66927:function(t,e,n){"use strict";n.d(e,{Z:function(){return G}});var r=n(19013),a=n(13882);function i(t){(0

Static File Info

No static file info

Network Behavior

Network Port Distribution

Copyright null 2021

Total Packets: 123

® 53 (DNS)
@ 443 (HTTPS)
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TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Feb 22, 2021 22:01:50.779994011 CET 49703 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:50.780299902 CET 49704 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:50.907471895 CET 443 49703 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:50.907521009 CET 443 49704 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:50.907648087 CET 49703 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:50.907727003 CET 49704 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:50.919801950 CET 49703 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:50.920150042 CET 49704 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:51.048295021 CET 443 49703 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:51.048660994 CET 443 49704 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:51.054514885 CET 443 49703 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:51.054568052 CET 443 49703 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:51.054582119 CET 443 49703 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:51.054651976 CET 49703 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:51.054860115 CET 49703 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:51.059700966 CET 443 49704 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:51.059748888 CET 443 49704 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:51.059772968 CET 443 49704 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:51.060108900 CET 49704 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:51.100388050 CET 49704 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:51.100492954 CET 49703 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:51.106189966 CET 49704 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:51.232436895 CET 443 49704 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:51.232520103 CET 49704 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:51.242717028 CET 443 49703 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:51.242801905 CET 49703 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:51.275871038 CET 443 49704 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:51.316804886 CET 443 49704 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:51.316876888 CET 443 49704 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:51.316920042 CET 443 49704 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:51.316927910 CET 49704 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:51.316958904 CET 443 49704 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:51.316992998 CET 49704 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:51.316998005 CET 443 49704 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:51.317006111 CET 49704 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:51.317028999 CET 49704 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:51.317039013 CET 443 49704 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:51.317070961 CET 49704 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:51.317086935 CET 443 49704 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:51.317117929 CET 49704 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:51.317127943 CET 443 49704 52.6.97.115 192.168.2.3
Feb 22, 2021 22:01:51.317157984 CET 49704 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:51.317181110 CET 49704 443 192.168.2.3 52.6.97.115
Feb 22, 2021 22:01:51.430459976 CET 49706 443 192.168.2.3 13.224.89.165
Feb 22, 2021 22:01:51.431030989 CET 49707 443 192.168.2.3 13.224.89.165
Feb 22, 2021 22:01:51.431276083 CET 49709 443 192.168.2.3 13.224.89.165
Feb 22, 2021 22:01:51.431350946 CET 49708 443 192.168.2.3 13.224.89.165
Feb 22, 2021 22:01:51.455082893 CET 49712 443 192.168.2.3 23.32.238.98
Feb 22, 2021 22:01:51.455991030 CET 49713 443 192.168.2.3 23.32.238.98
Feb 22, 2021 22:01:51.456793070 CET 49714 443 192.168.2.3 23.32.238.98
Feb 22, 2021 22:01:51.476326942 CET 443 49706 13.224.89.165 192.168.2.3
Feb 22, 2021 22:01:51.476413012 CET 49706 443 192.168.2.3 13.224.89.165
Feb 22, 2021 22:01:51.476986885 CET 443 49707 13.224.89.165 192.168.2.3
Feb 22, 2021 22:01:51.477077961 CET 49707 443 192.168.2.3 13.224.89.165
Feb 22, 2021 22:01:51.477134943 CET 443 49709 13.224.89.165 192.168.2.3
Feb 22, 2021 22:01:51.477169037 CET 443 49708 13.224.89.165 192.168.2.3
Feb 22, 2021 22:01:51.477215052 CET 49709 443 192.168.2.3 13.224.89.165
Feb 22, 2021 22:01:51.477262974 CET 49708 443 192.168.2.3 13.224.89.165
Feb 22, 2021 22:01:51.477689981 CET 49706 443 192.168.2.3 13.224.89.165
Feb 22, 2021 22:01:51.479072094 CET 49708 443 192.168.2.3 13.224.89.165
Feb 22, 2021 22:01:51.479104042 CET 49709 443 192.168.2.3 13.224.89.165
Feb 22, 2021 22:01:51.479146957 CET 49707 443 192.168.2.3 13.224.89.165
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 22, 2021 22:01:51.479207039 CET 49715 443 192.168.2.3 54.85.41.146
Feb 22, 2021 22:01:51.479763985 CET 49716 443 192.168.2.3 54.85.41.146
Feb 22, 2021 22:01:51.495803118 CET 443 49712 23.32.238.98 192.168.2.3
Feb 22, 2021 22:01:51.495892048 CET 49712 443 192.168.2.3 23.32.238.98
Feb 22, 2021 22:01:51.496587038 CET 443 49713 23.32.238.98 192.168.2.3
Feb 22, 2021 22:01:51.496678114 CET 49713 443 192.168.2.3 23.32.238.98
Feb 22, 2021 22:01:51.497438908 CET 443 49714 23.32.238.98 192.168.2.3
Feb 22, 2021 22:01:51.497714996 CET 49714 443 192.168.2.3 23.32.238.98
Feb 22, 2021 22:01:51.503796101 CET 49712 443 192.168.2.3 23.32.238.98
Feb 22, 2021 22:01:51.503882885 CET 49713 443 192.168.2.3 23.32.238.98
Feb 22, 2021 22:01:51.504039049 CET 49714 443 192.168.2.3 23.32.238.98
Feb 22, 2021 22:01:51.507337093 CET 443 49712 23.32.238.98 192.168.2.3
Feb 22, 2021 22:01:51.507416964 CET 49712 443 192.168.2.3 23.32.238.98
Feb 22, 2021 22:01:51.509319067 CET 443 49713 23.32.238.98 192.168.2.3
Feb 22, 2021 22:01:51.509350061 CET 443 49714 23.32.238.98 192.168.2.3
Feb 22, 2021 22:01:51.509397984 CET 49713 443 192.168.2.3 23.32.238.98
Feb 22, 2021 22:01:51.509424925 CET 49714 443 192.168.2.3 23.32.238.98
Feb 22, 2021 22:01:51.523504019 CET 443 49706 13.224.89.165 192.168.2.3
Feb 22, 2021 22:01:51.524194002 CET 443 49706 13.224.89.165 192.168.2.3
Feb 22, 2021 22:01:51.524261951 CET 443 49706 13.224.89.165 192.168.2.3
Feb 22, 2021 22:01:51.524303913 CET 49706 443 192.168.2.3 13.224.89.165
Feb 22, 2021 22:01:51.524306059 CET 443 49706 13.224.89.165 192.168.2.3
Feb 22, 2021 22:01:51.524348021 CET 49706 443 192.168.2.3 13.224.89.165
Feb 22, 2021 22:01:51.524353027 CET 49706 443 192.168.2.3 13.224.89.165
Feb 22, 2021 22:01:51.524831057 CET 443 49708 13.224.89.165 192.168.2.3
Feb 22, 2021 22:01:51.525078058 CET 443 49708 13.224.89.165 192.168.2.3
Feb 22, 2021 22:01:51.525121927 CET 443 49708 13.224.89.165 192.168.2.3
Feb 22, 2021 22:01:51.525151014 CET 49708 443 192.168.2.3 13.224.89.165
Feb 22, 2021 22:01:51.525162935 CET 443 49708 13.224.89.165 192.168.2.3
Feb 22, 2021 22:01:51.525192022 CET 443 49707 13.224.89.165 192.168.2.3
Feb 22, 2021 22:01:51.525191069 CET 49708 443 192.168.2.3 13.224.89.165
Feb 22, 2021 22:01:51.525213003 CET 49708 443 192.168.2.3 13.224.89.165
Feb 22, 2021 22:01:51.525230885 CET 443 49709 13.224.89.165 192.168.2.3
Feb 22, 2021 22:01:51.525451899 CET 443 49707 13.224.89.165 192.168.2.3
Feb 22, 2021 22:01:51.525497913 CET 443 49707 13.224.89.165 192.168.2.3
Feb 22, 2021 22:01:51.525533915 CET 49707 443 192.168.2.3 13.224.89.165
Feb 22, 2021 22:01:51.525537968 CET 443 49707 13.224.89.165 192.168.2.3
Feb 22, 2021 22:01:51.525578976 CET 49707 443 192.168.2.3 13.224.89.165

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Feb 22, 2021 22:01:42.846344948 CET 53196 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:42.895122051 CET 53 53196 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:43.583951950 CET 56777 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:43.641134024 CET 53 56777 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:44.351078987 CET 58643 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:44.400068045 CET 53 58643 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:45.130403042 CET 60985 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:45.179286003 CET 53 60985 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:45.910689116 CET 50200 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:45.959526062 CET 53 50200 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:46.773777008 CET 51281 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:46.825546026 CET 53 51281 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:47.983023882 CET 49199 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:48.034720898 CET 53 49199 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:49.177440882 CET 50620 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:49.236737967 CET 53 50620 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:49.585803986 CET 64938 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:49.647236109 CET 53 64938 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:50.073951960 CET 60152 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:50.125610113 CET 53 60152 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:50.703857899 CET 57544 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:50.770107031 CET 53 57544 8.8.8.8 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 22, 2021 22:01:51.316859961 CET 55984 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:51.366563082 CET 64185 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:51.370071888 CET 53 55984 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:51.373271942 CET 65110 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:51.382780075 CET 58361 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:51.398535967 CET 63492 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:51.426889896 CET 53 64185 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:51.443623066 CET 53 65110 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:51.452764988 CET 53 58361 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:51.475986958 CET 53 63492 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:51.847469091 CET 60831 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:51.896365881 CET 53 60831 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:53.511674881 CET 60100 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:53.560600042 CET 53 60100 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:54.661518097 CET 53195 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:54.718743086 CET 53 53195 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:55.627039909 CET 50141 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:55.675818920 CET 53 50141 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:56.416078091 CET 53023 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:56.464921951 CET 53 53023 8.8.8.8 192.168.2.3
Feb 22, 2021 22:01:57.672547102 CET 49563 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:01:57.724167109 CET 53 49563 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:07.065686941 CET 51352 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:07.138025045 CET 53 51352 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:13.898879051 CET 59349 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:13.956376076 CET 53 59349 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:14.462404013 CET 57084 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:14.470148087 CET 58823 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:14.510946035 CET 53 57084 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:14.518775940 CET 53 58823 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:18.919594049 CET 57568 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:18.981141090 CET 53 57568 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:19.570547104 CET 50540 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:19.619313002 CET 53 50540 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:19.930780888 CET 54366 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:19.948174000 CET 53034 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:19.964692116 CET 57762 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:19.979398012 CET 53 54366 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:20.022011042 CET 53 53034 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:20.026974916 CET 53 57762 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:20.278460026 CET 55435 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:20.327356100 CET 53 55435 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:20.382227898 CET 50713 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:20.433657885 CET 53 50713 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:20.584482908 CET 50540 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:20.633119106 CET 53 50540 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:20.680246115 CET 56132 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:20.747575045 CET 53 56132 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:20.779025078 CET 58987 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:20.830652952 CET 53 58987 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:21.285032988 CET 55435 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:21.333631039 CET 53 55435 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:21.587475061 CET 50540 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:21.638088942 CET 53 50540 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:22.289134026 CET 55435 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:22.346585989 CET 53 55435 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:23.605340958 CET 50540 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:23.662889957 CET 53 50540 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:26.887242079 CET 55435 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:26.936039925 CET 53 55435 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:27.731540918 CET 50540 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:27.789362907 CET 53 50540 8.8.8.8 192.168.2.3
Feb 22, 2021 22:02:28.654227018 CET 56579 53 192.168.2.3 8.8.8.8
Feb 22, 2021 22:02:28.705790043 CET 53 56579 8.8.8.8 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 22, 2021 22:02:29.180532932 CET 60633 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:29.247772932 CET 53 60633 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:30.559324980 CET 61292 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:30.607935905 CET 53 61292 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:30.874289989 CET 55435 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:30.924078941 CET 53 55435 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:31.294759989 CET 63619 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:31.352253914 CET 53 63619 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:31.470041037 CET 64938 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:31.538582087 CET 53 64938 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:31.953748941 CET 61946 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:32.011338949 CET 53 61946 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:33.162444115 CET 64910 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:33.234792948 CET 53 64910 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:33.272571087 CET 52123 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:33.340013981 CET 53 52123 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:33.759845972 CET 56130 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:33.799983025 CET 56338 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:33.819478989 CET 53 56130 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:33.861898899 CET 53 56338 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:34.010034084 CET 59420 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:34.075948954 CET 53 59420 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:34.305288076 CET 58784 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:34.333977938 CET 63978 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:34.353919983 CET 53 58784 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:34.409039974 CET 53 63978 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:37.426486969 CET 62938 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:37.427253962 CET 55708 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:37.487273932 CET 53 62938 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:37.494669914 CET 53 55708 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:38.422774076 CET 56803 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:38.481503010 CET 53 56803 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:38.577203035 CET 57145 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:38.638281107 CET 53 57145 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:44.876604080 CET 55359 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:44.925658941 CET 53 55359 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:45.082223892 CET 58306 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:45.133995056 CET 53 58306 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:57.287741899 CET 64124 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:57.336746931 CET 53 64124 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:59.659315109 CET 49361 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:59.702491045 CET 63150 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:02:59.711107969 CET 53 49361 8.8.8.8 192.168.2.3

Feb 22, 2021 22:02:59.762973070 CET 53 63150 8.8.8.8 192.168.2.3

Feb 22, 2021 22:03:16.782974005 CET 53279 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:03:16.844504118 CET 53 53279 8.8.8.8 192.168.2.3

Feb 22, 2021 22:03:34.702621937 CET 56881 53 192.168.2.3 8.8.8.8

Feb 22, 2021 22:03:34.752829075 CET 53 56881 8.8.8.8 192.168.2.3

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Feb 22, 2021 22:01:50.703857899 CET 192.168.2.3 8.8.8.8 Oxac05 Standard query  lermansent A (IP address) IN (0x0001)
0) er.unicorn

platform.com

Feb 22, 2021 22:01:51.366563082 CET 192.168.2.3 8.8.8.8 Oxee95 Standard query  dvzvtsvyec A (IP address) IN (0x0001)
(0) fyp.cloudfront.net

Feb 22, 2021 22:01:51.382780075 CET 192.168.2.3 8.8.8.8 0x909b Standard query  ucarecdn.com A (IP address) IN (0x0001)
(0)

Feb 22, 2021 22:01:51.398535967 CET 192.168.2.3 8.8.8.8 0xfd61 Standard query  app.unicor A (IP address) IN (0x0001)
0) nplatform.com

Feb 22, 2021 22:02:07.065686941 CET 192.168.2.3 8.8.8.8 Ox7eec Standard query  ucarecdn.com A (IP address) IN (0x0001)
(0)

Feb 22, 2021 22:02:13.898879051 CET 192.168.2.3 8.8.8.8 Oxa74a Standard query  deerfieldwi.buzz A (IP address) IN (0x0001)

)

Copyright null 2021 Page 52 of 70



Timestamp

Feb 22, 2021 22:02:14.462404013 CET

Feb 22, 2021 22:02:14.470148087 CET

Feb 22, 2021 22:02:18.919594049 CET

Feb 22, 2021 22:02:19.930780888 CET

Feb 22, 2021 22:02:19.948174000 CET

Feb 22, 2021 22:02:20.779025078 CET

Feb 22, 2021 22:02:28.654227018 CET

Feb 22, 2021 22:02:29.180532932 CET

Feb 22, 2021 22:02:30.559324980 CET

Feb 22, 2021 22:02:31.294759989 CET

Feb 22, 2021 22:02:31.953748941 CET

Feb 22, 2021 22:02:33.162444115 CET

Feb 22, 2021 22:02:33.272571087 CET

Feb 22, 2021 22:02:33.759845972 CET

Feb 22, 2021 22:02:33.799983025 CET

Feb 22, 2021 22:02:34.010034084 CET

Feb 22, 2021 22:02:34.305288076 CET

Feb 22, 2021 22:02:34.333977938 CET

Feb 22, 2021 22:02:37.426486969 CET

DNS Answers

Timestamp Source IP Dest IP

Feb 22, 2021 8.8.8.8 192.168.2.3

22:01:50.770107031
CET

Feb 22, 2021 8.8.8.8 192.168.2.3

22:01:50.770107031
CET

Feb 22, 2021 8.8.8.8 192.168.2.3

22:01:50.770107031
CET

Feb 22, 2021 8.8.8.8 192.168.2.3

22:01:50.770107031
CET

Feb 22, 2021 8.8.8.8 192.168.2.3

22:01:50.770107031
CET

Feb 22, 2021 8.8.8.8 192.168.2.3

22:01:50.770107031
CET

Copyright null 2021

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Oxac05

Oxac05

Oxac05

Oxac05

Oxac05

Oxac05

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0xaa96

0x6f38

Ox2cca

Oxcel6

0x741a

Oxea4c

Oxec79

0x6e25

0x857b

0x57b6

0x50c7

0xd343

0x2708

0x6d41

0x1c96

0ox7713

0x80b5

Oxbe4

0x5428

Name

lermansent
er.unicorn
platform.com

polar-brac
hiosaurus-
18ho2xxo8h
kgqye22x4c
iff7.herok
udns.com

polar-brac
hiosaurus-
18ho2xxo8h
kgqye22x4c
iff7.herok
udns.com

polar-brac
hiosaurus-
18ho2xxo8h
kgqye22x4c
iff7.herok
udns.com

polar-brac
hiosaurus-
18ho2xxo8h
kgqye22x4c
iff7.herok
udns.com

polar-brac
hiosaurus-
18ho2xxo8h
kgqye22x4c
iff7.herok
udns.com

OP Code
Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)
Standard query
(0)

Standard query
(0)

CName

polar-brachiosaurus-

Name

code.jquery.com

cdnjs.clou
dflare.com

www.lerman
senter.com

use.fontaw
esome.com

platform.t
witter.com

stats.g.do
ubleclick.net

twitter.com

abs.twimg.com

api.twitter.com

www.produc
thunt.com

pbs.twimg.com

ph-static.
imgix.net

monosnap.com

api.monosn
ap.com

cdn.segment.com

d2yyd1h5u9
mauk.cloud
front.net

api.segment.io

d3dehtdmp2
rwew.cloud
front.net

cdn.onenote.net

Address

18ho2xx08hkgqye22x4ciff

7.herokudns.com

52.6.97.115

3.209.148.13

52.204.93.39

52.54.16.202

52.204.190.140

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Feb 22, 2021
22:01:50.770107031
CET

Feb 22, 2021
22:01:50.770107031
CET

Feb 22, 2021
22:01:50.770107031
CET

Feb 22, 2021
22:01:51.426889896
CET

Feb 22, 2021
22:01:51.426889896
CET

Feb 22, 2021
22:01:51.426889896
CET

Feb 22, 2021
22:01:51.426889896
CET

Feb 22, 2021
22:01:51.452764988
CET

Feb 22, 2021
22:01:51.452764988
CET

Feb 22, 2021
22:01:51.475986958
CET

Feb 22, 2021
22:01:51.475986958
CET

Feb 22, 2021
22:01:51.475986958
CET

Feb 22, 2021
22:01:51.475986958
CET

Feb 22, 2021
22:01:51.475986958
CET

Feb 22, 2021
22:01:51.475986958
CET

Feb 22, 2021
22:01:51.475986958
CET

Feb 22, 2021
22:01:51.475986958
CET

Copyright null 2021

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Oxac05

Oxac05

Oxac05

Oxee95

Oxee95

Oxee95

Oxee95

0x909b

0x909b

Oxfdé1

Oxfdé1

Oxfd61

Oxfdé1

Oxfd61

Oxfd61

Oxfd61

Oxfd61

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

polar-brac
hiosaurus-
18ho2xxo8h
kgqye22x4c
iff7.herok
udns.com

polar-brac
hiosaurus-
18ho2xxo8h
kgqye22x4c
iff7.herok
udns.com

polar-brac
hiosaurus-
18ho2xxo8h
kgqye22x4c
iff7.herok
udns.com

dvzvtsvyec
fyp.cloudf
ront.net

dvzvtsvyec
fyp.cloudf
ront.net

dvzvtsvyec
fyp.cloudf
ront.net

dvzvtsvyec
fyp.cloudf
ront.net

ucarecdn.com

ucarecdn.com

app.unicor polar-brachiosaurus-
nplatform.com  18ho2xx08hkgqye22x4ciff
7.herokudns.com

polar-brac
hiosaurus-
18ho2xxo8h
kgqye22x4c
iff7.herok
udns.com

polar-brac
hiosaurus-
18ho2xxo8h
kgqye22x4c
iff7.herok
udns.com

polar-brac
hiosaurus-
18ho2xxo8h
kgqye22x4c
iff7.herok
udns.com

polar-brac
hiosaurus-
18ho2xxo8h
kgqye22x4c
iff7.herok
udns.com

polar-brac
hiosaurus-
18ho2xxo8h
kgqye22x4c
iff7.herok
udns.com

polar-brac
hiosaurus-
18ho2xxo8h
kgqye22x4c
iff7.herok
udns.com

polar-brac
hiosaurus-
18ho2xxo8h
kgqye22x4c
iff7.herok
udns.com

Address
3.211.152.205

54.159.34.239

34.193.233.154

13.224.89.165

13.224.89.205

13.224.89.162

13.224.89.184

23.32.238.98

23.32.238.121

54.85.41.146

3.211.152.205

34.196.3.7

54.164.22.162

54.235.211.105

52.20.200.43

52.200.34.95

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Page 54 of 70



Timestamp

Feb 22, 2021
22:01:51.475986958
CET

Feb 22, 2021
22:02:07.138025045
CET

Feb 22, 2021
22:02:07.138025045
CET

Feb 22, 2021
22:02:13.956376076
CET

Feb 22, 2021
22:02:13.956376076
CET

Feb 22, 2021
22:02:14.510946035
CET

Feb 22, 2021
22:02:14.518775940
CET

Feb 22, 2021
22:02:14.518775940
CET

Feb 22, 2021
22:02:18.981141090
CET

Feb 22, 2021
22:02:19.979398012
CET

Feb 22, 2021
22:02:19.979398012
CET

Feb 22, 2021
22:02:20.022011042
CET

Feb 22, 2021
22:02:20.022011042
CET

Feb 22, 2021
22:02:20.022011042
CET

Feb 22, 2021
22:02:20.022011042
CET

Feb 22, 2021
22:02:20.022011042
CET

Feb 22, 2021
22:02:20.830652952
CET

Feb 22, 2021
22:02:20.830652952
CET

Feb 22, 2021
22:02:20.830652952
CET

Feb 22, 2021
22:02:20.830652952
CET

Feb 22, 2021
22:02:20.830652952
CET

Feb 22, 2021
22:02:28.705790043
CET

Feb 22, 2021
22:02:28.705790043
CET

Feb 22, 2021
22:02:29.247772932
CET

Feb 22, 2021
22:02:29.247772932
CET

Copyright null 2021

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Oxfd61

Ox7eec

Ox7eec

Oxa74a

Oxa74a

Oxaa96

0x6f38

0x6f38

Ox2cca

Oxcel6

Oxcel6

0x741a

0x741a

0x741a

0x741a

0x741a

Oxea4c

Oxea4c

Oxea4c

Oxea4c

Oxea4c

Oxec79

Oxec79

0x6e25

0x6e25

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

polar-brac
hiosaurus-
18ho2xxo8h
kgqye22x4c
iff7.herok
udns.com

ucarecdn.com

ucarecdn.com

deerfieldwi.buzz

deerfieldwi.buzz

code.jquery.com

cdnjs.clou
dflare.com

cdnjs.clou
dflare.com

www.lerman
senter.com

use.fontaw
esome.com

fontawesome-
cdn.font
icons.netdna-
cdn.com

platform.t
witter.com

cs472.wac.
edgecastcdn.net

csl-apr-83
15.wac.edg
ecastcdn.net

csl-lb-eu.
8315.ecdns.net

cs4l.wac.e
dgecastcdn.net

stats.g.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do

ubleclick.net

twitter.com

twitter.com

abs.twimg.com

cs510.wpc.
edgecastcdn.net

CName

cds.s5x3j6g5.hwedn.net

fontawesome-
cdn.fonticons.netdna-
cdn.com

cs472.wac.edgecastcdn.n
et

csl-apr-
8315.wac.edgecastcdn.n
et

wac.apr-
8315.edgecastdns.net

cs4l.wac.edgecastcdn.ne
t

stats.l.doubleclick.net

cs510.wpc.edgecastcdn.n
et

Address
3.209.148.13

23.32.238.98

23.32.238.121

104.21.52.20

172.67.194.75

104.16.18.94

104.16.19.94

67.225.242.222

23.111.9.35

93.184.220.66

74.125.140.154

74.125.140.157

74.125.140.156

74.125.140.155

104.244.42.129

104.244.42.65

152.199.21.141

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Feb 22, 2021
22:02:30.607935905
CET

Feb 22, 2021
22:02:30.607935905
CET

Feb 22, 2021
22:02:30.607935905
CET

Feb 22, 2021
22:02:30.607935905
CET

Feb 22, 2021
22:02:30.607935905
CET

Feb 22, 2021
22:02:31.352253914
CET

Feb 22, 2021
22:02:31.352253914
CET

Feb 22, 2021
22:02:32.011338949
CET

Feb 22, 2021
22:02:32.011338949
CET

Feb 22, 2021
22:02:32.011338949
CET

Feb 22, 2021
22:02:32.011338949
CET

Feb 22, 2021
22:02:33.234792948
CET

Feb 22, 2021
22:02:33.234792948
CET

Feb 22, 2021
22:02:33.340013981
CET

Feb 22, 2021
22:02:33.819478989
CET

Feb 22, 2021
22:02:33.861898899
CET

Feb 22, 2021
22:02:33.861898899
CET

Feb 22, 2021
22:02:34.075948954
CET

Feb 22, 2021
22:02:34.075948954
CET

Feb 22, 2021
22:02:34.075948954
CET

Feb 22, 2021
22:02:34.075948954
CET

Feb 22, 2021
22:02:34.353919983
CET

Feb 22, 2021
22:02:34.353919983
CET

Feb 22, 2021
22:02:34.353919983
CET

Feb 22, 2021
22:02:34.353919983
CET

Feb 22, 2021
22:02:34.353919983
CET

Copyright null 2021

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x857b

0x857b

0x857b

0x857b

0x857b

0x57b6

0x57b6

0x50c7

0x50c7

0x50c7

0x50c7

0xd343

0xd343

0x2708

0x6d41

0x1c96

0x1c96

0ox7713

0Ox7713

0x7713

0Ox7713

0x80b5

0x80b5

0x80b5

0x80b5

0x80b5

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

api.twitter.com

tpop-api.t
witter.com

tpop-api.t
witter.com

tpop-api.t
witter.com

tpop-api.t
witter.com

www.produc
thunt.com

www.produc
thunt.com

pbs.twimg.com

cs196.wac.
edgecastcdn.net

cs2-wac-eu
.8315.ecdns.net

cs672.wac.
edgecastcdn.net

ph-static.
imgix.net

dualstack.
com.imgix.
map.fastly.net

monosnap.com

api.monosn
ap.com

cdn.segmen
t.com

d296je7bbhd
d650.cloud
front.net

d2yyd1h5u9
mauk.cloud
front.net

d2yyd1h5u9
mauk.cloud
front.net

d2yyd1h5u9
mauk.cloud
front.net

d2yyd1h5u9
mauk.cloud
front.net

api.segment.io

api.segment.io

api.segment.io

api.segment.io

api.segment.io

CName Address

tpop-api.twitter.com

104.244.42.2

104.244.42.194

104.244.42.130

104.244.42.66

104.18.230.83

104.18.231.83

cs196.wac.edgecastcdn.n

et

cs2-wac.apr-
8315.edgecastdns.net

cs672.wac.edgecastcdn.n

et

192.229.233.50

dualstack.com.imgix.map.

fastly.net

151.101.114.208

146.185.130.157

api.monosnap.com.cdn.cl

oudflare.net

d296je7bbdd650.cloudfro

nt.net

13.224.100.80

13.224.89.24

13.224.89.65

13.224.89.132

13.224.89.122

52.88.208.102

54.69.24.9

52.33.186.161

44.225.192.231

54.149.62.40

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Feb 22, 2021
22:02:34.353919983
CET

Feb 22, 2021
22:02:34.353919983
CET

Feb 22, 2021
22:02:34.353919983
CET

Feb 22, 2021
22:02:34.409039974
CET

Feb 22, 2021
22:02:34.409039974
CET

Feb 22, 2021
22:02:34.409039974
CET

Feb 22, 2021
22:02:34.409039974
CET

Feb 22, 2021
22:02:37.487273932
CET

Feb 22, 2021
22:02:44.925658941
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

HTTPS Packets

Timestamp

Feb 22, 2021
22:01:51.054568052
CET

Feb 22, 2021
22:01:51.059748888
CET

Feb 22, 2021
22:01:51.526081085
CET

Copyright null 2021

Source IP

Source IP

52.6.97.115

52.6.97.115

13.224.89.165

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source
Port

443 192.168.2.3 49703

443 192.168.2.3 49704

443 192.168.2.3 49706

Dest IP

Trans ID

0x80b5

0x80b5

0x80b5

Oxbe4

Oxbe4

Oxbe4

Oxbe4

0x5428

0x33d7

Dest
Port

Reply Code Name

No error (0)

No error (0)

No error (0)

No error (0)

CName

api.segment.io

api.segment.io

api.segment.io

d3dehtdmp2

rwew.cloud

front.net

d3dehtdmp?2

No error (0)

rwew.cloud

front.net

d3dehtdmp?2

No error (0)

rwew.cloud

front.net

d3dehtdmp2

No error (0)

rwew.cloud

front.net

No error (0)

net

No error (0) prda.aadg.
msidentity.com  manager.net
Subject Issuer

CN=*.unicornplatform.com
CN=R3, O=Let's Encrypt,
C=USs

CN=R3, O=Let's Encrypt,
C=USs

CN=*.unicornplatform.com
CN=R3, O=Let's Encrypt,
C=USs

CN=R3, O=Let's Encrypt,
C=USs

CN=*.cloudfront.net,
O="Amazon.com, Inc.",
L=Seattle, ST=Washington,
C=US CN=DigiCert Global
CA G2, O=DigiCert Inc,
C=US CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global CA G2,
O=DigiCert Inc, C=US

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DigiCert Global CA
G2, O=DigiCert Inc,
C=US CN=DigiCert
Global Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=VeriSign Class 3
Public Primary
Certification Authority -
G5, OU="(c) 2006
VeriSign, Inc. - For
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US

CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

cdn.onenote.net cdn.onenote.net.edgekey.

www.tm.a.prd.aadg.traffic

Not
Before

Sat Feb
20
09:27:59
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Sat Feb
20
09:27:59
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Tue May
26
02:00:00
CEST
2020
Thu Aug
01
14:00:00
CEST
2013
Mon
Nov 06
01:00:00
CET
2017

Thu Aug
01
14:00:00
CEST
2013

Address
52.39.24.11

52.38.212.85

52.11.156.223

13.224.89.68

13.224.89.63

13.224.89.136

13.224.89.117

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

Not JA3 SSL Client

After
Fri May

Fingerprint

771,49196-
21 49195-49200-

10:27:59 49199-49188-

CEST  49187-49192-
2021 49191-49162-
Wed  49161-49172-
Sep29  49171-157-156-
21:21:40 61-60-53-47-
CEST  10,0-10-11-13-
2021 35-16-23-24-
Weq  65281,20-23-
Sep2g 240

21:21:40

CEST

2021

FriMay 771,49196-

21 49195-49200-

10:27:59 49199-49188-

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

CEST  49187-49192-
2021 49191-49162-
Wed 49161-49172-
Sep 29 49171-157-156-
21:21:40 61-60-53-47-
CEST  10,0-10-11-13-
2021 35-16-23-24-
Wed 65281,29-23-
Sep2g 240
21:21:40
CEST
2021
Wed Apr 771,49196- 9e10692f1b7f78228b2d4e
21 49195-49200-  424db3a98c
14:00:00 49199-49188-
CEST  49187-49192-
2021 49191-49162-
Tue Aug 49161-49172-
01 49171-157-156-
14:00:00 61-60-53-47-
CEST  10,0-10-11-13-
2028 35-16-23-24-
Sun Nov 65281,29-23-
06 24,0
00:59:59
CET
2022
Tue Aug
01
14:00:00
CEST
2028
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Timestamp

Feb 22, 2021
22:01:51.526962042
CET

Feb 22, 2021
22:01:51.527645111
CET

Feb 22, 2021
22:01:51.528321028
CET

Copyright null 2021

Source IP

13.224.89.165

13.224.89.165

13.224.89.165

Source
Port

443

443

443

Dest

Dest IP Port

192.168.2.3 49708

192.168.2.3 49709

192.168.2.3 49707

Subject

CN=DigiCert Global Root
G2, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.cloudfront.net,
O="Amazon.com, Inc.",
L=Seattle, ST=Washington,
C=US CN=DigiCert Global
CA G2, O=DigiCert Inc,
C=US CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global CA G2,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
G2, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.cloudfront.net,
O="Amazon.com, Inc.",
L=Seattle, ST=Washington,
C=US CN=DigiCert Global
CA G2, O=DigiCert Inc,
C=US CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global CA G2,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
G2, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.cloudfront.net,
O="Amazon.com, Inc.",
L=Seattle, ST=Washington,
C=US CN=DigiCert Global
CA G2, O=DigiCert Inc,
C=US CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Issuer

CN=VeriSign Class 3
Public Primary
Certification Authority -
G5, OU="(c) 2006
VeriSign, Inc. - For
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US

CN=DigiCert Global CA
G2, O=DigiCert Inc,
C=US CN=DigiCert
Global Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=VeriSign Class 3
Public Primary
Certification Authority -
G5, OU="(c) 2006
VeriSign, Inc. - For
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US

CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=VeriSign Class 3
Public Primary
Certification Authority -
G5, OU="(c) 2006
VeriSign, Inc. - For
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US

CN=DigiCert Global CA
G2, O=DigiCert Inc,
C=US CN=DigiCert
Global Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=VeriSign Class 3
Public Primary
Certification Authority -
G5, OU="(c) 2006
VeriSign, Inc. - For
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US

CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=VeriSign Class 3
Public Primary
Certification Authority -
G5, OU="(c) 2006
VeriSign, Inc. - For
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US

CN=DigiCert Global CA
G2, O=DigiCert Inc,
C=US CN=DigiCert
Global Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=VeriSign Class 3
Public Primary
Certification Authority -
G5, OU="(c) 2006
VeriSign, Inc. - For
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US

Not
Before

Mon
Nov 06
01:00:00
CET
2017

Tue May
26
02:00:00
CEST
2020
Thu Aug
01
14:00:00
CEST
2013
Mon
Nov 06
01:00:00
CET
2017

Thu Aug
01
14:00:00
CEST
2013

Mon
Nov 06
01:00:00
CET
2017

Tue May
26
02:00:00
CEST
2020
Thu Aug
01
14:00:00
CEST
2013
Mon
Nov 06
01:00:00
CET
2017

Thu Aug
01
14:00:00
CEST
2013

Mon
Nov 06
01:00:00
CET
2017

Tue May
26
02:00:00
CEST
2020
Thu Aug
01
14:00:00
CEST
2013
Mon
Nov 06
01:00:00
CET
2017

Not
After

Sun Nov
06
00:59:59
CET
2022

Wed Apr
21
14:00:00
CEST
2021
Tue Aug
01
14:00:00
CEST
2028
Sun Nov
06
00:59:59
CET
2022

Tue Aug
01
14:00:00
CEST
2028

Sun Nov
06
00:59:59
CET
2022

Wed Apr
21
14:00:00
CEST
2021
Tue Aug
01
14:00:00
CEST
2028
Sun Nov
06
00:59:59
CET
2022

Tue Aug
01
14:00:00
CEST
2028

Sun Nov
06
00:59:59
CET
2022

Wed Apr
21
14:00:00
CEST
2021
Tue Aug
01
14:00:00
CEST
2028
Sun Nov
06
00:59:59
CET
2022

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp Source IP

Feb 22, 2021
22:01:51.545797110
CET

23.32.238.98

Feb 22, 2021
22:01:51.545905113
CET

23.32.238.98

Feb 22, 2021
22:01:51.546474934
CET

23.32.238.98

Feb 22, 2021 54.85.41.146
22:01:51.745584965

CET

Copyright null 2021

Source
Port

443

443

443

443

Dest

Dest IP Port

192.168.2.3 49712

192.168.2.3 49713

192.168.2.3 49714

192.168.2.3 49716

Subject

CN=DigiCert Global CA G2,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
G2, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=ucarecdn.com CN=R3,
O=Let's Encrypt, C=US

CN=R3, O=Let's Encrypt,
C=USs

CN=ucarecdn.com CN=R3,
O=Let's Encrypt, C=US

CN=R3, O=Let's Encrypt,
C=USs

CN=ucarecdn.com CN=R3,
O=Let's Encrypt, C=US

CN=R3, O=Let's Encrypt,
C=USs

CN=*.unicornplatform.com
CN=R3, O=Let's Encrypt,
C=USs

CN=R3, O=Let's Encrypt,
C=USs

Issuer

CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=VeriSign Class 3
Public Primary
Certification Authority -
G5, OU="(c) 2006
VeriSign, Inc. - For
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

Not
Before

Thu Aug
01
14:00:00
CEST
2013

Mon
Nov 06
01:00:00
CET
2017

Wed
Feb 10
14:31:37
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Wed
Feb 10
14:31:37
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Wed
Feb 10
14:31:37
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Sat Feb
20
09:27:59
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Not
After

JA3 SSL Client

Fingerprint JA3 SSL Client Digest

Tue Aug
01
14:00:00
CEST
2028

Sun Nov
06
00:59:59
CET
2022

Tue May 771,49196-

11 49195-49200-  424db3a98c

15:31:37 49199-49188-
CEST  49187-49192-
2021 49191-49162-
Wed  49161-49172-
Sep29  49171-157-156-
21:21:40 61-60-53-47-
CEST  10,0-10-11-13-
2021 35-16-23-24-
Wed 652812923
Sep2g 240
21:21:40
CEST
2021
Tue May 771,49196-  9e10692f1b7f78228b2d4e
11 49195-49200-  424db3a98c
15:31:37 49199-49188-
CEST  49187-49192-
2021 49191-49162-
Wed  49161-49172-
Sep29  49171-157-156-
21:21:40 61-60-53-47-
CEST  10,0-10-11-13-
2021 35-16-23-24-
Wed 652812923
Sep2g 240
21:21:40
CEST
2021
Tue May 771,49196-  9e10692f1b7f78228b2d4e
11 49195-49200-  424db3a98c
15:31:37 49199-49188-
CEST  49187-49192-
2021 49191-49162-
Wed  49161-49172-
Sep29  49171-157-156-
21:21:40 61-60-53-47-
CEST  10,0-10-11-13-
2021 35-16-23-24-
Wed 652812923
Sep2o 240
21:21:40
CEST
2021
FriMay 771,49196-  9e10692f1b7f78228b2d4e
21 49195-49200-  424db3a98c
10:27:59 49199-49188-
CEST  49187-49192-
2021 49191-49162-
Wed  49161-49172-
Sep29  49171-157-156-
21:21:40 61-60-53-47-
CEST  10,0-10-11-13-
2021 35-16-23-24-
Wed 652812923
Sep2g 240
21:21:40
CEST
2021
Page 59 of 70
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Timestamp Source IP

Feb 22, 2021
22:01:51.749574900
CET

Feb 22, 2021
22:02:07.229983091
CET

Feb 22, 2021
22:02:14.046585083
CET

Feb 22, 2021
22:02:14.049210072
CET

Feb 22, 2021
22:02:14.629240990
CET

Copyright null 2021

54.85.41.146

23.32.238.98

104.21.52.20

104.21.52.20

104.16.18.94

Source
Port

443

443

443

443

443

Dest

Dest IP Port

192.168.2.3 49715

192.168.2.3 49724

192.168.2.3 49726

192.168.2.3 49725

192.168.2.3 49730

Subject

CN=*.unicornplatform.com
CN=R3, O=Let's Encrypt,
C=USs

CN=R3, O=Let's Encrypt,
C=USs

CN=ucarecdn.com CN=R3,
O=Let's Encrypt, C=US

CN=R3, O=Let's Encrypt,
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

Issuer

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Sat Feb
20
09:27:59
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Wed
Feb 10
14:31:37
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Mon Feb
22
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Mon Feb
22
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed Oct
21
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Not
After

Fri May
21
10:27:59
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

Tue May
11
15:31:37
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

Tue Feb
22
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Tue Feb
22
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

37f463bf4616ecd445d4al
937da06e19

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp Source IP

Feb 22, 2021
22:02:14.630036116
CET

104.16.18.94

Feb 22, 2021
22:02:19.297373056
CET

Feb 22, 2021
22:02:19.304013968
CET

Feb 22, 2021
22:02:20.077034950
CET

23.111.9.35

Copyright null 2021

67.225.242.222 443

67.225.242.222 443

Dest
Dest IP Port

192.168.2.3 49729

192.168.2.3 49732

192.168.2.3 49731

192.168.2.3 49734

Subject

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=www.lermansenter.com
CN=R3, O=Let's Encrypt,
C=USs

CN=R3, O=Let's Encrypt,
C=USs

CN=www.lermansenter.com
CN=R3, O=Let's Encrypt,
C=USs

CN=R3, O=Let's Encrypt,
C=USs

CN=*.fontawesome.com,
O=Fonticons Inc,
L=Bentonville, ST=Arkansas,
C=US CN=DigiCert TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA, OU=www.digicert.com,
O=DigiCert Inc, C=US

Issuer

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Wed Oct
21
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Sat Jan
16
05:26:35
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Sat Jan
16
05:26:35
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Fri Nov
13
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020 Fri
Nov 10
01:00:00
CET
2006

Thu Sep
24
02:00:00
CEST
2020

Fri Nov
10
01:00:00
CET
2006

Not
After

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Fri Apr
16
06:26:35
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

Fri Apr
16
06:26:35
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

Wed
Dec 15
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030
Mon
Nov 10
01:00:00
CET
2031

Tue Sep
24
01:59:59
CEST
2030

Mon
Nov 10
01:00:00
CET
2031

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source

Timestamp Source IP Port

Feb 22, 2021
22:02:20.087095022
CET

23.111.9.35 443

Feb 22, 2021
22:02:20.115050077
CET

93.184.220.66 443

Feb 22, 2021
22:02:20.116065025
CET

93.184.220.66 443

Feb 22, 2021
22:02:20.938121080
CET

74.125.140.154 443

Feb 22, 2021
22:02:20.938683033
CET

74.125.140.154 443

Copyright null 2021

Dest

Dest IP Port

192.168.2.3 49733

192.168.2.3 49735

192.168.2.3 49736

192.168.2.3 49744

192.168.2.3 49743

Subject

CN=*.fontawesome.com,
O=Fonticons Inc,
L=Bentonville, ST=Arkansas,
C=US CN=DigiCert TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.twimg.com,
O="Twitter, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.twimg.com,
O="Twitter, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.g.doubleclick.net,
0O=Google LLC, L=Mountain
View, ST=California, C=US
CN=GTS CA 101,
0O=Google Trust Services,
C=USs

CN=GTS CA 101,
0O=Google Trust Services,
C=USs

CN=*.g.doubleclick.net,
0O=Google LLC, L=Mountain
View, ST=California, C=US
CN=GTS CA 101,
0O=Google Trust Services,
C=USs

Issuer

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=GTS CA 101,
0O=Google Trust
Services, C=US
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

CN=GTS CA 101,
0O=Google Trust
Services, C=US
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

Not
Before

Fri Nov
13
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020 Fri
Nov 10
01:00:00
CET
2006

Thu Sep
24
02:00:00
CEST
2020

Fri Nov
10
01:00:00
CET
2006

Thu Nov
05
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Thu Nov
05
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Tue Jan
26
10:00:56
CET
2021
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Tue Jan
26
10:00:56
CET
2021
Thu Jun
15
02:00:42
CEST
2017

Not
After

Wed
Dec 15
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030
Mon
Nov 10
01:00:00
CET
2031

Tue Sep
24
01:59:59
CEST
2030

Mon
Nov 10
01:00:00
CET
2031

Wed
Nov 10
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Wed
Nov 10
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Tue Apr
20
11:00:55
CEST
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

Tue Apr
20
11:00:55
CEST
2021
Wed
Dec 15
01:00:42
CET
2021

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

Page 62 of 70



Source

Timestamp Source IP Port

Feb 22, 2021
22:02:28.895267963
CET

104.244.42.129 443

Feb 22, 2021
22:02:28.909176111
CET

104.244.42.129 443

Feb 22, 2021
22:02:29.336585045
CET

152.199.21.141 443

Feb 22, 2021
22:02:29.336709976
CET

152.199.21.141 443

Feb 22, 2021 152.199.21.141 443
22:02:29.336819887

CET

Copyright null 2021

Dest

Dest IP Port

192.168.2.3 49745

192.168.2.3 49746

192.168.2.3 49751

192.168.2.3 49750

192.168.2.3 49749

Subject

CN=GTS CA 101,
0O=Google Trust Services,
C=USs

CN=twitter.com, OU=lon3,
O="Twitter, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert SHA2
High Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=twitter.com, OU=lon3,
O="Twitter, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert SHA2
High Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*twimg.com,
O="Twitter, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.twimg.com,
O="Twitter, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.twimg.com,
O="Twitter, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

Issuer

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

CN=DigiCert SHA2
High Assurance Server
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
High Assurance Server
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Thu Jun
15
02:00:42
CEST
2017

Thu Mar
26
01:00:00
CET
2020
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Thu Mar
26
01:00:00
CET
2020
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Thu Nov
05
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Thu Nov
05
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Thu Nov
05
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Not
After

Wed
Dec 15
01:00:42
CET
2021

Thu Mar
25
13:00:00
CET
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

Thu Mar
25
13:00:00
CET
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

Wed
Nov 10
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Wed
Nov 10
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Wed
Nov 10
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

JA3 SSL Client

Fingerprint JA3 SSL Client Digest

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228h2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228h2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0
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Timestamp Source IP

Feb 22, 2021
22:02:29.336934090
CET

Feb 22, 2021
22:02:30.729314089
CET

Feb 22, 2021
22:02:30.729360104
CET

Feb 22, 2021
22:02:31.443453074
CET

Feb 22, 2021
22:02:31.443489075
CET

Copyright null 2021

104.244.42.2

104.244.42.2

104.18.230.83

104.18.230.83

Source
Port

152.199.21.141 443

443

443

443

443

Dest

Dest IP Port

192.168.2.3 49748

192.168.2.3 49753

192.168.2.3 49754

192.168.2.3 49755

192.168.2.3 49756

Subject

CN=*.twimg.com,
O="Twitter, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=api.twitter.com,
OU=lon3, O="Twitter, Inc.",
L=San Francisco,
ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=api.twitter.com,
OU=lon3, O="Twitter, Inc.",
L=San Francisco,
ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

Issuer

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
High Assurance Server
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
High Assurance Server
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Thu Nov
05
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Thu Mar
26
01:00:00
CET
2020
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Thu Mar
26
01:00:00
CET
2020
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Wed
Aug 05
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed
Aug 05
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Not
After

Wed
Nov 10
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Thu Mar
25
13:00:00
CET
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

Thu Mar
25
13:00:00
CET
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

Thu Aug
05
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Aug
05
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source

Timestamp Source IP Port

Feb 22, 2021
22:02:32.106492996
CET

192.229.233.50 443

Feb 22, 2021
22:02:32.107467890
CET

192.229.233.50 443

Feb 22, 2021
22:02:33.321533918
CET

151.101.114.208 443

Feb 22, 2021
22:02:33.333053112
CET

151.101.114.208 443

Feb 22, 2021
22:02:33.622539997
CET

146.185.130.157 443

Copyright null 2021

Dest

Dest IP Port

192.168.2.3 49758

192.168.2.3 49759

192.168.2.3 49760

192.168.2.3 49761

192.168.2.3 49763

Subject

CN=*.twimg.com,
O="Twitter, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.twimg.com,
O="Twitter, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=imgix.map.fastly.net,
O="Fastly, Inc.", L=San
Francisco, ST=California,
C=US CN=GlobalSign
CloudSSL CA - SHA256 -
G3, O=GlobalSign nv-sa,
C=BE

CN=GlobalSign CloudSSL
CA - SHA256 - G3,
O=GlobalSign nv-sa, C=BE

CN=imgix.map.fastly.net,
O="Fastly, Inc.", L=San
Francisco, ST=California,
C=US CN=GlobalSign
CloudSSL CA - SHA256 -
G3, O=GlobalSign nv-sa,
C=BE

CN=GlobalSign CloudSSL
CA - SHA256 - G3,
O=GlobalSign nv-sa, C=BE

CN=monosnap.com CN=R3,
O=Let's Encrypt, C=US

CN=R3, O=Let's Encrypt,
C=USs

Issuer

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=GlobalSign
CloudSSL CA -
SHA256 - G3,
O=GlobalSign nv-sa,
C=BE CN=GlobalSign
Root CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=GlobalSign Root
CA, OU=Root CA,
0O=GlobalSign nv-sa,
C=BE

CN=GlobalSign
CloudSSL CA -
SHA256 - G3,
O=GlobalSign nv-sa,
C=BE CN=GlobalSign
Root CA, OU=Root CA,
0O=GlobalSign nv-sa,
C=BE

CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

Not
Before

Thu Nov
05
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Thu Nov
05
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Thu Aug
06
18:29:48
CEST
2020
Wed
Aug 19
02:00:00
CEST
2015

Wed
Aug 19
02:00:00
CEST
2015

Thu Aug
06
18:29:48
CEST
2020
Wed
Aug 19
02:00:00
CEST
2015

Wed
Aug 19
02:00:00
CEST
2015

Mon Feb
01
16:39:30
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Not
After

Wed
Nov 10
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Wed
Nov 10
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Sat Aug
07
18:29:48
CEST
2021
Tue Aug
19
02:00:00
CEST
2025

Tue Aug
19
02:00:00
CEST
2025

Sat Aug
07
18:29:48
CEST
2021
Tue Aug
19
02:00:00
CEST
2025

Tue Aug
19
02:00:00
CEST
2025

Sun May
02
17:39:30
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp Source IP

Feb 22, 2021
22:02:33.626081944
CET

Feb 22, 2021
22:02:33.962636948
CET

Feb 22, 2021
22:02:33.962774038
CET

Feb 22, 2021
22:02:34.176384926
CET

Copyright null 2021

13.224.100.80

13.224.100.80

13.224.89.24

Source
Port

146.185.130.157 443

443

443

443

Dest

Dest IP Port

192.168.2.3 49762

192.168.2.3 49766

192.168.2.3 49767

192.168.2.3 49769

Subject

CN=monosnap.com CN=R3,
O=Let's Encrypt, C=US

CN=R3, O=Let's Encrypt,
C=USs

CN=*.segment.com,
O="Segment.io, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=*.segment.com,
O="Segment.io, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=*.cloudfront.net,
O="Amazon.com, Inc.",
L=Seattle, ST=Washington,
C=US CN=DigiCert Global
CA G2, O=DigiCert Inc,
C=US CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global CA G2,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
G2, OU=www.digicert.com,
O=DigiCert Inc, C=US

Issuer

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global CA
G2, O=DigiCert Inc,
C=US CN=DigiCert
Global Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=VeriSign Class 3
Public Primary
Certification Authority -
G5, OU="(c) 2006
VeriSign, Inc. - For
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US

CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=VeriSign Class 3
Public Primary
Certification Authority -
G5, OU="(c) 2006
VeriSign, Inc. - For
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US

Not
Before

Mon Feb
01
16:39:30
CET
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Fri Jun
12
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Fri Jun
12
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Tue May
26
02:00:00
CEST
2020
Thu Aug
01
14:00:00
CEST
2013
Mon
Nov 06
01:00:00
CET
2017

Thu Aug
01
14:00:00
CEST
2013

Mon
Nov 06
01:00:00
CET
2017

Not
After

Sun May
02
17:39:30
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

Tue Jul
27
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Tue Jul
27
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Wed Apr
21
14:00:00
CEST
2021
Tue Aug
01
14:00:00
CEST
2028
Sun Nov
06
00:59:59
CET
2022

Tue Aug
01
14:00:00
CEST
2028

Sun Nov
06
00:59:59
CET
2022

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c
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Timestamp

Feb 22, 2021
22:02:34.180035114
CET

Feb 22, 2021
22:02:34.507668972
CET

Feb 22, 2021
22:02:34.512271881
CET

Copyright null 2021

Source IP

13.224.89.24

13.224.89.68

13.224.89.68

Source
Port

443

443

443

Dest

Dest IP Port

192.168.2.3 49768

192.168.2.3 49772

192.168.2.3 49771

Subject

CN=*.cloudfront.net,
O="Amazon.com, Inc.",
L=Seattle, ST=Washington,
C=US CN=DigiCert Global
CA G2, O=DigiCert Inc,
C=US CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global CA G2,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
G2, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.cloudfront.net,
O="Amazon.com, Inc.",
L=Seattle, ST=Washington,
C=US CN=DigiCert Global
CA G2, O=DigiCert Inc,
C=US CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global CA G2,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
G2, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.cloudfront.net,
O="Amazon.com, Inc.",
L=Seattle, ST=Washington,
C=US CN=DigiCert Global
CA G2, O=DigiCert Inc,
C=US CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global CA G2,
O=DigiCert Inc, C=US

Issuer

CN=DigiCert Global CA
G2, O=DigiCert Inc,
C=US CN=DigiCert
Global Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=VeriSign Class 3
Public Primary
Certification Authority -
G5, OU="(c) 2006
VeriSign, Inc. - For
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US

CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=VeriSign Class 3
Public Primary
Certification Authority -
G5, OU="(c) 2006
VeriSign, Inc. - For
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US

CN=DigiCert Global CA
G2, O=DigiCert Inc,
C=US CN=DigiCert
Global Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=VeriSign Class 3
Public Primary
Certification Authority -
G5, OU="(c) 2006
VeriSign, Inc. - For
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US

CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=VeriSign Class 3
Public Primary
Certification Authority -
G5, OU="(c) 2006
VeriSign, Inc. - For
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US

CN=DigiCert Global CA
G2, O=DigiCert Inc,
C=US CN=DigiCert
Global Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=VeriSign Class 3
Public Primary
Certification Authority -
G5, OU="(c) 2006
VeriSign, Inc. - For
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US

CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Tue May
26
02:00:00
CEST
2020
Thu Aug
01
14:00:00
CEST
2013
Mon
Nov 06
01:00:00
CET
2017

Thu Aug
01
14:00:00
CEST
2013

Mon
Nov 06
01:00:00
CET
2017

Tue May
26
02:00:00
CEST
2020
Thu Aug
01
14:00:00
CEST
2013
Mon
Nov 06
01:00:00
CET
2017

Thu Aug
01
14:00:00
CEST
2013

Mon
Nov 06
01:00:00
CET
2017

Tue May
26
02:00:00
CEST
2020
Thu Aug
01
14:00:00
CEST
2013
Mon
Nov 06
01:00:00
CET
2017

Thu Aug
01
14:00:00
CEST
2013

Not
After

Wed Apr
21
14:00:00
CEST
2021
Tue Aug
01
14:00:00
CEST
2028
Sun Nov
06
00:59:59
CET
2022

Tue Aug
01
14:00:00
CEST
2028

Sun Nov
06
00:59:59
CET
2022

Wed Apr
21
14:00:00
CEST
2021
Tue Aug
01
14:00:00
CEST
2028
Sun Nov
06
00:59:59
CET
2022

Tue Aug
01
14:00:00
CEST
2028

Sun Nov
06
00:59:59
CET
2022

Wed Apr
21
14:00:00
CEST
2021
Tue Aug
01
14:00:00
CEST
2028
Sun Nov
06
00:59:59
CET
2022

Tue Aug
01
14:00:00
CEST
2028

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Subject Issuer Before After Fingerprint JA3 SSL Client Digest
CN=DigiCert Global Root CN=VeriSign Class 3 Mon Sun Nov
G2, OU=www.digicert.com,  Public Primary Nov 06 06
O=DigiCert Inc, C=US Certification Authority - 01:00:00 00:59:59
G5, OU="(c) 2006 CET CET
VeriSign, Inc. - For 2017 2022
authorized use only",
OU=VeriSign Trust
Network, O="VeriSign,
Inc.", C=US
Feb 22, 2021 52.88.208.102 443 192.168.2.3 49770 CN=*.segment.com, CN=DigiCert SHA2 FriJun Tue Jul 771,49196- 9e10692f1b7f78228b2d4e
22:02:34.762813091 O="Segment.io, Inc.", L=San Secure Server CA, 12 27 49195-49200-  424db3a98c
CET Francisco, ST=California, O=DigiCert Inc, C=US  02:00:00 14:00:00 49199-49188-
C=US CN=DigiCert SHA2 CN=DigiCert Global CEST CEST 49187-49192-
Secure Server CA, Root CA, 2020 Fri 2021 49191-49162-
O=DigiCert Inc, C=US OU=www.digicert.com, Mar 08 Wed 49161-49172-
O=DigiCert Inc, C=US  13:00:00 Mar 08 49171-157-156-
CET 13:00:00 61-60-53-47-
2013 CET 10,0-10-11-13-
2023 35-16-23-24-
CN=DigiCert SHA2 Secure  CN=DigiCert Global Fri Mar  Wed 65281,29-23-
Server CA, O=DigiCert Inc, Root CA, 08 Marog 240
C=UsS OU=www.digicert.com, 13:00:00 13:00:00
O=DigiCert Inc, C=US CET CET
2013 2023
Code Manipulations
Statistics
Behavior
@ iexplore.exe
@ iexplore.exe
\=f' Click to jump to process
System Behavior
Analysis Process: iexplore.exe PID: 3484 Parent PID: 792
General
Start time: 22:01:48
Start date: 22/02/2021
Path: C:\Program Files\internet exploreniexplore.exe
Wow64 process (32bit): false
Commandline: ‘C:\Program Files\Internet Exploreniexplore.exe' -Embedding
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Imagebase: 0x7ff78b350000

File size: 823560 bytes

MDS5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 3292 Parent PID: 3484
General
Start time: 22:01:49
Start date: 22/02/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe
Wow64 process (32bit): true
Commandline: ‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:3484 CREDAT:17410
Iprefetch:2
Imagebase: 0x280000
File size: 822536 bytes
MDS5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: low
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
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Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

Disassembly
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