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Analysis Report https://lwww.google.com/url?sa=t&rct=j...

Overview

General Information Detection Signatures Classification

Sample URL: https://www.google.com/url
?sa=t&rct=j&g=&esrc=s&s
ource=web&cd=&cad=rja&
uact...health%2Fgeneral%
2F1183-urine-marking-hsu
s&usg=A0vVaw2G5RmKu
Xw7e0MgTUd_rYyS

No high impact signatures.

Analysis ID: 356826
Infos: ;f @,

Most interesting Screenshot:

5
f

Understanding urine-marking

aooso

Score: 0
Range: 0-100
Whitelisted: false
Confidence: 80%

Startup

= System is w10x64
. @ iexplore.exe (PID: 4588 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 5636 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:4588 CREDAT:17410 /prefetch:2 MD5:

071277CC2E3DF41EEEA8013E2AB58D5A)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview

Copyright null 2021 Page 3 of 55



@

There are no malicious signatures, click here to show all signatures.

Compliance:

Uses new MSVCR DlIs

Click to jump to signature section

Uses secure TLS version for HTTPS connections

Mitre Att&ck Matrix
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Screenshots

Thumbnails

ID:

URL:
Startdate:
Architecture:

Score:

dogtime.com Q

global.px.quantserve.com CA
91.228.74.226, 443, 49798, 49799
QUANTCASTUS
United Kingdom 5E

Behavior Graph
356826

https:/lwww.google.com/url?...
23/02/2021

WINDOWS

0

E0 jexplore.
w lexplore.exe

MALICIOUS

SUSPICIOUS

UNRKNOUN

started

started

@ iexplore.exe

17T
Hio W

@

track.searchig.co

]

501

&

34.102.138.209, 443, 49764, 49765

GOOGLEUS
United States

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

48 other IPs or domains
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& https://dogtime.com/dog-health/general/1183-urine-marking-hsus - @ C || Search..

& Understanding urine-marki...

= dogti'?r?e:m Q

Understanding urine-marking

By DogTime

Dogs are territorial animals. That is a fact, and when they want to say “this is
my spot,” they tell other people and animals by marking it using an
assortment of ways. One of the most common examples is when your dog
barks to warn potential interlopers that they are about to trespass on his
grounds. Some dogs will take this territory marking to the next level by
urinating (or defecating, which is uncommon) in a certain spot.

Urine-marking behavior is not a problem of housebreaking; he is purposefully
marking his territory. So, to solve it, you need to look for the underlying issue
that drives your dog’s need to mark his territory like this. First, though, take
your dog into the vet to ensure there isn’t a medical issue behind it.

= We use cookies at on this site so we can serve up content and advertising that's relevant to you. You can find out more and control how
l cookies are used by dlicking Cookie Sefings. By using our website, you're agreeing to the use of cooki y

maae

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

hitp://https://www.google.com/url? 1% Virustotal Browse
sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiFz7HCtYDvAhXPc98KHRA4C
BK4QFjACegQICRAD&url=https%3A%2F%2Fdogtime.com%2Fdog-health%2Fgeneral%2F1183-urine-

marking-hsus&usg=A0OvVaw2G5RmKuXw7e0MqTuUd_rYyS

hitp://https://www.google.com/url? 0% Avira URL Cloud safe
sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiFz7HCtYDvAhXPc98KHRAC
BK4QFjACegQICRAD&url=https%3A%2F%2Fdogtime.com%2Fdog-health%2Fgeneral%2F1183-urine-
marking-hsus&usg=A0OvVaw2G5RmKuXw7e0MqTuUd_rYyS

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
soapps.net 0% Virustotal Browse
track.searchig.co 0% Virustotal Browse
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https://www.virustotal.com/gui/url/28faff9f5b7704281e037fe2aed94747525b17fe313d671c658eab48b6cd06aa/detection/u-28faff9f5b7704281e037fe2aed94747525b17fe313d671c658eab48b6cd06aa-1614097511
https://www.virustotal.com/gui/url/6df63efb80c9943d76b6b0dab1832769f810cfeeb1030a01078f0f91e714a8a9/detection/u-6df63efb80c9943d76b6b0dab1832769f810cfeeb1030a01078f0f91e714a8a9-1608121085
https://www.virustotal.com/gui/url/c45e7f0a8738712d0d0f040a6d9f53b35f0a8ed0d243029b76608dbcf7e4c86e/detection/u-c45e7f0a8738712d0d0f040a6d9f53b35f0a8ed0d243029b76608dbcf7e4c86e-1613581380

Source Detection Scanner Label Link

api.searchiq.co 0% Virustotal Browse
pub.searchig.co 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
hitp://https://t.ingage.tech 0% Avira URL Cloud safe
hitp://https://bredings-person.com/a97e0fbd-5d38-4bd5-a78a-4ef25e8a6bea?utm_source 0% Avira URL Cloud safe
hitp://https://confiant-integrations.global.ssl.fastly.net/ 0% Avira URL Cloud safe
hitp://https://uet.ingage.tech 0% Avira URL Cloud safe
hitp://https://oraculum.wahrsagen-chris.com/message_video107/a?utm_source 0% Avira URL Cloud safe
hitp://https://www.selfcampaign.com/static/privacy 0% URL Reputation safe
hitp://https://www.selfcampaign.com/static/privacy 0% URL Reputation safe
hitp://https://www.selfcampaign.com/static/privacy 0% URL Reputation safe
hitp://https://rivtgb.crowdyfan.com/worldwide/hunderassen-lima-ta-ge?utm_medium 0% Avira URL Cloud safe
hitp://iptc.org/std/Iptc4xmpCore/1.0/xmins/ 0% URL Reputation safe
hitp://iptc.org/std/Iptc4xmpCore/1.0/xmins/ 0% URL Reputation safe
hitp://iptc.org/std/Iptc4xmpCore/1.0/xmins/ 0% URL Reputation safe
http:/f 0% Avira URL Cloud safe
https://images.outbrainimg.com/transform/v3/eyJpdSI6ImQ4MzMyNTgzMmEXOGI4N2NkNWFhODNKM

WZINDQ5NDZjOTBI

hitp://marketing.targetspot.com/Targetspot/Legal/TargetSpot%20Privacy%20Policy%20- 0% URL Reputation safe
9%20June%202018.pdf

hitp://marketing.targetspot.com/Targetspot/Legal/TargetSpot%20Privacy%20Policy%20- 0% URL Reputation safe
9%20June%202018.pdf

hitp://marketing.targetspot.com/Targetspot/Legal/TargetSpot%20Privacy%20Policy%20- 0% URL Reputation safe
9%20June%202018.pdf

hitp://ns.abobe.com/xap/1.0/ 0% Avira URL Cloud safe
hitp://https://www.google.%/ads/ga-audiences? 0% URL Reputation safe
hitp://https://www.google.%/ads/ga-audiences? 0% URL Reputation safe
hitp://https://www.google.%/ads/ga-audiences? 0% URL Reputation safe
hitp://iwww.taptapnetworks.com/privacy_policy/ 0% Avira URL Cloud safe
hitp://https://www.totallyhermedia.com 0% Avira URL Cloud safe
hitp://https://log.outbrainimg.com/loggerServices/widgetGlobalEvent?rld 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
soapps.net 35.201.84.252 true false e 0%, Virustotal, Browse unknown
d2fashanjl7d9f.cloudfront.net 13.226.162.106 true false high
global.px.quantserve.com 91.228.74.226 true false high
track.searchig.co 34.102.138.209 true false e 0%, Virustotal, Browse unknown
api.searchig.co 172.67.156.77 true false e 0%, Virustotal, Browse unknown
r791pdwvl4.execute-api.us-west- 143.204.2.68 true false high
1.amazonaws.com

dogtime.com 104.17.69.15 true false high
pub.searchig.co 172.67.156.77 true false e 0%, Virustotal, Browse unknown
d3lcz8vpax4lo2.cloudfront.net 143.204.15.119 true false high
cdnjs.cloudflare.com 104.16.19.94 true false high
dashboard.evolveplatform.net 172.67.129.15 true false unknown
outbrain.map.fastly.net 151.101.14.132 true false unknown
star-mini.c10r.facebook.com 31.13.92.36 true false high
chidc2.outbrain.org 50.31.142.31 true false unknown
secureassets.evolvemediallc.com 104.17.82.47 true false high
stats.l.doubleclick.net 74.125.133.155 true false high
static.searchig.co 172.67.156.77 true false unknown
d2na2p72vtgyok.cloudfront.net 99.86.162.192 true false high
cookie.axelatos.com 45.61.136.152 true false unknown
prod.pinterest.global.map.fastly.net 151.101.0.84 true false unknown
€s936195138.wpc.etacdn.net 152.195.34.201 true false unknown
firstfrogs.com 35.190.74.157 true false unknown
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https://www.virustotal.com/gui/url/eada660dd87d99f8012cfcf574e36744cd04f3689fb9fd8189cf4eb8e422b5da/detection/u-eada660dd87d99f8012cfcf574e36744cd04f3689fb9fd8189cf4eb8e422b5da-1610343688
https://www.virustotal.com/gui/url/44da1bd4dd5d4490a8011067d396c1d441be2003482216daabdb23818a35e801/detection/u-44da1bd4dd5d4490a8011067d396c1d441be2003482216daabdb23818a35e801-1609207339
https://www.virustotal.com/gui/url/6df63efb80c9943d76b6b0dab1832769f810cfeeb1030a01078f0f91e714a8a9/detection/u-6df63efb80c9943d76b6b0dab1832769f810cfeeb1030a01078f0f91e714a8a9-1608121085
https://www.virustotal.com/gui/url/c45e7f0a8738712d0d0f040a6d9f53b35f0a8ed0d243029b76608dbcf7e4c86e/detection/u-c45e7f0a8738712d0d0f040a6d9f53b35f0a8ed0d243029b76608dbcf7e4c86e-1613581380
https://www.virustotal.com/gui/url/eada660dd87d99f8012cfcf574e36744cd04f3689fb9fd8189cf4eb8e422b5da/detection/u-eada660dd87d99f8012cfcf574e36744cd04f3689fb9fd8189cf4eb8e422b5da-1610343688
https://www.virustotal.com/gui/url/44da1bd4dd5d4490a8011067d396c1d441be2003482216daabdb23818a35e801/detection/u-44da1bd4dd5d4490a8011067d396c1d441be2003482216daabdb23818a35e801-1609207339

Name P Active
d1bgktvj79b0wh.cloudfront.net 99.86.159.90 true
static.addtoany.com 172.67.39.148 true
www.dogtime.com 104.17.70.15 true
geo.gorillanation.com 104.16.166.11 true
images.outbrainimg.com unknown unknown
ct.pinterest.com unknown unknown
rules.quantcount.com unknown unknown
stats.g.doubleclick.net unknown unknown
rumcdn.geoedge.be unknown unknown
a.cdn.searchig.co unknown unknown
widget-pixels.outbrain.com unknown unknown
odb.outbrain.com unknown unknown
www.facebook.com unknown unknown
secure.quantserve.com unknown unknown
widgets.outbrain.com unknown unknown
mv.outbrain.com unknown unknown
tcheck.outbrainimg.com unknown unknown
sh.scorecardresearch.com unknown unknown
log.outbrainimg.com unknown unknown
mcdp-chidc2.outbrain.com unknown unknown
Contacted URLs

Name Malicious
hitp://https://dogtime.com/tag/purebred false
hitp://https://dogtime.com/dog-breeds/groups/hybrids false
hitp://https://dogtime.com/adopt false

URLs from Memory and Binaries

Name
hitp://https://dogtime.com/basic-commands-obedience-sit.html

hitp://https://dogtime.com/dog-health/spay-neuter/21185-
world-spay-day

hitp://https://www.dogtime.com/assets/uploads/2018/02/dog-
biscuit-appreciation-day-3-227x128.jpg

hitp://https://dogtime.com/basic-obedience-tips-aspca.html

hitp://https://t.ingage.tech

hitp://https://dogtime.com/dog-health/general/1183-urine-
marking-hsus/amp

hitp://https://dogtime.com/wp-content/themes/dogtime-
2019/images/favicon/favicon-32x32.png

hitp:/funderscorejs.org

http:/f
https://widgets.outbrain.com/widgetMonitor/monitor.html|?
name=obm-ccpa_fail&env=1&message=dogtime.com

hitp://https://dogtime.com/dog-breeds/profiles

hitp://https://www.afterellen.com

hitp://https://dogtime.com/ta
hitp://https://dogtime.com/dog-breeds/yorkshire-terrier

hitp://https://bredings-person.com/a97e0fbd-5d38-4bd5-a78a-
4ef25e8a6bea?utm_source

hitp://https://confiant-integrations.global.ssl.fastly.net/
hitp://https://uet.ingage.tech

hitp://https://11172302.mb.trafficsafe.net/direct?
sid=11172302&q=

hitp://https://dogtime.com/adoptdDog

hitp://https://oraculum.wahrsagen-
chris.com/message_video107/a?utm_source

hitp://https://www.dogtime.com/assets/uploads/2018/02/dog-
biscuit-appreciation-day-3-720x407.jpg
Copyright null 2021

Source
1183-urine-marking-hsus[1].htm.2.dr
1IXWFSHO5.htm.2.dr

IXWFSHO5.htm.2.dr

1183-urine-marking-hsus[1].htm.2.dr

436733fa-b33a-4964-a3d1-7ba204
529078[1] js.2.dr

1183-urine-marking-hsus[1].htm.2.dr

profiles[1].htm.2.dr, hybrids[1].htm.2.dr,
adopt[1].htm.2.dr, purebred[1].htm.2.dr,
1IXWFSHO5.htm.2.dr

min[4].js.2.dr
~DF6D588972CCEB9B22. TMP.1.dr

~DF6D588972CCEB9B22. TMP.1.dr,
dogtime.com_dog-breeds_profile
s[1].json.2.dr

min[1].js0.2.dr

{4C48F871-763F-11EB-90E5-ECF4B
B570DC9}.dat.1.dr

profiles[1].htm.2.dr, dog-breeds[1].htm.
2.dr

get[1].js0.2.dr

436733fa-b33a-4964-a3d1-7ba204
529078[1] js.2.dr

436733fa-b33a-4964-a3d1-7ha204
529078[1] js.2.dr

advertiser_click_template[1].json.2.dr
{4C48F871-763F-11EB-90E5-ECF4B
B570DC9}.dat.1.dr

get[1].json.2.dr

IXWFSHO5.htm.2.dr

Malicious
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

Antivirus Detection

Antivirus Detection

Malicious
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation
high

high

high

high
unknown
high
unknown
high
unknown
unknown
high

high

high

high

high

high
unknown
unknown
unknown

high

Reputation
high
high
high

Reputation
high
high

high

high

unknown

high

high

high
high

high

high

high

high

unknown

unknown

unknown

high

high

unknown

high
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Name Source Malicious Antivirus Detection Reputation

hitp://https://dogtime.com/dog-breeds/groups/hybridsb ~DF6D588972CCEB9B22.TMP.1.dr false high
hitp://https://www.selfcampaign.com/static/privacy v2nthzrOKdKezsICObr9lQaoky6w3K false e URL Reputation: safe unknown
JWwuT2H66WgmPTco6zUQnPanXs[1]. e URL Reputation: safe
js.2.dr e URL Reputation: safe
hitp://https://dogtime.com/do {4C48F871-763F-11EB-90E5-ECF4B false high
B570DC9}.dat.1.dr
hitp://https://dogtime.com/dog-health 1XWFSHOS5.htm.2.dr false high
hitp://https://www.dogtime.com/assets/uploads/2018/02/dog-  IXWFSHO5.htm.2.dr false high
biscuit-appreciation-day-3-300x170.jpg
hitp:/ monitor[1].htm.2.dr false high
https://widgetmonitor.outbrain.com/WidgetErrorMonitor/api/rep
ort
hitp://https://rivtgb.crowdyfan.com/worldwide/hunderassen- get[1].js.2.dr false e Avira URL Cloud: safe unknown
lima-ta-ge?utm_medium
hitp://https://www.dogtime.com/assets/uploads/2019/04/cat-  min[1].css0.2.dr false high
bg.png
hitp://https://dogtime.com/wp-includes/wiwmanifest.xml profiles[1].htm.2.dr, purebred[1].htm.2.dr, false high
dog-breeds[1].htm.2.dr, IXWFSHO5.htm
.2.dr
hitp://https://dogtime.com/finding-vet-hsus.html 1183-urine-marking-hsus[1].htm.2.dr false high
hitp://https://petcentral.chewy.com/positively-trained-tips-to- dogtime.com_dog-breeds_groups_ false high
adopt-a-rescue-pet/ mixed-breeds[1].json.2.dr, dog

time.com_dog-breeds_profiles[1
].json.2.dr, dogtime.com_adopt[1].json.2
.dr, dogtime.com_dog-breeds[1].json.2.dr
, dogtime.com_tag_purebred[1].json.2.dr

hitp://https://d2na2p72vtgyok.cloudfront.net/aniview- profiles[1].htm.2.dr false high
script/dogtime_Commenting.js

hitp:/ 1183-urine-marking-hsus[1].htm.2.dr false high
dogtime.com/assets/uploads/2009/08/file_1183_max_200_Un
derstanding-urine-marking.jpg

hitp://fedge.quantserve.com/quant.js gn_tracking[1].js.2.dr false high

hitp://iptc.org/std/Iptc4xmpCore/1.0/xmins/ national-love-your-pet-day-1[1].jpg.2.dr  false e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe

hitp://https://dogtime.com/basic-commands-obedience.html 1183-urine-marking-hsus[1].htm.2.dr false high
hitp://https://dogtime.com/wp-content/themes/dogtime- profiles[1].htm.2.dr, hybrids[1].htm.2.dr, false high
2019/images/favicon/manifest.json adopt[1].htm.2.dr, purebred[1].htm.2.dr,

IXWFSHO5.htm.2.dr

hitp:/ get[1].json.2.dr false e Avira URL Cloud: safe unknown
https://images.outbrainimg.com/transform/v3/eyJpdSI6ImQ4M
zMyNTgzMmEXOGI4N2NKNWFhODNKMWZINDQ5NDZjOTBI

hitp://https://www.dogtime.com/assets/uploads/2015/02/world- 1XWFSHO5.htm.2.dr false high

spay-day-dogs-e1549488399125-150x85.jpg

hitp://https://fqtag.com/implement.js outbrain[1].js0.2.dr false high

hitp://https://dogtime.com/national-day/61995-dog-biscuit- 1XWFSHOS5.htm.2.dr false high

appreciation-day-homemade-recipes

hitp://https://dogtime.com/dog-health/general/41201-amazing- 1XWFSHO5.htm.2.dr false high

facts-dogs-tail

hitp://https://dogtime.com/ad {4C48F871-763F-11EB-90E5-ECF4B false high
B570DC9}.dat.1.dr

hitp:/ profiles[1].htm.2.dr false high

https://secureassets.evolvemediallc.com/prebid/prebid_4_23
0_custom_012520211345.js

hitp://https://dogtime.com/dog-breeds/petit-basset-griffon- profiles[1].htm.2.dr false high
vendeen
hitp:/ 1183-urine-marking-hsus[1].htm.2.dr false high

https://dogtime.com/assets/uploads/2009/08/file_1183_max_2
00_Understanding-urine-marking.jpg

hitp://https://stats.g.doubleclick.net/j/collect? ga[l].js.2.dr false high
hitp://iwww.gettyimages.com herdingdogs1[1].jpg.2.dr false high
hitp://https://dogtime.com/wp-content/themes/dogtime- profiles[1].htm.2.dr, hybrids[1].htm.2.dr, false high
2019/images/favicon/favicon-16x16.png adopt[1].htm.2.dr, purebred[1].htm.2.dr,

1IXWFSHO5.htm.2.dr
hitp://https://dogtime.com/housetraining-for-puppies.html 1183-urine-marking-hsus[1].htm.2.dr false high
hitp:// v2nthzrOKdKezsICObr9lQaoky6w3K false e URL Reputation: safe unknown
marketing.targetspot.com/Targetspot/Legal/TargetSpot%20Pri jWwuT2H66WgmPTco6zUQnPanXs[1]. e URL Reputation: safe
vacy%20Policy%20-%20June%202018.pdf js.2.dr e URL Reputation: safe
hitp://https://dogtime.com/tag/dog-videos 1XWFSHOS5.htm.2.dr false high
hitp://https://dogtime.com/wp-content/themes/dogtime- imagestore.dat.2.dr false high

2019/images/favicon/favicon.ico~
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Name

hitp://https://petcentral.chewy.com/how-to-adopt-a-dog-what-
you-need-to-know/

hitp://https://dogtime.com/introducing-dog-to-your-baby-
aaha.html

hitp://https://dogtime.com/dog-health/general/1183-urine-
marking-hsusJUnderstanding

hitp://https://twitter.com/intent/tweet?text=
hitp://ns.abobe.com/xap/1.0/

http:/f
https://www.dogtime.com/assets/uploads/2009/08/file_1183_m
ax_200_Understanding-urine-marking.jpg

hitp://https://petcentral.chewy.com/basic-puppy-training/

hitp://https://widgets.outbrain.com/images/widgetlcons/icon-
x.svg);mask-image:url(https://widgets.outbrain.

hitp://https://www.mandatory.com

hitp://https://www.dogtime.com/assets/uploads/2015/02/world-
spay-day-dogs-e1549488399125-650x368.jpg

hitp://https://dogtime.com/food-nutrition.html

hitp://https://event.insticator.com/v1l/event?
event_name=event_adlightning-recover

hitp://https://dogtime.com/goldendoodle.html

hitp://https://paid.outbrain.com/network/redir?p

hitp://https://tagan.adlightning.com/

hitp://https://www.dogtime.com/assets/uploads/2016/08/dog-
tail-facts-6.jpg

hitp://https://www.google.%/ads/ga-audiences?

hitp://https://dogtime.com/reviews/search.html?q=puppies

hitp://https://www.dogtime.com/assets/uploads/2016/08/dog-
tail-facts-6-150x85.jpg

hitp://https://dogtime.com/positive-negative-reinforcement-
hsus.html

hitp://https://dogtime.com/tag/purebredfiles

hitp://https://dogtime.com/do/url?
sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ve
d=2ahUKEWiFz7HCtYDVA

hitp://https://dogtime.com/author/dogtime

hitp://https://dogtime.com/advocacy/dog-rescue/46939-10-
amazing-dog-rescue-groups-donate-end-year

hitp://https://dogtime.com/dog-breeds/groups/mixed-breeds

hitp://https://github.com/krux/postscribe
hitp://https://dogtime.com/stain-odor-removal.html
hitp://https://dogtime.com/schnoodle.html

hitp:/fiwww.taptapnetworks.com/privacy_policy/

hitp://https://dogtime.com/wp-content/plugins/bwp-minify/min/?
f=wp-content/themes/dogtime-2019/css/dist/mai

http:/f
https://widgets.outbrain.com/widgetOBUserSync/obUserSync.
html

hitp://https://www.outbrain.com/what-is/default/en
hitp://https://www.totallyhermedia.com

hitp://https://dogtime.com/xmirpc.php?rsd

hitp://https://dogtime.com/page/2
hitp://https://mecdp-chidc2.outbrain.com/I?token
hitp://wordpress.org/extend/plugins/wp-jquery-lightbox/
hitp://https://dogtime.com/spay-neuter.html

Copyright null 2021

Source

dogtime.com_dog-breeds_groups_
mixed-breeds[1].json.2.dr, dog
time.com_dog-breeds_profiles[1
].json.2.dr, dogtime.com_adopt[1].json.2
.dr, dogtime.com_dog-breeds[1].json.2.dr
, dogtime.com_tag_purebred[1].json.2.dr

1183-urine-marking-hsus[1].htm.2.dr

~DF6D588972CCEB9B22. TMP.1.dr

min[2].js.2.dr
can-dogs-eat-apples-3[1].jpg.2.dr
1183-urine-marking-hsus[1].htm.2.dr

dogtime.com_dog-breeds_groups_
hybrids[1].json.2.dr

outbrain[1].js0.2.dr

min[1].js0.2.dr
1IXWFSHO5.htm.2.dr

1183-urine-marking-hsus[1].htm.2.dr

436733fa-b33a-4964-a3d1-7ba204
529078[1] js.2.dr

hybrids[1].htm.2.dr

get[1].js0.2.dr, get[1].js.2.dr, get[1].
json.2.dr

436733fa-b33a-4964-a3d1-7ba204
529078[1] js.2.dr

IXWFSHO5.htm.2.dr

ga[l].js.2.dr

dogtime.com_dog-breeds_groups_
hybrids[1].json.2.dr

IXWFSHO5.htm.2.dr

1183-urine-marking-hsus[1].htm.2.dr

~DF6D588972CCEB9B22. TMP.1.dr

{4C48F871-763F-11EB-90E5-ECF4B
B570DC9}.dat.1.dr

1183-urine-marking-hsus[1].htm.2.dr,
1IXWFSHO5.htm.2.dr

IXWFSHO5.htm.2.dr

~DF6D588972CCEB9B22.TMP.1.dr,
mixed-breeds[1].htm.2.dr, dogt
ime.com_dog-breeds_groups_mixed-
breeds[1].json.2.dr

min[1].js.2.dr
1183-urine-marking-hsus[1].htm.2.dr
hybrids[1].htm.2.dr

v2nthzrOKdKezsICObr9lQaoky6w3K
JWwuT2H66WgmPTco6zUQnPanXs[1].
js.2.dr

profiles[1].htm.2.dr, hybrids[1].htm.2.dr,
adopt[1].htm.2.dr, purebred[1].htm.2.dr,
1IXWFSHO5.htm.2.dr

~DF6D588972CCEB9B22. TMP.1.dr

get[1].json.2.dr
min[1].js0.2.dr

profiles[1].htm.2.dr, purebred[1].htm.2.dr,
dog-breeds[1].htm.2.dr, IXWFSHO5.htm
.2.dr

1IXWFSHO5.htm.2.dr
get[1].json.2.dr
min[2].css.2.dr

1183-urine-marking-hsus[1].htm.2.dr

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
false
false

false

false

false

false
false

false

false
false
false

false

Antivirus Detection

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

high

high

high

high

unknown

high

high

high

high
high

high
high

high
high

high

high

low

high

high

high

high

high

high

high

high

high
high
high

unknown

high

high

high

unknown

high

high
high
high
high
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Name

hitp://https://dogtime.com/basic-commands-obedience-

stay.html
hitp:iy

Source

1183-urine-marking-hsus[1].htm.2.dr

~DF6D588972CCEB9B22. TMP.1.dr

https://widgets.outbrain.com/widgetOBUserSync/obUserSync.

html#pid=34779&dmpenabled=false&filterDMP=&

hitp://adelement.com/privacy-policy.html

hitp://https://event.insticator.com/v1l/event?
event_name=event_pageview

hitp://fontawesome.io/license

hitp:iy

v2nthzrOKdKezsICObr9lQaoky6w3K
JWwuT2H66WgmPTco6zUQnPanXs[1].

js.2.dr

436733fa-b33a-4964-a3d1-7ba204
529078[1] js.2.dr

stylesheet[1].css.2.dr

get[1].json.2.dr

https://log.outbrainimg.com/loggerServices/widgetGlobalEvent

2rld

Contacted IPs

] No. of IPs < 25%

B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%

Bl 75% < No. of IPs

Public

IP
34.102.138.209
74.125.133.155
151.101.0.84
172.67.129.15
31.13.92.36
172.67.156.77
172.67.39.148
99.86.159.90
143.204.2.68
91.228.74.226
151.101.14.132
104.17.82.47
104.16.166.11
35.190.74.157
13.226.162.106
50.31.142.159
35.201.84.252
152.195.34.201
104.17.70.15
99.86.162.192

Copyright null 2021

Domain

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Country
United States
United States
United States
United States
Ireland
United States
United States
United States
United States
United Kingdom
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States

Flag

S
S
S
S
(1]
S
S
S
S
=
S
S
S
S
S
S
S
S
S

Malicious

false

false

false

false

false

false

ASN

15169
15169
54113
13335
32934
13335
13335
16509
16509
27281
54113
13335
13335
15169
16509
22075
15169
15133
13335
16509

Antivirus Detection

e Avira URL Cloud: safe

Reputation

high

high

high

high

high

unknown

¥
4

ASN Name Malicious
GOOGLEUS false
GOOGLEUS false
FASTLYUS false
CLOUDFLARENETUS false
FACEBOOKUS false
CLOUDFLARENETUS false
CLOUDFLARENETUS false
AMAZON-02US false
AMAZON-02US false
QUANTCASTUS false
FASTLYUS false
CLOUDFLARENETUS false
CLOUDFLARENETUS false
GOOGLEUS false
AMAZON-02US false
AS-OUTBRAINUS false
GOOGLEUS false
EDGECASTUS false
CLOUDFLARENETUS false
AMAZON-02US false
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P Domain
143.204.15.119 unknown
104.17.69.15 unknown
50.31.142.31 unknown
104.16.19.94 unknown
45.61.136.152 unknown
151.101.114.132 unknown

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Copyright null 2021

Country

United States
United States
United States
United States
United States
United States

Flag

1 T

ASN

16509
13335
22075
13335
40676
54113

ASN Name Malicious

AMAZON-02US false
CLOUDFLARENETUS false
AS-OUTBRAINUS false
CLOUDFLARENETUS false
AS40676US false
FASTLYUS false

31.0.0 Emerald
356826
23.02.2021
17:25:30
CloudBasic

Oh 7m 38s
false

light
browseurl.jbs

hitp://https://www.google.com/url?sa=t&rct=j&g=&esrc=
s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiF
z7HCtYDVAhXPc98KHRACBK4QFACegQICRAD&uUrl=
https%3A%2F%2Fdogtime.com%2Fdog-health%2Fgen
eral%?2F1183-urine-marking-hsus&usg=AOvVaw2G5R
mKuXw7eOMgTUd_rYyS

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

19

o O o o

e HCA enabled
e EGA enabled
* AMSI enabled

default

Timeout

CLEAN
clean0.win@3/625@34/26

Adjust boot time

Enable AMSI

Browsing link: https://dogtime.com/

Browsing link: https://dogtime.com/adopt

Browsing link: https://dogtime.com/dog-breeds

Browsing link: https://dogtime.com/dog-

breeds/profiles

Browsing link: https://dogtime.com/tag/purebred

e Browsing link: https://dogtime.com/dog-
breeds/groups/hybrids

e Browsing link: https://dogtime.com/dog-

breeds/groups/mixed-breeds

e o o o o o

3

Page 12 of 55



Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

Copyright null 2021

Show All
e Exclude process from analysis (whitelisted):

taskhostw.exe, MpCmdRun.exe, audiodg.exe,
BackgroundTransferHost.exe, ielowutil.exe,
backgroundTaskHost.exe, SgrmBroker.exe,
conhost.exe, svchost.exe

TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted):
23.211.6.115, 88.221.62.148, 104.43.139.144,
142.250.185.164, 13.88.21.125, 172.217.16.138,
142.250.185.202, 184.30.25.80, 142.250.185.104,
142.250.185.163, 95.100.50.66, 23.210.248.65,
104.42.151.234, 184.30.24.56, 152.199.19.161,
51.104.139.180, 8.253.95.120, 67.26.81.254,
8.253.207.120, 8.253.95.121, 8.248.149.254,
51.103.5.159, 92.122.213.247, 92.122.213.194,
51.104.144.132

Excluded domains from analysis (whitelisted):
gstaticadssl.l.google.com,
wildcard.outbrainimg.com.edgekey.net,
arc.msn.com.nsatc.net, store-images.s-
microsoft.com-c.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, arc.msn.com,
e11290.dspg.akamaiedge.net,
iecvlist.microsoft.com,
e12564.dspb.akamaiedge.net,
e15144.d.akamaiedge.net,
e8736.e7.akamaiedge.net,
wns.notify.trafficmanager.net, go.microsoft.com, 2-
01-37d2-0018.cdx.cedexis.net,
audownload.windowsupdate.nsatc.net,
www.google.com, ssl-google-
analytics.l.google.com,
watson.telemetry.microsoft.com,
auto.au.download.windowsupdate.com.c.footprint.n
et, img-prod-cms-rt-microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, fonts.googleapis.com,
client.wns.windows.com, fs.microsoft.com,
ajax.googleapis.com, fonts.gstatic.com,
ie9comview.vo.msecnd.net,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com,
skypedataprdcolcus16.cloudapp.net,
wildcard.outbrain.com.edgekey.net, ssl.google-
analytics.com, store-images.s-microsoft.com,
go.microsoft.com.edgekey.net,
blobcollector.events.data.trafficmanager.net,
e10883.g.akamaiedge.net,
sh.scorecardresearch.com.edgekey.net,
skypedataprdcolwus15.cloudapp.net,
skypedataprdcolwus16.cloudapp.net,
cs9.wpc.vOcdn.net

Report size exceeded maximum capacity and may
have missing behavior information.

Report size exceeded maximum capacity and may
have missing network information.

Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many
NtDeviceloControlFile calls found.

Report size getting too big, too many NtReadFile
calls found.

Report size getting too big, too many NtWriteFile
calls found.
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IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\DURNCK2N\dogtime[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

8263

5.380683275955608

false

192: TKPKPKsuKsbKsEKsbhKs+Ks9LBILB9pfIpfovRV:q
AA516A172F66C2F65F93ECB533692367
11A77723BC515C16BEF89E192C099BA237BD3851
16187E865FB3D9D26D11023C54AE6D717BA41ACCOB5DD7175E447A4112E303A1

C81B56E3D3F2F7F246354D94570ACCE6G07BFF10E3DDFA9AC3D4B078FFF8DBD932BEE187A14B2COECE1EA23CD2B4D4542B064DA9B18233EEFCB1EESDCEF32
D975

false

low

<root></root><root></root><root><item name="OB-TPCS" value="{&quot;value&quot;:4,&quot;expiry&quot;:1614389188053}" Iltime="316018768" htime="30870092" />
</root><root><item name="OB-TPCS" value="{&quot;value&quot;:4,&quot;expiry&quot;:1614389188053}" Itime="316018768" htime="30870092" /><item name="_cX"
value="approved" Itime="320178768" htime="30870092" /></root><root><item name="OB-TPCS" value="{&quot;value&quot;:4,&quot;expiry&quot;:1614389188053}" Itime
="316018768" htime="30870092" /><item name="_cX" value="approved" Itime="320178768" htime="30870092" /><item name="OB-AD-BLOCKER-STAT" value="false" |
time="326268768" htime="30870092" /><item name="OB-AD-BLOCKER-WL-STAT" value="false" Itime="326268768" htime="30870092" /></root><root><item
name="OB-TPCS" value="{&quot;value&quot;:4,&quot;expiry&quot;:1614389188053}" Itime="316018768" htime="30870092" /><item name="_cX" value="approved"
Itime="320178768" htime="30870092" /><item name="0OB-AD-BLOCKER-STAT" value="false" Itime="326268768"

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\QALADACS\widgets.outbrain[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

272

4.741161463335754

false
6:JFK1rUFzpAqa/91QV+1rUFzpAqa/91QVg3dQMIBxVapUmMEIKENEIQV+b:JsrU9pla/eQQruU9pla/eQu/b+NQu
AAB702802B7FOEAD24FA93545461B857

B601D68BA9COC3E2A70FB3697AF80C26EDCE47BC7
7DCBAE094DE500F9810BBF350C436BB657DFC7E1CDC552916910CC96377C78A7

692C6204B9442C742F8AC571E6F2A0DFAODCBOEES770FAG0CE4FF29F6D4303DD848D599197189418AF1A4C4AA7451692E8DABB3C7BAE31EECDC3152BFA4674
5

false

low

<root></root><root><item name="ob-test" value="1" Itime="845888768" htime="30870092" /></root><root><item name="ob-test" value="1" Itime="845888768" h
time="30870092" /><item name="ob-monitor-obm-ccpa_fail" value="1614130041044" ltime="845928768" htime="30870092" /></root>
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{4C48F86F-763F-11EB-90E5-ECF4BB570DC9}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

36440

1.8956222142543295

false
192:r+ZFZs27jWFtgRfiD+UMcWE0AULM7fLSCDrkr4S+j0+SpcY:rKrb7aPgh/+BcWEo0Au6bIrOAjOlcY
9BD98A15B58B4F843FF856DB514B330B

1C731FC050BE5194F5A6EBB5835507D366F17377
86BED7CA7CD50CA92382650B06C73CB70EC5C4155BAA489DCB6FOC85080091CC
10D6EB9CC81E2D63D82357D10BD5B7B1819B0002C8D504D2FA7554E507B8ABF3C1552E903CCC56EDIEID798EF0165473C9505753489189E41A0AA95C59D09D:

false

low

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{4C48F871-763F-11EB-90E5-ECF4BB570DC9}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

133496

2.5595549005481573

false
384:rJ5hIsHQ8Rkih6aAbAunepyj9jLehsJgshcFQe4WoNJ4Fj+i00j7gcSjTCclUwoy:QtpY8
F9A0748F831DF3265BF8999BBEC58828
87979996B165CE90A61CE9908D656BB6E4F21C30
5E81DB42C3B67F042D2EB3898B6ESC1CC6496648FBIF0452A30317E9BC3E6771

E800A3C3B88BFF78B2E69C12ADC238126640FC4CE28E1279ED8OFF7285CA971D0FE43CAF83567DB76414764F93CEB12FE4A0699E6BBOD317CECD77B7DOC8FL
B

false

low

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{546 CFC8E-763F-11EB-90E5-ECF4BB570DC9}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

Microsoft Word Document

dropped

16984

1.5652214493607302

false
48:lw0GcpriGwpaWG4pQTGrapbSI/iGQpKUuG7HpR3ETGIpG:roZvQm63BSI1LApTWA
90D6A96AB9477C529EEE26C25141125C
F53D3FBD1663D5899C343D3881CFA95E70BFB205
35C33FA9959E220DDE18D2D8C637591DESEF35F1812E1A2B1ECC5B2524ABE2E4

EEC6A2C0133ED43A1DEOBICDAAGE75C27A81A958D9B5A2C290E3210E014CDC5ECAL17C1F468AF89C14A8EG862E9EBFCES8D5464ACES17BC4142F3254E96D
8C2

false

low

C:\Users\luser\AppData\Local\Microsoft\internet Exploreriimagestore\dikxvqflimagestore.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
data

dropped

7994

4.903329977779153

false
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C:\Users\luser\AppData\Local\Microsoft\internet Exploreriimagestore\dikxvqflimagestore.dat

SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

96:0IP8gyKwdUgL TKNbY/QMATKCjU1QG43fqJKCYqie+0c01dSKI:0kgmagpAFK TVWaJIK10/SKI

F6BD78FCFAID8DAC1CADEO6FF520930D

B083C2EA29F8B6ECAB804B1F318A44F83A391069

24B93E11F798B1401122B46119744A6C10284FDC3B785F1DEAC50974DD769A32
B15454171C1426CC10ECDD9263F8874EFFOA780F3F9F31EE495711CF750F672D698FBSIECE8A32AA5CI2DDIF294B798526AFAAF4ACC2A5F2E3D92C062621D96

false

low

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\6xK-dSZaM9iE8KbpRA _LJ3z8mH9BOJvgkP8058a-xA[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 17096, version 1.1

downloaded

17096

7.971375200246702

false
384:k+d6cDbOual08cf+rBicO3ZmelbkVNWsXxEUOrORDmMAO5X:B0cDyu68gMBicO3ZmelgJ30rORS15X
F4102943549A93E63F7FDF5910C9EB93

AA21FF8BBEBD2934044BBF7430B02020D15AA6C1
CAB487640AB2669453D2DE7EB323AE3CF47C985BCCF9454C9762798EF08BF424
BC123F08EBIFB36665BEBAA72857F2544A89977A5F7BC63606CD49A2C7233689B257A5388C5575D841315FAD1BBB33B5B05E42202F7BE3C19DB0OC18D6F8D1F7
false

low

hitp://https://fonts.gstatic.com/s/quicksand/v22/6xK-dSZaM9IiE8KbpRA_LJ3z8mHIBOJvgkP8058a-xA.woff

WOFF.... ..GDEF...l.B..\A.GPOS........... P...GSUB
..head..<....6...6..+.hhea..<.... ...$...hmtx..<....R...L.3?loca..?@.......(".7.maxp..A\... ..name. A>< 4 .AWZ.post..B.
YQ..&*.1.c3....;WV...(U.HQC.?..8... X.\eueune sI?@.U...Y..... MI.I..m.6...r.....\...Y.f.6&.t.( :(.I .C..w.8.0....... fi[..fp....E.X".l.m..v. Sk
2. XX{oee. N{7..F..r...1O A
....... ,.9.PFL.9...r#. p.v.m..0...Mm..*.g..ssO.~..S.V....1.L.a.K5..r..R..}...F.]Jg4N.8. .."..tM.-.0|.W..x.":7.9Z].=e.....qZ8z..Z. . XF..2"M....#.3=-1..8.y.

...0.8.}..G<.9.x. {>
LA+ AX.<b8.a<ABX.mjn. NI= .Gk +[+.{.S.tw\..S- A[...K]..r...P..F.|.c....c.v..qP...H ..... h.K)....<..)... ,..lv...L

>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\Braque-du-Bourbonnais-dog-breed-pictures-cover-650x368[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
downloaded

16294

7.799904124845436

false

384:50Q8+HmdHaWs2emyGUFHIckue52HUAPu7wHaL:50QtSDZ0lcZG2HewHalL

F74B8481CEBF7145E81EA87167C1DBB1

CCEE5D171AE3DE9BEA99AADIF87C21B1F7DCOA9B
37F224652EB297B5B594992F284F93DFBF3E52913684368402688744FF5ADAFS

2D7CCCDEBD896A459C209ED1188D678A5E5B678542417BAA974AB1087BBB8366D46C3D1D86EOED7B714A4B2AED3D2EE91A35DF1F01770094AF93A1F8ABO8SE
31

false
low

hitp://https://dogtime.com/assets/uploads/2019/09/Braque-du-Bourbonnais-dog-breed-pictures-cover-650x368.jpg

y..G%...zw.<...1.dT}g..>\.G...A.&D.}@L.
S HL4_7NM]LeOWLWow. L A P&$
Ue._s..I....C.>&}*-"&$.&...(...
BHH.y.AV/Z.=w....[..S..gN:.|....].v.>e._=N..0..1.

Q. f*s. ML K5, #r.52 &I.b@ . B .
..b..sl.7...S.S..F._ 4.0..7.@ SEB 9 ..... d...g..nOxus ...... S Kl OLL$. S
- L...H)9.."]|...9....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\Hamiltonstovare-dog-breed-pictures-cover-650x368[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
downloaded

20286

7.947881686537427

false

384:e431ncDbz25fZa5n09Xo0dSJoHxf2g8AVmM4DzM:eM1cR2tZ4n0oEY xf2g8em4fM

688FE672DBE635042E514F31F93A7687

A57FBABOBABOEE514706F06BCEE65A073F7231AE
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\Hamiltonstovare-dog-breed-pictures-cover-650x368[1].jpg

SHA-256: 69944ABFEEB1C43B491E6B0612F61CE265312E8D07BEA71F9B0OF149CD7280494

SHA-512: 8933E84C5A6F305E4809676E9761CC8C68F8850ECB863648FDFC10567BE56405429E0F3094B23CDC3D4649A91C8D692C7B3514135DAFE78FCE15032303C0624F
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2019/12/Hamiltonstovare-dog-breed-pictures-cover-650x368.jpg

Preview:

TL9SE.Oe h.. .IFH..4..j..0).......E..y9]..G.m~...<<3.9M:d.N>.W. .}...P...p...L.L.....j...@4 ..CD......F.4..X.4..3,\.q9:...0q..&...~T.
..z.mgO..]..~i...= XY hich)en & (204,40 .10 AkL0> p<.~v=.0S 0 2 NLLLLLLTELLO.C @. .40....4.0#.@...A4..Qe..@...H"...dp......
~.].13.0\2.r K~$.u>. ... p.ROC@.H.S....... S 4h L /1000020 (0t N0 %.).QR)... ..$.41.&B.DhC. .& L......1.&..L..."Bc..D$..B......q68.... R.....F..3
*)..@..6k.i.vrmwz~t.>...I.N.70...i. . #T&4..H$.@. m.h& m9X....*m.snM.C//..S.-t8.3.h.Z2

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\Labrabull-mixed-dog-breed-pictures-cover-650x368[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3

Category: downloaded

Size (bytes): 28835

Entropy (8bit): 7.957697651357226

Encrypted: false

SSDEEP: 768:0bR32hd+7QcEIdD2i4YAD6IENRN2hWGCbaie:0bR32+rEIdD24AD6IMP24BY

MDS5: 3B8FE71E46D8779D17AC2798438DAFF7

SHA1L: 26B5ED3024CB411602DD62C5E236293EBB88BF34

SHA-256: AFCC371C6746B353D83D501A16A9EB8CEB42D520C302649EE38173A6983B34E3

SHA-512: 0DB03401DB916D7D96COBIFFCE19B12606BFC161E757BEBCELEFBC302181771C6DDDD22A611036F8A305B323FA6ADB34B07688B9ABAB54105B8E4E288C0D1(
33

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2019/08/Labrabull-mixed-dog-breed-pictures-cover-650x368.jpg

Preview:

JFIF C ! "$"S.. G p..." !

(XX

Ll ZA)L&NBUSY g >3 FW..@Xb. .+, P.\8.$.A.:x.d..pMb..Z

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIJMT\Maremma-Sheepdog-breed-pictures-cover-650x368[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3

Category: downloaded

Size (bytes): 57255

Entropy (8bit): 7.982221614827017

Encrypted: false

SSDEEP: 768:CVG64zvd/km1nhiluSxwom8DEL76ZXI417iZbJ6 SmMEbC43XEWe3m25rJ4qbvMNXS:5eOhgINWjiZm4EJI3m2514+vSyT9l

MDS5: CE6F659D1E42393CB0497DF6F249BD12

SHA1L: 05F3D053CD803ACBFE480157198E1D2048576E34

SHA-256: OBF77AFE5E7F5F25B509EDF31C291BF8B9867482E9D87COF76B026A4C664CFD4

SHA-512: 6B5140FAC5B783AF9F6B1573401681259364FFC60993606573EECDE4DF3CF33EDF9472B669FA5A522451A27BD5BA8F94CDE48FB5C211AC911C105A90BBCADB!
B

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2020/07/Maremma-Sheepdog-breed-pictures-cover-650x368.jpg

Preview:

.v.1l.>fv.c...C.U...3..B..B%........ j...p.L3<.l.<.U.;vtul.1". EqLY..*...&T.C6..N.5.....k.E...z..m.0..A...G...?,....Z..R...z6..iW..0.0.A(.d..v..XX....8...DzqL...,.f4.Q.qInt].
...... J.W.I1?a8..g...y..%.M.....P.}...>.d....M..,;,LV..E.q+.a0..mK, >.>G.... i{...2>..gzw..J [.gqo

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIJMT\SIQ_icomoon[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), icomoon family

Category: downloaded

Size (bytes): 1408

Entropy (8bit): 4.301645101491459

Encrypted: false

SSDEEP: 24:zEW8VtzprNTfmyN7EpB3MVuOtN1lovezPHz6Pb880OHtDelZl:zROplfmyqp/Y NavezWPbp2Dil
MDS5: 13F4D4B116A525AEC8D5DFBFE0174059

SHA1L: 1B8B4DE9D867DE5268BA2115CFCOFFBE71ED8401

SHA-256: 60211392204B86E076019FF2B7CF349009755EF17D02D61DFC3127AB50354440

Copyright null 2021 Page 17 of 55



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\SIQ_icomoon[1].eot

SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

4FD8ED11CEDAEG43C28FC6355224585A395FE3D63B70A6A8DA6522372EF4D292CA92B4DDF88004EC076D9B2C1EODAG99966636DC149D8FBED3C19E34D352C!
A

false
low

hitp://https://dogtime.com/wp-content/plugins/searchig/assets/3.4/fonts/SIQ_icomoon.eot?072w6t

..i.c.om.o.o.n....R.e.g.ular...Vers.ion. .1..0
loca.(.coeuenee maxp...N....... name.J.....4....post

..glyf.(<...x... head.]S
................................. 8.
7654'&'&'&#..NGG34...

Q..
L H"&&&5AT676763."
...34GGNNGG43..U..((77==77((...((77==77((

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\achoice[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

2735

4.05523839014467

false
48:B3BaHmfLcxhQwmYNZOXRpULS/xmAIVCQBTrUkRJ5a48VpusxY8n/gwhdOcBITY7g:RMHMBRYMBpULWMAIVCQFr1JX8CsxYY3
9D26FA4E7238ED94F1D0D92AFB453B3E

AE18EFE7D09337BF2F580B3F5BC912284AAD7821
2C87952CC1C23627496C7874271042BDB6AF21EFDF7CBF36EC4D98E6CEC34D04

2CC15FF2E13DD4C716AC747C488CEC48F3C74AF18CB5D5BB924E5A71A8B509ECB4480A1A515A854CB5CE93BFFBB57682260181194BD3406C469602F9C25C8B
4

false
low

hitp://https://widgets.outbrain.com/images/widgetlcons/achoice.svg

<svg xmIns="http://www.w3.0rg/2000/svg" width="5" height="5" viewBox="0 0 5 5">. <g fill="#37A5BB" fill-rule="evenodd">. <path d="M4.99896808,2.59430647 C4.
9122872,2.76046868 4.76781907,2.86530912 4.6006488,2.94937929 C3.77718044,3.36379576 2.954744,3.78117942 2.13024372,4.19559589 C1.9527543,4.28461136
1.78248829,4.25988484 1.64524356,4.13328506 C1.57507333,4.06899611 1.53792438,3.99382749 1.53895629,3.89788859 C1.54514779,3.48050494 1.54617
97,3.06213222 1.55133928,2.64474857 C1.55340311,2.45583795 1.6545308,2.35297563 1.83202022,2.35297563 C2.01054156,2.35297563 2.10754159,2.45385983
2.10754159,2.64672669 C2.10754159,2.90487156 2.10650967,3.16202736 2.10031818,3.41918317 C2.09825435,3.51116582 2.10960542,3.54083765 2.2107331
1,3.49039555 C2.68438221,3.25598814 3.15906322,3.02652603 3.63580806,2.79805299 C3.76376555,2.73673122 3.90101027,2.67145321 3.90513793,2.52111597
C3.90926559,2.37770215 3.77718044,2.3084679 3.65747828,2.24318988 C2.85052056,1.79811253 2.04562668,1.35204611 1.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\adopt[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines

downloaded

108818

5.350123735059383

false
1536:flbm/f8UplviUcdObla30CIXGC/ZCKCrFU4Jresxz99goRa0CU:fdcdObD/ZCprFU4pfxz7JR
4F23585475A30D4A7446366AC4E684C6
76849D31AE513A4A45FBCB13888FCI0FBABACI7C
59B99F9536217AF8CCCFBICD829DAC16391076810060FFF86411F76265258522

OFD4E1FF81987E5354DA8523D1B4BAB826D9F681CCBFFAA3BI0F2FD34130B3042EFA208821C31B67770487CE72BA6B1FFBADOA73A1A374AC28C02835664C28E
C

false
low

hitp://https://dogtime.com/adopt

<IDOCTYPE html> [if IE 8]> <html class="no-js It-ie9"> <![endif]--> [if gt IE 8]> > <html class="no-js"> <![endif]--><head><meta charset="utf-8"><meta http-equiv="X-
UA-Compatible" content="IE=edge,chrome=1"><meta name="p:domain_verify" content="bc06c90dlach18ed0abe8e9b9c02db20"/><meta hame="viewport" content="widt
h=device-width, initial-scale=1, maximum-scale=1, minimal-ui"><title>Dog Finder - Adopt a Dog or Cat Near You - DogTime</title><script>PB = window.PB || {};PB.h
ashlessUrl = "//dogtime.com/adopt";.</script><script>window.grumi = {key: '2a236ed9-fb8c-429e-ab47-cacac34a3be6'.};</script> <script src="//rumcdn.geoedge.be/grumi-
ip.js" async></script><script src="https://cdnjs.cloudflare.com/ajax/libs/crypto-js/3.1.2/rollups/aes.js"></script><script>function ezoic_test() {return typeof ezoicTestActive
I=="undefined' && true === ezoicTestActive;}var headersData,admiralChecked = false;function getHeaders() {if (headersData === undefined) {var req = new XMLHttp
Request();re

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\aes[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines
downloaded
13360
5.635058839476275
false
192:9pQGDuD690MPdz8Ui01511115712Tru6hOhNmHV+m9elfyAqYfinNVYEUUFJZmUY:90iTOwz8Uiw/1S7DegkcHpeluScZbAX
4FF108E4584780DCE15D610C142C3E62
Page 18 of 55



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FJMT\aes[1].js

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

7T7TE4519962E2F6A9FC93342137DBB31C33B76B04
FC7E184BEEDAG1BF6427938A84560F52348976BB55E807B224EB53930E97EF6GA

D6EEEOFC02205A3422C16AD120CAD8D871563D8FCD4BDE924654EAC5A37026726328F9A47240CF89ED6COEI3BASF89C833E84EGSEEE7DB2B4D7D1B4240DEA
F2

false
low

hitp://https://cdnjs.cloudflare.com/ajax/libs/crypto-js/3.1.2/rollups/aes.js

/*.CryptoJS v3.1.2.code.google.com/p/crypto-js.(c) 2009-2013 by Jeff Mott. All rights reserved..code.google.com/p/crypto-js/wiki/License.*/.var CryptoJS=CryptoJS||functio
n(u,p){var d={},I=d.lib={},s=function(){}t=I.Base={extend:function(a){s.prototype=this;var c=new s;a&&c.mixIn(a);c.hasOwnProperty(“init")||(c.init=function(){c.$super.in
it.apply(this,arguments)});c.init.prototype=c;c.$super=this;return c},create:function(){var a=this.extend();a.init.apply(a,arguments);return a},init:function(){},mixIn:function(a){
for(var c in a)a.hasOwnProperty(c)&&(this[c]=a[c]);a.hasOwnProperty(“toString")&&(this.toString=a.toString)},clone:function(){return this.init.prototype.extend(this)}},.r
=l.WordArray=t.extend({init:function(a,c){a=this.words=al|[];this.sigBytes=c!=p?c:4*a.length},toString:function(a){return(al|v).stringify(this)},concat:function(a){var c=
this.words,e=a.words,j=this.sigBytes;a=a.sigBytes;this.clamp();if(j%4)for(var k=0;k<a;k++)c[j+k>>>2]|=(e[k>>>2]>>>24-8*(k%4)&255)<<24-8*((j+

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\afador-mixed-dog-breed-pictures-cover-650x368[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
downloaded

24360

7.965989731510805

false
384:QK30w+2UrJM0OVyKFaiZ1f7YQI70Xk8FhXMS7mfacBkzZbymRqUi/hyPgUM64:QGON7yQasV7YQI72zhXMS7mhmzAmoT/h
E9CB022016D944BCCB8AD7A480592321

BEAC1A05824F47DC16EB1062C6FA78C6681C2FD6
D9B0OF2994E4438057889FB3CCA43C59262083AA4A01AF9807778B50BB51EB23C
1884FCA94F2571C66C9C2340AC8A08B79FBES946DBI3C703C5EAATCA57EF221E047E1CBE909C55CD544C5380AA4615DC84F07476C16030CA8627E6508534D8L
false

low

hitp://https://dogtime.com/assets/uploads/2019/08/afador-mixed-dog-breed-pictures-cover-650x368.jpg

#hY..6.Lh))v...a..v..
..B..L‘.q...8.&..$.x
flxl...
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...Q.O.@ ........ X.> ..... I..>..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FJMT\affenhuahua-mixed-dog-breed-pictures-COVER-650x368[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
downloaded

40578

7.976463265864469

false

768:fnIHhQDfINPcXQuzMg3jldylgMop1QrINKI+VwbWIAJkppxI+FO:fIHmDfbPyPZ35tM+ylbrcO
71D9F89B2C28D80560614C7F308130DA

D228912E2BB856C62C4FB2CC6E1095565AB3DD87
D3F949D8DF29EDFB4DD1AD6F34E375F9A5237BA5F66EE0SDAS1EBIASE679F06D

B52E825CB1DC83F3A58CE7656DC3F58B357AACDB66023209ED90EA3C80532EAEF7D0B9150C76C365324F4ABCCIOF3EB727BDD34D14D6DDBC692A3ECDDAS3C
A4C

false
low

hitp://https://dogtime.com/assets/uploads/2020/02/affenhuahua-mixed-dog-breed-pictures-COVER-650x368.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\alaskan-klee-kai-breed-pictures-cover-650x368-0x300-c-default[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, progressive, precision 8, 530x300, frames 3
downloaded

23867

7.96584863358266

false

384:ktSB505WBsKQiNyxS6QeYIOmgbQalhQfRbTGg70D3QOfFxB8KInxpRf:ktao0BbQiNpeROPbQ+yRnGY+QKOKIxpB
E2D6A23C494A36B9873A2AFC2C80D216
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\alaskan-klee-kai-breed-pictures-cover-650x368-0x300-c-default[1].jpg

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

7B78A67DABE8F12D7CFCFD3F43DB3218CF16151A
8F89569B39431358DACCDCC7F7401A8E8BEB99EE95551F2AEC79ACC2D4087501

41764FCBB06947D7F982A06FDCA1ED0594243640E7D5697510C25CB47ACB5B89B0208F76B7B1A58D9CE9D6B4C99EF3FOCIC2E7DB3BFCEC412F10D89BCF659¢
C

false
low

hitp://https://dogtime.com/assets/uploads/2017/11/alaskan-klee-kai-breed-pictures-cover-650x368-0x300-c-default.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\american-bulldog-breed-pictures-9-650x368-0x300-c-default[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 530x300, frames 3
downloaded

14612

7.906347592225994

false

384:BIJ1VBZAgPZaE8PC/KLIdC7k1GVRtE2yVL/WQCPi:B87BZtPt8pLLKKfrCa

2629D6A2972EDF1F12F0548BE11393C3

3462B2A4963871E2B8D01D06CB2697BEAOOESF02
1DEEE544495603DB2328A309DD7E4B5D7405C99702D72C1EAF574E1043F3370C
691C53F73A2FCD97E1D381C89DDFD64B062BAF923DB191357520451C25264536FE3B073C152A9DB3DE774535DCA5777D525E259128C4109341581015B5C30748
false

low

hitp://https://dogtime.com/assets/uploads/2017/12/american-bulldog-breed-pictures-9-650x368-0x300-c-default.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\american-hairless-terrier-dog-breed-pictures-cover-650x368-0x300-c-defau

It[1].jpg
Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 530x300, frames 3
downloaded

9865

7.787151755742393

false

192:vSDaQpXPAf78RqiizEk8UIVib2VCmMJIUNC50Aug3fWaw+nwWzpxttvs4OaFc:vSD5X04RjiJ8DVa7QMCQgSYrz9tkkc
C787E74499812751F0782EDB8E593844

8775F97A7C8CF7F3B10248B584F571E9DC2E6CBF
E5047EA8238A9A1607C6E9508393E0BBIEGOF7757A19BEBBE7163AF66B501D34

5D552BE1FA646B2CFFD8BOF988E6C3E76F930BAF40D4FC88070AE9E937FBACFEFEB2EFACA45BA0B00024EFB2AD06200D4D1D0DD15E772CE846067BD0632E03
918

false

low

hitp://https://dogtime.com/assets/uploads/2020/04/american-hairless-terrier-dog-breed-pictures-cover-650x368-0x300-c-default.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\american-leopard-hound-dog-breed-picture-cover-650x368-0x300-c-default[1

lipg
Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 530x300, frames 3
downloaded
38994
7.981022383060707
false
768:T73RtqGVLEUkr3YA204m6ASY4eMYHFzNKY44LSUDXE:X33qG9A+7YfFOIBDXE
BB3E4D1206925EEC8F28021DF188D929
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\american-leopard-hound-dog-breed-picture-cover-650x368-0x300-c-default[1

lipg
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

76EF9D1B2F0C191661B5ED254DCC90976CC784CD
1D59462DFDDEBBBYADB75DEA3800A32015453DE2E9E1IED936C90BFF56607F7C2

OFD1C32E84096B56808E2F31BC54700667D1A0CA4FDCFB1A21EAF5CA47ADFEB37CC9F10B9F4198C5D660D3FDDE17D94BDB36109D654870B36EDGABAAIBE33E
CA

false
low

hitp://https://dogtime.com/assets/uploads/2019/09/american-leopard-hound-dog-breed-picture-cover-650x368-0x300-c-default.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FJMT\american-leopard-hound-dog-breed-picture-cover-650x368[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
downloaded

56755

7.979384602435102

false

1536:6DFWVGgMVEU4/3BcI9XAW+LyharZFR8IvBuTw: YwVGgXfBcXwOMwlvs

072B7C680E5ACADO2FC825171397987C

C3F1FE0620EE6049FFIC60830E59654D55BFCA37
6AFA803A6628A4B73C2E51B21DDC610D642761ACB489F35921331361D9106040

D84576EAGBO5A2AA05610A8CEBCA5B80155CC2C430F0A61A8D3BOD6AES343908111ADDAC2C7B106FE31141AD1ACA8AF9ECF8A4ES177C2E789F4932063832C4
A4

false

low

hitp://https://dogtime.com/assets/uploads/2019/09/american-leopard-hound-dog-breed-picture-cover-650x368.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\aussiedoodle-mixed-dog-breed-pictures-cover-650x368[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
downloaded

46612

7.980578011006036

false

768:/flO/IBEMKbOFHjcBLg2bz+s13SHYFFUrc4002IrXxkOhzj4bM5Yn2cgu0Z:H2/8ztg5gps13lYFGrMo28xPhzQM5Ynm
D8AA9BA2AFC7260FFCF94E8A09C04BCO

8199F3B0OD7864AC71D2AF65C8ELDAF6F2C467C20
F20C54D5A235EA1A4B2533B36F7C6110E1142886993E54D2E877AC3C2B8BES0C

D82896078500F1A3C5CC8A117819487A1F434D8995574617DF774F47E052ADDFACAES31304E9A823BB2C7695DAFAB1935C8F29C5E91D428C3DDACF41AAS4AA]
C

false
low

hitp://https://dogtime.com/assets/uploads/2019/07/aussiedoodle-mixed-dog-breed-pictures-cover-650x368.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\australian-kelpie-dog-breed-pictures-header-650x368[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
downloaded
18944
7.883841781002759
false
384:25qw2RLFR7bL8IBIr4Imty8AQzCyrUkzkPPIRYK/y:25H2LQzbRKCEeK6
BC01907606C37389991D76D75BOFAF7C
Page 21 of 55



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\australian-kelpie-dog-breed-pictures-header-650x368[1].jpg

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C1F862681164BB8FE92B3D54C47F9250FD4D3764

8D2D55B5665A2FF1EE78145F26FBD9491D7DC61FF7B9331E6CDD6E6347B5A07A
249D5B53894E1F00788E7885581E618C3768130A6E4005CE91443ED181C1BFDD886ABEA603EOF7FBA5F25BEFC5572DB7FA671893E0C59E3D89B345A290A9572E
false

low

hitp://https://dogtime.com/assets/uploads/2018/04/australian-kelpie-dog-breed-pictures-header-650x368.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\australian-shepherd-pit-bull-mixed-dog-breed-pictures-cover-650x368[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
downloaded

46607

7.985416538345038

false

768:iMJalhLEZbhvCW2Y|Xi68Z0PHLxJxze/9mLbt0+GUzMx89A7Qfs8qtxCdDUS4xeF:labY39PX+uPrLxa/IL8jGp5gqXCd4qj
FB71B637D3B39C598563723462A12814

396C183A3E66F2F0D176F1561BC061C060C8E2FD
5270394ABFB0610C3813ACB4815F779AF253DE38DF9367A7AE7BBF3E32F4932E

9808A4175E1E1188D1976B3479FBECCC6A17DD8CBB595876857D62065BA4365651C2EB8C7A1D3AD1IDE91C7D3CASDA86D20222A05B89CFF3E8GEEG3CEF439EL
DB

false
low

hitp://https://dogtime.com/assets/uploads/2020/01/australian-shepherd-pit-bull-mixed-dog-breed-pictures-cover-650x368.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\autocomplete[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

C source, UTF-8 Unicode text, with very long lines

downloaded

68686

5.290886295504296

false
768:GUpnlYdlok8EthQmnAEM7BWjq3W1x5Ue02cuo7bfp26fyUm/IZdQjyTcZP5xm:5plYdlok/7xxjg3W17UzMUPZ+jygBxm
B740F64D9675133CEA5E357EECCDOFD8

D7ED48B30117F3F4E99DC1427182D5CD8EB924D3
E02370DEC1D768B7675FD4COF55668B5B938D50C03CASDA798966A72FB2FI61E
15A007E783F4EEBDC7C2B3F216B8F369721F1831A235BB47A5043CE7D9A9CF5C6783F8DA3616154F0AF1F95F605E23C1594461FD020B1F45FEFD17102C4220D8
false

low

hitp://https://static.searchig.co/js/2.2.58/autocomplete.js

(function(){var logger=SiqContainer.getLogger("autocomplete.js");var allCurrentFacets=[];var facetsToStore=[];var multiSelectLogicalOp=SigConfig.multiSelectFace
tEnabled?"OR":"AND";var getRawDomain=function(str){return str.replace(/*(https?:)2VW/(www.)2([*V]+)(V[WAW]*)2$/i,"$3")};var nativeDomain=getRawDomain(locati
on.href);var siglsAutoCompleteDisplayed=false;var urlParam=function(url,name){var results=new RegExp("[\\?&]"+name+"=(["&#]*)").exec(url);if(Iresults){return™"}return
results[1]||""};var userSearchBoxSelector="input[name="'+SiqConfig.searchBoxName+"]';var sigSearchBoxSelector="input[name=""+SiqConfig.queryParameter+"],input[na
me=""+SiqConfig.searchBoxName+"]";var sigScript=function(){var sigSearchFacetFilter=[];var siqgPostTypeFilter=null;var enterFlag=true;var prevVal="";var flagCall=true;var
resultOnce=false;var currentHover;var currentElement;var holderWidth=280;var oldTimeStamp;var bodyElement;var newTimeStamp;var extraResultClass="_siq
_main_searchbox";var currentSe

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\bassador-mixed-breed-dog-pictures-cover-650x368[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
downloaded

22380

7.946546063341

false

384:BJIrBkedXvG2an55vsUMJUV4uMsqy8/YnzRakl6 DNOVHtMOAhbuNbcfl:HBFtvhk55vsNWOwqy8/KdakxDgNEhBN
49CE104FECCEG680EEF728B24D2EFOBED
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\bassador-mixed-breed-dog-pictures-cover-650x368[1].jpg

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

8476061E65EF44136829ABSED8C1C6E7A9BD3B31
053F6F677EAA4230FA86B66B335DEA294253FB230F621B1B80332D961A133F71

FEFC993D0DA8245C519919458B3891D54A918126FBCC2C91F7DC76984204FD08A6F041AC6B56AD2D88935FAB19CEGB25E3CD6FC861A5E1F92ECEF31AC4916C
8

false

low
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JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
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7.977730686985992
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C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
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7.9841693280467485
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SVG Scalable Vector Graphics image
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C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
downloaded
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7.981752679033649
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Process:
File Type:
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SHA-512:
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Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x369, frames 3
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false

1536:AAVHY p+zHSX3W/25N0oVhj0o4mz4iBczuCBtnm6fbPuLyLey4OrKk:vY p+UWPjj5h4IDmIGee/zk
38F2DF53C360714162C1A6B1F2C71172

127C31F3FA4B051F7E4ABB655C141548F9884705
49943C0419E9D6016405B9B774189A7ABC9468EE3B8AOD73BCC7BFAFFC9139B0

543D22EC4ECB9B2671E32411B044C6B895951DF1DBB1823E1709A27B01DE2CA7A0C72C7F7CBDB96A8E71A8354D87CF49ABATE841436805FF43F48313AD2BFC
1

false
low

hitp://https://dogtime.com/assets/uploads/2018/01/caucasian-shepherd-dog-breed-pictures-cover-650x369.jpg

...... JFIF i Caccceeceeeeeee

~.MQ..,..c].}4..-sk3.j\.Y.mmF.".D...v....#..p..QZf

.3C.5..2......R.. 0N27....6.9..q. .q(u..Qj.g...'#a]...P..&r .(}.9..L).0.M."S:..r.. .H..K.N.3p....J.*5..V.A../D...7...1.C..t.L.hI5.NE......\.z.. i..1.2
8;.{.?T.J.d... "\U2k........0Af,...V..Y<..kz."Y.-d-.$m..J..b.|.JQ.(0

t.l..u0O+.L.mThG.lLk.]..l.c.Uo....vR..Fx.sa..V.C.e..B........... KA.bkQ,.e.jy.eu.&uy.|..\g9f

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\cavachon-mixed-dog-breed-pictures-cover-650x368[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
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SHA-256: 0987BFDCC97194C57D09029D76C10A8C35D13FA3309C24FD61042C8E78FB4C57

SHA-512: 2656E250EBOF45F68612B29FB7E52A79587EB5434C3F435A4509D1918BC4550BEC356A3C793D776D01E8A3374D276844F450C7EC694EE314F1526421745B7850
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|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2019/08/cavachon-mixed-dog-breed-pictures-cover-650x368.jpg
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3

Category: downloaded

Size (bytes): 58520

Entropy (8bit): 7.977095435886539

Encrypted: false

SSDEEP: 1536:GL7uUTeW26uTT//OUYcPeOgnwZY7i7pyhBzVQ:GLCaluTz/K/wi2whJ6

MDS5: 45F60572CA031801E9A50B3F3572D424

SHA1L: 07D3BEF3A60486A730F19BD19EE22A45D39C4AF6

SHA-256: B2453F45BFFC8415818C712BA86D6C8159B28CF7C20D79AD506963B006734CB1
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3

Category: downloaded

Size (bytes): 36970

Entropy (8bit): 7.973402908236809

Encrypted: false
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SHA1L: 32D2F1F9CF8C399F04657B1D459BA05C268ECOBA
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SHA-512: EB9AF5AD2E382547663F263F8D1CCFF4C731C3AFBO3FB7C2386960C438CDCE108F24D20918FDFBD2071424E44CB48B4CE4762FCB758A4FAFDCESABD802A53F
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
Category: downloaded

Size (bytes): 20669

Entropy (8bit): 7.932730124229701

Encrypted: false

SSDEEP: 384:+z3zep6uVdO3XdI60sU7eRq/5fH5si90XRPmM8I+wA5Ps0/G252Iv4R0z453VK8C:+7zuLSRU5/ei9ERzIUps/hVbC

MDS5: 90A27A26C9AA3DEB5DE2040C2337F6B8

SHA1L: 6551A0AB08D9C35A533B6C20186D87F33BEOA3GE

SHA-256: 5COFDBD04F3ADBC51A672D245B0BAC1F2FD1EOBBCB3C5BA62E2D12930BD8D451
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
Category: downloaded

Size (bytes): 39408

Entropy (8bit): 7.975055558004599

Encrypted: false
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SHA-256: 5700D6D42D30C986F80DC588251FC659586669827E8C0532E226B72CF309BECY9

SHA-512: 30BFF3999F8214F780EB516BD852948EE9FB47B89F0B19F9A305F2DC787CA34AAAL044CFBF1BAS03E9B42F1E78B6B4884F53554717A951BF094BE8B9B08I6I7AE
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3

Category: downloaded

Size (bytes): 43822

Entropy (8bit): 7.981223632964741

Encrypted: false
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SHA1L: 4D73EC87C01F46481E70ABD528660D5FD31B25F1

SHA-256: DF586E653C1D0489BE012CE5A929B468CDCD80B47394B525A8E86ADC82F2AD17
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L= ~6_ke\._W..9..0.-\,....Q<.Ck..E.Z...;..y.2.<*.T...........-.*=.6..L.X...c.bR.h.gG)...+..5.U..&#I..B.CN.hg6.J.J\......B..E....:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\chipin-mixed-dog-breed-pictures-cover-650x368[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3

Category: downloaded

Size (bytes): 16338

Entropy (8bit): 7.844039262899977

Encrypted: false

SSDEEP: 384:xImB3uoZrktghvfcnOxOe28WJ+xvlex0uc58B:dLag3cnOxOp86gTx0Q

MDS5: 395BF3763665624DB71E5D11F88B11F9

SHAL: 9436B7162168A9F367F982E34CB28E98394515E5

SHA-256: 4312BADF5BE89047F60A406ECD22AF19D80DAC58817E5C006890AB274173573D

SHA-512: 1D48BD0AA2167B53C9991AC44447BEFCICC6B167B681ABOEF23A2937D96AB932396DA655E1D3262CD606BCBC2EDE1E27403DFDD291CC97494A5E9A0159F9A
8A
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\chipin-mixed-dog-breed-pictures-cover-650x368[1].jpg

Malicious:
Reputation:
|IE Cache URL:

Preview:

false

low

hitp://https://dogtime.com/assets/uploads/2019/07/chipin-mixed-dog-breed-pictures-cover-650x368.jpg

.B.l..sC1.-..>..}.0...\4..%.n..v.] ..ZS..%..~OF.

W.UL[.G?\....C.4wWS$..1.%|Z\?VV
3 v>T.0..3k.J..Z..'p.X..Lk...W_.Vz13.B@.

~ joo ]| KW= jm*.ydebVich.).....5..v. . #L@.
+..2...kZ.e0.J.[2.....<U.s..M3Mvlzl.m...
..... 9....K.

i MA$Q 4
..5m..0.=.T..Z.Q.U.Z......CC7.C.&.Y...d..b.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\chow-shepherd-mixed-dog-breed-pictures-cover-650x368[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
downloaded

15933

7.816836431132129

false

384:3TIRF8BMZOBxSobYJzh4vf3BvmbTo3+vrmJE2:3x8mwDaJzqvf3UTG+vrmC2

A110E4463925C751F5F968F35E1CC34F

EB49800AB76582ED5CEAD2D6608616CF8F4445E6
2C5F91DACB73F2DD6ESBESFF8090738BB2D948BF6FEF68DD1ESDICFO8CD60F3B
ACD73D36B558833EBBEB5EC53A972D607A4DBA83AD253F462E3B867D238375CF5F542097E2291B83CF0CIB05CDO8EDBAC248525C6FC6573A07535F3E43455A:8
false

low

hitp://https://dogtime.com/assets/uploads/2020/01/chow-shepherd-mixed-dog-breed-pictures-cover-650x368.jpg

-N;g."... 7=0.0.i. JW.B(..A)(%.@.%.D
l.u\\8=..gbc./...>..v..Qb...a@..2a@..@.. .
evY..<.... 1.5g0.sp.........1.@.R...!@........ e NPz > =T~ N WB {y. P
LAY

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\chug-mixed-dog-breed-pictures-cover-650x368[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
downloaded

20993

7.904846740266647

false

384:+h260m8J/IVfytmF5yLNatAjRy0+nVvTD/pAg+lqo7soT2XmECzMu6YPn:z51/2A65yhaK9uvTD/pJ7SCA6P
781368C351B9867C2C45234054D40194

ECBAA7325A87F22F3CE2119F0866917AB93E1241
37C04C26101E2D7B8B7E25009FD3242C1E14E8D44D809BI96ECCAI7TATE87727A
ODBEB9F1FF556245A51E1C9EF487DE07AF4A1573E1CC60F414D3488E856969ED30524A15E61E5BE32201258707C71A87ABI9C7B1A100428A6A40CA12E1D910418
false

low

hitp://https://dogtime.com/assets/uploads/2019/07/chug-mixed-dog-breed-pictures-cover-650x368.jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\contentiq[1].js

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):

Encrypted:

SSDEEP:

MD5:

SHA1L:

SHA-256:

SHA-512:

Malicious:

Reputation:

|IE Cache URL:
Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with no line terminators
downloaded
67
4.369839332372032
false
3:AUMMQSK1M24shZtAVQGES9gDJILmM:ApMQrMISGTEgMLmM
581351075BDBA0E4FE46F52D72D1B50D
BEAOC82F2DFCBF79AA2BF8018BCBF55E451EA86B
9294A63A592FB4D15C2423CBFCA9A9D493639F6B908C630713CF5D2C480D1362
5A8C4096533E020E6AF1213E184F88FFFDB67COFDA49F3FF5ACI98E8F61F684FD31133771C952786A5982D905D96D2BB4B775174E5F550C1524EE320A933561B9
false
low
hitp://https://dashboard.evolveplatform.net/contentiq.js?url=//dogtime.com/dog-breeds
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\contentiq[1].js

Preview:

console.log(‘Corresponding ContentlQ URL report cannot be found.");

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\corgidor-mixed-dog-breed-pictures-cover-650x368[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
downloaded

46779

7.983251127376721

false

768:yPkriFM8WOEKM6VtTZdzY Mb7pQmiTKdGB/f4tKX4cL6waeGQqITxX/jDI:17MuVt9dtbNrdBtKI+oQxPfl
36D16F9CD6BB275C463C0BB858169164

0182DF1F44B564E3383669BC48F8A4E8BSE63DD9
443F53C0C271E143F9DBD53082D8AF64E40F941A3E8B51A6C2B5A33167BFFADO

4B8358539BBE61A107A6148C0DD2B52C3DFADE23C19C3F1F65CDESDEGDB335CABOB3EE3329D1FB3D192758A7CFC6593983ACDBD9213F32BDAG6ACB62640B(
27E

false
low

hitp://https://dogtime.com/assets/uploads/2019/07/corgidor-mixed-dog-breed-pictures-cover-650x368.jpg

YA~ J%T - 4v2.. g lLB< R 2y..5.9...".N.K j;.<h:.Do.....~.Y."..kk9|k.Zk9p%l..U..M
.leUs|(4.shrmb.g, . NL L UNLQLLLL BN QY YEL0.Lp..dLfra)l) B 2w " WEL VLXK 206> K 2..%d. UL > g X ~e kC L9 kY Lt Z2IT s ZmLLL UL
fxIL.0...W_...J.0..z=5.<W..0"fU...K.c.kN...2..EW.A]..Y...9..-\..?.l.K6..N...u& .I..&e.C.8Rb..7.ftBxr4]..T.0...%.H}$R......L)0y.....fiyM.g....}.6.c.u@."...eWv.X.....v.sV.(.\.
.E/Ofi..sc.N..1.*.. }.z.tumV.&Y*&....>Wf.K}~. jh..W.w...J..H..8a....e.Q.a6..?.&bvk..z....0!IGm..:1.L.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\corman-shepherd-mixed-dog-breed-pictures-cover-650x368[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
downloaded

23750

7.9258755144424

false

384:m2AudXJIHhG7zyn6 TUWMX50TN805zR7zLdni9Qj5QDZN41b9Cn5YUVI9vQ+7CaCl/i:m21RJIyz4PXw805dPhi25eZNEQ1VfIvQU
C83F7570D35EEDD1410E199F08A087DB

5FC1A25DFA40B62DBD42BF3F17DA889A1A509757
ABF452721BA2AAFD82416CE9E344084AEBB8BAF9A40D3242E0E2B2680B4B3C7E3
CDF265270D9AE71CB92470C0D879647884CA16944E3B0921F4FBA07D2898D50684396068A1BCC12B8F9C3328CC167AC6BE6B10626EO0DSDE600F946BCFO3F7BC
false

low

hitp://https://dogtime.com/assets/uploads/2019/11/corman-shepherd-mixed-dog-breed-pictures-cover-650x368.jpg

. . ...00.. X.. . .0
5.8Lz?..y.0.. M~ V.7..>....ur .V.p.6Q&U. k..f.4.!m.\}q.b.....%..k.]....0..]yr ~....0& DATh?f.:i~:.-J..6...10.f,.x
< fo_ > tNZLY.VwWV.z.3@ x.k.D...._.m.vRg...M4. . W.r. A .N.f..x_V.[. e Myrk Ol . \WwX.S.M..C....
.mj.F....Y.0.>"0EAN,. . 1.Z.L5. (V3. K<.v.}... ...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\css[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

dropped

577

5.39565689428192

false
12:FGO6ZR0oT6pZmgFVMO6ZRoT6EpdKpsGEXxqqFVMO6ZN76pdKpsG6GY:5G0YsGVVMOYsbqVMOYN7bq
94F661D93A1801F1F96AA4DB75B90C6A

08B920B4F4FE0C9106213DC38A15C2868426F052
0A907D1367452AAB64692FA48BAIFE3864BA4FAOFES35DD0F31349BBCB2E96BF

D5C398A993CAFBA725C2E796BEABCBA7518A5852CE9390C07F453B25028DF696F8DD23CC596E30B9CEEF706737FC216093774AD0BA67E7EF864C2C6209EED3
3

false

low

@font-face {. font-family: 'Baloo’;. font-style: normal;. font-weight: 400;. src: url(https://fonts.gstatic.com/s/baloo/v6/6xKhdSpJJ9219MWPCmg.woff) format(‘woff');.}
.@font-face {. font-family: 'Quicksand’;. font-style: normal;. font-weight: 400;. src: url(https://fonts.gstatic.com/s/quicksand/v22/6xK-dSZaM9iE8KbpRA_LJ3z
8mH9BOJvgkP80o58a-xA.woff) format(‘woff');.}. @font-face {. font-family: 'Quicksand’;. font-style: normal;. font-weight: 700;. src: url(https://fonts.gstatic.com/s/quic
ksand/v22/6xK-dSZaM9iE8KbpRA_LJ3z8mHIBOJvgkBgv58a-xA.woff) format(‘woff');.}.
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\custom[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

14885

4.9877478085516875

false
192:hRVHo5jDwaFzKojnl+IBPgYsYrYSK4BUjikezsyCcdbkeUZg8ZKZj/2BdkeqSsL8:hRVH05j5KYnMPOS/utOdNBpRfgD/A/ny
67079A771C30FB66AF961B277852EFOF

73445580147F32EB2F41610815F5A3361653217F
E7F31B63FE55EC512A15F339D008966DFBDE24E705571C2AB9B5300693D48390
BF4AB0130D935A56AE30075FDF5A8BF3A9D1A8069BE233855AFD5292229A60CD58674174B1D247B55559A480D6AC741A794FD4C6FAD7A4B47160657FCDB104B
false

low

hitp://https://api.searchiq.co/api/css/21761d72bfb4cc88efd083ee930bdch6/custom.css?v=2.2.58&ch=8353882

[*emmeee autocomplete styles ----- */ body .holdResults._sig_main_searchbox ul li.sectionHead h3{ font-family:"Quicksand", sans-serif limportant; font-weight:700 !important;
font-size:12px limportant; color:#8a8a8a !important; border-bottom:1px solid #E3E3E3 limportant; padding-bottom:2px limportant; } .body .holdResults._sig_mai
n_searchbox ul li.highlighted a, body .holdResults._siq_main_searchbox ul li a:hover{ background:#eaeaea !important; } .body .holdResults._siq_main_searchbox ul .sig-
powered-by{ color:#9a9a9a !important; } .body .holdResults._siq_main_searchbox ul .sig-powered-by a{ color:#464646 !limportant; } .body ._siq_main_searchbox .sig_res
ultLeft.no-image:before{ display:none !important; } .body ._siq_main_searchbox .siq_resultLeft.no-image .no-img{ background:#fff url("//cdnl.searchig.co/logo/large/dogtim
e-thumbnail.png") no-repeat center center limportant; background-size:100% !important; } .body .holdResults._siq_main_searchbox ul li a h3, body .holdResults._s
ig_main_se

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\custom[2].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

14885

4.9877478085516875

false
192:hRVHo5jDwaFzKojnl+IBPgYsYrYSK4BUjikezsyCcdbkeUZg8ZKZj/2BdkeqSsL8:hRVH05j5KYnMPOS/utOdNBpRfgD/A/ny
67079A771C30FB66AF961B277852EFOF

73445580147F32EB2F41610815F5A3361653217F
E7F31B63FE55EC512A15F339D008966DFBDE24E705571C2AB9B5300693D48390
BF4AB0130D935A56AE30075FDF5A8BF3A9D1A8069BE233855AFD5292229A60CD58674174B1D247B55559A480D6AC741A794FDAC6FAD7A4B47160657FCDB104B
false

low

hitp://https://api.searchiq.co/api/css/21761d72bfb4cc88efd083ee930bdch6/custom.css?v=2.2.58&ch=4880576

[*emeeee autocomplete styles ----- */ body .holdResults._sig_main_searchbox ul li.sectionHead h3{ font-family:"Quicksand", sans-serif limportant; font-weight:700 !important;
font-size:12px limportant; color:#8a8a8a !important; border-bottom:1px solid #E3E3E3 limportant; padding-bottom:2px limportant; } .body .holdResults._sig_mai
n_searchbox ul li.highlighted a, body .holdResults._siq_main_searchbox ul li a:hover{ background:#eaeaea !important; } .body .holdResults._siq_main_searchbox ul .sig-
powered-by{ color:#9a9a9a !important; } .body .holdResults._siq_main_searchbox ul .sig-powered-by a{ color:#464646 !limportant; } .body ._siq_main_searchbox .sig_res
ultLeft.no-image:before{ display:none !important; } .body ._siq_main_searchbox .siq_resultLeft.no-image .no-img{ background:#fff url("//cdnl.searchig.co/logo/large/dogtim
e-thumbnail.png") no-repeat center center limportant; background-size:100% !important; } .body .holdResults._siq_main_searchbox ul li a h3, body .holdResults._s
ig_main_se

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\custom[3].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

14885

4.9877478085516875

false
192:hRVHo5jDwaFzKojnl+IBPgYsYrYSK4BUjikezsyCcdbkeUZg8ZKZj/2BdkeqSsL8:hRVH05j5KYnMPOS/utOdNBpRfgD/A/ny
67079A771C30FB66AF961B277852EFOF

73445580147F32EB2F41610815F5A3361653217F
E7F31B63FE55EC512A15F339D008966DFBDE24E705571C2AB9B5300693D48390
BF4AB0130D935A56AE30075FDF5A8BF3A9D1A8069BE233855AFD5292229A60CD58674174B1D247B55559A480D6AC741A794FDAC6FAD7A4B47160657FCDB104B
false

low

hitp://https://api.searchiq.co/api/css/21761d72bfb4cc88efd083ee930bdch6/custom.css?v=2.2.58&ch=1205754

[*emeeee autocomplete styles ----- */ body .holdResults._sig_main_searchbox ul li.sectionHead h3{ font-family:"Quicksand", sans-serif limportant; font-weight:700 !important;
font-size:12px limportant; color:#8a8a8a !important; border-bottom:1px solid #E3E3E3 limportant; padding-bottom:2px limportant; } .body .holdResults._siq_mai
n_searchbox ul li.highlighted a, body .holdResults._siq_main_searchbox ul li a:hover{ background:#eaeaea !important; } .body .holdResults._siq_main_searchbox ul .sig-
powered-by{ color:#9a9a9a !important; } .body .holdResults._siq_main_searchbox ul .sig-powered-by a{ color:#464646 limportant; } .body ._siq_main_searchbox .sig_res
ultLeft.no-image:before{ display:none !important; } .body ._siq_main_searchbox .siq_resultLeft.no-image .no-img{ background:#fff url("//cdnl.searchig.co/logo/large/dogtim
e-thumbnail.png") no-repeat center center limportant; background-size:100% !important; } .body .holdResults._siq_main_searchbox ul li a h3, body .holdResults._s
ig_main_se
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\custom[4].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

14885

4.9877478085516875

false
192:hRVHo5jDwaFzKojnl+IBPgYsYrYSK4BUjikezsyCcdbkeUZg8ZKZj/2BdkeqSsL8:hRVH05j5KYnMPOS/utOdNBpRfgD/A/ny
67079A771C30FB66AF961B277852EFOF

73445580147F32EB2F41610815F5A3361653217F
E7F31B63FE55EC512A15F339D008966DFBDE24E705571C2AB9B5300693D48390
BF4AB0130D935A56AE30075FDF5A8BF3A9D1A8069BE233855AFD5292229A60CD58674174B1D247B55559A480D6AC741A794FD4C6FAD7A4B47160657FCDB104B
false

low

hitp://https://api.searchiq.co/api/css/21761d72bfb4cc88efd083ee930bdch6/custom.css?v=2.2.58&ch=5541215

[*emeeee autocomplete styles ----- */ body .holdResults._sig_main_searchbox ul li.sectionHead h3{ font-family:"Quicksand", sans-serif limportant; font-weight:700 !important;
font-size:12px limportant; color:#8a8a8a !important; border-bottom:1px solid #E3E3E3 limportant; padding-bottom:2px limportant; } .body .holdResults._sig_mai
n_searchbox ul li.highlighted a, body .holdResults._siq_main_searchbox ul li a:hover{ background:#eaeaea !important; } .body .holdResults._siq_main_searchbox ul .sig-
powered-by{ color:#9a9a9a !important; } .body .holdResults._siq_main_searchbox ul .sig-powered-by a{ color:#464646 !limportant; } .body ._siq_main_searchbox .sig_res
ultLeft.no-image:before{ display:none !important; } .body ._siq_main_searchbox .siq_resultLeft.no-image .no-img{ background:#fff url("//cdnl.searchig.co/logo/large/dogtim
e-thumbnail.png") no-repeat center center limportant; background-size:100% !important; } .body .holdResults._siq_main_searchbox ul li a h3, body .holdResults._s
ig_main_se

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\dog-adoption-purebred-or-mixed-breed[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 100x100, frames 3
downloaded

4225

7.826120737119307

false

96:WfS/ljuBghd4tO2nLWgLjVT+G4x8+DLpEiwlOBIDQ5G1bzItx9Y4x:f/IgNDPVT+GcnpeBuabhHWY
3C29A58C67997FBCB12AF03B5122EECD

FEF8EEB62316464944555FFF6655D466864AA718
8CACA4FC504F973B5B684486B881A2738EEB3COBFE6F4F6ADE6BFCD918203EC3
02A59BA9122DAE2EB5562FESEB4A0B92115899B2C15B6509FC5C14C8C410284B5B46633F00341E59E09E16E0C511F0BB24D4FD52100606C3BD64A6611C0F229€
false

low

hitp://https://dogtime.com/assets/uploads/2017/02/dog-adoption-purebred-or-mixed-breed.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\dog-breeds[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines

downloaded

169493

5.213962737386895

false

3072:PGsdObf/SwILU4pfxzrl/7ng7mC4CNat0:5qDxhxzhiJ4CUt0
3B7BA039D96598AA0BFBC6665C86A6F6
EC86AC0C944F79E7E016271DA44382682DD37E71
6C703FB5A6E489E12C69E0689EEE8313ADCES3D2A922A125A84B695BCI994AF6
E202B996BD3480C78833945394FD964D35A586E58EFE6CBCBI5CF5D41B570BCA9C1D09820397AC7123A9F7827DE7E67243D9EE8IDC5B7F661D895D08679D0CT
false

low

hitp://https://dogtime.com/dog-breeds

<IDOCTYPE html> [if IE 8]> <html class="no-js It-ie9"> <![endif]--> [if gt IE 8]> > <html class="no-js"> <![endif]--><head><meta charset="utf-8"><meta http-equiv="X-
UA-Compatible" content="IE=edge,chrome=1"><meta name="p:domain_verify" content="bc06c90dlach18ed0abe8e9b9c02db20"/><meta hame="viewport" content="widt
h=device-width, initial-scale=1, maximum-scale=1, minimal-ui"><title>Dog Breed Info Center - List of All Dog Breeds by Type, Traits &amp; Characteristics</title><script>P
B = window.PB || {};PB.hashlessUrl = "//dogtime.com/dog-breeds";.</script><script>window.grumi = {key: '2a236ed9-fb8c-429e-ab47-cacac34a3be6'.};</script> <script
src="//rumcdn.geoedge.be/grumi-ip.js" async></script><script src="https://cdnjs.cloudflare.com/ajax/libs/crypto-js/3.1.2/rollups/aes.js"></script><script>function ezoic_test()
{return typeof ezoicTestActive !=="undefined' && true === ezoicTestActive;}var headersData,admiralChecked = false;function getHeaders() {if (headersData === undefi
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\dogo-argentino-breed-pictures-7-650x368[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3
Category: downloaded

Size (bytes): 12266

Entropy (8bit): 7.763492543034649

Encrypted: false

SSDEEP: 192:ecgKG3p9duoiUZsYjoaV5iKalipPfotkObZvzTHILV8YW+uj6qfD0s5sW9zY c2:echis+vi3ipXOuQvfoLvzW+ux95TpYc2

MD5: 3CF640E75E8584C1A67E69EAEBACCE71

SHAL: 0D5DD71A8238CFC4EB74F1133C8A9B5A08690FFB

SHA-256: 949C0767EC9BE7DD1486A3F1A1C7FELEF8DE45B8F0C635553F914B8BD40B1926

SHA-512: 4155376662F7DBFC62E31E8627FBDD6C06D2BC30AF5D5AF5D74E2424627EB6403151C2C07AD492363E1C992714B91330A85E31F9DBF1F6413A21B9529321A185
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2017/12/dogo-argentino-breed-pictures-7-650x368.jpg

Preview:

.................. [P
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\f46chdf6-322a-4e2d-913d-4a3ea72193fa[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: C source, ASCII text, with very long lines

Category: downloaded

Size (bytes): 4898

Entropy (8bit): 5.154612788799482

Encrypted: false

SSDEEP: 96:jhGLxQugigZBiwayyGUpettLFVMU6rrXGdYyr:j4FQPigRNyGsktLFVKtrrX0r
MD5: 3CDF26FE6827EB6B2880B45FDC598621

SHAL: FF6CA1E356BC59FDF17340561D25F46060539C39

SHA-256: 037ECOD1A5F32334E096360827C86692AFC44C99E49391824C6663DE63A3F333
SHA-512: 2523470F274C587F4D93245F75DC327B7F983D01D65178F6D10F2AACAESD5FF9BASF11D4A5418C6DF3458A69CE7CABD1EBA7089DD761E1A9167F6AC33C414C:!
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://d3lcz8vpax4lo2.cloudfront.net/ads-code/f46cbdf6-322a-4e2d-913d-4a3ea72193fa.js

Preview:
.(function() {.'use strict’;..window.headerTaglnjected = window.headerTaglnjected || false;.window.insticator_tg = window.insticator_tg || null;..var selectedTestGroupint =
null;..if (typeof URLSearchParams !=="undefined’) {. var urlParams = new URLSearchParams(window.location.search);. var queryParamKey = "insticator_test_group";.
selectedTestGrouplnt = urlParams.get(queryParamKey);. if (!selectedTestGroupint) {. urlParams = new URLSearchParams(window.location.href);. selectedTestGro
upInt = urlParams.get(queryParamKey);. }.}../**. * index.js. */..main(JSON.parse("{\"tagID\":\"f46chdf6-322a-4e2d-913d-4a3ea72193fa\",\"adConfigGroups\":[{\"id\":\"43673
3fa-b33a-4964-a3d1-7ba204529078\" \"trafficPercent\":95.0,\"testGroup\":0},{\"id\":\"97e98893-77a2-4078-87e8-2811947a9¢ef6\" \"trafficPercent\":5.0,\"testGroup\":1}]\"url
Prefix\":\"VWd3Icz8vpax4lo2.cloudfront.netVheader-tags\"}"));../**. * main.js. */..function main(config) {. var groups = config.adConfigGroups;. var select

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FJIMT\file_22906_akita-300x189-0x300-c-default[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3
Category: downloaded

Size (bytes): 10660

Entropy (8bit): 7.869511373147898

Encrypted: false

SSDEEP: 192:Pr+O1F2whYoqYVhIU0+tSimgOPUW+ILWYoKsSN5GyefdiP3L0jeqrZV:PuwWoqYVRSimq05+Ybsu5GyewP3ieg

MD5: 3EBDDCDE2CDD8AAOFE952DA04F163A7A

SHA1L: 99C713A4CC4FD52A60389F6AC44785C68790F11F

SHA-256: 2977FE8516B9E77EE257F8D81EDE408087B0E7729296F42C3E8F8A8830082E75

SHA-512: B91DC2192E057348DC475590169F561C7338BE2787DB17EBBC93D649D71C2DDASEAB7363F776A95654E389C2AA88FCFA263962BC8A22235D5936862120148A6(
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_22906_akita-300x189-0x300-c-default.jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_22906_akita-300x189[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_22906_akita-300x189[1].jpg

Category: downloaded

Size (bytes): 6037

Entropy (8bit): 7.814418546888559

Encrypted: false

SSDEEP: 96:1XXFqjHzCJ1kZFGhuXVIlvDzPHR4AENHYhY T4XrTCxpwKDfJgBS35iD4vNBGFE: ZFNEA0VVZ4HHYhB2XRKKgMrGK

MDS5: 2D5DBCBBBE030A2B3442DFF4F8606D98

SHA1L: 91D3E0A9A48019B633B258BDE488CBD81215CC39

SHA-256: 16AC4FAAOF55A3F24B1B04EFAA919C1420E35FA42D755B01A49B24EAC7C00977

SHA-512: D8FFC7AAF9CAACTE77091620968AA14918B17253548CA4027A070484CDA1B75B35DDCBOC88CDB2A25B3EES2F11D53AA34119FE2F1F5067F9398BE1700E16FB¢
2

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_22906_akita-300x189.jpg

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_22908_alaskan-malamute-300x189-0x300-c-default[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 10262

Entropy (8bit): 7.860722030204034

Encrypted: false

SSDEEP: 192:FRS6Q6hbdzFgVJINuhjlpp6PzmLyMclea6logk7M3aDiDQZwUph0+0LP18/WBeq:FRS6JhxzmJQhuzmLyMcn61BCPIDQZwAa

MDS5: 5272D8D80EA922253DBB8B0ED8DIFA4A

SHA1L: ACE03BD016651ACE743C96DD92CC1B61D0OFF0642

SHA-256: 0C5373AC6054BA6703404F02BD1BC66BDB40E96D2221BB2ASEC15FC6454258A1

SHA-512: 507F09158BFE5213A4BA3CBD5B001B914E3E515750D2D8F21AE4E382BCD5AC5D2E2AC1B14C27EFCO5F4BF2FDB40FA7669E72EC87EF07F1A3E29BF74ACD105¢
9D

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_22908_alaskan-malamute-300x189-0x300-c-default.jpg

Preview:
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e Y QT 7O LLALNT L .
ke .Def.}.....Gz..e..kc.<.i..l.M..R... .62,
{..z.-.S.$<..0..= Wk A OS[{.6-..cvnve YN >fy]...".5sG.|..W.....;.zC..K...InJ.\..O.H....;

..... J.. #H.....Czw.y./E.u9- #.ZFm.K k....G.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\file_22936_neapolitan-mastiff-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
Category: downloaded

Size (bytes): 5897

Entropy (8bit): 7.819834372665836

Encrypted: false

SSDEEP: 96:WpwuxBDZTaFOP 1rkc9+Z6BDybAfqFKxeJfeEVdX6MnpGr2qgohm0Sc:mwuxrY OPhkc9+w9y1KkneSqLOp

MDS5: F63875CBF26BCD41BB9CC875DEF530DB

SHA1L: B898C2A817DDBC5DE41ABO3DCOABB8362A0F9ABB

SHA-256: 4B4E666CEFA866946B3D2E85615687A2D15A168076D7FDA798983F30366D205E

SHA-512: 3EEF8E4A50F6DAD289A3A897CCO0C53E2C73CABFBE793E0BB38F8612C1A21D3A3F19D1C0383408F26D1BEC4164C90F72F9CE3731714464DCD170D300580C341
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_22936_neapolitan-mastiff-300x189.jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_22958 chesapeake-bay-retriever-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
Category: downloaded
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_22958 chesapeake-bay-retriever-300x189[1].jpg
Size (bytes): 6195
Entropy (8bit):  7.833131289422947

Encrypted: false

SSDEEP: 96:Z1cDu8etaFezsxT42sVY2aNrlY4PluLmrhdjf9qgPXI3rX3D8fSS3b:XcDu8eYFSOWVY 2xeluCLjkpbEb

MDS5: FFED2BCBA035DB235770ACDCAEF16DBB

SHAL: 6D06166C508EAG86EC3AE14787E375F290125A00

SHA-256: 75FE8DE954827C82B49C108E11FC6E6E37F65240E9D5D4C08BD285D049E5E748

SHA-512: B7CF8DFE68537E1C41C0496A636D789FFF165B8F274BODE3AEF1EBD39CEOEE18385CF47CF533395E311B382FBDF2F2DC9CC22D7D3C5F0703348FDBE371E7B¢
FD

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_22958_chesapeake-bay-retriever-300x189.jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_22960_clumber-spaniel-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 5742

Entropy (8bit): 7.82604287524209

Encrypted: false

SSDEEP: 96:uX+yroHsiBLn26e08eEMOLi5gxwELjiz9hGehxbDxwinY+:m1gBL2x0nnswKjizLNxpnj

MDS5: 014447FF3186B2F259A84EA38F95EB2D

SHA1L: 42CF677FFBB51DE9BFCB0B333824B2D8FCD6915D

SHA-256: CEA860D83A4FAEFAADGADB2DFBB7002E0B515D59F227BD55F981A149358EA828

SHA-512: 172C4DF25D72E23BE704F85C8AB716E6ESES895DBEDADEA45673A58A9173E3DB3C05ESEE4B50999D8874EBBE787239266957C0014D43D04E9FBA4E20906AB6!
F

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_22960_clumber-spaniel-300x189.jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_22980_golden-retriever-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
Category: downloaded

Size (bytes): 5066

Entropy (8bit): 7.766127851929423

Encrypted: false

SSDEEP: 96:5Uq3LlyiCROMZrmXn7BdTjUsJqzYIMaju9k7aM:Kq7giTTTISMTPM

MDS5: 9COD8AF739686FEFFA42896DA7284304

SHA1L: 595AA1F282080356C329F2AD42C106BF6EAB6CS7

SHA-256: 1D77E84098524AF1462F2B7ED7AA44D923E03683E054D4C8103B22EC97381B1E

SHA-512: 9FBE07C24AEB8B539E2B221D72468B845A64941C25B6467FBB465763F03F68784147AAA1761D98450936D13C79624700DBE4E62D2254942BDA943BAC2E52590E
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_22980_golden-retriever-300x189.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_22998 weimaraner-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
Category: downloaded

Size (bytes): 5334
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_22998 weimaraner-300x189[1].jpg
Entropy (8bit):  7.776259320483007

Encrypted: false

SSDEEP: 96:YGUYf8ETJIIImkmSCoeP4p/q5fNv6KqwIIHW50c/BY 20hAZijxPaX:5df8+SImVDPOINr19JHIJEBVOhAZn

MDS5: 6FO0F103590A430AB1334C2E89F018189

SHA1L: 3A611772D84C158144365FDA716829A62A57F338

SHA-256: 4D1DF38FD7469FC77BF66520E3E3B16FD4AALCES8FF8696303100724DCEFF695

SHA-512: C496578E95F20C40EA6DFA88AFB2EC9329035559FC68E022A1616E649FAO0CADBFIF3DEEBE094DF5CA03AF6D770FE8465F0F9816B77827FB6AAD362CD2D2D05
Cc9

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_22998_weimaraner-300x189.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23002_wirehaired-pointing-griffon-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 6368

Entropy (8bit): 7.8308774776698895

Encrypted: false

SSDEEP: 96:9ghM+bXJyuJA+tiBQVI3YPLTIiXS4y+5EeL96maVSUmbIsC5ddpM74:FhHJy2A+t8n3GOXS+ES96pVS4C55N

MDS5: 09A2F76DE618561328A10F43B9955014

SHA1L: E229A7A02192B35FF7FF95641E2216B48D9F149C

SHA-256: F73E575A6827203D0BD07537CD37B85521CE343F5D0F8052D6B3FAA451BF85D8

SHA-512: C3C7E07A1E4EFBB60D2C504CA4197CFA8BF13F5BD6FA3775BAD4C1CEACA4E716B6759AB6ADD11FEDBIA423A36E42E0755F9A1CC89FB1539915688D3ED4BB!
559

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23002_wirehaired-pointing-griffon-300x189.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\4PB7FJMT\file_23006_american-foxhound-300x189-0x300-c-default[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 8810

Entropy (8bit): 7.8016331999222555

Encrypted: false

SSDEEP: 96:/PVJ1zf79iIAW9AkILIMgL50575s2r3C2ggA2qCOvvrztET30jnyAR20HVGt4vOxF:/9JJ79qcguzWPDztyQ364mxswPH

MDS5: F2CDE54058DA2AC31F2E67E4F159FB77

SHA1L: 89E527518D23E1AC14DA61C5C415A5AC1AAADBE3

SHA-256: F1DA27715F9D26B822B2300E5FFD2299F28353244DBB9805A4F6B19812FD8F8B

SHA-512: CF2AC9F58BC5BCEADDF6383A6B32BF1888FB9591C5B2A69B3A2B3E06865AAD54C85323A56E6122F86145C26D9D2B11DC4B56609702EEBC4C5D745487EF6831
0

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23006_american-foxhound-300x189-0x300-c-default.jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\file_23016_bloodhound-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
Category: downloaded

Size (bytes): 5629
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\4PB7FJMT\file_23016_bloodhound-300x189[1].jpg

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

7.805001301854649

false

96:9V069gB7zxEhJDKWrO0rN504Mg8Tvc9apvmRDgRZ1eRbJgS2L TFVKCBBDgCGh:/06gBOwdu0Dzvc9apeRDGRZKRtCL5V5m

ABF8796D6A2CD2027F1528299902415E

FCFA718DFF70CEE718B32BA012C33E845F4720C3

41CEOE4475F8EEQ76AFB235C6D82F481BDD791064429345D27754BF67DD4A8B4
DD696EA23D131A19B4229129923963FE2DE2F8C10374E57638DBABB5B01D29397BD6E7A9CALEE65BEGADSFI0690CFEE864F1F84389774277FD8CODD93150E24
false

low

hitp://https://dogtime.com/assets/uploads/2011/01/file_23016_bloodhound-300x189.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23030_irish-wolfhound-300x189[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
downloaded

5103

7.754541277568023

false
48:7vCGOmMiwlkBQRgN7XY2Ye/ZVIWMXXJI/E141QIMbkS4+cIHj5AuPbcFootWD3x91Z:BrlUQ8YgxVOSAEKIUWFY 3IjGvf/i4U3S
BCD70470277E414818C2728C95ADF02D

1D8F11328E11E8DFCED95039FD3C799B1C4DFF6C
3DDDB0666E4BA7443F0C8E04FE24CCFA928124D3C02AE3048BDI86A1F1AD7365

CE5B98473A8B85CAC57652F9AF93D926CAABEBAD2251FEECAF951C494D4418CODDC7CEBAESAASDAF948A552E4B8E3D6BID79D54BD6988DACA490D40289314F
ABA

false
low

hitp://https://dogtime.com/assets/uploads/2011/01/file_23030_irish-wolfhound-300x189.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\file_23046_scottish-deerhound-300x189[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
downloaded

5882

7.812462543549819

false

96:JwhLBvpNRPVCYm8VxQ6er6IMT64ekhy3syifBpVuQ42xgB3A0ek2j:alp7tIbVOjwekhy3Qf5sed
5E331EA1C5E5A49B44154CBF54DFB3C9

07CF5E96FC4016B3982D50779B0E4BE018544912
934C8B93F97FE8914DE2F852555F3D4DD593E3CA130CC5908131AF4DIF5EC34B
7746AF07BE36690133998137077D54C637C1E2177DEC87F472311DDA659DAB5029B08F6F10FEB7219EB9B7FAO00CF37850E42BB4426818570D50D9DF0DC128847
false

low

hitp://https://dogtime.com/assets/uploads/2011/01/file_23046_scottish-deerhound-300x189.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23048_whippet-300x189[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
downloaded

5342

7.785272574701068

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23048_whippet-300x189[1].jpg

SSDEEP: 96:palz+941+0LgAy/WNE2IKpOYV3CxN59KNWINSE6M/VQpw604tl7M8hIYDAINIFH2M:Y1zZs0LgAyB32NrsB2KwGnysnM

MDS5: A3933AF4834BB53CDC006C95A3D2553C

SHAL: 91E6206D2E45D3A9CBC335DDEEDIED1DOCDBBF78

SHA-256: 1637900DC9E795CB988B6061EF1D6DBIB805254DECE3B8689858831206022A21

SHA-512: DEOOE84D154E1390BBFD58FIE367BB0A58A29D38905580CE27D62A8D771EC5F9B2462223D6966DD8EIE33BD413C70A615F1D690FDC75ED2F6BECD981A71709
2

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23048_whippet-300x189.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\file_23050_airedale-terrier-300x189-0x300-c-default[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 10978

Entropy (8bit): 7.870003337318594

Encrypted: false

SSDEEP: 192:WIWhUUBjwOGdYAIon9410YORmMUs3U/I06BrGdIxqNwBxLiuAStXuDOIV6E:NtfBjjGII094KYPUKOIzQJAuxnXa3

MDS5: E45B9E2A7526B99B0BD7826490A082CC

SHA1L: E3F54938DBO0E4E72E2F5EFBE971AAF6C27E2AEL

SHA-256: D4A0F4D8A2466D7C139FB4B7CE34BED4D4BFF49F2CB6617F4B86173154E5C469

SHA-512: 528E709ACEC18AC5FE1ADEC757F3B3D28ABEBF31676AA520FB787D00D3A0423C3A0A3F4B7544AF73D95B65FA34098DCFIB4CBESBBAD3CI7EA26873B0A6750+
EE

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23050_airedale-terrier-300x189-0x300-c-default.jpg

Preview:
.............................................. LB G
-~ 8x..Rh+q... < T W<x.~W..H.>...A2}.m..
[... ...Flp....U..].r0... ceeeeee_K...d1u.. 0NN X.LP.OgLD;.. . . S
f.D5..Q..JWqu=.?m<...z..y.5¢.f..6...3N.-.......... 6}.0....>..............c.0....%..C..oE.v.Wu.%...F.f- . {.. . { .5...==yHt. <.|]..ft

....6.i.1g_a..H6u.W.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\4PB7FJMT\file_23050_airedale-terrier-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 6298

Entropy (8bit): 7.830831027370523

Encrypted: false

SSDEEP: 96:wOYNTaC5XRtC7GtPFVINyben7ghG+eLaDI7+CGpWMDcjF6BEK689UEIWCW:9Y TaWRIF3Tc4+eRHBW689sH

MDS5: DC5BF5778C506EBC43DE23969E9892BA

SHA1L: 87F01981BD1276BFODB32851FF951A1BB164D154

SHA-256: 91EF57CF62300BC1734D6F3709B9AEODDD644BBB50B3B546C2049017697FDCO1

SHA-512: F8FEBB6CFA6477A7713AA5BAB75CA53178EB1FDDC75F373C5787B0345DA5665C3025CF0529041C4D44562E6C324DD6B6BE43DE41B18EA6A14D274EB5114D71
B

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23050_airedale-terrier-300x189.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\file_23054_australian-terrier-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
Category: downloaded

Size (bytes): 6185

Entropy (8bit): 7.830467797989082
Encrypted: false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\file_23054_australian-terrier-300x189[1].jpg

SSDEEP: 96:wlsOfliGwmLpQjenm5t1ucT+13xstXMFef8VI09Ireieh2nF/3+qlvyszz:oMb8t1lul+xOGe4m9eic2Zugmzz

MDS5: E7363D0A73083A6D08561D5E50B5588D

SHA1L: E67A64600B46391C7AD1859AEFEAED2D6BDDCD6F

SHA-256: 9834637E164A696D852F552CAAF21A245D3D05006E32B966959E0B8741144EEC

SHA-512: 2E4CC910B184B794AE0B97AAFD8CDE3ESE21FD27A71ECFIESEE76F7731C440F78E22827ACF8664A88D8DFCD7500556691AA633C75529A97B92D07088A1ACB4
7

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23054_australian-terrier-300x189.jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23064_dandie-dinmont-terrier-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 6718

Entropy (8bit): 7.839884018344361

Encrypted: false

SSDEEP: 192:6QVYTeMzUjnexvFp8/AdqRVDwFa2SnNeyG:6QVY TeMzUjexOvRBwFaXQn

MDS5: FD1A5E8COD131DEOFB6FF0B42628430A

SHA1L: DE9A7A5E4A08102BDDE5SA9899F2C2B30A1342E8F

SHA-256: 907FBDEB2BCB9822EAF36864C232BB0303FF661E927686C78796811BF73A360F

SHA-512: C0361EF642C9C3C24FC905564104A00FDB89FE27123EDF6ABD7983D932F694A8F083AC3C6019E55FFEBCECAB58467490EB46AAOC5AD8CDEFAIDB17F9145C1:
B

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23064_dandie-dinmont-terrier-300x189.jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23070_kerry-blue-terrier-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
Category: downloaded

Size (bytes): 7498

Entropy (8bit): 7.847360460441588

Encrypted: false

SSDEEP: 192:7w8XWFQ8WLXJwCazvHhIRa3MySI2vkVeVWAnNXi: 79IPWCMHZFSI2pV3nxi

MDS5: DDOBBC9D4229D377E91089C64968D5E8

SHA1L: EAB949CB676E144D4AB7180CB7DAFEFA1346705C

SHA-256: 102AC4C37D09DF3ECEEE9ABEF18A81D7F7BDC71A28EAB877C762E6866320D1C5

SHA-512: B1D3519AF0307C321934194EEBD67FASF4308ED61C982B1B435D12011E8F1BE4756ABB60810AE6B7CD434D2044D5DA8D144BF202B0C3B10F77CF7252425DC39
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23070_kerry-blue-terrier-300x189.jpg

Preview:

r$"$......C.
[...14.67..%]...3".w.m..U..P..E..O..(4.

.>.0.DL.;.F

g...(

..XDkKg...i.=.@.s...2.6.../[b<..g.n........... <<../H....|.<B....g.zLv.(....W.ts.... ,
XnX.>..b.Vaf...S.S..." . ILf...f..O0.\ Jt2qumF.l.....5l_...C.(....Y+-.n.H.W..A~

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23072_lakeland-terrier-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
Category: downloaded

Size (bytes): 6124

Entropy (8bit): 7.819729108885467

Encrypted: false

SSDEEP: 96:Hnuixu5YJo0QiQ/OLRDE0GVPTR58+8ptinsSKNHgTGgGg+t2a0sA7Pa20C+:HulYhQXGErPsJfnbCAigJoOsQx5+
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FJIMT\file_23072_lakeland-terrier-300x189[1].jpg

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:
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78FA5BBEEE5C0113C788FC3491A9151747550F1ED11CF6892F362FA6D15DECIDE315A6DBEDE190AAASD592D9AA9DC4A3D8C113F82431CFD7C15C26D6D543D4
2

false
low

hitp://https://dogtime.com/assets/uploads/2011/01/file_23072_lakeland-terrier-300x189.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23092_west-highland-white-terrier-300x189[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
downloaded

4194

7.7002209610472265

false

96:ZGQy3grBONTTBtEXLXG+PYUeDg6kXosuSkylWI+:rKNTwtmg+PYUeDg6weuWI+
973B7139D71904CAC6C7A2E5B18D6580
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EB3BD886C69C3BA8FC3542D71C861BE3AAF727109B57623E853F8DBO6E3CE713F3F5B70DFFA961ABA758979D48E1D02E737D612996E6292262CFCCCDD244C7
2

false

low

hitp://https://dogtime.com/assets/uploads/2011/01/file_23092_west-highland-white-terrier-300x189.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23096_affenpinscher-300x189-0x300-c-default[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3
downloaded

9840

7.833238757783504

false

192:w95+IN17bzcv2ial+5g+cKqfnOHIbFhw4yDMW/MEsD6dU:EKNBOOL+5qpOpzw4kPUHAU
6E4FBA1ABCF470B820A0B9370DC41419

389F278415131E3ED43248FE841927DA3146B137
5703A8449E7D9CFB40A181DABF88AAFOD37359EC1E7ADOFD3501490C43A83EDO
F1343AE3A1AF5BEO8E705DDF3EF5926131DC4361894AF0A29317005340C9CACB249188A67CBA918123EFC4C5652F06A05E4734EB732261F970F95014E0BCB23C
false

low

hitp://https://dogtime.com/assets/uploads/2011/01/file_23096_affenpinscher-300x189-0x300-c-default.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23098_brussels-griffon-300x189[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
downloaded

5883

7.823642553022499

false
96:iIMUsWBLCFftMMkP3nHbzOzsTBzIMATKkVVpFwhYjPsVKkbL5nkd9QGjIVxb9SKO:i5CFfttWXnOOBMbk0OpJjakBaQbVx8KO
443E317571283B4BC7865405B433ECEE
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23098_brussels-griffon-300x189[1].jpg

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

66299BA50FF29919A5CEEE13982DD4BB6D7F11F0
C104B336CD61D3AAC6112EB19709F2FF7D9DC706D9587F53EF181635300272FA

FD2E5D3F04254BB9BO0AFF8AEFGEGE8D097B40DEE3ADO7A7753CAF1793E5F8A5864818BCA4DAEG430398E685DF9593A0AF9FA44262C824A53ADF8202FC78976F
C

false
low

hitp://https://dogtime.com/assets/uploads/2011/01/file_23098_brussels-griffon-300x189.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23100_cavalier-king-charles-spaniel-300x189[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
downloaded

6779

7.849438682499346

false
96:ZgXFHuV5gB7anL1ixrab4h1oHTTCGGJE8qG2YmeFGSixdbklExaKSuo1QMrNITgL:SvcllUbAgCG58+dmGSMdJ7uo+gQM
7796CCB418F2F7CA3C875C07E722C6EC

5B22E9D1C895145852CCA328F761EECF9A4187D5
1A6C3A3401DE9F18E538895C63F17FE3E7EAB1C7D98BEB50117702F39702A7B8

DACG6424AAECT797823DADAE28EF646C5COEC6F8D65EB3082FDFC405BEB0SBOASB1BDBOBC1E2B1E1716185FF8F03E18A448A9F9B2BD75893E53E834F06A52B3!
co

false
low

hitp://https://dogtime.com/assets/uploads/2011/01/file_23100_cavalier-king-charles-spaniel-300x189.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23102_chihuahua-300x189[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
downloaded

5165

7.764618883166167

false

96:ZsjvOpEZFSQIXx7nYn4sjS3WCfXolisSoWnoSMp9uyXOitfkBVX|: +jc+b15Q4sjiFX0l1B0j9//Onj
50462302967DF2858D1129E8E2838954

0854CBBA4147D2F9D3CDBE24F3B63A63FCBF1940
418ABB62F8C176D4D7DCB6D80CIDAADIOESAF7B468B7BAF448A8B6ABA4ESS53D

DDD8089B28EEGAEF725EFFBIA2F43BES0AF1A52C556053E2F6E5766175AEC6F848D346B1C3964482BDC04C0B513E8883074716AES0A9B7ADFABAE1D2037DD8
1

false

low

hitp://https://dogtime.com/assets/uploads/2011/01/file_23102_chihuahua-300x189.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\file_23108_havanese-300x189[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
downloaded

7282

7.88063417885354

false

192:f/bPthyY131JS/u8x+QUDBWKIMMMSHWXIM:XpZ1FQJIMIMQHwWXIm

A9C57DA052A31B047ECCBC0427371ABB
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\file_23108_havanese-300x189[1].jpg

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

0329B653EDO9EADSBA181FB7C12E49D4126D92D3

DB27CA78BBB794C21B949A2882DB13352F52A562D84572407DE45621D61D9016
6B022619EDCED8F65834E5E40CE9225C74C5E70D3D570908B46E9E011094D0B9674E71ABCCDOB2771354C1E214DBCE0246236385D0F285E4730670B60DA8604:
false

low

hitp://https://dogtime.com/assets/uploads/2011/01/file_23108_havanese-300x189.jpg

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23116_miniature-pinscher-300x189[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
downloaded

4824

7.724176482134565

false

96:eNAsie3I1tLGMXZC8tUcZYkjHKHjZueLHHMt5H:mAsZ311Zp3UcZHjHIZueLI5H

DF1771C8C4FF688BC732ABB424585BB6

6D2C938D558ACA3B29575B55F1BF547C71046FBO
B594FD788F5B1EAA1C200CB59F2EBD458F72DBFBFEE22CEEF31DES8B9AB41996

D93343AD4FC8F2EC405577FB464154EEB6792AB42DA9B2E3B797B02E4DCE44D275CEAFCD6F46FD06498B45C61FF40AD147751BD985FC1685BFE7700276162C!
9

false

low

hitp://https://dogtime.com/assets/uploads/2011/01/file_23116_miniature-pinscher-300x189.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23118_papillon-300x189[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
downloaded

5749

7.815435941291602

false

96:9cQQq8Ey1n9W7DkVggGSO0AYJ1Uw499eVi7DIM+xExuk17smmdB48:gpsy27DkrNYbW8qq+xukspx
6FA73DD72FEES6ACOA544ABC14ED7895

55BEF0B4800811E1B0390BDA51ED553EB551C08B
BFO4F6BE77A044CFCF50E40855C58FD907E5A0CE9179053DB5DIFID6ABA9468C
538481CDOE78284800B6734973F09B3D208CD4265AD991E97134DDD08B3685FC9961BB1E03602FAD3F8E9F54D368E215DB74324B29AA54E4399ABEE2BI41AA3(
false

low

hitp://https://dogtime.com/assets/uploads/2011/01/file_23118_papillon-300x189.jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23134_american-eskimo-dog-300x189-0x300-c-default[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3
downloaded

5698

7.657409633221167

false

96:ftHZfnz0+t09q9kN+KzncOrQMYwaAPA4TlyJLIMjCDenzyOMjVWT3:7fnw+tpkN+KDcCQMYwXQ0JLRzD407
5D5563BD35B14CE131913200407A9AE8

087B6C1724CBBCOA1ACF37F8541DAC2CF3570EAA
A3431D26EF4B7E70BEE1D335EE68DBCF4B9D88890B1E2A6BCA034A041CF150A4
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23134_american-eskimo-dog-300x189-0x300-c-default[1].jpg

SHA-512: E7ABD28C222B72BAF2E74D0585340991AB42CCBD42FEC63188626728A088557452A9EDICD6747E5717CDAABCDD251526EB3AF86DC559E94B4A78EC28E43ED:!
07

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23134_american-eskimo-dog-300x189-0x300-c-default.jpg

Preview:

L8NS
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23144 chow-chow-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
Category: downloaded

Size (bytes): 6524

Entropy (8bit): 7.8529914985930205

Encrypted: false

SSDEEP: 96:G8zm8oRzkWIFBzu5w3tfTrwicKEX40804JECORpzPgk9iRFL0+YV2U14QTO8Zs:G8zmTRQW1u585EKFCpjTYC+dU1XTOms
MDS5: CE66879687E0B6A72BA657193728E7DB

SHA1L: 8EED6EFA71D91D8DBOEABA99D7FIA22A1D947215

SHA-256: 2E638136885FD69ECD3360D44350D975F520EC177C977C17CB1BED0O38DF843D6

SHA-512: 5332A861C946BE7F04E0B946AAFEACCE114C60D617F0738944C733EEES74518E26714553A617F4243AD7EFD6446B08FAF97325F45B5918C104477AEB779F097F
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23144_chow-chow-300x189.jpg

Preview:
e P..2.0...
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23152_keeshond-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
Category: downloaded

Size (bytes): 5968

Entropy (8bit): 7.82254438202372

Encrypted: false

SSDEEP: 96:20y7UMhgFWI7YZpiRq7qRj2NPge/rUDNd+nOnUI:ry7XhgtGq7gRCrUDNrUIl

MDS5: FO70B643EDEDFEE8BEOB88C64557EFIF

SHA1L: E800CA449FC0OB267EABC6F6891953FCFE936C7EO

SHA-256: 22FB18F01F2214146C4785140FCBEE706DA09A798A6AEF64CDCBBEAD6G77FEGSE

SHA-512: 6285E38BF141B941B5B57FE7EAAFCCAFF9360F29A8FFAD1653859A909C39ACEC392450FE464989F260B1BCIF927E04308837D04D506E784B29B00EF7FIAC3242
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23152_keeshond-300x189.jpg

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23154 l|hasa-apso-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
Category: downloaded

Size (bytes): 6686

Entropy (8bit): 7.863863949078439

Encrypted: false

SSDEEP: 96:DwKnTafEFIU8QWajYHhy3xboXNb4EGcHzUiXbo7S16dzRLDUOUHmMa4bd+4gHSQ6h:zOfoH8QWIBwWbqlcT/07e6dJDUOCM]sOf
MDS5: 4C8FAEAFFB361252972F55CFD4B999DE

SHAL: 844719DFC3EE99008401C53C06573F03CE8FA20A

SHA-256: 14F6FA60634038EC1C7D2D8C846A1848C718813533EE80A0D2A09D39B872F2FB

SHA-512: CDFD7DC5D0DD59863B97883A52A05771DC2A4F566231D1D9B3DFAFF5ADIE909F6A38584C5242C238AC6B2F148E759B4202FBFF7F197EC0409A212ABCA7A532!
Malicious: false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23154 l|hasa-apso-300x189[1].jpg

Reputation:
|IE Cache URL:

Preview:

low

hitp://https://dogtime.com/assets/uploads/2011/01/file_23154_lhasa-apso-300x189.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23156_lowchen-300x189[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
downloaded

5791

7.82102718726017

false

96:4DESV2b1Y1EDYgAcVjISPw4uVUUfQ8xPyjKLUB3vamK4NI+hhG:+R2W1SAMQZY8xPy+LuB95/+hhG
4F017A100AB4F9021D8B7080BDA3FOC6

709F0C27CF39FA684726E43FF31325BF6D425D34
DED376B66DA093715BD06A4C8492C09863D2439862385B02F9CB076C243BCCD1
6A6D1300B71D1EAOBD586A0E79CC899460923514E5C4A94A0B6151B21436B10FED2BFC3CB351D0A0868431593094E5CBFCOB1CB56CCOB4ED4A20CF00721113!
false

low

hitp://https://dogtime.com/assets/uploads/2011/01/file_23156_lowchen-300x189.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23158 schipperke-300x189[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
downloaded

4909

7.749334831699172

false

96:DzzzATiff[daDHNToKJcHEdumcHMerSh20n+Bzr6Mh80BY JdeCVth/:Pzz4yf/d5gcOumcHXrvBzr/HadeCV/
4BAD32177429EC7FIDE62383C4683A6D

DF4F1FBE6C1BB62B9DE6DD6FD48CF5F8F799E788
7C851A05919210A1098FB24AA69107BD4E874E56EEDD2D96C543218B9954C9A0

D4694DDC93B2A011017DC36C5BE734CIADAE7B8EEDB080321185C9184CB028EBACCOC595ECC394CAE7006E69ACIA4321733ESAGES095AEB5AE 25A0954E80C
F4

false
low

hitp://https://dogtime.com/assets/uploads/2011/01/file_23158_schipperke-300x189.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\file_23162_tibetan-spaniel-300x189[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
downloaded

7058

7.867820769424105

false

192:cngpiWB3f92w8zsB8PBpjZM8B+pJy3devRpjdF: TZV/WsB85Lgph5/F

8DBFF2EC4C1845284C80A83FB4A48B09

AB62C4EC5F76911370E90DE95D4345C8C1C6BE9I6
9375888BFB7C8EEA81042CD3DA6FC0636D1190617B1BEBBA6C295DAA58EEBADF
2801180CB05D96C4C5FD7DF1E285A0BA192ED2CFFF38FC4D1032C70BAAS02C14E8429FBBD6A761898F6A6775266440C047F48B6F76F20F9422434E9780A11E6F
false

low

hitp://https://dogtime.com/assets/uploads/2011/01/file_23162_tibetan-spaniel-300x189.jpg
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Preview:

W_WpuWw...~>.{_.3..0.<.d@.h....Z...C.}@...Ws]..K....2..w.WT.amU.3.u.S}...9..2..
.oy Er....6-".yUUu}L.WAS. ..jo...L.M....|..8].E.,.M.&=....." ..0.m]...F.YC..8@....L..h..Il..k2..F.
h..NX.p.....c..=.e.6..F...........9A.N?5.USe?gAu.......j....0#8.q.my......... H.g Wl K s

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\file_23166_australian-cattle-dog-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
Category: downloaded

Size (bytes): 6215

Entropy (8bit): 7.824589850448049

Encrypted: false

SSDEEP: 96:w0WJcw4ZjKv3o0icak6tMzc4pHamyGChrybIMwVeLzT5svf9SXkgxpUjg:HWJIV324pQhryblwiveXLxpUE

MDS5: 7113CF140A932BD26A526BE2AAF2B635

SHA1L: 31F8674E29B85794805558 ACFDBF49830F1C3240

SHA-256: 18636DC3DBED151FF5FDFA6971E31A4620CA2FE26F38F76EA94EF861598D8563

SHA-512: AD7C42202CB888938647C0343794933407FC6258EC17815CF1149F3AAF868FDCD92875E7DACDC97F55331AB684DB6D89048D8227D9874BDBIFDB91COCIDBO5/
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23166_australian-cattle-dog-300x189.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\file_23170_bearded-collie-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 6514

Entropy (8bit): 7.859478837885165

Encrypted: false

SSDEEP: 96:u0s+G48gLTI5KRf4/6QXO0k3VG4Sclo74Jd5H/bhFRS1dYSkh8J1PYS7ILgB+IFQO:zs+D8gHOfTk3U4le8/7A1EI96F9nlo

MDS5: 5563225395F9BCEBD70539F48F83DA4D

SHA1L: 185A755C6EF01F469A17EBDD19E56032D43773A9

SHA-256: F819B5CEBD9EF537F7B5C336EC6581841B369EAD2AS5FB540CDB777737F87F893

SHA-512: 9FC5C6DFO0EE74F8E71E09EC090B04A94F7620DCDBD5B3FIF071BE49D41865A1FE1B0880100256F73C1331E698A61FDAIFA7927D153EEC5C94D1FCDD55017E
9

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23170_bearded-collie-300x189.jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23210_maltipoo-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 5946

Entropy (8bit): 7.801986775398347

Encrypted: false

SSDEEP: 96:Vgpa+ndbubxHIfd874yqaTBL4SKIuPOZRbezWfDw8ORTaHojXmbpYZImhNKU1Lhk:Ka+duVHIfS7TmWBL4z0ZRb3fEt2HgXmbV

MDS5: E106CB3A861457DF1436AE078593498C

SHA1L: D196A505CA88C42C914805973C1C1989E16FA4DF

SHA-256: 9D538EF57628E1812AAD36C345DE72C635E3BEE62FA9D536F787D12803797DF4

SHA-512: 3CDC1356B682C411DE812DD3DD09DDCEEB17636F52118F22AE28C901E1F672C7E10F6AE40BDD72C16ADFC26F2B3D7CADSESA0412E6A28CCALBBE138638D7!
BA4

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23210_maltipoo-300x189.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\file_23210_maltipoo-300x189[1].jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23216_maltese-shih-tzu-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
Category: downloaded

Size (bytes): 4634

Entropy (8bit): 7.705054432143895

Encrypted: false

SSDEEP: 96:Ub2BxuctFrNrNW3r4srRde5Jb2j7DiaSH+75VcZPiHsm8:UiBwcZgZrRIUvDiLUogsL

MDS5: 574EF93B09CID3CADB35DIE7CE43ACT78

SHA1L: D22E7E99EF2BE6D5DA5BA3DE361CESACI3FAG7B6

SHA-256: D89734A73A3B579A5F07162B8AD03F6D8ESD618BDAF808D674AF0ABA5730AC45

SHA-512: 52F24FF29DC297BAE208F499C8ADF8A4CF28F6E19BES786AAF067C03D376816F033785415F43758A521E64BBCFOADEB52FE1C8A114AD38FD03C500D19B5D978
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23216_maltese-shih-tzu-300x189.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23218 cockapoo-dog-breed-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 7220

Entropy (8bit): 7.850378342591235

Encrypted: false

SSDEEP: 192:arBM2W/sfMQyzIZJgKczZ51QZy2jlpadY7Arey8dRt:arBM2WEfM3RfE1n2nShsl

MDS5: AD17BBC1CFFC01400585702ECAA255BB

SHA1L: 32AD46906122F0045800E4DF089C8CCB164D3487

SHA-256: 3AEC12934B765BC919B6A486B016289051C951FDF601750BF8E7A91C14E9CAEA

SHA-512: B011233E46EC77BC79474E87F7DF7FOE8C96F1262D9D1D8C13AF9001CF1DB7EE7E9176794E8E86EDEAEEAO0A5703DEODFI8EOF8AAS3BDA25CF68FOADFESESF
7E6

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23218_cockapoo-dog-breed-300x189.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FJIMT\file_23224 manchester-terrier-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
Category: downloaded

Size (bytes): 5330

Entropy (8bit): 7.7844711757746925

Encrypted: false

SSDEEP: 96:0J6Y+KujPUGI9DLI+IxfDaBPt3zkvwlsikkngepkPT1A:0UYTYv8Glu3DkalLkKngulC

MDS5: 9EC616CDF51269D556D56 CE45EB00848

SHA1L: 078E843750E5E3210988CAB7CE87ED50A642D561

SHA-256: 425F686F2257D073831B0AA342FA3E10AEAS8CB5759CC4A3C57BD60F6630D682

SHA-512: 0691E73EEA38BF47759BA460E3C8928B250E5BEE7AIB5958B2BC4637851C0C85F003C203842376239353FF9BOIDCDAOLAOF5C309EB7FCC29C329016B4EC2A127!
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23224_manchester-terrier-300x189.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23224 manchester-terrier-300x189[1].jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23228 mutt-300x189[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
downloaded

6337

7.844619987252917

false

96:XPvol/yrn8titRPUOjYR12Ze6ChJZtBZSYqwra20IPk5V60vdur7GUATgdK:XY/yr8tB5UOS2DCh/fSYq0SduHGUagdK
881A6AE250C88451DEO0B3FEB77626D3

872088921DA0DD87D50DC08D87BBF4B80112A880
7EA4D3128C063E631FCID79COA7DEE14F187BAEDD4E6G3750FA3B40C767FC6BAL

CF17849CF6DBF70DA6465253E621D08CC199A33B4500C7E1C4EF7B017F56FCB0O6C5FBD2A5CD788DFCBO3FED9C80711D733A9BFOF8355F0AA146C6A0FD1FCC
11

false

low

hitp://https://dogtime.com/assets/uploads/2011/01/file_23228_mutt-300x189.jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23236_american-english-coonhound-300x189-0x300-c-default[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3
downloaded

10339

7.860989194548815

false

192:G4aosaesVePjBo9wzEmLvto5IfNnoGChaLf/BYKttbcleybK/ZgZnVxc:3aosalsr6uYa8IVnOhY YKttiybjzM
79E62D060D76D1E756D7CD880C68AC31

8740EEF4F88963B73000BB4FDOB98F558E08E95D
C67620CB57EC8442E9526810B8AD77ECBFE22AF8100DAD4FE148D204873CF559
00599A70FFCFF54225A9B5A430387977A71476E9A1793F8A33690A19C85F46326D003901E5FA1C80256820F77E1309650D0B8067A0B98B3C70DBECABE449A5E7
false

low

hitp://https://dogtime.com/assets/uploads/2011/01/file_23236_american-english-coonhound-300x189-0x300-c-default.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23250_treeing-walker-coonhound-300x189[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Copyright null 2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
downloaded

5382

7.775971022899836

false

96:0gtw9vubAPILIuYiOpDtSISrBxqdJh57AGPnW+3Hf:0zBAPad90puSdAXhRnW+v

4300D4FF38F10782ED3C185C3B4E477C

55E5A0362A32AF9FOFCA09345CC1636E1011A36E
3F415A355339E99D04FEF2B2E2776F23D58A0534854ABABDEF695EB63751665A

E7F4AD66CE17DB085D2E60F4816D8347981F0102504FDEA4FBO5E245A9FECE72A3F59BC0353154C7C8A618A4DDB764EC95BD7F87ACAEQ7ES2DEF1D2B6E297(
85

false
low

hitp://https://dogtime.com/assets/uploads/2011/01/file_23250_treeing-walker-coonhound-300x189.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23250_treeing-walker-coonhound-300x189[1].jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23256_small-munsterlander-pointer-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 7218

Entropy (8bit): 7.859863366036695

Encrypted: false

SSDEEP: 96:MO6RgahYArw4xdMhXz0QmQomP8eBs0YocGFRYZ46 ToDMxIOCXFh3wgXvEa40QObU:EtHr3xps9AGjgFoDM5XP3whaVbd0T

MDS5: E9CD1DAE4B4FBF0724D6F3BD0412E795

SHA1L: CC9265A86C1A7BB29F4D6912E5E7AAEDIFA9CCS5D

SHA-256: 125BE7DE3B7EE04D08A4FC17D2F94A31E70B30F9D458D979935F4AA5E590DD4D

SHA-512: 91D5F1047BD38E10C9D27AC5D1D3CEEE2E2DOE619C61D0E64ASAEO9E4E61662D5D91E525CEAS31E6107DCE14216CE9237B8175582D4D8D5305FF28C5C37762
1

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23256_small-munsterlander-pointer-300x189.jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23276_norwegian-lundehund-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 5871

Entropy (8bit): 7.811657116692597

Encrypted: false

SSDEEP: 96:BM3UENxIx95116nMVdUzSfTdgXkIMDq20kzZZ77aBbR7gJP7kbDncgCISAQQ5FV:wFNXTIIAMVd4DX/sIZXxGR0O+bI1Z5vQ59

MDS5: 46A33FC5D45FA41560E8503208D32619

SHA1L: 0B9F841F18D9AC993AC56DB63753682B3245BACS

SHA-256: AFO00AA3A06A5B7ESF865DB65158AD89072AF785AE33264B31FBF925E1DF2B429

SHA-512: E427EF313A10DE5B1C66DED583D4D0AABAEL12E404A57BAC878F37A2EA35C050B8EC654509F0F285CE7C1FBB384D8F92CEC7670C1F55BEC79082E4AD541B71!
92

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23276_norwegian-lundehund-300x189.jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23284 norwegian-buhund-300x189[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3
Category: downloaded

Size (bytes): 5264

Entropy (8bit): 7.7618873019222345

Encrypted: false

SSDEEP: 96:gu7rWGWZj6P/2UP624jj5Kq5pM4LGXC7HIUMgke6+IRMEA4w:tvaYP/2g62s5dK4L0elUmxe6+AmEe

MDS5: 141ADOAD1EBAA8B67F76B3BF4646644E7

SHAL: 1AFBCD2096CEC0609D511026EC99EEB24B1D094D

SHA-256: 9F9BOC929C62AE3EFD3C032E9A4196890845B61367FB924437B782D157CD48AD

SHA-512: 2B64EC6F3D4813832840B3D454F0BF9301F16B855812E5761E7E420D6229BE06073AF2C3BEC1DE6A056B7C81070DF1DE988BEB3AEF327D181DF8D971E9290D4!
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://dogtime.com/assets/uploads/2011/01/file_23284_norwegian-buhund-300x189.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\file_23284 norwegian-buhund-300x189[1].jpg

Preview:
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Static File Info

No static file info

Network Behavior

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Feb 23, 2021 17:26:22.801630020 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.802117109 CET 49709 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.845103025 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:22.845325947 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.845709085 CET 443 49709 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:22.845812082 CET 49709 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.846287012 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.846632004 CET 49709 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.887168884 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:22.887449980 CET 443 49709 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:22.889173031 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:22.889198065 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:22.889286041 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.894256115 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.896778107 CET 443 49709 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:22.896821976 CET 443 49709 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:22.896861076 CET 49709 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.896893978 CET 49709 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.898358107 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.922358990 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.922413111 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.924125910 CET 49709 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.924539089 CET 49709 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.939059019 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:22.939246893 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:22.939284086 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:22.939346075 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.939364910 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.963287115 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:22.963330984 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:22.963691950 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:22.963857889 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.964991093 CET 443 49709 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:22.965128899 CET 443 49709 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:22.965198994 CET 49709 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.965240002 CET 443 49709 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:22.965302944 CET 49709 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.965312004 CET 443 49709 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:22.965331078 CET 443 49709 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:22.965409994 CET 49709 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.979108095 CET 49709 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:22.979429960 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:23.020024061 CET 443 49709 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:23.062242031 CET 443 49708 104.17.69.15 192.168.2.5
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 23, 2021 17:26:25.792260885 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.792295933 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.792308092 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.792316914 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.792334080 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.792346001 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.792614937 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.792655945 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.792675972 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.792701960 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.792742014 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.792771101 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.793659925 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.793692112 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.793765068 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.793817997 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.794611931 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.794640064 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.794712067 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.794768095 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.795603991 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.795631886 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.795697927 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.795743942 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.796569109 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.796597004 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.796653032 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.796706915 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.797501087 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.797544956 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.797597885 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.797636986 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.798481941 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.798506021 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.798588037 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.798621893 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.799393892 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.799484015 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.816303015 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.816642046 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.828171015 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.857141972 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.857230902 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.863291025 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.863316059 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.863387108 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.863430977 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.863471031 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.867633104 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.867657900 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.867719889 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.867865086 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.867877960 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.867928028 CET 49708 443 192.168.2.5 104.17.69.15
Feb 23, 2021 17:26:25.868283033 CET 443 49708 104.17.69.15 192.168.2.5
Feb 23, 2021 17:26:25.868305922 CET 443 49708 104.17.69.15 192.168.2.5
DNS Queries
Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Feb 23, 2021 17:26:22.729939938 CET 192.168.2.5 8.8.8.8 0Oxe6 Standard query  dogtime.com A (IP address) IN (0x0001)
(0)
Feb 23, 2021 17:26:25.820116043 CET 192.168.2.5 8.8.8.8 Ox1d5c Standard query  rumcdn.geo A (IP address) IN (0x0001)
(0) edge.be
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Feb 23, 2021 17:26:25.823785067 CET 192.168.2.5 8.8.8.8 0x37bf Standard query  cdnjs.clou A (IP address) IN (0x0001)
0) dflare.com
Feb 23, 2021 17:26:25.852972984 CET 192.168.2.5 8.8.8.8 0x913 Standard query  soapps.net A (IP address) IN (0x0001)
(0)
Feb 23, 2021 17:26:25.897886992 CET 192.168.2.5 8.8.8.8 Oxecab Standard query  static.add A (IP address) IN (0x0001)
0) toany.com
Feb 23, 2021 17:26:25.906651020 CET 192.168.2.5 8.8.8.8 Oxcaab Standard query  d2na2p72vt A (IP address) IN (0x0001)
0) qyok.cloud
front.net
Feb 23, 2021 17:26:25.912554026 CET 192.168.2.5 8.8.8.8 0xfo3f Standard query  widgets.ou A (IP address) IN (0x0001)
(0) tbrain.com
Feb 23, 2021 17:26:25.955235958 CET 192.168.2.5 8.8.8.8 0x83d4 Standard query  dashboard. A (IP address) IN (0x0001)
(0) evolveplat
form.net
Feb 23, 2021 17:26:26.443933964 CET 192.168.2.5 8.8.8.8 0x6301 Standard query  geo.gorill A (IP address) IN (0x0001)
0) anation.com
Feb 23, 2021 17:26:26.490024090 CET 192.168.2.5 8.8.8.8 0xcd96 Standard query  d3lcz8vpax A (IP address) IN (0x0001)
0) 4l02.cloud
front.net
Feb 23, 2021 17:26:26.510092974 CET 192.168.2.5 8.8.8.8 Oxd4b4 Standard query  pub.searchig.co A (IP address) IN (0x0001)
(0)
Feb 23, 2021 17:26:26.532716990 CET 192.168.2.5 8.8.8.8 Oxae79 Standard query  firstfrogs.com A (IP address) IN (0x0001)
(0)
Feb 23, 2021 17:26:26.540628910 CET 192.168.2.5 8.8.8.8 0x52bc Standard query  sh.scoreca A (IP address) IN (0x0001)
0) rdresearch.com
Feb 23, 2021 17:26:26.903553009 CET 192.168.2.5 8.8.8.8 0x61a8 Standard query  api.searchig.co A (IP address) IN (0x0001)
(0)
Feb 23, 2021 17:26:27.095031977 CET 192.168.2.5 8.8.8.8 Oxeaf8 Standard query  widget-pix A (IP address) IN (0x0001)
0) els.outbrain.com
Feb 23, 2021 17:26:27.119251966 CET 192.168.2.5 8.8.8.8 0x2909 Standard query  tcheck.out A (IP address) IN (0x0001)
0) brainimg.com
Feb 23, 2021 17:26:27.490879059 CET 192.168.2.5 8.8.8.8 0x9cc0 Standard query  stats.g.do A (IP address) IN (0x0001)
0) ubleclick.net
Feb 23, 2021 17:26:27.565525055 CET 192.168.2.5 8.8.8.8 0x10ce Standard query  secureasse A (IP address) IN (0x0001)
0) ts.evolvem
ediallc.com
Feb 23, 2021 17:26:27.580073118 CET 192.168.2.5 8.8.8.8 0x39e5 Standard query  log.outbra A (IP address) IN (0x0001)
0) inimg.com
Feb 23, 2021 17:26:27.686569929 CET 192.168.2.5 8.8.8.8 0xdb66 Standard query  static.searchiq.co A (IP address) IN (0x0001)
(0)
Feb 23, 2021 17:26:27.693478107 CET 192.168.2.5 8.8.8.8 0x47ec Standard query  a.cdn.searchig.co A (IP address) IN (0x0001)
(0)
Feb 23, 2021 17:26:27.706213951 CET 192.168.2.5 8.8.8.8 0x204a Standard query  ct.pinterest.com A (IP address) IN (0x0001)
(0)
Feb 23, 2021 17:26:27.712919950 CET 192.168.2.5 8.8.8.8 Oxcf61 Standard query  www.facebo A (IP address) IN (0x0001)
(0) ok.com
Feb 23, 2021 17:26:27.714302063 CET 192.168.2.5 8.8.8.8 Oxaa3b Standard query  track.searchig.co A (IP address) IN (0x0001)
(0)
Feb 23, 2021 17:26:28.195030928 CET 192.168.2.5 8.8.8.8 0xa326 Standard query  cookie.axe A (IP address) IN (0x0001)
0) latos.com
Feb 23, 2021 17:26:28.822379112 CET 192.168.2.5 8.8.8.8 0x755e Standard query  r791pdwvl4 A (IP address) IN (0x0001)
0) .execute-api.us-
west-1.amazona
ws.com
Feb 23, 2021 17:26:29.474109888 CET 192.168.2.5 8.8.8.8 Oxb4a3 Standard query  odb.outbrain.com A (IP address) IN (0x0001)
(0)
Feb 23, 2021 17:26:30.131561041 CET 192.168.2.5 8.8.8.8 0x1778 Standard query  mcdp-chidc A (IP address) IN (0x0001)
(0) 2.outbrain.com
Feb 23, 2021 17:26:30.269897938 CET 192.168.2.5 8.8.8.8 0xe826 Standard query  mv.outbrain.com A (IP address) IN (0x0001)
(0)
Feb 23, 2021 17:26:31.336503029 CET 192.168.2.5 8.8.8.8 0xc893 Standard query  images.out A (IP address) IN (0x0001)
0) brainimg.com
Feb 23, 2021 17:26:44.447936058 CET 192.168.2.5 8.8.8.8 0xf79e Standard query  dogtime.com A (IP address) IN (0x0001)
(0)
Feb 23, 2021 17:26:50.107501030 CET 192.168.2.5 8.8.8.8 0x5918 Standard query  www.dogtim A (IP address) IN (0x0001)
0) e.com
Feb 23, 2021 17:26:50.890572071 CET 192.168.2.5 8.8.8.8 Ox5ce4d Standard query  secure.qua A (IP address) IN (0x0001)
0) ntserve.com
Feb 23, 2021 17:26:51.169256926 CET 192.168.2.5 8.8.8.8 Oxd14 Standard query  rules.quan A (IP address) IN (0x0001)
(0) tcount.com
DNS Answers
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Timestamp

Feb 23, 2021
17:26:22.791132927
CET

Feb 23, 2021
17:26:22.791132927
CET

Feb 23, 2021
17:26:25.875428915
CET

Feb 23, 2021
17:26:25.875428915
CET

Feb 23, 2021
17:26:25.885184050
CET

Feb 23, 2021
17:26:25.885184050
CET

Feb 23, 2021
17:26:25.885184050
CET

Feb 23, 2021
17:26:25.885184050
CET

Feb 23, 2021
17:26:25.885184050
CET

Feb 23, 2021
17:26:25.919840097
CET

Feb 23, 2021
17:26:25.960249901
CET

Feb 23, 2021
17:26:25.960249901
CET

Feb 23, 2021
17:26:25.960249901
CET

Feb 23, 2021
17:26:25.971398115
CET

Feb 23, 2021
17:26:25.971398115
CET

Feb 23, 2021
17:26:25.971398115
CET

Feb 23, 2021
17:26:25.971398115
CET

Feb 23, 2021
17:26:25.976211071
CET

Feb 23, 2021
17:26:26.014146090
CET

Feb 23, 2021
17:26:26.014146090
CET

Feb 23, 2021
17:26:26.503000975
CET

Feb 23, 2021
17:26:26.503000975
CET

Feb 23, 2021
17:26:26.550409079
CET

Feb 23, 2021
17:26:26.550409079
CET

Feb 23, 2021
17:26:26.550409079
CET

Feb 23, 2021
17:26:26.550409079
CET

Copyright null 2021

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

Oxe6

Oxe6

0x37bf

0x37bf

Ox1d5c

0Ox1d5c

0Ox1d5c

0Ox1d5c

0Ox1d5c

0x913

Oxecab

Oxecab

Oxecab

Oxcaab

Oxcaab

Oxcaab

Oxcaab

0xfo3f

0x83d4

0x83d4

0x6301

0x6301

0xcd96

0xcd96

0xcd96

0xcd96

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

dogtime.com

dogtime.com

cdnjs.clou
dflare.com

cdnjs.clou
dflare.com

rumcdn.geo d1bgktvj79bOwh.cloudfron
edge.be t.net

d1bgktvj79
bOwh.cloud
front.net
d1bgktvj79
bOwh.cloud
front.net
d1bgktvj79
bOwh.cloud
front.net
d1bgktvj79
bOwh.cloud
front.net

soapps.net

static.add
toany.com

static.add
toany.com

static.add
toany.com

d2na2p72vt
qyok.cloud
front.net

d2na2p72vt
qyok.cloud
front.net

d2na2p72vt
qyok.cloud
front.net

d2na2p72vt
qyok.cloud
front.net

wildcard.outbrain.com.ed
gekey.net

widgets.ou
tbrain.com

dashboard.
evolveplat
form.net

dashboard.
evolveplat
form.net

geo.gorill
anation.com

geo.gorill
anation.com

d3lcz8vpax
4lo2.cloud
front.net

d3lcz8vpax
4lo2.cloud
front.net

d3lcz8vpax
4lo2.cloud
front.net

d3lcz8vpax
4lo2.cloud
front.net

Address
104.17.69.15

104.17.70.15

104.16.19.94

104.16.18.94

99.86.159.90

99.86.159.96

99.86.159.111

99.86.159.71

35.201.84.252

172.67.39.148

104.22.70.197

104.22.71.197

99.86.162.192

99.86.162.62

99.86.162.138

99.86.162.70

172.67.129.15

104.21.2.98

104.16.166.11

104.16.167.11

143.204.15.119

143.204.15.167

143.204.15.136

143.204.15.214

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Feb 23, 2021
17:26:26.567182064
CET

Feb 23, 2021
17:26:26.567182064
CET

Feb 23, 2021
17:26:26.596837997
CET

Feb 23, 2021
17:26:26.604968071
CET

Feb 23, 2021
17:26:26.965040922
CET

Feb 23, 2021
17:26:26.965040922
CET

Feb 23, 2021
17:26:27.155978918
CET

Feb 23, 2021
17:26:27.181724072
CET

Feb 23, 2021
17:26:27.551090956
CET

Feb 23, 2021
17:26:27.551090956
CET

Feb 23, 2021
17:26:27.551090956
CET

Feb 23, 2021
17:26:27.551090956
CET

Feb 23, 2021
17:26:27.551090956
CET

Feb 23, 2021
17:26:27.624413013
CET

Feb 23, 2021
17:26:27.624413013
CET

Feb 23, 2021
17:26:27.629801989
CET

Feb 23, 2021
17:26:27.629801989
CET

Feb 23, 2021
17:26:27.629801989
CET

Feb 23, 2021
17:26:27.748640060
CET

Feb 23, 2021
17:26:27.748640060
CET

Feb 23, 2021
17:26:27.756395102
CET

Feb 23, 2021
17:26:27.756395102
CET

Feb 23, 2021
17:26:27.756395102
CET

Feb 23, 2021
17:26:27.767971992
CET

Feb 23, 2021
17:26:27.767971992
CET

Feb 23, 2021
17:26:27.767971992
CET

Copyright null 2021

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

Oxd4b4

Oxd4b4

Oxae79

0x52bc

0x61a8

0x61a8

Oxeaf8

0x2909

0x9cc0

0x9cc0

0x9cc0

0x9cc0

0x9cc0

0x10ce

0x10ce

0x39e5

0x39e5

0x39e5

0xdb66

0xdb66

Ox47ec

Ox47ec

Ox47ec

0x204a

0x204a

0x204a

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName Address

pub.searchig.co 172.67.156.77
pub.searchig.co 104.21.40.188
firstfrogs.com 35.190.74.157
sh.scoreca sh.scorecardresearch.co

rdresearch.com m.edgekey.net

api.searchig.co 172.67.156.77
api.searchig.co 104.21.40.188
widget-pix wildcard.outbrain.com.ed

els.outbrain.com gekey.net

tcheck.out wildcard.outbrainimg.com
brainimg.com .edgekey.net

stats.g.do stats.l.doubleclick.net
ubleclick.net

stats.l.do 74.125.133.155
ubleclick.net

stats.l.do 74.125.133.154
ubleclick.net

stats.l.do 74.125.133.157
ubleclick.net

stats.l.do 74.125.133.156
ubleclick.net

secureasse 104.17.82.47
ts.evolvem
ediallc.com

secureasse 104.17.83.47
ts.evolvem
ediallc.com

log.outbra log.outbrain.org
inimg.com

log.outbrain.org  chidc2.outbrain.org

chidc2.out 50.31.142.31
brain.org

static.sea 172.67.156.77
rchig.co

static.sea 104.21.40.188
rchig.co

a.cdn.sear €s936.wpc.2c240.etacdn.
chig.co net

€s936.wpc. €s936195138.wpc.etacdn
2c240.etac .net
dn.net

€s93619513 152.195.34.201
8.wpc.etac
dn.net

ct.pinterest.com www.pinterest.com

www.pinter www-pinterest-
est.com com.gslb.pinterest.com

www-pinterest-  2-01-37d2-
com.gslb.pintere 0018.cdx.cedexis.net
st.com

Type
A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)
CNAME

(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Feb 23, 2021
17:26:27.767971992
CET

Feb 23, 2021
17:26:27.767971992
CET

Feb 23, 2021
17:26:27.767971992
CET

Feb 23, 2021
17:26:27.767971992
CET

Feb 23, 2021
17:26:27.776539087
CET

Feb 23, 2021
17:26:27.783956051
CET

Feb 23, 2021
17:26:27.783956051
CET

Feb 23, 2021
17:26:28.254332066
CET

Feb 23, 2021
17:26:28.888818979
CET

Feb 23, 2021
17:26:28.888818979
CET

Feb 23, 2021
17:26:28.888818979
CET

Feb 23, 2021
17:26:28.888818979
CET

Feb 23, 2021
17:26:29.522871971
CET

Feb 23, 2021
17:26:29.522871971
CET

Feb 23, 2021
17:26:30.193901062
CET

Feb 23, 2021
17:26:30.193901062
CET

Feb 23, 2021
17:26:30.331882954
CET

Feb 23, 2021
17:26:30.331882954
CET

Feb 23, 2021
17:26:31.394809008
CET

Feb 23, 2021
17:26:31.394809008
CET

Feb 23, 2021
17:26:44.508155107
CET

Feb 23, 2021
17:26:44.508155107
CET

Feb 23, 2021
17:26:50.172861099
CET

Feb 23, 2021
17:26:50.172861099
CET

Feb 23, 2021
17:26:50.955553055
CET

Copyright null 2021

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

0x204a

0x204a

0x204a

0x204a

Oxaa3b

Oxcf6l

Oxcf6l

0xa326

0x755e

0x755e

0x755e

0x755e

Oxb4a3

Oxb4a3

0x1778

0x1778

0xe826

0xe826

0xc893

0xc893

0xf79e

0xf79e

0x5918

0x5918

Ox5ce4

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

prod.pinte
rest.globa
|.map.fastly.net

prod.pinte
rest.globa
|.map.fastly.net

prod.pinte
rest.globa
|.map.fastly.net
prod.pinte
rest.globa
|.map.fastly.net

track.sear
chig.co

www.facebo
ok.com

star-
mini.c10r.facebook.com

star-mini.
clor.faceb
ook.com

cookie.axe
latos.com

r791pdwvi4
.execute-api.us-
west-1.amazona
ws.com

r791pdwvi4
.execute-api.us-
west-1.amazona
ws.com

r791pdwvi4
.execute-api.us-
west-1.amazona
ws.com

r791pdwvi4
.execute-api.us-
west-1.amazona
ws.com

odb.outbra
in.com

outbrain.map.fastly.net

outbrain.m
ap.fastly.net

mcdp-chidc
2.outbrain.com

chidc2.outbrain.org

chidc2.out
brain.org

mv.outbrain.com outbrain.map.fastly.net

outbrain.m
ap.fastly.net

images.out
brainimg.com

images.outbrain.org

images.out
brain.org

wildcard.outbrainimg.com
.edgekey.net

dogtime.com

dogtime.com

www.dogtim
e.com

www.dogtim
e.com

secure.qua
ntserve.com

2kpixel.quantserve.com

Address
151.101.0.84

151.101.64.84

151.101.128.84

151.101.192.84

34.102.138.209

31.13.92.36

45.61.136.152

143.204.2.68

143.204.2.69

143.204.2.65

143.204.2.95

151.101.14.132

50.31.142.159

151.101.114.132

104.17.70.15

104.17.69.15

104.17.70.15

104.17.69.15

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Feb 23, 2021 8.8.8.8
17:26:50.955553055
CET

Feb 23, 2021 8.8.8.8
17:26:50.955553055
CET

Feb 23, 2021 8.8.8.8
17:26:50.955553055
CET

Feb 23, 2021 8.8.8.8
17:26:50.955553055
CET

Feb 23, 2021 8.8.8.8
17:26:50.955553055
CET

Feb 23, 2021 8.8.8.8
17:26:50.955553055
CET

Feb 23, 2021 8.8.8.8
17:26:51.234814882
CET

Feb 23, 2021 8.8.8.8
17:26:51.234814882
CET

Feb 23, 2021 8.8.8.8
17:26:51.234814882
CET

Feb 23, 2021 8.8.8.8
17:26:51.234814882
CET

Feb 23, 2021 8.8.8.8
17:26:51.234814882
CET

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

HTTP Request Dependency Graph

e www.dogtime.com

Code Manipulations

Statistics

Behavior

\E' Click to jump to process

Copyright null 2021

Trans ID

Ox5ce4

Ox5ce4

Ox5ce4d

Ox5ce4

Ox5ce4d

Ox5ce4d

Oxd14

Oxd14

Oxd14

Oxd14

Oxd14

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

2kpixel.qu
antserve.com

global.px.
guantserve.com

global.px.
guantserve.com

global.px.
quantserve.com

global.px.
guantserve.com

global.px.
quantserve.com

rules.quan
tcount.com

d2fashanjl
7d9f.cloud
front.net

d2fashanjl
7d9f.cloud
front.net

d2fashanjl
7d9f.cloud
front.net

d2fashanjl

7d9f.cloud
front.net

@ iexplore.exe
@ iexplore.exe

CName

global.px.quantserve.com

d2fashanjl7d9f.cloudfront.
net

Address

91.228.74.226

91.228.74.198

91.228.74.189

91.228.74.133

91.228.74.134

13.226.162.106

13.226.162.57

13.226.162.93

13.226.162.67

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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System Behavior

Analysis Process: iexplore.exe PID: 4588 Parent PID: 792

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

17:26:20

23/02/2021

C:\Program Files\internet exploren\iexplore.exe

false

‘C:\Program Files\Internet Exploreniexplore.exe' -Embedding
0x7ff7152d0000

823560 bytes

6465CB92B25A7BC1DF8E01D8ACS5E7596

true

true

C, C++ or other language

Reputation: low
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 5636 Parent PID: 4588
General
Start time: 17:26:21
Start date: 23/02/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path Access

Copyright null 2021

true

'‘C:\Program Files (x86)\Internet Explorel\|EXPLORE.EXE' SCODEF:4588 CREDAT:17410

Iprefetch:2

0x1290000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

low

Attributes Options Completion

Source
Count Address Symbol
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol

Registry Activities

Source

Key Path Completion Count Address Symbol
Source

Key Path Name Type Data Completion Count Address Symbol
Source

Key Path Name Type Old Data New Data Completion Count Address Symbol

Disassembly
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