
ID: 356836
Cookbook: browseurl.jbs
Time: 17:35:28
Date: 23/02/2021
Version: 31.0.0 Emerald



2

4
4
4
4
4
4
4
4
4
4
4
5
5
5
6
6
7
7
7
7
7
7
8
8
9
9

12
12
13
14
14
14
14
14
15
15
15
15
48
48
48
48
50
51
54
54
54
54
55
55
55
55

Table of Contents

Table of Contents
Analysis Report https://dogtime.com/dog-health/general/1183-urine-marking-
hsus

Overview
General Information
Detection
Signatures
Classification

Startup
Malware Configuration
Yara Overview
Sigma Overview
Signature Overview

Compliance:
Mitre Att&ck Matrix
Behavior Graph
Screenshots

Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs

Domains and IPs
Contacted Domains
Contacted URLs
URLs from Memory and Binaries
Contacted IPs
Public

General Information
Simulations

Behavior and APIs
Joe Sandbox View / Context

IPs
Domains
ASN
JA3 Fingerprints
Dropped Files

Created / dropped Files
Static File Info

No static file info
Network Behavior

TCP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph

Code Manipulations
Statistics

Behavior
System Behavior

Analysis Process: iexplore.exe PID: 4692 Parent PID: 792
General
File Activities

Copyright null 2021 Page 2 of 56



55

55
56
56
56

56

Registry Activities

Analysis Process: iexplore.exe PID: 3096 Parent PID: 4692
General
File Activities
Registry Activities

Disassembly

Copyright null 2021 Page 3 of 56



Analysis Report https://dogtime.com/dog-health/general/1183-urine-marking-hsus…

Overview

General Information

Sample URL: https://dogtime.com/
dog-health/general/1183-
urine-marking-hsus

Analysis ID: 356836

Infos:

Most interesting Screenshot:

Detection

Score: 0

Range: 0 - 100

Whitelisted: false

Confidence: 80%

Signatures

No high impact signatures.

Classification

Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Signature Overview

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

iexplore.exe (PID: 4692 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 3096 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:4692 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
cleanup

No configs have been found

No yara matches

Startup
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• Compliance

• Networking

• System Summary

• Malware Analysis System Evasion

Click to jump to signature section

There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

Compliance:

Uses new MSVCR Dlls

Uses secure TLS version for HTTPS connections

Mitre Att&ck Matrix

Initial
Access Execution Persistence
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Command
and
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Remote
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Without
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System
Partition
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Boot or
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Scripts

Boot or
Logon
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Scripts

Process
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Memory

File and
Directory
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Remote
Desktop
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Data from
Removable
Media

Exfiltration
Over
Bluetooth

Non-
Application
Layer
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Redirect Phone
Calls/SMS

Remotely
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Without
Authorization

Device
Lockout

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon
Script
(Windows)

Obfuscated Files
or Information

Security
Account
Manager

Query
Registry

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Application
Layer
Protocol 3

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon
Script
(Mac)

Binary Padding NTDS System
Network
Configuration
Discovery

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Ingress
Tool
Transfer 1

SIM Card
Swap

Carrier
Billing
Fraud

Behavior Graph
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Behavior Graph

ID: 356836

URL: https://dogtime.com/dog-hea...

Startdate: 23/02/2021

Architecture: WINDOWS

Score: 0

dogtime.com

iexplore.exe

2 67

        started       

iexplore.exe

6 501

        started       

global.px.quantserve.com

91.228.74.198, 443, 49799, 49800

QUANTCASTUS

United Kingdom

stats.l.doubleclick.net

142.251.5.157, 443, 49753, 49754

GOOGLEUS

United States

47 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

https://dogtime.com/dog-health/general/1183-urine-marking-hsus 0% Virustotal Browse

https://dogtime.com/dog-health/general/1183-urine-marking-hsus 0% Avira URL Cloud safe

No Antivirus matches

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

https://t.ingage.tech 0% Avira URL Cloud safe

https://dogtime.cg-health/general/1183-urine-marking-hsusRoot 0% Avira URL Cloud safe

https://confiant-integrations.global.ssl.fastly.net/ 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright null 2021 Page 7 of 56
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https://uet.ingage.tech 0% Avira URL Cloud safe

https://dogtime.cg-breeds/characteristics/Root 0% Avira URL Cloud safe

https://www.selfcampaign.com/static/privacy 0% URL Reputation safe

https://www.selfcampaign.com/static/privacy 0% URL Reputation safe

https://www.selfcampaign.com/static/privacy 0% URL Reputation safe

https://dogtime.c://dogtime.com/dog-breeds/profiles 0% Avira URL Cloud safe

https://dogtime.coptRoot 0% Avira URL Cloud safe

https://dogtime.cg-breedsRoot 0% Avira URL Cloud safe

iptc.org/std/Iptc4xmpCore/1.0/xmlns/ 0% URL Reputation safe

iptc.org/std/Iptc4xmpCore/1.0/xmlns/ 0% URL Reputation safe

iptc.org/std/Iptc4xmpCore/1.0/xmlns/ 0% URL Reputation safe

https://dogtime.cRoot 0% Avira URL Cloud safe

https://dogtime.cg-breeds/profilesRoot 0% Avira URL Cloud safe

marketing.targetspot.com/Targetspot/Legal/TargetSpot%20Privacy%20Policy%20-
%20June%202018.pdf

0% URL Reputation safe

marketing.targetspot.com/Targetspot/Legal/TargetSpot%20Privacy%20Policy%20-
%20June%202018.pdf

0% URL Reputation safe

marketing.targetspot.com/Targetspot/Legal/TargetSpot%20Privacy%20Policy%20-
%20June%202018.pdf

0% URL Reputation safe

ns.abobe.com/xap/1.0/ 0% Avira URL Cloud safe

https://www.google.%/ads/ga-audiences? 0% URL Reputation safe

https://www.google.%/ads/ga-audiences? 0% URL Reputation safe

https://www.google.%/ads/ga-audiences? 0% URL Reputation safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

soapps.net 35.201.84.252 true false unknown

d2fashanjl7d9f.cloudfront.net 13.226.162.93 true false high

global.px.quantserve.com 91.228.74.198 true false high

track.searchiq.co 34.102.138.209 true false unknown

api.searchiq.co 104.21.40.188 true false unknown

r791pdwvl4.execute-api.us-west-
1.amazonaws.com

143.204.2.69 true false high

dogtime.com 104.17.70.15 true false high

pub.searchiq.co 172.67.156.77 true false unknown

d3lcz8vpax4lo2.cloudfront.net 143.204.15.119 true false high

cdnjs.cloudflare.com 104.16.18.94 true false high

dashboard.evolveplatform.net 172.67.129.15 true false unknown

outbrain.map.fastly.net 151.101.14.132 true false unknown

star-mini.c10r.facebook.com 31.13.92.36 true false high

chidc2.outbrain.org 50.31.142.63 true false unknown

secureassets.evolvemediallc.com 104.17.83.47 true false high

stats.l.doubleclick.net 142.251.5.157 true false high

static.searchiq.co 172.67.156.77 true false unknown

d2na2p72vtqyok.cloudfront.net 99.86.162.192 true false high

cookie.axelatos.com 45.61.136.152 true false unknown

prod.pinterest.global.map.fastly.net 151.101.0.84 true false unknown

cs936195138.wpc.etacdn.net 152.195.34.201 true false unknown

firstfrogs.com 35.190.74.157 true false unknown

d1bqktvj79b0wh.cloudfront.net 99.86.159.96 true false high

static.addtoany.com 104.22.70.197 true false high

www.dogtime.com 104.17.70.15 true false high

geo.gorillanation.com 104.16.167.11 true false high

images.outbrainimg.com unknown unknown false unknown

ct.pinterest.com unknown unknown false high

rules.quantcount.com unknown unknown false unknown

stats.g.doubleclick.net unknown unknown false high

rumcdn.geoedge.be unknown unknown false unknown

a.cdn.searchiq.co unknown unknown false unknown

widget-pixels.outbrain.com unknown unknown false high

Domains and IPs

Contacted Domains
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odb.outbrain.com unknown unknown false high

www.facebook.com unknown unknown false high

secure.quantserve.com unknown unknown false high

widgets.outbrain.com unknown unknown false high

mv.outbrain.com unknown unknown false high

tcheck.outbrainimg.com unknown unknown false unknown

sb.scorecardresearch.com unknown unknown false unknown

log.outbrainimg.com unknown unknown false unknown

mcdp-chidc2.outbrain.com unknown unknown false high

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

https://dogtime.com/dog-breeds/characteristics/ false high

https://dogtime.com/tag/purebred false high

Name Source Malicious Antivirus Detection Reputation

https://dogtime.com/basic-commands-obedience-sit.html 1183-urine-marking-hsus[1].htm.2.dr false high

https://dogtime.com/dog-health/spay-neuter/21185-
world-spay-day

DZ474MA0.htm.2.dr false high

https://www.dogtime.com/assets/uploads/2018/02/dog-
biscuit-appreciation-day-3-227x128.jpg

DZ474MA0.htm.2.dr false high

https://dogtime.com/basic-obedience-tips-aspca.html 1183-urine-marking-hsus[1].htm.2.dr false high

https://t.ingage.tech 436733fa-b33a-4964-a3d1-7ba204
529078[1].js.2.dr

false Avira URL Cloud: safe unknown

https://www.dogtime.com/assets/uploads/2015/03/puppies-
understand-e1557257549180-150x85.jpg

puppies[1].htm.2.dr false high

https://dogtime.com/dog-health/general/1183-urine-
marking-hsus/amp

1183-urine-marking-hsus[1].htm.2.dr false high

https://dogtime.com/wp-content/themes/dogtime-
2019/images/favicon/favicon-32x32.png

puppies[1].htm.2.dr, groups[1].htm.2.dr, 
profiles[1].htm.2.dr, adopt[1].htm.2.dr, 
purebred[1].htm.2.dr, DZ474MA0.htm.2.d
r, characteristics[1].htm.2.dr

false high

underscorejs.org min[7].js.2.dr false high

https://dogtime.cg-health/general/1183-urine-marking-
hsusRoot

{B02D674D-7640-11EB-90E4-ECF4B
B862DED}.dat.1.dr

false Avira URL Cloud: safe unknown

https://dogtime.com/dog-breeds/groups/working-dogs groups[1].htm.2.dr false high

https://dogtime.com/dog-breeds/profiles {B02D674D-7640-11EB-90E4-ECF4B
B862DED}.dat.1.dr, ~DFC3C0DF01
5A149E96.TMP.1.dr, dogtime.com_dog-
breeds_profiles[1].json.2.dr

false high

https://www.afterellen.com min[3].js.2.dr false high

https://dogtime.com/ta {B02D674D-7640-11EB-90E4-ECF4B
B862DED}.dat.1.dr

false high

https://www.dogtime.com/assets/uploads/2015/07/square_120
_rottweiler.gif

characteristics[1].htm.2.dr false high

https://dogtime.com/dog-breeds/yorkshire-terrier profiles[1].htm.2.dr, dog-breeds[1].htm.
2.dr

false high

https://www.dogtime.com/assets/uploads/2015/07/square_120
_irish-wolfhound.gif

characteristics[1].htm.2.dr false high

https://confiant-integrations.global.ssl.fastly.net/ 436733fa-b33a-4964-a3d1-7ba204
529078[1].js.2.dr

false Avira URL Cloud: safe unknown

https://dogtime.com/puppiesds/characteristics/ ~DFC3C0DF015A149E96.TMP.1.dr false high

https://uet.ingage.tech 436733fa-b33a-4964-a3d1-7ba204
529078[1].js.2.dr

false Avira URL Cloud: safe unknown

https://11172302.mb.trafficsafe.net/direct?
sid=11172302&q=

advertiser_click_template[1].json.2.dr false high

https://dogtime.com/adoptdDog ~DFC3C0DF015A149E96.TMP.1.dr false high

https://www.dogtime.com/assets/uploads/2015/03/puppies-
understand-e1557257549180-311x175.jpg

puppies[1].htm.2.dr false high

https://www.dogtime.com/assets/uploads/2015/07/square_120
_havanese.gif

characteristics[1].htm.2.dr false high

https://dogtime.cg-breeds/characteristics/Root {B02D674D-7640-11EB-90E4-ECF4B
B862DED}.dat.1.dr

false Avira URL Cloud: safe unknown

Contacted URLs

URLs from Memory and Binaries
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https://www.dogtime.com/assets/uploads/2018/02/dog-
biscuit-appreciation-day-3-720x407.jpg

DZ474MA0.htm.2.dr false high

https://www.selfcampaign.com/static/privacy v2nthzr0KdKezslC0br9IQaoky6w3K
jWwuT2H66WgmPTco6zUQnPanXs[1].
js.2.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://dogtime.c://dogtime.com/dog-breeds/profiles {B02D674D-7640-11EB-90E4-ECF4B
B862DED}.dat.1.dr

false Avira URL Cloud: safe unknown

https://dogtime.com/do {B02D674D-7640-11EB-90E4-ECF4B
B862DED}.dat.1.dr

false high

https://dogtime.com/dog-health DZ474MA0.htm.2.dr false high

https://dogtime.coptRoot {B02D674D-7640-11EB-90E4-ECF4B
B862DED}.dat.1.dr

false Avira URL Cloud: safe unknown

https://www.dogtime.com/assets/uploads/2018/02/dog-
biscuit-appreciation-day-3-300x170.jpg

DZ474MA0.htm.2.dr false high

https://dogtime.com/assets/uploads/2019/04/matchup-
breedfinder-quiz-299x300.png

matchup[1].htm.2.dr false high

https://www.dogtime.com/assets/uploads/2019/04/cat-
bg.png

min[1].css0.2.dr false high

https://dogtime.com/wp-includes/wlwmanifest.xml puppies[1].htm.2.dr, groups[1].htm.2.dr, 
profiles[1].htm.2.dr, purebred[1].htm.2.dr, 
DZ474MA0.htm.2.dr, dog-breeds[1].ht
m.2.dr, characteristics[1].htm.2.dr

false high

https://dogtime.cg-breedsRoot {B02D674D-7640-11EB-90E4-ECF4B
B862DED}.dat.1.dr

false Avira URL Cloud: safe unknown

https://dogtime.com/finding-vet-hsus.html 1183-urine-marking-hsus[1].htm.2.dr false high

https://dogtime.com/assets/uploads/2019/04/matchup-ft-
image-300x215.jpg

matchup[1].htm.2.dr false high

https://petcentral.chewy.com/positively-trained-tips-to-
adopt-a-rescue-pet/

dogtime.com_dog-breeds_groups_
mixed-breeds[1].json.2.dr, dog
time.com_dog-breeds_profiles[1
].json.2.dr, dogtime.com_adopt[1].json.2
.dr, dogtime.com_dog-breeds[1].json.2.dr
, dogtime.com_tag_purebred[1].json.2.dr, 
dogtime.com_dog-breeds_groups
[1].json.2.dr

false high

https://d2na2p72vtqyok.cloudfront.net/aniview-
script/dogtime_Commenting.js

groups[1].htm.2.dr false high

dogtime.com/assets/uploads/2009/08/file_1183_max_200_Un
derstanding-urine-marking.jpg

1183-urine-marking-hsus[1].htm.2.dr false high

edge.quantserve.com/quant.js gn_tracking[1].js.2.dr false high

iptc.org/std/Iptc4xmpCore/1.0/xmlns/ national-love-your-pet-day-1[1].jpg.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://dogtime.com/basic-commands-obedience.html 1183-urine-marking-hsus[1].htm.2.dr false high

https://dogtime.com/dog-
breeds/characteristics/affectionate-with-family

characteristics[1].htm.2.dr false high

https://dogtime.com/wp-content/themes/dogtime-
2019/images/favicon/manifest.json

puppies[1].htm.2.dr, groups[1].htm.2.dr, 
profiles[1].htm.2.dr, adopt[1].htm.2.dr, 
purebred[1].htm.2.dr, DZ474MA0.htm.2.d
r, characteristics[1].htm.2.dr

false high

https://om.forgeofempires.com/foe/de/?ref get[1].json.2.dr false high

https://www.dogtime.com/assets/uploads/2015/02/world-
spay-day-dogs-e1549488399125-150x85.jpg

DZ474MA0.htm.2.dr false high

https://fqtag.com/implement.js outbrain[2].js.2.dr false high

https://dogtime.com/national-day/61995-dog-biscuit-
appreciation-day-homemade-recipes

DZ474MA0.htm.2.dr false high

https://dogtime.com/dog-health/general/41201-amazing-
facts-dogs-tail

DZ474MA0.htm.2.dr false high

https://dogtime.com/ad {B02D674D-7640-11EB-90E4-ECF4B
B862DED}.dat.1.dr

false high

https://secureassets.evolvemediallc.com/prebid/prebid_4_23_
0_custom_012520211345.js

puppies[1].htm.2.dr false high

https://dogtime.com/dog-breeds/petit-basset-griffon-
vendeen

profiles[1].htm.2.dr false high

https://dogtime.com/matchupds/characteristics/ ~DFC3C0DF015A149E96.TMP.1.dr false high

https://dogtime.com/assets/uploads/2009/08/file_1183_max_2
00_Understanding-urine-marking.jpg

1183-urine-marking-hsus[1].htm.2.dr false high

https://stats.g.doubleclick.net/j/collect? ga[1].js.2.dr false high

www.gettyimages.com herdingdogs1[1].jpg.2.dr false high

https://dogtime.cRoot {B02D674D-7640-11EB-90E4-ECF4B
B862DED}.dat.1.dr

false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation
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https://www.dogtime.com/assets/uploads/2015/07/square_120
_icelandic-sheepdog.gif

characteristics[1].htm.2.dr false high

https://dogtime.cg-breeds/profilesRoot {B02D674D-7640-11EB-90E4-ECF4B
B862DED}.dat.1.dr

false Avira URL Cloud: safe unknown

https://dogtime.com/wp-content/themes/dogtime-
2019/images/favicon/favicon-16x16.png

puppies[1].htm.2.dr, groups[1].htm.2.dr, 
profiles[1].htm.2.dr, adopt[1].htm.2.dr, 
purebred[1].htm.2.dr, DZ474MA0.htm.2.d
r, characteristics[1].htm.2.dr

false high

https://dogtime.com/housetraining-for-puppies.html 1183-urine-marking-hsus[1].htm.2.dr false high

https://dogtime.com/dog-
breeds/characteristics/predatory-tendencies

characteristics[1].htm.2.dr false high

https://www.chewy.com/s?query=Obedience dogtime.com_dog-breeds_charact
eristics[1].json.2.dr

false high

marketing.targetspot.com/Targetspot/Legal/TargetSpot%20Pri
vacy%20Policy%20-%20June%202018.pdf

v2nthzr0KdKezslC0br9IQaoky6w3K
jWwuT2H66WgmPTco6zUQnPanXs[1].
js.2.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://dogtime.com/tag/dog-videos DZ474MA0.htm.2.dr false high

https://dogtime.com/wp-content/themes/dogtime-
2019/images/favicon/favicon.ico~

imagestore.dat.2.dr false high

https://dogtime.com/dog-
breeds/characteristics/tolerates-hot-climates

characteristics[1].htm.2.dr false high

https://petcentral.chewy.com/how-to-adopt-a-dog-what-
you-need-to-know/

dogtime.com_dog-breeds_charact
eristics[1].json.2.dr, dogtime.com_dog-b
reeds_groups_mixed-breeds[1].json.2.dr, 
dogtime.com_dog-breeds_profile
s[1].json.2.dr, dogtime.com_matchup[1].j
son.2.dr, dogtime.com_adopt[1].json.2.dr
, dogtime.com_dog-breeds[1].json.2.dr, 
dogtime.com_tag_purebred[1].json.2.dr, 
dogtime.com_dog-breeds_groups[1]
.json.2.dr

false high

https://dogtime.com/introducing-dog-to-your-baby-
aaha.html

1183-urine-marking-hsus[1].htm.2.dr false high

https://dogtime.com/dog-health/general/1183-urine-
marking-hsusJUnderstanding

{B02D674D-7640-11EB-90E4-ECF4B
B862DED}.dat.1.dr

false high

https://twitter.com/intent/tweet?text= min[1].js0.2.dr false high

ns.abobe.com/xap/1.0/ can-dogs-eat-apples-3[1].jpg.2.dr false Avira URL Cloud: safe unknown

https://dogtime.com/matchupds/characteristics/X ~DFC3C0DF015A149E96.TMP.1.dr false high

https://dogtime.com/dog-breeds/characteristics/ {B02D674D-7640-11EB-90E4-ECF4B
B862DED}.dat.1.dr

false high

https://dogtime.com/dog-breeds/characteristics/dog-
friendly

characteristics[1].htm.2.dr false high

https://www.dogtime.com/assets/uploads/2009/08/file_1183_m
ax_200_Understanding-urine-marking.jpg

1183-urine-marking-hsus[1].htm.2.dr false high

https://petcentral.chewy.com/basic-puppy-training/ dogtime.com_dog-breeds_groups_
hybrids[1].json.2.dr

false high

https://widgets.outbrain.com/images/widgetIcons/icon-
x.svg);mask-image:url(https://widgets.outbrain.

outbrain[2].js.2.dr false high

https://www.mandatory.com min[3].js.2.dr false high

https://www.dogtime.com/assets/uploads/2015/02/world-
spay-day-dogs-e1549488399125-650x368.jpg

DZ474MA0.htm.2.dr false high

https://dogtime.com/food-nutrition.html 1183-urine-marking-hsus[1].htm.2.dr false high

https://event.insticator.com/v1/event?
event_name=event_adlightning-recover

436733fa-b33a-4964-a3d1-7ba204
529078[1].js.2.dr

false high

https://dogtime.com/dog-breeds/groups/feed/ groups[1].htm.2.dr false high

https://dogtime.com/goldendoodle.html hybrids[1].htm.2.dr false high

https://paid.outbrain.com/network/redir?p get[1].json.2.dr false high

https://tagan.adlightning.com/ 436733fa-b33a-4964-a3d1-7ba204
529078[1].js.2.dr

false high

https://www.dogtime.com/assets/uploads/2016/08/dog-
tail-facts-6.jpg

DZ474MA0.htm.2.dr false high

https://www.google.%/ads/ga-audiences? ga[1].js.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

low

https://dogtime.com/reviews/search.html?q=puppies dogtime.com_dog-breeds_groups_
hybrids[1].json.2.dr

false high

https://www.dogtime.com/assets/uploads/2016/08/dog-
tail-facts-6-150x85.jpg

DZ474MA0.htm.2.dr false high

https://dogtime.com/dog-breeds/groups/(Dog {B02D674D-7640-11EB-90E4-ECF4B
B862DED}.dat.1.dr

false high

https://dogtime.com/positive-negative-reinforcement-
hsus.html

1183-urine-marking-hsus[1].htm.2.dr false high

https://dogtime.com/tag/purebredfiles ~DFC3C0DF015A149E96.TMP.1.dr false high

Name Source Malicious Antivirus Detection Reputation

Copyright null 2021 Page 11 of 56



https://dogtime.com/author/dogtime DZ474MA0.htm.2.dr, 1183-urine-
marking-hsus[1].htm.2.dr

false high

https://dogtime.com/advocacy/dog-rescue/46939-10-
amazing-dog-rescue-groups-donate-end-year

DZ474MA0.htm.2.dr false high

https://dogtime.com/dog-breeds/groups/mixed-breeds groups[1].htm.2.dr, mixed-breeds[1].htm.
2.dr, dogtime.com_dog-breeds_g
roups_mixed-breeds[1].json.2.dr

false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

104.21.40.188 unknown United States 13335 CLOUDFLARENETUS false

34.102.138.209 unknown United States 15169 GOOGLEUS false

151.101.0.84 unknown United States 54113 FASTLYUS false

172.67.129.15 unknown United States 13335 CLOUDFLARENETUS false

31.13.92.36 unknown Ireland 32934 FACEBOOKUS false

172.67.156.77 unknown United States 13335 CLOUDFLARENETUS false

143.204.2.69 unknown United States 16509 AMAZON-02US false

151.101.14.132 unknown United States 54113 FASTLYUS false

104.16.18.94 unknown United States 13335 CLOUDFLARENETUS false

99.86.159.96 unknown United States 16509 AMAZON-02US false

35.190.74.157 unknown United States 15169 GOOGLEUS false

50.31.142.63 unknown United States 22075 AS-OUTBRAINUS false

50.31.142.159 unknown United States 22075 AS-OUTBRAINUS false

91.228.74.198 unknown United Kingdom 27281 QUANTCASTUS false

35.201.84.252 unknown United States 15169 GOOGLEUS false

152.195.34.201 unknown United States 15133 EDGECASTUS false

142.251.5.157 unknown United States 15169 GOOGLEUS false

13.226.162.93 unknown United States 16509 AMAZON-02US false

104.17.70.15 unknown United States 13335 CLOUDFLARENETUS false

99.86.162.192 unknown United States 16509 AMAZON-02US false

104.17.83.47 unknown United States 13335 CLOUDFLARENETUS false

143.204.15.119 unknown United States 16509 AMAZON-02US false

104.22.70.197 unknown United States 13335 CLOUDFLARENETUS false

104.16.167.11 unknown United States 13335 CLOUDFLARENETUS false

45.61.136.152 unknown United States 40676 AS40676US false

Contacted IPs

Public
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General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 356836

Start date: 23.02.2021

Start time: 17:35:28

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 7m 16s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://dogtime.com/dog-health/general/1183-urin
e-marking-hsus

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 15

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean0.win@3/705@34/25

Cookbook Comments: Adjust boot time
Enable AMSI
Browsing link: https://dogtime.com/
Browsing link: https://dogtime.com/adopt
Browsing link: https://dogtime.com/dog-breeds
Browsing link: https://dogtime.com/dog-
breeds/profiles
Browsing link: https://dogtime.com/tag/purebred
Browsing link: https://dogtime.com/dog-
breeds/groups/hybrids
Browsing link: https://dogtime.com/dog-
breeds/groups/mixed-breeds
Browsing link: https://dogtime.com/dog-
breeds/groups/
Browsing link: https://dogtime.com/dog-
breeds/characteristics/
Browsing link: https://dogtime.com/matchup
Browsing link: https://dogtime.com/puppies
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Warnings:
Exclude process from analysis (whitelisted): 
taskhostw.exe, ielowutil.exe, 
backgroundTaskHost.exe, SgrmBroker.exe, 
svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted): 
168.61.161.212, 40.88.32.150, 104.43.193.48, 
88.221.62.148, 52.255.188.83, 216.58.212.138, 
142.250.185.202, 23.218.209.87, 172.217.18.104, 
142.250.185.163, 95.100.50.66, 184.30.25.193, 
23.218.208.56, 152.199.19.161, 67.26.75.254, 
8.248.117.254, 8.248.145.254, 8.248.139.254, 
8.248.125.254, 51.104.139.180
Excluded domains from analysis (whitelisted): 
gstaticadssl.l.google.com, 
wildcard.outbrainimg.com.edgekey.net, 
arc.msn.com.nsatc.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, arc.msn.com, 
e11290.dspg.akamaiedge.net, 
iecvlist.microsoft.com, 
skypedataprdcoleus15.cloudapp.net, 
e15144.d.akamaiedge.net, 
e8736.e7.akamaiedge.net, go.microsoft.com, 2-01-
37d2-0018.cdx.cedexis.net, 
audownload.windowsupdate.nsatc.net, ssl-google-
analytics.l.google.com, 
watson.telemetry.microsoft.com, 
auto.au.download.windowsupdate.com.c.footprint.n
et, prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, fonts.googleapis.com, 
fs.microsoft.com, ajax.googleapis.com, 
fonts.gstatic.com, ie9comview.vo.msecnd.net, 
skypedataprdcolcus17.cloudapp.net, 
e1723.g.akamaiedge.net, 
ctldl.windowsupdate.com, 
wildcard.outbrain.com.edgekey.net, 
skypedataprdcolcus15.cloudapp.net, ssl.google-
analytics.com, skypedataprdcoleus17.cloudapp.net,
blobcollector.events.data.trafficmanager.net, 
go.microsoft.com.edgekey.net, 
e10883.g.akamaiedge.net, 
sb.scorecardresearch.com.edgekey.net, 
cs9.wpc.v0cdn.net
Report size exceeded maximum capacity and may 
have missing behavior information.
Report size exceeded maximum capacity and may 
have missing network information.
Report size getting too big, too many NtCreateFile 
calls found.
Report size getting too big, too many 
NtDeviceIoControlFile calls found.
Report size getting too big, too many NtReadFile 
calls found.
Report size getting too big, too many NtWriteFile 
calls found.

No simulations

No context

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains
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No context

No context

No context

No context

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\OCGSFY27\dogtime[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 8765

Entropy (8bit): 5.391365509650393

Encrypted: false

SSDEEP: 192:MRDtfRDtERDtQQRDtQ6RDtQMRDtQ6RDtQQSVQSVWSV7SVWInWInWDvB:u

MD5: 7A68A20D06F273CE754CF2EDA5A5EB19

SHA1: 4F28EB8BEDA9C67A6339D14D3C9743C52D5E0F77

SHA-256: 2CDA603C19AD80D60214DCA8D47A044B702D85173C1749B93D9F040A71249CE4

SHA-512: 55BD4814CED9AA98B9C88BD130F65F1B4B54B370ACA394331ED8597BEE6B90747FBD83ED3F03FD17DAFAA187347E4D564E02273A19C2447F1C981D894C39E1B
7

Malicious: false

Reputation: low

Preview:
<root></root><root></root><root><item name="OB-TPCS" value="{&quot;value&quot;:4,&quot;expiry&quot;:1614389782474}" ltime="1965531472" htime="30870093" />
</root><root><item name="OB-TPCS" value="{&quot;value&quot;:4,&quot;expiry&quot;:1614389782474}" ltime="1965531472" htime="30870093" /><item name="OB-AD-
BLOCKER-STAT" value="false" ltime="1967271472" htime="30870093" /><item name="OB-AD-BLOCKER-WL-STAT" value="false" ltime="1967271472" htime="30
870093" /></root><root><item name="OB-TPCS" value="{&quot;value&quot;:4,&quot;expiry&quot;:1614389782474}" ltime="1965531472" htime="30870093" /><item 
name="OB-AD-BLOCKER-STAT" value="false" ltime="1967271472" htime="30870093" /><item name="OB-AD-BLOCKER-WL-STAT" value="false" ltime="1967271472" 
htime="30870093" /><item name="_cX" value="approved" ltime="1969011472" htime="30870093" /></root><root><item name="OB-TPCS" value="{&quot;value&quot;:4,
&quot;expiry&quot;:1614389782474}" ltime="1965531472" htime="30870093" /><item name="OB-AD-BLOCKER-S

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{B02D674B-7640-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 30296

Entropy (8bit): 1.848439518852352

Encrypted: false

SSDEEP: 48:IwlfGcprr0GwpLxtG/ap8FGIpcsuGvnZpvs2Go6qp9s/Go4dpmsPGWwA9svOGWGz:rvZgZ/2HWsrts4fs4dMsJs4sffsRsX

MD5: 45A00B448D83F73CD35F0355684A3666

SHA1: 9103494D1204216DB0B84EEEF6546D78F2F72D30

SHA-256: 7BC1C844C2E492177102B4CCBE9A1D1DC45A38102665613376B75A2B53A9363F

SHA-512: A4BE5FE5A4A5733E86569E1C511D6C7287BB40587D932794041587070EEF876EFA4E73E4E0BF8A621868154FA8ABEB967C390BAF03BB79FDD8DAF8799EAA032
1

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{B02D674D-7640-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 177880

Entropy (8bit): 2.5306964251975734

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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Encrypted: false

SSDEEP: 384:rch7XuoQlGaVAyUAcC7Ax+A5DCrrQJ72XT8URv0QfFw5glt+5/Ay+vmiU/1zBU4y:dB

MD5: BB7A8579FB778B54DE60745B669E35CF

SHA1: B72DB6532B90513BED91E82DCEE68FC60E59358F

SHA-256: 9F9DF36990E67EB9B95359BACF7BD1C2D122A9F0FDD6393546593741D4142698

SHA-512: 5A64921284CDC1CABDD00363FD93363B1D75015EC6DDEDA3F50FE0959BCB6362E6CE7C7BE362BDAB6D2A775026075A817F732C27E9F87CB6613C68121873518
E

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{B02D674D-7640-11EB-90E4-ECF4BB862DED}.dat

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{B675CDDC-7640-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984

Entropy (8bit): 1.5635737704709631

Encrypted: false

SSDEEP: 48:IwOGcprPGwpaeG4pQiGrapbSgGQpKSG7HpRDuTGIpG:rSZ5Qe6kBSIA9TDKA

MD5: EC249C7261C9EB077276108FD060C4B7

SHA1: C9BA3E62E5467B7D080213EAFC5C60167DD2C44F

SHA-256: B151A63C535BAE510FBB1785CB2065E2E4DC60970A519A4C9D947B0BB2854269

SHA-512: 6D39920F312BF4F330220C8B4852D3673FE9A8F1FCDD26FF26DBD06201352A95AC4B929BF7A4253D386DF29F1BFBE2AC6A919250A6E2969BB92C83BCE9F65556

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\ynfz0jx\imagestore.dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 7994

Entropy (8bit): 4.903850426346046

Encrypted: false

SSDEEP: 96:0lP8gyKwdUgLTKNbY/QMA9jU1QG43fqfYqie+0c01dp:0kgmqgpA2VWq+0/p

MD5: 47248938E1EEC8E4E8EBC43D7F607AE3

SHA1: 102851D09423840C5FEC6E76ABF19454ACA3530F

SHA-256: 5664AF6DB5C8582205241FC6AAAFD33BC01D6BA8E6BB37D396FD799762CCFD89

SHA-512: 61B1C35738DB38DC37418D4C5B827BA2C61A5C8D95C2131A977982EE4A82263F86ED81F72BE492F6EBEF4BC618B03499E73A07006F1C59CC17BE5F33B173F9BC

Malicious: false

Reputation: low

Preview:
M.h.t.t.p.s.:././.d.o.g.t.i.m.e...c.o.m./.w.p.-.c.o.n.t.e.n.t./.t.h.e.m.e.s./.d.o.g.t.i.m.e.-.2.0.1.9./.i.m.a.g.e.s./.f.a.v.i.c.o.n./.f.a.v.i.c.o.n...i.c.o...........00..............(...0...`...................
....................hg..&!..SR..................?=..@=..............on..,(..........[Y..................vu.................. ...........OK..!..."...}|..PN..........<9......kj..($..)$......WU..............C@....../+..........]\....
..yx..dc..........ec.."...........PN......................kj..+'......YX..............EC..FC......2...........a_..................85......gf..$ ..% ..?<......nm..........-*...*......................41......cb..db.. ...!......."...
OM..~~..........:8......;8..........'#..(#..................qp...*..............][......KI..74..fe......#...$...RP..................*&..............EB..ss..0-.........._^..............KI..................hh......ih......&"......TS
..US..............@>..A>..po..,)..-)..................GE..............40..ca.. .......!...NL..~}....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\Australian-Stumpy-Tail-Cattle-Dog-cover-650x368-0x300-c-default[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 530x300, frames 3

Category: downloaded

Size (bytes): 24457

Entropy (8bit): 7.97233153458994

Encrypted: false

SSDEEP: 384:tOdAGO9iyoJHr7QInBZ1EAN6ZIzqTRnI7eyv5Gd+ArEuiIeHNEAeRXw+NclRORAV:tOd+wJHBn++qq7eyRG4fhI8EAyww2Ryc

MD5: 82544815CDDA0069D346A732A1239F0A

SHA1: BE67BD0D307803A515C6321292795FE51E741D73

SHA-256: 8C39E3CA90D132A86BC23FC8B40043E80715BF571569C9962DF44C6095BCEB20

SHA-512: C8CF3707D3BA614075863077A6C7C9245EA68CE3BB3E62CB5D39B7570CBD788EFFE8ACC16AF09ACCDB0ED5D1E0D983A94D3B32894E862D69F432DC9FAEFB8
480
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Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2020/05/Australian-Stumpy-Tail-Cattle-Dog-cover-650x368-0x300-c-default.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C.......................................................................,...."..............................................................................m3..
(,../.X.S..3..J.^..i`....A....&.w}>...nv).....ilu....".>$ .P.|?%h..z..P..s..i.7.4.N..I..K.d.....6z...a.*..4.*.Io9.lZg..+C..#y..<....h..Ze.m.P.@`...m0..>.....)..C...../...M..zEyg...].Z...f..Zq..T...F
.J..4.^..#.\..f.e.....V-..d..S..7.|.e.o/....J{.../Sy...`f.e=1J.xhg..|....mz1.9.g.^h..R.~..it...@#Ql..4".....R..7...@G.m'.|..a.ikW.cXg....X..d..aT..h...I.kk.....y.........!b,...B.5X..:.[.....
Q..h+SH........Jo...v..S....[.....v.y...7....Y.g.....1.;h...9q=....... ....#e&.....|..J..8.8..B6Tx...-..._L'4.Z.U2.E.,.....!..!a.F%b.....q..Z..r......EWr]..V_A./>...y....z.x=..r..8<...N./..2....d.<n;.
Q..Ba.....7.0.6.C@s0........@._....S..;...{Z...j.....,..,....@tf..h.X.'S..(..]s......7,&{'..X..........>b...Cd.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\Australian-Stumpy-Tail-Cattle-Dog-cover-650x368-0x300-c-default[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\Shih-Tzu-Puppy-5-e1574460344177[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 680x384, frames 3

Category: downloaded

Size (bytes): 27928

Entropy (8bit): 7.973540159402404

Encrypted: false

SSDEEP: 384:vO4j1yCRSeRoi5UNp5tOTq5koZNHf3rFQ3Xm0jsLjsd8gZ/MblGLEOjxcDd9ZeRC:vO4kYjRn5Ewu5ko3f3ra1tMB4xcgCB2q

MD5: 4F4E44AA5E483A223DD3469CA852A614

SHA1: 2A653A213962A43F7CD59B258221DE97ECA185B0

SHA-256: 705F2B68F4A58D50CEE014A7B66980491D7E7BFEB2020127C66CCB1648670B47

SHA-512: 46B5ED2ED7E538AB76D1F038180C2580AF2E51244F4F25E740D0BB55276767C4B8CB935125A1EF1A794300D8586F00C12129F3BBEC2B9FEB2E4CA6234F8F7116

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2016/10/Shih-Tzu-Puppy-5-e1574460344177.jpg

Preview:
......JFIF...................................................!........'.."#%%%..),($+!$%$...........$...$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$..........."..................................
..............}4.M4SR..&.^[.../{.Wb.....}K.....x.Z..\z.e.....f~w....(.......gU....E4QM.R..)H..nv.....U..~t..Q.v........#_K..=....7........i.::[#....k.6........nr\..T.?Q.}.V.W..?g...-...1.Y..b.~...h...r..
(UL/.n[;]m.:.e.2*..Hm....Nv(W)JRiD.Lc..*..3..'..+g;-.b...x0`...9H$.&4IH...0..T....`.,uU..R....dl$.B`11.L.4.$........N........-..m.`1..1..0P$.i.lM.R.;<q..L`...l....`.l.i.....4&)&...V.Mp..R
....GE......$.M....4.......J..)...D............6.i...,.E.......^c....c........6.1.R.c...4-Q....H....Ux....R..6.hhK<.^.).E...cZ..1.6....S.$Sm.C#Y.S..m.d.h.~7..]./...G:.....}..).Z@Hd.F...0Ldsq
.o;....V...W~./...+XC1...0l..s....c....().Ef......{.m..:..P.v~...z(.u.....).v.~h...d.I.5..H..8.L.G.J.a......,._\+..O..K:......5a.e."c....O..$.9..O..|......z~.f..#....k...w..,.SH..'

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\ZG9ndGltZS5jb20=[1].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 16

Entropy (8bit): 3.5

Encrypted: false

SSDEEP: 3:YX8HfDEq:Ys/DEq

MD5: CE08A60AA308225DB15C98EDF4AE2447

SHA1: BACF25489BAD0312AA2F37FC735FA7E57B2D7306

SHA-256: 929701ED632814943E3DF803DDD9E3F179CCF889C0AD7B7F3392BD8D109B174F

SHA-512: B10091C95F3E93251E396C39871858C1E008CC097815D0AF6650708345948EEE99121F1DC2ED3C11BF33730DA8037B727831F3F86873458D0E7323C275BC3C5E

Malicious: false

Reputation: low

IE Cache URL: https://tcheck.outbrainimg.com/tcheck/check/ZG9ndGltZS5jb20=

Preview:
{"result":false}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\aes[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 13360

Entropy (8bit): 5.635058839476275

Encrypted: false

SSDEEP: 192:9pQGDuD690MPdz8Ui015ll1I57I2Tru6h0hNmHV+m9eIfyAqYfinNVYEUUFJZmUY:9OiT0wz8Uiw/1S7DegkcHpeIuScZbAX

MD5: 4FF108E4584780DCE15D610C142C3E62

SHA1: 77E4519962E2F6A9FC93342137DBB31C33B76B04

SHA-256: FC7E184BEEDA61BF6427938A84560F52348976BB55E807B224EB53930E97EF6A

SHA-512: D6EEE0FC02205A3422C16AD120CAD8D871563D8FCD4BDE924654EAC5A37026726328F9A47240CF89ED6C9E93BA5F89C833E84E65EEE7DB2B4D7D1B4240DEAE
F2

Malicious: false

Reputation: low

IE Cache URL: https://cdnjs.cloudflare.com/ajax/libs/crypto-js/3.1.2/rollups/aes.js
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Preview:
/*.CryptoJS v3.1.2.code.google.com/p/crypto-js.(c) 2009-2013 by Jeff Mott. All rights reserved..code.google.com/p/crypto-js/wiki/License.*/.var CryptoJS=CryptoJS||functio
n(u,p){var d={},l=d.lib={},s=function(){},t=l.Base={extend:function(a){s.prototype=this;var c=new s;a&&c.mixIn(a);c.hasOwnProperty("init")||(c.init=function(){c.$super.in
it.apply(this,arguments)});c.init.prototype=c;c.$super=this;return c},create:function(){var a=this.extend();a.init.apply(a,arguments);return a},init:function(){},mixIn:function(a){
for(var c in a)a.hasOwnProperty(c)&&(this[c]=a[c]);a.hasOwnProperty("toString")&&(this.toString=a.toString)},clone:function(){return this.init.prototype.extend(this)}},.r
=l.WordArray=t.extend({init:function(a,c){a=this.words=a||[];this.sigBytes=c!=p?c:4*a.length},toString:function(a){return(a||v).stringify(this)},concat:function(a){var c=
this.words,e=a.words,j=this.sigBytes;a=a.sigBytes;this.clamp();if(j%4)for(var k=0;k<a;k++)c[j+k>>>2]|=(e[k>>>2]>>>24-8*(k%4)&255)<<24-8*((j+

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\aes[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\akbash-dog-breed-pictures-cover-650x368-0x300-c-default[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 530x300, frames 3

Category: downloaded

Size (bytes): 37769

Entropy (8bit): 7.975712996635258

Encrypted: false

SSDEEP: 768:dvdq2Dr2TU8woZYO+lTcyIVzt8y/iyHgpqrutFE7zehn:fqc3cYxl4yIVztltHqFE76

MD5: DD93E114195953BD182053D601B1DE5D

SHA1: D8B39E30E51595C0C267F597E0B7352C18E5EAC1

SHA-256: 70E8B38592BBC1D7D07414461B5E7119488DF38DCD8D621DF2F9E1BE56B3888A

SHA-512: 1D91661F1FC258777697B03C0DEC6150042C2C7EF8DAC57821693A426A4F0E6BDE752B2584BD354C611A6A0805B4A5A1D8949076A98464F697BBBDA3303DDEB6

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2019/12/akbash-dog-breed-pictures-cover-650x368-0x300-c-default.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C.......................................................................,....".................................................................................w.^....z.
V.l..-f.).vU9.H..fJ...*....m.y.R.Y...C..........CI".9.Q..d.#).2......]4IRG...Ok.........7M.....r..wus....u6...9.D.R.6.e...sv...M<..........3.f.I4.,.:../+i{........*4z...Mw-3...............[..'[...(....r..|..5..
Ge..l'/T5V...t..R.....*Sc~..>....-.....i0z....h,:..m.Y.j..i.A*.A..k....:..7.........nl0..W.Bh.2c.=.K3MI.-..h<.s....>...v./)q.k.;..7.*w....R.nq....5.^7`.l....].*.}.(3.a..%....$..Vd..&..SET...k1..[n.H..
H.f.#.csq.......;96........^...E%H...m.q..X....k...8...........R.....O..r.+KAsI.......hHa,...P.Zd...}.D..5..mX..h.V.{(..^.....M..cg.6#x....^.(.........2~Z..d=1.4...o..*t.5$.Egz,......f.....`.`*....xus
9Vz.....b3..@.....@@4vs.\C._c..T.zx.h-_..e..^.)......h..p>...9.....Qr.^K.#...`.t....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\alaskan-klee-kai-breed-pictures-cover-650x368-0x300-c-default[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, progressive, precision 8, 530x300, frames 3

Category: downloaded

Size (bytes): 23867

Entropy (8bit): 7.96584863358266

Encrypted: false

SSDEEP: 384:ktSB5o5WBsKQiNyxS6QeYIOmgbQalhQfRbTGg7oD3QOfFxB8KInxpRf:ktao0BbQiNpeROPbQ+yRnGY+QKOKIxpB

MD5: E2D6A23C494A36B9873A2AFC2C80D216

SHA1: 7B78A67DABE8F12D7CFCFD3F43DB3218CF16151A

SHA-256: 8F89569B39431358DACCDCC7F7401A8E8BEB99EE95551F2AEC79ACC2D4087501

SHA-512: 41764FCBB06947D7F982A06FDCA1ED0594243640E7D5697510C25CB47ACB5B89B0208F76B7B1A58D9CE9D6B4C99EF3F0C9C2E7DB3BFCEC412F10D89BCF65956
C

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2017/11/alaskan-klee-kai-breed-pictures-cover-650x368-0x300-c-default.jpg

Preview:
......JFIF.....`.`...........................................!........'.."#%%%..),($+!$%$...........$...$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$......,...."..................................
..............S..`o...R.h...K..T..,..^s..>g....@.!.,(AY.D..hV...C.....N.c...W.......y.uc.....W^..`.nR#..x.`....Q1..Z.....<.a.t..#..s....y.f.^[..6......f...,....3.......V.......W..{M]M2.z_*...)./gX3_i..SS 
.VMn4.j.O.(Be.x...A..."?=.z?8...x.J......ak....uE....h.W.C.+2R.x.@.O%...|N);.+.R.}k.y.....t..B....%....lH.16.U-..l.-....R..G.k:..~,.}k....x..{[.[.^...O.......:`....L.@..Brk.w^q.^.....w.M
g.s..u^...J..."...3U.h.4.c.....63.f.~k=...6......O.WG...Gg..lkx..9....3,\.d.e..R...s....W..........mx..ov....Y..S...5.Cb.C.8..1j...X.....r;...?.=.......qF..[...v...J"..48#.X.`.).XR+."<.ZNG9.
.K..|..^.o...s.{(.e...N.......347,.E..=..ov Xr.....i.7..}..R.t.d.Ka..g..kj.g......G3ZY......+..<..6...N...l*o.Kh..}..d$.*p%.Z.....+.....,....<.kC..........K.B..{X..J.%......

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\american-bulldog-breed-pictures-9-650x368-0x300-c-default[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 530x300, frames 3

Category: downloaded

Size (bytes): 14612

Entropy (8bit): 7.906347592225994

Encrypted: false

SSDEEP: 384:BIJ1VBZAgPZaE8PC/KL9dC7k1GvRtE2yVL/wQCPi:B87BZtPt8pLLKKfrCa

MD5: 2629D6A2972EDF1F12F0548BE11393C3

SHA1: 3462B2A4963871E2B8D01D06CB2697BEA00E8F02

SHA-256: 1DEEE544495603DB2328A309DD7E4B5D7405C99702D72C1EAF574E1043F3370C

SHA-512: 691C53F73A2FCD97E1D381C89DDFD64B062BAF923DB191357520451C25264536FE3B073C152A9DB3DE774535DCA5777D525E259128C4109341581015B5C30748

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2017/12/american-bulldog-breed-pictures-9-650x368-0x300-c-default.jpg
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Preview:
......JFIF.............C..............................................!........."$".$.......C.......................................................................,...."..............................................................................(...........
..k.i...j.y..........ld....H.z?u.t...................5..u.W.j[2......oJ#.ru..V..}..\y.kvl.................@...K.....}...6...6..yM.~.Q.U=.Siy8..Ow...G/}...................[...SG-.......]8>...N[....K..F......go..
..zi.@.................U7..6.......nxt..w1..k...w_f.c43.12i^+q%Z.a....g.......................?.w.#.......'..Xg...f.y%Z.^}a..i.y.eHlFK-i...d.................c.[.7..ysM?......?l.5..+u.........c..c...G.5..I...`..
..............c.<u1_..=.5.n.n/s.Ge..:a..]...`..{...K....q...3.n7.................."h....Q..WG...8....~.....ld.l.?,.z.%...O.....5.q.1..c.y&9c..K.....2............aP..........sY&>.0..x.x..}....m..z.]#...|Z..|..?
m.C..n......6.t....?5..]>.O@...........E..hs...A.Y....7W(\.6.b.0..L..2J..X.I..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\american-bulldog-breed-pictures-9-650x368-0x300-c-default[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\american-hairless-terrier-dog-breed-pictures-cover-650x368-0x300-c-defau
lt[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 530x300, frames 3

Category: downloaded

Size (bytes): 9865

Entropy (8bit): 7.787151755742393

Encrypted: false

SSDEEP: 192:vSDaQpXPAf78RqiizEk8UIVib2VCmJUNC5oAug3fWqw+nwWzpxttvs4OaFc:vSD5Xo4RjiJ8DVa7QMCQgSYrz9tkkc

MD5: C787E74499812751F0782EDB8E593844

SHA1: 8775F97A7C8CF7F3B10248B584F571E9DC2E6CBF

SHA-256: E5047EA8238A9A1607C6E9508393E0BB9E60F7757A19BE88E7163AF66B501D34

SHA-512: 5D552BE1FA646B2CFFD8B9F988E6C3E76F930BAF40D4FC88070AE9E937FBACFEFEB2EFAC45BA0B00024EFB2AD06200D4D1D0DD15E772CE846067BD0632E03
918

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2020/04/american-hairless-terrier-dog-breed-pictures-cover-650x368-0x300-c-default.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C.......................................................................,....".......................................................................................+iV
NG.".E....L6.@.....................q.g.*.W.c...+......hu;..:......................s..[..b...].f..w7.c.:.].U...o....w#......................`...]y.[.-T+.i..+....w.Z..Z..8^..........................I...}.}...N=.t.t..l-..b.
.....................>)..zsy.u...h...[.v.e.f........................rJi.7...nS...o..e.\..|...u...J.)].Q'"..l.....................U........a..@.LN..N...6)...FG.........K.j...e....................|9.L......n.Y<.">[.7.&.8rc....
<N.~.S.N.|Ni.>-[+.o.................*.umK.'.=0..v.?;O....Y....,..~|.F,y1....u/...6Qi.}.jZ...s.$...................8.o.+..>d}..4h....K..F.u....&2ju........i>.D..>.=.L..mf.L.`...................x7T.:..5...|*.
]..X.?.-...M..-......l.js>........K..Np.................QjvM.=

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\american-leopard-hound-dog-breed-picture-cover-650x368-0x300-c-default[1
].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 530x300, frames 3

Category: downloaded

Size (bytes): 38994

Entropy (8bit): 7.981022383060707

Encrypted: false

SSDEEP: 768:T73RtqGvLEUkr3YA204m6ASY4eMYHFzNKY44LSUDxE:X33qG9A+7YfF0iBDxE

MD5: BB3E4D1206925EEC8F28021DF188D929

SHA1: 76EF9D1B2F0C191661B5ED254DCC90976CC784CD

SHA-256: 1D59462DFDDEBBB9ADB75DEA3800A32015453DE2E9E1ED936C90BFF56607F7C2

SHA-512: 0FD1C32E84096B56808E2F31BC54700667D1A0CA4FDCFB1A21EAF5C47ADFEB37CC9F10B9F4198C5D660D3FDDE17D94BDB36109D654870B36ED6ABAA9B833ED
CA

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2019/09/american-leopard-hound-dog-breed-picture-cover-650x368-0x300-c-default.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C.......................................................................,....".................................................................................\..JC.'h.
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\american-staffordshire-terrier-dog-breed-pictures-cover-650x368-0x300-c-
default[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 530x300, frames 3

Category: downloaded

Size (bytes): 12880

Entropy (8bit): 7.873449536188585

Encrypted: false

SSDEEP: 384:xhD6CYZVV7w1TGGX0bmm2CEsQ6Dudu8Sng:xphCITGGXbxCE76DuYng

MD5: D35ADFB50D1486D58222134BA7921A8C

SHA1: 39E7FB10B797B4D48B634F1D00E2308C9A945B04

SHA-256: B24FEDF56FB8D3182C0B740D3AF3C599294723D95ABA161103EBECAF096FC44D

SHA-512: E8247F52052CF8CD89C11FFCF2B438465D0E3B01F9555D55D2936F26548C442BC9E0504E5B5499E0395312CA1C74013EFCA8CD520513424CE21123F8BC04F8A0

Malicious: false

Reputation: low
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IE Cache URL: https://dogtime.com/assets/uploads/2018/01/american-staffordshire-terrier-dog-breed-pictures-cover-650x368-0x300-c-default.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C.......................................................................,....".............................................................................................
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\american-staffordshire-terrier-dog-breed-pictures-cover-650x368-0x300-c-
default[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\atopic-dermatitis-atopy-dogs-4[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 760x430, frames 3

Category: downloaded

Size (bytes): 133064

Entropy (8bit): 7.967949975097016

Encrypted: false

SSDEEP: 3072:D8KLnlrgkwpZJQm3Yts0mDVYRMaDXF71aOe+H7wy+UY4FO:DblUhno2IRDFRaOfHWqO

MD5: 5D95797F8C25B0172FD11CF14C47F857

SHA1: 38C70003A21957F399BC8DF6F6969F2A2A913364

SHA-256: D0C5D41C6A5673E2BA13684A504F36A6FC030ED0799AA7AC3E1021BC4162BCB6

SHA-512: D59F41BD52F621A4645B686A1303C52B606C77194D5ED5224E347526B495736FEF15CC8F210929BF25149A3388022BA5901CEC943F5E1A2742F5465F416B6653

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2017/10/atopic-dermatitis-atopy-dogs-4.jpg

Preview:
......JFIF..............http://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?>..<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="XMP Core 
4.4.0-Exiv2">...<rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#">....<rdf:Description rdf:about="" xmlns:exif="http://ns.adobe.com/exif/1.0/" xmlns:photos
hop="http://ns.adobe.com/photoshop/1.0/" xmlns:tiff="http://ns.adobe.com/tiff/1.0/" xmlns:xmp="http://ns.abobe.com/xap/1.0/" xmlns:xapMM="http://ns.adobe.com/xa
p/1.0/mm/" xmlns:dc="http://purl.org/dc/elements/1.1/" xmlns:plus="http://ns.useplus.org/ldf/xmp/1.0/" xmlns:GettyImagesGIFT="http://xmp.gettyimages.com/gift/1.0/" exif:E
xposureTime="1/500" exif:FNumber="63/10" exif:ExposureProgram="5" exif:ExifVersion="0221" exif:DateTimeOriginal="2007-08-26T17:51:28Z" exif:DateTimeDigitized="2
007-08-26T17:51:28Z" exif:ExposureBiasValue="0/10" exif:MaxApertureValue="925/256" exif:MeteringMode="5" exif:LightSource="9" exif:FocalLength="74/1" exif:Flash
pixVersion="0100" 

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\australian-kelpie-dog-breed-pictures-header-650x368-0x300-c-default[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 530x300, frames 3

Category: downloaded

Size (bytes): 12909

Entropy (8bit): 7.870186502461531

Encrypted: false

SSDEEP: 192:kDwhwpWQEW3plMZ2Mi0eULOYZ210weBAuj5+Y4/rLcFdVYhITblfdiiBztTi51:k0hwpWQJs7ZCibKujg/rsuI/lffBzc

MD5: 64130AEF609228EA2536BD3A210DC85C

SHA1: BE9FB91EC534A8E161F20E16E3FE8E8304666983

SHA-256: FA4CBF29C9D94224AC252B881EF85E971F0780EAF38259780FD513A37F33F106

SHA-512: 4CFA13418DD987B2EE58552A3530B4DC156FC04C78A482AFF47FF56706E814BE2DBE9FD40DE740F13A8B98F43D8296152B68737F0552A36C222037FEA4E0FE19

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2018/04/australian-kelpie-dog-breed-pictures-header-650x368-0x300-c-default.jpg

Preview:
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.t..Sg.]...j.........V.M..d<Y.xo....M1}5.....................L9..(..]..c6..l~...9.R.2liY...E.{n...e..l.@..................9OU..wGsFo!...(.Xwt7..mo.e..`.U.9..W.9.Az.......................!M)_~|.5/..V.>
L.b..|uX.}.ob.M...]....T....d..................<.|j.J..........Z:.(..i5.sF+..o..._..w.r..{/;....}..n...I..Z................#$...y.......'.....F[.[..4.......v.+S..9m..3..`z.z...6.........t.................|.]...)..>7....4.g...h.
(g..zKj..[...^=..,..&......g.]..%..OR....u.3z...6...............T.t*....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\autocomplete[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: C source, UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 68686

Entropy (8bit): 5.290886295504296

Encrypted: false

SSDEEP: 768:GUpnIYdlok8EthQmnAEM7BWjq3W1x5Ue02cuo7bfp26fyUm/IZdQjyTcZP5xm:5pIYdlok/7xxjq3W17UzMUPZ+jyqBxm

MD5: B740F64D9675133CEA5E357EECCD0FD8

SHA1: D7ED48B30117F3F4E99DC1427182D5CD8EB924D3

SHA-256: E02370DEC1D768B7675FD4C0F55668B5B938D50C03CA5DA798966A72FB2F961E

SHA-512: 15A007E783F4EEBDC7C2B3F216B8F369721F1831A235BB47A5043CE7D9A9CF5C6783F8DA3616154F0AF1F95F605E23C1594461FD020B1F45FEFD17102C4220D8

Malicious: false

Reputation: low
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IE Cache URL: https://static.searchiq.co/js/2.2.58/autocomplete.js

Preview:
(function(){var logger=SiqContainer.getLogger("autocomplete.js");var allCurrentFacets=[];var facetsToStore=[];var multiSelectLogicalOp=SiqConfig.multiSelectFace
tEnabled?"OR":"AND";var getRawDomain=function(str){return str.replace(/^(https?:)?\/\/(www.)?([^\/]+)(\/[\w\W]*)?$/i,"$3")};var nativeDomain=getRawDomain(locati
on.href);var siqIsAutoCompleteDisplayed=false;var urlParam=function(url,name){var results=new RegExp("[\\?&]"+name+"=([^&#]*)").exec(url);if(!results){return""}return 
results[1]||""};var userSearchBoxSelector='input[name="'+SiqConfig.searchBoxName+'"]';var siqSearchBoxSelector='input[name="'+SiqConfig.queryParameter+'"],input[na
me="'+SiqConfig.searchBoxName+'"]';var siqScript=function(){var siqSearchFacetFilter=[];var siqPostTypeFilter=null;var enterFlag=true;var prevVal="";var flagCall=true;var 
resultOnce=false;var currentHover;var currentElement;var holderWidth=280;var oldTimeStamp;var bodyElement;var newTimeStamp;var extraResultClass="_siq
_main_searchbox";var currentSe

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\autocomplete[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\boston-terrier-puppy-14-e1571966388831[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 680x384, frames 3

Category: downloaded

Size (bytes): 39476

Entropy (8bit): 7.969740819377194

Encrypted: false

SSDEEP: 768:eAjUObLDvtI769D0u/7kN3QUUPkVz81uBtxi+TGaXS1rq6YJPi9D+bwRWpH:FjLtImeu/7kVHYkVOs/1ligI8H

MD5: B7549C75D379A1436F99A5E38EFCFE8E

SHA1: 9E6E37B337B3505D92EE5B51DBF8781A6856B5B1

SHA-256: FF2C6F98826811ACD860DC6B5D6B95223F8DE5B7CDA22ECD2A74E90414B6AB15

SHA-512: F03A0240993DEDC9175655B4C2938A959A951372C63E04C61FD39D73D640754BE683AE596E4BF74B78B9477CD750C3FC37E7E480FBD93D2AE600B8821DA49606

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2016/10/boston-terrier-puppy-14-e1571966388831.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C............................................................................"..............................................................................$.
..LRC.$!K..C..UR.8...S....9UN.S.....UAUPx.....dY.-....J.......J.8Dq%.>.\J.4F...\A.xFQ...[.H@...pF.....d]..t4g....."B.11LLRB.$5.....$3....8.N.S......DUZ.U....2D.s.cT.2.g..6LD|.)..9.
.4....C....>!.I.t..F".u.B.[.X.CvW.......xu..@..i....3..SB.10....$%RB...$!I.R.8.N.S.T..UQ..EU...y.6Y#..f).....Yn<.Z....6.S.M..r..........S/............2..#....9...NXDL(e..1...gA.....F..bHF%).
...)!.HB....q!.HG...."../).."....Ia.....)....Y..m....S5.u...j.vl....5...8........tN.9./....W.}1.r..8\z.).2#.\.1.9..H<.Y+..zWg`bw.D%!..f..bjD$)..HB.(..)"...(...\../...w*....0..v...f...Y.t...~Fs|....u..
........^A@.gR.aht.n.]6...'.B...t9].i......-.].R%...s.Nv...d..oYvn`.."....p.qL.r...! .LR..^*...P.I.8.mU..{.QP.y......mc2Yg.-.../%...K...w......k.M.D......

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\bundle[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 117627

Entropy (8bit): 5.329252257681269

Encrypted: false

SSDEEP: 1536:8T3SbhbMbePEFECUuiFbAk+SqXwg9brsGcvBbNsS+OpJYJDSBioTGPlnjC:jSbePEFWuuv+MlNsS+Owu

MD5: 76CFAB8641058C8E4CFBC6C2A7BBC24E

SHA1: CCF27DF71D3CFA8E83AE39CC6B39F7018354E2F0

SHA-256: 21F24750C326AC9C1B16564F07AD3B14C20829D96DE76892DA8A1521B75E34AB

SHA-512: E8527C9207EA0F93FAA631AB9E3A3EED3A065B745BEB17C0E7AFE1FE3317FA85CF38EF31527B221428EBE47F6EAFDD49E07B864D0BF2539388300BD89B83AE
34

Malicious: false

Reputation: low

IE Cache URL: https://soapps.net/live/loader/bundle.js

Preview:
!function(t){var e={};function n(r){if(e[r])return e[r].exports;var o=e[r]={i:r,l:!1,exports:{}};return t[r].call(o.exports,o,o.exports,n),o.l=!0,o.exports}n.m=t,n.c=e,n.d=function(t,e,r)
{n.o(t,e)||Object.defineProperty(t,e,{enumerable:!0,get:r})},n.r=function(t){"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(t,Symbol.toStringTag,
{value:"Module"}),Object.defineProperty(t,"__esModule",{value:!0})},n.t=function(t,e){if(1&e&&(t=n(t)),8&e)return t;if(4&e&&"object"==typeof t&&t&&t.__esModule)return 
t;var r=Object.create(null);if(n.r(r),Object.defineProperty(r,"default",{enumerable:!0,value:t}),2&e&&"string"!=typeof t)for(var o in t)n.d(r,o,function(e){return t[e]}.bind(null
,o));return r},n.n=function(t){var e=t&&t.__esModule?function(){return t.default}:function(){return t};return n.d(e,"a",e),e},n.o=function(t,e){return Object.prototype.ha
sOwnProperty.call(t,e)},n.p="/",n(n.s=117)}([function(t,e,n){"use strict";n.d(e,"t",(function(){return l})),n.d(e,"p",(function(){

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\can-dogs-eat-apples-3[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 760x430, frames 3

Category: downloaded

Size (bytes): 45052

Entropy (8bit): 7.824346478194594

Encrypted: false

SSDEEP: 768:4CZ8d66VzZn8syKsHGqbFzaz/MUmtZ4ojhXLfH/tRJJ7Mdvm:4q8dHzKsAGqUzdohrtftMBm

MD5: 292D52633E91840A40741ECBE82B3781

SHA1: E111C62C3F550BF17F099E5B13EAB4B3FEE7C760

SHA-256: 261B75611CCB6627B374F3F500ADF1B4C6A7116843A389E8C13141EF3126039A

SHA-512: 919835E9D19174019325780C70FB97CF261BDAE68CB841E3C22B777FD62186BBE41220C348F361CDE9F910689D1C5F41F81731526D2F724B4F0AFF5D1FA38425

Malicious: false

Reputation: low
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IE Cache URL: https://dogtime.com/assets/uploads/2017/12/can-dogs-eat-apples-3.jpg

Preview:
......JFIF.............ehttp://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?>..<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="XMP Core 
4.4.0-Exiv2">...<rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#">....<rdf:Description rdf:about="" xmlns:xmp="http://ns.abobe.com/xap/1.0/" xmlns:tiff="ht
tp://ns.adobe.com/tiff/1.0/" xmlns:dc="http://purl.org/dc/elements/1.1/" xmlns:exif="http://ns.adobe.com/exif/1.0/" xmlns:photoshop="http://ns.adobe.com/photoshop/1.0/" x
mlns:xapMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stEvt="http://ns.adobe.com/xap/1.0/sType/ResourceEvent#" xmlns:crs="http://ns.adobe.com/camera-raw-
settings/1.0/" xmlns:plus="http://ns.useplus.org/ldf/xmp/1.0/" xmlns:GettyImagesGIFT="http://xmp.gettyimages.com/gift/1.0/" xmp:ModifyDate="2010-11-15T19:14:26+
02:00" xmp:CreateDate="2010-11-06T16:49:59+02:00" xmp:MetadataDate="2010-12-02T05:00:50+02:00" xmp:CreatorTool="Adobe Photoshop CS4 Windows" tiff:Make
="Canon" tiff:Model="Canon EOS 30D" ti

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\can-dogs-eat-apples-3[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\collar[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 3791

Entropy (8bit): 4.449836102812632

Encrypted: false

SSDEEP: 96:1Qf8gutiEUL6SJOX1qVqEM1NirzBn6Wd82ih:odutifL6Sm1bmnV82s

MD5: F3394E897C75567383EB431A15CCFAA7

SHA1: 72EBFBD31B56E7DCCE42EDC82E502A7EB22E9BE6

SHA-256: 95706BAE0804A13B4CEF70FD95C4EB61289C636D110BF2EA2B4624E18598FF77

SHA-512: 69BADD24BC1673471229E1D143E4A115B25601A6C2B717DBA34462EED27CCAC78C9D4F40D1A7E75091F8ABCC62151AA450D6D9FABC6DEF39A6628F9C46CBD7
21

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2019/04/collar.svg

Preview:
<?xml version="1.0" encoding="utf-8"?>..   Generator: Adobe Illustrator 22.0.0, SVG Export Plug-In . SVG Version: 6.00 Build 0)  -->..<svg version="1.1" id="Capa_1" 
xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" x="0px" y="0px"... viewBox="-49 141 512 512" style="enable-background:new -49 141 
512 512;" xml:space="preserve">..<style type="text/css">....st0{fill:#B4171C;}....st1{fill:#2B2B2B;}..</style>..<g>...<path class="st0" d="M292.9,473.9c-21,0-39.1,14.6-
43.7,34.9h-30.3v-0.4h-23.6v0.4h-30.3c-4.6-20.3-22.8-34.9-43.7-34.9....c-24.7,0-44.9,20.1-44.9,44.9c0,10,3.4,19.8,9.5,27.7c-6.2,7.9-9.5,17.6-9.5,27.7c0,24.7,20.1,44.9,4
4.9,44.9....c21,0,39.1-14.6,43.7-34.9h84.3c4.6,20.3,22.8,34.9,43.7,34.9c24.7,0,44.9-20.1,44.9-44.9c0-10-3.4-19.8-9.5-27.7....c6.2-7.9,9.5-17.6,9.5-27.7C337.8,49
4,317.6,473.9,292.9,473.9z M304.5,556.3c6,4,9.6,10.6,9.6,17.8c0,11.7-9.5,21.3-21.3,21.3....c-11.7,0-21.3-9.5-21.3-21.3c0-0.4,0-0.7,0-1.2c0.2-3.2-1-6.4-3.2-8.8c-2.2-2.3-5.
3-3.7-8.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\companion-dogs[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 100x80, frames 3

Category: downloaded

Size (bytes): 2446

Entropy (8bit): 7.856728762374039

Encrypted: false

SSDEEP: 48:zC9YmTiL33gbuY1OHZV7pAEsnjOtPKLvqVwMS46TbwUMX83C+hCJl:zClxS5HZJ4OoLpiXiC+hCJl

MD5: B91DD277519A46C7A45FF52E92C05375

SHA1: 5D5F5E2A56C9E2FE64FD8FE645D6AA7BA9AC55C6

SHA-256: 79ABF755C863BCA6A8857DB85FB7CA33ED513A5598EF8A2091EF49A97DE6872C

SHA-512: 773CE5089C6CDE2110070638547C91A2089A69A8F96928481112957BBCD58716AD1432F46CD533D7EEAA827B891474CD086BB807917C282C3941426D0F2D095A

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2015/07/companion-dogs.jpg

Preview:
......JFIF.....H.H.....C..................................................%$$$%((((((((((...C......................"....."$!    !$#$"""$#&&$$&&(((((((((((((((......P.d..........................................<....................
.....!..1"2AQa..B.#bq......R...$Sr..................................&......................!.1A..Q"aq..B.............?..V.J.s...Pl...t9`y.e.....e.+6....e?..5.e..##AM...S#.*/a.{..e.;..5.,...e..g.z.fX...d........
j..9...24...%.6..2....S.'F...[..T.w...rZ..B.c\.|.u.....J.....90....9.[a.2s..x.J!...k.nn...^m.o.g'@|.Rx........:.v.m.....5..HCP~L....cj.]^;9=.b.....Y/O.[fC.)w.?..GR.M#..NC.&........c....{[...
........Sc....b.b....X>'b...r.^......i.N:&..[@.j.mf@C}...~.6..E.....W.N.zS2..1.Hn.jRN&.E..`K.m1.{Lzd79.......g..\.........i#.<.............U*si>c..R'...7.E..E`Q#.qR...7e.Q..h.^u....4...x....
.J{....g..6G..........,..N..C.........Ft.......T...;..i..{...vcF.Z.ho.[.+..K..+g.g..*^BY..%r.(.....)...6,.NuN@P...B|.....:.....?O..]..G.U.....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\connect[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 62

Entropy (8bit): 4.472352713920307

Encrypted: false

SSDEEP: 3:YQ8H/ACdDucyI0TCBmGHJ4MfmNiY:YQ8HPTyI0TCjpyh

MD5: 3ED1DF2D79ACFE092E8A638AEF23DA3B

SHA1: 7C25D1CCD094F3BFF76CB4E243C7EBC335E59E20

SHA-256: 639270FB6394E8A93A30776ACC45B142291ABE95170A3E873B5C6B1C4B33D53A

SHA-512: 9CA1E363AE2BA9F7EE38FF2A3F24466AE7CE24A82D0E40C7AA7F254866F900FD08E70D33AC6353E479EE9EA2E64447B0FB0D787B958FB482BBA7887865A5C48
0
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Malicious: false

Reputation: low

IE Cache URL: https://track.searchiq.co/api/connect?include=country

Preview:
{"uid":"d9aefd47-78fd-49e2-b2a1-1e52dbcc6e5d","country":"che"}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\connect[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\contentiq[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 67

Entropy (8bit): 4.369839332372032

Encrypted: false

SSDEEP: 3:AumMQSK1M24shZtAVQGES9gDJLm:ApMQrM9SGTEgMLm

MD5: 581351075BDBA0E4FE46F52D72D1B50D

SHA1: BEA0C82F2DFCBF79AA2BF8018BCBF55E451EA86B

SHA-256: 9294A63A592FB4D15C2423CBFCA9A9D493639F6B908C630713CF5D2C480D1362

SHA-512: 5A8C4096533E020E6AF1213E184F88FFFDB67C0FDA49F3FF5AC98E8F61F684FD31133771C952786A5982D905D96D2BB4B775174E5F550C1524EE320A933561B9

Malicious: false

Reputation: low

IE Cache URL: https://dashboard.evolveplatform.net/contentiq.js?url=//dogtime.com/dog-health/general/1183-urine-marking-hsus

Preview:
console.log('Corresponding ContentIQ URL report cannot be found.');

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\contentiq[2].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 67

Entropy (8bit): 4.369839332372032

Encrypted: false

SSDEEP: 3:AumMQSK1M24shZtAVQGES9gDJLm:ApMQrM9SGTEgMLm

MD5: 581351075BDBA0E4FE46F52D72D1B50D

SHA1: BEA0C82F2DFCBF79AA2BF8018BCBF55E451EA86B

SHA-256: 9294A63A592FB4D15C2423CBFCA9A9D493639F6B908C630713CF5D2C480D1362

SHA-512: 5A8C4096533E020E6AF1213E184F88FFFDB67C0FDA49F3FF5AC98E8F61F684FD31133771C952786A5982D905D96D2BB4B775174E5F550C1524EE320A933561B9

Malicious: false

Reputation: low

IE Cache URL: https://dashboard.evolveplatform.net/contentiq.js?url=//dogtime.com/tag/purebred

Preview:
console.log('Corresponding ContentIQ URL report cannot be found.');

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\contentiq[3].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 67

Entropy (8bit): 4.369839332372032

Encrypted: false

SSDEEP: 3:AumMQSK1M24shZtAVQGES9gDJLm:ApMQrM9SGTEgMLm

MD5: 581351075BDBA0E4FE46F52D72D1B50D

SHA1: BEA0C82F2DFCBF79AA2BF8018BCBF55E451EA86B

SHA-256: 9294A63A592FB4D15C2423CBFCA9A9D493639F6B908C630713CF5D2C480D1362

SHA-512: 5A8C4096533E020E6AF1213E184F88FFFDB67C0FDA49F3FF5AC98E8F61F684FD31133771C952786A5982D905D96D2BB4B775174E5F550C1524EE320A933561B9

Malicious: false

Reputation: low

IE Cache URL: https://dashboard.evolveplatform.net/contentiq.js?url=//dogtime.com/dog-breeds/groups/hybrids

Preview:
console.log('Corresponding ContentIQ URL report cannot be found.');

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\contentiq[4].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 67

Entropy (8bit): 4.369839332372032
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Encrypted: false

SSDEEP: 3:AumMQSK1M24shZtAVQGES9gDJLm:ApMQrM9SGTEgMLm

MD5: 581351075BDBA0E4FE46F52D72D1B50D

SHA1: BEA0C82F2DFCBF79AA2BF8018BCBF55E451EA86B

SHA-256: 9294A63A592FB4D15C2423CBFCA9A9D493639F6B908C630713CF5D2C480D1362

SHA-512: 5A8C4096533E020E6AF1213E184F88FFFDB67C0FDA49F3FF5AC98E8F61F684FD31133771C952786A5982D905D96D2BB4B775174E5F550C1524EE320A933561B9

Malicious: false

Reputation: low

IE Cache URL: https://dashboard.evolveplatform.net/contentiq.js?url=//dogtime.com/dog-breeds/groups/mixed-breeds

Preview:
console.log('Corresponding ContentIQ URL report cannot be found.');

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\contentiq[4].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\contentiq[5].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 67

Entropy (8bit): 4.369839332372032

Encrypted: false

SSDEEP: 3:AumMQSK1M24shZtAVQGES9gDJLm:ApMQrM9SGTEgMLm

MD5: 581351075BDBA0E4FE46F52D72D1B50D

SHA1: BEA0C82F2DFCBF79AA2BF8018BCBF55E451EA86B

SHA-256: 9294A63A592FB4D15C2423CBFCA9A9D493639F6B908C630713CF5D2C480D1362

SHA-512: 5A8C4096533E020E6AF1213E184F88FFFDB67C0FDA49F3FF5AC98E8F61F684FD31133771C952786A5982D905D96D2BB4B775174E5F550C1524EE320A933561B9

Malicious: false

Reputation: low

IE Cache URL: https://dashboard.evolveplatform.net/contentiq.js?url=//dogtime.com/dog-breeds/groups/

Preview:
console.log('Corresponding ContentIQ URL report cannot be found.');

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\contentiq[6].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 67

Entropy (8bit): 4.369839332372032

Encrypted: false

SSDEEP: 3:AumMQSK1M24shZtAVQGES9gDJLm:ApMQrM9SGTEgMLm

MD5: 581351075BDBA0E4FE46F52D72D1B50D

SHA1: BEA0C82F2DFCBF79AA2BF8018BCBF55E451EA86B

SHA-256: 9294A63A592FB4D15C2423CBFCA9A9D493639F6B908C630713CF5D2C480D1362

SHA-512: 5A8C4096533E020E6AF1213E184F88FFFDB67C0FDA49F3FF5AC98E8F61F684FD31133771C952786A5982D905D96D2BB4B775174E5F550C1524EE320A933561B9

Malicious: false

Reputation: low

IE Cache URL: https://dashboard.evolveplatform.net/contentiq.js?url=//dogtime.com/matchup

Preview:
console.log('Corresponding ContentIQ URL report cannot be found.');

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\contentiq[7].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 67

Entropy (8bit): 4.369839332372032

Encrypted: false

SSDEEP: 3:AumMQSK1M24shZtAVQGES9gDJLm:ApMQrM9SGTEgMLm

MD5: 581351075BDBA0E4FE46F52D72D1B50D

SHA1: BEA0C82F2DFCBF79AA2BF8018BCBF55E451EA86B

SHA-256: 9294A63A592FB4D15C2423CBFCA9A9D493639F6B908C630713CF5D2C480D1362

SHA-512: 5A8C4096533E020E6AF1213E184F88FFFDB67C0FDA49F3FF5AC98E8F61F684FD31133771C952786A5982D905D96D2BB4B775174E5F550C1524EE320A933561B9

Malicious: false

Reputation: low

IE Cache URL: https://dashboard.evolveplatform.net/contentiq.js?url=//dogtime.com/puppies

Preview:
console.log('Corresponding ContentIQ URL report cannot be found.');
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\counter[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 41942

Entropy (8bit): 5.233978303306507

Encrypted: false

SSDEEP: 768:gHAnTN4odUjB5B97u1NTZX20xa2Uf5oFNXqfxxEqCKC09ZFleBUb8dYL7:gQ/TZtxaDGXqff+0awT

MD5: AA71785C82BD236C746440A678EC300E

SHA1: 21E1A3F2FA5E0367E67725A9B80F76F77F85B949

SHA-256: 05B7592257D28C0EFD121BE88470FF77707C3A3774C1C7D8E320369B365440B7

SHA-512: 3D4D1DB98BC10A824D8870119116D7C54652F9AA2529DCFEDFA4B2917F4D9194EEA4D3F1D3C7DFB687E465991E0AD68DFDCB441A868AC4ED8B6EAB4E6DBEA
012

Malicious: false

Reputation: low

IE Cache URL: https://soapps.net/live/loader/counter.js

Preview:
!function(t){var n={};function e(r){if(n[r])return n[r].exports;var o=n[r]={i:r,l:!1,exports:{}};return t[r].call(o.exports,o,o.exports,e),o.l=!0,o.exports}e.m=t,e.c=n,e.d=function(t,n,r)
{e.o(t,n)||Object.defineProperty(t,n,{enumerable:!0,get:r})},e.r=function(t){"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(t,Symbol.toStringTag,
{value:"Module"}),Object.defineProperty(t,"__esModule",{value:!0})},e.t=function(t,n){if(1&n&&(t=e(t)),8&n)return t;if(4&n&&"object"==typeof t&&t&&t.__esModule)return 
t;var r=Object.create(null);if(e.r(r),Object.defineProperty(r,"default",{enumerable:!0,value:t}),2&n&&"string"!=typeof t)for(var o in t)e.d(r,o,function(n){return t[n]}.bind(null
,o));return r},e.n=function(t){var n=t&&t.__esModule?function(){return t.default}:function(){return t};return e.d(n,"a",n),n},e.o=function(t,n){return Object.prototype.ha
sOwnProperty.call(t,n)},e.p="/",e(e.s=150)}([function(t,n,e){"use strict";e.d(n,"t",(function(){return f})),e.d(n,"p",(function(){

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\custom[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 14885

Entropy (8bit): 4.9877478085516875

Encrypted: false

SSDEEP: 192:hRVHo5jDwaFzKojnl+lBPgYsYrYSK4BUjikezsyCcdbkeUZg8ZKZj/2BdkeqSsL8:hRVHo5j5KYnMP0S/utOdNBpRfgD/A/ny

MD5: 67079A771C30FB66AF961B277852EF0F

SHA1: 73445580147F32EB2F41610815F5A3361653217F

SHA-256: E7F31B63FE55EC512A15F339D008966DFBDE24E705571C2AB9B5300693D48390

SHA-512: BF4AB0130D935A56AE30075FDF5A8BF3A9D1A8069BE233855AFD5292229A60CD58674174B1D247B55559A480D6AC741A794FD4C6FAD7A4B47160657FCDB104B5

Malicious: false

Reputation: low

IE Cache URL: https://api.searchiq.co/api/css/21761d72bfb4cc88efd083ee930bdcb6/custom.css?v=2.2.58&cb=558597

Preview:
/*------ autocomplete styles -----*/ body .holdResults._siq_main_searchbox ul li.sectionHead h3{ font-family:"Quicksand", sans-serif !important; font-weight:700 !important; 
font-size:12px !important; color:#8a8a8a !important; border-bottom:1px solid #E3E3E3 !important; padding-bottom:2px !important; } .body .holdResults._siq_mai
n_searchbox ul li.highlighted a, body .holdResults._siq_main_searchbox ul li a:hover{ background:#eaeaea !important; } .body .holdResults._siq_main_searchbox ul .siq-
powered-by{ color:#9a9a9a !important; } .body .holdResults._siq_main_searchbox ul .siq-powered-by a{ color:#464646 !important; } .body ._siq_main_searchbox .siq_res
ultLeft.no-image:before{ display:none !important; } .body ._siq_main_searchbox .siq_resultLeft.no-image .no-img{ background:#fff url("//cdn1.searchiq.co/logo/large/dogtim
e-thumbnail.png") no-repeat center center !important; background-size:100% !important; } .body .holdResults._siq_main_searchbox ul li a h3, body .holdResults._s
iq_main_se

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\custom[2].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 14885

Entropy (8bit): 4.9877478085516875

Encrypted: false

SSDEEP: 192:hRVHo5jDwaFzKojnl+lBPgYsYrYSK4BUjikezsyCcdbkeUZg8ZKZj/2BdkeqSsL8:hRVHo5j5KYnMP0S/utOdNBpRfgD/A/ny

MD5: 67079A771C30FB66AF961B277852EF0F

SHA1: 73445580147F32EB2F41610815F5A3361653217F

SHA-256: E7F31B63FE55EC512A15F339D008966DFBDE24E705571C2AB9B5300693D48390

SHA-512: BF4AB0130D935A56AE30075FDF5A8BF3A9D1A8069BE233855AFD5292229A60CD58674174B1D247B55559A480D6AC741A794FD4C6FAD7A4B47160657FCDB104B5

Malicious: false

Reputation: low

IE Cache URL: https://api.searchiq.co/api/css/21761d72bfb4cc88efd083ee930bdcb6/custom.css?v=2.2.58&cb=6885419

Preview:
/*------ autocomplete styles -----*/ body .holdResults._siq_main_searchbox ul li.sectionHead h3{ font-family:"Quicksand", sans-serif !important; font-weight:700 !important; 
font-size:12px !important; color:#8a8a8a !important; border-bottom:1px solid #E3E3E3 !important; padding-bottom:2px !important; } .body .holdResults._siq_mai
n_searchbox ul li.highlighted a, body .holdResults._siq_main_searchbox ul li a:hover{ background:#eaeaea !important; } .body .holdResults._siq_main_searchbox ul .siq-
powered-by{ color:#9a9a9a !important; } .body .holdResults._siq_main_searchbox ul .siq-powered-by a{ color:#464646 !important; } .body ._siq_main_searchbox .siq_res
ultLeft.no-image:before{ display:none !important; } .body ._siq_main_searchbox .siq_resultLeft.no-image .no-img{ background:#fff url("//cdn1.searchiq.co/logo/large/dogtim
e-thumbnail.png") no-repeat center center !important; background-size:100% !important; } .body .holdResults._siq_main_searchbox ul li a h3, body .holdResults._s
iq_main_se

Copyright null 2021 Page 25 of 56



C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\custom[3].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 14885

Entropy (8bit): 4.9877478085516875

Encrypted: false

SSDEEP: 192:hRVHo5jDwaFzKojnl+lBPgYsYrYSK4BUjikezsyCcdbkeUZg8ZKZj/2BdkeqSsL8:hRVHo5j5KYnMP0S/utOdNBpRfgD/A/ny

MD5: 67079A771C30FB66AF961B277852EF0F

SHA1: 73445580147F32EB2F41610815F5A3361653217F

SHA-256: E7F31B63FE55EC512A15F339D008966DFBDE24E705571C2AB9B5300693D48390

SHA-512: BF4AB0130D935A56AE30075FDF5A8BF3A9D1A8069BE233855AFD5292229A60CD58674174B1D247B55559A480D6AC741A794FD4C6FAD7A4B47160657FCDB104B5

Malicious: false

Reputation: low

IE Cache URL: https://api.searchiq.co/api/css/21761d72bfb4cc88efd083ee930bdcb6/custom.css?v=2.2.58&cb=7846131

Preview:
/*------ autocomplete styles -----*/ body .holdResults._siq_main_searchbox ul li.sectionHead h3{ font-family:"Quicksand", sans-serif !important; font-weight:700 !important; 
font-size:12px !important; color:#8a8a8a !important; border-bottom:1px solid #E3E3E3 !important; padding-bottom:2px !important; } .body .holdResults._siq_mai
n_searchbox ul li.highlighted a, body .holdResults._siq_main_searchbox ul li a:hover{ background:#eaeaea !important; } .body .holdResults._siq_main_searchbox ul .siq-
powered-by{ color:#9a9a9a !important; } .body .holdResults._siq_main_searchbox ul .siq-powered-by a{ color:#464646 !important; } .body ._siq_main_searchbox .siq_res
ultLeft.no-image:before{ display:none !important; } .body ._siq_main_searchbox .siq_resultLeft.no-image .no-img{ background:#fff url("//cdn1.searchiq.co/logo/large/dogtim
e-thumbnail.png") no-repeat center center !important; background-size:100% !important; } .body .holdResults._siq_main_searchbox ul li a h3, body .holdResults._s
iq_main_se

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\custom[4].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 14885

Entropy (8bit): 4.9877478085516875

Encrypted: false

SSDEEP: 192:hRVHo5jDwaFzKojnl+lBPgYsYrYSK4BUjikezsyCcdbkeUZg8ZKZj/2BdkeqSsL8:hRVHo5j5KYnMP0S/utOdNBpRfgD/A/ny

MD5: 67079A771C30FB66AF961B277852EF0F

SHA1: 73445580147F32EB2F41610815F5A3361653217F

SHA-256: E7F31B63FE55EC512A15F339D008966DFBDE24E705571C2AB9B5300693D48390

SHA-512: BF4AB0130D935A56AE30075FDF5A8BF3A9D1A8069BE233855AFD5292229A60CD58674174B1D247B55559A480D6AC741A794FD4C6FAD7A4B47160657FCDB104B5

Malicious: false

Reputation: low

IE Cache URL: https://api.searchiq.co/api/css/21761d72bfb4cc88efd083ee930bdcb6/custom.css?v=2.2.58&cb=1268476

Preview:
/*------ autocomplete styles -----*/ body .holdResults._siq_main_searchbox ul li.sectionHead h3{ font-family:"Quicksand", sans-serif !important; font-weight:700 !important; 
font-size:12px !important; color:#8a8a8a !important; border-bottom:1px solid #E3E3E3 !important; padding-bottom:2px !important; } .body .holdResults._siq_mai
n_searchbox ul li.highlighted a, body .holdResults._siq_main_searchbox ul li a:hover{ background:#eaeaea !important; } .body .holdResults._siq_main_searchbox ul .siq-
powered-by{ color:#9a9a9a !important; } .body .holdResults._siq_main_searchbox ul .siq-powered-by a{ color:#464646 !important; } .body ._siq_main_searchbox .siq_res
ultLeft.no-image:before{ display:none !important; } .body ._siq_main_searchbox .siq_resultLeft.no-image .no-img{ background:#fff url("//cdn1.searchiq.co/logo/large/dogtim
e-thumbnail.png") no-repeat center center !important; background-size:100% !important; } .body .holdResults._siq_main_searchbox ul li a h3, body .holdResults._s
iq_main_se

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\custom[5].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 14885

Entropy (8bit): 4.9877478085516875

Encrypted: false

SSDEEP: 192:hRVHo5jDwaFzKojnl+lBPgYsYrYSK4BUjikezsyCcdbkeUZg8ZKZj/2BdkeqSsL8:hRVHo5j5KYnMP0S/utOdNBpRfgD/A/ny

MD5: 67079A771C30FB66AF961B277852EF0F

SHA1: 73445580147F32EB2F41610815F5A3361653217F

SHA-256: E7F31B63FE55EC512A15F339D008966DFBDE24E705571C2AB9B5300693D48390

SHA-512: BF4AB0130D935A56AE30075FDF5A8BF3A9D1A8069BE233855AFD5292229A60CD58674174B1D247B55559A480D6AC741A794FD4C6FAD7A4B47160657FCDB104B5

Malicious: false

Reputation: low

IE Cache URL: https://api.searchiq.co/api/css/21761d72bfb4cc88efd083ee930bdcb6/custom.css?v=2.2.58&cb=8301970

Preview:
/*------ autocomplete styles -----*/ body .holdResults._siq_main_searchbox ul li.sectionHead h3{ font-family:"Quicksand", sans-serif !important; font-weight:700 !important; 
font-size:12px !important; color:#8a8a8a !important; border-bottom:1px solid #E3E3E3 !important; padding-bottom:2px !important; } .body .holdResults._siq_mai
n_searchbox ul li.highlighted a, body .holdResults._siq_main_searchbox ul li a:hover{ background:#eaeaea !important; } .body .holdResults._siq_main_searchbox ul .siq-
powered-by{ color:#9a9a9a !important; } .body .holdResults._siq_main_searchbox ul .siq-powered-by a{ color:#464646 !important; } .body ._siq_main_searchbox .siq_res
ultLeft.no-image:before{ display:none !important; } .body ._siq_main_searchbox .siq_resultLeft.no-image .no-img{ background:#fff url("//cdn1.searchiq.co/logo/large/dogtim
e-thumbnail.png") no-repeat center center !important; background-size:100% !important; } .body .holdResults._siq_main_searchbox ul li a h3, body .holdResults._s
iq_main_se
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\custom[6].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 14885

Entropy (8bit): 4.9877478085516875

Encrypted: false

SSDEEP: 192:hRVHo5jDwaFzKojnl+lBPgYsYrYSK4BUjikezsyCcdbkeUZg8ZKZj/2BdkeqSsL8:hRVHo5j5KYnMP0S/utOdNBpRfgD/A/ny

MD5: 67079A771C30FB66AF961B277852EF0F

SHA1: 73445580147F32EB2F41610815F5A3361653217F

SHA-256: E7F31B63FE55EC512A15F339D008966DFBDE24E705571C2AB9B5300693D48390

SHA-512: BF4AB0130D935A56AE30075FDF5A8BF3A9D1A8069BE233855AFD5292229A60CD58674174B1D247B55559A480D6AC741A794FD4C6FAD7A4B47160657FCDB104B5

Malicious: false

Reputation: low

IE Cache URL: https://api.searchiq.co/api/css/21761d72bfb4cc88efd083ee930bdcb6/custom.css?v=2.2.58&cb=6220287

Preview:
/*------ autocomplete styles -----*/ body .holdResults._siq_main_searchbox ul li.sectionHead h3{ font-family:"Quicksand", sans-serif !important; font-weight:700 !important; 
font-size:12px !important; color:#8a8a8a !important; border-bottom:1px solid #E3E3E3 !important; padding-bottom:2px !important; } .body .holdResults._siq_mai
n_searchbox ul li.highlighted a, body .holdResults._siq_main_searchbox ul li a:hover{ background:#eaeaea !important; } .body .holdResults._siq_main_searchbox ul .siq-
powered-by{ color:#9a9a9a !important; } .body .holdResults._siq_main_searchbox ul .siq-powered-by a{ color:#464646 !important; } .body ._siq_main_searchbox .siq_res
ultLeft.no-image:before{ display:none !important; } .body ._siq_main_searchbox .siq_resultLeft.no-image .no-img{ background:#fff url("//cdn1.searchiq.co/logo/large/dogtim
e-thumbnail.png") no-repeat center center !important; background-size:100% !important; } .body .holdResults._siq_main_searchbox ul li a h3, body .holdResults._s
iq_main_se

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\dalmation-dog-names-e1579286393940[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 680x384, frames 3

Category: downloaded

Size (bytes): 39935

Entropy (8bit): 7.979978459344325

Encrypted: false

SSDEEP: 768:1IucdxRoQhZJucIgAQ2/fLmEyMn1L80e6rdrRXG+gPRZo/be1uqnq:1Iu4ZJFIgApyshe6pw3PCbknq

MD5: B5495F4233ABDB9EDDC66E985E298F8F

SHA1: 8803CA675910FE8FDA933BFEC14AB1BD28CEC498

SHA-256: 31ECA0F0E2D8FE8DBBA0D542553E24BA0FAEACB9B809E590CEBA0994150CEA15

SHA-512: 95F5F755436A9FCDA08A7483A41A0A5C56ECBAB22B670A3719B633D8A1130D251C3F1C963E69994095068235919027C31A1F6C90404840ADDF6621A2E0F2BD21

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2009/05/dalmation-dog-names-e1579286393940.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C............................................................................"..............................................................................d.v.....\.4.
.4...b."..<.yX.......*9.@.i..U.9.U).!..P.P@..........P.T...R....@.@..*....<.]. .'.V[.v.,.P...VgT+2.Cr.,.mY41....]F*.....5iU.(.......R.....A.PDp4y..."...G.G...4yLI...h..<"$.....J...Q.K.m..R(.,....
(..*..n..J.!..OJ..;.a,.WY.X... Y.'R.d..`..`J.XR.ee.T...8@N.%.*.B.d+%...!Y-.X.Ed..V....\.Eu.....b*>vJ(......Kb+...Q...8..oP.H.g=-..&sW.\...R.(.....*(......(....... ......(.)*........F......R.)...c
....5...._%.......?..=..5..w..v.).N..vZF....Xj.a.e..e....fb.I..&r.P.../-...%.. .R..0.S".QKER....V.%`....W....A .^{....E@....f..g.6.q.%sU7.4..3.3....Z.f....c.eQ[....+...V......T......E..F....b.........
.b..<#$A..bHTc..b7..I....!.s.D.@..76.[]..C...YU.f.A<3?C;.....r.[=2.5w.D:.D9iU.*...QD)B.....Q`t.D.oOl)..#.O.,..lH....rx1@L....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\dog-biscuit-appreciation-day-3[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, big-endian, direntries=1, copyright=Holly Hildreth], progressive, precision 8, 760x430, frames 3

Category: downloaded

Size (bytes): 31041

Entropy (8bit): 7.757641493280791

Encrypted: false

SSDEEP: 768:IAyUR/Ox96pKuxhlbOL59/iYVOySLkKHPU:IATOXux3a3/9VONLkmPU

MD5: 113589A4BE33D02DB2759D6C7772DF75

SHA1: CE6E478ACEDC4E66B8B95481C556A7B2B237D160

SHA-256: 475EA774C778A2A7AB49AB2455E6EC5EE75AAADDC21A370392CEA5C81BB84D92

SHA-512: 9DDDAAC1E51D3FBC608501BFCC4837CBDB94282BE8AFC1F31F97DD0E3A5EA4874DE08A6578FB3543DCA6845F81450C27D19A87D60D490B629103A555ED9F2B
C4

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2018/02/dog-biscuit-appreciation-day-3.jpg

Preview:
......JFIF.............1Exif..MM.*......................Holly Hildreth.....http://ns.adobe.com/xap/1.0/.<?xpacket begin='.' id='W5M0MpCehiHzreSzNTczkc9d'?>..<x:xmpmeta xm
lns:x="adobe:ns:meta/"><rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#"><rdf:Description rdf:about="uuid:faf5bdd5-ba3d-11da-ad31-d33d75182f1b" x
mlns:dc="http://purl.org/dc/elements/1.1/"/><rdf:Description rdf:about="uuid:faf5bdd5-ba3d-11da-ad31-d33d75182f1b" xmlns:xmp="http://ns.adobe.com/xap/1.0/"><xmp
:CreateDate>2015-04-10T18:35:40</xmp:CreateDate><xmp:CreatorTool>Adobe Photoshop CS5 Macintosh</xmp:CreatorTool></rdf:Description><rdf:Description rdf
:about="uuid:faf5bdd5-ba3d-11da-ad31-d33d75182f1b" xmlns:dc="http://purl.org/dc/elements/1.1/"><dc:rights><rdf:Alt xmlns:rdf="http://www.w3.org/1999/02/22-rdf-s
yntax-ns#"><rdf:li xml:lang="x-default">Holly Hildreth</rdf:li></rdf:Alt>.....</dc:rights><dc:creator><rdf:Seq xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#"><rd
f:li>Holly Hildreth</rdf:li>
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\dog-tail-facts-6[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, big-endian, direntries=1, copyright=David Baileys], progressive, precision 8, 760x430, frames 3

Category: downloaded

Size (bytes): 76186

Entropy (8bit): 7.876365258232048

Encrypted: false

SSDEEP: 1536:SRxpPQwz1BPx3bJQU5A3xS8KLYha/mqhnIY3P8TKR7Vlj0HzhPeR:aNp3bJX0VavhnIYf8K7Vl6IR

MD5: 34CB0532A1233BC528A01533E06A35BF

SHA1: E4C353AC97096181C137121DE57155DE8C116F82

SHA-256: 3A2E3DF143F4BDBE737A1A5DBE3FCE203A355B0C7967B2EA7EFDC734E092C8AB

SHA-512: 27814DBA09C0BCB52373B7644E493745F585D07BAF61B6EF65580DE4F5A6FCE26BDA1B1288DF60F0F37EB6CE649FC8EDC097D91732064638F64D5B1D511F7ED9

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2016/08/dog-tail-facts-6.jpg

Preview:
......JFIF.............0Exif..MM.*......................David Baileys.../.http://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?>..<x:xmpmeta xml
ns:x="adobe:ns:meta/" x:xmptk="XMP Core 4.4.0-Exiv2">...<rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#">....<rdf:Description rdf:about="" xmlns
:aux="http://ns.adobe.com/exif/1.0/aux/" xmlns:dc="http://purl.org/dc/elements/1.1/" xmlns:photoshop="http://ns.adobe.com/photoshop/1.0/" xmlns:xmp="http://ns.a
dobe.com/xap/1.0/" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmlns:stEvt="http://ns.a
dobe.com/xap/1.0/sType/ResourceEvent#" xmlns:crs="http://ns.adobe.com/camera-raw-settings/1.0/" xmlns:plus="http://ns.useplus.org/ldf/xmp/1.0/" xmlns:GettyImage
sGIFT="http://xmp.gettyimages.com/gift/1.0/" aux:ApproximateFocusDistance="45/100" aux:ImageNumber="113138" aux:Lens="24.0 mm f/1.4" aux:LensID="164" 
aux:LensInfo="240/10 240/10 14/10 14/10" aux:Ser

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\doghouse[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 3190

Entropy (8bit): 4.580995740764642

Encrypted: false

SSDEEP: 48:crA+fE1zIvPR6LKTnmKzAkrVbhDMc4oNinCXrXnXnXGm4jXeWXnXnXajXtQZ43Zx:1+f4+g0prVqoNin0DLZJG5x81

MD5: 7FDE4EE06FBE0EF267847FF86AD923FE

SHA1: B5038ED01FF309C5D38C8C0D76F0EE1736DA2437

SHA-256: CA8B573787E33FB6E1A65B55ACC9A1B133B58FB8F766AC2EEFFF5493C278C0EB

SHA-512: B7D314AF2EDF2894DE5D4819ABA8084FE1A25080B9A23DDED8D5A39A9A1AD7A15583ACF1EB2496285A571062589FC37E6DBC59E8FC77B2FF498051B16229994
7

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2019/04/doghouse.svg

Preview:
<?xml version="1.0" encoding="utf-8"?>..   Generator: Adobe Illustrator 22.0.0, SVG Export Plug-In . SVG Version: 6.00 Build 0)  -->..<svg version="1.1" id="Layer_1" xmln
s="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" x="0px" y="0px"... viewBox="0 0 1000 1000" style="enable-background:new 0 0 1000 1000;" 
xml:space="preserve">..<style type="text/css">....st0{fill:#B42025;}....st1{fill:#2B2B2B;}..</style>..<g>...<path class="st0" d="M317,434.5c10.1,23.4,32.1,37.9,57.5,37.
9c15.6,0,30.5-5.7,42.1-16c11.3-10.1,18.5-23.7,20.4-38.6h125.6....c2.1,15.8,9.8,29.9,22.2,40.1c11.4,9.5,25.5,14.5,40.1,14.5c2.4,0,4.8-0.1,7.2-0.4c23.7-2.6,43.6-18.3,51.9-
40.8....c7.9-21.5,3.7-45-10.9-62.2c15-17.8,19-42.7,10-64.4c-11.4-27.7-37.9-42.7-67.5-38c-23.7,3.7-48.7,21.6-52.9,53.5H437....c-4.2-31.9-29.2-49.8-52.9-53.5c-29.6-4.6-
56.1,10.3-67.5,38c-9,21.8-5,46.7,10,64.4C311.1,387.3,307.4,412,317,434.5z.... M406.3,349.1c4.1,4.7,10.1,7.4,16.4,7.4h154.3c6.3,0,12.3-2.7,16.4-7.4c4.2-4.7,6.1-11.1

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\dogtime-logo-white[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 17927

Entropy (8bit): 4.877233488972617

Encrypted: false

SSDEEP: 192:nZ0V+MQfTFowdAy9dcFOqsUx1wjcbCp5lRSIq4gp8LL/PY0Xcm5XappZQBJb:nkyfYkqqj7lRSZ4gpsDPY0XctppZQBJb

MD5: 46F27BE33B462F871ED2B1BAD284246C

SHA1: 33B60B2E5E94B7BC90197A945D43DD53832C863D

SHA-256: 3ABD5974A5150D526EA6005F4A38BAABDCCDC4E275A71FF33731494CD09C27A7

SHA-512: C257E13370A07134CAB66AFD0D0AECE51161C2F9DEE88B25F0790AFE070EA47DE4317762B36DEC77F917F88E1D1460F47423E5919C0F8530C598C5CE6FEE9854

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/wp-content/themes/dogtime-2019/images/svg/dogtime-logo-white.svg

Preview:
<svg xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" version="1.1" preserveAspectRatio="xMidYMid meet" viewBox="0 0 500 205" width
="500" height="205"><defs><path d="M272.34 77.38L272.33 77.36C270.55 74.49 269.56 72.9 269.36 72.58C269.36 72.58 269.39 72.57 269.35 72.59C260.29 76.76 
250.98 79.7 249.27 79.6C246.4 79.45 244.59 80.3 243.33 82.49C242.29 84.29 243.66 85.37 243.66 85.37C244.66 86.21 246.64 86.47 250.39 85.18C252.7 84.38 262.14 
81.59 272.33 77.39" id="d264jBfP6Z"/><path d="M283.99 63.83C284 63.84 284 63.85 284.01 63.85C284.01 63.85 284.01 63.85 284.01 63.85C284 63.84 284 63.84 
283.99 63.83" id="b2ZWzjrlba"/><path d="M283.97 63.82C283.98 63.82 283.98 63.83 283.99 63.83C283.98 63.83 283.98 63.82 283.97 63.82" id="a81TAFLf5P"/><path 
d="M-15 217.98L-14.07 217.98L-14.07 217.05L-15 217.05L-15 217.98Z" id="dBILXcnxx"/><path d="M254.55 42.44C254.06 42.18 253.03 40.55 253.75 39.74C253.75 
39.74 256.98 38.56 258.57 39.69C257.77 40.24 255.35 41.89 254.55 42.44
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\dogtime.com_dog-breeds_characteristics[1].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 1351

Entropy (8bit): 5.199992364023586

Encrypted: false

SSDEEP: 24:YeX876cccg0AKjGtDCYX1Gi6bhVBI+MVb8RdlWkPdlYbnnYs/bnGrCGdzQR1bnxs:YeMepMAKj0onhI+a8RLnynnYmnGrCGdL

MD5: F33AC51CC743E5D707B48E2849E11489

SHA1: 0760219B61F1D84E8CAEB96D5997CBEC93431608

SHA-256: CF428FE279218181797800830875FCD54C2E155A568B2054DD044AD16FFB5412

SHA-512: C5120C5FCA6B4E29F14EC721793F5D5A6464444190A7B99D09917761C454789F85C19EBB5576F2C413E61D0638DEDDFF2FE1DB7AB218387C2A5ABEDF8FED66C
F

Malicious: false

Reputation: low

IE Cache URL: https://a.cdn.searchiq.co/app/search/presearch/data/dogtime.com_dog-breeds_characteristics.json

Preview:
{"page_url":"https://dogtime.com/dog-breeds/characteristics","version":"20210128170940508","list":[{"header":"You Might Also Like","selector":".breed-characteristics-rati
ngs,.single-container,.article-content,article,.column-list,.group-pagination,#pb_coverpanel_widget-6","custom_css":"","type":"qa","ad_id":"siqps-wrapper-1714719591","ad_
contents":[{"id":"edee92d2e70e44dfb7744e68e244f99f","text":"Best-reviewed obedience training product","link":"https://www.chewy.com/s?query=Obedience+Training&r
h=c%3A288"},{"id":"1d2a1add19664c79988eb19e34c338ef","text":"Find puppy breeders near me","link":"https://dogtime.com/reviews/search.html?q=puppy%20br
eeders%20near%20me&sid=11172302&said={unencoded_domain}&rf={encoded_full_page_url}&eid={external_click_id}"},{"id":"27a1ef3123d849caaeaf7bc86046ccde",
"text":"What do I need to know before adopting a dog?","link":"https://petcentral.chewy.com/how-to-adopt-a-dog-what-you-need-to-know/"},{"id":"99e1854cc9234e248
9961542b0cbf3ec","text":"What to expect 

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\dogtime.com_dog-breeds_groups[1].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 1351

Entropy (8bit): 5.164113407324133

Encrypted: false

SSDEEP: 24:YeX87dlcg0AKjGtKVFJT+MVb8mdlWkPFYykRxbnVYJdgunSS1bnxhAFPYbnnu0//:YeMzMAKjhdT+a8mLFY7/nVYJyuSSRnw4

MD5: 8490194596DBB8E2C4D2AF5D43305917

SHA1: 795284ACAACA95B1699A54C4B489635B86D8C281

SHA-256: 2C185E6A4548F1901B3D6DBEF616D73A861E091940213F97824657060F012B12

SHA-512: 4D48205C70185B1B0E2B036C13B54FA25690C896AB8396F3FB69C3A024E93214B80634E3C878D56002AB4F9D374ABA044750B5FF1001F60D519CBDE2EBA5EAFA

Malicious: false

Reputation: low

IE Cache URL: https://a.cdn.searchiq.co/app/search/presearch/data/dogtime.com_dog-breeds_groups.json

Preview:
{"page_url":"https://dogtime.com/dog-breeds/groups","version":"20210128171059563","list":[{"header":"You Might Also Like","selector":".breed-characteristics-ratings,.sing
le-container,.article-content,article,.column-list,.group-pagination,#pb_coverpanel_widget-6","custom_css":"","type":"qa","ad_id":"siqps-wrapper-1664296627","ad_contents"
:[{"id":"1cb455e9828e44c4a94ed2eab26d2fa7","text":"Find puppy breeders near me","link":"https://dogtime.com/reviews/search.html?q=puppy breeders near me&sid=111
72302&said={unencoded_domain}&rf={encoded_full_page_url}&eid={external_click_id}"},{"id":"edf93202d6b94298a8a35dfd351874bc","text":"Training tips for an adopted 
rescue pet","link":"https://petcentral.chewy.com/positively-trained-tips-to-adopt-a-rescue-pet/"},{"id":"303f66df7ab44e798ffb8915236b9a6e","text":"How much does it cost to 
adopt a dog from a shelter?","link":"https://petcentral.chewy.com/pet-parenting-pet-lovers-dog-adoption-fees-explained/"},{"id":"e855609d456d43088488b704d9a1
c4d5","tex

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\dogtime.com_dog-breeds_groups_hybrids[1].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 1243

Entropy (8bit): 5.208877781091075

Encrypted: false

SSDEEP: 24:YeX87FJcg0AKjGtp8CgVbn64T8K7CAbnLWHLwQblrO/gqebnHyAXVb8ydlWkZ:YeMzMAKjFxn6W8KWKnSrlFUgBnHF8yd

MD5: AF0739E80421501A371C225DA95431F6

SHA1: CCF5CA544A15DB10F6585208815A2D075326A90B

SHA-256: F1E973E9E961BDF9877450399CF14C1EEB8AED5D9F046A2D6DCC673BD9A32274

SHA-512: CFAD537CBE8D8675D7FCF0E052D7CBAB64230DB270C2E03383E57F88B338ADA813E58F2531857084F84DD97882316042D2B32A51A0CAC1D4A1454C7EF131E8E
C

Malicious: false

Reputation: low

IE Cache URL: https://a.cdn.searchiq.co/app/search/presearch/data/dogtime.com_dog-breeds_groups_hybrids.json
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Preview:
{"page_url":"https://dogtime.com/dog-breeds/groups/hybrids","version":"20210128171502692","list":[{"header":"You Might Also Like","selector":".breed-characteristics-ratin
gs,.single-container,.article-content,article,.column-list,.group-pagination,#pb_coverpanel_widget-6","custom_css":"","type":"qa","ad_id":"siqps-wrapper-251473669","ad_co
ntents":[{"id":"bbbdefa17c0c4afea5b45920c10a8454","text":"What are the best toys for anxious dogs?","link":"https://petcentral.chewy.com/best-toys-for-anxious-dogs/"},{"i
d":"bce10a3a92164f92a048c203b0f30276","text":"How do I become a master at basic puppy training?","link":"https://petcentral.chewy.com/basic-puppy-training/"},{"
id":"a352b701477b4e4cb994645bf43cad52","text":"Best food for dog","link":"https://www.chewy.com/b/dry-food-294"},{"id":"cc7801e048bb4d79b97f2c6484afb58f","text"
:"Important tips for first-time dog owners","link":"https://petcentral.chewy.com/10-tips-for-first-time-dog-owners-bringing-a-new-dog-home/"},{"id":"60ed96ad08434ebfad5a5

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\dogtime.com_dog-breeds_groups_hybrids[1].json

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\dogtime.com_dog-breeds_groups_mixed-breeds[1].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 1363

Entropy (8bit): 5.1594151618186626

Encrypted: false

SSDEEP: 24:YeX87Dwcg0AKjGtlTA3YbnnIZI+MVb8mdlWkPnykRxbnVYJdKt//bnGrCGdag1bm:YeM4MAKjsGynnIZI+a8mLn7/nVYJMtLp

MD5: DFD184FBE53B870F0798CE41AC78732F

SHA1: FDD376E7E952B1984E6F26712A051DD695B4023A

SHA-256: 6F4B150ACE532C8E219A06D3CC2768AEE914DB228B2872B1C0E9998DBD3ADCA2

SHA-512: 31BB97E9BD85F128DF319E287BE60D9E7F58C0F2F76D4AEB8DE5FD73C1DFA08C9D3D50EB4DF1CE440EEC4768FAC9F67DBFF5D7952DD5F5BFBB4BF2625CCF
CA39

Malicious: false

Reputation: low

IE Cache URL: https://a.cdn.searchiq.co/app/search/presearch/data/dogtime.com_dog-breeds_groups_mixed-breeds.json

Preview:
{"page_url":"https://dogtime.com/dog-breeds/groups/mixed-breeds","version":"20210128170756620","list":[{"header":"You Might Also Like","selector":".breed-charac
teristics-ratings,.single-container,.article-content,article,.column-list,.group-pagination,#pb_coverpanel_widget-6","custom_css":"","type":"qa","ad_id":"siqps-wrapper-60
7257597","ad_contents":[{"id":"a282f08ac69e45108d15f305106d8ed8","text":"What do I need to know before adopting a dog?","link":"https://petcentral.chewy.com/how-to-
adopt-a-dog-what-you-need-to-know/"},{"id":"5fc1427c7ddd491893fbd3f0c16128e6","text":"Find puppy breeders near me","link":"https://dogtime.com/reviews/search.html?
q=puppy breeders near me&sid=11172302&said={unencoded_domain}&rf={encoded_full_page_url}&eid={external_click_id}"},{"id":"2efc9119aa4d4293aef8d22b975f1f0
3","text":"Training tips for an adopted rescue pet","link":"https://petcentral.chewy.com/positively-trained-tips-to-adopt-a-rescue-pet/"},{"id":"2f4a8d35ed3e4501a36123efb
bfb46da","text":"Wha

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\dogtime.com_dog-breeds_profiles[1].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 2773

Entropy (8bit): 5.172997530945887

Encrypted: false

SSDEEP: 48:YeMXGjNYxY+qxaGgYQXs0F8RnwFpkJnGrCGdbS8YG17/nVYJAynnZV1YY:+XGoY7xa7NLF8REpkJG3bS8zDVe9nZVH

MD5: 5EB904CCF6507CC0E7ED751CCD84C575

SHA1: 433ED6896B391E15633834F9044D01705E834D9C

SHA-256: 3D926D2E2BA365D25B2D4213D1B2011EF66237FAD920A3C5B1EE78E5F0191918

SHA-512: C0E11BE5F2E79A2C5B1A79ABE8A5E55745D72D55C8560519B5895902FB7F9FDB9C506925C777112BDA59B1FF30D175F6989805D63D9500643C33E16CFFDB47B4

Malicious: false

Reputation: low

IE Cache URL: https://a.cdn.searchiq.co/app/search/presearch/data/dogtime.com_dog-breeds_profiles.json

Preview:
{"page_url":"https://dogtime.com/dog-breeds/profiles","version":"20210107030639078","list":[{"header":"You Might Also Like","selector":".letter-a","custom_css":"","type":
"qa","ad_id":"siqps-wrapper-2a9980b1a4bc496d9aad14e869d44ce5","ad_contents":[{"id":"8fcf131a62914493be312bf029d79cbc","text":"What is raw nutrition for dogs?","
link":"https://www.petsmart.com/learning-center/dog-care/understanding-raw-nutrition-for-dogs/A0286.html?fdid=dog","human_changed":true,"rank":1,"impression":10
4208,"click":47,"ecpm":0.56,"cpc":0.0,"search_volume":0,"score":0.392135306310456},{"id":"6649224d6ee54fc6aa7507ea335bc38d","text":"What is the right weight for my 
dog?","link":"https://www.petsmart.com/learning-center/dog-care/chowhound-the-right-weight-for-your-dog/A0007.html?fdid=dog","human_changed":true,"rank":2,"
impression":65314,"click":23,"ecpm":0.0,"cpc":0.0,"search_volume":0,"score":1.0564350675199805E-4},{"id":"6e1b2c3a89e84886b3c1d93f7ebbdebe","text":"Where is the 
nearest dog rescue?","link":"

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\dogtime.com_tag_purebred[1].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 1345

Entropy (8bit): 5.170569902404026

Encrypted: false

SSDEEP: 24:YeXkq90cg0AKjGtsykRxbnVYJdBv6o/bnGrCGdcQh+MVb8mdlWkPdYbnni31bnxs:YeU00MAKjD7/nVYJPxnGrCGdcQh+a8mC

MD5: D6FC13E4B9A5EFEEE9EBE9A48794308C

SHA1: 20A88F7BE6FBDBEDA29841EDAB50E26E9C1A1D11

SHA-256: C5189EB8C53DE769FCA4BF68E7F88D1FBCD622BA95847DAD71BA2F41F101FADA

SHA-512: 272483E6B0C93B426F0F3679C22CA54AB528B594EC43A0276EA712E1E4AE86B197B466A976BC099F36A0979D4664E55FA583F5F477B07E25F2CFB3F506E57773

Malicious: false
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Reputation: low

IE Cache URL: https://a.cdn.searchiq.co/app/search/presearch/data/dogtime.com_tag_purebred.json

Preview:
{"page_url":"https://dogtime.com/tag/purebred","version":"20210128170816861","list":[{"header":"You Might Also Like","selector":".breed-characteristics-ratings,.single-co
ntainer,.article-content,article,.column-list,.group-pagination,#pb_coverpanel_widget-6","custom_css":"","type":"qa","ad_id":"siqps-wrapper-857752124","ad_contents":[{"id
":"1acd1b9c2a0e4088b4312f3a34b769b2","text":"Training tips for an adopted rescue pet","link":"https://petcentral.chewy.com/positively-trained-tips-to-adopt-a-rescue-pet/"
},{"id":"752a483ec88349598199c95a4118a06e","text":"What to expect the first year with a new puppy?","link":"https://petcentral.chewy.com/what-to-expect-the-first-year-
with-your-new-puppy/"},{"id":"50f7e19b5362459ebdef905f9dd34fcb","text":"Find puppy breeders near me","link":"https://dogtime.com/reviews/search.html?q=puppy breede
rs near me&sid=11172302&said={unencoded_domain}&rf={encoded_full_page_url}&eid={external_click_id}"},{"id":"6f4bce3ef1814575826a46b9ff4c3229","text":"What do I 
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3

Category: downloaded

Size (bytes): 79902

Entropy (8bit): 7.9798797990918136

Encrypted: false

SSDEEP: 1536:QHjWIIB+pcLW6mxuPPBNvVkMq/yvKtLSTdquL6lo/VH53vinRRcM12N:QDWCMBPBntq/o+Z2ZpljN

MD5: 14699E8A95F1B8D3C6749CB8B7012541

SHA1: BE39D4A1034E444D0725A8CBA7583DE176D5B5F0

SHA-256: 662D76DAA87A0E9F5762AC1C6124E723777877401671B8080FAB4D6F181A8D5B

SHA-512: 3471F007F1BE5D5B9A3680C9A61AD8D9CF15B29544EF80F39F6E8634FF0405E7CECC7C201D7623D85F4C993F967B22C0DB6B952D75A5AFCC550734E98DBAF35
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 80x80, frames 3

Category: downloaded

Size (bytes): 2807

Entropy (8bit): 7.815313226307632

Encrypted: false

SSDEEP: 48:o9YM1FuERAlgvW6WGdo1bKriz2POAXu6b3CMUKNpBpmYbomoF:gh1MEecMkdrizGOAe6b39UKjBpFoF

MD5: 442D315A1791E871910E489F569137C4

SHA1: 1FBBAAF6D6E5F3CFDB6E6751A6239D951634AE85

SHA-256: 8D80D7B1B405DD1152E4D7289CC45D018962FFBBFE390B213937572151935213

SHA-512: C8EA231B7FE05E01A6AB480EE443C404C7B3785D183A1DFB2ED10DB635497701E3F31200E6BD209B73ADFA536279EA3839805D695BDD4F9631A9B8A0A44ED09
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: MS Windows icon resource - 3 icons, 48x48, 8 bits/pixel, 32x32, 8 bits/pixel

Category: downloaded

Size (bytes): 7406

Entropy (8bit): 4.887985111290934

Encrypted: false

SSDEEP: 96:wP8gyKwdUgLTKNbY/QMA/U1QG43fqGqie+0c01d:wkgmqgpAMVWqs0/

MD5: D4F0B02A86905033E4CEE2745B381753

SHA1: 41A042DE94E4F37D65E78841B51134D895DBABEA

SHA-256: 46B54CB7FEFB0E1FF8ACC305422B8F2822C1CE8D91729EB7618D391C75CCC4D8
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 10660

Entropy (8bit): 7.869511373147898

Encrypted: false

SSDEEP: 192:Pr+O1F2whYoqYVhIU0+tSimq0PUW+ILWYoKsSN5GyefdiP3L0jeqrZV:PuwWoqYVRSimq05+lYbsu5GyewP3ieg

MD5: 3E8DDCDE2CDD8AA0FE952DA04F163A7A

SHA1: 99C713A4CC4FD52A60389F6AC44785C68790F11F

SHA-256: 2977FE8516B9E77EE257F8D81EDE408087B0E7729296F42C3E8F8A8830082E75

SHA-512: B91DC2192E057348DC475590169F561C7338BE2787DB17EBBC93D649D71C2DDA9EAB7363F776A95654E389C2AA88FCFA263962BC8A22235D5936862120148A6C
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 10262

Entropy (8bit): 7.860722030204034

Encrypted: false

SSDEEP: 192:FRS6Q6hbdzFgVJNuhjlpp6PzmLyMclea61ogk7M3aDiDQZwUph0+0LP18/WBeq:FRS6JhxzmJQhuzmLyMcn61BCPiDQZwAa

MD5: 5272D8D80EA922253DB8880ED8D9FA4A

SHA1: ACE03BD016651ACE743C96DD92CC1B61D0FF0642

SHA-256: 0C5373AC6054BA6703404F02BD1BC66BDB40E96D2221BB2A5EC15FC6454258A1

SHA-512: 507F09158BFE5213A4BA3CBD5B001B914E3E515750D2D8F21AE4E382BCD5AC5D2E2AC1B14C27EFC05F4BF2FDB40FA7669E72EC87EF07F1A3E29BF74ACD1056
9D
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 8182

Entropy (8bit): 7.778338520507305

Encrypted: false

SSDEEP: 192:9LI5MYqVVLVgp4kfSq8JX/ub83V8wooPi8UWtH5j1EYH:9LdTLVgOkfx2/uSPaW/1EYH

MD5: 6CBB7AB9E17FC54E8F2FABDEC6BBB196

SHA1: 09DA97DB5462E01D81314ED1DB4C3FD265EC0455

SHA-256: C182C0ECC8FA1AF632FF19EA3F48D96B40657EB5E6D0EA31F2DC8CE7E0F57088

SHA-512: 4157E4FD1E532AD868F6047B2AFA68F037A207554DBB57F1E5969298CCC9288470324D6127266CE21BFC25FA5E18399908F3B92B40DEA99290B7DE3D0BF64D8C
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 5967

Entropy (8bit): 7.832980629614119

Encrypted: false

SSDEEP: 96:woJRTQldSORjUp9QDEV/REjcpx4vFMdK9VlzTHfFlXPTbU05L:HJ2WijUp9Q7jcpx49PX/HffbbU05L

MD5: 125C30AC8CA5F405BE86E008EA168FBA

SHA1: 8FB8B0CDCE7CAE20EC74D925A8E290FB1E6DD552

SHA-256: EE7F28544E88D82B721CEC085F052787C19E10A0B23454B42064758A0CA44CA8

SHA-512: 967AD201FBDC3ACF59B6F26436FE0D201FB793859BA4C870AF26C56631542150712AE5675158828F86389D08C9F41089A944D16896DC705D04E93E017906004A
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 5897

Entropy (8bit): 7.819834372665836

Encrypted: false

SSDEEP: 96:WpwuxBDZTaFOP1rkc9+Z6BDybAfqFKxeJfeEVdX6MnpGr2qohm0Sc:mwuxrYOPhkc9+w9y1KkneSqL0p

MD5: F63875CBF26BCD41BB9CC875DEF530DB

SHA1: B898C2A817DDBC5DE41AB03DC0ABB8362A0F9ABB

SHA-256: 4B4E666CEFA866946B3D2E85615687A2D15A168076D7FDA798983F30366D205E

SHA-512: 3EEF8E4A50F6DAD289A3A897CC00C53E2C73CA6F8E793E0BB38F8612C1A21D3A3F19D1C0383408F26D1BEC4164C90F72F9CE3731714464DCD170D300580C34F0
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 6618

Entropy (8bit): 7.840250078346602

Encrypted: false

SSDEEP: 96:ZVNpL82TNLC9CLzHYZb1zjcjlCkeF+cWrl31DobNpw8cTnjMz9z4G/WqdyPI:ld82rXYZb6lDegLFDINpRcXmFH/6I

MD5: 4EE8AAF1E2539782D9D06E9FA3FEEE0F

SHA1: 30C3901ACB5D9E89AEC45F630D52237E48A0D21C

SHA-256: 585B4AF7F5CF12D36F9CB470EC076E73C2BC5F8A634BF96AFC48FA27C8BDA3A5

SHA-512: F73A62A421907FF764E9090C5143AD20412A446097EAE41394F5C3FE89A3ECD4DFB062347D4E01696FFEA6A094BE7A003A7A0EA5DCEF2B67AD9949B1D616D3F
E
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 13100

Entropy (8bit): 7.8995307518591655

Encrypted: false

SSDEEP: 192:nt71uDgE7IQh5EV7WPH720MRIxwqubaqsB1L7wJ7rHq0yMhXW8EktaY7:t74D37IS5dPb3MR5eqg1LmuYic

MD5: 0C4C64FF6B1D7080D835CD5507D9A35B

SHA1: 5C84B955601D3AEF0A30277498FFC1411D2C9EC3

SHA-256: 3811BA0EC0F10A865F5B76F0E79335F29CAEE0B690F1FBE9F4436598ED09767C

SHA-512: F7A43510ACEB925CB8995A0FFD29BFBFA4CEF4D700F3835B9588BFA3A52363FFE86A7B01F0938FC11E2C02AC6B340A5208689980ED05BE45184D756FB403A9C2
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 9789

Entropy (8bit): 7.85836206925733

Encrypted: false

SSDEEP: 192:TX98mfcblH0aC/xyIOe5eyCt0Ybwq4jBZeU56u3V5IKB0w8:pEbmROecyYbpKBZVFSBw8

MD5: 3E53A4342DAA07D13B818271804F274E

SHA1: DBB1F7B3FA45FDD955CBF5058E3628816E56B2DD

SHA-256: 0C4888050E187DFEA2C22DDC994344521B74FBB5B8F556A7C873EE1A8230A39F

SHA-512: F80512755273C54219C92E204E38E99B4ED67E0F78597A18C8524A45B5043BBAE4FBB692ED9C8859BB85380AAEF5C144A6F78E4ABDA4D647D6955459ED6FA416
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 8810

Entropy (8bit): 7.8016331999222555

Encrypted: false

SSDEEP: 96:/PVJ1zf79iAW9AkiLfMgL5O575szr3C2ggA2qC0vvrztET3OjnyAR2oHVGt4vOxF:/9JJ79qcguzWPDztyQ364mxswPH

MD5: F2CDE54058DA2AC31F2E67E4F159FB77

SHA1: 89E527518D23E1AC14DA61C5C415A5AC1AAA08E3

SHA-256: F1DA27715F9D26B822B2300E5FFD2299F28353244DBB9805A4F6B19812FD8F8B

SHA-512: CF2AC9F58BC5BCEADDF6383A6B32BF1888FB9591C5B2A69B3A2B3E06865AAD54C85323A56E6122F86145C26D9D2B11DC4B56609702EEBC4C5D745487EF6831D
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 5286

Entropy (8bit): 7.771914723743073

Encrypted: false

SSDEEP: 96:Nw1pySFhRwpYuRUYPimhS+wUQgdUya2LBu94SSom9H:y9hRwp1RUYPiWS+7Qg6CLBu2STmh

MD5: 955E7FA356E932892306E4E662E87354

SHA1: A84016388E802F5C196A402DB7062E04C2AD886A

SHA-256: 8C14835AFB25BBC4BEAEA3DCA6E49880071244AD27D290ECF4BF6290A87C2B54

SHA-512: 6E1047340CAC1C7DAEE9003433AF96A614B162D519617ABCA116EC9136737AB3AAEBFAA8AC7B584BB9A1D66BD1714AABB146BA784FF83661824F67E7FDDD8E
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 6803

Entropy (8bit): 7.851995251490105

Encrypted: false
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MD5: 49A3507E34C71313363A13124ADE024E

SHA1: 421DD48E445D3150AD10DDD613387B25204C0959

SHA-256: 1BD214753AD80E936F570B02EE8B2A9CE8C5F2F11C55FAD855FEF2C14944ADA7

SHA-512: 94B0BAB469D3C4B25CAB9140BF15E38A98F3D58FCA7CAC747D024497E49CDD1A3CEC7A92FE132623DC383FC9AF5FE8CE7061A219BD835DFCFF93AD4C43965
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 10978

Entropy (8bit): 7.870003337318594

Encrypted: false

SSDEEP: 192:WlWhUUfBjwOGdYAIon9410Y0RmUs3U/l06BrGdJxqNwBx1iuAStXuD0lV6:NtfBjjGlI094KYPUkOlzQJAuxnXa3

MD5: E45B9E2A7526B99B0BD7826490A082CC

SHA1: E3F54938DB90E4E72E2F5EFBE971AAF6C27E2AE1

SHA-256: D4A0F4D8A2466D7C139FB4B7CE34BED4D4BFF49F2CB6617F4B86173154E5C469

SHA-512: 528E709ACEC18AC5FE1ADEC757F3B3D28ABEBF31676AA520FB787D00D3A0423C3A0A3F4B7544AF73D95B65FA34098DCF9B4CBE8B8AD3C97EA26873B0A67504
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 9535

Entropy (8bit): 7.837901378721318

Encrypted: false
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MD5: 84530D2DBCE4E1BF0ED01DBC55EB13F5

SHA1: 733A19C3C8224FA1DF91C1853ED42F27CCCEDD56

SHA-256: C2211766A547A7619438CDD1E35852C79800F4F508046678E5FAC4155EBAC03F

SHA-512: BAB8776D6FD91AFD6CE550C37EDF7A6EF9293622C7D47DA14DB217D5C0F9ED446B9CC6B8E48711B7ABB1738FE048DFE4E9087B7B87F9D954084F9EE58F3C88
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 10801

Entropy (8bit): 7.87922522451551

Encrypted: false

SSDEEP: 192:eGhGS+ZgfRFmWTsMLZMShflfRbIlMaOlDPX/+mrfzHBM0VDq4NOOz:BhGS+SSWFeGflJAMnxPxrLHjLNF

MD5: 44A8CBBFD2FC75AA48CAACB2E9B04A58

SHA1: 5DD024B81ACCF819FA6F1620F6782EE733180573

SHA-256: C61542B497CC6FC1A34D2F560648E9100E74BB4E9B5B412B228195F8A0501D8D

SHA-512: 1F8404D861D3F1C37842A90D4E8F975E2947F2E842E9255F26C1E2ADD0820A8EFDC8A1CD87337588F1DB433BF08C53300C6AAE21927EB39F6126821EACA1F8EC

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2011/01/file_23054_australian-terrier-300x189-0x300-c-default.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C.......................................................................,...."...............................................................................(...<..Vz..
......}..$...................(ok...y.Y.v....o.Z|......v1....................c..q..G..X."eZ..77OnR...v}.}...tg.Z......................=..Ty..........KQ4...........v........................Vxz.z.;..C...2.~cWW.\...Y.F..}...
.ug.......xz.........<..0...../ ..f...s.UV."...2...>#.-...........N.G...! ......1.;HP...H..J...>.yssT..*.......h.I6'^<..E3vO.>.7...d.m.lFL}=<=y.<=...~....C..D.'.9.........=.i..-.k........<.]:bK.9Z.O&.
...p...t).s...${.y*..u..XK...dw.>}....]....Y......}...1..~......r../..............z.{.nJ..'.........).3cw$..w]h.....*..5.....n...~.k.!....7...~....r..........zDZ..f..{/..f..?Np.Vt..z...]%OJRQu.}x....wxi.<e..y.^
...p.#T..wYr.Q.....|...V...E............M./.k.......M|.k5.ZazWW

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\file_23076_norfolk-terrier-300x189[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 6418

Entropy (8bit): 7.841341647387223

Encrypted: false
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MD5: 9B7A85A7E5DD34C90B2C26289277F7A5

SHA1: 01516705EB9D4C0D3BC6B115BD027F858B6F7C34

SHA-256: 99654C3F7D7C70BC778D4BFFC78FB2CED9D5A088AE6A18722B015A01CCC7C521
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 9840

Entropy (8bit): 7.833238757783504

Encrypted: false

SSDEEP: 192:w95+lN17bzcv2iaL+5q+cKqfnOHJbFhw4yDMW/MEsD6dU:EkNBOOL+5qpOpzw4kPUHAU

MD5: 6E4FBA1ABCF470B820A0B9370DC41419

SHA1: 389F278415131E3ED43248FE841927DA3146B137

SHA-256: 5703A8449E7D9CFB40A181DABF88AAF0D37359EC1E7AD0FD3501490C43A83ED0

SHA-512: F1343AE3A1AF5BE08E705DDF3EF5926131DC4361894AF0A29317005340C9CACB249188A67CBA918123EFC4C5652F06A05E4734EB732261F970F95014E0BCB23D
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 4824

Entropy (8bit): 7.724176482134565

Encrypted: false

SSDEEP: 96:eNAsie3I1tLGMxZC8tUcZYkjHKHjZueLHHMt5H:mAsZ3I1Zp3UcZHjHIZueLI5H

MD5: DF1771C8C4FF688BC732ABB424585BB6

SHA1: 6D2C938D558ACA3B29575B55F1BF547C71046FB0

SHA-256: B594FD788F5B1EAA1C200CB59F2EBD458F72DBFBFEE22CEEF31DE58B9AB41996

SHA-512: D93343AD4FC8F2EC405577FB464154EEB6792AB42DA9B2E3B797B02E4DCE44D275CEAFCD6F46FD06498B45C61FF40AD147751BD985FC1685BFE7700276162C2
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 5698

Entropy (8bit): 7.657409633221167

Encrypted: false

SSDEEP: 96:ftHZfnz0+t09q9kN+KzncOrQMYwaAP4TlyJLIMjCDenzy0MjVWT3:7fnw+tpkN+KDcCQMYwXQ0JLRzD407

MD5: 5D5563BD35B14CE131913200407A9AE8

SHA1: 087B6C1724CBBC0A1ACF37F8541DAC2CF3570EAA

SHA-256: A3431D26EF4B7E70BEE1D335EE68DBCF4B9D88890B1E2A6BCA034A041CF150A4

SHA-512: E7ABD28C222B72BAF2E74D0585340991AB42CCBD42FEC63188626728A088557452A9ED9CD6747E5717CDAABCDD251526EB3AF86DC559E94B4A78EC28E43ED4
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 5791

Entropy (8bit): 7.82102718726017

Encrypted: false

SSDEEP: 96:4DESV2b1Y1EDYgAcVjISPw4uVUufQ8xPyjKLuB3vamK4Nl+hhG:+R2W1SAMQZY8xPy+LuB95/+hhG

MD5: 4F017A100AB4F9021D8B7080BDA3F0C6

SHA1: 709F0C27CF39FA684726E43FF31325BF6D425D34

SHA-256: DED376B66DA093715BD06A4C8492C09863D2439862385B02F9CB076C243BCCD1

SHA-512: 6A6D1300B71D1EA0BD586A0E79CC899460923514E5C4A94A0B6151B21436B10FED2BFC3CB351D0A0868431593094E5CBFC0B1CB56CC0B4ED4A20CF0072111317
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 11009

Entropy (8bit): 7.871504613965883

Encrypted: false

SSDEEP: 192:6+sFbDUgua4UBOm773MPYbzmxY7/wVlY849V8lbd5+Uw5BrQ8dl2M6z7EwQ:6peab8PYX0WwVu8Flh5HQ7W4wQ

MD5: 8B8F341CCECF6642BF0D510C9C268D6D

SHA1: 69C50ED55D9F53873A994F8D7C0BE68CF7BF33F4

SHA-256: 9B064918AFD009470EE150E58A78D9C51FF524FD6ECF3FE03E91D85BB3094A9F

SHA-512: A5F68063A7377E29B83E9983719E00458E0C476829B388EDC984D4BBAFCB3C16168663E2DB12EA04FAA56E60B37992C88D73223842443165CD8F0F12E970CE75
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 11598

Entropy (8bit): 7.877211012300549

Encrypted: false

SSDEEP: 192:hQLd1GOTH19+uvbtFgbeeFAZ2Ewe9VlRtQVJo80EL59g8pdS4yxTm9UA4iACI/yh:hQLdkS9TbtoDl4tQVC8Htu8pUtxa9WKh

MD5: EB4C25B1EC7729E15E581AC904EFC727

SHA1: 1127F730489B22FC2F748F1C6822DABE11E1BFA3

SHA-256: 3927E6EA2CB90CAFF1B80BADC6A0CCF69D3732AAA6301EDC6E83D67AA94D60B7

SHA-512: 36B470E42296CFF59B6B5D5AD044362CFC5D140A29D8EE3F8B0FB2CA5C69C5B4452C6CDE0383EA4412CDBFEC15ABB40600A8857075314D486447EE3B82E9DE8
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 5330

Entropy (8bit): 7.7844711757746925

Encrypted: false

SSDEEP: 96:oJ6Y+KujPUGI9DLl+lxfDaBPt3zkvw1sikKngepkPT1A:oUYTYv8Glu3DkaLkKnguIC

MD5: 9EC616CDF51269D556D56CE45EB00848

SHA1: 078E843750E5E3210988CAB7CE87ED50A642D561

SHA-256: 425F686F2257D073831B0AA342FA3E10AEA58CB5759CC4A3C57BD60F6630D682

SHA-512: 0691E73EEA38BF47759BA460E3C8928B250E5BEE7A9B5958B2BC4637851C0C85F003C203842376239353FF9B9DCDA01A0F5C309EB7FCC29C329016B4EC2A1278
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 6337

Entropy (8bit): 7.844619987252917

Encrypted: false

SSDEEP: 96:XPvo/yrn8tjtRPUOjYR12Ze6ChJZtBZSYqwra20IPk5V6Ovdur7GUATgdK:XY/yr8tB5UOS2DCb/fSYq0SduHGUagdK

MD5: 881A6AE250C88451DE00B3FEB77626D3

SHA1: 872088921DA0DD87D50DC08D87BBF4B80112A880

SHA-256: 7EA4D3128C063E631FC9D79C0A7DEE14F187BAEDD4E63750FA3B40C767FC6BA1

SHA-512: CF17849CF6DBF70DA6465253E621D08CC199A33B4500C7E1C4EF7B017F56FCB06C5FBD2A5CD788DFCB03FED9C80711D733A9BF0F8355F0AA146C6A0FD1FCC8
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 10339

Entropy (8bit): 7.860989194548815

Encrypted: false

SSDEEP: 192:G4aosaesVePjBo9wzEmLvto5lfNnoGChaLf/BYKttbcIeybK/ZgZnVxc:3aosalsr6uYa8lVn0hYYKttiybjZM

MD5: 79E62D060D76D1E756D7CD880C68AC31

SHA1: 8740EEF4F88963B73000BB4FD0B98F558E08E95D

SHA-256: C67620CB57EC8442E9526810B8AD77ECBFE22AF8100DAD4FE148D204873CF559

SHA-512: 00599A70FFCFF54225A9B5A430387977A71476E9A1793F8A33690A19C85F46326D003901E5FA1C80256820F77E1309650D0B8067A0B98B3C70DBECA6E449A5E7
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 12663

Entropy (8bit): 7.897524705730688

Encrypted: false

SSDEEP: 384:ZPjqMxRgsfdRDioWVmpPtqG6pGrgZBrker:1jVvgsf3Hp1barrr

MD5: 84E5F134867DE0AF7AFA19C05B1CCE68

SHA1: 7F59A526E96502AA232F88F04121B4725619E6B6

SHA-256: 3662B636F9910B6AD2DA6101E94DD8428DEC381E6A47200EB0DD96C997C2A0D0

SHA-512: 6038A1C0A5725897B13C80A764BFE8B5FC6AF465FD12E31891EE1F3E5AB3F8E3FFEE3044DCAB8665F265FB2A985439A7E993CD6AA62691E6F16DB5280AF8141
B

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2011/01/file_23244_what-is-the-appenzeller-sennenhunde-dog-300x189-0x300-c-default.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\file_23284_norwegian-buhund-300x189[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 5264

Entropy (8bit): 7.7618873019222345

Encrypted: false

SSDEEP: 96:gu7rWGWZj6P/2UP624jj5Kq5pM4LGXC7HIUmqke6+IRmEA4w:tvaYP/2g62s5dK4L0eIUmxe6+AmEe

MD5: 141AD0AD1E8AA867F76B3BF4646644E7

SHA1: 1AFBCD2096CEC0609D511026EC99EEB24B1D094D

SHA-256: 9F9B0C929C62AE3EFD3C032E9A4196890845B61367FB924437B782D157CD48AD

SHA-512: 2B64EC6F3D4813832840B3D454F0BF9301F16B855812E5761E7E420D6229BE06073AF2C3BEC1DE6A056B7C81070DF1DE988BEB3AEF327D181DF8D971E9290D4C

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2011/01/file_23284_norwegian-buhund-300x189.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C.........................................................................,.."..............................................................................(...3..z.&..
lQ=.`...........{..].6O....j.~..........bf.. ......;......k|......t>....o.....q.Z..)y...&%...@.....>Y./..........hYH,..h....T5...~Y#h......ar...Y...._@..2...........H..j~m.a..]6..X.N:o=9.g..yk..Qz.$..
J.n.k.o.......9@......7.)..z.[a).?..s.....GNZ.l..c..-...R...g.}.......D......#..k....G..K..S.4..#.Fs....wxG.r.g...g|.../D.......N.U...st.{...Z..F..L...9...t.g....W..n.@..........c..}.p. ....^.)Q...?N.
.....i........R..,......L..."%!.j......c.........O......3].r....p..U.$......r.......p.."yvn.c........0r]$k.H.....,.........................!.0@."1..#P4 23AB...........n..-.....z^^.X3.....:..d.:.Z..39:...<..#......]..a$Z.
..N.5.V..(....l..R.....C.K(..1.l.a.'..A.5n.>..:..Co..nmnc.V.#...z]..).T.J...$..J

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\file_23286_azawakh-300x189-0x300-c-default[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 10664

Entropy (8bit): 7.871947804695647

Encrypted: false

SSDEEP: 192:PPDDjxjarThXz0LEz8BPqXaxv3Uh+BcJBZrmWbTUQf+pagSzDEze:PrJ8N0W8FitBJmWPUQIkoy

MD5: 279D19BECF61ED340EFE6D3EF056C7F6

SHA1: 0F8901A29CF4C6088E1468609C934BD1C703FCA0

SHA-256: B2C8AC25DEAE2837F68B643200798F8EEDA8200617C510C6209A04BFCB7422D6

SHA-512: 219E204439D7CE03CD2EACD7A891DCA857A132B43F3942F29FB83BC69C368B2CCBFF39C8E9730474906082EC4D90308DD8D346F3D1191174687122C75F2976C4

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2011/01/file_23286_azawakh-300x189-0x300-c-default.jpg
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Preview:
......JFIF.............C..............................................!........."$".$.......C.......................................................................,...."...............................................................................P
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\file_23286_azawakh-300x189-0x300-c-default[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\file_23288_barbet-300x189-0x300-c-default[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 476x300, frames 3

Category: downloaded

Size (bytes): 15294

Entropy (8bit): 7.926428648604353

Encrypted: false

SSDEEP: 384:kzGAfC4Coi3CPAu+NuaTpW3nGTVqgaKZJq91MNMEX:8TfC4Coi3CN+Np9W3nUVqgaAdPX

MD5: EE44AFBF77F3ED8C3E7385965BDAC125

SHA1: 4226F0CFC948218F662C3691F3A20A970A4A6476

SHA-256: 2678AC0FBEC2013500780165B1DF42A945A8E436F767607E9EE52A4E9519C0E4

SHA-512: D0A181D370281CD7577141CF11CA43589DDEE51327952642C9AADD5BDFFCF64366BB0053A68E5AA01E3625CEFA72F38A3B2D071812A2A975F66C5DB59EA2A06
6

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2011/01/file_23288_barbet-300x189-0x300-c-default.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\file_23296_Xoloitzcuintli-dog-breed-300x189[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 300x189, frames 3

Category: downloaded

Size (bytes): 5296

Entropy (8bit): 7.7850016409942135

Encrypted: false

SSDEEP: 96:R+g6i/IzBS5EjaI+D4yF+64uZsOtAwif8R3JdVVt6Kg1cMN+:cgZws5tjDPn3tnifMD6Tcf

MD5: 5D386654BF85EE482B53110E1D164CEA

SHA1: E28625C222CAB4C6F9D2065B1FD114A513EFC331

SHA-256: 1C8267BDCB02BE10E880595DC6B78BE263AFDB31D942AC8E3116C9241FF80039

SHA-512: 217618A5F5F7F7B4A0D6F7E44AF25B8D25B836B8698B17440FD7A2018E2BF246F3A68F2A2AABA5B35D0B45FB12C3AD3E43E2AE8646D3588AAC759D66C28E484
6

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2012/02/file_23296_Xoloitzcuintli-dog-breed-300x189.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\get[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 22039

Entropy (8bit): 5.664675871091416

Encrypted: false

SSDEEP: 384:qq8+ATUpbn841+fgczun6rtPUMuBHZva4oVrgSVq1x:j8+ATUpbn8Lgczu6rdiBxKq/

MD5: 500A8414BA301B4FC5071500E4786488

SHA1: B2B1205E6D5474FDA8D3EB851D4DCC029E1DAC3A

SHA-256: 765EF9CD91D138CCE9639BE077C3544DD79D7167E6AD48D6F59B4886188C8600

SHA-512: C1EFA4F1071AFDF798F2B17C2573A43A5EA55A99A557F78EECAC855675EA22E0011AD9668516362F96089AD976BB958D252CB3B45B2C68A0E7470869DB9C2A0A

Malicious: false

Reputation: low
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IE Cache URL: https://odb.outbrain.com/utils/get?url=https%3A%2F%2Fwww.dogtime.com%2Fdog-breeds&srcUrl=https%3A%2F%2Fdogtime.com%2Fdog-
breeds%2Ffeed%2F&idx=0&rand=94712&key=NANOWDGT01&widgetJSId=AR_2&va=true&et=true&format=html&pdobuid=-
1&adblck=false&abwl=false&px=151&py=1885&vpd=979&settings=true&recs=true&version=2000224&sig=iAaJmbxx&apv=false&osLang=en-
US&winW=1280&winH=906&scrW=1280&scrH=1024&dpr=1&secured=true&cmpStat=1&ccpaStat=1&wdr-natlaz=false

Preview:
OBR.extern.returnedHtmlData({"response":{"html":"\u003cdiv class\u003d\"ob-widget ob-strip-layout AR_2\" \u003e\n      \u003cstyle type\u003d\"text/css\"\u003e      /* dy
namic basic css */\n.AR_2.ob-widget .ob-widget-items-container {margin:0;padding:0;}\n.AR_2.ob-widget .ob-widget-items-container .ob-clearfix {display:block;wid
th:100%;float:none;clear:both;height:0px;line-height:0px;font-size:0px;}\n.AR_2.ob-widget .ob-widget-items-container.ob-multi-row {padding-top: 2%;}\n.AR_2.ob-widget 
.ob-dynamic-rec-container {position:relative;margin:0;padding;0;}\n.AR_2.ob-widget .ob-dynamic-rec-link,\n.AR_2.ob-widget .ob-dynamic-rec-link:hover {text-decoratio
n:none;}\n.AR_2.ob-widget .ob-rec-image-container .ob-video-icon-container {position:absolute;left:0;height:30%;width:100%;text-align:center;top:35%;}\n.AR_2.ob-widget 
.ob-rec-image-container .ob-video-icon {display:inline-block;height:100%;float:none;opacity:0.7;transition: opacity 500ms;}\n.AR_2.ob-widget .ob-rec-image-container .ob-
vid

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\get[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\gn_tracking[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 2205

Entropy (8bit): 5.0678638688210125

Encrypted: false

SSDEEP: 48:p0q/4ocnAOrMAAmeSvaCGs1qob128n7TR1GwAP0LU94addPBm3:iPAesmPSCRkM12S7fUGOdPBG

MD5: 339FBF47C504830D5440690D6E850E03

SHA1: C6055D66C82AF07A6A35E90081D742E101C82313

SHA-256: 351AB4B27917D31E665384BF765773971362181DE83A29F70EF08D217C512448

SHA-512: E0EA9551F2777521FD62AB5EA35521B147C04BBFFFFFE4A250825037D881500446789B17F99D4CD7611B1966C3A6B7CF822FD8A0F92E813A78B6B7743E2B7654

Malicious: false

Reputation: low

IE Cache URL: https://secureassets.evolvemediallc.com/js/tracking/gn_tracking.js

Preview:
var gn_tracking={config:{google:'',quantcast:'',comscore:''},flags:{loaded:false},init:function(config){var that=this;if(typeof this.flags.initialised!='undefined'&&this.flags.init
ialised){return false;}else{this.flags.initialised=true;}.if(config)this.config=config;for(var prop in this.config){if(!this.is_empty(this.config[prop])&&typeof this[prop]=='function')
{this[prop]();}}},google:function(){var that=this,cfg=this.config;this.flags.google=false;if(typeof(cfg.google)=='string'){var ids=cfg.google.replace(/\s/g,'').split(',');cfg.g
oogle=ids;}else if(typeof cfg.google=='object'){cfg.google=[cfg.urchin,cfg.ga];}.if(cfg.google.length){if(!window._gaq)window._gaq=[];for(var i=0;i<cfg.google.length;i++)
{_gaq.push(['_setAccount',cfg.google[i]]);_gaq.push(['_trackPageview']);}.this.add_script(('https:'==document.location.protocol?'https://ssl':'http://www')+'.google-analy
tics.com/ga.js',function(){that.flags.google=true;});}},quantcast:function(){var that=this;this.add_script("http://edge.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\groups[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 81808

Entropy (8bit): 5.441001382101539

Encrypted: false

SSDEEP: 1536:Hlbm/m/Yb1/lUcdObla3oC0xGn22Mt2HJh9qoRI0CV:HnodObk22Mt2HJvf0

MD5: 32267D56480A8D7B74A1301809580813

SHA1: A1C96EC66EBE6EEE03897D1B47A77EF508B28CF0

SHA-256: 18E4461324D5893E7F40F73645269C9DFB876B4C8B95C275CA48B49B9D4D6E80

SHA-512: 418A40412E9A3B2CB079686C2A9673763212690D62086B3DBADB0923AEF036608B3FC9762535610F58874D7E6A1E8C69F293F9BF88544B61E9FA6004A6921CB4

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/dog-breeds/groups/

Preview:
<!DOCTYPE html>  [if IE 8]> <html class="no-js lt-ie9"> <![endif]-->  [if gt IE 8]>  > <html class="no-js">   <![endif]--><head><meta charset="utf-8"><meta http-equiv="X-
UA-Compatible" content="IE=edge,chrome=1"><meta name="p:domain_verify" content="bc06c90d1acb18ed0abe8e9b9c02db20"/><meta name="viewport" content="widt
h=device-width, initial-scale=1, maximum-scale=1, minimal-ui"><title>Dog Groups - DogTime</title><script>PB = window.PB || {};PB.hashlessUrl = "//dogtime.com/dog-
breeds/groups/";.</script><script>window.grumi = {key: '2a236ed9-fb8c-429e-ab47-cacac34a3be6'.};</script> <script src="//rumcdn.geoedge.be/grumi-ip.js" async>
</script><script src='https://cdnjs.cloudflare.com/ajax/libs/crypto-js/3.1.2/rollups/aes.js'></script><script>function ezoic_test() {return typeof ezoicTestActive !== 'undefined' 
&& true === ezoicTestActive;}var headersData,admiralChecked = false;function getHeaders() {if (headersData === undefined) {var req = new XMLHttpRequest();req.ope
n('GET', loc

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\herding-dogs[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 100x80, frames 3

Category: downloaded

Size (bytes): 2496

Entropy (8bit): 7.807225850790568

Encrypted: false

SSDEEP: 48:zC9YmsVL97QJM35udbqhtVZyIpce+/hV10SNxZ5B8gD7UR+irJ+9orI:zC0L97QJK5wbqZyIWe+5V1fNxZUgD7UQ

MD5: 93EDCC362CC4724730482700FE0EF6FB

SHA1: 167AA8DBC43A555A371F1E0677693ED2F5F4AC1A

SHA-256: 869C41FD3809F8E14D34431B1994FEDD644A241582024D3708194E73681B3A3B
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SHA-512: CB2DECE6493A0AAF6EF2E47CAC60FEB85CA74E5927C018B93DB64439D2A9833565F8CA1B6BF51AE7F342917A77B2F8B5653D22F129AB10F63F558CA5343AA28
8

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2015/07/herding-dogs.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\herding-dogs[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\herdingdogs1[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 760x430, frames 3

Category: downloaded

Size (bytes): 130220

Entropy (8bit): 7.6109185597739035

Encrypted: false

SSDEEP: 3072:aN/f31igttCA52FfImV4LJXPA8BlbXAk7eiTkS:ad3EgttCEmV8txjbBe5S

MD5: BFB4CEC020CD022889D9B9841A631F02

SHA1: C9BFCCCD68000E82644438E0F01DEF80F6AA674E

SHA-256: F8A0C7CB6DC05BEE2A49AFC953257CA286B8766B1C101E7B10662E8748F743F1

SHA-512: F8255BB203387801314B5E3A8057E4AF6C08112577B2E7E87150DF83E8B81CEB2CDCFA79AAC103D53C761CED36692BD6E639EE43CEEC001E16DD09DD96BEF8
69

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2018/12/herdingdogs1.jpg

Preview:
......JFIF............Ijhttp://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?>.<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="3.1.1-111">.   
<rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#">.      <rdf:Description rdf:about="".            xmlns:photoshop="http://ns.adobe.com/photoshop/1.0/">.       
  <photoshop:Source>Mint Images RF</photoshop:Source>.         <photoshop:AuthorsPosition>Contributor</photoshop:AuthorsPosition>.         <photoshop:CopyrightF
lag>true</photoshop:CopyrightFlag>.         <photoshop:DateCreated>2012-03-11</photoshop:DateCreated>.         <photoshop:Credit>Getty Images/Mint Images RF</ph
otoshop:Credit>.         <photoshop:Headline>Sheepdog working a small flock of sheep.</photoshop:Headline>.         <photoshop:URL>http://www.gettyimages.com</p
hotoshop:URL>.         <photoshop:Instructions>Property Released (PR) </photoshop:Instructions>.         <photoshop:ColorMode>3</photoshop:ColorMode>.         <
photoshop:ICCProfi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\hounds[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 100x80, frames 3

Category: downloaded

Size (bytes): 2614

Entropy (8bit): 7.823253833206726

Encrypted: false

SSDEEP: 48:zC9YmELkCqFwTyXtOWYEdKOZCvU2Bb8/Xl3hfLWth2tmUkKpA:zCiLkCqu+daEdNZ2u/XlItAtaF

MD5: BA8C0A023C642968C40BF5847537E8A4

SHA1: 6662F271CB72AD99988B10C17D4A0EACF6CAAEF9

SHA-256: 5BA072B3A22C1CCAEA7E46C4AD1648E2E8F0441024C058715CD9E9A5B1CE5FDB

SHA-512: C0BC5ACE94A3829E94D7A35F749ED3265C09F3C7D5A83C9C8B88E42AD893916619D8CD2E5DE03AAEC41B4E5D80A25364DFD391EAC7CD37B5FC797CEB6574E
B33

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2015/07/hounds.jpg

Preview:
......JFIF.....H.H.....C..................................................%$$$%((((((((((...C......................"....."$!    !$#$"""$#&&$$&&(((((((((((((((......P.d..........................................:....................
....!..1."AQa.#2q..3BR..r...b..$Cs................................%........................!1AQ.q"a..3............?.....q..wF..\.*"...`o...$-M99...U...x..M.9..H.EaY....g./...{..Z.\.......l...m........D.c.3O....
/...^&&H.=]~........=..T..(..b....N./..\..%A.#.ED..7.z.X..h..|.w?..(..!..['.m.T.. .TcZ.6.....tLc$._.......A..3...|.Hx.+{..X.o!Q....`H.v.Z........j......{....J..h...+`G..-.|")......cM..../o.......$....
.,.....J..V:9m..~!n....$..I...:...1...G.Q...|....5r.P...R<.|.Q.yK.Y.' )|...rI1....._.I.#...d|...B...ie.g.7.N.+..|.".......W..o.;*......>.t .S......3..J......8*gB..#.f.....b....c..].+t+sb'{R4....'..Z...u.....2n!
`iK..5....e.|.....v][1...sU.|o.r.Ij....6..&.e..:...p..o....l..z.....8.B...8.h.N..?`...#..i.6\..|...r.;.E....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\housetraining-puppy-6[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, little-endian, direntries=17, height=4447, bps=218, PhotometricIntepretation=RGB, description=Dalmatian puppy is peeing on the tiled floor of its owners 
home., manufacturer=Canon, model=Canon EOS 5D Mark IV, orientation=upper-left, width=6671], progressive, precision 8, 760x430, frames 3

Category: downloaded

Size (bytes): 202716

Entropy (8bit): 7.947164753724215

Encrypted: false

SSDEEP: 3072:MZWbUrugwgxOo2rUJYy/JiR83UhAAvwa2DmyBE/w:Mgb9BaO1sjxiR8kSAiBl

MD5: A9EB372AEFAD4092C6594961DAE302D3
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SHA1: B7C58E6A54610089CBD5B72DA359EF4B9CC55BB7

SHA-256: 5D149CA391FC922DE3B100FC1AEC2A802434C4BCF1A2421E0D1C5441A8BBBC2C

SHA-512: EEB5D3050E598BE326086A2D799804B6932C34245DA94DD1FF4E9BA8053D40F122F18DA68E3D04410B20C2FF0D74A2292FFA4656B3C81D1CE36D58EB4CEA1611

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2019/03/housetraining-puppy-6.jpg

Preview:
......Exif..II*..........................._...............................A...............!...........'...................................<...........D...(...........1...$...L...2.......p...;.......................i.....................Dalmatian 
puppy is peeing on the tiled floor of its owners home..Canon.Canon EOS 5D Mark IV...$..'....$..'..Adobe Photoshop CC 2019 (Macintosh).2019:03:25 15:56:33.SolStock.S
OL STOCK LTD.. ........."...........*..."...........'...........0...........2...................0230........2...........F...........Z...........b...........j...........r...................................z...........01..........01..........
................................................................................................................1...........2...........4...........5...............................2017:04:06 16:21:18.2017:04:06 16:21:18....@B..f..
.@B..........................UU......UU......034022003998..................................24mm..0000000000............

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\housetraining-puppy-6[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\hybrids[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 84773

Entropy (8bit): 5.457274149937371

Encrypted: false

SSDEEP: 1536:TlbM/NV+fpe/lUcdObla3oCgxGmLWwv7gFkrJjzH+N6L/pcBUIh9qoRs0Cy:Ti1dObzLWwTgFk6BUIvrN

MD5: D2BE053A6A725B6BF33D1367AE5A5994

SHA1: FD4F744CCD52F9430B3C8410F249C7926F03E39C

SHA-256: B7E4E25E5A7B141794FA201D4146E1ABDB12F68EEDC1679BE4FB31CCE3F3DACA

SHA-512: D24B7A56E00B55F90ED601C844B0FA1E2DDA92F4B7C710EDF0BFCC1690A5D9EAA1BDD74139A60FB12CF721D60AB4243D6D0D1E0AA8B8C2B67B45C7099E3EE
A51

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/dog-breeds/groups/hybrids

Preview:
<!DOCTYPE html>  [if IE 8]> <html class="no-js lt-ie9"> <![endif]-->  [if gt IE 8]>  > <html class="no-js">   <![endif]--><head><meta charset="utf-8"><meta http-equiv="X-
UA-Compatible" content="IE=edge,chrome=1"><meta name="p:domain_verify" content="bc06c90d1acb18ed0abe8e9b9c02db20"/><meta name="viewport" content="widt
h=device-width, initial-scale=1, maximum-scale=1, minimal-ui"><title>Hybrid Dogs</title><script>PB = window.PB || {};PB.hashlessUrl = "//dogtime.com/dog-breeds/
groups/hybrids";.</script><script>window.grumi = {key: '2a236ed9-fb8c-429e-ab47-cacac34a3be6'.};</script> <script src="//rumcdn.geoedge.be/grumi-ip.js" async></
script><script src='https://cdnjs.cloudflare.com/ajax/libs/crypto-js/3.1.2/rollups/aes.js'></script><script>function ezoic_test() {return typeof ezoicTestActive !== 'undefined' 
&& true === ezoicTestActive;}var headersData,admiralChecked = false;function getHeaders() {if (headersData === undefined) {var req = new XMLHttpRequest();req.open(
'GET', locat

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\hybrids[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 100x80, frames 3

Category: downloaded

Size (bytes): 2563

Entropy (8bit): 7.832362806254529

Encrypted: false

SSDEEP: 48:zC9Ymmd1LpPr/dtSE3LPagQ5+rGV4tXSMyE55apgnbNBPulB8wHMGJRC25:zCapPptXz4V4sMyE51NBPuL8wvw25

MD5: 5E9807973D7E4F0A9C919A006B7277C5

SHA1: 66D59EC93C4833DA764C97C258D280722A509B13

SHA-256: 3EAB6EE379D7CD5A8F299FB36569FEC2BC4BB3AFDEC4052B8A8D3A6F061AAF0B

SHA-512: 09FF36AF995D66D273191DB73193C2B22D0CB48662D703F6286DBB8B99C10784ACE8A0AA2EDE125D5FE58902AC79BB8F8E4B4893233F5C0A0C3BEB0BDB2C940
7

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2015/07/hybrids.jpg

Preview:
......JFIF.....H.H.....C..................................................%$$$%((((((((((...C......................"....."$!    !$#$"""$#&&$$&&(((((((((((((((......P.d..........................................7....................
.....!."1..2AQaq..#BR..3b...Cr.................................(.......................!1A.Q."aq.2................?..Z^.\v....4...pw$UV.r.|u...Q.....5....`9..0...7,...>..3.*y.[!>.l. .UD.*....%.a...A.K^c:$..6...
0..* Gp.O.=...S9B.l.......O./.~.8YUT...B.g.m..5.KF.U....) JM........&..;G....U..DC...;s..L.V8..>.F.>4.W..6m.;..1.k4jg.....h....M.5C.Xm.q.G\!.m|W..<..O@?.......fFN%..mq.:m...K.....*!
[..P.{..R..W.g..O{.h.x...1T'.).l.0......& [.7.a..........V.`.#.i.".m.1Ko.....x+.?|...2............iWJ.....5t<1...Y...A.n.*...].......\...HP5[Q....s.IQ......5...s..@Y..\"'....#sq......#K^{..6.eX.....'5...
[..G...P...._.<.L.(....*...66,..`..k..r.....}.(R......e..N\........p.*!w..F&.W}<...j2.~..j1..q.q.N....I.t7<....Kj.......c...n..8....k.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\icon-facebook[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 1350

Entropy (8bit): 5.097042798778036

Encrypted: false

SSDEEP: 24:2d4C5AXxGvO7LfbNjEMopc3j9S1X5QUGlNUWt1J/aZNu5VWuVuowA:c4GAXQSfJopcx8NGPUSD/gu5VjVu/A

MD5: D76F6BEA25B36317A822585F441367C7
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SHA1: 4D725629FF544219F912B8F894BD849F504AC057

SHA-256: CAC86F2CD5C2CCCDBB42A5CD4692B3C65EDE93F73F79F3039BE4EA4B25D24A45

SHA-512: 04B9D297987FE0253CEA2C9559ABE01706D75D94B0A6459607E8D024050935568B9AEF72CD70B09E777E9B361BAB413D37FB95AE4FC1C01A63935DB00A66090E

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/wp-content/themes/dogtime-2019/images/svg/icon-facebook.svg

Preview:
<?xml version="1.0" encoding="utf-8"?>..   Generator: Adobe Illustrator 15.0.0, SVG Export Plug-In . SVG Version: 6.00 Build 0)  -->..<!DOCTYPE svg PUBLIC "-//W
3C//DTD SVG 1.1//EN" "http://www.w3.org/Graphics/SVG/1.1/DTD/svg11.dtd">..<svg version="1.1" id="Layer_1" xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http:/
/www.w3.org/1999/xlink" x="0px" y="0px"... width="18px" height="18px" viewBox="0 0 18 18" enable-background="new 0 0 18 18" xml:space="preserve">..<path fill="#
3C5B9C" d="M14.668,0.905H3.331c-1.339,0-2.423,1.085-2.423,2.424V14.67c0,1.34,1.085,2.426,2.423,2.426h11.337...c1.34,0,2.424-1.086,2.424-2.426V3.329C17
.092,1.99,16.006,0.905,14.668,0.905z M15.473,14.67c0,0.445-0.359,0.807-0.805,0.807...h-4.051c0-0.098,0-0.211,0-0.342c0-1.15,0-1.15,0-2.533c0-1.059,0-1.191,0-1.9
82h1.619c0.447,0,0.809-0.363,0.809-0.81...C13.045,9.363,12.684,9,12.236,9h-1.619c0-1.141,0.125-1.83,0.482-2.23c0.395-0.441,0.783-0.603,1.137-0.603...c0.447,0,0.
809-0.362,0.809-0.81c0-0.447-0.361-0.81-0.809-0.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\icon-facebook[1].svg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\icon-pinterest[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 1356

Entropy (8bit): 5.111011910226518

Encrypted: false

SSDEEP: 24:2d4C5AXxGvO7LfeQpi6T+F+3Vm+ACsGgeGbp2oM0:c4GAXQSfVZU+AbTP1VM0

MD5: 35324FCE06329353450B22D5F3E1456A

SHA1: 152DD6BFA909C8A56995D2E28311FF2DAFFEBF73

SHA-256: D45406011DC57D460480913CF1016932EFFE1F3C697FC4DCB54ACE3B52D12D30

SHA-512: 289FFA0D90BB2283E2050271B49062F4DFC9937E2A41D13B0CA431FD7FCD895E3CB8547A5125188C44B24CA87A1340AF424FC88DC2AAB90679F532F8D4720268

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/wp-content/themes/dogtime-2019/images/svg/icon-pinterest.svg

Preview:
<?xml version="1.0" encoding="utf-8"?>..   Generator: Adobe Illustrator 15.0.0, SVG Export Plug-In . SVG Version: 6.00 Build 0)  -->..<!DOCTYPE svg PUBLIC "-//W
3C//DTD SVG 1.1//EN" "http://www.w3.org/Graphics/SVG/1.1/DTD/svg11.dtd">..<svg version="1.1" id="Layer_1" xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http:/
/www.w3.org/1999/xlink" x="0px" y="0px"... width="17px" height="17px" viewBox="0 0 17 17" enable-background="new 0 0 17 17" xml:space="preserve">..<path fill="#
CB2128" d="M7.82,9.381C7.826,9.396,7.831,9.41,7.837,9.425c0.348,1.021,0.899,1.511,2.043,1.511...c1.221,0,2.232-0.673,2.759-1.571c0.497-0.848,0.712-1.703,0.712-2
.89c0-2.824-1.904-4.453-4.855-4.453...c-2.769,0-4.845,1.902-4.846,4.527C3.642,6.961,3.755,7.57,4.097,8.155C4.3,8.504,4.57,8.807,4.919,9.055...c0.363,0.259,0.448
,0.766,0.189,1.13c-0.26,0.364-0.765,0.449-1.129,0.189c-0.541-0.385-0.965-0.86-1.281-1.403...C2.401,8.461,2.213,7.92,2.112,7.376c-0.064-0.348-0.085-0.642-0.08-0.
851c0-3.527,2.831-6.121,6.463-6.121...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\instagram-icon[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: XML 1.0 document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 1228

Entropy (8bit): 5.1863957312392515

Encrypted: false

SSDEEP: 24:Jd95A6LfETuHuSWGbGAmJrnNWCuvSviQjTvxOxxPXz0W/LMeT8MOu:3rA+fEcuSWMYJrnNWHSviGTvxOr5LbTX

MD5: 62C844DD6EDDA3351B0187FBE155C16F

SHA1: 0B8CEC3BD703E36A660FA168AFB5C5944D3A8D38

SHA-256: 1A8E82D8FFDCC1E5B7AE59122997BC1E5A9570A76C4D53B99EDD820A6BC5FD56

SHA-512: D696E550A310400B5DE803C02FF8CDD715B065881BA893BA7A5D1ED112475457C6DAC95F979CA7CB0BF321133B1FCCD14A827FBAEFC6302DC1B5D558BCDBF9
73

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/wp-content/themes/dogtime-2019/images/svg/instagram-icon.svg

Preview:
.<?xml version="1.0" encoding="utf-8"?>..   Generator: Adobe Illustrator 22.0.0, SVG Export Plug-In . SVG Version: 6.00 Build 0)  -->..<svg version="1.1" id="Layer_1" xml
ns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" x="0px" y="0px"... viewBox="0 0 400 400" style="enable-background:new 0 0 400 400;" x
ml:space="preserve">..<style type="text/css">....st0{fill:#DD0CD1;}..</style>..<g>...<g>....<g>.....<path id="SVGID_1_" class="st0" d="M108.8,20h182.8c50.4,0,91
.2,40.5,91.2,90.4v180.9c0,49.8-40.9,90.4-91.2,90.4H108.8......c-50.4,0-91.2-40.4-91.2-90.4V110.4C17.4,60.5,58.2,20,108.8,20L108.8,20z M53.9,291.3c0,30,24.5,54.2
,54.7,54.2h182.8......c30.2,0,54.7-24.3,54.7-54.2V110.4c0-29.8-24.5-54.2-54.7-54.2H108.6c-30.2,0-54.7,24.3-54.7,54.2L53.9,291.3L53.9,291.3z...... M108.8,200.9c0-
50,40.9-90.4,91.4-90.4s91.4,40.5,91.4,90.4s-40.9,90.4-91.4,90.4S108.8,250.8,108.8,200.9L108.8,200.9z...... M255.1,200.9c0-30-24.5-54.3-54.9-54.3s-54.9,24.3-54.
9,54.3s24.5,54.3,54.9,54.3

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\labradane-mixed-dog-breed-pictures-cover-650x368[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3

Category: downloaded

Size (bytes): 18328

Entropy (8bit): 7.894485683854765

Encrypted: false
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SSDEEP: 384:IlhQERi9KBXDZV+1SMrWRtaCPHmENcKYcWNdp5FhC28Pl7YxX0XYl:IlyEU9KB1VCazN/mQJ7WNdp5S282OXM

MD5: 4967A19A37DEA5D2913FBE4172FB4922

SHA1: 9A9A958EF3CC72602CF80F3C72F546991DC07B51

SHA-256: 03B0701ADD211DD4EF39DE1EB6D5E35EFDB3A42319AFA860DACE8ED3B49F4D74

SHA-512: B2055C9EA6D6CEB6418EC8D097F6128CFEA316D67D097CB6E2C4D8430CFE6A00CD70870984348505E950152E9940CA2027C7CD60FE8409F0EB4FAAFD9623939A

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2019/07/labradane-mixed-dog-breed-pictures-cover-650x368.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C.......................................................................p...."..........................................................................................
..................................................................................................................................c.x9}._6^...=..[.t.................................Q.&.A.l.#.Ssk.&.?..u..y.xM..........................1q].9.~
8..W....<r.R..lu.=...Y..&.m`........................9..DH;MT.p.I.."..,......y..5.X......k........................"....(<~.}...1.&LwK...[3_I5...6u.f+#.t.....................5f..uq....\R.8Y{..fN...k.8.c.9E..qr?.u
...!.._.<....6..R.d\.2c.,.G.K.L,.2..&....................5.........<.<.cW....H.%..1.T......H..+.!Z..F.}...X.P.e.i.Z.M.YP.r.g7X..X22X.eRFw.&~..=V.. .............r.s...faM1..Lw.[.)".K,.L9..}f.
R..B.u.cf.>;$K...F\.....Kc.2YYr@.f9..6.(l.....m....&...b....................-.4

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\labradane-mixed-dog-breed-pictures-cover-650x368[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\lagotto-romagnolo-dog-breed-pictures-header-650x368[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 650x368, frames 3

Category: downloaded

Size (bytes): 28647

Entropy (8bit): 7.9645785204020445

Encrypted: false

SSDEEP: 768:jHaYLvUu/tu9IpGVtdUzz5xg4v9BBVhiYq5W71:jzLcucIwQ5xVv9zp

MD5: 05955EB0A700F7C1DA7E1CE86CC9B8AA

SHA1: 7BE6AEA0697BC8319ACC41EE2183CF8E71CA1EAA

SHA-256: A106F94C403B254EC940FBB3D4903D03F94E1A3794AE5490EB9399EE6F674886

SHA-512: 682225284ADAE4DECA0B497DAA07510585ED37967A56E867598643B8B830DB4AF747BF8A9E130A0E5B9257DFCBB9C127588494348F359CC0596A6402D27CB815

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/assets/uploads/2018/07/lagotto-romagnolo-dog-breed-pictures-header-650x368.jpg

Preview:
......JFIF.............C..............................................!........."$".$.......C.......................................................................p...."................................................................................
u..".H..%.%].E].C.%..VE.2..X.1.........@...*2...t....\.. QR..(."b.....*..0.lZ..a`cCW"...D...%.K%....r.wuWvB..ee........./...r..~.-.m./.x.9.RO.'`.f...9...@...P...:...GB...X.u(..X2...X....Z...
.P...LA..$*Hv.I,.,.DK."..p.v`..........r..~.w.vr.z.....y{|.b.Zz..%........~A!o....U.....#*...T.ESDX.E..V-.@.... ....).X.....t....;.].r.tE.d*:...L,..B/..W.......N..t....g....g../nG...c.....w.../^g...Wo
.....T..U....... ..M.T..hH.U`..L. ...X.=b.....H`D..BT.;..r.d.E.:.vFQ.P. y.,|:....x}..__..........3..qwv....#.4....^.......|.^.2..E....EU.)....'....1..B...,..T..N..[V,..%.@LA....."\*..Y..+"...eBwh9:...
.....y..7..y....Z]9..u.Cn$.G.r.7..(;8.[........R.j\*\@...(...'...`..L@[B.F. .....*3+J.-.*.J.p..1.!;!Q....B.!.!....\.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: exported SGML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 31110

Entropy (8bit): 5.388220122699432

Encrypted: false

SSDEEP: 768:nSYpSZWycdhCl4l5M7tcJYak0HVJHbBSEa:KZAKaJYak0HVJHPa

MD5: E38676ADE0AC79EF8B194D8D3127FE92

SHA1: 698E44DC0290E0CF1B77D40C2E9316146A69D965

SHA-256: 77C350096824479476D8EF3A7526FF7A76C356D781E32FAEC2B18F1B6B31336F

SHA-512: A21B60839545276D671CC0FA66A610F46B393A702B805A1098D49194EF1A08846938121364DD1E895797DC66FAC7F50AD514CC958DAA730EE4252F4A7491A9E2

Malicious: false

Reputation: low

Preview:
(function(){var supports=(function(){var supports={};var html;var work=this.document.createElement('div');html="<P><I></P></I>";work.innerHTML=html;supports.tag
Soup=work.innerHTML!==html;work.innerHTML="<P><i><P></P></i></P>";supports.selfClose=work.childNodes.length===2;return supports;})();var startTag=/^<([\-A-Za-
z0-9_]+)((?:\s+[\w\-]+(?:\s*=\s*(?:(?:"[^"]*")|(?:'[^']*')|[^>\s]+))?)*)\s*(\/?)>/;var endTag=/^<\/([\-A-Za-z0-9_]+)[^>]*>/;var attr=/([\-A-Za-z0-9_]+)(?:\s*=\s*(?:(?:"((?:\\.|[^"])*)")|
(?:'((?:\\.|[^'])*)')|([^>\s]+)))?/g;var fillAttr=/^(checked|compact|declare|defer|disabled|ismap|multiple|nohref|noresize|noshade|nowrap|readonly|selected)$/i;var DE
BUG=false;function htmlParser(stream,options){stream=stream||'';options=options||{};for(var key in supports){if(supports.hasOwnProperty(key)){if(options.autoFix){options[
'fix_'+key]=true;}.options.fix=options.fix||options['fix_'+key];}}.var stack=[];var append=function(str){stream+=str;};var prepend=function(str){stream=str+stre

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\min[2].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 4447

Entropy (8bit): 5.350810948021272

Encrypted: false

SSDEEP: 96:7U/Vk2puXgXGXkz8gOLwAu8ZCIEHbhgWlV57uJSC0LDXmbyPw:7ey2puwWUz8gtAJXE7h9lf7cSC0L74yI

MD5: 29E64EFBB321C6B35CD2E0F0A2FE5082

SHA1: 9CAE9E777DB02922E5DE9EBE6D571D669F9D2317
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SHA-256: 592D4D3A542B8D0B3CBC31DD234CE9729D773BB33DF429920394DD909626E0BC

SHA-512: A35DBC69B53EAAA14DA6CFBE3929051565B8203B3EB13CDE77227F6D6667326C0D0E6C421DA07D4E473C90FA9F612CC94E1AB40FA5C922E598D944DF2D959D9
3

Malicious: false

Reputation: low

Preview:
(function(win){var PB=win.PB||{},evGPTAds=PB.evGPTAds||{};PB.postSlotCallback=PB.postSlotCallback||[];PB.preSlotCallback=PB.preSlotCallback||[];evGPTAds.Callbac
ks=(function(){var execute=function(callbacks){while(callbacks.length){var callback=callbacks.splice(0,1);callback[0]();}};return{executePre:function(){execute(PB.preSlot
Callback);return this;},executePost:function(){setInterval(function(){execute(PB.postSlotCallback);},100);return this;}};}());evGPTAds.Promise=(function(){var triggerProm
ises=[];return{new:function(){var promise=$.Deferred();triggerPromises.push(promise);return promise;},onLoad:function(){return $.when.apply($,triggerPromises);}};}());PB.
evGPTAds=evGPTAds;win.PB=PB;}(window));.;(function(win){if(typeof ezoicTestActive==='undefined'){var $=win.jQuery,PB=win.PB,evGPTAds=PB.evGPTAds||{},S
idebarLoader=PB.SidebarLoader,waitForSidebar=PB.gptWaitSidebarLoaded,console=win.console,googletag=win.googletag;function loadGPTAds(ads){var adsPresent=
[];var admiralCookie=null;i

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\min[2].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\min[3].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 28888

Entropy (8bit): 5.261375750697943

Encrypted: false

SSDEEP: 384:thE7r3kld21AivAAHkFsVXSX4/uO3gy1XZAA6pB56II70uUl+V3TELHNqR+F0mb3:thSUkA8AikF8iX4G4gAApB5IHtTY5FrX

MD5: 816F80844CEA92D267610FD1FB926E98

SHA1: FDFDB687483CE61E1D48DE7644F375202D1CE51E

SHA-256: BBFA7AF890961BC6722F94B28C6213AD5C50ECBA01F2EDE39A189D25264F50E3

SHA-512: 1A02788A97376D4D3622F8E7DFE0539800A479B552121560B1CC8533DFBEBD490FE649C73F09AB28F6D2D4EBBF58A75A88F032A0F2EC8D8BF674895B3EA0DED
D

Malicious: false

Reputation: low

Preview:
(function(win){'use strict';var $=win.jQuery,PB=win.PB,MQ=PB.MQ;PB.Core.register('header-nav',function(){var $header=$('#js-site-navigation'),$main=$('.js-menu-
main',$header),$overlay=$('.js-menu-overlay',$header),$topMenu=$('.js-header-bottom',$main),$btnMenu=$('.js-toggle-menu'),$btnSearch=$('.js-toggle-search',$main
),btnArray=[$btnMenu,$btnSearch],$search=$('.js-search'),$menu=$('.js-full-menu ul',$overlay),toggleLabel='expanded',activeLabel='active',$win=$(window),scrollP
os=0,subMenus=[];function toggleTopButton($dom){var btnClicked='none';removeActiveClass();for(var i=0;i<btnArray.length;i++){if($dom[0]===btnArray[i][0]){btnArr
ay[i].toggleClass(toggleLabel);if(btnArray[i].hasClass(toggleLabel)){btnClicked=btnArray[i].data('button');markActive($dom);}}else{btnArray[i].removeClass(toggleLabel);}}
.if(btnClicked!=='none'){$overlay.addClass(toggleLabel);}else{$overlay.removeClass(toggleLabel);}}.function markActive($dom){switch($dom.data('button')){case'su
bmenu':$menu.addClass(activeLa

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\min[4].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 31149

Entropy (8bit): 5.270669467215739

Encrypted: false

SSDEEP: 384:thE7r3kld21AivAAHZAA6pB56II70uUl+V3TELHNqR+F0mbmwOwO/tfjtXsVXSXE:thSUkA8AGApB5IHtTY5FrkZ8iX4G4g4

MD5: 3A8C7E4B338825FD80D1D05A0D48E1E3

SHA1: 5C3B5BC2546A38F03AA255CEBB10F5C9E34CD5A4

SHA-256: ADCB7D4C00A13749A885BE64076FC093B5A6653D98A3074F65DE0E19EB9FAE25

SHA-512: 7779194BF94000DF3FE69226F5F9B5E08CEC658541F9FC8C0EF92D58E1614D9EBF3E64E5C3E7ADD1E6D6C799E51073EBB3B3490C2C33BD5D4E29F1FC49E3357
B

Malicious: false

Reputation: low

Preview:
(function(win){'use strict';var $=win.jQuery,PB=win.PB,MQ=PB.MQ;PB.Core.register('header-nav',function(){var $header=$('#js-site-navigation'),$main=$('.js-menu-
main',$header),$overlay=$('.js-menu-overlay',$header),$topMenu=$('.js-header-bottom',$main),$btnMenu=$('.js-toggle-menu'),$btnSearch=$('.js-toggle-search',$main
),btnArray=[$btnMenu,$btnSearch],$search=$('.js-search'),$menu=$('.js-full-menu ul',$overlay),toggleLabel='expanded',activeLabel='active',$win=$(window),scrollP
os=0,subMenus=[];function toggleTopButton($dom){var btnClicked='none';removeActiveClass();for(var i=0;i<btnArray.length;i++){if($dom[0]===btnArray[i][0]){btnArr
ay[i].toggleClass(toggleLabel);if(btnArray[i].hasClass(toggleLabel)){btnClicked=btnArray[i].data('button');markActive($dom);}}else{btnArray[i].removeClass(toggleLabel);}}
.if(btnClicked!=='none'){$overlay.addClass(toggleLabel);}else{$overlay.removeClass(toggleLabel);}}.function markActive($dom){switch($dom.data('button')){case'su
bmenu':$menu.addClass(activeLa

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\mixed-breeds[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 121004

Entropy (8bit): 5.3373676205188065

Encrypted: false

SSDEEP: 1536:+lbM/Nw/RFe/lUcdObla3oC5xGDem5vWjg2x9cGwqGgh9qoRg0Cy:+l+dObTem5ujgk9cGwqGgvHN

MD5: F871BD441B3F161B0861B6DAE43C9F47
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Static File Info

No static file info

SHA1: 8EC584B771FF25CE57A76B1B10D9B8063DDB77E2

SHA-256: 50ADE6FCCEC950BECFC7A6AD78B2958FC51C9270456FB835BDD4D5F8CF1B6422

SHA-512: 1767AFDF9E8A57C3BBE8C8B8B9FF8DFF627C2D9CCE8390D9468DF91242347A2E0A424C45F660ECFA8A38D51261748184C34F25FB72C3A95E88E6C16C749A52F0

Malicious: false

Reputation: low

IE Cache URL: https://dogtime.com/dog-breeds/groups/mixed-breeds

Preview:
<!DOCTYPE html>  [if IE 8]> <html class="no-js lt-ie9"> <![endif]-->  [if gt IE 8]>  > <html class="no-js">   <![endif]--><head><meta charset="utf-8"><meta http-equiv="X-
UA-Compatible" content="IE=edge,chrome=1"><meta name="p:domain_verify" content="bc06c90d1acb18ed0abe8e9b9c02db20"/><meta name="viewport" content="widt
h=device-width, initial-scale=1, maximum-scale=1, minimal-ui"><title>Mixed Breed Dogs</title><script>PB = window.PB || {};PB.hashlessUrl = "//dogtime.com/dog-br
eeds/groups/mixed-breeds";.</script><script>window.grumi = {key: '2a236ed9-fb8c-429e-ab47-cacac34a3be6'.};</script> <script src="//rumcdn.geoedge.be/grumi-ip.js" 
async></script><script src='https://cdnjs.cloudflare.com/ajax/libs/crypto-js/3.1.2/rollups/aes.js'></script><script>function ezoic_test() {return typeof ezoicTestActive !== 
'undefined' && true === ezoicTestActive;}var headersData,admiralChecked = false;function getHeaders() {if (headersData === undefined) {var req = new XMLHtt
pRequest();req.open('G

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\mixed-breeds[1].htm

Network Behavior

Timestamp Source Port Dest Port Source IP Dest IP

Feb 23, 2021 17:36:19.770708084 CET 49711 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.770860910 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.811644077 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.811671972 CET 443 49711 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.811773062 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.811810970 CET 49711 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.818365097 CET 49711 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.818464041 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.859288931 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.859323025 CET 443 49711 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.862474918 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.862529039 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.862591982 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.862629890 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.862871885 CET 443 49711 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.862910032 CET 443 49711 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.862952948 CET 49711 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.862977982 CET 49711 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.896255016 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.896361113 CET 49711 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.902282000 CET 49711 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.902441978 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.902544022 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.937063932 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.937148094 CET 443 49711 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.937354088 CET 443 49711 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.937381029 CET 443 49711 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.937458992 CET 49711 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.937488079 CET 49711 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.938863039 CET 49711 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.939023972 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.939047098 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.939095974 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.939115047 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.939841986 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.943188906 CET 443 49711 104.17.70.15 192.168.2.3

TCP Packets
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Feb 23, 2021 17:36:19.943207979 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.943221092 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.943237066 CET 443 49711 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.943289995 CET 49711 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.943905115 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.943978071 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.959027052 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.959064007 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.959081888 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.959095001 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.959110975 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.959124088 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.959192991 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.959239006 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.959459066 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.959477901 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.959517956 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.959985971 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.960006952 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.960043907 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.960088015 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.960966110 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.960994005 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.961045980 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.961093903 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.961884975 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.961913109 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.961963892 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.961985111 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.962869883 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.962908983 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.962965965 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.962981939 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.963820934 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.963854074 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.963881016 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.963922977 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.964780092 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.964803934 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.964862108 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.964998960 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.965701103 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.965725899 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:19.965775967 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:19.965805054 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:20.024554014 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:20.025806904 CET 443 49711 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:20.029520988 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:20.029761076 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:20.040990114 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:20.065177917 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:20.065483093 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:20.065637112 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:20.065793037 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:20.072015047 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:20.072046995 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:20.079399109 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:20.080566883 CET 49714 443 192.168.2.3 104.16.18.94

Feb 23, 2021 17:36:20.080755949 CET 49715 443 192.168.2.3 104.16.18.94

Feb 23, 2021 17:36:20.083619118 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:20.085613012 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:20.085658073 CET 443 49712 104.17.70.15 192.168.2.3

Feb 23, 2021 17:36:20.085730076 CET 49712 443 192.168.2.3 104.17.70.15

Feb 23, 2021 17:36:20.085757017 CET 49712 443 192.168.2.3 104.17.70.15

Timestamp Source Port Dest Port Source IP Dest IP
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Feb 23, 2021 17:36:19.698761940 CET 192.168.2.3 8.8.8.8 0x24c8 Standard query 
(0)

dogtime.com A (IP address) IN (0x0001)

Feb 23, 2021 17:36:20.016621113 CET 192.168.2.3 8.8.8.8 0x98aa Standard query 
(0)

rumcdn.geo
edge.be

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:20.023010015 CET 192.168.2.3 8.8.8.8 0xc685 Standard query 
(0)

cdnjs.clou
dflare.com

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:20.047861099 CET 192.168.2.3 8.8.8.8 0x106 Standard query 
(0)

soapps.net A (IP address) IN (0x0001)

Feb 23, 2021 17:36:20.076052904 CET 192.168.2.3 8.8.8.8 0x830c Standard query 
(0)

static.add
toany.com

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:20.131345034 CET 192.168.2.3 8.8.8.8 0x6433 Standard query 
(0)

d2na2p72vt
qyok.cloud
front.net

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:20.150509119 CET 192.168.2.3 8.8.8.8 0x63f7 Standard query 
(0)

dashboard.
evolveplat
form.net

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:20.150784016 CET 192.168.2.3 8.8.8.8 0xec3e Standard query 
(0)

widgets.ou
tbrain.com

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:20.552958965 CET 192.168.2.3 8.8.8.8 0x3cb4 Standard query 
(0)

geo.gorill
anation.com

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:20.590858936 CET 192.168.2.3 8.8.8.8 0xd226 Standard query 
(0)

d3lcz8vpax
4lo2.cloud
front.net

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:20.605766058 CET 192.168.2.3 8.8.8.8 0xecd5 Standard query 
(0)

pub.searchiq.co A (IP address) IN (0x0001)

Feb 23, 2021 17:36:20.634207964 CET 192.168.2.3 8.8.8.8 0x88ea Standard query 
(0)

firstfrogs.com A (IP address) IN (0x0001)

Feb 23, 2021 17:36:20.642914057 CET 192.168.2.3 8.8.8.8 0x4eb4 Standard query 
(0)

sb.scoreca
rdresearch.com

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:21.797715902 CET 192.168.2.3 8.8.8.8 0x13dc Standard query 
(0)

widget-pix
els.outbrain.com

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:21.830085993 CET 192.168.2.3 8.8.8.8 0xc385 Standard query 
(0)

tcheck.out
brainimg.com

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:22.042562008 CET 192.168.2.3 8.8.8.8 0x8d0f Standard query 
(0)

api.searchiq.co A (IP address) IN (0x0001)

Feb 23, 2021 17:36:22.398355961 CET 192.168.2.3 8.8.8.8 0x58e0 Standard query 
(0)

stats.g.do
ubleclick.net

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:22.418786049 CET 192.168.2.3 8.8.8.8 0x1640 Standard query 
(0)

secureasse
ts.evolvem
ediallc.com

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:22.427845955 CET 192.168.2.3 8.8.8.8 0x6f73 Standard query 
(0)

log.outbra
inimg.com

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:22.609184027 CET 192.168.2.3 8.8.8.8 0xebb1 Standard query 
(0)

static.searchiq.co A (IP address) IN (0x0001)

Feb 23, 2021 17:36:22.634247065 CET 192.168.2.3 8.8.8.8 0xb35d Standard query 
(0)

a.cdn.searchiq.co A (IP address) IN (0x0001)

Feb 23, 2021 17:36:22.658415079 CET 192.168.2.3 8.8.8.8 0x3994 Standard query 
(0)

www.facebo
ok.com

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:22.668415070 CET 192.168.2.3 8.8.8.8 0xdf1c Standard query 
(0)

ct.pinterest.com A (IP address) IN (0x0001)

Feb 23, 2021 17:36:22.808296919 CET 192.168.2.3 8.8.8.8 0xc286 Standard query 
(0)

track.searchiq.co A (IP address) IN (0x0001)

Feb 23, 2021 17:36:23.146320105 CET 192.168.2.3 8.8.8.8 0x79e1 Standard query 
(0)

cookie.axe
latos.com

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:23.549232960 CET 192.168.2.3 8.8.8.8 0xfecc Standard query 
(0)

r791pdwvl4
.execute-api.us-
west-1.amazona
ws.com

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:23.648071051 CET 192.168.2.3 8.8.8.8 0xdffe Standard query 
(0)

odb.outbrain.com A (IP address) IN (0x0001)

Feb 23, 2021 17:36:24.447419882 CET 192.168.2.3 8.8.8.8 0x20d8 Standard query 
(0)

mcdp-chidc
2.outbrain.com

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:24.542807102 CET 192.168.2.3 8.8.8.8 0x5f84 Standard query 
(0)

mv.outbrain.com A (IP address) IN (0x0001)

Feb 23, 2021 17:36:25.752644062 CET 192.168.2.3 8.8.8.8 0x1979 Standard query 
(0)

images.out
brainimg.com

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:39.929096937 CET 192.168.2.3 8.8.8.8 0x6fad Standard query 
(0)

dogtime.com A (IP address) IN (0x0001)

Feb 23, 2021 17:36:45.309880018 CET 192.168.2.3 8.8.8.8 0x87dd Standard query 
(0)

www.dogtim
e.com

A (IP address) IN (0x0001)

Feb 23, 2021 17:36:45.966605902 CET 192.168.2.3 8.8.8.8 0xb89c Standard query 
(0)

secure.qua
ntserve.com

A (IP address) IN (0x0001)
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Feb 23, 2021 17:36:46.354881048 CET 192.168.2.3 8.8.8.8 0x79d6 Standard query 
(0)

rules.quan
tcount.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Feb 23, 2021 
17:36:19.760149002 
CET

8.8.8.8 192.168.2.3 0x24c8 No error (0) dogtime.com 104.17.70.15 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:19.760149002 
CET

8.8.8.8 192.168.2.3 0x24c8 No error (0) dogtime.com 104.17.69.15 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.076567888 
CET

8.8.8.8 192.168.2.3 0xc685 No error (0) cdnjs.clou
dflare.com

104.16.18.94 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.076567888 
CET

8.8.8.8 192.168.2.3 0xc685 No error (0) cdnjs.clou
dflare.com

104.16.19.94 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.088699102 
CET

8.8.8.8 192.168.2.3 0x98aa No error (0) rumcdn.geo
edge.be

d1bqktvj79b0wh.cloudfron
t.net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:20.088699102 
CET

8.8.8.8 192.168.2.3 0x98aa No error (0) d1bqktvj79
b0wh.cloud
front.net

99.86.159.96 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.088699102 
CET

8.8.8.8 192.168.2.3 0x98aa No error (0) d1bqktvj79
b0wh.cloud
front.net

99.86.159.71 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.088699102 
CET

8.8.8.8 192.168.2.3 0x98aa No error (0) d1bqktvj79
b0wh.cloud
front.net

99.86.159.90 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.088699102 
CET

8.8.8.8 192.168.2.3 0x98aa No error (0) d1bqktvj79
b0wh.cloud
front.net

99.86.159.111 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.115421057 
CET

8.8.8.8 192.168.2.3 0x106 No error (0) soapps.net 35.201.84.252 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.126297951 
CET

8.8.8.8 192.168.2.3 0x830c No error (0) static.add
toany.com

104.22.70.197 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.126297951 
CET

8.8.8.8 192.168.2.3 0x830c No error (0) static.add
toany.com

172.67.39.148 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.126297951 
CET

8.8.8.8 192.168.2.3 0x830c No error (0) static.add
toany.com

104.22.71.197 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.198928118 
CET

8.8.8.8 192.168.2.3 0x6433 No error (0) d2na2p72vt
qyok.cloud
front.net

99.86.162.192 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.198928118 
CET

8.8.8.8 192.168.2.3 0x6433 No error (0) d2na2p72vt
qyok.cloud
front.net

99.86.162.62 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.198928118 
CET

8.8.8.8 192.168.2.3 0x6433 No error (0) d2na2p72vt
qyok.cloud
front.net

99.86.162.70 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.198928118 
CET

8.8.8.8 192.168.2.3 0x6433 No error (0) d2na2p72vt
qyok.cloud
front.net

99.86.162.138 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.209938049 
CET

8.8.8.8 192.168.2.3 0x63f7 No error (0) dashboard.
evolveplat
form.net

172.67.129.15 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.209938049 
CET

8.8.8.8 192.168.2.3 0x63f7 No error (0) dashboard.
evolveplat
form.net

104.21.2.98 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.218353987 
CET

8.8.8.8 192.168.2.3 0xec3e No error (0) widgets.ou
tbrain.com

wildcard.outbrain.com.ed
gekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:20.617515087 
CET

8.8.8.8 192.168.2.3 0x3cb4 No error (0) geo.gorill
anation.com

104.16.167.11 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.617515087 
CET

8.8.8.8 192.168.2.3 0x3cb4 No error (0) geo.gorill
anation.com

104.16.166.11 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.654829979 
CET

8.8.8.8 192.168.2.3 0xd226 No error (0) d3lcz8vpax
4lo2.cloud
front.net

143.204.15.119 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.654829979 
CET

8.8.8.8 192.168.2.3 0xd226 No error (0) d3lcz8vpax
4lo2.cloud
front.net

143.204.15.214 A (IP address) IN (0x0001)
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Feb 23, 2021 
17:36:20.654829979 
CET

8.8.8.8 192.168.2.3 0xd226 No error (0) d3lcz8vpax
4lo2.cloud
front.net

143.204.15.136 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.654829979 
CET

8.8.8.8 192.168.2.3 0xd226 No error (0) d3lcz8vpax
4lo2.cloud
front.net

143.204.15.167 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.668003082 
CET

8.8.8.8 192.168.2.3 0xecd5 No error (0) pub.searchiq.co 172.67.156.77 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.668003082 
CET

8.8.8.8 192.168.2.3 0xecd5 No error (0) pub.searchiq.co 104.21.40.188 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.705600023 
CET

8.8.8.8 192.168.2.3 0x88ea No error (0) firstfrogs.com 35.190.74.157 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:20.707313061 
CET

8.8.8.8 192.168.2.3 0x4eb4 No error (0) sb.scoreca
rdresearch.com

sb.scorecardresearch.co
m.edgekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:21.856251001 
CET

8.8.8.8 192.168.2.3 0x13dc No error (0) widget-pix
els.outbrain.com

wildcard.outbrain.com.ed
gekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:21.888680935 
CET

8.8.8.8 192.168.2.3 0xc385 No error (0) tcheck.out
brainimg.com

wildcard.outbrainimg.com
.edgekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:22.104281902 
CET

8.8.8.8 192.168.2.3 0x8d0f No error (0) api.searchiq.co 104.21.40.188 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:22.104281902 
CET

8.8.8.8 192.168.2.3 0x8d0f No error (0) api.searchiq.co 172.67.156.77 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:22.447089911 
CET

8.8.8.8 192.168.2.3 0x58e0 No error (0) stats.g.do
ubleclick.net

stats.l.doubleclick.net CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:22.447089911 
CET

8.8.8.8 192.168.2.3 0x58e0 No error (0) stats.l.do
ubleclick.net

142.251.5.157 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:22.447089911 
CET

8.8.8.8 192.168.2.3 0x58e0 No error (0) stats.l.do
ubleclick.net

142.251.5.156 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:22.447089911 
CET

8.8.8.8 192.168.2.3 0x58e0 No error (0) stats.l.do
ubleclick.net

142.251.5.155 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:22.447089911 
CET

8.8.8.8 192.168.2.3 0x58e0 No error (0) stats.l.do
ubleclick.net

142.251.5.154 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:22.477576017 
CET

8.8.8.8 192.168.2.3 0x6f73 No error (0) log.outbra
inimg.com

log.outbrain.org CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:22.477576017 
CET

8.8.8.8 192.168.2.3 0x6f73 No error (0) log.outbrain.org chidc2.outbrain.org CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:22.477576017 
CET

8.8.8.8 192.168.2.3 0x6f73 No error (0) chidc2.out
brain.org

50.31.142.63 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:22.477843046 
CET

8.8.8.8 192.168.2.3 0x1640 No error (0) secureasse
ts.evolvem
ediallc.com

104.17.83.47 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:22.477843046 
CET

8.8.8.8 192.168.2.3 0x1640 No error (0) secureasse
ts.evolvem
ediallc.com

104.17.82.47 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:22.669485092 
CET

8.8.8.8 192.168.2.3 0xebb1 No error (0) static.sea
rchiq.co

172.67.156.77 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:22.669485092 
CET

8.8.8.8 192.168.2.3 0xebb1 No error (0) static.sea
rchiq.co

104.21.40.188 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:22.701842070 
CET

8.8.8.8 192.168.2.3 0xb35d No error (0) a.cdn.sear
chiq.co

cs936.wpc.2c240.etacdn.
net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:22.701842070 
CET

8.8.8.8 192.168.2.3 0xb35d No error (0) cs936.wpc.
2c240.etac
dn.net

cs936195138.wpc.etacdn
.net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:22.701842070 
CET

8.8.8.8 192.168.2.3 0xb35d No error (0) cs93619513
8.wpc.etac
dn.net

152.195.34.201 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:22.731481075 
CET

8.8.8.8 192.168.2.3 0xdf1c No error (0) ct.pinterest.com www.pinterest.com CNAME 
(Canonical 
name)

IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Feb 23, 2021 
17:36:22.731481075 
CET

8.8.8.8 192.168.2.3 0xdf1c No error (0) www.pinter
est.com

www-pinterest-
com.gslb.pinterest.com

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:22.731481075 
CET

8.8.8.8 192.168.2.3 0xdf1c No error (0) www-pinterest-
com.gslb.pintere
st.com

2-01-37d2-
0018.cdx.cedexis.net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:22.731481075 
CET

8.8.8.8 192.168.2.3 0xdf1c No error (0) prod.pinte
rest.globa
l.map.fastly.net

151.101.0.84 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:22.731481075 
CET

8.8.8.8 192.168.2.3 0xdf1c No error (0) prod.pinte
rest.globa
l.map.fastly.net

151.101.64.84 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:22.731481075 
CET

8.8.8.8 192.168.2.3 0xdf1c No error (0) prod.pinte
rest.globa
l.map.fastly.net

151.101.128.84 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:22.731481075 
CET

8.8.8.8 192.168.2.3 0xdf1c No error (0) prod.pinte
rest.globa
l.map.fastly.net

151.101.192.84 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:22.733588934 
CET

8.8.8.8 192.168.2.3 0x3994 No error (0) www.facebo
ok.com

star-
mini.c10r.facebook.com

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:22.733588934 
CET

8.8.8.8 192.168.2.3 0x3994 No error (0) star-mini.
c10r.faceb
ook.com

31.13.92.36 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:22.870182037 
CET

8.8.8.8 192.168.2.3 0xc286 No error (0) track.sear
chiq.co

34.102.138.209 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:23.203428030 
CET

8.8.8.8 192.168.2.3 0x79e1 No error (0) cookie.axe
latos.com

45.61.136.152 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:23.617413044 
CET

8.8.8.8 192.168.2.3 0xfecc No error (0) r791pdwvl4
.execute-api.us-
west-1.amazona
ws.com

143.204.2.69 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:23.617413044 
CET

8.8.8.8 192.168.2.3 0xfecc No error (0) r791pdwvl4
.execute-api.us-
west-1.amazona
ws.com

143.204.2.68 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:23.617413044 
CET

8.8.8.8 192.168.2.3 0xfecc No error (0) r791pdwvl4
.execute-api.us-
west-1.amazona
ws.com

143.204.2.95 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:23.617413044 
CET

8.8.8.8 192.168.2.3 0xfecc No error (0) r791pdwvl4
.execute-api.us-
west-1.amazona
ws.com

143.204.2.65 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:23.699738026 
CET

8.8.8.8 192.168.2.3 0xdffe No error (0) odb.outbra
in.com

outbrain.map.fastly.net CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:23.699738026 
CET

8.8.8.8 192.168.2.3 0xdffe No error (0) outbrain.m
ap.fastly.net

151.101.14.132 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:24.496423006 
CET

8.8.8.8 192.168.2.3 0x20d8 No error (0) mcdp-chidc
2.outbrain.com

chidc2.outbrain.org CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:24.496423006 
CET

8.8.8.8 192.168.2.3 0x20d8 No error (0) chidc2.out
brain.org

50.31.142.159 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:24.594451904 
CET

8.8.8.8 192.168.2.3 0x5f84 No error (0) mv.outbrain.com outbrain.map.fastly.net CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:24.594451904 
CET

8.8.8.8 192.168.2.3 0x5f84 No error (0) outbrain.m
ap.fastly.net

151.101.14.132 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:25.810836077 
CET

8.8.8.8 192.168.2.3 0x1979 No error (0) images.out
brainimg.com

images.outbrain.org CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:25.810836077 
CET

8.8.8.8 192.168.2.3 0x1979 No error (0) images.out
brain.org

wildcard.outbrainimg.com
.edgekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:39.994513988 
CET

8.8.8.8 192.168.2.3 0x6fad No error (0) dogtime.com 104.17.69.15 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:39.994513988 
CET

8.8.8.8 192.168.2.3 0x6fad No error (0) dogtime.com 104.17.70.15 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:45.366883993 
CET

8.8.8.8 192.168.2.3 0x87dd No error (0) www.dogtim
e.com

104.17.70.15 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Code Manipulations

Statistics

Behavior

• iexplore.exe

• iexplore.exe

Feb 23, 2021 
17:36:45.366883993 
CET

8.8.8.8 192.168.2.3 0x87dd No error (0) www.dogtim
e.com

104.17.69.15 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:46.031162977 
CET

8.8.8.8 192.168.2.3 0xb89c No error (0) secure.qua
ntserve.com

2kpixel.quantserve.com CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:46.031162977 
CET

8.8.8.8 192.168.2.3 0xb89c No error (0) 2kpixel.qu
antserve.com

global.px.quantserve.com CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:46.031162977 
CET

8.8.8.8 192.168.2.3 0xb89c No error (0) global.px.
quantserve.com

91.228.74.198 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:46.031162977 
CET

8.8.8.8 192.168.2.3 0xb89c No error (0) global.px.
quantserve.com

91.228.74.226 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:46.031162977 
CET

8.8.8.8 192.168.2.3 0xb89c No error (0) global.px.
quantserve.com

91.228.74.189 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:46.031162977 
CET

8.8.8.8 192.168.2.3 0xb89c No error (0) global.px.
quantserve.com

91.228.74.134 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:46.031162977 
CET

8.8.8.8 192.168.2.3 0xb89c No error (0) global.px.
quantserve.com

91.228.74.133 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:46.418016911 
CET

8.8.8.8 192.168.2.3 0x79d6 No error (0) rules.quan
tcount.com

d2fashanjl7d9f.cloudfront.
net

CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
17:36:46.418016911 
CET

8.8.8.8 192.168.2.3 0x79d6 No error (0) d2fashanjl
7d9f.cloud
front.net

13.226.162.93 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:46.418016911 
CET

8.8.8.8 192.168.2.3 0x79d6 No error (0) d2fashanjl
7d9f.cloud
front.net

13.226.162.57 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:46.418016911 
CET

8.8.8.8 192.168.2.3 0x79d6 No error (0) d2fashanjl
7d9f.cloud
front.net

13.226.162.106 A (IP address) IN (0x0001)

Feb 23, 2021 
17:36:46.418016911 
CET

8.8.8.8 192.168.2.3 0x79d6 No error (0) d2fashanjl
7d9f.cloud
front.net

13.226.162.67 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
www.dogtime.com

         

HTTP Request Dependency Graph
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Click to jump to process

System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 17:36:17

Start date: 23/02/2021

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff63c100000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Analysis Process: iexplore.exe PID: 4692 Parent PID: 792Analysis Process: iexplore.exe PID: 4692 Parent PID: 792

General

Analysis Process: iexplore.exe PID: 3096 Parent PID: 4692Analysis Process: iexplore.exe PID: 3096 Parent PID: 4692
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Disassembly

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 17:36:18

Start date: 23/02/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:4692 CREDAT:17410 
/prefetch:2

Imagebase: 0xcc0000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

General
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