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Analysis Report https://u16095581.ct.sendgrid.netl/ls/cli...

Overview

General Information Detection Signatures Classification

Sample URL: https://u16095581.ct.send
grid.net/Is/click?upn=FLaa Antivirus / Scanner detection for sub...
9Uev-2B7s-2FZ9Dw3t6-2F

ob...CAYW31682SE6-2Frg Antivirus detection for URL or domain

VMBpTopWiclUE2uJbujzK Multi AV Scanner. detection for doma...
S9gBrMxjc8wcVkUUy8Jm
c7-2BKB9-2BhEc-3D HiMLL boedy: centains low/number: ofi ...
Analysis ID: | 358579 HTML titleidoesinot match/ URLE
nfos: RN

Most interesting Screenshot: F MALICIOUS 1

PR “re

Blsccose

aarTE—— Score:
: Range:
Whitelisted”
Confidence: 100%
Startup

= System is w10x64
. G chrome.exe (PID: 6816 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized 'https://u16095581.ct.sendgrid.net/Is/click?upn=FLaa9Uev-2B7s-2FZ9

Dw3t6-2FoboxXa9RoxlkakQvTvnjy9nXTXjD6tNZcebsQGigytMZye255UswQ6f3sQ0K3qccZrkmIGtWjIPIGztPn38pYzM-3D7_6s_DwB70HpLIJUR35GFtSIesHJIrrx5106qEPXbkrEpQrYnrx-
2FXwixj3Q3HNEWW-2Fs-2BBPbBxIPPFHusk7-2BufOFY4-2BY09fqGw8G6IKDphuEsgM-2B5hWTu2tXy TpvimSzAQwQnBG-2BsgMdkv-2B3igkZIHIWGKqVkU4mGhq9zYrBU
F7V0zSm4CdYW3168zSE6-2FrgVMBpTopWiclUE2uJbujZKS9qBrMxjc8wcVkUUy8Imc7-2BKB9-2BhEc-3D' MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 7016 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1608,13295437612127757828,17913449545750257871,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=
1696 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview
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@ AV Detection

@ Phishing

@ Compliance

@ Networking

@ System Summary

AV Detection:

Click to jump to signature section

Antivirus | Scanner detection for submitted sample
Antivirus detection for URL or domain

Multi AV Scanner detection for domain / URL

Compliance:

Uses secure TLS version for HTTPS connections

Mitre Att&ck Matrix

Initial Privilege  Defense Credential Lateral
Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection
Valid Windows Path Process Masquerading oS System Remote Data from
Accounts Management  Interception Injection Credential Service Services Local
Instrumentation Dumping  Discovery System
Default  Scheduled Boot or Boot or Process LSASS Application  Remote Data from
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable
Initialization Initialization Discovery Protocol Media
Scripts Scripts
Domain At (Linux) Logon Script Logon Obfuscated Files Security Query SMB/Windows Data from
Accounts (Windows)  Script or Information Account Registry Admin Shares Network
(Windows) Manager Shared
Drive
Local At (Windows)  Logon Script Logon Binary Padding NTDS System Distributed Input
Accounts (Mac) Script Network Component Capture
(Mac) Configuration Object Model
Discovery

Behavior Graph
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Behavior Graph

Legend
ID: 358579 l:‘ P
rocess
URL: https://u16095581.ct.sendgr... SUSPICIOUS
Startdate: 25/02/2021 CLEAN I:l Signature
Architecture:  WINDOWS T l:‘ Created File
Score: 64
Il onsieinfo
Fiy's Is Dropped
A |s Windows Process
started q
- - Number of created Reglstry Values
. Number of created Files
9 visual Basic
ERZIC
4 . .
chrome.exe ..'. i Delphl
_m Java

@ ins 10 JJj 4o

.Net C# or VB.NET

C, C++ or other language

n
C
(2

Is malicious
192.168.2.1 192.168.2.5 239.255.255.250
unknown unknown unknown ste Internet
unknown unknown Reserved
chrome.exe ....

qgohifmzuv.web.app 9 u16095581.ct.sendgrid.net (‘
151.101.1.195, 443, 49744 A 167.89.123.122, 443, 49736, 49738 5 other IPs or domains

FASTLYUS SENDGRIDUS

Es United States

United States

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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~ SCCOLLEGE Sign In x  +

C @ Notsecure | qgohifmzuv.web.app/#kirchen_deanna@sccollege.edu

b

[B) sccoLLeGE

A Verify Request To Complete The Request

kirchen_deanna@sccollege.edu

SCCOLLEGE Mail @ 2021

g %40 PM
O Type here to search i ~ Gl ) 2/25/2021 t

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

hitp://https://u16095581.ct.sendgrid.net/Is/click?upn=FLaa9Uev-2B7s-2FZ9Dw3t6- 0% Avira URL Cloud safe
2FoboxXa9RoxlkakQvTvnjydnXTXjD6tNZcebsQGigytMZye255UswQ6f3sQ0K3gccZrkmIGtWjIPIGztPn3
8pYzM-3D7_6s_DwB70HpLIJUR35GFtSlesHJIrrx5106qEPXbkrEpQrYnrx-2FXwixj3Q3HNEWW-2Fs-
2BBPbBxIPPFHusk7-2BufOFY4-2BY09fqGw8G6IKDphuEsgM-2B5hWTu2tXy TpvimSzAQwWQNBG-
2BsgMdkv-2B3igkZIHIWGKqVkU4mGhq9zYrBUF7V0zSm4CdYW3168zSE6-
2FrgVMBpTopWiclUE2uJbujZKS9qBrMxjc8wcVkUUy8Imc7-2BKB9-2BhEc-3D

hitp:/https://u16095581.ct.sendgrid.net/ls/click?upn=FLaa9Uev-2B7s-2FZ9Dw3t6- 100% SlashNext Fake Login Page
2FoboxXa9RoxlkakQvTvnjy9nXTXjD6tNZcebsQGigytMZye255UswQ6f3sQ0K3qccZrkmIGtWjJIPIGztPn3 type: Phishing &
8pYzM-3D7_6s_DwB70HpLJUR35GFtSlesHIrrx5106qEPXbkrEpQrYnrx-2FXwixj3Q3HnEWW-2Fs- Social Engineering

2BBPbBxIPPFHusk7-2BufOFY4-2BY 09fqGw8G6IKDphuEsqM-2B5hWTu2tXy TpvimSzAQwQnBG-
2BsgMdkv-2B3igkZIHIWGKqVkU4mGhq9zYrBUF7V0zSm4CdYW3168zSE6-
2FrgVMBpTopWiclUE2uJbujZKS9qBrMxjc8wcVkUUy8Imc7-2BKB9-2BhEc-3D

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains
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Source Detection Scanner Label Link

URLs

Source Detection Scanner Label Link
--
hitp://https://dns.google 0% URL Reputation safe

hitp://https://dns.google 0% URL Reputation safe

hitp://https://dns.google 0% URL Reputation safe

hitp://https://dns.google 0% URL Reputation safe

[ e N o e L G i ) I
. [ T T

HEEE

[ et T o e L ) i ) I
: R s T

HEE

Domains and IPs

Contacted Domains

Name 14 Active Malicious Antivirus Detection Reputation
d26p066pn2w0s0.cloudfront.net 99.84.90.99 true false high
u16095581.ct.sendgrid.net 167.89.123.122 true false high
dgonfmzuvwebapp  1SL0LLS e me o PR ViusomlBowse  uwkown
googlehosted.l.googleusercontent.com 142.250.184.33 true false high
clients2.googleusercontent.com unknown unknown false high
logo.clearbit.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
hitp://logo.clearbit.com/sccollege.edu false high

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp://https://dns.google a216b292-35e3-4a8a-8ccc-1298da false e URL Reputation: safe unknown
€27205.tmp.1.dr, 3231859a-0a2e-4d47- e URL Reputation: safe
8b6d-78b387703288.tmp.1.dr, 813890ff- e URL Reputation: safe
223e-45e6-91fa-77fch9e4b480.tmp.1.dr, e URL Reputation: safe

962ff325-93¢1-4988-b3a8-dfc33

0ef7561.tmp.1.dr
T L [ S O T R s W
hitp://https://u16095581.ct.sendgrid.net/Is/click? History.0.dr false high
upn=FLaa9Uev-2B7s-2FZ9Dw3t6-
2FoboxXa9RoxlkakQvTvnjy9nXTXj
hitp://https://clients2.googleusercontent.com 3231859a-0a2e-4d47-8b6d-78b387 false high

703288.tmp.1.dr, 962ff325-93c1-4988-
b3a8-dfc330ef7561.tmp.1.dr

hitp://https://feedback.googleusercontent.com manifest.json0.0.dr false high
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https://www.virustotal.com/gui/url/0347bba2ccdc503027f05f300313594788595dcb739740803e9e4551a8025ecf/detection/u-0347bba2ccdc503027f05f300313594788595dcb739740803e9e4551a8025ecf-1614279639
https://www.virustotal.com/gui/url/0347bba2ccdc503027f05f300313594788595dcb739740803e9e4551a8025ecf/detection/u-0347bba2ccdc503027f05f300313594788595dcb739740803e9e4551a8025ecf-1614279639

Name Source Malicious Antivirus Detection Reputation

hitp:/https://qgohifmzuv.web.app/x dea8b6c059e7296b_0.0.dr true e Avira URL Cloud: phishing unknown

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

P Domain Country Flag ASN ASN Name Malicious
167.89.123.122 unknown United States 11377 SENDGRIDUS false
142.250.184.33 unknown United States 15169 GOOGLEUS false
99.84.90.99 unknown United States 16509 AMAZON-02US false

151.101.1.195 unknown United States 54113 FASTLYUS true

S L

239.255.255.250 unknown Reserved unknown unknown false

Private

IP
192.168.2.1
192.168.2.5
127.0.0.1

General Information

Joe Sandbox Version: 31.0.0 Emerald
Analysis ID: 358579

Start date: 25.02.2021
Start time: 21:39:56

Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 4m 37s
Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs
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Sample URL: hitp://https://u16095581.ct.sendgrid.net/Is/click?upn=FL
aa9Uev-2B7s-2FZ9Dw3t6-2FoboxXa9RoxlkakQvTvnjy9
nXTXjD6tNZcebsQGigytMZye255UswQ6f3sQ0K3qgccZr
kmIGtWjJPIGztPn38pYzM-3D7_6s_DwB70HpLJUR35G
FtSlesHJIrrx5106qEPXbkrEpQrYnrx-2FXwixj3Q3HnEw
W-2Fs-2BBPbBxIPPFHusk7-2BUfOFY4-
2BYO09fqGw8G6IKDphuEsqM-2B5hWTu2tXyTpvimSzA
QwQnBG-2BsgMdkv-2B3igkZIHIWGKqVkU4mGhqg9zYr
BUF7V0zSm4CdYW3168zSE6-2FrgVMBpTopWiclUE2
uJbujZKS9qBrMxjc8wcVkUUy8Imc7-2BKB9-2BhEc-3D

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

Number of analysed new started processes analysed: 15

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
* AMSI enabled

Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal64.win@35/174@4/8
Cookbook Comments: e Adjust boot time
e Enable AMSI
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Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

Copyright null 2021

Show All
e Exclude process from analysis (whitelisted):

BackgroundTransferHost.exe,
backgroundTaskHost.exe, svchost.exe,
wuapihost.exe

TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted):
23.54.113.53, 168.61.161.212, 52.255.188.83,
40.88.32.150, 13.64.90.137, 216.58.208.142,
142.250.180.77, 216.58.205.78, 173.194.187.230,
216.58.208.170, 142.250.185.131,
142.250.180.163, 142.250.180.138, 216.58.206.36,
216.58.209.42, 142.250.184.42, 142.250.184.74,
142.250.184.106, 216.58.198.42, 172.217.21.74,
142.250.180.74, 142.250.180.106,
142.250.180.170, 216.58.206.42, 216.58.206.74,
51.104.144.132, 52.155.217.156, 20.54.26.129,
216.58.208.131, 216.58.208.163, 92.122.213.247,
92.122.213.194, 173.194.164.139, 74.125.104.88,
51.104.139.180, 173.194.164.124

Excluded domains from analysis (whitelisted):
gstaticadssl.l.google.com, r1---sn-
4g5ednly.gvtl.com, arc.msn.com.nsatc.net, store-
images.s-microsoft.com-c.edgekey.net,
clientservices.googleapis.com, r5.sn-
4g5e6nle.gvtl.com, al449.dscg2.akamai.net,
arc.msn.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, r2---sn-4g5ednle.gvtl.com,
e12564.dspb.akamaiedge.net,
skypedataprdcoleus15.cloudapp.net,
clients2.google.com, redirector.gvtl.com,
update.googleapis.com, www.google.com,
displaycatalog.mp.microsoft.com,
watson.telemetry.microsoft.com, www.gstatic.com,
img-prod-cms-rt-microsoft-com.akamaized.net,
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
skypedataprdcolwus17.cloudapp.net,
fonts.googleapis.com, accounts.google.com,
content-autofill.googleapis.com, r6---sn-
4g5e6nl7.gvtl.com, fonts.gstatic.com,
displaycatalog-rp-
europe.md.mp.microsoft.com.akadns.net,
displaycatalog.md.mp.microsoft.com.akadns.net,
ris-prod.trafficmanager.net,
skypedataprdcolcus17.cloudapp.net,
www.googleapis.com, ris.api.iris.microsoft.com,
r6.sn-4g5e6nl7.gvtl.com,
skypedataprdcoleus17.cloudapp.net, store-
images.s-microsoft.com, r2.sn-4g5ednle.gvtl.com,
blobcollector.events.data.trafficmanager.net, r5---
sn-4g5e6nle.gvtl.com, clients.l.google.com, rl.sn-
4g5ednly.gvtl.com, displaycatalog-
rp.md.mp.microsoft.com.akadns.net

Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many NtOpenFile
calls found.

Report size getting too big, too many
NtQueryVolumelnformationFile calls found.
Report size getting too big, too many
NtWriteVirtualMemory calls found.

Page 10 of 49



No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

C:\Users\luser\AppData\Local\Google\Chrome\User Data\05af708f-88a1-4b8c-b248-537a0e18a7bl.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

156605

6.051716742999711

false
3072:4TsmGflW7LtsevCLxZJasimhjp3gm4JaPIrnJFcbXaflIBOu1GOJIMASiuR0:4CflkhsXNZswa2bHagfllUOoSiuR0
A15A6035BA8804620F51FF9B106E30A4

8C502231641B793994E5606CD789377FB5D531EE
B9BF0770541A9B25AFEC1A1E3A377F01DCEB6E9CFIDEBBE4B3DCC430DBDC51DA
CF87C169B5E35877B60AF6BDDB19F4722F8BD56DE349C459E446A3FC71E52269949AD1BFA27528D1387F84A8D5D67328D870DA084A8ED5C5E6FCD3F356CO8A!
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.61428564436891e+12,"network":1.614285647e+12,"ticks":302779923.0,"uncertainty":4548758.0}},"os_crypt":{"encrypted_key":"
RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIWIOHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4{8ZmMIOU1zXX60EUPPIYBISIOILG
eiMKIilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmgbufgFUSmMOzx4cW7Aup7spgps4DvgbPrwRg
UGQqSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWtY xjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2grad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_manager":
{"os_password_blank":true,"os_password_last_changed":"13245922715434988"},"plugins":{"metadata":{"adobe-flash-player":{"di

C:\Users\luser\AppData\Local\Google\Chrome\User Data\07f56alc-236f-49cf-840a-a232fba6d156.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

156762

6.05226997551829

false
3072:40smGfIW7LtsevCLxZJasImhjp3gm4JaPIrnJFcbXaflBOu1GOJmA3iuR0:4PflkhsXNZswa2bHagfllUOoSiuR0
3F8CE1EC9EDB1C4391094044CAC38966

FOF5CEFEA19DA687D1B1CC17360C8778E37553DA
910C3F376D7ECE83F00A13EE995CEBCIOE7184F75992C1940F1A408CBBIC26DES

B2D5881DC73F1FEOGE894586E2B404B5F32A0509E900ECB4339D9B90B4B0O5SEE34DCBDDCCE354D1CC1B37F338B8FFF1552DA3B64F4347E38A6435424C20DCCE
D

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.61428564436891e+12,"network":1.614285647e+12,"ticks":302779923.0,"uncertainty":4548758.0}},"origin_trials":{"disabled_fe
atures":["SecurePaymentConfirmation"]},"os_crypt":{"encrypted_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIwloHYIQKZwuwW8V0yxAA
AAAAIAAAAAABBMAAAAAQAAIAAAAOT4B8ZMIULZXXB0EUPPQIY BIjSIOILGeIMKilFIZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh
507HSMDPpFNUCDMAAAAGEkmgbufgFUSmMOzx4cW7Aup7spqps4DvgbPrwRgUGqSpRZvQkbO+yVH56 WF9zMTtOAAAAAYRWLY Xjf7/AqYrFr0JZ6kbTiUt0/2PK

kCw7ntLtbN2grad713MeL4iINGDFgqRIhWgsbh/6w0gJzQxAfL6rdzxi"},"password_manager":{"os_password_blank":true,"os_password_last_changed":"
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\4c603eba-cf03-4a28-ab6e-43declcf9l15a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

156845

6.052436338379752

false
3072:BosmGfIW7LtsevCLxZJasImhjp3gm4JaPIrnJFchXaflBOu1GOJmA3iuR0:BPflkhsXNZswa2bHagfllUOoSiuR0
1E847548DDC009248DC7BAC985323249

39DE19B6624EFACE0763624753887A7C54F50732
18C5D7C435670C89A4D5A875DD1165696EB119B25A2E46EO0F31FBFB1FAELF985
685902EF2E78BE282A740AF9986E5C646D8C69024E7F297B8BOECC51DB33EB57584926EF978BF472EB321549892B9FBD2E8721EA0963502AF448C483B05658A2
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.61428564436891e+12,"network":1.614285647e+12,"ticks":302779923.0,"uncertainty":4548758.0}},"origin_trials":{"disabled_fe
atures":["SecurePaymentConfirmation"]},"os_crypt":{"encrypted_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIwloHYIQKZwuwW8V0yxAA
AAAAIAAAAAABBMAAAAAQAAIAAAAOT4B8ZMIULZXXE0EUPPQIY BIjSIOILGeIMKilFIZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh
507HSmMDPpFNUuCDMAAAAGEkmgbufgFUSmMOzx4cW7Aup7spqps4DvgbPrwRgUGqSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWLY Xjf7/AqYrFro0JZ6kbTiUt0/2PK
kCw7ntLtbN2grad713MeL4iINGDFgqRIhWgsb/6w0gJzQxAfL6rdzxi"},"password_manager":{"os_password_blank":true,"os_password_last_changed":"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\6149b4h3-5a88-4925-af07-77dac008aaa8.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

156931

6.052599560808917

false
3072:JosmGflW7LtsevCLxZJasImhjp3gm4JaPIrnJFcbXaflBOu1GOJImA3iuR0:JPflkhsXNZswa2bHaqfllUOoSiuR0
3A3BD6CE368D10E169F83C03C5F1161D

7E0901E7FDD0272860C32F35FD943C4E8C5DE393
1894088116D5ABE109C73BA11EBDD9741A3ECADF7E4303F3B0D204C40B1656E2
77D8308277113132FE6526132CDB03B50305D8C2C4EFBF78400CEA239FA83B165480D9C8B711A9794640C2BB1DCO6E4AA68381672FAC5E819E43706E570A03AE
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.61428564436891e+12,"network":1.614285647e+12,"ticks":302779923.0,"uncertainty":4548758.0}},"origin_trials":{"disabled_fe
atures":["SecurePaymentConfirmation"]},"os_crypt":{"encrypted_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8V0yxAA
AAAAIAAAAAABBMAAAAAQAAIAAAAOT4B8ZMIULZXXB0EUPPQIY BIjSIOILGeIMKilFIZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh
507HSmMDPpFNUuCDMAAAAGEkmgbufgFUSmMOzx4cW7Aup7spqps4DvgbPrwRgUGqSpRZvQkbO+yVH56 WF9zMTtOAAAAAYRWLY Xjf7/AqYrFrO0JZ6kbTiUt0/2PK
kCw7ntLtbN2grad713MeL4iNGDFgqRIhWgsbh/6w0gJzQxAfL6rdzxi"},"password_manager":{"os_password_blank":true,"os_password_last_changed":"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\666026a8-95fd-4873-a333-6e205007a998.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

165085

6.082021722593356

false
3072:wHEsmGflW7LtsevCLxZJasimhjp3gm4JaPIrnJFcbXaflBOu1GOJmAS3iuR0:8DflkhsXNZswa2bHaqfllUOoSiuR0
045C3CDB78EB224C40BCD362F2579255

60E4EB85842427A55EE4569831B2C7140D8060761
C5DB2B57042028193A3D7F86895CD254EFSE8A7331F25A7EC7713879CF3549D7

D0OA443CBFC10E9A14F5A08B951BE730E944C311BCOF25F7ACDD280F7D9DDB4F1F62C703469F308919AAA0980125BF8F8BB87A92D77EECCAD79C4AA7018CDA
oc

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.61428564436891e+12,"network":1.614285647e+12,"ticks":302779923.0,"uncertainty":4548758.0}},"os_crypt":{"encrypted_key":"
RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIWIOHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4{8ZmMIOU1zXX60EUPPIYBISIOILG
eiMKIilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmgbufgFUSmMOzx4cW7Aup7spgps4DvgbPrwRg
UGQqSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWtY xjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2grad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_manager":
{"os_password_blank":true,"os_password_last_changed":"13245922715434988"},"plugins":{"metadata":{"adobe-flash-player":{"di

C:\Users\luser\AppData\Local\Google\Chrome\User Data\6e58f150-3d8a-4687-8485-2be551ec89fb.tmp

Process:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\6e58f150-3d8a-4687-8485-2be551ec89fb.tmp

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

data

dropped

95428

3.7464020381842027

false
384:56wyth/Q6bAX3VcCR8NhrqvF/3GIfmHNCGSVrAjtIxeDrbKrolmgUegfBtZ60nnN:8ySSFFizsasenRv383rW/KFjBhF
AE97A1601714AC69232627B325395442

699673COE6835949DFAAFCE6EC7DE99CBID7922A6
B9D46A799C90130588A5C5A492FB17AB4F6B2150B58C3F5E72F3D7EL1757A3294

623CE554ED5EC09275FF19650AABOFODCC43A6C49A6B75862A5F8C95845D3FBD085A86F558D33E88534F28ED79D2B2AFBO6EGECIC182DBE3FF43A6C05D4948
D

false

low

L ST *...C.\.P.R.0O.G.RA~1\MIC.R.O.S.~.1\.0.ffic.e.l.6.\.G.R.0O.0.V.E.EX..D.L.L..P..[)...%.p.r.o.g.ram.files.%.\m.i.cr.o.s.oft. .offic.el\officel6.\..
..g.ro.o.v.eex..dll..Micro.s.oft .Offic.e..2.0.1.6..*..M.i.cr.o.s.0.ft. .O.n.e.D.riv.e. for. Bus.iness. Exte.ns.ions...16..0..4.711.10.0.0...*
...C..\\P.R.O.G.RA~1\M.IC.R.O.S.~1\0.ffic.e.l.6.\.G.RO.O.V.EEX.D.LL...Micro.s.o.ft .C.or.p.oratio.n...28.D..C..\P.ro.g.ram. .F.iles\C.o.mm.o.n.
.F.ile.s\M.i.cr.o.s.oft .S.hared\O.FF.ICE.16\ms.0os.hext.dll..@...U..%.c.omm.o.n.p.r.o.gram.files.%.\m.icro.s.o.ft shared\officel6\....
.m.s.0.s.h.ext..dll..M.icro.s.o.ft .Offic.e.)..Micro.s.oft .O.ffice..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1....D..C..\.P.r.o
.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

120

3.3041625260016576

false

3:FkXwgs0oRL6twgs0oRL6twgsOoRLN:+taRL+taRL+taRLn
E6C1693D9F0F6B6E878D098FBFDACI2A
D9D2708143B4A3BA5D14DFED59DCB6B88DF172D9
E9DA6B8F6549D084D8740EB4C25755989B057EBF4F36B5E526F34DFFAB7500CF

19B28BFE66708B294AB033C2F87D219E1C29D4F9363AC92E89B9406F6E2ACB13AD5DF73DD7E163D1ADECOAF89C42DA112AE153EB23378EC29302F91192B7C5
9

false

low

sdPC..

..UO..E.D.Q.0....sdPC.. ..UO..E.D.Q.0....sdPC... .UO..ED.Q.0....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\3231859a-0a2e-4d47-8b6d-78b387703288.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3473

4.884843136744451

false
96:6FGX0G70GhIGpyGzRDYLIEHYDBKGzUGaCGjHGESHG/OG6mhM:6Fe0i0sllyGzRDYLIEHYDBKSUpCQHrSP
494384A177157C36E9017D1FFB39F0BF

CE5D9754A70CD84CEE77C9180DB92C69715BE105
07CFOA5189FAD30A4AA721F4F6DA1B15100991115833EACFALE2DC84A1B54337
BFBBOEECOCOB5D9E487047703BE49826321A4D249422E0C81E978E6C8A310F41C7B4B8F849229BA87484FDF4831DD6A98FF994DOFDASCE3D341CE615C15F2F1
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607497410","port":443,"protocol_str":"quic"}],"isolation":
[1,"network_stats":{"srtt":27387},"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324851660
7334226","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":34287},"server":"https://ssl.gstatic.com","supports_spdy":true},{"alternative_service":[{"adverti
sed_versions":[],"expiration":"13248516607463627","port":443,"protocol_str*:"quic"}],"isolation™:[],"network_stats":{"srtt":31787},"server":"https://fonts.gstatic.com","s
upports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607318875","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{

"srtt":23359},"server":"https://apis.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\67ed8a34-b10b-46c1-afd8-f19d213b8616.tmp

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):

Encrypted:
Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped
1206
5.575185588173868
false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\67ed8a34-b10b-46c1-afd8-f19d213b8616.tmp

SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

24:Ym6HOUhsSZfU4hVG1KUsUzkg/HeUe8zUek7wUIRUeiQ:Ym6UUhZUIKUsVgPeUekUeywU7UeP

F9377A2C9180A10B1DA719A4A0A759C4

937681B64A6098E990386887CIDDA353A43B4B12

1B7B5DF93F4E2FFE3721937ECF08A1E1EB695713023F708501308D345C51730E
3EB70794C62E54499D4CE3A458D2F1EC254B99BA4A4E942EE10155A89F57CABIOD61ALE2956F1A7CA90646EDBCIF878044687AE3CB4119A69D75FFFC5220DD(
false

low

{"expect_ct":[],"sts":[{"expiry":1632986995.029294,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1601450995.029298},{"expiry":1645821645.703075,"host":"klJs6 DZaCmhP0O0Wxg1A5H05AizZwE 1bpesnywUFEWG Q=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1614285645.70308} {"expiry":1645821645.411806,"host":"nAuqgR4IEWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"forc
e-https","sts_include_subdomains":false,"sts_observed":1614285645.411811},{"expiry":1632987007.31909,"host":"0J7rAWV0ouCFYJ9XrkDiKnAO1SshXJmLJE1SS3V8k
DM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601451007.319093} {"expiry":1632987013.78633,"host":"5EdU0B7YUY9zZV+2DkgVXgho
8WUvp+D+6KpeUOhNQIM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601451013.786337},{"expiry":1645821644.643477,"host":"8/RrMm
QICD2Gspl4wUCE1P8r7B2C5+yE0+g79IPyRsc=","mode":"force-https","sts_include_subdomains":false,"sts_obs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\81e66f72-9213-4f03-8935-42b38aa9d99c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:L:L

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8CT727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDDSCAE7CEO3BBF1E94E93613A00F2¢
F21

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\962ff325-93c1-4988-b3a8-dfc330ef7561.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

2278

4.870510327709468

false

48:Y2zMKDHGXtwWsDRLs76qCY sykzsrSsWyKsa3zsdTMHTYhbw:JzMKDHGXOJwxCS9gbWTG0OhM
B51E6505AF89A6CF2E4F5D16A48E5BB6

3FC749FD2D9777D68811AF5934F66309A1317FF6
F4270BC8EB6E3B069BB31ED21E972691984E11D55CDD8516992B90743DADBC18

9D93A75FB2FE90C2E79B643E7D69E720F5CF41D1255A8FD45COEE78A760687EC18F45583107BB488FE9EEFACACCC220594FAA090623C2082D0781E4CDDAG34(
B

false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://dns.google","supports_spdy":true} {"isolation":[],"server":"https://redirector.gvtl.com","supports_sp

dy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":

"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com”,"supports_spdy":true} {"isolation":[],"server":"https://www.gstatic.com

,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13261351244643353","port":443,"protocol_str":"quic"}],"isolation":[],"server":"n

ttps://accounts.google.com”,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13261351245411313","port":443,"protocol_str":"quic"}],

"isolation":[],"server":"https://fonts.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com",

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.168574912944693

false
6:mN2ewsN+q2Pwkn23iKKdKIRXXTZIFUtpe2eS/XZmwPe2enVkwOwkn23iKKdK9RX3:exIvYf5Kk7XT2FUtpOUX/POV5Jf5Kk73
84A69D456749363A73B26413F72F259A

9DODE424595E6A8A16A6A87EF0957F4324079762
6321A7F8FBE7ASD6B484375442FB3CDA4CF48C78A80AA16BFD39A62E46199A19
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

SHA-512:

Malicious:
Reputation:

Preview:

DA266AEFFE773DEDDF430B4443993E797BB4A66C15C4E8521E1F8B42C9D3A4617630864AA5D27B6F7B647DACEDAG64991CECFOEE9F7COAGAG61B84E165420463
9

false

low

2021/02/25-21:40:50.146 1a18 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
02/25-21:40:50.147 1a18 Recovering log #3.2021/02/25-21:40:50.151 1a18 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

318

5.127371083655669

false
6:mN2e3+q2Pwkn23iKKdKyDZIFUtpe2eRZmwPe2elVkwOwkn23iKKdKyJLJ:eOvY5Kk02FUtpOR/POL5Jf5KkWJ
56A39F9038737D37361C37C231B12DCF

1163139945CDF291A60DDF821E620D38432DDEF3
F491214AF512CD02216DD9EE9FDF9D11008C09067053BEF8E6489394B5661368
581429F0F8CC414041546C74B4B2EC486E855208496BED7CD83953177BAECFA729C4FC3F9FA00318EF20DB8D5B1CE02503817394F3A459AD3F76286E34D99B2F
false

low

2021/02/25-21:40:50.128 1a18 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/02/25-21
:40:50.131 1a18 Recovering log #3.2021/02/25-21:40:50.131 1a18 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\40d8ad6f0f62e96a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

215

5.513137312487897

false

6:ms7gIXYJIHQysQXFHgOqgrk4xxfdyqvP4a/ZK6t:BMIQWQV7qrdmgHBT
EFEA3FDB1CC229E7FD96728FCB86D982
BF259D462A4C497A0EFD2968B253DF89C6F91D80
23778DF37EBE950464236CF1E7D0838555A8034030099B318CD7CC98C4133214

3CD16094D2DD2C813BA51FCBE22ACA34883C1AB7AFE34694C6CAE02CA78B353DBEBAB27AD76F856585649B8FD3CF77922209865330351D5830A8DCB97D839¢
6

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6de907a866c54acf 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

228

5.454208427255257

false

3:m+IAY2K8RzYJI3MWQ/XEYH3WXET/uFvDa3+jl/IHCMztF/WaW4bhewwTGH5mkX5tP:mASY JHQfEqgErJOgMxMaWMMU4kbK 6t
A26C86BFB411B7952EEBC491160BC37B

8497FC551665025BE3ACFODB5808F61C6F079C7B
B36B73503870F5653316D66EB6C37A82AC24E9789DIE66F7D07914C953CC3336

99AEFD974E96F622EB113A018201039BEBA15C59D6DDFEES51B96A5COCE7A3DB347558D0D2FA28FFA539D84CD3C7968D01300A6D9B448FO9DB3CB4C9D5DEYOB
62

false

low

Oo\r.m......0.... t......_keyhttps://qgohifmzuv.web.app/assets/bootstrap/js/bootstrap.min.js .https://qgohifmzuv.web.app/...r../ ..o #s)G|.Z...y.$6.L.e.c.]9...2v.A..Eo......
rO........ ALEO0....ccoii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\dea8b6c059e7296b_0

Process:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\dea8b6c059e7296b_0

File Type: data
Category: dropped
Size (bytes): 215
Entropy (8bit): 5.484645698445699
Encrypted: false
SSDEEP: 3:m+Ixsv8RzYJI3MWQyOJLuFvDa3VY1/I/IHC2h//6Ag14Y G470kSkvgdmZ5l/l/pK+:mssEYIJHQyOJLIIY Hg2x6t4xIXvAXK6t
MD5: 65BEB8D3C43AEC7382324E8FAEAF18F9
SHA1L: CB6CBE1F2129E2666AF91E7C3A9FFB5366DA0826
SHA-256: DBAS5FF9886CC29C0D8A7C208281EAB2403E37AF7AE713E10B1CCA915C5ADD4AC2
SHA-512: 72E58740D12357E7F87BC8267F8F3380759832C2C2EC94AD67C39FF42AE97E2588FCACB5EDESS56C72C87DEC48609BDD0426BB6AF24E3CEF376A355843A3770¢€
Malicious: false
Reputation: low
Preview:
O\r..m......S...h......_keyhttps://qgohifmzuv.web.app/assets/js/script.min.js .https://qgohifmzuv.web.app/X..r../.......ccccereers L.LE. g..C....Q.....+.A..Eo....... | IO A.E

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\temp-index

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 312

Entropy (8bit):  4.881447212979647

Encrypted: false

SSDEEP: 3:3E0I/91+8ITNhIQKIrIUgTHrvOIptllI5/IOptlIKL8ft1010gxzUsR8ftlIH: ZjllJOgjrBc TxzPawAfyDnW

MD5: FFDA2FB1D7C51BCE136F988AFD5ADA92

SHA1L: FCAC1787BB836D3D9390BB1523067C745E3A9647

SHA-256: 8E9C797EFE420781891A4CDBFFCF971EFF9DA4ESD22E7AAEOB88D2CD50D41E97

SHA-512: 5C7CCA5541511F5886DD7177BD4424D41BAC7500778794D3B03CFAE27F3660926F70DCC4A8A3CCCBF142CC8B2FE5A22C98D24B7F2D2A38FCD3AFAB44E4980!
1

Malicious: false

Reputation: low

Preview:
0....P.90y retne.. b.0.@@..r..I......... LNp....4&..1. &
A 6,2.+.9..&./. D..3..& ... ATAC3...&.[.........].8..].

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 8192

Entropy (8bit):  1.358065807893325

Encrypted: false

SSDEEP: 24:TLygJLbXaFpEO5bNmMISHN06Uwle9pdk6pflH1oNu: TekLLOpEO5J/Kn7UL+DfvoNu

MD5: BA9FF3CA9BA84B7B6D51A9C2BAEFOD6EC

SHA1L: DD73AA21877C1DBDEAG980EE711023DF21C75E96

SHA-256: 0AD84C3061FDB10DFC3A780BBACF987D4BAD264358C975B1870CB133F6CE7AEC

SHA-512: 8CF164DCE353EE8EB7775F67B29A734DEED7BFC9D90B3CCC16B0954910E1742AA0FB736DF491CDA562E7A050B7069415C4696B585D6336B405E2CCD921C486
A

Malicious: false

Reputation: low

Preview:

SQLite format 3.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8732

Entropy (8bit): 1.3165679320623291

Encrypted: false

SSDEEP: 24:He9H6pfIHLONGV(LbILbXaFpEO5bNmMISHN06Uwbt9:HbfvoNGvg5LLOpPEO5JI/Kn7UAL9
MDS5: 13AC5770D0B4AA3205DF24013CC92E3D

SHAL: E840B6A061B24479F61F972A93F887A45AD9I868E

SHA-256: D4D9EA3A1AE1348614B6B00D003B58FB021AD2E06434AB2E2362500A2DA4397E

Copyright null 2021 Page 16 of 49



C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

SHA-512:
Malicious:
Reputation:

Preview:

976CEAF9FB5668D87C3D1F155AA2AB7C4FD63B1E22FDC99113841662D840BCE7028E52F450B26BECDD9A980B51D2B2C591B3D67DB242A49583E9639485040A¢
false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2042

4.137295194443955

false
24:34S309ENININLU4DQAR]PdIscZL764GFnHMcJOIwSDCVyU5gBM9FaR7DIr:34HexHXQAR]jPVNgIuNLU+BMu5r
0063298F52C04190975FCF7222FC3F19

68F9A40E5F2FFF28CFB6BE78F690ACED67A94C84
5B5DD1F94EF67544A438A60D5D7DEBB01CE0C285773D4ADCFDBC6230C319FB6C
505131D5B2EA46FA67F790C7D16C69FAS5F3958A493F629B8BD675382CD19606A71444FEA8BF3D8CACF49B47F59E0ALF225A161E045B1ESEBD1878C27BD5B56CA
false

low

A..,......%...ac6ca0b0_d5df_4024_be38_d9c7b7e7a077 S.
5..0.......&..{730C75E3-B87A-4292-818B-DC8FI84D08AE}.........ccevvreiaiannns 8...https://qgohifmzuv.web.app/#kirchen_deanna@sccollege.edu
..S.C.C.O.LLE.GE. .Si.g.n. .ln.$.. i, h....... TR @........q%....gq*".. x...8...h.t.t.p.s.../
l.g.g.0.h.i.f.m.z.uv..w.e.b...a.p.p./#.kirchen._.deanna@.s.c.co.lleg.e..ed.u.
.............. h...0.....2.%. .B.li.nk. s.erialize.d. form. state. .vers.ion. .1.0. . ..=&.............No. .0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8

1.8112781244591325

false

3:3Dtn:3h

0686D6159557E1162D04C44240103333
053E9DB58E20A67D1E158E407094359BF61D0639
3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171ADIC14ED56359A4508B4DES8E794550599AAA261120976C
false

low

SNSS....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

164

4.391736045892206

false

3:FQxIXayz/t2HmwgOEOZL7A04uhFKEURLKYC5Ei5+Gg:qT5z/t2qoEwhXeLKB
0A906A9A542CDFO8FF50DAAF1D1ES96E
B97D6274196F40874A368C265799F5FA78C52893
EB9CABBF5FDA1AD535300B0110EAA4068A083248BA928A631C9278545935426D
8795E905B711ADE6B1C4B402D50AF491B64D157AA738669482DDBFC30E857DF970BFFB774A925F3F4A0802BD27AFAF939CE140894FF09B67FBICOBBB3ED4491

5 LW, Sgdaefkejpgkiemlaofpalmlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F.................. Foiiiies

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process:

File Type:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

320

5.204128771145178

false

6:mN2yIXQL+q2Pwkn23iKKdK8aPrqlFUtpe2yUdSG1ZmwPe2yjMQLVkwOwkn23iKKV:ydQyvY5KKL3FUtpCUQg/PCoQR5Jf5KV
86C33F173DA5DA83E9330D2DF49412E1

C3C482ADA4704728EBAC775685EDBADB44F2FES1A

80F403A5C191D20C0D92DCBC7395AAE39FA24CFB22232834B51D9D72080C8E07
D96F263274B850693BDA4A9D007DIF1ED2999F8D73EA7TFI9ATA3ES415752B06DA43764A4F03C092B7D1FD2472F9DDB63B3461D58A8FF74294B2FDF80B3D61E8
false

low

2021/02/25-21:40:41.661 1ba8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/02/25-2
1:40:41.663 1ba8 Recovering log #3.2021/02/25-21:40:41.664 1ba8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

570

1.8784775129881184

false
6:qTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCT:qWWWWWWWWWWWWWWWWWWWWWWWWWWWWW
D4BAOAEOBBOBIFAFF3DA6F35FDBC3C8A

FB3E9DEC7F35A9B1D94E54A5659DDODE484055E7

99DEF1B557F19F04C1AFFC6F247D0451F33FC10EC42E73792223C3215AC98BE6

86FD07C34B9ABD4C52BA19EAE291936F92BC6D38A75C021EDC1DEDBC15617669876180CD99F959C62476D82EC6BBIFSFE4C6CB4D82CB037EFB76D99A4D3D¢
51

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.2009041745741555

false
6:mN20g2Pwkn23iKKdK8NIFUtpe22XZmwPe22FkwOwkn23iKKdK8+eLJ:ovY5KkpFUtpm/Pa5Jf5KkqJ
3AD385ECC6F682F09EC8C1D42DB29B6D

FEE40444172871047E66CCF6D4BC153CB1FDAEOS
2B97B4F1852F909350794FDE95DD4B73E015442CB2706517E893693490920A82
FBBB83FE9010D3BE0352316636651C6ADA5478888802340E0F863CEFF63C4A5F31077C9714CC5296E0864BA5CF81048F6104BDB30DB82178E66F5D431FE2ABD7
false

low

2021/02/25-21:40:43.690 1b90 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/02/25-2
1:40:43.691 1b90 Recovering log #3.2021/02/25-21:40:43.691 1b90 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
State/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput
ed_hashes.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITwGB7V9Hne4qgasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5BOABCA4EF268
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput
ed_hashes.json

SHA-512:
Malicious:
Reputation:

Preview:

DICBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0ES9A5397364F67A484B45091BA94E6CE69ED18AB681403DFD3F
false

low

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKY THjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","iDctR8IMG5KZ
rQKm4kDjuB7FokSJfio/pmvFowRVIaY=","LPxhhJiuUOlprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96 AKKXALRM+COEU11XUjPiMXEK]jiCPdtHE=","wifibc1QfMB
N2jrtutLgsCefvuceTpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOsGwO5jUckiUwY14=","gqid6|1+mk/6yWgUECROofI9IMipXgXh2jEN2+CxmPEO=","prDB91X2Mmfg/M/txVMITWBmMEGbOGjgBTP7CM]YqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0g2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6TO=","+00c6ca+ChKUpTu+0a2ZRXxRE+wG3QJmuYWE
VYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","LA9NNawxuhu95H5eThvf1lrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5JIBHV1Kph3/KM=","i318ghdTFIc1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHgBbi70gkljEE=","rhIzuEvwv2KRAF
Mms896xFWkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\_metadatalc
omputed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

23474

6.059847580419268

false
384:7dNc1NC6IcafusK4H1IIGRINKIKIALQWdynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSKIhEw6M1tf7SNyb
6AE2135EA4583C2F06CDEBEA4AETOFA4L

DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2
03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903
B5945E67D9F73DD1982D687E5C6D9IB5D6B3886C8050363A259755C76ACOF93651F3425FA7C21AA6A13977AC1C8C9322F998F131648CB8909096058D4F0D23312
false

low

{"file_hashes":[{"block_hashes":['DOZdV3jFvk12AM2INDYK03KZrIVRprmJ+sVGWkqqE4Q=","rVEIW3Hu3T52SzDDUqGT5YiJTBGUV2h3pNuBKFIhZ1U=","X/
3fg4KZxgQ1jBr5QGqOF5InflgE27UErd88mrxTexs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1gAKYsX8=","EChCwChQHbHQ70DdGT2qNyiRJ0yck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6 DAtEmUCS5IPFd+EgcbnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVQ
RpMhsNVRkQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDI/WoC1luokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVYmg8pnmACF+2PP4Y=","p/mvIm2wucCl
32Rx3it654MIjKAsMe3S9IDEabc1A8ME=","j{8BmPrTh500sBTj2Fer78JE6xG6+kR64Cvu2SWa8d3j/k=","ngSRpGQ3USU2bZIsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","VtBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUKOPkcsbot7NJ4SCOwWVRV/dVVMuHALE|8=","20C4HcCuXu3VjFféwnKlznt9u
gqQNaebcuWpm/mwj69U=","aMUIpuFgPMiieSaWhlktCK62v2P30ZQAWupWsYzCnvk=","L

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Favicons

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

16384

2.333437635718907

false

96:tBCIIUNLSUDPfGWt8fUT+JK72IuNLSukg: 7+u9zs++QEugl
51F08A4852E5B5A6CBF3BB88907A403A
BD4F524E4FA7C4B580D72A65A6619CCCID28A4FF
967A9AD6C510F10590062DD708CC6BCADDE0FFF3FB58F20B68072E7360E4C516

F1E3B1D9FC57AFDAGD9F3A2D8650DF48A315EBOESB7C7DBI9F8587107E8CFECC541E212F969EC90CC9295498BDEAS800CB01DDE49D7C62337CCF5E4B127EE(
FC3

false

low

SQLite format 3.

s...;+...indexfavicon_bitmaps_icon_idfavico

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Favicons-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
data
dropped
16972
0.8130998352837986
false
24:/yIMIgRIEgRYQJIDx+WyLjtVXhOGY/ILrWR1PmMCx9fZjsBX+T6UwT3n:/mQOgEcyEF+WCBmw6fUI3n
S5FED56EA3B4A40C3664B8E3C4317938D
70BBAGE44EBE8SDB7C23C9443626F412DEOF49E2A
7C9E6CAE4FA1DC42681E2B555C90A3918D52D6614A0FDB46A6609E7D06509B75
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Favicons-journal

SHA-512: 9F3925511E61DC11E2961F7EO0BD4545FF3C1B7C75D90EABA954AD502F91BFD3C9B248D15E8DC475C38B8FAOES0CB3CO5E18EC2A22F451C57795E2B7F7F4E4B
0

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 19
Entropy (8bit): 1.8784775129881184
Encrypted: false
SSDEEP: 3:FQxIX:qT
MDS5: 0407B455F23E3655661BA46A574CFCA4
SHA1L: 855CB7CC8EAC30458B4207614D046CBO9EE3A591
SHA-256: AB5C71347D95F319781DF230012713C7819AC0D69373E8C9A7302CAE3F9A04B7
SHA-512: 3020F7C87DC5201589FA43E03B1591EDSBEB64523B37EB3736557F3AB7D654980FB42284115A69D91DE44204CEFAB751B60466COEF677608467DE43D41BFB939
Malicious: false
Reputation: low
Preview:
F5

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.174604855838062

Encrypted: false

SSDEEP: 6:mN2eS+q2Pwkn23iKKdK25+Xgx8chl+IFUtpe2e4ZmwPe2elVkwOwkn23iKKdK25N:ejvYf5KkTXfchI3FUtpO4/POg5Jf5KKkI

MD5: 5ED88BAE4EC9586E3DCC39E3695649A12

SHA1L: CFBFAE93C31175F2E699D0D00B7F3596BI9B1COEE

SHA-256: 3465B7BD250130783853597E219B23C477E06718C459A3FBEBOAE40D649E7CAS

SHA-512: 2E796EC43A1C3B69586C255BD96506C5294A01F03E823B858B97922F3C6F877A8BE1DSFEC39D3CI9EABADB20E6FBO029F0AB4233EFA2969CI9DD5B5B820EB3ES!
1

Malicious: false

Reputation: low

Preview:

2021/02/25-21:40:50.101 1a18 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/02/25-21:40:50.103 1a18 Recovering log #3.2021/02/25-21:40:50.103 1a18 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 358

Entropy (8bit): 5.12830842408414

Encrypted: false

SSDEEP: 6:mN2ehP+g2Pwkn23iKKdK25+XuolFUtpe2ehVUZmwPe2ehV0VkwOwkn23iKKdK25y:ehWvYf5KKTXYFUtpOhVU/POhVU5Jf5Ky

MDS5: AEAF8A0375641BEFDCAE12D3AFB938D9

SHAL: 8AD3898D99F896EEOASB19F222231A8F571B2D16

SHA-256: 4F864B6A562E29469CF054BC674DFEB2ASBIEF463C561794178CEBLAGA3FB74A

SHA-512: 2F7C6E1F6FOC3D64FF61D221D79ECC70A835839EDC8F9213DEB65821D3C06CEF61E5D5DA0360327F8E60353938DC8D9422A81B6429B53A6C84C1DE48BOCT7AS
B

Malicious: false

Reputation: low

Preview:

2021/02/25-21:40:50.081 1a18 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/02/25-21:40:50.082 1a18 Recovering log #3.2021/02/25-21:40:50.082 1a18 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

330

5.248225537123425

false
6:mN2Dg2Pwkn23iKKdKWT5g1ldglFUtpe2wZmwPe24kkwOwkn23iKKdKWT5g113ULJ:DvYf5Kkg5gSRFUtpg/PH5Jf5Kkg59S3e
6682C5EA3FOD7E8B482380C37CE7EOCY

3B1A8C3244DA2D128EFE237B95E79C1DDBCFAES2
2F9038E30DF9690A66B6DAC55BFBC22D051A4F25C6A64DD26149942A90B9C559

5A6FC4F55D368FE10F15A84E5D17B80E94ABF2182FD4AASDICBEESOE4EB66AEOA336B9D5F8B3BB8875A17C9633A37D281005DF8COF77307F77623EFOEFF48FC
1

false

low

2021/02/25-21:40:49.730 1b14 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2021/02
/25-21:40:49.736 1b14 Recovering log #3.2021/02/25-21:40:49.740 1b14 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

32768

0.4718337047392092

false

24:TLXxVyuUGnHMcJOIwSDCVyU5gBM9FaR70T2eOADUynHMcJOIwSDCVyU5gBM9FaR79: Tz5FIuNLU+BMu02NADBIUNLU+BMuU9
B259ED73A1BA6C841B48F9C0D2076721

COF33C2C405DC6450B360253E8ADDCDA13067287
D5BC554629C4D24A29987DE221FESE1AA37297AE7A1B8CD3EE733FC8DIFC286A
2DC92D6397FFE5538BE29307FFBCC21CAB360E1FBOAFO8CEIESD859621A589250557D4ED5B6F22787DF4DD6966D739193B5A78A174261FA4C2DE1D79B298F0¢
false

low

SQLite format 3...... @ e ettt te e e teeetee e tee ettt eatte ettt aatee ettt ettt aseeeaeeeaaeeeteeeteeteeeseeasteenteeateeanteeanreareen

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2789

6.201576140414634

false
48:jhK/IPHATOWQp8MwZ//PHghOxbj+68qMPVQeLEf6nU8JFZM5GIUNLU+BMuYwfe:u/Phh/PKhMbSfPWeVUBrZLIUNLSUW
0C9EF65F5172C05FD957F8BDCB5CBB03

4B71A7317A37C265BB31B7E1CBCF9321960CE523
9DB06A5C8617911AD6B46CF4E7204B87E4BOE2EF68D7AA6FD04D502E3BDA4561

85EABA9B40E48748B404659A4E248F76CC0591504E55D5C3ADF80F6613E0AF2FB2D3EC73CI9DE413CE247DA248D36732566EBFD32A1D275E6FAAFG8EES3528D:1
7

false

low

...$.02b3igkzihlwgkqvkudmghq9zyrbuf7v0zsm4cdyw3168zse6..2b5hwtu2txytpvimszaqwanbg..2b7s..2bbpbbxIppfhusk?..2bhec..2bkb9..2bsgmdkv..2bufof
y4 .2byo9fqgw8g6ikdphuesgm.Y 2foboxxa9roxlkakqvtvnjy9nxtxjd6tnzcebsqgigytmzye255uswq6f3sq0k3qgcczrkmigtwijpigztpn38pyzm./2frgvmbptopwiclue2ujbujzks9gbrm
xjc8wevkuuy8jmc7..2fs..2fxwixj3q3hneww..2fz9dwa3t6..3d..3d7..6s..click..ct.,dwb70hpljur35gftsieshjrrx5io6gepxbkrepgrynrx..flaauev..https..in..Is..net..sccollege..sendgrid

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History-journal

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

42076

0.11646353615906797
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History-journal

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

false

12:fRIS1pgLB;j/8t3IA4NMWQAS|GOLpBQZ8fOD:pISfqLBY3bfINpTfO
DB50475CCFB8E4C212CF64C4D0314750
376CF31CBC4D838D490DBF20D2A338FBDB8F23AA
7FCCB586EE37F502211FA9D2B3951EA6F5B32C74F4917F1BB720F4F08F4A4903

26F00BF37056E2A9E7DB4E43CFA1B51FA2B1603496817FC0961C96C6CEF2851E0F24FA19C8EE62A6AF1384FBO65EDOB6C3EB38928AE887FE4CICB3FB64F64C(
9

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2955

5.454038856923952

false
48:AMZHGIWjMa7fMO8db1M5pV5VZbQSefgGOGNrSOUIRMINIr3BWN:Amyga7fMidbgPfZbQ5fgGOarS08N
DE58C4701135D023B0C6A39AE8B26DOF

D566765034CD1AA43CA7D725030CCB79A128B1FC
2AAAB42ACEE323DED28E41134C0C91CD4B7333B502BB579D7F050FF72109FC4A

OEE54CF796D592D399EF787304C21C5502C5B419FEE26F7DF5EECEES1D0BD01388147A1C4DA25B9A773964E989D0E7B47D018DBCFF6D97F5B21B1D0950D0AE
B

false

low

T ..8META:chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm... .Y_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.Hangout
SinkDiscoveryService;.{"cache"{"sinks":{},"g":{},"h":null},"manualHangouts":{}}.a_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.ldGenerator.cast
.RequestldGenerator..109136000.H_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.LogManager...['[2021-02-25 21:40:51.24][INFO][mr.Init] MR
instance ID: 5228f74e-c6d2-43dd-952a-223ec512bb70\n","[2021-02-25 21:40:51.24][INFO][mr.Init] Native Cast MRP is disabled.\n","[2021-02-25 21:40:51.24][INFO][
mr.Init] Native Mirroring Service is enabled.\n","[2021-02-25 21:40:51.25][INFO][mr.PersistentDataManager] removeTemporary_: 163 chars used\n","[2021-02-25 21:4
0:51.25][INFO][mr.PersistentDataManager] initialize: 163 chars used, 67 other chars\n","[2021-02-25 21:40:51.25][INFO][mr.CastProvider] Query enabled: true\n","[2021-
02-25 21:40:51.26][INFO][mr.CloudProvider]

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storagel\leveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

332

5.185103638291748

false
6:mN2wFfq2Pwkn23iKKdK8a2jMGIFUtpe20TZmwPe2PPkwOwkn23iKKdK8a2jMmLJ:AvYf5KK8EFUtp4T/PH5Jf5Kk8bJ]
8441D96921FE72638199FE0174DB20CE

AB87CBC61ACE9DODFOF728C6EBF6B958CB5E94421
AEOBA6CBEC839071569DFA07DC44E284E2E5815B03FB55954A7DB892A7A3FC59

F60631B6C136B534E82A843DF431AF928DABB50202B26EB428A411CE4BBFODAOCBBB3D495212096B94BA57B0BF001C2BCA7DEC2F474AES5586039AD83572A4E
BC

false

low

2021/02/25-21:40:41.389 1b84 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/0
2/25-21:40:41.391 1b84 Recovering log #3.2021/02/25-21:40:41.392 1b84 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.2448329057209975

false
6:mN2vL+g2Pwkn23iKKdKgXz4rRIFUtpe28MTzKWZmwPe287LVkwOwkn23iKKdKgXS:j+vYf5KkgXiuFUtptKW/PcV5Jf5KkgXS
AOAE91FB4FF3CB05BOF22F6E4DB3B334

DI9C286A3CD7E2469579361104E713FFCAO0E1262
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

7156A2F7F7850AF01C7A1BAF31888DBE3D9106D5514CFEO909E37088C357F6A0

6F7DF3B8D8EDSEED98A337D819F13AEB8288C02DFE902295D57E944AE7F1ECOACBBC3EB97E88CFDA9710FCD27E256FDCB5D52E39C678CD9D45FCEACEBG2!
89CC

false

low

2021/02/25-21:40:41.679 1b3c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/
02/25-21:40:41.680 1b3c Recovering log #3.2021/02/25-21:40:41.681 1b3c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Noti
fications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

114

1.9837406708828553

false

1B4FA89099996 CE3C9E5A0A9768230E8

9026E1E0906E3B3FEOE414EE814CC5A042807A04

537818AAFD0902A8B2D58B483674391E33E762B5E1E8CD226D873098CCE9C8F9
4279C9380ACC5AB329EC6BCDALOCCF0A7437CEF63845B63E741CE517042CFEB3340D2D362DD6BIE039BF55E61F484CCF72B8FD8477D1D0292E0B879CB94946

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.15055676412762

false
6:mN20zL+q2Pwkn23iKKdKrQMxIFUtpe2wzzKWZmwPe2wzILVkwOwkn23iKKdKrQMT:s+vYf5KkCFUtpAPKW/PARV5Jf5Kkt]
609813F8DCE01FA87E00BOE685BICBB3

74E25BB00066F079D8AA4ES3683E66978422CE49
EA020CAD48A425040993DA73415069C1D83144CFC9374ABE6GBBE7A07D11F886C

7CBEF15EF249E5CEB1AD6BF02C92783A3798D21C2001993816BDD7AD530C9AB6A92985667162F1E3EE40909DEE68B9674CBC8C17CD1E175CE46BB2AA7966AE
cB

false

low

2021/02/25-21:40:41.609 1b3c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/02/25-2
1:40:41.610 1b3c Recovering log #3.2021/02/25-21:40:41.610 1b3c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

348

5.1304234914563365

false
6:mN2Yuaq2Pwkn23iKKdK7Uh2ghZIFUtpe2CTXZmwPe2CTFkwOwkn23iKKdK7Uh2gd:JavYf5KklhHh2FUtpoX/PoF5Jf5KkIh9
48A05ABF293F1ED4244EFA3D78C6F7D9

029366531559757FCAF243DD7F68E5D4F5CC2C8E
2AD8014E7B607694E8A188BOE0268E3CB449A926DBA6767507C06486EF43C82D
640977B0877034B2D4A0A61D810A69514B6830DBIE900291CD1EF604462DB11415D1C1CIFC09A830C6176497CD8FBC3D0B74BD960FB7EB3DAF061A6EC5EF85¢
false

low

2021/02/25-21:40:41.345 1b40 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/02/25-21:40:41.346 1b40 Recovering log #3.2021/02/25-21:40:41.346 1b40 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.log .
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

296

0.19535324365485862

false

3:8E:8

C4DFOFB10C4332150B2C336396CE1B66
780A76E101DE3DE2E68D23E64AB1A44D47AT73207
18FAB4D13CDA7E1DEE12DC091019A110A7304B6A65FCOALF3E6173046BA38EF6
51F0B463E97063A2357285D684FF159FDF6099E57C46F13C83E9D3F09D7A7CF03C1BA684BCCF36232FC50834F95953C3C68675C7B05ABAF84DEF1C566A5F3F5E

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storagelleveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

430

5.25699261034456

false

12:PN+vYf5KKkFFUtpeB1KW/PeB3V5Jf5Kk0J:SYf5Kkfg6oXIFSKKK
753FBF4EA4F48E5COF7B2D1207F10254
743863911C09E90447D0158131EE7962EE55DBCC
55208604B741D6D9FC224EFE41FF661CD029B35B4B103D9037AB667FF1C3EA06

5923DE478FDB47F003EFE7612B4B2A6C9C29C282C9EO6AEGBSE41FIB5F12C43498DADD67C798B85DC5C4C53C3CC4A4EBBDGEFCA908C787E18B203BD456F3FS
7C

false

low

2021/02/25-21:40:41.637 1b3c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2021/02/25-21:40:41.638 1b3c Recovering log #3.2021/02/25-21:40:41.638 1b3c Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

432

5.249741997287712

false
6:mN28GAq2Pwkn23iKKdKusNpqgz4rRIFUtpe28pZmwPe28BcFkwOwkn23iKKdKusN9:EvYf5KkmiuFUtpW/PocF5Jf5Kkm2J
A563618A5D7C239A7757CDCEAFC5D27D

DOEDFEBAE8D51CEBD4BF09081BCIEBC6DB5083B0
2F9F263A8CAA37C15A82BFC64FCE3357A9875195C969DE9445343C0OFBEADIC61
22BF964516CA1D6FF3F126DF2263CFBDC569712F877358172837FE91ECD080223E1EFA2B1E943303F23D755A44F8666760565CC19DDD219D816019FF4D05F910
false

low

2021/02/25-21:40:41.681 1ba0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Platform Notifications/MANIFEST-000001.2021/02/25-21:40:41.684 1ba0 Recovering log #3.2021/02/25-21:40:41.685 1ba0 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiSession Storage\000003.log

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

19

1.9837406708828553

false

3:51:51

E556F26DF3E95C19DBAECA8F5DF0C341
247A89F0557FC3666B5173833DB198B188F3AA2E
BOA7B19404285905663876774A2176939A6ED75EF3904E44283A125824BDOBF3
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiSession Storage\000003.log

SHA-512: 055BC4AB12FEEDF3245EAAF0A0109036909C44E3B69916F8A01E6C8459785317FE75CA6B28F8B339316FC2310D3E5392CD15DBDB0OF84016667F304D377444E2E
Malicious: false
Reputation: low
Preview:
&f

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defl\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit): 5.285281704927617

Encrypted: false

SSDEEP: 6:mN2e+g2Pwkn23iKKdKusNpZQMxIFUtpe2IXZmwPe2J3VkwOwkn23iKKdKusNpZQq:PvYf5KkMFUtpZX/PZF5Jf5KKTJ

MD5: 9B5AF7B666A7C11719CD075819BB79BF

SHAL: FAOC67C03351F8DBESE9B4A29AF0A25280668377

SHA-256: D8FA7D5884BA3C466B369125F5A3CFBABIFIB2EBSCO1E22CB16D299C4EAA3098

SHA-512: 16EA7630F679B96D71ABIB426BE3BCA04B3A721464D71FD72COD2FEEC6D538CA6FFCDB538715A7F16F50D5DF15D744E659C168DD7131D4B79B58510B2A0FA1
8

Malicious: false

Reputation: low

Preview:

2021/02/25-21:40:57.838 1b78 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Session Storage/MANIFEST-000001.2021/02/25-21:40:57.839 1b78 Recovering log #3.2021/02/25-21:40:57.839 1b78 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storagel\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defla216b292-35e3-4a8a-8ccc-1298dac
27205.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.971623449303805

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5p7DHIShsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdHfHYhsBdLJlyH7E4f3K33y
MD5: 8CA9278965B437DFC789E755E4C61B82

SHA1L: 5776B6C90CA1D2DDC765ED673B5E6DC8EL167F0D6

SHA-256: A57D9231244C1FBDE58A1BF50CAD3A1E3EA28D042BFA272782B65139446E7C51

SHA-512: 3065FE0743AD8BE02F8C8FF6CF03B832B616DD08061EAE25A5106422228D45EB999EE2CBE4E9CI6D5FFC108CB817766240E27BF97E3E5C2A58081D369E2968F¢
Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516514667526","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\813890ff-223e-45e6-91fa-77fch9e
4b480.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.9616384877719995

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5pirhsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdHirhsBdLJlyH7E4f3K33y

MDS5: B0429187E1BE99DE4D548DC5B2EDEAOA

SHA1L: B3E07BEE5D753BF1B613BD2DE665C7C21E8184F6

SHA-256: D8DABBF936DAB4F17437ECA255020EA847D76D6B789F9486010C95E995CFEDO3

SHA-512: 233F7BDAA8B48A295E9F58CA52761829FE1044DA1DELIFBCAC407FADC8C7ABALEAFFD7CA7A4FBEG49EB3FD1815DC2E3619ACB2A22CESB2C7241E474CDBIAF2
F7ED

Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516523181804","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

296

0.19535324365485862

false

3:8E:8

C4DFOFB10C4332150B2C336396CE1B66

780A76E101DE3DE2E68D23E64AB1A44DA7AT73207

18FAB4D13CDA7E1DEE12DC091019A110A7304B6A65FCOALF3E6173046BA38EF6
51F0B463E97063A2357285D684FF159FDF6099E57C46F13C83E9D3F09D7A7CF03C1BA684BCCF36232FC50834F95953C3C68675C7B05AB4F84DEF1C566A5F3F5E

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defiLocal Storage\leveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

430

5.197635770801549

false

12:A+vYf5KkkGHArBFUtpoKW/PmuV5Jf5KkkGHAryJ:JYf5KkkGgPgllJf5KkkGga
3235C8628C7D27F343EDF1B549E1174F
8235788806EA293F2AFCALF790377ECD14614E7C
2C6826FA286711F7DCC10AEF341D33919D5E37AB573C344093F690F1444A2ACA

F8A70843206F28DFACD53345BA0DD7A918CEAF2A707D41A0B1EA4501CBD2BEEADD3EC053C8F19CDD93B27938509B8938CE2E892BC7F7C7567A31ADFF7F2B7
F81

false

low

2021/02/25-21:40:49.120 1b3c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda
\def\Local Storage\leveldb/MANIFEST-000001.2021/02/25-21:40:49.333 1b3c Recovering log #3.2021/02/25-21:40:49.336 1b3c Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\defi\Local Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiPlatform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

432

5.272635488379321

false

12:0vYf5KKkGHArqiuFUtpz/Pf5Jf5KkkGHArG2J:MYf5KkkGgCgLIfSKkkGg7
8BEEE1619F0214C43F6A16E1B2D171D8
985DE03197BD3C1FBAA00CEB244C52FD4EA06140
AEA643CB10560AAD41012045B40F9825608C75AC8ED48C68983F2C6DOCDC6EBF
002469E3F0F54012912203AA7B409886B81D0F2305A214AF6D9C417194F485044366E265D31CBB85CEBB770CDD32F1B122DD07406F08950CFE97042F4BDB3780
false

low

2021/02/25-21:40:49.340 1b78 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2021/02/25-21:40:49.344 1b78 Recovering log #3.2021/02/25-21:40:49.346 1b78 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

19

1.9837406708828553

false

3:51:51

E556F26DF3E95C19DBAECA8F5DF0C341
247A89F0557FC3666B5173833DB198B188F3AA2E
BOA7B19404285905663876774A2176939A6ED75EF3904E44283A125824BDOBF3
055BC4AB12FEEDF3245EAAF0A0109036909C44E3B69916F8A01E6C8459785317FE75CA6B28F8B339316FC2310D3E5392CD15DBDB0OF84016667F304D377444E2E

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defiSession Storage\000003.log

Reputation:

Preview:

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

418

5.202112235673865

false

12:9SVVYf5KKkGHArAFUtpf6g/Pf615If5KkkGHArfI:gMYf5KkkGgkgRJIfSKKkGgV
05F1B8399CF2C516D72CCCBCFFF45D6E
0BBD5472A7297EC710AB1F8EDCBB3F09D757CD97
3C7A9FACB425C8290149F01B1D5065F710F92B45F594CE163CACES4732E687D2

729F5938C6213A9AC54773E66221E126C8C85BDC8BFCBCCA9F16177D44D21AC447FBBOFBOELIE75BD329FD144EA380B95EE921DF6424B64E0D16535ABCF8065
E

false

low

2021/02/25-21:41:04.582 1b88 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2021/02/25-21:41:04.583 1b88 Recovering log #3.2021/02/25-21:41:04.583 1b88 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

38

1.9837406708828553

false

3:sgGg:st

45A8ECA4E5C4A6B1395080C1B728B6C9
8A97BBOE599775D9A10COFC53C4EDB29AA4CEBAE
DB320AB28DFF27CDAOA7F87B82F2F8E61B3178A6DE8503753D76F1172D32E08E

8EE91A3A1E77459273553F6A776C423A8EE95DBODCFA897771814B7AD13FD84F06BB2B859F22B6DDA384B39EAA91F1819F170BABEDG6DA16BDBCF5BCBO6CF2!
24

LFe Fo

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

324

5.214117857741695

false
6:mN2zeRAG2Pwkn23iKKdKplFUtpe24FUHzZmwPe26F2kwOwkn23iKKdKa/WLJ:zeRAVY{5KkmFUtpZHz/PKF25Jf5KkaUJ
42C5B9296450499F139279372A9A84F7

41BC5C3DA01589C02C949CEC80CA565B6DC30F3C
36A312085AA67B53681579E88C67A0F6A14713B0648EB4DA99464011551522CC
CB383A9DF4FC00E357316DB07DD160EA99D7B2CAG85EA70CB027797C70C2292D96A99ES554205F20A9FF31650167DDCD3939F44A4B58BIC4A851F5D2417454AF
false

low

2021/02/25-21:40:41.375 1b40 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/02/25-
21:40:41.381 1b40 Recovering log #3.2021/02/25-21:40:41.383 1b40 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/
000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

402

5.29691909346304
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

12:5vY{5KkkOrsFUtpXvP/PXE5Jf5KkkOrzJ:FYf5Kk+gt3uJf5Kkn

43E3003DDDEEED739CEE0958458505F9

B9A739A2261302529C0472E47FD00404D02D7DA8

D19F4BCOB75BC2A8176939FEBE7D577DF0472652E4423DF4316FD34F802D8405
B1ED093280EBF24FFB2CE9AEB873B639E54F5C36955F153FA4889C2FA099A666CE6232B5E94A2812B96F452B04A3292ECE1DAB7690241E5214956C4460D64E79
false

low

2021/02/25-21:40:51.258 1b78 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmb
meomcjbeemfm/MANIFEST-000001.2021/02/25-21:40:51.260 1b78 Recovering log #3.2021/02/25-21:40:51.261 1b78 Reusing old log C:\Users\user\AppData\Local\G
oogle\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Visited Links

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

24

3.599483981787689

false

3:SLNBp:oBp

C3551E701A4FB470C2AA25AC52BF143D
1F68151F9CA1AF227759F14E4BEFD7AEFD7B5FFB
149C7D859A85D786BB1CF35EB047E8525BCE10C4B4878BD718013F571A22D3C3
23D68BB7FC1A227C0303405D7E6201DA6A1CCE9523ABB6400COFA42FA08AF76B68CE08692889EE31BFI864A2FF3042A627393247B5B32415E261803A2180A23D
false

low

VP jiv......Q.8%..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\ab51f823-ac2b-46a9-9a18-88485413c168.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5695

5.183391493522796

false

96:ncM94cNurWalVzX5k0JCKL8xIkk1ijbOTIVuHnN:nc44cY1ldh4K4lkkQN
A31C113545E4308520B6A8AA31D6908C
3287FCBCCF446508F733A08348653886EF319BAE
OF47BE235C2BC8FB201995DBDA95SEDE4FAC8E620406BA92BEGE413F7838155DA
5E754A7B394D261953E6F933CEBEOEE3C7D7FAD52C7BB84E7BE7FD6CDE461C53C8442F74395A2153656564D1A677FE3F75CB6B8064461357DA038EE49E82FCE
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13258759241650376","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left
":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install:21843,"d
ata_reduction” '0","0","0","0 "0","0","0"
0","0","0"," 2042016"],"daily_received_length":[" "0","0","0","0"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\bd2236e6-47c7-44e8-aaeb-f63b91b37cc9.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5669

5.181512421637315

false

96:ncf94cNurWalVzX5k0JCKL8xIkk1ixbOTIVuHN:nc14cYIdh4K4lkkQn
A4307BA64BBABFEOCCOAFEAF8D64842B
6B30E4D14FC505BC46CD73098868C883F8B94A56
A09C8F7815826B821622498CF6152F336A3BCB5EFF33DA6E31C9591918F94B2D
3D63C6A516D59CB8A1AA2FF5AFCEC250BEA43B2F51624CF521785985554C9E8FC63A678F0466F69F2CF2D718FE0D134977119C6458C80004593F95CFIF2BAAOES
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\bd2236e6-47c7-44e8-aaeb-f63b91b37cc9.tmp

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13258759241650376","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al

|_tabs":false},"browser":{"has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left
":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install:21843,"d
ata_reduction":{"daily_original_length":["0","0","0","0" "o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0’ o","0","0","0","0","0","0","
0", 0", ","0","0" 2042016"),"daily_received_length™:["0","0","0","0","0","0","0 "0","0","0","0"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\c7fa8ddf-888d-4dc8-a8fd-22c29d6c5204.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22620

5.53580011473154

false
384:urWtCLIO5XV1kXqKf/ipUZNCgVLH2HfDIrUNHGWnZaAcw46:SLISV1kXgKf/pUZNCgVLH2HfdruxGWn1
7A154EAEB4E53C25A9173CC0130CD29B

9EC7DCF5FF24713DE7C12D36448FC496107E67DB
D8B1F5AF3B520D674F04DF2166FA79EA812CD79AC2180006C710D0353BC140B4

19371475DB9E50127C588AB99B695C2A54DAB013414D0BF4A6BAD82E7D8D39F31BDOCF60DEF4AA4BF533F9CDBBCB3F2DEDA1866AE166D7D691ADD6BD73BD
ABF6

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13258759241362339","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfextD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Rv:1gIFJ

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDI9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0!
89

false

low

MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

139

4.382469457561085

false

3:tUKot2R1PcuHNyZmwv3at2R1Ph/kSV8sat2R1Ph/kSWGv:mMN2WUEZmwPe2Y SVve2Y Stv
ECED818CC57B9FA7984D63DD42A1F249
414FA6B4AE9BFC614A237BE2C7COC65CODESDEDE
FO75FC10BDBA41CE7C10A7FF0284C7BF1584E33C3A19396BA1F695F86E952452
147B2FEFE7DC385ADCC1BD2952C51E04128A936474F456A7BES8COAF3ABC7746558803B3E00727346562539129DE93252C548146630C0B71B6A9F16DICEFC944
false

low

2021/02/25-21:40:48.001 1b14 Recovering log #3.2021/02/25-21:40:48.084 1b14 Delete type=0 #3.2021/02/25-21:40:48.084 1b14 Delete type=3 #2.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\MANIFEST-000004

Process:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\MANIFEST-000004

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

MPEG-4 LOAS

dropped

50

5.028758439731456

false

3:Ukk/VvxQRDKIVmt+8jzn:007t8n

031D6D1E28FE41A9BDCBD8A21DA92DF1
38CEE81CB035A60A23D6E045E5D72116F2A58683
B51BC53F3C43A5B800A723623C4E56A836367D6E2787C57D71184DF5D24151DA

E994CD3A8EE3E3CF6304C33DF5B7D6CC8207E0C08D568925AFA9D46D42F6F1A5BDD7261FOFD1FCDFADF1A173EFAE159EE1IDES125E54EFEE488A1220CE8SAF
04

false

Voo leveldb.BytewiseComparator.. #...........

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\f176bfa6-17a1-40b2-9808-d25a7d3d26b7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22618

5.535911834444205

false
384:urWtvLIO5XV1kXqKf/pUZNCgVLH2HfDIrUNHGZnZDnew4tk:fLISV1kXgKf/pUZNCgVLH2HfdrUxGZnV
D286B98A59F80E2895CECODCD7D4E286

B9CB83C8A0503D0033EEEBC3A5E254D000012B645
5F0C5F0C6BOFDC98506C5557D61E7AE2370F517ED28998F82559FA4A4ACD96A2

B8715560249C79AF54BCF32F58D4C9D432CA12CE88D274BBC38C3BDD1F4B88EE1E02473B5C0A7EBY84A649975435433CE231D93E94CBICB1AC281F98133ED4
F

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal "commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13258759241362339","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

338

5.2147625898719205

false
6:mN2enQaddSQ+q2Pwkn23iKKdKfrzAdIFUtpe2enQbQgZmwPe2enQ/QVkwOwkn23m:eNddSVvYf5Kk9FUtpO6Qg/POal5Jf5KF
F7305EA322DFE754EBB9425BA49F60DC

2FB4BD020DE458D4EOBFC8CESAF4AAF6EDS3B355
E18D56F7C3644A33C6371F31C9352946F84FEC5FAD3B1B4A894B8DDC3324DAE3

56A988E407CFAB1077319CDB280E891BFA59F48EOFC51BEAE412BA70CF919E7F80CDD52D16B3ABDIF8CC480A1434BB3CD5F27AEB56E6BBCBOCA8CEID6G662(
03C

false

low

2021/02/25-21:40:50.654 1b88 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata/MANIFEST-000001.202
1/02/25-21:40:50.655 1b88 Recovering log #3.2021/02/25-21:40:50.656 1b88 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_prot
o_db\metadata/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User DatalLast Browser

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

106

3.138546519832722

false

3:tblolIrJ51dQxI7aXVdJiG6RORIAL:tbdIrnQxZaHIGiOR6!
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C:\Users\luser\AppData\Local\Google\Chrome\User DatalLast Browser

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

DE9EFOC5BCCO012A3A1131988DEE272D8
FA9CCBDC969AC9E1474FCE773234B28D50951CD8
3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

CEA946EBEADFEGBEGS5E33EDFF6C68953A84EC2E2410884E12F406CAC1EGC8A0793180433A7EF7CEQ97B24EA78A1FDBB4E3B3DICDF1A827AB6FF5605DA3691
724

false

low

C..\.P.r.o.gram. .Files\G.o.0.gle\Chromel\Ap.p.licatio.nlchrom.e..ex.e.

C:\Users\luser\AppData\Local\Google\Chrome\User DatalLast Version

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

13

2.8150724101159437

false

3:Yx7:4

C422F72BA41F662A919EDOB70E5C3289
AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632
02E71EB4C587FEB7EEO0CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59
86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC4!
false

low

85.0.4183.121

C:\Users\luser\AppData\Local\Google\Chrome\User Data\a5098b39-921b-4d83-ba3a-52e687953ddb.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92724

3.746336758954295

false
384:f6wyth/QBHXWR8BNhrqvF/3GIfmHNCGSVrAjtixeDrbKrolmgbgfBtZ60nntNE1Js:ynSFFizOasenRv383rW/KFjBhT
F10A35ABBFCC93B94B6A9B7CA5CBIB51

1531DCCE9D83A5E7D01A6DDDACFE094BC79ADELB
22DDFD3E5D0C89B5869D7A52A4AD784D11F24712FA9BB8A73FF6FD62844A7B37

CEOBB81384C908EFE52A6F4F3EFD57895DA90A277A5E9F6AD3FEG8BEE246B56EBSCADEF83DF77D5CFCB450659B916862DEE1AF015B5F2A6A830E8C1A34C40(
2F

false

low

0j. *..C.\.P.R.O.G.RA~1\MIC.R.O.S.~.1\.0.ffic.e.l1.6\G.R.O.0.V.EEEX..D.LL..P..[)..%.p.ro.g.ramfiles.%.\m.i.c.r.o.s.oft. .officeloffice

.1.6. .g.r.o.o.v.eex..dll..Micros.oft .Office..2.0.1.6..*.M.icr.o.s.o.ft .O.neD.rive. for. .B.us.ines.s. .Exte.ns.io.ns....16..0..47.11..1.0
.0.0....*...C..\P.R.0.G.RA~1\M.I.C.R.O.S.~1\.0.fficel6\GRO.OV.EEX..D.LL...Micros.o.ft .Corp.ora.tio.n..28D..C.:\P.ro.g.ram. .Files\C.0o
.m.m.o.n. .F.iles\M..c.r.o.s.0ft .S.hared\O.F.FICE.16\ms.0shext.dl.@...U/..%.comm.o.n.p.ro.g.ramfiles.%.\micro.s.o.ft .share.d\o.f
fic.e.l6.\...ms.oshext.dll..M.icros.oft O.ffice.)..Micros.o.ft .Office..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1....D..C
\.P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Datalach745c5-9475-46b2-aced-b807c8514b68.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.747010542299055

false
384:J6wyth/Q6bAX3VcCR8NhrqvF/3GIfmHNCGSVrAjtIxeDrbKrolmgbgfBtZ60nntq:sySSFFizOasenRv383rW/KFjBhl
2671017EA08B19844D40088036660A11

3E51407511D3FF1A4B339B061EC5B8B704270826
48748D7D6078994E6EDF8768236568C6B0B8C48D4BAE9ACB52AD707DFC35C2CE
CD6A9FF8606C5225E50CD4862C5FCB7436E2077B1FDOA0634CDD50AFIFIC028826C8D7C89195CD1F48EA278C0OAF1053799849E734FAAG033D6269DC49BDEDS
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Datalach745c5-9475-46b2-aced-b807c8514b68.tmp

Preview:

[ FRRRR *...C.\.P.R.O.G.RA~1\MIC.R.O.S.~1\.0.ffic.e.l1.6\G.R.O.0.V.EEEX..D.LL.P..[)..%.p.ro.g.ramfiles.%.\m..c.r.o.s.o.ft. .offic.eloffice
.g.r.o.o.v.eex.dll..Micros.oft .Office..2.0.1.6..*.Micr.o.s.o.ft .O.neD.r.ive. .for. .B.us.ines.s. Exte.ns.ions...16..0..47.11..10
.C..\\P.R.O.G.RA~1\M.IC.R.O.S.~1\0Office.l.6\G.RO.O.V.EEX.D.L.L...Micro.s.o.ft .C.orp.ora.tio.n..28.D..C.:\Pro.g.ram. .Files\C.0o
.m.m.o.n. .F.ile.s\M..cr.o.s.0ft .S.hared\O.F.FICE.16\ms.0shext.dl.@...U/..%.comm.o.n.p.ro.g.ramfiles.%.\micro.s.o.ft .share.d\o.f
fic.e.l6.\...msoshext.dll..M.icros.oft Office.)..Micros.o.ft Office..Shell Extens.ion. Handlers....16..0..4.26.6..1.0.0.1....D..C
\.P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\b4e83329-d3b9-4db0-8cca-568978d4fd5d.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 165085

Entropy (8bit): 6.082020046311642

Encrypted: false

SSDEEP: 3072:MHEsmGflW7LtsevCLxZJasImhjp3gm4JaPIrnJFcbXaflBOu1GOJmAS3iuR0:gDflkhsXNZswa2bHaqfllUOoSiuR0
MDS5: E04C751C0B18F08983664871AE9FF1C8

SHA1L: 77ESEBE3CA374A5B6BD1D3AE895B22F628640D34

SHA-256: 76DA49D31C13D02DE56D47290428BFC5AC8C6256D5AB8EDD2E7DF820B1F58497

SHA-512: B18118061C9454A59110B2995454FE10912DFCAA478871268BE275BB08CA5SDD1761D81D90FEC172EFC75452B66731D01447363628AB632ADA6E07A70D199404E
Malicious: false

Reputation: low

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.61428564436891e+12,"network":1.614285647e+12,"ticks":302779923.0,"uncertainty":4548758.0}},"os_crypt":{"encrypted_key":"
RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIWIOHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4{8ZmMIOU1zXX60EUPPIYBISIOILG
eiMKIilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmgbufgFUSmMOzx4cW7Aup7spgps4DvgbPrwRg
UGQqSpRZvQkbO+yVH56WF9zMTtOAAAAAYRwWtY xjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2grad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_manager":
{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"di

C:\Users\luser\AppData\Local\Google\Chrome\User Datale7d9936c-39eb-46b5-987e-033bfb909415.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 165085

Entropy (8bit): 6.082020046311642

Encrypted: false

SSDEEP: 3072:MHEsmGflW7LtsevCLxZJasImhjp3gm4JaPIrnJFcbXaflBOu1GOJmAS3iuR0:gDflkhsXNZswa2bHaqfllUOoSiuR0
MD5: E04C751C0OB18F08983664871AE9FF1C8

SHA1L: 77ESEBE3CA374A5B6BD1D3AE895B22F628640D34

SHA-256: 76DA49D31C13D02DE56D47290428BFC5AC8C6256D5AB8EDD2E7DF820B1F58497

SHA-512: B18118061C9454A59110B2995454FE10912DFCAA478871268BE275BB08CA5DD1761D81D90FEC172EFC75452B66731D01447363628AB632ADA6E07A70D199404E
Malicious: false

Reputation: low

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.61428564436891e+12,"network":1.614285647e+12,"ticks":302779923.0,"uncertainty":4548758.0}},"os_crypt":{"encrypted_key":"
RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIWIOHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4{8ZmMIU1zXX60EUPPIYBISIOILG
eiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmgbufgFUSmMOzx4cW7Aup7spgps4DvgbPrwRg
UGQqSpRZvQkbO+yVH56WF9zMTtOAAAAAYRwWtY xjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2grad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_manager":
{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"di

C:\Users\user\AppData\Local\Temp\3cc13d65-885f-4f53-893f-07ce5223ad05.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:LiL

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1L: 3A52CE780950D4D969792A2559CD519D7EE8CT727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCI9EBC2A07E61F007BAF58FBFI4FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F28
F21

Malicious: false

Reputation: low

Preview:
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C:\Users\luser\AppData\Local\Temp\4526033d-5007-412a-b7cd-0225003d0ef0.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

Google Chrome extension, version 3

dropped

248531

7.963657412635355

false
3072:r+nmRykNgoldZ8GjICiIUXZSk+QSVh85PxEalRVHmMcld9R6YYfEp4ABUGDcaKkirv:k30F4Z4h45P99FId9RBQYBVcaxInfL
541F52E24FE1EF9F8E12377A6CCAEOCO

189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6
81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AALIAT8BCACFAS7D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

false
low
Cr24......c..... 0.."0..* H.oo O \7c.<........ Fto.8.2'5..9k...%....2...C.F.9.#4..e.xQ....... [..L]..3>u T 7. (yM.2V.<?..1a..07d.....A.H...MpB..T.m..Vn Ip..>k.|1..n.
<Fb..f.*Q1.....s..2..{*6....Pp....obM..1....... bl.....(uN'z.....v.F.W.X4."*eu...b......... \.FL.b..I5...2.q....... L]....w[T0.6....E....1.%Z.vFm.9..5!,.~g5...;.t... ... +A....u...k...e.&
LLerfyu...%. f....... N.V....<+...Lp{.z.)y.n.).......b....5.08K%..0.9..D.S.F50..<(...>.. \f.X..l.2."..w... 7fl.~.c.4.E....0..0..* H..........0.......)..b.*$W\$.q&.]zF _2..;...2.U,..

W.LL1.2. R.#.. W....cIKSW..$.J... #MLHZ.N U.ON.|b.l... { K@]6.LIP/... ](A..
@?v.;~..2..c...[OY0.. * H.=...* H.=...B. r..2.4Y.1.k.bRj5SI.8......H".

) HLQuy MG ix #2982, 0K LS. Y L %Ky 0L {0 20 (6
..Q{..FOD. .0..|L.A.L+.=.kP.L1.

C:\Users\luser\AppData\Local\Temp\6816_1641461432\manifest.fingerprint

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

66

3.9570514164363635

false

3:SVCBGERJd9WaHpYx4eiXoA:SVCWERJIdVMiXd
C6ABF42CB5AF869629971C2E42A87FD5
6EBOFAE28D9466E76FA12E31FE6CDADD3ACCE4D1
D281AFDA759075F4CB7D7CEEC4A3CB2AF135213B4D691F27090E13F238486AD1

EDDF7E4883E82718743C589E8F2E48BEAD948428E730231FEFADAD380853343332BC56C9DC61C963B3F537CD4865B06FF330CEF012B152CEA35F8A0AA2CTB5E
D

false

low

1.fd515ec0dc30d25a09641b8b83729234bc50f4511e35cel7d24fd996252eaace

C:\Users\luser\AppData\Local\Temp\6816_1877668474\manifest.fingerprint

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

66

3.9669759926795995

false

3:SfvHUTa8URTTH/BXDj6:SXD3TfB36

E3EDA33A5C956F4FC9C5BBDI1FF10252
182B989E299A3EC306622A9DD45C3B74A4DF6077
6D7A462B703F1617286B65BFE0116F267328BEFC379812BCE774D8C640289647
A49FF4979FEC3512C44899840CCF8D112806330C93812C515F09953B9B6DBA6B1DAB1828382D634235CF23E093C983AEFA860B7A75FDCB5F3F98DD928D4F47D
false

low

1.d730fdd6875bfdal9ae43c639e89fe6¢c24e48b53ecaf466b1d7de2001f97e03c

C:\Users\user\AppData\Local\Temp\6816_683499445\manifest.fingerprint

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

66

3.951770877866716

false

3:SdpDtmKQzaU5KEM8aMxUDT:S1U5eKUP

B32EF2DA53B87C2C9013454F36072740
794DD70931C56A4644AF3CCEAB006F11E3CBEA30
50CB95C1DC2E053A5CED7C612BECAC65B93FC4129BD070EB1FBABFB5B6558E48
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C:\Users\user\AppData\Local\Temp\6816_683499445\manifest.fingerprint

SHA-512: 46F145130978814BCOEESE91BFB27634BE36DCE49AC414105731A79D7F47F06459C40F799A63B18882AD7F3DB3E369F483927DEAB6SE2BBEB16E73423005AE7B
Malicious: false

Reputation: low

Preview:

1.805afe719fae8dbc158c2eb6cffa75123f3a32356d7c745aee5d978d9079216

C:\Users\luser\AppData\Local\Temp\ca69d301-407f-4c62-9494-e07c629d7208.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1L: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F28
F21

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Templeab219ef-4551-40ac-a34f-03f4acc5c73f.tmp E

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 768843

Entropy (8bit):  7.992932603402907

Encrypted: true

SSDEEP: 12288:cK2ED9wWjXNC1Gse83ru82/u0eKhgxuPFrDXgtbhPz54Pm1D0fBmfH1sBrJ9mTiDga:cK2ED9148seur0/uZKCuPNbgtbz6m1lob

MD5: A11D5CAF6BF849AEB84B0C95B1C3B7CF

SHA1L: 27F410CCBD75852C01C7464A1FD7EF8C29BE3916

SHA-256: DOE62ACE64AFC334330A7AC3A2CC657914FEB321F1F89AEE11D2A6D0OE7D81C31

SHA-512: 086C124DE3A01BE467647F3BCB4EA05105F690AB45417A0E3D38935ABA9E2381DF59AF98DOFFF7823CEFD5390B48807352E135AC70977AED7B413A8CC48FB59

Malicious: false

Reputation: low

Preview:
Cr24......c..... 0.."0.. % H.oo O \7c.<........ Fto.8.2'5..9k...%....2...C.F.9.#4..e.xQ....... [.L]..3> T 7. (yM.?2V.<?...la..07d.....A.H..."MpB..T.m..Vn Ip..>k.|1..n.
<Fb..f.*Q1.....s..2..{*6....Pp....obM..1....... bl.... (uN'z.. v FW.X4."*eu..b........ 6W..>Nuw9..R{c...Ng.H.K.AL...'v.k+..2.5.>Vv.....;.._~....tp....x.q.V...7.m.0.~{".0/q."..BK..4./

..mae...0....... DU...n..n.;.lpr..Q....:
.KHF(n3.\"...,g.c...6)..(.E..U..#i.a..;..N....P..x.0...(mC;|.5.S.{m.aEx...[..fP.i".y..5.R...v.$.....]-m .meni LWL RpbA L+ K R$e~.0.&C%.d. M. ). V. %...+1F
LD X\let<.....EB+.i@...8.M..&YR...l.0...,....[0Y0..* H="..* H=..B..ccooco.... r..2.+Y.l.k.bRj5SI.8....... H"i.-..".Q{...FOD. D.".N@.(..GK....m...A.0.."

<Y€ 0.0 F Ho 0......Mbh=.[O}.+.U

C:\Users\user\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\ locales\lam\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 17307

Entropy (8bit): 5.461848619761356

Encrypted: false

SSDEEP: 384:arfbEVrFvMP4rMhuDopC3vUuUFBYZV6uml:aHEVrFYMP4KuFvr6D6uml

MD5: 26330929DFOED4E86F06C00C03F07CE3

SHAL: 478F3B7E7A7E007BEE182B89C2EF6FFE6045E92C

SHA-256: 621B5139ED199022BB6529AF18ED4ADC312AE9F3E9OECAF3B2CI9E1D12114F5B22

SHA-512: 0BE6183A1BF12575C0F99960705D4249E79CDB8528C55FF132BE99A111F09494231ADBA36CD61B090A3B34C6971D68A29373BA346888E852C52E05DC14380682

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517":{..  "message": "...".. }.. "1213957982723875920": {..  "MESSAYE" "...... s srer wt ceerer ee e e 2 L "1282768764603190
75" {.. "message":".. ".. }.. "1428448869078126731":{.. "message" . }.. "1522140683318860351": {..  "message":
"1550904064710828958" {..  "message™ "....".. },.. "1636686747687494376™ {.. "message" "......".. },.. "1802762746589457177":{..
"1850397500312020388": {..  "message": ".$START_LINK$Google Home ....... $END_LINKS ... ...... Chromecast ..... ..... ? $START_SPANS$*$SEND_SPANS",..
"placeholde

C:\Users\luser\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\_locales\arimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\luser\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\_locales\arimessages.json

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 16809

Entropy (8bit): 5.458147730761559

Encrypted: false

SSDEEP: 192:01prkC78ImUjk8RkeryFOYPATXLZ8fsbE3/IFV6c8TEKdI:Jrp8JjA8RkerK0lc3wFV6euml

MDS5: 44325A88063573A4C77F6EF943BOFC3E

SHA1L: 78908D766F3E7AOE4545E7BD823C8ED47C7164EB

SHA-256: 67A439A08804EF4BEF261BDBADD8FOFEFD51729167D01EDCA99DD4AF57D6108B

SHA-512: 889C02BC986794C58C76022E78F57F867DD1D5217687F12D679A33A2DBIESA18F3A37CF94D8FE4585E747C78E4662EAB93361FF7D945990774C7CFCACCFB79D

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517":{..  "message": "...".. }.. "1213957982723875920": {..  "MESSAYE" ".. .. ceirs crerirt ere cet e e
"message”: "...... ....... " ). "1428448869078126731":{.. "message":"..........".. }.. "1522140683318860351":{..

"1550904064710828958": {..  "message":
}.. "1850397500312020388": {..  "message":
aceholders": {.. "END_LINK": {.. “"content”: "$1".. }e- "END_SPAN": {..

},.. "1636686747687494376" {.. "message":’ b

C:\Users\user\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\ locales\bgimessages.json

"1802762746589457177": {..
Chromecast .. $START_LINKS..... Google Home$END_LINK$. $START_SPANS$*$END_SPANS",.

"message":

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 18086

Entropy (8bit):  5.408731329060678

Encrypted: false

SSDEEP: 192:4jjpr342SIwPlasR9VhMKACVmrv8evj+3eXivOMbb2vVzCkwRV6EV6c8TEKdI:4ZrYo+rxT+qOV6Veuml

MD5: 6911CE87E8C47223F33BEF9488272E40

SHA1L: 980398F076BB7D451B18D7FDE2DE09041B1F55AD

SHA-256: 273DEFOF67FOFA080802B85EF6F334DES50A19408F46BDF41FOF099B1F5501EEA

SHA-512: CDB69405BB553E46DCF02F71B1A394307D0051E7FA662DFFEBA7888F30DD933F13C7FD6E32F1D7AEAEE8746316873B6E1D92029724ABDC75E49DCC092172EA
2

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517": {.. "message": "....... ".. }.. "1213957982723875920" {.. "MeSSage"™: .. i e e e e e W2 "12827687
6460319075": {.. "message": "o o e },.. "1428448869078126731" {.. "message": "........ .. "1522140683318860351": {.. "message":
e e e J e "1550904064710828958": {.. "message": },.. "1636686747687494376": {.. "18027627
46589457177 {..  "message": "..........".. }.. "1850397500312020388": {.. "message":"...... .. cccccrieer Chromecast . $START_LINK$ Google Hom
e$END_LINK$? $START_SPANS$*$END_SPAN: "o

C:\Users\user\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\ locales\bnimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 19695

Entropy (8bit):  5.315564774032776

Encrypted: false

SSDEEP: 384:PrUCrcTIOeswIW/Vre/sZn8TFfzheV6uml:IPswIWtoK8xfG6uml

MD5: FODDF525C07251282A3BFFCEE9AO9ABB

SHA1L: A343A078E804AF400A8F3E1891E3390DA754A5CD

SHA-256: C69C6C90F7EB8F10685CD815AF1F6F1B87CF30C4E8D95DF1D577DEL1105AAD227

SHA-512: EBD339C37162984672513019D470B92DF8B743DD69D4430361EF12D42FD1C208DBDE818A7BFE20BESA7D63CD6E02B3F4344DEA1CA4AEDB8719D789981A49DA4
C

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517": {.. "message": ".... ...".. },.. "1213957982723875920": {.. "MESSAGE"™: "iiii it s et s e e "128
276876460319075": {.. "message": " },.. "1428448869078126731": { "message": "...... oo .. "1522140683318860351": {.. "message":
e et e e e e e ".. }.. "1550904064710828958" {.. "message" ".. },.. "1636686747687494376" {.. "18027627
46589457177 {.. "message™: ".....".. },.. "1850397500312020388": {.. "message": "$START_LINK$ Google

C:\Users\luser\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\ locales\caimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15518

Entropy (8bit): 5.242542310885

Encrypted: false
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C:\Users\luser\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\ locales\caimessages.json

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

384:drGUBKxMF2ayv8FriccUVFmwf+7d9VKS3V6uml:dCUBKxMFBYOFE3UzmQ+zkSI6uml
A90CF7930E7C3BEC61EE252DEFAD5S74A
F630CA01114A7BDD39607CB84B8280CCE218A5C6
A533740E17559E2ADF40B4555C60F21EEC84E92C09CDBC19EED0O33A0B4DD2474

598F991B344FA6724617D6CE57BBOD6D64EF86B4F5317BF6ADSEDF4A3EG6BOA385094E7885F7A8FA2B107405B31C3D9F76E92315BC1D9BB52ACD4ECAD342917DI
1

false

low

{.. "1018984561488520517": {.. "message": "Es congela".. },.. "1213957982723875920":{..  "message": "Quina de les opcions.seg.ents descriu millor la vostra
xarxa?".. },.. "128276876460319075" {..  "message": "Detecci. de dispositius".. },.. "1428448869078126731":{.. "message": "Flu.desa del v.deo".. },.. "1522
140683318860351": {..  "message": "S'ha produ.t un error en la connexi.. Torneu-ho a provar.”.. },.. "1550904064710828958": {..  "message": "Correcta".. },..
"1636686747687494376" {.. "message": "Perfecta".. },.. "1802762746589457177": {.. "message”: "Volum".. },. "1850397500312020388": {.. "message":
"Pots veure el Chromecast a I'SSTART_LINKS$aplicaci. Google.Home$END_LINK$?$START_SPANS*$END_SPANS$",..  "placeholders™: {.. "END_LINK": {..
"content": "$1".. }- "END_SPAN": {.. "content": "$2".. }e- "START_LINK" {.. "

C:\Users\luser\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\ locales\cs\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15552

5.406413558584244

false

192:eVdprJrG5efiTk93ebrxZR1fdc8VDCwTIfTV6c8TEKdI: 2rMqiQerxQ88W7Veuml
17E753EE877FDED25886D5F7925CA652
8E4EC969777CCOCEB7C12D0C1B9D87EBBBIC4678
C562FCCFCE374D446BFAC30AC9B18FF17E7A3EF101C919FF857104917F300382

33D61F6327FC81D7A45AA2CC97922DC527F5F43E54AA1A1638DA6EE407024A2F10CFD82CC5C3C581C2E7B216276987CB26C3FA95198572E139ACF29CC5B7AD
B

false

low

{.. "1018984561488520517":{..  "message": "Video zamrz.".. },.. "1213957982723875920":{..  "message": "Kter. popis nejl.pe vystihuje va.i s..?".. },..
"128276876460319075" {..  "message": "Zji..ov.n. za..zen.".. },.. "1428448869078126731":{. "message": "Plynulost videa".. },.. "1522140683318860351" {..
"message": "P.ipojen. se nezda.ilo. Zkuste to pros.m znovu.".. },.. "1550904064710828958":{.. = "message": "Plynul.".. },.. "1636686747687494376":{.. "m
essage": "Perfektn.".. },.. "1802762746589457177":{.. "message": "Hlasitost".. },.. "1850397500312020388":{..  "message": "Vid.te sv.j Chromecast v.$ST
ART_LINK$aplikaci Google Home $END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders™: {.. "END_LINK™ {.. “content": "$1".. - "
END_SPAN": {.. “content": "$2".. }- "START_LINK": {.. "content"™: "$3"..

C:\Users\luser\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\_locales\daimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15340

5.2479291792849105

false

192:+Upr8XnlI1MY2kPuir8j7Rd3kb TWc4QtV6c8TEKdI:FrJ1H9br8h6eZCVeuml
FO8A313C78454109B629B37521959B33
3D585D52EC8B4399F66D4BESSCED10F4A034FCCC
23BF7E5EDF70291CA6D8F4A64788C5B86379EECB628E3DFA7DD83344612F7564
9F2868AEBBF7F6167A7EAL20FE65E752F9A65D1DC51072AA2413B2FDE374DA2D169D455A4788E341717F694179E6F1FA80413C080D9CD8CB397C3E84668CBFE
false

low

{.. "1018984561488520517": {..  "message": "Fryser".. },.. "1213957982723875920":{..  "message": "Hvilket af f.lIgende udsagn beskriver bedst dit netv.rk?"..
},.. "128276876460319075" {..  "message": "Enhedsregistrering".. },.. "1428448869078126731":{..  "message": "Videostabilitet".. },.. "152214068331
8860351":{..  "message": "Forbindelsen blev afbrudt. Pr.vigen.".. },.. "1550904064710828958":{..  "message": "Problemfri".. },.. "1636686747687494376" {..

"message": "Perfekt".. },.. "1802762746589457177":{.. "message": "Lydstyrke".. },.. "1850397500312020388": {.. "message": "Kan du se din Chromecast i $
START_LINK$ Google Home-appen$END_LINK$? $START_SPAN$*$END_SPANS$",...  "placeholders": {.. "END_LINK™ {.. "content": "$1".. e
"END_SPAN": {.. “content": "$2".. }- "START_LINK" {.. "content": "$3".. }e- "STAR

C:\Users\user\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\ locales\de\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15555

5.258022363187752

false
192:AJprM71A4qyJSwIk5KR5rtXsmvLOxhVw921YV6c8TEKAI:2re3jIS5A5rt8msA2KV6uml
980FB419ED6ED94AD75686AFFB4E4AC2E
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C:\Users\luser\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\_locales\de\messages.json

SHA1L: 871BFBCA6BCBA9197811883A93C50C0716562D57

SHA-256: 585C7814AFD2453232BC940252D4AE821D6E6CBCFD74A793F78E5DB8BAS342F1

SHA-512: 1681FA9C3BA882250A5005FB807D759EB8A634F1AA011725B1C865C0028BE7AB7BC16DC821A7F5BBFBA84C91E7D663ADE715284798E7E84E8FFF2D254488882|
Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517": {..  "message": "H.ngenbleiben".. },.. "1213957982723875920": {..  "message": "Welche dieser Aussagen beschreibt dein Netzwerk
am besten?".. },.. "128276876460319075" {.. "message": "Ger.teerkennung".. },.. "1428448869078126731":{..  "message": "Videowiedergabequalit.t".. },..
"1522140683318860351": {..  "message": "Fehler beim Herstellen der Verbindung. Bitte versuche es noch einmal.”.. },.. "1550904064710828958" {..  "message":
"Strungsfrei”.. },.. "1636686747687494376": {.. = "message": "Perfekt".. },. "1802762746589457177":{.. "message": "Lautst.rke".. },.. "18503975003
12020388" {..  "message": "Siehst du deinen Chromecast in der $START_LINK$Google Home App$END_LINK$? $START_SPANS$*$END_SPANS$",..  "placeholde
rs": {.. "END_LINK": {.. "content": "$1".. e "END_SPAN": {.. “content": "$2".. e "START_LINK™: {.

C:\Users\luser\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\_locales\el\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 17941

Entropy (8bit): 5.465343004010711

Encrypted: false

SSDEEP: 384:S0rDuhLh41cZrP3TzDBknbpgo6djlV6uml:S0fuBh46ZD3TzDinbpgoUK6uml

MDS5: 40EB778339005A24FF9DA775D56E02B7

SHA1L: B00561CC7020F7FE717B5F692884253C689A7C61

SHA-256: F56BF7C171AA20038EE30B754478B69A98F3014C89362779B0A8788C7BIBEEEL

SHA-512: 8BED281A33EC1E4E88A9F9D62BB13FE0266COFAF8856D1DC2A843D26DD3CESE7D1400FD3325ABD783B0364EC4FB1188AD941D56AEBI073BC365BEOD12DE6GC
013

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517":{..  "message": " ".. }.. "1213957982723875920" {.. "message": " e e e . .. "1282768

76460319075" {.. "message": " : "1428448869078126731": {.. "message": " },.. "1522140683318860351" {.. "message": "........
................ ".. }.. "1550904064710828958": {.. "message": ".....".. },.. "1636686747687494376": {.. "message™: ".....".. },.. "1802762746589457177" {.
"message" },.. "1850397500312020388": {..  "message Chromecast .... $START_LINKS........ Google Home$END_LINK$; $START_SPAN

$*$END_SPANS$",..  "placeholders": {.. "END_LINK™: {.. "content

C:\Users\user\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\ locales\enimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 14897

Entropy (8bit): 5.197356586852831

Encrypted: false

SSDEEP: 96:2MKUOp5N7GTNMRuvEMObIt3FXGKW6/5NKkQINIKIhnNH3t9F410sUA+ISN6cGDSYR:VKzprogudTGkWarkeJhdIR+V6c8TEKdI
MDS5: 8351AF4EA9BDD9C09019BC85D25B0016

SHA1L: F6EC1FFD291C8632758E01C9EE837B1AD18D4DCF

SHA-256: F41C82D8A4F0E9B645656D630C882BE94A0FB7F8CECOFE864B57298F0312B212

SHA-512: 75672B57F21F38F97341AD76A199AD764E9FBAB2384D701BF6EBO6CEFDE6SC4F20F047F9051A4E30D99621E5C1FBBDBIE38EBD2B47470806704B38DA130A146C
Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517": {..  "message": "Freezes".. },.. "1213957982723875920"™: {..  "message": "Which of the following best describes your network?"..
},.. "128276876460319075": {..  "message": "Device Discovery".. },.. "1428448869078126731" {. "message": "Video Smoothness".. },.. "1522140683318860

351":{.. "message": "Connection failed. Please try again.".. },.. "1550904064710828958": {.. "message": "Smooth".. },.. "1636686747687494376": {..
"message": "Perfect".. },.. "1802762746589457177":{.. "message": "Volume".. },. "1850397500312020388": {.. "message": "Are you able to see your Chrom
ecast in the $START_LINK$ Google Home app$END_LINK$? $START_SPANS$*$END_SPANS$",..  "placeholders": {.. "END_LINK™ {.. “content™: "$1"..
1. "END_SPAN": {.. “content": "$2".. L "START_LINK": {.. “content": "$3".. e "START

C:\Users\luser\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\ locales\es\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15560

Entropy (8bit): 5.236752363299121

Encrypted: false

SSDEEP: 192:NAgprfylpTCukFr+1DlyDRoanvV6c8TEKdI:KMrg6FrmvVeéuml

MD5: 8A70C18BB1090AA4D500DE9ESE4AQOEF

SHAL: 8AFC097FA956C1317DB0835348B2DA19F0789669

SHA-256: FF173D1CEF665B1234E02F11070ABD2B65230318150734579A03C7F31B4AE3F4

SHA-512: 140BAF40A4ABE9BBAF0855BO0EBB7DFDF17869EDFC4EE1037C5EA7FDDSEDEBD4850E055B6A4D7B8782657618BCE1517813779BA01BA993CC838BB43EOBE71E
EEE

Copyright null 2021 Page 37 of 49



C:\Users\user\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\ locales\es\messages.json

Malicious: false
Reputation: low
Preview:

{.. "1018984561488520517": {..  "message": "Congelaci.n de im.genes".. },.. "1213957982723875920":{..  "message": ".Cu.l de las siguientes respuestas descr
ibe mejor tu red?".. },.. "128276876460319075": {..  "message": "Detecci.n de dispositivo".. },.. "1428448869078126731" {.. "message": "Fluidez del v.deo"..
},.. "1522140683318860351": {..  "message": "Error en la conexi.n. Vuelve a intentarlo.".. },.. "1550904064710828958":{..  "message": "V.deo fluido".. },..
"1636686747687494376": {.. "message": "Perfecta".. },.. "1802762746589457177": {.. "message”: "Volumen".. },.. "1850397500312020388":{..  "message":
".Puedes ver tu Chromecast en la $START_LINKS$aplicaci.n Google.Home$END_LINK$? $START_SPANS$*$END_SPANS$",..  “placeholders™: {.. "END_LINK™ {..
“"content”; "$1".. e "END_SPAN": {.. "content": "$2".. L "START_LINK": {..

C:\Users\luser\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\_locales\etimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15139

Entropy (8bit): 5.228213017029721

Encrypted: false

SSDEEP: 96:Z48bxhWYp5Ny5M63niwAKD4rrJSI2RkPXh9P5NFP2+NBMUOljewUEVez3QOiSevy:ikxprot3lYkf/rHBcOKsUV6c8TEKdI

MDS5: AB2F12BCBA6D2C579212CA2FFI0F8266

SHA1L: F7E964A2D9BBDA364252BCESCFBA3FD34FDD825E

SHA-256: 3EB3EBOB3B4A8E5A477D1B3C3A3891CCC7DC6BB879ECE243A7BD7C478068273D

SHA-512: E300201245CO00ADEC8F39D586875F8FA4607AB203572BF3CE353C1CA7CDCA05B8786810CAOCEE27E4EAS4ASEFD53690F1EA7AA4148CFF472A66BB112027235¢€
6

Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517": {..  "message": "Hangub".. },.. "1213957982723875920":{.. "message": "Milline j.rgmistest v.idetest kirjeldab k.ige paremini teie
v.rku?".. },.. "128276876460319075":{.. "message": "Seadme tuvastamine".. },.. "1428448869078126731" {.. "message": "Video sujuvus".. },.. "152
2140683318860351": {..  "message": ".hendamine eba.nnestus. Proovige uuesti.".. },.. "1550904064710828958":{..  "message": ".htlane".. },.. "163668674768
7494376": {..  "message": "T.iuslik".. },.. "1802762746589457177":{.. "message": "Helitugevus".. },.. "1850397500312020388":{.. = "message": "Kas n.ete
oma Chromecasti $START_LINKS$rakenduses Google Home$END_LINK$? $START_SPANS$*$END_SPANS$",...  "placeholders™: {.. "END_LINK™": {.. "conte
nt": "$1".. }e- "END_SPAN": {.. "content": "$2".. }- "START_LINK": {.. “"content": "$3"..

C:\Users\luser\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\_locales\faimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 17004

Entropy (8bit): 5.485874780010479

Encrypted: false

SSDEEP: 192:rngalpriX/t9wkjTIrs3hqaXxRQdiIMDnD+LhfHdoltV6c8TEKdI:4rin5ru1X7QdOMICtV6uml

MD5: 852BD3CFF960F1BC3A2AAB3CB3874EF9

SHA1L: CIOF6F3C776542889FE3B67971D65ACFE048A3A0A

SHA-256: D87597B6C10364501B98AA42524843F109009CCEF022D8E0170440D7F144F4C6

SHA-512: 2A7AE4AD70E33E53EE31831CE2E61DD8DF103C4170EC483BDA14B8788E5DD536EEE84DBA340CACBDF16889C7E6465B48D82C4714E746E8A7B372D12CBDF371
95

Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517": {.. "message": " M} "1213957982723875920": {.. "message": "
276876460319075": {.. "message": " 1428448869078126731": {.. "message": " " .
},.. "1550904064710828958": {.. "message": "....".. },.. "1636686747687494376" {.. "message": "....".. },..
"message" },.. "1850397500312020388™ {..  "message" Chromecast ... .. .. $START_LINKS ...... Google Home$END_LINKS ....... $START_SPA
N$*$END_SPANS$",..  "placeholders™: {.. "END_LINK" {..

C:\Users\user\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\ locales\fiimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15268

Entropy (8bit): 5.268402902466895

Encrypted: false

SSDEEP: 192:efMprYXiYUNpj5Coik1tXxrUhvUzSPWV6c8TEKdI:elrjbjosdrusWVveuml

MDS5: 3902581B6170D0CEA9B1ECF6CC82D669

SHA1L: C8208AC2B1DD6D4F8BDAAE01C8BD71FFFASA732B

SHA-256: D2A8180225A83A423BB6E17343DFA8F636D517154944002ED9240411B8COC5EL

SHA-512: 612FDD8A3C5051F0A4F1E11E50B5D124B337C77D62D987D35C2AF9EO08AFC6AFCEBAEESDA0FDFBCD1E1889F39758B96FAECBF6C6D1CF146C741A5261952050!
21

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\ locales\fiimessages.json

Preview:

{.. "1018984561488520517": {..  "message": "Pys.htyy".. },.. "1213957982723875920":{.. "message": "Mik. seuraavista kuvaa parhaiten verkkoasi?".. },..
"128276876460319075" {..  "message": "Laitteiden tunnistaminen”.. },.. "1428448869078126731":{.. "message": "Videon tasaisuus".. },.. "152214068331886
0351"{.. "message": "Yhteys ep.onnistui. Yrit. uudelleen.".. },.. "1550904064710828958":{..  "message": "Tasainen".. },.. "1636686747687494376" {..

"message": "T.ydellinen".. },.. "1802762746589457177":{.. "message": "..nenvoimakkuus".. },.. "1850397500312020388":{..  "message": "N.etk. Chromecastisi
$START_LINK$Google Home .sovelluksessa$END_LINK$? $START_SPANS$*$END_SPANS$",..  "placeholders": {.. "END_LINK": {.. “content": "$1"..
1. "END_SPAN": {.. “content; "$2".. e "START_LINK": {.. “content": "$3".. e

C:\Users\luser\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\_localesl\fillmessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15570

5.1924418176212646

false

192:+esprzAsQp68wlJYkMyr2k0jR1/7RrluV6c8TEKdI:Gr78JDMyrROtJuV6éuml
59483AD798347B291363327D446FA107
C069F29BB68FA7BA2631BOBF5BBF313346AC6736
DD47530EAE96346CD4DC3267A0BB1091BB17B704803A93CDA2E3E81551B94F12

091595CA135E965ED3DE376873541117F0E7ASEBDEB4714833EFDD6C820234373891BESDEC437BA85CCB79CCCA053D407E6ADAL7EBDAE7D313324A48775C0C
0

false

low

{.. "1018984561488520517": {..  "message": "Hindi gumagalaw".. },.. "1213957982723875920":{..  "message": "Alin sa sumusunod ang pinakamahusay na
naglalarawan sa iyong network?".. },.. "128276876460319075" {..  "message": "Pagtuklas ng Device".. },.. "1428448869078126731":{.. "message": "Pagka-s
mooth ng Video".. },.. "1522140683318860351":{..  "message": "Hindi nakakonekta. Pakisubukang muli.".. },.. "1550904064710828958": {..  "message": "Smoot
h".. },.. "1636686747687494376" {.. "message": "Perpekto”.. },.. "1802762746589457177": {.. "message”: "Volume".. },.. "1850397500312020388": {..
"message": "Nakikita mo ba ang iyong Chromecast sa $START_LINK$ Google Home app$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders™ {..
"END_LINK": {.. “content”: "$1".. o "END_SPAN": {.. “content": "$2".. 1o "START_LINK": {.. “content": "$

C:\Users\luser\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\_locales\frimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15826

5.277877116547859

false
192:nLZprAZg3EkV3sjriCe8L/1Va7ltlrixLAkoYHHavV6c8TEKdI:vrW+2jrI7TdLAK3MV6uml
9B416146FE4F1403C2AACACADCF1A5C3
616F055C9FADACE972DF82EC8A9B2F4EDA3E7FAD
7C7F5758F54008190ACCDDBD1761CBD980FB5FE0847E992874498228D2571DBC

6E8E70380A8C6E2C0587ADFF6AE36963EC76694904841CE1DFE4EEE215B917AD3E8AF727555627FBDF6B8BAGA4A0674D2B90ACAEI331B6628A32F4C4348FB51
B

false

low

{.. "1018984561488520517": {..  "message": "Se fige".. },.. "1213957982723875920":{..  "message": "Parmi les propositions suivantes, laquelle d.crit le mieux
votre r.seau.?".. },.. "128276876460319075":{..  "message": "D.tection d'appareils".. },.. "1428448869078126731":{.. "message": "Fluidit. de la vid.o".. },..
"1522140683318860351": {..  "message": ".chec de la connexion. Veuillez r.essayer.".. },.. "1550904064710828958":{.. = "message": "Fluide".. }.. "163
6686747687494376" {..  "message": "Parfaite”.. },.. "1802762746589457177":{.. "message": "Volume".. },.. "1850397500312020388":{..  "message": "Votre
Chromecast est-il visible dans 'SSTART_LINKS$application Google.Home$END_LINK$.? $START_SPANS$*$END_SPANS$",..  "placeholders™ {.. "END_LINK": {..
"content"; "$1".. e "END_SPAN": {.. “content": "$2".. 1o "START_LINK": {..

C:\Users\user\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\ locales\guimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

19255

5.32628732852814

false

384:Hg2Mr+qPIIKYMdzKgXr3dGsGF+yAK37Wf7Cy/Veuml:KxzTVgX7ykjeuml
68B03519786F71A426BAC24DECA2DD52
BBE6608932EC5CEC4BC3C5475BFC3E312D2E2E7D
C77A4D27E9E6CA25B9290056D93A656E3EBE975957E4C2EE9FOFB11B133D5CD4
5FFE06A10774877AF25E05BA07F3032CC52F874896D67E320F4EF9D524A22E40B462CC6206700E9557EB354FA2730172DC6912EBCA49C671FBOEF155B17F9EFF
false

low
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C:\Users\user\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\ locales\guimessages.json

Preview:

{.. "1018984561488520517": {.. "message": ".....".. },.. "1213957982723875920" {.. "MESSAgE": e e et s e e ?".. }.. "128276876

460319075": {.. "message": "..... ..".. },.. "1428448869078126731": {.. "message™: "........ ... ".. }.. "1522140683318860351" {.. "message™: "....... cooeee s

. "1550904064710828958": {.. "message’ ".. }.. "1636686747687494376" {.. "message": . },.. "1802762746589457177'
"1850397500312020388": {..  "message": "... ... $START_LINK$ Google Home ..$END_LINKS... Chromecast..

-

"message'

C:\Users\luser\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\_locales\hiimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

19381

5.328912995891658

false

384:zrGrSmhKy7KyY+bNEDqgIQdrMEPxtShJV6uml:zBqG6QdwEPrW6uml
20C86E04B1833EA7F21C07361061420A
617COD70E162CF380005E9780B61F650B7A39F9B
C2C27CA242DBDE600BA3AA7782156BC2B190A64D8A1B51EDC8007BDECA139553
9FB91AABE0226519E298B1136E8A1A3C1879DB7FOE6052AF1BFD55921CD698346278D04602510680A9695A76DD5C96D9665380580044C50D81392BB2CB3ESEYS

false
low
{.. "1018984561488520517":{..  "message": "...".. }.. "1213957982723875920":{.. "message": " . b "128276
876460319075": {..  "message™: ".......".. }.. "1428448869078126731":{.. "message": ".............". }.. "1522140683318860351" {..  "message": "

}.. "1550904064710828958" "message": "....... ".. }.. "1636686747687494376" {.. "message": M. "1802762746589457177": ..
},.. "1850397500312020388" {..  "message™: ".... .. $START_LINK$ Google Home ......... $END_LINKS ... ... Ch

C:\Users\luser\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\_locales\hrimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15507

5.290847699527565

false

192:Pdapr6h85tRwVQgkvJryLkla5Kfndg/V6c8TEKdI:Arwot2Q7BryVce/Véuml
3ED90E66789927D80B42346BB431431E
2B061E3271DF4255B1FFC47BDB207CDECOD9724F
0B41E3C42414F72C9A12C05F8772597F9685115366A774C66018467AD4AB71A74
92BE43F1FFC8EFBF5BBC50573AC4C65F6104416A5B6CD04404C3A9854CA3DCF2A43A4044C168590CDF83887D234495843572331ADCD5B020D2E48A3956F3C1€
false

low

{.. "1018984561488520517": {..  "message": "Zamrzavanje".. },. "1213957982723875920": {.. "message": "Koje od sljede.eg najbolje opisuje va.u mre.u?".. },..
"128276876460319075": {..  "message": "Otkrivanje ure.aja".. },.. "1428448869078126731":{.. "message": "Ujedna.enost videoreprodukcije".. }.. "1
522140683318860351": {..  "message": "Povezivanje nije uspjelo. Poku.ajte ponovo.".. },.. "1550904064710828958": {..  "message": "Glatko".. },.. "16366867
47687494376™ {.. "message": "Savr.ena".. },.. "1802762746589457177":{.. "message": "Glasno.a".. },. "1850397500312020388":{.. "message": "Vidite li
svoj Chromecast u $START_LINK$aplikaciji Google Home$END_LINK$? $START_SPAN$*$END_SPANS$",..  “"placeholders": {.. "END_LINK™": {.. "co
ntent™: "$1".. }. "END_SPAN": {.. "content": "$2".. }e- "START_LINK™: {.. “content™: "$3"..

C:\Users\user\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\ locales\huimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Copyright null 2021

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15682

5.354505633120392

false

192:CCEAproS9fZv+JIwkDMrC2NSxoSgbV6c8TEKdI:5r5VZv+RDMrazoVéuml
8E9FF7E49473C5734A2F6F0812E12EB3
A4F10DDD1580582533D5EB59EDF6D8048F887C81
6CDD2FB39ADECEOOE88B989E464B05ED1414092D0492F6D0AES8D549BFD1A46A

E9A4AF31B1A276F395599BB620A3164CABF3459F3C102DD3F57DFEA734510BD985DEG5CB409E1975559ACCC615075439A08E1DEBE22C90A0ABCAA3CAFEET9/
Cc7

false

low

{.. "1018984561488520517": {..  "message": "Lefagy".. },.. "1213957982723875920":{..  "message": "Az al.bbiak k.z.| melyik jellemzi legjobban h.l.zat.t?".. },..

"128276876460319075": {..  "message": "Eszk.zfelfedez.s".. },.. "1428448869078126731": {.. "message": "Vide. folyamatoss.ga".. },.. "1522140683318860351"

:{..  "message": "Sikertelen kapcsol.d.s. K.rj.k, pr.b.lja .jra.".. },.. "1550904064710828958":{..  "message": "Folyamatos".. },.. "1636686747687494376": {..

"message": "T.k.letes".. },.. "1802762746589457177":{.. "message": "Hanger.".. },.. "1850397500312020388":{..  "message": "L.tjia a Chromecastot a $STA

RT_LINK$Google Home alkalmaz.sban$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders™ {.. "END_LINK": {.. "content™: "$1".. }e-
"END_SPAN": {.. "content": "$2".. He- "START_LINK™: {.. "content":
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C:\Users\luser\AppData\Local\Temp\scoped_dir6816_811571267\CRX_INSTALL\_locales\idimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15070

Entropy (8bit): 5.190057470347349

Encrypted: false

SSDEEP: 192:GsprMtChjkWfrEWLOKRCNEOWV6c8TEKdI:9rtAEr3LTRUWV6UMI

MD5: 7ADF9F2048944821F93879336EB61A78

SHA1L: C3DA74FB544684D5B250767BBOCB66FFB7C58963

SHA-256: 3630947E1075E3663AD3E4824D0BE42CB47C0D615D8053E83B9595047C8BAIBE
SHA-512: 1F28BB80E1839C5581106BEA3AE2501C7618249D7E3115819F5A9A87771D59F5DE346C1BIC87F7FFC390604D5B9888CE738E25F2F04A094002A0FB3B22CBEC95
Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517": {..
jaringan Anda?".. },..

"128276876460319075": {..

"message": "Membeku".. },.. "1213957982723875920": {..
"message": "Penemuan Perangkat".. },..

"1428448869078126731": {..

"message": "Dari berikut ini, manakah yang paling mendeskripsikan
"message": "Kelancaran Video".. },..

"1522140683318860351": {.. =~ "message": "Sambungan gagal. Coba lagi.".. },.. "1550904064710828958": {..  "message": "Lancar".. },.. "1636686747687494376"
:{.. "message":"Sempurna”.. },. "1802762746589457177":{.. "message": "Volume".. }.. "1850397500312020388":{.. "message": "Bisakah Anda melihat
Chromecast di $START_LINK$aplikasi Google Home$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders": {.. "END_LINK": {.. "content": "
$1". }e- "END_SPAN": {.. "content™: "$2".. e "START_LINK": {.. “content": "$3"..
Static File Info
No static file info
Network Behavior
Network Port Distribution
Total Packets: 110
® 53 (DNS)
® 443 (HTTPS)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Feb 25, 2021 21:40:45.096225977 CET 49736 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.097192049 CET 49738 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.168412924 CET 49741 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.229932070 CET 443 49736 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.230060101 CET 49736 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.234747887 CET 443 49738 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.234878063 CET 49738 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.269690990 CET 49736 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.269876957 CET 49738 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.302088976 CET 443 49741 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.302180052 CET 49741 443 192.168.2.4 167.89.123.122
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 25, 2021 21:40:45.303126097 CET 49741 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.403250933 CET 443 49736 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.404087067 CET 443 49736 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.404141903 CET 443 49736 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.404191017 CET 443 49736 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.404238939 CET 443 49736 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.404289007 CET 49736 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.404355049 CET 49736 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.407051086 CET 443 49738 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.408497095 CET 443 49738 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.408560038 CET 443 49738 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.408621073 CET 443 49738 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.408626080 CET 49738 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.408675909 CET 443 49738 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.408719063 CET 49738 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.438083887 CET 443 49741 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.440696955 CET 443 49741 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.440754890 CET 443 49741 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.440814018 CET 49741 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.440814972 CET 443 49741 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.440867901 CET 443 49741 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.440915108 CET 49741 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.695804119 CET 49736 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.697011948 CET 49738 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.698056936 CET 49741 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.829508066 CET 443 49736 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.831614971 CET 443 49741 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.833898067 CET 49741 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.834501982 CET 443 49738 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:45.959193945 CET 49736 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.959747076 CET 49738 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:45.967765093 CET 443 49741 167.89.123.122 192.168.2.4
Feb 25, 2021 21:40:46.059190989 CET 49741 443 192.168.2.4 167.89.123.122
Feb 25, 2021 21:40:46.092200994 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.138238907 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.138338089 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.138607025 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.185216904 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.186906099 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.186924934 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.187010050 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.187043905 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.197751999 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.197953939 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.198138952 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.246115923 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.246133089 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.246145964 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.246156931 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.246208906 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.246591091 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.304336071 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.304718018 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.305037975 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.305392027 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.305700064 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.306035995 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.332461119 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.349530935 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.349901915 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.350464106 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.350492954 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.350517035 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.351279020 CET 443 49744 151.101.1.195 192.168.2.4
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Feb 25, 2021 21:40:46.351320982 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.351352930 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.351358891 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.351375103 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.351397991 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.351428032 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.351448059 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.351450920 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.351491928 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.351502895 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.351528883 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.351542950 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.351567984 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.351586103 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.351608992 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.353236914 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.353280067 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.353296041 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.353322029 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.354902029 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.354978085 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.355071068 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.355123997 CET 49744 443 192.168.2.4 151.101.1.195
Feb 25, 2021 21:40:46.356698990 CET 443 49744 151.101.1.195 192.168.2.4
Feb 25, 2021 21:40:46.356736898 CET 443 49744 151.101.1.195 192.168.2.4

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Feb 25, 2021 21:40:34.734522104 CET 59123 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:34.790865898 CET 53 59123 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:35.972237110 CET 54531 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:36.023984909 CET 53 54531 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:36.941675901 CET 49714 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:36.999326944 CET 53 49714 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:37.811148882 CET 58028 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:37.859842062 CET 53 58028 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:38.694195032 CET 53097 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:38.747512102 CET 53 53097 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:39.533368111 CET 49257 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:39.584446907 CET 53 49257 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:40.416198969 CET 62389 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:40.467854977 CET 53 62389 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:41.544291019 CET 49910 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:41.596034050 CET 53 49910 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:44.055166960 CET 63153 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:44.106873035 CET 53 63153 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:44.913562059 CET 52991 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:44.917016029 CET 53700 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:44.924336910 CET 51726 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:44.950102091 CET 56794 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:44.973767042 CET 53 52991 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:44.975161076 CET 53 51726 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:44.985008955 CET 53 53700 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:44.998583078 CET 53 56794 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:46.011910915 CET 56627 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:46.025914907 CET 56621 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:46.081907034 CET 53 56627 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:46.091387033 CET 53 56621 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:46.231648922 CET 63116 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:46.300012112 CET 53 63116 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:46.306649923 CET 64078 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:46.366175890 CET 53 64078 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:46.581906080 CET 64801 53 192.168.2.4 8.8.8.8
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Feb 25, 2021 21:40:46.635662079 CET 53 64801 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:46.795720100 CET 61721 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:46.820035934 CET 51255 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:46.857541084 CET 53 61721 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:46.864165068 CET 61522 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:46.881892920 CET 53 51255 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:46.930825949 CET 53 61522 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:46.957978010 CET 52337 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:47.006833076 CET 53 52337 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:47.062146902 CET 55046 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:47.110824108 CET 53 55046 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:47.789551973 CET 49612 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:47.839423895 CET 53 49612 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:47.963212967 CET 49285 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:48.012749910 CET 53 49285 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:48.580615997 CET 50601 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:48.648298025 CET 53 50601 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:49.490230083 CET 60875 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:49.569485903 CET 53 60875 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:51.179030895 CET 60579 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:51.227988005 CET 53 60579 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:52.099646091 CET 50183 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:52.148605108 CET 53 50183 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:52.930550098 CET 49228 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:52.979130983 CET 53 49228 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:54.451356888 CET 55916 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:54.510742903 CET 53 55916 8.8.8.8 192.168.2.4
Feb 25, 2021 21:40:59.757529974 CET 60542 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:40:59.811772108 CET 53 60542 8.8.8.8 192.168.2.4
Feb 25, 2021 21:41:03.287744045 CET 60689 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:41:03.340877056 CET 53 60689 8.8.8.8 192.168.2.4
Feb 25, 2021 21:41:04.764492035 CET 64206 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:41:04.813308001 CET 53 64206 8.8.8.8 192.168.2.4
Feb 25, 2021 21:41:05.566411972 CET 50904 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:41:05.616987944 CET 53 50904 8.8.8.8 192.168.2.4
Feb 25, 2021 21:41:06.142776012 CET 57525 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:41:06.194088936 CET 53 57525 8.8.8.8 192.168.2.4
Feb 25, 2021 21:41:23.504556894 CET 53814 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:41:23.584280968 CET 53 53814 8.8.8.8 192.168.2.4
Feb 25, 2021 21:41:24.221788883 CET 53418 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:41:24.289515018 CET 53 53418 8.8.8.8 192.168.2.4
Feb 25, 2021 21:41:24.881195068 CET 62833 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:41:24.973500967 CET 53 62833 8.8.8.8 192.168.2.4
Feb 25, 2021 21:41:25.321652889 CET 59260 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:41:25.381496906 CET 53 59260 8.8.8.8 192.168.2.4
Feb 25, 2021 21:41:25.405577898 CET 49944 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:41:25.531199932 CET 53 49944 8.8.8.8 192.168.2.4
Feb 25, 2021 21:41:25.998924017 CET 63300 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:41:26.050962925 CET 53 63300 8.8.8.8 192.168.2.4
Feb 25, 2021 21:41:26.592772007 CET 61449 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:41:26.649837017 CET 53 61449 8.8.8.8 192.168.2.4
Feb 25, 2021 21:41:27.261943102 CET 51275 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:41:27.319437027 CET 53 51275 8.8.8.8 192.168.2.4
Feb 25, 2021 21:41:28.357237101 CET 63492 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:41:28.419601917 CET 53 63492 8.8.8.8 192.168.2.4
Feb 25, 2021 21:41:29.375392914 CET 58945 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:41:29.424509048 CET 53 58945 8.8.8.8 192.168.2.4
Feb 25, 2021 21:41:29.861347914 CET 60779 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:41:29.916079044 CET 53 60779 8.8.8.8 192.168.2.4
Feb 25, 2021 21:41:41.547159910 CET 64014 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:41:41.597861052 CET 53 64014 8.8.8.8 192.168.2.4
Feb 25, 2021 21:41:41.742706060 CET 57091 53 192.168.2.4 8.8.8.8
Feb 25, 2021 21:41:41.809761047 CET 53 57091 8.8.8.8 192.168.2.4
Feb 25, 2021 21:41:42.804486036 CET 55904 53 192.168.2.4 8.8.8.8
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Timestamp

Feb 25, 2021 21:41:42.869132996 CET
Feb 25, 2021 21:41:43.793642044 CET
Feb 25, 2021 21:41:43.874866009 CET
Feb 25, 2021 21:41:44.670932055 CET
Feb 25, 2021 21:41:44.721488953 CET
Feb 25, 2021 21:41:46.377134085 CET
Feb 25, 2021 21:41:46.428771973 CET
Feb 25, 2021 21:41:46.586894989 CET
Feb 25, 2021 21:41:46.653764963 CET
Feb 25, 2021 21:41:46.814412117 CET
Feb 25, 2021 21:41:46.874422073 CET
Feb 25, 2021 21:42:14.002975941 CET
Feb 25, 2021 21:42:14.065865993 CET
Feb 25, 2021 21:42:14.263396025 CET
Feb 25, 2021 21:42:14.324551105 CET
Feb 25, 2021 21:42:16.627783060 CET
Feb 25, 2021 21:42:16.680986881 CET
Feb 25, 2021 21:42:18.856197119 CET
Feb 25, 2021 21:42:18.923388958 CET
Feb 25, 2021 21:42:37.682037115 CET
Feb 25, 2021 21:42:37.747345924 CET
Feb 25, 2021 21:42:37.883785963 CET
Feb 25, 2021 21:42:37.932782888 CET

DNS Queries

Timestamp

Feb 25, 2021 21:40:44.924336910 CET
Feb 25, 2021 21:40:46.025914907 CET
Feb 25, 2021 21:40:46.864165068 CET

Feb 25, 2021 21:40:49.490230083 CET

DNS Answers

Timestamp Source IP

Feb 25, 2021
21:40:44.975161076
CET

Feb 25, 2021
21:40:44.975161076
CET

Feb 25, 2021
21:40:44.975161076
CET

Feb 25, 2021
21:40:44.975161076
CET

Feb 25, 2021
21:40:46.091387033
CET

Feb 25, 2021
21:40:46.091387033
CET

Feb 25, 2021
21:40:46.930825949
CET

Feb 25, 2021
21:40:46.930825949
CET

Feb 25, 2021
21:40:46.930825949
CET

Feb 25, 2021
21:40:46.930825949
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Copyright null 2021

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Source IP

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x6065

0x6065

0x6065

0x6065

Oxd4a2

Oxd4a2

0x8a25

0x8a25

0x8a25

0x8a25

Source Port
53
54450
53
49374
53
50436
53
62605
53
54256
53
52189
53
56131
53
62992
53
54432
53
57227
53
58383
53

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Dest Port
55904
53
54450
53
49374
53
50436
53
62605
53
54256
53
52189
53
56131
53
62992
53
54432
53
57227
53
58383

Trans ID

0x6065

Oxd4a2

0x8a25

0x5d4f

Name

u16095581.
ct.sendgrid.net

u16095581.
ct.sendgrid.net

u16095581.
ct.sendgrid.net

u16095581.
ct.sendgrid.net

qggohifmzuv
.web.app

ggohifmzuv
.web.app

Source IP
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8

OP Code Name

Standard query  u16095581.
0) ct.sendgrid.net
Standard query  ggohifmzuv

(0) .web.app

Standard query
(0)

logo.clearbit.com

Standard query  clients2.g
(0) oogleuserc
ontent.com
CName Address

167.89.123.122

167.89.118.28

167.89.118.35

167.89.123.16

151.101.1.195

151.101.65.195

logo.clearbit.com d26p066pn2w0s0.cloudfro

d26p066pn2
wOs0.cloud
front.net

d26p066pn2
w0s0.cloud
front.net

d26p066pn2
w0s0.cloud
front.net

nt.net

99.84.90.99

99.84.90.18

99.84.90.42

Dest IP
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4
8.8.8.8
192.168.2.4

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Feb 25, 2021
21:40:46.930825949
CET

Feb 25, 2021
21:40:49.569485903
CET

Feb 25, 2021
21:40:49.569485903
CET

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

192.168.2.4

192.168.2.4

192.168.2.4

Dest IP

Trans ID

0x8a25

0x5d4f

0x5d4f

HTTP Request Dependency Graph

e logo.clearbit.com

HTTP Packets

Session ID

0

Timestamp

Feb 25, 2021
21:40:46.985209942 CET

Feb 25, 2021
21:40:47.046876907 CET

HTTPS Packets

Copyright null 2021

Source IP

192.168.2.4
kBytes

transferred

1545

1554

Source Port

49753

Direction

ouT

Reply Code Name CName Address Type Class

No error (0) d26p066pn2 99.84.90.26 A (IP address)  IN (0x0001)
wOs0.cloud
front.net

No error (0) clients2.g googlehosted.l.googleuse CNAME IN (0x0001)
oogleuserc rcontent.com (Canonical
ontent.com name)

No error (0) googlehost 142.250.184.33 A (IP address)  IN (0x0001)
ed.l.googl!
euserconte
nt.com

Destination IP Destination Port Process

99.84.90.99 80 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /sccollege.edu HTTP/1.1

Host: logo.clearbit.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 200 OK

Content-Type: image/png

Transfer-Encoding: chunked

Connection: keep-alive

Date: Mon, 22 Feb 2021 15:32:03 GMT

access-control-allow-origin: *

Cache-Control: public, max-age=2592000

Server: envoy

X-Cache: Hit from cloudfront

Via: 1.1 acc9aed747aea07d6138203ddfb2dcd9.cloudfront.net (CloudFront)

X-Amz-Cf-Pop: MUC50-C1

X-Amz-Cf-1d: 4VNXMFVT1vGkgevkQ6tYZSLx5xfayn5DePyHPGGVrELd7gM8FkoFPA==

Age: 277724

Data Raw: 32 34 61 63 0d Oa 89 50 4e 47 0d Oa 1a Oa 00 00 00 Od 49 48 44 52 00 00 00 80 00 00 00 80 08 02 00 00 00 4c
5c f6 9c 00 00 24 73 49 44 41 54 78 9c ec 7d 07 9c 5¢ 57 75 7 39 {7 be 37 6d 7b af da 95 76 57 2b ed ae 7a b3 8a 25 59
b2 2d d9 b2 5 82 7b Oc c6 26 71 80 40 20 40 48 20 c0 2f 09 81 90 7c 7c 24 al 7d a6 d8 60 30 c4 06 db d8 b8 60 64 2c 5b
cd 56 ef da 5d 6d d1 6a 9b b6 97 a9 3b e5 bd 77 cf 7 7b 7 cd ec ae 64 39 58 9e b1 46 fc 32 7f cd 6f f5 e6 cd cc 7b 7 de
73 ef €9 7 3c 85 cd ba 1b 52 48 1e 58 b2 1b fO bf 1d 29 02 24 19 29 02 24 19 29 02 24 19 29 02 24 19 29 02 24 19 29 02
2419290224 192902241929 0224 192902241929 02241929 02241929022419290224192902241929
02241929 02 24 19 29 02 24 19 4a c2 ae 84 08 40 48 04 e6 7f 00 c4 cc 63 04 42 79 Oe cd f3 48 88 e6 1f 5d 1e 73 00 04
d0 01 b8 fc 3d 11 30 3a ef 8a €6 cf 61 da 29 34 df 30 f3 2c 92 79 4c d6 19 eb ab 17 87 d9 92 e8 6f f1 1d bf 74 a9 1d 35 2f
14 eb 52 dc 48 1c 01 a2 fd c¢3 d8 60 23 a3 68 4b a7 9a 8a 40 24 80 b8 3c 43 04 0a 60 04 48 35 c9 05 02 41 80 a4 9f f9 2d
b3 97 16 05 71 da 2d 44 6¢ 28 05 58 5f 98 fa f4 e2 a3 c1 88 a6 7d 01 13 d4 53 14 c0 62 f4 8c 97 0a 09 23 40 74 90 49 21
7334 0d 04 43 00 47 73 5d 58 23 2b 07 Ob 0d 42 83 Ob 87 a4 82 2e 07 94 11 31 60 9a Oe 2a 23 dd 5c 45 b2 7b f2 7a 44
68 2d 9f ¢9 7b 70 b2 98 a6 b5 bc e4 fa 32 d7 8f 30 2c 3a bd 7d 30 c4 34 1le 4b 09 1a 7f b3 53 d6 3c 89 5d 38 9e ab 25 90
0591 39 94 48 69 Oe 65 d6 8c 32 04 3a 7d a6 b7 7a 76 75 7b 6b 33 70 56 90 5f 38 30 30 Oc c4 1c 36 65 6 cc b2 d1 51 cf
c0 88 37 3d c3 9e 9e 9e 3d d8 37 96 9f 9f 95 9f 9b c¢7 49 d7 09 23 a0 76 76 f6 1a 5a 78 76 d5 Oc 87 c2 c4 34 b6 64 d2 04
48 20 eb 3d 37 ea f3 05 00 89 01 54 96 e7 13 41 57 ef 30 4d 23 95 35 36 05 79 b9 f9 79 99 72 35 5a 27 cc 05 04 14 ef 9¢c
6592 94 03 a3 de al 31 0f 45 89 f1 de 11 27 01 30 36 b1 cc 19 49 c8 80 c0 30 f4 f5 eb d7 9c eb ed 6f 69 €9 b8 7e c3 ea
332d 4d 24 a8 al al 7e 60 60 27 00 ab 9c 51 fa c0 bd 5b 07 07 46 fe f3 87 4f 57 cf 9c 31 e6 0d 28 0a 3d 70 e7 96 b2 dc
ec ee fe 91 ¢3 4d ed 8d 6d 67 41 f3 6f b9 66 cd c6 ab 57 20 e9 c4 60 c4 e3 0f 86 23 25 79 d9 36 Oe 44 34 ee 8f fc df ef fd
54 8e 03 53 38 ac 5a b6 a4 a7 bf bf ab 67 08 4d be c4 08 14 06 ba 64 7d c2 ed 19 59 b1 a8 7a ed aa 15 24 34 5f 20 ec 52
95 34 87 8a 44 02 79 94 18 ef b9 cf cO 7e bf eb cO ef 77 1f 8¢ 7f 51 25 66 05 20 10 27 23 37 3b 4d 10 b9 bd de 47 1e 7b 82
c0 9e 9e 9e 73 f4 c4 49 03 14 12 d4 de 7e 16 e4 ec 2b 2f 2f e4 42 2f 2b cc a9 a9 99 d1 7e b6 67 c2 ef dd 7a e3 b5 39 99
19 3f 79 7e 7b 63 63 8b a2 b0 82 bc cc db 6e 58 bf 66 €9 02 85 26 04 30 32 94 df bd b2 f3 44 fb 39 bb 4d 5d bd a4 76 ed
9a 95 fb Oe 9f Oc 19 96 fe 46 9a 01 ed 9d 7d 8d 4d a7 80 68 d1 fc b9 bd 7d 3d 23 a3 be b4 8c

Data Ascii: 24acPNGIHDRL\$SIDATX\WU97m{vW+z%Y-{&q@ @H /||$} 0°d,[VImj;w{d9XF20{s<RHX)$)$)$)$)$)$)$)
$)$)$)$)$)$)$)$)$)$)$J@HcByH]s=0:a)40,yLot5/RH #hK @$<C H5A-g-DI(X_}Sb#@tI!s4CGs]X#+B.1 *#\E{zDh-{p20
,}04KS<]8%9Hie2:}zvu{k3pV_8006eQ7==7I#wWZxv4dH =7 TAWOM#56yyr5Z'e1E'06100i~3-M$~""'Q[FOW1(=pMmgAofW
#%y6DATS8ZgMd}Yz$4  RADy~wQ%f ‘#7;MG{sl~+//B/+~gz9?y~{ccnXf&02DIM]vF}Mh}=#
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Timestamp

Feb 25, 2021
21:40:45.404238939
CET

Feb 25, 2021
21:40:45.408675909
CET

Feb 25, 2021
21:40:45.440867901
CET

Copyright null 2021

Source

Source IP Port

167.89.123.122 443

167.89.123.122 443

167.89.123.122 443

Dest

Dest IP Port

192.168.2.4 49736

192.168.2.4 49738

192.168.2.4 49741

Subject

CN=*.ct.sendgrid.net,
OU=Domain Control
Validated CN=Go Daddy
Secure Certificate Authority
-G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

CN=*.ct.sendgrid.net,
OU=Domain Control
Validated CN=Go Daddy
Secure Certificate Authority
-G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

CN=*.ct.sendgrid.net,
OU=Domain Control
Validated CN=Go Daddy
Secure Certificate Authority
-G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

Issuer

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.c
om/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.c
om/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.c
om/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

Not
Before

Mon
May 18
21:12:26
CEST
2020
Tue May
03
09:00:00
CEST
2011
Wed
Jan 01
08:00:00
CET
2014

Tue May
03
09:00:00
CEST
2011

Wed

Jan 01
08:00:00
CET
2014

Mon
May 18
21:12:26
CEST
2020
Tue May
03
09:00:00
CEST
2011
Wed
Jan 01
08:00:00
CET
2014

Tue May
03
09:00:00
CEST
2011

Wed

Jan 01
08:00:00
CET
2014

Mon
May 18
21:12:26
CEST
2020
Tue May
03
09:00:00
CEST
2011
Wed
Jan 01
08:00:00
CET
2014

Tue May
03
09:00:00
CEST
2011

Wed

Jan 01
08:00:00
CET
2014

Not
After

Sun Jun
12
03:36:38
CEST
2022
Sat May
03
09:00:00
CEST
2031 Fri
May 30
09:00:00
CEST
2031

Sat May
03
09:00:00
CEST
2031

Fri May
30
09:00:00
CEST
2031

Sun Jun
12
03:36:38
CEST
2022
Sat May
03
09:00:00
CEST
2031 Fri
May 30
09:00:00
CEST
2031

Sat May
03
09:00:00
CEST
2031

Fri May
30
09:00:00
CEST
2031

Sun Jun
12
03:36:38
CEST
2022
Sat May
03
09:00:00
CEST
2031 Fri
May 30
09:00:00
CEST
2031

Sat May
03
09:00:00
CEST
2031

Fri May
30
09:00:00
CEST
2031

JA3 SSL
Client
Fingerprint

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-
47-53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-
47-53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-
47-53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

JA3 SSL Client Digest

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b
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Source Dest

Timestamp Source IP Port Dest IP Port  Subject

Code Manipulations

Statistics

Behavior

System Behavior

Click to jump to process

JA3 SSL
Not Not Client

Issuer Before After Fingerprint JA3 SSL Client Digest

@ chrome.exe
@ chrome.exe

Analysis Process: chrome.exe PID: 6816 Parent PID: 5112

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

21:40:40

25/02/2021

C:\Program Files\Google\Chrome\Application\chrome.exe
false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized 'https://u16095
581.ct.sendgrid.net/Is/click?upn=FLaa9Uev-2B7s-2FZ9Dw3t6-2FoboxXa9RoxlkakQvTvnjy
9INXTXjD6tNZcebsQGigytMZye255UswQ6f3sQ0K3qccZrkmIGtWjJIPIGztPn38pYzM-3D7
_6s_DwB70HpLJUR35GFtSlesHJIrrx5106qEPXbKrEpQrYnrx-2FXwixj3Q3HNEWW-2Fs-2
BBPbBxIPPFHusk7-2BufOFY4-2BY09fqGw8G6IKDphuEsqM-2B5hWTu2tXy TpvimSzAQwQ
nBG-2BsgMdkv-2B3igkZIHIWGKqVkU4mGhq9zYrBUF7V0zSm4CdYW3168zSE6-2FrgVMBp
TopWiclUE2uJbujZKS9qBrMxjc8wcVkUUy8Imc7-2BKB9-2BhEc-3D"

0x7ff609c80000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

File Activities

Copyright null 2021
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Source

File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Key Value Modified
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
HKEY_CURRENT_USER\Softwa dr unicode 0 1 success or wait 1 7FF609CBFC4B RegSetValueExXW
re\Google\Update\ClientState\
{8A69D345-D564-463c-AFF1-
AB9DIE530F96}
Analysis Process: chrome.exe PID: 7016 Parent PID: 6816
General
Start time: 21:40:41
Start date: 25/02/2021
Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path Access
File Path Offset Length Value
Disassembly

Copyright null 2021

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1608,13295437612127757828,1791
3449545750257871,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1696 /prefetch:8

0x7ff609c80000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

Source

Attributes Options Completion Count Address Symbol
Source

Ascii Completion Count Address Symbol
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