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Analysis Report LI180_win-1.5.1.exe
Overview

General Information Detection Signatures Classification

Sample LI180_win-1.5.1.exe
Name: May use the Tor software to hide its...
Analysis ID: 358582 Sample is not signed and drops a de...

MD5: 77d64242fbd270b.

Antivirusier-Machine! Learning detec...

SHAL: ﬁ
4C23d1I71Hf19D5... SUSPICIOUS Contains capabilities|to detect virtual
SHA256:

a48f199141b10a4.

Infos: n n Q &

Most interesting Screenshot:

Contains functionality te;dynamically;
Contains functionality/te guery, CPU

Contains functienality to/checkifia d:..
Contains functionality'te guery/locale:..

Creates filesiinside the driver directo
Score: 24
Range: 0-100 Creates files insideithe systemidirec

Whitelisted: false Deletes files inside the Windows fold
Confidence: 20%
Detected potentiallcryptolfunction

Creates driver:files

Analysis Advice

Sample drops PE files which have not been started, submit dropped PE samples for a secondary analysis to Joe Sandbox

Sample may offer command line options, please run it with the 'Execute binary with arguments' cookbook (it's possible that the command line switches require additional
characters like: "-", "[", "--")

Sample searches for specific file, try point organization specific fake files to the analysis machine

Sample tries to load a library which is not present or installed on the analysis machine, adding the library might reveal more behavior

Startup

= System is w10x64

e ¥, LI180_win-1.5.1.exe (PID: 6472 cmdline: 'C:\Users\user\Desktop\LI180_win-1.5.1.exe' -install MD5: 77D64242FBD270B5363D383B51075783)
e ¥, LI-180_Installer.exe (PID: 6704 cmdline: .\LI-180_Installer.exe -install /m='C:\Users\user\Desktop\LI1180_~1.EXE' /k=" MD5: A94344CD648287F3BC40B538AF42190B)
. % x64DPInst.exe (PID: 6588 cmdline: C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR~1\mDIFxIDE.dI\x64DPInst.exe /SW /SE /EL /PATH C:\PROGRA~2\\LI-
180~1\Driver\ /D /SA /LM /F MD5: BE3C79033FA8302002D9D3A6752F2263)
. x86DPInst.exe (PID: 4280 cmdline: C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR~1\mDIFxIDE.dI\x86DPInst.exe /SW /SE /EL /PATH C:\PROGRA~2\\LI-
180~1\Driver\ /D /SA /LM /F MD5: 30A0AFEE4AEA59772DB6434F1C0511AB)
e ¥, LI180_win-1.5.1.exe (PID: 6660 cmdline: 'C:\Users\user\Desktop\LI180_win-1.5.1.exe' /install MD5: 77D64242FBD270B5363D383B51075783)
o ¥, LI-180_Installer.exe (PID: 7000 cmdline: \LI-180_Installer.exe /install /m="C:\Users\user\Desktop\LI1180_~1.EXE' /k=" MD5: A94344CD648287F3BC40B538AF42190B)
. x64DPInst.exe (PID: 1936 cmdline: C:\Users\user\AppData\Local\Temp\7zS64EQ.tmp\data\LI-COR~1\mDIFxIDE.dI\x64DPInst.exe /SW /SE /EL /PATH C:\PROGRA~2\\LI-
180~1\Driver\ /D /SA /LM /F MD5: BE3C79033FA8302002D9D3A6752F2263)
. % x86DPInst.exe (PID: 6644 cmdline: C:\Users\user\AppData\Local\Temp\7zS64EQ.tmp\data\LI-COR~1\mDIFxIDE.dI\x86DPInst.exe /SW /SE /EL /PATH C:\PROGRA~2\\LI-
180~1\Driver\ /D /SA /LM /F MD5: 30A0AFEE4AEA59772DB6434F1C0511AB)
e ¥, LI180_win-1.5.1.exe (PID: 6960 cmdline: 'C:\Users\user\Desktop\LI180_win-1.5.1.exe' /load MD5: 77D64242FBD270B5363D383B51075783)
e ¥, LI-180_Installer.exe (PID: 5740 cmdline: .\LI-180_Installer.exe /load /m="C:\Users\user\Desktop\LI1180_~1.EXE' /k=" MD5: A94344CD648287F3BC40B538AF42190B)
. % x64DPInst.exe (PID: 5156 cmdline: C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR~1\mDIFxIDE.dII\x64DPInst.exe /SW /SE /EL /PATH C:\PROGRA~2\\LI-
180~1\Driver\ /D /SA /LM /F MD5: BE3C79033FA8302002D9D3A6752F2263)
. % x86DPInst.exe (PID: 5944 cmdline: C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR~1\mDIFxIDE.dII\x86DPInst.exe /SW /SE /EL /PATH C:\PROGRA~2\\LI-
180~1\Driver\ /D /SA /LM /F MD5: 30A0AFEE4AEA59772DB6434F1C0511AB)
. msiexec.exe (PID: 4856 cmdline: C:\Windows\syswow64\MsiExec.exe -Embedding 71E95B410ABC515A6ABA0566A4073125 MD5: 12C17B5A5C2A7B97342C362CA467E9A2)
e (W drvinstexe (PID: 6048 cmdline: Drvinst.exe '4' '0' 'C:\Users\user\AppData\Local\Temp\{13f65283-831c-8c4d-923b-fdfe8501521e}\siusbxp.inf' '9' '4ae43d7fb' '00000000000001BC"
'WinSta0\Default' '00000000000001C0" ‘208" ‘c:\progra~2\li-180~1\driver MD5: 46F5A16FA391AB6EA97C602B4D2E7819)
. msiexec.exe (PID: 1844 cmdline: C:\Windows\syswow64\MsiExec.exe -Embedding CCF296E1DF7FA7E357D3B10A86COBEB2 MD5: 12C17B5A5C2A7B97342C362CA467E9A2)
. msiexec.exe (PID: 6320 cmdline: C:\Windows\syswow64\MsiExec.exe -Embedding FCA266DDB967C0E28D252C5FC68B1467 MD5: 12C17B5A5C2A7B97342C362CA467E9A2)

= cleanup
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Malware Configuration

No configs have been found

Yara Overview

Dropped Files

Source

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-18
0_lInstaller.exe

C:\ProgramData\{E6FF8B17-66F1-4213-A668-
EBEAEBBA4AEB}\LI-180_Installer.exe

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-18
0_lInstaller.exe

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-18
0_lInstaller.exe

dropped/LI-180_Installer.exe

Memory Dumps

Source

00000007.00000002.436036201.000000000040
1000.00000020.00020000.sdmp

00000005.00000000.220729543.000000000040
1000.00000020.00020000.sdmp

00000007.00000000.240817220.000000000040
1000.00000020.00020000.sdmp

00000005.00000002.365949465.000000000040
1000.00000020.00020000.sdmp

00000009.00000000.257055940.000000000040
1000.00000020.00020000.sdmp

Unpacked PEs

Source

9.0.LI-180_lInstaller.exe.400000.0.unpack

6.3.L1180_win-1.5.1.exe.4a26f2d.2.raw.unpack

6.3.L1180_win-1.5.1.exe.4a6de91.1.raw.unpack

7.0.LI-180_Installer.exe.400000.0.unpack

6.3.L1180_win-1.5.1.exe.49efe49.0.raw.unpack

Copyright null 2021

Rule

JoeSecurity_DelphiSyste
mParamCount

JoeSecurity_DelphiSyste
mParamCount

JoeSecurity_DelphiSyste
mParamCount

JoeSecurity_DelphiSyste
mParamCount

JoeSecurity_DelphiSyste
mParamCount

Description

Detected Delphi use of
System.ParamCount()

Detected Delphi use of
System.ParamCount()

Detected Delphi use of
System.ParamCount()

Detected Delphi use of
System.ParamCount()

Detected Delphi use of
System.ParamCount()

Click to see the 4 entries

Rule

JoeSecurity_DelphiSyste
mParamCount

JoeSecurity_DelphiSyste
mParamCount

JoeSecurity_DelphiSyste
mParamCount

JoeSecurity_DelphiSyste
mParamCount

JoeSecurity_DelphiSyste
mParamCount

Description

Detected Delphi use of
System.ParamCount()

Detected Delphi use of
System.ParamCount()

Detected Delphi use of
System.ParamCount()

Detected Delphi use of
System.ParamCount()

Detected Delphi use of
System.ParamCount()

Click to see the 2 entries

Rule

JoeSecurity_DelphiSyste
mParamCount

wce

wce

JoeSecurity_DelphiSyste
mParamCount

wce

Description

Detected Delphi use of
System.ParamCount()

wce

Detected Delphi use of
System.ParamCount()

wce

Click to see the 4 entries

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Author

Joe Security

Benjamin DELPY
(gentilkiwi)

Benjamin DELPY
(gentilkiwi)

Joe Security

Benjamin DELPY
(gentilkiwi)

Strings

Strings

Strings

.

.

.

Oxeall9:$hex_legacy: 8B FF 55 8B EC 6A 00 FF 75 0
C FF 75 08 E8 5D C2 08 00

0xed309:$hex_legacy: 8B FF 55 8B EC 6A 00 FF 75 0
C FF 75 08 E8 5D C2 08 00

0x233c0c:$hex_legacy: 8B FF 55 8B EC 6A 00 FF 75
0C FF 75 08 E8 5D C2 08 00

0x237a44:$hex_legacy: 8B FF 55 8B EC 6A 00 FF 75
0C FF 75 08 E8 5D C2 08 00

Oxa31b5:$hex_legacy: 8B FF 55 8B EC 6A 00 FF 75 0
C FF 75 08 E8 5D C2 08 00

Oxa63a5:$hex_legacy: 8B FF 55 8B EC 6A 00 FF 75 0
C FF 75 08 E8 5D C2 08 00

Oxlecca8:$hex_legacy: 8B FF 55 8B EC 6A 00 FF 75
0C FF 75 08 E8 5D C2 08 00

0x1fOae0:$hex_legacy: 8B FF 55 8B EC 6A 00 FF 75

0C FF 75 08 E8 5D C2 08 00

0x1211fd:$hex_legacy: 8B FF 55 8B EC 6A 00 FF 75
0C FF 75 08 E8 5D C2 08 00
0x1243ed:$hex_legacy: 8B FF 55 8B EC 6A 00 FF 75
0C FF 75 08 E8 5D C2 08 00
0x26acf0:$hex_legacy: 8B FF 55 8B EC 6A 00 FF 75
0C FF 75 08 E8 5D C2 08 00
0x26eb28:$hex_legacy: 8B FF 55 8B EC 6A 00 FF 75
0C FF 75 08 E8 5D C2 08 00
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Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection

® Compliance

@ Spreading

@ Networking

@ E-Banking Fraud

@ System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

® Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection

@

Click to jump to signature section

Compliance:

Creates license or readme file

Binary contains paths to debug symbols

=

Persistence and Installation Behavior:

]‘

Hooking and other Techniques for Hiding and Protection:

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution  Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Command Windows Windows  Masquerading os System Time Remote Archive Exfiltration Encrypted Eavesdrop on
Accounts and Scripting Service Service Credential Discovery Services Collected  Over Other Channel Insecure
Interpreter Dumping Data Network Network
Medium Communication
Default Native DLL Side-  Process Virtualization/Sandbox LSASS Query Registry Remote Data from  Exfiltration Multi-hop Exploit SS7 to
Accounts API Loading Injection Evasion Memory Desktop Removable Over Proxy Redirect Phone
Protocol Media Bluetooth Calls/SMS
Domain At (Linux) Logon Script DLL Side-  Process Injection Security Security Software SMB/Windows Data from  Automated Proxy Exploit SS7 to
Accounts (Windows)  Loading Account Discovery Admin Shares Network Exfiltration Track Device
Manager Shared Location
Drive
Local At (Windows) Logon Script Logon Deobfuscate/Decode NTDS Virtualization/Sandbox Distributed Input Scheduled  Protocol SIM Card
Accounts (Mac) Script Files or Information Evasion Component  Capture Transfer Impersonation  Swap
(Mac) Object Model
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Initial

Access Execution Persistence

Cloud Cron Network

Accounts Logon Script

Replication Launchd Rc.common

Through

Removable

Media

External Scheduled Startup

Remote Task Items

Services

Drive-by Command Scheduled

Compromise and Scripting Task/Job
Interpreter

Behavior Graph

——

Privilege

Escalation Defense Evasion

Network
Logon
Script

Obfuscated Files or
Information

Rc.common Software Packing

Startup
Items

DLL Side-Loading

Scheduled  File Deletion

Task/Job

Credential
Access

LSA
Secrets

Cached
Domain
Credentials

DCSync

Proc
Filesystem

enavir Graon

Discovery

Process Discovery

System Owner/User
Discovery

File and Directory
Discovery

System Information

Discovery

Lateral
Movement

SSH

VNC

Windows
Remote
Management

Shared
Webroot

Screenshots

Thumbnails

Command Network

Collection Exfiltration and Control Effects
Keylogging Data Fallback Manipulate

Transfer Channels Device

Size Limits Communication
GUI Input  Exfiltration Multiband Jamming or
Capture Over C2 Communication Denial of

Channel Service
Web Portal Exfiltration = Commonly Rogue Wi-Fi
Capture Over Used Port Access Points

Alternative

Protocol
Credential Exfiltration Application Downgrade to
API Over Layer Protocol Insecure
Hooking Symmetric Protocols

Encrypted

Non-C2

Protocol

Legend

l:‘ Process

l:‘ Signature

l:‘ Created File

Il onsieinfo

.I.a Is Dropped

:g Is Windows Process

Number of created Registry Values

Number of created Files

Y

Visual Basic

g5
2z
oz

)

Delphi

i
i
=

Java
.Net C# or VB.NET

C, C++ or other language

D@ 2 i~

Is malicious

Internet

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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No bigger version No bigger version No bigger version

s
No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version

F-l O Tyoe here to search 4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches

Dropped Files
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Source
C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}\mia.lib
C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}\mia.lib
C:\Users\user\AppData\Local\ll\7z.dlI
C:\Users\user\AppData\Local\ll\7z.dlI
C:\Users\user\AppData\Local\Temp\7z6C81.tmp
C:\Users\user\AppData\Local\Temp\7z6C81.tmp
C:\Users\user\AppData\Local\Temp\7z9094.tmp
C:\Users\user\AppData\Local\Temp\7z9094.tmp
C:\Users\user\AppData\Local\Temp\7zAEDA.tmp
C:\Users\user\AppData\Local\Temp\7zAEDA.tmp

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spectrum\Install Fonts IDE-Plugin
.di\Install Fonts EXE-PluglIn.dll

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spectrum\Install Fonts IDE-Plugin
.di\Install Fonts EXE-Pluglin.dll

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spectrum\mDIFxIDE.dINmDIFXEXE.dlI
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spectrum\mDIFxIDE.dII\x64DPInst.exe
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spectrum\mDIFxIDE.dII\x64DPInst.exe
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spectrum\mDIFxIDE.dII\x86DPInst.exe
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spectrum\mDIFxIDE.dII\x86DPInst.exe
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\2ESDCE8F\23667BEE\SiLib.sys

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\2ESDCE8F\23667BEE\SiLib.sys

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\353AD105\E1510A13\USBXpressinsta
ller.exe

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\353AD105\E1510A13\USBXpressinsta
ller.exe

Unpacked PE Files

Source Detection

Detection
0%
5%
3%
0%
3%
0%
3%
0%
3%
0%
0%

0%

4%
0%
0%
0%
0%
0%
0%
0%

2%

Scanner

Scanner
Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender
ReversingLabs

Metadefender

ReversingLabs

ReversingLabs
Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender
ReversingLabs

Metadefender

ReversingLabs

Label

Label

Link

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Download

Domains

No Antivirus matches

URLs

Source

hitp://support.uprtek.com/DB/uploads/SW/versions.asp?
section=&keyword=00SOFTWARE_PCUSPECTRUMLI-180

hitp://support.uprtek.com/DB/uploads/SW/uSpectrum_Installer.zip
hitp:/fiwww.licor.comPut
hitp://www.ascendercorp.com/http://www.ascendercorp.com/typedesigners.htmlThis
hitp://www.steema.com/exceptions/add.php?ide=
hitp://www.installaware.comz

hitp:/fiwww.quickreport.co.uk

hitp:/f\www.licor.comAbacusPosAP
hitp:/fiwww.ascendercorp.com/http://ascendercorp.com/eulal0.html
hitp://www.indyproject.org/

hitp://www.indyproject.org/

hitp://www.indyproject.org/

http:/f
support.uprtek.com/DB/uploads/SW/uSpectrum_lInstaller.zipM_VER_LAUNCH_INSTALLER_AFTER_DO
WNLOAD

hitp:/fiwww.uprtek.com
hitp://support.steema.com
hitp:/fiwww.licor.comlg
hitp://www.installaware.com
hitp://www.installaware.com/

hitp://support.uprtek.com/DB/uploads/SW/versions.asp?section=

Domains and IPs

Copyright null 2021

Detection

0%

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

0%
0%
0%
0%
0%
0%

Scanner

Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Label

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe

safe

Link
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https://www.metadefender.com/#!/results/file/YnpJeE1ESXdNMWxLYmxOUlUxTkZjd1V6Q3c5NVNsVkQ/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXlOVzVqU2xOSWEwaFJkallfUTBCQkt3cTJt/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXlOVzVqU2xOSWEwaFJkallfUTBCQkt3cTJt/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXlOVzVqU2xOSWEwaFJkallfUTBCQkt3cTJt/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXlOVzVqU2xOSWEwaFJkallfUTBCQkt3cTJt/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ERXhNR2haZDJwNVdVbHJkd0cta1R3dE82Mng/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXhOMU5QVkMxeU1sRnZOUUs4b21TRm5GRQ/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXhOMU5QVkMxeU1sRnZOUV9xRFhJZGd2Sg/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXhOR05KYzA5eGFHcDFWQWp0MkJRVWhKSlBI/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXhOR05KYzA5eGFHcDFWQU81UTdaVlBWWmU/regular/analysis

Contacted Domains

No contacted domains info

URLs from Memory and Binaries

Name

hitp:/fwww.licor.com

hitp://https://www.licor.com/

hitp://support.uprtek.com/DB/uploads/SW/versions.asp?
section=&keyword=00SOFTWARE_PCUSPECTRUMLI-180

http:/f

support.uprtek.com/DB/uploads/SW/uSpectrum_Installer.zip

hitp:/fiwww.licor.comPut

http:/f

www.ascendercorp.com/http://www.ascendercorp.com/typede

signers.htmIThis

hitp://www.steema.com/exceptions/add.php?ide=

hitp://standards.iso.org/iso/19770/-2/2008/schema.xsd

hitp://www.installaware.comz

hitp:/fiwww.quickreport.co.uk

hitp:/fwww.licor.comAbacusPosAP

http:/f

www.ascendercorp.com/http://ascendercorp.com/eulal0.html

hitp://www.indyproject.org/

http:/f

support.uprtek.com/DB/uploads/SW/uSpectrum_Installer.zipM
_VER_LAUNCH_INSTALLER_AFTER_DOWNLOAD

hitp:/fiwww.uprtek.com

hitp://support.steema.com

hitp:/fiwww.licor.comlg

hitp:/fiwww.installaware.com

hitp://www.installaware.com/

Copyright null 2021

Source

LI-180_lInstaller.exe, 00000005
.00000003.363557816.0000000002
8E4000.00000004.00000001.sdmp,
L1180_win-1.5.1.exe, 00000006
.00000003.249999611.0000000004
9C9000.00000004.00000001.sdmp, LI-
180_Installer.exe, 00000007.00000003
.435540527.0000000002A04000.00
000004.00000001.sdmp

L1180_win-1.5.1.exe, 00000006.
00000003.241211436.0000000002D
18000.00000004.00000001.sdmp

L1180_win-1.5.1.exe, 00000006.
00000003.242473510.00000000035
13000.00000004.00000001.sdmp

L1180_win-1.5.1.exe, 00000006.
00000003.242473510.00000000035
13000.00000004.00000001.sdmp

L1180_win-1.5.1.exe, 00000006.
00000003.242473510.00000000035
13000.00000004.00000001.sdmp

L1180_win-1.5.1.exe, 00000006.
00000003.241211436.0000000002D
18000.00000004.00000001.sdmp

L1180_win-1.5.1.exe, 00000006.
00000003.242473510.00000000035
13000.00000004.00000001.sdmp

LI-180_lInstaller.exe

L1180_win-1.5.1.exe, 00000000.
00000000.207294394.00000000004
46000.00000002.00020000.sdmp,
L1180_win-1.5.1.exe, 00000003.
00000002.440771700.00000000004
46000.00000002.00020000.sdmp, LI-

180_Installer.exe, 00000005.00000003.

225588284.000000007FD68000.000
00004.00000001.sdmp, LI180_win-
1.5.1.exe, 00000006.00000000.
229057375.0000000000446000.000
00002.00020000.sdmp, LI-180_In
staller.exe, 00000007.00000002
.436696888.0000000000909000.00
000002.00020000.sdmp, LI-180_1
nstaller.exe, 00000009.0000000
0.258035124.0000000000909000.0
0000002.00020000.sdmp

L1180_win-1.5.1.exe, 00000006.
00000003.246440181.00000000041
E8000.00000004.00000001.sdmp

L1180_win-1.5.1.exe, 00000006.
00000003.242473510.00000000035
13000.00000004.00000001.sdmp

L1180_win-1.5.1.exe, 00000006.
00000003.241211436.0000000002D
18000.00000004.00000001.sdmp

L1180_win-1.5.1.exe, 00000006.
00000003.242473510.00000000035
13000.00000004.00000001.sdmp

L1180_win-1.5.1.exe, 00000006.
00000003.242473510.00000000035
13000.00000004.00000001.sdmp

L1180_win-1.5.1.exe, 00000006.
00000003.246598775.00000000042
53000.00000004.00000001.sdmp

L1180_win-1.5.1.exe, 00000006.
00000003.242473510.00000000035
13000.00000004.00000001.sdmp

LI-180_lInstaller.exe, 00000005
.00000003.363557816.0000000002
8E4000.00000004.00000001.sdmp

LI180_win-1.5.1.exe

LI-180_lInstaller.exe

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe
Avira URL Cloud: safe

Reputation

high

high

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Name

hitp://support.uprtek.com/DB/uploads/SW/versions.asp?

section=

Contacted IPs

No contacted IP infos

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Run name:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Copyright null 2021

Source
L1180_win-1.5.1.exe, 00000006.

00000003.242473510.00000000035
13000.00000004.00000001.sdmp

Antivirus Detection Reputation

e Avira URL Cloud: safe unknown

31.0.0 Emerald
358582

25.02.2021
21:52:55
CloudBasic

Oh 15m 18s

false

light
LI180_win-1.5.1.exe
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

Cmdline fuzzy

40
0
0
0
0

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]
default
Timeout
SuUS
sus24.evad.WinEXE@25/329@0/0
e Successful, ratio: 83.3%

e Successful, ratio: 99.6% (good quality ratio 98.2%)
e Quality average: 83.1%
e Quality standard deviation: 23.5%

Failed

e Adjust boot time

e Enable AMSI

e Found application associated with file extension:
.exe
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Warnings: Show All

e Exclude process from analysis (whitelisted):
taskhostw.exe, MpCmdRun.exe,
BackgroundTransferHost.exe,
backgroundTaskHost.exe, SgrmBroker.exe,
conhost.exe, svchost.exe

e Created / dropped Files have been reduced to 100

e Execution Graph export aborted for target
LI180_win-1.5.1.exe, PID 6960 because there are
no executed function

e Report creation exceeded maximum time and may
have missing disassembly code information.

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size getting too big, too many
NtEnumerateValueKey calls found.

e Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtProtectVirtualMemory calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

e VT rate limit hit for:
lopt/package/joesandbox/database/analysis/35858
2/sample/LI180_win-1.5.1.exe

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

Match Associated Sample Name /| URL SHA 256 Detection Link Context

C:\ProgramData\{E6FF8B17-66F1-4213- Get hash malicious Browse

A668-EBEAEBBA4AEB}mia.lib

C:\Users\user\AppData\Local\llI\7z.dlI Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse

C:\Users\user\AppData\Local\Temp\7z6 Get hash malicious Browse

C81.tmp Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse
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https://view.joesandbox.com/analysis/247062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247062/html/none?idtype=webid
https://view.joesandbox.com/analysis/267911/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267911/html/none?idtype=webid
https://view.joesandbox.com/analysis/247062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247062/html/none?idtype=webid
https://view.joesandbox.com/analysis/172143/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/172143/html/none?idtype=webid
https://view.joesandbox.com/analysis/172142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/172142/html/none?idtype=webid
https://view.joesandbox.com/analysis/124477/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124477/html/none?idtype=webid
https://view.joesandbox.com/analysis/74505/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/74505/html/none?idtype=webid
https://view.joesandbox.com/analysis/267911/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267911/html/none?idtype=webid
https://view.joesandbox.com/analysis/247062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247062/html/none?idtype=webid
https://view.joesandbox.com/analysis/172143/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/172143/html/none?idtype=webid
https://view.joesandbox.com/analysis/172142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/172142/html/none?idtype=webid

Match

Created /

Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse

hitp:// Get hash malicious Browse

dropped Files

C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}\LI-180_Installer.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-180_Installer.exe

ASCII text, with CRLF line terminators

dropped

305

5.391861385561648

false

6:SXMRSYSD/VQT1zNG0953RgeWOWXp+N23fe8rnTzAz7jM41wy:SXMRSY SDST1zNGuWeWfHIf8MXy
082AC4724AFDB05C6BE874D59BFIEL7E

E839A83023CE7D98D9917A7252566CBA11BIB864
F232AE2DEB3AF1A569A46BA4F5C9977ACA942230356DDI7EADF94EF397EACO74
41B8CY90623C37337778396F97BC7DC272A54D77FAEE7C158F43D3283FD09B03CIE2AI8EA83E4B8C28D09F731C26F0989852EC10173BB477A2E50A90FE417CF3E

false

MYAH-PREDEF-COMPONENT..LI-COR Spectrum..$.. TRUE..TRUE..$..$..$..$..MYAH-PREDEF-COMPONENT..30105611..LI-COR SPECTRUM..0..$..C:\Program Files
(x86)\\LI-180 Spectrometer..TRUE..LI-180 Spectrometer..C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\..MYAH64WOW..Win32..0VERRIDECACHE....NATIVE_E
NGINE..FALSE..

C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}\LI-180_lInstaller.exe

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Yara Hits:

Preview:

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-180_Installer.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

6156254

6.3901059849449515

false
98304:IBCWJIvXmKOCOmMVbcEKT/THDXPaVOL8I4AWn1leyeHszH20sP4PqyK13icjgsNTUja:IIWJIfmK7cEKT/TuVOhZseHiFll
A94344CD648287F3BC40B538AF42190B

97A112188EAA93633C88BB7087D021BB565DD232
1AFB50E204A6511B43D62B8ACF150E256921DF3B2A98046C2F7071377BB30FC7
A291392F131E37E08D1B6DD67E38D9318CBOC5FAC6B4F6F6EE847FE7ES89160B763A3E578F0535A9ADFC016723CFC22F661029D3B2F05C2CD8E495D669C3AFC
false

e Rule: JoeSecurity_DelphiSystemParamCount, Description: Detected Delphi use of System.ParamCount(), Source: C:\ProgramData\{E6FF8B17-66F1-4213-A668-
EBEAEBBA4AEB}\LI-180_Installer.exe, Author: Joe Security

1..L.I..This program must be run under Win32..$7

Coene | = T @....bss....h|...D idata..nV....E..X....C...
...@..@.reloc...1... F......LD.... .Bursrc........ KeeoollDues

C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}\LI-180_Installer.Ink

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-180_Installer.exe

UTF-8 Unicode text, with no line terminators

dropped

3

1.584962500721156

false

3:9:9

ECAAB8F7FAOBF610A5A26CF545DCD3AA
57218C316B6921E2CD61027A2387EDC31A2D9471
F1945CD6C19E56B3C1C78943EF5EC18116907A4CA1EFC40A57D48AB1DB7ADFC5S

37C783B80B1D458B89E712C2DFE2777050EFFOAEFCOF6DSBEEDEE77807D9AEB2E27D14815CF4F0229B1D36C186BB5F2BSEF55E632B108CC41E9FB964C39B42
A5

false

C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}\LI-180_lInstaller.msi

Process:

Copyright null 2021

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-180_Installer.exe
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https://view.joesandbox.com/analysis/124477/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124477/html/none?idtype=webid
https://view.joesandbox.com/analysis/74505/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/74505/html/none?idtype=webid

C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}\LI-180_Installer.msi

File Type: 0

Category: dropped

Size (bytes): 798720

Entropy (8bit): 6.23248504194283

Encrypted: false

SSDEEP: 12288:FNL40BKXsbzIDSJjQ8guBoN2KA2wKc7wMz7:FNLAGWS5BgPA2fc7wMz7

MDS5: 2B7F717CA3147788D37977F204C309F3

SHA1L: 801DADC3079409E409B3C16AE1366278AECDD6C6

SHA-256: 828EA236DD2C65385C158D31D7395A3BFEF4BB2D2F45033CEF21EB67F227D15D
SHA-512: A758244D2C8E165540775DDD744CA76A8854A5927D361053AFF12D173E5D63B72E30882F9C6E4CI3032FABA3BCC426435C35AF6123C3C63240075F2A8312DFFE
Malicious: false

Preview:

C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}\LI-180_lInstaller.par

Process: C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-180_Installer.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 5676

Entropy (8bit): 5.375673113699956

Encrypted: false

SSDEEP: 96:d4Gc40gAWfa0GmMb4jSj11dVH10MjmgKHKjluNGUbeew:d4Gc49hcmb4jS517H10MjmgKHKjIUNGt
MDS5: 4306699D2D0215556B26D402B12C6345

SHA1L: 723ED166CC70F4C4FABBA3074AB06F9DF5370307

SHA-256: 765CB9C663E4FB7E1FA43696C2751E648912B358C3BE7C7EBA181B1BBI5C16C4

SHA-512: AA978142182AAFAD834D431AC766517906C25DC58180446431E31C50E9CCB81D365D595E1541E61C72E2AF1AC270D20B0F40A650240DB703F0FAB67C6725473E
Malicious: false

Preview:

.A4BEB53A4..FALSE..AD35647E..FALSE..A9702C767..FALSE..A194AAD59..FALSE..AEA1BA5D5..FALSE..ADC702C7E..FALSE..AB7TED429E..FALSE..A453
607F8..FALSE..AC3C84A4C..FALSE..A353AD105..FALSE..A2E5DCES8F..FALSE..AA3F0088A..FALSE..A51845961..FALSE..A55E6AB5E..FALSE..A67ACD331..FALSE..
A36706E48..FALSE..A3575565E..FALSE..AF4ED2515..FALSE..AECC34BEC..FALSE..A587D056C..FALSE..AE5444EFD..FALSE..A9847A14B..FALSE..AD53
2E401..FALSE..AC9AB7ACB..FALSE..A8C4586D2..FALSE..AE379E83C..FALSE..AAD9FE403..FALSE..A44DB77AB..FALSE..AFC8C594..FALSE..AD83B2FF9
..FALSE..A774E815E..FALSE..ADAA0442..FALSE..A655FCA3B..FALSE..ALIEA7FD63..FALSE..A609B42C1..FALSE..A409F08AF..FALSE..AF28C57DF..FALSE..A70216
23..FALSE..A6B339451..FALSE..A6B481F13..FALSE..AD2758F69..FALSE..A655BFA89..FALSE..A383E736B..FALSE..A6COAF2E8..FALSE..A7493ECCE..FALSE..A6D
BFE203..FALSE..A6E896EEB..FALSE..A76FOEEEC..FALSE..AB4E1930A..FALSE..A7DB172CA..FALSE..A4BEB53A4.. TRUE..P4BEB53A4_1..C:\ProgramData\Microsof
t\Windows\Start Menu\Programs\LI-180 Spectromete

C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}\LI-180_Installer.res

Process: C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-180_Installer.exe
File Type: 7-zip archive data, version 0.3
Category: dropped
Size (bytes): 3902968
Entropy (8bit): 6.223067831964042
Encrypted: false
SSDEEP: 49152:5XHXAgWX91XhXWXbXRXVXgXLWXmIXFPId4xSSS/mIfQY SvpchuMNXCSpA+xUS5ad:5CASSVWHv5e
MDS5: EDA618F20514ECF18BB76A912EFDCA5C
SHA1L: 4C67E979C888877340DEAE91FAB10A47D34CC62F
SHA-256: 35D753D12BAA6A54A74BCCF75D6F5803709E60239E1B7CBD8562D683020A3D4B
SHA-512: 30CE9317979416E40024C2CE5B6F3EF2B454118F9371F5C86948B659B98D8128D07902D3B524C389D6621B0027427DCACEEBBAF1D223A3A63D9818122FC3E952
Malicious: false
Preview:
7z... ...TFRMDESIGN.O0.....TPFO.TfrmDesign.frmDesign.Left....Top....HelpType..htKeyword.HelpKeyword..passingvariables.Borderlcons..biSystemMenu.b

iMinimize. .BorderSter .bsSingle.Caption..$TITLE$.ClientHeight.h..ClientWidth....Color..clBtnFace.Font.Charset.. DEFAULT_CHARSET.Font.Color..clWindowText.Font.He
ight...Font.Name..Tahoma.Font.Style...OldCreateOrder..Position..poDesigned.PixelsPerinch.". TextHeight...GlassFrame.Bottom./..TImage.Imagel.Left... Top...Width...
.Height.;.Picture.Data.~w... TBitmaprw..BMrw......6...(....... T S V-.M4..76.._8..9;..a9..0B..x..iB..gB..rK..nJ#.qN(.rP*wT(.sQ,.uT/wV2.}[1.zY6.~\5.\9..P..W...
M_eenCodosifyzo | Z_200<0dBLjJ..mMLLSF..z2O O SULUWLUX..ZA P Ja )l LS &L( <1470 2 m
e~ ALFLFAMULMLPLQL T[] X em..

C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}\instance.dat

Process: C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-180_Installer.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 101

Entropy (8bit): 4.63121992917389

Encrypted: false

SSDEEP: 3:0iVIWHEqgggwYAjSo61YjhgnnkCsx2u7Ks4v:O6rHEqgEN7Ikhgnnk58
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C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}\instance.dat

MD5: 41FF25A90398D37064A78587CE16B8F0O

SHA1L: 146AA66CC7E179191D1450B69E3531EC8719C146

SHA-256: 4E7A57B217C44047CA43E756785EAA73F1416F1CE405DD9EBFB2E31FAEDFB615

SHA-512: 7AB7B7307D8712FE612AA3BOEAFESDC062C0A970B4F24DCC43949DAIABCBEC4ACCD1C878C3EOFD07BDIDD3B58281EAA29253965E290818CA6709A15834657!
93

Malicious: false

Preview:

{4963F2A4-325D-4774-8D8D-86D68B3EE27C}..{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}..LI-180 Spectrometer..

C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}\mia.lib v
Process: C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-180_Installer.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1335758

Entropy (8bit): 6.607116387652834

Encrypted: false

SSDEEP: 24576:kKLeEbW+wsDaQw6DDz3qgRyPnmGfrnvWUKueY8RmneWtJ5e:jLeEbasY6DwOBfrnvV7UeWtPe

MDS5: 2957FB70B1A610B54D98CC4FB2F8DCEC

SHAL: 68319EBF22A4B7D3B52B2E1198CF61535D024E24

SHA-256: 30BOCD1B04F0B39251614DB60C5F9AD7E98E4201B46CDF4C850942A14F03ECDO

SHA-512: 873CCADABA7A9A639328B42360166BCC427C7298FF743829C3BE92FOFBDIEF8D000F64B799765EB80D42F8BFC5196BF1083752D33840359909E9DA740B15C48¢
Malicious: false

Antivirus: o Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 5%

Joe Sandbox e Filename: gagepack12.0_setup.msi, Detection: malicious, Browse
View:

Preview:

C:\Users\user\AppData\Local\lll\7z.dll v
Process: C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 914432

Entropy (8bit):  6.481500443477186

Encrypted: false

SSDEEP: 24576: TW+wsDaQw6DDz3qRyPnmGfrnvWUKueY8RmneWtJ: TasY6DwOBfrnvV7UeWt

MD5: 04AD4B80880B32C94BE8D0886482C774

SHA1L: 344FAF61C3EB76F4A2FB6452E83ED16C9CCE73E0

SHA-256: A1E1D1FOFFF4FCCCFBDFA313F3BDFEA4D3DFE2C2D9174A615BBC39A0A6929338

SHA-512: 3E3AAF01B769471B18126E443A721C9E9A0269E9F5E48D0A10251BC1EE309855BD71EDE266CAA6828B007359B21BA562C2A5A3469078760F564FB7BD43ACABFI
Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 3%, Browse

°

Antivirus: ReversingLabs, Detection: 0%

Joe Sandbox e Filename: sampplr.exe, Detection: malicious, Browse
View: e Filename: gagepack12.0_setup.msi, Detection: malicious, Browse
e Filename: mbam-setup-1.80.2.1012.exe, Detection: malicious, Browse
e Filename: mbam-setup-1.80.2.1012.msi, Detection: malicious, Browse
e Filename: iNaOoXzqgX.exe, Detection: malicious, Browse
* Filename: , Detection: malicious, Browse
Preview:
MZ.oiiiiiiiie @ e 1..L.IThis program cannot be run in DOS mode....$.......... 0;.tc;.tc;.tcT..c8.tc..zc3.tcT.~c?.tcT.pc9.tc..+c:.tc;.ucH.tc..)c<.tc
...c.tcT..c..tcT..c9.tc..rc:.tc.pc:.tcRich;.tc.. PE..L...S.L. | IO SRR P... Peeees Lodos {

................. P rdata..bR...P...T...> ..@....sxdata.
C:\Users\user\AppData\Local\Temp\7z6C81.tmp v
Process: C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 914432
Entropy (8bit):  6.481500443477186
Encrypted: false
SSDEEP: 24576: TW+wsDaQw6DDz3qRyPnmGfrnvWUKueY8RmneWtJ: TasY6DwOBfrnvV7UeWt
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https://www.metadefender.com/#!/results/file/YnpJeE1ESXdNMWxLYmxOUlUxTkZjd1V6Q3c5NVNsVkQ/regular/analysis
https://view.joesandbox.com/analysis/247062/html/none
https://www.metadefender.com/#!/results/file/YnpJeE1ESXlOVzVqU2xOSWEwaFJkallfUTBCQkt3cTJt/regular/analysis
https://view.joesandbox.com/analysis/267911/html/none
https://view.joesandbox.com/analysis/247062/html/none
https://view.joesandbox.com/analysis/172143/html/none
https://view.joesandbox.com/analysis/172142/html/none
https://view.joesandbox.com/analysis/124477/html/none
https://view.joesandbox.com/analysis/74505/html/none

C:\Users\user\AppData\Local\Temp\7z6C81.tmp v

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

04AD4B80880B32C94BE8SD0886482C774

344FAF61C3EB76F4A2FB6452E83ED16C9CCE73EQ

A1lE1D1FOFFF4FCCCFBDFA313F3BDFEA4D3DFE2C2D9174A615BBC39A0A6929338
3E3AAF01B769471B18126E443A721C9E9A0269E9F5E48D0A10251BC1EE309855BD71EDE266CAAG828B007359B21BA562C2A5A3469078760F564FB7BD43ACABFI

false

e Antivirus: Metadefender, Detection: 3%, Browse
Antivirus: ReversingLabs, Detection: 0%

.

Joe Sandbox e Filename: sampplr.exe, Detection: malicious, Browse
View: e Filename: gagepack12.0_setup.msi, Detection: malicious, Browse
e Filename: mbam-setup-1.80.2.1012.exe, Detection: malicious, Browse
e Filename: mbam-setup-1.80.2.1012.msi, Detection: malicious, Browse
* Filename: iNaOoXzqgX.exe, Detection: malicious, Browse
e Filename: , Detection: malicious, Browse
Preview:
MZ.oiiiiiiiie @ e 1..L.IThis program cannot be run in DOS mode....$.......... 0;.tc;.tc;.tcT..c8.tc..zc3.tcT.~¢c?.tcT.pc9.tc..+c:.tc;.ucH.tc..)c<.tc
: Peeees Lodos {
.@....sxdata..
C:\Users\user\AppData\Local\Temp\7z9094.tmp v
Process: C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_Installer.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 914432
Entropy (8bit):  6.481500443477186
Encrypted: false
SSDEEP: 24576: TW+wsDaQw6DDz3qRyPnmGfrnvWUKueY8RmneWtJ: TasY6DwOBfrnvV7UeWt
MD5: 04AD4B80880B32C94BE8D0886482C774
SHA1L: 344FAF61C3EB76F4A2FB6452E83ED16CI9CCE73E0
SHA-256: AlE1D1FOFFF4FCCCFBDFA313F3BDFEA4D3DFE2C2D9174A615BBC39A0A6929338
SHA-512: 3E3AAF01B769471B18126E443A721C9E9A0269E9F5E48D0A10251BC1EE309855BD71EDE266CAA6828B007359B21BA562C2A5A3469078760F564FB7BD43ACABFI
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 3%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:
Peeees Lodos {
.@....sxdata..
C:\Users\user\AppData\Local\Temp\7zAEDA.tmp v
Process: C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-180_Installer.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 914432
Entropy (8bit):  6.481500443477186
Encrypted: false
SSDEEP: 24576: TW+wsDaQw6DDz3qRyPnmGfrnvWUKueY8RmneWtJ: TasY6DwOBfrnvV7UeWt
MD5: 04AD4B80880B32C94BE8D0886482C774
SHA1L: 344FAF61C3EB76F4A2FB6452E83ED16C9CCE73E0
SHA-256: A1E1D1FOFFF4FCCCFBDFA313F3BDFEA4D3DFE2C2D9174A615BBC39A0A6929338
SHA-512: 3E3AAF01B769471B18126E443A721C9E9A0269E9F5E48D0A10251BC1EE309855BD71EDE266CAA6828B007359B21BA562C2A5A3469078760F564FB7BD43ACABFI
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 3%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:

..80....

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.exe

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe

PE32 executable (GUI) Intel 80386, for MS Windows
dropped

6156254

6.3901059849449515
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https://www.metadefender.com/#!/results/file/YnpJeE1ESXlOVzVqU2xOSWEwaFJkallfUTBCQkt3cTJt/regular/analysis
https://view.joesandbox.com/analysis/267911/html/none
https://view.joesandbox.com/analysis/247062/html/none
https://view.joesandbox.com/analysis/172143/html/none
https://view.joesandbox.com/analysis/172142/html/none
https://view.joesandbox.com/analysis/124477/html/none
https://view.joesandbox.com/analysis/74505/html/none
https://www.metadefender.com/#!/results/file/YnpJeE1ESXlOVzVqU2xOSWEwaFJkallfUTBCQkt3cTJt/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXlOVzVqU2xOSWEwaFJkallfUTBCQkt3cTJt/regular/analysis

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.exe

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Yara Hits:

Preview:

false

98304:IBCWJIvXmKOCOmMVbcEKT/THDXPaVOL8I4AWn1leyeHszH20sP4PqyK13icjgsNTUja:lIWJIfmK7cEKT/TuVOhZseHiFll

A94344CD648287F3BC40B538AF42190B

97A112188EAA93633C88BB7087D021BB565DD232

1AFB50E204A6511B43D62B8ACF150E256921DF3B2A98046C2F7071377BB30FC7
A291392F131E37E08D1B6DD67E38D9318CB0OC5FAC6B4F6F6EE847FE7ES89160B763A3E578F0535A9ADFC016723CFC22F661029D3B2F05C2CD8E495D669C3AFC

false

e Rule: JoeSecurity_DelphiSystemParamCount, Description: Detected Delphi use of System.ParamCount(), Source:
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.exe, Author: Joe Security

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.msi

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

0

dropped

798720

6.23248504194283

false

12288:FNL40BKXsbzIDSJjQ8guBoN2KA2wKc7wMz7:FNLAGWS5BgPA2fc7wMz7
2B7F717CA3147788D37977F204C309F3
801DADC3079409E409B3C16AE1366278AECDD6C6
828EA236DD2C65385C158D31D7395A3BFEF4BB2D2F45033CEF21EB67F227D15D
A758244D2C8E165540775DDD744CA76A8854A5927D361053AFF12D173E5D63B72E30882F9C6E4CI3032FABA3BCC426435C35AF6123C3C63240075F2A8312DFFE

false

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\LI-180 _Installer.res

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

7-zip archive data, version 0.3

dropped

3902968

6.223067831964042

false

49152:5XHXAgWX91XhXWXbXRXVXgXLWXmIXFPId4xSSS/mIfQY SvpchuMNXCSpA+xUS5ad:5CASSVWHv5e
EDA618F20514ECF18BB76A912EFDCA5C

4C67E979C888877340DEAE91FAB10A47D34CC62F
35D753D12BAA6A54A74BCCF75D6F5803709E60239E1B7CBD8562D683020A3D4B
30CE9317979416E40024C2CE5B6F3EF2B454118F9371F5C86948B659B98D8128D07902D3B524C389D6621B0027427DCACEEBBAF1D223A3A63D9818122FC3E952

false

iMinimize. BorderSter .bsSingle. Capt|on $TITLE$ CllentHelghth CI|entW|dth Color cIBtnFace Font. Charset DEFAULT CHARSET.Font. Color cIWmdowText Font. He
ight...Font.Name..Tahoma.Font.Style...OldCreateOrder..Position..poDesigned.PixelsPerinch.”. TextHeight...GlassFrame.Bottom./..TImage.Imagel.Left...Top...Width...
.Height.;.Picture.Data.~w... TBitmaprw..BMrw......6...(....... ; V-.M4..76.._8..9;..a9..0B..x..iIB..gB..rk..nJ#.qN(.rP*wT(.sQ,.uT/wV2.}[1.zY6.~\5.\9..P..W...
M_eeenCodosifyzo | Z_200<0dBLjJ..mMLSF..Z2O. O SULUWLUX..ZA P Ja )l L$&L( <1470 2 m
LV~ ALFLFLMLLMLPLQLTL L] X mL

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\LI-180_Installer.msi

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe

0

dropped

798720

6.23248504194283

false

12288:FNL40BKXsbzIDSJjQ8guBoN2KA2wKc7wMz7:FNLAGWS5BgPA2fc7wMz7
2B7F717CA3147788D37977F204C309F3
801DADC3079409E409B3C16AE1366278AECDD6C6
828EA236DD2C65385C158D31D7395A3BFEF4BB2D2F45033CEF21EB67F227D15D
A758244D2C8E165540775DDD744CA76A8854A5927D361053AFF12D173E5D63B72E30882F9C6E4CI3032FABA3BCC426435C35AF6123C3C63240075F2A8312DFFE

false
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C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\LI-180_Installer.msi

Preview:
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spectrumlinstall Fonts IDE-Plugin.dll\install Fonts EXE-Plugin.dll v
Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 76728
Entropy (8bit):  6.254581045679638
Encrypted: false
SSDEEP: 1536:edjdN2c6vBVoJFLVbRv4e1R42TtHT/tNzxU:edNmVGFp9B1TtHT/tNzu
MD5: 980ABD131E4B45DC8ED554D3EE0C2044
SHA1L: B6041667248E9ADOCED547B33C16BF1D8A495661
SHA-256: 0D75323BOEEFE651374099234B718DA70FE3C160D62BD73B49579CB07C4DDE4B
SHA-512: 0429B94DD0871CB8EDB02DDDDEF2E5D21D22B09D96DCB1CF937E35B2D085742CEBDF121591902FD0A686078F9F241C5551892D1BBFC15E2B094D39BEBA159!
5A
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:
C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spectrum\mDIFxIDE.dINmDIFXEXE.dI| v
Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 1305600
Entropy (8bit):  6.66768345397406
Encrypted: false
SSDEEP: 24576:yl1AaJZ7NOcdUT40ELICRmLrxB4Swz+hLnNIAj4HdH:HcWgYfxSSwz4A6
MD5: 511629FCCFB6C536A8F6FCBF4AA06401
SHA1L: 6931DE3FB845AF6CD30348108A98767268EF6200
SHA-256: 65AD010679A748A7174ABE1C314EO0F1AE78E7BEGIDEC22F0357536F21399C68C
SHA-512: D51248F81789E8E2DEFB7B59E551B3FF705C8D8BB098AC66E7A4C7CIAF48855544BA44D6256F02052B6D525753A645E7EA601F421A5918446A231775F89E081C
Malicious: false
Antivirus: e Antivirus: ReversingLabs, Detection: 4%
Preview:
MzP ..L.L.This program must be run under Win32..$7...
. p.. data...5
K rdata........cccccceveinceee @..@.rel0C. o @ BISTCLL TP T @@
C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spectrum\mDIFxIDE.dII\x64DPInst.exe v
Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe
File Type: PE32+ executable (GUI) x86-64, for MS Windows
Category: dropped
Size (bytes): 1050104
Entropy (8bit):  5.617498652730841
Encrypted: false
SSDEEP: 12288:ulld79EaUTvwieMozMEcOigSpuPMaLium:xldgaWw1MsbTScP0
MD5: BE3C79033FA8302002D9D3A6752F2263
SHA1L: A01147731F2E500282ECASECE149BCC5423B59D6
SHA-256: 181BF85D3B5900FF8BABED34BC415AFC37FC322D9D7702E14D144F96A908F5CAB
SHA-512: 77097F220CC6D22112B314D3E42B6EEDBICCD72BEB655B34656326C2C63FB9209977DDAC20E9C53C4EC7CCC8EA6910F400F050F4BOCBI98CIF42F89617965AA
A
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

Copyright null 2021

e Antivirus: ReversingLabs, Detection: 0%
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https://www.metadefender.com/#!/results/file/YnpJeE1ERXhNR2haZDJwNVdVbHJkd0cta1R3dE82Mng/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXhOMU5QVkMxeU1sRnZOUUs4b21TRm5GRQ/regular/analysis

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spectrum\mDIFxIDE.dII\x64DPInst.exe v

Preview:
C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spectrum\mDIFxIDE.dII\x86DPInst.exe v
Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe
File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 921992
Entropy (8bit):  5.698587665358091
Encrypted: false
SSDEEP: 6144:EZtaKSpwmx5ATm/LC3fwf300U9xkY Sr/mdBTRhKWIjsRP/ITHHM/hHAM8i6r+LylU:EZxSpwmxvL/f3vCN1PMaLi6rAylQjF
MD5: 30A0AFEE4AEA59772DB6434F1C0511AB
SHA1L: 5D5C2D9B7736E018D2B36963E834D1AA0E32AF09
SHA-256: D84149976BC94A21B21AA0BC99FCBDEE9D1AD4F3387D8B62B90F805AC300BA05S
SHA-512: 5E8A85E2D028AD351BE255AE2C39BB518A10A4A467FD656E2472286FEES04EED87AFE7D4A728D7F8BC4261245C1DB8577DEEEE2388F39EB7EE48298E37949F¢
3
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:

MZ.oiiiiiiiie @ e 1..L.IThis program cannot be run in DOS mode....$....... p..04..<4.<4..<="<".<=.v<..<=.f<)..<4.<@..<=.g<0..<=.a<5..
<=.d<5..<Rich4..<. WPELL e e, Jeowoeenn Ot 0.0 @..... JRUPUROON o I 0 XC =.@.
N .rsre..LpaaZ. @..@.reloc..._.

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\1EA7FD63\B65B8ED4\box_feature.jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

JPEG image data, JFIF standard 1.02, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 2152x581, frames 3
dropped

155551

6.411518614321463

false

768:n/Tstz80fLN4p+Qa0zZV4sprBPMCCWn1YyNKIz6J6J6aX6g+6J6JP696J6Js0K3:n/TY80fZ4MQbesp9DjnllizbX8v3
BAE95521060E3A852BB0753BB15DEO1A

EE52EA3E495D25CF5D0795DDCC2D9AF710EC381B
983617EEF70FB3AD4BA79E652D15C7254D2CDA3D8CI63FIBI7AFIEB50CCD1631

AB25284B9A81600F5850CADSE7E1A9C18D150072DBBC53A3CE1F26A7EFA95980D786EF69E23BB5787F06DEBDOA4D26EE9368713994EED601774FA315CB39DB:!
7

false

...... JFIF.....,.,.....,Photoshop 3.0.8BIM.........,.......,..........http://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?>.<x:xmpmeta xmlns:x=
"adobe:ns:meta/" x:xmptk="Adobe XMP Core 4.1-c036 46.277092, Fri Feb 23 2007 14:17:08 ">, <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-n
s#">.  <rdf:Description rdf:about="". xmins:dc="http://purl.org/dc/elements/1.1/">. <dc:format>image/jpeg</dc:format>. <dc:title>. <rdf:Alt>.
<rdf:li xml:lang="x-default">20141009-2</rdf:li>. </rdf:Alt>. </dc:title>.  </rdf:Description>.  <rdf:Description rdf:about="". xmins:xap="http:
/Ins.adobe.com/xap/1.0/". xmins:xapGImg="http://ns.adobe.com/xap/1.0/g/img/">. <xap:CreatorTool>lllustrator</xap:CreatorTool>. <xap:CreateDate>
2015-12-17T17:11:43+08:00</xap:CreateDate>. <xap:ModifyDate>2015-12-17T09:11:49Z</xap:ModifyDate>. <xa

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe

PE32+ executable (native) x86-64, for MS Windows

dropped

24576

5.444427923348303

false

384:8JZ8/zig4KI5XHhdq4Jrd6 TOZUi/WPOm1g5TkgCGDZaV55K6Z0MFVIZnJ96FkUBX:vBM53ZJrdJUi/WP31d/Gdo5KgLcndkzg
971FA2980AB94A90B6A9A8385267E653

FC739185177A85ED04B71C6A8D5FDFB72D919306
25E3D0517AFCBD70C1EBB53097F096E1BDA49DC4524E3C858489E5EC12825608

6D905ECS5FCEE1F8ED2870AF0714A6C630DE3E8D8611406486ADDA0SECFC1873BD57932ED73F42EF93E4F49D40FCED13CAS5C1C99795E8COCECBBEGB56327E]
37

true

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%
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https://www.metadefender.com/#!/results/file/YnpJeE1ESXhOMU5QVkMxeU1sRnZOUV9xRFhJZGd2Sg/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1ESXhOR05KYzA5eGFHcDFWQWp0MkJRVWhKSlBI/regular/analysis

Preview:
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\353AD105\E1510A13\USBXpressinstaller.exe v
Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe
File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 3431048
Entropy (8bit):  6.400282478958549
Encrypted: false
SSDEEP: 98304:ApT20BS2w3Hp1SSx1Q2z1m6h9f8030TjrZzhdaNEzScif30g6vRpJuzleyg9q44Ua:AxkQroInkTjrzh4jSIYZAqn+IgFyPne8
MD5: B24DF87B183ACESFA4ED9D7504DDE6G89
SHA1L: 8CO0439BAEE1E2E868A40D0FB524C535E8EDCIEAA
SHA-256: 2B67C9E6F17A6E1DD56CB7F4FOD0A987475272355F758704B3CF1EB7A3ES3BDA
SHA-512: E22ECBCBECE3F3594E8C66CDB17253E29A602512DFA20D80B5BECA4CF930DF83026374BBFFAB113C6A5F8CF83A1C60FE3188E14B87C1468C961FB6B6938421
7
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 2%
Preview:

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\3575565E\3EF45B9E\ANSI_2008.xIs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

ASCII text, with CRLF line terminators

dropped

880

4.024090783286004

false
12:cykZUsywNgUhIC9SB1SzsQz3+WS+ineL85LAYr3DVJIB4Rhby:cHWLSgU2HzOyieQTDVz6y
9A927231F267D229F8F1A82145D7B6B5
3CCA3B1C9A43FD3D3E67C501BDOFC76BEA279C12
2692C10AC8F820DC79F297CF5375B5ECE84C04F9940ABC7575DBAA419E04F3E4

E8S8DBB142E0D1DC047307BBE0604383AF5ABC5B62A2DA0B13F07D59544324FFC745684A2E772E6CFIF1C8FF74B2E6AFD080879EA2DAD262D9EES87346143DD9
8

false

ENERGY STAR ANSI C78.377-2008....... E10....... 0.4813.0.4319..0.4562.0.426..0.4373.0.3893..0.4593.0.3944..E20....... 0.4562.0.426..0.4299.0.4165..0.4147.0.3814..0
.4373.0.3893..E30.......0.4299.0.4165..0.3996.0.4015..0.3889.0.369..0.4147.0.3814..E40.......0.4006.0.4044..0.3736.0.3874..0.367.0.3578..0.3898.0.3716..E50.....
..0.3736.0.3874..0.3548.0.3736..0.3512.0.3465..0.367.0.3578..E60....... 0.3551.0.376..0.3376.0.3616..0.3366.0.3369..0.3515.0.3487..E70....... 0.3376.0.3616..0.320
7.0.3462..0.3222.0.3243..0.3366.0.3369..E80....... 0.3205.0.3481..0.3028.0.3304..0.3068.0.3113..0.3221.0.3261......... CCT.Point(cx).Point(cy).a.b.Ellipse Rotation Angle..2
700.0.459.0.412.0.0027.0.0014.53.7..3000.0.44.0.403.0.00278.0.00136.53.22..3500.0.411.0.393.0.00309.0.00138.54..4000.0.38.0.38.0.00313.0.00134.53.72..5000.0.346
.0.359.0.00274.0.00118.59.62..6500.0.313.0.337.0.00223.0.00095.58.57...

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\36706E48\3EF45B9E\ANSI.xls

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe

ASCII text, with CRLF line terminators

dropped

1004

3.811029766434935

false

24:cXRbzjOJi/ICG1wwHPINYdBvMCQI9MSDVG:eRfCJI/ICGVSY7x39P4
30638861125319A8EB54E0F75F953AD5
8091B23543DE04CA3769A9C913COAFAFD3191BC3
F6DFE926CECB9139750FC181961260E75817587C353BC525A7E018A2A571DCB1

3175EAFF7FF111EEBDE48459CDCEDBDD7927F3BOFFEEOB29B53A932F51007F19927E8448B4D31F31D0D95312273511C752E7DDOBC7634EFE212C578EC84DC3
D

false
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https://www.metadefender.com/#!/results/file/YnpJeE1ESXhOR05KYzA5eGFHcDFWQU81UTdaVlBWWmU/regular/analysis

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\36706E48\3EF45B9E\ANSI.xls

Preview:

E10....... 0.4813.0.4319......0.4562.0.426......0.4373.0.3893......0.4593.0.3944......E20....... 0.4562.0.426......0.4299.0.4165......0.4147.
E30....... 0.4299.0.4165......0.3996.0.4015......0.3889.0.369......0.4147.0.3814......E40....... 0.4006.0.4044......0.3736.0.3874......0.367.0.3578....
. E60.......0.3551.0.376......0.3376.0.3616......0.3366.0.3369......0.3515.0
.3487......E70....... 0.3376.0.3616......0.3207.0.3462......0.3222.0.3243......0.3366.0.3369......E80....... 0.3205.0.3481......0.3028.0.3304......0.3068.0.3113......0.3221.0.3261...
.......... CCT.Point(cx).Point(cy).a.b.Ellipse Rotation Angle..2700.0.463.0.42.0.00258.0.00137.57.17..3000.0.44.0.403.0.00278.0.00136.53.1..3500.0.409.0.394.0.00
317.0.00139.52.58..4000.0.38.0.38.0.00313.0.00134.54..5000.0.346.0.359.0.00274.0.00118.59.37..6500.0.313.0.337.0.00223.0.00095.58.

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\383E736B\B65B8ED4\square.jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

JPEG image data, JFIF standard 1.01, resolution (DPCM), density 1152x1152, segment length 16, baseline, precision 8, 36x36, frames 3
dropped

811

6.8734786141017254

false

24:cwbGo0XxDuLHeOWXG40Z7DAJuLHenX3wwObZFOE9Et:cUfUERAmMjk

6A90C8F2391DF1AE3AOD4EF59B144E6C

4C751BECA130B036BC5607290444B50104CE262E
CDE14B0A2A6B19A94EA227306823CCB1AE3C6E12939EAC2204C27F74C28D09DA

DB46E0B830C1753E7BA7D24AC341E96CBEDSE98A96C2F309A1A0A82BE445ADADCB2D03B0D4CESD194C313E68A9D21CB858EE2E93CBB233239190B1F811AB1
581

false

..C J1A.Qa."q.
...%&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz. W 11.AQ
.aq."2...B....#3R..br...$4.%.....&'()*56 789:CDEFGHIISTUVWXY ZcdefghijStUVWXYZ..........ccooiiiiiiiiiiiiiciciccccciecccceeeesseess e 2 (T~ Bl EE..c..(ho(
U D... O.ee [o R Cot.2{U 0Asz..L..Nv ..(....

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\409F08AF\B65B8ED4\box_information.jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

JPEG image data, JFIF standard 1.01, resolution (DPCM), density 1152x1152, segment length 16, baseline, precision 8, 1396x416, frames 3
dropped

22296

6.223707808164865

false

96:cA0E6DTpFWFWFWFWFWFWFWFWFWFWF18Z+Z+Z+Z+Z+Z+Z+Z+Z+Z+ZKgngngngnw93:FopYkkkkkkkkkklQQQQwGfo
AAB4F09BBF6A3AE3E9AISE32958BAG6A

9D20AC06988DF7B9872B7CFBC39D8BCI0CFB7532
1549FF975A60DBE5S3F63D8B977FA43AC1059E96AC2FFAOEOEF311726898ECE70

D4FF44288413D19BC487133B8E9CEADC8223B64836EB69C6994FCEF28D23FD43EGAAIBGEG2F2634AE41CD1471904E28FCFEA0710C6D254B17E1361A8DC8CAC
7

false

L11A.Qa"q.
2. .#B..R.$3br...... W 11.AQ
.ag."2...B....#3R..br..$4.% 2000 XV LL20s L pL s WU
..D.9..02.S-zu.y..3G.0..2.Z....Qu.coccvrrenn P..4l6..s. ... \....9NE.y..3G.0..?2.z...Q.. OMNE.Y..3G.0..2.Z...Qu e P....4l6..
S \e..9NEY..3G.0..2.Z...Q. i P...4l6..s. ... \.....9"E.y..3G.0.

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\44DB77AB\7AF51026\LICOR.jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe

[TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CS5.1 Windows, d
atetime=2018:08:07 16:10:23], baseline, precision 8, 424x389, frames 3

dropped

55788

7.406277105755755

false
768:wjINHIM3wYyUD6bOu8/Psvwm13GZ718fZgnpM89UUWnNuY:p3wYDQO5/Ev+1WDfZ98930V
4A482C8F0C46BD5D8C3D6739AD1BC7C8
E543A7289D861A0F9ADD6EB33ED1D837AC89FCBAG
FB2BFC19FBA5DA463FACE6D76EFED53CB1A2F307D3E9C5BEDSE7D11B8BBFE2D1

7F910843D036135070DA2F14524F628C2CE3EFE9AIAEBODAD1DB63578D1A55C7ED25E573E1A15568A253FDF51D0339423A127703DDAF2EFAC55D2B0E701696L
E

false

11..AQaq

. .RI$...1%)$...L..%......>.IN..s,?E.
..De....$.J.s]>F.Y.S.ZI..IIRI$..1%)$.1JI$.R.I$
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C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\453607F8\E1510A13\siusbxp.cat

Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe
File Type: data
Category: dropped
Size (bytes): 8981
Entropy (8bit): 6.952810377972559
Encrypted: false
SSDEEP: 192:61KsjkeBnelyCNECwnVhjeyve CtAWS5LfsxhQ8tsU:1Kskl/w/jpvjAGLa3t/
MD5: FC43EB094C0074FCD29ADC9A742371D9
SHAL: 21EA184EB636E45550BD6A18CDAFO8AE19DDD776
SHA-256: 993B957EB5EAC489092B25A51473CE9B4BC49835673999BC4A95440318194D8A
SHA-512: 6A1ACB42C8A6A18E956431F62A89E3BFCC3484683C2934358ACA50D3FCB42D7FD244625C39D78B4983050BE26B9C5114AB53E41DB429B56BC336D33A2B4B33¢
Malicious: false
Preview:
0.#..*H....#.0."...1.0..+ 7....0..0. 4.7, ..11013117522370...+.....7.....0...0....R1.8.A.8.0.D.E.0.C.F.D.5.2.1.0.E.9.A.3.2.5.C.7.2.B.1.2.4.

0.B.442FBA4F422.1.c0.+..7.10*. File....siusbxp..sys..0V.+..7.1HOF..O.S.Attr....02.:5..1,2:5.2.,.2.:6..0.,.2.:.6...1..0b..+.....7...1TOR.L {
.C.6.8.9.A.AB.8.-.8.E.7.8.-.1.1.D.0.-.8.C.4.7.-.0.0.C.0.4.F.C.2.9.5.E.E }....0i..+.....7...1[0Y04..+.....7...0&..... ....<.<.<.0.b.s.0.le.t.e.>>>0!0..+............. 1.2\r.$.D/.."0....

5..1.,.2.:5..2,,.2.:6...0,,.2.:.6...1...0a..+.....7...1S0Q0,..+.....7.......<.<.<.0.b.s.0.l.et.e.>>>00..+..... 0#UL1AF..q..<.. .f.0b..+...7..1TOR.L{D.E.35.1.A4.2.-8.E5.9.-
.1.1.D.0.-.8.C.4.7.-.0.0.C.0.4.F.C.

Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe

File Type: PE32 executable (native) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 17408

Entropy (8bit): 6.017219183396955

Encrypted: false

SSDEEP: 384:Hb8p/BVUEZg4exDJKDYh3jOB2ralc15FdIg+m:mcdYOh8GaludB

MD5: 812318F3E7BD682E1C22F0B707F66E82

SHAL: AA17A293AEC2BF1239779A8D439F84B2602D76AD

SHA-256: 9B4C47FAA4BD6EF22E75CF8430BAC37E48108C35B6737850E583EFDC37C4D8A81

SHA-512: 961BF96B873E269AD566B33243DF872D989AABGEB51E29CC984D26BCCC331DDB60B45B301C2FD13D9F5E10BC26CAEFBD948D305D35EBAA22515453A3CD57C
D5

Malicious: true

Preview:

..L.IThis program cannot be run in DOS mode....$.

Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe

File Type: PE32 executable (native) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 14592

Entropy (8bit): 6.033771703962439

Encrypted: false

SSDEEP: 192:+Dj6z0KomA4LWbMO9XLu+YMJIpJ7CBMS8iCtSRGb2T+OuT+evhuj4tmkG:+Dj6zHAqW2XwFCjRjyHyevdm/
MD5: 599F3715602F4CB09ADOFDC606E3BID9

SHAL: 659F9A1CF662260F3FB197E6FE3592922014E831

SHA-256: 589FEA41EF48ACDIFOFC54AB25A430E5627D17E8EC3C950F3C5CB71C348E9B8D

SHA-512: 56E55D7FD6330E2BBE60BD79D7502E22CEDCIF448982C54E9C924BD57B3C0741E634883435BA4621DB80852D7F47A081FA4FA4302217BFB4BF87558F7EC233B|
Malicious: true

Preview:

2Dadi 3.8 7.
. chrdatas At

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\587D056C\9426740A\CHK 20131028 165820.xls

Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe

File Type: Microsoft Excel 2007+

Category: dropped

Size (bytes): 8720

Entropy (8bit): 6.701734712242596

Encrypted: false

SSDEEP: 192:8RUQ59v4QSpEeUWb2CAViIb49uOHbYJy8Wn:0514QSpNJIb2CAve49xHbr8A
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C:\Users\user\AppData\Local\Temp\7zS51C5.tmpldata\OFFLINE\587D056C\9426740A\CHK 20131028 165820.xls

MDS5: BFC68AF73FFA1AA121D292B61EGEEEL7

SHA1L: A45A0D6C4CCI9571BCIDBLES984EB42BA467A61C1

SHA-256: 857F749226E477CD880AD1EFC5CFE90F819CA7187E3E229C341FC892F516BB62

SHA-512: 1CAOF915594FBD9359A301852DB87FC62C29D7C27513A35BBD314106BA3DC58331D60DAC875F29ECCC642CF34C9D4BD5E2D79122D7B278E1FCB4251F879741
Malicious: false

Preview:

ool g. P.T
..2Y+.w..B.ML.D..

DQ4..f..|[.d....9.g#...Ni....Cz....*a......|v~6}.y.
g.}...i.K..]2.w.Vo.NM...UB .}.%..-...i..@\.J=IB.....i..1"0".....,A.AG....C......E

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\609B42C1\B65B8ED4\box_feature_ppf.jpg

Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe

File Type: JPEG image data, JFIF standard 1.02, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 2152x498, frames 3

Category: dropped

Size (bytes): 139076

Entropy (8bit): 6.441878302402045

Encrypted: false

SSDEEP: 768:nFJstzSYvn58tludWBaUVvefdYyzH+HRXPKX+HRgH+HIgPKw+HRgH+RPKUPN:nFJYNv2IuEBaWmf9H45I4e4l0j4eKdn

MDS5: 13BC7A5820F748A41E20452055D323A5

SHA1L: CA4D14E7B696A27A8D607AB390C056AAD8D47A45

SHA-256: 1C16416D81D5078A524BODCBAFFDIA74A6DFBO1E694A27BICA43EALDAAC3AAO3A

SHA-512: 2E60EC4AD6A9BIB6204BFE9046555FABF683C95CDF81168F15DB06FEC1B2782250C5FBA17B4B2269F2D6776609D3AD372E9658CB1BE3E6AB16BF8BCAOF768C
8

Malicious: false

Preview:
...... JFIF.....,.,.....,Photoshop 3.0.8BIM.........,.......,........|.http://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?>.<x:xmpmeta xmlns:x=

"adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 2010/02/12-17:32:00 ">, <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#">.

<rdf:Description rdf:about="". xmins:dc="http://purl.org/dc/elements/1.1/">. <dc:format>image/jpeg</dc:format>. <dc:title>. <rdf:Alt>.

<rdf:li xml:lang="x-default'>20141009-2</rdf: </rdf:Alt>. </dc:title>.  </rdf:Description>.  <rdf:Description rdf:about="". xmins:xmp="http://ns.
adobe.com/xap/1.0/". xmins:xmpGImg="http://ns.adobe.com/xap/1.0/g/img/">. <xmp:CreatorTool>Adobe lllustrator CS5.1</xmp:CreatorTool>.
<xmp:CreateDate>2016-05-03T14:13:19+08:00</xmp:CreateDate>. <xmp:ModifyDate>2016-05-03T06:13:23Z</xmp:ModifyDate>.

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmpl\data\OFFLINE\655BFA89\B65B8ED4\LI-COR-logo.jpg

Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe

File Type: [TIFF image data, big-endian, direntries=12, height=684, bps=0, Photometricintepretation=RGB, orientation=upper-left, width=3447], baseline, precision 8, 800x158,
frames 3

Category: dropped

Size (bytes): 87232

Entropy (8bit): 7.76374401337514

Encrypted: false

SSDEEP: 1536:bYczYclalM605JJtLgDjnRG 1fvAHDIwivG/wlqZ:bLpzoX4jnRG1flhwiv4qZ

MDS5: 76FB5E4E25D73167940320BD69523801

SHA1L: 6EA73FDIF333AED01255690D5704FC031AD14D96

SHA-256: A4C401598FA51A19AD762520C3D217B8C4D0A7626B169C6A60B2126A7ES3FEIE

SHA-512: 9CD93A5CEB429490D47E50FA86DC2C18D167AA1AFI716AAB079D627A6DD1AD35EE388DABC25EA27C3C2B768F82FF17FDDBF10B24A140C252F67DC19325212]
6F

Malicious: false

Preview:

*..".Adobe Photoshop CS5.1 Windows

Adobe.d........ccccociiiiii
3 1.1.AQa."q.2.....B#$.R.b34r..C.
&5..D.T..dEU6te....u..F............... Viv........ !
C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\655FCA3B\B65B8ED4\box_basic.jpg
Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe
File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 646x416, frames 3
Category: dropped
Size (bytes): 9428
Entropy (8bit):  5.6390537195983566
Encrypted: false
SSDEEP: 192:c6yVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVMVUVUrVUrVUrvUrVULhy VVVVV VYV VYV VYV VYV VWYV VWV VYV VY VK
MD5: D6BFOE1638C32635B4BOE330DD4DA28E
SHA1L: 92B2747EB2E1DD1907697B4B40AA139448F4A653
SHA-256: 5950D7AA6792FCDE26529D5C213954C33441C783C4DEEE2283AAA4998AC6EFEQ
SHA-512: 5140109E879C83EE9F7BD0D014D5004823155EBOE080DCED2FF10355C2A03E513318FCC83A610BDC55EABO0554CDOADB6B1A909C50121809EC2A7116BFO8EF.
Malicious: false
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C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\655FCA3B\B65B8ED4\box_basic.jpg

Preview:

JFIF.......,....C Gt e } 11A..Qa."q.
W 11.AQ
.aq."2...B....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz. La?e. J.3e....

GO B 20 Y0 P "B U {2 2..%..M...
o 2o P, VBV {20 %o "B U {20
{on _ {onz _ _

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\67ACD331\98FBEBF9\Reference Spectrum.xlsx

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

Microsoft Excel 2007+

dropped

34235

7.799348435900692

false
768:VXOQ5UiKo1zFbU9ZnApNIBZIQLMNI2e6vWRJIFU3D7:VXiiKo1zFbU9ZA/IHIOMGz6vW/FaD7
C06B8A0334EF85F888F3DBC85669C3FF
CAE0D2805B7452816D5CAC7C7A6B621EAC5E3F7C
EO04ECF261F03F9168CD85B6FA025AC57917CD44B713B1A8D530B20C446C1211F

70F83D59F1496B16CA45C60A7ELC24A0FA526E1424FE6CBAOFAA4DC43033BA5B7B52C9C015F3EBF0475B9624C41C3A2FEF43CAALBF76A4AF66EDOB2DOE7C2:
E6

false

. Amx f.$.0Rb"B.0...?)|...e\..Z.....d.......b2~.Bm,%. > krE,Tn..C2.Ear.>.T..b..4
T4DqDI 7t4 io{S.mA..g.".2k?.Ly....& .Cwv.|. z.v*u.J.w.}.\Y. %....... A..CB$....qs.k.MmQ6..-<...+....... e G.l.06 e PK.ee LLUO#...L..

..... _rels/.rels ...(.

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6B339451\B65B8ED4\chart_criw.jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

JPEG image data, JFIF standard 1.01, resolution (DPCM), density 1152x1152, segment length 16, baseline, precision 8, 674x635, frames 3
dropped

27880

6.875985710971225

false

768:TToaGXgXgXgXgXgXgXgXgXgXgXgXgXgXgXgXgXgd8bXm:TsaGQQQQQQQQQQQQQQQQQmMb2
D1A53D4B64F05A2871B04470C035F9D9

BFOCD7A2DC6707C59D3038CC40A3F34F8629A240
FC9B2EFF24902D0408371AB727507F7C53F805038D340792D00DI06ESBE4AEDS

5A9DFFBOAC796903E6E04B388C253F8234A2E86FDDA2FD5ACE230C6D3405DEFOF54C726DF81A2C862750F60BF497F35DES03EAOD4E430015674B15BC29DESC
F

false

LJ1A.Qalq.
2..#B..R.$3br. W 1LAQ
2.5 (((omlh 4B

.8 pF(.y.7...<..J..}..mq<.n.].<J.p$.d....J....

V.HU..>e....... e U...o..?2.2u..h..[a.B.O...Z(......._V.e...,.....U.<.o0..2.?2u.h.[a.B.O...Z(
B G.0.%....5.. 0 e Vo€, U.<..0..?2u..h..[a.B.O... Z(........... .

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6B481F13\B65B8ED4\cie1931.jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe

[TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CS5.1 Windows, d
atetime=2018:05:23 17:14:42], baseline, precision 8, 1600x1600, frames 3

dropped

350390

7.157320861579299

false

3072:u30zT+4vPgniUMWKPNnMgZAWt9B2yxQ5FKIEaya4VsvSPcHNIjykgDY70yZ5J1:jvPqiUMWkPMcBa5Fzn4kMcHNoHEyYyZ5X
38DFEBA72CD538D1256B67D2BF8FAEOC

F8711D63148468FD8D712599342C504A0D1D3B72

FCFB2D1F9E427F3F1B8ED33B377D0493A0BIF0C7B5172C13DAABABD1F0086B9C
EB9151D05FE8FA3D3001581C276A802CAE768CD34A0F77FBFED9D44872BC41BA1D9C18625C2FBA24D625447B4769356F45E375927C3619BFA11E3A5F31109E8!

false
..... GEXif.MM. % b G dn 20 L WAdobe Photoshop CS5.1 Windows.2018:05:23 17:14:142.....ceecece.
..@. HLino...mntrRGB XYZ .. 1..acspMSFT....IEC sRGB...

vued...L....view
.SRGB IE061966—2.1.... ..SRGB IEC61966-2.1........cccouunre
..IEC http://www.iec.ch ...|EC http://www.iec.ch....

$tech...0...r- TRC
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C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6COAF2E8\BE4A257\LICORIang.ini

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

Little-endian UTF-16 Unicode text, with CRLF, CR line terminators

dropped

269766

4.17943553746763

false
3072:uukCI9ElczUzZz+2zrJZzU7ugHJI2L30fNy7IrwnN5SME+siFGV9q88YFUN8fS5cP/1:vXF8tV
6B5601074757D38741CE5675B76388CB
A10E15E42235C7910BA7241A5415E6426943D947
BD4B17BFFC964B105918140E2B15AF0C29292ACBFFBO6ES68E1269361B99F9DB
311E71E2570A5C39BF7C85573F11DDB449518413679BDC1219BF4D36239E7142053EC3D7B96A5359C1B25BD20744F3C6D0F24E94981EC297671100B57BA7EAFE

false

.[.CHT]...BAS.IC_SETUP= j.yr._<P-.[...B.LN._.S.E.T.U.P.=.B.LLN.yr._<P-.[...B.i.n.E.d.t..C.a.p.ti.o.n.=..}/ . hV...b.t.n.C.o.n.n.e.ct...C.ap.tio.n.=#.}...b.
tn.C.o.n.n.e.c.t.Hint=..btnD.ark..Cap.tion=.flhck..b.tnSetting..Cap.tion=..]|T-.[..btnDark.Hint=..b.tnD.s.co.nn.ec.t.C.ap.tio.n.
=.e.}..b.tn.Dis.c.o.n.ne.ct. .Hint=..cb.B.i.n.Exp.T.ime..Hint=.fIQBf....c.b.C.hk.Exp.T.im.e..H.in.t=.fIQBf.....ch.C.ount. H.int=.}.lkxe..cbhExp.T.i
m.e..H.i.n.t=_fIQBf.....c.b.L.o.g.E.x.p.T.im.e..H.i.nt=.fIQBf.....c.b.L.o.g.l.n.t.e.r.v.al. Hint=.}.v..Bf...cb.Lo.g.ltime.Co.unt.Hint=.kflQBf.}.kxe...cb.
L.o.g.l.ti.m.e.E.n.d...H.i.n.t.=.P}_g.v.flQBf..<P....c.b.L.o.g.l.t.i.m.e.G.a.p...H.i.n.t.= fIQBf....<P...c.b.L.o.g.l.tim.e.S.tar.t. H.int=w.Y.v.fIQBf.<P...c.b.L.o.gtm.H.M.a
xV.alu.e..H.i

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6DBFE203\342BBCE8\Cold.asz

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

data

dropped

32243

7.983643036707625

false

768:FwZk43Try4rswSIWIZDbkP3PTVVzN7DIKe8pGY 7eKlfi:FwK+yMswShfDb07DzxIEqVi
AC1C8EO8E905B7F2050F55295A054FF1
76C174B7C484DE9691DE8F60E790222D1D5362D9
332EA0360575D993483B891C19DA9115342C8B207722C072E64F6D960BDA27E2

2F56A66363FB558760BB8BFC370EB5F6E3ECD3037FD6BA9763903BCOF1C420421FC55CAL60EBA97A2772A49949BC649FBE66BA010C5BD456ED23DA88007052C
9

false

‘y..gRO..dkm!.d..&i....l..’\..;<.Dy..:....E#rf88 W} kAd.Y...Czj.&+.CZ\....X..7 ... W........ fM..R....n~....... n..6Mql.g0....=.Uk.

.DPB...k7e.. ..V\.. $ fee} ............ j.=...E.H0.$D.l...D.kL.g$...>.....<.DjL.P...]~.@..&.Y...p..h.<;.m..CR8.1.c..yy.=1.{....iYV.#.80.....|./l..J>&2"E<U{TM.-.."$Z.HR.!..
Lhl&3FL V20w 0. #...I...s..M.GUc.Tb7K .d5(..Br..h7m)\..1..&~....Lo..2 k.........-. XL...... 2. LZ.GP ...+."|..4i. 7y .Vv.0.v.3.P. k.g..Bx\..0h-.tA.3..9.6m.V...=0..
(.U.>3.[.m.1&1Im.WU./'d..6.]."_0....> ..~ #..Q4 . K] S.N....a>l|zV& J..Ph..o.h........@.-fP.........L.. 1.S.3..[......c.gYA..+e,=(.E..Vc{.".m~..x.Ql.._4BJI0.FD
"9...9sXhSW.....*/g...:<..+b:k3K.....E.&p O.....,..... 2. {.H..L<G6...A.......... L$[6.k..uM..z... .-YE.g.IM ....... N.X..S ..... }.@..72Q.9ct..g......".0....Q.3cX...V...L

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\7021623\B65B8ED4\chart_cie1976w.jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

JPEG image data, JFIF standard 1.01, resolution (DPCM), density 1152x1152, segment length 16, baseline, precision 8, 663x654, frames 3
dropped

49281

7.677803253072959

false

1536:HOz9vOQugFYu+r15YmntUPmnglhlWzqivgh500VSLs6h90TT+0:uz3FwxOPmg1GCSooLs6hM+0
4AE6C98119702AD8DBE19815759A9AD5

DD6246D6C6A2606AABI725156B6F3C6554670D60
948DC9829F0D27B461B7410CC20E42E8299FDIDC7CF29AD4C269133873A06810

2CD288A1E3FD13D44DD2C1F3B8DOADECOEC43231E71882CEBDF8D101DC1199018B20227E88B4B73310C019F26786D991CCB230E5D46340A913C5D0FB271B4L
B

false
...... JFIFCC}IlA .Qa."q.
2...#B..R..$3br J1.AQ

.ag."2...B.... #3R..br..$4.%.....&'()*56789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.

(((((((((((((((((((((((((((((((((4
C...X.G#.?0.....kh * . w..... [, o.U< 7o 4.

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\7493ECCE\C0705257\CIEO.CFG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe
ASCII text, with CRLF line terminators
dropped

25871

3.628876107565113

false
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C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\7493ECCE\C0705257\CIEO.CFG

SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

768:tAglljLdNeBa/QlhO4erymyb2U2nCGqgsjlogBLFenLwfl:tAgllLINeBaolhOLrymyz2nCGgAgBLFeE

2ED1B9435809772B68294D38B962DE19

ECE1D3D025626D350683E7070382F235FCIOFE09B

67F5DF4714FB4E1D09FC592DDD4AC6B6FAE220B25F5CEEF7B1B538AA653FF465
175FD4219059AEFBCIOEDF83359AEE72FCI0EBAG0048A6A11EBBE15B8F62F9981899D2827D791600998B4D67CC6C2703B4FAF82B520BA5411AE9247C44401BAD!

false

401,380,780..0.17411.0.00496.0.25686571.0.016464427.0.25686571.0.010976284..0.17409.0.00496.0.256832415.0.016464184.0.256832415.0.010976123..0.17407.0
.00497.0.256787756.0.016496404.0.256787756.0.010997603..0.17406.0.00498.0.256759747.0.016528743.0.256759747.0.011019162..0.17404.0.00498.0.256726457.0
.016528499.0.256726457.0.011018999..0.17401.0.00498.0.256676525.0.016528133.0.256676525.0.011018755..0.17397.0.00497.0.256621308.0.016495188.0.2566213
08.0.010996792..0.17393.0.00494.0.256588798.0.016397312.0.256588798.0.010931541..0.17389.0.00493.0.256533573.0.016364361.0.256533573.0.010909574..0.17
384.0.00492.0.256461702.0.016331288.0.256461702.0.010887525..0.1738.0.00492.0.256395126.0.016330806.0.256395126.0.010887204..0.17376.0.00492.0.2563285
54.0.016330324.0.256328554.0.010886883..0.1737.0.00494.0.256206027.0.016394531.0.256206027.0.010929687..0.17366.0.00494.0.256139471.0.016394047.0.2561
39471.0.010929365..0.17361.0.00494.0.256056282.0.016393443.0.256056282.0.010928962..0.17356.0.00492.

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\774E815E\526B362B\LICOR-about.jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

JPEG image data, JFIF standard 1.01, resolution (DPCM), density 28x28, segment length 16, baseline, precision 8, 145x435, frames 3
dropped

12917

7.841242072236601

false

192:A+rZ8DyGZb+SVEENb81eH11JzjrFW/AUBHWTY rwwJpU8jDIOVRcYgVNJIV20sZEFs:rWyZbUBATJIk/2RDPfXfj7gYOej9
AEB44B1C85804C8574E0E56037233558

1F115B2CCFF90DCD80DE33501BB2341827A65DAA
0D91511EC270698D449798FEAF766B1A3820CB659BC2E37C10B52F39D7046B17
347B732569F61C725355394724224063F759A430E71523F8C24CA19C041E67AC9402B6FE50C1056000CFIE36F94B7BC20D7F1891E67D2F002BD44AA0626DEF3F

false

1.1."AQa.2

q.0..
5e.=k..C...].h.R.CH....0...B....%.9.)......BY

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmpldata\OFFLINE\8C4586D2\7AF51026\cie1976.jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

[TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CS3 Windows, dat
etime=2013:08:09 15:30:04], baseline, precision 8, 1600x1600, frames 3

dropped

304735

6.764574393450863

false
3072:U9qqfJ6k0IWHQD3N5i85cLpl6Dziokg5ZVpLe+BUMx8Ni07c/FXr25:eq+elWHQD9Cz6Dz13ty+Bhmc90
0C86034B78ACO8EBEBF4751066FF4508

9E2CF625C636D92524BBD3787C326CA0A411150B
B5426827E53E27D35BA83DE51C5367BA595AB1B22C2411E3BODCBA31C6896886

C25574138EE7544958DA6FC1BEE3BC0C5495547CF04DEY9AC39827E2340B58593897F5F2BEEB62F5A932FC95086AD833A92D9DDA52D83758BC86AC007EDOOC2¢
E

false

e ".Adobe Photoshop CS3 Windows.2013:08:09 15:30:04.
JFIF....H.H......Adobe_CM......Adobe.d..........ccceeiriiniiiiiiicie,
1.1.AQa."q.2.....B#$.R.b34r..C.%.S...cs5....
&D.TdE.t6..U.e...u..F.. s 11..AQaq"..2.....B#.R..3$b.r..CS.cs4.%......&5..D.T..dEUGte....u..F.. .. Viv. 7TGWgw..
~RI$...1%)$.1J1$.R.1$...19%)$.1J1$.R.1$...19%7?...RI$...1%)$.1J1$.R.1$...1%)$.1J1$.R.1$...1%7...RI$...1%)$.1JI$.R.1$...1%)$.1J]

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\9847A14B\B6D77E4E\ESPD_L1-180-000.xls

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe

ASCII text, with CRLF line terminators

dropped

7336

4.207813795706626

false
192:caWYFcBd/EL8XoWGUoNB8y/kc6L4eexSZod/DOFiMwX6:ckICL81LoN8IOeoYD0O8MZ
75F5F0228EF83924EDAF8B5AA0DE93F9
A34DEB51928DDA684CEB73B267831E5D2832A591
EE507AACFCA46227BE426667327F5F65432AB3EAES45619B7B05583EB9SAEFAS
0949B79F2FF3A24CC3F2F807017FBF09F3393AC11BB46B52F5310609F0F4B31F7DB972E451CD404119806B2F376C9476C5E5BD26EA60A75030A0BCO0E2A70BAD
false
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C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\9847A14B\B6D77E4E\ESPD_L1-180-000.xls

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

Model Name.LI-180..Serial Number.C16M0094..Time.2018/06/07_18:36:47..Memo...LUX.551.286071777344..fc.51.234764..CCT.5279..Duv.0.002312..I-Time.810..x.
0.337865..y.0.350262..u'.0.207044..v'.0.482941..x10.0.344416..y10.0.343235..u'10.0.214256..v'10.0.480423..deltax.0.000138..deltay.0.004687..deltau’.-0.001705..d
eltav'.0.002342..LambdaP.449..LambdaPValue.14.203784..LambdaD.564..X.531.774719..Y.551.286072..Z.490.864868..S/P.1.821943..Purity.0.064435..Pct Flicke
r.0.000000..CRI.72.959000..R1.71.421402..R2.76.906075..R3.79.229408..R4.73.710800..R5.71.450272..R6.67.357368..R7.81.994560..R8.61.602081..R9.-16.8643
55..R10.43.786861..R11.69.502899..R12.42.744762..R13.71.495804..R14.88.912788..R15.66.517227..CQS.71.641174..GAI.81.695618..TLCI.50.887054..Rf.70.6989
36..Rg.94.557259..PPFD.7.529354..PFD-UV.0.006745..PFD-B.1.763472..PFD-G.3.702757..PFD-R.2.114594..PFD-FR.0.278020..PFD.7.806673..IRR.1.697261..380nm.0
.099609..381nm.0.099624..382nm.0.100046..383nm.0.101189..384nm.0.101241..385nm.0.095187..3

e

C:\Users\user\Desktop\LI180_win-1.5.1.exe

PE32+ executable (native) x86-64, for MS Windows

dropped

19456

5.5838184446755195

false
192:2fW3/zOHLiVal/qgPhhOm1o0aJOz6CXPaxEL+GInOalGallLp/JSUJj6jLfIv19U:2fW3LOHLALCIOM1Xz3fW0lallnS1LFv
CEDF7CFFCCDO03451FD22DBAAC2E3DESE

3FD8383608DB769A1E2C8E0C1302C315DCABB37E
A1F4B952099EBA4BA4E659782F85B45C4BBB411BF5B7C02D5BEOCC3DBF27AFF3
BBAOBF8C75E5A1B1AFC72F5B5A33CACA721DBB4589DE7B3430398AE147E2E2CF18A15932DF62D32423B1093453B55B48B9E99FB7549135E3CF33976229C4737!

true

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\AD9FE403\7AF51026\GAl.jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

[TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CS3 Windows, dat
etime=2013:11:20 16:36:56], baseline, precision 8, 394x472, frames 3

dropped

36337

6.764811903181098

false

384:gKibD1sWGibD1LnE3rvkPYNg7070sesesesla:gkvWGAE3rvkPYy9sesesesla

F6A740B37593A25B3303F21BB5C79123

E84EEBD8AD1C57D3EAO8C6AB838816FFC041971B4

5D44CEB519861E072FCDEAEE1D3530FA59D573AA5C80BFEO6C39BAB3AEE7CEBC
8B7F40BBED567DBC12F273B384B3C6D0F0F27CECFFESFB6F8ES9E27C91A21865AE972E722D1473660857A10048D26E3DIE4AD79417E67245ACC86508DFAC1ICA]

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\B7ED429E\E1510A13\setup.ini

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe

ASCII text, with CRLF line terminators

dropped

639

5.225501775126988

false
12:04W7yQSUA5Q0ZAFXYFP30ZjAjwMphMpYNS75qyR9100UGYy:04sSUASFFUPY Zj2py2NOsyR9apGyy
80DFOF8F1C0B01912035B8EDBEE3FCA4

A375BB2019091745C5A65CFD6CCC13F3459395FC
2DCEAA5F2B3661B8BBFC8C3EB4C8AA9464D1A113C53375A0B23618CA32F98EAB
7CAFFBB64965074667987D88E740046DB9BD17916A6D6019EBBCAAD441A7ABO7EB8A29E9FB5BDF07C6F58AE19120935EBCD650D0F9B03DC3E96991118174900

false

[Driver Type]..USBXpress....[Driver Version]..3.3....[Product Name]..Silicon Laboratories USBXpress Device....[Company Name]..Silicon Laboratories....[VID]..10C4....[PID]
..EA61....[Relative Install]..Relative To Program Files....[Install Directory]..Silabs\MCU\USBXpress\....[Install Subdirectories]..x86..x64....[Install Quiet Mode]..Off....[Uninsta
Il Quiet Mode]..Off....[Copy Driver Files]..No....[Remove Copied Files On Uninstall]..Yes....[XP_2K_2K3_VISTA INF Files]..SiUSBXp.inf....[XP_2K_2K3_VISTA Driver
Files]...\x64\SiUSBXp.sys...\x64\SiLib.sys...\x86\SiUSBXp.sys...\x86\SiLib.sys....[XP_2K_2K3_VISTA Catalog Files]..siusbxp.cat..
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C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\C3C84A4C\E1510A13\SiUSBXp.inf

Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe

File Type: Windows setup INFormation, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1728

Entropy (8bit): 5.224754517663399

Encrypted: false

SSDEEP: 48:5/dOSWX4TQDbID63zIp6MpSyj6PCCuQ4fx+q:5/du/l+sVSyjVbQ4x+q

MD5: BC384072A8A9F073B51EF98ACF303D5B

SHA1L: 30235521EB314146B1FD71B67F3CE7D920E2668D

SHA-256: O0F042E4397AAE2383340DC6D5E224DESSED28C8F7AC1EOCOEO3C1BB7ES8A0D80
SHA-512: 7A9044D6072852A4685775DAF2E3F1AEABIA5797D85CF577E4E3F0446EFAS3EFB226D96E428BE979467A666D6AAEBOOSAF021797A994312E610BC3873868C3F8
Malicious: false

Preview:

; Silabs USBXpress Driver..; Copyright (c) 2010, Silicon Laboratories......[Version]..Signature=$WINDOWS NT$..Class=USB..ClassGUID={36fc9e60-c465-11cf-8056-4445
53540000}..Provider=%MFGNAME%..DriverVer=07/14/2010,3.3..CatalogFile=SiUSBXp.cat....[Manufacturer]..%MFGNAME%=DeviceList, NTamd64....[DestinationDirs]
..DefaultDestDir=10..;System32\Drivers..DriverCopyFiles=10..,System32\Drivers....[SourceDisksNames.x86]..1=%INSTDISK%,,,....[SourceDisksFiles.x86]..SIUSBXp.sys=
1,\x86..SiLib.sys=1,\x86....[SourceDisksNames.amd64]..1=%INSTDISK%,,,....[Source DisksFiles.amd64]..SiUSBXp.sys=1,\x64..SiLib.sys=1,\x64....[DeviceList]..%DESCRI
PTION%=DriverInstall,USB\VID_10C4&PID_EA61....[DeviceList. NTamd64]..%DESCRIPTION%=Driverinstall,USB\VID_10C4&PID_EA61....[ControlFlags]..Exc
ludeFromSelect=*....; ..; WINdows 2000 SECHONS..;-=======mmmmm i mm e [
nstall.NT]

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\C9AB7ACB\7AF51026\cie1931.jpg
Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe

File Type: [TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CS3 Windows, dat
etime=2013:08:09 15:39:41], baseline, precision 8, 1600x1600, frames 3

Category: dropped
Size (bytes): 336534
Entropy (8bit): 7.115911162455732
Encrypted: false
SSDEEP: 6144:GI2tAK++2lUccb5UeseFVYp9WabwF+3bbveA:GI26KI2IURb5UeseFIWabw83bbGA
MD5: AAEC7C5FA49097EA26788ECF321A50D0
SHA1L: 087058EFA3499B861E24C32A6EB5B86C86470935
SHA-256: CA503EF7FDD964353860C55ED9924F9F02434D07B2A075E8E477CAFBAEF195F 1
SHA-512: 91D99DF6CB4F2DF763C6F9CAS9DEA5AF3647142F371BFCE672519523285EF94F57403617EC37806F3E131E682925AC8AC12B2C381306C2E5BF5491FA98DD0260
Malicious: false
Preview:
...... JFIF..HH. L CEXf MM b G Lr 20 WAdobe Photoshop CS3 Windows.2013:08:09 15:39:41......eees
.@. Adobe.d.....

&D.TdE.t6..U.e...u..F............. Viv........ 7GWgw..
RI$...1%)$.1J1$.R.1$...1%)$.1JI$.R.1$...1%72...RI;..

............... 5...11..AQaq"..2.....B#.R..3%b.r..CS.cs4.%......&5..D.T..dEUGte....u..F............Viv
x.v.MjVloQ.p.a...a..Z....... #...8.5.~-m.sO...?2.d..t~1...\...8

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D2758F69\B65B8ED4\cie1976.jpg
Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe

File Type: [TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CS5.1 Windows, d
atetime=2018:05:23 17:15:12], baseline, precision 8, 1600x1600, frames 3

Category: dropped

Size (bytes): 313463

Entropy (8bit): 6.814020649307973

Encrypted: false

SSDEEP: 3072:xzqzFaS2L8hls4H50U4+6h/geGVra2FAGnZqWTsOMRS:xzqzFp7ZoA11a2F/n1T3S

MD5: E6F16A7651B2C498F5506220CD24B3F7

SHA1L: A1463B7A75A1309135F086CD026A334439EE624D

SHA-256: BC3CD3B0F623353B0067F670DA41E5639E2BF722954A67D3737E7CBBF39F6291

SHA-512: F66867FA36BA8BB34690FECACEBIFFB07E966B61D0994C19B5E1A1D637C7D3393E5B313C3F48FC03743E0EOF7BF998BIC3E51203F8160EA2C08CF87F425BC34
A

Malicious: false

Preview:
..... WEXif..MM.* Ee . .'.Adobe Photoshop CS5.1 Windows.2018:05:23 17:15:12.
@ &(. ..Adobe_CM...... AdODE.A...c.iei i
. 7TGWgw..

196)$.10...T.1%)$.1J1$.R I$...19)$.1J1$.R.1$...19%)$.10... T.196)$.1J1$.R.1$...19%)$.1JI$.R.I$...196)$.10...T.LH.L.RR.(..&.."...

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D35647E\E023D589\LI-180 Spectrometer.exe

Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe

File Type: PE32 executable (GUI) Intel 80386 (stripped to external PDB), for MS Windows
Category: dropped

Size (bytes): 20469760

Entropy (8bit):  6.646788174507154
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C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D35647E\E023D589\LI-180 Spectrometer.exe

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Yara Hits:

Preview:

false

196608:r4Z+0+3MQUGqcJ8g+QwAINstIzmIemKD:r4xJGOA/Ooe7D
4CB8BE08741CF33831104499F1240830
ACE76BA4ECCA1AACEAB87CFA539F60E969258DBA9
26A4B2A211FF8078C7E232A1AE4290A92BDODF171E5416CBC97BC3B4C3379681

37FEF919B225EBB1E78E36A91C3A2D1530B47F65B8226B07BBI9AS6AEFD1BOF7889EC05CB731EBE2AFD2B346456B3FESAC7AC95682B788366F3C5977E2B1A4D:
6

false

e Rule: JoeSecurity_DelphiSystemParamCount, Description: Detected Delphi use of System.ParamCount(), Source:
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D35647E\E023D589\LI-180 Spectrometer.exe, Author: Joe Security

1..L.I..This program must be run under Win32..$7..

...@..@.didata..p.

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D532E401\20073942\mdd_0.ttf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

TrueType Font data, 15 tables, 1st "OS/2", name offset 0x30a0dc

dropped

3189464

5.995760690515092

false

49152:aKGJIGTVOL61KRCN7GVLKNrxCQ4Skrrh67iPFfR:XGJGROL3K7AhrritR
134EA9D05DB33ADF680B8440F715CCF9
3122FD8759ACB7562A98F6349EFOE2E46A018895
70F760EE31BB569EC53E33B44A699643898DC8C65B3034E370953AFD1E63964D
C512C3F68EB90C5A6D78D2F00559A42CE492131F0CC6B18A5483B57E906793EFAFD25785F0836483214333AA9E77960DD6C6F32FC8292178644FCIOE4D2BI1A9B

false

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D83B2FF9\7AF51026\tm30image.jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

[TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CS3 Windows, dat
etime=2015:12:30 17:35:06], baseline, precision 8, 800x800, frames 3

dropped

94892

7.270988868597474

false
1536:58c3FL8w+sCi2MhzmZRRgFWHXbGZC17CFIQTUH4dIqUtleKFWWIQISuDKRID:s8MF1hinpmZRROWXqZC17CFV4YdcTeKX
628BA21B5C6B2759EAEBAB66A6BE2C6C3

349D8736B69DCBB1A0C58736B5006E19737D2144
871AF5869E6BODBAADAEESB45AA02B4349FEOBFD35B0B6960DC7C177E33DB0O5SF

70FDE4CB2C719F10B6B407FDB5453B2D7CD672F3FE3F8185CC86B988FC94A2680E8161E382DAF2C99F04ECA0654A6E1DB38FF0D41A672928FEC508E50649CBI
7

false

...... JFIF..HH. L CEXIf MM b G Ln 20 WAdobe Photoshop CS3 Windows.2015:12:30 17:35:06......ceveeeees
.JFIF....H.H......Adobe_CM......Adobe.d...

B#.R..38b.r..CS.cs4.%......&5..D.T..dEUBte....U..F.............. Viv
M...aD)..Y.6..A.K

11..AQaq"..2.
\.8Y...nEr...f..1...NK....

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\DAA0442\526B362B\LICOR-start.jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe
JPEG image data, JFIF standard 1.01, resolution (DPCM), density 28x28, segment length 16, baseline, precision 8, 600x360, frames 3
dropped
20110
7.456114321529859
false
384:NJ220gJO6LBHPVZzp7/C5Xy2bbd4632YQdkA4lliVhU:kgJO61NNOXykbd41Q2A4lliVhU
DB5050170386F50D5268871E82F8CF49
269AD18CEC7382CE70192A9E9805324EE50889A9
C3242691970CAA16C3508D08309EEAEB38310AF944EBOSCC51FD32ED31F9D14B
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C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\DAA0442\526B362B\LICOR-start.jpg

SHA-512:

Malicious:

Preview:

70C31CF3ECD273AB431F7A92BA7D44AC57ADF9B49B8C2A10C2A8180A26ADB6CESBE156E2412336B1FC434C46381BB95BF1A98D682B26275A3F2433CE83AADE
B6

false

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\DC702C7E\E023D589\SiUSBXp.dIl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

90112

5.9593050226304385

false
1536:EFrG2x+yr66sN/Cnj3sxacCtmkAdheNcief1n9INABxojxiM:E1G26wjNtkT9JaBiju
8D32BE58B5F5BD7317628BF6BES77DB7
C43BCE281CDB08C4B36D7C15B2817C901B75A9EE
4CB634E37C2622AFBCDDF706868F4E992DB59B7BBB6F99820EC636307F833C32

DB27E8DD5361424D98C4894B8D9163CE88A51F31F343C8474CCEB30C353EEBFBAD92F2A252B299E7E52B203CB69388E875CFES5680BBA36D7ACB807F955D0EC
7

false

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\E379E83C\7AF51026\CRI2.jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

[TIFF image data, big-endian, direntries=12, height=945, bps=0, Photometricintepretation=RGB, orientation=upper-left, width=945], baseline, precision 8, 800x800, frames
3

dropped

317756

7.8934485714815565

false

6144:mbVolEvG4/Rkez+lh6MLh/kRG2x2yiQpWMJIGzxBYDH:GolEv6ez+SY2vpgYDH

F41266D03391E18B49F781EC376AEQ2E

776BD803EDA70C5463F595B670A17F1CBEC3045E

D6F4C7DF131CEB1357BF951E2AF27349A583D53500A9CA0D60BDF2F0202DEBD6
0D6D6DOBOF01AFES585E7011F19ABE85305418819C8F319CF13E0CC1591C9A462E8388C5C3FIEEC4D8190C080BAGIEN75784047A9EICICF7CEIBAAD22135FFA

false

.."..".Adobe Photoshop CS5.1 Windows.2018:08:1
Adobe_CM......Adobe.d..........ccccceririiiiiiiiiis
3.....L.1.AQa."q.2.....B#$.R.b34r..C.
&5..D.T..dEU6te....u..F.....cococ... Viv........ '

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\E5444EFD\CDOE66BD\LI-180_Log Example.xls

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe

ASCII text, with very long lines, with CRLF line terminators

dropped

3750

4.008741802403102

false
48:+80FBBLkDIMXEhePfniR+sZ5URhyfahrXp7zfBSLnJ+PnshS6CI+zRI7yjShRhxd:I0Rvni6RbpXfCnISCdnwX/JU9kwbC6He
6B725689715D05FF07DDD4446546AE98

E6393831097644DA12EEOCEEFE2C4E3FFD60CD7E
6BFED87E667BACB0O0FB1BD98AC564E4A43A120679BE91378C485FEDD5DI1A7FE
9C3A3D4632BIE0076F61966252480068B3343F709F5A923E84D70DEA2BAE21DD9500F4B6146B048F7092333BFDCEIB78EF4AD79AB49BD8359FC5D572A6CFC80C!

false

Page 30 of 248



C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\E5444EFD\CDOE66BD\LI-180_Log Example.xls

Preview:

Model Name.Serial Number.Time.Memo.LUX.fc.CCT.Duv.l-Time.x.y.u".v'.x10.y10.u'10.v'10.deltax.deltay.deltau’.deltav'.LambdaP.LambdaPValue.LambdaD.X.Y.Z.
S/P.Purity.CRI.R1.R2.R3.R4.R5.R6.R7.R8.R9.R10.R11.R12.R13.R14.R15.CQS.GAI.TLCI.Rf.Rg.PPFD.PFD-UV.PFD-B.PFD-G.PFD-R.PFD-FR.PFD.Pct Flicker.IRR...LI-
180.C16M0094.2018/06/07_18:38:57..543.148682.50.478500.5279.000000.0.002312.810.000000.0.337866.0.350264.0.207044.0.482942.0.344412.0.343248.0.
214248.0.480429.0.000139.0.004689.-0.001705.0.002343.449.000000.13.986156.564.000000.523.924194.543.148682.483.612244.1.822421.0.064443.72.989456.71.4
41299.76.929138.79.267715.73.732475.71.476006.67.393066.82.017883.61.658089.-16.677534.43.856194.69.527214.42.825092.71.514412.88.933922.66.551353.71.
674065.81.703079.50.969234.70.737282.94.565559.7.421987.0.007622.1.738674.3.647980.2.086047.0.279896.7.702174.0.000000.1.674243...L1-180.C16M0094.2018
/06/07_18:39:02..569.244202.52.903736.5288.000000.0.002364.780.000000.0.337633.0.350170.0.206922.0.482862.0.34

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\ECC34BEC\3EF45B9E\ANSI_Ellipse.xIs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

ASCII text, with CRLF line terminators

dropped

1004

3.811029766434935

false

24:cXRbzjOJi/ICG1wwHPINYdBvMCQI9MSDVG:eRfCJI/ICGVSY7x39P4
30638861125319A8EB54E0F75F953AD5
8091B23543DE04CA3769A9C913COAFAFD3191BC3
F6DFE926CECB9139750FC181961260E75817587C353BC525A7E018A2A571DCBL

3175EAFF7FF111EEBDE48459CDCEDBDD7927F3BOFFEEOB29B53A932F51007F19927E8448B4D31F31D0D95312273511C752E7DDOBC7634EFE212C578EC84DC3
D

false

ENERGY STAR ANSI C78.377....... E10....... 0.4813.0.4319......0.4562.0.426......0.4373.0.3893......0.4593.0.3944......E20....... 0.4562.0.426......0.4299.0.4165......0.4147.
0.3814......0.4373.0.3893......E30....... 0.4299.0.4165......0.3996.0.4015......0.3889.0.369......0.4147.0.3814......E40....... 0.4006.0.4044......0.3736.0.3874......0.367.0.3578....
..0.3898.0.3716......E50....... 0.3736.0.3874......0.3548.0.3736......0.3512.0.3465......0.367.0.3578......E6O....... 0.3551.0.376......0.3376.0.3616......0.3366.0.3369......0.3515.0
.3487......E70....... 0.3376.0.3616......0.3207.0.3462......0.3222.0.3243......0.3366.0.3369......E80....... 0.3205.0.3481......0.3028.0.3304......0.3068.0.3113......0.3221.0.3261...
.......... CCT.Point(cx).Point(cy).a.b.Ellipse Rotation Angle..2700.0.463.0.42.0.00258.0.00137.57.17..3000.0.44.0.403.0.00278.0.00136.53.1..3500.0.409.0.394.0.00
317.0.00139.52.58..4000.0.38.0.38.0.00313.0.00134.54..5000.0.346.0.359.0.00274.0.00118.59.37..6500.0.313.0.337.0.00223.0.00095.58.

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\F28C57DF\B65B8ED4\chart_cie1931w.jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

JPEG image data, JFIF standard 1.01, resolution (DPCM), density 1152x1152, segment length 16, baseline, precision 8, 663x654, frames 3
dropped

52016

7.671803743250698

false

1536:HQeswjrRRDzYtzY04Q1lleSqDye7R6CvZJz+75:wbwjrRRDzY1Y|q7SQ7RjvZIzZW5

5A5A18D04A1E20512F32E8C21F286E4A

5193582C703AFCBIFFFB84C46B6837BBE9026BEQ
827E3E67CD174BBA9A30FB11FOE0419DA0384B84CCD2050E6246701B505FAEF9

DB5B18AA3358736EED43F9EE3F3284AB15DFA22606FFBB7CD278036BAD380F91F8FFD1F07AC2CB6D7AE4C879E7369716A61E3EEDSSAEBF09B7428111721074%
4

false

C ..... X..G# ’?o kh.*...w ......... [, ,0.U..< ...... 7 ....... 4

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\F4ED2515\3EF45B9E\ANSI_2011.xIs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe

ASCII text, with CRLF line terminators

dropped

881

4.0063232350310995

false

24:cGIVOUVuKaZuTAQaQubrOcHge3vQTDVz6y:eVzVudZuTOQublB/W1z
ADDCFE247A6E035209CCCBD99F699EAL
764AD762AE4E1A063F57C2C8E2D18ABODC5141EA
505C3D93C19A8C64D5131AB94E1CBD77BDA4EF1A1B7187D731510C2CB5DFD3A6
9A77CF8974BA731D8436CIE1F4BOB1D8990B8733BEB6A26566808AD134B1BOE6EB4AS99CF7AE7037BCD8878906548310F7686A024DD88DB7E507CB983DB97C5!

false

ENERGY STAR ANSI C78.377-2011....... E10....... 0.4811.0.4315..0.4561.0.4259..0.4373.0.3892..0.4591.0.3941..E20....... 0.4561.0.4259..0.4302.0.4171..0.4149.0.382..
0.4373.0.3892..E30....... 0.4302.0.41713..0.4003.0.4034..0.3895.0.3708..0.4149.0.382..E40....... 0.4003.0.4034..0.3737.0.3879..0.3671.0.3583..0.3895.0.3708..E50..

..... 0.3736.0.3879..0.355.0.3752..0.3514.0.348..0.3671.0.3582..E60.......0.355.0.3752..0.3375.0.3619..0.3366.0.3372..0.3514.0.348..E70.......0.3375.0.36169..0.3
205.0.3475..0.3221.0.3255..0.3366.0.3372..E80....... 0.3205.0.3475..0.3027.0.331..0.3067.0.3118..0.3221.0.3255.......... CCT.Point(cx).Point(cy).a.b.Ellipse Rotation Angle..
2700.0.459.0.412.0.0027.0.0014.53.7..3000.0.44.0.403.0.00278.0.00136.53.22..3500.0.411.0.393.0.00309.0.00138.54..4000.0.38.0.38.0.00313.0.00134.53.72..5000.0.34
6.0.359.0.00274.0.00118.59.62..6500.0.313.0.337.0.00223.0.00095.58.57..

Page 31 of 248



C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\FC8C594\7AF51026\LICORC.jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

[TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CS5.1 Windows, d
atetime=2018:08:07 16:10:55], baseline, precision 8, 424x389, frames 3

dropped

65664

7.563574997001168

false

1536:J3UYDQO5/EOYE+HZY S+up2wvGon6fR930V:mk5JUSY S+uN+9s
A57E8C6BB8787217316ACE238BDFF43A
03C311EF7213EF6219391E1DEE6GBEE781C32B97C
C339438B62D436692A6363693799D818CEE49F043EDE20C7EO6DF1E4947855EB

48CDF60EABAOBC8AF560E3B4E75481EEOEDCA7FCB763B63FD3298883676AA2E92936E537891DC48ED5230AD75AB48EEF3AD9395A40EF889FE74A03BEA42F27
1D

false

...... Exif..MM.*.

>F.Y.S..ZI.

C:\Users\luser\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\mMSI.dINmMSIExec.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

1340928

6.677299856016359

false

24576:89mKmMT{YBbuMNX9PNKMHxXgrptvZzDMbxBqSwY 1raig5CUd1t:89mn1buMNX9yChlIGbxUSwr57d1t
57C34F9689A69BEOC1CD7F6FF3FDA546

54F0D3CB9693D8937AA93301AC66D25CDEA9B628
2C2095721E9E7B3CA68D08D5F3D6E0528B8BCEDIA4SCEAG38CF4B8212E9B139E
01C95F082FD71DAD1BC686F37B7CA06724936B2E02294147EEBE384910809ADC8D802D89016CFA423C1181D531CE6C8D0AF4CI5F633DBAESDEAAD3B10C842F

.@....didata.......

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\mia.lib

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

1335758

6.607116387652834

false
24576:kKLeEbW+wsDaQw6DDz3qgRyPnmGfrnvWUKueY8RmneWtJ5e:jLeEbasY6DwOBfrnvV7UeWtPe
2957FB70B1A610B54D98CC4FB2F8DCEC

68319EBF22A4B7D3B52B2E1198CF61535D024E24
30BOCD1B04F0B39251614DB60C5F9AD7E98E4201B46CDF4C850942A14F03ECDO
873CCADABA7A9A639328B42360166BCC427C7298FF743829C3BE92FOFBDIEF8D000F64B799765EB80D42F8BFC5196BF1083752D33840359909E9DA740B15C48¢

false

C:\Users\luser\AppData\Local\Temp\7zS64E0.tmp\LI-180_Installer.exe

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe

PE32 executable (GUI) Intel 80386, for MS Windows
dropped

6156254

6.3901059849449515

false
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C:\Users\luser\AppData\Local\Temp\7zS64E0.tmp\LI-180_Installer.exe

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Yara Hits:

Preview:

98304:IBCWJIvXmKOCOmMVbcEKT/THDXPaVOL8I4AWn1leyeHszH20sP4PqyK13icjgsNTUja:lIWJIfmK7cEKT/TuVOhZseHiFll

A94344CD648287F3BC40B538AF42190B

97A112188EAA93633C88BB7087D021BB565DD232

1AFB50E204A6511B43D62B8ACF150E256921DF3B2A98046C2F7071377BB30FC7
A291392F131E37E08D1B6DD67E38D9318CB0OC5FAC6B4F6F6EE847FE7ES89160B763A3E578F0535A9ADFC016723CFC22F661029D3B2F05C2CD8E495D669C3AFC

false

e Rule: JoeSecurity_DelphiSystemParamCount, Description: Detected Delphi use of System.ParamCount(), Source:
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_Installer.exe, Author: Joe Security

@..@.reloc...1... F.....LD............@..B.rsrc........ KeooollDuees

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_Installer.msi

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

0

dropped

798720

6.23248504194283

false

12288:FNL40BKXsbzIDSJjQ8guBoN2KA2wKc7wMz7:FNLAGWS5BgPA2fc7wMz7
2B7F717CA3147788D37977F204C309F3
801DADC3079409E409B3C16AE1366278AECDD6C6
828EA236DD2C65385C158D31D7395A3BFEF4BB2D2F45033CEF21EB67F227D15D
A758244D2C8E165540775DDD744CA76A8854A5927D361053AFF12D173E5D63B72E30882F9C6E4CI3032FABA3BCC426435C35AF6123C3C63240075F2A8312DFFE

false

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_Installer.res

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

7-zip archive data, version 0.3

dropped

3902968

6.223067831964042

false

49152:5XHXAgWX91XhXWXbXRXVXgXLWXmIXFPId4xSSS/mIfQY SvpchuMNXCSpA+xUS5ad:5CASSVWHv5e
EDA618F20514ECF18BB76A912EFDCA5C

4C67E979C888877340DEAE91FAB10A47D34CC62F
35D753D12BAA6A54A74BCCF75D6F5803709E60239E1B7CBD8562D683020A3D4B
30CE9317979416E40024C2CE5B6F3EF2B454118F9371F5C86948B659B98D8128D07902D3B524C389D6621B0027427DCACEEBBAF1D223A3A63D9818122FC3E952

false

iMinimize..BorderStyle..bsSingle.Caption..$TITLE$.ClientHeight.h..ClientWidth....Color..clBtnFace.Font.Charset.. DEFAULT_CHARSET.Font.Color..clWindowText.Font.He
ight...Font.Name..Tahoma.Font.Style...OldCreateOrder..Position..poDesigned.PixelsPerinch.”. TextHeight...GlassFrame.Bottom./..TImage.Imagel.Left... Top...Width...
.Height.;.Picture.Data.~w... TBitmaprw..BMrw......6...(....... ;

VYo~ ALFLELMLLMLPLQ. T[] X m..

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-180_Installer.msi

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe

0

dropped

798720

6.23248504194283

false

12288:FNL40BKXsbzIDSJjQ8guBoN2KA2wKc7wMz7:FNLAGWS5BgPA2fc7wMz7
2B7F717CA3147788D37977F204C309F3
801DADC3079409E409B3C16AE1366278AECDD6C6
828EA236DD2C65385C158D31D7395A3BFEF4BB2D2F45033CEF21EB67F227D15D
A758244D2C8E165540775DDD744CA76A8854A5927D361053AFF12D173E5D63B72E30882F9C6E4CI3032FABA3BCC426435C35AF6123C3C63240075F2A8312DFFE

false
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C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-180_Installer.msi

Preview:

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\datalLI-COR Spectrum\install Fonts IDE-Plugin.dll\Install Fonts EXE-Plugin.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

76728

6.254581045679638

false

1536:edjdN2c6vBVoJFLVbRv4e1R42TtHT/tNzxU:edNmVGFp9B1TtHT/tNzu
980ABD131E4B45DC8ED554D3EE0C2044
B6041667248E9ADOCED547B33C16BF1D8A495661
0D75323BOEEFE651374099234B718DA70FE3C160D62BD73B49579CB07C4DDE4B

0429B94DD0871CB8EDB02DDDDEF2E5D21D22B09D96DCB1CF937E35B2D085742CEBDF121591902FD0A686078F9F241C5551892D1BBFC15E2B094D39BEBA159(
5A

false

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR Spectrum\mDIFxIDE.dIN\mDIFXEXE.dII

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

1305600

6.66768345397406

false

24576:y1AaJZ7NOcdUT40ELICRmMLIxB4Swz+hLnNIAj4HdH:HcWgYfxSSwz4A6
511629FCCFB6C536A8F6FCBF4AA06401
6931DE3FB845AF6CD30348108A98767268EF6200
65AD010679A748A7174ABE1C314EO0F1AE78E7BEGIDEC22F0357536F21399C68C
D51248F81789E8E2DEFB7B59E551B3FF705C8D8BB098ACE6E7A4C7COAF48855544BA44D6256F02052B6D525753A645E7EA601F421A5918446A231775F89E081C

false

MZP .@.

...PE..L.
Ltext... k... l...
...@....edata..O.

I..L.l..This program must be run under Win32..$7

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\datalLI-COR Spectrum\mDIFxIDE.dII\x64DPInst.exe

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

PE32+ executable (GUI) x86-64, for MS Windows

dropped

1050104

5.617498652730841

false

12288:ulld79EaUTvwieMozMEcOigSpuPMaLium:xldgaWw1MsbTScPO
BE3C79033FA8302002D9D3A6752F2263
A01147731F2E500282ECASECE149BCC5423B59D6
181BF85D3B5900FF8ABED34BC415AFC37FC322D9D7702E14D144F96A908F5CAB

77097F220CC6D22112B314D3E42B6EEDBICCD72BEB655B34656326C2C63FB9209977DDAC20E9C53C4EC7CCC8EAG6910F400F050F4BOCB98CIOF42F89617965AA
A

false

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\datalLI-COR Spectrum\mDIFxIDE.dII\x86DPInst.exe

Process:

Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe
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C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\datalLI-COR Spectrum\mDIFxIDE.dII\x86DPInst.exe

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

921992

5.698587665358091

false

6144:EZtaKSpwmx5ATmM/LC3fwf300U9xKkY Sr/mdBTRhKWIjsRP/IHHM/hHAM8i6r+LylU:EZxSpwmxvL/f3vCN1PMaLi6rAylQjF
30A0AFEE4AEA59772DB6434F1C0511AB

5D5C2D9B7736E018D2B36963E834D1AA0E32AF09
D84149976BC94A21B21AA0BCI9FCBDEE9D1ADAF3387D8B62B90F805AC300BA05

S5E8AB5E2D028AD351BE255AE2C39BB518A10A4A467FD656E2472286FEES04EED87AFE7D4A728D7F8BC4261245C1DB8577DEEEE2388F39EB7EE48298E37949F¢
3

false

p..04.<4..<4.<="<".<=v<..<=.1<)..<4..<@..<=.g<0..<=.a<5..

1..L.IThis program cannot be run in DOS mode....$

L.

“.data...”™...0..

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\1IEA7FD63\B65B8ED4\box_feature.jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

JPEG image data, JFIF standard 1.02, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 2152x581, frames 3
dropped

155551

6.411518614321463

false

768:n/Tstz80fLN4p+Qa0zZV4sprBPMCCWn1YyNKIz6J6J6aX6g+6J6JP696J6Js0K3:n/TY80fZ4MQbesp9DjnllizbX8v3
BAE95521060E3A852BB0753BB15DEO1A

EE52EA3E495D25CF5D0795DDCC2D9AF710EC381B
983617EEF70FB3AD4BA79E652D15C7254D2CDA3D8CI63FIBI7AFIEB50CCD1631
AB25284B9A81600F5850CADSE7ELA9C18D150072DBBC53A3CELF26A7EFA95980D786EF69E23BB5787F06DEBDOA4D26EE9368713994EED601774FA315CB39DB:!

Photoshop 3.0.8BIM.. ..L.http://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?>.<x:xmpmeta xmlns:x=
"adobe:ns:meta/" x:xmptk="Adobe XMP Core 4.1-c036 46.277092, Fri Feb 23 2007 14:17:08 ">, <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-n

s#">.  <rdf:Description rdf:about="". xmins:dc="http://purl.org/dc/elements/1.1/">. <dc:format>image/jpeg</dc:format>. <dc:title>. <rdf:Alt>.
<rdf:li xml:lang="x-default">20141009-2</rdf:li>. </rdf:Alt>. </dc:title>.  </rdf:Description>.  <rdf:Description rdf:about="". xmins:xap="http:

/Ins.adobe.com/xap/1.0/". xmins:xapGImg="http://ns.adobe.com/xap/1.0/g/img/">. <xap:CreatorTool>lllustrator</xap:CreatorTool>. <xap:CreateDate>

2015-12-17T17:11:43+08:00</xap:CreateDate>. <xap:ModifyDate>2015-12-17T09:11:49Z</xap:ModifyDate>. <xa

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

PE32+ executable (native) x86-64, for MS Windows

dropped

24576

5.444427923348303

false

384:8JZ8/zig4KI5XHhdq4Jrd6 TOZUi/WPOm1g5TkgCGDZaV55K6Z0MFVIZnJ96FkUBX:vBM53ZJrdJUi/WP31d/Gdo5KgLcndkzg
971FA2980AB94A90B6A9A8385267E653

FC739185177A85ED04B71C6A8D5FDFB72D919306
25E3D0517AFCBD70C1EBB53097F096E1BDA49DC4524E3C858489E5EC12825608

6D905EC5FCEE1F8ED2870AF0714A6C630DE3E8D8611406486ADDA0SECFC1873BD57932ED73F42EF93E4F49D40FCED13CA5C1C99795E8COCECBBEGB56327E]
37

true

..uc.Rich.uc.

........... p..@.
.@....pdata..

UV ¢ Jhinit.. ..h. ..@..
L@INIT....b.cees N TR rsrc...0........... AU @..B.reloc

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\353AD105\E1510A13\USBXpressinstaller.exe

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):

Encrypted:

SSDEEP:
Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe
PE32 executable (GUI) Intel 80386, for MS Windows
dropped
3431048
6.400282478958549
false
98304:ApT20BS2w3Hp1SSx1Q2z1m6h9f8030TjrZzhdaNEzScif30g6vRpJuzleyg9q44Ua:AxkQroInkTjrzh4jSIYZAqn+IgFyPne8
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C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\353AD105\E1510A13\USBXpressinstaller.exe

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

B24DF87B183ACESFA4ED9D7504DDE6G89
8CO0439BAEE1E2E868A40D0FB524C535E8EDCOEAA
2B67C9E6GF17A6E1DD56CB7F4AFOD0A987475272355F758704B3CF1EB7A3SES3BDA

E22ECBCBECES3F3594E8C66CDB17253E29A602512DFA20D80B5BECA4CF930DF83026374BBFFAB113C6A5F8CF83A1C60FE3188E14B87C1468C961FB6B6938421
7

false

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\3575565E\3EF45B9E\ANSI_2008.xIs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

ASCII text, with CRLF line terminators

dropped

880

4.024090783286004

false
12:cykZUsywNgUhIC9SB1SzsQz3+WS+ineL85LAYr3DVJIB4Rhby:cHWLSgU2HzOyieQTDVz6y
9A927231F267D229F8F1A82145D7B6B5
3CCA3B1C9A43FD3D3E67C501BDOFC76BEA279C12
2692C10AC8F820DC79F297CF5375B5ECE84C04F9940ABC7575DBAA419E04F3E4

E8S8DBB142E0D1DC047307BBE0604383AF5ABC5B62A2DA0B13F07D59544324FFC745684A2E772E6CFIF1C8FF74B2E6AFD080879EA2DAD262D9EES87346143DD9
8

false

ENERGY STAR ANSI C78.377-2008....... E10....... 0.4813.0.4319..0.4562.0.426..0.4373.0.3893..0.4593.0.3944..E20....... 0.4562.0.426..0.4299.0.4165..0.4147.0.3814..0
.4373.0.3893..E30....... 0.4299.0.4165..0.3996.0.4015..0.3889.0.369..0.4147.0.3814..E40....... 0.4006.0.4044..0.3736.0.3874..0.367.0.3578..0.3898.0.3716..E50.....
..0.3736.0.3874..0.3548.0.3736..0.3512.0.3465..0.367.0.3578..E60.......0.3551.0.376..0.3376.0.3616..0.3366.0.3369..0.3515.0.3487..E70.......0.3376.0.3616..0.320
7.0.3462..0.3222.0.3243..0.3366.0.3369..E80....... 0.3205.0.3481..0.3028.0.3304..0.3068.0.3113..0.3221.0.3261......... CCT.Point(cx).Point(cy).a.b.Ellipse Rotation Angle..2
700.0.459.0.412.0.0027.0.0014.53.7..3000.0.44.0.403.0.00278.0.00136.53.22..3500.0.411.0.393.0.00309.0.00138.54..4000.0.38.0.38.0.00313.0.00134.53.72..5000.0.346
.0.359.0.00274.0.00118.59.62..6500.0.313.0.337.0.00223.0.00095.58.57...

C:\Users\luser\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\36706E48\3EF45B9E\ANSI.xIs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

ASCII text, with CRLF line terminators

dropped

1004

3.811029766434935

false

24:cXRbzjOJi/ICG1wwHPINYdBvmMCQI9MSDVG:eRfCJI/ICGVSY7x39P4
30638861125319A8EB54E0F75F953AD5
8091B23543DE04CA3769A9C913COAFAFD3191BC3
F6DFE926CECB9139750FC181961260E75817587C353BC525A7E018A2A571DCBL1

3175EAFF7FF111EEBDE48459CDCEDBDD7927F3BOFFEEOB29B53A932F51007F19927E8448B4D31F31D0D95312273511C752E7DDOBC7634EFE212C578EC84DC3
D

false

ENERGY STAR ANSI C78.377....... E10....... 0.4813.0.4319......0.4562.0.426......0.4373.0.3893......0.4593.0.3944......E20....... 0.4562.0.426......0.4299.0.4165......0.4147.
0.3814......0.4373.0.3893......E30....... 0.4299.0.4165......0.3996.0.4015......0.3889.0.369......0.4147.0.3814......E40....... 0.4006.0.4044......0.3736.0.3874......0.367.0.3578....
..0.3898.0.3716......E50....... 0.3736.0.3874......0.3548.0.3736......0.3512.0.3465......0.367.0.3578......E6O....... 0.3551.0.376......0.3376.0.3616......0.3366.0.3369......0.3515.0
.3487......E70....... 0.3376.0.3616......0.3207.0.3462......0.3222.0.3243......0.3366.0.3369......E80....... 0.3205.0.3481......0.3028.0.3304......0.3068.0.3113......0.3221.0.3261...
.......... CCT.Point(cx).Point(cy).a.b.Ellipse Rotation Angle..2700.0.463.0.42.0.00258.0.00137.57.17..3000.0.44.0.403.0.00278.0.00136.53.1..3500.0.409.0.394.0.00
317.0.00139.52.58..4000.0.38.0.38.0.00313.0.00134.54..5000.0.346.0.359.0.00274.0.00118.59.37..6500.0.313.0.337.0.00223.0.00095.58.

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\383E736B\B65B8ED4\square.jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe

JPEG image data, JFIF standard 1.01, resolution (DPCM), density 1152x1152, segment length 16, baseline, precision 8, 36x36, frames 3
dropped

811

6.8734786141017254

false

24:cwbGo0XxDuLHeOWXG40Z7DAJuLHenX3wwObZFOE9Et:cUfUERAmMjk

6A90C8F2391DF1AE3AOD4EF59B144E6C

4C751BECA130B036BC5607290444B50104CE262E
CDE14B0A2A6B19A94EA227306823CCB1AE3C6E12939EAC2204C27F74C28D09DA

DB46E0B830C1753E7BA7D24AC341E96CBEDSE98A96C2F309A1A0A82BE445ADADCB2D03B0D4CESD194C313E68A9D21CB858EE2E93CBB233239190B1F811AB1
581
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C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\383E736B\B65B8ED4\square.jpg
Malicious: false

Preview:

..C
...%&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.
.aq."2...B....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
O.eee [o P Cot.2{U? 0Asz..L..Nv ..(....

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\409F08AF\B65B8ED4\box_information.jpg

Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPCM), density 1152x1152, segment length 16, baseline, precision 8, 1396x416, frames 3

Category: dropped

Size (bytes): 22296

Entropy (8bit):  6.223707808164865

Encrypted: false

SSDEEP: 96:cA0E6DTpFWFWFWFWFWFWFWFWFWFWF18Z+Z+Z+Z+Z+Z+Z+Z+Z+Z+ZKgngngngnw93:FopYkkkkkkkkkklQQQQwGfo

MD5: AAB4F09BBF6A3AE3E9A95E32958BA66A

SHA1L: 9D20AC06988DF7B9872B7CFBC39D8BC90CFB7532

SHA-256: 1549FF975A60DBE5S3F63D8B977FA43AC1059E96AC2FFAOEOEF311726898ECE70

SHA-512: D4FF44288413D19BC487133B8E9CEADC8223B64836EB69C6994FCEF28D23FD43E6AAIBGEG2F2634AE41CD1471904E28FCFEA0710C6D254B17E1361A8DC8CAC
7

Malicious: false

Preview:

LJ1A.Qa"g.
2..#B..R.$3br...... W 11..AQ
.ag."2...B....#3R..br..$4.% 2000 XV LL20Ss L pL s WU

..D.9..02.S-zu.y..3G.0..2.Z....Qu.cocevrrrnne P..4l6..s. ... \....9NE.y..3G.0..72.z...Q.. 9MNE.Y..3G.0..2.Z...Qu e P....4l6..

S \e..9NEY..3G.0..2.Z...Qu e P...4l6.s. ... \.....9"E.y..3G.0.

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\44DB77AB\7AF51026\LICOR.jpg

Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe

File Type: [TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CS5.1 Windows, d
atetime=2018:08:07 16:10:23], baseline, precision 8, 424x389, frames 3

Category: dropped

Size (bytes): 55788

Entropy (8bit):  7.406277105755755

Encrypted: false

SSDEEP: 768:wjINHIM3wYyUD6bOu8/Psvwm13GZ718fZgnpM89UUWnNuY:p3wYDQO5/Ev+1WDfZ98930V

MD5: 4A482C8F0C46BD5D8C3D6739AD1BC7C8

SHA1L: E543A7289D861A0F9ADD6B33ED1D837AC89FCBAG

SHA-256: FB2BFC19FBA5DA463FACE6D76EFEDS53CB1A2F307D3E9C5BEDSE7D11B8BBFE2D1

SHA-512: 7F910843D036135070DA2F14524F628C2CE3EFE9AIAEBODAD1DB63578D1A55C7ED25E573E1A15568A253FDF51D0339423A127703DDAF2EFAC55D2B0OE701696LC
E

Malicious: false

Preview:

. 7TGWgw.. ....l1.AQaq
..De.....$..J.8]>F.Y.S..ZI..IIRI$...1%)$.101$.R.1$

.RI$...1%)$...L..%......>.IN..s,?E.

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\453607F8\E1510A13\siusbxp.cat

Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe

File Type: data

Category: dropped

Size (bytes): 8981

Entropy (8bit): 6.952810377972559

Encrypted: false

SSDEEP: 192:6IKsjkeBnelyCNECwnVhjeyve CtAW5LfsxhQ8tsU: 1Kskl/w/jpvjAGLa3t/

MDS5: FC43EB094C0074FCD29ADC9A742371D9

SHA1L: 21EA184EB636E45550BD6A18CDAFO8AE19DDD776

SHA-256: 993B957EB5EAC489092B25A51473CE9B4BC49835673999BC4A95440318194D8A
SHA-512: 6A1ACB42C8A6A18E956431F62A89E3BFCC3484683C2934358ACAS0D3FCB42D7FD244625C39D78B4983050BE26BIC5114AB53E41DB429B56BC336D33A2B4B33¢
Malicious: false

Preview:

0#. . *H......#0."..10.+..
0.B.442FBA4F4.22.1.c0..+..7..10*. File....siusbxp..sys..0V.+..7.1HOF..O.S Attr....02.:5..1.,.2.:5.2.,.2.:6..0 1..0b..+....7...ATOR.L.{
.C.6.8.9.A.AB.8.-.8.E.7.8.-.1.1.D.0.-.8.C.4.7.-.0.0.C.0.4.F.C.2.9.5.E.E }....0i..+.....7...1[0Y04..+.....7...0&..... ....<.<.<.0.b.s.0.l.e.t.e.>.>>0!0..+..... 1.2\r.$.D/.."0....
R3.0.2.3.5.,5.2.1.E.B.3.1.4.1.4.6.B.1.F.D.7.1.B.6.7.F.3.C.E.7.D.9.2.0.E.2.6.6.8.D...1..[0:..+.....7...1,0*...F.i.l.e.....s.i.u.s.b.x.p..i.n.f...0V.+...7..1HOF..O.S.Attr.....02.:
5..1.,.2.:5..2,,.2.:.6...0.,.2.:.6...1...0a..+.....7...1S0Q0,..+.....7.......<.<.<.0.b.s.0.l.eit.e.>>>00...+........ 0#UL1AF..q..<.. f.0b..+...7...1TOR.L{D.E.3.5.1.A.4.2.-8.E.5.9.-
.1.1.D.0.-.8.C.4.7.-.0.0.C.0.4.F.C.
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Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

PE32 executable (native) Intel 80386, for MS Windows

dropped

17408

6.017219183396955

false

384:Hb8p/BVUEZg4exDJIKDYh3jOB2ralc15Fdig+m:medY0Oh8GaludB
812318F3E7BD682E1C22F0B707F66E82
AA17A293AEC2BF1239779A8D439F84B2602D76AD
9B4C47FAA4BD6F22E75CF8430BAC37E48108C35B6737850E583EFDC37C4D8A81

961BF96B873E269AD566B33243DF872D989AABGEB51E29CC984D26BCCC331DDB60B45B301C2FD13D9F5E10BC26CAEFBD948D305D35EBAA22515453A3CD57C
D5

true

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

PE32 executable (native) Intel 80386, for MS Windows

dropped

14592

6.033771703962439

false

192:+Dj6z0KomA4LWbMO9XLu+YMJIpJ7CBMS8iCtSRGb2T+OuT+evhuj4tmkG:+Dj6zHAqW2XwFCjRjyHyevdm/

599F3715602F4CB09ADOFDC606E3BID9

659F9A1CF662260F3FB197E6FE3592922014E831

589FEA41EF48ACDI9FOFC54AB25A430E5627D17E8EC3C950F3C5CB71C348E9B8D
56E55D7FD6330E2BBE60BD79D7502E22CEDCIF448982C54E9C924BD57B3C0741E634883435BA4621DB80852D7F47A081FA4FA4302217BFB4BF87558F7EC233B|

true

1..L.IThis program cannot be run in DOS mode....$..

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\587D056C\9426740A\CHK 20131028 _165820.xls

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

Microsoft Excel 2007+

dropped

8720

6.701734712242596

false
192:8RUQ59v4QSpEeUWb2CAVib49uOHbYJy8Wn:0514QSpNJIb2CAve49xHbr8A
BFC68AF73FFA1AA121D292B61E6EEEL7
A45A0D6C4CCI571BCIDBIES984EB42BA467A61C1
857F749226E477CD880AD1EFC5CFE90F819CA7187E3E229C341FC892F516BB62
1CAO0F915594FBD9359A301852DB87FC62C29D7C27513A35BBD314106BA3DC58331D60DAC875F29ECCC642CF34CI9D4BD5E2D79122D7B278E1FCB4251F879741

false

5<...gFz,.m.k..."Rr..k.BKPN.+..
_rels/.rels

C:\Users\luser\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\609B42C1\B65B8ED4\box_feature_ppf.jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe
JPEG image data, JFIF standard 1.02, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 2152x498, frames 3
dropped
139076
6.441878302402045
false
768:nFJstzSYvn58tludWBaUVvef9YyzH+HRXPKX+HRgH+HIgPKw+HRgH+RPKUPN:nFJYNv2IuEBaWmf9H4514e4l0j4eKdn
13BC7A5820F748A41E20452055D323A5
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C:\Users\luser\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\609B42C1\B65B8ED4\box_feature_ppf.jpg

SHA1L: CA4D14E7B696A27A8D607AB390C056AAD8D47A45

SHA-256: 1C16416D81D5078A524BODCBAFFDIA74A6DFBO1E694A27BICA43EALDAAC3AAO3A

SHA-512: 2E60EC4AD6A9BIB6204BFE9046555FABF683C95CDF81168F15DB06FEC1B2782250C5FBA17B4B2269F2D6776609D3AD372E9658CB1BE3E6AB16BF8BCAOF768C
8

Malicious: false

Preview:
...... JFIF.....,.,.....,Photoshop 3.0.8BIM.........,.......,........|.http://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?>.<x:xmpmeta xmlns:x=
"adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.0-c060 61.134777, 2010/02/12-17:32:00 ">, <rdf:RDF xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#">.
<rdf:Description rdf:about="". xmins:dc="http://purl.org/dc/elements/1.1/">. <dc:format>image/jpeg</dc:format>. <dc:title>. <rdf:Alt>.
<rdf:li xml:lang="x-default'>20141009-2</rdf:li>. </rdf:Alt>. </dc:title>.  </rdf:Description>.  <rdf:Description rdf:about="". xmins:xmp="http://ns.
adobe.com/xap/1.0/". xmins:xmpGImg="http://ns.adobe.com/xap/1.0/g/img/">. <xmp:CreatorTool>Adobe lllustrator CS5.1</xmp:CreatorTool>.
<xmp:CreateDate>2016-05-03T14:13:19+08:00</xmp:CreateDate>. <xmp:ModifyDate>2016-05-03T06:13:23Z</xmp:ModifyDate>.

C:\Users\luser\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\655BFA89\B65B8ED4\LI-COR-logo.jpg

Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe

File Type: [TIFF image data, big-endian, direntries=12, height=684, bps=0, Photometricintepretation=RGB, orientation=upper-left, width=3447], baseline, precision 8, 800x158,
frames 3

Category: dropped

Size (bytes): 87232

Entropy (8bit): 7.76374401337514

Encrypted: false

SSDEEP: 1536:bYczYclalM605JJtLgDjnRG 1fvAHDIwivG/wlqZ:bLpzoX4jnRG1flhwiv4qZ

MDS5: 76FB5E4E25D73167940320BD69523801

SHA1L: 6EA73FDIF333AED01255690D5704FC031AD14D96

SHA-256: A4C401598FA51A19AD762520C3D217B8C4D0A7626B169C6A60B2126A7ES3FEIE

SHA-512: 9CD93A5CEB429490D47E50FA86DC2C18D167AA1AFI716AAB079D627A6DD1AD35EE388DABC25EA27C3C2B768F82FF17FDDBF10B24A140C252F67DC19325212]
6F

Malicious: false

Preview:
...... EXIf. MM.%. Wi sneseesee e e (e Lo 2 0L Adobe Photoshop C€S5.1 Windows

.2018:05:24 13:40:11.. .0221 Adobe.d........ccooooiiini

%.S...cs5....&D.TdE.t6..U.e...u..F Viv.......7GWgw, . . . .D.T..dEUG6te....u..F.........Viv........
TGWOW....ooveins ?.U.elu8l..{..s.~Z...0tLg{...... k.....90...z.#.b.. X.e.(..x.....I.

C:\Users\luser\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\655FCA3B\B65B8ED4\box_basic.jpg

Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 646x416, frames 3
Category: dropped

Size (bytes): 9428

Entropy (8bit): 5.6390537195983566

Encrypted: false

SSDEEP: 192:c6yVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVMVUVUVUVUVUrVULEhy VYV VYV VYV VYV VYV VY VYV VYV VYV K
MDS5: D6BFOE1638C32635B4BOE330DD4DA28E

SHA1L: 92B2747EB2E1DD1907697B4B40AA139448F4A653

SHA-256: 5950D7AA6792FCDE26529D5C213954C33441C783C4DEEE2283AAA4998ACEEFEQ

SHA-512: 5140109E879C83EE9F7BD0D014D5004823155EBOE080DCED2FF10355C2A03E513318FCC83A610BDC55EAB00554CDOADB6EB1A909C50121809EC2A7116BFO8EF:
Malicious: false

Preview:

.ag."2...B.... #3R..br..$4.%
...... {.2G..OL.....5..._.
O ST 7 S 2

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\67ACD331\98FBEBF9\Reference Spectrum.xlsx

Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe

File Type: Microsoft Excel 2007+

Category: dropped

Size (bytes): 34235

Entropy (8bit): 7.799348435900692

Encrypted: false

SSDEEP: 768:VXOQ5UiKo1zFbU9ZnApNIBZIQLMNI2e6vWRJIFU3D7:VXiiKo1zFbU9ZA/IHIOMGz6vW/FaD7

MDS5: C06B8A0334EF85F888F3DBC85669C3FF

SHA1L: CAE0D2805B7452816D5CAC7C7A6B621EAC5E3F7C

SHA-256: E04ECF261F03F9168CD85B6FA025AC57917CD44B713B1A8D530B20C446C1211F

SHA-512: 70F83D59F1496B16CA45C60A7E1C24A0FA526E1424FE6CBAOFAA4DC43033BA5B7B52C9C015F3EBF0475B9624C41C3A2FEF43CAALBF76A4AF66EDOB2DOE7C2:
E6

Malicious: false
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C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\67ACD331\98FBEBF9\Reference Spectrum.xlsx

Preview:

£.$.0Rb"B.0...?)|...6\..Z.....d.......b2~.Bm,%.;. *Y.".... * * kiE, Tn..C2.Ear.>.T..b..4
\Y..%......A.CBS....qs.K MMQ6..-<...+..oo0._.... [T - PKe.... 1.UO#....L..

.T.4D.q.DL...2.t4.... . *;+.@].....F...i0{S.mA..g.".2k?.Ly....& .Cwv.|..Zz..v*u..J.w.
..... _TeISIIEIS (e

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6B339451\B65B8ED4\chart_criw.jpg

Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPCM), density 1152x1152, segment length 16, baseline, precision 8, 674x635, frames 3

Category: dropped

Size (bytes): 27880

Entropy (8bit): 6.875985710971225

Encrypted: false

SSDEEP: 768:TToaGXgXgXgXgXgXgXgXgXgXgXgXgXgXgXgXgXgJ8bXxm:TsaGQQQQQQQQQQQQQQQQQmMb2

MDS5: D1A53D4B64F05A2871B04470C035F9D9

SHA1L: BFOCD7A2DC6707C59D3038CC40A3F34F8629A240

SHA-256: FC9B2EFF24902D0408371AB727507F7C53F805038D340792D00DI06ESSE4AEDS

SHA-512: 5A9DFFBOAC796903E6E04B388C253F8234A2E86FDDA2FD5ACE230C6D3405DEFOF54C726DF81A2C862750F60BF497F35DES03EAOD4E430015674B15BC29DESC
F

Malicious: false

Preview:

L11A.Qa."q.
w.....11.AQ
2.S.(.(oe(eem/iihi 4 6.1,
Z(.M~....?2..R.{g.\A/[d.....8 pF(y.7...<..0..}..mg<.n.].<J.p$.d....J....

2...#B..R..$3br. %&'()*456789:CDEFGHIISTUVWXYZcdefghijstuvwxyz....
.aq."2...B....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.
.WUo.?2?2uh [a.B.O . Z(ce_ VB
$o G.0.%....5..0.... AV U.<..0.

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6B481F13\B65B8ED4\cie1931.jpg
Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe

File Type: [TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CS5.1 Windows, d
atetime=2018:05:23 17:14:42], baseline, precision 8, 1600x1600, frames 3

Category: dropped

Size (bytes): 350390

Entropy (8bit): 7.157320861579299

Encrypted: false

SSDEEP: 3072:u30zT+4vPgniUMWKPnMgZAWt9B2yxQ5FKIEaya4VsvSPcHNIjykgDY70yZ5J1:jvPqiUMWkPMcBa5Fzn4kMcHNoHEyYZ5X
MDS5: 38DFEBA72CD538D1256B67D2BF8FAEOC

SHA1L: F8711D63148468FD8D712599342C504A0D1D3B72

SHA-256: FCFB2D1F9E427F3F1B8ED33B377D0493A0BIF0C7B5172C13DAABABD1F0086B9C

SHA-512: EB9151D05FE8FA3D3001581C276A802CAE768CD34A0F77FBFED9D44872BC41BA1D9C18625C2FBA24D625447B4769356F45E375927C3619BFA11E3A5F31109E8!
Malicious: false

Preview:

........... "........Adobe Photoshop CS5.1 Windows.2018:05:23 17:14:42

C:\Users\luser\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6 COAF2E8\BE4A257\LICORIang.ini

Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe
File Type: Little-endian UTF-16 Unicode text, with CRLF, CR line terminators
Category: dropped
Size (bytes): 269766
Entropy (8bit): 4.17943553746763
Encrypted: false
SSDEEP: 3072:uukCI9ElczUzZz+2zrJZzU7ugHJI2L30fNy7IrwnN5SME+siFGV9q88YFUN8fS5cP/1:vXF8tV
MDS5: 6B5601074757D38741CE5675B76388CB
SHA1L: A10E15E42235C7910BA7241A5415E6426943D947
SHA-256: BD4B17BFFC964B105918140E2B15AF0C29292ACBFFBO6ES68E1269361B99F9DB
SHA-512: 311E71E2570A5C39BF7C85573F11DDB449518413679BDC1219BF4D36239E7142053EC3D7B96A5359C1B25BD20744F3C6D0F24E94981EC297671100B57BA7EAFE
Malicious: false
Preview:
[.CHT]..BASIC_SETUP=_.j.yr_<P-.[..B.LN._.S.ET.UP.=B.LN.yr._<P-.[...B.i.n.E.d.t..C.a.p.ti.o.n.=.}.hV...b.t.n.C.o.n.n.e.ct...C.ap.tio.n=4#.}..b.

tn.C.o.n.n.e.c.t.Hint=..btnD.ark..Cap.tion=.flhck..b.tnSetting..Cap.tion=.]|T-.[..btnDark.Hint=..b.tnD.s.co.nn.ec.t.C.ap.tio.n.
=.e.}..b.tn.Dis.c.o.n.ne.ct. Hint=..cb.B.i.n.Exp.T.ime..Hint=.fIQBf....c.b.C.hk.Exp.T.im.e..H.in.t=.fIQBf.....ch.C.ount. H.int=.}.lkxe..cbhExp.T.i
m.e..H.i.n.t=_fIQBf.....c.b.L.o.g.E.x.p.T.im.e..H.i.nt=.fIQBf.....c.b.L.o.g.l.n.t.e.r.v.al. Hint=.}.v...Bf...cb.L.o.g.ltime.Co.unt. Hint=.kflQBf.}.kxe...c.b.
L.o.g.l.ti.m.e.E.n.d...H.i.n.t.=.P}_g.v.flQBf..<P....c.b.L.o.g.l.ti.m.e.G.a.p...H.i.n.t.= fIQBf....<P...c.b.L.o.g.l.tim.e.S.tar.t. H.int=w.Y.v.fIQBf.<P...c.b.L.o.g.tm.H.M.a
xV.alue..H.i
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C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6DBFE203\342BBCE8\Cold.asz

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

data

dropped

32243

7.983643036707625

false

768:FwZk43Try4rswSIWIZDbkP3PTVVzN7DIKe8pGY 7eKlfi:FwK+yMswShfDb07DzxIEqVi
AC1C8EO8E905B7F2050F55295A054FF1
76C174B7C484DE9691DE8F60E790222D1D5362D9
332EA0360575D993483B891C19DA9115342C8B207722C072E64F6D960BDA27E2

2F56A66363FB558760BB8BFC370EB5F6E3ECD3037FD6BA9763903BCOF1C420421FC55CAL60EBA97A2772A49949BC649FBE66BA010C5BD456ED23DA88007052C
9

false

ASZf........ Options.dat.7..x..Z..6.._".y..gRO..dkm!.d..&i..../."..;<.Dy......E#f8..8. _........ W.hos kAd.Y...Czj.&+.CZ\....X..7 ... W........ fM..R.....n~....... n..6Mql.g0....=.Uk.
.DPB..k7e.. . W\..$...f.6e}.. 4. j.=. i ~.@..&..Y.p...h.<;.m..CR8.1.c..yy.=1.{....iIYV.#..80.....|../1..0>&2"E<U{TM.-.."$Z.HR.L..
Lhl&3.F..V." 2. w0, A L.8.M.BUC. T.b.7K..d5(...Br...h7Tm}\..1..&~....L.o.. 2. k........- . XL...... 2. .L.Z.GP ...+."]..4i..7y....v.0.v.3.P..k.g..BX\..9h-.tA.3..9.6m.V...=0..
(.U.>3.].m.1&1m.WU./"d..6.]._0...> .~ #..Q4. K] SN...a>/izV.&.J..Phloh....L@.-P..... 1.S8.3.[......c.gYA..+e,=(E..Vc{.".m~..x.Ql.._4BJIO.FD
"9...9sXhSW iZo f H.L<G6...A.......... L$[6.k..uM..z... -YE.g.IM......N:X..S....}.@...”Q.9ct..q......".0....Q.3cX...V...L

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\7021623\B65B8ED4\chart_cie1976w.jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

JPEG image data, JFIF standard 1.01, resolution (DPCM), density 1152x1152, segment length 16, baseline, precision 8, 663x654, frames 3
dropped

49281

7.677803253072959

false

1536:HOz9vOQugFYu+r15YmntUPmnglhlWzqivgh500VSLs6h90TT+0:uz3FwxOPmg1GCSooLs6hM+0
4AE6C98119702AD8DBE19815759A9AD5

DD6246D6C6A2606AABI725156B6F3C6554670D60
948DC9829F0D27B461B7410CC20E42E8299FDIDC7CF29AD4C269133873A06810

2CD288A1E3FD13D44DD2C1F3B8DOADECOEC43231E71882CEBDF8D101DC1199018B20227E88B4B73310C019F26786D991CCB230E5D46340A913C5D0FB271B4L
B

false

2...#B..R.$3br........%& ()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.
.ag."2...B.... #3R..br..$4.%.....&'()*56789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz...

O O GO (O OO GO GO (OO O Y O (OO Y R U (RO Y U (OO (RO Y U GO P U UL (OO GO U GO (OO (9"
C...X.G#.?0.....kh * . w..... Cuveet e U< T 4.

C:\Users\luser\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\7493ECCE\C0705257\CIEO.CFG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

ASCII text, with CRLF line terminators

dropped

25871

3.628876107565113

false
768:tAglljLdNeBa/QlhO4erymyb2U2nCGgsjlogBLFenLwfl:tAgll1INeBaolhOLrymyz2nCGgAgBLFeE
2ED1B9435809772B68294D38B962DE19

ECE1D3D025626D350683E7070382F235FCIOFE09B
67F5DF4714FB4E1D09FC592DDD4AC6B6FAE220B25F5CEEF7B1B538AA653FF465
175FD4219059AEFBCIOEDF83359AEE72FCI0EBAB0048A6A11EBBE15B8F62F9981899D2827D791600998B4D67CC6C2703B4FAF82B520BA5411AE9247C44401BAD!

false

401,380,780..0.17411.0.00496.0.25686571.0.016464427.0.25686571.0.010976284..0.17409.0.00496.0.256832415.0.016464184.0.256832415.0.010976123..0.17407.0
.00497.0.256787756.0.016496404.0.256787756.0.010997603..0.17406.0.00498.0.256759747.0.016528743.0.256759747.0.011019162..0.17404.0.00498.0.256726457.0
.016528499.0.256726457.0.011018999..0.17401.0.00498.0.256676525.0.016528133.0.256676525.0.011018755..0.17397.0.00497.0.256621308.0.016495188.0.2566213
08.0.010996792..0.17393.0.00494.0.256588798.0.016397312.0.256588798.0.010931541..0.17389.0.00493.0.256533573.0.016364361.0.256533573.0.010909574..0.17
384.0.00492.0.256461702.0.016331288.0.256461702.0.010887525..0.1738.0.00492.0.256395126.0.016330806.0.256395126.0.010887204..0.17376.0.00492.0.2563285
54.0.016330324.0.256328554.0.010886883..0.1737.0.00494.0.256206027.0.016394531.0.256206027.0.010929687..0.17366.0.00494.0.256139471.0.016394047.0.2561
39471.0.010929365..0.17361.0.00494.0.256056282.0.016393443.0.256056282.0.010928962..0.17356.0.00492.

C:\Users\luser\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\774E815E\526B362B\LICOR-about.jpg

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):

Encrypted:
Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe

JPEG image data, JFIF standard 1.01, resolution (DPCM), density 28x28, segment length 16, baseline, precision 8, 145x435, frames 3
dropped

12917

7.841242072236601

false
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C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\774E815E\526B362B\LICOR-about.jpg

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

192:A+rZ8DyGZb+SVEENb81eH11JzjrFW/tUBHWTYrwwJpU8jDIOVRcYgVNJIv20sZEFs:rWyZbUSATJIk/2RDP{Xfj7gYOej9

AEB44B1C85804C8574E0E56037233558

1F115B2CCFF90DCD80DE33501BB2341827A65DAA

0D91511EC270698D449798FEAF766B1A3820CB659BC2E37C10B52F39D7046B17
347B732569F61C725355394724224063F759A430E71523F8C24CA19C041E67AC9402B6FE50C1056000CF9E36F94B7BC20D7F1891E67D2F002BD44AA0626DEF3F

false

...... JFIF i Cacccicescnseeeseens G @ L L TAQAL2
.B.#Wu.$5q.....478RS.... .1AQa."q...2... #Br...3S.R....6b.45T....

.. . %G>....).
y#}.6Ew..&5.eL.kZ4..:))...8..z* K...z.F...,.V....

q.0..
5e.=k..C..

rk.Nt...y.#d49v1i..Cd2..*.1..C......F... ..6.2..gm{}v.4.4..1

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\8C4586D2\7AF51026\cie1976.jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\LI180_win-1.5.1.exe

[TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CS3 Windows, dat
etime=2013:08:09 15:30:04], baseline, precision 8, 1600x1600, frames 3

dropped

304735

6.764574393450863

false
3072:U9qqfJ6k0IWHQD3N5i85cLpl6Dziokg5ZVpLe+BUMx8Ni07c/FXr25:eq+elWHQD9Cz6Dz13ty+Bhmc90
0C86034B78ACO8EBEBF4751066FF4508

9E2CF625C636D92524BBD3787C326CA0A411150B
B5426827E53E27D35BA83DE51C5367BA595AB1B22C2411E3BODCBA31C6896886

C25574138EE7544958DA6FC1BEE3BC0C5495547CF04DEY9AC39827E2340B58593897F5F2BEEB62F5A932FC95086AD833A92D9DDA52D83758BC86AC007EDOOC2¢
E

false

....... '.Adobe Photoshop CS3 Windows.2013:08:09 15:30:04.
JFIF....H.H......Adobe_CM.....Adobe.d..........ccceeimiiniiiiiiiiie,
1.1.AQa."q.2.....B#$.R.b34r..C.%.S...cs5....
&D.TdE.t6..U.e...u..F ..B#.R..3$b.r..CS.cs4.%......&5..D.T..dEUGte....u..F............... Viv........ TCGWGW...c.vvieas ?
~RI$...1%)$.1J1$.R.1$...19%)$.1J1$.R.1$...19%7?...RI$...1%)$.1J1$.R.1$...1%)$.1J1$.R.1$...1%7...RI$...1%)$.1JI$.R.1$...1%)$.1J]

C:\Users\luser\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\9847A14B\B6D77E4E\ESPD_LI-180-000.xIs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Copyright null 2021

C:\Users\user\Desktop\LI180_win-1.5.1.exe

ASCII text, with CRLF line terminators

dropped

7336

4.207813795706626

false
192:caWYFcBd/EL8XoWGUoN8y/kc6L4eexSZod/DOFiMwX6:ckICL81LoN8IOeoYD0O8MZ
75F5F0228EF83924EDAF8B5AA0DE93F9
A34DEB51928DDA684CEB73B267831E5D2832A591
EE507AACFCA46227BE426667327F5F65432AB3EAES45619B7B05583EBI9SAEFAS
0949B79F2FF3A24CC3F2F807017FBF09F3393AC11BB46B52F5310609F0F4B31F7DB972E451CD404119806B2F376C9476C5E5BD26EA60A75030A0BCO0E2A70BAD

false

Model Name.LI-180..Serial Number.C16M0094..Time.2018/06/07_18:36:47..Memo...LUX.551.286071777344..fc.51.234764..CCT.5279..Duv.0.002312..I-Time.810..x.
0.337865..y.0.350262..u'.0.207044..v'.0.482941..x10.0.344416..y10.0.343235..u'10.0.214256..v'10.0.480423..deltax.0.000138..deltay.0.004687..deltau’.-0.001705..d
eltav'.0.002342..LambdaP.449..LambdaPValue.14.203784..LambdaD.564..X.531.774719..Y.551.286072..Z.490.864868..S/P.1.821943..Purity.0.064435..Pct Flicke
r.0.000000..CRI.72.959000..R1.71.421402..R2.76.906075..R3.79.229408..R4.73.710800..R5.71.450272..R6.67.357368..R7.81.994560..R8.61.602081..R9.-16.8643
55..R10.43.786861..R11.69.502899..R12.42.744762..R13.71.495804..R14.88.912788..R15.66.517227..CQS.71.641174..GAI.81.695618..TLCI.50.887054..Rf.70.6989
36..Rg.94.557259..PPFD.7.529354..PFD-UV.0.006745..PFD-B.1.763472..PFD-G.3.702757..PFD-R.2.114594..PFD-FR.0.278020..PFD.7.806673..IRR.1.697261..380nm.0
.099609..381nm.0.099624..382nm.0.100046..383nm.0.101189..384nm.0.101241..385nm.0.095187..3

e

C:\Users\user\Desktop\LI180_win-1.5.1.exe
PE32+ executable (native) x86-64, for MS Windows
dropped
19456
5.5838184446755195
false
192:2fW3/zOHLiVal/qgPhhOm1o0aJOz6CXPaxEL+GInOalGallLp/JSUJj6jLfIv19U:2fW3LOHLALCIOM1Xz3fW0lallnS1LFv
CEDF7CFFCCD03451FD22DBAAC2E3DESE
3FD8383608DB769A1E2C8E0C1302C315DCA8B37E
A1F4B952099EBA4BA4E659782F85B45C4BBB411BF5B7C02D5BEOCC3DBF27AFF3
BBAOBF8C75E5A1B1AFC72F5B5A33CACA721DBB4589DE7B3430398AE147E2E2CF18A15932DF62D32423B1093453B55B48B9E99FB7549135E3CF33976229C4737!
true
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Preview:

C:\Users\luser\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\AD9FE403\7AF51026\GAl.jpg

Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe

File Type: [TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CS3 Windows, dat
etime=2013:11:20 16:36:56], baseline, precision 8, 394x472, frames 3

Category: dropped

Size (bytes): 36337

Entropy (8bit): 6.764811903181098

Encrypted: false

SSDEEP: 384:gKibD1sWGibD1LnE3rvkPYNg7070sesesesla:gkvWGAE3rvkPYy9sesesesla

MD5: F6A740B37593A25B3303F21BB5C79123

SHAL: E84EEBD8AD1C57D3EAO8C6A838816FFC041971B4

SHA-256: 5D44CEB519861E072FCDEAEE1D3530FA59D573AA5C80BFEO6C39BAB3AEE7CEBC

SHA-512: 8B7F40BBED567DBC12F273B384B3C6D0F0F27CECFFESFB6F8ES9E27C91A21865AE972E722D1473660857A10048D26E3DIE4AD79417E67245ACC86508DFAC1ICA]
E

Malicious: false

Preview:

.B@.."...B@.."Adobe Photoshop CS3 Windows.2013:11:20 16:36:56
FIF....H.H......Adobe_CM......Adobe.d..........cccectrririiiiiiiiiiiees

&D.TdE.t6..U.e...u..F'..
-RI$...1%)$.1JI1$.R.1$...19)$.1JI$.R.I1$

....11..AQaq"..2
19%.)|VENL9.LLLKR.

C:\Users\luser\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\B7ED429E\E1510A13\setup.ini

Process: C:\Users\user\Desktop\LI180_win-1.5.1.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 639

Entropy (8bit): 5.225501775126988

Encrypted: false

SSDEEP: 12:04W7yQSUuA5Q0ZAFXYFP30ZjAjwMphMpYNS75qyR9100UGYy:04sSUASFFUPY Zj2py2NOsyR9apGyy
MDS5: 80DFOF8F1C0B01912035B8EDBEE3FCA4

SHA1L: A375BB2019091745C5A65CFD6CCC13F3459395FC

SHA-256: 2DCEAA5F2B3661B8BBFC8C3EB4C8AA9464D1A113C53375A0B23618CA32F98EAB

SHA-512: 7CAFFBB64965074667987D88E740046DB9BD17916A6D6019EBBCAAD441A7ABO7EB8A29E9FB5BDF07C6F58AE19120935EBCD650D0F9B03DC3E96991118174900
Malicious: false

Preview:

[Driver Type]..USBXpress....[Driver Version]..3.3....[Product Name]..Silicon Laboratories USBXpress Device....[Company Name]..Silicon Laboratories....[VID]..10C4....[PID]
..EA61....[Relative Install]..Relative To Program Files....[Install Directory]..Silabs\MCU\USBXpress\....[Install Subdirectories]..x86..x64....[Install Quiet Mode]..Off....[Uninsta
Il Quiet Mode]..Off....[Copy Driver Files]..No....[Remove Copied Files On Uninstall]..Yes....[XP_2K_2K3_VISTA INF Files]..SiUSBXp.inf....[XP_2K_2K3_VISTA Driver
Files]...\x64\SiUSBXp.sys...\x64\SiLib.sys...\x86\SiUSBXp.sys...\x86\SiLib.sys....[XP_2K_2K3_VISTA Catalog Files]..siusbxp.cat..

Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows
Entropy (8bit): 7.977568734954625
TriD: e Win32 Executable (generic) a (10002005/4)
99.96%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
File name: LI180_win-1.5.1.exe
File size: 10630347
MD5: 77d64242fbd270b5363d383b51075783
SHA1L: 4c23d1f71ff19b5c046d8b1d750104a386f1849
SHA256: a48f199141b10a4d425fd128acObdfca75ec98741a3eacff
1la67a3bbc4bde0l
SHA512: 245442075f013f57171alca3ecc78c4660d9664cch08512

eabf86fe7baad4be60aaf48d05ca05fed67fd7b90feee930
a4e55686ab678497b77b047f29c884449
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General

SSDEEP: 196608:u+VXiW5e/8+X7MCatgKFplibzHYOalyU/otY3U
Z807dBIf+QxnyU2GHIWVuP+gDC:u+VSW5e/J7MNtCh
zDagFtYkz82dTf3ne

File Content Preview:

File Icon

&

Icon Hash: 309270f8b296cc00

Static PE Info

General

Entrypoint: 0x4181dd

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, RELOCS_STRIPPED
DLL Characteristics: TERMINAL_SERVER_AWARE

Time Stamp: 0x527716D3 [Mon Nov 4 03:38:59 2013 UTC]

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o o o o o u

Subsystem Version Minor:

Import Hash: d7ce6dd95e3ebd47f39cf25197cd96e8

Entrypoint Preview

Instruction

call 00007F9E1C8AE1AFh

jmp 00007F9E1C8AA14Dh

push 0000000Ch

push 0042A4F8h

call 00007F9E1C8A9CA4Eh

push 0000000Eh

call 00007F9E1C8ABF82h

pop ecx

and dword ptr [ebp-04h], 00000000h

mov esi, dword ptr [ebp+08h]

mov ecx, dword ptr [esi+04h]

test ecx, ecx

je 00007F9E1C8AA301h

mov eax, dword ptr [004306C4h]

mov edx, 004306C0h

mov dword ptr [ebp-1Ch], eax

test eax, eax

je 00007F9E1CBAA2E3hN

cmp dword ptr [eax], ecx

jne 00007F9E1C8AA2FEh

mov ecx, dword ptr [eax+04h]

mov dword ptr [edx+04h], ecx

push eax

call 00007F9E1C8A9589h

pop ecx

push dword ptr [esi+04h]

call 00007F9E1C8A9580h
Copyright null 2021 Page 44 of 248



Instruction

pop ecx

and dword ptr [esi+04h], 00000000h
mov dword ptr [ebp-04h], FFFFFFFEh
call 00007F9E1C8AA2DFh
call 00007F9E1C8A9C3Dh
ret

mov edx, eax

jmp 00007F9E1C8AA297h
push 0000000Eh

call 00007F9E1C8ABE4Dh
pop ecx

ret

int3

int3

int3

int3

int3

int3

int3

int3

int3

mov edx, dword ptr [esp+04h]
mov ecx, dword ptr [esp+08h]
test edx, 00000003h

jne 00007F9E1CBAA30Eh
mov eax, dword ptr [edx]
cmp al, byte ptr [ecx]

jne 00007F9E1CBAA300h
oral, al

je 00007F9E1C8AA2F8h
cmp ah, byte ptr [ecx+01h]
jne 00007F9E1C8AA2F7h
or ah, ah

je 00007F9E1CBAA2EFh
shr eax, 10h

cmp al, byte ptr [ecx+02h]
jne 00007F9E1CBAA2EBh
oral, al

je 00007F9E1C8AA2E3N
cmp ah, byte ptr [ecx+03h]
jne 00007F9E1C8AA2E2h
add ecx, 04h

add edx, 04h

or ah, ah

jne 00007F9E1C8AA2A4h
mov edi, edi

XOr eax, eax

ret

nop

Rich Headers

Programming Language: e [ASM] VS2008 SP1 build 30729

e [C]VS2008 SP1 build 30729

e [RES] VS2008 build 21022

e [LNK]VS2008 SP1 build 30729

e [C++] VS2008 SP1 build 30729

e [IMP] VS2008 SP1 build 30729
Data Directories
Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_IMPORT 0x2a984 0x8c .rdata
IMAGE_DIRECTORY_ENTRY_RESOURCE 0x35000 0x2dc34 .rsrc
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0
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Name

IMAGE_DIRECTORY_ENTRY_SECURITY

IMAGE_DIRECTORY_ENTRY_BASERELOC

IMAGE_DIRECTORY_ENTRY_DEBUG

IMAGE_DIRECTORY_ENTRY_COPYRIGHT

IMAGE_DIRECTORY_ENTRY_GLOBALPTR

IMAGE_DIRECTORY_ENTRY_TLS

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT

IMAGE_DIRECTORY_ENTRY_IAT

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR

IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address

text 0x1000

.rdata  0x23000

.data  0x2c000

.rsrc 0x35000

Resources

Name

RT_ICON

RT_ICON

RT_ICON

RT_ICON

RT_ICON

RT_ICON

RT_DIALOG
RT_DIALOG
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
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Virtual Size Raw Size

0x216d2

0x8606

0x8304

0x2dc34

0x21800

0x8800

0x2400

0x2de00

RVA
0x35ce4

0x365f0

0x46e18

0x4b040

0x4d5e8

0x4e690
Ox4eaf8

Ox4ecd0
Ox4ee90
0x4f31c

0x4f7a8

0x4fc34

0x500c0
0x5054¢
0x509d8
0x50e64
0x512f0

0x5177¢c
0x51c08
0x52094
0x52520
0x529ac
0x52e38
0x52e38
0x532c4
0x53750
0x53bdc
0x54068
0x544f4

Virtual Address Virtual Size

0x0 0x0
0x0 0x0
0x0 0x0
0x0 0x0
0x0 0x0
0x0 0x0
0x25e30 0x40
0x0 0x0
0x23000 0x244
0x0 0x0
0x0 0x0
0x0 0x0
Xored PE ZLIB Complexity File Type
False 0.58252681903 data
False 0.339470358456 data
False 0.259006076389 PGP symmetric key encrypted
data - Plaintext or unencrypted
data
False 0.0475668426431 data
Size Type
0x90b PNG image data, 256 x 256, 8-bit/color RGBA, non-
interlaced
0x10828 dBase Ill DBT, version number 0, next free block
index 40
0x4228 dBase IV DBT of \200.DBF, blocks size 0, block
length 16384, next free block index 40, next free
block 0, next used block 0
0x25a8 dBase IV DBT of ".DBF, block length 9216, next
free block index 40, next free block 0, next used
block 0
0x10a8 dBase IV DBT of @.DBF, block length 4096, next
free block index 40, next free block 0, next used
block 0
0x468 GLS_BINARY_LSB_FIRST
0x1d8 data
Oxlbe data
0x48c data
0x48c data
0x48c data
0x48c data
0x48c data
0x48c data
0x48c data
0x48c data
0x48c data
0x48c data
0x48c data
0x48c data
0x48c data
0x48c data
0x48c data
0x48c data
0x48c data
0x48c data
0x48c data
0x48c data
0x48c data

Entropy
6.61792755392

4.67908358324

4.16997777591

2.66146906961

Language

English

English

English

English

English

English

Arabic
Catalan
Chinese
Czech
Danish
German
Greek
English
Finnish
French
Hebrew
Hungarian
Italian
Japanese
Korean
Korean
Dutch
Norwegian
Polish
Portuguese

Romanian

Is in Section

.rdata

.rdata

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED

_DATA,

IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED

_DATA,

IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED

_DATA,

IMAGE_SCN_MEM_READ

Country
United States

United States

United States

United States

United States

United States

Saudi Arabia
Spain
Taiwan
Czech Republic
Denmark
Germany
Greece
United States
Finland
France

Israel
Hungary
Italy

Japan

North Korea
South Korea
Netherlands
Norway
Poland

Brazil

Romania
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Name

RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
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RVA
0x54980
0x54e0c
0x55298
0x55724
0x55bb0
0x5603c
0x564c8
0x56954
0x56de0
0x5726¢
0x576f8
0x57b84
0x57b84
0x58010
0x5849¢c
0x58928
0x58db4
0x590a8
0x5939¢c
0x59690
0x59984
0x59c78
0x59f6c
0x5a260
0x5a554
0x5a848
0x5ab3c
0x5ae30
0x5b124
0x5b418
0x5b70c
0x5b70c
0x5ba00
0x5bcf4
0x5bfe8
0x5c2dc
0x5c5d0
0x5c8c4
0x5cbb8
Ox5ceac
0x5d1a0
0x5d494
0x5d788
Ox5da7c
0x5dd70
0x5e064
0x5e358
0x5e64c
0x5e940
0x5e940
Ox5ec34
0x5ef28
0x5f21c
0x5f510
0x5f618
0x5f720
0x5f828
0x5f930
0x5fa38
0x5fb40
0x5fc48
0x5fd50
0x5fe58
0x5ff60

Size
0x48c
0x48c
0x48c
0x48c
0x48c
0x48c
0x48c
0x48c
0x48c
0x48c
0x48c
0x48c
0x48c
0x48c
0x48c
0x48c
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x2f2
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106

Type
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data

data

Language
Russian
Croatian
Slovak
Swedish
Thai
Turkish
Slovenian
Estonian
Latvian
Lithuanian
Vietnamese
Basque
Basque
Chinese

Portuguese

Arabic
Catalan
Chinese
Czech
Danish
German
Greek
English
Finnish
French
Hebrew
Hungarian
Italian
Japanese
Korean
Korean
Dutch
Norwegian
Polish
Portuguese
Romanian
Russian
Croatian
Slovak
Swedish
Thai
Turkish
Slovenian
Estonian
Latvian
Lithuanian
Vietnamese
Basque
Basque
Chinese

Portuguese

Arabic
Catalan
Chinese
Czech
Danish
German
Greek
English
Finnish
French

Hebrew

Country
Russia
Croatia
Slovakia
Sweden
Thailand
Turkey
Slovenia
Estonia
Lativa
Lithuania
Vietnam
France
Spain
China

Portugal

Saudi Arabia
Spain
Taiwan
Czech Republic
Denmark
Germany
Greece
United States
Finland
France
Israel
Hungary
Italy

Japan

North Korea
South Korea
Netherlands
Norway
Poland
Brazil
Romania
Russia
Croatia
Slovakia
Sweden
Thailand
Turkey
Slovenia
Estonia
Lativa
Lithuania
Vietnam
France
Spain

China

Portugal

Saudi Arabia
Spain

Taiwan

Czech Republic
Denmark
Germany
Greece

United States
Finland

France

Israel
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Name
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_GROUP_ICON
RT_VERSION
RT_MANIFEST

Imports

DLL
KERNEL32.dll

USER32.dll

ADVAPI32.dIl
SHELL32.dll
ole32.dll
OLEAUT32.dIl

Version Infos

Description
LegalCopyright
FileVersion
CompanyName
Comments
ProductName
ProductVersion

FileDescription
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RVA
0x60068
0x60170
0x60278
0x60380
0x60380
0x60488
0x60590
0x60698
0x607a0
0x608a8
0x609b0
0x60ab8
0x60bc0
0x60cc8
0x60ddo
0x60ed8
0x60fe0
0x610e8
0x611f0
0x612f8
0x61400
0x61508
0x61508
0x61610
0x61718
0x61820
0x61928
0x61984
0x627c4

Size

0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
0x106
Ox5a

Oxe40
0x470

Type Language Country
data Hungarian Hungary
data Italian Italy

data Japanese Japan

data Korean North Korea
data Korean South Korea
data Dutch Netherlands
data Norwegian Norway

data Polish Poland

data Portuguese Brazil

data Romanian Romania
data Russian Russia

data Croatian Croatia

data Slovak Slovakia
data Swedish Sweden

data Thai Thailand
data Turkish Turkey

data Slovenian Slovenia
data Estonian Estonia

data Latvian Lativa

data Lithuanian Lithuania
data Vietnamese Vietnam
data Basque France

data Basque Spain

data Chinese China

data Portuguese Portugal
data

data English United States
data English United States
XML 1.0 document, ASCI!I text, with CRLF line English United States

terminators

Import

GetModuleFileNameW, LocalFree, FormatMessageW, FindClose, FindFirstFileW, FindNextFileW, GetLastError,
CloseHandle, GetFileSize, SetFilePointer, ReadFile, SetFileTime, WriteFile, SetEndOfFile, GetCurrentDirectoryW,
CreateFileW, GetStdHandle, EnterCriticalSection, LeaveCriticalSection, WaitForMultipleObjects, VirtualAlloc,
VirtualFree, GetVersionExW, WaitForSingleObject, CreateEventW, SetEvent, ResetEvent, InitializeCriticalSection,
GetTickCount, QueryPerformanceCounter, GetCurrentThreadld, GetCurrentProcessld, GetWindowsDirectoryW,
SetFileAttributesW, RemoveDirectoryW, DeleteFileW, GetShortPathNameW, GetTempPathW, GetTempFileNameW,
IstrlenW, GetFullPathNameW, Sleep, GetVersion, LocalAlloc, SetCurrentDirectoryW, GetExitCodeProcess,
CreateProcessW, GetCommandLineW, FlushFileBuffers, CreateFileA, WriteConsoleW, GetConsoleOutputCP,
WriteConsoleA, SetStdHandle, LCMapStringW, LCMapStringA, GetStringTypeW, GetStringTypeA, GetConsoleMode,
GetConsoleCP, InitializeCriticalSectionAndSpinCount, GetLocalelnfoA, IsValidCodePage, GetOEMCP, GetACP,
GetCPInfo, LoadLibraryA, GetSystemTimeAsFileTime, WideCharToMultiByte, MultiByteToWideChar, CreateDirectoryW,
DeleteCriticalSection, GetFileType, SetHandleCount, GetEnvironmentStringsW, FreeEnvironmentStringsW,
GetEnvironmentStrings, FreeEnvironmentStringsA, HeapSize, ExitProcess, HeapCreate, IsDebuggerPresent,
RaiseException, RtlUnwind, HeapAlloc, HeapFree, HeapReAlloc, ExitThread, CreateThread, GetCommandLineA,
GetStartupInfoA, UnhandledExceptionFilter, SetUnhandledExceptionFilter, GetModuleFileNameA, GetModuleHandleW,
GetProcAddress, TIsGetValue, TIsAlloc, TIsSetValue, TIsFree, Interlockedincrement, SetlLastError,
InterlockedDecrement, TerminateProcess, GetCurrentProcess

CharUpperW, DestroyWindow, RegisterWindowMessageW, LoadlconW, KillTimer, SetTimer, SetDIgltemTextW,
EndDialog, IsDIgButtonChecked, GetDlgltem, SetWindowTextW, PeekMessageW, MessageBoxW, GetDesktopWindow,
SetForegroundWindow, DialogBoxParamW, SendMessageW, GetWindowLongW, SetWindowLongW, ShowWindow,
GetWindowTextW, GetWindowTextLengthW, LoadStringW, PostMessageW

RegSetValueExW, RegCloseKey, RegCreateKeyExW
ShellExecuteExW
Colnitialize, CoCreatelnstance

SysAllocStringLen, SysAllocString, VariantClear, SysFreeString

Data

All rights reserved

151

LI-COR, Inc.

This installation was built with InstallAware: http://www.installaware.com
LI-180 Spectrometer

15.10,0

LI-COR Spectrum Installation
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Description

Translation

Possible Origin

Language of compilation system

English

Arabic

Catalan

Chinese

Czech

Danish

German

Greek

Finnish

French

Hebrew

Copyright null 2021

Data
0x0409 0x04e4

Country where language is spoken

United States

Saudi Arabia

Spain

Taiwan

Czech Republic

Denmark

Germany

Greece

Finland

France

Israel

Map
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Language of compilation system

Hungarian

Italian

Japanese

Korean

Korean

Dutch

Norwegian

Polish

Portuguese

Romanian

Russian

Croatian

Copyright null 2021

Country where language is spoken

Hungary

Italy

Japan

North Korea

South Korea

Netherlands

Norway

Poland

Brazil

Romania

Russia

Croatia
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Language of compilation system

Slovak

Swedish

Thai

Turkish

Slovenian

Estonian

Latvian

Lithuanian

Vietnamese

Chinese

Portuguese

Network Behavior

Copyright null 2021

Country where language is spoken

Slovakia

Sweden

Thailand

Turkey

Slovenia

Estonia

Lativa

Lithuania

Vietnam

China

Portugal

Map
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No network behavior found

Code Manipulations

Statistics

Behavior

@ LI1180_win-1.5.1.exe
@ LI1180_win-1.5.1.exe
@ LI-180_Installer.exe
@ LI1180_win-1.5.1.exe
@ LI-180_Installer.exe
@ LI-180_Installer.exe
@ msiexec.exe

@ x64DPInst.exe

@ drvinst.exe

® x86DPInst.exe

@ msiexec.exe

® x64DPInst.exe

@ x86DPInst.exe

@ msiexec.exe

@ x64DPInst.exe

@ x86DPInst.exe

@

System Behavior

Click to jump to process

Analysis Process: LI180_win-1.5.1.exe PID: 6472 Parent PID: 5636

General

Start time: 21:53:45

Start date: 25/02/2021

Path: C:\Users\user\Desktop\LI180_win-1.5.1.exe
Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\LI180_win-1.5.1.exe’ -install
Imagebase: 0x400000

File size: 10630347 bytes

MDS5 hash: 77D64242FBD270B5363D383B51075783
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp read attributes | device synchronous io  success or wait 1 410EBC GetTempFileNameW
synchronize | non alert | non
generic read directory file
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File Path
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-180_Ins
taller.msi

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.msi

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\65
5FCA3B

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\65
5FCA3B\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\65
5FCA3B\B65BBED4\box_basic.jpg

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\1E
ATFD63

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\1E
A7FD63\B65BBED4

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\1E
A7FD63\B65B8ED4\box_feature.jpg

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\60
9B42C1
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Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

object name collision

success or wait

success or wait

success or wait

object name collision

success or wait

success or wait

success or wait

success or wait

object name collision

success or wait

success or wait

success or wait

success or wait

Count

1

137

128

Source
Address

410B5E

410B5E

410B5E

4098CB

4098CB

410B5E

410B5E

410B5E

410B5E

4098CB

410B5E

410B5E

410B5E

4098CB

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\60 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
9B42C1\B65B8ED4 directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\60 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
9B42C1\B65B8ED4\box_feature_ppf.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\40 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
9F08AF directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\40 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
9F08AF\B65B8ED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\40 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
9F08AF\B65BBED4\box_information.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\F2 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
8C57DF directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\F2 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
8C57DF\B65B8ED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\F2 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
8C57DF\B65B8ED4\chart_cie1931w.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\70 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
21623 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\70 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
21623\B65BBED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\70 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
21623\B65B8ED4\chart_cie1976w.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6B read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
339451 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6B read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
339451\B65B8ED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6B read attributes | device synchronous io  success or wait 1 4098CB CreateFilewW
339451\B65B8ED4\chart_criw.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\C9 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
AB7ACB directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\C9 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
AB7ACB\7AF51026 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point
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C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\C9 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
AB7ACB\7AF51026\cie1931.jpg synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6B read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
481F13 directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6B read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
481F13\B65B8ED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6B read attributes | device synchronous io  success or wait 1 4098CB CreateFilewW
481F13\B65B8ED4\cie1931.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\8C read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
4586D2 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\8C read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
4586D2\7AF51026 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\8C read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
4586D2\7AF51026\cie1976.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D2 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
758F69 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D2 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
758F69\B65BBED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D2 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
758F69\B65B8ED4\cie1976.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\E3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
79E83C directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\E3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
79E83C\7AF51026 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\E3 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
79E83C\7AF51026\CRI2.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\AD read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
9FE403 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\AD read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
9FE403\7AF51026 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\AD read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
9FE403\7AF51026\GAl.jpg synchronize | non alert | non
generic write directory file
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File Path

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\65
5BFA89

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\65
5BFA89\B65BBED4

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\65
5BFA89\B65B8ED4\LI-COR-logo.jpg

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\77
4EB15E

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\77
4EB15E\526B362B

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\77
4E815E\526B362B\LICOR-about.jpg

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\DA
A0442

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\DA
A0442\526B362B

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\DA
A0442\526B362B\LICOR-start.jpg

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\44
DB77AB

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\44
DB77AB\7AF51026

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\44
DB77AB\7AF51026\LICOR.jpg

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\FC
8C594

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\FC
8C594\7AF51026

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\FC
8C594\7AF51026\LICORC.jpg

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\38
3E736B
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Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW
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File Path

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\38
3E736B\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\38
3E736B\B65B8ED4\square.jpg

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D8
3B2FF9

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D8
3B2FF9\7AF51026

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D8
3B2FF9\7AF51026\tm30image.jpg

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6C
0AF2E8

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6C
O0AF2E8\BE4A257

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6C
0AF2E8\BE4A257\LICORIang.ini

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\B7
ED429E

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\B7
ED429E\E1510A13

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\B7
ED429E\E1510A13\setup.ini

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\36
706E48

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\36
706E48\3EF45B9E

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\36
706E48\3EF45BIE\ANSI.xIs

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\35
75565E

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\35
75565E\3EF45B9E
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Access

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

Symbol
CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\35 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
75565E\3EF45BIE\ANSI_2008.xls synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\F4 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
ED2515 directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\F4 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
ED2515\3EF45B9E directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\F4 read attributes | device synchronous io  success or wait 1 4098CB CreateFilewW
ED2515\3EF45B9E\ANSI_2011.xls synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\EC read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
C34BEC directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\EC read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
C34BEC\3EF45B9E directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\EC read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
C34BEC\3EF45B9E\ANSI_Ellipse.xls synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\58 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
7D056C directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\58 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
7D056C\9426740A directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\58 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
7D056C\9426740A\CHK_20131028_165820.xIs synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\98 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
47A14B directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\98 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
47A14B\B6D77E4E directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\98 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
47A14B\B6D77E4E\ESPD_LI-180-000.xls synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\E5 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
444EFD directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\E5 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
444EFD\CDOE66BD directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\E5 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
444EFD\CDOEG66BD\LI-180_Log_Example.xIs synchronize | non alert | non
generic write directory file
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File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D5 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
32E401 directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D5 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
32E401\20073942 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D5 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
32E401\20073942\mdd_0.tf synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
5647E directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
5647E\E023D589 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D3 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
5647E\E023D589\LI-180 Spectrometer.exe synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.exe read attributes | device synchronous io  success or wait 1 4098CB CreateFilewW

synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\35 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
3AD105 directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\35 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
3AD105\E1510A13 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\35 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
3AD105\E1510A13\USBXpressinstaller.exe synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spectrum read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spe read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
ctrum\mDIFxIDE.dlI directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spe read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
ctrum\mDIFxIDE.dI\x64DPInst.exe synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spectrum read data or list device directory file | object name collision 6 410B5E CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spe read data or list device directory file | object name collision 3 410B5E CreateDirectoryW
ctrum\mDIFxIDE.dll directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spe read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
ctrum\mDIFxIDE.dI\x86DPInst.exe synchronize | non alert | non
generic write directory file
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C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spe read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
ctrum\Install Fonts IDE-Plugln.dll directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spe read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
ctrum\Install Fonts IDE-Pluglin.dilinstall Fonts EXE-Pluglin.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spe read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
ctrum\mDIFxIDE.dINmDIFXEXE.dIl synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\mM read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
Sidll directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\mM read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
Sl.di\mMSIExec.dll synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\DC read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
702C7E directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\DC read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
702C7E\E023D589 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\DC read attributes | device synchronous io  success or wait 1 4098CB CreateFilewW
702C7E\E023D589\SiUSBXp.dll synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\51 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
845961 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\51 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
845961\DBD131B5 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\51 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
845961\DBD131B5\SiLib.sys synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\2E read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
5DCES8F directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\2E read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
5DCE8F\23667BEE directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\2E read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
5DCE8F\23667BEE\SiLib.sys synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\55 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
EBGAG5E directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\55 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
E6A65E\DBD131B5 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\55 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
E6AG5E\DBD131B5\SIUSBXP.sys synchronize | non alert | non
generic write directory file
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C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\A3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
FO088A directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\A3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
F0088A\23667BEE directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\A3 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
FO088A\23667BEE\SIUSBXP.sys synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\mia.lib read attributes | device synchronous io  success or wait 1 4098CB CreateFilewW

synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6D read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
BFE203 directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6D read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
BFE203\342BBCES8 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6D read attributes | device synchronous io  success or wait 1 4098CB CreateFilewW
BFE203\342BBCE8\Cold.asz synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\45 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
3607F8 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\45 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
3607F8\E1510A13 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\45 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
3607F8\E1510A13\siusbxp.cat synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\74 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
93ECCE directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\74 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
93ECCE\C0705257 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\74 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
93ECCE\C0705257\CIEO.CFG synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\C3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
C84A4C directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\C3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
C84A4C\E1510A13 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\C3 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
C84A4C\E1510A13\SiUSBXp.inf synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.res read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
synchronize | non alert | non
generic write directory file
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C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\67 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
ACD331 directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\67 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
ACD331\98FBEBF9 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\67 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
ACD331\98FBEBF9\Reference Spectrum.xIsx synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\{4963F2A4-325D- read attributes | device synchronous io  success or wait 1 4098CB CreateFilewW
4774-8D8D-86D68B3EE27C} synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\mM read data or list device directory file | object name collision 1 410B5E CreateDirectoryW
Sldll directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\FC read data or list device directory file | object name collision 2 410B5E CreateDirectoryW
8C594 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\FC read data or list device directory file | object name collision 1 410B5E CreateDirectoryW
8C594\7AF51026 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\F4 read data or list device directory file | object name collision 2 410B5E CreateDirectoryW
ED2515 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\F4 read data or list device directory file | object name collision 1 410B5E CreateDirectoryW
ED2515\3EF45B9E directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\F2 read data or list device directory file | object name collision 2 410B5E CreateDirectoryW
8C57DF directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\F2 read data or list device directory file | object name collision 1 410B5E CreateDirectoryW
8C57DF\B65B8ED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\EC read data or list device directory file | object name collision 2 410B5E CreateDirectoryW
C34BEC directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\EC read data or list device directory file | object name collision 1 410B5E CreateDirectoryW
C34BEC\3EF45B9E directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\E5 read data or list device directory file | object name collision 2 410B5E CreateDirectoryW
444EFD directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point
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C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\E5
444EFD\CDOE66BD

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\E3
79E83C

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\E3
79E83C\7AF51026

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\DC
702C7E

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\DC
702C7E\E023D589

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\DA
A0442

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\DA
A0442\526B362B

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D8
3B2FF9

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D8
3B2FF9\7AF51026

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D5
32E401

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D5
32E401\20073942

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D3
5647E

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D3
5647E\E023D589
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Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Count

Source
Address

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

Page 63 of 248



File Path

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D2
758F69

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D2
758F69\B65BBED4

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\C9
AB7ACB

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\C9
AB7ACB\7AF51026

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\C3
C84A4C

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\C3
C84A4C\E1510A13

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\B7
ED429E

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\B7
ED429E\E1510A13

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\AD
9FE403

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\AD
9FE403\7AF51026

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\A3
FO088A

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\A3
FO088A\23667BEE

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\98
47A14B
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Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Count

Source
Address

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW
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C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\98
47A14B\B6D77EAE

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\8C
4586D2

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\8C
4586D2\7AF51026

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\77
4EB15E

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\77
4EB815E\526B362B

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\74
93ECCE

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\74
93ECCE\C0705257

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\70
21623

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\70
21623\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6D
BFE203

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6D
BFE203\342BBCES8

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6C
O0AF2E8

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6C
OAF2E8\BE4A257
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Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Count

Source
Address

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

Page 65 of 248



File Path

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6B
481F13

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6B
481F13\B65BBED4

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6B
339451

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6B
339451\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\67
ACD331

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\67
ACD331\98FBEBF9

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\65
5FCA3B

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\65
5FCA3B\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\65
5BFA89

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\65
5BFA89\B65BBED4

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\60
9B42C1

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\60
9B42C1\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\58
7D056C

Copyright null 2021

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Count

Source
Address

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW
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File Path

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\58
7D056C\9426740A

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\55
E6A65E

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\55
E6A65E\DBD131B5

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\51
845961

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\51
845961\DBD131B5

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\45
3607F8

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\45
3607F8\E1510A13

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\44
DB77AB

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\44
DB77AB\7AF51026

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\40
9F08AF

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\40
9F08AF\B65BBED4

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\38
3E736B

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\38
3E736B\B65B8ED4

Copyright null 2021

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Count

Source
Address

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW
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File Path Access Attributes
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\36 read data or list device
706E48 directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\36 read data or list device
706E48\3EF45B9E directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\35 read data or list device
75565E directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\35 read data or list device
75565E\3EF45B9E directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\35 read data or list device
3AD105 directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\35 read data or list device
3AD105\E1510A13 directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\2E read data or list device
5DCE8F directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\2E read data or list device
5DCE8F\23667BEE directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\1E read data or list device
A7FD63 directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\1E read data or list device
A7FD63\B65B8ED4 directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spe read data or list device

ctrum\Install Fonts IDE-Plugln.dll

File Deleted

File Path

directory |
synchronize

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-180_Installer.msi

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spectrum\Install Fonts IDE-Plugln.di\Install Fonts EXE-Plugin.dll

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spectrum\mDIFxIDE.dI\mDIFXEXE.dIl
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spectrum\mDIFxIDE.dI\x64DPInst.exe
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR Spectrum\mDIFxIDE.dI\x86DPInst.exe

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\1EA7FD63\B65B8ED4\box_feature.jpg

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\2E5DCE8F\23667BEE\SiLib.sys

Copyright null 2021

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source

Address Symbol

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

Count

P R R R R R R R

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

Source
Address Symbol

410BEO
410BEO
410BEO
410BEO
410BEO
410BEO
410BEO
410BEO

DeleteFileW
DeleteFileW
DeleteFileW
DeleteFileW
DeleteFileW
DeleteFileW
DeleteFileW
DeleteFileW
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Source

File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\353AD105\E1510A13\USBXpressinstaller.exe success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\3575565E\3EF45B9E\ANSI_2008.xls success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\36 706 E48\3EF45B9E\ANSI.xls success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\383E736B\B65B8ED4\square.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\409F08AF\B65B8ED4\box_information.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\44DB77AB\7AF51026\LICOR.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\453607F8\E1510A13\siusbxp.cat success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\51845961\DBD131B5\SiLib.sys success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\55E6A65E\DBD131B5\SIUSBXP.sys success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\587D056C\9426740A\CHK_20131028_165820.xls success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\609B42C1\B65B8ED4\box_feature_ppf.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\655BFA89\B65B8ED4\LI-COR-logo.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\655FCA3B\B65B8ED4\box_basic.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\67ACD331\98FBEBF9\Reference Spectrum.xIsx success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6B339451\B65B8ED4\chart_criw.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6B481F13\B65B8ED4\cie1931.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6 COAF2E8\BE4A257\LICORIlang.ini success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\6 DBFE203\342BBCE8\Cold.asz success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\7021623\B65B8ED4\chart_cie1976w.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\7493ECCE\C0705257\CIEO.CFG success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\774E815E\526B362B\LICOR-about.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\8C4586D2\7AF51026\cie1976.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\9847A14B\B6D77E4E\ESPD_LI-180-000.xls success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\A3F0088A\23667BEE\SIUSBXP.sys success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\AD9FE403\7AF51026\GAl.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\B7ED429E\E1510A13\setup.ini success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\C3C84A4C\E1510A13\SiUSBXp.inf success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\C9AB7ACB\7AF51026\cie1931.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D2758F69\B65B8ED4\cie1976.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D35647E\E023D589\LI-180 Spectrometer.exe success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D532E401\20073942\mdd_0.ttf success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\D83B2FF9\7AF51026\tm30image.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\DAA0442\526B362B\LICOR-start.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\DC702C7E\E023D589\SiUSBXp.dll success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\E379E83C\7AF51026\CRIZ2.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\E5444EFD\CDOE66BD\LI-180_Log_Example.xls success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\ECC34BEC\3EF45B9E\ANSI_Ellipse.xls success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\F28C57DF\B65B8ED4\chart_cie1931w.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\FAED2515\3EF45B9E\ANSI_2011.xls success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\FC8C594\7AF51026\LICORC.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\OFFLINE\mMSI.dI\mMSIExec.dll success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\{4963F2A4-325D-4774-8D8D-86D68B3EE27C} success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.exe success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.msi success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.res success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\mia.lib success or wait 1 410BEO DeleteFilew
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
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File Path

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-

180_Installer.msi

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-

180_Installer.msi

Copyright null 2021

Offset Length Value

unknown 65536

unknown 53248

docflle0alblla
e1 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 3e 00 04 00
fe ff Oc 00 06 00 00 00
00 00 00 00 02 00 00
00 01 00 00 00 01 00
00 00 00 00 00 00 00
10 00 00 02 00 00 00
01 00 00 00 fe ff ff ff 00
00 00 00 00 00 00 00 ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff f
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff f
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff ff

docflle0alblla
e1 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 3e 00 04 00
fe ff Oc 00 06 00 00 00
00 00 00 00 02 00 00
00 01 00 00 00 01 00
00 00 00 00 00 00 00
10 00 00 02 00 00 00
01 00 00 00 fe ff ff ff 00
00 00 00 00 00 00 00 ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff f
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff f
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff ff

Completion

success or wait

success or wait

Source

Count Address Symbol

13

13

409611 WriteFile

409611 WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\65
5FCA3B\B65BBED4\box_basic.jpg

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\1E
A7FD63\B65B8ED4\box_feature.jpg

Copyright null 2021

Offset Length Value

unknown 9428

unknown 31532

ff d8 ff e0 00 10 4a 46
4946 00 01 01 01 01
2c 01 2c 00 00 ff db 00
430002 01 01 02 01
01 02 02 02 02 02 02
02 02 03 05 03 03 03
03 03 06 04 04 03 05
07 06 07 07 07 06 07
07 08 09 Ob 09 08 08
0a 08 07 07 Oa Od Oa
0a Ob Oc Oc Oc Oc 07
09 Oe Of 0d Oc Oe Ob
Oc Oc Oc ff db 00 43 01
02 02 02 03 03 03 06
03 03 06 Oc 08 07 08
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc Oc
0c Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc ff cO
00 11 08 01 a0 02 86
03 012200021101
03 11 01 ff ¢4 00 1f 00
00010501 010101
01 01 00 00 00 00 00
00 00 00 01 02 03 04
05 06 07 08 09 Oa Ob ff
¢4 00 b5 10 00 02 01
03 03 02 04 03 05 05
04 04 00 00 01 7d 01
02 030004 11 05 12
21314106 135161
07 227114328191
al 08

ff d8 ff e0 00 10 4a 46
4946 00010201 01
2c¢ 01 2¢ 00 00 ff ed 00
2c¢ 50 68 6f 74 6f 73 68
6f 70 20 33 2e 30 00
38 42 49 4d 03 ed 00
000000001001 2¢
00 0000010001 01
2c 00 00 00 01 00 01 ff
el 69 cc 68747470
3a 2f 2f 6e 73 2e 61 64
6f 62 65 2e 63 6f 6d 2f
78 61 70 2f 31 2e 30 2f
00 3c 3f 78 70 61 63
6b 65 74 20 62 65 67
69 6e 3d 22 ef bb bf 22
20 69 64 3d 22 57 35
4d 30 4d 70 43 65 68
69 48 7a 72 65 53 7a
4e 54 63 7a 6b 63 39
64 22 3f 3e 0a 3c 78
3a 78 6d 70 6d 65 74
61 20 78 6d 6¢ 6e 73
3a 78 3d 22 61 64 6f
62 65 3a 6e 73 3a 6d
65 74 61 2f 22 20 78
3a 78 6d 70 74 6b 3d
22 41 64 6f 62 65 20
58 4d 50 20 43 6f 72
65 20 34 2e 31 2d 63
30 33 36 20 34 36 2e
323737303932 2c
20 46 72 69 20 46 65
6220 32 33 20 32 30
30372031343a31
37 3a

Source

Ascii Completion Count Address Symbol

success or wait 1 409611 WriteFile

1A..Qa."q.2....

...... JFIF.......,.....,Photos success or wait & 409611 WriteFile
hop 3.0.8BIM......... jeeeens ,
........ i.http://ns.adobe.com/
xap/1.0/.<?xpacket
begin="..."
id="W5MOMpCehiHzreSzN
Tczke9d"?>.<x:xmpmeta
xmins:x="adobe:ns:meta/"
x:xmptk="Adobe XMP Co
re 4.1-c036 46.277092, Fri
Feb 23 2007 14:17:
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\60
9B42C1\B65B8ED4\box_feature_ppf.jpg

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\40
9F08AF\B65BBED4\box_information.jpg

Copyright null 2021

Offset Length Value

unknown 7053

unknown 22296

ff d8 ff e0 00 10 4a 46
49 46 0001 02 01 01
2c¢ 01 2¢ 00 00 ff ed 00
2c¢ 50 68 6f 74 6f 73 68
6f 70 20 33 2e 30 00
38 42 49 4d 03 ed 00
000000001001 2c
00 0000010001 01
2c 00 00 00 01 00 01 ff
el 7ca868 747470
3a 2f 2f 6e 73 2e 61 64
6f 62 65 2e 63 6f 6d 2f
78 61 70 2f 31 2e 30 2f
00 3c 3f 78 70 61 63
6b 65 74 20 62 65 67
69 6e 3d 22 ef bb bf 22
20 69 64 3d 22 57 35
4d 30 4d 70 43 65 68
69 48 7a 72 65 53 7a
4e 54 63 7a 6b 63 39
64 22 3f 3e 0a 3c 78
3a 78 6d 70 6d 65 74
61 20 78 6d 6¢ 6e 73
3a 78 3d 22 61 64 6f
62 65 3a 6e 73 3a 6d
65 74 61 2f 22 20 78
3a 78 6d 70 74 6b 3d
22 41 64 6f 62 65 20
58 4d 50 20 43 6f 72
65 20 35 2e 30 2d 63
30 36 30 20 36 31 2e
313334373737 2c
20 32 30 31 30 2f 30
32 2f31322d3137
3a 33 32 3230 30 20
2020

ff d8 ff e0 00 10 4a 46
49 46 00 01 01 02 04
80 04 80 00 00 ff db 00
4300 03 02 02 03 02
02 03 03 03 03 04 03
03 04 05 08 05 05 04
04 05 0a 07 07 06 08
Oc 0a Oc Oc Ob Oa Ob
Ob 0d Oe 12 10 0d Oe
11 Oe Ob Ob 10 16 10
1113141515 15 0c
0f17 18 16 14 18 12
14 15 14 ff db 00 43 01
03 04 04 05 04 05 09
05 05 09 14 0d Ob 0d
14141414 14 14 14
141414141414 14
1414141414 1414
1414141414 1414
1414141414 1414
1414141414 1414
1414141414 14 14
14 ff c0 00 11 08 01 a0
05 74 03 01 22 00 02
11 01 03 11 01 ff c4 00
1f 00 00 01 05 01 01
01 01 01 01 00 00 00
00 00 00 00 00 01 02
03 04 05 06 07 08 09
0Oa Ob ff c4 00 b5 10 00
02 01 03 03 02 04 03
05 05 04 04 00 00 01
7d 01 02 03 00 04 11
051221314106 13
516107 22711432
8191 al 08

Ascii

...... JFIF.......,.....,Photos

hop 3.0.8BIM......... Jeereas ,
........ |.http://ns.adobe.com/

xap/1.0/.<?xpacket
begin="..."

id="W5MOMpCehiHzreSzN
Tczke9d"?>.<x:xmpmeta
xmins:x="adobe:ns:meta/"
x:xmptk="Adobe XMP Co

re 5.0-c060 61.134777,
2010/02/12-17:32:00

1A..Qa."q.2....

Completion

success or wait

success or wait

Source

Count Address Symbol

4

1

409611 WriteFile

409611 WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\F2
8C57DF\B65B8ED4\chart_cie1931w.jpg

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\70
21623\B65B8ED4\chart_cie1976w.jpg

Copyright null 2021

Offset Length Value

unknown 42289

unknown 49281

ff d8 ff e0 00 10 4a 46
49 46 00 01 01 02 04
80 04 80 00 00 ff db 00
4300 03 02 02 03 02
02 03 03 03 03 04 03
03 04 05 08 05 05 04
04 05 0a 07 07 06 08
Oc 0a Oc Oc Ob Oa Ob
Ob 0d Oe 12 10 0d Oe
11 Oe Ob Ob 10 16 10
11131415 15 15 0c
0f17 18 16 14 18 12
14 15 14 ff db 00 43 01
03 04 04 05 04 05 09
05 05 09 14 0d Ob 0d
1414141414 1414
141414141414 14
1414141414 1414
1414141414 1414
1414141414 1414
1414141414 1414
1414141414 1414
14 ff cO 00 11 08 02 8e
02 97 03 01 22 00 02
11 01 03 11 01 ff c4 00
1f 00 00 01 05 01 01
01 01 01 01 00 00 00
00 00 00 00 00 01 02
03 04 05 06 07 08 09
0a Ob ff c4 00 b5 10 00
02 01 03 03 02 04 03
05 05 04 04 00 00 01
7d 01 02 03 00 04 11
051221314106 13
516107 22711432
8191 al 08

ff d8 ff e0 00 10 4a 46
49 46 00 01 01 02 04
80 04 80 00 00 ff db 00
4300 03 02 02 03 02
02 03 03 03 03 04 03
03 04 05 08 05 05 04
04 05 0a 07 07 06 08
Oc 0a Oc Oc Ob Oa Ob
Ob 0d Oe 12 10 0d Oe
11 Oe Ob Ob 10 16 10
11131415 15 15 0c
0f17 18 16 14 18 12
14 15 14 ff db 00 43 01
03 04 04 05 04 05 09
05 05 09 14 0d Ob 0d
14141414 14 14 14
141414141414 14
1414141414 1414
1414141414 1414
1414141414 1414
1414141414 1414
1414141414 14 14
14 ff c0 00 11 08 02 8e
02 97 03 01 22 00 02
11 01 03 11 01 ff c4 00
1f 00 00 01 05 01 01
01 01 01 01 00 00 00
00 00 00 00 00 01 02
03 04 05 06 07 08 09
0Oa Ob ff c4 00 b5 10 00
02 01 03 03 02 04 03
05 05 04 04 00 00 01
7d 01 02 03 00 04 11
051221314106 13
516107 22711432
8191 al 08

Source

Ascii Completion Count Address Symbol

success or wait 2 409611 WriteFile

1A..Qa."q.2....

success or wait 1 409611 WriteFile

1A..Qa."q.2....
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\6B
339451\B65B8ED4\chart_criw.jpg

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\C9
AB7ACB\7AF51026\cie1931.jpg

Copyright null 2021

Offset Length Value Ascii Completion

unknown 6528

unknown 44184

Source
Count Address Symbol

ffd8 ffe0 00 10 4a 46 ...... JFIF .. (Grocren success or wait 2 409611 WriteFile
49 46 00 01 01 02 04
80 04 80 00 00 ff db 00 ..
4300 03 02 02 03 02
02 03 03 03 03 04 03
03 04 05 08 05 05 04
04 05 0a 07 07 06 08
Oc 0a Oc Oc Ob Oa Ob
Ob 0d Oe 12100d Oe  1A..Qa."q.2....
11 Oe Ob Ob 10 16 10

11131415 15 15 0c

0f17 18 16 14 18 12

14 15 14 ff db 00 43 01

03 04 04 05 04 05 09

05 05 09 14 0d Ob 0d

1414141414 1414
141414141414 14

1414141414 1414

1414141414 1414

1414141414 1414

1414141414 14 14

1414141414 1414

14 ff c0 00 11 08 02 7b

02 a2 03 01 22 00 02

11 01 03 11 01 ff c4 00

1f 00 00 01 05 01 01

01 01 01 01 00 00 00

00 00 00 00 00 01 02

03 04 05 06 07 08 09

0a Ob ff c4 00 b5 10 00

02 01 03 03 02 04 03

05 05 04 04 00 00 01

7d 01 02 03 00 04 11
051221314106 13

516107 22711432

8191 al 08

ffd8 ffe0 00 10 4a 46 ... JFIF....H.H.....EXif.. success or wait 6 409611 WriteFile
49460001020100 MM.*
480048 00 00 ffe1 Ob ...b...
f545786966 0000 ... r.2.

4d 4d 00 2a 00 00 00 ..Adobe
08 00 07 01 120003  Photoshop CS3
00000001 000100 Windows.2013:08:09
0001 1200050000 15:39:41.........cc.uce.
0001 0000006201 ... @...ce. @........
1b 0005000000 01  ..cceevreneee

00 00 00 6a 01 28 00

03 00 00 00 01 00 02

00 00 01 31 00 02 00

00 00 1c 00 00 00 72

01 32 00 02 00 00 00

14 00 00 00 8e 87 69

00 04 00 00 00 01 00

00 00 a4 00 00 00 dO

00 Oa fc 80 00 00 27

10 00 Oa fc 80 00 00

27 10 41 64 6f 62 65

20 50 68 6f 74 6f 73 68

6f 70 20 43 53 33 20

57 69 6e 64 6f 77 73

00 32 30 31 33 3a 30

383a3039203135

3a33393a343100

00 00 00 03 a0 01 00

03 00 00 00 01 ff ff 00

00 a0 02 00 04 00 00

00 01 00 00 06 40 a0

03 00 04 00 00 00 01

00 00 06 40 00 00 00

00 00 00 00 06 01 03

00 03 00 00 00 01 00

06 00 00 01 1a 00
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\6B
481F13\B65B8ED4\cie1931.jpg

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\8C
4586D2\7AF51026\cie1976.jpg

Copyright null 2021

Offset Length Value

unknown 35330

unknown 12620

ff d8 ff el 19 47 4578
69 66 00 00 4d 4d 00
2a 00 00 00 08 00 07
01 12 00 03 00 00 00
010001000001 1a
00 05 00 00 00 01 00
0000 62 01 1b 00 05
00 00 00 01 00 00 00
6a 01 28 00 03 00 00
00 01 00 02 00 00 01
310002000000 1e
000000 72 01 32 00
02 00 00 00 14 00 00
00 90 87 69 00 04 00
00 00 01 00 00 00 a4
00 00 00 d0 00 Oa fc
80 00 00 27 10 00 Oa
fc 80 00 00 27 10 41
64 6f 62 65 20 50 68 6f
74 6f 73 68 6f 70 20 43
53 35 2e 31 20 57 69
6e 64 6f 77 73 00 32
3031383a30353a
32332031373a31
34 3a 34 32 00 00 03
a0 01 00 03 00 00 00
01 ff ff 00 00 a0 02 00
04 00 00 00 01 00 00
06 40 a0 03 00 04 00
00 00 01 00 00 06 40
00 00 00 00 00 00 00
06 01 03 00 03 00 00
00 01 00 06 00 00 01
1a 00 05 00 00 00 01
0000 01 1e 01 1b 00
05 00 00 00 01 00

ff d8 ff e0 00 10 4a 46
49 46 00 01 02 01 00
48 00 48 00 00 ff e1 09
a8 45 78 69 66 00 00
4d 4d 00 2a 00 00 00
08 00 07 01 12 00 03
00 00 00 01 00 01 00
00 01 1a 00 05 00 00
00 01 00 00 00 62 01
1b 00 05 00 00 00 01
00 00 00 6a 01 28 00
03 00 00 00 01 00 02
00 00 01 31 00 02 00
00 00 1c 00 00 00 72
01 32 00 02 00 00 00
14 00 00 00 8e 87 69
00 04 00 00 00 01 00
00 00 a4 00 00 00 dO
00 Oa fc 80 00 00 27
10 00 Oa fc 80 00 00
27 10 41 64 6f 62 65
20 50 68 6f 74 6f 73 68
6f 70 20 43 53 33 20
57 69 6e 64 6f 77 73
0032 30 31 33 3a 30
383a3039203135
3a 33 30 3a 30 34 00
00 00 00 03 a0 01 00
03 00 00 00 01 ff ff 00
00 a0 02 00 04 00 00
00 01 00 00 06 40 a0
03 00 04 00 00 00 01
00 00 06 40 00 00 00
00 00 00 00 06 01 03
00 03 00 00 00 01 00
06 00 00 01 1a 00

Source

Ascii Completion Count Address Symbol

..... GEXif.MM.*.............. success or wait 6 409611 WriteFile

....".Adobe Photoshop
CS5.1 Wi
ndows.2018:05:23
17:14:42.....

@

...... JFIF....H.H.....EXxif.. success or wait 6 409611 WriteFile

..b...

..Adobe
Photoshop CS3
Windows.2013:08:09
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\D2
758F69\B65BBED4\cie1976.jpg

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\E379E83C\7AF51026\CRI2.jpg

Copyright null 2021

Offset
unknown 35565

unknown 49782

Length Value

ff d8 ff el Ob 57 45 78
69 66 00 00 4d 4d 00
2a 00 00 00 08 00 07
01 12 00 03 00 00 00
010001000001 1a
00 05 00 00 00 01 00
0000 62 01 1b 00 05
00 00 00 01 00 00 00
6a 01 28 00 03 00 00
00 01 00 02 00 00 01
310002000000 1e
000000 72 01 32 00
02 00 00 00 14 00 00
00 90 87 69 00 04 00
00 00 01 00 00 00 a4
00 00 00 d0 00 Oa fc
80 00 00 27 10 00 Oa
fc 80 00 00 27 10 41
64 6f 62 65 20 50 68 6f
74 6f 73 68 6f 70 20 43
53 35 2e 31 20 57 69
6e 64 6f 77 73 00 32
3031383a30353a
32332031373a31
35 3a 3132000003
a0 01 00 03 00 00 00
01 ff ff 00 00 a0 02 00
04 00 00 00 01 00 00
06 40 a0 03 00 04 00
00 00 01 00 00 06 40
00 00 00 00 00 00 00
06 01 03 00 03 00 00
00 01 00 06 00 00 01
1a 00 05 00 00 00 01
0000 01 1e 01 1b 00
05 00 00 00 01 00

ff d8 ff el 1d 87 45 78
69 66 00 00 4d 4d 00
2a 00 00 00 08 00 Oc
01 00 00 03 00 00 00
0103 b1 00 00 01 01
00 03 00 00 00 01 03
b1 00 00 01 02 00 03
00 00 00 03 00 00 00
9e 01 06 00 03 00 00
00 01 00 02 00 00 01
12 00 03 00 00 00 01
0001 000001 1500
03 00 00 00 01 00 03
00 00 01 1a 00 05 00
00 00 01 00 00 00 a4
01 1b 00 05 00 00 00
01 00 00 00 ac 01 28
00 03 00 00 00 01 00
02 00 00 01 31 00 02
00 00 00 1e 00 00 00
b4 01 32 00 02 00 00
00 14 00 00 00 d2 87
69 00 04 00 00 00 01
00 00 00 e8 00 00 01
20 00 08 00 08 00 08
00 16 3 60 00 00 27
1000 16 e3 60 00 00
27 10 41 64 6f 62 65
20 50 68 6f 74 6f 73 68
6f 70 20 43 53 35 2e
31 20 57 69 6e 64 6f
7773 0032303138
3a 30 38 3a 31 34 20
31313a32363a35
35 00 00 00 00 04 90
00 00 07 00 00 00 04
30

Source
Count Address Symbol

Ascii

Completion

success or wait 6 409611 WriteFile

....".Adobe Photoshop
CS5.1 Wi
ndows.2018:05:23
17:15:12.....

@

...... Exif.MM.*............. success or wait 6 409611 WriteFile

.."...."..".Adobe Photoshop
CSRA

Windows.2018:08:14
11:26:55............. 0
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\AD9FE403\7AF51026\GAL.jpg

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\655BFA89\B65B8ED4\LI-COR-
logo.jpg

Copyright null 2021

Offset
unknown 36337

unknown 23369

Length Value

Source

Ascii Completion Count Address Symbol

ff d8 ff e0 00 10 4a 46 ... JFIF.....d.d.....oEXif..
49460001020100 MM.*
64 00 64 00 00 ffel 08 ...b...
6f 45 78 69 66 00 00
4d 4d 00 2a 00 00 00 .....B@.."Adobe
08 000701120003 Photoshop CS3
00000001 000100 Windows.2013:11:20
0001 1a00050000 16:36:56...................
00 01 00 00 00 62 01
1b 00 05 00 00 00 01
00 00 00 6a 01 28 00
03 00 00 00 01 00 02
00 00 01 31 00 02 00
00 00 1c 00 00 00 72
01 32 00 02 00 00 00
14 00 00 00 8e 87 69
00 04 00 00 00 01 00
00 00 a4 00 00 00 dO
00 0f 42 40 00 00 27
10 00 Of 42 40 00 00
27 10 41 64 6f 62 65
20 50 68 6f 74 6f 73 68
6f 70 20 43 53 33 20
57 69 6e 64 6f 77 73
00323031333a31
313a323020 3136
3a 33 36 3a 35 36 00
00 00 00 03 a0 01 00
03 00 00 00 01 00 01
00 00 a0 02 00 04 00
00 00 01 00 00 01 8a
a0 03 00 04 00 00 00
01 00 00 01 d8 00 00
00 00 00 00 00 06 01
03 00 03 00 00 00 01
00 06 00 00 01 1a 00

success or wait 1 409611 WriteFile

ff d8 ff el Oe 1f 45 78
69 66 00 00 4d 4d 00
2a 00 00 00 08 00 Oc
01 00 00 03 00 00 00
01 0d 77 00 00 01 01
00 03 00 00 00 01 02
ac 00 00 01 02 00 03
00 00 00 03 00 00 00
9e 01 06 00 03 00 00
00 01 00 02 00 00 01
12 00 03 00 00 00 01
0001 0000 01 15 00
03 00 00 00 01 00 03
00 00 01 1a 00 05 00
00 00 01 00 00 00 a4
01 1b 00 05 00 00 00
01 00 00 00 ac 01 28
00 03 00 00 00 01 00
02 00 00 01 31 00 02
00 00 00 1e 00 00 00
b4 01 32 00 02 00 00
00 14 00 00 00 d2 87
69 00 04 00 00 00 01
00 00 00 e8 00 00 01
20 00 08 00 08 00 08
00 16 e3 60 00 00 27
1000 16 e3 60 00 00
27 10 41 64 6f 62 65
20 50 68 6f 74 6f 73 68
6f 70 20 43 53 35 2e
31 20 57 69 6e 64 6f
7773 0032303138
3a 30 353a3234 20
31333a34303a31
31 00 00 00 00 04 90
00 00 07 00 00 00 04
30

...... Exif.MM.*............. success or wait 2 409611 WriteFile

.."...."..".Adobe Photoshop
Cs5.1
Windows.2018:05:24
13:40:11............. 0
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\774E815E\526B362B\LICOR-

about.jpg

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\DAA0442\526B362B\LICOR-

start.jpg

Copyright null 2021

Offset Length Value

unknown 1673

unknown 20110

ff d8 ff e0 00 10 4a 46
49 46 00 01 01 02 00
1c 00 1c 00 00 ff db 00
4300 03 02 02 02 02
02 03 02 02 02 03 03
03 03 04 06 04 04 04
04 04 08 06 06 05 06
09 08 0a 0a 09 08 09
09 0a Oc 0f Oc Oa Ob
0e Ob 09 09 Od 11 Od
Oe 0f 10 10 11 10 Oa
Oc 12 13 12 10 13 Of
10 10 10 ff db 00 43 01
03 03 03 04 03 04 08
04 04 08 10 Ob 09 Ob
10101010 10 10 10
10101010 10 10 10
101010 10 10 10 10
10101010 10 10 10
10101010 10 10 10
10101010 10 10 10
10101010 10 10 10
10 ff cO 00 11 08 01 b3
0091 03 01 11 00 02
11 01 03 11 01 ff c4 00
1d 00 01 00 01 05 01
01 01 00 00 00 00 00
00 00 00 00 00 08 03
05 06 07 09 04 02 01 ff
¢4 00 40 10 00 01 03
04 01 03 02 05 02 02
06 07 09 00 00 00 01
0002 03 04 05 06 11
07 081221133114
22 415161153209
4216 18 23

ff d8 ff e0 00 10 4a 46
49 46 00 01 01 02 00
1c 00 1c 00 00 ff db 00
4300 03 02 02 02 02
02 03 02 02 02 03 03
03 03 04 06 04 04 04
04 04 08 06 06 05 06
09 08 0a 0a 09 08 09
09 Oa Oc 0f Oc Oa Ob
0e Ob 09 09 Od 11 Od
Oe 0f 10 10 11 10 Oa
Oc 12 13 12 10 13 Of
10 10 10 ff db 00 43 01
03 03 03 04 03 04 08
04 04 08 10 Ob 09 Ob
10101010 10 10 10
10101010 10 10 10
101010 10 10 10 10
10101010 10 10 10
10101010 10 10 10
10101010 10 10 10
101010 10 10 10 10
10 ff cO 00 11 08 01 68
0258 03 01 11 00 02
11 01 03 11 01 ff c4 00
1le 00 01 00 02 01 05
01 01 00 00 00 00 00
00 00 00 00 00 07 08
06 02 04 05 09 0a 03
01 ff c4 00 59 10 00 01
03 030203010511
0d 06 04 03 09 00 00
00 01 02 03 04 05 06
07 1108 12 21 31 09
134151 61 14 16 22
32333638

@
11"AQa.2.B..#

YA
11..AQa.."2368

Completion

success or wait

success or wait

Source

Count Address Symbol

2

1

409611 WriteFile

409611 WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\44
DB77AB\7AF51026\LICOR.jpg

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\FC
8C594\7AF51026\LICORC.jpg

Copyright null 2021

Offset Length Value

unknown 34182

unknown 43930

ff d8 ff el Oa 87 45 78
69 66 00 00 4d 4d 00
2a 00 00 00 08 00 07
01 12 00 03 00 00 00
010001000001 1a
00 05 00 00 00 01 00
0000 62 01 1b 00 05
00 00 00 01 00 00 00
6a 01 28 00 03 00 00
00 01 00 02 00 00 01
310002000000 1e
000000 72 01 32 00
02 00 00 00 14 00 00
00 90 87 69 00 04 00
00 00 01 00 00 00 a4
00 00 00 d0 00 Oe a5
7a 00 00 27 10 00 Oe
a57a 000027 10 41
64 6f 62 65 20 50 68 6f
74 6f 73 68 6f 70 20 43
53 35 2e 31 20 57 69
6e 64 6f 77 73 00 32
3031 383a3038 3a
3037 2031363a31
30 3a 32 33 00 00 03
a0 01 00 03 00 00 00
01 00 01 00 00 a0 02
00 04 00 00 00 01 00
00 01 a8 a0 03 00 04
00 00 00 01 00 00 01
85 00 00 00 00 00 00
00 06 01 03 00 03 00
00 00 01 00 06 00 00
01 1a 00 05 00 00 00
01000001 1e 01 1b
00 05 00 00 00 01 00

ff d8 ff el Oc 82 45 78
69 66 00 00 4d 4d 00
2a 00 00 00 08 00 07
01 12 00 03 00 00 00
010001000001 1a
00 05 00 00 00 01 00
0000 62 01 1b 00 05
00 00 00 01 00 00 00
6a 01 28 00 03 00 00
00 01 00 02 00 00 01
310002000000 1e
00 0000 72 01 32 00
02 00 00 00 14 00 00
00 90 87 69 00 04 00
00 00 01 00 00 00 a4
00 00 00 d0 00 Oe a5
7a 00 00 27 10 00 Oe
a57a 00002710 41
64 6f 62 65 20 50 68 6f
74 6f 73 68 6f 70 20 43
53 35 2e 31 20 57 69
6e 64 6f 77 73 00 32
3031 383a3038 3a
3037 2031363a31
30 3a 353500 00 03
a0 01 00 03 00 00 00
01 00 01 00 00 a0 02
00 04 00 00 00 01 00
00 01 a8 a0 03 00 04
00 00 00 01 00 00 01
85 00 00 00 00 00 00
00 06 01 03 00 03 00
00 00 01 00 06 00 00
01 1a 00 05 00 00 00
01000001 1e 01 1b
00 05 00 00 00 01 00

Source

Ascii Completion Count Address Symbol

success or wait 2 409611 WriteFile

.z..".Adobe Photoshop
CS5.1 Wi
ndows.2018:08:07
16:10:23.....

success or wait 2 409611 WriteFile

.z..".Adobe Photoshop
CS5.1 Wi
ndows.2018:08:07
16:10:55.....

Page 79 of 248



File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\38
3E736B\B65B8ED4\square.jpg

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\D8
3B2FF9\7AF51026\tm30image.jpg

Copyright null 2021

Offset Length Value Ascii Completion

unknown 811

unknown 42991

Source
Count Address Symbol

ffd8 ffe0 00 10 4a 46 ...... JFIF .. (Grocren success or wait 1 409611 WriteFile
49 46 00 01 01 02 04
80 04 80 00 00 ff db 00 ..
4300 03 02 02 03 02
02 03 03 03 03 04 03
03 04 05 08 05 05 04
04 05 0a 07 07 06 08
Oc 0a Oc Oc Ob Oa Ob
Ob 0d Oe 12100d Oe  1A..Qa."q.2....
11 Oe Ob Ob 10 16 10

11131415 15 15 0c

0f17 18 16 14 18 12

14 15 14 ff db 00 43 01

03 04 04 05 04 05 09

05 05 09 14 0d Ob 0d

1414141414 1414
141414141414 14

1414141414 1414

1414141414 1414

1414141414 1414

1414141414 14 14

1414141414 1414

14 ff cO 00 11 08 00 24

00 24 03 01 22 00 02

11 01 03 11 01 ff c4 00

1f 00 00 01 05 01 01

01 01 01 01 00 00 00

00 00 00 00 00 01 02

03 04 05 06 07 08 09

0a Ob ff c4 00 b5 10 00

02 01 03 03 02 04 03

05 05 04 04 00 00 01

7d 01 02 03 00 04 11
051221314106 13

516107 22711432

8191 al 08

ffd8 ffe0 00 10 4a 46 ... JFIF....H.H.....EXif.. success or wait 2 409611 WriteFile
49 46 00 01 02 01 00
480048 00 00 ff el 07 ...b...
b0 45 78 69 66 00 00 d
4d 4d 00 2a 00 00 00 ..Adobe

08 00 07 01 120003  Photoshop CS3
00000001 000100 Windows.2015:12:30
0001 1200050000 17:35:06.....ccccccuererenuarnnes
00010000 006201 .coooeeeee e

1b 00 05 00 00 00 01

00 00 00 6a 01 28 00

03 00 00 00 01 00 02

00 00 01 31 00 02 00

00 00 1c 00 00 00 72

01 32 00 02 00 00 00

14 00 00 00 8e 87 69

00 04 00 00 00 01 00

00 00 a4 00 00 00 dO

00 Oa fc 80 00 00 27

10 00 Oa fc 80 00 00

27 10 41 64 6f 62 65

20 50 68 6f 74 6f 73 68

6f 70 20 43 53 33 20

57 69 6e 64 6f 77 73

00323031353a3l

323a3330203137

3a 33 35 3a 30 36 00

00 00 00 03 a0 01 00

03 00 00 00 01 00 01

00 00 a0 02 00 04 00

00 00 01 00 00 03 20

a0 03 00 04 00 00 00

01 00 00 03 20 00 00

00 00 00 00 00 06 01

03 00 03 00 00 00 01

00 06 00 00 01 1a 00
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\6C
0AF2E8\BE4A257\LICORIang.ini

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\B7ED429E\E1510A13\setup.ini

Copyright null 2021

Offset

unknown 13635

unknown 639

Length Value

ff fe 5b 00 43 00 48 00
54 00 5d 00 0d 00 Oa
00 42 00 41 00 53 00
49 00 43 00 5f 00 53
00 45 00 54 00 55 00
50 00 3d 00 eb 5f 1f 90
a2 6a 96 89 79 72 b5
5f 3¢ 50 2d 8a 9a 5b
0d 00 Oa 00 42 00 49
00 4e 00 5f 00 53 00
45 00 54 00 55 00 50
00 3d 00 42 00 49 00
4e 00 79 72 b5 5f 3¢
50 2d 8a 9a 5b 0d 00
0a 00 42 00 69 00 6e
00 45 00 64 00 74 00
2e 00 43 00610070
00 74 00 69 00 6f 00
6e 00 3d 00 e8 7d 2f 8f
68 56 0d 00 Oa 00 62
00 74 00 6e 00 43 00
6f 00 6e 00 6e 00 65
00 63 00 74 00 2e 00
43 00 61 00 70 00 74
00 69 00 6f 00 6e 00
3d 00 23 90 da 7d 0d
00 0a 00 62 00 74 00
6e 00 43 00 6f 00 6e
00 6e 00 65 00 63 00
74 00 2e 00 48 00 69
00 6e 00 74 00 3d 00
0d 00 0a 00 62 00 74
00 6e 00 44 00 61 00
72 00 6b 00 2e 00 43
00 61 00 70 00 74 00
69 00 6f 00 6e 00 3d

5b 44 72 69 76 65 72
2054 7970 65 5d 0d
0a 55534258 70 72
65 73 73 0d Oa 0d Oa
5b 44 72 69 76 65 72
20 56 65 72 73 69 6f
6e 5d 0d Oa 33 2e 33
0d Oa 0d Oa 5b 50 72
6f 64 75 63 74 20 4e
61 6d 65 5d 0d Oa 53
69 6¢ 69 63 6f 6e 20
4c 61 62 6f 72 61 74 6f
72 69 65 73 20 55 53
425870726573 73
20 44 65 76 69 63 65
0d Oa 0d Oa 5b 43 6f
6d 70 61 6e 79 20 4e
61 6d 65 5d 0d Oa 53
69 6¢ 69 63 6f 6e 20
4c 61 62 6f 72 61 74 6f
72 69 65 73 0d Oa 0d
Oa 5b 56 49 44 5d 0d
Oa 31 30 43 34 0d Oa
0d Oa 5b 50 49 44 5d
0d 0a 45 41 36 31 0d
0Oa 0d Oa 5b 52 65 6¢
6174 69 76 65 20 49
6e 73 74 61 6¢ 6¢ 5d
0d 0a 52 65 6¢ 61 74
69 76 65 20 54 6f 20
50 72 6f 67 72 61 6d
2046 69 6¢ 65 73 0d
Oa 0d Oa 5b 49 6e 73
74 61 6¢ 6C 20 44 69
72656374 6f7279
5d 0d 0a 53 69 6¢ 61
62

Source

Ascii Completion Count Address Symbol
.[.C.H.T]....B.AS.I.C._.S. success or wait 5 409611 WriteFile
ET.UP=._.j.yr._<P-.[.

.B.LN._.S.E.-T.U.P.=.B.I.N.

yr._<P-..

[...B.i.n.E.d.t...C.a.

p.ti.o.n.=.}.hV...b.t.n.C.

o.n.n.e.c.t...C.a.p.t.i.o.n.=.

#.}...b.t.n.C.o.n.n.ect...

H.i.nt=..btnD.ark..

C.a.p.tio.n=

[Driver success or wait 1 409611 WriteFile

Type]..USBXpress....[D
river Version]..3.3....
[Product Name]..Silicon
Laboratories USBXpress
Device....[Company N
ame]..Silicon
Laboratories....
[VID]..10C4....
[PID]..EA61....[Relative
Install]..Relative To
Program Files....[Install Di
rectory]..Silab
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\36 706 E48\3EF45BIE\ANSI.xIs

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\35
75565E\3EF45BIE\ANSI_2008.xls

Copyright null 2021

Offset
unknown 1004

unknown 880

Length Value

45 4e 45 52 47 59 20
5354 4152 20 41 4e
53 49 20 43 37 38 2e
33 37 3709 09 09 09
09 0d 0a 45 31 30 09
09 09 09 09 0d 0a 30
2e 34 38 31 33 09 30
2e 34 33 31 39 09 09
09 09 0d 0a 30 2e 34
3536 32 09 30 2e 34
3236 09 09 09 09 0d
Oa 30 2e 34 33 37 33
09 30 2e 33 38 39 33
09 09 09 09 0d 0a 30
2e 34 3539 3309 30
2e 33 39 34 34 09 09
09 09 0d Oa 45 32 30
09 09 09 09 09 0d Oa
30 2e 34 35 36 32 09
30 2e 34 32 36 09 09
09 09 0d Oa 30 2e 34
3239 3909 30 2e 34
31 36 3509 09 09 09
0d 0a 30 2e 34 31 34
37 09 30 2e 33 38 31
3409 09 09 09 0d Oa
30 2e 34 33 37 33 09
30 2e 33 38 39 33 09
09 09 09 0d Oa 45 33
30 09 09 09 09 09 0d
Oa 30 2e 34 32 39 39
09 30 2e 34 31 36 35
09 09 09 09 0d 0a 30
2e 33 39 39 36 09 30
2e 34 30 31 3509 09
09 09 0d Oa 30 2e 33
38 38 39

45 4e 45 52 47 59 20
53 54 4152 20 41 4e
5349 20 43 37 38 2e
3337 37 2d 32 30 30
3809 09 09 09 09 0d
0a 45 31 30 09 09 09
09 09 0d 0a 30 2e 34
3831330930 2e 34
333139 0d 0a 30 2e
34 3536 32 09 30 2e
34 32 36 0d Oa 30 2e
3433373309 30 2e
333839 33 0d 0a 30
2e 34 3539 33 09 30
2e 33393434 0d 0a
45 32 30 09 09 09 09
09 0d 0a 30 2e 34 35
36 32 09 30 2e 34 32
36 0d 0a 30 2e 34 32
393909 30 2e 34 31
36 35 0d 0a 30 2e 34
3134 3709 30 2e 33
38 31 34 0d 0a 30 2e
3433373309 30 2e
33383933 0d 0a 45
333009 09 09 09 09
0d 0a 30 2e 34 32 39
3909 30 2e 34 31 36
35 0d 0a 30 2e 33 39
39 36 09 30 2e 34 30
31 35 0d 0a 30 2e 33
383839 09 30 2e 33
36 39 0d 0a 30 2e 34
31343709 30 2e 33
383134 0d 0a 45 34
30 09 09 09 09 09 Od
Oa 30 2e

Source
Count Address Symbol

Ascii Completion

ENERGY STAR ANSI success or wait 1 409611
C78.377......

[0 co0ced 0.4813.0.4319.....

0.4562.0.426......0.4373.0.
389
3......0.4593.0.3944.....E2
0.

...... 0.4562.0.426......0.429
)
.0.4165......0.4147.0.3814..

..0.4373.0.3893......E30.....

.0.4299.0.4165......0.3996.
0.4015......0.3889

ENERGY STAR ANSI success or wait 1 409611
C78.377-2008.

...... E10......0.4813.0.4319

.0.4562.0.426..0.4373.0.38

93..
0.4593.0.3944..E20....... 0.
456
2.0.426..0.4299.0.4165..0.
4147
.0.3814..0.4373.0.3893..E
30...
....0.4299.0.4165..0.3996.0
.40
15..0.3889.0.369..0.4147.0
.3814..E40....... 0.

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\F4
ED2515\3EF45B9E\ANSI_2011.Xls

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\EC
C34BEC\3EF45B9E\ANSI_Ellipse.xls

Copyright null 2021

Offset Length

unknown 881

unknown 1004

Value

45 4e 45 52 47 59 20
5354 4152 2041 4e
53 49 20 43 37 38 2e
3337372d323031
3109 09 09 09 09 0d
Oa 45 31 30 09 09 09
09 09 0d Oa 30 2e 34
38 31 3109 30 2e 34
333135 0d 0a 30 2e
34 35 36 31 09 30 2e
34 32 3539 0d 0a 30
2e 34 3337 3309 30
2e 33383932 0d 0a
30 2e 34 35 39 31 09
30 2e 3339 34 31 0d
Oa 45 32 30 09 09 09
09 09 0d Oa 30 2e 34
3536 31 09 30 2e 34
323539 0d 0a 30 2e
34 33 303209 30 2e
34 31 37 31 0d 0a 30
2e 34 31 34 39 09 30
2e 3338 32 0d 0a 30
2e 34 33 37 33 09 30
2e 33383932 0d 0a
45 33 30 09 09 09 09
09 0d 0a 30 2e 34 33
30320930 2e 3431
37 3133 0d 0a 30 2e
34 30303309 30 2e
34 303334 0d 0a 30
2e 33 38 39 3509 30
2e 3337 3038 0d Oa
30 2e 34 31 34 39 09
30 2e 33 38 32 0d Oa
45 34 30 09 09 09 09
09 0d Oa

45 4e 45 52 47 59 20
5354 4152 2041 4e
53 49 20 43 37 38 2e
3337 3709 09 09 09
09 0d 0a 45 31 30 09
09 09 09 09 0d 0a 30
2e 34 38 31 33 09 30
2e 34 33 31 39 09 09
09 09 0d 0a 30 2e 34
3536 32 09 30 2e 34
3236 09 09 09 09 0d
Oa 30 2e 34 33 37 33
09 30 2e 33 38 39 33
09 09 09 09 0d 0a 30
2e 34 3539 3309 30
2e 33 39 34 34 09 09
09 09 0d Oa 45 32 30
09 09 09 09 09 0d Oa
30 2e 34 35 36 32 09
30 2e 34 32 36 09 09
09 09 0d Oa 30 2e 34
3239 3909 30 2e 34
31 36 3509 09 09 09
0d 0a 30 2e 34 31 34
37 09 30 2e 33 38 31
3409 09 09 09 0d Oa
30 2e 34 33 37 33 09
30 2e 33 38 39 33 09
09 09 09 0d Oa 45 33
30 09 09 09 09 09 0d
Oa 30 2e 34 32 39 39
09 30 2e 34 31 36 35
09 09 09 09 0d 0a 30
2e 33 39 39 36 09 30
2e 34 30 31 3509 09
09 09 0d Oa 30 2e 33
38 38 39

Ascii
ENERGY STAR ANSI

C78.377-2011.
...... E10......0.4811.0.4315

.0.4561.0.4259..0.4373.0.3
892.
.0.4591.0.3941..E20.
45
61.0.4259..0.4302.0.4171..
0.41
49.0.382..0.4373.0.3892..
E30..

..... 0.4302.0.41713..0.4003
0.
4034..0.3895.0.3708..0.41
49.0.382..E40.......

ENERGY STAR ANSI
CEs/p—
[0 co0ced 0.4813.0.4319.....

0.4562.0.426......0.4373.0.
389
3......0.4593.0.3944.....E2
0.

...... 0.4562.0.426......0.429
g
.0.4165......0.4147.0.3814..

..0.4373.0.3893......E30.....

.0.4299.0.4165......0.3996.
0.4015......0.3889

Source

Completion Count Address Symbol
success or wait 1 409611 WriteFile
success or wait 1 409611 WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\58
7D056C\9426740A\CHK_20131028_165820.xIs

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\98
47A14B\B6D77E4E\ESPD_LI-180-000.xIs

Copyright null 2021

Offset Length Value

unknown 1605

unknown 7336

50 4b 03 04 14 00 06
00 08 00 00 00 21 00
71 0e 39 2b 70 01 00
00 a0 05 00 00 13 00
db 01 5b 43 6f 6e 74
65 6e 74 5f 54 79 70
65 73 5d 2e 78 6d 6¢
20 a2 d7 01 28 a0 00
02 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

4d 6f 64 65 6¢ 20 4e
61 6d 65 09 4c 49 2d
31 38 30 0d Oa 53 65
72 69 61 6¢ 20 4e 75
6d 62 65 72 09 43 31
36 4d 30 30 39 34 0d
Oa 54 69 6d 65 09 32
30 31 38 2f 30 36 2f 30
37 5f 31 38 3a 33 36
3a 34 37 0d Oa 4d 65
6d 6f 09 0d Oa 4c 55
58 09 35 35 31 2e 32
3836 30373137 37
37 3334 34 0d 0a 66
63 09 35 31 2e 32 33
34 37 36 34 0d 0a 43
435409 3532 37 39
0d 0a 44 75 76 09 30
2303032333132
0d 0a 49 2d 54 69 6d
65 09 38 31 30 0d Oa
78 09 30 2e 33 33 37
38 36 35 0d Oa 79 09
30 2e 33 35 30 32 36
32 0d 0a 75 27 09 30
2e 323037303434
0d 0a 76 27 09 30 2e
34 38323934310d
Oa 78 31 30 09 30 2e
3334 343431360d
0a 79 31 30 09 30 2e
3334333233350d
0a 75 27 31 30 09 30
2e 323134323536
0d 0a 76 27 31 30 09
30 2e 34 38 30 34 32
330d

Source

Ascii Completion Count Address Symbol

success or wait 2 409611 WriteFile

Model Name.LI-180..Serial success or wait 1 409611 WriteFile
Numb

er.C16M0094..Time.2018/

06/07_1

8:36:47..Memo...LUX.551.

286071

777344..fc.51.234764..CC
T.5279..Duv.0.002312..I1-
Time.810..x.
0.337865..y.0.350262..u'.0
.207
044..v'.0.482941..x10.0.34
4416
..y10.0.343235..u'10.0.214
256..v'10.0.480423.
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File Path
C:\Users\user\AppData\Local\Te

mp\7zS51C5.tmp\data\OFFLINE\E5444EFD\CDOEG6BD\LI-

180_Log_Example.xIs

C:\Users\user\AppData\Local\Te

mp\7zS51C5.tmp\data\OFFLINE\D532E401\20073942\mdd_0.ttf

Copyright null 2021

Offset Length Value Ascii

unknown 3750

unknown 47335

4d 6f 64 65 6¢ 20 4e  Model Name.Serial

61 6d 6509536572 Number.Time.

69 61 6¢ 20 4e 75 6d Memo.LUX.fc.CCT.Duv.I-
626572095469 6d Time.x.y

65 09 4d 65 6d 6f 09  .u'.v'.x10.y10.u'10.v'10.delt
4c 55580966 6309 a

4343540944 7576 x.deltay.deltau’.deltav'.Lam

09492d54696d65 hd

0978097909 7527 aP.LambdaPValue.Lambd
09762709783130 aD.X.Y.Z.

0979313009 7527 S/P.Purity.CRI.R1.R2.R3.
31300976273130 R4.R5.

09 64 65 6c 7461 78 R6.R7.R8.R9.R10.R11.R1
0964656c746179 2.R13.R1

0964 656c746175 4.R15.CQS.GALTLCLRf.R
2709 64 65 6¢ 7461 g.PPFD.PFD-UV.PFD-

76 2709 4c 61 6d 62 B.PF

64 61 50 09 4c 61 6d

62 64 61 50 56 61 6C

75 65 09 4c 61 6d 62

64 61 44 09 58 09 59

09 5a 09 53 2f 50 09

50 75 72 69 74 79 09

435249 09 52 31 09

52 3209 52 33 09 52

3409 52 35 09 52 36

09 52 37 09 52 38 09

5239 09 52 31 30 09

52 313109523132

09 52 31 3309 52 31

3409 52 31 3509 43

51 53 09 47 41 49 09

54 4¢ 43 49 09 52 66

09 52 67 09 50 50 46

44 09 50 46 44 2d 55

56 09 50 46 44 2d 42

09 50 46

00 01 00 00 00 0f 00 .
80 00 03 00 70 4f 53 2f ap.
32dac3ec340000 fpgm.lY...|...gasp.....0....
0178 00 00 00 60 63 ..glyf4..>...$.*..head.h......
6d 6170 1b3ae70a ..6hhea..m..4..$hmtx......
00 02 ac 5¢ 00 00 72
20 63 76 74 20 00 00
0000000319800 .~.O
00 00 02 66 70 67 6d
b0 21 59 b0 00 03 1e
7c 00 00 00 07 67 61
73 70 00 04 00 07 00
30 aa cc 00 00 00 Oc
67 6¢ 79 66 34 f1 7f 3e
00 05 c9 24 00 2a c5
a2 68 65 61 64 e6 68
b5 a6 00 00 00 fc 00
00 00 36 68 68 65 61
02 16 ab 6d 00 00 01
34 00 00 00 24 68 6d
74 78 9c fe c2 ¢9 00 00
01 d8 00 02 aa 84 6b
65 72 6e 3e 89 42 9c
00 30 8e c8 00 00 12
12 6c¢ 6f 63 61 28 fd ed
68 00 03 1e 9c 00 02
aa 88 6d 61 78 70 aa
fc 02 1b 00 00 01 58
00 00 00 20 6e 61 6d
65 f3 2a 17 5e 00 30
a0 dc 00 00 09 ce 70
6f 73 74 ff ef 00 0d 00
30 aa ac 00 00 00 20
7072 65 70 80 14 88
29 00 03 1e 84 00 00
00 12 00 01 00

‘cm

Completion

success or wait

success or wait

Source

Count Address Symbol

1

49

409611 WriteFile

409611 WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\D35647E\E023D589\LI-180

Spectrometer.exe

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-

180_Installer.exe

Copyright null 2021

Offset Length Value

unknown 3599

unknown 46607

4d 5a 50 00 02 00 00
00 04 00 0f 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 1a 00 00
00 fb 50 6a 72 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 02 00 00
ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
652072 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

4d 5a 50 00 02 00 00
00 04 00 0Of 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 1a 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
652072 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

Source

Completion Count Address Symbol
..................... @..... success or wait 314 409611 WriteFile
L.!...This program
must be run under
Win32..$7
success or wait 95 409611 WriteFile

............ 1..L.I.This program
must be run under

Win32..$7
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\35
3AD105\E1510A13\USBXpresslinstaller.exe

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR
Spectrum\mDIFxIDE.dI\x64DPInst.exe

Copyright null 2021

Offset
unknown 50737

unknown 27561

Length Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
af 37 da 9a eb 56 b4
c9 eb 56 b4 c9 eb 56
b4 c9 e2 2e 37 c9 e7
56 b4 c9 e2 2e 27 c9
cb 56 b4 c9 84 20 2a
€9 c7 56 b4 c9 84 20
le c9 5d 56 b4 c9 b2
75 a7 c9 ee 56 b4 c9
eb 56 b5 c9 ¢3 55 b4
€9 84 20 1f c9 94 57
b4 c984 20 2e c9 ea
56 b4 c9 84 20 29 c9
ea 56 b4 c9 52 69 63
68 eb 56 b4 c¢9 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 50 45 00 00 4c 01
05

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f0 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 7320 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
67 39 49 87 23 58 27
d4 2358 27 d4 23 58
27 d4 2a 20 b2 d4 21
58 27 d4 2a 20 a3 d4
37 58 27 d4 2a 20 b4
d4 3c 58 27 d4 23 58
26 d4 8e 59 27 d4 2a
20 a4 d4 66 58 27 d4
2a 20 ad d4 Oa 58 27
d4 04 9e 59 d4 22 58
27 d4 2a 20 b3 d4 22
58 27 d4 2a 20 b6 d4
2258 27 d4 52 69 63
68 23 58 27 d4 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
50 45 00 00 64 86 05
00 dd d1 17 4a 00 00
00

Source

Ascii Completion Count Address Symbol
MZ..oooiiiiiiiieanns @..... success or wait 53 409611 WriteFile
L.IThis program
cannot be run in DOS
mode....
$TLNVLIVLVLLTLV
JRVPRA VAURRL T VAP \ VAT
MoVeUel LW LV
)..V.Rich.V........cccoco..
........ PE..L
success or wait 17 409611 WriteFile

............ 1..L.IThis program
cannot be run in DOS
mode....

S QOLEX HX H#X LXK
LELTXF X HX&LYE L
FX* XYL X
LXLRICHH#X
PE..d....J...
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File Path

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR
Spectrum\mDIFxIDE.dI\x86DPInst.exe

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR
Spectrum\install Fonts IDE-Plugln.di\Install Fonts EXE-Plugin.dll

Copyright null 2021

Offset
unknown 26033

unknown 21545

Length Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 e0 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
70 89 9b 6f 34 8 f5 3c
34 e81f53c 34 e8f53c
3d 90 60 3c 22 e8 f5
3c 3d 90 76 3c af e8 f5
3c 3d 90 66 3c 29 e8
5 3c 34 e8 f4 3c 40 €9
5 3c 3d 90 71 3c 6f e8
5 3c 3d 90 61 3c 35
e8 f5 3¢ 3d 90 64 3c
35e8 f5 3¢ 52 69 63
68 34 8 f5 3c 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
50 45 00 00 4c 01 04
00 a9 cc 17 4a 00 00
00 00 00 00 00 00 e0
00 02 01 Ob 01 09 00
00 20 06

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
50 45 00 00 4c 01 06
00 7a 1c 79 57 00 00
00 00 00 00 00 00 e0
00 Oe 21 Ob 01 02 32
00 b2 00 00 00 68 00
00 00 00 00 00 00 10
00 00 00 10 00 00 00
d0 00 00 00 00 00 10
00 10 00 00 00 02 00
00 04 00 00 00 00 00
00 00 04 00 00 00 00
00 00 00 00 60 01 00
00 04 00 00 4f 24 02
00 03 00 00 00 00 00
10 00 00 10 00 00 00
00 10 00 00 10 00 00
00 00 00 00 10 00 00
00 20 d3 00 00 78 00
00

Source
Count Address Symbol

15

Completion

success or wait 409611 WriteFile

L.IThis program
cannot be run in DOS
mode....$....... p..04..<4..
<4.<="<" . <=v<...<=f<)..
<4.<@..<=.g<0..<=.a<5..
<=.d<5..<Rich4..<..
..PE..L...J....

success or wait 2 409611 WriteFile

L.IThis program
cannot be run in DOS
mode....
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File Path

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR
Spectrum\mDIFxIDE.dINmDIFXEXE.dIl

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\mMSI.dINmMSIExec.dll

Copyright null 2021

Offset
unknown 10353

unknown 15473

Length Value

4d 5a 50 00 02 00 00
00 04 00 0f 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 1a 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
652072 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

4d 5a 50 00 02 00 00
00 04 00 0Of 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 1a 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
652072 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

Source

Ascii Completion Count Address Symbol
MZP....coevveeen. @..... success or wait 21 409611 WriteFile
L.!...This program
must be run under
Win32..$7
success or wait 22 409611 WriteFile

............ 1..L.I.This program
must be run under

Win32..$7
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\DC
702C7E\E023D589\SiUSBXp.dll

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\51845961\DBD131B5\SiLib.sys

Copyright null 2021

Offset Length Value

unknown 50801

unknown 17408

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 e8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
b8 49 2b 91 fc 28 45
c2 fc 28 45 c2 fc 28 45
c2db ee 38 c2 ef 28
45 c2 db ee 28 c2 b7
28 45 c2 3f 27 18 c2 f5
28 45 c2 fc 28 44 c2
a22845c2dbee2b
c2d52845c2dbee
3fc2fd 28 45 c2 db ee
39 c2 fd 28 45 c2 db
ee 3d c2 fd 28 45 c2
52 69 63 68 fc 28 45
c2 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 50 45 00 00
4c 01 05 00 8a e8 d6
4d 00 00 00 00 00 00
00 00 e0 00 02

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 58 02 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00

Source

Ascii Completion Count Address Symbol

MZ..oooiiiiiiiien, @..... success or wait 2 409611 WriteFile

L.IThis program
cannot be run in DOS
mode....$........ I+..(E..(E..
(E...8..(E...(..(E.?"...(E..(D..
(E..+..(E...7..
(E.Rich.

(E.

MZ..oooiiiiiiiiens @..... success or wait 1 409611 WriteFile

..L.IThis program
cannot be run in DOS
mode....

$...
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\2E
5DCE8F\23667BEE\SiLib.sys

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\55
E6A65E\DBD131B5\SIUSBXP.sys

Copyright null 2021

Offset Length Value

unknown 8817

unknown 14592

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
c5140d 88 81 75 63
db 81 75 63 db 81 75
63 db 81 75 62 db a6
7563 db f7 e8 18 db
827563 db f7 e8 1e
db 83 75 63 db 88 0d
e0db 83 75 63 db 88
0d f6 db 80 75 63 db {7
e8 Oe db 80 75 63 db
88 0d e9 db 86 75 63
db 88 0d f1 db 80 75
63 db 88 0d f7 db 80
75 63 db 88 0d f2 db
80 75 63 db 52 69 63
68 81 75 63 db 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
50 45 00 00 64 86 0a

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 60 02 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00

Source

Ascii Completion Count Address Symbol

success or wait 2 409611 WriteFile

L.IThis program
cannot be run in DOS
mode....

success or wait 1 409611 WriteFile

. .L.!This program
cannot be run in DOS
mode....

$...
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\A3
FO088A\23667BEE\SIUSBXP.sys

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\mia.lib

Copyright null 2021

Offset
unknown 19456

unknown 15729

Length Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f0 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
23 64 8a e6 67 05 e4
b5 67 05 e4 b5 67 05
e4 b5 6e 7d 77 b5 65
05 e4 b5 67 05 e5 b5
42 05 e4 b5 11 98 9f
b5 62 05 e4 b5 11 98
99 b5 65 05 e4 b5 6e
7d 67 b5 64 05 e4 b5
6e 7d 71 b5 66 05 e4
b5 11 98 89 b5 66 05
e4 b5 6e 7d 6e b5 62
05 e4 b5 6e 7d 70 b5
66 05 e4 b5 6e 7d 75
b5 66 05 e4 b5 52 69
63 68 67 05 e4 b5 00
00 00 00 00 00 00 00
50 45 00 00 64 86 08
00 41 8b 3f 4c 00 00
00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 e8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
e2 41 64 ad a6 20 Oa
fe a6 20 Oa fe a6 20 Oa
fe 81 e6 67 fe a7 20 Oa
fe 81 e6 71 fe af 20 Oa
fe a6 20 Ob fe 00 20 Oa
fe af 58 9f fe b2 20 Oa
fe af 58 89 fe de 20 Oa
fe af 58 8e fe d7 20 Oa
fe af 58 98 fe a7 20 Oa
fe b8 72 9e fe a7 20 Oa
fe af 58 9b fe a7 20 Oa
fe 52 69 63 68 a6 20
0Oa fe 00 00 00 00 00
00 00 00 50 45 00 00
4c 01 05 00 18 €9 38
52 00 00 00 00 00 00
00 00 e0 00 02

Source

Ascii Completion Count Address Symbol
MZ..oooiiiiiiiien, @..... success or wait 1 409611 WriteFile
L.IThis program
cannot be run in DOS
mode....
p.f...nju.f...Richg...........
PE..d..A?L...
success or wait 22 409611 WriteFile

............ 1..L.IThis program
cannot be run in DOS
mode....$........ Ad..
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Te unknown 32243 41537a66030000 ASZf....... Options.dat.7..x.. success or wait 1 409611 WriteFile

mp\7zS51C5.tmp\data\OFFLINE\6D
BFE203\342BBCE8\Cold.asz

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\45
3607F8\E1510A13\siusbxp.cat

Copyright null 2021

unknown 8981

00 Ob 00 00 00 4f 70
74 69 6f 6e 73 2e 64
61 74 f3 37 00 00 78
9c ed 5a db 8e db 36
13 be 5f 60 df a1 79 81
96 67 52 30 Oc ac 64
6b 6d 21 b2 64 c8 f2

bb 5e e7 d9 3b 3c ea
44 79 e5 ec 3a 09 9a
c0 00 45 ca 23 72 66
38 9c f9 38 e4 5f bb b2
ce d2 b2 a8 1e eb 8f {7
77 a7 7d ba ad df el fa
1 f1 94 b7 6b 1c 5e 64
e5 b9 59 b3 fb bb 43
7a 6af3 26 2b da 43
7a5cdb c6 ef d9 el
78 7ff7 94 37 a7 a2 ae
d6 ea 77 84 ee ef b2
ba d9 e6 cd a6 2e eb
66 4d 95 c2 52 c9 fb
bb f4 dc ee al 9d 6e
7e fb 7 7f 71 ff ff fe 6e
9b 9f 36 4d 71 6¢ 5 67
30 d0 b9 d8 ae 19 90
3d d6 55 6b bf c4 44
50 42 b8 b8 bf 6b 37
65 fe d8 f6 5e 8c ba 76
5c ba cf 12 24 93 04
de 66 c5 a6 ae 36 65
7d ca d7 0f 08 2b f6 80
10 c2 0f 88 90 04 6a
98 3d d0 07 e4

3082 23 11 06 09 2a
86 48 86 7 0d 01 07
02 a0 82 23 02 30 82
22 fe 02 01 01 31 0b
30 09 06 05 2b Oe 03
02 1a 05 00 30 82 0a
93 06 09 2b 06 01 04

Z..6.._..y..gRO..dkm!.d..&i
..l.N;<.Dy......E.#rf8..8
S ATV S k.Ad..
Y...Czj.&+.C2\....X...7T....w

...n..6Mql.g0.

#0."....1.0. success or wait 1 409611

..... 0...0...R1.8.A.8.0.D.E.0
.C.E:D!5:2:1.0:E-9.A"3:2:5]

0182370a01a082 C.7

0a 84 30820a8030 .2.B.1.2.4.0.B.4.42.F.B.4.
0c06 0a2b060104 F.4

018213 740cI0I0IN0AREDI 2N W C Q= AN N1t O A2
10dc83964439fe  .File....

4e 4e 84 clObeb c5
f6 80 9¢c 17 0d 31 31

30313331313735
32 32 33 5a 30 0e 06
Oa 2b 06 01 04 01 82
37 0c 01 02 05 00 30
82 08 ab 30 82 01 bb
04 52 31 00 38 00 41
00 38 00 30 00 44 00
45 00 30 00 43 00 46
00 44 00 35 00 32 00
31 00 30 00 45 00 39
00 41 00 33 00 32 00
3500 43 00 37 00 32
00 42 00 31 00 32 00
3400 30 00 42 00 34
00 34 00 32 00 46 00
42 00 34 00 46 00 34
00 32 00 32 00 00 00
3182016330 3a06
0a 2b 06 01 04 01 82
37 0c 02 01 31 2c 30
2a 1e 08 00 46 00 69
00 6¢ 00 65 02 04 10
01 00 01

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\74
93ECCE\C0705257\CIEO.CFG

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\C3
C84A4C\E1510A13\SiUSBXp.inf

Copyright null 2021

Offset Length Value

unknown 15003

unknown 1728

343031 2c333830
2c 37 38 30 0d Oa 30
2e 313734313109
30 2e 30 30 34 39 36
09 30 2e 32 35 36 38
36 3537 3109 30 2e
30 31 36 34 36 34 34
323709 30 2e 32 35
36 38 36 3537 31 09
30 2e 30 31 30 39 37
36 32 38 34 0d 0a 30
2e 31 37 34 30 39 09
30 2e 30 30 34 39 36
09 30 2e 32 35 36 38
333234313509 30
2e 30 31 36 34 36 34
3138 34 09 30 2e 32
3536 3833323431
3509 30 2e 30 31 30
3937 363132 330d
Oa 30 2e 31 37 34 30
37 09 30 2e 30 30 34
393709 30 2e 32 35
36 37 38 37 37 35 36
09 30 2e 30 31 36 34
39 36 34 30 34 09 30
2e 32 3536 37 38 37
37 35 36 09 30 2e 30
313039 39 37 36 30
33 0d 0a 30 2e 31 37
34 30 36 09 30 2e 30
30 34 39 38 09 30 2e
32353637 353937
34 37 09 30 2e 30 31
36 353238373433
09 30 2e 32 35 36 37
353937

3b 20 53 69 6¢ 61 62
732055534258 70
72657373204472
69 76 65 72 0d Oa 3b
2043 6f 7079 72 69
67 68 74 20 28 63 29
2032 3031 30 2c 20
53 69 6¢ 69 63 6f 6e
20 4c 61 62 6f 72 61
74 6f 72 69 65 73 0d
0Oa 0d Oa 0d Oa 5b 56
65 72 73 69 6f 6e 5d
0d 0a 53 69 67 6e 61
747572 65 3d 24 57
49 4e 44 4f 57 53 20
4e 54 24 0d 0a 43 6¢
61 73 73 3d 55 53 42
0d 0a 43 6¢ 61 7373
47 5549 44 3d 7b 33
36 66 63 39 65 36 30
2d 63 34 36 35 2d 31
3163 66 2d 38 30 35
36 2d 3434343535
33 35 34 30 30 30 30
7d 0d 0a 50 72 6f 76
69 64 65 72 3d 25 4d
46 47 4e 41 4d 45 25
0d 0a 44 72 69 76 65
7256 65 72 3d 30 37
2f 3134 232 30 31 30
2c 33 2e 330d 0a 43
61 74 61 6¢ 6f 67 46
69 6¢ 65 3d 53 69 55
53 42 58 70 2e 63 61
74 0d 0Oa 0d Oa 5b 4d
61 6e 75 66 61 63 74
7572

Source

Ascii Completion Count Address Symbol

401,380,780..0.17411.0.00 success or wait 2
496.0
.25686571.0.016464427.0.
256865
71.0.010976284..0.17409.
0.0049
6.0.256832415.0.01646418
4.0.25
6832415.0.010976123..0.1
7407.0
.00497.0.256787756.0.016
496404
.0.256787756.0.010997603
.0.17
406.0.00498.0.256759747.
0.016528743.0.2567597

409611 WriteFile

; Silabs USBXpress success or wait 1 409611 WriteFile
Driver..; Copyright (c)
2010, Silicon Lab
oratories......[Version]..Sign
ature=$WINDOWS
NT$..Class=USB.
.ClassGUID={36fc9e60-
c465-11cf-8056-
444553540000}..Provider=
%MFGNAME%..DriverVer
=07/14/201
0,3.3..CatalogFile=SiUSBX
p.cat....[Manufactur
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File Path

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-
180_Installer.res

C:\Users\user\AppData\Local\Te
mp\7zS51C5.tmp\data\OFFLINE\67
ACD331\98FBEBF9\Reference Spectrum.xlsx

Copyright null 2021

Offset
unknown 52940

unknown 16596

Length Value

37 7a bc af 27 1c 00
03 b2 9d 57 fc fb 84 3b
00 00 00 00 00 dd 08
00 00 00 00 00 00 5b
ec d3 d5 ff 0a 00 54 46
52 4d 44 45 53 49 47
4e 00 30 10 09 82 00
00 54 50 46 30 0a 54
66 72 6d 44 65 73 69
67 6e 09 66 72 6d 44
65 73 69 67 6e 04 4c
65 66 74 03 df 00 03
54 6f 70 03 8a 00 08
48 65 6¢ 70 54 79 70
6507 09 68 74 4b 65
79 77 6f 72 64 Ob 48
65 6¢ 70 4b 65 79 77
6f 72 64 06 10 70 61
73 73 69 6e 67 76 61
7269 61 62 6¢C 65 73
Ob 42 6f 72 64 65 72
49 63 6f 6e 73 Ob Oc
62 69 53 79 73 74 65
6d 4d 65 6e 75 Oa 62
69 4d 69 6e 69 6d 69
7a 65 00 Ob 42 6f 72
64 65 7253 74 79 6C
6507 08 62 73 53 69
6e 67 6¢ 65 07 43 61
70 74 69 6f 6e 06 07
24 54 49 54 4c 45 24
Oc 43 6¢ 69 65 6e 74
48 65 69 67 68 74 03
68 01 Ob 43 6¢ 69 65
6e 74 57 69 64 74 68
03 f1 01 05 43 6f 6¢ 6f

50 4b 03 04 14 00 06
00 08 00 00 00 21 00
c8 a3 cd 34 76 01 00
00 04 05 00 00 13 00
dd 01 5b 43 6f 6e 74
65 6e 74 5f 54 79 70
65 73 5d 2e 78 6d 6¢
20 a2 d9 01 28 a0 00
02 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

7z Wi [.

..... TFRMDESIGN.O.....TP
FO.Tfr
mDesign.frmDesign.Left....
Top.
...HelpType..htKeyword.He
IpKey
word..passingvariables.Bor
derl
cons..biSystemMenu.biMin
imize.
.BorderStyle..bsSingle.Cap
tion
.$TITLES.ClientHeight.h..
ClientWidth....Colo

Source

Completion Count Address Symbol
success or wait 60 409611 WriteFile
success or wait 1 409611 WriteFile
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Te unknown 17639 27969027 1128a9 "..(.E...m.).Zf. .b~+... success or wait 1 409611 WriteFile
mp\7zS51C5.tmp\data\OFFLINE\67 450ab3ee1ld8abd .j..9..>..~C..h."..0.9
ACD331\98FBEBF9\Reference Spectrum.xlsx eb94290a5a66c4 ..p\.Q.k.F..s...R.jh<..
20f0627e2bee 83  [..2..5.r.|Qv.3y.p..l....
Ob bb b9 b3 6a 7f b0 ". JRUPREION | IV =8 | 24
e139958ff2ae 3e 06 .....J.+..2y[#v.{ *T..
e4f0945e10430d .9.8J... P.&.;.;Y.....&D
1da5689022a514 ..dD.<qa?......)..."%...7]T5..
4f 19 39 7 07 70 5¢ 5¢ .aa....YBM FSH.
a9 51 el 6blc ad 46
Oe fa c2 e0 73 1d 07 9f
1b 2e 52 11 f8 6a 68
82 3c b6 18 ae 5b b9
b8 3f 9a a2 Oe ed 35 bf
72 86 b2 7c 51 76 dd
3379 db 70 9a d8 6¢
09 e7 le c6 22 e8 cf
c9 d5 be 49 fb a6 a8
c4 89 e511 3b 9103
cl 72 49 13 07 Oe c6
56 e7 46 Oc 5d 52 16
e6 b8 d1 Oe c9 ab af
5d dc bl 2b 1d 18 85
5a 79 5b Oe 23 76 d2
7b 92 20 2a 0d 54 99
1 cd 39 fa 38 4a d8 c9
04 74 e9 87 cc 06 {7
50 ce 26 1f 3b 98 01
3b 59 8f 86 93 19 1c
26 44 e0 b7 64 44 fe
3c 71 61 3f 08 e8 8f 91
05 bd 29 9b ea c4 22
2510 a7 01 37 5d 54
35d7 18 e3 61 61 c2
ca b8 f2 59 42 4d 20
46 53 48 bd
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\Desktop\LI180_win-1.5.1.exe unknown 4096 success or wait 1 409551 ReadFile
C:\Users\user\Desktop\LI180_win-1.5.1.exe unknown 4079 success or wait 44 409551 ReadFile
C:\Users\user\Desktop\LI180_win-1.5.1.exe unknown 32 success or wait 1 409551 ReadFile
C:\Users\user\Desktop\LI180_win-1.5.1.exe unknown 37 success or wait 1 409551 ReadFile
C:\Users\user\Desktop\LI180_win-1.5.1.exe unknown 1989 success or wait 1 409551 ReadFile
C:\Users\user\Desktop\LI180_win-1.5.1.exe unknown 23861 success or wait 1 409551 ReadFile
C:\Users\user\Desktop\LI180_win-1.5.1.exe unknown 129032 success or wait 12 409551 ReadFile
Registry Activities
Key Created
Source
Key Path Completion Count Address Symbol
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Applications\LI180_win-1.5.1.exe success or wait 1 413AFF RegCreateKeyExW
Key Value Created
Source
Key Path Name Type Data Completion Count Address Symbol
HKEY_LOCAL_MACHINE\SOFTWARE\CI IsHostApp unicode success or wait 1 413B1C RegSetValueExwW
asses\Applications\LI180_win-1.5.1.exe
Analysis Process: L1180_win-1.5.1.exe PID: 6660 Parent PID: 5636
General
Start time: 21:53:50
Start date: 25/02/2021
Path: C:\Users\user\Desktop\LI180_win-1.5.1.exe

Wow64 process (32bit):
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true
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp

C:\Users\user\AppData\Local\Temp\7zS64EOQ.tmp\data

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-180_Ins
taller.msi

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_Installer.msi

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\65
5FCA3B

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\65
5FCA3B\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\65
5FCA3B\B65BBED4\box_basic.jpg

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE

Copyright null 2021

Access

read attributes |
synchronize |
generic read

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

‘C:\Users\user\Desktop\LI180_win-1.5.1.exe’ /install

0x400000

10630347 bytes
77D64242FBD270B5363D383B51075783

true

true

C, C++ or other language

low

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

Options

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

success or wait

object name collision

success or wait

success or wait

success or wait

object name collision

success or wait

success or wait

success or wait

success or wait

object name collision

Count

1

137

128

Source
Address

410EBC

410B5E

410B5E

410B5E

4098CB

4098CB

410B5E

410B5E

410B5E

410B5E

4098CB

410B5E

Symbol
GetTempFileNameW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\1E read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
A7FD63 directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\1E read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
A7FD63\B65BSED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\1E read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
A7FD63\B65B8ED4\box_feature.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\60 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
9B42C1 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\60 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
9B42C1\B65B8ED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\60 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
9B42C1\B65B8ED4\box_feature_ppf.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\40 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
9F08AF directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\40 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
9F08AF\B65BBED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\40 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
9F08AF\B65BBED4\box_information.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\F2 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
8C57DF directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\F2 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
8C57DF\B65B8ED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\F2 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
8C57DF\B65B8ED4\chart_cie1931w.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\7021623 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\70 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
21623\B65BBED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\70 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
21623\B65B8ED4\chart_cie1976w.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6B read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
339451 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point
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File Path

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6B
339451\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6B
339451\B65B8ED4\chart_criw.jpg

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\C9
AB7ACB

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\C9
AB7ACB\7AF51026

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\C9
AB7ACB\7AF51026\cie1931.jpg

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6B
481F13

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6B
481F13\B65BBED4

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6B
481F13\B65B8ED4\cie1931.jpg

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\8C
4586D2

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\8C
4586D2\7AF51026

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\8C
4586D2\7AF51026\cie1976.jpg

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D2
758F69

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D2
758F69\B65BBED4

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D2
758F69\B65BBED4\cie1976.jpg

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\E3
79E83C

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\E3
79E83C\7AF51026
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Access

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

Symbol
CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\E3 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
79E83C\7AF51026\CRI2.jpg synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\AD read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
9FE403 directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\AD read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
9FE403\7AF51026 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\AD read attributes | device synchronous io  success or wait 1 4098CB CreateFilewW
9FE403\7AF51026\GAl.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\65 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
5BFA89 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\65 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
5BFA89\B65BBED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\65 read attributes | device synchronous io  success or wait 1 4098CB CreateFilewW
5BFA89\B65B8ED4\LI-COR-logo.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\77 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
4E815E directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\77 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
4E815E\526B362B directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\77 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
4E815E\526B362B\LICOR-about.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\DA read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
A0442 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\DA read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
A0442\526B362B directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\DA read attributes | device synchronous io  success or wait 1 4098CB CreateFilewW
A0442\526B362B\LICOR-start.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\44 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
DB77AB directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\44 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
DB77AB\7AF51026 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\44 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
DB77AB\7AF51026\LICOR.jpg synchronize | non alert | non
generic write directory file
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File Path

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\FC
8C594

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\FC
8C594\7AF51026

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\FC
8C594\7AF51026\LICORC.jpg

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\38
3E736B

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\38
3E736B\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\38
3E736B\B65B8ED4\square.jpg

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D8
3B2FF9

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D8
3B2FF9\7AF51026

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D8
3B2FF9\7AF51026\tm30image.jpg

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6C
O0AF2E8

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6C
O0AF2E8\BE4A257

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6C
0AF2E8\BE4A257\LICORIang.ini

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\B7
ED429E

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\B7
ED429E\E1510A13

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\B7
ED429E\E1510A13\setup.ini

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\36
706E48
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Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW
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File Path

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\36
706E48\3EF45B9E

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\36
706E48\3EF45BIE\ANSI.xIs

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\35
75565E

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\35
75565E\3EF45B9E

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\35
75565E\3EF45BIE\ANSI_2008.xls

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\F4
ED2515

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\F4
ED2515\3EF45B9E

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\F4
ED2515\3EF45B9E\ANSI_2011.Xls

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\EC
C34BEC

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\EC
C34BEC\3EF45B9E

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\EC
C34BEC\3EF45B9E\ANSI_Ellipse.xIs

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\58
7D056C

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\58
7D056C\9426740A

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\58
7D056C\9426740A\CHK_20131028_165820.xIs

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\98
47A14B

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\98
47A14B\B6D77EAE

Copyright null 2021

Access

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

Symbol
CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\98 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
47A14B\B6D77E4E\ESPD_LI-180-000.xls synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\E5 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
444EFD directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\E5 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
444EFD\CDOE66BD directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\E5 read attributes | device synchronous io  success or wait 1 4098CB CreateFilewW
444EFD\CDOEG66BD\LI-180_Log_Example.xIs synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D5 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
32E401 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D5 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
32E401\20073942 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D5 read attributes | device synchronous io  success or wait 1 4098CB CreateFilewW
32E401\20073942\mdd_0.tf synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
5647E directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
5647E\E023D589 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D3 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
5647E\E023D589\LI-180 Spectrometer.exe synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_Installer.exe read attributes | device synchronous io  success or wait 1 4098CB CreateFileW

synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\35 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
3AD105 directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\35 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
3AD105\E1510A13 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\35 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
3AD105\E1510A13\USBXpressinstaller.exe synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR Spectrum read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR Spe read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
ctrum\mDIFxIDE.dlI directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR Spe read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
ctrum\mDIFxIDE.dI\x64DPInst.exe synchronize | non alert | non
generic write directory file
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File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR Spectrum read data or list device directory file | object name collision 6 410B5E CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR Spe read data or list device directory file | object name collision 3 410B5E CreateDirectoryW
ctrum\mDIFxIDE.dll directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR Spe read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
ctrum\mDIFxIDE.dI\x86DPInst.exe synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR Spe read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
ctrum\Install Fonts IDE-Plugln.dll directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR Spe read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
ctrum\Install Fonts IDE-Plugln.dil\install Fonts EXE-PluglIn.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR Spe read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
ctrum\mDIFxIDE.dINmDIFXEXE.dIl synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\mMSI.dIl read data or list device directory file | success or wait 1 410B5E CreateDirectoryW

directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\mM read attributes | device synchronous io  success or wait 1 4098CB CreateFilewW
Sl.di\mMSIExec.dll synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\DC read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
702C7E directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\DC read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
702C7E\E023D589 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\DC read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
702C7E\E023D589\SiUSBXp.dll synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\51 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
845961 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\51 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
845961\DBD131B5 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\51 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
845961\DBD131B5\SiLib.sys synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\2E read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
5DCES8F directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\2E read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
5DCE8F\23667BEE directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\2E read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
5DCE8F\23667BEE\SiLib.sys synchronize | non alert | non
generic write directory file
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C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\55 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
EBGAG5E directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\55 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
E6A65E\DBD131B5 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\55 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
E6AG5E\DBD131B5\SIUSBXP.sys synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\A3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
FO088A directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\A3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
FO088A\23667BEE directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\A3 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
FO088A\23667BEE\SIUSBXP.sys synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\mia.lib read attributes | device synchronous io  success or wait 1 4098CB CreateFilewW

synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6D read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
BFE203 directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6D read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
BFE203\342BBCES8 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6D read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
BFE203\342BBCE8\Cold.asz synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\45 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
3607F8 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\45 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
3607F8\E1510A13 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\45 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
3607F8\E1510A13\siusbxp.cat synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\74 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
93ECCE directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\74 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
93ECCE\C0705257 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\74 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
93ECCE\C0705257\CIEO.CFG synchronize | non alert | non
generic write directory file
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File Path

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\C3
C84A4C

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\C3
C84A4C\E1510A13

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\C3
C84A4C\E1510A13\SiUSBXp.inf

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_Installer.res

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\67
ACD331

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\67
ACD331\98FBEBF9

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\67
ACD331\98FBEBF9\Reference Spectrum.xlsx

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\{4963F2A4-325D-

4774-8D8D-86D68B3EE27C}

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\mMSI.dIl

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\FC
8C594

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\FC
8C594\7AF51026

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\F4
ED2515

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\F4
ED2515\3EF45B9E

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\F2
8C57DF

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\F2
8C57DF\B65BBED4
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Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Count

Source
Address

410B5E

410B5E

4098CB

4098CB

410B5E

410B5E

4098CB

4098CB

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

Page 106 of 248



File Path

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\EC
C34BEC

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\EC
C34BEC\3EF45B9E

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\E5
444EFD

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\E5
444EFD\CDOE66BD

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\E3
79E83C

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\E3
79E83C\7AF51026

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\DC
702C7E

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\DC
702C7E\E023D589

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\DA
A0442

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\DA
A0442\526B362B

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D8
3B2FF9

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D8
3B2FF9\7AF51026

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D5
32E401
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Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Count

Source
Address

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW
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File Path

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D5
32E401\20073942

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D3
5647E

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D3
5647E\E023D589

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D2
758F69

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D2
758F69\B65BBED4

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\C9
AB7ACB

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\C9
AB7ACB\7AF51026

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\C3
C84A4C

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\C3
C84A4C\E1510A13

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\B7
ED429E

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\B7
ED429E\E1510A13

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\AD
9FE403

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\AD
9FE403\7AF51026

Copyright null 2021

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Count

Source
Address

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW
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File Path

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\A3
FO088A

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\A3
FO088A\23667BEE

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\98
47A14B

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\98
47A14B\B6D77E4AE

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\8C
4586D2

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\8C
4586D2\7AF51026

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\77
4EB15E

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\77
4EB15E\526B362B

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\74
93ECCE

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\74
93ECCE\C0705257

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\7021623

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\70
21623\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6D
BFE203

Copyright null 2021

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Count

Source
Address

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW
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File Path

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6D
BFE203\342BBCES8

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6C
O0AF2E8

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6C
OAF2E8\BE4A257

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6B
481F13

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6B
481F13\B65BBED4

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6B
339451

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6B
339451\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\67
ACD331

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\67
ACD331\98FBEBF9

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\65
5FCA3B

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\65
5FCA3B\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\65
5BFA89

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\65
5BFA89\B65BBED4

Copyright null 2021

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Count

Source
Address

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW
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File Path

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\60
9B42C1

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\60
9B42C1\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\58
7D056C

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\58
7D056C\9426740A

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\55
E6A65E

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\55
E6A65E\DBD131B5

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\51
845961

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\51
845961\DBD131B5

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\45
3607F8

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\45
3607F8\E1510A13

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\44
DB77AB

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\44
DB77AB\7AF51026

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\40
9F08AF

Copyright null 2021

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Count

Source
Address

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW
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File Path

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\40
9F08AF\B65BBED4

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\38
3E736B

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\38
3E736B\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\36
706E48

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\36
706E48\3EF45B9E

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\35
75565E

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\35
75565E\3EF45B9E

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\35
3AD105

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\35
3AD105\E1510A13

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\2E
5DCE8F

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\2E
5DCE8F\23667BEE

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\1E
ATFD63

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\1E
A7FD63\B65BBED4

Copyright null 2021

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Count

Source
Address

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR Spe read data or list device directory file | object name collision 1 410B5E CreateDirectoryW
ctrum\Install Fonts IDE-Plugln.dll directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
File Deleted
Source

File Path Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\7zS64EOQ.tmp success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\LI-180_Installer.msi success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR Spectrum\Install Fonts IDE-Plugin.dil\Install Fonts EXE-Pluglin.dll success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR Spectrum\mDIFxIDE.dI\mDIFXEXE.dIl success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR Spectrum\mDIFxIDE.dI\x64DPInst.exe success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR Spectrum\mDIFxIDE.dI\x86DPInst.exe success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\1EA7FD63\B65B8ED4\box_feature.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\2ESDCE8F\23667BEE\SiLib.sys success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\353AD105\E1510A13\USBXpresslInstaller.exe success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\3575565E\3EF4A5B9E\ANSI_2008.xIs success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\36706E48\3EF4A5B9E\ANSI.xIs success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\383E736B\B65B8ED4\square.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\409F08AF\B65B8ED4\box_information.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\44DB77AB\7AF51026\LICOR.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\453607F8\E1510A13\siusbxp.cat success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\51845961\DBD131B5\SiLib.sys success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\55E6A65E\DBD131B5\SIUSBXP.sys success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\587D056C\9426740A\CHK_20131028_165820.xIs success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\609B42C1\B65B8ED4\box_feature_ppf.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\655BFA89\B65B8ED4\LI-COR-logo.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\655FCA3B\B65B8ED4\box_basic.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\67ACD331\98FBEBF9\Reference Spectrum.xlsx success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6B339451\B65B8ED4\chart_criw.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6B481F13\B65B8ED4\cie1931.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\6 COAF2E8\BE4A257\LICORIang.ini success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\6 DBFE203\342BBCE8\Cold.asz success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\7021623\B65B8ED4\chart_cie1976w.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\7493ECCE\C0705257\CIEO.CFG success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\774E815E\526B362B\LICOR-about.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\8C4586D2\7AF51026\cie1976.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\9847A14B\B6D77E4E\ESPD_LI-180-000.xls success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\A3F0088A\2366 7BEE\SIUSBXP.sys success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\AD9FE403\7AF51026\GAl.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\B7ED429E\E1510A13\setup.ini success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\OFFLINE\C3C84A4C\E1510A13\SiUSBXp.inf success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\C9AB7ACB\7AF51026\cie1931.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D2758F69\B65B8ED4\cie1976.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D35647E\E023D589\LI-180 Spectrometer.exe success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D532E401\20073942\mdd_0.ttf success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\D83B2FF9\7AF51026\tm30image.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\DAA0442\526B362B\LICOR-start.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\DC702C7E\E023D589\SiUSBXp.dll success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\E379E83C\7AF51026\CRI2.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\E5444EFD\CDOE66BD\LI-180_Log_Example.xls success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\ECC34BEC\3EF45B9E\ANSI_Ellipse.xls success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\F28C57DF\B65B8ED4\chart_cie1931w.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\FAED2515\3EF45B9E\ANSI_2011.xls success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\FC8C594\7AF51026\LICORC.jpg success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\OFFLINE\mMSI.dI\mMSIExec.dll success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\{4963F2A4-325D-4774-8D8D-86D68B3EE27C} success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\LI-180_Installer.exe success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_Installer.msi success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_Installer.res success or wait 1 410BEO DeleteFilewW
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\mia.lib success or wait 1 410BEO DeleteFilewW
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File Written

File Path

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\Ll-

180_Installer.msi

Offset Length Value

unknown 65536

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_lInstalle unknown 53248

r.msi

Copyright null 2021

docflle0alblla
e1 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 3e 00 04 00
fe ff Oc 00 06 00 00 00
00 00 00 00 02 00 00
00 01 00 00 00 01 00
00 00 00 00 00 00 00
10 00 00 02 00 00 00
01 00 00 00 fe ff ff ff 00
00 00 00 00 00 00 00 ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff f
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff f
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff f ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff ff

docflle0alblla
e1 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 3e 00 04 00
fe ff Oc 00 06 00 00 00
00 00 00 00 02 00 00
00 01 00 00 00 01 00
00 00 00 00 00 00 00
10 00 00 02 00 00 00
01 00 00 00 fe ff ff ff 00
00 00 00 00 00 00 00 ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff f
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff f
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff f ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff ff

Completion

success or wait

success or wait

Source

Count Address Symbol

13

13

409611 WriteFile

409611 WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\65
5FCA3B\B65BBED4\box_basic.jpg

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\1E
A7FD63\B65B8ED4\box_feature.jpg

Copyright null 2021

Offset Length Value

unknown 9428

unknown 31532

ff d8 ff e0 00 10 4a 46
4946 00 01 01 01 01
2c 01 2c 00 00 ff db 00
430002 01 01 02 01
01 02 02 02 02 02 02
02 02 03 05 03 03 03
03 03 06 04 04 03 05
07 06 07 07 07 06 07
07 08 09 Ob 09 08 08
0a 08 07 07 Oa Od Oa
0a Ob Oc Oc Oc Oc 07
09 Oe Of 0d Oc Oe Ob
Oc Oc Oc ff db 00 43 01
02 02 02 03 03 03 06
03 03 06 Oc 08 07 08
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc ff cO
00 11 08 01 a0 02 86
03 012200021101
03 11 01 ff ¢4 00 1f 00
00010501 010101
01 01 00 00 00 00 00
00 00 00 01 02 03 04
05 06 07 08 09 Oa Ob ff
¢4 00 b5 10 00 02 01
03 03 02 04 03 05 05
04 04 00 00 01 7d 01
02 030004 11 05 12
21314106 135161
07 227114328191
al 08

ff d8 ff e0 00 10 4a 46
4946 00010201 01
2c¢ 01 2¢ 00 00 ff ed 00
2c¢ 50 68 6f 74 6f 73 68
6f 70 20 33 2e 30 00
38 42 49 4d 03 ed 00
000000001001 2¢
00 0000010001 01
2c 00 00 00 01 00 01 ff
el 69 cc 68747470
3a 2f 2f 6e 73 2e 61 64
6f 62 65 2e 63 6f 6d 2f
78 61 70 2f 31 2e 30 2f
00 3c 3f 78 70 61 63
6b 65 74 20 62 65 67
69 6e 3d 22 ef bb bf 22
20 69 64 3d 22 57 35
4d 30 4d 70 43 65 68
69 48 7a 72 65 53 7a
4e 54 63 7a 6b 63 39
64 22 3f 3e 0a 3c 78
3a 78 6d 70 6d 65 74
61 20 78 6d 6¢ 6e 73
3a 78 3d 22 61 64 6f
62 65 3a 6e 73 3a 6d
65 74 61 2f 22 20 78
3a 78 6d 70 74 6b 3d
22 41 64 6f 62 65 20
58 4d 50 20 43 6f 72
65 20 34 2e 31 2d 63
30 33 36 20 34 36 2e
323737303932 2c
20 46 72 69 20 46 65
6220 32 33 20 32 30
30372031343a31
37 3a

Source

Ascii Completion Count Address Symbol

success or wait 1 409611 WriteFile

1A..Qa."q.2....

...... JFIF.....,.,.....,Photos success or wait & 409611 WriteFile
hop 3.0.8BIM......... jeeeens ,
........ i.http://ns.adobe.com/
xap/1.0/.<?xpacket
begin="..."
id="W5MOMpCehiHzreSzN
Tczke9d"?>.<x:xmpmeta
xmins:x="adobe:ns:meta/"
x:xmptk="Adobe XMP Co
re 4.1-c036 46.277092, Fri
Feb 23 2007 14:17:
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\60
9B42C1\B65B8ED4\box_feature_ppf.jpg

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\40
9F08AF\B65BBED4\box_information.jpg

Copyright null 2021

Offset Length Value

unknown 7053

unknown 22296

ff d8 ff e0 00 10 4a 46
49 46 0001 02 01 01
2c¢ 01 2¢ 00 00 ff ed 00
2c¢ 50 68 6f 74 6f 73 68
6f 70 20 33 2e 30 00
38 42 49 4d 03 ed 00
000000001001 2¢
00 0000010001 01
2c 00 00 00 01 00 01 ff
el 7ca868 747470
3a 2f 2f 6e 73 2e 61 64
6f 62 65 2e 63 6f 6d 2f
78 61 70 2f 31 2e 30 2f
00 3c 3f 78 70 61 63
6b 65 74 20 62 65 67
69 6e 3d 22 ef bb bf 22
20 69 64 3d 22 57 35
4d 30 4d 70 43 65 68
69 48 7a 72 65 53 7a
4e 54 63 7a 6b 63 39
64 22 3f 3e 0a 3c 78
3a 78 6d 70 6d 65 74
61 20 78 6d 6¢ 6e 73
3a 78 3d 22 61 64 6f
62 65 3a 6e 73 3a 6d
65 74 61 2f 22 20 78
3a 78 6d 70 74 6b 3d
22 41 64 6f 62 65 20
58 4d 50 20 43 6f 72
65 20 35 2e 30 2d 63
30 36 30 20 36 31 2e
3133343737372c
20 32 30 31 30 2f 30
32 2f31322d3137
3a 33 32 3230 30 20
2020

ff d8 ff e0 00 10 4a 46
49 46 00 01 01 02 04
80 04 80 00 00 ff db 00
4300 03 02 02 03 02
02 03 03 03 03 04 03
03 04 05 08 05 05 04
04 05 0a 07 07 06 08
Oc 0a Oc Oc Ob Oa Ob
Ob 0d Oe 12 10 0d Oe
11 Oe Ob Ob 10 16 10
11131415 15 15 0c
0f17 18 16 14 18 12
14 15 14 ff db 00 43 01
03 04 04 05 04 05 09
05 05 09 14 0d Ob 0d
14141414 14 14 14
141414141414 14
1414141414 1414
1414141414 1414
1414141414 1414
1414141414 1414
1414141414 1414
14 ff c0 00 11 08 01 a0
05 74 03 01 22 00 02
11 01 03 11 01 ff c4 00
1f 00 00 01 05 01 01
01 01 01 01 00 00 00
00 00 00 00 00 01 02
03 04 05 06 07 08 09
0Oa Ob ff c4 00 b5 10 00
02 01 03 03 02 04 03
05 05 04 04 00 00 01
7d 01 02 03 00 04 11
0512 21 314106 13
516107 22711432
8191 al 08

Ascii

...... JFIF.......,.....,Photos

hop 3.0.8BIM......... Jeereas ,
........ |.http://ns.adobe.com/

xap/1.0/.<?xpacket
begin="..."

id="W5MOMpCehiHzreSzN
Tczke9d"?>.<x:xmpmeta
xmins:x="adobe:ns:meta/"
x:xmptk="Adobe XMP Co

re 5.0-c060 61.134777,
2010/02/12-17:32:00

1A..Qa."q.2....

Completion

success or wait

success or wait

Source

Count Address Symbol

4

1

409611 WriteFile

409611 WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\F2
8C57DF\B65B8ED4\chart_cie1931w.jpg

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\70
21623\B65B8ED4\chart_cie1976w.jpg

Copyright null 2021

Offset Length Value

unknown 42289

unknown 49281

ff d8 ff e0 00 10 4a 46
49 46 00 01 01 02 04
80 04 80 00 00 ff db 00
4300 03 02 02 03 02
02 03 03 03 03 04 03
03 04 05 08 05 05 04
04 05 0a 07 07 06 08
Oc 0a Oc Oc Ob Oa Ob
Ob 0d Oe 12 10 0d Oe
11 Oe Ob Ob 10 16 10
11131415 15 15 0c
0f17 18 16 14 18 12
14 15 14 ff db 00 43 01
03 04 04 05 04 05 09
05 05 09 14 0d Ob 0d
1414141414 14 14
141414141414 14
1414141414 1414
1414141414 14 14
1414141414 1414
1414141414 1414
1414141414 1414
14 ff cO 00 11 08 02 8e
02 97 03 01 22 00 02
11 01 03 11 01 ff c4 00
1f 00 00 01 05 01 01
01 01 01 01 00 00 00
00 00 00 00 00 01 02
03 04 05 06 07 08 09
0Oa Ob ff c4 00 b5 10 00
02 01 03 03 02 04 03
05 05 04 04 00 00 01
7d 01 02 03 00 04 11
051221314106 13
516107 22711432
8191 al 08

ff d8 ff e0 00 10 4a 46
49 46 00 01 01 02 04
80 04 80 00 00 ff db 00
4300 03 02 02 03 02
02 03 03 03 03 04 03
03 04 05 08 05 05 04
04 05 0a 07 07 06 08
Oc 0a Oc Oc Ob Oa Ob
Ob 0d Oe 12 10 0d Oe
11 Oe Ob Ob 10 16 10
11131415 15 15 0c
0f17 18 16 14 18 12
14 15 14 ff db 00 43 01
03 04 04 05 04 05 09
05 05 09 14 0d Ob 0d
14141414 14 14 14
141414141414 14
1414141414 14 14
1414141414 14 14
1414141414 1414
1414141414 1414
1414141414 1414
14 ff c0 00 11 08 02 8e
02 97 03 01 22 00 02
11 01 03 11 01 ff c4 00
1f 00 00 01 05 01 01
01 01 01 01 00 00 00
00 00 00 00 00 01 02
03 04 05 06 07 08 09
0Oa Ob ff c4 00 b5 10 00
02 01 03 03 02 04 03
05 05 04 04 00 00 01
7d 01 02 03 00 04 11
0512 21 314106 13
516107 22711432
8191 al 08

Source

Ascii Completion Count Address Symbol

success or wait 2 409611 WriteFile

1A..Qa."q.2....

success or wait 1 409611 WriteFile

1A..Qa."q.2....
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\6B
339451\B65B8ED4\chart_criw.jpg

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\C9
AB7ACB\7AF51026\cie1931.jpg

Copyright null 2021

Offset Length Value Ascii Completion

unknown 6528

unknown 44184

Source
Count Address Symbol

ffd8 ffe0 00 10 4a 46 ...... JFIF .. (S success or wait 2 409611 WriteFile
49 46 00 01 01 02 04
80 04 80 00 00 ff db 00 ..
4300 03 02 02 03 02
02 03 03 03 03 04 03
03 04 05 08 05 05 04
04 05 0a 07 07 06 08
Oc 0a Oc Oc Ob Oa Ob
Ob 0d Oe 1210 0d 0e  1A..Qa."q.2....
11 Oe Ob Ob 10 16 10

11131415 15 15 0c

0f17 18 16 14 18 12

14 15 14 ff db 00 43 01

03 04 04 05 04 05 09

05 05 09 14 0d Ob 0d

1414141414 14 14
141414141414 14

1414141414 1414

1414141414 14 14

1414141414 1414

1414141414 1414

1414141414 1414

14 ff c0 00 11 08 02 7b

02 a2 03 01 22 00 02

11 01 03 11 01 ff c4 00

1f 00 00 01 05 01 01

01 01 01 01 00 00 00

00 00 00 00 00 01 02

03 04 05 06 07 08 09

0Oa Ob ff c4 00 b5 10 00

02 01 03 03 02 04 03

05 05 04 04 00 00 01

7d 01 02 03 00 04 11
051221314106 13

516107 22711432

8191 al 08

ffd8 ffe0 00 10 4a 46 ... JFIF....H.H.....EXxif.. success or wait 6 409611 WriteFile
49460001020100 MM.*
480048 00 00 ffe1 Ob ...b...
f545786966 0000 ... .2,

4d 4d 00 2a 00 00 00 ..Adobe
08 00 07 01 120003  Photoshop CS3
00000001 000100 Windows.2013:08:09
0001 1200050000 15:39:41..........cceece.
0001 0000006201 ... @...cn. @........
1b 0005000000 01  ..cooeevnneene

00 00 00 6a 01 28 00

03 00 00 00 01 00 02

00 00 01 31 00 02 00

00 00 1c 00 00 00 72

01 32 00 02 00 00 00

14 00 00 00 8e 87 69

00 04 00 00 00 01 00

00 00 a4 00 00 00 dO

00 Oa fc 80 00 00 27

10 00 Oa fc 80 00 00

27 10 41 64 6f 62 65

20 50 68 6f 74 6f 73 68

6f 70 20 43 53 33 20

57 69 6e 64 6f 77 73

00 32 30 31 33 3a 30

383a3039203135

3a33393a343100

00 00 00 03 a0 01 00

03 00 00 00 01 ff ff 00

00 a0 02 00 04 00 00

00 01 00 00 06 40 a0

03 00 04 00 00 00 01

00 00 06 40 00 00 00

00 00 00 00 06 01 03

00 03 00 00 00 01 00

06 00 00 01 1a 00
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\6B
481F13\B65B8ED4\cie1931.jpg

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\8C
4586D2\7AF51026\cie1976.jpg

Copyright null 2021

Offset Length Value

unknown 35330

unknown 12620

ff d8 ff el 19 47 4578
69 66 00 00 4d 4d 00
2a 00 00 00 08 00 07
01 12 00 03 00 00 00
010001000001 1a
00 05 00 00 00 01 00
0000 62 01 1b 00 05
00 00 00 01 00 00 00
6a 01 28 00 03 00 00
00 01 00 02 00 00 01
310002000000 1e
000000 72 01 32 00
02 00 00 00 14 00 00
00 90 87 69 00 04 00
00 00 01 00 00 00 a4
00 00 00 d0 00 Oa fc
80 00 00 27 10 00 Oa
fc 80 00 00 27 10 41
64 6f 62 65 20 50 68 6f
74 6f 73 68 6f 70 20 43
53 35 2e 31 20 57 69
6e 64 6f 77 73 00 32
3031383a30353a
32332031373a31
34 3a 34 32 00 00 03
a0 01 00 03 00 00 00
01 ff ff 00 00 a0 02 00
04 00 00 00 01 00 00
06 40 a0 03 00 04 00
00 00 01 00 00 06 40
00 00 00 00 00 00 00
06 01 03 00 03 00 00
00 01 00 06 00 00 01
1a 00 05 00 00 00 01
0000 01 1e 01 1b 00
05 00 00 00 01 00

ff d8 ff e0 00 10 4a 46
49 46 00 01 02 01 00
48 00 48 00 00 ff e1 09
a8 45 78 69 66 00 00
4d 4d 00 2a 00 00 00
08 00 07 01 12 00 03
00 00 00 01 00 01 00
00 01 1a 00 05 00 00
00 01 00 00 00 62 01
1b 00 05 00 00 00 01
00 00 00 6a 01 28 00
03 00 00 00 01 00 02
00 00 01 31 00 02 00
00 00 1c 00 00 00 72
01 32 00 02 00 00 00
14 00 00 00 8e 87 69
00 04 00 00 00 01 00
00 00 a4 00 00 00 dO
00 Oa fc 80 00 00 27
10 00 Oa fc 80 00 00
27 10 41 64 6f 62 65
20 50 68 6f 74 6f 73 68
6f 70 20 43 53 33 20
57 69 6e 64 6f 77 73
0032 303133 3a30
38 3a3039 203135
3a 33 30 3a 30 34 00
00 00 00 03 a0 01 00
03 00 00 00 01 ff ff 00
00 a0 02 00 04 00 00
00 01 00 00 06 40 a0
03 00 04 00 00 00 01
00 00 06 40 00 00 00
00 00 00 00 06 01 03
00 03 00 00 00 01 00
06 00 00 01 1a 00

Source

Ascii Completion Count Address Symbol

..... GEXif.MM.*.............. success or wait 6 409611 WriteFile

....".Adobe Photoshop
CS5.1 Wi
ndows.2018:05:23
17:14:42.....

@

...... JFIF....H.H.....EXxif.. success or wait 6 409611 WriteFile

..b...

..Adobe
Photoshop CS3
Windows.2013:08:09
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\D2
758F69\B65BBED4\cie1976.jpg

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\E379E83C\7AF51026\CRI2.jpg

Copyright null 2021

Offset
unknown 35565

unknown 49782

Length Value

ff d8 ff el Ob 57 45 78
69 66 00 00 4d 4d 00
2a 00 00 00 08 00 07
01 12 00 03 00 00 00
010001000001 1a
00 05 00 00 00 01 00
0000 62 01 1b 00 05
00 00 00 01 00 00 00
6a 01 28 00 03 00 00
00 01 00 02 00 00 01
310002000000 1e
000000 72 01 32 00
02 00 00 00 14 00 00
00 90 87 69 00 04 00
00 00 01 00 00 00 a4
00 00 00 d0 00 Oa fc
80 00 00 27 10 00 Oa
fc 80 00 00 27 10 41
64 6f 62 65 20 50 68 6f
74 6f 73 68 6f 70 20 43
53 35 2e 31 20 57 69
6e 64 6f 77 73 00 32
3031383a30353a
32332031373a31
35 3a 3132000003
a0 01 00 03 00 00 00
01 ff ff 00 00 a0 02 00
04 00 00 00 01 00 00
06 40 a0 03 00 04 00
00 00 01 00 00 06 40
00 00 00 00 00 00 00
06 01 03 00 03 00 00
00 01 00 06 00 00 01
1a 00 05 00 00 00 01
0000 01 1e 01 1b 00
05 00 00 00 01 00

ff d8 ff el 1d 87 45 78
69 66 00 00 4d 4d 00
2a 00 00 00 08 00 Oc
01 00 00 03 00 00 00
0103 b1 00 00 01 01
00 03 00 00 00 01 03
b1 00 00 01 02 00 03
00 00 00 03 00 00 00
9e 01 06 00 03 00 00
00 01 00 02 00 00 01
12 00 03 00 00 00 01
0001 000001 1500
03 00 00 00 01 00 03
00 00 01 1a 00 05 00
00 00 01 00 00 00 a4
01 1b 00 05 00 00 00
01 00 00 00 ac 01 28
00 03 00 00 00 01 00
02 00 00 01 31 00 02
00 00 00 1e 00 00 00
b4 01 32 00 02 00 00
00 14 00 00 00 d2 87
69 00 04 00 00 00 01
00 00 00 e8 00 00 01
20 00 08 00 08 00 08
00 16 3 60 00 00 27
1000 16 e3 60 00 00
27 10 41 64 6f 62 65
20 50 68 6f 74 6f 73 68
6f 70 20 43 53 35 2e
31 20 57 69 6e 64 6f
7773 0032303138
3a 30 38 3a 31 34 20
3131 3a32363a35
35 00 00 00 00 04 90
00 00 07 00 00 00 04
30

Source
Count Address Symbol

Ascii

Completion

success or wait 6 409611 WriteFile

....".Adobe Photoshop
CS5.1 Wi
ndows.2018:05:23
17:15:12.....

@

...... Exif.MM.*............. success or wait 6 409611 WriteFile

.."...."..".Adobe Photoshop
Cs5.1

Windows.2018:08:14
11:26:55............. 0

Page 120 of 248



File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\AD9FE403\7AF51026\GAL.jpg

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\655BFA89\B65B8ED4\LI-COR-
logo.jpg

Copyright null 2021

Offset
unknown 36337

unknown 23369

Length Value

Source

Ascii Completion Count Address Symbol

ff d8 ff e0 00 10 4a 46 ... JFIF.....d.d.....oEXif..
49460001020100 MM.*
64 00 64 00 00 ffel 08 ...b...
6f 45 78 69 66 00 00
4d 4d 00 2a 00 00 00 .....B@.."Adobe
080007 01120003 Photoshop CS3
00000001 000100 Windows.2013:11:20
0001 1a00050000 16:36:56...................
00 01 00 00 00 62 01
1b 00 05 00 00 00 01
00 00 00 6a 01 28 00
03 00 00 00 01 00 02
00 00 01 31 00 02 00
00 00 1c 00 00 00 72
01 32 00 02 00 00 00
14 00 00 00 8e 87 69
00 04 00 00 00 01 00
00 00 a4 00 00 00 dO
00 0f 42 40 00 00 27
10 00 0f 42 40 00 00
27 10 41 64 6f 62 65
20 50 68 6f 74 6f 73 68
6f 70 20 43 53 33 20
57 69 6e 64 6f 77 73
00323031333a31
313a323020 3136
3a 33 36 3a 35 36 00
00 00 00 03 a0 01 00
03 00 00 00 01 00 01
00 00 a0 02 00 04 00
00 00 01 00 00 01 8a
a0 03 00 04 00 00 00
01 00 00 01 d8 00 00
00 00 00 00 00 06 01
03 00 03 00 00 00 01
00 06 00 00 01 1a 00

success or wait 1 409611 WriteFile

ff d8 ff el Oe 1f 45 78
69 66 00 00 4d 4d 00
2a 00 00 00 08 00 Oc
01 00 00 03 00 00 00
01 0d 77 00 00 01 01
00 03 00 00 00 01 02
ac 00 00 01 02 00 03
00 00 00 03 00 00 00
9e 01 06 00 03 00 00
00 01 00 02 00 00 01
12 00 03 00 00 00 01
0001 000001 1500
03 00 00 00 01 00 03
00 00 01 1a 00 05 00
00 00 01 00 00 00 a4
01 1b 00 05 00 00 00
01 00 00 00 ac 01 28
00 03 00 00 00 01 00
02 00 00 01 31 00 02
00 00 00 1e 00 00 00
b4 01 32 00 02 00 00
00 14 00 00 00 d2 87
69 00 04 00 00 00 01
00 00 00 e8 00 00 01
20 00 08 00 08 00 08
00 16 3 60 00 00 27
1000 16 e3 60 00 00
27 10 41 64 6f 62 65
20 50 68 6f 74 6f 73 68
6f 70 20 43 53 35 2e
31 20 57 69 6e 64 6f
7773 0032303138
3a 30 353a3234 20
31333a34303a31
31 00 00 00 00 04 90
00 00 07 00 00 00 04
30

...... Exif.MM.*............. success or wait 2 409611 WriteFile

.."...."..".Adobe Photoshop
Cs5.1
Windows.2018:05:24
13:40:11............. 0
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\774E815E\526B362B\LICOR-

about.jpg

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\DAA0442\526B362B\LICOR-

start.jpg

Copyright null 2021

Offset Length Value

unknown 1673

unknown 20110

ff d8 ff e0 00 10 4a 46
49 46 00 01 01 02 00
1c 00 1c 00 00 ff db 00
4300 03 02 02 02 02
02 03 02 02 02 03 03
03 03 04 06 04 04 04
04 04 08 06 06 05 06
09 08 0a 0a 09 08 09
09 0a Oc 0f Oc Oa Ob
0e Ob 09 09 Od 11 Od
Oe 0f 10 10 11 10 Oa
Oc 12 13 12 10 13 Of
10 10 10 ff db 00 43 01
03 03 03 04 03 04 08
04 04 08 10 Ob 09 Ob
10101010 10 10 10
10101010 10 10 10
101010 10 10 10 10
10101010 10 10 10
10101010 10 10 10
10 1010 10 10 10 10
10 1010 10 10 10 10
10 ff cO 00 11 08 01 b3
0091 03 01 11 00 02
11 01 03 11 01 ff c4 00
1d 00 01 00 01 05 01
01 01 00 00 00 00 00
00 00 00 00 00 08 03
05 06 07 09 04 02 01 ff
¢4 00 40 10 00 01 03
04 01 03 02 05 02 02
06 07 09 00 00 00 01
0002 03 04 05 06 11
07 081221133114
22 415161153209
4216 18 23

ff d8 ff e0 00 10 4a 46
49 46 00 01 01 02 00
1c 00 1c 00 00 ff db 00
4300 03 02 02 02 02
02 03 02 02 02 03 03
03 03 04 06 04 04 04
04 04 08 06 06 05 06
09 08 0a 0a 09 08 09
09 Oa Oc 0f Oc Oa Ob
0e Ob 09 09 Od 11 Od
Oe 0f 10 10 11 10 Oa
Oc 12 13 12 10 13 Of
10 10 10 ff db 00 43 01
03 03 03 04 03 04 08
04 04 08 10 Ob 09 Ob
10101010 10 10 10
10101010 10 10 10
101010 10 10 10 10
10101010 10 10 10
10101010 10 10 10
10 10 10 10 10 10 10
101010 10 10 10 10
10 ff cO 00 11 08 01 68
0258 03 01 11 00 02
11 01 03 11 01 ff c4 00
1le 00 01 00 02 01 05
01 01 00 00 00 00 00
00 00 00 00 00 07 08
06 02 04 05 09 0a 03
01 ff c4 00 59 10 00 01
03 030203010511
0d 06 04 03 09 00 00
00 01 02 03 04 05 06
07 11 08 12 21 31 09
134151 61 14 16 22
32333638

@
11"AQa.2.B..#

YA
11..AQa.."2368

Completion

success or wait

success or wait

Source

Count Address Symbol

2

1

409611 WriteFile

409611 WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\44
DB77AB\7AF51026\LICOR.jpg

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\FC
8C594\7AF51026\LICORC.jpg

Copyright null 2021

Offset Length Value

unknown 34182

unknown 43930

ff d8 ff el Oa 87 45 78
69 66 00 00 4d 4d 00
2a 00 00 00 08 00 07
01 12 00 03 00 00 00
010001000001 1a
00 05 00 00 00 01 00
0000 62 01 1b 00 05
00 00 00 01 00 00 00
6a 01 28 00 03 00 00
00 01 00 02 00 00 01
310002000000 1e
000000 72 01 32 00
02 00 00 00 14 00 00
00 90 87 69 00 04 00
00 00 01 00 00 00 a4
00 00 00 d0 00 Oe a5
7a 00 00 27 10 00 Oe
a57a 0000271041
64 6f 62 65 20 50 68 6f
74 6f 73 68 6f 70 20 43
53 35 2e 31 20 57 69
6e 64 6f 77 73 00 32
3031 383a3038 3a
3037 2031363a31
30 3a 32 33 00 00 03
a0 01 00 03 00 00 00
01 00 01 00 00 a0 02
00 04 00 00 00 01 00
00 01 a8 a0 03 00 04
00 00 00 01 00 00 01
85 00 00 00 00 00 00
00 06 01 03 00 03 00
00 00 01 00 06 00 00
01 1a 00 05 00 00 00
01000001 1e 01 1b
00 05 00 00 00 01 00

ff d8 ff el Oc 82 45 78
69 66 00 00 4d 4d 00
2a 00 00 00 08 00 07
01 12 00 03 00 00 00
010001000001 1a
00 05 00 00 00 01 00
0000 62 01 1b 00 05
00 00 00 01 00 00 00
6a 01 28 00 03 00 00
00 01 00 02 00 00 01
310002000000 1e
00 0000 72 01 32 00
02 00 00 00 14 00 00
00 90 87 69 00 04 00
00 00 01 00 00 00 a4
00 00 00 d0 00 Oe a5
7a 00 00 27 10 00 Oe
a57a 0000271041
64 6f 62 65 20 50 68 6f
74 6f 73 68 6f 70 20 43
53 35 2e 31 20 57 69
6e 64 6f 77 73 00 32
3031 383a3038 3a
3037 2031363a31
30 3a 353500 00 03
a0 01 00 03 00 00 00
01 00 01 00 00 a0 02
00 04 00 00 00 01 00
00 01 a8 a0 03 00 04
00 00 00 01 00 00 01
85 00 00 00 00 00 00
00 06 01 03 00 03 00
00 00 01 00 06 00 00
01 1a 00 05 00 00 00
01000001 1e 01 1b
00 05 00 00 00 01 00

Source

Ascii Completion Count Address Symbol

success or wait 2 409611 WriteFile

.z..".Adobe Photoshop
CS5.1 Wi
ndows.2018:08:07
16:10:23.....

success or wait 2 409611 WriteFile

.z..".Adobe Photoshop
CS5.1 Wi
ndows.2018:08:07
16:10:55.....
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\38
3E736B\B65B8ED4\square.jpg

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\D8
3B2FF9\7AF51026\tm30image.jpg

Copyright null 2021

Offset Length Value Ascii Completion

unknown 811

unknown 42991

Source
Count Address Symbol

ffd8 ffe0 00 10 4a 46 ...... JFIF .. (S success or wait 1 409611 WriteFile
49 46 00 01 01 02 04
80 04 80 00 00 ff db 00 ..
4300 03 02 02 03 02
02 03 03 03 03 04 03
03 04 05 08 05 05 04
04 05 0a 07 07 06 08
Oc 0a Oc Oc Ob Oa Ob
Ob 0d Oe 1210 0d 0e  1A..Qa."q.2....
11 Oe Ob Ob 10 16 10

11131415 15 15 0c

0f17 18 16 14 18 12

14 15 14 ff db 00 43 01

03 04 04 05 04 05 09

05 05 09 14 0d Ob 0d

1414141414 14 14
141414141414 14

1414141414 1414

1414141414 14 14

1414141414 1414

1414141414 1414

1414141414 1414

14 ff cO 00 11 08 00 24

00 24 03 01 22 00 02

11 01 03 11 01 ff c4 00

1f 00 00 01 05 01 01

01 01 01 01 00 00 00

00 00 00 00 00 01 02

03 04 05 06 07 08 09

0Oa Ob ff c4 00 b5 10 00

02 01 03 03 02 04 03

05 05 04 04 00 00 01

7d 01 02 03 00 04 11
051221314106 13

516107 22711432

8191 al 08

ffd8 ffe0 00 10 4a 46 ... JFIF....H.H.....EXxif.. success or wait 2 409611 WriteFile
49 46 00 01 02 01 00
480048 00 00 ff el 07 ...b...
b0 45 78 69 66 00 00 d
4d 4d 00 2a 00 00 00 ..Adobe

08 00 07 01 120003  Photoshop CS3
00000001 000100 Windows.2015:12:30
0001 1200050000 17:35:06.....cccccueuerenuarnnes
00010000 006201 .coooveees e

1b 00 05 00 00 00 01

00 00 00 6a 01 28 00

03 00 00 00 01 00 02

00 00 01 31 00 02 00

00 00 1c 00 00 00 72

01 32 00 02 00 00 00

14 00 00 00 8e 87 69

00 04 00 00 00 01 00

00 00 a4 00 00 00 dO

00 Oa fc 80 00 00 27

10 00 Oa fc 80 00 00

27 10 41 64 6f 62 65

20 50 68 6f 74 6f 73 68

6f 70 20 43 53 33 20

57 69 6e 64 6f 77 73

00323031353a3l

323a3330203137

3a 33 35 3a 30 36 00

00 00 00 03 a0 01 00

03 00 00 00 01 00 01

00 00 a0 02 00 04 00

00 00 01 00 00 03 20

a0 03 00 04 00 00 00

01 00 00 03 20 00 00

00 00 00 00 00 06 01

03 00 03 00 00 00 01

00 06 00 00 01 1a 00
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\6C
0AF2E8\BE4A257\LICORIang.ini

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\B7ED429E\E1510A13\setup.ini

Copyright null 2021

Offset

unknown 13635

unknown 639

Length Value

ff fe 5b 00 43 00 48 00
54 00 5d 00 0d 00 Oa
00 42 00 41 00 53 00
49 00 43 00 5f 00 53
00 45 00 54 00 55 00
50 00 3d 00 eb 5f 1f 90
a2 6a 96 89 79 72 b5
5f 3¢ 50 2d 8a 9a 5b
0d 00 Oa 00 42 00 49
00 4e 00 5f 00 53 00
45 00 54 00 55 00 50
00 3d 00 42 00 49 00
4e 00 79 72 b5 5f 3¢
50 2d 8a 9a 5b 0d 00
0a 00 42 00 69 00 6e
00 45 00 64 00 74 00
2e 00 43 0061 0070
00 74 00 69 00 6f 00
6e 00 3d 00 e8 7d 2f 8f
68 56 0d 00 Oa 00 62
00 74 00 6e 00 43 00
6f 00 6e 00 6e 00 65
00 63 00 74 00 2e 00
43 00 61 00 70 00 74
00 69 00 6f 00 6e 00
3d 00 23 90 da 7d 0d
00 0a 00 62 00 74 00
6e 00 43 00 6f 00 6e
00 6e 00 65 00 63 00
74 00 2e 00 48 00 69
00 6e 00 74 00 3d 00
0d 00 0a 00 62 00 74
00 6e 00 44 00 61 00
72 00 6b 00 2e 00 43
00 61 00 70 00 74 00
69 00 6f 00 6e 00 3d

5b 44 72 69 76 65 72
2054 7970 65 5d 0d
0a 55534258 70 72
65 73 73 0d Oa 0d Oa
5b 44 72 69 76 65 72
20 56 65 72 73 69 6f
6e 5d 0d Oa 33 2e 33
0d Oa 0d Oa 5b 50 72
6f 64 75 63 74 20 4e
61 6d 65 5d 0d Oa 53
69 6¢ 69 63 6f 6e 20
4c 61 62 6f 72 61 74 6f
72 69 65 73 20 55 53
425870726573 73
20 44 65 76 69 63 65
0d Oa 0d Oa 5b 43 6f
6d 70 61 6e 79 20 4e
61 6d 65 5d 0d Oa 53
69 6¢ 69 63 6f 6e 20
4c 61 62 6f 72 61 74 6f
72 69 65 73 0d Oa 0d
Oa 5b 56 49 44 5d 0d
Oa 31 30 43 34 0d Oa
0d Oa 5b 50 49 44 5d
0d 0a 45 41 36 31 0d
0Oa 0d Oa 5b 52 65 6¢
6174 69 76 65 20 49
6e 73 74 61 6¢ 6¢ 5d
0d 0a 52 65 6¢ 61 74
69 76 65 20 54 6f 20
50 72 6f 67 72 61 6d
2046 69 6¢ 65 73 0d
Oa 0d Oa 5b 49 6e 73
74 61 6¢ 6C 20 44 69
72656374 6f7279
5d 0d 0a 53 69 6¢ 61
62

Source

Ascii Completion Count Address Symbol
.[.C.H.T]....B.AS.I.C._.S. success or wait 5 409611 WriteFile
ET.UP=._.j.yr._<P-.[.

.B.LN._.S.E.-T.U.P.=.B.I.N.

yr._<P-..

[...B.i.n.E.d.t...C.a.

p.ti.o.n.=.}.hV...b.t.n.C.

o.n.n.e.c.t...C.a.p.t.i.o.n.=.

#.}...b.t.n.C.o.n.n.ect...

H.i.nt=..b.tnD.ark..

C.a.p.tio.n=

[Driver success or wait 1 409611 WriteFile

Type]..USBXpress....[D
river Version]..3.3....
[Product Name]..Silicon
Laboratories USBXpress
Device....[Company N
ame]..Silicon
Laboratories....
[VID]..10C4....
[PID]..EA61....[Relative
Install]..Relative To
Program Files....[Install Di
rectory]..Silab
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\36706E48\3EF4A5B9E\ANSI.xIs

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\35
75565E\3EF45BIE\ANSI_2008.xls

Copyright null 2021

Offset
unknown 1004

unknown 880

Length Value

45 4e 45 52 47 59 20
5354 4152 2041 4e
53 49 20 43 37 38 2e
3337 37 09 09 09 09
09 0d 0Oa 45 31 30 09
09 09 09 09 0d 0a 30
2e 34 38 31 33 09 30
2e 34 33 31 39 09 09
09 09 0d 0a 30 2e 34
3536 32 09 30 2e 34
3236 09 09 09 09 0d
Oa 30 2e 34 33 37 33
09 30 2e 33 38 39 33
09 09 09 09 0d 0a 30
2e 34 3539 3309 30
2e 33 39 34 3409 09
09 09 0d Oa 45 32 30
09 09 09 09 09 0d Oa
30 2e 34 35 36 32 09
30 2e 34 32 36 09 09
09 09 0d Oa 30 2e 34
3239 3909 30 2e 34
31 36 3509 09 09 09
0d 0a 30 2e 34 31 34
37 09 30 2e 33 38 31
3409 09 09 09 0d Oa
30 2e 34 33 37 33 09
30 2e 33 38 39 33 09
09 09 09 0d Oa 45 33
30 09 09 09 09 09 0d
Oa 30 2e 34 32 39 39
09 30 2e 34 31 36 35
09 09 09 09 0d 0a 30
2e 33 39 39 36 09 30
2e 34 30 31 3509 09
09 09 0d Oa 30 2e 33
38 38 39

45 4e 45 52 47 59 20
53 54 4152 20 41 4e
5349 20 43 37 38 2e
333737 2d 32 30 30
3809 09 09 09 09 0d
0a 45 31 30 09 09 09
09 09 0d 0a 30 2e 34
3831330930 2e 34
333139 0d 0a 30 2e
34 3536 32 09 30 2e
34 32 36 0d Oa 30 2e
3433373309 30 2e
333839 33 0d 0a 30
2e 34 3539 33 09 30
2e 33393434 0d 0a
45 32 30 09 09 09 09
09 0d 0a 30 2e 34 35
36 32 09 30 2e 34 32
36 0d 0a 30 2e 34 32
393909 30 2e 34 31
36 35 0d 0a 30 2e 34
3134 3709 30 2e 33
38 31 34 0d 0a 30 2e
3433373309 30 2e
33383933 0d 0a 45
333009 09 09 09 09
0d 0a 30 2e 34 32 39
3909 30 2e 34 31 36
35 0d 0a 30 2e 33 39
39 36 09 30 2e 34 30
31 35 0d 0a 30 2e 33
383839 09 30 2e 33
36 39 0d 0a 30 2e 34
3134 3709 30 2e 33
38 31 34 0d 0a 45 34
30 09 09 09 09 09 Od
Oa 30 2e

Source
Count Address Symbol

Ascii Completion

ENERGY STAR ANSI success or wait 1 409611
C78.377......

[0 co0ced 0.4813.0.4319.....

0.4562.0.426......0.4373.0.
389
3......0.4593.0.3944.....E2
0.

...... 0.4562.0.426......0.429
)
.0.4165......0.4147.0.3814..

..0.4373.0.3893......E30.....

.0.4299.0.4165......0.3996.
0.4015......0.3889

ENERGY STAR ANSI success or wait 1 409611
C78.377-2008.

...... E10......0.4813.0.4319

.0.4562.0.426..0.4373.0.38

93..
0.4593.0.3944..E20....... 0.
456
2.0.426..0.4299.0.4165..0.
4147
.0.3814..0.4373.0.3893..E
30...
....0.4299.0.4165..0.3996.0
.40
15..0.3889.0.369..0.4147.0
.3814..E40....... 0.

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\F4
ED2515\3EF45B9E\ANSI_2011.Xls

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\EC
C34BEC\3EF45B9E\ANSI_Ellipse.xls

Copyright null 2021

Offset Length

unknown 881

unknown 1004

Value

45 4e 45 52 47 59 20
5354 4152 2041 4e
53 49 20 43 37 38 2e
3337372d323031
3109 09 09 09 09 0d
Oa 45 31 30 09 09 09
09 09 0d Oa 30 2e 34
38 31 3109 30 2e 34
3331 35 0d 0a 30 2e
34 35 36 31 09 30 2e
34 32 3539 0d 0a 30
2e 34 3337 3309 30
2e 33383932 0d 0a
30 2e 34 35 39 31 09
30 2e 3339 34 31 0d
Oa 45 32 30 09 09 09
09 09 0d Oa 30 2e 34
3536 31 09 30 2e 34
32 3539 0d 0a 30 2e
34 33 303209 30 2e
34 31 37 31 0d 0a 30
2e 34 3134 39 09 30
2e 3338 32 0d 0a 30
2e 34 33 37 33 09 30
2e 33383932 0d 0a
45 33 30 09 09 09 09
09 0d 0a 30 2e 34 33
30320930 2e 3431
37 3133 0d 0a 30 2e
34 30303309 30 2e
34 303334 0d 0a 30
2e 33 38 39 3509 30
2e 3337 30 38 0d Oa
30 2e 34 31 34 39 09
30 2e 33 38 32 0d Oa
45 34 30 09 09 09 09
09 0d Oa

45 4e 45 52 47 59 20
5354 4152 2041 4e
53 49 20 43 37 38 2e
3337 3709 09 09 09
09 0d 0a 45 31 30 09
09 09 09 09 0d 0a 30
2e 34 38 31 33 09 30
2e 34 33 31 39 09 09
09 09 0d 0a 30 2e 34
3536 32 09 30 2e 34
3236 09 09 09 09 0d
Oa 30 2e 34 33 37 33
09 30 2e 33 38 39 33
09 09 09 09 0d 0a 30
2e 34 3539 3309 30
2e 33 39 34 34 09 09
09 09 0d Oa 45 32 30
09 09 09 09 09 0d Oa
30 2e 34 35 36 32 09
30 2e 34 32 36 09 09
09 09 0d Oa 30 2e 34
3239 39 09 30 2e 34
31 36 3509 09 09 09
0d 0a 30 2e 34 31 34
37 09 30 2e 33 38 31
3409 09 09 09 0d Oa
30 2e 34 33 37 33 09
30 2e 33 38 39 33 09
09 09 09 0d Oa 45 33
30 09 09 09 09 09 0d
Oa 30 2e 34 32 39 39
09 30 2e 34 31 36 35
09 09 09 09 0d 0a 30
2e 33 39 39 36 09 30
2e 34 30 31 3509 09
09 09 0d Oa 30 2e 33
38 38 39

Ascii
ENERGY STAR ANSI

C78.377-2011.
...... E10......0.4811.0.4315

.0.4561.0.4259..0.4373.0.3
892.
.0.4591.0.3941..E20.
45
61.0.4259..0.4302.0.4171..
0.41
49.0.382..0.4373.0.3892..
E30..

..... 0.4302.0.41713..0.4003
0.
4034..0.3895.0.3708..0.41
49.0.382..E40.......

ENERGY STAR ANSI
CEs/p—
[0 co0ced 0.4813.0.4319.....

0.4562.0.426......0.4373.0.
389
3......0.4593.0.3944.....E2
0.

...... 0.4562.0.426......0.429
g
.0.4165......0.4147.0.3814..

..0.4373.0.3893......E30.....

.0.4299.0.4165......0.3996.
0.4015......0.3889

Source

Completion Count Address Symbol
success or wait 1 409611 WriteFile
success or wait 1 409611 WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\58
7D056C\9426740A\CHK_20131028_165820.xIs

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\98
47A14B\B6D77E4E\ESPD_LI-180-000.xIs

Copyright null 2021

Offset Length Value

unknown 1605

unknown 7336

50 4b 03 04 14 00 06
00 08 00 00 00 21 00
71 0e 39 2b 70 01 00
00 a0 05 00 00 13 00
db 01 5b 43 6f 6e 74
65 6e 74 5f 54 79 70
65 73 5d 2e 78 6d 6¢
20 a2 d7 01 28 a0 00
02 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

4d 6f 64 65 6¢ 20 4e
61 6d 65 09 4c 49 2d
31 38 30 0d Oa 53 65
72 69 61 6¢ 20 4e 75
6d 62 65 72 09 43 31
36 4d 30 30 39 34 0d
Oa 54 69 6d 65 09 32
30 31 38 2f 30 36 2f 30
37 5f 31 38 3a 33 36
3a 34 37 0d Oa 4d 65
6d 6f 09 0d Oa 4c 55
58 09 35 35 31 2e 32
3836 30373137 37
37 3334 34 0d 0a 66
63 09 35 31 2e 32 33
34 37 36 34 0d 0a 43
435409 3532 37 39
0d 0a 44 75 76 09 30
2303032333132
0d 0a 49 2d 54 69 6d
65 09 38 31 30 0d Oa
78 09 30 2e 33 33 37
38 36 35 0d Oa 79 09
30 2e 33 35 30 32 36
32 0d 0a 75 27 09 30
2e 323037303434
0d 0a 76 27 09 30 2e
34 38323934310d
Oa 78 31 30 09 30 2e
3334 343431360d
0a 79 31 30 09 30 2e
3334333233350d
0a 75 27 31 30 09 30
2e 3231343235 36
0d 0a 76 27 31 30 09
30 2e 34 38 30 34 32
330d

Source

Ascii Completion Count Address Symbol

success or wait 2 409611 WriteFile

Model Name.LI-180..Serial success or wait 1 409611 WriteFile
Numb

er.C16M0094..Time.2018/

06/07_1

8:36:47..Memo...LUX.551.

286071

777344..fc.51.234764..CC
T.5279..Duv.0.002312..1-
Time.810..x.
0.337865..y.0.350262..u"'.0
.207
044..v'.0.482941..x10.0.34
4416
..y10.0.343235..u'10.0.214
256..v'10.0.480423.
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File Path
C:\Users\user\AppData\Local\Te

mp\7zS64E0.tmp\data\OFFLINE\E5444EFD\CDOE66BD\LI-

180_Log_Example.xIs

C:\Users\user\AppData\Local\Te

mp\7zS64E0.tmp\data\OFFLINE\D532E401\20073942\mdd_0.ttf

Copyright null 2021

Offset Length Value Ascii

unknown 3750

unknown 47335

4d 6f 64 65 6¢ 20 4e  Model Name.Serial

61 6d 6509536572 Number.Time.

69 61 6¢ 20 4e 75 6d Memo.LUX.fc.CCT.Duv.I-
626572095469 6d Time.x.y

65 09 4d 65 6d 6f 09  .u'.v'.x10.y10.u'10.v'10.delt
4c 555809666309 a

4343540944 7576 x.deltay.deltau’.deltav'.Lam

0949 2d54 69 6d65 hd

0978097909 7527 aP.LambdaPValue.Lambd
09762709783130 aD.X.Y.Z.

0979313009 7527 S/P.Purity.CRI.R1.R2.R3.
31300976273130 R4.R5.

09 64 65 6c 7461 78 R6.R7.R8.R9.R10.R11.R1
0964656c746179 2.R13.R1

0964 656c746175 4.R15.CQS.GALTLCLRf.R
2709 64 65 6¢ 7461 g.PPFD.PFD-UV.PFD-

76 2709 4c 61 6d 62 B.PF

64 61 50 09 4c 61 6d

62 64 61 50 56 61 6C

75 65 09 4c 61 6d 62

64 61 44 09 58 09 59

09 5a 09 53 2f 50 09

50 75 72 69 74 79 09

435249 09 52 31 09

52 3209 52 33 09 52

3409 52 35 09 52 36

09 52 37 09 52 38 09

5239 09 52 31 30 09

5231310952 3132

09 52 31 3309 52 31

3409 52 31 3509 43

51 53 09 47 41 49 09

54 4c 43 49 09 52 66

09 52 67 09 50 50 46

44 09 50 46 44 2d 55

56 09 50 46 44 2d 42

09 50 46

00 01 00 00 00 0f 00 .
80 00 03 00 70 4f 53 2f ap.
32dac3ec340000 fpgm.lY...|...gasp.....0....
0178 00 00 00 60 63 ..glyf4..>...$.*..head.h......
6d 6170 1b3ae70a ..6hhea..m..4..$hmtx......
00 02 ac 5¢ 00 00 72
2063 76 74 20 00 00
0000000319800 .~.O
00 00 02 66 70 67 6d
b0 21 59 b0 00 03 1e
7c 00 00 00 07 67 61
73 70 00 04 00 07 00
30 aa cc 00 00 00 Oc
67 6¢ 79 66 34 f1 7f 3e
00 05 c9 24 00 2a c5
a2 68 65 61 64 e6 68
b5 a6 00 00 00 fc 00
00 00 36 68 68 65 61
02 16 ab 6d 00 00 01
34 00 00 00 24 68 6d
74 78 9c fe c2 ¢9 00 00
01 d8 00 02 aa 84 6b
65 72 6e 3e 89 42 9c
00 30 8e c8 00 00 12
12 6c¢ 6f 63 61 28 fd ed
68 00 03 1e 9c 00 02
aa 88 6d 61 78 70 aa
fc 02 1b 00 00 01 58
00 00 00 20 6e 61 6d
65 f3 2a 17 5e 00 30
a0 dc 00 00 09 ce 70
6f 73 74 ff ef 00 0d 00
30 aa ac 00 00 00 20
7072 65 70 80 14 88
29 00 03 1e 84 00 00
00 12 00 01 00

‘cm

Completion

success or wait

success or wait

Source

Count Address Symbol

1

49

409611 WriteFile

409611 WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\D35647E\E023D589\LI-180

Spectrometer.exe

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_lInstalle unknown 46607

r.exe

Copyright null 2021

Length Value

4d 5a 50 00 02 00 00
00 04 00 Of 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 1a 00 00
00 fb 50 6a 72 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 02 00 00
ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
652072 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

4d 5a 50 00 02 00 00
00 04 00 0Of 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 1a 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
652072 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

Source

Completion Count Address Symbol
..................... @..... success or wait 314 409611 WriteFile
L.!..This program
must be run under
Win32..$7
success or wait 95 409611 WriteFile

............ 1..L.I..This program
must be run under

Win32..$7
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\35
3AD105\E1510A13\USBXpressinstaller.exe

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR
Spectrum\mDIFxIDE.dI\x64DPInst.exe

Copyright null 2021

Offset
unknown 50737

unknown 27561

Length Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
af 37 da 9a eb 56 b4
c9 eb 56 b4 c9 eb 56
b4 c9 e2 2e 37 c9 e7
56 b4 c9 e2 2e 27 c9
ch 56 b4 c9 84 20 2a
€9 c7 56 b4 c9 84 20
le c9 5d 56 b4 c9 b2
75 a7 c9 ee 56 b4 c9
eb 56 b5 c9 ¢3 55 b4
€9 84 20 1f c9 94 57
b4 c9 84 20 2e c9 ea
56 b4 c9 84 20 29 c9
ea 56 b4 c9 52 69 63
68 eb 56 b4 c9 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 50 45 00 00 4c 01
05

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f0 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 7320 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
67 39 49 87 23 58 27
d4 2358 27 d4 23 58
27 d4 2a 20 b2 d4 21
58 27 d4 2a 20 a3 d4
37 58 27 d4 2a 20 b4
d4 3c 58 27 d4 23 58
26 d4 8e 59 27 d4 2a
20 a4 d4 66 58 27 d4
2a 20 ad d4 Oa 58 27
d4 04 9e 59 d4 22 58
27 d4 2a 20 b3 d4 22
58 27 d4 2a 20 b6 d4
2258 27 d4 52 69 63
68 23 58 27 d4 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
50 45 00 00 64 86 05
00 dd d1 17 4a 00 00
00

Source

Ascii Completion Count Address Symbol
MZ..oooiiiiiiiien, @..... success or wait 53 409611 WriteFile
L.IThis program
cannot be run in DOS
mode....
$.TLVLVLVLLTLV
JRPORA VAUPRL T VAP \ VAT
VoVeUe. W LV
)..V.Rich.V........cccoeo..
........ PE..L
success or wait 17 409611 WriteFile

............ 1..L.IThis program
cannot be run in DOS
mode....

S QOLEX HX X LXK
LELTXF X HX&LYE L
FX* XY L
LUXLRIChHEX
PE..d....J...
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File Path

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\LI-COR
Spectrum\mDIFxIDE.dI\x86DPInst.exe

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\LI-COR
Spectrum\install Fonts IDE-Plugln.di\Install Fonts EXE-Plugin.dll

Copyright null 2021

Offset
unknown 26033

unknown 21545

Length Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 e0 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
70 89 9b 6f 34 8 f5 3c
34 e81f53c 34 e8f53c
3d 90 60 3c 22 e8 f5
3c 3d 90 76 3c af e8 f5
3c 3d 90 66 3c 29 e8
5 3c 34 e8 f4 3c 40 €9
5 3c 3d 90 71 3c 6f e8
5 3c 3d 90 61 3c 35
e8 f5 3¢ 3d 90 64 3c
35e8 f5 3¢ 52 69 63
68 34 8 f5 3c 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
50 45 00 00 4c 01 04
00 a9 cc 17 4a 00 00
00 00 00 00 00 00 e0
00 02 01 Ob 01 09 00
00 20 06

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
50 45 00 00 4c 01 06
00 7a 1c 79 57 00 00
00 00 00 00 00 00 e0
00 Oe 21 Ob 01 02 32
00 b2 00 00 00 68 00
00 00 00 00 00 00 10
00 00 00 10 00 00 00
d0 00 00 00 00 00 10
00 10 00 00 00 02 00
00 04 00 00 00 00 00
00 00 04 00 00 00 00
00 00 00 00 60 01 00
00 04 00 00 4f 24 02
00 03 00 00 00 00 00
10 00 00 10 00 00 00
00 10 00 00 10 00 00
00 00 00 00 10 00 00
00 20 d3 00 00 78 00
00

Source
Count Address Symbol

15

Completion

success or wait 409611 WriteFile

L.IThis program
cannot be run in DOS
mode....$....... p..04..<4..
<4.<="<" . <=v<...<=f<)..
<4.<@..<=.g<0..<=.a<5..
<=.d<5..<Rich4..<..
..PE..L...J....

success or wait 2 409611 WriteFile

L.IThis program
cannot be run in DOS
mode....
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File Path

C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\data\LI-COR
Spectrum\mDIFxIDE.dINmDIFXEXE.dIl

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\mMSI.dINmMSIExec.dll

Copyright null 2021

Offset
unknown 10353

unknown 15473

Length Value

4d 5a 50 00 02 00 00
00 04 00 0f 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 1a 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
652072 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

4d 5a 50 00 02 00 00
00 04 00 0Of 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 1a 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
652072 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

Source

Ascii Completion Count Address Symbol
MZP....coevveeen. @..... success or wait 21 409611 WriteFile
L.!...This program
must be run under
Win32..$7
success or wait 22 409611 WriteFile

............ 1..L.I.This program
must be run under

Win32..$7
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\DC
702C7E\E023D589\SiUSBXp.dll

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\51845961\DBD131B5\SiLib.sys

Copyright null 2021

Offset Length Value

unknown 50801

unknown 17408

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 e8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
b8 49 2b 91 fc 28 45
c2 fc 28 45 c2 fc 28 45
c2db ee 38 c2 ef 28
45 c2 db ee 28 c2 b7
28 45 c2 3f 27 18 c2 f5
28 45 c2 fc 28 44 c2
a22845c2dbee2b
c2d52845c2dbee
3fc2fd 28 45 c2 db ee
39 c2 fd 28 45 c2 db
ee 3d c2 fd 28 45 c2
52 69 63 68 fc 28 45
€2 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 50 45 00 00
4c 01 05 00 8a e8 d6
4d 00 00 00 00 00 00
00 00 e0 00 02

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 58 02 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00

Source

Ascii Completion Count Address Symbol

MZ..oooiiiiiiiien, @..... success or wait 2 409611 WriteFile

L.IThis program
cannot be run in DOS
mode....$........ I+..(E..(E..
(E...8..(E...(..(E.?"...(E..(D..
(E..+..(E...7..
(E.Rich.

(E.

MZ..oooiiiiiiiiens @..... success or wait 1 409611 WriteFile

..L.IThis program
cannot be run in DOS
mode....

$...
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\2E
5DCE8F\23667BEE\SiLib.sys

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\55
E6A65E\DBD131B5\SIUSBXP.sys

Copyright null 2021

Offset Length Value

unknown 8817

unknown 14592

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
c5140d 88 81 75 63
db 81 75 63 db 81 75
63 db 81 75 62 db a6
7563 db f7 e8 18 db
827563 db f7 e8 1e
db 83 75 63 db 88 0d
e0db 83 75 63 db 88
0d f6 db 80 75 63 db {7
e8 Oe db 80 75 63 db
88 0d e9 db 86 75 63
db 88 0d f1 db 80 75
63 db 88 0d f7 db 80
75 63 db 88 0d f2 db
80 75 63 db 52 69 63
68 81 75 63 db 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
50 45 00 00 64 86 0a

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 60 02 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00

Source

Ascii Completion Count Address Symbol

success or wait 2 409611 WriteFile

L.IThis program
cannot be run in DOS
mode....

success or wait 1 409611 WriteFile

. .L.!This program
cannot be run in DOS
mode....

$...
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\A3
FO088A\23667BEE\SIUSBXP.sys

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\mia.lib

Copyright null 2021

Offset
unknown 19456

unknown 15729

Length Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f0 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
23 64 8a e6 67 05 e4
b5 67 05 e4 b5 67 05
e4 b5 6e 7d 77 b5 65
05 e4 b5 67 05 e5 b5
42 05 e4 b5 11 98 9f
b5 62 05 e4 b5 11 98
99 b5 65 05 e4 b5 6e
7d 67 b5 64 05 e4 b5
6e 7d 71 b5 66 05 e4
b5 11 98 89 b5 66 05
e4 b5 6e 7d 6e b5 62
05 e4 b5 6e 7d 70 b5
66 05 e4 b5 6e 7d 75
b5 66 05 e4 b5 52 69
63 68 67 05 e4 b5 00
00 00 00 00 00 00 00
50 45 00 00 64 86 08
00 41 8b 3f 4c 00 00
00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 e8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
e2 41 64 ad a6 20 Oa
fe a6 20 Oa fe a6 20 Oa
fe 81 e6 67 fe a7 20 Oa
fe 81 e6 71 fe af 20 Oa
fe a6 20 Ob fe 00 20 Oa
fe af 58 9f fe b2 20 Oa
fe af 58 89 fe de 20 Oa
fe af 58 8e fe d7 20 Oa
fe af 58 98 fe a7 20 Oa
fe b8 72 9e fe a7 20 Oa
fe af 58 9b fe a7 20 Oa
fe 52 69 63 68 a6 20
0Oa fe 00 00 00 00 00
00 00 00 50 45 00 00
4c 01 05 00 18 €9 38
52 00 00 00 00 00 00
00 00 e0 00 02

Source

Ascii Completion Count Address Symbol
MZ..oooiiiiiiiien, @..... success or wait 1 409611 WriteFile
L.IThis program
cannot be run in DOS
mode....
p.f...nju.f...Richg...........
PE..d..A?L...
success or wait 22 409611 WriteFile

............ 1..L.IThis program
cannot be run in DOS
mode....$........ Ad..
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Te unknown 32243 41537a66030000 ASZf....... Options.dat.7..x.. success or wait 1 409611 WriteFile

mp\7zS64E0.tmp\data\OFFLINE\6D
BFE203\342BBCE8\Cold.asz

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\45
3607F8\E1510A13\siusbxp.cat

Copyright null 2021

unknown 8981

00 Ob 00 00 00 4f 70
74 69 6f 6e 73 2e 64
61 74 f3 37 00 00 78
9c ed 5a db 8e db 36
13 be 5f 60 df a1 79 81
96 67 52 30 Oc ac 64
6b 6d 21 b2 64 c8 f2

bb 5e e7 d9 3b 3c ea
44 79 e5 ec 3a 09 9a
c0 00 45 ca 23 72 66
38 9c f9 38 e4 5f bb b2
ce d2 b2 a8 1e eb 8f {7
77 a7 7d ba ad df el fa
1 f1 94 b7 6b 1c 5e 64
e5 b9 59 b3 fb bb 43
7a 6af3 26 2b da 43
7a5cdb c6 ef d9 el
78 7ff7 94 37 a7 a2 ae
d6 ea 77 84 ee ef b2
ba d9 e6 cd a6 2e eb
66 4d 95 c2 52 c9 fb
bb f4 dc ee al 9d 6e
7e fb 7 7f 71 ff ff fe 6e
9b 9f 36 4d 71 6¢ 5 67
30 d0 b9 d8 ae 19 90
3d d6 55 6b bf c4 44
50 42 b8 b8 bf 6b 37
65 fe d8 f6 5e 8c ba 76
5c ba cf 12 24 93 04
de 66 c5 a6 ae 36 65
7d ca d7 0f 08 2b f6 80
10 c2 0f 88 90 04 6a
98 3d d0 07 e4

3082 23 11 06 09 2a
86 48 86 7 0d 01 07
02 a0 82 23 02 30 82
22 fe 02 01 01 31 0b
30 09 06 05 2b Oe 03
02 1a 05 00 30 82 0a
93 06 09 2b 06 01 04

Z..6.._..y..gRO..dkm!.d..&i
...l.N;<.Dy......E.#rf8..8
S ATV SO k.Ad..
Y...CZj.&+.C2\....X...7T....w

...n..6Mql.g0.

#0."....1.0. success or wait 1 409611

..... 0...0...R1.8.A.8.0.D.E.0
-CEIDI52NOIEI9IA3 2158

0182370a01a082 C.7

0a 84 30820a8030 .2.B.1.2.4.0.B.4.42.F.B.4.
0c06 0a2b060104 F.4

(0L =2 &l (010 (0L (OBL (0725|2222 L (o0 i T et {0
10dc83964439fe  .File....

4e 4e 84 c1Obeb c5
f6 80 9¢c 17 0d 31 31

30313331313735
32 32 33 5a 30 0e 06
Oa 2b 06 01 04 01 82
37 0c 01 02 05 00 30
82 08 ab 30 82 01 bb
04 52 31 00 38 00 41
00 38 00 30 00 44 00
45 00 30 00 43 00 46
00 44 00 35 00 32 00
3100 30 00 45 00 39
00 41 00 33 00 32 00
3500 43 00 37 00 32
00 42 00 31 00 32 00
3400 30 00 42 00 34
00 34 00 32 00 46 00
42 00 34 00 46 00 34
00 32 00 32 00 00 00
31820163 30 3a06
0a 2b 06 01 04 01 82
37 0c 02 01 31 2c 30
2a 1e 08 00 46 00 69
00 6¢ 00 65 02 04 10
01 00 01

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\74
93ECCE\C0705257\CIEO.CFG

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\C3
C84A4C\E1510A13\SiUSBXp.inf

Copyright null 2021

Offset Length Value

unknown 15003

unknown 1728

343031 2c333830
2c 37 38 30 0d Oa 30
2e 313734313109
30 2e 30 30 34 39 36
09 30 2e 32 35 36 38
36 3537 3109 30 2e
30 31 36 34 36 34 34
323709 30 2e 32 35
36 38 36 3537 31 09
30 2e 30 31 30 39 37
36 32 38 34 0d 0a 30
2e 31 37 34 30 39 09
30 2e 30 30 34 39 36
09 30 2e 32 35 36 38
333234313509 30
2e 30 31 36 34 36 34
3138 34 09 30 2e 32
3536 3833323431
3509 30 2e 30 31 30
3937 363132 330d
Oa 30 2e 31 37 34 30
37 09 30 2e 30 30 34
393709 30 2e 32 35
36 37 38 37 37 35 36
09 30 2e 30 31 36 34
39 36 34 30 34 09 30
2e 32 3536 37 38 37
37 35 36 09 30 2e 30
313039 39 37 36 30
33 0d 0a 30 2e 31 37
34 30 36 09 30 2e 30
30 34 39 38 09 30 2e
32353637 353937
34 37 09 30 2e 30 31
36 353238373433
09 30 2e 32 35 36 37
353937

3b 20 53 69 6¢ 61 62
732055534258 70
72657373204472
69 76 65 72 0d Oa 3b
2043 6f 7079 72 69
67 68 74 20 28 63 29
2032 3031 30 2c 20
53 69 6¢ 69 63 6f 6e
20 4c 61 62 6f 72 61
74 6f 72 69 65 73 0d
0Oa 0d Oa 0d Oa 5b 56
65 72 73 69 6f 6e 5d
0d 0a 53 69 67 6e 61
747572 65 3d 24 57
49 4e 44 4f 57 53 20
4e 54 24 0d 0a 43 6¢
61 73 73 3d 55 53 42
0d 0a 43 6¢ 61 7373
47 5549 44 3d 7b 33
36 66 63 39 65 36 30
2d 63 34 36 35 2d 31
3163 66 2d 38 30 35
36 2d 3434343535
33 35 34 30 30 30 30
7d 0d 0a 50 72 6f 76
69 64 65 72 3d 25 4d
46 47 4e 41 4d 45 25
0d 0a 44 72 69 76 65
7256 65 72 3d 30 37
2f 3134 232 30 31 30
2c 33 2e 330d 0a 43
61 74 61 6¢ 6f 67 46
69 6¢ 65 3d 53 69 55
53 42 58 70 2e 63 61
74 0d 0Oa 0d Oa 5b 4d
61 6e 75 66 61 63 74
7572

Source

Ascii Completion Count Address Symbol

401,380,780..0.17411.0.00 success or wait 2
496.0
.25686571.0.016464427.0.
256865
71.0.010976284..0.17409.
0.0049
6.0.256832415.0.01646418
4.0.25
6832415.0.010976123..0.1
7407.0
.00497.0.256787756.0.016
496404
.0.256787756.0.010997603
.0.17
406.0.00498.0.256759747.
0.016528743.0.2567597

409611 WriteFile

; Silabs USBXpress success or wait 1 409611 WriteFile
Driver..; Copyright (c)
2010, Silicon Lab
oratories......[Version]..Sign
ature=$WINDOWS
NT$..Class=USB.
.ClassGUID={36fc9e60-
c465-11cf-8056-
444553540000}..Provider=
%MFGNAME%..DriverVer
=07/14/201
0,3.3..CatalogFile=SiUSBX
p.cat....[Manufactur
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File Path

Offset Length Value

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_lInstalle unknown 52940

rres

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\67
ACD331\98FBEBF9\Reference Spectrum.xlsx

Copyright null 2021

unknown 16596

37 7a bc af 27 1c 00
03 b2 9d 57 fc fb 84 3b
00 00 00 00 00 dd 08
00 00 00 00 00 00 5b
ec d3 d5 ff 0a 00 54 46
52 4d 44 45 53 49 47
4e 00 30 10 09 82 00
00 54 50 46 30 Oa 54
66 72 6d 44 65 73 69
67 6e 09 66 72 6d 44
65 73 69 67 6e 04 4c
65 66 74 03 df 00 03
54 6f 70 03 8a 00 08
48 65 6¢ 70 54 79 70
6507 09 68 74 4b 65
79 77 6f 72 64 Ob 48
65 6¢ 70 4b 65 79 77
6f 72 64 06 10 70 61
73 73 69 6e 67 76 61
7269 61 62 6¢C 65 73
Ob 42 6f 72 64 65 72
49 63 6f 6e 73 Ob Oc
62 69 53 79 73 74 65
6d 4d 65 6e 75 Oa 62
69 4d 69 6e 69 6d 69
7a 65 00 Ob 42 6f 72
64 65 7253 74 79 6C
6507 08 62 73 53 69
6e 67 6¢ 65 07 43 61
70 74 69 6f 6e 06 07
24 54 49 54 4c 45 24
Oc 43 6¢ 69 65 6e 74
48 65 69 67 68 74 03
68 01 Ob 43 6¢ 69 65
6e 74 57 69 64 74 68
03 f1 01 05 43 6f 6¢ 6f

50 4b 03 04 14 00 06
00 08 00 00 00 21 00
c8 a3 cd 34 76 01 00
00 04 05 00 00 13 00
dd 01 5b 43 6f 6e 74
65 6e 74 5f 54 79 70
65 73 5d 2e 78 6d 6¢
20 a2 d9 01 28 a0 00
02 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

7z Wi [.

..... TFRMDESIGN.O.....TP
FO.Tfr
mDesign.frmDesign.Left....
Top.
...HelpType..htKeyword.He
IpKey
word..passingvariables.Bor
derl
cons..biSystemMenu.biMin
imize.
.BorderStyle..bsSingle.Cap
tion
.$TITLES.ClientHeight.h..
ClientWidth....Colo

Source

Completion Count Address Symbol
success or wait 60 409611 WriteFile
success or wait 1 409611 WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS64E0.tmp\data\OFFLINE\67
ACD331\98FBEBF9\Reference Spectrum.xlsx

File Read

File Path

C:\Users\user\Desktop\LI180_win-1.5.1.exe
C:\Users\user\Desktop\LI180_win-1.5.1.exe
C:\Users\user\Desktop\LI180_win-1.5.1.exe
C:\Users\user\Desktop\LI180_win-1.5.1.exe
C:\Users\user\Desktop\LI180_win-1.5.1.exe
C:\Users\user\Desktop\LI180_win-1.5.1.exe
C:\Users\user\Desktop\LI180_win-1.5.1.exe

Length Value Ascii

Completion

27969027 1128a9 ‘..(E...m.).Zf. .b~+... success or wait
450ab3eeld8abd .j.9..>..AC..h."..0.9
eb94290a5a66c4 .p\.Qk.F..s...R.jh<..
20f0627e2bee 83  [..2..5.r.|Qv.3y.p..l....

Obbbb9 b3 6a7fb0 "..l.....rl.V.F]R

e139958ff2ae 3e 06 .....J.+..Z2y[#v.{ *T..
e4f0945e10430d .9.8J..t...P.&.;.;Y....&D

1d a5 68 90 22 a5 14 ..dD.<ga?......)..."%...7]T5..

4f 19 39 f7 07 70 5¢ 5¢ .aa....YBM FSH.

a9 51 el 6blc ad 46
Oe fa c2 e0 73 1d 07 9f
1b 2e 52 11 f8 6a 68
82 3c b6 18 ae 5b b9
b8 3f 9a a2 Oe ed 35 bf
7286 b2 7c 51 76 dd
3379 db 70 9a d8 6¢
09 e7 le c6 22 e8 cf
c9 d5 be 49 fb a6 a8
c489e5113b9103
¢l 724913 07 Oe c6
56 e7 46 Oc 5d 52 16
e6 b8 d1 Oe c9 ab af
5d dc bl 2b 1d 18 85
5a 79 5b Oe 23 76 d2
7b 92 20 2a 0d 54 99
1 cd 39 fa 38 4a d8 c9
04 74 €9 87 cc 06 7
50 ce 26 1f 3b 98 01
3b 59 8f 86 93 19 1c
26 44 €0 b7 64 44 fe
3c 71 61 3f 08 €8 8f 91
05 bd 29 9b ea c4 22
2510 a7 01 37 5d 54
35d7 18 e3 61 61 c2
ca b8 259 42 4d 20
46 53 48 bd

Offset

unknown
unknown
unknown
unknown
unknown
unknown

unknown

Length
4096
4079

32

37

1989
23861
1048576

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Source

Count Address Symbol

1

Count
1

44

1

1

1

1

11

409611 WriteFile

Source

Address Symbol

409551
409551
409551
409551
409551
409551
409551

ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile

Analysis Process: LI-180_Installer.exe PID: 6704 Parent PID: 6472

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

21:53:51
25/02/2021

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.exe

true

\\LI-180_Installer.exe -install /m='C:\Users\user\Desktop\LI180_~1.EXE' /k="

0x400000
6156254 bytes

A94344CD648287F3BC40B538AF42190B

true
true

Borland Delphi
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Yara matches:

Reputation:

File Activities

File Created

File Path
C:\Users\user\AppData\Local\Temp\7z6C81.tmp

C:\Users\user\AppData\Local\lll

C:\Users\user\AppData\Local\ll\7z.dll

C:\Users\user\AppData\Local\Temp\lang.loc

C:\Users\user\AppData\Local\Temp\mial

C:\Users\user\AppData\Local\Temp\mial\installaware.png

C:\Users\user\AppData\Local\Temp\mia.tmp

C:\Users\user\AppData\Local\Temp\mial

C:\Users\user\AppData\Local\Temp\mial\componentstree.dfm

C:\Users\user\AppData\Local\Temp\mial\componentstree.dfm.miaf

C:\Users\user\AppData\Local\Temp\mial\destination.dfm

C:\Users\user\AppData\Local\Temp\mial\destination.dfm.miaf

C:\Users\user\AppData\Local\Temp\mial\finish.dfm

C:\Users\user\AppData\Local\Temp\mial\finish.dfm.miaf

C:\Users\user\AppData\Local\Temp\mial\icon.ico

C:\Users\user\AppData\Local\Temp\mial\license.rtf

Copyright null 2021

Access

read attributes |
synchronize |
generic read

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic read |
generic write

read data or list
directory |
synchronize

read attributes |
synchronize |
generic read |
generic write

read attributes |
synchronize |
generic read |
generic write

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

e Rule: JoeSecurity_DelphiSystemParamCount, Description: Detected Delphi use of
System.ParamCount(), Source:
00000005.00000000.220729543.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_DelphiSystemParamCount, Description: Detected Delphi use of
System.ParamCount(), Source:
00000005.00000002.365949465.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_DelphiSystemParamCount, Description: Detected Delphi use of
System.ParamCount(), Source: C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-
180_Installer.exe, Author: Joe Security

low

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

object name collision

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

1

Source
Address

6E11F20A

4250F6

6E11F09A

406351

4250F6

424352

406351

6E10F35F

6E110622

6E110622

6E110622

6E110622

6E110622

6E110622

6E110622

6E110622

Symbol
GetTempFileNameW

CreateDirectoryW

CreateFileWw

CreateFileWw

CreateDirectoryW

CreateFileWw

CreateFileWw

CreateDirectoryW

CreateFileWw

CreateFileWw

CreateFileWw

CreateFileWw

CreateFileWw

CreateFileWw

CreateFileWw

CreateFileWw
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\mial\licensecheck.dfm read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\licensecheck.dfm.miaf read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\maintenance.dfm read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\maintenance.dfm.miaf read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\prereq.dfm read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\prereq.dfm.miaf read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\progress.dfm read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\progress.dfm.miaf read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\progressprereq.dfm read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\progressprereq.dfm.miaf read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\readme.dfm read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\readme.dfm.miaf read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\registration.dfm read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\registration.dfm.miaf read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\registrationwithserial.dfm read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\registrationwithserial.dfm.miaf  read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\setuptype.dfm read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\setuptype.dfm.miaf read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\startinstallation.dfm read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\startinstallation.dfm.miaf read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\startmenu.dfm read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\startmenu.dfm.miaf read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\welcome.dfm read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\welcome.dfm.miaf read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\wizard.dfm read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mial\wizard.dfm.miaf read attributes | device synchronous io  success or wait 1 6E110622 CreateFileW
synchronize | non alert | non
generic write directory file
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File Path
C:\Users\user\AppData\Local\Temp\mial\lnstall Fonts EXE-Plugin.dll

C:\Users\user\AppData\Local\Temp\mial\mDIFXEXE.dIl

C:\Users\user\AppData\Local\Temp\mial\mMSIExec.dll

C:\Users\user\AppData\Local\Temp\mial\LI-180_Installer.msi

C:\Users\user\AppData\Local\Temp\{4963F2A4-325D-4774-8D8D-86
D68B3EE27C}

C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}

C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}\LI-180
_Installer.exe

C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}\LI-180
_Installer.msi

C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}\LI-180
_Installer.res

C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEBNmia.lib

C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}\LI-180
_Installer.dat

C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}\LI-180
_Installer.par

C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}\LI-180
_Installer.Ink

C:\ProgramData\{E6FF8B17-66F1-4213-A668-EBEAEBBA4AEB}instan
ce.dat

File Deleted

File Path
C:\Users\user\AppData\Local\Temp\7z6C81.tmp
C:\Users\user\AppData\Local\Temp\lang.loc
C:\Users\user\AppData\Local\Temp\mia.tmp

Copyright null 2021

Access

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read data or list device
directory | read
attributes |

delete | write

dac |

synchronize |

generic read |

generic write

read attributes | device
synchronize |
generic write

read data or list device
directory |
synchronize

read data or list device
directory | read
attributes |

delete | write

dac |

synchronize |

generic read |

generic write

read data or list device
directory | read
attributes |

delete | write

dac |

synchronize |

generic read |

generic write

read data or list device
directory | read
attributes |

delete | write

dac |

synchronize |

generic read |

generic write

read data or list device
directory | read
attributes |

delete | write

dac |

synchronize |

generic read |

generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic read |
generic write

read attributes | device
synchronize |
generic read |
generic write

read attributes | device
synchronize |
generic write

Attributes

Options Completion

synchronous io  success or wait 1
non alert | non
directory file

synchronous io  success or wait 1
non alert | non
directory file

synchronous io  success or wait 1
non alert | non
directory file

sequential only | success or wait 1
non directory
file

synchronous io  success or wait 1
non alert | non
directory file

directory file | success or wait 1
synchronous io

non alert | open

for backup ident

| open reparse

point

sequential only | success or wait 1
synchronous io

non alert | non

directory file

sequential only | success or wait 1
synchronous io

non alert | non

directory file

sequential only | success or wait 1
synchronous io

non alert | non

directory file

sequential only | success or wait 1
synchronous io

non alert | non

directory file

synchronous io  success or wait 1
non alert | non
directory file

synchronous io  success or wait 1
non alert | non
directory file

synchronous io  success or wait 1
non alert | non
directory file

synchronous io  success or wait 1
non alert | non
directory file

Completion
success or wait
success or wait

success or wait

Source

Count Address Symbol

6E110622 CreateFileW

6E110622 CreateFileW

6E110622 CreateFileW

82E91A  CopyFilew
4051D9  CreateFileW
4250F6 CreateDirectoryW
7F9098 CopyFilew
7F9197 CopyFilew
7F92E8  CopyFilew
7F935F  CopyFilew
4051D9  CreateFileW
424352 CreateFileWw
424352 CreateFileWw
4051D9  CreateFileW
Source

Count Address Symbol

1 6E11F117 DeleteFileW
1 424BED  DeleteFilewW
1 424BED  DeleteFilewW
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Source

File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\{4963F2A4-325D-4774-8D8D-86 D68B3EE27C} success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\componentstree.dfm success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\componentstree.dfm.miaf success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\destination.dfm success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\destination.dfm.miaf success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\finish.dfm success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\finish.dfm.miaf success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\icon.ico success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\lnstall Fonts EXE-Plugin.dll success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\installaware.png success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\LI-180_Installer.msi success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\license.rtf success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\licensecheck.dfm success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\licensecheck.dfm.miaf success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\maintenance.dfm success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\maintenance.dfm.miaf success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\mDIFXEXE.dIl success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\mMSIExec.dll success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\prereq.dfm success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\prereq.dfm.miaf success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\progress.dfm success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\progress.dfm.miaf success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\progressprereq.dfm success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\progressprereq.dfm.miaf success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\readme.dfm success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\readme.dfm.miaf success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\registration.dfm success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\registration.dfm.miaf success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\registrationwithserial.dfm success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\registrationwithserial.dfm.miaf success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\setuptype.dfm success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\setuptype.dfm.miaf success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\startinstallation.dfm success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\startinstallation.dfm.miaf success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\startmenu.dfm success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\startmenu.dfm.miaf success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\welcome.dfm success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\welcome.dfm.miaf success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\wizard.dfm success or wait 1 424BED  DeleteFilew
C:\Users\user\AppData\Local\Temp\mial\wizard.dfm.miaf success or wait 1 424BED  DeleteFilew
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
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File Path

C:\Users\user\AppData\Local\Temp\7z6C81.tmp

C:\Users\user\AppData\Local\ll\7z.dll

Copyright null 2021

Offset Length
unknown 914432

unknown 914432

Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 10 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 7ff1 1a 30 3b 90
74 63 3b 90 74 63 3b
90 74 63 54 8f 7f 63
3890 74 63 b8 8c 7a
63 3390 74 63 54 8f
7e 63 3f90 74 63 54
8f 70 63 39 90 74 63
b5 98 2b 63 3a 90 74
63 3b 90 75 63 48 90
74 63 b8 98 29 63 3¢
90 74 63 0d b6 7f 63
€9 90 74 63 54 e6 de
63 1a 90 74 63 54 e6
ea 633990 74 63 fc
96 72 63 3a 90 74 63
c4 b0 70 63 3a 90 74
63 52 69 63 68 3b 90
74 63 00 00 00 00 00
00 00

4d 5a 90 00 03 00 00

00 04 00 00 00 ff ff 00 ...

00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 10 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 7ff1 1a 30 3b 90
7463 3b 90 74 63 3b
90 74 63 54 8f 7f 63
3890 74 63 b8 8c 7a
63 3390 74 63 54 8f
7e 63 3f90 74 63 54
8f 70 63 39 90 74 63
b5 98 2b 63 3a 90 74
63 3b 90 75 63 48 90
74 63 b8 98 29 63 3¢
90 74 63 0d b6 7f 63
€9 90 74 63 54 e6 de
63 1a 90 74 63 54 e6
ea 633990 74 63 fc
96 72 63 3a 90 74 63
c4 b0 70 63 3a 90 74
63 52 69 63 68 3b 90
74 63 00 00 00 00 00
00 00

..L.IThis program
cannot be run in DOS
mode....

S 0;.tc;.tc;.tcT..c8.
tc..zc3.tcT.~c?.tcT.pc9.tc..
+C

w.tc;.ucH.tc..)e<.tc...c..tcT.

.C..tcT..c9.tc..rc..tc..pc:.tc
Rich;.tc.......

MZ..

............ 1..L.IThis program
cannot be run in DOS
mode....
$..........0;.tc;.tc;.tcT..c8.

tc..zc3.tcT.~c?.tcT.pc9.tc..

iC

w.tc;.ucH.tc..)c<.tc...c..tcT.

.C..tcT..c9.tc..rc..tc..pc:.tc
Rich;.tc.......

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

6E11FOBO WriteFile

6E11FOBO WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\lang.loc

C:\Users\user\AppData\Local\Temp\mial\installaware.png

Copyright null 2021

Offset Length Value

unknown 161742 50 6¢ 65 61 73 65 20

unknown 1597

69 6e 73 74 61 6¢ 6C
20 74 68 65 20 63 6f
6d 6d 6f 6e 20 63 6f
6e 74 72 6f 6¢ 73 20
757064 617465 20
66 72 6f 6d 20 4d 69
63 72 6f 73 6f 66 74
20 62 65 66 6f 72 65
2061 74 74 65 6d 70
74 69 6e 67 20 74 6f
20 69 6e 73 74 61 6¢
6¢ 20 74 68 69 73 20
7072 6f 64 75 63 74
2e 0d 0a 53 65 74 75
7020 72 65 73 6f 75
72 63 65 20 6e 6f 74
20 66 6f 75 6e 64 0d
0a 53 6574 75 70 20
72 65 73 6f 75 72 63
65 20 64 65 63 6f 6d
7072 65 73 73 69 6f
6e 20 66 61 69 6¢ 75
72 65 0d 0a 53 65 74
75702064 617461
62 61 73 65 20 6e 6f
74 20 66 6f 75 6e 64
0d 0a 52 75 6e 74 69
6d 65 20 65 72 72 6f
72 20 69 6e 20 69 6e
73 74 61 6¢ 6¢C 3a 20
0d 0a 62 79 74 65 73
0d 0a 4b 42 0d 0a 4d
42 0d 0a 41 74 74 65
6d 70 74 69 6e 67 20
74 6f 20 67 65 74 20
76 61 6¢

89 50 4e 47 0d Oa la
0a 00 00 00 0d 49 48
44 52 00 00 00 20 00
00 00 20 08 06 00 00
00 73 7a 7a f4 00 00
06 04 49 44 4154 78
da bd 57 Ob 4c 93 57
14 be e5 21 2 03 64
6c ce 27 ea 40 c5 31
30 d8 80 61 a5 a5 d0
da ae 19 32 08 54 27
a0 16 a7 88 0a 53 44
11 05 2d 50 4b 40 74
08 05 b7 96 87 3a 35
33 8a 82 e09c 20 3a
23 46 a9 88 03 a7 a8
ac db 7c 22 a8 db 92
bd 4c 16 el ee 9c d2
36 20 6d 29 4c 77 93
13 ca ff df f3 7f df 39
e7 9e ef de 4b c8 2b
le 62 bl d8 da 7a b6
78 al 8b 7f a4 93 9f of
9f 3d 97 cb b5 91 4a
a5 56 e4 ff 18 08 6e
33 5b9c 42 bc 16 76
5b 6d ae d4 f8 84 2f
5 10 Oa 85 6f 30 99
4c db d7 Oe 8e 51 da
cd 8e 08 26 9e e2 17
24 7e 3f 25 25 3f 50
47 f9 c9 53 3c 1e ef
5d c8 c2 18 24 {7 5a
cl1d 99 al ae Oc 4f
13322 96 6b c1 d1
18 c5 6d 5d d3 e3 32
53

Ascii

Completion

Please install the common success or wait

controls update from
Microsoft before
attempting to install this

product...Setup resource

not found..Setup resource

decompression

failure..Setup database not

found..Runtime error in in

stall:
..bytes..KB..MB..Attemp
ting to get val

$~2%%?
PG..S<.]..$.Z....0
3"k...m]..2S

S

success or wait

Source

Count Address Symbol

1

1

4054B1  WriteFile

4244E5  WriteFile
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File Path
C:\Users\user\AppData\Local\Temp\mia.tmp

Offset Length Value

unknown 62942

C:\Users\user\AppData\Local\Temp\mial\componentstree.dfm unknown 33309

Copyright null 2021

ef bb bf 43 6f 6d 6d
65 6e 74 0d Oa 43 6f
6d 6d 65 6e 74 0d Oa
43 6f 64 65 20 46 6f
6C 64 69 6e 67 20 52
65 67 69 6f 6e 0d Oa
43 6f 64 65 20 46 6f
6C 64 69 6e 67 20 52
65 67 69 6f 6e 0d Oa
43 6f 6d 6d 65 6e 74
0d 0a 43 6f 64 65 20
46 6f 6¢ 64 69 6e 67
20 52 65 67 69 6f 6e
0d 0a 43 6f 6d 6d 65
6e 74 0d Oa 43 6f 64
65 20 46 6f 6¢ 64 69
6e 67 20 52 65 67 69
6f 6e 0d Oa 43 6f 6d
6d 65 6e 74 0d Oa 53
6574 20 56 61 72 69
61 62 6¢ 65 0d 0a 53
6574 20 56 61 72 69
61 62 6¢ 65 0d Oa 43
6f 6d 6d 65 6e 74 0d
0a 49 66 0d Oa 53 65
742056 61 7269 61
62 6¢ 65 0d Oa 53 65
742056 61 72 69 61
62 6¢ 65 0d Oa 45 6e
64 0d Oa 43 6f 6d 6d
65 6e 74 0d Oa 43 6f
64 65 20 46 6f 6¢ 64
69 6e 67 20 52 65 67
69 6f 6e 0d Oa 43 6f
6d 6d 65 6e 74 0d Oa
43 6f 64 65 20 46 6f
6¢C 64 69

ff 0a 00 54 46 52 4d
44 45 53 49 47 4e 00
30 10 09 82 00 00 54
50 46 30 0a 54 66 72
6d 44 65 73 69 67 6e
09 66 72 6d 44 65 73
69 67 6e 04 4c 65 66
74 03 df 00 03 54 6f
70 03 8a 00 08 48 65
6¢ 70 54 79 70 65 07
09 68 74 4b 65 79 77
6f 72 64 Ob 48 65 6¢C
70 4b 6579 77 6f 72
64 06 107061 73 73
69 6e 67 76 61 72 69
61 62 6¢ 65 73 Ob 42
6f 72 64 65 72 49 63
6f 6e 73 Ob Oc 62 69
5379 73 74 65 6d 4d
65 6e 75 0a 62 69 4d
69 6e 69 6d 69 7a 65
00 0b 42 6f 72 64 65
7253 74 79 6¢ 65 07
08 62 73 53 69 6e 67
6c 6507 4361 70 74
69 6f 6e 06 07 24 54
49 54 4¢ 45 24 Oc 43
6C 69 65 6e 74 48 65
69 67 68 74 03 68 01
Ob 43 6¢ 69 65 6e 74
57 69 64 74 68 03 f1
01 05 43 6f 6¢ 6f 72
07 09 63 6¢ 42 74 6e
46 61 63 65 Oc 46 6f
6e 74 2e 4368 61 72
73 65 74 07 0f 44 45
46 41 55

Ascii Completion

...Comment..Comment..Co success or wait
de Folding Region..Code
Folding Regio
n..Comment..Code Folding
Region..Comment..Code
Folding Regio
n..Comment..Set
Variable..Set
Variable..Comment..If..Set
Variable..Set
Variable..End..Comm
ent..Code Folding
Region..Comment..Code
Foldi

...TFRMDESIGN.0.....TPF success or wait
0.TfrmD
esign.frmDesign.Left....Top

.HelpType..htKeyword.Hel
pKeywo
rd..passingvariables.Borde
rlco
ns..biSystemMenu.biMinim
ize..B
orderStyle..bsSingle.Capti
on..
$TITLES.ClientHeight.h..Cl
ient
Width....Color..cIBtnFace.F
ont.Charset..DEFAU

Source

Count Address Symbol

1

1

4054B1  WriteFile

6E11056D WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\mial\componentstree.dfm.miaf

C:\Users\user\AppData\Local\Temp\mial\destination.dfm

Copyright null 2021

Offset Length Value

unknown 374

unknown 33184

49 46 20 28 47 6¢ 61
7373243617074
69 6f 6e 20 3c 3e 20
54 52 55 45 29 20 20
54 48 45 4e 20 20 53
65 70 61 72 61 74 6f
72 2e 56 69 73 69 62
6c 65 20 3a 3d 20 54
72 75 65 3b 0d 0a 49
46 20 28 47 6¢ 61 73
73 2e 4361 70 74 69
6f 6e 20 3c 3e 20 54
52 55 45 29 20 20 54
48 45 4e 20 20 49 6e
73 74 61 6¢ 6C 41 77
61 72 65 2e 56 69 73
69 62 6¢ 65 20 3a 3d
2054 72 75 65 3b 0d
0a 49 46 20 28 47 6¢
6173 73 2e 43 61 70
74 69 6f 6e 20 3d 20
54 52 55 45 29 20 20
54 48 45 4e 20 20 49
6e 73 74 61 6¢ 6¢ 2e
56 69 73 69 62 6¢ 65
203a3d 20547275
65 3b 0d 0a 49 46 20
2847 6¢c 61 7373 2e
43 61 70 74 69 6f 6e
20 3d 20 54 52 55 45
29 20 20 54 48 45 4e
20205365 706172
61 74 6f 72 2e 56 69
73 69 62 6¢ 65 20 3a
3d 20 46 61 6¢ 73 65
3b 0d 0a 49 46 20 28
47 6¢ 61

ff 0a 00 54 46 52 4d
44 45 53 49 47 4e 00
30 10 8¢ 81 00 00 54
50 46 30 0a 54 66 72
6d 44 65 73 69 67 6e
09 66 72 6d 44 65 73
69 67 6e 04 4c 65 66
74 03 e2 00 03 54 6f
7002 7c 08 48 65 6C
7054 79 70 65 07 09
68 74 4b 65 79 77 6f
72 64 0b 48 65 6¢ 70
4b 65 79 77 6f 72 64
06 10 70 61 73 73 69
6e 67 76 61 72 69 61
62 6¢ 65 73 Ob 42 6f
72 64 65 72 49 63 6f
6e 73 0b Oc 62 69 53
79 73 74 65 6d 4d 65
6e 75 0a 62 69 4d 69
6e 69 6d 69 7a 65 00
Ob 42 6f 72 64 65 72
53 74 79 6¢ 65 07 08
62 73 53 69 6e 67 6C
6507 43 61 70 74 69
6f 6e 06 07 24 54 49
54 4¢ 45 24 Oc 43 6¢
69 65 6e 74 48 65 69
67 68 74 03 68 01 Ob
43 6¢ 69 65 6e 74 57
69 64 74 68 03 f1 01
05 43 6f 6¢ 6f 72 07
09 63 6¢ 42 74 6e 46
61 63 65 Oc 46 6f 6e
7424368617273
65 74 07 Of 44 45 46
4155 4c

Ascii

IF (Glass.Caption <>
TRUE) THEN
Separator.Visible := True;
..IF (Glass.Caption <>
TRUE) THEN
InstallAware.Visible :=
True;..IF (Glass.Caption =
TRUE) THEN
Install.Visible := True;..IF
(Glass.Caption = TRUE)
THEN Separator.Visible :=
False;..IF (Gla

...TFRMDESIGN.O.....TPF
0.TfrmD
esign.frmDesign.Left....Top
-
HelpType..htKeyword.Help
Keywor
d..passingvariables.Border
Icon
s..biSystemMenu.biMinimi
ze..Bo
rderStyle..bsSingle.Captio
n.$
TITLES.ClientHeight.h..Cli
entw
idth....Color..clBtnFace.Fo
nt.Charset..DEFAUL

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

6E11056D WriteFile

6E11056D WriteFile
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File Path

Offset Length

C:\Users\user\AppData\Local\Temp\mial\destination.dfm.miaf unknown 374

C:\Users\user\AppData\Local\Temp\mial\finish.dfm

Copyright null 2021

unknown 131072

Value

49 46 20 28 47 6¢ 61
7373243617074
69 6f 6e 20 3c 3e 20
54 52 55 45 29 20 20
54 48 45 4e 20 20 53
65 70 61 72 61 74 6f
72 2e 56 69 73 69 62
6¢ 65 20 3a 3d 20 54
72 75 65 3b 0d 0a 49
46 20 28 47 6¢ 61 73
73 2e 4361 70 74 69
6f 6e 20 3c 3e 20 54
52 55 45 29 20 20 54
48 45 4e 20 20 49 6e
73 74 61 6¢ 6C 41 77
61 72 65 2e 56 69 73
69 62 6¢ 65 20 3a 3d
2054 72 75 65 3b 0d
0a 49 46 20 28 47 6¢
6173 73 2e 43 61 70
74 69 6f 6e 20 3d 20
54 52 55 45 29 20 20
54 48 45 4e 20 20 49
6e 73 74 61 6c 6¢ 2e
56 69 73 69 62 6¢ 65
203a3d 20547275
65 3b 0d 0a 49 46 20
28 47 6c 61 7373 2e
43 61 70 74 69 6f 6e
20 3d 20 54 52 55 45
29 20 20 54 48 45 4e
202053657061 72
61 74 6f 72 2e 56 69
73 69 62 6¢ 65 20 3a
3d 20 46 61 6¢ 73 65
3b 0d 0a 49 46 20 28
47 6¢ 61

ff 0a 00 54 46 52 4d
44 45 53 49 47 4e 00
30 10 ba 75 02 00 54
50 46 30 0a 54 66 72
6d 44 65 73 69 67 6e
09 66 72 6d 44 65 73
69 67 6e 04 4c 65 66
74 03 f8 00 03 54 6f
70 03 9¢ 00 08 48 65
6¢ 70 54 79 70 65 07
09 68 74 4b 65 79 77
6f 72 64 Ob 48 65 6¢
70 4b 6579 77 6f 72
64 06 107061 73 73
69 6e 67 76 61 72 69
61 62 6¢ 65 73 Ob 42
6f 72 64 65 72 49 63
6f 6e 73 Ob Oc 62 69
5379 73 74 65 6d 4d
65 6e 75 0a 62 69 4d
69 6e 69 6d 69 7a 65
00 0b 42 6f 72 64 65
7253 74 79 6¢ 65 07
08 62 73 53 69 6e 67
6¢ 6507 4361 70 74
69 6f 6e 06 07 24 54
49 54 4¢ 45 24 Oc 43
6C 69 65 6e 74 48 65
69 67 68 74 03 68 01
Ob 43 6¢ 69 65 6e 74
57 69 64 74 68 03 f1
01 05 43 6f 6¢ 6f 72
07 09 63 6¢ 42 74 6e
46 61 63 65 Oe 44 6f
75 62 6¢ 65 42 75 66
66 65 72 65 64 09 Oc
46 6f 6e

Ascii

IF (Glass.Caption <>
TRUE) THEN

Separator.Visible := True;

..IF (Glass.Caption <>
TRUE) THEN
InstallAware.Visible :=

True;..IF (Glass.Caption =

TRUE) THEN

Install.Visible := True;..IF

(Glass.Caption = TRUE)

THEN Separator.Visible :=

False;..IF (Gla

Completion

success or wait

...TFRMDESIGN.0..u..TPF success or wait

0.TfrmD

esign.frmDesign.Left....Top

.HelpType..htKeyword.Hel

pKeywo

rd..passingvariables.Borde

rlco

ns..biSystemMenu.biMinim

ize..B

orderStyle..bsSingle.Capti

on..

$TITLES.ClientHeight.h..Cl

ient

Width....Color..cIBtnFace.

DoubleBuffered..Fon

Source

Count Address Symbol

1

2

6E11056D WriteFile

6E11056D WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\mial\finish.dfm.miaf

C:\Users\user\AppData\Local\Temp\mial\icon.ico

Copyright null 2021

Offset Length
unknown 1938

unknown 102009

Value

ef bb bf 49 46 20 28
63 68 65 63 6b 53 75
63 63 6573 73 2e 43
61 70 74 69 6f 6e 20
3d 20 43 4f 4d 50 4c
4554 45 29 20 20 54
48 45 4e 20 20 74 65
78 74 43 6f 6d 70 6¢
65 74 65 2e 56 69 73
69 62 6¢ 65 20 3a 3d
2054 7275 65 3b 0d
Oa 49 46 20 28 63 68
65 63 6b 53 75 63 63
657373 2e 436170
74 69 6f 6e 20 3d 20
52 45 42 Af Af 54 29
2020 54 48 45 4e 20
2074 6578 74 52 65
62 6f 6f 74 2e 56 69
73 69 62 6¢ 65 20 3a
3d 2054 72 75 65 3b
0d 0a 49 46 20 28 63
68 65 63 6b 53 75 63
63 6573 73 2e 43 61
70 74 69 6f 6e 20 3d
204341 4e 4345 4c
2920 20 54 48 45 4e
202074657874 43
61 6e 63 65 6¢ 6¢ 65
64 2e 56 69 73 69 62
6¢ 65 20 3a 3d 20 54
72 75 65 3b 0d 0a 49
46 20 28 63 68 65 63
6b 53 75 63 63 65 73
73 2e 436170 74 69
6f 6e 20 3d 20 45 52
52 4f 52

00 00 01 00 06 00 00
00 00 00 01 00 20 00
0Ob 09 00 00 66 00 00
00 80 80 00 00 01 00
200028 08 01 00 71
09 00 00 40 40 00 00
01 00 20 00 28 42 00
0099 11 01 00 30 30
00 00 01 00 20 00 a8
250000 c1 53 01 00
20 20 00 00 01 00 20
00 a8 10 00 00 69 79
01 00 10 10 00 00 01
00 20 00 68 04 00 00
11 8a 01 00 89 50 4e
47 0d Oa 1a 0a 00 00
00 0d 49 48 44 52 00
00 01 00 00 00 01 00
08 06 00 00 00 5¢ 72
a8 66 00 00 08 d2 49
44 41 54 78 da ed dd
5d 88 6d 65 19 07 fO
e7 a4 51 91 62 86 a2
8565 17 92 d0 45 a5
21042194 ed 3e 84
c2 a4 d4 23 a5 7993
2976 d3 cd Oa 2a ec
04 59 b6 8b a0 8b 8a
ac b4 8b ea 98 89 67
922c8a75531418
a8 d5 5d 08 15 56 Oa
66 1f 64 49 5a ea €9
62 9e 97 d1 7d b2 73
ce ec d9 fb 9d bd 9f df
efe6 79 d9 33 b3 d6
bb 16 33 cf fb df 1f 6b
4d

Ascii

IF
(checkSuccess.Caption =
COMPLETE) THEN
textComplete.Visible :=
True;..IF (checkSuc
cess.Caption = REBOOT)
THEN textReboot.Visible
= True;..IF
(checkSuccess.Caption =
CANCEL) THEN
textCancelled.Visible :=
True;..IF (checkSuccess.
Caption = ERROR

JVAdIZ b Ys..
y.3...3..kM

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

6E11056D WriteFile

6E11056D WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\mial\license.rtf

C:\Users\user\AppData\Local\Temp\mial\licensecheck.dfm

Copyright null 2021

Offset Length Value

unknown 8029

unknown 32515

7b 5c 72 74 66 31 5¢
66 62 69 64 69 73 5¢
61 6e 73 69 5c 61 6e
73 69 63 70 67 39 35
30 5¢ 64 65 66 66 30
5¢ 64 65 66 6¢ 61 6e
67 31 30 33 33 5¢c 64
65 66 6¢ 61 6e 67 66
6531303238 7b5¢c
66 6f 6e 74 74 62 6¢
7b 5c 66 30 5c 66 73
7769 73 73 5¢ 66 70
7271 32 5c 66 63 68
6172 73 65 74 30 20
54 61 68 6f 6d 61 3b
7d 7b 5c 66 31 5c 66
6e 69 6¢ 5c 66 63 68
61727365743133
36 20 54 61 68 6f 6d
61 3b 7d 7d 0d Oa 5¢
76 69 65 77 6b 69 6e
64 34 5¢ 75 63 31 5¢
7061 72 64 5c 6¢c 74
72706172 5c 6¢ 61
6e 67 31 30 32 38 5¢
66 30 5¢ 66 73 31 36
20 45 4e 44 20 55 53
4552 20 4c 49 43 45
4e 53 452041 47 52
45 45 4d 45 4e 54 20
5c 70 61 72 0d Oa 5¢
7061 72 0d Oa 5¢c 70
61 72 0d Oa 5¢c 6¢ 61
6e 67 31 30 33 33 20
54 68 69 73 20 63 6f
70 79 20 6f 66 20 4c
49 2d 31

ff 0a 00 54 46 52 4d
44 45 53 49 47 4e 00
30 10 ef 7e 00 00 54
50 46 30 0a 54 66 72
6d 44 65 73 69 67 6e
09 66 72 6d 44 65 73
69 67 6e 04 4c 65 66
74 03 cc 00 03 54 6f
70 03 8a 00 08 48 65
6¢ 70 54 79 70 65 07
09 68 74 4b 65 79 77
6f 72 64 Ob 48 65 6¢C
70 4b 6579 77 6f 72
64 06 107061 73 73
69 6e 67 76 61 72 69
61 62 6¢ 65 73 Ob 42
6f 72 64 65 72 49 63
6f 6e 73 Ob Oc 62 69
5379 73 74 65 6d 4d
65 6e 75 0a 62 69 4d
69 6e 69 6d 69 7a 65
00 0b 42 6f 72 64 65
7253 74 79 6¢ 65 07
08 62 73 53 69 6e 67
6c 6507 4361 70 74
69 6f 6e 06 07 24 54
49 54 4¢ 45 24 Oc 43
6C 69 65 6e 74 48 65
69 67 68 74 03 68 01
Ob 43 6¢ 69 65 6e 74
57 69 64 74 68 03 f1
01 05 43 6f 6¢ 6f 72
07 09 63 6¢ 42 74 6e
46 61 63 65 Oc 46 6f
6e 74 2e 4368 61 72
73 65 74 07 0f 44 45
46 41 55
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Offset Length

unknown 502

unknown 131072

Value

49 46 20 28 4c 69 63
65 6e 73 65 43 68 65
63 6b 2e 43 68 65 63
6b 65 64 20 3d 20 54
727565 29 20 20 54
48 45 4e 20 20 4e 65
78 74 2e 45 6e 61 62
6¢ 65 64 20 3a 3d 20
54 72 75 65 3b 0d Oa
49 46 20 28 4c 69 63
65 6e 73 65 43 68 65
63 6b 2e 43 68 65 63
6b 65 64 20 3d 20 46
61 6¢ 73 65 29 20 20
54 48 45 4e 20 20 4e
6578 74 2e 45 6e 61
62 6¢ 65 64 20 3a 3d
2046 61 6¢ 73 65 3b
0d 0a 49 46 20 28 47
6c 61 73 73 2e 43 61
70 74 69 6f 6e 20 3c

3e 20 54 52 55 45 29
2020 54 48 45 4e 20
2053657061 7261
74 6f72 2e 56 69 73

69 62 6¢ 65 20 3a 3d
2054 7275 65 3b 0d
Oa 49 46 20 28 47 6¢
6173732436170
74 69 6f 6e 20 3c 3e

2054 52 55 45 29 20
20 54 48 45 4e 20 20
49 6e 73 74 61 6¢ 6C
4177 6172 65 2e 56
69 73 69 62 6¢ 65 20
3a3d 2054 727565
3b 0d Oa

ff 0a 00 54 46 52 4d
44 45 53 49 47 4e 00
30 10 5¢ 73 02 00 54
50 46 30 0a 54 66 72
6d 44 65 73 69 67 6e
09 66 72 6d 44 65 73
69 67 6e 04 4c 65 66
74 03 ec 00 03 54 6f
70 03 8e 00 08 48 65
6¢ 70 54 79 70 65 07
09 68 74 4b 65 79 77
6f 72 64 Ob 48 65 6¢C
70 4b 6579 77 6f 72
64 06 107061 73 73
69 6e 67 76 61 72 69
61 62 6¢ 65 73 Ob 42
6f 72 64 65 72 49 63
6f 6e 73 Ob Oc 62 69
5379 73 74 65 6d 4d
65 6e 75 0a 62 69 4d
69 6e 69 6d 69 7a 65
00 0b 42 6f 72 64 65
7253 74 79 6¢ 65 07
08 62 73 53 69 6e 67
6c 6507 4361 70 74
69 6f 6e 06 07 24 54
49 54 4¢ 45 24 Oc 43
6C 69 65 6e 74 48 65
69 67 68 74 03 68 01
Ob 43 6¢ 69 65 6e 74
57 69 64 74 68 03 f1
01 05 43 6f 6¢ 6f 72
07 09 63 6¢ 42 74 6e
46 61 63 65 Oc 46 6f
6e 74 2e 4368 61 72
73 65 74 07 0f 44 45
46 41 55

Ascii

IF (LicenseCheck.Checked success or wait

=True) THEN
Next.Enabled := True;..IF
(LicenseCheck.Checked =
False) THEN
Next.Enabled := False;..IF
(Glass.Caption <> TRUE)
THEN Separator.Visible :=
True;..IF (Glass.Caption
<>TRUE) THEN
InstallAware.Visible :=
True;..

...TFRMDESIGN.0.\s..TPF success or wait
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Offset Length Value

unknown 374

unknown 32639

49 46 20 28 47 6¢ 61
7373243617074
69 6f 6e 20 3c 3e 20
54 52 55 45 29 20 20
54 48 45 4e 20 20 53
65 70 61 72 61 74 6f
72 2e 56 69 73 69 62
6c 65 20 3a 3d 20 54
72 75 65 3b 0d 0a 49
46 20 28 47 6¢ 61 73
73 2e 4361 70 74 69
6f 6e 20 3c 3e 20 54
52 55 45 29 20 20 54
48 45 4e 20 20 49 6e
73 74 61 6¢ 6C 41 77
61 72 65 2e 56 69 73
69 62 6¢ 65 20 3a 3d
2054 72 75 65 3b 0d
0a 49 46 20 28 47 6¢
6173 73 2e 43 61 70
74 69 6f 6e 20 3d 20
54 52 55 45 29 20 20
54 48 45 4e 20 20 49
6e 73 74 61 6¢ 6¢ 2e
56 69 73 69 62 6¢ 65
203a3d 20547275
65 3b 0d 0a 49 46 20
28 47 6c 61 7373 2e
43 61 70 74 69 6f 6e
20 3d 20 54 52 55 45
29 20 20 54 48 45 4e
20205365 706172
61 74 6f 72 2e 56 69
73 69 62 6¢ 65 20 3a
3d 20 46 61 6¢ 73 65
3b 0d 0a 49 46 20 28
47 6¢ 61

ff 0a 00 54 46 52 4d
44 45 53 49 47 4e 00
30 10 6b 7f 00 00 54
50 46 30 0a 54 66 72
6d 44 65 73 69 67 6e
09 66 72 6d 44 65 73
69 67 6e 04 4c 65 66
74 03 dc 00 03 54 6f
7002 7b 08 48 65 6¢
7054 79 70 65 07 09
68 74 4b 65 79 77 6f
72 64 0b 48 65 6¢ 70
4b 65 79 77 6f 72 64
06 10 70 61 73 73 69
6e 67 76 61 72 69 61
62 6¢ 65 73 Ob 42 6f
72 64 65 72 49 63 6f
6e 73 0b Oc 62 69 53
79 73 74 65 6d 4d 65
6e 75 0a 62 69 4d 69
6e 69 6d 69 7a 65 00
Ob 42 6f 72 64 65 72
53 74 79 6¢ 65 07 08
62 73 53 69 6e 67 6C
6507 43 61 70 74 69
6f 6e 06 07 24 54 49
54 4¢ 45 24 Oc 43 6¢
69 65 6e 74 48 65 69
67 68 74 03 68 01 Ob
43 6¢ 69 65 6e 74 57
69 64 74 68 03 f1 01
05 43 6f 6¢ 6f 72 07
09 63 6¢ 42 74 6e 46
61 63 65 Oc 46 6f 6e
7424368617273
65 74 07 Of 44 45 46
4155 4c
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IF (Glass.Caption <>
TRUE) THEN
Separator.Visible := True;
..IF (Glass.Caption <>
TRUE) THEN
InstallAware.Visible :=
True;..IF (Glass.Caption =
TRUE) THEN
Install.Visible := True;..IF
(Glass.Caption = TRUE)
THEN Separator.Visible :=
False;..IF (Gla
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Offset Length Value

unknown 744

unknown 43482

49 46 20 28 63 68 65
63 6b 57 49 4e 53 54
2e 4361 70 74 69 6f

6e 20 3c 3e 20 54 52
5545 29 20 20 54 48
45 4e 20 20 57 49 4e
53 54 2e 56 69 73 69
62 6¢ 65 20 3a 3d 20
54 72 75 65 3b 0d Oa
49 46 20 28 63 68 65
63 6b 4a 53 2e 43 61
70 74 69 6f 6e 20 3c

3e 20 54 52 55 45 29
20 20 54 48 45 4e 20
20 4a 53 2e 56 69 73
69 62 6¢ 65 20 3a 3d
2054 7275 65 3b 0d
Oa 49 46 20 28 63 68
65 63 6b 44 6f 74 4e

4554 243617074
69 6f 6e 20 3c 3e 20

54 52 55 45 29 20 20
54 48 45 4e 20 20 64
6f 74 4e 45 54 2e 56

69 73 69 62 6¢ 65 20
3a3d 2054 727565
3b 0d 0a 49 46 20 28
63 68 65 63 6b 57 49
4e 5354 2e 436170
74 69 6f 6e 20 3d 20

54 52 55 45 29 20 20
54 48 45 4e 20 20 57
49 4e 53 54 2e 56 69
73 69 62 6¢ 65 20 3a
3d 20 46 61 6¢ 73 65
3b 0d 0a 49 46 20 28
63 68 65

ff 0a 00 54 46 52 4d
44 45 53 49 47 4e 00
30 10 c6 a9 00 00 54
50 46 30 0a 54 66 72
6d 44 65 73 69 67 6e
09 66 72 6d 44 65 73
69 67 6e 04 4c 65 66
74 03 f5 00 03 54 6f
70 03 88 00 08 48 65
6¢ 70 54 79 70 65 07
09 68 74 4b 65 79 77
6f 72 64 Ob 48 65 6¢C
70 4b 6579 77 6f 72
64 06 107061 73 73
69 6e 67 76 61 72 69
61 62 6¢ 65 73 Ob 42
6f 72 64 65 72 49 63
6f 6e 73 Ob Oc 62 69
5379 73 74 65 6d 4d
65 6e 75 0a 62 69 4d
69 6e 69 6d 69 7a 65
00 0b 42 6f 72 64 65
7253 74 79 6¢ 65 07
08 62 73 53 69 6e 67
6c 6507 4361 70 74
69 6f 6e 06 07 24 54
49 54 4¢ 45 24 Oc 43
6C 69 65 6e 74 48 65
69 67 68 74 03 68 01
Ob 43 6¢ 69 65 6e 74
57 69 64 74 68 03 f1
01 05 43 6f 6¢ 6f 72
07 09 63 6¢ 42 74 6e
46 61 63 65 Oc 46 6f
6e 74 2e 4368 61 72
73 65 74 07 0f 44 45
46 41 55
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IF (checkWINST.Caption
<>TRUE) THEN
WINST.Visible := True;..IF
(checkJS.Caption <>
TRUE) THEN JS.Visible
= True;..IF
(checkDotNET.Caption <>
TRUE) THEN
dotNET.Visible := True;..IF
(checkWINST.Caption =
TRUE) THEN
WINST.Visible :=
False;..IF (che
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Offset Length Value

unknown 666
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49 46 20 28 54 65 73
74 52 65 6d 6f 76 65
2e 4361 70 74 69 6f
6e 20 3c 3e 20 54 52
5545 29 20 20 54 48
45 4e 20204361 70
74 69 6f 6e 49 6e 73
74 61 6¢ 6¢C 2e 56 69
73 69 62 6¢ 65 20 3a
3d 2054 72 75 65 3b
0d 0a 49 46 20 28 54
65 73 74 52 65 6d 6f
76 65243617074
69 6f 6e 20 3d 20 54
52 55 45 29 20 20 54
48 45 4e 20 20 43 61
70 74 69 6f 6e 55 6e
69 6e 73 74 61 6¢ 6C
2e 56 69 73 69 62 6¢
65 20 3a 3d 20 54 72
75 65 3b 0d Oa 49 46
2028 54 6573 74 52
65 6d 6f 76 65 2e 43
61 70 74 69 6f 6e 20
3c 3e 20 54 52 55 45
29202054 48 45 4e
202043617074 69
6f 6e 55 6e 69 6e 73
74 61 6¢ 6¢C 2e 56 69
73 69 62 6¢ 65 20 3a
3d 20 46 61 6¢ 73 65
3b 0d 0a 49 46 20 28
54 65 73 74 52 65 6d
6f 76 65 2e 43 61 70
74 69 6f 6e 20 3d 20
54 52 55 45 29 20 20
54 48 45

ff 0a 00 54 46 52 4d
44 45 53 49 47 4e 00
30 10 58 a8 00 00 54
50 46 30 0a 54 66 72
6d 44 65 73 69 67 6e
09 66 72 6d 44 65 73
69 67 6e 04 4c 65 66
74 03 d0 00 03 54 6f
7002 77 08 48 65 6C
7054 79 70 65 07 09
68 74 4b 65 79 77 6f
72 64 0b 48 65 6¢ 70
4b 65 79 77 6f 72 64
06 10 70 61 73 73 69
6e 67 76 61 72 69 61
62 6¢ 65 73 Ob 42 6f
72 64 65 72 49 63 6f
6e 73 0b Oc 62 69 53
79 73 74 65 6d 4d 65
6e 75 0a 62 69 4d 69
6e 69 6d 69 7a 65 00
Ob 42 6f 72 64 65 72
53 74 79 6¢ 65 07 08
62 73 53 69 6e 67 6C
6507 43 61 70 74 69
6f 6e 06 07 24 54 49
54 4¢ 45 24 Oc 43 6¢
69 65 6e 74 48 65 69
67 68 74 03 68 01 Ob
43 6¢ 69 65 6e 74 57
69 64 74 68 03 f1 01
05 43 6f 6¢ 6f 72 07
09 63 6¢ 42 74 6e 46
61 63 65 Oc 46 6f 6e
7424368617273
65 74 07 Of 44 45 46
4155 4c
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|IF (TestRemove.Caption
<>TRUE) THEN
CaptionlInstall.Visible :=
True;..IF
(TestRemove.Caption =
TRUE) THEN CaptionUni
nstall.Visible := True;..IF (T
estRemove.Caption <>
TRUE) THEN
CaptionUninstall.Visible :=
False;..IF
(TestRemove.Caption =
TRUE) THE
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Offset Length Value

unknown 374

unknown 32365

49 46 20 28 47 6¢ 61
7373243617074
69 6f 6e 20 3c 3e 20
54 52 55 45 29 20 20
54 48 45 4e 20 20 53
65 70 61 72 61 74 6f
72 2e 56 69 73 69 62
6¢ 65 20 3a 3d 20 54
72 75 65 3b 0d 0a 49
46 20 28 47 6¢ 61 73
73 2e 4361 70 74 69
6f 6e 20 3c 3e 20 54
52 55 45 29 20 20 54
48 45 4e 20 20 49 6e
73 74 61 6¢ 6C 41 77
61 72 65 2e 56 69 73
69 62 6¢ 65 20 3a 3d
2054 72 75 65 3b 0d
0a 49 46 20 28 47 6¢
6173 73 2e 43 61 70
74 69 6f 6e 20 3d 20
54 52 55 45 29 20 20
54 48 45 4e 20 20 49
6e 73 74 61 6¢ 6¢ 2e
56 69 73 69 62 6¢ 65
203a3d 20547275
65 3b 0d 0a 49 46 20
28 47 6c 61 7373 2e
43 61 70 74 69 6f 6e
20 3d 20 54 52 55 45
29 20 20 54 48 45 4e
202053657061 72
61 74 6f 72 2e 56 69
73 69 62 6¢ 65 20 3a
3d 20 46 61 6¢ 73 65
3b 0d 0a 49 46 20 28
47 6¢ 61

ff 0a 00 54 46 52 4d
44 45 53 49 47 4e 00
30 10 59 7e 00 00 54
50 46 30 0a 54 66 72
6d 44 65 73 69 67 6e
09 66 72 6d 44 65 73
69 67 6e 04 4c 65 66
74 03 cc 00 03 54 6f
70 03 8a 00 08 48 65
6¢ 70 54 79 70 65 07
09 68 74 4b 65 79 77
6f 72 64 Ob 48 65 6¢
70 4b 6579 77 6f 72
64 06 107061 73 73
69 6e 67 76 61 72 69
61 62 6¢ 65 73 Ob 42
6f 72 64 65 72 49 63
6f 6e 73 Ob Oc 62 69
5379 73 74 65 6d 4d
65 6e 75 0a 62 69 4d
69 6e 69 6d 69 7a 65
00 0b 42 6f 72 64 65
7253 74 79 6¢ 65 07
08 62 73 53 69 6e 67
6c 6507 4361 70 74
69 6f 6e 06 07 24 54
49 54 4¢ 45 24 Oc 43
6C 69 65 6e 74 48 65
69 67 68 74 03 68 01
Ob 43 6¢ 69 65 6e 74
57 69 64 74 68 03 f1
01 05 43 6f 6¢ 6f 72
07 09 63 6¢ 42 74 6e
46 61 63 65 Oc 46 6f
6e 74 2e 4368 61 72
73 65 74 07 Of 44 45
46 41 55
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IF (Glass.Caption <>
TRUE) THEN
Separator.Visible := True;
..IF (Glass.Caption <>
TRUE) THEN
InstallAware.Visible :=
True;..IF (Glass.Caption =
TRUE) THEN
Install.Visible := True;..IF
(Glass.Caption = TRUE)
THEN Separator.Visible :=
False;..IF (Gla
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Offset Length Value

unknown 502

unknown 32609

49 46 20 28 4c 69 63
65 6e 73 65 43 68 65
63 6b 2e 43 68 65 63
6b 65 64 20 3d 20 54
727565 29 20 20 54
48 45 4e 20 20 4e 65
78 74 2e 45 6e 61 62
6¢ 65 64 20 3a 3d 20
54 72 75 65 3b 0d Oa
49 46 20 28 4c 69 63
65 6e 73 65 43 68 65
63 6b 2e 43 68 65 63
6b 65 64 20 3d 20 46
61 6¢ 73 65 29 20 20
54 48 45 4e 20 20 4e
6578 74 2e 45 6e 61
62 6¢ 65 64 20 3a 3d
2046 61 6¢ 73 65 3b
0d 0a 49 46 20 28 47
6c 61 73 73 2e 43 61
70 74 69 6f 6e 20 3c
3e 20 54 52 55 45 29
2020 54 48 45 4e 20
2053657061 7261
74 6f72 2e 56 69 73
69 62 6¢ 65 20 3a 3d
2054 7275 65 3b 0d
Oa 49 46 20 28 47 6¢
6173732436170
74 69 6f 6e 20 3c 3e
2054 52 55 45 29 20
20 54 48 45 4e 20 20
49 6e 73 74 61 6¢ 6C
4177 6172 65 2e 56
69 73 69 62 6¢ 65 20
3a3d 2054 727565
3b 0d Oa

ff 0a 00 54 46 52 4d
44 45 53 49 47 4e 00
30 10 4d 7f 00 00 54
50 46 30 0a 54 66 72
6d 44 65 73 69 67 6e
09 66 72 6d 44 65 73
69 67 6e 04 4c 65 66
74 03 da 00 03 54 6f
7002 7a 08 48 65 6¢
7054 79 70 65 07 09
68 74 4b 65 79 77 6f
72 64 0b 48 65 6¢ 70
4b 65 79 77 6f 72 64
06 10 70 61 73 73 69
6e 67 76 61 72 69 61
62 6¢ 65 73 Ob 42 6f
72 64 65 72 49 63 6f
6e 73 0b Oc 62 69 53
79 73 74 65 6d 4d 65
6e 75 0a 62 69 4d 69
6e 69 6d 69 7a 65 00
Ob 42 6f 72 64 65 72
53 74 79 6¢ 65 07 08
62 73 53 69 6e 67 6C
6507 43 61 70 74 69
6f 6e 06 07 24 54 49
54 4¢ 45 24 Oc 43 6¢
69 65 6e 74 48 65 69
67 68 74 03 68 01 Ob
43 6¢ 69 65 6e 74 57
69 64 74 68 03 f1 01
05 43 6f 6¢ 6f 72 07
09 63 6¢ 42 74 6e 46
61 63 65 Oc 46 6f 6e
7424368617273
65 74 07 Of 44 45 46
4155 4c

Ascii

IF (LicenseCheck.Checked success or wait

=True) THEN
Next.Enabled := True;..IF
(LicenseCheck.Checked =
False) THEN
Next.Enabled := False;..IF
(Glass.Caption <> TRUE)
THEN Separator.Visible :=
True;..IF (Glass.Caption
<>TRUE) THEN
InstallAware.Visible :=
True;..
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Copyright null 2021
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49 46 20 28 4e 61 6d
65 2e 54 65 78 74 20
3c 3e 20 29 20 20 54
48 45 4e 20 20 4e 65
78 74 2e 45 6e 61 62
6¢ 65 64 20 3a 3d 20
54 72 75 65 3b 0d Oa
49 46 20 28 43 6f 6d
70 61 6e 79 2e 54 65
78 74 20 3c 3e 20 29
2020 54 48 45 4e 20
20 4e 6578 74 2e 45
6e 61 62 6¢ 65 64 20
3a3d 205472 7565
3b 0d 0a 49 46 20 28
4e 61 6d 65 2e 54 65
78 74 20 3d 20 29 20
2054 48 45 4e 20 20
4e 65 78 74 2e 45 6e
61 62 6¢ 65 64 20 3a
3d 20 46 61 6¢ 73 65
3b 0d 0a 49 46 20 28
43 6f 6d 70 61 6e 79
2e 546578 74 20 3d
2029 20 20 54 48 45
4e20204e 6578 74
2e 45 6e 61 62 6¢ 65
64 20 3a 3d 20 46 61
6¢ 73 65 3b 0d Oa 49
462028 47 6¢ 61 73
73 2e 436170 74 69
6f 6e 20 3c 3e 20 54
52 55 45 29 20 20 54
48 45 4e 20 20 53 65
7061726174 6f72
2e 56 69 73 69 62 6¢
6520 3a

ff 0a 00 54 46 52 4d
44 45 53 49 47 4e 00
30 10 29 82 00 00 54
50 46 30 0a 54 66 72
6d 44 65 73 69 67 6e
09 66 72 6d 44 65 73
69 67 6e 04 4c 65 66
74 03 fc 00 03 54 6f
7002 76 08 48 65 6C
7054 79 70 65 07 09
68 74 4b 65 79 77 6f
72 64 0b 48 65 6¢ 70
4b 65 79 77 6f 72 64
06 10 70 61 73 73 69
6e 67 76 61 72 69 61
62 6¢ 65 73 Ob 42 6f
72 64 65 72 49 63 6f
6e 73 0b Oc 62 69 53
79 73 74 65 6d 4d 65
6e 75 0a 62 69 4d 69
6e 69 6d 69 7a 65 00
Ob 42 6f 72 64 65 72
53 74 79 6¢ 65 07 08
62 73 53 69 6e 67 6C
6507 43 61 70 74 69
6f 6e 06 07 24 54 49
54 4¢ 45 24 Oc 43 6¢
69 65 6e 74 48 65 69
67 68 74 03 68 01 Ob
43 6¢ 69 65 6e 74 57
69 64 74 68 03 f1 01
05 43 6f 6¢ 6f 72 07
09 63 6¢ 42 74 6e 46
61 63 65 Oc 46 6f 6e
7424368617273
65 74 07 Of 44 45 46
4155 4c

Ascii

IF (Name.Text <>) THEN success or wait

Next.Enabled := True;..IF
(Company.Text <>)
THEN Next.Enabled :=
True;..IF (Name.Text =)
THEN Next.Enabled :=
False;..IF (Company.Text
=) THEN Next.Enabled
:= False;..IF (Glas
s.Caption <> TRUE)
THEN Separator.Visible :
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C:\Users\user\AppData\Local\Temp\mial\registrationwithserial unknown 1096

.dfm.miaf
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Copyright null 2021

unknown 33637

49 46 20 28 4e 61 6d
65 2e 54 65 78 74 20
3c 3e 20 29 20 20 54
48 45 4e 20 20 4e 65
78 74 2e 45 6e 61 62
6¢ 65 64 20 3a 3d 20
54 72 75 65 3b 0d Oa
49 46 20 28 43 6f 6d
70 61 6e 79 2e 54 65
78 74 20 3c 3e 20 29
2020 54 48 45 4e 20
20 4e 6578 74 2e 45
6e 61 62 6¢ 65 64 20
3a3d 205472 7565
3b 0d 0a 49 46 20 28
53 657269 61 6¢ 31
2e 54 6578 74 20 3¢
3e 20 29 20 20 54 48
45 4e 20 20 4e 65 78
74 2e 45 6e 61 62 6¢
65 64 20 3a 3d 20 54
72 75 65 3b 0d 0a 49
46 20 28 53 65 72 69
61 6¢ 32 2e 54 65 78
74 20 3c 3e 20 29 20
2054 48 45 4e 20 20
4e 65 78 74 2e 45 6e
61 62 6¢ 65 64 20 3a
3d 20 54 72 75 65 3b
0d 0a 49 46 20 28 53
6572 69 61 6¢ 33 2e
54 65 78 74 20 3c 3e
2029 20 20 54 48 45
4e20204e 6578 74
2e 45 6e 61 62 6¢ 65
64 20 3a 3d 20 54 72
75 65 3b

ff 0a 00 54 46 52 4d
44 45 53 49 47 4e 00
30 10 51 83 00 00 54
50 46 30 0a 54 66 72
6d 44 65 73 69 67 6e
09 66 72 6d 44 65 73
69 67 6e 04 4c 65 66
74 03 d3 00 03 54 6f
70 03 8f 00 08 48 65
6¢ 70 54 79 70 65 07
09 68 74 4b 65 79 77
6f 72 64 Ob 48 65 6¢C
70 4b 6579 77 6f 72
64 06 107061 73 73
69 6e 67 76 61 72 69
61 62 6¢ 65 73 Ob 42
6f 72 64 65 72 49 63
6f 6e 73 Ob Oc 62 69
5379 73 74 65 6d 4d
65 6e 75 0a 62 69 4d
69 6e 69 6d 69 7a 65
00 0b 42 6f 72 64 65
7253 74 79 6¢ 65 07
08 62 73 53 69 6e 67
6c 6507 4361 70 74
69 6f 6e 06 07 24 54
49 54 4¢ 45 24 Oc 43
6C 69 65 6e 74 48 65
69 67 68 74 03 68 01
Ob 43 6¢ 69 65 6e 74
57 69 64 74 68 03 f1
01 05 43 6f 6¢ 6f 72
07 09 63 6¢ 42 74 6e
46 61 63 65 Oc 46 6f
6e 74 2e 4368 61 72
73 65 74 07 0f 44 45
46 41 55

Ascii

IF (Name.Text <>) THEN success or wait

Next.Enabled := True;..IF
(Company.Text <>)
THEN Next.Enabled :=
True;..IF (Seriall.Text <>)
THEN Next.Enabled :=
True;..IF (Serial2.Text <>)
THEN Next.Enabled :=
True;..IF (Serial3.Text <>)
THEN Next.Enabled :=
True;

...TFRMDESIGN.0.Q...TP  success or wait

FO.TfrmD
esign.frmDesign.Left....Top

.HelpType..htKeyword.Hel
pKeywo
rd..passingvariables.Borde
rlco
ns..biSystemMenu.biMinim
ize..B
orderStyle..bsSingle.Capti
on..
$TITLES.ClientHeight.h..Cl
ient
Width....Color..cIBtnFace.F
ont.Charset..DEFAU

Completion

Source

Count Address Symbol

1

1

6E11056D WriteFile

6E11056D WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\mial\setuptype.dfm.miaf

C:\Users\user\AppData\Local\Temp\mial\startinstallation.dfm

Copyright null 2021

Offset Length

unknown 374

unknown 131072

Value

49 46 20 28 47 6¢ 61
7373243617074
69 6f 6e 20 3c 3e 20
54 52 55 45 29 20 20
54 48 45 4e 20 20 53
65 70 61 72 61 74 6f
72 2e 56 69 73 69 62
6c 65 20 3a 3d 20 54
72 75 65 3b 0d 0a 49
46 20 28 47 6¢ 61 73
73 2e 4361 70 74 69
6f 6e 20 3c 3e 20 54
52 55 45 29 20 20 54
48 45 4e 20 20 49 6e
73 74 61 6¢ 6C 41 77
61 72 65 2e 56 69 73
69 62 6¢ 65 20 3a 3d
2054 72 75 65 3b 0d
0a 49 46 20 28 47 6¢
6173 73 2e 43 61 70
74 69 6f 6e 20 3d 20
54 52 55 45 29 20 20
54 48 45 4e 20 20 49
6e 73 74 61 6¢ 6¢ 2e
56 69 73 69 62 6¢ 65
203a3d 20547275
65 3b 0d 0a 49 46 20
2847 6¢c 61 7373 2e
43 61 70 74 69 6f 6e
20 3d 20 54 52 55 45
29 20 20 54 48 45 4e
20205365 706172
61 74 6f 72 2e 56 69
73 69 62 6¢ 65 20 3a
3d 20 46 61 6¢ 73 65
3b 0d 0a 49 46 20 28
47 6¢ 61

ff 0a 00 54 46 52 4d
44 45 53 49 47 4e 00
30 10 4a 71 02 00 54
50 46 30 0a 54 66 72
6d 44 65 73 69 67 6e
09 66 72 6d 44 65 73
69 67 6e 04 4c 65 66
74 03 df 00 03 54 6f
7002 7e 08 48 65 6¢
7054 79 70 65 07 09
68 74 4b 65 79 77 6f
72 64 0b 48 65 6¢ 70
4b 65 79 77 6f 72 64
06 10 70 61 73 73 69
6e 67 76 61 72 69 61
62 6¢ 65 73 Ob 42 6f
72 64 65 72 49 63 6f
6e 73 0b Oc 62 69 53
79 73 74 65 6d 4d 65
6e 75 0a 62 69 4d 69
6e 69 6d 69 7a 65 00
Ob 42 6f 72 64 65 72
53 74 79 6¢ 65 07 08
62 73 53 69 6e 67 6C
6507 43 61 70 74 69
6f 6e 06 07 24 54 49
54 4¢ 45 24 Oc 43 6¢
69 65 6e 74 48 65 69
67 68 74 03 68 01 Ob
43 6¢ 69 65 6e 74 57
69 64 74 68 03 f1 01
05 43 6f 6¢ 6f 72 07
09 63 6¢ 42 74 6e 46
61 63 65 Oc 46 6f 6e
7424368617273
65 74 07 Of 44 45 46
4155 4c

Ascii

IF (Glass.Caption <>
TRUE) THEN
Separator.Visible := True;
..IF (Glass.Caption <>
TRUE) THEN
InstallAware.Visible :=
True;..IF (Glass.Caption =
TRUE) THEN
Install.Visible := True;..IF
(Glass.Caption = TRUE)
THEN Separator.Visible :=
False;..IF (Gla

...TFRMDESIGN.0.Jg..TP
FO.TfrmD
esign.frmDesign.Left....Top
HelpType..htKeyword.Help
Keywor
d..passingvariables.Border
Icon
s..biSystemMenu.biMinimi
ze..Bo
rderStyle..bsSingle.Captio
n.$
TITLES.ClientHeight.h..Cli
entw
idth....Color..clBtnFace.Fo
nt.Charset..DEFAUL

Completion

success or wait

success or wait

Source

Count Address Symbol

1

2

6E11056D WriteFile

6E11056D WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\mial\startinstallation.dfm.

miaf

C:\Users\user\AppData\Local\Temp\mial\startmenu.dfm

Copyright null 2021

Offset Length Value

unknown 374

unknown 33346

49 46 20 28 47 6¢ 61
7373243617074
69 6f 6e 20 3c 3e 20
54 52 55 45 29 20 20
54 48 45 4e 20 20 53
65 70 61 72 61 74 6f
72 2e 56 69 73 69 62
6c 65 20 3a 3d 20 54
72 75 65 3b 0d 0a 49
46 20 28 47 6¢ 61 73
73 2e 4361 70 74 69
6f 6e 20 3c 3e 20 54
52 55 45 29 20 20 54
48 45 4e 20 20 49 6e
73 74 61 6¢ 6C 41 77
61 72 65 2e 56 69 73
69 62 6¢ 65 20 3a 3d
2054 72 75 65 3b 0d
0a 49 46 20 28 47 6¢
6173 73 2e 43 61 70
74 69 6f 6e 20 3d 20
54 52 55 45 29 20 20
54 48 45 4e 20 20 49
6e 73 74 61 6¢ 6¢ 2e
56 69 73 69 62 6¢ 65
203a3d 20547275
65 3b 0d 0a 49 46 20
2847 6¢c 61 7373 2e
43 61 70 74 69 6f 6e
20 3d 20 54 52 55 45
29 20 20 54 48 45 4e
20205365 706172
61 74 6f 72 2e 56 69
73 69 62 6¢ 65 20 3a
3d 20 46 61 6¢ 73 65
3b 0d 0a 49 46 20 28
47 6¢ 61

ff 0a 00 54 46 52 4d
44 45 53 49 47 4e 00
30 10 2e 82 00 00 54
50 46 30 0a 54 66 72
6d 44 65 73 69 67 6e
09 66 72 6d 44 65 73
69 67 6e 04 4c 65 66
74 03 ea 00 03 54 6f
7002 7a 08 48 65 6¢
7054 79 70 65 07 09
68 74 4b 65 79 77 6f
72 64 0b 48 65 6¢ 70
4b 65 79 77 6f 72 64
06 10 70 61 73 73 69
6e 67 76 61 72 69 61
62 6¢ 65 73 Ob 42 6f
72 64 65 72 49 63 6f
6e 73 0b Oc 62 69 53
79 73 74 65 6d 4d 65
6e 75 0a 62 69 4d 69
6e 69 6d 69 7a 65 00
Ob 42 6f 72 64 65 72
53 74 79 6¢ 65 07 08
62 73 53 69 6e 67 6C
6507 43 61 70 74 69
6f 6e 06 07 24 54 49
54 4¢ 45 24 Oc 43 6¢
69 65 6e 74 48 65 69
67 68 74 03 68 01 Ob
43 6¢ 69 65 6e 74 57
69 64 74 68 03 f1 01
05 43 6f 6¢ 6f 72 07
09 63 6¢ 42 74 6e 46
61 63 65 Oc 46 6f 6e
7424368617273
65 74 07 Of 44 45 46
4155 4c

Ascii

IF (Glass.Caption <>
TRUE) THEN
Separator.Visible := True;
..IF (Glass.Caption <>
TRUE) THEN
InstallAware.Visible :=
True;..IF (Glass.Caption =
TRUE) THEN
Install.Visible := True;..IF
(Glass.Caption = TRUE)
THEN Separator.Visible :=
False;..IF (Gla

...TFRMDESIGN.O.....TPF
0.TfrmD
esign.frmDesign.Left....Top
Z.
HelpType..htKeyword.Help
Keywor
d..passingvariables.Border
Icon
s..biSystemMenu.biMinimi
ze..Bo
rderStyle..bsSingle.Captio
n.$
TITLES.ClientHeight.h..Cli
entw
idth....Color..clBtnFace.Fo
nt.Charset..DEFAUL

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

6E11056D WriteFile

6E11056D WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\mial\startmenu.dfm.miaf

C:\Users\user\AppData\Local\Temp\mial\welcome.dfm

Copyright null 2021

Offset Length

unknown 602

unknown 131072

Value

49 46 20 28 4d 65 6e
754772 6f75 70 2e
54 65 78 74 20 3c 3e
2029 20 20 54 48 45
4e20204e 6578 74
2e 45 6e 61 62 6¢ 65
64 20 3a 3d 20 54 72
75 65 3b 0d Oa 49 46
20 28 4d 65 6e 75 47
72 6f 75 70 2e 54 65
78 74 20 3d 20 29 20
2054 48 45 4e 20 20
4e 65 78 74 2e 45 6e
61 62 6¢ 65 64 20 3a
3d 20 46 61 6¢ 73 65
3b 0d 0a 49 46 20 28
49 53 4e 54 2e 43 61
70 74 69 6f 6e 20 3d
2054 52 5545 29 20
20 54 48 45 4e 20 20
41 6¢ 6¢ 55 73 65 72
73 2e 45 6e 61 62 6¢
65 64 20 3a 3d 20 54
72 75 65 3b 0d 0a 49
46 20 28 49 53 4e 54
2e 4361 70 74 69 6f
6e 20 3c 3e 20 54 52
5545 29 20 20 54 48
45 4e 20 20 41 6¢ 6C
5573657273 2e 45
6e 61 62 6¢ 65 64 20
3a 3d 20 46 61 6¢ 73
65 3b 0d 0a 49 46 20
28 47 6¢ 617373 2e
43 61 70 74 69 6f 6e
20 3c 3e 20 54 52 55
4529 20

ff 0a 00 54 46 52 4d
44 45 53 49 47 4e 00
30 10 f9 70 02 00 54
50 46 30 0a 54 66 72
6d 44 65 73 69 67 6e
09 66 72 6d 44 65 73
69 67 6e 04 4c 65 66
74 03 db 00 03 54 6f
7002 7e 08 48 65 6¢
7054 79 70 65 07 09
68 74 4b 65 79 77 6f
72 64 0b 48 65 6¢ 70
4b 65 79 77 6f 72 64
06 10 70 61 73 73 69
6e 67 76 61 72 69 61
62 6¢ 65 73 Ob 42 6f
72 64 65 72 49 63 6f
6e 73 0b Oc 62 69 53
79 73 74 65 6d 4d 65
6e 75 0a 62 69 4d 69
6e 69 6d 69 7a 65 00
Ob 42 6f 72 64 65 72
53 74 79 6¢ 65 07 08
62 73 53 69 6e 67 6¢
6507 43 61 70 74 69
6f 6e 06 07 24 54 49
54 4¢ 45 24 Oc 43 6¢
69 65 6e 74 48 65 69
67 68 74 03 68 01 Ob
43 6¢ 69 65 6e 74 57
69 64 74 68 03 f1 01
05 43 6f 6¢ 6f 72 07
09 63 6¢ 42 74 6e 46
61 63 65 Oc 46 6f 6e
7424368617273
65 74 07 Of 44 45 46
4155 4c

Ascii

IF (MenuGroup.Text <>)
THEN Next.Enabled :=
True;..IF (MenuGroup.Text
=) THEN Next.Enabled
:= False;..IF (ISNT.Caption
=TRUE) THEN
AllUsers.Enabled :=
True;..IF (ISNT.Caption <>
TRUE) THEN AllUsers.E
nabled := False;..IF
(Glass.Caption <> TRUE)

...TFRMDESIGN.0..p..TPF success or wait

0.TfrmD
esign.frmDesign.Left....Top
HelpType..htKeyword.Help
Keywor
d..passingvariables.Border
Icon
s..biSystemMenu.biMinimi
ze..Bo
rderStyle..bsSingle.Captio
n.$
TITLES.ClientHeight.h..Cli
entw
idth....Color..clBtnFace.Fo
nt.Charset..DEFAUL

Source

Count Address Symbol

1

2

6E11056D WriteFile

6E11056D WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\mial\welcome.dfm.miaf

C:\Users\user\AppData\Local\Temp\mial\wizard.dfm

Copyright null 2021

Offset Length Value

unknown 374

unknown 32251

49 46 20 28 47 6¢ 61
7373243617074
69 6f 6e 20 3c 3e 20
54 52 55 45 29 20 20
54 48 45 4e 20 20 53
65 70 61 72 61 74 6f
72 2e 56 69 73 69 62
6¢ 65 20 3a 3d 20 54
72 75 65 3b 0d 0a 49
46 20 28 47 6¢ 61 73
73 2e 4361 70 74 69
6f 6e 20 3c 3e 20 54
52 55 45 29 20 20 54
48 45 4e 20 20 49 6e
73 74 61 6¢ 6C 41 77
61 72 65 2e 56 69 73
69 62 6¢ 65 20 3a 3d
2054 72 75 65 3b 0d
0a 49 46 20 28 47 6¢
6173 73 2e 43 61 70
74 69 6f 6e 20 3d 20
54 52 55 45 29 20 20
54 48 45 4e 20 20 49
6e 73 74 61 6¢ 6¢ 2e
56 69 73 69 62 6¢ 65
203a3d 20547275
65 3b 0d 0a 49 46 20
28 47 6c 61 7373 2e
43 61 70 74 69 6f 6e
20 3d 20 54 52 55 45
29 20 20 54 48 45 4e
202053657061 72
61 74 6f 72 2e 56 69
73 69 62 6¢ 65 20 3a
3d 20 46 61 6¢ 73 65
3b 0d 0a 49 46 20 28
47 6¢ 61

ff 0a 00 54 46 52 4d
44 45 53 49 47 4e 00
30 10 e7 7d 00 00 54
50 46 30 0a 54 66 72
6d 44 65 73 69 67 6e
09 66 72 6d 44 65 73
69 67 6e 04 4c 65 66
74 03 da 00 03 54 6f
7002 7a 08 48 65 6¢
7054 79 70 65 07 09
68 74 4b 65 79 77 6f
72 64 0b 48 65 6¢ 70
4b 65 79 77 6f 72 64
06 10 70 61 73 73 69
6e 67 76 61 72 69 61
62 6¢ 65 73 Ob 42 6f
72 64 65 72 49 63 6f
6e 73 0b Oc 62 69 53
79 73 74 65 6d 4d 65
6e 75 0a 62 69 4d 69
6e 69 6d 69 7a 65 00
Ob 42 6f 72 64 65 72
53 74 79 6¢ 65 07 08
62 73 53 69 6e 67 6C
6507 43 61 70 74 69
6f 6e 06 07 24 54 49
54 4¢ 45 24 Oc 43 6¢
69 65 6e 74 48 65 69
67 68 74 03 68 01 Ob
43 6¢ 69 65 6e 74 57
69 64 74 68 03 f1 01
05 43 6f 6¢ 6f 72 07
09 63 6¢ 42 74 6e 46
61 63 65 Oc 46 6f 6e
7424368617273
65 74 07 Of 44 45 46
4155 4c

Ascii

IF (Glass.Caption <>
TRUE) THEN
Separator.Visible := True;
..IF (Glass.Caption <>
TRUE) THEN
InstallAware.Visible :=
True;..IF (Glass.Caption =
TRUE) THEN
Install.Visible := True;..IF
(Glass.Caption = TRUE)
THEN Separator.Visible :=
False;..IF (Gla

...TFRMDESIGN.0..}..TPF
0.TfrmD
esign.frmDesign.Left....Top
Z.
HelpType..htKeyword.Help
Keywor
d..passingvariables.Border
Icon
s..biSystemMenu.biMinimi
ze..Bo
rderStyle..bsSingle.Captio
n.$
TITLES.ClientHeight.h..Cli
entw
idth....Color..clBtnFace.Fo
nt.Charset..DEFAUL

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

6E11056D WriteFile

6E11056D WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\mial\wizard.dfm.miaf

C:\Users\user\AppData\Local\Temp\mial\lnstall Fonts EXE-

Plugin.dll

Copyright null 2021

Offset Length Value

unknown 374

unknown 76724

49 46 20 28 47 6¢ 61
7373243617074
69 6f 6e 20 3c 3e 20
54 52 55 45 29 20 20
54 48 45 4e 20 20 53
65 70 61 72 61 74 6f
72 2e 56 69 73 69 62
6c 65 20 3a 3d 20 54
72 75 65 3b 0d 0a 49
46 20 28 47 6¢ 61 73
73 2e 4361 70 74 69
6f 6e 20 3c 3e 20 54
52 55 45 29 20 20 54
48 45 4e 20 20 49 6e
73 74 61 6¢ 6C 41 77
61 72 65 2e 56 69 73
69 62 6¢ 65 20 3a 3d
2054 72 75 65 3b 0d
0a 49 46 20 28 47 6¢
6173 73 2e 43 61 70
74 69 6f 6e 20 3d 20
54 52 55 45 29 20 20
54 48 45 4e 20 20 49
6e 73 74 61 6¢ 6¢ 2e
56 69 73 69 62 6¢ 65
203a3d 20547275
65 3b 0d 0a 49 46 20
28 47 6c 61 7373 2e
43 61 70 74 69 6f 6e
20 3d 20 54 52 55 45
29 20 20 54 48 45 4e
202053657061 72
61 74 6f 72 2e 56 69
73 69 62 6¢ 65 20 3a
3d 20 46 61 6¢ 73 65
3b 0d 0a 49 46 20 28
47 6¢ 61

4d 5a 90 00 03 00 00

00 04 00 00 00 ff ff 00 ...

00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 50 45 00 00 4c 01
06 00 7a 1c 79 57 00
00 00 00 00 00 00 00
€0 00 Oe 21 Ob 01 02
32 00 b2 00 00 00 68
00 00 00 00 00 00 00
10 00 00 00 10 00 00
00 d0 00 00 00 00 00
1000 10 00 00 00 02
00 00 04 00 00 00 00
00 00 00 04 00 00 00
00 00 00 00 00 60 01
00 00 04 00 00 4f 24
02 00 03 00 00 00 00
00 10 00 00 10 00 00
00 00 10 00 00 10 00
00 00 00 00 00 10 00
00 00 20 d3 00 00 78
00 00

Ascii

IF (Glass.Caption <>
TRUE) THEN
Separator.Visible := True;
..IF (Glass.Caption <>
TRUE) THEN
InstallAware.Visible :=
True;..IF (Glass.Caption =
TRUE) THEN
Install.Visible := True;..IF
(Glass.Caption = TRUE)

THEN Separator.Visible :=

False;..IF (Gla

............ 1..L.IThis program
cannot be run in DOS

Completion

success or wait

success or wait

Source

Count Address Symbol

1

2

6E11056D WriteFile

6E11056D WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\mial\mDIFXEXE.dIl

C:\Users\user\AppData\Local\Temp\mial\mMSIExec.dll

Copyright null 2021

Offset Length
unknown 131068

unknown 131068

Value

4d 5a 50 00 02 00 00
00 04 00 Of 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 1a 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
6520 72 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

4d 5a 50 00 02 00 00
00 04 00 Of 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 1a 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
652072 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

..L.1.This program
must be run under
Win32..$7

MZP..

............ 1..L.I.This program
must be run under
Win32..$7

Completion

success or wait

success or wait

Source

Count Address Symbol

11

12

6E11056D WriteFile

6E11056D WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\mial\LI-180_Installer.msi

C:\Users\user\AppData\Local\Temp\{4963F2A4-325D-4774-

8D8D-86D68B3EE27C}

C:\Users\user\AppData\Local\Temp\{4963F2A4-325D-4774-

8D8D-86D68B3EE27C}

C:\Users\user\AppData\Local\Temp\{4963F2A4-325D-4774-

8D8D-86D68B3EE27C}

Copyright null 2021

Offset Length Value

0 262144 dOcflle0alblla

unknown 128

unknown 128

unknown 128

e1 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 3e 00 04 00
fe ff Oc 00 06 00 00
00 00 00 00 00 02 00
00 00 01 00 00 00 01
00 00 00 00 00 00 00
00 10 00 00 02 00 00
00 01 00 00 00 fe ff f
ff 00 00 00 00 00 00
00 00 ff ff ff ff f ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff f ff ff

53 6f 75 72 63 65 44
69 72 0d Oa 43 3a 5¢
5573 6572 73 5¢c 68
617264 7a5c 4170
7044 61 74 61 5c 4c
6f 63 61 6¢ 5¢ 54 65

6d 70 5¢c 37 7a 53 35
3143352e746d 70
5c 64 61 74 61 5¢ 0d
Oa 24 65 78 0d Oa 4d
4544 49 41 50 41 43
4b 41 47 4550 41 54
48 0d Oa 5¢ 55 73 65
7273 5c 68 61 72 64
7a5c 4170704461
74 61 5¢ 4c 6f 63 61

6¢ 5¢ 54 65 6d 70 5¢
37 7a 53 353143 35
2e 74

30 32 43 37 45 0d Oa
46 41 4c 53 45 0d Oa
24 65 78 0d Oa 41 42
37 45 44 34 32 39 45
0d 0a 46 41 4c 53 45
0d 0a 24 65 78 0d Oa
41 34 35 33 36 30 37
46 38 0d 0Oa 46 41 4c
53 45 0d 0a 24 65 78
0d 0a 41 43 33 43 38
34 41 34 43 0d Oa 46
41 4c 53 45 0d Oa 24
65 78 0d Oa 41 33 35
334144 3130350d
Oa 46 41 4c 53 45 0d
Oa 24 65 78 0d Oa 41
32453544 43 45 38
46 0d Oa 46 41 4c 53
45 0d

4c 49 2d 31 38 30 20
5370 65 63 74 72 6f

6d 65 74 65 72 5¢ 44
72 69 76 65 72 0d Oa
24 6578 0d 0a 41 32
45 35 44 43 45 38 46
0d Oa 54 52 55 45 0d
Oa 24 65 78 0d 0a 50
3245354443 45 38
46 5f 31 0d Oa 43 3a

5c 50 72 6f 67 72 61

6d 20 46 69 6¢ 65 73
20 28 78 38 36 29 5¢
4c 49 2d 31 38 30 20
5370 65 63 74 72 6f

6d 65 74 65 72 5¢c 44
7269 76 65 72 5c 78
36 34 0d 0a 24 65 78
0d Oa

SourceDir..C:\Users\user\

AppDa

ta\Local\Temp\7zS51C5.t

mp\data

\..$ex..MEDIAPACKAGEP

ATH..\Use

rs\user\AppData\Local\Te

mp\7zS51C5.t

02C7E..FALSE..$ex..AB7

EDA429E..

FALSE..$ex..A453607F8..

FALSE..

$ex..AC3C84A4C..FALSE.

$ex..A3

53AD105..FALSE..$ex..A2

ESDCESF..FALSE.

LI-180
Spectrometer\Driver..$e

x..A2E5DCE8F..TRUE..$e

x..P2E5D

CES8F_1..C:\Program Files

(x86)\LI-180
Spectrometer\Driver\x6
4.%ex..

Completion

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

4

67

6

5

82E91A  CopyFilew

405040 WriteFile

405040 WriteFile

405040 WriteFile
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\{4963F2A4-325D-4774- unknown 80 72 0d 0a 24 6578 0d r..$ex..NATIVE_OLDLOG.. success or wait 1 405040 WriteFile
8D8D-86D68B3EE27C} Oa 4e 4154 49 56 45 ..$ex..

5f 4f 4c 44 4Ac 4f 47 0d MYAH_thMax..100..$ex..C
0a 0d 0a 24 6578 0d OMPANY..LI-COR,

0a4d 59 4148 5f 74  Inc...$ex..

68 4d 61 78 0d Oa 31

30 30 0d 0a 24 65 78

0d 0a 43 4f 4d 50 41

4e 59 0d 0Oa 4c 49 2d

43 4f 52 2c 20 49 6e

63 2e 0d 0a 24 65 78

0d Oa

C:\ProgramData\{E6FF8B17-66F1-4213-A668- 0 524288 4d 5a 50 00 02 0000 MZP..
EBEAEBBA4AEB}\LI-180_Installer.exe 00 04 00 0f 00 ff ff 00

00 b8 00 00 0000 00 ............ 1..L.I.This program

00 00 40 00 1a 00 00 must be run under

00 00 00 00 00 00 00 Win32..$7

00 0000 00 00 00 00 ..o

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 01 00 00

ba 10 00 Oe 1f b4 09 ...............

cd 21 b8 01 4c cd 21

90 90 54 68 69 73 20

70 72 6f 67 72 61 6d

20 6d 75 73 74 20 62

6520 72 75 6e 20 75

6e 64 65 72 20 57 69

6e 33 32 0d Oa 24 37

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00

success or wait 12 7F9098 CopyFilew

C:\ProgramData\{E6FF8B17-66F1-4213-A668- 0 262144 dOcflleO0alblla ... > success or wait 4 7F9197 CopyFilew
EBEAEBBA4AEB}\LI-180_Installer.msi e1 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 3e 00 04 00
fe ff Oc 00 06 00 00
00 00 00 00 00 02 00
00 00 01 00 00 00 01
00 00 00 00 00 00 00
00100000020000 ....ccuenvene
00 01 00 00 00 fe ff f
ff 00 00 00 00 00 00
00 00 ff ff ff ff f ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff f ff
ff ff ff ff ff ff ff ff f ff ff ff
ff ff ff ff ff ff ff ff f ff ff ff
ff ff ff ff f ff ff ff ff fF f ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff f ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff f ff ff f
ff ff ff ff f ff ff f ff fF f ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff f ff
ff ff ff ff ff ff ff ff f ff ff ff
ff ff ff ff ff ff ff ff f ff ff
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File Path

C:\ProgramData\{E6FF8B17-66F1-4213-A668-
EBEAEBBA4AEB}\LI-180_Installer.res

C:\ProgramData\{E6FF8B17-66F1-4213-A668-
EBEAEBBA4AEB}mia.lib

Copyright null 2021

Offset
0

0

Length
524288

262144

Value

37 7a bc af 27 1c 00
03 b2 9d 57 fc fb 84
3b 00 00 00 00 00 dd
08 00 00 00 00 00 00
5b ec d3 d5 ff 0a 00
54 46 52 4d 44 45 53
49 47 4e 00 30 10 09
82 00 00 54 50 46 30
0a 54 66 72 6d 44 65
73 69 67 6e 09 66 72
6d 44 65 73 69 67 6e
04 4c 65 66 74 03 df
00 03 54 6f 70 03 8a
00 08 48 65 6¢ 70 54
79 70 65 07 09 68 74
4b 65 79 77 6f 72 64
0Ob 48 65 6¢ 70 4b 65
79 77 6f 72 64 06 10
7061 73 73 69 6e 67
76 61 72 69 61 62 6C
65 73 Ob 42 6f 72 64
65 72 49 63 6f 6e 73
Ob Oc 62 69 53 79 73
74 65 6d 4d 65 6e 75
0a 62 69 4d 69 6e 69
6d 69 7a 65 00 Ob 42
6f 72 64 65 72 53 74
79 6¢ 65 07 08 62 73
53 69 6e 67 6¢ 65 07
43 61 70 74 69 6f 6e
06 07 24 54 49 54 4c
45 24 0c 43 6¢ 69 65
6e 74 48 65 69 67 68
7403 68 01 0b 43 6¢
69 65 6e 74 57 69 64
746803 f1 01 0543
6f 6¢ 6f

4d 5a 90 00 03 00 00

00 04 00 00 00 ff ff 00 ...

00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 e8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 e2 41 64 ad a6 20
0Oa fe a6 20 Oa fe a6
20 Oa fe 81 e6 67 fe
a7200afe8le671
fe af 20 Oa fe a6 20
Ob fe 00 20 Oa fe af 58
9f fe b2 20 Oa fe af 58
89 fe de 20 Oa fe af 58
8e fe d7 20 Oa fe af 58
98 fe a7 20 Oa fe b8
72 9e fe a7 20 Oa fe af
58 9b fe a7 20 Oa fe
52 69 63 68 a6 20 Oa
fe 00 00 00 00 00 00
00 00 50 45 00 00 4c
01 0500 18 €9 38 52
00 00 00 00 00 00 00
00 e0 00 02

7z Wi [.

..... TFRMDESIGN.O.....TP
FO.Tfr
mDesign.frmDesign.Left....
Top.
...HelpType..htKeyword.He
IpKey
word..passingvariables.Bor
derl
cons..biSystemMenu.biMin
imize.
.BorderStyle..bsSingle.Cap
tion
.$TITLES.ClientHeight.h..
ClientWidth....Colo

MZ..

............ 1..L.IThis program
cannot be run in DOS
mode....$.

Completion

success or wait

success or wait

Count Address

8

6

Source

Symbol
7F92E8  CopyFilew
7F935F  CopyFilew
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\{E6FF8B17-66F1-4213-A668- unknown 128 4d 59 41 48 2d 50 52 MYAH-PREDEF- success or wait 2 405040 WriteFile
EBEAEBBA4AEB}\LI-180_Installer.dat 45 44 45 46 2d 43 4f COMPONENT..LI-COR

4d 50 4f 4e 45 4e 54  Spectrum..$..TRUE..TRUE

0d Oa 4c 49 2d 43 4f  .$..$..$..$..MYAH-

522053706563 74 PREDEF-COMPONENT..

72756d 0d 0a24 0d 30105611..LI-COR

0a 54 52 5545 0d 0a SPECTRUM..0..$..C:\Pr

54 52 55 45 0d 0a 24

0d 0a 24 0d Oa 24 0d

Oa 24 0d Oa 4d 59 41

48 2d 50 52 45 44 45

46 2d 43 4f 4d 50 4f

4e 45 4e 54 0d 0a 33

30313035363131

0d 0a 4c 49 2d 43 4f

52 2053 50 45 43 54

52 55 4d 0d 0a 30 0d

Oa 24 0d Oa 43 3a 5¢

5072
C:\ProgramData\{E6FF8B17-66F1-4213-A668- unknown 49 57 0d 0a 57 69 6e 33 W..Win32..O0VERRIDECA success or wait 1 405040 WriteFile
EBEAEBBA4AEB}\LI-180_Installer.dat 320d 0a4f56 4552 CHE....NAT

52 49 44 45 43 41 43 IVE_ENGINE..FALSE..

48 45 0d 0a 0d 0a 4e

41 54 49 56 45 5f 45

4e 47 49 4e 45 0d Oa

46 41 4c 53 45 0d 0a
C:\ProgramData\{E6FF8B17-66F1-4213-A668- unknown 3 ef bb bf success or wait 2 4244E5  WriteFile
EBEAEBBA4AEB}\LI-180_Installer.par
C:\ProgramData\{E6FF8B17-66F1-4213-A668- unknown 3 ef bb bf success or wait 1 4244E5  WriteFile
EBEAEBBA4AEB}\LI-180_Installer.Ink
C:\ProgramData\{E6FF8B17-66F1-4213-A668- unknown 0 success or wait 1 4244E5  WriteFile
EBEAEBBA4AEB}\LI-180_Installer.Ink
C:\ProgramData\{E6FF8B17-66F1-4213-A668- unknown 101 7b 34 39 36 33 46 32 {4963F2A4-325D-4774- success or wait 1 405040 WriteFile
EBEAEBBA4AEB}\instance.dat 41 34 2d 33 32 35 44 8D8D-86D68B3EE27C}..

2d 34 37 37 34 2d 38 {E6FF8B17-66F1-4213-

44 38 44 2d 38 36 44 A668-

36 38 42 33 45 45 32 EBEAEBBA4AEB}..LI-180

3743 7d 0d Oa 7b 45 Spectrometer..

36 46 46 38 42 31 37

2d 36 36 46 31 2d 34

323133 2d 41 36 36

38 2d 45 42 45 41 45

42 42 41 34 41 45 42

7d 0d Oa 4c 49 2d 31

3830 2053 70 65 63

74 72 6f 6d 65 74 65

72 0d Oa

File Read
Source

File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\mia.lib unknown 1174016 success or wait 1 4054B1  ReadFile
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\mia.lib unknown 161742 success or wait 1 4054B1  ReadFile
C:\Users\user\AppData\Local\Temp\lang.loc unknown 128 success or wait 1 404FFF ReadFile
C:\Users\user\AppData\Local\Temp\lang.loc unknown 128 success or wait 1 404FFF ReadFile
C:\Users\user\AppData\Local\Temp\mial\installaware.png unknown 8 success or wait 7 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mial\installaware.png unknown 13 success or wait 2 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mial\installaware.png unknown 1540 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mial\installaware.png unknown 4 success or wait 2 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.exe unknown 6093312 success or wait 1 4054B1  ReadFile
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.exe unknown 62942 success or wait 1 4054B1  ReadFile
C:\Users\user\AppData\Local\Temp\mia.tmp unknown 128 success or wait 1 404FFF ReadFile
C:\Users\user\AppData\Local\Temp\mia.tmp unknown 128 success or wait 27 404FFF  ReadFile
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.res unknown 2097152 success or wait 1 6E110462 ReadFile
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.res unknown 32 success or wait 1 6E110462 ReadFile
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.res unknown 2269 success or wait 1 6E110462 ReadFile
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.res unknown 2097152 success or wait 1 6E110462 ReadFile
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.res unknown 32 success or wait 1 6E110462 ReadFile
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.res unknown 33309 success or wait 38 6E110462 ReadFile
C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\LI-180_Installer.res unknown 76728 success or wait 22 6E110462 ReadFile
C:\Users\user\AppData\Local\Temp\mial\installaware.png unknown 8 success or wait 7 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mial\installaware.png unknown 1540 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mial\installaware.png unknown 4 success or wait 2 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mial\prereq.dfm unknown 255 success or wait 1 4244B9  ReadFile
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File Path

C:\Users\user\AppData\Local\Temp\mial\prereq.dfm
C:\Users\user\AppData\Local\Temp\mial\prereq.dfm.miaf
C:\Users\user\AppData\Local\Temp\mial\progressprereq.dfm
C:\Users\user\AppData\Local\Temp\mial\progressprereq.dfm
C:\Users\user\AppData\Local\Temp\mial\progressprereq.dfm.miaf
C:\Users\user\AppData\Local\Temp\mial\welcome.dfm
C:\Users\user\AppData\Local\Temp\mial\welcome.dfm
C:\Users\user\AppData\Local\Temp\mial\welcome.dfm.miaf
C:\Users\user\AppData\Local\Temp\mial\licensecheck.dfm
C:\Users\user\AppData\Local\Temp\mial\licensecheck.dfm
C:\Users\user\AppData\Local\Temp\mial\licensecheck.dfm.miaf
C:\Users\user\AppData\Local\Temp\mial\destination.dfm
C:\Users\user\AppData\Local\Temp\mial\destination.dfm
C:\Users\user\AppData\Local\Temp\mial\destination.dfm.miaf
C:\Users\user\AppData\Local\Temp\mial\maintenance.dfm
C:\Users\user\AppData\Local\Temp\mial\maintenance.dfm
C:\Users\user\AppData\Local\Temp\mial\maintenance.dfm.miaf
C:\Users\user\AppData\Local\Temp\mial\startinstallation.dfm
C:\Users\user\AppData\Local\Temp\mial\startinstallation.dfm
C:\Users\user\AppData\Local\Temp\mial\startinstallation.dfm.miaf
C:\Users\user\AppData\Local\Temp\mial\progress.dfm
C:\Users\user\AppData\Local\Temp\mial\progress.dfm
C:\Users\user\AppData\Local\Temp\mial\progress.dfm.miaf
C:\Users\user\AppData\Local\Temp\mial\finish.dfm
C:\Users\user\AppData\Local\Temp\mial\finish.dfm
C:\Users\user\AppData\Local\Temp\mial\finish.dfm.miaf
C:\Users\user\AppData\Local\Temp\mial\license.rtf
C:\Users\user\AppData\Local\Temp\mial\license.rtf

Registry Activities

Key Created

Key Path

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Applications\LI-180_Installer.exe

Offset Length Completion
unknown 4096 success or wait
unknown 744 success or wait
unknown 255 success or wait
unknown 4096 success or wait
unknown 374 success or wait
unknown 255 success or wait
unknown 4096 success or wait
unknown 374 success or wait
unknown 255 success or wait
unknown 4096 success or wait
unknown 502 success or wait
unknown 255 success or wait
unknown 4096 success or wait
unknown 374 success or wait
unknown 255 success or wait
unknown 4096 success or wait
unknown 374 success or wait
unknown 255 success or wait
unknown 4096 success or wait
unknown 374 success or wait
unknown 255 success or wait
unknown 4096 success or wait
unknown 666 success or wait
unknown 255 success or wait
unknown 4096 success or wait
unknown 1938 success or wait
unknown 2 success or wait
unknown 2 success or wait
Completion Count

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Microsoft\Windows\CurrentVersion\Uninstall\LI-180 Spectrometer

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\MimarSinan

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\MimarSinan\InstallAware

HKEY_LOCAL_MACHINE\SOFTWARE\WOW#6432Node\MimarSinan\InstallAware\ldent.Cache

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\MimarSinan\InstallAware\ldent.Cache\{4963F2A4-325D-4774-8D8D- success or wait

86D68B3EE27C}

Key Value Created

Key Path

HKEY_LOCAL_MACHINE\SOFTWARE\CI
asses\Applications\LI-180_Installer.exe

HKEY_LOCAL_MACHINE\SOFTWARE\WO
W6432Node\Microsoft\Windows\Cu
rrentVersion\Uninstall\{4963F2A4-325D-4774-8D8D-
86D68B3EE27C}

Name

IsHostApp

HKEY_LOCAL_MACHINE\SOFTWARE\WO Displaylcon
W6432Node\Microsoft\Windows\Cu

rrentVersion\Uninstall\LI-180 Spectrometer
HKEY_LOCAL_MACHINE\SOFTWARE\WO DisplayName

W6432Node\Microsoft\Windows\Cu
rrentVersion\Uninstall\LI-180 Spectrometer

HKEY_LOCAL_MACHINE\SOFTWARE\WO

W6432Node\Microsoft\Windows\Cu
rrentVersion\Uninstall\LI-180 Spectrometer

HKEY_LOCAL_MACHINE\SOFTWARE\WO
W6432Node\Microsoft\Windows\Cu
rrentVersion\Uninstall\LI-180 Spectrometer

ModifyPath

Copyright null 2021

UninstallString

UninstallString

Type

unicode

unicode

unicode

unicode

unicode

unicode

Data

C:\ProgramData\{E6FF8B17-66F1-
4213-A668-EBEAEBBA4AEB]\LI-180
_Installer.exe

C:\ProgramData\{E6FF8B17-66F1-
4213-A668-EBEAEBBA4AEB]\LI-180
_Installer.exe

LI-180 Spectrometer

"C:\ProgramData\{E6FF8B17-66F1-
4213-A668-EBEAEBBA4AEB]\LI-18
0_lInstaller.exe” REMOVE=TRUE M
ODIFY=FALSE

C:\ProgramData\{E6FF8B17-66F1-
4213-A668-EBEAEBBA4AEB]\LI-180
_Installer.exe

success or wait
success or wait
success or wait
success or wait

success or wait

P R R R R R

Completion

success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1

Source

Count Address Symbol

1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile
1 4244B9  ReadFile

Source
Address Symbol

47DA9D RegCreateKeyExXW
47DA9D RegCreateKeyExXW
47DA9D RegCreateKeyExXW
47DA9D RegCreateKeyExXW
47DA9D RegCreateKeyExXW
47DA9D RegCreateKeyExXW

Source

Count Address Symbol

A7EB4F RegSetValueExW

A7TEB4F RegSetValueExW

A7TEB4F RegSetValueExW

4T7E84F

RegSetValueExwW

A7TEB4F RegSetValueExW

A7TEB4F RegSetValueExW
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Source
Key Path Name Type Data Completion Count Address Symbol

HKEY_LOCAL_MACHINE\SOFTWARE\WO Publisher unicode LI-COR, Inc. success or wait 1 47E84F RegSetValueExwW
W6432Node\Microsoft\Windows\Cu
rrentVersion\Uninstall\LI-180 Spectrometer

HKEY_LOCAL_MACHINE\SOFTWARE\WO Contact unicode LI-COR, Inc. success or wait 1 A7E84F RegSetValueExwW
W6432Node\Microsoft\Windows\Cu
rrentVersion\Uninstall\LI-180 Spectrometer

HKEY_LOCAL_MACHINE\SOFTWARE\WO HelpLink unicode http://www.licor.com success or wait 1 47E84F RegSetValueExwW
W6432Node\Microsoft\Windows\Cu
rrentVersion\Uninstall\LI-180 Spectrometer

HKEY_LOCAL_MACHINE\SOFTWARE\WO URLUpdatelnfo  unicode http://www.licor.com success or wait 1 47E84F RegSetValueExwW
W6432Node\Microsoft\Windows\Cu
rrentVersion\Uninstall\LI-180 Spectrometer

HKEY_LOCAL_MACHINE\SOFTWARE\WO Comments unicode All rights reserved success or wait 1 A7E84F RegSetValueExwW
W6432Node\Microsoft\Windows\Cu
rrentVersion\Uninstall\LI-180 Spectrometer

HKEY_LOCAL_MACHINE\SOFTWARE\WO DisplayVersion  unicode 151 success or wait 1 47E84F RegSetValueExwW
W6432Node\Microsoft\Windows\Cu
rrentVersion\Uninstall\LI-180 Spectrometer

HKEY_LOCAL_MACHINE\SOFTWARE\WO VersionMajor dword 1 success or wait 1 A7E84F RegSetValueExwW
W6432Node\Microsoft\Windows\Cu
rrentVersion\Uninstall\LI-180 Spectrometer

HKEY_LOCAL_MACHINE\SOFTWARE\WO VersionMinor dword 5 success or wait 1 A7E84F RegSetValueExwW
W6432Node\Microsoft\Windows\Cu
rrentVersion\Uninstall\LI-180 Spectrometer

HKEY_LOCAL_MACHINE\SOFTWARE\WO InstallLocation unicode C:\Program Files (x86)\LI-180 success or wait 1 47E84F RegSetValueExwW
W6432Node\Microsoft\Windows\Cu Spectrometer
rrentVersion\Uninstall\LI-180 Spectrometer

HKEY_LOCAL_MACHINE\SOFTWARE\WO VersionMajor dword 1 success or wait 1 A7E84F RegSetValueExwW
W6432Node\MimarSinan\InstallAware\ldent.Cache\
{4963F2A4-325D-4774-8D8D-86D68B3EE27C}

HKEY_LOCAL_MACHINE\SOFTWARE\WO VersionMinor dword 5 success or wait 1 47E84F RegSetValueExwW
W6432Node\MimarSinan\InstallAware\ldent.Cache\
{4963F2A4-325D-4774-8D8D-86D68B3EE27C}

HKEY_LOCAL_MACHINE\SOFTWARE\WO NULL unicode C:\ProgramData\{E6FF8B17-66F1- success or wait 1 A7E84F RegSetValueExwW
W6432Node\MimarSinan\InstallAware\ldent.Cache\ 4213-A668-EBEAEBBA4AEB)\
{4963F2A4-325D-4774-8D8D-86D68B3EE27C}

Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

Analysis Process: LI180_win-1.5.1.exe PID: 6960 Parent PID: 5636

General

Start time: 21:53:55

Start date: 25/02/2021

Path: C:\Users\user\Desktop\LI180_win-1.5.1.exe

Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\LI180_win-1.5.1.exe' /load

Imagebase: 0x400000

File size: 10630347 bytes

MDS5 hash: 77D64242FBD270B5363D383B51075783

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: wce, Description: wce, Source:
00000006.00000003.249999611.00000000049C9000.00000004.00000001.sdmp, Author:
Benjamin DELPY (gentilkiwi)

Reputation: low

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7zS7952.tmp read attributes | device synchronous io  success or wait 1 410EBC GetTempFileNameW
synchronize | non alert | non
generic read directory file
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File Path
C:\Users\user\AppData\Local\Temp\7zS7952.tmp

C:\Users\user\AppData\Local\Temp\7zS7952.tmp

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-180_Ins
taller.msi

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-180_Installer.msi

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\65
5FCA3B

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\65
5FCA3B\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\65
5FCA3B\B65BBED4\box_basic.jpg

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\1E
ATFD63

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\1E
A7FD63\B65BBED4

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\1E
A7FD63\B65B8ED4\box_feature.jpg

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\60
9B42C1

Copyright null 2021

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

object name collision

success or wait

success or wait

success or wait

object name collision

success or wait

success or wait

success or wait

success or wait

object name collision

success or wait

success or wait

success or wait

success or wait

Count

1

136

127

Source
Address

410B5E

410B5E

410B5E

4098CB

4098CB

410B5E

410B5E

410B5E

410B5E

4098CB

410B5E

410B5E

410B5E

4098CB

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\60 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
9B42C1\B65B8ED4 directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\60 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
9B42C1\B65B8ED4\box_feature_ppf.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\40 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
9F08AF directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\40 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
9F08AF\B65B8ED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\40 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
9F08AF\B65BBED4\box_information.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\F2 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
8C57DF directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\F2 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
8C57DF\B65B8ED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\F2 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
8C57DF\B65B8ED4\chart_cie1931w.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\7021623 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\70 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
21623\B65B8ED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\70 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
21623\B65B8ED4\chart_cie1976w.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6B read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
339451 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6B read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
339451\B65B8ED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6B read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
339451\B65B8ED4\chart_criw.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\C9 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
AB7ACB directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\C9 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
AB7ACB\7AF51026 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\C9 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
AB7ACB\7AF51026\cie1931.jpg synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6B read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
481F13 directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6B read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
481F13\B65B8ED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6B read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
481F13\B65B8ED4\cie1931.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\8C read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
4586D2 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\8C read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
4586D2\7AF51026 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\8C read attributes | device synchronous io  success or wait 1 4098CB CreateFilewW
4586D2\7AF51026\cie1976.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D2 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
758F69 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D2 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
758F69\B65BSED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D2 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
758F69\B65B8ED4\cie1976.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\E3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
79E83C directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\E3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
79E83C\7AF51026 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\E3 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
79E83C\7AF51026\CRI2.jpg synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\AD read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
9FE403 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\AD read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
9FE403\7AF51026 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\AD read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
9FE403\7AF51026\GAl.jpg synchronize | non alert | non
generic write directory file
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File Path

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\65
5BFA89

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\65
5BFA89\B65BBED4

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\65
5BFA89\B65B8ED4\LI-COR-logo.jpg

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\77
4E815E

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\77
4EB815E\526B362B

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\77
4E815E\526B362B\LICOR-about.jpg

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\DA
A0442

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\DA
A0442\526B362B

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\DA
A0442\526B362B\LICOR-start.jpg

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\44
DB77AB

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\44
DB77AB\7AF51026

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\44
DB77AB\7AF51026\LICOR.jpg

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\FC
8C594

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\FC
8C594\7AF51026

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\FC
8C594\7AF51026\LICORC.jpg

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\38
3E736B

Copyright null 2021

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW
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File Path

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\38
3E736B\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\38
3E736B\B65B8ED4\square.jpg

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D8
3B2FF9

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D8
3B2FF9\7AF51026

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D8
3B2FF9\7AF51026\tm30image.jpg

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6C
0AF2E8

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6C
O0AF2E8\BE4A257

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6C
0AF2E8\BE4A257\LICORIang.ini

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\B7
ED429E

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\B7
ED429E\E1510A13

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\B7
ED429E\E1510A13\setup.ini

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\36
706E48

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\36
706E48\3EF45B9E

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\36
706E48\3EF45BIE\ANSI.xIs

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\35
75565E

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\35
75565E\3EF45B9E
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Access

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

4098CB

410B5E

410B5E

Symbol
CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateDirectoryW
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\35 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
75565E\3EF45BIE\ANSI_2008.xls synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\F4 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
ED2515 directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\F4 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
ED2515\3EF45B9E directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\F4 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
ED2515\3EF45B9E\ANSI_2011.xls synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\EC read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
C34BEC directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\EC read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
C34BEC\3EF45B9E directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\EC read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
C34BEC\3EF45B9E\ANSI_Ellipse.xls synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\58 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
7D056C directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\58 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
7D056C\9426740A directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\58 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
7D056C\9426740A\CHK_20131028_165820.xIs synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\98 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
47A14B directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\98 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
47A14B\B6D77E4E directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\98 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
47A14B\B6D77E4E\ESPD_LI-180-000.xls synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\E5 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
444EFD directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\E5 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
444EFD\CDOE66BD directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\E5 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
444EFD\CDOEG66BD\LI-180_Log_Example.xIs synchronize | non alert | non
generic write directory file
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File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D5 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
32E401 directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D5 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
32E401\20073942 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D5 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
32E401\20073942\mdd_0.tf synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
5647E directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
5647E\E023D589 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D3 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
5647E\E023D589\LI-180 Spectrometer.exe synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-180_Installer.exe read attributes | device synchronous io  success or wait 1 4098CB CreateFileW

synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\35 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
3AD105 directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\35 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
3AD105\E1510A13 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\35 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
3AD105\E1510A13\USBXpressinstaller.exe synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR Spectrum read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR Spe read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
ctrum\mDIFxIDE.dlI directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR Spe read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
ctrum\mDIFxIDE.dI\x64DPInst.exe synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR Spectrum read data or list device directory file | object name collision 6 410B5E CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR Spe read data or list device directory file | object name collision 3 410B5E CreateDirectoryW
ctrum\mDIFxIDE.dll directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR Spe read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
ctrum\mDIFxIDE.dI\x86DPInst.exe synchronize | non alert | non
generic write directory file
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C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR Spe read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
ctrum\Install Fonts IDE-Plugln.dll directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR Spe read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
ctrum\Install Fonts IDE-Plugln.dll\install Fonts EXE-PluglIn.dll synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR Spe read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
ctrum\mDIFxIDE.dINmDIFXEXE.dIl synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\mMSI.dIl read data or list device directory file | success or wait 1 410B5E CreateDirectoryW

directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\mM read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
Sl.di\mMSIExec.dll synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\DC read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
702C7E directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\DC read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
702C7E\E023D589 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\DC read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
702C7E\E023D589\SiUSBXp.dll synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\51 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
845961 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\51 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
845961\DBD131B5 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\51 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
845961\DBD131B5\SiLib.sys synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\2E read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
5DCES8F directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\2E read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
5DCE8F\23667BEE directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\2E read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
5DCE8F\23667BEE\SiLib.sys synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\55 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
EBAG5E directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\55 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
E6A65E\DBD131B5 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\55 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
E6AG5E\DBD131B5\SIUSBXP.sys synchronize | non alert | non
generic write directory file
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C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\A3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
FO088A directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\A3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
FO088A\23667BEE directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\A3 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
FO088A\23667BEE\SIUSBXP.sys synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\mia.lib read attributes | device synchronous io  success or wait 1 4098CB CreateFileW

synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6D read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
BFE203 directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6D read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
BFE203\342BBCES8 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6D read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
BFE203\342BBCE8\Cold.asz synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\45 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
3607F8 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\45 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
3607F8\E1510A13 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\45 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
3607F8\E1510A13\siusbxp.cat synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\74 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
93ECCE directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\74 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
93ECCE\C0705257 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\74 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
93ECCE\C0705257\CIEO.CFG synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\C3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
C84A4C directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\C3 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
C84A4C\E1510A13 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\C3 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
C84A4C\E1510A13\SiUSBXp.inf synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-180_Installer.res read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
synchronize | non alert | non
generic write directory file
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C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\67 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
ACD331 directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\67 read data or list device directory file | success or wait 1 410B5E CreateDirectoryW
ACD331\98FBEBF9 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\67 read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
ACD331\98FBEBF9\Reference Spectrum.xIsx synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\{4963F2A4-325D- read attributes | device synchronous io  success or wait 1 4098CB CreateFileW
4774-8D8D-86D68B3EE27C} synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\mMSI.dIl read data or list device directory file | object name collision 1 410B5E CreateDirectoryW

directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\FC read data or list device directory file | object name collision 2 410B5E CreateDirectoryW
8C594 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\FC read data or list device directory file | object name collision 1 410B5E CreateDirectoryW
8C594\7AF51026 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\F4 read data or list device directory file | object name collision 2 410B5E CreateDirectoryW
ED2515 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\F4 read data or list device directory file | object name collision 1 410B5E CreateDirectoryW
ED2515\3EF45B9E directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\F2 read data or list device directory file | object name collision 2 410B5E CreateDirectoryW
8C57DF directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\F2 read data or list device directory file | object name collision 1 410B5E CreateDirectoryW
8C57DF\B65B8ED4 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\EC read data or list device directory file | object name collision 2 410B5E CreateDirectoryW
C34BEC directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\EC read data or list device directory file | object name collision 1 410B5E CreateDirectoryW
C34BEC\3EF45B9E directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\E5 read data or list device directory file | object name collision 2 410B5E CreateDirectoryW
444EFD directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point
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C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\E5
444EFD\CDOE66BD

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\E3
79E83C

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\E3
79E83C\7AF51026

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\DC
702C7E

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\DC
702C7E\E023D589

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\DA
A0442

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\DA
A0442\526B362B

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D8
3B2FF9

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D8
3B2FF9\7AF51026

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D5
32E401

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D5
32E401\20073942

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D3
5647E

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D3
5647E\E023D589

Copyright null 2021

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Count

Source
Address

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW
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File Path

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D2
758F69

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D2
758F69\B65BBED4

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\C9
AB7ACB

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\C9
AB7ACB\7AF51026

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\C3
C84A4C

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\C3
C84A4C\E1510A13

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\B7
ED429E

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\B7
ED429E\E1510A13

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\AD
9FE403

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\AD
9FE403\7AF51026

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\A3
FO088A

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\A3
FO088A\23667BEE

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\98
47A14B
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Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Count

Source
Address

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW
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C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\98
47A14B\B6D77EAE

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\8C
4586D2

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\8C
4586D2\7AF51026

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\77
4EB15E

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\77
4EB15E\526B362B

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\74
93ECCE

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\74
93ECCE\C0705257

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\7021623

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\70
21623\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6D
BFE203

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6D
BFE203\342BBCES8

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6C
O0AF2E8

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6C
OAF2E8\BE4A257

Copyright null 2021

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Count

Source
Address

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW
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File Path

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6B
481F13

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6B
481F13\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6B
339451

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6B
339451\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\67
ACD331

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\67
ACD331\98FBEBF9

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\65
5FCA3B

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\65
5FCA3B\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\65
5BFA89

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\65
5BFA89\B65BBED4

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\60
9B42C1

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\60
9B42C1\B65B8ED4

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\58
7D056C

Copyright null 2021

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Count

Source
Address

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW
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File Path

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\58
7D056C\9426740A

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\55
E6A65E

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\55
E6A65E\DBD131B5

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\51
845961

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\51
845961\DBD131B5

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\45
3607F8

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\45
3607F8\E1510A13

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\44
DB77AB

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\44
DB77AB\7AF51026

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\40
9F08AF

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\40
9F08AF\B65BBED4

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\38
3E736B

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\38
3E736B\B65B8ED4

Copyright null 2021

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Count

Source
Address

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

Symbol
CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW
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File Path Access Attributes
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\36 read data or list device
706E48 directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\36 read data or list device
706E48\3EF45B9E directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\35 read data or list device
75565E directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\35 read data or list device
75565E\3EF45B9E directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\35 read data or list device
3AD105 directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\35 read data or list device
3AD105\E1510A13 directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\2E read data or list device
5DCE8F directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\2E read data or list device
5DCE8F\23667BEE directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\1E read data or list device
ATFD63 directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\1E read data or list device
A7FD63\B65B8ED4 directory |

synchronize
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR Spe read data or list device

ctrum\Install Fonts IDE-Plugln.dll

File Deleted

File Path

directory |
synchronize

C:\Users\user\AppData\Local\Temp\7zS7952.tmp
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-180_Installer.msi

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR Spectrum\Install Fonts IDE-PluglIn.dll\Install Fonts EXE-PluglIn.dll

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR Spectrum\mDIFxIDE.dI\mDIFxEXE.dII
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR Spectrum\mDIFxIDE.dII\x64DPInst.exe
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR Spectrum\mDIFxIDE.dII\x86DPInst.exe

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\1EA7FD63\B65B8ED4\box_feature.jpg

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\2E5DCE8F\23667BEE\SiLib.sys

Copyright null 2021

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source

Address Symbol

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

410B5E

Count

P R R R R R R R

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

Source
Address Symbol

410BEO
410BEO
410BEO
410BEO
410BEO
410BEO
410BEO
410BEO

DeleteFileW
DeleteFileW
DeleteFileW
DeleteFileW
DeleteFileW
DeleteFileW
DeleteFileW
DeleteFileW
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Source

File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\353AD105\E1510A13\USBXpressinstaller.exe success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\3575565E\3EF45B9E\ANSI_2008.xls success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\36 706 E48\3EF45B9E\ANSI.xIs success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\383E736B\B65B8ED4\square.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\409F08AF\B65B8ED4\box_information.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\44DB77AB\7AF51026\LICOR.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\453607F8\E1510A13\siusbxp.cat success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\51845961\DBD131B5\SiLib.sys success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\55E6A65E\DBD131B5\SIUSBXP.sys success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\587D056C\9426740A\CHK_20131028_165820.xls success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\609B42C1\B65B8ED4\box_feature_ppf.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\655BFA89\B65B8ED4\LI-COR-logo.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\655FCA3B\B65B8ED4\box_basic.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\67ACD331\98FBEBF9\Reference Spectrum.xlsx success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6B339451\B65B8ED4\chart_criw.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6B481F13\B65B8ED4\cie1931.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6 COAF2E8\BE4A257\LICORIang.ini success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\6 DBFE203\342BBCE8\Cold.asz success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\7021623\B65B8ED4\chart_cie1976w.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\7493ECCE\C0705257\CIEO.CFG success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\774E815E\526B362B\LICOR-about.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\8C4586D2\7AF51026\cie1976.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\9847A14B\B6D77E4E\ESPD_LI-180-000.xls success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\A3F0088A\2366 7BEE\SIUSBXP.sys success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\AD9FE403\7AF51026\GAl.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\B7ED429E\E1510A13\setup.ini success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\C3C84A4C\E1510A13\SiUSBXp.inf success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\C9AB7ACB\7AF51026\cie1931.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D2758F69\B65B8ED4\cie1976.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D35647E\E023D589\LI-180 Spectrometer.exe success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D532E401\20073942\mdd_0.ttf success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\D83B2FF9\7AF51026\tm30image.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\DAA0442\526B362B\LICOR-start.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\DC702C7E\E023D589\SiUSBXp.dll success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\E379E83C\7AF51026\CRI2.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\E5444EFD\CDOE66BD\LI-180_Log_Example.xIs success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\ECC34BEC\3EF45B9E\ANSI_Ellipse.xls success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\F28C57DF\B65B8ED4\chart_cie1931w.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\FAED2515\3EF4A5B9E\ANSI_2011.xls success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\FC8C594\7AF51026\LICORC.jpg success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\OFFLINE\mMSI.dI\mMSIExec.dll success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\{4963F2A4-325D-4774-8D8D-86 D68B3EE27C} success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-180_Installer.exe success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-180_Installer.msi success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-180_Installer.res success or wait 1 410BEO DeleteFilew
C:\Users\user\AppData\Local\Temp\7zS7952.tmp\mia.lib success or wait 1 410BEO DeleteFilew
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
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File Path

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\Ll-

180_Installer.msi

Offset Length Value

unknown 65536

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-180_Installe unknown 53248

r.msi

Copyright null 2021

docflle0alblla
e1 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 3e 00 04 00
fe ff Oc 00 06 00 00 00
00 00 00 00 02 00 00
00 01 00 00 00 01 00
00 00 00 00 00 00 00
10 00 00 02 00 00 00
01 00 00 00 fe ff ff ff 00
00 00 00 00 00 00 00 ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff f
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff f ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff f
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff ff

docflle0alblla
e1 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 3e 00 04 00
fe ff Oc 00 06 00 00 00
00 00 00 00 02 00 00
00 01 00 00 00 01 00
00 00 00 00 00 00 00
10 00 00 02 00 00 00
01 00 00 00 fe ff ff ff 00
00 00 00 00 00 00 00 ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff f
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff f
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff ff

Completion

success or wait

success or wait

Source

Count Address Symbol

13

13

409611 WriteFile

409611 WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\65
5FCA3B\B65BBED4\box_basic.jpg

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\1E
A7FD63\B65B8ED4\box_feature.jpg

Copyright null 2021

Offset Length Value

unknown 9428

unknown 31532

ff d8 ff e0 00 10 4a 46
49 46 00 01 01 01 01
2c 01 2c 00 00 ff db 00
430002 01 01 02 01
01 02 02 02 02 02 02
02 02 03 05 03 03 03
03 03 06 04 04 03 05
07 06 07 07 07 06 07
07 08 09 Ob 09 08 08
0a 08 07 07 Oa Od Oa
0a Ob Oc Oc Oc Oc 07
09 Oe Of 0d Oc Oe Ob
Oc Oc Oc ff db 00 43 01
02 02 02 03 03 03 06
03 03 06 Oc 08 07 08
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc Oc
0Oc Oc Oc Oc Oc Oc ff cO
00 11 08 01 a0 02 86
03 012200021101
03 11 01 ff c4 00 1f 00
00010501 010101
01 01 00 00 00 00 00
00 00 00 01 02 03 04
05 06 07 08 09 Oa 0Ob ff
¢4 00 b5 10 00 02 01
03 03 02 04 03 05 05
04 04 00 00 01 7d 01
02 030004 11 05 12
21314106 135161
07227114328191
al 08

ff d8 ff e0 00 10 4a 46
49 46 00 01 02 01 01
2c¢ 01 2¢ 00 00 ff ed 00
2c¢ 50 68 6f 74 6f 73 68
6f 70 20 33 2e 30 00
38 42 49 4d 03 ed 00
000000001001 2c
00 0000010001 01
2c 00 00 00 01 00 01 ff
el 69 cc 68747470
3a 2f 2f 6e 73 2e 61 64
6f 62 65 2e 63 6f 6d 2f
78 61 70 2f 31 2e 30 2f
00 3c 3f 78 70 61 63
6b 65 74 20 62 65 67
69 6e 3d 22 ef bb bf 22
20 69 64 3d 22 57 35
4d 30 4d 70 43 65 68
69 48 7a 72 65 53 7a
4e 54 63 7a 6b 63 39
64 22 3f 3e 0a 3c 78
3a 78 6d 70 6d 65 74
61 20 78 6d 6¢ 6e 73
3a 78 3d 22 61 64 6f
62 65 3a 6e 73 3a 6d
65 74 61 2f 22 20 78
3a 78 6d 70 74 6b 3d
22 41 64 6f 62 65 20
58 4d 50 20 43 6f 72
65 20 34 2e 31 2d 63
30 33 36 20 34 36 2e
323737303932 2c
20 46 72 69 20 46 65
6220 32 33 20 32 30
30372031343a31
37 3a

Source

Ascii Completion Count Address Symbol

success or wait 1 409611 WriteFile

1A..Qa."q.2....

...... JFIF.......,.....,Photos success or wait & 409611 WriteFile
hop 3.0.8BIM......... e ,
........ i.http://ns.adobe.com/
xap/1.0/.<?xpacket
begin="..."
id="W5MOMpCehiHzreSzN
Tczke9d"?>.<x:xmpmeta
xmins:x="adobe:ns:meta/"
x:xmptk="Adobe XMP Co
re 4.1-c036 46.277092, Fri
Feb 23 2007 14:17:
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\60
9B42C1\B65B8ED4\box_feature_ppf.jpg

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\40
9F08AF\B65BBED4\box_information.jpg

Copyright null 2021

Offset Length Value

unknown 7053

unknown 22296

ff d8 ff e0 00 10 4a 46
49 46 0001 02 01 01
2c¢ 01 2¢ 00 00 ff ed 00
2c¢ 50 68 6f 74 6f 73 68
6f 70 20 33 2e 30 00
3842 49 4d 03 ed 00
000000001001 2¢
00 0000010001 01
2c 00 00 00 01 00 01 ff
el 7ca868 747470
3a 2f 2f 6e 73 2e 61 64
6f 62 65 2e 63 6f 6d 2f
78 61 70 2f 31 2e 30 2f
00 3c 3f 78 70 61 63
6b 65 74 20 62 65 67
69 6e 3d 22 ef bb bf 22
20 69 64 3d 22 57 35
4d 30 4d 70 43 65 68
69 48 7a 72 65 53 7a
4e 54 63 7a 6b 63 39
64 22 3f 3e 0a 3c 78
3a 78 6d 70 6d 65 74
61 20 78 6d 6¢ 6e 73
3a 78 3d 22 61 64 6f
62 65 3a 6e 73 3a 6d
65 74 61 2f 22 20 78
3a 78 6d 70 74 6b 3d
22 41 64 6f 62 65 20
58 4d 50 20 43 6f 72
65 20 35 2e 30 2d 63
3036 30 20 36 31 2e
3133343737372c
20 32 30 31 30 2f 30
32 2f31322d3137
3a 33 32 3a 30 30 20
2020

ff d8 ff e0 00 10 4a 46
49 46 00 01 01 02 04
80 04 80 00 00 ff db 00
4300 03 02 02 03 02
02 03 03 03 03 04 03
03 04 05 08 05 05 04
04 05 0a 07 07 06 08
Oc 0a Oc Oc Ob Oa Ob
Ob 0d Oe 12 10 0d Oe
11 Oe Ob Ob 10 16 10
11131415 15 15 0c
0f17 18 16 14 18 12
14 15 14 ff db 00 43 01
03 04 04 05 04 05 09
05 05 09 14 0d 0b 0d
1414141414 1414
141414141414 14
1414141414 1414
1414141414 14 14
1414141414 1414
1414141414 14 14
1414141414 14 14
14 ff c0 00 11 08 01 a0
05 74 03 01 22 00 02
11 01 03 11 01 ff c4 00
1f 00 00 01 05 01 01
01 01 01 01 00 00 00
00 00 00 00 00 01 02
03 04 05 06 07 08 09
0a Ob ff c4 00 b5 10 00
02 01 03 03 02 04 03
05 05 04 04 00 00 01
7d 01 02 03 00 04 11
0512 21 314106 13
516107 22711432
8191 al 08

Ascii

...... JFIF.......,.....,Photos

hop 3.0.8BIM......... Jeereas ,
........ |.http://ns.adobe.com/

xap/1.0/.<?xpacket
begin="..."

id="W5MOMpCehiHzreSzN
Tczke9d"?>.<x:xmpmeta
xmins:x="adobe:ns:meta/"
x:xmptk="Adobe XMP Co

re 5.0-c060 61.134777,
2010/02/12-17:32:00

1A..Qa."q.2....

Completion

success or wait

success or wait

Source

Count Address Symbol

4

1

409611 WriteFile

409611 WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\F2
8C57DF\B65B8ED4\chart_cie1931w.jpg

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\70
21623\B65B8ED4\chart_cie1976w.jpg

Copyright null 2021

Offset Length Value

unknown 42289

unknown 49281

ff d8 ff e0 00 10 4a 46
49 46 00 01 01 02 04
80 04 80 00 00 ff db 00
4300 03 02 02 03 02
02 03 03 03 03 04 03
03 04 05 08 05 05 04
04 05 0a 07 07 06 08
Oc 0a Oc Oc Ob Oa Ob
Ob 0d Oe 12 10 0d Oe
11 Oe Ob Ob 10 16 10
11131415 15 15 0c
0f17 18 16 14 18 12
14 15 14 ff db 00 43 01
03 04 04 05 04 05 09
05 05 09 14 0d Ob 0d
1414141414 14 14
141414141414 14
1414141414 1414
1414141414 14 14
141414141414 14
1414141414 14 14
1414141414 14 14
14 ff cO 00 11 08 02 8e
02 97 03 01 22 00 02
11 01 03 11 01 ff c4 00
1f 00 00 01 05 01 01
01 01 01 01 00 00 00
00 00 00 00 00 01 02
03 04 05 06 07 08 09
0Oa Ob ff c4 00 b5 10 00
02 01 03 03 02 04 03
05 05 04 04 00 00 01
7d 01 02 03 00 04 11
051221314106 13
516107 22711432
8191 al 08

ff d8 ff e0 00 10 4a 46
49 46 00 01 01 02 04
80 04 80 00 00 ff db 00
4300 03 02 02 03 02
02 03 03 03 03 04 03
03 04 05 08 05 05 04
04 05 0a 07 07 06 08
Oc 0a Oc Oc Ob Oa Ob
Ob 0d Oe 12 10 0d Oe
11 Oe Ob Ob 10 16 10
1113141515 15 0c
0f17 18 16 14 18 12
14 15 14 ff db 00 43 01
03 04 04 05 04 05 09
05 05 09 14 0d 0b 0d
1414141414 1414
141414141414 14
1414141414 1414
1414141414 14 14
1414141414 1414
1414141414 14 14
1414141414 14 14
14 ff cO 00 11 08 02 8e
02 97 03 01 22 00 02
11 01 03 11 01 ff c4 00
1f 00 00 01 05 01 01
01 01 01 01 00 00 00
00 00 00 00 00 01 02
03 04 05 06 07 08 09
0a Ob ff c4 00 b5 10 00
02 01 03 03 02 04 03
05 05 04 04 00 00 01
7d 01 02 03 00 04 11
0512 21 314106 13
516107 22711432
8191 al 08

Source

Ascii Completion Count Address Symbol

success or wait 2 409611 WriteFile

1A..Qa."q.2....

success or wait 1 409611 WriteFile

1A..Qa."q.2....

Page 192 of 248



File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\6B
339451\B65B8ED4\chart_criw.jpg

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\C9
AB7ACB\7AF51026\cie1931.jpg

Copyright null 2021

Offset Length Value Ascii Completion

unknown 6528

unknown 44184

Source
Count Address Symbol

ffd8 ffe0 00 10 4246 ...... JFIF.....o (G success or wait 2 409611 WriteFile
49 46 00 01 01 02 04
80 04 80 00 00 ff db 00 ..
4300 03 02 02 03 02
02 03 03 03 03 04 03
03 04 05 08 05 05 04
04 05 0a 07 07 06 08
Oc 0a Oc Oc Ob Oa Ob
Ob 0d Oe 12100d 0e  1A..Qa."q.2....
11 Oe Ob Ob 10 16 10

11131415 15 15 0c

0f17 18 16 14 18 12

14 15 14 ff db 00 43 01

03 04 04 05 04 05 09

05 05 09 14 0d Ob 0d

1414141414 14 14
141414141414 14

1414141414 1414

1414141414 1414
141414141414 14

1414141414 14 14

1414141414 14 14

14 ff c0 00 11 08 02 7b

02 a2 03 01 22 00 02

11 01 03 11 01 ff c4 00

1f 00 00 01 05 01 01

01 01 01 01 00 00 00

00 00 00 00 00 01 02

03 04 05 06 07 08 09

0Oa Ob ff c4 00 b5 10 00

02 01 03 03 02 04 03

05 05 04 04 00 00 01

7d 01 02 03 00 04 11
051221314106 13

516107 22711432

8191 al 08

ffd8 ffe0 00 10 42 46 ...... JFIF....H.H.....EXxif.. success or wait 6 409611 WriteFile
49460001020100 MM.*
480048 00 00 ffe1 Ob ...b...
f545786966 0000 ... .2,

4d 4d 00 2a 00 00 00 ..Adobe
08 00 07 01 120003  Photoshop CS3
00000001 000100 Windows.2013:08:09
0001 1200050000 15:39:41.........cc.ucee.
0001 0000006201 ... @........ @........
1b 000500000001 ..cooeevrnneee

00 00 00 6a 01 28 00

03 00 00 00 01 00 02

00 00 01 31 00 02 00

00 00 1c 00 00 00 72

01 32 00 02 00 00 00

14 00 00 00 8e 87 69

00 04 00 00 00 01 00

00 00 a4 00 00 00 dO

00 Oa fc 80 00 00 27

10 00 Oa fc 80 00 00

27 10 41 64 6f 62 65

20 50 68 6f 74 6f 73 68

6f 70 20 43 53 33 20

57 69 6e 64 6f 77 73

00 32 30 31 33 3a 30

383a3039203135

3a33393a343100

00 00 00 03 a0 01 00

03 00 00 00 01 ff ff 00

00 a0 02 00 04 00 00

00 01 00 00 06 40 a0

03 00 04 00 00 00 01

00 00 06 40 00 00 00

00 00 00 00 06 01 03

00 03 00 00 00 01 00

06 00 00 01 1a 00
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\6B
481F13\B65B8ED4\cie1931.jpg

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\8C
4586D2\7AF51026\cie1976.jpg

Copyright null 2021

Offset Length Value

unknown 35330

unknown 12620

ff d8 ff el 19 47 4578
69 66 00 00 4d 4d 00
2a 00 00 00 08 00 07
01 12 00 03 00 00 00
010001000001 1a
00 05 00 00 00 01 00
0000 62 01 1b 00 05
00 00 00 01 00 00 00
6a 01 28 00 03 00 00
00 01 00 02 00 00 01
310002000000 1e
000000 72 01 32 00
02 00 00 00 14 00 00
00 90 87 69 00 04 00
00 00 01 00 00 00 a4
00 00 00 d0 00 Oa fc
80 00 00 27 10 00 Oa
fc 80 00 00 27 10 41
64 6f 62 65 20 50 68 6f
74 6f 73 68 6f 70 20 43
53 35 2e 31 20 57 69
6e 64 6f 77 73 00 32
3031383a30353a
32332031373a31
34 3a 34 32 00 00 03
a0 01 00 03 00 00 00
01 ff ff 00 00 a0 02 00
04 00 00 00 01 00 00
06 40 a0 03 00 04 00
00 00 01 00 00 06 40
00 00 00 00 00 00 00
06 01 03 00 03 00 00
00 01 00 06 00 00 01
1a 00 05 00 00 00 01
0000 01 1e 01 1b 00
05 00 00 00 01 00

ff d8 ff e0 00 10 4a 46
49 46 00 01 02 01 00
48 00 48 00 00 ff e1 09
a8 45 78 69 66 00 00
4d 4d 00 2a 00 00 00
08 00 07 01 12 00 03
00 00 00 01 00 01 00
00 01 1a 00 05 00 00
00 01 00 00 00 62 01
1b 00 05 00 00 00 01
00 00 00 6a 01 28 00
03 00 00 00 01 00 02
00 00 01 31 00 02 00
00 00 1c 00 00 00 72
01 32 00 02 00 00 00
14 00 00 00 8e 87 69
00 04 00 00 00 01 00
00 00 a4 00 00 00 dO
00 Oa fc 80 00 00 27
10 00 0Oa fc 80 00 00
27 10 41 64 6f 62 65
20 50 68 6f 74 6f 73 68
6f 70 20 43 53 33 20
57 69 6e 64 6f 77 73
0032 3031 33 3a 30
38 3a3039 203135
3a 33 30 3a 30 34 00
00 00 00 03 a0 01 00
03 00 00 00 01 ff ff 00
00 a0 02 00 04 00 00
00 01 00 00 06 40 a0
03 00 04 00 00 00 01
00 00 06 40 00 00 00
00 00 00 00 06 01 03
00 03 00 00 00 01 00
06 00 00 01 1a 00

Source

Ascii Completion Count Address Symbol

..... GEXif.MM.*.............. success or wait 6 409611 WriteFile

....".Adobe Photoshop
CS5.1 Wi
ndows.2018:05:23
17:14:42.....

@

...... JFIF....H.H.....EXxif.. success or wait 6 409611 WriteFile

..b...

..Adobe
Photoshop CS3
Windows.2013:08:09
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\D2
758F69\B65BBED4\cie1976.jpg

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\E379E83C\7AF51026\CRI2.jpg

Copyright null 2021

Offset
unknown 35565

unknown 49782

Length Value

ff d8 ff el Ob 57 45 78
69 66 00 00 4d 4d 00
2a 00 00 00 08 00 07
01 12 00 03 00 00 00
010001000001 1a
00 05 00 00 00 01 00
0000 62 01 1b 00 05
00 00 00 01 00 00 00
6a 01 28 00 03 00 00
00 01 00 02 00 00 01
310002000000 1e
000000 72 01 32 00
02 00 00 00 14 00 00
00 90 87 69 00 04 00
00 00 01 00 00 00 a4
00 00 00 d0 00 Oa fc
80 00 00 27 10 00 Oa
fc 80 00 00 27 10 41
64 6f 62 65 20 50 68 6f
74 6f 73 68 6f 70 20 43
53 35 2e 31 20 57 69
6e 64 6f 77 73 00 32
3031383a30353a
32332031373a31
35 3a 3132000003
a0 01 00 03 00 00 00
01 ff ff 00 00 a0 02 00
04 00 00 00 01 00 00
06 40 a0 03 00 04 00
00 00 01 00 00 06 40
00 00 00 00 00 00 00
06 01 03 00 03 00 00
00 01 00 06 00 00 01
1a 00 05 00 00 00 01
0000 01 1e 01 1b 00
05 00 00 00 01 00

ff d8 ff el 1d 87 45 78
69 66 00 00 4d 4d 00
2a 00 00 00 08 00 Oc
01 00 00 03 00 00 00
0103 b1 00 00 01 01
00 03 00 00 00 01 03
b1 00 00 01 02 00 03
00 00 00 03 00 00 00
9e 01 06 00 03 00 00
00 01 00 02 00 00 01
12 00 03 00 00 00 01
0001 000001 15 00
03 00 00 00 01 00 03
00 00 01 1a 00 05 00
00 00 01 00 00 00 a4
01 1b 00 05 00 00 00
01 0000 00 ac 01 28
00 03 00 00 00 01 00
02 00 00 01 31 00 02
00 00 00 1e 00 00 00
b4 01 32 00 02 00 00
00 14 00 00 00 d2 87
69 00 04 00 00 00 01
00 00 00 e8 00 00 01
20 00 08 00 08 00 08
00 16 e3 60 00 00 27
1000 16 e3 60 00 00
27 10 41 64 6f 62 65
20 50 68 6f 74 6f 73 68
6f 70 20 43 53 35 2e
31 20 57 69 6e 64 6f
7773 0032303138
3a 30 38 3a 31 34 20
31313a32363a35
3500 00 00 00 04 90
00 00 07 00 00 00 04
30

Source
Count Address Symbol

Ascii

Completion

success or wait 6 409611 WriteFile

....".Adobe Photoshop
CS5.1 Wi
ndows.2018:05:23
17:15:12.....

@

...... Exif.MM.*............. success or wait 6 409611 WriteFile

.."...."..".Adobe Photoshop
Cs5.1

Windows.2018:08:14
11:26:55............. 0
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\AD9FE403\7AF51026\GAl.jpg

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\655BFA89\B65B8ED4\LI-COR-
logo.jpg

Copyright null 2021

Offset
unknown 36337

unknown 23369

Length Value

Source

Ascii Completion Count Address Symbol

ff d8 ff e0 00 10 4a 46 ... JFIF.....d.d.....oEXif..
49460001020100 MM.*
64 00 64 00 00 ffel 08 ...b...
6f 45 78 69 66 00 00
4d 4d 00 2a 00 00 00 .....B@.."Adobe
080007 01120003 Photoshop CS3
00000001 000100 Windows.2013:11:20
0001 1a00050000 16:36:56...................
00 01 00 00 00 62 01
1b 00 05 00 00 00 01
00 00 00 6a 01 28 00
03 00 00 00 01 00 02
00 00 01 31 00 02 00
00 00 1c 00 00 00 72
01 32 00 02 00 00 00
14 00 00 00 8e 87 69
00 04 00 00 00 01 00
00 00 a4 00 00 00 dO
00 0f 42 40 00 00 27
10 00 0f 42 40 00 00
27 10 41 64 6f 62 65
20 50 68 6f 74 6f 73 68
6f 70 20 43 53 33 20
57 69 6e 64 6f 77 73
00323031333a31
313a323020 3136
3a 33 36 3a 35 36 00
00 00 00 03 a0 01 00
03 00 00 00 01 00 01
00 00 a0 02 00 04 00
00 00 01 00 00 01 8a
a0 03 00 04 00 00 00
01 00 00 01 d8 00 00
00 00 00 00 00 06 01
03 00 03 00 00 00 01
00 06 00 00 01 1a 00

success or wait 1 409611 WriteFile

ff d8 ff el Oe 1f 45 78
69 66 00 00 4d 4d 00
2a 00 00 00 08 00 Oc
01 00 00 03 00 00 00
01 0d 77 00 00 01 01
00 03 00 00 00 01 02
ac 00 00 01 02 00 03

...... Exif.MM.*.............. success or wait 2 409611 WriteFile

.."...."..".Adobe Photoshop
Cs5.1

00 00 00 03 00 00 00
9e 01 06 00 030000 Windows.2018:05:24
00010002000001 13:40:11............ 0

12 00 03 00 00 00 01
0001 000001 1500
03 00 00 00 01 00 03
00 00 01 1a 00 05 00
00 00 01 00 00 00 a4
01 1b 00 05 00 00 00
01 00 00 00 ac 01 28
00 03 00 00 00 01 00
02 00 00 01 31 00 02
00 00 00 1e 00 00 00
b4 01 32 00 02 00 00
00 14 00 00 00 d2 87
69 00 04 00 00 00 01
00 00 00 e8 00 00 01
20 00 08 00 08 00 08
00 16 e3 60 00 00 27
1000 16 e3 60 00 00
27 10 41 64 6f 62 65
20 50 68 6f 74 6f 73 68
6f 70 20 43 53 35 2e
31 20 57 69 6e 64 6f
7773 0032303138
3a 30 353a3234 20
31333a34303a31
31 00 00 00 00 04 90
00 00 07 00 00 00 04
30
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\774E815E\526B362B\LICOR-

about.jpg

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\DAA0442\526B362B\LICOR-

start.jpg

Copyright null 2021

Offset Length Value

unknown 1673

unknown 20110

ff d8 ff e0 00 10 4a 46
49 46 00 01 01 02 00
1c 00 1c 00 00 ff db 00
4300 03 02 02 02 02
02 03 02 02 02 03 03
03 03 04 06 04 04 04
04 04 08 06 06 05 06
09 08 0a 0a 09 08 09
09 Oa Oc 0f Oc Oa Ob
0e Ob 09 09 Od 11 Od
Oe 0f 10 10 11 10 Oa
Oc 12 13 12 10 13 Of
10 10 10 ff db 00 43 01
03 03 03 04 03 04 08
04 04 08 10 Ob 09 Ob
10101010 10 10 10
10101010 10 10 10
101010 10 10 10 10
10101010 10 10 10
10101010 10 10 10
10 1010 10 10 10 10
10 1010 10 10 10 10
10 ff cO 00 11 08 01 b3
0091 03 01 11 00 02
11 01 03 11 01 ff c4 00
1d 00 01 00 01 05 01
01 01 00 00 00 00 00
00 00 00 00 00 08 03
05 06 07 09 04 02 01 ff
¢4 00 40 10 00 01 03
04 01 03 02 05 02 02
06 07 09 00 00 00 01
0002 03 04 05 06 11
07 081221133114
22 415161153209
4216 18 23

ff d8 ff e0 00 10 4a 46
49 46 00 01 01 02 00
1c 00 1c 00 00 ff db 00
430003 02 02 02 02
02 03 02 02 02 03 03
03 03 04 06 04 04 04
04 04 08 06 06 05 06
09 08 0a 0a 09 08 09
09 Oa Oc 0f Oc Oa Ob
0e Ob 09 09 Od 11 Od
Oe 0f 10 10 11 10 Oa
Oc 12 13 12 10 13 Of
10 10 10 ff db 00 43 01
03 03 03 04 03 04 08
04 04 08 10 Ob 09 Ob
10101010 10 10 10
10101010 10 10 10
101010 10 10 10 10
10101010 10 10 10
10101010 10 10 10
101010 10 10 10 10
10101010 10 10 10
10 ff cO 00 11 08 01 68
02 58 03 01 11 00 02
11 01 03 11 01 ff c4 00
1le 00 01 00 02 01 05
01 01 00 00 00 00 00
00 00 00 00 00 07 08
06 02 04 05 09 0a 03
01 ff c4 00 59 10 00 01
03 030203010511
0d 06 04 03 09 00 00
00 01 02 03 04 05 06
07 11 08 12 21 31 09
134151 61 14 16 22
32333638

@
11"AQa.2.B..#

YA
11..AQa.."2368

Completion

success or wait

success or wait

Source

Count Address Symbol

2

1

409611 WriteFile

409611 WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\44
DB77AB\7AF51026\LICOR.jpg

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\FC
8C594\7AF51026\LICORC.jpg

Copyright null 2021

Offset Length Value

unknown 34182

unknown 43930

ff d8 ff el Oa 87 45 78
69 66 00 00 4d 4d 00
2a 00 00 00 08 00 07
01 12 00 03 00 00 00
010001000001 1a
00 05 00 00 00 01 00
0000 62 01 1b 00 05
00 00 00 01 00 00 00
6a 01 28 00 03 00 00
00 01 00 02 00 00 01
310002000000 1e
000000 72 01 32 00
02 00 00 00 14 00 00
00 90 87 69 00 04 00
00 00 01 00 00 00 a4
00 00 00 d0 00 Oe a5
7a 00 00 27 10 00 Oe
a57a 0000271041
64 6f 62 65 20 50 68 6f
74 6f 73 68 6f 70 20 43
53 35 2e 31 20 57 69
6e 64 6f 77 73 00 32
3031 383a3038 3a
3037 2031363a31
30 3a 32 33 00 00 03
a0 01 00 03 00 00 00
01 00 01 00 00 a0 02
00 04 00 00 00 01 00
00 01 a8 a0 03 00 04
00 00 00 01 00 00 01
85 00 00 00 00 00 00
00 06 01 03 00 03 00
00 00 01 00 06 00 00
01 1a 00 05 00 00 00
01000001 1e 01 1b
00 05 00 00 00 01 00

ff d8 ff el Oc 82 45 78
69 66 00 00 4d 4d 00
2a 00 00 00 08 00 07
01 12 00 03 00 00 00
010001000001 1a
00 05 00 00 00 01 00
0000 62 01 1b 00 05
00 00 00 01 00 00 00
6a 01 28 00 03 00 00
00 01 00 02 00 00 01
310002000000 1e
00 0000 72 01 32 00
02 00 00 00 14 00 00
00 90 87 69 00 04 00
00 00 01 00 00 00 a4
00 00 00 d0 00 Oe a5
7a 00 00 27 10 00 Oe
a57a 000027 10 41
64 6f 62 65 20 50 68 6f
74 6f 73 68 6f 70 20 43
53 35 2e 31 20 57 69
6e 64 6f 77 73 00 32
303138 3a3038 3a
3037203136 3a31
30 3a 353500 00 03
a0 01 00 03 00 00 00
01 00 01 00 00 a0 02
00 04 00 00 00 01 00
00 01 a8 a0 03 00 04
00 00 00 01 00 00 01
85 00 00 00 00 00 00
00 06 01 03 00 03 00
00 00 01 00 06 00 00
01 1a 00 05 00 00 00
01000001 1e 01 1b
00 05 00 00 00 01 00

Source

Ascii Completion Count Address Symbol

success or wait 2 409611 WriteFile

.z..".Adobe Photoshop
CS5.1 Wi
ndows.2018:08:07
16:10:23.....

success or wait 2 409611 WriteFile

.z..".Adobe Photoshop
CS5.1 Wi
ndows.2018:08:07
16:10:55.....
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\38
3E736B\B65B8ED4\square.jpg

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\D8
3B2FF9\7AF51026\tm30image.jpg

Copyright null 2021

Offset Length Value Ascii Completion

unknown 811

unknown 42991

Source
Count Address Symbol

ffd8 ffe0 00 10 4a 46 ...... JFIF .. (Grocren success or wait 1 409611 WriteFile
49 46 00 01 01 02 04
80 04 80 00 00 ff db 00 ..
4300 03 02 02 03 02
02 03 03 03 03 04 03
03 04 05 08 05 05 04
04 05 0a 07 07 06 08
Oc 0a Oc Oc Ob Oa Ob
Ob 0d Oe 12100d 0e  1A..Qa."q.2....
11 Oe Ob Ob 10 16 10

11131415 15 15 0c

0f17 18 16 14 18 12

14 15 14 ff db 00 43 01

03 04 04 05 04 05 09

05 05 09 14 0d Ob 0d

1414141414 14 14
141414141414 14

1414141414 1414

1414141414 14 14

1414141414 1414

1414141414 1414

1414141414 1414

14 ff cO 00 11 08 00 24

00 24 03 01 22 00 02

11 01 03 11 01 ff c4 00

1f 00 00 01 05 01 01

01 01 01 01 00 00 00

00 00 00 00 00 01 02

03 04 05 06 07 08 09

0a Ob ff c4 00 b5 10 00

02 01 03 03 02 04 03

05 05 04 04 00 00 01

7d 01 02 03 00 04 11
051221314106 13

516107 22711432

8191 al 08

ffd8 ffe0 00 10 42 46 ...... JFIF....H.H.....EXxif.. success or wait 2 409611 WriteFile
49 46 00 01 02 01 00
4800 48 00 00 ff el 07 ...b...
b0 45 78 69 66 00 00 d
4d 4d 00 2a 00 00 00 ..Adobe

08 00 07 01 120003  Photoshop CS3
00000001 000100 Windows.2015:12:30
0001 1200050000 17:35:06.....cccccueuerenuarnnes
00010000 006201 .coooveees e

1b 00 05 00 00 00 01

00 00 00 6a 01 28 00

03 00 00 00 01 00 02

00 00 01 31 00 02 00

00 00 1c 00 00 00 72

01 32 00 02 00 00 00

14 00 00 00 8e 87 69

00 04 00 00 00 01 00

00 00 a4 00 00 00 dO

00 Oa fc 80 00 00 27

10 00 Oa fc 80 00 00

27 10 41 64 6f 62 65

20 50 68 6f 74 6f 73 68

6f 70 20 43 53 33 20

57 69 6e 64 6f 77 73

00323031353a3l

323a3330203137

3a 33 35 3a 30 36 00

00 00 00 03 a0 01 00

03 00 00 00 01 00 01

00 00 a0 02 00 04 00

00 00 01 00 00 03 20

a0 03 00 04 00 00 00

01 00 00 03 20 00 00

00 00 00 00 00 06 01

03 00 03 00 00 00 01

00 06 00 00 01 1a 00
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\6C
0AF2E8\BE4A257\LICORIang.ini

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\B7ED429E\E1510A13\setup.ini

Copyright null 2021

Offset

unknown 13635

unknown 639

Length Value

ff fe 5b 00 43 00 48 00
54 00 5d 00 0d 00 Oa
00 42 00 41 00 53 00
49 00 43 00 5f 00 53
00 45 00 54 00 55 00
50 00 3d 00 eb 5f 1f 90
a2 6a 96 89 79 72 b5
5f 3¢ 50 2d 8a 9a 5b
0d 00 Oa 00 42 00 49
00 4e 00 5f 00 53 00
45 00 54 00 55 00 50
00 3d 00 42 00 49 00
4e 00 79 72 b5 5f 3¢
50 2d 8a 9a 5b 0d 00
0a 00 42 00 69 00 6e
00 45 00 64 00 74 00
2e 00 43 0061 0070
00 74 00 69 00 6f 00
6e 00 3d 00 e8 7d 2f 8f
68 56 0d 00 Oa 00 62
00 74 00 6e 00 43 00
6f 00 6e 00 6e 00 65
00 63 00 74 00 2e 00
43 00 61 00 70 00 74
00 69 00 6f 00 6e 00
3d 00 23 90 da 7d 0d
00 0a 00 62 00 74 00
6e 00 43 00 6f 00 6e
00 6e 00 65 00 63 00
74 00 2e 00 48 00 69
00 6e 00 74 00 3d 00
0d 00 0a 00 62 00 74
00 6e 00 44 00 61 00
72 00 6b 00 2e 00 43
00 61 00 70 00 74 00
69 00 6f 00 6e 00 3d

5b 44 72 69 76 65 72
2054 7970 65 5d 0d
0a 55534258 70 72
65 73 73 0d Oa 0d Oa
5b 44 72 69 76 65 72
20 56 65 72 73 69 6f
6e 5d 0d Oa 33 2e 33
0d 0a 0d Oa 5b 50 72
6f 64 75 63 74 20 4e
61 6d 65 5d 0d Oa 53
69 6¢ 69 63 6f 6e 20
4c 61 62 6f 72 61 74 6f
72 69 65 73 20 55 53
425870726573 73
20 44 65 76 69 63 65
0d Oa 0d Oa 5b 43 6f
6d 70 61 6e 79 20 4e
61 6d 65 5d 0d Oa 53
69 6¢ 69 63 6f 6e 20
4c 61 62 6f 72 61 74 6f
72 69 65 73 0d Oa 0d
Oa 5b 56 49 44 5d 0d
Oa 31 30 43 34 0d Oa
0d Oa 5b 50 49 44 5d
0d 0a 45 41 36 31 0d
0Oa 0d Oa 5b 52 65 6¢
61 74 69 76 65 20 49
6e 73 74 61 6¢ 6¢ 5d
0d 0a 52 65 6¢ 61 74
69 76 65 20 54 6f 20
50 72 6f 67 72 61 6d
20 46 69 6¢ 65 73 0d
Oa 0d Oa 5b 49 6e 73
74 61 6¢ 6C 20 44 69
72656374 6f7279
5d 0d 0a 53 69 6¢ 61
62

Source

Ascii Completion Count Address Symbol
.[.C.H.T]....B.AS.I.C._.S. success or wait 5 409611 WriteFile
ET.UP=._.j.yr._<P-.[.

.B.LN._.S.E.T.U.P.=.B.I.N.

yr._<P-..

[...B.i.n.E.d.t...C.a.

p.ti.o.n.=.}.hV..b.t.n.C.

o.n.n.e.c.t...C.a.p.ti.o.n.=.

#.}...b.t.n.C.o.n.n.ect...

H.i.nt=..b.tnD.ark..

C.a.p.tio.n=

[Driver success or wait 1 409611 WriteFile

Type]..USBXpress....[D
river Version]..3.3....
[Product Name]..Silicon
Laboratories USBXpress
Device....[Company N
ame]..Silicon
Laboratories....
[VID]..10C4....
[PID]..EA61L....[Relative
Install]..Relative To
Program Files....[Install Di
rectory]..Silab
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\36 706 E48\3EF45B9E\ANSI.xIs

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\35
75565E\3EF45BIE\ANSI_2008.xls

Copyright null 2021

Offset
unknown 1004

unknown 880

Length Value

45 4e 45 52 47 59 20
5354 4152 20 41 4e
53 49 20 43 37 38 2e
3337 3709 09 09 09
09 0d 0a 45 31 30 09
09 09 09 09 0d 0a 30
2e 34 38 31 33 09 30
2e 34 33 31 39 09 09
09 09 0d 0a 30 2e 34
3536 32 09 30 2e 34
3236 09 09 09 09 0d
Oa 30 2e 34 33 37 33
09 30 2e 33 38 39 33
09 09 09 09 0d 0a 30
2e 34 3539 3309 30
2e 33 39 34 34 09 09
09 09 0d Oa 45 32 30
09 09 09 09 09 0d Oa
30 2e 34 35 36 32 09
30 2e 34 32 36 09 09
09 09 0d Oa 30 2e 34
3239 3909 30 2e 34
31 36 3509 09 09 09
0d 0a 30 2e 34 31 34
37 09 30 2e 33 38 31
3409 09 09 09 0d Oa
30 2e 34 33 37 33 09
30 2e 33 38 39 33 09
09 09 09 0d Oa 45 33
30 09 09 09 09 09 0d
Oa 30 2e 34 32 39 39
09 30 2e 34 31 36 35
09 09 09 09 0d 0a 30
2e 33 39 39 36 09 30
2e 34 30 31 3509 09
09 09 0d Oa 30 2e 33
38 38 39

45 4e 45 52 47 59 20
53 54 4152 20 41 4e
5349 20 43 37 38 2e
333737 2d 32 30 30
3809 09 09 09 09 0d
0a 45 31 30 09 09 09
09 09 0d 0a 30 2e 34
3831330930 2e 34
333139 0d 0a 30 2e
34 3536 32 09 30 2e
34 32 36 0d Oa 30 2e
3433373309 30 2e
333839 33 0d 0a 30
2e 34 3539 33 09 30
2e 33393434 0d0a
45 32 30 09 09 09 09
09 0d 0a 30 2e 34 35
36 32 09 30 2e 34 32
36 0d 0a 30 2e 34 32
393909 30 2e 34 31
36 35 0d 0a 30 2e 34
3134 3709 30 2e 33
38 31 34 0d Oa 30 2e
34 33373309 30 2e
33383933 0d 0a 45
333009 09 09 09 09
0d 0a 30 2e 34 32 39
3909 30 2e 34 31 36
35 0d 0a 30 2e 33 39
39 36 09 30 2e 34 30
31 35 0d 0a 30 2e 33
383839 09 30 2e 33
36 39 0d 0a 30 2e 34
3134 3709 30 2e 33
383134 0d 0a 45 34
30 09 09 09 09 09 Od
Oa 30 2e

Source
Count Address Symbol

Ascii Completion

ENERGY STAR ANSI success or wait 1 409611
C78.377......

[0 co0ced 0.4813.0.4319.....

0.4562.0.426......0.4373.0.
389
3......0.4593.0.3944......E2
0.

...... 0.4562.0.426......0.429
9
.0.4165......0.4147.0.3814..

..0.4373.0.3893......E30.....

.0.4299.0.4165......0.3996.
0.4015......0.3889

ENERGY STAR ANSI success or wait 1 409611
C78.377-2008.

...... E10......0.4813.0.4319

.0.4562.0.426..0.4373.0.38

93..
0.4593.0.3944..E20....... 0.
456
2.0.426..0.4299.0.4165..0.
4147
.0.3814..0.4373.0.3893..E
30...
....0.4299.0.4165..0.3996.0
.40
15..0.3889.0.369..0.4147.0
.3814..E40....... 0.

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\F4
ED2515\3EF45B9E\ANSI_2011.Xls

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\EC
C34BEC\3EF45B9E\ANSI_Ellipse.xls

Copyright null 2021

Offset  Length

unknown 881

unknown 1004

Value

45 4e 45 52 47 59 20
5354 4152 20 41 4e
53 49 20 43 37 38 2e
3337372d323031
3109 09 09 09 09 0d
0Oa 45 31 30 09 09 09
09 09 0d Oa 30 2e 34
38 31 3109 30 2e 34
3331 35 0d 0a 30 2e
34 35 36 31 09 30 2e
34 32 3539 0d 0a 30
2e 34 3337 3309 30
2e 33383932 0d 0a
30 2e 34 35 39 31 09
30 2e 3339 34 31 0d
Oa 45 32 30 09 09 09
09 09 0d Oa 30 2e 34
3536 31 09 30 2e 34
323539 0d Oa 30 2e
34 33 303209 30 2e
34 31 37 31 0d 0a 30
2e 34 3134 39 09 30
2e 3338 32 0d 0a 30
2e 34 33 37 33 09 30
2e 33383932 0d 0a
45 33 30 09 09 09 09
09 0d 0a 30 2e 34 33
30320930 2e 3431
37 3133 0d 0a 30 2e
34 30 303309 30 2e
34 303334 0d 0a 30
2e 33 38 39 3509 30
2e 3337 30 38 0d Oa
30 2e 34 31 34 39 09
30 2e 33 38 32 0d Oa
45 34 30 09 09 09 09
09 0d Oa

45 4e 45 52 47 59 20
5354 4152 20 41 4e
53 49 20 43 37 38 2e
3337 3709 09 09 09
09 0d 0a 45 31 30 09
09 09 09 09 0d 0a 30
2e 34 38 31 33 09 30
2e 34 33 31 39 09 09
09 09 0d 0a 30 2e 34
3536 32 09 30 2e 34
3236 09 09 09 09 0d
Oa 30 2e 34 33 37 33
09 30 2e 33 38 39 33
09 09 09 09 0d 0a 30
2e 34 3539 33 09 30
2e 33 39 34 34 09 09
09 09 0d Oa 45 32 30
09 09 09 09 09 0d Oa
30 2e 34 35 36 32 09
30 2e 34 32 36 09 09
09 09 0d Oa 30 2e 34
3239 3909 30 2e 34
31 36 3509 09 09 09
0d 0a 30 2e 34 31 34
37 09 30 2e 33 38 31
3409 09 09 09 0d Oa
30 2e 34 33 37 33 09
30 2e 33 38 39 33 09
09 09 09 0d Oa 45 33
30 09 09 09 09 09 0d
Oa 30 2e 34 32 39 39
09 30 2e 34 31 36 35
09 09 09 09 0d 0a 30
2e 33 39 39 36 09 30
2e 34 30 31 3509 09
09 09 0d Oa 30 2e 33
38 38 39

Ascii
ENERGY STAR ANSI

C78.377-2011.
...... E10......0.4811.0.4315

.0.4561.0.4259..0.4373.0.3
892.
.0.4591.0.3941..E20.
45
61.0.4259..0.4302.0.4171..
0.41
49.0.382..0.4373.0.3892..
E30..

..... 0.4302.0.41713..0.4003
{0,
4034..0.3895.0.3708..0.41
49.0.382..E40.......

ENERGY STAR ANSI
(CESs/p—
[0 co0ced 0.4813.0.4319.....

0.4562.0.426......0.4373.0.
389
3......0.4593.0.3944.....E2
0.

...... 0.4562.0.426......0.429
g
.0.4165......0.4147.0.3814..

..0.4373.0.3893......E30.....

.0.4299.0.4165......0.3996.
0.4015......0.3889

Source

Completion Count Address Symbol
success or wait 1 409611 WriteFile
success or wait 1 409611 WriteFile

Page 202 of 248



File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\58
7D056C\9426740A\CHK_20131028_165820.xIs

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\98
47A14B\B6D77E4E\ESPD_LI-180-000.xIs

Copyright null 2021

Offset Length Value

unknown 1605

unknown 7336

50 4b 03 04 14 00 06
00 08 00 00 00 21 00
71 0e 39 2b 70 01 00
00 a0 05 00 00 13 00
db 01 5b 43 6f 6e 74
65 6e 74 5f 54 79 70
65 73 5d 2e 78 6d 6¢
20 a2 d7 01 28 a0 00
02 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

4d 6f 64 65 6¢ 20 4e
61 6d 65 09 4c 49 2d
31 38 30 0d Oa 53 65
72 69 61 6¢ 20 4e 75
6d 62 65 72 09 43 31
36 4d 30 30 39 34 0d
Oa 54 69 6d 65 09 32
30 31 38 2f 30 36 2f 30
37 5f 31 38 3a 33 36
3a 34 37 0d Oa 4d 65
6d 6f 09 0d Oa 4c 55
58 09 35 35 31 2e 32
38 36 3037 3137 37
37 3334 34 0d 0a 66
63 09 35 31 2e 32 33
34 37 36 34 0d 0a 43
4354 09 35 32 37 39
0d 0a 44 75 76 09 30
2303032333132
0d 0a 49 2d 54 69 6d
65 09 38 31 30 0d Oa
78 09 30 2e 33 33 37
38 36 35 0d Oa 79 09
30 2e 33 35 30 32 36
32 0d 0a 75 27 09 30
2e 3230373034 34
0d 0a 76 27 09 30 2e
3438323934310d
Oa 78 31 30 09 30 2e
33343434 31360d
0a 79 31 30 09 30 2e
3334333233350d
0a 75 27 31 30 09 30
2e 3231343235 36
0d 0a 76 27 31 30 09
30 2e 34 38 30 34 32
330d

Source

Ascii Completion Count Address Symbol

success or wait 2 409611 WriteFile

Model Name.LI-180..Serial success or wait 1 409611 WriteFile
Numb

er.C16M0094..Time.2018/

06/07_1

8:36:47..Memo...LUX.551.

286071

777344..fc.51.234764..CC
T.5279..Duv.0.002312..1-
Time.810..x.
0.337865..y.0.350262..u"'.0
.207
044..v'.0.482941..x10.0.34
4416
..y10.0.343235..u'10.0.214
256..v'10.0.480423.
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File Path
C:\Users\user\AppData\Local\Te

mp\7zS7952.tmp\data\OFFLINE\E5444EFD\CDOE66BD\LI-

180_Log_Example.xIs

C:\Users\user\AppData\Local\Te

mp\7zS7952.tmp\data\OFFLINE\D532E401\20073942\mdd_0.ttf

Copyright null 2021

Offset Length Value Ascii

unknown 3750

unknown 47335

4d 6f 64 65 6¢ 20 4e  Model Name.Serial

61 6d 6509536572 Number.Time.

69 61 6¢ 20 4e 75 6d Memo.LUX.fc.CCT.Duv.I-
626572095469 6d Time.x.y

65 09 4d 65 6d 6f 09  .u'.v'.x10.y10.u'10.v'10.delt
4c 55580966 6309 a

4343540944 7576 x.deltay.deltau’.deltav'.Lam

0949 2d54696d65 hd

0978097909 7527 aP.LambdaPValue.Lambd
09762709783130 aD.X.Y.Z.

0979313009 7527 S/P.Purity.CRI.R1.R2.R3.
31300976273130 R4.R5.

09 64 65 6c 7461 78 R6.R7.R8.R9.R10.R11.R1
0964656c746179 2.R13.R1

09 64 656c746175 4.R15.CQS.GALTLCLRf.R
2709 64 65 6¢ 7461 g.PPFD.PFD-UV.PFD-

76 2709 4c 61 6d 62 B.PF

64 61 50 09 4c 61 6d

62 64 61 50 56 61 6C

75 65 09 4c 61 6d 62

64 61 44 09 58 09 59

09 5a 09 53 2f 50 09

50 75 72 69 74 79 09

435249 09 52 31 09

52 3209 52 33 09 52

3409 52 35 09 52 36

09 52 37 09 52 38 09

52 39 09 52 31 30 09

5231310952 3132

09 52 31 3309 52 31

3409 52 31 3509 43

51 53 09 47 41 49 09

54 4c¢ 43 49 09 52 66

09 52 67 09 50 50 46

44 09 50 46 44 2d 55

56 09 50 46 44 2d 42

09 50 46

00 01 00 00 00 0f 00 .
80 00 03 00 70 4f 53 2f ap.
32dac3ec340000 fpgm.lY...|...gasp.....0....
01 78 00 00 00 60 63 ..glyf4..>...$.*..head.h......
6d 6170 1b3ae70a ..6hhea..m..4..$hmtx......
00 02 ac 5¢ 00 00 72
2063 76 74 20 00 00
0000000319800 .~.O
00 00 02 66 70 67 6d
b0 21 59 b0 00 03 1e
7c 00 00 00 07 67 61
73 70 00 04 00 07 00
30 aa cc 00 00 00 Oc
67 6¢ 79 66 34 f1 7f 3e
00 05 c9 24 00 2a c5
a2 68 65 61 64 e6 68
b5 a6 00 00 00 fc 00
00 00 36 68 68 65 61
02 16 ab 6d 00 00 01
34 00 00 00 24 68 6d
74 78 9c fe c2 ¢9 00 00
01 d8 00 02 aa 84 6b
65 72 6e 3e 89 42 9¢c
00 30 8e c8 00 00 12
12 6c¢ 6f 63 61 28 fd ed
68 00 03 1e 9c 00 02
aa 88 6d 6178 70 aa
fc 02 1b 00 00 01 58
00 00 00 20 6e 61 6d
65 f3 2a 17 5e 00 30
a0 dc 00 00 09 ce 70
6f 73 74 ff ef 00 0d 00
30 aa ac 00 00 00 20
7072 65 70 80 14 88
29 00 03 1e 84 00 00
00 12 00 01 00

‘cm

Completion

success or wait

success or wait

Source

Count Address Symbol

1

49

409611 WriteFile

409611 WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\D35647E\E023D589\LI-180

Spectrometer.exe

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-180_Installe unknown 46607

r.exe

Copyright null 2021

Length Value

4d 5a 50 00 02 00 00
00 04 00 Of 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 1a 00 00
00 fb 50 6a 72 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 02 00 00
ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
652072 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

4d 5a 50 00 02 00 00
00 04 00 0f 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 1a 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
652072 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

Source

Completion Count Address Symbol
..................... @..... success or wait 314 409611 WriteFile
L.!..This program
must be run under
Win32..$7
success or wait 95 409611 WriteFile

............ 1..L.I..This program
must be run under

Win32..$7
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\35
3AD105\E1510A13\USBXpressinstaller.exe

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR
Spectrum\mDIFxIDE.dI\x64DPInst.exe

Copyright null 2021

Offset
unknown 50737

unknown 27561

Length Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
af 37 da 9a eb 56 b4
c9 eb 56 b4 c9 eb 56
b4 c9 e2 2e 37 c9 e7
56 b4 c9 e2 2e 27 c9
cb 56 b4 c9 84 20 2a
€9 c7 56 b4 c9 84 20
le c9 5d 56 b4 c9 b2
75 a7 c9 ee 56 b4 c9
eb 56 b5 c9 ¢3 55 b4
€9 84 20 1f c9 94 57
b4 c9 84 20 2e c9 ea
56 b4 c9 84 20 29 c9
ea 56 b4 c9 52 69 63
68 eb 56 b4 c9 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 50 45 00 00 4c 01
05

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f0 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
67 39 49 87 23 58 27
d4 2358 27 d4 23 58
27 d4 2a 20 b2 d4 21
58 27 d4 2a 20 a3 d4
37 58 27 d4 2a 20 b4
d4 3c 58 27 d4 23 58
26 d4 8e 59 27 d4 2a
20 a4 d4 66 58 27 d4
2a 20 ad d4 0a 58 27
d4 04 9e 59 d4 22 58
27 d4 2a 20 b3 d4 22
58 27 d4 2a 20 b6 d4
2258 27 d4 52 69 63
68 23 58 27 d4 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
50 45 00 00 64 86 05
00 dd d1 17 4a 00 00
00

Source

Ascii Completion Count Address Symbol
MZ..oooiiiiieeiians @..... success or wait 53 409611 WriteFile
L.IThis program
cannot be run in DOS
mode....
$.TLVLVLVLLTLVY
JRPOR VAU T VAP | VAT
VoVeUe. LW LV
)..V.Rich.V.......cccoco..
........ PE..L
success or wait 17 409611 WriteFile

............ 1..L.IThis program
cannot be run in DOS
mode....

S QOLEX HX X LXK
LELTXF X HX&LY L
FX* XYL
LXLRICHHX
PE..d....J...
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File Path

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR
Spectrum\mDIFxIDE.dI\x86DPInst.exe

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR
Spectrum\install Fonts IDE-Plugln.di\Install Fonts EXE-Plugin.dll

Copyright null 2021

Offset
unknown 26033

unknown 21545

Length Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 e0 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
70 89 9b 6f 34 e8 f5 3c
34 e8f53c 34 e8f53c
3d 90 60 3c 22 e8 f5
3c 3d 90 76 3c af e8 f5
3c 3d 90 66 3c 29 e8
5 3c 34 e8 f4 3c 40 €9
5 3c 3d 90 71 3c 6f e8
5 3c 3d 90 61 3c 35
e8 f5 3c 3d 90 64 3c
35 e8 5 3¢ 52 69 63
68 34 8 f5 3c 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
50 45 00 00 4c 01 04
00 a9 cc 17 4a 00 00
00 00 00 00 00 00 e0
00 02 01 Ob 01 09 00
00 20 06

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 7320 70 72
6f67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
50 45 00 00 4c 01 06
00 7a 1c 79 57 00 00
00 00 00 00 00 00 e0
00 Oe 21 Ob 01 02 32
00 b2 00 00 00 68 00
00 00 00 00 00 00 10
00 00 00 10 00 00 00
d0 00 00 00 00 00 10
00 10 00 00 00 02 00
00 04 00 00 00 00 00
00 00 04 00 00 00 00
00 00 00 00 60 01 00
00 04 00 00 4f 24 02
00 03 00 00 00 00 00
10 00 00 10 00 00 00
00 10 00 00 10 00 00
00 00 00 00 10 00 00
00 20 d3 00 00 78 00
00

Source
Count Address Symbol

15

Completion

success or wait 409611 WriteFile

L.IThis program
cannot be run in DOS
mode....$....... p..04..<4..
<4..<="<" . <=v<...<=f<)..
<4.<@..<=.g<0..<=.a<5..
<=.d<5..<Rich4..<..
..PE.L...J....

success or wait 2 409611 WriteFile

L.IThis program
cannot be run in DOS
mode....
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File Path

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR
Spectrum\mDIFxIDE.dINmDIFXEXE.dIl

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\mMSI.dI\mMSIExec.dll

Copyright null 2021

Offset
unknown 10353

unknown 15473

Length Value

4d 5a 50 00 02 00 00
00 04 00 0f 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 1a 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
652072 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

4d 5a 50 00 02 00 00
00 04 00 0f 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 1a 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
652072 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

Source

Ascii Completion Count Address Symbol
MZP....coevveeen. @..... success or wait 21 409611 WriteFile
L.!...This program
must be run under
Win32..$7
success or wait 22 409611 WriteFile

............ 1..L.I..This program
must be run under

Win32..$7
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\DC
702C7E\E023D589\SiUSBXp.dll

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\51845961\DBD131B5\SiLib.sys

Copyright null 2021

Offset Length Value

unknown 50801

unknown 17408

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 e8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
b8 49 2b 91 fc 28 45
c2 fc 28 45 c2 fc 28 45
c2db ee 38 c2 ef 28
45 c2 db ee 28 c2 b7
28 45 c2 3f 27 18 c2 f5
28 45 c2 fc 28 44 c2
a22845c2dbee2b
c2d52845c2dbee
3fc2fd 28 45 c2 db ee
39 c2 fd 28 45 c2 db
ee 3d c2 fd 28 45 c2
52 69 63 68 fc 28 45
c2 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 50 45 00 00
4c 01 05 00 8a e8 d6
4d 00 00 00 00 00 00
00 00 e0 00 02

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 58 02 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00

Source

Ascii Completion Count Address Symbol

MZ..oooiiiiiiiien, @..... success or wait 2 409611 WriteFile

L.IThis program
cannot be run in DOS
mode....$........ I+..(E..(E..
(E...8..(E...(..(E.?"...(E..(D..
(E..+..(E...7..
(E.Rich.

(E.

MZ..oooiiiiiieiiens @..... success or wait 1 409611 WriteFile

..L.IThis program
cannot be run in DOS
mode....

$...
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\2E
5DCE8F\23667BEE\SiLib.sys

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\55
E6A65E\DBD131B5\SIUSBXP.sys

Copyright null 2021

Offset Length Value

unknown 8817

unknown 14592

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
c5140d 88 81 75 63
db 81 75 63 db 81 75
63 db 81 75 62 db a6
7563 db f7 e8 18 db
827563 db f7 e8 1e
db 83 75 63 db 88 0d
e0db 83 75 63 db 88
0d f6 db 80 75 63 db {7
e8 Oe db 80 75 63 db
88 0d e9 db 86 75 63
db 88 0d f1 db 80 75
63 db 88 0d f7 db 80
75 63 db 88 0d f2 db
80 75 63 db 52 69 63
68 81 75 63 db 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
50 45 00 00 64 86 Da

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 60 02 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00

Source

Ascii Completion Count Address Symbol

success or wait 2 409611 WriteFile

L.IThis program
cannot be run in DOS
mode....

success or wait 1 409611 WriteFile

. .L.IThis program
cannot be run in DOS
mode....

$...
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\A3
FO088A\23667BEE\SIUSBXP.sys

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\mia.lib

Copyright null 2021

Offset
unknown 19456

unknown 15729

Length Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f0 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
23 64 8a e6 67 05 e4
b5 67 05 e4 b5 67 05
e4 b5 6e 7d 77 b5 65
05 e4 b5 67 05 e5 b5
42 05 e4 b5 11 98 9f
b5 62 05 e4 b5 11 98
99 b5 65 05 e4 b5 6e
7d 67 b5 64 05 e4 b5
6e 7d 71 b5 66 05 e4
b5 11 98 89 b5 66 05
e4 b5 6e 7d 6e b5 62
05 e4 b5 6e 7d 70 b5
66 05 e4 b5 6e 7d 75
b5 66 05 e4 b5 52 69
63 68 67 05 e4 b5 00
00 00 00 00 00 00 00
50 45 00 00 64 86 08
00 41 8b 3f 4c 00 00
00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 e8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
e2 41 64 ad a6 20 Oa
fe a6 20 Oa fe a6 20 Oa
fe 81 e6 67 fe a7 20 Oa
fe 81 e6 71 fe af 20 Oa
fe a6 20 Ob fe 00 20 Oa
fe af 58 9f fe b2 20 Oa
fe af 58 89 fe de 20 Oa
fe af 58 8e fe d7 20 Oa
fe af 58 98 fe a7 20 Oa
fe b8 72 9e fe a7 20 Oa
fe af 58 9b fe a7 20 Oa
fe 52 69 63 68 a6 20
0Oa fe 00 00 00 00 00
00 00 00 50 45 00 00
4c 01 05 00 18 €9 38
52 00 00 00 00 00 00
00 00 e0 00 02

Source

Ascii Completion Count Address Symbol
MZ..oooiiiiiiiien, @..... success or wait 1 409611 WriteFile
L.IThis program
cannot be run in DOS
mode....
p.f...nju.f...Richg...........
PE..d..A?L...
success or wait 22 409611 WriteFile

............ 1..L.IThis program
cannot be run in DOS
mode....$........ Ad..
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\6DBFE203\342BBCE8\Cold.asz

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\45
3607F8\E1510A13\siusbxp.cat

Copyright null 2021

Offset Length Value

unknown 32243 4153 7a 66 03 00 00
00 Ob 00 00 00 4f 70
74 69 6f 6e 73 2e 64
61 74 f3 37 00 00 78
9c ed 5a db 8e db 36
13 be 5f 60 df a1 79 81
96 67 52 30 Oc ac 64
6b 6d 21 b2 64 c8 f2

bb 5e e7 d9 3b 3c ea
44 79 e5 ec 3a 09 9a
c0 00 45 ca 23 72 66
38 9c f9 38 e4 5f bb b2
ce d2 b2 a8 1e eb 8f {7
77 a7 7d ba ad df el fa
1 f1 94 b7 6b 1c 5e 64
e5 b9 59 b3 fb bb 43
7a 6af3 26 2b da 43
7a5cdb c6 ef d9 el
78 7ff7 94 37 a7 a2 ae
d6 ea 77 84 ee ef b2
ba d9 e6 cd a6 2e eb
66 4d 95 c2 52 c9 fb
bb f4 dc ee al 9d 6e
7e fb 7 7f 71 ff ff fe 6e
9b 9f 36 4d 71 6¢ 5 67
30 d0 b9 d8 ae 19 90
3d d6 55 6b bf c4 44
50 42 b8 b8 bf 6b 37
65 fe d8 f6 5e 8c ba 76
5c ba cf 12 24 93 04
de 66 c5 a6 ae 36 65
7d ca d7 0f 08 2b f6 80
10 c2 0f 88 90 04 6a
98 3d d0 07 e4

unknown 8981 3082 2311 06 09 2a
86 48 86 7 0d 01 07

02 a0 82 23 02 30 82
22 fe 02 01 01 31 Ob

30 09 06 05 2b Oe 03
02 1a 05 00 30 82 Oa
93 06 09 2b 06 01 04
01 82 37 0a 01 a0 82
0a 84 30 82 0a 80 30
Oc 06 Oa 2b 06 01 04
0182 37 0c 01 01 04
10 dc 83 96 44 39 fe

4e 4e 84 clObeb c5
f6 80 9¢c 17 0d 31 31

30313331313735
32 32 33 5a 30 0e 06
Oa 2b 06 01 04 01 82
37 0c 01 02 05 00 30
82 08 ab 30 82 01 bb
04 52 31 00 38 00 41
00 38 00 30 00 44 00
45 00 30 00 43 00 46
00 44 00 35 00 32 00
3100 30 00 45 00 39
00 41 00 33 00 32 00
3500 43 00 37 00 32
00 42 00 31 00 32 00
3400 30 00 42 00 34
00 34 00 32 00 46 00
42 00 34 00 46 00 34
00 32 00 32 00 00 00
3182016330 3a06
0a 2b 06 01 04 01 82
37 0c 02 01 31 2c 30
2a 1e 08 00 46 00 69
00 6¢ 00 65 02 04 10
01 00 01

Ascii Completion

ASZf........ Options.dat.7..x.. success or wait
Z..6.._..y..gRO..dkm!.d..&i
...l.N;<.Dy......E.#rf8..8

S ATV S k.Ad..
Y...Czj.&+.C2\....X...7T....w

...n..6Mql.g0.

#.0."....1.0. success or wait

..... 0...0...R1.8.A.8.0.D.E.0
.C.E:D!5:2:1.0:E-9.A"3:2:5]

C.7
.2.B.1.2.4.0.B.4.4.2.F.B.4.
F.4
.2.2..1..c0:.+.....7...1,0*.
LFile....

Source
Count Address Symbol

1 409611 WriteFile

1 409611 WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\74
93ECCE\C0705257\CIEO.CFG

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\C3
C84A4C\E1510A13\SiUSBXp.inf

Copyright null 2021

Offset Length Value

unknown 15003

unknown 1728

343031 2c333830
2c¢ 37 38 30 0d Oa 30
2e 313734313109
30 2e 30 30 34 39 36
09 30 2e 32 35 36 38
36 3537 3109 30 2e
30 31 36 34 36 34 34
323709 30 2e 32 35
36 38 36 3537 31 09
30 2e 30 31 30 39 37
36 32 38 34 0d 0a 30
2e 31 37 34 30 39 09
30 2e 30 30 34 39 36
09 30 2e 32 35 36 38
333234313509 30
2e 30 31 36 34 36 34
3138 34 09 30 2e 32
3536 3833323431
3509 30 2e 30 31 30
39373631 32330d
0a 30 2e 31 37 34 30
37 09 30 2e 30 30 34
393709 30 2e 32 35
36 37 38 37 37 35 36
09 30 2e 30 31 36 34
39 36 34 30 34 09 30
2e 32 3536 37 38 37
37 35 36 09 30 2e 30
313039 39 37 36 30
33 0d 0a 30 2e 31 37
34 30 36 09 30 2e 30
30 34 39 38 09 30 2e
32 353637353937
34 37 09 30 2e 30 31
36 353238373433
09 30 2e 32 35 36 37
353937

3b 20 53 69 6¢ 61 62
732055534258 70
72657373204472
69 76 65 72 0d Oa 3b
2043 6f 707972 69
67 68 74 20 28 63 29
2032 303130 2c 20
53 69 6¢ 69 63 6f 6e
20 4c 61 62 6 72 61
74 6f 72 69 65 73 0d
Oa 0d Oa 0d Oa 5b 56
65 72 73 69 6f 6e 5d
0d 0a 53 69 67 6e 61
747572 65 3d 24 57
49 4e 44 4f 57 53 20
4e 54 24 0d 0a 43 6¢
61 73 73 3d 55 53 42
0d 0a 43 6¢ 61 7373
47 5549 44 3d 7b 33
36 66 63 39 65 36 30
2d 63 34 36 35 2d 31
3163 66 2d 38 30 35
36 2d 3434343535
33 35 34 30 30 30 30
7d 0d 0a 50 72 6f 76
69 64 65 72 3d 25 4d
46 47 4e 41 4d 45 25
0d 0a 44 72 69 76 65
7256 65 72 3d 30 37
2f 3134 2f 32 30 31 30
2c 33 2e 330d 0a 43
61 74 61 6¢ 6f 67 46
69 6¢ 65 3d 53 69 55
53 42 58 70 2e 63 61
74 0d Oa 0d Oa 5b 4d
61 6e 75 66 61 63 74
7572

Source

Ascii Completion Count Address Symbol

401,380,780..0.17411.0.00 success or wait 2
496.0
.25686571.0.016464427.0.
256865
71.0.010976284..0.17409.
0.0049
6.0.256832415.0.01646418
4.0.25
6832415.0.010976123..0.1
7407.0
.00497.0.256787756.0.016
496404
.0.256787756.0.010997603
.0.17
406.0.00498.0.256759747.
0.016528743.0.2567597

409611 WriteFile

; Silabs USBXpress success or wait 1 409611 WriteFile
Driver..; Copyright (c)
2010, Silicon Lab
oratories......[Version]..Sign
ature=$WINDOWS
NT$..Class=USB.
.ClassGUID={36fc9e60-
c465-11cf-8056-
444553540000}..Provider=
%MFGNAME%..DriverVer
=07/14/201
0,3.3..CatalogFile=SiUSBX
p.cat....[Manufactur
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File Path

Offset Length Value

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-180_Installe unknown 52940

r.res

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\67
ACD331\98FBEBF9\Reference Spectrum.xlsx

Copyright null 2021

unknown 16596

37 7a bc af 27 1c 00
03 b2 9d 57 fc fb 84 3b
00 00 00 00 00 dd 08
00 00 00 00 00 00 5b
ec d3 d5 ff 0a 00 54 46
52 4d 44 45 53 49 47
4e 00 30 10 09 82 00
00 54 50 46 30 0a 54
66 72 6d 44 65 73 69
67 6e 09 66 72 6d 44
65 73 69 67 6e 04 4c
65 66 74 03 df 00 03
54 6f 70 03 8a 00 08
48 65 6¢ 70 54 79 70
65 07 09 68 74 4b 65
79 77 6f 72 64 0b 48
65 6¢ 70 4b 65 79 77
6f 72 64 06 10 70 61
73 73 69 6e 67 76 61
72 69 61 62 6¢C 65 73
Ob 42 6f 72 64 65 72
49 63 6f 6e 73 Ob Oc
62 69 53 79 73 74 65
6d 4d 65 6e 75 Oa 62
69 4d 69 6e 69 6d 69
7a 65 00 Ob 42 6f 72
64 65 7253 74 79 6¢C
6507 08 62 73 53 69
6e 67 6¢ 65 07 43 61
70 74 69 6f 6e 06 07
24 54 49 54 4c 45 24
Oc 43 6¢ 69 65 6e 74
48 65 69 67 68 74 03
68 01 Ob 43 6¢ 69 65
6e 74 57 69 64 74 68
03 f1 01 05 43 6f 6¢ 6f

50 4b 03 04 14 00 06
00 08 00 00 00 21 00
c8 a3 cd 34 76 01 00
00 04 05 00 00 13 00
dd 01 5b 43 6f 6e 74
65 6e 74 5f 54 79 70
65 73 5d 2e 78 6d 6¢
20 a2 d9 01 28 a0 00
02 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

7z Wi [

..... TFRMDESIGN.O.....TP
FO.Tfr
mDesign.frmDesign.Left....
Top.
...HelpType..htKeyword.He
IpKey
word..passingvariables.Bor
derl
cons..biSystemMenu.biMin
imize.
.BorderStyle..bsSingle.Cap
tion
.$TITLES.ClientHeight.h..
ClientWidth....Colo

Source

Completion Count Address Symbol
success or wait 60 409611 WriteFile
success or wait 1 409611 WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\7zS7952.tmp\data\OFFLINE\67
ACD331\98FBEBF9\Reference Spectrum.xlsx

File Read

File Path

C:\Users\user\Desktop\LI180_win-1.5.1.exe
C:\Users\user\Desktop\LI180_win-1.5.1.exe
C:\Users\user\Desktop\LI180_win-1.5.1.exe
C:\Users\user\Desktop\LI180_win-1.5.1.exe
C:\Users\user\Desktop\LI180_win-1.5.1.exe
C:\Users\user\Desktop\LI180_win-1.5.1.exe
C:\Users\user\Desktop\LI180_win-1.5.1.exe

Length Value Ascii Completion

27969027 1128a9 ‘..(E...m.).Zf. .b~+... success or wait
450ab3eeld8abd .j.9..>.. C..h."..0.9
eb94290a5a66c4 .p\.Qk.F..s...R.jh<..

20f0627e 2bee 83  [..2...5.r.|Qv.3y.p..l....

Obbbb9 b3 6a7fb0 "..l.....rl.V.F]R
e139958ff2ae3e06 .....J.+..2y[#v.{ *T..
e4f0945e10430d .9.8J..t...P.&.;.;Y....&D

1d a5 68 90 22 a5 14 ..dD.<ga?......)..."%...7]T5..

4f 19 39 f7 07 70 5¢ 5¢ .aa....YBM FSH.

a9 51 el 6blcad46
Oe fa c2 e0 73 1d 07 9f
1b 2e 52 11 f8 6a 68
82 3c b6 18 ae 5b b9
b8 3f 9a a2 Oe ed 35 bf
7286 b2 7c 51 76 dd
3379 db 70 9a d8 6¢
09 e7 le c6 22 e8 cf
c9 d5 be 49 fb a6 a8
c489e5113b9103
¢l 724913 07 Oe c6
56 e7 46 Oc 5d 52 16
e6 b8 d1 Oe c9 ab af
5d dc bl 2b 1d 18 85
5a 79 5b Oe 23 76 d2
7b 92 20 2a 0d 54 99
1 cd 39 fa 38 4a d8 c9
04 74 €9 87 cc 06 7
50 ce 26 1f 3b 98 01
3b 59 8f 86 93 19 1c
26 44 e0 b7 64 44 fe
3c 71 61 3f 08 €8 8f 91
05 bd 29 9b ea c4 22
2510 a7 01 37 5d 54
35d7 18 e3 61 61 c2
ca b8 259 42 4d 20
46 53 48 bd

Offset

unknown
unknown
unknown
unknown
unknown
unknown

unknown

Length
4096
4079
32

37
1989
23861
129032

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Source

Count Address Symbol

1

Count

© P R R R

409611 WriteFile

Source

Address Symbol

409551
409551
409551
409551
409551
409551
409551

ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile

Analysis Process: LI-180_Installer.exe PID: 7000 Parent PID: 6660

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

21:54:01
25/02/2021

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_Installer.exe

true

\\LI-180_lInstaller.exe /install /m="C:\Users\user\Desktop\LI180_~1.EXE' /k="

0x400000
6156254 bytes

A94344CD648287F3BC40B538AF42190B

true
true

Borland Delphi
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Yara matches: e Rule: JoeSecurity_DelphiSystemParamCount, Description: Detected Delphi use of
System.ParamCount(), Source:
00000007.00000002.436036201.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_DelphiSystemParamCount, Description: Detected Delphi use of
System.ParamCount(), Source:
00000007.00000000.240817220.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_DelphiSystemParamCount, Description: Detected Delphi use of
System.ParamCount(), Source: C:\Users\user\AppData\Local\Temp\7zS64EOQ.tmp\LI-
180_Installer.exe, Author: Joe Security

Reputation: low

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7z9094.tmp read attributes | device synchronous io  success or wait 1 7028F20A GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\lang.loc read attributes | device synchronous io  success or wait 1 406351 CreateFileW
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\AppData\Local\Temp\mia2 read data or list device directory file | success or wait 1 4250F6  CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\mia2\installaware.png read attributes | device synchronous io  success or wait 1 424352 CreateFileW
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\AppData\Local\Temp\mia.tmp read attributes | device synchronous io  success or wait 1 406351 CreateFileW
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\AppData\Local\Temp\mia2 read data or list device directory file | object name collision 1 7027F35F CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\mia2\componentstree.dfm read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\componentstree.dfm.miaf read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\destination.dfm read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\destination.dfm.miaf read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\finish.dfm read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\finish.dfm.miaf read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\icon.ico read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\license.rtf read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\licensecheck.dfm read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\licensecheck.dfm.miaf read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\maintenance.dfm read attributes | device synchronous io  success or wait 1 70280622 CreateFilewW
synchronize | non alert | non
generic write directory file
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\mia2\maintenance.dfm.miaf read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\prereq.dfm read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\prereq.dfm.miaf read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\progress.dfm read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\progress.dfm.miaf read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\progressprereq.dfm read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\progressprereq.dfm.miaf read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\readme.dfm read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\readme.dfm.miaf read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\registration.dfm read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\registration.dfm.miaf read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\registrationwithserial.dfm read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\registrationwithserial.dfm.miaf ~ read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\setuptype.dfm read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\setuptype.dfm.miaf read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\startinstallation.dfm read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\startinstallation.dfm.miaf read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\startmenu.dfm read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\startmenu.dfm.miaf read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\welcome.dfm read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\welcome.dfm.miaf read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\wizard.dfm read attributes | device synchronous io  success or wait 1 70280622 CreateFilewW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\wizard.dfm.miaf read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\Install Fonts EXE-PlugIn.dll read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\mDIFxXEXE.dII read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
C:\Users\user\AppData\Local\Temp\mia2\mMSIExec.dll read attributes | device synchronous io  success or wait 1 70280622 CreateFileW
synchronize | non alert | non
generic write directory file
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\mia2\LI-180_Installer.msi read data or list device sequential only | success or wait 1 82E91A  CopyFileW
directory | read non directory
attributes | file
delete | write
dac |

synchronize |
generic read |
generic write

C:\Users\user\AppData\Local\Temp\{4963F2A4-325D-4774-8D8D-86 read attributes | device synchronous io  success or wait 1 4051D9  CreateFileW
D68B3EE27C} synchronize | non alert | non
generic write directory file
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\7z9094.tmp success or wait 1 7028F117 DeleteFileW
C:\Users\user\AppData\Local\Temp\lang.loc success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia.tmp success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\{4963F2A4-325D-4774-8D8D-86 D68B3EE27C} success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\componentstree.dfm success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\componentstree.dfm.miaf success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\destination.dfm success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\destination.dfm.miaf success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\finish.dfm success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\finish.dfm.miaf success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\icon.ico success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\Install Fonts EXE-PlugIn.dll success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\installaware.png success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\LI-180_Installer.msi success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\license.rtf success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\licensecheck.dfm success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\licensecheck.dfm.miaf success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\maintenance.dfm success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\maintenance.dfm.miaf success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\mDIFXEXE.dII success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\mMSIExec.dll success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\prereq.dfm success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\prereq.dfm.miaf success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\progress.dfm success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\progress.dfm.miaf success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\progressprereq.dfm success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\progressprereq.dfm.miaf success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\readme.dfm success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\readme.dfm.miaf success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\registration.dfm success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\registration.dfm.miaf success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\registrationwithserial.dfm success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\registrationwithserial.dfm.miaf success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\setuptype.dfm success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\setuptype.dfm.miaf success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\startinstallation.dfm success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\startinstallation.dfm.miaf success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\startmenu.dfm success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\startmenu.dfm.miaf success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\welcome.dfm success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\welcome.dfm.miaf success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\wizard.dfm success or wait 1 424BED DeleteFileW
C:\Users\user\AppData\Local\Temp\mia2\wizard.dfm.miaf success or wait 1 424BED DeleteFileW
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
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File Path
C:\Users\user\AppData\Local\Temp\7z9094.tmp

C:\Users\user\AppData\Local\Temp\lang.loc

Copyright null 2021

Offset  Length

unknown 914432

unknown 161742

Value

4d 5a 90 00 03 00 00

00 04 00 00 00 ff ff 00 ...

00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 10 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 7f f1 1a 30 3b 90
74 63 3b 90 74 63 3b
90 74 63 54 8f 7f 63
3890 74 63 b8 8c 7a
63 3390 74 63 54 8f
7e 63 3f90 74 63 54
8f 70 63 39 90 74 63
b5 98 2b 63 3a 90 74
63 3b 90 75 63 48 90
74 63 b8 98 29 63 3¢
90 74 63 0d b6 7f 63
€9 90 74 63 54 e6 de
63 1a 90 74 63 54 e6
ea 633990 74 63 fc
96 72 63 3a 90 74 63
c4 b0 70 63 3a 90 74
63 52 69 63 68 3b 90
74 63 00 00 00 00 00
00 00

50 6¢ 65 61 73 65 20
69 6e 73 74 61 6¢ 6C
20 74 68 65 20 63 6f
6d 6d 6f 6e 20 63 6f
6e 74 72 6f 6¢ 73 20
757064 61 7465 20
66 72 6f 6d 20 4d 69
63 72 6f 73 6f 66 74
20 62 65 66 6f 72 65
2061 74 74 65 6d 70
74 69 6e 67 20 74 6f
20 69 6e 73 74 61 6¢
6¢ 20 74 68 69 73 20
7072 6f 64 75 63 74
2e 0d 0a 53 65 74 75
7020 72 65 73 6f 75
72 63 65 20 6e 6f 74
20 66 6f 75 6e 64 0d
0a 53 6574 75 70 20
72 6573 6f 75 72 63
65 20 64 65 63 6f 6d
7072 65 73 73 69 6f
6e 20 66 61 69 6¢ 75
72 65 0d 0a 53 65 74
75702064 617461
62 61 73 65 20 6e 6f
74 20 66 6f 75 6e 64
0d 0a 52 75 6e 74 69
6d 65 20 65 72 72 6f
72 20 69 6e 20 69 6e
73 74 61 6¢ 6¢C 3a 20
0d 0a 62 79 74 65 73
0d 0a 4b 42 0d 0a 4d
42 0d 0a 41 74 74 65
6d 70 74 69 6e 67 20
74 6f 20 67 65 74 20
76 61 6¢

Source
Ascii Completion

success or wait 1

..L.IThis program
cannot be run in DOS
mode....

S 0;.tc;.tc;.tcT..c8.
tc..zc3.tcT.~c?.tcT.pc9.tc..
+C
w.tc;.ucH.tc..)e<.tc...c..tcT.
.C..tcT..c9.tc..rc..tc..pc:.tc
Rich;.tc.......

Please install the common success or wait 1 4054B1
controls update from
Microsoft before
attempting to install this
product...Setup resource
not found..Setup resource
decompression
failure..Setup database not
found..Runtime error in in
stall:
..bytes..KB..MB..Attemp
ting to get val
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7028F0BO WriteFile

WriteFile



File Path

C:\Users\user\AppData\Local\Temp\mia2\installaware.png

C:\Users\user\AppData\Local\Temp\mia.tmp

Copyright null 2021

Offset Length Value

unknown 1597

unknown 62942

89 50 4e 47 0d Oa la
0a 00 00 00 Od 49 48
44 52 00 00 00 20 00
00 00 20 08 06 00 00
00 73 7a 7a f4 00 00
06 04 49 44 4154 78
da bd 57 Ob 4c 93 57
14 be e5 21 €2 03 64
6c ce 27 ea 40 c5 31
30d8 80 61 a5 a5 d0
da ae 19 32 08 54 27
a0 16 a7 88 0a 53 44
11 05 2d 50 4b 40 74
08 05 b7 96 87 3a 35
33 8a 82 e09c 20 3a
23 46 a9 88 03 a7 a8
ac db 7c 22 a8 db 92
bd 4c 16 el ee 9c d2
36 20 6d 29 4c 77 93
13 ca ff df f3 7f df 39
e7 9e efde 4b c8 2b
le 62 bl d8 da 7a b6
78 al 8b 7f a4 93 9f of
9f 3d 97 cb b5 91 4a
a5 56 e4 ff 18 08 6e
33 5b 9c 42 bc 16 76
5b 6d ae d4 f8 84 2f
5 10 Oa 85 6f 30 99
4c db d7 Oe 8e 51 da
cd 8e 08 26 9e e2 17
24 7e 3f 25 25 3f 50
47 f9 c9 53 3c 1e ef
5d c8 c2 18 24 {7 5a
cl1d 99 al ae Oc 4f
13322 96 6b c1 d1
18 c5 6d 5d d3 e3 32
53

ef bb bf 43 6f 6d 6d
65 6e 74 0d Oa 43 6f
6d 6d 65 6e 74 0d Oa
43 6f 64 65 20 46 6f
6C 64 69 6e 67 20 52
65 67 69 6f 6e 0d Oa
43 6f 64 65 20 46 6f
6C 64 69 6e 67 20 52
65 67 69 6f 6e 0d Oa
43 6f 6d 6d 65 6e 74
0d 0a 43 6f 64 65 20
46 6f 6¢ 64 69 6e 67
20 52 65 67 69 6f 6e
0d 0a 43 6f 6d 6d 65
6e 74 0d Oa 43 6f 64
65 20 46 6f 6¢ 64 69
6e 67 20 52 65 67 69
6f 6e 0d Oa 43 6f 6d
6d 65 6e 74 0d Oa 53
6574 20 56 61 72 69
61 62 6¢ 65 0d 0a 53
6574 20 56 61 72 69
61 62 6¢ 65 0d Oa 43
6f 6d 6d 65 6e 74 0d
0a 49 66 0d Oa 53 65
742056 61 7269 61
62 6¢ 65 0d Oa 53 65
742056 61 72 69 61
62 6¢ 65 0d Oa 45 6e
64 0d Oa 43 6f 6d 6d
65 6e 74 0d Oa 43 6f
64 65 20 46 6f 6¢ 64
69 6e 67 20 52 65 67
69 6f 6e 0d Oa 43 6f
6d 6d 65 6e 74 0d Oa
43 6f 64 65 20 46 6f
6¢C 64 69

$-2%%?
PG..S<.]..$.Z....0
3"k...m]..2S

00

Completion

success or wait

...Comment..Comment..Co success or wait
de Folding Region..Code

Folding Regio

n..Comment..Code Folding

Region..Comment..Code

Folding Regio
n..Comment..Set
Variable..Set

Variable..Comment..If..Set

Variable..Set
Variable..End..Comm
ent..Code Folding

Region..Comment..Code

Foldi

Source

Count Address Symbol

1

1

4244E5  WriteFile

4054B1  WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\mia2\componentstree.dfm unknown 33309

C:\Users\user\AppData\Local\Te
mp\mia2\componentstree.dfm.miaf

Copyright null 2021

Offset Length Value

unknown 374

ff 0a 00 54 46 52 4d
44 45 53 49 47 4e 00
30 10 09 82 00 00 54
50 46 30 0a 54 66 72
6d 44 65 73 69 67 6e
09 66 72 6d 44 65 73
69 67 6e 04 4c 65 66
74 03 df 00 03 54 6f
70 03 8a 00 08 48 65
6¢ 70 54 79 70 65 07
09 68 74 4b 65 79 77
6f 72 64 Ob 48 65 6C
70 4b 6579 77 6f 72
64 06 107061 73 73
69 6e 67 76 61 72 69
61 62 6¢ 65 73 Ob 42
6f 72 64 65 72 49 63
6f 6e 73 Ob Oc 62 69
5379 73 74 65 6d 4d
65 6e 75 0a 62 69 4d
69 6e 69 6d 69 7a 65
00 0b 42 6f 72 64 65
7253 7479 6¢ 65 07
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56 69 73 69 62 6¢ 65
203a3d 20547275
65 3b 0d 0a 49 46 20
28 47 6¢c 61 7373 2e
43 61 70 74 69 6f 6e
20 3d 20 54 52 55 45
29 20 20 54 48 45 4e
20205365 706172
61 74 6f 72 2e 56 69
73 69 62 6¢ 65 20 3a
3d 20 46 61 6¢ 73 65
3b 0d 0a 49 46 20 28
47 6¢ 61

Ascii
...TFRMDESIGN.O..p..TPF
0.TfrmD
esign.frmDesign.Left....Top
HelpType..htKeyword.Help
Keywor
d..passingvariables.Border
Icon
s..biSystemMenu.biMinimi
ze..Bo
rderStyle..bsSingle.Captio
n.$
TITLES.ClientHeight.h..Cli
entw
idth....Color..clBtnFace.Fo
nt.Charset..DEFAUL

IF (Glass.Caption <>
TRUE) THEN
Separator.Visible := True;
..IF (Glass.Caption <>
TRUE) THEN
InstallAware.Visible :=
True;..IF (Glass.Caption =
TRUE) THEN
Install.Visible := True;..IF
(Glass.Caption = TRUE)
THEN Separator.Visible :=
False;..IF (Gla

Completion

success or wait

success or wait

Source
Count Address Symbol

2 7028056D WriteFile

1 7028056D WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\mia2\wizard.dfm

C:\Users\user\AppData\Local\Temp\mia2\wizard.dfm.miaf

Copyright null 2021

Offset Length Value

unknown 32251

unknown 374

ff 0a 00 54 46 52 4d
44 45 53 49 47 4e 00
30 10 e7 7d 00 00 54
50 46 30 0a 54 66 72
6d 44 65 73 69 67 6e
09 66 72 6d 44 65 73
69 67 6e 04 4c 65 66
74 03 da 00 03 54 6f
7002 7a 08 48 65 6¢
7054 79 70 65 07 09
68 74 4b 65 79 77 6f
72 64 0b 48 65 6¢ 70
4b 65 79 77 6f 72 64
06 10 70 61 73 73 69
6e 67 76 61 72 69 61
62 6¢ 65 73 Ob 42 6f
72 64 65 72 49 63 6f
6e 73 0b Oc 62 69 53
79 73 74 65 6d 4d 65
6e 75 Oa 62 69 4d 69
6e 69 6d 69 7a 65 00
Ob 42 6f 72 64 65 72
53 74 79 6¢ 65 07 08
62 73 53 69 6e 67 6¢
6507 43 61 70 74 69
6f 6e 06 07 24 54 49
54 4¢ 45 24 Oc 43 6¢
69 65 6e 74 48 65 69
67 68 74 03 68 01 Ob
43 6¢ 69 65 6e 74 57
69 64 74 68 03 f1 01
05 43 6f 6¢ 6f 72 07
09 63 6¢ 42 74 6e 46
61 63 65 Oc 46 6f 6e
7424368617273
65 74 07 Of 44 45 46
4155 4c

49 46 20 28 47 6¢ 61
7373243617074
69 6f 6e 20 3c 3e 20
54 52 55 45 29 20 20
54 48 45 4e 20 20 53
65 70 61 72 61 74 6f
72 2e 56 69 73 69 62
6¢ 65 20 3a 3d 20 54
72 75 65 3b 0d 0a 49
46 20 28 47 6¢ 61 73
73 2e 4361 70 74 69
6f 6e 20 3c 3e 20 54
52 55 45 29 20 20 54
48 45 4e 20 20 49 6e
73 74 61 6¢ 6C 41 77
61 72 65 2e 56 69 73
69 62 6¢ 65 20 3a 3d
2054 72 75 65 3b 0d
0a 49 46 20 28 47 6¢
6173 73 2e 43 61 70
74 69 6f 6e 20 3d 20
54 52 55 45 29 20 20
54 48 45 4e 20 20 49
6e 73 74 61 6c 6¢ 2e
56 69 73 69 62 6¢ 65
203a3d 20547275
65 3b 0d 0a 49 46 20
28 47 6¢c 61 7373 2e
43 61 70 74 69 6f 6e
20 3d 20 54 52 55 45
29 20 20 54 48 45 4e
20205365 706172
61 74 6f 72 2e 56 69
73 69 62 6¢ 65 20 3a
3d 20 46 61 6¢ 73 65
3b 0d 0a 49 46 20 28
47 6¢ 61

Ascii
...TFRMDESIGN.0..}..TPF
0.TfrmD
esign.frmDesign.Left....Top
Z.
HelpType..htKeyword.Help
Keywor
d..passingvariables.Border
Icon
s..biSystemMenu.biMinimi
ze..Bo
rderStyle..bsSingle.Captio
n.$
TITLES.ClientHeight.h..Cli
entw
idth....Color..clBtnFace.Fo
nt.Charset..DEFAUL

IF (Glass.Caption <>
TRUE) THEN
Separator.Visible := True;
..IF (Glass.Caption <>
TRUE) THEN
InstallAware.Visible :=
True;..IF (Glass.Caption =
TRUE) THEN
Install.Visible := True;..IF
(Glass.Caption = TRUE)
THEN Separator.Visible :=
False;..IF (Gla

Completion

success or wait

success or wait

Source
Count Address Symbol

1 7028056D WriteFile

1 7028056D WriteFile

Page 237 of 248



File Path

C:\Users\user\AppData\Local\Temp\mia2\Install Fonts EXE-

Plugin.dll

C:\Users\user\AppData\Local\Temp\mia2\mDIFxXEXE.dII

Copyright null 2021

Offset  Length
unknown 76724

unknown 131068

Value

4d 5a 90 00 03 00 00

00 04 00 00 00 ff ff 00 ...

00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 50 45 00 00 4c 01
06 00 7a 1c 79 57 00
00 00 00 00 00 00 00
€0 00 Oe 21 Ob 01 02
32 00 b2 00 00 00 68
00 00 00 00 00 00 00
10 00 00 00 10 00 00
00 do 00 00 00 00 00
10 00 10 00 00 00 02
00 00 04 00 00 00 00
00 00 00 04 00 00 00
00 00 00 00 00 60 01
00 00 04 00 00 4f 24
02 00 03 00 00 00 00
00 10 00 00 10 00 00
00 00 10 00 00 10 00
00 00 00 00 00 10 00
00 00 20 d3 00 00 78
00 00

4d 5a 50 00 02 00 00
00 04 00 Of 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 1a 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
652072 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

Ascii

V] 72— Q.....

..L.IThis program
cannot be run in DOS
mode....

$

............ 1..L.I.This program
must be run under
Win32..$7

Completion

success or wait

success or wait

Source

Count Address Symbol

2

11

7028056D WriteFile

7028056D WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\mia2\mMSIExec.dll

C:\Users\user\AppData\Local\Temp\mia2\LI-180_Installer.msi

C:\Users\user\AppData\Local\Temp\{4963F2A4-325D-4774-

8D8D-86D68B3EE27C}

Copyright null 2021

Offset  Length
unknown 131068

0 262144

unknown 128

Value

4d 5a 50 00 02 00 00
00 04 00 Of 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 1a 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
652072 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

docflle0alblla
e1 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 3e 00 04 00
fe ff Oc 00 06 00 00
00 00 00 00 00 02 00
00 00 01 00 00 00 01
00 00 00 00 00 00 00
00 10 00 00 02 00 00
00 01 00 00 00 fe ff ff
ff 00 00 00 00 00 00
00 00 ff ff ff ff f ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff f ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff f ff ff ff
ff ff ff ff f ff ff f ff fF f ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff f ff
ff ff ff ff ff ff ff ff f ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff f ff ff f ff fF f ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff f ff
ff ff ff ff ff ff ff ff fF ff ff ff
ff ff ff ff ff ff ff ff f ff ff

53 6f 75 72 63 65 44
69 72 0d Oa 43 3a 5¢
5573 6572 73 5¢c 68
617264 7a5c 4170
7044 61 74 61 5c 4c
6f 63 61 6¢ 5C 54 65

6d 70 5c 37 7a 53 36
344530 2e 74 6d 70
5c 64 61 74 61 5¢ 0d
Oa 24 65 78 0d Oa 4d
4544 49 41 50 41 43
4b 41 47 4550 41 54
48 0d Oa 5¢ 55 73 65
7273 5¢c 68 61 72 64
7a5c 4170704461
74 61 5¢ 4c 6f 63 61

6¢c 5¢ 54 65 6d 70 5¢
37 7a 53 36 34 45 30
2e 74

..L.I..This program
must be run under
Win32..$7

SourceDir..C:\Users\user\
AppDa
ta\Local\Temp\7zS64EO0.t
mp\data
\..$ex..MEDIAPACKAGEP
ATH..\Use
rs\user\AppData\Local\Te
mp\7zS64E0.t

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

12

4

67

7028056D WriteFile

82E91A  CopyFileW

405040  WriteFile
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File Path

C:\Users\user\AppData\Local\Temp\{4963F2A4-325D-4774-
8D8D-86D68B3EE27C}

C:\Users\user\AppData\Local\Temp\{4963F2A4-325D-4774-
8D8D-86D68B3EE27C}

C:\Users\user\AppData\Local\Temp\{4963F2A4-325D-4774-
8D8D-86D68B3EE27C}

C:\ProgramData\{E6FF8B17-66F1-4213-A668-
EBEAEBBA4AEB}\LI-180_Installer.exe

Copyright null 2021

Offset

Length

unknown 128

unknown 128

unknown 80

0

524288

Value

30 32 43 37 45 0d Oa
46 41 4c 53 45 0d Oa
24 65 78 0d Oa 41 42
37 45 44 34 32 39 45
0d 0a 46 41 4c 53 45
0d 0a 24 65 78 0d Oa
41 34 35 33 36 30 37
46 38 0d Oa 46 41 4c
53 45 0d 0a 24 65 78
0d 0a 41 43 33 43 38
34 41 34 43 0d 0a 46
41 4c 53 45 0d Oa 24
65 78 0d Oa 41 33 35
3341443130 350d
0a 46 41 4c 53 45 0d
Oa 24 65 78 0d Oa 41
32453544 43 45 38
46 0d Oa 46 41 4c 53
45 0d

4c 49 2d 31 38 30 20
5370 65 63 74 72 6f
6d 65 74 65 72 5¢ 44
72 69 76 65 72 0d Oa
24 6578 0d 0a 41 32
45 35 44 43 45 38 46
0d Oa 54 52 55 45 0d
Oa 24 65 78 0d 0a 50
3245354443 45 38
46 5f 31 0d Oa 43 3a
5c 50 72 6f 67 72 61
6d 20 46 69 6¢ 65 73
20 28 78 38 36 29 5¢
4c 49 2d 31 38 30 20
5370 65 63 74 72 6f
6d 65 74 65 72 5¢c 44
7269 76 65 72 5c 78
36 34 0d 0a 24 65 78
0d Oa

72 0d 0a 24 65 78 0d
Oa 4e 41 54 49 56 45

Source
Count Address Symbol

405040

Ascii Completion

02C7E..FALSE..$ex..AB7 success or wait 6 WriteFile
ED429E..

FALSE..$ex..A453607F8..

FALSE..

$ex..AC3C84A4C..FALSE.

$ex..A3

53AD105..FALSE..$ex..A2

ESDCESF..FALSE.

LI-180
Spectrometer\Driver..$e
X..A2E5DCES8F..TRUE..$e
x..P2E5D
CES8F_1..C:\Program Files
(x86)\LI-180
Spectrometer\Driver\x6
4.%ex..

success or wait 5 405040  WriteFile

r.$ex..NATIVE_OLDLOG.. success or wait 1 405040  WriteFile

..$ex..

5f 4f 4c 44 Ac 4f 47 0d MYAH_thMax..100..$ex..C

Oa 0d Oa 24 65 78 0d
Oa 4d 59 41 48 5f 74
68 4d 61 78 0d Oa 31
3030 0d 0a 24 65 78
0d Oa 43 4f 4d 50 41
4e 59 0d Oa 4c 49 2d
43 4f 52 2¢ 20 49 6e
63 2e 0d Oa 24 65 78
0d Oa

4d 5a 50 00 02 00 00
00 04 00 0f 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 1a 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
652072 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

OMPANY..LI-COR,
Inc...$ex..

MZP.....coveiinnn. @..... success or wait 12 7F9098  CopyFileWw

..L.1..This program
must be run under
Win32..$7
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File Path

C:\ProgramData\{E6FF8B17-66F1-4213-A668-
EBEAEBBA4AEB}\LI-180_Installer.msi

Copyright null 2021

Offset

0

Length Value

262144 dOcflle0alblla

e1 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 3e 00 04 00
fe ff Oc 00 06 00 00
00 00 00 00 00 02 00
00 00 01 00 00 00 01
00 00 00 00 00 00 00
00 10 00 00 02 00 00
00 01 00 00 00 fe ff f
ff 00 00 00 00 00 00
00 00 ff ff ff ff f ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff f ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff f
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff f ff ff f ff ff

Ascii

Completion

success or wait

Source

Count Address Symbol

4

7F9197  CopyFileW

Page 241 of 248



File Path

C:\ProgramData\{E6FF8B17-66F1-4213-A668-
EBEAEBBA4AEB}\LI-180_Installer.res

C:\ProgramData\{E6FF8B17-66F1-4213-A668-
EBEAEBBA4AEB}mia.lib

Copyright null 2021

Offset
0

0

Length
524288

262144

Value

37 7a bc af 27 1c 00
03 b2 9d 57 fc fb 84
3b 00 00 00 00 00 dd
08 00 00 00 00 00 00
5b ec d3 d5 ff 0a 00
54 46 52 4d 44 45 53
49 47 4e 00 30 10 09
82 00 00 54 50 46 30
0a 54 66 72 6d 44 65
73 69 67 6e 09 66 72
6d 44 65 73 69 67 6e
04 4c 65 66 74 03 df
00 03 54 6f 70 03 8a
00 08 48 65 6¢ 70 54
79 70 65 07 09 68 74
4b 65 79 77 6f 72 64
0Ob 48 65 6¢ 70 4b 65
79 77 6f 72 64 06 10
7061 73 73 69 6e 67
76 61 72 69 61 62 6C
65 73 0b 42 6f 72 64
65 72 49 63 6f 6e 73
Ob Oc 62 69 53 79 73
74 65 6d 4d 65 6e 75
0a 62 69 4d 69 6e 69
6d 69 7a 65 00 Ob 42
6f 72 64 65 72 53 74
79 6¢ 65 07 08 62 73
53 69 6e 67 6¢ 65 07
43 61 70 74 69 6f 6e
06 07 24 54 49 54 4c
45 24 0c 43 6¢ 69 65
6e 74 48 65 69 67 68
74 03 68 01 0b 43 6¢
69 65 6e 74 57 69 64
746803 f1 01 0543
6f 6¢ 6f

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 e8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 e2 41 64 ad a6 20
0Oa fe a6 20 Oa fe a6
20 Oa fe 81 e6 67 fe
a7200afe8le671
fe af 20 Oa fe a6 20
0Ob fe 00 20 Oa fe af 58
9f fe b2 20 Oa fe af 58
89 fe de 20 Oa fe af 58
8e fe d7 20 Oa fe af 58
98 fe a7 20 Oa fe b8
72 9e fe a7 20 Oa fe af
58 9b fe a7 20 Oa fe
52 69 63 68 a6 20 Oa
fe 00 00 00 00 00 00
00 00 50 45 00 00 4c
01 0500 18 €9 38 52
00 00 00 00 00 00 00
00 e0 00 02

7z Wi [

..... TFRMDESIGN.O.....TP
FO.Tfr
mDesign.frmDesign.Left....
Top.
...HelpType..htKeyword.He
IpKey
word..passingvariables.Bor
derl
cons..biSystemMenu.biMin
imize.
.BorderStyle..bsSingle.Cap
tion
.$TITLES.ClientHeight.h..
ClientWidth....Colo

............ 1..L.IThis program
cannot be run in DOS
mode....$....

Completion

success or wait

success or wait

Source

Count Address Symbol

8

6

7F92E8  CopyFileW

7F935F  CopyFileWw

Page 242 of 248



File Path Offset
C:\ProgramData\{E6FF8B17-66F1-4213-A668- unknown
EBEAEBBA4AEB}\LI-180_Installer.dat
C:\ProgramData\{E6FF8B17-66F1-4213-A668- unknown
EBEAEBBA4AEB}LI-180_|Installer.dat
C:\ProgramData\{E6FF8B17-66F1-4213-A668- unknown
EBEAEBBA4AEB}\LI-180_Installer.par
C:\ProgramData\{E6FF8B17-66F1-4213-A668- unknown
EBEAEBBA4AEB}\LI-180_Installer.Ink
C:\ProgramData\{E6FF8B17-66F1-4213-A668- unknown
EBEAEBBA4AEB}\LI-180_Installer.Ink
C:\ProgramData\{E6FF8B17-66F1-4213-A668- unknown

EBEAEBBA4AEB}\instance.dat

File Read

File Path

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\mia.lib
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\mia.lib
C:\Users\user\AppData\Local\Temp\lang.loc
C:\Users\user\AppData\Local\Temp\lang.loc
C:\Users\user\AppData\Local\Temp\mia2\installaware.png
C:\Users\user\AppData\Local\Temp\mia2\installaware.png
C:\Users\user\AppData\Local\Temp\mia2\installaware.png
C:\Users\user\AppData\Local\Temp\mia2\installaware.png
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\LI-180_Installer.exe
C:\Users\user\AppData\Local\Temp\7zS64EO0.tmp\LI-180_Installer.exe
C:\Users\user\AppData\Local\Temp\mia.tmp
C:\Users\user\AppData\Local\Temp\mia.tmp
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_Installer.res
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_Installer.res
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_Installer.res
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_Installer.res
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_Installer.res
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_Installer.res
C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\LI-180_Installer.res
C:\Users\user\AppData\Local\Temp\mia2\installaware.png
C:\Users\user\AppData\Local\Temp\mia2\installaware.png
C:\Users\user\AppData\Local\Temp\mia2\installaware.png

C:\Users\user\AppData\Local\Temp\mia2\prereq.dfm

Copyright null 2021

Length Value

128

49

4d 59 41 48 2d 50 52
45 44 45 46 2d 43 4f
4d 50 4f 4e 45 4e 54
0d 0a 4c 49 2d 43 4f
52 205370 65 63 74
72 75 6d 0d Oa 24 0d
0a 54 52 55 45 0d Oa
54 52 55 45 0d 0a 24
0d 0a 24 0d Oa 24 0d
0a 24 0d Oa 4d 59 41
48 2d 50 52 45 44 45
46 2d 43 4f 4d 50 4f
4e 45 4e 54 0d Oa 33
30313035363131
0d 0a 4c 49 2d 43 4f
52 205350 454354
52 55 4d 0d Oa 30 0d
Oa 24 0d Oa 43 3a 5¢
5072

57 0d 0a 57 69 6e 33
32 0d Oa 4f 56 45 52
5249 44 4543 41 43
48 45 0d Oa 0d Oa 4e
41 54 49 56 45 5f 45
4e 47 49 4e 45 0d Oa
46 41 4c 53 45 0d Oa

ef bb bf

ef bb bf

7b 34 39 36 33 46 32
41342d33323544
2d 34373734 2d38
44 38 44 2d 38 36 44
36 38 42 33 45 45 32

Ascii

MYAH-PREDEF-
COMPONENT..LI-COR
Spectrum..$..TRUE..TRUE
.$.$.$..$..MYAH-
PREDEF-COMPONENT..
30105611..LI-COR
SPECTRUM..0..$..C:\Pr

W..Win32..0VERRIDECA
CHE....NAT
IVE_ENGINE..FALSE..

{4963F2A4-325D-4774-
8D8D-86D68B3EE27C}..
{E6FF8B17-66F1-4213-
AB68-
EBEAEBBA4AEB}..LI-180

3743 7d 0d Oa 7b 45 Spectrometer..

36 46 46 38 42 31 37

2d 36 36 46 31 2d 34

3231332d 413636

38 2d 45 42 45 41 45

4242 4134414542

7d 0d Oa 4c 49 2d 31

38302053 70 65 63

74 72 6f 6d 65 74 65

72 0d Oa
Offset Length
unknown 1174016
unknown 161742
unknown 128
unknown 128
unknown 8
unknown 13
unknown 1540
unknown 4
unknown 6093312
unknown 62942
unknown 128
unknown 128
unknown 2097152
unknown 32
unknown 2269
unknown 2097152
unknown 32
unknown 33309
unknown 76728
unknown 8
unknown 1540
unknown 4
unknown 255

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Count Address

Source

Symbol
405040  WriteFile
405040  WriteFile
4244E5  WriteFile
4244E5  WriteFile
4244E5  WriteFile
405040  WriteFile
Source

Count Address Symbol

P PR N R NN R R R R

4054B1
4054B1
404FFF
404FFF
4244B9
4244B9
4244B9
4244B9
4054B1
4054B1
404FFF
404FFF
70280462
70280462
70280462
70280462
70280462
70280462
70280462
4244B9
4244B9
4244B9
4244B9

ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
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Source

File Path Offset Length Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\mia2\prereq.dfm unknown 4096 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\prereq.dfm.miaf unknown 744 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\progressprereq.dfm unknown 255 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\progressprereq.dfm unknown 4096 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\progressprereq.dfm.miaf unknown 374 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\welcome.dfm unknown 255 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\welcome.dfm unknown 4096 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\welcome.dfm.miaf unknown 374 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\licensecheck.dfm unknown 255 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\licensecheck.dfm unknown 4096 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\licensecheck.dfm.miaf unknown 502 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\destination.dfm unknown 255 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\destination.dfm unknown 4096 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\destination.dfm.miaf unknown 374 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\maintenance.dfm unknown 255 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\maintenance.dfm unknown 4096 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\maintenance.dfm.miaf unknown 374 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\startinstallation.dfm unknown 255 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\startinstallation.dfm unknown 4096 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\startinstallation.dfm.miaf unknown 374 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\progress.dfm unknown 255 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\progress.dfm unknown 4096 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\progress.dfm.miaf unknown 666 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\finish.dfm unknown 255 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\finish.dfm unknown 4096 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\finish.dfm.miaf unknown 1938 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\license.rtf unknown 2 success or wait 1 4244B9  ReadFile
C:\Users\user\AppData\Local\Temp\mia2\license.rtf unknown 2 success or wait 1 4244B9  ReadFile

Registry Activities

Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: LI-180_Installer.exe PID: 5740 Parent PID: 6960
General
Start time: 21:54:08
Start date: 25/02/2021
Path: C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-180_Installer.exe
Wow64 process (32bit): true
Commandline: \\LI-180_Installer.exe /load /m="C:\Users\user\Desktop\LI180_~1.EXE' /k="
Imagebase: 0x400000
File size: 6156254 bytes
MDS5 hash: A94344CD648287F3BC40B538AF42190B
Has elevated privileges: true
Has administrator privileges: true
Programmed in: Borland Delphi
Yara matches: e Rule: JoeSecurity_DelphiSystemParamCount, Description: Detected Delphi use of
System.ParamCount(), Source:
00000009.00000000.257055940.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security
e Rule: JoeSecurity_DelphiSystemParamCount, Description: Detected Delphi use of
System.ParamCount(), Source:
00000009.00000002.405809578.0000000000401000.00000020.00020000.sdmp, Author:
Joe Security
e Rule: JoeSecurity_DelphiSystemParamCount, Description: Detected Delphi use of
System.ParamCount(), Source: C:\Users\user\AppData\Local\Temp\7zS7952.tmp\LI-
180_Installer.exe, Author: Joe Security
Reputation: low
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Analysis Process: msiexec.exe PID: 4856 Parent PID: 672

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

21:54:37
25/02/2021
C:\Windows\SysWOW64\msiexec.exe

true

C:\Windows\syswow64\MsiExec.exe -Embedding 71E95B410ABC515A6 ABA0566A4073125

0x10f0000

59904 bytes
12C17B5A5C2A7B97342C362CA467E9A2
true

true

Borland Delphi

Reputation: high
Analysis Process: x64DPInst.exe PID: 6588 Parent PID: 6704
General
Start time: 21:54:39
Start date: 25/02/2021
Path: C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Spectrum\mDIFxIDE.dI\x64DPInst.exe

false

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR~1\mDIFxIDE.dI\x64DPIns

t.exe /ISW /SE /EL /PATH C:\PROGRA~2\\LI-180~1\Driver\ /D /SA /LM /F

0x7ff6e8570000

1050104 bytes
BE3C79033FA8302002D9D3A6752F2263
true

true

C, C++ or other language

Reputation: moderate

‘ Analysis Process: drvinst.exe PID: 6048 Parent PID: 6616

General

Start time: 21:54:41

Start date: 25/02/2021

Path: C:\Windows\System32\drvinst.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

false

Drvinst.exe '4' '0' ‘C:\Users\user\AppData\Local\Temp\{13f65283-831c-8c4d-923b-f
dfe8501521e}\siusbxp.inf' '9' '4ae43d7fb' '00000000000001BC" 'WinSta0\Default' ‘0000000000

0001C0' '208" ‘c:\progra~2\li-180~1\driver'
0x7ff75abc0000

166912 bytes
46F5A16FA391AB6EA97C602B4D2E7819
true

true

C, C++ or other language

moderate

Analysis Process: x86DPInst.exe PID: 4280 Parent PID: 6704
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https://www.metadefender.com/#!/results/file/YnpJeE1ESXhOMU5QVkMxeU1sRnZOUUs4b21TRm5GRQ/regular/analysis

General

Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

21:54:46
25/02/2021

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR
Spectrum\mDIFxIDE.dII\x86DPInst.exe

true

C:\Users\user\AppData\Local\Temp\7zS51C5.tmp\data\LI-COR~1\mDIFxIDE.dI\x86DPIns

t.exe /SW /SE /EL /PATH C:\\PROGRA~2\\LI-180~1\Driver\ /D /SA /LM /F
0x3f0000

921992 bytes

30A0AFEE4AEA59772DB6434F1C0511AB

true

true

C, C++ or other language

Reputation: low

‘ Analysis Process: msiexec.exe PID: 1844 Parent PID: 672

General

Start time: 21:54:56

Start date: 25/02/2021

Path: C:\Windows\SysWOW64\msiexec.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

C:\Windows\syswow64\MsiExec.exe -Embedding CCF296E1DF7FA7E357D3B10A86COBEB2

0x10f0000

59904 bytes
12C17B5A5C2A7B97342C362CA467E9A2
true

true

Borland Delphi

Reputation: high
Analysis Process: x64DPInst.exe PID: 5156 Parent PID: 5740
General
Start time: 21:55:00
Start date: 25/02/2021
Path: C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Spectrum\mDIFxIDE.dI\x64DPInst.exe

false

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR~1\mDIFxIDE.dII\x64DPIns

t.exe /SW /SE /EL /PATH C:\PROGRA~2\\LI-180~1\Driver\ /D /SA /LM /F
0x7ff718530000

1050104 bytes

BE3C79033FA8302002D9D3A6752F2263

true

true

C, C++ or other language

Reputation: moderate
Analysis Process: x86DPInst.exe PID: 5944 Parent PID: 5740

General

Start time: 21:55:03
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Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

25/02/2021

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR
Spectrum\mDIFxIDE.dI\x86DPInst.exe

true

C:\Users\user\AppData\Local\Temp\7zS7952.tmp\data\LI-COR~1\mDIFxIDE.dI\x86DPIns
t.exe /SW /SE /EL /PATH C:\\PROGRA~2\\LI-180~1\Driver\ /D /SA /LM /F

0x4d0000

921992 bytes
30A0AFEE4AEA59772DB6434F1C0511AB
true

true

C, C++ or other language

Reputation: low
Analysis Process: msiexec.exe PID: 6320 Parent PID: 672
General
Start time: 21:55:15
Start date: 25/02/2021
Path: C:\Windows\SysWOW64\msiexec.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

C:\Windows\syswow64\MsiExec.exe -Embedding FCA266DDB967C0E28D252C5FC68B1467
0x10f0000

59904 bytes

12C17B5A5C2A7B97342C362CA467E9A2

true

true

Borland Delphi

Reputation: high
Analysis Process: x64DPInst.exe PID: 1936 Parent PID: 7000
General
Start time: 21:55:18
Start date: 25/02/2021
Path: C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Spectrum\mDIFxIDE.dI\x64DPInst.exe
false

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR~1\mDIFxIDE.dI\x64DPIns
t.exe /SW /SE /EL /PATH C:\PROGRA~2\\LI-180~1\Driver\ /D /SA /LM /F

0x7ff7fa230000

1050104 bytes
BE3C79033FA8302002D9D3A6752F2263
true

true

C, C++ or other language

Analysis Process: x86DPInst.exe PID: 6644 Parent PID: 7000

General

Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Copyright null 2021

21:55:25
25/02/2021

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR
Spectrum\mDIFxIDE.dI\x86DPInst.exe

true

C:\Users\user\AppData\Local\Temp\7zS64E0.tmp\data\LI-COR~1\mDIFxIDE.dI\x86DPIns
t.exe /SW /SE /EL /PATH C:\PROGRA~2\\LI-180~1\Driver\ /D /SA /LM /F
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Imagebase:
File size:
MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Disassembly

Code Analysis

Copyright null 2021

0x60000

921992 bytes
30A0AFEE4AEA59772DB6434F1C0511AB
true

true

C, C++ or other language
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